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H mrapouca dITAwMATIKR epyacia ektrovABnke oto Tunua Ynelakwyv ZuoTnuaTwy Tou
MavetmioTnuiou lMelpaiwg, oTa TTAQICIA TOU PETATITUXIOKOU BITTAWUATOS AOQAAEIN WNOIOKWY
ouoTNNATWV.

AVTIKEiJEVO TNG TTapoucag OITTAWMOTIKAG €pyaoiag e€ival n avdAuon kal dlaxeipion
EMMKIVOUVOTNTAG TWV TTANPOPOPIAKWY ouoTnUATwyV evog Noookouegiou Tng EAANGdOG pe
euaioBnta dedopéva. lMNa Adyoug pn atmmokdAuywng Twv dedopévwyv Tou Noookopegiou Ba
d1aTnpEnBei N avwvuyia Twv oToixeiwv Toug. H avaAuon kai diaxeipion Kivouvwy Twv N Tou
I'N uloTtroicital pe Tnv peBodoloyia MAGERIT kai 10 Aoyiopikd Pilar. ZUpu@wva Pe auTtAv
YIVETQI QTTOTIUNON TWV ETTITITWOLWY, TWV ATTEIAWV KAl TWV TPWTOTATWY YIa Ta dEQOPEVA TTOU
dlaxelpiovral Ta TTANPoYopIakd cuoThaTa Tou NOCOKOEIOU.

270 onueio autd Ba nBsAa va euxaploTAow ToV ETTIBAETTOVTA QVATTANPWTH KABNYNTH Ko
Aautrpivouddkn KwvoTavTivo 0 o1roiog pe Pordnoe va aoXoAnbw pe 1o Bépa autd Kal pE
OTAPIEE KATA TN OIAPKEIA TNG EKTTOVNONG TNG OITTAWMATIKAG JOU EpYadiag.

TéNOG, BEAW va €UXOPIOTAOW TNV OIKOYEVEID HMOU yid TNV UTTOMOVI TOUG Kal TNV
evbdappuvon 1Tou pou £dwaoav KaB’' 6An Tn SIAPKEIX TWV JETATTTUXIOKWY JOU OTTOUDWV.
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Hepidnynm
O1 oAoéva peTaBaAAOueveEG ATTEINEG TWV CUYXPOVWY TTANPOPOPIAKWY CUCTAPATWY

€XOUV aUEAOEl TOUG KIVOUVOUG Kal KAT' ETTEKTACN TNV QVAYKN YIA QOQAAEIQ OTA OUCTHUATA
ETTIKOIVWVIWV Kal TTANPOPOPIKAG.

AvTikeigevo TNG OITTAWMATIKAG €pyaciog autig eivar n avAdAuon kol diaxeipion
KIVOUVWY TTANPOQOPIWYV KOl OUYKEKPIUEVA N OUYKPION OKTW OTTO TIG ETIKPATEOTEPES
HEBodoAoyieg — epyaAgia. Méow auTrig TNG dladikaoiag avadeixBnkav Ta TTAEOVEKTHUATA KAl
MEIOVEKTAMOTA TWV HEBOBOAOYIWV Kal N avAaykn XProng TOUG O CUYKEKPIUEVES TTEPITITWOEIG.

Ev ouvexeia, Tmeplypa@eTal pia PEAETN TTEPITTTWONG avAAuong kai dlaxeipiong
EMKIVOUVOTNTAG TO CUCTNPA TTOU XPNOIUOTTOINONKE WG MEAETN TTEPITITWONG ACQPAAEIAG TWV
MAnpogoplakwyv Zuotnuatwv(MN) cival éva utrapktd evog Mevikou Noookopgiou TG
EAGOag. H peAéTn €yive pe TN TTOOOTIKA avdAuon emiKIvOuvoTnTag NG peBodoAoyiag
Metodologia de Analysis y Gestion de Riesgos de los Sistemas de Informacion (Magerit)
Méow Tou TrEPIBAAANOVTOG avdAuong kivouvou Environment for the Analysis of Risk (EAR)
/Pilar.

2€ QUTA TN SITTAWMATIKN apXIK&, TTPOCdIoPIfovVTal Ta KPICINa TTEPIOUCIOKA OTOIXEIO
ToU €v AOyw MZ-I'N kai atmroTiyouvtal. Ev ouvexeia, rpoodiopifovtal ol atrelAéG TTOU BEwpPoUuE
OTI upioTavTal Ta oTOIXEiO AUTA. KAl aTTOTIJOUVTAl. ETOl, KOBopioaue uPIOTAPEVA QVTIPETPA YIA
va UTToAoyIOTEl N evatroucivaca emmimtwon Me Bdon autrlv, UTTOAOYIOTNKE N EvaTTopEivaoa
EMIKIVOUVOTNTA Yyia KABe pia atmmelAr, agloAoynbnke n KpiopudtnTa TOU KIVOUVOU Kal
ATTOPACioTNKE N dlaxeipion Tou.

AkoAoUBwg, TTapoucidleTal éva  OUVOTITIKO oOXédlo ao@alAgiag yia TO
Noookopegio, T0 o110i0 cUPTTEPIAAUBAVEI Ta HETPA ao@aAEiag aTTod TNV avaAuon kail diaxeipion
ETTIKIVOUVOTNTAG TTOU QVTIMETWTTICOUV TIG ATTEINEG OTO CUYKEKPIUEVA TTEPIOUCIAKA OTOIXEIA Kal
TNV TTOAITIKI) ao@aAgiag Tou Noookopegiou.

2TO TEAEUTAIO KEPAAQIO, YIVETAI HIA OTTOTIMNON KAl CUMTTEPAOMATA YIa BEATIWOEIG TNG
pMEBOOOU MAGERIT Kal TOU TEPIBAANOVTOG avaAuong KIVOUVWV
EAR/Pilar 6cov agpopd Tnv KAataAAnAGTNTa Kal Ta TTAEOVEKTHMATA TTOU TTPOCQPEPEI YIA TO €V
Aoyw MZ-I'N

AEGEIG-KAEIDIA :

Mepiouoiakd  2toixeia, EpmoteutikdéTnTa, Akepaidtnta, AiaBeociudotnta,  ATTEIAN,
Emitrrwon, AvadAuon Kivduvou, Alaxeipion Kivouvou, Avtigetpo, Zx€d10 AogaAegiag, MoAITikn
AcgaAeiag, MAGERIT, EAR/PILAR, OCTAVE, EBIOS, CallioSecura, CCS Risk Manager,
Cloud Assurance, CRAMM, COBRA.
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Abstract

The threats of the contemporary information systems have increased the dangers and
further more the need for security of the information systems.

The scope of this master thesis is the risk analysis and management of information, and
specifically the comparison of eight of the contemporary methods and tools. Through this
procedure the advantages and disadvantages of the methodologies are revealed and the need
of their use was evaluated.

Consequently, a security study of risk analysis and management of a Greek Hospital's
information system was performed. The study used the quantitative risk analysis methodology
MAGERIT and the environment for the Analysis of Risk EAR/Pilar.

To begin with, in this security study the critical elements were defined of the specific
information system and they were valued via interviews. Next, threats were defined for the
specific assets and they were valued. After that, the dependencies were valued so as the
remaining risk was calculated. Consequently, the remaining risk was calculated for every
threat for every asset. Finally, priorities of safeguards were defined and the decisions from
management for the protection of assets was taken.

Consequently, we presented a summary of the security plan for the Hospital , which
includes the security procedures suitable for these threats.

At the last chapter, we present the suitability of the Magerit method for the specific
system and the advantage offered for the risk management of the specific information system.
Finally, there are some thoughts for improvement for the specific implementation for the risk
management of the information system of the Greek hospital.

Keywords:

Assets, Confidentiality, Integrity, Availability, Th reat, Impact, Vulnerability, Risk
Analysis, Safeguards, Risk Management, Security Pla n, Security Policy, MAGERIT,
EAR/PILAR, OCTAVE, EBIOS, CallioSecura, CCS Risk Manager, Cloud Assurance,
CRAMM, ISO31000, COBRA.



Kegpdhaio 1- Eilcaywyn
1. KepdAaio 1: Etcaywyn

1.1 ZKOTrog

H ouykekpipgévn OITTAWMOTIKA €pyacia  ATTOOKOTIEl OTNV  €KTTOVNON MEAETNG
avaAuong kai dlaxeipiong KIvOUvwy pe Tnv geBodoloyia MAGERIT Kal TO QUTOUOTOTIOINUEVO
epyaAeio avadAuong kai diaxeipiong kivouvwy EAR/Pilar yia 10 TAnpogopiakd cuotnua(l)
evog evikou Noookopegiou (I'N) Tng EAAGDAG.

Eival a1rodekTd 011 OAEG 01 TEXVOAOYIKEG £€EAIEEIC BonBouv évav ueydAo Opyaviouo
OTTWG €ival TO VOOOKOWEIO VO €QAPUOCEl CUCTANOTA PE QPXITEKTOVIKEG QOQAAEIQg yia Thv
KOAUTEPN TTAPOXN UTINPECIWV TTPOG Toug TTOAITEG. [1],[2],[3] MNMapdAa autd Ta OTOIXEIO TWV
TTPOCPATWYV ETTIOECEWV ATTOKAAUTITOUV OTI Ol EUTTABEIEG UPIOTAVTAI OTA TTEPIOUCIOKA OTOIXEIO
O€ QVETTAPKEIG APXITEKTOVIKEG AOQPAAEIAG KAl O€ TTEPITITWOEIG PN 0pONAG epapuoyn Toug. ‘ETol,
TO OUVOAIKO KOOTOG Twv Odlappowv €xel avéPel dpapatik@, KaBwg o1 opyaviouoi
QVTIMETWTTICOUV KOOTN CPKETWV EKATOUMUPIWY YIO TNV AVTIMETWTTION TwV Olappowyv, Thv
d16pBwaon Toug, TNV ATTWAEIQ TNG PANNG, TWV €UAICONTWY TTPOCWTTIKWY O£OOUEVWY, KABWG
KAl uNVUOEIG KAl OTTWAEIQ agloTTIoTIag TTapOoXNG utrnpeoiwy. MNa va emreuxBei autd, TTOAAEG
ETAIPEIEG UIOBETNOAV KAIVOUPYIEG TEXVIKEG OTOUG TTAPADOCIAKOUG TTEPIOPICHOUS TNG EAAEIYNG
€€e10ikeuong, XPOVOU Kal XPNHATWV.

O kUpiog 0TOXOG TNG TTONITIKAG aoc@aAciag dev €ival JOvo va TTPOCTATEUCEl TA
TTEPIOUCIAKA OTOIXEIO TOU opyaviopou OAAG kal va Olao@aAicel TNV TIPOOTACia TOU
Noookopeiou.

1.2 Aopn AITAWUATIKAG

2UVOTITIKQ, TTapoucidleTtal n dour NG SITTAWMATIKAG Epyaciag n otroia XwpieTal
oe T€éo0oepa PéEpn (e10aywyr|, ouykpion ueBodoAoyiwv-epyaAgiwy, HEAETN TTEPITITWONG MZI'N
Kal oX£010 aOQaAEiag) YE ETIUEPOUG KEPAAQIQ:

270 TTPWTO KEPAAQIO YiVETAI CUVOTITIKA ava@opd OTnNV opoAoyia Twv BACIKWY
EVVOIWV TNG avaAuong Kai diaxeipiong Kivouvou.

210 OeuTEPO KeE@PAAalo avaAuovral oI  ouUyxpoveGg HdeBodoAoyieg  TTOU
xpnoigotrolouvral COBRA (Consultative, Objective and Bi-functional Risk Ana lysis) ,
OCTAVE (Operationally Critical Threat, Asset, and Vulnerab ility Evaluation) , Callio
Secura 17799 1ng Callio Technologies Software Informer, (Expression des Besoins et
Identification des Objectifs de Sécurité), MAGERIT Me epyalAgio EAR/Pilar, CRAMM atrd
Tnv  Insight  Consulting MéBodog  CloudeAssurance NG eFortresses, Inc .
2UPTTEPACUATIKA, YivETAl YO OUYKPION [4] METAEU TwV EPYOAEIWV AUTWV.

2710 TPiTO KEPAAQIO KaBopilovTal AETTTOPEPEDTATA TA KPiOIUA CUCTAPATA TOu [1Z-
I'N, n amotiynon Toug cup@wva ue Tnv ueBodoloyia MAGERIT. ETriong, mapouacialovTal Ta
OEVAPIO TWV OTTEIAWV O QUTA Kal N ATToTiNNon Toug. AKOAOUBwWG, avaAueTal n peBodoAoyia
UTTOAOYIOMOU TOUu BaBuou eTTIKIVOUVOTNTOG YIa KABE TTEPIOUCIAKO OTOIXEIO Kal n TEAIKN
QTTOTIUNON TOU. XUMTTIEPACHATIKA, KATAYPAPOVTAl O KUPIOTEPEG KATNYOPIEG PETPWYV ATTO TIG
OTTOIEG TTPOKUTITOUV TA ATTAPAITNTA PETPA ACQOAEIOG Kal OUUTTEPIAAUBAvOovTal OTO OXEDIO
ao@aAciag yia To ouykekpipEvo Tou M2-I'N.

2170 TETAPTO KEQPAAQIO TTapouciadeTal  uia  atroTtiunon TG dlaxeipiong
EMKIVOUVOTNTAG Kal Tou oxediou ao@aAciag Tou ouykekpigévou [Mx tou IN. ETriong,
ava@épovTtal KATTOIEG TTPOTACEIG YIa BEATIWOEIG.
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Kegpdhaio 1- Eilcaywyn
1.3 Evvoigg - Opiopoi

21NV TTapouca SITTAWMATIKA avagépeTal N akdAoubn opoAoyia:

Baoikég ‘Evvoigg Opiouoi
MAnpo@opiakd ZuoTnua ‘Eva  opyavwpévo  oUvoAo  OAANAETTIOPWVTWY  OTOIXEIWV
(epapuoyég, utnpeoieg, GvBpwrTrol, Oedouéva, TTIEPIOUCIOKA

oToIxEia TNG TEXVOAOyiag TnG TTANpo@opiag, AoyIoUIKO, UAIKOS
e€OTTAIONOG, dladikacieg), To oTToio eTeCepyddeTal dedouéva Kal
TTOPAyEl TTANPOPOPIES YIa AOYAPIOOPO HIAG ETTIXEIPNONG 1 €VOG
opyaviguou.

Ac@dAsia NMAnpo@oplakou
ZUOTAMATOG

To opyavwpévo TTAaiolo atmd €vvoieg, apxES, OIadIKATIES, TEXVI-
KEG KAl ETPO TTOU ATTAITOUVTAI, VIO va TTpooTaTeEUBoUV TG00 Ta
oToixeia Tou MNX 600 kal oAOKAnpo 10 MNZ amd Tuxaia rj oKOTTIUN
aTelAg.

Meplouoiakd Zroixeia R AyaBd
(Assets)

MAnpogopieg, dedopéva ) UTTOAOYIOTIKOI TTOPOI TTOU €XOUV agia,
dpa otroudaidTNTa eKPPAlOPEVN O€ XPNMATIKOUG 1 dAAoug O-
pOUG.

EptmmioTeuTiKOTNTO
(Confidentiality)

H diao@dAion TG pn amokaAuyng A dIaBeciydtnTag NG
TTANPOPOpPIag O€ Un £€0UCIOBOTNHEVEG OVTOTNTEG.

AkepaidtnTa (Integrity)

Aloo@alion o1 €va 10XU0V XOPAKTNEIOTIKG HIag ovidTnTag gival
aAnBég.
Atropuyn  pn
TTANPOPOpIaC.

eCoualodotnuévng  TpOoTTOTTIOINONG  MIOG

Aila@soipdéTnTa (Availability)

Alao@dAion NG TTPdoBaong Kal xprnong otav ¢ntnbei amod uia
e¢oualodotnuévn ovtoTnTa ATTOQUYH TIPOCWPIVAG i MOVIUNG
dpvnong 81d6eong TNG TTANPOQYOPIaGE i TwV UTTOAOYIOTIKWV
TTOPWY O€ VOUIUA £€0UCI0DOTNUEVOUG XPHOTEG.

AuBevTikoTtroinon (Authenticity)

H e¢akpiBwon Tng yvnoidtntag piog TAnpoopiag r Tng yvnaolo-
TNTOG TNG TAUTOTNTAG VOGS XPrOTN 1 VOGS UTTOAOYIOTIKOU CUOTH-
paTog.

Eumrdfeia-Aduvapia (Vulnerability)

TpwTtdTNTa €ival N aduvapia evog TTEPIOUCIAKOU OTOIXEIOU, N
ENeIYn eAéyxwv n otmroia Ba pmopoUce va OIEUKOAUvEL R
EMTPEWEl va CUUPBET JIa aTTEIAn.

ATtrelAf (Threat)

H atrelAf gival n mBavaTNTa yIa eKPETAAAEUCN TNG EOKEUMEVNG
aduvauiag QUOIKAG, Tuxaiag n otroia TTepIAAPPBAVEl ATTWAEIQ
TIEPICCOTEPWY  TOU €VOG TWV ATTAITHOEWY AOQAAEiag Tng
TTANpoPopiag OnA. o1a0eoIuoTNIA, akepaldTNTA,
EUTTIOTEUTIKOTNTA.

MapaBiaon (Breach)

‘Eva yeyovog 10 OTT0i0 TTPOCRAAAEI pia i TTEPICOOTEPES ATTO TIG
akOAouBeg 1I010TNTEG: auBevTIKOTNTA, 01a6e01uOTNTA,
EUTTIOTEUTIKOTNTA, AKEPAIOTNTA, EYKUPOTNTA.

Emirrwon (Impact)

H ammwAsia piog agiag, n avénon Tou KOGGTOUG i GAAN ATTWAEIO
TTOU TTPOKUTITEI WG ATTOTEAEC A Iag TTapaBiaong

AvdAuon Kivéivou

AvaAuon kivoUuvou evog TTANPOQOPIOKOU CUCTAUATOG €ival N
dladikacia agloAdynong Twv KIvOUVWY ac@aAgiag TTou I0Ayel To
oUoTNUa Kabwg Kal To KOOTOG.

EmikivouvoTnTa-Kivouvog
aoc@aleiag

Kivbuvog ao@oAgiag opifetar n mOavoétnTa ToU  €XEl Eva
TTANpo@opIakd CUCTNPO VA UTTOOTEN EKUETAAAEUON aTTO KABE
€idoug atmelAég AOyw aduvauiwy TTou TTapoucidlel. ‘Exel Tpeig
TTOPAPETPOUG TNV ETTITITWAON, TNV OTTEIAN KAl TV adUvVapia.

Mérpo MNpooTaciag-AvTtiyeTpo

Métpo (B10IkNTIKG, OpyavwTIKG, TEXVIKO) TTOU £EQAPPOLETAI VIO TNV
TPOOTACIA  TOU  TTANPOPOPIOKOU  CUCTAUATOG KAl TNV
QVTIUETWTTION TWV OTTEIAWV 1 yId va MEIWOCEl TIG duVNTIKES
eEMTTWOEIG. Ta PETpa TrEPIAaUBAvouV OTToI0dNTTOTE dIEPYATiaq,
TIONITIKA), OUOKEUR, TIPAKTIKF), i GAAEG EVEPYEIEG Ol OTIOIEG
TPOTTOTTOIOUV TOV KivOUVO.
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Kegpdahaio 1- Eilcaywyn

Evatmropévwyv Kivduvog

Eivai o OUVvOAIKOG KivOduvog MeEIOV  TOUG  OAEIPBEVTEG
KIVvOUVOUG.

Alaxeipion Kivduvou

H Siaxeipion Twv oToIXEIWY KAl TWV TTPOTEIVOUEVWVY HETPWY KATA
TN SI1dpKEIa KUKAOU CwAG ToOUu ZUCTANATOC.

MoAimik Aco@alAgiag

To oUVOAO TWV KAVOVWYV, TWV PETPWY Kal TwV dIOdIKACIWY TTOU
opiCouv Ta QUOIKA, OIOBIKOOTIKA KOl  TTPOCWTTIKA  PETPA
ac@aAeiag, TTou AapBdvovtal katd Tn dlaxeipion, Tn diavoun Kai
TNV TTPOCTACIA TWV TTEPIOUCIOKWY OTOIXEIWV.

2xé010 Ao@aleiag

To £&yypa@o TTOU TTEPIYPAPEl TO OPYOAVWTIKA KAl TEXVIKA WETPA,
Kal Ta PETPA QUOIKAG ao@AAEIag TTou eQapuolovTal A TTPOKEITAI
va €@appooTolv yia Tnv KAAUWn Twv Bacikwv apxwv Kal
Kavovwy TIOU  ava@EpovTal  OThV  TTONITIKA)  ao@aAciag
ZupuTtrepIAaPBAvEl TIC OTTAPAITNTEG EVEPYEIES YIA TRV UAOTTOINON

[Tivaxog 1: Bacucéc 'Evvotleg kot opiopol
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy

2. KepdAaio 2° :Ms@odoAoyia — EpyaAsia avdAuong Kivduvwy.

2.1 MeBodoAoyia - EpyaAcio Consultative, Objective and Bi-Functional Risk Analysis
(COBRA)

H peBodoAoyia COBRA [25] atroTeAei kKal epyaAeio. H xwpa TpoéAeucng Tou gival TO
Hvwpuévo Baoihelo. H peBodoAloyia COBRA éxel avattuxBei o€ TAApn oOuvepyaoia e
O1kovouIKoUG opyaviopoug, 1IdpupaTa Kal xpovia £psuvag. H mTpwTn €kdoon Tou gpyaAciou ivai
10 1990 ota AyyAika atrd Tnv etaipeia C&A Security Systems Ltd. pe okotrd pia KaAUuTepn Kai
MO EPPAVE ETTIOTPOPN TWV ETTEVOUCEWV TOUG.

Ta o1adia agloAdéynong Tou Kivduvou gival Ta akoAouba:
* Avayvwpion Kivduvou: KaBopiopog armelAwv OUuOoTAPATOG, EUTTABEIEG KOl

eudAwTa onueia. Mérpnon Tou BaBuou Tou TTPpayPaTIKoU KIVOUVOU yia KABe TTepiox 1 TTAEUpd
TOU OUOTAMATOG KAl oUVOEDN WE TTIBAVE ETTIXEIPNOIAKN ETTITITWOTN.

= Anuioupyei Ta KATAAANAQ €pWTNPATOAGYIO KIVOUVOU HE OIAQPOPETIKEG ATTAITACEIG
QOQAAEIAG TTPOCOPUOCHEVA VIO OUYKEKPIUEVO OPYAVIOPO, TIEPIBAAAOV Kal oUOTNUA UTTO
agloAoynon.

» Eival éva epwtnuatoAdyio BacifOuevo o€ oUCTNUA UTTOAOYIOTH) XPNOIMOTTIOIWVTAG
e€eI0IKEUPEVEG apXEG Kal pIa Bdon dedopévwy.

= Kataypd@el TIG OTTEINEG OUOTNPATWY, KaTaypagel Tov BaBud Tou TTpayuaTIKoU
KivOUvou.

= AGIONOyEi TN OXETIKI OTTOUdAIOTNTA OAWV TWV ATTEIAWV KAl TPWTOTATWY Kal
dnuIoupyei KATAAANAEG TTPOTACEIG KAl AUCEIG.

. AvdAuon Kivduvou:

YTtrooTnpidel TNV UTTOBETIKN OOKIMN. YTTApXEl duvatoTnTa duVaUIKAG dlaBeBaiwong Tng
ETTITITWONG TTOU €XOUV OUYKEKPIUEVOI ETITTPOCBETOI EAEyXOI OTO TTITTEDO KIVOUVOU. O1 avapopEg
TTOU OnUIoUPYEi €ival ETTAYYEAUATIKEG AVOQPOPEG KATAAANAEG yia gpunveia atmmd  TEXVIKO
TTPOOWTTIKO Kal OTeAéEXN. To epyaAeio oUPPoulog KivOUvou egival €va  €pWTNUOTOAGYIO
Baoifouevo oe Windows PC gpyaAgia TTou XpNOIMOTIOIEI BATEIS OEDOPEVWV.

» AZiIoAdynon Kivéuvou: KaBopiopdg atrelAwyv CUCTAPOTOG, TPWTOTATWY. Mapéxel
MiIa  oAoKAnpwuévn uTtnpecia  avaAuong  KIvOUVwY, OUpBaTt HE  TIG TTEPIOCOTEPEG
AVAYVWPIOUEVEG HEBODOAOYIEG(TTOOOTIKN KAl TTOIOTIKH).

* Ogparreia Kivduvou: Aetrtopepnig AUCEIG KAl TTPOTACEIG yia TNV HEIWON TOU
KIvoUvou. [Mpoo@épel AeTrTouepiG AUCEIC KAl CUCTAOEIC YIa VO MEIWBEl 0 Kivouvog. TMapéxel
ETTIXEIPNOIAKEG KAl TEXVIKEG AVAPOPEG.

» _Koivotmroinon Kivouvou: Napéxel ETTIXEIPNOIOKES KAl TEXVIKEG AVAPOPEG.

To egpyaieio COBRA cival yeviky ueBodoAoyia, avaAuong kai diaxeipiong Kivouvwy.
To epyaAeio auto divel Tn duvaTdTNTA VA TTPAYUATOTIOINOEN TTOIOTIKA avAAuan, n agloAdynon Twv
EMTITWOEWV YiveTal Baci{OueEvVn OE KPIoIJa TTEPIOUCIAKA OTOIXEIA, N a&loAdynon Tou KivoUuvou
AauBaver utr’ Owiv TNV mMOAvOeTNTA, TNV TPWTOTNTA (ATTEIAA, TTEPIOUCIAKO OTOIXEIO) KAl TNV
ETTITITWON.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy

O1 duvatoTNTEG YIa EUTTAOKN TWV XPNOTWV OTn Oladikacia Tng agloAdynong eivai
ApPKETG uwnAn. H duvatdéTtnta g ueBddou va avaAuoel Kal va ouvOudoel DIOQOPETIKA GUVOAIKN
yvwon eival apkeTd KaA. ATTairouvTtal BACIKEG YVWOEIG VIO va TTPAYPATOTIOINBEI N uAoTToINON
TOU gpyaAciou kal TNG ueBodoAoyiag. Ydpxel autopatotroinuévo epyaleio 1o The SRM Toolkit.

Eival amapaitntn n OUMPPETOX TOUu XPNOTN O€ QUTAV PE Pacikd ammaitolueva
TTPpooovTa. AuTd dnuIoupyEl TTOAAG TTAEOVEKTAMATA Kal dIaPOPPWVEl KATAAANAa Tnv avdAuon. H
TIMA Tou €ival 2000Eupw. H ocuppdpewon Tou epyaAeiou autou gival pe 1o ISO7799.

2.2 MeBodoAoyia - epyaieio Operationally Critical Threat, Asset and
Vulnerability Evaluation (OCTAVE)

H péBodog Operationally Critical Threat, Asset and Vulnerabil ity Evaluation
(Octave) [23] avaTrTuxbnke yia TpwTn @opd atmd 1o TravemoTiuio Carnegie Mellon atmrd 1o
CERT Coordination Center kai gival pyia apkeTtd diadedopévn nEBodog 1diaitepa oTig .H.M.A.

Eival pia dwpeav mmpoogyyion 1Tou BeATIWVEN TV dladiKaoia Ayng ammo@acswy TTou
agopouv Tnv TrpooTacia Kai Tnv dlaxeipion Twv Tépwv piag eTaipeiag. Eivar katavonTth,
OUCTNUATIKY, KABOdNYoUuevn atro TO TTEPIBAANAOV £CENICTONEVN.

XpNOIYOTTOIWVTAG AQUTAYV TNV PJEBODBO, OI PIKPEG OUAdEG AVAUEDT OTIG ETTIXEIPNOIOKES
MOVAJEG Kal OTNV PuNXavoypaenaon avTIHETWTTICoUV padi TNV avaykn ao@aAgiag Tou opyaviouou.
H peBodoloyia autry utmopei va TTpocapuocTei oTo 1I01aiTEPO €TTIKIVOUVO TTEPIBAAAOV  TOU
OpPYQVIOUOU, OTOUG OKOTTOUG aO@QaAEiag kal oT1o €mmiTredo €mdegIoTNTag. H peBodoloyia auth
B&Tel OTOV OpYaVIOPO TOV KivOUVO Kal TRV TEXVOAoyia o€ éva TTEPIBAAAOV ETTIXEIPNONG.

MNa upikpdteEpOUg opyaviopoug (Aiyotepo amd 100 drtopa) eivalr utmd avaTiTuén n
MEBoDOG OCTAVE-S, pia TapaAlayni NG TTPooEyyiong , AAAG akOua dev £xel OAOKANPWOEI.

H péBodog OCTAVE XpnoIUoTTOIEl PIa TTPOCEYYION TPIWV QACEWV VIO VO €CETAOEI
OPYOVWTIKA Kal TEXVOAOYIKA BEUATA, OUYKEVTPWVOVTAG IO KATAVONTH €IKOVA TWV AVAyKWV Yid
TNV ac@aAeia TTAnpogopiwyv Tou Opyaviouou.

KaBe o@don atroteAeital amd TTOANEG digpyacieg kal kKABe Oigpyacia €xel pia n
TTEPICOOTEPEG OPAdEG epyaoieg kaBodnyouupeveg amd 1NV opdda avaluong. Kdarroleg
OpacTNPIOTNTES TTPOETOINACIOG Eival ATTAPAITNTES YIa TRV OUAAr} OAOKARpwWON TS agloAdynong.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy
AUTEG 01 TPEIG PAOEIG €ival O aKOAOUBEG:

®don 1: Evowpoatwuéva TTPo@iA ameldwv pe Baon Tta dedopéva. 'Exel 1€00€pIg
dlepyaoieg.

Aiepyaoia 1: KaBopiopdg yvwaong disuBuvrr).

Aigpyaaoia 2: KaBopiopog yvwoewv Agitoupyikig Alaxeipiong.

Aiepyacia 3: KaBopIiopog yvwoewv TTPOCWTTIKOU.

Aiepyaaoia 4: Anuioupyia TTPOQIA ATTEIAWV.

®aon 2: KaBopiopog TpwtotATWY uttodoprg. O1 diepyaaieg TG @aong 2 givai:
Aiepyaoia 5: KaBopiopog BaciKwy OTOIXEIWV.

Alepyaaoia 6 : AZIOAOYNoN ETTIAEYPEVWV OTOIXEIWV.

®daon 3: Avamtugn otpatnyikwyv Kal oxediwv acealeiag. Or diepyacieg TG pdaong 3
eivar:

Aiepyaoia 7: AicEaywyny Avaluong Kivdouvwy. lNpétrel va onueiwBei 611 n OCTAVE
XPNOIMOTIOIEI yIa TNV avaAuon KIVOUVWV IO TTPWTOPXIKI TTPooEyyion PacifOouevn O¢ dia
TTOOOTIKN ) KAigaka (uwnAry, Meoaia, xapnAn). H peBodoloyia xpnoigoTtrolei €va  Trivaka
QVOUEVOPEVNG TIMAG VIO VO KOBOPIOE! TNV AVAPEVOUEVN TIUA KIVOUVOU.

O TUTTOG €ivar:

AtmrwAsia = EiTmrwon/ouvémreaia x MoavérTnra.

H péBodog dev XPNOIYOTIOIEI PABNUATIKOUG UTTOAOYIOUOUG KAl CUVETTWG Bewpeital
atTAoIKA Kal Xwpig akpifela. ETTpoobeta, n yEBodOG dEV EVOWUATWVEI PIa TTPONYMEVN TEXVIKNA
yla Tnv avadAuon Kai Tov ouvduaoud yvwong TTou Bpioketal oTo cuvoAiké TrepIBdAAov. ‘ETol, n
TTAnpoopia dIaTPEXEl MIa PN €TTapkn dlepyacia  yia Tov KABOPIOPNO TwV  OGUVOAIKWV

QATTOTEAEOUATWV.

Aiepyaoia 8: Avartrtugn Z1patnyikig NpooTtaciag.
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Ewova 1: Buota avédivong kivooveov OCTAVE

H Octave [9] cival yia yevikiy peBodoAoyia, divel Tn duvartdtnTa va TTPAyUATOTToINBEI
TTOIOTIKA avAAucon, n agloAdynon Twv EMTITWOEWV YiveTal BacifOuEVn OE KPioIPNa TTEPIOUTIOKA
oToIXEia, N agloAdynon Tou Kivouvou AauBavel utr dyiv Tnv mmeavoTnTa, TNV TpwWToTNTA (KPIioIKO
TTEPIOUCIAKO OTOIXEIO) KAl TNV ETTTITWON (ATTEIAN, TTEPIOUCIAKO OTOIXEIO) .

O1 duvatoTNTEG YIa EUTTAOKN TWV XPNOTWV OTn OladIkacia Tng agloAdynong eival
Meoaia. H duvatdétnta tnG peBOdou va avaAuoel Kal va ouvludoel BIOQOPETIKA OUVOAIKA
dedopéva  @aivetal va gival xaunAn. AtraitouvTal BAacikEG YVWOEIG yIa va TTPAYUATOTTOINBEI N
uAotroinon Tou epyaAeiou kai TNG peBodoAoyiag. YTdpxel €Tnola XpEwon yia To €PYyaAEgio
OCTAVE 710 otroio dgv Bewpeital epyaAeio aANd BacifeTal o€ UAAA Epyaciag.

Eival eUkoAa katavonTtr. Z€& TTEPITITWON TTOU TO TTANPOYOPIOKO oUCTNPA €ival PIKPS
uAotroigital Taxutata. MNa peydlo MN.Z. givar dUokoAo va TTPoodIoPIoTEN TO KPICIUO TTEPIOUTIOKO
OTOIXEI0O KAl va OAOKANpwOei o peydAog aplBuog @UAAwWV epyaoiag. ETriong dev uttapxel
OUPHOPPWOTN JE KATTOIO TTPOTUTTO OCQAAEIag.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy
2.3 MsBodoAoyia - epyaieio EBIOS

H peBodoloyia EBIOS (Expression des Besoins et Identification des Object ifs de
Sécurité ) [28] avamTuxOnke amd 1O YOAAKO KuBepvnTikd opyaviopd DCSSI (1 Direction
Centrale de la Sécurité des Systémes d’'Information, Premier Ministre) 10 1995 oTOV OTTO0IO
OUMUUETEXEI EVOG ONUAVTIKOS APIBUOC IBIWTIKWY QOPEWV.

‘Exel wg okotré Tnv agloAdynon kai dlaxeipion Twv KIvOUVWY  OXETICOPEVWV PE ThV
ao@aAeia TTAnpogopiwv. Eival pia epapuoyr stand alone 1rou BacileTal o€ TEXVOAOYIEG java Kal
xmil.

Ta BAPaTa avadAuong kal diaxeipiong kKivouvwy kaBopiovral ota 5 otddia_Tou

EBIOS:

» Avayvwpion Kivduvou: 270 TTPpWTO OTASIO TIPAYUOTOTIOIEI avdAuon Tou
TTEPIBAANOVTOG OO0V a@OpPAa TIG ETTIXEIPNOIOKEG ATTAITACEIS PE TO TTANPOPOPIAKO oUCTHUA
(ouveloc@opd OTO OUVOAO, OKpPIBA KABOPIOWO TTEPINETPOU, avaAuon O€ Por TTANPOPOPIWV KAl
AEITOUpYIWV).

» AvdAuon Kivduvwyv: 21a otddia 2 kail 3 die¢dyovTal n avaAuon Twv avaykwv
ao@aAgiag Kal n avaAluon Kivouvwy. To EBIOS eival £vag ouvOuaopog aTTEIANG PE TIG ATTWAEIEG
TTOU PTTOPEl va TTpoKaAéoel. MelovéEKTNUA aTToTeAEl N aTToudia evog TTPONYUEVOU CUOTAPOTOG
UTTOAOYIOHOU TOU KIVOUVOU YIO TOV CUOXETIONO KAl TWV KABOPIOHO TWV ATTOTEAECUATWV.

= Alaxegipion Kivoovwyv: >1a otadia 4 Kai 5 yivetal gia avTiKeIueVvikn didyvwon Twv
KIVOUVWV.

Risks

Sources of . — — I z
attack Vulnerabilities 7% Entities 7% Elements | mpacts

"/

Security objectives

I Functional requirements IAssurﬂure requirements

Ewéva 2: Avédvon ko dwayxeipion EBIOS

KaAUTrTel eTTapKwG OAa T BAPATA ATTOTIMNONG Kal dIaxEipiong €TMKIVOUVOTNTAG EVW)
TTAOPAAANAQ TTAPEXEI OTOUG UTTEUBUVOUG avOAUTEG MIa uwnAou eTTITTEQOU TTPOCEYYION TWwV
KIVOUVWYV BoNBuWvTag TOUG Va EKTIMACOUV KAl VA QVTIMETWITTIOOUV TOUG KIVOUVOUG.

H péBodog EBIOS eivar uia  yevikr)  peBodoloyia, Oivelr 1n  duvardtnta va
TTPAyYMATOTTOINGEI TTOIOTIKA avAAuon, n agloAdynon Twv ETITITWOEWV YiveTal PBaocifouevn o€
Kpiolya TTepIoucIakd oTtoixeia, n agloAdynon tou kivduvou AapBdver utr’ dyiv Tnv mOavoTnTa,
TNV TPWTOTNTA (KPICIUO TTEPIOUCIAKO OTOIXEIO) KAl TNV ETTITITWON (ATTEIAN, TTEPIOUCIAKO OTOIXEIO).
2¢ avriBeon pe TTpooeyyicelc avaAuong KIvOUvwy  BaoifOuUEVEC OE Oevapla, n dopnuévn
TTpooéyyion TnNG ueBGdou EBIOS emitpétrel va TTpocdiopioTouV Ta OOPIKA OTOIXEIA TOU KIVOUVOU
(ovToTNTEG KAl EUTTABEIEG, HEBODOI ETTIOECEWYV KAl ATTEIAEG, OUCIOOTIKA OTOIXEIA KAl EUAIOONUIEG).
Aev @TAVEI TOOO O€ TEXVIKO ETTITTEDO KAl £€aPTATAI TTOAU aTTO TOUG XPAOTES KAl OCUVEPYACTia TTOU
Ba deigouv.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy

O1 duvatoTNTEG YIa EUTTAOKN TWV XPNOTWV OTn Oladikacia Tng agloAdynong eivai
pMeoaia. H peBodoloyia ouvdudlel Ta OUVOAIKA Oedopéva PE €va ATTOTEAECMHATIKGO TPOTTO
Baoi{Ouevn o€ UIa TTOIOTIKA TTPOCEYYION.

To epyaAcio emMTPETTEl OTOUG XPAOTEG ME XAUNAR €CEIDIKEUON KOl EUTIEIPIA OTNV
TTANPOPOPIKK VO AEIOAOYACOUV KAl VA PEIOOUV TOUG OUVOAIKOUG KIVOUVoUG, TrepIAauBavel 6An
TNV avaAuon KIvOUvwy.

H duvarotnta g pebodou va avaAuoel Kal va ouvOudoel GUVOANIKA Ta DIOPOPETIKA
oedouéva  @aivetal va gival xaunAn. AtraitouvTal BAoIKEG YVWOEIS yia va TTPAYHATOTToINOEN N
uAoTroinon Tou gpyaAciou kal TNG peBodoAoyiag.

Eival eukoAa karavontr). H yéBodog EBIOS ptropei va epapuooTtei amd éva €Upog
OpPYQVIOPWYV a1Td KUBEPVNTIKOUG KOl PEYAAEG ETQIPEIEG OE MIKPEG KAl UECQIEG ETTIXEIPAOEIG.
TuTtroTTOIEl TIG EUTTABEIEG KAl TIG OTTEIAEG KAl KaBOopIlel TOUG CUOXETICOPEVOUG KIVOUVOUG YIa TOV
OpYavIoUO.

H peBodoloyia cival epappooiun 1600 o€ peydAa €pya (ETTIXEIPNUATIKA OUVEXEIQA,
TTONITIKI) AOQAAEIAG K.A.) KOBWGS Kal o€ PIKPOTEPNGS EUPEAEIaC épya (BiKTua I0TOOEAIBOG, oCUCTNUA
NAEKTPOVIKWY PNVUPATWY K.0.), KOBWG TrapéXeTal pia o@aipiky Bewpnon yia Tnv AQyn
amo@acewy atmod Ta avwTepa dlIEUBUVTIKA aTeAEXN. Eival ypriyopn Kai eTTavaxpnoipdoTToIfcIun.

To epyaAeio TTou TNV UAoTToIE diaTiBeTal dwpedv evw Ba TTPETTEl va AdBouue uttown
Mag OT1I UAOTTOIEITAI PHE TO EPYAAEio auTo Kal pe avoixtdo OpenEBIOS..

YAoTroigi TapdAa autd, pia o€ipd TTPOTUTTWY O0TTwg Ta ISO/IEC IS 17799 1 ISO/IEC

IS 27001: 2005, ISO/IEC 27002:2005, 1SO14508, ISO/IEC 27005:2008, 15408, ISO/IEC IS
13335 ka1 ISO/IEC IS 21827.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy
2.4 MeOoboroyia - epyaleio Callio Secura 17799

To Callio Secura 17799 [24] civai €éva Tpoidov Tng Callie Technologies,
onuioupyndnke otov Kavadd 1o 2001 kai TTAéov BpiokeTar otnv deuTepn €kdOON TOU TTOU
TTpaypartotroindnke 1o 2005. Eival éva web-based epyaAeio pe utrootripign Bdong dedopévwy,
TTOU EMMTPETTEI OTO XPAOTN VA €QAPPOCEl KAl va TTIOTOTTOINCEl €va ouoTnua OdlaxEipiong
ao@aAeiag TTANPo@opIwVv(ISMS). MepiAappBavel 3 PAoEIg :

2.4.1 AgioAéynon Kivduvou
a. Avayvwpion Kivduvou

To Tpoéypapua dnuioupyei Eva web site 0To 0TT0i0 YTTOPOUV va £€Xouv TTPOoRacn aTrd
TTAVTOU 000!l CUMMPETEXOUV OTNV avaAuon Kivouvwy. To TTpoypapua diatnpei BAcn dedOUEVWV
oTov server pe TTApN duvaTtoTnTa SIKAIWUATWY Kal OJAdWY XpNOTWV £T01 WWOTE O KABE XpAOTNG
va BAETTEI 1) va aAAGel pOVO Ta apXEIa EKEIVA TTOU TOV APOPOUV.

B. AvaAuon Kivduvou Eival éva TAApeg poviéAo yia va aglohoynBei o tmapdyovtag
€kBeong exposure factor evog kivduvou, aAAd dev UTTOAOYICElI TNV ETTIXEIPNOIOKNA ETTITITWON TOU
KIvoUvou. Agv uttooTnpilel TNV avaAuon Kivouvou aAAd uévo Tnv agioAdynon Tou KivOUuvou.

2.4.2. Aiayeipion Kivduvou
Anpioupyei TTONITIKEG ao@AAEiag, avapopES, UAOTTOIET dlaxEipion eyypapwy.

2.4.3. Koivotroinon Kivduvou
MpayuaToTrolei dlaxeipion ava@opwy, EXEl KEVTPO EVNUEPWTIKAG TTUANG.
MapakdTtw divetal €va didypaupa TTou dOcixvel Ta epyaAeia TTou TTpoo@épel To Callio

Secura 17799 yia kd6e Pripa Tng avdAuong KivoUvwy (Kal YeviIKOTEPA TNG dlaxeipiong Tng
A0QPAAEING).

Architecture of Callio Secura 17799

Resources Modules Outputs

lion ) Project initiation ) Joetinition ofthe ISWS and]
IS it S of the project mandate

r

Identification and evalua- .
tionoftheasseisand | Y [ veriery end evation
contexts fo be protected )
IR protected
b
|dentification and Identification and
) evaluation of threats, ) evaluation of threats,
wvulnerabilities and legal vulnsrabities and
and business requirements

\iso 177901/
BS 7799

requirements

b 4 Risk caculation and
Risk calculation ) suggestion of contrels for
_— treating the risk

) Seleclion and implemen-
fation of the controls sug-
gested by Callio Secura
e
Generation and
) personalization of security ) Personalized policies and|
policies; selection of templates
suggested templates

N

Audit guides for ) Preparation for the audit )
and for certification

A
Callio Secura
17799

Eikéva 3:AvdAuon kivduvwvCallioSecura

H péBodog Callio Secura 17799 cival pia yevikr) yeBodoAoyia, divel Tn duvatdTnTa va
TTPAYMATOTTOINGEI TTOIOTIKA avAAuon, n agloAdynon Twv ETITITWOEWV YiveTal Baocifouevn o€
Kpiolya TrepIouciakd oTtoixeia, n agloAdynon tou kKivduvou AapBdver utr dyiv Tnv mOavoTnTa,
TNV TPWTOTNTA (KPICIUO TTEPIOUCIAKO OTOIXEIO) KAl TNV ETTITITWON (QTTEIAN, TTEPIOUCIAKO OTOIXEIO).
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy

O1 duvatdéTNTEG YIa EUTTAOKN TWV XPNOTwWv OTn dladikacia TnG agloAdynong eivai
Meoaieg. H duvatdtnta Tng peBddou va avaAuoel kal va ouvdudoel dIaQOpPETIKA OUVOAIKA
dedopEva QaiveTal va gival XapnAn.

ATtraitouvtal BacikEG YVWOEIG yIa va TTPAYPOTOTTOINGEI N UAOTTOINON TOU £pYyaAEgiou Kal
NG MeBodoAoyiag. H dieTapry Tou TTpoypduuaTog eival TTOAU €UKOAN Kal XPNOTIKN Kal Ogv
XPeIAdeTal €10IKN EKTTAIOEUON YIO TNV XPNOIMOTIOINON TOU.

XpNOIYOTTOIEITAI ETTIONG YIA TNV EVNUEPWON KAl EKTTAIOEUON TOU TTPOCWTTIKOU yid TA
Béuata ac@aAeiag, TIG UTTApXOUOES TTONITIKEG ao@aleiag, TIG dladikaoieg KTA. H peBodoAoyia
gival €QapuOCIun O€ MIKPEG EQPAPMOYEG aANG kal yia peoaia dikTua. YTrooTtnpidel TpoTUTIa
OTTWG 10 1SO17799 Kkai ISO 27001 ( BS 7799-2 ) kal TTapdyel Ta £yypa@a TTou aTraitouvtal yia
TNV TTIOTOTTOINON.

2.5 MsBodoroyia- epyadeio Control Compliance Suite (CCS) 11 Risk Manager, CCS

H CCS Risk Manager [29] dnuioupynnke oTi¢ H.I.A atmd Tnv €Taipgia Symantec
Corporation , n nEBOBOG ETMITPETTEI OTOUG UTTEUBUVOUG TNG AC@AAEIOG TV KAAUTEPN KaTtavonon
TWV KIVOUVWV.

YT1rooTnpicel TPEIG YAOEIG:
2.5.1 A¢loAdynon Kivduvou

a. Avayvwpion Kivduvou : XpnOIPJOTTOIWVTAG TEXVIKA TTPOTUTTA Kal TTPOdIaYPAPES
(1r.x. ISO 27001, 27002).

B. AvaAuon kivduvou : H CCS Risk Manager Ttrapéxel 10xupd epyaAgia Trou
EMTPETTOUV OTOUG OPYAVIOUOUG TN METPNON, TOV JETPIAOUO KAl TNV ATTOKATAOTACN TWV KIVOUVWV
TWV TTANPOPOPIAKWY CUCTNUATWY TOUG KOBWG KAl TNV KOIVOTTOINON TWV KIVOUVWY QUTWV.
Etriong Tapéxel uttootpiEn o€ OAOUG TOUG TOUEIG TNG ETTIXEIPNONG KAl O€ OAa Ta €TTITTEDA YIA TNV
BEATIOTN AciToupyia Tou .2 TOUg. XpNnOIYOTIOIEl pIa TTPOCEYYIoN Baciopévn oTov KivOuvo, OTToU
o1 OIaXEIPIOTEG XPNOIYOTToIoUV ToV AlaxeIpIoTh KIvOUVOU va KaBopioel éva TTEPIOUCIaKO OTOIXEIO
KAl KATOTTIV ATTEIKOVICOUV TOV KivOuvo. AUTO €AEYXEI KOl TEKUNPIWVEI TA TTEPIOUCIOKA OTOIXEIQ yIa
va dWwaoel TTANPOPOPIa yIa EVEPYEIQ YIA TN MEIWON TOU KIVOUVOU.

y. ASioAdynon Kivduvou : Zuvduddlel OAa auTd Pe CUPTTANPWHATIKA dedopéva aTrd
Tn Symantec | kal pn Symantec AUoe€lg, TTapéxoviag éva TTAoUCIO OUVOAO OIaBEoipwy
TTANPOPOPIWV YIA TNV KAAUTEPN avaAuon Kai TN AQwn atro@Acewv. To atmmoTéAeopa gival pia
TTpayuaTikd TToAudidoTtatn  dmoywn Twv  KIVOUVWVY TToOU  ouvdéovTal ME  OTTOIAdRTTOTE
emyxeipnuatikr) diadikacia, opada f Asitoupyia. To oToixeio Risk Manager €ival oxedlaouévo va
BonBroel Toug AlguBuvTég va KaBopioouv To €TTITTESO TOU KIVOUVOU TTOU TTapoucidlovTtal atro TIG
UTTOOONEG TTANPOPOPIOKWY CUCTANATWV.

2.5.2. Aiaxeipion Kivéuvou:

O1 dlaxeIpIoTEG dNUIOUPYOUV TIG DIKEG TOUG TTOMITIKEG XPNOIMOTIOIWVTAG TTPOTUTTA KAl
TPOTTOTTOIWVTAG AUTEG TIG TTONITIKEG YIO VA KAAUWOUV TIG OUYKEKPIUEVEG QVAYKEG. AUTEQ
ouvdEovTal e Ta KATAAANAa pETPa
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.2.5.3. Koivotroinon Kivduvou:

Méow dashboards yia cuykekpigéva akpoaTApIa OTTWG £TTIONG €XEI OUYKEKPIUEVES
MOPQEG ava@OPwWV Kal dUVATOTNTES EEAYWYIG DEDOUEVWV.
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Ewoéva 4: Dashboards CCS Risk Manager

H pébodog CCS Risk Manager €ival pia  ommovouAwTr] AUOn, atroteAoUpevVn aTTod
mévie Baoikd oToixeia. ‘Exel duvardtnteg Trou TrEpIAaPBAavouv Aoyiouikd yia TV avaAuon
MEYAAWV OYyKwV OedOUEVWY, TPOTTOTTOINUEVOUG TTIVOKEG KAl ava@opés web-based. ETriong,
XpnoigoTrolgital yia va ekteAei end —to-end agloAdynon TpwToTATWYV O€ eQapuoyEc Web, Bdoswv
dedopévwy, ECUTTNPETNTWY, Kal OIKTUAKWY CUCKEUWY KATAYPAPOVTAG TIG ATTEIAEG AOPAAEIag.

O1 duvatdTNTEG YIa EUTTAOKN TWV XPNOoTwv oTn dladikacia TnG agloAdynong eivai
peoaia. H duvatdétnta tng peBOdou va avaAluoel Kal va ouvOudoel dIaQOPETIKA OUVOAIKG
dedouéva  @aivetal va gival peoaia. ATTaitouvtal BAoIKEG YVWOEIS VIO va TTPAYUATOTTOINOEN N
uAoTtroinon Tou epyaAciou kal TNG peBodoAoyiag.

H péodog CCS Risk Manager ocuppopewvertal pe Ta IT mpodTUTTQ :

TIER IV SCAP 1.2

. Open Vulnerability and Assessment Language (OVALR) 5.10.1, Common Configuration
Enumeration (CCE.) 5, Common Platform Enumeration (CPE.) 2.3, Common Vulnerabilities and
Exposures (CVER), Common Vulnerability Scoring System (CVSS) 2.0, Asset Identification 1.1,
Asset Reporting Format (ARF) 1.1

. ISO 27001-2013, NIST Cyber security Framework in SCU 2014-1, and PCI DSS v3.0 in
SCU 2014-1.
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2.6 McOoboroyia - epyaieio CloudeAssurance

H péBodog CloudeAssurance [30] dnuioupyndnke otic Hvwpéveg MoAiteieg amrd tnv
eTaipeia eFortresses, Inc, Tov MdpTio Tou 2012 evw auTh TNV OTIYUN BpiokeTal oTnv €kdoon 1.3
n otroia Trpayuarotroinenke 1o 2014. Eival pia péBodog agioAdynong ac@AaAsiag Bacioyévn o€
«OUVVEQO», TToU Oivel TNV duvaTdTNTa YIa agloAdynorn, TAoEIG, CUYKPITIKA agloAdynon r ouvexn
TTaPAKOAOUBNON KABWG ATTOTEAET KAl EKTTAIOEUTIKI) TTAATQOPUA.

2.6.1 AgioAdynon Kivéuvou:

a. Avayvwpion Kivduvou : XpnoIUOTTOIWVTAG TEXVIKA TTPOTUTTA KAl TTPOdIaYyPaAPES N
pMéBodOg Cloud eAssurance (aAyopiOuo¢ CUCTAPOTOG rating) TTPOOTATEUEl TOUG TTEAGTEG
METPWVTAG Kal OIa0PAAICOVTaG TNV IKAVOTATA TWV TTApOXWV UTINPeoiwy cloud va TTapadwoouv
ao@aAwg utrnpecieg cloud cUP@WVa PE TIG KAAEG TTPAKTIKEG, TA TTPOTUTTA KAl TNV CUPMOPOWON
TWV KAVOVIOUWYV TNnG Blognxaviag yia cloud.

B. AvdAuon kivduvou : H Cloud eAssurance TTapEXeEl 1I0XUPA €pyaAgia TTou
EMTPETTOUV OTOUG OPYaVvVIOUOUG Tn HETPNON, TNV €ToiudtnTa, TIG TAoeig(trending) Kal TIG
avagopEg benchmark. ETriong mapéxel gia oAIOTIKA TTpoo€yyion yia diac@AaAion utrooTnpi¢ovTtag
Tapamavw atmd 20 €BvikG Kal TTayKOOMIO ATTOOEKTA TTPOTUTIA KAl KIVOUVOUG, QTTEIAEG Kal
BaBuoAoyieg wPINOTATAG TTOU ETITPETTOUV OTIG ETTIXEIPHOEIC VA PETPROOUV OTTOTEAECUATIKA, VO
TTAPAKOAOUBO0OUV TOUG KIVOUVOUG ETAIPIWV TTEPA ATTO TNV CUVI BN TTPOCEYYION CUPPOPPWONG.

y. ASloAbéynon Kivduvou : Zuvduddlel OAa autd, TIG cuoTAOEIG, TNV BAon dedouEvVwyY
Kal TIG BIBAIOBAKEG KAl TO ATTOTEAECHA €ival PIa TTPAYUATIKA TTOAUSIAoTATN ATTOWN TWV KIVOUVWV
TTOU OUVOEOVTAl UE OTTOIODATTOTE ETTIXEIPNMATIKN dladikaoia, oudda ) AsiToupyia.

2.6.2. Aiaxeipion Kivéuvou:

YT1rooTnpicel TIG PACEIG EKTIUNONG KIVOUVOU, BepaTreiag KivOUvou, atrodoxrs KIvOUVouU.
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2.6.3. Koivotroinon Kivduvou:

H péBodog Cloud eAssurance ecival n mpwtn afloAdéynon Pabuoloyiag kivdouvou,
ouvexoUG AQWNG OToIXEiwv HE OuveXEG ouUoTnPa  TTapakoAouBnong, dlaoc@alifoviag Tnv
ao@AAgia , TOu KIVOUVOU Kal T CUPPOPPWON.

Mapéxel aAuaida diaxeipiong KIvOUVWY TaIpIwV Kal aAucidag uttooTipigns: Aladikacia 3
Bnudtwyv 10U 0dNYEi o€ BaBuoloyia agloAdynong diacedAiong Cloud.

RISK & THREAT BASED STANDARDS BASED

Top 20 Controls
Maturity Rating

Trending Reports

Benchmarking COBIT, COSO, ITIL

CSA Controls Matrix

1SO/IEC 27000 Series

QCLOUDCASSURANCE

= PCI DSS, HIPAA Sec
RATING SYSTEM ENGINE

1]

Assessment & Education FedRAMP, NIST

BATING SYSTEM ALGORITHM

Ewova 5: Cloud Assurance

H péBodog Cloud eAssurance [29] cival pia yevikh yeBodoAoyia, divel Tn duvaroTnTa
va TTpayuartoTroinBei ToloTiIKA avaAucon, n agloAdynon Twv EMTITWOEWV YiveTal BacifOuevn o€
KPioIJa TTEPIOUCIAKA OTOIXEIA, N agloAdynon Tou Kivduvou AapBdaver utr dyiv Tnv moavoTnTa,
TNV TPWTOTNTA (KPICIKO TTEPIOUCIOKO OTOIXEIO) KAl TNV ETTITITWON (QTTEIAA, TTEPIOUCIOKO OTOIXEIO).

O1 duvatdéTNTEG YIa EUTTAOKN TWV XPNOTwWv oOTn dladikacia TnG agloAdynong eivai
peoaia. H duvatotnta g ueBodou va avaAuoel Kal va ouvOuAoEl DIAQOPETIK) GUVOAIKH yvwon
QaiveTal va gival peoaia. ATraitouvral €I0IKEG YVWOEIG VIO va TTPAYPATOTTOINBEI N UAOTTOINCN TOU
epyaAeiou kal TNG peBodoAoyiag.

Eivai eukoAa katavonti. O1 1eAdTeEG PTTOPOUV Vva yvwpifouv TToI0I ATTO TOUG
mmapoéxoug Cloud €é€xouv Tnv o uywnAf Babuoloyia Cloud kal va €xouv pia PETPNON
eutmoToouvng Cloud oTnv otroia putropouv va BaciovTal.

H péBodog Cloud eAssurance ouppop@WVETal ME TA IT TTPOTUTTA :

e 2011 CSA GRC Stack and HISPI CAAP Top 20 Controls - CSA CCM 1.2 and
CAIQ1l.1

e 2012 HISPI CAAP Top 20 ISO/IEC 27001:2005 Annex A Controls and EU
Safe Harbor - May 2013 Matrix

e FedRAMP Baseline Controls - September 2013 Matrix

e |SO/IEC 21827:2008 Process Areas and Base Practices Controls - July 2013
Matrix

e [SO/IEC 27001:2005 Annex A Controls HISPI CAAP Top 20 Controls and EU
Safe Harbor - May 2013 Matrix
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e ISO/IEC 27001:2005 ISMS HISPI CAAP Top 20 Controls - September 2012
Matrix
e |SO/IEC 27001:2005 ISMS including Annex A Controls HISPI CAAP Top 20
Controls and EU Safe Harbor - May 2013 Matrix
e |SO/IEC 27001:2005 ISMS including Annex A Controls HISPI CAAP Top 20
Controls Cybersecurity Framework 1% Draft and EU Safe Harbor - September
2013 Matrix
e |SO/IEC 27001:2013 ISMS including Annex A Controls HISPI CAAP Top 20
Controls -January 2014
e NIST Cybersecurity Framework 1% Draft HISPI CAAP Top 20 - September
2013
e NIST Cybersecurity Framework 2" Draft HISPI CAAP Top 20 Controls -
December 2013 Matrix
NIST SP 800-53r3
NIST SP 800-53r4
NIST SP 800-53r4 - and PM Controls
PCI DSS 2.0 HISPI CAAP Top 20 Controls - May 2013 Matrix
PCI DSS 3.0 HISPI CAAP Top 20 Controls - December 2013 Matrix

2.7 MeBodoAoyla Magerit - epyaieio EAR/PILAR

H Magerit [27] pia peBodoloyia 1moU dnuioupyndnkKe Kal avaTrTuxbnke atmmod TO
loravikd YTtroupyeio Anpooiag Aioiknong kai n otroia diatiberal avoixtd ota loTravikd Kal Ta
AyyAIka. H mTpwTtn ekdoxn (version) tng pebBodou v.1 dnuooieltnke 170 1997, evw n delTEPN
ekdoxn NPBe apkeTd Xpovia apyoTepa 1o 2005.

2.7.1 AgiloAéynon Kivéivou:

a. Avayvwpion Kivouvou : H diadikacia Ba TTpETTel va XWPEIOTE va TTEPIAAUBAVEI
TTPOTTAPACKEUAOTIK @Aon(1-2MNM), Tnv opdda epyaciog Twv PETOXwV(1) Kal TV @d4cn Tng
ouvBeong (0.5 PM).

MpayyaToTrolel  avayvwpion  TTEPIOUCIOKWY  OTOIXEIWY, OXEOEIC PETAEU  TOUG,
ATTOTIiUNON YIO TOV OPYavIOUO, avayvwpion ammelAwv Kal ekTipnon Kivouvwyv. H yvwon 1mou
EI0AYETAI TTPOEPXETAI ATTO yvwaon Tou TTEPIBAAAOVTOG TOU CUOCTAMATOG, ATTO ava@opEg atrd
TTAPOUOIEG ATTOPACEIG, ATTO OTATIOTIKA OTTOU €ival epapuooiua. H diaBeoiudtnta Twv dedouEVwV
QaiveTal KOAUTEPA PE TNV AVOTTOPACTACN O€ TTOOOTIKI) TTANPO®OpIa.

O1 duokoAieg otnv culoyry Twv dedOUEVWY TTPOEPYXOVTAI ATTO OTTAVIa yEyovOoTa Kal
amd T PEMOVWHEVA CUCTAUATA TTOU £XOUV dnuioupynBei kal  &gv_ AauBdavovTal Ut Owiv_oTn
Bdon yia TNV Afjwn atToPACEWV.

H eiocaywyr Twv Oedopévwy yia TNV TIOIOTIKI) avAAuon €ival 0 KaBopIopdg Twv
OEVAPIWV Kal yIa TNV TTOCOTIKH €ival oI KAIJAKES KATNYOPIWYV, TO KOOTOG Twv dedopévwy. ‘Exel Tn
duvatoTNTA VA PETATPEWE! TA TTOOOTIKA dedouéva, va uloBeTnBouv ) va avatrapacTabouv o€
TTOIOTIKG dedouEVa  XPNOIUOTTOIVTAG KATA TTPooéyyion KAipakeS. Ta oToixeia 1Tou Aaupaver utr’
OWIv yia Tnv atroTtiynon eivalr n EpgmaoteutikotnTa, AKepaidotnta, AlaBeoiydtnta, AuBevTiKOTNTA
KAl KATAAOYIONOG EUBUVWV.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy

B. AvaAuon Kivduvou : YTroAoyilel Tnv eTTITWON Kal Tov Kivouvo. MiBavég kai
evatropeivavteg agieg. NMoooTIKG Kal TTOIOTIKA, CUYKEVTPWTIKA (accumulated) kal avTavakAWPEvVa
(deflected). Mpaypartotroiei Baocikl avaAuon Kivduvou. O opIoPOg Tou KIVOUVou BaacifeTal o€
TPEIG TTAPAPETPOUG OTTOU N HIa €ival TO 0EVAPIO TNG ATTEINAG, N deUTEPN €ival N TOavoeTNTA, KAl N
TPITN N OUVETTEID (TTOAUBIACTOTN, TUTTIKA UETPACIUN XPNOIMOTTOIWVTAG KAIMOKEG KaTnyoplwy). H
mOAvVOTNTA €ival OXETIKA PE MIa TTEPIOdO agloAdyNoNG TTOU Eival TUTTIKA O XPOVOG TTou dIapKOUV
ol e1TevdUoelg ~ 40 xpovia). H peBodoAoyia dEXETAI TTOIOTIKA KAl TTOOOTIKA dedopEva. MNMapéxel
éva lMapdptnua TepIAapBavovTag moOavoug TUTTOUG (nMiag €TTEKTACIKO yia TIG AVAYKEG TOU
xpnotn. H mbavotnta cupBaviwy TTEPIAAPPBAVETAI WG OTOIXEIO TTOU TTEPIYPAPEI TOUG KIVOUVOUG.
O1 d100TATEIG TWV CUVETTEIWV CUVABWG BEV YivovTal WG GUVOAO.

y. ACloAdynon Kivduvou : Oftel TTpoTepaIdTNTEG OTA ATTOTEAECPOTA KAl QUTA
TTapoucidfovtal 0Toug BIEUBUVTEG yia eTTIXElPNOIakn agloAdynon. H Baoikr péBodog avaiuong
KIVOUVWYV UTTOoTNpPIi¢eTal atrd dnuioupyia oevapiwv (OTnv TTpagn «BacifOueEva oTa YEYOVOTA»)
Kl N EKTINNON TWV CUVETTEIWV Kal TWV TIOAvOTATWV(OUXVOTNTEG) TTOU oXeTiCovTal e aevapia. Ol
KAIJAKEG OUVETTEIWV €ival OUVABWG KAIHAKOUUEVEG ava KaTnyopieg. H néTpnon KivdUvou TTapEXEI
pia S10B&BuIoN PE OEIPd TWV EVOAAAKTIKWY AUCEWV.

0. AroOnikeuon MNepioucioKWY OTOIXEIWV Kal atroTiynon : MoIoTIKr Kal TTOCOTIKH.

€. AvaAuon Emixeipnoiakig Emmimrrwong : AtoTigaral 1o KOOToG TNG YTINPEoiag.
Aivel dedopuéva yia TNV avaTTuén Twv oXediwv avakTnong atrd KATAOTPOYEG.

2.7.2. Ahayeipion Kivduvou:

1

k.

I_ E=tablizhing the conlext |-|—|-

Risk asse sarrerl

| idenblcation |
= » ] l ———— — — =

Analysis

Evaluation

< need treatment? i
=r

L 4
- |I Rick frestmemnd |I =

Morifoning ard vy

Communicationand canssfaion

no

Exova 6: Avaivon Kivdvveov Magerit

2.7.2.1 AgioAéynon kKivduvou: Avayvwpion, avdAluon kalr  agloAéynon.
EvaA\akTIKEG AUOCEIG TTPOTEIVOVTAI CUPQWVA PE TO TTOOO TNG MEiWOoNG TTou €xel emTEUXBE (R
evarropeivav Kivouvog). O kivduvog KaBopileTal wg Pia AsiIToupyia Oavwy TTOowWV ATTWAEIAG Kal
gival ouoxeTICOMEVOG ME TTIBAVEC ATTWAEIEG UE OUYKEKPIYEVEG TTIBavOTNTEG. O ATTWAEIEG
METPOUVTAl OUVRBWG PE DIOPOPETIKEG JOVADEG.
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Kegpdahaio 2-MeBodoAoyia-Epyaleia avdAuong Kivouvwy
2.7.2.2 Oegparreia Kivdouvou: XpnoIPoTrolEl TTONITIKEG PE duvaTOTATA TTPOCOAKNG
Kal GAAwv €I0IKWY CUPQWVIWV Tou opyaviopou. ETtriong, d1aBétel diadikaoieg yia ekTipnon

WPINOTNTAG EQAPUOYNS METPWV.

2.7.2.3 Atrodoxn KivdUvou: ATTOTUTTWVEI TNV EVATTOMEIVOOQ ETTITITWON KAl KivOuvo.
2UYKEVTPWTIKEG ATTOTIMNAOEIS O TEXVIKA TTEPIOUCIOKA oToIxeia kal  avakAwpevng (deflected)
agiog o€ ETTIXEIPNOIAKES DIEPYATIEG.

2.7.2.4 Koivotroinon Kivduvou: lNpoo@épel €1miong TTOANEG ava@opES. AVOAUTIKEG
EKOEOEIC KAl YPAPIKEG avaPOPES, dUVATOTNTA £CAYWYNG O AAAEC EVOTNTEG.

H €¢odog Tng avaAuong Kivouvwy, Bivel HOVTEAO TIMWYV, TIG £LAPTOEIS AVAUECO O€
OIOQOPETIKA OTOIXEI KAl TO TTOOO TWV ATTEINWV OTIG OTTOIEG eKTIOeEVTAI Ta oToIXEia. AgloAdynon
TNG ATTOTEAECUATIKOTATAG TWV UQPICTAPEVWY METPWYV. Tagivounon Twv PETPWYV YIa TOV Kivouvo.
2x£010 AOQaAEiag - 2UVOAO TTPOYPAPUATWY AC@AAEiaG TTOU BETOUV OE £QAPUOYH TIG ATTOPATEIG
yia Tnv dlaxeipion Kivouvwy.

Decision Makers

&

k4

Step 1 Step 2 Step 5
Hazard —* Risk Decision Making
|dentification Assessment Recommendations

'y 3 i i
v bttt faeies dft.gov Lk rnca/mcgai 7]

moga-shipsregsandauidance/fsa-2.jool

Step 3 [

Risk Control Options

4

4

v
Step 4
Cost Benefit
Assessment

Ewéva 7: Bipuoata Anyng amopacemv

H péBodog Magerit cival pia yevikr) pyeBodoAoyia trou Oivel Tn duvarotnTa va
TTPayMaTOTTOINGEI TTOIOTIKA Kol TTOOOTIKA avdAuon. H afioAdynon Ttwv EmMTTWOEWVY YiveTal
Baoifouevn o€ KPioIua TTEPIOUCIAKA OTOIXEIA, N agloAdynon Tou Kivouvou AapBaver utr’ oyiv Tnv
meavoTnTa, TNV TPWTOTNTA (KPICIMO TTEPIOUCIOKO OTOIXEIO) Kal TNV ETTITITWON  (ATTEIAA,
TTEPIOUCIAKO OTOIXEIO).
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O1 duvatoTNTEG YIa EUTTAOKN TWV XPNOTWV OTn Oladikacia Tng agloAdynong eivai
XaunAn. H duvatétnta tng pebddou va avaAloel Kal va ouvoudoel dIAQOPETIKA CUVOAIKA
dedopéva  @aivetal va eival pgeoaia. MNMpayparotroiei ouvBeon Twv oevapiwv. H pébodog €xel
JeoQia TTOAUTTAOKOTNTA KAl ATTAITEN KOAN TTPOTTAPACKEUACTIKA €pyacia yia Tnv eAaxIoToTroinon
TTAPEPUNVEUCEWY ATTO TOUG PHETOXOUG.

ATraiTouvTal €1I8IKEC YVWOEIC YIA VO TTPAYHATOTTOINGEI N UAOTTOINCN TOU £pyaAgiou Kai
NG peBodoAoyiag.

» H peBodoloyia epapudleTal wg TUTTIKA diadikacia atrd TNV akadnuaikf KoivoTnTa,
KAl N €@apuoyr yivetal o€ TTPOoRAAUATA TTOAUTTAOKWY ATTOPACEWY OTTOU O KivOUvog gival €va
ETTAPKEG METPO yia va OlokplBei n  amdédoon Twv eVAANOKTIKWY AUcewv. Mrropei va
XPNOIYOTIOINBEl 0€ TTOAEG OIAQOPETIKEG TTEPITITWOEIG KOl UAOTTIOIEITAI €UKOAQ ME €pyaAgia
AoyiouikoU.

= H peBodoAoyia autr) Bpiokel epapuoyry o€ CUCTAPATA TTANPOPOPIKNG, TNAEPATIKAG
TWV HECWV EVNUEPWONG KAl YEVIKOTEPA OTNV XPAON NAEKTPOVIKWY TTOU TTaPOoUCIdlouv TTOAAOUG
KIVOUVOUG Kal Xxpri{ouv TTpooTaciag gEoa atrd Ta KATAAANAQ avTigeTpa.

= Méow Tng Magerit ptTOpOUhE TTAEOV va TTOCOTIKOTTOINOOUME UTTNPECIEG Kal
TTANPOPOPIES TTOU UTTOPEI VO BpiokovTal o€ KivOuvo OpifovTag TOUG KATTOIEG TIMEG.

Ymootnpietal amd epyaieia O6mmwg RIGER, Pilar kai 6An Tnv oiKoyévela Twv
epyaAeiwv EAR kai €xel éva k6oTog 2500 Eupw.

Eivar cupBaté pe 1a akéAouba rpdTutTa: ISO/IEC 13335:2004, ISO/IEC 17799:2005,
ISO/IEC 15408:2005, ISO/IEC 27001:2005. ETriong, o1 dlaxeIpioTéEG dnNUIOUPYOUV TIG DIKEG TOUG
TTONITIKEG XPNOIMOTTOIWVTAG TTPOTUTTA KAI TPOTTOTTOIWVTAG QUTEG TIG TTOAITIKEG yId va KOGAUWOUV
TIG OUYKEKPIPEVEG AVAYKEG. AUTEG OUVOEOVTAI JE Ta KATAAANAQ PETPAQ.
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2.8 CRAMM

To CRAMM [26] cival éva epyaAgio TTOIOTIKAG Kal TTOOOTIKAG avaAuong KIvOUVwY TToU
avatrtuxlnke amé 10 CCTA (Central Computer and Telecommunications Agency) Tng
BpeTavikng KuBépvnong 1o 1985 waoTte va £@odidoel Ta dIAQOopa TUARUATA TNG KUBEPVNONG ME MIa
Koivry u€60d0 avaAuong KIvOUVWY TTANPOPOPIOKWY CUCTAPATWY. TO TTPOYPAUMA, TO OTTOIO £XEI
UTTOOTEI ONUAVTIKEG avaBewpnocig Kal BpiokeTal ohuepa otnv €kdoon 5, dev uttooTnPICETAI
TTAéov aTTd TNV euTTOPIKN €TaIpia Insight Consulting TTou €xel €dpa atnv AyyAia.

e H peBodoloyia CRAMM E€xel TPEIG KUPIWG PACEIG:

2.8.1. KaBopiopdg kKal agloAdynon TrEPIOUCIOKWY OTOIXEIWV.-  Katomiv
KOBOPIOYOU TWV QVTIKEIMEVIKWY OKOTTWV 000 KAl TwV Opiwv, TO QUOIKA Kal Ta TTEPIOUCIAKA
OTOIXEia TOU opyaviopou KaBopifovtal Kal afloAoyoUuvTal HECW OUVEVTEUEEWV. ZTnpifeTal o€ £va
TTOAU QTTAOIKO HOVTEAO TOU TTANPOQOPIOKOU CUCTANOTOG. EOTIGlEl OucIlooTIKG POVO OTa
dedopéva Kal Aaupavel utTtTdywn Toug avBpWTTOUG HOVO WG TTNYES ATTEIAWV.

2.8.2. AZI0A6ynon amelAwyv Kal TPWTOTATWYV- AuTO TTEPIAAUBAVEI TNV avayvwpIion
Kal avaAuon Tmlavwy atrelAwyV 0TO cUOTNHA, AIOAOYWVTAG TV TPWTOTNTA TWV CUCTNHATWY Kal
TEAIKA XPNOIYOTTOIWVTAG TEG VIO TOV UTTOAOYIOHO TWV KIVOUVWV.

2.8.3 EmiAoyn péTpwyv ao@alAgiag Kal ouoTdoelg. TepdoTia Baon avTipéTpwy (3000
QVTIMETPA) TTOU KOAUTITEI OAEG TIG TITUXEG TNG AOQPAAEING TTANPOPOPIOKWY CUCTANATWY. EpyaAcia
yla Tnv dnuioupyia oxediwv ETTIXEIPNOIAKNAG CUVEXEIDGS. apéxel odnyoug yia Tnv dnuioupyia
TTONITIKWV 00QOAEIag.

Odnyoug yia Tnv dnuioupyia ava@opwy HE duvaATOTNTEG XAPAENS TTIVAKWY Kal
YPAPNUATWY KAl £5AaywWYNG 0€ dIAPOPES HOPPES APXEIWV.

Analysis

Countermeasures

Implementation Management

Ewéva 8:Avaivon Kivovvov CRAMM

H péBodog civalr pia yevikry yebodoAoyia, divel Tn duvartdTNTa va TTPAYUATOTTOINOEI
TTOIOTIKA avAAucon, n agloAdynon Twv EMTITWOEWV YiveTal BacifOuevn OE KPioIPa TTEPIOUTIOKA
oToIXEia, N agloAdynon Tou Kivouvou AauBdvel utr’ dyiv Tnv mOavotnTa, TNV TPWTOTNTA (KPIiCIPO
TTEPIOUCIAKO OTOIXEIO) Kal TNV ETTTITWON (ATTEIAN, TTEPIOUCIOKO OTOIXEIO).

AuvatdTnTa TTPOCAPHOYNG TOU TTPOYPANKATOS OTIG AVAYKEG TOU KABE opyaviopou (o€
OUVEVVONOTN UE TNV ETAIPIX).
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O1 duvatoTNTEG YIa EUTTAOKN TWV XPNOTWV OTn Oladikacia Tng agloAdynong eival
METPIa. H CRAMM oTnpiletal o€ peydAo BaBuod oTn ouvepyaaoia Pe Toug XPHOTES Kal TN dloiknon
TOU OpYyQaVIOUOU Kal TIG OIKEG TOUG (UTTOKEIMEVIKEG ATTOYEIG).

H duvardétnta mng pebddou va avaAuoel kal va ouvdoudoel OIOQOPETIKA TUVOAIKA
dedopéva QaiveTal va gival XapnAn.

TéNog, uttdpxel kai n ékdoon CRAMM Express n otroia dev tmreplAapBaver 6Aa ta
epyaAgia oav TNV Kavovik €kdoon aAAd gival o a1TAf oTnV XPrion Kai odnyei o€ o ypriyopa
aAAG AiyOTEPO aVAAUTIKA aTToTEAEOUATA.

ATTaiTouvTal €1I8IKEG YVWOEIG YIA VO TTPAYHATOTTOINGEI N UAOTTOINCN TOU £pyaAgiou Kai
NG pMeBodoAoyiag. H xprion Tou d¢v gival TO00 aTTAA, HE ATTOTEAECUQ VO ATTAITEITAI EKTTAIOEUON
KAl €£COIKEIWON yIa va €MTEUXO0UV Ta BEATIOTO aTTOTEAEOUATA. 'EXEl UPNAO KOOTOG £QAPUOYNG
(xpovog kai avBpwTrivn TTpooTrddeia). To CRAMM €xel heydAo KUPOG, KaBwg XpNOoIUOTIOIEITAI O€
TTapaTTavw atro 500 opyaviopoug o€ 23 XWPEG, oudTrepIAapBavouévou kal Tou NATO.

To mpdypappa akoAouBei Tnv dIKr) Tou PEBODO, N oTroia ATTOTINA Kal BonBdel Toug
OPYQVIOPOUG VA ETTITUXOUV CUPPOPPWON HE To BIEBVES TTpOTUTTO 1ISO17799/BS7799.

H avavéwon Tou gpyaAciou £xel TTauoel aTtd 10 2008.
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2.9 Xvumepaouata- X0Ykpion Twv Eepyaisiwv Mewovektiuata-
MAsovekTuaTA

Ta kpiThpIa TTou xpnoigoTtroiouvtai [5], [8], [10], [11] yia Th oUYKPION TWV OKTW
peBodoAoyiwy gival Ta akdAouba.

K1: MéBodog ) EpyaAcio

K2: EpBéAcia xprniong: Meviki MeBodoAoyia (TM) f Ztoxeuduevn

K3: Ymrootpign AvaAuong Kivouvwy (AK)/ Alaxeipiong Kivduvwy (AK)
K4: KAipaka aglohdynong: MNMoooTikA A MoloTikn

K5: A¢loAdynon emmtwoewv: KABe Tpootyyion TTou uloBeTeital oTig ueBOdoUG yia va
KaBopioel 1o emiTedo emimTwong. Kdabe péBodog uiobeTei dIAQOPETIKA oevapia, TTAPAYOVTEG
ETMPPONAG, TTAPAUETPOUG, Kal 0dnyieg XpAoNng yia va Kabopioel TNV ETTITITWOTN TOU YEYOVOTOC.

K6: AgloAdynon kivduvou: H Trpooéyyion TTou xpnoidoTrolgital atmd 1a didgopa
TTPOIOVTA €ival TwV akOAOUBwWYV TUTTWV:

Tomog 1 = Kivdouvog(ATrelAr, lNepiouoiakd Ztoixeio) = MBavoTNTA(ATIEIAN) X
TpwTtoTnTa(ATTEIAR, Mepiouaiakd ZToixeio)x Etmimrrwon(ATTEIAA, MEPIOUCIOKO ZTOIXEIO)

Tomog 2 = Kivouvog(AtrelA, Tllepiouoiakd  ZToixeio, AvAykeg) =
MBavoTnTa(ATTEIAR, Avaykeg) X TpwtoTNTA(ATTEIAA, MEPIOUCIOKO ZTOIXEIO)

Tomog 3 = Kivduvog(ATrelA, [lepiouoiakd ZToixeio) = ETtoia Avapevouevn
ATtwAgia (AtTein, Mepiouoiakd ZToixeio) = MBavoTnTa(ATTEIAR, Meplouoiakd ZToixeia) x Méon
ATtwAeia(ATTeIAA, MNePIOUCIOKO ZTOIXEIO)

Tomog 4 = Kivduvog(AtrelAf, [Meplouciakd 2Toixeio) = EmimTwon (ATEIAn,
Mepiouoiako ZToixeio) x TpwtdtnTa (Kpioiuo Meplouciakd ZToixeio)

Tomrog 5 = Kivduvog(ATeIAr, Mepiouoiakd ZToixeio) = MOavotTnTa(ZupBavrog) x
2uveTreleg (MepioTaTiko, MNMepIoUCIaKO 2TOIXEIO)
AAog TuTtrog
K7: AuvatdtnTteg yia EUTTAOKN TwWV XpnoTwv 0Tn d1adikaaia TnG agloAdynong.

K8: Auvatdtnteg UTTOAOYIOTIKEG, n duvaTdTNTA TWV PEBOdWYV va avaAuoouv Kal va
ouvOuaoouV dI0POPETIKG dedopéva.

K9: AtraitoUuevn yvwan yia va XpnoigotroinBei kal va ouvtnpnBei n pébodog.
K10: KéoTog (Adcioddtnon) / (Adeia xpriong uebodovu).

K11: Autéparta gpyaAeia TTou uAoTroiouv Tnv PuéEBodO.

K12: Zupuopewon Pe T TTPOTUTTA.
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Kegpahaio 3-MeAéTn AvaAuong kai Alaxeipiong Kivouvwvllz-I'N
3 Ke@dAato 3°: MeAetn AvaAvon kat Atayeiptong Kivdivwv TECN

3.1 Xxomog tn¢ AvaAvong

H peAétn ao@dAciag agopd T1a TMAnpo@opiakd ZuoTAPOTA Kal T XEIPOypaga apxeia Trou
xpnoigotrolgi To 'N. XapaktnpioTikd Twv uttnPeaiwyv Tou NOOOKOMEIOU gival OTI O TTEPICTOTEPES EPAPUOYEG
AOYIOUIKOU TTOU XPNOIJOTTOIoUVTal £X0UV avaTtrTuxBei atrd Tov idlo gopéa, ETTIKOIVWVOUV PE KoIvly BAon Kal
atroteAouv 10 MNAnpoopiakd Zuotnua(l) Tou Nevikou Noookouegiou.

3.2 Euféieia tng Avaivoncg

To TAnpo@opiakd 2uoTtnua Tou Noookoueiou atraptiCetal amdé 10 X ToU N padi pe TIg
UTTOAOITTEG TOTTIKEG EQAPMOYEG KAl TA UTTOAOYIOTIKA CUCTANOTA TTOU XPNOIMOTIOIOUVTAl.

3.3M£60060¢ kat Epyaieia

H peBodoloyia 1Tou uAoTTolEiTal YI' QUTA TN HEAETN ao@aAciag gival n peBodoAoyia MAGERIT kai n
uAoTroinon Ba yivel yéow Tou AoyiouikoUu EAR/Pilar.
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Kegpahaio 3-MeAéTn AvaAuong kai Alaxeipiong Kivouvwvllz-I'N

3.4. Ene&jynon tn¢ ue66dov MAGERIT (Ilepiinyn)

2UP@wva pe TRV opoAoyia Tou ISO31000 n MAGERIT uAoTrolei Tn diadikacia AvaAuong Kal
Alaxeipiong Kivouvwy 0TTwg @aivetal akoAouBwg:

4 2. Mandate and
commitment

I

4 3. Design of

framework \

4.6 Continual 44 Implemen’rmg
) risk management
improvement of

the framework
'k 4.5. Monitoring and
review of

the framework

3. Principles p=——>

Ewova 9: ISO31000 Awxyeipion kivévvov
H pebodoloyia MAGERIT mrpayuartoTtrolei Toug akdAouBoug oTdX0uG:

1. Evnuépwon Twv utteUBuUvVWY yia Ta TTANPOYOPIOKA CUCTAPATA TNG UTTAPENG KIVOUVWY Kal TNG
AVAYKNG AVTIMETWTTIONG TOUG.[Mpoc@Epel pia ouoTnuarTiky JEBodo yia TNV avaiuon KIvOUVWV.

2. MNpoypapparticel yia 1o Noookopeio TG d1adIkaoieg agloAdynong, EAEyxou, TTIOTOTTOINONG.
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H peBodoloyia MAGERIT [6] akoAouBei Ta €¢A¢ Bripara:

1. XapaktnpIiopd TwV TTEPIOUCIAKWY OTOIXEIWV TTOU TTEPIAANPBAVEL:
a. Avayvwpion TwV TTEPIOUTCIAKWY OTOIXEIWV
B. ZuoxeTioelg HETAEU TOUG
Y. AZI0AGYNON TWV TTEPIOUCIOKWY OTOIXEIWV

2.XApOKTNPIOPO TWV ATTEIAWV
a. KaBopiopd Twv atrelAwv
B. ATTOTiuNoN TWV ATTEIAWYV

3.M1pocdIoPICUO AVTINETPWY ACPAAELiag.

a. KaBopIopo Twv OXETIKWY QVTIMETPWY AOPAALiag
B. AGloAOYyNoN TwV QVTIMETPWY QOPAAEiag

4.YT1roAoyIou6 KAaTtdoTaong Kivouvou.

a. YTTOAOYIONO ETTITITWONG.
B. YtroAoyioud Kivduvou

H peBodoloyia diaxeipiong kivduvwy tn¢ MAGERIT T1ou MZ Tou 'N akoAouBei 1a €¢Ag
BAuara:
1. AgloAGynon- epunveia TNG EVATTOPEIVAOOAG ETTITITWONG KAl TWV TIJWYV KIVOUVOU.

2. Atrodoxn Kivduvou.
3. O¢parreia Kivduvou

3.5 lleplovoiaka Xtoyyeia

3.5.1 MeBodoAoyia

MpayuaToTroIEiTOl avayvwpion Twv TTEPIOUCIAKWY oToIxEiwv Tou TZIN OTIc  akOAouBeg
KATNYOPIEG:

o Asedopéva (Data Assets): Eival 6Aa ekeiva Ta dedopéva TTOU AVAKOUV OTIG KATNYOPIEG
TTPOCWTTIKWY OTOIXEIWV, TTPOCWTTIKWY €uaioBnTwy Kal guaiodntwyv dedopévwv Ta OTToId AvAKOUV OTIG
KATNYOPIEG TwV OEDOOPEVWV UTTOAANAWY, TwV dedoUEVWY aoBevwY Kal Twv 0edopévwy HIoBodoaiag.

e Ymnpeoieg (End User Services): Eival OAeG eKeiveG 01 UTTNPECIEG TEAIKOU XPrOTn TTOU
TTAPEXOUV TIG UTTNPECIEG OTOV XPNOTN.

e YAIka Zroixeia: Eival 6Aa ekeiva Ta UNIKG oToIxEia T oTToia TTECEPYALOVTAl TO DEDOUEVA VIO
TA OTTOIO TTPAYMATOTTOIEITAI N AVAAUCN ETTIKIVOUVOTNTOG

e TotmroBeoieg: OAeC 01 KTIPIAKEG EYKATOOTACEIS OTIG OTIOIEG Eival €YKATEOTNUEVOS O UAIKOG
€€OTTAIOUOG yia Tou MZ-I'N.

e Aoyiopikd: [MeplhapPavel OA0 1o AoyIoUIKO (AEITOUPYIKO AOYIOUIKO, AOYICHIKA £QOPHOYWY,
AoyIouIKA UTTOOTAPIENG.
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Etre1dn 1a mepiouciakd oToixeia ouoxeTiCovTal HETAEU TOug, dNAadr Ta dedopéva PE TIG UTTNPETIES
Kal Tov €LOTTAIONO O oTroiog Ta emmeCepyddleTal, n peBodoAoyia TTpoo@épel TNV dnuioupyia POVTEAOU
OUOXETIONG TWV AVWTEPW, YIA TOV UTTOAOYIOHNO TwV TIJWYV TOUG OTNV agloAdynon.

3.5.2 Avayvwpion Twv mePLOvGLaK®V o TolEiwv aTo IIETN

Ta kUpIa oToIXEIO TTOU OUVBETOUV TO OUCTNUA O€ UNIKO, AOYIOHIKO, dedopéva, O1adIKaaieg Kal TO
TTPOOWTTIKO TTOU PEAETAONKE EANPONCav aTrd TNV NEAETN ouykekpiyévou Noookouegiou [31] kal ATav Ta
akOAouBa :

3.5.2.1.Acdopéva

H katnyopiotmoinon Twv dedouévwy Twv MZ-I'N ytropei va yivel, ye KPITAPIO TN VOMIKY TOUG
uTTéO0TACN, OE TPEIG KATNYOPIES. 2TA UN-TTPOOWITIKG Ogdouéva, OTA TTPOOWITIKG OO0ouéEVa KAl OTa euaiodnta
TPOOWTTIKA Ocdouéva. Ta euaiobnTta TTPOCWTTIKA OedOUEVA ATTOTEAOUV UTTOOUVOAO TWV TTPOCWTTIKWYV
oedopEvwy. EIdIkOTEPQ, O1 KUPIEG OUADEG DEDOUEVWV TTOU EEETACTNKAV Eival:

o Agdouéva aoBevwy. Apopouv Tnv TTEPIBOAWN Twv acBevwv Kal gival guaiodnra
oedopéva. MNepIAapBavouv dedopéva TTOU APOPOoUV TIG ETTIOKEWEIG A0BEVWYV OTA EEWTEPIKA 1aTPEIA, dEdoPEVA
XOPAYNoNG QapHAaKwyY, KaBwe Kal dedOPEVA 1OTPIKWY KAl EPYOOTNPIOKWY €EETACEWV Kal Oedopéva TNG
aigodooiag. Tautdxpova, TNPoUVTal Kal 0EB0PEVA OIKOVOUIKAG GUONG TTOU ATTAITOUVTAI YIA TNV €i0TTpagn Twv
voonAiwv Twv aoBevwv atrd Toug aoPAAIOTIKOUG POPEIG.

o Asoouéva epyadouévwy. Ta Oedopéva autd TTEPIAANPBAVOUV TTPOCWITIKA KOl
OIKOVOMIKA OTOIXEIO TTOU apOopouVv Toug epyalopevoug oto I'N kal oxeTiCovral, KUPIwG, JE TNV KATAROAR Twv
QMOIBWY TOUG KaBWG Kal TNV KATARBOAR TwWV HICBOBOTIKWY EI0QOPWV.

o Oikovouikad kai AoyioTika dedouéva. 2 auTtd TTepIAaUBAvVOVTal TO TTPOCWITIKA KAl
OIKOVOMIKA OTOIXEIO TwV OUVOAaoOoOPeEVWY PE To TN, OTTWG €ival o1 TTPOPNBEUTEG TOU VOOOKOMEIOU, Ta
OTOIXEIQ TTOU AQOPOUV TIG OIKOVOUIKEG CUVOAAQYEG, TA OTOIXEIO TOU TTPWTOKOAAOU, KOBWG Kal OTOIXEIa 100-
AOYIOUWYV KAl ATTOAOYICUWV.
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3.5.3YAIK6¢g e§otrAiopndg (hardware)

3.5.3.1EEOTTAIOUOG KEVTPIKWV CUOTANATWV.

MAnpogopiakd Zuathuara Mevikou Noookopeiou,I'N

C.P. ML370
S.7.0
Eapuoyég
NzrN

C PG3 SERIES,

WINDOWS, ) )
MioBodoaoiag MpoowTrikoi YTroAoyioTég

MioBodoaiag

Ewéva 10: Apyrtextovik] vTodoung

» ‘Evag (1) equttnpetng (server) pe Asimroupyikd ocuotnua Windows 2000 Server, TTou AsIToupyei
n epapuoyr HAekTpovikou MpwTtok6AAou Tng eTaipeiag. O eEuTTNPEETNTAS AUTOG OTEYACETAI OTOUG XWPOUG
NG Npappareiag kal 1o NpwTOKoAAO.

» ‘Evag (1) egutnpetntg HE AEITOUpPYIKO ouoTtnua Solaris 7.0, o otroiog oteydletal 010 TuAPa
MAnpogopikAg kar Opydavwong Tou FN. Ekei Acitoupyouv or epappoyég TN, TIG oTToieg €x€l avaTITUgEl TO
KHYKY kai xpnoigotroiotvtal amé 1o Tunua Eicaywywyv AcBevwy, 1o Papuakeio, 1o MNpageio YAIkou, 10
NoyioTtApIo, To TuRua Alatpo@ng, Tn Mpappareia EEwTepikwy latpeiwy, Ta IMNpageia NoonAiwy, lpaTiopou Kai
Yyeiovouikou YAIKoU.

» ‘Evag (1) eGutnpetnt)G pE AciToupylkd ouotnua Windows, PE TIG €QOPUOYEG TOU TRAPATOG
Aipodoaoiag Kkal gival eykaTeoTnuéVog oTo TuRua auTo.

» [lpoowTrikoi YTTOAOYIOTEG pE  AeITOUpyIKO ouotnua Windows pe Tnv  €Qapuoyn NG
Mioc0odoaoiag kal BpiokovTal o€ auTo TO TUARUA.

» ‘Evag (1) kevipikdg ekTummwTtnG (Line Printer), yia TOov KEVIPIKO €GUTINEETNTH TIou E€ival
eykateoTnuévog oT1o TuApa NMAnpogopikng kal Opydvwong.

= AIKTUOKOG £EOTTAIOUOG TWV KEVTPIKWY CUCTNUATWY
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3.5.3.2 STa@uoi epyaaiac.

O1 oTaBpoi epyaciag TTOU  A€ITOUPYOUV WG TEPUATIKOI OTABUOI TOU KEVIPIKOU
ouorijuarog spappoywyv tou I'N, €EUTTNPETOUV TOUG XPAOTES TWV eQapuoywv To Papuakeio, To Mpageio
YAIkoU, 1o Xpnuatikd pageio (Aoyiotrpio), 1o pageio NoonAiwv, 10 TunRua Eilcaywywv AcBevwyv, TO
TuRua Alatpo®ng, n MNpappareia E¢wtepikwy latpeiwy, 1o Mpageio Yyeiovouikou kal To TuAua lpatiopou.

e XpnOIPOTTOIOUVTAI ETTIONG OTABUOI Epyaoiag yia XpHon Twv TOTTIKWY EQAPPOYWY OTO
2100u6 Alpodoaiag, otn MNpauuateia — MNpwTtdkoAAo, oTo MNpageio MicBodoaoiag, oTo ypageio MPoowITIKOU
kal o1o 'pageio MNMpounBeiwv.

e AKOuNn uttdpxouv [lpoowrrikoi umoAoyioré¢c Tou [N, yia €mmayyeAPaATIKA  Kal
ETTIOTNMOVIKH XPon TOU TTPOCWTTIKOU TOU o€ OAQ TO TUAMOATA TOU VOOOKOWEIOU.

e XpnoipoTtrolouvTal £TTioNg dU0 (2) TTPOCWTITIKOI UTTOAOYIOTEG OTO XWPO Tou TUANOTOG
MAnpoopikAg kal Opydavwong yia 1Tpocfacn oto Aladiktuo (Internet Room) atmd 10 TTPOCWTIIKO TOU
Nocokopeiou.

e YTrdpyouv etriong MNpoowrikoi utroAoyioTég ota Kévrpa Yyeiag.

e 2UVOAIK& TO TTARBOC TWV TTPOCWTTIKWY UTTOAOYIOTWY TTOU XpnolgoTtrolouvtal oto 'N
gival trepitrou ekatov gikool (120). ZuvoAikd, yia To ecwTePIKO dikTUO Tou Noookougiou AsiIToupyouv yupw
oTIG dlakooieg TTevivTa (250) BEoEIg Epyarieg yia TOug XPRoTeS Twv MANPOQOPIAKWY ZUCTNUATWY.

e EommAioudg diktuou. MepIAauBAavel TIC OUOKEUEG Tou OIKTUOU, OTTWG OpopoAoyNnTEG,
TEPHATIKEG CUOKEUEG KATT., TTOU XPNOIKMOTTOIOUVTAl YIa TN Asitoupyia Twv MNANPo@opIoKwyY ZUCTAPATWY TOU
F'N. O1 SIKTUOKEG Kal TNAETTIKOIVWVIOKEG UTTNPETIEG TTOU TTapEXovTal atrd TpiToug gopeig (T1.x. OTE), kabwg
KAl O avTioToIXoG €€OTTAIONOG, dev TrepIAauBdavovTal. AapBdavovTal, OuwG, UTTOWn OTNV TTapouca UEAETN
Q0QAAEIag wg TOAVES TINYES ATTEIAWV KAl KIVOUVWV.

3.5.3.3 ZxeTIKA ouoTAMATO

Ta M Tou 'N d¢ dilaouvdéovTal AUECA YE CUCTAPATA GAAWVY OPYAVIOUWY ) UTTNPECIWV.
MpbéoBaon ota cuoTAuaTa aAutd €xouv (MEOW modem) ol €TAIPEIEG TTOU TA £XOUV QVATITULEI KAl £XOUV
avaAdBel TN ouvTnpnor TOuG KaBWG Kal Ol ETAIPEIEG TEXVIKAG UTTOOTAPIENG, EAAPON, OuwGg, uTTdWN Kal n
duvatoTNTA TTPOCRACNS XPNOTWV KATTOIWV £Qappoywy oTo AladikTuo yEow modems.
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3.5.3.4 MNapeXOUeEVESG UTTNPETIES

Ta MZ Tou 'N uttooTnpifouv TIG BaCIKES DlaxXeIPIOTIKEG AsiToupyieg Tou 'N. AvaAuTIKOTEPQ,
Ta M autd utrooTnpiouv TIG £€NG AEITOUPYIEG:

¢ OikovouIkA dlaxeipion

e A\oyIoTIKN dlaxeipion

e [TapaAafn kai 810N GAPPAKEUTIKOU KAl UYEIOVOUIKOU UAIKOU

o AlaXEipION TTPOCWTTIKWY KOl OIKOVOUIKWY OEQONEVWYV TWV EPYACOUEVWV

e [lapoxr UTTNPECIWV TTPOG VOONAEUOUEVOUG KOl ECWTEPIKOUG A0 BEVEIG
e NoonAgia acBevwv

e [lapoxr @OaPUAKEUTIKAG TTEPIBOAYNG

e [lapoxr aTTOTEAEOUATWY EPYACTNPIAKWY ECETACEWV

3.6. A0YIOUIKO KAL EPAPUOYES
H mmapouoa peAETN ao@AAEIOg £xEl CUUTTEPIAGREI TO AKOAOUBO AOYIOUIKO:

o AoyiouikO ouaTnUATWYV _Kal _ avamruéng  Qapuoywy. aTroTeAoUvTal ammd  Td
AEITOUPYIKA OUCTAPATA TWV EEUTTNPETATWY KAl Twv oTaBuwv epyaoiag (Windows, Solaris). ETtriong,
mepIAauBavouv Bondntikd Aoyiouiké (1.x. MS Office), Aoyiopiké Bdoswv dedopévwy (Oracle), AoyiouIKO
dlaxeipiong nAekTpovikou Taxudpopeiou (e-mail) kal AoyiIopikKG yia TNV aoc@aieia Twv Anpo@opikwv
2uoTnuaTwy (McAfee Antivirus, Karspersky).

o Eq@apuoyéc Aiaxeipiorikou [NAnpogopiakou 2uarnuaro¢ Noookougiou (I12N):
2UpTTEPIANAUPBAVOUV OAEG TIG epapuoyEG Tou TuAuaTtog Eicaywyrnig AoBevwy, Kal TIG UTTOAOITTEG EQAPPOYEG
TOU VOOOKOWEIOU.

o TOTTIKEC EQAPUOYEC: ZUNTTEPIAANPBAVEI OAEG TIG £QApUOYEG TNG Aluodoaiag , TIG
eQapuoyEg TNG MioBodooiag Kai TIG epappoyES HAekTpovikoU MpwTokOAAOU £TAIPEIAG.

o EidikéC _epapuoyEC: EIBIKO AOYIOUIKO TTOU XPNOIUOTIOIEITAl VIO CUYKEKPINEVOUG
okoTToug, 61TWG TO firewall.
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3.7 MovTéAo XuoxéTiong

Abyw TOU yeYOVOTOG OTI N dlaxeIpICOUEVN TTANPOPOPIa KAl Ol TTAPEXOPEVES UTTNPETIESG ECaPTWVTAI
ATTO TTEPIOUCIOKA OTOIXEIO OTTWG ECOTTAIONOG, ETTIKOIVWVIEG, N €vvola TOUu BaBuou aTtrd TovV OTTO0I0 £6aPTWVTAI
atrd €va TTEPIOTATIKO ao@aA&iag €éva uywnAOTEPOU ETTITTEDOU TTEPIOUCIOKSG OTOIXEIO aATTO €va XaunAo eivai
ONMAVTIKH.

MapoAo tmou eival atrapaitnto 10 N va avaAuBei wg EexwPIoTH TEPITTTWON CUPQWVA HE TN
pMEBodOAOYia, Ta TTEPIOUCIAKA OTOIXEIO PTITOPOUV VA TTAPOUCIACTOUV QOMNUEVA o€ eTTITTEdA OTTOU T AVW
etrireda egaptwvTtal amd Ta KATw TmiTreda. To PovriéAo cuoxETiong divel TIG TIMEG yia TAV ATTOTiUNON TWV
OedONEVWV.

2TNV OUYKEKPIYEVN TTEPITITWON N OUVOAIKA agia Twv TTEPIOUCIAKWY OTOIXEIWV €yive pe Bdon TIg
ouoxeTioeIG TTou gaivovTal oto Mapdaptnua I

irfeemation

i
SRR

applicalioans (sw]

h
L T
e + S+ mx)

' !

| faridien a—4-Tal [

Ewéva 11Iepapyio tov EEapmoemv

3.8 AéloAdynon meplovotlakwv oTolyeiwv Ttov I1X-I'N

3.8.1 Eicaywyn

2T0 KEQAAAIO aUTO TTEPIYPAQPOVTAI TA QTTOTEAECUATA TNG QTTOTIUNONG TWV OedOUEVWY TTOU OI-
axelpi¢etal To MZMN. H akoAouBoupevn pebodoAoyia atrodidel 1Id1aiTepn BaputnTa oTa dcdouéva Kal AiyoTepo
OTO UAIKO KaI AOyIOUIKO. XpNOIUOTTOIE TTOAATTAG XAPOKTNEIOTIKA yIA TNV aTTOTiunon Twv 0edopévwy 1 €va
avadAoya MPE TO OEVAPIO. ZTNV TIEPITITWON HAG TTPAYMOTOTTOINONKE avAaAuon yia TNV QTToTiunon Twv
0edOUEVWY  CUMQWVA JE TIG ETMTITWOEIS TNG ATTWAEIAG TNG dIaBeCIuOTNTAG, TNG AKEPAIOTNTAG,TNG
EUTTIOTEUTIKOTNTAG.
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3.8.2 KaBopiopog Aedopévwv

H peBodoloyia Magerit £xel dUo Bacikoug TUTTOUG dedouEvwy Tou .2, Tnv TTAnpoopia TTou
dlaxelpiCeTal Kal TIG UTTNPECIES TTOU TTaPEXEL. Ta dedopéva TTou avaAuBnkav pe Tn ueBodoAoyia Magerit
TTapoucidlovTal oTov akOAouBo [llivaka.

NoyIouIko Agdouéva
2uoTtnua Alaxeipiong MioBodoaiag MioBodoaoiag
2uoTnua AoBevwv-TNeAatwv OIKovVOouIKa
2uoTnua Alaxeipiong lNpoowTrikou OikovopIka

[Tivakag 3 : Aedopéva Avdavong

2NMEIVETAlI OTI TO OUVOAO Twv Oedopévwyv TTou diaxelpiovral Ta MZ-I'N diaxwpioTnkav Kai
MEAETABNKAV O€ QVTITIPOOWTTEUTIKEG OPADEG, AVAAOYA PE TA XAPAKTNPIOTIKA KAl TIG AVAYKEG ACQAAEIQG TTOU
€XOUV. ZUYKEKPIYEVA, ATTOTIMABNKAV Ol CUVETTEIEG VIa TIG £ENG OpAdEeG dedouévwv Asdouéva EpyaoTnpiwv
Asgdouéva lNMpoowmikou, Asdouéva MioBodooiag.
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3.9 Amotiunon meplovolakwy otoyeiwy Tov ILE.

H atrotipynon Twv 1epiouciakwy oToixeiwv tou MNMX-I'N €yive ammd Tnv opada avaiuong Kivouvwyv
TTANPOPOPIWV € cuvepyaoia Pe Tov dieuBuvTr) TTANPoYopIknS Tou Noookouegiou, 6TTou egeTaoTnkav [6], [7],
Ol EMTITWOEIG OTNV AciToupyia Twv MZ yia TIG TTEPITTTWOEIS U OIABECIYOTATAG, YN AKEPAIOTNTAG, MN
EUTTIOTEUTIKOTNTAG AAuBAvVOVTAG UTTOWN TO TTIO ATTAICIOB0E0 TEVAPIO.

lNa TNV atroTiynon Tou EvATTOMEIVAVTOG KIVOUVOU AABAUE UTT OWIV UQIOTAPEVA PETPO AOPAAELIAg
Tou MZ-I'N Kal TIG ETTITWOEIG TTOU Ba £XEI N ETAIPEIQ OE TTEPITITWON ATTEIAWV.

H kaTtnyoplotroinon Twv TTO KPICIJWY UTTNPEECIWY TTPAYUATOTTOINONKE PE BACN TNV YVWHUN TWV
QPHOBIWV OTEAEXWV TNG ETAIPEIOG.

H agia kabBopioTnke yia Ta Kpiolya TTEPIOUCIOKA OToIXEia (TTANPOQYOPIEG KAl UTTNPECIES) Kal
KataypageTal oTov Topéa ac@aAeiag(security domain). H agioAdynon Toug yivetal ye BAaon TIG TTANPOQPOPIES
TwV TEAIKWV XpnoTwy TTou divouv yia Ta M tou 'N oTnv KAigaka 1Tou €xel To Pilar.

AQouU €Iohyaue Ta TTEPIOUCIOKA OToIXEia O0TO AoyiopikO Pilar kai TIG aAANAeCapTACEIS TOUG,
OnMIoUPYACAUE PIa avapopd PE TNV agloAdynon Twv TTEPIOUCIAKWY OTOIXEiwV. [Na Tnv uAoTroinon TTHpauE
TIG OUVEVTEUEEIG aTTd TOug dIEUBUVTEG, ATTO TOUG apUOdIoUG avBPWTTOUG YIa TA TTEPIOUCIAKA OTOIXEIA, yId TIG
UTTNPECIEG, KAl YIO KABE TTEPIOUCIAKO OTOIXEIO KABOPIOTNKE PIA TTEPIYPAPI UE XOPAKTNPIOTIKA:

o Kwdikog

e Ovopa,Teprypa@n.

e TUTTOG TTOU XOPOKTNPICEl TO TTEPIOUCIAKO OTOIXEIO.

e YTTeUOUVO TTPOCWTTIKO.

o TexVIKN 1 YEWYPAQIKN TOTTOBETIA.

e [loo0, 6tTou cival KaTAAANAo, yia TTapaderypa 300 H/Y ypageiou.

e Opla yéoa oTa oTT0Ia £Va TTEPIOUCIAKO OTOIXEIO Eival OXETIKO.

e YTTOAOYIONOG TNG agIoAOYNONG.

e Emegriynon tng agioAdynong.

® JUVEVTEUGEIG.
Mn CUPTTANPWHEVO UTTOBEIYUA TWV EpWTNUATOAOYIWYV gival oTo MapdpTnua A.
Ta ammoteAéopaTa TNG ATTOTIMNONG €ival ouvapTNoNn TNG TTANPAOTNTAG TWV EKTINACEWV-ATTAVTIIOEWVY

TToU dOBNKav oToug avaAutés. Ma tnv atrotipnon €An@Bnoav utr oyiv, ol CUVOAIKEG TINEG (accumulated
values) Twv ayabwv.

H atoTtiynon TTpaydaToTToifOnKe PE YyVWUOVA TNV avAaykn TTPOoO0TACiag Twv  TTEPIOUCIAKWYV
otoixeiwv. Oco 1Mo TOAUTIHO dNnAadr}, 600 TMO uWnAG ATav TO ETTTEdO TTPOOTACIAG TTOU EXEl £va
TTEPIOUCIAKO OTOIXEIO TOOO IO PEYAAN €ival N avdykn TTPOCTACIOG TOU. ZUVETTWG, TOOO TTI0 TTOAAG gival Ta
QVTIMETPA TTOU ATTAITOUVTAI YIA VO KOAU@QOOUV Ol OTTAITAOEIG QOQAAEIAG EUTTIOTEUTIKOTNTAG, AKEPAIOTNTAG,
dlaBeoiudTNTAG.

H amotiynon €yive AauBdvovrag utrown 10 KOOTOG AVTIKATAOTAONG, TO €pyaciakd KOOTOG, Thv
ATTWAEIQ €I000UATOG, TNV ATTWAEIO AEITOUPYIAG, TIG TTOIVEG WN VOUIKAG CUPUOP®WONG, TNV ¢nuia og aAAa
TTEPIOUOIAKA, | avBpwTToug Kal o€ TTEPIBAAAOVTIKY {nMia. ZUVETTWG, TO CUUTTEPACUATA TTOU TTPOKUTITOUV
avAayovTtal 0TO OUVOAO TwV OeBONEVWYV TNG KABE opadag.

To UNIKG Kal AOYIOIKO aTTOTIMNABNKE JE BACT TO KOOTOG AQVTIKATAOTACNG TOUG.

H agloAdynon €yive apiBuntik& o€ kAipaka (1) -(10) kai o1 TINEG TToU £XOUV aTTOd00El TTPOKUTITOUV
atrd Toug Mivakeg Atrotipnong Aedopévwy Tou ouvodeuouv Tn peBodoAoyia MAGERIT kal To gpyaleio
Aoyiopikou Pilar (BA. Mapdaptnua IN. H amortiynon tpaypatotroidnke pe Baon 10 KepdAaio 4 Tou
KataAdyou Twv oToixeiwv Tou BiBAiou Il Tng peBodoAoyiag Magerit.
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Aia Kpithpio
10 MoAU uwnAR MoAU coBapn ¢nuiG oTov opyavioud
7-9 YywnAni 2oBapn ¢nuia otov Opyavioud
4-6 Meoaia 2nMavTikr ¢nuiIa otov Opyaviouo
1-3 XaunAn Mikpr {npi& otov Opyavioud
0 EAdxiotn ACXETN YIA TTPAKTIKOUG AGYOUG.

[Tivaxog 4: Kipoaxo Amotipmong

Asset [A] (1] [C] [V]

[datalabpatients] datapatients | 215K | 100K@ | 215K® | 100K®
[dataemployees] dataemployees | 1M’ | 215K® | 215K® | 215K!?
[financial] finlogisticssubcontractdr 215K | 1M®* | 215K~ | 100K™®

[Tivaxog 5: Amotipunon Agdopévov

2TIG AKOAOUBEG TTAPAYPAPOUG TTEPIYPAPETAI AVOAUTIKA N ATTOTIiUNON TWV ETTITITWOEWYV aTrd TNV
TTapapiaon TG ac@AAEIOG TwV TPIWV OPGdwWY dedouéVwyY TTou agloAoyABnkav oTo TTAaiclo TNG peAETNG. OAa
TA AVTIKEIYEVA TTOU BaBuoAoyouvTal WG TTOAU uPnAd TTPETTEN VA TA TIPOCTATEWOUUE AUEDA.

3.9.1 Aedopéva AcBevwy (Medatwyv)

Mepiexopevo: Ta Acdouéva aobBevwv atrotedoUvral aTmd  TTPOCWTTIKA  OTOIXEId Twv
VOONAEUOUEVWY, KAl PN, A0BEVWV TTOU £XOUV €CETAOTEI OTTO TO €PYAOTHPIO, KABWG Kal guaioOnTa 1aTPIKA
oedopéva (11.X. dlayvwoelg acBevelwy, attoTeAéopaTta e¢eTdoewy). Ta dedopéva auTtd dev TTeEpIAaUBAvoOUV
OTOIXEIO TTOU APOPOUV O€ HOAUCUATIKEG OOBEVEIEG.

IXETIKO XUoTnua: Ta Aedopéva Twv acbevwv eival ammobnkeupéva oTo OUCTANO  TWV
QVTIOTOIXWV €yKATAOTACEWV KABE EpyaoTnpiou.

Mapd&AAnAa, uTtapxel xelipoypaPo apxeio AcBevwy OTO OTTOI0 QUAGCCOVTAI TTAPATTEUTITIKG aTTO
KAIVIKEG KOl avaAUOEIG TWV epyacTnpiwyv. Eva TTo0000TO TwV OTOIXEIWV QUTWY KATACTPEPETAI ETTEITA ATTO TN
XpPnon Toug, evw Ta BIBAia atroBnkevovTal 010 ApxEio.

3.9.1.1 ArwAsia AlaBecipoTnTag Asdopévwv AcBevwv

Emmrwoelg: H pn diaBeoipotnta twv dedouévwyv AocBevwv O Ba  eMIQEPEI  ONUAVTIKEG
EMTITWOEIS 0TNV OhAAA AsiToupyia Tou I'N KaBwg TnpouvTal xelpdypaga BiRAia. ETiTAéov, Ta attoTeAéopaTa
TWV ECETACEWV ETTIOTPEPOVTAI TNV KAIVIKA TTOU Ta ATNOE KAl ETTEITA THAPA TwV OEOOUEVWV KOTACTPEPETAL.

ATTOTIiMNON: ZUVETTWG, N OUVETTEIO TNG ATTWAEIAG dIABECIUOTNTAG YIa XPOVIKO dIA0TNHA £wg Wia
nuépa atrotiydral ye Babuo Tpia (3), otnv KAipaka 0-10.

3.9.1.2 ArwAsia akepaldTNTAG Agdopévwv AoBevwyv - ZKOTTINN AAAoiwon Agdopévwv
Epyaotnpiwv

Emimrwoelg: H okOmmun alloiwon Twv OTTOTEAEOUATWY TWV ECETACEWV TWV £PYAOTNPIWV
MTTOPEl va Béoel o€ Kivouvo Tn wn Kal TNV ao@AAEIa Twv £EETAOUEVWY, KOBWGS Ta dedouéva Twv aoBevwy

KaBopifouv TIG EVEPYEIEG yIA TNV 1ATPIKA TTAPAKOAOUONON TWV O0BEVWYV. ZUPTTEPACUOTIKA, MIO ETTITUXAG
OKOTTINN aAAoiwon auTwy Twy dedopEvwy evoéxeTal va BAawel Tnv ac@aAsia Twv acBevwv Tou I'N.

ATtroTipnon: ZUpewva Pe 170 TTapattévw oevAapIo, N CUVETTEIQ OKOTTIING aAAoiwoNnG atToTIydTal Je
BaBuo trévre (5), o€ kKAipaka 0-10.
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3.9.1.3 AtrwAsia EPtrioTeuTIKOTNTAG

Emimrwoelg: Ta Acdopéva AcBevwv atroteAoUV euaioBnTa TTPOCWTTIKG dedopéva. ZUPPWVa PE
Tov N. 2472/97 gvdexduevn ammoKAAUWN TOUG UTTOPEI va ETTIPEPEI TTOIVIKEG KUPWOEIG KAl AUECES ETTITITWOEIG
oTn dnUAOIa EIKOVA KAl TNV A&IOTTIOTIA TOU.

. O vépog 2472/97 TrpoBAETTEI ONUAVTIKA XpNHATIKA TTPOCTIUA, KABWG Kal TTOIVEG QUAAKIONG yia
TOV UTTEUBUVO E€TTECEPYATiag TTOU O OCUMPMOPQPUVETAL, Ol OTToiEG @PTAVOuV MPEXPI Ta Oéka (10) €tn o€
ECQAIPETIKEG TTEPITITWOEIG.

ATtroTtipynon: H emiTTTwon TnG amrokAAuwng o€ TpiToug Twv dedOUEVWYV UYEIOG TwV acBevwv
arroTigaral ue Badud €81 (6) o€ kAipaka 0-10

Kartnyopia Emitrtwong Emimrwosig oto BaBuog
Noookopeio AtroTipynong
AtTwAsia 1 nuépa Oikovouiki ATTwAEgIa 3
A1a@go1poéTNTAG
Aedopévwv
AtTwAcia AMN\oiwon Moivikég Kupwoeig 5
AkepaidTnTOG Aedopévwv KaTtaoTtpogr KaAAG
Aedopévwv QenUNg
AtTwAsia ATTOKGAUYN TWV Moivikég Kupwoeig 6
EpTTIoTEUTIKOTNTOG 0edOoUEVWYV O€
TPiTOUG

[Tivaxog 6: Amotiunon Agdouévov AcBevav
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3.9. 2 Aedopéva MpoocwTTiKOU

Mepirexopevo: Ta Asdopéva MpoowTTikou TTEPIAAUBAVOUV TTPOCWTTIKA O€OOUEVA TWV UTTAAANAWY
Tou 'N Kal TV €TTayyeEAPQTIKA TOug B€éon, aAAd Kai oToixEia avappwTikwyv adelwv Toug. EmmmmAéov, Ta
oedopéva autd TrepIAapBAvouv euaicOnTa TTPOCWTTIKA CTOIXEIO TTOU APOPOUV GTO TTOIVIKO PNTPWO TOU KABE
uTTaAAAAOU.

ZXETIKO XuoTtnua: Ta Aegdopéva MpoowtrikoU Thpouvtal oTnv €@apupoyr MpoowTrikou TTou
oteyaletal OTIG gykataoTacelg Tou TuApartog MAnpogopikig (Computer Room), oto utoyelo tou I'N.
EmimAéov, OAEG 01 OXETIKEG TTANPOQOPIES (TT.X. TTPOCWTTIKA CGTOIXEIA KAl TTOIVIKO INTPWO) €ival atroBnkeupéva
Kal o€ xeipoypaen Popen o€ QuUOIKG apxeio mTou oTteydletal oto TuAua MNPoowTTikoUu OTO 100YEI0 TOU
KEVTPIKOU KTnpiou Tou I'N.

3.9.2.1 ArwAsia AlaBecipoTnTag Aedopévwy MNMpoowTtrikou

Emmrwoelg: H pn diabeoipdtnta twv dedopévwv autwy Oe dIOKOTITEI TNV €UpuBUN AsiToupyia
Tou TUARuaTog MpoowTrikou. O1 eMTITWOEIG aTTd TNV ATTWAEIA dIABECINOTATAG TwV dedOoPEVWY [PpOoWTTIKOU
Oev gival oNPAvVTIKESG, KABWG YIVETAI XPrOoN TWV XEIPOYPAPWY QAKEAWV.

AtroTtipnon: H emimtwon TG pn d1aBeoipdTNTag Twy dedopévuy auTwy atmoTiydral he Babuod
Tpia (3) yia didoTnua €wg pia nuépa, oe KAipaka 0-10.

3.9.2.2 ArwAsi1a Mepikng AkepaidTNTAG AeSOMEVWY - ZKOTTIMN AAAoiwon Aedopévwv
NMpoowTrikou

Emimrwoelg: H eopalpévn elcaywyr) Twv OedOPEVWV TTOU £X0UV 100yl ETeiTa atmd 1 Afyn
TOU TEAEUTAIOU EQPEDPIKOU QVTIYPAPOU, 1 N ATTWAEIA OTa dEDOUEVA, €XEI WG ETTITITWON TNV €K VEOU €10AYWYN
TOug. AAAN €TTITITWON O€ AUTAV TNV TTEPITITWON APOPA OTO KOOTOG TTOU TTPOKUTITEI ATTO  TIG AVTIOTOIXEG
avOPWTTOWPESG TTOU ATTAITEITAI yIa TNV €TTavEIcaywyr Twv Oedouévwy. MeyaAlTepn €TTITITWON TTPOKUTITE
armoé TN AavBaopévn €ilo0aywyry OTOIXEIWV TTOIVIKOU PNTPWOU, TTOU UTTOPEI va KaBopioel dUOPEVWG TNV
eTTayyeAUATIKN €EENIEN TWV EpyalOPEVWIV.

AtroTtipnon: H ocuvétrela amd ammwAelad TNG akePAIOTNTAG Twv OedOPEVWY CUPPWVA HPE TA
TTAPATTAVW aTToTINATAl e BaBud Tpia (3).

3.9.2.3 ArwAsia EptrioteuTiKOTNTAG(ATTOKAAUYWN) Agdopévwy MPpoowTTIKOoU

Emmrwoelg: H amokdAuywn Twv TTPOCWTTIKWY OeOOPEVWV TWV €pyalopévwv 0€ AANOUG
epyadopévoug i TpiToug, Ba eixe wg ETTITITWON EVOEXOUEVA TTPOCWTTIKA, OIKOVOUIKA Kal GAAa OQEAN yr
auToug. 2TnVv TrepiTrTwon autr) To N utrékeiral oTig dIaTAgEIS TOU VOPOU TToU Opidel O VOUOG VIO TNV aTTWAEI
TNG EMTTIOTEUTIKOTNTAG TWV TIPOCWTTIKWY OTOIXEIWV, OTIG OTToieg TrepIAapBavovTal TO00 XPNUATIKEG
OUVETTEIEG OO0 KAl TTOIVIKEG OUVETTEIEG YIa auTd. EmTTpooBETwg, 1o 'N cuptrepIAapfBavel kal Ta euaioBnTa
TTPOOWTTIKA OeDOUEVA TOU TIOIVIKOU MPNTPWoOU KABe epyalouévou, n evOEXOMEVN QATTOKAAUWN QTTOTEAEI
ooBapn Tapapacn Tou N. 2472/97 e TIG QVTIOTOIXEG TTOIVIKEG KUPWOEIG.

ATtrotipnon: H emitrrwon tng amokdAuywng Twv Agdopévwy MNpoowTTiKoUu O€ TPITOUG aTToTIPATaAl
ME BaBuo €81 (6).
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Kartnyopia Emitrtwong Emimrwoeig oto BaBuog
Noookopeio AtroTipnong
AtTwAsia 1 nuépa Oikovouiki ATTwAEgIa 3
A1aBgoIpoéTNTOAG
Aedopévwv
AtTwAcia AAN\oiwon Moivikég Kupwoeig 5
AkepaidTnTOG Aedouévwv KaTtaoTtpogr KaAAG
Agdopévwyv QnUNS
AtTwAsia ATTOKGAUYN TWV Moivikég Kupwoeig 6
EuTTIOTEUTIKOTNTOG 0edOoUEVWYV O€
TPiTOUG

[Tivaxog 7: Amotiunon Agdopéveov Ipocwmikon

3.9.3 Asbouéva MicBodoaciag

Mepiexopevo: Ta dedouéva TrepIAaPBAvVOUV TTPOCWTTIKA(OTTWG AdEIEG, AANG KUPIWG OIKOVOMIKA
OTOIXEiO TTOU a@opouv Toug epyalouevoug oto N kaBwg kar dedouéva daveiwv TTOU  Aaupdavouv
epyadopevol péow Tou I'N.

2xeTIKO Zuotnpa: Ta Aedopéva MiocBodoaoiag Tnpouvtal otnv epapuoyr MioBodoaiag TTOU
oTeYALETAI OTIG EYKATAOTAOEIG TOU Tpnuarog Micbodoaiag oT1o 106yeio Tou 'N.

3.9.3.1 ArwAsia AlaBeocipoéTnrag Aedopévwy MioBodoaoiag

Emmrwoelg: H anmwAcia tng diabeoiuornrag Twv dedopévwy PIoBodoaiag £xEl WG CUVETTEID TNV
oTaon TTANPWHPWY N oTToia PTTopEl va odnynoel o€ PNVUCEIS EVAVTIO OTNV €TAIPEIO KAl O€ TTapAiTnon
TTPOOWTTIKOU O1 EMTITWOEIS TTOU Ba TTPOKUWOUV aPOpoUV KUPiwg TN dUCKOoAia £€kdoong Twv PITB0dOTIKWV
KATOOTACEWV KAl TIG ETTITTAEOV avOpWTTOWPES TTOU aTTalTouvTal. H pun d1aBeoigdtnTa TWV OTOIXEIWV AQUTWY O
Ba eutrodioel TNV opaAn Asitoupyia Tou TuRuarog MicBodoaiag.

ATtroTtipnon: AGyw TOU yeyovoTog OTI O MICBOAOYIKEG KATAOTACEIG UTTOPOUV VA OUUTTANPpwOoUV
ME XpNon Twv XEIPOYPaPWV OTOIXEIWY, N AEITOUPYIa TOU TUAPATOG UTTOPET va die¢axOei opaAd av n epapuoyn
oev gival d1aB€0Iun  yIa APKETEG NUEPES. H emmimmtwon NG pn d100e01udTNTAG TWV OEOOPEVWV AUTWV
atroTigdTal ge Badud Tpia (3) yia didoTnua piag eBOoPAdog kal TTAéov, o€ KAipaka 0-10.

3.9.3.2 ArwAsia Akgpaiotnrag | Mepikn Kataotpo@n Asdopévwy MioBodoaoiag

Emimrwoelg: H aAoiwon Twv Agdopévwv MioBodoaiag, TTEpIAapBAVOUEVWVY KAl TWV EPEDPIKWV
QAVTIYPAPWYV, ATTAITEI TNV €K VEOU €10AYWYH TWV 0EBOUEVWYV OTNV EQapPOYT], BACEI TWV AUBEVTIKWY OTOIXEIWV
TTOU TnPouUvTal OTO QUOIKO apxeio MioBodoaoiag. ZnUAVTIKEG ETTITITWOEIS UTTOPEI va £XEl N €10aywyn
OQOAPATWY HE OIKOVOUIKES aTTWAEIEG Yia TO Noookopegio. ETTITTA ov TTpOBAANATA TTPOKUTITOUV QVAQOPIKA UE
Ta oToixeia daveiwv Twv epyalopévwy  (OQEINEG, OOOEIG KATT.) TIOU TIPOKAAEI  €TTITTAéOV  KOOTOG
QTTOKATACTAONG TWV OTOIXEIWV AQUTWYV, ATTO TOV AVTIOTOIXO TTIOTWTIKO QOopPEal.

AtroTtipnon: Kard ouvémeia, ekTiydral 611 6a uttdpgel oIKovouikd KOOTOG TTOU a@opd TIG
AVOPWTTOWPEG TTOU ATTAITOUVTAI VIO TNV €I0aywyr Twv Oedopévwy. H ETTITITWON TOU £VOEXONEVOU PEPIKNG
KATOOTPOPAG TWV OTOIXEIWV aTToTINATAI uE BaBud Tpia (3), o€ KAipaka 0-10.

3.9.3.3 AtrwAs1a EPTTIoTeuTIKOTNTAG - ATTOKGAUYN Agdopévwy MicBodoaoiag

Emimrwoelg: Ta oToixeia pioBodoaiag gival yevikd, EUTTIOTEUTIKAG QUONG. H un eouaiodoTtnuévn
dnuoalotoinct] Toug o€ AANoUg epyalopévoug 1 TPITOUG, Ba €ixe WG CUVETTEIO eVOEXOUEVA TTPOCWTTIKA,
OIKOVOMIKA KOl GAAQ OQEAN yI' QUTOUG. ZUVETTWG £XEI WG ETTITITWON TNV TTapafiaocn TnG vopoBeoiag Adyw Tou
yeyovoTog o1l Ta dedopéva gival euaiocbnra.

21NV TrepiTTwon auth 10 TN Ba UTTOOTEl TIG AVTIOTOIXEG OUVETTEIEG TTOU OPIfEl O VOUOG yia ThV
QTTWAEIA TNG EPTTIOTEUTIKOTNTAG TWV TTPOCWTTIKWY OTOIXEIWV, Ol OTToieg TTEPIAAUPAVOUV TOCO XPNUATIKG
TTPOCTIUA OO0 KAl TTOIVIKEG OUVETTEIEG.
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AtroTtipnon: Mg Bdon T1a TAPATTAVW, N OUVETTEID TNG ATTOKAAUWNG TWV OTOIXEIWV AUTWV
atroTigdTal ue Badud Tpia (3), o€ KAipaka 0-10.

Kartnyopia Emitrtwong Emimrwosig oto Babuog
Noookopeio AtroTipnong
AtTwAsgia AlaBeci1uoéTNTAG 1 nuépa Oikovouiki ATTwAEIa 3
Agdopévwv
AtTwAgia AkepaidTNTAG AAN\oiwon Moivikég Kupwoeig 5
Agdopévwv Aedopévwyv | KataoTtpo@r) KOARG @Aung
AtTwAg10 ENTTIOTEUTIKOTNTAG ATTOKGAUYN Moivikég Kupwoeig 3
TWV
oedopévwv
O€ TPITOUG

[Tivakag 8:Amotipunon Agdopuévov MicBodociog
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o ATTwAceIa- AtrwAe1a- . .
SlaBeoipéTnTacs| akepaidtnTage|  ATOKGAUYN-oETpiToUCH
Tnuépan OAikry . ATTOKGAUWN TWV-

KaTaoTpoen= dedopévwv OETpiTOUCE

Acsbopevaf

AcBevwva 3u 5a 6o

Aedopeva-

MicBoboaoiaca To 3 3u

Acbopéva-

AoyioTnpioun 5 6a Ta

[Tivakag 9: Zvvolikn Amotiunon

3.10 Amotiunon YAwkov

2TN CUVEXEIQ YIVETQI ATTOTIUNON TNG a&iag Twv UAIKWY PE BAon Tn XpNMATIKA TOUg agia o€
TTEPITITWON AVTIKATAOTAONG TOUG.

Mepiouoiakd oToIXEIO MooétnTa BaBuog KéoTtog
Atrotipnong | Avrikardaotaong
2100u6¢ epyaaciag 250 4 1000
ApopoAoyntrg/MeTaywy£ag 6 4 5800
EKTUTTWTAG 5 2 1500
EuttnpeTnTAg £@apuoyng 4 2 4500
MioBodoaiag
EuttnpeTnTAg £@apuoyng 1 3 2200
MeAGTWV
E¢uttnpetntig Bdoeswy 2 3 2200
Aedouévv

[Tivaxog 10: Amotipumon YAtkov
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3.11 Amotiunon Aoytouikov

MNa Tnv atroTiynon Tou AoylopikoU akoAouBnBnke o TPOTTOG ATTOTIUNONG ME BACTN TO KOOTOG
QVTIKOTAOTOONG TOUG TTOU QaiVETAl WG AKOAOUBWG:

KataoTtpopn ZUVETTEIA YIO TNV BaOuog Atrotipnong
AoyiouIKoU gTalpeia

AoyIouIKO TOu Oikovouiki ATTwAEgIa 8
2UOTANOTOG ACBEVWOV

AoyIouIKO Tou Oikovouiki ATTwAEgIa 9
2uoTAnaTog MicBodoaoiag

AoyIouIKO TOu Oikovouiki ATTwAEgIa 4
2uoTAMaTOG Alaxeipiong

MpoowTTIKOU

[Tivaxog 11: Anotiunon Aoyiopikon
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3.12 AéioAoynon Emmtwoswv

3.12.1 Avayvwpion Twv atrelAwv oto MNMZIN

[Topakdto, eaivovtal Ta mePLOVGIOKE oToryEliN:

ATOVTIGELS GYETIKEG e oPdiera

IMioaotonpocmmrio

Avbevtikomoinon

Mn e€ovatodotnuévn ypfion epapuoyhc

"EAeyyog E€ovorodotong

Ewcaywyn Iopopeikod Aoyiopikod

Mnyovicpoi Tpdinyng etcaywyns lopopeuod Aoyiopkov

Ambnon —Iapepporég Encowvaviov

Epmotevtikotta - Akepordmea - Awobeoipndtnta

BAapn E&ummpemnt

Teyvu) Yrnootpi&n

BAapn E&umnpetnm Awyeipiong Awctoov 1 Zuokevnc 1 [ToAng Awctvov

Teyvue) Yrootpi&n

AdBog Xepropov 1} Xpnom

Exnaidevon Ipoconikod

Awxonr) Hlextpoddtnong

Tpopodotikd AdidAeuttng Agttovpyiog

BAapn Khpatiopon

Teyvu) Yrnootpi&n

Actoyio Aoytopkod ZuoTthpotog kot Aoyiopukod AToov

[Towwmta Aoyiopkov

Aoctoyia Aoyiopkod Epappoyov

Aoxpéc ko [Towwmnta Epappoyaov

ZpdApo Zuvimpnong YAkod

Teyvu) Yrnootpi&n

Zpdaipa Zovtnpnong Aoyioukon

Teyvua) Yrnootpién

Dotid Mnyovicpot IpdAnyng Ivproaytdc

I[Iinppopa Mnyaviopot Ipdinyng [Iinpuopag
Ddvown Kataostpoon Zyédo Zuvéyiong Agttovpyiov
"EX ewyn IIpocomnikod Zyéd0 Zuvéyiong Agtovpyiov
KXomn [Ipoctacia evévtio og Khomég

HOehnpévn mpdxinon PAGPNS - Pavdaiiopog

"EXeyyog IIpocmmikon

[Mivaxag 12: Anehéc oto TIZI'N

lNa TNV uAoTtroinon TG peBodoAoyiag Magerit dnuioupyhOnkav TTOAAG cevdpia TTou AauBdavouv
uttown TIG atTelAéG o€ OAa Ta TTEPIOUCIOKA oTolxEia Tou MZ-I'N. Z1a TTEPICTOTEPA ATTO T OEVAPIA AUTA N
QTTEIAN EVOEXETAI VA EPUQPAVIOTEI TTEPICCOTEPES ATTO UI POPES KAl OE OIAPOPETIKO BABUO.

3.12.2 A%loAdynon Twv atrelAwyv oto MNZIN

3.12.2.1 MeBodoAoyia

Otav €va TTePIOUCIaKO oToIxXEio gival eUTTaBEG dev onuaivel 0TI eTTnpedlovTal OAEG o1 DIOOTACEIG
ao@aAciag Tou oTov idlo BaBuo. MNMpétrel AoITTov va kaBopIioTei OTI N ATTEIAN YTTOPET va BAGWEI £va
TTEPIOUCIAKO OTOIXEIO, UE TO OTI N €KBECH TOU OTOIXEIOU O€ AUTHV £XEl DUO TTAPAPETPOUG:

-Znyia(Degradation ) :To 1006 TNG {nuiag TTou yiveTal oTnv agia Tou

TTEPIOUCIAKOU OTOIXEIOU.

-MBavérTnra(Likelihood) : MNdéco cuyxvd cupBaivel N atTeIAn.
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Otav o1 atTelNEG OV €ival EOKEPPEVEG APKET VA YVWPICOUPE TO HEPOG TNG PUOIKNAG Cnuiag Tou
TTEPIOUCIAKOU OTOIXEIOU YIO VA JETPHOOUNE TNV ATTWAEIA TNG agiag. & TTEPITITWON EOKEPUEVNG TTPOBEONG, O
EMTIOEPEVOG UTTOPET VA TTPOKAAECEI EYAAUTEPN CnUia EuPETa.

H mBavotnta ep@daviong givai 1o TTOAUTTAOKN. Kapid ¢opd JOVTEAOTTOIEITAI TTOOOTIKA PE BAon
TNV akéAoubn KAipaka.

VH IMoAU uwnAR 2xe00v BéBain EUkoAa

H YynAni [MoAU uwnAn Meoaia

M Meoaia MBeavn AUCKOAQ

L low Mn mBavr [MoAU dUOKOAN
VL IMOAU xaunAn [MoAU otrdvia E€aipeTIKG OUOKOAN

[Mivaxag 13: Tyég (npiag(Degradation)

Otav éva TTEPIOUCIAKO OTOIXEIO UTTOOTEI Pia atTelAf, Xavel pépoug TnG adiag Tou. H nuia auth
MTTOPEI Va gival avapeoa atrd 0% £wg 100% kai AapBaver Tipég atmo 0.0 éwg 1.0. Kauid @opd, n mavotnta
gival apiBunTik& povTeAoTTOINUEVN WG TTOO00TO cupPBdvtwy. Eival olvnBeg, va xpnoigoTtrolgital o €vag
XPOVOG WG avagopd, £TC1 WOTE N ELPAVION VA YIVETAI WG ETACI0 TTO0O WG YETPNON TNG TBAvVOTNTAG OTI KATI
oupuBaivel.

TUTTIKEG TIPEG €ival:

100 IMoAU cuxva Kabnuepiva
10 2UyVva Mnviaia
1 Kavovika ETnoiwg
1/10 Oyx1 ouxvad Kabe Aiya xpovia

[Mivaxag 14 Twég mbavomrag(Likelinood)

H akoAouBn kAipaka cival €va gpyaAeio yia va BabuoAoyriooupe Ta TTEPIOUCIAKA OTOIXEiIA, TO
MEYEBOG TNG ETTITITWONG.

impact degradation
1% 10% 100%
H L M H
value M WL L M
L V0L VL L
VL V0L VL VL

[Mivaxag 15: Tyég enintoong(Impact)

VL: very low
L: low

H: high

i
O
0 M: medium
i
0 VH: very high

YTopvnua
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3.12.2.2 KaBopiopdg TnG mBaving emitrrwong(potential impact).

H emimrwon €ivar n pérpnon tng ¢nuiag ava TTEPIOUCIAKO OTOIXEIO TTOU TTPOKUTITEI ATTO ThV
eueavion TN atrelNfg. Mvwpifovtag Tnv aia Twv TTEPIOUCIOKWY OTOoIXEiwv (yia SIAQOPES ATTAITHOEIG
QOQOaAEIag) Kal TNV atmwAEIa TToU TTPOKAAEITalI aTTO TIG ATTEINEG, TNV ETTTITWON TOUG TTAVW OTO OoUCTNHUA
MTTOPEI QUTH Gueoca va eEaxOei WG CUPTTEPATQ.

Apxikd, utroloyiCetan n mBavr) (potential) emiTTTWON AVA TTEPIOUCIAKO OTOIXEIO N OTToid Ogv
AauBdvel umdown 1O UQIOTAPEVO UETPO QOQOAEiag Ta oTroia €Xoupe kKaBopioel kal agloAoyAoel OTO
TTPONYOUNEVO OTADIO.
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3.12.2.3 ZuvoAikA Emitrtrwon(Accumulated impact).

H ouvoAIKH ETTITITWON UETPIETAI VIO KABE TTEPIOUCIOKO OTOIXEIO, yIa KABE aTTeIAf] Kal yia KABe
didoTaon agloAdynong.

Ooov agopd £va TTEPIOUCIOKO OTOIXEIO UETPAME TNV OUVOAIKN agia (Tnv OIKf Tou ETTITTAEOV TNG
OUVOAIKNAG agiag Twv TTEPIOUCIAKWY OTOIXEIWV TToU €€apTwvTal aTtd auTtd). H ouvoAikn agia uttoAoyileTal wg
n uPnAoTepn agia TWV TIMWV TTOU TTEPIAAUBAvVOVTAl JETAEU TOU TTEPIOUCIOKOU OTOIXEIOU TTOU QTTOTIMOUME
Kal OAWV auTwyV TToU €€APTWVTAI aTTO TTAVW OTN OEIPA Kal TIGC CUVOAIKEG QTTEINEG OTIG OTTOIEG EKTIOETAI.

H oguvoAIKA eTTITITWON TNG ATTEIANG O€ €va TTEPIOUCIOKO OTOIXEIO €ival N HETPNON TNG OUVOAIKAG
ATTWAEIAG TNG agiag. Av €va TTEPIOUCIOKO OTOIXEIO £XEI CUVOAIKN agia vX Kal n TIUA TNG Jeiwong gival d 16TE n
TIUA TNG OUVOAIKAG ETTITITWONG TNG ATTEIAAG Eival

ETiTrTwon = Vioung (X x d).

Ooco peyaAUTepn €ival N OUVOAIKA  aTToTiunon €vOG TTEPIOUCIAKOU OTOIXEiou Kal n  {nuia
(degradation) TOU EMTIOEUEVOU TTEPIOUCIAKOU OTOIXEIOU TOOO MPeEYOAUTEPN €ival n eTTiTrTwon. lpémmer va
AGBoupe utr Oywn TIC AANNAEEOPTACEIC METAEU TWV TTEPIOUCIAKWY OTOIXEIWV. Zuxvd, n agia Tou
TTANPOQOPIAKOU CUCTAMATOG Eival OTIG UTTNPECIEG TTOU TTAPEXEI KAl OTA OeQOMEVA TTOU XEIPICETAl EVW Ol
atreIAéG ouVNBWG ep@avifovtal oTa AAANAOEEQPTWHEVA TTEPIOUCIAKA OTOIXEIQ.

3.12.2.4 AvakAwpevn emritrtwon(Deflected Impact)

H avakAwpuevn (deflected) emmimmrwon utroAoyiletal yia KABOe TTEPIOUCIOKO OTOIXEIO, yIa KAOE
atrelAf) Kal yloa KABe amraitnon ac@aAciog €Xovriag wg A&IToupyia TNV TIPAYMATIKA agia kal Tnv ¢nuia
(degradation) TTou €xel TTPOKANBEI.

Av €va TTepIounIako oToixeio A ggaptaral atrd éva Treplouciakd aToixeio B, o1 atrelAég Tou B Ba
eTTnpedoouv 10 aToixeio A. Edv to B utrékeital pia pyeiwon “d”, autr) 6a cupei kal oto “A” Kal n ETTITITWON
oT1o A Ba gival n atrwAegla TNG BaoiknG agiag. EAv n Tiuf Tou A givarl «V» TOTE N TIPA TNG ETTITITWONG Eival :

Emimrrwon=v , d , degree(AB)
H avakAwpevn ETTITITWON UTTOAOYICETAI VIO KABE TTEPIOUCIOKO OTOIXEIO.

3.12.2.5 KaBopiopdg Tng evatropcivaocag emitrrwong(Residual impact).

YT1roAoyileTal n evattopEivaca ETTITITWON avqa TTEPIOUCIAKO OTOoIXEio  AapBdvovrag uttéywn Ta
UQIOTAPEVA PETPA ao@aAgiag Tou cuoTANATOG. O uTToAOYIOUOG YiveTal ye Baon Tn peBodoAoyia Magerit.

52



Kegpahaio 3-MeAéTn AvaAuong kai Alaxeipiong Kivouvwvllz-I'N

3.12.2.6 AtroteAéopaTta ATToTipnong ATrelIAwy.

MNa v agioAdynon Twv atreiAwy atravthenkav oevdpia Katotmv ouvevteugewv. H diadikaoia trou
01 IXON OAOKANPWONKE O€ APKETEG OUVAVTHOEIG JE TOUG UTTEUBUVOUG TTANPOPOPIKIG.

Apxikd, emAéCape aTrd TIC TTPOTEIVOMEVES ATTEIAEG TIC TTIO KATAAANAEG yia TnV TTEPITITWON TOU
'N, katdémmv atrd 10 gEVOU TwV ETTIAOYWYV OpItons €TTIAEEAUE VA EI0AYOUNE XEIPOKIVNTA TIG TINEG ATTOTIUNONG
TWV ATTEIAWV Kal OXI auTOuaTa OTTWG QaiveTal aTTd TIC TTAPAUETPOUS TNG KATWOI EIKOVAG. ZUPQWVA HE TIG
TIPOETTIAEYPEVEG TTAPAUETPOUG TWV TIHWV VIO TO apxeio threats.tsv 1o o100 €xel OTOIXEIA yIa TNV
QTTOTIMNON TWV ATTEIAWYV, TNG CUXVOTNTAG YIO KABE atraitnon aoc@aAciag, yia KABe TTePIOUCIAKS OTOIXEIO.
AnAadn, yia Tapadsiyya yia Tnv amelAr) E2 pe ouxvornta 1.0, e@apudletal n amaitnon ac@aAlgiog D pe
{nuia 20%, 6TTWG autd avTioTolxoUv O0TO security domain:base T1Tou eMAECAPE WG AKOAOUBWG:

threats.tsv meAninE
Tl versior="1.0" encoding="TTTF-8" 7= formet XL
threat-sHendard-valoes
<family F="HW"™ for every asset of class HW ..
“threst Z="E.2" £="1.0" =="6h" apply threat E. 2 with frequency 1.0
wet D=0 dag="10.2"" apply to dimension 0, degradation 209
set D="T" deg="0.2""
set D=0 deg="0.2"" R - -
- I'.h."'l:'_’ﬂ.[ .
Tfhreat Z="E 3" #7107 ="1d" plezze noace that securiry dimensions are in
sef "I deg="0.1"/= Spamsh
< theaat: D for availsbhility
<threst Z="E.24" &"10.0" ="30m" = I for miesTity
set D="D" deg="0.5""= C fior confdentiality
thraa: A for amthentic ity
“threat Z="E 25" £&="1 0" ="2d"= T for acoowmtabilicy
set D="TF" dag="1.0""
ser D="C" dez="0.5"
thraar:
“threst Z="A 6" £="1.07
sef T="T" deg="01.1"
set D= de="0.5""
Jthragt=

Ewoval2: BaBpoloyioa Anetidv
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Mo avaAuTika @aiveTal n avTioTolxia oTov akdAoubo lMNivaka:

applicable family threat | likelihood step  D=D D=l D=C D=~ D=T D=V
arch.ip E.15 1 10%
arch.ip E.18 1 1d 10%
arch.ip E.19 1 10%
arch.ip A5 1 50% 50% 50%
arch.ip AL 1 50% 50%
arch.ip A5 1 50%
arch.ip A.18 1 sd 50%
arch.ip A9 1 50%
D E.l 10 2h 10% 10% 10%
D E.2 1 6h 20% 20% 20%
D E.15 1 1% I L
D E.18 1 1d 1%
D E.19 1 10%
D AL 10 10% 50% 100%
D A6 10 1d 1% 10% 50%
D ALl 100 10% 50%
D A5 10 100%
D ALE 10 2d 50%
D A.1S 10 100%
D.conf EA 1 1%

[Mivokag 17: BaBpoloyio AnetAdv

Emriong, kareBdoaue amd Tnv 1otooeAida Tou NIST |https:/nvd.nist.gov Ta apxeiac CVE-2015-

5434, CVE-2015-6860 pe TI¢ eutrdBeieg. Elodyaue 1o apxeio autd pe TIG TIMEG TNG ATTOTIUNONG TWV
EUTTABEILUY  OTO  pEVOU  TeEXVIKEG  euTtdBeieg(cve) vyia  TO0  UANKO  Twv  uTToAoyloTwv(server,
compagproliantmI370,personal computer) Tou UTTO avdAuon cuoTthuatog. BaBudg sutrdBelag gival 10O
€UKOAQ uTTOPEl VO OUUBEI N XEIPOTEPN TTEPITITWON O€ £vVa TTEPIOUCIAKO OTOIXEIO.

2ZUYKEVTPWTIKA, TA ATTOTEAECUATA TNG ATTOTIKNONG TWV ATTEIAWY @aivovTal oTo MapdpTnua A.
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Ta ouvoTTIka atroteAéopara amo Tn dladIkaoia aut TG agioAdynonNg Twv ATTEIAWY @aivovTal
aKoAoUBWG:

ATreIAn Mepiouoiakod ZTolxeio MeavoéTn
TA
ATtTeIARg
Toompocwio. amd Ecwrepuolc Xpfiote NAoyIoHIKO Tou ZuoTrpaTog AoBeviv TToMd Yymn
AoyIouIKS Tou ZuoThpaTtog MicBodoaiag TToA0 Yymiy
AoyIouIKO Tou ZuaThpaTog Alaxeipiong Métpio
MpoowTTikou
IMhastonpocamio. 0m6 [opdyoue Ympeoitov NAoyIoHIKO Tou ZuoTrPaTog AoBeviv TToM Xowmary
AoyIouIKS Tou ZuoThpaTtog MicBodoaiag TToM XoywmAry
NAoyIouIKS Tou ZuoThuaTog Alayxeipiong TToAU XowmAn
MpoowTTikoU
Tosompocwnio. amd Eéaepucolc Xpfiote NAoYIGHIKO Tou ZuoTrpaTog AoBeviv Yy
AoyIouIKS Tou ZuoThpaTtog MicBodoaiag Yymi
(e€uttnpeTnTAG BATEWY SedoPEVWV)
AoyIouIKO Tou ZuaThpaTog Alaxeipiong Yy
MpoowTmKoU
Awxorniy Hihextpoddtnong YAIKO TOU ZuaTrpaTog AoBevv MoAJ YynmAn
YAIKO Tou ZuoTuaTtog MicBodoaiag oAU Yy
YAIKO Tou ZuoThuaTog Alaxeipiong MNpoocwTrikoU oAU YymAn
Actoyio KMporiiopol YAIKG TOU ZUuoTAuaTOG AGBEVWIV Métpia
YAk Tou ZuoTtriparog MioBodoaiag Yynii
YAiké Tou ZuoTtAparog Alaxeipiong MNpocwTrikou Yynii
Acoyio. Aoyiopukol Edappoyiov EguttnpetnTig E(chppoyr']g M|099600iag oA YymAn
E@appoyég MNpoowTtikou MoAI YymAn
Egappoyéc AoBevwv MoAd YymAn
S0 Sovaripnong YAuol YAik6 Tou ZuoTiparog AaBeviov MoA YymAn
YAik6 Tou ZuoTthuarog MicBodoaiag XapmAn
YAiké Tou ZuoTtAparog Alaxeipiong MNpocwTrikou Xowmin
S6po. Soviripnong Aopciukol YAik6 Tou ZuoTiparog AaBevov XapmAn
YAiké Tou ZuoTthuarog MicBodoaiag XapmAn
YAiké Tou ZuoTtAparog Alaxeipiong MNpocwTrikou Xowmin
AdBoc Xpriom N\oYIO}IKO TOU ZUOTAATOG ACBEVIY Megaia
AoyIouIké Tou ZuoTrpaTtog MioBodoaiag Meoaia
(E€uttnpetntic Bdocwv Acdouéviny)
AoyiouIKS Tou ZuoThuaTog Alayxeipiong Meoaia
MpoowTTikoU
T TToh0 X |
Poud Kevtpwd ktipo oM Xoyampn
Kijpo 2 oAU Xopmary
Ktipo 3 o0 Xoywmary
TDnppdpo. Kevrpikd ktijpto ToA Xoymar
Ktrjpro 2 o0 XopmAry
Ktipo 3 o0 Xoywmary
. . . X q
Khom) a6 Ecwrepucolc Xprioteg ool Epyosiog opnn
X -
Apopohoyes (Switches ) oA
Extonoté o0 Xopmry

[Tivaxoc18: Babuoioyia Amelhadv
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3.12.2.7 ZXOAMOOHOG TWV ATTOTEAECUATWYV

A6 Tov TTapatravw lMivaka 18 @aivetal 0TI OPIOUEVEG ATTEIAEG €ival TTIO ONUAVTIKEG O€ ETTITTEQO
KPIoIHOTNTAG OTTO AAAEG.

O1 atrelNég e BaBuoAoyia YwnAr, MNMoAU YwnAi kai avw trpétrel va An@Bouv cofapd utrdyn Kai
VA AQVTIHETWTTIOTOUV KATAAANAQ wg o1 Mo Kpioiueg. ETeidr) Ouwg o1 atrelAég he TRV XapnAdTepn Baduoloyia
MTTOPEI va TTPOKAAECOOUV TO €UGAWTO onueio oAdkAnpou Tou TMZIN Tpétrel va AneBouv uttéywn o€

TTPOTEPAIOTNTA.

Ta onueia TToU KpivovTal KPioIua 0Toug oTaBUoUG Epyaaciag yia pia nuépa gival Ta akoAouba:

[}
MioBodoaoiag)

lopop@ikoU AoyIoHIKOU

MAaoTotrpoowTria atrdé EcwTtepikoug XproTeg

MAaocTotrpoowTTia atrd EEwTepikoug XpAoTeg

AcToxia AoyliopikoU 2uoTiiuatog kKar Aoyliopikou AIKTUOU (a@opd Tnv €QOpUoyn

AaoToyia Aoyiouikou E@apuoywyv

Nd&Bo¢ Tou XprioTn

AlakoT1rr) HAekTpodOTNONG

KAotmr) eyypaowv | dAAwv ayaBwyv Tou MNZ (atrd dropa ek1dg 10U 'N)

O1 avwTépw atTelNéG BaBuoAoynBnkav pe uwnAf BabuoAloyia dpa TTpétrel va doBei ueydAn TTpoooxn
KAl TTPOTEPAIOTNTA OTNV UAOTTOINON TWV PETPWY QVTIMETWITIONG TOUG AOYW TOU YEYOVOTOG OTI €X0UV PEYAAO
avTikTutto 010 MZIMN. Autd Spwg dev Ba TTpétrel va onuaivel 011 dev Ba Aaupdavoupe uttdywn Kal TIG
uTTOAOITTEG ATTEIAEG. TlapOAO TTOU OAEG OI ATTEINEG TTPETTEI VA AVTIMETWTTICOVTAI YE TN PBapuUTNTA TTOU TOUG
avoAoyei gival yvwaoTo 0TI n 10Xupr) aO@AAEI0 TOU CUOTAMATOG €ival 6on Kal n ac@dAsia Tou aduvapou

onueiou TNG.
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3.13 YmoAoytoudcg tov kivévvov tov IIEIN

3.13.1 MeBodoAoyia
H peBodoloyia Magerit uttoAoyilel TNV €TTIKIVOUVOTNTA WG OKOAOUBWG:

are subject o
assets
hizrve &
L 4
threats =
. walue i
camne 3 ,-'"f. residual
‘. degradation ¥

< residual ™
%, impact
wmaghes 7 residual
., frequency
ol safequards I

res il:‘;u al ™
Ewoval8: Yroroyiopudg Amethmv

risk

i

class of asset
dimensicn
threat

sk lave

O kivduvog uTtroAoyideTal WG oUvAPTNON TNG ETTITTTWONG KAl TNG OUXVOTNTOG:
Kivduvog = (emimmTwon, ouxvoTnta)

O Kivduvog gival pia TTPayPaTiky TR HeyaAuTtepn Tou undevog. Or TIpEG gival oe Eupw
Kal n ouxvotnta peTpdel eTAola cupBdvra. Edv 0.1 onupaivel pia @opd kadBe 10 xpdvia yia éva
TTEPIOUCIAKO oTolxeio TTou €xel agia 900.000 T16TE 0 ekTINWHEVOGS KivOuvog Ba gival 900.000x 0.1=90000.

H ocuyxvotnTa Twv AtreiAwv
H ouxvoTnTa TWV aTTEIAWV TTEPIYPAPETAI ATTO HIA O€IPA ATTO CUPPBOAIKEG TIMEG.

Mia atrelAn €x€l j onueEia ouxvoeTNTAG WOTE N OUVOAIKH cuxvoTnTa va eival fji.H ouxvotnta
MovTeAOTTOIEITAI ATTO MIa ATTAR KAiJOKA.

risk frequency
PF
VH H
H
impact T B

W very freguent (daly)
F: freguent (monthiy) L WL
HNF: normal freguency (yeariy)

VL WL

| — R — Bl — Bl — |

k nfrequent {svery few years]

[Tivakag 19 : Ymoloyiopog Kiwvovvov

H utroAoyIfOuevn ETTITITWON €ival TO KOOTOG TTOU ATTOPPEEI ATTO TNV ATTEIAR KAl 0 0TOXOG (Target)
uTToAOYIZETAI WG O KiVOUVOG YIa TIG ETACIEG ATTWAEIEG.
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3.13.2 KaBopiopdg Tou BewpnTIKOU KIVOUVOU.

H emkivduvoTtnta €ival n pyérpnon m¢g moaving ¢nuiag oto ouoTtnua. MNvwpifovtag Tnv ETTITITWON
TWV ATTEIAWY OTA TTEPIOUCIOKA OTOIXEIQ, O KivOUVOG UTTOPET va UTTOAOYIOTEI Gueca AapBdavovtag utr dyiv Tn
mOavoeTNTA EUPAVIONG TOUG. YWNAR ETTITITwON Kal TTOAU uwnAf mmlavotnta mmapdyel upnAd kivouvo. O
MOAvAg Kiviuvog OTOV OTTOIO UTTOKEITAI TO oUCTNKA, AdpBAvel uttown Thv agia Twv TTEPIOUCIAKWY OTOIXEIWV
Kal TNV agloAdynon Twv atrelAwv aAAG OxI Ta QVTIMETPA TTOU £XOUV XPNOIKOTTOINBEI.

3.13.3 KaBopiopdg Tou evatropeivavTtog (residual) kKivdéuvou.

MpayuaToTroigital  €mAOy ]  TwWV  UQIOTAPEVWY  PETPWY  ao@aAgiac  pe T dRAwon
Eg@appoynig(Statement of Applicability ) kai katdémv  n atrotiunon Toug. Ev ouvexeia, TpayuatoTToIEiTal
MIa agloAoynon Tng KataAAnAOTNTaG Twv avriyeTpwyv(Safeguards ), TNG TTOIOTNTAG EQPAPUOYAG TOUG, TNG
EKTTAIOEUONG TWV XPNOTWV OTN XPron TouG.

Kartdmyv, o evarrouegivav kKivouvog AapBdver umtdwn Tnv evatopeivaca  ETMTTTWON KAl TNV
QTTOTEAEOUATIKOTNTA TWV METPWYV TTOU €XOuv UAoTToIinBei. YTroAoyiletar dnAadry o kivduvog atmd Tnv
EVATTOPEIVaOO oUXVOTNTA KOl TNV EVATTOMEIVAOA ETTITITWON.

Evatropeivavrag Kivduvog = (Evatropeivaoca_emitrtwon, Evatropgivaoca _ouxvotTnta)

e Abyw TOU OTI N AVAKAWWEVN ETTITITWON UTTOAOYICETAI OTA TTEPIOUCIOKA OTOIXEIQ TTOU €XOUV
ATTOTINNGEI e TNV BIKI TOUG TIPK, ETTPETTEI TOV KABOPIOPO TWV CUVETTEIWV O TEXVIKA TTEPIOTATIKA. Ta
atmoTeAéopaTa QUTAG TNG atroTinong Aoimmov BonBdve kaAutepa Tn dloiknon yia TR AQwn Kpioiuwv
ATTOPACEWV OTNV avAAUon KIVOUVWY TTANPOQPOPIWYV: VO KAVEI ATTOOEKTO €va OUYKEKPIMEVO ETTITIESO
KivéUvou.

3.13.4 AtroteAéopaTta ATTOTiNONG EIKIVOUVOTNTAG.

2t1ov lNivaka 17 kail otnv Eikdva 14 1Tou akoAouBei gaiveTtal n atroTignon tng emKIVOUVOTNTAG
yla Ta Kpiolya trepiouciakd otoixeia Tou MEMN. Katd tn diadikaoia TG EpUNVEIAg TwWV aTTOTEAEOUATWY £YIVE
MIO TTPOTEPAIOTNTA OTA TTEPIOUCIAKAG OTOIXEIQ TTOU UTTOKEIVTAI OTN MEYOAUTEPN ETTITITWON KAl OTO PEYAAUTEPO
Kivduvo.To Aoyiouikd Pilar uttoAoyiCel autdépaTta Tov Babud kivduvou agou oAokAnpwBOouUv Ta TTponyouueva
oTAdIa agloAOYNoNG TWV TTEPIOUCIAKWY OTOIXEIWV, TwV atrelAwv. To Pilar utroAoyiel autopata Tov Kivouvo
WG TO TTO00 TO OTToI0 TTPETTEl va An@OEi uTTOWN YIa TIG £THOIEG ATTWAEIEG. ZTOV akKOAoOUBO TTivaKa QaiveTal n
arroTtignon Tou avakAwuevou(deflected) kivduvou o€ ocuvapTnon PE TIG ATTEIAEG OI OTTOIEG £XOUV TTIBAVOTNTA
likelihood 10% kai n emmiTrTwon oro Noookopeio givail 50%.
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Father Child Threat Risk | Current | Target | PILAR
[E.2] System /
Security
[appdpsn] administrator
[dataemployees] dataemployees appdpsnsolarismI370 errors 2,00E+13 1,68E+11 7,43E+08 4,65E+09
[E.2] System /
Security
[financial] administrator
finlogisticssubcontractor [s_eprotocol] s_eprotocol errors 2,00E+13 2,12E+11 2,55E+09 4,38E+09
[A.11]
[appdpsn] Unauthorised
[dataemployees] dataemployees appdpsnsolarismI370 access 1,04E+13 1,32E+11 7,13E+08 2,17E+09
[E.2] System /
Security
administrator
[dataemployees] dataemployees [datapdpsn] datadpsn errors 1,00E+13 7,87E+10 3,70E+08 2,78E+09
[E.2] System /
Security
[appdpsn] administrator
[dataemployees] dataemployees appdpsnsolarismI370 errors 4,30E+12 4,41E+10 4,68E+08 9,35E+08
[E.2] System /
Security
[appdpsn] administrator
[dataemployees] dataemployees appdpsnsolarismI370 errors 4,30E+12 4,05E+10 2,69E+08 8,70E+08
[E.2] System /
Security
[financial] administrator
finlogisticssubcontractor [s_eprotocol] s_eprotocol errors 4,30E+12 3,61E+10 1,59E+08 1,02E+09
[E.2] System /
Security
[financial] administrator
finlogisticssubcontractor [s_eprotocol] s_eprotocol errors 4,30E+12 4,05E+10 2,69E+08 8,76E+08
[serverpatients] [A.24] Denial of
[dataemployees] dataemployees compagproliantm|370 service 2,43E+12 3,00E+10 1,02E+08 1,08E+09
[E.2] System /
Security
administrator
[dataemployees] dataemployees [datapdpsn] datadpsn errors 2,15E+12 1,52E+10 7,67E+07 4,74E+08
[E.2] System /
Security
administrator
[dataemployees] dataemployees [datapdpsn] datadpsn errors 2,15E+12 1,52E+10 7,67E+07 4,74E+08
[E.2] System /
Security
administrator
[dataemployees] dataemployees [datapdpsn] datadpsn errors 2,15E+12 1,52E+10 7,67E+07 4,75E+08
[E.2] System /
Security
[appdpsn] administrator
[dataemployees] dataemployees appdpsnsolarismI370 errors 2,15E+12 1,66E+10 7,72E+07 3,94E+08
[A.11]
[appdpsn] Unauthorised
[dataemployees] dataemployees appdpsnsolarismI370 access 2,09E+12 2,48E+10 8,46E+07 4,34E+08
[A.22] Software
[financial] finlogisticssubcontractor | [serverprot] questwinerserver manipulation 1,22E+12 1,61E+10 7,70E+07 4,80E+08
[A.22] Software
[financial] finlogisticssubcontractor | [oswindows] oswindows200servg manipulation 1,22E+12 1,52E+10 7,70E+07 6,31E+08
[serverpatients] [1.6] Power
[dataemployees] dataemployees compagproliantml|370 interruption 1,05E+12 1,37E+10 4,67E+07 3,65E+08
[aimodosia] [A.27] Enemy over-
[dataemployees] dataemployees workingroomaimodosia run 1,00E+12 1,30E+10 4,44E+07 5,63E+08
[A.8] Malware
[dataemployees] dataemployees [ossolaris] solaris diffusion 9,70E+11 1,05E+10 3,58E+07 1,33E+08
[appsfinancialwindowspc] [A.8] Malware
[dataemployees] dataemployees logisticsexternalpatients diffusion 9,70E+11 1,05E+10 3,58E+07 1,33E+08
[A.8] Malware
[financial] finlogisticssubcontractor [serverprot] questwinerserver diffusion 9,70E+11 1,05E+10 3,57E+07 1,48E+08
[oswindows] [A.8] Malware
[financial] finlogisticssubcontractor oswindows200server diffusion 9,70E+11 1,05E+10 3,58E+07 1,33E+08
[serverpatients] [E.25] Equipment
ataemployees] dataemployees compagproliantm 055 ,15E+ ,A8E+ ,96E+ LATE+
[d [ ]d | li 1370 | 1,15E+11 1,48E+09 5,96E+06 4,47E+07
[dataemployees] dataemployees [dc] [A.27] Enemy over- 1,00E+11 1,30E+09 4,44E+06 5,63E+07
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datacenterpliroforikhsorganwsis | run
[offices] [A.27] Enemy over-
[dataemployees] dataemployees workingroomisthodosias run 1,00E+11 1,30E+09 4,44E+06 5,63E+07
[E.2] System /
Security
administrator
[financial] finlogisticssubcontractor [s_eprotocol] s_eprotocol errors 1,00E+11 7,70E+08 3,57E+06 1,95E+07
[hospitaldepartments] [A.27] Enemy over-
[dataemployees] dataemployees hospitaldepartments run 1,00E+10 1,30E+08 0,00E+00 5,65E+06
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.1] Fire 1,00E+10 1,31E+08 0,00E+00 5,06E+06
[aimodosia]
[dataemployees] dataemployees workingroomaimodosia [N.2] Water 1,00E+10 1,77E+08 0,00E+00 5,50E+06
[aimodosia]
[dataemployees] dataemployees workingroomaimodosia [N.1] Fire 1,00E+10 1,31E+08 0,00E+00 5,06E+06

[Tivaxkoag 17: Zvvoikog Kivovvog

AVOAUTIKA, TO GUVOAO TNG ATTOTIMNONG TNG AVOKAWMEVNG ETTIKIVOUVOTATAG TTPAYUATOTTOINONKE yIa
mOavétnTa (likelihood) 10% kai etTiTrTwon 10%. H atroTipnon Twv atrelAwy yia Ta CUYKEKPIYEVA ayaBd
@aivetal oto MapdaprTnua E.

datalabpatients
hozpitalkdepatments dataemployees

aimodosia financial

secretary datapdpsn

de = _hlooddata

- =_sprotocal

AL S
|
CObA fireaall ll» apspdpsn
_
COom LAN 1 nmaw

ersonalcomputer ospowindows

zelverhlood aswindows

Koékkwvo: Potential
MmAé: Current
[Ipdowo: Target
dovguw: Pilar

servel patients ozzolariz

Ferverprot appetinancialwindowzpo

linegrinter appaiocal

Hi/ specialapps

Ewévald: Avoxiopevn Erkivéuvomta

1. O KivOuvog UTTOAOYIOTNKE GUVOAIKA UTTO OUYKEKPIPNEVEG OUVONKEG
[12],[13],[14],[15],16],[17],[18], [19], [20], [21]:

2. 20Powva pe Tn geBodoloyia Magerit 0 avakAWPEVOS KivOUVOG UTTOAOYIOTNKE OE BIAPOPETIKA
TTEPIOUCIAKA OTOIXEIA.

3. YmroAoyioTnke O OUVOAIKOG KivOUVOG TWV TTEPIOUCIOKWY OTOIXEIWV TTou Ogv  €XOUV
AAANAECAPTNON KAl TITTOTA KOIVO JE UWPNASTEPO OTNV IEPAPXIO TWV ECAPTACEWY TTEPIOUCIAKA OTOIXEIQ.

4. YTToAOyioTnKE O KiVOUVOG TTPOEPXOMEVOG aTTO BIAPOPETIKEG ATTEINEG OTO idl0 TTEPIOUTIaKS
OTOIXEIO OTTWG ETTIONG KAI O KivOUVOG MIAG ATTEINAG UE DIAPOPETIKEG ATTAITAOEIG AOPAAEIQG.

5. Aev aBpoioTnke 0 CUVOAIKOG KivOUVOG aTTO EEAPTWHEVA TTEPIOUCIAKA OTOIXEIA.
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3.13.5 ZXOAIOOMOG TWV ATTOTEAECHATWV

.O evatmopévwy BaBuodg NG €TMIKIVOUVOTNTAG UTTODEIKVUEI TTOIA TTEPIOUCIAKA OTOIXEIQ TTPETTEI va
TTpooTaTeEUBOUV AauBAvovTag UTTOWN Ta UQPIOTAPEVA PETPA OTO TTANPOPOPIAKO cuoTnua. O avakAwWPEVOG
Kiviuvog €xel AaBel uttdwn Tou TIG AAANAECAPTAOEIG PETAEU TOU KABE KPIOIMOU TTEPIOUCIAKOU OTOIXEIOU Kal
QUTWV TTOU €CAPTWVTAl ATTO AuTO. AUTO Onuaivel OTI, KATTOIO TTEPIOUCIOKO OTOIXEIO TTAPAUEVEI HE UYNAO
BaBud emkivouvoTNTAG KAl OV QVTIMETWTTICETAI IKAVOTTOINTIKA aTTO T UQIOTAPEVA HETPA TTPOCTACIAG.
Etreidr], To Noookopegio dev €ixe OAOUG TOUG TTOPOUG VA €EETACEI OAOUG TOUG KIVOUVOUG TTPOCDIOPIOTNKAV
KATTOIOI KivOuVvol va €¢eTa0TOUV O€ PEYAAUTEPO BaBuo kal TTepIcodTEPO. H Babuoloyia Tou Kivouvou eival
EVOEIKTIKA) €TTEION £XEI UTTOAOYIOTEI ME UTTOKEIMEVIKO TPOTTO OAAG €ival TTOAU Xprioiun yia TO TIOIEG
TTPOTEPAIOTATESG Ba TTPETTEI va 080UV OTNV AVTIPETWITION TWV KIVOUVWV.

H atroTtipnon €xer AdBel utr’ dywiv TNV OUVOAIKR) atToTipnon OAWV TWV TTEPIOUCIAKWY OTOIXEIWV
TToU aAAnAog€apTwvTal HETAEU TOUG, Kal OTA PETPO AOPAAELiaC.

3.14. Avtiustpa

3.14.1MeBodoAoyia

H AvdaAuon Emkivouvotntag twv MNAnpogoplakwy ZuoTnudtwy Tou 'N, Ta atroteAéopara tng
OTTOIaG TTAPOUCIACTNKAY OTO TTPONYOUNEVO KEPAAAIO, KATADEIKVUEI TN dUVATOTNTA VA EVTOTTIOTOUV Ol TOUEIG
TTOU ATTAITOUV TN AfYn PETPWY TTPOCTACIAG - AVTIMETPWYV KAl VO TTPOCBIOPIOTEN TO ETTITTIEO0 TTPOCTACIAG TTOU
atraiteital. ‘ETol eMAEXBNKE pIa OTPATNYIKA yIA va PEIWOEI N €TTITITWON KAl 0 Kivduvog Kal kaBopioTnkav Ta
KaTaAANAa avTigeTpa yia Tov TTapatmdavw otoxo. KabopioTnke n oidtnTa TTOU atralitolv auTd Ta avTipyeTpa
Kal oxedlaoTnKe éva 2xéSI0 AoPAAsIac yia TRV HEIWON TG ETTITITWONG KAl TOU KIVOUVOU O€ AVEKTA
eIiTeEdA TO OUVOAO TWV AVTIHETPWV(METPWYV TTPpooTACIaG) Kal TNV MoAITIK) AC@AAEIag.

lNa tnv diaxeipion kivduvou TTAnpogopiwv oT1o Noookoueio, akoAoubndnke n peBodoloyia
MAGERIT yia Tnv Afjyn atmroQacewv.

H de§apevl Twv pérpwyv gival To ISO27001 kai TO AOYIOPIKO TTPOCQEPEI TN dUvVATOTNTA VA
emMAEyovTal TroI0  PETPA  €@APUOCOVTAl OTn  OUYKEKPIMEVN Blaxeipion  KIVOUVWYV ME Tnv ARAwon
Eg@apuooiudétnrag(Statement of Applicability). Etriong, utrdpxel pia tmpoteivopevn Babuoloyia  yia
TTPOTEQAIOTATA TTOU ONAWVEI TNV KPIOIUOTNTA Twv avTipeTpwyv autwv(Safeguard Evaluation) Trou
TTapoucidlovtal oto lNapdptnua ZT oUP@wva Pe TNV otroia €TMAEEQUE TV UQIOTAPEVN KATAOTOON TNG
EQPAPMOYAG TWV AVTIMETPWY KAl TOU OTOXOU TOU ETMITTEQOU OTO OTToio BéAoupe va @Taooupe. Autd pag
BoriBnoe va utroAoyiocoupe Tov evattopegivavTa Kivouvo. To yeyovog OTI TO AOYIOHIKG TrepIAaupBdavel Ta
EMITEdA WPINOTNTAG Eival ONUAVTIKO YIA TOV TTPOYPAPUATIONS TWV XPOVOdIaypaPUATWY UoTroinong Tou
épyou.

2UPQWVA JE AUTRV, Ol ETTITITWOEIG KAl Ol KivOUVOl TTOU €KTIBETAI TO oUOTnuUa KaBopifouv évav
apIBud ammo@dcewy €CApPTWPEVO aTTO TTOAAOUG TTapdyovTeG. AdBaUE uTTOWN TIG VOUIKEG UTTOXPEWOEIC OTIG
otroieg utrékeital To Noookopeio, TTou emBAAAovTal aTTd E0WTEPIKOUG KAVOVIOUOUG, Kal atd cuufoAaia.
Emiong, otn @don ¢ dlaxeipiong emkivouvotnTag Bewpndnke 611 To Noookopeio Trpérrel va AdBel
UTTOYN TOU OPICHEVEG ETTITITWOEIG Yia TRV Onpocia eikOva Tou (BEparta @APNG) ECWTEPIKNAG
TOAITIKAG, OXE0EIG UE TOUG UTTAAARAOUG, TNV IKAVOTNTA VA TTPOCAAGRBOUV IKAVO TTPOCWITIKO, KATT.

Q¢ mpotepaIdTNTA, TO CUCTNUA TIPETTEl va €AaBe uttdywn Tou TA TTPOANTITIKA QVTIMETPA TTOU
dlac@aAiCouv OTI N atelAr] dev Ba cupBei A 611 n ¢nuia gival pikpr. 'ETol autd ptropolv va ammoTpéyouv
TEPIOTATIKA 1) €TMOE0EIC. TOo KOOTOG avd wpa utroAoyifeTal yia kG0e ocevapio. EAQBnoav utréyn o
EVATTOHEIVAV KiVOUVOG, TO KOOTOG TWV AVTIMETPWY, TO ETHOI0 KOOTOG CUVTHPNONG TWV OVTIMETPWY,
TN BeATiwon TNG TTapaywylkotTnTag. H agioAdynon yia tnv epapuoyn i Oxl TwWV AVTIMETPWYV TTPOKUTITEI
amd éva ouvduaouo Tou TUTTOU TWV TTEPIOUCIOKWY OTOIXEIWY, TWV ATTEIAWV OTIC OTTOIEG €KTIBETAI, TNG
ATTAITNONG AOQAAELIAG TTOU TTPETTEI VA AVTIUETWTTIOEI KAl TNG ATTOTIKNONG TOU KIVOUVOU.
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H €vvola Tou ocoBapou kabopioTnke wg OTI aTTaITEl TTPOCOXK), OTI £XEI ouoia ETTEION QTTAITEI
TEPAITEPW €CETAON KAl OTI eV atraiTei AAAEG EVEPYEIEG yia va PETPNOEl 0 Kivouvog.Ta avwTépw eival
ONMAvTIKd, yia va KaBopioTei 1016 onueio kivduvou gival TToid onPavTiko, Kal Trold gival Kpioiyo atd Tnv
arroyn OTI atTaITel TTEiyouca TTpocoxn. H Tagivounon Twv KivoUvwyv KaBOpIoE TN OXETIKI TTPOTEPAIOTNTA
TWV OIAPOPETIKWV TTPAEEWV.

H emkivouvotnTa  €AQONn uttdywn e TTpoooxn Kal Tekunplwpéva. O Adyol tmou kaBioTouv
duvarn Tnv arrodoxn cival ol €EAG: N evaTTouEivaoa ETTITITWON KAl O EVOTTOPEIVAV KivOUuvog €XEl UTTOAOYIOTEI
KAl TO KOOTOG TWV METPWV XPOVIKA gival duoavaAoyo €AV CUYKPIBEI PJE TNV EVATTOUEIVAOA ETTITITWON KAl
ETTIKIVOUVOTNTA.

H atmroteAeopatikOTNTa TOU OXESIOU OO@AAEIOG TTPOUTTOBETEI TNV OUVEXH, TTICTA KOl
OUVOAIKN) g@apuoynl Tou. Ta avTigerpa Tou TrpoTeivovTal PBpiokovral o€ aAAnAe€dpTnon Kal n
QATTOTEAEOUATIKOTNTA EVOG QVTIUETPOU €ival ouvapTnon TnG opBng uAotroinong evog aAAou. lMNa apadeiyua,
KOVEVA TEXVIKO AVTIMETPO OV TTPOKEITAI VO ATTOOWOEl TA AVOAUEVOMEVA OTTOTEAEOMATA, XWPIG TRV
TAPAAANAN €@apuoyn HIOG KATAAANANG opydvwong Kol gvog TTPOYPAUMOTOG EKTTAIdEUONG Kal
EVNUéPWONG.

H emAoyp povo Twv o “KPIiCIHWV’ N “AUEONG TTPOTEPAIOTNTAG” OVTIHETPWYV EVEXEI
ooBapoug KivdiUvoug Ta oTolxEia ota otroia Bacifovral va eival ammAd oTaTioTIKG dedopéva Ta oTToia
MTTOPEl va €ival yvwoTd oTov emmiBEéuevo. TOTe Ba €mMAECEl TPOTTOUG €TTIBEONG TTOU QVTIOTOIXOUV O€
OTATIOTIKA AlyoTEpO TBavEG amelAés. ‘ETol, apéowg n mlavétnTa eud@aviong n oxi Twv  atmreildwv
OlaQOPOTIOIEITAl.

3.14.2 Avriperpa yia 1o NMZCN

2T CUVEXEIQ ava@EpovTal, opadoTroinuéva, Ta onUavTikOTeEpa onueia Tou Zxediou AopaAciag. H
AeTTTOMEPNG AglOAOYNON TWV avTineTpwV TTapoucidletal oto MapdpTnua Z.

OAa Ta TTpoTEIVOPEVA QVTIMETPA £XOUV OTOXO VA TTPOCPEPOUV UWPNAOTEPO OPENOG O€ OXEON UE TO
KOOTOG e@Qapuoyng Toug (cost-effective). TMoAAG amd Ta pETPA gival YXAapnAou KOOTOUG Kal
TTpaypaToTrolouvTal JE aTTAEG puBpioelg Kal aAAayég oTnv opydvworn. Etiong, cupgwva e TNV KAAN
TTPOKTIKI TA QVTIUETPA KATA TNV UAOTTOINGN TOUG Ba TTPETTEN va €ival adlagavr) oTo XpnoTn.

Q¢ onuavTIKOTEPA ATTO TA TTPOTEIVOUEVA AVTIUETPA BewpouvTal: N UAOTToINON £VOG OPYaVWTIKOU
OXAMOTOG ao@aAgiag he TNV avdBeon Tou poAou Tou YtreuBuvou AcpdAciag MNZ oe oTéAeXog HE TA
KatdAAnAa mpooovra, n uviofétnon tng MoAimikng Ac@dAsiag MNMZ kai Tou Kwdika AgovroAoyiag, n
S10pépPwon KATAAANAOU XWPOU OTEYOONG TWV BACIKWY UTTOAOYIOTIKWV OUCTNHATWY Kal N
KOTAAANAN &KTTaideuon — KATAPTION TOU TIPOCWTTIKOU. 2Ta MPETPA ME AUECN TIPOTEPAIOTNTA
mepIhapBavetal n atmrodoxr NG MNMoAimikng AogpdAciag MNx ammdé 1n Aloiknon Tou I'N, KaBwg Kal N epapuoyn
Tou Kwdika Acgovrohoyiag. Etriong, 10iaitepa kpioiun €ivar n diapdépewon kKatdAAnAou xwpou
e§utrnpeTnTWV (server room) vyia TIG Baoikég epapupoyég Tou MZ Tou TN Kal €10IKOTEPA YIO TOUG
eCUTTNPETNTEG TWV e@apuoywyv ME Tou TN kai TG MioBodooiag. ATtraiTeital €1miong, n avamTugn
O100IKAOIWV EOWTEPIKNG KOl €EWTEPIKAG E€TTOTrTEiag Kol gAéyxou (audit). Eivar onpavtiké va
O100@OAIOTEI N oUuVvEXIOoN AEITOUPYIOG KAl N AVTIMETWTTION EKTOKTWYV TTEPICTATIKWY Kal IS1AiTEPA OTN
AQ@n Kai S1aXEipPIoT TWV EPESPIKWYV AVTIYPAPWYV SESOHEVWV.

EmmAéov, atTaiteital n UAOTroinon TWV AVTIETPWY TNG QPUOIKAG AOQAAEING TWV XWPWV
61ToU QUAACOOVTAI aPXEiO HE 1ATPIKA OeOOMEVA KOl YEVIKOTEPA gudioOnTa TTPOCWITIKA Oedopéva,
OTTWG Ta BIBAI TTOU TNPOUV Ol 1aTPOI OTIG KAIVIKEG.

MOAU onuavtika OIoIKNTIKA-OPYQVWTIKG PETPA  OTTOTEAOUV, N OVATITUSN Kal €EKTTOVNOn
TPOYPAMMATOG EKTTAIOEUONG KAl EVNMéPpWONG o€ {NTAMATA XpAong Twv X yia TO TTPOCWITIKG TOU
'N kai n ekTaideuon Tou TTPOOWTTIKOU Tou Tunuartog MNAnpo@opikng kal Opydvwong o€ BEpaTa aoPaAeiag.

To 'N o@eiAel va CUPUOPPWVETAI PE TN VOPOBETIa TTEPI TTPOOTACTIOG TTPOCWTTIKWY OEOOUEVWV
(N6uog 2472/97).
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Ta TTpoowTtTiKG dedopéva TTou etmegepyddovtal Ta MNX Tou Noookopugiou, OTTwG Ta dEQOMEVA TTOU
a@opouVv acBeveig, voonAeuduevoug Kal To0 TTPOoWTTIKG Tou 'N, va Tuyxavouv eTTeéepyaciog oUP@WVa JUE TO
N. 2472/97 ka1 TIG odnyieg TTou €xel ekdwaoel n Apxn lMNpootaciag MNMpoowTtrikwyv Agdopévwy YTTeUBuvog
Ac@dAsiag M eival utTEUBUVOCG yIa TO XOPAKTNPIOUO KABE OuGdag dedOUEVWY, WG «DEDOUEVA TTPOCWTTIKOU
XOPAKTAPO», «euaiodnTa TTPOCWTTIKA dedopévax» 1 «dedoPEVA UN-TIPOCWTTIKOU XOPAKTAPO», CUNPWVA UE

Ta opigdpeva oto N.2472/97.

Ta mrpoTeivoueva MéTpa MpooTaciag evidooovTal oTIG aKOAOUBEG YEVIKEG KATNYOPIES Kal

avOoAuTIKG gaivovtal oto NMapdapTnua H:

[Tivaxag 19: Métpa IIpootaciog

Ap.Métpou

4.2

4.13

4.11

A5

4.1

4.1

4.1

4.2

4.14

4.5

4.4

4.6

4.9

4,2

4.9

4.9

4.9

4.12

4.7

MoAiTik Ac@algiag ka1 Kwdikag AsovroAoyiag
Tuppopewon pe NopoBeTiko kai KavovioTiké MAaioio
OpyavwrTiki Yrodoun

Mpoowiké

Ektraideuon otnv Ac@dAeia MAnpo@opiakwy ZucTNHATWY

Emomrreia kai ‘EAgyyxog

Aiaxeipion NMepioTatikwyv MapaBiaong Tng Ac@dAeiag NMANPo@opIoKWY ZUCTNHATWY

TauTtotroinon kai AuBevTikotroinon

"EAgyxog MNpootméAaong kai Xpriong MNépwv

Alaxeipion EpmioTeuTikv AeSopévwv

Avadoxoil Epyaciwv Avdamtugng kai Zuvripnong
MpooTacia AoyicuIKoU

Aiaxeipion Ac@dAeiag AikTOou

MpooTacia amé lopop@iké AoyioHIKO

Acpalng Xprion HAekTpovikou Taxudpopeiou kai NMAoRynon oto AladikTtuo
Ac@dAeia ESotrAiopoU

®uoiki AopdAeia Ktnplokwv EykotaoTdoewv
MpooTacia Apxeiwv Eyypdewv kai PakéAwv

MpooTacia awé KAotn E§orAicpuou

MpooTacia amwé Mupkayid

MpooTacia amwd MAnupipa kai Akpaia Kaipika @aivopeva
2x£d10 AvtipeTwmong EktakTtwv Avaykawv

MpooTacia Emkoivwviwv

Alayeipion KPUTITOYPAQPIKWY KAEIBWV
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3.15 EmiAoyog

3.15.1 levika

H 1Tapouca peAétn avaAuong kivouvwy oto MNX 'N digpedvnoe 10 BaBud emmKIVOUVOTNTAG TWV
KPIoIHWV TTEPIOUCIaKWY OTOoIXEiwV Tou MZ Tou 'N Kal avédeige péTpa ao@aAEiag yia TNV AVTIMETWTTION TOUG
oTa TTAgiola NG dlaxEipIong TNG ETTIKIVOUVOTNTAG.

2KOTTOG TNG €pyaciag ATav n avaAuon Kal aTToTiNNon OUYKEKPIMEVWY aTTelAwy Tou MMX Tou N
WOTE VA UTTOAOYIOTEI ME TTOCOTIKOUG Opoug 0 BaBuodg emikivouvoTNTAG Yia KAOE cuvduaoud atrelln-
ayaB06. Merd tnv uAlotroinon Tou apxikou oTadiou atraiteital 0 KaBopIouds evepyelwv €101 WOTE va
ETMTEUXOEI TO €TTITTEDO WPINOTNTAG TTOU €XEI TEBEI WG OTOXOG Kal va TrpooTateutouv 1a X Tou 'N oTOV
emMBuUUNTS BaBud aoaAeiag Toug.

Ta amoteAéopoTa autd Trapriyayav TiG OIadIKOoiEG AC@AAEiaG 01 OTToiEG OTO TTAQICIO MIOG
QTTOTEAEOUATIKAG OTPATNYIKAG CUUTTEPIAQUBAvVOVTal OTn dnuioupyia Tou oxediou ac@algiag. Ta avriyeTpa
ao@aAciag autd TTou TTapnxbnoav atrd tnv dlaxeipion €MKIVOUVOTNTAG Padi YE TNV TTONITIKA) AO@AALiag Tou
I'N dnuioupyouv TO OXEDI0 AOQPAALIAG TO OTTOIO TTPETTEI VO EQPAPUOCTEI CWOTA WOTE va ETITUXEI TO OTOXO
TOU.

3.15.2 MNpoTtdoeig BeAtiwong.

3.15.2.1 XuAAoyn Asdopévwy yia XpRon oTo epyaleio Pilar.

H peAéTn avédeite onuavTIKA TTPORANUATA KAl EANEIYEIC AO@AAEIQG TTPOG AVTILETWTTION KAl ONUEia
TPOOOXNG. Ta TTEPICOOTEPA  PTTOPOUV va €TAUBOUV péoa atrd T1o id1o 10 'N Kal €xouv PIKPOTEPO KOOTOG
uAotroinong. H avdAuon kivouvwy Opwg gival duvapikr) d1adikaoia Kal N UAOTTOINON TWV PETPWY aOPAAELiag
yiveTal oTadIaka.

H dieCaywyn tTng avaluong emkivouvotnTag mpeEtel va AdBel uttdywn Tng 1o JATRHA TNnG
UTTOKEIMEVIKOTNTAG KATA T cUAAoYN Twv dedopévwy yia 1o MNMZ Tou N £1T€10r) OTNPIXONKE OTIG ATTOWEIG
Tou TTpoowWTTIKOU Tou 'N. ETTopévwg, n akpifela Twv atmmoTeEAEOPATWY €TTNEEACETal €ival ouvapTnon NG
QVTIKEIMEVIKOTNTAG TWV ATTAVTACEWYV TOU TTPOCWTTIKOU.

e Eival xpAoigo va yiveral KaAUTePN evnUEPWON Twv TTPORANUATWY TTOU OXETICOVTAl PE TNV
ag@aAeia Tou MZ Tou I'N 6TTWG:

e >UVEXN TTEPIOTATIKA TTOU OXETICOVTAI E TNV AOPAAEIQ.

e 'EMeiyn poBAswng yia agloAdéynon Twv avaykwv Tou Noookougiou TTou OoxeTiCovTal YE TNV
EKTTAAPWOT TNG ATTOOTOANG Kal Twv epyaciwy Tou I'N.

e Avavéwaon TwV TTPOIOVTWYV Kal TwV YTTNPECIWY TTOU ATTAITOUVTAI.
o TexvoAoyikEG aAAayEG
e AvAtTU¢n VEWV CUCTNPATWV.

Oa Ttpémrel va An@louv utroywn oxOoAla atmrd peAéTeg ao@algiag yia ta MX Tou N
OPYOAVOYPAMHATA, OTTAITAOCEIG, TEXVIKEG TTpOodIaypa@Eg, TTANPOPOPIEG TTOU VA UTTOOEIKVUOUV TIG
KPIOIMEG TTEPIOXEG ATTOTEAECHATA ATTO TTPONYOUMEVEG AVOAUOCEIG ETTIKIVOUVOTNTAG.

H peAétn Ba mrpétrel va AapBdvel utrdwn TO KOIVWVIKO KAl OpYyavWTIKO TTAQiCI0 AEIToupyiag Tou
M.Z. H peBodoAoyia divel Tn duvaréoTnTa £MIAOYAS ATTAITAOEWYV aT1rd 10 ISO27001 KaIl TTPOCAPHOYAS
TOU YIO €QapHoy] O0TO OUYKEKPINEVO TrePIBAAAov Tou TN. AGyw Tou OTI n avdAuon kai diaxeipion
KIVOUVWYV €gival pia duvapikn diadikaoia Ba TTPETTEl va UTTAPXElI OUVEXWG ETTIKAIPOTTOINCN TWV €UTTABEILOV
atré Tnv Baon Tou NIST kKaBwg €1Tiong Kal atrd Ta PETPA TTOU £XOUV £QAPPOOTOTATA KAl aTTO AAAEG KAAEG
TTPOKTIKEG OTTWG €ival n Bdon dedopévwy Tou NIST IT Grundschutz Tng BSI.
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Kegpahaio 3-MeAéTn AvaAuong kai Alaxeipiong Kivouvwvllz-I'N
3.15.2.2 KaBopiopog emimrédwyv wpipoétntag(Maturity Levels).

3.15.2.3 EmimrAéov péTpa ac@alAeiag

EkTiydrar 611 n xprnion tou AIadIKTUoU, OTTWG KOl TOU NAEKTPOVIKOU Taxudpouegiou atrd TO
TTPOOWTTIKO Tou NOOOKOWEIOU, 0E OUVTOUO XPOVIKO dIACTNUA Ba atroTeAEl ouvABn TTPOKTIKY YIO ONUAVTIKO
ap1Bud utraAARAwv. Katd cuvémreia, Ba TTpétmel va atrodoBei n avaloyn onuacia ota PETPA TTPOCTACIAG
KaTd Twv KIVOUVWV Kal OTTEIAWV TTOU aTToppéouv atmd tnv TTAoniynon oT1o Aladiktuo Kal Tn Xprnon
NAEKTPOVIKOU Taxudpoueiou, OTTwG eival n eEATTAwON TTpoypauudTwy 1wy, n duvatdmnTa TTapeicepnong
TPITWV.

Eival xprioiya emitAéov pETPA AOQAAEIAg OTNV €YKATAOTOON TOU AOYIOMIKOU HE OIKQIWUATA
TPOOPAONG ME OUYKEKPIMEVA DIKAIWUATA OTOUG XPNRoTeg Tou Pilar  pe Aoyapiacpoug xpriotn Adyw
€UaIoBNTWY TTPOCWTTIKWY OEDOUEVWV.

Etriong, duvaral 1o Pilar va xpnoigotroindei yia va trpayuatotroinBei 1o 2x£010 ETixeipnoiakng
2 UVEXEIDQG.

AkOua, TTpETTEI TO OXEDI0 AOQAAEiaG va CUUTTANPWOEI e To oxED10 EKTaKTNG AvAykng.

Na dnuioupynBei éva co@alég TrepIBAANov eykaTdoTaong Aoyiopuikou EAR/Pilar.

65



ITAPAPTHMA A XYvAAoy1) TTEPLOVGLAK®WY 0 TOLXElwV IIX-T'N
The following sections provide forms for collecting the data in a risk asaysl management project.
For each type of asset:

-[D] data / information

«[S] services

-[SW] software

«[HW] hardware

«[COM] communication networks
«[SI] media

«[AUX] auxiliary equipment

«[L] installations

«[P] personnel

[O] Data / information
FO¥j Dara ~ I TorimeESmorm

e [ name:
deacription-

propristary:
responalbbs:

type (bck on 3l thoss that apply):
{ ) [¥¥] wital reconds
[ ) [com] data of commencdal Imerest
[ 1 [3dm] data Interesting for the pubdic Sadministration
[ ) O] Intemal management data
[ ) [BOUrce] Source comsa
[ ) [Exe] executabls code
[ ) [ConT] confguration data
[ 1 Dog] achvity log
[ ) (est] test aata

{ i [per] personal data
I 1A nigh lewel
I ) medlum e
I 1[B] oasic =wel
[ i Dab=l] classMaed fata
I [S] TOP SECRET
{1 [R] SECRET
I [C] COMFIDENTIEL
{1 [DL] RESTREINMT
I ) [SC] NG LAS S IFIED

waluaton of the datainformation, typicallty In the Tolowlng securlty dimeansions:
['] Integrity
[C] confidentiallty
[&_D] authanticity of who accesses the data
[T_0O] accouniatdiity of who accesses the data, when, and what they oo

Waluanomn
Ty s Mo valoe rags o

r=f
Aa_oj
m_oj

Dependsncies @n 55605 below jchildran)
assat: |ungma:
wihy?:

anset: [wegres:
wihy 7

assgt: |n|ngr\a-&:
wihy?:
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%] Sernnices

S§ San'ices

crde:

narme:

description:

regp=osmalhbs:

[ J [erarar] wiorkd wide web
[ i eined] remobs t=rmilnal
{ J [Emal] slecironic mall

[ } [Mip] M= transfer
{ i [=dl] =lectronic data Imberchangs

{ } [dir] direciory Service

{  dm] kdenity mandgement
{ § Ppm] privilesge managemsrt
[ ) [okI] P¥I — publc key Infrastruchure

typs (Hok on ail thosp that applyl:
{ } [ENon]) 3NonyMous (o UsEr dentfcation)
{  [oub] general public (Mo contract)
[ J [=xt] for extemal weers (subject o conbract)
{ J Prt] Intemiad (internal ussrs, and means)
[ } [cont)] provided Dy a third pany {not owned means)

Walumaton of the sendiceas oifersd by the aorganisation o others., typlcally In the follwing dmsensions:

[ avallabdity

[&_ =] authentciy of whao accesses the service
[T_=] accowntablity of who acoesses the service, when and what they do

e e s Ao

valee

Valuamom

rog

=]

r_=sj

Dependa@ncdes on S5500s adow [chaddran)

anset: |oegres:
wrihoy 3
anset: |aegres:
wihy 7:
amsat: [oegres:
wihy 7 :
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[SW] Software
[SW] Software

Cda; Name.

deacription:

reaponaible:

type (Bck on 28 thosa that aoply):
[ } [erp] In-house development (in house)
{ | [sub] sub-confracied development
[ | [s30] s4andand jo the Shel
| § [orowsar] web Drowses
[ I [rww] presentation seaer
{ 1[emad_client] email cient
{ 1 {apo] aoplication server
| § [Fie] Nie seTver
| ) [dbms] database managemeant systam
{ 1]tm] transactional moniios
{ 1 [ofMcs] ofMice computing
{ § [av] anti winus
) (backup) backun system
{ 1 os! operating system
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[HW] Hardware

civig: name:

descriphion:

reaponaibia:

location:

e

typa (tck on 3l those that apply )
[ ) (osl] lange equipment
[ ) [mid] midsize equpment
[ ) [pc] personal computing
[ ) [Mobla] moble COmpUtng
[ ) [pda] PDA
[ | [easy] easy 1o repiace
[ ) [data] that stores data
[ | [penpheral] perpheral
[ ) [print] printar
[ ) [scan] scanner
| ) [crypto] crypiographic device
[ ) [network] network device
| [modem] model
) o] hatb
) [wiich] ewitc
j [rowten router
[ ) [oridge] bridge
[ ) [Mrewall] frewa
[ | [pabx] branch exchange

[COMM] Communication networks

OO Communrcamiom Mensorns

ordE: Narme:

descrptiomn:

reap-omaible:

location:

murmiser:

type (tck on all those that apply )
[ ) [PSTH] telephane nebaork
[ 1 ISDN] ISDM {dighital nebarork )
[ ) (X25] %25 (data mebaork)
[ ) [ADSL] ADSL
[ ) [ep] pont 1o point
{ ) [radia] wirsless nebwork
[ ) [=at] sabeliibe

[ ) [LAN] Iocal area network

[ ) [MAN] metropoiitan area nebwork

[ § Pintemet] Intermet

{ ) [vpn] wirtzal private nebaork
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| R R

L) InsTailamons

cda: namae:

description:

reapenalbla:

location:

Mmurmieer:

type (tick on all those that apply):

[ ) [site] shte

[ ) [oulding] bullding

[ ) focal] premises

[ ) [mobile] moblle platiom
{ ) [car] land vehicie: car, tnuck, &fic.
| | [plane] alrcrat, alrplane, et
{ | [ship] s2a transpart: ship, boat, etc.
| | [sheher] sheker

[ ) [channel] channal

[F] Personnel
[P} Parsonnai

Crda: Nea g

descrption:

mumirer:

type (bck on all those that apply):
[ ) [ug] external wsers
{ ) [ul] Internal usars
{ ) [op] operators
[ ) [adm] system adminlstrators
[ ) [com] communications administrators
[ ) [dba] database administrators
[ ) [des] developers
[ ) [sub] sulb-contracions
[ ) [prov] providers
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IMAPAPTHMA B Amotiunon meplovoiakwy otolyeiwv IX-IN

Value model
project: [nos1] nosl

Project data

nosl nosl

library | [std] INFOSEC library (8.11.2013)

Dimensions

[A] Availability

[I] Integrity

[C] Confidentiality

[Auth] Authenticity of users and information
[Acc] Accountability of service and data
[V] Value

Security domains

[base] Base

Assets

Layer - [B] Essential assets

[datalabpatients] datapatients

[dataemployees] dataemployees

[financial] finlogisticssubcontractor
Layer - [IS] Internal services

[datapdpsn] datadpsn
[S_blooddata] s_blooddata
[s_eprotocol] s_eprotocol

Layer - [E] Equipment

[SW] Applications

[appdpsn] appdpsnsolarismi370

[ossw] os

[ospcwindows] ospcwindows

[oswindows] oswindows200server

[ossolaris] solaris

[appsfinancialwindowspc] logisticsexternalpatients
[appslocal] bloodfinanceeprotocolotsquestwiner server
[specialapps] firewallastro

[HW] Hardware

[lineprinter] lineprinter

[serverprot] questwinerserver

[serverpatients] compagproliantmi370
[serverblood] compagproliantmI370g3
[personalcomputer] pcwindows

[COM] Communications

[LAN] Local Area Network
[firewall] firewall
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[AUX] Other elements
Layer - [SS] Subcontracted services

Layer - [L] Facilities

[offices] workingroomisthodosias

[dc] datacenterpliroforikhsorganwsis

[secretary] secretary

[aimodosia] workingroomaimodosia

[hospitaldepartments] hospitaldepartments
Layer - [P] Personnel

Summary of valuation

[B] Essential assets

asset [A] (1 [C] [Auth] | [Acc] [V]

[datalabpatients] datapatients 215K(1) 100K(2L5K(3) | n.a.(4) | n.a.(5)| 100K(6
[dataemployees] dataemployees 1IM(7) 215K (8)15K(9) | n.a.(10) n.a.(11)| 215K(12)
[financial] finlogisticssubcontractgr215K(13) | 1M(14) | 215K(15)| n.a.(16)| n.a.(17)| 100K(18)

(1)

[5.pi1] is likely to cause significant distress to an individual

[7.Iro] is likely to lead to a major breach of a legal or regulatory obligation

[7.da] Is likely to cause major disruption to activities within an organisation and with major impact on other
organizations

[4.rto] 4 hours < RTO < 1 day

(2)

[6.pi1] is likely to cause significant distress to a group of individuals

[5.pi1] is likely to cause significant distress to an individual

(3)

[6.pi2] is likely to cause a significant breach of a legal regulatory requirement for personal information

[7.1g] Is likely to result in widespread adverse publicity

(4)

[pi] Personal Information:

[6.pi2] is likely to cause a significant breach of a legal regulatory requirement for personal information

(5)
(6)

(7)

(8)

(9)

(10)
(11)
(12)
(13)
(14)
(15)
(16)

(17)
(18)

[7.Iro] is likely to lead to a major breach of a legal or regujabbligation

[6.pi2] is likely to cause a significant breach of a legal regulatquirement for personal information

[5.Iro] is likely to lead to a breach of a legal or regulatory obligation

[5.pi1] is likely to cause significant distress to an individual

[9.Ir0] is likely to lead to an exceptionally serious breach of a lagagulatory obligation

[5.Ir0] is likely to lead to a breach of a legal or regulatory obligation

[5.da] Is likely to cause disruption to activities within an organizadiaeh with some impact on other organization:s
[7.Iro] is likely to lead to a major breach of a legal or regujabbligation

[5.da] Is likely to cause disruption to activities within an organizadiaeh with some impact on other organization:s
[6.pi2] is likely to cause a significant breach of a legal regutakquirement for personal information

[7.Iro] is likely to lead to a major breach of a legal or regulatdnygation

[5.pil] is likely to cause significant distress to an individual

[5.pi1] is likely to cause significant distress to an individual

[6.pi2] is likely to cause a significant breach of a legal regylaequirement for personal information

[7.Iro] is likely to lead to a major breach of a legal or regulatdnygation

[7.Iro] is likely to lead to a major breach of a legal or regwyabbligation

[6.pi2] is likely to cause a significant breach of a legal regylaequirement for personal information

[9.Ir0] is likely to lead to an exceptionally serious breach of a lagagulatory obligation

[5.da] is likely to cause disruption to activities within an organization atidssime impact on other organizations
[6.pi2] is likely to cause a significant breach of a legal regylaequirement for personal information

[7.Iro] is likely to lead to a major breach of a legal or regulatdnjgation

[Iro] Legal and Regulatory Obligations:

[7.Iro] is likely to lead to a major breach of a legal or regwyabbligation

[6.pi2] is likely to cause a significant breach of a legal regulaequirement for personal information

[Iro] Legal and Regulatory Obligations:
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Assets

[datalabpatients] datapatients

[essential] Essential assets

[essential.info] information

[D.per] personal data
[D.per.A] level: high
[availability] Availability

[availability

.easy] easy to replace

Security domain

[base] Base

Data

Below (assets on which this one depends on)
[S_blooddata] s_blooddata

Value
dimension value accumulated values
[A] Availability 215KY 215K
[1] Integrity 100K 100K
[C] Confidentiality 215K® 215K
[Auth] Authenticity of users and informatignn.a'¥ n.a.
[Acc] Accountability of service and data | n.a®™ n.a.
[V] Value 100K™ 100K
(1) [5.pi1] is likely to cause significant distress to an individual
[7.Iro] is likely to lead to a major breach of a legal or regulatdnygation
[7.da] Is likely to cause major disruption to activities within an orgaiois and with major impact on other
organizations
[4.rto] 4 hours < RTO < 1 day
(2) [6.pil]is likely to cause significant distress to a group of iddiais
[5.pil] is likely to cause significant distress to an individual
(3) [6.pi2] is likely to cause a significant breach of a legal regojaequirement for personal information
[7.1g] Is likely to result in widespread adverse publicity
(4) [pi] Personal Information:
[6.pi2] is likely to cause a significant breach of a legal regulatmyirement for personal information
(5) [7.lro]is likely to lead to a major breach of a legal or regujapbligation
(6) [6.pi2] is likely to cause a significant breach of a legal regnjaequirement for personal information

[5.Ir0] is likely to lead to a breach of a legal or regulatory obligation

[dataemployees] dataemployees

[essential] Essential assets

[essential.info] information

[D.biz] business data

Security domain

[base] Base

Below (assets on which this one depends on)

[datapdpsn] datadpsn

Value

dimension value accumulated values
[A] Availability 1MW 1M

[1] Integrity 215K 215K
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[C] Confidentiality 215K® 215K
[Auth] Authenticity of users and informationn.a™ n.a.
[Acc] Accountability of service and data | n.a" n.a.
[V] Value 215K® 215K

(1) [5.pi1] is likely to cause significant distress to an individual
[9.Ir0] is likely to lead to an exceptionally serious breach of a lagagulatory obligation
[5.Iro] is likely to lead to a breach of a legal or regulatory obligation
[5.da] Is likely to cause disruption to activities wi

(2) thin an organisation and with some impact on other organizations

(2) [7.Iro] is likely to lead to a major breach of a legal or regujapbligation
[5.da] Is likely to cause disruption to activities within an organizadiaeh with some impact on other organization:s
(3) [6.pi2] is likely to cause a significant breach of a legal regojaequirement for personal information
[7.Iro] is likely to lead to a major breach of a legal or regulatdnjgation
(4) [5.pi1] is likely to cause significant distress to an individual
(5) [b.pi1] is likely to cause significant distress to an individual
(6) [6.pi2] is likely to cause a significant breach of a legal regojaequirement for personal information

[7.Iro] is likely to lead to a major breach of a legal or regulatdatygation

[financial] finlogisticssubcontractor

= [essential] Essential assets
= [essential.info] information
= [D.vr] vital records (organizational records)

Security domain

e [base] Base Data Below (assets on which this one depends on)
= [s_eprotocol] s_eprotocol

Value

dimension value accumulated values
[A] Availability 215KY 215K

[1] Integrity YIS 1M

[C] Confidentiality 215K®) 215K

[Auth] Authenticity of users and informationn.a™ n.a.

[Acc] Accountability of service and data | n.a"® n.a.

[V] Value 100K® 100K

(1) [7.Iro] is likely to lead to a major breach of a legal or regujapbligation
(2) [6.pi2] is likely to cause a significant breach of a legal regojaequirement for personal information
[9.Ir0] is likely to lead to an exceptionally serious breach of a legagulatory obligation
[5.da] Is likely to cause disruption to activities within an organization atildseme impact on other organizations
(3) [6.pi2] is likely to cause a significant breach of a legal regojaequirement for personal information
[7.Iro] is likely to lead to a major breach of a legal or regulatdnygation
(4) [lro] Legal and Regulatory Obligations:
(5) [7.Iro]is likely to lead to a major breach of a legal or regujapbligation
(6) [6.pi2] is likely to cause a significant breach of a legal regojaequirement for personal information

[Iro] Legal and Regulatory Obligations:

[datapdpsn] datadpsn

= [arch] System architecture
= [arch.sap] service access point

Security domain
[base] Base

Above (assets that depend on this one)
= [dataemployees] dataemployees
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Below (assets on which this one depends on)

= [ospcwindows] ospcwindows

= [ossolaris] solaris

= [appsfinancialwindowspc] logisticsexternalpatients
= [serverpatients] compagproliantm|370

= [personalcomputer] pcwindows

= [COM.LAN] Local Area Network

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[S_blooddata] s_blooddata

= [D] Data / Information
= [D.files] data files

Security domain
[base] Base

Above (assets that depend on this one)
= [datalabpatients] datapatients

Below (assets on which this one depends on)

= [ossw] Os
= [appslocal] bloodfinanceeprotocolotsquestwiner server
= [serverblood] compagproliantm|370g3

Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity 100K

[C] Confidentiality 215K

[V] Value 100K

[s_eprotocol] s_eprotocol
= [D] Data / Information

= [D.files] data files

Security domain
[base] Base

Above (assets that depend on this one)
= [financial] finlogisticssubcontractor

Below (assets on which this one depends on)

= [oswindows] oswindows200server
= [appslocal] bloodfinanceeprotocolotsquestwiner server
= [serverprot] questwinerserver
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Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity M

[C] Confidentiality 215K

[V] Value 100K

[appdpsn] appdpsnsolarismI370

= [essential] Essential assets
= [essential.info] information
= [D] Data / Information

= [D.files] data files

Security domain
[base] Base

Above (assets that depend on this one)
= [serverpatients] compagproliantmI370

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value /
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[ossw] oS

= [SW] Software

= [SW.std] standard (off the shelf)

= [SW.std.email_client] email client

= [SW.std.email_server] email server

= [SW.std.directory] directory server

= [SW.std.file] file server

= [SW.std.dbms] DBMS - data base management system
= [SW.std.os] operating system

= [SW.sec] security tools

= [SW.sec.av] anti virus

Security domain
[base] Base

Data

Above (assets that depend on this one)
= [S_blooddata] s_blooddata

Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity 100K

[C] Confidentiality 215K

[V] Value 100K

[ospcwindows] ospcwindows

= [SW] Software
= [SW.std] standard (off the shelf)
= [SW.std.os] operating system

Security domain
[base] Base

Data

Above (assets that depend on this one)
= [datapdpsn] datadpsn

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[oswindows] oswindows200server

= [SW] Software

= [SW.std] standard (off the shelf)
= [SW.std.os] operating system

= [SW.std.os.windows] windows

Security domain
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[base] Base
Data

Above (assets that depend on this one)
= [s_eprotocol] s_eprotocol

Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity 1M

[C] Confidentiality 215K

[V] Value 100K

[ossolaris] solaris

= [SW] Software

= [SW.std] standard (off the shelf)
= [SW.std.os] operating system

= [SW.std.os.solaris] solaris

Security domain
[base] Base

Above (assets that depend on this one)
= [datapdpsn] datadpsn

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[appsfinancialwindowspc] logisticsexternalpatients

= [SW] Software
= [SW.prp] in-house development

Security domain
[base] Base

Data

Above (assets that depend on this one)
= [datapdpsn] datadpsn

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[appslocal] bloodfinanceeprotocolotsquestwiner serv

Security domain

[base] Base
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Data

Above (assets that depend on this one)

= [S_blooddata] s_blooddata

= [s_eprotocol] s_eprotocol

= [serverprot] questwinerserver

= [serverblood] compagproliantm|370g3

Value

dimension value | accumulated values
[A] Availability 430K

[1] Integrity 1.1M

[C] Confidentiality 430K

[V] Value 200K

[specialapps] firewallastro

= [SW] Software
= [SW.sub] contracted development

Security domain
[base] Base

Data

Value
| dimension | value | accumulated values |

[lineprinter] lineprinter
= [HW] Hardware

= [HW.peripheral] peripheral equipment
= [HW.peripheral.print] printing equipment

Security domain
[base] Base

Data

Below (assets on which this one depends on)
= [hospitaldepartments] hospitaldepartments

Value
| dimension | value | accumulated values |

[serverprot] questwinerserver

= [SW] Software

= [SW.std] standard (off the shelf)
= [SW.std.ts] terminal server

= [HW] Hardware

= [HW.host] hosts

Security domain
[base] Base

Data
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Above (assets that depend on this one)
= [s_eprotocol] s_eprotocol

Below (assets on which this one depends on)

= [appslocal] bloodfinanceeprotocolotsquestwiner server
= [secretary] secretary

Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity M

[C] Confidentiality 215K

[V] Value 100K

[serverpatients] compagproliantmI370

= [D] Data / Information
= [D.files] data files

= [D.log] activity log

= [HW] Hardware

= [HW.host] hosts

Security domain
[base] Base

Data

1 mid-size equipment with local storage

files,communications

property | Systemadministator

1+maintenance contract for hw and sw

Above (assets that depend on this one)
= [datapdpsn] datadpsn

Below (assets on which this one depends on)

= [appdpsn] appdpsnsolarismI370
= [dc] datacenterpliroforikhsorganwsis

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[serverblood] compagproliantmI370g3

= [HW] Hardware
= [HW.host] hosts

Security domain
[base] Base
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Data

Above (assets that depend on this one)
= [S_blooddata] s_blooddata

Below (assets on which this one depends on)

= [appslocal] bloodfinanceeprotocolotsquestwiner server
= [aimodosia] workingroomaimodosia

Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity 100K

[C] Confidentiality 215K

[V] Value 100K

[personalcomputer] pcwindows

Security domain
[base] Base

Data

Above (assets that depend on this one)
= [datapdpsn] datadpsn

Below (assets on which this one depends on)

= [offices] workingroomisthodosias
= [aimodosia] workingroomaimodosia

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[COM.LAN] Local Area Network

= [COM] Communication networks
= [COM.LAN] local area network

Security domain
[base] Base

Above (assets that depend on this one)
= [datapdpsn] datadpsn

Below (assets on which this one depends on)
= [hospitaldepartments] hospitaldepartments

Value
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dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[COM.firewall] firewall

= [arch] System architecture

= [arch.ip] logical interconnection point
= [D] Data / Information

= [D.conf] configuration data

Security domain
[base] Base

Data
| | remotemanaged

Below (assets on which this one depends on)
= [dc] datacenterpliroforikhsorganwsis

Value
| dimension | value | accumulated values |

[offices] workingroomisthodosias

= [L] Installations
= [L.local] room

Security domain
[base] Base

Above (assets that depend on this one)
= [personalcomputer] pcwindows

Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[dc] datacenterpliroforikhsorganwsis

= [L] Installations
= [L.local] room

Security domain
[base] Base

Above (assets that depend on this one)

= [serverpatients] compagproliantml370
= [COM . firewall] firewall
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Value

dimension value | accumulated values
[A] Availability M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

[secretary] secretary

= [L] Installations
= [L.local] room

Security domain
[base] Base

Above (assets that depend on this one)
= [serverprot] questwinerserver

Value

dimension value | accumulated values
[A] Availability 215K

[1] Integrity 1M

[C] Confidentiality 215K

[V] Value 100K

[aimodosia] workingroomaimodosia

= [L] Installations

= [L.local] room

Security domain

[base] Base

Above (assets that depend on this one)

= [serverblood] compagproliantm|370g3
= [personalcomputer] pcwindows

Value

dimension value | accumulated values
[A] Availability 1.2M

[1] Integrity 315K

[C] Confidentiality 430K

[V] Value 315K

[hospitaldepartments] hospitaldepartments

= [L] Installations
= [L.local] room

Security domain
[base] Base

Above (assets that depend on this one)

= [lineprinter] lineprinter
= [COM.LAN] Local Area Network
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Value

dimension value | accumulated values
[A] Availability 1M

[1] Integrity 215K

[C] Confidentiality 215K

[V] Value 215K

A detailed scale of 10 values has been chosen, with zero being a minimal value ftoptses

of risk). If a risk analysis is a made with little detail, a simplifidulgaof five levels could be used.

Both scales - detailed and simplified - are correlated as shown below:

(1)

(2)
(3)
(4)

(5)
(6)

(7)
(8)
(9)
(10)
(11)
(12)

(13)
(14)
(15)

[5.pil] is likely to cause significant distress to an individual

[7.Iro] is likely to lead to a major breach of a legal or regulatdnjgation

[7.da] Is likely to cause major disruption to activities within an orgdiais and with major impact on other
organisations

[4.rto] 4 hours < RTO < 1 day

[5.pi1] is likely to cause significant distress to an individual

[6.pi2] is likely to cause a significant breach of a legal regutatquirement for personal information
[pi] Personal Information:

[6.pi2] is likely to cause a significant breach of a legal regulatmyirement for personal information
[7.Iro] is likely to lead to a major breach of a legal or regujabbligation

[5.pil] is likely to cause significant distress to an individual

[9.Ir0] is likely to lead to an exceptionally serious breach of a lagagulatory obligation

[7.Iro] is likely to lead to a major breach of a legal or regujabbligation

[7.Iro] is likely to lead to a major breach of a legal or regujabbligation

[5.pil] is likely to cause significant distress to an individual

[5.pi1] is likely to cause significant distress to an individual

[7.Iro] is likely to lead to a major breach of a legal or regwyabbligation

[6.pi2] is likely to cause a significant breach of a legal regilaequirement for personal information
[9.Ir0] is likely to lead to an exceptionally serious breach of a legedgulatory obligation

[7.Iro] is likely to lead to a major breach of a legal or regwyabbligation

[Iro] Legal and Regulatory Obligations:

[7.Iro] is likely to lead to a major breach of a legal or reguyabbligation
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Hapaptnua A: Amotiunon Areldwv

project: [nos1] nosl
Project data

nosl

nosl

library

[std] INFOSEC library (8.11.2013)

License

Dimensions
[A] Availability
[1] Integrity
[C] Confidentiality
[Auth] Authenticity of users and information
[Acc] Accountability of service and data
[V] Value

Security domains
[base] Base

threats / asset

[datalabpatients] datapatients

[C] V]

threat level [A] n
[A.5.1] By H H H
insiders

[A.5.3] By H H H
outsiders

VH H

[dataemployees] dataemployees

threat level [A]

[C] [V]

[1]
[A.5.1] By M H H
insiders

[A.5.3] By L H H
outsiders

[financial] finlogisticssubcontractor

[C] V]

threat level [A] [1]
[A.5.1] By M M H
insiders

[A.5.3] By H H H
outsiders

[datapdpsn] datadpsn

threat level [A] (1]

[C] [V]

[E.1] User H - -
errors

[E.2] System / VH - -
Security
administrator
errors

[E.14] 0 - -
Information
leaks (> E.19)

[E.15] 0 - -
Accidental
alteration of
the
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information

[E.18]
Destruction of
information

[A.5]
Masquerading
of identity

[A.6] Abuse
of access
privileges

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction of
information

[A.19]
Disclosure of
information

[S_blooddata] s_blooddata

threat

level

[A]

[C]

[E.1] User
errors

H

M

(1]
M

[E.2] System
/| Security
administrator
errors

M

M

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[A.5]
Masqueradin
g of identity

VH

[A.6] Abuse
of access
privileges

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information
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[A.18]
Destruction
of
information

[A.19]
Disclosure of
information

[s_eprotocol] s_eprotocol

threat

level

[Al

[1]

[C]

[E.1] User
errors

M

[E.2] System
/ Security
administrator
errors

VH

M

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[A.5]
Masqueradin
g of identity

VH

[A.6] Abuse
of access
privileges

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
information
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[appdpsn] appdpsn

threat

level

[A]

[C]

[E.1] User
errors

H

H

[
H

[E.2] System
/ Security
administrator
errors

VH

M

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.11]
Unauthorised
access

VH

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
information

[ossw] os

threat

level

[A]

[1]

[C]

[1.5]
Hardware or
software
failure

[E.1] User
errors

[E.2] System
/ Security
administrator
errors

[E.8]
Malware
diffusion
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[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[E.20]
Software
vulnerabilitie
[

[E.21]
Defects in
software
maintenance
/ updating

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

—

[A.8]
Malware
diffusion

2

—Z

<2

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
information

[A.22]
Software
manipulation

[ospcwindows] ospcwindows

threat

level

[A]

(1

[C]

[1.5]
Hardware or
software
failure

M

H

[E.1] User
errors

[E.2] System
/ Security
administrator
errors
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[E.8]
Malware
diffusion

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[E.20]
Software
vulnerabilitie
S

[E.21]
Defects in
software
maintenance
/ updating

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

[A.8]
Malware
diffusion

<r

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
information

[A.22]
Software
manipulation
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[oswindows] oswindows200server

threat

level

[A]

(1

[C]

V]

[1.5]
Hardware or
software
failure

M

H

[E.1] User
errors

[E.2] System
/ Security
administrator
errors

[E.8]
Malware
diffusion

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[E.20]
Software
vulnerabilitie
[

[E.21]
Defects in
software
maintenance
/ updating

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

—

[A.8]
Malware
diffusion

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
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information

[A.22]
Software

manipulation

[ossolaris]

solaris

threat

level

[A]

[1]

[C]

V]

[1.5]
Hardware or
software
failure

M

[E.1] User
errors

[E.2] System
/ Security
administrator
errors

[E.8]
Malware
diffusion

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[E.20]
Software
vulnerabilitie
S

[E.21]
Defects in
software
maintenance
/ updating

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

-

[A.8]
Malware
diffusion

2

=

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction

of
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information

[A.19]
Disclosure of
information

[A.22]
Software
manipulation

[appsmanagement] logisticsexternalpatients

threat

level

[A]

[1]

[C]

V]

[1.5]
Hardware or
software
failure

M

H

[E.1] User
errors

[E.2] System
/ Security
administrator
errors

[E.8]
Malware
diffusion

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[E.20]
Software
vulnerabilitie
S

[E.21]
Defects in
software
maintenance
/ updating

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

-

[A.8]
Malware
diffusion

2

=

[A.11]
Unauthorised
access

[A.15]
Deliberate
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alteration of
information

[A.18] M H - -
Destruction
of

information

[A.19] M - - H
Disclosure of
information

[A.22] M H T T
Software
manipulation

[appslocal] bloodfinanceeprotocol
[specialapps] firewallastro

[lineprinter] lineprinter

threat level [A] [ [C] [V]
[1.5.2] L M M M L
Hardware

[serverprot] questwinerserver

threat level [A] n [C] V]
[N.1] Fire VL L L L L
[N.2] Water VL L L L L
[N.*] Other L T - - -
natural

disasters

[1.6] Power M T - - -
interruption

[E.1] User M L M M -
errors

[E.2] System M M M M -
/ Security

administrator

errors

[E.8] M M M M -
Malware

diffusion

[E.15] M - L - -
Accidental

alteration of

the

information

[E.20] VL L L L L
Software

vulnerabilitie

S

[E.21] VL L L L L
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Defects in
software
maintenance
/ updating

[E.23]
Defects in
hardware
maintenance
/ updating

[E.24]
System
failure due to
exhaustion of
resources

[E.25]
Equipment
loss

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

—

[A.8]
Malware
diffusion

=<

[A.11]
Unauthorised
access

[A.15]
Deliberate
alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
information

[A.22]
Software
manipulation

[A.23]
Hardware
manipulation

[A.24] Denial
of service

[A.25] Theft
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[serverpatients] compagproliantmI370

threat

level

[A]

[N.1] Fire

VL

L

[1]
L

[N.2] Water

VL

L

L

[1.6] Power
interruption

M

T

[E.1] User
errors

H

M

[E.2] System
/ Security
administrator
errors

M
M

[E.3]
Monitoring
errors (log)

[E.15]
Accidental
alteration of
the
information

[E.18]
Destruction
of
information

[E.19]
Information
leaks

[E.23]
Defects in
hardware
maintenance
/ updating

VL

[E.24]
System
failure due to
exhaustion of
resources

[E.25]
Equipment
loss

[A.3]
Manipulation
of activity
records (log)

VL

VH

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

[A.11]
Unauthorised
access

[A.13]
Repudiation
(denial of
actions)

[A.15]
Deliberate
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alteration of
information

[A.18]
Destruction
of
information

[A.19]
Disclosure of
information

[A.23]
Hardware
manipulation

VL

[A.24] Denial
of service

[A.25] Theft

[A.26]
Destructive

attack

E<

K=

E<

<

K=

[serverblood] compagproliantmI370g3

threat

level

[A]

[C]

[N.1] Fire

VL

[1]
L

L

[N.2] Water

VL

L

L

[N.*] Other
natural
disasters

L

L
L
T

[1.4]
Electromagne
tic pollution

[1.5]
Hardware or
software
failure

VL

[1.6] Power
interruption

[1.11]
Electromagne
tic

emanations

[E.2] System
/ Security
administrator
errors

[E.23]
Defects in
hardware
maintenance
/ updating

[E.24]
System
failure due to
exhaustion of
resources

[E.25]
Equipment
loss

[A.6] Abuse
of access
privileges

[A.7] Misuse
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[A.11]
Unauthorised
access

[A.23]
Hardware
manipulation

[A.24] Denial
of service

[A.25] Theft

VL

-

I

-

-

[A.26]
Destructive

attack

VL

[personalcomputer] pcwindows

threat

level

[A]

[1]

[N.1] Fire

VL

L

[N.2] Water

VL

L

il

1 |_|_Q|

[1.4]
Electromagne
tic pollution

0

[1.5]
Hardware or
software
failure

[1.6] Power
interruption

[1.11]
Electromagne
tic

emanations

[E.2] System
/ Security
administrator
errors

[E.23]
Defects in
hardware
maintenance
/ updating

VL

[E.24]
System
failure due to
exhaustion of
resources

[E.25]
Equipment
loss

[A.6] Abuse
of access
privileges

[A.7] Misuse

[A.11]
Unauthorised
access

[A.23]
Hardware
manipulation

[A.24] Denial
of service

[A.25] Theft
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[A.26]
Destructive
attack

VL

[COM.LAN] Local Area Network

threat

level

[Al

[1]

[C]

[1.8]
Communicati
ons services
failure

L

L

[E.2] System
/ Security
administrator
errors

[E.9] [Re-
Jrouting
errors

VL

[E.10]
Sequence
errors

VL

[E.15]
Accidental
alteration of
the
information

[E.19]
Information
leaks

[E.24]
System
failure due to
exhaustion of
resources

[A.5]
Masqueradin
g of identity

[A.6] Abuse
of access
privileges

[A.7] Misuse

[A.9] [Re-
Jrouting of
messages

[A.10]
Sequence
alteration

[A.11]
Unauthorised
access

[A.12]
Traffic
analysis

[A.14]
Eavesdroppin

g

[A.15]
Deliberate
alteration of
information

[A.18]
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Destruction
of
information

[A.19]
Disclosure of
information

[A.24] Denial
of service

[COM.firewall] firewall

[offices] workingroomisthodosias

threat

level

[A]

[N.1] Fire

VL

L

[1]
L

[N.2] Water

VL

L

L

[N.*] Other
natural
disasters

VL

L

L

|_|—I_Q.

[A.7] Misuse

[A.11]
Unauthorised
access

M
H

M
M

[A.26]
Destructive
attack

[A.27]
Enemy over-

run

[dc] datacenter TTAnpPoO@OPIKAGOPYAVWONG

threat

level

[A]

[C]

[N.1] Fire

VL

L

[1]
L

L

[N.2] Water

VL

L

L

L

[N.*] Other
natural
disasters

VL

L

L

L

|_|—|_.5

[1.11]
Electromagne
tic
emanations

[A.11]
Unauthorised
access

[A.26]
Destructive
attack

[A.27]
Enemy over-
run

[secretary] secretary

threat

level

—

[1

[C]

V]

[N.1] Fire

VL

[N.2] Water

VL

[N.*] Other
natural
disasters

VL

442

[.3]

Environment
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al pollution

[1.4]
Electromagne
tic pollution

[A.11]
Unauthorised
access

[A.26]
Destructive
attack

[A.27]
Enemy over-

run

VL

[aimodosia] workingroomaimodosia

threat

level

[A]

(1

[C]

V]

[N.1] Fire

VL

T

[N.2] Water

VL

T

[N.*] Other
natural
disasters

VL

L

L

[1.3]
Environment
al pollution

[1.11]
Electromagne
tic
emanations

[A.11]
Unauthorised
access

[A.26]
Destructive
attack

[A.27]
Enemy over-

run

[hospitaldepartments] hospitaldepartments

threat

level

[A]

[1

[C]

V]

[N.1] Fire

VL

T

[N.2] Water

VL

L

[N.*] Other
natural
disasters

VL

L

L
L

L
L

T el

[1.11]
Electromagne
tic
emanations

[A.7] Misuse

[A.11]
Unauthorised
access

=2

[A.26]
Destructive
attack

VL

[A.27]
Enemy over-

run

VL

102




= assets / threat

[N.1] Fire

asset

level

[A]

[C]

[serverprot]

guestwinerser

ver

VL

(1]
L

[serverpatient
s]
compagprolia
ntmi370

VL

[serverblood]
compagqprolia
ntml370g3

VL

[personalcom
puter]
pcwindows

VL

[offices]
workingroom
isthodosias

VL

[dc]
datacenterplin
oforikhsorga
nwsis

VL

[secretary]
secretary

VL

[aimodosia]
workingroom
aimodosia

VL

[hospitaldepa
rtments]
hospitaldepar
tments

VL

[N.2] Water

asset

level

[A]

[C]

[serverprot]

guestwinerser

ver

VL

(1
L

[serverpatient
s]
compagqprolia
ntmi370

VL

[serverblood]
compagqprolia
ntml370g3

VL

[personalcom
puter]
pcwindows

VL

[offices]
workingroom
isthodosias

VL

[dc]
datacenterplir
oforikhsorga
nwsis

VL

[secretary]
secretary

VL

[aimodosia]

VL
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workingroom
aimodosia

[hospitaldepa
rtments]
hospitaldepar

tments

VL

[N.*] Other natural disasters

asset

level

[A]

(1

[C]

V]

[serverprot]

guestwinerser

ver

L

T

[serverblood]
compagqprolia
ntml370g3

[offices]
workingroom
isthodosias

VL

[dc]
datacenterplir
oforikhsorga
nwsis

VL

[secretary]
secretary

VL

[aimodosia]
workingroom
aimodosia

VL

[hospitaldepa
rtments]
hospitaldepar
tments

VL

[1.3] Environmental pollution

asset

level

[A]

(1

[C]

V]

[secretary]
secretary

0

[aimodosia]
workingroom

aimodosia

M

M

[1.4] Electromagnetic pollution

asset

level

[A]

[1]

[C]

V]

[serverblood]
compagqprolia
ntml370g3

M

M

[personalcom
puter]
pcwindows

[secretary]

secretary

[1.5] Hardware or software failure

asset

level

[Al

[1]

[C]

V]

[ossw] 0s

M

H

[ospcwindow
s]

ospcwindows

M

H
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[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverblood]
compagqgprolia
ntml370g3

VL

[personalcom
puter]
pcwindows

[1.5.2] Har

dware

asset

level

[A]

[1]

[C]

[lineprinter]

lineprinter

[1.6] Power interruption

asset

level

[A]

(1

[C]

V]

[serverprot]

guestwinerser

ver

M

T

[serverpatient
s]
compagqgprolia
ntmi370

[serverblood]
compagqgprolia
ntml370g3

[personalcom
puter]

pcwindows

[1.8] Communicatio

ns services failure

asset

level

[A]

[1]

[C]

[COM.LAN]
Local Area

L

Network

L

[1.11] Electromagnetic emanations

asset

level

[Al

[1]

[C]

V]

[serverblood]
compagqprolia
ntml370g3

M

[personalcom
puter]
pcwindows

[dc]
datacenterplir
oforikhsorga
nwsis

[aimodosia]

workingroom
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aimodosia

[hospitaldepa
rtments]
hospitaldepar
tments

[E.1] User errors

asset

level

[A]

[1

[C]

[datapdpsn]
datadpsn

H

[S_blooddata
] s_blooddata

H

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsh

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[serverpatient
s]
compagprolia

ntml370

[E.2] System / Security administrator errors

asset

level

[Al

[1]

[C]

[datapdpsn]
datadpsn

VH

[S_blooddata
] s_blooddata

M

M

M

[s_eprotocol]
s_eprotocol

VH

[appdpsn]
appdpsn

VH

<

<

[ossw] 0s

[ospcwindow
s]
ospcwindows

2z T ¥ =

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter

nalpatients
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[serverprot]

guestwinerser

ver

[serverpatient
s]
compagqgprolia
ntmi370

[serverblood]
compagqgprolia
ntml370g3

[personalcom
puter]
pcwindows

[COM.LAN]
Local Area

Network

[E.3] Monitoring errors (log)

asset

level

[A]

[C]

V]

[serverpatient
s]
compagqprolia
ntmi370

M

(1]
L

[E.8] Malware diffusion

asset

level

[A]

[C]

V]

[ossw] os

M

M

(1]
M

[ospcwindow
s]
ospcwindows

M

M

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[E.9] [Re-]

routing e

rrors

asset

level

[Al

[C]

[COM.LAN]
Local Area

Network

VL

L

[1]
L

[E.10] Sequence errors

asset

level

[A]

[C]

[COM.LAN]
Local Area

Network

VL

L

(1
L
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[E.14] Information leaks (> E.19)

asset

level

[A]

[C]

V]

[datapdpsn]

datadpsn

0

(1

[E.15] Accidental alteration of the information

asset

level

[A]

[1]

[C]

[datapdpsn]
datadpsn

0

[S_blooddata
] s_blooddata

M

L

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

[ossw] 0s

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[serverpatient
s]
compagqgprolia
ntmi370

[COM.LAN]
Local Area
Network

[E.18] Destruction of information

asset

level

[A]

(1

[C]

V]

[datapdpsn]
datadpsn

0

M

[S_blooddata
] s_blooddata

M

L

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20

Oserver
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[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverpatient
s]
compagqgprolia

ntml370

[E.19] Information leaks

asset

level

[A]

[1]

V]

[S_blooddata
] s_blooddata

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

[ossw] 0s

[ospcwindow
s]
ospcwindows

®
2z T g =0

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverpatient
s]
compagqgprolia
ntmi370

[COM.LAN]
Local Area

Network

[E.20] Software vulnerabilities

asset

level

[Al

[C]

V]

[ossw] os

M

L

(1]
M

[ospcwindow
s]
ospcwindows

M

L

M

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

VL
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[E.21] Defects in software maintenance / updating

asset

level

[A]

[1]

[C]

V]

[ossw] os

H

L

L

M

[ospcwindow
s
ospcwindows

H

L

L

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

VL

[E.23] Defects in hardware maintenance / upd

ating

asset

level

[A]

[1

[C]

V]

[serverprot]

guestwinerser

ver

M

M

[serverpatient
s]
compagqprolia
ntmi370

VL

[serverblood]
compagqprolia
ntml370g3

[personalcom
puter]

pcwindows

VL

[E.24] System failure due to exhaustion of resource

asset

level

[A]

[1]

[C]

V]

[serverprot]

guestwinerser

ver

H

H

[serverpatient
s]
compagqprolia
ntmI370

[serverblood]
compagqprolia
ntml370g3

[personalcom
puter]
pcwindows

[COM.LAN]
Local Area
Network

110

S



[E.25] Equipment loss

asset

level

[Al

[1]

[C]

V]

[serverprot]

guestwinerser

ver

L

T

[serverpatient
s]
compagqprolia
ntmI370

[serverblood]
compagqprolia
ntml370g3

[personalcom
puter]
pcwindows

[A.3] Manipulation of activity records (log)

asset

level

[A]

[C]

[V]

[serverpatient
s]
compagqgprolia
ntmI370

VL

L

(1
L

L

VH

[A.5] Masquerading of identity

asset

level

[A]

[C]

[datapdpsn]
datadpsn

H

H

[
H

[S_blooddata
] s_blooddata

H

H

VH

[s_eprotocol]
s_eprotocol

VH

[appdpsn]
appdpsn

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[serverpatient
s]
compagqprolia
ntmi370

[COM.LAN]
Local Area
Network
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[A.5.1] By insiders

asset

level

[A]

[C]

[datalabpatie
nts]
datapatients

H

[1]
H

[dataemploye
es]
dataemployee
S

Y

[financial]
finlogisticssu
bcontractor

[A.5.3] By outsiders

asset

level

[A]

[C]

[datalabpatients H

] datapatients

[
H

VH

[dataemployees L

] dataemployees

[financial]

finlogisticssubc

ontractor

H

[A.6] Abuse of access privileges

asset

level

[A]

[C]

[datapdpsn]
datadpsn

L

L

[1]
L

[S_blooddata
] s_blooddata

L

M

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsh

[ossw] os

[ospcwindow
s]
ospcwindows

2z =

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[serverpatient
s]
compagqprolia
ntmi370

[serverblood]
compagqprolia
ntml370g3

[personalcom
puter]
pcwindows

[COM.LAN]
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Local Area
Network

[A.7] Misuse

asset

[A]

[C]

V]

[ossw] os

(1
M

[ospcwindows]
ospcwindows

[oswindows]
oswindows200ser
ver

[ossolaris] solaris

[appsmanagemen
{]
logisticsexternalp
atients

[serverprot]
guestwinerserver

[serverpatients]
compagproliantm
1370

[serverblood]
compagproliantm
1370g3

[personalcompute
r] pcwindows

[COM.LAN]
Local Area
Network

[offices]
workingroomisth
odosias

[hospitaldepartme
nts]
hospitaldepartme
nts

[A.8] Malware diffusion

asset level

[A]

(1

[C]

V]

[ossw] os

M

T

[ospcwindows]
ospcwindows

M

M

[oswindows]
oswindows200s
erver

M

T

[ossolaris]
solaris

[appsmanageme
nt]
logisticsexterna
patients

D

[serverprot]
questwinerserve
r

[A.9] [Re-]routing of messages




asset

level

[A]

[

[C]

[COM.LAN]
Local Area

Network

[A.10] Sequence al

teration

asset

level

[A]

[C]

[COM.LAN]
Local Area

Network

M

M

[1]
M

[A.11] Unauthorised access

asset

level

[A]

(1

[C]

V]

[datapdpsn]
datadpsn

0

[S_blooddata
] s_blooddata

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

VH

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[serverpatient
s]
compagqgprolia
ntmi370

[serverblood]
compagqprolia
ntml370g3

[personalcom
puter]
pcwindows

[COM.LAN]
Local Area
Network

[offices]
workingroom
isthodosias

[dc]
datacenterplir
oforikhsorga
nwsis

[secretary]
secretary

[aimodosia]

workingroom
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aimodosia

[hospitaldepa
rtments]
hospitaldepar

tments

[A.12] Traffic analysis

asset

level

[A]

[C]

[COM.LAN]
Local Area

Network

M

M

[
M

[A.13] Repudiation

(denial o

f actions)

asset

level

[Al

[C]

V]

[serverpatient
s]
compagqprolia

ntml370

H

(1
T

[A.14] Eavesdroppi

ng

asset

level

[A]

[1]

[C]

[COM.LAN]
Local Area

Network

M

[A.15] Deliberate alteration of information

asset

level

[A]

(1

[C]

V]

[datapdpsn]
datadpsn

0

[S_blooddata
] s_blooddata

T

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

questwinerser

ver

[serverpatient
s]
compagqprolia
ntmi370

[COM.LAN]
Local Area

Network
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[A.18] Destruction of information

asset

level

[Al

[1]

[C]

V]

[datapdpsn]
datadpsn

0

[S_blooddata
] s_blooddata

H

H

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

guestwinerser

ver

[serverpatient
s]
compagqgprolia
ntmI370

[COM.LAN]
Local Area
Network

[A.19] Disclosure of information

asset

level

[A]

[1]

[C]

V]

[datapdpsn]
datadpsn

0

[S_blooddata
] s_blooddata

H

[s_eprotocol]
s_eprotocol

[appdpsn]
appdpsn

[ossw] os

[ospcwindow
s]
ospcwindows

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]

logisticsexter
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nalpatients

[serverprot]

questwinerser

ver

[serverpatient
s]
compagqprolia
ntmi370

[COM.LAN]
Local Area
Network

[A.22] Software manipulation

asset

level

[Al

(1]

[C]

V]

[ossw] 0s

M

H

T

[ospcwindow
s]
ospcwindows

M

H

T

[oswindows]
oswindows20
Oserver

[ossolaris]
solaris

[appsmanage
ment]
logisticsexter
nalpatients

[serverprot]

questwinerser

ver

[A.23] Hardware manipulation

asset

level

[A]

[1

[C]

V]

[serverprot]

questwinerser

ver

M

H

[serverpatient
s]
compagqprolia
ntmi370

VL

[serverblood]
compagqprolia
ntml370g3

[personalcom
puter]

pcwindows

[A.24] Denial of service

asset

level

[Al

[1]

[C]

V]

[serverprot]

guestwinerser

M

T
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ver

[serverpatient
s]
compagprolia
ntmi370

[serverblood]
compagqgprolia
ntml370g3

[personalcom
puter]
pcwindows

[COM.LAN]
Local Area

Network

[A.25] Theft

asset

level

[A]

[1]

[C]

[serverprot]

guestwinerser

ver

M

[serverpatient
s]
compagqprolia
ntmI370

[serverblood]
compagqgprolia
ntml370g3

VL

[personalcom
puter]

pcwindows

[A.26] Destructive attack

asset

level

[A]

[C]

[serverpatient
s]
compagprolia
ntmi370

L

L

[1]
L

[serverblood]
compagqprolia
ntml370g3

VL

[personalcom
puter]
pcwindows

VL

[offices]
workingroom
isthodosias

[dc]
datacenterplir
oforikhsorga
nwsis

[secretary]
secretary

[aimodosia]
workingroom
aimodosia

[hospitaldepa
rtments]
hospitaldepar
tments

VL
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[A.27] Enemy over-run

asset

level

[Al

[1]

[C]

[offices]
workingroom
isthodosias

L

T

[dc]
datacenterplir
oforikhsorga
nwsis

[secretary]
secretary

VL

[aimodosia]
workingroom
aimodosia

[hospitaldepa
rtments]
hospitaldepar
tments

VL
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Hapaptnua E: AvakAwuevog Kivévvog

AvakAwpuevog Kivouvog (Deflected Risk)

Parent Child Threat Risk Current Target Pilar
[dataemployees] dataemployees [serverpatients] compaqproliantmI370 [1.6] Power interruption 1,05E+12 § 1,37E+10 4,67E+07 3,65E+08
[appsfinancialwindowspc]
[dataemployees] dataemployees logisticsexternalpatients [1.5] Hardware or software failure 5,25E+11 | 6,16E+09 2,10E+07 1,46E+08
[dataemployees] dataemployees [ospcwindows] ospcwindows [I.5] Hardware or software failure 5,25E+11 | 6,16E+09 2,10E+07 1,46E+08
[dataemployees] dataemployees [ossolaris] solaris [I.5] Hardware or software failure 5,25E+11 | 6,16E+09 2,10E+07 1,46E+08
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [1.6] Power interruption 2,26E+11 | 2,95E+09 1,00E+07 7,84E+07
[financial] finlogisticssubcontractor [serverprot] questwinerserver [1.6] Power interruption 2,26E+11 | 2,95E+09 1,00E+07 7,84E+07
[datalabpatients] datapatients [ossw] os [1.5] Hardware or software failure 1,13E+11 | 1,32E+09 4,52E+06 3,18E+07
[financial] finlogisticssubcontractor [oswindows] oswindows200server [I.5] Hardware or software failure 1,13E+11 | 1,32E+09 4,52E+06 3,18E+07
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [1.3] Environmental pollution 1,05E+11 § 1,69E+09 5,58E+06 4,50E+07
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [1.3] Environmental pollution 2,26E+10 | 3,64E+08 1,20E+06 9,67E+06
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [1.4] Electromagnetic pollution 2,26E+10 | 3,94E+08 1,27E+06 1,23E+07
[dataemployees] dataemployees [ospcwindows] ospcwindows [I.5] Hardware or software failure 2,26E+10 | 2,65E+08 | 0.904486 6,45E+06
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [N.*] Other natural disasters 2,26E+10 | 4,00E+08 1,29E+06 1,68E+07
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.*] Other natural disasters 2,26E+10 | 4,00E+08 1,29E+06 1,67E+07
[datalabpatients] datapatients [ossw] os [1.5] Hardware or software failure 1,05E+10 § 1,23E+08 § 0.420691 3,05E+06
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [N.1] Fire 1,00E+10 § 1,31E+08 0,00E+00 5,06E+06
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.1] Fire 1,00E+10 § 1,31E+08 0,00E+00 5,06E+06
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [N.2] Water 1,00E+10 § 1,77E+08 0,00E+00 5,50E+06
[financial] finlogisticssubcontractor [secretary] secretary [I.4] Electromagnetic pollution 2,26E+09 | 2,75E+07 | 0.093943 0.779401
[1.11] Electromagnetic
[datalabpatients] datapatients [serverblood] compaqgproliantmI370g3 emanations 2,26E+09 | 3,62E+07 | 0.119253 1,49E+06
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [N.1] Fire 2,15E+09 | 2,81E+07 0,00E+00 1,09E+06
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [N.2] Water 2,15E+09 | 3,81E+07 0,00E+00 1,18E+06
[financial] finlogisticssubcontractor [secretary] secretary [N.1] Fire 2,15E+09 | 2,81E+07 0,00E+00 1,09E+06
[financial] finlogisticssubcontractor [secretary] secretary [N.2] Water 2,15E+09 | 3,81E+07 0,00E+00 1,19E+06
[1.8] Communications services
[dataemployees] dataemployees [COM.LAN] Local Area Network failure 1,00E+09 | 1,31E+07 J 0.044881 0.487427
[1.11] Electromagnetic
[datalabpatients] datapatients [aimodosia] workingroomaimodosia emanations 2,26E+08 | 2,79E+06 | 0.009521 0.067073
[I.11] Electromagnetic
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis emanations 2,26E+08 | 2,79E+06 | 0.009521 0.067940
[I.11] Electromagnetic
[dataemployees] dataemployees [aimodosia] workingroomaimodosia emanations 2,26E+08 | 2,79E+06 | 0.009521 0.067073
[hospitaldepartments] [I.11] Electromagnetic
[dataemployees] dataemployees hospitaldepartments emanations 2,26E+08 | 2,79E+06 | 0.009521 0.067940
[1.8] Communications services
[dataemployees] dataemployees [COM.LAN] Local Area Network failure 2,15E+08 | 3,45E+06 | 0.011357 0.098770
[dataemployees] dataemployees [serverpatients] compaqgproliantmI370 [N.1] Fire 1,00E+08 § 1,77E+06 0,00E+00 | 0.075674
[dataemployees] dataemployees [offices] workingroomisthodosias [N.1] Fire 1,00E+08 | 1,31E+06 0,00E+00 | 0.051446
[dataemployees] dataemployees [serverpatients] compaqproliantmI370 [N.2] Water 1,00E+08 | 1,77E+06 0,00E+00 | 0.075674
[dataemployees] dataemployees [personalcomputer] pcwindows [N.1] Fire 1,00E+08 | 1,24E+06 0,00E+00 | 0.048982
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.2] Water 1,00E+08 § 1,77E+06 0,00E+00 | 0.056015
[dataemployees] dataemployees [offices] workingroomisthodosias [N.2] Water 1,00E+08 § 1,77E+06 0,00E+00 | 0.056015
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [N.*] Other natural disasters 1,00E+08 | 1,79E+06 0,00E+00 | 0.061995
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.*] Other natural disasters 1,00E+08 § 1,79E+06 0,00E+00 | 0.062332
[dataemployees] dataemployees [personalcomputer] pcwindows [N.2] Water 1,00E+08 | 1,24E+06 0,00E+00 | 0.048982
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[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.*] Other natural disasters 1,00E+08 | 1,79E+06 0,00E+00 | 0.062332
[dataemployees] dataemployees [offices] workingroomisthodosias [N.*] Other natural disasters 1,00E+08 § 1,79E+06 0,00E+00 | 0.062332
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.1] Fire 1,00E+08 | 1,31E+06 0,00E+00 ] 0.051446
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.2] Water 1,00E+08 | 1,77E+06 0,00E+00 | 0.056015
[financial] finlogisticssubcontractor [secretary] secretary [N.*] Other natural disasters 1,00E+08 | 1,74E+06 0,00E+00 | 0.047400
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.1] Fire 1,00E+08 | 1,74E+06 0,00E+00 | 0.056540
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.2] Water 1,00E+08 | 1,74E+06 0,00E+00 | 0.056540
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [N.2] Water 2,15E+07 || 0.381031 0,00E+00 | 0.016270
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [N.*] Other natural disasters 2,15E+07 || 0.384547 0,00E+00 | 0.013329
[datalabpatients] datapatients [serverblood] compaqgproliantmI370g3 [I.5] Hardware or software failure 2,15E+07 || 0.349759 0,00E+00 | 0.010612
[datalabpatients] datapatients [serverblood] compaqgproliantmI370g3 [N.1] Fire 2,15E+07 || 0.381031 0,00E+00 | 0.016270
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [N.1] Fire 2,15E+07 || 0.374887 0,00E+00 | 0.012156
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [N.2] Water 2,15E+07 || 0.374887 0,00E+00 | 0.012156
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [I.5] Hardware or software failure 2,15E+07 || 0.345043 0,00E+00 | 0.013989
[dataemployees] dataemployees [serverpatients] compagproliantm|370 [N.1] Fire 2,15E+07 | 0.374887 0,00E+00 J 0.012156
[dataemployees] dataemployees [serverpatients] compaqgproliantmI370 [N.2] Water 2,15E+07 || 0.374887 0,00E+00 | 0.012156
[dataemployees] dataemployees [personalcomputer] pcwindows [N.2] Water 2,15E+07 || 0.252282 0,00E+00 | 0.006653
[dataemployees] dataemployees [personalcomputer] pcwindows [N.1] Fire 2,15E+07 || 0.252282 0,00E+00 | 0.006653
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.2] Water 2,15E+07 | 0.380011 0,00E+00 J 0.009865
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.*] Other natural disasters 2,15E+07 | 0.374887 0,00E+00 j 0.010191
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.1] Fire 2,15E+07 | 0.280146 0,00E+00 | 0.009467
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.2] Water 2,15E+07 || 0.380011 0,00E+00 | 0.009865
[dataemployees] dataemployees [offices] workingroomisthodosias [N.1] Fire 2,15E+07 || 0.280146 0,00E+00 | 0.009467
[dataemployees] dataemployees [offices] workingroomisthodosias [N.2] Water 2,15E+07 || 0.380011 0,00E+00 | 0.009865
[dataemployees] dataemployees [offices] workingroomisthodosias [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.1] Fire 2,15E+07 | 0.280146 0,00E+00 | 0.009467
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [offices] workingroomisthodosias [N.2] Water 2,15E+07 || 0.380011 0,00E+00 | 0.009865
[dataemployees] dataemployees [personalcomputer] pcwindows [N.2] Water 2,15E+07 || 0.252282 0,00E+00 | 0.006653
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.2] Water 2,15E+07 | 0.380011 0,00E+00 J 0.009865
[dataemployees] dataemployees [serverpatients] compagproliantm|370 [N.2] Water 2,15E+07 | 0.374887 0,00E+00 J 0.012156
[dataemployees] dataemployees [personalcomputer] pcwindows [N.1] Fire 2,15E+07 || 0.252282 0,00E+00 | 0.006653
[dataemployees] dataemployees [serverpatients] compaqgproliantmI370 [N.1] Fire 2,15E+07 || 0.374887 0,00E+00 | 0.012156
[dataemployees] dataemployees [offices] workingroomisthodosias [N.1] Fire 2,15E+07 || 0.280146 0,00E+00 | 0.009467
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.*] Other natural disasters 2,15E+07 | 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.2] Water 2,15E+07 || 0.380011 0,00E+00 | 0.009865
[dataemployees] dataemployees [offices] workingroomisthodosias [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[dataemployees] dataemployees [personalcomputer] pcwindows [N.2] Water 2,15E+07 || 0.252282 0,00E+00 | 0.006653
[dataemployees] dataemployees [offices] workingroomisthodosias [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
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[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.1] Fire 2,15E+07 | 0.280146 0,00E+00 | 0.009467
[dataemployees] dataemployees [serverpatients] compaqgproliantmI370 [N.1] Fire 2,15E+07 || 0.374887 0,00E+00 | 0.012156
[dataemployees] dataemployees [offices] workingroomisthodosias [N.1] Fire 2,15E+07 | 0.280146 0,00E+00 | 0.009467
[dataemployees] dataemployees [serverpatients] compaqgproliantmI370 [N.2] Water 2,15E+07 || 0.374887 0,00E+00 | 0.012156
[dataemployees] dataemployees [personalcomputer] pcwindows [N.1] Fire 2,15E+07 || 0.252282 0,00E+00 | 0.006653
[dataemployees] dataemployees [dc] datacenterpliroforikhsorganwsis [N.2] Water 2,15E+07 || 0.380011 0,00E+00 | 0.009865
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.2] Water 2,15E+07 | 0.380011 0,00E+00 J 0.009865
[dataemployees] dataemployees [aimodosia] workingroomaimodosia [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[hospitaldepartments]
[dataemployees] dataemployees hospitaldepartments [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.1] Fire 2,15E+07 || 0.381031 0,00E+00 | 0.016148
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.2] Water 2,15E+07 || 0.381031 0,00E+00 | 0.016148
[financial] finlogisticssubcontractor [secretary] secretary [N.*] Other natural disasters 2,15E+07 || 0.384547 0,00E+00 | 0.013401
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.1] Fire 2,15E+07 | 0.374887 0,00E+00 | 0.012156
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.2] Water 2,15E+07 | 0.374887 0,00E+00 | 0.012156
[financial] finlogisticssubcontractor [secretary] secretary [N.*] Other natural disasters 2,15E+07 || 0.374887 0,00E+00 | 0.010191
[datalabpatients] datapatients [serverblood] compaqgproliantmI370g3 [I.5] Hardware or software failure 1,00E+07 J 0.160485 0,00E+00 | 0.006506
[datalabpatients] datapatients [serverblood] compaqgproliantmI370g3 [N.1] Fire 1,00E+07 | 0.174366 0,00E+00 | 0.005654
[datalabpatients] datapatients [serverblood] compaqgproliantmI370g3 [N.2] Water 1,00E+07 | 0.174366 0,00E+00 | 0.005654
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [N.*] Other natural disasters 1,00E+07 | 0.174366 0,00E+00 | 0.004740
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [N.1] Fire 1,00E+07 | 0.174366 0,00E+00 | 0.005654
[datalabpatients] datapatients [serverblood] compagproliantml370g3 [N.2] Water 1,00E+07 | 0.174366 0,00E+00 | 0.005654
[datalabpatients] datapatients [aimodosia] workingroomaimodosia [N.*] Other natural disasters 1,00E+07 | 0.174366 0,00E+00 | 0.004740
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.2] Water 1,00E+07 | 0.174366 0,00E+00 | 0.005654
[financial] finlogisticssubcontractor [secretary] secretary [N.*] Other natural disasters 1,00E+07 | 0.174366 0,00E+00 | 0.004740
[financial] finlogisticssubcontractor [serverprot] questwinerserver [N.1] Fire 1,00E+07 | 0.174366 0,00E+00 | 0.005654
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IMMAPAPTHMA XT:Evamoucsivav kivévvocg

project: [nos1] nosl

Asset Threat Dimension | Risk Current Target PILAR

[s_eprotocol] s_eprotocol [E.2] System / [ 2,00E+13 | 2,00E+13 | 2,12E+11 | 2,55E+09 | 4,38E+09
Security
administrator errors

[appdpsn] appdpsnsolarismI370 | [E.2] System / [A] 2,00E+13 | 2,00E+13 | 1,68E+11 | 7,43E+08 | 4,65E+09
Security
administrator errors

[appdpsn] appdpsnsolarismi370 | [A.11] Unauthorised [C] 1,04E+13 | 1,04E+13 | 1,32E+11 | 7,13E+08 | 2,17E+09
access

[datapdpsn] datadpsn [E.2] System / [A] 1,00E+13 | 1,00E+13 | 7,87E+10 | 3,70E+08 | 2,78E+09
Security
administrator errors

[COM.LAN] Local Area Network [A.24] Denial of [A] 6,06E+12 | 6,06E+12 | 7,37E+10 | 2,52E+08 | 2,72E+09
service

[serverpatients] [E.24] System failure | [A] 5,77E+12 | 5,77E+12 | 7,18E+10 | 2,45E+08 | 1,91E+09

compagproliantmI370 due to exhaustion of
resources

[appdpsn] appdpsnsolarismI370 | [E.1] User errors [A] 5,77E+12 | 5,77E+12 | 4,86E+10 | 2,15E+08 | 1,35E+09

[financial] [A.5.3] By outsiders [1] 5,00E+12 | 5,00E+12 | 4,82E+10 | 1,70E+08 | 1,05E+09

finlogisticssubcontractor

[datapdpsn] datadpsn [A.5] Masquerading [A] 5,00E+12 | 5,00E+12 | 4,82E+10 | 1,70E+08 | 1,05E+09
of identity

[appdpsn] appdpsnsolarismI370 | [A.18] Destruction of | [A] 4,85E+12 | 4,85E+12 | 4,38E+10 | 1,87E+08 | 1,03E+09
information

[serverpatients] [A.18] Destruction of | [A] 4,85E+12 | 4,85E+12 | 6,46E+10 | 2,55E+08 | 1,65E+09

compagproliantmlI370 information

[appdpsn] appdpsnsolarismI370 | [E.2] System / [ 4,30E+12 | 4,30E+12 | 4,41E+10 | 4,68E+08 | 9,35E+08
Security
administrator errors

[s_eprotocol] s_eprotocol [E.2] System / [A] 4,30E+12 | 4,30E+12 | 3,61E+10 | 1,59E+08 | 1,02E+09
Security
administrator errors

[appdpsn] appdpsnsolarismI370 | [E.2] System / [C] 4,30E+12 | 4,30E+12 | 4,05E+10 | 2,69E+08 | 8,70E+08
Security
administrator errors

[s_eprotocol] s_eprotocol [E.2] System / [q] 4,30E+12 | 4,30E+12 | 4,05E+10 | 2,69E+08 | 8,76E+08
Security
administrator errors

[serverpatients] [A.24] Denial of [A] 2,43E+12 | 2,43E+12 | 3,00E+10 | 1,02E+08 | 1,08E+09

compagproliantmI370 service

[appdpsn] appdpsnsolarismI370 | [E.2] System / [V] 2,15E+12 | 2,15E+12 | 1,66E+10 | 7,72E+07 | 3,94E+08
Security
administrator errors

[datapdpsn] datadpsn [E.2] System / [q] 2,156+12 | 2,15E+12 | 1,52E+10 | 7,67E+07 | 4,74E+08
Security
administrator errors

[datapdpsn] datadpsn [E.2] System / [1] 2,156+12 | 2,15E+12 | 1,52E+10 | 7,67E+07 | 4,74E+08
Security
administrator errors

[datapdpsn] datadpsn [E.2] System / V] 2,156+12 | 2,15E+12 | 1,52E+10 | 7,67E+07 | 4,75E+08
Security
administrator errors

[appdpsn] appdpsnsolarismI370 | [A.11] Unauthorised [1] 2,09E+12 | 2,09E+12 | 2,48E+10 | 8,46E+07 | 4,34E+08
access

[serverpatients] [A.19] Disclosure of [C] 2,09E+12 | 2,09E+12 | 2,99E+10 | 2,20E+08 | 6,79E+08

compagproliantmI370 information

[S_blooddata] s_blooddata [A.19] Disclosure of [C] 2,09E+12 | 2,09E+12 | 1,96E+10 | 1,31E+08 | 4,09E+08
information

[appdpsn] appdpsnsolarismi370 | [A.15] Deliberate [ 2,09E+12 | 2,09E+12 | 2,15E+10 | 2,27E+08 | 4,47E+08
alteration of
information

[appdpsn] appdpsnsolarismI370 | [A.19] Disclosure of [C] 2,09E+12 | 2,09E+12 | 1,96E+10 | 1,31E+08 | 4,17E+08
information
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[serverpatients] [A.15] Deliberate [1] 2,09E+12 | 2,09E+12 | 3,16E+10 | 2,60E+08 | 7,58E+08

compagproliantmI370 alteration of
information

[datalabpatients] datapatients [A.5.3] By outsiders [C] 1,94E+12 | 1,94E+12 | 1,86E+10 | 6,58E+07 | 4,07E+08

[appdpsn] appdpsnsolarismI370 | [A.6] Abuse of access | [C] 1,30E+12 | 1,30E+12 | 1,23E+10 | 8,17E+07 | 2,64E+08
privileges

[serverprot] questwinerserver [E.24] System failure | [A] 1,24E+12 | 1,24E+12 | 1,43E+10 | 4,89E+07 | 3,96E+08
due to exhaustion of
resources

[appdpsn] appdpsnsolarismI370 | [E.1] User errors [V] 1,24E+12 | 1,24E+12 | 9,57E+09 | 4,46E+07 | 2,28E+08

[appdpsn] appdpsnsolarismI370 | [E.1] User errors [C] 1,24E+12 | 1,24E+12 | 1,17E+10 | 7,78E+07 | 2,51E+08

[serverblood] [E.24] System failure | [A] 1,24E+12 | 1,24E+12 | 1,52E+10 | 5,19E+07 | 3,93E+08

compagproliantmI370g3 due to exhaustion of
resources

[appdpsn] appdpsnsolarismI370 | [E.1] User errors [1] 1,24E+12 | 1,24E+12 | 1,27E+10 | 1,35E+08 | 2,70E+08

[aimodosia] [A.27] Enemy over- [A] 1,22E+12 | 1,22E+12 | 1,58E+10 | 5,40E+07 | 6,84E+08

workingroomaimodosia run

[serverprot] questwinerserver [A.22] Software [n 1,21E+12 | 1,21E+12 | 1,61E+10 | 7,70E+07 | 4,80E+08
manipulation

[oswindows] [A.22] Software [n 1,21E+12 | 1,21E+12 | 1,52E+10 | 7,70E+07 | 6,31E+08

oswindows200server manipulation

[serverpatients] [E.1] User errors [A] 1,15E+12 | 1,15E+12 | 1,47E+10 | 5,92E+07 | 4,29E+08

compagproliantmI370

[datalabpatients] datapatients [A.5.3] By outsiders [A] 1,086+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08

[datapdpsn] datadpsn [A.5] Masquerading V] 1,086+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08
of identity

[datalabpatients] datapatients [A.5.1] By insiders [C] 1,08E+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08

[financial] [A.5.3] By outsiders [C] 1,086+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08

finlogisticssubcontractor

[datapdpsn] datadpsn [A.5] Masquerading [C] 1,086+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08
of identity

[datalabpatients] datapatients [A.5.1] By insiders [A] 1,086+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08

[datapdpsn] datadpsn [A.5] Masquerading [1] 1,08E+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08
of identity

[financial] [A.5.3] By outsiders [A] 1,086+12 | 1,08E+12 | 1,04E+10 | 3,65E+07 | 2,26E+08

finlogisticssubcontractor

[S_blooddata] s_blooddata [A.18] Destruction of | [A] 1,04E+12 | 1,04E+12 | 9,36E+09 | 4,00E+07 | 2,15E+08
information

[aimodosia] [A.11] Unauthorised [C] 1,04E+12 | 1,04E+12 | 1,20E+10 | 4,08E+07 | 2,02E+08

workingroomaimodosia access

[serverpatients] [A.5] Masquerading [C] 1,04E+12 | 1,04E+12 | 2,32E+10 | 1,16E+09 | 1,83E+08

compagproliantmI370 of identity

[appdpsn] appdpsnsolarismI370 | [A.5] Masquerading [C] 1,04E+12 | 1,04E+12 | 2,32E+10 | 1,16E+09 | 1,83E+08
of identity

[oswindows] [A.8] Malware [1] 9,70E+11 | 9,70E+11 | 1,05E+10 | 3,58E+07 | 1,33E+08

oswindows200server diffusion

[ossolaris] solaris [A.8] Malware [A] 9,70E+11 | 9,70E+11 | 1,05E+10 | 3,58E+07 | 1,33E+08
diffusion

[serverprot] questwinerserver [A.8] Malware [1] 9,70E+11 | 9,70E+11 | 1,05E+10 | 3,57E+07 | 1,48E+08
diffusion

[appsfinancialwindowspc] [A.8] Malware [A] 9,70E+11 | 9,70E+11 | 1,05E+10 | 3,58E+07 | 1,33E+08

logisticsexternalpatients diffusion

[serverpatients] [A.13] Repudiation [n 9,48E+11 | 9,48E+11 | 1,20E+10 | 4,10E+07 | 3,21E+08

compagproliantmI370 (denial of actions)

[ossolaris] solaris [A.22] Software [A] 6,06E+11 | 6,06E+11 | 7,80E+09 | 3,14E+07 | 3,16E+08
manipulation

[ospcwindows] ospcwindows [A.22] Software [A] 6,06E+11 | 6,06E+11 | 7,80E+09 | 3,14E+07 | 3,16E+08
manipulation

[appsfinancialwindowspc] [A.22] Software [A] 6,06E+11 | 6,06E+11 | 5,76E+09 | 2,46E+07 | 1,77E+08

logisticsexternalpatients manipulation

[appsfinancialwindowspc] [E.18] Destruction of | [A] 5,77E+11 | 5,77E+11 | 5,49E+09 | 2,34E+07 | 1,69E+08

logisticsexternalpatients information

[ossolaris] solaris [E.18] Destruction of | [A] 5,77E+11 | 5,77E+11 | 7,43E+09 | 3,00E+07 | 3,02E+08
information
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[ospcwindows] ospcwindows [E.18] Destruction of | [A] 5,77E+11 | 5,77E+11 | 7,43E+09 | 3,00E+07 | 3,02E+08
information

[secretary] secretary [A.11] Unauthorised [C] 5,21E+11 | 5,21E+11 | 5,98E+09 | 2,04E+07 | 1,00E+08
access

[offices] [A.11] Unauthorised [C] 5,21E+11 | 5,21E+11 | 5,98E+09 | 2,04E+07 | 1,00E+08

workingroomisthodosias access

[serverblood] [A.24] Denial of [A] 5,21E+11 | 5,21E+11 | 6,45E+09 | 2,20E+07 | 2,30E+08

compagproliantmI370g3 service

[serverprot] questwinerserver [A.24] Denial of [A] 5,21E+11 | 5,21E+11 | 6,08E+09 | 2,08E+07 | 1,99E+08
service

[hospitaldepartments] [A.11] Unauthorised [C] 5,21E+11 | 5,21E+11 | 5,98E+09 | 2,04E+07 | 1,00E+08

hospitaldepartments access

[dc] [A.11] Unauthorised [C] 5,21E+11 | 5,21E+11 | 5,98E+09 | 2,04E+07 | 1,00E+08

datacenterpliroforikhsorganwsis | access

[datalabpatients] datapatients [A.5.3] By outsiders [Vl 5,00E+11 | 5,00E+11 | 4,82E+09 | 1,71E+07 | 1,08E+08

[datalabpatients] datapatients [A.5.1] By insiders [V] 5,00E+11 | 5,00E+11 | 4,82E+09 | 1,71E+07 | 1,08E+08

[dataemployees] [A.5.1] By insiders [A] 5,00E+11 | 5,00E+11 | 4,82E+09 | 1,70E+07 | 1,05E+08

dataemployees

[financial] [A.5.1] By insiders [n 5,00E+11 | 5,00E+11 | 4,82E+09 | 1,70E+07 | 1,05E+08

finlogisticssubcontractor

[datalabpatients] datapatients [A.5.3] By outsiders [n 5,00E+11 | 5,00E+11 | 4,82E+09 | 1,71E+07 | 1,08E+08

[datalabpatients] datapatients [A.5.1] By insiders [1] 5,00E+11 | 5,00E+11 | 4,82E+09 | 1,71E+07 | 1,08E+08

[ospcwindows] ospcwindows [A.18] Destruction of | [A] 4,85E+11 | 4,85E+11 | 6,24E+09 | 2,51E+07 | 2,53E+08
information

[COM.LAN] Local Area Network [A.18] Destruction of | [A] 4,85E+11 | 4,85E+11 | 6,70E+09 | 5,40E+07 | 1,99E+08
information

[appsfinancialwindowspc] [A.18] Destruction of | [A] 4,85E+11 | 4,85E+11 | 4,65E+09 | 1,96E+07 | 1,42E+08

logisticsexternalpatients information

[oswindows] [A.5] Masquerading [n 4,85E+11 | 4,85E+11 | 1,08E+10 | 5,38E+08 | 8,52E+07

oswindows200server of identity

[ossolaris] solaris [A.18] Destruction of | [A] 4,85E+11 | 4,85E+11 | 6,24E+09 | 2,51E+07 | 2,53E+08
information

[oswindows] [A.15] Deliberate [n 4,85E+11 | 4,85E+11 | 5,93E+09 | 2,45E+07 | 2,52E+08

oswindows200server alteration of
information

[serverprot] questwinerserver [A.5] Masquerading [1] 4,85E+11 | 4,85E+11 | 1,08E+10 | 5,38E+08 | 8,52E+07
of identity

[serverprot] questwinerserver [A.15] Deliberate [1] 4,85E+11 | 4,85E+11 | 6,32E+09 | 2,54E+07 | 1,92E+08
alteration of
information

[secretary] secretary [A.11] Unauthorised [1] 4,85E+11 | 4,85E+11 | 5,56E+09 | 1,90E+07 | 9,38E+07
access

[COM.LAN] Local Area Network [A.24] Denial of [1] 2,61E+11 | 2,61E+11 | 4,18E+09 | 1,38E+07 | 1,13E+08
service

[appdpsn] appdpsnsolarismI370 | [A.6] Abuse of access | [V] 2,61E+11 | 2,61E+11 | 2,01E+09 | 9,37E+06 | 4,83E+07
privileges

[COM.LAN] Local Area Network [A.24] Denial of [C] 2,61E+11 | 2,61E+11 | 4,18E+09 | 1,38E+07 | 1,13E+08
service

[appdpsn] appdpsnsolarismI370 | [A.6] Abuse of access | [I] 2,61E+11 | 2,61E+11 | 2,60E+09 | 2,45E+07 | 5,72E+07
privileges

[COM.LAN] Local Area Network [A.24] Denial of V] 2,61E+11 | 2,61E+11 | 4,18E+09 | 1,38E+07 | 1,13E+08
service

[ossolaris] solaris [A.22] Software [C] 2,61E+11 | 2,61E+11 | 3,19E+09 | 1,32E+07 | 1,32E+08
manipulation

[ospcwindows] ospcwindows [A.22] Software [C] 2,61E+11 | 2,61E+11 | 3,19E+09 | 1,32E+07 | 1,32E+08
manipulation

[appsfinancialwindowspc] [A.22] Software [n 2,61E+11 | 2,61E+11 | 2,33E+09 | 1,03E+07 | 7,01E+07

logisticsexternalpatients manipulation

[ossolaris] solaris [A.22] Software [n 2,61E+11 | 2,61E+11 | 3,19E+09 | 1,32E+07 | 1,35E+08
manipulation

[oswindows] [A.22] Software [C] 2,61E+11 | 2,61E+11 | 3,19E+09 | 1,32E+07 | 1,32E+08

oswindows200server manipulation

[appsfinancialwindowspc] [A.22] Software [C] 2,61E+11 | 2,61E+11 | 2,33E+09 | 1,03E+07 | 6,78E+07

logisticsexternalpatients manipulation

[serverprot] questwinerserver [A.22] Software [C] 2,61E+11 | 2,61E+11 | 3,55E+09 | 2,08E+07 | 1,00E+08
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manipulation

[ossw] os [A.22] Software [C] 2,61E+11 | 2,61E+11 | 3,15E+09 | 1,31E+07 | 1,30E+08
manipulation

[ospcwindows] ospcwindows [A.22] Software [n 2,61E+11 | 2,61E+11 | 3,19E+09 | 1,32E+07 | 1,35E+08
manipulation

[serverpatients] [E.1] User errors [1] 2,48E+11 | 2,48E+11 | 3,66E+09 | 2,73E+07 | 9,16E+07

compagproliantmI370

[serverpatients] [E.1] User errors [C] 2,48E+11 | 2,48E+11 | 3,55E+09 | 2,55E+07 | 8,19E+07

compagproliantmI370

[S_blooddata] s_blooddata [E.1] User errors [A] 2,15E+11 | 2,15E+11 | 1,80E+09 | 7,95E+06 | 4,97E+07

[datapdpsn] datadpsn [E.1] User errors V] 2,156+11 | 2,15E+11 | 1,52E+09 | 7,69E+06 | 4,80E+07

[S_blooddata] s_blooddata [E.1] User errors [C] 2,15E+11 | 2,15E+11 | 2,02E+09 | 1,31E+07 | 4,30E+07

[aimodosia] [A.27] Enemy over- [C] 2,156+11 | 2,15E+11 | 2,73E+09 | 9,29E+06 | 9,35E+07

workingroomaimodosia run

[serverpatients] [E.2] System / [A] 2,10E+11 | 2,10E+11 | 2,67E+09 | 1,08E+07 | 7,81E+07

compagproliantmI370 Security
administrator errors

[ossolaris] solaris [E.2] System / [A] 2,10E+11 | 2,10E+11 | 2,70E+09 | 1,09E+07 | 1,10E+08
Security
administrator errors

[ospcwindows] ospcwindows [E.2] System / [A] 2,10E+11 | 2,10E+11 | 2,70E+09 | 1,09E+07 | 1,10E+08
Security
administrator errors

[oswindows] [E.2] System / [ 2,10E+11 | 2,10E+11 | 2,57E+09 | 1,06E+07 | 1,10E+08

oswindows200server Security
administrator errors

[serverprot] questwinerserver [E.2] System / [1] 2,10E+11 | 2,10E+11 | 2,74E+09 | 1,10E+07 | 8,38E+07
Security
administrator errors

[appsfinancialwindowspc] [E.2] System / [A] 2,10E+11 | 2,10E+11 | 2,00E+09 | 8,51E+06 | 6,16E+07

logisticsexternalpatients Security
administrator errors

[COM.LAN] Local Area Network [E.2] System / [A] 2,10E+11 | 2,10E+11 | 2,90E+09 | 2,34E+07 | 8,65E+07
Security
administrator errors

[oswindows] [E.20] Software [n 2,10E+11 | 2,10E+11 | 3,50E+09 | 1,15E+07 | 1,19E+08

oswindows200server vulnerabilities

[serverprot] questwinerserver [A.8] Malware [A] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,67E+06 | 3,18E+07
diffusion

[oswindows] [A.8] Malware [A] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07

oswindows200server diffusion

[appsfinancialwindowspc] [A.8] Malware [C] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07

logisticsexternalpatients diffusion

[ossw] os [A.8] Malware [C] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07
diffusion

[appsfinancialwindowspc] [A.8] Malware [1] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07

logisticsexternalpatients diffusion

[ossolaris] solaris [A.8] Malware [n 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07
diffusion

[serverprot] questwinerserver [A.8] Malware [C] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,67E+06 | 3,29E+07
diffusion

[ossw] os [A.8] Malware [A] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07
diffusion

[ossolaris] solaris [A.8] Malware [C] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07
diffusion

[oswindows] [A.8] Malware [C] 2,09E+11 | 2,09E+11 | 2,25E+09 | 7,69E+06 | 2,85E+07

oswindows200server diffusion

[appdpsn] appdpsnsolarismI370 | [A.5] Masquerading V] 2,09E+11 | 2,09E+11 | 2,01E+09 | 7,13E+06 | 4,50E+07
of identity

[appdpsn] appdpsnsolarismI370 | [A.5] Masquerading [1] 2,09E+11 | 2,09E+11 | 4,18E+09 | 1,70E+08 | 3,73E+07
of identity

[serverpatients] [A.5] Masquerading [n 2,09E+11 | 2,09E+11 | 3,48E+09 | 8,57E+07 | 4,16E+07

compagproliantmI370 of identity

[aimodosia] [A.11] Unauthorised [n 1,53E+11 | 1,53E+11 | 1,75E+09 | 5,98E+06 | 2,97E+07

workingroomaimodosia

access
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[offices] [A.7] Misuse [C] 1,30E+11 | 1,30E+11 | 1,06E+09 | 4,87E+06 | 3,43E+07

workingroomisthodosias

[serverblood] [A.6] Abuse of access | [C] 1,30E+11 | 1,30E+11 | 1,71E+09 | 1,53E+07 | 5,06E+07

compagproliantmI370g3 privileges

[serverprot] questwinerserver [A.22] Software [A] 1,30E+11 | 1,30E+11 | 1,75E+09 | 6,92E+06 | 5,47E+07
manipulation

[COM.LAN] Local Area Network [A.6] Abuse of access | [C] 1,30E+11 | 1,30E+11 | 1,83E+09 | 1,21E+07 | 5,22E+07
privileges

[oswindows] [A.22] Software [A] 1,30E+11 | 1,30E+11 | 1,68E+09 | 6,76E+06 | 6,87E+07

oswindows200server manipulation

[serverpatients] [A.6] Abuse of access | [C] 1,30E+11 | 1,30E+11 | 1,94E+09 | 1,50E+07 | 4,38E+07

compagproliantmI370 privileges

[serverprot] questwinerserver [A.6] Abuse of access | [C] 1,30E+11 | 1,30E+11 | 1,88E+09 | 1,23E+07 | 5,74E+07
privileges

[hospitaldepartments] [A.7] Misuse [C] 1,30E+11 | 1,30E+11 | 1,06E+09 | 4,87E+06 | 3,43E+07

hospitaldepartments

[ossw] os [A.22] Software [A] 1,30E+11 | 1,30E+11 | 1,67E+09 | 6,74E+06 | 6,76E+07
manipulation

[oswindows] [E.18] Destruction of | [A] 1,24E+11 | 1,24E+11 | 1,60E+09 | 6,44E+06 | 6,57E+07

oswindows200server information

[ossw] os [E.18] Destruction of | [A] 1,24E+11 | 1,24E+11 | 1,59E+09 | 6,42E+06 | 6,47E+07
information

[appdpsn] appdpsnsolarismI370 | [A.6] Abuse of access | [A] 1,21E+11 | 1,21E+11 | 1,02E+09 | 4,49E+06 | 2,91E+07
privileges

[offices] [A.7] Misuse [A] 1,21E+11 | 1,21E+11 | 1,08E+09 | 4,69E+06 | 3,55E+07

workingroomisthodosias

[oswindows] [A.6] Abuse of access | [l] 1,21E+11 | 1,21E+11 | 1,53E+09 | 6,33E+06 | 7,16E+07

oswindows200server privileges

[serverprot] questwinerserver [A.6] Abuse of access | [I] 1,21E+11 | 1,21E+11 | 1,63E+09 | 6,56E+06 | 5,44E+07
privileges

[hospitaldepartments] [A.7] Misuse [A] 1,21E+11 | 1,21E+11 | 1,08E+09 | 4,69E+06 | 3,55E+07

hospitaldepartments

[ossw] os [A.22] Software [1] 1,21E+11 | 1,21E+11 | 1,48E+09 | 6,12E+06 | 6,23E+07
manipulation

[oswindows] [A.7] Misuse [n 1,21E+11 | 1,21E+11 | 1,48E+09 | 6,14E+06 | 6,34E+07

oswindows200server

[COM.LAN] Local Area Network [A.7] Misuse [A] 1,21E+11 | 1,21E+11 | 1,61E+09 | 1,02E+07 | 4,99E+07

[serverpatients] [A.6] Abuse of access | [A] 1,21E+11 | 1,21E+11 | 1,56E+09 | 6,26E+06 | 4,72E+07

compagproliantmi370 privileges

[COM.LAN] Local Area Network [A.6] Abuse of access | [A] 1,21E+11 | 1,21E+11 | 1,68E+09 | 1,20E+07 | 5,30E+07
privileges

[oswindows] [E.8] Malware [1] 1,15E+11 | 1,15E+11 | 1,40E+09 | 5,79E+06 | 5,69E+07

oswindows200server diffusion

[ospcwindows] ospcwindows [E.8] Malware [A] 1,15e+11 | 1,15E+11 | 1,44E+09 | 5,83E+06 | 5,47E+07
diffusion

[serverprot] questwinerserver [E.8] Malware [n 1,15e+11 | 1,15E+11 | 1,49E+09 | 6,01E+06 | 4,30E+07
diffusion

[appsfinancialwindowspc] [E.8] Malware [A] 1,15E+11 | 1,15E+11 | 1,06E+09 | 4,45E+06 | 2,96E+07

logisticsexternalpatients diffusion

[serverprot] questwinerserver [E.1] User errors [ 1,15e+11 | 1,15E+11 | 1,51E+09 | 6,07E+06 | 4,63E+07

[ossolaris] solaris [E.8] Malware [A] 1,15E+11 | 1,15E+11 | 1,44E+09 | 5,83E+06 | 5,47E+07
diffusion

[oswindows] [E.1] User errors [1] 1,15E+11 | 1,15E+11 | 1,41E+09 | 5,86E+06 | 6,10E+07

oswindows200server

[serverpatients] [E.25] Equipment [A] 1,15e+11 | 1,15E+11 | 1,48E+09 | 5,96E+06 | 4,47E+07

compagproliantmi370 loss

[ossolaris] solaris [E.21] Defects in [A] 1,15E+11 | 1,15E+11 | 1,78E+09 | 5,95E+06 | 7,09E+07
software
maintenance /
updating

[ospcwindows] ospcwindows [E.21] Defects in [A] 1,15e+11 | 1,15E+11 | 1,78E+09 | 5,95E+06 | 7,09E+07
software
maintenance /
updating

[ossw] os [E.21] Defects in V] 1,15e+11 | 1,15E+11 | 1,78E+09 | 5,95E+06 | 7,88E+07
software

maintenance /
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updating

[appsfinancialwindowspc] [E.21] Defects in [A] 1,15E+11 | 1,156+11 | 1,37E+09 | 4,69E+06 | 4,30E+07

logisticsexternalpatients software
maintenance /
updating

[oswindows] [E.21] Defects in [1] 1,15E+11 | 1,15E+11 | 1,78E+09 | 5,95E+06 | 7,38E+07

oswindows200server software
maintenance /
updating

[dataemployees] [A.5.1] By insiders [C] 1,08E+11 | 1,08E+11 | 1,04E+09 | 3,67E+06 | 2,32E+07

dataemployees

[dataemployees] [A.5.1] By insiders [1] 1,08E+11 | 1,08E+11 | 1,04E+09 | 3,67E+06 | 2,32E+07

dataemployees

[dataemployees] [A.5.1] By insiders V] 1,08E+11 | 1,08E+11 | 1,04E+09 | 3,67E+06 | 2,32E+07

dataemployees

[ossw] os [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,11E+06 | 2,34E+07
access

[ossolaris] solaris [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 1,28E+09 | 5,28E+06 | 5,30E+07
information

[serverpatients] [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,67E+09 | 5,52E+06 | 3,10E+07

compagproliantmI370 access

[oswindows] [A.5] Masquerading [C] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07

oswindows200server of identity

[appsfinancialwindowspc] [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,11E+06 | 2,34E+07

logisticsexternalpatients access

[ospcwindows] ospcwindows [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,11E+06 | 2,34E+07
access

[ospcwindows] ospcwindows [A.15] Deliberate [1] 1,04E+11 | 1,04E+11 | 1,28E+09 | 5,28E+06 | 5,43E+07
alteration of
information

[ospcwindows] ospcwindows [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 1,28E+09 | 5,28E+06 | 5,30E+07
information

[appsfinancialwindowspc] [A.5] Masquerading [C] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07

logisticsexternalpatients of identity

[COM.LAN] Local Area Network [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 1,40E+09 | 8,30E+06 | 3,91E+07
information

[serverprot] questwinerserver [A.5] Masquerading [C] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07
of identity

[ospcwindows] ospcwindows [A.5] Masquerading [1] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07
of identity

[serverblood] [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,56E+09 | 5,26E+06 | 3,24E+07

compagproliantm|370g3 access

[ossw] os [A.18] Destruction of | [A] 1,04E+11 | 1,04E+11 | 1,34E+09 | 5,39E+06 | 5,41E+07
information

[COM.LAN] Local Area Network [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,18E+09 | 4,03E+06 | 1,60E+07
access

[serverprot] questwinerserver [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 1,42E+09 | 8,18E+06 | 4,03E+07
information

[oswindows] [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 1,27E+09 | 5,28E+06 | 5,32E+07

oswindows200server information

[ossolaris] solaris [A.5] Masquerading [C] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07
of identity

[ossw] os [A.5] Masquerading [C] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07
of identity

[appsfinancialwindowspc] [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 9,32E+08 | 4,04E+06 | 2,73E+07

logisticsexternalpatients information

[ossolaris] solaris [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,11E+06 | 2,34E+07
access

[serverprot] questwinerserver [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,62E+09 | 5,40E+06 | 3,24E+07
access

[ossolaris] solaris [A.15] Deliberate [1] 1,04E+11 | 1,04E+11 | 1,28E+09 | 5,28E+06 | 5,43E+07
alteration of
information

[appsfinancialwindowspc] [A.5] Masquerading [n 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07

logisticsexternalpatients of identity

[appsfinancialwindowspc] [A.15] Deliberate [1] 1,04E+11 | 1,04E+11 | 9,32E+08 | 4,04E+06 | 2,82E+07

logisticsexternalpatients alteration of
information

[ossw] os [A.19] Disclosure of [C] 1,04E+11 | 1,04E+11 | 1,27E+09 | 5,26E+06 | 5,22E+07
information
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[ospcwindows] ospcwindows [A.5] Masquerading [C] 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07
of identity

[serverprot] questwinerserver [A.18] Destruction of | [A] 1,04E+11 | 1,04E+11 | 1,40E+09 | 5,54E+06 | 4,37E+07
information

[ossolaris] solaris [A.5] Masquerading [n 1,04E+11 | 1,04E+11 | 2,09E+09 | 8,48E+07 | 1,86E+07
of identity

[oswindows] [A.18] Destruction of | [A] 1,04E+11 | 1,04E+11 | 1,34E+09 | 5,41E+06 | 5,50E+07

oswindows200server information

[oswindows] [A.11] Unauthorised [C] 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,11E+06 | 2,34E+07

oswindows200server access

[hospitaldepartments] [A.11] Unauthorised [n 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,08E+06 | 2,09E+07

hospitaldepartments access

[offices] [A.11] Unauthorised [1] 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,08E+06 | 2,09E+07

workingroomisthodosias access

[dc] [A.11] Unauthorised [n 1,04E+11 | 1,04E+11 | 1,20E+09 | 4,08E+06 | 2,09E+07

datacenterpliroforikhsorganwsis | access

[S_blooddata] s_blooddata [E.1] User errors [n 1,00E+11 | 1,00E+11 | 9,54E+08 | 7,35E+06 | 2,18E+07

[dc] [A.27] Enemy over- [A] 1,00E+11 | 1,00E+11 | 1,30E+09 | 4,44E+06 | 5,63E+07

datacenterpliroforikhsorganwsis | run

[datapdpsn] datadpsn [E.14] Information [A] 1,00E+11 | 1,00E+11 | 7,88E+08 | 3,70E+06 | 2,80E+07
leaks (> E.19)

[offices] [A.27] Enemy over- [A] 1,00E+11 | 1,00E+11 | 1,30E+09 | 4,44E+06 | 5,63E+07

workingroomisthodosias run

[personalcomputer] pcwindows | [A.23] Hardware [A] 1,00E+11 | 1,00E+11 | 7,88E+08 | 3,70E+06 | 2,80E+07
manipulation

[ospcwindows] ospcwindows [A.8] Malware [A] 1,00E+11 | 1,00E+11 | 1,08E+09 | 3,69E+06 | 1,37E+07
diffusion

[s_eprotocol] s_eprotocol [E.2] System / V] 1,00E+11 | 1,00E+11 | 7,70E+08 | 3,57E+06 | 1,95E+07
Security
administrator errors

[datapdpsn] datadpsn [E.18] Destruction of | [A] 1,00E+11 | 1,00E+11 | 7,88E+08 | 3,70E+06 | 2,80E+07
information

[personalcomputer] pcwindows | [E.24] System failure | [A] 1,00E+11 | 1,00E+11 | 1,27E+09 | 4,32E+06 | 3,26E+07
due to exhaustion of
resources

[serverprot] questwinerserver [A.25] Theft [n 1,00E+11 | 1,00E+11 | 1,74E+09 | 5,64E+06 | 5,37E+07

[datapdpsn] datadpsn [A.6] Abuse of access | [A] 1,00E+11 | 1,00E+11 | 7,87E+08 | 3,68E+06 | 2,84E+07
privileges

[S_blooddata] s_blooddata [E.1] User errors [V] 1,00E+11 | 1,00E+11 | 7,65E+08 | 3,56E+06 | 1,83E+07

[serverpatients] [A.25] Theft [A] 1,00E+11 | 1,00E+11 | 1,74E+09 | 5,64E+06 | 5,37E+07

compagproliantmI370

[COM.LAN] Local Area Network [A.11] Unauthorised [A] 9,70E+10 | 9,70E+10 | 1,04E+09 | 3,57E+06 | 1,25E+07
access

[COM.LAN] Local Area Network [A.19] Disclosure of [A] 9,70E+10 | 9,70E+10 | 1,29E+09 | 8,17E+06 | 3,99E+07
information

[oswindows] [A.11] Unauthorised [1] 9,70E+10 | 9,70E+10 | 1,12E+09 | 3,82E+06 | 2,17E+07

oswindows200server access

[serverpatients] [A.11] Unauthorised [A] 9,70E+10 | 9,70E+10 | 1,45E+09 | 4,89E+06 | 2,91E+07

compagproliantmi370 access

[ossw] os [A.8] Malware [n 9,70E+10 | 9,70E+10 | 1,05E+09 | 3,58E+06 | 1,33E+07
diffusion

[serverprot] questwinerserver [A.11] Unauthorised [1] 9,70E+10 | 9,70E+10 | 1,50E+09 | 5,02E+06 | 2,98E+07
access

[COM.LAN] Local Area Network [A.14] [A] 9,70E+10 | 9,70E+10 | 2,03E+09 | 3,18E+07 | 2,19E+07
Eavesdropping

[COM.LAN] Local Area Network [A.15] Deliberate [A] 9,70E+10 | 9,70E+10 | 1,29E+09 | 8,17E+06 | 3,99E+07
alteration of
information

[COM.LAN] Local Area Network [A.9] [Re-]routing of [A] 8,82E+10 | 8,82E+10 | 1,17E+09 | 7,43E+06 | 3,63E+07
messages

[COM.LAN] Local Area Network [A.10] Sequence [A] 8,82E+10 | 8,82E+10 | 1,17E+09 | 7,43E+06 | 3,63E+07
alteration

[COM.LAN] Local Area Network [A.12] Traffic [A] 8,82E+10 | 8,82E+10 | 1,15E+09 | 3,91E+06 | 2,62E+07
analysis

[dataemployees] [A.5.3] By outsiders [A] 5,00E+10 | 5,00E+10 | 4,82E+08 | 1,71E+06 | 1,08E+07

dataemployees

[ossw] os [A.5] Masquerading [n 4,85E+10 | 4,85E+10 | 8,04E+08 | 2,12E+07 | 9,09E+06
of identity

[ossw] os [A.15] Deliberate [1] 4,85E+10 | 4,85E+10 | 5,91E+08 | 2,44E+06 | 2,51E+07
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alteration of
information

[serverprot] questwinerserver [A.23] Hardware [C] 4,74E+10 | 4,74E+10 | 6,83E+08 | 4,47E+06 | 2,09E+07
manipulation
[serverprot] questwinerserver [A.23] Hardware [A] 4,74E+10 | 4,74E+10 | 6,52E+08 | 2,57E+06 | 2,22E+07
manipulation
[serverpatients] [E.2] System / [1] 4,51E+10 | 4,51E+10 | 6,41E+08 | 4,04E+06 | 1,68E+07
compagproliantmI370 Security
administrator errors
[ospcwindows] ospcwindows [E.2] System / [ 4,51E+10 | 4,51E+10 | 5,53E+08 | 2,29E+06 | 2,39E+07
Security
administrator errors
[serverprot] questwinerserver [E.2] System / [C] 4,51E+10 | 4,51E+10 | 6,10E+08 | 3,27E+06 | 1,77E+07
Security
administrator errors
[ossw] os [E.2] System / [q] 4,51E+10 | 4,51E+10 | 5,51E+08 | 2,28E+06 | 2,30E+07
Security
administrator errors
[oswindows] [E.20] Software [C] 4,51E+10 | 4,51E+10 | 7,53E+08 | 2,46E+06 | 2,61E+07
oswindows200server vulnerabilities
[ossolaris] solaris [E.2] System / [q] 4,51E+10 | 4,51E+10 | 5,53E+08 | 2,29E+06 | 2,33E+07
Security
administrator errors
[COM.LAN] Local Area Network [E.2] System / [1] 4,51E+10 | 4,51E+10 | 5,95E+08 | 3,09E+06 | 1,74E+07
Security
administrator errors
[ossolaris] solaris [E.20] Software [C] 4,51E+10 | 4,51E+10 | 7,53E+08 | 2,46E+06 | 2,61E+07
vulnerabilities
[ospcwindows] ospcwindows [E.20] Software [1] 4,51E+10 | 4,51E+10 | 7,53E+08 | 2,46E+06 | 2,59E+07
vulnerabilities
[appsfinancialwindowspc] [E.2] System / [ 4,51E+10 | 4,51E+10 | 4,08E+08 | 1,75E+06 | 1,25E+07
logisticsexternalpatients Security
administrator errors
[serverblood] [E.2] System / [C] 4,51E+10 | 4,51E+10 | 5,62E+08 | 3,84E+06 | 1,72E+07
compagproliantml|370g3 Security
administrator errors
[ossw] os [E.20] Software [C] 4,51E+10 | 4,51E+10 | 7,53E+08 | 2,46E+06 | 2,61E+07
vulnerabilities
[ospcwindows] ospcwindows [E.2] System / [C] 4,51E+10 | 4,51E+10 | 5,53E+08 | 2,29E+06 | 2,33E+07
Security
administrator errors
[appsfinancialwindowspc] [E.20] Software [C] 4,51E+10 | 4,51E+10 | 5,67E+08 | 1,93E+06 | 1,44E+07
logisticsexternalpatients vulnerabilities
[serverpatients] [E.2] System / [C] 4,51E+10 | 4,51E+10 | 6,32E+08 | 4,13E+06 | 1,50E+07
compagproliantmI370 Security
administrator errors
[ospcwindows] ospcwindows [E.20] Software [C] 4,51E+10 | 4,51E+10 | 7,53E+08 | 2,46E+06 | 2,61E+07
vulnerabilities
[ossolaris] solaris [E.20] Software [1] 4,51E+10 | 4,51E+10 | 7,53E+08 | 2,46E+06 | 2,59E+07
vulnerabilities
[ossw] os [E.2] System / [A] 4,51E+10 | 4,51E+10 | 5,79E+08 | 2,33E+06 | 2,46E+07
Security
administrator errors
[ossolaris] solaris [E.2] System / [1] 4,51E+10 | 4,51E+10 | 5,53E+08 | 2,29E+06 | 2,39E+07
Security
administrator errors
[COM.LAN] Local Area Network [E.2] System / [q] 4,51E+10 | 4,51E+10 | 5,95E+08 | 3,09E+06 | 1,72E+07
Security
administrator errors
[oswindows] [E.2] System / [C] 4,51E+10 | 4,51E+10 | 5,53E+08 | 2,28E+06 | 2,34E+07
oswindows200server Security
administrator errors
[appsfinancialwindowspc] [E.20] Software [n 4,51E+10 | 4,51E+10 | 5,67E+08 | 1,93E+06 | 1,43E+07
logisticsexternalpatients vulnerabilities
[serverblood] [E.2] System / [A] 4,51E+10 | 4,51E+10 | 5,57E+08 | 2,30E+06 | 1,93E+07
compagproliantmI370g3 Security
administrator errors
[serverprot] questwinerserver [E.2] System / [A] 4,51E+10 | 4,51E+10 | 6,08E+08 | 2,39E+06 | 1,92E+07

Security
administrator errors
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[oswindows] [E.2] System / [A] 4,51E+10 | 4,51E+10 | 5,81E+08 | 2,34E+06 | 2,50E+07
oswindows200server Security
administrator errors
[appsfinancialwindowspc] [E.2] System / [q] 4,51E+10 | 4,51E+10 | 4,08E+08 | 1,75E+06 | 1,21E+07
logisticsexternalpatients Security
administrator errors
[S_blooddata] s_blooddata [E.2] System / [A] 4,30E+10 | 4,30E+10 | 3,60E+08 | 1,58E+06 | 1,01E+07
Security
administrator errors
[S_blooddata] s_blooddata [E.2] System / [c] 4,30E+10 | 4,30E+10 | 3,98E+08 | 2,42E+06 | 8,69E+06
Security
administrator errors
[appsfinancialwindowspc] [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 2,33E+08 | 1,01E+06 | 6,90E+06
logisticsexternalpatients
[ospcwindows] ospcwindows [A.7] Misuse [n 2,61E+10 | 2,61E+10 | 3,19E+08 | 1,32E+06 | 1,37E+07
[hospitaldepartments] [A.7] Misuse [1] 2,61E+10 | 2,61E+10 | 2,12E+08 | 0.968733 | 6,97E+06
hospitaldepartments
[serverblood] [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,24E+08 | 2,21E+06 | 9,81E+06
compagproliantm|370g3
[ossolaris] solaris [A.7] Misuse [n 2,61E+10 | 2,61E+10 | 3,19E+08 | 1,32E+06 | 1,37E+07
[COM.LAN] Local Area Network [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,43E+08 | 1,77E+06 | 9,84E+06
[serverpatients] [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,64E+08 | 2,38E+06 | 8,59E+06
compagproliantmi370
[ospcwindows] ospcwindows [A.6] Abuse of access | [C] 2,61E+10 | 2,61E+10 | 3,29E+08 | 1,36E+06 | 1,51E+07
privileges
[ossolaris] solaris [A.6] Abuse of access | [I] 2,61E+10 | 2,61E+10 | 3,29E+08 | 1,36E+06 | 1,54E+07
privileges
[oswindows] [A.6] Abuse of access | [C] 2,61E+10 | 2,61E+10 | 3,28E+08 | 1,36E+06 | 1,52E+07
oswindows200server privileges
[COM.LAN] Local Area Network [A.7] Misuse V] 2,61E+10 | 2,61E+10 | 3,26E+08 | 1,94E+06 | 9,42E+06
[appsfinancialwindowspc] [A.7] Misuse [n 2,61E+10 | 2,61E+10 | 2,33E+08 | 1,01E+06 | 7,12E+06
logisticsexternalpatients
[serverblood] [A.6] Abuse of access | [A] 2,61E+10 | 2,61E+10 | 3,25E+08 | 1,34E+06 | 1,17E+07
compagproliantmI370g3 privileges
[ospcwindows] ospcwindows [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,19E+08 | 1,32E+06 | 1,34E+07
[oswindows] [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,19E+08 | 1,32E+06 | 1,34E+07
oswindows200server
[COM.LAN] Local Area Network [A.6] Abuse of access | [V] 2,61E+10 | 2,61E+10 | 3,41E+08 | 2,27E+06 | 1,02E+07
privileges
[appsfinancialwindowspc] [A.6] Abuse of access | [I] 2,61E+10 | 2,61E+10 | 2,42E+08 | 1,04E+06 | 8,20E+06
logisticsexternalpatients privileges
[ossolaris] solaris [A.6] Abuse of access | [C] 2,61E+10 | 2,61E+10 | 3,29E+08 | 1,36E+06 | 1,51E+07
privileges
[ospcwindows] ospcwindows [A.6] Abuse of access | [I] 2,61E+10 | 2,61E+10 | 3,29E+08 | 1,36E+06 | 1,54E+07
privileges
[COM.LAN] Local Area Network [A.7] Misuse [n 2,61E+10 | 2,61E+10 | 3,43E+08 | 1,77E+06 | 1,00E+07
[ossw] os [A.6] Abuse of access | [C] 2,61E+10 | 2,61E+10 | 3,27E+08 | 1,35E+06 | 1,49E+07
privileges
[ossolaris] solaris [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,19E+08 | 1,32E+06 | 1,34E+07
[serverprot] questwinerserver [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,52E+08 | 1,88E+06 | 1,02E+07
[serverpatients] [A.6] Abuse of access | [I] 2,61E+10 | 2,61E+10 | 3,73E+08 | 2,34E+06 | 9,85E+06
compagproliantmI370 privileges
[serverprot] questwinerserver [A.6] Abuse of access | [A] 2,61E+10 | 2,61E+10 | 3,59E+08 | 1,41E+06 | 1,23E+07
privileges
[appsfinancialwindowspc] [A.6] Abuse of access | [C] 2,61E+10 | 2,61E+10 | 2,42E+08 | 1,04E+06 | 8,02E+06
logisticsexternalpatients privileges
[COM.LAN] Local Area Network [A.6] Abuse of access | [I] 2,61E+10 | 2,61E+10 | 3,55E+08 | 1,98E+06 | 1,06E+07
privileges
[ossw] os [A.7] Misuse [C] 2,61E+10 | 2,61E+10 | 3,17E+08 | 1,31E+06 | 1,32E+07
[offices] [A.7] Misuse [n 2,61E+10 | 2,61E+10 | 2,12E+08 | 0.968733 | 6,97E+06
workingroomisthodosias
[hospitaldepartments] [A.7] Misuse V] 2,61E+10 | 2,61E+10 | 2,12E+08 | 0.968733 | 6,98E+06
hospitaldepartments
[ospcwindows] ospcwindows [E.18] Destruction of | [V] 2,48E+10 | 2,48E+10 | 3,06E+08 | 1,26E+06 | 1,35E+07
information
[appdpsn] appdpsnsolarismI370 | [E.19] Information [C] 2,48E+10 | 2,48E+10 | 2,31E+08 | 1,40E+06 | 5,12E+06

leaks
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[ospcwindows] ospcwindows [E.15] Accidental V] 2,48E+10 | 2,48E+10 | 3,06E+08 | 1,26E+06 | 1,35E+07
alteration of the
information

[ospcwindows] ospcwindows [E.19] Information [C] 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,28E+07
leaks

[ospcwindows] ospcwindows [E.1] User errors [n 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,32E+07

[appsfinancialwindowspc] [E.1] User errors [C] 2,48E+10 | 2,48E+10 | 2,22E+08 | 0.961740 | 6,65E+06

logisticsexternalpatients

[appsfinancialwindowspc] [E.8] Malware [n 2,48E+10 | 2,48E+10 | 2,19E+08 | 0.949768 | 6,22E+06

logisticsexternalpatients diffusion

[appdpsn] appdpsnsolarismI370 | [E.18] Destruction of | [V] 2,48E+10 | 2,48E+10 | 1,91E+08 | 0.888843 | 4,69E+06
information

[ossolaris] solaris [E.8] Malware [n 2,48E+10 | 2,48E+10 | 3,01E+08 | 1,24E+06 | 1,23E+07
diffusion

[serverprot] questwinerserver [E.1] User errors [C] 2,48E+10 | 2,48E+10 | 3,36E+08 | 1,80E+06 | 9,75E+06

[oswindows] [E.1] User errors [C] 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,29E+07

oswindows200server

[ospcwindows] ospcwindows [E.8] Malware [C] 2,48E+10 | 2,48E+10 | 3,01E+08 | 1,24E+06 | 1,20E+07
diffusion

[oswindows] [E.8] Malware [C] 2,48E+10 | 2,48E+10 | 3,01E+08 | 1,24E+06 | 1,20E+07

oswindows200server diffusion

[ossolaris] solaris [E.1] User errors [C] 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,28E+07

[ospcwindows] ospcwindows [E.1] User errors [C] 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,28E+07

[ossw] os [E.1] User errors [C] 2,48E+10 | 2,48E+10 | 3,03E+08 | 1,25E+06 | 1,27E+07

[ossw] os [E.8] Malware [A] 2,48E+10 | 2,48E+10 | 3,09E+08 | 1,25E+06 | 1,21E+07
diffusion

[appdpsn] appdpsnsolarismI370 | [E.15] Accidental [V] 2,48E+10 | 2,48E+10 | 1,91E+08 | 0.888843 | 4,69E+06
alteration of the
information

[oswindows] [E.19] Information [C] 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,29E+07

oswindows200server leaks

[ossolaris] solaris [E.1] User errors [n 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,32E+07

[serverblood] [E.23] Defects in [A] 2,48E+10 | 2,48E+10 | 4,39E+08 | 1,41E+06 | 1,75E+07

compagproliantml|370g3 hardware
maintenance /
updating

[ossw] os [E.8] Malware [C] 2,48E+10 | 2,48E+10 | 3,00E+08 | 1,24E+06 | 1,18E+07
diffusion

[appsfinancialwindowspc] [E.19] Information [C] 2,48E+10 | 2,48E+10 | 2,22E+08 | 0.961740 | 6,65E+06

logisticsexternalpatients leaks

[serverprot] questwinerserver [E.23] Defects in [A] 2,48E+10 | 2,48E+10 | 4,39E+08 | 1,41E+06 | 1,75E+07
hardware
maintenance /
updating

[serverprot] questwinerserver [E.8] Malware [A] 2,48E+10 | 2,48E+10 | 3,26E+08 | 1,29E+06 | 9,52E+06
diffusion

[ospcwindows] ospcwindows [E.8] Malware [1] 2,48E+10 | 2,48E+10 | 3,01E+08 | 1,24E+06 | 1,23E+07
diffusion

[appdpsn] appdpsnsolarismI370 | [E.19] Information V] 2,48E+10 | 2,48E+10 | 1,91E+08 | 0.888843 | 4,69E+06
leaks

[oswindows] [E.8] Malware [A] 2,48E+10 | 2,48E+10 | 3,10E+08 | 1,25E+06 | 1,24E+07

oswindows200server diffusion

[appsfinancialwindowspc] [E.8] Malware [C] 2,48E+10 | 2,48E+10 | 2,19E+08 | 0.949768 | 6,02E+06

logisticsexternalpatients diffusion

[ossolaris] solaris [E.19] Information [C] 2,48E+10 | 2,48E+10 | 3,04E+08 | 1,26E+06 | 1,28E+07
leaks

[ospcwindows] ospcwindows [E.1] User errors V] 2,48E+10 | 2,48E+10 | 3,06E+08 | 1,26E+06 | 1,35E+07

[ossolaris] solaris [E.1] User errors V] 2,48E+10 | 2,48E+10 | 3,06E+08 | 1,26E+06 | 1,35E+07

[ossolaris] solaris [E.8] Malware [C] 2,48E+10 | 2,48E+10 | 3,01E+08 | 1,24E+06 | 1,20E+07
diffusion

[ossw] os [E.19] Information [C] 2,48E+10 | 2,48E+10 | 3,03E+08 | 1,25E+06 | 1,27E+07
leaks

[serverprot] questwinerserver [E.8] Malware [C] 2,48E+10 | 2,48E+10 | 3,32E+08 | 1,79E+06 | 9,09E+06
diffusion

[appsfinancialwindowspc] [E.1] User errors [n 2,48E+10 | 2,48E+10 | 2,22E+08 | 0.961740 | 6,86E+06

logisticsexternalpatients

[serverpatients] [E.19] Information [C] 2,48E+10 | 2,48E+10 | 3,48E+08 | 2,27E+06 | 8,25E+06
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compagproliantmI370

leaks

[ospcwindows] ospcwindows [E.8] Malware V] 2,48E+10 | 2,48E+10 | 2,96E+08 | 1,22E+06 | 1,19E+07
diffusion
[serverblood] [E.25] Equipment [C] 2,48E+10 | 2,48E+10 | 3,26E+08 | 2,92E+06 | 9,64E+06
compagproliantmI370g3 loss
[serverprot] questwinerserver [E.25] Equipment [C] 2,48E+10 | 2,48E+10 | 3,58E+08 | 2,34E+06 | 1,09E+07
loss
[serverblood] [E.25] Equipment [A] 2,48E+10 | 2,48E+10 | 3,09E+08 | 1,28E+06 | 1,10E+07
compagproliantml|370g3 loss
[serverprot] questwinerserver [E.25] Equipment [A] 2,48E+10 | 2,48E+10 | 3,42E+08 | 1,35E+06 | 1,16E+07
loss
[serverpatients] [E.25] Equipment [C] 2,48E+10 | 2,48E+10 | 3,65E+08 | 2,85E+06 | 8,35E+06
compagproliantmI370 loss
[ospcwindows] ospcwindows [E.21] Defects in [n 2,48E+10 | 2,48E+10 | 3,83E+08 | 1,28E+06 | 1,60E+07
software
maintenance /
updating
[ossw] os [E.21] Defects in [A] 2,48E+10 | 2,48E+10 | 3,83E+08 | 1,28E+06 | 1,57E+07
software
maintenance /
updating
[appsfinancialwindowspc] [E.21] Defects in [1] 2,48E+10 | 2,48E+10 | 2,95E+08 | 1,01E+06 | 9,33E+06
logisticsexternalpatients software
maintenance /
updating
[oswindows] [E.21] Defects in [A] 2,48E+10 | 2,48E+10 | 3,83E+08 | 1,28E+06 | 1,57E+07
oswindows200server software
maintenance /
updating
[ossolaris] solaris [E.21] Defects in [n 2,48E+10 | 2,48E+10 | 3,83E+08 | 1,28E+06 | 1,60E+07
software
maintenance /
updating
[serverprot] questwinerserver [N.*] Other natural [A] 2,26E+10 | 2,26E+10 | 4,00E+08 | 1,29E+06 | 1,67E+07
disasters
[serverblood] [N.*] Other natural [A] 2,26E+10 | 2,26E+10 | 4,00E+08 | 1,29E+06 | 1,68E+07
compagproliantmI370g3 disasters
[COM.LAN] Local Area Network [E.2] System / I\ 2,26E+10 | 2,26E+10 | 2,83E+08 | 1,68E+06 | 8,25E+06
Security
administrator errors
[ospcwindows] ospcwindows [E.2] System / I\ 2,26E+10 | 2,26E+10 | 2,78E+08 | 1,15E+06 | 1,23E+07
Security
administrator errors
[personalcomputer] pcwindows | [A.23] Hardware [C] 2,15E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,89E+06
manipulation
[datapdpsn] datadpsn [E.15] Accidental V] 2,15E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,91E+06
alteration of the
information
[datapdpsn] datadpsn [E.14] Information [n 2,15E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,89E+06
leaks (> E.19)
[personalcomputer] pcwindows | [E.24] System failure | [C] 2,15E+10 | 2,15E+10 | 2,72E+08 | 0.929269 | 7,36E+06
due to exhaustion of
resources
[serverpatients] [A.25] Theft [n 2,15E+10 | 2,15E+10 | 3,75E+08 | 1,21E+06 | 1,17E+07
compagproliantmi370
[personalcomputer] pcwindows | [E.24] System failure | [V] 2,15E+10 | 2,15E+10 | 2,72E+08 | 0.929269 | 7,39E+06
due to exhaustion of
resources
[datapdpsn] datadpsn [A.6] Abuse of access | [C] 2,15E+10 | 2,15E+10 | 1,52E+08 | 0.763746 | 5,00E+06
privileges
[datapdpsn] datadpsn [A.6] Abuse of access | [V] 2,15E+10 | 2,15E+10 | 1,52E+08 | 0.763746 | 5,02E+06
privileges
[financial] [A.5.1] By insiders [A] 2,15E+10 | 2,15E+10 | 2,07E+08 | 0.718204 | 4,73E+06
finlogisticssubcontractor
[personalcomputer] pcwindows | [E.24] System failure | [I] 2,15E+10 | 2,15E+10 | 2,72E+08 | 0.929269 | 7,36E+06
due to exhaustion of
resources
[datapdpsn] datadpsn [A.6] Abuse of access | [I] 2,156E+10 | 2,15E+10 | 1,52E+08 | 0.763746 | 5,00E+06
privileges
[serverpatients] [A.25] Theft I\ 2,156E+10 | 2,15E+10 | 3,75E+08 | 1,21E+06 | 1,17E+07
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compagproliantmI370

[datapdpsn] datadpsn [E.14] Information [C] 2,156E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,89E+06
leaks (> E.19)

[serverpatients] [A.25] Theft [C] 2,15E+10 | 2,15E+10 | 3,75E+08 | 1,21E+06 | 1,17E+07

compagproliantmI370

[personalcomputer] pcwindows | [A.23] Hardware V] 2,156E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,91E+06
manipulation

[ospcwindows] ospcwindows [A.8] Malware V] 2,15E+10 | 2,15E+10 | 2,32E+08 | 0.792607 | 2,96E+06
diffusion

[serverprot] questwinerserver [A.25] Theft [A] 2,15E+10 | 2,15E+10 | 3,75E+08 | 1,21E+06 | 1,17E+07

[datapdpsn] datadpsn [E.14] Information V] 2,156E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,91E+06
leaks (> E.19)

[serverprot] questwinerserver [A.25] Theft [C] 2,15E+10 | 2,15E+10 | 3,75E+08 | 1,21E+06 | 1,17E+07

[ospcwindows] ospcwindows [A.8] Malware [1] 2,15E+10 | 2,15E+10 | 2,32E+08 | 0.792607 | 2,96E+06
diffusion

[personalcomputer] pcwindows | [A.23] Hardware [1] 2,15E+10 | 2,15E+10 | 1,52E+08 | 0.763508 | 4,89E+06
manipulation

[financial] [A.5.1] By insiders [C] 2,15E+10 | 2,15E+10 | 2,07E+08 | 0.718204 | 4,73E+06

finlogisticssubcontractor

[ossw] os [E.20] Software [1] 2,10E+10 | 2,10E+10 | 3,50E+08 | 1,15E+06 | 1,20E+07
vulnerabilities

[serverblood] [E.2] System / [ 2,10E+10 | 2,10E+10 | 2,47E+08 | 1,06E+06 | 8,01E+06

compagproliantml|370g3 Security
administrator errors

[ossw] os [E.2] System / [1] 2,10E+10 | 2,10E+10 | 2,56E+08 | 1,06E+06 | 1,10E+07
Security
administrator errors

[serverblood] [A.11] Unauthorised [A] 2,09E+10 | 2,09E+10 | 3,12E+08 | 1,05E+06 | 6,43E+06

compagproliantm|370g3 access

[COM.LAN] Local Area Network [A.19] Disclosure of I\ 2,09E+10 | 2,09E+10 | 2,61E+08 | 1,55E+06 | 7,54E+06
information

[COM.LAN] Local Area Network [A.15] Deliberate [1] 2,09E+10 | 2,09E+10 | 2,74E+08 | 1,42E+06 | 7,96E+06
alteration of
information

[COM.LAN] Local Area Network [A.14] [1] 2,09E+10 | 2,09E+10 | 3,96E+08 | 5,24E+06 | 4,76E+06
Eavesdropping

[ossolaris] solaris [A.11] Unauthorised [1] 2,09E+10 | 2,09E+10 | 2,40E+08 | 0.821212 | 4,74E+06
access

[appsfinancialwindowspc] [A.11] Unauthorised [n 2,09E+10 | 2,09E+10 | 2,40E+08 | 0.821212 | 4,74E+06

logisticsexternalpatients access

[COM.LAN] Local Area Network [A.15] Deliberate I\ 2,09E+10 | 2,09E+10 | 2,61E+08 | 1,55E+06 | 7,54E+06
alteration of
information

[COM.LAN] Local Area Network [A.14] V] 2,09E+10 | 2,09E+10 | 3,96E+08 | 5,24E+06 | 4,76E+06
Eavesdropping

[serverprot] questwinerserver [A.11] Unauthorised [A] 2,09E+10 | 2,09E+10 | 3,05E+08 | 1,04E+06 | 6,62E+06
access

[serverpatients] [A.11] Unauthorised [1] 2,09E+10 | 2,09E+10 | 3,41E+08 | 1,12E+06 | 6,55E+06

compagproliantmi370 access

[COM.LAN] Local Area Network [A.18] Destruction of | [C] 2,09E+10 | 2,09E+10 | 2,74E+08 | 1,42E+06 | 7,87E+06
information

[COM.LAN] Local Area Network [A.18] Destruction of | [V] 2,09E+10 | 2,09E+10 | 2,61E+08 | 1,55E+06 | 7,54E+06
information

[COM.LAN] Local Area Network [A.11] Unauthorised [n 2,09E+10 | 2,09E+10 | 2,36E+08 | 0.805848 | 3,22E+06
access

[ospcwindows] ospcwindows [A.11] Unauthorised [n 2,09E+10 | 2,09E+10 | 2,40E+08 | 0.821212 | 4,74E+06
access

[COM.LAN] Local Area Network [A.19] Disclosure of [1] 2,09E+10 | 2,09E+10 | 2,74E+08 | 1,42E+06 | 7,96E+06
information

[COM.LAN] Local Area Network [A.15] Deliberate [C] 2,09E+10 | 2,09E+10 | 2,74E+08 | 1,42E+06 | 7,87E+06
alteration of
information

[COM.LAN] Local Area Network [A.18] Destruction of | [I] 2,09E+10 | 2,09E+10 | 2,74E+08 | 1,42E+06 | 7,96E+06
information

[COM.LAN] Local Area Network [A.11] Unauthorised V] 2,09E+10 | 2,09E+10 | 2,24E+08 | 0.767541 | 2,72E+06
access

[S_blooddata] s_blooddata [E.2] System / [1] 2,00E+10 | 2,00E+10 | 1,91E+08 | 1,47E+06 | 4,36E+06

Security
administrator errors
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[COM.LAN] Local Area Network [A.12] Traffic [1] 1,90E+10 | 1,90E+10 | 2,48E+08 | 0.839831 | 5,71E+06
analysis

[COM.LAN] Local Area Network [A.9] [Re-]routing of [C] 1,90E+10 | 1,90E+10 | 2,49E+08 | 1,29E+06 | 7,15E+06
messages

[COM.LAN] Local Area Network [A.12] Traffic V] 1,90E+10 | 1,90E+10 | 2,48E+08 | 0.839831 | 5,71E+06
analysis

[COM.LAN] Local Area Network [A.10] Sequence [C] 1,90E+10 | 1,90E+10 | 2,49E+08 | 1,29E+06 | 7,15E+06
alteration

[COM.LAN] Local Area Network [A.10] Sequence V] 1,90E+10 | 1,90E+10 | 2,37E+08 | 1,41E+06 | 6,85E+06
alteration

[COM.LAN] Local Area Network [A.9] [Re-]routing of [n 1,90E+10 | 1,90E+10 | 2,49E+08 | 1,29E+06 | 7,23E+06
messages

[COM.LAN] Local Area Network [A.10] Sequence [1] 1,90E+10 | 1,90E+10 | 2,49E+08 | 1,29E+06 | 7,23E+06
alteration

[COM.LAN] Local Area Network [A.9] [Re-]routing of V] 1,90E+10 | 1,90E+10 | 2,37E+08 | 1,41E+06 | 6,85E+06
messages

[aimodosia] [N.1] Fire [A] 1,22E+10 | 1,22E+10 | 1,59E+08 | 0,00E+00 | 6,14E+06

workingroomaimodosia

[aimodosia] [N.2] Water [A] 1,22E+10 | 1,22E+10 | 2,15E+08 | 0,00E+00 | 6,68E+06

workingroomaimodosia

[ossw] os [A.22] Software V] 1,21E+10 | 1,21E+10 | 1,48E+08 | 0.612492 | 6,52E+06
manipulation

[ossolaris] solaris [A.6] Abuse of access | [A] 1,21E+10 | 1,21E+10 | 1,59E+08 | 0.640065 | 7,43E+06
privileges

[ospcwindows] ospcwindows [A.6] Abuse of access | [A] 1,21E+10 | 1,21E+10 | 1,59E+08 | 0.640065 | 7,43E+06
privileges

[serverblood] [A.6] Abuse of access | [l] 1,21E+10 | 1,21E+10 | 1,44E+08 | 0.617257 | 4,81E+06

compagproliantml|370g3 privileges

[ossw] os [A.6] Abuse of access | [I] 1,21E+10 | 1,21E+10 | 1,52E+08 | 0.628949 | 7,12E+06
privileges

[serverprot] questwinerserver [A.7] Misuse [n 1,21E+10 | 1,21E+10 | 1,58E+08 | 0.634760 | 4,89E+06

[ospcwindows] ospcwindows [A.7] Misuse [A] 1,21E+10 | 1,21E+10 | 1,56E+08 | 0.627518 | 6,84E+06

[ossw] os [A.7] Misuse V] 1,21E+10 | 1,21E+10 | 1,48E+08 | 0.612492 | 6,52E+06

[ossw] os [A.6] Abuse of access | [V] 1,21E+10 | 1,21E+10 | 1,53E+08 | 0.632225 | 7,42E+06
privileges

[serverpatients] [A.7] Misuse [A] 1,21E+10 | 1,21E+10 | 1,54E+08 | 0.619741 | 4,61E+06

compagproliantmI370

[appsfinancialwindowspc] [A.7] Misuse [A] 1,21E+10 | 1,21E+10 | 1,15E+08 | 0.480381 | 3,65E+06

logisticsexternalpatients

[appsfinancialwindowspc] [A.6] Abuse of access | [A] 1,21E+10 | 1,21E+10 | 1,18E+08 | 0.491115 | 4,03E+06

logisticsexternalpatients privileges

[ossw] os [A.7] Misuse [1] 1,21E+10 | 1,21E+10 | 1,48E+08 | 0.610250 | 6,33E+06

[ossolaris] solaris [A.7] Misuse [A] 1,21E+10 | 1,21E+10 | 1,56E+08 | 0.627518 | 6,84E+06

[ossw] os [E.19] Information V] 1,15E+10 | 1,15E+10 | 1,42E+08 | 0.584618 | 6,27E+06
leaks

[oswindows] [E.1] User errors I\ 1,15E+10 | 1,15E+10 | 1,42E+08 | 0.586571 | 6,39E+06

oswindows200server

[ossw] os [E.1] User errors [n 1,15E+10 | 1,15E+10 | 1,41E+08 | 0.582477 | 6,09E+06

[ossolaris] solaris [E.1] User errors [A] 1,15E+10 | 1,15E+10 | 1,49E+08 | 0.598229 | 6,54E+06

[ospcwindows] ospcwindows [E.1] User errors [A] 1,156+10 | 1,15E+10 | 1,49E+08 | 0.598229 | 6,54E+06

[oswindows] [E.18] Destruction of | [V] 1,15E+10 | 1,15E+10 | 1,42E+08 | 0.586571 | 6,39E+06

oswindows200server information

[ossw] os [E.1] User errors V] 1,15E+10 | 1,15E+10 | 1,42E+08 | 0.584618 | 6,27E+06

[ossw] os [E.8] Malware [n 1,15E+10 | 1,15E+10 | 1,39E+08 | 0.575827 | 5,66E+06
diffusion

[oswindows] [E.8] Malware V] 1,15E+10 | 1,15E+10 | 1,37E+08 | 0.567828 | 5,63E+06

oswindows200server diffusion

[ossw] os [E.15] Accidental V] 1,156+10 | 1,15E+10 | 1,42E+08 | 0.584618 | 6,27E+06
alteration of the
information

[oswindows] [E.15] Accidental [1] 1,15E+10 | 1,15E+10 | 1,42E+08 | 0.584437 | 6,19E+06

oswindows200server alteration of the
information

[ossw] os [E.18] Destruction of | [V] 1,156+10 | 1,15E+10 | 1,42E+08 | 0.584618 | 6,27E+06
information

[serverpatients] [E.18] Destruction of | [A] 1,15E+10 | 1,15E+10 | 1,54E+08 | 0.606526 | 4,06E+06

compagproliantmI370 information
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[ossw] os [E.8] Malware V] 1,15E+10 | 1,15E+10 | 1,37E+08 | 0.565875 | 5,52E+06
diffusion

[serverprot] questwinerserver [E.15] Accidental [1] 1,15E+10 | 1,15E+10 | 1,51E+08 | 0.605660 | 4,70E+06
alteration of the
information

[appdpsn] appdpsnsolarismI370 | [E.18] Destruction of | [A] 1,15E+10 | 1,15E+10 | 1,04E+08 | 0.444775 | 2,57E+06
information

[appsfinancialwindowspc] [E.1] User errors [A] 1,15E+10 | 1,15E+10 | 1,10E+08 | 0.458013 | 3,50E+06

logisticsexternalpatients

[ossw] os [E.21] Defects in [n 1,15E+10 | 1,15E+10 | 1,78E+08 | 0.594596 | 7,48E+06
software
maintenance /
updating

[offices] [A.27] Enemy over- [C] 1,08E+10 | 1,08E+10 | 1,36E+08 | 0.464748 | 4,78E+06

workingroomisthodosias run

[dataemployees] [A.5.3] By outsiders [n 1,086+10 | 1,08E+10 | 1,03E+08 | 0.359102 | 2,37E+06

dataemployees

[COM.LAN] Local Area Network [A.5] Masquerading V] 1,08E+10 | 1,08E+10 | 1,21E+08 | 0.442787 | 4,24E+06
of identity

[dataemployees] [A.5.3] By outsiders [C] 1,086+10 | 1,08E+10 | 1,03E+08 | 0.359102 | 2,37E+06

dataemployees

[dc] [A.27] Enemy over- [C] 1,08E+10 | 1,08E+10 | 1,36E+08 | 0.464748 | 4,78E+06

datacenterpliroforikhsorganwsis | run

[ospcwindows] ospcwindows [E.20] Software [A] 1,05E+10 | 1,05E+10 | 1,75E+08 | 0.572972 | 5,94E+06
vulnerabilities

[ossw] os [E.2] System / V] 1,05E+10 | 1,05E+10 | 1,29E+08 | 0.531471 | 5,70E+06
Security
administrator errors

[appsfinancialwindowspc] [E.20] Software [A] 1,05E+10 | 1,05E+10 | 1,32E+08 | 0.449850 | 3,33E+06

logisticsexternalpatients vulnerabilities

[ossolaris] solaris [E.20] Software [A] 1,05E+10 | 1,05E+10 | 1,75E+08 | 0.572972 | 5,94E+06
vulnerabilities

[ossw] os [E.20] Software I\ 1,05E+10 | 1,05E+10 | 1,75E+08 | 0.572972 | 6,42E+06
vulnerabilities

[financial] [A.5.3] By outsiders V] 1,00E+10 | 1,00E+10 | 9,63E+07 | 0.334308 | 2,25E+06

finlogisticssubcontractor

[hospitaldepartments] [A.27] Enemy over- [A] 1,00E+10 | 1,00E+10 | 1,30E+08 | 0,00E+00 | 5,65E+06

hospitaldepartments run

[COM.LAN] Local Area Network [E.15] Accidental [A] 1,00E+10 | 1,00E+10 | 1,30E+08 | 0.703031 | 4,17E+06
alteration of the
information

[hospitaldepartments] [N.1] Fire [A] 1,00E+10 | 1,00E+10 | 1,31E+08 | 0,00E+00 | 5,06E+06

hospitaldepartments

[serverprot] questwinerserver [A.25] Theft [V] 1,00E+10 | 1,00E+10 | 1,74E+08 | 0.563945 | 5,51E+06

[financial] [A.5.1] By insiders V] 1,00E+10 | 1,00E+10 | 9,63E+07 | 0.334217 | 2,23E+06

finlogisticssubcontractor

[ossw] os [A.19] Disclosure of V] 9,70E+09 | 9,70E+09 | 1,19E+08 | 0.489993 | 5,22E+06
information

[ossw] os [A.8] Malware V] 9,70E+09 | 9,70E+09 | 1,05E+08 | 0.357669 | 1,34E+06
diffusion

[ossw] os [A.5] Masquerading V] 9,70E+09 | 9,70E+09 | 9,34E+07 | 0.324258 | 2,16E+06
of identity

[ossw] os [A.15] Deliberate V] 9,70E+09 | 9,70E+09 | 1,19E+08 | 0.489993 | 5,22E+06
alteration of
information

[ossw] os [A.11] Unauthorised [n 9,70E+09 | 9,70E+09 | 1,12E+08 | 0.382330 | 2,24E+06
access

[ossw] os [A.18] Destruction of | [V] 9,70E+09 | 9,70E+09 | 1,19E+08 | 0.489993 | 5,22E+06
information

[serverblood] [A.11] Unauthorised [1] 9,70E+09 | 9,70E+09 | 1,45E+08 | 0.489168 | 3,09E+06

compagproliantmI370g3 access

[ossw] os [A.11] Unauthorised V] 9,70E+09 | 9,70E+09 | 1,05E+08 | 0.360980 | 2,30E+06
access

[COM.LAN] Local Area Network [A.12] Traffic [C] 3,79E+09 | 3,79E+09 | 4,96E+07 | 0.167966 | 1,16E+06
analysis

[serverprot] questwinerserver [A.7] Misuse [A] 2,61E+09 | 2,61E+09 | 3,51E+07 | 0.138125 | 1,13E+06

[serverblood] [A.7] Misuse [A] 2,61E+09 | 2,61E+09 | 3,21E+07 | 0.132984 | 1,13E+06

compagproliantm|370g3

[ossw] os [A.6] Abuse of access | [A] 2,61E+09 | 2,61E+09 | 3,41E+07 | 0.137098 | 1,61E+06
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privileges

[oswindows] [A.6] Abuse of access | [A] 2,61E+09 | 2,61E+09 | 3,42E+07 | 0.137492 | 1,64E+06
oswindows200server privileges
[serverpatients] [A.7] Misuse [n 2,61E+09 | 2,61E+09 | 3,46E+07 | 0.139319 | 0.976669
compagproliantmI370
[ossw] os [A.7] Misuse [A] 2,61E+09 | 2,61E+09 | 3,34E+07 | 0.134403 | 1,49E+06
[oswindows] [A.7] Misuse [A] 2,61E+09 | 2,61E+09 | 3,35E+07 | 0.134793 | 1,51E+06
oswindows200server
[oswindows] [E.1] User errors [A] 2,48E+09 | 2,48E+09 | 3,19E+07 | 0.128505 | 1,44E+06
oswindows200server
[ospcwindows] ospcwindows [E.15] Accidental [1] 2,48E+09 | 2,48E+09 | 3,05E+07 | 0.125833 | 1,34E+06
alteration of the
information
[ossolaris] solaris [E.15] Accidental [n 2,48E+09 | 2,48E+09 | 3,05E+07 | 0.125833 | 1,34E+06
alteration of the
information
[appsfinancialwindowspc] [E.15] Accidental [n 2,48E+09 | 2,48E+09 | 2,23E+07 | 0.096273 | 0.697874
logisticsexternalpatients alteration of the
information
[serverpatients] [E.15] Accidental [1] 2,48E+09 | 2,48E+09 | 3,30E+07 | 0.132954 | 0.938661
compagproliantmI370 alteration of the
information
[appdpsn] appdpsnsolarismI370 | [E.15] Accidental [ 2,48E+09 | 2,48E+09 | 2,19E+07 | 0.096081 | 0.567760
alteration of the
information
[serverprot] questwinerserver [E.1] User errors [A] 2,48E+09 | 2,48E+09 | 3,34E+07 | 0.131662 | 1,08E+06
[ossw] os [E.1] User errors [A] 2,48E+09 | 2,48E+09 | 3,18E+07 | 0.128132 | 1,42E+06
[S_blooddata] s_blooddata [E.18] Destruction of | [A] 2,48E+09 | 2,48E+09 | 2,23E+07 | 0.095114 | 0.550869
information
[ossw] os [E.20] Software [A] 2,26E+09 | 2,26E+09 | 3,76E+07 | 0.123189 | 1,30E+06
vulnerabilities
[oswindows] [E.20] Software [A] 2,26E+09 | 2,26E+09 | 3,76E+07 | 0.123189 | 1,30E+06
oswindows200server vulnerabilities
[serverpatients] [E.3] Monitoring [1] 2,26E+09 | 2,26E+09 | 3,00E+07 | 0.120868 | 0.853329
compagproliantm|370 errors (log)
[COM.LAN] Local Area Network [E.15] Accidental [C] 2,15E+09 | 2,15E+09 | 2,75E+07 | 0.110675 | 0.823933
alteration of the
information
[secretary] secretary [A.27] Enemy over- [A] 2,156E+09 | 2,15E+09 | 2,80E+07 | 0,00E+00 | 1,22E+06
run
[COM.LAN] Local Area Network [E.15] Accidental V] 2,15E+09 | 2,15E+09 | 2,58E+07 | 0.107111 | 0.793410
alteration of the
information
[secretary] secretary [N.1] Fire [A] 2,156E+09 | 2,15E+09 | 2,81E+07 | 0,00E+00 | 1,09E+06
[secretary] secretary [N.2] Water [A] 2,15E+09 | 2,15E+09 | 3,81E+07 | 0,00E+00 | 1,19E+06
[COM.LAN] Local Area Network [A.14] [q] 2,09E+09 | 2,09E+09 | 2,71E+07 | 0.092381 | 0.492353
Eavesdropping
[serverpatients] [A.3] Manipulation V] 1,94E+09 | 1,94E+09 | 2,36E+07 | 0,00E+00 | 0.658726
compagproliantmi370 of activity records
(log)
[serverblood] [A.7] Misuse [n 1,21E+09 | 1,21E+09 | 1,42E+07 | 0.061037 | 0.469721
compagproliantmI370g3
[S_blooddata] s_blooddata [E.15] Accidental [1] 1,15E+09 | 1,15E+09 | 1,01E+07 | 0.044491 | 0.258786
alteration of the
information
[ossw] os [E.15] Accidental [n 1,15E+09 | 1,15E+09 | 1,41E+07 | 0.058266 | 0.612826
alteration of the
information
[hospitaldepartments] [A.27] Enemy over- [C] 1,08E+09 | 1,08E+09 | 1,36E+07 | 0,00E+00 | 0.486093
hospitaldepartments run
[aimodosia] [A.26] Destructive [A] 1,08E+09 | 1,08E+09 | 1,42E+07 | 0.048273 | 0.514387
workingroomaimodosia attack
[secretary] secretary [A.27] Enemy over- [C] 1,08E+09 | 1,08E+09 | 1,36E+07 | 0,00E+00 | 0.486093
run
[serverpatients] [A.23] Hardware V] 1,08E+09 | 1,08E+09 | 1,32E+07 | 0,00E+00 | 0.396541
compagproliantmi370 manipulation
[COM.LAN] Local Area Network [A.5] Masquerading [A] 1,00E+09 | 1,00E+09 | 1,12E+07 | 0.038495 | 0.398307

of identity
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[serverpatients] [A.26] Destructive [A] 1,00E+09 | 1,00E+09 | 1,70E+07 | 0.055259 | 0.562664

compagproliantmI370 attack

[COM.LAN] Local Area Network [E.19] Information [A] 1,00E+09 | 1,00E+09 | 1,26E+07 | 0.050832 | 0.423861
leaks

[COM.LAN] Local Area Network [E.24] System failure | [A] 1,00E+09 | 1,00E+09 | 1,34E+07 | 0.045736 | 0.496467
due to exhaustion of
resources

[dc] [A.26] Destructive [A] 8,82E+08 | 8,82E+08 | 1,17E+07 | 0.039731 | 0.423363

datacenterpliroforikhsorganwsis | attack

[secretary] secretary [A.26] Destructive [n 8,82E+08 | 8,82E+08 | 1,14E+07 | 0.038690 | 0.306934
attack

[offices] [A.26] Destructive [A] 8,82E+08 | 8,82E+08 | 1,17E+07 | 0.039731 | 0.423363

workingroomisthodosias attack

[aimodosia] [A.26] Destructive [C] 3,79E+08 | 3,79E+08 | 4,88E+06 | 0.016637 | 0.131982

workingroomaimodosia attack

[aimodosia]) [A.26] Destructive [n 2,78E+08 | 2,78E+08 | 3,58E+06 | 0.012187 | 0.097934

workingroomaimodosia attack

[aimodosia] [A.26] Destructive V] 2,78E+08 | 2,78E+08 | 3,58E+06 | 0.012187 | 0.097934

workingroomaimodosia attack

[COM.LAN] Local Area Network [E.19] Information V] 2,15E+08 | 2,15E+08 | 2,58E+06 | 0.010713 | 0.080548
leaks

[COM.LAN] Local Area Network [E.15] Accidental [n 2,15E+08 | 2,15E+08 | 2,75E+06 | 0.011073 | 0.084219
alteration of the
information

[serverpatients] [A.26] Destructive I\ 2,15E+08 | 2,15E+08 | 3,45E+06 | 0.011357 | 0.083042

compagproliantmi370 attack

[COM.LAN] Local Area Network [A.5] Masquerading [C] 2,15E+08 | 2,15E+08 | 2,40E+06 | 0.008277 | 0.085918
of identity

[COM.LAN] Local Area Network [E.24] System failure | [I] 2,15E+08 | 2,15E+08 | 3,74E+06 | 0.012122 | 0.110953
due to exhaustion of
resources

[serverblood] [A.23] Hardware [A] 2,15E+08 | 2,15E+08 | 2,68E+06 | 0.011085 | 0.099427

compagproliantmI370g3 manipulation

[COM.LAN] Local Area Network [E.19] Information [C] 2,15E+08 | 2,15E+08 | 2,75E+06 | 0.011073 | 0.083152
leaks

[serverpatients] [A.26] Destructive [n 2,15E+08 | 2,15E+08 | 3,45E+06 | 0.011357 | 0.083042

compagproliantmi370 attack

[COM.LAN] Local Area Network [A.5] Masquerading [n 2,15E+08 | 2,15E+08 | 2,40E+06 | 0.008277 | 0.085918
of identity

[COM.LAN] Local Area Network [E.24] System failure | [V] 2,15E+08 | 2,15E+08 | 3,74E+06 | 0.012122 | 0.111271
due to exhaustion of
resources

[COM.LAN] Local Area Network [E.19] Information [n 2,15E+08 | 2,15E+08 | 2,75E+06 | 0.011073 | 0.084219
leaks

[serverpatients] [A.26] Destructive [C] 2,15E+08 | 2,15E+08 | 3,45E+06 | 0.011357 | 0.083042

compagproliantmI370 attack

[dc] [A.27] Enemy over- | [V] 2,15E+08 | 2,15E+08 | 2,73E+06 | 0.009295 | 0.100093

datacenterpliroforikhsorganwsis | run

[offices] [A.27] Enemy over- V] 2,15E+08 | 2,15E+08 | 2,73E+06 | 0.009295 | 0.100093

workingroomisthodosias run

[COM.LAN] Local Area Network [E.24] System failure | [C] 2,15E+08 | 2,15E+08 | 3,74E+06 | 0.012122 | 0.110953
due to exhaustion of
resources

[dataemployees] [A.5.3] By outsiders V] 2,15E+08 | 2,15E+08 | 2,07E+06 | 0.007189 | 0.048817

dataemployees

[serverblood] [A.23] Hardware [C] 2,15E+08 | 2,15E+08 | 2,54E+06 | 0.010913 | 0.086889

compagproliantmI370g3 manipulation

[offices] [A.26] Destructive V] 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844

workingroomisthodosias attack

[dc] [A.26] Destructive m 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844

datacenterpliroforikhsorganwsis | attack

[secretary] secretary [A.26] Destructive [C] 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844
attack

[offices] [A.26] Destructive [n 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844

workingroomisthodosias attack

[dc] [A.26] Destructive [C] 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844

datacenterpliroforikhsorganwsis | attack

[offices] [A.26] Destructive [C] 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844

workingroomisthodosias attack

[dc] [A.26] Destructive V] 1,90E+08 | 1,90E+08 | 2,44E+06 | 0.008318 | 0.066844
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datacenterpliroforikhsorganwsis

attack

[secretary] secretary [A.26] Destructive [A] 1,90E+08 | 1,90E+08 | 2,51E+06 | 0.008542 | 0.091573
attack
[aimodosia]) [N.*] Other natural [A] 1,22E+08 | 1,22E+08 | 2,17E+06 | 0,00E+00 | 0.075324
workingroomaimodosia disasters
[serverblood] [A.23] Hardware V] 1,00E+08 | 1,00E+08 | 1,18E+06 | 0.005085 | 0.043711
compagproliantmI370g3 manipulation
[offices] [N.*] Other natural [A] 1,00E+08 | 1,00E+08 | 1,79E+06 | 0,00E+00 | 0.062332
workingroomisthodosias disasters
[serverprot] questwinerserver [N.1] Fire [n 1,00E+08 | 1,00E+08 | 1,74E+06 | 0,00E+00 | 0.056540
[dc] [N.2] Water [A] 1,00E+08 | 1,00E+08 | 1,77E+06 | 0,00E+00 | 0.056015
datacenterpliroforikhsorganwsis
[personalcomputer] pcwindows | [A.26] Destructive [A] 1,00E+08 | 1,00E+08 | 1,24E+06 | 0,00E+00 | 0.048982
attack
[hospitaldepartments] [A.26] Destructive [A] 1,00E+08 | 1,00E+08 | 1,32E+06 | 0,00E+00 | 0.048290
hospitaldepartments attack
[serverpatients] [A.3] Manipulation [A] 1,00E+08 | 1,00E+08 | 1,27E+06 | 0,00E+00 | 0.038791
compagproliantmi370 of activity records
(log)
[serverpatients] [A.23] Hardware [A] 1,00E+08 | 1,00E+08 | 1,28E+06 | 0,00E+00 | 0.040636
compagproliantmi370 manipulation
[hospitaldepartments] [N.*] Other natural [A] 1,00E+08 | 1,00E+08 | 1,79E+06 | 0,00E+00 | 0.062332
hospitaldepartments disasters
[dc] [N.*] Other natural [A] 1,00E+08 | 1,00E+08 | 1,79E+06 | 0,00E+00 | 0.062332
datacenterpliroforikhsorganwsis | disasters
[secretary] secretary [N.*] Other natural [1] 1,00E+08 | 1,00E+08 | 1,74E+06 | 0,00E+00 | 0.047400
disasters
[serverprot] questwinerserver [N.2] Water [1 1,00E+08 | 1,00E+08 | 1,74E+06 | 0,00E+00 | 0.056540
[personalcomputer] pcwindows | [N.1] Fire [A] 1,00E+08 | 1,00E+08 | 1,24E+06 | 0,00E+00 | 0.048982
[serverpatients] [N.1] Fire [A] 1,00E+08 | 1,00E+08 | 1,77E+06 | 0,00E+00 | 0.075674
compagproliantmi370
[serverpatients] [N.2] Water [A] 1,00E+08 | 1,00E+08 | 1,77E+06 | 0,00E+00 | 0.075674
compagproliantmi370
[serverprot] questwinerserver [E.20] Software [1] 1,00E+08 | 1,00E+08 | 1,64E+06 | 0,00E+00 | 0.059704
vulnerabilities
[offices] [N.1] Fire [A] 1,00E+08 | 1,00E+08 | 1,31E+06 | 0,00E+00 | 0.051446
workingroomisthodosias
[COM.LAN] Local Area Network [E.10] Sequence [A] 1,00E+08 | 1,00E+08 | 1,26E+06 | 0,00E+00 | 0.042666
errors
[COM.LAN] Local Area Network [E.9] [Re-]routing [A] 1,00E+08 | 1,00E+08 | 1,26E+06 | 0,00E+00 | 0.042666
errors
[serverblood] [A.23] Hardware [1] 1,00E+08 | 1,00E+08 | 1,19E+06 | 0.005091 | 0.040589
compagproliantml|370g3 manipulation
[serverprot] questwinerserver [E.21] Defects in [n 1,00E+08 | 1,00E+08 | 1,53E+06 | 0,00E+00 | 0.048685
software
maintenance /
updating
[personalcomputer] pcwindows | [E.23] Defects in [A] 1,00E+08 | 1,00E+08 | 1,17E+06 | 0,00E+00 | 0.030942
hardware
maintenance /
updating
[personalcomputer] pcwindows | [N.2] Water [A] 1,00E+08 | 1,00E+08 | 1,24E+06 | 0,00E+00 | 0.048982
[offices] [N.2] Water [A] 1,00E+08 | 1,00E+08 | 1,77E+06 | 0,00E+00 | 0.056015
workingroomisthodosias
[hospitaldepartments] [N.2] Water [A] 1,00E+08 | 1,00E+08 | 1,77E+06 | 0,00E+00 | 0.056015
hospitaldepartments
[serverpatients] [E.23] Defects in [A] 1,00E+08 | 1,00E+08 | 1,77E+06 | 0,00E+00 | 0.071776
compagproliantmi370 hardware
maintenance /
updating
[dc] [N.1] Fire [A] 1,00E+08 | 1,00E+08 | 1,31E+06 | 0,00E+00 | 0.051446
datacenterpliroforikhsorganwsis
[secretary] secretary [A.26] Destructive V] 8,82E+07 | 8,82E+07 | 1,14E+06 | 0.003869 | 0.031090
attack
[aimodosia] [N.*] Other natural [C] 4,30E+07 | 4,30E+07 | 0.749775 | 0,00E+00 | 0.020382
workingroomaimodosia disasters
[aimodosia] [N.*] Other natural [n 3,15E+07 | 3,15E+07 | 0.549254 | 0,00E+00 | 0.014931

workingroomaimodosia

disasters
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[aimodosia] [N.*] Other natural V] 3,15E+07 | 3,15E+07 | 0.549254 | 0,00E+00 | 0.014931
workingroomaimodosia disasters
[COM.LAN] Local Area Network [E.10] Sequence [C] 2,15E+07 | 2,15E+07 | 0.275450 | 0,00E+00 | 0.008315
errors
[hospitaldepartments] [N.*] Other natural V] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
hospitaldepartments disasters
[serverpatients] [E.23] Defects in [C] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.015894
compagproliantmI370 hardware
maintenance /
updating
[serverpatients] [A.3] Manipulation [n 2,15E+07 | 2,15E+07 | 0.285292 | 0,00E+00 | 0.008099
compagproliantmI370 of activity records
(log)
[personalcomputer] pcwindows | [E.23] Defects in V] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
hardware
maintenance /
updating
[serverpatients] [N.1] Fire [C] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantmi370
[personalcomputer] pcwindows | [N.2] Water [C] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
[hospitaldepartments] [N.2] Water [C] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
hospitaldepartments
[offices] [N.2] Water [n 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
workingroomisthodosias
[dc] [N.1] Fire [cl 2,15E+07 | 2,15E+07 | 0.280146 | 0,00E+00 | 0.009467
datacenterpliroforikhsorganwsis
[serverblood] [A.26] Destructive [C] 2,15E+07 | 2,15E+07 | 0.345043 | 0,00E+00 | 0.008304
compagproliantmI370g3 attack
[serverpatients] [A.23] Hardware [n 2,15E+07 | 2,15E+07 | 0.287205 | 0,00E+00 | 0.008296
compagproliantmi370 manipulation
[offices] [N.*] Other natural [C] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
workingroomisthodosias disasters
[offices] [N.*] Other natural I\ 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
workingroomisthodosias disasters
[serverblood] [N.1] Fire [cl 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantm|370g3
[dc] [N.2] Water [C] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
datacenterpliroforikhsorganwsis
[dc] [N.2] Water [V] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
datacenterpliroforikhsorganwsis
[hospitaldepartments] [N.*] Other natural [n 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
hospitaldepartments disasters
[serverprot] questwinerserver [E.20] Software [C] 2,156+07 | 2,15E+07 | 0.351717 | 0,00E+00 | 0.012939
vulnerabilities
[serverprot] questwinerserver [N.1] Fire [A] 2,156E+07 | 2,15E+07 | 0.381031 | 0,00E+00 | 0.016148
[personalcomputer] pcwindows | [N.1] Fire [C] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
[serverblood] [N.2] Water [A] 2,156+07 | 2,15E+07 | 0.381031 | 0,00E+00 | 0.016270
compagproliantm|370g3
[offices] [N.1] Fire [cl 2,15E+07 | 2,15E+07 | 0.280146 | 0,00E+00 | 0.009467
workingroomisthodosias
[personalcomputer] pcwindows | [N.2] Water V] 2,156+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
[COM.LAN] Local Area Network [E.9] [Re-]routing [1] 2,15E+07 | 2,15E+07 | 0.275450 | 0,00E+00 | 0.008422
errors
[hospitaldepartments] [N.2] Water [V] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
hospitaldepartments
[serverblood] [N.1] Fire [A] 2,156E+07 | 2,15E+07 | 0.381031 | 0,00E+00 | 0.016270
compagproliantmI370g3
[dc] [N.1] Fire V] 2,15E+07 | 2,15E+07 | 0.280146 | 0,00E+00 | 0.009467
datacenterpliroforikhsorganwsis
[serverprot] questwinerserver [E.20] Software [A] 2,15E+07 | 2,15E+07 | 0.351717 | 0,00E+00 | 0.012785
vulnerabilities
[serverpatients] [N.2] Water [C] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantmi370
[COM.LAN] Local Area Network [E.10] Sequence V] 2,15E+07 | 2,15E+07 | 0.257937 | 0,00E+00 | 0.008055
errors
[serverpatients] [E.23] Defects in V] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.015894

compagproliantmI370

hardware
maintenance /
updating
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[serverprot] questwinerserver [N.2] Water [A] 2,156E+07 | 2,15E+07 | 0.381031 | 0,00E+00 | 0.016148
[personalcomputer] pcwindows | [A.26] Destructive [C] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
attack
[personalcomputer] pcwindows | [N.1] Fire V] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
[hospitaldepartments] [A.26] Destructive [C] 2,15E+07 | 2,15E+07 | 0.276848 | 0,00E+00 | 0.007579
hospitaldepartments attack
[serverpatients] [A.3] Manipulation [C] 2,15E+07 | 2,15E+07 | 0.281943 | 0,00E+00 | 0.007203
compagproliantmi370 of activity records
(log)
[hospitaldepartments] [N.2] Water [1] 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
hospitaldepartments
[personalcomputer] pcwindows | [N.2] Water [n 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
[offices] [N.2] Water [cl 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
workingroomisthodosias
[serverpatients] [N.1] Fire [1] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantmi370
[serverpatients] [N.2] Water [V] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantmi370
[hospitaldepartments] [A.26] Destructive [1] 2,15E+07 | 2,15E+07 | 0.276848 | 0,00E+00 | 0.007579
hospitaldepartments attack
[personalcomputer] pcwindows | [A.26] Destructive [1] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
attack
[serverpatients] [A.23] Hardware [C] 2,15E+07 | 2,15E+07 | 0.283505 | 0,00E+00 | 0.007401
compagproliantmI370 manipulation
[offices] [N.1] Fire [V] 2,15E+07 | 2,15E+07 | 0.280146 | 0,00E+00 | 0.009467
workingroomisthodosias
[COM.LAN] Local Area Network [E.10] Sequence [n 2,15E+07 | 2,15E+07 | 0.275450 | 0,00E+00 | 0.008422
errors
[dc] [N.1] Fire m 2,15E+07 | 2,15E+07 | 0.280146 | 0,00E+00 | 0.009467
datacenterpliroforikhsorganwsis
[COM.LAN] Local Area Network [E.9] [Re-]routing I\ 2,15E+07 | 2,15E+07 | 0.257937 | 0,00E+00 | 0.008055
errors
[serverpatients] [E.23] Defects in [n 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.015193
compagproliantmi370 hardware
maintenance /
updating
[serverprot] questwinerserver [N.1] Fire [C] 2,156E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
[serverblood] [N.2] Water [C] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantmI370g3
[personalcomputer] pcwindows | [E.23] Defects in [C] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
hardware
maintenance /
updating
[dc] [N.*] Other natural [1] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
datacenterpliroforikhsorganwsis | disasters
[serverprot] questwinerserver [E.21] Defects in [A] 2,15E+07 | 2,15E+07 | 0.329863 | 0,00E+00 | 0.010464
software
maintenance /
updating
[serverprot] questwinerserver [N.2] Water [C] 2,156E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
[personalcomputer] pcwindows | [N.1] Fire [n 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
[COM.LAN] Local Area Network [E.9] [Re-]routing [C] 2,15E+07 | 2,15E+07 | 0.275450 | 0,00E+00 | 0.008315
errors
[personalcomputer] pcwindows | [A.26] Destructive V] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
attack
[hospitaldepartments] [N.*] Other natural [C] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
hospitaldepartments disasters
[personalcomputer] pcwindows | [E.23] Defects in [1] 2,15E+07 | 2,15E+07 | 0.252282 | 0,00E+00 | 0.006653
hardware
maintenance /
updating
[serverpatients] [N.1] Fire V] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantmI370
[serverblood] [A.25] Theft [A] 2,156E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantm|370g3
[hospitaldepartments] [A.26] Destructive V] 2,15E+07 | 2,15E+07 | 0.276848 | 0,00E+00 | 0.007579
hospitaldepartments attack
[serverpatients] [N.2] Water [1 2,156E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
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compagproliantmI370

[secretary] secretary [N.*] Other natural [C] 2,156+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
disasters
[offices] [N.*] Other natural [n 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
workingroomisthodosias disasters
[offices] [N.1] Fire [n 2,15E+07 | 2,15E+07 | 0.280146 | 0,00E+00 | 0.009467
workingroomisthodosias
[serverprot] questwinerserver [E.21] Defects in [C] 2,15E+07 | 2,15E+07 | 0.329863 | 0,00E+00 | 0.010583
software
maintenance /
updating
[serverblood] [A.25] Theft [C] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.012156
compagproliantm|370g3
[dc] [N.2] Water m 2,15E+07 | 2,15E+07 | 0.380011 | 0,00E+00 | 0.009865
datacenterpliroforikhsorganwsis
[secretary] secretary [N.*] Other natural [A] 2,15E+07 | 2,15E+07 | 0.384547 | 0,00E+00 | 0.013401
disasters
[dc] [N.*] Other natural [C] 2,156+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
datacenterpliroforikhsorganwsis | disasters
[serverblood] [A.26] Destructive [A] 2,15E+07 | 2,15E+07 | 0.364473 | 0,00E+00 | 0.012163
compagproliantmI370g3 attack
[dc] [N.*] Other natural V] 2,15E+07 | 2,15E+07 | 0.374887 | 0,00E+00 | 0.010191
datacenterpliroforikhsorganwsis | disasters
[serverblood] [N.2] Water [n 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
compagproliantml|370g3
[secretary] secretary [N.*] Other natural V] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.004740
disasters
[serverblood] [A.25] Theft [1] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
compagproliantmI370g3
[serverblood] [A.26] Destructive V] 1,00E+07 | 1,00E+07 | 0.160485 | 0,00E+00 | 0.003862
compagproliantm|370g3 attack
[serverblood] [A.25] Theft V] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
compagproliantmI370g3
[serverblood] [N.1] Fire [1] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
compagproliantml|370g3
[serverprot] questwinerserver [E.21] Defects in V] 1,00E+07 | 1,00E+07 | 0.153425 | 0,00E+00 | 0.005012
software
maintenance /
updating
[serverblood] [A.26] Destructive [n 1,00E+07 | 1,00E+07 | 0.160485 | 0,00E+00 | 0.003862
compagproliantml|370g3 attack
[serverprot] questwinerserver [N.2] Water V] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
[serverprot] questwinerserver [E.20] Software V] 1,00E+07 | 1,00E+07 | 0.163589 | 0,00E+00 | 0.006322
vulnerabilities
[serverblood] [N.1] Fire V] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
compagproliantm|370g3
[serverprot] questwinerserver [N.1] Fire V] 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654
[serverblood] [N.2] Water I\ 1,00E+07 | 1,00E+07 | 0.174366 | 0,00E+00 | 0.005654

compagproliantm|370g3
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evaluation of safeguards

project: [nos1] nosl
10.5 Safeguards

10.5.1 Aspect
Aspect the safeguard deals with:
— M for management
— T for technical
— PHY for physical security
— PER for personnel management

10.5.2 Type of protection

— PE - pl‘E‘L’f:I]Iiﬂﬂ — AD — administrative
— DR — deterrence — AW —awareness
— EL — elimination — DC — detection
— IM - impact minimization =~ — MN — monitoring
— CR —correction
— RC —recovery — std —policy

— proc — procedure

— cert — certification or accreditation

Project data

nosl nosl

library | [std] INFOSEC library (8.11.2013)

License

maturity levels

LO - non existent

L1 - initial / ad hoc

L2 - repeatable but intuitive

L3 - defined process

L4 - managed and measurable
L5 - optimised

Security domains
= [base] Base

Project phases

= [current] current situation
= [target] target situation

Security domain: [base] Base
[H] General Protections

safeguard A | R |[current] | [target]

[H.IA] Identification and authentication M| 8 L2 L4
[H.IA.1] There is a policy on identification and authentication N8 L2 L4
[H.IA.2] There are procedures for identification and authentication tasks M L2 L4
[H.1A.3] User identification M| 5 L2 L4
[H.IA.4] Management of user identification and authentication Na L2 L4
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[H.IA.4.1] There is a registry of users with their ID M2 L2 L4
[H.IA.4.2] Creation, activation, modification and disposal of user accounts M L2 L4
[H.1A.4.3] User identity and the required privileges are verified before gikeg|tM | 4 L2 L4
authenticator
[H.IA.4.4] Limit to the number of authenticators required per user B L2 L4
[H.1A.4.5] Secure distribution of authenticators M3 L2 L4
[H.1A.4.6] Written commitment to maintain authenticator confidentiality N2 L2 L4
[H.IA.4.7] Confirmation of authenticator reception by the interested parties M L2 L4
[H.1A.4.8] Authenticator control by the interested parties \V:d L2 L4
[H.1A.4.9] Communication of incidents which affect authenticators (loss, M| 2 L2 L4
infringement, etc.)
[H.1A.4.a] Accounts are suspended if they are revealed to third parties orareM | 5 L2 L4
suspected of having been revealed to third parties
[H.IA.5] Special accounts (administration) M| 5 L2 L4
[H.IA.6] Trusted authentication path T| 6 L2 L4
[H.1A.7] {xor} Required authentication factors: M 8 L2 L4
[H.IA.7.1] Something you have - physical token (e.g. card) 5] L2 L4
(u)
[H.1A.7.2] Something you know (e.g. password) \Y3]
(u)
[H.1A.7.3] Software certificates (public-key cryptography) \Y3]
[H.IA.7.4] Something you are - biometrics (e.g. fingerprint) N8
[H.IA.7.5] 2 factors: token + password M| 8
[H.IA.7.6] 2 factors: token + certificates M| 8
[H.IA.7.7] 2 factors: one-time password (OTP) + token N8
[H.1A.7.8] 2 factors: one-time password (OTP) over separate channel 8M
[H.IA.7.9] 2 factors: biometrics + password M8
[H.1A.7.a] 3 factors: biometrics + token + password M8
(0)

[H.AC] Logical access control T| 6 L2 L4
[H.AC.1] There is a policy on access control T| 3 L2 L4
[H.AC.2] There are procedures for access control tasks T L2
[H.AC.3] Access authorizations are defined and documented M L2 L4
[H.AC.4] Restricted access to information T| 5 L2 L4
[H.AC.5] Restriction of use of system utilities T L2 L4
[H.AC.6] Access to system settings is restricted T L2 L
[H.AC.8] Control of work outside the regular schedule (authorisation and T| 4 L2 L4

monitoring)

[H.AC.9] Privilege management T| 5 L2 L4
[H.AC.a] Review of user access rights T| 4 L2 L4
[H.AC.b] {xor} Access control model T| 6 L2 L4
[H.AC.c] Logon on terminals T| 6 L2 L4
[H.AC.d] Connection time is limited T| 4 L2 L4
[H.AC.e] There is a limit on the number of concurrent sessions by one user T 4 L2L4
[H.AC.f] Unattended user equipment T| 6 L2 L4
[H.AC.g] Automatic terminal disconnection T| 6 L2 L4

[H.tools] Security tools T| 8 L2 L4
[H.tools.AV] Tool against harmful code (malware) T L2 L4
[H.tools.IDS] IDS/IPS: Intrusion detection / prevention tool T L2 L4
[H.tools.CC] Configuration scanning tool T L2 L4
[H.tools. TM] Traffic monitoring tool T| 5 L2 L4
[H.tools.DLP] DLP: Data Loss Prevention tool T L2 L4
[H.tools.HP] Honey net / honey pot T| 4 L2 L4
[H.tools.SFV] Security functions verification T| 6 L2 L4

[H.VM] Vulnerability management M| 6 L2 L4
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[H.VM.1] There are people dedicated to vulnerability management 31 L2 L4
[H.VM.2] Mechanisms are planned to be informed of vulnerabilities ... M L2 L4
[H.tools.VA] Vulnerability analysis tool T| 6 L2 L4
[H.VM.4] The potential impact is analysed (risk assessment) B L2 L4
[H.VM.5] Penetration testing M| 4 L2 L4
[H.VM.6] There are procedures for reaction M| 3 L2 L4
[H.VM.7] Repairing detected vulnerabilities M| 5 L2 L4
[H.AU] Logging and audit T| 6 L2 L4
[H.AU.1] Administration T| 4 L2 L4
[H.AU.2] Tools T| 6 L2 L4
[H.AU.3] Information T| 5 L2 L4
[H.AU.4] Activities T| 4 L2 L4
[D] Protection of Data / Information
safeguard A | R | [current] | [target]
[800-53:sec_attr] Security attributes M| 6 L2 L4
[800-53:AC16] The information system supports and maintains the binding of seddritys L2 L4
attributes to information in storage, in process, and in transmission
[800-53:SC16] The information system associates security attributes \eitimation | M | 6 L2 L4
exchanged between information systems
[D.2] There is an inventory of information assets M| 3 L2 L4
[D.3] Regulations M| 4 L2 L4
[D.3.1] Information is classified M| 4 L2 L4
[D.3.2] Security attributes M| 3 L2 L4
[D.3.3] IPR: intellectual property rights for information are protected M L2 L4
[D.3.4] There is a policy on retention of data M L2 L4
[D.I] Integrity guarantees M| 5 L2 L4
[D.5] Confidentiality protection M| 5 L2 L4
[D.C] Encryption of information M| 5 L2 L4
[D.C.1] There is a policy for the use of cryptographic controls M L2 L4
[D.C.2] There are procedures for information encryption M L2 L4
[D.C.3] Persons are assigned to responsibilities 2\ L2 L4
[D.C.4] Encryption mechanism T|5 L2 L4
[D.5.2] Cleaning of released documents M| 4 L2 L4
[D.5.3] Marking of information M| 5 L2 L4
[D.backup] Backup copies of the data M| 8 L2 L4
[D.backup.1] Protection of the information M L2 L4
[D.backup.1.1] Backups are protected in accordance with the information they M L2 L4
contain
[D.backup.1.2] Backups are encrypted M L2 L4
[D.backup.1.3] Prior authorisation is required to access to backup copies M L2 L4
[D.backup.2] Protection of the availability of the information L% L2 L4
[D.backup.2.1] There is a policy for backups M| 5 L2 L4
[D.backup.2.2] There are procedures for preparing backup copies, their prote¢tddn 5 L2 L4
and conservation
[D.backup.2.3] Management of backup copies 8/ L2 L4
[D.backup.2.3.1] Making copies of information consistent with their availabilityvl | 6 L2 L4
requirements
[D.backup.2.3.2] Making copies of decryption keys M L2 L4
[D.backup.2.3.3] Making copies of the signature verification information 5M L2 L4
[D.backup.2.3.4] Backups, and backup procedures, are saved in separate loddtio8s L2 L4
so that the original data and the copies shall not be affected by the same incident
[D.backup.2.3.5] Backup copies are regularly tested 5M L2 L4
[D.backup.2.3.6] Restore procedures are regularly tested 6 M L2 L4
[D.backup.2.4] {xor} Backup mechanism T|7 L2 L4
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[D.DS] Usage of electronic signatures T|6 L2 L4
[D.DS.1] There is a policy on electronic signatures T| 2 L2 L
[D.DS.2] There are procedures for the usage of electronic signatures T 22 L L4
[D.DS.3] Persons are assigned to responsibilities 2 L2
[D.DS.4] The probative value of the signature is guaranteed T 3 L2
[D.DS.5] {xor} Electronic certificate T|5 L2 L4
[D.DS.6] {xor} Algorithm implementation T|5 L2 L4
[D.DS.7] {xor} Digital signature mechanism T|6 L2 L4
[D.DS.8] Algorithm vulnerabilities are regularly reviewed T |3 L2 L4
[D.DS.9] Certified / accredited algorithms are used T| 4 L2 L
[D.DS.a] Certified products or services are used T|5 L2 L4

[D.TS] Usage of time stamping services M| 5 L2 L4
[D.TS.1] There is a policy on time stamping M| 3 L2 L4
[D.TS.2] Time stamping procedures M| 2 L2 L4
[D.TS.3] Persons are assigned to responsibilities M L2 L4
[D.TS.4] The probative value of the time-stamp is guaranteed 3M L2 L4
[D.TS.5] Time stamps are regularly renewed M| 5 L2 L4
[D.TS.6] {xor} Electronic time stamping mechanism T 1|5 L2 L4
[D.TS.7] Algorithm vulnerabilities are regularly reviewed \Y%] L2 L4
[D.TS.8] Certified products or services are used T|3 L2 L4

[K] Cryptographic keys management

safeguard A | R | [current] | [target]

[K.IC] Management of information encryption keys M L2 L4
[K.IC.1] There is a policy on key management M L2 L4
[K.IC.2] There are procedures for key management M L2 L4
[K.IC.3] For each key, the responsible persons are identified M L2 L4
[K.IC.4] Operation M L2 L4
[K.IC.5] {xor} Key generation T L2 L4
[K.IC.6] {xor} Key distribution T L2 L4
[K.IC.7] {xor} Key storage T L2 L4
[K.IC.8] Key deletion T L2 L4
[K.IC.9] Copies of keys are retained M L2 L4

[K.DS] Management of information signing keys M L2 L4
[K.DS.1] There is a policy on key management M L2 L4
[K.DS.2] There are procedures for key management M L2 L4
[K.DS.3] For each key, the responsible persons are identified M L2 L4
[K.DS.4] Operation M L2 L4
[K.DS.5] {xor} Key generation T L2 L4
[K.DS.6] {xor} Key distribution T L2 L4
[K.DS.7] {xor} Key storage T L2 L4
[K.DS.8] Key deletion T L2 L4
[K.DS.9] Copies of keys are retained M L2 L4

[K.disk] Management of keys for cryptographic containers (virtual disks) M L2 L4
[K.disk.1] There is a policy on key management M L2 L4
[K.disk.2] There are procedures for key management M L2 L4
[K.disk.3] For each key, the responsible persons are identified M L2 L4
[K.disk.4] Operation M L2 L4
[K.disk.5] The keys are generated in an area separated of operation M L2 L4
[K.disk.6] {xor} Key generation T L2 L4
[K.disk.7] {xor} Key distribution T L2 L4
[K.disk.8] {xor} Key storage T L2 L4
[K.disk.9] Key deletion T L2 L4
[K.disk.a] Copies of keys are retained M L2 L4

[K.comms] Management of communications keys M L2 L4
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[K.comms.1] There is a policy on key management M L2 L4
[K.comms.2] There are procedures for key management M L2 L4
[K.comms.3] For each key, the responsible persons are identified M L2 L4
[K.comms.4] Operation M L2 L4
[K.comms.5] The keys are generated in an area separated of operation M L2 L4
[K.comms.6] {xor} Key generation T L2 L4
[K.comms.7] {xor} Key distribution T L2 L4
[K.comms.8] {xor} Key storage T L2 L4
[K.comms.9] Key deletion T L2 L4
[K.comms.a] Copies of keys are retained M L2 L4
[K.509] Certificate management T L2 L4
[K.509.1] There is a policy on the use of certificates T L2 LA
[K.509.2] There are procedures for using certificates T L2 L4
[K.509.3] Certificates are revoked when compromised, or there is suspicignTof] i L2 L4
[K.509.4] Certificates have a limited validity period and are regularly rashewer L2 L4
[K.509.5] Certificates are retained for accountability L2 L4
[S] Protection of Services
safeguard A | R | [current] | [target]
[S.1] Service usage M| 5 L3 L4
[S.1.1] Usage of e-mail M| 4 L3 L4
[S.1.1.1] There is a policy on use M| 3 L3 L4
[S.1.1.2] Deploy mechanism to detect unacceptable usage T 4 L3
[S.1.1.3] Regular verification that policy is applied M L3 L4
[S.1.1.4] Train users on service usage M| 3 L3 L4
[S.1.1.5] Define procedures for policy violation \Y%) L3 L4
[S.1.1.6] Define disciplinary procedures for policy violation L3 L4
[S.1.1.7] Protection of information M| 4 L3 L4
[S.1.1.8] Measures against spam reception M| 4 L3 L4
[S.1.1.9] Measures against malware in e-mail clients Y L3 L4
[S.1.1.a] Software T|4 L3 L4
[COM.Internet] Web browsing M| 5 L3 L4
[COM.Internet.1] There is a policy on use M| 3 L3 L4
[COM.Internet.3] Content control tool with up-to-date filters T|5 L3 L4
[COM.Internet.7] Execution of mobile code (e.g. applets) is controlled T 4 L3 4
[S.TW] Tele-working M| 4 L3 L4
[S.TW.1] There is a person responsible for service management 2 M L3 L4
[S.TW.2] There is a policy of use M| 3 L3 L4
[S.TW.3] Users are trained on service usage M| 2 L3 L4
[S.TW.4] Unacceptable use is detected T/|3 L3 L4
[S.TW.5] Policy compliance is regularly verified M L3 L4
[S.TW.6] There are procedures to manage tele-working 3M L3 L4
[S.TW.7] Disciplinary measures are applied in case of non-compliance 2M L3 L4
[S.TW.8] Prior authorisation is required M| 2 L3 L4
[S.TW.9] Study of specific site characteristics M L3 L4
[S.voip] Voice over IP T L3 L4
[S.voip.1] Prior authorisation is required for using VolIP T L3 L
[S.voip.2] VoIP usage monitoring T L3 L4
[S.voip.3] Separation of LAN voice and data networks (VLAN) T L3 L
[S.voip.4] Authentication among devices T L3 L4
[S.voip.5] Cryptographic protection T L3 L4
[S.voip.5.1] There is a policy for the use of cryptographic controls T L3
[S.voip.5.2] Persons are assigned to responsibilities T L3
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[S.voip.5.3] {xor} Encryption mechanism T L3 L4
[S.voip.5.4] Algorithm vulnerabilities are regularly reviewed T L3
[S.voip.5.5] Certified / accredited algorithms are used T L3
[S.2] Provision of services M L3 L4
[S.2.1] There is a policy establishing the acceptable use of services M L3 L4
[S.2.2] There is an inventory of services M L3 L4
[S.cont] Availability assurance M L3 L4
[S.cont.1] DoS protection M L3 L4
[S.cont.2] Resource management M L3 L4
[S.SC] Security profiles are applied T L3 L4
[S.op] Exploitation M L3 L4
[S.op.1] Plan for regular vulnerability scanning M L3 L4
[S.op.2] Install intrusion alarms M L3 L4
[S.op.3] Non-repudiation T L3 L4
[S.op.4] Training of staff in service configuration M L3 L4
[S.CM] Change management (upgrades and replacements) M L3 L4
[S.CM.1] There is a policy on change control M L3 L4
[S.CM.2] Responsible persons are appointed M L3 L4
[S.CM.3] There are procedures to apply changes M L3 L4
[S.CM.4] Regular monitoring (external services) M L3 L4
[S.CM.5] Evaluation of potential impact of change M L3 L4
[S.CM.6] The rule of ‘minimum functionality’ is maintained at all times M L3 L4
[S.CM.7] The rule of ‘secure by default’ is maintained at all times M L3 L4
[S.CM.8] It is verified that the change does not disable the mechanisms for | M L3 L4
detection, monitoring and logging
[S.CM.9] Change process is designed to minimise service interruption M L3 L4
[S.CM.a] Performed by authorised personnel M L3 L4
[S.CM.b] Regression testing is carried out T L3 L4
[S.CM.c] Service updates are logged M L3 L4
[S.CM.d] Documentation M L3 L4
[S.CM.e] All related operating procedures are updated M L3 L4
[S.CM.f] All affected recovery procedures are updated M L3 L4
[S.end] Termination M L3 L4
[S.www] Protecting Web services and applications M L3 L4
[S.www.2] Electronic publishing of information (www) M L3 L4
[S.www.4] Protection of the configuration M L3 L4
[S.email] Protection of electronic malil M L3 L4
[S.email.1] There is a person responsible for service administration M L3 L4
[S.email.2] Service usage is logged M L3 L4
[S.email.3] Protection of the configuration M L3 L4
[S.email.4] Anti-spam controls T L3 L4
[S.email.5] Deploy controls against malware in the server T L3
[S.email.6] Non-repudiation services M L3 L4
[S.email.7] {xor} Guarantee service availability according to policy M L3 L4
[S.2.a] Electronic commerce security M L3 L4
[S.2.a.1] Requirements are taken into account T L3 L4
[S.2.a.2] Drafting and approval of a document which states the terms agreed byithe L3 L4
parties
[S.2.a.3] Controls for process development (price fixing, contracting, etc.) T L3 L4
[S.2.a.4] Implementation of authentication mechanisms for the parties T L3
[S.2.a.5] Establishment of authorisation mechanisms in the process T L3
[S.2.a.6] Activities are logged T L3 L4
[S.2.b] Protection of Electronic Data Interchange (EDI) M L3 L4
[S.2.b.4] Software T L3 L4
[S.dir] Directory protection T L3 L4

148




[S.dir.4] Integrity of stored data T L3 L4
[S.dns] DNS protection T L3 L4
[S.dns.5] Response authentication T L3 L4
[S.dns.6] Response integrity guarantee T L3 L4
[S.dns.7] Software T L3 L4
[S.dns.8] Architecture T L3 L4
[S.dns.8.1] Public server is in the DMZ T L3 L4
[S.dns.8.2] Internal server isolated from outside T L3 L
[S.dns.8.3] Internal server does not respond to external queries T L3
[S.dns.8.4] {xor} Guarantee service according to policy T L3 L
[S.2.e] Public key infrastructure T L3 L4
[S.3] Services provided by third parties M L3 L4
[S.3.1] Overview M L3 L4
[S.3.1.1] There is an inventory of subcontracted services N L3 L4
[S.3.1.2] External services require previous authorisation \Y L3 L4
[S.3.1.3] Identification of the sensitive or critical applications which the M L3 L4
Organisation should maintain
[S.3.1.4] Risk identification M L3 L4
[S.3.2] Service provision contracts M L3 L4
[S.3.2.1] Policy on information security M L3 L4
[S.3.2.2] The obligations corresponding to the parties in the agreements M L3 L4
[S.3.2.3] Inclusion of the security requirements in contracts M L3 L4
[S.3.2.4] Definition and inclusion in the contract of the process to assess the | M L3 L4
fulfilment of the security measures
[S.3.2.5] Intellectual property rights, copy protection and protection in collatsorpii L3 L4
tasks
[S.3.2.6] Personal data protection M L3 L4
[S.3.2.7] Involvement of third parties (subcontractors) M L3 L4
[S.3.2.8] Description of each available service M L3 L4
[S.3.2.9] Responsibilities regarding HW and SW installation and maintenance M L3 L4
[S.3.2.a] Assignation of responsibilities in the supervision of the fulfilment of thevi L3 L4
contract
[S.3.3] Operation M L3 L4
[S.3.4] Change management control M L3 L4
[S.3.5] Server authentication T L3 L4
[S.3.5.1] Server is authenticated before transferring any information 3 L L4
[S.3.5.2] {xor} Authentication mechanism T L3 L4
[S.3.5.2.1] Shared secret T L3 L4
[S.3.5.2.2] Cryptography: digital signature T
[S.3.5.3] Authentication data and software are protected i 13
[S.3.5.3.1] {xor} Mechanism implementation T L3 L4
[S.3.5.3.1.1] uses a software application T L3 L4
[S.3.5.3.1.2] hardware token T
[S.3.5.3.2] Usage is password-protected T L3 L4
[S.3.5.3.3] The mechanism is disabled when compromised, or there is suspicibn of L3 L4
it
[S.3.5.3.4] Certified or accredited products are used T 3
[S.3.5.4] Measures are taken to prevent the hijacking of established sessions TL3 L4
[S.3.6] Continuity of operations M L3 L4
[S.3.7] Termination M L3 L4
[S.3.7.1] Prior authorisation is required M L3 L4
[S.3.7.2] Business impact is assessed in advance L3 L4
[S.3.7.3] Planned to minimise service interruption M L3 L4
[S.3.7.4] Information is removed from the provider M L3 L4
[S.3.7.5] Service is deactivated by authorised personnel \ L3 L4
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[S.3.7.6] All related operating procedures are updated M L3 L4
[S.3.7.7] All affected recovery procedures are updated M L3 L4
[SW] Protection of Software
safeguard A | R | [curren | [target]
t]
[SW.1] There is an inventory of software 3 L2 L4
[SW.2] There is a policy on the use of applications ®1 L2 L4
[SW.3] Procedures for the usage of software applications 2M L2 L4
[SW.4] Protection of intellectual property rights (IPR) N3 L2 L4
[SW.backup] Backup copies (SW) M|5 L2 L4
[SW.start] Deployment M| 3 L2 L4
[SW.SC] Security profiles are applied T|7 L2 L4
[SW.op] Exploitation M|5 L2 L4
[SW.op.1] There is a policy controlling operating software 17 L2 L4
[SW.op.2] Production systems have no development tool aM L2 L4
[SW.op.3] {xor} The integrity of executable code is controlled M L2 L4
[SW.op.4] The system uses different technology components to avoid single poinis p# L2 L4
technological failure
[SW.op.5] Isolation of sensitive systems M| 3 L2 L4
[SW.op.6] Security of applications M| 4 L2 L4
[SW.op.7] Application data files security T|5 L2 L4
[SW.op.8] Security of configuration files T L2 L4
[SW.0p.9] Security of system files T|5 L2 L4
[SW.op.a] Mobile code execution (e.g. applets) is controlled T 3 L2 L
[SW.op.b] Collaborative computing (e.g. conferencing) T| 3 LR L
[SW.op.c] Inter-process communications security T| 5 Lp L
[SW.op.d] Procedure for detection of vulnerabilities and response 3M L2 L4
[SW.op.e] Staff training on application configuration |V L2 L4
[SW.CM] Changes (updates & maintenance) M| 4 L2 L4
[SW.CM.1] There is a policy on change control M| 2 L2 L4
[SW.CM.2] There are procedures to apply changes N L2 L4
[SW.CM.3] Permanent tracking of updates and patches (SW) 3M L2 L4
[SW.CM.4] Evaluation of the potential impact of change B L2 L4
[SW.CM.5] Actions addressing high risks are prioritized X L2 L4
[SW.CM.6] The rule of ‘minimum functionality’ is maintained at all times L2 L4
[SW.CM.7] The rule of ‘secure by default’ is maintained at all times M L2 L4
[SW.CM.8] It is verified that the change does not disable the mechanisms for |M | 3 L2 L4
detection, monitoring and logging
[SW.CM.9] Change process is designed to minimise service interruption 2 M L2 L4
[SW.CM.a] Version control for every software update L2 L4
[SW.CM.b] Performed by authorised personnel M| 3 L2 L4
[SW.CM.c] Copies of previous versions of software are retained as precautiona| M | 4 L2 L4
measure for contingencies
[SW.CM.d] A copy of previous configuration is retained T3 L2 L4
[SW.CM.e] It is previously tested in an environment that is not in production T 3 L2 L4
[SW.CM.f] Regression testing is carried out T/|3 L2 L4
[SW.CM.g] SW updates are logged M L2 L4
[SW.CM.h] Documentation M| 2 L2 L4
[SW.CM.i] All related operating procedures are updated M L2 L4
[SW.CM.j] All affected recovery procedures are updated M L2 L4
[SW.end] Termination M| 3 L2 L4
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[HW] Protection of Hardware

safeguard A | R | [current] | [target]
[HW.1] There is an inventory of hardware M |2 L2 L4
[HW.2] There is a policy on the right usage of equipment M| 2 L2 L
[HW.3] Procedures for the usage of equipment M |2 L2 L4
[HW.start] Move to production M | 4 L2 L4
[HW.SC] Security profiles are applied T |7 L2 L4
[HW.cont] Availability guarantees M | 6 L2 L4
[HW.cont.1] The system is generously dimensioned and the acquisition of spareM | 6 L2 L4
parts is planned
[HW.cont.2] Periodic maintenance follows manufacturer’s specifications M | 4 L2 L4
[HW.cont.3] Maintenance only by authorised personnel M| 4 L2 L
[HW.cont.4] Regularly run diagnostic routines M |2 L2 L4
[HW.cont.5] Failures and incidents are monitored M | 2 L2 L
[HW.cont.6] Faults, real or suspected, are logged along with the preventive andM | 2 L2 L4
corrective maintenance
[HW.cont.7] Backup copies of configuration information M |5 L2 L4
[HW.cont.8] Backups are made of the decryption keys M| 3 LP L
[HW.cont.9] {xor} Substitute options M |3 L2 L4
[HW.cont.9.1] Alternative equipment M |3 L2 L4
[HW.cont.9.2] Alternative preconfigured equipment with synchronous or M |3
asynchronous disk replication
[HW.cont.9.3] Redundant system in alternative site M| 3
[HW.cont.9.4] Service contract with system provider takes business requireménts| 3
into account
[HW.cont.a] {xor} High availability M | 4 L2 L4
[HW.cont.b] Backup means are subject to the same degree of protection than thd | 2 L2 L4
usual ones
[HW.cont.c] There is a maximum time established for backup means to take ovéfl | 2 L2 L4
control
[HW.7] Cryptographic containers (HW, virtual HW) M |6 L2 L4
[HW.9] Installation M |3 L2 L4
[HW.op] Operation M | 4 L2 L4
[HW.op.1] Authorisation process for information processing resources M 2 L2 L4
[HW.op.2] The system uses different technology components to avoid single poifts | 4 L2 L4
of technological failure
[HW.op.3] Physical protection of equipment PHY | 4 L2 L4
[HW.op.4] Office equipment security M |3 L2 L4
[HW.op.5] Protection of equipment off-site PHY | 4 L2 L4
[HW.op.6] Protection of network devices M L2 L4
[HW.op.7] Cryptographic devices T L2 L4
[HW.CM] Changes (updates and maintenance) M | 4 L2 L4
[HW.CM.1] There is a policy on change control M |2 L2 L4
[HW.CM.2] There are procedures to apply changes M| 2 L2 L
[HW.CM.3] The recommendations of the manufacturer or supplier are followed M 3 L2 L4
[HW.CM.4] Regular tracking of updates (HW) M |3 L2 L4
[HW.CM.5] Evaluation of change impact M |3 L2 L4
[HW.CM.6] Actions addressing high risks are prioritized M | 4 L2 L4
[HW.CM.7] The rule of ‘minimum functionality’ is maintained at all times M3 L2 L4
[HW.CM.8] The rule of ‘secure by default’ is maintained at all times M| 3L2 L4
[HW.CM.9] It is verified that the change does not disable the mechanisms forf M | 3 L2 L4
detection, monitoring and logging
[HW.CM.a] Change process is designed to minimise service interruption M 2 L2 L4
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[HW.CM.b] Performed by authorised personnel M | 3 L2 L4
[HW.CM.c] A copy of previous configuration is retained T |3 L2 L4
[HW.CM.d] It is previously tested in an environment that is not in production T| 3 L2 L4
[HW.CM.e] Regression testing is carried out T | 3 L2 L4
[HW.CM.f] Every change is logged M |2 L2 L4
[HW.CM.g] Documentation M |2 L2 L4
[HW.CM.h] HW change is subject to version control M |2 L2 L4
[HW.CM.i] All related operating procedures are updated M| 3 L2 L
[HW.CM.j] All affected recovery procedures are updated M| 2 L2 L
[HW.end] Termination M |3 L2 L4
[HW.PCD] Mobile computers M L2 L4
[HW.PCD.1] There is an inventory of mobile equipment, identifying the person M L2 L4
responsible for each one
[HW.PCD.2] Prior authorisation is required M L2 L4
[HW.PCD.3] All equipment is marked with the maximum level of information tham L2 L4
can be stored or processed
[HW.PCD.4] Potential risks have been analysed M L2 L
[HW.PCD.5] Security measures are identified M L2 L4
[HW.PCD.6] Training and awareness on risks M L2 L4
[HW.PCD.7] Follows a training plan on the appropriate measures M L2 |
[HW.PCD.8] Applicable controls M L2 L4
[HW.PCD.8.1] Security measures are identified for the physical protectibe gf tM L2 L4
device
[HW.PCD.8.2] Violation detectors are installed M L2 L4
[HW.PCD.8.3] Access control requirements are established M L2 |
[HW.PCD.8.4] A perimeter defence system is used (e.qg. firewall) M 2 L4
[HW.PCD.8.5] Encryption requirements are established M Lp L
[HW.PCD.8.6] Backup requirements are established M Lp L
[HW.PCD.8.7] Antivirus software M L2 L4
[HW.PCD.9] User guides M L2 L4
[HW.PCD.a] Incident management in mobile computing M L2 L
[HW.e] Virtual machines M L2 L4
[HW.e.1] To create new virtual machines M L2 L4
[HW.e.1.1] prior authorisation is required M L2 L4
[HW.e.1.2] a specific privilege is required M L2 L4
[HW.e.2] Host classification is the highest of its virtual machines M L2 L4
[HW.e.3] Virtual equipment is managed as real equipment M Lp L
[HW.e.3.1] Task segregation is maintained between users and administratqrs M 2 L L4
[HW.e.3.2] Security configuration M L2 L4
[HW.e.3.3] Security tools M L2 L4
[HW.e.3.4] Security patches M L2 L4
[HW.e.3.5] Software maintenance M L2 L4
[HW.e.4] Software-based virtual networks between virtual machines, are edanagv L2 L4
as real networks
[HW.e.4.1] A specific privilege is required to establish them M L2 L
[HW.e.4.2] Security configuration M L2 L4
[HW.e.4.3] Security tools M L2 L4
[HW.e.5] It is taken into account the impact on the system as a whole of a depiaiA L2 L4
of-service attack on virtual equipments
[HW.e.6] It is taken into account the impact on the resilience of the system ag aM L2 L4
whole as a consequence of attacks on virtual equipments
[HW.e.7] The hypervisor is properly secured M L2 L4
[HW.e.7.1] Access to hypervisor is controlled M L2 L4
[HW.e.7.2] Access to shared resources is controlled M L2
[HW.e.8] Access to virtual images is controlled M L2 L4
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[HW.e.9] Backups of virtual machine images are protected

[HW.e.a] Virtual servers and clients are not installed on the same host

L2 L4

[HW.e.b] Do not install on the same host computer, servers that require differ L2 L4

levels of security

[HW.e.c] No physical network cards are shared between virtual machines tha L2 L4

require different levels of security

[HW.e.d] The local area network (SAN) used as virtualization support, is isola L2 L4

and only accessible by the host machine

[HW.e.e] Border and internal equipment are not installed on the same physic L2 L4

(e.g. firewalls)

[HW.e.f] Termination L2 L4
[HW.e.f.1] Termination is logged L2 L4
[HW.e.f.2] {xor} Media holding the virtual image is subject to the mechanisn L2 L4

foreseen to sanitize media

[HW.pabx] PABX protection L2 L4
[HW.pabx.3] Logical access is controlled L2 L4
[HW.pabx.4] Restricted maintenance accounts M L2

[HW.h] Voice, facsimile and video 3 L2 L4
[HW.h.1] Ban on confidential conversations in public places or without approy 3 L2 L4

protection measures
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[COM] Protection of Communications

safeguard A | R |[current] | [targ
ef]
[COM.1] There is an inventory of communication services \V/2 L2 L4
[COM.2] There is a policy on the right usage of communications L2 L4
[COM.3] There are procedures for the usage of communications M L2 L4
[COM.start] Acceptance of new services M| 4 L2 L4
[COM.SC] Security profiles are applied T| 8 L2 L4
[COM.cont] Availability guarantees M| 6 L2 L4
[COM.cont.1] Single points of failure (SPF) are identified and avoided ] L2 L4
[COM.cont.2] The system is generously dimensioned and the acquisition of spaMe 4 L2 L4
parts is planned
[COM.cont.3] Periodic maintenance follows manufacturer’s specifications M| 4 L2 L4
[COM.cont.4] Links and network devices are monitored N L2 L4
[COM.cont.5] Actual and suspected failures are logged M L2 L4
[COM.cont.6] Preventive and corrective maintenance actions are logged M L2 L4
[COM.cont.7] There are backup copies of routing information M L2 L4
[COM.cont.8] There are backup copies of authentication keys M L2 L4
[COM.cont.9] There are backup copies of decryption keys M L2 L4
[COM.cont.a] {xor} Redundancy T| 4 L2 L4
[COM.cont.b] Backup means are subject to the same degree of protection tharMhe 2 L2 L4
usual ones
[COM.cont.c] There is a maximum time established for backup means to take der 2 L2 L4
control
[COM.aut] Channel authentication T| 6 L2 L4
[COM.aut.1] Prior authorisation is required T| 2 L2 L4
[COM.aut.2] User’s identity is verified before receiving the authemicaheans T 3 L2 L4
[COM.aut.3] Authentication of the origin of the connection T |3 L2 | 4
[COM.aut.4] {xor} Authentication mechanism T 6 L2 L4
[COM.aut.4.1] Something you know (e.g. passwords) T | 5 L2 L4
(u)
[COM.aut.4.2] Software certificates (public-key cryptography) T |5
[COM.aut.4.3] 2 factors: token + password T| 6
[COM.aut.4.4] 2 factors: token + certificates T |6
[COM.aut.4.5] 2 factors: one-time password (OTP) plus token T| 6
[COM.aut.4.6] 2 factors: one-time password (OTP) over separate channel T 6
[COM.aut.5] Authentication channel T| 4 L2 L4
[COM.aut.6] Measures are taken to prevent the hijacking of sessions esthblishel | 3 L2 L4
[COM.1] {xor} Protection of the integrity of the data in the channel T |6 L2 L4
[COM.C] The confidentiality of the data is cryptographically protected irchiamnel | M| 6 L2 L4
[COM.C.1] There is a policy for the use of cryptographic controls M L2 L4
[COM.C.2] Persons are assigned to responsibilities L] L2 L4
[COM.C.3] {xor} Implementation of algorithms I 6 L2 L4
[COM.C.4] {xor} Shared secret (symmetric encryption) T |6 L2 L4
[COM.C.5] Algorithm vulnerabilities are regularly reviewed M5 L2 L4
[COM.C.6] Certified / accredited algorithms are used T |5 L2 L4
[COM.C.7] a certified or accredited product is used T |5 L2 L4
[COM.op] Operation T| 5 L2 L4
[COM.op.1] Network access control T| 4 L2 L4
[COM.op.1.1] There is a policy for use of network services T | 2 LR L4
[COM.op.1.2] Prior authorisation is required for media and devices to have adtess2 L2 L4
to networks and services
[COM.op.1.3] Remote access T| 4 L2 L4
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[COM.op.1.4] {xor} Protection of remote diagnosis ports T |3 L2 | 4
[COM.op.1.5] Authentication of network nodes T |4 L2 L4
[COM.op.1.6] Routing control T| 3 L2 L4
[COM.op.2] Network services security T| 4 L2 L4
[COM.op.2.1] Monitoring of network services T B L2 LA
[COM.o0p.2.2] Security is regularly reviewed T 4 L2 L4
[COM.op.3] Protection is provided against traffic analysis T |5 L2 L4
[COM.op.4] Staff is trained on communications configuration T |3 L2 L4
[COM.CM] Changes (updates and maintenance) |} L2 L4
[COM.CM.1] There is a policy on change control M2 L2 L4
[COM.CM.2] There are procedures to apply changes @ L2 L4
[COM.CM.3] Updates are continuously monitored M3 L2 L4
[COM.CM.4] Change impact is evaluated M| 3 L2 L4
[COM.CM.5] Actions addressing high risks are prioritized Vb L2 L4
[COM.CM.6] The rule of ‘minimum functionality’ is maintained at all times M| 3 L2 L4
[COM.CM.7] The rule of ‘secure by default’ is maintained at all times N L2 L4
[COM.CM.8] It is verified that the change does not disable the mechanisms farM | 3 L2 L4
detection, monitoring and logging
[COM.CM.9] Change procedures are designed to minimise service interruption 3M L2 L4
[COM.CM.a] Activities are performed by authorised personnel M L2 L4
[COM.CM.b] A copy of previous configuration is retained T |3 L2 L4
[COM.CM.c] It is previously tested in an environment that is not in production T L2 L4
[COM.CM.d] Regression testing is carried out V4 L2 L4
[COM.CM.e] Every action is logged M L2 L4
[COM.CM.f] Documentation M| 2 L2 L4
[COM.CM.g] All related operating procedures are updated 1% L2 L4
[COM.CM.h] All affected recovery procedures are updated N L2 L4
[COM.end] Termination M| 3 L2 L4
[COM.wifi] Wireless Security (WiFi) M L2 L4
[COM.wifi.1] Prior authorisation is required to deploy access points (AP) M L2 L4
[COM.wifi.2] When access points are deployed, the signal reach is taken into| M L2 L4
account to minimize exposure to attacks
[COM.wifi.3] Prior authorisation is required for connecting clients M L2 L4
[COM.wifi.4] Default keys from cards and access points are removed priorto | T L2 L4
deployment
[COM.wifi.5] Unused ports and services are disabled M L2 L4
[COM.wifi.6] Non-essential management protocols are disabled M L2 L4
[COM.wifi.7] SNMP protocol restrictions on wireless networks M L2 L4
[COM.wifi.8] Access points are regularly verified (via broadcast or tools) T L2 L4
[COM.wifi.9] Ad-hoc connection mode is disabled in user devices T Lp LZ
[COM.wifi.a] Authentication of wireless devices (MAC filtering, autheation T L2 L4
server, etc.)
[COM.wifi.b] IP addresses are controlled M L2 L4
[COM.mobile] Mobile telephony M L2 L4
[COM.mobile.1] Confidentiality M L2 L4
[COM.mobile.2] Review of the detailed invoices in search of unknown telephgnié L2 L4
numbers
[COM.mobile.3] Verification that all telephone calls made are shown in the evold L2 L4
[COM.mobile.4] {xor} Ban on usage in security areas M L2 L4
[COM.mobile.5] Periodic terminal inspection to detect tampering M L2 L4
[COM.mobile.6] Ban on connection to computers which have sensitive data M L2 L4
[COM.mobile.7] Immediate communication of card or terminal theft M L2 L4
[COM.mobile.8] Terminal and card exchange among users M L2 L4
[COM.mobile.9] Telephone numbers are not published in telephone books M L2 L4
[COM.DS] Segregation of networks into domains T |6 L2 L4
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[IP] Interconnection points

safeguard A | R | [current] | [target]
[IP.1] Administration M| 4 L2 L4
[IP.1.1] Connections require previous authorisation y.] L2 L4
[IP.1.2] There is an inventory of authorised connections M L2 L4
[IP.1.3] Authorised connections are regularly monitored T 4 L2 L
[IP.1.4] Users and processes authorized to use the interconnection only enjoy | M | 2 L2 L4
minimum essential rights
[IP.1.5] Authorised users and processes are regularly reviewed 3M L2 L4
[IP.1.6] Authorizations are regularly renewed or canceled M L2 L4
[IP.2] Establishing a connection M| 5 L2 L4
[IP.2.1] Users are identified and authenticated before connection is esthblishe | M| 5 L2 L4
[IP.2.2] Processes are identified and authenticated before connection istextablis M| 5 L2 L4
[IP.2.3] Each server is identified and authenticated before establishing the link 5|M L2 L4
[IP.SPP] Traffic: Data exchange T|5 L2 L4
[IP.SPP.1] Any other node in the network is considered untrusted, and there is a [bgaB L2 L4
control of data exchanged
[IP.SPP.2] Format of exchanged data is validated T 3 Lp L
[IP.SPP.3] Authorized traffic T|3 L2 L4
[IP.SPP.4] Incoming and outgoing traffic are under control T 5 L? L
[IP.SPP.5] Mediation - The point of interconnection will mediate the following T|3 L2 L4
processes:
[IP.SPP.5.1] Users identification and authentication T 3 L2 L
[IP.SPP.5.2] Identification and authentication of the nodes T 3 L
[IP.SPP.5.3] Access authorization T|3 L2 L4
[IP.SPP.5.4] While lists T3 L2 L4
[IP.SPP.5.5] Black lists T3 L2 L4
[IP.SPP.5.6] Security labels of the objects exchanged T 3 L2
[IP.SPP.5.7] Network control information (level 3) T |3 L2 L4
[IP.SPP.5.8] Application control information (level 7) T |3 L2 L4
[IP.SPP.6] Management data traffic T]|3 L2 L4
[IP.SPP.6.1] Origin is authenticated T|3 L2 L4
[IP.SPP.6.2] Information integrity is protected T|3 L2 L
[IP.SPP.6.3] Confidentiality is protected T|3 L2 L4
[IP.SPP.7] Internet IP addresses are hidden (NAT or equivalent service) T|2 L2 L4
[IP.SPP.8] Internet IP ports are hidden (PAT or equivalent service) T 22 L4
[IP.BS] Protection of border device(s) M| 6 L2 L4
[IP.BS.1] Product is under control M| 4 L2 L4
[IP.BS.2] Hardening M| 6 L2 L4
[IP.BS.3] The system uses different technology components to avoid single point3 of 4 L2 L4
technological failure
[IP.BS.4] Administration M| 4 L2 L4
[IP.BS.5] A specific contingency plan is established T| 4 L2 L
[IP.BS.6] Certified / accredited products are used T 3 L2 L
[IP.5] Virtual private networks M| 3 L2 L4
[IP.5.1] Secure configuration M| 3 L2 L4
[IP.5.1.1] unused services are eliminated M| 3 L2 L4
[IP.5.1.2] default user accounts are eliminated M L2 L4
[IP.5.1.3] unused software is eliminated M| 3 L2 L4
[IP.5.1.4] approved parameters are set M| 3 L2 L4
[IP.5.1.5] logs are enabled M| 3 L2 L4
[IP.5.1.6] configuration is reviewed regularly and when there are changes (newM | 3 L2 L4
versions and security patches)
[IP.5.2] Channel authentication M| 3 L2 L4
[IP.5.2.1] passwords are not included in any automatic access setup procedure | 3| ML2 L4
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[IP.5.2.2] interconnected systems (either fixed or mobile) authenticate each oth®! | 3 L2 L4
[IP.5.2.3] local network is authenticated using a software certificate 3M L2 L4
[IP.5.2.4] authentication uses approved cryptographic mechanisms and paraméfe[s3 L2 L4
[IP.5.3] Channel encryption - Protection of confidentiality 19 L2 L4
[IP.5.3.1] approved cryptographic algorithms and parameters are used 3|M L2 L4
[IP.5.3.2] fixed LANs use hardware cipher devices ¥ L2 L4
[IP.5.4] Protection of the integrity of data 3 L2 L4
[IP.5.5] When the session that supports the flow of information through the virtuaM | 3 L2 L4
channel is closed, the user session is also closed through interconnection
[IP.5.6] Management traffic used to monitor and manage network devices is stromgly 3 L2 L4
authenticated and encrypted when it travels through public networks
[IP.6] When a remote equipment is connected: 3 L2 L4
[IP.6.1] There is a policy on ... 3 L2 L4
[IP.6.1.1] which networks and network services are accessible 3M L2 L4
[IP.6.1.2] the authorization process 3 L2 L4
[IP.6.1.3] security management controls 3 L2 L4
[IP.6.1.4] security procedures related to the interconnection 3M L2 L4
[IP.6.2] Software patches are revised to be up to date 3M L2 L4
[IP.6.3] Security configuration is verified 3 L2 L4
[AUX] Auxiliary Means
safeguard A | R | [current] | [target]
[AUX.1] There is an inventory of auxiliary means 3 L2 L4
[AUX.cont] Availability guarantees T L2 L4
[AUX.cont.1] The recommendations of the manufacturer or supplier are followed Tl L2 L4
[AUX.power] Power supply PHY | 5 L2 L4
[AUX.power.1] System dimensioning takes future needs into account RHY L2 L4
[AUX.power.2] Installation in accordance with current regulations 2Y| L2 L4
[AUX.power.3] Protection of system power lines against fluctuations and overidd | 4 L2 L4
[AUX.power.4] General power switch for system located at entrance to each aPHY| 3 L2 L4
[AUX.power.5] Labelled switches, protected against accidental activation PHY | 3 L2 L4
[AUX.power.6] Backup power supply PHY | 5 L2 L4
[AUX.AC] Air conditioning PHY L2 L4
[AUX.wires] Protection of wiring PHY | 6 L2 L4
[AUX.7] Prevention against theft M L2 L4
[L] Protection of the installations
safeguard A | R | [current] | [target]
[L.1] There are security policies PHY | 2 L2 L4
[L.2] There is an inventory of locations PHY | 5 L2 L4
[L.3] Moving into operation PHY | 5 L2 L4
[L.3.2] Prior authorisation is required PHY | 2 L2 L4
[L.3.5] Protection plan PHY | 4 L2 L4
[L.3.5.1] Fitting out plan PHY | 3 L2 L4
[L.3.5.2] Security plan PHY | 3 L2 L4
[L.3.5.3] Emergency plan PHY | 4 L2 L4
[L.3.5.3.1] Evacuation plan PHY | 3 L2 L4
[L.3.5.3.2] Communication plan PHY | 3 L2 L4
[L.3.5.3.3] Physical access to facilities in case of emergency PHY L2 L4
[L.3.5.3.4] There is an emergency plan to deal with violence PHY L2 L4
[L.design] Design PHY | 5 L2 L4
[L.design.1] Areas are designed in accordance with relevant healthfetydgies | PHY | 3 L2 L4
and regulations
[L.design.2] Soundproofing of sensitive areas PHSY L2 L4
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[L.design.3] Separation of areas where dangerous activities are carr{egfus¢g | PHY | 5 L2 L4
areas, fuel stores, etc.)
[L.design.4] warehouses PHY | 3 L2 L4
[L.design.4.1] the stores are always manned when open BHY L2 L4
[L.design.5] ventilation PHY | 3 L2 L4
[L.design.5.1] There are filters on HVAC ducts PHY L2 L4
[L.design.5.2] There are anthrax detectors and filters PBIY L2 L4
[L.design.5.3] There are detectors of dangerous chemicals BHY L2 L4
[L.5] Protection against disasters PHY | 7 L2 L4
[L.5.1] Emergency lighting covers all areas required to guarantee conthuity | PHY | 5 L2 L4
critical missions
[L.5.2] Protection against fire PHY | 7 L2 L4
[L.5.3] Protection against flood PHY | 7 L2 L4
[L.5.4] Protection against natural and environmental disasters PHY L2 L4
[L.5.5] Protection against environmental contamination R HBY] L2 L4
[L.5.6] Protection against electromagnetic contamination T| 5 L
[L.5.7] Protection against explosives PHY | 5 L2 L4
[L.5.8] Waste disposal PHY | 4 L2 L4
[L.5.8.1] The site has a program of recovery and recycling of waste AHY L2 L4
[L.5.8.2] Rubbish bins can be closed at night RHY L2 L4
[L.5.9] Insurance PHY | 4 L2 L4
[L.cont] Continuity of operations PHY | 5 L2 L4
[L.cont.1] The implications for business continuity are analysed PRY L2 L4
[L.cont.2] A protocol is in place for contingency PHY L2 L4
[L.cont.3] Alternative facilities are prepared PHY | 5 L2 L4
[L.cont.4] Alternative facilities are subject to the same degree of pfosteban the| PHY | 4 L2 L4
usual ones
[L.cont.5] The site has a plan to deal with any sudden or unannounced strikes 5PHY L2 L4
[PPS] Perimeter protection
safeguard A | R |[current] | [targ
et]
[PPS.2] Design PHY | 5 L2 L4
[PPS.2.2] Minimum number of entrances PHY | 4 L2 L4
[PPS.2.4] Security and public access areas to be separated PHY L2 L4
[PPS.2.5] Sensitive equipment is in isolated areas PBIY L2 L4
[PPS.2.6] Separation of areas managed by others PHY L2 L4
[PPS.2.8] Separate access for persons and vehicles BHY L2 L4
[PPS.2.9] Loading / unloading PHY | 5 L2 L4
[PPS.5] External barriers PHY L2 L4
[PPS.5.1] Clearly delimited perimeter with a fence, wall or similar Y PH L2 L4
[PPS.5.2] The perimeter of the settlement has signs indicating the boundaries BHY L2 L4
private property
[PPS.5.3] Fence is continuous even where the terrain is not leveled PHY L2 L4
[PPS.5.4] Protection to prevent unauthorized access by exploiting rivers, lakgsPHY L2 L4
trees, buildings and other structures or terrain features
[PPS.5.5] Free area of at least 3 meters all around the perimeter on totf tide PHY L2 L4
fence
[PPS.5.6] It is prevented from entering through the roof PHY L2 L4
[L.IA] {xor} Authentication mechanism T L2 L4
[L.IA.1] PIN T L2 L4
[L.IA.2] Card (token) T
[L.IA.3] Card + PIN T
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[L.IA.3.1] Something you have (e.g. card) T
[L.IA.3.1.1] The user takes responsibility for the custody of the card T
[L.IA.3.1.2] Difficult to clone T
[L.IA.3.1.3] When not in use, the card is stored in a secure separate place

[L.IA.3.2] PIN T
[L.IA.3.2.1] PINs are easy to remember but hard to guess T

[L.1IA.3.2.1.1] {xor} PINs have a minimum length T
[L.IA.3.2.1.1.1] 4 characters T
[L.IA.3.2.1.1.2] 6 characters T
[L.IA.3.2.1.1.3] 8 characters T

[L.1A.3.2.1.2] Passwords have no relation to the user identification, i.e. manies

or date of birth
[L.1IA.3.2.1.3] The same characters do not appear consecutively in passwords
[L.IA.3.2.1.4] Passwords are not easily vulnerable to dictionary attacks
[L.IA.3.2.2] Users guarantee PIN confidentiality

[L.IA.3.2.2.1] ... are not shared T

[L.1IA.3.2.2.2] ... are not written down on paper (unless encoded) T

[L.1IA.3.2.2.3] ... are not stored in files (unless encrypted) T

[L.1IA.3.2.2.4] ... are not stored on PDAs (except with a strong access T

protection)
[L.IA.3.2.3] The same PIN is not used in several systems T
[L.IA.3.2.4] Different PINS are used for private and working roles T
[L.IA.3.2.5] {xor} PINs have a maximum usage period T

[L.IA.3.2.5.1] less than 1 year T

[L.IA.3.2.5.2] less than 6 months (180 days) T

[L.IA.3.2.5.3] less than 3 months (90 days) T

[L.IA.3.2.5.4] less than 1 month (30 days) T

[L.IA.3.2.6] Initial PINs are temporary with a limited duration (minimum and T
maximum)
[L.IA.3.2.7] The PINs stored in the system are encoded T

[L.IA.3.3] The mechanism is disabled when compromised, or there is suspicioi

of it
[L.IA.4] Something you are - biometrics T

[L.IA.4.1] {xor} Mechanism T

[L.IA.4.2] The mechanism is disabled when compromised, or there is suspicioi

of it
[L.IA.5] Card + biometrics T

[L.IA.5.1] Something you have (e.g. card) T
[L.IA.5.1.1] The user takes responsibility for the custody of the card T
[L.IA.5.1.2] Difficult to clone T
[L.IA.5.1.3] When not in use, the token is stored in a secure separate plage

[L.IA.5.2] {xor} Biometrics T
[L.IA.5.2.1] Fingerprint T
[L.IA.5.2.2] Hand geometry T
[L.IA.5.2.3] Iris T
[L.IA.5.2.4] Retina T
[L.IA.5.2.5] Keyboard typing T
[L.IA.5.2.6] Voice T
[L.IA.5.2.7] Handwriting T
[L.IA.5.2.8] Other ... T

[L.IA.5.3] The mechanism is disabled when compromised, or there is suspicioi

of it

[L.AC] Physical access control PHY | 7 L2 L4
[L.AC.1] Access via reception area PHY | 3 L2 L4
[L.AC.2] The reception is manned during working hours BAHY L2 L4
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[L.AC.3] Access control PHY | 5 L2 L4
[L.AC.3.1] There is a policy on access control PHY L2 L4
[L.AC.3.2] There are procedures in place for access control PHY L2 L4
[L.AC.3.3] Access authorizations are defined and documented PHY L2 L4
[L.AC.3.4] Prior verification of personnel access authorisation PAY L2 L4
[L.AC.3.5] Access is logged PHY L2 L4
[L.AC.3.6] Access log is regularly reviewed PHY L2 L4
[L.AC.3.7] Any suspected or attempted unauthorised physical access is PHY | 2 L2 L4

investigated
[L.AC.3.8] Accepted persons are permanently accompanied (escorts), accaréidy | 5 L2 L4
to policy
[L.AC.3.9] Security searches at the entrance PIY| L2 L4
[L.AC.3.a] Security searches at the exit PHY | 5 L2 L4
[L.AC.3.b] Automatic access control system PHY L2 L4
[L.AC.3.c] There is a video monitoring system PHY L2 L4
[L.AC.3.d] Emergency procedures guarantee that only authorised personnelleaty | 3 L2 L4
gain access to installations
[L.AC.3.e] Turnstiles at the entrances PHY | 3 L2 L4
[L.AC.3.f] Motorized barriers to entry PHY | 3 L2 L4
[L.AC.3.g] Full-height turnstiles at the entrances PHY L2 L4
[L.AC.3.h] X-ray inspection devices at the entrances PIY L2 L4
[L.AC.3.i] Casual inspection of the vehicles in the input and output PBlY L2 L4
[L.AC.3.j] Bollards for pedestrian entrances PHY L2 L4

[L.AC.4] Control of visitors M | 4 L2 L4

[L.AC.5] Passes or identification PHY | 6 L2 L4

[L.AC.6] Access is closed outside of working hours PHY L2 L4

[L.AC.7] They are closed and checked periodically when empty PB L2 L4

[L.AC.8] Avoid that physical access for operation or maintenance opens accesBiY | 7 L2 L4

other assets

[L.AC.9] Emergency exits guarantee that only authorised personnel can gzss [deelY | 3 L2 L4

to installations

[L.AC.a] It is required that the working position is clear PHY L2 L4

[L.AC.b] Unsupervised work is avoided PHY | 6 L2 L4

[L.AC.c] Ban on recording equipment (photographic, video, audio, telephones,FittY)| 5 L2 L4

except with special permission

[PPS.a] Perimeter intrusion detection system PHY | 5 L2 L4
[PPS.f] Site security is not the responsibility of a single guard Y PH L2 L4
[PS] Personnel

safeguard A | R |[current] | [target]
[PS.1] Personnel management policy (for security) PER L2 L4
[PS.2] Personnel management procedures (for security) PER L2 L4
[PS.3] Personnel list PER L2 L4
[H.ST] Segregation of tasks T L2 L4

[H.ST.1] All critical processes require at least 2 people T L2

[H.ST.2] Segregation of tasks into roles T L2 L4

[H.ST.3] Control of the effectivity of the separation architecture T L2 4

[PS.5] Work positions PER L2 L4

[PS.5.1] There is an inventory job positions PER L2 L4

[PS.5.2] Identification and specification of work positions RER L2 L4

[PS.5.3] Security responsibilities are identified for all work positions R PE L2 L4

[PS.5.4] Identification of security requirements for work positions are taken i | PER L2 L4

account

[PS.5.5] There is a binding policy for jobs PER L2 L4

[PS.5.6] There are defined information security-related performanceiressr PER L2 L4
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employees
[PS.5.7] Security requirements for work positions are regularly reviewed PER L2 L4
[PS.6] Hiring PER L2 L4
[PS.6.3] Personnel selection and personnel policy PER L2 L4
[PS.6.4] Terms and conditions of employment relationship PER L2 L4
[PS.6.4.1] Inclusion of the scope, the reach and the period of security PER L2 L4
responsibilities
[PS.6.4.2] Inclusion of legal obligations and rights of both parties PER L2 L4
[PS.6.4.3] Written undertaking to comply with policy PER L2 L4
[PS.6.4.4] Confidentiality agreements PER L2 L4
[PS.6.4.5] Disciplinary procedure PER L2 L4
[PS.6.5] Termination of employment relationship PER L2 L4
[PS.7] Personnel transfer PER L2 L4
[PS.AT] Training and awareness PER L2 L4
[PS.9] Prevention and reaction procedures PER L2 L4
[PS.9.1] to harmful software PER L2 L4
[PS.9.1.1] viruses PER L2 L4
[PS.9.1.2] spam PER L2 L4
[PS.9.1.3] others ... PER L2 L4
[PS.9.2] phishing PER L2 L4
[PS.9.3] to extortion PER L2 L4
[PS.9.4] to social engineering attacks PER L2 L4
[PS.cont] Ensuring availability PER L2 L4
[PS.cont.1] Enough slack is provided in the design of work teams PER L2 L4
[PS.cont.2] Staff availability is continuously monitored PER L2 L4
[PS.cont.3] Redundancy PER L2 L4
[PS.cont.4] Alternative personnel are subject to the same securitpntgesra PER L2 L4
[H.IR] Incident management (ICT)
safeguard A | R | [current] | [target]
[H.IR.1] There is a policy covering all potential types of incidents M| 21L2 L4
[H.IR.2] There are procedures for incident management M| 5 Lp L
[H.IR.2.1] Reaction to harmful code (malware) M |3 L2 L4
[H.IR.2.2] Reaction to denial of service (DoS) attacks M| 5 L2 L
[H.IR.2.3] Reaction to system faults and loss of service M| 5 LP L
[H.IR.2.4] Reaction to errors resulting from inexact or incomplete business dat M | 4 L2 L4
[H.IR.2.5] Reaction to breaches of confidentiality M | 4 L2 L4
[H.IR.2.6] Reaction to alarms from the intrusion detection system M| 3 L2
[H.IR.2.7] Reaction to alarms from the intrusion prevention system M| 3 L2
[H.IR.2.8] Reaction to alarms from file-integrity monitoring systems \Y%) L2 L4
[H.IR.2.9] Reaction to any evidence of unauthorized activity M| 3 L2 L
[H.IR.2.a] Reaction to software failures M | 4 L2 L4
[H.IR.2.b] Reaction to detection of unauthorized wireless access points M 3 L2 L4
[H.IR.2.c] Detection and response to industrial espionage M| 3 L2
[H.IR.2.d] Detection and response to personal data theft activities M 3 [ 2 4
[H.IR.2.e] Reaction to other incidents M |3 L2 L4
[H.IR.2.f] Coordination with other affected information systems M| 3 L2 L
[H.IR.3] Containment of incident M | 6 L2 L4
[H.IR.3.1] Designated personnel are available for 24/7 incident response and| M | 3 L2 L4
monitoring coverage
[H.IR.3.2] System fails into a controlled state M |3 L2 L4
[H.IR.3.3] Jobs in the affected system are suspended until the incident has beerM | 6 L2 L4
resolved
[H.IR.3.4] The affected system is isolated until the incident has been resolved M | 6 L2 L4
[H.IR.4] Management procedure M | 4 L2 L4
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[H.IR.4.1] The cause is analysed and identified

[H.IR.4.2] Analysis of the impact of the incident

L4

[H.IR.4.3] Planning and implementation of measures

—
Y
1B 4

[H.IR.4.4] Communication with the affected parties involved in the recovery

L4

[H.IR.4.5] There is communication with those involved in the recovery of the
incident

L4

[H.IR.4.6] The actions are communicated to the relevant authority in the
organisation

L2

L4

[H.IR.4.7] Evidence

L2

L4

[H.IR.5] Cooperation with other organisations

L2

L4

[H.IR.6] Communication of security incidents

w|ol

L2

L4

[H.IR.7] Communication of security deficiencies

L2

L4

[H.IR.8] Software fault communication

L2

L4

[H.IR.9] Incidents are logged

25 IR £ L

L2

L4

[H.IR.a] Faults and corrective measures are logged and reviewed

—

L2

[H.IR.b] Formal control of the recovery process when an incident occurs

L2

L4

[H.IR.c] Training and awareness

PER

L2

L4

[H.IR.c.1] Awareness on detection and communication of incidents

ﬁwi?

L2

L4

[H.IR.c.2] Detection and handling training

PER

L2

L4

[H.IR.c.3] System singularities are taken into account

U
min
oy

L2

L4

[H.IR.c.3.1] Security requirements

PER

L2

L4

[H.IR.c.3.2] Legal and contractual responsibilities

L2

L4

[H.IR.c.3.3] Potential threats

PER

L2

L4

[H.IR.c.3.4] Identified vulnerabilities

PER

L2

L4

[H.IR.c.3.5] Incidents

PER

L2

L4

[H.IR.c.4] Incident handling procedures are regularly exercise@djes

PER

L2

L4

[H.IR.d] Incidents are used to learn, and improve

[H.IR.e] Measures are taken to prevent recurrence

zZI\JwI\JI\)%I\J

[BC] Business continuity (contingency)

safeguard A

[current]

[tar get]

[BC.1] There is a policy on business continuity 3

L2

[BC.2] The inventory is regularly updated

L2

[BC.BIA] Business impact analysis (BIA)

L2

3
2
[BC.4] Preparatory activities 3

L2

[BC.5] Reaction (crisis management) 3

L2

)
M
M
M
\
N

— —

[BC.DRP] Disaster Recovery Plan (DRP) 5

L2

[BC.DRP.1] Persons are assigned to responsibilities 2

L2

Z|<Z

[BC.DRP.2] Coordination between all areas in the organisation 4

L2

[BC.DRP.3] Development of the documentation 2

L2

[BC.DRP.4] Naotification and activation P

L2

[BC.DRP.5] Recovery L2

[BC.DRP.5.1] Recovery activities 2

L2

[BC.DRP.5.2] Recovery procedures are thoroughly defin

[BC.DRP.5.3] Required resources 3

L2

[BC.DRP.5.4] There are alternative facilities L2

[BC.DRP.5.5] Backup copies: frequency and storage

[BC.DRP.5.6] There are alternative storage resources

[BC.DRP.5.7] There are alternative processing resources

[BC.DRP.5.8] There are alternative communication resourcés

[BC.DRP.5.9] There is alternative personnel

[BC.DRP.5.a] Alternative working place(s)

[BC.DRP.6] Training plan

| 4
L4

L4

|4
L4
L4
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[BC.DRP.7] Plans are regularly exercised (tested)

L1

Y

[BC.7] Restitution

o=

L2

L4
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[G] Organisation

safeguard A | R | [current] | [target]
[G.1] Internal organisation M| 6 L2 L4
[PM-7] Enterprise Architecture M| 6 L2 L4
[G.1.2] Information security management committee 1 L2 L4
[G.1.3] Internal coordination M| 2 L2 L4
[G.1.4] Identified roles M| 3 L2 L4
[G.1.5] Allocation of responsibilities in information security \V/d L2 L4
[G.1.6] Specialist advice in security is available M| 2 L2 L4
[G.2] Technical documentation (components) M| 3 L2 L4
[G.2.1] Documentation of the system: treated information, processes, formats, | M | 2 L2 L4
applications, equipment and communications networks
[G.2.1.1] Documentation of the facilities M| 2 L2 L4
[G.2.1.2] Documentation of communications M| 2 L2 L4
[G.2.1.3] Interconnection points (between trust zones) 2V L2 L4
[G.2.1.4] Documentation of logical access points to the system 21 L2 L4
[G.2.1.5] Access control documentation M| 2 L2 L4
[G.2.2] Acceptance criteria for new versions or systems M L2 L4
[G.2.3] Security of system documentation M| 3 L2 L4
[G.3] Organizational documents (policies & procedures) 3 L2 L4
[G.3.1] Reference framework M| 2 L2 L4
[G.3.2] Security Policy of the Organization M| 3 L2 L4
[G.3.3] Security policies M| 2 L2 L4
[G.3.4] Security Operating Procedures (SecOPSs) M L2 L4
[G.3.5] Personnel compliance is regularly reviewed .7 L2 L4
[G.4] Personal data protection M| 6 L2 L4
[PIA] Conducting a PIA M| 6 L2 L4
[PIA:a] Content M| 6 L2 L4
[P1A:a.1] PIAs must analyse and describe: M| 6 L2 L4
[PIA:a.1.1] what information is to be collected (e.g., nature and source); 6 M L2 L4
[PIA:a.1.2] why the information is being collected (e.g., to determine efigibjIM | 6 L2 L4
[PIA:a.1.3] intended use of the information (e.g., to verify existing data); 6 L2 L4
[PIA:a.1.4] with whom the information will be shared (e.g., another agency fdr a6 L2 L4
specified programmatic purpose);
[PIA:a.1.5] what opportunities individuals have to decline to provide M| 6 L2 L4
information (i.e., where providing information is voluntary) or to consent to particular
uses of the information (other than required or authorized uses), and how individuals
can grant consent;
[PIA:a.1.6] how the information will be secured (e.g., administrative and | M | 6 L2 L4
technological controls); and
[PIA:a.1.7] whether a system of records is being created under the Privggy Mc| 6 L2 L4
U.S.C. 552a.
[P1A:a.2] Analysis: PIAs must identify what choices the agency madelmegar | M | 6 L2 L4
an IT system or collection of information as a result of performing the PIA.
[PIA:b] Agencies should commence a PIA when they begin to develop a new pM | 6 L2 L4
significantly modified IT system or information collection:
[P1A:b.1] Specificity. The depth and content of the PIA should be appropriate Kbr| 6 L2 L4
the nature of the information to be collected and the size and complexity of the IT
system.
[PIA:b.1.1] IT development stage. PIAs conducted at this stage: 6 M L2 L4
[PIA:b.1.1.3] may need to be updated before deploying the system to conside6 L2 L4

elements not identified at the concept stage (e.g., retention or disposal of irdoymat

to reflect a new information collection, or to address choices made in designing the
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system or information collection as a result of the analysis.

[PIA:b.1.1.1] should address privacy in the documentation related to systéms 6 L2 L4
development, including, as warranted and appropriate, statement of need, functionpal

requirements analysis, alternatives analysis, feasibility sisalyenefits/cost analysis,

and, especially, initial risk assessment;

[PIA:b.1.1.2] should address the impact the system will have on an M| 6 L2 L4
individual’'s privacy, specifically identifying and evaluating potentiag#ts relating to

each of the elements identified in section 11.C.1.a.(i)-(vii) above, to thatakiese

elements are known at the initial stages of development;

[PIA:b.1.2] Major information systems. PIAs conducted for these systems | M | 6 L2 L4
should reflect more extensive analyses of:
[PIA:b.1.2.1] the consequences of collection and flow of information, 6M L2 L4
[PIA:b.1.2.2] the alternatives to collection and handling as designed, 6 M L2 L4
[PIA:b.1.2.3] the appropriate measures to mitigate risks identified for ea¢iM | 6 L2 L4
alternative and,
[PIA:b.1.2.4] the rationale for the final design choice or business process. 6 L2 L4
[PIA:b.1.3] Routine database systems. Agencies may use a standardized | M | 6 L2 L4
approach (e.g., checklist or template) for PIAs involving simple systentaining

routine information and involving limited use and access.

[P1A:b.2] Information life cycle analysis/collaboration. Agencies rooissider M| 6 L2 L4
the information “life cycle” (i.e., collection, use, retention, processing,afiscé and

destruction) in evaluating how information handling practices at each stagaffecty

individuals’ privacy. To be comprehensive and meaningful, privacy impact assgssme

require collaboration by program experts as well as experts in the arsfsroftion

technology, IT security, records management and privacy.

[PIA:c] Review and publication M| 6 L2 L4
[P1A:c.1] Agencies must ensure that: M| 6 L2 L4
[PIA:c.1.1] the PIA document and, if prepared, summary are approved by gM | 6 L2 L4

“reviewing official” (the agency CIO or other agency head desigmbo is other than

the official procuring the system or the official who conducts the PIA);

[PlA:c.1.2] for each covered IT system for which 2005 funding is requested Mind L2 L4
consistent with previous guidance from OMB, the PIA is submitted to the Director|of

OMB no later than October 3, 2003 (submitted electronicalBiAg@omb.eop.gov

along with the IT investment’s unique identifier as described in OMB Ciréulil,

instructions for the Exhibit 3008); and

[PIA:c.1.3] the PIA document and, if prepared, summary, are made publiclyM | 6 L2 L4

available (consistent with executive branch policy on the release of informbtah a

systems for which funding is proposed).

[PIA:c.1.3.1] Agencies may determine to not make the PIA documentor| M | 6 L2 L4
summary publicly available to the extent that publication would raise seconitgims,

reveal classified (i.e., national security) information or sensitivenmdton (e.g.,

potentially damaging to a national interest, law enforcement effort or ¢ivge

business interest) contained in an assessment. Such information shall be protected a

handled consistent with the Freedom of Information Act (FOIA).

[PIA:c.1.3.2] Agencies should not include information in identifiable form|iNl | 6 L2 L4
their privacy impact assessments, as there is no need for the PIA to include such

information. Thus, agencies may not seek to avoid making the PIA publicly availaple on

these grounds.

[RM] Risk management M| 3 L2 L4
[RM.1] There is a policy for risk management M| 3 L2 L4
[RM.2] Persons are assigned to responsibilities M| 3 L2 L4
[RM.3] There are written procedures to carry out risk analysis and manadgasksny M| 3 L2 L4
[RM.4] Assets M| 3 L2 L4
[RM.5] Threats: identification and valuation M| 3 L2 L4
[RM.6] Safeguards M| 3 L2 L4
[RM.7] Risk assessment M| 3 L2 L4
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[RM.8] Regular review M| 3 L2 L4
[G.plan] Security planning M| 6 L2 L4
[G.plan.1] There is a planning policy (for security) M L2 L4
[G.plan.2] There are procedures for security planning M L2 L4
[G.plan.3] Capacity planning M| 3 L2 L4
[G.plan.4] Critical components: lack of alternative suppliers M L2 L4
[G.plan.5] Security-related activity planning M| 6 L2 L4
[PM-4] Plan of Action and Milestones Process 5] L2 L4
[SA-2] Allocation of Resources M| 6 L2 L4
[CM-9] Configuration Management Plan M| 6 L2 L4
[G.exam] Security inspections M| 4 L2 L4
[G.8] Safeguarding the Organisation records (vital records) M L2 L4
[G.8.1] There is an inventory M| 2 L2 L4
[G.8.2] Secure storage M| 3 L2 L4
[G.8.3] Legal and contractual requirements are taken into account 2M L2 L4
[G.8.4] Business continuity requirements are taken into account 2M L2 L4
[G.8.5] Guides for retention, storage, processing and removal of the registries 2|M L2 L4
[G.8.6] Log retention for the established period M| 2 L2 L4
[E] External Relations
safeguard A | R | [current] | [target]
[E.1] Establishment of agreements to exchange information and softWare L2 L4
[E.2] External access M L2 L4
[NEW] Acquisition / development
safeguard A | R | [current] | [target]
[INEW.S] Services: Acquisition or development M L2 L4
[NEW.S.1] Resource allocation M L2 L4
[NEW.S.2] Functional requirements are determined previously M L2 L4
[NEW.S.3] Security requirements are aligned with business needs M L2 L4
[NEW.S.4] Technical security requirements are identified M L2 L4
[S.start] Acceptance and commissioning M L2 L4
[NEW.SW] Software: Acquisition or development Vb L2 L4
[NEW.SW.1] Functional requirements are determined previously M L2 L4
[NEW.SW.2] Security requirements are aligned with business needs| 2 M L2 L4
[NEW.SW.3] Technical security requirements are identified Y L2 L4
[NEW.SW.5] Acquisition (SW) M 3 L2 L4
[NEW.SW.6] Development M|5 L2 L4
[NEW.SW.8] Operating system independent applications are pretevted3 L2 L4
[INEW.HW] Equipment: Acquisition or development W4 L2 L4
[NEW.HW.1] Functional requirements are determined previously M L2 L4
[NEW.HW.2] Security requirements are aligned with business needs| 2 M L2 L4
[NEW.HW.3] Technical security requirements are identified 8 L2 L4
[NEW.HW.4] HW acquisition M| 3 L2 L4
[NEW.HW.5] HW development M 4 L2 L4
[NEW.COM] Communications: Acquisition or contracting T |3 L2 L4
[NEW.MP] Acquisition of media M L2 L4
[NEW.C] Certified / accredited products are used ] L2 L4
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Hapaptnua H : EAdyioteg Aopaieic Aiadikaoisg

security procedures
project: [nos1] nosl
Project data

nosl nosl

library | [std] INFOSEC library (8.11.2013)

License

maturity levels

LO - non existent

L1 - initial / ad hoc

L2 - repeatable but intuitive
L3 - defined process

L4 - managed and measurable
L5 - optimised

Security domains

[base] Base

Project phases

[current] current situation
[target] target situation
Security domain: [base] Base
[H] General Protections

security procedure

Identification and authentication

There are procedures for identification and authentication tasks

Logical access control

There are procedures for access control tasks

There is a procedure for granting privileges

There is a procedure for cancellation of privileges

There is a procedure for the temporary suspension of privileges

There is a procedure for the reactivation of suspended privileges

Vulnerability management

There are procedures for reaction

preventive measures

emergency measures to high risk

plan of action against moderate risks

Logging and audit

Administration

There are procedures for system audit and accountability

Guides for retention, storage, processing and removal of the reg

jistries

[D] Protection of Data / Information

security procedure

Regulations

Information is classified

There are procedures for the treatment of classified information

IPR: intellectual property rights for information are protected

There is a procedure for backups

Integrity guarantees

There are procedures for integrity protection

Confidentiality protection

Encryption of information

There are procedures for information encryption

Encryption procedure

Decryption procedure
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Backup copies of the data

Protection of the availability of the information

There are procedures for preparing backup copies, their protection and
conservation

Backup procedure

Data recovery procedure

Procedure for local storage of backups

Procedure for remote storage of backups

Procedure to remove backup copies that are no longer required

Usage of electronic signatures

There are procedures for the usage of electronic signatures

Signhature procedures

Signature verification procedures

Usage of time stamping services

Time stamping procedures

Time stamping procedure

Date verification procedure

[K] Cryptographic keys management

security procedure

Management of information encryption keys

There are procedures for key management

Management of information signing keys

There are procedures for key management

Management of keys for cryptographic containers (virtual disks)

There are procedures for key management

Management of communications keys

There are procedures for key management

Certificate management

There are procedures for using certificates

[S] Protection of Services

security procedure

Service usage

Usage of e-mail

Define procedures for policy violation

Tele-working

There are procedures to manage tele-working

Physical security

Provision of storage equipment and furniture

Hardware and software support

Provision of communications, including secure remote access methods

Incident management

Backup and business continuity procedures

Audit and security monitoring procedures

Procedures for returning equipment and revoking access rights wheiesctivi
have ceased

There is a procedure for action in case of non-compliance

Provision of services

Availability assurance

DoS protection

Operating procedures

Monitoring procedures

Reaction procedure

Coordination procedures are followed with the supplier (or suppliers) of
communications services

Change management (upgrades and replacements)

There are procedures to apply changes
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There is a formal procedure to approve changes

The details of the change are communicated to all affected personnel

Services provided by third parties

Continuity of operations

Establishing a protocol in case of contingency

[SW] Protection of Software

security procedure

Procedures for the usage of software applications

Normal use

Specific security procedures

Action in case of malfunction

Protection of intellectual property rights (IPR)

There is a procedure to copy information subject to IPR

Backup copies (SW)

Procedures to prepare backup copies

Backup procedures

Restoration procedure

Procedures for backup retention and destruction

Procedures for destruction of backups

Exploitation

Security of applications

Input data validation

Procedures to respond for validation errors

Validation of output data

Procedures for filling-in output validation questionnaires

Changes (updates & maintenance)

There are procedures to apply changes

There is a formal procedure to approve changes

The details of the change are communicated to all affected personnel

[HW] Protection of Hardware

security procedure

Procedures for the usage of equipment

Normal use

Specific security procedures

Action in case of malfunction

Move to production

There are procedures to move onto operation / production

Changes (updates and maintenance)

There are procedures to apply changes

There is a formal procedure to approve changes

The details of the change are communicated to all affected personnel

Mobile computers

Incident management in mobile computing

There are procedures for managing incidents

[COM] Protection of Communications

Security procedure

There are procedures for the usage of communications

Normal use

Specific security procedures

Action in case of malfunction

Changes (updates and maintenance)

There are procedures to apply changes

There is a formal procedure to approve changes

The details of the change are communicated to all affected personnel
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[AUX] Auxiliary Means

security procedure

Availability guarantees

Protection of wiring

There is a procedure for amending the witing

[L] Protection of the installations

security procedure

Continuity of operations

A protocol is in place for contingency

[PPS] Perimeter protection

security procedure

Physical access control

Access control

There are procedures in place for access control

Passes or identification

There are procedures for issue, control, registry, deactivation aetlatamcof passe

UJ

[PS] Personnel

security procedure

Personnel management procedures (for securit

~—

Hiring

Terms and conditions of employment relationghip

Disciplinary procedure

Sanctions for breach of contract

Sanctioning procedure

Communication of the procedure

Training and awareness

Training and awareness procedures

[BC] Business continuity (contingency)

security procedure

Reaction (crisis management)

Crisis management plan

Disaster Recovery Plan (DRP)

Notification and activation

There is a notification procedure

There is a procedure for plan activation

Recovery

Recovery procedures are thoroughly defined
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[G] Organisation

security procedure

Risk management

There are written procedures to carry out risk analysis and managaskent t

Security planning

There are procedures for security planning

Security inspections

There are procedures for security certification, accreditation, aesbasemnt

Safeguarding the Organisation records (vital records)

Guides for retention, storage, processing and removal of the registries

[E] External Relations

Security procedure

Establishment of agreements to exchange information and software

There are procedures for notification of shipment, transmission and regeption

There are procedures to ensure the accountability and non-repudiation
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