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Summary

Secure management of information is becoming atifar any organization because information
is one of the most valuable assets in organizatibosiness operations. An Information security
management system (ISMS) consists of the poligiescedures, guidelines, and associated
resources and activities, collectively managed my@anization, in the pursuit of protecting its
information assets. An ISMS is a systematic apgrdac establishing, implementing, operating,
monitoring, reviewing, maintaining and improving anganization’s information security to
achieve business objectives. Consequently, it fiscdlit to do all tasks in ISMS without any
support tools. In this thesis we will try to presem appropriate toolkit identifying software
supportable tasks in ISMS life cycle process. Toakit will become the basis for organizations

who wants to implement and maintain their ISMSs.






Chapter 1

1 Introduction

In the present day, information becomes one ofhtbst valuable assets and extremely important
in an organization’s business operations. Orgaiozatof all types and sizes (including public
and private sector, commercial and non-profit)exdll process, store and transmit information in
many forms including electronic, physical and vérf®g. conversations and presentations).
Unsecured management of information may lead to ltss of business, the business’s
reputation, and also put the organizations’ fuexistence in a dangerous state. Security breaches
can be catastrophic for business in every way. éfbeg, secure management of information is
becoming critical for any organization. For thisagen, many organizations have adopted
information security management systems (ISMSshdtp them manage their information
securely as a mean to protect their business opesatHowever, due to the complexity is
difficult for organizations to have effective ISM3SMSs require involvement of wide range of
participants to perform a number of tasks as welhamumber of documents. The standards are
inadequate to cover every aspect in ISMSs becdwesatandards do not cover all managerial
aspects or activities that are need for informatsameurity management in the business of
organizations. The standards also do not pay enatightion to the cultural differences among
organizations. Consequently, implementing and raaiirig ISMSs can be quite difficult and
burdensome activities without any support toolseseh tools have been designed to help
organizations keep its information assets seculethAse available tools can create a toolkit
which will guide organizations through all elemepfsthe standard, protecting the intellectual
property, customer records, financial informatiemployee details and, mostly importantly of
all, the business reputation. For all of the abthare is an essential need for organizations to
have in their disposal an efficient and useful kaolvhich will reduce their effort to create and

manage an ISMS.



1.1 What isinformation?

The ancient Greek word for informationzasnpogpopia, which transliterates (pdlophoria) from
mnpng (pleres) "fully" andeépw (phorein) frequentative of (pherein) to carry-tngb. It literally
means "fully bears" or "conveys fully". In moderme®k language the woldinpogopia is still

in daily use and has the same meaning as the wtodnation in English. Unfortunately biblical
scholars have translated dmphoria) into "full assurance" creating a connetateaning of the
word. In addition to its primary meaning, the wadidnpogopia as a symbol has deep roots in
Aristotle's semiotic triangle. In this regard itnche interpreted to communicate information to
the one decoding that specific type of sign. TBisomething that occurs frequently with the
etymology of many words in ancient and modern Grleeuage where there is a very strong
denotative relationship between the signifier, @tge word symbol that conveys a specific
encoded interpretation, and the signified, e.goracept whose meaning the interpretant attempts

to decode.

Organizations of all types and sizes (including ljpuand private sector, commercial and non-
profit) store, collect, process, and transmit infation in many forms including physical,
electronic and verbal. The value of information gdeyond the written words, numbers and
images: knowledge, concepts, ideas and brandsxareptes of intangible forms of information.

In an interconnected world, information and relapedcesses, systems, networks and personnel
involved in their operation, handling and protectare assets that, like other important business
assets, are valuable to an organization’s busimedsonsequently deserve or require protection

against various hazards.

Information is a key resource for all organizatioasd from the time that information is created
to the moment that it is destroyed, technology plasignificant role. Information technology is
increasingly advanced and has become pervasiva@npgises and in social, public and business
environments. As a result, organizations and tegegcutives strive to maintain high-quality
information to support business decisions and ecebtlke management of information like any

other significant part of doing business.



1.2 What isinformation management?

According to Wikipedia, Information management (IN8) the collection and management of
information from one or more sources and the distron of that information to one or more
audiences. This sometimes involves those who hastake in, or a right to that information.
Management means the organization of and contml the structure, processing and delivery of
information. Information Management can have maifferent meanings. Good definitions
emphasize that people have information requireméntsrder to steer processes by using

information technology. Information Managementesitered around People, Processes and IT.

Sometimes and mostly in information technology djelnformation management is closely
related to, and overlaps, the management of datda 5 an important resource in an
organization. When employees cannot dispose ofnbesidata, or when data get lost, these
events will seriously disturb business processeas.niitigate damages there should be an

integrated approach to data management, constitng following elements:

+ Compliance

« Control of data and metadata
- Storage

« Back-up & Archiving

+ Recovery & Retrieval



Information, as we know it today, includes bothceienic and physical information. The
organizational structure must be capable of mamadinis information throughout the
information lifecycle regardless of source or fotm@ata, paper documents, electronic
documents, audio, social business, video, etc.dé&ivery through multiple channels that may
include cell phones and web interfaces. Given teseria, we can then say that the focus of IM
is the ability of organizations to capture, manaeserve, store and deliver the right information

to the right people at the right time.

Information management is a corporate respongilitiat needs to be addressed and followed
from the upper most senior levels of managemettigdront line worker. Organizations must be
held and must hold its employees accountable tduoapmanage, store, share, preserve and
deliver information appropriately and responsilidart of that responsibility lies in training the
organization to become familiar with the policigspcesses, technologies and best practices in
IM.

1.3 Theinformation security and its necessity

Information security includes three main dimensiact@nfidentiality, availability and integrity.
Information security involves the application andmagement of appropriate security measures
that involves consideration of a wide range of étsewith the aim of ensuring sustained business
success and continuity, and minimizing impactsndbrimation security incidents. Information
security is achieved through the implementatioarofipplicable set of controls, selected through
the chosen risk management process and, includiolicigs, processes, procedures,
organizational structures, software and hardwar@rtdect the identified information assets.
These controls need to be specified, implementemhitored, reviewed and improved where
necessary, to ensure that the specific informasenurity and business objectives of the
organization are met. Relevant information secudontrols are expected to be seamlessly

integrated with an organization’s business processe

There are three possible approaches to informageurity: reactive, proactive, and predictive.



Reactive Information Security — approach which is primarily based on post ingidéetection,
analysis, notification, containment, eradicatiomd aremediation. In other words, a system
responds to events that have already happened,asutitidents and accidents. Alerts occur at
failure, e.g. a customer calls or alerts on appboa server, node or when other components are
down or don’t work properly. It can be noticed sets, monitoring or security tools. In this case

reaction is oriented toward past events that ajréafticted their effect.

Reactive Pro:

e Past e Present e Future

Proactive Information Security — this approach is oriented toward avoiding orasppg threats
against computers and networks through understgridasituation, assessing potential impacts,
and implementing deterrence based on defensiveoaetibgies. Information security based on
this method actively seeks the identification ofkyi conditions through analysis of
organization’s processes, systems, networks, atjgits etc. Alerts occur before failure e.g.
some parts of system are in danger of threat aclatt~or example, an alert that new virus has
been found somewhere in the wild and you need tlat@definitions on your antivirus software
before it reaches your system. One more exampleldvba that a new type of attack is
recognized and you need to update your intrusiememtion system with new signatures, or one
disk in RAID crashed and you need to replace itivacanalyzing of network traffic and host
activity to detect early signs of intrusion and offt or stop suspicious connections or activities
before they harm your system, etc. In this caseti@ais oriented toward present events that are

happening or there is likelihood that it will happeery soon.

Predictive Information Security — is an approach in which you use anticipating jredlicting
future threats and vulnerabilities based on stratagalysis, threat intelligence, and correlatiobn o

disparate datasets to protect the confidentialiyegrity, and availability of data and IT



infrastructure. On basic level it analyzes systentg@sses and environment to identify potential
future problems. It also alerts that trend on asjiibs failure. One more step is to design and
develop systems which are, at some degree, immuorettacks, intrusions by architecture and
design, etc. Furthermore, it can mean implemerggifjlearning systems which can learn about
threats and attacks and protect themselves. Inctgs reaction is oriented toward anticipated

events that could happen in future.

Everyone needs to have a security program bectatsfps to maintain and focus on IT security.
It helps to identify and stay in compliance withe thregulations that affect how to manage the
data. It keeps organizations on the right footintipwtheir clients and their customers so that they
meet both their legal and contractual obligatidis.life cycle process ensures that security is
continuously adapting to the organization and trex-€hanging IT environment we live in. And,
of course, it’s the right thing to do because prtitg the data’s security is the same as protecting

your most important asset.




Chapter 2

2 Information Security Management Systems (ISMS)

An information security management system (ISMShststs of the policies, procedures,
guidelines, and associated resources and activi@kectively managed by an organization, in
the pursuit of protecting its information assetsn ASMS is a systematic approach for
establishing, implementing, operating, monitorimgyiewing, maintaining and improving an
organization’s information security program to @@ business objectives. It is based upon risk
assessment and the organization’s risk acceptanetsidesigned to effectively treat and manage
risks. Analyzing requirements for the protectionifbrmation assets and applying appropriate
controls to ensure the protection of these inforomatssets, as required, contributes to the
successful implementation of an ISMS. The followfngdamental principles also contribute to
the successful implementation of an ISMS:

Awareness of the need for information security.

Assignment of responsibility for information seayri

Incorporating management commitment and the intedsstakeholders.

Enhancing societal values.

Risk assessments determining appropriate contralsaich acceptable levels of risk.
Security incorporated as an essential elementfofrimation networks and systems.
Active prevention and detection of information sgguncidents.

Ensuring a comprehensive approach to informaticorsy management and
Continual reassessment of information securityraa#ling of modifications as
appropriate.

= R

Strategy Maqaqement
principles




21 Why |ISMSisneeded?

Risks associated with an organization’s informatasset need to be addressed. Achieving
information security requires the management df, reand encompasses risks from physical,
human and technology related threats associatddalNiforms of information within or used by
the organization. The adoption of an ISMS is expecto be strategic decisions for an
organization and it is necessary that this decisaeamlessly integrated, scaled and updated in
accordance with the needs of the organization. design and implementation of an
organization’s ISMS is influenced by the need amjectives of the organizations, security
requirements, the business processes employedhansize and structures of the organization.
The design and operation of an ISMS needs to teflex interests and information security
requirement of all of the organization’s stakehaddencluding customers, suppliers, business

partners, shareholders and other relevant thirtegar

In an interconnected world, information and relapedcesses, systems, and networks constitute
critical business assets. Organizations and th&rmation systems and networks face security
threats from a wide range of sources, including maer-assisted fraud, espionage, sabotage,
vandalism, fire and flood. Damage to informatiorsteyns and networks caused by malicious
code, computer hacking, and denial of service lastdtave become more common, more
ambitious, and increasingly sophisticat@he interconnection of public and private networks and
the sharing of information assets increases tHeualify of controlling access to and handling of
information. When organizations adopt the ISMS ftgnof standards the ability to apply
consistent and mutually-recognizable informatiousiey principles can be demonstrated to

business partners and other interested parties.

In summary we can say that the successful adoptiomn ISMS is important to protect
information assets allowing an organization to ecéigreater assurance that its information
assets are adequately protected against threas continual basis and also to maintain a
structured and comprehensive framework for idemighand assessing information security risks,
selecting and applying applicable controls, and sugag and improving their effectiveness.
Finally a successful ISMS can help an organization continually improve its control
environment and effectively achieve legal and raguly compliance.



2.2 Information Security Management System Framewor ks and Standar ds

As with all management processes, an ISMS mustireefective and efficient in the long term,
adapting to changes in the internal organizatiosh external environment. Rapid technological
development raises new security concerns for orgéions. The existing security measures and
requirements become obsolete as new vulnerabibtise with the development in technology.
To overcome this issue, the ISMS should organizé amanage dynamically changing

requirements and keep the system up-to-date.

Several professional associations focused on ITe@mnce have tried to design and create
frameworks in which organizations can be consuliedorder to define their information
management system. Most of those associations etieaded to investigating, clarifying and
resolving key issues in information security, anelveloping best practice methodologies,
processes and solutions that meet the business médts members. In this section we will
present some ISMS standards concluding to the owspletely which can be adjusted more
easily and efficiently not only in small and medianganizations but also in big ones. Bellow we
will present the most known frameworks/standardb wibrief description.

The widely known and for the majority of the pagients in information technology community
the best standard, is the family of ISO 27000 aspeially the ISO/IEC 27001 which is the best-
known standard in the family providing requiremefts an information security management
system (ISMS). ISO/IEC 27001 is a risk-based infation security standard, which means that
organizations need to have a risk management acgsace. The risk management process fits
into the PDCA model but in latest years there s fllexibility to use and other management
process approaches, like Six Sigma’s DMAIC

——




As we already said, an ISMS is typically risk bgsstd process oriented. There may be multiple
layers of abstraction to accommodate the distindiemces whose concerns must be addressed.
The Plan-Do-Check-Act (PDCA) process-based apprdatihed as:

« Plan: Establish the ISMS
o Understand the environment
o Assess enterprise risk
o Charter information security program
o Assess program risk
+ Do: Implement and operate the ISMS
o Create enterprise information security baseline
o Create domain specific implementations
+ Check: Monitor and review the ISMS
o Assess operational risk
« Act: Maintain and improve the ISMS
o Measure and monitor

cuantified Rislk

'| Flan
Control Chjective
Enterprise |controks
Diractive #l Frocess — Responsibility
B 0 omain | controls | Do
Specification SOF Ciuty
| |
Ml etrics Check
I
Reports At
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Another competing ISMS is Information Security FofsiStandard of Good Practice (SOGP).

It is a best practice-based as it comes from IBEgstry experiences. Some best-known ISMSs
for computer security certification are t®@mmon Criteria (CC) international standard and

its predecessonformation Technology Security Evaluation Criteria (ITSEC) andTrusted
Computer System Evaluation Criteria (TCSEC). Some nations publish and use their own
ISMS standards, e.g. tHeepartment of Defense (DoD) Information Technology Security
Certification and Accreditation Process (DITSCAP) of USA, theDepartment of Defense
Information Assurance Certification and Accreditation Process (DIACAP) of USA, the
German IT basdline protection, ISMS of Japan, ISMS of Korea, Information Security
Check Service (1SCS) of Korea. Other frameworks such@®BIT andITIL touch on security
issues, but are mainly geared toward creating &mawice framework for information and IT

more generally. COBIT has a companion framework Risdedicated to Information security.

11



Chapter 3

3 1S0O 27000 Standard Family

The ISMS family of standards consists of interteflastandards, already published or under
development, and contains a number of significemicgiral components. These components are
focused upon normative standards describing ISM&uirements (ISO/IEC 27001) and
certification body requirements (ISO/IEC 27006) fbose certifying conformity with ISO/IEC
27001. Other standards provide guidance for variasigects of an ISMS implementation,

addressing a generic process, control-related bjugde as well as sector-specific guidance.

Relationships between the ISMS family of standardsthe following

12

27006
Requirements for bodies providing audit and certification of
information security management systems

TR 27008
ISMS Controls Audit Guidelines

27013
Guidance on the integrated implementation of ISO/IEC 27001
and ISO/IEC 20000-1

27014
Governance of information security

TR 27016
Information security management — Organizational economics

TR 27015
) security manag: g U for financial
services

TS 27017
Guidelines on information security controls for the use of
claud computing services based on ISO/IEC 27002

Vocabulary 27000
standard Overview and vocabulary
Requirement 27001
standards I security 9 R
27002
Code of practice for information security controls
g
< 27003
2 Information security management system implementation
g guidance
k)
> Guideline 27004
g standards Info  security 9 Measurement
w
g 27005
(2] Inf 1 security risk ge
27007
Guidelines for inf security gement sy
auditing
e —— — — t B — e —————— .
27010
1 security manag: guidelines for inter-
Sector- sector and inter-organizational communications
specific
guideline
standards 27011
Information security management guidelines for
telecommunications organizations based on ISO/
IEC 27002
Control-specific 2703x
guideline standards 1
T




As we can see on the above table, the applicablesest are:

Standards describing an overview and terminology
Standards specifying requirements

Standards describing general guidelines

A\

Standards describing sector-specific guidelines

All kind of organizations has identified and admttthat Information Security can improve the
profitability of the company. Management teams ha&en convinced that the implementation of
an ISMS is an integral part of their business ptm.the most important benefits of ISO 27000

are:

Compliance: It might seem odd to list this as the first béndfut it often shows the quickest
“return on investment” — if an organization mustgay to various regulations regarding data
protection, privacy and IT governance (particulaflyt is a financial, health or government
organization), then ISO 27000 series can brindvenrhethodology which enables to do it in the
most efficient way.

Marketing Edge: In a market which is more and more competitivés sometimes very difficult

to find something that will differentiate you inetteyes of your customers. ISO 27000 series
could be indeed a unique selling point, especialpu handle clients’ sensitive information.
Lowering the expenses: Information security is usually considered asoatavith no obvious
financial gain. However, there is financial gairydu lower your expenses caused by incidents.
You probably do have interruption in service, orcagional data leakage, or disgruntled
employees.

Organizing the business processes. This one is probably the most underrated — if yoe a
company which has been growing sharply for thef@astyears, you might experience problems
like — who has to decide what, who is responsibleckrtain information assets, who has to
authorize access to information systems etc. ISM@Beries is particularly good in sorting these
things out — it will force you to define very preely both the responsibilities and duties, and

therefore strengthen your internal organization.

13



The following ISO/IEC 27000-series information setyu standards are either published or

currently being developed:

Standard | Published Title Notes
Information security Overview/introduction to the
ISO/IEC
97000 2014 management systems - | 1SO27k standards as a whole plus
Overview and vocabulary| the specialist vocabulary; FREE!
ISO/IEC Information security Formally specifies an ISMS against
97001 2013 management systems —| which thousands of organizations
Requirements have been certified compliant
A reasonably comprehensive suite of
ISO/IEC 2013 Code of practice for information security control
27002 information security controls objectives and generally-accepted
good practice security controls
Information security ' _ _ '
ISO/IEC Basic advice on implementing
2010 management system
27003 _ _ _ ISO27k
implementation guidance
Information security Basic (and frankly rather poor)
ISO/IEC _ _ _ _
2009 managemernt— advice on information security
27004 :
Measurement metrics
Discusses risk management
ISO/IEC 2011 Information security risk principles; does not specify
27005 management particular methods for risk analysis
etc
Requirements for bodies
ISO/IEC 2011 providing audit and Formal guidance for the certificatign
27006 certification of information bodies
securitymanagement

14



Standard ’ Published ‘

Title
systems

’ Notes

Guidelines for information

ISO/IEC ) Auditing the management systen
2011 security management
27007 N elements of the ISMS
systems auditing
Guidelines for auditors on
ISO/IEC TR 2011 information security Auditing the information security
27008 management systems elements of the ISMS
controls
ISO/IEC DRAFT Application of ISO/IEC Sector- or service-specific
27009 27001 - requirements certifications (possibly)
Information security Sharing information on informatior
ISO/IEC 2012 management for inter-sector security between industry sectors
27010 and inter-organisational and/or nations, particularly those
communications affecting “critical infrastructure”
Information security
ISO/IEC management guidelines for Information security controls for th
27011 2008 telecommunications telecoms industry; also called “ITU
organizations based on T Recommendation x.1051”
ISO/IEC 27002
Guidance on the integrated o _
ISO/IEC _ ) Combining ISO27k/ISMS with IT
2012 implementation of ISO/IEC _
27013 Service Management/ITIL
27001 and ISO/IEC 2000041
ISO/IEC 2013 Governance of information Governance in the context of
27014 security information security; will also be

called “ITU-T Recommendation

(4%
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Standard ’ Published ‘

Title ’

Notes
X.1054"

Information security

ISO/IEC o Applying ISO27k in the finance
2012 management guidelines for )
27015 _ _ _ industry
financial services
Information security . . _ .
ISO/IEC TR Economics applied to information
2014 management — )
27016 o ) security
Organizational economics
Code of practice for
information security controls _ _
ISO/IEC ) Information security controls for
DRAFT for cloud computing _
27017 _ cloud computing
services based on ISO/IEC
27002
Code of practice for controls
to protect personally _
ISO/IEC _ N _ _ Privacy controls for cloud
DRAFT identifiable information )
27018 . ) computing
processed in public cloud
computing services
Information security
management guidelines Information security for
ISO/IEC TR 013 based on ISO/IEC 27002 for ICS/SCADA/embedded systems
27019 process control systems (not just used in the energy
specific to the energy industry!)
industry
Guidelines for information| Continuity (i.e. resilience, incident
ISO/IEC 2011 and communications management and disaster recove
27031 technology readiness for | for ICT, supporting general busine

business continuity

continuity

y)
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Standard ’ Published ‘

ISO/IEC
27032

2012

Title ’

Guidelines for cybersecurit

s

Notes

Despite the curious title, it is
actually about Internet security

ISO/IEC
27033

-1 2009

Network security overview

and concepts

-2 2012

Guidelines for the design
and implementation of

network security

-3 2010

Reference networking

scenarios - threats, desigr

=}

techniques and control

issues

-4 2014

Securing communications
between networks using

security gateways

-5 2013

Securing communications
across networks using
Virtual Private Networks
(VPNSs)

-6 DRAFT

Securing IP network access

using wireless

Various aspects of network securit
gradually updating and replacing
ISO/IEC 18028

ISO/IEC
27034

-1 2011

Application security —

Overview and concepts

-2 DRAFT

Organization normative

framework

-3 DRAFT

Application security

management process

Multi-part application security

standard

\z

17



Standard ’ Published ‘

-4 DRAFT

Title
Application security

validation

-5 DRAFT

Protocols and application
security control data

structure

-6 DRAFT

Security guidance for
specific applications

-7/ DRAFT

Application security control

attribute predictability

-8 DRAFT

Protocols and application
security controls data

structure — XML schemas

Notes

ISO/IEC
27035

2011

Information security

incident management

Replaced ISO TR 18044; now being

split into three parts

-1 DRAFT

Information security for
supplier relationships —

Overview and concepts

-2 DRAFT
ISO/IEC

Information security for
supplier relationships —

Common requirements

27036

-3 2013

Information security for
supplier relationships —
Guidelines for ICT supply

chain security

-4 DRAFT

Information security for

supplier relationships —

Information security aspects of IC]

outsourcing and services

|

18



Standard ’ Published ‘

Title ’

Guidelines for security of

cloud services

Notes

Guidelines for identification

ISO/IEC 2012 collection, acquisition, and First of several IT forensics
27037 preservation of digital standards
evidence
ISO/IEC Specification for digital _ o
2014 . Redaction of digital documents
27038 redaction
Selection, deployment and
ISO/IEC operations of Intrusion
DRAFT _ _ IDS/IPS
27039 Detection [and Prevention]
Systems (IDPS)
ISO/IEC _ _
DRAFT Storage security IT security for stored data
27040
ISO/IEC Guidelines for assurance for Assurance is critically important fo
97041 DRAFT digital evidence all forms of forensics: the courts
investigation methods demand it
Guidelines for the analysis
ISO/IEC _ _ . _ _
97042 DRAFT and interpretation of digital  IT forensics analytical methods
evidence
Digital evidence S .
ISO/IEC _ o o The basic principles of IT forensic
DRAFT investigation principles and _ o
27043 Investigations
processes
Guidelines for security
ISO/IEC . _
DRAFT information and event SIEM
27044

management (SIEM)

19
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Standard ’ Published ‘ Title ’ Notes

Health informatics — _ _
. . Developed by a different committeg;
Information security _ _
ISO 27799 2008 _ | tailored advice for the healthcare
management in health using

industry
ISO/IEC 27002

3.1 I1SO/IEC 27001:2013 Standard

ISO 27001:2013 is an information security standaat was published on the 25th September
2013. It supersedes ISO/IEC 27001:2005, and isighéd by the International Organization for
Standardization (ISO) and the International Eldetbnical Commission (IEC) under the joint
ISO and IEC subcommittee, ISO/IEC JTC 1/SC 27 sli@ispecification for an information
security management system (ISMS). ISO/IEC 27001328pecifies the requirements for
establishing, implementing, maintaining and cordiiyu improving an information security
management system within the context of the orgaioz. It also includes requirements for the
assessment and treatment of information secusksriailored to the needs of the organization.
The requirements set out in ISO/IEC 27001:2013yareeric and are intended to be applicable to
all organizations, regardless of type, size or matlihis international standard can be used by
internal and external parties to assess the orgamizs ability to meet the organization’s own

information security requirement.

ISO/IEC 27001 is designed to be used for certificatpurposes. Once organizations have
established an ISMS that meets ISO’s requirememisdeals with organization's unique risks,
they can ask a registrar (certification body) tdiathe system. If pass the audit, the registrdr wi
issue an official certificate that states thatl®®lS meets the ISO/IEC 27001:2013 requirements.
While I1ISO IEC 27001:2013 is specifically designed e used for certification purposes,
organizations don’t have to become certified. Tbay be in compliance without being formally

registered by an accredited certification body.

20



3.1.1 1SO 27001:2013 structure

ISO/IEC 27001:2013 is an information security mamgnt standard which defines a set of
information security management requirements. Thesgirements can be found in the

following seven sections:

» Context of the organization
e Leadership

* Planning

e Support

e Operation

» Performance evaluation

* Improvement

This structure mirrors the structure of other newnagement standards such as 1SO 22301
(business continuity management). This helps opgaioins who aim to comply with multiple

standards, to improve their IT from different persjves.

As we have seen and According to its documentat®®@, 27001 was developed to "provide a
model for establishing, implementing, operating, nitmring, reviewing, maintaining and
improving an information security management systd80 27001 uses a topdown, risk-based

approach and is technology-neutral. The speciboatiefines a six-part planning process:

I. Define a security policy.
[I.  Define the scope of the ISMS.
lll.  Conduct a risk assessment.
IV.  Manage identified risks.
V.  Select control objectives and controls to be im@etad.

VI.  Prepare a statement of applicability.
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In the 2013 version of ISO 27001, the changes t@hvh was subjected, project not only the
integration with others standards for the impleragoh of several managements systems to
speak the same structural languages, but alsoda®vor the adoption to new technology trends,
allowing the implementation of guidelines and regoients in line with reality technology and
business. This new structure of ISO 27001, invoklesllenges, changes and variations in how
the Organizations should address it, because caegptrat are certified under the 2005 version,
have a period of time (usually two years) to upgreathe new version (2013), where the impact
can be reduced because you can see the develomiharernal audits to detect respective
differences and changes, to establish and devealtipna aimed at achieving the requirements

defined in the new version of the standard.

3.1.2 Comparison of 1SO 27001:2005 and 1 SO 27001:2013

As we have noticed in previous sections, due tohhge changes to the ecosystem which
organizations are developed, generated the neadafision of the old ISO/IEC 27001:2005 to
the new ISO/IEC 27001:2013. The generic changethatehe new standard puts more emphasis
on measuring and evaluating how well an organin&idSMS is performing. It does not
emphasize to Plan-Do-Check-Act cycle and has bellecaa new section of outsourcing, a
process which was absent in previous years. Maeatain is paid to the organizational context
of information security and also there are somengha at Risk assessment process. Finally it is
designed to fit better alongside other managem@nidards such as ISO 9000 and ISO 20000,

and share many common features with them.

Annexes B and C of 27001:2005 have been removedhanibllowing controls have been added

Annex A

« A.6.1.5 Information security in project management

* A.12.6.2 Restrictions on software installation

« A.14.2.1 Secure development policy

* A.14.2.5 Secure system engineering principles

* A.14.2.6 Secure development environment

* A.14.2.8 System security testing

* A.15.1.1 Information security policy for supplieationships
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e A.15.1.3 Information and communication technologggy chain
* A.17.1.3 Verify, review and evaluate informatiorcsety
* A.17.2.1 Availability of information processing flittes

In the next table we can see in which clauses wd decumented information

43
52
612
613
6134
62
124

751b)

Scope of the ISMS

Information secunty policy

Information security risk assessment process
Information security risk treatment process
Statement of Applicability

Information security objectives

Evidence of competence

Documented information determined by the
organization as being necessary for the effectiveness
of the ISMS

81
82
83
a1
92g)
93
1011)

101g)
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Operational planning and control

Results of the information security risk assessments
Results of the information security risk treatment
Evidence of the monitoring and measurement results
Evidence of the audit programme(s) and the audit results
Evidence of the results of management reviews

Evidence of the nature of the nonconformities and any
subsequent actions taken

Evidence of the results of any corrective action



Chapter 4

4 Theneed of ISM Stoolkit

Often, information protection decisions are madeam ad hoc manner, based on the IT
department’s prior experience with vulnerabilitéeesd the threats that they currently know about.
Thus, risks tend not to be systematically managedr® managed by the wrong people. Most
current approaches to information-security risk aggment tend to be incomplete, expert-
driven, or both. Most approaches fail to includetla¢ components of information security risk
(assets, threats, and vulnerabilities). In thesesahe organization has insufficient data toyfull
match a protection strategy to its security riskkany organizations outsource information
security risk assessments because they do not inaveuse capability to perform this vital
service. They hire experts to perform risk asseassnend the resulting assessment is only as
good as the experts who perform it. Often the comsa of such services have no way to
understand if the risk assessment performed fon tiseadequate for their enterprise. This led to
the attempt to create a toolkit, identifying sonfettee most useful tools that could cover the

majority of main and not only task, in order to iempent an efficient ISMS.

4.1 Building an ISM Sand finding supporting tools

The first step is to design an ISMS. In this stephave to select the framework within which the
ISMS will function (e.g. iso 27001). The framewaoskll depend on the type of industry or the
need to go for certification. Building an ISMS irves also many steps. While performing each
step, inputs from all the stakeholders should lsuded and results discussed to reach an agreed
upon path. A security manual serves as the cergmsitory for ISMS. This manual will be

maintained by the Chief security officer and uspatinsidered a confidential document.

In this section we have divided the building pracesto six high level steps. With this method

will be easier for someone to find the approprtatd for each step. These steps are:

24



. Risk Assessment: The goal is to identify assets, threats, vulniiteds and controls to
mitigate risks. Some risks will be accepted and agament approval should be attained
on this.

. Top down approach: Security is a management issue and not just asslie. Hence it is
critical that top management plays an importang ol building an ISMS. Management
should have the overall ownership of ISMS. Managénshould encourage a culture
within the enterprise to follow security principles

. Functional Roles: Once management’s approval is attained, functiosas will have to

be identified. Depending on the type and size efdhterprise, the roles can vary in type
and number. A chief information security officeiositd be identified who solely owns the
ISMS. Other functional roles could include Datawsteds, Security awareness trainers
etc.

. Write the policy: The security policy is a document that states #merprise’s
information security strategy at a high level. TAeguage in the policy is derived from
the risk assessment. Details should be avoidedpaliay. In order to make the policy
acceptable to all stakeholders, the wording inghkcy should be at a high level and
align nicely with the enterprise’s business priestand goals.

. Write the standards. Standards are definite requirements that an @mser should put
forth for everybody to follow. The standards shoslgport the security policy and be
measurable. It is good practice to document whaptmalties are when standards are not
met.

. Write the guidelines and procedures:. Guidelines are recommended ideas for an
enterprise. They can also be termed as ‘nice tediawt should be noted that the
effectiveness of an enterprise’s security managéemeth not be measured by the
guidelines present. There, usually, are no pesafiie not following the guidelines.
However, there can be some incentives if the engerfollows the guidelines.

Procedures are step by step description on howett the standards or guidelines so that
the policy is supported. Procedures are usuallyetad at the system level people who

actually implement the control.
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4.2 Previousreated researches

The first thing that we have already noticed frdme tnitial of this thesis, is the difficulty to

collect all the factors in order to have an effeetiSMS. ISMS is a complex management system
that requires involvement of wide range of partéifs to perform a number of tasks as well as a
number of documents. Thus many researchers haaeb twi approach this aspect analyzing as
much as possible every factor in order to creatsedul methodology for any to be concerned to

perform appropriate actions for an ISMS.

One of these works that it's worth to be noticedaipublication from Saitama University with
the title <<AN ANALYSIS OF SOFTWARE SUPPORTABLE TASKS IN INFORATION
SECURITY MANAGEMENT SYSTEM LIFE CYCLE PROCESSES >tn. this publication the
authors have tried to make an analysis identifyiimg participants and generally all the task
related with ISMS and can be supported by softwaoks. Some other similar works do not
cover all tasks in ISMS life cycle process in detaid do not consider participants who are

important to perform the tasks.

ISMS requires special focus and participation frairievels of participants. The involvement of
participants in ISMSs are based on different resylities. The authors have been identified 10
kinds of participants with their responsibiliti@hese are:

* Management

Information Security Committee

e Chief Information Security Officer (CISO)
* Project Management Office

e Information Security Managers

e Security training team

* Information Asset Owners

* Internal Auditors

Employees

e Certification body
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One other main task in ISMS life cycle processestlae documents. The documents sets out how
the ISMS should works and which records the eviddhat it has worked and achieved its goals.
According to the publications ISMS documents can deessified into 4 classes: policies,
standards, procedures and records. Based on thé Px@el, they elaborated ISMS life cycle
processes into 7 phases: preparation, establishingsiementation and operation, monitor and
review, improvement and optimization, certificati@md abolishment. On each phase, there are a
number of processes that organizations have t@merfEach process in ISMS consists of a set
of various tasks. The final conclusion of the reseashowed that there are 10 kinds of
participants, 20 documents, 7 phases, 41 procemseéd,11 tasks. 77 from 111 tasks in ISMS life
cycle processes can be supported by software tdbis. software supportable tasks can be

summarized as follows:

e Documentation of ISMS policy, information secuniglicies, and procedures.

« Memorization of risk assessment method, assetsifitadion, threats and vulnerabilities
identification, and controls selection tasks.

» Calculation to estimate risk level.

* Documentation of security controls objectives aodtils, SoA, and RTP.
* Visualization of implemented controls, operaticasd available resources.
* Documentation of procedures to manage operationesulrce.

» Documentation of procedures to take action in sgcimcident.

* Documentation of reports and logs of security inoid.

* Documentation of monitoring procedures.

» Calculation to measure effectiveness of controls.

» Documentation of audit procedure and records.

* Documentation of records of management review.

» Documentation of corrective and preventive proces@nd records.

* Visualization of ISMS certification status.
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4.3 Creation of an | SM Stoolkit

On this thesis we do not try to present which @f élvailable tools is better. In my opinion this
very difficult without knowing more about the orgaation in terms of its maturity in risk
analysis and information security management, ige and complexity, industry, ISMS status
and so forth. The way in which we can choose thpra@piate tools for each case is an objective
of another research. The answer in questions “Wbatou expect the method or tool to achieve
for you? Which factors and/or features are moswirtgmt?” and so on, is the beginning of a new
research. To this point it will be useful the usafésO 27005 standard.

4.4 Criteriaof an effective | SM Stoolkit

On this work we will present some tools and we wilmpose a toolkit which will be available to
any organization for use in order to design th8iMS&. After investigation of the whole process
of ISMS and having into consideration the summarizsults of the aforementioned publication
on 4.2 chapter we concluded that in a higher I¢hveltools which will compose the integrated

toolkit will be divided in two categories. Thesear

* Documents and Records Management

* Risk Assessment Methodology

The risk assessment methodology now can be dividatso two subcategory tools which can be
used supportive to the whole Risk assessment motég penetration testing and vulnerability
assessment is the first supportive subcategoryasek inventory is the second one. Both of them

are necessary in order to have an accurate Risksasent.

According to the above criteria and categorizat@nwill elaborate the tools that we believe are
suitable for an effective ISMS toolkit. The way thee conducted the selection of the tools was
done based on some common parameters. First andsigogicant was the used tools will be

open source. Our vision is the utilization of om&urce tools at least at the main core, where

everyone who is interested to develop and extea@xisting tool can have the ability to do it.
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One other criteria we set as prerequisite was dbks twill be supported and updated. It's very
important for the users who in the majority are seturity experts, to have the support of the
community and from related user guide documentglaRing the update is also important for
them to know that the tool they use is compliarthvie latest version of international and other

standards.

The adjustment to any kind of organization, indejetly of the size and the operation, is one

more thing that we considered during the assessaofi¢ghé tools we selected.

Last but not least is the usability and the feauhat provided from the tool. All organizations
are willing to use software that are compatiblehwibeir existing infrastructure. It is very
important to have a tool that can be communicatéh whe organization’s infrastructure and
retrieve data from them. A nice example on thisame tools is the ability to communicate with
the Idap data base and grant permissions direaly them. With this way, the organization
deplete from extra effort.

4.4.1 Documents and Records M anagement tools

The most available toolkits existing in the markatd used from the majority of the
organizations, usually are referred as Documemtatioolkits. The reason is why in the most
known standards, is mandatory to have documentedSMS in order to be certified. These
toolkits provide templates for every required doeam Some of those are templates for
Procedure for Control of Documents, Information (Big Policy, ISMS Scope Document, Risk
Assessment Methodology, Risk Assessment MatrixuisgcRisk Assessment template, Risk
Treatment Plan, Statement of Applicability, Incildlanagement Policy, Business Impact
Analysis Questionnaire, Business Continuity Plangiate, Incident Response Plan, Acceptable
Use Policy template, Network Security Policy tentg|aAccess Control Policy template, Backup

Policy, and many others.

There are several commercial and open source dotation toolkits. For academic purposes
and after investigation we concluded to Er@amba. Eramba is an open-source enterprise class

IT Governance, Risk & Compliance application. Sarhthe features of Eramba are:

29



Simplify & Centralize Governance, Compliance Mamagat, Risk Management, Exception
Management, Business reports & Dashboards, Audinagament, Project management, Role
based awareness, Security control catalogues, &ssitontinuity management, Workflows, ISO

27001, Security policies, Incident Management.

In other words this tool gives the opportunity teate and manage any kind of needed document
for an ISMS. Regarding to Controls and Audits, elgs to document all your controls, their
costs, policies, etc. It define an audit schedateefach control and get notified when audits are

about to come. Also it helps to record improvenm@ojects.

Now regarding the policy management, Eramba hemiotument all the policies. Link policies
to controls, risks and compliance items and serdicaiions when policy reviews are required.
Finally it publish policies on an automated accesstrolled portal to be available to any

concerned user.

For more info you can visit the websitep://www.eramba.org/

4.4.2 Risk Analysis M ethodology tools

At the same mode with the previous paragraph, wetwyi to expose the most known risk
analysis and assessment methodologies which amoded by software tools. International
Standards do not specify any specific method, giwiau the flexibility to select a method, or
more likely several methods and/or tools, that gair organization’s requirements. Bellow we
will list two open source tools but have in mindathhere also many valuable commercial

products.

The tools that we decided to present after an erteninvestigation of their attributes and

features are:

OCTAVE: The OCTAVE method is an approach used to assessgamization's information
security needs. OCTAVE methods are self-directéekildle, and evolved. Using OCTAVE,
small teams across business units and IT work hegab address the security needs of the

organization. The method can be tailored to themization's unique risk environment, security
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and resilience objectives, and skill level. OCTAYAHegro focuses on information assets. An
organization's important assets are identified assessed based on the information assets to
which they are connected. This process eliminatgsnpial confusion about scope and reduces
the possibility that extensive data gathering amalysis are performed for assets that are poorly
defined, outside of the scope of the assessment, weed of further decomposition. It is well
suited for those who want to perform risk assessmeithout extensive organizational

involvement, expertise, or input.

VERINICE: Verinice is a tool for managing information setyriThe software comes
without license or subscription costs and is predlidnder the GPLv3 license. Organizations can
use it for establishing, maintaining and improving ISMS based on ISO 27001. Verinice lets
the organization to execute a full risk analysist®information assets and derive further actions
from the results. Add threats and vulnerabilitieenf various existing sources such as a
vulnerability scanner or penetration test. Use rigmults in the risk analysis and automatically
perform a risk assessment for all assets. Alsonuasican be used for auditing, document
management and report generation. Finally, onéheflliggest advantage of this tool is that it
gives the possibility to maintain the processesiafatmation assets. An asset register within the
meaning of the ISO 27001 (Inventory of Assets) loamxported at the push of a button.

If the organization has decided that will be mowextording to the ISO 27001 in order to
construct its ISMS, Verinice is the tailor madeltdbthe requirements of the organization are in
normal state, Verinice we can say that from its @&n be an integrated toolkit. It covers with
high accuracy the above criteria of an effectivBI&toolkit. Risk assessment, asset register and
documentation management are some of the embeddetioins of this tool. Despite the fact that
it can use its own functions, Verinice has also #fdity to receive data like results from
penetration testing and vulnerability scanner taolsompatible formats and import them to its
functions, exporting the respective reports andrtshal’he tool is published as open source
software, uses open standards and provides numanter§aces itself. Additionally the user
friendly environment with the simple attributes,kea Verinice easy enough for individuals and

experts who are interested in creating an ISMS.
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Finally Verinice can execute a risk treatment pssceapping to the controls of ISO 27001 and

ISO 27002 and connect these controls with othastgp

4.4.3 Asset Inventory tools

Apart from the tools that can have the asset irorgnprocess as an embedded feature like
Verinice we have already seen, there are also atdidools for the inventory of the assets. The
results of these tools can be exported in commafinimat, in order to be used by other tools
during the risk assessment process. This actiol lshaonducted in prior of the execution of

risk assessment and analysis. At the same line thvittprevious presentations we also list some

open source tools.

Open-AudIT: Open-AudIT intelligently scans an organization’stwak and stores the
configurations of the discovered devices. A power&porting framework enables information
such as software licensing, configuration changes-authorized devices, capacity utilization
and hardware warranty status to be extracted apldrmex.

SpiceWorks: Get a full and accurate scan of all network devioekiding Windows, Mac, and
Linux machines. It can also discover routers andtcéws, printers, even VoIP devices.
Spiceworks virtualization management software makesasy to discover hardware and VM
hypervisors, view hardware configs, get detailefh,imnd find virtual machines through your
network inventory. Automatically retrieve up-to-danformation from a single device to your
entire network. Create your own attributes for amg you choose and get troubleshooting tools

to compare what’s working and what isn't.

45 Difficulties and futurework

The difficulties that we faced during the constrmetof ISMS toolkit was several and distributed
in different areas. Firstly the requirement for w@@urce products made our work more difficult.
The open source tools that the reliable organinatean use and worth to be referred are limited.
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The most under certification standards are comrakepeoducts targeting organizations that are
willing to pay. For this reason the most of thelscare available under licensing.

One other main issue is the difficulty to createrargrated toolkit collecting different tools for
each process. Most of the tools, utilize featurdern® sometimes overlap the attributes and
features from each other. For example some risksassent methodologies can execute also
asset inventory and documentation management baottlaére are standalone tools for the same
scope. On the other hand is risky for us to propbsecombination and comparison of the
different tools because there is the danger toladedn big deviations on the results. In this case
there may be major troubles. This could be happentd the methodologies have been designed
based on the subjectivity and many times it doesfi#ct to the strict parameters of mathematics
and probabilistic models. Thus the human factanisther one issue we have to overcome.

At the end, we must repeat that on account of ilkersity of the organizations on size and
culture, is difficult to distinct and define resgnilities of each participant; a process which is

mandatory during the creation of an Informationu8¢g Management System.

To sum up, as a future work it will be good the@&epment of a software tool which will include
the most common and qualified tools for the proegsssf Risk assessment, Documentation
management, asset inventory, penetration testidgvamerability scanning and based on some
arguments will result to the appropriate tools. Allvdesigned algorithm will take into account
the arguments like size and business scope adalifowith the desire of the user for a

commercial or an open source tool and will sugtfesimost suitable tool composing a toolkit.

4.6 Conclusion

Summarizing and for the purpose of this work weogeized that is not fair to conclude in a fix
toolkit where organizations can build their ISM®r fhe aforementioned tools we could say with
prejudice that Verinice could cover the majorityl8MS task. Complementary with the ability to
import data from other tools, it strengthens oduaton to say that this is the most completely

and decent tool to create an ISMS.
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In conclusion we have to say that the design aedtion of an ISMS is not so easy in order to be
supported from some tools. There is a whole inglusghind the standardization and expert
consultants with expertise in different areas, ttetainly every organization have to consult

before begin its own ISMS.
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