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Evyaprotieg
Twx v oAokAfjpwoy avtis 6 OmAwpaTIKyG pyooing ovvTEAeony apKeTol
sopacyovtes. Apyikda O 70eho v evyoprotiow Tov K. Aaustprvovdaky, vsredfvvo
koOnynTy, yix Tyv kabodiynony ko forjbern v osroior pov sTaxpeiye.

Esriong O 0eder v evyaproTiiow To TPo0WITIKG TOv oY 0v Kufepvoduvvag Tov
Kevpov JIAnpogopikis Ymootpisns Tov EAAgviKod TTpaTod yux T4v dyoyrn

OVVEPYXTIX KT Tfj OIKPKEIX EKTOVYONS THG OITAOUXTIKIG £0Y 0o,

Tédog Ox 10eha v evyaprotiow 1xitepx 0 @ilo pov AmootoAy yux Tnv

soAvTiuy Porbeix Tov kaldg esriong ko yiex Ty oTHPISH THY 0TTOINX POV TXPETYE.
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Iepiinyn

H acpdielo Tov vTOAOYIGTIK®OV cLOTNUATOV TALOV £xel e&elyOel KaTd TOAD.
Y& omowdnmote HOpeY opyavicpoy M etaipeiog o {TNUOL TG OCQAAENG TV
YNOWKOV cuotnudtov elivar dlaitepo onuoavtikd kot PBéPaia Oa pmopovoe va
yopaxktnplotel o¢ kpicwo. H kpioomta avt anoppéel amd 10 TOGO CNUAVTIKES
elval o1t TAnpoopieg Tig omoieg daryelpileTon | eToupia.

‘Exel enélBer Aowmdv éva onueio 1o omoio yopaktmpiletor amd €vtovn
AVTOYOVIGTIKOTNTO GTOV £PYOCLOKO YMOPO Yo TIG etopeiec acpdietoc. [Tpokepévou
Aowmdv vo mpoceyyicouv emmAéov meAateiol o1 etapeieg ypeldleTon vo. amoppEovv
aflomotio mpog tov meAdtn. H alomotic avt) pmopel va emrevybel péoo omd
debveig motonomoelg mpotummV aopaAsiog, Onwe to tpotura ISO/IEC, PCI k.T.A.

H ovykekppévn dimhopatikn epyacio yopiletor o€ dV0 Pacikd puépn. Apyikd
Ba avolvBodv ot dwpopéc tev mpotimwv ISO/IEC 27001:2005 wor ISO/IEC
27001:2013. Z1tn ovvéyewa Ba avoivBodv ol amoutnoelg g EQOPUOYNG, N omoio
onpovpyndnke vy TG avlykeg TG OWMAMUATIKNG gpyacioc, kobmg emiong Oa
avamtuydel Kot Evag odnyog ypNons TS ePapUoyns, o omoiog Ba eEnyel emaxpimg
AE1TOLPYIKOTNTA OVTNC.
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Kepdiao 1

Ewcayoy

H aocepdieto TANpo@optdv d1adpapotilel onuavtikd poAo o OAEC TIC TTVYEG
™G mAnpoopikne. H exdotote etoupeia embopel vo avarntiéel Zootnuo Atayeiptong
Acodrerog [TAnpopoptdv yioo TovV KOADTEPO OLVOTO EAEYYXO NG ACQAAELNS TMV
dedopévav Tmv omoimv dtayepiletal. Kdtt tétoto yio va viomomOel yperaletol pa
oEPa OdKacIOV o1 omoieg Oa d€movy 10 ovoTNUA. AVLTEG TIC JLOIKAGIES TIC
opilovv ta TPOHTLTTA ACPAAELNG TAPOPOPLDOV.

Q¢ mpOTLVTO OoQEAAElDG Umopel va oploTel €vo CUVOAO KAVOVOV Kol
SLdIKOC LDV, TO 0ol SIEMOVV TN AertovpYyia VOGS GUGTNHLATOG TO 0Toio dtoryepileTon
TNV AGQPAAELL TANPOPOPIDV, EVOG opyavicpol N pwog etapeiog. Eva amd avtd to
TPOTLTO, Kot BEPata amd To SNUAVTIKOTEPO GTO YMPO NG AcPirelag, givar o ISO
27001.

To ISO 27001:2013 g mpoéTLIO dNpIOVPYEL Eva KAIHO EUMIGTOGVVNG TTPOG
TOUG TEAGTEG TV ETUPEIOV TOV TO Owbétouv Kabdg, mépav G evpeiog
avVayVOPICILOTNTOS TOL, £yyvdtor v Vmapén €vOg oLVOAOL  KovOVeV Kot
JLSIKAGLAOV Y10 TNV EMTEVLEN TOL PEATIGTOV SLVATOV EMTEIOV ACPAAELNG. .

BéBata, mépav tov I1SO €va moAd onuovtikd Kopudtt otn dayeipion g
ac@dielag glval 1 avaivon emkivovvotrag. H avdivon kor n dayeipion kot’
EMEKTACT] TOV KIVOHV®V OV avTIHETOTILEL £va TANPOPOPLaKS cHoTa dtadpapatilet
TOAD oNUOVTIKO POAO OTNV TPOANYN TOV OMEOV OF TPOS TNV ACOIAED TOV
oLOTNATOG. [0 TV aVAALGOT EMKIVOLVOTNTAG VTTAPYOVY LAPOPES LEBOSOL 01 OTOieg
BonBovv wote va viomonBel. Ot yapaktnpiotikdtepeg avtav etvar 1 CRAMM, NIST
SP 800-30, ISO 27005, ISO 31000. Zapmg vrdpyovv kot Gileg péBodor ot omoieg
UTOPOVV VO, ETPEPOVY AVTIGTOLYO OmOTEAECHA. TO OMNUAVIIKOTEPO Yo TNV EMAOYN
pog pefdoov elval 1o katd OGO givor TANPNG OGTE Vo KOADWEL OAN TN dadkacio
™G avAAVoN G ETIKIVOLVOTNTOG TTOL GYETILETOL.

Yapmg 0Aa ta TpoavapephEvta Bo avaivBovv Tepattép® oTn cuvEKELD KaBmG
Ba avoivBel kot 0 TPOTOG HE TOV OMOIO YPMNOCLOTOMONKAY Yo TIC OVAYKES TNG
OUTA®UATIKNG £PYACIAG.
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2 KOTOG

YKOTOG TNG SWTAMUATIKNG €pYAciag lval 1) GLYKPITIKN HEAETN TV 6V0 EKOOCEMY TOL
ISO 27001 (2005 & 2013) kabng emiong kot 1 dnpovpyio wWeb epoppoyng, n oroia
&yxel wg otoY0 vo devkoAvvel tov Information Security Officer otn dwayeipion tov
ISO 27001:2013 kabdg Kot 6TV avdAvon ETKIVOLVOTNTAG.

H epappoyn mapéyet tn duvatdTnTo 6T0 YPNOTN VO SUYEPIOTEL TOVE TOPOLG (assets)
TOV GLOTNUOTOG KOOMDS Kot Vo papuocel 6tovg mopovg toco to 1SO 27001:2013
kabog emiong xor ) CRAMM 1 omoila éxer emheybel g pébodog avaivong
emktvouvotnrac. Ot Adyol emAoyng ™ ovuyKekpévng nebddov Ba avarvBovv ot
GUVEYELD EKTEVEGTEPQL.

10
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Kepdiaro 2

Yuykprrikn Merétn Exdocsswy Tov ISO/IEC 27001

2.1 Ietopucn Avadpopun tov Ilpotomov

To npdtumo 1ISO 27001 dnpociedbnke yia tpd @opd Tov OktmdPptlo tov 2005, dtav
KOl OVGLOOTIKA OVIIKOTEGTNOGE TOV TPOKATOYO TOov, TOo mpoOTtvmo BS7799-2. To
BS7799-2 &iye 10 poLo T®V TPodlaypapadv evog Xvotnuotoc Atayeipiong Acpdieiog
I[Mnpogopidv (ISMS). Kabmg to BS7799-2 £kdd0nke oT1g apyéc TG deKAETIOG TOV
’90, 6mwg etvar Aoykd ypealotay pio avavémon oTo TepPEXOUEVO TOL Kabmg Kot val
EVOPUOVIOTEL [E TIG amaTNOELG TG €moyNS. o avtdv 10 Adyo dnpoocievbnke 1o 1SO
27001:2005 to omoio apevdg YPNOYOTOINGE TO TMEPLEYOUEVO TOL TPOKATOYOL TOL
aALG 0QETEPOV SlapopemONKe pe TETOWOV TPOTO OoTe Vo, cuuPadilel ko pe To
VTOAOUTOL TPOTVTAL.

To kOpro avtikeipevo 1oV TPOTHLITOL €ivorl VA TAPEYEL TIG KOTAAANAEG ATOUTIOELS Yo
™ 0éomion, vlomoinom, ocvvinpnon kKot ovveyn PeAtimon &vog ZvoTHHOTOC
Awyeipiong Acoedielag [TAnpogopiov (ZAAID). Emmpocdétmg, o oyedacud Kot 1
viomoinon evog XAAII og évav opyavicpd emnpedletar oe moAD peydio Pobuo amod
TIG avAyKES TOL OPYAVICUOD KOL TO OVTIKEILEVO TG OMOlol TPOYUOTEVETAL, TIG
OTTOLTHOELS ACQPAAELNG, TIG OPYOVOTIKEG O0OIKOGIES, TIC OMOies YPNOLOTOLElL KAOMG
KoL T1) OO TOL OPYAVIGLOV.

H éxdoon tov ISO 2005 eonyaye to povtého “PDCA”, Plan-Do-Check-Act
(Zyedraonoc-Yaonoinong-Ereyyos-Apdon) yio ) dudpOpmon tov S1081KaoIOV TOL
npoPAémel 10 mpoTVIO. QoTdGo oV ékdoorn Tov mpotdmov 2013, diveton
nepLocotePn Eppacn ot pefddovg pérpnong Kot aEloAdynong oto Katd moco
OTOTEAECUATIKA Evag opyaviodg epapudlel to TAATL

11
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. 2013
. 2005

ISO/IEG
1SO/IEE 27001:2013
& 2000 27001:2005
ISO/IEG 17799
@ 1995
British Standards
Institute (BSI)
BS7799
® 1992
Gode of
Practice for
ASecurity Man-
agement

Ewova 1 - E&€én tov 1SO

2.2 Iieovektypota ypiong tov 1SO 27001:2013

H ondpaon evoc opyaviopod 1 pog Topeiog vo TpoywpnoeL 6TV AmOKTNGN NG
miotomoinong tov 1SO 27001:2013 givor pio omd@acn GTPOTIYIKAG GNUOGIOG Yl TOV
opyavicpd kot to TPoPil avtod. Avtd amoppéel and To yeyovog 6tt to 1ISO 27001
Umopel va Tposeépel TANODP TAEOVEKTNUATOV G aVTOV TOL TO V1oOETEL.

Apyikd péco TV O00IKOCIOV, TIG OTMOIEC O OPYOVICUOS LTOYPeoLTOL Vo
akolovOnoel, kataAnyel oe onueio 6mov pmopel va datnpet TIg TANPOYopiEs, TIg
omoieg @uolevel acpaiels. Avtd umopel va emrevyfel omd v epapuoyn TV
Controls tov Annex A. XZap®G TO TPOTLTO TOPEXEL OTOV  OPYAVIGUO Eval
OVTOYOVIGTIKO TAEOVEKTNLO GE GYECT] LLE TOVG AVTOYOVIGTES KOOMG 1) TOTOTOIN O™ MG
npog 1o 1SO 27001 dnpovpyet kKAipa epmotocHvg.

BéPfara éva axopa onpovtikd TAEOVEKTNUO €ivol 1 KOAMEPYEW KOVATOVPOC
OCQUAEWG OTO TPOCHOTIKO TOV OPYOVICHOV, TO omoio pmoivel 61N Jdkacio
motonoinong. Eivat yvootd 611 0o avBpdmivog mapdyovtog ivarl vehBouvog yio moArd
amod to AaBn ta omoia yivovtal oTov TOpéN TNG OCQAAENC. Apa, He TO va vt
gvacONTOTOMUEVO  TO  TPOCHOTIKO TOL OPYOVIGUOD MG TPOG TNV  OCQAAELN
eEaocpaiilel OTL VTLAPYEL Eva eminedo acPAAENG TO O0TOi0 amoTpEmeL To, AAOT, Ta omoia
TPOEPYOVTAL A0 TOV OVOPDOTIVO TAPAYOVTOL.

EmnAéov, pécm tov mpotumov LIaPYoVV O1UdIKAGIEG 01 OTTOleg UTOPOVV VO, TAPEYOLV
TPOTO OlaYEIPIONG TOL PICKOL KOl CAPMG UE TN CMOOTH Olayeipton umopel va eméAbet
Kol eAdTTOON TOov piokov, KATL T0 omoio eEacarlel, pe T GMOOTH YPNON TOV

12
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dadwactmv BEPata, To KATAAANLO TAAICLO Yo TV ao@AAELn TV ayaddv (assets) Tov
0pYOVIGLLOV.

‘Eva axopo mAeoveKTnua €ivol 11 GUUUOPP®GCT| LE TIC VOUIKES OTOLTIOELS OTIS OTOIEG
vrokerton 1 kBe etapeio/opyavicnog avdroya BEPora pe ) yd®po oty omoia givar.
To mpoéTLTO TPOPAETEL HEG® TOV SLOOIKACLOV TOL TO TL TPEMEL VO aKoAovOeiTon
TPOKEUEVOD VO PNV VITAPYOVV VOLUKEG ATELELES.

Onwg yiveton avtiinmtd, vadpyet TANOOPo TAEOVEKTNUATOV, TV 0TOi0 TPOGPEPEL TO
ISO 27001 kot owtd eivar mov 10 KAvel TEPLHTNTO GTOVS OPYAVICUOVS Yo VO TO
OTOKTNGOVY KOl GUVALLE VO YIVOVV KoL 0VTOL OVTOYOVIGTIKOL GTNV ayopd epyociog.

13
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2.3 Téykpion 1ISO/IEC 27001:2005 & 27001:2013

To I1SO 27001:2013 o€ oyéomn pe TOV TPOKATOYO TOV OLOPOPOTOIEITOL GE OPKETA
onueta. Ipdta an’ 6ka, t0 Pacukdtepo €ival vo yivel KOTOVONTH 1 OOUN TOL
TPOTOHTOL WG AVTO £XEL dAPOPPMOEL TN VEQ TOV £€KO0oM. APk, GTNV ETOUEVN
gwova eatveTar TOGO 1 doUn TOL TPOTHTOV GTO KLPIMG WEPOG TOV KABMG Kl TAS
dwpopemveral o povtédo PDCA.

[ CONTEXT 4) }
Interested
Parties
Leadership (5)
External | A |
| S
Parties Planning (6) Improvement (10)
@
Performance Evaluation
Support (7) ©)
Information Operation (8)
Security
Management
Requirements
and X
Expectaion Docum ented Inform ation Expected

. l Outcome

Ewova 2 - Aopij Tov 1SO

EmuAéov, otn véa ékdoomn tov mpothmov €xel dtapopomoindel kot to Annex A 1o
onoio mepiéyel ta controls tov ISO. ‘Exet aAld&er 1060 1 doun tov Annex kobmg
emiong €yet yivel ko n TpooHnkn véwv control, ta omoio KAOADTTOVY EMIAAEOV TEPLOYES
Tov XAAIL

14
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A.5 — Security policy
A.6 — Organization of Information Security A.15 — Supplier Relationships
A.7 — Human Resources Security

: A.14 System

A.11 Physical Acquisition,

Development
and

Maintenance

Ewoéva 3 - Annex A, Controls of 1ISO 27001:2013

A8 s A12 pre—a—
Assets Operations ommt:lmca K

Cryptography | Environment
Security Manags i Management

Management

Mo v koAdTtepn duvoth KOTOVONGoN TOV OAAAY®DV, Ol OTOIEC £YOoVV Yivel pe TV
ékdoon tov ISO/IEC 27001:2013 mapatifevtor akoloOOmg mivokeg ot omoiot
TEPLYPAPOLV TIC OALAYEC.

Main Body (Clauses) of ISO/ IEC 27001:2013

ISO/IEC 27001:2013 ISO/IEC 27001:2005
0 Introduction 0 Introduction
1 Scope 1 Scope
2 Normative References 2 Normative References
3 Terms and Definition 3 Terms and Definition

4.1 Understanding the organization

} 8.3 Preventive Action
and its context

5.2.1(c) Identify and address legal and
regulatory requirements and contractual
security obligations

4.2 Understanding the needs and
expectations of interested parties

4.3 Determining the scope of the

. ; : 4.2.1(a) Define scope and boundaries
information security management

4.2.3(f) Ensure the scope remains adequate

system

4.4 Information Security 4.1 General requirements

Management System

5.1 Leadership and Commitment 5.1 Management commitment

5.2 Policy 4.2.1(b) Define an ISMS Policy

5.3 Organizational roles, | 5.1(c) Establishing roles and responsibilities
responsibilities and authorities for information security

6.1.1 actions to address risks and

- 8.3 Preventive Action
opportunities — general

15
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4.2.1(c) Define the risk assessment approach

o2 Information security MKl 42 1(d) identify the risks |
4.2.1(e) Analyze and evaluate the risks
4.2.1(f) Identify and evaluate options for the
treatment of risks
4.2.1(g) Select control objectives and controls
6.1.3 Information security risk | for the treatment of risks
treatment 4.2.1(h) Obtain management approval of the

proposed residual risks
4.2.1(j) Prepare a statement of Applicability
4.2.2(a) Formulate a risk treatment plan

6.2 Information security objectives
and planning to achieve them

5.1(b) Ensuring that ISMS objectives and
plans are established

7.1 Resources

4.2.2(g) Manage resources for the ISMS
5.2.1 Provision of resources

7.2 Competence

5.2.2 Training, awareness and competence

7.3 Awareness

4.2.2(e) Implement training and awareness
programs
5.2.2 Training, awareness and competence

7.4 Communication

4.2.4(c) Communicate the actions and
improvements

5.1(d) Communicating to the organization

7.5 Documented Information

4.3 Documentation requirements

8.1 Operational planning and control

4.2.2(f) Manage operations of the ISMS

8.2 Information  security risk | 4.2.3(d) Review risk assessments at planned
assessment intervals
8.3 Information  security risk | 4.2.2 b) Implement the risk treatment plan
treatment 4.2.2 ¢) Implement controls

4.2.2(d) Define how to measure effectiveness
9.1 Monitoring,  measurement, | 4.2.3(b) Undertake regular reviews of the

analysis and evaluation

effectiveness of the ISMS
4.2.3(c) Measure the effectiveness of controls

9.2 Internal Audit

4.2.3(e) Conduct internal ISMS audits
6 Internal ISMS audits

9.3 Management review

4.2.3(f) Undertake a management review of
the ISMS
7 Management review of the ISMS

10.1 Nonconformity and corrective
action

4.2.4 Maintain and improve the ISMS
8.2 Corrective action

10.2 Continual improvement

4.2.4 Maintain and improve the ISMS
8.1 Continual improvement

IMivakag 1 - Mapping Clauses of 1SO 27001

16
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Mapping ISO/IEC 27001:2013 Annex A Controls to ISO/IEC 27001:2005

ISO 27001:2005 Annex A Controls

ISO 27001:2013 Annex A Controls |
A.5 Information security policies

A.5 Security policy

A.5.1.1 Policies for information
security

A.5.1.1 Information security policy
document

A.5.1.2 Review of policies for
information security

A.5.1.2 Review of the information security
policy

A.6 Organization of information

A.6 Organization of information security

A.6.1.1 Information security roles and
responsibilities

A.6.1.3 Allocation of information security
responsibilities

A.6.1.2 Segregation of duties

A.10.1.3 Segregation of duties

A.6.1.3 Contact with authorities

A.6.1.6 Contact with authorities

A.6.1.4 Contact with special interest
groups

A.6.1.7 Contact with special interest groups

A.6.1.5 Information security in project
management (NEW)

A.6.2.1 Mobile device policy

A.11.7.1 Mobile computing and
communications

A.6.2.2 Teleworking

A.11.7.2 Teleworking

A.7 Human resource security

A.8 Human resource security

A.7.1.1 Screening

A.8.1.2 Screening

A.7.1.2 Terms and conditions of
employment

A.8.1.3 Terms and conditions of
employment

A.7.2.1 Management responsibilities

A.8.2.1 Management responsibilities

A.7.2.2 Information security awareness,
education and training

A.8.2.2 Information security awareness,
education and training

A.7.2.3 Disciplinary process

A.8.2.3 Disciplinary process

A.7.3.1 Termination and change of
employment responsibilities

A.8.3.1 Termination responsibilities

A.8 Asset Management

A.7 Asset Management

A.8.1.1 Inventory of assets

A.7.1.1 Inventory of assets

A.8.1.2 Ownership of assets

A.7.1.2 Ownership of assets

A.8.1.3 Acceptable use of assets

A.7.1.3 Acceptable use of assets

A.8.1.4 Return of assets

A.8.3.2 Return of assets

A.8.2.1 Classification of information

A.7.2.1 Classification guidelines

A.8.2.2 Labeling of information

A.7.2.2 Information labeling and handling

A.8.2.3 Handling of assets

A.10.7.3 Information handling procedures

A.8.3.1 Management of removable
media

A.10.7.1 Management of removable media

A.8.3.2 Disposal of media

A.10.7.2 Disposal of media

A.8.3.3 Physical media transfer

A.10.8.3 Physical media in transit

A.9 Access control

A.11 Access control

A.9.1.1 Access control policy

A.11.1.1 Access control policy

A.9.1.2 Access to networks and
network services

A.11.4.1 Policy on use of network services

A.9.2.1 User registration and de-
registration

A.11.2.1 User registration

A.9.2.2 User access provisioning

A.11.5.2 User identification and

17
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authentication

A.9.2.3 Management of privileged
access rights

A.11.2.2 Privilege management

A.9.2.4 Management of secret
authentication information of users

A.11.2.3 User password management

A.9.2.5 Review of user access rights

A.11.2.4 Review of user access rights

A.9.2.6 Removal or adjustment of
access rights

A.8.3.3 Removal of access rights

A.9.3.1 Use of secret authentication
information

A.11.3.1 Password use

A.9.4.1 Information access restriction

A.11.6.1 Information access restriction

A.9.4.2 Secure log-on procedures

A.11.5.1 Secure logon procedures

A.9.4.3 Password management system

A.11.5.3 Password management system

A.9.4.4 Use of privileged utility
programs

A.11.5.4 Use of system utilities

A.9.4.5 Access control to program
source code

A.12.4.3 Access control to program source
code

A.10 Cryptography

A.12.3 Cryptographic controls

A.10.1.1 Policy on the use of
cryptographic controls

A.12.3.1 Policy on the use of cryptographic
controls

A.10.1.2 Key management

A.10.1.2 Key management

A.11 Physical and environmental
security

A.9 Physical and environmental security

A.11.1.1 Physical security perimeter

A.9.1.1 Physical security perimeter

A.11.1.2 Physical entry controls

A.9.1.2 Physical entry controls

A.11.1.3 Securing offices, rooms and
facilities

A.9.1.3 Securing offices, rooms and
facilities

A.11.1.4 Protecting against external
and environmental threats

A.9.1.4 Protecting against external and
environmental threats

A.11.1.5 Working in secure areas

A.9.1.5 Working in secure areas

A.11.1.6 Delivery and loading areas

A.9.1.6 Public access, delivery and loading
areas

A.11.2.1 Equipment siting and
protection

A.9.2.1 Equipment siting and protection

A.11.2.2 Supporting utilities

A.9.2.2 Supporting utilities

A.11.2.3 Cabling security

A.9.2.3 Cabling security

A.11.2.4 Equipment maintenance

A.9.2.4 Equipment maintenance

A.11.2.5 Removal of assets

A.9.2.7 Removal of property

A.11.2.6 Security of equipment and
assets off-premises

A.9.2.5 Security of equipment off-premises

A.11.2.7 Secure disposal or re-use of
equipment

A.9.2.6 Secure disposal and re-use of
equipment

A.11.2.8 Unattended user equipment

A.11.3.2 Unattended user equipment

A.11.2.9 Clear desk and clear screen
policy

A.11.3.3 Clear desk and clear screen policy

A.12 Operations security

A.10 Communications and operations
management

A.12.1.1 Documented operating
procedures

A.10.1.1 Documented operating procedures
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A.12.1.2 Change management

A.10.1.2 Change management

A.12.1.3 Capacity management

A.10.3.1 Capacity Management

A.12.1.4 Separation of development,
testing and operational environments

A.10.1.4 Separation of development, test
and operational facilities

A.12.2.1 Controls against malware

A.10.4.1 Controls against malicious code

A.12.3.1 Information backup

A.10.5.1 Information backup

A.12.4.1 Event logging

A.10.10.1 Audit logging

A.12.4.2 Protection of log information

A.10.10.3 Protection of log information

A.12.4.3 Administrator and operator
logs

A.10.10.4 Administrator and operator logs

A.12.4.4 Clock synchronization

A.10.10.6 Clock Synchronization

A.12.5.1 Installation of software on
operational systems

A.12.4.1 Control of operational software

A.12.6.1 Management of technical
vulnerabilities

A.12.6.1 Control of technical
vulnerabilities

A.12.6.2 Restriction on software
installation (NEW)

A.12.7.1 Information systems audit
controls

A.15.3.1 Information systems audit
controls

A.13 Communications security

A.13.1.1 Network controls

A.10.6.1 Network controls

A.13.1.2 Security of network services

A.10.6.2 Security of network services

A.13.1.3 Segregation in networks

A.11.4.5 Segregation in networks

A.13.2.1 Information transfer policies
and procedures

A.10.8.1 Information exchange policies and
procedures

A.13.2.2 Agreements on information
transfer

A.10.8.2 Exchange Agreements

A.13.2.3 Electronic messaging

A.10.8.4 Electronic messaging

A.13.2.4 Confidentiality of non-
disclosure agreements

A.6.1.5 Confidentiality agreements

A.14 System acquisition,
development and maintenance

A.12 Information systems acquisition,
development and maintenance

A.14.1.1 Information security
requirements analysis and specification

A.12.1.1 Security requirements analysis
and specification

A.14.1.2 Securing application services
on public networks

A.10.9.1 Electronic commerce

A.14.1.3 Protecting application services
transactions

A.10.9.2 On-line transactions

A.14.2.1 Secure development policy
(NEW)

A.14.2.2 System change control
procedures

A.12.5.1 Change control procedures

A.14.2.3 Technical review of
applications after operating platform
changes

A.12.5.2 Technical review of applications
after operating system changes

A.14.2.4 Restriction on changes to
software packages

A.12.5.3 Restrictions on changes to
software packages

A.14.2.5 Secure system engineering
principles (NEW)
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A.14.2.6 Secure development
environment (NEW)

A.14.2.7 Outsourced development

A.12.5.5 Outsourced software development

A.14.2.8 System security testing
(NEW)

A.14.2.9 System acceptance testing

A.10.3.2 System Acceptance

A.14.3.1 Protection of test data

A.12.4.2 Protection of system test data

A.15 Supplier relationships

A.15.1.1 Information security policy
for supplier relationships (NEW)

A.15.1.2 Addressing security within
supplier agreements

A.6.2.3 Addressing security in third party
agreements

A.15.1.3 Information and
communication technology supply
chain (NEW)

A.15.2.1 Monitoring and review of
supplier services

A.10.2.2 Monitoring and review of third
party services

A.15.2.2 Managing changes to supplier
services

A.10.2.3 Managing changes to third party
services

A.16 Information security incident
management

A.13 Information security incident
management

A.16.1.1 Responsibilities and
procedures

A.13.2.1 Responsibilities and procedures

A.16.1.2 Reporting information
security events

A.13.1.1 Reporting information security
events

A.16.1.3 Reporting information
security weaknesses

A.13.1.2 Reporting information security
weaknesses

A.16.1.4 Assessment of and decision on
information security events (NEW)

A.16.1.5 Response to information
security incidents (NEW)

A.16.1.6 Learning from information
security incidents

A.13.2.2 Learning from information
security incidents

A.16.1.7 Collection of evidence

A.13.2.3 Collection of evidence

A.17 Information security aspects of
business continuity management

A.14 Business continuity management

A.17.1.1 Planning information security
continuity

A.14.1.2 Business continuity and risk
assessment

A.17.1 2 Implementing information
security continuity

A.14.1.1 Including information security in
the business continuity management
process

A.17.1.3 Verify, review and evaluate
information security continuity

A.14.1.5 Testing, maintaining and re-
assessing business continuity plans

A.17.2.1 Availability of information
processes facilities (NEW)

A.18 Compliance

A.15 Compliance

A.18.1.1 Identification of applicable
legislation and contractual requirements

A.15.1.1 Identification of applicable
legislation

A.18.1.2 Intellectual property rights

A.15.1.2 Intellectual property rights
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A.18.1.3 Protection of records

A.15.1.3 Protection of organizational
records

A.18.1.4 Privacy and protection of
personally identifiable information

A.15.1.4 Data protection and privacy of
personal information

A.18.1.5 Regulation of cryptographic
controls

A.15.1.6 Regulation of cryptographic
controls

A.18.2.1 Independent review of
information security

A.6.1.8 Independent review of information
security

A.18.2.2 Compliance with security
policies and standards

A.15.2.1 Compliance with security policies
and standards

A.18.2.3 Technical compliance review

A.15.2.2 Technical compliance checking

[Mivaxag 2 - Mapping Controls of 1SO 27001
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Controls of ISO/IEC 27001:2005 No Longer Listed

A6.11 Management commitment to

information security

Covered by main requirements of
standard — Leadership

A.6.1.2 Information security co-ordination

Covered by main requirements of
standard

A.6.1.4 Authorization process for information
processing facilities

Deleted

A.6.2.1 Identification of risks related to external
parties

Covered by main requirements of
standard — Risk Assessment

A.6.2.2 Addressing security when dealing with
customers

Covered by main requirements of
standard — Risk Assessment

A.8.1.1 Roles and responsibilities

Covered by main requirements of
standard — (5.3)

A.10.2.1 Service delivery Covered by other controls
(A.15.2.1)

A.10.4.2 Controls against mobile code Covered by other  controls
(A.12.2.1)

A.10.7.4 Security of system documentation

Covered by main requirements of
standard - Risk Assessment

A.10.8.5 Business information systems

Deleted

A.10.9.3 Publicly available information Covered by other  controls
(A.14.1.2)

A.10.10.2 Monitoring system use Covered by other  controls
(A.12.4.1)

A.10.10.5 Fault logging Covered by other  controls
(A.12.4.1)

A.11.4.2 User authentication for external | Covered by other controls (A.9.1.2,

connections A.9.4.2)

A.11.4.3 Equipment identification in networks | subsumed into A.13.1

A.11.4.4 Remote diagnostic and configuration | subsumed into A.13.1

port protection

A.11.4.6 Network connection control subsumed into A.13.1

A.11.4.7 Network routing control subsumed into A.13.1

A.11.5.5 Session time-out subsumed into A.13.1

A.11.5.6 Limitation of connection time Covered by other controls
(A.9.4.2)

A.11.6.2 Sensitive system isolation

subsumed into A.11.2.1 & A13.1.3

A.12.2.1 Input data validation

subsumed into A.14.1.1 & A.14.25

A.12.2.2 Control of internal processing

Covered by other controls
(A.14.2.5)

A.12.2.3 Message integrity

subsumed into A.14.1.1 & A.14.25

A.12.2.4 Output data validation

subsumed into A.14.1.1 & A.14.2.5

A.12.5.4 Information leakage

subsumed into A 13.1 & A 13.2

A.14.1.3 Developing and implementing | subsumed into A.17.1.2
continuity plans including information security

A.14.1.4  Business continuity  planning | subsumed into A.17.1.2
framework

A.15.1.5 Prevention of misuse of information

Covered by main requirements of
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processing facilities standard - Risk Assessment

A.15.3.2 Protection of information systems | subsumed into 9.4
audit tools

IMivakag 3 - Controls of ISO 27001:2005 that no exist

New Controls of Annex A in ISO 27001:2013
A.6.1.5 Information security in project management
A.12.6.2 Restrictions on software installation
A.14.2.1 Secure development policy
A.14.2.5 Secure system engineering principles
A.14.2.6 Secure development environment
A.14.2.8 System security testing
A.15.1.1 Information security policy for supplier relationships
A.15.1.3 Information and communication technology supply chain
A.17.1.3 Verify, review and evaluate information security

A.17.2.1 Availability of information processing facilities
IMivaxkag 4 - New Controls in 1ISO 27001-2013

New/updated Concept Explanation
Context of the organization The environment in which the organization operates

Issues, risks and opportunities Replace preventiveactions

Leadership Requirements specificto top management

There are explicit requirements for both internal and
external communications

. . . sl Information security objectives are now to be set at
Informationsecurity objectives ; : o
/ relevant functions and levels

Identification of assets, threats and vulnerabilities is
Risk Assessment no longer a prerequisite for the identification of
information security risks

nmunication

Risk owner Replaces asset owner

The effectiveness of the risk treatment plan is now
Risk treatment plan regarded as being more important than the
effectiveness of controls

Controls are now determined during the process of
risk treatment, rather than being selected from Annex

A
Documented Information Replaces documents and records

) . Covers the measurement of ISMS and risk treatment
Performance Evaluation S
plan effectiveness
Continual Improvement Methodologies other than (PDCA) may be used

Ewova 4 - New Concept of 1SO 27001:2013
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‘Eva moAd onuovtikd pépog Katd Ty mpogtolacio g motonoinong yw to 1SO
27001:2013 eivar ot tekunpiopéveg mAnpogopiec (documented information) tig
omoieg mpémel vao. dwtnpel o opyaviopog/etapia. IIpokeyévovr va mpofel otnv
motomoinon kotd ISO 27001. Kdmoeg omd avtég eivor amapoitmteg yw v
TIGTOTOINON Kot TopoTifEVTOL GTOV TOPUKAT® TTIVOKO.

Documented Information

4.3 Scope of the ISMS

5.2 Information Security Policy

6.1.2 Information security risk assessment process

6.1.3 Information security risk treatment process

6.1.3 d) Statement of Applicability

6.2 Information security objectives

7.2 d) Evidence of competence

7.5.1 b) Documented information determined by the organization as being necessary
for the effectiveness of the ISMS

8.1 Operational planning and control

9.2 g) Evidence of the audit program(s) and the audit results

9.3 Evidence of the results of management reviews

10.1 f) Evidence of the nature of the nonconformities and any subsequent actions
taken

10.1 g) Evidence of the results of any corrective action

A.14.2.1 Secure Development Policy

A.14.2.5 Secure Systems Engineering principles

A.15.1.1 Information Security Policy for Supplier Relationships

A.16.1.7 A procedure for evidence management

8.2 Results of the information security risk assessments

8.3 Results of the information security risk treatment

9.1 Evidence of the monitoring and measurement results

ITivokog 5 - Documented Information

24



Hoavemotiuio eparag - ILM.E. Acedrera ¥Yneokov Zvetpuiatov

Kepdraro 3

Avaivon Emukivoovotnrtoc

3.1 I'evika Xtovyeia

H evoopdtoon avtipétpov acedielag v évo XAAIT molhéc @opés kabiototon
O0oKOAN vmdbeon ¢ mpog TNV vAomoinon avtdv. Ot SvoKoAleg o1 omoieg
TOPUTNPOVVTIOL MG TPOG AT TN dladikacio eotialovtol o ddpopa onueio 0w,
oTNV aOLVOUI UTIOAOYNONE TOL KOGTOVG TOL APOPA TO LETPOL AGPAAELNG G TPOG TN
dtoiknon. Avtd givar éva ohvnbeg patvopevo to omoio mapatnpeitar AOY® Tov OTL M
dolknon g ekdotote eToupeiag OV KOTOVOEL TOVG TEYVIKOLG OPOVG  TOL
YPNOLOTOLEL TO TEYVIKO TPOCOMIKS Y10 VOL TNV TEIGEL MOTE VO EMEVOVGEL YPNILOATO GTO,
pétpa  acpoieiog tov TANpooplaukoy cvotiuatog. EmummAiéov, évag  axdpa
OVOOTOATIKOG TTOPAYOVTAG €lval 1 EALEYN EMOPKOVS EVIUEPOGNG TOL TPOCMITIKOV
0AAGQ Kot TG dloiknomg o€ BEHaTo 0oPAAELNS TAPOPOPLADV.

Onwg yivetor avtiinmtd, 10 mpoPAnuo dev eivar povo texvikd, OnAadn ayopd
eEomMopov (Hardware / Software) ywo v avIlpueT®nion tov Kvouvev, oAld Kot
SN Tkd kabmg mépa oamd To TEYVIKA Ofépota mpémer va eEacpolotel kol M
GLUUETOYN TOL avOpdmvov mapdyovta otnv mpoonddeio avt. o va yiver avtd
OL®G YpeloVTaL EMTALOV YPNLOTA Y10 EKTOULOEVGELS TOV TPOCMOTIKOL OAAL KoL Yo
TN GLVEYTN EVNUEPOCT] AVTOV.

Emiong, pio akdpa cofapn dvokoAia ivar 1 cwot) omotiunon tov ayobdv (assets)
g etoupiag. Eivar evkoro va voroyiotel n agia evog ayaBol, 10 omoio avikel ota
Hardware cvotipota tov ZAAIT kobdg Exet pa ayopaotikn aio Kot Kot enéKTaon
&xel kar oo ¢ ayado, n omola petappdletanr oe yprnuota. To TpoPAnua Eykerton
Kupimg o€ ayadd Ta omoia eivar Auda, dNAadn TANPoPopiec — OedOUEVA. XE QVTAV TNV
nepintoon N ektipmon ™ adlag sivar o KOs TEPITTM®OT VIOKEYEVIKT Kol 0pOPEL
0LGLOOTIKA TNV a&la oL £YEL Lo TANPOPOPI YioL TV EKAGTOTE ETOLPIOL.

Mo mv avipetonion tov tpoavaeepbéviav Exovv dnuovpyndel moAréc puébodot
avVOAVONG  EMIKIVOLVOTNTOC, Ol OTOlEG TPOCPEPOLY  GLYKeKPévn uebodoroyia,
(kmoteg an’ avtég pe T ovvodeio fondntikod AOYIGHIKOD), VIO TV OTOTEAEGUATIKN
avdAvoN NG EMKIVOLVOTNTAG GE TANPOPOPLakd cuotipata. Ot o yvooteg pébodot
avdAivong kwvdvvov givar, 1 CRAMM, n NIST 800, OCTAVE, SBA, EBIOS «.4.

IMa v keAvTtepn dvvory| KoTavonon tov TPdmov Agttovpyiog pog tétolag peboddov
a&iler va yiver avagopd otn pétpnon tov Kwovvov. O xivovvog (D) pmopel va
ekppaotel amd 10 ywopevo ¢ mbavotnrog (P) va ocvpPel éva mepiototikd
ac@dretog, eni tnv enintoon (1) wov Oa &xel avtd oty etaipio, D =P * I,
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Ixavorotnuks extiunon

Ixavonounxd Siayeipio

Ewéva 5 - MeBodoroyia draygipiong Kivovvmv

s Enpewboeig podipatog «Atyeipion Acpdietacy, kad. Katouog Sokpatng
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3.2 CCTA Risk Analysis and Management Method (CRAMM)

Onwg &xel mpoavaeepbel, n péBodog N omoia ypnoomomdnkKe yio T avaykeg g
epappoyng eivar 1 CRAMM. H attio emthoyng g cvykekplévng Hebddov TpokvmTel
a6 1o 0Tl Tpodkettan yuo pio pEBodo M omoia £xel YapOKTNPIOTEL MG pioL amd TIG TO
amod0TIKEG HeBOOOVE Yo TNV OVAALGT| ETIKIVOLVOTNTAG.

H CRAMM oavanthynke amd v Kevipiky Ymnpeosio Y7moAoyiotdv Kot
Tnienucowwviov (Central Computers and Telecommunications Agency — CCTA) g
Bpetavimg xopépvnong. H npdt €kdoon g CRAMM xvkioedpnoe to 1985. H
tedevtaio ékdoon (V5.0) kukhopdpnoe to 2003. Kuklopdpnoe erniong pia €kdoomn 1o
2009 (V5.2). ITpdkertar yio. £va. EUTOPIKO TPOIOV.

H CRAMM c¢ivon mayxooping avayvopiopévn Kabag éxet ypnopnonombet oe mopa
TOAEG perétec kol Bewpeitor KatdAAnAn yw etoupieg / opyoviopoOs peydAov
pey€boug.

H pébodog ooueiton oe tpla otdowr mpokeweévov vo. vAomombBel mn  peAén
emKvoLVOTTOC. Apyikd yivetar avayvoplon Kot ektiunon a&iog tov ayadov (assets)
™mg etarpiog / opyavicpov. Xn dg0TEPN QAOCT TPAYUOTOTOIEITOL EKTIUNON TOV
anethov (threats) kot tov evrtabeiwv (vulnerabilities) mov vadpyovv oto AAIT kot
TEAOG GLVTEAEITOL 1] EMAOYY] TOV KOTAAANA®V avTHETp®VY (Countermeasures) yio tnv
OVTILETOTICT TOV TPOAVOPEPHEVTOV.

Ta tpio. mponyovpeva 6Tad akolovBovvTol Kot KOTA T OdIKaGio. VITOAOYIGHOY
Kwvdovou oty gpapuoyn. H epappoyn xpnoiponotet éva HéPog Twv YopoKTNPIoTIKMV
™™g CRAMM kaBhg mpoKetan yio epumoptkd mpoiov kat dev givol TANpwg dtabéotun.
Qo1600, péoa amd Tov odnyo ypnong s CRAMM ypnowonoeitor 1660 o mivakog
voAoylopov pickov (risk matrix) 66o kot 0 KOTAAOYOC amENDV Kol gvmadeldv, o
omoiog etvor dwwbéopog. Iapora avtd 1 CRAMM éxst éva tepdotio KaTOAOYO
avtpétpov, tdveo ornd 3000, ta omoio Oupwmg elvar dwbéoiua pdévo péoa amd v
epappoyn. Ia to Adyo avtd oty epoapuoyn ¥pNOWoOTomOnke o KOTAAOYOG
avtétpov and 1o mpotvmo BSI Standard 100-3 “Risk Analysis Based on IT —
Grundschutz”.
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Kepdraro 4

Avartoén Web Eoapuoync

4.1 Xkonog E@appoyfg

H dwdwkacio motomoinong katd I1ISO 27001:2013 yw évav opyavioud sivor pio
OPKETA YPpovOPOpa O10dKAGIN KOTE TNV TPOETOAGio KoOMG emiong amaltel opKeT
ypageokpatio. H dnuovpyio pioag epappoyne, n onoia Asttovpyei wg web application
€xel ¢ oTOYO0 va. PonONGEL GTNV TPOETOAGIN EVOC OPYAVIGLOD Y10 TNV TIGTOMTOIN o),
KaOdG emiong Kot vor EUTAEEEL KO VO HEPOC TOV TPOGMOTIKOD NG eToupiog UE T
euocopio Tov 1ISO 27001:2013.

Avtd pmopel vo copPel péoa amd ™V ePopupoyn, KaBOG vrapyxel dvvaTdTTL
oOVOEOG SLAPOP®V YPNOTOV UE daPopeTikd eminedo mpdoPacng (access level)
avdAoyo pe To PpOAO TOV OmOi0 €YOLV HEGH GTOV OpPYOVIGHO. AnAadn, o kdbe
vevBuvog evog TUMHOTOC Umopel va cuvdebel otV €QOPUOYN KOl VO KOTOYMPNOEL
TOVG TOPOLG (aSSEtS) TOL GLOTNUATOC KAOMG EMIGNG KOL VO TPOYWPTOEL GE AVAAVGT)
EMKIVOLVOTNTAG OG TPOS TOVG TOPOVG TOVG 0TO10VG drarxelpileTad.

Oocov agopd tov Information Security Officer mapéyet t dvvatotnTo TG TANPOLG
avackomnong tov XAAIL Mnopet va dwyepiletar T Pdon dedopévov péca and to
YpoeKd mepPdAlov g epopupoyng mpocOétovrag véa threats, vulnerabilities,
countermeasures kafng emiong kot vo TapoKolovBel Tovg TOPOLE TOL GLGTILATOG,
oAAG ko1 va vAomolel TV ovéAvor emikwvovvotntag. Tov mapéyetor emiong m
duvatdmTa vo €yl T Owyeiplon evog directory, to omoio mepiéyel OAa Ta
amortovpeva Eyypaga yio to 1ISO 27001:2013.

BAémovtog v epappoyn oe éva yevikOdtepo TAAICLO, WTOPOVUE VO TOVUE TOG
OVTOUOTOTOEL TIG TEPLEGOTEPES Ao TG dadtkacieg Tov ISO ko drevkoAvvel koTd
oA otV mpogtolpacia avtov. Iapoakdtm Oa yivel Aemtopepng avdivon Tov TpOTOL

XPNONG TNG EQAPHOYTG.

4.2 Avantoén E@oppoyig

H epapuoyn avortdoybnke pe t yAdvooa npoypappaticpod C# oe framework .NET 4
ue ypnon g apyrtekrovikng MVC (Model View Controller). H emdoyn avtn éywve
TPOKELUEVOD VO, VITAPYEL 1 KOAVTEPT 0mAS0GN GCLUTEPLPOPAS TNG EQOPLOYNG o€ WeD
neptPdAlov. Emiong yia m dwayeipion ko amobnkevon tov dedopévmv, to omoio
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Swyepiletanr n epapuoyn, avamtoydnke Bdon Asdopévov pe yprion mme YAOooog
MySQL. To owbypappa e Bdong Asdopévov @aivetor 6Ty Topakato ekoVa.

[r—

,,,,,,,

Ewoéva 6 - EER Diagram

29



Hoavemotiuio eparag - ILM.E. Acedrera ¥Yneokov Zvetpuiatov

4.3 0d1y6c Xpriong s Eeappoyis

H gpappoyn, 6mog €xer oM avoaeepbei, Aettovpyel pe role based cvotnua chvdeong
(login) v ypnotodv oe ovthiyv. Bdoel avtod lowtdv, o kabe ypnotng, avdioyo to
pOLo TOV Omoilo £xel, TOL dlvovtol Kol SPOPETIKES duvaTdTTEG AE10TOINONG TNG
epapproyns. Yrdapyovv dvo Pactkoi poAoL Yo TOVG ¥PNOTES: 0 TPAOTOG Eval LTOG TOV
administrator ka1 o de0tEPOg aTOHC TOL NOrMal user.

H Bookotepn dapopd tovg Eykerton 6to tL 0 administrator éxer minpn npocPaon o€
OAeG TIG duvaTOTNTES TNG EPUPLOYNG, o€ avtibeon pe tov normal user, o omoiog £xet
mpodcPacn Hovo ce opiopéva edia kol Kupiwg otn dayeipion tmv assets, ta omoia
OVAKOUV G©TO TUNUOL TOVL. XN ovvéyew Ba yivel ovoALTIK TOpovGioon TV
SVVATOTHTOV TNG EPAPLOYNS.

4.3.1 Login Page & Dashboard

Apykd, o ypiomg otav matfioet to URL g epappoyng mapoméumetor otn login
oeMO0, OTTMOC POIVETOL TOPUKATO.

& hitp://localhost:3252/Logln P - & | @ I50/1EC 27001:2013 & Risk ...

Password

Ewova 6 - Login Page

O ypnotng pe to credentials, ta omoio £yl AMaPet and to Information Security Officer,
pumopel vo. ovvdebel oty epapuoyn. Apywd Bo yiver oOvdeon pe OwoidpoTo
Awyeprot.

H npdt ecdva mov PAénet o ypiotng eivar to Dashboard tng epappoyng.
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ISO/IEC 27001:2013 & Risk Analysis Management System &~
@ Dashboard

4 User Management < Dash boa rd

# Threat Management <

U Countermeasures Management
<

I Asset Management

View Details [+} View Details © View Details [}
3 Vulnerabilities L
Risk & 1ISO Management
[ ] g |l Reports
£ 1SO 27001:2013
Asset Report view
& Files i
Top Threat Report View
Top Vulnerability Report View

Ewkdévo. 7 - Dashboard

210 KOKKIVO TAiGLo Qaivetatl OTL 0 YPNOTNG UTOPEl Vo EYEL L TPATY EIKOVA Y10, TO
noca asset Eyovv 10 avtictoyo pioko. Onwg eaivetor vdpyovv 11 assets to omoia
é&youv piocko 0-1, oniadn undevikd. AkoAovBwg oto pmhe mAaiclo VTAPYEL M
duvatodtto eEaymyng report ta omoia o avalvBovv 6T cLVEXELN. APLOTEPA VTTAPYEL
TO KEVIPIKO LEVOD.

4.3.2 User Management

To mpmdTOo pevoy eivor to user management amd to omoio o Administrator tng
EPAPLOYNG ExEL TN duvatdtTa TOGO v ONUOVPYNCEL Eva VEO YPNOTH OGO Kol Vo
eneepyaotel KAmMOOV NN VIAPYOVTA.
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ISO/IEC 27001:2013 & Risk Analysis Management System

@ Dashboard

& User Management A
Users
Departments

# Threat Management <

U Couniermeasures Management
<

I Asset Management

# Vulnerabilities

& Risk & 1SO Management

= 1S0 27001:2013

& Files

Users

Show 10 [v| entries

Username “%  Full Name
admin Babis Kal
koula Koyla Kal

Showing 1 to 2 of 2 entries

Department
Information Security

Human Resources

Ewova 8 — User Management

Search

Role s
Administrator Edit
Normal User Edit |

Previous - Next

Emiong oto User Management vrdpyet 1 Suvatdtta tpocshning — enelepyaciog Tmv
Departments tov ekdGtoTE OPYOVIGHLOV.

Departments

+ Add Department

Show 10 [w] entries

Deparment Name
Databases
Human Resources
Information Security
IT Support
Management
Networks

Software Development

Showing 1 to 7 of 7 entries

“4  Users

Assets

Ewéve 9 — Department Management

L1

Search:

Edit

Edit

Edit

Edit

Edit

Edit

B 2 5 5 2 5 =

Edit

Previous - Next

Onwg mpoavaeépbnke, o Aloyelptomg £xet T dvvaToOTNTO VO KAVvEL TOGO TPOocHnKN

evog ypnotn Kabmg Kot va emegepyaotel KAmolov Tov vdpyet NoN.
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Add User

Username:
Password:
Confirm Password:
Full Name:

Department: Human Resources v

Administrator: E
Add User

Ewoévo 10 - Add User

Onwg eaivetatl oty €ikoOvVo Toparave, o administrator £xst ™ dvvatdtnTa va opicet
10 Username tov ypfot kabdg kat to password avtod. Eniong mpénet va divetar kot
T0 TANPEG Gvoua Tov ¥pnotn Kabdg kot og moto Department avikel. Télog, dmwg
eaivetal 0to kOkKvo mAaicto pe to checkboX, pumopei va opicel kGmolov ypo™ O
JlxePplot N amAo XpNo.

BéBoata vdpyer n dvvatdTTo dAAOYNG SIKOU®OUAT®V €VOG ¥PNOTN, OGS EMioNG Kol
6LV TV ototyeimv Tov amd to menu “edit”. Omnw¢ dwoxpiveton TOPOKAT®, O
Slayeplotg pumopet va eméuPel og omolodMmote medio mEPaV Tov Username, to omoio
pével apetdfinto Aoy meplopiop®v, ot onoiot £xovv 1ebel otn Bdon Agdopévav.
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Edit User

Username: admin
Password: ssnne
Confirm Password: ssese
Full Name: Babis Kal
Department: Information Security V|

Administrator:  [¥]

Save Changes

Ewova 11 — Edit User

Onwg €xert MoM onuewwbel o ypnomc éxet ™ dvvatdtra uEGm TOL Menu user
management va dwayeplotel ko to Departments tov opyoviopov. Atvetor Aowmdv n
duvatdmto TOG0 TG TPOootnkng evog véov Department 6co kot 1 dvvatoTnTO
eneepyaciag 1 dypagng evog 0N VITAPYOVTOC.

New Department

Department Name:

Save Changes

Ewova 12 — Add Department

Edit Department

Department Name: Databases

Save Changes

Ewova 13 — Edit Department
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Deparment Name

Databases

ad

Users

Assets

Ewova 14 — Delete Department

4.3.3 Threat Management

210 apuéome emdUEVO MeNU vtapyel | dvvatdTnta dwyeipiong tov threats, ta onoia

VIEapyovV ot Pdon dedopévav g epappoyns. H emloyn tov threats £xovv yivet amod
10 potvIo BSI xabmg emiong kot n kotnyoplomoinon avtdv. H dvuvatdtnto mov
divetar oto yprot givar 1660 va enefepyactel to Ovopa evog threat, oAl kot tnv
Katnyoptomoinon owtov. Emiong vdpyet n duvordtto tpocdnkng vémv threats otig
NON vrdpyovces Katnyopieg N o€ véeg, eV TPOKOWYEL N AvAyKn £VOG OPYOVIGLOV 1ol
OUTEG, N YL T O1EVKOAVVOT) TV YPNCTAOV.

ISO/IEC 27001:2013 & Risk Analysis Management System

@& Dashboard

& User Management

# Threat Management
Threats

U Countermeasures
Management

M Asset Management

#% Vulnerabilities

& Risk & SO Management

=180 27001:2013

& Files

<

Threat Categories

Show 10 v entries

Category
Basic Threats
Deliberate Acts
Force Majeure
Human Error
Organizational Shortcomings

Technical Failure

Showing 1 to 6 of 6 entries

Ewéve 15 — Threat Category Management

Search

Edit

Edi

Edi

Edi

Edit

w
o
w
o
w
Previous
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ISO/IEC 27001:2013 & Risk Analysis Management System

& Dashboard

% User Management

# Threat Management
Categories

U Countermeasures
Management

1 Asset Management

3 Vulnerabilities

@ Risk & 1ISO Management
£ 150 27001:2013

& Files

New Threat

Threats

Show 10 v entries
Threat
Burning cables

Cross-talk

Disruption of power supply

aa

Failure of existing safety devices

Failure of internal supply networks

Failure of the IT system

Fire

Impairment of lines due to environmental factors

Ewova 16 — Threats Management

Category
Force Majeure
Technical Failure
Technical Failure
Technical Failure
Technical Failure
Force Majeure
Basic Threats

Technical Failure

Search:

Threat Name:

Category: Basic Threats

Basic Threats

Force Majeure

Organizational Shortcomings

Human Error
Technical Failure
Deliberate Acts

Ewova 17 — Exeayoyn véov threat

@@@@@@@E

Onwg paivetat 6to mapamdve screenshot, o ypnotng, Kotd v sloaymyn véov threat,
&xel  duvartdTTa EMAOYNG EvTasng o€ Katnyopia.

Ye oavtd 1o onueio a&iler va avapepfel mog Owoaiopa enegepyaciog TOL
oLYKEKPLUEVOL Menu kabmg kot twv menu vulnerabilities kot countermeasures &yet

poévo 0 JXEPIOTNG.

O oamhog ypnotng £€xet

Xoapaktplotikd mopatifetor n mopakdto eiKova

™  ovvatdtmrta  TPOPOANC.
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ISO/IEC 27001:2013 & Risk Analysis Management System
@ Dashboard

# Threat Management e Threats

Categories
Show 10 v | entries

< Threat

Burning cables

I Asset Management

- Cross-talk
# Vulnerabilities

Disruption of power supply
@ Risk & ISO Management

Failure of existing safety devices
=180 27001:2013

Failure of internal supply networks
& Files

Failure of the IT system
Fire

Impairment of lines due to environmental factors

Inadequate or non-existent maintenance

e ——— ——————— ]

Ewova 18 — Normal User View

® Logout

Search:

44 category +
Force Majeure
Technical Failure
Technical Failure
Technical Failure
Technical Failure
Force Majeure
Basic Threats
Technical Failure
Organizational Shortcomings

Force Majeure

4.3.4 Vulnerabilities & Countermeasures Management

Kot avoloyio pe to menu Threats Agitovpyodv kon T menu “Countermeasures

Management” kot “Vulnerabilities”.

ISQ/IEC 27001:2013 & Risk Analysis Management System

@ Dashboard

# User Management < Countermeasure Categories

# Threat Management <
U Countermeasures
Management v
Show| 10 v entries
Category
Countermeasures

Communication
i Asset Management

Contingency planning
# Vuinerabilities

Hardware and software
@& Risk & 1SO Management Infrastructure

i= 180 27001:2013 Organisation
& Files Personnel

Showing 1 to 6 of 6 entries

Search:
P
Edit W
Edit w
Edit w
Edit w
Edit w
Edit )

Previous Next

Ewova 19 — Countermeasures Categories Management
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ISO/IEC 27001:2013 & Risk Analysis Management System &~

@ Dashboard

# ser anageren < Countermeasures
# Threat Management <
Management v
Show 10 v entries Search:
Categories
Countermeasure 44 category s
Alert plan and fire drills Contingency planning Edit ]
I Asset Management
Appropriate segmentation of circuits Infrastructure Edit ]
#% Vulnerabilities
Appropriate storage of backup data media Contingency planning Edit )
. M £
@ Risk & IS0 Managemen Arrangements for substitution Personnel Edit =)
iE 150 27001:2013 Commitment of staff members to compliance with relevant laws. regulations and provisions Personnel Edit o
& Files Compliance with relevant standards and regulations Infrastructure Edit =)
Correct handling of drives for removable media and external data storage Hardware and software Edit ]
Damage-minimising routing of cables Communication Edit 2}
Data media control Organisation Edit w

Ewova 20 — Countermeasures Management

ISO/IEC 27001:2013 & Risk Analysis Management System a-

& Dashboard

8 User Management < Vulnerabilities
# Threat Management <
U Countermeasures
Management <
Show| 10 v entries Search

I Asset Management

Vulnerability au
#% Vulnerabilities
Bad assignment of rights of use Edit ju]
& Risk & ISO Management
Disposal or reuse storage media without complete format Edit o
= 1S0 27001:2013 .
Do not lock the computer by removing the user Edit o
& F
SFE= Inadequate change control settings Edit o
Inadequate control to physical access Edit o
Inadequate response maintenance / repair Edit o
Inadequate training in security level Edit o
Incomplete / incorrect maintenance Edit o
Insecure network architecture Edit juf

Ewova 21 — Vulnerabilities Management

Ocov agopd ta. vulnerabilities, nmpémel va onueiwbel mwg &govv ypnoipomomOei
exelva o omoto wapéyet 1 CRAMM kaBd¢ dev vdpyel n KATNYOPLOTOINGY TOL
vopiototot ota threats kot oto countermeasures.

4.3.5 Asset Management

2t ovvéxewn, LmApyel to Menu “asset management”, oto omoio yivetor m
KOTOYDPNON TOV TOPMOV TOV GLOTNUOTOS, KOOMG emiong kot M avabeon KAmouwmv
YOPOKTNPLOTIKOV GTOVG TOPOVS 0TS M a&io TOVG, TO TUNLLOL GTO 0010 VKOV OAAGL
Kol 0 YpNoTNg, 0 omoiog gival VTeELHLVOC Yo TOV KAOE TOPO Kol KAT  EMEKTOCT) KoL O
risk owner 6nwg opiCel to 1ISO 27001:2013.
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H avdbeon aioag (value) otov kb mopo (asset) eivor pio onuavtikny dodikacio n
omnoia yivetar amd tov Information Security Officer, aAAd ko omd kdmolov ypnotn, o
omoiog avnkel oto Department, oto omoio avnketl o asset. BéBata, n avabeon g
a&lag Tov moOpov yiveror AapuPdvoviag vaoyn v a&io Tov TOPoL &ite ovTH Eivan
owovolk eite eivar a&la mnpoeopidv. H a&la eivor vmoxeeviky, Kabdg
kaBopiletar amd ToAAOVG emyevelg kat evooyevelg mapdyovtes. H epappoyn dev €xet
oyxedlaotel €161 ®ote va Aapupdvel vmoyn v a&lo tov TOpov. Avtd onuaivel 0Tt
npénel o Information Security Officer va ektiufoet v o&ia kot Pdoet avg ¢
ektiunong va 0éoel to katdAinio value oto asset mpokelévov vo, TPOYWPNCEL 1
dadkasio TG avaAvong ETIKIVOLVOTNTOG.

ISO/IEC 27001:2013 & Risk Analysis Management System a-

& Dashboard

8 User Management < ASSetS
# Threat Management <
U Countermeasures
Management <
Show| 10 = entries Search:
Asset Name «4| value Ip Address D i D User
#% Vulnerabilities
Administrators 4 Networks Babis Kal
@ Risk & 1SO Management
Application Server 4 Management Babis Kal
= IS0 27001:2013 N -~
Database Server 4 IT Support Babis Kal Edit o}
& Files _
= Flles File Server 4 Information Security Babis Kal Edit |zl
Firewall 2 Information Security Babis Kal Edit W
Human Resources 4 Databases Babis Kal Edit W
DS 3 Databases Babis Kal Edit W
Mail Server 4 Software Development Babis Kal Edit o)
Routers 3 Networks Babis Kal Edit W

Ewova 22 — Asset Management
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New Asset
Asset Name:
Value: . 1 v
Ip Address:
Description:
Department: Human Resources v
User: Babis Kal
Ewéva 23 — Erxcaymyn véov Asset
Asset Name:
Value: 1 v
Ip Address: 2
3
4
Description: 5
B
7
Department: g
9
10

User:

Save Changes

Ewoéva 24 - Asset Value

Onwg eaiveton otnv gikova 24, to value gvog asset purnopei va napet typég amnd 1 — 10.
Avto ovpPaiver Aoym tov 0Tt axorovBeitan n dadikacio tng CRAMM, o6mmg &xet
emmbel TpoTOTEPO.

40



Hoavemotiuio eparag - ILM.E. Acedrera ¥Yneokov Zvetpuiatov

Edit Asset

Asset Name: Administrators
Value: 4 v
Ip Address:
Description:
Department: Networks v
User: Babis Kal

Save Changes

Ewkoévo, 25 — Edit Asset

Onwg yivetar kKatavontd, divetatl 1 SuVOTOTNTA Y10, o TANPT KAToypop| TV assets
TOL TANPOPOPLOKOL GLOTHUOTOS. XTo Tedio “Description” o ypnotng pmopel va,
KOTAypAYeL S18POPEG TAPATNPNOES YIOL TO CLYKEKPLUEVO TOpo. Mia amapaitnn
TANPoQopia, N omoio ¥PelaleTal VO KATAYPAPETAL YLoL TNV OVAAVGT| ETIKIVOLVOTNTOGC
€xel va kdvel pe to, mota elvan 1 a&io Tov asset mov apopd ite avT Eivar XPNUATIKY
gite petoppaletor oe emmTMOOEC TWOL aopovv otn enun (reputation) tov
OpPYOVIGLOV.

4.3.6 Files Menu & 1SO 27001:2013

AMa o0vo menu, ta omoia. OBo availvBovv TPV TPOY®PNCOLUE oIV avdAvon
emkvouvomrag gival to menu “Files” kot to menu “1SO 27001:2013”. TIpdxetton
Yo VO KOTNYOPIES TNG EQPOPLOYNG, Ol OTOTEG EYOVV TOGO d1aXEPLOTIKO pOAO OGO Kot
evnuepotikd. Xto “Files” o administrator pmopei vo avePdoer (upload) kot va
kotefaoet (download) apyeia omoapaitnta yio T1¢ dadikaoieg tov 1SO 27001, odrd
Kot Yoo TV avdAvon emkvouvotntoag. O amdog xpnomg £xel T dvvatdTTo HOVO VoL
Kkatefdoel apyeio ko Oyt va aveBacel oto directory g €poppoyns, Yo AOyovg
ACQPOAEING KOl OKEPALOTNTAG TV OLOYEPIGILMOV OO TNV EQPAPLOYN OEOOUEVMV.
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ISO/IEC 27001:2013 & Risk Analysis Management System &~
@ Dashboard

& User Management < F||eS @ Logout

# Threat Management <

U Countermeasures
Management <

I Asset Management

Show 10 v entries Search:
#% Vulnerabilities
File Name “r
@& Risk & IS0 Management
1S027001.2013_SOA_el xIsx =}
=150 27001:2013
Showing 1 to 1 of 1 entries Previous n Next

Ewkova 26 — Administrator view of “Files”

ISO/IEC 27001:2013 & Risk Analysis Management System &~
& Dashboard

# Threat Management < FlIeS @ Logout

U Countermeasures

Management <

I Asset Management Show 10 v entries Search

# Vulnerabilities File Name .

@ Risk & 1S0 Management 15027001.2013_SOA_el xlsx

=180 27001:2013 Showing 1 to 1 of 1 entries Previous - Next

& Files

Ewova 27 — Normal User view of “Files”

To menu “ISO 27001:2013” dwdpapatilel poAo evUEP®ONG OADV TOV XPNCTOV TNG
epappoyns. Hapéyetar n dvvatdTa 6T0 YPNOTN Va Ol OAN TNV TANPOPOPia, 1| Omoia
vrapyxet oto ANNEX A tov mpotdmov, 1o omoio cvumeptropfdvovior dho To
controls tov ISO 27001. Xto ovykekpiyuévo onueio g epapuoyng toco o
administrator 6co kot o normal user éyovv to 1610 StKoUMOUOTO.

ISO/IEC 27001:2013 & Risk Analysis Management System &~
@ Dashboard

& User Management < ISO COﬂtI’OlS

# Threat Management <
Category: SubCategory:
U EamiEimEesiEs Access control v User access management v
Management <
T Asset Management
Control Abbrevation Control Name
# Vulnerabilities
A9.21 User registration and de-registration
@& Risk & 150 Management
A922 User access provisioning
£ 150 27001:2013
A923 Management of privileged access rights
& Files
A924 Management of secret authentication information of users
A9.25 Review of user access rights

Ewcéva 28 — 1ISO 27001:2013
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4.3.7 Risk & I1SO Management

Televtaio menu, to omoio OB avaivbei, eivar T0 “Risk & I1SO Management”.
[Tpdkettan yro T SvVATOTNTO TNG EPOUPLOYNG VO TPOYUATOTOEL VTOLUTOTOMUEVOVG
VTOAOYIGHOVG avaAvonG pickov yo kdbe asset Eeywpiotd, oArd Kot va cuvovaletl To
ISO 27001 oto onueio ™¢ TPOANYNG TOV OTEIMOV Kol TV €VToOEIdV 7oV
avtipetonilel éva asset.

A&loonueimto eivor mwg o normal user éyet mpoécPacn povo oe assets ta omoio
VIKOLV GTO TUAWO 6TO OToio aviKel Kot avtdg, oe avtifeon pe tov administrator
nov €xel mpdcfaom o€ OA.

Y& Tp®TO 6TAS10 0 YPNOTNG TPEMEL Vo, emAEEEL €val asSet amd Ta Stabéotpa.

ISO/IEC 27001:2013 & Risk Analysis Management System &~
& Dashboard
## User Wanagement < Risk Management
# Threat Management <
U Countermeasures Show 10 v entries Search
Management <
—n . . Asset Name “4 value Ip Address Description Department User
I Asset Management
~ Administrators 4 Networks Babis Kal
# Vulnerabilities
4 Management Babis Kal
@ Risk & ISO Management
Database Server 4 IT Support Babis Kal
= 1S0 27001:2013
File Server 4 Information Security Babis Kal
& Files
Firewall 2 Information Security Babis Kal
Human Resources 4 Databases Babis Kal
DS 3 Databases Babis Kal
Mail Server 4 Software Development Babis Kal
Routers 3 Networks Babis Kal

Ewoéva 29 — Risk Management

‘Exovtag dwodé€et to asset “Application Server” o ypnotng kaieital va avtiototyicet
to. threats kot to vulnerabilities, ta omoia €yovv evtomotel Yoo TOV GUYKEKPUEVO
TOPO, TPOKELUEVOL VO VTOAOYIGTEL Otd TNV EQOPLOYT TO PICKO.
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Risk Management

Asset: Application Server

Threats H Vulnerabilities ” Countermeasures H 1SO 27001 Controls

Threats

Threat «4  category 2 Value

No data available in table

Showing 0 to 0 of N Antries

Ewova 30 —

Add Threat

Asset: Application Server
Show 10 v entries

Threat

© Burning cables
© Cross-talk
3 ED\srupmn of power supply
© Failure of existing safety devices
© Failure of internal supply networks

© Failure of the IT system

Ewova 31 —

Threat Disruption of power supply Added!

- Countermeasures

Add Threat (1)

“ 4 category

Force Majeure

Technical Failure
Technical Failure
Technical Failure
Technical Failure

Force Majeure

Add Threat (2)

Total Risk
0
8 Print
(4]
Search:
Search:
s Value
Very Low v
Very Low v
Very Low v

Very Low
Low
Medium 2

High

Very Low v

Ewéva 32 — Add Threat (3)
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Katdé v swoayoyn tov threats o ypiiomg kaieiton va ddoet pia Tiun oto value tov
threat coppova pe tov mivaka vroloywopod pickov g CRAMM. Xt cvvéyetn
avtiototyilovrton ta Vulnerabilities.

Vulnerabilities [+]

Search:

4

Vulnerability 44 Value

No data available in table
Showing 0 to 0 of 0 entries
L |f
Ewéva 33 — Add Vulnerability (1)

Vulnerability “4 Value

© Bad assignment of rights of use Low v

@ Disposal or reuse storage media without complete format

Low v

© Do not lock the computer by removing the user Low v

© Inadeguate change control settings Low v

3 Inadequate control to physical access | High v

Low 2

© Inadequate response maintenance / repair Medium
High

© Inadequate training in security level Low v

Ewova 34 — Add Vulnerability (2)

Vulnerability Inadegquate control to physical access Added!

Ewéva 35 — Add Vulnerability (3)

A@o¥ mpootebei ko To vulnerability n epapuoyn vroloyilel 1o picko Om®E aVTO
npokvnTel pécsm g CRAMM.
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ISO/EC 27001:2013 & Risk Analysis Management System

& Dashboard .
Risk Management

User Management "
= 9 Asset: Application Server

® Threat

U Countermeasures

¢
Core=l [ Vuinerabities ” Countemeasures H 150 27001 Controls
M Asset Management
#* Vulnerabiiities
Threats
@ Risk & 1SO Management
= IS0 27001:2013
2 Fies Threat “4  Category
Disuption of povrer supply Technical Failure
Shoviing 1o 1 of 1 entries
+ Add Threat
Vulnerabilties
Vulnerability
Inadequate control to physical access
Showing 110 1 of 1 entries
+ Add Vainerabitty

Ewova 36 — Risk Matrix

Value

Very High

Total Risk

o

Countermeasures

0

“ Value

High

Search

To pioko ot0 Mapamdve Tapddelypo TpokvTTel Ko amd tov mivaka e CRAMM,

Om®G eaivetal oty EXOUEVN EIKOVA.

Threat |Very Low|Very Low|Very Low| Low Low Low Medium | Medium | Medium High High High Very Very Very
High High High

Vuln. LOW [MEDIUM| HIGH LOW [MEDIUM| HIGH LOW [MEDIUM| HIGH LOW |MEDIUM| HIGH LOW |MEDIUM ‘ HIGH

Asset )

Value
1 1 1 1 1 1 1 1 1 2 1 2 2 2 2 3
2 1 1 2 1 2 2 2 2 3 2 3 3 3 3 4
3 1 2 2 2 2 3 2 3 3 3 3 4 3 4 4

1 2 2 3 2 3 3 3 3 4 3 4 4 4 4 E4J

5 2 3 3 3 3 4 3 4 4 4 4 3 4 H] H]
3] 3 3 4 3 4 4 4 4 3 4 3 3 3 H] 6
7 3 4 4 4 4 3 4 3 3 3 3 3] 3 6 6
8 4 4 5 4 3 3 3 3 3] 3 3] 3] 3] 6 T
9 4 5 5 5 3 3] 3 3] 3] 3] 3] 7 7 T T
10 5 5 6 5 ] ] ] ] ] ] 7 7 7 7 7

Ewéva 37 — CRAMM Risk Matrix Table

A@o¥ yivelr 0 vroloylopdg tov pickov, o administrator £yst ™ SvvorodOTTA VO
npocBéoel oto asset toco countermeasures, to omoict APOPOVV €V GLYKEKPLUEVO

asset, 6o kot controls Tov I1SO 27001.
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Countermeasures (1]

Search:

Countermeasure “ 4 category 3 Threat 3

No data available in table
Showing 0 to 0 of 0 entries
1

Ewéva 38 — Ewsayoyn Countermeasures (1)

Select Threat

‘ Disruption of power supply v |

Close
Ewéva 39 — Ewsayoyn Countermeasures (2)
Add Countermeasure
Application Server | Disruption of power supply
Show| 10 v entries Search:
Countermeasure s Category v
© Arrangements for substitution Personnel
© Commitment of staff members to compliance with relevant laws, regulations and provisions Personnel
© Training before actual use of a program Personnel
3 @Traming on security safeguards Personnel
© Well-regulated familiarisation/training of new staff with their work. Personnel
© Data media control Organisation
© Division of responsibilities and separation of functions Organisation
© Maintenance / repair regulations Organisation
© Resource management Organisation

Ewove 40 — Eweayoyn Countermeasures (3)
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Countermeasure Training on security safeguards Added!

Ewova 41 — Evoayoyn Countermeasures (4)

ISO Controls

Abbreviation “ 4 Category

No data available in table

Showin i 0 to 0 of O entries

] Subcategory

Ewova 42 — Eweayoyn Controls of 1SO 27001 (1)

Add Control

Asset: Application Server
Show| 10 v entries

Abbreviation ,
- Category

©A10.11 Cryptography

©A10.1.2 Cryptography

S©A11.11 Physical and enviromental security
2A,1 112 Physical and enviromental security

©A11.13 Physical and enviromental security

SA11.14 Physical and enviromental security

©A11.15 Physical and enviromental security

S©A1116 Physical and enviromental security

Subcategory
Cryptographic controls
Cryptographic controls
Secure areas
Secure areas
Secure areas

Secure areas

Secure areas

Secure areas

Close
Search:
- Name s
Search:
Name s

Policy on the use of cryptographic controls
Key management

Physical security perimeter

Pysical entry controls

Securing offices. rooms and facilities

Protecting against external and enviromental
threats

Working in secure areas

Delivery and loading areas

Ewoéva 43 — Ewcayoyi Controls of ISO 27001 (2)

Control Pysical entry controls Added!

Close

Ewkéva 44 — Ewsoyoyfq Controls of ISO 27001 (3)

48



Hoavemotiuio eparag - ILM.E. Acedrera ¥Yneokov Zvetpuiatov

A@o¥ o administrator oAokAnpdoetl kot avth TN Sadikacio £xel TN duvaTOTNTA VL
e€ayet pa GuVoMKT avagopd (report) yio to cuykekpiuévo asset.

Risk Management

Asset: Application Server
.5

[ Threats ” Vulnerabilities

S0 27001 Controls

[ Countermeasures

=]

Ewéva 45 — Asset Report (1)
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Risk Management
Assat: Application Server

Threats.

Threat - Catogory [ Yalug ] Countermoas snes L]

Disruption af pawer supply Technical Faikure ery High 1

Showing 1 to 1 of 1 enfries.

Yulnerabdihes

Vulnerability - Walwe [ ]

Inadequate control to physical access High

Showing 1 to 1 of 1 enfries.

Countermeasures

Couwntermoeasure - Catogory [ ] Thireat [ ]

Training on ssourity safeguards Personmsl Disnuption of power supply

Showing 1 to 1 of 1 enfries.

150 Contrals

Abbmeviation = GCatogory [ ] Subcatogory @ Mame [ ]

A2 Phiysical and emiromental Seoune areas. Pysical eniry controls
sECuity

Showing 1 ta 1 of 1 enfries:

Ewova 46 — Asset Report (2)

4.3.8 Reports

Emumdéov, 66ov apopd 1o Bépa tov oavagopdv (reports,) o administrator €yel ™
duvatotnto va e&dyet GAAa tpla. reports. To mp®dTO TOPEXEL GLYKEVIPMTIKY|
TANPOPOPIN Y10 TOLG TOPOVG TOV GLGTHUATOS, COLPMVA LE TO PIOKO TO 0Toio £YOVV.
Ta dAha 600 divovv mo yevikny mAnpogopia M omoia apopd to threats ko ta
vulnerabilities pe v vynidtepn aio (value) oto TAnpopoplakd chotnua.
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Dashboard

View Details [+ View Details ] View Details o View Details [+]
[l Reports
Asset Report 1
Top Threat Report View
Top Vulnerability Report View

Ewdva 48 — Asset Report according to Risk (1)

Set risk values

2
Min Value:

-
w

Max Value

[ ]
-

Cancel View 4

=y I S I SO TR SN I ] |

i

Ewove 59 — Asset Report according to Risk (2)

& Print

Asset Report

27-05-2015
Search:
Asset Name “ Value % Ip Address % Department %  User % Risk +
Administrators. 4 Networks Babis Kal 0
Application Server 4 Management Babis Kal 5
Database Server 4 IT Support Babis Kal 0
File Server 4 Information Security Babis Kal 5
Firewall 2 Information Security Babis Kal 0
Human Resources 4 Databases Babis Kal 0
IDS 3 Databases Babis Kal 0
Mail Server 4 Software Development Babis Kal 0
Routers 3 Networks Babis Kal 0
ups 4 Human Resources Babis Kal 0
Web Server 4 Human Resources Babis Kal 0

Ewova 60 — Asset Report according to Risk (3)
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Ta report ta omoia agopovv ta threats kot ta vulnerabilities eivon po yevikn eikova,
Yo To oo, givon Ta kuprotepa threats kar vulnerabilities, ta omoia avtipetonilel to
TANpoeoplakd cvotnua. EmmpocOétwg, kar ota 600 report vmdpyel EvoeiEn mov
didvel moéceg eopéc amovtd kamowo threat M vulnerability, @ote o Information
Security Officer va €xet pio. TApn €OV Yo TIC KUPLOTEPES EVTADELEG Ko OTEINEG

TOL GLGTNLOTOG,.

Dashboard

View Details [+] View Details o

|shl Reports

Asset Report

Top Threat Report

Top Vulnerability Report

Ewoéva 61 — Top Threat Report

e

& Print

Top 20 Threats Report

-

Threat Name

Burning cables

Cross-talk

Disruption of power supply

Failure of existing safety devices

Fire

Insufficient knowledge of rules and procedures

Unfavourable Climatic Conditions

Showing 1 to 7 of 7 entries

Threat Category

Force Majeure

Technical Failure

Technical Failure

Technical Failure

Basic Threats

Organizational Shortcomings

Basic Threats

View Details

L1

View

View

27-05-2015

Count =

Ewova 62 — Top Threat Report Outcome
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Dashboard

View Details [} View Details [>] View Details o View Details >}
|l Reports
Asset Report View
Top Threat Report View

Top Vulnerability Report View

Ewéva 61 — Top Vulnerability Report

& Print

Top 20 Vulnerabilities Report

27-05-2015
Vulnerability Name “  Count =
Bad assignment of rights of use 2
Disposal or reuse storage media without complete format 1
Do not lock the computer by removing the user 1
Inadequate control to physical access 1
Lack of administrative controls 1
Unencrypted passwords 1

Showing 1 to 6 of 6 entries

Ewove 62 — Top Vulnerability Report Outcome
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Kepdhiaro 5

Exi)oyog

5.1 Xopnepdopora

Eivaw cagéc 6t1 1 Acoedrewn [TAnpogopiodv elvar avomdomacto KOUUATL NG
[TAnpopopiknis. Méom TG GUYKEKPUEVNG OWMAMUATIKNG €pyaciag o00Onke 1
dvvatdotro 1660 TG pHeAétng tov mpotvmov ISO 27001:2013 660 kot uebod®V
avdAivong emikvovvotntog 6nmg eivar 1 CRAMM, n NIST 800, 1SO 31000 «.1.A.

BéBota, a&roonueiowto eivor 10 yeyovog OTL amd Tn HEAETN Yo TNV €KTOVNON TNG
dumhopatikng, topatpridnke n avavouevn omeldn yia threats kou vulnerabilities, n
omoia eAloyevel. O ynelokog KOGHOG elvarl cuvey®mg UETAPAAAOUEVOS KOl O1 OTEIAES
av&avovtat ekBeTIKA.

[Ipokbdmtel Aowmdv OTL 1| PIAOGOPIN TNG AGPAAELNG TANPOPOPLOV KL TOV GLGTNUATOV
OV EUAOEEVOUV OVTEG TIG TANPOPOPIES TPEMEL v €ivol OVOTOCTOGTO TUNUO TNG
TANPOPOPLOKNG KOVATOVPOG, KaBOTL, oe kdbe véo emibeon mov devepyeitan,
dtakvPevovtal oNUAVTIKEG TANPoQopies, 0AAG kol TiBevtalr cofopd OKOVOUIKA

{ntpoto.

SOUTANPOUATIKA TPOS T £0¢ TOpo Otvmopéva, a&ilert vo avapepbel ot 1M
avamtuén g eQaproyng, M ool avaAlvdnke ce TPONYOUUEVO KEPAAOMO, OVESELEE
™V ovaykn dmuovpyiag evog TANP®G ovTopatomomuévoy gpyaieion, to omoio Oa
TpaypaTonolel 1660 Tig ypapeokpatikeés dudikacieg tov 1SO 27001:2013 660 kot
TNV AVAAVOT| EMKLVOLVOTNTAG.

5.2 Future Work

H gpappoyn, n onoio avamtdybnke yio T1G avAayKkeg TG SIMA®UATIKYG EpYaciag, eivat
pio TpMOTN TPOGEYYIoT GTNV AVTOUATOToiNoT TV dtudikacidv Tov 1SO 27001:2013
OAG Ko TG avdAvomg  EMKIVOLVOTNTOS. ZOQAOC Kot vrdpyovv meplimpia
BeAtioTtomoinong ylo TV QapUoy.

H e&EMEN ¢ epappoync pe v mnpn avtopatonoinor tov 1SO, dnuovpydvrag Tig
TOMTIKEG TTOV Yperdlovtor péca amd ETOES POPUEG TOV Ba GLUTANPAOVEL O YPNGTNG
Oa Mrav peilovog onuaciog. Emiong, m e£€MEN g avaAvong emkivouvotnTog HE
EUTAOVTICUO TNG €QOPUOYNG Kol pe GAAES peBddovg, Kot Tn duvatdTNTO ETAOYNG
pedddov amd Tov xpnotr, Ba NTav dVo TOAD onuavtiKd ototyeia mov Ba Kepdicovv
TNV TPOGOYN LG OTO AUECO HUEAAOV.

H emoyn pebddov elvar onuovtikn yoti n ka0 péBodog mpospépel d1opopeTIKA
OTOTEAECUOTO KO  OVTOMOKPIVETOL OTIS OLOPOPETIKEG OVAYKES TOV EKAGTOTE
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opyoaviopov. Avtd Ba propovoe va Bempnbei pia Kovotopia, Kabmg Oa vapyovv oe
pio epappoyn 6Aeg ot puéBodol avaAvong EmKIVOLVOTNTAG UE OLVATOTNTO ETIAOYNG
pebooov.

Q¢ onueio épevvag Kot avamtuéng o xdpog NG acedielag ivol £va medio To omoio
aroutel ovveyn €pevva kabmg eivor BEPato O6TL 6T0 TAOiGI0 TG €EEMENG, M omola
amovtd o KaOe Topéa T oNUEPIV ETOYY], KOl TOGO UAAAOV GTOV TEXVOAOYIKO, Elvat
QLOIKO emokOlovdo  va mpokvmTOLV VEX Oedopéva. Tov ypNLoLV  EVOEAEXOVG
JEPELYNONG KOl ALPOGIMONG.
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Hapaptnpo A

Anoteréopnoto PENETRATION TEST tov Xvetquoatroc «ISO/TEC
27001:2013»

KENTPO MNMAHPO®OPIKHZ YNOXTHPI=ZHZ EAAHNIKOY
2TPATOY (KEIMNYEZ)

ANOXOZ KYBEPNOAMYNAZX

ABnva, 15/6/2015

Meplopiopoi otV aTTOKAAUYN Kal XpRon TG Trapoucag EkBeong

H 'Exfeon avt mepiéyet TANpoeopieg oyeTikd pe duvntikd vyniol emmédov
TpOTa onpeio Tov cvotiuatog otoyxov (ISO/IEC 27001:2013), kabmg kot puebddmv
v v a&lomoinon tovc. O Adyog KvBepvodpovos cuviotd va Aappdvovran etdikég
TPOPLVAJEELS YO TNV TPOCTAGIC. QLTOD TOL EYYPAPOL KOl TOV TANPOPOPIDV TOV
EUTEPLEXOVTOL GTO TTOPOV.

To Penetration Test givar pio aféfon dwadikooia, faciopévn o eumelpieg Tov
TapelOOvToc, TANPoQopiec mov gival SOEGIUES ONUEPE KOl YVWOOTEG OMEINES.
[Ipéner va toviotel 0TL OAQ TO GLGTNUATO OGPAAENG TANPOPOPIDOV TO, OTOl0 €K
@Voenc egaptdvior and avOpomva dvta, givor evmadn oe éva Pabud. O Adyog
KvBepvodpvvag Bempel 1t 01 KOpleg 0dVVOUIES TOV CLGTNUATOV TOL OVOAVONKOV
&xovv mpoodoplotel, mapdia avtd, dev pmopel va mopéyet ooPePaimon Ot Oa
mpocdoptsfovv Oha Ta Thavd onueia advvopidV.

Ta cvumepdopato ™G TOPOKAT® O1OIKOGIOG OPOPOVV TN CLUYKEKPLUEVN
€KOOO™ TOV CLOTNUOTOG, KOOMC OTOLONTOTE GAANYY] UTOPEL VO TPOKOAESEL TN
onovpyia vEmv eumadeldv.

MepiAnyn

Katd v nepiodo peta&o 8/6/2015 kon 10/6/2015, o Adyog KvPepvodpvvog
detdyOn va extedéoet éva Penetration Test oto cvomua "ISO/IEC 27001:2013".

O ovYKeKPIUEVOS EAEYYOG EYIVE OO ECAOTEPIKN YPOLLUY OC VOGS OTOLOGONTOTE
YPNOTNG TTOV EYEL VO AVTIUETOTIGEL KO TIG OLOTAEELS OGPAAEING TOV VTOAOYIOTY].

O otdyog tov Penetration Test eivar va ovakoAdyel TLXOV adVVOUIEG
acQOAElOG 0TO &V AOY® OVLOTNUA, VO TPOGOOPIGEL TO E€MIMESO TOVL KIVOVVOL
COUPOVO [E TNV OovTioTOoyyN aOLVOUIO Kol Vo TPOTEIVEL OvTipETpO, MOOTE V.
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petplacbet o SuvNTIKOG AVTIKTLTTOG G€ £va amodeKTO emimedo.

To amotéheopo ™G SOKIUNG dEV NTAV EMTVYES KOL TO GUOTNHO GTOXOG OEV
Bpétnke gvdiwro.

Kab' 6An ™ dbpxetor avtig TG Stodkociog £xel EKTEAECTEL L0 EKTEVN CELPA
emMOEcEOV EVOVTIOV TOL GULOTNUATOC GTOYOV, TPOKEWEVOL VO, TPOGO0PIohovv
TPOTA onueio Tov Ba pmopovsav va BAGYOLY TNV EUTIGTELTIKOTNTA, OKEPULOTNTO
Kol 010G ILOTNTO TOV TAPOPOPIDV.

O éheyyog £ywve og 600(2) pdoeic:

A. Black Box cav kdmotog ypfotng mov 0ev £Yel SIKALMUATO GTNV
epappoyn (eEmtepikn tpodcPfaon).

B. Grey Box cav ypnomg (e€ovclodotnuévn mpdcfacn).

Eicaywyn

Kotd t d1dpkelo TpoypoptloTicéVoL EAEYXOV Yo DTapEn TuOV AdLVOULOVY, O
Ao6yog KvBepvoapvvag tov KEITYEZ npoéfn ot dadwkacio tov Penetration Test
oto cvotnua "ISO/IEC 27001:2013".

v apyn, ot cuvinkeg deaymync tov Penetration Test mepddpfovay unoeviko
eninedo mpocPaong, dSNAadn o emTBEUEVOG dev YVmPILE TIMOTO Y10 TO GUGTNUO, KOt
dev glye ta amapaimra dwmictevtiplo (credentials). tn cuvéyeia £yve €heyyog ue
TPOGPacn Aoy XPNOT.

Koatd v dibpxeta Tov Penetration Test, o Adyog KvBepvodpvvag viébece ot 10
oLGTNO GTOXOG OVIKEL GE TMEPPAAAOV TOPAYMYNG YPTCLLOTOUDVTOG TPOLYLLOTIKA
dedopéva Kot 0Tt OAOL Ol OIOKTNTES TOV GLOTNUAT®OV £X0VV evUeP®OEL Yo TIg
dpactnprotteg mov Ba AdPovv pépoc. Agv 660nke kapio TAnpoeopia. Enopévac, ot
eopeic g enifeong Nrov un eE0VC1000TNUEVOL XPNOTES YWPIS Kapio Tponyovpevn
YVOOT TNG OPYLITEKTOVIKNG VTOOOUNG Kot OLUOPPOCTNC.
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1. MovTtéAo avaAuong Eutrafsiwv

Evd n avakdAvym evnabeidv ivor éva moAd onpavtikdé opoGNo KOTA TNV
dwpkew, evog Penetration Test, 1 a&loldoynon xkdbe advvapiog TPOKEWEVOL Vo
extiun el 10 mapoyodpevo enimedo KvOHVOL €ival 1 TO oNUOVTIKY dtadkacio TG
EUTAOKTG.

Emedn «débe expetdiievon advvapiog sivor mbovo vo €yel T OkEG TNG
ovvéneleg, mbavotnta enibeong, oevdplo eniBeong, mbavotnTa emtvyiog eniBeong
aVTITAAOL, EIVOL OTOPOITNTO V. TPOGd0plobel 0 Kivouvog Yo kKabe cuvovacud TV
TOPAYOVTOV KIVOOVOV.

H Avéivon Evndbeiog sivar pio cuetnpatikng IpocsEyyion Kot v onoio o
kivduvog givatl cuvaptnon g

coPopdTTag TMV GUVETEIDV VOG avemBHUNTOL YeYovoTog (AvvnTikég Kivouvog)
Kot g mBavotrag piag emttuyovs enibeong (IMBavotyra Experdiievong).

Avoantoynke éva povtélo avaivong tpotov onueiov Baciopévo o debveig
BéATIoTES TPAKTIKEG DGTE VO CLUTEPIANPOOVV OLEG O1 LULPOPETIKEG CLVIGTAOGEG TTOV
emmpedlovv  tOov  aviiktvmo kot TtV mOavOtTNTO  TPOYUOTOTOINGOMG oG
GLYKEKPLUEVNG evTTaOELOC.

1.1 AuvnTikog AvrikTutrog (AA)

O AvvnTikdg Avtiktumog pmopei va vroroyloOei o TPEIS TOLOTIKES PETPNOELS
OV OTOTIUOVTUL GUUPMOVE PE TO OmOTEAEOHE 7OV £YeL M evmadeln oTig
TUPUKATO ovvieTOoes (Afieg: 1 - 5):

Anoliewo Epmotevtikomrog: H adio avtig g pérpnong eaptdror amd
TOV OYKO Kol TNV evoucincio TV dEd0UEVOV TOV OTOKOAVTTOVTOL.

Anoliewo e Akeparotnrog: H alio avtg g pétpnong e€aptdrol and tov
OYKO TV dedOUEVOV OV SVVAVTOL VO KATOSTPAPOLV KABMS KoL TNV EMEKTACT TNG
StpBopdc.

Anolrero AwwBgoypotntog: H afia avtg g pétpnong egoptdror and 1o
YPOVOOLAY PO TNG OLOKOTNG VNPECIOV KOl TNV KPIGIULATNTO TMOV VINPEGUDY TOL
dlokonTovTOL.

1.2 MeavéTnta EkperdAAeuong (ME)

Metd 1OV TPOGOIOPICUO TOV TEXVIKOV EMATOCEDV HUOG GUYKEKPIUEVNG
eomdbelog, M mOavoTNTO EMTLYXOVC 0EOMOINONG TG TPOTOTNTAS TPEMEL VO
evtomiotel. H mBavotnta pnopel va vmoloylotel 6€ OKTO TOLOTIKES PLETPNOELS, TOV
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yopilovtar og Vo katnyopiec: [Tapdyoviec Kivouvou kot Topdyovieg evmdbelag.

[Mopokdto ovoeépoviar ot TaPAYoVIEG TOL aPOPOVV TO TPOPIA KOl TIG
wKovotteg mov mpénel vo. €xovv ot emtifépevor (hackers) mote vo emtevydet
eKkpetdAievon g kabe evmdberoc (O kdbe mapdyovtag pmopei va Pabuoroyndei oe
KMpoko andl €mc 5):

. Eninedo yvdoemv: Avtdc o mopdyovtog Oeiyvel TIC TEYVIKEG IKOVOTNTES TOV
emTifépevou.

. Kivntpo: Avtog o mapdyovrog detyvel to kivitpo Tov emtifépevov.

. Evkapia: Avtdc o mopdyovrog deiyvel To omontoOUEVO ENimEdO TPOGPUCNC

TOV EMTIOEUEVOV.

. IInyn eniBeong: Avtog o mapdyovtag deiyvel Tovg Popeic eniBeong and v
omoia givar mposPhoiun n evmdOeia.

O mopdyovieg evmdfelag mov oyetiCoviar pe v mbovotnTa avokdAvyng Kot
eKpeTaAAEVONG amd évav paktopo (KAipaka yia kébe mapdyovra amd 0 Eog 4):

. EvkoAia Avakdioyng: Avtog o mapdyovtog 0giyvel TGO €DKOAO lvat yia
évav emtiBépevo va tpocsdlopicet v evmdbela.

. EvkoAio Ekpetdiievong: Avtdg o mapdyoviog deiyvel m0co gvkoAo gival
v évav emTIBEUEVO Vo EKUETOALEVTEL TNV gVTAOELXL.

. Anpocrotnto: Avtog o mopdyovtag osiyvel OGO dradedopévn eivor m
evndOera.
. EvkolAio evromopov Tov gvepyer®@v tov mpaxktopa: H aia avtig mg

pétpnong €aptdron amd TV YVNAUGILOTITO TOV EVEPYELDV TOV EMTIOEUEVOV.

2. Etritredo Kivouvou (EK)

o tov vmoloywopud tov Emimedov Kwdovov (EK) «kdbe oadvvapiog
moAlhamAiacidlovtan ot a&ieg Tov Avvntikod Avtiktumov (AA) kot g [TiBavotrtog
Expetrdrievong (I1E), Baciopéveg oty akdAovdn e&icwon:

EK=AAXIIE
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Agiktee Emukivouvvotnroc

Avtd ta Tpotd onpeia ivor kpiopa
Yo T0 cvoTnue Kot Bo Tpémel va
avtipetoniloviol opécmc.

Critical

Evprpata vyniot kwvodvov. Oa
TPEMEL VO, AVTILETOTIGTOVV TO

cuvtopdTepo duvatov, kabmg pmopel
High va B€tovv o¢ dpeco kivovvo ta
GLGTNUATO, 1] TO OEGOUEVA TTOV

EUTAEKOVTOL.

Evprpata pétprov kivdbvov, Ha
TPETEL VAL AVTILETOTIGTOVV YPNYOPa,
aALG pE dEVTEPEVOVOQ
TPOTEPOULOTNTOA.

Medium

Evpnipata yopniov kivdvvov, Oa
TPEMEL VO, AVTILETOTICTOVV €V EVOETM
xPOVO.

Evpripata yopnioo kivdvvov, Oa
TPENEL VO, AVTILETOTIGTOVV €V EVOETM
YPOVO.
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3. AvaAuon TPWTOTATWYV TTOU EVTOTTIOCTNKAV KATA TOV EAEYXO.

Total Vulnerabilities Fixed Vulnerabilities

B CRITICAL N LOW B CRITICAL N LOW
N HIGH N HIGH

Vulnerability: Sensitive Data Exposure

Summary: Zwv eopua dwyeipong yprot ("'/Users/EditUser™) a
aAAG Kot oto Tpo@il tov kdbe ypnotn ("/Profile") o

emTifépevoc umopel va 9l GTOV TNYaio KMOOKO TNG Critical
QOPLOG TOV KOIKO TOV YPNOTN GE LOPPT| KEWEVOL
(plaintext).

Solution: O dwkopiotng dev Bo mPENEL VO OMOKOADTTEL GTOV
ypnotn (Client) evaicOnteg Tinpogpopisc.

Vulnerability: Failure to Restrict URL Access Fixed:

Summary: TIlapampnOnke Ot otv kaptéha  dSayeipiong a

apyeiov ("/Files") dev ekteleitor 0 OmOTOOUEVOS
éleyyoc mpdcPaong pe amoTéAeGHO KATOL0G VO, £XEL
mpécPacn oce  avmv  Yopic oS va  €xel
avBevtucomonOel.

High
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Vulnerability: Remote File Inclusion (RFI)

Summary: Xmv koaptéha Owyeipiong apyeiov ("/Files"). O
OLYEPIOTAG TOL GLUOTNUATOG UTOPEL Vo oveRAcet
apyelo kaxoBoviov yapaxtipo. H epappoyn, oev Low
exterel Eheyyovg TV THTOV TV apyelov KATL TO
omolo emTpémel o avéPacpa Kol TNV EKTEAEOT
KakoPBoviwv apyeiov (webshell).

Solution: H epappoyn Oo mpémet va eAEyyet omd v pepié Tov
OWKOUIGTY, TOVG TOMOVS TV Opyelmv Kol va
emtpénel povo ovykekpuévovug (m.y. doc, docx, pfd,
xls, xlIsx).
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4. ZUPTTEPACHATA KOI ZUCTACEIG
4.1 Zuptrepaopara

O 1pOmOg EKUETAAAEVONC TOV AOLVOLLAOV TTOV BPEONKOY 6TO GVGTNLLO GTOYOG
elvol YvowoTOg 6T0 KOO Kot mopovuctdlel kKpioo enimedo teyvikol kivdvvov. Ta
axorovBa Tovifovv Bépata acpaieiog Kot Tpénel va egtactoby oe Bdog:

» Eivai duvato yia Evay 101 é£0061080TNHEVO XPNOTN TNE EPUPUOYNS VO
amoKTNGEL TANPN TPOSPacn otov eEumnpetnth aveBalovtag apyeio
KOKOBOLAOVL YOPOKTHPAL.

> AToKaAOTTETOL KPIGIUN TANPOPOPIo GTOV JOXEPIOTN TNG EPUPLOYNG
Yy eoppo dayeiptong ypnotn ("/Users/EditUser") oAAd kot 6to
po@il Tov kabe ypnotn ("/Profile") o emtiOéuevoc pmopei va det 6tov
Tnyoio KOOKA TG OPLAG TOV KMOKO TOL ¥PNOTN GE LOPON KEWEVOD
(plaintext).

> Xt0 pevov Files mapatnprOnke n duvatdmra upload kakopfoviov
apyeiov (web shell) kabdc 1 epappoyr dev mpoyuatonolel EAEYXOLS Yo
TOV TOTO TOV apYEi®V To omoia £yovv dikaimpa va yivovv upload oty

EPAPUOYT.

4.2 ZuoTAOEIG

To cvomua otdyog £xet Ppebel 6T elvar evdlmto og piKpd aptBuod Kot £100¢
emBécewv, ot omoleg Opmg Ba mpémel va UETPLAGTOVV OGO TO OLVOTOV
cuvtopdtepa 610 TEPPAALOV Tapaywyns. Ot embécelg mov mparypotomom Koy
Katd ) dudpkelo Tov Penetration Test eivat yvootéc oty hacking kowotnta kot
o€ TEPIMTOON TOL £VOg KAKOPBOVAOG ¥PNOTNG AMOPOGIcEL Vo EEKIVIGEL ML
emifeon, vdpyel duvaTdTTOG ETLITVYIOC.

Yuvenmg, 1 ovotacn Tov Adyov KuvBepvodpvvag sivar va tpaypatomromfovv
o1 010pBmTIKEG evépyeleg OV TEPLYPAPOVTAL GTO KEPAAOO 3 OGO TO duvatdv
GLVTONOTEPOL.

To eninedo acepaieiog mov meptypdeeTor KaODS Kol 01 GYETIKEG GUOTACELS
apopovv povo tnv web gpappoyn. Kivévvor yio thv ac@dieia ovtg propovv va,
mpoéABovv amd un aceoieig puvOUIcEC TOV OOKOUIGTAOV GTOLG OTOI0VG
npodkelTon vo erao&evndel.
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Biphoypagia
ISO/IEC 27000 — Information security management systems — Overview
and vocabulary
ISO/IEC 27001:2005/2013— Information technology - Security Techniques -
Information security management systems — Requirements
ISO/IEC 27002 — Code of practice for information security management
ISO/IEC 27005 — Information security risk management
ISO/IEC 31010:2009 - Risk Management - Risk Assessment Techniques
CRAMM User Guide
BSI IT-Grundschutz-Catalogues
NIST SP 800-30 (csrc.nist.gov)

Www.is027000.org

Www.is027001standard.com

msdn.microsoft.com

WWW.asp.net/mvc

www.mysql.com

Acopdreln ITAnpogoplokdv Zvotnpdtov, Kdatowog X. T'xpitloing A.,
I'kpitloing X, Exdooeig Némv Teyvoroyuwv (2004)
The Hacker Playbook — Practical Guide to Penetration Testing, Peter Kim
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