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Abstract |

Abstract

Information security is important for corporations. Decisions regarding security
involve uncertainties, complexities related to various scientific and technological
disciplines, and adverse impacts on business prosperity and goals. Risk
management methodologies are widely accepted and used to increase the
efficiency and effectiveness of information security, according to the priorities
and limited resources of each firm. The common belief is that risk management
offers a framework which summarizes scientific judgment and can be used to
support decisions regarding the security of information. Still, every year and even
on a daily bases, enterprises worldwide are reporting lost or stolen data and also
suffer the various consequences. Legal penalties, diminishing reputation, lost
costumers, financial losses are some of the most referenced examples. As risk
management is used in the field of information security, it has been considered not
only as a strengthening element but also as an opening. Some scientists and
affected parties perceive risk management as narrowly focused, non-scientifically
quantitative, overly quantitative, theoretical, and biased. If information security is
related with risk management, if information security is violated, if failures of
security are the cause of corporate loses, then where risk management has flows?
Is it a matter of application or lies to the core of the practices? Is the concept of
risk management misunderstood or security is unreachable? Those are some of the
questions that were examined. A literature review shows that information security
risk management is a scientific field for each own. Regarding security violations
the paper shows that, especially regarding confidentiality, incidents occur
worldwide. The impact of data breaches cannot be ignored in monetary terms as
they lead to losses. Finally, the paper identifies possible sources of information
risk management weaknesses. Future work could examine the given answers from
different angles, time periods, and sample selection criteria. The importance and
criticality of the issue can also lead to a depth analysis of how improvements in
risk management will raise the efficiency of information security. Furthermore,
other factors that can advance risk management practices can be found. This
research focuses on confidentiality, integrity and availability oriented studies can
be also held. It’s a field of growing importance, its critical for corporate success

and as the value and amount of information increases more research is necessary.
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1. Introduction 1

1 Introduction

Companies if they want to be competent and remain in the market they become
unavoidable cyber. As was declared in the Accenture Technology Vision 2013,
nowadays “every business is a digital business”. Technology is not just a current
state of doing business, but the new business form adjusted to an interconnected
and interdependent world. Enterprises use new technologies not just as means to
operate more efficiently, but also to evolve their activities [Accenl4]. This is,
also, true for middle and small companies [NSBA13], especially in the field of
telecommunications and technology [BCG10]. From the above can be contacted

that today companies need technology to conduct business.

Undoubtedly, the new technologies come with many benefits but also with
weaknesses and vulnerabilities, affecting not only companies but also
governments and critical infrastructures [DHSO05]. Focusing to enterprises, those
vulnerabilities can be identified in various corporate areas such as, hardware,
software, networks, databases, security policies and personnel. The fact that
vulnerabilities databases and classification [SeHo05] exists, proves the criticality
of the issue and the increasing number of errors found [MeunQ7]. The existence of
vulnerabilities standardization, such as the Common Vulnerabilities and
Exposures (CVE/CVE-ID) and Common Vulnerability Scoring System (CVSS)
are another proof of the existence of vulnerabilities. In that way is clear that

technology comes with vulnerabilities that eventually are identified.

The vulnerabilities identification is made ether from attackers or testers and
security experts. Nevertheless, the existence of vulnerabilities leave space for
attackers to exploit them and generally threats can materialize through the use of
the new, let alone old and not supported technologies. Every year, many security
companies like Sophos Ltd. [Sophl4], Symantec [Symnl14], McAfee Labs
[McAL13] and many others, but also governments such as the Australian Institute
of Criminology [Hutc12], which seems to be one of the most active, publish their
findings about attacks, make predictions of how they will evolve and inform the
public about computer security threats that big, medium and small companies
should expect to face, currently and in the near future. Even in the Strategic
Trends Programme of the UK Ministry of Defence 4" [MOD10] and 5" [MOD14]

edition is clearly stated that cyber-attacks are expected to increase in importance
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1. Introduction 2

and power. Globalization is the factor that magnifies the results and exposes

anyone in more influences.

Facing those threats information security is being used for protection of the assets
of an organization. Benchmarks and standards are usually set in order to adequate
achieve a security of a specific level. Such standards are the 1SO, COBIT, and
Sarbanes-Oxley Act [HKSARO8]. As the majority of scientific terms information
security “means different things to different people”. According to the United
States law, section 3542, Chapter 35, title 44, information security is “defined as
protecting information and information systems from unauthorized access, use,
disclosure, disruption, modifications, or destruction in order to provide integrity,
confidentiality and availability.” In other words, information security (InfoSec) is

usually defined as a three dimensions defense practice.

According to section 3542 of the US code, “Confidentiality means preserving
authorized restrictions an access and disclosure, including means for protecting
personal privacy and proprietary information.”, “Integrity means guarding
against improper information modification or destruction, and includes ensuring
information non-repudiation and authenticity.” and “Availability means ensuring
timely and reliable access to and use of information.” Usually those three

dimensions are symbolized in a triangle, like the following depicted in Figure 1.

Confidentialit C

SECURITY
Availability

Integrity
I A

Figure 1: CIA Triad
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1. Introduction 3

1.1 Problem Description and Motivation

In the practice of information security, risk management plays an important role.
Risk assessment, mitigation, evaluation and assessment processes are used to
enable IT security decisions that optimize the benefits in correlation with the
costs, supporting organization to achieve their mission [StGoFe02]. The main
purposes of the use of risk management as an iterative and continually ongoing
process, is to offer basis for security decisions based on evidences and control the

impact of violations, enabling companies to achieve their goals [Hump02].

Highly distractive corporate cyber incidents, though, indicate that information
security still fails to meet the security goals. Such incidents and well known are
the case of in 2006 the AOL search data leak scandal, in 2007 the D.A. Davidson
& Co failure to protect customer personal data, in 2008 the loss of blood donors
data of Lifeblood, in 2009 the RockYou! password database breach, in 2010 the
Ohio State University was hacked, in 2011 Sony experienced in their PlayStation
Network a data breach, in 2012 the HSBC Bank USA National Association
Names, Account numbers, account types, and phone, in 2013 Adobe Systems
revealed that their corporate data base was hacked and in 2014 Home Depot
suffered also a data breach. There even sites that report the data breaches of the
year, such as the privacyrights.org or even of the day, for instance the
databreachtoday.asia.

Such incidents pose many risks with serious consequences. Still in most cases
there is no lasting damage. Nevertheless, when such incidents become publicly
known, the impact for companies usually increases significantly [Pon13b]. In
other words, data breaches come with costs, especially if individuals are informed
about the potential source of the possible damage that may suffer [Pon12]. This is
the main reason they cannot be neglected. Companies face the challenge to get
even bankrupt as what they try to establish in years can be lost in the blink of the
eyes. For a brief state of the situation Symantec [Pon13c] reported in 2013 that
German and US companies had the most costly data breaches, $199 and $188 per
record, respectively, with total cost for Germany at $4.8 million and US at $5.4

million.

From the various incidents that occur even though information security practices
are followed, raises the question of where the weaknesses in the current state of

measures are laid. As information security is usually implemented according and
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1. Introduction 4

in relationship with risk management, a possible source of these breaches can
exist in the risk management itself. In order to proof such a relationship, risk
management should fail before information security and a way to verify that these
incidents repeat in this sequence for a sustainable amount of cases, is necessary. If
this causal relationship hypothesis can be proven, knowing what causes the
information security failure, at an important percentage, would allow more

effective predictions, influences and understanding.

The goal is to improve security practices focusing on the factors that create
weaknesses. Even if the weaknesses may not be overcome, knowing the paths that
lead the current attacks and technologies to violate the corporate and human
rights, consists an important perspective of the situation. Assuming that the way
risk management design and implementation is an important source of this
misdirection of the security resources and forces, further examination is
necessary. The most crucial factors that lead to risk management failure should be
identified, studied, analyzed and if possible be measured and correlated. In this
study emphasis will be given to the main factors that mislead risk management

efficiency.

Having stated that, it should be added that the experience of the past is important,
but the current technologies allow and more dynamic approaches, even real time,
consequently a faster adjustment to the new threats it may be possible. As more
intelligent attacks are expected, defense has also the means to advance. The aim is
still related in terms of money and time. Security, seen as an important factor of
success for corporations, is studied in relation to risk management flows, in order

to allow a more focused analysis and dynamic development of solutions.

1.2 Structure and Objectives

In this research, after the comparison and contrast of information security and risk
management, is examined if information security fails in terms of confidentiality,
analyzing incidents in different geographical and time dimensions. In order to
evaluate the importance of such security breaches, the cost of incident is taken
from reviews. Also, estimation is attempted based on the number of records
breached and the cost per record. This approach tries to show the impact of an
incident for an organization. Finally, the factors that cause risk management to be
less effective are identified and analyzed, to enable more focused future studies

right in the core of the problem, if it lies where identified.
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1. Introduction 5

After a brief review of the related work in Chapters 2 and 3, the main body of this
study begins with the analysis of the two milestones for this research: information
security and risk management. In Chapter 5 the examination of studies of
incidents where information security existed and failed, in terms of confidentiality
and presents proof which shows that information security has still weaknesses and
consequently space for improvement. In Chapter 6 review of cost estimations and
a cost analysis by the author based on Ponemon institute data, indicate that
weaknesses in information security cannot be neglected from companies as they
are accompanied with costs. The factors, that possible consist the main limitations
of the current risk management practices, are examined in Chapter 7 to conclude
that risk management is not the problem itself. The critical factor is the way it is
understood and applied. An analysis of the results and indications for future work
are given in Chapter 8 along with the main conclusions and limitations. In the
Appendixes section more information directly related with this study and
especially the experiments conducted by the writer can be found.
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2. Methodology 6

2 Methodology

The research methods differ from each of the stages of the investigation, mainly in
the part of analysis. Still the main pattern which is followed is that they are based
on evidences already published. In other words the data processed in the ways that
will be described soon in more detail, come from various credible sources but they

are not data that have been proprietary collected from the author.

There are two main reasons for this research decision. First, the time limit for a
master thesis and conducting it in a country which the market is unknown for the
writer was the first obstacles that unavoidable led to a literature review approach.
Secondly, the diversification and credibility of various sources in an international
level are already available data that can produce valuable information, seen and
analyzed from deferent ankles. Instead of seen the above as obstacles, is attempted

to turn them into opportunities and give useful results for the community.

Because the research consists of a series of different approaches, it is considered
as more appropriate each one of them to be reported more analytically separately
in its relevant chapter, as a section. In the introductory section of each chapter the
theoretical frameworks and methodology will be explained in more detail.
Consequently, this chapter contains a high-level, general, description of the
methodology that high lightens the reasons those choices where maid and what
each approach tries to achieve.

For the part where case studies are analyzed three databases of reported data were
used as proprietary sources, examining incidents from 2005 up to 2014. The time
frame examined varies based on the experiment healed. The source databases are
the privacyrights.org and the databreachtoday.asia. The purpose was to collect the
most characteristic incidents for different market sectors, method of leakage,
geographic and chronological period. The basic criteria for the collection of the
incidents were the size of the damage caused in a combination with the above
factors of type of operation, location, year of the incident and the source of the
incident. This attempt tries to highlight the ongoing and long-term failure of

information security.

In the cost analysis, a monetary approach was made. Data from 2006 up to 2014

about the number of data records breached were collected. An average incident
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2. Methodology 7

cause loses among 5,000 and 100,000 records. Based on that, a further selection of
data has been made. The remaining incidents were correlated with the estimated
cost per record as estimated from the Ponemon Institute. Furthermore, throughout
the above researches, a detailed literature review is presented alongside. The goal
is to show a more thorough and representative picture of how reality may be. The
calculations made and the reviews of other studies are important as it can be seen

easily that security has lot of information available, compared to the past.

A structured literature review was conducted in order for the factors that affect
possible negatively or at least eliminate the real potentials of risk management to
be identified by the development of an initial pool of items to compare, present
and construct. The goal is to collect and integrate the most important, that will be
the most referenced. The attempt is to summarize, analyze and correlate these
items in a neutral perspective. However, it is not possible to remain neutral. A
broad coverage was attempted, but it is limited to those sources available to the
public and those publications that are understood in terms of language. The results
are organized and arranged conceptually, so that works relating to the same items

appear together.

The following subsections describe the selection of sources and keywords with
which we required the databases. A) Selection of Scientific Databases: For our
collection of relevant publications, we used the following databases which taken
together that allow searching security and IT-related journals, articles and papers.
Those were mainly Google scholar, OPAC of University of Regensburg. This
selection of scientific databases allowed searching the abstracts of Management
Information Systems (MIS) journals and allowed accessing the full text the
majority of them. It was chosen to query whole scientific databases without
restricting the searches to specific journals or proceedings in order to gain high
coverage of all relevant sources, to be as exhaustive as possible and to find more

techniques and defensive tactics.

For the same reason, the queries were not restricted to a fixed time frame. We
searched all covered years and did not exclude older papers. B) Selection of
Keywords: we were looking for papers in English languages whose titles
indicated that the publication is about IT security and especially risk management.
Out of those, we were looking for papers that mention incidents or risk-related

terms in either the title or the abstract, with an orientation to failure. The
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2. Methodology 8

keywords were selected from domains of IT security and IT risk management. To
assure the quality of the keywords, the selection was done iteratively by sending
test queries to the databases and by adding multiple synonyms and plural forms.
For the terms related to IT security, we added commonly mentioned attack

models, and according acronyms.

Also, we queried the databases to search for papers with a title related to IT
security and security-related terms, as well as risk manage weaknesses in title. We
used further filters, such as searching for journals and proceedings only, papers
with full text available as well as exclusion of psychology and chemistry journals.
Application of these further search filters excluded papers and thus, reduced the
set of relevant papers. The resulting papers identified by keywords search have
subsequently been evaluated, based on their titles and other metadata, and later

based on their abstracts in order to assess their relevance for this study.

Some papers were out of scope and were therefore excluded. Out of the remaining
papers, access to a sustainable number was granted. These have been evaluated
based on a review of the whole content. This step resulted in exclusion of another
few more papers which were out of scope. Content analysis of the final papers
resulted in this thesis. The high number of initial sources items required to reduce
the number of items to a manageable set given the time and defuse mode of this
research. More demonstrations of the way the methods chosen are fit with each
one of the research questions. Also, how the data was collected, recorded and
analyzed is described more clearly in each chapter, as well as, the rationale for

sampling and the choice of representative cases.
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3. Review of Previous Work and Terminology 9

3 Review of Previous Work and Terminology

Many studies have been already made in the field of security. In this section the
main concept is the review of studies and the progress made in the field,
especially related with what is being considered as the state-of-the-art. The main
focus of the study is how to improve security, in terms of confidentiality, in the
area of information and through the revision of risk management. For that reason,
the studies that will display and discusses are those that mainly contribute to this
study and where the credit should be given. If these works weren’t already
published, this paper wouldn’t be able to be produced. Also, in every chapter the
references will show with more accuracy what has been taken from whom or what

idea has inspired a series of thoughts.

In this part, beginning from the term security and progressing to information
security, an attempt to cover basic terms is made. The analysis of risk
management and information risk management works, studies, polices and
standardizations will be also presented, along with the related literature. This
attempts to offer the description and explanation of basic terms in order for the
main body of the study to be easier to understand for the reader, based on the
same interpretations of the terminology. Furthermore, is important to mention
from the beginning that a common glossary, easy to access is used and more
specifically the revised glossary of NIST [NIST13]. This is based on a thought
that even though the same language and words are used, the meaning sometimes
differ, consequently a common reference was though as necessary for better

understanding and more effective communication of the main ideas.

3.1 Information Security related Terminology

Security has been defined as "a form of protection where a separation is created
between the assets and the threat." [Herz03] Generally, is applied to any tangible
and intangible asset that is considered as valuable. But with the globalization and
the connectivity to progress with light spread, security still remains limited in
borders and funds. Balady and Lehman [BelLe72] referring to the five laws of
software evolution stated the law of restricted growth. This is not the case for
security; even if it is dependent on many parts with limits to evolve security can
adjust based on logic and innovation, which is an only limited to human ability.

But science may be possible to overcome this obstacle by creating even more
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intelligent humans [Yongl3] or machines to take the place of personnel. As
Kenneth Geers [Geer11] observe, security has evolved from a technical discipline

to a strategic concept.

A common question is about the truthfulness or even the existence of security.
Many scientists state that security is a mirage and if someone wants to define it
should eliminate it in time, source of threat and cost [Schn99]. It exist though and
another perspective that “security is both a reality and a feeling” [Schn07]. It
seems that what is interpreted as the reality of security is what can be monitored,
measured, predict and plan. On the other hand, security is related the individual
psychological believes, ideas, actions and reactions to risks, threats, weaknesses,
vulnerabilities, assessments, audits, rules, processes, procedures, standards and
security measures. To put it simple how people behave and are manipulated from

rewards and punishment.

The subjectivity is difficult to eliminate in security. The same is true for controls
used. The term ‘perceived security’ is usually widely used in literature [MeHu12]
[Ram11] to express this phenomenon. The interference of perception in security is
critical as can turn the focus in the opposite direction from which the real threat is
preying. That could be also the result when the existence of security measures
give the illusion of security, whereas controls are not security and one measure
may eliminate another and they may create new weaknesses. As it is commonly

said ‘every solution to a problem creates new problems’ to deal with.

Another important term related to the perception of security is the term ‘security
theater’ [Galt10]. What this term indicates is that security is deployed in order to
make people feel secure. That also comes with the possibility of feeling insecure
at a higher level than the real one. The sensitivity of its individual differs and lies
to many factors, but in the context of security ‘theater’ is best used when leads
people closer to the real picture [Schn07]. Of course, the level of ‘theater’ should
not reach the extremes because those will unavoidable expose the valuable assets
into more dangers and in a more brutal way as in a state of surprise they will be
taken by force. That again will lead to the loop of misgauging the same source of
danger in the future.
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The broad field of security contains a series of terms, used in different scientific
areas like in technology, finance, political studies and many others. Here those
terms will be interpreted to cover the technological needs. For the presentation of
the terminology many resources could have been used. Based on the acceptance
definitions from standards were preferred as more accurate and complete. Also
they form the main source of relevant definitions. Thus, the NIST glossary is the

main source of the following brief terminology review.

Security derives from the need of assurance. From various sources such as SP
800-27, SP 800-37, SP 800-53A, CNSSI-4009, SP 800-39 and SP 800-63,
assurance is defined as the ground or measure of confidence that the security goals
are met, in terms of functionality, performance and polices. Sufficient protection
IS necessary to be used not only for sufficient resistance against intentional
penetrations and by-passes, but also against unintentional errors. Those safeguards
or countermeasures or controls are commonly considered according to SP 800-53,
SP 800-37 and FIPS 200 as “actions, devices, procedures, techniques, or other

measures” that aim to decrease the information systems’ vulnerabilities.

Those countermeasures are the milestones of defense. The term ‘defense’ is
usually followed from the term ‘in breadth’ or the term ‘in depth’. In the first case
defense is perceived as a set of multidisciplinary activities systematically planed
and conducted through a system and its life-cycle [UMB12]. When security is
applied in various levels of an organization in a corporate wide strategic plan
which integrates technology, processes and personnel, defense is characterized as
in depth. Today, an interesting term in defense is the characterization ‘invisible’.
It refers to the application of the latest discoveries in fields such as “quantum
mechanics, neuroscience and human consciousness” with the goal to ‘defuse
tensions’ and eliminate hostility. Targeting the root of hostility strives for peace,
currently it is mainly related with national security [IDT] but it has a global

potential by design.

Risk, for information security, derives mainly from the loss confidentiality,
integrity and availability that will impact an organization. The risk is usually
perceived through the likelihood and the consequences. At the one angle is the
probability with which a danger may materialize, simply an exploit to be made or
a vulnerability to be triggered. Secondly, the losses that may occur are part of the

risk. FIPS 200 defines risk as “the level of impact on organizational operations

Master Thesis Myrsini Athinaiou, 2014/15



3. Review of Previous Work and Terminology 12

(including mission, functions, image, or reputation), organizational assets, or
individuals resulting from the operation of an information system given the

potential impact of a threat and the likelihood of that threat occurring.”

Uncertainty is usually confused with risk. It implies that lack of certainty, as there
is limited knowledge related either with the existing state or the final outcome. A
common definition of uncertainty is the so called knightian uncertainty. Frank
Knight at 1921 in his work entitled Risk, Uncertainty and Profit, identified the
distinguish between risk and uncertainty. More specifically “Uncertainty must be
taken in a sense radically distinct from the familiar notion of risk, from which it
has never been properly separated.... The essential fact is that 'risk' means in
some cases a quantity susceptible of measurement, while at other times it is
something distinctly not of this character; and there are far-reaching and crucial
differences in the bearings of the phenomena depending on which of the two is
really present and operating.... It will appear that a measurable uncertainty, or
'risk’ proper, as we shall use the term, is so far different from an unmeasurable

one that it is not in effect an uncertainty at all.” [Knig21].

In the common vocabulary of security also belong the terms vulnerability,
weakness and exploit. The effects of hostility when they cannot be withstood are
usually referred as vulnerability. According to SP 800-53, SP 800-53A, SP 800-
37, SP 800-60, SP 800-115 and FIPS 200 vulnerability is the “weakness in an
information system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat source.” Another
usually encountered term related to vulnerabilities is the window of vulnerability
a.k.a. WoV and is used to define the time frame in which defense loses ground or
is not existent [ArFiMc00].

In contrast to security comes the insecurity. A possibility that an incident has
been investigated, evaluated and possesses a threat that may jeopardize the
information that needs to be protected is a way to define it [GeKa02]. Any source
of risk is a form of insecurity. Before we move to the analysis of information
security the term classified information will be clarified. The information that is
considered as sensitive requires, usually by low, to be protected in terms of
confidentiality, integrity and availability. Access rights should be in place and any
type of penetration is penalized. Usually clearance is needed from a separate body

for the possession and processing of classified data. The information can be
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separated in levels of criticality and relevant security measures to be established

accordingly.

In this context information security is defined as any practice and measure
applied in order to protect against unauthorized access, processing, modification,
disclosure or destruction (44 U.S.C. § 3542(b)(1)). Information Technology
security or computer security is the set of measures, processes, tools and skills
applied to protect against threats. They attempt to assure that data are protected
when incidents of different types arise. Corporations pose in most of the cases a
great volume of confidential information about their personnel, clients, products,
patents, research and development projects, production, strategic plans, economic
data and many others. This information is, in most of the cases, in electronic form.
As a result, an unavoidable concern for organizations is how to balance the costs
for security measures in relevance with the potential damage they may suffer in

case of an incident.

Information security having evolved covers many technical aspects and it
possesses also an interdisciplinary character. Risk management practices are used
and the field of information security management system (ISMS) [Kers12] has
evolved. Polices, processes and systems should be in place and manage risk.
ISO/IEC 27001:2005 is based on the approach of the Deming cycle of Plan-Do-
Check-Act, abbreviated and as PCDA, for the risk management process
[Humpll]. The revised ISO/IEC 27001:2013 can be also used with different
management processes, such as Six Sigmas and DMAIC. There are many more
practices, for instance COBIT, the German IT baseline protection, the Japanese
and Korean ISMS and others, for the risk management application in information
systems. Also many studies have been made that analyze them and contrast them
[ENISA06], [Str11], [Shwa07].

Four are the main components of the information security landscape: assets,
threats, vulnerabilities and controls. In the context of security, asset is anything
that has value for the owner and as a result needs to be under protection. The
digital assets though, are in the intangible assets which imply that are invisible
and also they can be relatively easily duplicated. The reason information security
has emerged to a today’s trend, lies in the existence of vulnerabilities. The term
‘vulnerability’ can be defined as a weakness in a digital system which can be

exploited [WeSaRo009]. Among others common software vulnerabilities are when
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the user inputs software without confirming its validity, as well as when uploads
files without ensuring the specifications of the file if are proper for the software,
cross-site scripting, which occurs when the user’s input is used without
verification from other users, buffer overflow when more data are in a storage
location than it can hold and as a result other data are overwritten, missing
authorization in parts of programs where the credentials of users are not required
and unencrypted data, saved or transmitted over networks.

It is important to state hear that encryption sometimes is considered as panacea,
but except from the fact that the safety offered is a matter of cost and time,
sometimes there are other ways to attack without to have the need to deal with the
obstacle of encryption. In other words, encryption should be tackled with caution,

as any other security measure.

Penetration testing and vulnerability assessment are two common processes
that sometimes are confused. Vulnerability testing emphasizes to the discovery
and identification of areas where are vulnerable to computer attacks, whereas
penetration testing focuses to the gain of access as much as possible and within
the contract agreement [SANSO06]. The basic steps in penetration testing are the
planning and preparation, the information gathering and analysis, the vulnerability
detection, the penetration attempt, the analysis and reporting and finally the
cleaning up [SANSO02]. In other words, the tester tries to learn the most possible
about the target. After the software used can be assumed, common vulnerabilities
are found and a verification of the software assumption can be made. In stealthy
penetration test these processes will repeat before an attack is lanced, in
vulnerability assessment though the attack will not be launched and if the

vulnerability was exploitable or not won’t be found [SANSO06].

Two are the main procedural vulnerabilities according to bibliography, the
password procedures and the training procedures. The term ‘threat’ is referred to
the methods, motives, skills and knowledge attackers possess and can use in order
to take advantage of somebody else’s digital assets and retrieve from them what
they need or want or put them under their command. The treats are uncountable as
undetected are the vulnerabilities. Viruses, worms, malware, DOS and DDOQOS,
phishing, Rootkits, Zero-day exploits, Zombies, packet sniffing, password
cracking, social engineering, drive by download, are some of the most popular in

the past and now. The role of security is to eliminate attacks, discourage attackers,
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minimize vulnerabilities and recover from damages. In order to avoid mistakes
and best practices to be followed various controls are established. In many cases
special guidelines deriving from protocols are applied. Controls are usually
categorized in physical, non-technical methods of preventing damages and
technical, which tend to be embedded in procedures and systems measures of
prevention. [SANS02]

On the other hand, those measures that are well structured, like best practices, are
well known and can be studied until an opening is found. At the same time, if
security experts find the weakness first, then security is improving because of that
exposure. Also, an attack that has been conducted can as well reveal the weakness
or weaknesses existing in a system (like Pen Testing, but in those cases illegal).
Furthermore, some advanced organizations have adopted very complicated IT
control systems, which are difficult to understand, but they also train their people
properly and many goals are efficiently achieved in that way, while at the same
time an attacker easily realizes the risks and the consequences of attacking such
corporations. But as many criminologists claim, lows and dangers are for those

who won’t commit the crime. [SANS06]

Attackers are also categorized in various types. All of them have common
characteristics. They don’t want to be caught; they search for access and
communicate the weaknesses or information gained. Their behavior resembles in
that way as they attempt to conceal themselves, escalate after access and earn
money or recognition. The categorization of attackers is made based on various
criteria. Some common criteria are their skill level, the resources usable to
attackers, their motives and intentions as well as the possibility of a particular

system to be attacked from a type of attacker [Heck05].

Attackers can also be classified to internal or external from a network perspective,
passive or active based on their ability to change the status of the network and
adaptive or static when after the attack has started can or can’t change their
resources and continue to build their capabilities [Raym00]. Many stereotypes
though interfere between the attackers’ profiles and the actual capabilities and
views that they have [AtCall]. Consequently, they should be taken as a base for
further analysis; also many different methodologies can be used for more accurate
results. Usually, each organization develops their own profile and categories of

attackers.
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As the majority of scientific terms information security “means different things
to different people”. According to the United States law, section 3542, Chapter
35, title 44, information security is “defined as protecting information and
information systems from unauthorized access, use, disclosure, disruption,
modifications, or destruction in order to provide integrity, confidentiality and

availability.”

» Confidentiality: According to section 3542 of the US code, “Confidentiality
means preserving authorized restrictions an access and disclosure, including
means for protecting personal privacy and proprietary information.”

* Integrity: “Integrity means guarding against improper information
modification or destruction, and includes ensuring information non-
repudiation and authenticity.”

» Availability: “Availability means ensuring timely and reliable access to and
use of information.”

In the corporate environment competition is a common term. Security is an

essential part, as technology is advanced but still imperfect. Any adversary will

look for the competitors Achilles heel. The corporate systems are thus a very
attractive and prominent target. The cyberspace is an arena where most companies
face asymmetric threats compared to the means they can invest. At the same time,
from a business perspective, whatever is an obstacle is also an opportunity. Each
company’s IT system that becomes a target holds the field advantage. The
attacked companies can make changes to their hardware and software at will.

Predictable defenses are doomed to fail, as attacks evolve rapidly. What corporate

competition in the cyber field shows, is that unique environments, unfriendly and

unseen to attackers, before, can prove important for defenders. Security, in this
dimension, is essential to be implemented based on imagination, creativity and the

use of deception. [Geerl1]

No organization can ignore security. Cyber threats jeopardize any company’s
short and long term profitability and survival [Jam13]. Due to the intensiveness
and aggressiveness of the cyber competition among not only companies, the term
‘cyber war’ has emerged. This term make any electronic device a target and a
weapon. Synonymous to cyber war are the terms “speed, surprise, economy of
force and asymmetry” [Geerll]. In the bibliography is identified that once a

system becomes important for the user, attacks emerge. They are followed by
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defense mechanisms and discovering techniques. Then more advanced attacks are
lunched and improved more sophisticated defense emerge. In other words an
‘arms race’ is taking place where attackers and defenders compete [YaYul3].
Cyber war makes also possible its existence to be only known from the direct
participants. Thus, any observation based on data published has a limited

truthfulness and relation to the reality.

3.2 Corporations and Risk Management

From a corporate point of view, source of threat can be many different groups and
people. Criminals with intent to make money through fraud, operating usually in
groups, industrial competitors and foreign intelligent services that search to learn
the competitive advantage, hackers challenged to penetrate a system and disrupt
operations and hactivists moved by ideologies and political reasons are some of
the outsiders that a company is threatened. Inside the company also the company’s
own employees pose a threat, with malicious intents or unintended mistakes. The
goals of the attackers, when targeting a company, can also vary. Intellectual
property, commercial sensitive data, disruption of operations, exploitation of
weakness targeting partners, subsidiaries and suppliers are some of the common
targets. [UKG12]

Every danger, no matter the source or the motive, is understood as risk. The word
risk it seems to derive from the old French world risqué, which means “danger, in
which there is an element of chance” [Litt63]. Another term commonly used in
risk management is the word hazard, which comes from a game of chance
invented at a castle named Hasart, in Palestine, while it was under siege
[OxEnDic89]. Games of chance and gambling were depicted in Egyptian tomb
paintings from 3500 B.C.E., but a “scientific” or statistical basis for gambling was
presented during the Renaissance. This was because the Hindu-Arabic numbering
system appeared in Europe between 1000-1200 C.E. allowing calculations
beyond simple addition and subtraction to be performed. However, it wasn’t until

the Renaissance that the ten digits 0-9 replaced fully the Roman numerals[Litt63].

During the Renaissance, Girolamo Cardano, a sixteenth-century physician,
gambler, and mathematician wrote a book titled, Liber de Ludo Aleae (“Book on
Games of Chance”) that seems to be the first study of probability in cards, dice
throwing, and gambling. Also, Galileo, in about 1630, wrote a brief essay, Sopra

le Scoperte dei Dadi (“On Playing Dice”), in part to please Cosimo II, the Grand
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Duke of Tuscany. According to Bernstein, other great thinkers contributed to the
growing body of literature on the subject. Mathematicians and those organizing
large bodies of data such as birth and death records established properties and
rules concerning sampling, actuarial tables, and ways to predict behavior and

events occurring in population. [Litt63]

Money and financial interests drove early thinking on the topic of risk. Aristotle,
in his treatise Politics, discusses the concept of options — a financial instrument
that allows individuals to buy and sell goods from one another at pre-arranged
prices. Since then the derivative market has grown and also the term insurance.
Insurance is a financial tool that reduces risk for a person or party by “sharing”
potential financial burdens with others, who are compensated in various ways for
taking on the added risk. The roots of insurance reach back to 1800 B.C.E. when it
was used to help finance voyages by ships. An early form of life insurance was
provided by trade and craft guilds in Greece and Rome. Lloyds of London, one of
the best-known insurance companies in the world, was born in a coffee shop near
the Tower of London in 1687, in part because the shop was a gathering place for
ship captains who shared information about past and upcoming voyages, routes,
weather, and hazards. [Litt63]

Uses on insurance have expanded greatly since. The Industrial Revolution created
new risks derived from technological factors. Steam engines, especially in ships,
were the vulnerability that could cost more human lives than any other human
invention until the late 1700s. Since the Industrial Revolution, risks and hazards
have transformed rapidly. The size, usability and potential disasters vary
[PDA12]. After World War 11, large companies with diversified portfolios of
physical assets began to develop self-insurance against risks, which they covered
as effectively as insurers for many small risks [EhBe72]; [DiEe85].

Risk management began to be studied after World War 11, associated with the use
of market insurance to protect individuals and companies from losses associated
with accidents. Several sources [Croc82]; [WiHe95]; [HaNi03] date the origin of
modern risk management to 1955-1964. The first two academic books were
published by Mehr and Hedges [MeHe63] and Williams and Hems [WiHe64]. In
1980s, still with a financial orientation, risk regulations began, with firms
developing internal risk management models and cost calculation formulas to

hedge risks and reduce losses. Risk management acquired its importance in
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corporations in the late 1990s, where management policy and monitoring of risks
was reported to the board of directors. Risk management or audit committees led
to the creation of the Chief Risk Officer (CRO) position. Merrill Lynch in 1987

created the first risk management department in a bank. [DiGel3]

Various scandals occurred in 1994-1995 associated with misuse and speculation
of derivatives, and with an increasing impact. Many regulations emerged to
govern such incidents. The financial crises and security violations are an everyday
proof that those rules, regulations and methods don’t prevent effectively the worst.
The goal of risk management though is not safety, but in a corporate environment
risk management aims to create a reference framework that will allow companies
to handle risk and uncertainty, at acceptable levels for their own needs. An
integrated risk management approach must evaluate, control, and monitor all risks

and their dependences to which the company is exposed. [Litt63]

In general, risk is a combination of the probability or frequency of an event and its
consequences, which are usually negative, unwanted. It can be measured by the
volatility of results and the distribution of incidents during time. Uncertainty is
less precise because the probability of an uncertain event is often unknown, as is
its consequence. In this case, it is preferably to refer to precautionary rather than
preventive activities to protect against uncertainty. Lastly, in finance, risk related
to activities with future risks that may generate positive or negative results. The
term risk has also been categorized in the business terminology to pure, market,
default, operational, liquidity and many others. [DiGe13]

3.3 Scope and Logic of this study

As enterprises are all the more dependent on automation and integration, in this
study, the emphasis is given to the information security risk management. Here
the risk is related to the use of information technology and digital systems
[StGoFe02]. The IT risk requires as the other risks, such as market risk, credit
risk, operational risk and liquidity risk, treatment and management preferably
based on comprehensive framework and guiding principles. In Figure 2 is shown
the elements involved in risk management. Identifying the potential risks,
assessing, measuring, monitoring and controlling them are the necessary general
steps that an organization needs to undertake in order to meet its strategic goals
and objectives [TeAs10]. Information technology risk management takes those

processes and deals with the unique characteristics of technology and cyberspace.
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The process and methodology of risk management is adjusted to the stature,

environment and nature of information systems.
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Figure 2: Risk Management Process

Having seen some of the important basic terminology used in this thesis, the
structure of the research will be briefly presented. Risk management and
information security will be examined an analyzed in more detail in the next
chapter as they are in the core of the research subject. The aim is to examine the
state of IT Security, focused on the aspect of confidentiality and connect it to the
IT risk management practices and objectives. In order for that attempt to be
achieved is necessary first to examine the relationship between security and risk
management, then to evaluate the state of confidentiality from a technological
perspective. After that if the subject is of financial interest, especially for

organization, IT risk management practices will be analyzed.

The remainder of this thesis is structured as shown in Figure 3, Table 1 shows
which sections are related to our four research questions presented in Chapter 2.
The research is assembled in four parts:

= Part 1: Risk Management and Information Security
= Part 2: Confidentiality Violations

= Part 3: Impact/Cost of Data Breaches
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= Part 4: Objectives and Obstacles of IT Risk Management

These parts examine the relationship of information security and risk
management, the state of information security, focused on confidentiality,
analyzes the impact of security failures and searches of advances in IT risk

management to improve the current state of information security.

anagemnt
Volutiop

fmportanc eof

‘ gnfom_lation
’ Futy failure
’ Informagig,

Security fy;
ail
R,elam)flship of

Figure 3: Structure of this thesis

Table 1: Research Questions and Chapters

Chapter Research Question
Chapter 4: Risk Management and What is the relationship between IT
Information Security Risk Management and Information
Security?
Chapter 5: Information Security Fails Does Information Security fail?

(emphasis to confidentiality)

Chapter 6: Cost of Data Breaches What is the impact of Information

Security failures?

Chapter 7: Factors that lead to Risk What factors of It Risk Management
Management Failure should be reexamined and evolve to

improve Information Security?
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The foundations of relevant technologies and the theoretical background are
introduced in Chapter 3. Based on these foundations the main part of this thesis is
divided into four major components. First, Chapter 4 presents an in depth
description of the differences and similarities of risk management and information
security and examines their relationship. IT security failures with an emphasis to
confidentiality are studied from multiple angles in Chapter 5, in order to examine
the hypothesis that information security fails. In Chapter 6, is presented and
estimated the impact of information security failures in monetary terms. The
purpose is to verify that this area of study is of importance to corporations.
Finally, in Chapter 7, we analyze the factors that may keep the potentials of IT
risk management limited. In that way the areas where the information security
inefficiency is lying are tried to be identified. This study attempts to serve as a
basis and indication of the weaknesses that can be improved or adjusted to
improve the implementation of information security. In Chapter 7 the conclusions
and limitations of this research are stated, along with indications about future

work.
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4 Risk Management and Information Security

The purpose of this chapter is to present the main goals and methods used from
information security and risk management. Apart from the presentation of the
basic issues in the field examined from experts, the weaknesses found will be
discussed. In our research breaches of information security are examined. How
information security is related with risk management is what this chapter attempts
to discover and present. It is a quest that has a changing answer through time. At
the early years searching for a connection between information security and risk
management is like searching for a ‘needle in a haystack’. The one was preceding

the other; still their components were eventually related and finally connected.

The relationship of information security and risk management is essential to be
established in order to be able through the examination of the violations of
security to discover areas of risk management that can be improved. The research
conducted for this chapter, explores past literature sources related to information
security, risk management and offers a comprehensive view of how those two
areas have formed the information security risk management. This section is the
first one analyzed because as Ormerod has remarked, it is hard to navigate with a

map if you are unaware of your current position [Orm03].

4.1 Information Security

Current markets are worldwide characterized from uncertainty. It is therefore
important, especially for corporations to improve their ability regarding
information security. For that purpose to be accomplished there is a necessity to
understand the history of information security. The reason derives from the need
to explain why the current situation is formed in that way and seemingly
vulnerabilities, data thefts, cyber-attacks and hacking, look never-ending.
Ignorance is a luxury because it is followed from costs. Knowing the root causes
of a situation help to prevent the same errors to occur and to prepare actions rather

than thoughtless but necessary reactions [Bel10].

Information security has started along with the existence of information
[RuGa9l]. As data were stored, transmitted and processed, their protection
emerged as a prerequisite. During these early years, information security was a

straightforward process composed predominantly of physical security and simple
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document classification schemes. The primary threats to security were physical
theft of equipment, espionage against the products of the systems, and sabotage
[Bhav08]. One of the first documented security problems that fell outside these
categories occurred in the early 1960s, when a systems administrator was working
on an MOTD (Message Of The Day) file, and another administrator was editing
the password file, but a software glitch mixed the two files, and the entire
password file was printed on every output file. [Sal98].

Security imposed on documents, adjusted to telegraphs, then to
telecommunications and finally can be applied in all kind of devices, especially
digital. During World War II, when the first mainframes were developed to
accomplish more complex and sophisticated tasks and communication code
breaking begun. Multiple levels of security were implemented to protect these
mainframes and maintain the integrity of their data by means such as badges,
keys, and the facial recognition of authorized personnel by security guards
[Sal98]. At the same time, the need for communication among the mainframes
became necessary. The Department of Defense’s Advanced Research Project
Agency (ARPA) began examining the feasibility of a networked communications
system to support the military’s exchange of data. Larry Roberts, developed the
project—which was called ARPANET [Bhav08].

In the early 1970s public key cryptography came into existence. The Data
Encryption Standard (DES) was adopted by the then National Bureau of
Standards (NBS) of USA, known today as the National Institute of Standards and
Technology (NIST). At around the same period, as ARPANET became popular
and more widely used, the potentials of weaknesses increased. In 1973 Robert M.
Metcalfe developed Ethernet, one of the most popular networking protocols. That
led to the identification of fundamental security problems of ARPANET
[Denn98]. Some of the problems found were, vulnerable passwords, lack of safety
for dial-up connections, insufficient protection from unauthorized remote users of
individual remote and nonexistent user identification and authorization processed
to the system. The growing need to maintain primarily national security,
eventually led to more complex and more technologically sophisticated computer

security measures [Bhav08].

Computing hardware was moving to automated production. In parallel operating

systems were also evolving and the concept of microprogramming was introduced
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by IBM in 1960. The microprocessor brought the personal computer and a new
age of computing. Mini-computers, like PDP-8, PDP-12, and the PDP-11 series,
were introduced by DEC in the mid-1960s and early 1970s. During this time, O/S
technology made the leap from single-user/batch to multi-user and timesharing.
Thus the concept of security in the form of memory protection was introduced for
both the hardware and software dimensions [Bell10]. In 1967, the Advanced
Research Projects Agency formed a task force to study the process of securing
classified information systems. In October of 1967 formulated recommendations,
which ultimately became the contents of the Rand Report R-609, which was the
first widely recognized published document to identify the role of management
and policy issues in computer security [Ware79].

The use and popularity of computers was exploding at a phenomenal rate. In
addition, businesses were becoming totally dependent upon these machines and
less tolerant of shutdowns and malfunctions, including hardware and software
installations and upgrades. Companies started to automate their process and
operations. Soon, new security threats appeared threatened critical corporate data
stored on easily accessible secondary storage [Stol00]. The scope of information
security further widened. For economic purposes the interface between hardware
and software had to remain static for upward compatibility purposes. There has
been little innovation in this area for twenty-five years, and any fundamentally
different operating system, requiring the purchase and deployment of an entire set
of new apps was not financially possible. Slow changes were made but with the
preservation of existing architectures. As Dr. Belovich has put it very nicely

“while some evolution is still happening, revolution has almost ceased” [Bel10].

The decentralization of data processing systems in the 1980s gave rise to the
interconnection among personal computers and mainframe computers. The
computer community was able to use all the available resources together. The
networking capabilities arise. In the late 1980s also the anti-virus software started
to appear [Car08]. At the close of the twentieth century, networks of computers
became more common as well as the connection of these networks to each other.
Security was not required for early networks because access was physically
controlled. This gave rise to the Internet, which was made available to the general
public in the 1990s, having previously been the domain of government, academia,

and dedicated industry professionals [Bhav08]. While networking was improving,
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the initial operating systems for PCs discarded or ignored concepts of shared
resources, multi-user access, memory protection, multi-layer operation modes,

privileges and quotas regarding among mainframe and mini computers [Bel10].

Towards the end of the 1990s attackers changed from using worms and viruses
to more sophisticated attacks. The introduction of distributed denial of service
(DDoS) and malicious code attached to business emails (spam) and web pages
shifted the focus of security to gateways and firewalls were introduced [DIEIO8].
Although the weaknesses of the desktop operating system were well-known early
on, IT managers found the technology to be very attractive, convenient, easier to
understand and cheap. The maintenance contracts were expensive, but the ‘scale-
up’ of computers for enterprises became rapidly. Information security, that period,
was perceived as a “necessary evil that hinders productivity.” [Co-Mu03] but as
the network boundaries disappeared and attackers had financial objective
[Gelb06], enterprises became more interested to invest in the field. Making profits
is important, but keeping them is a task that requires measures and eventually

came to realize it.

Clearly, businesses require more secure systems but the marketplace is not
providing it because it's listening to the consumer side and any core change will
be costly. Then, more digital devices appeared to the market. Personal Digital
Assistants, Smart phones, Laptops, Tablets, PCs, Sensors, Cloud and others
emerged [DIEIO8]. In the 2000s it is difficult to clearly define a computer,
because all those devices in an essence are computers. Mobile computing, with
roaming capabilities, Bluetooth and Wi-Fi, create an even broader realm where
security is challenged. Online payment systems, e-banking, e-commerce, social
media, mobile applications made security issues even more critical. The demand
grew far faster than the ability of the market to deliver them and security wasn’t
and isn’t a priority in development. IS another factor that is taken into account, but
when the cost is presented the priority is diminishing. This high demand put an
unbelievable time pressure on software suppliers and systems integrators to get
the job done in a specific deadline, regardless of the number of bugs. They are

corrected in the various relishes and updates later [Bel10].

It is said that every solution creates new problems. There is a belief that
economics and the size of the changes required make effective security

impossible. Fundamental changes are not affordable and the users-consumers are
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trained in a direction already designed. There is no universal software quality,
reliability and safety standards and it has been yet to found a ‘bag-free’ way to
develop software. Also, in the market, software of same general functionality can
be found in redundant quantities [Sneel4]. Hardware is also evolving with
quantum computers, sensors, smart grid and internet of things, emerge. Again,
those developments take the weaknesses of the past, create better protocols and
energy efficient machines, improved cryptography and are advertised with
increased functionality and utility. Simply, time will reveal the weaknesses.
Imperfect humans create imperfect machines. But that may be for our shake.
Privacy and other aspects of security are initially protected, but the overall culture
and sensitivity of the majority has changed. When a crime occurs everybody
searches for cameras, but when they are in home usually they ask for privacy, or

actually selective exposures that make them ‘look good’.

As cryptography initially it was an art but nowadays is a science. Information
security has a broader spectrum, a wider impact and an increasing criticality
[DIEIOS]. Information security contains many and different field. In some cases is
depicted as a puzzle. One of these puzzles is the one presented in Figure 4, which
is based on an illustration initially presented from Dr. Rizomiliotis [Riz14].
Security in a corporate environment can be segregated, as it takes many forms and
variations. They various forms of security depend on each other and together build
the concept of security [Finn00]. Information security has evolved, addressing
minor and also dealing with incidents of huge organizational impact. As times
changed, threats and attacks have incised in sophistication and severity of the
impact caused. When information is endangered, the consequences depend upon
the other information the attackers poses and the importance of the data contained.
Furthermore, what it looks trivial and revealed easily, in some cases is the
information that allows an attack to begin and escalate. Thus information security
is related with the necessity of being alerted at all times and it’s not only related

with the past, present or future.
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Figure 4: The puzzle of Information Security

Eventually has been realized that security controls alone cannot enforce a secure
IT environment. There is the need to be supported by proper operational controls,
that they will dictate the actions and behavior of users when working with
information [Ross99]. From the above it can be derived that the need for security
is evident and the lack of security prevalent, consequently various standards and
certifications have arisen to ensure certain sustainable levels of security. The DoD
(Department of Defense), the NIST (National Institute of Standards and
Technology), NIAP (National Information Assurance Partnership) and the 1SO
(International Standards Organization), along with many others, have all issued
and/or endorsed standards for system security [Bell0]. By Dlamini et al.
information security has been characterized as a ‘moving target’ [DIEIO8] and that
is indicated from the changes required in the standards. In order to understand
better what and how is regulated regarding information security, a brief
presentation of some of the most important standards is following.
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4.2 Information Security related Standards

Security can be assured and regulated from different perspectives, such as
technical and operational. From a technical perspective, in 1983 the USA
published the Trusted Computer Security Evaluation Criteria (TCSEC),
commonly known as the Orange Book and in 1990 the European Commission
announced the Information Technology Security Evaluation Criteria (ITSEC,
1990), known as the White Book. Their differences are that TCSEC only
evaluates technical security features of products, whereas ITSEC evaluates
products as well as systems. The factors examined through evaluation are
functionality, assurance of correctness and effectiveness. In application of those
factors TCSEC consider all three factors together, whereas ITSEC handles
functionality independently and assurance of correctness and effectiveness
together. They have also many other differences, but as far as individual
organizations were concerned, with their use, evaluating their products and
systems, secure operating environments wasn’t achieved but a structured attempt

has been made [R0ss99].

A secure IT corporate environment was also necessary. To plan and manage IT
security in a company effectively security plan for technology alone needs to be
established. Many IT security programs appeared to cover this need, in the form
of guidelines. GMITS, CobiT, IT Baseline Protection Manual, Generally
Accepted Information Security Principles (GAISP), the System Security
Engineering CMM (SSE-CMM) [SSE99], and BS7799 and its derivatives
(BS7799, BS ISO/IEC17799: 2000), COSO, ISO 31000, Basel Il etc. briefly
shown in Figure 5, based on the ISACA presentation [Fisc09]. Some of them will
be briefly presented. The purpose is to give a general picture of what has been

established and the needs covered.

GMITS or TR 13335 was introduced jointly by the International Standards
Organization (ISO) and the International Electro-technical Commission (IEC). In
these guidelines, the IT security issue is put in place for top and/or senior
management, important definitions, concepts, models, are given and explained to
ensure a common understanding of the terminology and describes IT security
management and planning aspects and is relevant to design, implementation,
testing, procurement, or operation of IT systems and managers who are

responsible for activities that make substantial use of IT systems [R0ss99].
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Figure 5: IT risk-related frameworks

Another security standard is the BS 7799-2:2002 which is referring to information
security management systems and specifies their use. Also, BS 7799-3:2006 give

guidelines for information security risk management [SiWi09].

The ISO/IEC 20000 is a family of standards which is continually improved and
updated. A complete catalog of the ISO standards can be found in the web page of
ISO(http://www.iso.org/iso/home/store/catalogue_tc/catalogue_tc_browse.htm?commid=
45306&published=on&includesc=true). ISO/IEC 27000:2014 with an introduction
and basic terminology has recently being updated. ISO/IEC 27001:2013 specifies
requirements for an information security management system where an
organization needs to demonstrate its ability to protect information security assets
and give confidence to interested parties. ISO/IEC 27002:2013 provides
implementation guidance that can be used for the continuing improvement of
controls in order information security to be maintained. ISO/IEC 27003:2010
provides practical guidance for implementing an information security
management system based on ISO/IEC 27001:2005. ISO/IEC 27004:2009
provides guidance and advice on the development and use of measurements in
order to assess the effectiveness of ISMS, control objectives, and controls used to

implement and manage information security, as specified in ISO/IEC 27001.

ISO/IEC 27005:2011 provides guidelines for an organization to define their

approach to risk management to address the requirements in ISO/IEC 27001.
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ISO/IEC 27006:2011 specifies requirements for bodies providing audit and
certification of information security management systems. ISO/IEC 27007:2011
gives guidance on the principles of auditing, managing audit programs,
conducting quality management system audits and environmental management
system audits, and the competence of quality and environmental management
system auditors. ISO/IEC 27011:2008 contains an implementation baseline of
ISM within telecommunications organizations to ensure the confidentiality,
integrity and availability (CIA) of telecommunications facilities and services.
ISO/IEC 27031:2011 is relevant to business continuity management as an
integral part of a holistic risk management process that safeguards the interests of

an organization’s key stakeholders, reputation, brand and value creating activities.

ISO/IEC 27032:2012 is the collection of tools, policies, guidelines, risk
management approaches, actions, training, best practices, assurance and
technologies that can be used to protect organization and user’s assets on the
cyber environment. ISO/IEC 27033 consists of many parts, under the general title
Information technology — Security techniques — Network Security. It was
developed to replace the ISO/IEC 18028 for network security. Consists from the
parts Overview and concepts, Guidelines for the design and implementation of
network security, Reference networking scenarios — Risks, design techniques and
control issues, Securing Communications between networks using security
gateways - Risks, design techniques and control issues, Securing communications
across networks using Virtual Private Networks (VPNSs) - Risks, design techniques

and control issues. Under development are the parts IP convergence and Wireless.

ISO/IEC 27034 which also consists from more than one parts, provides
guidelines for application security. It specifies an application security life cycle,
incorporating the security activities and controls for use as part of an application
life cycle, covering applications developed through internal development, external
acquisition, outsourcing/offshoringsi, or hybrid approaches. ISO/IEC 27035:2011
provides the information and guidance for organizations to implement and
maintain a quality approach for information security incident management.
ISO/IEC 27036 gives in different parts, guidelines for supplier relationships,
provides an overview and common requirements for supply chain security.
ISO/IEC 27017:2015 is still under development and it would be related to cloud

computing security and privacy management system and security controls. It will
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provide guidelines on information security controls for the use of cloud

computing services based on ISO/IEC 27002 [ISO.org] [iso27001security.com].

in Table 2 those standards are presented in a more brief way.

Table 2: ISO standards for IT

ISO/IEC 27000:2014

Overview of ISNS, terminology.

ISO/IEC 27001:2013

Specification of requirements for establishing, implementing,
maintaining, monitoring ISMS and assess and treat

information security risks.

ISO/IEC 27002:2013

Guidelines for organizational information security standards

and information security management practices.

ISO/IEC 27003:2010

Design and implementation aspects of ISMS.

ISO/IEC 27004:2009

Measures and measurements for implementation assessment
of ISMS and controls.

ISO/IEC 27005:2011

Guidelines for information security risk management.

ISO/IEC 27006:2011

Specifies requirements and provides guidance for bodies
providing audit and certification of ISMS.

ISO/IEC 27007:2011

Guidelines on how to manage an ISMS audit program,
conduct the audits, and on the competences of ISMS auditors.

ISO/IEC 27011:2008

Support in the implementation of information security

management in telecommunications organizations.

ISO/IEC 27031:2011

Concepts and principles for having and improving the
information and Communication technology readiness of an

organization, to ensure business continuity.

ISO/IEC 27032:2012

Guidelines for improvement of Cybersecurity.

ISO/IEC 27033-1:2009

Overview and guidance on network security.

ISO/IEC 27034-1:2011

Assist in the integration of security into the processes used for

managing their application.

ISO/IEC 27035:2011

Structured approach to information security incident
management  (detection, report, assessment, response,

management, continuous monitoring).

ISO/IEC 27036-1:2014

Overview of the security of corporate information and
information systems within the context of supplier

relationships.

ISO/IEC 27017:2015*

Information security controls for cloud services.
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The above brief presentation of the security standards, indicate that information
security is a system. Farn, Lin and Fung resemble information security to a chain
which is as resilient as its weakest knot [FaLiFu04]. With the wide spread use of
technology and the increasing dependence of enterprises, information security
needs to be secured. The corporate environment needs to assure a level of security
and for that risk management processes become necessary to be established
[SaAl11]. As Peter Bernstein has identified past and present are divided from the
thread of danger. In the past risk was something only the gods knew, until humans
used the past, current factors and assessment methods to make predictions based
on different scenarios [Bern96]. Security is not only a matter of measures,
processes and controls, quality is also important, but in order to examine those
aspects, risk management is the angle from which information security has to be
seen through. It follows a brief introduction to risk management, to make the

connection with information security clearer.

4.3 Risk Management

Risk management is a very broad area. Information has become a core factor to
most business activities. Without the right information in time, quality and
quantity, business will be unable to operate and achieve their strategic goals
[Owen98]. To ensure business continuity, the protection of information resources
must be pursued. When a company doesn’t have information, or information that
loss, disclosure, modification or availability won’t impact the operations, security
is not an issue. In all other cases, the company needs to apply risk management
practices for information security [Brod01]. Caelli et al. defines the aim of risk
management to the identification, measurement and control of “uncertain events”
in order to minimize possible losses and optimize the return on investments for
security purposes [CaLo089]. Risk Management in the field of information
security, should be applied to all aspects of how information is created, processed,
stored and disposed. The identification, assessment and prioritization of risks,
followed by monitor and control measures are used in order to protect the
company from possible events that if they occur there is a probability of damage
[Hub09]. In other words the main goal of risk management is to help
organizations better manage risks associated with their missions [NIST98].

Risk management is important because every corporate unit must be assured that

the organization has the needed ability to achieve the intended goals. The best
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controls and measures for encountering obstacles in the completion of the
business missions should be selected among the various security measures. The
process of selection is unavoidable, because the affordable solutions are
countable. In other words security choices should be made, because of financial
constraints. Effective use of risk management processes help managers to identify
the controls needed to maintain IT factors at an acceptable level and for this
reason most organizations allocate budgets for IT security more effectively,

according to their purposes [GeS005].

A risk can be deled in four ways. It is common in risk management the choices to
variety among four alternatives. Avoidance of the risk, meaning that no action is
taken that could lead to a specific exposure, reduction, with investment or controls
to mitigate the possibility or the impact of occurrence, transfer the risk to someone
else, for example an insurance and acceptance of the risk [Hub09]. According to
Hamid Tohidi, the effective application of risk management requires its
integration to the five stages of System Development Life Cycle (SDLC). The
stages are presented more analytically in based on a more complete table
presented and analyzed in Tahidi’s relevant article [Tohll]. As it has been
presented in the previous chapter, risk management consists of many steps. The
first process is risk assessment, which estimated the sources of danger and the
likelihood of future hazardous events. The output of this step is used for the
choice of proper controls and reduction of risk exposure. These are main issues
dealt in the risk reduction step, which prioritizes and evaluates risks in order
controls to be placed where mitigation is considered as necessary. Continues
assessment and evaluation of the existence, proper functionality and update of the
current controls is briefly the last, ongoing step [StGoFe02].

Table 3: System Development Life Cycle Stages

System Development Life Cycle )
Risk Management role
stages

Start (need, purpose and scope of the o )
Identification of risks to support a system.

system)
Development (design, purchase, Use of defined risks to support the
programming, reconstruction) development of an IT system.

) ) Risk management processes used to
Operation (functional, tested, approved)

support evaluation of a system’s operation.

Master Thesis Myrsini Athinaiou, 2014/15




4. Risk Management and Information Security 35

System Development Life Cycle )
Risk Management role
stages

) ] Risk management continuous monitoring
Protection (changes for ongoing )
) ) gives feedback to
improvement according to processes, ) o ]
. o environmental/organizational/technological
polices, etc. when functioning)
changes that affect a system.

Administration (h/s, filtering, rejection, Assurance of proper hardware and software

destruction, activation of information) resources consumption.

Giving emphasis to risk analysis phase, it was traditionally used to analyze risks
posing a threat to mostly IT assets [Jun99]. That led to the rise of security controls
used to reduce the risks that were considered as important to acceptable levels.
Risk analysis is used from information security professionals in order to establish
the feasibility of information systems controls. It can be held prior or after the
occurrence of an incident [Brod01]. As it has been mentioned information security
is a multidisciplinary field [Lyyt90]. The interdisciplinary nature of information
security raises concerns about the effectiveness of risk management. As the use of
IT changes and becomes increasingly more important and critical for business
operations, the security controls have to be adjusted [GeSo01]. In literature there
is a belief that risk management fails in terms of scientific method. It lacks,
according to this opinion, statistical rigor and is subject to social misuse. It is
possible that risk analysis is misconceived [Bask91]. There is a difference
between the perception of risk and the actual risk. As technological knowledge is
used for practical and especially, for this study, corporate purposes, the terms risk
and risk management should be connected with information technology.

4.4 Information Security and Risk Management

Information security is part of the larger corporate strategy for managing risk and
compliance [Lew13]. When dealing with information security the risks cannot be
totally eliminated, because of the nature of the subject of information security and
because some risks are beyond the reach of what a corporation can control or
predict [Finn00]. Technologies, like hardware, software and network tools have
also been perceived as assisting to the risk management process, providing valid
data for better decisions regarding IT risks [Loud02]. It seems that information
technology and risk management can assist one another. The use of information

technology may come with risks which hinder the success of businesses, but
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companies can control those risks applying effective risk management through the
use of technology, which boosts the effectiveness and efficiency of risk
management [BaRi05]. Teymouri and Ashoori have investigated the impact
information security may have on risk management. Examining the IT usage in 50
Iranian oil companies, have concluded that IT tools assist risk management

process [TeAs10].

Standard administrative security structures seem to be inefficient after a while in a
dynamic and flexibly technological environment, where deception, cheating and
concealing are just tools used for higher purposes. Like the protection of a
company’s information, costumer/consumers data, mergers and acquisitions that
can impact stakeholders worldwide and many others. In this essence, other
constructive models of risk have been examined. ‘After action reviews’ form a
standard practice which recognizes that plans and standards operation in some
cases properly, may not be as effective in different context, settings, means and

participants. [Comf05]

Decision making, especially for risk, drops under emotions of stress [FIin97]. The
models used assess the problem from different angles and perspectives,
identifying alternatives and comparing them with consequences and their
likelihood. Risk management doesn’t finish but it should be performed in a mode
where the actions taken prevent potential failures from occurring or/and
escalating. But under the factor of stress/pressure what is text is the current
corporate performance against a model. The context is difficult to be taken into
account especially if the mental security model is complicated, but application of
any control doesn’t define security [Kle93]. Time, cost, subjects and settings

should be adjusted.

Companies seem that they have to avoid the unknown and the chaos. The same
goes for disaster. But where one losses money some else gets them. In this state,
risk management is not about security, but to manage when more or less security
is needed. For the continuity of companies risk prevention and counter threats are
crucial. As it has been already stated although risk management approaches differ,
based on their implementation, the stages of identification, assessment,
prioritization and continuous monitoring are fundamental [AIDo05]. Risk
management in information security is complex. Requires knowledge about the

assets, their values, weaknesses, vulnerabilities, threats, probabilities to be stolen,
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modified, unavailable etc. Then those factors should be balances with economic
impact of threats and the cost of controls and countermeasures [NIST11]. They
are already studies that combine risk-aware business processes with security
practices to support operations with security controls that benefit businesses
[GoEKO8].

In the current market place, in order for companies to compete and survive,
information and information systems are assets that have to be protected. As it has
been mentioned, in the information security literature, attacks, threats,
consequences and defenses have been examined [DiP-C05]. As IT and
information become all the more valuable and data seem to be more lucrative than
money in all cases except those that are spend for more money, research examines
security aspects in relation to management practices [ChH006]. In the corporate
environment management is crucial and here relevant to information security.
Information security is linked to risk management in corporate environments
where the prerequisites and benefits are understood. The role of users is crucial to
the results delivered [SpBel0].

For companies’ terms such as trust, intellectual property, networks,
communications, databases are of importance and need to be taken into
consideration when risk management is applied for information security.
According to risk management physical, personnel, hardware, software and
procedural security can be applied and modified according to changes in
effectiveness, prioritization, cost, criticality, convenience and others. [FaNa05]

With information systems many things can go wrong. But the cost of security
violation incidents as it will be shown in Chapter 6 can’t be neglected, not only in
monetary terms that over the business impact it may result. As has been seen
many standards indicate that is a best practice for information security risk
management to be applied. Before the effect of risk management to information
security effectiveness is examined the current state of information security is
analyzed and the impact of violations of confidentiality is attempted to be

quantified in the following two chapters.
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5 Information Security Fails

Part of the main hypothesis is that information security fails, more specifically
concerning violations of confidentiality. In order to examine this statement, an
analysis of three stages is conducted. It starts from historical review and security
statistical analysis held from well recognized and accepted organizations. After
the main points of the already examined and published material regarding the state
of security are stated, specific areas and case studies are conducted and presented
in order to show what, from data available to the public, someone can observe

about security.

5.1 Brief History of Data Breaches

The list below is not intended to be comprehensive, but to saw how information
security has been emerged from the need of protection. By knowing these and
other incidents it becomes also clear that technology and legislation have
difficulties to move in parallel and generally that results in spaces which attackers
take advantage of. Furthermore, it becomes clear that information security fails in

the course of time and worldwide.

The core technologies of the Internet, i.e. TCP and IP, were finalized in 1981.
There was no mention of security in these technologies. From that can be assumed
that the scientific society was not, at that time period, concerned about the security
of the UNIX systems, which were widely used at universities and various

organizations, such as banks and telecommunications. [Geer11]

Computer intrusions began soon after TCP and IP were integrated into industrial
equipment. The most highly published incident of this time was the gang of 414’s,
a group consisting by six teenagers from Milwaukee. Their name comes from the
telephone area code of Milwaukee. With the use of home computers, phone lines
and default passwords, were able to break into approximately 60 high-profile
computer systems. The incident received wide coverage, including a Newsweek
cover story titled “Beware: Hackers at play.” It is believed that this was the first
time the term ‘hacker’ was used in the context of IT security. While harm hadn’t
been caused, the simple tricks in the hands of professionals with controversial
interests can cause damages, which are difficult to estimate and predict. The US

Congress realized the extend those incidents could take and after some other
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important incidents reacted, passing in 1986 the Computer Fraud and Abuse Act
which recognized as illegal the actions of breaking into federal and commercial

computer systems.

In the network dimension, Robert Morris longed as a student the first, very
intelligent, warm. The threat was found relatively early from suspicious logs,
seemingly from MIT but finally from Cornell University, and mainly university
professionals disassembled the code and by sharing information between them
and other organizations, such as NASA, they were able stop it before its real
potentials were shown. The reasons of this attack are officially an attempt to
measure the size of the Internet, but others sources seem to refer to a more aim
oriented attack. This action was the first convicted under the 1986 Computer
Fraud and Abuse Act. As a result of this incident the US Government established
the CERT/CC (CERT coordination center) at Carnegie Mellon University as a
single point to coordinate industry-government response to Internet emergencies.
[Geerll1]

Microsoft released on August 24 of 1995 Windows 95, an operating system with
graphical interface. At the beginning it didn’t have security features as it was
originally designed for individual desktops. The fact that most users didn’t used
passwords, most applications run with administrative privileges and TCP/IP
technology was combined with the above, has led to what Dan Geer called in

2011 [GeerD11], the source of the information security profession.

In 1996 the Health Insurance Portability and Accountability act, known and as
HIPAA, focused on the protection of the sensitive data of patients. In order to
lower the health costs this act supported the use of electronic health records. The
confidentiality of these records brings the importance of security with intension to

a first raw prerequisite. [Geer11]

Reomel Ramores and Onel de Guzman, from Philippines, released on 5th of May,
2000 the well-known ILOVEYOQU virus [ArnWO00]. The virus deleted images on
infected computers and automatically sent itself as an email attachment to the
Outlook contacts list of infected computers. The impact of the virus was
pervasive, millions of computers were infected and the costs derived were
estimated to billions. The attackers were traced but lack of legislation in

Philippines led to non-conviction. [ArnWO00]
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This incident has showed from very early that the law faces a new challenge,
trying to cope with the speed of the technological advances. Corporate fraud
incidents like Enron’s, Tyco’s and WorldCom’s, led to the establishment of the
Sarbanes-Oxley Act in 2002. This Act makes the key executives accountable for
the correctness and truthfulness of the financial reports, on which investors
decisions are based. Section 404 requires the declaration from CEO and CFO for
personal knowledge of all the information in annual reports, based in formal
internal controls, had a major impact in the security profession as more

investments have been made to the establishment of security controls. [Geer11]

In December of 2006, T.J. Maxx reported breach, started from July 2005.
Investigations showed that other groups were also hacked, included Office Max
and Boston Market. The group wanted to drive along US Route 1 in Miami and
seek out insecure store with wireless networks to enter the corporate networks. As
the attacks became more advances these methods took the form of SQL injection
attacks to enter the networks at Hannaford Brothers and Heartland Payment
Systems, a credit card payment processing company. SQL attacks created an
awareness of the need to pay attention to information security during software

development and introduced the term “secure SDLC” to the IT lexicon. [Geer11]

In 2008 Georgia became victim of distributed denial of service attacks (DDQS)
[Naz09]. Aim was many media and government organizations, which they
couldn’t communicate news to their incidents. This incident in literature is
referred reluctantly, as it is relatively recent, as cyber war tactic. The same one
was used in Estonia. DDOS and DOS attacks have earned popularity during the
last years, but it is believed that their more advanced forms are those that the
systems operate but not to their fool potential. Generally, it can be observed a shift
in the behavior of the attackers. Whereas in the past they would make their
presence known to the victims, recently they prefer to remain silent until the right

moment or as long as they need. [Naz09]

In 2009 Wall Street Journal [GoCoDr09] reported that intruders had broken into
the computer networks of defense contractors developing the Joint Strike Fighter
(F-35 Lightning I1). Also the same source [GormQ9] reported that the US
electricity grid had been penetrated and software has been inserted that can cause
damage by remote control. On this basis on June 23, 2009 it was established the

US Cyber Command for defense and reaction. Concerns aroused at the same time
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for the civilian Internet users, in this point it may be important to note that Internet
started from Arpanet and is given to the public, which has accepted it.
[GoCoDr09]

On 12" of January, 2010, Google had detected an attempt to steal its intellectual
property originating from China (Operation Aurora) [Damb10]. The attackers
were also aiming to access email of Chinese human-rights activists. The US
Government after investigation traced the attacks to two educational institutions in
China, the Shanghai Jiaotong University and the Lanxiang Vocational School.
[Damb10]

On 17™ of April, 2011, Sony PlayStation Network (PSN) announced that hackers
had obtained personal information on the 70 million subscribers of the network.
Because of uncertainty relative to the existence or not of breach in credit card
numbers, the company took the network offline. The impact for young users and
their families seemed to be bigger compared to the network affected from the
attack. [Anth11]

In 2012 two Liberal Russian media outlets and an election watchdog became
victim to huge cyber-attacks during Russian elections. Sites belonging to the Ekho
Moskvy radio station, online news portal slon.ru and election watchdog, Golos,
went down on December the 4th [Aust11]. Not even Coca Cola was immune from
hackers [Kum11]. A hacker called Greek Hacking Scene (GHS) defaced the
official company’s website. The Personal cyber war between India and Pakistani
hacking crews is ongoing. One of the incidents was from Indishell who performed
a huge defacement campaign against websites belonging to Pakistan which
affected more than 800 sites [Pass12]. Africa is also in the field of the cyberwar.
A planned and coordinated bank robbery of over $6.7 million executed during the
first three days of the New Year in Johannesburg, targeting South African
Postbank [Vaas12].

One of the most well-known and analyzed attacks of 2013 was against Target.
The attackers gained access in the computer network of Target and stole financial
and personal information of 110 million customers of Target’s. After that they
removed this information from the company’s server in Eastern Europe
[CCST14]. At the end of 2012, the LONGwave99 Digital Group launches the
“Operation Digital Tornado” [Schwl12] and took down the NASDAQ stock
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exchange besides a number of US stock markets. More precisely the taken down
sites include:  nasdag.com,  batstrading.com, choe.com,  ms4x.com,
www.mynasdagomx.com, www.esignal.com. Members of TeaMpOisoN target the
UK’s foreign intelligence organization, MI6, for accusing innocent people of
terrorism, so they drop a 24 hour phone bomb on them and after the phone
bombing stopped, TriCk, the leader of the group, called the MI6 offices in London
and made fun [Mezz12].

A small number of eBay’s employees’ log-in credentials were compromised in
2014. That resulted in 145 million of customers to be affected and investigations
from state attorneys general and the UK Information Commissioner’s Office to be
held. The customers’ information compromised varies from encrypted passwords,
names, e-mail and mail addresses to phone numbers and dates of birth [Wake14].
With 4.5 million affected the Community Health Systems incidents was the
largest health data breach of the year. A Chinese group seems to be suspected for
breaching the organizations system and pilfering sensitive patient details
[FiCal4]. Sony Pictures was hit with a massive malware that resulted in the
exposure of intellectual property and employee personal details. There is a debate
about the source of the attack whether or not was launched by North Korea
[Schw14].

The interest today for security reaches the space. The main idea is that security
and space are two correlated ideas. The world is all the more dependent on space-
based services. The space domain face also a number of security risks and any
factor that can degrade the current state will impact interactions among nations
and people. Software developed to jam or to take control of a satellite
constellation and collision with space debris are some of the current challenges.
Security failures cannot be neglected as they threaten the stability and security of

any governmental, corporate and scientific space activity [SSI13].

It is clear from the above that the cyberspace is an arena of conflict “that basic
defense and attack strategies are still unclear” as Kenneth Geers [Geerll] have
stated. The data breaches are spread during the years and knowledge about
attackers and attacks increase. The security world has been taught that size and
sector don't matter. Every company is vulnerable to attacks, and the consequences
can derail companies and employees careers [Romal4]. In the next subsection a

perspective from studies of security companies will be presented.
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“If a system is connected to the Internet or operating on a wireless frequency, it
can and will be exploited” [DHS09]. In the category of technological system
crime many offences are included, such as use viruses, worms, trojans, bots,
privilege escalation, unauthorized access, modification or theft of information,
denial of service, website defacement, jamming of network traffic, etc. As it can
be easily observed, the majority of those criminal offences are business related.
Technological means are widely used as milestones in communication and
commerce. Since the adoption of those technologies has from a new state of
transactions of any type, security breaches result in important losses for all the
participants and stakeholders but also for anyone not only directly but also
indirectly related to a breach [Wang10]. Knowing better the current situation is a

necessity for more accurate actions in the future.

5.2 Review of Information Security Studies

This subsection presents a review of the breaches occurred, based on media
reports and expert analyses that have been published since the incidents were
publicly acknowledged. Facts already available in the public record provide a
great deal of useful information about the attackers’ methods and defenses. The
emphasis here is to present the overall picture of the most current situation in the
security area in order to analyze in the next chapter the consequences of violations
for enterprises. The reports refer mostly to the analysis of breaches between 2010
and 2014; the reason is that every five years approximately important changes
occur in security. Having data for the most current five years gives a sustainable
base to depict the state of change or the situation as close to reality as possible,
with the credibility of its sources.

In the technical report of Infosecurity Europe and PwC in 2010 [PWC10], has
been found that business environment changes rabidly, the popularity of social
networks and the use of software as a service created new vulnerabilities,
technical controls should be combined with processes, people and technology to
protect organizations, awareness of the dangers is important for all the participants
and collaborations among companies give new opportunities. In numbers, 92% of
large organizations, of more than 250 employees, had a security incident and 45
was the average (median) number of breaches. Furthermore, 62% were infected
by a virus or malicious software, 61% has detected a significant attempt to break

into their network, 15% have detected actual penetration by an unauthorized
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outsider into their network and 25% has suffered a denial of service attack. For
small organizations, less than 50 employees, 83% had a security incident and 14
was the average (median) number of breaches. Important are also the findings that
46% of large companies responded to the survey had staff lose or leak confidential

data and 45% of confidentiality breaches were very serious. [PWC10]

In the security intelligent report of Microsoft [Micrll] the infections per country
are depicted in Figure 6. Worldwide the host infection rate from malware and
unwonted software were the first quarter of 2010 10.8, the second quarter 9.6, the
third 9.9 and the fourth 8.7, the average of the year 9.75. The report contains 117
countries/regions and assesses the threats from a global perspective. That indicates
once more that security violations and threats are existent worldwide. In this
particular study the countries with the most software vulnerabilities and exploits,
malicious code threats and potentially unwanted software are Turkey, Spain,
Korea, Taiwan and Brazil. Other countries that rang high are Poland, Mexico,
Portugal, El Salvador, Peru, Hungary, Greece and Saudi Arabia. The data from
2010 would have changed but still they are of importance as they address the

global character of the security challenge. [Micrl1]
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Figure 6: Host Infection Rate per Country, 2010

As it is stated in the 15™ annual computer crime and security survey of the

Computer Security Institute (CSI) “Understanding the cyber threat is the first step

in defending against it.” [CSI11]. In the same report it is found that for 2010

malware infection is the most common attack with 67.1% of the respondents

reporting it, 45.6% of the respondents have experienced at least one security

incident in the year. Furthermore, 22% of the respondents have encountered

incidents involving targeted attacks, 3% experienced more than 10 targeted

attacks, that was a strong indication that targeted attacks are not theoretical but

evolve as a subject of importance for security. Except from malware infection

other attacks were ‘being fraudulently represented as sender of phishing

messages’, theft or loss of laptop or mobile devices, bots/zombies within the

company, denial of service and unauthorized access and privilege escalation from
an insider. [CSI11]
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In the Public Interest Advocacy Centre study in 2011 [PIAC12] for data breaches
in Canada it was found that they are vastly underreported from the private sector
and the Best Buy and Air Miles case studies are examined to revile legal actions
necessary to improve. The Californian Department of Justice in 2012, again in the
same context of how state laws can improve to protect/prevent against data
breaches and increase security, found that 55% of the breaches resulted from
intentional intrusions by outsiders or by unauthorized insiders. The remaining
45% resulted from failures to adopt or carry out appropriate security measures. In
addition, the retail industry reported 26% the majority of the data breaches,
followed by 23% of financial and insurance institutions. In average a breach
involved the information of 22,500 individuals. [PIAC12]

In the ‘Cybersecurity: Authoritative reports and Resources’ of Rita Tehan
[Teh14], they are summarized the findings based on statistics of other studies
relevant to cyber incidents, data breaches and cybercrime. Some relevant to the
context of the current study is that 48% of large companies and 32% of all the
companies have been victims of social engineering attacks. Also hacking attacks
seem to be responsible for 25.8% of the data breaches reported in the Breach
Report of 2011 from The Identity Resource Center. Electronic devices and data
that leave corporate premises are responsible for breaches with 18.1% and 13.4%
of the data breaches occur due to insiders. [Teh14]

Navigant’s ‘Information Security Data Breach Report’ updated on April 2012
[Nav12], identifies healthcare entities as the main target of data breaches and the
slowest in discovering and disclosing such incidents. Hacking attacks target
companies with 50% to 67% of the cases. The average number of records
breached per incident fluctuates among the last two quarters of the year from
18,253 to 31,069, with an increase of 71%. The types of organizations
experiencing data breaches following healthcare are corporations with 27%,
education with 16% and government with 10%. The types of data breached are
mostly names, social security numbers, and contact information, date of birth,

medical information, financial, credit cards, e-mails and miscellaneous. [Nav12]

Verizon’s data breach report of 2012 [Verl2] identifies in terms of sources
outsiders as the dominating agents that commit theft of corporate data with 98%,
whereas insider incidents follow with 4% and reduction compared to the 2011

date of -13%. Less than 1% of the breaches were committed by business partners.
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The breaches occurred 81% from hacking, 69% incorporating malware, 10%
involving physical attacks, 7% employing social tactics and 5% from misuse of
privileges. Generally the targets seem to be selected based on opportunity (79%)
rather than on choice. In other words most of the victims possess an exploitable
weakness and thus the majority of attacks are not highly difficult and unavoidable.
[Verl2]

In the RiskBase Security ‘An Executive’s Guide to Data Breach Trends in 2012’
[RBS12], the business sector is identified as the main sources of incidents
reported with 60.6%, followed by 17.9% from government, 12,6% from education
and 9,5% from the medical sector. Sources of the incidents once more are mainly
with 76.8% external agents and 19.5% insiders. Also, 84.7% of the records
exposed belonged to the business sector, 12.6% to governments, 1.6% to
education and 1.1% in the medical/healthcare sector. The Shanghai Roadway
incident alone that year exposed approximately 150 million records from a total of
267 million records exposed in that year. Excluding this incident the median of
records exposed in 2012 was 55,863 records breached. [RBS12]

The Executive Summary of the technical report of PwC and InfoSecurity Europe
2013 for United Kingdom [PWC13] show that 93% of large organizations has a
security breach, with an increase in the average number of breaches per year. In
the same direction, 87% of the small businesses had a security breach with 17
incidents to be the median for a small business, compared to 113 incidents to be
the average of breaches suffered by a large organization. The sources are 78%
outsiders for large companies and 63% for smaller businesses. From the
respondents 23% hadn’t carried any form of security risk assessment and 31%
don’t evaluate if the security measures are effective, 26% hadn’t inform the board
on security risks and 93% of companies had security polices poorly understood

from staff and consequently suffered staff-related breaches. [PWC13]

Check Point security report for 2013 [Checl13] botnets are identified as a threat
that will remain, affecting 63% of the organizations that year. Also hosts
accessing malicious websites occur in 75% of the organizations. With 71% United
States are by far the country were the most malware was found, followed by
Canada (8%) and the United Kingdom(4%). Important to mention are also
Germany, lIsrael and Turkey with 3% and China, Czech Republic, France and

Slovakia with 2%. More exploits are also result of increased number of
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vulnerabilities. In 2010 the vulnerabilities were 5279, in 2011: 5235 and in 2012:
5672. Most susceptible to cyber-attacks are the popular products used from
companies coming from vendors such as Oracle (384), Apple (260), Microsoft
(222), Firefox (150), Adobe (119), Cisco (119), IBM (118), Google (80), PHP
(62) and HP (59). The types of attacks were buffer overflow (32%), corruption of
memory (32%), DoS (32%), code execution (24%) and stack overflow (19%).
[Chec13]

The Irish Information Security and Cyber Survey of Deloitte and EMC? [DelE13]
found that 49% of the respondents consider their organizations unprepared to deal
with cybercrime incidents, 33% believes that detection of cybercrimes is
inappropriate and not adequate, 67% haven’t searched for insurance solutions and
63% finds that their organization is partially equipped or the company to have not
sufficient means to deal with cybercrime. External or internal incidents identified
weren’t followed up in 57% of the respondents. They also believe that the
evolution of already existent threats possesses the major challenge of information
security (30%). The existing policies are viewed from a 76% as partially or even
failing to address the rapid changes in the technological and business

environment. [DelE13]

In the European Parliament’s report entitled ‘Data and Security Breaches and
Cyber-Security Strategies in the EU and its International Counterparts’ in 2013
[EUPar13], it is mentioned the lack of a common framework, under which
security incidents and data breaches are collected. The trends resulting from
various reports resulting from different private and public institutions suggest that
incidents are increasing, but the rate of increase is characterized as uncertain.
Consequently, the effects of policy innervations are difficult to estimate. Eurostat
data indicate that 0.004% of GDP is the impact of all types of security incidents
and for other countries is 0.061% of GDP. They also present different sources for
data breaches such as anecdotal evidences, industry statistics, official statistics
and reports from information security companies and present some of the most

crucial findings for the context examined. [EUPar13]

Kaspersky Lab and B2B International [Kaspl3] state that maintenance of the
information security infrastructure is a major challenge for IT management, 91%
of the respondents had at least on external security incident and 85% of the

companies surveyed had internal incidents. The cost of serious incidents is
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estimated between $649,000 for large companies and $50,000 for small and
medium-size enterprises. Some of the most popular external threats are in 66%
viruses, worms, spyware and other malicious programs, 61% spam, 36% phishing
attacks, 24% network intrusion/hacking, 21% theft of mobile devices and 19%
DoS and DDoS. Common internal threats are 39% vulnerabilities/flaws of
existing software, 32% accidental leakage and sharing of data by staff, 30%
comes from loss or theft of mobile devices and 19% from intentional leaks of data
by staff. Mobile phones emerge to a big threat for sensitive and business data.
[Kaspl3]

The Ponemon Institute in ‘The Post Breach Boom’ [Pon13a] report characterizes
the data breaches as fact for the daily life of organizations. It identifies that
incidents increased in severity and frequency and security investments are also
directed to forensic and investigation tools. Negligence of employee or contractor
and malfunction and error systems are considered as the main types of data
breaches, occurring within the business unit or when transmitting data to a third
party. Failure to wipe or degauss a device with sensitive and confidential data has
occurred in 44% and lost devices were the reason of breach in 39% of the cases.
The time of discovery of data breaches is in average 80 days for malicious

incidents and 49 days for non-malicious. [Pon13a]

Sophos security threat report for 2013 [Soph13] highlights the fact that polices
such as bring your own devices (BYOD) and the use of cloud services give to data
a higher mobility compared to the past. Platforms are also more diversified and
mobile devices have emerged to an important target of malware. Also, with the
mobility and the various devices that in some cases belong to the employees raises
the question of who is the responsible party that owns, manages and secures the
data. As the main source of malware remains the web. Blackhole emerges as
threat with a 30% approximately. More accurately has been found that 58.5%
comes from drive by redirect, 26.7% from drive by redirect (blackhole) and 7.5%
from payloads. Countries of origin for Blackhole exploit sites are United States
(30.81%), Russia (17.88%), Chile (10.77%), Italy (5.75%), Turkey (5.74%) and

China (5.22%). Targeted attacks also increase in importance and impact. [Soph13]

Verizon’s data breach investigations report for 2013 [Verl3] deviates in terms of
threat actors 92% of the breaches to be caused from external actors, 14% from

internal actors, 1% from partners, 7% involved multiple parties and 19% from
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state-affiliated actors. The targets were 38% large organizations, 37% of the
breaches have affected financial institutions, 24% retail companies and
restaurants, 20% manufacturing and transportation utilities and 20% information
and services firms. Hacking with 52% of the breaches is the main threat action,
followed by malware (40%), physical (35%), social engineering attacks (29%),
misuse of data (13%) and errors (2%). Compromised assets were mainly servers
(54%), users (71%), people (29%), media (6%) and networks (1%). [Verl13]

WhiteHat Security [WSec13] reported that out of all the websites tested 86% had
at least one serious vulnerability, with an average of 56 vulnerabilities each. From
those vulnerabilities 61% were resolved requiring a median of 193 days from the
first notification from the customer. In terms of protection website security 57%
of the companies provide relevant training to their programmers, 53% has
centralized security controls, 39% perform static code analysis to the underlying
applications of their websites and 55% uses we application firewall (WAF). From
the organizations examined 23%experienced a data or system breach due to
vulnerabilities in the application layer. Security measures sometimes had the
expected results and some other not. That varies from each company and the

reasons vary. [WSec13]

SafeNet [SaNel3] presents security breaches as a new reality stating that cost for
security increase but the effectiveness doesn’t against the ‘epidemic’ data-
breaches. According to the SafeNet’s Breach Index in 2013 there were 1,056
incidents of data breaches where more than 575 million data records were lost.
For 2014 without being yet passed, 760,044,022 million data records have been
already lost or stolen. The sources of those incidents are according to the report
the corporate security strategies and the unfortunate fact that it doesn’t exist a way
to fully protect a data breach from occurring. The means recognized as
appropriate against a data breach are encryption, secure storage and management

of keys and users access control. [SaNel3]

For New York State alone, according to the New York State Attorny General,
Schneiderman, E. T. [Sch14], from 2006 up to 2013 breaches have exposed 22.8
million personal records and cost approximately $1.37 billion for businesses.
During the year elapsed, the number of data breaches has tripled between 2006
and 2013. It is stated that as Big Data are more widely used and are affordable

they possess a new threat for companies. During 2013 alone 900 data breaches in
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the New York State has exposed personal data of 7.3 million New Yorkers.
Hacking is once more a primary source of breaches with 40.78%, followed by
stolen or lost equipment (23.51%), inadvertent (20.24%) and insider wrongdoings
(10.37%). [Sch14]

In Trustware’s Global Security Report for 2013 [Trusl3], the most targeted
industries are retail (45%), food and beverages (24%), hospitality (9%), financial
services (7%) and nonprofit organizations (3%). The assets more commonly
targeted are E-commerce websites (48%), points of sale and payment processing
(47%), data centers and corporate infrastructures (4%) and ATMs (1%). Mobile
malware increased by 400% especially for Android, resulted by the increasing
mobility of data. Third parties and outsourcing were in 63% of the incidents the
way business respond to them and the average time for detection was 210 days.
From the victims 64% detected the intrusion after 90 days whereas a 5% identified

criminal activity after three or more years. [Trus13]

The 2013 (ISC)2 Global Information Security Workforce Study [Suby13] highlight
important security threats and vulnerabilities such as application vulnerabilities
(69%), malware (67%), mobile devices (66%), internal employees (56%), hackers
(56%), cloud-based services (49%) and cyber terrorists (44%). Organizations want
to protect from those attacks mainly their reputation (83%), breaches of laws and
regulations (75%), service downtime (74%) and costumer and privacy violations
(71%). Corporations consider as important for the security infrastructure the
management support and security policies (89%), the security staff quality (88%),
the adherence to the security policy (86%), training of staff related to the security
policy (83%) and budget allocation to security (80%). [Suby13]

In the presentation of ISACA’s North America for ISRM Conference 2014
[ISACA14], entitled ‘Prevention of Data Breaches’, was shown that targeted
attacks have increased, with small organizations of 250 or less employees to be
targeted in 39%. E-mail based targeted attacks used in 24.7% of the cases
attachment of .exe file. Main targets of organized crime (origins Eastern Europe
and North America) were financial institutions, retail businesses and food
industry; state-affiliated attackers (from East Asia) were oriented to
manufacturing businesses and transportation whereas activists (mainly from
Western Europe and North America) were more concerned in attacking

information and public companies and organizations. The attack actions, targets of
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the attacks and the data aiming for vary based on the profiling of threat actors as
above. [ISACA14]

The Annual Security Report of Cisco for 2014 [Cisc14] it is found that 21% of the
treats are buffer errors, followed by resource management errors, input
validations, permission, privileges and access control, information leak/disclosure,
cross-site scripting (XSS) and code injection. Companies that are most threatened
from malware are agriculture and mining industries, as well as electronics
manufacturing businesses. Cisco detects 50,000 network intrusions every day and
stops 4.5 billion emails in the same time period. The number of new security
alerts increase, opposed to updated alerts. In the mobile devices Androids are
attack in 99% of the cases and their users have 71% encounter rate with all forms

of web-delivered malware. [Cisc14]

In the 2014 Information Security Breaches Survey of PwC and InfoSecurity
Europe, for the United Kingdom [PWC14b], observed that security breaches have
in average slightly decrease but the costs show a significant rise. It is also referred
that 10% of the companies that were breached had to change the nature of the
business due to the damage of the attacks. More precisely, security breaches
occurred in 81% of the large organizations with an average of 16 breaches and
60% of the small businesses with an average of 6 breaches. The external attacks to
large organizations were 73% viruses and malicious software, 55% unauthorized
outsiders, 38% DoS and 24% network penetration. An important key observation
made is that 70% of the businesses don’t reveal the worst security incidents that
have faced those results to have a very partial picture of the real situation.
[PWC14b]

Philip N. Howard for the CMDS [How14], examining data breaches in Europe
from 2005-2014, found that 229 data breaches affect personal data of European
citizens and 200 cases were confirmed is involving Europeans. In Europe-specific
breaches 227 million records were lost. For every 100 people, 43 records were
compromised and for every 100 internet users, 56 records have been
compromised. Compromised corporations were offered 89% of the breached
records. The records were compromised in 57% of the cases due to organizational
errors and 41% due to clear actions of theft through hacking. In this study is also
mention the fact that only were reporting incidents is mandatory by law data for

compromised records were able to be collected and examined. [How14]
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In the data breach report of 2014 conducted by the Identity Theft Resource Center
[trc14] for 2014, had been identified 636 data breaches and the records exposed
were 78,098,439. Generally the ITRC Report present individual information about
the data exposed and statistics based on the type of the entities affected. In the
medical/healthcare sector 42.1% of the breaches had occurred, followed by 34.9%
incidents occurred in businesses, 11.6% in government and military agencies,
7.5% in educational centers and 3.8% in banking, financial and credit institutions.
[trc14]

Cyber risks have been characterized as a growing threat from the study conducted
by the Insurance Information Institute in 2014 [11114]. The number of data
breaches within the year are estimated 614 affecting medical/healthcare
organizations (43.8%), business (34.4%), governmental and military institutions
(9.1%), educational institutions (9.0%) and banking, credit and financial sector
(3.7%). The majority of records exposed (84.0%) are from businesses and they
reach the 77.3 million records. DoS (21%), malicious code (21%) and web-based
attacks (13%) have been found as the most costly cybercrimes for 2013 , account
for more than 55% of the cyber costs for every U.S company annually. ‘High
profile’ data breaches of 2013-2014 are also refereed as EBay, Target, Adobe,
New York Times, Google, Facebook, LinkedIn, twitter, Yahoo and ADP. [11114]

Verizon’s investigation report for data breaches in 2014 [Verl4] examined 95
countries identified 63,437 security incidents and 1,367 data breaches were
confirmed. The number of security incidents resulting to data losses by industry
put the financial industry with 465 incidents in the first place followed by public
sector (175), retail businesses (148), accommodation (137) and utilities (80). The
majority of the attacks come from external parties followed by internal offenders
and the major motives for attackers are financial, espionage and ideology/fun. The
most popular type of attacks are: hacking, malware, social, physical attacks,

misuse and errors. [Verl4]

In the white paper of EMC? and RSA Research about cybercrime [EMC?13] new
trends were identified. First rang the increasing sophistication of mobile attacks.
Characteristically is refereed in 2013 1.4 million Android apps were malicious
and of high-risk. Fraudsters have also developed SMS sniffers designed to work
along with Trojans. The popularity and anonymity of Bitcoin are associated with

its popularity as it has similarities with cash. The protocol of Bitcoin and online
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exchange activities have been attacked, where at the same time forum-specific
currencies and the invention of new virtual currencies increase. Attacks and
especially malware increase in sophistication, hit-and-run POS malware attacks
become common and APTs continue to occur with new players and similar
tactics. The uses of more passwords for different devices with increase mobility
make credentials weaker and easier to be stolen and transform user authentication
to a formidable weakness. [EMC?13]

The data breach report for California from the Californian Department of Justice
[Kam14] identifies 167 reported breaches in 2014 that endanger mainly payment
card data and health information. The 18.5 million data breached in 2013 were
600% more compare to 2.5 million records breached in 2012, without the Target
and LivingSocial incidents the increase would have been 35% meaning 3.5
million records. Malware and hacking are the main causes (53%) of the data
breaches, followed by physical losses or stolen devices (26%), unintentional
errors (18%) and intentional misuse by insiders (4%). The industries reporting the
most breaches were with 26% the retail sector, 20% the finance and insurance

industry and 15% healthcare institutions. [Kam14]

PwC’s survey for US cybercrime [PWC14a] states that the US Director of
National Intelligence has categorized cybercrime as the top national threat. The
results from past experience seem to be that corporations cybersecurity, in most of
the cases, is not at an acceptable level compared to attacks that grow in precision,
tactic and effectiveness. According to the Global State of Information Security
Survey, 82% of businesses that perform high security practices choose to
collaborate with others to gain a more thorough knowledge about trends of
security and threats. The numbers of the breaches identified seem to increase and
for each industry sector deferent incidents are mostly detected. As cybersecurity
involves cost strategic approaches to the issue are increasing and 38% of the
businesses already prioritize cybersecurity investments based on risk assessment.
NIST Cybersecurity Framework is also suggested for organizations to advance
their security potentials as it is flexible and fit for various industries. [PWC14a]

MANDIANT’s threat report for 2014 [Mand14] recognizes security breaches as
inevitable, as cyber threats have a broader scope and evolve in skills and tools.
Companies and other cyber victims are more willing to share data about the

attacks. The targets have grown and attacks have pervasive and influential results
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more than before, showing more than ever how the digital world overlap and
affects the reality. Financial companies are attacked frequently with 15%,
followed by Media and Entertainment (13%), Manufacturing (10%) and
Aerospace and Defense (6%). The majority of compromises 67% are detected
from external entities and the victims discover 33% of them. One of the main
concerns are that attacks are detected after approximately 229 days, whereas in
mean time attackers achieve their goals. [Mand14]

Studies indicate that information security trends should not be seen through
reports as the above. The main argument is that the data presented are anecdotal,
not generalizable and are reported cumulatively [RyJe03]. The non-reliable
character of those data is concerned and ii is not attempted to masquerade them as
reliable. They are used here for the purpose to provide evidence of threats and
incidents caused by the violation of security. It is not claimed that those data
should be used for decisions neither to make general conclusions. Their reliability
should not be taken from the reader as high and reliable for decision making. At
the same time, given the resources and time and without presenting trends, the

main point of the existence of security violation can be made. [RyJe03]

More accurately, from the above reports can be conducted that security is violated
in many cases. The trends change as time passes, but security seems to be the
follower and not the leader in the cyberwar. But the consequences may leave not
place for second place. If the security should advance to the next stage is a matter
of importance. For corporations that can be only interpreted in monetary terms. As
security doesn’t give earnings to enterprises except from some fields such as
insurance and security companies, can be better interpreted in terms of cost. In the
next chapter it is examined the hypothesis that security is important for
corporations, analyzing funds lost and also records that have been breached. In
order to be more accurate in some cases the costs for a company are compared

with their equity. More details are showed in the following section.

5.3 Data Breaches Worldwide

Based on worldwide data provided by the datalossdb.org from 2010 up to 2014,
10,668 incidents involving the loss of personally identified information were
reported. These cases involve a much greater number of lost records and
organizations, institutions and companies. During the course of those five years a

great rise is indicated, until the year 2012. In 2013 a decline in number of

Master Thesis Myrsini Athinaiou, 2014/15



5. Information Security Fails 56

incidents reported can be identified but in 2014 the punctuations remain, but the
tops are of relevant high and above the scoring of 2013 average. More accurately
Table 4 shows the numbers that resulted from the above defined sample.

Table 4: Number of Data Breaches 2010-2014

Year Number of Data Breaches (reported in datalossdb.org)
2010 953
2011 1241
2012 3219
2013 2343
2014 2912

Still those results should not be generalized or taken for granted. They come from
a particular source which collects data breach notification letters scented to
various jurisdictions in the United States. Consequently the sample is not
equilibrated among the various countries not even states, weights are not assigned
to the results and where by low report of data breaches is obligatory the regional
results will end up to be biased against the more transparent. Furthermore, the
Data Loss Database doesn't include every breach. A set of criteria is used and the
resulted lists contain breaches involving the release of personal information,

preferably related with an organization.

What can be observed from a more wide perspective and proprietary sources is
that multinational companies may reveal the existence of a breach, but won’t
provide any quantification, or the records lost will be reported but the company or
parties involved remain unknown to the public eye. That shows that indeed data
about the past are collected, lessons can be learned, but its study and report is
sensitive and should not be taken outside the context of each study. Also, the
picture of the past is nothing more than what the name indicates, past and it is a
picture and not reality. To mach information is hidden, maybe from the majority,

but not lost.

Competition, laws, technological expertise make companies more or less aware
about their own breaches, and it’s one of the players choose according to their best
interest how to announce or not their losses from mistakes or attacks. The
situation should not be over- or underestimated. In order to access the impact of
data breaches from the above described sample, data for the time period of 1% of

January, 2010 up to 31% of December, 2014 were collected in a monthly base.
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From a first examination 10,668 data breaches were identified. During the course
of time the period 2012 was the most intensive. The illustration of the data is
presented in the Figure 7 Compared to 2010 it can be easily seen that the breaches
have increased in 2014, whereas in 2013 the average number of breaches is lower
than that of 2014.
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Figure 7: Number of Data Breaches per month 2010-2014

The goal of the analysis of those data breaches is to show that data breaches occur
worldwide. As the sample examined contains sensitive and personal data, for
instance social security numbers and financial information, by law security
measures are in place. The breaches are reported mainly due to law obligation. At
the same time, companies also report the records stolen or lost. As it will be
explained in more detail in the next Chapter 6 about cost, the number of records
lost is an indication for the impact to an organization. From the data collected the
Figure 8 depicts how during time the number of records lost from organizations

punctuates.
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Figure 8: Records Lost from Data Breaches 2010-2014

The records lost per month are approximately between 100,000 and 300,000,000.
From the above diagram it can be easily observed that there are punctuations
among the months and years. The months with greater losses in terms of records
are December of 2011, March of 2012, June, October, December of 2013 and
January, May, August of 2014. As for the years 2012, 2013 and 2014, show that
as the time elapse either the number of records lost is increasing or/and that more
companies assess and report what they have lost. The Figure 9 bellow illustrates,

in an unavoidable complicated way, in which month and year more losses of
records have been found and reported.
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Figure 9: Number of Records Lost per month 2010-2014

The question that may arise from the above diagram is: what the cause of those
increases is. In 2010 the data breaches have caused a relatively small amount of
important records lost, but in 2012 The Sony incident led to the loss of 77,000,000
records alone. At the same year from an outsider attack Nexon lost as well
63,000,000 records. In 2012 the overall number of records lost has increased, but
an incident alone didn’t affect the overall results as in the previous year. In 2013 a
series of important data breaches have occurred. From outsiders attack Adobe lost
152,000,000 records and Target 110,000,000 records. Also, the Pony bot had from
Google, Facebook, LinkedIn, Twitter and Yahoo 2,000,000 records under control.
In the year 2014 the EBay data breach resulted in the loss of 145,000,000 records
and the JPMorgan incident to the 83,000,000 records breached.
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The Figure 10 and the Appendix A show in more detail the number of data
breaches that occurred and reported between 2010 and 2014. In addition, the
incidents where the numbers of records lost were reported are correlated. The
reason of this comparison is to estimate how accurate and reliable the above
presented data are. It will be seen clearly that there are various limits to this type
of analysis, because the proprietary data are limited. Consequently it can be said
that the real number of records lost per year is much greater than the one
presented. The reasons are mainly that companies don’t report what they have lost
and also the difficulty to realize and calculate what information has been exposed,

after an attack or a mistake.
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Figure 10: Comparison of Data Breaches Reports and Number of Records
Lost Reports 2010-2014

From the above examination can be seen that the data breaches is a worldwide
phenomenon, which takes place during the years. As the time passes, not only the
number of data breaches increases, but also the number of records lost. The
records examined are important, because of their content, and they are included in
this study because the latter will be shown as a basic measure of the cost that
follows a data breach and has various consequences for the corporations involved.
Not only the low takes the number of records as a measure for the potential
penalty, but also the possibility for individuals to be affected and civil charges to

be placed against an organization is increasing.
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5.4 Privacy Breaches in United States

In this subsection statistic data that have been extracted from the Privacy Rights
Clearinghouse  (https://www.privacyrights.org/) are collected, presented,
processed and analyzed. The emphasis is given in cases where personal data are
lost as a result of a corporate information breach. The results are astonishing
considering the narrow area of interest. They are used because they address the

importance of the security failure and what can cause data breaches to occur.

According to the laws of California and more specifically the Civil Code section
1798.80-1798.84, even a small let alone a big company has to establish the means
that will ensure the safety of the data of their clients. This obligation by law is
taken as the indication that the examined companies all have imposed security
measures. Still they fail to properly protect the data of their customers and the

results are multiple and for both companies and customers.

Because not only incidents from the state of California are reported, but from the
United States, is important to include information about the legislation for other
states. “Some states have state laws that require breaches to be reported to a
centralized data base. These states include Maine, Maryland, New York, New
Hampshire, North Carolina, Vermont and Virginia (Virginia’s notification law
only applies to electronic breaches affecting more than 1,000 residents).
However, a number of other states have some level of notification that has been
made publicly available, primarily through Freedom of Information requests.
These states include California, Colorado, Florida, Illinois, Massachusetts,
Michigan, Nebraska, Hawaii and Wisconsin ”. This analysis can be found in more

detail in the following webpage http://datalossdb.org/primary_sources.

From the above is clear that companies in United States not only have to secure
the data of their customers but also to report and share information about breaches
that may occur. Even though, as it will be seen many types of disclosures and
hacks are taking place for at list ten years. At the same time structured information

is collected for the attacks.

In the following analysis data breaches in the United States are examined from
2005 up to 2014. They include data breaches, mainly but not exclusively of
compromised personal information, reported in the United States and not only to

the state of California. They offer a total number of records compromised, which
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is an approximation of the records but as such they are fewer than the reality. The
list of incidents is representative and the goal is not to include everything. Still is a
useful indication of the categorization of breaches and their intensity and

variations during the years.

More precisely, the incidents examined had impact on more than nine individuals,
or in case they are fewer if there is a need for public concern. Main source is the
Open Security Foundation (www.datalossdb.org) which is in turn derived from
verifiable media stories, government web sites/pages, or blog posts with
information pertinent to the breach in question. Also for data from January 2010
sources include also the Databreaches.net (www.databreaches.net and
www.PogoWasRight.org), Personal Health Information Privacy, so called PHI
Privacy, more accurately the web pages www.phiprivacy.net/ and
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/poste
dbreaches.html and National Association for Information Destruction, Inc (NAID)
(www.naidonline.org). From March 2012 the California Attorney General list of
data breaches is also used as a source. It is important to make clear that if a
breached entity has failed to notify its customers or a government agency of a

breach, then it is unlikely that the breach will be reported anywhere.

The update of the data takes place every two days and it was last checked for
changes in 24™ of December 2014. Abbreviations are used in the initial
presentation of data and have been adopted in the statistical analysis because they
offer an efficient categorization of the data and make the analysis more
understandable. The following tables Table 5 and Table 6, contain the analysis

and details given from the Privacy Rights Clearinghouse, given in each dataset.
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Table 5: Type of Breaches

Abbreviation Type of breach Description

DISC Unintended disclosure Sensitive information posted
publicly on a website,
mishandled or sent to the
wrong party via email, fax or

mail.
HACK Hacking or malware Electronic entry by an outside
party, malware and spyware.
CARD Payment Card Fraud Fraud involving debit and

credit cards that is not
accomplished via hacking. For
example, skimming devices at
point-of-service terminals.

INSD Insider Someone with legitimate
access intentionally breaches
information - such as an
employee or contractor.

PHYS Physical loss Lost, discarded or stolen non-
electronic records, such as
paper documents

PORT Portable device Lost, discarded or stolen
laptop, PDA, Smartphone,
portable memory device, CD,
hard drive, data tape, etc

STAT Stationary device Lost, discarded or stolen
stationary electronic device

such as a computer or server
not designed for mobility.

UNKN Unknown or other Not included in the above
categories.

Table 6: Organization Types

Abbreviation Organization Type
BSO Businesses-Other
BSF Businesses-Financial and Insurance

Services

BSR Businesses-Retail/Merchant
EDU Educational Institutions
GOV Government and Military
MED Healthcare-Medical Providers
NGO Nonprofit Organizations
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In any case, the data that are going to be analyzed and presented should not be
taken as reliable. They are used here for the solid purpose to depict what has been
reported from a particular source and a certain time. Generalizations should not be
made upon those data. Data distributions, variants and averages don’t provide a
good statistical quality, still for the purpose to indicate a situation where security
Is violated and data are collected in the course of time the above analysis for the
context of this paper is useful.

The incidents of data breaches that are examined can be sum up in the following
diagram, Figure 11. It depicts the distribution of the various types of breaches
among 4,467 incidents. Cyber-attacks from outside parties, malware and spyware,
seem to be the main source of breaches with a small precedence to the loss of
portable devices. Mishandled sensitive information posted publicly or is send to a
wrong mail; fax; email etc. seem to be another of the main sources of data

disclosure. It is also common legitimate users to intentionally breach information.
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Figure 11: Number of Data Breaches Reported 2005-2014

As it has been already mentioned, these data are limited only to the Privacy Rights
Clearinghouse database and show trends that may be applicable only for the
United States. Also, it should not be neglected that those data have been processed
and they depict selective cases. Nevertheless, they are available to the public for
purposes of awareness and to alert for changes in trends. In that context, they can
be examined further. The results examined are not claimed as international but

useful to prove that data preaches occur at least throughout the United States and
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that the problem for this geographic area exists.

A prioritization of types of breaches has been attempted with the above analysis.
Every one of the examined types punctuates in the course of time. Cyber-attacks
weren’t always the preferable way to steal data, before those stolen portable
devices were preferable. Lower but study seem to be the unintended exposure of
information mainly from mismanagement and mistakes. The insider’s threat from

2009 grows. The Figure 12 illustrates those changes in trends.
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Figure 12: Trends in Data Breaches Types 2005-2014

What cannot be neglected from the above diagram is that all of the types of
breaches seem to diminish drastically in 2014. Even if the remaining time of the
2014 is considered as the case, meaning that the shamble when collected wasn’t
complete for the last month of the year, still is clear that from 2012 companies,
state agencies or both are more active and the security becomes more effective.
Other explanations can be that attackers are eliminated or that corporations have
less important and sensitive data. From the above closer to reality it may be that
the knowledge of the past failures leads to more to the point defense and the

results are obvious.

An interesting observation is that different types of organizations are attacked
differently as well. General businesses are exposed with different intensity to the
same attacks that a financial and insurance institutions are. The same is true

among retail companies, educational services, governments, medical providers
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and nonprofit organizations. The pie charts show these differences in Figure 13 to

Figure 19.

The first of the pie charts indicates that businesses generally tend to be attacked
from outside, in the cyberspace in order information to be retrieved. Portable
devices are also stolen with the same goal. Mistakes also unintentionally disclose
information to the public or to third parties. Employees or contractors and other
types of legitimate users are also a source that causes breaches intentionally. Lost
documents, discarded or stolen non-electronic records still are a source of
breaches. Fraud involving debit and credit cards, stationary electronic devices and

any other type of exposure of data seems to be less possible but still occurring.
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Figure 13: Businesses and Breaches Types 2005-2014

In the financial and insurance industry the main threats are stollen portable
devices, cyber attacks, mishandling of sencitive information and unintentional
publication. The incider threat is greater and the lost, discarded orstollen data are
exposing valuable data of those organizations. Card fraud and stationary
electronic devices also are more intencively attacked. The reasons can be that
financial institutions are oblaged to apply security which leads attackers in more
inovative and less exploited areas. The attacks are of more categories and
sometimes combined. This is also indicated from the unknown category, which is
also of interest here.
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Figure 14: Financila and Insurance Services and Breaches Types 2005-2014

The majority of attacks in retail-merchant businesses seem to come from cyber-
attacks and legitimate users reviling intentionally data. Stolen-lost portable
devices are also the trend in this category. Documents and card fraud are
occurring as well and cannot be neglected. In the businesses so far the patern seem
to be unintented disclosure of sensitive data, cyber attacks, portable devices and

inciders threats.
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Figure 15: Retail/Merchant Businesses and Breaches Types 2005-2014
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In educational institutions hacking—malware attacks and unintended publicity or
mismanagement of sensitive information are the main types of data breaches
occurring. Lost, discarded or stolen laptop, PDA, smartphone, portable memory
device, CD, hard drive, data tape, etc are also an important percentage of the
causes of breach. Non-electronic records and stationary electronic devices such as
computers and servers not designed for mobility seem also to be the target of
attacks. The rarest type of breach to occur in this field is the intentional breach
from an insider. This contrast with the cases presented for the other types of

businesses, where it was one of the most possible sources of disclosure.
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Figure 16: Educational Institutions and Breaches Types 2005-2014

Governments and military are disclosing information unintentionally on websites,
or mishandle and sent to the wrong party sensitive data. Portable devices are also
the Achilles heel as lost, discarded or stolen devices seem to be common scenario,
especially as they decrease in size. Documents and non-electronic data along with
willing insiders to reveal information that are not supposed to are occurring as
well. Commonly with all the above cases rarely stationary devices are lost or

stolen and result to breaches.
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Figure 17: Government/Military and Breaches Types 2005-2014

In helthcare the majority of the reported data breaches are related to portable
devices that have been lost, not efficiently discarded or stolen. Data in non-
electronic form are also another common cause of breach. People with legitimate
access intentionally breach information is a common occurance and in the medical
sector. Unintentional disclosure by mistakes and stolen or lost stationary devices
are more rare but still important, especially considering the criticality the data
have themselves and the maltiple ways that can be used for targeted individual
attacks, experiments, transplants etc. Surprisingly, hacking and malware in this

sector are used in few cases or they are not found.
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Figure 18: Healthcare/Medical Providers and Breaches Types 2005-2014
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Nonprofit organizations are common targets of cyber attacks. Except from hacks
and malware they are almost equaly targeted in the physical dymension in terms
of portable devices. Paper documents and willing employes or any type of insider
are common also in those organizations. Unintended disclosure of sensitive
information and sented to wrong parties information are in some cases the source
of breach. Payment card fraud not accompliced via hacking is more rare bur still

present.
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Figure 19: Nonprofit Organizations and Breaches Types 2005-2014

Simply correlating the above data, hacking seem to be the most common threat
especially for educational institutions, retail/merchant businesses, governments
and generally for companies. Organizations also were exposed to the loss of
portable devices, which for medical and healthcare institutions seem to be the
most commonly reported type of breach. Financial and insurance institutions even
though they face the insiders threat might be the very well prepared, as the
following visualization Figure 20 shows, the incidents occurred are the least

compared to the rest in percentage.
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Figure 20: Organizations and Breaches Types 2005-2014

It is important to mention that each sector has a different intensity of breaches.
The Figure 21 illustrates that fact. More precisely shows that the medical sector is
the one more attacked from 2005 to 2014 and nonprofit organizations are in the
other end. Those results though are not wide and don’t claim that can be
generalized. But it shows that nevertheless data breaches occur in various fields

that have security in place.
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Figure 21: Data Breaches per Sector 2005-2014
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From the above subsections what can be derived is that data losses occur, at least
in United States and are existent. In the businesses and the market security
measures against attacks, polices, best practices, laws, certifications and any other
type of control are in place. Even though, breaches occur and where solutions
seem to be found new attacks or evolved already existent attacks surpass the old
measures. Those are more the case of the past. The next subsection will briefly
analyze some important and more worldwide cases and will conclude with studies

from trusted organizations and institutions in order to prove that security fails.
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6 Cost of Data Breaches

Security is violated and that implies that there is place for improvement. Before
such a perspective is examined, it should be presented how important are those
breaches for corporations. As businesses prefer monetary terms and the major
concern here are data breaches, their costs for enterprises, seen to be the most
rational and accurate measure. The events analyzed are correlated with the
announcements of data breaches. The term ’data breach’ here corresponds, based
to the Wikipedia definition, to the intentional or unintentional release of
information that was secured in an untrusted environment [Wikil4]. In this
chapter is attempted the examination of the impact of information security
breaches on the firm value. The sources of the incidents and their impact derive
from publicly announced sources. The incidents analyzed are from 2006 up to
2014 and the event study methodology is used for the quantification of the impact.

Before the estimation of the cost of data breaches, based on proprietary
information from the web page privacyrights.org, a review of studies about the
estimation of the data breaches cost will be presented. After a better understanding
of the methodologies applied and the results they have given, the methodology
and results of our experiment will be presented. The platform used is related to the
United States and provide information about the releases of the breaches and the
number of records lost. Based on well-known and recognized data from the
Ponemon institute, again related to the cost per record lost for US, estimation
about the cost during the last nine years, related to data breaches, is made. The
previously presented results from the review of other studies, as well as the results
of the approach in this research are limited in truthfulness as they are based on

samples and assumptions. Generalizations are better to be avoided.

6.1 Related Work

In the information security literature the impact of cyber-attacks to corporate
value has analyzed from to perspectives. The corporate estimations that require
internal data and analyze quantitatively with even automated methods factors such
as, lost sales, business expenses, lawsuits, incident investigation costs, etc.
(http://www.databreachcalculator.com/,  http://www.ibmcostofdatabreach.com/)
and the academic perspective where event analysis, borrowed from the financial

sector and adjusted to the cyber reality, is widely applied and accepted.
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Calculators are offered for business purposes such as the CyberTab
(https://cybertab.boozallen.com/) for the estimation of the cost of a specific cyber-
attack, the Symantec and Ponemon data breach  calculators
(https://databreachcalculator.com/GetStarted.aspx) that provide the risk of a data
breach, the average cost per record and per breach. Furthermore, makes
comparisons within the same industry or other and with similar or different
characteristics. The HUB International (http://www.hubinternational.com/data-
breach-cost-calculator/) also offers a calculator for the estimation of incident
investigation, crisis management and regulatory costs. In this study the emphasis

though will be given to the academic approach.

From an academic perspective the methods introduced from Loderer and Mauer
(1992) [LoMa92] have led to the event study of Dos Santos et al. (1993)[D0sS93],
where the applications of these methods have been used in the field of information
technology. Many studies followed with similarities and differences. Ettredge and
Richardson (2002) [EtRi02] investigated the market reaction to security breaches.
They were focused to DoS attacks, launched from hackers on Internet firms. The
sample examined was for February 2000 and they found significant negative

abnormal returns to be the way markets behave after a data breach incident.

In 2003 Hovav and D’Arcy (2003) [HoD’A03] examined also the impact of DoS
attacks to firms. There work was based on Ettredge and Richardson (2002)
[EtRi02] as well as Campbell et al. (2003) [CaGo03]. A sample consisting of 23
incidents was analyzed and the findings indicated insignificant negative results for
all the sample and significant results only for Internet firms, highlighting that
where the markets expect technological expertise, when a data breach occur, the
consequences are of importance. In the same year Garg et al. (2003) [Garg03] also
examined 22 events between 1999 and 2002. Among the results, it was found that
the average loss in share price the day of an event’s occurrence was nearly 5.6 per
cent over a three-day period after the news of the event. The authors recognize
that the results may be biased due to the fact that Microsoft makes multiple
appearances in the sample. Furthermore, the results are claimed as not applicable
for non-public and non-Internet dependent companies. The average loss of a
company was estimated in $17-28 million, but maybe the most crucial result was
that differences in the market reaction were found based on the various types of IT

security breaches that were examined separately. [Garg03]
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Hovav and D’Arcy (2004) [HoD’A04] examined as well a sample of 186
incidents, but only including cases related to virus attacks. The mean abnormal
returns calculated were positive, a result that indicated that virus attacks may
require a different approach in order the impact to be calculated as they have a
more pervasive impact which wasn’t depicted in those findings. Cavusoglu et al.
(2004) [CaMiRa04], examining 66 incidents from 1996 t02001, take into account
that the time period analyzed was of high market valuation and volatility, resulting
in possible increase of errors. Among the results, a significant negative abnormal

return for the whole sample of events was found.

While previous research have involved the use of regression analysis to explore
the relationship between firm and attack characteristics and the occurrence of the
cumulative abnormal returns (CAR), in the paper of Andoh-Baidoo, F.K. and
Osei-Bryson, K-M. (2007) decision tree (DT) induction was used instead, to
examine this relationship [A-B&O-B07]. The results of the DT-based analysis
indicated that both attack and firm characteristics determine CAR. In this paper,
DT induction, a data mining technique, was used for the development of a model
that predicts the likelihood that an information security breach would lead to
negative cumulative abnormal stock market return of the breached firm. Also, new
factors that predict abnormal (negative) stock market returns of breached firms
were identified. [A-B&O-B07]

Goel, S. and Shawky, H.A. (2009) [GoSh09] applied event study for a sample of
168 incidents from 2004 up to 2008. They found that security breaches can have a
significant impact on the financial performance of firms. Also, the disclosure of
private information of clients can damage firm reputation and lead to
governmental sanctions, negative effect on the firm returns on the day of the event
and a highly significant negative impact occurring on the day following the
incident. On average the announcement of a security breach was estimated to have
an impact of about 1% of the market value on the firm. Davis, G., Garcia, A. and
Zhang, W. (2009) [DaGazh09] analyzed the potential effects of cyber security
incidents on companies that predominantly conduct their businesses in an online
fashion. Using the time series associated with web traffic for a representative set
of online businesses that have suffered widely reported cyber security incidents,
they searched for structural changes resulting from these cyber security incidents.

They found that cyber security incidents do not affect the structure of web traffic
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for the sample of online businesses studied. [DaGazZh09]

Patel, N. (2010) [Pat10] as well, examined the impact of security breaches, in this
case, the direct and indirect costs associated with a firm’s negatively affected
stock. In this study 34 incidents were included in the sample referring to a period
between 2001 and 2009. The study found that direct and long-term costs are not
consistently significant. On the other hand, Gatzlaff and McCullough (2010)
[GaMc10] concluded to the identification of significant negative abnormal returns
for their overall sample. Also, e-commerce firms was found that suffer more from
security breaches and DoS attacks, compared to other security breaches, cause the
most harm to the majority of the companies. Though, the more recent the event

the least impact for the firm was identified.

Yayla and Hu (2011) [YaHull] examined 123 incidents from 1994 to 2006.
Similarly for approximately the same period Gordon et al. (2011) [GoLozZh11]
investigated 121 events, using the Fama-French three-factor model along with the
CAPM in order to estimate the abnormal returns. Humayum, Z., Myung, S.K. and
Kweku-Muata, O-B. (2012) [HuMyK-M12] searching in the same direction,
found that a security breach announcement of a breached firm has a ripple effect
to the industry as a whole. In their study weren’t evident the competition effects
with a statistical significance. Still, the lack of incentives for companies to publish
data breaches was recognized in cases where the low doesn’t force it. Also, in

some cases, the performance of the firm after the breach was better.

More recently, Pirounias, S., Mermigas, D. and Patsakis, C. (2014) [PiMePal4]
investigated 105 events, from 2008 to 2012, applying once more event study
methodology with Capital-Asset-Pricing-Model (CAPM) and Fama-French three-
factor model, to investigate the impact of security breach announcements on firm
value. It was considered that the period examined was of high volatility. Among
the findings are that on average technological firms suffer higher total costs of a
security breach compared to the sample, investors are less sensitive to react. A
very large-scale incident was recognized with the possibility to severely impact a

firm, independent from the sector. [PiMePal4]

Layton, R., and Watters, P.A. (2014) [LaWal4] investigated 2 entities, more
specifically, Telstra and Linkedin. They found that data breaches negligible

impact on company reputation as reflected in the stock price. The stock price,
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after the attack, rose in both cases. The direct costs were significant and estimated
potentially to thousand dollars. In addition, policy and procedures were
recognized to have a large effect on the overall cost. The absence of standardized
cost calculation methods was recognized from Clemens, M., Amina, K. and
Ghada A-S. (2014) [CIAMGh14] that they undertook the task of quantifying the
internal costs of security breaches as well as the costs of managing them. More
precisely, they developed a method which assumes that alternative tasks that do
not rely on the affected IT resource are performed, hence, the employees’ time is

not considered as completely idle and consequently the total costs decrease.

What is in common in most of the previous work is the use of event study as a
methodology to estimate the impact of data breaches in terms of stock value. The
size of the sample varies depending on the context and the initial hypothesis
examined. The same is rationally true for the results were in the majority of cases
varying greatly. Still, the contribution of the above studies is great, apart from
their results, allowing further investigation to the issue, giving already reliable
sources, tools and methodologies.

6.2 Scope of this cost analysis

Based on data for the United States, provided by the privacyrights.org from 2006-
2014, 4341 incidents involving the loss of personally identified information were
reported, as shown in Table 7. These cases involve a much greater number of lost
records and organizations, institutions and companies. During the course of those
nine years the data breaches reported, duo to loss of private or sensitive
information are between 253 and 680, with an average 482 number of reported
data breaches in US per year. In 2012 was a rise in the number of incidents of data
loss reported. After 2010 it can be said that the number of data breaches reported
has increased. In 2014 a decline is observed, but even though the data collected
and processed here where updated in 2015 and the web page used as a primary
source is updated approximately every two days, might not all of them are yet
discovered and reported.
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Table 7: Number of Data Breaches 2006-2014

Year Number of Data Breaches (privacyrights.org)
2006 482
2007 453
2008 354
2009 253
2010 607
2011 598
2012 680
2013 622
2014 292

Still those results should not be generalized or taken for granted. They come from
a particular source which collects data breach notification letters scented to
various jurisdictions in the United States. Consequently the sample is not
equilibrated among the various countries not even states, weights are not assigned
to the results and where by low report of data breaches is obligatory the regional
results will end up to be biased against the more transparent. Furthermore, the
privacy-rights database doesn't include every breach. A set of criteria is used and
the resulted lists contain breaches involving the release of personal information,
preferably related with an organization and affecting more than nine individuals.

What can be observed from a more wide perspective and proprietary sources is
that multinational companies may reveal the existence of a breach, but won’t
provide any quantification, or the records lost will be reported but the company or
parties involved remain unknown to the public eye. That shows that indeed data
about the past are collected, lessons can be learned, but its study and report is
sensitive and should not be taken outside the context of each research. Also, the
picture of the past is nothing more than what the name indicates; past and it is a
picture and not reality. To mach information is hidden, maybe from the majority,
but not lost.

Comepetition, laws, technological expertise make companies more or less aware
about their own breaches, and it’s one of the players choose according to their best
interest how to announce or not their losses from mistakes or attacks. The
situation should not be over- or underestimated. As it has been seen from the brief

literature review, the changes in share prices have been used as an indication and
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the security index (http://www.pircenter.org/en/static/international-security-index-
isi) provides the trends claimed from experts. Still within these years of economic
uncertainty and fear, technological changes are astonishing. The environment, in

other words, is alternated ‘in bulk’.

Many and different aspects of cost could have been examined. From the sample
chosen information about the documents lost were collected. In many of the
already referenced work the average cost of a record lost has been estimated. The
average price per record was used, as will be described further in the methodology
subsection, in order to estimate the costs of data breaches. This approach observed
in detail indicates that for each country and sector the price of a record breach
differ. Taking that into account a calculation that approximately shows possible
costs for the data breaches examined has been developed for the United States.
The reason of this specialization is because more and accurate information is
available and accessed for the public. In addition the existing regulations control
and keep track of the incidents involving lost data from the past. As a result
comparisons and studies can be more in depth and accurate.

In any case, it should be stated that the results of the reviews and studies are more
accurate and accountable. This approach is limited to the information, tools and
time given. It is held in order to observe if a simple experiment as this gives
results that are similar to the studies or not. In other words as the studies published
cannot be examined it is attempted at least to find what someone can deduce from
what is widely given to the public and can be extracted and understood easily
from an average person. It is widely claimed that those databases are important for
information sources. What remains is to examine what can be derived from them

and what are the limits.

6.3 Methodology

In order to access the impact of data breaches from the above described sample,
data for the time period of 1% of January, 2006 up to 31* of December, 2014 were
collected in a yearly base. From a first examination 4341 data breaches were
identified. During the course of time the period 2012 was the most intensive. The
illustration of the data is presented in the Figure 22. Compared to 2006 up to 2009
it can be easily seen that the breaches have increased after 2010, whereas in 2014

the average number of breaches is lower than that of the previous four years.
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Figure 22: Number of Data Breaches in U.S 2006-2014
The goal of the analysis of those data breaches is to estimate the impact for
corporations. The cost approach seems to be the most crucial for companies. As
has been already mentioned some of the widely accepted studies give estimations
for the cost of data breaches. In the years the cost is different and increasing.
Because of that the chosen sample examined, takes different costs of data
breaches among the different years. Another challenge was the price with which
each recorded will be charged. Among countries those costs differ. Main reasons
are the different legislations, costs of crisis management and the importance of the
information included in each record. Here the focus is given to the United States

and as a result the prices correspond to dollars.

From the report of Ponemon Institute, entitled “2014 Cost of Data Breach Study:
United States” [Ponl14] it has been found that the cost per record is increased
compared to 2013 from $188 to $201. This price has been deducted after
examination during January 2013 up to March 2014. The term record is used to
refer to information that identifies an individual whose data are compromised. In
the same direction and because the attempt to collect costs for forensics, support,
monitoring, investigations, communications, customer and reputation loses were
above possible, the numbers given are used. The limitations are that these
numbers are only valuable for the United States organizations with no less than
5,000 and more than 100,000 records breached.
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The per capita cost of data breaches over nine years, from 2006 up to 2014, has
been estimated among $138 to $214. Figure 23 based on the diagram from the
Ponemon Institute research report, shows the cost with which the records
collected from the above described sample will be calculated. The per capita cost
estimated in the Ponemon study have been calculated by the division of the total
cost of data breach with the number of lost or stolen records. Table 8 shows that
our sample is much greater compared to the Ponemon research. It can be seen that
the results are based only to what is available and as a result they are not accurate.
Still they fulfill the original purpose, which is except from studding what is
already studied, to find what proprietary data offered publicly indicate. With this
attempt a more active research of the issue is dared further from the more reliable

and important literature review.
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Figure 23: Per capita cost of data breach (Ponemon Institute) 2006-2014
Table 8: Sample size for 2006-2014

Year Sample of Data Breaches Sample of Data Breaches
Ponemon Institute (privacyrights.org)

2006 14 482

2007 31 453

2008 35 354

2009 43 253

Master Thesis Myrsini Athinaiou, 2014/15




6. Cost of Data Breaches 82

Year Sample of Data Breaches Sample of Data Breaches
Ponemon Institute (privacyrights.org)

2010 45 607

2011 51 598

2012 49 680

2013 54 622

2014 61 292

In the sample collected for this research, the cases where they were not social
security numbers and financial losses haven’t been reported are not included.
Furthermore, when the number of the information related to unknown SSNs and
financial data are also excluded. The main reasons for these choices are that where
this type of information is not provided individuals may not be affected and also it
is a common practice where fragments of what may have been exposed is known,
those cases to be excluded from the final sample. In the same direction and with
the danger of an underestimation the final cases included in the sample analyzed,
where selected. The final sample formed is shown in Table 9, in comparison with

the Ponemon Institute sample and this studies initial pool of data.

Table 9: Final Sample size for 2006-2014

Year | Sample of Data | Sample of Data Breaches Final Sample of
Breaches (privacyrights.org) Data Breaches
Ponemon (privacyrights.org)
Institute

2006 14 482 103

2007 31 453 100

2008 35 354 95

2009 43 253 53

2010 45 607 77

2011 51 598 53

2012 49 680 51

2013 54 622 78

2014 61 292 43
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From the Table 9 can be seen that the final sample is much closer to the sample
size the Ponemon Institute have used. Also, the cases taken may differ as the
primary sources are different. What is common is that in our final sample the final
cases included are of middle breaches, meaning the number of records lost, the
time period is the same and they are also incidents that caused losses to companies
in the United States. It is also important o mention here that the year in which the
data breach is included and counted is that of the incident. In some cases the year
of the breach and the actual year of the discovery differ. In our sample the year of
occurrence of the incident is the same as the year where the losses in terms of

records are calculated.

Furthermore, in Table 9 and in our sample, for consistence with the prices with
which the number of breaches is correlated to deduce cost estimation, cases where
less than 5,000 records or more than 100,000 records where published, reviled,
stolen or hacked, are also not included, because that is related with extreme cases
of breaches where average prices are not a reliable measure. Appendix A contains
the big data breaches that occurred from 2006 up to 2014, were reported but have
not been taken into account for this study. Also, cases where the firm has agreed
to pay a penalty and the number of SSNs involved are unknown are not included
along with incidents where partial SSNs were exposed. The prices for a data
breach in the US for a certain year are for casual, limited scale incidents and
won’t be proper to use for more pervasive incidents. To summarize, the final cases
investigated include breaches that exposed from 5,000 up to but no more than
100,000 and due to the information provided individuals were affected or at least
they can be identified.

The details can be found in Appendix B, which summarizes important data
breaches that most of them are well known to the public, because of their potential
impact. Due to the fact that the number of records lost in each one of those cases
is very high, if used in a sample, the cost criteria used for our research will be
inaccurate. When data breaches of that scale occur, and as it can be seen it
becomes a common scenario especially for well-known companies and
oligopolistic markets, the average number of records lost that year increases
dramatically. Of course data breaches of that scale should not be ignored, but as it

has been explained if included in our sample the results would have been invalid.
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6.4 Data selection criteria

The data set was built with a focus in the companies of United States, and a
market wide perspective, as all types of businesses are included, with incidents
that occurred between the years 2006 and 2014. The final sample has been further
processed and cases were extracted based on criteria. Companies whose records
did not contain personal or sensitive information couldn’t be used, because they
are not important for the companies neither for this study and the scope of
security. It is necessary for the accuracy of the results to be estimated not only the
cost of a breach but also how important is for each corporation in particular. This
is though very difficult to found because it will be possible only for companies
enlisted in the stock market and their balance sheets are published. Furthermore,
whenever the number of records lost weren’t provided the incident was also

excluded from the sample.

Concerning the above limitations should be mentioned that data loss incidents
studied is far from a complete sample. Also, many data breaches cases that would
have been of importance offer very few information to the public. This is rational
from a corporate perspective as they make the breach less reported and quickly
forgotten. As a result the losses the companies suffer are limited in that period
[Attr07]. Considering though that rarely corporate attacks increase in complexity,
precision and sophistication it may expose the enterprises in greater future risks.
The above imply that numbers are important but still when their quality and
usability is limited they can misdirect rather to inform and the real situation is far

from being reviled.

Thus, the data and result that will be examined and presented in this section suffer
from many statistical problems. They are derived from sources that may use the
same terminology to represent different things, they are collected from particular
sources and only what could be studied further was selected. The sample is in that
way not random neither stratified random. The statistics are used because they
give a summary of a large amount of data in an easy understandable way. Here
they are used for the solid purpose to examine if data breaches cost money to
corporations. However, the reader should question the accuracy of the results for

uses outside of this study.

The cases collected were further filtered. They were breaches where multiple

companies were attacked, such as Korea Credit Bureau, NH Nonghyup Card,
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Lotte Card, KB Kookmin Card and Target Brands, Inc., Fazio Mechanical
Services, Inc or even Heartland Payment Systems, Tower Federal Credit Union,
Beverly National Bank, North Middlesex Savings Bank, Golden Chick. These
cases were also related with stolen laptops, but the reports were for all of them
together. Citigroup, Time Warner Inc., Towers Perrin, Altria, United
Technologies, Prudential Financial, Random House, Stanley, Inc., Bertelsmann
Services Inc., AGL Resources Inc., Salvage Association, The Nielsen Company,
Major League Baseball, Unilever, Harlequin Holdings, Celanese Americas
Corporation, The Interpublic Group, Dover Corporation, Continuum Health
Partners, Roman Catholic Diocese of Brooklyn, Cambrex Corporation, Strategic
Industries, Shorewood.

An analysis of these incidents could produce misleading results where separate
data are not provided from each of the institutions. Those cases were excluded for
that purpose along with incidents where the victim organization is unknown. In
addition, the incidents selected have thousand records lost and were considered as
important, as they represent the average type of breaches occurred. They were
selected because the impact they have for corporations can be showed more
clearly, based on the data available. An important disadvantage is that in some
cases an initial attack is followed by the real attack, or many attacks that look final
or unconnected can potentially have a wider scope and a different target. This has
not been taken into account because it requires a different perspective to the data

presented above and this is not the purpose of this study.

By not examining well published and discussed incident it can be assumed that
the public was aware of them and the costs caused can be isolated or observed
more easily. Especially through the punctuations in their stock prices, as it has
been seen that is the most common method used. On the other hand, in the real
market the ceteris paribus hypothesis is untrue. Keeping that in mind it is assumed
that if all the other factors that could have caused any type of corporate costs are
steady, or the same, the costs caused by data breaches can be observed. The
sample and orientation though of our study is different. The final cases examined
are wide, but only for the United States and furthermore are not unbiased as the
differences among states and the distribution of corporate data breaches are not
taken into account. That was the main reason of the presentation of other studies

on the subject along with their findings in the first subsection of this chapter.
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6.5 Results
The following are the most salient findings and implications of the above

examination:

= The cost of data breaches decreased. Approximately, the cost of a data breach
for companies examined in this study is $5.3 million. Table 10 shows with
more accuracy how the average cost of a data breach varies among the years
for an organization.
Table 10: Corporate Cost of a Data Breach 2006-2014

Vear Cost of a Data Breach for an
Organization
2006 3,808,243.98
2007 5,007,480.66
2008 5,909,539.64
2009 6,917,836.83
2010 4,953,928.05
2011 5,907,631.51
2012 5,469,362.12
2013 4,227,478.87
2014 5,592,006.98

= The cost of data breaches for companies has decreased. As in can be seen in
detail, examining every year approximately 73 companies, their cost of data
breaches is between $500million to 300million. The year 2014 has lowest
cost, but also only 43 companies have provided data that fulfilled the
predefined criteria for our study.
Table 11: Findings from the cost experiment 2006-2014

Number of
) Number of Records | Cost per Cost of Data

Year Companies

) Lost/Stolen record Breaches

Examined
2006 103 2,842,385 $138 $392,249,103
2007 100 2,751,363 $182 $500,748,066
2008 95 2,849,778 $197 $561,406,266
2009 53 1,815,076 $202 $366,645,352
2010 77 1,869,865 $204 $381,452,460
2011 53 1,463,105 $214 $313,104,470
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Number of
) Number of Records | Cost per Cost of Data

Year Companies

) Lost/Stolen record Breaches

Examined
2012 51 1,437,822 $194 $278,937,468
2013 78 1,753,954 $188 $329,743,352
2014 43 1,196,300 $201 $240,456,300

The cost of data breaches is related with the number of data breaches that
occurred at the same year. As Figure 24 illustrates the outside cycle shows the
percentage of the annual cost companies have suffered due to breaches. the
inside cycle depicts the percentages of the number of breaches examined at
each time period. In the years 2007, 2012 and 2014 the number of data
breaches and the cost impact has the same percentages. In 2008, 2009 and
2011 the breaches examined were fewer compared to the cost affecting the
overall losses for companies. Finally, in 2006, 2010 and 2013 the number of
breaches examined were greater compared to the cost estimated for the same

years.
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Figure 24: Number of Data Breaches and their Costs 2006-2014

The cost of data breaches has increased in 2014. After reaching a peak in 2009
with an average cost for a company $6.9million per data breach, in 2011 has
also reaches $5.9 million and after a decrease for two years in 2014 has
reached the$5.5 million. Still overall even the years of the higher costs show a

diminishing impact. Those data are also depicted in Figure 25.
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Figure 25: Data Breaches Costs Variations 2006-2014

Regarding these results but also the experiments of the Chapter 5 the following

should be made clear:

Our study utilizes data and proprietary benchmark that have been deployed from
important organizations and earlier research. However, our approach has inherited
limitations and limits that should be taken in consideration before drawing
conclusions from the findings presented. More accurately our experiments are
based on statistical samples that contain entities involved in breaches where loss
or thefts of customer or consumer records have occurred. As our sampling
methods are not scientific, but based on availability, statistical inferences, average
amounts and confidence intervals cannot be applied. Furthermore, the findings are
based on small samples compared to the real market. There is always the
possibility that companies that didn’t participate to have substantial differences,
especially regarding the estimation of costs, which differ among countries and

even business sectors of the same country.

In addition, the quality of final results is also limited to the extent the sample is
representative of the population. In our belief the current sampling frame is biased
especially towards companies with more advanced information security in
countries where the law forces publication of data breaches. Focused on
consistency with our goals, we omitted other important variables from the
analysis, such as treads and organizational specific characteristics. The cost results

are further dependent on the honesty and accuracy of the companies reporting
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them and the cost methods used from the sources of the estimated amounts.

Having stated the above, it is attempted to show that the final results may
introduce inadvertently bias and inaccuracies and are not presented to deceive.
Rather they are accompanied from literature reviews and findings of international
studies, in order the real to for his/her own conclusions based on data given and

found throughout time.
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7 Factors that lead to Risk Management Failure

In this study the focus is in information security risk management, regarding
confidentiality. Risk management efficiency is approached from this angle and
before what can be improved is presented, the purpose and strengths of risk
management will be reminded briefly. Instead of focusing to the collection of
weaknesses of risk management for a particular company, we preferred a broader
approach which can be useful for any organization. Our approach achieves to
avoid the exposure of an enterprise and at the same time to cover issues of wider

interests.

7.1 Scope and Purpose of Risk Management

Planning under uncertainty and with restrict resources is a challenging task. Not
only for the current state of a company but also about future choices to be made, is
risk management used. Vulnerabilities, threats, probabilities, consequences can be
estimated and managed. This information can be gathered for long and short term
plans and even for ongoing tasks. Furthermore, risk management offers a
framework which can be applied and adjusted according to circumstances. Risk
management can be specified and access threats and casualties, costs and
probabilities oriented to an attacker profile, or a type of information or any other
factor of central interest. From assessments to situations best practices and

mitigation techniques are also offered.

The goal of risk management is not absolute security. That is not related with
whether security can be achieved or not, but to the role of risk management,
which regarding information security issues don’t change. Companies have
strategic goals. Concepts such as continuity, profitability, quality and competitive
advantage are common goals. Risk management, as any other corporate
component; assist businesses to achieve their goals. Information is an increasing
value for the company but is a unique type of asset. Similarly technology is not
only critical for firms but also necessary for even trivial operations, let alone

decision of high priority.

Collecting, assessing, categorizing, selecting and updating what should be the
priorities in terms of information security form the bottom-line for every other

decision. Risk management offers a common reference, vague situations where
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uncertainty is present are assessed and alternatives are calculated. In some cases
processes of risk management are faced as not entirely scientific. What has been
proposed is a conservative approach. When approaching an issue in such a way, it
is taken into account and used as a central point of reference the worst case
scenario and the resulted possible casualties [ACRCOQ7]. In the basic theory of the
philosophy of science regarding the aims and scientific results two perspectives
are analyzed. The two main schools of science are the scientific realists and the
scientific antirealists, commonly referred also as instrumentalists. The scientific
relists perceive the scientific goals and findings either as true or approximate true
that can form a theory. On the other hand, instrumentalists’ perspective is that
science is not after truth. It aims to be useful and the theories derived should not
be considered as scientific truths but as descriptions with utility [Lad02]. A
popular argue is that of Popper who conceded the falsifiability, meaning that
every scientific claim can be proved wrong. If such a proof is not found after
sufficient effort then the claim is possible true) as the central property of science
[Popp05].

Even what is science is an issue that scientists disagree even for its importance
[EnBr13], but living that aside mistakes are not something that degrades a
scientific method. Even in mathematics, statistics, econometrics the error is a
factor that is always taken into account but doesn’t degrade the science, but the
truthfulness of the specific result which is always limited and related to a specific
context. The same is true for information technology risk management. The fact
that it has weaknesses, which are studied continually, is in its own nature and
terms as security, control, transparency, peace are taught as unadoptable beneficial
goals for humanity but can be used against other words of diminishing importance
through the years, such as privacy, freedom, weaknesses, emotions which are

redefined correlated with doubt, uncertainty, fear, inability.

To recapitulate, the goal of risk management is to create a reference framework
that will enable corporations to manage according to their interests’ risks and
uncertainties [Dion13]. Risk management has been defined in various ways. It is
either presented as a framework of risk management policy that aims to direct and
individual management of each threat or it is approached as a part of a security
policy, which handles possible global and indirect risks [CLUSIFQ09]. In either

cases risk management is an activity which integrates processes such as
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recognition of risks, risk assessment, controls and strategies to manage it, and
mitigation of risk using limited corporate resources. Risk management is a broad
sector which cavers financial, operational, physical, legal, technological and other
risks. Taking that into account the objective of risk management is redefined to
the management of risks related to a pre-selected domain of interest. Here this
domain is information technology and especially security focused to
confidentiality [Berg10].

Having stressed the importance of information security, present the general
essence of science and risk management, what can be improved in the field or
information risk management follows in the form of a literature review. We
present arguments that belong to the general scope of risk management and then
we emphasize to information security related arguments. In addition, opinions that
regard risk management as a poorly applied and not correctly understood are
presented. The goal is to find what has been argued up until now regarding the
issue. To show that in term of weaknesses, scientists other times are identifying
flows and others see the flow to the particular practices where the results are not
acceptable. In its approach different arguments are presented and all together offer
a better understanding to the particularities of risk management and especially
regarding the security of information. Furthermore after each section we express
our opinions based on the theory of risk management, in order to assess the

various arguments.

7.2 Arguments regarding Risk Management

In the 20™ century risk management emerged. As any human creation is imperfect
and can be improved. Early papers argue that the concept of risk is subjective and
related to psychological, social, cultural and political factors. Whoever determines
how risk is defined, controls the solution risk management would propose. In
other words, how risks are defined, lead to different ordering of priorities and
controls. For this approach risk management should be publicly acceptable
[Slov99]. There is a belief that the risks addressed are based on threats that are
known and can be predicted. Consequently, there is a possibility yet not relieved
dangers to be neglected, which may be more consequential compared to those
estimated [Stul08].

Master Thesis Myrsini Athinaiou, 2014/15



7. Factors that lead to Risk Management 93

Another argument is that risk management doesn’t offer an unambiguous,
universal way for determining what identified risks must be controlled or
mitigated compared to others that may be accepted without any further action.
Different interests and methodologies presented in an organization indicate other
risks as more important and the final decision of the prioritization of risks remains
challenging [RoSc04]. In other words, it’s commonly claimed that even if
objective methodologies assess risks, the calculations are conditioned to
subjective judgments. Risk-analysis techniques are affected from a variety of
interpretations, depending on which method is used, by whom and which data

have been selected and used [Renn85].

Regarding risk assessment in particular, some limitations have being identified.
Risk assessment can be held ether in a qualitative or quantitative manner. For the
qualitative approach has been found that the risk rating doesn’t contain sufficient
data to guide the allocation of the available resources. In addition, scores assigned
to consequences and vulnerabilities resulting to risks can lead to results where the
resulted risk is nonzero even if the consequences or the vulnerabilities have been
estimated as close to zero. Another issue of concern is the assignment of scores to
risks, where a greater risk may not be assigned with the right criticality. It has also
been argued that in quantitative approaches the calculation of average values is
incorrect mathematically, as the estimations can be easily manipulated, not all the
risks can be represented or analyzed and if a scale of risks is created the all

estimated ranging can contain errors. [Cox08]

The overemphasis to complicated measurements regarding the estimation of risks
is recognized as important but sometimes as also dysfunctional. The argument
claims that the quantitative methods used come from certain disciplines and
effectiveness measures are rare. What has been measured up until now have been
also criticized as not important neither sufficient. The main problem identified in
those claims is that reality is different from theory. There is a gap between what
methods in a laboratory give results compared to a business environment where
not only different knowledge background coexist but also vocabulary used can be
interpreted from different scientists in many ways. [Hub09] A characteristic
example is the term risk management itself. For an economist it will lead to
financial instruments like bonds, futures, options on the contrary an information

security analyst will thing of it resources, vulnerabilities and controls.
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Regarding how risk management is perceived, when controls are selected
according to importance and resources, an interesting observation is that after
imposing them there is a false sense of security. The existence and even the
operation of controls are not sufficient. Market, industry, technology, people,
attackers and generally the internal and external corporate environment changes
rapid. Security should be defined with a specific scope of time, cost and attack.
The culture of each business regarding risks, the level of integration of controls
and operations [PoDe09] are other factors that can affect the results of risk
management negatively and a general framework can only offer indications not
solution. Every company, because has each own culture, should adjust the
practices to what brings the best results to them in particular. General indications
are the baseline, the absolute necessary. The flexibility of the guidelines offers

many opportunities for improved adjustments for different needs and wants.

It has been observed that companies dealing with risks emphasize to what have
experienced recently [Hub09]. Companies have to face with the use of risk
management an increasingly more complex environment with external risks to
create greater threats than the internal. At the same time personnel with risk
management knowledge and experience is found yet not sufficient to cover the
demand [Econll]. Space for improvement has also been found between risk
management processes and other business operations. A recent trend is build-in
controls, embedded to the everyday business processes as part of the operations
[Econll].

From the above is important to mention once more that the processes a company
accepts as more appropriate can be adjusted and adopt differently, as the
definition of risk is meant to be modified according to the unique circumstances of
each firm [MAS13]. Regarding the predictability of risks in risk management
practices the factor that there are unidentified risks which are currently unknown
to the company but existent, are taken into account [HKMAOQ3]. Decision making
and managerial positions are presented as lucrative. At the same time they come
with responsibilities and if something goes wrong those who lead are taking the
blame. Management is approached as a talent and a science, risk management is a
tool. No matter how good the tool is the one who use it should be able to extract

the most out of it.
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Companies are seeking profits that won’t lose. Blaming general tactics from being
inappropriate doesn’t make sense. Improve the tools, judge why for some
businesses achieve great results and for others not. Some questions that can be
asked in those cases are: why those methods were selected in the first place? Have
been existent and applied? What went wrong? Couldn’t be found earlier? Having
a follow up to risk management processes is important for the improvement of
future decisions and actions. Focus to the weaknesses and adjust. Profits are
important but if they cannot be kept the strange to accurate them is meaningless.
Risk management is absolutely essential, not to ensure, but to guide in a general
way living space for the best or the worst, but that depends to the users [Bask91].
That can be seen as an advantage and disadvantage, but even when something is
enforced by law companies complain for compliance costs. As the environment
becomes more competitive, such as in oligopolistic markets, rivals become fewer,
with more strategic funds and targeted goals [Hub09]. The competition leads to
spend on security and risk management more capital. In other words, competition
in the cyber field and that indicates that given the circumstances digital security

cannot be neglected.

7.3 Arguments for Information Security Risk Management

Such approaches may be important for the broader definition of risk management.
In information security, though even more specific flows have been reported. As
the analysis of the arguments above, the different opinions are presented with
related comments and analysis in order to make clearer their importance and
relevance with the purpose of information technology risk management.
Compared to risk management in other areas, when it comes to information and
technological means, the calculation of the assets is challenging. Hardware,
software, databases, emails, digital accounts, identities, communications, cloud
accounts form the assets that have to be collected and calculated. The picture
becomes more complicated when some of the sources are outsourced or shared

with other organizations. [RaSn91]

From that difficulty, another challenge emerges. In order for the risk to be
estimated, the value of the asset should be estimated. They are different methods
for the assignment of value to assets. For example, the market value, the cost of
replacement, the accounting value, the option-based value and many others. But

the value of an account or an e-mail’s or an identity’s, create uncertainties,
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regarding the most accurate method to be used and its applicability [Bon01].
Another gap in the early literature of risk management was the absent of a
comprehensive framework regarding the identification, analysis, controls and
monitoring processes of risk management adjusted to the needs of information
security [BaMy99]. Letter such models and even frameworks have been
developed, some of them were presented briefly in Chapter 4. New chapters are
continually added to them regarding the security for new technologies used like
cloud services. Another opinion considers the weakness not in risk management
practices but in the available information security measures, which seems to have

also vulnerabilities [BIMcO1].

In spite of security efforts regarding safety of information, data breaches, even of
large-scale can be still observed (c.f. Chapter 5). The technological environment is
dynamic and in many cases this is considered as an asymmetric threat for security.
Risk management is traditionally used with information security. It has been
argued though that the results are not satisfactory. The reasons presented differ,
but what seems to be common is that the way risk management is implemented,
understood and supported is important. The cost of security is the bottom-line of
business decisions. It seems to be forgotten that underestimation or overestimation
of dangers comes also with losses. At the same time, the estimation of risks even
if it is quantitative can contain subjectivity; controls used for mitigation purposes
don’t imply security and risk management is a broad field that is learning and

improves as it is applied for each organization differently.

The above presented arguments are important indications of what may be the
reasons that data breaches occur even regarding cases where risk management
processes are by low enforced. It seems though that the human factor may is also
a factor to be concerned, because the subjectivity integrated to the term
‘management’ is perceived as a weakness but is the reason individuals holding
such positions are perceived as prestigious, held by skillful individuals. In any
case, the answer is not necessarily one. Different factors would be more or less
important for different firms. Overall, risk management doesn’t seem to fail, it can
be always improved and assisted with technology a loop of improvement can lead

closer to the targeted state of information security.
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8 Conclusions

Information technology has a critical role in most of today’s organizations. The
dramatic increase in devices interconnectivity and the popularity of Internet are
offering companies unprecedented opportunities to improve operations by
reducing costs, process and store information and communicate internally and
externally. At the same time, however, attacks on digital systems are increasing at
alarming rates, posing serious risks to business operations. Any event or action
that could potentially threaten or violate and endanger the security of data,
information and IT resources consist a matter that cannot be overlooked. Thus, the
success of companies’ ability to use interconnected systems to carry out critical
operations depends greatly on their ability to protect their data and systems.
Companies come to realize, all the more, those consequences and potential
impacts which threaten not only organizations but also individuals associated with

them.

Risk management is a common practice used in many fields to manage risks based
on needs and resources. For private and sensitive information related to social
security numbers and financial data, by law, companies used practices of
information security risk management. We examined the effectiveness and
efficiency of those practices based on the delivered results. We assessed (1)
whether information security and risk management are connected, (2) whether
information security in terms of confidentiality fails, (3) whether failures to secure
confidentiality cause losses for corporations, and (4) the effectiveness of risk
management structure and implementation regarding information security. We
selected to give a worldwide representation of the state of security regarding
confidentiality as data related to data breaches were available. We also emphasize,
in terms of impact, to the US because we identified serious deficiencies in other
samples attempted, we found evidences that companies report lost information
and in many cases assess the impact and cost estimations and their variations are

studied for at least nine years, offering a compare and contrast opportunity.

We found that confidentiality is not effectively managed, depending on the
company. Hacking attacks, lost or stolen portable devices, insider threats and
accidental exposure of data are common causes of data breaches. The information

lost come with various consequences for corporations. We estimated the records
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lost per year and US and correlated them with the average cost per record as
estimated from the Ponemon Institute. We found that data breaches are costly.
The exact importance of the cost resulted may differ depending to the value of the
company but the national and international impact increases the losses and
reduces profits. Risk management has opportunities of improvement. A review
conducted based on bibliography shows that how it is perceived and applied
changes its efficiency.

This study can be expanded in many ways. Firstly, the same questions can be
answer in different ways. Using the same samples, different metrics can be
applied to answer the same questions. Different samples can be selected to apply
similar or different methods. An updated bibliography and literature review will
be necessary, regarding the spread with which this sector is progressing.
Furthermore, security is examined in terms of confidentiality. Integrity,
availability, non-repudiation and other aspects of security are intentionally
excluded. Those areas are also of interest and can be investigated in analogous or
different ways. It will be also interesting if on a corporate specific level a study
could be conducted. Having internal information and concluding if the available
controls are sufficient, risk management is appropriately applied and if the results
are satisfying the predefined goals. As part of continuous monitoring, such a study
will be more practical and closer to the needs of a business audience. In order to
be more scientifically interesting the results could be related with a periods of
time and be compared with competitors. Another interesting aspect to examine
could the proof that risk management is important and affects information
security. Studies for the beneficial impact of information security has on risk
management have been already held.

In the best of our knowledge, we collected, examined and present data, results,
experiments and findings regarding data breaches and information security risk
management. Limitations of time, cost, available material, skills and tools have
resulted to a series of decisions in handling this research. We tried to be objective
and to offer to the reader not only our opinions related to the results, but threw
presentations of others’ findings to make possible to any reader to make its own
judgment. The purpose of this study was to research and learn more about
information security risk management. We would like this study to be like

information security risk management “a beginning with many ends” [Geer11].
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APPENDIX
Appendix A: Comparison of Data Breaches Reports and Number of Records Lost
Reports
Year Reported Data Breaches Data Breaches
reporting also the
Number of Records
Lost
2010 953 584
2011 1241 703
2012 3219 1212
2013 2343 979
2014 2912 716
Month Reported Data Breaches Data Breaches
reporting also the
Number of Records
Lost
Jan10 64 44
Feb10 72 45
Marl0 94 60
Aprl0 80 51
May10 71 41
Jun10 85 49
Jul10 93 60
Augl0 92 53
Sep10 62 36
Oct10 81 48
Nov10 66 32
Decl0 93 65
Janll 91 48
Febl1l 68 37
Marll 87 55
Aprll 101 59
May11 96 57
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Month Reported Data Breaches Data Breaches
reporting also the
Number of Records
Lost
Junll 135 67
Julll 94 46
Augll 82 45
Sepll 103 65
Octl1 111 67
Nov1ll 147 85
Decll 126 72
Janl2 140 78
Febl2 153 79
Marl2 206 129
Aprl2 160 85
May12 327 174
Jun12 368 149
Jul12 266 90
Augl2 313 110
Sepl2 307 89
Oct12 279 74
Nov12 416 89
Decl12 284 66
Jan13 308 90
Febl3 163 46
Marl3 250 88
Aprl3 213 84
May13 154 61
Junl3 162 69
Jull3 210 94
Augl3 209 92
Sep13 136 68
Oct13 149 74
Nov13 123 o4
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Month Reported Data Breaches Data Breaches
reporting also the
Number of Records

Lost

Dec13 266 159

Janl4 309 83

Febl4 205 59

Marl4 326 73

Aprld 226 65

May14 243 62

Junl14 317 68

Jul14 245 63

Augl4 200 53

Seol4 157 45

Octl14 243 71

Nov14 326 44

Decl4 115 30

Appendix B: Excluded Data breaches with more than 100,000 records lost

Company, State

Number of records lost or stolen

2006
Boeing 382,000 current and former
Seattle, Washington employees
University of California at Los Angeles
(UCLA) 800,000
Los Angeles, California
Aetna, Nationwide, WellPoint Group Health
Plans, Humana Medicare, Mutual of Omaha
Insurance Company, Anthem Blue Cross 396,279

Blue Shield via Concentra Preferred Systems
Dayton, Ohio

Greenville County School District

Greenville, South Carolina

At least 101,000 students and

employees
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Company, State

Number of records lost or stolen

Look Tours LLC
North Las Vegas, Nevada

300,000

Colorado Department of Human Services via
Affiliated Computer Services (ACS)
Dallas, Texas

Up to 1,400,000

Link Staffing Services

Houston, Texas

332,000

Akron Children's Hospital
Akron, Ohio

235,903

Sisters of St. Francis Health Services via
Advanced Receivables Strategy (ARS), a
Perot Systems Company

Indianapolis, Indiana

266,200

Chicago Voter Database

Chicago, Illinois

1,350,000 Chicago residents

Kentucky Personnel Cabinet via Bluegrass
Mailing
Frankfort, Kentucky

146,000

Circuit City and Chase Card Services, a
division of JP Morgan Chase & Co.
Wilmington, Delaware

2,600,000 past and current Circuit
City credit cardholders

U.S. Department of Transportation
Washington, District Of Columbia

132,470

American Online (AOL)
New York, New York

650,000 (Unknown number of
high-risk personal records)

Sentry Insurance

Stevens Point, Wisconsin

112,270

Kaiser Permanente Northern California
Office
Oakland, California

160,000 records. Because the data
file did not include SSNs, this
number is not added to the total

below

Nelnet Inc., UPS

Lincoln, Nebraska

188,000
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Company, State

Number of records lost or stolen

CS Stars, subsidiary of insurance company

Marsh Inc. 722,000
Chicago, Illinois
Nebraska Treasurer's Office
_ 309,000
Lincoln, Nebraska
Western Illinios University
180,000
Macomb, Illinois
American International Group (AIG), Indiana
_ ) 930,000
Office of Medical Excess, LLC
New York, New York
Denver Election Commission
150,000
Denver, Colorado
Ernst & Young
243,000

New York, New York

Texas Guaranteed Student Loan Corp. via

subcontractor Hummingbird

1,300,000 plus 400,000 for total

of 1,700,000
Round Rock, Texas
Mortgage Lenders Network USA
_ ) 231,000
Middletown, Connecticut
U.S. Department of Veterans Affairs
_ o ) 26,500,000
Washington, District Of Columbia
American Red Cross, St. Louis Chapter
1,000,000

St. Louis, Missouri

A merican Institute of Certified Public
Accountants (AICPA)
New York, New York

330,000 [Updated 6/16/06]

Ohio University
Athens, Ohio

300,000 (137,000 SSNs)

Ohio Secretary of State

Potentially millions of registered

Cleveland, Ohio voters
University of Texas McCombs School of
Business 197,000

Austin, Texas
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Company, State

Number of records lost or stolen

U.S. Marine Corp

o 207,750
Monterey, California
Georgia Technology Authority (GTA
: W ) Y ) 573,000
Atlanta, Georgia
Fidelity Investments
196,000

Boston, Massachusetts

iBill [disputed]
Deerfield Beach, Florida

17,781,462 (SSNs and financial

information not involved)

Los Angeles County Department of Social
Services

Los Angeles, California

Potentially 2,000,000

Hamilton County Clerk of Courts

Cincinnati, Ohio

[1,300,000] Not included in

number below

U.S. Department of Agriculture (USDA)
Washington, District Of Columbia

350,000

OfficeMax

200,000, although total number is

Naperville, Illinois unknown
Boston Globe (The New York Times
Company) and The Worcester Telegram &
240,000
Gazette
Boston, Massachusetts
Providence Home Services
365,000
Portland, Oregon
2007
The Variable Annuity Life Insurance
Company 774,723
Amarillo, Texas
Davidson County Election Commission
337,000
Nashville, Tennessee
268,000

Memorial Blood Centers

Duluth, Minnesota
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Company, State

Number of records lost or stolen

Prescription Advantage

150,000
Boston, Massachusetts
U.S. Department of Veteran Affairs
) o ) 185,000
Washington, District Of Columbia
Hartford Financial Services Group
) 230,000
Hartford, Connecticut
West Virginia Public Employees Insurance
Agency 200,000
Charleston, West Virginia
Administaff Inc.
159,000
Houston, Texas
Massachusetts Division of Professional
Licensure 450,000
Boston, Massachusetts
Gap Inc.
_ o 800,000
San Francisco, California
TD Ameritrade Holding Corp.
6,300,000
Omaha, Nebraska
Gander Mountain
) 112,000
Greensburg, Pennsylvania
Connecticut Department of Revenue Services
106,000

Hartford, Connecticut

New York City Financial nformation
Services Agency
New York, New York

280,000 Not added to total. It is
not clear that SSNs or financial

account numbers were exposed

California Public Employees' Retirement
System (CalPERS)

Sacramento, California

445,000

Fox News

Los Angeles, California

1.5 million Not added to total. It
does not appear that SSNs or
financial account numbers were

exposed.
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Company, State

Number of records lost or stolen

Science Applications International Corp.

(SAIC) 867,000
San Diego, California
Fidelity National Information
Services/Certegy Check Services Inc. 8,500,000
Jacksonville, Florida
Ohio state workers
) 1,000,000
Columbus, Ohio
Texas Commission on Law Enforcement
Standards and Education 230,000
Austin, Texas
Illinois Dept. of Financial and Professional
Regulation 300,000
Chicago, Illinois
Georgia Division of Public Health
. 140,000
Atlanta, Georgia
Community College of Southern Nevada
197,000
North Las Vegas, Nevada
Neiman Marcus Group
160,000
Dallas, Texas
Georgia Department of Community Health,
Affiliated Computer Services (ACS) 2,900,000
Atlanta, Georgia
Hortica (Florists’ Mutual Insurance
Company), UPS 268,000
Edwardsville, 1llinois
Los Angeles County Child Support Services
- 243,000
Los Angeles, California
St. Mary's Hospital
130,000

Leonardtown, Maryland

Johns Hopkins University and Johns Hopkins
Hospital

Baltimore, Maryland

135,000 (52,000 past and present
employees plus 83,000 patients)
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Company, State

Number of records lost or stolen

Merchant America

Camarillo, California

130,000

U.S. Department of Veterans Affairs, VA
Medical Center

Birmingham, Alabama

48,000 veterans plus 535,000

Chicago Board of Election
Chicago, Illinois

1,300,000

TJ stores (TJX), including TIMaxx,
Marshalls, Winners, HomeSense, AJWright,
KMaxx, and possibly Bob's Stores in U.S. &

Puerto Rico -- Winners and HomeGoods
stores in Canada -- and possibly TKMaxx
stores in UK and Ireland

Framingham, Massachusetts

100,000,000

Towers Perrin
New York, New York

300,000

Wisconsin Department of Revenue via Ripon
Printers

Madison, Wisconsin

171,000 taxplayers

2008
RBS WorldPay
] 1,100,000
Atlanta, Georgia
Florida Agency for Workforce Innovation
259,193
Tallahassee, Florida
University of Florida College of Dentistry
330,000
Gainesville, Florida
Express Scripts
700,000

St. Louis, Missouri

The Princeton Review
New York, New York

108,000 (No SSNs or financial
information reported)

Countrywide Financial Corp.

Calabasas, California

17,000,000
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Company, State

Number of records lost or stolen

Blue Cross and Blue Shield of Georgia
Atlanta, Georgia

202,000

Facebook
Palo Alto, California

Unknown 80 million Not added to
total since the breach is not SSNs

or financial account data.

Saint Mary's Regional Medical Center

Indianapolis, Indiana

128,000
Reno, Nevada
Division of Motor Vehicles Colorado
3,400,000
, Colorado
University of Utah Hospitals and Clinics
_ 2,200,000
Salt Lake City, Utah
Collegelnvest
200,000
Denver, Colorado
Central Collection Bureau
) _ _ 700,000
Indianapolis, Indiana
University of Miami
o ) 2,100,000
Miami, Florida
WellPoint
128,000

Bank of New York Mellon

Pittsburgh, Pennsylvania

Originally 4.5 million customer
records, raised to 12.5 million

Compass Bank

Newark, New Jersey

o 1,000,000
Birmingham, Alabama
Hannaford Bros. Supermarket chain
) 4,200,000
Portland, Maine
Health Net Federal Services
103,000
Rancho Cordova, California
Lifeblood
_ 321,000
Memphis, Tennessee
Davidson Companies
226,000
Great Falls, Montana
Horizon Blue Cross Blue Shield
300,000
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Company, State

Number of records lost or stolen

GE Money , Iron Mountain

150,000

Boston, Massachusetts

Wisconsin Department of Health and

Family Services 260,000

Madison, Wisconsin

2009
Eastern Washington University

130,000

Cheney, Washington

RockYou 32 million (No SSNs or financial
Redwood City, California information reported)
Health Net
. 1,500,000
Shelton, Connecticut
National Archives and Records
Administration 250,000
College Park, Maryland
Virginia Department of Education
_ o 103,000
Richmond, Virginia
BlueCross BlueShield Assn.
) o 187,000
Chicago, Illinois
U.S. Military Veterans
_ o ) 76,000,000
Washington, District Of Columbia
University of North Carolina, Chapel Hill 236,000 (163,000 SSNs
Chapel Hill, North Carolina estimated)
National Guard Bureau
_ o 131,000
Arlington, Virginia
Network Solutions 573,000
Herndon, Virginia
National Archives and Records
Administration 250,000
College Park, Maryland
University of California, Berkeley
Berkeley, California 160,000
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Company, State

Number of records lost or stolen

Virginia Prescription Monitoring Program

_ o 531,400
Richmond, Virginia
Oklahoma Housing Finance Agency
) 225,000
Oklahoma City, Oklahoma
Oklahoma Department of Human Services
. 1,000,000
Oklahoma City, Oklahoma
Arkansas Department of
InformationSystems, Information Vaulting
807,000

Services
Little Rock, Arkansas

phpBB.com
Bellevue, Washington

400,000 Not added to total; SSNs

were not accessed.

Heartland Payment Systems

Princeton, New Jersey

Over 130 million

CheckFree Corp.
Atlanta, Georgia

5,000,000

2010

American Honda Motor Company
Torrance, California

4.9 million (No SSNs or financial
information reported)

deviantART, Silverpop Systems Inc.
Hollywood, California

13,000,000 (No SSNs or financial

information exposed)

Twin America LLC, CitySights NY
New York, New York

110,000

Ohio State University
Columbus, Ohio

750,000 (Unknown numbers of
SSNs and financial information)

Gawker
New York, New York

1,300,000 (No SSNs or financial

information reported)

Mesa County, Western Colorado Drug Task
Force

Grand Junction, Colorado

200,000 (Unknown number of
SSNs)

Triple-C, Inc. (TCI), Triple-S Salud, Inc.
(TSS)

San Juan, Puerto Rico

406,000 (No SSNs or financial
information reported)
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Houston Independent School District (HISD)

Houston, Texas

232,000 (30,000 employees)

University of North Florida
Jacksonville, Florida

106,884 (52,853 SSNs reported)

College Center for Library Automation
(CCLA)

Tallahassee, Florida

126,000

Citigroup Inc.
New York, New York

117,600 (No incidents reported)

Colorado Department of Health Care Policy
and Financing
Denver, Colorado

105,470 (0 SSNs and financial
information reported)

South Shore Hospital, Active Data Solutions
South Weymouth, Massachusetts

800,000 (unknown number of

SSNs and financial information)

Marsh and Mercer

Pasadena, California

_ o ) 378,000
Washington, District Of Columbia

Massachusetts Secretary of State, Securities

Division 139,000
Boston, Massachusetts

Lincoln Medical and Mental Health Center

130,495
Bronx, New York
Anthem Blue Cross, WellPoint

470,000

Apple Inc., AT&T

Cupertino, California

120,000 (No SSNs or financial

information involved)

Digital River Inc.

Bronx, New York

200,000
Eden Prairie, Minnesota
Army Reserve/Serco Inc.
) 207,000
Morrow, Georgia
Millennium Medical Management Resources
180,111
Westmont, Illinois
Affinity Health Plan
409,262
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Educational Credit Management Corporation

3,300,000

ST. Paul, Minnesota

Wyndham Hotels & Resorts
500,000
Dallas, Texas
Citigrou

Jroup 600,000

New York, New York

Valdosta State University
) 170,000
Valdosta, Georgia

208,000

AvMed Health Plans

Gainesville, Florida

Additional 860,000 added June
3rd; (11/16/10) Estimate reaches
1.22 million
Additional 860,000 added June
3rd; (11/16/10) Estimate reaches
1.22 million

Lincoln National Corporation (Lincoln
Financial)

Radnor, Pennsylvania

1,200,000

BlueCross BlueShield (BCBST)

Chattanooga, Tennessee

1,023,209 (451,274 Social

Security numbers involved)

Netflix

Los Gatos, California

100 million not added to total

2011

United States Chamber of Commerce
Washington, District Of Columbia

3,000,000 (No SSNs or financial

information reported)

Restaurant Depot, Jetro Cash & Carry
College Point, New York

300,000

Sutter Physicians Services (SPS) and Sutter

Medical Foundation (SMF)
Sacramento, California

4.24 million (No SSNs or

financial information involved)

Virginia Commonwealth University

Richmond, Virginia

176,567
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Steam (The Valve Corporation)

Bellevue, Washington

35,000,000

The Nemours Foundation

Wilmington, Delaware

1,600,000

TRICARE Management Activity (formerly
Civilian Health and Medical Program of the
Uniformed Services, CHAMPUS), Science
Applications International Corporation
(SAIC)

5,117,799

Kiplinger Washington Editors Inc.
Washington, District Of Columbia

142,000

RxAmerica and Accendo Insurance
Company
Salt Lake City, Utah

176,300 (No SSNs or financial

information)

Sega
London, London City of

1.29 million (No SSNs or

financial information reported)

Bethesda Softworks
Rockville, Maryland

200,000 (No financial information

or SSNs reported)

Southern California Medical-Legal

Consultants, Inc. (SCMLC) 300,000
Seal Beach, California
Citibank
360,000

New York, New York

Sony Pictures, Sony Corporation of America
New York, New York

1,000,000 (No SSNs or financial
information reported)

Spartanburg Regional Hospital

Spartanburg, South Carolina 400,000
Massachusetts Executive Office of Labor and
Workforce Development (EOLWD)
Harrisburg, Pennsylvania 210,000
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Sony, PlayStation Network (PSN), Sony
Online Entertainment (SOE)
New York, New York

101.6 million (12 million

unencrypted credit card numbers)

WordPress
San Francisco, California

18 million (No SSNs or financial
information reported)

Oklahoma State Department of Health
Oklahoma City, Oklahoma

133,000

Texas Comptroller's Office

Austin, Texas

3,500,000

Epsilon

Irving, Texas

50-250 million (No SSNs or

financial information involved)

Eisenhower Medical Center (EMC)

Rancho Mirage, California

514,330 (No SSNs or financial

information reported)

Health Net Inc., International Business

Machines (IBM) 1,900,000
Rancho Cordova, California

Cord Blood Registry

300,000
San Francisco, California
Cambridge Who's Who Publishing, Inc.

400,000

Uniondale, New York

Jacobi Medical Center, North Central Bronx
Hospital, Tremont Health Center, and

1,700,000

Gunhill Health Center
New York, New York

Ankle and Foot Center of Tampa Bay, Inc.
Tampa Bay, Florida

156,000 (No SSNs or financial
information reported)

Seacoast Radiology

231,400
Rochester, New Hampshire
2012
El Centro Regional Medical Center
189,489
El Centro, California
Western Connecticut State University
235,000

Danbury, Connecticut
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Nationwide Mutual Insurance Company and

Allied Insurance 1,000,000
Columbus, Ohio
South Carolina Department of Revenue
6,400,000

Columbia, South Carolina

Northwest Florida State College
Niceville, Florida

279,000 (At least 200,050 SSNs

exposed)

TD Bank
Cherry Hill, New Jersey

260,000

United Staes Navy, Smart Web Move
Washington, District of Columbia

200,000 (No SSNs or financial
information reported)

Apple 1,000,000 (No SSNs or financial
Cupertino, California information reported)
Memorial Healthcare System (MHS) 102,153
Wisconsin Department of Revenue
110,795

Madison, Wisconsin

3 million American accounts (No

Gamigo _ o _
SSNs or financial information
Hamburg,
reported)
Nvidia 400,000 (No SSNs or financial

Santa Clara, California

information reported)

Yahoo! Voices

Sunnyvale, California

453,492 (No SSNs or financial

information reported)

Formspring

San Francisco, California

420,000 (No SSNs or financial
information reported)

LinkedIn.com

Mountain View, California

6,458,020 (No SSNs or financial

information reported)

Serco, Inc., Federal Retirement Thrift

Investment Board 123,201
Reston, Virginia
University of Nebraska, Nebraska Student
Information System, Nebraska College 654,000

System, Lincoln, Nebraska
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Hewlett, Packard, California Department of

Social Services 701,000
Riverside, California
Office of the Texas Attorney General
6,500,000

Austin, Texas

South Carolina Health and Human Services,
South Carolina Medicaid
Columbia, South Carolina

228,435 (Unknown number of
SSNs involved)

Emory Healthcare, Emory University
Hospital
Atlanta, Georgia

315,000 (228,000 SSNs reported)

Utah Department of Health

) 780,000 (280,000 SSNs)

Salt Lake City, Utah

Global Payments Inc.
. 7,000,000

Atlanta, Georgia
Department of Child Support Services,
International Business Machines (IBM), Iron

800,000

Mountain, Inc.

Boulder, Colorado

MilitarySingles.com
New York, New York

171,000 (No SSNs or financial

information reported)

University of North Carolina at Charlotte
Charlotte, North Carolina

350,000

Manwin Holding SARL (Brazzers)

Waltham, Massachusetts

350,000 (No SSNs or financial

information reported)

President's Challenge, Indiana University

, Indiana

650,000 (Unknown number of
SSNs)

New York State Electric & Gas (NYSEG),
Rochester Gas and Electric (RG&E),
Iberdrola USA

Rochester, New York

878,000 NYSEG customers and
367,000 RG&E customers

Arizona State University (ASU)

Tampe, Arizona

300,000 (No SSNs or financial

information reported)
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Zappos,com

Las Vegas, Nevada

24 million (No SSNs or financial

information reported)

2013
Aaron Brothers
400,000
Coppell, Texas
St. Joseph Health System
405,000

Suwanee, Georgia

Michaels Stores Inc.

Irving, Texas

2.6 million cards

Target Corp.
Minneapolis, Minnesota

40million

Horizon Healthcare Services, Inc. (Horizon
Blue Cross Blue Shield)
Newark, New Jersey

840,000

JPMorgan Chase
New York, New York

465,000

ADP, Facebook, Gmail, LnkedIn, Twitter,
Yahoo, YouTube

2 million (No SSNs or financial

information reported)

MacRumors, vBulletin

860,000 (No SSNs or financial

information reported)

Maricopa County Community College

L 2,490,000
District
Phoenix, Arizona
CorporateCarOnline.com
. . . 850,000
Kirkwood, Missouri
Court Ventures (now owned by Experian)
200,000,000

Anaheim, California

Adobe, PR Newswire, National White Collar
Crime Center

San Jose, California

2.9 million (38 million user

emails and passwords exposed)

Virginia Polytechnic Institute and State
University (Virginia Tech)
Blacksburg, Virginia

144,963 (No SSNs or financial
information reported)
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Advocate Medical Group, Advocate Health

: . 4,000,000
Park Ridge, Illinois
League of Legends, Riot Games
) o 120,000
Santa Monica, California
U.S. Department of Energy )
_ o ] 104,000 (5,711 confirmed)
Washington, District Of Columbia
St. Mary's Bank
115,775
Manchester, New Hampshire
Citigrou
Jroup 146,000

New York, New York

Texas Health Harris Methodist Hospital Fort
Worth, Shred —it
Forth Worth, Texas

277,000 (Unknown number of
SSNs)

Facebook
Menlo Park, California

6,000,000 (No SSNs or financial
information reported)

Adobe, Washington Administrative Office of

the Courts 160,000
Olympia, Washington
Administrative Office of the Courts -
Washington 1,000,000 (160,000 SSNs)

Olympia, Washington

LivingSocial
Washington, District Of Columbia

29 million (no SSNs or financial
information reported)

Kirkwood Community College

Cedar Rapids, lowa

125,000

Evernote

Redwood City, California

50,000,000 (No SSNs or financial

information reported)

Central Hudson Gas & Electric
Poughkeepsie, New York

110,000

Twitter

San Francisco, California

250,000 (No SSNs or financial

information reported)

Cbr Systems

San Bruno, California

300,000
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2014
Morgan Stanle
J y 350,000
New York, New York
Texas Health and Human Services .
2 million

Houston, Texas

U.S. Weather System

Satellite systems that forecast

Washington, District Of Columbia weather
US Postal Service
_ o ) 800,000
Washington, District Of Columbia
Staples Inc.
_ 1,200,000
Framingham, Massachusetts
Snapsaved.com
200,000
Unknown,
Oregon Employment
Department/WorkSource Oregon 850,000
Portland, Oregon
The Home Depot
] 56,000,000
Atlanta, Georgia
J.P Morgan Chase
76,000,000
New York, New York
Community Health Systems
. 4,500,000
Franklin, Tennessee
Russian hacking discovered by Hold Security o
) ) 1 billion
Unknown, Wisconsin
Goodwill Industries International Inc. 868,000
Rockville, Maryland
Butler University
) _ _ 163,000
Indianapolis, Indiana
Splash Car Wash
120,000
Greenwich, Connecticut
Ebay
San Jose, California 145,000,000
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Paytime 233,000
Mechanicsburg, Pennsylvania
Boxee
_ _ 158,128
Ridgefield Park, New Jersey
North Dakota University
290,780
Bismarck, North Dakota
Los Angeles County Department of
Health/Sutherland Healthcare Solutions 168,000
Los Angeles, California
Indiana University
_ _ 146,000
Bloomington, Indiana
University of Maryland
309,079
College Park, Maryland
Neiman Marcus
1,100,000

Dallas, Texas
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