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MepiAnwn

Ofépa TG SUTAWHATIKAG epyaoiag sival n peAétn Kot afloAdynon tng YAwooog
arotUnwong MOATIkwWY aodpaleiog XACML, kabBwg Kal n xprion tTng yla UAoOmoinon JLog
TPOTUTING  TIOALTIKN G aloPAAELOC, TTOU pUBUIEL TOV £AeyX0 TTPOCRACNG TWV XPNOTWV OE
éva MAnpodoplako Tuotnua otov Xwpo tne Yyeioc.

Aoun Epyaociag
H epyaoia akohouBel tng €€ dounon:

» To 1° keddAaio TAPEXEL MO ELCOYWYH OTO EMOTNUOVIKO TeSio Tou eAéyxou
npocBaong kot oto OASIS mpdtuno eXtensible Access Control Markup Language
(XACML) V3.0. NMapoucialetat miong to povreho Attribute Based Access Control
(ABAC), mou unootnpiletal amno to npoétuno XACML.

» To 2° kedbdlawo ooxohelitar pe Ta Pooikd otoyxeia mou amaptilovv éva
MAnpodoplako votnua Yyeiog, omwe ol SladopeTikou €i6oug Xprioteg Kot N
popdn Kal o0 TUTOG TwV TIOPWV Tou cuotiuatog. Emumpdobeta, mapouoidletal to
niepBadAAov WSO2 Identity Server, ou Xpnollomo|OnKke yla tnv avamtuén g
TIOALTIKNG AOPAAELAG TOU CUCTAUATOG,.

* To 3° kepdhawo avaAlel TNV oUVOAKH TIOMTIKY 0odAAELAG TTOU avarttUXOnKe,
KaBwg Kol TG EMUEPOUG TIOATIKEG aodAAElOG, TIOU auth TeptAapBavel, Kot
Tuyxavouv edapuoyng Yol OUTAUOTO  OUYKEKPLUEVWY POAWV  XPNOTWV.
Mapouoialetal, emniong, n anokplon tou MAnpodoplakol Zuotiuatog oe Stadopa
artiuata mpoéofaong Kot emoAnBevetal pHe auTOV TO TPOMO n opbotnta Tng
uAormoinong.

*  To 4° kepdhaio ohokAnpwveL T epyacio agiohoywvtog tnv yAwooa XACML kat
Kat' EMEKTAON TO TPOTUTIO.



Summary

The subject of the present diploma thesis is the study and evaluation of XACML policy
language. Furthermore, XACML is being utilized for expressing the security policy that
regulates the access control function for users of an eHealthcare Information System.

Structure
The thesis is structured as follows:

= Chapter 1 provides an introduction to the field of access control and to OASIS
standard, eXtensible Access Control Markup Language (XACML) V3.0. Also, Attribute
Based Access Control (ABAC) model is being depicted as a supported mechanism by
XACML.

= Chapter 2 describes the basic components that are being included in a Healthcare
Information System, that is the different kind of users and the type of resources
encountered. WSO2 Identity Server is also presented in this chapter, since it is the
development environment for the security policy.

= Chapter 3 analyzes the whole policy set and the separate policies that constitute the
policy set, which are applicable to decision requests from specific user roles. Also,
different requests are being applied to the system and the corresponding responses
are being presented for determining the correctness of the security policy
implemented.

= Chapter 4 concludes the present diploma thesis with an evaluation of the XACML
policy language and standard.
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1. To IIpoTvmo XACML

1.1 H évvowa tov EAéyyov [IpocPaong

Miad amdé T ONUAVTIKOTEPEG OQTALTANOEL Omoloudnmote ocuotnuatog Stoyxeiplong
mAnpodoplwy, €ival n mpootacia Twv SeSOUEVWY KOL TWV TIOPWVY TOU EVAVILO OTNV KN
ETUTPEMOUEVN  yvwoTonoinon  (MUOTIKOTNTA) KOl T aVOPUOSLEC  TPOTIOTOLNOELS
(akepalotnta), e€aocdalilovrag cuyxpovwg TNV SLABECIUOTNTA TOUG VL0 TOUCG VOULLOUG
Xpnoteg (kauio @pvnon unnpeoiag).

H emttBoAn tn¢ mpootaoiac emouevwe anmattel 0Tt kade npocBaon o€ Eva cUCTHUN KAL OTOUG
TTOPOUG TOU EAEYXETAl Kol OTL UOVO oL €E0UCLOOOTNUEVEC TPOOBAOEIC UTOPOUV va
npayuatonotndovv. H mpoavadepopevn Sladikacio opilel Tnv €vvola ToU €A€yyou
npoocBaong.

H XACML eival pa dSnAwtiky yAwooa MoALTkwy gAéyxou mpdoBaong, ou UAOTOLE(TOL UE
XML, kaBwg emiong kal €va LOVIEAO eTefepyaciaog Tou MePLypAdEL TWG EpNVEVOVTAL OL
TLOALTLKEG.

1.2 H XACML oc¢ éva Olokinpopévo [lpotomro EAEyy oV
IpooPaong

H XACML eivat éva OASIS mpotumo mou meplypadel TOCO Hlat YAWOoA TTOALTIKWY, N omola
vloroteital pe XML, 600 Kal plat yYAWooo atthuotoc/amdvtnong ylo tnv anodaocn tou
eAéyxou mpoofaong. Auti N YAwood TOALTIKNAG amaplOUel TIC YEVIKEG QMALTHOELS EAEYXOU
npoéofaong, Kal €XEL TO TUTOTMOLNMEVO oOnMelot emektaong ylwa Tov KoBoplopod VEwv
ouvapthoewy, TUTwvV  8edopévwy, ouvduaoTiknG Aoylkng, KkAm. H  yAlwooa
QULTAMOTOG/AMAVTNONG EMULTPENEL TV SLAUOPIWON EPWTACEWV YLlo TO €dv pla dedopévn
EVEPYELA TIPETIEL I OXL val eTutpartel. H amdvinon mepAapBAVEL TTAVTA LLOL ATIO TLG TECOEPLS
TIHEG: Permit, Deny, Indeterminate (éva AdBog sudaviotnke 1 kamola amopaitntn TUA
€\eune, €toL pla anodoaon dev pnopet va AndOei) i Not Applicable (to altnpa dev umopel va
arnavtnBel amd auTtnv TV UNnpPecia).

To npotumo XACML TumomoLel TPELG OUCLAOTLKEG TTTUXEC TNG Sladikaoiag Eykplong:

+ XACML yAwooa moAtikwy: pia hovola attribute-based yAwooa moAtikwy pe tnv
omola Kavoveg eAéyxou TpoOoBaong UopouV va cuvduacToUVv oe TEPUTAOKEG Kol
e€elntnuéveg TOATIKEG. TMOANEC TOALTIKEG KOL OET TIOALTIKWY WIOPOUV  va
ouvbuaotolV Og OKOUN HeyaAUuTepa oUvoAa TOALTIKwY. EuéAiktol ocuvduaotikoi
oAyoplBpol kabopilouv To MWE OL KAVOVEG EVWVOVTAL YLO VA armodwaoouv Tn akpLpn
£€VVoL0. GUAAOYIKWY TIOALTIKWY, OLOLOL LE TOV TPOTIO TIOU N YPAUUATIKN HLlag GUGCLKAG
YAWOOOG PaG EMITPEMEL VA eKDPACOUUE TIG akpLBeic odnyieg.



£ XACML mpwtokoA\o aitnong/amdvinong, To omoio XPnoLUOMOoLETAL YIo EPWTNOELG

o€ pla punxavn anodpdcswv mou afloAoyel altroelg mpoOoBaonG TOU «ITPAYUATIKOU »
KOoUou pe Baon undpyxouoeg XACML moALTIKEG. Ta amoTéAECUQ, €lte lval BETIKO N
0pvNTLKO emiotpEdetal oav pia XACML andavtnon.

Apxltektovikn avadopag XACML (ZxAua 1), otov mupnva Tng omolag, To Inueio
Anodaong MoAttikwv (Policy Decision Point-PDP) ekTLUd TG ALTAOELG ipocBaong
TIou Tapéxovtal amno to Inueio EmPoAing MoAttikwv (Policy enforcement Point-PEP).
Ta PDP/PEP umopoUv emiong va B£couv epwtnon oto Inueio MAnpodoplwv
MoAwtikwv (Policy Information Point-PIP) yla v OUYKEVIPWOEL TEPLYPADLKEC
LOLOTNTEC OXETIKA HE TO UTIOKELUEVO N TOV TIOPO yLla Tov omoio {nrteital mpoofaon.
‘OAeg oL TMOALTIKEG Slatnpouvtal HEOW Tou Inueiou Ataxeipong MoAwtikwy (Policy
Administration Point-PAP).

XACML reference architecture

oo,
J/ : % XACML

request/response protocol

PDP Decide
i’x Policy Decision Point

Support
Policy Information Point
Policy Retrieval Point

Manage
Policy Administration Point

E—) 7

Zxnua 1. Apxitektovikn Avagpopac XACML

XACML
policy language

1.3 IM\aiocwo Aertovpyiag Tng XACML

To npdtumo tng XACML kaBopilel mévte Baoilkd ocuoTatikd ou xelpilovtal T anodAoelg

npooBaong:

> Policy Administration Point (PAP): to PAP amotelel tnv amoBnKn yLo TG TTOALTIKEG
KOLL TLOPEXEL TLG TIOALTIKEG oTo PDP.

» Policy Enforcement Point (PEP): to PEP eivat n &iemadrp oAdkAnpou tou
neplBaAlovtog pe Tov «EEw KOopo». Aaufdvel ta altipata mpocfacng, Ta
aglohoyel kal avaldywg Sivel adela i apveital tnv npdoPaocn otov nopo.

» Policy Decision Point (PDP): to PDP eival To KUplo onueio Twv anodpdcswv 6oov

adopd ta altipata mpocPfacns. Auto elval EMLPOPTIOUEVO HE TNV CUYKEVIPWON
OAn¢ Tng amapaitntng mMAnpodopiag amd Tic unmoAouteg HovAaSeg Kol TEAKA TNV
£€aywyr CUUMEPACUATWV-OTTOPACEWV.



» Policy Information Point (PIP): to PIP eivat to onueio 6mou oavaktwvtal ot

amapaitnteg WOLotTNTEC (attributes) yla tnv ektipnon Twv MOALTIKWY, oo SLAPopEG
eEWTEPLKEG N ECWTEPIKEC OLUVIOTWOEC. OL LBLOTNTEC AUTECG UImopolV va. avacupBouv
amo tov opo mou {nteital yla mtpocBaon, to nmeptBarlov (r.y. xpovog n tonobeaia),
Ta urtokeipeva (subject) kKA.

access 2. accessrequest 13. obligations

requester

obligations
service

12 respanse

4_reguest notification

5 attribute gueries ;
8. resource content

context
10. attributes handler

resource

11 Responsa contex

& attribute guery 8. atfribute

Th. resource atiributes

1. policy
7c. environmentattributes
Ta. subjectattributes
PAP subjects | environment I

Zxnua 2. Pon Asbougvwv XACML

To povtélo Aettoupyei akoAouBwvtag ta mapakdtw pruota:

O N

Onwg ¢aivetal oto IxNua 2, To PAP £xeL amoBnkeupéva Policies kal PolicySets, ta

1

omola eival StaBéowua oto PDP. Autd ta Policies 1 ta PolicySets avamaplotolv
O0AOKANPN TNV TTOALTIKN YL £Va CUYKEKPLUEVO OTOXO (target).

To PEP AapPavel Ta attpota mpocBaocng.

To PEP mpowBel otov xelplotn mAatciou (context handler) ta attiuata npocBaong
oe puolkn popodn (native format), n omola MPoOALPETIKA CUUTEPAAUPBAVEL LOLOTNTEG
Twv subjects, resource, action kal environment.

O context handler kataokeudalel éva XACML request mAaioclo, oto omoio
TLPOOLPETLKA TTPOCOETEL attributes kot To amootéA\eL oto PDP.

To PDP atuteital onoladnmnote npocBetn mAnpodopia OXeTIKA PE TA LOLOTNTEG TWV
subjects, resources, action KAT. amo Tov XELPLOTH MAALOLOU.

O context handler {nta akoAoUBwg ta attributes amo to PIP.

To PIP amokta ta {ntoLueva attributes.

To PIP emiotpédel Tig {nToUpeveG LBLOTNTEC oToV context handler.

Mpoatpetikd o context handler cupmepAapPfdavel KalL To resource o€ AuTO TO
mAaiolo.



10. O context handler otéAvel Tig {NToUEVEC LBLOTNTES (KaL lowg TO resource) oto PDP.
To PDP eKTIUA TNV TOALTIKA.

11. To PDPeniotpédel 1o mAaiolo tng amavinong (amodaon £ykplong mpooBaong-
authorization decision) otov context handler.

12. O context handler «petadpalel» auvto To mMAaiolo amavtnong otnv Gpuoiki yA\wooa
Tou PEP kat oxeb0v Tautdxpova eMLOTPEPEL TNV amavinon oto PEP.

13. To PEP ekmAnpwvel Tuxov untoxpewoelg (obligations).

EGv to amotéAeopa eival va emtpamnel n nmpoéoPaocn, tote to PEP KAvel Sekth TNV

TPOOoPaon OTO CUYKEKPLUEVO resource, o€ avtiBetn nmeplmtwon apveltal tnv mpocPaon.

1.3.1 Movtého ABAC kan XACML

‘Eva amo ta Baclkotepa XOApOKTNPLOTIKA yvwpiopata tng XACML, sival to yeyovog OTL
XPNoLlomolouvTal LOTNTEG yla va ekdpAacouv MAOUGCLEG Kol oUVOETEG TOALTIKEG. AnAadn
akohouBeitat to ABAC (Attribute-based Access Control), povtélo eAéyxou mpoofoaong
Baoclopévo oe 1810TNTeC. To ABAC XpnOLUOTIOLEL LBLOTNTEG GOV SOUIKEG LOVASEC Héoa oE pia
dopnuévn yAwooa mou opilel kavoveg eAéyxou TpoOcBaong Kol Meplypadel althpata
npodoPaong. Ta attributes eivat oclUvola eTtkeTwv H  BLOTATWY TOU UTOpoUV va
XpnoLpomnolnBbouv yla va meplypaouv OAEC TIC OVIOTNTEC TOU TPEMEL VA €EETAOTOUV yla
AOyoug £ykplong. KaBe 18otnta anoteAeital and éva {euydpl LETABANTAG-TLUNG OWG yla
napdadelypa "Role=Manager".

1.4 Aopn Tqg XACML

H yAwooa XACML eival tooo ekdppaotiky 600 Kal n ¢uolki yAwooa. MNa mapddeyua, n
£kdpaon «évag xpnotng BéAeL va ebappooel pla mpagn mavw oe €vav mopo mAnpodoplog
KATw amno €va Sebouévo mAaiclo», mepAaUPAVEL TEOOEPLS YPOUUOTIKEG SOUIKEG LOVASEC
oUpdwva Pe TO IXAUA 3, Eva UTIOKElPEVO, Pl TPAgn, évav Topo Kal To meplBAaAlov oto
ormolo ylvetal n aitnon autn.

KaBe éva amo ta mopanavw Umopet va meplypadel pe xprion WSLotitwv:

4+ To umokeipevo (subject) To omoio {ntd mpooPacn oe évav mdpo TAnpodopiac.
Fevikég 1BLO0TNTEC TOU Teplypadouv to subject mapadelypatog xapwv polol,
LOTNTEC UEAOUC OUAdAG, TUNUA OTO OMOLo AVAKEL O XPNOTNG, TILOTOTIOLOELG KOl
(KAVOTNTEG KATL. UMopoUV cuxvd va avaktnBolv amod éva cuotnuo avBpwrmivwy
TIOPWV 1| amo €vav katdAoyo (m.x. LDAP).

4+ H mpagn (action) mou to umokeipevo B€AeL va mpaypatomnotiosl. Koweg 16Lotnteg
npaewv og altnoelg mpooPBaong elval ot read kat write.

4+ O mopocg (resource), mou avayvwpiletal w¢ n mAnpodopia f To AVTKEIUEVO OTO
OTIOLO €XEL AVTIKTUTIO N TTPALN.

# To nmeplBdrlov (environment), To omoio avayvwpiletal w¢ To MAaiclo péca OTo
omolo yivetat n aitnon mpooPaong. Ou mo ouvnBelg WOLOTNTEG TEPIBAAAOVTOG
oxetilovtal e TNV TpEXouoa wpa Kal tornobeaia 6mou yivetal n aitnon npoécpaonc.
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USER ENVIRONMENT INFORMATION ASSET

4 ol

¥ Subject ¥V Environment ¥ Resource and
attnbutes attrnbutes action aftributes
L ]
RULE RULES ENGINE

Penmit managers ta s« V PERMIT
provided that » » » @

Feosgress 9

unfess =« » x DENY

Zxnua 3. Aoutkég povadeg tne XACML

H XACML otoxeUel oto va givat KatdAAnAn yia moikida meptfarlovia epapuoyng. To XACML
mAaiolo opiletal pe XML Schema, meplypAdpovtag L0 KOVOVIKH OvVamopAaoTacn yla TIG
elo68ouc kal e€66oug tou PDP.

XACML
Specification

xacml
Policy.xml
“ xacmlContext/ xacmiContext/ . [ domain-specific

domain-specific
Request.xml Responsexml outputs

inputs

Request Response
Subeceatinte

Action Attributes
Environment Attributes Obligations

Jxnua 4. Baoiko mAaioto tng XACML

‘Eva Request element, 6nw¢ ¢aivetal oto IxAua 4, MeplEXEL TEOOEPA OCUOTATLKA, Ta Subject,
Resource, Action, Environment. Eva Request £€xeL povo pia cuA\oyn amo resource Kat action
610TNTEG, KOt to MOAU pia cuMoyn amd environment 1610tnteg. AAG doov adopd Tig
Subject 1&tdtntec, gival Suvatov va umapyxouv toAAarAEG cUANOYEC.

‘Eva Response element avamaplotd tnv mAnpodopia oxXeTIKA Le TNV anodaon £YKpLong f 1n
tou Request, mou yivetal anod to PDP. Auto mepllapPavel pia i meplocotepeg LOLOTNTEC
anoteAéopartog (Result Attributes). KaBe amotéheopa mepiéxel pa Anddaon (Decision)
onw¢ ot Permit, Deny, NotApplicable, Indeterminate. Emiong, mepléxetal Kamola
mAnpodopia katdotaong (Status information), n onola divel ta AaBn mou MPoKUTITOUV KATA
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v ektipnon tou Request, KaBWG KoL TUXOV pia 1} TEPLOCOTEPEG UTIOXPEWTIKEG EVEPYELEC
(Obligations), mou mpoodlopilouv KATOLEG TPALELC TIOU TIPETIEL VAL EKTEAECTOUV TPV TNV
Xopriynon rj v dpvnon npoéopacng.

Policy

Target:
Policy applies if ...

u Rule

2ynuo 5. Kopra Zvototika g XACML (PolicySet, Policy, Rule)

To npotuno XACML, onwg daivetal oto Ixnua 5, Sopeitol amd TG MopoKATW KUPLEG
HovAbeg, oL omoieg avaAlovtal AEMTOUEPWE O EMOUEVEC TTapaypddouc:

K/

7

o4

Rule
Policy
* PolicySet

7
°

D3

Y€ YeVIKEG YPaUMES, €va Rule element kaBopilel ta target elements ota onoia edpapuodletol
0 KavOvoc Kal amaplOuel Tic cuvBnAKeg ylo thv edappoyn tou kavova. ExeL tpla cuoTotkd
otolxeia, Ta target, effect kat condition.

‘Eva target element mpoodlopilel ta otoweia subjects, resource, actions, environment ota
oroia edapudletor o kavovag. Eva condition element Seiyvel umd molec ouvOrKeg
edapuoletal o kavovag evw to effect attribute opilel g ouvéneleg tou kavova, SnAadr to
av To anotéAeoua eival permit rj deny.

‘Eva Policy eival éva gUvolo kavovwy ol omoiol cuvdualovtal Pe KAmoloug aAyopiBuoug.
Autol oL aAyopiBuot amokalouvtal Rule-Combining-Algorithms.

‘Eva PolicySet eival éva ocuvolo amd Policies kat PolicySets mou cuvdudlovtal pe Policy-
Combining aAyopiBuoug. NepthapPavel emiong target, 6nwg to Policy.
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2. XACML kon IIAnpogoprokd Xvotiuata Yyeiog

2.1 Hiektpoviko Apyeio Yyeiog - Excayoyn

OL otpatnywkég aodalelag MAnpodopLWY OVAMTUCGOUV TPELS BAOIKEG Kol OAANAEVOETEC
£VVOLEC:

+ AwoBsopotnta (Availability)
+ Axepaiotnta (Integrity)
4 Epruoteutikotnta (Confidentiality)

Ta tedevTala Xpovia, WG AMOTEAECHA TWV TEXVOAOYLKWY ETTEVYHATWY, €Xouv avadelyBel
VEEG LOEEG OXETIKA HE TNV LOLWTIKOTNTA 0TNV LyElovouLkA TtepiBaAdn, oL omoieg aAAdlouv
TOV TPOTO CUGYKETIOMOU TWV TAPOTAVW TPLWV evvolwv. Mpwv tnv Pndlomoinon, ta apyeia
uyeilag Sev ATav aueca SlaBfoiua, Kal mMPoKelévou va elval oe Béon va katavonboulv,
anattouvtayv Stadopa enimeda LATPLKAG KATAPTLONC.

AvtiBeta, onuepa pEoca ota NAEKTPOVIKA apyeia uyelag €va mMARBOG ONUAVIIKWY
mAnpodoplwy eivat duvatov va cuvbuaotolv Kat pall e €va TAOUGCLO GUVOAO OVAAUTIKWY
eneénynoewv, fonBolv Tov XprioTn VAl T KATOVONOEL EUKOAOTEPQL.

Ta HAextpovikd Apxela Yyeiag (Electronic Health record - EHR) eival emopévwg eUkoAa
SlaBéopa oe véa akpoatnpla, OSleukoAUvoviag TNV ouvepyaoia peTafld mMopoOxwv
UYELOVOULKAG TtepiBaAPng Kat GAAWV CUHETEXOVIWY O AUTH TV Sladikaoia.

AUTO €xeL cav amotéAecpo peyaha KEpSn oe amodotikdtnta. Mia Boolk MOpevEPYELd
€VTOUTOLC OMOTEAEL TO YEYOVOC OTL OL OKEPALOTNTA KAL N EUTILOTEUTIKOTNTA avadelkviovtol
oe kplowa Béparta.

Ol ILKAVOTNTEC TWV Kuplapywv MPoTUTIWVY yla Thv enefepyaocia mAnpodoplwv evog EHR kat
Ta poVTEAa eAéyxou TpooBacng Tou UopolV va xpnolpomnolnBolv avaAvovial uno To
niplopa uPnAov emumédou amautioswv. H W8avikn mpooéyylon yla auto anotelel o EAeyyog
MpooPaong Baowopévog oe Attributes (Attribute Based Access Control - ABAC), mou
uAomoleital ota mAaiola tou XACML nipotuTou.

OL Tmpoowrikég mAnpodopiec tou aoBevolg (Personal Health Information - PHI)
Sdlatnpouvtol oAoéva Kal TIEPLOCOTEPO OE NAEKTPOVIKA apxela. Autd onuaivel otL ta PHI
dedopéva umopoulv va mapacxebolv, va avamapaxBolv kal va petadpepBolv e
peyaAlTepn eUKOAla amo TpLv.

To emninedo eAéyxou mavw ota EHRs mou yopnyeitat oto dtoupo/acBevry evaviiov twv
QVTUTPOCWTTWY TWV KEVTPpWVY MepiBaAPng unopel va otabpiotel Stadopetikd avaloya PE TIG
TIOALTLOTIKEG KOl OLKAOTIKEG Ttapadooelg kot afiec. EvtoUtolg, yevikd n vopoBeoia otig
TEPLOCOTEPEG XWPES E€XEL Tpoomabnoel va eEo0UcLOB0TACEL TO ATOUO O HEYAAUTEPN R
ULKPOTEPN £KTAON. 2TOV acBevh) xopnyouvtal pntd SIKAWWMATA, TTOU ATAV TIPONYOUUEVWS
elte kakw¢ kaboplopéva r un epappooila, os oxeon e Ta apxeia uyesiag mou Statnpouvtal
arnd Toug mapoxoug nepiBainc.

EmutpooBétwe, ol vopoBéteg mpoomabouv va eAEyEOUV KATW QATO TIOLEG TEPLOTACELG OL
niapoxol epiBaAPng Ba Empemne va £xouv TNV ddela Slapolpacpol otolxeiwv acBevwy pe
Tpita mpoéowna Tou HImopoUV va €ival AlyOTEPO N TIEPLOCOTEPO EUMAEKOUEVA OTNV
Sladikaoia meplBaAPng mou mapexetTal.
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2.2 To meprfpairov Avartoéng - WSO2 | dentity Server

O WSO0?2 Identity Server eival évag mAnpwc avolktol kKwdlka, Baclopévog oe components
server omnoiog ekTeAel TIG Aettoupyieg eAéyxou mpooBaong Kal avayvwpLong TaUTOTNTOG.
AleukoAUvel tn Slayeiplon aodaAAElag KAl avayvwplong Tautotntag Twv Sladopwv web
£POpUOYWV TWV EMLXELPNOEWVY KOL UTINPECLWY, uTtooTnpilovtag Tautoxpova kat ta OpenliD,
Information Cards, XACML kat SAML 2.0 npotumna.

Baolwopévog otnv PBpaPeupévn mAatdoppo WSO2 Carbon, o WSO2 Identity Server
amoteAsltal Lovo amo Ta amoltoUEVA EKELVA CUOTATIKA AMopaitnTA yLa TNV amodoTLKr Tou
Aewtoupyia.

21a Baoikotepa Aeovektripata tou WSO2 Identity Server cuykataAéyovtat Ta €€MG:

£ JupBalet otnv BeAtiwon TNC «eUmelpiag TOU TEAGTNY, LELWVOVTACG TNV SLAPKELD TOU
XpOVoU Ttapoxn¢ Tautotntac (identity provisioning time).

4+ Eyyuvatat acdaleic online aAAnAemibpdoelg.

+ Ermdpa otnv napddoon evog «reduced» single sign-on mepiBdMhovtoc (delivering a
reduced single sign-on environment).

+ Melwvel Tov $OpTO yLa SLAXELPLON TAUTOTATWY Kal EE0VCLOSOTACEWY, UE TNV XPron
eAéyxou mpooPaong Baolopévou os poloug (RBAC-Role-based access control) kat
fine-grained eAéyyxou mpoofoaong PBoaolopévou oe TOALTIKEG (policy-based access
control)

2.3 IIinpogoproxo Xvotnpe Yyeiog EMEDICA - Aopn

To MAnpodoplakd Zuotnua ylo To omoio uAomolBnke n Mpotunn oAtk EA€yxou
MpooPaong, akoAouBeli to XACML mpdtumo, £xovtag wC PaoIkEG SOMIKEG Hovadeg Ta
Subjects, Resources, Actions, Environment.

Ta Resources, ta onoia kaBopilovtal we Ta OToLXELQ TTOU TIPETIEL VAL TTPOOTATEUOOUV, OMWG
dalvetal kal otnv ewova 1, anobnkevovtatl otov WSO2 Identity Server oe 6evbpikn doun,
£xovtag wg root otolyeio to _emedica, To omoio €ival kol To évopa Tou MAnpodopLAKOU
ouothuatoc. Katw amod to _emedica avamntiooovtal epdwAeupéva OAa Ta resources ota
avtiotolya LoVOomaTLaL:

» /_emedica/ehealth/invoices/2013/ 6mou umdpxouv OAeg oL amobeifelg yia OAoug
TOouG 0.oBevelG yLa to TPEXOV €T0¢. OL amodeifelg €xouv tnv popdn Invoice_1.txt.

» /_emedica/ehealth/patients/pid_0000001/audit 6mou umdpyouv oAa ta log files
TIOU QvTloTolYoUV Ot KABe evépyela-kivnon oto apxeio tou aobevolug pe TO
pid_0000001. Ta log files eival tng popdng ehr_2013_4_10.log
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Entitlement

S Administration
2 configuration
£ Trylt

E? Publish

4 Search

Manage

® SAML S5O

&' OAuth

14 sam

J Security Token Service

€8 shutdown/Restart

Registry

= Browse

L Search

My ldentity

& My Profiles

Account Recowvery
T4 My Authorized Apps
E_E} OpeniD

%N My SCIM Providers

4 Multifactor Authentication

» |/ _emedica/ehealth/patients/pid_0000001/current/, onou Bplokovtal

Browse

Root |

Location: [ [Gol

SR=Y
[ ] r-:-~:_s!me|:|\cal
El Wehealth
r.:‘:ln'v'olces
E T patients
E ¥ pid_0000001
B ¥ audit
'S ehr_2013_04_10.Jog
EI C":Curfent
Zehr_curxml
2 xray_2013041 9 jpg
E-"histow
¥ pid_oo00002
¥ pid_ooooooz

Ewkova 1. AevSpikr) Aour Mopwv Zuotipatog

Ta

nAeKTpoVIKA apxeia vyeiag (EHR) kat oL aktvoypadieg tou aoBevy pe pid_0000001

Kkat €xouv Tnv popdn ehr_cur.xml kat xray_20130419.jpg avtictolxa.

To Baolkdtepo resource (to EHR) gival éva éyypado xml kal anekoviletal otV MAPOKATW

ewkova (Ewkova 2).
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1 k?xml version="1.0" encoding="I50-8859-1"2>
[H«ehealthrec id="24023203132">

[-]«Person Role="Patient" id="0000001">
<Personallatar

<ContactInio>

</Peracn>

<Personallata>

<ContactInfo>

</Peracn>

<Ireatment>
<Prescription>
46 <Druglame »Amoxil</Druglames
4 <DailyDosage>20mg</DailyDosages
48 <5StartDate>2/4/2013</5tartDate>
49 r </Prescripticn>
<Physicianlctes-Patient is having high body temperature and neck pain</Physicianlictes>
= <Reaulty
<TeatTyperBody Temperature</TeatIypes>
53 <Value»37.3 C</Value>
4 <PerformedDate>»3/4/2013</PeriormedDate>
=E <PerformedBy>05028216572</PeriormedBy>
56 <luraelictes>Patient's temperature becomes stable</Nurselictes>
S </Result>
58 </Treatment>
59 <3tatus>0PEN</Status>
&0 <LeaveDate>NULL</Leavelate>
61 <BlockMark»N0</BlockMark>
82  </MedicalBec>
63 [H<ChargeInio>
1 <RoomIype>LUE< /RoonT ype>
&5 <Roonlfum>208</Rocrlum>
i1 <ChargeValue>2000</ChargeValue>
f <InsuranceProvider>tsmede</InsuranceProvider>
it r</ChargeInfo>
9 -</ehealthrec>

[

=)

oA

o

Ewova 2. HAektpoviko Apyeio Yyesiag (EHR)

To Electronic Health record mou eival to root element <ehealthrec>, anoteleital ano ta
elements <Person> e Role="Patient", <Person> e Role="CarePhysician", <MedicalRec> kai
<Chargelnfo>. Ta 6Vo MpwTta otolyeia MepLEXOUV TANPOGDOPIEG OYETIKA e TOV aoBevr) Kol
TOV yLOTPO TIOU ToV MapakoAouBel (Ovopa, tTnAédwvo, SlevBuvon, ap. achAaALong KATL.). ITo
otolyxeio <MedicalRec> meplhappavovtal Latplkd dedopéva yla tnv eEEALEN tng Bepameiag
Kall Tng voonAeiog Tou aoBevouc (oTolxeia popUAKwY, CUUMTWUOTA, KATL.), EVW OTO OTOoLXElO
<Chargelnfo> mepléxovtal Se6oueva OXETIKA HE XPEWOELS (T dwpatiou, aodaAloTikog
dopéag KAm.).

210 Ewkova 3 amelkoviletal pe peyaAltepn AemtopépeLa To LEpog tou EHR mou oxetiletal pe
Ta A PN oToLXela Tou acBevoug.
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= ehr_cur#l xmil I

Lo

<PerscnalData>

1 ;o

=

r </ContactInfo>
- </ Person>

<FPerscn Role="Patient"

}(?x:ml wersion="1.0" encoding="IS0-8859-1"72>
%{ehealthrec 1d="24023203132">

id="0000001">

«Name>George<,/Name>
<Surname>5mith</Surname>
<Fathers>Peter</Fathers>

=] <DatedfBirth>1932-02-24</Date0fBirth>
=] <S5SS5SH_ID>24023203132</55H__ID>
=

10 <WVAT MUM>125627382</VAT_ MNUM>
11 = </PerscnalData>

12 =l «ContactInfo>

asat <Street>ermou 2</Street>

14 <Cityrathens<,/City>

a2 B “Country>greece </ Country>

16 <FostalCode>11242</FostalCode>
<Fhone>2106721224</Fhone>
<“Mobile>6976780972< /Mobile>
“Fax>NULL</ Fax>
<Email>g.smithBgmail .com<./Email>

rl<«FPerson Role="CarePhysician" id="0000007">

FHl<Medical BRec>

- TR T I

FH<ChargeInfo>

DWW WwnR
|

)

- «/ehealthrec>

Ewova 3. Ztoyeia tou AcBevr) oto EHR

2.3.1 Yroxkeipeva [Iinpogoprokod Xvetipatos Yyeiog EMEDICA (Subjects)

Y10 mAnpodoplako Votnua Yyesiag mou ulomowiBnke (EMEDICA) €xouv katayxwpnOei
ouvolika Sekamévte xproteg (Subjects) oL omoiot ¢paivovtal otnv mapakdtw sikdva (Ewkova

4).

Users

Search
Enter user name pattern (* for all) or User claim wvalue
Select Claim Uri

<< first <prev 1 2
Name

next > last >>

a.bendon
a.moon
admin

g smith
ika
m.resting
m.white
n.karter
p.frank
roresting
s jacson
s.maolder
smede
w.sting

womolder

Searc:hl

Select [=]

Actions
IfF Change Password  (fF Roles  {l] Delete 2 User Profile
[EF Change Password  (BF Roles [l Delete & User Profile
IE£F Change Password I Roles r:// User Profile
[fF Change Password (BF Roles T[] Delete & User Profile
IfF Change Password  (fF Roles  {l] Delete 2 User Profile
[EF Change Password  (BF Roles [l Delete & User Profile
Zr Change Password Fr Roles 1] Delete & User Profile
gF Change Password (FF Roles T[] Delete & User Profile
gF Change Password (fF Roles ] Delete 2 User Profile
[EF Change Password  (BF Roles [l Delete & User Profile
Zr Change Password Fr Roles 1] Delete & User Profile
gF Change Password (FF Roles T[] Delete & User Profile
IfF Change Password  (fF Roles  {l] Delete 2 User Profile
[EF Change Password  (BF Roles [l Delete & User Profile
IE£F Change Password Fr Roles 1] Delete & User Profile

Ewova 4. Ta Subjects touv Zuotpatog

KaBe Subject €xel évav ocuykekpluévo poAo (Role) kal éva kaboplopévo mpodiA oto omoio
elval kataywpnuéva OAa Ta XoPAKTNPLOTIKA TOUG.
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‘Ooov adopd Toug poloug, 6To cUOTNUO UTIAPXOUV evvéa SladopeTikol poAoL MAVW OTOUG
omoilou¢ Pacilovtal OAeg¢ ol TOAMTIKEC aodAAEAC TOU TPOTUTIOU TIANPodopLaKol
ouotnuartog vysiag EMEDICA:

3

%

Accountants (AoyloTécg)

CarePhysicians (MNatpot)

Guardians (Knéguoveg)

Patients (AcBeveic)

ITadmins (Ataxelplotég MAnpodoplkol TuoTHATOC)
Insurers (aodaiiotikol Qopeig)

Secretaries (fpaupateic)

Nurses (NoooOKOUEG)

Radiologists (PadloAdyol)

53

¢

53

¢

53

¢

3

A

3

¢

3

A

3

¢

3

¢

Y€ auToUG TOuG pOAoUG, OMwE dAlVETAL KOl OTNV €LKOVA 5, UTIAPXOUV Kal SUo akoua poiol,
oL ADMIN kat EVERYONE. Autol ot pdhot umtdpyouv by default oto ocbotnua, avefaptritwg av
TO oUOTNUA TIOU KOTOOKEUAOTNKE OXETI(ETAL WE TNV UYElD A HE KATOLOV AAAO TOMEQ
dpaotnplotnTag Kal cuvenwg dev £xouv oXEon L€ TO MPOTUTIO cUCTNHA TToU UAoToL)0nke
otnv nopovoa gpyaoia.

Heme > Configure = Users and Roles > Roles

Roles P
Name Actions
Accountant 5 Rename (37 Permissions |52 Edit users MR View users il Delete
admin 0 Editusers MR Wiewnusers
CarePhysician 7 Rename |52 Permissions (5 Edit users MR View users i Delete
everyone & Permissions
Cuardian [ Rename (30 Permissions (3 Editusers MR View users [ Delete
Insurer ¥ Rename (37 Permissions [ Edit users MR View users il Delete
[Tadmin T Rename (3¢ Permissions (5 Editusers MR View users ([ Delete
Nurse % Rename (57 Permissions [ Edit users M View users — Delete
Patient 7 Rename  [3¢ Permissions 3¢ Edit users R View users il Delete
Radiologist 5 Rename |Z¢ Permissions |Z¢ Edit users * View users H Delete
Secretary 3 Rename [Z¢ Permissions [g# Edit users M View users il Delete

Ewova 5. POAoL Xpnotwv ZUoTAHATOG

Jtnv EwoOva 6 amelkoviletal pe peyoAUTEpN AEMTOPEPELD TO TANPEC TMPOPIA Tou €xel
anoBnkeutel otov WSO2 Server yia €va subject, ouykekpipéva yia tov Alek Bendon. 2to
npodiA  epdavidovtal Siddopeg mAnpodopie¢ yld TO ATOMO ONMWG OVOUATEMWVULO,
S1evBuvon, tnAédwvo, nuepopnvia yévwnong KA. Ta onuavtiKOTEpA oToLXEla OpWE Tou
nailouv dLaitepo poAo oTLg MOALTIKEG TTou UAoToLBnkav eival ta akoAouBa:

» Role

» IM (to omoio emAéxOnke va maplotavel tov Ap. Kowwvikig Aopdiiong — Social
Security Number SSN)

» Email
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Update Profile : a.bendon

User Profile

Profile Name *
Profile Configuration
First Name *
Last Name *
Organization
Address
Country

Email *
Telephone
Mobile

M

URL

Birth Date
Role

Postal Code

Title

Update| |Cancel

default

| oefautt []

|alek

|Bendon

|N0

|aleksandras 5

|gre ece

|a_he ndon@emedica.gr

[2102076838

|s995526617

|29036203124

|1962-03-29

|CareF’hys ician.everyone

[11879

Ewova 6. MARpeg Mpodil Yrokepévou
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3. lIpotvnn HoMmtikn Acpdirerag IIAnpo@oprakov
Yvomnatog Yyeiogc EMEDICA

3.1 I'evikn eprypagr) Homtikov Acpareiag (Avadivon
PolicySet)

To <PolicySet> xacml element eival autod mou avamaplotd TNV MOALTIKA aodaleiag mou
epopUOlETAL OUVOALKA OTO UTO-PEAETN TAnpodoplakd ocUOTNUO UYelag, &vw TO
aVayVWPLOTIKO Tou KabBopiletal pe Pdon 1o XACML attribute @PolicySetld, omou otnv
neplmtwon pog €xet tnv T «kEMEDICA_POLICYSET». Znuavtika elements mou mepléxyovral
oto <PolicySet> element elvat to <Target> kat ta <PolicyldReference>.

To <Target> element kaBopilel TNV ePpapuocLUOTNTA TNG CUVOALKAG TIOALTIKAG aloPAAELAG
oto Suvato oUVOAO TWV ALTNUATWY yla POoBacn O0Tou¢ MOPOUC TOU CUCTAUATOC. 2TNV
nepintwon pag, séstaletol n Wotnta «role» tou access-subject mou {ntei kdmolov mopo
TOU GUGTHOTOG KAL AV AUTO £XEL TOUAGXLOTOV LA OTTO TLG OVOYVWPIOLEG TIUEG:

= Patientn

= Guardiann

= CarePhysician )
= Nursen

= Secretary N

= |Tadminn

= Accountantn

= Radiologist

= |nsurer,

TOTE MAnpeitaL n ékdpacn Target-Match, ocuvenwg efetdlovtal oL EMUEPOUC TIOALTLKEC TIOU
€o0wKAelovtal péoa oTNV GUVOALKH TIOALTIKN acdaAeiog KaBwg KoL To TTOAU oNUAVTIKO xacml
attribute @PolicyCombiningAlgld, To onoio kaBopilel Tov Tpomo pe tov onoio cuvdualovtal
oL oMo ACELG TWV EMUEPOUG TIOALTIKWY, OTNV 0pHoSLOTNTA TWV OMOLWY UTTAYETAL TO aitnua
npoéoBaong (request).

O unohoylopdg tne ékppoaong tou <Target> element propsi va katoAféel os pia ek Twv
TPLWV TLHLWV:

» Target-Match
» Target-No Match
» Target-Indeterminate

H teAkn Twun mou maipvel amoteAel pla ouvBeon pe Aoyikd AND OAwv Twv TWHUWV TWV
€KGPACEWV TIOU TIPOKUTITOUV amo Ta Teplexopeva <AnyOf> elements. O umtoAoyLoUOC TNG
£kdppaong evog <AnyOf> element pmopel emiong va KOTAAREEL O€ PLOL EK TWV TPLWVY TLLWV:
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» AnyOf-Match
» AnyOf-No Match
» AnyOf-Indeterminate

H teAikn T mou maipvel amoteAel pla ocuvBeon pe Aoyikd OR OAWV TwV TIHWV TWV
€KGPACEWYV TIOU TIPOKUTITOUV Ao Ta Tieplexopeva <AllOf> elements.

O umoloylopdg tng ékdpaong evog <AllOf> element pnopel eniong va kataAnget o pla ek
TWV TPLWV TILWV TIou ipoavadEpbnkav:

> AllOf-Match
> AllOf-No Match
> AllOf-Indeterminate

H teAwn T mou maipvel amotelel pia ovvBeon pe Aoyikd AND OAwvV Twv TLUWV TOU
T(POKUTITOUV QTIO TOV UTIOAOYLOUO TWV EKPPACTEWV TWV TIEPLEXOLEVWY <Match> elements.

O umoAoylopog tou <Match> element pmopel va kataAnéel eite og pLa ek Twv Boolean Tiuwv
«True» «False», eite otnv T «Indeterminate». H Ty «Indeterminate» moplotdvel tnv
dnuloupyla kamowou Aettoupylkol AdBoug katd tn ¢dacn umoloylopol Twv xacml
eKPPACEWV.

Je nepimtwon mou OAa ta <Match> elements maipvouv Twég «True», TANV &vog N
TLEPLOCOTEPWVY TIOU €XouV TN «Indeterminate», tote 10 ewtepko <AllOf> element maipvel
v TR «Indeterminate», kat authy SUvatal va petadepBel otoug UMOAOYLOMOUC TWV
eEWTEPIKWYV EKPPACEWV.

Ztnv Tmeplmtwon pog kot €xovtog e§acdaAioel OTL oL MOALTIKEG dev dnpLoupyolv AdBn
eKPPACEWVY (KOL OUVEMWC Topaywyn THwv Indeterminate), to <Target> element tng
OUVOALKAG TIOALTIKNAG aodadeiag amoteAeital and éva <AnyOf> element, 1o omoio pe n
oelp@ Tou e0wkAeiel evvea <AIIOf> elements. KaBe <AIlOf> element amoteAeital amno éva
<Match> element, cuvenwc to <Target> element umoAoyiletal otnv TR «Match», gav
omolodnmnote anod ta neplexopeva <AllOf> elements maipvel tnv T «Matchy, ) .looduvaua
omnolodnmnote <Match> element maipvet tnv Ty «True».

KaBéva and ta <Match> elements anoteAsital ano tpia Pacikd CUCTATIKA:

= To attribute @Matchld, to omoio maplotd@vel tn cuvaptnon ocuykplong mou Ba
EMeVEPYNOEL oTa enmoOpeva SUo oplopata. Itnv mepimtwon mou efetaloupe
xpnolpomnoleital n cuvaptnon «string-equal», SnA. cuvdptnon woétntag petady dvo
ouppolooelpwy xapaktipwv (string).

= To element <AttributeValue>, to omolo €ival pia otabepad TOMOU string kot maipvel
TNV TN €vOg art’ Toug POAOUC TWV XPNOTwv Tou elvatl Suvatd va attnBouv
npooBacn oToug MOPOUG TOU CUCTHUATOG TIY. Patient.

= To element <AttributeDesignator>, to omolo emiAéyel pla cakoUAa (bag) Tiuwv yla
OUYKEKPLUEVN LOLOTNTA, TIPOEPXOUEVN AUECA N EUPETA amod TO altnua nmpocPacnc.
Jtnv nepintwon pag {nteitat n wdtnta «role» tou xprjotn mou {ntad mpdcPaon,
dnAadn Tou access-subject, kalL QUTO MAPEXETAL AUTOMATA 0TO Mmodule Tou Tapayel
TI¢ anodaocelg (PDP) and to Profile mou €xoupe kabopioel yla ToOuG XPROTEG TOU
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ouotiuatog, Aaupdvovtag undPy tnv WBotnta «subject-id», n omola amoteAel
OVaYVWPLOTLKO TOU XProth oto altnua npdécfaocnc.

Ta xacml elements <Policy> TepLEXOUV TIG EMUEPOUG TIOALTIKEG, TIOU amaptilouv TNV
OUVOALKH TIOALTIKY] 0l0PAAELOG TOU CUCTHLOTOC KOl TIOPVOUV TIUEC OVTIOTOLYEG LLE TO OVOUQ
KaBe moAltikng (m.X. To xacml attribute @Policyld = "Policy_Patients"). H kdBe moAttikn,
Omwg Selxvel Kal To OVOUA TNG, lval apuodla yla TV mapaywy anodpAacswv o altiuata
npooBaong mou adopolV CUYKEKPLUEVOUG POAOUG XPNOTWV TOU CUOTHOTOG, CUVETIWG Yla
KATIOLOV XPNOTN TIoU £XEL TOV TpWTeLoV poAo «CarePhysician», n avtiotoln mMoALTik Tou
elval appddla va amavtioel oto aitnud tou Ba elvat n «Policy_Physicians», xwpig va
QTTOKAELETAL OTL KOl KAToLa. GAAN TIOALTIKE UMOpEL va Swoel Kamola anodach €av o Xpnotng
KOTEXEL Kol SeUTEPO UTIAPKTO POAO.

InUELWVETOL OTL OL ETUHUEPOUC TIOALTIKEG ouvdudlovtal HE ToV aAyoplOpo ouvouaouou
TIOALTIKWY «permit-overides», o omoiog xpnowomnoleital ya va 508el mpotepaldTnTa oTNV
TIOALTLIKA TNG omoiag n anddaon KataAnyel og Tip «Permit». O kUpLog AOYOG yLo ToV omoio
XPNOLUOTIOLOUHE TOV aAyOpLlOO QUTO, elval yla TG MEPLTTWOELS OTOU KATIOLOG XPHOTNG
MIopel va €xeL Tautoxpova 2 poioug, 6nA. eival CarePhysician kot tautoxpova Guardian
(mtx. yla kamolo PEAOG TNG OLKOYEVELAC TOU). € AUTAV TNV TtepMTwon U0 amod TIC TTOALTIKES
Ba kataAnéouv oe amodAoelg, n pLa Umopel va €XeL T «Permit» amd tnv mMAeupd Tou
Guardian kat n aAAn T «Deny» amo tnv mAeupd tou CarePhysician, edv dev eival o
Bepanwv LATPOC VLA TOV CUYKEKPLUEVO 00OEVN. I€ QUTEG TIC TEPUTTWOELS OpOA TIPOTLUOUE
TNV GUVOALKN amodaoh TNG MOALTIKAG aodalelag ToU cuoTUaTog va eivat «Permit».
Eronuaivetal otL edv Sev €xoupie Target-Match yla tnv cuvoAikn oAtk aodaleiag (SnA.
dev avayvwpiletal o xprRotng [ to cUVOAO TwV POAWV TIOU WUTOPEL VA KOTEXEL), TOTE N
OUVOALKN TtOALTIKY aodadeiag amokpivetal Le Tnv anodoaon «Not Applicable», ave§aptritwg
ToU aAyopiBuou cuvduacpol TOALTIKWV.

3.2 Ileprypoon Empuépovg Moirtikng - Policy Physicians

H mpwtn moAttik mou Ba avaluBel eival n MoAwtiky AcpAAelag yla TOUG yLaTPOUG
(Policy_Physicians). H moAttikr amoteAeital anod tpelg Slakpltol§ KAVOVEG:

= Rule_1: O lNatpodc pnopet va Stapaocel to otolxeio <MedicalRec> ano to EHR
€vOG aoBevouc, Sedopévou OTL elval 0 Bepanwyv LATPOG TOU.

=  Rule_2: 0O Moatpog umopei va ypaet oto otolxelo <MedicalRec> amnd to EHR
evoGg aoBevolg Oebopévou OTL eival o Bepdmwv LaTpdG TOU Kal oav
anotéAeopa amootéAletal e-mail eldomoinon otov acBevh ylwo auth tnv
npagn.

= Rule_3: O PadloAdyog pmopet va dltaBacsl omoladnmote aktivoypadia ota
opxela Twv acBevwv, debopuévou OTL To e-mail Tou avhkel oto e-medica
domain.
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3.21 Avaivon Empépovg Ioltikig - Policy Physicians

To <Policy> element mou €xeL yla avayvwplotikd to xacml attribute @Policyld ico pe
«Policy_Physicians», avomaplotd tnv €nUEPOUC TIOALTIKN TIou kaBopilel TI¢ MpooBAcelg
TIOU UTTOPOUV VO €XOUV OL XPHOTEC, TWV OTIOLWV 0 POAOG €ival ylatpot yevika (CarePhysician
f kat Radiologist).

Jnuavtikd elements mou mepléxovral oto mpooavadepopsvo <Policy> element eival to
<Target> element koL ta <Rule> elements. To <Target> element kaBopilet TtV
€pappoOoLLOTNTA TNG EMLUEPOUC TIOALTIKNG aopAAeLag oTo eSO TWV aLtnUATWY TPdaPacng
yla xpnotec, Twv omnolwv n 1dtotnta «role» ival eite «CarePhysician», eite «Radiologist».

Ta dUo mpwta <Rule> elements €xouv PTLoXTEL YEVIKA yLA XPOTES TWV OTOLWV 0 POAOG lval
YLATPOG, EVW TO TPITO yla XPrOTeC Tov omolwv o pOAOG UMOPEL va TAPEL KOL TNV TLUA
«Radiologist». Boaolwkd otoleio TNG mOATKAG amoteAel Kat to xacml attribute
@RuleCombiningAlgld tou omoiou n TN eivat «deny-unless-permit». Auto To oTOlKElO
KaBopilel Tov TPOTO e TOV OMOL0 Ol AModACELG TTOU TIPOKUTITOUV ATtO TOV UTIOAOYLOUO TWV
TLEPLEXOUEVWV Kavovwy Ba cuvduaaotouv yla va 508el n cuvolikr amddaon TN MOALTIKAC.

O OUYKEKPLUEVOG OAYOPLOUOG TIOU  XPNOLULOTOWONKE OTNV TIOALTIK aUTH €XEL TO
TIAEOVEKTN A OTL Silvel TipoTEPALOTNTA OTIG ATOPACEL; Kavovwy Tou uTtoAoyilouv o€ TIUA
«Permit évavtl autwv Twv onolwv ol anoddoelg eival «Deny». EmunpooBétwg, ev adrvel
va emotpadel w¢ amotédecpa amddpaong TG TOALTIKAG KAmola amd T TIUéEG «Not
Applicable» 1] «Indeterminate». ZUVETWC, N TTOALTLKN yLO XPHOTECG TWV omoiwyv o poAog ivat
ylatpoli 6a kataAnyel mavta site o anodoacon Permit, eite oc Deny.

To <Rule> element mou €xeL cav avoyvwploTiko to xacml attribute @Ruleld (oo pe
«Rule_PHY1», avamoplotd Tov MPWTO KAVOVA TNG TIOALTIKAG YLO TOUG YLATPOUC. ZNUAVILIKA
otolxeia tou <Rule> element amoteAoUv ta <Target> kal <Condition> elements, kaBwg kot
to attribute @Effect.

JTOV CUYKEKPLUEVO KavOva €KTOC amd ta elements <Target>, <AnyOf>, <AllIOf> unapyet kot
éva <Match> element to omoio yivetal True Otav TO XAPAKTINPELOTIKO «action-id» Tng
katnyoplag action, oto aitnpa npocBacng, elvat oo pe TNV TN read. ZUVETWG O KAVOVO(
QUTOG PBplokel edappoyr) OTav KATOLOG XPoTng Tou cuoThuatog (access-subject) , tou
omolou o poAo¢ eival ylatpog YeVika, mpoomabel va ekteAéoel TNV evépyela (action) read oe
KATOoLoV MOPO (resource) Tou CUOTAUATOC.

To xacml attribute @Effect, mou otnv nepimtwor) pag €XeL TNV TN «Permit», mapLotavel Ty
enidpaon Tou Kavova otnv anodaon tng MOALTIKNG, OTAV 0 UTIOAOYLOUOG Twv <Target> kot
<Condition> elements kataAnyeL oe aAnBeig ekppdoelg, SnA. to <Target> oe «Match» kat to
<Condition> oe «True». To <Condition> element amnoteAel éva Seutépou emumédou ¢iltpo
MAVW OTO OLTHUOTO TPOoBacng, yla To omolot O CUYKEKPLUEVOG Kavovag Hmopel va
epoppootel. 2to element autd €xoupe TNV SUVOTOTNTO VO KOTOOKEUOOOUE
TLOAUTIAOKOTEPEG eKbPAOEL; amd OTL oto <Target> element kal va XPnoLLOTIOL\COUE
OUVOPTHOELG e TIOAAQ eminmeda €vOEONC, EVW CUVAVTIATAL TAVTA ECWTEPLIKA KAmolou <Rule>
element.
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Ecwtepika tou <Condition> edappoletal éva <Apply> element, to onoio umodnAwvel To
KAAEOMO MLOC OUVAPTNONG HE avVayVWPLOTIKO To xacml attribute @Functionld. Xtnv
TepinTwon pog xpnolonotnoape tnv Aoyikr ouvdptnon AND, wote n cuvoAikn ékdpaoh
oto <Condition> va yivetal True, 0tav OAeg oL emiUEPOUC ekPpAoels umoloyilovtal oe
«True». Me autév ToV TPOTO GUUMEPIAAUPBAVOULE CUVOALKA 3 UTIO-eKPPACELS (OCUVONKEC),
oL oroleg Ba mpémel kot oL TPelg va divouv TR «True», yla va yivetal to <Condition>
element aAnB<c:

> 1" ouvOnkn

To otolkeio tautomoinong SSN_ID (Social Security Number) tou xpriotn, mou atteitatl Tov
TIOPO TOU cuoTnUatog (mou eival To nAektpoviko apyeio vyelag - EHR), Ba mpémel va eivat
(810 pe auTo oV avaypddeTaL oTa OTOLXELO TOU BEPATOVTOG LATPOU E0WTEPLKA Tou EHR.

> 2" ouvOnkn

O mopog Tou cuotAuartog ou Inteitol vo dtapaotel and tov xpriotn Ba TPEMEL va £XEL TO
ovopa ehr_cur.xml, evw To povomdtL eUpeonG ToU TOPoU awTtol Ba Talplalel e QUTO TIOU
£xeL Nén mpokaboplotel yla Toug acBeveic oto NMAnpodoplakd Tuotnua Yyeiag E-MEDICA,
6nA. Ba akolouBei to potiBo /_emedica/ehealth/patients/pid_[emtadridlog
apduoc]/current/.

> 3" ouvOnkn

To CUYKEKPLUEVO UTIO-OTOLXELO ECWTEPLKA TOU TTOPOU TIOU 0 XPHotng {ntel va StaPdoel eival
1o <MedicalRec> element, pe Bdon tnv Bewpnon OTL Ta NAEKTPOVIKA apxeia uyesiag Twv
aoBevwv (EHR) avamapiotavtal oto cuotnua we xml éyypada.

AvdAvon 1" TuvOnikng

Mo TNV KATOOKEUN TNG TMPWTING ouvlnkng xpnoluomoloupe to <Apply> element pe
OvVayvWwpLoTIKO ouvdptnon¢ to xacml attribute @Functionld (oo pe «all-of-any». H
OUVAPTNON QUTH OVAKEL OTLC ouvaptnoelg VPNAOTEPNG TAENG Tou Xelpilovtal COKOUAEG
(higher order bag functions). Aéxetal tpia opiopara pe mpwto 1o <Function> element, to
omolo umodnAwveL TNV ouvaptnon oUYKPLONG TIOU Xpnoldomoleitat. Ta emoueva Suo
oplopota eival 0aKOUAEG amod TLUEC, €VW N OUVOALKN £kdpaon ylvetal aAnBng €av n
ouvaptnon ouykplong elvat aAnBri¢ petafy kABe TWNAG TNG TPWTING OOKOUAAG WE
omoLadATIOTE TIUN o TtV deUTePN oakoLAa.

H mpwtn cakoUAa TWwy MPoKUTTeL Adyw tng Xpriong tou <AttributeDesignator> element,
TO omoilo otnV MepMTWOon LoG AVEUPLOKEL EUPECA TNV TN TNG WBLOTNTAG «im», TIOU AV KEL
oTNV Katnyopia xpnotwv access-subject, kal To omoio dev £xel cuumepAndOel oTo apXLKO
request mpog to PDP. Avti autou to ouotnpa avalntel oto Profile Twv SnAwpévwy xpnotwv
TNV CUYKEKPLUEVN LOLOTNTA, e BAon To avayvwploTiko «subject-id» tou xprotn.

H 6eltepn ocaKkoUAQ TLLWY TIPOKUTITEL AMO TNV Xprnon tou <AttributeSelector> element, To
OTlol0 aVEUPLOKEL TIG TIHEG TwV Xml KOUBwWVY ou emAéyovtal Katd TV ebapuoyn tng XPath
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ékdpaong (6nAwvetal oto xacml attribute @Path) mavw oto meplexyopevo tou EHR tou
aoBevouc. InUelwVeTaL OTL yla Sopnpéva resources TUTou xml, umdpyel n Suvatotnta va
oupnepAndOel To resource ecwWTEPLKA TOU request ou mapalapBdavetal and to PDP, péoa
oto <Content> element Tng katnyopiag LSLOTATWY «resource».

H XPath ékdppaon:

«//xacml:ehealthrec/xacml:Person[@Role='CarePhysician']/xacml:PersonalData/
xacml:SSN_ID/text()»

, TIOU XpnolgomolBnke otnv tpéxouoa ouvobnkn Asltoupyel pe tov €€AC TPOTO: ApXLKA
evtoniloupe sowteplkd oto EHR apyxelo évav koupo pe element to <ehealthrec>. Katomv
eMAEyovTal OAoL oL amoyovol KOpBoL Tou apxtkou mou dtabétouv elements <Person>, Twv
omnolwv to xml attribute @Role sival ico pe «CarePhysician». Metd emiAéyovtal oL andyovol
KouPotL pe element <PersonalData>. TéAhog, emAéyovtal ol text TWEC Twv elements
<SSN_ID>, amdyovwyv KOUPWV TWV TPONYOUUEVWY. ZNUELWVETAL OTL N T tou element
<SSN_ID>, xpnolpomoleital wg oTolyelo TauTomoinong Tou subject. UVENwWC, omoLoodnmote
ylatpog (access-subject) eudaviletar oto EHR tou aoBevoug, €xovtag ota TPOCWTILKA
otolxeila tou Bepdmovtog Latpol tov AplBuod Kowwvikng Achaiilong tou (OHoLog e autov
Tou €xel dnAwBel oto Profile tou subject), €xel To Sikalwpa va SLOPACEL TG LOTPLKEG
TAnpodopieg ecwtepikd Tou EHR Tou aoBevouc.

AvdAuon 2" TuvBnikn¢

MNa tv katackeun tng Seltepng ouvlbnkng xpnolpomoloUpe to <Apply> element pe
QVOYVWPLOTIKO ouvaptnong to xacml attribute @Functionld (co pe «any-of». H
npoavadePOUEVN CUVAPTNON EMIONG AVAKEL OTL CUVAPTAOEL TIOU XELPi{ovtal GOKOUAEG
TWMWV Kat elval vPpnAdtepng tafng. Aéxetal tpla opiopata, pe mpwto 1o <Function>
element, to omolo UTMOSNAWVEL TNV cuvApPTNON CUYKPLONG TIOU XPNOLUOTIOLELTAL, YLt TV
nepintwon nou e€etaloupe autn elvat n «string-regexp-match». To endpevo oplopa eivat n
TN TOU poTiBou pLag oUBOAOGCELPAG XapaKTAPwWVY (string), n omola MAPLOTAVEL TO TTANPES
LLOVOTTATL KAl TO OVOLL0L TOU TTOPOoU, Tou avTlotolyel ota EHRs twv aaBevwv. To tpito dplopa
elval pa oakoUAd THWVY, VW N OUVOALKN £Kkdpacn KatoAnyel oe T «True», €dv n
ouvaptnon oLyKpLong givatl aknBng petafl tou 2°° oplopatog Kal onoLacSHOTE TIUAG TTou
TEPLEXETAL oTNV oakoUAa tou 3°° opiopatog. H cakoUAa (bag) Tiuwv mpokUmtel Adyw tng
xpnong tou <AttributeDesignator> element, to omolo aveupiokel Ty BLOTNTA «resource-
id», yla Tov mopo 1o €XEL KaTnyopla «resource», CUVEMWG QLUTO €lval To TARPEG GVOUA TOU
TOPOU OTO request.

AvdAvon 3" ZuvOnknc

la tnv kataokeun tng 3" cuvBnkng xpnotuonoloU e to <Apply> element pe avayvwpLotikd
ouvaptnong To xacml attribute @Functionld (oo pe «any-of». Onwg Tponyouuévwe,
OUYKpIVOULE TNV TN €VOG string, To «MedicalRec», pe Lo cokoUAQ TLLWVY TIOU TTPOKUTITOUV
yla tnv koBoplopévn amod tov xpnotn (user-defined) 1810tnta «resource-name», ylo Tov
Topo katnyoplag «resource». H mpoavadepopevn BLOTNTA XpNOLLOTOBNKE yla va
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Oelfoupe to Ovopa TOU UTO-OTOLXElOU eowteplkad tou EHR (apxeio tumou xml), mou TO
subject {ntel va dlapaoel.

Kavovikad, emeldn 1o subject mou I{ntel va Stafaocel kamoto element tou EHR tou acBevoug
Ba penel og BTk mepintwon va ival og B£on va SlaBAcel Kol LELOVWHUEVO OTIOLOSHTTIOTE
sub-element, Ba £npemne n 3" cuvBrkn va ypadtel cuudwva pe to OASIS pdturto XACML
v3.0, kdvovtag xprion Ttng ouvdaptnong «xpath-node-match» kal opiopata tomou
«xpathExpression». Mapakdtw, daivetol o eVAANAKTIKOC TPOTOG ypadng TG ouvenkng:

<Apply Functionld="urn:oasis:names:tc:xacml: 1.0:function:any-of "=
<Function Functionld="urn:oasis:names:tc:xacml: 3.0:function:xpath-node-match"></Function=
<AttributeValue DataType="urn:oasis:names:tc:xacml: 3.0:data-type :xpathExpression”
¥PathCategory="urn:oasis:names:tc:xacml: 3.0:attribute-category:resource ">xacml:MedicalRec</AttributeValue=
<Attribute Designator Attributeld="urn:oasis:names:tc:xacml:3.0:content-selector” Category="urn:oasis:names:tc:xacml:3.0:
attribute-category:resource” DataType="urn:oasis:names:tc:kacml:3.0:data-type:xpathExpression” MustBePresent="true"/>
</Apply>

To <Rule> element mou £€xeL cav avayvwplotiko to xacml attribute @Ruleld (oo pe
«Rule_PHY2», avamapLotd Tov §eUTEPO KAVOVO TNG TOALTIKAC VLA TOUG YLOTPOUG.

O avwtépw Kavovag epapudleTal yla Ta aLTthpoTa mpocfoong, Omou 0 Xprotng «access-
subject», Tou omoiou o0 poOAo¢ elval yLATPOG YEVIKA, TipooTtabel va eKTEAEDEL TNV eVEPYELD
write og KAMOwOV TOPO TOU ouotAaAtog f oduvapa oto <Target> element Tto
XOPaKTNPLOTIKG «action-id» tng katnyoplog action ocupmintel pe tnv oupPolooelpd
XOPOKTNPWV write.

JUopudwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anodaocn «Permity,
OTav 0 UTOoAOYLOMOG Twv <Target> kat <Condition> elements kataAryel oe aAnBeig
ekdppaoelg, SnA. to <Target> oe «Match» katto <Condition> o «True».

Ol ouvOnkeg Tou €xouv cuprmepiAndOei oto <Condition> element eival mavopoldtueg Ue
QUTEC TOU TIPONYOUHEVOU KOVOVA Yyl TOUG ylatpoUC. ZUVETIWG, O KOVOVAG autog Oev
Sladépel kal TMOAU amd TOV TPONYOUHEVO KOVOVA WC TPOC TNV AELTOUPYLKOTNTA TWV
<Target> kot <Condition> elements.

MapatnpoUpe OpwG TNV €€NC onuoviiky O&ladopd, oTo TEAOG TOU Kavova  EXEL
oupneplAndBel o element <ObligationExpressions>, To omnoio nepléxel ekdppaoelg nov Ba
TIPETIEL UTIOXPEWTLKA VoL AndBoULV uTtogin edv o kavovag kataAngetl otnv anodaon «Permit»
(xacml attribute @FulfillOn). To mnpoavadepduevo element TEePLEXEL EO0WTEPLKA LA
UTIOXPEWTLKN eVEPYeLa Yl To PEP, autr tng amootoAng e-mail otov acBevr, Tou omnoiou to
EHR £xeL tpomormotnBei (xacml attribute @Obligationld = «EMAIL-TO-PATIENT»). lNa tnv
SLleKTIEpALWON TNG UTIOXPEWTLKNG EVEPYELAG CUMTEPLAQBAVOVTAL TA TTOPOKATW oplopata.
JUVOAKkA €xoupe OUO oplopata ta omoia umoAoyilovtat amd ta xacml elements
<AttributeAssignmentExpression>, pe to mMPwWTto va eival to e-mail Tou aocBevoug evw TO
SelTepo elval pa mpotach mou Seiyvel To GVOUA TOU YLaTPoU TIOU €KAVE TPOTIOTOLNON Tou
EHR tou acBevolg.

Ma tnv eVpeon tou e-mail Tou acBevoug xpnouomnotdnke to element <AttributeSelector>,
1o omoio edapuolovrag KataAAnAn £kdpaocn XPath, scwtepikd tou EHR, aveuplokel ToO
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OVWTEPW OTOLYELD, KOL CUYKEKPLUEVA OTA OTOLXELO EMAGNC TOU ATOMOU, TTIOU SNAWVETAL WG
aoBevic. Mapakdtw Sivetal To xacml attribute @Path, to omoio xpnoiuonoibnke yla tnv
emniteuén Tng elpeong Tou otolxeiou e-mail:
//xacml:ehealthrec/xacml:Person[@Role='Patient']/xacml:Contactinfo/xacml:Email/text()

Ma TNV KATOOKEUN Tou O8eUTEPOU opiopatog xpnolgomolnBnke n ouvaptnon «string-
concatenate», n omoia ouvevwvel 600 N TeEPLOCOTEPEG OUUPBOAOCELPEG XOPAKTNPWY. To
TpWTO string sivatl pa otaBepd tng popdrc: «Your Medical Record has been updated by
Care Physician:», evw to 8g0TEPO String TPOEPXETAL QIO TNV CAKOUAX TLLWYV TIOU ETLOTPEDEL
To element <AttributeDesignator> kol TaploTAvel To OVOHA TOU yLatTpoU (dlotnta
subject-id), mou autnBnke NG TNPOOPaocng (katnyoplag access-subject) oto request.
ZNUELWVETOL OTL, YLOL TNV LETATPOT TNG oakoVAAG o€ string xpnollomnolibnke n cuvaptnon
«string-one-and-only», n omoia Asltoupyel cwotd Povo Otav n ocakKoUAa SLOBETEL pLa Kal
povadikni Twun.

To <Rule> element mou €xeL cav avayvwploTiko to xacml attribute @Ruleld {co pe «Rule-
RAD1», avamapLotd ToV TPLTo Kavova TNG TTOALTIKAG yLa TOUC YLatpoUcG.

O avwtépw Kavovag epapuoletal €8IKA yla T ALTHMOTA TPOcBacng, OMoU 0 XPHotng
«access-subject» SlaBétel tov pOAo TOoUu pabSLOAGYOU-AKTIVOAOYOU Kol TipooTabel va
EKTEAEDEL TNV eVEPYELd read O£ GUYKEKPLUEVOUG TIOPOUG TOU CUCTAUATOC I LoodUvaua oTo
<Target> element n WwtnTa «action-id» tng katnyoplag action cupmintel pe tnv
oupBolooelpd xapaktipwv read KAl n wWbotnta «role» tng katnyopiag «access-subject»
Talplalel Le tnv cuppolooelpa xapaktipwyv Radiologist.

Jupdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddacn «Permit»,
OTav 0 UTOAOYLOMOG Twv  <Target> kat <Condition> elements kataAnyel oe aAnBeig
ekdppaoelg, SnA. to <Target> oe «Match» katto <Condition> o «True».

210 <Condition> element £€xouv cupmepAndOel 2 uno-ekdpdoelg, oL omoieg Ba mpénel va
Sivouv kat ot SU0o TN «True», yla va urtodoyiletat to <Condition> element o «True».

> 1" ouvbrkn

O nopocg tou ocuothpatog ou Inteitatl va dtafactel amod tov xprnotn (aktwoypadia - xray)
Ba mpénel va akoAouBel To poTifo TOoO yla To Gvoua O0O0 KAl yla TO TTANPEG HLOVOTIATL TIOU
£xeL mpokaBoplotel yla toug aoBeveic oto NAnpodoplakd Tuotnua E-MEDICA:

Movondtt & /_emedica/ehealth/patients/pid_[emtadrog apBuog]/current/

‘Ovopa moépou < xray_[oxtadrdlog aptbuocl.jpg

> 2" ouvenkn

To e-mail Tou yLatpou-padlohoyou Ba mpenel va avrkel oto E-MEDICA domain, 6nA va ivat
™G Hopdng <user_name>@emedica.gr. Zuvenwg, otnv ouvlnkn ouykplvetal n WbLotnTA
«emailaddress» Ttou xpnotn katnyopiag «access-subject» pe TNV oupPolooelpd
xopaktnpwv «emedica.gr». H cuvdptnon mou xpnowonowibnke eivat n «rfc822Name-
match», n omoia &éxetal Vo oplopata, €va pe tumo SeSopévwy string Kal éva TUTOU
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rfc822Name. Znuelwwvetal OtL 10 deUTEPO OpLopa cUMPBOALZEL Lo nAekTpovik StevBuvon
TaxuSpopELOU e TO LEPOG TIOU akoAoUBEl Tou xapaktnpa « @», j aAALwG To domain HEPOG,
va Toplotavetal eite pe kepohalo esite pe pikpd ypauppotra (NOT case-sensitive).
Xpnowomolnbnke emniong n ouvaptnon petatponng «rfc822Name-from-string», S10TL TO
SelTeEpO OpLOPA OpXLKA ATV TUMOU string. ZUVEMWG yla KABe nAektpovikn SlevBuvon
ylatpol, mou to domain HEPOC TNG Talpldlel Pe To string «emedica.gr», Ba €xel wg
anotéAeopa va untohoyiletal n ékppacn o Tun True.
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3.2.2 A&oroynon kot Erain0svon Moltikig - Policy Physicians

O WSO02 Identity Server pag divel tnv duvatdtnta va SoKIUAcoU e Thv opbn Asttoupyla Twv
TOALTIKWY. Méow tng emloyng Try It, sCopolwvetal to kABe aitnua (Request) mpog Tov
server. Itnv akohouBn swova (Ewkova 7) anelkoviletal to Request pali pe to avtiotolyo
Response, MOU QVTLOTOLYOUV OTOV MPWTO KOVOVA TNG TIOALTIKAG YLl TOUG XPNOTEC LE POAO
Physician (yLatpog).

To cuotnua (8dnA. o Server) dev €xeL tnv Suvatotnta ota Requests vol EVOWUATWVEL KAl TOV
xml 1mopo, mou o xprnotng umopel va Intiosl. O ToOpog OpWG EoWTEPLKA SLoBETEL Mo
mAnBwpa amnod attributes mou pmopoUlV va elval oNUAVTIKA oTnV anodoaon ULoG TOALTIKAG. 2
Kamola Requests, oL appOSLEG TIOALTIKEG artoTeEAOUVTAL ATO KAVOVEG, OL oToiloL SV amattouv
emunpocBeta attributes otnv Stadikaoia tng anddaong yla to authorization.

EvtoUTolg, OTNV MOALTIKH YL TOUG YLoTpoUG oL SU0 MPWTOL KAVOVEG ATOITOUV TNV EUTAOKN
OUYKeKPLLEVWY attributes amo to resource ylwa tnv dadikaoia AnPng anddaong, onote ce
QUTH TNV MepLMTwon, ylveTaL XepoKivnTn EVOWHATWON Tou Xml resource €0WTEPLIKA TOU
<Content> element tou Request. Omdte 1O Ouykekpluévo Request Sev amodidetal e
napabupko tpomo (form).

=] Request Physicians.sml E1

1 <Request xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" ConbinedDecizion="false" ReturnPolicyIdList="false":>

2 <l--ketion Category--»

3 <ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action'>

4 [<ittribute Attributeld="urn:oasis:names:tc:xacml:1l.0:action:action-id" IncludelnResult="false">
5 <ittributeValue DataType="http:f/www.w3. org/2001 /XML Schemafstring” >read</ittributeValues

£ [</Arcributer
7

]

El

</ Attributes:

<!=--Suhject Category-->

H«ittributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
E«:Attribute Attributeld="urn:oasiz:names:tc:xacml:1.0:subject :subject-id" IncludeInResult="false">
11 chttributeValue DataType="http:f/wnr.w3d.org/2001 /ML Schemagstring" »n.karter</itcributeValues
12 p</ittributes

13 [</ittributess

14 <!--Rezource Category--»

15 [H<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">

E«(CDntent}

17 [H<ehealthrec id="01060003133":

85  [</Content>

g6 [f<ittribute Ltcributeld="urn:oasis:names:tc:xacml:l.0:resource:resource-id" IncludsInPesult="false">
E«:ﬁ.ttribute\falue DataType="http: ffwwnr. w3 . orqf2001 /XMLSchemalstring" »

88 / emedica/ehealth/patients/pid 0000002/current/ehr_cur.xml</AttributeValuer
89 [</httribute:

90 [H<ittribuce Attributeld="http::/fwso2.org/my attributes/resource-name" IncludeInResult="false':

a1 <AttributeValue DataType="http: [ /wnr.w3.org/2001/XML.Schemafstring” »MedicalRec</AccributeValues

92 r</httributes

93 F<fhttributes:

EE Gl== =

95 -</Request>

Ewova 7. Request_1 yia Physician
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To Request amewkovilel tov xprotn Ue poho «ylatpoc» n.karter va atteital avayvwong tou
element <MedicalRec> amoé to EHR tou acBevolg pe pid_0000002 (s.molder). Eddoov péoa
oto Content element avadépetal OtL Bepdnwy LATPOC TOU XPNOTN HE poOAo «aoBevi»
s.molder eivat o xpriotng n.karter, to anotéAeopa tng aitnong eival Permit.

‘Ooov adopd Tov SeUTEPO KavoOva, av O 8Llog Xpnotng e poAo «Physician» kavel aitnon
eyypadng (update) péoa oto element <MedicalRec> tou EHR tou (6lou acBevr), tote
edpooov AL o xpnotng amotelel Bepanwv Latpd tou acBevoulg, To amotédeopa Ba sivat
Permit. Ze autrv TNV neplmtwon 6Uw¢ o kavovag eaodpalilel 6tL Ba otadel otov xprnotn-
aoBevy email e okomd TNV evnUEPWOH TOU yLla TNV TIPAEN TOU XPNOTN-ylatpou Tou. Auto
OTTELKOVI(ETAL OTLC ELKOVEG 8 KalL 9.

<Bequest xwlns="urn:ocasis:names:tc:xacml:3.0:core:schema:wd-17" Conbinedbecision="false" ReturnPolicyldList="falze">
<!==Lotion Category--»
<Attributes Category="urn:ocasis:names:tc:xacml:3.0:attribute-category:action":>

—|<irtribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludeInBesult="false">

<httributeValue DataType="http:/fwew. w3, org/2001/XMLS chemafist ring" »write</Atcr ibuteValues

F<fAttributes

F<fAttributess

<l==3ubject Category--»

—[<ittributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject'>

g<ﬁttribute LrtrributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludeInResult="false":>
<ittributeValue DataType="http:/fwnw.w3. orgf2001 /XML Schemalist ring" >n.karter</AttributeValue>
F</ittributes

F</ittributes:

< !--Rezource Category--»

E<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"»
—|<Content>
[ <ehealthrec id="01060003133">

F</Content>

—|<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" IncludelnResult="falsge":
E<Attributevalue DataType="http: ffwnr.w3.orqf2001 /XML Schemafstring" >

r /_emedica/ehealth/patients/pid 0000002/current/ehr _cur.yml</AtrributeValuer
FefArtributes

[H<dttribute Attributeld="http::/fwso2.org/my attributes/resource-name" IncludeInResult="false'>
<httributeValue DataType="http:/fwnw.w3.org/2001/XMLSchemalist ring" *MedicalRec</ AttributeValue:
F</Attributer

Fo/Attributes:

gl-- -

-« /Requesty

Ewkova 8. Request_2 yia Physician
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<Response xmlns="urn:oasis:names:tcixacml:3.0:core:schema:wd-17">
<Result>
<DecisionrPermit</Decisions
<3tatus
<StatusCode Valus="urn:oasis:names:to:xacml:l.0ratatus:ok™ />
</3tatus:
<Chligations>
<Obligation ObligationId="EMAIL-TO-PATIENT">
<Attributelssignment Attributeld="chligation-attribute:mailto®
DataType="http://www.w3.org/2001/ EMLSchemafistring”»s. molderfhotmwail. come/ Attributedssignment >
<Attributelssigmwent Attributeld="chligation-attribute:note”
DataType="http://www.w3.org/ 2001/ ZML3chemafatring”>Your Medical Record has been updated by Care Physician:n.karter
</Obligation»
</Chligationas
</Resulty>
</Reaponzes

Ewova 9. Response_2 ywa Physician

Méow tng emtidoyng Try It, e€opolwvetal To kKABe aitnuoa (Request) mpog tov server wg €€NG:
e KABe medio TOU Server CUMMANPWVETOL N avtiotolyn TAnpodopia mou adopd TO
OUYKeKpLEVO Request, SnA. oto medio Resource CUUMANPWVETAL O TIOPOG OTOV Omolov
yivetal n aitnon ywa nmpoocPaocn, oto medio Subject Name To UTOKELUEVO TOU alTeiTOL
npooBaong, oto Action Name to €idog tng mpdoPaong mou {nteltat (read, write kAm.) kot
Télo¢ oto medio Environment Name ouumAnpwvetal mAnpodopla mou oxetiletal pe
TepBaAAovVTIKOUG AP AYOVTES KATA TNV MPOcBacn (XpOvog KATL.).

Ma tVv aloAdynon Tou Tpltou Kal TEAeUTAlOU KavOVa TNG TIOALTIKNG, £va eVOELIKTIKO Request
elval to akolouBo: o xpnotng pe polo padloddyou, n.karter, emBupel avayvwon
aktwoypadiag anod to apyeio tou acBevr g.smith (pid_0000001). & auTAV TNV NEPLMTWON
To oUOoTNUa, avacupel amd to amobnkeupévo mpodih tou n.karter tnv nAektpovikn
SlevBuvon tou Kal edp’o0ov autr avhkel oto domain Tou TAnpodoplakol CUOTHHUATOC
EMEDICA, tote enutpénel tnv npocPaocn, 6nwe paivetal kat otnv ewova 10.

Resource |,-Lemedlca,-"ehealth,-"patlents,-’pldf[l[l[l[l[l[l'l,-’current-‘&(rayﬁZEﬂ3E|4'IEl.]pg |
Subject Mame |n.karter |
Action Mame read SO2ecabon x

Environment Narme O Permit

Test Evaluate H Evaluate With PDFP H Create

0K

Ewova 10. Request_3 yia Physician

3.3 Ieprypapn Empuépovg Iomtiknig - Policy Patients

H moAwtiky aodpdielag mou adopd toug acbeveig (Policy Patients) amoteAsitalr amo 2
ETLUEPOUG KAVOVEC:
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7
°

Rule_1: O agBevn¢ £xeL mpooPacon yla avayvwon Lovo oto ko tou EHR
Rule_2: O acBevng umopei va kavel update povo oto 8ik6 tou EHR kal povo amo
local IPs tou EMEDICA Clinic (192.168.1.1-192.168.1.255).

-

7
*

>

3.3.1 Avaivon Empépovg Ioltikig - Policy_Patients

To <Policy> element mou €xeL yla avayvwplotiko to xacml attribute @Policyld ico pe
«Policy_Patients», avamaplotd TNV €MIUEPOUG TIOALTIKY TTOU KaBopilel TIC MPOCGPACELC TTOU
UIopoUV va £XouV oL XPNOTEC, Twv omolwv o polog eival acBeveig (Patient). Inuavtika
elements mou meplExovtal oto mpoavadepopevo <Policy> element eival to <Target>
element kal ta Vo <Rule> elements.

To <Target> element kaBopilel TNV €DAPUOCIUOTNTA TNG ETUHEPOUG TIOALTIKAG oPANELAG
07O TEdSlo TWV ATNUATWY TPOoPAoNG yla XPAOTEG, TwV ONMolwV TO XAPAKTNPLOTIKO «role»
eival «Patient». Juykekplpéva, xpnowdormoleital éva <Match> element mou cuykpivel péow
NG ouvaptnong «string-regexp-match» tnv cuppolooelpd xapaktipwv «Patient» e kaOe
MO oo TG Suvatéc eMIOTPEPOUEVES TIUEG TNG OAKOUAOG, TOU TPOKUMTEL KATA TNV
edpappoyn tou <AttributeDesignator> element otnv 1816tNTa «role» TNng katnyopiag access-
subject. ZnuelwveTtal OTL, OL TLUEG YO TO AVWTEPW XOPOAKTNPLOTLKO TIPOEPXOVTAL OO TO
Profile Tou xpriotn He BAon To AvVOyVWPLOTIKO, XOPOKTNPLOTIKO «subject-id», mou mepléxetat
oTo aitnua npoofaocng.

To <Rule> element mou €xeL cav avoyvwploTiko to xacml attribute @Ruleld (oo pe
«Rule_PAT1», avamoplotd Tov MPWTOo Kavova Tng MOALTIKAG yla Toug acBeveic. O avwtépw
Kavovag edbappoletal yla Ta althpaTa mpoofacng, Omou o Xprotng «access-subject», tou
omnolou o0 poAog eival acBeving, mpoomabel va ekTEAETEL TNV eVEPYELA read o€ KATIOLOV TOPO
Tou ouothiuartog f wodlvapa oto <Target> element to xapoktnplotikd «action-id» tng
katnyoplag action cupmnintel pe Tnv cuBoAocelpd XapaKkTipwy read.

Jupdwva pe to xacml attribute @Effect, o kavévag kataAniyel otnv anddaon «Permity,
Otav 0 umoloylopog Twv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekppaoelg, SnA. to <Target> oe «Match» katto <Condition> o «True».

Jto <Condition> element €xeL cuumnepAndBOei povo pla €kppoon, oL omoia Ba mpPEMeL va
Sivel Tnv TN «True», ylwa va umoloyiletal to <Condition> element oe «True». Itnv
£Kppacn auTr ouykplvoupe PEOw TNG ouvaptnong «string-regexp-match» tv tun tou
XOPOKTNPLOTIKOU «url» Tou xprnotn katnyopiag «access-subject», pe to MANPEC OVOUA TOU
nidpou, SnA To XAPAKTNPLOTIKO «resource-id» TNC Katnyopiog «resource». SNUELWVETAL OTL,
TO XAPAKTINPLOTIKO «url» yia kaBe xpnotn pe poAo acBevr) MAPLOTAVEL TO HOVOTIATL TNG
Sladpopng mou elval anobnkeupéva To LOTPLKA Tou opXeia, avelaptnTw €Gv o Xpnotng
KATEXEL TAUTOXPOVA Kal AAAOUG pOAouc. To XOPOKTNPLOTIKO auTo Maipvel Thv e€Rc popdn:
«/_emedica/ehealth/patients/pid_000000?/» Omou o0 XApoKTAPAG «?» UTOSNAWVEL TOV
aU&wv aplBUO Tou XPNoThn oTo cUOTNUA. JUVETIWG, 0 KABE XprioTng Tou omoiou o poAog ival
aoBevic Ba pmopel va €xel mpdoPaocn os aTpka apxeia, onmws to EHR, aAAG povo os avtd
Tou avadEpovtal e autov I Looduvapa meplexovral oe dakelo tou omoiou n Stadpoun
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Talplalel Pe TOV TPOKOBOPLOHEVO OTO CUCTNUA XWPO amoBnkeuong apxeiwv yla To
OUYKEKPLUEVO aoBevr).

To <Rule> element mou €xeL cav avayvwploTikO To xacml attribute @Ruleld (oo pe
«Rule_PAT2», avamnaplotd tov §gUTEPO KAVOVA TNE TIOALTLKAC yLa Toug aoBevelc. O avwTépw
kavovag edapuoletal yla Ta altnpata npocBaocng, 0mou o Xpnotng «access-subject», Tou
omnolou o poAog eival acBevr¢, Tpoomabel va eKTEAETEL TNV EVEPYELX Write O€ KATTOLOV TOPO
Tou ouoTApatog i woblvaua oto <Target> element to Yapaktnplotkd «action-id» tng
katnyoplag action cupmnintel pe TNV cUUPBOAOCELPA XAPAKTHPWY Write.

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anodoon «Permity,
OTaVv O UTOAOYLOMOG Twv <Target> kat <Condition> elements kataAryel oe aAnBeig
ekdppaoelg, SnA. to <Target> oe «Match» katto <Condition> o «True».

210 <Condition> element éxouv cupnepAndBei SU0 umo-ekppPATELG, oL oTtoleg Ba TpEmeL va
Silvouv kat ot Suo tnv TN «Truex, yla va urtodoyiletat to <Condition> element og «True».
H mpwtn uno-ékdpaon eival avtioton AUTAG MOU EUTIEPLEXETAL OTOV TPWTO KOvova yLo
Toug aobBeveic. H 6eltepn umo-ékdpaon XPNOLLOTOLEITAL LA TG TEPLUTTWOELG OTou n IP
SlevBuvon tou xpnotn elval oto €VPOC TIUWV TwV Torkwv IP SleuBuvoswv, oL ormoleg
Bewpolpe OTL avrkouv oto cuvolo SleuBuvoewv amo 192.168.1.1 ¢wg 192.168.1.255. H
oUyKpLoN Tpaypatomnoleital péow tng ouvaptnong «ipAddress-regexp-match» petall tng
oUpPoAoCELPAG XapakTpwy «192.168.1.» KAl TNG TUNAG TTOU TIPOKUTITEL Ao TNV dapUoyn
Tou <AttributeDesignator> element oto xapaktnplotikd «environment-id» Tng Katnyopiag
«environment». INUELWVETAL OTL OPXIKA O TUMOG OebSopévwyv TOU XAPAKTNPLOTIKOU
«environment-id» eival o generic tUMog string evw pe TNV edapuoyr TNG cuvAPTNONG
petatponng «ipAddress-from-string», to 8eUtepo Oplopa maipvel tnv emBupunt) popdn,
SnA tov tumo dedopévwy Tou TapLoTAVveL TIG IP SleuBuvoelg.

3.3.2 A&worhoynon ko Eraii@svon Motk - Policy _Patients

Ztnv akoAouBn ewkoéva (Ewkéva 11) ameiwkovilovralr to Request poll pe to avtiotolo
Response, ta omoiol TEOTAPOUV TOV TPWTO KAVOVOL TNG TIOALTIKAG yla Toug acBeveic. O
XPNotnc tou omoiou o pdhog sival «acBevig» pe pid_0000001, dnA. o g.smith attsitol
avayvwong TOU EHR Tou Bpioketal 010 OUVYKEKPLUEVO path
(/_emedica/ehealth/patients/pid_0000001/current/ehr_cur.xml). To avtiototyo Response
elvatl Permit.
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Resource |,-f_emed|c:a,-fehealth,-"panents,-fp|d_EIEIEIIJEIEI1,-fcurrent-fehr_cur.xml

Subject Mame |g.smith

|
|
Action Name |read |
|

Environment Mame |

Test Evaluate || Evaluate ! WS02 Carbon x

O Permit

Ok

Ewova 11. Request_1a yia Patients

Edv Opwg o 18log xpriotng mpoomabricel va dlaBdoel To nAekTpovikd apxeio uyelag mou
Bpioketal KATW ano SlapopeTIKO path (. TO
(/_emaedica/ehealth/patients/pid_0000002/current/ehr_cur.xml), Tou avrAikeL otov acBevn
pe pid_0000002 (s.molder), n amdvtnon o€ auth Tnv aitnon, onwg eival avapevopevo Ba
eival Deny (Ewova 12).

Resource |,"_emEdicajehealih,."pat\ents,."pid_DDDDDDQ,’DUrrEnUEhr_curxml
Subject Mame g.gmith 5

WE02 Carbon =
Action Mame read

Deny
Environrment Mame

Test Evaluate || Evaluate ¥ith PDP ‘ Creat

DK

Ewkova 12. Request_1b ywa Patients

Mo tnv aflohdynon tou SeUTEPOU Kavova TNG TOALTIKAG AoPAAELOG Ylo TOUG acBevelg
(Ewdva 13), éotw OTL 0 XpAOTNG ME pOAo Patient (g.smith) kdvel aitnon ylwa evnuépwaon
(update) tou SwkoU tou EHR amd IP mou 6ev opiletal cav local IP tng kévtpou uyeiag
EMEDICA (yla mopadetypa 192.168.2.2).

Resource |Lemedit:afeheﬁllh,i‘pﬁliemsfpidfﬂﬂﬂﬂﬂm,i‘t:urrent,i‘ehrfcur waml |

Subject Mame |g smith |

Action Mame werite WEO2 Carban ®
Environment Mame M O Deny

Test Evaluate || Evaluate YWith POP || Create Reques

Ok

Ewova 13. Request_2a yia Patients

J€ QUTNV TNV tepimtwon, To anotéAecpa autou tou Request Ba eival Deny.
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Evw, 6tav n IP anoé tnv onola atteital mpdéoPaocng o «patienty Pploketal péoa oto €0POG
Twv KoBoplopévwy we local IPs (192.168.1.1-192.168.1.255), 10te n amavinon €ivat Permit
(Ewkova 14).

Resource |,-’_emedicaJehealthfpalienls,-’p\d_DDDDDU],a‘:urrem,-"ehr_l:ur.xml

Subject Mame g.smith |
WSO2 Carbon ®
Action Marne it

Permit

Enwironment Mame 192.168.1.100

Test Evaluate || Evaluate With POP || Create Re

Ok

Ewova 14. Request_2b yia Patients

3.4 Ileprypoen Empépovg Moirtiknig - Policy. Guardians

H moAttik mou oxetiletal pe tov €Aeyxo TpooBaocng yla Xpnoteg pe polo Guardian
(kndepodva) mephapBavel tov akdoAovBo kavova:

¢ Rule_1: O knbgpudvag umopei va dlafaocel kat va ypael oe onolodnmote otolkeio
tou EHR, 10 omoio avrkel oTo SIKO TOU TPOOTOTEVOMEVO HEAOG KOl HLOVO Qv QUTO
£XeL nAkia HIkpOTEPN 1) loNn TWV 16 ETWV.

3.4.1 Avaivon Empépovg Iomtikng - Policy_Guardians

To <Policy> element mou €xeL yla avayvwplotikd to xacml attribute @Policyld ico pe
«Policy_Guardians», avamoplotd tnv enuéPoug MOALTIKN TTou kaBopilel TI¢ TpooBAcelg mou
UIopoUV va €X0UV oL XPHOTEC, TWV OMolwv 0 polog sival kndepovag (Guardian). Inpavtika
elements mou mepléxovral oto mpoavadepopevo <Policy> element eival to <Target> kal
<Rule> elements.

310 <Target> element xpnoiuomnoleitat éva <Match> element mou ocuykpivel péow NG
ouvaptnong «string-regexp-match» tnv cuppolooelpd xapaktipwyv «Guardian» pe kabe
Ml oo TG Suvateg eMIOTPEPOUEVEG TLUEG TNG OAKOUAOG, TOU TPOKUTTEL KATA TNV
edappoyn tou <AttributeDesignator> element oto xapaktnplotikd «role» NG Katnyopliag
«access-subject».

To <Rule> element mou £€xeL cav avayvwplotiko to xacml attribute @Ruleld (oo pe
«Rule_PAR1», avamaplotd Tov €va Kal JovaSIlKO Kavova TNG TOALTIKAG Yo TOUG KnSEUOVEG.
O avwtépw Kavovag edpapuoletal yla Ta atiuata mpocBoong, 0mou o XprHotng «access-
subject», Tou omoiou o poAog sival kndepodvag, mpoomabel va eKTEAETEL (T TNV EVEPYELD
read eite TNV evépyela write ot KAMOLOV TOPO TOU OUOTHUOTOG TIOU OVAKEL OF
TIPOOTATEUOMEVO HENOC TOU 1) LooSUvapa oto <Target> element To X0paKTNPLOTIKO «action-
id» g katnyoplag action cuumintel eite pe tnv cupPorocelpd xapaktnpwy read eite pe
Vv oupBolooslpd write. EmumpooBeta, Bo TPEMEL O KAVOVIKOG SLKOOUXOG TOU TOPOU
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(resource) mpooBaong va SlaBtel podo acBevr) oto clotnua f woduvaua oto <Target>
element kol sowteplkd Eexwplotol <AnyOf> element, To YapaxktnploTikd «role» Tng
katnyoplag «recipient-subject» 6a mpémnel va cupmintel pe tnv cUUPOAOCELPA XAPAKTHPWY
«Patient».

310 onuelo autd, xpnowlomolndnke n Suvatotnta mou mopexel n yl\wooa XACML ya
urmootnplEn moMamlwv xpnotwv (multiple subjects) katd tnv Swadikacio attoswv
npoéofaong. Ymapxel opwg n avotnpn odnyia otL oL diadopol xproteg Ba mpémel va
EVEPYOUV UTIO SladopeTikr BLOTNTA. ITNV MEPIMTWON HOG EXOUUE XPNOTEG TNC Katnyoplag
«access-subject» pe polo KnOepoOVA Kol yld TA  TPOOCTATEUOMEVO MHEAN TOUG
xpnolpomotibnke n katnyopio xpnotwv «recipient-subject», n omoio sowkAeiel OAa ta
amapaitnTa XapaKTNPLoTKA 0To aitnuo MpooBaonc. TNUELWVETAL OTL, N KAVOVIKH Xpron Tng
katnyoplag xpnotwv «recipient-subject», cupdwva pe to mpotumo tng XACML, poopiletal
yla TIG TEPUTTWOELG OTou N amoddacon Tou altipatog mpoocfaocng Ba kateuBuvBel mpog
SLadopETIKO XProTn o€ oXEon Ue ekelvov OU autnBnke apxikd tng mpoofacng os KATOLOV
Topo.

J0udwva pe to xacml attribute @Effect, o kavovog kataAnyel otnv anodaocn «Permity,
Ootav o umoloylwopog Twv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekppaoeLg, 6nA. to <Target> oe «Match» katto <Condition> o€ «True».

210 <Condition> element €xouv cupnepAndOel Tpelg uno-ekdPpATEeL;, oL omoieg Ba TpEmel
va 6lvouv Kat ol Tpelg TV TR «True», yla va umoAoyiletal to <Condition> element oe
«True».

> 1" ouvbBrkn

O mpokaBopLopevog PAKEAOG AMOOAKELONG TWV LOTPLKWV apXELWV TOu acBevolg Talplalel
HE TNV Sladpopr Tou TOpouU, TIOU 0 XPNOTNG ALTthONKE, 1 L0OSUVALA TO XOPOKTNPLOTLKO «url»
TOu Xpnotn katnyopioag «recipient-subject» tapldlel katd potifo ocupBoroocelpdg
(ouvaptnon talpldopartog «string-regexp-match») e 1o XapakInploTKO «resource-id» tng
Kotnyopilag «resource».

> 2" ouvBnkn

Ynapyxel €ykupn oxéon Kndepdva-acbevr) petafl Twv SUO TIEPLEXOHUEVWV KATNYOPLWY
Xpnotwv oto aitnua mpoécPaocns. H oxéon authi avamapiototal amod TO XoPAKTNPLOTIKO
«title» tou Profile, omou yw kdBe kndepdva €xel ocupmeplAndBel w¢g T TOU
XOPAKTNPLOTIKOU N oupPorooelpd guardianof <user>. Inupelwvetal OTL, UTAPXEL N
duvatotnTa 0pLoRoU TTOAAATTAWY TLUWV YL KABE XapAKTNPLOTLKO XPNOTN, UE KABE pia va
XWPLETAL ATO TIG UTIOAOUTEG HECW TOU XAPAKTAPA «,», SnAASK TO XOPOKTNPLOTIKO «title»
umopel va tapeL TRV cUVOALKN T « guardianof_<userl>, guardianof_<user2> ». Zuvenweg,
otNv £Kkppoon CUYKPIVETOL TO XOPAKTNPLOTIKO «title» Tou xprnotn katnyopiag «access-
subject» (kndeuovoc) e TO OPLOPA TIOU TPOKUTITEL ATO TNV EVWON TwV cUUPBoAooelpwY
«guardianof_» kal Tou XapaKtnploTikol «recipient-id» Tou xprotn katnyopiag «recipient-
subject» (aoBevrig).
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> 3" ouvbrkn

O aobBevn¢ Ba mpémel va eival eite PIKpOTEPOG eite otnV NAtkia Twv dekagfl eTwv yla va
UTOPEL 0 KNOEUOVAC TOU TNV CUYKEKPLUEVN XPOVLKN OTLYUN VO TIPOOTIEAGCEL TA LOTPLKA TOU
opxeia. H avwtépw nmpotacn anelkovileTal e TnV mapakdtw fiocwon:

(Tpéxov Etog) — (Etog Mevvnong) < 16 < (Etog Mévvnong) +16 = (Tpéyov Etoc)

JUVETWG, OUYKPIVOUUE TO £TOC Yévvnong tou acBevr), Xapaktnplotikdo «dob» tou xpnotn
katnyoplag «recipient-subject», npoocauvénuévo kata 16 €tn (ouvaptnon «integer-add»), pe
TO XQPOKTNPLOTIKO «environment-id» Tng katnyoplag «environment» (tpéxov £€tog). Ma tnv
LETATPOTI TWV OPLOUATWY Ao TOV TUTO TIUWV string oTov TUTO akepaiou xpnollonoonke
n ouvaptnon «integer-from-string», svw yla TNV HUETATPOMNA TNG CAKOUAAC TIUWV OF
HovadLKn TIUN Xxpnotpomnolnbnke n ocuvaptnon «string-one-and-only».
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3.4.2 A&oroynon kot Erain0svon Moltikig - Policy _Guardians

<Request xmlns="urn:casis:names:tc:xacml:3.0:core:schema:wd-17" ConbinedDecision="false" ReturnPolicyldlist="false">
<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
—|<Attribute Attributeld="urn:ocasis:names:tc:xacml:1.0:action:action-id" IncludelnResult="false":
<httributeValue DataType="http://wnr.w3.orq/2001/3M Schemaffstring" »read</AttributeValus>
F</fAttributer
F</fAttributes>
—|<Atcributes Category="urn:oasis:names:to:xacml:1.0:subject-cateygory:access-subject">
g«:nttrihute hreributeld="urn:oasis:names:to:xacml:1.0:subject:subject-id" IncludeInResult="false">
<ittributeValue DataType="http: ffwne. w3, org/2001 /XML Schemalist ring" »w.molder</Attributevalus>
FofAttributer
F<fAttributess
—j<ittributes Category="urn:oasis:names:to:xacml:1.0:subject-category:recipient-subject">
g«:.@ttri}aute Lecributeld="urn:oasis:names:tc:xacml:1.0:subject:recipient-id" IncludeInResult="false":
<httributeValue DataType="http:/fwnr. w3, org/2001/XML.Schemalstring" »s.molder</ AttributeValus>
Fe/httributer
H<ittribute Attributeld="http://wso?.orgfclaimsfrole" IncludeInResult="false">
<httributeValue DataType="http:ffwnr. w3, org/2001/XML.Schemalstring" »Patient</AtcributeValues
P/ Attributer
—l<attribute AttributeId="http:/fwso2.orqfclaimsfurl" IncludeInPesult="false":
Eﬂttribute\falue DataType="http: ffwrw. w3. orq/2001 /XM Schemalst ring" >
r { emedica/ehealth/patients/pid 0000002/</AittributeValue>
F</fAttributer
H<attribute Attributeld="http:ffwsol.orgqfclaims/doh" IncludelnResult="false":
<ittributeValue DataType="http: ffwnr.w3. org/2001 /0. Schemafst ring" >2000</ AttributeValuer
FefAttributer
F<fAttributess
—|<Atcributes Category="urn:oasis:names:to:xacml:3.0:attribute-category:resource">
<itrtribute Attributeld="urn:oasis:names:tc:xacml:1l.0:resource:resource-id" IncludeInBesult="false":
l<ittributeValue DataType="http: f/wne.w3.orq/2001 /M. Schemalstring" >
r / emedica/ehealthfpatients/pid 0000002/current/fehr cur.xml</ittributeValuer
Fe/httributer
F</Attributes:
—|<itcributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment':
<Attribute Atcributeld="urn:oasis:names:tc:xacml:1l.0:environment:enviromment-id" IncludeInResult="false">
<ittributeValue DetaType="httwn: /fwe. w3, org/2001/5ML.Schemalstring" »2013</ ActributeValuer
Ewova 15. Request_1a ywa Guardians

‘Eva evOelKTIKO Request yla Tnv emaAnBeuon Tou Kavova mpooBacng yla Xpnoteg e polo
“Guardian”, amoTUNMWVETAL 0TNV Ttapanavw swova (Eikova 15). Onwc dalvetatl, o xpHotng-
kndepovag w.molder pe mpootatsudpevo PEAOG Tov Xpriotn-acBevr) s.molder, atteital
avayvwong tou EHR tou aoBevh pe pid_0000002 (rmou avtiotolxel otov acBevr) s.molder).
210 Request ¢aivetal eniong OTL 0 ouykekpEVog aoBevhg €xeL xpovoloyla yévvnong to
2000 kol OTL To TPEXOV £T0¢ elval To 2013. Onote pe BAcn TNV KATAOKEUN TNG avtioTolyng
TIOALTIKAG YLa TouG Guardians, To AMOTEAECUA TNG altnong ival Permit (Ewova 16).

Entitlement Policy Response [XACML]

#es 10pt v J 2 5@
<Response xmlns="urn:oasis:names:toixacml:3.0:core:schema:wd—-17">
<Result>
<Decision>Permit</Decision>
<Status>

<StatusCode Value="urn:oasis:names:tc:ixacml:1l.0:status:ok"/>
</Statuss>

</Resulc>

</Responsex

Ewkova 16. Response_1la ywa Guardians
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Jto mapandvw Request, av o xprnotng-kndepodvag w.molder (Ue MPOOTATEVOUEVO LEAOG TOV
xpnotn-acBevr) s.molder), atteitat avayvwong tou EHR tou aoBevni pe pid_0000001 (rou
avtloTolxel otov acBevn g.smith), tote Onwg daivetal KAl OTIC TTAPAKATW ELKOVEC (ELKOVEC
17, 18), n aitnon Ba anoppidOei.

<Request xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" ConbinedDecision="false" ReturnPolicyIdList="false":
<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action":>
—|<ittribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludeInResult="false":
<dttributeValue DataType="http:ffwww.w3.orq/2001 /XML Schemafistring" >read</AttributeValue:
F<fbittributes
F</Artributess
—|<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
gﬂlttrihute ittributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludeInBesult="false":
<AttributeValue DataType="http:/fwnr.w3.orgf/2001/5M Schemafstring" >w.molder</ttributeValue:
F<fbittributes
F<fattributess

—|<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject'>
gcﬁttrihute ittributeId="urn:oasis:names:tc:xacml:1.0:subject:recipient-id" IncludeInResult="false'":
<AittributeValue DataType="http:/fwww.w3.ory/2001 /XML Schemaltstring" >¢.smith</ittributeValue>
Fefbttributes

H«ittribute Attributeld="http:f/wsoe?.orqfclaimsfrole" IncludeInResult="false">
<AttributeValue DataType="http:/fwnr.w3. orgf2001/5M Schemafstring" >Patient</AttributeValue>
-</ﬁttrihute4

—|<ittribute Attributeld="http:f/fwso2.org/claimsfurl" IncludeInResult="false":
E{Attrihute\felue DataType="http: / fwwnr.w3. org/ 2001 /XML Schemalistring" >

r [ emedicafehealth/patientsfpid 0000001/</ittributeValusr
Fefittributes

H+«ittribute Attributeld="http:ffwso2.orqfclaimsfdob" IncludeInResult="false":
<httributeValue DataType="http://wnr.w3. org/2001/3M Schemaffgtring" »1932</ rtributeValues
Fefbttributes

Fefhttributes:

Sl<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<httribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" IncludeInResult="false':
—[<Attributevalue DataType="http://mnr.w3. org/2001/30M0 Schemalstring" »
r [ emedica/ehealth/patients/pid 0000001/current/ehr cur.xml</AttributeValuer
Fefhttributer
Fefittributes:
—|<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:enviromnment'>
<dttribute Attributeld="urn:oasis:names:tcixacml:l.0:environment:environment-id" IncludelnResult="false">
<AttributeValue DataType="http:ffwnr.w3.orq/2001/5M.Schemaftstring" >2013</ AttributeValue:

Ewova 17. Request_1b ywa Guardians

Entitlement Policy Response [HACkAL]

g © O [10pt ~ J <2 Bl @
<Response xmlns="urn:oasis: names:tcc:ixacml:3 .0:core:schema: wd—17">
<Result>
<Decision>Deny</Decision>
1 [«Scacus>

<StatusCode Value="urn:oasis:names:tc:ixacml:l.0:status:ok"™/>
</ Status>

T |<f Resulex

</ Response>

Ewova 18. Response_1b ywa Guardians
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3.5 Ileprypaon Empépovg Moirtikig - Policy Nurses

H ToALTIK 0.0PAAELOG YL TOUG XPIOTEG TOU CUCTAOTOG TIOU KATEXOUV TO pOAo Nurse
(Noookdpog/a) Sopeital amod Toug MoPAKATW TECOEPLG KAVOVEG:

7
0‘0

Rule_1: H voookoua pmopetl va dtafdacet to ototxelo <Result> amno eva EHR, povo av
elval n uelBuVN yLa TLG CUYKEKPLUEVEG LATPLKEG EEETAOELG.

¢ Rule_2: H voookoua umopet va dnuoupynoet éva kawoupylo otolxelo <Result> yia
£va EHR evocg acBevn).

¢ Rule_3: Hvoookdua pnopet va ypaget povo ota otolxeia <Notes> kat <Result> gvdg
EHR, kat povo av eival n urmelBbuvn yLo TLG CUYKEKPLUEVEG LATPLKEG EEETATELG.

¢ Rule_4: H voookoua 6ev umopel va ypael ota otoxeia <TestType>, <Value>,
<PerformedDate> kat <PerformedBy> .

3.5.1 Avaivon Empépovg Ioltikng - Policy. Nurses

To <Policy> element mou €xeL yla avayvwplotikd to xacml attribute @Policyld ico pe
«Policy_Nurses», avamaplotd tnv eMLUEPOUC TIOALTIKY TIou KaBopilel TG MpooPAacelg Tou
UmopoUV va €X0UV oL XPAOTEG, TwV omoiwv o pdhog eival voookouog (Nurse). Znuavtika
elements mou nepléxovtal oto npoavadepouevo <Policy> element eival To <Target> kal
<Rule> elements.

Jto <Target> element xpnolpomoleital éva <Match> element mou ocuykpivel péow tNnG
ouvaptnong «string-regexp-match» tnv cupPolooelpd xapaktipwv «Nurse» pe Kabe pla
amnod TG Suvateg eMLOTPEPOUEVES TILEC TNG OAKOUAAG, TIOU TIPOKUTITEL KOTA TNV €dapuoyn
Tou <AttributeDesignator> element oTo XOpPAKTINPELOTIKO «role» TNG Katnyoplag «access-
subject».

To <Rule> element mou €xeL cav avayvwploTiko To xacml attribute @Ruleld (oo pe
«Rule-NUR1», avamapLotd ToV PWTO KAVOVA TNG TIOALTLKAG YLO VOOOKOOUG.

O avwtépw Kavovag edpapUoleTal yla Ta aLTHUOTA TPOcBaong, OMoU 0 XProTng «access-
subject», Tou omolou o0 poAog elval VOooKOUOG, TipooTiabel va ekTeAECEL TNV evépyela read
0€ KATMOLOV TIOPO TOU oUCTAUOTOC 1 loodUvaua oto <Target> element 1o XapPAKTNPLOTIKO
«action-id» tng katnyoplag «action» cupmnintel pe tnv cupPolooelpd xopaktnpwy read.
JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
otav o umoloylopog Twv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekdppaoelg, 6nA. to <Target> oe «Match» katto <Condition> o «True».
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Jto <Condition> element £xouv cuunep\ndBOel Tpelg uTo-eKDPACELC, OL omoieg Ba MpEmel
va Slvouv Kal ol Tpelg TNV TR «True», yla va urmtohoyiletal to <Condition> element oe
«True».

> 1" ouvBnkn

To XOopOKTNPLOTIKO Ttautomoinong AplBuog Mntpwou Kowwvikng AcddAiiong (AMKA —
SSN_ID) pLag voooKOpaG Ba TIPEMEL VO GUUTILTTTEL IE QUTO TIOU TIEPLEXETAL ECWTEPLKA TOU
element <MedicalRec>, oto EHR tou aoBevolg. fuvenwg, Ba MPEMEL TO XOPAKTNPLOTIKO
«im» Tou Xprjotn katnyopiag «access-subject» vo cuprtintet (ocuvdptnon «string-equal») pe
omoLadAMoTE Ao TIG TULEG TTOU TIEPLEXOVTAL OTN COKOUAQ TLLWV, N oTtola TPOKUTITEL Ao Thv
edappoyn tou element <AttributeSelector> ota meplexdpeva otoweia tou mopou EHR,
ouudwva pe tnv XPath ékdpaon:

@Path="//xacml:ehealthrec/xacml:MedicalRec/xacml:Treatment/xacml:Result/
xacml:PerformedBy/text()"

> 2" ouvbnkn

O MOPOG TOU CUCTAUATOC, TO UTIO-OTOLXELO Tou omolou {nteital va StaBooTel amd tov Xprotn
(HAextpoviko Apxeio Yyeiag aoBevolg - EHR) Ba mpémel va akoAouBel to potifo toco yla to
ovopa 000 Kal yla To TANPEG LOVOTIATL TIoU €xeL TipokaBboplotel yla toug acBeveic oto
MAnpodoplako zuotnua E-MEDICA:

Movonatt < /_emedica/ehealth/patients/pid_[entardrlog apBuogl/current/

Ovopa tépou & ehr_cur.xml

> 3" ouvenkn

To ouyKeKpLUEVO UTIO-OToLXElO €VTOC Tou TOpou EHR, mou o xpnotng atteltal mpoofaong,
elval to <Result> element. Zuvenwg ocuykpivetal n cuppolooelpd «Result», péow tng
ouvaptnong «string-regexp-match», pe TO XAPAKTNPLOTIKO «resource-name» TNG
katnyoplag «resource». To mpoavadpepOUEVO XAPAKTNPLOTIKO lval TUTIOU user-defined, kot
oUTO pmopel va mapatnenBel kal and to avayvwploTtikd tou attribute @Attributeld, mou
elval (oo pe to URI «http:://wso2.org/my_attributes/resource-name». Inuewvetal OTL,
QVTLOTOLYO XAPAKTNPLOTIKO €XEL UUTEPIANGDOEL Kal oTo aitnua mpoéopaocng, otnv Katnyopia
XOPOKTNPLOTIKWY «resource», yloL va TOPLOTAVEL TO UTO-OTOLKEl0 €VIOG Tou TOpPOU
npoéoPaong mou o xpHotng Intel va mpoomeAdoeL.

To <Rule> element mou €xeL cav avayvwploTIKO To xacml attribute @Ruleld (oo pe
«Rule-NUR2», avamaplotd tov SeUTEPO KAVOVA TNG TTOALTLKAC YLOL VOGOKOLOUC.

O avwtépw Kavovag edpapUoleTal yla Ta aLTHUOTA TPOcBaong, OMoU 0 XProTng «access-
subject», Tou omoiou o poAog eival vOoooOKOUOG, TPOOTIOOEL v EKTEAECEL TNV EVEPYELD
(action) create o€ kdmolov mMopo (resource) Tou CUCTAMOTOC N LooSUvaua oto <Target>
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element to Xapaktnplotikd «action-id» tng kotnyoplag «action» cupminmtel pe tnv
OUMPOAOCELPA XOPOKTPWY Create.

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
otav o umoloylwopog Twv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekppaoeLg, 6nA. to <Target> oe «Match» katto <Condition> o€ «True».

210 <Condition> element €xouv cupunepiAndBei SUo uTo-ekPPACELS, OL oTtoleg Ba TpEmeL va
Silvouv kat ot Suo tnv TN «True, ya va uttoloyiletal to <Condition> element og «True».
OL uTto-ekdpAoEeLg TIOU €Xouv cupunepAndBel otov unto-e€Tacn kavova eival avtioTolyeg e
TI¢ SU0 TEAEUTALEG UTTO-EKDPATELG TOU TIPONYOUEVOU KOVOVO.

To <Rule> element mou €xeL cav avayvwploTiko To xacml attribute @Ruleld (oo pe
«Rule-NUR3», avamaplotd Tov Tpito Kavova TG MOALTIKAG YL VOOOKOMOUG.

O avwtépw Kavovag edpapuoletal yla Ta atiuata mpocBoong, Omou o XpHotng «access-
subject», Tou omoiou o poAog eival VOooKOUOG, TTPOOTIAOEL VoL EKTEAEDEL TNV EVEPYELD Write
oto uno-otolxeio <NurseNotes> tou nopou EHR evog aoBevolg i looSuvapa oto <Target>
element to XapoKTNPlOTIKG «action-id» tnNg Katnyoplog «action» cuumimtel pe TV
OUUBOAOCELPA XAPAKTPWY Write KoL EMUTPOCHETA TO XOPAKTNPLOTIKO «resource-name» Tng
katnyoplag «resource» oupmintel (ouvaptnon «string-equal») pe tnv oupPorooeslpd
xapaktnpwv «NurseNotes».

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
otav o umoloylopog tTwv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekppaoelg, 6nA. to <Target> oe «Match» katto <Condition> o€ «True».

210 <Condition> element €xouv cupnepiAndBei SUo uTo-ekPPACELS, OL oTtoleg Ba TpEmeL va
Silvouv kat ot Suo tnv TN «True, yia va uTtoloyiletal to <Condition> element og «True».

> 1" ouvbnkn

To xopoaktnplotikd tautomoinong AplOuog Mntpwou Kowwvikng AcddAiiong (AMKA —
SSN_ID) pLag voooKOpOG Ba TPETEL VO GUUTILTTTEL LE QUTO TIOU TIEPLEXETAL ECWTEPLKA TOU
element <MedicalRec>, oto EHR tou aoBevouc.

> 2" ouvenkn

O MOpPOG TOU CUOTAHATOC, TO UTIO-OTOLXELO Tou omolou {nteital va dtaBaoTel amo tov Xprotn
(HAextpoviko Apxeio Yyeiag aoBevoug - EHR) Ba mpémet va akoAouBetl to potifo toco yia to
ovopa 600 KAl yla To TIANPEG HOVOTIATL TTIoU €XeEL TipokaBoplotel yla toug acBeveic oto
MAnpodoplako uotnua E-MEDICA:

Movormartt < /_emedica/ehealth/patients/pid_[ertadndlog apBuocg]/current/
Ovopa nopou <> ehr_cur.xml

To <Rule> element mou €xeL cav avayvwploTikO To xacml attribute @Ruleld (oo pe
«Rule-NUR4», avamaploTtd ToV TETAPTO KAVOVA TNG TTOALTLKAC YLOL VOGOKOLOUG.

O avwtépw Kavovag ebapUoleTal yla Ta aLTHUOTA TPOcBaong, OMoU 0 XProTng «access-
subject», Tou omoiou o poAog eival vOooKOUOG, TTPOOTIABOEL Vo EKTEAEDEL TNV EVEPYELD Write
oe Kamolo umo-otolxeio Siadopo tou element <NurseNotes>, owteplkd Tou element
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<Result>, tou mopou EHR evog acBevoug 1 wodlvapa oto <Target> element to
XOPAKTNPLOTIKO «action-id» tng katnyoplag «action» cupmintel pe tv oupPolooelpd
XOPOKTAPWY Write Kal EMUTPOCOETA TO XAPAKTNPLOTIKO «resource-name» Tng Katnyoplog
«resource» cupmintel (ouvdptnon «string-equal») pe OmMOLASATOTE €K TWV TOPOAKATW
OUUBOAOCELPWY XAPAKTPWV:

7
0‘0

«TestType»
«Value»

3

¢

7
°

«PerformedDate»

g

7
*

«PerformedBy»

L)

Jupdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anodoon «Deny», étav
0 umoAoylopog Twv <Target> kat <Condition> elements katalfysl oe aAnBsic ekppdoelg,
OnA. to <Target> oe «Match» kalL 1o <Condition> oe «True».

210 <Condition> element €xouv cupnepiAndBei SUo uTo-eKPPACELS, OL oTtoleg Ba TpEmeL va
Silvouv kat ot Suo tnv TN «True, ya va uttoloyiletal to <Condition> element og «True».

> 1" ouvbBrkn

To XOpOKTNPLOTIKO Tautomoinong AplBuog¢ Mntpwou Kowwvikng Acopdiiong (AMKA —
SSN_ID) pLag voookOpaG Ba TIPEMEL VO GUUTLTTTEL E QUTO TIOU TIEPLEXETAL ECWTEPLKA TOU
element <MedicalRec>, oto EHR tou aoBevouc.

> 2" ouvenkn

O MOpPOG TOU CUOTNHATOC, TO UTIO-OTOLXELO TOU omolou {nteital va StaBaoTel amo tov Xprotn
(HAekTpoviko Apxeio Yyeiag acBevolg - EHR) Ba mpémel va akoAouBei to potifo 1600 yla o
ovopa 600 Kal yla TO TIANPEG OVOTIATL TTIoU €XEL TipokaBoplotel yla toug acBeveic oto
MAnpodoplako uotnua E-MEDICA:

Movonatt < /_emedica/ehealth/patients/pid_[entadlog aplBuog]/current/
Ovopa mopou < ehr_cur.xml

JUVETWG, 0€ MepimTwon mou mAnpouvtal ol ocuvlnkeg Target-Match kat Condition-True o
OVWTEPW Kavovog kKatoAnyel oe amodacn «Deny», emutAéov OpwG TapEXovTal
CUMIMANPWHATIKEG TTANPOGOPIEG TIPOG TOV XPAOTN YlO. TOV AOYO TIOU TOou apvhOnke n
npooBaocn. Ma tnv vAomoinon Tou avwTEpw €xeL cupnepAndBel oTo TEAOG TOU Kavova To
element <AdviceExpressions>, To omoio neplExel ekPpAOCELC TIOU TApEXOVTOL BonBNTIKA OTO
PEP eav o kavovag katoAnéel otnv anodoon «Deny» (xacml attribute @AppliesTo). To
npoavadepopevo element mepléxel éva BondNTIKO PRVUUA yla TO XPNoTh, AUutd TNG Un-
SduvatotnTag Tpormomnoinong KAmolou otolxeiou sowteplkd tou EHR (xacml attribute
@Adviceld = «NO_UPDATES_ALLOWED»). [l TnV KOTAOKEUN TOU MNVUHOTOG
xpnotpomnoteitat to xacml element <AttributeAssignmentExpression>, To onolo mePLEXEL TNV
akoAouBn ocuppoloocelpd xapaktipwv: «You are not allowed to update these elements.
Proceed to perform a new Test.»
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3.5.2 A&ordéynon kaw Eroiqfsvon g moltkig - Policy Nurses

Ma tv afloAdynon Tou MPWTOU Kavova, £0Tw OTL 0 XPHotng He poAo «Nurse», s.jacson
alteltal avayvwong tou element <Result> mou avriketl oto EHR gvog xpriotn-acBevr) (Eltkova

19),

yla mopadelypa tou g.smith (pid_0000001). Ed’6oov 1o sub-element <PerformedBy>

mou PBploketal péca oto element <MedicalRec> tou EHR, cuumintel pe tov aplbud
KowwVIKNG acdaiiong (SSN) tou xpriotn «Nurse» mou KAveL tnv aitnon npdéofaong, TOTE TO
anotéAeopa Ba eival Permit, 0mwg dpailveTal KoL oTo EMOUEVEG ELKOVEG (elkOveG 20, 21).

<MedicalFec>
= <Treatment:>
Ex| <Prescription>

<PhysicianNotes>Patient is having high body temperature and neck pain</PhysicianMNotes>

<Result>
<TestType>Body Temperature</TestType>
<Value>37.5 C</Value>
<Performedlbate>342013</Performnedbate>
<PerformedBy>-05028216572</PerformedBy:
<MNurseMNotes>Patients temperature becomes stable</MNurselNotes:>
</Result>
</ Treatment>
<Atatus>0PEH</3tatuss
<Leavelate>HULL</Leavelatex
<BlockMark>HO</ElockMar ks

</ MedicalReco>

Ewkova 19. Antelkovion tou ototyeiov <Result>

[= Request_Nurses_1.xml E

1
z
3
4
5
6
7
g
=]

10
11
1z
13
14
15
16
17
G5
=13
a7
{512
59
S0
91
92
93
54
5

<Request xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" CombinedDbecision="false" ReturnPolicyldlist="false'>
<!--ketion Category--»
<httributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
—|<ittribute ittributeld="urn:ocasis:names:tc:xacml:1.0:action:action-id" IncludeInResult="false">
<httributeValue DataType="http:/ wwe. w3.org/2001 /XM Schemafistring" >read</ ittributeValue>
FfAttributes
F<fAttributess
<!--Z3ubject Category--»
—|<httributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject":>
g<ﬁttribute Attributeld="urn:casis:names:tc:xacml:1.0:subject:subject-id" IncludeInResult="false">
<httributeValue DataType="http:/fvww.w3.orgq/2001 /M. Schemalistring" >s.jacson</ AttributeValus>
Fefittributes
FfAttributess
<!--Resource Category--»
—|<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource":>
gmontent}
[H<ehealthrec 1d="24023203132">

F</Content>

—[<Attribute Lttributeld="urn:easis:names:tc:xacml:1l.0:resource:resource-id" IncludelInResult="false">
EcnttributeValue DataType="http: /S ww.w3.org/2001 fXMI Schemaffstring" »

r |f_emedicafehealthfpatientsfpid_ﬂﬂﬂﬂUﬂlfcurrentfehr_cur.xml<fAttributeValue>
FfAttributes

[Fl«ittribute Attributeld="http::/fwso2.org/my attributes/resource-name" IncludeInResult="false'>
<httributeValue DataType="http:/fwwe.w3.org/2001 /XM Schemalistring" >*Result</ittributeValues
F<fbttributes

Ffittributess

== ==

- </Request>

Ewova 20. Request_1a yia Nurses
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Evaluate Entitlement Policy

Entitlernent Policy Response [KAaCkL]

O 5 [10et v J 2 F @
<Response xmlns="urn:oasis:names:tc:xacml:3.0:core:schema: wd—17">
<Result>
<Decision»Permit</Decision>
<dtatus>

<StatusCode Valus="urn:oasis:names:tc:xacml:1.0:status:ok™/ >
</ Status>

</ Result>

</ Response>

Ewkova 21. Response_1a ywa Nurses

EGv opwg avti tou xpnotn “Nurse” s.jacson, €ékave Tto i6l0 Request évag GAAOg Xprnotng
«Nurse» yla mapadelypa n v.sting, n omola £xel Siadopetikd SSN pe Baon to mpodiAd
(08098992032) amd autd mou avaypddetal oto EHR tou aocBevolg, tote Ba avapevotav
apvnTiko Response (Deny). AuTto KataypAdeTal OTLG ELKOVEG 22 Kall 23.

<Request xmwlns="urn:oasis:names:to:xacml:3.0:core:schema:wd-17" CorbinedDecision="falsge" ReturnPolicyIdList="false":>
<!--ketion Category-—»

<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">

—|<Attribute ittributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludelInResult="false":

<httributeValue DataType="http:ffwww.w3.orq/2001 /XM Schemaffstring" >read</AttributeValues

F</Attributes

F</Atrributess

<!--Zubject Category--»

Sj<irtributes Category="urn:oasis:names:to:xacml:1.0:subject-category:access-subject">

E<Attribute Attributeld="urn:casisz:names:tc:xacml:1.0:subject:subject-id" IncludeInResult="false":>
<ittributeValue DataType="httn:Ilwww.wS.urql2001lXMlSchemaﬂstring">v.stind</ﬁttributevalue>
Fo/Attributes

F/Attributess

<!=-Fesource Category-->

—j<Attributes Category="urn:oasis:names:tcixacml:3.0:attribute-category:resource">
E<Content>

[<ehealthrec id="24023203132">

</Content>

—|<ittribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" IncludeInResult="false":>
E<Attr1butevalue DataType="http: ffwnr.w3. orgf2001 /XM Schemaffstring" >

r f_emedicafehealth/patients/pid 0000001/current/ehr cur.xml</AittributeValues:
FefAttributes

F«Aittribute Attributeld="http::[/fwse2.org/my attributes/resource-name" IncludeInResult="false':>
<httributeValue DataType="http:ffwrw.w3.orgf2001 /50 Schemaffstring" >Result</ittributeValues
F</Attributes

F</Atrributess

glem ——2

-4 /Request>

Ewova 22. Request_1b yia Nurses

<Fesponse xmlns="urn:oasis:names:toixacml:3.0:core:schema: wd—17">
<Result>
<DecisionsDeny</Decision>
<status>
<StatusCode Value="urn:oasis:names:tc:xacml:l.0:status:ok™/ >
</ Scatus>
</Result>
</ Responsex

Ewova 23. Response_1b ywa Nurses
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‘Ooov adopad tov eltepo Kavova, oto endpevo IXHMA, o xpRotng s. jacson KAVeL aitnon
yla dnuioupyla evog véou <Result> element péoa oto EHR tou xprjotn pe polo aoBevn
g.smith. To anotéAeopa Tou Request Omwg ivat avapevouevo ival Permit (eikoveg 24, 25).

=] Request_Murses_2sml E3

1 +<Request xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" ConbinedDecision="false" FeturnPolicyldList="false":
2 <!=-letion Category--»

) <Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">

4 [<ivcribuce Atcributeld="urn:oasis:names:tc:xacml:l.0:action:action-id" IncludeInResult="false">

5 <ittributeValue DataType="http:/fwmne w3, org/2001/¥M1 Schemalstring' »oreate</ ittributeValuss

6 [</Attributes

7 F<firtributes>

g < !=-3ubject Category---

9 [H<Attributes Category="urn:oasis:names:tc:xacml:l.0:subject-category:access-subject'>

10 E<Attribute Lteributeld="urn:oasis:names:teo:xaoml:1,0:subject:subject-id" IncludeInResult="false":
11 <httributeValue DataType="http:/fwne.w3.orgf2001/5M Schemafstring' »5.jacson</ Attr ibuteValuer

12 p<fittributes

13 </ittributes:

14 +!--Resource Category--»

15 [H<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource":-

16 <Attribute Attributeld="urn:oasis:names:tc:xacml:l.0:resource:resource-id" IncludelnResult="false">
17 [HebttributeValue DataType="http:/fwwe.w3.orgf2001/5M Schemalstring' »

| [ emedicafehealth/patients/pid 0000001/currentfehr cur.ml</AttributeValues
19 f<fittributes

20 [J<httribute Atcributeld="http:://wso2.orgfmy attributes/resource-name" IncludeInResult='"false':

21 <ittributeValue DataType="http:/fmne.w3d.orgf2001 /ML Schemalstring' >Result</ LttributeValus>

22 [</fittributes

23 r«/ictributes:

24 - ==

25 " </Requestr

Ewova 24. Request_2 yia Nurses

Entitlement Policy Response [MACKL]

Fe R NE] [10pt ~ 2 E @
<Response Xmlns="urn:oasis:names:toixXacml:3.0:corerschema:wd—-17">
<Fesult>
<Decision>Permit</Decision>
<Status>
<StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/>
</ S3tatus>
</Besult>
</Response>

Ewova 25. Response_2 yia Nurses

JXETIKA LE TOV TPLTO KAvOva TNG TOALTIKNG, 0 XPNOoTnG Ue poho «Nurse», s.jacson, alteital
eyypadng oto <NurseNotes> element tou EHR tou acbevr} pe pid_0000001. Opola pe tnVv
TPWTN TePUTTwon, de6opuévou OTL oto ouykekplpévo EHR €xel kataxwpnbei to SSN tou
attoupevou xpnotn “Nurse”, mavra oto <PerformedBy> element, n aitnon syypadng ba
€xeL amotéAeopa Permit (elkoveg 26, 27).
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<Request xmlns="urn:oasis:names:tcixacml:3.0:core:schema:wd-17" Conbinedlecision="false" ReturnPolicyldlist="false":>
<!-=letion Category--=

<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
—J<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludeInResult="false">
<ittributeValue DataType="http:/fwnr.wd. orgf2001 /XM Schemalistring' >write</AttributeValuer
Fofittributes
Fefittributesy
<!-—Subject Category—-»

SJ«ittributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access—subject'>
E<Ettribute Aetributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludeInResult="false":
<httributeValue DataType="http: [ fwer. w3, orgf2001 /ML Schemalstring' »s.jacson</ LotributeValues
FefAttributes
F<fAttributes:

<!--Rezource Category--»

-J<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
[H«Content:
<ghealthrec id="24023203132">

</Content>

[H[<ittribute Attributeld="urn:oasis:names:tc:xacml:1l.0:resource:resource-id" IncludeInResult="false">
H<AttributeValue DataType="httn:f/www.w3. org/2001/XMLSchemafstrineg” >

r / emedicafehealthfpatients/pid 0000001/current/ehr cur.xml</LttributeValue:
Fofittributes

[«ittribute AttributeId="http:://wso2.org/my attributes/resource-name" IncludeInResult="false":
cittributeValue DataType="http: [ fwwr.wd. orgf2001 /XML Schemalistring' >HurseHotes«</AttributeValuer
Fefdttributes

F<fittributes:

glem —-»

-4/ Requeatr

Ewova 26. Request_3 ywat Nurses

<Response xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17">
<Pesult>
<Decizion>Permit</Decizion>
<3tatus>
<3tatusCode Value="urn:oasis:names:tc:xacml:1l.0:status:ok"/ >
</3tatus>
</Result>
</Response:

Ewova 27. Response_3 yia Nurses

TEAOG ylLa TOV TETAPTO KAVOVA TNG TOALTIKNAG, 0 Xpnotng «Nurse» mpoomnaBel va ypael péoa
oe €va amo Tta amayopeupéva sub-elements tou <Result> element, yio mapadelypa to
<Value>. EdpOcoV eKkel N cuykekplévn opada xpnotwy «Nurse» Sev €xel SiKailwpa ylo mpagn
TPOMoMOoinNoNG LETA TNG APXLKNG EYYpadng, n aitnon Aappavel anddaon Deny, cuudpwva e
TIG ELKOVEG 28 Kal 29. Tnv apvnTKA amavtnon, otnv aitnon, cuvodevel kat N cuBouln OTL
ETUTUXNMEVN altnon eyypadng oto mapanavw element, yivetal pévo umo tnv npoiindBeon
Sle€aywyng véag e€€taong.
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<Request xmlns="urn:ocasis:names:tc:xacml:3.0:core:schema:wd-17" Combinedlecision="false" ReturnPolicyIdLisc="false":>
< !==ietion Category--»
<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
H<ittribute Attributeld="urn:oasis:names:to:xacml:1.0:action:action-id" IncludeInResult="falge":
<ittributeValue DataType="http:/fwew.w3.org/2001/ML.Schemafistring" >write</LttributeValues
F</dtrributesr
F<fittributes:
<!--3ubject Category--»
H<ittributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject” >
g<ﬁttr1hute Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludelInBesult="false":
<ittributeValue DataType="http: /e, w3 . org/2001 /XML Schemafistring" »s.jacson</ ittributeValuer
</ ittributer
F</ittributes:
< !-=Rezource Category---
H<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource’>
H+«Content:
H<ehealthrec id="24023203132":>
</Contents
H<ittribute Attributeld="urn:oasis:names:tc:xacml:l.0:resource:resource-id" IncludeInResulc="false":>
H<ittributeValue DataType="http:/fwwr.w3.orgf2001 /XM Schemafistring" >
r |I_em3dicafehealth/patients/pid_UUUUUUchurrentIehr_cur.xml</AttributeValue>
</ ittributer
H<ittribute Attributeld="http::/fwso2.org/my attributes/resource-name" IncludelnResult="false':
<ittributeValue DataType="http:/fwww.w3.org/2001/M.Schemalistring" >Value</ittributeValue:
Fefittributes
Fofittributes:
Llem oo
- </Requeat>

Ewova 28. Request 4 yiauNurses

Entitlement Policy Response [XACML]

#Hoa 9l p v JeE e

<Response xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17">
<Result>
<DecizionsDeny</Decisions
<3tatus>
<StatusCode Value="urn:oasis:names:tc:xacml:l.0:status:ok"/>
</3tatus>
<Azzocistedidvices
<idvice AdviceId="NO UPDATES ALLOWED"™ >
<ittributedssignment Attributeld="advise-attribute:message” DataType="http://www.w3.org/2001/ZNLSchemafstring™>
Tou are not allowed to update theae elementa. Proceed to perform a new Test.</Attributelssignment:
</ hivicer
</ Associatedidvice>
</Result>
</Reaponge>

Ewova 29. Response_4 yiwa Nurses

3.6 Hleprypaon Empuépovg Moirtiknig - Policy Accountants

H moAltikn yla xpnoteg e poho Accountant (Aoylotrg), amoteleital and dVo Slakpltolg
KOWVOVEC:
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+»* Rule_1: O Noyloti¢ pmopel va Slopdoet onotadrmote anodelEn anodnkevpévn oto
ouoTnua.

« Rule_2: O ANoylwotig umopel va evnuepwvel (write) omowadnmote amodelén
anoBnkeupévn oto cUOTNUA, HOVo og wpeg ypadeiov (07:00-15:00).

3.6.1 Avaivon Empépovg Ioltikig - Policy _Accountants

To <Policy> element mou €xeL ylwa avayvwplotikd to xacml attribute @Policyld ico pe
«Policy_Accountants», avamaplotd tnv enyuéPout MOALTIKY TTou KaBopilel TIC MPOoPACELS
TIOU HUIOPOUV VOl €XOUV OL XPrOTEC, TWV omolwv o poAog eival Aoylotég (Accountant).
Inuovtika elements mou mepléxovral oto mpoavadepouevo <Policy> element eival ta
<Target> kot <Rule> elements.

Jto <Target> element xpnolponoleitat éva <Match> element mou ocuykpivel péow tNG
ouvaptnong «string-regexp-match» tnv cupBolooelpd xopaktpwyv «Accountant» e KABe
g amo TG Suvatég emotpedOUEVEG TWMEG TNG OOKOUAAG, TOU TPOKUTTEL KATA TNV
edappoyn tou <AttributeDesignator> element oto xapaktnplotiko «role» NG Katnyopliag
«access-subject».

To <Rule> element mou €xeL cav avayvwploTiko To xacml attribute @Ruleld (oo pe
«Rule-ACC1y», avamapLotd ToV MPWTOo KOvOVa TNG TIOALTIKNG YLl AOYLOTEG.

O avwtépw kavovag edpapUoleTal yla Ta OLTHUOTA TPOcBaong, ONoU 0 XProTng «access-
subject», Tou omoiou o poAog eival Aoylotig, mpoomnaBel va ekteAécel ThV evépyela (action)
write o€ kdmowo and Ta GOPOAOYLKA TAPACTATIKA (T.X. TOpoG invoice_1.txt) mou
amoBnkevovtal oto ocuothua 1 looduvapa oto <Target> element TO YOPOKTNPLOTIKO
«action-id» tng katnyoplag «action» GUUTINITEL e TNV CUUPBOAOCELPA XOPOKTPWY Write Kal
TO XOPOKTNPLOTIKO «resource-id» tng katnyoplag «resource» MEPLEXEL TO HOVOMATL TNG
Sduadpopng «/_emedica/ehealth/invoices», pakelog mou €xel emheyel yla tnv anobrkevon
OAWV TWV OPWV TUTIOU TIOPOOTATIKWV.

Jupdwva pe to xacml attribute @Effect, o kavovag kataAfiyel otnv anddaon «Permity,
OTaVv O UTOAOYLOMOC Twv <Target> kal <Condition> elements kataAnyel oe aAnBeig
ekppaoelg, 6nA. to <Target> oe «Match» katto <Condition> o€ «True».

210 <Condition> element €xeL cupmepAndBel pla povo £kdpaon, n omoia Ba mpémet va
Slvel Tnv TN «True», ylwa va umoloyiletal to <Condition> element oe «True». Itnv
£kdpoon auth xpnollomoleital n ocuvaptnon «time-in-range», yla va dlamiotwBel gdv to
aitnuo mpdoPacng MPAYHATOTOLETOL 08 XPOVIKO SLACTNLA EVTOG TWV CUVNBLOUEVWY WPWV
epyooiag, O6nA. amo 07:00:00 to mpwi €wg 15:00:00 to peonuépl. H ouvaptnon
«time-in-range» &éxetal Tpla oplopata tOmou OSedopévwy time, Kal emloTpEdel TIUN
«Truey, O0TOV TO TTPWTO OpLopa Bploketal evidg Twv oplwv mou kaBopilovtal and ta dvo
televtaia opiopata. To mMpwto OpLopa NG EKPAcNE TIPOKUTITEL OO TO XOPAKTNPLOTLIKO
«environment-id» Tng KaTnyoplag xapaxkTneLOTIKWY «environment», To onoio &ibetal oto
OpPXLKO request Kal TOPLOTAVEL TNV TPEXOUCA WPO. A TNV HLETATPOTI TNG GAKOUAAC TLLWV,
Tou emLoTpEdeL To element <AttributeDesignator>, oe povadiki T xpnowomnonke n
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ouvaptnon «string-one-and-only», evw yla tnv petatpomnt tng T otov emBupuntd tumo
dedopévwy xpnoluomnotidnke n cuvaptnon «time-from-string».

To <Rule> element mou €xeL cav avayvwploTikKO To xacml attribute @Ruleld (oo pe
«Rule-ACC2», avamnaplotd tov §gUTEPO KAvVOVA TNG TIOALTLKAG YLt AOYLOTEG.

O avwtépw Kavovag edpapuoletal yla Ta altpuata mpocBoong, 0mou o XprHotng «access-
subject», Tou omoiou o poAog eival Aoylotig, mpoomnaBel va ekteAécel ThV evépyela (action)
read oe kamowo omd To GOPOAOYLKA TOPOCTATIKA (m.X. Topog invoice_1.txt) mou
amoBnkevovtal oto ocuotnua f wodlvauo oto <Target> element TO YAPAKTNPELOTIKO
«action-id» tn¢ katnyoplag «action» cupmintel pe tnv cupBoAlooslpd xopaktpwy read Kol
TO XOPAKTNPLOTIKO «resource-id» Tng KOTNyoplag «resource» TEPLEXEL TO MOVOTATL TNG
Sdladpoung «/_emedica/ehealth/invoices», dbdakelog mou €xel emheyel yla tnv anobrkeuon
OAWV TWV OPWV TUTIOU TTAPACTATLKWV.

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
otav o urtohoylopdg tou <Target> element katoAryel os aAndn ékdpacn, SnA. to <Target>
oe «Match». Inuelwvetal 0tL, o kavovag dev Tepléxel kamotwo <Condition> element.

3.6.2 A&oroynon kot Erai0svon Empépovg Iolrtikiig - Policy Accountants

H nmopakdtw sikéva (ewova 30) Seiyvel to Request mou oxetTileTal Pe TNV TOALTIKI YLd TOUG
AoyloTég.

Evaluate Entitlement Policy

&F Create Reguest Using Editor

Resource |Lemedicajehealth,e’invoices,a?m3,-"Inv0icef1 bt |
Subject Mame |m.white |
Action Mame |read |
Environment Marme ecescaibon *

i Test Evaluate || Evaluate With POP H Cre O Permit

Ok

Ewova 30. Request_1/Response yia Accountants

To Subject m.white kavel aitnon yla va dtapaocel (read) Tig anodel€elg Tou TPEXOVTOG £TOUG
(/_emedica/ehealth/invoices/2013/Invoice_1.txt). Qaivetatl 6tL to Resource cUUMANPWVETAL
aKpLBWS Ue TNV Lopdr Tou eival anobnkeupévo oTo cUCTNUA.

Apa Otav Kamolo¢ cUpdwva pe to Mpodid Tou eival Aoylotng kot {ntd va SlaBaocel
dedopéva mou yapoaktnpilovral Kal £ouv amoBnkeuTel wg amodelfelg, TOTE TO aMoTEAeoUA
NG aitnong eivat Permit.

JUpdwva pe tov SelTepo Kavova TNG MOALTIKNG, OTAV TIPOKELTAL yla aitnon yia WRITE,
TpEMeL va opiletat akplpwe n wpa mPocBaong Kat auth va gival Héoa ot SE60UEVEG WPEG
ypadeiou kat povo (07:00-15:00). Ito emopevn eikova (Etkova 31) o xpriotng, Tou omoiou o
poAo¢ ival Aoylotrc, m.white kavel request yla va ypael oto apxeio Twv anodeifewv oTig
10:00.
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Evaluate Entitlement Policy

E‘ Create Request Using Editor

Resource |,-"_emedica,-"ehealth,a’invoices,a?ﬂ13,-’Inv0ice_1 et |

Subject Marme |m wehiter |

Action Mame witite WSO Carbon ®
Enwironment Name 10:00:00 Permit

Test Evaluate || Evaluate With PDP || Create Req

Ok

Ewoéva 31. Request_2a/Response yia Accountants

To amotéAeopa auTou Tou Request eival Permit, dedopévou OtL n wpa mou kabopiletal oto
niedio Environment Name Bpioketal péoa oto Xpovikd MAALCLO OTOU EMITPEMETAL ATO TNV
TLOALTLKN a.0PAAELAG, N TPAEN TNG EYYPADNC.

Av OLWC 0 XpNOTNG UE pOAO AoyloTh KAVEL altnon eyypadng oTo resource yla mapadelyua
oTL¢ 21:00 tote n anavinon Ba eivatl Deny (Ewkéva 32).

Evaluate Entitlement Policy

&% Create Reguest Using Editor

Resource |,."_emedica,r’ehealth,."invc\ices,."ED‘I3,."Invoiv:e_1 it |
Subject Marme |m.white |
Action Name write |

WSO0Z Carbon x®

Environrment Marne 21:00:00
Test Evaluate || Evaluate With FDP || Create & O

Deny

Ok,

Ewéva 32. Request_2b/Response yia Accountants

3.7 Heprypopn Empuépovg Moirtikig - Policy | Tadmins

H TTOALTIKN] ylot TOUG XPHAOTEG TIOU KatExouv poAo ITadmin (Alaxelplotrg) meplhapBAavel Toug
akOAouBoug U0 KAVOVEC:
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+» Rule_1: O Aloyelplotic Sev erutpenetal va StaBalst kat vo ypadel ota HAeKTpoVIKA
Apxela Twv acBevwv (EHR).

* Rule_2: O Awyelplotig emutpénetal va Swofdalet oAa ta log files, mou eival
anoBnkeupéva oto cloTnua, Kat oxetilovtal pe mpooPaocelg ota EHRs.

3.7.1 Avalvon Empépovg Ioltikiyg - Policy | Tadmins

To <Policy> element mou €xeL yla avayvwplotiko to xacml attribute @Policyld ico pe
«Policy_ITadmins», avamoplotd tnv enUEPOUS TOALTIKA TToU KaBopileL T MPooBAcELS TToU
MITOPoUV vaL €X0UV OL XPOTEG, TWV OTOolwV 0 poAog eival Staxelplotég tou MAnpodoplakol
Juotnuatog (ITadmin). Znuavtika elements mou nepléxovtal oto Mpoavadpepopevo <Policy>
element eival ta <Target> kat <Rule> elements.

Jto <Target> element yxpnolpomnoleital éva <Match> element mou ocuykpivel péow tNng
ouvaptnong «string-regexp-match» tnv cupBoroocelpd xapaktipwyv «ITadmin» pe kaBe pla
amnod TG Suvateg eMLOTPEPOLEVES TILEC TNG OOKOUAAG, TIOU TIPOKUTITEL KOTA TNV €daployn
Tou <AttributeDesignator> element oto xapaktnplotikd «role» Tng Katnyoplag «access-
subject».

To <Rule> element mou €xeL cav avayvwploTiko To xacml attribute @Ruleld (oo pe
«Rule-ITA1», avamoploTd ToV MPWTO KAVOVA TNG TOALTIKAC yLa SLaxelploteg MAnpodoplakol
JUOTAUOTOG.

O avwtépw kavovag edpapUoleTal yla Ta aLTHUOTA TPOcBaong, ONoU 0 XProTng «access-
subject», Tou omolou o polog eival Siaxelplotng IT, mpoomabel va ekteAécel eite TNV
EVEPYELA Write €ite TNV evépyela read o€ KATOLO MO TA LATPLKA apXEla TWV acBevwy Tou
amoBnkevovtal oto ocuothua 1 ooduvaua oto <Target> element TO YOPOKTNPLOTIKO
«action-id» tng katnyoplag «action» cuumintel site pe TNV cUUPOAOCELPA XAPAKTAPWVY
write gite pe tnv cupPolooelpd xapaktripwy read.

Jupdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anodoaon «Deny», étav
0 umtoAoylopog Twv <Target> kat <Condition> elements katalfyst oe aknBsic ekppdoelg,
OnA. to <Target> o «Match» kaLto <Condition> o «True».

210 <Condition> element €xeL cupnmepAndBel pia povo ékdpaon, n omoia Ba mpémnel va
Slvel tnv TR «True», yla va umnoloyiletal to <Condition> element oe «True». Xtnv
£KPPAON AUTH CUYKPLVETAL HECW TNG CUVAPTNONG «string-regexp-match» To YOpOKTNPLOTLKO
«resource-id» Tn¢ Kkatnyoplag «resource» HE TNV OUUPOAOCELPA  XAPOKTNPWV
«/_emedica/ehealth/patients/», to omoio moplotavel tnv Swadpoun ToOUu Pakélou,
E£0WTEPLKA TOU OoToiou amoBnkevovral OAa Ta LOTPKA apXela Twv aoBevwy. Tuvenwg, dev
ETUTPEMETAL OTOUG SLAXELPLOTEC IT va £xouv TPOOPACN E0WTEPIKA TWV ATOULKWY PaKEAWV
TwV aoBevwv.

To <Rule> element mou €xeL cav avayvwploTIKO To xacml attribute @Ruleld (oo pe
«Rule-ITA2», avamaplotd tov SeUTEPO KAVOVA TNG TOALTIKNG Yl TOUC SLOXELPLOTEC TOU
MAnpodoplakol TUCTAUATOG.
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O avwtépw Kavovag edpapuoletal yla Ta altiuata mpocBoong, 0mou o XprHotng «access-
subject», Tou omoiou o poAog eival Slaxelplotng IT, mpoomabel va ekTeEAECEL TNV eVEPYELD
read oc kamolo and ta log apyela Tou cuotHuaToG. Tuvenwg, oto <Target> element to
XOPAKTNPLOTIKO «action-id» tng katnyoplag «action» cuykpivetal e tnv ocupPolooelpd
Xopaktnpwyv read.

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
otav o umoloylopog tTwv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekppaoeLg, 6nA. to <Target> oe «Match» katto <Condition> o€ «True».

210 <Condition> element €xeL cupmepAndBel pla povo £kdpaon, n omoia Ba mpémet va
Slvel tnv TR «True», yla va umoloyiletal to <Condition> element oe «True». Xtnv
£Kdpaon AUTH CUYKPLVETAL LECW TNG oUVAPTNONG «string-regexp-match» To XOpPAKTNPLOTIKO
«resource-id» Tn¢ Katnyopiag «resource» e tnv cupuBolooelpd xapakthpwy «/audit/», to
omolo maplotavel MEPOG TNG OLadpopng twv dakéAwv, ECWTEPIKA Twv omoiwv
anoBnkevovtal Ta log apxelo kal ta omoio SnuloupyolvVIAL KATA TNV EKTEAECH KATOLOG
EVEPYELAG OTOUC TIOPOUG TOU CUOCTHHATOC. XInNUELWVETOL OTL, ylo KAmolov acBevr ta log
apxela (rm.x. ehr_2013_04_10.log) amoBnkelvovtal eVTOG GCUYKEKPLUEVOU UTIO-pakélou,
«audit», oe Eexwplotd povomatt ywa kaBe aocbevy TLX. Yyl TOV acBevr) e
patient_id="0000001" ¢xoupe «/_emedica/ehealth/patients/pid_0000001/>».

JTOUG aVWTEPW OU0 Kavoveg Tapatnpolpe pia Sléveln amoddcswy, n omoia MPoKUTTEL
otav o dtaxelplotng IT mpoomnabel va kavel read oe €va log apxeio. Emeldn, ta apyxeia autou
Tou €iboug Bplokovtal e0WTEPIKA UTIO-GAKEAWV CE TIPOCWTILKO XWPO amoBnRKeuong Twv
aoBevwy, o MPpWToC Kavovag kataAnyel oe anodaon «Deny». H Stéveln autr emAleTal pe
TeEAKN amodacn TNG MOALTIKAC va ETKPATEL To «Permity, AOyw Tou OTL €xeL XpnotLuomnotlnBel
oTNV TOALTIKA 0 oAyopLlBuog cuvduacpol kavovwy «deny-unless-permit», o omoiog Sivel
TLAVTA TIPOTEPALOTNTA OTLG BETIKEG AOPATELG.

3.7.2 A&oroynon kot Erai0svon Empépovg Moltikig - Policy | Tadmins

Ma tv aflohdynon tou MPWTOU Kavova TN TMOAITIKAG, €0Tw OTL O XPNOTNG LE POAo
«Slaxelplotnigy», p.frank, mpoonaBei va anoktrioel npocBaon (read) oto EHR tng acBevoug
s.molder. To cUoTNUA EKTILWVTOG TNG TOALTIKA aoddielag yla ITadmins Ba Swoel wg
Response Deny (ewova 33).

Resource |,e’_emedica,-"ehealth,-"patients,a’pid_DDDDDDZ,-"curren\‘,-"ehr_cur.xml |
Subject Name |p.frank |
Action Mare read Wsoz Sarben 3¢

Enwironment Mame Q Deny

Test Evaluate !: Ewvaluate With PDP I! Create R

QK.

Ewkova 33. Request_1 yia ITadmins
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Me Baon twpa Tov SeUTEPO Kavova, dv o SLaXELPLOTHG KAVEL aitnon va Stafacel log files
TIOU KPOTA TO CUCTNUA OO EVEPYELEGH TIOU yivovtal , yla TapAadelypo otov GAKeAO Tou
aoBevouc g.smith (pid_0000001), téte to anotédeoua Ba ivat puoika Permit (Etkova 34).

Resource |,-"_emedica,-"ehealth,-"patients,-"pid_DDDDDD1,-"audit-"ehr_Zm3_04_1D.I0g |
Subject Mame p frank I

WSO2 Carbon x®
Action Mame read

Permit

Environment Mame

Test Evaluate || Ewvaluate With PDP || Create

Ok

Ewkova 34. Request_2 yia ITadmins

3.8 Ileprypaon Empuépovg Moirtiknig - Policy Insurers

H moAttikn mou adopd Toug XpNoteg Pe polo Insurer (AodalloTikog dopEag), MEPLEXEL TOV
akoAouBo kavova:

¢ Rule_1: O acpahiotikdg Ppopeag pnopel va Siafdoet To otolxeio <Chargelnfo> kat
OAa Ta umo-otolxeia tou, Sebouévou OTL gival o idlog popéag mou avadEpetal oTo
EHR tou acBevoug

3.8.1 Avaivon Empépovg Ioktikiyg - Policy Insurers

To <Policy> element mou £€xeL yla avoyvwplotikd to xacml attribute @Policyld oo pe
«Policy_Insurers», avamaplotd TNV €MUEPOUG TIOALTIKN TTou kKaBopilel T TpooBAceLg mou
UmopoUV va £X0UV OL XPHOTEG, TWV Omolwv 0 POAog eival achaAloTIKOG eKMPOCWITOG
(Insurer). Inuavtika elements mou mepLEXovtal oto mpoavadepopevo <Policy> element
elval ta <Target> kaL <Rule> elements.

10 <Target> element xpnoiuomnoleitat éva <Match> element mou ocuykpivel péow NG
ouvaptnong «string-regexp-match» tnv cupfoloocelpd xapaktipwy «Insurer» pe KABe pLa
amno TIg SuVaTEG eTLOTPEDOUEVES TIEG TNG OAKOUAQG, TTOU TPOKUTITEL KATA TNV edappoyn
Tou <AttributeDesignator> element oto Xapaktnplotikd «role» Tng Katnyoplag «access-
subject».

To <Rule> element mou £€xeL cav avayvwplotiko to xacml attribute @Ruleld (oo pe
«Rule-INS1», avamaplotd ToV HOVASIKO Kavovo TNG TIOALTIKAG Yl XPrOTEG TOU
EKTIPOCWTIOUV TOUG aodaALloTikoug popelc.

O avwtépw Kavovag edpapuoletal yla Ta altiuata mpocBoong, 0mou o XpHotng «access-
subject», Tou omoiou o0 poAog eival AoPAALOTIKOC EKTIPOCWTTOC, POooTtaBEel var EKTEAEDEL TNV
evépyela read O OUYKEKPLUEVA UTIO-OTOLXELO E0WTEPLKA TWV LOTPLKWY OPXEIWV Twv
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aoBevwv Tou amobnkevovtol oto  ovotnua. Mo avaAutikd, €vag Xpnotng He poAo
acdoaioty Ba mpénel va €xel mpooPacn oto element <Chargelnfo> kabwg kol ota
£0WTEPLKA TOU sub-elements <RoomType>, <RoomNum> kal <ChargeValue>, povog opwg
oTnVv Mepltwon mou o aoBevig Slabétel acdalion otov avtiotoyo aodaAloTiko dopéa.
lMa tnv vAomoinon TG aVWTEPW CUVOBNKNG ELOAYOUE ECWTEPLKA TOu <Target> element Vo
<AnyOf> elements. Zto MpwTto, cuykpivetal péow Tou <Match> element 1o XOpPAKTNPLOTLKO
«action-id» tng katnyoplag «action» pe tnv cupfolocelpd xapaktipwy read. Ito Seltepo
<AnyOf> element éxel ouumepiAndBel éva cuvolo amd <AllIOf> elements, ta omoia
ouvbéovtal Pe pLa Aoyikn €kppaon tumou OR. Zuvenwg, n oAkn ékdpaacn yivetal aAndng
€AV TO XAPAKTNPLOTIKO «resource-name» TNG KATNYOPlOG «resource» OCUUTIMTEL UE
OoTmoLaSATOTE Ao TG CUPBOAOCELPEC XAPAKTHPWV:

Chargeinfo )
RoomType
RoomNum 1
ChargeValue

O O+ F

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
Ootav o umoloylopog Twv <Target> kal <Condition> elements kataAnyel oe oAnBeig
ekppaoelg, 6nA. to <Target> oe «Match» katto <Condition> o€ «True».

210 <Condition> element €xouv cuunepiAndBei S0 UTo-ekPPACELS, OL oTtoleg Ba TpEmeL va
Slvouv kat ot 6Uo tnVv TN «True», yia va uttoloyiletal to <Condition> element og «True».

> 1" ouvBrkn

To 6voua Tou XPROTN OV EKMPOCWEL ToV aloPaALOTIKO dopéa Ba TPEMEL VO CUUTTITTEL e
OUTO TIOU TIEPLEXETOL ECWTEPLKA TOU element <InsuranceProvider>, octo EHR tou aoBevouc.
Juvenwg, Ba TPEMEL TO XapakTnplotikd «subject-id» tou yxpriotn katnyopiag «access-
subject» va ocupumintel (ouvdptnon «string-equal») pe omoladAmote aAmo TIC TIUEG TIOU
TLEPLEXOVTAL OTN OAKOUAQ TLUWV, N omoila TpokuTtel and tnv €doapuoyn tou element
<AttributeSelector> ota meplexdpeva otoleia tou mopou EHR, cUudwva pe tnv XPath

£kdpaon:
@Path="//xacml:ehealthrec/xacml:Chargelnfo/xacml:InsuranceProvider/text()"
> 2" ouvbnrkn

O MOpPOG TOU CUCTALATOG, TO UTIO-OTOLXELO Tou omolou Inteital va StaBaotel amod tov xprotn
(HAextpoviko Apxeio Yyeiag aoBevoug - EHR) Ba mpémet va akoAouBetl to potifo toco yla to
ovopa 000 Kal yla To TANPEG HOVOTIATL Tou £xel TipokaBoplotel yla toug acBeveic oto
MAnpodoplako uotnua E-MEDICA:

Movonatt & /_emedica/ehealth/patients/pid_[emtadrog apBuog]/current/

‘Ovopa mopou < ehr_cur.xml
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3.8.2 A&oroynon kot Erai0svon Empépovg Molrtikig - Policy Insurers

‘EOTW, yla TO OUYKEKPLUEVO Request, o xpriotng pe poAo «aodaAlotikog popeag», tsmede,
Kavel aitnon ywa avdyvwon tou sub-element “RoomNum” amd 1o element «Chargelnfo»
Tou Bpioketal péoa oto EHR tou aoBevr) pe pid_0000001. Me aAla Aoyila to TIMEAE BéAeL
va Slwofaocel tov aplBuo dwuatiou mou xpewbnke otov acBevry g.smith. H moAttikn
emaAnBevel OtL auto elval emtpentd, ouykpivovtag TNV TR Tou  element
<InsuranceProvider> pe 1o 6vopa tou xpnotn (poAog Insurer) mou ékave to Request. Itnv
OUYKEKPLUEVN TEPIMTTWON AUTA CUUTIITITOUV, OTOTE TO amotéAsopa Ba eival Permit (Ewkova
35).

=] Request_Insurer.sml E

1 <Request xwlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" CorxbinedDecision="false" ReturnPolicyIdlist="false">
Z <!--Aotion Category--»
3 <httributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
4 [H<ittribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludeInResult="false">
5 <AttributeValue DataType="http:/fwor. w3, orgf2001 /XML Schemafistring" »read</AttributeValue>
6 [<fhctributesr
7 [<fhttributes:
g <!--Bubject Category--»
9 [H=ittributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
10 gmttrihute Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludeInResult="false">
11 <AttributeValue DataType="http:/jwnr.w3. org/2001 /XML Schemalistring' »tsmede</ LttributeValues
12 f</fictributesr
13 [«/fhctributes:
14 < !=--Regource Category--»
15 [H<hitcributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource' >
16 gmon‘cenw
17 [<ehealthrec id='24023203132":
85  [</Content>
g6 [<hittribute Attributeld="urn:casis:names:tc:xacml:1.0:resource:resource-id" IncludeInResult="false":>
a7 Edttrihute\!alue DataType="http: ffwer. w3 . orqf2001 /XML Schemagst ring" »
g8 I / emedicafehealthfpatients/pid 0000001 fcurrent/ehr cur.xml</LttributeValue>
8% [«/Ahrtributes
90 [H<hctribute Attributeld="http::/fwso2.org/my attributes/resource-name" IncludeInResult='"false':
91 <AttributeValue DataType="http://wer.w3. orgf2001 /XML Schemagstring" »RoomHums/ AttributeValue:
92 r«firrributes
93 [</Actributes>
a4 fl-- -3
a5 '</Request>|
<Response xmlns="urn:oasis:names:tc:xacml:3.0:core:schema: wd—17">
<Result>
<Decision>Permit</Decision>
<Status>

<StatusCode Waluse="urn:ossis:names:to:xacml:l.0:scactus:ok™/ >
</ Itcatus>

</Resulc>

</ Response>

Ewoéva 35. Request/Response yia Insurers

Av Twpa, o xpnotng mou Inta npocPacn oto cuykekplpévo EHR, aAhagel and tsmede ot ika,
onwg avapévetal Ba mapel anavinon Deny, onw¢ dailvetal otnv enopevn ekéva (Ekova
36).
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[=] Request_Insurersml E3

1 <Bequest xwlnz="urn:oasis:names:tc:xacml:3,0:core:schema:wd-17" CoxbinedDecizion="false" ReturnPolicyIdlList="false">
2 <l--hztion Category--»

5 <httributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action":>

4  [H<ittribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludeInResult="false":
5 <ittributeValue DataType="http:/fwew.w3.org/2001 /ML Schemaffstring" >read</LttributeValuer

£ [<fitcributer
7

a8

El

</ Attributes:

<!--Bubject Category--»

—|<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject":>

gﬂttribute Lttributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludeInResult="false":>
11 <httributeValue DataType="http://ww. w3, org/2001/5MLSchemalfstring" »ika</AttributeValue>

12 <fictributes

13 </ittributess:

14 <!--Resource Category--»

15 [H<ittributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
g«(CDntent}

17  [H<ehealthrec id="24023203132":

85  [</Content:

g6 [H<ittribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" IncludelInResult="false">
g«:ﬁ.ttributevalue DataType="http: f fwww.w3. org 2001 /XML Schemafstring” >

a8 r [ emedicafehealth/patients/pid 0000001 current/ehr cur.xml</ittributeValuer
89 r<fittributes

90 [<Aittribute Actributeld="http:://wso2.org/my_attributes/resource-name' IncludeInResulr="false':

91 <ittributeValue DataType="http:/fwnr.w3.org/2001/XM.Schemagst ring" >Roomfums/ LetributeValues

892 r</fittributes

93 re<fivtributes:

EE Gl== ==

95 -</Requesty

<Response Xmlns="urn:oasis:names:co:xacml:3 . 0:core: schema: wd—-17 ">
<Result>
<Decision>Deny</Decision>
<Status>
<StatusCode Value="urn:oasis:names:itc:xacml:l.0:status:ok™/ >
</ Status>
</Resulc>
</ Response>

Ewkova 36. Request/Response yia Insurers (Deny)

3.9 Ieprypapn Empuépovg Moirtikiyg - Policy Secretaries

H moAwtiky mou oyetiletol pe tov €Aeyxo mpoOoPacng Xpnotwv Pe poAo Secretary
(Fpapparteic), dopeital amd Toug mopakdTw SUO KOVOVEG:

«* Rule_1: H ypappartéag pnopei va dnpioupynoet éva véo EHR.

* Rule_2: H ypaupatéag €xel tTnv duvatotnta va Staacel kot va ypael povo ota
otolxeia <Person> kat <Chargelnfo> amno to EHR.
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3.9.1 Avaivon Empépovg Ioltikig - Policy Secretaries

To <Policy> element mou €xeL yla avayvwplotikd to xacml attribute @Policyld ico pe
«Policy_Secretaries», avamaplotd tThv €MUEPOUG TIOALTIKY Ttou KaBopilel T MpooBAcelg
TIOU WTOpOUV va €XOUV OL XPROTEG, Twv omoiwv o poAog sival ypaupateis (Secretary).
Inuovtika elements mou mepléxovral oto mpoavadepouevo <Policy> element eival ta
<Target> kaL <Rule> elements.

210 <Target> element xpnoiuomnoleitat éva <Match> element mou ocuykpivel péow NG
ouvaptnong «string-regexp-match» tnv cupBoloocelpd xapaktipwy «Secretary» pe kABe
Ml oo TG Suvateg eMIOTPEPOUEVES TLUEG TNG OAKOUAOG, TOU TPOKUMTEL KATA TNV
edappoyn tou <AttributeDesignator> element oto xapaktnplotikd «role» NG Katnyoplag
«access-subject».

To <Rule> element mou €xeL cav avoyvwploTikd to xacml attribute @Ruleld (oo pe
«Rule-SEC1», avamaplotd ToV TPWTO KAvova TNG TIOALTLKAG YL YPOLULATELG.

O avwtépw Kavovag edpapUoleTal yla Ta aLTHUOTa TPOcBacng, OMoU 0 XProTng «access-
subject», Tou omoilou o poOAog eival ypoupoTEQG, TTPoomoBel va eKTEAECEL TNV EVEPYELD
create yLa tnVv dnpLoupyia evog veEou LaTPLKOU apxeiou yla kamolov acBevry. looduvapa, oto
<Target> element to xopaktnplotikd «action-id» tng katnyoplag «action» Oa mpémel va
CUMTTUITTEL LE TNV OUMBOAOCELPA XapaKTHPWV create.

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
OTaVv O UTOAOYLOMOG Twv <Target> kat <Condition> elements kataAnyel oe aAnBeig
ekdppaoelg, SnA. to <Target> oe «Match» kaLto <Condition> o «True».

210 <Condition> element €xeL cupmepAndBel pa povo ékdpaon, n omoia Ba mpémnel va
Silvel tnv TN «True, yla va umoAoyiletal to <Condition> element og «True».

> JuvOnkn

O mopog tou cuothuarog Tou Inteitat va dnuioupynBel amod tov xprotn (HAektpoviko
Apxeio Yyeilag aoBevolc - EHR) Ba mpémel va akoAouBel to potifo 1600 yla To dvopa 600
KOl YLt TO TIAAPEG HoVoTATL TTou €XeL pokaBoplotel yla Toug aobeveic oto MAnpodoplakd
Zuotnuo E-MEDICA:

Movorartt < /_emedica/ehealth/patients/pid_[ertaddlog apBuocg]/current/
Ovopa mopou < ehr_cur.xml

To <Rule> element mou €xeL cav avayvwploTIKO To xacml attribute @Ruleld (oo pe
«Rule-SEC2», avamaplotd tov SeUTEPO KAVOVA TNG TIOALTLKAG VLA YPOULHOTELG.

O avwtépw Kavovag edpapuoletal yla Ta atpuata mpocBoong, 0mou o XpHotng «access-
subject», Tou omoiou o poAog eival ypappatéag, mpoonabel va ekteAéoel TNV evépyela read
N TNV €VEPYela write ot OUYKEKPLUEVA UTIO-OTOLKEld €vOC LATPLKOU apyxelou aocBevouc.
looduvapa, oto <Target> element T0 XapakTnPLoTKO «action-id» tng Katnyopiag «action»
Ba MPEMEL VoL CUUTIITEL Pe TNV oupBolooslpd xapaktipwv read f write. Emumpoodeta, To
TO UTIO-OTOLXElO E0WTePLKA Tou EHR, mou atteital va dlaBdocel o ypappateag Ba mpeneL va
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elval dladopo tou <MedicalRec> element. Juvemweg, O ypOUUOTEONG HUMOpPel va E€xel
npooPaocn povo ota <Person> kat <Chargelnfo> elements tou EHR, 1 wcodUvaua to
XOPOKTNPLOTIKO «resource-name» Tng Katnyoplog «resource» GUUTITTEL e KATTOLOL QIO TLG
oupBolooelpég yapaktripwy «Person» rj «Chargelnfo».

JUpdwva pe to xacml attribute @Effect, o kavovag kataAnyel otnv anddoaon «Permity,
OTaVv O UTOAOYLOMOG Twv <Target> kat <Condition> elements kataAnyel oe aAnBeig
ekdppaoelg, 6nA. to <Target> oe «Match» katto <Condition> o «True».

Y10 <Condition> element €xsL cupnmepAndBel pa povo £kdpaon, n onoia Ba mpémnet va
Silvel Tnv T «Truex, yla va umoloyiletal to <Condition> element o «True». H ékdpaon
Tou €XeL xpnotomnolnBel otov deltepo Kavova eival akplBwe dla He AUTHY TOU TTPWTOU
KOVOVQ TNG TIOALTIKAG.

3.9.2 A&woroynon ko Eraii0cvon Empépovg Moirvtucng - Policy_Secretaries

Ma tnv emaAnBeucn tou mpwTtou kavova (Ewova 37) mou adopd tnv Snuloupyia evog véou
EHR armno tov xpnotn pe polo “secretary”, £0Tw OTL 0 XPNOTNG Pe pOAo “secretary” atteital
dnuloupylag evog véou nAektpovikoU apxeiou uyeiag EHR ywa tov xpriotn-acBev s.molder
(pid_0000002). To Response cg autd To Request avapévetal va eivat Permit.

3‘ Create Reguest Using Editor

Resource |,-"_emedica,-"ehealth,-"patients,-"pid_DDDDUUE,-"current-"ehr_c:ur.xml |
Subject kame |a.mDDn |
Action Mame create WSO02 Carbon »®

Enviranment Mame O Permit

Test Evaluate || Evaluate With PDP || Create Re

ok

Ewova 37. Request_1 yia Secretaries

‘Ocov adopa tov SeUTEPO Kavova, 0 XPHOTNG HUe poAo “secretary” (a.moon), INTd va KAveL
svnuépwon (write) oto sub-element <Person> tou EHR tou xpriotn-acBevr pe pid_0000001
(g.smith). To amotéAeopa tou Request Ba eival Permit, onwg daivetal otnv akoAoubn
ewkova (Etkova 38).
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=] Request_Secretaigs.ml £

1 <Refuest xwlnz="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Coxbinedbecizion="falze" ReturnPolipyldLisc="falsge':
2 <Attributes Category="urn:oasis:names:toc:xacml:3.0:attribute-categqory:action">

3 [l<kttribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" IncludelnResult="false":

4 <ittribuceValue DataType="http:/fwmmr. w3, org/2001/¥MLSchemaltst ring »write</AttributeValues

5 [<fhttributer

6 [<fheeributess

7  [<kttributes Category="urn:ocasis:names:tc:xacml:1.0:subject-category:access-subject">

g gdttrilﬂute Aetributeld="urn:oasis:names:to:xacml:1.0:subject:subject-id" IncludeInResult="false":

9 chttributeValue DataType="http:/fwww.w3. org/2001 /XM Schematstring" »a.moon</ AttributeValues

10 refheeribuces

11 [<fittributes:

12 H<ictributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">

13 <Attribute AttributeId="urn:oasis:names:tc:xacml:l.0:resource:resource-id" IncludelnResult="false">
14 [HehrrributeValue DataType="httn:/fwnr. w3, ok 2001/ Schemalfstring" »

15 r / emedica/ehealth/patients/pid 0000001/current/ehr cur.xml</AttributeValuer
16 r«fitcribuces

17 [H<ittribute Attributeld="http::/fwso2.org/my attributes/resource-name' IncludeInResult="false":

18 chttributeValue DataType="http:/fwww.w3. org/2001/¥M] Schemattstring' »Persons/ AttributeValues

19 F<fhttributer

20 [<fAttributess

21 “</Requeat>
“Response Xmlns="urn:oasisrhnames:co:xacml:3 .0 core:schema:wd—- 177>

<BResultc>
“«Decision>Permitc</Decision>
=Stcatuss>
<StartusCode Value="urn:oasisS:rnamesS:co:xacml:l . Orstatus:ok™/ >
=/ Btacus>
</ Resulc>
</ Response>

Ewkova 38. Request_2a/Response yLa Secretaries

EdQv OpwG o xpnotng e polo “secretary” mpoomadroel va ypaeL yla mapadelypa péoa o
element Stadopetikd Twv <Chargelnfo> kat <Person>, yla mapddeypa oto <MedicalRec>,
TOtTE 10 Response Ba elvat Deny (ewova 39).

[=] Request_Secretaries sml £ |

1 <Recquest xwlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Corbinedbecision="false" ReturnPolicyldListc="false">
2z <itcributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action'>

3 [<ittribute itcributeld="urn:oasis:names:tc:xacml:1l.0:action:action-id" IncludeInResult="false":
4 <ittributeValue DataType="http:/fwww.w3. org/2001 /M. Schemafstring" »write</AttributevValues

5 [</httributer

6 [</ictributes:
7

a

a

H|<ittributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject'>

gﬂttrihute Arcributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" IncludeInResulc="false">
<ittributeValue DataType="http:/fwer.w3. org/2001 /3. Schemafstring” »a.moon</ AittributeValue>

10 p</ictributer

11 [</Actribuces:

1z [J<itcributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource" >

13 <ittribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" IncludeInResult="false">
14 [H<iccributeValue DataType="http:/fwnr.w3.org/2001/5M1.Schemaffstring" »

ik il / emedicafehealth/patients/pid 0000001/currentfehr cur.mml</ittributeValuer

16 p</ittributer

17 “El<dttribute Attributeld="http::[f/wso2.org/my attributes/resource-name' IncludeInResult="false">
18 <httributeValue DataType="http:/fwwwe.w3. org /2001 /XML Schemafstring" »MedicalRec</ AttributeValue>
18 p</ittributer

20 re<fAittributes>

21 '<£Request>{

~Response xmlns="urn:oasis:names:tc:xacml:3.0:core:schem=ai: wd—17 >
<Result>
<Decision>Deny</Decision>
<STacuss>
<StatusCode Value="urn:oasis:names:tc:xacml:1.0:scacus:ok™/ >
</ Status:>
</ Result:>
</ Response>

Ewéva 39. Request_2b/Response yia Secretaries
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4, A&roroynon tov XACML mpotvmov

Jtnv mepLoyn tou eAéyxou mpooBaong (Authorization) urtapyouv TTOAAG TAEOVEKTALLOTO QO
TNV vloBétnaon tou mpotunou XACML, ta onoia avaAlvovtal akoAolBwC:

+ H yAwooa XACML eivat pto mpotunn (standard) yAwooo £kdpaonG TOALTIKWY
aodpaielag ywo mAnpodoplakd cuotnuata. Auto onpaivel OtL €xel e€etaotel Kol
TEKUNPWOEL amd pla  peydAn kowotnta e8lkwv o  Bépata achAAeLag
TIANPOPOPLAKWY CUCTNUATWY, KABWG Kal xpnolgomolnBel amd amAolG XproTec.
Juvernwg, dev xpeLaletal va avartuxBel kamola véa yAwooa and Tov XprRotn yla thv
ulomoinon Kkamowag TOALTIKAG oaoddlelag, n omola pmopel va odnynoel oe
odaApatoa urtoAoylopou.

4+ Elval yevikn kot pmopel va edpappootel oe onolodnnote MAnpodoplakd Ivotnua,
avefapTATWCE TS GUOCEWC TOU KAl TWV ELSIKWY ATIALTOEWV TIOU BETEL 0TNV TOALTIKNA
aodaleiag (m.x. MAnpodoplako Tuotnua Yyeiag).

4 Elval pla mhovola yAwooa ou unootnpileL TNV KATOOKEUT oUVOETWY ekbPACEWY,
KaBOTL tepAaBAVEL pLa LeyAAn TIOLKIALO artd TUTIOUC SeSOUEVWY, CUVAPTHOELS Kall
aAyopLlBoUC CUVSUAOHOU KOVOVWY KAl TIOALTIKWY. EMUTAE0V, EL0AYEL KaL TNV évvola
TWV UTIOXPEWTIKWYV evepyELwV (Obligations) mou Ba mpénel va npayuoatonotnBouv
katd tnv Stadikacio utoAoylopoU TwV AoPACEWY TWV TIOALTIKWV.

£ Méow ™G yAwooac XACML é£xoupe tnv Suvatdtnta Kaboplopol Kovovwv
aocdalelag oto eninedo tou avtkeévou. O €leyxog mpooBaocng autol Tou TUMou
avadépetal kol we «fine-grained», yla va dei€el tnv Aemtopépela tng enefepyaociag
KATA TNV amodaon TwV TMOATIKWY. ZUVETIWG, ETUTUYXAVETAL TTANPECTEPOC EAEYXOC
KaTd tnv mpocfoaon Kal UTIApXEL HeyaAltepn Suvatotnta ywo Slapoipacn twv
TLOPWV-TIANPOHOPLWYV TOU GUCTHHATOC.

£ H yAwooa XACML mpowBel to Suvauwko Attribute Based Access Control (ABAC)
HOVTEAO, TO omolo Eemepva TIG SUVATOTNTEG TOU oTATIKOU ovtédou RBAC. Zuvenwg,
g anodaon e€ouotodotnong eivalr duvatov va Paociletal oto ocUvolo Twv
XOPAKTNPLOTIKWY TNEG OVTOTNTOC TIOU alteital tng npocBaong (subject) kot oxtL povo
OTOV POAO TOU, O€ XOPAKTNPLOTIKA TOU TTOPOU (resource) KoBwE KaL 0TO TEPLEXOUEVO
Tou (content), og XOPOKINPLOTIKA TNG evépyelag (action) kal TéAog oe avefdptnta
XOPOKTNPLOTIKA OXETIKA UE TO TeplBAaAiov (environment), 6mw¢ o TOMOC Kal O
XpPOVOC.

£ Eva aAl\o mAeovéktnua tng yAwooag XACML elval OtL otnpilletal o TOALTIKEG
(policy-based), ouvenwg mMPOTWATAL OTA CUCTAUOTO OTIOU UTIAPXEL amaitnon yla
Tapoxn OTOLELWY CUUHOPpPWONG TNS uAomotnOsioag MoALTIKAC alopANELAG WC TTPOC
Vv BewpnTikd ebappolopevn. Eniong, ival eUKoAO MTPOCAPUOOLUN OE QLTOUUEVEC
OAAQYEG KAVOVWVY TNG TIOALTIKAG 0P AAELAG.

+ [péeneL eniong va onuelwBel ot to potumo XACML poodépet pio EEWTEPLKEUUEVN
(externalized) AUon oto B€ua tou eAéyyou mpocPacng, Ue To PDP va mpoodEpel Thv
Aeltoupyla autn wg unnpecia (service) oto MAnpodoplakd IVCTNUO. JUVENWG, TO
MAnpodoplakd Iuotnua 6ev SlaBEtel kKwdK otnV £Popuoyr yld UTOAOYLOUO
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anodAacswv, avti autol PECW Tou TormikoU tou PEP pwtd to PDP yia kaBe aitnua
npoéofaonc.

Télog, n yAwoooa XACML eival enektaoiun kabooov apketd amo ta XML otolyeia
mou TePLEXeL elvat URIs kal emitpémouv tnv dnuloupyia Kawoupylwyv TUMWV
dedopévwy, ouvaptnoewv Kol oAyopiBuwv cuvduacpol kavovwv. EmumpocBeta,
avantuooovtal oAd XACML Profiles yla Tnv enéktacn Tng AELTOUPYIKOTNTAG TNG
YAwooag kabwg Kal TV cuvepyaoia tng He GAAa mPOTUTA, OTIWE To PATUTIO SAML.
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ITAPAPTHMA

<PolicySet xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicyCombiningAlgld="urn:oasis:names:tc:xacml:3.0:policy-combining-algorithm:permit-overrides" PolicySetld="EMEDICA_POLICYSET" Version="1.0">
<Description>The EMEDICA Clinic overall security policy set</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Patient</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Guardian</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#tstring">CarePhysician</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
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</Match>

</AllOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Nurse</AttributeValue>

<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>

</AllOf>
<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Secretary</AttributeValue>

<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>

</AllOf>
<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">ITadmin</AttributeValue>

<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>

</AllOf>
<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Accountant</AttributeValue>
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<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>

</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Radiologist</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Insurer</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchemattstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Patients"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit" Version="1.0">
<Description>Patients are granted access to their EHRs without restrictions.</Description>
<Target>
<AnyOf>
<AllOf>
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<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Patient</AttributeValue>

<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>

</Match>
</AllOf>
</AnyOf>
</Target>

<Rule Effect="Permit" Ruleld="Rule-PAT1">
<Description>Patients shall be able to read their EHRs, identified by the patients ID included in patient URL attribute.</Description>

<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:action" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="http://wso2.org/claims/url" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
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</Apply>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Apply>

</Condition>
</Rule>
<Rule Effect="Permit" Ruleld="Rule-PAT2">
<Description>Patients shall be able to update their EHRs, identified by the patients ID included in patient URL attribute, only from a local position in
EMEDICA Clinic.</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:action" DataType="http://www.w3.0rg/2001/XMLSchematistring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
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<AttributeDesignator Attributeld="http://wso2.org/claims/url" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Apply>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:2.0:function:ipAddress-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string'">192.168.1.</AttributeValue>
<Apply Functionld="urn:oasis:names:tc:xacml:3.0:function:ipAddress-from-string">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:environment:environment-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Apply>
</Apply>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Guardians"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit" Version="1.0">
<Description>A Parent or Guardian may read any element in an EHR record that belongs to his guarded member, provided that it's under 16 years
old.</Description>
<Target>
<AnyOf>
<AllOf>
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<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Guardian</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>
</Match>

</AllOf>
</AnyOf>
</Target>
<Rule Effect="Permit" Ruleld="Rule-PAR1">
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#tstring">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-

category:action" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>

</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-

category:action" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>

</AllOf>
</AnyOf>
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<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Patient</AttributeValue>
<AttributeDesignator Category="urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject" Attributeld="http://wso2.org/claims/role"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="http://wso2.org/claims/url" Category="urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Apply>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>

</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>
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<Apply Functionld="urn:oasis:names:tc:xacml:2.0:function:string-concatenate">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">guardianof_</AttributeValue>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:subject:recipient-id" Category="urn:oasis:names:tc:xacml:1.0:subject-
category:recipient-subject" DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Apply>
</Apply>
<AttributeDesignator Attributeld="http://wso2.org/claims/title" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-add">
<Apply Functionld="urn:oasis:names:tc:xacml:3.0:function:integer-from-string">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="http://wso2.org/claims/dob" Category="urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject"
DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Apply>
</Apply>
AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemattinteger">16</AttributeValue>
</Apply>
<Apply Functionld="urn:oasis:names:tc:xacml:3.0:function:integer-from-string">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:environment:environment-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Apply>
</Apply>
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</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" xmlIns:xacml="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Physicians"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit" Version="1.0">
<Description>In general a Care Physician may read/write a patient's EHR, provided that he is the designated Physician.</Description>
<PolicyDefaults>
<XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-19991116</XPathVersion>
</PolicyDefaults>

<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">CarePhysician</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Radiologist</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
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</AnyOf>
</Target>
<Rule Effect="Permit" Ruleld="Rule-PHY1">

<Description>A Care Physician shall be able to read the patient's -MedicalRec- element of EHR, provided that he is the designated Physician.</Description>
<Target>

<AnyOf>
<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">read</AttributeValue>

<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>

</AllOf>
</AnyOf>
</Target>
<Condition>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:all-of-any">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>
<AttributeDesignator MustBePresent="false" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

Attributeld="http://wso2.org/claims/im" DataType="http://www.w3.0rg/2001/XMLSchemattstring"/>
<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

Path="//xacml:ehealthrec/xacml:Person[@Role='CarePhysician']/xacml:PersonalData/xacml:SSN_ID/text()"
DataType="http://www.w3.0rg/2001/XMLSchema#tstring"/>
</Apply>
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<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">MedicalRec</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchemattstring" MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
</Rule>
<Rule Effect="Permit" Ruleld="Rule-PHY2">
<Description>A Care Physician shall be able to write his designated patient -MedicalRec- element of EHR, provided that an email is sent to patient.</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
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</AllOf>
</AnyOf>
</Target>
<Condition>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:all-of-any">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>

<AttributeDesignator MustBePresent="false" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld="http://wso02.org/claims/im" DataType="http://www.w3.0rg/2001/XMLSchematstring"/>

<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

Path="//xacml:ehealthrec/xacml:Person[@Role='CarePhysician']/xacml:PersonalData/xacml:SSN_ID/text()"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">/ _emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">MedicalRec</AttributeValue>

<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
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DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"/>

</Apply>
</Apply>
</Condition>

<ObligationExpressions>
<ObligationExpression Obligationld="EMAIL-TO-PATIENT" FulfillOn="Permit">

<AttributeAssignmentExpression Attributeld="obligation-attribute:mailto">
<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
Path="//xacml:ehealthrec/xacml:Person[@Role='Patient']/xacml:Contactinfo/xacml:Email/text()"

DataType="http://www.w3.0rg/2001/XMLSchemat#string"/>
</AttributeAssignmentExpression>

<AttributeAssignmentExpression Attributeld="obligation-attribute:note">

<Apply Functionld="urn:oasis:names:tc:xacml:2.0:function:string-concatenate">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Your Medical Record has been updated by Care Physician:</AttributeValue>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-

subject" DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>

</Apply>
</Apply>
</AttributeAssignmentExpression>
</ObligationExpression>
</ObligationExpressions>

</Rule>

<Rule Effect="Permit" Ruleld="Rule-RAD1">
<Description>A CarePhysician shall be able to read all xrays of patients, provided that he is also a Radiologist and his email belongs to emedica

domain.</Description>

<Target>
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<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action'
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Radiologist</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/patients/pid_[0-9]{7}/current/xray_[0-9]{8}.jpg
</AttributeValue>

<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.org/2001/XMLSchema#tstring" MustBePresent="true"/>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match">
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<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">emedica.gr</AttributeValue>
<Apply Functionld="urn:oasis:names:tc:xacml:3.0:function:rfc822Name-from-string">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="http://wso2.org/claims/emailaddress" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Apply>
</Apply>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" xmIns:xacmI="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Nurses"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit" Version="1.0">
<Description>In general a Nurse has only access rights for the -Result- element of a patient's EHR.</Description>
<PolicyDefaults>
<XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-19991116</XPathVersion>
</PolicyDefaults>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Nurse</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
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</AnyOf>
</Target>

<Rule Effect="Permit" Ruleld="Rule-NUR1">
<Description>A Nurse shall be able to read the patient's -Result- element of EHR, provided that she is the designated Nurse.</Description>

<Target>
<AnyOf>

<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>
</AllOf>
</AnyOf>
</Target>

<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:all-of-any">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>

<AttributeDesignator MustBePresent="false" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld="http://wso2.org/claims/im" DataType="http://www.w3.0rg/2001/XMLSchematstring"/>

<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
Path="//xacml:ehealthrec/xacml:MedicalRec/xacml:Treatment/xacml:Result/xacml:PerformedBy/text()"

DataType="http://www.w3.0rg/2001/XMLSchema#tstring"/>
</Apply>
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<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Result</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
</Rule>
<Rule Effect="Permit" Ruleld="Rule-NUR2">
<Description>A Nurse shall be able to create a -Result- element for any patients EHR.</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">create</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
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</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>

<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>

</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Result</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
</Rule>
<Rule Effect="Permit" Ruleld="Rule-NUR3">
<Description>A Nurse can only update the -Notes- element of an existing -Result- element from an EHR, provides that she is the creator of
element.</Description>
<Target>
<AnyOf>
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<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"

DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>

</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">NurseNotes</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>

</Match>
</AllOf>
</AnyOf>
</Target>

<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:all-of-any">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>

<AttributeDesignator MustBePresent="false" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld="http://wso02.org/claims/im" DataType="http://www.w3.0rg/2001/XMLSchema#string" />

<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
Path="//xacml:ehealthrec/xacml:MedicalRec/xacml:Treatment/xacml:Result/xacml:PerformedBy/text()"

DataType="http://www.w3.0rg/2001/XMLSchema#tstring"/>
</Apply>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
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<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">/_emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>

<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"/>

</Apply>
</Apply>

</Condition>

</Rule>
<Rule Effect="Deny" Ruleld="Rule-NUR4">

<Description>A Nurse can only update the -Notes- element of an existing -Result- element from an EHR, and not the other subelements, otherwise an advice is

given.</Description>

<Target>

<AnyOf>

<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"

DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>

</Match>
</AllOf>
</AnyOf>
<AnyOf>

<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#tstring">TestType</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchemattstring" MustBePresent="true"/>
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</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Value</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-

category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Match>

</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematistring">PerformedDate</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-

category:resource" DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"/>
</Match>

</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#tstring">PerformedBy</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-

category:resource" DataType="http://www.w3.0rg/2001/XMLSchemattstring" MustBePresent="true"/>
</Match>

</AllOf>
</AnyOf>
</Target>
<Condition>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">
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<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:all-of-any">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>

<AttributeDesignator MustBePresent="false" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

Attributeld="http://wso02.org/claims/im" DataType="http://www.w3.0rg/2001/XMLSchematstring"/>
<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

Path="//xacml:ehealthrec/xacml:MedicalRec/xacml:Treatment/xacml:Result/xacml:PerformedBy/text()"
DataType="http://www.w3.0rg/2001/XMLSchematstring"/>

</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#tstring">/_emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
<AdviceExpressions>
<AdviceExpression Adviceld="NO_UPDATES_ALLOWED" AppliesTo="Deny">
<AttributeAssignmentExpression Attributeld="advise-attribute:message">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">You are not allowed to update these elements. Proceed to perform a new
Test.</AttributeValue>
</AttributeAssignmentExpression>
</AdviceExpression>
</AdviceExpressions>
</Rule>
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</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" xmlIns:xacml="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Secretaries"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit" Version="1.0">
<Description>In general a Secretary is able to create a new EHR, and read or update only the non-Medical part of EHR.</Description>
<PolicyDefaults>
<XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-19991116</XPathVersion>
</PolicyDefaults>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">Secretary</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Rule Effect="Permit" Ruleld="Rule-SEC1">
<Description>A Secretary shall be able to create a new EHR for patients.</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">create</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>
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</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#tstring">/ emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>

</Apply>
</Apply>
</Condition>
</Rule>
<Rule Effect="Permit" Ruleld="Rule-SEC2">
<Description>A Secretary shall be able to read or write only the non-Medical Elements of an EHR.</Description>

<Target>
<AnyOf>

<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action'

DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>

</Match>
</AllOf>
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<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Chargelnfo</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Person</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"/>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">
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<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">/ _emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_ITadmins" RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-
combining-algorithm:deny-unless-permit" Version="1.0">
<Description>An IT administrator should not be permitted to read/write the Patients' Electronic Health Records. He shall be permitted to read the audit trail files
related to EHRs.</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">ITadmin</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
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<Rule Effect="Deny" Ruleld="Rule-ITA1">
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/patients/</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Apply>
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</Condition>

</Rule>
<Rule Effect="Permit" Ruleld="Rule-ITA2">
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchema#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/audit/</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Apply>
</Condition>
</Rule>
</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Accountants" RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-
combining-algorithm:deny-unless-permit" Version="1.0">

<Description>An Accountant person may read any Invoice stored in the EMEDICA Information System, but can only write to (update) an Invoice during working
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hours.</Description>
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Accountant</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Rule Effect="Permit" Ruleld="Rule-ACC1">
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">write</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/invoices</AttributeValue>
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<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchemat#string" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
</Target>
<Condition>
<Apply Functionld="urn:oasis:names:tc:xacml:2.0:function:time-in-range">
<Apply Functionld="urn:oasis:names:tc:xacml:3.0:function:time-from-string">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:environment:environment-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:environment" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Apply>
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#time">07:00:00</AttributeValue>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemattime">15:00:00</AttributeValue>
</Apply>
</Condition>
</Rule>
<Rule Effect="Permit" Ruleld="Rule-ACC2">
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchemat#tstring" MustBePresent="true"></AttributeDesignator>
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</Match>
</AllOf>
</AnyOf>
<AnyOf>

<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">/ emedica/ehealth/invoices</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>

</Match>
</AllOf>
</AnyOf>
</Target>
</Rule>

</Policy>
<Policy xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" xmIns:xacmI="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" Policyld="Policy_Insurers"

RuleCombiningAlgld="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit" Version="1.0">
<Description>In general an Insurer representative has only access rights for the -Chargelnfo- element of a patient's EHR.</Description>

<PolicyDefaults>
<XPathVersion>http://www.w3.0rg/TR/1999/REC-xpath-19991116</XPathVersion>
</PolicyDefaults>
<Target>
<AnyOf>

<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">Insurer</AttributeValue>
<AttributeDesignator Attributeld="http://wso2.org/claims/role" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
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DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>

</Target>
<Rule Effect="Permit" Ruleld="Rule-INS1">
<Description>An Insurer shall be able to read the patient's -Chargelnfo- element of EHR, provided that he is being referenced in Patients EHR.</Description>

<Target>

<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">read</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"></AttributeDesignator>
</Match>
</AllOf>
</AnyOf>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#tstring">Chargelnfo</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
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<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#tstring">RoomType</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring">RoomNum</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Match>
</AllOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">ChargeValue</AttributeValue>
<AttributeDesignator Attributeld="http:://wso2.org/my_attributes/resource-name" Category="urn:oasis:names:tc:xacml:3.0:attribute-
category:resource" DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Match>

</AllOf>
</AnyOf>
</Target>
<Condition>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:all-of-any">

<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal"></Function>



<AttributeDesignator MustBePresent="false" Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id" DataType="http://www.w3.0rg/2001/XMLSchematstring"/>
<AttributeSelector MustBePresent="true" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
Path="//xacml:ehealthrec/xacml:Chargelnfo/xacml:InsuranceProvider/text()" DataType="http://www.w3.0rg/2001/XMLSchematstring"/>

</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function Functionld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"></Function>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">/_emedica/ehealth/patients/pid_[0-9]{7}/current/ehr_cur.xml</AttributeValue>
<AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id" Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchematstring" MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
</PolicySet>
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