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Chapter 1 – Introduction

1.1 Scope and Methodology Plan
In this thesis we propose a methodology for digital data analysis in Windows 7 and Windows

8 environments. e aim of this research is to map out how the analyst should be thinking and
how he should modify the available tools in order to make them fit fully in his operational
needs. When a new version of an operating system is released, the adaptation of the analyst is
usually difficult. rough this work we try to emulate a proper way of thinking, in order to
allow the analyst to have a full and smooth transition into the new version. 

In order to follow a specific forensics plan, one must first break the methodology into small
independent processes. Aer that, one must come up with the tools that one is  going to use in
each process. 

e forensics methodology follows a basic rule, namely that we should make as few changes
as possible to the system under review. e first step is to make sure that we have an incident.
We achieve that with the process of incident handling (response). Aer we ascertain that we
have an incident, we move on the next steps which is making copiesof the memory, the registry
and the hard disk. By using the mir-ror tool, we take a copy of the memory in order to make
as few changes to the system (memory) as possible. We use some other tools for the registry
and the hard disk copy. e work finishes with the analysis of the memory, the registry and the
hard disk. 

is thesis is structured as follows: firstly we discuss the tools and the working environment
chosen for this particular research. Second the methodology is applied to the windows 7 op-
erating system. Aer that, the tools we use are modified and applied again in the windows 8
operating system. In conclusion we make a comparison of our results between these two op-
erating systems.

1.2 Windows 7 Methodology
e Independent processes we choose for windows 7 forensics are:
• Incident response (registry, memory copy)
• Memory analysis
• Disk copy 
• File analysis
• Registry Analysis
e tools that we are going to use in each step are:
• MIR-ROR (Is a security incident response tool, command-line script that calls specific Win-

dows Sysinternals tools. It provides live capture data for investigation.) / We add winpmem
(Open source windows memory imager. It has the ability to analyze live mempry on a running
computer) for memory copying also to this tool.

• Volatility (Framework with open collection of tools, implemented in python. It used for ex-
traction of digital artifacts from RAM)

• SIFT (Vmware Appliance with forensic tools preconfigure and cross compatibility between
Linux and Windows).

• Regripper (Written in perl, is a data extraction tool for windows registry).

1.3 Windows 8 Methodology
e Independent processes we choose for windows 8 forensics are:
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• Incident response (registry, memory copy)
• Memory analysis
• Disk copy 
• File analysis
• Registry Analysis
e tools that we will use in each step are:
• MIR-ROR (suite of tools for incident response) / We add winpmem for memory copying

also to this tool.
• Memoryze (Free memory forensic soware which can acquire and analyze memory images

on a live system)
• SIFT (for disk copy and file analysis)
• Regripper (for registry analysis)

1.4 Tools Choise
In order to spot the differences between the two operating systems, we chose to use the same

tools (except volatility which was not available for windows 8 yet) for the two operating systems. 
e Mirror suite is also not available for windows 8. However, aer creating a signature (iden-

tify OS) and making some changes in the batch file (extra tools added) we managed to make it
compatible with windows 8 as well.

Care has been taken to be as compatible as possible with the SANS Digital Forensics and In-
cident Response Poster of 2012. [1]

1.5 Lab Environment

e analysis was carried out on two Virtual Machines, running in Oracle VirtualBox platform. 

Windows 7 Windows 8
Ultimate (32 bit, ver. 6.1.7600) Pro(32 bit, ver. 6.2.9200)
1GB RAM 1GB RAM
20GB Hard Disk 20GB Hard Disk

e details of the Virtual Machines are given before our analysis at the beginning of each
chapter.

9

Chapter 1 - Methodology Description

Marios Soulas • University of Piraeus • February 2014



Chapter 2 - Forensics Analysis of a Windows 7 Host

2.1 Machine Details
e analysis was carried out on a Virtual Machine running in Oracle Virtualbox with 1 GB

RAM and 20 GB Hard disk. Windows 7 Ultimate (32 bit) with version 6.1.7600 was analyzed
for forensics evidence.  

2.2 Live response using mir-ror
Mir-ror V2.0 was used to carry out live response evidence collection from the host to gather

the state of the live system as present at the time of incident report. Default script for Mir-ror
was adapted to work under Windows 7 environment as it is originally designed for Windows
XP and Windows 2003. e modifications made included commenting out the calls to now
.exe as they were valid for Windows 2003 only. [2, 3] 

Image 2.2.1:  Modification

en there were few tools called in the script which were not available in the Sysinternal suite
installation for Mir-ror and included in fetch.txt.  ey needed to be downloaded and included
in the Mir-ror installation directory.[4]

Image 2.2.2: Extra tools
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e files that were downloaded and included in the tools are shown below.

Image 2.2.3: Files Included

Additionally memory dump was created using winpmem v1.4.1 and for that purpose follow-
ing command was added to the script.

Image 2.2.4: Winpemem

All the tools were copied to a USB flash drive under \\tools\mir-ror directory and this drive
was plugged in a host on the same network as the target system and this directory was mapped
as a network drive ‘M’. erefore no tools were needed to be copied to the target host. Aer
mir-ror was run it generated output in a directory with a suffix of the host name as the host-
name was ‘T-PC, the directory was named Livecap_T-PC. 

A look at the mirror output reveals:-
Recycle Bin:
ere were three pdf files found in recycle bin. ey were Oracle tutorials.

Image2.2.5: Recycle Bin
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A list of cookies found:

Image 2.2.6: Cookies

ree administrator accounts were found to be present on the target host.

Image 2.2.7: Admin Accounts 12

Chapter 2 - Forensics Analysis of a Windows 7 Host

Marios Soulas • University of Piraeus • February 2014



ere were total four accounts on the host including the Guest account.

Image 2.2.8: Users Accounts

e network mapped drive found was the one containing the tools directory for mir-ror.

Image 2.2.9: Network Mapped Drive

Ftype utility is used to list  all registry keys contained in HKEY_CLASSES_ROOT carrying
the shell\open\command  sub Key and shows the all the registered file types along with the ap-
plication used to open these including any arguments and switches etc. is key is sometimes
used by Malware as a persistence mechanism to execute the malware each time a particular
file type is opened. No traces of such activity were found on this host.
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Image 2.2.10: Registry Keys

Hosts file is sometimes used by malware to corrupt the DNS query mechanism of the
compromised hosts. No such traces were found on this host.

Image 2.2.11: Hosts File
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Administrative shares found on the target host are shown below.

Image 2.2.12: Admin Shares

ARP table is analyzed to see whether ARP poisoning has been used to carryout MITM attacks.
No indications of such activity were found.

Image 2.2.13: Arp Table

Driverquery shows whether any malicious program is installed as a driver, the indication
would be such driver is most likely unsigned or if signed, mostly it is from a conspicuous man-
ufacturer. No such unsigned driver was found as shown below.
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Image 2.2.14: Driverquery

Ipconfig displays the installed NICs and their configuration as shown below. Nothing con-
spicuous was found. 

Image 2.2.15: Ipconfig
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Handles.log file generated by mir-ror shows the processes and the associated threads and
handles information. is log presented some interesting information like telnet service being
started (which is disabled by default in Windows 7) and presence of an active telnet session.

Image 2.2.16: Handles.log

Also apart from the user name ‘T’ indications of another session by user named ‘backdoor’
were found. 

Image 2.2.17: Session by another user 17
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Few suspicious processes were traced which are not normally found in a normal execution
of Windows 7 as shown below. 

Image 2.2.18: Nc.exe (used as backdoor)

Nc.exe shares its name with Netcat, a famous tool used for multiple tasks including serving
as a backdoor also. 

Image 2.2.19: Suspicious processes 1

Image 2.2.20:  Suspicious processes 2

ese processes need further investigation.

Listdll.log displays process wise DLLs loaded by each process. For suspicious process identi-
fied earlier it shows that this process has loaded DLLs which open TCP sockets.
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Image 2.2.21: Listdll.log demo.exe

Similarly nc.exe and hh.exe were  also found to have similar DLLs loaded.

Image 2.2.22: Listdll.log nc.exe

Image 2.2.23:  Listdll.log hh.exe
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Logonsessions.log files shows the logged on sessions and it was found that there were two
sessions open one by user named ‘T’ and it was an interactive session. e other user named
‘backdoor’.

Image 2.2.24: Logonsessions.log
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Netsh.log shows the current state of Windows firewall rules and policies.

Image 2.2.25: Netsh.log

Netstat.log shows the result of netstat command which displays all the open TCP connections.
e telnet session and hh.exe and demo(1).exe were found to be listening for connections.

Image 2.2.26: Netstat.log
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Openports.log shows the ports open on the host and it was found that port 23 (telnet) was
open and connected and port 80 was also found to be open.

Image 2.2.27: Openports.log

Psinfo.log shows the information about the host and the programs installed. It was found that
debugging tools ( debugger of some kind most probably windbg) and python was installed on
the host.
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Image 2.2.28: Psinfo.log

Psloggedon.log shows the currently logged on users and it also confirmed that two users were
logged on at the time of live response.
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Image 2.2.29: Psloggedon.log

Pstasklist.log shows the running processes with threads and the execution state of the
processes. e suspicious processes can be seen in this list too.

Image 2.2.30: Pstasklist.log
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Route.log shows the routing table in the host. It is not showing any suspicious entry.

Image 2.2.31: Route.log

Scquery.log displays the installed services and their  status. Analysis shows the telnet service
is enabled and running. 

Image 2.2.32: Scquery.log
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Schtasks.log displays the scheduled jobs which are set to run at predefined intervals / time
an oen are used in post exploitation stage to achieve persistence or hide activity by intruders.
Analysis shows no signs of any such activity.

Image 2.2.33: Schtasks.log
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Set.log shows the state of environment variables.

Image 2.2.34: Set.log
2.3 Memory Analysis

Winpmem was used to create raw dupm(.raw) and windows crash dump (.dmp) for the mem-
ory.  ese dumps were used with Volatility to find out any information from the memory. Im-
ageinfo was used to acquire information about the memory dump.[5]

Image 2.3.1: Imageinfo
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e hivelist command was used to list all the registry hives and their offsets.

Image 2.3.2: Hivelist

e result is shown below: 

Image 2.3.3: Result if hivelist

e virtual address for SAM and SYSTEM hives will be used to get hash dump which are the
credential hashes used by the Windows to authenticate users. ese hashes can be used for im-
plicit login through passing them through tools like Incognito etc.

Image 2.3.4: Get hash dump

e resultant hash dump is shown below which has hashes for ‘T’ and ‘backdoor’ user.

Image 2.3.5: Result of hash dump
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Pstree command was used to get a list of processes as loaded in the memory.

Image 2.3.6: Pstree

e PIDs for four processes of Internet Explorer (ieexplorer) were used to run iehistory com-
mand to get internet history and record of pages visited.

Image 2.3.7: Iehistory
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e important results are shown below.

30

Chapter 2 - Forensics Analysis of a Windows 7 Host

Marios Soulas • University of Piraeus • February 2014



Image 2.3.8: Iehistory Results

e netscan command was used to trace network connections in the memory.

Image 2.3.9: Netscan

e results confirmed earlier findings related to open tcp sockets.

Image 2.3.10: Opentcp sockets (netscan)

Yarascan is a useful tool to search for string and patterns inside the memory. It supports
the use of regular expressions as search rules. It was used to look for email addresses and credit
card numbers etc as various email service links and amazon.com link was found in internet
explorer history. [6]
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Image 2.3.11: Yarascan

e regular expression used to identify credit card numbers is shown below.[7, 8]

Image 2.3.12: Regular expression(credit cards)

e results reveal presence of a credit card numbers in memory.

Image 2.3.13: Results (Credit cards)

Likewise email addresses were searched using following command.[7]

Image 2.3.14: Email addresses command

e email addresses found are shown below.
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Image 2.3.14:  Email addresses results

2.4 Disk Imaging and Registry copy
dd is an effective, powerful and simple tool for disk imaging.  It can image a disk block by

block including those which apparently are not being used for data storage by the file system.
is fulfills the important forensics requirements and even the data belonging to deleted files
and the slack space is also available for analysis and evidence retrieval. It also provides for aut-
matic generation of MD5 hashes of the image along with the image.  e machine used for
forensic analysis in this research was actually a Virtual machine hosted in Oracle Virtual Box.
e VM was using a .vdi based hard disk. is disk was imaged using dd tool from the SANS
SIFT workstation. 

We must mention thought that we can use dcfldd tool(nowdays use more) which is the same
tool as dd but with some extra features(Hashing on-the-fly, status output, Flexible disk wipes,
etc). [9, 10]
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Image 2.4.1: dd tool

e MD5 hash generated is shown below. is hash will be used to verify the integrity of this
image at the time of analysis.  

Image 2.4.2: MD5 hash
is image was later copied as Forensicbase.img for analysis puposes.

Extraction of Registry Hive Extraction of Registry Hives: Mir-ror incident response script
does include ntfscopy, which is used to copy the complete registry hives from the target sys-
tem.

Image 2.4.3: Extraction of Registry Hive

But the ntfscopy tool requires a commercial license for the use of pipe option and hence the
registry hives were not copied during the incident response. As an alternative the registry hives
were extracted from the dd image using SANS SIFT autopsy browser. e registry hives are lo-
cated in %SYSTEMROOT%\system32\config directory except NTUSER.DAT hive which is lo-
cated in %USERPROFILE% folder.
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Image 2.4.4: dd image using autopsy browser

To extract a file we go to FILE ANALYSIS →Directory Seek option and entered Windows/sys-
tem32/config  and pressed view button. e directory listings were used to look for the SAM
registry hive.

Image 2.4.5: SAM registry hive

Autopsy provides feature of exporting any file from the dd image being analyzed and it was
used to Export SAM registry hive.

Image 2.4.6: Export SAM registry hive

35

Chapter 2 - Forensics Analysis of a Windows 7 Host

Marios Soulas • University of Piraeus • February 2014



Similarly SECURITY registry hive was also exported from the same directory.

Image 2.4.7: Security registry hive eexport

SOFTWARE and SYSTEM hives were also located from the same folder and extracted.

Image 2.4.8: Soware and system hives export

For NTUSER.DAT registry hive Directory Seek path of Users was given and searched. e
user profile of ‘T’ user was looked into and the required hive was located and exported. 

Image 2.4.9: NTUSER.DAT registry hive export

ese hive were analyzed using regripper tool (described in a later section). 
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2.5 SANS SIFT ANALYSIS
SANS SIFT workstation provides comprehensive open source tools for carrying out forensics

analysis which include autopsy browser etc.[11]
e disk image was analyzed using autopsy browser in SIFT workstation. A new case was

created using the interface of autopsy.

Image 2.5.1:  SIFT – Autopsy new case

en a new host was created for analysis.

Image 2.5.2: Autopsy new host

e options were set especially the time settings so that necessary timelines can be effec-
tively created and analysed.
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Image 2.5.3: Autopsy options

e acquired image file was added to the case.

Image 2.5.4: Add image to the case
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e disk image was added to the case and its MD5 hash calculated  so that integrity of the
image can be confirmed by matching it with the hash aken at the time of image acquisition.

Image 2.5.5: Autopsy Calculate md5

Two NTFS partitions were found inside the image.

Image 2.5.6: NTFS partitions

File activity time lines were created and analysed.

Image 2.5.7: Autopsy File activity timeline 39
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First the data file was created as a pre requisite to the creation of time line.

Image 2.5.8: Data file creation

e output/body data file can be assigned any name. 

Image 2.5.9: Assign name output/body

Aer the data file is created then the time line creation tool is run so that the relative creation
and modification times of various files can be analyzed to track any suspicious activities.

Image 2.5.10: Timeline creation tool
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e timeline creation tool allows for setting the start and end dates (depending on the period
of interest) and can also be generated in a csv format to be exported to some database also.

Image 2.5.11: Example of timeline tool

e time line thus created can be viewed in a text editor also.

Image 2.5.12: Timeline text editor option

Timeline file was analyzed in text editor
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Image 2.5.13: Analyze timeline in text editor

e autopsy browser also allows for searching string in the disk image and also allows for file
analysis using the types of file found and viewing them.

Image 2.5.14:  Searching string in disk image
42
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File analysis also allows for browsing and viewing the files.

Image 2.5.15: Browsing and viewing the files

2.6 Registry Analysis
Regripper was used to analyze the registry hives acquired from the disk of the target host.

Analysis of SAM hive from %WINDIR%\system32\config\SAM provided following results.[12.
13]

Image 2.6.1: Regripper registry analysis
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Administrator account was found disabled.

Image 2.6.2: Admin accounts status

Username ‘T’ was created on !8 Jan 2013 with administrative privileges. 

Image 2.6.3: Username 'T' information

e SYSTEM hive was analyzed.
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Image 2.6.4: System hive analyzed

e results are shown below
e USB devices connected to the system can be viewed using usbstor.pl. NO evidence of

any USB device connecting to the system was found.

Image 2.6.5: Usbstor.pl

Mountdev.pl shows the drives ever mounted on  the system whether removable or othe-
wise. 

Image 2.6.6: Mountdev.pl
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Fw_config.pl displays the firewall settings for the host. Analysis shows it was enabled.

Image 2.6.7: Fw_config.pl

Routes.pl shows the persistent routes some times used by malware to redirect traffic from le-
gitimate sites and / or prevent anti-malware definition updates by antivirus programs etc. No
persistent routes were found.

Image 2.6.8: Routes.pl

Nic2.pl shows the information about the network interface card and DHCP configurations
as shown below.
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Image 2.6.9: Nic2.pl

Security hive was analyzed to get the machine unique identifier for the host and get the in-
formation about the domains that the host was connected to. is host was connected not con-
nected to any domain so the default primary domain SID can be seen below.

Image 2.6.10: Polacdms.pl

Poladtev.pl plugin of reg_ripper shows the audit policy configurations and last write time. It
was found that auditing was not enabled on this host.
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Image 2.6.11: Poladtev.pl

Soware Hive - Windows recycle bin can be set such that no deleted file ever goes to recycle
bin and delete is equal to shi + delete operation. Bit bucket key is set to one in such cases but
this key was not found.

Image 2.6.12: Bitbucket.pl

Browser helper objects are used by malware to modify pages and insert malicious links. No
such BHOs were found.

Image 2.6.13: Bho.pl

Every malware needs persistence to survive across re-boots. So_run.pl plugin checks for
such ASEPs in registry.
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Image 2.6.14: So_run.pl

Image file execution is used to launch another application (may be malware) whenever an
application is launched.  Imagefile.pl checks for presence of such keys.

Image 2.6.15: Imagefile.pl

NTUSER.DAT - is hive tracks the activities of individual users. 
e list of files presented with open / save dialog.

Image 2.6.16:  OpenSavePid1MRU
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Acmru.pl plugin tracks the searches done by user in Windows.

Image 2.6.17: Acmru.pl

Adoberdr.pl plugin finds the recently opened adobe reader (pdf) files and the version of adobe
reader installed on the system.

Image 2.6.18: Adoberdr.pl

Ccleaner.pl locates whether ccleaner was used on the system to clean up. is affects the
analysis.

Image 2.6.19: Ccleaner.pl

Recentdocs.pl traces the recently opened documents by the user.

Image 2.6.20: Recentdocs.pl
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Proxysettings.pl plugin tracks the proxy settings for the host.

Image 2.6.21: Proxysettings.pl

Runmru.pl plugin lists all the most recently used (MRUs) commands in run option of Win-
dows.

Image 2.6.22: Runmru.pl
Typedurls.pl lists all the URLs typed by the user.

Image 2.6.23: Typedurls.pl
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Typedpaths.pl plugin lists all the paths typed by the user in explorer bar.

Image 2.6.24: Typedpaths.pl

User_run.pl plugin was used to list all the auto start points in the HKCU hive.

Image 2.6.25: User_run.pl
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Userassist.pl plugin lists the  files the user clicked in the Windows Explorer.
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Image 2.6.26: Userassist.pl
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Chapter 3 - Forensics Analysis of a Windows 8 Host

3.1 Machine Details
e analysis was carried out on a Virtual Machine running in Oracle Virtualbox with 1 GB

RAM and 20 GB Hard disk. Windows 8 Pro(32 bit) with version 6.2.9200 was analyzed for
forensics evidence.  

3.2 Live response using mir-ror
Mir-ror V2.0 was used to carry out live response evidence collection from the host to gather

the state of the live system as present at the time of incident report. [2, 3]
Default script for Mir-ror was adapted to work under Windows 8 environment as it is origi-

nally designed for Windows XP and Windows 2003. e signatures were added to help the
script in identifying e Windows version, otherwise script failed to run. 

Image 3.2.1: Signature for Identify OS

Moreover another modification made was to comment out the calls to now .exe as they were
valid for Windows 2003 only. 

Image 3.2.2: Comment out now.exe

en there were few tools called in the script which were not available in the Sysinternal suite
installation for Mir-ror and included in fetch.txt.  ey needed to be downloaded and included
in the Mir-ror installation directory.
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Image 3.2.3: Extra tools

e files that were downloaded and included in the tools are shown below.

Image 3.2.4: Included tools

Additionally memory dump was created using winpmem v1.4.1 and for that purpose follow-
ing command was added to the script.

Image 3.2.5: Winpmem

To aid in browser forensics and collection of Skype history following tools were added to the
script. (source: www.nirso.net) 
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Image 3.2.6: Browsers and Skype tools

All the tools were copied to a USB flash drive under \\tools\mir-ror directory and this drive
was plugged in a host on the same network as the target system and this directory was mapped
as a network drive ‘M’. erefore no tools were needed to be copied to the target host. Aer
mir-ror was run it generated output in a directory with a suffix of the host name as the host-
name was ‘Forensic8, the directory was named ‘Livecap_Forensic8’.

It must be noted here that cookies have been saved using a unique id and not domain names
as done for earlier versions of Windows. A look at one of the cookies reveals following:

Image 3.2.7: Cookie example

Handles.log file generated by mir-ror shows the processes and the associated threads and
handles information. is log presented some interesting information like telnet service being
started (which is disabled by default in Windows 7) and presence of an active telnet session.
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Image 3.2.8: Handles.log

One suspicious process was traced which is not normally found in a normal execution of
Windows 8 as shown below. 

Image 3.2.9: Suspicious process example

is process needs further investigation.

Netstat.log shows the result of netstat command which displays all the open TCP connections.
e telnet session and hh.exe were found to be listening for connections.

Image 3.2.10: Netstat.log
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Openports.log shows the ports open on the host and it was found that port 23 (telnet) was
open and connected and port 80 was also found to be open.

Image 3.2.11: Openports.log

Psinfo.log shows the information about the host and the programs installed. It was found that
Mozilla Firefox and Skype were installed on the host.
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Image 3.2.12: Psinfo.log

Psloggedon.log shows the currently logged on users and it also confirmed that two users were
logged on at the time of live response and also there was a session through resource shares.

Image 3.2.13: Psloggedon.log

Pstasklist.log shows the running processes with threads and the execution state of the
processes. e suspicious processes can be seen in this list too.

60

Chapter 3 - Forensics Analysis of a Windows 8 Host

Marios Soulas • University of Piraeus • February 2014



Image 3.2.14: Pstasklist.log
Scquery.log displays the installed services and their  status. Analysis shows the telnet service

is enabled and running.

Image 3.2.15: SC_Query.log
61

Chapter 3 - Forensics Analysis of a Windows 8 Host

Marios Soulas • University of Piraeus • February 2014



Schtasks.log displays the scheduled jobs which are set to run at predefined intervals / time
an oen are used in post exploitation stage to achieve persistence or hide activity by intruders.
Analysis shows a scheduled task is created to start hh.exe on startup.

Image 3.2.16: Schtasks.log

Psloglist_system.csv files lists the event log and reveals the time when telnet service was in-
stalled and set to auto start.

Image 3.2.317: Psloglist_system.csv
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Psloglist_security.csv list all the security events and provides valuable information about when
a particular account was created, logged in /out and modification of privileges and also indicates
any failed logged in attempts.

Image 3.2.18: Psloglist_security.csv

Firefox Download History - One file, probably a program to hack facebook accounts was
downloaded using firefox as shown below.

Image 3.2.19: Firefoxdownloads.csv

Browsing History - e browsing history for all the browsers is shown in BrowsingHisto-
ryView.csv file and it contains a number of user ful information like email addresses and the
sites visited.
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Image 3.2.20: BowsingHistoryView.csv

Mozilla History View - Similarly MozillaHistoryView.csv shows the browsing history details
for firefox only. 

Image 3.2.21: MozillaHistoryView.csv
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IECacheView.csv lists all the objects present in the browser cache of Internet Explorer, it can
serve a valuable source of information for locating drive by download  and other browser based
attacks and forensic artifacts like images etc. 

Image 3.2.22: IECacheview.csv
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Similar cache view can be seen for firefox using MozillaCacheView.csv.

Image 3.2.23: MozillaCacheview.csv

LastSearches.csv lists all the web searches made on the host using various search engines. It
was found that quite a few searches related to hacking and for website related to dealing in un-
derground market were made.
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Image 3.2.24: LasSearches.csv

SkypeHistory.csv lists all the chat, call and file transfer logs for skype users. e conversation
related to hacking someone’s facebook account and subsequent call and file transfers were all
spotted in this log.

Image 3.2.25: SkypeHistory.csv
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3.3 Memory Analysis
Winpmem was used to create raw dupm(.raw) and windows crash dump (.dmp) for the mem-

ory.  ese dumps were used with Memoryze and Redline memory Analysis tools from Man-
diant to find out any information from the memory. Memoryze uses XML based batch scripts
to configure various options. e provided ProcessAuditMemory.Batch.xml script was modi-
fied to make it analyze the captured memory image using pmem during Incident response.[14,
15]

Image 3.3.1: ProcessAuditMemory1.Batch.xml

e Memoryze tool was run with modified batch script as shown below.

Image 3.3.2: Memoryze.exe
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Memoryze has the capability to identify the OS for the memory image provided automatically
and it correctly identified both the OS and the version.

Image 3.3.3: Memoryze OS – Version identification

e results of analysis are stored by Memoryze in a folder in XML format and Redline tool is
used to view them graphically. e option selected was to view already collected artifacts from
a memory analysis performed by Memoryze and then We opted to investigate the entire mem-
ory image.

Image 3.3.4: Redline tool
69

Chapter 3 - Forensics Analysis of a Windows 8 Host

Marios Soulas • University of Piraeus • February 2014



Red line presents an interactive GUI for analyzing the results. e list of processes running
in the memory can be seen by clicking Process link. A detailed description and path for each
process is listed.

Image 3.3.5: Redline Process link

Clicking on Timelines link displays the process creation / stopping time line for every process. 
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Image 3.3.6: Redline Timelines link

Handles opened by various processes can be seen by clicking Handles link.

Image 3.3.7: Redline Handles
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e ports opened by each process as present in the memory can be seen by clicking on
Ports link. is list can be further filtered based on port state. ‘Listening’ and ‘Established’ ports.
Telnet port 23 can be seen in the graphic below to be listening.

Image 3.3.8: Redline Ports

e ports in ‘Established’ state can be seen below.

Image 3.3.9: Redline ports 'Established' 72
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To see the strings in memory it is advisable to analyze one process at a time by providing
Process ID (PID) or its process name in the batch file.

Image 3.3.10: Batch file process analyze

e strings analysis option is turned off by default and needs to be turned on, when needed.

Image 3.3.11:  String Analysis option

e process memory for Internet Explorer was looked for and four instances were located in
memory.

73

Chapter 3 - Forensics Analysis of a Windows 8 Host

Marios Soulas • University of Piraeus • February 2014



Image 3.3.12: Process memory for Internet Explorer

To look for email addresses in the memory major web mail providers were filtered and quite
a  few email addresses could be traced.

Image 3.3.13: Strings for mail ac-
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Alternately regular expressions for email addresses were used to find out more email ad-
dresses.

Image 3.3.14: Regular expression for email addresses

Passwords were looked for in the memory of Internet explorer.

Image 3.3.15: Passwords in memory of explorer
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Similarly memory analysis for Firefox.exe process was also carried out by providing the 
process name in the batch file. 

Image 3.3.16: Firefox.exe process in batch file

3.4 SANS SIFT ANALYSIS
e disk copy and registry copy is almost the same procedure as Windows 7(Chapter 2.4)

thats why we did not mention it.
SANS SIFT workstation provides comprehensive open source tools for carrying out forensics

analysis which include autopsy browser etc.[11]
e disk image was analyzed using autopsy browser in SIFT workstation. A new case was

created using the interface of autopsy. 
e procedure and the results was similar with windows 7 (2.4 SANS SIFT ANALYSIS) thats

why we don 't mention them again. e only result we want  to check is mention below.
File analysis also allows for browsing and viewing files. We can see again processes hh.exe

and nc.exe.

Image 3.4.1: Browsing and viewing files
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3.5 Registry Analysis
Regripper was used to analyze the registry hives acquired from the disk of the target host.

Analysis of SAM hive from %WINDIR%\system32\config\SAM provided following results.
We prefer to mention only some critical points in this chapter because most of them was similar
with windows 7(2.5 Registry Analysis).[12, 13]

Browser helper objects are used by malware to modify pages and insert malicious links. No
such BHOs were found.

Image 3.5.1: Bho.pl

Every malware needs persistence to survive across re-boots. So_run.pl plugin checks for
such ASEPs in registry.

Image 3.5.2: So_run.pl

Image file execution is used to launch another application (may be malware) whenever an
application is launched.  Imagefile.pl checks for presence of such keys.
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Image 3.5.3: Imagefile.pl

Ccleaner.pl locates whether ccleaner was used on the system to clean up. is affects the
analysis.

Image 3.5.4: Ccleaner.pl
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Chapter 4 - Conclusions

4.1 Final Verification
Windows 7 and Windows 8 have an entirely different user interface and apparently seem to

be different operating systems. From a forensics perspective, only few differences can be found
between these two versions of Windows. Essentially, all Windows versions have inherited the
basic structure in which the Windows operating system is built. In order to evaluate and com-
pare these two operating systems from a forensics perspective, we applied suitable procedures
and tools to them and compared the resultsto identify differences, if any. Forensics artifacts
were specifically looked into.

4.2 File Downloads
File downloads may occur in various forms, like direct downloads using browsers and other

soware where Open/ Save dialog is used to specify the location for saving the downloaded
file. e OpenSaveMRU key in NTUSER.DAT registry hive for individual user keeps a record
of such downloads and it is common in both Windows 7 and 8. 

Windows 7 has MS Outlook as email client bundled; it saves information about the files sent
as attachments with email in the %USERPROFILE%\AppData\Local\Microso\Outlook folder.
But in Windows 8 MS Outlook has been replaced with Mail app, which is a modified version
of Windows Live Mail app. It saves the record email messages, attachments and contacts in the
%USERPROFILE%\AppData\Local\Packages\microso.windowscommunicationsapps\Local-
State\Indexed\LiveComm folder. e record of skype chats, sent / received files and calls is
maintained in the same way in both version of Windows. 

ere is no difference in the way almost all the major browsers, such as IE, Firefox and
Chrome, keep the browsing history and record of downloaded files in both these versions of
the OS.  

4.3 Program Execution
Due to the fact that both operating systems have the same basic structure, they follow similar

program execution procedures. e user-assist mechanism helps in tracking user launched
GUI-based programs with the help of icons placed on the desktop in both OS. Likewise, they
keep the record of Last Visited MRU and Run MRU in the same location in registry
NTUSER.DAT\Soware\Microso\Windows\CurrentVersion\Explorer\ComDlg32\LastVis-
itedPidlMRU and
NTUSER.DAT\Soware\Microso\Windows\CurrentVersion\Explorer\RunMRU respectively. 

e application compatibility Cache keeps track of all the executed executables,  in both Win-
dows 7 and 8. 

Jump lists are stored in Windows 8 and 7 in a similar way in the %USERPROFILE%\App-
Data\Roaming\Microso\Windows\Recent\AutomaticDestinations folder. 

4.4 File Opening/Creation
Both versions of Windows use the NTUSER.DAT\Soware\Microso\Windows\CurrentVer-

sion\Explorer\RecentDocs registry key to store the record of recent documents accessed, on a
per user basis. 
Shell bags analysis also does not have any difference in Windows 8 and 7. It provides valuable
information on how various resources, within and outside the system, were accessed using
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Windows Explorer. 
4.5 Deleted Information

Search –WordWheelQuery  records the keyword searches in start menu in both Windows 8
and 7. e thumbnail cache system also works the same way in both OS. It stores  the thumbnail
copy of the pictures in the %USERPROFILE%\AppData\Local\Microso\Windows\Explorer
folder. ere is no difference in the Recycle bin’s structure as well. 

4.6 Information About Physical Location
NetworkList in Soware registry hive in Windows 8 and 7, maintains a list of networks /

SSIDs to which the host was connected, including the MAC addresses and time. Sometimes it
is also possible to pinpoint the physical location of a connection using triangulation for Wireless
networks.

Cookies and Internet browsing history is also preserved in the same way in both OS. 

4.7 USB Drive Usage
Both OS track the use of USB devices in a similar way and provide an identification of the

devices attached to the system on a per user basis.

4.8 Account Usage
Like all the other versions of Windows, Windows 8 also tracks the account login attempts,

creation times, password changes, logon type and remote access in a similar way with older
versions.

4.9 Memory Forensics
Volatility is the tool of choice for memory analysis. Up till now the Windows 8 memory dump

analysis is not supported by Volatility, hence it is proved to be a major stumbling block in an-
alyzing memory. e only suitable alternate available was Memoryze but it was not proved to
be as effective as Volatility. It lacked many features, such as the ability to find services, password
hashes and excellent string search facility (using regex)  provided by Yara plugin. 

4.10 Disk Forensics
ere was no difference found in the forensics details of the Hard disk image in Windows 8

and 7, as both these OS use the same file system and structure.

4.11 Live Response
e mir-ror script did not provide signatures of Windows 8, in order to handle the user profile

location, which is the same for both OS. For this reason the script required minor modification
in order to be compatible with Windows 8.

4.12 Summary
rough this research we conclude that, despite the differentiation between Windows 8 and
Windows 7 in the User Interface, these two versions of Windows are very similar from a foren-
sics point of view. 
e differences found, such as mail client, user interface, memory forensics and live response,
were very subtle and are largely due to the fact that the tools do not yet have  signatures to iden-
tify Windows 8 and therefore fail in identifyingng the correct operating system. 80
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On the other hand, the similarities between them lie in the application cache for executables
programs, the way jump lists are stored,  shell bags analysis and registry key, thumbnail cache
and recycle bin, soware registry hive, the way cookies and internet browsing history are stored,
usb devices tracking, account details and disk analysis. 
In summary, we conclude that almost all the tools functioned without a problem on both op-
erating systems.
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