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Chapter 1 - Infroduction

1.1 Scope and Methodology Plan

In this thesis we propose a methodology for digital data analysis in Windows 7 and Windows
8 environments. The aim of this research is to map out how the analyst should be thinking and
how he should modify the available tools in order to make them fit fully in his operational
needs. When a new version of an operating system is released, the adaptation of the analyst is
usually difficult. Through this work we try to emulate a proper way of thinking, in order to
allow the analyst to have a full and smooth transition into the new version.

In order to follow a specific forensics plan, one must first break the methodology into small
independent processes. After that, one must come up with the tools that one is going to use in
each process.

The forensics methodology follows a basic rule, namely that we should make as few changes
as possible to the system under review. The first step is to make sure that we have an incident.
We achieve that with the process of incident handling (response). After we ascertain that we
have an incident, we move on the next steps which is making copiesof the memory, the registry
and the hard disk. By using the mir-ror tool, we take a copy of the memory in order to make
as few changes to the system (memory) as possible. We use some other tools for the registry
and the hard disk copy. The work finishes with the analysis of the memory, the registry and the
hard disk.

This thesis is structured as follows: firstly we discuss the tools and the working environment
chosen for this particular research. Second the methodology is applied to the windows 7 op-
erating system. After that, the tools we use are modified and applied again in the windows 8
operating system. In conclusion we make a comparison of our results between these two op-
erating systems.

1.2 Windows 7 Methodology

The Independent processes we choose for windows 7 forensics are:

« Incident response (registry, memory copy)

« Memory analysis

« Disk copy

« File analysis

« Registry Analysis

The tools that we are going to use in each step are:

« MIR-ROR (Is a security incident response tool, command-line script that calls specific Win-
dows Sysinternals tools. It provides live capture data for investigation.) / We add winpmem
(Open source windows memory imager. It has the ability to analyze live mempry on a running
computer) for memory copying also to this tool.

« Volatility (Framework with open collection of tools, implemented in python. It used for ex-
traction of digital artifacts from RAM)

o SIFT (Vmware Appliance with forensic tools preconfigure and cross compatibility between
Linux and Windows).

« Regripper (Written in perl, is a data extraction tool for windows registry).

1.3 Windows 8 Methodology

The Independent processes we choose for windows 8 forensics are:



« Incident response (registry, memory copy)

« Memory analysis

« Disk copy

« File analysis

« Registry Analysis

The tools that we will use in each step are:

« MIR-ROR (suite of tools for incident response) / We add winpmem for memory copying
also to this tool.

» Memoryze (Free memory forensic software which can acquire and analyze memory images
on a live system)

o SIFT (for disk copy and file analysis)

« Regripper (for registry analysis)

1.4 Tools Choise

In order to spot the differences between the two operating systems, we chose to use the same
tools (except volatility which was not available for windows 8 yet) for the two operating systems.

The Mirror suite is also not available for windows 8. However, after creating a signature (iden-
tify OS) and making some changes in the batch file (extra tools added) we managed to make it
compatible with windows 8 as well.

Care has been taken to be as compatible as possible with the SANS Digital Forensics and In-
cident Response Poster of 2012. [1]

1.5 Lab Environment

The analysis was carried out on two Virtual Machines, running in Oracle VirtualBox platform.

Windows 7 Windows 8

Ultimate (32 bit, ver. 6.1.7600) - Pro(32 bit, ver. 6.2.9200)
1GB RAM 1GB RAM

20GB Hard Disk 20GB Hard Disk

The details of the Virtual Machines are given before our analysis at the beginning of each
chapter.



Chapter 2 - Forensics Analysis of a Windows 7 Host

2.1 Machine Details

The analysis was carried out on a Virtual Machine running in Oracle Virtualbox with 1 GB
RAM and 20 GB Hard disk. Windows 7 Ultimate (32 bit) with version 6.1.7600 was analyzed
for forensics evidence.

2.2 Live response using mir-ror

Mir-ror V2.0 was used to carry out live response evidence collection from the host to gather
the state of the live system as present at the time of incident report. Default script for Mir-ror
was adapted to work under Windows 7 environment as it is originally designed for Windows
XP and Windows 2003. The modifications made included commenting out the calls to now
.exe as they were valid for Windows 2003 only. [2, 3]

IREM now.exe |[Copying the registry files for offline analysis] »>»> %LOGS%:\Livecap %COMPUTERNAME%\MIR-ROR.log

Image 2.2.1: Modification

Then there were few tools called in the script which were not available in the Sysinternal suite
installation for Mir-ror and included in fetch.txt. They needed to be downloaded and included
in the Mir-ror installation directory.[4]

MIR-ROR v.2.0 as of 3/21/12
fetch.txt v.2.0.1 as of 4/11/12

1) Download the Sysinternals Suite: http://technet.microsoft.con/en-us/sysinternals/bb842062. aspx

) Download http: / /. tzworks.net/prototype page.php?proto id=9

3) Dosinload [The STeuthRIt (TSKI http: //wiw. sleuthkit.org/sleuthkit/download. php

4) Downlozd [the Windows Server 2003 Resource Kit Tools} http://wi.nicrosoft. con/downloads /details. aspx?FanilyI0-0d467a69-57#F -daeT-6ee-
018ct798cfd&displaylang=en

5) Downloadfrom holisticinfosec.org: http://holisticinfosec.org/toolsnith/files/seccheck/seccheck. exe

6) Download [openports.exe] from Holisticinfosec.org: http: //holisticinfosec.ong/toolsnith/files/openports/openports. exe

Image 2.2.2: Extra tools



Chapter 2 - Forensics Analysis of a Windows 7 Host

The files that were downloaded and included in the tools are shown below.

(from unpacked TZWorks file)
ntfscopy.exe

(from unpacked TSK file)
fls.exe

libewf,dll

msvem99.dll

msvcp9@.dll l"\CVCI:‘]oUO'D;:j“é
99.d11 msvCcr K

:i\;;; di1 zlib.dll included |
z instead

(from unpacked Win2K3 ResKit)
now. exe

Showacls.exe
showpriv.exe
srvinfo.exe

Downloaded from
alternate sources
as not available on
indi d source

(from Holisticinfg

Image 2.2.3: Files Included

Additionally memory dump was created using winpmem v1.4.1 and for that purpose follow-
ing command was added to the script.

ECHOD Running winEi=ip of ZCOMPUTERNAMER:.

winpmem 1.4.exe #L0GS%:\Livecap #COMPUTERNAMER\physmem.raw
winpmem 1.4.exe -d XLOGSX:‘\livecap HCOMPUTERNAMER‘\physmemdmp.dmp
ECHO.

Image 2.2.4: Winpemem

All the tools were copied to a USB flash drive under \\tools\mir-ror directory and this drive
was plugged in a host on the same network as the target system and this directory was mapped
as a network drive ‘M’ Therefore no tools were needed to be copied to the target host. After
mir-ror was run it generated output in a directory with a suffix of the host name as the host-
name was ‘T-PC, the directory was named Livecap_T-PC.

A look at the mirror output reveals:-
Recycle Bin:
There were three pdf files found in recycle bin. They were Oracle tutorials.

Mame Date madified Type Size

=] SIE2LM.PDE 1/18/2013 11:23 PM  PDF File 1 KB
|| SILOCGL5.pdf 1/18/201311:22 PM PDF File 1KE
,!, SI0046GX, pdf 1/18/2013 11:23 PM PDF File 1KE

Image2.2.5: Recycle Bin

Marios Soulas ¢ University of Piraeus ¢ February 2014




Chapter 2 - Forensics Analysis of a Windows 7 Host

A list of cookies found:

m t@ad.yieldmanager[1].bd
|| t@atdmt]{1].b

| | t@atdmt{2].bt

|| t@bing[1].bt

|| t@bing[2].bt

| | t@bluekail2].bt

|| t@c.atdmt[2].6

|| t@c.atdmt[3].d

|| t@c.bing[1]4t

| | t@c.bing[3].tdt

|| t@cT.atdmt[1].t

|| t@cT.microsoft[1].b¢

|| t@debuggerimmunityine[1].tet
!~|_|"' t@debugger.immunityinc[2]. bt

|| t@demdex[2] bt

|| t@doubleclick]1].b¢
|| t@fastclick{1].6¢

|| t@google[1].b¢

|| t@google[3].b¢

|| t@google[4].b¢

|| t@interclick[1].bet

|| t@invitemedia[2].bd
| t@live[ 2]t

|_|_ t@rm.webtrends[2].bd
m t@rm.webtrends[3].bd
i_| t@microsoft[1].td
ij t@rnicrosoft[2].td

|| t@microsoftsto. 112.207[1] b

[Date modified

10/24/2013 4:30 PM
1/18/2012 10:38 PM
1/18/2013 11:25 PM
10/24/2013 4:28 PM
1/18/2013 10:44 PM
10/24/2013 4:29 PM
10/24/2013 416 PM
1/12/2013 10:37 PM
10/24/2013 4:28 PM
1/18/2012 10:37 P
10/24/2013 425 PM
1/18/2012 11:25 PM
1/18/201311:25 PM
10/24/2013'4:14 PM
1/18/2013 10:40 PM
10/24£2013 415 PM
171872013 10:38 PM
171842013 10:37 PM
1/18/2013 10:38 PM
1/18/2012 11:25 PM
1/18/2013 11:25 PM
1/18/2013 10:37 PM
1/18/2013 10:38 PM
10/24/2013 415 PM
171872013 11:25 PM
10/24/2073 414 PM
10/24/2013 414 PM
1/18/2012 11:25 PM
1/18/2013 11:25 PM

Type

DAT File

Text Document
Text Document
Text Document
Text Document
Text Document
Text Docoment
Text Document
Text Document
Text Pocument
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Text Documnent

Size

42 KB
1KB
1KB
1 KB
1KB
1KB
1KB
1KB
1KB
1KB
1KB
1 KB
1KB
1KB
1KB
1KB
1KB
1KB
1KB
1 KB
1KB
1KB
1KB
1KB
1KB
1KB
1KB
2 KB
1KB

Image 2.2.6: Cookies

Three administrator accounts were found to be present on the target host.

File Edit Format View Help

Blias name administrators

Comment Administrators have complete and unrestricted access to
the computer/domain

Administrator
backdoor

t

The command completed successfully.

Image 2.2.7: Admin Accounts

Marios Soulas « University of Piraeus ¢ February 2014




Chapter 2 - Forensics Analysis of a Windows 7 Host

There were total four accounts on the host including the Guest account.

File Edit Format View Help

User accounts for MWT-PC

Administrator
backdoor
Guest

t

The command completed
successfully.

Image 2.2.8: Users Accounts

The network mapped drive found was the one containing the tools directory for mir-ror.

File Edit Format View Help
New connections will be remembered.

S5tatus Local Remote

Microsoft Windows Hetwork

The command completed successfully.

Image 2.2.9: Network Mapped Drive

Ftype utility is used to list all registry keys contained in HKEY_CLASSES_ROOT carrying
the shell\open\command sub Key and shows the all the registered file types along with the ap-
plication used to open these including any arguments and switches etc. This key is sometimes
used by Malware as a persistence mechanism to execute the malware each time a particular
file type is opened. No traces of such activity were found on this host.

Marios Soulas « University of Piraeus ¢ February 2014




SPCFile=%SystemRootX\system32\rundl132.exe cryptext.dll,CryptExtOpenPKC57 %1 ~
STLFile=%SystemRoot¥\system32\rundl132.exe cryptext.dll,CryptExtOpenCTL %1
stssync="C:\PROGRA~1V\MICROS~2N\OF ficel2\OUTLOOK . EXE" /share "%1"

telnet="C:\Windows'\System22\rundl132.exe” "C:\Windows\S5ystem32\url.dll",TelnetProtocolHandler %1
textfile="%ProgramFiles¥\Windows NT\Accessories\WORDPAD.EXE" "X1"
themefile=%SystemRoot#\system32\rundl132.exe #SystemRoot¥\system32%shell32.d11l,Control RunDLL %SystemRoot®
\system32\desk.cpl desk,@Themes /Action:OpenTheme /file:"%1"
themepackfile=%5ystemRoot¥\system32\rundl132.exe ¥SystemRoot¥\system32\shell32.d1l,Control_ RunDLL ¥SystemRootX
\system32\desk.cpl desk,@Themes /Action:OpenTheme /file:"%1"
TIFImage.Document=%SystemRoot®\System32\rundl132.exe "%ProgramFilesi\Windows Photo Viewer\PhotoViewer.d11",
ImageView Fullscreen %1

tn3278="C:\Windows\System22\rund1132 . exe” "C:\Windows\System32\url.d11l",TelnetProtocolHandler %1
txtfile=%SystemRoot®\system32\NOTEPAD.EXE ¥1

VBEFile="%5ystemRoot#\System32\WScript.exe™ "¥1" %*

VBSFile="%5ystemRoot®\System32\WScript.exe™ "¥1" %*

vcard_wab_auto_file="%ProgramFiles¥\Windows Mail\wab.exe" fvcard "¥1"

VisioViewer.Viewer="C:\Program Files‘\Internet Explorer\iexplore.exe™ -nochome

VSTA. config.8.@="C:\Program Files\Microsoft Visual Studic 8\Common7\IDE‘\vsta.exe" /dde
V5TA.cs.8.8="C:\Program Files\Microsoft Visual Studic 8\Common/\IDE\vsta.exe" /dde
VSTA.csproj.8.8="C:\Program Files\Common Files\Microsoft Shared\MSEnv\VSLauncher.exe” "#1"
VSTA.datasource.8.8="C:\Program Files\Microsoft Visual Studic 8\Common7%\IDE%vsta.exe" /dde
V5TA.disco.8.8="C:\Program Files\Microsoft Visual Studic 8\Common7M\IDE\vsta.exe" /fdde
VSTA.dtd.8.8="C:\Program Files\Microsoft Visual Studic 8\Common7)IDE‘\vsta.exe" /fdde
V5TA.sd1.8.8="C:\Program Files\Microsoft Visual Studio 8\Common7%IDE‘\vsta.exe" fdde
VSTA.snippet.8.8="C:Program Files\Microsoft Visual Studic &\Common73\IDE‘\vsta.exe" /dde
V5TA.vb.8.8="C:\Program Files\Microsoft Visual Studic 8\Common/\IDE\vsta.exe" /dde
VSTA.vbproj.8.8="C:\Program Files\Common Files\Microsoft Shared\MSEnv\VSLauncher.exe" "#1"
VSTA.vstemplate.8.8="C:\Program Files\Microsoft Visual Studio 8\Common7%\IDE%vsta.exe" /dde

V5TA. wsdl.8.8="C:\Program Files‘\Microsoft Visual 5tudic 8\Common7\IDE\wsta.exe" /dde
VSTA.xdr.8.8="C:\Program Files\Microsoft Visual Studic 8\Common7%IDE\vsta.exe" /dde
VSTA.xml.8.8="C:\Program Files\Microsoft Visual Studioc &\Common7)IDE\vsta.exe" /dde
V5TA.x51.8.@="C:\Program Files\Microsoft Visual Studic &\Common7%IDE‘\vsta.exe" /dde

VSTA. xs1t.8.8="C:\Program Files\Microsoft Visual 5tudic 8\Common/7\IDE\vsta.exe" /dde
wab_auto_file="¥ProgramFiles¥\Windows Mail\wab.exe" /Import "%1"™

wbcatfile=%SystemRoot#\system32\sdclt.exe /restorepage

WCH. AutoPlayHandler=Xsystemroot¥\system32yrundl132. exe ¥systemrootX\system32\wzcdlg.dll,ImportFlashProfile %L o

Image 2.2.10: Registry Keys

Hosts file is sometimes used by malware to corrupt the DNS query mechanism of the
compromised hosts. No such traces were found on this host.

ﬁ Copyright (c) 1993-2869 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#' symbol.

#

# For example:

#

# 182.54.94 .97 rhinc.acme.com # source server

# 38.25.63.186 X.acme, com # x client host

# localhost name resclution is handled within DNS itself.

# 127.8.8.1 localhost

# i localhost

Image 2.2.11: Hosts File



Chapter 2 - Forensics Analysis of a Windows 7 Host

Administrative shares found on the target host are shown below.

F | net_share.log - Notepad -0
File Edit Format View Help
Share name Resource Remark A
(41 C:\ Default share
19CS Remote ¢
ADMING C:\Windows Remote Admin :
The command completed successfully. -
W

Image 2.2.12: Admin Shares

ARP table is analyzed to see whether ARP poisoning has been used to carryout MITM attacks.
No indications of such activity were found.

File Edit Format View Help

Interface: 192.168.8.18 --- @xb
Internet Address Physical Address Type
192.168.8.1 ge-24-81-db-c5-c9 dynamic
192.168.8.127 B@-21-5d-ed-3a-f4 dynamic

192.168.8.255 ff-tF-ff-ffF-fF-ff static
224.8.8.22 @1-8@-5e-06-00-16 static
224.8.8.252 81-80-52-00-80-fc static
255.255.255.255 ff-ff-ff-ff-ff-ff static

Image 2.2.13: Arp Table
Driverquery shows whether any malicious program is installed as a driver, the indication

would be such driver is most likely unsigned or if signed, mostly it is from a conspicuous man-
ufacturer. No such unsigned driver was found as shown below.

Marios Soulas ¢ University of Piraeus ¢ February 2014




Chapter 2 - Forensics Analysis of a Windows 7 Host

File Edit Format View Help

"Devicelame”,"InfName”,"IsSigned”, "Manufacturer”

"Generic volume shadow copy"”,"wolsnap.inf"”,"TRUE","Microsoft”

"Generic volume shadow copy"”,"volsnap.inf","TRUE","Microsoft”

"Generic volume shadow copy","volsnap.inf","TRUE","Microsoft”

"Generic volume shadow copy"”,"volsnap.inf","TRUE","Microsoft”

"Generic volume shadow copy"”,"volsnap.inf"”,"TRUE","Microsoft”

"Generic volume shadow copy”,"volsnap.inf","TRUE","Microsoft”

"Generic volume","volume.inf","TRUE","Microsoft”

"Generic volume","wvolume.inf","TRUE", "Microsoft™

"Wolume Manager","machine.inf”,"TRUE"," (Standard system devices)"

"Microsoft Virtual Drive Enumerator Driver","machine.inf","TRUE","(Standard system
devices)"

"UMBus Enumerator","umbus.inf","TRUE","Microsoft”

"UMBus Enumerator”,"umbus.inf","TRUE","Microsoft”

"UMBus Root Bus Enumerator”,"umbus.inf","TRUE","Microsoft"

"Plug and Play Software Device Enumerator”,"machine.inf","TRUE","(Standard system
devices)"

"Terminal Server Mouse Driver"”,"machine.inf","TRUE","(5tandard system devices)"
"Terminal Server Keyboard Driver","machine.inf","TRUE","(5tandard system devices)"
"Remote Desktop Device Redirector Bus","rdpbus.inf”,"TRUE","Microsoft"

"WAN Miniport (55TF)","netsstpa.inf”,"TRUE", "Microsoft™

"WAN Miniport (PPTP)","netrasa.inf”,"TRUE","Microsoft"

"MWAN Miniport (PPPOE)","netrasa.inf”,"TRUE", "Microsoft”

"WAN Miniport (IPv6)","netrasa.inf”,"TRUE","Microsoft”

"WAN Miniport (IP)","netrasa.inf”,"TRUE", "Microsoft”

"WAN Miniport (Network Monitor)","netrasa.inf”,"TRUE","Microsoft"

"WAN Miniport (L2TP)","netrasa.inf"”,"TRUE","Microsoft"”

"WAN Miniport (IKEw2)","netawvpna.inf","TRUE","Microsoft"

Image 2.2.14: Driverquery

Ipconfig displays the installed NICs and their configuration as shown below. Nothing con-
spicuous was found.

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . : localdomain
Description . . . . . . . . . . . : Intel(R) PRO/1008 MT Desktop Adapter
Physical Address. . . . . . . . . : B83-88-27-CE-81-8B
BHCP Enabdiodesss® . . . . . . . o @ Yes
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : feB0::21b7:c7ce:506d:22c6%11(Preferred)
IPvd Address. . . . . . . . . . . & 192.168.8.18(Preferred)
Subflet Mgsk . . - - . o L o o o . @ 255.255.255.8
Lease Obtained. . . . . . . . . . : Thursday, Octcober 24, 2813 4:87:83 PM
Lease Expires . . . . . . . . . . ! Thursday, October 24, 2013 16:87:85 PM
Default Gateway . . . . . . . . . : fe8@::224:1ff:fedb:c5c9%11
192.168.0.1
DHCP Server . . . . . . . . . . . : 192.168.8.1
DNS Servers . . . . .+« o« o« < & 192.168.9.1
NetBIOS over Tcpip. . . . . . . . : Enabled

Image 2.2.15: Ipconfig
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Handles.log file generated by mir-ror shows the processes and the associated threads and
handles information. This log presented some interesting information like telnet service being
started (which is disabled by default in Windows 7) and presence of an active telnet session.

|EFS: Process tintsvr.exe(2256)
708: Process tlntsess.exe(2360)
784: Process taskmgr.exe(1788)

78C: File (---) A\Device\Tcp

Image 2.2.16: Handles.log

Also apart from the user name “I” indications of another session by user named ‘backdoor’

were found.

730: Key HEKLM\SYSTEM\WPA\SDECBAF1-8341-4b93-85CD-72686C2DF94C-5P-8
734: File (R--) | C:\UserS\t\NTUSER.DﬂTiGccedZFI—ﬁeal—llde—Bbed—
Blefbcdl1824}. TMContainer8BAB000000B000000A01 . regtrans-ms

738: Key YWREGISTRY\AN{36B21789-3C9C-11E3-837E-086827CEQ10B }\DefaultObjectStore
73C: Process sppsvc.exe(552)

748: Token NT AUTHORITYM\LOCAL SERVICE:3e5

74C: File (R-D) C:\MWindows\System32\LogFiles\WMI\RtBackup\EtwRTMsMpPsSession7.etl
750: Process svchost.exe(1732)

75C: Token t-PCA\t:3b179

76C: Token MT AUTHORITY\LOCAL SERVICE:3e5

77C: Process swvchost.exe(848)

78C: File (RW-) \clfs

790: Process svchost.exe(1432)

794: File (---) C:\System Volume Information\Syscache.hve.lL0GZ
798: File (---) C:\System Volume Information\Syscache.hve.lLOG1
7A4: File (---) C:\System Volume Information\Syscache.hve

JA8: Key WREGISTRY\A\{36B21789-3C9C-11E3-837E-086827CEQ1OB}

7B0: Process sppsvc.exe(552)

7B4: File (---) ‘\Device\Tcp

7C8: Process handle.exe(3456)

JCC: Key \REGISTRY'\A\{36B21789-3C9C-11E3-837E-080027CEB16B }\DefaultlbjectStore
Lrulist

708: Key WREGISTRY\A\{36B21789-3C9C-11E3-837E-080027CER10B}\DefaultObjectStore
ObjectTable

7D04: Key \WREGISTRY\A\{36B21789-3C9C-11E3-837E-080027CE0168B}\DefaultObjectStore

IndexTable\FileIdIndex-{87b33115-61ff-11e2-5139-806e6f6e6963}
7D8: File (---) C:\Users\t\NTUSER.DAT

J0C: Key \REGISTRY\A\{36B21789-3C9C-11E3-837E-080027CEG10E }\DefaultlObjectStore
IndexTable
7EB: Token t-PCAt:3b179

7E4: ALPC Port

7F8: Token 3
7F4: File (R--) C:\Users\backdoor\NTUSER.DATf6cced2fl-6eBl-11de-8bed-

B1eBbcd1824) . TMContainerf8BB00BAE0EABE0BER0A] . regtrans -ms

7F8: Token t-PC\t:3b179

7FC: File (---)  C:\Windows\System32\7B296FB8-376B-497e-B012-9C450E1B7327-5P-
.C7483456-A289-439d-8115-681632D805A8

884: File (---) C:\Windows\System32\7B296FB@-376B-4972-BA12-9C450E1B7327-5P-
.C7483456-A289-439d-8115-681632D805A0

888: Process svchost.exe(1732)
C:\Users\t\ntuser.dat.L0G2

o)

Image 2.2.17: Session by another user



Few suspicious processes were traced which are not normally found in a normal execution
of Windows 7 as shown below.

R, A A AT e, e iy, s, A,

2CB: Thread svchost.exe(1732): 1748
| 2C4: Thread nc.exe(2428): 3696

2C8: Thread spoolsv.exe(1288): 2004

Image 2.2.18: Nc.exe (used as backdoor)

Nc.exe shares its name with Netcat, a famous tool used for multiple tasks including serving
as a backdoor also.

50@: Thread explorer.exe(936): 20864

5E4: Thread demo (1).exe(3968): 3856

5E8: Event

SEC: Process demo (1).exe(3968)

skg: Thread connost.exe(992): 3./bb
= Al PC

Image 2.2.19: Suspicious processes 1

=T = | = T T T

278: Section

274: Process hh.exe(2464)
2/8: Process iexplore.exe(2912)
284: ALPC Port

: Thread

Image 2.2.20: Suspicious processes 2

These processes need further investigation.

Listdll.log displays process wise DLLs loaded by each process. For suspicious process identi-
fied earlier it shows that this process has loaded DLLs which open TCP sockets.



Chapter 2 - Forensics Analysis of a Windows 7 Host

Base

Bx08400000
Bx771f0008
Bx75a60808
Bx754560600
Bx76c50008
Bx76dogeea
Bx769500008
Bx771=0008
Bx74d8e0e8
Bx757f0008
Bx77330008
Bx76adogeg
Bx77380000
Bx76e50008
Bx76a00008
Bx748d60008

(1).exe pid: 3968

ommand line: "C:\test\demo (1).exe"
Size Path
Bx370868  C:\test\demo (1).exe
Ax13ched  C:\Windows‘\SYSTEM3I2\ntdll.d1l
Bxd408g C:\Windows‘system32ikernel32.d1l1
Bx4a060 C:y\Windows'system323\KERNELBASE.d11
BxacBin C:\Windows\system32\msvert.dll
9x35008 | C:\Windows\system32\WS2 32.DLL|
Bxaleea C:\Windows‘\system32\RPCRT4.d11
Bx68a6 C:yWindowsYsystem32YNST.d11
Bx3c080 |C:hwindows3515tem323m5w50ck.d11|
BxcoBe8 C:\Windows‘\system32\user32.d11
BxdeB00 C:\Windows'system324GDI32.d11
Bxab08 C:i\Windowshsystem324LPK.d11
@x9deea  C:\Windows‘\system323U5P18.d11
Bx1+e8e C:\Windows'system324IMM32 .DLL
BxccBeg C:i\Windowshsystem323\MSCTF.d11
Bx5600 C:i\Windows\System32\wshtcpip.dll

Image 2.2.21: Listdll.log demo.exe

Similarly nc.exe and hh.exe were also found to have similar DLLs loaded.

|nc .exe pid: 2428 |
Command line: nc.exe
Base Size Path
BxB0400000 Bx1e888  C:\test\nc.exe
Bx771f6000 ©x13c08d C:\Windows\SYSTEM32\ntdll.d1ll
@x75a60000 ©xd400e C:\Windows)system32\kernel32.d1ll
Bx75450000 ©x42000 AW 11
Bx76d90000 ©x35000 | C:\Windows\system32\W52_32.d11
Bx76c50000 ©xacope C:\Windows'\system32\msvcrt.dll
@x76950000 ©xaleee  C:\Windows)\system32\RPCRT4.d1l1l
Bx771=0000 Ox6000 C:\Windows\system32\NSI.d11
Image 2.2.22: Listdll.log nc.exe
hh.exe pid: 2464
Command line: "C:%\test\hh.exe"
Base Size Path
0x00400002 Oxcde00 C:\test\[[J]. exe
@x771f0000 @xl3ceee C:\Windows\SYSTEM32\ntdll.dll
Bx75a60088 ©xddeee C:\Windows\system32\kernel32.d1l1
Bx754506000 ©xdaeee C:\Windows\svstem32\KERNEL BASE.d11
Bx76d90600 ©x35008 C:\Windows\system32\WS2 32.DLL
Bx76c50000 Oxacoee C:\Windows\system32\msvcrt.dll
Bx76950000 ©xalooa C:\Windows\system32\RPCRT4.d11
@x771=0000 Oxeo0e C:\Windows\system32\NSI.d1l1l
Bx757f0000 ©\xcoope C:\Windows\system32\USER32.d11
@x77330000 ©xdebee C:\Windows\system32\GDI32.d1l1
Bx76add0B@ Bxadbe C:\Windows\system32\LPK.d11
@x77380000 ex9deee C:\Windows\system32\USP1©.d11
B8x76e50000 ©x1foo8 C:\Windows\system32\IMM32.DLL
@x76a00000 ©Oxccoee C:\Windows\system32\MSCTF.dll
@x74d80000 ©x3c8ed |C:\Windows\system32\mswsock.dll |
@x748d0eae exseee C:\Windows\System32\wshtcpip.dll

Image 2.2.23: Listdll.log hh.exe
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Chapter 2 - Forensics Analysis of a Windows 7 Host

Logonsessions.log files shows the logged on sessions and it was found that there were two

sessions open one by user named “T” and it was an interactive session. The other user named
‘backdoor’

File Edit Format View Help

[6] Logon session BABEBEGE:BAB3b179:

| User name: t-PCVE |
Auth package: NTLM
| Logon type: Interactive
Session: 1
5id: 5-1-5-21-477845639-243928137-3845931724-1688

Logon time: 18/24/2013 4:12:23 PM
Logon serwver: T-PC
DNS Domain:
UPN:
1248: taskhost.exe
1996: dwm.exe
936: explorer.exe

2464: hh.exe
2512: conhost.exe
2564: iexplore.exe
2912: iexplore.exe
2928: iexplore.exe
3432: wuauclt.exe
3588: iexplore.exe
2776 msdt.exe
2448: sdiagnhost.exe
3884: conhost.exe
1788: taskmgr.exe

| 3968: demo (1).exe
2992: conhost.exe

[7] Logon session BG0G00GE:B08chE%%e:
User name: t-PCy\backdoor
Auth package: NTLM
Logon type: Interactive
Session: 2]
Sid: 5-1-5-21-477845639-2439208137-30845931724-18681
Logon time: 18/24/2013 6:17:18 PM
Logon server: T-PC
DNS Domain:
UPN:

[8] Logon session BABEBEGE:BB3chEba:
| User name: t-PCybackdoor |
Ayth nackase: NTLM
| Logon type: Interactivel
Session: 5]
Sid: 5-1-5-21-477845639-243920137-3845931724-1661
Logon time: 18/24/2813 6:17:18 PM
Logon server: T-PC
DNS Domain:
UPN:
3692: cmd.exe
960: cmd.exe
| 2428: nc.exe |

Image 2.2.24: Logonsessions.log
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Chapter 2 - Forensics Analysis of a Windows 7 Host

Netsh.log shows the current state of Windows firewall rules and policies.

Public Profile Settings:

State

Firewall Policy
LocalFirewallRules
LocalConSecRules
InboundUserNotification
RemoteManagement
UnicastResponseToMulticast

Logging:
LoghllowedConnections
LogDroppedConnections
FileName

MaxFileSize

BlockInbound,AllowOutbound
N/A (GPO-store only)

N/A (GPO-store only)
Enable

Disable

Enable

Disable
Disable

%systemroot¥\system32\LogFiles\Firewall\pfirewall.log

4896

HI%

Image 2.2.25: Netsh.log

Netstat.log shows the result of netstat command which displays all the open TCP connections.
The telnet session and hh.exe and demo(1).exe were found to be listening for connections.

Active Connections

Proto Local Address Foreign Address State PID
TCP 6.6,68,6:23 8.6.68.68:6 LISTENTNG 2256
[tlntswvr.exe]

TCP 8.8.8.8:135 8.8.8.8:8 LISTEMNING 688
RpcSs

[svchost.exe]

TCP 8.8.8.8:445 B.8.8.8:2 LISTENING 4
Can not obtain ownership information

TCP 8.8.8.8:1974 8.8.a.a:6 LISTENING 29638
[demo (1).exe]

TCP 8.8.8.8:3389 8.8.8.a:8 LISTENING 1188
CryptSwvc

[svchost.exe]

TCP 8.8.8.8:5357 B.8.8.8:@ LISTENING 4
Can not obtain ownership information

TCP 8.8.8.8:49152 6.8.8.8:8 LISTENING 376
[wininit.exe]

TCP 8.8.8.8:49153 6.8.8.8:@ LISTENING 508
eventlog

[svchost.exe]

TCP 8.8.68.68:49154 6.8.8.6:@ LISTENING 876
Schedule

[svchost.exe]

TCP 8.8.8.8:49155 8.8.8.8:2 LISTEMNING 488
[1sass.exe]

TCP 8.8.8.8:49156 6.8.8.8:0 LISTENING 476
[services.exe]

TCP 192.168.68.16:23 192.168.8.127:34489 ESTABLISHED 2256
[tlntsvr.exe]

TCP 192.168.8.18:139 8.8.8.8:8 LISTENING 4
Can not obtain ownership information

TCP 192.168.68.18:49166 192.168.8.18: 88 S¥MN_ SENT 2464
[hh.exe]

TCP 192.168.8.18:49579 82.178.158.19:88 CLOSE_WAIT 2928
Liexplore.exe |

TCP 192.168.68.18: 49868 173.194.35.125:443 ESTABLISHED 2912
[iexplore.exe]

TCP 192.168.68.168:49863 173.154.35.125:443 ESTABLISHED 2912

Image 2.2.26: Netstat.log
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Chapter 2 - Forensics Analysis of a Windows 7 Host

Openports.log shows the ports open on the host and it was found that port 23 (telnet) was
open and connected and port 80 was also found to be open.

File Edit Format VYiew Help

OpenPorts - DiamondCS Console Tools (www.diamondcs.com.au)

SYSTEM
TCP
TCP
TCP
TCP

[TcP
TCP
TCp

.8.18:23
1135
.8.18:139
11974
13389

: 49152
149153
TEF: 149154
TCP .B:49155
TCP B.8.8.8:4915%6 . :8 LISTENING
TCP : .8.18:49166 192.168.8.16:88 CONNECTING
TCPR ; .8.18:49579 82.178.155.19:88 CLOSE_WAIT
TCP . .8.18:49568 173.154.35.125:443 ESTABLISHED
TCP : .B.18:49863 .184.35.125: M43 ESTABLISHED
TCP B8.8.8.8:23 LISTENING
TCP B8.8.8.8:445 LISTENING
TCP 8.8.8.8:5357 LISTENING
UDP . B.18:137 LISTENING
upP ; .8.18:138 LISTENING
UpP : .1:1988 LISTENING
UDP .8.18:1988 LISTENING
UDP 13782 LISTENING
UpDpP 13782 LISTENING
UpP 15355 LISTENING
UDP 151634 LISTENING
UpP .1:54717 LISTENING
upe .1:54881 LISTENING
UDP .1:61186 LISTENING
UDP . 1462 319 LISTENING
UDP .1:62318 LISTENING

(s ]

OO0 0 805 8N
o
#e]

00000000 ®

8.127:34489 ESTABLISHED
g LISTENING
] LISTENING
8 LISTENING
18 LISTENING
g
8
8
g

LISTENING
LISTENING
LISTENING
LISTENING

2R E RS2 b E] P G
oI E @@ e 3

e B R e Moy B By T v By B v |

[
]
d

=
=3}
ca

i
R e R D AN e e
S RS S ST e R e
000000000 000000 E®
CDODOOODDD DO ®D®
COOOIODDDDO 0O OB ®

eI
2Ee 000 E0E @@

Image 2.2.27: Openports.log

Psinfo.log shows the information about the host and the programs installed. It was found that
debugging tools ( debugger of some kind most probably windbg) and python was installed on
the host.
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Chapter 2 - Forensics Analysis of a Windows 7 Host

File Edit Format View Help

Registered organization:
Registered owner:

IE version:

System root:

Processors:

t

&8.0608
C:\Windows
1

1.8 GHz

Intel(R) Core(TM)2 Duc CPU

1824 MB

Standard VGA Graphics Adapter
Label

Processor speed:
Processor type:
Physical memory:
Video driver:
Volume Type
Free  Free

C: Fixed
GBE 56.2%

D: CD-ROM

8.8%

M: Remote
GBE 18.2%
Applications:
Debugging Tools for Windows (x86) 6.12.2.633 |
Google Chrome 368.8.1599.181
Google Update Helper 1.3.21.165
Microsoft Office Access MUI (English) 2867 12.8.4518.1814
Microsoft Office Access Setup Metadata MUI (English) 2867
12.8.4518.1814
Microsoft Office Excel MUI (Enmglish) 28687 12.0.4518.1814
Microsoft Office InfoPath MUI (English) 2687 12.6.4518.1814
Microsoft Office Outlook MUI (English) 2867 12.8.4518.1614
Microsoft Office PowerPoint MUI (English) 2867 12.6.4518.1614
Microsoft Office Professional Plus 2887 12.8.4518.1814
Microsoft Office Professional Plus 2887 12.8.4518.1814
Microsoft Office Proof (English) 2667 12.8.4518.1814
Microsoft Office Proof (French) 2067 12.8.4518.16814
Microsoft Office Proof (Spanish) 28687 12.0.4518.1614
Microsoft Office Proofing (English) 2887 12.8.4518.1614
Microsoft Office Publisher MUI (English) 2667 12.8.4518.16814
Microsoft Office Shared MUI (English) 2087 12.8.4518.1814
Microsoft Office Shared Setup Metadata MUI (English) 2067
12.8.4518.1814
Microsoft Office Word MUI (English) 26067 12.6.4518.1014
Python 2.7.142.7.1158 |

P3600 @

Format Size

MTFS 24.98 GB 12.98

FAT22 MEW VOLUME

Image 2.2.28: Psinfo.log

Psloggedon.log shows the currently logged on users and it also confirmed that two users were
logged on at the time of live response.
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Chapter 2 - Forensics Analysis of a Windows 7 Host

File Edit Format View Help

Users logged on locally:
1@/24/2813 4:12:25 PM t-PCAE
<unknown time: t-PChbackdoor

No one is logged on wvia resource shares.

Image 2.2.29: Psloggedon.log

Pstasklist.log shows the running processes with threads and the execution state of the
processes. The suspicious processes can be seen in this list too.

File Edit Format View Help

cwm 1996
swvchost 876
wuauclt 3432
svchost 1828
svchost 1188
taskhost 1248
spoolsv 1288
swvchost 1324
swchost 1432
UT@Detect 1556
svchost 1732
tlntsvr 2256
tlntsess 2360
cmd 968

nc 2428

cmd 3692
lsass 488
1lsm 496
Csrss 388
conhost 2512
conhost 2724
conhost 2992
conhost Jgeda
winlogon 432
explorer 936
cmd 1736
pslist 3252

tas 1788
2464

iexplore 2564
msdt 2776
iexplore 2912
iexplore 2928 196468 57528
iexplore 3588 125956 12684

demo (1) 3968 29172 484
Process and thread information for T-PC:

Image 2.2.30: Pstasklist.log

48752
213832

53932

98352

73312
166832

56544

61923

33672

76116
148916

21256

3bled

14216

les2e

2888

31744

22948 1644
158824
43528 a44
43584 dbd
43528 844
429608 768
36412 1456
258876 64292
JBeeR 2652
47552 1912
52688 1928
29736 772
159564 16768
182988 8736
293628 116732

[WE)

Co 0O 0O CO GO CO DD Wl 00 0O L) 0O 0O GO 0O W 00 \D DD 0O GO GO COCDCOCOCh 0O CoCoCocodcocge
o R =3 =3 .
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Chapter 2 - Forensics Analysis of a Windows 7 Host

File Edit Format View Help

Route.log shows the routing table in the host. It is not showing any suspicious entry.

L

F
Interface List

Intel(R) PRO/180@ MT Desktop Adapter
Software Loopback Interface 1
Teredo Tunneling Pseudo-Interface
Microsoft ISATAP Adapter #2

IPv4 Route Table

Active Routes:
Network Destination
8.8.0.0
127.0.0.0
127.8.0.1
127.255.255.255
192.168.0.0
192.168.0.1@
192.168.8.255
224.0.0.9
224.0.0.0
255.255.255.255
255.255.255.255

255.
255.

25
255.
255.

255.
255.

Netmask
9.0.0.0
255.0.0.0
255.255.255
255.255.255
5.255.255.0
255.255.255
255.255.255
240.0.0.0
240.0.0.0
255.255.255
255.255.255

Gateway

192.168.0.1
On-1link
On-link
On-1link
On-link
On-1link
On-1link
On-link
On-1link
On-1link
On-link

192.168.0.10
127.9.0.1
127.8.0.1
127.8.0.1
192.168.0.10
192.168.0.1@
192.168.0.180
127.8.0.1
192.168.0.1@
127.8.0.1
192.168.0.10

Persistent Routes:
None

IPv6 Route Table

Active Routes:
If Metric Network
206 ::/0
58 ::/0
306 ::1/128
58 2001::/32
306 2001:0:9d38:

Dest

ination Gateway

fe80::224:1ff: fedb: c5¢9
On-link

On-link

On-link
90d7:1cc3:81b:3f57:FFF5/128

Image 2.2.31: Route.log

Scquery.log displays the installed services and their status. Analysis shows the telnet service
is enabled and running.

WIN32_EXIT_CODE : @ (8xe)
SERVICE_EXIT CODE : @ (@8x@)
CHECKPOINT : Bxe
WAIT_HINT : Bxe

SERVICE_NAME: WSearch
DISPLAY_ NAME: Windows Search

TYPE : 1@ WIN32_OWN_PROCESS
STATE : 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE : 8 (exa)
SERVICE_EXIT CODE : @ (8x@)
CHECKPOINT : Bxe
WAIT_HINT : oxe

SERVICE_NAME: wuauserw
DISPLAY_ NAME: Windows Update

TYPE : 20 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE,
ACCEPTS_PRESHUTDOWN)
WIN32_EXIT_CODE ;8 (exe)
SERVICE_EXIT CODE : 8 (©8x@)
CHECKPOINT . Bx8
WALT_HINT )

SERVICE_MNAME: TlntSwvr
DISPLAY_NAME: Telnet

TYPE : 10 WIN32_OWN_PROCESS
STATE 4 RUNNING

(STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE : @ (exe)
SERVICE_EXIT CODE : © (8x8)
CHECKPOINT ox0
WAIT HINT ox0

Interface Metric

Image 2.2.32: Scquery.log
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Chapter 2 - Forensics Analysis of a Windows 7 Host

Schtasks.log displays the scheduled jobs which are set to run at predefined intervals / time
an often are used in post exploitation stage to achieve persistence or hide activity by intruders.

Analysis shows no signs of any such activity.

File Edit Format View Help

Folder: %\
HostMame:
TaskName:

Next Run Time:
Status:

Logon Mode:
Last Run Time:
Last Result:
Author:

Task To Run:
“GoogleUpdate.exe /c
Start In:
Comment:

T-PC
\GooglelUpdateTaskMachineCore
18/25/2013 4:15:00 PM

Ready

Interactive/Background
18/24/2813 4:15:88 PM

8

t
C:\Program Files\Google\Update

M/A
Keeps your Google software up to

date. If this task is disabled or stopped, your Google software will not be
kept up to date, meaning security vulnerabilities that may arise cannot be
fixed and features may not work. This task uninstalls itself when the

Scheduled Task State:

Idle Time:

Power Management:

Run As User:

Delete Task If Mot Rescheduled:

Stop Task If Runs X Hours and X Mins:
Schedule:

this format.

Schedule Type:

Start Time:

Start Date:

End Date:

Days:
Months:
Repeat:
Repeat:
Repeat:
Repeat:

Every:

Until: Time:

Until: Duration:

Stop If Still Running:

Enabled
Disabled

SYSTEM

Enabled

Disabled

Scheduling data is not available in

At logon time
/A
M/A
M/A
M/A
M/A
M/A
M/A
M/A
M/A

Image 2.2.33: Schtasks.log

Marios Soulas « University of Piraeus ¢ February 2014




Set.log shows the state of environment variables.

setlog - Notepad - o[EN,
File Edit Format View Help

| COMPUTERNAME=T-PC A
-fComSpec=(:\Nindous\systemEE\cmd.exe

| EMAIL= email@example. com

| FP_ND_HOST_CHECK=NO

| HOMEDRIVE=C:

| HOMEPATH=\Users\t

| LOCALAPPDATA=C: \Users\t\AppData'Local

| LOGONSERVER=\\T-PC

| LOGS=m

;HUEHSIDN=2.6.632112

NUMBER_OF_PROCESSORS=1

| OLDPATH=C: \Windows \system32;C: \Windows; C: \Windows\System32\Woem; : \Windows
| \System32\WindowsPowerShell\vl.@\

0S=Windows_NT

| OSNAME= Vista

| Path=c:\tools\mir-ror;C: \Windows\system32;C: \Windows ;C: \Windows

| \System32\Wbem;C: \Windows\System32\WindowsPowerShell\vl. 8\

| PATHEXT=. COM; . EXE; .BAT; . CMD; .VBS; .VBE; . 15; . JSE; .WSF ; .WSH; .MSC

| PROCESSOR_ARCHITECTURE=x86

| PROCESSOR_IDENTIFIER=xB6 Family & Model 23 Stepping 18, Genuinelntel
| PROCESSOR_LEVEL=6

§PROCESSOH_REVISIDH=1?Ba

| ProgramData=C:\ProgramData

| ProgramFiles=C:\Program Files

;PROHPT=SPSG
fPSHodulePath=E:\Hindoﬂs\systemil\HindowsPowerShell\vl.B\Hodules\

| PUBLIC=C: \Users\Public

| SystemDrive=(:

| SystenRoot=C: \Windows

| TEMP=C:\Users\t\AppData\Local\Temp

| TMP=C:\Users\t\AppData\Local\Temp

| TO0LS=c

| TOOLSDIR=\tools\mir-ror

| USERDOMAIN=t-PC

| USERNAME=t

| USERPROFILE=C:\Users\t

| windir=C: \Windows v
A 7 A

Image 2.2.34: Set.log

2.3 Memory Analysis

Winpmem was used to create raw dupm(.raw) and windows crash dump (.dmp) for the mem-
ory. These dumps were used with Volatility to find out any information from the memory. Im-
ageinfo was used to acquire information about the memory dump.[5]

|

ic :\Python2?\Scriptsdpython vol.py —f c:“python2?physmendmp.dnp imageinfo
Wolatility Foundation Uolatility Framework 2.3

Determining profile hased on KDBG search...

Suggested Profile(s) : Win7SP@86, Win75P1x86 (Instantiated with WinXP|

AS Layerl : IA32PagedMemory (Kernel AS)
A% Laver2 : WindowsCrashDumpSpace3d2 {(Unnamed AS)
AS Layerd : FileAddressSpace (C::python2?sphysmemdmnp.dmp?
PAE type : Mo PAE
DIB : Bx185808L
KUSER_SHARED_DATA = Buxf fdf ABAAL
Image date and time : 2013-10-24 14:49:87 UTC+A008
Image local date and time = 2013-18-24 19:4%:87 +@508

SP2x86)

ic:\Python2?\8cripts)

Image 2.3.1: Imageinfo
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The hivelist command was used to list all the registry hives and their offsets.

\Python2?\Scripts>python vol.py -f c:\pythunZ?\physmemdmp.dmp|——profile=Hin?SPBx86"hiuelistl))c:\forensic\hiuelist.txt
olatility Foundation Uolatility Framework 2.3 I

Image 2.3.2: Hivelist

The result is shown below:

File Edit Format View Help

Virtual Physical MName

Bx92cb62008 Bx32067808 \?\C:\System Volume Information‘\Syscache.hve

Bx92e8d9d@ 0x298a29d8 '\ ?\C:\Users\t\AppData\local\Microsoft\lindows

‘\srClass.dat

Bx8efbcBB8 BxBb729008 '\ 2\C:\Windows\ServiceProfiles\NetworkService
\NTUSER. DAT

Bx9086858688 8x26423808 ‘\Device\HarddiskVolumel\Boot\BCD

Bx8eft519d8 Bx38bd49de 2 2\C:\Windows‘\ServiceProfileshlocalService
NTUSER.DAT
Bx8d4f 068 Bx24292898|\SystemRoot\System32\€onfig\5ﬂﬁ ]

Bx8d4546a8 Ox26ezabaB ‘\SystemRoot\System32'\Configh\SOFTWARE

Bx8d489008 Bx243560808 \SystemRoot\System32\Config\DEFAULT

Bx8bB999d6 Bx3568529de \2?M\C:\Users\t\ntuser.dat

Bx89039598 Bx288c2598 \REGISTRY\MACHINE\HARDWARE

Bx893659d8 Bx26eb59dB8 ‘\SystemRoot\System32\ConfighSECURITY

Bx8988chbB Bx28adbbbB [no name]

©x28b233a@ [\REGISTRY\MACHINE\SYSTEM |

Image 2.3.3: Result if hivelist

The virtual address for SAM and SYSTEM hives will be used to get hash dump which are the
credential hashes used by the Windows to authenticate users. These hashes can be used for im-
plicit login through passing them through tools like Incognito etc.

\Python2P\Scripts Yputhon vol.py -f c:\pythun27\physmemdmp.dmp|--profile=Hin7SPBx86|hashdump -y| BB 9A1adal -5 BxBd4fFABE »)c:\forensichhashdump. txt
olatility Foundation Uolatility Framework 2.3

Image 2.3.4: Get hash dump

The resultant hash dump is shown below which has hashes for “T” and ‘backdoor’ user.

File Edit Format View Help

hdminiStr‘ator‘: 508:aad3b435b51484eeaad3bdi5b51484ee: 31dbcteldl6ae931b73c59d7e@cB89¢cB:
Guest:581:aad3bd35b5140deeaadIbd35b51484ee: 31docfeBdlbaed31b73c59d7eBcB89cA: : :
1:10080:aad3b435b51464deeaad3bd35b51484ee : 601leab3fdfbld6cdecd8F800C987d621:

backdoor:1881:aad3b435b51404eeaadibdi5h51484ee : ebdFFI9b74b0cbce2Badf62dbd1le3585: 1 :

Image 2.3.5: Result of hash dump
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Pstree command was used to get a list of processes as loaded in the memory.

Image 2.3.6: Pstree

The PIDs for four processes of Internet Explorer (ieexplorer) were used to run iehistory com-
mand to get internet history and record of pages visited.

:\Python2?\Scriptsdpython vol.py —f c:\python2?\physmendnp.dnp ——prof ile=Win?SPBx86 | iehistory| >yc:\forensichiehistory.txt
olatility Foundation Uolatility Framework 2.3

Image 2.3.7: Iehistory



The important results are shown below.

Process: 1732 svchost.exe

Cache type "URL " at @x7e60888

Record length: 8x388

Location: https://mail.google.com/ /scs/mail-

static/ /js/k=gmail.main.en.LTHDwul3ycs.0/m=sy333,sy320,sy388,s5y389,5y392,5y391,5y588,5y589,5y324,5y332,5y334,5y381,5y382,
l5y359,5y398,mo, sy321,sy578,cc,sy591,s5y593,5y592,5y594, sy595,5y599, sy326, syd76,5y569, sy587, cw, sy596,5y597, sy598,sy601,yj/a
FFAECTA0ZaddAGAZ25]19Q-u9 dln8BC2rSpQHECoAgZ 3gafYkkKH7gg7I0DA/ rt=] /rs=ATtRSTNR-z28Ygy047Q -WyEGioEG52h3xw

Cast modified: 2913-18-17 18:11:35 UIC+0000

Last accessed: 2013-16-24 11:25:89 UTC+8888

File Offset: ©x300, Data Offset: 8xle8, Data Length: B8x214

File: rs=ATtRSTNR-z28Ygy047Q-WyEGioEG52h3xw[7]

Data: HTTP/1.1 288 0K

Content-Type: text/javascript; charset=UTF-8

X-Content-Type-Options: nosniff

X-X55-Protection: 1; mode=block

Alternate-Protocol: 443:quic

Content-Length: 465378

Process: 1732 svchost.exe

Cache type "URL " at Bx7f8e200

Recard length- Ax3AA

|Location: https://www.amazon.com/gp/rate-it/ref=ysh_auto redirect?ie=UTF8&hasNoRecs=1
Last modified: 19708-81-81 ©08:00:00 UTC+0800

Last accessed: 2013-18-24 11:18:13 UTC+0000

File Offset: ©x300, Data Offset: Oxbd, Data Length: Bxd4

File: ref=ysh_auto_redirect[1].htm

Data: HTTP/1.1 288 OK

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

x-amz-id-1: BEYWI256GQS5D3APMLIAT

p3p: policyref="http://www.amazon.com/w3c/p3p.xml”,CP="CAD DSP LAW CUR ADM IVAc IVDo CONo OTPo QUR DELi PUBi OTRi BUS PHY
ONL UNI PUR FIN COM NAV INT DEM CNT STA HEA PRE LOC GOV OTC ™

x-xss-protection: 1

x-amz-id-2: gsvgiV/P7VGRUmdgxX66PnWQaCRdlePprrdd/ssf]11uBqGrFalGl/kSydFcB@mxnP
Vary:User-Agent

Process: 936 explorer.exe

Cache type "URL " at 8x1996288

Record length: @x200

|Location: http:ffresz.windows.microsoFt.comfResourcesz.EJWOLjshaFedjimages{Favicon.icoI
a moditied: ZOLlZ-Bo6-27 Z1:Z1:50 UILC+o0ag

Last accessed: 20813-81-18 17:37:51 UTC+@260

File Offset: 8x288, Data Offset: Bxb&, Data Length: @xc8
File: fawicon[1l].ico

Data: HTTP/1.1 2868 OK

Content-Type: image/x-icon

ETag: "86badf89984cdl:@"

X-Powered-By: ASP.NET

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

Content-Length: 7886

~J:t

T D T TC O TORC D DT DT D TRC DO W AT e EC TC TR JNC D DN DT T TR T W AT W EC TC TN THRC D DA DT TN TC D W T W D TN TR HEC D D DC D0 TR

Process: 936 explorer.exe

Cache type "URL ™ at @x19b5186

Record length: &x166

Location: Visited: t@http://debugger.immunityinc.com/favicon.ico
Last modified: 20813-19-24 11:14:38 UTC+20a0

Last accessed: 2013-18-24 11:14:3686 UTC+B000

File Offset: 8x100, Data Offset: @xB, Data Length: Bxad
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Process: 936 explorer.exe

Cache type "URL " at 8x19b5bE8

Record length: Bx188

Lucatiﬂn: Visited: t@https://login.yahoo.comfconfig/login_verify2?&.src=ym&.intl=us
Last modified: 2013-10-24 11:23:88 UTC+8ee0

Last accessed: 2013-18-24 11:23:88 UTC+8e00

File Offset: @xlEe, Data Offset: @x@, Data Length: xbd
ok ok ok ke e ke ok ke

Process: 2564 lexplore.exe
Cache type "URL " at @x1145a99

Record length: Bx186

Location: Wisited: t@ghttps:/ www.amazon.comf/gplocssfaccount/cards/view.html tie=UTFE&ref =va add_ ccBwiewID=addard
Last modified: 3813-16-24 11:18:52 UTC+BEER

Last accessed: 2013-1@-24 11:18:52 UTC+BB00

File Offset: 8xl1B8, Data OFffset: Bx@, Data Length: BxdB
s

Image 2.3.8: Iehistory Results

The netscan command was used to trace network connections in the memory.

“\Python2™\Scriptspython vol.py —f ciSpython2P\physnendnp.dnp —prof ile=Hin7SPAxf6
platility Foundation Uolatility Framework 2.3

yarascan -

Image 2.3.9: Netscan

The results confirmed earlier findings related to open tcp sockets.

File Edit Format View Help

Bx3f6e35de TCPva

©.0.0.0:23

L N

2256 tlntsvr.exe

Bx3fbe3sde TCPve
LISTENING
Bx7bcoBs TCPva
ESTABLISHED
@x3e428858 TCPv4
CLOSED
Ox3f20fb78 TCPv4

zzsd3
2256 tlntsvr.exe
192.168.8.10:49895

2912 iexplore.exe
192.168.0.10:49571
2928 iexplore.exe
192.168.0.10:49928

173.

284.

173.

194.35.125:443

79.197.200:8e

194.35,125:443

ESTABLISHED 2912

iexplore.exe

Bx3f2464c8 T 68.98.10:4 192.168.0.18:80
CLOSED 2464 hh.exe
@x3f44cbd8 TCPv4 192.168.0.10:49166 192.168.9.10:80
SYN_SENT 2464 hh.exe
@x3f553df8 TCPva 192.168.0.10:49575
CLOSED 2928 iexplore.exe
ex3feeddf8 TCPv4 192.168.0.10:49578 131.253.40.50:80
CLOSED 2928 iexplore.exe
Bx3febe9d® TCPvG fe80: :21b7:c7ce:586d:22c6:49926
feB@::9538:6517:9Fc5:1cbb:445 ESTABLISHED 4 System
@x3f70b650 TCPva -:49930 173.194.39.53:443
CLOSED 2912 iexplore.exe
©@x3f7a2808 TCPv4 192.168.0.10:49923 173.194.35.125:443
CLOSED 2912 iexplore.exe
@x3f8ded38 TCPva 192.168.8.10:49570 204.79.197.200:80
CLOSED 2928 iexplore.exe
Bx3f99b66E TCPva 192.168.0.10:49166 192.168.08.10:80
CLOSED 2464 hh.exe
Ox3f9b8c48 TCPv4 I 192.168.0.10:49166 192.168.8.10:80 I
CLOSED 2464 hh.exe
8x3f9%e6ble TCPv4 192.168.0.10:49576
CLOSED 2928 iexplore.exe
Bx3f9fd568 TCPv4 192.168.8.10:49579
CLOSE_WAIT 2928 iexplore.exe
9x3e029008 UDPv4 9.0.0.0:3702 o

1432 svchost.exe 2013-10-24 11:07:25 UTC+0080
©x3e029008 UDPVvE 1::3702 b

1432 svchost.exe 2013-10-24 11:87:25 UTC+0000

207.46.194.1:80@

131.253.34.142:80

82.178.158.19:880

Image 2.3.10: Opentcp sockets (netscan)

Yarascan is a useful tool to search for string and patterns inside the memory. It supports
the use of regular expressions as search rules. It was used to look for email addresses and credit
card numbers etc as various email service links and amazon.com link was found in internet
explorer history. [6]
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\Python2™Scriptsdpython vol.py —F c:N\python2?sphysmendmnp.dnp ——prof ile=Hin78PBxB6
olatility Foundation Uolatility Framework 2.3

|yarascan SB 7 1 "/”H[E—?]ZIESZ?:[IHF]HSSE/'|l

Image 2.3.11: Yarascan

The regular expression used to identify credit card numbers is shown below.[7, 8]

A(2:4[0-9]{12}(?:[8-9]1{3})? | 5[1-5][@-9]{14} | 3[47][@-9]{13} | 3(?:0[6-
5]111681[0-91)[0-9]1{11}|6(2:011|5[0-9]{2})[0-9]{12}
131)\d{11})%

| (?:2131]|1800|35\d

Image 2.3.12: Regular expression(credit cards)

The results reveal presence of a credit card numbers in memory.

ule: »i

wner: Process iexplore.exe Pid 2712

»B496h2a4 3d 34 37 39 37 36 36 368 38 38 3@ 31 34 32 32 35 =47976600001 4225
xB496h2b4 37 26 63 61 72 64 2d 6e 61 6d 65 3d 66 6Ff 72 65 Flcard-name=fore
xB496h2c4d be 73 69 63 KFf 74 65 73 P4 26 6e 65 7 43 72 65 nzic_test&newlre
x?496h§d4 hd 69 74 43 61 72 64 4d 6f 6e 74 68 3d 38 31 26 ditGCardMonth=01#
ule: »

wner: Process iexplore.exe Pid 2712

xB496chbe 3d 34 37 39 37 36 36 38 38 38 3@ 31 34 32 32 35 =47976600001 4225
xB496chece 37 26 63 61 72 64 2d 6e 61 6d 65 3d 66 6F 72 65 Fécard-name=fore
wB496chde 6be 73 69 63 GFf 74 65 73 P4 26 6e 65 7 43 72 65 nzic_test&newlre
x?496c¥ec hd 69 74 43 61 72 64 4d 6f 6e 74 68 3d 38 31 26 ditCardMonth=01#%
ule: »

wner: Process iexplore.exe Pid 2712

x@780abli6 3d 34 37 39 37 36 36 36 38 38 3@ 31 34 32 32 35 =47976600001 4225
x@78Bab26 37 26 63 61 72 64 2d 6e 61 6d 65 3d 66 6F 72 65 Fécard-name =fore
x@78Rabd6 6Ge 73 69 63 GFf 74 65 73 P4 26 6e 65 7 43 72 65 nzic_test&newlre
x@78Pab46 64 67 P4 43 61 72 64 4d 6f 6e 74 68 3d 38 31 26 ditCardMonth=01#

———

Likewise email addresses were searched using following command.[7]

Image 2.3.13: Results (Credit cards)

t:\Pythnn27\3cripts)pythnn vol.py -f c:\pythondP\physmendnp.dnp —-prof ile=Win7SPBx86  vapascan -p 2912,2564,2928, 3508 - "/ [a-zh-TA-9\-1+0+[a-2A-26-9

rensichenaill.txt

Image 2.3.14: Email addresses command

The email addresses found are shown below.




Bx@5436697 78 72 65 6d 69 75 6d 2d 73 65 72 76 65 72 48 74 |premium-server@t
Bx@54366ba7 ©8 61 77 74 65 2e 63 6f 6d 3@ 1le 17 @d 39 36 38 |hawte.comd...96@
Bx@54366b7 38 30 31 3@ 30 30 30 30 3@ 5a 17 0d 32 38 31 32 cblbbbedd.. . 2el/

Ox054366c7 33 31 32 33 35 39 35 39 53 30 81 ce 31 Bb 30 09  3123595970..1.0.
Boila—nd]

Ouner: Process iexplore.exe Pid 2564
dx@54cBadc 43 5@ 53 2d 72 65 V1 75 65 73 74 73 4B 76 65 72 | (CPS-requests@ver
BxB54cBaec 69 73 69 67 be 2e 63 6f 6d 3b 20 6f 72 Q3 62 79 | isign.com;.or.by
dx@odcBafc 20 ©d 61 69 6c 28 61 74 20 56 65 72 69 53 69 67 | .mail.at.VeriSig
@x@54¢BbBc Ge 2¢ 20 49 Be 63 2e 2¢ 20 32 35 39 33 20 43 &6f | n,.Inc.,.2593.Co

Owner: Process iexplore.exe Pid 2912

Bx8032c297 67 736563 7265 78 of 72 74 31 32 3340 6/ bd | gsecreportlddggm
Bxd032c2a7 61 69 6c 2e 63 6f 6d 2f 39 32 36 39 36 32 3b 20 | ail.com/926962;.
Bx8032c2b7 6a 69 64 3d 67 73 65 63 72 65 70 6F 7274 31 32  jid=gsecreportll
Bx08032c2c? 33 48 67 b6d 61 69 bc 2e b3 6F 6d 27 39 32 36 39  3@gmail.com/9269

;Dmer: Process iexplore.exe Pid 29238

Ox04638788 69 6c 48 79 61 68 6Ff 6f 2d 65 6d B 69 bc 2e 63  il@yahoo-email.c
| 0x@4638/98 of 6d 22 2¢ 22 73 61 /B JO.61 J2 65 6e 74 b 79 om","xapparently
OxB46387a8 74 6F 22 3a 22 79 5F 73 65 63 31 32 33 48 79 6l ‘tn":"y_se.:lﬂ@ya ‘
Bx@46387b8 68 &f 6f 2e 63 b6f 6d 22 7d 2c 22 66 6c 61 67 73  [hoo.com™},"flags

Image 2.3.14: Email addresses results

2.4 Disk Imaging and Registry copy

dd is an effective, powerful and simple tool for disk imaging. It can image a disk block by
block including those which apparently are not being used for data storage by the file system.
This fulfills the important forensics requirements and even the data belonging to deleted files
and the slack space is also available for analysis and evidence retrieval. It also provides for aut-
matic generation of MD5 hashes of the image along with the image. The machine used for
forensic analysis in this research was actually a Virtual machine hosted in Oracle Virtual Box.
The VM was using a .vdi based hard disk. This disk was imaged using dd tool from the SANS
SIFT workstation.

We must mention thought that we can use dcfldd tool(nowdays use more) which is the same
tool as dd but with some extra features(Hashing on-the-fly, status output, Flexible disk wipes,
etc). [9, 10]



root@IFT-Workstation:/home/sansforensics/Desktop/VMware-Shared-Drive/win7# dd 1
f="win7.vdi" bs=4K conv=sync,noerror | tee win7.img | md5sum > win7.md5
1792794+0 records in

1792794+0 records out
7343284224 bytes (7.3 GB) copied, 2847.76 s, 2.6 MB/s
jroot@IFT-Workstation:/home/sansforensics/Desktop/VMware-Shared-Drive/win7#

Image 2.4.1: dd tool

The MD5 hash generated is shown below. This hash will be used to verify the integrity of this
image at the time of analysis.

win7.md5

File Edit Search Options Help
3400fee2463200a8ebabbd2c37f21900 -

Image 2.4.2: MD5 hash
This image was later copied as Forensicbase.img for analysis puposes.

Extraction of Registry Hive Extraction of Registry Hives: Mir-ror incident response script
does include ntfscopy, which is used to copy the complete registry hives from the target sys-
tem.

File Edit Format View Help
ECHO.

ECHO Copying the registry files for offline analysis
ECHO
ECHO.
now.exe [Copying the registry files for offline analysis] >» %¥LOGS¥:\lLivecap_ %COMPUTERNAME%\MIR-ROR.log
mkdir %L0GS¥:\Livecap_ XCOMPUTERMAMEX\FullRegistry
dir c:\windows\system32\config\ /b /s | ntfscopy.exe %LOGS%:\Livecap_%COMPUTERNAME%\FullRegistry\I—pipe 2»> XLOGSH:
YLivecap_ ¥COMPUTERNAMEX\MIR-ROR. log

ECHO.
ECHO
ECHO Copying the MFT for offline analysis
ECHO
ECHO.

Image 2.4.3: Extraction of Registry Hive

But the ntfscopy tool requires a commercial license for the use of pipe option and hence the
registry hives were not copied during the incident response. As an alternative the registry hives
were extracted from the dd image using SANS SIFT autopsy browser. The registry hives are lo-
cated in %SYSTEMROOT%\system32\config directory except NTUSER.DAT hive which is lo-
cated in %9 USERPROFILE% folder.



Anan A an

S

Image 2.4.4: dd image using autopsy browser

FILE ANALYSIS  KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA Data Unr HELe CLoOSE

o 11X |
y 2 rir  COMPONENTS{6cced2ed-6e81-11de- 2013-01-18 2009-07-14
Directory Seek Bbed-001e8bcd1824) . THContainer000A6E9BO00ABEOOBEO] . reqt rans-ms 15:25:31 (EST) 02:42:22 (EDT)
. {r  COMPONENTS{6cced2ed-6e01-11de- 2009-07-14 2009-07-14  {
Enter the name of a directory : : :
that you want to view, Bbed 081edbcd1824} . THContaine 02.regtrans-ms (2:46:45 (EDT) 02:42:22 (EDT)!

D:/ r/r  DEFAULT 2013-01-18 2013-01-19
[windows/system32/config 15:.24:40 (EST) 03:20:54 (EST) |

r/r  DEFAULT.LOG 2009-07-14 2009-07-14

05:56:00 (EDT)

05:56:00 (EDT):

To extract a file we go to FILE ANALYSIS >Directory Seek option and entered Windows/sys-
tem32/config and pressed view button. The directory listings were used to look for the SAM

registry hive.
-f-‘ll.EANAL‘rsls KEYWDRDSEARCH FILE TYPE IMAGE DErA‘E.; P MEI'EETA DaTa UnNIT 3. HELP .C‘I.CEZ.
Os ' v ay P e :
= —~ a UUUSHU(EDT] UUUSHUEDT]
Directory Seek 3 d/d  Journal/ 2009-07-14 2009-07-14
00:04:23 (EDT) 00:37:07 (EDT)
Enter the name of a directory d/d RegBack/ 2013-01-19 2013-01-19
that you want o view. 03:15:11 (EST)  03:15:11 (EST)
21 rir SAM 2013-01-18 20130119
|windows/system32/config 14:28:17 (EST) 083:20:54 (EST)
rir  SAM.LOG 2009-07-14 2009-07-14
M, 05:56:00 (EDT) 05:56:00 (EDT) ?

File Name Search

Enter a Perl regular expression
for the file names you want to
find.

ASCII (display - repert) * Hex (display - report) * ASCIl Strings (display - report]
File Type: MS Windows registry file, NT/2000 or above

Contents Of File: D:/windows/system32/config/SAM

| HewsealiiEostontl oon:HooallorollallHowtoell oo (Hooe

reqf ; G66; 6666 6o66RL IGE6II06RE0REITI660 REEPEELTGAE\GSH) B tBetnBREoRoRTH \BSHyBsHtBetnkIB26 \BCRobnETLAgE\BSEALMELENGGL
LU wunen [HenounetsnnuununEonenntsiunhionn

JOREELT D RERRES AMBERGEET 66 116600 1 LOUE6 eeReRSLT BERBESHR ]

Image 2.4.5: SAM registry hive

Autopsy provides feature of exporting any file from the dd image being analyzed and it was
used to Export SAM registry hive.

Enter a Perl regular expression
for the file names you want to
find.

'ﬂ.l.! ANA.&LYSI! = KEYWORD SEARCH FILETYPE IMAGE DETAILLS META DATA DATA UNIT HELP CLOSE ,
2 X
: s 14:28:16 (EST) 00:03:40 (EDT)
Directory Seek

ettt | rir  SAM.LOG2 2009-07-14  2009-07-14
Enter the name of a directory 00:03:40 (EDT)  00:03:40 (EDT)
that you want to view. PECURLTY: 2013-01-18  2013-01-19
D:/ 14:31:17 (EST) 03:20:54 (EST){

|windows/system32/config rir SECURITY.LOG 2009-07-14 2008-07-14
05:55:58 (EDT) 05:55:58 (EDT)

VIEW rir SECURITY.LOG1 2013-01-18 2009-07-14
14:31:17 fFSTil 00:03:40 (EDTY

File Name Search
ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report) * Export *|Add Note

File Type: MS Windows registry file, NT/2000 or above

Contents Of File: D:/windows/system32/config/SECURITY |

Image 2.4.6: Export SAM registry hive




Similarly SECURITY registry hive was also exported from the same directory.

=3 FoLE Arsl vems 'k:mm' FiLe Tvex j eace DETAR S T MEza Data i DiaTa Linrm i Hoe Cuose
LA y [
TTT  SECURITT. LU I 152 i . S
Direclary Seak 00:03:40 (EDT)  00:03:40 (EDT)
t/r  SOFTWARE 2013-01-18 2013-01-19
Eniler the name of & direclory 15:26:34 (EST) 032054 |
Iﬁﬂumm*-_. rir  SOFTWARE.LOG 2008-07-14 2008-07-14
0/ 05:56:00 (EDT)  05:56:00 (EOT
i WSSy T d 2 onflg f/r  SOFTWARE.LDG1 2013-01-18  2005-07-14
15:26:34 (EST)  00:03:40 (EDT
dmy f/r  SOFTWARE.LOGZ 2009-07-14 2000-07-14
File Mare Search — — -
ASCH (display - report) * Hex (display - report) * ASCI Strings (display - repost) | Export *
Enter a Perl raguiar axpression File Type: M5 Windows registry file, NT/2000 or abave l
for thes file names you wanl io
fird.
Comtents Of File: D:_-'u:lndmfs,s.!i:ﬂ.’cunflq_rﬁm'nwL
" e o et Bt rrn s — e oot e ]

L

Image 2.4.7: Security registry hive eexport

SOFTWARE and SYSTEM hives were also located from the same folder and extracted.

FILE ANALYSIS = KEYWORD SEARCH FILE TYPE IMAGE DETAILS META DATA DATA UNIT HELr CLOSE
O] A
. 15:26:34 (EST} 00:03:40 (EDT)
Directory Seek r/r  SOFTWARE.LOG2 2009-07-14 2009-07-14
ES 00:03:40 (EDT) 00:03:40 (EDT)
3§ i B 2013-01-18  2013-01-19
D:/ 15:26:08 (EST) 03:20:54 (EST)
windows/system32/config | rir SYSTEM. LOG 2008-07-14 2009-07-14
= ] 05:55:57 (EDT) 05:55:57 (EDT)
i rir SYSTEM. LOG1 2013-01-18 2009-07-14
N 4 15:26:08 (EST)  00:03:40 (EDT)
File Name Search .
ASCII (display - report) * Hex (display - report) * ASCII Srings (display - report)|* Export |Add Note
Enter a Perl regular expression File Type: MS Windows registry file, NT/2000 or above
for the file names you want to
i ~ ||| [contents Of File: D:/windows/system32/config/SYSTEM |
T T A T o AL i e CES s

Image 2.4.8: Software and system hives export

For NTUSER.DAT registry hive Directory Seek path of Users was given and searched. The
user profile of “T” user was looked into and the required hive was located and exported.

FILE ANALYSIS = KEYWORD SEARCH FILE TYPE IMAGE DETAILS. META DATA DATA UNIT HELP CLOSE p!
o A ' 55 [
5 = d/d My Documents/ 2013-01-18 2013-01-18
Directory Seek 14:28:20 (EST) 14:28:20 (EST
Enter the name of a directory d/d  Nettood/ 1221 38_'(111{;}28T) fgg;glo:ggr
that you want to view. s e
WL I r/r  NTUSER.DAT 2013-01-18 2013-01-18
|‘ Usersyty il 15:26:39 (EST) 14:28:19 (EST}
I ([ ntuser.dat.LOGL 2013-01-18 2013-01-18
Vi ol 15:26:39 (EST) 14:28:20 (ES
Pz rir ntuser.dat .1 062 ] 2013-01-18 2130118 §
!
File Name Search ‘ = : = :
: ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
Enter a Perl regular expression | File Type: MS Windows registry file, NT/2000 or above 1
for the file names you want to
find. I
' — ||| |Contents Of File: D:/Users/t/NTUSER.DAT
e el B R A e A e Pt A e P A

Image 2.4.9: NTUSER.DAT registry hive export

These hive were analyzed using regripper tool (described in a later section).



2.5 SANS SIFT ANALYSIS

SANS SIFT workstation provides comprehensive open source tools for carrying out forensics
analysis which include autopsy browser etc.[11]

The disk image was analyzed using autopsy browser in SIFT workstation. A new case was
created using the interface of autopsy.

1. Case Name: The name of this investigation. It can contain only letters, numbers, and
symbaols.

|furen sics_task |

2. Description: An optional, one line description of this case.

\Forensics of a disk image |

3. Investigator Names: The optional names {with no spaces) of the investigators for this

Case.
a. |Investigatorl | b. | |
€. |Investigator2 | d. | |
£, :InvEEf'r_gaturS[_ _ | |
g. | | h. | |
i | i-| |
REWCARE e AMEEL HEe

Image 2.5.1: SIFT - Autopsy new case

Then a new host was created for analysis.

{8y Creating Case: forensics_task e

Creating Case: forensics_task
Case directory (/forensics/forensics task/) created
Configuration file (/forensics/forensics task/case.aw

We must now create a host for this case.

Please select your name from the list: | Investigatorl ~

i ApD HosT lr

Image 2.5.2: Autopsy new host

The options were set especially the time settings so that necessary timelines can be effec-
tively created and analysed.



ADD A NEW HOST

1. Host Name: The name of the computer being investigated. It can contain only letters,
numbers, and symbols.

|host1 |

2. Description: An optional one-line description or note about this computer.

|F0ren5ic5 task host |

3. Time zone: An optional timezone value (i.e. ESTSEDT). If not given, it defaults o the local
setting. A list of time zones can be found in the help files.

EST3EDT|

4. Timeskew Adjustment: An optional value to describe how many seconds this computer's
clock was out of sync. For example, if the computer was 10 seconds fast, then enter -10 to
compensate.

0 |

5. Path of Alert Hash Database: An optional hash database of known bad files.
Image 2.5.3: Autopsy options

The acquired image file was added to the case.

Adding host: hostl to case forensics_task

Host Directory (/forensics/forensics task/hostl/) created
Configuration file (/forensics/forensics task/hostl/host.aut) created
We must now import an image file for this host

ADD IMAGE

Case: forensics_task
Host: host1
No images have been added fo this host yet

Select the Add Image File button below fo add one

ADD IMAGE FILE CLOSE HosT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HasH DATABASES
ViEw NoTES EVENT SEQUENCER

Image 2.5.4: Add image to the case



Chapter 2 - Forensics Analysis of a Windows 7 Host

The disk image was added to the case and its MD5 hash calculated so that integrity of the
image can be confirmed by matching it with the hash aken at the time of image acquisition.

Image 2.5.7: Autopsy File activity timeline
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Chapter 2 - Forensics Analysis of a Windows 7 Host

First the data file was created as a pre requisite to the creation of time line.

Image 2.5.8: Data file creatio '

The output/body data file can be assigned any name.

Imz&.Sﬂ: ssign name output/body

After the data file is created t e time line creation tool is run so that the relative creation
and modification times of various files can be analyzed to track any suspicious activities.

Image 2.5.10: Timeline creation tool
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Chapter 2 - Forensics Analysis of a Windows 7 Host

The timeline creation tool allows for setting the start and end dates (depending on the period
of interest) and can also be generated in a csv format to be exported to some database also.

put, | timeline txt - .

Image 2.5.12: Timeline text editor option

Timeline fi wQanalyzed in text editor
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timeline.bxt [Read Only] (/forensics/forensics taskl/hostljoutput] - gedit

fle Edt Yiew Search Took Documents Help

i G v e | @] e Q %
] timeline.txt 2
UATELLSIURT LUTE JIUT JOJUBU ST U LT U00, D00 TS auspungs s 1 oy quen iE. uit
1363456 ..c. r/rrixnacray 8 B 19811-128-3 D: /Windows/Systen32/Query.dll
1363456 ..C. r/rnenacray 8 # 19611-128-3 D:/Windows /winsxs/xB6 microsoft-windows-c..ent-
indexing-common 31bf38362d364e35 6.1.7606.16385 none BBBa63ee3Bb3e767/Query.dll
125952 ..¢. r/rrwirwcray 8 B 19912-128-3 D: Mindows/Systen32/quick. ine
125952 ..c. r/rrvxnracray B ] 19812-128-3 D: /Windows winsxs/x86 microsoft-windows-

i..tional-chinese-core 31bf3856ad364¢35 6.1.7668.16385 none 59535308624bal7c/quick. ine

88896 ..c. rfrrwkrncon 8 B 19813-128-3 D: /indows/Systen32/QUTIL.DLL

8669 ..c. r/rrixnixrx @ b 19613-128-3 D: Mindows/winsks/xBb microsoft-windows-
n..ssprotection-common 31bf3856ad364e35 6.1.7660.16385 none b43bdfbeed77207e/QUTIL.OLL

218944 . .C. rfrrwrcrey b 19614-128-3 D: /Mindows /Systen32/qwave. dl1

216944 ..c. r/rrxniacrex 8 ] 19614-128-3 D: /Windows/winsxs/xB6 microsoft-windows-
quave 31bf3856ad364¢35 6.1.7680.16385 none 58886fedaabedcl9/quave. dil

1116168 ..c. r/rrwnacm 8 B 19815-128-3 D: /Mindows/Systen32/RacEngn. dll

1116168 ..C. r/rrwxnacm 8 B 19015-128-3 D: Mindows /winsxs/xB6 microsoft-windows-
r..ilityanalysisengine 31bf3856ad364e35 6.1.7608.16385 none 88433accfT9108ef /Rackngn.dil
sat Jan 19 2013 83:85:37 111616 ..C. r/rrwerwcrwy @ B 19816-128-3 D: findows/Systen32/racpldlg.dil

111616 ..c. r/rnanacrex 8 ] 19616-128-3 D: Mindows /winsxs/xB6 microsoft-windows-
resoteassistance-exe 31bf3836ad364e35 6.1.7680.16385 none 372e6041633963b8, racpldlg.dll

165371 ..c. r/rrwrxray 8 B 19817-128-3 D: Mindows/Systen32/RacRules. xnl

165371 ... rfrrwnicrwi 8 § 19917-128-3 D: /indows/winsxs/x86 microsoft-windows-

r..bilityanalysisrules 31bf3856ad364e3s 6.1.7608.16385 none 26e991260081728/RacRules. ml

83564 ... r/rrwxnicrwy 8 b 19618-126-3 D: Mindows/Systen32/radardt . dll

85584 ..c. r/roxrocrex 8 § 19618-128-3 D: MWindows /winsxs/xBb microsoft-windows-
r..stion-detector-core 31bf3856ad364e35 6.1.7668.16385 none_febeafde716bb761/radardt.dll

62976 ..c. r/rowxnocrwy 8 B 19819-128-3 D: Mindows/Systen32/radarrs.dll

62976 ..C. r/rrwxracrwg 9 B 19619-128-3 D: Mindows /winsxs/xB6 microsoft-windows-
r..stion-resolver-core 31bf3856ad364e35 6.1.7608.16385 none abd3elfdd1911d15/radarrs.dll

Image 2.5.13: Analyze timeline in text editor

The autopsy browser also allows for searching string in the disk image and also allows for file
analysis using the types of file found and viewing them.

Keyword Search of Allocated and Unallocated Space

Enter i i arch for:
| hh.exe |

ASCI & Unicode
| Case Insensitive | grep Regular Expression

Regular Expression Cheat Sheet

MOTE: The keyword search runs grep on the image.
A list of what will and what will not be found is available here.

Previous Searches

Image 2.5.14: Searching string in disk image



Chapter 2 - Forensics Analysis of a Windows 7 Host

File analys1s also allows for browsing and viewing the files.

FILE AMALYSIS szwoans:nn:u, FILETYPE IMAGE DETALS META DATA DATAUNIT = HELP CLOSE
O 2 1-X.1
= r/r  ActivePerl-5.14.2.1462-MSWin32- 2012-08-05 2013-01-18  2013-01-18 201
XB86-295342 . ms1:Zone. Identifier 10:10:57 (EDT) 15:06:25 (EST) 15:06:29 (EST) 15
rir  dbg x86 6[1].12.2.633.msi ' 2012-08-05  2013-01-18  2013-01-18 201
10:01:35 (EDT) 15:06:29 (EST) 15:06:31 (EST) 151
r/r dbg x86 6[1].12.2.633.msi:Zone. Identifier 2012-08-05 2013-01-18 20130118 201
10:01:35 (EDT) 15:06:29 (EST) 15:06:31 (EST) 15«
3 r/r demo (1).exe 2012-08-01 2013-01-18 01-18 201!
B 15:49:34 (EDT) 15:06:31 (EST) 15:06:31 (EST) 151
r/r  EasyRMtoMP3Converter.exe 2012-08-01 2013-01-18 2013-01-18 201!

14-33-28 (FNT)  15-NA=A1 (FSTY  15:0R:31 (FST) 150

ASCII (display - report) * Hex (display - report) * ASCII Strings (display - * Add Note
File Type: PE32 executable for MS Windows (console) Intel 80

Contents Of File: D:/test/demo (1).exe

Mzenoen vy

suppnenercesL il Eouenxe (K6t Meeen G5 sellvesHvee i enelenelons cotncneilonstonlonelloneltoneveonop tlosiloseniiolloonen

et oveersenell seenoen eoeel s [Hesentvene s Ko
#8.50565817/065.65.7 865800 T8 VA &

%!60IL6! This program cannot be run in DOS mo

2

Image 2.5.15: Browsing and viewing the files

2.6 Registry Analysis

Regripper was used to analyze the registry hives acquired from the disk of the target host.
Analysis of SAM hive from %WINDIR%\system32\config\SAM provided following results.[12.
13]

1 RegRipper, v.2.8 E="0000 x ;'.
Fite:: Help

Hive File: |l farensic\SAM

Report File: II:"sfnrensi::.‘\.SAM.t:d

Profile: Isam

U=ing plugins file security
auditpol...Done.

Isasecrets.. Done.
polacdms...Done.

0 plugins completed with emors.
Logging to I:"orensic™5AM log
Uszing pluging file sam
llsamparse...Done.

0 plugins completed with emaors.

Image 2.6.1: Regripper registry analysis
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Chapter 2 - Forensics Analysis of a Windows 7 Host

Administrator account was found disabled.

kamPHFSE v.20126722
(5AM) Parse SAM file for user & group mbrshp info

User Information

Username :| Administrator [588]

Full Name :

User Comment : Built-in account for administering the computer/domain
Account Type : Default Admin User

Account Created : Sat Jan 19 B6:26:24 2813 7
Last Login Date : Tue Jul 14 84:53:58 2889 Z
Pwd Reset Date : Tue Jul 14 84:55:45 2889 Z
Pwd Fail Date : Never
Login Count il !

--» Password does not expire
| --+ Account Disabled |

--» Normal user account

Image 2.6.2: Admin accounts status

Username “T” was created on !8 Jan 2013 with administrative privileges.

Username I: t |IEEE[ |

Full MName

User Comment

Account Type : Default Admin User
Account Created 4 Fri Jan 18 17:27:47 2013 Z
Password Hint i

Last Login Date : Fri Jan 18 17:28:11 2013 Z
Pwd Reset Date : Fri Jan 18 17:27:48 2013 Z
Pwd Fail Date : Never

Login Count s

--» Password does not expire

--» Password not required

--> Mormal user account

Image 2.6.3: Username "T" information

The SYSTEM hive was analyzed.
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Chapter 2 - Forensics Analysis of a Windows 7 Host

| [PreeTi=: [i:*orensic\SYSTEM |

IW File: [I:Forensic \system ba |

Image 2.6.4: System hive analyzed

The results are shown below
The USB devices connected to the system can be viewed using usbstor.pl. NO evidence of
any USB device connecting to the system was found.

usbstor v.:Z8dcddlo
(System) Get USBStor key info

ControlSet881'\EnumiUSBStor not found.

Image 2.6.5: Usbstor.pl

Mountdev.pl shows the drives ever mounted on the system whether removable or othe-
wise.

|
mountdev v.20080324 !
(System) Return contents of System hive MountedDevices key |

fountedlevices
Lasthrite time = Sat Jan 19 06:15:06 20137

DosDevices\C:

Drive Signature = 62 12 9f 9c
\22\Volume{87b33114-61F-11e2-a139-806e616e6963] :
Drive Signature = 62 12 9f 9c
\2?\Volume{87b33115-61Ff-11e2-a139-806e6F6e6963} i
Drive Signature = 62 12 9 9c ‘

Device: \??\IDE#CdRomVBOX CD-ROM 1.8 #58106af1718&081.6. 0#{53F5630d -bAbT —11d9—94f2—%39c91efb8b}1
V7 \WVolume{87033TT8-61FF-11e2-a139-806e6 66963}
\DosDevices\D:

WM

Image 2.6.6: Mountdev.pl
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Chapter 2 - Forensics Analysis of a Windows 7 Host

Fw_config.pl displays the firewall settings for the host. Analysis shows it was enabled.

ImLagt: v.20080328
(System) Gets the Windows Firewall config from the System hive

Windows Firewall Configuration
ControlSet@@1\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile
LastWrite Time Tue Jul 14 84:37:09 2009 (UTC)
| Enabletirewall -> 1|
DisableNotifications -» @

Windows Firewall Configuration
ControlSet®®1\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile
LastWrite Time Tue Jul 14 84:37:09 2009 (UTC)

[EnableFirewall -> 1 |

Disablelotifications -» @

Image 2.6.7: Fw_config.pl

Routes.pl shows the persistent routes some times used by malware to redirect traffic from le-

gitimate sites and / or prevent anti-malware definition updates by antivirus programs etc. No
persistent routes were found.

v.20100817
(System) Get persistent routes

ControlSet@B1\Services\Tcpip\ParametersiPersistentRoutes
Lastlirite: Tue Jul 14 84:39:42 28689

ControlSet@Bl\Services\TcpipiParametersiPersistentRoutes has no values.

Image 2.6.8: Routes.pl

Nic2.pl shows the information about the network interface card and DHCP configurations
as shown below.
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v. 29188481
(System) Gets NIC info from System hive

Adapter: {43EB8366-E226-48EA-B857-28B12879D1237
LastWrite Time: Fri Jan 18 18:21:16 2813 Z

UseferoBroadcast e

EnableDeadGWDetect 1

EnableDHCP 1

MNameServer

Domain

RegistrationEnabled 1

RegisterfAdapterlame 8

IDhcpIPAddress 192 .168.6.13]

DhecpSubnetMask 255.255.255.8

DhcpServer 192.168.68.1

Lease 6848380

LeaseObtainedTime Fri Jam 18 13:81:14 2813 Z

T1 Tue Jan 22 86:81:14 2813 7

T2 Thu Jan 24 21:91:14 2813 £

LeaseTerminatesTime Fri Jam 25 13:©1:14 2813 Z

AddressType 2

IsServerNapfware a8

DhcpConnForceBroadcastFlag 8

DhecpInterfaceOptions ] KuPx 2 jE1Qlocaldomain —
3 : jE1Q 16 J jE1QA” 5 JE1 Q]

DhcpGatewayHardware A - % DAE

DhcpGatewayHardwareCount 1

DhecpDomain localdomain

DhcpMlameServer 192.168.6.1

DhcpDefaultGateway 192.168.6.1

DhcpSubnetMaskOpt 255.255.255.9

ﬂdapter:|{e293c6c2—?83?—11de—316d—BBEEBFSEEQEB} |
LasthWrite Time: Sat Jan 19 86:26:15 2813 7

Image 2.6.9: Nic2.pl

Security hive was analyzed to get the machine unique identifier for the host and get the in-
formation about the domains that the host was connected to. This host was connected not con-
nected to any domain so the default primary domain SID can be seen below.

polacdms v.28188531
(Security) Get local machine SID from Security hive

PolAcDmS
Policy\PolAcDmS
Lastlrite Time Sat Jan 19 86:15:11 2813 (UTC)

hachine SID: 5-1-5-21-4778456329-243828137-3845931724

PolPrDmS
Policy\PolPrDm5
LastWrite Time Tue Jul 14 84:34:21 286089 (UTC)

Primary Domain SID: 5-1-5-

Image 2.6.10: Polacdms.pl

Poladtev.pl plugin of reg_ripper shows the audit policy configurations and last write time. It
was found that auditing was not enabled on this host.



Policy\PolAdtEw
LastWrite Time Tue Jul 14 84:34:85 2869 (UTC)

Length of data: 138 bytes.

BxP0000000: 90 @1 00 B0 B9 B8 18 77 78 0O 0O 0O 91 00 @8 B@a ....... 1) CRERE e
@xB800801e: 83 60 60 69 83 60 91 60 91 60 Ol 60 68 @. 8l e’ ................
8xB8888828: B0 B0 90 0O 0O 0O B2 0O 0O 0O 0O OO 0D BB BB BB ....... . e
BxBB866838: B0 B0 B0 BO 6O 6O PO 0D PO OO OO OO 6O B0 BB BB ................
@xP0000e40: 99 B0 P9 0O PO PO PO DO DO PO 0O 0O B8 B8 Bl Bl ................
@xB8088a58: 91 69 89 69 60 69 60 6P 60 B0 9l 60 69 @8 8l e’ ................
8xB8888868: B0 B0 B0 B0 0O B0 bO BO OO DO OO DD DD BB BB BB ... e
BxBB00e878: B0 B0 B0 0O PO OO OO 0O B> 0O B9 B0 Bc BB B3 BB ................
@x00000080: @4 P00 B6 0O 66 PO B4 BB BL BB 0 L.
**Auditing is NOT enabled.

Image 2.6.11: Poladtev.pl

Software Hive - Windows recycle bin can be set such that no deleted file ever goes to recycle
bin and delete is equal to shift + delete operation. Bit bucket key is set to one in such cases but
this key was not found.

bitbucket v.28638413
(Software) Get HKLM\..\BitBucket keys\wvalues

Microsofti\Windows\CurrentVersioniExplorer\BitBucket not found

Image 2.6.12: Bitbucket.pl

Browser helper objects are used by malware to modify pages and insert malicious links. No
such BHOs were found.

bho v.28138488
{Software) Gets Browser Helper Objects from Software hive

Microsoft\Windowsh\CurrentVersion\Explorer\Browser Helper Objects not found.
Howbd32Node\Microsoft\Windows \CurrentVersion\Explorer\Browser Helper Objects not found

Image 2.6.13: Bho.pl

Every malware needs persistence to survive across re-boots. Soft_run.pl plugin checks for
such ASEPs in registry.



soft_run v.20138425
(Software) [mgtart] Get autostart key contents from Software hive

Microsoft\WindowsyCurrentVersion\Run

LastWrite Time Tue Jul 14 @4:41:12 2809 (UTC)
Microsoft\Windows\CurrentVersion\Run has no values.
Microsoft\Windows\CurrentVersion\Run has no subkeys.
Microsoft\Windows\CurrentVersion\RunOnce

LastWrite Time Fri Jan 18 17:28:32 2813 (UTC)
Microsoft\WindowsCurrentVersion\RunOnce has no values.
Microsoft\Windows\CurrentVersion\RunOnce has no subkeys.
Microsoft\Windows\CurrentVersion\RunServices not found.
Wowed32Node\Microsofti\Windows\CurrentVersion\Run not found.
Wowed32Node\Microsoft\Windows\CurrentVersion\RunOnce not found.
Microsoft\Windows\CurrentVersion\Policies\Explorer\Run not found.

Wowed32Node\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run not found.

Microsoft\Windows NT\CurrentVersion\Terminal Server‘\Install‘\Software\Microsoft\Windows\CurrentVersion\Run not found.

Microsoft\Windows NT\CurrentVersion\Terminal Server\Install‘\Software\Microsoft\Windows\CurrentVersion\RunOnce not found.

Image 2.6.14: Soft_run.pl

Image file execution is used to launch another application (may be malware) whenever an
application is launched. Imagefile.pl checks for presence of such keys.

imagefile v.28138425
{Software) Checks IFEOQ subkeys for Debugger & CWDIllegalInDllS5earch values

Microsoft\Windows NT%CurrentVersion%Image File Execution Options
Mo Debugger/CHDI1legalInDl1Search wvalues found.

Wowbd 32Node\Microsoft\Windows NT\CurrentWersion\Image File Execution Options not found.

Image 2.6.15: Imagefile.pl

NTUSER.DAT - This hive tracks the activities of individual users.
The list of files presented with open / save dialog.

OpenSavePid1MRU

Lastlrite: Fri Jan 18 17:45:86 26813
OpenSavePid1MRUY*

LastWrite Time: Fri Jan 18 17:49:21 2813

Mote: All value names are listed in MRUListEx order.

Users'\ProcessMonitor.zip
Users\ProcessExplorer.zip
UsersiHandle.zip

UsershAutoruns.zip

Users\TCPView.zip
Users\ImmunityDebugger 1 85 setup.exe
Usershid public key.asc
Usersi\ChromeSetup.exe

Image 2.6.16: OpenSavePidlMRU



Chapter 2 - Forensics Analysis of a Windows 7 Host

Acmru.pl plugin tracks the searches done by user in Windows.

acmru v.200888324
- Gets contents of user’'s ACMru key

Software\Microsoft\Search Assistant\ACMru not found.

Image 2.6.17: Acmru.pl

Adoberdr.pl plugin finds the recently opened adobe reader (pdf) files and the version of adobe
reader installed on the system.

adoberdr v.208128716
(NTUSER.DAT) Gets user's Adobe Reader cRecentFiles values

Adoberdr v.28128716
Adobe Acrobat Reader wversion not found.

Image 2.6.18: Adoberdr.pl

Ccleaner.pl locates whether ccleaner was used on the system to clean up. This affects the
analysis.

ccleaner v.28128128
(NTUSER.DAT) Gets User's CCleaner Settings

Software\Piriform\CCleaner does not exist.

B
Image 2.6.19: Ccleaner.pl

Recentdocs.pl traces the recently opened documents by the user.

recentdocs v.28188485
{NTUSER.DAT) Gets contents of user's RecentDocs key

RecentDocs
**A11 walues printed in MRUListZWMRUListEx order.
Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
LastWrite Time Fri Jan 18 18:28:59 2813 (UTC)

= office2@@7

= KEY.TXT

= Network and Internet
= Downloads
ProcessMonitor.zip
ProcessExplorer.zip
Handle.zip
Autoruns.zip
TCPView.zip

= id_public_key.asc

MW E WG WD
I

Image 2.6.20: Recentdocs.pl
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Proxysettings.pl plugin tracks the proxy settings for the host.

proxysettings v.20881224
(NTUSER.DAT) Gets contents of user's Proxy Settings
ProxySettings
Software\Microsoft\Windows\CurrentVersion\Internet Settings
LastWrite Time Fri Jan 18 17:37:89 2813 (UTC)

AuteConfigProxy wininet.dll

CertificateRevocation 1

DisableCaching(fS5LPages ]

EmailName Userg

EnableHttpl_1 1

EnableNegotiate 1

IES UA Backup Flag 5.8

MigrateProxy 1

MimeExclusionlistForlache multipart/mixed multipart/x-mixed-replace multipart/x-byteranges

PrivDiscUiShown 1

PrivacyAdvanced ]

ProxyEnable 8

SecureProtocols 168

UrlEncoding ]

UseSchannelDirectly 1

[User Agent Mozilla/4.@ (compatible; MGIE 8.0; WinlZ)

WarnOnIntranet 1

WarnOnPost i |

WarnonZoneCrossing 8

LonesSecuritylpgrade 1249460144

Image 2.6.21: Proxysettings.pl

Runmru.pl plugin lists all the most recently used (MRUs) commands in run option of Win-
dows.

runmru v, 20880324
(NTUSER.DAT) Gets contents of user's RunMRU key

RunMru
Software\Microsoft\Windowsi\CurrentVersioniExploreryRunMRU
LastWrite Time Fri Jan 18 18:85:37 2813 (UTC)
MBIl it = =
a W4192.168.8.12 tef1

Image 2.6.22: Runmru.pl
Typedurls.pl lists all the URLSs typed by the user.

typedurls v.208888324
(NTUSER.DAT) Returns contents of user's TypedURLs key.

TypedURLs

Software\Microsofti\Internet Explorer’\TypedURLs
LasthWrite Time Fri Jan 18 17:44:22 2813 (UTC)

urll -»> tcpwiew

url2 -»> http://immunity/

url3d -» http://go.microsoft.com/fwlink/?LinkId=69157

Image 2.6.23: Typedurls.pl
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Typedpaths.pl plugin lists all the paths typed by the user in explorer bar.

typedpaths v.2018683308
(NTUSER.DAT) Gets contents of user's typedpaths key

Software\Microsoft\Windows\CurrentVersion\Explorer\TypedPaths
LastWrite Time Fri Jan 18 18:61:58 2813 (UTC)

Software\Microsofti\Windows\CurrentVersion\Explorer\TypedPaths has no values

Image 2.6.24: Typedpaths.pl

User_run.pl plugin was used to list all the auto start points in the HKCU hive.

user_run v.28130425
(HTUSER.DAT) [Autostart] Get autostart key contents from NTUSER.DAT hive

Software\Microsoft\Nindows\CurrentVersion| fun
Lasthirite Time Fri Jan 18 17:29:30 2013 (IMC)

|
Software\Microsoft\Nindows\ CurrentVersion\Run has no values.
Software\Howtd32Mode\Microsoft\Windows' CurrentVersion\fun not found.

Software\Microsoft\indows\ CurrentVersion unlnce
Lastirite Time Fri Jan 18 17:29:29 2013 (UNC)

Software\Microsoft|Nindows\CurrentVersion\Runllnce has no-values,

Software\Microsoft\Windows\ CurrentVersion| funServices not found.

Software\Microsoft\Nindows\CurrentVersion\RunServicesOnce not found,

Software\Micrasoft\Windows NT\CurrentVersion\Terninal Server\Install\Software\Microsoft\Windows\CurrentVersion\fun not found,
Software\MicrasoftiNindows NT\CuprentVersion\Terninal Server\Install\Software\Microsoft\Nindows\CurrentVersion\RunOnce not found,
Software\Microsoft\Nindows\CurrentVersion|Policies\Explorer\fun not found.
Software|Howtd3Mode\ Microsoft\Windows' CurrentVersion\Policies\ Explorerfun not found.

Software\MicrosoftiNindows NT\CurrentVersion\Windows

Lasthirite Tine Fri Jan 18 17:28:27 2013 (UTC)

fun value not found,

run value not found.
load value =

Image 2.6.25: User_run.pl
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Userassist.pl plugin lists the files the user clicked in the Windows Explorer.

user_run v. 20130425
(NTUSER.DAT) [Autostart] Get autostart key contents from NTUSER,DAT hive

Software\Microsoft \Windows\CurrentVersion| fun
Lastrite Time Fri Jan 18 17:29:38 2813 (UTC)

|
Software\Microsoft \Windows\ (urrentVersion\Run has no values.
Software'Wowdd 2 Mode\Mi crosoft\Windows'\CurrentVersion\Run not found,

Software\Microsoft\Windows' CurrentVersion\RunOnce
Lasthrite Tine Fri Jan 18 17:29:29 2013 (UTC)

Software\Microsoft Windows' CurrentVersion\Rundnce has no values.

Software\Microsoft\Windows' CurrentVersion\RunServices not found.

Software\Microsoft\Nindows' CurrentVersion\RunServicesOnce not found.

Software\Microsoft\Nindows NT\CurrentVersion\Terninal Server\Install\SoftwareMicrosoft\Nindows\(urrentVersion\Run not found.
Software\Micrasoft\Windows NT\CurrentVersion\Terninal Servee\Install\Software\Microsoft\Nindons\CurrentVersion\Runlnce not found.
Software\Microsoft\Nindows' CurrentVersion'Pol icies\Explorerifun not found.

Software\|Nowdd3MMode\Microsoft \Windows'\CurrentVersion\Policies\Explorer\fun not found.

Software\Microsoft\Windows NT\(urrentVersion\Windows

Lasthrite Tine Fri Jan 18 17:28:27 2003 (UTC)

Run value not found.

run value not found.
load valve =

e N e e ——————————————]
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Userfssist
Software\Microsoft\Windows\ CurrentVersion\Explorer\Userdssist
LastWrite Time Fri Jan 18 17:29:21 2013 (UTC)

{CEBFFSCD-ACE2-4FAF-9178-9926F41749EA}
Fri Jan 18 18:24:20 2813 Z
C:\office2007\SETUP.EXE (4)
Fri Jan 18 18:23:36 2013 7
{D65231B0-B2F1-4857-A4CE-ABETCBEATD27 Himsiexec. . exe (3)
Fri Jan 18 18:28:59 2813 7
{D65231B08-B2F1-4857-A4CE-ABE7CREATD27 \NOTEPAD.EXE (1)
Fri Jan 18 18:12:23 2813 7

IE:HUserskt\DﬂunlnadsiIlnunityDehugger_l_BS_setup;exe (1}|
Fr an e 13 L

Microsoft.InternetExplorer.Default (1)

Fri Jan 18 17:27:34 2013 £
Microsoft.Windows.GettingStarted (14)
Microsoft. Windows.MediaCenter (13)
{D65231B0-B2F1-4857-AACE-ABETCGEATD27 thcalc.exe (12)
Microsoft.Windows.StickyNotes (11)
{D65231B@-B2F1-4857-AACE-ABETCGEATD27 1\ SnippingTool.exe (18)
{D65231B0-B2F1-4857-A4CE -ABETC6EATD27 H\mspaint.exe (9)
Microsoft.Windows . RemoteDesktop (B)
{D65231B@-B2F1-4857-A4CE -ABETCAEATD27 H\magnify.exe (7)
{7CSAAQEF-ABFB-4BFC-874A-COF2EQBIFABE N\ Microsoft Games\Solitaire\solitaire.exe (6)

{FAESTCAB-2036-45F0-A0AB-443BCFE33D9F}

Fri Jan 18 17:37:87 2013 7
{9E3995AB-1F9C-4F13-B827-48B24B6C7174}\TaskBar\Internet Explorer.lnk (1)

Fri Jan 18 17:27:34 2613 Z

{8139D44E -6AFE-49F2-8698 - 3DAFCAEGFFBE }\Accessories\Welcome Center.lnk (14)

{8139D44E -6AFE-49F2-8690-3DAFCAEGFFBB\Media Center.lnk (13)

{8139D44E -6AFE-49F2- 8698 - 3DAFCAEGFFBB}\Accessories\Calculator.1nk (12)

{8139D44E -6AFE-49F2-8690-3DAFCAEGFFBE \Accessories\Sticky Notes.lnk (11)

{@8139D44E -6AFE-49F 2-869@ - 3DAFCAEGFFBB }\Accessories\Snipping Tool.lnk (18)

{9139044E -6AFE-49F2-8690-3DAFCAEGFFBE \Accessories\Paint. Ink (9)

nnection.lnk (8)

Co
agnify.ln 7

Ll

Image 2.6.26: Userassist.pl
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3.1 Machine Details

The analysis was carried out on a Virtual Machine running in Oracle Virtualbox with 1 GB
RAM and 20 GB Hard disk. Windows 8 Pro(32 bit) with version 6.2.9200 was analyzed for
forensics evidence.

3.2 Live response using mir-ror

Mir-ror V2.0 was used to carry out live response evidence collection from the host to gather
the state of the live system as present at the time of incident report. [2, 3]

Default script for Mir-ror was adapted to work under Windows 8 environment as it is origi-
nally designed for Windows XP and Windows 2003. The signatures were added to help the
script in identifying The Windows version, otherwise script failed to run.

REM * 0S5 Detection Function *
REM

findstr /i xp ¥LOGS¥:\Livecap %COMPUTERNAMEX\systeminfo.log >nul

IF ¥ERRORLEVEL% == @ SET OSNAME= XP

findstr /i vista ¥LOGS%:\Livecap_ H%COMPUTERNAMEX\systeminfo.log »>nul

IF XERRORLEVEL% == @ SET OSNAME= Vista

findstr /i windows.7 %LOGS%:\Livecap %COMPUTERNAME%\systeminfo.log »nul
IF ¥ERRORLEVEL% == @ SET OSNAME= Vista

findstr /i windows.8 %L0GSX:\livecap %COMPUTERNAMEX\systeminfo.log >nul

IF %ERRORLEVEL% == @ SET OSNAME- Vista .
-
ECHO. Y oo
ECHO S
ECHO 05 Family Detected as: XOSNAMEX E
ECHO
ECHO. This signature helps in
identifying correct 08
ECHO. version and subsequent use
ECHO of correct directory to locate
ECHO MIR-ROR is now copying the NTUSER.dat files for every user on the system NTUSER.DAT hive
ECHO for offline analysis
ECHO ,
ECHO. !-
IF %OSNAME% == XP GOTO ntuser XP ,"
IF %OSNAME% == Vista GOTO ntuser_VISTA ’
GOTO SKIP_ntuser !
7
:ntuser_XP *
for /F %%i in ('dir /b "c:\Documents and Settings"') do ntfscopy.exe -raw "c:\DocumeF’ts and Settings\%%1\NTUSER.dat" "¥L0GS%:\Livecap_%COMPUTERNAMEZ:
\mtuser_¥%i.dat” 2>> %LOGS¥:\Livecap %COMPUTERNAMEX\MIR-ROR.log 7
GOTO FINISH ntuser i

4

:ntuser VISTA

for /F %%i in ("dir /b c:\Users') do ntfscopy.exe -raw "c:\User‘s\%%i\NTUSER.datq"%LOGS%:\L:'Lvecap_%COMPUTERNAME%\ntuser‘_%%i.dat" 2>> %L0GS%:\Livecap_
%COMPUTERNAME\MIR-ROR. log

GOTO FINISH ntuser

Image 3.2.1: Signature for Identify OS

Moreover another modification made was to comment out the calls to now .exe as they were
valid for Windows 2003 only.

REM now.exe |[Copying the registry files for offline analysis] »» %LOGSK:\Livecap ACOMPUTERNAMER\MIR-ROR. log

Image 3.2.2: Comment out now.exe

Then there were few tools called in the script which were not available in the Sysinternal suite
installation for Mir-ror and included in fetch.txt. They needed to be downloaded and included
in the Mir-ror installation directory.
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MIR-ROR v.2.8 as of 3/21/12
fetch.txt v.2.0.1 as of 4/11/12

1) Download the Sysinternals Suite: http://technet.microsoft.com/en-us/sysinternals/bb842062.aspx
2) Download |NTFScopy} http://www.tzworks.net/prototype page.php?proto id=9
3)

Download [The STeuthKIt (TOKIE http://wae.sleuthkit.org/sleuthkit/download. php
4) Download [the Windows Server 7803 Resource KIt Toolst http://ww.microsoft.com/downloads/details. aspx?FamilyID=0d467a69-57Ff-4ae7-96ee-

b18c4790cffdhdisplaylang=en
5) Downloadw‘r‘om Holisticinfosec.org: http://holisticinfosec.org/toolsmith/files/seccheck/seccheck.exe
6) Download [openports.exe] from Holisticinfosec.org: http://holisticinfosec.org/toolsmith/files/openports/openports. exe

Image 3.2.3: Extra tools

The files that were downloaded and included in the tools are shown below.

{from unpacked TZWorks file)
ntfscopy.exe

(from unpacked TSK file)

fls.exe
libewf.dll
msvcem9e . d1l
msvep98.dll mwc;;:]gﬂj:lé
msvcri00.
:i;ﬁfgign zlib:dil included
instead

(from unpacked Win2K3 ResKit)
now. exe

showacls.exe
showpriv.exe
srvinfo.exe

Downloaded from
alternate sources
as not available on
indicated source

(from Holisticinf
SECCNECK. eXe

oEenEEPts.Exe

Image 3.2.4: Included tools

Additionally memory dump was created using winpmem v1.4.1 and for that purpose follow-
ing command was added to the script.

ECHO  Running winfip of %COMPUTERNAME%.

winpmem 1.4.exe XLOGS%E:%\Livecap #COMPUTERNAMEX‘\physmem.raw
winpmem 1.4.exe -d XELOGS¥:\Llivecap HMCOMPUTERNAMEZR‘physmemdmp .dmp
ECHO.

Image 3.2.5: Winpmem

To aid in browser forensics and collection of Skype history following tools were added to the
script. (source: www.nirsoft.net)
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ECHO Collecting Skype history of #COMPUTERNAME?. Skype chat, call
SkypelogView /scomma *LOGS%:%\Livecap XCOMPUTERNAMEX\skypehistory.csv and file transfer
ECHO. log

Download
history of
firefox

ECHO Collecting Firefox download history of %COMPUTERNAMEX.
|Fir‘e-FoxDownload5\r'iew /scomma %LOGS%:\Livecap XCOMPUTERNAMEX\firefoxdownloads.csv
ECHO.

ECHO Collecting Firefox Cache of #COMPUTERNAME?.
MozillaCacheView /scomma #%LOGS¥:\Livecap %CO‘-!PUTERNN-‘IE%\MozillaCacheview.csv{caﬂhe of Firefox j
ECHO.

ECHO Collecting IE Cache of XCOMPUTERNAME?. Cache of Internet
lieCache\r’:'Lew Jscomma HLOGS%:\Livecap %COMPUTERNAMEX\ieCacheview.cswv Explorer

ECHO.

Browsing
history of
Firefox

ECHO Collecting Firefox History of XCOMPUTERMNAMEY.
MozillaHistoryView /scomma %LOGS¥:‘\Livecap XCOMPUTERMAMEX\MozillaHistorywiew.cswv
ECHO.

ECHO Collecting Browser Sear‘n.:h History of %COMPUTERNAMER. History of all searches "
F-'IyLastSE:ar‘ch /scomma XLOGSE:\Livecap HXCOMPUTERNAMEX\LastSearches.csv on search engines
ECHO.

Browsing
ECHO Collecting Browsing History of %COMPUTERNAMEX. history of all
|Br‘owsingHiStor‘yView /scomma XLOGS%:\Livecap XCOMPUTERNAMEX\BrowsingHistoryView.csv browsers
ECHO.

Image 3.2.6: Browsers and Skype tools

All the tools were copied to a USB flash drive under \\tools\mir-ror directory and this drive
was plugged in a host on the same network as the target system and this directory was mapped
as a network drive ‘M’ Therefore no tools were needed to be copied to the target host. After
mir-ror was run it generated output in a directory with a suffix of the host name as the host-
name was ‘Forensic8, the directory was named ‘Livecap_Forensic8.

It must be noted here that cookies have been saved using a unique id and not domain names
as done for earlier versions of Windows. A look at one of the cookies reveals following:

File Edit Format Wiew Help
I_Utm:aEEElil??BB.2314159553.1334155?31.1334155?31.1334155?31.1

player.vimeo.com,/2147484752384246656838481515409872878738334664%  utmz
25514??55.1354155?Bﬂ}1.1.utmc5r=Free—Facebnnk—accnunt—hack.cnm“utmccn=
(referral) |utmcmd=referral |utmcct=/player.vimeo.com/21474847522958513468

o N L P s T

Image 3.2.7: Cookie example

Handles.log file generated by mir-ror shows the processes and the associated threads and
handles information. This log presented some interesting information like telnet service being
started (which is disabled by default in Windows 7) and presence of an active telnet session.
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T =g T

C18: Process

tlntsvr.exe(1348)

L1d: Key

C1C: File (---)

HECM, SOFTWARE\Policies \Microsoft\Windows
YWDeviceZ\Tcp

Image 3.2.8: Handles.log

One suspicious process was traced which is not normally found in a normal execution of
Windows 8 as shown below.

AAC: Thread

dwm.exe(1892): 3968

ABB: Process

hh,exe{3208)

Image 3.2.9: Suspicious process example

This process needs further investigation.

Netstat.log shows the result of netstat command which displays all the open TCP connections.
The telnet session and hh.exe were found to be listening for connections.

4\ netstatiog-Notepad

File Edit Format View Help

[hh.exe]

TEP 192.168.1.5:23 192.168.1.3:58478 ESTABLISHED 1348
[tlntsvr.exe]

TCP 192.168.1.5:139 6.8.0.0:0 LISTENING 4
Can not obtain ownership information

TCP 192.168.1.5:58287 54.243.202.251:88 ESTABLISHED 3112
[iexplore.exe]

TER 192.168.1.5:58336 64.4.61.287:443 ESTABLISHED 2544
[iexplore.exe]

TCP 192.168.1.5:58388 173.194.113.238:443 ESTABLISHED 2424
[iexplore.exe]

TCP 192.168.1.5:58430 192.168.1.3:445 ESTAELISHED 4
Can not obtain ownership information

TCP 192.168.1.5:58437 192 .16891.3:445 ESTABLISHED 4
Can not obtain ownership information

TER 192.168.1.5:58441 287.46.129.137:88 ESTABLISHED 3936
[Explorer . EXE]

TCP 192.168.1.5:58445 1225.56.199.99: 80 CLOSE_WAIT 3936
[Explorer . EXE]

TCP 192.168.1.5:58448 125.56.199.99:88 CLOSE_WAIT 3936
[Explorer.EXE]

TCP 192.168.1.5:58449 125.56.199.129:88 CLOSE_WAIT 3936
[Explorer.EXE]

TER 192.168.1.5:58458 125.56.199.129:88 CLOSE_WAIT 3936
[Explorer . EXE]

TCP 192.168.1.5:58453 125.56.199.99: 80 CLOSE_WAIT 3936
[Explorer.EXE]

TCP 192.168.1.5:58454 125.56.199.99:88 CLOSE_WAIT 3936
[Explorer.EXE]

TCP 192.168.1.5:58476 173.194.113.238:443 ESTABLISHED 2424
[iexplore.exe]

TER 192.168.1.5:58477 192.168.1.3:139 TIME_WAIT ]
TCP 192.168.1.5:58478 192.168.1.3:139 TIME_WAIT %]
TEP 192.168.1.5:58479 192.168.1.3:139 TIME_WAIT ]
TCP 192.168.1.5:58480 192.168.1.3:139 TIME WAIT %]
TCP 192.168.1.5:58431 192.168.1.3:139 TIME WAIT 8
TP | ) B ) LISTENING 1348
[tlntsvr.exe]

TCP [::1:135 [::]:0 LISTENING 612

Image 3.2.10: Netstat.log
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Openports.log shows the ports open on the host and it was found that port 23 (telnet) was
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open and connected and port 80 was also found to be open.

File Edit Format View Help

bpenPorts - DiamondCS Console Tools (www.diamondcs.com.au)

SYSTEM [0]
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

cossdessmpe

()]

Soo 00920

1135
B i
1554
149152
149153
149154
149155
149156
158174

151126
151127

peoscossss

-0 e ®
covsovocoome®
sessvsosssse

127.

s> IV IR v Il B I I o B B o)

.1:51127
.1:51126

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

e
o oy
ca ol

.5:53121
153139
153145
153185
153372
153411
153414
153415

64.4.4

.96:443

64.4.46.99:443

173.
157.
192.
168.
125.
125.

194.113.228:443

55.236.69:443
168.1.2:445
63.124.173:50
56.199.129:80
56.199.95:868

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
CLOSE_WAIT

CLOSE_WAIT

TCP
TCP

153416 125.56.199.599:80
1534308 .194.113.226:443

CLOSE_WAIT
ESTABLISHED
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

LA WA WA WA WA WA WA WA WA

=
)
Y]

g R et | FESN S

TCcP
TCP
TCP
TCP
uoP
uoP
uoP
uoP
uoP
Lupp

=B B B v B s B e B~ R v B B R o
DDODODDOD®®
DDODODDOD®®
DDoODODDOD®®
DO D®®

Image 3.2.11: Openports.log

Psinfo.log shows the information about the host and the programs installed. It was found that
Mozilla Firefox and Skype were installed on the host.
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File Edit Format WView Help

Eystem information for ‘\\forensicB:

Uptime:
Kernel version:
Product type:
Product version:
Service pack:
Kernel build number:
Registered organization:
Registered owner:
IE version:
System root:
Processors:
Processor speed:
Processor type:
Physical memory:
Video driwver:
Volume Type Format
: Fixed NTFS
: CD-ROM
: Remote FAT32
MN: Remote
Applications:

@ days 9 hours 9 minutes 23 seconds
Windows 8 Pro, Multiprocessor Free
Professional

6.2

a

9208

Forensics
9.0e68
C:\Windows
1
3.1 GHz
Intel(R) Core(TM) 13-2126 CPU @
1824 MB
Microsoft Basic Display Adapter
Label Size Free
19.66 GB ~ 12.14 GB

NEW VOLUME 7.25 GB 4.81 GB

Skype? 6.10 6.10.104

Mozilla Firefox 25.8 (x86 en-US) 25.8
Mozilla Maintenance Service 25.8

Image 3.2.12: Psinfo.log

Psloggedon.log shows the currently logged on users and it also confirmed that two users were
logged on at the time of live response and also there was a session through resource shares.

File Edit Format View Help

Users logged on locally:

11/11/2613 16:43:18 AM
<unknown time:

forensic8\Forensics
forensic8\backdoor

Users logged on via resource shares:

11/11/2613 2:16:36 PM

{null)\Forensics

Image 3.2.13: Psloggedon.log

Pstasklist.log shows the running processes with threads and the execution state of the

processes. The suspicious processes can be seen in this list too.
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File Edit Format View Help

69852 2748 3432
138268 15488 17284
85252 96380 7352
85516 18449 8072
22888 3580 856
48736 4388 1048
3156 80 1328
9996 1808 1472
11232 1448 288
18768 2224 568
55488 18112 4972
48128 5868 2212
87764 12376 12368
215424 43528 156988
91928 99838 3688
85568 11788 5868
28964 3892 852
69868 5772 3492
59948 8704 3688
24188 3656 1368
31188 9632 4896
508784 6380 1064
242716 84148  36l36
689804 88472 54268
1760896 23216 18136
535816 138848 216744
416972 80148 121968
437824 152828 133668
35912 2780 16592
56464 4272 1888

wmpnetwk
SearchIndexer 928
svchost 932
svchnst 1112
tlntswvr 1348
tlntsess 380
cmd 992
cmd 1384
nc 3300
conhost 3828
svchost 1496
spoolsv 1744
svchost 1772
MsMpEng 1928
taskhostex 2384
taskhost 2756
swchost 3824
taskhost 3840
svchost 3132
TrustedInstaller 3212
lsass 480
winlogon 416
dwm 688
explorer 3936
iexplore 228
iexplore 2424
iexplore 2544
iexplore 3112
cmd 2812
pslist 284
conhost 2388 55224 5244 828
3208 32964 2212 560
conhos 1516 8 41328 3520 748

Process and thread information for forensics:

= e

[y
CO 0O W OO 00 00 00 00 00 W LD WD OO 0D 00 G0 01 00 0D 00 CO CO 0O OO 00 00 00 00 00 00 00 CO

Image 3.2.14: Pstasklist.log
Scquery.log displays the installed services and their status. Analysis shows the telnet service

is enabled and running.

File Edit Format View Help

WIN32_EXIT_CODE : 8 (exe)
SERVICE_EXIT_CODE : @ (0x8)
CHECKPOINT 1 Bx0
WAIT HINT ]

SERVICE_NAME: wscsvc
DISPLAY_ MNAME: Security Cente
TYPE : 20 WIN32 SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE B (exe)
SERVICE_EXIT CODE : @ (ex@)
CHECKPOINT : Bx0
WAIT_HINT H

SERVICE_MNAME: WSearch
DISPLAY MAME: Windows Search
TYPE : 18 WIN32_OWN _PROCESS
STATE z RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32 EXIT CODE : (Bx8)
SERVICE_EXIT_CODE : (ex@)
CHECKPOINT z
WALIT_HINT

SERVICE_NAME: TlntSwvr
DISPLAY_NAME: Telnet

: 180 WIN32_OWN_PROCESS
: 4 RUNNING
(STOPPABLE, PAUSABLE, ACCEPTS SHUTDOWN)
WIN32_EXIT_CODE ;e (exe)
SERVICE_EXIT_CODE : @ (08x@)
CHECKPOINT )
WAIT _HINT : exe

Image 3.2.15: SC_Query.log
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Schtasks.log displays the scheduled jobs which are set to run at predefined intervals / time
an often are used in post exploitation stage to achieve persistence or hide activity by intruders.

Analysis shows a scheduled task is created to start hh.exe on startup.

File Edit

Format View Help

Until: Time:
Until: Duration:
Stop If 5till Running:

Repeat:
Repeat:
Repeat:

HostName:
TaskName:

MNext Run Time:
Status:

Logon Mode:
Last Run Time:
Last Result:
Author:

N/A
N/A
N/A

forensic8
\run_backdoor

N/A

Ready

Interactive only
N/A

1
forensic8\Forensics

|Task To Run:

C:\temp\hh.exe |

Start In:

Comment:

Scheduled Task State:

Idle Time:

Power Management:

Run As User:

Delete Task If Not Rescheduled:

Stop Task If Runs X Hours and X Mins:

Schedule:
Schedule Type:
Start Time:
Start Date:
End Date:
Days:
Months:
Repeat:
Repeat:
Repeat:
Repeat:

Every:

Until: Time:

Until: Duration:

Stop If 5till Running:

Folder: ‘\Microsoft

N/A

N/A

Enabled

Disabled

Stop On Battery Mode, No Start On Batteries
forensic8\Forensics

Disabled

72:00:00

Scheduling data is not available in this format.
At system start up

M/A

M/A

N/A

N/A

N/A

N/A

M/A

N/A

N/A

INFO: There are no scheduled tasks presently available at your access lewel.

Image 3.2.16: Schtasks.log

Psloglist_system.csv files lists the event log and reveals the time when telnet service was in-
stalled and set to auto start.

Home Insert

c19 -~ £ ]
e~ R RS U . T WU WP WP S T USSP S R Y g N RO YO MO e N O U PRSP
23 antrol ManagerlNFORMATIONforensic811,/11/2013 2:23:41 PM7045Forensics\forensic8"A service was installed in the system. Service Mame: pmem Service File Mame: C:\Use
20 ‘Windows-Kernel-GeneralINFORMATIONforensic811/11/2013 2:09:43 PM16SYSTEM\NT AUTHORITY" ge text not available. Insertion strings: 32 \??\C:\Users\backdoor\ntu

31| NFORMATIONforensic811/11/2013 1:42:13 PM3033None"The browser has forced an election on network \Device\NetBT_Tcpip_{F8F242B5-9672-47E6-97EA-32EAFF38F56B} becal
32 ntrol Manager'N FORMATIONforensic811/11/2013 1:38:46 PM7040Forensics\forensic3"The start type of the Telnet service was changed from disabled to auto start. " |

33 ntrol ManagerlNFORMATIONforensic811/11/2013 1:37:37 PM7040SYSTEM\NT AUTHORITY"The start type of the Windows Modules Installer service was changed from auto start
34 ntrol Manager'NFORMATIDNforensicSllfll,’ZOlS 1:37:29 PM70455YSTEM\NT AUTHORITY"A service was installed in the system. Service Name: Telnet Service|File Name: %5
35 ‘Windows-Kernel-GeneralINFORMATIONforensic811/11/2013 1:37:02 PM16SYSTEM\NT AUTHORITY"Message text not available. Insertion strings: 52 \??\C:\Windows\System32"
26 “Windows-NtfsSINFORMATIONforensic811/11/2013 1:36:59 PM98SYSTEM\NT AUTHORITY" ge text not available. Insertion strings: ?? \Device\HarddiskVolumeShadowCopy:
37 sntrol ManagerlNFORMATIONforensic811/11/2013 1:36:29 PM7040SYSTEM\NT AUTHORITY"The start type of the Windows Modules Installer service was changed from demand s
38 sntrol ManageriNFORMATIONforensic811/11/2013 12:48:28 PM70405¥STEM\NT AUTHORITY"The start type of the IKE and AuthlP IPsec Keying Modules service was changed fro
37§)VIERRORforensi0811[11,f2013 12:25:59 PM36838SYSTEM\NT AUTHORITY"A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect
40 _ERRORforensicSll[lUZOlS 12:25:59 PM36BB8SYSTEM\NT AUTHORITY"A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect
41 ;ERRDRforensicSl]Jl]jZOlB 12:24:59 PM36838SYSTEM\NT AUTHORITY"A fatal alert was generated and sent to the remote endpaoint. This may result in termination of the connect
42 :RRORforensic311/11/2013 12:23:04 PM36888SYSTEM\NT AUTHORITY"A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect
43 ?RRORforensicSllflljZOB 12:23:04 PM368385YSTEM\NT AUTHORITY" A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect
44 "RRORforensic811/11/2013 12:23:04 PM36888SYSTEM\NT AUTHORITY" A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect,
a5 ‘RRORforensic811/11/2013 12:23:03 PM36888SYSTEM\NT AUTHORITY"A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect
46 :ERRORforensicgll,flUZOlB 12:23:03 PM36838SYSTEM\NT AUTHORITY"A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect

a7 ERRQBlforensicsll.fll.fzols}Z 3 PM36883SYSTEMYNT AUTHORITY"A fatal alert was generated and sent to the remote endpoint. This may result in termination of the connect|™
M4 M ist_SYSTEM < %1

Ready |

Image 3.2.317: Psloglist_system.csv
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Chapter 3 - Forensics Analysis of a Windows 8 Host

Psloglist_security.csv list all the security events and provides valuable information about when
a particular account was created, logged in /out and modification of privileges and also indicates
any failed logged in attempts.

Home Insert Page Layout Formulas Data Review View © - =
o127 - £ |

DT o WG e | o a Ll s I o L u L vl ow. l x Lv .2 Lo L s sl so s L
| osoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:33:24 PM4672None"Special privileges assigned to new logon. Subject: Security ID: S-1-5-18 Account Name: SYSTEM
114 or a local process such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network). The New
1}5Ecrusoﬂ—WinduwySecurity—AuditingSUCCESSAUDITforensicSufll,:’ZOB 3:23:08 PM4672None"Special privileges assigned to new logon. Subject: Security ID: $-1-5-18 Account Name: SYSTEM B
116 or a local process such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network). The New
11 osoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:14:49 PM4797Nong"An attempt was made to query the existence of a blank password for an account. [Subject: Securi
118 crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:14:49 PM4797None"An attempt was made to query the existence of a blank password for an account.  Subject: Securi
119§crosoﬂ—Windows—SEcurity—AuditingSUCCESSAUDITforEnsichfll,:’ZOlS 3:14:49 PMA797None"An attempt was made to guery the existence of a blank password for an account. Subject: Securi
120 crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:14:43 PM4797None"An attempt was made to query the existence of a blank password for an account.  Subject: Securit
121 crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:12:41 PMA634Nong"An account was logged off, |Subject: Security ID; §-1-5-90-1 Account Name: DWM-1 Account Do
122 crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:12:41 PM4634None” An account was logged off.  Subject: Security ID: 5-1-5-90-1 Account Name: DWM-1 Account Do
123 ‘crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 3:12:40 PM4872NoneSpecial privileges assigned fo new Togon.| Subject: Security ID: 5-1-5-50-1 Account Name: DWM-
124 crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 2:12:40 PM4672None"Special privileges assigned to new logon. Subject: Security ID: 5-1-5-90-1 Account Name: DWM-
1 ra local process such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network). The New
1126 or a local process such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network). The New
lgzi or wher! usinéthe_IRUNAS command. "

osoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 2:57:06 PM4672None"Special privileges assigned to new logon. Subject: Security ID: 5-1-5-18 Account Name: SYSTEM
129 or a local process such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The most common types are 2 (interactive) and 3 (network). The New
130 crosoft-Windows-Security-AuditingSUCCESS AUDITforensic811/11/2013 2:56:53 PM4672None"Special privileges assigned to new logon.  Subject: Security ID: 5-1-5-18 Account Name: SYSTEM

1131 or a local process such asWiy!g on.exe or Services.exe. The logon type field indicates the kind of logon that occurred. The most common types are 2 {interactive) and 3 (network]. The New
M ist_ SECURITY

Image 3.2.18: Psloglist_security.csv

Firefox Download History - One file, probably a program to hack facebook accounts was
downloaded using firefox as shown below.

File Edit Format View Help
Filename,URL,Full Path Filename,Referrer,MIME Type,Downloaded Bytes,Total Bytes,Start Time,End Time,Duration,fverage
Speed,Download ID,Status
Ultimate-Facebook-Hack-4.281.exe,http: //fbhackpassword. com/wp-content/uploads/2813/08/Ultimate-Facebook-Hack-
4.201.exe,C:\Users\Forensics\Downloads\Ultimate-Facebook-Hack-4.201.exe,,application/octet-

stream,"1,901,568","1,901,568",11/11/2013 4:46:26 PM,11/11/2013 4:48:45 PM,00:02:18.472,13.41 KB/Sec,1,Succeeded

Image 3.2.19: Firefoxdownloads.csv

Browsing History - The browsing history for all the browsers is shown in BrowsingHisto-
ryView.csv file and it contains a number of user ful information like email addresses and the
sites visited.
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File Edit Format View Help

https://baymsglB20212 . gateway.messenger. live.com/xmlProxy.htm?vn=9.0890515.0&domain=1ive.com,,11/11/2613 2:55:23 ol
PM,1,,Internet Explorer 18,Forensics
https://baymsglB28315.gateway.messenger.live.com/xmlProxy.htm?vn=9.898515.08&domain=1ive.com,,11/11/20813 12:12:57

PM,1, ,Internet Explorer 1@,Forensics
https://baymsglB2B426.gateway.messenger. live. com/xmlProxy.htm?vn=9.8908515.8&domain=1ive.com,,11/11/2013 2:55:44
PM,1,,Internet Explorer 18,Forensics
https://baymsgr2011762.gateway .messenger. live. com/xmlProxy.htm?vn=9.896515.8&domain=1ive.com, ,11,/11/2013 6:26:51
PM,1,,Internet Explorer 18,Forensics
https://blul8l.mail.live.com/default.aspx?id=64855,0utlook i roberthiZBSB@outlook.comlll/li/ZBiB 5:18:49
PM,1,https://mail.live.com/?id=64855, Firefox,Forensics
https://blul8l.mail.live.com/mail/#,0utlook - roberth12398@outlook.com,11/11/2613 5:18:58
PM,1,https://blul8l.mail.live.com/default.aspx?id=64855,Firefox,Forensics
https://blul8l.mail.live.com/mail/#n=785577140&fid=1,0utlook - roberth1239@@outlook.com,11/11/2613 5:11:88

PM,2, ,Firefox, Forensics

https://blul8l.mail.live.com/mail/#n=785577148&fid=1,0utlook - roberthl2396@outlook.com,11/11/2813 5:18:51

PM,2, ,Firefox, Forensics

https://blul8l.mail.live.com/mail/#n=7855771408&view=1,0utlook - roberthl12398@coutlook.com,11/11/2613 5:12:88
PM,1,,Firefox, Forensics

https://clientsb.google. com/static/proxy.html?jsh=m%3B%2F_%2Fscsk2Fapps-statick2F_%2Fjsk2Fk
#%3Doz.gapi.en.1lnd9rN345c.0%2Fm%30_ features_ %2Fam¥3DAQR2FrtH3Dj%2Fd%301%2Frs%3DATtRS TMyWXmeG7 s 17 iwCe0yad -
u9_ag¥gh,,11/11/2813 4:85:11 PM,1,,Internet Explorer 18,Forensics
https://clients6.google.com/static/proxy.html?jsh=m&3B%2F_%2Fscs¥2Fapps-statick2F %2Fjs%2Fk%3Doz.gapi.en.VEeok-
MGIMg. 0%2Fm%3D_ features_ ¥2Fami3DAQ%2Frt%3Dj%2Fd¥3D1%2FrsX3DATtRSTMHNDe8RI79_ - cqmQP@vZ0lkewstw, ,11/11/2813 12:13:22
PM,1,,Internet Explorer 18,Forensics
https://col@-sec.mail.live.com/mail/AggregationSetupBasic.aspx?SEP=0ptions&n=1069115943,,11/11/2813 6:32:13

PM,4, ,Internet Explorer 1@,Forensics

L

Image 3.2.20: BowsingHistoryView.csv

Mozilla History View - Similarly MozillaHistoryView.csv shows the browsing history details
for firefox only.

File Edit Format View Help

#2F&ei=wleEUuvRI81iihge6lTHADg&USg=AFQ]CNEMSimky6EXN3VIISp7Vz52CIUCKE, ,Fb hack password,51,Link s
http://fbhackpassword.com/ N / A,11/11/2013 3:46:35 PM,2,http://wwmi.google.gr/url?
sa=thrct=jlg=8esrc=shsource=uebficd=785qi=28ved=0C0wQF jAGRUr1=httpIAR2F%2Ffbhackpassword. com
#2F&ei=wleEUuvRI8iihge61THADgEUSg=AFQ]CNEMNS imky6EXNIVNSp7VzszCIUCHg&bvm=bv, ,Fb hack password,32,link
http://fbhackpassword. com/wp-content/uploads/2013/08/Ultimate-Facebook-Hack-4.201.exe Il / A,11/11/2013 4:46:26
PM,8,http://fbhackpassword.com/, ,Ultimate-Facebook-Hack-4.281.exe,52,0ownload

http://google.com/,N / A,11/11/2013 3:45:37 PM,1,,,,21,Typed URL

http://grahamcluley.com/2013/06 /hack-facebook-sms/,N / A,11/11/2813 3:48:47 PM,1,http://wem.google.gr/url?
sa=t&rct=jhg=fesrc=slsource=webficd=88sqi=28ved=0CEEQF jAH&ur1=http¥3A%2F%2Fgrahamcluley. com%2F2013%2FB6%2Fhack-
facebook-sms%2F8ei=wleEUuvRIB1ihgeb1THADgRuUsg=AFQjCNGYyBo0, , "Hack any Facebook account in under a minute, by sending
just one SMS",34,Link

http://hotmail.com/,N / A,11/11/2613 5:87:41 PM,2,,,,57,Typed URL

http://hotmail.com/,N / A,11/11/2013 4:49:43 PM,2,,,,53,Typed URL

http://mail.google.com/mail/ N / A,11/11/2013 5:28:49 PM,1,http://www.gmail.com/,,,69,Permanent Redirect
http://skype.com/,N / A,11/11/2013 3:43:55 PM,1,,,,18,Typed URL

http://wa. facebook.com/,ll / A,11/11/2613 4:16:21 PM,1,http: //facebook.com/, ,,44,Pernanent Redirect
http://waw.gmail.com/, N / A,11/11/2813 5:20:49 PM,1,,,,68,Typed URL

http://wm. google.com.pk/?gus_rd=cr&ei=koeEUtmeMcKMBAXEIADWDA,N / A,11/11/2813 3:45:38
PM,1,http://www.google.com/,,,23, Temporary Redirect

http://wa. google.com. pk/url?sa=t&rct=jlg=fesrc=shsource=webfcd=18sqi=28ved=0CCcQFjALRUr]=httpRIAR2F

#2Fwna . monkeygamesworld. com¥2F&ei=V¥YmEUgqVK5CBhAe imIGAAQGUsg=AFQjCNFLIK-fugHVinvofCknnxESVQAE, I / A,11/11/2813 3:53:14
PM,1,https://waw.google.com.pk/search?q=monkey&ie=utf-8&oe=utf-8&rls=org.mozilla:en-US:officialbclient=firefox-
afichannel=fflbégws_rd=crfei=0YmEUvixJohMhAf1lgIG4Dg#channel=ff1b&g=monkey+games&rls=org,,,39,Link

http://wa. google.com.pk/url?sa=t&rct=jhg=Resrc=s&source=web&cd=18&ved=BCCkQF jAARurl=httph3Ak2F%2Fen. wikipedia.org
%2Fwiki%2FSilk Road_(marketplace)&ei=loaEUoGt0dGghQeppIDACQRusg=AFQiCNFiiYnLb6E,N / A,11/11/2013 3:41:31
PM,1,https://waw.google.com.pk/search?q=silkroad&ie=utf-8&oe=utf-8&rls=org.mozilla: en-US:officialfclient=firefox-

v
= =

Image 3.2.21: MozillaHistoryView.csv
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IECacheView.csv lists all the objects present in the browser cache of Internet Explorer, it can
serve a valuable source of information for locating drive by download and other browser based

attacks and forensic artifacts like images etc.

Fle Edt Format View Help

Lcrop-126-129-126px-Do-Mindfu1-Meditation-Step-?[l].jpg,image/jpeg,http://padl.whstatic.com/images/thumh/ﬁ/ﬁ?/Do-
Mindful-Meditation-Step-7. jpg/-crop-126-120-126px-Do-Mindful -Meditation-Step-7. jpg, 11/11/2013 12:30:55 PH,11/18/2813
4:04:22 P, 11/5/2014 4:04:50 PM.N/A,1,"19,030" ,EPCCA00E, C: \Users\Forensics\AppData\Local \Microsoft\Windows\ Temporary
Internet Files\Low\Content. IES\EPCCA00F\-crop-126-120-126px-Do-Mindful -Meditation-Step-7[1]. ipg,No
-crap-126-120-126px-Help-Change- the-Wor1d-Step-12[1]. pg, inage/jpeg, http: //padl.vhstatic, con/inages/thunb/3 /38 Help-
Change-the-World-Step-12. jpg/-crap-126-128-126px-felp-Change-the-Horld-Step-12, jpg, 11/11/2013 12;31:81 PM,11/11/2813
1:04:29 A, 11/6/2014 10:04:38 AM,N/A,1,"17 424" EPCC2O0E, C: \Users\Forensics\AppData\Local \Microsoft\Windows\ Tenporary
Internet Files\Low\Content. IES\EPCC200F\-crop-126-120-126px-Help-Change-the-Horld-Step-12[1]. jpg, No
-Crop-126-120-126px-Make-Panda-lail-Art-Step-17-preview

[1].pa, inage/jpeg, httn: /pad3.uhstatic. con/inages/thunb/d/d6 /Make-Panda-Nail-Art-Step-17-preview. jp/-crop-126-120-
126px-Make-Panda-Nail-Art-Step-17-preview. jpg, 11/11/2013 12:30:54 PH,11/18/2013 10:04:22 PM,11/5/2014 19:04.43
PM.N/A,L, ™12, 247", LAVGAGFO, C: \Users\Forensics\AppData\Local \Microsoft\Windows\Temporary Internet Files\low

\Content. TES\LAVGAGFO\-crap-126-120-126px-Make -Panda-Nail-Art-Step-17-previe[1] . jpg, o
-crop-126-120-126px-Make-Punpkin-Bars-Step-5[1]. jpg, inage/ jpeg, http: //pad3 whstatic. con/inages/thunb/a/al Make-
Pumpkin-Bars-Step-5. jpg/ -crop-126-120-126px-Make-Pumpkin-Bars-Step-5. jpg, 11/11/2013 12:38:53 PM,11/11/2613 4.04: 24
AN, 10/6/2014 40519 AMN/A,L,"24,620"  LAVGAGFO, C: \Users\Forensics\AppData\Local \Microsoft\indows\Temporary Internet
Files\Low\Content, IES\LAVGAGFO\ -crop-126-120-126px-Make-Punpkin-Bars-Step-5[1]. jpa, o
-crop-127-140-127px-Category computers

[1].jpa, inage/jpeg, http: //padl.uhstatic. con/inages/thunb/d/dc/Category computers.jpg/-crop-127-140-127px-
(ategory_conputers. jpg,11/11/2013 12:38:58 PM,16/15/2013 12:29:35 PM,11/24/2013 4:07:85 AM,N/A,1,"34,638" , EPCC200E, C:
\Users\Forensics\AppData\Local\Microsoft\Windous\Temporary Internet Files\low\Content.IES\EPCC200E\-crop-127-148-
127px-Category_computers[1].3pg,No

-crop-127-148-127px-Dino fab 26 654

[1].pa, inage/jpes, httn: / fpad3. whstatic . con/inages/thunb/f/f1/Dino fab 26 654.ipa/-crop-127-140-127nx-

Dino fab 26 654.7pg,11/11/2813 12:38:52 PM,18/23/2013 5:24:56 PM,12/6/2813 11:41:49 MM N/A,1,"16,520" ,LAV6AGFD, C:
\Users\Forensics\AppData\ Local \Microsoft\Windows\Temporary Internet Files\Low\Content. IES\LAV6AGFO\-crop-127-140-

Image 3.2.22: IECacheview.csv
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Similar cache view can be seen for firefox using MozillaCacheView.csv.

Fle Edt Fomat View Hep

h,applicatimjfmt-mﬁ,arm&.lri=http-;:stt.td-'i.l:rzilla.netfstatitffmtsﬂletaﬂebl’m-ﬂuld.mff?
v=l,"23,048%,1,10/11/2013 3:40:37 P, 1171172813 3:40:36 PM,11/11/2014 3:39:45

PM, supportd. webapp. phxd . mozilla. com HTTP/1.1 200 OK,11/14/2013 10:14:29 AM,6/6/2013 B:29:03 PM,,ECBE4d01, No,max-
age=31535949, """ 4dedB7d1bd3c0" "

1.png, inage,/png, https: //support. cdn.nozilla.net /static/ing/Ffirefox-32.pngtv=1,"2,587",2,11 /112813 3:48:33 PM,11/11/2013
3:40:31 P, 11/20/2013 4.09:06 PM, support2.webapp.phxl.nozilla.com HTTP/1,1 200 OK,11/14/2013 19:14:26 MM, 7/31/2013
12:05:27 MM, , , Mo, max-age=T78775, " "dedcceT237cl™™"

1.png, inage,/png, https: //support. cdn.nozilla.net/static/ing/firefox-512. pnghv=1,"143,753", 2, 1111142613 3:48:38
PM,11/11/2813 3:49:31 PW,11/20/2013 3:58:50 PM, support2.webapp.phil.mozilla.con, HTTP/1.1 208 OK,11/14/2813 10:14:25

N, 7/3172813 12:05:27 MM, 88134401, No, nax-age=7786%9, " "dedcleeT237c0™"

1.png, inage/png, https: //support. cdn.mozilla.net/static/ img/firefox-256.pngv=1,"55 421", 2, 11/11/2013 3.40:37
PM,11/11/2013 3:40:31 PM,11/20/2013 3:59:21 PN, support2.webapp.phxl.mozilla.con, HTTP/1.1 200 OK,11/14/2013 10:14:25

M, T/31/2013 12:85:27 MM, ,69(81d01, o, nax-age=178738, """4edc1cel 370"

1.png, inage,/png, https: //support. cdn.nozilla.net /static/img/firefox-64.pnghv=1,"7,464",2,11/11/2013 3:48:33 PM,11/11/2013
3:48:31 PM,11/20/2013 3:59:34 PH, support5.webapp. phl.nozilla. com HTTP/1.1 2080 OK,11/14/2013 19:14:25 AN,7/31/2613
12:05:27 MM, , , No, max-age=T78743,"""dedcceT237cl™™"

1.png, Lmage/png, https: //support. cdn.nozilla.net/static/ing/Firefox-16.pnghv=1,924,3,11/11/2013 3:40:33 PH,11/11/2613
3:40:38 P, 11/20/2013 3:59:€1 PH, supportS.webapp. phxl.nozilla. com,HTTP/1.1 200 OK,11/14/2013 10:14:25 AM,7/31/2013
12:85:27 M, ,, No max-age=178718,""“dedclceT230ch™

1.png, image/png, https: //support.cdn.nozilla.net/static/imp/firefox-128.pngiv=1,"20,806",2, 11/11/2013 3:40:33
PM,11/11/2013 3:40:31 PM,11/20/2013 3:59:54 PN, supportd.webapp.phxl.mozilla, con, HTTP/1.1 200 OK,11/14/2013 10:14:25

M, T/31/2813 12:85:27 MM, ,TeA17d01, o, max-age=778763, " "dedclcel 370"

16px-

Folder Hexagonal_Icon.svg.png.png,image/png,http: [fupload.wikinedia.org /wikipedia/ en/thunb/d 48 Folder Hexagonal Icon.sv
g/16px-Folder_Hexagonal_Icon.svg.png,385,2,11/11/2813 3:41:35 PN, 11/11/2013 3.43:18 PM,1/11/2014 11:25:48 PM, HTTP/1.1
200 0K, 11/14/2013 10:15:27 MM, 3/7/2812 8:49:59 PH,, Mo, ,baTed619571cdal 657 70930845016

16px-

Symbol_list_class. svg.png.png, inage/png,http: //upload.wikimedia.org/wikipedia/en/thumb/d/db/Symbol list class.svg/l6px-
Symbol_list class.svg.png,769,2,11/11/2613 3:41:35 PM,11/11/2013 3:43:18 PM,1/7/2614 8:47:58 PM, ,HTTP/1.1 200

0K, 11/14/2813 10:15:27 AN, 4/18/2012 2:03: 3 PN, , No, ,e2d38ade56dc35a387dc57c 440346784

2013, application/font-woff anonburi=https: //mozorg.cdn.nozilla.net /media/fonts,/OpenSans -Regular-webfont . wof f?
2013,784,928",2,11/11/2013 3:40:27 PM, 11/11/2013 3:48:34 PH,8/26/2014 4:01:58

Image 3.2.23: MozillaCacheview.csv

LastSearches.csv lists all the web searches made on the host using various search engines. It
was found that quite a few searches related to hacking and for website related to dealing in un-
derground market were made.
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Chapter 3 - Forensics Analysis of a Windows 8 Host

File Edit Format View Help

Bing,General,ll/lleBB 2:55:55 PM,Internet Explorer,1,http://www.bing.com/search?q=firefox&src=IE-
TopResult&FORM=IE10TR

Google,General,llflleBH 12:14:07 PM,Internet Explorer,1,"https://www.google.com /search?
output=searchésclient=psy-ab&q=hackers+uebsites&og=hackers+fgs_1=hp.1.0.014.1264.4514.6.9182.5.5.0.6.8.1.1496.4057.2-
3j2j8j27071.8.0....0...1c.1.31.psy-ab..1.7.3423.Cpx0zd_WeBo&pbx=1&bav=on.2,or.r_gf.&vm=bv.56146854%2(d.Yms
%2Cpv.xjs.s.en_US.zw35-

PlincBk. 0&fp=cead32073b4424418biw=10248bih=6738dpr=1&t ch=18ech=1&psi=4a2AUti]DcGetAaP5IDYAw. 1384164836718.3"

|how to hack facebookl,Google,General,11/11/2613 12:29:33 PM,Internet Explorer,l,"https://www.google.gr/search?
sclient=psy-ab&g=howi20to%20hack

#20facebookfiog=8gs 1=8pbx=1&bav=on.2,or.r qf.&bvm=bv.56146854,d.bGE&fp=31088428e6a9a0748biw=10248bih=6738&pf=p&pd1=3008&tc
h=1&ech=19&ps1=b7GAUKELKXvAgSN20Gw0w. 1384165744719.1"

how to hack web sites|Google,General,11/11/2013 12:30:43 PM,Internet Explorer,1,"https://www.google.gr/search?
sclient=psy-ab&q=how+tot+hack+web+sitesfog=how+to+hack+web
+sites&gs_l=serp.3..011814.7599.9426.08.9598.9.9.0.0.0.0.381.2464.2-474.8.0....0...1c.1.31.psy-ab. .1.8.2433.xZL0Q8-
tdBYolkpbx=1&bav=on.2,0r.r_gf.&fp=31088428e629a0748bi1w=10248b1h=673&bvm=pv.x]js.5.en_US.zu35-

PlincBk. 0&tch=1&ech=18&ps1=b7GAUOKELKXvAgSN20GwDw. 1384165832718.3"

oogle,General,11/11/20813 12:29:32 PM,Internet Explorer,1,"https://wwi.google.gr/search?sclient=psy-
ab&g=how#2@to%20hack
#20wifidoq=Rgs_l=&pbx=18&bav=0n.2,or.r_gf.&bvm=bv,56146854,d.bGE&fp=31088428e6a0a0748bin=10248b1h=6738p =phpd]1=300&tch=1&
ech=188&ps1=b7GAUCKELKXvAgSN20GwDw. 1384165744719.1"

|monke£;300gle,General,llfll/ZBlB 3:53:09 PM,Mozilla,1,https://wai. google.com/search?g=monkey&ie=utf-8&oe=utf-
8&ag=thrls=org.mozilla:en-US:officialficlient=firefox-afichannel=fflb

| silkroad [Google, General, 11/11/2813 3:41:27 PM,Mozilla,1,https://wm.google. com.pk/searchq=silkroad&ie=utf-8&oe=utf-

s=org.mozilla:en-US:official&client=Ffirefox-afchannel=fflb&gus_rd=cr&ei=1oaEUp3QBsGLhQfTz4C4Aw

Bing,General,11/11/20813 12:28:06 PM,Internet Explorer,l,http://www.bing.com/search?q=silkroadf&src=IE-
| TopResult&FORM=IE18TR
| skype|Bing,General,11/11/2013 3:14:38 PM,Internet Explorer,l,http://wa.bing.com/search?q=skype&src=IE-
TopResult&FORM=IE18TR

Image 3.2.24: LasSearches.csv

SkypeHistory.csv lists all the chat, call and file transfer logs for skype users. The conversation
related to hacking someone’s facebook account and subsequent call and file transfers were all
spotted in this log.

File Edit Format View Help

Record Number,Action Type,Action Time,User Name,Display Name,Duration,Chat Message,ChatID,Filename
58,Chat Message,11,/11/2613 4:12:36 PM,maria.alice987,Maria Alice,,hi robert,d#maria.alice987/
$1ive:roberth12390;b129f39d6d3c29dc,
51,Chat Message,11,/11/2813 4:12:48 PM,maria.alice987,Maria Alice,,how are you,#maria.alice987/
$1ive:roberth12390;b129f39d6d3c29dc,
52,Chat Message,11,/11/2813 4:12:5@ PM,live:roberth1239@,Robert Harold,,m gud,#maria.alice987/
$1ive:roberth12390;b129f39d6d3c29dc,
53,Chat Message,11,/11/2813 4:12:55 PM,live:roberth1239@,Robert Harold,,wt abt u,#maria.alice987/
$1ive:roberth12390;b129f39d6d3c29dc,
54,Chat Message,11/11/2813 4:13:19 PM,live:roberth12398,Robert Harold,,did you check how can we proceed about
hacking, #maria.alice987/$1ive:roberth12390;h129f39d6d3c29dc,
55,Chat Message,11,/11/2813 4:13:35 PM,live:roberth12398,Robert Harold,,juliafapos;s fb account,#maria.alice987/
$1ive:roberth12390;b129f39d6d3c29dc,
56,Chat Message,11/11/2813 4:13:44 PM,maria.alice987,Maria Alice,,yes,#maria.alice987/
$1ive:roberth12390;b129f39d6d3c29dc,
57,Chat Message,11/11/2813 4:13:56 PM,maria.alice987,Maria Alice,,I had been locking at quite a few of
ways . #maria.alice987/$1ive: roberth12390;b129f39d6d3c29dc,
61,0utgoing Call, 1171172013 4:36:27 PM,Iive:roberth12398,Robert Harold,80:08:13,,, |
64,Chat Message,11,/11/2813 4:37:16 PM,live:roberth12398@,Robert Harold,,i want to share this document with
you,#maria.alice987/$1live: roberth12390;b129f39d6d3c2%c,

I 66,Receive File,11,/11/2013 4:39:81 PM,live:roberth12390@,Robert Harold,,,,C:\Users\Forensics\Documents\Julia Home
Pics.docx

|
Image 3.2.25: SkypeHistory.csv
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3.3 Memory Analysis

Winpmem was used to create raw dupm(.raw) and windows crash dump (.dmp) for the mem-
ory. These dumps were used with Memoryze and Redline memory Analysis tools from Man-
diant to find out any information from the memory. Memoryze uses XML based batch scripts
to configure various options. The provided ProcessAuditMemory.Batch.xml script was modi-
fied to make it analyze the captured memory image using pmem during Incident response.[14,
15]

= ry file"»
| <value xsi:type="xsd:string"»H:\Livecap_forensic8%physmem.raw</value>

</ param:>

o 1o ook ool ok ol e o o ok o i o o ok oo i ok ok o o ok o o o o o o o o o o ok o o o ol o R o ok ok Rk ek R ook

<l-- HOW SHOULD MESTED-ITEM XPATH MATCHES BE HANDLED? -->
<l-- -

<param name="Filter Behavior"» <!-- use one of the following -->

Image 3.3.1: ProcessAuditMemoryl.Batch.xml

The Memoryze tool was run with modified batch script as shown below.

ponse Agent 3. 8.8 running as HM

t driver.
» Handiant_Teools, Mandiant_Tools, C:“FrogramnData“MANDIANTMemo

ding rditMemnoryl .Batch.xml” .

ning local

Image 3.3.2: Memoryze.exe



Memoryze has the capability to identify the OS for the memory image provided automatically
and it correctly identified both the OS and the version.

na

PSR

;:HRNDIRNT Intelligent Reéponse Agent 3.B:ﬁ-i-unn:i.ng as

iThe uninstall has completed.

Installing and starting MIR Agent driver.

Adding service Mandiant_Tools.

Creating service: Mandiant_Tools, Mandiant_Tools, Mandiant_Tools, C:\ProgramData“MAMDIANT“Memoryze\mktools.sys
iThe install has completed.

BBtarting service succeeded.

lService start has completed.

Loading the script from ’ProcessfuditMemoryl _Batch.xml’.

Beginning local audit.

Audit started 11-16-2013 21:36:18

iChecking if ‘c:\Program Filesz (x86)\HANDIANT-Memoryze“fAudits\HN-PC 20131116163018’ exists...

WSaving bhatch result to ‘c:\Program Files (xB6)“MANDIANT“MemoryzesAudits\MN-PC\20131116163818%°.

IBatch results written to ‘c:“Program Files (x86)“MANDIANT-MemoryzesAudits“MN-PC\28131116163618%".
Auditing (w3Zprocesses—memory) started 11-16-2013 21:38:19

Executing command for internal module w3Zprocesses—memory, 1.4.62.0

[{Issue number="17088" level="Info" summary="Internal InformationPAE is enabled" context="Find0SUersion"/>

K Izsue number="17883" level="Info"|summary="Internal Informationfilgorithm found a major version of Windows B." context="Find0SU

W Izsue number="17882" level="Info" summary="Internal Informationfilgorithm found a minor version of Service Pack B.' context="Fi
N

iFound EPROCESS at AxPAAAARAAAL1282648 called iexplore.exe
W Issue number="17380" level="Warning" summary="fccess UiolationUnahle translate map Object Header Name Info at BxB8a?ab1f@
(81851 38-8683-4CFF-98AY-D6DIBLE?A6D6 " context="ProcessHandleEntry'/>

(Issue numben="17300" level="Warning" zummar ccess UiolationUnahble translate map Object Header Name Info at Bx8a?a51h@
IFEABAS1-3EDF-4E4A-933E-CB3784BB31B1" context="ProcessHandleEntry" />

Found EPROCESS at BxBB00OBOB162c5h88 called svchost.exe

fFound EPROCESS at OxAPAABAARLe5515cA called explorer.exe

({Issue number="17300" level="Warning" summary="Access UiolationUnahle translate map Control Area at BAxdd3Bf676" ref="uuid
'D-444C-8C6D-66E433239CFB" context="EnumerateUAD"/>

%(Issue number="17308" level="Warning" summary="Access UiolationUnahle translate map Control Area at BxBS5ffffed" ref="uuid
WC-40CP-AGEE-DE93IBC118ER?" context="EnumeratelAD"/>

Found EPROCESS at BxHO0POB0B38123908 called firefox.exe

KIsgue number="17308" level="Warning" summary="fAccess UiolationUnable translate map Control Area at Bxffff2daé” ref="uuid
i1 -4A7F-B311-DB61ASBCIE?C" context="EnumeratelAD" >

f

Image 3.3.3: Memoryze OS - Version identification

The results of analysis are stored by Memoryze in a folder in XML format and Redline tool is
used to view them graphically. The option selected was to view already collected artifacts from
a memory analysis performed by Memoryze and then We opted to investigate the entire mem-
ory image.

Analysis Data f x

Start Your Investigation

I Processes
Hierarchical Processes ' B o
1 am Reviewing a Triage Collection from MSO
1""*""2 = " Mandiant Redline™ works with Mandiant for Security Operations™ (MSQ) to help security analysts triage events they are reviewing in their SIEM / Log Management solution. MSO
SRE L integrates with these tools and automatically performs a "Triage Collection™ on any endpoint invelved in an alert
Acquisition History
You can open these Triage Collections in Redline and use the Timeline view to search for the network activity (by IP or DNS name} or host activity (such as malicious file name) and
discover what process caused the activity. Using Redline features like TimeWrinkles™ and Timeline filtering (by process, for example) you can see what the process actually did: what files it
created, what network connections it generated, and what registry keys it changed. This makes it sasy to quickly assess whether the alert is a true compromise or not.

Investigate >

1 am Investigating a Host Based on an External Investigative Lead

When you are starting with a piece of external information indicating that the host requires further examinining, you should start your investigation by using the Timeline and its powerful
filtering capabilities to quickly hone in on your investigative lead and from thers find additional items of interest to follow. If your initial lead is a timeframe of suspicious activity identified
by an IDS, you can use TimeWrinkles™ to filter all events that occured around that timeframe. If your initial lead is malicious activity by a process or single user identified by an Indicator of
Compromise, then you can use the Unique Process and Username filters to show only events that were generated by them.

Investigate >

1 am Reviewing a Full Live Response or Memory Image
When you are investigating a memary image with no additional leads, you should start by reviewing processes and allowing MRI {Malware Risk Index) scoring to guide your analysis,

Processes with a high MRI Score (up to 100) are more risky; thase with a low score are less risky. Alsa reviewing Memory Sections and Handles can help identify additional leads based on
Trust Status. See those views for additional instructions.

Investigate >

Host | 10C Reports | Not Collected

Image 3.3.4: Redline tool
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Red line presents an interactive GUI for analyzing the results. The list of processes running
in the memory can be seen by clicking Process link. A detailed description and path for each

process is listed.
=

M
M 0 R

Process Name MRI Score  PID Path

iexplore.exe a4 2424  C\Program Files\Internet Explorer

Hierarchical Processes iexplore.exe o4 2544  CAProgram Files\Internet Explorer

Timeline
Tags and Comments

conhost.exe 93 2388 CAWindows\systern32

Sy winpmem_1.4.exe 93 Mitoolsold\MIR-ROR

AR conhost.exe o3 CAWindowshsystem32
61

521005 [N Aq Foss0301] MaAY

csrss.exe 61 CAWindows\systern32
Explorer.EXE 59 C:A\Windows

iexplore.exe 59 C:A\Program Files\Internet Explorer
Skype.exe 58 CAProgram Files\Skype\Phone

Csrss.exe 57 C:\Windows\systern32
RuntimeBroker.exe 55 CAWindowsh\System32
taskhostex.exe 55 CAWindowshsystern32
Isass.exe 55 CAWindows\systern32
firefox.exe 53 C:A\Program Files\Mozilla Firefox
spoolsv.exe 53 CAWindows\System32
iexplore.exe 52 CiProgram Files\Internet Explorer
swchost.exe 52 C\Windows\System32
MsMpEng.exe 50 CAProgram Files\Windows Defender

47 CAWindowshsystemn32

47

47 CAWindowshsystem32

CAWindowshsystern32

Image 3.3.5: Redline Process link

Clicking on Timelines link displays the process creation / stopping time line for every process.
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X

M
m c. Home » Host » Timeline

=
e 3 E
e ~—— iU TusuEU U s e nEULe. LU R U U
7 3
L F'_‘:"ESSE_S [] Show Al Deselect All [ 117112012 10:13:34 Process/StartTime Name: AUDIODG.EXE PID: 2868 Path: CV1
Hierarchical Processes
Files: | 11/1172013 10:16:50 Process/StartTime Name: taskhostexe PID: 3040 Path: C
Created U 1172013 102758 Process/StartTime Name: iexplore.exe PID: 3112 Path: C:I
[] Accessed [
Acquisition History Modified L0 114112003 10:28:03 Part/CreationTime Remote: **0 Locak 127.0.0.1:52525
Changed T ez wacs Process/StartTime Name: conhostexe PID: 2388 Path: 0
Filename(reated oy
[] FlenameAccessed | 11/1172013 1030:16 Process/StartTime Name: cmd.exe PID: 2812 Path: T
filepanieMarkper U 1inrzo13 10aser Process/StanTime Names svchost.exe FID: 3024 Path: C\
ilenameChanged &=
PEInfo/Exports/ExportsTimestamp U0 1112013 104828 Port/CreationTime Remaote: **0 Local: 00:00:00:00:00:00:00:00:0 | =
ERnCEwestamp T /03 104s28 Part/CreationTime Remates *:%:0 Locak 0.00.00
i C 0 1141172013 104828 Port/CreationTime Remate: *:+:0 Locak 00:00:00:00:00-00:00:00:0
StartTime B
U0 12013 104828 Port/CreationTime Remate: *:%:0 Locak: 0.0.0.0:500
Registry: ok
Modified T 1z ose2e Part/CreationTime Remote: =0 Local: 00:00:00:00:00:00:00:00.
Event Logs: T 103 104s2e Part/CreationTime Remate: =20 Locak 0.0.0.0:0
GenTime U /03 10dee Port/CreationTime Remate: *:%:0 Locak 0.0.0.0:4500
[] writeTime =
U0 1inrz013 104828 Port/CreationTime Remate: *:+:0 Local: 00-00:00:00:00:00:00:00-...
Tasks: paat
NextRunTime C o [zonz 1naens Process/StartTime Mame: hh.exe PiD: 3208 | Path: Cyt
ns Biecentunime; T npmpeoz n2es Process/StartTime Name: conhost exe PID: 1516 Paths G
CreationDate oy
[] Trigger/Begin | 1171172013 11:38:49 Process/StartTime Name: tintswr.exe PID: 1348 | Path: C
[] Trigger/End 11/11/2012 11:42:40 Port/CreationTime Remote: 0 Locak: 0.0.0.0:0
AMSes Rtconmits: T nmiemzzssae Part/CreationTime Remote: =70 Locak: 127.0.0.1:60950
LastLogin b
| 11/11/2013 12:55:38 Port/CreationTime Remates *:%:0 Locak: fe80:00-00:00:3403:7a41:..
System Information: s
SystemDate | 11/11/2013 12:55:38 Port/CreationTime Remate: *:+:0 Locak: 00:00:00:00:00:00:00:01:...
InstallDate v T | tiions e s e ra - 3
- - AT L] e ™™ L L] o
Haost | I0C Reports Fields | T 0

Image 3.3.6: Redline Timelines link

Handles opened by various processes can be seen by clicking Handles link.

ProcessMame
Unkrusted taskhostexe
Untrusted taskhastexe

Untrusted

Untrusted
Display all named handbes in the Untrusted
system. Un N
Show All Handles Untrusted
Display all handles in the system. i q
Show Untrusted Handles Oniy
Filter cut handles which are found in
ak least 3 process which are Untrusted

determined to be of the lowest msk
based on MRI Score.

Show File Handles Unitrusted
Display onfy Handles to Files.

Show Directory Handbes

Display only Handles to Directories.

Show Process Handles

Show Registry Key Handles

Display onfy Handles to Registry

Keys.

Untrusted

W

@ = & ® k& B

Untrusted

Show ndles
Display ondy Handles to

L T T BN

Image 3.3.7: Redline Handles
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The ports opened by each process as present in the memory can be seen by clicking on
Ports link. This list can be further filtered based on port state. ‘Listening’ and ‘Established’ ports.
Telnet port 23 can be seen in the graphic below to be listening.

Home » Host » Processes » Ports

Process Name  PID State Local IP Address  Loc.. Remote IP Add.. Re.. Protocol
4 Processes Malware often initiates outbound T wininitexe 388 LISTENING 0.0.0.0 401... 0 TCP
Handles connections to command and control B L 220 LISTENING 127.0.0.1 500.. ** 0 UDP
Memoary Sections servers, or may listen on a port for X K o o
Strings incoming connections. Review the " iexploreexe 3112 LISTENING 127.00.1 Lo 0 upp
network ports and connections for o -
Hierarchical Procesces unusual / unexpected source or iexplore.exe 2424 LISTENING 127.0.0.1 500... = 1] upp
Tt ation ports and " " iexploreexe 2544 LISTENING 127.0.0.1 619.. =* 0 upp
T dc e especially from what appear to b =
AR system processes. [ Skypexe 2648  LISTENING 127.00.1 626 o uop
Acquisition History |-_ B
Thisiview Ik netwioiks pos that e . Skype.exe 2648 LISTENING 127.0.0.1 172 1] uDp
found by auditing process memary 7 Skypeexe 2648 LISTENING 0.0.0.0 0 = 0 UDP
space. For network ports found by =
using Windows API calls, see the Ports \ wmpnetwkexe 924 LISTENING 0.0.00 554 0 TCP
Retmo undethe: Hosts tab ™ wmpnetwkexe 924 LISTENING 00:00:000000:.. 554 o Tcp
E wmpnetwkexe 924 LISTENING 00:00:00:00:00:... 5005 =* 1] upp
Al Ports @
Show all Ports, wmpnetwkexe 924 LISTENING 0.0.0.0 5005 = 1] upp
L wmpnetwkexe 924 LISTENING 0.0.00 5004 =7 0 upp
B - ok
Tor unknown ports in a Listening wmpnetwkexe 924 LISTENING 00:00:00:00:00:... 5004 = 0 upp
state and confirm known processes are " suchostexe 3024 LISTENING 00:00:00:00.00:.. 0 = 0 upp
listening enly on ports typical in your
it [ suchostexe 3024 LISTENING 0.0.0.0 501... 0 TCP
Established Ports " suchostexe 3024 LISTENING 00:00:00:00:00:... 501... o TCP
Review outbound connections to IPs in (™ suchostexe 3024 LISTENING 0.0.00 0o = 0o upop
suspicious locations or unfriendky =
nations. Lock for communication on X tintsvr.exe 1348 LISTENING 00:00:00:00:00:... 23 0 TCP
stspkiowsornepetardart potts [ svchostexe 824 LISTENING 00:00:00:0000:.. 0 == 0o upp
" svchostexe 824  LISTENING 0.0.00 a5d44. h* ] upp
& svchostexe 824  LISTENING 0.0.00 500 % 0 upp
" suchostexe 824 LISTENING 0.0.0.0 0 e 0 uop
P I e ™ = AL

Image 3.3.8: Redline Ports

The ports in ‘Established’ state can be seen below.

M
m ;i.“ Home » Host » Processes » Ports

State Local IP Address  Loc.. Remote IP Addl.. Re.. Protoood
ESTABUSHED feB000:00:00... 521.. feB000:00:004.. 445 TCP
ESTAELISHED 19216815 533 192.168.1.2 445 TCP
ESTAELSHED A0 1024 40000 w24 TCOP
ESTAELUSHED 19216815 531 173.194.113328 443 TOP
ESTABLISHED 19216815 531 B444696 443 TCP
ESTAEUSHED 192.168.1.5 531 G444699 443 TCP
ESTAEUSHED 127.00.1 1. 127009 511... TOP
ESTABLISHED 127000 51— 127000 511... TP
Explorer. ESTAELSHED T92168.1.5 535.. 582618510 80 TCP
Explorer. ESTAELUSHED 19216815 531.. 157.5523669 443 TCP
Explorer. ESTABLISHED 192.168.1.5 535.. 12556199129 80 TCP
Explorer. ESTAELISHED 19216815 535.. 16863.124173 80 ToR
Explorer. ESTAEUSHED 19216815 535.. 12556199129 B8O e
Explorer. ESTABLISHED 192.168.1.5 535.. 16863.124.173 80 TCP

Look: for uniorown ports. in a Listening
stabe and confrm lnown processes are
Iisw_ningodymputstrpiuihwur

emvironment.

Image 3.3.9: Redline ports 'Established’
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To see the strings in memory it is advisable to analyze one process at a time by ~ providing
Process ID (PID) or its process name in the batch file.

File Edit Forrmat View Help

(!__ 80 D8 D 0 20 0 D0 DA DRC D80 180 D0 D0 DG B0 00 D80 0 DT DA R D80 180 D80 DG DR 00 D0 0 DT DA R D80 D80 D80 D DR S0 0 D0 DB DA R D80 180 D8 DG DR R0 80 0 1 8 i s
<l-- WHAT PROCESS(ES) DO YOU WANT ITEMS RETURNED OMN? -k
<l-- Specify process name (first 15 char) or PID -—%
<l-- A PID of 4294967295 means all processes (Bxffffffff) -k

<l-- (If name is used, PID must be 4294967295 or omitted) -->
P4 . T80 D80 R0 0 2S00 D R0 D80 28 80 D80 2R 180 080 0 280 0BG 0 DR D0 D80 080 I80 28 0 00 0 D DR 080 28 080 D80 280 0 R0 B0 20 DR 08 00 D0 2R D80 D8 B0 080 0B 0 0l 0 Dl L E

<param name="pid">
<value xsi:type="xsd:unsignedInt"»>4294967295</value>
</param>»

<param name="process name">
<value xsi:type="xsd:string">»iexplore.exe</value:>
</param>»

Image 3.3.10: Batch file process analyze

The strings analysis option is turned off by default and needs to be turned on, when needed.

File Edit Format View Help

g S 8 28 0 8 D6 D6 280 D0 00 0 D D60 D80 D80 I8 D80 0B i 8 28 20 0 08 R i i D80 280 280 00 00 0 D D8 D80 D80 I D80 0 D i D D0 080 08 R o D D R R0

<!-- STRINGS CAN GENERATE A LOT OF DATA. THIS SHOULD OMLY
<l-- BE enabled FOR A SINGLE PROCESS AT A TIME. YOU CAN
<l-- ALSO reduce THE AMOUNT OF DATA BY INCREASING THE
<!-- SHORTEST STRING LENGTH.

P4 - 6 DD DDA A A D DD DR A A O D D D8 D DA O D D D DA O D D

<param name="strings">»
<value xsi:type="xsd:boolean">true</value>
</param>
<param name="shortest matched string"”»
<value xsi:type="xsd:int"»>8</value>
<fparam>

Image 3.3.11: String Analysis option

The process memory for Internet Explorer was looked for and four instances were located in
memory.
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HOME ¥ HOST ¥ FTOCESSES F

§ MBS M s sk it scoring es s :} iexplore.exe 61 220  CA\Program FileshInternet Explorer
Handles variety of techniques to assess the risk L &) iexploresxe 61 3112 CA\Program Files\Internet Exp]oreri
Memory Sections that a process is malware. Processes . i - p
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Image 3.3.12: Process memory for Internet Explorer

To look for email addresses in the memory major web mail providers were filtered and quite
a few email addresses could be traced.

% Find: L2 prev Next ‘ IE [] Apply as RegEx Apply as Filter
4 Processes String
Handles
Copyright Michael Cohen (scudette@gmail.com) 2012,

Memory Sections
12, Michael Cohen <scudette@gmail com>

Hierarchical Processes Copyright (c) 2012, Michael Cohen <scudette@gmail.com»

Timeline Copyright Michael Cohen (scudette@gmail.com) 2012,

Tags and Comments
o Copyright (c) 2012, Michael Cohen <scudette@gmail.com >

i b Inbox (3] - gsecreport123@gmail.com - Gmail
(3] - gsecreport123@gmail.com - Gmail

Inbax (3] - gsecreport123@gmail.com - Gmail
Inbox (3] - gsecreport123@gmail.com - Gmail
Inbox (3) - gsecreport123@gmail.com - Gmail
| |Inbox (3) - gsecreport123@gmail.com - Gmail
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Inbax (3] - gsecreport] 23@gmail.com - Gmail
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ecreport]23@gmail.com - Gmail

Inbox (3] - gsecreport123@gmail.com - Gmail
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Inbow (3] - gsecreport123@gmail.com - Gmail
Copyright Michael Cohen (scudette@gmail.com) 2012,
12, Michael Cohen <scudette@gmiail com>

Copyright (c) 2012, Michael Cohen <scudette@gmail.com»

Copynght Michael Cohen (scudette@gmail.com) 2012,

b it ML L | X Find:| [@hotmail.com i p
4 Processes String

Handles =
Memory Sections mssecreport123@hotmail.com
Strings mssecreport123@hotmail.com
Ports Pax

Hierarchical Processes mssecreport123@hotmail.com

Tirneline mssecreport123@hotmail.com

Tags and Comments

mssecreport123@hotmail.com
Acquisition Hi . .

AR mssecreport122@hotmail.com Image 3.3.13: Strings for mail ac-
counts
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Alternately regular expressions for email addresses were used to find out more email ad-
dresses.

% Find: /w+@[a-zA-Z ]+N\[a-zA-Z}{2,3} O ex & Apply as RegEx
String
roberth12300@outlook.com

CA\Windows\system3\svchost.exe

8i{44793B-118D-00F2D5
CMNotify

Image 3.3.14: Regular expression for email addresses

Passwords were looked for in the memory of Internet explorer.

X Find:| passwol e Apply as Ex ly as Filter |
P pply ply _

String
fbhackpassword.com_pk_id.5.c08154413d067d3f6202.1384177606.2.1384181119.1384177606.fbhackpassword.com,/VCT~

vimeo.com__utmz256147786.1384180576.2.2.utmesr=fbhackpassword.com|utmcen=(referral)|utmcmd=referraljutmect=/.player.vimeo.com/5q
fbhackpassword.com_pk_ref.5.c081%65B8%22%22%2C%22%22%2C 138418057 5%2C%22httpe3A%2 Fia2 Fwww.google.grii2Furl%3Fsa%3 D% 2 6rctie
fohackpassword.com_pk_ses.5.c081"fbhackpassword.com/R
fbhackpassword.com_pk_id.5.c08154413d067d36202.1384177606.2.1384181119.1384177606.fohackpassword.com/VCT-~
vimeo.com__utmz256147786.1384180576.2.2.utmesr=fbhackpassword.com|utmcen=(referral)|utmcmd=referraljutmect=/.player.vimeo.com/5q
fohackpassword.com_pk_ref.5.c081%56%22%22%2C%22%22%2C138418057 5%2C%22http%3A%2Fia2 Fwww.google.gria2Furl¥a3Fsa%3 D% brctio
fbhackpassword.com_pk_ses.5.c081*fbhackpassword.com/R
fbhackpassword.com_pk_id.5.c08154413d067d3§6202.1384177606.2.1384181119.1384177606.fbhackpassword.com/VCT-~
vimeo.com__utmz256147786.1384180570.2. 2 utmesr=fbhackpassword.com|utmcen = (referral)jutmcmd=referraljutmect=/.playervimeo.com/Sq
fbhackpassword.com_pk_ref.5.c081%56%22%22%2C%22%22%2C 138418057 5%2C %2 2httpe3A%2 Fie2 Fwww.google.grii2Furl¥a3Fsa%3 D %2 6rctio
fbhackpassword.com_pk_ses.5.c081"fbhackpassword.com/R
fbhackpassword.com_pk_id.5.c08154413d067d3f6202.1384177606.2.1384181119.1384177606.fbhackpassword.com/VCT-~
vimeo.com__utmz256147786.1384180576.2.2.utmesr=fbhackpassword.com|utmcen=(referral)|utmcmd=referraljutmect=/.player.vimeo.com/5q
fohackpassword.com_pk_ref.5.c081%56%22%22%2C%22%22%2C 138418057 5%2C%22http%e3A%2Fia2Fwww.google.gria2Furl¥a3Fsa%3 Dt 2orctio
fbhackpassword.com_pk_ses.5.c081*fbhackpassword.com/R
fbhackpassword.com_pk_id.5.c08154413d067d36202.1384177606.2.1384181119.1384177606.fbhackpassword.com/VCT-~
vimeo.com__utmz256147786.1384180570.2. 2. utmcsr=fbhackpassword.com|utmcen =(referral)jutmcmd=referraljutmect=/.player.vimec.com/Sq
fbhackpassword.com_pk_ref.5.c081%656%22%22%2C%22%22%2C 138418057 5%:2C%22http 3 A%2 Fia2Fwww.google.gria2Furl¥a3Fsa%3 D% 26rct i
fbhackpassword.com_pk_ses.5.c081*fbhackpassword.com/R
fbhackpassword.com_pk_id.5.c08154413d067d3f6202.1384177606.2.1384181119.1384177606.fbhackpassword.com/VCT-~

vimeo.com__utmz256147786.1384180576.2. 2. utmcsr=fbhackpassword.com|utmcen=(referral)jutmcmd =referraljutmect=/.playervimeo.com/5Sq

Image 3.3.15: Passwords in memory of explorer



Similarly memory analysis for Firefox.exe process was also carried out by providing the
process name in the batch file.

{! g 8¢ 2 o o o o 2 28 25 25 ac o ok o o 2 25 25 3¢ o ki o ok o o 2 28 25 25 o ko o ok o o 2 28 2 o o ok ok o ok o o o 3 o o o et
<l-- WHAT PROCESS(ES) DO YOU WANT ITEMS RETURNED ON? -3
<l-- Specify process name (first 15 char) or PID --»
<l-- A PID of 4294967295 means all processes (Bxffffffff) -5
<l-- (If name is used, PID must be 4294967295 or omitted) --»
{! s 0 D0 0 D 0 20 D 00 D0 D0 0 DG 0 0 DR 00 D D0 S0 DG 0 D DR 00 D D0 00 DG D0 D DR 00 D D0 00 DG D0 D0 DR 00 8 DR 080 DG R0 D0 DR 00 e DR 080 D R0 e R 08 R -—=3

<param name="pid">
<value xsi:type="xsd:unsignedInt"»>4294967295</value>
</param>

<param name="process name">
<value xﬁi:type="x5d:5tring">FireFoA.exe(fvalue>
</param>

Image 3.3.16: Firefox.exe process in batch file

3.4 SANS SIFT ANALYSIS

The disk copy and registry copy is almost the same procedure as Windows 7(Chapter 2.4)
thats why we did not mention it.

SANS SIFT workstation provides comprehensive open source tools for carrying out forensics
analysis which include autopsy browser etc.[11]

The disk image was analyzed using autopsy browser in SIFT workstation. A new case was
created using the interface of autopsy.

The procedure and the results was similar with windows 7 (2.4 SANS SIFT ANALYSIS) thats
why we don 't mention them again. The only result we want to check is mention below.

File analysis also allows for browsing and viewing files. We can see again processes hh.exe
and nc.exe.

; FILE ANALYSIS KIYWDRﬂSEA;I:—H _T-‘n.l: T.‘I"PE IMAGE DETAILS META DATA bA‘rA Umnrm HeELr CLOSE L
Oy R 3 X
a7 fin :
aid ek 2018-11-11 2013-11-11 2013-11-11 2012-07-26 56

10:23:38 (EST) 10:23:38 (EST) 10:23:38 (EST) 02:40:37 (EDT)
A 2013-11-11 2013-11-11 2013-11-11 2013-11-11 344
08:28:46 (EST) 08:28:46 (EST) 08:28:46 (EST) 06:19:21 (EST) ]
r/r ‘hh.exe 2012-01-04 2013-11-11 1979-12-31 2013-11-11 778753
23:36:16 (EST) 08:28:46 (EST) 19:00:00 (EST) 08:28:46 (EST)
r/  mal-log.txt| 2013-11-11 2013-11-11 2013-11-11 2013-11-11 0
07:54:39 (EST) 07:54:39 (EST) 07:55:19 (EST) 07:54:39 (EST) J
r/f  nc.exe 2012-08-17 2013-11-11 1979-12-31 2013-11-11 61440 1

ASCII (display - report) * Hex (display - report) * ASCI| Strings (display - report) * Export * Add Note
File Type: PE32 executable for MS Windows (console) Intel 80386 32-bit

Contents Of File: D:/temp/hh.exe

%66 This program cannot be run in DOS mod

52 2 218 o0 T A 640 T A 2 A T 0 o0 T 00 06 T T 2 AN T G

Image 3.4.1: Browsing and viewing files



3.5 Registry Analysis

Regripper was used to analyze the registry hives acquired from the disk of the target host.
Analysis of SAM hive from %WINDIR%\system32\config\SAM provided following results.
We prefer to mention only some critical points in this chapter because most of them was similar
with windows 7(2.5 Registry Analysis).[12, 13]

Browser helper objects are used by malware to modify pages and insert malicious links. No
such BHOs were found.

sl v, 281384088
{Software) Gets Browser Helper Objects from Software hive

Microsofti\Windows\CurrentVersion\ExploreriBrowser Helper Objects not found.
Wowt432Node\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects not found.

Image 3.5.1: Bho.pl

Every malware needs persistence to survive across re-boots. Soft_run.pl plugin checks for
such ASEPs in registry.

v.208130425

{Software) [Autostart] Get autostart key contents from Software hive
Microsoft\Windows\CurrentVersion\Run

LastWrite Time Thu Jul 26 @6:54:12 2812 (UTC)
Microsoft\Windows\CurrentVersion\Run has no values.
Microsoft\Windows\CurrentVersion\Run has no subkeys.
Microsoft\Windows\CurrentVersion\RunOnce

LastWrite Time Mon Mov 11 @8:44:37 2813 (UTC)
Microsoft\Windows\CurrentVersion\RunOnce has no values.
Microsoft\Windows\CurrentVersion\RunOnce has no subkeys.
Microsoft\Windows\CurrentVersion\RunServices not found.
Wowb432Node\Microsoft\Windows\CurrentVersioniRun not found.
Wowed32Node\Microsoft\Windows\CurrentVersion\RunOnce not found.
Microsoft\Windows\CurrentVersion\Policies\ExploreriyRun not found.

Wowt432Node\Microsoft\Windows\CurrentVersioniPolicies\ExploreryRun not found.

Microsofti\Windows NT\CurrentVersion\Terminal ServerZInstall\Software‘\Microsoft\Windows
YWCurrentVersion\Run not found.

Microsoft\Windows NTA\CurrentVersion\Terminal Server‘\Install‘\Software\Microsoft\Windows
YWCurrentVersion\RunOnce not found.

Image 3.5.2: Soft_run.pl

Image file execution is used to launch another application (may be malware) whenever an
application is launched. Imagefile.pl checks for presence of such keys.
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sl et ile w.o 20138425
{Software) Checks IFEQ subkeys for Debugger & CWDIllegalInDl15earch wvalues

Microsoft\Windows NTh\CurrentVersion‘Image File Execution Options
Mo Debugger/CWDI1legalInDl1Search values found.

Wowb4d32Node\MicrosoftiWindows NT%CurrentVersion\Image File Execution Options not found.

Image 3.5.3: Imagefile.pl

Ccleaner.pl locates whether ccleaner was used on the system to clean up. This affects the
analysis.

ccleaner v.28128128
(NTUSER.DAT) Gets User's CCleaner Settings

Software\Piriform\CCleaner does not exist.

Image 3.5.4: Ccleaner.pl
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Chapter 4 - Conclusions

4.1 Final Verification

Windows 7 and Windows 8 have an entirely different user interface and apparently seem to
be different operating systems. From a forensics perspective, only few differences can be found
between these two versions of Windows. Essentially, all Windows versions have inherited the
basic structure in which the Windows operating system is built. In order to evaluate and com-
pare these two operating systems from a forensics perspective, we applied suitable procedures
and tools to them and compared the resultsto identify differences, if any. Forensics artifacts
were specifically looked into.

4.2 File Downloads

File downloads may occur in various forms, like direct downloads using browsers and other
software where Open/ Save dialog is used to specify the location for saving the downloaded
file. The OpenSaveMRU key in NTUSER.DAT registry hive for individual user keeps a record
of such downloads and it is common in both Windows 7 and 8.

Windows 7 has MS Outlook as email client bundled; it saves information about the files sent
as attachments with email in the % USERPROFILE%\AppData\Local\Microsoft\Outlook folder.
But in Windows 8 MS Outlook has been replaced with Mail app, which is a modified version
of Windows Live Mail app. It saves the record email messages, attachments and contacts in the
%USERPROFILE%\AppData\Local\Packages\microsoft.windowscommunicationsapps\Local-
State\Indexed\LiveComm folder. The record of skype chats, sent / received files and calls is
maintained in the same way in both version of Windows.

There is no difference in the way almost all the major browsers, such as IE, Firefox and
Chrome, keep the browsing history and record of downloaded files in both these versions of
the OS.

4.3 Program Execution

Due to the fact that both operating systems have the same basic structure, they follow similar
program execution procedures. The user-assist mechanism helps in tracking user launched
GUI-based programs with the help of icons placed on the desktop in both OS. Likewise, they
keep the record of Last Visited MRU and Run MRU in the same location in registry
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\Last Vis-
itedPidIMRU and
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU respectively.

The application compatibility Cache keeps track of all the executed executables, in both Win-
dows 7 and 8.

Jump lists are stored in Windows 8 and 7 in a similar way in the %USERPROFILE%\App-
Data\Roaming\Microsoft\Windows\Recent\AutomaticDestinations folder.

4.4 File Opening/Creation

Both versions of Windows use the NTUSER.DAT\Software\Microsoft\Windows\CurrentVer-
sion\Explorer\RecentDocs registry key to store the record of recent documents accessed, on a
per user basis.
Shell bags analysis also does not have any difference in Windows 8 and 7. It provides valuable
information on how various resources, within and outside the system, were accessed using



Windows Explorer.
4.5 Deleted Information

Search ~-WordWheelQuery records the keyword searches in start menu in both Windows 8
and 7. The thumbnail cache system also works the same way in both OS. It stores the thumbnail
copy of the pictures in the % USERPROFILE%\AppData\Local\Microsoft\Windows\Explorer
folder. There is no difference in the Recycle bin’s structure as well.

4.6 Information About Physical Location

NetworkList in Software registry hive in Windows 8 and 7, maintains a list of networks /
SSIDs to which the host was connected, including the MAC addresses and time. Sometimes it
is also possible to pinpoint the physical location of a connection using triangulation for Wireless
networks.

Cookies and Internet browsing history is also preserved in the same way in both OS.

4.7 USB Drive Usage
Both OS track the use of USB devices in a similar way and provide an identification of the
devices attached to the system on a per user basis.

4.8 Account Usage

Like all the other versions of Windows, Windows 8 also tracks the account login attempts,
creation times, password changes, logon type and remote access in a similar way with older
versions.

4.9 Memory Forensics

Volatility is the tool of choice for memory analysis. Up till now the Windows 8 memory dump
analysis is not supported by Volatility, hence it is proved to be a major stumbling block in an-
alyzing memory. The only suitable alternate available was Memoryze but it was not proved to
be as effective as Volatility. It lacked many features, such as the ability to find services, password
hashes and excellent string search facility (using regex) provided by Yara plugin.

4.10 Disk Forensics
There was no difference found in the forensics details of the Hard disk image in Windows 8
and 7, as both these OS use the same file system and structure.

4.11 Live Response

The mir-ror script did not provide signatures of Windows 8, in order to handle the user profile
location, which is the same for both OS. For this reason the script required minor modification
in order to be compatible with Windows 8.

4.12 Summary

Through this research we conclude that, despite the differentiation between Windows 8 and
Windows 7 in the User Interface, these two versions of Windows are very similar from a foren-
sics point of view.

The differences found, such as mail client, user interface, memory forensics and live response,
were very subtle and are largely due to the fact that the tools do not yet have signatures to iden-
tify Windows 8 and therefore fail in identifyingng the correct operating system.
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On the other hand, the similarities between them lie in the application cache for executables
programs, the way jump lists are stored, shell bags analysis and registry key, thumbnail cache
and recycle bin, software registry hive, the way cookies and internet browsing history are stored,
usb devices tracking, account details and disk analysis.

In summary, we conclude that almost all the tools functioned without a problem on both op-
erating systems.

Marios Soulas « University of Piraeus ¢ February 2014




References

1. https://blogs.sans.org/computer-forensics/files/2012/06/SANS-Digital-Forensics-and-In-
cident-Response-Poster-2012.pdf.

2. “MIR-ROR: Motile Incident Response — Respond Objectively, Remediate”,
http://mirror.codeplex.com/

3. “Mir-ror- User Instructions”, http://holisticinfosec.org/toolsmith/pdf/june2009.pdf

4. “Windows Sysinternals Suite”, http://technet.microsoft.com/en-
us/sysinternals/bb842062.aspx

5. “The Volatility Framework’, online, https://code.google.com/p/volatility/

6. “Yara-Project, A malware identification and classification tool’,
https://code.google.com/p/yara-project/

7. “Regular Expression Library”, http://regexlib.com/Search.aspx?k=email&AspxAutoDe-
tectCookieSupport=1

8. “Finding or Verifying Credit Card Numbers”, http://www.regular-expressions.info/cred-
itcard.html.

9. Dcfldd http://dcfldd.sourceforge.net/
10. Dcfldd http://dcfldd.sourceforge.net/

11. “SANS Investigate Forensic Toolkit (SIFT) Workstation Version 2.14”, http://computer-
forensics.sans.org/community/downloads#acquire

12. “Regripper’, https://code.google.com/p/regripper/wiki/RegRipper

13. “Windows Registry Forensics: Advanced Digital Forensic Analysis”,
http://160.216.223.99/vyuka/forensics/ Windows%20Registry%20Forensics.pdf.

14. “Memoryze™, Find Evil in Live Memory”, http://www.mandiant.com/resources/down-
load/memoryze

15. “Mandiant Redline™, Accelerated Live Response”, https://www.mandiant.com/re-
sources/download/redline








