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Ilepiindn

Ebvar avopgnoBhtnTo yeyovog 6Tl OTIC UEEES HOC EYXARUATA OLUPOPOY EWDWY
OLTEATTOVTAL UE TN YPHOT 1) EVOVTIOY NAEXTROVIXWY GUOXEUMY, DIXTUWY 1| dh-
Aoy Uéowv emxotvwviag. Tha vo avtiuetomotel 1 véa auth xotdotooT), To
olyypeova epyoleio eyxhnuatohoyxic avdhuong (forensic tools) €youv e&eht-
YL, EVOWUATWVOVTIS SUVATOTATES YEWLOUOU TYEDOY GAWY TwY EWBGY Pmn@Laxol
nepteyopévou. Ilap” bha autd, 1) GUALOYY| ot 1) TUOTOTO(NOY TEQLEYOUEVOU LG TO-
CEMBWY Yia amodeT00g AOYOUS TUPAUEVEL avoLyTh TEOBATU, xuplwe Aoy L
TNC AdOUNTNG xat duvoyxric GHoNE Tow SLadixTiou.

H cuvniopévn mpaxtixs Yio T GUALOYY TEQIEYOUEVOU IGTOCEADWY Efva 1)
ano¥fxeuon ("Save As“) f anotimwon (" Screenshot ) tou nepieyouévou and
TOV EVOLUPEPOUEVO 1| amd xdmolov Tp{to, 0 omolog PeTd UTOoTNEILEL OTO Buxo-
OThPlO TO TEPLEYOUEVO Tou xaTtoETel. ANAec uéVodol cuunepthau3avouy Ty
woryvntooxonnon tng entoxedng oe ulo 1otooehida, Ty yenowonoinor teltwy
(ehellepwY 1| EUTOPIXGY) UTNEEGLOY amd T0 BLodixTuo, xadoe xon tn Mdn xa-
Tédeomng and Tov dNUoupYd TN LOTOGEALDAC.

Y1 mopoloa epyacia, aVaAUOUNE TIC VORXES TTUYES TNG Yerowonolneng
TEQLEYOUEVOU LOTOCEMOWY G ATODEXTIXG UECO XAl XUTAYPAPOVUE OAAL TA XQL-
THELOL Yol TNV AoQahY| xat Ywpele aupoBrtnon anodfxcuor autol. X1n cuvéEyela
eZetdloupe xatd 600 o og moto Badud ol umdpyouces U€Vodol TATEOLY To
mpoavageplévta xpurrpta. Téhog napousidlouue pio véa uédodo, ovopalouevn
PROCAVE, nou anodeixvietar 6TL mhnpel dheg Tic npolnodéoels yia tny - Tépa
a6 xdde appoPfitner - anolxeucn xa TGTOTOMCN TEPLEYOPEVOU LOTOGEA-
OWV.

IMvetan uvela 6t uépog g mapovioag epyaciag, we emoTnpovind dpdeo Eyive
amodextéd yio dnoocieucy) ota tpaxTxd Tou 10th International Conference on
Trust, Privacy & Security in Digital Business (TrustBus 2013) [17].



Abstract

It is an undisputable fact that nowadays many different types of crime a-
re conducted by utilizing some type of electronic device - communication.
To address this new situation, modern forensics tools evolved, becoming so-
phisticated enough to handle almost all kinds of digital content. However,
collecting and validating the authenticity of online content remains, until no-
w, a problem to resolve. This has to do with many reasons, but mainly with
the dynamic and unstructured nature of the internet and the web.

The common practice for preserving online content for evidentiary purpo-
ses is to capture (screen-shot) or save a web page, the authenticity of which
is usually validated in a judicial process by an expert’s testimony. Other
methods suggest video recording a browsing session, utilizing free or comme-
rcial services for content preservation, or having the creator of the web page
testify about its content at a specified date and time.

In this thesis, we analyze the legal aspects of presenting online content
as evidence, and we list all criteria for acceptable online content preserva-
tion. Next, we present all available methods for content preservation and
we see how they fit to the criteria previously stated. Finally, we introduce
PRoCAVE, a simple software architecture with a set of accompanying proce-
dures, and we argue that their combined use can deliver evidence from online
sources in the court, in a sound and privacy-preserving manner.

Part of this work was accepted for publication in the proceedings of the
10th International Conference on Trust, Privacy & Security in Digital Busi-
ness (TrustBus 2013) [17].



Evyagiotieg

P1dvovTog 6T0 TEAOG TWV UETATTUYIAXWY U0V OTIOUBKY, AGUAVOUIL TNV oveyxT
VoL ovapepte 6Toug avlproug Tou, 0 xoévag Ue To B ToL TeOT0, GUVESuhay
OTNV OAOXAREMOT) QUTWY, XAl VO TOUG ELYORICTHOTW.

Apyid, Yo Hieha va exppdon Tig euyaplotieg wou otov Avarh. Kadnyntd
% Aopmetvouddnn Kwvotavtivo yia tn xadodriynor xon Tic yeowes cuuBouiés
TOU OE OAT) TN OLdEXEL TNG UETATTUYLUXNAC EpYaciag Wou, ahhd xan YEVIXOTERX
Tou UeTanTuytaxol meoyeduuatos. Ov oulnthoelg wall Tou xol TO EVOLUPEQOY
Tou eREDEICE UTRREAY XUTUAUTING, XUk YL TOV. AOYO 0UTO TOV EVYVOUOV®.

Enfong, euyopiote Yepud tor hownd pehn tng tetuerole emitponyg, Kadn-
ynth x. Kdrtowa Yoxpdtn xou Enixougo Kadnynt x. Zevdun Xproto yia
1) daoxakia TOUG oTa TANLGIA TOU UETATTUYIAX0U) TPOYPIUHATOS, TIS YVWOELS
TOU MOV PETEdWOoOY ohAd xou Ty mohdTrn Bordetd toug. Xto Bo mhaicto,
euyoetoTe Wtépwe Ty Avomh. Kadnyrteio xa M#Atpou Afhay, yio ) ou-
VeERYaoio TNG OTO EQEUVNTIXG XOUUATL TN TUPOLCAS EQYUCLUG, XAl TEAXY OTN)
OLOPPWOY| TOU GE ONUOGIEUCLHO ETOTNHOVIXG dpipo.

Téhog, Depuéc euyapiotiec ogelimw oto Topuua Yradpog Nidgyog, v tny
YENUATOBOTNOY TV DDEIXTEWY TOU UETATTUYIOXOU TEOYRIUUATOS, diyws thy
ool 1 CUUPETOYT) Hou ot awtd Vo HToy adOVoTY.-

AOnva, Yertéuppios 2013
EvOuiog Aakdg
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“Trust I seek and I find in you”
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Kegpdhawo 1

Eicoaywyn

Y10 eloaywYd autd xe@droto Yo BOGOUUE XATooug Pactxols 0pteUole Yo
TO NAEXTEOVIXO EyxAnua, xou Vo avopepolue oI TPOXAACEL, OYETHE UE TN
cLALOYT %ot ToToTolNoT TEQIEYOUEVOL 1oToCEADWY. Koatdmy Vo avapepdoiue
TEQUANTTIXG GTNY AUGT) TOU TPOTEIVOUUE YIoL TNV AVTWETWOTIOT) TOU TROBAAUATOS,
xaow Yo mapard€couue Tr) dour| TNg umoAoTng epyactoc.

1.1 T'svixd ctouysia

To duadixtuo orfjuepa yenowonoteltal and dioexatopipla YeY|OTES OE OAOV TOV
«(00U0, Yo ETXOWOVIN, DUOHEDAUCT), AVTUAAXYY| TANPOPOPLDY XAl YLd ALY OPd:-
twinota ayadoy xou urneeoiwy. Tlag” 6l autd, autod Tou eldoug 1 véa Tpay-
HOTIXOTNTA €YEL Xt Wiol «OXOTEWT] TAELUEAY (6] mhéov, évag UEYdAOG aptduog
eYxAnudTeY dlampdrtovton Slogéoou 1| ue T yerion avtol. To eyxhfuato autd
ouvhtwg ywellovion oTig TpElg TapuxdTw XaTryopies [4, 6]:

o EvyxAfpata evavtiov untohoyiotixody cuotnudtwy (computer
crimes): eivar ouTd TOU €Y0UV Gav XVELO GTOYO UTOROYIOTES, DEDOUE-
VO, 1) CUOTAUNTA ETUXOVGVIGY, xot OEV Vo LP{CTAVTO Gy AdLXAUATOL oY
Oey LTy oy ot utohoYloTé xat To dtadixtuo. Tétoia efvon 1 mapaPicon
UTOAOYLOTIXGY GUGTNUETWY, 1) dpynor urnnpectdv (denial of service) xAr.

o EvyxApata oyetixd pe UtoAoYloTixd cucThApata (computer-
related crimes): civor to xhooxd eyxhfuoto Tou uthpyay avéxadey,
A ATAWS EXTEAOUVTOL TAEOV X0 UECK UTKOAOYLIOTIXWY CUCTNUATWY. TE-
To elvan 1) amdTy), 1) Aoy TVELUPATIXAG WO TNCloC XAT.

9



1.1. T'ENIKA YTOIXEIA 10

o Eyx\jpata nepieyounévou (content-related crimes): oyoienc
APOEOUY XAUCLXS EYUAAUATI, OUWS OTN CUYXEXQWEVT TEpinTwaT To odi-
xnua oyeTileTon UE XATOLO TORAVOUO TEQIEYOUEVO, ToRd PE TNV (BlaL TNV
TEALY), OTwWS oTNV TponyoLuevn TepinTtwor. Tétow elvar 1 xatoyy| xou
oroxtvnon uAxol ToEvoYEAPlag aYNAIXWY, 1) DUCENULET) LEGEL DLadtXTOO0U,
XAT.

10 Yoo c0OTHHO TV TEQICOOTERWY YWEWY, 1 ATODEEN TNS EVOYHS Xd-
TOLOU EVOTILOY xdnotou dixaotnelov cuvidwe arotehel cuvdpTtrnon xal cuvuro-
Aoyopde péowr (means), kwvrjtpov (motive) xau evkapiag (opportunity) [5].
Auté ornpaiver 6TL 0 xaTnyopoluevog, yia va anodetyVel évoyog Vo mpénel va
elye TOURGYLoTOV AVNTEO, Va elyE ToL PEGAL VoL DLUTEAEEL TO EYXATUAL Yidt TO OTtolo
xanyopeltan, ahhd xon vou efye xan Ty uxouplor Vo To SlampdEet.

[Mag” dhar autd, 1 Umopdn ot TV TEWWY oWTWY oTolyelwy dev elvon mdv-
To xavy) TEOXEWEVOU VoL xaTodixaoTel xdmolog cuvilwe ypetdlovTon opxeTd
newothpwa (evidence) mou Yo amodetxvioUV 6Tt 0 XUTNYOPOUUEVOS, €YOVTUS TO
xbvnTeo GVvTWS yenowonolnoe To UEGa TOu EfYE GTNY XATOYH TOu HTAY TOU 8O-
Unxe n euxaupla (éva mapdderyuo goivetar oto [5]).

Ye 6Tl aopd TNY amodoy T TwV TEoTNPiWY, elval YEYOVHS OTL To TERIGGOTERY
VOUXE GUCTAPTA EVAL TPOCUPUOCUEVO OTOUC TApad0alax00¢ TUTOUS EY XA
Twv. 'Etol, onowdnnote tAnpogopia ToogpyeTal ond UTOAOYICTEG 1) BladiXTUO
aUTOUOTA TPETEL Vo TElGEL Yiar TV 0pUOTNTA X0t Yio TN OYETWOTNTA TNE Tpo-
(EWEVOU Vo Yivel amodexty|. Anhadr meénel va £yel ouihey Vet Bdoet enlonuwy
xou oBLopnolhTnTey Stodxaotdy [18], xo va cuvdéeton dueca ue to und die-
cebvnom odixnua [6]. e 6Tt agopd o Eyxhnua, pe TNV mopadootoxy] epunvela
TOU, Yo Vo amodELy TEL 1) EVOY T} EVOC XATNYOPOUUEVOU YId EVOL CUYAEXLIUEVO
adbxnua Yo TEETEL VoL Avay VWELoTOUY, GUAAEYUOUY xal Vo TapOUCLICTOUY To
dnoLoxd TELOTARLO PE TETOLO TPOTO MOTE VoL YIVOUVY ATOBEXTA GTNV ATOBEXTIXY
Sradxaoio [15].

Bdoel twy mapandvw, yivetor dueco avtiAnmté 6Tt TO BladixTUO AmOTEAE!
TAEOVY, EXTOG O OXNVY| EYXATIUATOS (crime scene), xou TEOGPORO EDAPOS YidL
TN GUALOYT| %0pIwY X DEUTEPELOVTWY Ynpraxy TewoTrplwy. Ta dnelaxd ter-
otipta autd eite oyetilovton Ye To Eyxhnuo autd xal) auTtéd (6TWS GTa EY XY
uatal mepteyopévou), eite oyetillovton pe to Y0t 1 1o Yiya Tou eyxhfuaTog, xou
EMOUEVLS 1) UTtapdn o Yprion Toug uropel vo Bonicet onuayTind To SxaoThplo
ot Mn aro@dcewy.

Hop” dhor autd, AOYW TNG UN LEEUEYIXNC %ot aBOUNTNE POCTS Tou BradxTHoU,
TOL TELOTAHRLO TTOU EVUTIERYOUY GTO BladixTuo etvon €’ 0ptool EQHUEQO XoL EVUE-
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TABANTA, TR OAO TOU OE YEVXES YROUMES, UE TNV uovétnor tne Eupwraixrg
vouoleoiog v v Pnolaxy unoypagt, (Evpwndixs Odnyia 2000/31/EC) ta
dnoroxd £yypapa xon YEVIXS TO Yn@ioaxd UAXG €yel anoxThoEL xHPOC XL VOULXN
UTOGTAGT) TUPOUOLNL UE TO EVTIUTO UANXO.

'Etot, oyetixd ye 1o yxAAUOTA OTOU CUYAEXPIIEVO TEPLEYOPEVO Tou Pol-
oxetar 070 dlodixTVo Taflel onuavTnd pdho, 1 xlplo TEdaANoT Vol 1) CWOTH
xaL mépa and xdde ouploPrtnorn culloyy, dlatrhenor xat mapoustacT autol.
Anhady|, Teoxewévou va TETOYEL TOV GTOY0 Tou, 0 omolog elvan 1 uroforinon
NS TPooTdElg TOU BIXaAGTNEIOL VoL SLIUOPPWOEL Xt VoL ECAYEL £Val GUUTER-
oua, To TEPIEYOUEVO Tou BploxeTtal 610 OLadixTuo Vo TEEREL Vo cuheydel xou
vo. motomotnUel xatdAAnho.

1.2  Oplopdg tou TpoBAruatog

Y10 ornpelo autd, Bdoet TV TEOUVAPELVIEVTWY XAl TROXEWEVOU VoL 0p{COUUE TO
TeOBANUa, Vo SWooUUE Eva GEVAPLO TTOU AV TWETWTICETAL OTNY X NUERVOTHTOL

Yevdero. Ye uia wtooeAida, otw www. abe . com, Bpioketal cUYKekpIUEVO Te-
2 )
prexouevo to onolo mpémer va ypnowponomdel oe kdrowa anodeixktiry dadikaoia.
Tia tov Abyo avtd, toéner va aroOnkevtel kai va motoroindel n yvnoidtntd tov
) 2
katdg ka1 o xpdrog anodrikevong.

Y10 oevdpto authd, xdmolog evOlapEpOUEVos Boloxel oe ula ouYXEXPWEVT) -
otooehida mepley6UEVO To omolo eite elvon amd uévo tou mapdvouo (eumintel
dnhodn o€ pio amd Tic xaTnyoples Tou avagépeTon GTNY TEONYOUUEVY) EVOTNTA),
elte amAodg ouvdéetar ye tov VOt ¥ to Voua plag mapdvouns medéng. To me-
PLEYOUEVO auTOH avapépeton we Pngaxd raotipio (digital evidence) 7 omhadg
raotipio [4].

H owoth cuhhoyt xou TioTononon e Yvnolotntog elvor Baocixd ototyel-
o TNG EYXATMATOAOY TG avdiuomg. 2¢ ouAdoyn avagépetan 1 Afdn elte Tou
TEwTOTUTOU TEWGTNPloy elte eVOg wxpBolc avTiypdgou auTtol, EVA UE TOV 6pO0
motononon s yvnowdtnas (authentication) # anide motonomon Yo ova-
PeEOUAOTE OTIC HEVODOUE amddEETE OTL To cUAAEYVEY TEloTHRIo Elvon HVTLE TO
avdevtixd eite avtiypago tou audevtixol [14].

(2¢ amodewTixd UEGA, TO TELCTARLA YENCWOTOOVIAL GTU VOUXE CUCTAUATY
TWYV TEPICCOTEPWY YWEWY TOUS TEAEUTAOUG B0 oYedov awwvee. T Ty eoa-
YWY TV TEGTNRMY AUTOV EVOTIOV ATOOEXTIXWY DLUDIXAGILY, OAEC OL YWPES
€)(0UV EVOWUATOOEL XUTIAANAOUG xAVOVES xau dtadtxaoteg. o mopddetypo oTig
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Hvowpéveg TTolteleg, xou edixd yior Ty moTonolNoT T0U TEQIEYOUEVOL IGTOOE-
AWy, ot xavovee autof €youv xwdixomomdel [9, 19] xou xatnyopomomdel wg
axoroVdwe:

e 901(b)(1): Iioronoinon nepteyouévo and udptupa Ue €1dIXES YVHOEL.
e 901(b)(3): Katdieon ewdixol oyetxd ye 10 nepleyduevo

e 901(b)(4): EWwd yopaxtnplotixd wio 1otooehidag mou xadotoldy auta-
TOOELXTY) TNV TPOEAEUTT] TOU TEQIEY OUEVOU.

e 901(b)(7): IIiotomoinon mepieyouévou Aoyw Umapine oe xuPepvntixée
10T0GEMDEC

e 901(b)(9): Ldotnua ¥ Soduaoior txavh va Topéyel oflOmoTo anoTERE-
OUOLTOL.

e 902(5): Enionuec exdooerc.

To onuavtixd onuelo oyeTnd pe TV TOTOTOMON TWV TEWGTNRIWY, ot XATd
CLVETELD TNV EVIOYUOT TOU AmOBEXTIX0) TOug pOAOU Efvon OTL BeEV UTOpOUUE
va Baciotolue ot pia amd Tig mapamdve uelédoug, ¥ o onowdrrote pédodo
CUCTAVETAL aTtd TO Voo cUaTnua xdlde ywpeas. Avtideta, 1 ypnowoTnTo xa
1) AMOOEXTXOTNTA TWV TEWGTNPlwY ot xdle unédeon cuvidwe allohoyeital o-
16 10 xdVe dixaotrpo [19]. ‘Etot, xadiototon cogéc 61t 60eC MELIOOOTEPES
ordtxaoieg motoroinong yenotwonotnoly, T6co miavotego elvar To daoTY-
olo va amodeytel Ty yvnodtnta v metotnpiwy [11], xou autéc elvor xat o
OMUAVTIXOTEQOS AOYOG TOU OAES Ol UTAEYOUCEG UEV0DOL GUAROY TS oL TG TO-
TO{NGNG AMOTUYYAVOUY Vo TUPOUGLAGOUY adLu@noPBATnTA TEGTARW, OTwe Yo
avaAbooupe xou eudig apEcK.

Moot an” 6ha, 1 amodrixeuor xar exTOTwWoT Uiog LoTooEMDAG TapdyeL £val
TeloThEto 1 audevTxdTNTY Tou oTolou TEETEL Vo UTOO TR VEL GE OO TOTE
anodewtixt] Stdixacio and autéy ToU TPOYWENoE GV GUALOYY Tou [29], ula
uedodog mou mOMAEG Qopég elvar aupoPnTiowy, EWd 6tay o yehotng eivou
WOOTEANG, BNAUOT Exel ouuEpov and TNV UTaEEN 1) Ot CUYXEXEIUEVOU TEPLEYO-
uévou. Emmiéov, o axp3fc ypdvog Tou To TEQLEYOUEVO AuUTO HTay dlodéotuo
oev umopet vo arodetyTel, xadog dev £Y0uY EQUOUOCTEL GUYXEXPIIEVES UED0DOL
yeovoofuavone (6nwe tpoteiveton ato [13]).
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‘Onwe avagépaue, UTAEYOUY CUYXEXPHEVO EUTORIXS EQYUAEIN 1) UTNEECLES
([2, 7, 34]) unboyovton dTL TaEEyOLY Evay aELOTOTO UNYaVioud GUANOYHG TeE-
PLEYOUEVOL LoTOGEADBWY. Me Tig uetddoug autég, txavonoteitar 1 analtnon tng
YEOVOOTUAVONG" TR AU AUTY, O EVOLUPEPOUEVOS TEETEL Yol GAAT ULl QOEA Vol
urootneilel Ty Umapdn Tou mEpIEYOUEVOL autol oTo dxaoThglo. To xboTog
elvor axoun) €val onUoyTIXG UElovExTnua, xodag enfong xot To yeyovog ot o-
TAY XETOLOC GUVAYTA XETOL0 TORAYOUO TEPLEYOUEVO XATA TNV TAORYNOY| TOU GTO
OLadixTLO, OEV Elvar TEVTA EUX0A0 1) GUECO VOL Ay 0EAGEL XATO0 AXELBO AOYIOULIXO
1) unnpeato Tpoxewevou va To arodnxeloet.

H xoatdideon xdmoou eidwrol, mou cuvidwg etvor avedotntog and tny unod-
Veon (6mwe ouuPaivel ye Toug dlayelploTée ITOoEADWY dlatrienone nepleyoué-
vou, oav 1o [31]) elvan enfong uio mdav emthoyn. Iog” 6ha autd, ol etaupies Tou
amoUNHELOUV TEQIEYOUEVO, OTLWG 1) TROAVAPEROUEVY), BEV ATOVTXEVOLY DUVALXO
1) TPOCWTOTONUEVO TERIEYOUEVO, 1) AAAEC POPEG TO TEQLEYOUEVO EYEL UPOLPE-
Vel mptv 10 anotnxedoel 1 etonpla. Emimiéov, 1 avedpeon evog t€Tot0u €161x0U
yroe v xotad€oel efva wiaftepa dUoxoln undieor), axduo xar Yo Tic Hvepéveg
[olteleg [3], m6c0 pudhhov yia ydpec oTic ARy dxpr tou AthavTtixol.

H teleutaior Abon elvon va e€eupedel 0 BLOXTATNG TN LOTOCEAIDAS, XU Vol
AATOUVEGEL OYETNY PE TO TEPLEYOUEVO TNHC TO OTO{0 HTAY AVIRTNUEVO OE XdTOoLd
oedouévr ypovixr] oTiypr. AMAG autd Yiveton emiong uia wiaitepo SGOAOAN
otodtota. Axduo ouws xon vo emttpuydel, yeetdlovTon yior dhhn wa popd epyoheio
xou u€dodol ylor TV TEMXY moTonoinon Tou Tepieyopévoy [16].

Ebvor yvwot6 o 660ug aoyohoUvToL UE ATODEXTIXES DLUBIXAGIEC OTL OL TPO-
CEYYIOEIS TOU AVUPEQUUE TORUTAVG TPOXUAODY TOAES GUYYUCELS X aupiBo-
Meg mou Guyvd 00MYolV GTNY un anodoy | 1wV TEWGTNPlwY 6T0 dXacTHplo, 1)
oV xoTdpeudn TNe amodeTixtc 1oy og Toug. Ewdidtepa, xdmota entyEtpiuata
TOL YPTOWOTOL00VTOL GUY VA Yo Vo apLoPntroly ta tetotrpta ebvon to e€h:
<0 UdPTLEAC TEOTOTOINOE TNV ATOVNXEUPEVT LOTOGEADAY, <O PdpTURIS dAhaLe
tov HTML %x@0uta tng amoUnxeudévng toToceABac», «1) I6TOGEADA OEY HTa
opoaTY| EXEVN TNV NuEPOUNVia XAt WEU», <O WOXTATNG TNG LoTooeAdag elvon o€
AAmOta GAAT YOEA XU DEV UTOPEL VoL XATOAVEGEL XAT.

Térolot toyuptopol xatadevbouy 6Tt T0 xuplapyo ototyelo €tol WoTE To
TEWOTAPLAL Yo €Y OUV Loy UET| arnodetx Ty allo 6Twe Tpoavapépaue eival 1 ToTo-
Toinct) Toug, dnhady 1 yerion cpyoreiwy xot uEVGOWY Tou Yo ATOdEXVOOLY -
mépa amo x&de aupofRTnoT - Tov TedTo Ye Tov omolo £youv curkeyiel, a-
roOnxewdel, ypovoonuaviel xou unoypagel ta tetoTpl. Mohic ouuBel auto,
onoe avagépeton xou oTo [8], TéTE GAaL Tl UTOROLTA TPOBAAUOTO ATOJELKTLIXO-
TNTog efvar auTE TOU Ot BIXNYOEoL AVTHIETWTILOUY GUVEYMS GTIC ATODEIXTIXES
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otodtxaoieg dnhadh Oyt mhéov av Ta TewoThApo ebvan awdevTixd, ahhd udvo av
oyetilovton Ye TNy UTOVEGST), AV AMOOEWMVIOUY TO EYAATUA X.A.

Mia emimhéoy Aettoupyia Tou anouctdlel and OAEC TIC TEYVIXES Xl UEVHOOUC
GUALOYNS %o TUGTOTONGYG TEPLEYOUEVOL, XL EV UEREL Uag EDWOE xivTpo Yo
)V mopoloa epyaata, eivan 1 évvota Tne 1w tikéTntas (privacy ). o ouyxexpl-
uéva, onwe avagépetar xat oo [15], 1 yerion epyoleiwy culhoyhc Telotrplwy
xal Prelaxic eyaAnUATOlOYIXNC AVAAUCTC UTOPEL OE XAMOIEC TEPINTWOELS VoL
odnynoel oe mapaBiacy Tou VEUEMMOOUS SIXAUWHATOS TNG W TIX6TNTOS. AuTd
cuuPofvel BLOTL OTOL TELGTAPLAL EVOEYETAUL VO ATOTUTOVOVIUL 1) VoL EUTEPLEY OVTOL
TEOCKWTIXY OTOLYEld TOU LT DLERELVTOT AVTIXEWEVOU, TOL OTOL0 ATOXAAUTTOVTAL
0TOUG CUUPETEYOVTES OTT) dtadacia ywelc va apopoty arnapaftnTo Ty utdde-
o).

Téhog, 6mwe Eyer avapeplel extevdde to tehevtaior ypovia [10, 15, 21], ta ep-
Yoela eYUANUATOAOYIXNAG AVEAUGTC OE YEVIXES YRUUUES UGTEPOLY GE TUTOTOL-
NOT), UE ATOTEAEOUA VO DNUIOURYOUYTHL TOMAGL BladaoTnd TeoPAuaTa. Suy-
AEXPUIEVAL YL TN CUANOYT| XL TLOTOTO(NGCT, TOU TEPLEYOUEVOU LGTOGEAD®Y, 1
TuToTolnoT ouUTY Elval TEUXTIXE aBLVITY UE TIC UTdpyouoes pedodoug, xado-
Tt autég ebvan mOAD BragopeTinég YeTall Toug, xan eCUpTWVTOL LOWITEQA OTIG
TEYVIXES IXAVOTNTES %xdUE Yo,

1.3 Ilpoocgyyion

‘Eyovtag xatd vou TNy mapolo xatdoTtact), 6Twe TNy €youde Teptypddel Ewg
WA, oTNY Tapoloa epyacia Yo tpotelvouue Eva xouvoTomxd TedTO0 GUALOYTS
X0l TUOTOTOIMONG TEQIEYOUEVOU IGTOGEAD®Y, ETOL MOTE VO AUTO VO IXAVOTOLE
TOUC ANOOEWTIXOUS o%oTo0g culhoyTic Tou. H mpocéyyiot| pog, ye tnv ovoua-
ole PROCAVE (Privacy-preserving Collection and Authenticity Validation
of online Evidence), otpileton otnyv évvola tou web proxy [30], mou dev éyet
yenotonotniel Eavd oTo TapeADOV Yid TOV GXOTO AUTO.

‘Etot, utootpileton 6Tt UOAC €vag EVOLAPEPOUEVOS avaYVLploEL Xdmolo Te-
PLEYOUEYO 6T0 dladixTuo To oTolo elte elvor amd POVO TOL TUEAVOUO, ElTE oY E-
tiletan pe xdmoto Yoo i VTN evog eyuAApatos, ToTe unogel vo «mhonyniely
oTNY L0TOoEADA auTY uéow Tou web proxy. O evduduecog autdg eCUTNEETN-
¢ Vo ETGTREYEL TO TEPLEYOUEVO GTOV EVOLUPEPOUEVO XU TAUTOYeovA Vo TO
anotnxeloel Tomxd, e@aupu6lovTag EMTAE0Y UEVGO0US YpOVOGHUNVONG Xat (i)
o utoypaphc. Xe 6molo onucio o emYupnoet, 0 EVOLIPEROUEVOS UTOREL Vol
AV THOEL TO TEPLEYOUEVO AT ToV Web proxy umod Tn pop@h tetctneiou, €Toluo
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TEOG YeY|o1) O ATOdETIXY DladtxaoiaL.

IIhéov TV aveTépw, Ue TNy TpoTtewouevn hoor, 1 bt altnon HTTP uroget
va Tpaypatoroilel and toAlolg web proxies, €16t OOTE 1O (OlO TEPLEYOUEVO
VoL amoUnxelETUL WE TELOTAPLO TaUTOYEova 6 ToAAd onueta. Erlong, onwe da
oetoupe, 0T AUOT) UG EYOUUE EVOWUAUTWOEL XAl TNV £VYOLA TNG TEOCTAGIAS TNS
WBWTXOTNTIG, ETOL WOTE O EVOLUPEQOUEVOS VoL UTOREL Vol AANOIWOEL VOULUA TO
TEPLEYOUEVO LS LOTOGEADAC, €T0L DOTE Vo amoxpldet oTotyela 1 amdxoAudn
TV omolwy Yo cuVIGTOUGE TapaSiacT TN WL TXOTNTAS Tou. Pucixd To apyixd
Teptey 6uevo Yo e€axohoulel vo ugloTaton aroUnxeLUEVOo, Yot AGYoUg avapopdc.

[t vor amodet&ouue T YenowdTnTo oL TNY %ok AELTOURYIXOTNTA TNG TRO-
Tewvouevng hong PROCAVE, npoywerioaue otny mhotixy| uhonolnor tng ava-
TTUoOVTOS €va 60OTNUA UE TIC apYES Tou Teptypddope. TEhog, omwe Va Solye,
TEAYPATOTOW|COUE TEWRdUaTa Yprions Tou cuothuatog PROCAVE pe pla oelpd
A 1GTOOEADES, %o Tl ATOTEAEGUATO ATEDEEAY TNV 0pUOTNTA TWYV LG UPICUMY
oG,

1.4 Aoun tnc epyaciac

To unéroino g epyaciag €yl we axoroting: oto Kegpdhoo 2 Yo xdvoupe uia
AVAPORd OTIG UTEEY OVGES HEYODOUG TTOU EYOUY ETUIXPAUTACEL YLoL T1) CUANOYT| X0l
moToTolnoy Tou TEpLeyouévoy 1oTooehidwy. Yto Kegpdhowo 3 da avaricouue
1 u€dodo mou mpoteivouye, exovoualouevry PROCAVE, xau Yo detlouue ot
UTEPLOYVEL OAWY TWV TRV UeVodwy. Xto Kegdiao 4 Yo avagpepdolye ot
ula mAoTiny| vAoTolNeT TG TEOTEWVOUEVNE UEVAOOU TOU ALY UATOTOLCUUE, Yol
€hog o10 Kegdhowo 5 Va cuvodicovue napadétovtog o cUUTERIOUAT TNS
epyaoiog xaL avaPECOVTIC MEAOVTIXES DUVATOTATES EQEUVAS XU AVATTUENE OTO
OUYXEXPWEVO TOUEA.



Kegpdhaio 2

Hocpon')coc xoc*cdco*coccn

10 xe@dhono Tou oxohoLVel Yo cLYXEVTEOOOUYE xat Vo AvahOCOUUE Tl XQL-
Thpto T omola ebvon avoryxadar yior TV mépa and xdle auloBRTnoT culhoyh
AL TOTOTOINGT TOU TEPLEYOUEVOU LOTOGEADWY, OTwG aUTd TPOXUTTOUY ATtd
™ Bihoypagla. Ev cuveyela, yia xde pla amd i 4 undpyouceg petddooug
TOU €Y 0UV ETUXPATACEL, Vol XAVOUUE avapoed GTr AELTOUEYIXOTNT Toug xat Yo
00UPE xaTd T6C0 TANEoUY ToL TEVEVTA XpLTRRLAL

2.1 Keputrpla

And ™ BBhoyeagio Tou Ttapadécaue, xadg xo and TG TEOXANCES TOU Ta-
eouUGCALoVToL XoTd TN YeNoT TWV UGICTAUEV®DY UEVOOWY, EYOUUE avayVwpeloe
EQTA XPLTARLA, O GUVOLACHOG TWV OTolWY CUUBAAAEL oty TEpa and xde oupt-
of3¥Tnon cUAROYT Xat TUOTOTOINOT) TOU TEQIEYOUEVOU LIGTOGEMDWY.

‘Onwe avagépiinxe, 06e¢ TEPIOGOTERES Xt aXPYBEGTERES UEVODOL YETOLO-
TOWUVTL Yo TN CUAROYY|, AmOUAXEUCT), YPOVOCHUAVOT Xl TLOTOTONGY TOU
TEQLEYOUEVOY, TOOEG TEQIGOOTERES TIAVOTNTES UTAPYOUY TO OLXAUCTAPLO VL -
nodeytel TRV YvnotbTnTa Tou TeteTneiou autol [11].

AvoluTind Tar xptTHiplal TOU TPOAVAPERIUE EVAL TO TURAXATE:

o Mn-tomxdtnTor: cuvicTatal oTNy Un anoUAXEUCT) TOU TEQLEYOUEVOU
TOTIXY, MO TOV EVOLUPEQOUEVO, XL XATA GUVETELL TNY ATROPUYT oppl-
offitmone eite 1o mepteyopévou Tou Blou (xon Tou av enfhde oe autd
AATOLL EOHEYUEVT) ocMoicoOn), 1 TNG TEYVIXHC ERAPXELAS TOU EXTEAOUVTY
Ny amoirixeuon,.

16
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XpovooHuavorn: avogegetal oTo av egapuolovtal Yédodol Tpocdp-
TNONG TNG MUEPOUNVIAG Xt Wpag 0To UTO e€€TAOT TEWOTHPLO, £TOL WOTE
va amodewvieTon tépa and xdle augiBoria o ypdvog arodfixeucrc Tou,
Ao XATE GUVETEW 1) NUEPOYEOovohoYia UTapiNng TOU TMEQLEYOUEVOU OTNY
l0TOoEADAL.

IMeplexTindTNnTA: AVUPERETOL OTO AV TAUTOYEOVAL UE TO TEPLEYOUEVO
NS L0TOOEADAG amoUnueEvETAUL XAk O XWOXAS TNG (HTML, css, javascript
xAT.), YEYOVOG Tou Bivel meplocdtepes duvatotntes euBdiuvone oto
eupAVICE 1 LoTOCENDA X TS TO EUPIVICE.

Avdevtixotnta: ouvictaton 6To av 1 uédodog dlo@ahilel, ue tn yeh-
on Ynplaxdy UToYRAPKY 1 UE dALO TEOTO, TO TOWG ATOUAXEVCE TO TE-
OLEY OUEVO.

Y PaupxOTNTA: AVUPERETUL GTO AV TO TEPLEYOUEVO TG (Do LOTOOE-
AMdag amodnxeletar Toautdypova and ToAkéC Tomovesieg, €101 WOTE Vo
AATAOEVUETOL oV auTH Topouctalotay To Blo R e Tov (Bo TpdéTo ot
OLPORETXY GNUELX TOU XOGUOV.

AueocodtnTa: avagépetol 0To av 1 und eéétaor uédodoc efvon dusoa
Stodéatp, ONhad TNV Kpa TOL EVIOTULETAL TO ETIUAYO TEPIEYOUEVO, 1| AV
yperdleTon xdmota GALT) ypovofopa dladixacio TpoXEWEVOU VL EQUPUOCTEL.

IBrwtixdTnTor ouviotatar oto av 1 und e€étaot uédodog £yer doé-
OWES Acttoupyieg DLGQAAONG TNG WDWTIXOTNTUG TOU YEHOTY, XATE TN
GUALOYT xou amOUAXEUsT) TV TELGTNPlWY.

Y1 embpeveg evotnteg Yo meptypddouue Tic 4 undpyouceg uedddoug, xot

Yo dodue mota amod To xptthpto tou Yéoaue txavonotony. Toxde ulo and autéc,
Yo topotécoupe Evay mivaxo 6uoto ue o Xyrua 2.1, 6tou ot xde xptthpto Yo
urdpyet To cluPolo v av 1 uédodog auth To TANEEl amdAuTa, xo avTioTotya
10 oUyPoro X av dev To mATEL.

2.2 Tomx? anodrxeuor,

H mo anir) xo cuyvotepa ypnotuonootpevy n€dodog, Omws avaypdpetan xou
oo [16], eivou oty Tng ToTuxhg arodixeuons. Me tr uédodo auth| o evolupepH-
UEVOS, UONIG EVTOTIOEL XdTOl0 TEPLEYOUEVO Tou eMYUUEL VoL YETOWOTOL|CEL OE
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Yyfuo 2.1: TTpdtunog mivaxag mAfpewaong xeitnplwy

xdmotar vouxt| dradacta, TOTE 10 anodnxeel enl TOTOU, YENOLOTOIOVTIS THY
emhoyr| "Save As” mou mapé€youv ohot ol broswers. To anodnxeupévo meple-
YOUEVO DElYVEL 0xEIBWE OTWS 1) XOYOVLXT] LOTOGEADA, UOVO TOU XdTold GTotyEld
oTOV xWOxa €youv OAAGEEL €T0L HOTE Vol UTopel Vo TpoPdAeTon and To dioxo
Tou €yel aroUnxeuTel.

H pédodog tng tomxrc anodrixeuang et apytnd 10 TAEOVEXTNUO TNG AUECH-
TnTog, xad6Tt efvon ameudelag Stodéotun oo yenRoTr, xaL OeV yeetdlovTal EBIXES
YVWOELS OUTE XITOLO ETUTAEOV XOGTOS Lo TNV ATOVAXEUCY) TOU TEQLEYOUEVOU.
Enfong €va onpoavtind mheovéxtnuo efvar 1) TEQIEXTIXOTNTA TOU ATOUNXEUUEVOU
TEPLEYOUEVOL, xodig auTd GUVADWLS elvan TAHEOUG xMOXA, XAl TEPLEYEL TOCO
70 %ElUEVO 0G0 X T HOPPOTONGT AuUTOV.

Ye 6Tl agopd o uTdhotna XpLThotd, ofyoupd aUTO TNG UN-TOTXOTNTAS O-
mouotdletl. Autd onuaiver TL 1 Tomn| amoUxeVsT) Tou XAveEL 0 YeHoTNG sfvan
approfnthoun [16] xon urnopel ebxola xdmotog vo. .oy uetoTel 6Tt évol Tomxd av-
thypago umopel v tpononotniel pe yeydirn euxoiia. Ko dvtwe autd propel va
cuuPel TOAD amAd, avolyovTag To TEPLEYOUEVO UE Evay editor, TPOTOTOWWVTAS
70, %ot amoUNUEVOVTAS TO AL,

Enfong, oc 611 agopd 1 yeovoohuavor, elvon yeyoveg 6tL 1o anodnxeu-
uéva apyeior Yo eunepiéyouy nuepounvior xot opa tpomonoinonc. Auty ouwg
AVTICTOLYEL GTNV WP TOU UTOAOYLOTH, 1) onola umopel vo tporonondel oAl
ebxoha. Emopevag 1 yedodog auth| dev mapéyel acqoAr xar adtapgnoBiTn
YEOVOOTUAVGT).

H éhheun avldevtixotntog efvar oxdun €vo onpovTind JELOVEXTNUA TNG OLY-
xEXPEYNC ueVddou. TTo cuyxexpuéva, Oev TEOXUTTEL Ue TEOTO adlaue3|TNTo
TO TOOG ATOUNAXEUCE TO TEPIEYOUEVO, XAl XATE GUVETELX DTUOVPYNOE TO TEL-
othpio. Kou mdh umdpyouv evoeilec and ta UETAOESOUEVA TwV ApyElwY, ahhd
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olyoupa dev Tpocdlop{Couy Hovadixd To BNULOUEYO.

Téhog, 1 eetaldpevn pédodog «amodexviely UOVO Tow ATV TO TEPLEYO-
uevo ufag 10ToceRBag, EWwUévo and Tov UTOAOYIOTH Tou YeRotn. Aev uog
oldeTan xopla TANPOQoOpla GYETIXE UE TO TOLO TEQLEYOUEVO NTaY TNV (Olot Tty Uy
otdéoido oe dhheg Tomodeoieg avd Tov x6GHO.

H nopandvew allordynorn tng uedddou tomxrc anodrixeuong gpalvetal ouvo-
TTUxd 6To Lyfuo 2.2.
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Lo 2.2: TIipwon xettrpiey yio T uédodo tomurg anodrxeuong

2.3 Maoayvnrtooxdnnorn TAoAYNoNng

Mo enlong ouyvd yenotgorolotpevn uédodog elval auTY| TNG LY VITOOXOTNOTS
mhonynone [32]. Me tn pédodo auth, o evdlagepduevos apyilet va yayvnro-
oxoTel o TEQIEYOUEVA TNG 0VOVNG, UE TN YeHON XUTAAANAOU AOYIOUIXOU, Xou
TpoPaivel Slaudoyixd GE BIAPOPES AWVACES WOTE: a) va Oeiler T Hpa elvau, eite
UECK TOU POAOYLOU TOU GUGTAUATOC, EITE amO EYXPITEC DLAOXTUUXES UTTREGT-
ec, xou ) vor eiler molo elvan To TEPIEYOUEVO CUYXEXPIEVNS LOTOGENDIC, T
OEDOUEVT) YPOVIXT| OTIYUT).

[Tohhéc @opée, TauTOYEOVY UE TOV browser, o yeHoTng €yel avoxTé xdmoto
Topdupo HGTE Vo TEOBAAEL TNV EXGVAL TOU EQUTOU TOU ond TNV xduepa (DoTe
Vo IO TOTOtE(ToL 1) TAUTONPOoWTiR) ahAd xou xdmoto mapdlupo ue T SixTuaxY
xivnon (network traffic), dote va eygoaivovton tor ToXETo TOU AVTAAGOGOVTOL
UETUC) TYHC X TEOOELGUOV.

H pédodoc tng uayvnrooxdmnong eivon yevixd amodextr, 01oTt TAnpel to
TEPLOCOTEQA M Ta xpLThgta Tou €youpe Yéoel. Ilpomta an” dha TauTtoToLlEl UE
oYEBOY adldPEUcTO TEOTO TOGO AUTOV TOU EXAVE GUALOYY TOU TEQLEYOUEVOU,
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660 xaL TNV Muepoypovoloyio mou Ehafe ywpa 1 Tedln. Emmiéov 1 yédodog
auTh etvan dueca dradéoturn, xon Umopel va EmTALOV Vo xaTarypder xat Tpoow-
TOTOWNUEVO TEEQLEYOUEVO, OV 0 YEHOTNG YENOWOTOGEL T oToLyEla TpdofBactg
Yo va eloghlel oe xdmota unnpesia.

To peovéxtnuo tng mpoavapepduevne nedodou elvan 1 un wxavonolnon tou
xpitnplou g un-tomixotnTag. Iho ouyxexpiéva, 1 mpoPohy| xat arodhixeucn
TOU TEPLEYOUEVOL YIVETOL amd TOV (B0 TOV EVOLAPEPOUEVO, UE ATOTEAEGUO VO
ebvor €0xoro va augofBnTniel 1 avtelevindtnTd Tou.

Emnpocieta, n pédodoc uotepel onpovtind 6To xouudtt tng Sapliaing
e WwTxdTNTag. Autd cupPaivel dOTL 0 yerjotng dev umopel v eCapéoet
ATO THY UAYVNTOOXOTNOT To XOUATIA TNE LoTooeAdag Tou VENeL var mapael-
YOUV BTG, 1 v To €xave 1) enéufoct) auty Yo CUVIOTOUCE TPOTOTOINGCT] TOU
TewoTrplov.

Téhog, 1 uédodog tng payvnTooxdmnong mhorfynong dev dtacgaiilel v
oQAUEIXOTNTA, ONAADH TO TWS QoUvOTAY 1) LoToceEAdA and didpopeg TonoVeaieg
Tou x6ouou. Kot tdt o yeriotng uropet va yenowonothoet didgpopeg Tonodeoieg
TOU 16TOU TOU TUEEYOUY EAEVVEQOUC PIOXY SETvers, XL Vo UdYVNTOOXOTAOEL
™V TdEN Tou auTY), aAkd oy’ EVOg OV Yo UmopoUcE Vo GWGOEL TO ATOTEAECUA,
xou o’ etépou auto Yo Rdere aulnuéves TEYVIXEC YVWGOES amd Th UEPL TOU
EVOLUPEQOUEVOU.

H nopandve allohdynon tng pedodou poyyntooxoTnors TAofynong Golve-
ToL CUVOTTIXG. GTO Ly huo 2.3.
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2.4 Meévodog ypnong Teltwy LURNEESLLYV

H yédodog mou yenoiponoteltar cuyvoTepa and e |OTES TOU OEV £Y0UV TNV TE-
YVoYYwola vor amodnxeloouy 1o TERIEYOUEVO uoVOL Toug Efvar 1) yeron Teltwy
UTNRESI®Y Yia T cUALOYT %ot moTornolnor autol. Tho cuyxexpiuéva, o evota-
(PEPOUEVOC TIPOTTEEYEL OE UTNEETieS Tou eivan Blodéaiyec oo Swdixtuo [2, 7, 34]
xow avahouBdvouy, €vayvTt avTitigou, va anolUnxelcouy 10 TEQLEYOUEVO %ol Vi
TIGTOTOLAGOUY T1] YYNOLOTNTNTA Tou.

YNy TERInTOOT) AUTY, TEOPAVKS XAAITTETOL TO XPITHELO TNE UN-TOTUXOTNTOG,
x00¢ To TEQIEYOUEVO amoUTXedETOL amO Evay aveLdoTnTo EnayyehUaTia 7 go-
e€a, Ywpelg TNV eumhoxy| Tou evdlagegouévou. Opolwe oe 6Tt agopd To TEQLEYO-
UEVO, xoAUTTETAL ETIONG TATIPWS 1) amadTnoT amoUixeucng Tou GUVOROL AUTOY,
walf ue ™) Yoponolnat| Tou.

Enfong wavonotettan xo 0 xprtiiplo g yeovooiuavong, xomng To 6Ovolo
OYEDOV TWV UTNEECLAOY AUTWY TUREYOLY IXAVOTOLTIXT GUVOEST) ToU amoUnXEL-
UEVOU TIEQLEYOPEVOU UE TN} YOVIXT| OTLYUT TNE ATOUAKEVCTIC TOU, EVED OYETIXE UE
Vv audevTixdTnTa, ot Tplteg autég unnpeaieg auVHYwg yenouotooly gL
UTOYRAPY YL TNV TULOTOTONGY] TOU TERLEYOUEVOL.

To mo onuavtind lowg Yetovéxtnua g ueYddou yenRong Teltwy UTNEECLOY
Yl TNV ToTonoinot WoTooeAMBwY efvan TO YEYOVOS 6TL BEV Elvan dusoa Slodéat-
ueg. Auto ogelletal 010 6TL AUTEC TPOCMEROVTAL EVavTL oV TIT{UOU, xou Vol TEETEL
0 EVOLAPEPOUEVOS VU XAVEL EYYEUPY| OTNY LUTNEEGTA, VoL XU ToBdAEL TO avTioTOLYO
Thunua, va emxowvwvhcel To T 9EREL va amodnxeloe xAT.

Enlong, onuovtixd pelovéxtnuo ebval xou T0 YEYOVOS OTL QUTEC O UTNRE-
oleg ouvdwg dev amodnredouy tpocwronowuévo Tepteyduevo. ‘Otav o ev-
OLopepOUEVOg eTtIUUE! VoL aroUnxeutel xdmoto Tepleydpevo Tou BAEREL xoTOTLY
audevTixonolnorc Tou oe xdmolo utneesta, TOTE Vo TEETEL VAL XOWVOTOLRGEL To
otowyeto TpdoPacng otny teitn unneesta, Yeyovog mou ToapoSulvel TRV WOWWTL-
%€61TNTd Tou. L Tov (B0 Aoyo, oe xapio ano T unnpesieg Tou eréy&aue Oev
urdeyet dtad€oiun N ETAOYT TNG WIWTIXOTNTAS, ONAXDH Vo d{deTon 1) duvUTOHTNTA
070 Tpito dTouo va amoxpURTel xdnota oTotyeld Tou VENOUUE TEOXEWEVOU VO
OLGPUAGOUNE TNV LW TUOTNTS oS,

Téhog, oe xauio and T Tplteg aUTEC UTNEEGTEC DEV TAPEYETHL 1) OUVATOTNTA
TEUYUATOTOMOTE TOMATAGOY UTHCEWY ATO ATOUUXPUOUEVES ToToVeaies, Tpo-
AEWEVOU VoL OELY TEL TO TS EPavi{OTay TO TEPLEYOUEVO PIdC IOTOGEMDBIS GE pla
OEDOUEVT) YPOVIXT| OTIYUT).

H mopamdve atohdynor tne pedodou yerong teltwy urneectoy gafveTo
cLVOTTIXG OTo Lyrua 2.4.
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Yyfua 2.4: TIifpworn xertrpley yio T uédodo yeriong Teltwy unneecty

2.5 MeYodog yenong LoTooeAdWwY SLUTHEN-
OTS TERLEYOUEVOU

Mia teheutoia uédodog mou Vo eCeTdooupe etvar auTh TG YPNRoNG LOTOCEAD®Y
OLUTHEYONG TEQLEYOUEVOU (tYrou web archving). Ot UTNREGIEC QUTEC AGYO0-
hoOvTan xuplwg pe TNV toTop ! anoUNxeELsT) TEPLEYOPEVOL, EfTE OAOU TOU LoTOU
dwpeedy, 6mwe 1o Internet Archive [31], eite ouyxexpipévwy 10ToceABWY ex
minewut [12, 24, 27].

‘Onwg €wvon Qavepd, O OTL aPoPd TS LOTOGEAIDES TOU BLATNEOUY TEPLEYOUEVO
Owpedy, autd Yo TEEREL xan TEAL Vo GUAAEy Vel xan vo TioToTOIVEL UE T YpPhoM
wlag ex Ty pedodwy mou eldaue oTic TEonYoUuEvES Tapaypdgou.  Avtideta
0TI TEQICOOTERES ETL TANPWUT UTNEEGIES OLATARNONG TEQLEYOUEVOU, UTOROVUE
VoL €Y OUUE OAEC TIC BLadtxaoieg moTomolnomg xot Ypovooiuavong extduUoUUE Yio
T0 mepLEyOUEvo oy Vo emhé€ouue va Swatnprioouue. Emopévwg ta xprthpla
YPOVOOTUAVOTNG XU TLOTOTONOYG XUAVTTOVIAL TAHEWS.

Enfong, wavonoleltar 1o xpltAglo g Un TOTXOTNTAUS XAt TG TEQLEXTIXO-
TINTOG, WOG Xl TO TEPLEYOPEVO Dlatrpeiton and TNy loToceh(da dlatrhpnong me-
eleyouévou amopaxpuouéva xou o popgry HTML, npoxewévou va unopel vo
TpoPinlel otov browser.

Hoap" bhat autd, 6Twg xou oY TERiTTWOT YerioNne TelTwY UTNEEGLHY, ETGL X
TNV PEV0DO YpNoNS LOTOGEADWY DLt PNOTC TEQLEYOUEVOU E£YOUNE TO UELOVE-
AT TNG W1} ATOVAHEVOTC TPOCWTOTOMNUEVOU TERLEYOUEVOU XA OTTV AToUGta
TEOCTACIC TNS WIWTIXOTATAS, Yo TOUG AOYOUS TOU avapEQUUE Topumdve. H
apecdTnTa ebvan emiong éva otovyeio Tou amouctdler, Wag oL oL OLadIXACIES Yia
™) yefon TV (eunopidv) 16Toceidny dtipnone nepleyouévou efvar ypovo-
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Bopec xon xooToPbpES.
H mopandvew aliohdynon tng wedddou yeriong 1oTooehidwy dathenong me-
PLEYOUEVOL QalveTal GUVOTTIXE GTO My U 2.5.
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Lyfuo 2.5: IIpwon xpttnploy yia 1 uédodo ypriong LoToGEMDWY dLaThenong
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Kegpdiaio 3
[Teotewopevn AVon: PROCAVE

Y10 xe@dhato autd Vo TUEOUCIACOVUE TNY XEVTEWT 10€a Tiow and 1 Aion Tou
TEOTEVOUUE Yiot TNV o&IOTIOTY) amOVAXEUCT, XUl TUGTOTOMOT) TOU TEPLEYOUEVOU
tl0TOCEADWY. Y10 TAUlGIo auTd, Yo TPOTEVOUUE plat CUYXEXQUIEVT] OOYLTEXTOVL-
x), Do avohGooupEe TIg emLpgpoug AetToupyieg tng xan Yo DoUUE xatd TG0 auTh
1 Aon wavorotel o tedévta xprtrpta.. Téhog Yo mapadécouyue pla obyxpion ue
TIC Uy 0uoES UEVOBOUC Xtk Vol XEVOUPE DIAPOPES EMOTUAVOELS, XLplw oyETI-
%8 e Tic duvatdntec anti-forensics (€@ e€fic avtiyetpa) o TNV AVTIUETORLOH
TOUC.

3.1 Kevtewxn 10éa

[a vau avokOcouue Ty Tpotevouevn AOom, ag mopalécoupe apyixd To (Blo
GEVAPLO TIOU YETCWOTO|GUUE XAl TNV AVIAUGT) TWV UTAPY0UCKY PEHOOWY:

Yevdpro. Ye uia wtooerida, éotw wuw . abe . com, fpiokeTtar oUykeKpIUévo Te-
prexouevo to onoio mpérer va ypnouonomnBel o€ kdrowa anodeiktiky diadikaoia.
I'ia vov Adyo avtd, mpéner va anoUnkevtel ka1 va morornomnel n yvnodtntd tov,
kalds ka1 o xpovos anodnkevons.

I8€a. Na ypnowuonomOel pia evdrdueon wwrooeriva, éotw www.xyz. com. Kot
otay o YpnoTns €VToTioel T €MIUAN0 TEPIEYOIEVO OTNY 10TO0EATDA www . abe . com,
va tAonynlel otny 10tooeAida www . xyz . com/www.abc . com, 1) orofa Ja aroin-
Keuoel To emiuayo mepieydpevo tomikd, kai tavtdypova Ya to mapovoidoer atov
browser tov yprjotn. Otay o xpnotns to emiAééel, va uropel va avtAnoe péow
NS €voirdueons 10To0eAidas o emijuayo mepiexopevo o€ uia popen mov Ja efvar
TIOTOTOINUEYT) KAl XPOVOO T UAOEV).

24
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H 1déa mou napadéoayue etvar mohd anhy xou otneiletan otic Paocinés apyéc
Tou 10700, ‘OTtay Evag yperotng aTeltal, JEow Tou browser, To TEPLEYOUEVO Wiag
10TOGEADUC, THTE TO MEPIEYOPEVO ETLOTREPEL and Tov eCunnpetnTY| (web server)
ue ™ uoper HTML, xau mapouctdleton otov browser, 0mwe QUVETOL Xal GTO
Syfuor 3.1

Request for www.abc.com

N Response -

User Web server for
www.abec.com

Yyfuo 3.1: A aftnon HTTP

'Etot, oty ovota autd mou BAEnel 0 ypfioThE Evol TO TEQIEYOUEVO TTOU TOU
€yl emoTpagel and Tov eCUTNEETNTYA TNY OE0OUEVT YROVIXTH OTIYUY, X TO O-
mofo €yet popponondel xou mapovctaoTel xatahhhwe and Tov browser. Auté
oruolvel 6Tt 6Tt ATOUAXEUCT), YROVOGHUAVOY) XU UTOYEApY| TeayuaToToimnUel
amO TNV PEELE Tou yerioTy, Da efvar oucLoTIXE GTO TEPlEYdPEVO TO OTolo €-
YEL emoTpael 6ToV LToAoYLGTH Tou. H mpoavagepieion widtnTa arotehel xou
EVOL OO TU OTUAVTIXOTEQN UELOVEXTHUOTA, OTWS €YOUNE OEL, TWY UTIOYOUCWY
ueYOdwY.

Avtideta, otnv Aoor mou Tpoteivoupe, o YeroTNg TeayuaToTolEl To aiTnua
UG TNG IOTOGEADAC WWW. XyZ . com, 1] onola eV ouveyeia petaBiBalet To aftnua
oTov eEUTNPETNTY| TNC L0TOOEADAC www . abe . com. To mepieyoUevo mov emoTEE-
peTar, amoUnxelETOl TOMXA OTOY PNYAUVIOUS TNG WWW . XYZ . COm XJl TUUTOY POV
TapovotdleTon 6ToV browser Tou YeRoty, 6Twe Qalveton xaL oTo Ly 3.2.

H Aoom auty| omwc etvon goavepd e€axorovlel va diver tny dia alodnon mhot-
YNnone oTov yeNoTr), agol oTov browser Tou TaEoUGIALETL TO (DI0 TEQIEYOUEVO.
‘Opwe, utdpyouy ot e€Xg EMTAEOY LOLOTTTES:

o Trdpyet éva xevipnd onueio (aveldptnro and Tov yphoty) mou eivan
AmOUNHEVPEVOS O XWOIXAG TNG LOTOGEAD XS, ant’ GTou unopel va avoxtriet
0€ OEUTEQD YPOVO.

e 210 mEPIEYOUEVO auTH (GTOY OmOUNXEVUEVO XOOXA dNhadY|) UToPoY Vo
EQUEUOCTOLY amodextég pédodol tioTonoinorg, dtwe Ynplaxy urtoypay),
2x00C XU YEOVOSTHUAVONE” Xl OAOL AUTE A EUTLOTEC OVTOTNTES.
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Request for
www, Xyz.comiwww . abe,com Request for www_abc.com
N Response . b Response
@
L]
User IS Proxy Server Web server for
;g? WWW.XyZ.Com www.abc.com

&

Local storage

Yo 3.2: Aftnon HTTP péow evdiduesou eunnpetnth

Emuniéov and Ta mpoavageplévta, 1 Abor mou mpotelvouue €yel TNy Ou-
VOTOTNTA TG TORdAANANG ExTELEDTS and ToMAEC tomoleaieg. Autd mpoxtixd
ornuofvet 6Tt 1) aftnon www.xyz.com/www.abc. com dUvaTol Vo EXTEAEGTEL amd
TOMES DLOPORETIXEC EVOIAUECES IGTOOEAIDES TauToOYPOVa, 1 xdle uio and Tig
omolec Yo extehéoel OAe Tig emépoug AetToupyieg atopxd. Autd onuaiver ot
7 moAramiég atAoerg HTTP xaw v xat” aviiotorylo toAlanhy, anodfxeuon me-
ereyouévou Yo dwoel Ty afodnon Yo 10 Twe TagovotaloTay 1) (B toTooeADY
oe daupopeTixd onpetor TNy {dtar yeovixy| ottyur. Mio ypagud) anexdviorn g
Aertovpylag TohhamAC exTEREGTC BIdETOL 0TO Ly o 3.3.

Téhog, 6w mpoavapépinxe, 1 TeoTeEvouevy Ao divel Ty Bl aloinon
ThOYNONS OTOV YeNoTy, cav va meayuatorowioe Tig athoeic HTTP péow
™S xavovixfic 0600, AuTd mpaxTixd onuaivel OTL o’ EVOS UTARYEL 1 DUVITO-
e anoBixevone npocwronoinuévou (personalized) mepieyouévou tou ypet-
oTN), OTWS T.Y. To TEoYiA Tou ot Wia LoTOoEMDA XOWLVIXTAE dIXTUWOYG OTOU
amorteiton xwdwde TpocPaocng. Ag etépou, 1 UTupln TEOCWTOTONUEVOU TEPLE-
YOUEVOU Tou €yel anoUnxeutel o xdmoo xevTpixd onueio dlvel Tn SuvaTOHTNTA
TPOTOTOMGNE TOU TEPLEYOUEVOL AUTOU UE TETOLO TPOTO WOTE VoL dlac@akileTon
1 WBIWTXOTNTA TOU YeHoTn ot Vo uny mogouctdlovtar dedouéva tou dev Yo
HUELE VAL TOQOUCIACTONY.
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Proxy Server
WWW . XYZZ.COMm

Request Reguest
e
r— *
Response Response o

Web server for
www.abc.com

User Proxy Server
www . xyz1.com

Proxy Server

Www Xyz3 com ‘

Syfue 3.3: Ilodhamhéc antrioeig HTTP amd diagpopetinés tonodeaieg

3.2 Emwépoug Asttoupyisg

H apyrtextovinh mou €youpe oyedtdoer yio Ty uhoTolnon g Tapamdve -
déac ovopdleton ouvorntixd PROCAVE (Privacy-preserving Collection and
Authenticity Validation of online Evidence). Anoteheiton and ouotaotxd dbo
xopudTio:

e Tov evdidpeco unyovioud, tou eivon tng popphic web proxy, xou €¢’ e€fg
Yo amoxarolue Mryavioud Proxy.

o Tov unyoavioud moTonOiNoNG X YEOVOOHUAVGTS (Collection and Vali-
dation of Authenticity), eq’ eZfc Mnyavouéc CVA.

YTIC UTOEVOTNTES TOU axoAoUTolY Yo TaEOUGIAGOUUE GUVOTTIXE TOUG 0UO
AUTOUG UMY AVICHOUG.
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3.2.1 Mnyavicpnog Proxy

‘Orwe mpoavapépidnxe, o EVOIIUESOC AUTOS Unyaviopog etvar TOTou web proxy’.
Auté onpaiver 6t AauBaver éva attrua HTTP %o nparypatorotel éva avticTolyo
qutnuoe HTTP e évay anopoxpuouévo eunnpetnts. ‘Otav AdBel amdvtnon
(response), TOTE TNY EMOTEEPEL OTOV TEASTY) TOU €lyE Xdver Ty apytxy| aftnom.

Yy meplntwot| yog, omwe gafvetor xot 0to Lyfua 3.2 mou €youue Hom
TopadéaeL, 1 andvTNoTn and TOV ATOUAXPUCHEVO ECUTNOETYTY ETICTREPETAL OTOV
TENATY), X0 TauTOypova arodnxeleTon Tomxd. Autd onPaiver 6TL, OTOTESTOTE
o yehotng to {nThoEL, X UE DEBOPEVO OTL TO AMOUNUEVUEYVO TEQLEYOUEVO Efval
outé mou emtupel, TOTE Unopel Vo TEoywEN oL 0T0 ETOMEVO Briud, Tou efvou
n YuAoyn kar Ihotoromon tou nepteyouévou (Collection and Validation of
Authenticity), ue t yefon tou Mnyaviouol CVA.

3.2.2 Mnyaviocunog CVA

‘Orwe mpoavapépape, UOMS 0 YphoTng EXEL OhOXANE®OOEL €var aftnuo uéod o-
6 Tov Mnyavioud Proxy, tou €yel €TOTRUPEL TO TEPLEYOUEVO TN UTOUUEVTS
I0TOCEADIG WE AMdvTNoT (response) 1 onola emnpoc¥Etwg €yel anodnxeuTel
Tomixd otov Mryovioué Proxy. H andvinorn autd avayvewpeileta and €vay
wovadixd xwdixd (id) mou tne dideton and to cloTnua.

Tr otryur, autr, propel Vo TEOYWEHoEL GTNY EQUOUOYY| XATOWWY CUVIRTH-
CEWY OTO TEPIEYOUEVO QUTO, TPOXEWEVOL Vo TLoToTomUEl 1 xTAOT TOou, Vo
ypovooruaviel aAAd o vo dtatneniel 1 B TXOTNTE Tou. Autd Yyivetal, OTwg
patvetar oto Lyfua 3.4, ye 1 fordela Tou Mryaviopoh CVA.

[ va emitevydet n yerior Tou Mryoviouol CVA, axohouvdolvtar to mopo-
x4t BrpoTa:

1. O yerotne emhéyel, epbdoov to emuuel, uéoa and tov browser tou Ta
XOUPATIOL TNC LO0TOOEADAG Tou Véhel var amoxplet, Tpoxeuévou va dio-
Tnenel 1 W TXdTNTA Tou, XA eV GuVEYElX TEOYWEE CTNV ETAOYY TOU
Mryeviopos CVA.

2. O povadixde xwdwog (id) NG amdvTNong anocTéAeTal oTov Mrnyaviouo
Proxy, uall ye xdmowa emmiéov ototyelo, mou avtavoxholy To eninedo
WwwTxdTNTag Tou VEAEL Vo datrenoet o yerotng. T va yiver auto,
vioveteitan pio hoyuxry whitelist /blacklist. Autéd onuaivel 6t o yerotne

13 dhheg mepintioes otn BBhoypagio o web proxy amavtdton wg HTTP proxy.
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User

s
7 Response
’
s
’
————— ———=

# i Privacy module |
# ____ —— i d
col_auth(Response) - P
" \ Response’
Evidence . \
\
& \
& / Proxy Server \ | Hash module | | Hash module ‘
6@, WWW_XyZ.com “\
\
| o=
y
\
\'\ | Hash module | | Sign module ‘
! 1 1
Local storage 4 ¥ ¥
\

Evidence
Collection and Validation of Authenticity (CVA)

Dyfuo 3.4: Mnyavioudg Xurhoyg xou Iiotonolnong (Collection and Valida-
tion of Authenticity Engine)

3.

€yl Tn duvatdTnTa ElTE Vo %EUPEL XdTOoL XOPUATIOl XA VoL DL TNET|OEL O-
Ao o dAAoL avEmopat, EfTE VoL SLOTTENOEL XATOLL XOUUATION X VoL XQUDEL
Oho ta umohotmo. H amdxpudn aut emtuyydvetar otélvovtog otoy M-
yovioud Proxy ta HTML element ids, poali pye tnv avtictoyn emioyn
(whitelist /blacklist).

‘Eyovtac To npoavagepdévta ototyela, o Mnyovioudéc CVA mpoywpdet
OTNV AVEAOYT| TPOTOTOINCT] TOU TEPLEY OUEVOU, XPATOVTIUG EVAL AVTLYpA(PO
Yo hoyoug avagopds. H tpomonoinon auth epmhéxel xar 10 0nuocto xhetdt
TOU YEHOT, X OVUTUPIOTATOL OTO Ly ol 3.4 UE OLUXEXOUEVT] YUY
AOY® TNG TPOALRETIXHC YPNOTS TNG.

. Ev ouveyela, 1o tpononomuévo repteybuevo (Response’) nepvd uéoo o-

16 o ouvdptnon hash, o topdyeton uio odvodn (digest). Xtn obvodn
auTH TpoodpTdTaL, ULV UE To [13], 1) nuepounvia xou 1 Hpo amoVHxeu-
OYG TOU TEQLEYOUEVOU, X0 1) TROXVUTTOUCH GUUPBOAOCELRE TEPVE EX VEOU
ané pio ouvdpTtnon obvodne (digest), mopdyovtag o TEMTO XOUUATL TOU
retotneiou yac (evidence), mou oto Lyhua 3.4 avopépetoar we hash. To
kouudt autd xpnoiuoroleital yia tny anédeién tns akpipns nuepounviag
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ka1 apas Unapéng Tov mepiexopérou oTny 10T00EA{da.

5. To deltepo xouudTt Tou TeloTnpiou efvol T0 TEOTOTOUUEVO TEPIEYOUEVO
aut6 xade autd (Response’). To koupdr avté unopel va mapovoiaotel
wG €yel Kar YpnoipHonoleital yia va tapovoidoel moo 1NTay To TEPIEYOUEVO
NS 10T00EADAg TN 0€dopérn) NHepounvia kar wpa.

6. To tplo xan teheutalo xouudtt anotele! pla dngroxy| unoygag? Tne clvo-
e tou tpononoinuévou mepeyouévou (Response’). Ilio ouyxexpiuéva,
TO TEPIEYOUEVO Y1 SAAY) Lol Popd TERVE PEGU YETH amd Ulot UYAPTNOT)
hash, xou nopdyeton pio obvodn (digest). H olvodrn autd umoypdepe-
ToL UE TO WO TIXG XAl Tou Mnyoaviopold CVA, xaw mopdyeton autd Tou
oto Lyfuo 3.4 avomoplotatar w¢ Signature. Auvtd elvar ovowaotikd n
vroypagn tov Mnyaviopod CVA, ka1 ypnoiporoiettar yia va arodery el

m010§ anoUnKkevoe To OUYKEKPIUEVO TEPIEYOJLEVO.

7. Tehxd, 6mwe mpoeinaye, ta TEld AUTE XOPUATIO GUVEVGYVOVTOL Yo VA
nopdouv 1o metothpo (evidence) tou mepLEyouévou TG 10TOGEADAS TN
OEDOUEVY NUEPOUT Vi XaL WEaL.

8. To mapamdve Bruata oxoloudodvton xou yio To apytxd (Tew Tig ahhayés)
TEPLEYOUEVO, TO TEAXS TEGTHRLO Tou oTtolou anodnxeleton eniong.

Agol mpaypatonomioly ta Briuata g yerone tou Mnyaviopol CVA, to
TELOTARLO TOU TRAYUAUTIXO0UV, xS XAl TOU TPOTOTOWUEVOU TEQIEYOUEVOU, ETIL-
OTEEPETAL GTOV YENOTN TPOXEWEVOL va Yenotuonoinlel o omoloudhroTte dia-
oucaoio, eved avtiypoaga autwy Yo dwtnendoly otov Mryoaviopd Proxy yio
uelhovtixr) avagopd, xadog edxola uropotv va avalntnioly Ue yprion Tou
wovadtxol xwdixob (id).

3.2.3 IToAhamiég owtrioeig HTTP

‘Onwg fdn oulnthoaue oty tagoucioon tng Aong PROCAVE, éva povadixd
OTIYULOTUTIO TOU TEPLEYOUEVOU Ulag LOTOCEADAS, BNAaDY| Eval TEIGTHPLO, UTOpEL
va uny efvon opxetéd yioo TV amodeln n un wlag mpdéne. llohkéc gopéc otny
npden yeewdletar va arnodelytel To mwe porvotay (tapouctaldtay) ula LoToce-
oo ot ddpopa orueior Tou xdouou. Emmhéov, unopel va xataotel amapaftnTn
1 anoUixeucy Tou TElGTNEloU aUTOU OF BLAPORES, YEWYPAUPIXE OLECTUQUEVECS,
tonoeoiec.
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H oyedlaon tne npotevouevrne Aong PROCAVE wavonoel aut v o-
Taftnoy, Onwe aiveton xou 6To LyAua 3.3. TNV TeplnTworn auth, 6Tay o
Mryovioude Proxy Aopfdver pla aitnon HTTP, 1y Siexnepoumver ahrd TauTo-
yeova tpowlet éva avtlypago authc ot dhhoug web proxies. (¢ cuvénela, xdie
évag and autolg Yo GUAAEEEL xaL Yol TIGTOTOLOEL TO TEQLEYOUEVO UE T1) OixO
Tou Mnyoaviopd CVA, dnwe 1o Tepleyduevo autéd TapouotdleETol 6TV YEWYE-
@) Tonovesta oty onola Ppioxetar o eCunnpetntic. Mbiig npayuatorotniet
auTo, 0 xdle évag and Toug web proxies Yo emioTEéYEL TO TEWGTAPIO TOU GTOV
artovvta Mrnyavioud Proxy, o omolog Yo avahdfBel vo ToL GUYXEVTEWOEL xot Vol
To ETLOTPEPEL GTOV YEHOTY).

Ebvar gavepd 6t1 undpyel ueydhn mdavotnta o TOMAGL DLUQORETING GUAAE-
yOévta meloTthpta va Btagépouy petall toug. Tloag’ dha autd, 1 cUANOYT AUTWY
TV TEWGTNEIWY, EWWd and BLUPoRETIXEC TOTOVEGIES, IXAVOTIOLEL TIC ATOUTHOELS
™G o) ToAhamAnC amodrxeucng Yot AOYouS aoQalelag, xou ﬁ) pielelol¥]eifoTozple
TOU WG PUVOTAY TO TEQIEYOUEVO TNG UTO EETAOT) LOTOCEMDUG OE BLdpopeS To-
nodeaieg avd Tov xbopo. Ltny enouevrn evotna Yo avahlcoUUE TO XAt T600
1 TEOTEWOUEYY) ADoT) eavorolel o xpitripta tov Véoaue otny Evétnra 2.1.

3.3 II\Apwon xpitnpelvwy

H Moon PROCAVE mou npotefvouye elvor Thipwe EVAQUOVIOUEYT) UE TO GUVORO
TV TEVEVIWY XplTNelwy, 0 GUYBUACUOS TwY OTolwY EYYUdTUL adlUUEToBY TN TN
GUALOYT XU TLOTOTOINGY TEPLEYOUEVOL LoTOCEADWY. 1lo cuyxexpuéva:

Mn-tomuxdtnta And v meprypapy| g Aoorg PROCAVE yiveton gave-
e0 6Tl amogelyeTon 1) Toryida TG TOMXOTNTAC. AUTS Gupfaiver BLoT, A’ EVAg
n oftnon HTTP npaypatormoleiton yéow tou evdiduecou web proxy mou mept-
Yeddaye, xou o’ ETEROU 0 XWMBOIXUC TOL EUNEPLEYETAUL OTNY andvTnor (response)
anoUnxedeTa ATOPUXEUOUEVA 6TOY EVOIdUECO eCuTnEeTNTH. 'Etol o yprotng oe
xavéva onueto 0ev ToapeuPaiver i va amonreloeL To TEQIEYOUEVO TNE IGTOTE-
ABog avTileTor auTo YIVETOL XEVTEIXG amtd TOV EEUTNPETATY HAS, UE ATOTEAECUA
vou unv unogel vo augroBntniel.

XepovooRpaven Onwc eidaye, 1) andvtnon (response) nepvdet uéoo and tov
Mrnyavioud CVA, dmou petolt dhhwy ot obvolr authc Tpocdptdtat, CUUPLYL
ue To [13], n nuepounvia xou 1 dpo anodrxeuons tou nepteyogévou. Autd eivor
xou ol Emopxc amdOEln Yol THY Gpal ToU amoUNXEOTNXE TO TEPLEYOUEVO, XL
umopel va emahndeutel avd ndoa oy
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ITepiextixdtnTa To nepieybuevo tou anodnxetetan ebvar ng popgric HTTP,
xou umopel exiong va mepLEyEL xou xdmola dAla oTolyela TG 10TOCEABIS OTWS
pwToYpanles, xOdxa dAAne popehc (css,javascript) xAn. Autd onuaiver 6t
omolog MdBer avtiypago tou meloTnpiou, umopel vor avollel To xEVTEXG apyEio
HTML pe évav browser xou vo 0€t mw¢ mopouctaldTay 1 loTOoEADA 1 ouY-
AEXPUEYT Nuepounvior xan woo amoVfxevonc tne. Elvoar gavepd 6Tt ue autov
Tov TPOTO efvan Stodéctoc o TAHENG XWOXAS TNS IGTOCEABUS, Xan xdUE EVv-
OLUPEPOUEVOC UTOPEL VaL DEL UEGU OE AUTOY TOAAES YPYOWES TATIPOPORIES, T.).
™) hertoupyla twv scripts, xpugolc cuvdéououc ( hidden links) ¥ xpuppévo
«WOIXA TOU UTAPYEL 0TV LOTOCEADA XAT.

Avdevtixotnta Onwg neptypddoue xatd tny meptypapt| Tne Aborng, o Mnya-
vioudg CVA mapéyer xan hettoupyio «gnpraxic uroypagricy» Tou Tepieyouévou.
Auté mpaypatomoleitan Ue T yeHoN TOU WTIX0U XAEWW0U Tou Mnyaviopol
CVA, e 7o omolo yivetan 1 xpuntoypdgpnon tne odvolng tou mepleyopévou.
'Etol 0 evOlapepOUEVOS, YENOWOTOWWVTAS TO ONuooto xhewdl tou Mryaviouol
CVA urnogel vo SLomo ot QUECH av 1) AoV XEUCT) TOU TEQIEY OUEVOU, X XAUTY
CLVETELL 1) PnpLaxt| UToYEdY| AUToU, TEAYHATOTOLAUTXAY OTO TOV CGUYXEXQL-
UEVO UMY AVIOUO.

Yapuxotnta H ogapidtnra 6mwe €youue meptypdder etvon n woiéTnTaL TG
oLALOYHG Tou TEPLEYOUEVOL oG 1oTOGENDAS amd TOMAES DLUPORETINES, YEW-
Youpuxd dieomapuéves, Totodeotec. Autd elvar xdti mou xavonoteiton TAHEWS
ue ™ Abon PROCAVE, xadd¢ dnwe eldaye 1 B aftnon unopel vor otaiel
and tov Mnyavioudc Proxy oe mohholg dhhoug mapduooug eEUTnEeTnTéS, xa
va MBet to amoteréopata. To anotehéopata autd Yo etvar eudidxptta petalld
Toug, xadag Yo £youy unoypage! Ue OLapoRETXO XAEWT, xat Vo amodeviouy
TS TApouctaloTay Ua loTOCEADN OE CUYAEXQUIEYT) NUECOUNVIA oL (pd OE Bid-
gopec tomodeaiec. O pdhog e Aong PROCAVE efvon anhd¢ vo cuvevoel
QUTEG TIC ATAVTAGELS OF Eva eviafo TELOTNRLo, Tou Yo emoTpaPel GTOV YPRoTN

otav emAéel T yeron Tou Mrnyaviouol CVA.

Auecotnra Xe 6Tl agopd TNY aUECOTNTA, ONAXDY| TO XUTd TOGO 1) AT Uag
Yo ebvor dueca dradéoydn oTo yerioTn, autd elvon Evor amd To faotnd TAEOVEXTY-
wota Tou PROCAVE. 'Onec eldaue, otov yenotn diveton dueca 1 duvatdTnta
vo amoUnxeboEL UE aoPUAY| X EUXONO TPOTO TOGO BNUOGLO, GGO XA TEOCHK-
Tononpévo (personalized) nepleyduevo, ywpic TV eumioxt| Tou oe Tepimhoxeg
owdxaoieg. Emniéoyv, 1 anodfxeuon tou tepleyduevou otov Mnyavioud Proxy
ebvor aveldptnTy and T Asttoupyio Tou Mryaviouot Proxy. 'Etot, oe nepintw-
orn mou 1 hbory PROCAVE anoteléoel unnpeoto enl mAnpwuel, n Aettoupyla
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¢ mhorjynone xou anodfixeuonc tou mepleyouévou (Snhadr 1 yerion tou Mr-
yoviopol Proxy) urmopel va napéyetar Swpeedy, eV 1 moTonoinor autol xou
1 TEAxr; an6doon Tou atov yeroth (dnhady 1 yeron tou Mrnyavicpot CVA)

umogel va Tap€yetan uévo av xatoPiniel to avtictowyo Tiunua.

ISiwtixotnTa Téhog, n AMion PROCAVE nou npoteivouue etvar 1 povn and
TIC UTIdPY0VoES AUGELS ToU BIVEL T1 BUYVATOTNHTA BDIATAENONG TNS WO TIXOTNTAS
Tou yeNotn. Me anhéd tpomo, ywelc Tohdmhoxeg dudixacies, xan ue dathenon
TOU AUEVTIXOY TEQIEYOUEVOU Y10l AGYOUS aVaQORdS, O YEHOTNG UTOREL VoL ETiL-
A€l 1O TEPIEYOUEVO ToU VEAEL Var amoxpUPEL Y10l AGYOUS IDIWTIXOTITOS XOL Vo
TEOYWENGEL GTY) Vo «ahholwony auto.

Yuvortuxd, 1 avonolnon twv tedéviey xprtneiny and tn uédodo PRO-
CAVE gaivetar otov mopoadte miveo:

= e
e o 3

1S 558 .
O = g [5ed e = [
= 3008 ~Q P pase &
S = X X O — [
Elo|e | B | R |
Q x = R X
3 > 5. | o =
Tl lgl2lg88

o
’ ;‘ ~
, Kewpro 1= | > 12 |2 || & |2

Médo6oc¢

PrRoCAVE VA AN AN RV A VA I A R 4

Yyua 3.5: IIifpwor xpttrplwy yia T uédodo PROCAVE

3.4 XOyxeion pe arlieg pedddoug

‘Onwg eldaye oty mpornyoluevn topdypago, 1 Aior PROCAVE mou mpotei-
VOUUE IXAVOTIOLEL OAaL T TEVEVTOL XELTAOIAL YOl TNV ACQUAY| XU TEQA amO X JVE
opptofTnon arolixeucT Tou TEPLEYOUEVOU LOTOGEADBWY Yo YeHoT TOU OE -
TodetxTxég dladaoiec. H mpdtaoh auty umepéyel oc olyxpIor UE OAES TIC
uTdipyouGES UEVGB0UG, ot €va ) TEplochTEPA oNuEla, Tou Yo eeTdoouue eudig
AECWC.

Ye oOyxplon ue 1 wédodo tng tomxrc aro¥fxeuong, etvan @avepd OTL M)
Aoon PROCAVE uneptepel 0T0 6TL Togéyel duvatotnteg axplBolc yeovooi-
HovoTg, opaexdTnTag xot avdevtindtnTog. Autd dev urnopoly va emteuydoly
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oTay €vag anhog yerotng aroUnxelel Tomxd pla totooeMdo eWdwd 1 enfreudn
g awdevtixotnTag elvon mpaxTixd adLvaty, yrath Yo mpEmer xde yprioTng va
etvor xdtoyog Lelyoug XAEBLOV.

Ye oUyxplon We T pEY0B0 TNg UAYVNTOOXOTNOTS TAOTYNONS, EVAUL GUPES
6t n Moo PROCAVE uneptepet 8161t e€oc@ahiler Ty oQoupxdTnTo xon TNV
OLGPIMOT| TG DWW TIXOTN TS EWIXA To DEUTEROD elvon adUvVaUTOY Vo emiteuy Vel
oTay poryvnrooxorneltal 1 Thofynor, il Yo €npene o yeHoTng Vo xdvel eme-
Eepyaotia Tou Bivieo xou va «epUdery To onuela Tou YEeL v Slogaiioet.

Ye obyxpion ye T Y€vodo g yerong Teltwy unrpeauwy, 1 Abor PROCA-
VE uneptepel xuplwg otny auecdtnta, xadog unopel va yenotuonondel dueco
Ao TOV Y PO TN, HOMS AUTOS DLUTIOTWOEL XATOL0 TEQIEYOUEVO TOU Yeilel amoVv-
xevong. Avtideto, omwe €youe BeL, ol Tpitec uTnpesiec TEETEL VoL Ay 0pUGTONY,
1 vau yivel xdmota eyypagt, Sadixacieg dnAadY| Tou elvor Ypovoopeg, DeV umo-
eotv va yivouv amd dhoug Toug YEHOoTES, o ETMTAEOV Oev Braogaiilouy TV
WO TXOTNTA TOU YEHOTT).

Ye olyxplon ye T p€Yodo Twv LoToGEABWY dlathenong TEPLEYOUEVOL, ou-
Té¢ emlong MEETEL VoL Ay 0paGTOUY %ot BV BLac@aAilouy TNV W TXOTNTO TOU
YeNoTY, ool dnhady ue T yehor Teltwy utnpecuwY.

Yuvortuxd 1 cOyxplon Ghwy Twy UeVddwY didetar oto Ly hua 3.6.

8 < | 3 o]
£ 8 e B S
Q0 3 o |8 <o -
S|1&E|I IR |&8 2B
= < S S o} | O
3 o) l;’( e X K <
=S é’;’ g e g
! o Q. W
Keuwtrpto R RS R N =T = ol = S
Médodoe R R R R R A A
Tomnuery anodixeuon X | X | /| X | X |V | X
Moyvnrooxoénror X |V | V|V X | V| X
ThoNYnong
Xprion tpltwv unnpectoy I XXX
Xpnor 16T00eMBwY I VXXX
OLULTHETOTG TIEQLEY OUEVWY
ProCAVE VA A VA A B A V4

Yo 3.6: Xiyxplon dtopopwy Hed6dwY GUANOYHG TEQIEYOUEVOL

Ané 6ha ta mopatedéva o€ AUTO TO XEQIANO GTOLYEl, xoWE XA ATO TN
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oOYxplon Tou xdvoue, anodewxvietal 6Tt 1) pédodog PROCAVE mou mpotel-
VOUUE QodveTtar va elvon 1) TANPEGTERY Ao ACPUAESTERT AUGT) YLl TNV, TEQAL Ao
x(4de aupLeBATNoT GUAROYT XU TIGTOTONOT TEPLEYOPEVOU LOTOGEADWY, Ao
IXUVOTIOLOUYTOL OAOL TaL XELTHELo TOU VEGUUE %ot OAEC OL TPODLAYPUPES TOU O
vagépovtar ota [9, 19]. Téhog, o netothipla Tou diver 1 Aon) Yag unopoly vo
VYewpnlolv xou dnubota Eyypaga, dnee avagpépeton oto [20], av 10 cloTnuo
PROCAVE Jettoupyel oe pla optopévn and tov vouo dnuoacta urnpeoto.

Yny enduevn evoTnta Yo TUpoucLdcoUlE Eva TEMTOTUTO TNg Aborg PRO-
CAVE rnou ulomoltficaye, ToV TpOT0 avdmTulrng xadeg Xt *AmoLo TELOdUAToL
Tou BLECAYopE TEOXEEVOU VoL EAEYEOUPE TNV 0ploTNTaL TNG TEOTUOT|S LS.



Kegpdhaio 4

YAomolnomn xol TELEOUATIXN
a&loAOYNoM

Y10 TéTapTo xe@dhato authg g epyaciug Yo avageptolue oty TAOTIXH L-
homoinom tou cucthuatog PROCAVE mou xdvoue, xat xupiwe otov 1p6T0
avdnTuEng xou ota epyaheia mou yenoworotunxay. Ernlong Yo avagpepdoiue
oto anotehéopata yerione tou PROCAVE ue dtdgpopec 1oTooeADES, xat 070
%18 TOG0 AUt amodEVOOLY TNV 0pUOTNTA TNG cuYXEXPWEVNC Aborg. Télog
Vot %4vouue OLAPOLEC ETLOTUAVOELS TAV® OF XETOLL TEY VXA VEUATA OYETIXE UE
10 oUotnua PROCAVE, xat xuping pe teyvixée amdxpudrc dedouévov (anti-
forensics).

4.1 Teobrog vAoroinong

H vhorolnon tng hoong Uag TeayHaToToRUNKE UE Th YADOOW TROYRUUUAUTIONOU
PHP, xou pe tn yprion tou cuctiyatog dayelpiong Bdocwy dedopéveny MySQL
[26]. H 3o nlow and tnyv avdntuén otnelydnxe oto topddetyya evoc anhol web
proxy, mou neptypdgetar ato [22], mou yenotwononiinxe we Mrnyaviouéc Proxy
x 0 omolog EnexTAVNKE WOTE Vo GuUTERASEL TV LAoToinoy Tou Mnyavicuol
CVA, nou avontiZoue 010 TpOoTYOUUEVO XEGIANO.

[Io cuyxexptuéva, xdle opd mou mpayuatomoeiton uio aftnon yio plo toto-
oeMda, €0Tw www.abc.com, uéoa and tov Mrnyoavioud Proxy, tote o unyovi-
oubg auTOS avaAauBAveL vo UeTagépel To aftrua 6Tov web server mou eCunrpeTel
™V 10ToceABa. Autog Yo tou emioTeédel Eva xUpto apyelo, €é6Tw index.html.
To apyelo autd, omwe €youue Oet, Yo anodnxeutel Tomxd ctov Mnyavioud

36



4.1. Tromoz TAOIIOIHIHY 37

Proxy, xaw o anoctodel enlong otov yeriot.

Eriong, otnv vhonoinor mou xdvaye, uall ye to apyeto index.html, o Mn-
yoviopoc Proxy Do emotpédet xon éva tuyaio ahgapriuntind €81 dnelwv. Autd
GUUPOEVEL Yol UTOPEGEL VO KGUYXEVIPWGELY OAES TIC ETOUEVEC WUTNGELS TOU Vol
yivouy, xou Yo a@opoly TNy (Bl LoTooEAMDA, £TCL WOTE VoL TUPOUGLAGEL VAL EVIAO
ATOTEAEGHL.

'Etot, av emtotpégpovtag 1 iotocei{da index. html arnavtrdet va kngdei xdrola
EOVY, €6Tw 10go.jpg mou NTaV 0pLOUEVT) 0TOV xWOWXA, TOTE Yo TpayUaTOTOL-
nUel éva request 1o omolo duwg auth TN Popd Vo Eyel xot TO YAPAXTNPLOTIXG
ahgoprdunuxd. Puotxd xon 1 ewdva auth (xode xon oTdhToTE S0 XaTEREL
xou elva oyeTIXO YE TNV LoTooEMD) Vo amodnxeutel Tomxd otov Mryavioud
Proxy. Mia ameixévion authc tne emxowvmviog yetald yerotn, Mnyaviouol
Proxy xot teAinric toTooehidag gaivetor oto Lyfua 4.1.

Client Web proxy Web server
www . xyz com/ 7u=www.abc.com
- wnw.abc.com
L
Index.html
Index.himl & s=h78uRk -
-
logo.jpg & s=h7BuRk
> logo.jpg
o
logo.jpg
loge.jpg & s=h78uRk -
-
&
h i

Syfuo 4.1: Aradwaoia Aettoupyiog tng vhonoinong PROCAVE
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Topa 6tav o yeriotne emhéZel tny anodhxevon tne totooehidac (xon xotd
CUVETELOL X0 TWV CUVOEDEUEVWY UE AUTAY apxsiwv), T67e Va Tpéel 0 Mnyavi-
oudg CVA mou €youpe vhonotfoel. O unyoviouds autdg extehel OAeC TIC SLadL-
xooteg (G()voq)ng, YPOVOGTHUAVETNC, UTOYPUPYIC xhr) €€ 0MOXAPOU Yol xdE Eval
amo o dpyefo ywprotd. Ev cuveyeia yenotwonotel to eadriglo akgoptduntixd
YLOL VO GUVEVWOEL OMOL ToL OYETIXG apyElo o€ Eval TELOTHRLO.

Ye exninedo ypovooruavorg, yenowonotiinxe 1 éxdoor 320 bit tou akyo-
eidpou RIPEMD vyt oUvodn (hashing), xar cuyxexpiuéva ye tn Bofdeio tne
ouvdptnong hash_file() tnc PHP, evé yia Ty nuepounvia xou wpa yenowlonot-
O3y ot factxéc ouvapthoels Tng PHP. e ot agopd tnv dnglony| unoypugt,
yenowonotiinxe o ahyépripoc SHA-1 yia odvodn (hashing), oxoroudoluevog
amo xpunToyedynon Ue T Boridelo Tou 1w TX0U AWy Tou web proxy To
omolo druovpyioaue ue yeron e OpenSSL Bihiotrxne [23].

4.2  Aeswtovpyia Tou cucTHUATOG

Agol otny mponyoluevr evotTnTa avagepdxaue ot oyediacT) xaL GTNY UAO-
noinon tou cucthuatogc PROCAVE, oty napoloa Ya xdvouue pla obvToun
AVAPOEA GTY| AELTOUPYIXOTNTO AUTOU, XU TLO CUYXEXQLEVA TG ETUTUY Y AVETOL
1 amOVXEVCT] TOU TEQIEYOUEVOU TIOU UG EVOLUPEREL XxAVE Popd.

Apyixd EMOAETTOUAGTE TNV LOTOCEADN WWww . procave. gr, 6Tou €YOUUE EY-
XATECTNUEVO TO GUOTNUG Wac. Exel yoc eygaviCetar 1 mpedTy oeAido Tou ou-
OTAUATOC, UE TO AOYOTUTIO QUTHG, X0t UE Eval TEDo GTOU PToPOUUE Vo BAAoUUE
1) orevduvor mou Véroupe va Thonyniolue, OTwg paivetor xot oto Ly 4.2.

L o BRI

Syfua 4.2: Apywr| oehida tou PROCAVE
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Agot yeddouue tny emduunty debduvon URL oto nedio “Address”, mo-
Tée to xouuni “Go”. Abvovtag authy TNV ETAOYR, AUECWS TEAYUATOTOOUVTOL
To BT TOU TEPLY pAYUUE OE TPOTYOUUEVES EVOTNTES, X0 GTNYV 0VOVY UG EY-
pavi(eTon TO TEPLEYOUEVO TN LOTOOEAIDAC Tou €youde eTAECEL, LS QatveTan
xaL 6To Ly o 4.3.

= i PrOEEGY A IMzbCSkey v o 8-

—_—— Address: | Seve |

Systems Security
Laboratory

netration T

Yyfua 4.3: Ihorynon yéoa and 1o PROCAVE

Topa, oOUPEVA PE TIC TEODIAYPAPES TOU EYOUUE avanTOLEL, TO TEQIEY OUE-
Vo mou €yel magovotaoTtel oty 006vn uag €yel anovnxeutel xot TOoTXd GTOV
Mryovioud Proxy. Topa, o OOV ano@acicouue OTL T0 TEPLEYOUEVO TNS
IOTOCEADOG Yo eVOLAPEPEL Vo amoUNUEUTEL VLot AMODEWTIXOUS AbYOUS, TToTd-
ue to xouunt “Save”. Auéowe mpayuatoroeital n extéleot Tou Mnyaviopol
CVA, yivovton dueca 6ha T amapodtnto Briuato ohvodmng, YeovooTuaverg xat
UTOYEAUPNS, Aol Hog Topouctdletal Eva Topddupo SLHAGYOU TROXEWEVOU VO G-
COUYE TO TEWCTAPO Tomixd. H tehiny| auth 006vn gaiveton oto Lyrua 4.4.

4.3 ATOTEAECUATA TELEAUATOV

H napamdve AettoupyixdTnTo S0XWAoTNXE PE TOAES LOTOGEADES DLAPOPETIXOY
nepteyouévou (ewdnoeoypapixéc, axadnuaixéc, Puyaywyiog). o xdde pla and
QUTEG TIG 1OTOCEAIDES, TO TEQIEYOUEVO TOUC GUAAEYUTNXE PE TO gpyalelo mou
UAOTOLAGOUE, 0L OTN GUVEYEL EYIVE GUYXELON AUTOU UE TO TEQIEYOUEVO TOU
mpogpyetan and Tr) dodixacior “Save As” mou mupéyeTton and Ohoug Toug brow-
sers. H alyxplon npoypatonotiinxe ue t yeror tou Similarity Analyzer [28],
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- e procave.gr/ne rlmabADe Dol INshCSkeyS 1bmbasShncgmn by ¢ B
ProCAVE Addr

Qipening store.zip 2
joeer |
I You have chosen to open:
u | store.zip
wehichi is: Compressed (mipped) Falder (2,5 ME)

Contact

‘What should Firefiox do weth ths file?

& Open with _'Wlndm Explorer (default) “,
Save File

Do this automatically far files like this from now on,

netration 1

[ Cancel ]

i

Yyfua 4.4: Amodfxeuon tou mepieyopévou tou PROCAVE

nou e€eTdlel To TEPLEYOUEVO BVO0 LoTOGEMDB®WY ot utohoyilel To Tocootd % e
opotoTNTdS Toug ot eninedo xwdwo HTML o xeweévou. To anoteréopata yio
10 yvwoTég wotocehideg galvoviar oto My fua 4.5.

Amé T ERETH TOU GYAUATOC GUUTERUIVOUUE OTL, OTIC TEPLOGOTERES TWYV TE-
ortoewy, 1 ogototnta HTML efvor xovtd oto 90%. Autd eivon avauevouevo
amotéheoud, 016t 1600 1 uévodog PROCAVE 600 xau 1 arodixeuon e ypron
¢ dtadwactag “Save As” mpoxaholy dAAXYEC GTOV XGOIXA TOU amoVNXELETAL,
étol wote ot abvdeopot (links) mou euneptéyoviar 6e auTéV va delyvouv TAEoy
OE TOTXOUG Oloxoug, xaL oL aAAXYEG auTES YivovTaL UE DLAQOPETIXG TRPOTO OE
x&de pédodo.

And v GAAr, 1 opodTnTo XEWEvou eivor oyeddy oto 98%, mou onuaive
6Tt ouT6 Tou amodnxetetan pe TN Yeron Tou PROCAVE civar mold xovtd e
auTéd Tou BAENEL 0 YEHoTNg otov browser tou. H Sagopd tou 2% xatd yéoco
6p0 ogelheTon xUplng ot xelUeVo To omolo aAAdlel actyypova, dagruicec, 1
dAho ototyelor Tor omolor TuyYdvouy va ebvar dlapopeTind and GTYPR OE GTLYUY
oe o lotooeNda.

Mia ypapixr; avamopdoTaoy Twy AnoTEAEoPdT®wY @aiveton 6To Lyhuc 4.6
TOU AXOAOVVEL.



4.3. ATOTEAETIMATA TIEIPAMATON

Op.ototnTa

Iotooehida HTML | Keipevo
inria.fr 99,86% 99,98%
ssl.ds.unipi.gr 100% 100%
news.yahoo.com 93,23% | 96,72%
spiegel.de 94,68% | 99,38%
behind-the-enemy-lines.com | 48,56% | 90,59%
maawg.org 94,57% 98,75%
ansa.it 97.31% 98,05%
bbe.co.uk 87,58% | 95,79%
slashdot.org 96,14% | 99,13%
xked.xom 84,03% 100%

Yo 4.5 Anotehéopato GUYXEIOTC TOU TEQIEYOUEVOU TV IGTOGEADGY

100 ==
97.84

60 |- :

40| f

Opoldtnta xetévou

20 |- -
— Meéon
| |

|
0 20 40 60 80 89.6100
Ouowotnra HTML x@dtxa

Yo 4.6: Teaguxr avanopdoTaoy) anoTEAEOUATOY GOYXELONS
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4.4 Emonpavoelg

‘Onwe emornuaivetar xat oto [1], and v medtn wépa Tou eupovicTnxay oL
NAEXTEOVIXOl UTOAOYIOTES o Tor OixTud, Eval onpayTied VEua HToy 1 omdxEL-
) Sedopévey and o gpyaheior xou T EVOBOUS EYUANUATONOYIXTS AVIAUOTS
(forensics).

H Aon PROCAVE nou npoteivoupe, cav epyaheio culhoyg megieyopévou
IGTOGEANDWY VLol ATOOEXTIXOUS GXOTOUC, OEV avapéveTal Vo arnoTeAEoeL e€alpea
OE AUTOV TOV XUYOVA, XA YA TOV AOYO AUTO, GTNY Topoloa EVOTN T Yo XdvoulEe
OL8POPES ETLOTUAVOELS OYETIXS UE TEYVIXY ot dhha uato mou €youy oyéon
ue oauth xadé auth TV andxpuln dedopévwv (anti-forensics).

Hpoto o’ dAa, e dedopévo 6Tt T0 clotnua PROCAVE Ya tpéyet ot xev-
Tew00¢ EEUTNEETNTES, *dmotog xaxdBoukog UTopel va Bpel Gha T OVOUATIL Y-
cou (domain names) xot Tic NAexTpovixéc devdivoere (ip) mou to Glotnua
AUTO YENOWOTOLEL, X0 VU XUTACKEVACEL LGTOOERDES OV ElTE amaryopelOLY TNV
TeOcPooT Tou o AUTEG, €lTeE - AU YEWROTERA - TUPOUGLALOUY DLUPORETIXG
(voubtuno) mepieyduevo dtav 1 enloxedn npoépyeton ané 1o PROCAVE. Mio
TEOYAVAC ALY o€ auTtd Do fTay 1) YENHoT), AmO UEQIAS HAS, OUVUULXWY NAEXTEO-
VIXwV OLEUIOVOEWY, i GAAGY EVOLIUECHY TROYRUUUATOY, Tou Yo améxpurtay 1)
Yo TpoxoAo0CUY Th GUVEY T dANAY T TWV NAEXTEOVIXGY UG DIEVVOVOEWY.

Mo dhAn TeyvIXr Tou Vo umopouce va yenowonotniel and xdrolov xaxd-
Bovho Yo HTav 1) YphioT TEOYEUUUATIOTIXOY EQYUAEIWY XL TEYVIXWOY TOOXEE-
YOU VoL TOpOUGIAGEL GTOV YpHOTY TEPLEYOUEVO TO oTolo dev Vo Htav (TeEyvixd)
duvatév va anoUnxeutel and 1o PROCAVE. Eva tétolo mopdderypa etvat 1)
TeoPBoly| Tepteyouévou UEow Bivtco, 1 yerorn aclyyeovou xwdxa xAt. Ilag’
Oho auTd, ToTeboude 6Tl ulol TéTota xatdoTaoT elvon €00l vo LEnEQUoTEL, UE
Wxe€c Tpomomolfoel; oty Ulornoinot tou PROCAVE.

[ mapdderypa, otny Tapoloa VhoTolnoy 1 EXTEAEST) X0 ajax Vo 001-
YOUGE GTNY TPOTOTOLNGT TOU TEQIEYOUEVOU ToTXd, GTOV browser tou yehoTy,
Ywele va ylvoyTow ol avtioTtoryeg adhayéc oTto anodnxeupévo otov Mnyavioud
Proxy nepieyduevo. Mio hoon oe autd Vo ftay 1 unootrhelln avauovic YEYO-
votwy (events listening) otov browser, xou 1 avtiototyn extéheon aUTOY GTOV
Mnyaviopd Proxy, pe tny yefion teyvixnic mou ovopdleton scriptable web bro-
wser, 6twe oto [25]. Edmd yio Ty mepintwon tou xddxa ajax, ToTEVoUUE
6 ebvon Hooovoe onpaciog, xaddtt clugwva e to [33], uévo 10 3.2% twv
I0TOGEADOY TAYXOOUWS YENOWOTO0Y auThY TNV TeYVoloyia.

Y10 (B0 mhaiclo, UTdEYOUY CUYAEXPIIEVES EQUOUOYES 1| TEYVOAOY{EC TOU
0gv euninTouy oTNY aveTépw xatnyoplor autég elvar xuplwe toTocEADES TTOU
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yenowomowly teqnolog’ia flash, cuyxexpuéves epoappoyéc cuvowhiy chat-
ting applications A arootohfc unvuudtwy instant messaging platforms xin.
Yyetind YE aUTEG, TOTEVOUPE OTL elvon exTOG TEDIOU EQPUAPUOYHC TOU GUOTY-
uatoc PROCAVE, xadac euneptéyouy eixoveg Y’]/xou xelyevo mou euaviletan
oTwypada, o Oyt To xAdoixd web Tepleyduevo Tou UTdPYEL OTIC LIGTOGEADES
UE T7) LOP®T| TOU CEQOULE.

Enlong, and tn otiyun mou 1 hettoupydtnta Tne mAat@opuac PROCAVE
Yo ebvon ereliepa dradéoiun oo xowd, Ya elvon Exdetn oe xdie eldog nhextpo-
vixfig enileong, OTwS auTh TNE dEVNOTG UTNPECLMDY (denial-of-service) xin. T
TNV ATOPUYT TETOWWY TEQIOTATIXWY, TEENEL VU EQUPUOOTOLY xAdotxés pédo-
oot TpooTaotaug TG WoTooeMdag, 6nwe firewalls, intrusion prevention systems
xhn. Emmhéov, 1 npdcfaon oty mhatpdops PROCAVE uropel vo nepropt-
oTel HOVO OTOUC £YOVTEG XATOLO ATOOEIXTING NAEXTPOVIXTC «TAUTOTROCKOTIASY,
OTwS Prplaxd moeToTOMNTIXG, Ot oTolol Yo UTopolV Vo TEAYHATOTOWUY UGV
EVaL OPLOUEVO apliUd TAoEWY avd LOVEdaL YeOVou.

Emnpbéoleta, xou oyetxd ye 11 Ypnon Ty Ynelax®dy ToTOTOMNTIXGMY Yo
1 Aetrtovpyia TN emAoyic WiwTxoTTAS Tou cuothuatoc PROCAVE, eivan
pavepd 6Tt meémel v utdipéet pla Trodour Anuociouv Kiewdiol (Public-Key In-
frastructure - PKI), yua tn Snuougyio, Stayeipion xon andoupon twv ToTonoL-
Ny autev. Iag” oha autd, To exinedo To eumicToclvNg Tow Vo eTTOYOVUE
eCaptdrar and ty emdoyh tne Apyric liotonoinorne (Certificate Authority -
CA) nou Ya xdvoupe. e anhéc eyxataotdoelc e nhappopeuoc PROCAVE,
utopoly va yenoworomdolv epyarela avowxtol xhowa, 6mws 10 OpenSSL
([23]), adl& o€ eyxataotdoec yeyoritepns xhidaxag ypedleton uia xowd amo-
OEXTH OVIHTNTA TOTOTOINGTS.

Téhog, xdmotog Vo umopolice vo avapwtniel oyetxd Ye tnv dpyn ¥ Tov
opyavioud mou Yo propovoe va Jewpriel allomioToc WoTe Vo «PLholevely 1o
obotrnua PROCAVE xou vo xpotd Tomixd avtiypapa Tou TEPIEYOUEVOU LOTOGE-
Adwv. Ihoteboupe 6Tt 10 Yépo auTd mpEnel va yelploTel avdhoya UE Tr vopole-
oto xde yopac. Mia evoederypévn Aon Yo Arav 1 yerior tou PROCAVE and
o enionua eyxhnuatohoyixd epyaotipta (forensics labs) xdde ydpoc. ITap” dho
aUTd, 0 TROTOG YEIRIoHOU TwY TEtoTnelwy and To PROCAVE, 1o yeyovog 6T
umopel vo Tpé€et TUpdAATAL OE TOMES YEWYPAPXES TOTOVEGIEC XOWS X0 1
ETLAOYY] WOIWTIXOTNTAS TTOU DLETEL, PG XAVOUY VO GUUTEQREYOUNE OTL OGO TE-
elocoTepeS eyxatactdoes Tou PROCAVE undplouv, 1600 xahltepa yior TV
afomiotia xou T dadectpoTTA TRV TEoTNRIWY.



Kegpdhato 5

EniAoyocg

Y10 mapby xepdhato Yo xdvouye uio avaxegolaiwon tng epyaoctag, xon Vo xa-
Taypddoupe ToL oUUTERAOUATH OTA OTolol UAS OONYNOE 1) UEAETY) TV EQYUAEIWY
x TV PEVOOWY GUALOYHC X0t TUGTOTOMMNGNC TOU TEQIEYOUEVOU LOTOGEMDWY.
Kietvovrag, Vo avagpepdolue ota endpeva frinata €peuvag xow avdntuing otov
OUYXEXPWEVO TOUEA.

5.1 >vunepdopato

Yy napoloa gpyacio xdvape pio exXTeEVY avapopd 6to (TN TNS amoUrxeu-
oG %ol TUGTOTOMONG TOU TEQLEYOUEVOU LOTOCEANDWY Yid amodELXTIX00E OXO-
ToUg, dNhadY oTNY cUALOYY| X DlayElplon ToU TEQIEYOUEVOU XUTd TETOWO TEO-
TO WOTE VA ANOOEXVVEL, EXTOC amd T LOpPY| TO (BlOU TOU TEQIEYOUEVOL, TO
TOTE aUTH amoVTMElTNXE, And ToWV, PE Tow UEV0DO, ohAd xon va dlaTrpel
TAUTOYEOVA XU TNHY IO TIXOTNTA TOU YEHGTY).

Apyind xdvope uio extevi| avagopd otny teéyouca Bihoypagia, xo ota
TEOBAAUATO ATOBEXTIXOTNTAS TOU UTARYOUY EYYEVWS G OAAL TAL TEWGTHEL TOU
TEOEPYOVTA OO LOTOGEADES TOU DLABXTUOU, AOYW TNG DUVAULIXC XAl CGUVEY WS
UETAANAGOOUEVNC PUOTC TOU. XTO TAUIGIO AUTO, EVIOTICUUE XL xaTorypdoye
TIC WLOTNTEG oL TEETEL Vo TANREOUY oL UEVodol GUANOYHC XAl TULGTOTOMGTS
TEQLEYOUEVOU, TPOXEWEVOL Vo TUEY 0L TEIGTARLA Tépa amtd XQVE aupiofrTno.

Ev ouveyela avageplfixoue oTIC T GUY VA YeNOoULOTOWUUEVES HEYODOUS UE-
Yel ofjucpa, Tou elvor 1 Tomxr) anodRxeEUCT), 1) Loy VI TOoXOTNGT) TAONYNoNG, 1
Yenon Teltwv UTNEESLOY, ot 1) YEHOT| IOTOCEADWY DUTARTONG TEQLEY OUEVOU.
[t xdde pio omd auTEG, aVOALGUUE TA YAPAXTNPLOTIXG TOUG XUl ETULYELRTUOTO-
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AOYHOUUE Y1 TO %0t TOGO TANPOUY Tol xpLthota To ontofa Yéooue. Luunepdva-
UE OTL OAEC UTIOAEITOVTOL GTNY TATPWOY) EVOS 1) TEQLOCOTEPWY XPLTNRIWY, UAAY
eWWwd To xpiThpto NG BlaplRaENS TNS WIWTIXOTATAS TOU YENOTY ATOUOIALEL
TAVTEAWC amd OAEC.

Axololwg napoucidoope pla véa pédodo cuhhoyrg xat dthenorne Tepte-
YOUEVOL 10T0oENDBWY Tou poteivouue, ue TNy ovouocia PROCAVE. Avagee-
Upeope oo x0pta YapaxTneloTixd Aertoupyiag tne pedosou authe, xou otardrixa-
UE WLdTEQU OTNV AUECOTNTA GTN) ¥EY|O1) TOU TUPEYEL, GTNV YPOVOCTUAVGT] Xl
aulevTindTnTa, %ot - XUplwe - 6TY SlapOAn TNG WIOTXOTNTAS TOU YPRGTY),
TANPOVTOG £ToL O ToL TEVEVTA XpLTHRLAL.

Téhog, xdvaye avapopd oe wla tpdTuUTy ULoTOiNGY EVOE GUOTAUATOS TOU
TpaydoTonot\oaue, To onolo etvar Bactopévo ot uedodo PROCAVE nou npo-
tetvoupe. Me ) yeion Tou cucThuaTog autol, Sleldyape pla GeLpd TELRAUUATOY
GUALOYHAC %0l TIGTOTOINONG YVWOTWY IGTOCENDWY, UE OXOTO Vo AELOAOYHiGOU-
UE TNV 0pUoTNTA TV Woyuelodoy Yog. ‘Onwg mpoxinTtel and To anoTeAEoUATA
TWV TEWAUATOY, To GURAEYDEVTA TEQLEYOUEVA TTUEOUGCIALOUVE ATODEDELYUEVAL
UEYIAT OUOLOTNTOL UE OUTE TOU ToEOLGLILOVTAL GTOY YEROTH.

Bdoer autol oupmepatvoupe ot 1 pédodoc PROCAVE umopel va mapdlet
adLoPTPBATATA TEGTAPLOL OE TEAYUATIXG YPOVO, TNV WPA ONAADT TOL 0 YEHOTNS
Thonyeltor 6TO BLdiXTUO oL DLATIGTWYVEL XATOLO TEPLEYOUEVO Tou Umopel va
yenowornownel ot uio amodetxtix] drodacio, xal TO CNUAVTIXOTERD, Ywelg
voL eumhéxovTan Tolumhoxol unyaviopol xat Aettougyieg. Ivetan pvelo oL yépog
NG TapoNcug EPYACIAS, WS ETIGTNUOVLXO dplpo €YIVE AmodeEXTO Yia dNpocieuo
oto tpaxTixd tou 10th International Conference on Trust, Privacy & Security
in Digital Business (TrustBus 2013) [17].

5.2 Enopeva Briuata

To embdueva Privata Tng epyactog pag Yo apopoly TNV ETEXTACT, TOU GUGTAUAUTOS
TOU avVATTOEAUUE TPOXEWEVOU VO CUUTERLAABEL AELTOURYIEC TOU QUTY| T1) OTIYUN
oev umooTtneiCovTal, 61w 1) cUANOYT| TERLEYOPEVOL IoToCERDWY e Bivteo, Tou-
yvidto xhm. Exnforng, Yewpolue we onuovTind enoOUevo oTddlo Tnyv LiodETnomn xou
YenNon TS AUoTG Yog and YEHOTEG TOU DLAdXTUOU, TOOXEUEVOU VAL VoY VWpEL-
otoly miavég ehelderc ) onuela mpog Bertiwot.-
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Emiheyuevoc Kwouxog

Kodwag 11 Thoroinon tou Mrnyoaviopol Proxy
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function PIPHP_SimpleWebProxy($url, $redirect)

{
global $ses;

$ch = curl_init();

$contents = @file_get_contents($url);
if (!$contents) return NULL;

$purl = parse_url($url);

switch(strtolower (substr($url, -4)))
{

case ".jpg": case ".gif": case ".png": case ".ico":
case ".js": case ".xml":

return $contents;

case ".css":

return $contents =

str_replace("..", $redirect."&u=".$purl[’scheme’].
"://".$purl[’host’], $contents);

}

$ctofile = $contents;
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$contents = str_replace(’_blank’, 1kxk2xx 1 1?  $contents) ;
$contents = str_replace(’&amp;’, ’&’, $contents) ;
$contents = str_replace(’&’, Y1xx1xx! 17 $contents);
$dom = new domdocument () ;

@$dom ->loadhtml ($contents) ;

$xpath = new domxpath($dom) ;

$hrefs = $xpath->evaluate("/html/body//a");

$sources = $xpath->evaluate("/html/body//img");

$iframes = $xpath->evaluate("/html/body//iframe");
$scripts = $xpath->evaluate("/html//script");

$css = $xpath->evaluate("/html/head//link");

$1links = array();

for ($§ = 0 ; $j < $hrefs->length ; ++$j)

$links[] = $hrefs->item($j)->getAttribute(’href’);

for ($§ = 0 ; $j < $sources->length ; ++$j)
$links[] = $sources->item($j)->getAttribute(’src’);

for ($§ = 0 ; $j < $iframes->length ; ++$j)
$links[] = $iframes->item($j)->getAttribute(’src’);

for ($§j = 0 ; $j < $scripts->length ; ++$j)
$links[] = $scripts—>item($j)->getAttribute(’src’);

for ($§j = 0 ; $j < $css->length ; ++3$j)
$1links[] = $css->item($j)->getAttribute(Phref’);

$links = array_unique($links);
$to = array();

$count = O;

sort ($links);

foreach ($links as $1link)
{
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62 if ($link != "")
65 {
66 $temp = str_replace(’!!*x1*x!11’_ &’ $link);

67 $11 = basename($link);

68 $link = base64_encode($url);

69

70 $tol[$count] = "/$redirect&u="

71 urlencode (PIPHP_RelToAbsURL ($url, $temp));
72 $contents = str_replace("href=\"$link\"",

73 "href=\"!!$count!!'\"", $contents);
74 $contents = str_replace("href=’$link’",
75 "href=’!!1$count!!’", $contents) ;
76 $contents = str_replace("href=$1link",
77 "href=!!$count!!", $contents) ;
78 $contents = str_replace("src=\"$link\"",
79 "src=\"!1$count!!\"", $contents);
80 $contents = str_replace("src=’$link’",
81 "src=’!1$count!!’", $contents) ;
82 $contents = str_replace("src=$link",

83 "src=!!$count!!", $contents) ;
84 ++$count;

85

86 $ctofile = str_replace("href=\"$link\"",
87 "href=\"$11\"", $ctofile);

88 $ctofile = str_replace("href=’$link’",
89 "href="$11’", $ctofile);

90 $ctofile = str_replace("href=$link",

91 "href=$11", $ctofile);

92 $ctofile = str_replace("src=\"$link\"",
93 "src=\"$11\"", $ctofile);

94 $ctofile = str_replace("src=’$link’",
95 "src="$11°", $ctofile);

96 $ctofile = str_replace("src=$link",

97 "src=$11", $ctofile);

98 }

99 }

100
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101 $ext = strtolower(substr(basename($url), -4));

104if( $ext == "html" || $ext == ".htm" )
105PIPHP_DumpToFile( basename($url), $ctofile, $ses);
106else

107 PIPHP_DumpToFile( basename($url).".html", $ctofile, $ses);
108

109for ($j = 0 ; $j < $count ; ++$j)

110$contents = str_replace("!!$j!!", $tol[$j],

111 $contents) ;

112

113return str_replace(’!!*x1*x!1’ &’ $contents);

114}




Kodwag 2 : Thonoinon tou Mnyaviouot CVA

function PIPHP_DumpToFile($filename, $content, $hex){

1
2
3 $path = "store/";

4 $now = time();

5 $hashl = $hash2 = "";
6 $signature = "";

7

8

9

if(!'file_exists($path.$hex))
mkdir ($path.$hex) ;
10
11 // Create file
12 $fp = fopen($path.$hex."/".$filename, ’w’);
13 fwrite($fp, $content);
14 fclose($fp);
15
16 // Create timestamp
17 $fp = fopen($path.$hex."/".$filename.".time", ’w’);
18 fwrite($fp, $now);
19 fclose($fp);
20
21 // Create hashl of the file
22 $fp = fopen($path.$hex."/".$filename." . ripemd320_1", ’w’);
23 $hashl = hash_file(’ripemd320’,$path.$hex."/".$filename);
24 furite($£fp,$hashl);
25 fclose($fp);
26
27 // Create hashl+time of the file
28 $fp = fopen($path.$hex."/".$filename." .ripemd320_1plustime", ’w’);
29 fwrite($fp,$hashl.$now);
30 fclose($fp);
31
32 // Create hash2 of hashl+time
33 $fp = fopen($path.$hex."/".$filename.".ripemd320_2", ’w’);
34 $hash?2 = hash(’ripemd320’,$hashl.$now);
35 fwrite($fp,$hash2);
36 fclose($fp);
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// Sign hash2 with time server private key

$fp = fopen("Time_priv.pem", "r");

$priv_key = fread($fp, 8192);

fclose($fp);

$pkeyid = openssl_get_privatekey($priv_key) ;

if (empty ($pkeyid)){

die("Can’t load key id");

}

if ('openssl_sign($hash2, $signature, $pkeyid, OPENSSL_ALGO_SHA1) ){
die("Failed to sign data: $hash2");

}

openssl_free_key($pkeyid) ;

if (empty($signature)){

die("signature empty");

}

// Create hash2 of hashl+time

$fp = fopen($path.$hex."/" . $filename.".final", ’w’);
furite($fp,$signature);

fclose($fp);

}
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