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Abstract

The purpose of the present assignment is to describe JOSSO which is a Java-Based
SSO solution for web applications. The scope of this assignment is to give an overall
knowledge of JOSSO. More particularly, there will be described the installation steps
for JOSSO C.E. and JOSSO E.E. Also it will be analyzed the entire screen interface
that JOSSO has. Finally it will be described, through steps, an example of how
JOSSO creates simple Single Sign-On environment. Furthermore it will be described
an example of a Single Sign-On solution in combination with Cloud computing and
finally it will be given an example with a two factor authentication solution with the
use of WIiKID Strong Authentication System. It would be gratifying that this paper
might be useful to anyone that wants to use JOSSO as Single Sign-On solution.

The author,

Tzani Adamantia
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1. Introduction

Nowadays, where the common web users’ needs for web services are rising in a high
rate day by day, and he is obliged to keep a number of different identities for a
corresponding number of applications, Single Sign-On is the solution for this
redundancy. When SSO is introduced into systems user experience could be much
better. User does not have to remember many different logins and passwords. He
needs to remember only one identity and has to login once in order to access all his
preferred web applications. There are many SSO solutions available, others
commercial and others open source. One of the most prominent is JOSSO. It is an
open source Internet SSO solution for standardized Internet-scale SSO
implementations, allowing secure Internet access to the Web-based applications or
services of customers, suppliers, and business partners. It is one of most preferred
SSO options due to its easy deployment that does not require proficient technological
expertise.

2. What is JOSSO

JOSSO, also mentioned as Java Open Single Sign-On, is a SSO solution for web
applications. It is an open source software based on Java EE for user authentication
and authorization. It is released under the GNU Lesser General Public License
(LGPL). With the Single Sign-On property of JOSSO a user logs in once and gains
access to all systems without being prompted to log in again at each of them.

A deployment of a Single Sign-On solution often means the waste of significant
resources for enabling the Single Sign-On applications and setting up the providers of
identity that grand user authorization. JOSSO solves that drawback. By using the
agent architecture we can apply these capabilities in a transparent mode. Another
feature is that it can support third-party applications that are not open source in order
to enable a Single Sign-On solution.

More specifically, JOSSO support the following features:

e Federated Single Sign-On: Establishment of inbound ldentity Provider and
outbound Service Provider.

e SAML Support: JOSSO is designed to support SAML 2.0, a standard for
exchanging authentication and authorization data between security domains.

e Bundled with Graphical User Console: The Atricore Console provides a
complete visual setup in order to facilitate the user interaction.

e Transparent: It supports an immediate Single Sign-On establishment for
applications like Java EE, Windows.NET, PHP, Perl, and others.

e Wide Application Server Support: It can run under web containers such as

JBoss, Apache Tomcat, Weblogic, Windows I1S and others.
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e Standards-based: It is based on the SAML, WS-Trust, SPML, Java EE and
OSGi standards.

e Pluggable Framework: It provides an infrastructure that allows the support of
already existing authentication mechanisms and identity repositories.

e Seamless Integration with Spring Security: It collaborates with Spring
Security, which is a Java EE framework that provides authentication,
authorization and other security features for enterprise applications.

e Multiple Authentication Mechanisms: It uses client certificate authentication,
Windows authentication, LDAP authentication and others in order to support
identity establishment.

e Support for Self-Services: It supports password recovery functionality.

Another important thing that we should mention is that JOSSO is running on Apache
Karaf which is a small OSGi based runtime that provide a lightweight container onto
which various components and applications can be deployed. The features that
Apache Karaf has are:

Hot deployment: Karaf supports hot deployment of OSGi bundles by monitoring jar
files inside the [home]/deploy directory. Each time a jar is copied in this folder, it will
be installed inside the runtime.

Dynamic _configuration: Its services are usually configured through the
ConfigurationAdmin OSGi service. Such configuration can be defined in Karaf using
property files inside the [home]/etc directory.

Logging System: using a centralized logging back end supported by Log4J, Karaf
supports a number of different APIs (JDK 1.4, JCL, SLF4J, Avalon, Tomcat, OSGi)

Provisioning: The provisioning of libraries and applications is done through a number
of different ways, by which they will be downloaded locally, installed and executed.

Native OS integration: Karaf can be integrated into our own Operating System as a
service so that the lifecycle will be bound to our Operating System.

Extensible Shell console: Karaf features a text console where we can manage the
services, install new applications or libraries and manage their state.

Remote access: We can use any SSH client to connect to Karaf and issue commands
in the console.

Security framework: It is based on JAAS which is the Java implementation of the
standard Pluggable Authentication Module (PAM) information security framework.
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Managing instances: Karaf provides simple commands for managing multiple
instances. We can create, delete, start and stop instances of Karaf through the console.

3. JOSSO Editions

JOSSO comes in two different editions. The first is the Community Edition (CE) and
the second the Enterprise Edition (EE). The JOSSO CE main feature is that it is
frequently updated with new versions and comes with LPGL open source license. On
the other hand, JOSSO EE is designed for enterprise use, which is fully supported. It
comes with a subscription and support package that permits enterprises to configure
their own Single Sign-On settings over an extended period. The support period for
JOSSO EE is four years.

More specifically JOSSO CE has the following features:

e tis free.

e |t supports unlimited number of users.

e It has only one node thought it cannot run in cluster.

e Itis designed to run on open source platforms.

e |t provides an SAML connection setup for linking SSO and Cloud Providers,
but it refers to technically advanced users.

On the contrary JOSSO EE has the following features:

e For small organizations it supports maximum 2000 users with two nodes and
for big organizations it supports maximum 10000 users with four nodes.

e It runs on open source platforms but also commercial platforms like Oracle,
Windows IIS, MS SQL Server and others.

e It provides scalability, high availability and clustering.

e It provides system monitoring through advanced JMX tools.

e |t offers cloud-ready multi-tenant architecture.

e Itis set up for Windows Single Sign-On.

e The manufacturer provides technical support through Service Level
Agreements (SLAS) along with stress testing.

e |t supports embedded cloud SaaS services like Google Apps, Saleseforce and
others.

e |t also provides automatic upgrades and maintenance, like Service Packs and
updates.
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4. JOSSO Versions

JOSSO version 1 is the first application that was created. Due to its long period of
usage and development it is a stable and reliable solution for transparent SSO focused
in introducing End-to-End SSO features.

The transparency capability is achieved due to the compliance with standards such as
the ones that Java EE platform offers. This feature enables the applications which rely
on the platforms’ security contracts to execute Single Sign-On operations with no
integration effort.

Because JOSSO supports a big variety of application vendors it is an attractive
solution to interconnect applications designed for different platforms. Furthermore, it
is extensible in a way that offers variability within the access management layer.

One drawback of JOSSOL is that it cannot interact with third-party Single Sign-On
applications that exist on external domains. For example, there is no support in
providing SaaS provider its security context.

From the usability point of view, the setup process requires technologically high
advanced users that are able to handle configuration descriptors and to understand
SSO components along with the basic infrastructure.

Subsequently, JOSSOL1 is extensible in a way to support mainstream application
platforms, authentication mechanisms and identity stores, but its SSO protocol is
compatible only with the application and cannot incorporate SAML or OpenlD
functionalities. Another disadvantage is that it cannot operate in order to offer
Multitenancy.

Furthermore, is designed only for SSO services leaving accounting, entitlement
management and storage to third-party software, resulting in bigger efforts and
investment in order to fill in the gaps.

JOSSO02 is the next generation of the JOSSO products. It is an all-in-one solution
providing end-to-end distribution of Federated Single Sign-On settings, based on a
model-driven approach, enabling the limited time-to-value. It supports accounting,
entitlement management and storage on an internal RDBMS store.

It can deliver Single Sign-On solutions on an Internet scale by communicating and
collaborating with other external or cloud providers that have their own Single Sign-
On backbone infrastructure.
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In case that the setup scenario is based on custom user settings, for example the
implementation of a custom Single Sign-On plug-in that supports identity sources or
authentication mechanisms that are not common, first generation JOSSO might be
more appropriate solution.

For more usability and productivity, JOSSO utilizes the Atricore Console Rich
Internet Application or RIA. The user is working in an architecture level by designing
own Single Sign-On settings.

5. Provision and analysis of High-availability and
Scalability

In JOSSO EE exist two major high-availability elements. These are the System
Failover and the Session Failover. With the combination of these two key elements it
is guaranteed that does not exist any point of failure in the deployment and that
JOSSO EE applications is available anytime.

5.1 System Failover

System failures are common in computer systems. The main reasons are hardware,
process or load balancer malfunctions. The recommended action is that there must be
installed an adequate number of JOSSO EE servers along with load balancers in order
to act as backups or to fail over to. This action guarantees that there are no single
points of failure that can compromise the proper function of the application.

5.2 Session Failover

This feature ensures that the session data are accessible from the JOSSO EE servers.
In order to deter data loss, the service requests are routed to an alternative failover
server. This enables JOSSO EE Service to maintain the sessions into an authenticated
state and continue to process new user’s requests that follow the failure. If this feature
did not exist, the user should re-authenticate. The session failover has less
significance in the case where users need to have read but not write data.

5.3 Failover Mechanism Architecture

In the following diagram it is visible the required elements for the system and session
failover feature in JOSSO EE deployment, and these elements are the following:

e A number of JOSSO SSO agents that serve as backups in case of a system
failure.
e Aload balancer that delivers the workload to the JOSSO EE agents.
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e A number of JOSSO EE servers with an embedded state cache that act as
system backups in case of system failure. The embedded state cache feature
ensures that the replicated state is present during a system failure.

e A number of load balancers that can deliver the workload between the JOSSO
EE servers.

e |f the JOSSO EE is adjusted for session failover, the configuration and session
data are replicated between the servers. In case of a system failure the
replicated data are always available.

e A number of Apache Derby DBs in order to store configuration data. These
DBs are adjusted for configuration failover.

In the following example the load balancers represent the only access points to
JOSSO EE servers.

www.mypite.com

Firewall 1
Load Balancer 1
| Protected Resource 1 ] | Protected Resource 2 |

Firewall 2

................ \
................ E Configara
Network Based Replication (Sl

(DRDA)
JOSSO EE JOSSO EE
Serverl Server 2

Picture.1 Failover Mechanism Architecture
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5.4 Enabling Clustering

The JOSSO EE needs its OSGi bundles to be active in order to support clustering.
This is achieved by replacing the “featureBoot” property in the following file
org.apache.karaf.features.cfg in the $JOSSO_HOME/etc/ folder, with the following
string:

featuresBoot=atricore-branding,config,ssh,management,spring,spring-dm,josso-ee-ha

The difference is that it is activated the josso-ee-ha feature instead of the josso-ee.
Next, the XML descriptor $JOSSO2_HOME/etc/ehcache-ha.xml adds the following
data:

<cacheManagerPeerProviderFactory
class="net.sf.ehcache.distribution.RMICacheManagerPeerProviderFactory"
properties="hostName=nodel.acme.com,peerDiscovery=automatic,
multicastGroupAddress=230.0.0.1,
multicastGroupPort=4446, timeToLive=32"
propertySeparator=","
/>

5.5 Configuration Replication

The implementation of clustering support enables the functionality of state
replication, but it does not encompass the replicated configuration data. There are
three basic ways in order to approach the synchronization of configuration data, the
manual, the managed automatic and the non-managed automatic configurations.

Manual Configuration Replication: This feature enables the user to control the
Identity Appliance Import and Export functionalities keeping them synchronized.

Managed Automatic Configuration Replication: This feature is based on the Apache
Derby’s failover capabilities. These are:

e One master, one slave.

e Roll-forward shipped log.
e Asymmetry.

e Asynchronicity.

e Shared nothing.

¢ Replication granularity.

In order to enable data failover using the Apache Derby replication for a JOSSO EE
server it must be referred to the descriptor located at $JOSSO2_HOME/etc/ folder in
the com.atricore.idbus.console.db.cfq file.
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Non-Managed Automatic Configuration Replication: The third option must be
considered when it is needed a highly available database to store configuration data.
To achieve that, the high availability features are moved from the JOSSO EE server to
the external repository. In order to do that the file com.atricore.idbus.console.db.cfg
place in the $JOSSO_HOME/etc/ folder must be updated with the details of the used
JDBC driver.

6. Security ldentity & Access Management Services

The communication channels on which an Identity Appliance can provide network
services are the browser-facing and application-facing channels. The existence of
browser-facing channels helps the message exchange between users behind some web
browser. An example is when a user submits his credentials to an Identity Provider or
when a SAML2 authentication is initiated on a Service Provider. On the other hand,
the application-facing communication channels are serving as means for message
exchange between application-based users, conducting Application-to-Application
communication. The role of external consumers that utilize application-facing
channels is played by the JOSSO Agents. For example, the usage of SOAP service
innovation helps the user details to pass from the JOSSO Agents to a server-side
service that handles requests on an application-facing channel. Continuing, there are
followed certain steps in order to enable SSL support for JOSSO2.

6.1 Creating a server certificate with keytool

Using the command below, a key pair and a certificate are generated into the Java
keystore by the usage of keytool. The command can be run from the command line.

keytool -keystore jetty.keystore -alias jetty -genkey -keyalg RSA
Enter keystore password: secret

What is your first and last name?

[Unknown]: sso.acme.com

What is the name of your organizational unit?
[Unknown]: it

What is the name of your organization?
[Unknown]: acme

What is the name of your City or Locality?
[Unknown]:

What is the name of your State or Province?
[Unknown]:

What is the two-letter country code for this unit?
[Unknown]:

Is CN=sso.acme.com, OU=it, O=acme,
L=Unknown, ST=Unknown, C=Unknown correct?
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[no]: yes
Enter key password for <jetty>
(RETURN if same as keystore password): secretl

Then the generated keystore file named jetty.keystore is copied in the folder named
$JOSS0O2_HOME/etc. It must be noted that in order for JOSSO2’s web server to get
the server certificate, the key alias must be in “jetty” format.

6.2 Enabling SSL in the Web Server used by JOSSO

Secure Sockets Layer (SSL), is a cryptographic protocol that provide communication
security over the Internet. SSL encrypt the segments of network connections at the
Application Layer for the Transport Layer, using asymmetric cryptography for key
exchange, symmetric encryption for confidentiality, and message authentication codes
for message integrity.

Here the user must edit the org.ops.pax.web.cfg file located in $JOSSO2_HOME/etc,
uncommenting the following lines:

.0ps4j.pax.web.ssl.keystore=/opt/atricore/josso-ee-2.2.2/etc/jetty.keystore
org.ops4j.pax.web.ssl.password=secret
org.ops4j.pax.web.ssl.keypassword=secretl
org.osgi.service.http.port.secure=8443
org.ops4j.pax.web.ssl.clientauthwanted=false
org.ops4j.pax.web.ssl.clientauthneeded=false

6.3 Exporting Web Server SSL Certificate

With this command, can be extracted a JOSSO Web module server certificate, which
is in DER format:

keytool -exportcert -alias jetty -keystore jetty.keystore -file josso-der.crt

The next action is to convert it into a PEM format, which is the most common file
used by applications like OpenSSL in order to make the PKCS12 conversion.

openssl x509 -out josso-pem.crt -outform pem -in josso-der.crt -inform der

This will result a certificate that can be used by agents in order to access through
HTTPS the JOSSO2 web services.
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6.4 Agents connection to Web Services over SSL in JOSSO

In the case where the usage of HTTPs protocol in the Identity Appliance is needed the
JOSSO Web Server certificate must be marked as trusted, unless the communication
is made through a reverse proxy and in that case the proxy certificate must be marked
as trusted.

During the Identity Appliance set up, it is possible that the generated agent
configuration file could be edited in order to include SSL information. In the
following example, form the Java Agents side; it is necessary that the server
certificate must be added to the trusted certificates keystore.

# Set to 'On’ to enable secure SOAP clients with HTTPS/SSL
GatewayEndpointSSLEnable : On

# Path to server certificate file that stores trusted certificates (needed to verify server)
SSLServerCertFile : /opt/atricore/josso-ee-2.2.2/etc/josso-pem.crt
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7. High Level Architecture of JOSSO
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Picture.2 High Level Architecture of JOSSO
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Steps:

1a) The user through its browser requests a web service from the Service provider
Execution Environment.

1b) In the same time the browser sends an authentication request through the HTTP
method GET-POST to the JOSSO Web Authentication Front of the JOSSO Gateway,
through Auth Front-Channel Interface.

The Service Provider Execution Environment consists of the following components:

e JOSSO Agent
o Adapter
o Authentication & Authorization
o ldentity Services Stubs
o Web Services Stack
e Security APIs
e Application

Internally in the Service Provider Execution Environment we have the following
steps:

la.1) The Adapter sub-component of JOSSO Agent component uses the JOSSO
Agent configuration and Security APIs in order to provide the Security Context that is
consumed by the Application.

la.2) Then the Application requests Authentication & Authorization from the
Authentication & Authorization component.

1a.3) If the previous step is executed then the ldentity Services Stubs component is
executed. ldentity Services Stubs is a program when executed provides linking and
joining information about an entry across multiple identity management systems.

la.4) The previous step, if successful, leads to the Web Services Stack component
which is the sum of certain technologies such as the Extensible Markup Language
(XML) or the Service-Oriented Access Protocol (SOAP).

1c) In this step the JOSSO Agent component after the establishment of the user and
his role, sends his credentials in SOAP/HTTP format through the SSO Identity
Management Interface to the SSO Identity Management Service, which is a
component of the JOSSO Gateway.

1d) At the same time JOSSO Agent sends an Authentication Assertion of the user to
SSO Identity Provider Service component through the SSO Identity Provider
Interface.
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le) Next, an access session is sent from the JOSSO Agent to the SSO Session
Manager Service component thought the SSO Session Manager Interface.

2) The four components are then integrated into the single component named JOSSO
Core. The main sub-component of JOSSO Core is the Authenticator from which they
derive the following sub-components that are described in the following steps.

2a) The Authentication Scheme component that leads to the Identity Store
component, in which are all the identities of the users.

2b) The Session Manager that leads to the Session Store component which controls
each session that a user has requested.

2¢) The Assertion Manager component that is used by the Authenticator in order to
access the Assertion Store which consists of the aggregate of all the Authentication
Assertions (SAML, SOAP, XML) that exist in JOSSO.

2d) The Audit & Event Manager component, that it is used for monitoring
information and logging history.

3a) When all the processes within the JOSSO Core component are completed, it sends
an Identity Storage Access Protocol to the Identity Storage Resource and finally

3b) a State Storage Access Protocol to the Application State Storage Resource.
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8. Activity Diagram (State Machine)
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Picture.3 State Machine

Steps:

1) The requested resources are initially provided in order to be checked if a Service

Provider SSO is present.

2a) If it is present, they advance to the asserting SSO session.

2b) If not, an Authentication Request is s
Provider Session is present.

3a) The same procedure as in the previous
invalid.

ubmitted in order to check if the Identity

step (2a) is executed is the SSO session is

3b) If the session is valid, the Security Context is injected in the simple state where

the resource access request is authenticated.
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4a) If the SSO session is present, it is created an assertion for the existing SSO
session, in order to be relied.

4b) If the SSO session is not present the credentials are requested.
4b1) If these credentials are valid a SSO session is created in order to be relied.

4b2) In the case that they are invalid they return to the previous state for checking. If
despite the repeated checks are still in the invalid state, after a maximum number of
retries is reached, the program ends.

5) If the assertion is relied is sent to the Service Provider where this request is
pending.

6) Then the assertion request is resolved.

7) After that step, the resource accesses and associates with a SSO token to the
Service Provider session in order to inject the security context and to be authenticated.

8) In the next step the resource is requested.

9) After the provision of the resource the program exits.

9. How to install JOSSO2

Prior to the description of the installation process of JOSSQO?2, it is imperative to refer
to its directory structure as it is shown below:

-<JOSSO_HOME>/ - the path of our JOSSO installation.

| |-- repository
|”,-- config
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The appliances folder contains identity appliances managed by JOSSO. The layout of
its content follows the same one used for Apache Maven repositories.

The bin folder contains the starting scripts.

The data folder contains files that inform about the application state, like the OSGi
bundle cache, database files, log files and temporary artifacts as a result of
transformation procedures.

The lib folder contains the libraries for the OSGi Microkernel Implementation on top
of which JOSSO builds.

The lock folder is used to support fail-over settings when more than one JOSSO
instance is used.

The system folder contains the libraries that determine the JOSSO distribution. Its
layout is based on the Apache Maven repository.

10. Installation steps for JOSSO2

First we should mention that we will install JOSSO2 in Ubuntu 11.04 64bit OS.
JOSSO02 is compatible also with Microsoft Windows OSs. The prerequisites are JDK
6 or later version and JOSSO2 Community Edition or Enterprise Edition which is a
Jar file.

We download JDK and josso-ce-2.2.2-unix.jar respectively. Finally as JOSSO2
Community and Enterprise Edition incorporates the Atricore Console Rich Internet
Application (RIA) we need to install in our computer the Adobe Flash player in order
to view the Atricore Console.

When we have all the prerequisites we create a folder with the name
JOSSO2_HOME. The reason why we choose this name for the folder is because, as
the JOSSO?2 is running, the Karaf server “sees” that home folder. The next step that
we have to do to is to run the josso-ce-2.2.2-unix.jar file with JDK 6 and then we have
to follow the instruction windows as it is illustrated in pictures 9 to 15. In these
instruction windows we will choose to install JOSSO into the JOSSO2 HOME
folder. The difference in installation between JOSSO CE and JOSSO EE is that in
JOSSO EE we have to agree with the license terms and to upload the Activation
license file.

Furthermore, after the installation of JOSSO we open a command line console and
type the following commands:
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1. JAVA HOME=/usr/lib/jvm/java-java-6-openjdk-amd64/
2. export JAVA HOME

M ®E adamant@ubuntu: ~JOSS02_HOME/bin

adamant@ubuntu:~$ JAVA_HOME=/usr/1lib/jvm/java-6-openjdk-amd64/
adamant@ubuntu:~% export JAVA_HOME

adamant@ubuntu:~$ cd J05502_HOME/bin/
fadamant@ubuntu:~fJ05502_HOME/bin$ . fatricore I

[N

Picture.4 Install JOSSO

We type the above commands because without them the Java CLASSPATH will not
be updated and java or javac commands will not be recognized.

Then we go to the bin folder, which is into the JOSSO2_HOME folder and type the
command ./atricore. With this command JOSSO?2 starts running. Before we type this
command we have to choose the Atricore executable to run as a program, by right
clicking it and selecting the “Run as a program” checkbox from the properties tab.
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adamant@ubuntu: ~JO5502_HOME/bin
adamant@ubuntu:~% JAVA_HOME=/usr/1lib/jvm/java-6-openjdk-amd64/
adamant@ubuntu:~% export JAVA_HOME

I T T e T e e e R o R s S ST v i

, adamant@ubuntu:~/J05502_HOME/bin5 ./atricore

Josso 2 CE (2.2.2)
Atricore Console CE (1.1.2) http:/flocalhost:8081/atricore-console/f

Atricore Identity Bus (1.2.2)

Apache Karaf (2.2.3)

|
Hit '<tab>' for a list of available commands
a and '[emd] --help' for help on a specific command.

Hit '<ctrl-d=' or type 'osgi:shutdown' to shutdown J0SS0 2 CE.

‘karaf@josso-ce>2012-09-16 22:42:46.419 GMT : Apache Derby Network Server -

3.0 - (802917) started and ready to accept connections on port 1527

IDBus Identity Mediation Unit 'idau-default' started in 529ms

altDeploymentRepository = null

Uploading: file:///home/adamant/J05502_ HOME/appliancesfcom/sso/signsignon/1is
S °M-Sso.signsignon.idap.project/1.0.8/com.sso.signsignon.idap.project-1.0.8.

Picture.5 Running JOSSO

Furthermore we can use the following command to determine that all JOSSO modules
are up and running: osgi:list | grep Atricore as illustrated in the following picture.
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adamant@ubuntu: ~/J05502_HOME/bin

" Support (1.2.2)
[ 156] [Active 11 110 [y tricore
XML Digital Signature Binding (1.2.2)

'[ 157] [Active 11 110 [y tricore
'5 SPML 2 w/DSML Profile Binding (1.2.2)

p[ 158] [Active 110 110 [y tricore
“————W SAML R 2.8 Protocol Binding (1.2.2)
I[ 159] [Active 11 110 [y tricore
+ SAML R1.1 Protocol Blndlng (1.2.2)

160] [Active 110 [y~ tricor
'é’l S50 1.6 Protocol Binding (1.2.2)

I[ 161] [Actlve 11 110 [y tricore
\E=l|: 0AUTH 2 Protocol Binding (1.2.2)
|[ 162] [Active 11 ] [y tricore
I WS-Trust Binding (1.2. 2)k
(B[ 163] [Active 11 ] [y tricore
| Htm1l Binding (1.2.2)
[ 170] [Active 11 [y tricore
Main (1.2.2)
I[ 171] [Active 11 [y tricore

| Planning Engine (1.2.2)
[ 172] [Active 1L [} tricore
| Web Connector (1.2.2)

I[ 173] [Active 11 110 [y tricore
Irs : JDO Identity Vault (1.2.2)

I[ 174] [Active 11 110 [y tricore
IDB Identity Store Component (1.2.2)

[ 175] [Active 11 110 [y tricore
LDAP Identity Store Component (1.2.2)

[ 176] [Active 11 110 [y tricore
Memory Identity Store Component (1.2.2)

[ 177] [Active 11 110 [y tricore
Memory Session Store Component (1.2.2)
| [ 178] [Active 110 110 [y tricore
DB Session Store Component (1.2.2)
[ 179] [Active 11 110 [y tricore
t Serialized Session Store Component (1.2.2)
Lt::j“ [ 1808] [Active 11 11 ] ()W~ tricore
== Impersonate Usr Authentication Scheme (1.2.2)
S, [ 181] [Active 11 110 ] [y tricore
e  ty : sTS Main (1.2.2)

Picture.6 osqi:list | grep Atricore

IDBus ::

IDBus ::

IDBus ::

IDBus ::

= IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

IDBus ::

Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Kernel :
Connecto
IDOJO :
IDOJO :
IDOJO :
IDOJO :
IDOJO :
IDOJO :
IDOJO :

Capabili

As JOSSO2 Community Edition is running, we open a browser (Firefox) and navigate
to the Atricore page. Atricore is running in 8081 port. To open the Atricore page we

type on the browser localhost:8081/atricore-console/index.]

Sp
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»€=I @ localhost:8081/atricore-console/index I

© Copyright 2007-2011. Atricore Inc. All rights reserved

-@ Y

Picture.7 Loading JOSSO

Then we login to the Atricore Console with Username: admin and Password: admin

and the Atricore console window is loaded.
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Picture.8 Login Page

The following windows illustrate the installation of JOSSO EE.

F e . . -
Welcome N 3¢ Atricore”

Welcome to the installation of josso-ee 2.2.2!
This software is developed by:

- Atricore, Inc, <info@atricore, com:

Visit us at http:/fwww. atricore, comy

(] Step1of 7 |@ | Quit

Picture.9 Stepl of JOSSO EE Installation
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P> -
JOSSO Enterprise Edition W At“corem

Please read the Following information:

Internet-Ready Open Web Single Sign-On

JOSS0, or Java Open Single Sign-0n, is an open source Internet S5O solution For rapid and
standards-based Internet-scale Single Sign-On implementations, allowing secure Internet access
to the Web-based applications or services of customers, suppliers, and business partners.

Featuring :

a All-In-One Identity Management Solution

# Point-and-Click Setup and Administration

# Standards-based: SAML compliance

@ Professionally Supported Enterprise Edition

For more information see JO550 Editions Comparison

ﬁ Step 2of 7 | Previous | | Next | | Quit |

Picture.10 Step 2 of JOSSO EE Installation

o
. . ) -
Licensing Agreements W Atfricore™

Please read the Following license agreement carefully:

This End-User License Agreement ("EULA") is a legal agreement between you, either a single -
end-user or a single entity, and Atricore Inc. ("ATRICORE"). Byinstalling this computer software and| |
accompanying user documentation (the "software"), you indicate your acceptance of all the terms |-
and conditions of this EULA, IFyou do not agree to any of the terms or conditions of this EULA, do

not install or use the software.

1, JOSSOEEInstallation, The Software may be installed as a cluster of runtime servers with an
associated administrative console, Each such initialinstallationis a "JOSSOEEInstallation” and
requires a separate License Key, The Software’s administrative console must be kept active as a
standalone server or as part of a server processing Transactions.

2. Evaluation License, The Evaluation License entitles Licensee's organization to an unlimited

number of JOSSOEEINstallations on equipment onwhich the Software has not been previously
installed. As Further described in Section 6 below, each JOSS0EEINstallationis licensed For a period
set at key distribution. When a JOSSOEEInstallation reaches the expiration date, the Software will
automatically discontinue processing transactions, unless Licensee purchases a perpetual or
subscription license as provided in Section 6 below, ATRICORE is not liable For any operational costs

Arathaclishilibeincirrsd kol icancas ac s raciilk aF Fha Cafhocsra chutrina_drum anea bha =

@® |acceptthe terms of this license agreement.
| do not accept the terms of this license agreement. b

@ sEp 3 of 7 | Previous | |NexE | | Quit |

Picture.11 Step 3 of JOSSO EE Installation
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Atricore, Inc. - Installation of josso-ee

2o
) -
Target Path ¢ Atricore”
u

Select the installation path:

[;’homeftwofjosso—ee ]I Browse... |
F —TT [Previous| (ext) [ Qut]

Picture.12 Step 4 of JOSSO EE Installation

[ g Atricore, Inc. - Installation of josso-ee

P>
. [ ] -
Installation m Africore™
Pack installation progress:
/home/two/josso-eefjosso/dist/agents/lib/axis-1. 4-wl81fix jar
() Base
Overallinstallation progress:
11
N
o stepsofr |Previous| Next | [Quit

Picture.13 Step 5 of JOSSO EE Installation
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<o .
Congratulations! w Atricore™

Please read the following information:
JOSSO EE Installation Complete!

1. Start JOSSO Enterprise Edition by running the "atricore” command located within the "bin"
directoryin the target path.

2. You'llbe ready to run the Atricore Web Console, In order to launchit, hit the Following URL:
http:/fjossoserver:8081/atricore-console.

You should be able to access the server directly Fromyour local system (localhost) as Follows by
using this URL : http:/flocalhost:8081/atricore-consaole

3. The product activation dialog will appear. In order to activate JOSSO Enterprise Edition, enter
yourlicense key,

4, Finally, signinusing the default credentials: 'admin’ as the username and 'adrr%' asthe
password,

Use the Following to help you get started with JOSSO Enterprise Edition =

. stepeof7 | Previous| [Next| | Quit |

Picture.14 Step 6 of JOSSO EE Installation

Atricore, Inc. - Installation of josso-ee

Y -
Installation Finished ﬁ Atrlmrem

Installation has completed successfully.

Anuninstaller program has been created in:
Jhome/two/fjosso-ee/Uninstaller

| Generate an automatic installation script |

_ sweprofz Done

Picture.15 Step 7 of JOSSO EE Installation
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After we finished the installation, we open a browser (Firefox) and navigate to the
Atricore page in the same way as in JOSSO CE. The only difference is that the first
time that we will try to login we have to browse and find the activation file, as it is
illustrated in the following picture.

&= | http://localhost:8081/atricore-console/index.jsp v [~ Q @
.
mc&numm% ,

Product Activation

This productis not activated.

n order to fully use ityou need to upload your license file

| Actiate License |

Picture.16 Activation License Window

After that step, we press the log in button the Atricore Console loads and we see the
Identity Appliance Modeler screen as illustrated in the following picture.
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= ||| htep://localhost:8081/atricore-console/index.jsp v|G‘ 3~ Q @

Administrator

[ g Identity Appliance Modeler l @- Identity Appliance Lifecycle Management | cﬁ' Account & Entitlement Management | % System Settings | 6 Help

Action Bar
ol New || Empty | dentity Appliance - E | Open || Select an appliance to open - a Save I_& Import || E' Bx port |
S0

v(_:LI_Esso

Entities
3 Identity Provider

--3“1

1

é:}spl ‘ i External Identity Provi
: \;_} Service Provider

:? External Service Prowi

Browser

«] 1»
Cloud Entities

Authentication

Identity Sources

Diagram Canvas

Execution Environments

Connections

Core

Endpoint — UserInformation Lookup 13—

[ cortract | Name: s[spl ] Property Sheed Account Linkage Policy:
Certificate Description: |:| Identity Mapping Policy:

Location: »[http [~ ]:// [localhost |: [s081]/ [1DBUS |/ [ssorsp1

[0

Picture.17 Identity Appliance Modeler Screen

At the beginning we are logged in the Atricore Console as an administrator. Being an
administrator, we also have the ability to change the password.

—
Administrator

Change Password

Logout

r

Picture.18 Administrator Window

By clicking on “Change Password” option it appears the “Change Password” window
as shown in the following picture:
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Change Password N %)

Original Password: :-_:| |

[ew Password: = | |

Confirm Password: :-.:| |

[Carﬂ"irm | | Cancel |

Picture.19 Change Password

In this window we can enter the password that we have in “Original Password” field,
and then enter the new Password in ‘“New Password” field and renter the new
Password in “Confirm Password” field in order to confirm that the new Password is
correct. As we have filled in the entire field correctly we click on “Confirm” button in
order to apply the changes or the “Cancel” button if we want to abort changes.

Moving on, it is time to describe the Atricore Console as it is illustrated in Picture: 17
As we observe in Picture: 20 we see that it consists of a bar with five options

e Identity Appliance Modeler

e Identity Appliance Lifecycle Management
e In Account & Entitlement Management

e System Setting

e Help

-
L

L@ Identity Appliance Modeler | -4.3 Identity Appliance Lifecycle Managem ent 4: Account & Entitlement Management }% Sy stem Settings | ¢ Help |

Picture.20 Five tabs of Atricore

Firstly we will describe the Identity Appliance Modeler. In the Identity Appliance
Modeler window we draw our Identity Appliance. This console is consists of the:

1. Action Bar
2. Diagram Canvas
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3. Pallet
4. Property Sheed
5. Browser

The Action Bar has buttons like open, new, save that gives us the opportunity to open
an existing ldentity Appliance or to create a new one or to save our work. In the
Diagram Canvas we will draw our model using the principal entities from the Pallet.
In Property Sheed we can see the detail of each principal entity that we have in our
model in the Diagram Canvas. Finally in Browser we can see the Identity Appliance
with more details in a form of a tree diagram.

One of the most important parts of JOSSO2 is the Identity Appliance Modeler screen
in which we draw our Identity model.

In the following section we are going to describe first what an Identity Appliance is
and then we are going to describe the principals and the entities that we can use to
create the Identity Appliance.

11. ldentity Appliance

Internet SSO solutions are known within JOSSO as "Identity Appliances”. An ldentity
Appliance is a component which encloses the necessary definitions that instantiate the
SSO services, in order to apply particular identity architecture.

For example, during the deployment of an Identity Appliance, predefined SSO
endpoints are enabled. Each endpoint displays a specific behavior for a particular
authentication service or identity data streams from an arbitrary identity store
corresponding to a specific user schema.

The Identity Appliances can be defined either by using the Atricore Console or
directly, using a textual notation based on XML descriptors.

Identity Appliances are standard OSGi Bundles, as are all the artifacts that make up
JOSSO. A bundle is a file that contains all the information about a given component.
This file is in "jar" format, resembling the “jar archives™ that Java developers use to
distribute libraries of code. The bundle is composed of a MANIFEST.MF file which
specifies its identity and the bundles upon which it depends, as well as what is visible
for other bundles to use.
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Apache Maven is the preferred system for packaging an ldentity Appliance. Apache
Maven is a build automation tool typically used for Java projects. It is based on the
concept of a project object model (POM).

Moreover, the Identity Appliances generated by the Atricore Console include an
incorporated descriptor named, pom.xml, for packaging the Identity Appliance in an
out-of-the-box way with the usage of Apache Maven version 3. Furthermore, the
layout used only by JOSSO2 to define Identity Appliances, is that used by Apache
Maven.

A Maven repository is used to hold build artifacts and dependencies of varying types.
There are strictly only two types of repositories: local and remote. The local
repository refers to a copy on your own installation that is a cache of the remote
downloads, and also contains the temporary build artifacts that you have not yet
released. Remote repositories refer to any other type of repository, accessed by a
variety of protocols such as file:// and http://. These repositories might be a truly
remote repository set up by a third party to provide their artifacts for downloading (for
example, repo.maven.apache.org and uk.maven.org house Maven's central
repository). Other "remote™ repositories may be internal repositories set up on a file or
HTTP server within an organization, used to share private artifacts between
development teams and for releases.

JOSSO2 hosts two internal Maven Repositories which are accessed when an OSGi
bundle is to be installed.

The first is located in $JOSSO_HOME/system folder that contains the executable
artifacts JOSSO2. Here we can find also both JOSSO2 artifacts and their
dependencies.

The second is located in $JOSSO_HOME/appliances folder that contains the Identity
Appliances. Each time an Identity Appliance is generated and packaged using the
lifecycle management provided in the Atricore Console, it is dropped into this folder
location.

The feature descriptors are utilized to simplify the provisioning of capabilities within
JOSSO2. This mechanism is provided by a set of commands available in the features
shell. JOSSO2 features are stored in the $JOSSO_HOME/features directory which
complies with the Maven repository layout.

For example, the main features descriptor for the JOSSO2 distribution looks like this,
as we can see below:
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<?xml version="1.0" encoding="UTF-8"?>
<features name="atricore-josso-ce-2.2.0">
<!I-- JOSSO CE -->
<feature name="josso-ce" version="2.2.0">
<feature version="1.1.0">common</feature>
<feature version="2.2.0">josso-ce-svcs</feature>
<feature version="1.1.0">atricore</feature>
<feature version="1.1.0">atricore-management</feature>
<feature version="2.2.0">josso-ce-console</feature>
<[feature>
<!-- JOSSO CE Servies -->
<feature name="josso-ce-svcs" version="2.2.0">
<!I-- License Manager service -->
<bundle start-
level="35">mvn:com.atricore.idbus.console.licensing/com.atricore.idbus.console.lice
nsing.josso2-license-v1_0/1.0.0</bundle>
<bundle start-
level="35">mvn:com.atricore.idbus.console.licensing/com.atricore.idbus.console.lice
nsing.main/1.0.0</bundle>
<bundle start-
level="35">mvn:com.atricore.idbus.console.licensing/com.atricore.idbus.console.lice
nsing.command/1.0.0</bundle>
<bundle>mvn:org.atricore.josso/org.atricore.josso.services/2.2.0</bundle>
<[feature>
<!I-- JOSSO CE Console -->
<feature name="josso-ce-console" version="2.2.0">
<feature version="2.2.0">josso-ce-console-svcs</feature>
<feature version="2.2.0">josso-ce-console-web</feature>
</feature>
<!I-- JOSSO CE Console Services -->
<feature name="josso-ce-console-svcs" version="2.2.0">
<bundle>mvn:com.atricore.idbus.console.appliance/com.atricore.idbus.consol
e.appliance.console-default-idau/1.0.0</bundle>
<bundle>mvn:com.atricore.idbus.console.appliance/com.atricore.idbus.consol
e.appliance.console-jaas/1.0.0</bundle>
<bundle>mvn:com.atricore.idbus.console.activation/com.atricore.idbus.consol
e.activation.protocol/1.0.0</bundle>
<bundle>mvn:com.atricore.idbus.console.activation/com.atricore.idbus.consol
e.activation.main/1.0.0</bundle>
<bundle>mvn:com.atricore.idbus.console.activation/com.atricore.idbus.consol
e.activation.command/1.0.0</bundle>
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<bundle>mvn:com.atricore.idbus.console.lifecycle/com.atricore.idbus.console
Jifecycle.main/1.0.0</bundle>
<bundle>mvn:com.atricore.idbus.console.lifecycle/com.atricore.idbus.console
Jifecycle.command/1.0.0</bundle>
</feature>
<!-- JOSSO CE Console Web -->
<feature name="josso-ce-console-web" version="2.2.0">
<bundle>mvn:com.atricore.idbus.console/com.atricore.idbus.console.web/1.0.
O/war/ce</bundle>
<bundle>mvn:com.atricore.idbus.console/com.atricore.idbus.console.docs/1.0.
O/war</bundle>
<[feature>
<[features>

As we have described what is the Identity Appliance we will continue with the
description of the principals and the entities that we can use from the “Pallet” to
create our model.

12. Entities

The nature of the providers is twofold. They can be internal or external providers. The
internal are hosted locally and are build in JOSSO in order to provide Identity and
Access Management (IAM) services. The external are hosted remotely, e.g. on a
Cloud provider, and they are bases on third-party solutions, independent from JOSSO.
Moreover, because the internal providers are hosted within the user’s organization,
their installation, setup and lifecycle can be fully monitored and managed. On the
other hand, the external providers can be monitored by establishing Federated SSO
connections, with the exception that the user has no right to have access to their
detailed specifications, their behavior or the management back-end, due to the fact
that they are part of the remote host.

In order to create an lIdentity Appliance first of all, we have to choose from the
“Entities” the Identity Provider and Service Provider.

The Identity Provider is responsible for authentication and authorization and also is
responsible to create a relationship of confidence with another Service Provider
through a federated connection.
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The Identity Provider definition according to OASIS® is that it “Creates, maintains,
and manages identity information for principals, and provides principal authentication
to other Service Providers within a federation.”

The Identity Provider (IdP) entity is essential in order to set up the Single Sign On
function. This entity is entrusted to manage the user’s identity, to deliver security
tokens (SAML) and to provide authentication services for client applications. The
security tokens mentioned above include the user’s identity and claims. These tokens
are forwarded to the relying parties of the Identity Providers which are known as
Service Providers (SP). These new entities can give authorization and access
privileges to a user based on the claims that have received from the Identity Providers.

An ldentity Provider can be associated with one or more Service Providers. This
means that the Service Providers will depend on the requirements provided by the
trusted Identity Provider. Their association will be a federation connection or an
identity lookup connection. The difference among those two connections is that the
federation identity connection establishes a trust relationship between the Identity
Provider and the Service Provider, while the identity lookup is not. The SSO
exchange system of a federation connection is based on digital signature. This method
ensures message authentication, integrity and non-repudiation. On the other hand an
identity lookup connection points to the Identity Provider to a specific identity store
that provides user and entitlement information.

13. Configuration and installation of the Identity
Provider’s Identity Store

JOSSO provides four different options of Identity Stores for the Identity Provider.
These can be found in the “Identity Sources” drawer from the Palette, and are the
Identity Vault Authoritative Source, the DB Identity Source, the LDAP Identity
Source and the XML Identity Source.

If the Identity Vault option is selected, firstly it must be defined for the Identity
Appliance. When it is defined, the Identity Lookup connection is used from the
“Connections” drawer, in order to connect the Identity Vault with the Identity
Provider.

In the case that the LDAP ldentity Source is selected, as before, it must be defined for
the ldentity Appliance. After that step, the ldentity Lookup connection is used in
order to connect the LDAP Identity Source with the Identity Provider.

! https://www.oasis-open.org/
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Another option is the usage of the DB Identity Source. As in the two previous
components, an RDBMS Identity Source element needs to be defined for the Identity
Appliance. In order to connect the RDBMS Identity Source with the Identity Provider
the Identity Lookup connection is chosen.

Finally, in the last option, which is the XML Identity Source as described before,
needs to be defined. Also at this Identity Source option the connection that is used is
the Identity Lookup

14. Execution Environments

An execution environment is a service where Service Providers run in order to offer
services to users and applications.

An execution environment can be a Web container, an Application Server, a Web
portal or an Application Platform. The characteristics of an execution environment are
defined in the Identity Appliance and are made the bindings between the Service
Provider and itself in order to activate the SSO support that extends to the subjacent
applications.

An activation connection is implemented in order to bind the Service Provider with
the execution environment.

The role of the Service Providers is to offer applications and services to end-users. In
order to accomplish that feature Service Providers are based on third-party software
which plays the role of supporting infrastructure considering security, connectivity
and communication. For instance, if it is needed to support web applications, there are
used web containers®. The execution environments that are compatible with JOSSO
are the Alfresco, the Apache Web Server, the JavakEE, the JBoss Portal, the Liferay
Portal, the phpBB, the Web Server, the WebLogic Server, the Websphere Community
Edition (WASCE), the Windows I1S, the Apache Tomcat and the JBoss platform.

Alfresco is a Free/Libre enterprise content management® system for Microsoft
Windows and Unix-like operating systems.

The Apache HTTP Server is the most popular open source, standard, secure, efficient
and extensible HTTP server for modern operating systems, including UNIX and
Windows NT. An Apache Server can run all types of web applications, written in
PHP, Perl, Ruby and Python among many others.

Java EE is Oracle's enterprise Java computing platform. The platform provides an API

2 A Web container (also known as a Servlet container) is the component of a web server that interacts
with Java servlets.

® Enterprise content management (ECM) is a formalized means of organizing and storing an
organization's documents, and other content, that relate to the organization's processes.
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and runtime environment for developing and running enterprise software, including
network and web services, and other large-scale, multi-tiered, scalable, reliable, and
secure network applications.

JBoss Portal provides an open source platform for hosting and serving a portal's Web
interface, publishing and managing its content, and customizing its experience. It
delivers the benefits of a zero-cost open source license combined with a flexible and
scalable underlying platform.

Liferay Portal is a free and open source enterprise portal® written in Java and
distributed under the GNU Lesser General Public License and proprietary licenses. It
is primarily used to power corporate intranets and extranets.

The phpBB is an Internet forum package written in the PHP scripting language. The
name phpBB is an abbreviation of PHP Bulletin Board. phpBB is free and open
source software. Features of phpBB include support for multiple database engines
(PostgreSQL, SQLite, MySQL, Oracle, and Microsoft SQL Server), flat message
structure, hierarchical subforums, topic split/merge/lock, user groups, and multiple
attachments per post, full-text search, plugins and various notification options.

A web server execution environment represents a generic web server (or container)
hosting web applications or resources.

Oracle WebLogic Server is an application server for cloud and conventional
environments and consists of a Java EE platform product-family that includes a Java
EE application server, an enterprise portal, WebLogic Portal, an Enterprise
Application Integration platform, a transaction server and infrastructure, WebLogic
Tuxedo, a telecommunication platform, a WebLogic Communication Platform and a
HTTP web server.

WebSphere Application Server Community Edition (WASCE) is a free, certified Java
EE 6 application server for building and managing Java applications. It is IBM's
supported distribution of Apache Geronimo that uses Tomcat for servlet container and
Axis 2 for web services.

Internet Information Services (11S) is a web server application and set of feature
extension modules created by Microsoft for use with Microsoft Windows. The 7.5
edition supports HTTP, HTTPS, FTP, FTPS, SMTP and NNTP.

Apache Tomcat is an open source web server and servlet container. Tomcat
implements the Java Servlet and the JavaServer Pages (JSP) specifications from
Oracle Corporation, and provides a HTTP web server environment for Java code to

4 An enterprise portal, also known as an enterprise information portal (EIP) or corporate portal, is a

framework for integrating information, people and processes across organizational boundaries.
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run. It includes tools for configuration and management, but can also be configured
by editing XML configuration files.

JBoss Application Server is an application server that implements the Java Platform,
Enterprise Edition (Java EE). It is written in Java and it is usable on any operating
system that supports Java.

15. Configuration and installation of the Service
Provider’s Execution Environment

As we have already mentioned, there are a number of execution environments that can
be used by the Service Provider. These exist in the “Execution Environments” drawer
where they can be dragged to a desirable place in the Palette. The connection between
the execution environment and the Service Provider is achieved by the usage from the
“Connections” drawer the “Activation” connection. Here it will be analyzed the setup
dialog window of each environment. The execution environments that JOSSO
supports are the following:

15.1 Alfresco Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown in the following picture. The fields that are marked with the red asterisk
are mandatory.

Create Alfresco Execution Environment ﬂ

Mame: = |,i\h°resco |

Description: | |

Target Host: | Local | = |

Install Home: s |;’hom eftwofalfresco |

Container Type: | Tomcat | = |

Container Home: = | fhomeftwolalfrescoftomcat |

Overwrite Criginal Setup: ]

[ QK | | Cancel

Picture.21 Alfresco Execution Environment
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Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of Alfresco Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Container Type: Here the type of the Web container® is chosen where the Alfresco
Execution Environment is deployed.

Container Home: There is defined the folder where the Web container exist that
Alfresco Execution Environment is executing.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

15.2 Apache Web Server Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

> Web container (also known as a Servlet container) is the component of a web server that interacts

with Java servlets.
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Create Apache Execution Environment [ %

Mame: = ‘ apache |

Description: ‘ |

Target Host: | Local | = |

Install Home: = ‘ fhom eftwofapache |

[ oK | | Cancel

Picture.22 Apache Web Server Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of Apache Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.
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15.3 Java EE Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create JavaEE Execution Environment m
Mame: ..-.|jeru'aee |
Description: | |
Target Host: | Local |v|

Install Home: .s-|fhome.-*twofgla55ﬁsh |

[ oK | [ Cancel

Picture.23 Java EE Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of JavaEE Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.
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15.4 JBoss Portal Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create JBoss Portal Execution Environment %

Mame: = | jbossportal |

Description: | |

Target Host: | Local |v|

Install Home: ..-.|fhom sftwofjboss-portal-2.7.2 |

Overwrite Original Setup: ]

Install Demo Applicatio... [+

[ (814 | | Canc el

Picture.24 JBoss Portal Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of JBoss Portal Execution
Environment exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the

execution environment are replaced with new ones.
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Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

15.5 Liferay Portal Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create Liferay Portal Execution Environment %

Mame: u:e‘portal |

Description: \ |

Target Host; ‘ Local |v|

Install Home: m‘fhome.-“twoflifera}r-ﬁ.ﬂj |

Container Type: :-.‘ Torncat |v|

Container Home: = ‘Ihom eftwofliferay-6.0.5/apachetomcat-6.035 |

Overwrite Original Setup; ]

Install Demo Applicatio...

[ (414 H Cancel |

Picture.25 Liferay Portal Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of Liferay Portal Execution
Environment exist.
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Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Container Type: Here the type of the Web container is chosen where the Liferay
Portal Execution Environment is deployed.

Container Home: There is defined the folder where the Web container exist that
Liferay Portal Execution Environment is executing.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

15.6 PhpBB Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create PhpBB Execution Environment E
Mame: .-'.|phpbb |
Description: | |
Target Host: | Local |v |

Install Home: = | homeftwo/phpBB |

Overwrite Criginal Setup; ]

Install Demo Applicatio...

oK | | Cancel

Picture.26 PhpBB Execution Environment
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Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of phpBB Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

15.7 Webserver Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory
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Create Webserver Execution Environment ﬂ

Marme: s |websewer |

Description: | |

Target Host: | Local |v|

Install Home: = |;hom eftwofj2ee_server |

Type: = | |

[ oK | | Cancel

Picture.27 Webserver Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of phpBB Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

15.8 Oracle Weblogic Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory
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Create Weblogic Execution Environment [ %

Name: = | MyapplicationServer

|
Description: |My Application Server |
|

Version: | 92 |v

Target Host:

Install Home: = | fopt/weblogicaz |

Domain: = | samples/domain s/wl_server |

Ovenwrite Original Setup: [

Install Demo Applications: [

[ ok || cancel

Picture.28 Oracle Weblogic Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Version: Here the version of the execution environment based on the Oracle Weblogic
IS chosen.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of Weblogic Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.
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15.9 Websphere Community Edition (WASCE) Execution
Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create WASCE Execution Environment %

Mame: = |wasce |

Description: | |

Target Host: | Local | = |

Install Home: = |jhom eftwofwasce |

Overwrite Original Setup; [+

Install Demo Applicatio.. [+

[ oK | | Cancel

Picture.29 Websphere Community Edition (WASCE) Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of Websphere Execution Environment
exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote

JOSSO02 application.
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Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

15.10 Windows I1S Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create Windows IS Execution Environment %

Mame: |Windows

|

Description: | |
ISAPI Agent URI: «/josso/agent. sso |
TargetHost | Local [~]
Install Home: | |
Architecture: A| 32-hit |.|

Overwrite Original Setup: ]

Install Demo Applicatio... [

[ OK | | Cancel

Picture.30 Windows 1S Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.
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Install Home: It is the folder where the artifacts of Windows IS Execution
Environment exist.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

15.11 Apache Tomcat Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.

Create Tomcat Execution Environment E]

MName: = |tom cat

Description: |

Wersion: | 6. 0%

Target Host: | Local

Install Home: = | fhome/two/apachetomcat-6.0.35

Overwrite Original Setup: [ #]

Install Demo Applicatio... [

[ QK | | Cancel

Picture.31 Apache Tomcat Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.

Version: Here the version of the execution environment Apache Tomcat is chosen.
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Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of Apache Tomcat Execution
Environment exist. The value for this field should correspond to that of the
CATALINA_HOME environment variable.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

15.12 JBoss Execution Environment

The window that opens when the execution environment is deployed on the canvas is
as it is shown on the following picture. The fields that are marked with the red
asterisk are mandatory.
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Create JBoss Execution Environment %
Mame: .:.|jboss |
Description: | |
Version: | < | - |
Target Host: | Local |v|

Install Home: = |,"hom eftwofjboss-5.0.0.GA |

Instance: = | default |

Overwrite Original Setup: ]

Install Demo Applicatio...  [#]

[ QK | | Cancel

Picture.32 JBoss Execution Environment

Field description:

Name: Here the name of the execution environment is specified.
Description: Some description for the execution environment.
Version: Here the version of the execution environment JBoss is chosen.

Target Host: There are two options, “Local” and “Remote”. The “Local” option
assumes that the execution environment is in the same host that JOSSO is. The
“Remote” option assumes that the execution environment is located in a different
host.

Install Home: It is the folder where the artifacts of JBoss Execution Environment
exist. The value for this field should correspond to that of the JBOSS HOME
environment variable.

Remote JOSSO2 URL: This field is only visible when the “Remote” option is
selected. It represents the endpoint of the activation of the web service for the remote
JOSSO2 application.

Overwrite Original Setup: If this checkbox is selected the original settings of the
execution environment are replaced with new ones.

Install Demo Applications: If this checkbox is selected a JOSSO example web
application is deployed on the execution environment. If it is needed a verification
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that the setting of the Single Sign-On is working properly, this checkbox must be
selected.

16. Authentication

Here we can choose among servers that provide authentication services remotely to
users and systems. This feature is available only in JOSSO Enterprise Edition. JOSSO
cooperates with three different external Authentication servers. These are WIKID,
Windows Domain and JOSSO’s own directory service.

The WIKID Strong Authentication System is a public-key based two-factor
authentication system. It is a flexible, extensible, and secure alternative to tokens,
certs and passwords. Application & API support exists for Java, ASP, PHP, Ruby,
OpenVPN, TACACSH, etc.

Windows domain is a collection of security principals that share a central directory
database. The central database is usually maintained by a proprietary Microsoft
product or technology, known as Active Directory. Each person who uses computers
within a domain receives his own unique account, or user name. This account can
then be assigned access to resources within the domain.

JOSSO’s directory-based authentication is built onto the bind operation of the LDAP
protocol. It authenticates the client to the server using this operation.

17. Authentication Setup

17.1 Configuration an installation of Directory-based
Authentication

The Directory-Based Authentication is based on the LDAP protocol, authenticating a
client to a server. The ldentity Provider setup for directory-based authentication
authorizes an external directory to verify the user credentials remotely through a
LDAP Bind request. If this operation is successful the user will be authenticated. In
order to build such a directory the next steps are followed.

From the “Authentication” drawer the “Directory Service” entity is chosen and
dragged into the Diagram Canvas. This action opens a window named “New
Directory Definition” which has two tabs; the “Base” tab and the “Lookup” tab, as it
is shown below.
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New Directory Service Definition 3¢

Base | Lookup

Name: = | PortalUsers

Description: |LDAP Directory for Portal Users

Initial Context Factony: = | com.sun.jndi.ldap. LdapCtxFactory

Provider URL: .:.|Idap:,‘flocalhost:389

Perform DN Search:  []

LDAP Password Policy: A| None | - |

Security Principal: = | uid=admin,ou=system |

Security Credential: .-.|H+<H= |

Retype Security Credential: = | o |

Security Authentication: = | Simple | = |

[ OK H Cancel |

Picture.33 Authentication Base tab

Field Description:

Name: Here is entered a preferred name for the Directory-based Authentication entity.
Description: A short description for this entity.

Initial Context Factory: In this field is entered the default INDI® environment property
which is the following string, com.sun.jndi.ldap.LdapCtxFactory.

Provider URL: Here is entered the provider’s URL. The default value for this is
Idap://localhost:389.

Perform DN Search: This checkbox, if selected, determines if the DN of a user entry
will be used as an identifier. If it is not selected, the user identifier will be put to the
common name attribute.

LDAP Security Policy: There are two options, “None” and “RFC Draft”. If “None” is
selected the LDAP Security Policy is disabled. If “RFC Draft” is selected the security
policy that is followed is based on the specifications contained in the draft RFC
named draft-behera-ldap-password-policy-09.

Security Principal: Here is entered the security principal for user authentication to a
service. The default value is “uid=admin, ou=system”.

® The Java Naming and Directory Interface (JNDI) is a Java API for a directory service that allows Java

software clients to discover and look up data and objects via a name.
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Security Credential: Here is entered a password for user authentication to a service.

Retype Credential: The password is retyped.

Security Authentication: There are three options. “None” for anonymous binding,
“Simple” for password-based authentication and “Strong” for authentication based on
X.509 certificates.

The “Lookup” tab is determined how the user and role entries are retrieved. This
window is shown below.

New Directory Service Definition ﬂ
Base | Lookup
User DN: .:.|ou:People.dc:my—domain.dc:com |
Principal UID attribute 1D: = | uid |
Search Scope: # | Subtree I-]
OK | | Cancel

Picture.34 Authentication Lookup tab

Field Description:

User DN: Here is entered a DN used as a context for user searches. The default value
is “ou=People,dc=my-domain,dc=com”.

Principal UID attribute ID: Here is entered a LDAP attribute name. The default value
is “uid”.

Search Scope: There are four strategies used for queering user/role entries in a LDAP
directory. There is the “Base” option, where queries are set up within specific
boundaries. The other is the “One” option where the LDAP queries are searching the
immediate children of the LDAP tree representing user and role DNs. The third is the
“Subtree” option, where the whole LDAP subtree directory is queried. The fourth is




University of Piraeus

Department of Digital Systems

Z=| M.Sc. Security in Digital

Systems Single Sign-On

the “Children” option, where the LDAP queries search one level below from all the
direct children of the major entry.

17.2 Configuration and installation of Integrated Windows
Authentication

Integrated Windows Authentication (IWA) is a term associated with Microsoft
products that refers to the SPNEGO’, Kerberos®, and NTLMSSP® authentication
protocols with respect to SSPI'® functionality introduced with Microsoft Windows
2000 and included with later Windows NT-based operating systems. The term is used
more commonly for the automatically authenticated connections between Microsoft
Internet Information Services, Internet Explorer, and other Active Directory aware
applications.

The usage of that authentication mechanism enables the user that has an open session
to a trusted Windows Domain, to automatically login when he wants to access the
resources of a Service Provider. In order to build such a directory the next steps are
followed.

From the ‘“Authentication” drawer the “Windows Domain” entity is chosen and
dragged into the Diagram Canvas. This action opens a window named ‘“New
Windows Domain Definition”, as it is shown below.

"SPNEGO is a "pseudo mechanism" that is used to negotiate one of a number of possible real
mechanisms and used when a client application wants to authenticate to a remote server, but neither
end is sure what authentication protocols the other supports.

& Kerberos is a computer network authentication protocol which works on the basis of "tickets" to
allow nodes communicating over a non-secure network to prove their identity to one another in a
secure manner.

® NTLMSSP (NT LAN Manager Security Support Provider) is a binary messaging protocol used by the
Microsoft Security Support Provider Interface (SSPI) to facilitate challenge-response authentication
and to negotiate integrity and confidentiality options.

19 Security Support Provider Interface (SSPI) is an API used by Microsoft Windows systems to perform

a variety of security-related operations such as authentication.
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New Windows Domain Definition (%]

Base

Mame: .:.|MyWindowsDomainAuthentication |

Description: |My Windows Domain Authentication |

Protocol: A| Kerberos | = |

Windows Domain: .:.|ACME.COM |

Senice Class: A| HTTP | = |

Host: = | S50.acme com

Service Mame: |

|
Port: [8081 |
|
|

Domain Controller: = | dc.mycompanydomain.com

Configure Kerberos: [

Keytah File: | ssokeytab |v|

Sermvice Principal Mame: | HTTP/sso.acme.com: 8081 @ACME. COM

[ ok ][ cancel |

Picture.35 Windows Authentication

Field Description:

Name: Here is entered a preferred name for the Windows Domain Authentication
entity.

Description: A short description for this entity.

Protocol: There are two options. The default is “Kerberos” protocol, which enables
the usage of negotiating tickets exchanged with a Windows domain controller. The
other option is the “NTLM v2” protocol, which is using negotiating tickets exchanged
with a Windows domain controller.

Windows Domain: Here is entered the unique identifier of the trusted Windows
domain controller.

Service Class: Here is set the application protocol, like HTTP, that is used by JOSSO
for servicing requests.

Host: Here is entered the name of the computer that hosts the service. The default
value is “localhost”.

Port: Here is entered the number of the port used by JOSSO for servicing requests.
The default port number that JOSSO listens to is 8081.

Service Name: In this field is entered the name of the Service Provider.
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Domain Controller: Here is entered the appropriate hostname of the Windows domain
controller.

Configure Kerberos: If this checkbox is selected an automatically generating Kerberos
configuration is enabled.

Keytab file: This option selects the keytab file from the local file system. This file is
used to authenticate the Identity Provider versus the Windows domain controller.

17.3 Configuration and installation Two-Factor Authentication

Two-factor authentication (TFA, T-FA or 2FA) is an approach to authentication
which requires the presentation of two or more of the three authentication factors: a
knowledge factor “something the user knows”, a possession factor “something the
user has”, and an inherence factor “something the user is”. WIiKID is such an
application and works as follows. A user selects the domain he wishes to use and
enters the PIN into his WIKID Two-factor client. The client is encrypted with the
WIKID Server's public key - assuring that only that server can decrypt it with its
private key. If the server can decrypt the PIN and it is correct and the account is
active, it generates the one-time passcode (OTP) and encrypts it with the client's
public key. The user then enters his username and the OTP into whatever service they
are using, a VPN for instance, which forwards it to the WiKID Server for validation.
In order to build such a directory the next steps are followed.

From the “Authentication” drawer the “WiKID 2FA” entity is chosen and dragged
into the Diagram Canvas. This action opens a window named “New WiKID
Definition”, as it is shown below.
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New WiKID Definition B

Marme: |wikid

Description: |

Sener Host = | 192.168.50.157

Senver Port, = | 8388

Certificate Authority Store: | CACertStore | -

Certificate Authority Password. = | Hohkkkk

WIKID Client Store: = [wikid p12 E

|
|
|
|
Server Code: | 192168050157 |
|
|
|
|

WikID Client Password: = | FREEA

[ QK | [ Cancel

Picture.36 WiKID Authentication

Field Description:

Name: Here is entered a preferred name for the WiKID Two-Factor Authentication
entity.

Description: A short description for this entity.
Server Host: Here is entered the IP address or host name of the WiKID server.
Server Code: Here is entered the server code of the WiKID domain.

Certificate Authority Store: If it is selected, it permits the uploading of the Certificate
Authority Keystore of the WiKID server. This keystore file is used for decryption and
authentication purposes.

Certificate Authority Password: A password for the Certificate Authority Store.

WIKID Client Store: It uploads the keystore of JOSSO client server, which is used for
authenticating and encrypting requests to the WiKID server, to the users’ local
system.

WIKID Client Password: A password for the WiKID Client keystore.
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18. ldentity Sources

The Identity Sources are the data layer that providers are based. This layer is required
by identity and access management in order to support authentication and SSO.

Furthermore, the Service Provider can be based on an Identity Source in order to
connect the Identity Provider’s account to a local counterpart and utilize the available
user details inside the Identity Provider to increase output claims. The association
between a Service Provider and an Identity Source is not obligatory. It is made only
when argument claims are forwarded from the trusted Identity Providers with
available information for a Service Provider local store. In order to define a local
Identity Store for a Service Provider, it is used the “identity lookup” connection from
the Connections drawer of the Palette. The Identity Sources for the Service Provides
are the same as for the Identity Provider and are the Identity Vault, the LDAP
Directory, the RDBMS identity source and the XML identity source.

The Identity Vault is a type of Identity Source which is built into JOSSO. This feature
is based on the Apache Derby relational database. This type of Identity source can be
linked to an Identity Provider in order to support authentication processes and to a
Service Provider in order to support account linkage and Identity Mapping.

The LDAP Identity Source can be accessed through the LDAP protocol, which
displays the user entries hierarchically. The LDAP Identity Source can be linked to an
Identity Provider in order to imply queries that retrieve user records supplied to
authentication and related processes that use the LDAP protocol. It can also link to a
Service Provider in order to imply queries that locally authenticate users or to boost
Identity Provider claims by a directory accessible through the LDAP protocol.

The RDBMS Identity Source can be accessed by the vendor’s Java Database
Connectivity driver (JDBC). This driver conceals the internal details of the protocol
that it is used to access databases. The user’s credentials and other details are stored in
tables in the form of rows. The RDBMS Identity Source can be linked to an Identity
Provider for executing queries in order to retrieve user records using the supplied
JDBC driver. It can also be linked to Service Provider executing queries for user local
authentication or boosting Identity Provider claims thought the JDBC driver.

The XML Identity Source is depended on the hierarchical information model. The
basic components of are the elements and the attributes. The elements are describing
data, while the attributes are the properties of the elements. The semantic structure of
the XML documents is defined through XML schemas from which the individual
attributes and elements become perceived in order to be assigned by valid types. The
XML Identity Source is depending on a single XML document that is referred to a
particular schema of JOSSO. This XML is stored in a file system accessible by the
JOSSO server. The entitlements and user records are stored in that XML, while the
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user’s credentials are stored in a different file because they constitute sensitive data
and must be protected.

18.1 Configuration and installation of an Identity Source

In JOSSO the Identity Sources constitute the basic foundation where the Identity and
Service Providers are absorbing data that are used to support authentication processes
such as SSO. The properties that characterize an Identity Source are the storage
mechanism, the user schema and the access protocol. The first defines the technology
involves and the information model (hierarchical or relational) that will be followed.
The second defines the structure of the entries. In other words, where the user
attributes are referenced and how the semantics of these will be placed. The third
determines the messages that the users are going to operate and also the ways of
transmitting them over the network.

18.2 Configuration and installation of an Identity Vault

The Identity Vault is an Identity Source that is built in within JOSSO. This Identity
Source is based on an Apache Derby relational database and it has the capability to be
linked to an Identity Provider as well in a Service Provider. When connected to an
Identity Provider it supports authentication processes and when connected to a
Service Provider supports identity mapping and account linkage. In order to use this
Identity Source, the “Identity Vault” entity is selected from the “Identity Sources”
drawer and dragged in the Diagram Canvas. That action opens the following window.

Create Identity Vault [ %

Flarme: = | Lisers |

Description: | |

[ QK | | Cancel

Picture.37 Create Identity Vault

In the “Name” field, which is obligatory, the name of the Identity source is written. In
the “Description” field, a short description for the Identity Vault is written.
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18.3 Configuration and installation of an LDAP Directory Identity
Source

The Lightweight Directory Access Protocol (LDAP) is an application protocol for
accessing and maintaining distributed directory information services over an Internet
Protocol (IP) network. The LDAP Identity Source is accessed through the LDAP
protocol which distributes the user entries hierarchal. This type of Identity Source can
be linked in both Identity and Service Providers. When connected to an lIdentity
Provider the LDAP protocol is used for authentication processes. When connected to
a Service Provider the LDAP protocol is used for local authentication of for increase
of the claims towards the Identity Provider. In order to use this Identity Source, the
“LDAP Identity Source” entity is selected from the “Identity Sources” drawer and
dragged in the Diagram Canvas. That action opens the following window named
“Create LDAP Identity Source” which contains the “Base” tab and the “Lookup” tab.
The “Base” tab is shown below.

Create LDAP Identity Source B

Base | Lookup

MNarme: = | PortalUsers

Description: |LDAP Directory for Portal Users

Initial Context Factory: .s.|com.sun.jndi.Idap.LdapCthactory

Security Principal: = | uid=admin,ou=system

Security Credential: | kb

|
|
|
Provider URL: .:.|Idap:,‘f|0ca|host:389 |
|
|
|

Retype Security Credential: | kb

Security Authentication: A| Simple |v|
Search Scope: # | Subtree ||
[ ok || cancel |

Picture.38 Create LDAP Identity Source Base tab
Field Description:

Name: The name that is chosen for the Identity Source.
Description: A short description for the Identity Source is written.

Initial Context Factory: The default implementation of the Oracle LDAP provider
(com.sun.jndi.ldap.LdapCtxFactory).

Provider URL: The URL for the LDAP Directory Server. The default URL is

“ldap://localhost:389”.
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Security Principal: Here is written the security principal for the users’ authentication
to the service. The default value for the OpenLDAP! is “uid=admin, ou=system”.

Security Credential: Here is entered the password for the security principal.

Security Authentication: Here it is defined which authentication mechanism will be
followed. There are three options. The first one is “None” for anonymous binding, the
second is “Simple” for password authentication and the third is “Strong” for X.509
authentication certificates.

Search Scope: Here is entered the search pattern in order to obtain user and role
entries in the LDAP directory. There are four options. The first is “Base”, where the
search queries are limited to the specified contexts. The second is “One”, where the
LDAP queries search only the immediate children of the LDAP object corresponding
to the DN (Distinguished Name) for users and roles. The third is “Subtree”, where the
LDAP queries will search the whole directory subtree under the baseDN for roles and
users. The fourth is “Children”, where the LDAP queries search directly below to the
base entry children.

The “Lookup” tab is shown below.

Create LDAP Identity Source B

Base | Loockup

User DM: .-'.|ou=PeopIe.dc=my—domain.dc=com

Principal UID attribute 1D = | uid

Role Matching Mode: | Distinguished Name |v

UID Attribute 1D = | uniquemember

Role Attribute ID: = | cn

Updateable Credential Attr.: |

Credential Query. = | uid=username,userPassword=password

|
|
|
|
Roles DM: = | ou=Roles,dc=my-domain,dc=com |
|
|
|
|

User Properties Query: .:.|mail=mail.cn=descriptic-n

[ Ok | [ Cancel

Picture.39 Create LDAP Identity Source Lookup tab

1 OpenLDAP Software is a free, open source implementation of the Lightweight Directory Access
Protocol (LDAP) developed by the OpenLDAP Project. It is released under its own BSD-style license

called the OpenLDAP Public License
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Field Description:

User DN: Here is written the Distinguished Name of the user. The default parameters
are “ou=People, dc=my-domain, dc=com”.

Principal UID attribute ID: Here is entered the attribute name that contains the users’
identifier. The default value is “uid”.

Role Matching Mode: Here is selected the mechanism for obtaining roles for users.
There are three options. The first is “Distinguished Name”, where the roles are
retrieved with the usage of the DN as a key. The second is “User ID”, where roles are
retrieved with the usage of the user identity. The third is “User Principal”, where roles
are retrieved with the usage of the User Principal Name.

UID Attribute ID: Here is entered the attribute identifier that contains the UID. The
default value is “uniquemember”.

Role Attribute ID: Here is entered the attribute identifier that refers to the name of the
role. The default value is “cn”.

Updatable Credential Attr: In this field is entered the attribute identifier that contains
the token value for the Remember-Me authentication method.

Credential Query: Here is entered the query for retrieving the username/password
values. The default values are “id=username, userPassword=password”.

User Properties Query: here is entered the query for retrieving the user attributes. The
default values are “mail=mail, cn=description”.

18.4 Configuration and installation of a RDBMS Identity Source

A relational database management system (RDBMS) is a database management
system (DBMS) that is based on the relational model. The RDBMS Identity Source is
accessible through the Java Database Connectivity (JDBC) driver. This Identity
Source can be linked with both the Identity and Service Providers. The connection
with an Identity Provider allows queries to retrieve user records for authentication
purposes using as a foundation the JDBC driver database. The connection with a
Service Provider allows queries to authenticate the users in a local level or to increase
claims towards the Identity Provider. In order to use this Identity Source, the “DB
Identity Source” entity is selected from the “Identity Sources” drawer and dragged in
the Diagram Canvas. That action opens the following window named “Create DB
Identity Source” which contains the “Connection” tab, the “User Lookup” tab and the
“Password Update” tab. In the “Name” field is entered the preferable name of the
Identity Source. The “Connection” tab is shown below.
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Create DB Identity Source B

Name: & | CRMUsers

[ Connection | User Lookup | Password Update |

Driver; A| |DBC ODBC Bridge =

Connection URL: |]dl3c ‘odbe intranetdb

Usemame: # |dl3use|

Password: % Idbu serpwd

[] Skip Connection Test

Test Connection |

[ 0K |[ Cancel

Picture.40 Create DB ldentity Source Connection tab

Field Description:

Driver: Here is chosen the JDBC-ODBC driver that connects to the database. In order
to use this driver for Linux based systems, the corresponding jar file is copied into the
$JOSSO2_HOME/lib/jdbc folder.

Connection URL.: It is the string sequence that serves the purpose of establishing a
linkage to the preferred database.

Username: Here is entered the preferred username that will be promoted to the
database during its establishment.

Password: Here is entered the preferred password that will be promoted to the
database during its establishment.

Skip Connection Test: This checkbox, if selected, verifies the connection to a
database.

Test Connection: This button, if clicked, verifies that JOSSO can reach the database
with the usage of the appropriate supplied attributes.

Next, there is the “User Lookup” tab, as it is shown below, where the user can provide
the appropriate SQL queries used by the Identity Provider for the retrieval of the roles
and credentials of the users.
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Create DB Identity Source %]

Name: = | CRMUsers

Connection | User Lookup | Password Updaie |

User Query: ESEEEZLSGIN AS NAME FROM JO550 _USER WHERE %
Roles Query; SELECT NAME AS ROLE FROM JO550 USER_ROLE WHERE

LOGIN =7

Credentials Query: |SELECT LOGIN AS USERNAME, PASSWORD FROM -
JOSSO_USER WHERE LOGIN = 7

o

Properties Query: | SELECT NAME, VALUE FROM JOSSO_USER_PROPERTY
WHERE LOGIN = ? v

Test Queries

[T] [ Cancel

Picture.41 Create DB Identity Source User Lookup tab

Field Description:

User Query: It is an SQL query that selects the record from the table of users. It is
automatically filled according to the default schema.

Roles Query: It is an SQL query that selects the roles of the records for the selected
user. It is automatically filled according to the default schema.

Credentials Query: It is an SQL query that selects the credential records for the
selected user. It is automatically filled according to the default schema.

Properties Query: It is an SQL query that select customized attributes of the user that
subsequently will be conveyed as claims in authentication assertions. It is
automatically filled according to the default schema.

Test Queries: This button, if clicked, ensures that the SQL queries are that they are
written correctly and return the awaited information.

In the third tab, named “Password Update” and is shown below, the user can provide
SQL queries that are for self-services.
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Create DB Identity Source %

Name: = | CRMUsers

Connection | UserLookup | Password Update

UPDATE JOS50 USER SET PASSWORD = ¥ WHERE LOGIN

Credentials Update: 2

SELECT LOGIN FROM JOSSO_USER WHERE #7# =7

Test Update

Relay Credentials:

oK || cancel

Picture.42 Create DB ldentity Source Password Update tab

Field Description:

Credentials Update: It is an SQL update query that allows the change of the users’
credentials. It is automatically filled according to the default schema.

Relay Credentials: It is an SQL update query that updates the users’ credentials based
on the Remember Me functionality. It is automatically filled according to the default
schema.

Test Update: This button, if clicked, ensures that the SQL update queries are written
correctly and return the awaited information.

18.5 Configuration and installation of a XML Identity Source

Extensible Markup Language (XML) is a markup language that defines a set of rules
for encoding documents in a format that is both human-readable and machine-
readable. It is defined in the XML 1.0 Specification produced by the W3C, and
several other related specifications, all gratis open standards. The XML identity
source is one that is based on a hierarchical information model and its basic
components are elements and attributes, where elements describe data and attributes
are the properties of elements. The XML identity source needs to be based on a XML
document that corresponds to a schema specified for JOSSO, and must be in a folder
accessible by the JOSSO server. Such a XML document is shown below.
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<j0Ss0-users>
<users>
<user>
<name>
userl
</name>
<properties>
<property>
<name>
user.name
</name>
<value>
User 1 Name
</value>
</property>
<property>
<name>
user.lastName
</name>
<value>
User 1 Last Name
</value>
</property>
<property>
<name>
user.registrationDate
</name>
<value>
2004/09/11
</value>
</property>
</properties>
<roles>
rolel, role2
</roles>
</user>
<roles>
<role>
<name>
rolel
</name>
</role>
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<role>
<name>
role2
</name>
</role>
</roles>
</josso-users>
And next is an XML document that contains the users’ credentials.

<josso-credentials>
<credential-set>
<key>
userl
</key>
<credential>
<name>
username
</name>
<value>
userl
</value>
</credential>
<credential>
<name>
password
</name>
<value>
7ea2bd72bfc7dabdfeccOb5760ebcf52
</value>
</credential>
<credential>
<name>
userCertificate
</name>
<value>
----- BEGIN CERTIFICATE-----
MIIDjjCCAvegAWIBAgIBAJANBgkghkiGOWOBAQQFADCBIJELMAKGAL1UEB
hMCVVMx
DDAKBgNVBAgTA04vQTEMMAO0GALUEBXMDTiI9BMRswGQYDVQQKEXJ
KTINTTyBPcmdh
bmlzYXRpb24xETAPBgNVBASTCFNIY3VyaXR5MRIWEAYDVQQDEwWIqb3N

zby5vemcex
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GzAZBgkghkiGOWOBCQEWDGNhQGpvc3NVLM9yZzAeFWOWNDEXMTEXOT
Q3MTFaFwOw

NTEXMTEXOTQ3MTFaMHUXCzAJBgNVBAY TAIVTMQwwCgYDVQQIEwWN
OLOExGzAZBgNV
BAOTEkKpPUINPIE9yZ2FuaXNhdGIVhjELMAKGALUECXMCSVQxDjJAMBgN
VBAMTBXVz

ZXIXMRAWHAY JKoZIhveNAQKBFg91c2VyMUBQgb3Nzby5vemcwgZ8wDQYJ
KoZlhvcN
AQEBBQADgYOAMIGJA0GBAKvwai6JYYycNRHfLyJNMehfUivotgEJcejTns
R1AWMS
TFIK95RY09/T7vmDNaWw-+aupFVu3yg+UOwc4lrhOnIR74HXbnCwBftyVYnqv
0TJu
VwFakOoRuwTnFyUw7WvzLkDzgqddoiua5f4jVpHCAeq8KuCDXmE9v6BUI2
QPrbTZ
AgMBAAGjggEWMIIBEjJAIBgNVHRMEAJAAMCWGCWCGSAGG+EIBDQOQf
Fh1PcGVUU1INM

IEdIbmVyYY XRIZCBDZXJ0aWZpY2F0ZTAdBgNVHQ4EFgQUK9fZV00sJ85BR
SQSAIZx
tQZ09%0UwgbcGA1UdIWSBrzCBrIAU+L2IUzRQ67GsKyNKdBK7nW5TsDuhgZ
CkgYOw
gYoxCzAIBgNVBAYTAIVTMQwwCgYDVQQIEWNOLOEXDDAKBgNVBACT
A04vQTEbMBKG
ALUEChMSSK9TUO08gT3JnYW5pc2F0aW9uMREwWDwWYDVQQLEWhTZWN1c
ml0eTESMBAG

ALUEAXxMJam9zc28ub3JnMRswGQY JKoZlhveNAQKBFgxjYUBgb3Nzby5vem
eCAQAwW

DQYJKoZlhveNAQEEBQADgYEAaWazZypRdY 7mZyKGOmJI32EIBIAmyLN+
AN3TOMmg2

0i9Pgf7xCGoQ6Nnsuz52pwPAfL+zhfroCz2ZgY 7wMf3BT5dVnZKF97b3KDWMA
BvTT
5wt3DcNSmMhVCQDRKXDoTfclAeMNg7MXSy7E6XWhCwenu2P4lIBCktAlclY
FEzKKR

sXY=

</value>
</credential>
</credential-set>
</josso-credentials>

In order to use this Identity Source, the “XML Identity Source” entity is selected from
the “Identity Sources” drawer and dragged in the Diagram Canvas. That action opens
the following window, named “Create XML Identity Source”.
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Create XML Identity Source [

Mame: = |T:-:-5tLJ5t-:-r5

Description:

¥ML Document with test user entries |

XML URL: = |I0ptfdata;‘t95tu sers.xml

[ (8]4 || Cancel |

Picture.43 Create XML ldentity Source

Field Description:

Name: Here is entered the name of the XML identity source
Description: A short description for the XML identity source is written.

XML URL.: Here is entered the folder location of the XML document that possesses
the details and entitlement entries of the user.

19. Connections

A Connection is the chain that puts together all Identity Appliance elements that are
needed in order to create and execute the Identity Appliance. Connections are used to
join two Identity Appliance elements. Each connection enables a flow of data and
control from one Identity Appliance element to another, creating a contract between
the two elements.

The connection types that JOSSO uses are described subsequently.

19.1 Federated connection

A Federated connection is used to connect an ldentity Provider with a Service
Provider and create a Circle of Trust. This circle of trust provides users with enhanced
operational efficiency.

19.2 Activation

Activation is a connection used to connect the Service Provider to an execution
environment, such as Apache Tomcat or JBoss, applying SSO semantics to execution
environments hosting Service Providers for a specific Identity Appliance. The
execution environment element defines the SSO agent that will be provisioned for
bringing forward the SSO capabilities for the associated Service Provider.
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19.3 ldentity Lookup

The Identity Lookup connection defines, as an entity, whether the Identity Source is
an Identity Provider or a Service Provider. It supports identity and access management
processes such as authentication and authorization processes. An Identity Lookup that
connects an ldentity Provider with an Identity Source defines which ldentity Source
meant for authorization will be used, and what ways will be implemented in order to
access the source to obtain the user credentials that are necessary for the
authentication. Furthermore, it specifies the authorization source from which user and
entitlement details will be obtained. An identity lookup that connects a Service
Provider with an Identity Source determines which local Identity Source, that is used
for authorization purposes, is going to be executed and with what means it will access
it.

19.4 ldentity Verification

The Identity Verification connection is used to pass the authentication process of an
Identity Provider to an authorized third party entity. Such an entity could be an
Authentication Server that can be associated with an Identity Provider.

20. Privilege and Account Management

In this section we are going to describe how we can create users and groups that are
stored for usage from the Identity Vault element. Both accounts and groups can be
provisioned. Accounts can also be associated to one or more groups in order to serve
as the input for Role-Based Access Control (RBAC). We can create groups and users
after we have firstly created the Identity Appliance. Users and groups are being
created through the Account and Entitlement Management screen. This screen gives
us the opportunity to work with users and groups.
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HIIE B al &

Y localhost:s

E&w 1, Administrator

Identlly Appliance Modeler | £5) \dentity Appliance Lifecycle Management [ #7 Account & Entitlement Management | 5% system Settings | § Help |

I &, Menage Users I &%, Manage Groups | & Menage Schemas ‘
[ @ Cresteuser |[ @ Edit User || g DeleteUser || @ search Users |
Username First Name LastMName Full Name Groups
admin Administrator Administrator Administrator Administrators
adamant adamantia ad adamantia ad
jason iasonas ia iasonas ia role2
leonard leonard sel leonard sel
Genersl Identification [4]
Preferences
Groups, Usemame:  leonard
Security )
T FirstName:  leonard
Extra attributes LastName:  sel
Full llame: _leonard sel h/

Picture.44 Account & Entitlement Management Screen

If we want to create a user or a group we have to follow the same steps with a small
difference, when we want to create a user we choose from the options that we have
available from the Manage Users button, as illustrated in Picture: 45, additionally,
when we want to create or edit a group we choose the Manage Group button as it is
illustrated in Picture: 46.

J® Manage Groups | &5 Manage Schemas |

‘_& Create User H_&-. Edit User HA Delete User HA Search Users |

Picture.45 Manage Users
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i &, Manage uaersl &% Manage Groups I & Manage Schemas i

‘_&l Create Group H_!]. Edit Group H_& Delete Group |‘_& Search Groups |

Picture.46 Manage Groups

20.1 User Creation

Step 1

Click on Manage Users button. Clicking Manage User button brings all the options
that we have for working out with users. The options that we have, as they are
illustrated in the following picture, are create, edit, delete or search a user.

l:? Manage Lsers | ll’ Manage Groups & Manage Schemas

 Create User & Edit User & Delete User IA Search Users

Picture.47 Create Userl

Step 2

Click on Create User button.

| l:? Manage Lsers ll’ Manage Groups & Manage Schemas

u Create User & Edit User | & Delete User IA Search Users

Picture.48 Create User Button
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After clicking on this button it appears the window that is illustrated in the following
picture:

Create User %

General | Preferences | Groups | Security | Passwaord

Create User

s

Username: = | userl

First Mame: :-::|u59|'

Last Mame: :-::|c|ne

E-mail Address:

Telephone Mumber

|
|
|
Full Mame: | |
|
|
Fax Mumber |

Save H Cancel

Picture.49 Create User General tab

As we can see in Picture: 49, the “Create User window” consists of the following tabs
General, Preferences, Groups, Security and Password. In the first tab, “General”,
which is the first tab we see we have to fill in elements that will characterize our user.
The elements Username, First Name and Last Name which have a red asterisk are
mandatory, the other elements as for example E-mail Address are optional.

In the second tab “Preferences”, as illustrated in Picture: 50, we can choose the
language.
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Create User B
General | Freferences | Groups | Security | Passwaord
Environment
Language: | English |v|
Save H Cancel

Picture.50 Create User Preferences tab
In the third tab “Group” if we want the user that we have created to be a member of a

group we can choose the group we want for him from “Available Groups” list and
drop it in the Member of list, as illustrated in Picture : 51.

Create User B Create User [ ]
General | Preferences ‘ Groups | Security | Password General | Preferences | Groups | Security | Password
Group Memberships Group Memberships
Ayailable Groups Member of Available Groups Member of
Administrators Administrators Iru\el I
rou| group
l rolel role2
role2 h
Save Cancel Save Cancel
I

Picture.51 Create User Group 1 tab
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The forth tab “Security” is illustrated in Picture: 52

| createuser B

| Genearal | Preferences | Groups | Security Password

Account

Dizabled: [

Account expires: L]

Limit Simultangous Login |_|

Savea | Cancel |

Picture.52 Create Group tab

In this window we can choose options that are related with the security of the user, for
example we can choose the expire account checkbox in order to define the expiration
date of his credentials, or after a limited simultaneous login tries, the user will not
have access in his account.

The last tab “Password” is illustrated in Picture: 53
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Create User %
General | Preferences | Groups | Security | Password
Password
Allow userto change password: [
Force periodic password change:  []
&l
Motify Password expiration:  []
SetPassword
Password: | |
Fetype Password: | |
Automatically generate password:  []
E-mail new password: [
[ Save | | Cancel

Picture.53 Create User Password tab

In this tab we have the opportunity to give to the user a password with which he will
have access to his account. Furthermore through this tab we can determine the rights
that the user will have according with his password. More specifically we can give to
the user the opportunity to change his password by himself and the most important
from the security point of view is that we can define how often the user should change
his password. Moreover we can choose to generate automatically a password if we
will not choose one by ourselves and finally we can choose if we want to disclose the
user from getting his new password through email.

After we fill in all the elements that we want we click on save button and we have
easily created our user.

Save || Cancel

Picture.54 Save Button
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The user that was just created will appear in the Account & Entitlement Management

console as illustrated in the following picture:

= localhost ANk B Q @
o A A
Community Edibon

| 3 Identity Appliance Modeler | @ Identity Appliance Lifecycle Management W }’5 System Settings | 6 Help |
23

| 'j Manage Users | l-‘, Manage Groups | !s Manage Schemas |

|_&_7 Creste User || ’) Edit User ||A Delete User ||A Search Users |

Username

First Mame

Last Name

Full Mame

Groups

admin
adamant
jason

leonard

Administrator
adamantia
iasonas

leonard

Administrator
ad
ia

sel

Administrator
adamantia ad
iasonas ia

leonard sel

Administrators

role2

userl

user

one

userane

rolel

General

Preferences

Groups

Identification

Security

Password

Extra attributes

Username

First Name

Last Hame

Full ame

admin

Administrator

Administrator

Administrator

[*]

4

Picture.55 Account & Entitlement Management 1 Screen

At the bottom of this window is the “Identification” menu. If we select a user that we
have already created in this field we can see all the elements that we have chosen for
this particular user by clicking in the right the tab we want to see.

Furthermore in this screen, as already we have mentioned, we can delete or modify a
user. If we want to delete a user we have to click on this particular user so as to be
selected and then we have to click on Delete User button.

& . Manage Users

&% Manage Groups

jy Manage Schemas

| & Create Lser

’. Edit User |
=]

& Delete User

. Search Users

Picture.56 Delete User
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Then will appear the window that is illustrated in Picture 57 which applying for
confirmation of deletion of this particular user.

Do you want to delete this User?
sername: userl

First Mame: user

LastMame: one

Yes [+

Picture.57 Confirmation of Deletion Window

In the same way if we want to modify a user we click on the particular user so as to be
selected and then we click on Edit User button.

:_;, Manage Users ‘1,, Manage Groups ﬁy Manage Schemas

| & Create User a. Edit User & Delete User |A Search Users

Picture.58 Edit User Button

After clicking this button it is appearing the window that illustrated in Picture: 59. In
this window we can make any changes we want in this particular user.
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Edit User B

General | Preferences | Groups ‘ Security | Password

Edit User

Username: = | userone

First Name: « [user

LastMame -:|EIHE

E-mail Address |

Telephone Number. |

|
|
|
Full Mame:  [user one |
|
|
|

Fax Mumber |

Save Cancel

Picture.59 Edit User Window

The last button, that will be mentioned, is the Search button. This button gives us the
opportunity to find easily a user that we have created. This option will be useful if we
have created many users. If we click on Search button is appearing the window that is
illustrated in Picture: 60.

Search Users £

Username: |user1

First Mame: |

LastMName: |

Full Mame: |

l Search |I Cancel |

Picture.60 Search for a User

In this window we have to fill in the field that characterizes the user that we want to
search, for example his Username, by clicking on the Search button. In this way will
appear only this user in the Account & Entitlement Management screen. After we find
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the user that we want, we can click on the Remove search filters button and all the

users that we have created will reappear.

Y localhost:8 e/index.jsp ~-@ 9

qQl 4

s

A, Administrator

‘ 9 Identity Appliance Modeler | &) Identity Appliance Lifecycle Management W ;' System Settings | 6 Help |
{ l} Manage Users I .5 Manage Groups | & Manage Schemas |
u Creste User || ’J Edit User | & Delete User ||A Search Users |
Username First Mame Last Mame Full Mame Groups
admin Administrator Administrator Administrator Administrators
adamant adamantia ad adamantia ad
Jason iasonas ia iasonas ia role2
leonard leonard sel leonard sel
userl user one userone rolel
Picture.61 Account & Entitlement Management 2 Screen
¥ localhosk:& slefindex.jsp ~@| 3~ Q ﬁ

Es

| 9 Identity Appliance Modeler |

b Administrator

5 Identity Appliance Lifecycle Management { ‘ﬁ Account & Entitlement Management I ;3 System Settings | 6 Help ‘

I ‘J Manage Users I l‘) Manage Groups ‘ & Manage Schemas ‘

IA Create User H 8‘. Edit User | & Delete User HA Search Users ‘ ] Remove Search Filters

[WP Eislliae Leilage

Sullllame Grogn

user one rolel

userl user one

Picture.62 Remove Search Filters Button
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20.2 How to create a Group

As we have already mentioned, through the Account & Entitlement Management
screen, apart from creating Users we can also create in the same way Groups in which
a user can be a member. The main difference is that we have to click on the Manage
Group button, when we click on this button it brings all the options that we have for
working with groups. The options that we have, as they are illustrated in Picture: 46
are creating, modify, delete or search for a group. As we want to create a new group
we click on Create Group button and appear the following window.

Create Group E

General

Create Group

Fame: = |create group

Description:

Save || Cancel

Picture.63 Create Group

In this window we have to fill in a name for our Group. The “Name” element is
mandatory but if we want we can write additionally a description for the Group that is
going to be created, this element is optional. After that we click on save button and
our Group is created and is appears in Account & Entitlement Management screen as
is illustrated in Picture: 64.
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@ Identity Appliance Modeler ‘ @ Identity Appliance Lifecycle Managem ent ‘ éﬁ Account & Entitlement Management | ;é Sy stem Settin

‘ l_? Manage Users | ‘5 Manage Groups | & Manage Schemas ‘

I_&'\ Create Group H ’}\ Edit Group ||_ﬂ Delete Group ||A Search Groups |

Hame

Description

Administrators
group
rolel

role?

Administrators

Picture.64 Create Groupl

Furthermore as we already have mentioned, we have also the ability to modify, delete

or search for a Group that we have already created.

If we select a Group and click on Edit Group button is appears the window illustrated
in Picture: 65. In this window we can make changes in this particular Group.

-

Group General Information

General | Extra attributes |

Group General Information

Mame: :-::||'0Iel

@escription:

Save H Cancel

Picture.65 Edit Group Window
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In the same way, if we want to delete a Group we have to select the specific Group
and click on Delete Group button.

‘_:, Manage Users ll, Manage Groups !ﬁ Manage Schemas

!’-. Create Group

Picture.66 Delete Group

Then it will appear a window, as is illustrated in the following picture, in which we
have to confirm the deletion of our choice.

Do you want to delete this Group?
Iame: create group
Description

Yes Mo

Picture.67 Confirms Deletion of a Group Window

In conclusion if we want to search for a Group we click on Search button. This button
gives us the ability to find easily a Group that we have created. This will be useful if
we have created many Groups. If we click on Search button it appears the window
that is illustrated in Picture: 68

In this window we have to fill in a field that characterizes the Group that we want to
search for, as for example “Name”, and click on Search button, in this way will
appear only the specific Group in Account & Entitlement Management screen.
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Search Groups B

Mame: rolel |

Description:

Search H Cancel

Picture.68 Search Group Window

b
aﬁm

|9 Identity Appliance Modeler | 5.; |dentity Appliance Lifecycle Management ‘ & Account & Entitlement Management | ;‘3 System Settings | ‘} Help ‘

| ‘é Manage Users ‘ .’, Manage Groups ‘ #9 Manage Schemas |

u{ Create Group H ,‘!. Edit Group ‘L& Delete Group HA Search Groups ‘ [ Remove Search Fiters |

llame Description

rolel I

Picture.69 Search Group Results

After we find the Group that we want we can click on Remove search filters button
and all the Groups that we have created will appear again.

20.3 How to add an extra attribute

The last button that we can use in the Account & Entitlement Management screen is
the Manage Schemas button. This button gives us the ability to add an extra attribute
that we want for a User or a Group to have and is not included by default. In the
following example it will be described how we can add the extra attribute “Email” in
a Group. In the same way we can add an extra attribute in a user.
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Firstly we choose between User and Group options, after that it appears the
proportionate options which are create, modify or delete an attribute. If we click on
“New” attribute button it appears the window that is illustrated in Picture: 72 in this
window we have to:

e Give a “Name”
e Select the type of the new attribute as for example: string
e Select if we want this attribute to be mandatory and

e Select if we want this attribute to be multivalued

o localhost OICE a &
m%%?,:) %, Administrator

| 9 Identity Appliance Modeler ‘ 4@ Identity Appliance Lifecycle Management | && Account & Entitlement Management | x Systemn Settings | d Help ‘

‘ '} Manage Users ‘ ‘l} Manage Groups | 8} Manage Schemas ‘

Ertity | Group - ‘ @ New Atribute H @ Edit Attribute || @ Delete ttribute

Attribute & | Description Type Required Multivalued

Picture.70 Add an Extra Attribute

‘_? Manage Lsers ‘-!, Manage Groups E} Manage Schemas

Entity | Group [~|| @ New attribute || @ Edit Attribute || @, Delete Attribute

Picture.71 Manage Schemas
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Add schema atribute %

Add schema atiribute

Entity =

Marme: z-.|em ail |

Description:

Type | M

Required: =[]
Multivalued: =[]

[ Save H Cancel

Picture.72 Add Schemas Attribute

Then we click on save button and the new attribute is appearing as a new tab in the
Group entity and as a new field in User entity as illustrated in Picture: 73.

Group General Information %

General | Extra atfributes |

Exma atributes

email |

Save H Cancel

Picture.73 Extra Attribute
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21. ldentity Appliance Lifecycle Management Screen

When the Identity Appliance is created the next step is to bring this ldentity
Appliance to life. We can achieve that through the Identity Appliance Lifecycle
Management screen. This screen as it is shown in the following picture is consisting
of four columns: Saved, Staged, Deployed, and Disposed.

Mm@w!ﬁ:y J, Administrator
Enteeprss Edition
| @ Identity Appliance Modeler | @u Identity Appliance Lifecycle Management ,.\: Account & Entitlement Management | }’3 Sy stem Settings | ‘} Help |
ISaved I IStaged I Deployed IDisE--:-sed I
Identity Appliance ‘ Actions |dentity Appliance Actions |dentity Appli State Actions Identity Appliance |Acliuns
test s
b ”‘ lige
_lsso o
Ly

Picture.74 Identity Appliance Lifecycle Management Screen

Each column represents the different state that the Identity Appliance artifact can be
in. To activate our ldentity Appliance we have to drag and drop the Identity
Appliance gradually from each column to the other so that finally to place it in the
Deployed column.

The first column is Saved, and inside it are available all the Identity Appliances that
we have created. Furthermore in this state we have the ability to modify or remove the

Identity Appliance using the following buttons @ , W respectively.

If we want to continue we have to drag and drop the Identity Appliance in the second
column which is called Staged.
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&

Progress

Processing your Request
Building appliance ...

Picture.75 Moving to the next Column

If the building operation is successful, the target Identity Appliance will appear in the
Staged column as we can see in the following picture.

| g Identity Appliance Modeler ‘ @ ldentity Appliance Lifecyele Management | .,t' Account & Entitlement Managem ent }% System Settings ‘ ‘s Help ‘

Saved

Staged

Deployed

Disposed

Identity Appliance

| Actions

Identity Appliance

| Actions

IdemltyAppI|| State ‘ Actions

Identity Appliance

|ACUOHS

Jtest

i

B CEL)

_]sso

[

Picture.76 Staged Column

The Staged column keeps entries for the Identity Appliances that have been
successfully compiled. In Staged column we have the ability to edit, rebuild and

delete the Identity Appliance. If we click on edit button @ we automatically
transferred in the Identity Appliance Modeler screen in which we can make changes
in this Identity Appliance. If the changes are made we can save them and then click

on rebuild button ”~ . Finally if we click on delete button m
Appliance will automatically transferred into the Disposed column.

the Identity
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In order to deploy an Identity Appliance, we select and drag the row for the target
Identity Appliance item from the Staged column and drop it onto the Deployed
column. Then the Identity Appliance appears in the Deployed column of the Lifecycle
Management Window.

>

As the Identity Appliance is in Deployed column we can click on Start button o)

the Identity Appliance will be executed or click on stop button ‘! to stop the
execution for Identity Appliance as we can see below.

oS -
s O
R

Progress

Processing your Request %
=]
Starting appliance ...

Picture.77 Starting appliance

| |3 Identity Appliance Modeler | @ Identity Appliance Lifecycle Managem ent J.— Account & Entitlement Management ;’—4 System Settings | ¢ Help |

Saved Staged Deployed Disposed

Identity Appliance |Actiuns |dentity Appliance Actions Idem\tyAppli‘ State ‘ Actions |dentity Appliance |Act\uns

[test I |Jss-:- TARTED j m
_]sso g :- | -

Picture.78 Deployed Column

An important issue which it should be referred to is that we can have more than one
Identity Appliances to executing at the same time.
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Another action that we can do in Deployed column is to delete the Identity Appliance

by clicking on delete button l# . If we delete the Identity Appliance it is transferred
automatically in the Staged column, as it is shown below.

m&.% %, Administrator
Enteepiss Edition
| g Identity Appliance Modeler | @ Identity Appliance Lifecycle Management ,.!t‘ Account & Entitlement Management | }% Sy stem Settings | ﬂ Help |

Saved Staged Deployed Disposed
Identity Appliance Actions Identity Appliance | Actions \denmyAppli‘ State | Actions Identity Appliance ‘Actions
test 3 - 550 &2 o
= S| - B ]
_Jsso o
=

Picture.79 Return to the Staged Column

If we delete it also from the Staged column then the Identity Appliance is transferred
automatically in the Disposed column. In this column exist the Identity Appliances
that we have deleted and the only action button that we have is delete, if we click on
this button the Identity Appliance will be permanently deleted, as we can see below.
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| 3 Identity Appliance Modelar | @ Identity Appliance Lifecycle Management ‘ .;P]« Account & Entitlement Management ‘ ;g System Settings | @ Help |

Are you sure you want to delete this item?

N [ o

™

Saved Staged Deployed Disposed
Identity Appliance | Actions Identity Appliance Actions Idem\w»’-\ppll‘ State | Actions Identity Appliance |Act|ons
) test g E [ sso . E
53
Picture.80 Disposed Column
S
E S

Axvcore Cormome

D o
o

Picture.81 Delete the Identity Appliance

=

w2
e Y

%, Administrator

| 3 ldentity Appliance Modeler ‘ @ |dentity Appliance Lifecycle Management | _.?{‘ Account & Entitlem ent Managem ent | ;{» System Settings ‘ 6 Help ‘

Saved

Staged

Deployed

Disposed

Identity Appliance

| Actions Identity Appliance

Actions IdemnyAppH| State | Actions

Identity Appliance ‘Actluns

L] test

&G

Picture.82 Identity Appliance Lifecycle Management 1
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22. System Setting

In system setting screen we can see only the user’s license if we are using JOSSO
C.E., but if we use JOSSO E.E., through this screen we can download new updates.
Furthermore we can create our notification scheme, for example we can define in
which email we will receive warnings. Finally through this screen we can configure

the SMTP settings.

< |1 http://localhost:8081/atricore-console/index.jsp -l |- Q @
mz_,_ﬁm

| @ 1dentity Appliance Modeler | (@) 1dentity Appliance Lifecycle Managem ent | 4 Account & Entitlem ent Management ‘ % System settings | © Help

Live Services
Licensing

| Update License

® License Management
License Info

Issue Date:
Expiration Date: k&

End User License Agreement:

Licensed Features:

Name Description Version | Issue Date Expiration Date Details

Picture.83 System Settings

LiveUpdate Notification Scheme ﬂ

E-mail notifications | SMTFP Settings |

Enabled [

Threshold | | - |

Email Addresses Email

| N

[ sawve || cancel

Picture.84 E-mail notification tab
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LiveUpdate Notification Scheme B

E-mail notifications | SMTP Seftings |

Server Settings

Senver: | |

Port |25 |

Authentication

User: | |

Password: | |

Save || Cancel |

Picture.85 SMTP tab

23. Creating an Identity Appliance for SSO

In the following example we are going to describe how we can create an ldentity
Appliance, which will provide SSO services. To achieve SSO we should have an
Identity Appliance which will consist of an Identity Provider which will be connected
with at least two Service Providers. Each service Provider should trust the Identity
Provider, which is why we have to connect them with a Federation connection.
Furthermore in the following example we will use an Identity Vault which will be
connected with Identity Appliance with an Identity Lookup connection. Finally each
Service Provider will be executed in an execute environment. In this example we are
going to use Apache Tomcat and JBoss but JOSSO gives us others environment
solutions as well. It is important to mention that in order to run correctly the Identity
Appliance that we going to create, we should download Apache Tomcat and JBoss
web containers, which should run in parallel with the Identity Appliance.

Step 1
Create the Identity Appliance

Choose an Empty Identity Appliance on the action bar and then click on “New”
button.
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o Mew || Empty | dantity Applianca

|= || B7] Open (| Select an appliance to open |=| 5! Iemipiiort

Picture.86 Action Bar

At this point we have to mention that we have another choice in the drop list which is
“Federated SSO baseline”. If we choose this option it opens a window that we can
give names in the entities that we want to use and the Identity Appliance is ready. We
do not have to drag and drop the items from Pallet to Diagram Pallet and connect
them all with each other. But in the following example we choose to use the “Empty
Identity Appliance” option as we have already mentioned.

After we click on “New” button it appears the “New Empty Identity Appliance”

window. The “New Empty Identity Appliance” window is consisting of the following
fields:

Name: a unique identifier for the identity appliance
Description: a description for the identity appliance

Realm Name: provides a unique name for the elements that exist in the Identity
Appliance

Appliance Location: it defines the host name and port where identity endpoints for the
Identity Appliance are going to be bound

New Empty Identity Appliance n

Mame: «|sso

Description:

Fealm Mame: = | com.mycompaany.myrealm |

Appliance Location: A| http |v|:,f,f |Iocalhost |: |8081|

I et Cancel

Picture.87 Create the Identity Appliance
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As we have filled in all the mandatory fields we click on Next button and appear the
“New Empty Identity Appliance” window that illustrated in the following picture:

New Empty Identity Appliance ﬂ

— Confirm

ldentity Appliance:

Appliance name: ss0

Appliance description:

Appliance namespace: com.mycompaany.myrealm
Appliance location: http:flocalhostB808LIDEBUSISS0

Previous Confirm Cancel

Picture.88 Confirm Identity Appliance Window

In this window we can see the options that we have made in the previous step. In this
window we have three options. We can click on, “Confirm” button that creates the
Identity Appliance or click on “Previous” button and return to the previous window to
make changes or click on “Cancel” button which canceled each action that we do. So we
click “Confirm” button and the Identity Appliance is created.

[ | '] http://localhost:8081/atricore-console/index.jsp MR B Q @
Mmcumw Administrator
Enterpriss Edition
‘ g Identity Appliance Modeler | 5@ Identity Appliance Lifecycle Management | .‘F‘ Account & Entitlem ent Managem ent | ;3 System Settings ‘ @ Help
| o] New | ‘ Empty | dentity Appliance ‘v ‘ | 571 Opsn | ‘ Select an appliance to open ‘v‘
@=sso =20 | [ Eniities

A

,j Identity Provider
#f External ldentity Provi
£ Service Provider

"4 External Service Provi

Identity Appliance

Ell 1>
Cloud Entities
Authentication

Identity Sources
Execution Environments
o

« | [»]

Picture.89 Identity Appliance Modeler Window
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Step 2

Create the Identity Provider.

In order to create the Identity Provider we drag from Pallet the Identity Provider entity
and drop it into Diagram Canvas.

Entities |

!j Identity Provider

if External Identity Provid
} Service Provider

;ﬁ External Service Provil

<] 1]

Picture.90 Entities

As we drop the Identity Provider into the Diagram Canvas it appears the ‘“New
Identity Provider Definition” window, were we can choose the name of the Identity
Provider and to give a short description.

. Mew ldentity Provider Definition B
- Name: w| Id .
Drascriplion [
core | Conraa | cenineats |
Location, = hktp | =14/ | localhost | [eag1]/ [ipBus | [ssono
Authenticabon Contract | Default -
Aubsnticalion Machanism !
Autnenticanion Asserion Emission Policy |-DL-‘I,I_ v
| |
Wl | Cancel |

Picture.91 Identity Provider Care tab
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As we can see from picture: “New Identity Provider Definition” window consists of
three tabs:

e Core
e Contract
e Certificate

In “Core” tab we can specify the reachable Identity Provider endpoints for the users.
A default location is created based on attributes given at the creation time of the
appliance. It is recommended that this location must stay as-is in order to avoid
inconsistencies later on. In “Core” tab we have to fill in the following fields:

Location: Here there are determined the access protocol (http or https), the host name,
the port and the path that bonds the endpoints of the Identity Provider.

Authentication Contract: This is the mean for submitting claims to the Identity
Provider. It is based on specific predefined JOSSO parameters, that are submitted
when it is attempted a web-based authentication method.

Authentication Mechanism: It describes the authentication process of the users. It has
only one option, the “Simple Authentication” mechanism which is based on the
username — password method.

Authentication Assertion Emission Policy: This option defines the way assertions are
issued during a successful authentication process. These assertions are transferred
through security tokens to the relying parties.

The next tab is the “Contact” tab. Here there are determined the SAML Profiles and
Bindings, but also the security level of the artifacts that are exchanged between the
Identity Provider and the Service Provider. The “Contact” tab is shown below.
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New ldentity Provider Definition E:]
Name: w|ld
Drescription

Ech Contract | Genincas |

Enabled SAML Profiles [ 550 [#] SLO
Enablad SAML Bingings [ Hitp Post [] Hitp Redirect [O] Artifact [#] SOAP
Sign Authentication Assertions 1

Encrypl Authentication Assenions. ]

o || cancel |

Picture.92 Identity Provider Contract tab

The following fields we see on “Contract” tab:

Enabled SAML Profiles: The SSO checkbox represents the “Web Browser Single
Sign-On Profile”. This is the most important SAML profile. The SLO checkbox
enables the Single Logout Support option.

Enabled SAML Bindings: Here it is determined the schema of the SAML protocol
based on standard formats and other communication protocols. The Http Post
checkbox relays the SAML messages through a HTTP POST method. The Http
Redirect checkbox relays SAML messages through a HTTP GET method. The
Acrtifact checkbox relays SAML messages through the SAML Artifact Binding, which
is based on HTTP Redirect and SOAP bindings. Its purpose is to facilitate the
exchange of SAML messages. The SOAP checkbox relays SAML messages through
the SOAP protocol over HTTP/HTTPS.

Sign _Authentication Assertions: In this field it is decided whether the SAML
Authentication Assertions are digitally signed or not. The digital signing provides
guarantees of integrity and identity of the Service Provider towards the ldentity
provider.
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Encrypt Authentication Assertions: If this checkbox is chosen it means that the SAML
Authentication Assertions are encrypted. This feature provides confidentiality to the
exchangeable SAML messages, prohibiting eavesdropping attempts.

Third and last tab is the “Certificate” tab. Here the user can select between the default
JOSSO keystore and an uploaded one, in order to keep the private and public key
pairs that are used to secure the exchange of the SAML messages among the Identity
Provider and the Service Provider. If the Uploaded keystore file option is chosen, the
user must set up the components of the trust system himself, which is based on the
public key infrastructure (PKI). This system allows provisioning of confidentiality,
integrity, authentication and non-repudiation. This tab is demonstrated below.

New Identity Provider Definition B

Marne: .-.|Id |

Description: | |

Caore | Contract | Certificate

— Manage Certificate
(® Use Default Keystore

(O Upload the keystore file

— Upload Key Pair
Certificate/Key Pair:

Format:
Keystore Password: =
Cerlificate Alias: =

Key Alias: =

Key Password: =

oK | | Cancel

Picture.93 Identity Provider Certificate tab

The following fields we see on “Certificate” tab:

Use Default Keystore: This option is recommended only for sandbox settings where
security is not an issue.

Use the keystore file: Usage of a customized keystore file.

Certificate Key Pair: This option gives the ability of uploading a keystore file from
the user’s local file system.
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Format: This indicates the format of the keystore file. In JOSSO the only supported
format is Java Keystore (JKS).

Keystore Password: In this field a password is typed that the Identity Provider will use
in order to decrypt the keystore and gain access to the key pair entities.

Certificate Alias: It is the identifier of the keystore entry for the Identity Provider’s
public key.

Key Alias: It is the identifier of the keystore entry for the Identity Provider’s public
key.

Key Password: It is the password field for obtaining the keystore entry which keeps
the Identity Provider’s private key.

If the above steps and the corresponding fields are selected accordingly, the user
clicks on the OK button to create the Identity Provider entity.

= | 1| http://localhost:8081/atricore-console/index.jsp M<RE B Q @
Nm(‘a% Administrator
Enterpriss Editon
\_3 Identity Appliance Modeler ‘ 4@ Identity Appliance Lifecycle Managem ent 1t‘ Account & Entitlement Management ‘ 2\ System Settings ‘ ¢ Hel
‘ o] New | ‘ Empty | dentity Appliance ‘v| ‘ G"" Qpen ‘ | Select an appliance to open ‘v ‘ | @' Save | L& Import ‘ | [L, Ex port |
vd=sso T | [ Entities
,3“1 P ml ,3 Identity Provider
: Id #f External Identity Provig
} Service Provider
Q [ 4 External Service Provi
L[ [=T 1w
Cloud Entities
Authentication
Identity Sources
{1 | | Execution Environments
| c
1| | [»]
( Core } Endpoint User Infol 2]
Contract wamesfd ]
Adthent cation Deseripton: [ ] u
[ Certificate } Session Timeout (mm), " wihentics

Picture.94 Identity Appliance Modeler with ldentity Provider

As we have created the Identity Appliance we can delete it by clicking on the delete
button. @
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In this example we do not make any changes in the default.

Step 3
Create ldentity Vault.

In order to create Identity Vault we drop “Identity Vault” item from Identity Sources
from Pallet and we drop it into the Diagram Canvas. Then appears the “Create
Identity Vault” window in which we have to fill in the Name that will be the identifier
for the Identity Vault and if we desire we can give a description.

ldentity Sources
|;~ni Identity Vault |
i DB Identity Source

':‘.[_\_;.. LDAP Identity Source
9 XML Identity Source

Picture.95 Identity Vault

Create Identity Vault [

[Mame: z-.|users |

Description: | |

[ (414 H Cancel |

Picture.96 Create Identity Vault

As we have chosen Identity Vault we will use the Identity Lookup connection from
the “Connections” drawer, in order to connect the Identity Vault with the Identity

Provider.
II-' ]
@ id L— I UsSers

Picture.97 Identity Lookup Connection
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Step 4

Create the Service Provider.

From the “Entities” drawer we click on the “Service Provider” entity. Then we drag it
to the preferred place in the Diagram Canvas. This action opens a window named
“New Service Provider Definition”, as it is shown below, where the name of the

Service Provider can be putted.

Entities
5 ldentity Provider
it External ldentity Provi

% Service Provider

External Service Prowi

Picture.98 Service Provider

| New Service Prouider Definition B
Name | spl
Drascription
Core | Ct_mlrr_i.x:.l | 'E:E'l'lmtii_l_ﬂ
Location. + [ http_ [ =] [localhost | [soB1]) [ipBUS B
Account Linkage Policy: | Uise Theirs | - |
(6.4 Cancel

Picture.99 Create a Service Provider Core tab

The “New Service Provider Definition” window is consisting of three tabs:

e Core
e Contract
e Certificate
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At the “Core” tab is specified the location of the Service Providers’ endpoints that the
users will use. This location is created using attributes provided during the creation of
the Identity Appliance. It is recommended not to change them for consistency reasons.

Core tab has the following fields:

Location: Here the access protocol is defined. It is either http or https. Moreover,
there are defined the host name and the context path of the Service Providers’
endpoints. The users can access the desired services of the Service Provider using
URIs capable of using this location value. It is advised the usage of a valid host name
in order to allow the Identity Appliance services to be disconnected from a physical
host.

Account Linkage Policy: This option gives the means that will be used from the input
claims in order to be transmitted in the security token and to be mapped to output
claims, which then are issued and submitted by the Identity Provider. After that step,
the claims are outlaid by the relevant party in order to grand access to the authorized
users. The Account Linkage Policy has three alternative options. The first is the “Use
Theirs” option where it is used to connect Identity Provider and Service Provider
accounts utilizing the given name identifier and mapping input to output claims one to
one. The second is the “Use Ours”, where is again used to connect Identity Provider
and Service Provider accounts utilizing the given name identifier but the output issued
claims are based only on the user details that are disposable in the Identity Source
linked to the Service Provider. The third is the “Aggregate” option, where the Identity
Provider and Service Provider are linked as before but the output claims are merged in
the user details transmitted in the security token and to those that are acquired from
the linked Identity Source to the Service Provider.

The next tab is the “Contract” tab. Here the SAML profiles and SAML bindings are
enabled used to interact with the Identity Provider. It is also possible to check the
level of security the artifacts use that are responsible for the exchanged messages
between the Identity and Service provider, as it is shown below.
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New Sevice Provider Delinition ﬂ
Name: | 5pl

Crescription

Cotg | Contract CI:‘I'IirIL'.'ikIE|

Enabled SAML Profiles [ 550 [ 5L

Enabled SAML Bingings [ Hitp Post [] Hitp Redirect [] Artifact ] SO&P

[ 4 Cancel

Picture.100 Create a Service Provider Contract tab

Contract tab has the following fields:

Enabled SAML Profiles: The SAML profile that is most significant, is the “Web
Browser Single Sign On Profile”, which is enabled by selecting the SSO checkbox. If
the Single Support Logout option is required, it is enabled by checking the SLO
checkbox.

Enabled SAML Bindings: This option specifies the mapping of the SAML protocol
message, towards standardized message formats and other communication protocols.
If the Http Post checkbox is selected the SAML messages are transmitted through the
HTTP POST method. If the Http Redirect checkbox is selected the SAML messages
are transmitted through the HTTP GET method. If the Artifact is selected the SAML
messages are transmitted through the SAML Artifact Binding, which is based on
HTTP Redirect and SOAP bindings in order to exchange SAML messages. The last
checkbox is the SOAP checkbox. If selected the SAML messages are transmitted
through the SOAP protocol over HTTP/HTPPS.

The third screen is the “Certificate” tab. Here the keystores of the private — public key
pairs are selected that secure the exchange of the SAML messages among the Identity
and Service Provider. A trust system is created based on the public key infrastructure
(PKI), providing confidentiality, integrity, authentication and non-repudiation among
the trusted entities. The “Certificate” tab is shown below.
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New Service Provider Definition B
Mame: .:.|sp1 |

Description: | |

Core | Confract | Certificate

— Manage Cerificate

(® Use Default Keystore

(0 Upload the keystore file

— Upload Key Pair
Certificate/Key Pair:

Format:
Keystore Password: =
Certificate Alias: =

Key Alias: =

Key Password: =

QK Cancel

Picture.101 Create a Service Provider Certificate tab

Certificate tab has the following fields:

Use Default Keystore: This option is recommended only for sandbox settings where
security is not important. In computer security, a sandbox is a security mechanism for
separating running programs. It is often used to execute untested code, or untrusted
programs from unverified third-parties, suppliers, untrusted users and untrusted
websites.

Upload the keystore file: This option exists if the user has a customized key pair and
wants to use it instead the default keystore.

Certificate/Key Pair: This option grants the user to select a desired keystore file from
his local file system.

Format: In this option the only supported keystore format in JOSSO is the Java
Keystore (JKS).

Keystore Password: The required password that is needed to open the keystore files in
order to obtain the necessary key pair for secure SSO message exchanges.

Certificate Alias: It plays the role of an identifier of the keystore entry for the public
key.
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Key Alias: Here is the name of the keystore entry that is used to acquire the
corresponding private key.

Key Password: It is the necessary password for acquiring the private key.

As we have created the Service Providers we have to connect each one separately
with Identity Provider through a Federation Connection which will create a trust
relationship between the Identity Provider and the Service Providers.

The Federation Connection can be found in the “Connection” drawer from the Palette.

As we drag the item from Pallet and drop it into Diagram Pallet it appears the “Create
Federated Connection” window. This window consists of two tabs:

e |dentity Provider Channel
e Service Provider Channel

By default when it appears the “Create Federated Connection” window it has already
a Name although we can add a description if we desire.

Identity Provider Channel has the choices that we have already made when we create
the ldentity Provider and Service Provider Channel has the choices that we have
already made when we created the Service Provider.

As we have created the Service Provider and established a circle of trust with the
Identity Provider the last thing that we have to do is to choose an execution
environment where Service Providers will run in order to offer services to end users
and applications. In this example we are going to use the Tomcat 6.0.35 and JB0ss
5.0.0.

Tomcat and JBoss web containers can be found in “Execution Environment” from
Pallet. As we drop it to Diagram Canvas it appears the “Create Tomcat Execution
Environment” window and “Create JB0ss Execution Environment” that illustrated in
the following pictures.
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Create Tomcat Execution Environment %)
Mame: = |tomcat |
Description: | |
Version: | 6. 0.x |v |
Target Host: | Local |v|
Install Home: = |fhome.-"twofapache-tom cat-6.0.35 |
Overwrite Original Setup: ]
Install Demo Applicatio... [
[ oK | [ Cancel
Picture.102 Create Tomcat
Create JBoss Execution Environment £
Mame: = |jbc:-55 |
Description: | |
Version: | ] | - |
Target Host: | Local |v|

Install Home: = |Ihome.:"twofjboss-5.tj.0.(3ﬂ |

Instance: w.|default |

Overwrite Original Setup: [

Install Demo Applicatio... [+

[ (4] 4 | [ Cancel

Picture.103 Create JBoss

In the above windows we have to fill in the mandatory fields and to select the check
boxes (for more information look on chapter 15.11 and 15.12 respectively).
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Connections

=] . .
Federated Connectior

-] 5 Activation
]
>

ldentity Lookup

Identity Verification

Picture.104 Activation

The last thing that we have to do is to activate Tomcat and JBoss, so in order to
perform the activation we click on “Activation” item from “Connections” in Pallet
and then we click on Tomcat and the Service Provider in which we want to connect,
and it appears the “Create JOSSO Activation” window, illustrated in the following
picture:

Create JOSSO Activation B

Mame: = | spl-tomcat-activation |

Description: | |

Partner Application ldentifier: = | spl |

Partner Application Location: A| http |v |:H |Iocalhost |: |8082 |f |partnerapp |.-" |

[ ok || cancel |

Picture.105 Activate Tomcat

In these windows the mandatory fields which are Name, Partner Application Identifier
and Partner Application Location are supplemented. The only change that may be
needed is in the port and to add partnerapp which is the location that SSO will be take
place.

As it is illustrated in Picture: 106 the same window appears when we are going to
connect JBoss with a Service Provider.
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Create JOSSO Activation B

Mame: = | service2-jboss-activation |

Description: | |

Partner Application Identifier: = | service? |

Partner Application Location: h| http |,|:;; |Ioca|host |: |8080|.-" |partnerapp |.-r |

[ QK H Cancel |

Picture.106 Activate JBoss

In this example Tomcat uses port 8082 and JBoss 8080.

It is important to mention that after completing the activation we have to reactive
Tomcat and JBoss. To make this action we have to click on Tomcat and JBoss
separately each time and click on the Activate button, after we have checked the
Reactivation check box. With this action we “Reactivate” the execution environments
and all the previous set up is been deleted.

Core Reactivate: [ ]

[ Activation ] Overwrite Original Setup: [

Install Demo Applications: ]

Picture.107 Reactivate window

Step 5

Create User and Group.

We create a user with the username: userl which will be part of rolel group as
illustrated in the following picture:
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= | ‘1| htep:/flocalhost:8081/atricore-consolefindex.jsp viG 2 K Q @

=

Y
Enterpnza Edif

|ﬂ Identity Appliance Modeler | @- Identity Appliance Lifecycle Managem ent [ é% Aceount & Entitlemnent Managem ent } j;g System Settings | ¢ Help

I '_} Manage Users I ‘l, Manage Groups | & Manage Schemas |

\A’ Create User || "\ Edit User | & Delete User |g Search Usars ‘

Username First Mame Last Mame Full Mame Groups
admin Administrator Administrator Administrator Aimlnlstrators
userl user one userone rolel

General Identification B
Preferences
Groups Username: userl
Security B
e Firsthame:  user
Extra attributes LastMame: one v

Picture.108 Users and Groups

As the Identity Appliance was designed in the “Identity Appliance Modeler” the next
step is to bring the Identity Appliance into life through the “Identity Appliance
Lifecycle Management” window. In this window we have to drag and drop our
Identity Appliance from Saved Column into Staged Column and finally in Deployed
column and click on start button so the Identity Appliance run.

[ | 1| http://localhost:8081/atricore-console/index.jsp Vjc' 2 M Q @

=

s Y
Enternss Edit

L@ Identity Appliance Modeler I @ |dentity Appliance Lifecycle Management l (‘Fﬂ Account & Entitlem ent Management | f;«; Sy stem Settings | 6 Help

ISaved I Staged Deployed Disposed

Identity Appliance Actions Identity Appliance Actions Idlentity App | State | Actions

I S50

ldentity Appliance |Actioms

Picture.109 Bring Identity Appliance into Life Saved Column
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<] | http://localhost:8081/atricore-consolefindex.jsp MR K Q @

m%ﬁ%‘ %, Administrator

Identity Appliance Modeler 5 |dentity Appliance Lifecycle Management | 8% Account & Entitlement Management | 3% System Settings Hel
- Y APP! Y App! ¥ g g% g 4 d P

Saved Staged Deployed Disposed
Identity Appliance ‘ Actions Identity Appliance Actions ldentity App | State | Actions ldentity Appliance |Actions
- 550 AR ™ |
_]sso g w | STARTED j 3 g

Picture.110 Bring Identity Appliance into Life Deployed Column

While the Identity Appliance is running we open a browser and we type the location
from Service Provider which is: http://localhost:8082/partnerapp as it is illustrated in
the following picture:

W Atricore Console [#] 10550 - Java OpenSingle si... 3% [ RRGIGEEEESS

(<] | || http://localhost: 8082 /partnerapp/ | v:C’ - Q

Java Open Single SignOn "ﬁ'ﬁ Atricore”

— www.josso.org The Company Behind JOSSO

Welcome!

This is a very simple JOSSO partner application, you're accessing a protected web resource.

o You're an anonymous user.

© To automatically login © To see extended user info

To automatically login, try to access a protected To autornatically login, and see extended user info, try
resource: protected. protected-josso.

Picture.111 Atricore Login window
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As the page is loaded it appears the site of Atricore, which is stored locally, and we
click on “Login” button. After that it appears the field Username and Password. In
these fields we type in the username and password of the user that we have already
created in Atricore and click on login button.

Java Open Single SignOn % Atricore”

WWW 0830 Org

User Login
Please sgn in, Enter your usemame and password
Usemame: userl
Password: I ........ I o P
A JOSSO 1 an Ops

Picture.112 Fill in Username and Password

Then it is loaded the login page.

B Atricore Console | ] JOSSO 2 - Processing ... b 8 Bl welcome to JBoss™

e £2| L] http://localhost:8081/IDBUS/SSO/ID/CC/PWD/POST-RESP?SSOArt=id 15315D548485 v C

Picture.113 Loaded the Login Page

After that step, we have logged in and the following picture appears.
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= —;I [ hetp:ftocalhost: 2082 partnerapp,/ I | |2f~ q &

Java Open Single SignOn % Atricore™

WA D O Tha Cormpany Behing JOSS0

Welcome!

This & & very simple JOS50 parrer ARDECAGNA, VOUTE BOCEESING A protectind web rasourncs

© To access a protected resource O To see extended user info

Actis g piodiscled nedouitl proliched S indendisd woier 0o, By prolecied oo

Picture.114 SSO

If we click on “protected” option the following picture appears.
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EME-J.EAD - Jawa Open Single Si... X Mwelcome to JBoss™ -

- hetps/acalbost-BoE2 fpartrerapp fprotected S - "' w

Welcome!

This is a very sample JOSS0 parimer AppSCABON, yOU'Te ACCESSMY & probecied web resource. You can find
SOME G0 00 USE N VOUr own web anos!

——
o TR g

© Login URL © Logout URL

Tha login URL is [parineapoiosss_use: kg Tret bogrouit URL 15 (i1 RO pOrig Kogann
Do maok Bonget. e tradling T Do noft Toeged the traling

O Hitp Headers

host= o alodn SR

L -RGrlE MorliaT O(XLL L 80 6 e T 00 GeckaT0000300 Frefood O

BECHPUE fewihiml appic sonds himi i applcaionfomige 5. gl

SCctpt-language= o onged

acchpl-encoding® gop, defae

ScCRpt-Charists E50-M0. a8 Ba=0 7 gel 7 h

repealives 115

CONMECUON= o rep-abee

mplerer= rop oAoC Al | A0S T e g

cplies 1SESR0M0E FEF | TELEFOSSE SC RS A0NEEFO0SSE; JOSS0_AUTOMANC LOGIN_DECUTED W i simst

IOES0 WOCE= AWRGDORMD: JOSS0 SESSIONDT ofESEE M06S JEEFAE. TOMOAT STATE=aiDODOS LBD-E]Fa LSE:

SP]_STAE=eiC TIGSDISILCCIE. D STAT ExcHDDGESSECA55E000

Picture.115 Welcome Page

As we have just logged in the first Service Provider, we open another browser and we
type the location of the second Service Provider which is:
http://localhost:8080/partnerapp and it is loaded the login page without the need to
authenticate the user again.
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M Atricore Console B JOss0 - Java OpenSingle Si... ( connecting... ®
I http://localhost:SOBO}partnerapq 2 B4 Q

Boss Online Resources

Picture.116 http://localhost:8082/partnerapp

IR Atricore Console ER J0ss0- Java Open Single Si... | ] JOSSO 2 -Processing ...

= | 1 http://localhost:8081/IDBUS/SSO/JBOSS/JOSSO/SSO/REDIR?josso_cmd=login_optional vje

Picture.117 Loading Page 1

I Atricore Console ES JOSs0-Java Open Single Si... | 1JOSS0 2 - Processing ... ®

e | ‘], http://localhost:8081/IDBUS/SSO/ID/SAML2/SSO/POST v e

Picture.118 Loading Page 2
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“[e] - a

Java Open Single SignOn % Atricore”

WWW _j0SS0.0rg The Company Behind JOSSO

Welcome!

This is a very simple JOSSO partner application, you're accessing a protected web resource.

o You're logged in as userl. LDQDLJI.

© To access a protected resource © To see extended user info

Access a protected resource: protected. See extended user info, try protected-josso
Access a protected resource using EJBs: protected-ejb

Picture.119 Login with SSO

I Atricore Console ER 0SS0 - Java Open Single Si... <. JOSSO-Java OpenSingle Si... %

<, http://localhost:8080/partnerapp/protected/ MR B

This is a very simple JOSSO partner application, you're accessing a protected web resource. You can find

some 1ips to use in your own web apps!

o Username: userl ( Retrieved from =

© Login URL © Logout URL
The login URL is /partnerapp/josso_user_login/ The logout URL is /partnerapp/josso_logout/
Da not forget the trailing Do not forget the trailing '/

© Http Headers

host= locahost:B0BD

user-agent= Mozila/5.0 (X11; Linux xB6_64; rv:2.0) Gecko/20100101 Firefoxi4.0

accept= texthtml,appication/xhtmi+xmiappicationxml:q=0.9,%9=0.8

accept-language= en-useng=05 &

accept-encoding= gzip, deflate

accept-charset= 1S0-8859-1,utf-8,0=0.7 *,g=0.7

keep-alive= 115

connection= keep-alive

referer= hitp:/focalhost:8080/partnerapp/

cookie= JSESSIONID=8AS814D27B444A7 1EBBFAEBS52423AEF; JOSSO_AUTOMATIC_LOGIN_EXECUTED=VFIVRQ¥%3D%3D,

JOSS0_NODE=aWRidXMMDAX; JO0SSO_SESSIONID=id41A45B69D47E5094; TOMCAT_STATE=idDDD321BD461F8159,

Picture.120 User Information
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24. Cloud computing in JOSSO

JOSSO2 Enterprise Edition (Josso 2 E.E.) supports Cloud with the following
applications Google apps, Salesforce and SugarCRM. In the following example it will
be used Google apps and Salesforce to demonstrate how the Cloud technology works
along with JOSSO2 E.E. To bring the example into life the Domain name:
www.cloudjosso.com is created and an account for each application. In both
applications it is used the same username which is josso@cloudjosso.com but with
different passwords. As long as the prerequisites are defined, the Identity Appliance in
JOSSO2 E.E. is created, which consists of an Identity Provider, Google apps and
Salesforce from the Cloud Entities and an Identity Vault from Identity Source
category as is illustrated in the following picture.

43 Applications Places System & J@ ) 1 148pM  [Jcloud (@)

File Edit View History Bookmarks Tools Help

[ Atricore Console 3¢ | salesforce.com - Customer S... 3 | [E] Google Apps for Business B+ =
G ‘D http://localhost:8081/atricore-consolefindex.jsp M ‘-‘]v google apps a, @
Mm&l% § Administrator
Enterpriss Editon
| !? Identity Appliance Modsler ‘ -@.‘, Identity Appliance Lifecycle Management 4:' Account & Entitlement Managem ent ‘ X System Settings ‘ “ Help ‘
(e (e ey remie[=] (B o] [ ]
v (d=saas-appl |4 saa=2el | ities
= .
v !3‘(“31 . . % !— ; ,3 Identity Provider
- = sso-usersl #f External Identity Provid
>,§9:unna:lmns idpl I_
¢ 1 ;} Service Provider
:"J sso-usersl B i ? 11|14 External Service Provic
salesforce
v j A salesforce L[] 1=
» fnnnn@clmns O Cloud Entities
C) google-apps Autheniication
v "Jyoogle-apps Identity Sources
[ (— | | Execution Environments
> ?@nunmeclmms v -
= 1 | | Connections
MIET] I [»]
E\| | cloud@ubuntu: ~fjosso... I@ Atricore Console - Mozi... @

Picture.121 Cloud

Both Cloud Entities and Identity Vault should be connected with the Identity
Provider, each Cloud entity will be connected with a Federation connection and
Identity VVault will be connected with an Identity Lookup connection. In the following
steps it is described the above Identity Appliance.
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We should mention that in the following example we will not make any changes into
default values.

Step 1

Create an Identity Appliance.

New Empty ldentity Appliance E]

Fame: = |IDPR

Description:

Fealm Mame: m|com.mycom pany. myraalm |

Appliance Location: :-.| hittp |v|:ﬂ |Iocalh05t |: |8C|81|

N

| [ext || Cancel |

Picture.122 Create Identity Appliance for Cloud Example

New Empty ldentity Appliance [ ]

— Canfirm

ldentity Appliance:

Appliance name: IDPR

Appliance description:

Appliance namespace: com.mycompany.myrealm
Appliance location: http:flocalhost 808 L/IDEBUS/IDPR

Previous | | Confln | | cancel |

Picture.123 Conform ldentity Appliance for Cloud
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Step 2

Create the Identity Provider.

New Identity Provider Definition B
Name: #[IDPR |
Description: | |
Core Cﬁtra:t Certificate |
Location: [ http__[ ]/ [localhost |: [s081]/ [iDBUS |# [1DPRADPR
Authentication Contract: | Default | = |
Autentication Mechanism: | T
Authentication Assertion Emission Policy: | Default | - |

Federated UserID: | Principal [-]

Session Timeout (mm): =

Ignore Requested User ID Type: [

OK. | [ Cancel

Picture.124 Create ldentity Provider for Cloud
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New Ildentity Provider Definition B
Name: +|IDPR |
Description: | |

Caore | Contract \m

— SAML 2.0/1.1

Enabled Profiles: [ 550 B sSLO
Enabled Bindings: [ Http Post [#] Http Redirect [] Artifact [#] SOAP
Want Authentication Requests Sianed:  []
Want Fequests Signed: [
Sign Requests: [

— OAuth 2.0

Enabled Flows: [¥] Usemam e Password

Enabled Bindings: [ SOAP [#] RESTful

Semver Key: ,|

Clients Configuration:

OK | [ Cancel

Picture.125 Identity Provider Contact tab for Cloud
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Step 3
Create the Identity Vault.

N
Create Identity Vault [
Name: = [IDVAULT |
Description: | | 3.
[ oK | [ Cancel .
T—

Picture.126 Create Identity Vault for Cloud

Step 4

Create the Salesforce Entity.

Hew Salesforce Definition

Mame: = | salesforce

Login LRL: |P'rttps:ﬂlogin.salesforce.-::om

LI B3

Description: |

N

[ QK | [ Cancel

Picture.127 Create Salesforce Entity
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Step 5

Create Google app Entity.

New Google Apps Definidon

Mame: m|goog|e—app5

Description: |

B

N
Domain: z|c|oudjossocom 2

[ ok || cancel |

Picture.128 Create Google app Entity

Step 6

Create the user josso@cloudjosso.com which is belongs in the role 1 Group.

=

A
Entamnss Edition

|dentity Appliance Modsler | #&) Identity Appliance Lifecycle Management Account & Entitlement Management | 4 stem Settings Help
= %

{ '3 Manage Users } ‘l, Manage Groups | 5 Manage Schemas |

!__ Create User || ’J Edit User | & Delete User HA Search Lsers |

N
Usermame First Name Last Name Full Mame Groups
admin Administrator Administrator Administrator Administrators
gocom usaL oo usarone Llel
josso@cloudjosso.com google googles google googles rolel I
userl user one userone rolel

Picture.129 Create the user josso@cloudjosso.com
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Step 7

Start executing the Identity Appliance.

LB

Adgricore
Enteprss

%, Adrninistrator

‘ @ |dentity Appliance Modeler ‘ @ Identity Appliance Lifecycle Management x Account & Entitlement Managem ent ;$ Sy stem Settings ‘ @ Help |

Saved Staged Deployed Disposed
Identity Appliance ‘ Actions Identity Appliance Actions IdenmyAppll| State ‘ Actions Identity Appliance |Act\uns
[ 1parP -f :; _JIDAPP  STARTED [ %; g
] saas-appl o ] saas- STARTED I
L] my2fademo g i‘ appl j 3 g
o L3

Picture.130 Start Running the Identity Appliance

As the Identity Appliance is ready and it is running the next step is to configure
Google Apps and Salesforce to work as Single-Sign On environment. Before logging
in Google apps and Salesforce in order to make the configurations, we have to save
the ldentity Provider certification which is in pem format and the metadata file which
is in xml format and contains all the links that will be needed to complete the
configuration for the single sign on.

Export SAML Metadata

Processing your Request

Exporting SAML Metadata...

Picture.131 Certification
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idpr-samlr2-metadata.xml (~/Desktop) - gedit

File Edit C Help

o |[@§open E"Save () Undo ;fﬁ EEy

- idpr-samlr2-metadata.xml %

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

xmlns:ns3="http://www.w3.0rg/2001/04/xmlenc#">

<KeyDescriptor use="signing"=
=<ns2:KeyInfo=
<ns2:X509Data=

XQKIMABGCSqGSIb3DOEBBQUAMDEXGjAYBgNVBASTEU9yZ2FuaXphdGlvbmFsIENB
MRMwEQYDVQQKFApUYWBWMVIB®cmVIMB4XDTASMDY yMDAXM] IXNFoXDTEXMDYyMDAX
Mj IxNFowZTESMBAGA1UEAxMIam9zc28tc3AXMO4wDAYDVQOLEWVgb3NzbzERMABG
ALUEChMIYXRyaWNvcmUXETAPBgNVBACTCES1dyBZb3JrMQswCQYDVQQIEWIOWTEM
MA0GA1UEBhMDVVNBMIGTMABGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDENUhIgUWA
*BBAIS1pGtCRWCEJAFgFoKZ L XwLGFPa7+1L+4j0501h5RZdY7bRYpv5605] LCiRP
HbW3oYDlexd+CcfXMhKjuNayau6l/ZID2ICFIRSStIggeGmbAS rZKUmDTimemsHS
cHpWEQd/11UuyCrgx/fUDkw]1CSk0GyOHQIDAQABo4ICITCCAROWHQYDVRBOBBYE
FFDSMBYQWSPQy7fCCjA9eC+b23GTMBBGALIUdIWQYMBaAFEbWThVp6z/ iUKWE1ipwG
9X3imtMHMASGA1UdDWQEAWIESDCCACWGC2CGSAGG+DcBCQQBBIIBuzCCAbCEAGEA
AQH/Ex10b3Z1bGwgU2VjdXIpdHkgQXRecmlidXR1KHRtKRZDaHRecDovLZR1dmVs
b3B1ci5ub3Z1bGwuY29tL3]I1cG9zaXRvenkvYXROcmlidXRlcy9j ZXIeYXRacnNf
dj EwLmhBbTCCAUigGgEBADAIMAY CAQECAUYWCDAGAGEBAQEKAGFpOROBAQAWCDAG
AQEBAgEAMAQWEQIBAQIBAATBAKIGAQEXAQH/ 04IBBEKBYAQECAQIA/WIBAAMNATAA

QU &

<EntityDescriptor ID="1id48B48AD6435D6554" entityID="| qd By FACTENEREE: LN DENER O VRO VET R xmlns:ns2="Rtp://

www.w3.0rg/2000/09/xmldsig#" xmlns="urn:oasis:names:tc:SAML:2.0:metadata" xmlns:ns4="urn:oasis:names:tc:SAML:2.& assertion"”

<AuthnAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.8:protocol" ID="1d1D2052C005008401">

<ns2:X509Certificate>MITIEOZCCATugAWIBAgIKAhWR/6TV13SCQTflqv+LdVvIe5dmYfXF3XrNcelgPAgIE

Picture.132 Entity ID

Both files are in Josso Identity Provider. To begin with, Identity Provider certification
it is located in certification tab and metadata is located in contract tab. As we have

those files we have all the information we

need to make the configuration.

Firstly it will be described the configuration of Google apps with 6 steps:

Step 1

Login in Google app application (http://www.google.com/enterprise/apps/business)
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Single Sign-On

Enter your

domain name: x

GOUS](’, Apps for Business

Benefits Products Customers Pricing Resources

Discover a better way of working

Web based email, calendar and documents
that let you work from anywhere.

Start Free Trial

Mo credit card required.

www. [cloudjosso.com| and go to | Domain managementE

Contact Sales Start Free Trial

Picture.133 Login in Google app Application

Step 2

Click on Advanced tools menu

| | Atricore Console

b4 ][v. salesforce.com - Customer ... 3% ]| Google Apps

b "vsalaforte.com - Profession... 8][ aF ] h

(go o% 3] s [oolo|[Nalslaa) hittps://www.google.com/a/cpanel/cloudjosso.com/SetupSs0

Search Mail Documents Calendar Sites Contacts More ~

Groups

Google Apps for cloudjosso.com - Google Apps for Business
| Search accounts |

Google

v|(3‘ |-.-'.]' googleapps

Search Help Center |

Dashboard Organization & users Groups Domain settings Reports

Advanced tools Setup Support

(r:‘\.‘ ﬁ

Settings m

« Back to Advanced tools

Picture.134 Advanced Tools Menu

Step 3
Click on Set up Single Sign-On (SSO) option which is on Authentication category
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Dashboard Organization & users Domain settings Advanced tools

Advanced tools

Create multiple users Bulk upload
Upload a CSV file to create and update many user accounts at once.

Download Directory Sync

If you have an on-premise LDAP directory server, you can use Google Apps Dirg
Directory Sync is a client application that sets up rules for synchronizing Microg
creating your rules, you run the synchronization on your command line interface

Authentication Set up single sign-on {S50)

SAML-based Single Sign-On (SS0) semvice allows you to authenticate user acc
access to Gmail), your users must continue to sign in directly with the usernam

Picture.135 Set up Single Sign-On

Step 4

Click on Enable Single Sign-On option and then complete the Sing-in page URL,
Sing-out page URL and check the option use a domain specific issuer.

The URL that it is needed is on the metadata file as it is illustrated in the following
pictures.

Location="http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAML2/RNI" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"/>
<ns2:ManageNameIDService Responselocation="http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAML2/MNI RESPONSE/REDIR"
Location="http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAML2Z/RNI/REDIR" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" /=
s2:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</ns2:NameIDFormat=
| #Ms2:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</ns2:NameIDFormat>
<ns2:5ingleSignOnService Location="http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAML2/S50/POST"
Binding="urn:oasis:names:tc:SAML:2.0:bindipgs - HITP_POSTIS
<ns2:5ingleSignOnService Location=[http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAML2/SSO/REDIR" | sign-in page URL
Binding="urn:oasis:names:tc:SAML:2.0:bindifgsTHTTe=RediTeTt
</ns2:IDPSS0Descriptor=
<ns2:0rganization=
<ns2:0rganizationName xml:lang="en">Atricore J0SS0 2 IDP</ns2:0rganizationName>
<ns2:0rganizationDisplayName xml:lang="en"=Atricore, Inc.</ns2:0rganizationDisplayName=
<ns2:0rganizationURL xml:lang="en">http://www.atricore.org</ns2:0rganizationURL>
</ns2:0rganization>
<ns2:ContactPerson contactType="other"/>

Picture.136 Metadata
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</ns2:KeyDescriptor>

<ns2:ArtifactResolutionService isDefault="true" index="8" Location="http://localhost:8081/IDBUS/S
ARTIFACT/SOAP" Binding="urn:oasis:names:tc:SAML:2.8:bindings:SOAP"/>

<ns2:ArtifactResolutionService isDefault="true" index="1" Location="local://SAAS-APP1l/IDP1/SAML2/
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:LOCAL" /=

<ns2:ArtifactResolutionService isDefault="true" index="@" Location="http://localhost:8081/IDBUS/S
ARTIFACT/SOAP" Binding="urn:oasis:names:tc:SAML:1.1:bindings:SOAP"/>

<ns2:5inglelogoutService ResponselLocation="http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAMLZ/SLO R
Location="http://localhost:8081/IDBUS/SAAS-APPL1/IDP1/SAML2/SLO/POST" Binding="urn:oasis:names:tc:SAML:2.0Q
=

Jﬁknsz: inglelo outServ1ce Responselocation="http://localhost:8081,/IDBUS/SAAS-APP1/IDP1/SAML2/5SLO R

Locati : : M Binding="urn:oasis:names:tc:SAML:2.

Redirect"/

=ns2:5ingleLogoutService Location="http://localhost:8081/IC sign-out page URL/saML2/SLO/SOAP™
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SO0AP" /=

<ns2:5inglelLogoutService Location="local://SAAS-APP1/IDP1/SAML2/5L0/LOCAL"
Binding="urn:oasis:names:tc:5SAML:2.8:bindings:LOCAL" />

=ns2:ManageNameIDService Location="http://localhost:8081/IDBUS/SAAS-APP1/IDP1/SAMLZ /MNI/SOAP"

Picture.137 Sign-out Page URL

Ko o«% 2] (s Losle| SRl hittps://www.google.com/a/cpanel/cloudjosso.com/SetupSSO v|(3‘ Iﬁ' googleapps @, 1'1‘

Google Apps for cloudjosso.com - Google Apps for Business
GO\ JS[G | Search accounts | Search Help Center |

Dashboard Organization & users Groups Domain settings Reports Advanced tools Setup Support Settings m
« Back to Advanced tools

Set up single sign-on (SS0O)

To set up S50, please provide the information below. S50 Reference

Enable Single Sign-on

Sign-in page URL * h
2 |http:mocaIhost:BOBlﬂDBUSJSAAS-APPlﬂDPUSAM L2/SSO/REDIR. | URL for signing in to your system and Google Apps

Sign-out page URL *
3 Ihttp:fﬂocaIhost:BOBIJ'IDBUSJ'SAAS-APPlﬂDPUSAM L2/SLO/REDIR | URL to redirect users to when they sign out

Change password URL *
Ihttp:fﬂocaIhost:BOBUIDBUS-Ui URL to let users change their password in your system; when defined here, this
URL is shown even when Single Sign-on is not enabled

Verification certificate *
A certificate file has been uploaded-Replace certificate

The certificate file must contain the public key for Google to verify sign-in requests. Learn more

Use a domain specific issuer

This must be checked if your domain uses an IDP Aggregator to handle SAML requests.
If enabled, the issuer value sent in the SAML request will be google.com/alcloudjosso.com instead of simply google.com Learn more SEND FEEDBACK

Picture.138 Set up Sign-out
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Step 5

Click on save change button

Save changes ] [ Cancel ]

Picture.139 Save Changes Button

Step 6

Logout of the application

In the same way is configured the Salesforce application.

Step 1

Login in Salesforce application (https://login.salesforce.com/?locale=eu)
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| Atricore Console !N __ salesforce.com - Customer S... 3¢ _Gongle,Appsvfor Business x][ +] 1
Qo 2D https://login.salesforce.com/ v v|e Iﬁv google apps e 4
.
Bookmark this page
salesforce =
r — ~
User Name N
= = 3
josso@cloudjosso.com THE CLOUD COMPUTING ! SEPTEMBER 18-21, 2012
EVENT OF THE YEAR dr SAN FRANCISCO
Password
0000000000000
DI Remember User Name Want to get info this year’s [®csrer
ogin'| Forgotyour password2ly best Dreamforce sessions? \ svsee
Don'thave an account? Sign up for free. SEATS ARE GOING FAST- REGISTER NOW!
Sales CRM evaluation Forrester Wave Get more out of your
just got easier Customer Service back office data
See how ) Free report » Get resource kit
. J
Security Alerts, Best Practices, and System Status New Users:

Picture.140 Login in Salesforce Application

Step 2

Click on set up option

| | Atricore Console b4 ‘[L, salesforce.com - Professiona... 3§ Google Apps for Business |
el https:/feu2.salesforce.com/servlet/servlet.Integration?lid=01rb0000000LGk ~ ~ | < IE]‘ google apps

T —
22 Days Remaining = Subscribe Now!

Search All. Search
SAMLION ~ Help & Training Sales =

My Profile
Home NeliiBLBSel 0N Chatter Profile Groups Files Leads Accounts Con Set ortunities  Reports + =
“p
Create New... - Developer Console

Logout
. .
R Sales for the Social Enterprise W

Welcome to the Sales Cloud trial where you'll learn how much
more productive you could be if you always knew what your

& Recycle Bin customers "Liked". You'll see how collaborating with your
colleagues in a secure enterprise social network can help you i e
close deals faster. And you'll find out how you can get more = wsssons B Y
leads just by listening. o = s
e | =]
We're glad you're here and eager to help you get started. Can't I et e
it + e theo Calar Pland © the i £n g T |

Picture.141 Setup Salesforce
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Step 3

Click on Security controls options which are on Administration set up category.

Force.com Home Page ~ salesforce.com - Professional Edition - Mozilla Firefox
File Edit View History Bookmarks Tools Help

| | Atricore Console 3 | Force.com Home Page ~ sal... § ||E Google Apps for Business | E|
Go o https://eu2.salesforce.com/setup/forcecomHomepage.apexp?setupid=Forc v | |-']V google apps [
App Setup Events Show Al
+| Customize Quick Links WLy User Group:
%] Create 19 Bangalore Meeting
¥/ Develop Tools Users App
STIEIR B App Quick Start New user Manage apps - g;;’sah;::lpifgwm
Installed Pack;
A Schema Builder Add multiple users Enable Chatter feeds 22

AppExchange Marketplace

Critical Updates New custom object Resetusers' passwords
. . Security £ pata ppexchange .
Administration Setup -
Recommended Apps  Show All
» Manage Users Add roles Import accounts & Pp:
contacts
: Salesforce for iPad
Import custom objects

1 (38) r
Mass delete records :

A free, open-source, full-featured
iPad app! Every app, tab, record

+| Translation Workbench
»| Data Management ettt A

. A yout, related list, every..
+| Monitoring Community LI 8

Picture.142 Security Controls on Salesforce

Step 4

Click on Single Sign-On Setting option.
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Security Controls ce.com - Professional Edition - Mozilla Firefox

File Edit View History Bookmarks Tools Help
[ Atricore Console 38 | . security Controls : Professio... 3¢ | [E] Google Apps for Business #| |

e °<1>> https:jjeu2.saIesforce.com{uijsetup,’Setup?setupid=Security ML |-"]V google apps [=Y
App Setup

+| Customize

+| Create

¢+ Develop
Schema Builder
Installed Packages
AppExchange Marketplace
Critical Updates

Administration Setup

+| Manage Users
»| Company Profile
& Security Controls
Sharing Settings
Password Policies
Session Settings
Network Access
Login Access Policies
Certificate and Key Management

Auth. Providerisd

View Setup Audit Trail

Expire All Passwords

Remote Site Settings

HTML Documents and Attachments Settings

+| Communication Templates
+| Translation Workbench
https:/feu2.salesforce.com/_ui/syst...upid=Security&setupid=SingleSignon & Chat )

Bl | cloud@ubuntu: ~fjosso... | 1@ Ssecurity Controls : Prof...

Picture.143 Single Sign-On Setting Option on Salesforce

Step 5
Click Edit Button.

Home Getting Started Chatter Profile Groups Files Leads Accounts Contacts Data.com Opportunities Reports Dashboards 4+

Expand All| Collapse All

Single Sign-On Settings Heip fo his Pace &

Configure single sign-on in order to authenticate users in salesforce_com from external environments. Your organization has the following options available for single sign-on:
Force.com Home

= Federated authentication is a single ad uses SAML assertions sent to a salesforce.com endpoint.
System Overview Edit

Federated single sign-on using SAML

Personal Setup
SAML Enabled

Picture.144 Edit Button
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Step 6
Check SAML Enabled option.

Home Gefting Started Chatter Profile Groups Files Leads Accounts Contacts Data.com Opportunities Reports D +

Expand All | Collapse All
@, Quick Find

Help for this Page

Single Sign-On Settings

Force.com Home Save | | Cancel
Federated single sign-on using SAML

System Overview
SAML Enabled D

Personal Setup

» My Personal Information Save | Cancel

*| Email

Picture.145 SAML Enabled Button

Step 7
Choose SAML Version 2.0 from the list.

Home Getting Started Chatter Profile Groups Files Leads Accounts Contacts Data.com Opportunities Reports Dashboards +

Expand All| Collapse All

@ Quick Find

Help for this Page

Single Sign-On Settings

Force.com Home Save Cancel

Federated single sign-on using SAML
System Overview
SAML Enabled

Personal Setup SAML Version | —Noi i User Provisioning Enabled [
Issuer || ~None

*/ My Personal Information

» Email Identity Provider Certificate] AvagiTnan..

* Import Custom Error URL
»| Desktop Integration SAML User ID Type | @@ Assertion contains User's salesforce.com usemame
| My Chatter Settings (7 Assertion contains the Federation ID from the User object

+ My Social Accounts and Contacts SAML UserID Location | (@ UserID is in the Nameldentifier element of the Subject statement
) UserID is in an Attribute element

App Setup

»| Customize Save | | Cancel

Picture.146 SAML Version
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Step 8

Click Choose file button and attach the Identity Provider certification file and in
issuer option fill in the link from metadata file as it is illustrated in the following
picture.

@ Applications Places System ]

3 ) B 230PM @ cloud O

idpr-samlr2-metadata.xml (~/Desktop) - gedit

File Edit View Search Tools Documents Help

L _Open v ﬁsa‘u’e 'Lg'_, Undo ;\‘6 |_|-‘_I Q %
- idpr-samlr2-metadata.xml %
<?xml version="1.0" encoding="UTF-8" standalone="ycgms

<EntityDescriptor ID="id48B48AD6435D6554" entityID
Wi . w3.0rg/2000/09/xmldsig#" xmlns="urn:oasis:name . o P ——
xmlns:ns3="http://www.w3.0rg/2001/04/xmlenc#">

<AuthnAuthorityDescriptor protocolSupportEnumeration="urn:pasis:names:tc:SAML:2.8:protocol" ID="1d1D2052CR05008401">

<KeyDescriptor use="signing"=
<ns2:KeyInfo>
<ns2:X5090ata>
<ns2:X509Certificate>MIIEOzCCATUQAWIBAgIKAhWR/6TV13SCQfLqv+LdVvI@SdmY fXF3XrNcelgPAQIE

¥OKIMAAGCSAGSThINOFRRAIAMNEYGiAYRANVRA sTEIAu72Fua¥XnhdG] vhmFsTENR

xmlns:ns2="H{tp://
1tc:SAML: 2.dYassertion”

Picture.147 ldentity Provider Certification
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,,;:§ Applications Places System w = o) [ 1:52PM D cloud

f=5

Single Sign-On Settings ~ salesforce.com - Professional Edition - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| | Atricore Console & ]| __ Single Sign-0On Settings ~ sal... 3§ UE Google Apps for Business &£ ]| aF ]
o e https://eu2.salesforce.com/_ui/system/security/SingleSignOnSettingsUi/d?n v | C I-'_lv google apps e 1
Expand All | Colapse All )
@ Quick Find Single Sign-On Settings el for this Page (&

Configure single sign-on in order to authenticate users in salesforce.com from external environments. Your
Force.com Home organization has the following options available for single sign-on:

» Federated authentication is a single sign-on method that uses SAML assertions sent to a salesforce.com
System Overview endpoint.

Edit | | SAML {\§serticn Validator | | Download Metadata

Personal Setup

Federated single sign-on using SAML
»| My Personal Information

. SAML Enabled ~ step 6 User Provisioning
*| Email Enabled
»| Import SAML UserID Type  Username step 7 SAML Version 2.0
»| Desktop Integration SAML UseriD  Subject hitpzlocalhost808 LIDBUS/SAAS-
*| My Chatter Settings geation APPLIDPL/SAML2/MD
»| My Social Accounts and Contacts Identity Provider ™ C=USA, ST=NY, L=New York,

Certificate ) O=atricare, OU=josso, CN=josso-spl  step 8
Expiration: 20 Jun 2011 01:22:14

GMT
App Setup

Custom Error URL

*| Customize Salesforce.com  hitps:iflogin.salesforce.com
+| Create Legin URL
+| Develop OAuth 2.0 Token  hitpsiflogin.salesforce.com/services/oauth2/token
. Endpoint
Schema Builder
Entity Id

Installed Packages hitps:/isaml.salesforce.com i
AppExchange Marketplace

Edit | | SAML Assertion Validator || Download Metadata
Critical Updates

Administration Setup

Picture.148 Single Sign On Salesforce

Step 9

Click “Save” button.

Step 10

Logout from the application.
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As the applications have been configured it is time to try the Single Sign-On
technology. To do that, a new tab on Firefox is opened and it is typed the following
URL:
http://localhost:8081/IDBUS/IDPR/SAML2/SSOINITIATE?atricore_sp_alias=https://
saml.salesforce.com

<& Applications Places System (& J i

Mozilla Firefox

File Edit View History Bookmarks Tools Help

| | Atricore Console &€ | _ salesforce.com - Customer ... 3 | [} Google Apps for Business 8§ | ™

\;}ﬂ v£‘>> | BUS/SAAS-APP1/IDP1/SAMLZ2/SSOMIDP_INITIATE?atricore_sp_alias=https://saml.salesforce.com v.

[

Picture.149 URL

Then it will load the page to login to JOSSO2 E.E as illustrated in Picture: 150

In this page we login with the username and password of the JOSSO user that it had
been created in Identity Vault in JOSSO2 E.E. After login button is clicked, it
automatically redirects the user in the Salesforce application.
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Atricore JOSSO 2 - User Dashboard - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| Atricore Console 38 | _ salesforce.com - Customer ... 3 | EJ Google Apps for Business 38| [ Atricore JOSSO 2 - User Das... 3¢ | =H

&° w» |D http:/flocalhost:8081/idbus-ui/claims/usemame-password.do?SSOAM=id86891C30DF90CF2 v |

*§~ Google €,

Java Open Single SignOn $% Atricore”

WWW_j0550.0rg A The Comparny Behind JOSSO

User Login

Please sign in. Enter your username and password.

Username: josso@cloudjosso.com
Hel
Password: -o-.c-oa---ot| | ° P
Need help ? JOSSO is an Open Source
CIRemember Me: Internet SSO solution for rapid and

standards-based Internet-scale Single
— Sign-On implementations. For more
LDgin information visit http:/Awww.atricore.com.

Forgat your Username or Password?

Picture.150 Login Page

< Applications Places System & JEE ) T zoopM [Jcio
JOSSO 2 - Processing ... - Mozilla Firefox
File Edit View History Bookmarks Tools Help

[ Atricore Console # | salesforce.com - customer ... 3¢ | [E] Google Apps for Business 3§ | [ 1JOSSO 2 - Processing ... b4
$e *\» 2B B http:/flocalhost:8081/IDBUS/SAAS-APPL/IDP1/CC/PWD/POST-RESP?SSOAM=id90COF1F61 M [

3§~ Google

Picture.151 JOSSO Processing
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<% Applications Places System &) =Y ) -] 2:00PM [_] cloud
salesforce.com - Professional Edition - Mozilla Firefox

File Edit View History Bookmarks Tools Help

|| Atricore Console = ”._,sal%force.com - Customer ... 3¢ }[Google Apps for Business = H {_ salesforce.com - Profession... 3§ E

&e °<§ https:/feu2.salesforce.com/serviet/servlet.Integration?lid=01rb0000000LGk '. |,.'_.]- Google [=}

22 Days Remaining

.
SAMLION v  Help & Training Sales -

Home NeCGLIESELCLN Chatter Profile Groups Files Leads Accounts Contacts Data.com Opportunities Reports Dashboards

Recent tems

4 SAMLION

ﬂ Recycle Bin m.

Picture.152 Login on Salesforce

After that step, we will try to access Google Apps, so we open a new tab in Firefox
and choose to open the email account.

e:f.:% Applications Places System e & o) [ 2:01PM [ ] cloud @

Google Apps For Business - Mozilla Firefox

File Edit VWiew History Bookmarks Tools Help

| | Atricore Console b4 " __ salesforce.com - Customer ... 3 “ Google Apps for Business b4 " ___ salesforce.com - Profession... 3 "1] =
o o% J http://www.google.com/enterprise/apps/business/ g |c¢ Iﬁ' Google @, @
0'\)8 e ADPS TOl E) USINESS Enter your domain name: X
www. [cloudjosso.com and go Lol Email h j Go |

Benefits Products Customers Pricing Resources Contact Sales Start Free Trial

Picture.153 Login in Google apps

As we click on Go button we automatically have access in Google Apps without
filling in the username and password.
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oﬁ Applications Places System e I

redirecting... - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| | | Atricore Console 52 || __ salesforce.com - Customer ... 3§ | C Connecting... % H_
(o <><>“g> 'IEI s [olels| =il hittps:/fwww.google.com/a/cloudjosso.com/acs hd

Picture.154 Automatically Login

o:,% Applications Places System e '[:‘i ) =1 2:05pPM Dcloud @

cloud Mail - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| [ Atricore Console 3 | salesforce.com - Customer ... 3 | ) cloud Mail 3¢ | salesforce.com - Profession... 8 | 4= | ~
o oo [PAREREIEIEE] https:/mail.google.com/mail/?shva=1 h . I"'l' Google & @

Loading iosso@cloudiosi%.com...

Picture.155 Login on Cloud mail
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Inbox (1) - josso@cloudjosso.com - cloud Mail - Mozilla Firefox

File Edit VWiew History Bookmarks Tools Help

[ | Atricore Console 3¢ | . salesforce.com - Customer ... 8 | P11nbox (1) - josso@cloudjoss... $¢ | . salesforce.com - Profession... 8 | 4= | ~
o W\>> @ LDh| R https://mail.google.com/mail/?shva=1#inbox ML |-']V Google @, @

+You Search Images Mail Documents Calendar Sites Groups Contacts More ~

GO\ nge “ josso@cloudjosso.com -

Mail ~ C More 1-6 0f 6 ol
COMPOSE CNN.com Recently Published/Updated - Three policemen wounded in Sinai - 1 hour ago Web Clip
Inbox (1) The Google Apps Team We're here to help! - We're here to help! You're a week into using Google Apj Aug 15
Starred
Important Salesforce Chatter Your Daily Chatter Digest - Daily Digest for SAM LION Wednesday, 15 Aug Aug 14
Sent Mail support@salesforce.com Your salesforce.com Activation Email - Dear josso@cloudjosso.com, You hav Aug 14
arahs QA_SUPPORT@salesforce.com Your salesforce.com username has changed. - Dear SAM LION, Your userna Aug 13
ore v
QA_SUPPORT@salesforce.com You have requested to change your salesforce.com email address. - Dear SA Aug 13
Chat The Google Apps Team Congratulations! Google Apps domain registration confirmation - Google App Aug 13

Picture.156 Gmail

25. Two-Factor Authentication with WiKID

JOSSO2 Enterprise Edition, by default authenticates a user by username and
password, although we can choose to use a two factor authentication using WiKID
Authentication System. WiKID Strong Authentication System consists of three parts:
the WIKID server, the WiKID token client and a network client. The WiKID server is
written in Java.

If we want to use WIKID Authentication System in JOSSO2 Enterprise Edition we
have to create an Identity Appliance which consists of an Identity Provider and at
least two Service Providers, which will be connected with Identity Provider through
Federation connection. Furthermore, each Service Provider will use an execution
environment like Apache Tomcat or JBoss. Additionally, we will use an Identity
Vault which will be connected to the Identity Provider.

In order to use WiKID Authentication System we have to configure first the WiKID
Authentication System and then to connected it with JOSSO2 through the Diagram
Canvas.

The configuration of WiKID Authentication System is described with the following
steps:
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Step 1

We download the WIKID Server .deb file from http://www.wikidsystems.com/ and
the Software Token Clients.

Step 2
We have to install prerequisite programs with the following Linux commands:

e sudo apt-get install yum

e sudo apt-get install

e In -s/usr/lib/jvm/java-6-openjdk/jre/bin/keytouls

e export JAVA_HOME-=/usr/lib/jvm/java-6-openjdk/

e sudo dpkg -i wikid-server-xxx.deb

e sudo apt-get install postgresql openjdk-6-jdk openjdk-6-jre openssl libwww-
perl sudo locate ntpdate

After we have installed WiIKID Server we type the following command to continue
with the setup

e sudo /opt/WiKID/bin/wikidctl setup?

finally we type

e sudo /opt/WiKID/bin/wikidctl start

and the server is executed.

12 50 as to execute this command we have to be on folder which contains wikidctl file
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2 E wikidub@ubuntu: ~

File Edit View Search Terminal Help

wikidub@ubuntu:~% sudo /home/wikidub/wikid-server-enterprise 3.4.87-b1216-1/opt/
(WiKID/bin/wikidctl start

[sudo] password for wikidub:

Database already star :
iStarting Logg ; . .5uccess!
|Starting TimeCop service...Success!
Starting wAuth protocol daemon...
' Passphrase is good. Proceeding ...

Waiting for wAuth initialization to complete............Success!

|Starting Tomcat server ...Success!

|Starting RADIUS protocol daemon ...Success!
LDAP protocol not enabled.
jwikidub@ubuntu:~$ [

Picture.157 WiKID

As the WIKID server is executed we open a browser and login in WiKID. The default
username and Password are WiKIDAdmin and 2Factor respectively. After that we
login in on WIKID Server and we can continue with the configuration.

& B, https://localhost/WiKIDAdmin/ BEE B Q| &

"
(UB | g =N
Username: |WiKIDAdmin

Password: [ ------- | ]

Logln | | Reset

Picture.158 WiKID Login
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Il Logs [|| Home [

| Domain: | Not Specified = | |:

[ tome ] users | Groups | pomains | Network Gients | conniguration | reports JRECCiieg

Licenses In Use: 0

Current Statistics:

Registered Devices: 0

Unregistered Devices: 0 B
Served Domains: 0

Network Clients: 0

Protocols Enabled: 1

el 487 h1216

Conurinht 2001.9017 WiKID Gueteme Ine - Tame and Cand#inns

Picture.159 Configure WiKID

Step 3

Create an Intermediate CA clicking on “Create an Intermediate CA” link.

lil Logs || Home ||

Search for a user: | Domain: | Not Specified = |

Picture.160 Create an Intermediate CA

In the window that appears we fill in all the fields.
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Intermediate
ca Josso
Administrator
Email
This Server's
Fully Qualified |ubuntu [:
Host Name Certificate Signing Request Fo
Organization Before you can communicate with Network Clients or start the wAuth

s josso protocol listener you must obtain an intermediate certificate authority
Unit certificate from the WiKID Systems corporate CA. By completeing

R the form below you can generate a Certiicate Signing Request
grgamza‘ﬂonal (CSR) for this WIKID authentication server.
ame N
. |josso The CSR will be displayed on the screen in your browser. Simply
(alphanumeric select and copy the CSR text and click the link to the WiKID
only) corporate CAmanagement site. Paste the CSR into the area
provided and make a note of your transaction number. The signed

Locahty Athens Intermediate Certificate will be returned in the same browser window.

If you have a problem, please visit the support forums,

State (spelled

The passphrase wil be used to secure the key pair that identifies

out, not the Greece this system and you will need i to start the WiKID Server. This

abbreviation) will not be stored or If you lose or forget this
passphrase you will not be able to start the server or communicate

Two-Character with m:er syslemsbelxl:()TEL(lth THIS :As(:nmﬁg!;:
passphrase must be at least 6 characters long (but it shoul

COth]} COde GR much longer) and cannot exceed 200 characters

(US, e.q.)

Passphrase

Passphrase

again

| Generate |

Picture.161 CA fields

The most important field is the “Passphrase” because this Passphrase will be used
when we will connect JOSSO with the WIKID Authentication System. As we have
filled in all the fields we click on Generate button and appear a window with the
certificate that we just created.

Keys and CSR successiully generated! Your public/private keys have been saved to /opt/WIKID/ private/intCAKeys.p12 and are secured with the passphrase you
provided.

Below is your CSR for an intermediate certificate authority certificate. Copy the text below (including ——BEGIN CERTIFICATE SIGNING REQUEST-— and —END
CERTIFICATE SIGNING REQUEST-— lines) and paste them into the CA request system at (POP UP WINDOW):

I hitps:/ica.wikidsystems.com/wikid'newcertreqjsp
The signed Intermediate Cerl?icale will be returned in the same browser window.

it you have a problem, please visit the support forums

rrrrr BEGIN CERTIFICATE SIGNING REQUEST-----

MIICUTCCASECAQAwd jEUMBIGCSqGSIb3DQEIARYFSm9zc28xCzAIBgNVBAYTAKIS
MQEwDQYDVQQIDAZHemY 1Y 2Ux Dz ANBgNVBAC MBk FOaGVUcZEOMAWGAL UECgwFam 9z
c28xD]j AMBgNVBAsMBAp v 3NvMQBwDQYDVQQDDAZL YnVudHUwggEL MAGGCSqGSIb3 %
DQEBAQUAA4TBDWAWGQEKA0IBAQDHRhaal LO/PSnT 2AvtngWabsbx fS/BHWPIUG]S
pHnoirFw3vbwGAPNSke STYkKIBBMINZ GRp Ly HIMn SUTWBIGhSL jmITkkn711DRAL
GOGIZ+YrBX1Ky t+1/Z6qe7avadDgahoT78ROddgy cS1iu0Cumuven8pHs XKTEVHL
ZUSXxueTDHuMy f8]47rZRhD4HIu+V7T JbUDb 7au jmKt6mReSh 7 IPqFoh1C71iBO7K
BpWASCgx 3+jWwl4w]+GIYSxhB8ole /nuAs 2XgaQW1ZMKHIpKT6XQ7nXBlUSS0Jan
TfDiwk8rufgxHkagdsb7N3C0abVen2Ukeb /0oNS1 rRN/] 4,
hvcNAQEEBQADGQEBAEGZCNUGChSB0SsXpST7Zbwx /0Is1YATMTM J6Vv3haoMsIq
fWhJvFYG1RqL6FapTyisRXjJWCQNUSYxZ0js J6VTbIH4pSMDVQeUlumW3gGEshg Qe
d37nuDx+X0sZZz 20023wxWEdI1EWenp IrtFqitIZ+fZCKx /8NUHDFkS5Iq8y U7xx
piTdkmLfafm3xME]j461wd2vByacEKrUXiYlirWu31Qjx0nbGbKgYayvOvh1XART2
dwWdozbyPdChgBpT Mc63+7n7Qf Dz4d6zFUNSd g OW1 OFFwS1 jalgfkHz 8DDTq0z 3T
EyJgNyCGikoRSIw/nmjzeNxnSfoyl7fkyvlrowg=

rrrrr END CERTIFICATE SIGNING REQUEST-----

Go to Install Intermediate Certificate function when you receive your cert.

Picture.162 Generate Button




W[ University of Piraeus
Department of Digital Systems

M.Sc. Security in Digital
~——" Systems Single Sign-On

As a next step we copy this certificate and click on the following link:
https://ca.wikidsystems.com/wikid/newcertreq.jsp that opens a pop up window in
which we paste the certificate and click on submit for processing button.

Please paste the text of your CSR into the input area below (including --—--BEGIN CERTIFICATE SIGNING REQUEST-—-- and
-——-END CERTIFICATE SIGNING UEST-— lines).

After you submit the CSR your evaluation certificate will be automatically generated and displayed.

Submit for Processing

Picture.163 Submit for Processing Button

Thank you. Your WiKID intermediate certificate is being generated....

----- BEGIN CERTIFICATE-----

MIIEoDCCA41gAwIBAQICQuAwDQY IKoZIhvcNAQEEBQAWgaUxCz AJBgNVBAYTALVT
MRAWDgYDVQQIEwdHZWIY Z21hMRAWDg Y DVQQHEWdBd GxhbnRhMRowGAYDVQQKEXFX
allt JRCBTeXNOZW1zIELuYzEUMBIGAIUECKMLQOEgU2Vy dml jZXMxHDAaBgNVEAMT
E2NhLndpazlkc31zdGytcySjb20xIjAgBgkghk 1GowOBCOENEZNhQHdpaZlke3lz
dGVteySjb20wHhcNMTT xMDAAM | AxNT Aywh e NMTUxMDAAM ] AXNT AyWB2MROWEGY ]
KoZIhvcNaQkBFgVKb3NzbzEL MAkGATUEBhMCRL IxDz ANBgNVBAgMBkdy ZWV j ZTEP
MADGAL UEBwwGQXRo ZWSzMQ4wDAYDVQQKDAVgb 3Nz b zEOMAWGAL UECwwFam9z c 28x
Dz ANBgNVEAMMBNV1dWS0dTCCASIWDQY JKoZIhvcNAQEBBQADggEPADCCAGo CggEB
AMdGFposs789KZPY C+2eBZZux vFOLBET AB1Tomykee1kKsXDeSvAZY83nRSI9100]
zwz03MZGkvITOyZISVYE]RvkuObl0SSTU2UNHsKgZNnS1sFfUrK3639ngp 7tq9r
g00CGhPvxHRL2r JxKWK44K6a596  ykexcqORXEILRITGSSMMe 4z J/yPIutlGEPgC
n7SXtMLtQNvtq60Yg2qZF71vsk+oWiGULUIHT s ry LYCwKDHTENb Av jCP4Yh jnGHT
yjV7+edCzZeBpBaVkwocikp /pdDudcGVTxI41gZN80JaTyuS+BceRgB2xvs3cISo
WVETZSRxv /Sg3gKtE3+cNik CAWEAAaOCAQYwggECMBOGAL UdDgQWBBT ZPAL0SIS]
arkKwwx Qho CS1NLgMT CBOgYDVRE] BIHKMIHHGBQX f tme CsC27p 1BC 1T4ENQh7 /vH
7qGBg6SBgDCBp TELMAK GALUEBhMCVVMxEDAOBgNVBAGTBOd 1b3InaWExEDADBgNY
BACTBOFObGFUdGExGj AYBgNVBADTEVdp SO1EIFNSc 3R1bXMgSWS j MRQWEGYDVQQL
EwtDQSBTZX]2aWNLczEcMBo GALUEAXMTY2Eud 21 raWRze XNOZW1 zLmNvb TEIMCAG
CSqGSIb3DQEIARYTY2FAd21 raWRze XNOZWL zLnNv b Y IBAT AMBgNVHRMEBT ADAGH/
MADGCSqGSIb3DOEBBAUAAATBAQDUAMUGZk AmSudva7QEB+cyCPWx j 1seRZMLaiig
CEVSSwfgpnk,/XzvtUXVS]/pwNriRphl1XBYPCrj0l976NaSVvOhy ZXECLkuClyDtB
+r82D605]1k1b ] VA41We J7SWuqxNx JPx /NSSGOwWB] 68nxz L THCE63q40Q0LEBn2C1 44 %
eNB4b14NOF0QE9aWt LhWurdvRg /m1EEDOs /W2HW7No4BMPudfVizUocg3jaXGjax
HdK3a8KZSKM/suzF2TkhsKYWIBORrpd CO9Gd TNemP391TsK/aoNpY9Z2s jplg2ecm
hmnCCUsW3EhJBiznt1qEUTTR] rekR1dGDVisvUgPgPRUgopP

----- END CERTIFICATE-----

Thank you for trying WiKID.

If you choose to use the commercial version after 30 days
please contact certs@wikidsystems.com for a permanent
production certificate.

Picture.164 Certificate
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Then we copy the certificate from the pop up window and paste it to the empty frame
in WIKID in order to install this certificate.

Paste the certificate into the space below (including the —BEGIN

CERTIFICATE-— and —END CERTIFICATE— lines).

————— BEGIN CERTIFICATE-----

MITEoDCCA41gAwIBAQICQudwDQY JKoZThve NAQEEBQAwgalxCzAJBgNVBAYTALVT
MRAWDgYDVQQIEwdHZNSy Z21hMRAWDGYDVQQHEwWdBd Gx hbnRhMRowGAYDVQQKExXFX
aUt JRCETe XNOZW1 zIETuYZEUMBI GALUECXMLQOEgU2Vydm1j ZXMxHDASBgNVBAMT
E2NhLndpa2lke31zdGvtcySjb20x1jAgBgkghkiGowOBCOENE2NNQHdpa2lke 31z
dGVtcySjb20wHhc NMTTxMDAAM ] AxNT Aywhe N[FUXMDAAM] AxNT AyW ] BIMROWEGY ]
KoZIhvcNAQkBFg VKD 3Nzb zELMAk GALUEBhMCR1IxDz ANBgNVBAgMBlcdy ZWV ] ZTEP
MAOGALUEBwWWGQXRoZWSZMQ4wDAYDVQQKDAVGh 3Nzb ZEOMAWGALLUECWwwFam9zc 28%
Dz ANBgNVBAMMBNV1dWSOdTCCASIWDQY JKoZLhve NAQEBBQADggEPADCCAQoCggEB
AMdGFposs789KZPY C+2eBZZuxvFaLBET A8 1 TomykeelKs XDe9vAZYB3MR5191Q0 ]
2wz 03MZGk vIfOyZISVYE]RvkuObl0SSfu2UNHgsKgZNnSisFfUrk38389ngp7tq9r
g00CGhPYxHRL2rIxKWK44K6a696 Ty kexcqORXEI1RITGSSMMe 4z 1 /yPIut1GERgE
m7SKtMLtONy tq60Yq3qZF71vsk+oWLGULUIHT s ry 1Y CwKDHT GNb Av JCP4Yh JnGHT
¥ jV7+e4CzZeBpBaVkwocikp /pdDudcGVTxI41qZN80]aTyuS+BceRgB2xvs3cISo
NVETZSRxv /Sq3qKTE3+CcNik CAWEAAZOCAQYwWgQECMBOGALLUADgQWEBTZPALOGIS]
a rifkwiix Cho CS1NLqMTCBOgYDVRO ] BIHKMIHHgBOX T tmeCsC27p 1B LTAENQh7 /yH
7qGBr6SBqDCBp TELMAK GALUEBhMCVVMxEDAOBgNVEAGTBOd Lb3InaWExEDADBgNY
BACTBOFGh GFudGEx G j AYBgNVBAOTEVdpSOT1EIFNSc 3R1b XMgSWS jMROWEGYDVQQL
EwtDQSBTZX]2aWNLczEcMBo GALUEAXMTY 2Eud 21 raWRze XNOZW1zLmNvb TELMCAG

After submitting the CSR to the WiKID CA
Server, you will be emailed a certificate for
this server. Copy the certificate block from
the email message and paste it into this form.
Enter the passphrase you created when you
generated the CSR request. This will unite the
private key stored on this server with the
certificate you recieved from WiKID.

This will complete the Certificate Authority

setup of this server. You can then generate a
rtifinota far thal alhact ovietare Far noa hy

Picture.165 Install Certificate

After we paste it, we fill in the passphrase field and click on Install Intermediate
Certificate button. In this way we just have installed the certificate.

Dz ANBGNVEAMMER VL dWS0d T CCASIWDY IR0 21 v CNAGEBBUADG gEP ADCCAQOCGOER
AMdGFposs 789KZPYC+2eBZZuxvFSLBETAS1TomykeeiKsXDeOv AZYS3mR5191G0
zwz03MZGkvIfOyZISVYEjRvkuOb10SSTu2UNHgsKgZNn5isFfUrk3639ngp7tgor
g00CGhPYXHRL2r JxKNK44KEa696 T yk excqORXEI1RIFGS5MMe 42 /¥ PNt LGEPC
n7SXtMLtQNvtg60Yq3qZF71vsk+oWi GULUTIHTS ry 1Y CwkDHFENb Av ] CPAYhjnGHT
yjV7+e4CzZeBpBaVkwocikp/pdDudcGVTxI41qZN80JaTyuS+BceRgB2xvs3cISo
NVETZSRxv /Sg3qKtE3+cN1k CAWEAAS OCAQYwggECMBOGAL UdDg QWBBT ZPALOEIS]
arWKwix Oh o CS1NLqMTCBOgYDVRO ] BIHKMI HHgBQX f tme CsC27p 1Bc 1 TAENQh7 /v H
7qGBqESBgqDCBpTELMAK GALUEBhMCVVMXEDACBgNVBAGTBOd 1b3InaWExEDACBgNY
BACTBBFOb GFudGEXGj AYBgNVBAOTEVdpSOTEIFNSC3R1bXMg SWSMROWEG YDVQQL
EwtDQSBTZX12aWN1czEcMBoGALUEAXMTY2Eud21 raWRze XNOZWL zLmNvb TEIMCAG
CSqGSIb3DQEJARYTY2FA 21 raWRze XNOZW1zLnNvhY IBAT AMBgNVHRMEET ADAQH,/
MAGGCSqGSIb3DQEBBAUAAGTBAQDUAMUGZK 4mSudva7QEB+cy Pk i1 seRZMLaiig
CEVSSwTgpnK/Xzy tUXYS.]/pwNriRph1XBYPCrjB1976NasVvOhy ZXECTkuClyDtB
+r82D6Q5] 1kibVA41WNe I7SKugxNx JPx /NSSGOWB ] 68nxz 1 1HCE3q4QQLBN2C1 4A
eNB4b 1 4NOFOQ6SaWt Lhwu rdvRg /m1EEDGS /W2HW7No 48MPud fvizUocg3jaxGjax
HdK3aBKZSKM/5uzF2TkhsKYWIBQRrpdCOGdTNEmP391TsK /aoNpY9Z2s jplg2ecm
hmnCCUsW3EhJBiznt1qEUTTR] rskR1dGDVisvUgPgPRUgopP

----- END CERTIFICATE-----

Enter the Passprase for the key store:

u N |

| Install Intermediate Certificate |

e T
the email message and paste it into this form.
Enter the passphrase you created when you
generated the CSR request. This will unite the
private key stored on this server with the
certificate you recieved from WiKID.

This will complete the Certificate Authority
setup of this server. You can then generate a
certificate for the localhost system for use by
protocol modules and applications running
locally.

Note: Before you can use the new certificate
you will need to stop and start the this server.
You will be prompted to enter the server
passphrase whenever the server is started.
This is required to unlock the private key for
this certificate.

Picture.166 Install Intermediate Certificate Button

Step 4

Create a localhost Certificate by clicking on “Create a localhost Certificate” link. In
this window we fill in all the fields and click on generate button.
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® Il Logs Il Home ||
[ Home [ users | Groups | pomains | Network Ciients ] configuration | Reports ISRV | Domain: | Not Specified 2| [ 4

Completed - Intermediate CA installed.

Return to Configuration Menu
Next: Create a localhost certificate

Picture.167 Create a localhost Certificate
iocatbost ]

This Server:
Client's Fully Quaﬂ%ﬁed Domain Name localhost
Organization Name |

Client PKCS12 Passphrase

Passphrase again

\

\
Country Code | |

\

\

\

Server Keystore Passphrase

| Generate |

Picture.168 localhost Certificate Fields
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Il Logs [|| Home ||

[ Home | Users | Groups | Domains | Network Ciients | Configuration | Reports U L Domain: | Not Specified | |:
S

Success!

You have successfuly generated a PKCS12 certificate store for client: localhost.

The PKCS12 file is located at /opt/WiKID/private/localhost.p12 and is armored with the

passphrase you provided on the previous screen. Now, we recommend that you enable
network protocols.

‘Copyright 2001-2012 WiKID Systems, Inc. :: Terms and Conditions :: wikid-server-enterprise-3.4.87-b1216

Picture.169 Success Window

Step 5

Enable network protocols.

WAUTH is already enabled but it is recommended to enable and another protocol.

mmmmm LUt Searchfor auser: Domain: | Not Specified 2
llocatbost ]

RADIUS Configuration

Typically, there is no need to change any items on this page.

RADIUS is NOT INITIALIZED

Host Name: WIiKID Radius Authentication R‘

IP Address: 127.0.0.1

Port: 1812

Multihomed?: & (Default is on)

Debug Level: @ Normal © High © Debug

Use Accounting?: ]

Accounting Port: 1813

Restrict Network Clients?: [

Password Encoding: UTF8 (Default is UTF8)

Secret Encoding: UTF8 (Default is UTF8)

| Initialize |

Picture.170 Enable Network Protocols

Step 6

Create a Network Client.
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As we have created a Network Client it has been created a certificate. This certificate
will be uploaded in JOSSO when we go to connect JOSSO with WIiKID
Authentication System.

(®) Il Logs ||| Home [
[ Home | users | Groups | Domains | Network cients | configuration | Reports it bt s Domain: | Not specified - | | §
iz Create ANew Domain ==
" . . —n Max Max
Domain Device Domain Minimum Passcode Max Bad Create "
Name <« Name Identifier PIN Lifetime _ Passcodes e Date Lol
PINs response

N
Wpsyem e, [l oporpage Il Feeaback ] |

Picture.171 Network Client

Step 7

Create a Domain.

Domain Management Page

Domain Name: (max 30 characters)
Device Domain Name: (max 20 characters)
Registered URL:
Server Code (12-digits):
Minimum PIN Length: [ 6
Passcode Lifetime (seconds): 60
Max Bad PIN Attempts: 3
Max Bad Passcode Attempts: 3
Max Sequential Offlines: 5
Token Types
Allow All Token Types @
Require Locked Tokens .
Require Wireless Tokens
Require Either Locked or Wireless Tokens
Use TACACS+ O

| Create |

Picture.172 Create a Domain
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Step 8

Create a user.

Before clicking on manually validate a user button we have to open a WiKID token in
order to create a registration code which will characterize the user that we going to
create.

= ™=

# WIKID Authentication -

Registration Successful (Systems, Inc.

7j6WpJEm
N |

| v-w—rr@‘i

Picture.173 WIiKID token

When we will try to login in JOSSO with the username of the user that we have just
created, it will be authenticated by the passphrase that WiKID token creates.

[ Home [ users | Groups | Domains | Network clients | Configuration | Reports JIECCEICETETS Domain: | Nok Specified = | | |
b
Set-up: — Manually Validating a User
Registration Registration Embedded Domain Donem“';']?n e Registration
Code(SHA1) Code(SHA256) ID Name Name Time

2012-10-08

3AI54kga Ti6WpJEm demo demao 1752590330245794246 14:45.35.709183

Copyright 2001-2012 WiKID Systems, Inc. :: Terms and Conditions :: wikid-server-enterprise-3.4.87-b1216

Picture.174 Reqistration

When we have configured WiKID Authentication System, we have to connect it with
JOSSO. In order to connect JOSSO with WiKID Authentication System we have to
upload the two certificates that we have created in WiKID Authentication System to
the Atricore Console. The certificate, as we have already stated, is in Network Client
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and we have to download it. The other certificate is located in opt/WiKID/private
folder and is a CACertStore certificate. As long as we have available these certificates
we can continue with the JOSSO setup.

As we already have created the Identity Appliance as we have see in chapter 23 the
next step that we have to do is to add WiKID entity by clicking on WiKID item from
pallet and drop it into Diagram canvas.

we

Aricore
Enterprise.

1, Administrator

_@ Identity Appliance Modeler ‘ 5@ Identity Appliance Lifecycle Management | d‘:‘« Account & Entitlement Management | }% Sy stem Settings | ﬂ H

| o Mew || Empty | dentity Appliance |v‘ | ir;* Open || Select an appliance to open ‘v| | g‘ Import || & Export |
v (I=identiy sl - 'denm% Entities
™ senice? Idlentity > I i g LT T —
v ~—..} @ = =0 users Authentication
» P connections ! F L3y WIKID 2FA
!_‘;‘ilmss [ ]:\.[ Directory Service
o =4 senvicel = semvice2 &1 Windows Domain
v '__}selwcel \K ? ’
> ;@cunnectians '%i& g‘g
= tomeat < ) jboss i
= L S— %Il Identity Sources
o * | | | Execution Environments
¥ a\tlenmy L] v -
—{ || Connections
M ET I . [»]

Picture.175 Add WiIKID in JOSSO

As we drop the WIKID item into Diagram canvas the window that illustrated in
picture 176 appears. In this window we have to fill in the fields and to upload the
certificates that we have already mentioned (for more information look on chapter
17.3).
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New WIKID Definition %]

Mame: w:.|wikid

Description: |

Semver Host = | 192,168.50.157

Server Port: +[8388

Certificate Authority Store: f| CACertStore | -

Certificate Authority Password: = | bk

WIKID Client Store: f| wikid.p12 |v

|
|
|
|
Server Code: %|192168050157 |
|
|
|
|

WiklD Client Password: ’l**“”

[ 0K | [ Cancel

Picture.176 WiKID Definition Window

After that step we click on OK button. The last thing that we have to do is to connect
the Identity Provider with WiKID with an Identity Verification connection.

=

g Y
Enlerpnisa Edition

|dentity Appliance Modeler | #5) Identity Applisnce Lifecycle Management | @& Account & Entitlement Management | “§% System Settings Hell
Y ApPP =) Y App ¥ g o] g 4 g P

| o New H Empty | dentity Appliance "H r;" Open H Select an appliance to open ‘v‘ a Save E-! Import é Export
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Picture.177 Connect WiKID with JOSSO

The only difference that worth mentioned in this authentication process is that when
we are going to login in Atricore we have to give a Username and a Passphrase
instead of a Username and a Password, so we have to generate a passphrase with
WIKID token and fill with that the passphrase field.
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26. Conclusion

In this thesis it was studied the implementation of the JOSSO solution for Single
Sign-On services. JOSSO was studied for its architecture and how it can be the mean
that interconnects different technologies under its roof in order to provide high level
services. All the components and various technologies are installed and configured in
a user friendly interface console that is very easy to navigate. It comes in two different
versions, one open source which is called JOSSO Community Edition and one
commercial called JOSSO Enterprise Edition. Both editions were tested and analyzed
in this thesis. Both have common features, but the Enterprise Edition has extra
features for collaborating with commercial Cloud Providers and Authentication
Providers. As a conclusion, JOSSO is one of the easiest to use and versatile SSO
solution, introducing this kind of technology to users that do not have to be
technologically skilled in a top level. It is a fine way for users to explore and learn
about the SSO technology.
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