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Aplepwon

Apiepwvw TNV napouca diaTpIBry OTOUC YOVEIG Jou, Nou We aTnpiéav os Kabe
Bripa TnG {wnc pou. ‘OxI HOVO PE NPOETPEYAV va onouddow Kal va akoAouBr)-
ow auTd Mou Pou apece, aA\a Pou napeixav kabe €idouc BonBeia yia va To
neTUXw. AuoTuxwc, dev NpoAaBa va dwow Kal oTouc dUo Tn Xapd va Pe douv
va KaTagepvw OAa 60a npoonadnad, aAAa ToUG EuxapioTw, TOUG ayanw Kal
TouG divw TNV UNOOoYeon OTI Ba Bupapal 0Aa 60a NEpaca Ta TEAEUTAia Xpovia
kal OTI Ba Nnpoonadnow va yivw &vag avbpwnog yia Tov onoio Ba eival nepn-

eavol.
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Evxaplotieg

H napoUoa diaTpiBr) anoTeAei TO ANOTEAEOHA €PEUVNTIKNG €PYaAciac Mnou
npayparonoinenke Ta TeAeuTaia xpovia ato Tunua MAnpogopiknc Tou Mave-
noTnuiou Meipaiwg. ©a nbeAa va ekPppacw TIG EUXAPIOTIEC HOU NPoG To Tun-
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avapgeoa oToug unown@iouc SI0AKTOPEC ToU, KABwG Kal yia TNV ukaipia nou
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Eavdpn, yia TNV €NIOTNKHOVIKA Tou kabodrynaon, TV avlpwnivn GUHNEPIPOPa
TOU Kal TNV anepiopioTn oTAPIEN Tou, og OAN Tn didpkeia TG OUOKOANG, yia
EUEVA, EPEUVNTIKNG Npoonabdeiac. Xwpic autov, dev Ba pnopolod va OAOKAN-

pWOW TNV Npoonabeld pou, kal 6a Tov EuyvwUovw yia navra.

Oa nBeAa va euxapioTnow Bepua Toug KaBnynTeg K. OgpioTokAN MavayiwTo-
nouAo kai K. Xpnoto AouAnyépn, nou pe Tipnoav w¢ YeAn TnG TpipeAoug Eni-
Tponng EniBAewng pou. O1 odnyieg Toug, ouveBalav aTnv 0AOKANPwGCN AuTnG

TNG EPEUVNTIKAC NPOCTABEIAC.

Eniong, 6a emiBupouoa va suxapioTnow Bepud, Touc kabnynTec K.k. Baaoileio
Xpuaoikonoulo, Oeddwpo ApTikn, Fpnyopio XovOpokoUKn kabwc kai Tov Ag-
kTopa k. MavayinTtn KolavikoAdou, Nou Jou kavav Tnv TIPN va ival JEAN Tng
E€eTaoTIKAG pou Emimponnc, kabwc Kai yia TIC OnUAvTIKEG NapaTnenoEIC nou

€kavav yla Tnv €peuva Hou.

EuxapioTw, noAU 6Aouc Toug PiAouc pou oTo MavenioTnPIo Kal €I0IKOTEPA TOV
Ap. KwvoTavTivo Matodkn kai Tov unoyneio didakTopa wtnpn Mnpouvia,
YIa TIG ATEAEIWTEG WPEC oulnTNOswV Kal avTaAhayng anoywewv oTta didagopa
nedia TnG napouoac €peuvac. H oupBoAn Touc ATAv AvekTiunTn kai Xaipopai

MouU €KTOC anod TNV EPEUVNTIKA £pyaaia, anektnoa dUo NOAUTIHOUC (IAOUC.

Aev Ba pnopouoa va &Exaow va euxapioTow Bepud, TN UNTEPA HOU Kal Tov

adeApO pou Mwpyo, yia TNV anepiopioTn NIk cupynapacTaon aAAd kai uno-
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povn (1), nou €dei&av auTa Ta TeAeuTaia xpovia. H BeTIKN Toug oTAoN, Kave
EQIKT TNV OAOKANPWON TNG NPOCNABEIA PoU, e anOTEAEONA va Bpiokopal o€

QuTnV TNV €UTUXN B€0n QuTn TN OTIYHN.

Telog, BEAW va euxapioTnow Bgpud Tn oUluyo Pou, Yia TNV UMOMOVH Mou -
OeIEe, TN OTAPIEN NMoU PoU €0wOE, Kal ToV KaAd TnG Adyo, o kGBe dUOKOAN yia

gMEVA oTIVMN. Xwpic TN dIKN TNG OUMBOAR dev Ba €ixa emTUXEI TO OTOXO HOU.
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[TepiAnym

O KOOMOG YUPW HaG, EXEI EI0ENBEI OE [ia EVTEAWG VEQ €MOXN, AvVAPOPIKA HE TN

XpNon TV ouoTNUATwV NANPOoPOpIKNG. PUOIKO anoTEAEONa auTou, €ival n
oAogva kal peyaAuTepn €€apTnon, ano Ta dIagopa GUCTHUATA NANPOPOPIKAC
TWV ENIXEIPNOEWY, NOU ouxva Bacifouv Tnv emiTuxia Toucg, otnv adiaAeinTn
(24x7) Aerroupyia TouG. ZTo MAQICIO AUTO, N AVTIHETWNION TWV KIVOUVWV Mou
avTIeTWNIlEl pia enixeipnon, kai €1I0IKOTEPA, EKEIVWV TWV KIVOUVWV NMou Pno-
pouv duvNTIKA va ENNPEACOUV TA GUOTNKATA NANPOPOPIKNG Nou JIABETEl, EXE
yivel enitakTikn. ‘Opwe yia va €ivalr duvaTtn n avTIgeETWNon Twv KIvOUvVay,
NPENEI NPWTA VA WNOPOUKE va PETPHOOUKE NOCO AOPAAEG €ival TO cUuoTNUa

NANPOMOPIKNC Nou JIABETOULE.

H napouoa diaTpifr, npoonabei va npooeyyiosl autd To NOAUNAOKO NpoPAn-
Ma, va avayvwpioel meava xpovikd npdtuna enavainywng kivouvwyv, kai, Te-
AOG, va npoTeivel pia véa, avTIKEIPEVIKN, akpIBn kal apuepOAnnTn WeBodo uno-
AOYIOPOU Tou €MNEDOU TNG AoPAaAelac evoc cuoTAKATOC NANPOPOpPIKAG. Ma To
oKoMno auTod, XPNOIUOMOIEI OTOXAOTIKEC PeBOdOUC, Mou and Tn QuUON TOUG
unopouUv va diaxeipioTolv Tov napdayovra Xpovo, Kai Jnopouv va dwoouv £va

apiOunTIKO, KN Au@IoBNTNOIKNO Kal AUEPOANMTO ANOTEAECHA.
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Abstract

The world around us has already entered in a whole new era, regarding the
use of Information Systems. The consequence of that is the increasing de-
pendence of various corporations upon Information Systems, which frequent-
ly base their success on their continuous (24x7) operation. Within this con-
text, the mitigation of risks that a corporation faces, and, especially, those
that could potentially affect the corporation’s Information Systems, has be-
come more pressing than ever. However, in order to be able to mitigate the
risks, we should first be able to measure how secure our Information System

is.

This thesis makes an effort to address this complicated topic, identify any
possible risk repeating time pattern as well as to suggest a new, objective,
accurate and unbiased method for calculating the security level of an Infor-
mation System. To this end, it explores the usage of stochastic calculus,
which by definition can handle the time factor and produce a solid, objective

and unbiased result.
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KED®AAAIO 1: Etdxol kal kivntpa NG
EPEVVG

1. Eloaywyn

Eival yevikd anodekTd, OTI 0 KOOPOC TWV EMIXEIPNOEWV €XEl AAGEEI apdnv Ta Te-
AeuTtaia xpovia. O avtaywviopog PETAEU Toug €xel Yivel 101aiTepa okANpOG kai n
NnaykoopIonoinon €xel eVvTeivel akOPa nepPICOOTEPO TNV avaykn 1apoponoinong
diag enixeipnong anod pia aAAn. ZTo nAQioclo auTo, Ol ENIXEIPNOEIC XPEIAOTNKAV Va
Xapa&ouv VEEC OTPATNYIKEG, Ol OMOoiEG Ba TOUG ENETPENAV va au&noouv Tnv neia-
TEIQ TOUC, aneUBUVOMEVEC - avaykaoTIKa - 0 pia NoAU PeyaAuTepn —Naykoouia-
ayopd, HECW TNG XPnong Tou kuPepvoxwpou. O TEPAOTIOE OYKOG TWV XPNOTWV
aAA@ kal Twv NAnpogopinv nou diakivouvtal aTo d1adikTuo, anoTEAECAv, anoTe-
AoUv aMAd kal Ba anoTtehoUv pia diapkr) NpOkANon aAAd kai kivduvo yia TIG eni-

XEIPAOEIC MOU UIOBETNOAV QUTH TN OTPATNYIKN).

1.1 HAekTpovikn diakuBEpvnon

>Tn oUyxXpovn €noxn TwV EMIXEIPNOEWV OAO Kal CUXVOTEPA CUMPAIVEI TO MOAUTI-
HOTEPO MAEOVEKTNMA TOUC Va €ival ol NANPOPOPIEC MOU EXOUV OTNV KATOXI TOUC
Kdl T ouoTAMATa NANPOPOPIKAG Mou TIC unooTnpidouv. To Napado&o Ouwc €ival
OTI aQuTO YiveTal eAaxIoTa katavonTo and TIG JIOIKAOEIC TOUG. Ol EMITUXNUEVEG
EMIXEIPAOEIC avayvwpilouv Ta OPEAN TwV CUCTNHATWY NANPOPOPIKNG Kal Ta Xpn-
olgonolouv yia va au€noouv Tnv a&ia kali TNV avtaywvioTIKOTNTA Touc. AUTEC Ol
EMIXEIPATEIC eniong evTonifouv kai diaxelpifovTal Toug OXETIKOUG KIVOUVOUG, ONwe
gival n kpioiun €€apTnon noAwv enixeipnaolakwy d1adikaciwv and Ta GUoTHKATa

NANPOPOPIKNG Kai N au&avouevn nieon yia CUPHOPPWON PE PUBUIOTIKA NAdiola.

H avaykn yia Tnv eniBeBaiwon TnG a&iac Twv ouoTnUATWV NANPOPOpPIKAC, N dia-
XEipIoN TWV KIVOUVWV NOU Ta apopoUV Kal 0l QUEAVOUEVEC anaITNOEIC YIa EAEYXO
TWV NANPOPOPIMV YiVOVTal KATAVONTEC TwPA WE BACIKA OTOIXEIQ TNG ENIXEIPNHA-

TIKAC dlakuBEpvnonc. H a&ia, o kivduvocg kal 0 EAeyXo¢ anoTeAoUV Tov NUpRva Tng
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dlakuBepvnong Twv ouoTnuatwv nAnpogopikng (Information Technology Gov-
ernance). H diakuBépvnon Twv cUOTNUATWV NANPOPOPIKAG €ival eublvn Twv a-
VOTEPWV OTEAEXWV Kal Tou OloIKNTIKOU GUMPBOUAIOU, Kal XwPIileTal OTOUC TOMEIC
NG d10ikNONG, TWV OPYaVWTIKWV JOHWV Kal TEAOG, Twv d1adikaciwv Nnou €€acpa-
AiCouv OTI Ta ouoTAPATA NANPOPOPIKAC OTNPI(OUV Kal EMEKTEIVOUV TIC OTPATNYI-

KEG KaBw¢ kal TOUG 0TOXOUG TOU opyaviouou.

1.2 OEAN TNC NAEKTPOVIKNG OIAKUBEPVNONG

H diakuBepvnon Twv ouoTNUATWY NANPOPOPIKNG EVOWHATWVEI aAAa kal Beao-
BeTel 0pOEC NPAKTIKEC Mou €€ac@aAifouv OTI Ta CUCTNHATA NANPOPOPIKNC UMNO-
oTnpiouv TOug enixelpnolakoug oToxouc. H diakuBepvnon Toug eMITPENEl ETOI
oTNV E€NIXEipNon va eKPETAMEUBE NANPWC TIC NANPOPOPIEC TNC, WOTE VA WEYI-
oTonoINoel Ta oQEAN, va aglonoinoel TIG EUKAIPIEG KAl va anokopioel avTaywvioTi-

KA NAEOVEKTNMATA.

MpokeIdevou va npaypartonoin®olv autd Ta anoTEAECATA anaiTeiTal Eva nAgiolo
yIa TOV €AEYXO TWV CUOTNHATWY NMANPOPOPIKNAC NMOU VA aKOAOUBEI upEwC anode-
KTA nAaigia eAEyxou yia TNV enixeipnuaTikn diakuBepvnon kai Tn diaxeipion Kiv-
duvwv, onwg yia napadeiypa To nAaigio COSO (Committee of Sponsoring Organi-

zations of the Tread way Commission, Internal Control—Integrated Framework)

[1].

Ol enIXEIPAOEIC MPEMEI VA IKAVOMOINGOUV TIC MICTWTIKEG ANAITACEIC Kal TIC anaiTr)-
O€IC ao(AAEIac Kal NoIOTNTAC yia T OUCTAKATA NANPOPOPIKNAG, KE ToV idlo TPOMo
nou auTto cupBaiver yia 6Aa Ta unodloina nayia. H dioiknon npénel eniong va Beh-
TIOTOMOINOEl TN XpPron Twv JIaBEoIwY NOPWV TWV CUCTNHATWV NANPOPOPIKNG,
OUMNEPINAPBAVOUEVWY TWV EPAPHOYWY, TWV NANPOPOPINV, TNG UMNOJOUAG Kal
Tou avBpwnivou duvapikou. lNa va dlaxelpIoTel auTeG TIG UBUVECG, kaBWG eniong
Kal yia va eniTUXEl TOUC OTOXOUG TNG, N dloiknan npenel va yvwpilel TNV kaTaoTa-
on TWV CUCTNUATWV NANPOPOPIKNG TNG EMNIXEIPNONG KAl va anopaciosl To £id0g

TNC JIAKUBEPVNONG Kal TOV EAEYXO MOU MPENEl va NApEXEL.
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1.3 AnoTeAeopaTikn diaxeipion TwV CUGTNHATWY NANPOPOPIKAG

Kpioiung Aoindv onuaciag yia Tnv enifiowon kai Tnv enituxia piag enixeipnong a-

noTeAei N anoteAeopaTikn dlAXEipIon TWV NANPOPOPIWV KAl TWV OXETIKWV TEXVO-

Aoyiwv MANPOPOPIKAG NOU XpNOILONOIEl. ZTNV Naykoouia Kolvwvia Tng NAnpogo-

piac, onou n nAnpo@opia Ta&ldelel HECW TOU KUBEPVOXWPOU XWPIG TOUG MEPIOPI-

Opoug Tou Xpovou, andoTaonc kal TaxuTnTac, auTtn n KPIowoTnTa yiverar eugpa-

VA ano pia ogipa yeyovoTwv 1) / Kal KaTaoTAoEwV nou JIENOUV Tn aUyXpovn Ka-

ONUEPIVOTNTA Pac aAAd Kal auThG TWV ENIXEIPAOEWV:

Ta TeAeuTaia Xpovia, n €€apTNON Kac anod Tnv nNAnpogopia kal Ta ouoTn-
parta nou Tn diaxelpifovTal, Yiveral oAogva kal peyaAuTepn. ‘'OAo kail ne-
PIOOOTEPEC £PYATieC OIEKNEPAIWVOVTAl HEOW TOU KUBEPVOXWPOU Kal HAAI-
OTa anoTeAei oTpaTnyIkd OTOXO N MEYaAUTEPN XpnOolIKonoinan Tou yia Thv
oAokANpwaon Miag ogipdag diepyaciov, Onwg ol GUVaAAayeg pag pe 1o Anpo-
010 1) TIC Tpanedlec.

Me Tnv au&avopevn €€apTNON Pag and Ta CcuoTAPATA NANPOPOPIKNG, EY-
qavioTnkav kal KAanoleg napevepyeles. 'ETol Ta TeAeuTaia xpovia naparn-
poUPE Mia au&nTikn TAon OTNV avixveuon €unadsiv oTd ouoTnPATa NAn-
POPOPIKNAC. AUTO PE TNV o<ipd Tou npokUNTEl, and To TepaoTio UPOC a-
neIA@v, Oonwc yia napadeiypa KuBepvo-andTtnc kai KUBEPVo-eNIBECEWY OTa
dlapopa ouoTAKATa NANPOPOPIKAG PE OKOMNO TNV AMOKOWIOoN €uaiodnTwv
aAA@ kal anoppnTwv nAnpogopiwv. 'Eva €ido¢ NOAEUOU NANPOPOPINV N
KaAUTEPA MOAEWOU yia TNV anokTnon nAnpoQopiwv, €xel Eeondcel Ta Te-
AeuTaia Xpovia avapeoa O ETAIPEIEC PJE TNV MOP@N TNC ETAIPIKAC KaATa-

okoniac, Y okond TNV avTiypa®n n Kar Tnv evnuépwon yia Ta diagpopa
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NPoIOVTa N UNNPECIEC MOU NAPEXOUV, AAAG aKOMa Kal PETAEU KPATWV ME
TNV Jop®r TNG KaTaokoniac.

e T[ivovTal oAoéva kal PeyaAUTEPEC eNevOUOEIC, TOOO O PEYEDOC OO0 Kal O€
KOOTOG, O€ UOTAKATA NANPOPOPIKNAG. TO KOOTOC TwV £NEVOUCEWV AVAUE-
VETAl va au&nBei Ta endpeva xpovia apou n €EApTNON TWV ENIXEIPAOEWV
anodé Ta oucoTAMATA NANPOPOPIKAG ONWC Npoava@epdnke napouacialel au-
ENTIKEG TACEIC.

e Ynapxel peyain niBavoTnTa aAAa Kal NPOCHOVH) Ol VEEG TEXVOAOYIEG va aA-
Aa&ouv pIiKa TIG EMIXEIPNOEIG KABWG Kal TIG ENIXEIPNHATIKEG NPAKTIKEG TOU
onuEPA, dNUIOUPYWVTAG VEEC EUKAIPIEG AAAG KAl JEIWVOVTAG TA KOOTN TWV
eNeVOUCEWV.

e [a napa noAAEG enixelpnaoeiG, N nAnpo@opia, aAAd kal Ta ocucTAPATa nAn-
pOPOPIKNAG Nou Tn diaxelpifovTal, anoTeAoUV Ta Mo NOAUTIKA NEPIOUCIAKA

TOUG OTOIxEIq.

EninAéov, oTo onuEPIVO 101AITEPA AVTAYWVIOTIKO KAl OUVEXWG HETABAAOUEVO Ne-
PIBAN\OV TwV ENIXEIPACEWY, N dIoiKNON €Xel 101AITEPA AUENUEVEC ANAITOEIC OOV
agopa TIG ASITOUPYIEC TWV CUOTNHATWY NANPOPOPIKNG: N dloiknon anaiTei augn-
HEVN noldTNTa, AEITOUpYIKOTNTA aAAG €ukoAia OTn Xpnon, HEIWon Tou XPOvou
napadoong kai ouvexn BeATinwon Twv eninedwv NApoxng unnpeciwv. Evw Tauto-
Xpova, anaitei 0Aa Ta npoavapepOevTa va oAokANpwOoUv e To XaunAdTepo du-

vaTov KOoTOC.

Yndapxouv pia ogipd and aAAayec oTta ouoTnuaTa nANPogopIknG aAAd kai To ne-
pippeoV nepIBArov AeIroupyiag Toug, nou Tovifouv TNV avaykn yia Tnv kaAUTepn
dlaxeipion Twv KIVOUVWY Nou €Xouv va kavouv Pe Tnv MNMAnpo@opikn. H e€aptnon

and TNV NAEKTPoVIKA NANPopOPnNon Kal Ta CUCTAKATA NANPOPOPIKNAG KPIVETAl
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anapaitTnTn yia TNV unooTnpIEn KpioIdwv enixelpnuaTikwv diadikaciwv. EmnAéoy,
TO pUBUIOTIKO MEPIBANOV Eival n UNOXPEWTIKN €MIBOAN AUOTNPOTEPWV EAEYXWV
oTIC OIaBE0IPEC NANPOPOPIEC. XaPaKTNPIOTIKO napadeiyya €ivalr 7o pubuIoTIKO
nAaiolo Twv Sarbane-Oxley Tou 2002, 6rou BewpeiTal iowg To nio okANPd pubuI-
OTIKO MAQicIO Nou undapyel. AUTO, HE Tn OEIPA TOU, OQEIAETAI OTIG AUENUEVEG
YVWOTOMOINCEIG TWV KATAOTPOPWYV GUOTNHATWV NANPOPOPIKNG Kal TV au&non

TNG NAEKTPOVIKNG andaTng.

1.4 Kivduvoc cuoTnUaTwv NANPOQOPIKNG

O KivOuvoC OUCTNHATWV NANPOPOPIKNG BEWPEITAI WC EMIXEIPNMATIKOC KivOUVOC
Kal €I0IKOTEPA WG KivOUVOG Nou OXETICETal e TN xpnon, Tnv 181okTnaia, Tn Ael-
TOUpYid, TN CUUMPETOXN, TNV EMIPPON Kal TNV £YKPION TWV CUCTNHATWV NANPOpO-
PIKNG OTNV €nixeipnon. AnoTeAsiTal and di1Ggopa yeyovoTa MOU anoppeOUV ano
Ta oUOTAKATA NANPOPOPIKNAC Kal Nou Ba pnopoucav duvnTika va xouv BAABEPES
EMINTWOEIG OTNV €NiXeipnon. Mnopei va oupBei pe onoladnnoTe ouyxvoTnTa Kal
€KTAON, Kal ONUIOUPYEI NPOKANCEIC —HIKPOTEPEC | HEYAAUTEPEG- OTNV EMIXEIPNON,
yla TNV €NiTeUEn Tou enixelpnUaTikou aToxou kal agkonou. O1 Kivduvol cuoTnua-
TWV NANPOPOPIKNAG UNopoUv va Ta&ivounboUv o SIAPopPeC KATNYOPIEG, ONWE Pai-

vetal otnyv Eikova 1:

Kartnyopieg Kivduvwv ZucTnHatwv NMAnpopopIkng

Kivduvol nou oxeTiovTal HE TNV CUVEICPOPAa ﬁ
TWV OUCTNHATOV NANPOPOPIKNG OE VEEG ) @

BeATIONEVEG ENIXEIPNHATIKEG AUCEIG

Kivduvol nou oxeTifovral pe OAEG TIG NTUXEG
NG andéd00nNG TWV CUCTNHATWV
nANPopopIkIig

Eixova 1: Karnyopionoinon KivdUvwv cucTNHATOV NANPOPOPIKIG

Sehida 32 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

e Kivduvol nou oxeTiovTal e TN KN UIOBETNON KaAnolag TexvoAoyiag n onoia
Ba BeATioTonoloUoE TNV ANOTEAECUATIKOTNTA KAl anodoTikOTNTA TWV €ni-
xeipnuaTikwv oiadikaoiov r 6a dpolos w¢ KaBopIoTIKOC NapayovTac yia
TNV ANYn ENIXEIPNHATIKWV NPWTOROUAIQV.

e Kivduvol nou oxeTiovTal JE TN OUVEIOPOPA TWV CUCTNHATWY NANPOPOpI-
KNG O€ VEEC N BEATIWHEVEG EMIXEIPNMATIKEG AUCEIC, OUVABWG PE TN HOopPN
VEWV MPOYPARHATWV I NPoiovTwV. AUTO £xel Aueon €nidpacn OTo XapTo-
(PUAAKIO TWV €NEVOUCEWV Hiag nixeipnonc.

e Kivduvol nou oxeTifovral Pe OAEG TIGC NTUXEG TNG ANOdOONG TWV CUCTNHA-
TWV NANPOQPOPIKNG, Ol OMOIEC MNOPOUV va EMIPEPOUV TNV KATAGTPOPHN N
TNV eniTuxia Tng a&iag piag enixeipnong.

Qc yevikr} napadoxn YNopoule va Nnoupe OTI ol KivOuvol CUGTNHATWY NANPOPOpI-

KNG O€ Wia enixeipnon unapyouv navra, aveéapTnTwe av auTtd avixveleTal N ava-

yvwpileTal anod autn.

1.5 2ZTOX0! TNG €pEUVAC

H euneipia €xel dei€el 0TI Ta oPEAN ano Tnv NAEKTPovIKN dlIaKuBEPVNON ival noA-
Aa kal onuavTikd. ‘Opwe, n dnuioupyia VEWV NAEKTPOVIKWV d1adikacliwv kai n ulo-
B£TNON TOUC, UNOKPUNTEI KAl KAMOIOUG KIVOUVOUG, JEPIKOI and Touc onoioug eival
gKEiVOl TwV ouoTNUATWV NANpoopikic. O kivduvol and Ta ouoTAPATA NAnPo-
QOPIKNG Eival KOPKATI TOU GUVOAIKOU KIVOUVOU MOU avTIHETWRIZEl pia eMiXeipnon.
'ETol Aoinodv, To nAgioio diaxeipiong KivOUvwv gival To KaTaAANAOTEPO epyaleio
yia Tn diaxeipion Toug anod TIG DIOIKAOEIC TwV ENIXEIPACEWV. To NAQioIo auTo Wno-

pei Kal npenel va eEeIdIKEUTEI 0T dlAXEipIon TwV KIVOUVWY CUOTNUATWY NANPo-

(POPIKNG.
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AuTo €ival avaykaio yiati nAéov n €€eIdikeuon TwWV CUCTNUATWY NANPOPOPIKAG
gival NOAU PeyaAn kal Ta CUOTAMATa €Xouv Yivel nio cUvBeTa and noTe. Me Tn
o€Ipd Tou, auTod Pac odnyei OTO va €0TIACOUKE OTOUC KIVOUVOUC TWV CUOTNHATWY
NANPOPOPIKNG ME TPOMO TETOIO Mou va ouvdualel TOOO TIC YVWOEIC KMac ano Tn
diaxeipion kivOUvwv 000 Kal TIC YVWOEIC HAC and Toug KIVOUVOUC CUOTNHATWY

NANPOPOPIKNG Kal €I0IKOTEPA, OTOV TOUEA TNG AGPAAEIAC TOUC,.

‘ExovTac avapepBei 0TOUG KIVOUVOUC TWV OUCTNHATWV NANPOQPOPIKNG kal Tn Oia-
XEIPION TOUC, NPENEl va ava@eéPouPe OTI 0 OKOMOG auTnG TNG €peuvac €ival va
oupBaAel otn diebvn BiBAIoypagia kal va NpPoTeiVEl &va VEO TPOMO AnoTiUNoNG
KIVOUV@WV GUOTNHATWV NANPOPOPIKAG NMou 6a Pnopouce va Xpnolponoinbei wg
gpyaieio yia Tnv npoBAewn Twv KIVOUVWV TWV CUOTNHATWV NANPOQPOPIKNAG Hiag

ENIXEipnong.

1.6 KivnTpa TnG £peuvag

Mia oTpaTnyikn kai PHEyaAng onuaociag povada o€ pia enixeipnon €ival autn Tng
dlaxeipiong KIvOUVWV. YNApxel Ta TEAeuTaia Xpovia Evrovo evdlapépov, TOCO ano
TNV NAEUPA TWV ENAYYEALATIWV TOU €iI00UG 00O Kal anod TNV NAEUPA TWV EPEUVN-
TV, yia Tn BeATIOTONOINON TWV £pyaciowv TNG Hovadac autnc. MoAAG povTeAa
dlaxeipiong €xouv NpoTabei kal UIOBETNOEI Kal EKTETAPEVEG EPEUVEG EXOUV Yivel O€
aQuTov Tov TopEa. H €vrovn Aoinov avaykn auTr), anoTEAEoE €va 10Xupod KivnTpo

yla TNV €KnNovnon auTng Tng dIaTpIRnG.

'Eva peydlo pépog Tng diaxeipiong kivOUvVwv €ival apiepwPéVo TNV anoTinon
TV KIVOUVWYV. MEePIKEG anod TIC EPWTNOCEIC NMou kaBnuepiva kahoUvTal va avTiye-

TwMioouv o1 JIOIKACEIC TWV ENXEIPACEWV Eival:
o [600 aoPalec eival éva ouoTnPa NANPOPOPIKAG;
e [penel va evrayxBei oTouc KIvOUVOUC OUCTNHATWY NANPOPOPIKAC;
e T[IpénEl va OUPPETEXEI OTOV OUVOAIKO KivOUVO MouU N EMIXEipnon avTIPETW-

niCel kal nolo Ba &ival To avTioToIxo KOOTOC;
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'Eva Aoindv and Ta kivnTpa yia Tn diatpiBry auTn, €ivai n BeATioTonoinon Tng a-
noTiNoNG Twv KIVOUVWV oUOTNHATWY NANPOPOPIKAG, ME TNV KABIEPpWON €VOC
VEOU QVTIKEIMEVIKOU POVTEANOU nou Ba napexel Tn duvatoTnTa oTIC JIOIKNOEIC TWV
EMIXEIPNOEWV va NpoPaivouv O€ AVTIKEIYEVIKEG AEIOAOYNOEIC TWV KIVOUVWV Mou
avTigeTwnilouv. Me TO VEO MPOTEIVOUEVO HOVTEAO MPOOPEPETAl N duvaToTNTA
OTIG ENIXEIPAOEIC TNG KAAUTEPNG dlaxeipIong Twv NOPwWV TNG, TOoo O€ €ninedo av-
Bpwnivou GUVAUIKOU 00O KAl OE OIKOVOMIKO €Minedo Mou MPOEPXETAl aAnd Tnv

XPNon TV oUGTNHATWY NANPOPOPIKNGC.

Eivar adiaupioBnitnTo, OTI UNApPXel Wid au&avopevn €EApTNON TwWV OUYXPOVWV
ENIXEIPAOEWV aNo TA CUCTNKATA NANPOPOPIKAG Nou Xpnaiydonoliolv. O1 VEEC Te-
XVOAOyieC Mou kaTakAUZouv To Xwpo TN NANPOPopIKNG aAAd Kal ol eEeNEeIc aTov
TOMEQ TWV UAIKQV, NApEXOUV KaIVOUPYIEG N Kal HEYAAUTEPEG EUKAIPIEG OTIG ENIXEI-
PNOEIG YIa va au&noouv Tov KUKAO EPYAOIWV TOUG, EMEKTEIVOUEVEG OE OAOEVA Kal

MEYAAUTEPEG ayopeC aAAG HE onpavTika XaunAOTEPO KOOTOG.

EpeuvnTEG eKTIHOUV OTI POvVO OTIG Hvwpeveg MoAiTeieg TNG APEPIKAG O ETNOIOG
HETOC OpoC (NUIWV anod Ta CUOTAKATA NANPOPOpPIKNC ayyilel Ta $15 dioekaTou-
pupia doAapia (USD), [2]. Av o auTO TO KOOTOG GUVUMNOAOYIOOUME Kal TO KOOTOC
ano unepPaon npolnoloyiouwy, UNEpwPI®V Kal anolnNUIWoEwV and HNVUCEIC
TOTE, 0 PEOOC OPOC {NUIGV and Ta CUCTHHATA NANPOPOPIKNG KUMAIVETAI OTO d-

OTPOVOUIKO Noao PETAEU Twv $60 pe $70 dioskaToppupinv doAapiwv (USD), [3] .

EninAéov, To 2012 opyaviopoi kal KUBEPVAOEIC NAYKOOMIWG avauéveTal va Eode-
WouV OUVOAIKG kaTa PECO Opo navw and $3,75 TpioekaTtoppUpia doAdpia (USD)
£TNOIWG YIa €NeVOUCEIC o OIAPOPA GUOTNHATA NANPOPOPIKAG, CULPWVA HE ThV
eTaipeia Gartner [4], kal To Nood auTd avapeveral va auéndei ota $4,44 Tpioska-
ToppUpIa doAapia (USD) To 2016. ‘'OAa auTta Aoinov, anoTéAeoav 1I0XUpa KivnTpa
yla Tnv €kndvnon auTtng TNG €peuvag, yiaTi MIOTEUOUPE OTI PE TO MPOTEIVOUEVO
gpyaAeio anoTipgnong KivoUuvwy, To KOoToG and TIC miBaveg {nUIEG gival duvaTo va
MEIWOEI onuavTika kal va €€oikovounBoUv TEPAOTIA Noad, AOYw TwWV KAAUTEPWV

Kal EOTIAOPEVWV €NEVOUCEWY O AOPAAESTEPA CUCTAKATA NANPOPOPIKNG.
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1.7 MeBodoloyia Epeuvac

>T0 NAQIOIO TNC £Peuvac HEAETABNKE n duvaToTnTa ONMIOUPYIAC EVOC HOVTEAOU
yla Tnv napakoAouBbnon Tng OUVOAIKNG AoPAAEIaq Hiag unnpeaiag r evog oTabuou
£pyaociac n evoc ouoTAPATOC NANPOPOPIKNG YEVIKOTEPA. O OTOXOC auToU TOU HO-
vTéAlou Ba ATav va napéxel Tn duvatoTNTA TNG AVTIKEIYEVIKNG METPNONG TNG a-

O(pAAEIQC TOU CUOTAKATOC.

Katd Tn dI1apKeia TNG EPeuvac, £yIvE Gavepo OTI 01 KivOuvol NMou avTIJeETwRi(ouv
Ta ouOTAKATA NANPOQOPIKNG €ival NoAAOI Kal MOANEC POpPEC DeV OUVOEOVTAl ETA-
€U Touc. MNa To AOyo auTo N £peuva €0TIACTNKE KABAPA OTO TEXVIKO KOMUATI TWV
KIVOUVWV Mou avTIJeET®NI(OUV Ta OUCTNHATA MANPOMOPIKNC Kal, OUYKEKPIYEVA,
oTIG JIAPopEG HopPeC eunabeiwv (vulnerabilities) nou eivar duvatd va ennpea-

oouVv TNV UpUBUN AgIToupyia Touc.

H xprion padnuatikwv pebodoloyimv Kal €I0IKOTEPA TWV OTOXACTIKWV HEBODWV
0AOKANPWONG, YVWOTWV WG Kivnon Brown, pag napeixe To TeXVIKO Kal avaykaio
unopabpo, yia va ekPpPACOUE TO MPOTEIVOUEVO HOVTEAO HE TN HOPQN €VOG Ha-
Onuarikou TUMOU. € AUTO, NPOONABNCAKE KAl EVOWUATWOAUE TOV TuXdio napd-
YyovTa TnG €UPAvione Wiag eunabeiag o €va ouoTNUA, TOU OMoiou WEAETNHOAUE

TNV €EENIEN HEOA OTO XPOVO.

Aev peAetnOnkav aAhol napayovTec, Onwe yia napadsiyua To avlpwnivo npoow-
MIKO Kal N CUCXETION TOU HE TO €ninedo aoPaAelag evog ouaTHATOG NANPOPOPI-
KNG kabwg kai ol Qualkoi Kivduvol nou eival duvaTtd va ennpedoouv i / kai va
BEoouv ekTOG AeiToupyiag onuavTika THAKATa TnG unodoung acpalelag evog ou-

OTNHATOC,.

Ma TIC avaykeg TNG €pEUvAc XPNOIKONoINBNKav €UPEWC avayvVwPIOPEVEC, U au-
PIoBNTACIMEG Kal A&IOMNIOTEC —WC NPOC TNV MoIOTNTA TNG NAPEXOHEVNC NANPOPO-
piac- BAaoceic dedopEvwy. 2TIC BACEIC QUTEC NEPIEXOVTAlI NANPOPOPIEC yia dIAPo-
POUG KATAOKEUAOTECG AOYIOMIKOU KaBwe Kal TIC EUNABEIEC Mou eP@avilel To Aoyl-
OMIKO MOU €XOUV KaTaokeudoel. Eniong, avaAuTikn nepiypa®r undapxel yia Tnv

NUEPOMNVIa EPPAVIONG HIAG eunabelag kabwe Kal TNV €kdoor Tou AOYIOHIKOU nou
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gival euaAwTo o€ auTr. O OYKOG TWV NAPEXOMEVWY NANPOPOPIWV EKTEIVETAI PEXPI

kai 20 xpovia niow.

1.8 MNepiypappa £peuvac

H napoloa epeuvnTikn Npoonadela exel XwpIoTel o€ 7 KePaAald. To NPWTO KEPA-
Aaio anoTeAei TNV €l0aywyn Kal TNV napouciacn Tou TOPEQ TNG EPEUVNTIKNG Ep-
yaoiac nou €xel yivel. 2To deUTEPO KePAAaIo napouoialovTal avaAuTIKA Ol OpIGHOI
TV KIVOUVWV OUOTNHATWV MNANPOMOPIKNAG Kal oI PEBODOAOYIEC AVTIUETWMIONC
TOUG. 2TO TPITO KEPAAAIO YIVETAI N avagopd oTo pabnuaTikod unoBabpo nou Ba-
oioTnKe n napouca €peuva, dnAadr OTIC OTOXAOTIKEC OIAdIKATIEC Kal, OUYKEKPI-
MEva, oTnv kivnon Brown, kaBwg kai TIg 1ID10TNTEG TNG. EminAgov, napouaialetai n
Bswpia TNC oToXAoTIKAC OAOKANPWONG Kal €I0IKOTEPA TO OAOKANpwua Itd, To o-
noio XpnaolhonoInenke yia va UnoAoyIoTE TO 0TOXAOTIKO OAOKANPWHA TNG NPOTEI-
VOUPEVNC PEBOOOU. 2TO TETAPTO KEPAAAIO, napouaialovral dIAPOPEC HEAETEC Kal
HEBODOAOYIEG Kal BEATIOTEG NPAKTIKEG, Ol OMOIEG EXOUV avanTuxBei and epeuvn-
TEC, KPATIKEC UMNPETIEC, IDIWTIKEC ETAIPIEC KAl OPYAVIOUOUC, UE BEPa Tov TopEa
TNG NOCOTIKOMOINONG TNG AOPAAEIAG TWV CUOTNHATWY NANPOPOPIKNAG. ZTO NEUMNTO
KE@AAaIo TNC €peuvac, napoucialeTal avaAuTIkKa n npoTeivopevn PeBodoloyia
kaBwg kal apIBuNTIKa napadeiypata kal HETPROEIC Nou Eyivav katd Tn OIApKeIa
TNC. 2TO €KTO KEPAAAIo, napouocialeTal €va npoTuno npoypaupa uUrnoAoyiopou
TOU €MNEdOU aopaAeiac evog NPoiovTog AOYIOUIKOU 1} EVOC CUOTNMATOC NMANpPo-
(POPIKNG, MOU avanTuxdnke yia va unooTnpi&el Tn XpNoILOTNTA TNG NPOTEIVOUEVNG
puebBodoloyiac. >To €BOoHO kepdaAalo, napouoialovral Ta CUPNEPAcHATa Tne &-
peuvag kabwg kal ToWeic Mou NIoTEUOUKE NWG KNopei N napoloa €peuva va ene-
KTaBei aAAa kai va xpnoiponoindei. TéEAog, akoAoubBei éva MapapTnua, oTo Ornoio
napaTifeTal o nnyaio¢ kwdIKAg Nou XPNOIKOMNOINCAKE d) 0TO JaBnuaTiko NAkeTo
MatLab yia Tnv €€aywyn Twv PETPACEWV Kal B) Tou NPOTUNOU NpoypdupaTog u-

noAoyiopoU Tou €MNEdOU aoPAAEIaC MoU avanTuXOnkKe.
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KED®AAAIO 2: Oplopog kivévwv ov-
OTNUATWY TTANPOPOPLKTG

2. H onuacia Tng acpaisiac nAnpopopiwv and Tnv NAeUpa
TNC dloiknong

H ao@aleia Twv nAnpo@opiwv gival eubuvn OAwv Twv epyalopévewv o€ pia €ni-
xeipnon. Ma va €ival 0pw¢ anoTeAeouaTikn npenel va nnyalel ano Tn dloiknon
NG enixeipnong. O TPOMNOG PE TOV OMoIo ENIKOIVWVEI N dloikNaN ME TOUG UNAAAR-
AOUG TNG Npenel va evlappuvel Tnv ulonoinan dopwv acPaAeiag kar TNV unakon
OTIG NONITIKEG Kal TIG d1adIkagieg TNG enixeipnong. H npoAnnTikn (proactive) doun
ao@alelag sival onuavTikn oTnv NAekTpovikn dlakuBEpvnon kal oTnv ENITUxn U-
Aonoinon Twv oTOXwV TNG €niXeipnong, aAAd kalr oTnv npooTacia Twv guaiodn-
TwV NANPOPOPIWV TNG EMIXEIPNONG, ONWG €ival Ta oTolxEia NEAATWV - OUVEPYA-
TWV, TA NVEUUATIKA OIKAIWUATA, TA OIKOVOUIKA OcdONEVA Kal TEAOC, TA OTOIXEIA

NWANCEWV.

Ma Tnv eniTeUEn KIAG anoTEAEOPATIKAG NAEKTPOVIKAG dlakuBépvnong, n dioiknon
TNG €NIXEipnong NPENel va Xpnoidonoinoel Tnv NoAUTIUN €Uneipia TnG NANpogopi-
kNG [5], aAA@ kal TnG enixeipnong oTov Topea TNG ac@aleiag. H aopdieia Twv
ouoTNUATWV NANPOPOPIKAC Eival UYWIOTNG ONUACIAC yia TNV AaopaAn Xprnon Twv
TEXVOAOYIQWV OTIG OIAPOPEC EMIXEIPNHUATIKEG dladikacieg. Ano auTtr 6a npokUuyouv
MEIWOEIC OTA EMPEPOUC KOOTN [6], kal aU&non TNG NAPAywYIKOTNTAG KAl TWV KEP-
0wv TNC enixeipnonc. Ev katakAeidl, €va kaAd opyavwpevo nAqiolo ac@aleiag

unopei va anoTeAeéael To BepéAIo AiBo yia TNV €NITEUEN Tou OTPATNYIKOU MAAGVOU

TNG €nixeipnong.

O1 EMITUXNMEVEG ENIXEIPNOEIG, EKTOC and TO Napadelyda Tng dloiknong, npoxw-
poUV OTNV €MIKOIVWVIA 0 OAN TNV €NIXEipNon Tou opduaToc yia Tov kabopiopo
TNG ETAIPIKNG KOUATOUpPAC o€ BpaTa ac@aleiac. H ubuvn yia Tnv uloBETnon Kai
TN OWOTHA TAPNON TNG ETAIPIKNG KOUATOUPAG AOPAAEIAG AVNKEI OTOV E0WTEPIKO
EAEYXO TNG EMIXEIPNONG, EV® N EVAPUOVION KE TA PUBMIOTIKA NAAicId OTOUG UMNEU-

Buvoug aTa diapopa TUAKATA TNG.
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2.1 H diakuBepvnon wg diadikaacia

MoA\oi mioTeUouv OTI N diakuBépvnon eival kabapa sowTepikn diadikaacia, n o-
noia eival kupiwg oTaTikn kal dev aAANAemdpd Pe To E0WTEPIKO 1 / KAl EEWTEPIKO
nepIBarov Tng enixeipnonc. Eival pye aAa Aoyia, n diadikacia kata Tnv ornoia n
Oloiknon BETEl TOUG GTOXOUG TNG €NIXEipnonG kal eniBAEnel TRV Npdodo npog TNV
eniTeun Touc. To AGBoc og autny TNV NpoTaon £ykeirar otn AEn «emBAEne». H
OlakuBEpVNON anaitei TNV KATavonon Twv KIVATPWY Kal NPOCdOKIWV TwV EMIME-
POUG EUNAEKOUEVWV OTNV EMIXEIPNON, ONWG £NEVOUTEC, GUVEPYATEC, KUBEPVNOEIC,
TO KOIVO Kal (PUCIKA TO avBpwnivo duvapikd TnG. H emituxnuevn diakuBEpvnon
npenel va e€eTalel TO0O TO EEWTEPIKO OGO KAl TO EOWTEPIKO NEPIBANAOV GTNV €nI-

XEipNon kal Nnw¢ auta Tnv ennpealouv.

Ano Tn oTiyun nou n dioiknon B€0EI TOUG GTOXOUC TNC EMIXEIPNONG NPENEI va opi-
O€l Kal TOuG unguBuvoug nou Ba emiBAENOUV TNV Nopeia Toug kabwg kal va dnyi-
oupynoel kataA\nAec diadikaaoiec nou va €&aoaAidouv OTI n €nixeipnon 6a ka-
TAQEPEl va UAOMOINCEl TOUG OTOXOUG TNG AANAemdpwvTag HE Ta EMNAEKOUEVA

MEPN MOU NpoavapepOnKav.

2.2 H €vvoia Tng diaxeipiong Kivouvwv

H évvoia Tng «Aiaxeipiong Kivouvwv» WNopei va epUnVeUTEl e NOANOUC TPOMouG
avaloya HE ToV TOUEQ OTOV OMoio Mou avagepopacTe [7]. Mnopei va onuaivel
avTioTaduion KivoUvwv ano enevOUoelc, cuPBOAaId ao@PAAeIac, EAEYXO MoIOTNTAC
kal NoAAG aAAa. To koIvo og OAa auTa eivai n 10€a oTI n diaxeipion kivoUvVwv ival
£€va avanoonacTo KOPMUATI TG diadikaciac ANwne anopdacswv. Me alha Aoyia, n
dlaxeipion KIvOUVwY unoaTnpilel Tooo TNV avaAnyn kivdUuvou anod Tnv EnixEipnon
000 Kal TNV avtaywvioTIKOTNTA TNG. Ma Ta PEAN Tou BIoIKNTIKOU oUPBOUAIoU Kal
Ta avwTEPA OTEAEXN TNG €MIXEIPNONG, N XPNOIMOTNTA TNG dIaXEipIonG KIVOUVWV
EXel yivel nio katavonTn Ta TeAeuTaia xpovia. XTo napeAdov, n diaxeipion Kivou-
vV anotelouoe pia diadikaoia Xwpic 101aiTepn BapuTnTa nou ouvnbwc Tnv ava-

Aappave To VOUIKO TUNHA KABe enixeipnong. ZTIC NEPINTWOEIC AUTEG N dlaxeipion

Sehida 39 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

TwV KIVOUVWV NTav KATl nou €npene anAd va nePIOpIOTEl kai, €av nTav duvaro,

va eEaAeIpOEi.

2.3 O laAagjac Twv KIVOUVWY

FaAa&iag KIvoUveVv

FaAagiag Kivduvwv

OIKOVOMIKOi Kivduvol
Kivduvol ZupBdavTwyv

Kivduvol
ZuoTnpaTtwyv
MAnpo@opikig

Eikova 2: FaAagiag kivduvwyv [8]

>Tn BiBAIoypagia Tng diaxeipions Twv KIVOUVWV 0 OPOG MoU £XEI EMNIKPATHOEI YIA
va neplypayoupe OAOUG Toug KIVOUVOUG nou avTIHETwNilel Wia enixeipnon eival
auTtoc Tou «lala€ia Twv KIvouvwv>», Eikova 2. 'ETol Aoinodv, o yaia&iac Twv Kiv-
OUvVwV O€ pia enixeipnon Xwpiletal o dUO HEYAAEG KATNYOPIEG, AUTN TWV EMIXEI-

PNHATIK®WV KIVOUVWY KAl QuTh TWV KN ENIXEIPNHATIKWV KIVOUVWV.

3TNV NPWTN KATnyopia cUP@wva Ke Tnv €Tnola avapopd Tng Ernst & Young Tou
2010 [8], aviikouv o1 KivOuVvOol N CUPHOPPWONG 0 puBUIoTIKG nAaiola, KivOuvol
avaduOPeEVWV ayopwy, MEIWonG KOOToUC Kal Aol kivduvol. H deuTepn kaTtnyo-
pia avaAUeTal akopa nepIocOTEPO 0 dUO UMOKATNYOPIEC, TNV KATNyopia Twv ol-

KOVOMIKWV KIVOUVWV Kal TNV KaTnyopia Twv KIvVOUVWV CUHBAvTwV.
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H kaTnyopia Twv OIKOVOUIKWV KIVOUVWY NEPIAapBavel kKivouvoug anod Tnv PETaBo-
AN TWV ENITOKIWV, 1I00TIMIOWV, HETOXIKOU KEPAAdiou, KIVOUVOUC OXETIKA MHE TaA &-
pnopeUpaTa kar aAouc. H katnyopia Twv KivOUVwV OUPBAvTwV NePIEXEl KIVOU-
VOUG A&IToupyiag piag enixeipnong, KivOUVOUC OXETIKA PE TN GNKN TNG EMIXEipN-
ongG, KIvVOUVOUG GUOTNHATWY NANPOPOPIKAG Kal GAAoUG KIvOUvouG. H €peuva auTn
Ba enikevTpwOei €10Ika oTnV TeAeuTaia katnyopia, dnAadn auTng Twv KIVOUVWY

ouOTNUATWV NANPOPOPIKNC.

2.4 OpIopoG KIVOUVWV

Q¢ opIopO TOU KIVOUVOU HNopoUe va noupe OTI ival o BaBuog Tng aBeBaidotnTag
nou ouvodeUel PIa OUYKEKpIYEVN Opaon. O1 guaioBnTonoinuevec OIOIKNOEIC Ka-
VOUV OTI JMopPoUV YIa va NEPIOPICOUV auTOV ToV KivOUVO O€ avekTd enineda. Q-
oT1600, n Oloiknon NPENel va ival £Toiun va dgxOei To evOEXOUEVO OTI AUTOC O
OTOX0G TNG MNopei va pnv emteuxBei. Ev kaTtakAeidl, n avaAnyn kivduvou apopd
OTIC KA EVNMUEPWMEVEG Kal NPOBUMEC JIOIKNOEIC MOU £XOUV OKOMno va anode-

xBouv Tov Kivouvo.

H Bswpnon oTi n avaAnyn KivoUvou €ival KATI MouU NPENEl N NIXEipnon va ano-
OexBei kal va diaxelpioTei, onuaTodoTel TNV aAayn oTtdong Tng dloiknong Miag
EMIXEIPNONG, OTO va XPNOIKOMNoINCEl TNV opoAoyia Kai TIC TEXVIKEG dIaxeipiong Kiv-

OUvVwV, 0€ £&va Nio UpU PACHA ENIXEIPNHATIKWY NPOBANUATICHWV.

2.5 Evvoliohoyikr) BepeAiwon

>Tn d1ebvn BIBAIoypaia, oI HEAETEG nou acgxohouvTal Je Tn dlaxeEipion Twv Kiv-
OUVWV XpnolponoloUV HE PEYAAn ouxvoTnTa TOug Opouc: ayadd f nAnpo@opiko
oToixeio (IT asset), anelAn (threat), eundBeia (vulnerability), eninTwon (impact)

Kal, TEAog, kivouvo (IT risk).
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> To ITILv3 oTo [9], opilel wc «ayaba r} nepouciaka oToIxeia» KAbe OTOIXEIO
TOU Ornoiou oI aneINeC kal EUnABeleg PnopoUV va UMNoAoyIoTOUV TGO WOTE
va npoBoupe atnv a&loAdynaon Tou KivOUVouU NMou avTIJeTwnidel.

> H ENISA oTo [10], opilel w¢ «anelAn» kabs nepioTaon i oupBav nou eivai
duvaTov va ennPeacouv OUCHEVWG £va NEPOUCIAKO OTOIXEID PECW TNG KN
€€oual0d0TNUEVNG NPOOBAcNG, KaTaoTpo@PnG, anokaAuync, TPOMoMoinong
Twv dedoPEVWV KaBwE Kal TNG Apvnong Unnpeciac evog NpoypapuaToc.

> H «eundBeia» oUp@wva Pe 1o ISO/IEC 27005:2008 [11], opileTal w¢ kKGOe
aduvapia o €va ayabod r NepIouciakd OTOIXEIO MOU Wnopei va aglonoinBei
ano pia N NepICOOTEPEG ANEIAEG.

> 2710 ITILV3 oTo [9], opileTal n «eNiNTWoN», WG TO METPO TNG €nidpaonc
TOU GUMPPAVTOC N NPOBANKATOC AoPAAEiag oTnv aAAayn Twv ENIXEIPNUATI-
Kwv 01adIkaciwv.

> ZUpewva pe Tnv ISACA oTo [12], «kivduvoc» yia Ta ousTAPATa NANpPogo-
PIKAG OPICETAl WG O ETTIXEIPNUATIKOG KiVOUVOG TTOU CUVOEETAI PE TN XPHON
TOUG, TNV 1I8I0KTNCIA, TN AEITOUPYIa, TN CUPUETOXN, TNV ETTIPPON KAl TNV UIO-

0£TNoN TNG TTANPOYOPIKAG PECA OE PIa ETTIXEIPNON.

2.6 Katnyopieg KivOUvVwv

'Exouv yivel NOANEG oulnNTAOEIC Kal JIQUAXEC yia TO BEua TnG KATnyoplonoinong
TV KIVOUVWV. AKONA Kal onuepa OV UNAPXE! MIA EUPEWC avayvwpPIoPEVN KATN-
yopiornoinon kal auto £€wc eva Babuo eivalr avapevopevo Aoyw TnG PJeyaAnc nAn-
Bwpac enixeipnuaTikwv KivoUvwv nou napouacialovTal o€ kabe kAGdO enixeIproe-
wv. 'Evac kivduvog nou pnopei va Bewpndei w¢ AsIroupyikdg Kivouvog yia Tov va

KAGOO ENIXEIPNOEWV avayvwpileTal we OIKOVOUIKOC KivOUVOC yia Kanolov aAAo.

®uolkd, unapxouv JIAPOPEG KATNYOPIEG KIVOUVOU Mou n ouyxXpovn Enixeipnon
KaAeiTal va avTigeTwniosl. Mepikec and auTéC €ival: ol Kivduvol TnG ayopdc, ol
oTPaTNyIKoi Kivduvol, ol KivOuvol yia To NEPIBAAOV, Ol MIOTWTIKOI KivOuvol, Ol
AEITOUPYIKOI KivOUVOI Kal Ol KivOuvol and pn GUPHOP(WAON O€ KavovioTIKa NAqiol-

a. Eivar pavepd 6T Ta péAn Tou d1oikNTIKOU CUPBOUAIOU Kal TA AVTEPA OTEAEXN
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NG enixeipnong xpeialovral kanoio TpOMO KATNYOPIONoiNonG autwv TwV KIvOU-

VWV £TOI WOTE VA PNOPOUV vVa TOug dIaxEIpIGTOUV.

Ma va yivel auto xpelaleTal va €xoupe unown dUo npaypatd. To npwTo €ival OT
ol Kivduvol oXeTi(ovTal JE TOUC OTOXOUC TNC EMIXEIPNONG KAl yid auTd NpENEl va
diaxwpidovral avaloya He TIC OIAPOPETIKEG KATNYOPIEC TWV OTOXWV TNG, Yyid na-
padelyua oTpaTnylkoi Kivduvol kal Asiroupyikoi kivduvol. To OeUTePO €ival, OTI
xpnoigo 6a nrav va diaxwpidovTal ol Kivduvol, EKTOC anod TNV KaTnyopia Twv oTo-
XWV TNG EMIXEIPNONG NOU avnkouv, kal avaloya We Ta epyaleia nou Ba xpnaiuo-
noinbouv yia TNV avTIHETWMION Touc. MNa napadelypd, ol OIKOVOUIKOI Kivduvol na-
POAO Nou BewpnTiKAG AVAKOUV OTNV KATNYopia TWV AEITOUPYIKWV KIVOUVWV TNG
gnIXeipnonc, ouveTo Ba nTav va diaxelpiovral we KATlI TO EEXWPIOTO, YIATi TA £p-
vaAeia kai ol peBodoAoYiEC yia TNV avTIHETWMION Toug eival 1d1aiTepa eEEIOIKEUIE-

va Kai noAU S1apopeTIKA anod auTd TWV AEITOUPYIKWV KIVOUVQV.

‘ExovTac unown 0Aa auTd, JNnopoUlE va EEXWPITOUNE TEOOEPIC MEYAAEG KATNYOPI-

£G KIVOUVWY Nou ouvnBwg avTipeTwnidel n d1oiknaon.

2.6.1 Kivduvol oTpaTnyIkng

O1 kivduvol oTpaTtnylkng agopouv aTnV N €NiTEUEN TwWV HakponpoBeoUwy OTO-
XWV TNG €nixeipnonc. Mepikoi anod Toug oToxouc auTouc Ba nrav: H eniTeuén ka-
BopiopEVOU NoooaToU, yia napadeiypua 16%, wg anddoon Twv eNEVOUPEVWV Ke-
QaAainv TnG enixeipnong. H avanTu&n véwv npoidvTwv yia Tnv €EunnpETNon TNG
ayopdc Twv ENIXEIPAOEWV KABWC Kal evog VEou kavaAioU NwARCEWV yid TNV &V

Aoyw ayopad.

2.6.2 AeIToupyikoi Kivouvol

O1 AsiToupyikoi Kivduvol agopoUv oTnv anodoTIKOTNTA Kal TNV dnoTEAECUATIKO-
TNTA TNG ASITOUPYIag TNG ENIXEIPNONG, CUMNEPIAAUBAVOEVNG Kal TNG kepdopopiag

Kal AMwV OelkTwV anddoonc. TETolol kivduvol BewpolvTal oI KaBUOTEPHOEIC OTNV
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aAuaida npounBeuTwV [ N anoTuxia napadoonc NPWTWV UAWV, ol QUOKOAIEC aTNV
npocAnwn [ n diaTipnon Tou avBpwnivou duvapikou TnG €MIXEipnong, Ta npo-
BAAUaTa OTa@ pNXavAuaTta Tng EMiXeipnong, kair n avénon Twv eAATTWUATIKOV

NPoIOVTWV.

2.6.3 OIkOVOuIKOi KivOuvol

Ol OIKOVOMIKOI KivOUVOl apopouVv OTIC dAAAYEC OE OIKOVOUIKA HEYEDN, Onwe Ta
EMITOKIA, Ol TIMEG HETOXWV, Ol I00TIMIEG OUVAAAAYUATOG, Kal Ol HETABOAEG HETOXI-
KoU KepaAaiou. TEAOG, HEYGAO KOPUATI TNC KATNYOPIAg auTnc apopouv ol NioTw-
TIKOI KivOUVOI Nou avTIJeTwNICEl N €nixeipnon kal nou 6a kabopicouv og PEYAAo

Babuo kal TN oTPATNYIKN TWV €NEVOUCEWV TNG METAEU TWV TUNUATWY TNG.

2.6.4 Nopikoi kivduvol kal KivOuvol Jn GUPHOPPWONG KE pUBMIOTIKA NAaiola

O1 vouIKoi KivOuvol Kal ol KivOUVOl Jn CUPHOpPwoNG HE puBUIOTIKG nAaiola ago-
poUv OTNn PN THPNON Kanolwv npotunwv onwg diadikaciec ISO [ Pn CUHHOPPW-

on Je puBbUIOTIKA NAdioia.
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2.7 ZuvoAIkoi kivduvol piag nixeipnong

01 Kivduvol ZuoTnuartwv NMAnpogpopikng oTnv ETaipikn Iepapyia

ZuvoAikoG ETaipikog Kivéuvog

ZTQOTnVIKOi MepiBallovTikoi Kivduvol MoTwTIKOI Enixgipnuarikoi Kivduvol
Kivduvol Kivduvol Ayopag Kivduvoi Kivduvol SUHOPPWONG

Kivduvol CUCTNHAT®V NANPOPOPIKNG

Kivduvol nou oxeTifovral N OAEG TIG NTUXEG
TNG an6d00NG TV CUCTNHATOV
nNANpopopIkig

Kivduvol nou oxeTiovral U TRV UI0BETRON
Kanolag TexvoAoyiag

Kivduvol nou oXeTiovTal HE TNV CUVEICPOPG
TGV CUCTNHATWV NANPOPOPIKNG OE VEEG i
BeATIOPEVEG ENIXEIPNHATIKEG AUCEIG

Eixova 3: O1 Kivduvol GueTNHATWV NANPOPOPIKNAG OTNV ETAIPIKN 1Epapyia [12]

'ExovTag nepiypayel ndn TEOCEPIG KATNYopieg KIVOUVWY HNOPOUKE va OpicOUlE
Kal Tov 0po «ZUVOAIKOG Kivduvog piag Emixeipnong» - Eikdva 3, wg Tn diadikacia
nou @appoleTal oe oAOKANPN TNV €NIXEipnon, N onoia avikel oTov gupUTEPO
oxedIaopo yia TNV €niTeuEn Twv oTOXWV TNG, Kai npoonabei va evroniosl nibava
yeyovoTa nou 6a ennpealouv TNV enixeipnon, Tn dlaxeEipion Twv KIVOUVWV TNG
EVTOC TWV KaBopIoPEVWY EMNEDWV Kal N onoia napexel Tnv euAoyn diapePaiwon

yla TNV €NiTEVEN TwV OTOXWV TNC.

Ano Tov opiopo Tou «ZuvoAikou Kivouvou piag Enixeipnonc», pnopoupe va doupe
Ta Baoika oToIxEia nou eival onuavTika otn diaxeipion kivduvwv. To JIOIKNTIKO
OUMBOUAIO Kal Ta JIEUBUVTIKG OTEANEXN, METEXOUV evepyd oTn Olaxeipion KivOu-
vwv. O1 KivOuvol €ival GUOXETIOWEVOI JE TOUC OTOXOUC TNG enixeipnonc. H diaxei-
pion KIVOUVWV agopa o oAOKANPN TNV €nixeipnon kai avrikatonTpilel Tn diaBeon
TNG EMIXEIPNONC yIa avaiAnyn kivouvwv. O oToxoc TnG diaxeipiong KivoUvwv &ival

n napoxr €uAoyng diaBePaiwong kai Ox1 BeBaIOTNTAC Kal, TEAOG, n dlaxeipion Kiv-
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OUvVwV €0TIAZETAI KUPIWG OTOUG OTOXOUG TNG EMIXEipnong kai Oxl1 oTIG d1adIKagieg

NnG.

2.8 Alaouvdeon Tou KivOUVOU MANPOMOPIaKWYV OUCTNMATWV HE TNV NAe-

KTpoVIKr dlaKUBEPVNON HIAC ENIXEIPNONG

H diaxeipion kivOUvwv €ival pia ano TIC NEVTE BACIKEC NEPIOXEG TNG NAEKTPOVIKNG
dlakuBépvnong, padi pe Tnv evappovion TnG oTpatnyikng (strategic alignment),
TNV napaywyn npooTiBepevng a&iag (value delivery), Tn pHETPNON TWV ENIBOOEWV
(performance measurement) kai Tng dlaxeipiong Twv nopwv (resource manage-

ment).

H anoteAeopatikn diakuBepvnon Eekiva pe TNV nyeoia, Tn 0E0UEUON Kal Th OTNH-
pIEN anod Tnv nNAeupd Tng dloiknong TNG enixeipnong, woTooo dev €ival apkeTn. H
dlaxeipion KIvOUVWV cuoTNUATWV NANPOPOPIKNG UNooTnpilel TNV nyeaia napexo-
VTag oagn Kal ouvenn epapypoyn Twv d1adikaclwv, oagr KaTavonaon TngG eKTEAE-
OTIKNG €E0UOIAC Kal TWV ENIXEIPNUATIKWV KAVOVWV AAAG Kal TwV pOAWV Kal TwV

€UBUVWV TOU TUARATOC NANPOPOPIKNAG.

2.9 Apx&c nou diEnouv Tn dlaxeipion KIVOUVWY CUCTNHATWY NANPOPOPIKNG

O1 kivduvol cuaTNHATWV NANPoPopIKNG kabopilouv aAAd kai oTnpilovTal os opl-
OMEVEC ApXEC Mou anookornouv oTnv anoTeAeopatikn diaxeipion Toug. O1 apyeg
auTeG BaaifovTal NAvw OTIC EUPEWC ANOJEKTEG APXEC TNG DIAXEIPIONG TOU CUVOAI-
koU KIvOUVOU WIag enixeipnong, ol onoieg epappolovTal aToug KivdUvVoug TwV Ou-
oTNUATWV NANPOQPOPIKNG. To NAQiolo dlaxeipiong Twv KIVOUVWV OUCTNHATWY
NANPOPOPIKNG EXEl OXeDIAOTEI e okond va kabodnynoel TIC ENIXEIPNOEIG NOU TO
Xpnoigonololv, £T01 WOTE va €ival 0 BEan va AEyXOUV TNV anodoTIKOTNTA TOUG

BAoel TwV Kavovwv rnou To JIENOUV.
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ApXEG Nou SIENOUV TOUG KIVEUVOUG CUGTNHAT®WV NANPOPOPIKNAG

ZUvEoN PE TOUG
OTOXOUG TNG
gmixeipnong

Evappovion pe To
TAaiolo diaxeipiong
ouvoAikou kivdivou

Apxég KIVEUVWY
CUCTNHATWY
A KN
EpmAokn Aloiknong MIARALIGS
Kai 8éomion E§iooppotrnon
TPOCWTTIKAG KOOTOUG - w@éAeiag
utreuBuvoTnTag

MNpow6non Tng
ETMKOIVWVIOg TWV
KIVEOvwv
oUoTNHATWY
TANPOQYOPIKNAG

Eikova 4: ApX€G nNou JIENOUV TOUG KIVEUVOUG CUCTNHAT®OV NANPOQOPIKAG [13]

2.9.1 Z0vdeon We ENXEIPNUATIKOUG GTOXOUG

'ETol Aoindv, Bacikn apxn €ivai 0TI TOO0 n anoTeAeoaTiKn OlakuBEpvnon Twv
enixelpnocwv 600 Kai n diaxeipion KivOUVWV NANPOQPOpIKNG ouvdEovTal NAvTa e
TOUC EMIXEIPNUATIKOUC OTOXOUC TNG enixeipnonc. O KivOuvol TwV ouoTnUATWV
nNANPOQOPIKNG, 0€ avTiBeon pe Ta unoAoina €idn KIvOUvVwY, Npenel Navra va Bew-
poUVTal WC ENIXEIPNUATIKOI KivOuvol kal va avTigeTwnifovral di1c€odIka kal o€ o-
AOkAnpn Tnv enixeipnon. O npogaving oToxog €ival n eniteuén Tou embupunToU

anoTeAéONATOG TNG ENIXEipnonG.

H Unap€&n ouoTnudatwv NANPo@opIknG unooTnpilel kali Bondd otnv eniTeuén TwvV
OoTOXWV TNG EMIXEIPNONG Kal yia auTto ol KivOuvol nou dIaTPEXOUV TA OUCTHHATA
NANPOPOPIKNG EXOUV APECO AVTIKTUMO OTNV EMITEUEN TWV OTOXWV N TNG OTPATN-
YIKNG TNG €nixeipnong. Kabe YeAETn yia Toug KIVOUVOUC TWV CUCTNHATWY NANpo-
QOPIKNG NPENEI va NePIEXEl kal TNV aAAnAenidpacn Twv dlEpyaciwv TnG enixeipn-
ONG HE TOUG NOPOUG TNG ENIXEipnong nou axeTifovTal Je auTd, onwg To avepwni-
vo duvapiko, Ta JlaPOPETIKA AOYIOHIKA MOU XPNOCIKOMOIEl N €nixeipnon kai Tnv

unodopn - €EonAiopyd nou diaBETel. H anoTeAeopaTikn dlaxeipion KIvOUVWV Ou-

Sehida 47 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

OTNUATWV NANPOPOPIKNAG UMOPEI Va anoTeAETEl TOV JOXAO avanTuéng TnG ETalpEi-
ag kar oxl €va akopa €Pnoddio NPOC TNV EMITEUEN Twv OTOXWV TNG ENIXEIPNONG,
[14].

2.9.2 Evapuovion PE TOV GUVOAIKO EMIXEIPNHATIKO KivOUVO

Mia aAAn apxn, €ivair auTn TnG evappoviong Tne diaxeipiong KivoUvwv ouoTnua-
TwV NANPOPOPIKNG ME TN dlaxeipion Tou ouvoAikoU KIvOUVOU TNnG €Talpeiag, nou
£TO1 KI AANI®OC anoTeAei KopuaT Tou. O1 aTdX0I TNG ENIXEIPNONC NPEMEI va OUCXE-
TiCovTal Ye kaBopiopevo peEyeBog kivdUVOU Mou N enixeipnan npotibeTal va ava-
AGBel, NPOKEINEVOU va METUXEI TO OTOXO TNG. H dloiknon TnG enixeipnong npénel
va gival o B€on va unoAoyioel Ta o@eAN aAAa Kal TIG CUVENEIEG and Thv UIOBETN-

on S1apOpwV TEXVOAOYIMV NANPOPOPIKNG Kal TwV KIVOUVWV MoU TIG OUVOJEUOUV.

H ano@aon yia Tnv avaAnyn CUYKEKPIPEVOU HEeyEBOUG KIVOUVOU anokaAunTel Kal
TO £i00C TNC dlaxeipIong nou kAbe dloiknon aoKei og pia snixeipnon. ‘ETol €xoupe
ENIXEIPNOEIG NOU akoAouBouUv 181aiTepa eMIBETIKN OTPATNYIKA Kal €ival dlaTeBEIUE-
VEC va avaAdpouv peyalouc KivOUVOUC MPOKEIMEVOU va METUXOUV TOUC OTOXOUC
TOUG, EV® UMNAPXOUV ENIXEIPNOEIC KE 1D1AITEPA oUVTNPENTIKO NPOo®iA dloiknaong nou
Oev avaAauPavouv kavéva kivduvo. Asv undpxel TPOMOC va anopavoei Kaveic
Mnolog Kavel To owaoTo, apou o Kivduvog nou avalauBavel kabe enixeipnon eivai

B<pa anopaonc TwV JETOXWV TNC Kal Tou OI0IKNTIKOU TNC OUKBOUAIOU.

AuTO nou npaypaTika cupBaiverl gival 0TI o1 KivOuvol anoTEAOUV PEPOG TNG ENIXEI-
pNONG Kai OTI KATavepovTal o€ OAEC TIC diepyaoiec TNG. H evapuovion pe tn dia-
XEipIon Tou GUVOAIKOU KIVOUVOU TNG ENIXEipnong -yia Toug KivoOUVoUuG ouoTNHATWY
NANPOPOPIKNG- NPOCPEPE! Mia osipd and PETPA ano@uync i HEiwong KIvOUvay,

rMou oa®wc KAde enixeipnon NPEnel va Exel.
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2.9.3 E&o0opponnon KOOTOUC - WPEAEIAC

AANAN pia apxn nou dIENEN TOUC KIVOUVOUC OUCTNHATWV NANPOPOPIKNC gival OTI, N
anoTeAeopaTikn dlaxeipion Toug npoonabsi va Bpel Tn Xpuor Toun MeTa&l KO-
OTOUG Kal WPEAEIAC anod Tn XPNOon Touc, £TOI WOTE Ol ENEVOUOEIC O TEXVOAOYIEC

nNANPOQOPIKNG, va anoBaivouv TeAIKA Npog OPeNOG TNG enixeipnong, [15].

Mpénel kGO enixeipnon va npoBaivel og kKaBopIoPO TWV NPOTEPAIOTATWY TN Kal
NavTa € GUOXETIONO ME TO MEYEDOC TWV KIVOUVWV Nou €ival diaTeBeIPEVn va a-
vaAdBel, aAAa kal Twv kaBopIoUEVWY opiwv {NUIAg nou duvnTiKA PMOPEi va EXEl.
'ETo1 yia napddelypa, kabe ayopd nAnpo@opiakoU cucTAaTog Ba avTikaTonTpilel
TN d1GBeon TNG €MiXEipnonG va avaAdBel To pioKo n €névOucn auTn va pnv Tng
ano@epel Ta eNIBUUNTA ANOTEAECATA avaAoylka e TO KOOTOG Nou Ba XpelaoTei

va KAvel.

Ma TV avTIETMION AOINOV auTWV TwV KIVOUVWY, N ENIXEIPNON NPENEI va OpicEl
Hia ogipa onpeiwv eAéyxou, nou Ba nepiopifouv Toug KIVOUVOUC TwV CUCTNHATWV
NANPOQOPIKNG, NaipvovTag Navra unoyn TnG TO KOOTOG TWV ONUEIWV €AEyXOU.
Ma napadeiyua, av unoBecoupe OTI pia emixeipnon 8a énpene va danavioesl noh-
AG XpruaTa yia Tnv €Eac@alion TN ano pia ouykekpihEVn BAGBN oTa ouoTnpaTta
NANPOMOPIKNG MOU £XEI, EV® N CUYKEKPIPEVN BAABN pnopei va cuppei KATw ano
eVTEAWG anibaveg ouvenkeg, TOTE N enixeipnon Pnopei va anogpaaioel va avaiapel
TOV KivOUVO Kal va PNV nNpoxwpnoesl oTnv enevducon auTn. H avaloyia kooToug —
w@EAeIag Ba sival UNEPUETPa KeyaAn npog TNV NAEUPA TOU KOOTOUG KAl OUVENWG
n enixeipnon anogacidel va pnv Tnv uloBeTroel. AuTo Ba npEnel va yivel yia kabe
dia enevduon nou n enixeipnon €xel ) OKEPTETAI va KAVEI € GUOTNATA NANpPo-
(POPIKNG £TOI WOTE va €Ea0PANIOTEI N ANOTEAEOUATIKN OIAXEIPION TWV KIVOUVWY,
[16].

2.9.4 Evnuépwon TwV KIVOUVWV PECA aTNV EMNIXEipNoN

Mia noAU Baoikr apxn Yia Toug KivoUvoug NANPoPOpPIKAG Eival kal n yvwaoTonoin-

or) TOUG YEoa oTnv enixeipnon. Aev €xel vonua n enixeipnon va £xel danavroel
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TEPAOTIA NOOA O CUOTAKATA NANPOMOPIKNAC OTav ol Kivduvol and auTtd, ayvoou-
vTal nANpw¢ anod To avbpwnivo duvauiko Tne. 'ETal Aondv n akpiPng kai enikaipn
YVWOTOMoIiNoN TOUC YEOA OTNV EMIXEIPNON anoTeEAEl TNV apxn yia onoiadrinoTe
enevduon o€ ouoTnuaTta nAnpogopikng. MNa va peyioTonoinBei To oQeAog TNG
YVWOTOMnoinong ano To NPoownikoe TNG €NIXEIPNONG NPEMEl Ol KivOuvol va napou-
01a0TOUV OXI e TNV KaBapd TeEXVIKN TOUG Hop®r aAAa HE TNV Hop®r npayuari-
KV napadelyuatwy navw otn Xpnon Twv d1apopwv TEXVOAOYIWV NANPOPOPIKNC,
€TOI WOTE Ol KivOUVOI va Yivouv KatavonToi, anodekToi, va evrtunwbouv oTnv
MVAUN TwV UNnaAANAWV Kal va anoTeAEoouV TNV KouAToupa o€ BEuara diaxeipionc

KIVOUVWV TNG nixeipnong. Mola aToixeia OJwE NpEnel va yvwaoTonointouy;

F'vwoTonoinon Kivouvwv

MoAiTikég,
d1adIKaoiEg,
TpoypappaATa
EvNpépWONg
AtroTeAecpaTIKn EVNHEPWON
KIVEUVWYV OUCTNHATWYV

AsiToupyikda TANPOPOPIKAG
dedopéva, TPOPiA
ETMIXEIPNHATIKOU
KIvSUvou

ATrodoTiKOTNTa
Siaxeipiong
KIVBUVWV & BeikTEG

Eikova 5: NvwoTonoinon Kivouvav [12]

H enixeipnon npénel va yvwoTonolei TIC NONITIKEG, TIG O1adIKagieg Kal va €xel di1d-
(Oopa NPOypAPHaTa evnUEPWONG KIVOUVWY yia Ta GUOTAKATA NANPOPOpPIKNG. Au-
TO TO KOMMATI EMIKOIVWVIAG anoTeAei To Badikd oToIxeio Nou eMOEIKVUEI TN OTAON

TNC ENIXEIPNONG NPOC TIC TEXVOAOYIEC MANPOPOPIKNC.
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EninAgov, n enixeipnon oQeilel va evnuEPWVEl yia KAMola oToIXEIa avapopika PE
TNV anodoTIKOTNTa TNG dlaxeipiong KIvOUVWY aAAa Kal yia Toug OEiKTEG Mou va
Ogixvouv TNV anoTeAeopaTikoTNTa TN diaxeipiong autnc. 'ETol, oAokAnpn n €ni-
Xeipnon 6a yvwpilel kaTd NOCO PNopei va npooTaTeuBei and Tuxov KIvOUVOUG,
npayua nou 6a au€noel TNV ypriyopon TV EUNAEKOUEVWV Kal Ba JIANOPPWOEI
TNV €TAIPIKR KOUATOUPA TNG ENIXEIPNONG, MEIWMVOVTAC OTO ANWTEPO MEAAOV TOUC

KIVOUVOUC NMou avTIJeTwiCEl.

TeNOG, N evnuEPWON Ba NPENEl va NEPIEXEI OTOIXEId avapopikd HE Ta AEIToupyika
dedopéva TNG €niXeipnong Oonwe To €NIXEIPNUATIKO NPO@IA KIVOUVWY MOU avTIUE-
Twniel, N aitia nou avTigeTWNilel TEToIOUG KIVOUVOUG, Ta €nineda avoxng rou
UNApyouV, NePINTWOEIC anwAeiac OedoPEVWY KaBwE Kal NapayovTec KivoUvou Mnou

onuatodoTouv TNV UNapén Twv KIVOUVWV.

2.9.5 O owoTog poAog TNG dioiknong Kai N NPoownikn eubuvn

H anoteAeopatikn diaxeipion KivOUVwY CUCTNPATWY NANPo@opIknG PacileTal
oTnv apxn Ot n oupBoAn Tng dloiknong gival kaboplaTikn kai o1 Tunikn. O ano-
(Aaceig yia Tnv avaAnyn kivduvou ge OAa Ta enineda nNpeENel va nNpoEpXovTal Ka-
TOMIV WPIKNNG OKEWYNC Kal N oUPBOAR TG dioiknong o€ auTo €ival va divel To ow-
oT16 napdadelypa, aAa kai va enmpBaiiel Tnv Bonion avaloywv diadikaciwv, [17].
>T0 nNAqiolo auTo, €ival avaykaia n B£omion Tou 0PoU TNG «NPOCWIKNG EUBUVNC»
yia kGBe euniekopevo. Mpenel o kaBevag, ave&apTnTwg o€ nolo eninedo TnG eni-
Xeipnong epyadeTal, va avaappavel To pepidio ubUVNG NOU TOU AVTIOTOIXEl £TOI
WOTE Ol anoPAaceIg va anoTeAoUv NpPoidv GUAAOYIKNG EuBUVNG Kal Ol HOVOHEPWV

AVAKOIVWOEWV.

ATopa og B€oeIC kA€IOIA MouU gival Ikava va ennpeacouv Tn dloiknon Npénel va
gunAakouv oTn diaxeipion Twv KIVOUVWY GUCTNHATWY NAnpo@opiknc. MNa va e&a-
o(paNOTEI AUTO, NPENEl va unapyxouv diadikacieg nou Ba Touc avabeTouv Eekaba-
pa Tnv €ubuvn, Tnv onoia 8a kAnBoUv va avaAapouv kai va ival undAoyol yia T
€UpUBUN AsiToupyia TWV CUOTNHATWY NANPOPOPIKNG. EninAéov, n avaAnwn Tng

gubuvng, népa and Tnv anodoon eubuvwv Npenel va ouvdedei kal pe Eva oloTn-
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Ha avTapolBwv £TO1I WOTE va gival anodekTn N avaAnyn Tng euBlvnc ano Ta &-

MIAEKOMEVA ATOMA.

TETOla aTopa pnopei va €ival ekeiva nou ano@aacifouv yia enevOUCEIC GE OUOTR-
haTa nANPoMOPIKNG, Yia XpnHaTodoTnon £pywv NANPOPOPIKNAG, Yia PIJKEC ahAa-
YEC oTnVv unodopn — €EONAIOPO TNG EMIXEIPNONG, YIA TNV EKTIUNON TWV KIVOUVWV

Kal yia TNV napakoAouBnan Kal Tov EAEYX0 TwV OIaPOpwV ONUEIWV EAEYXOU.

2.9.6 H ouvexnc BeATiwon wc kaBnuepivr Asiroupyia

H ouvexng kar kabnuepiviy BeAtiwon Twv diadikaciwv diaxeipiong KIvOUvwY ano-
TeAel TNV TeAeuTaia Kal Bacikni apxn TNG AnoTEAECUATIKNG OIaXEipIonG KIVOUVWV
nAnpo@opiknG. Ensidn n @uon Twv KIVOUVWV TWV GUOTNHATWV MNANPOPOPIKNG
eivar duvapikn, n dlaxeipion Toug Npénel va €ival Yia enavaiauBavopevn Kal ag-
van diadikacia. Aev PMopEi N €nIXEipnon o€ Kaveva Onueio TNG EMIXEIPNUATIKAG
TNC dpaoTnPIOTNTAC va anopavOei 0TI NAEovV dev EXEI va AVTILETWNIOE! KIVOUVOUC
nou oxeTifovTal Ye Ta nAnpo@opiaka Tng cuoTnuata. O kivduvol ival dlapkeig

Kal egnAouTidovTal PE NPWTOPAVEIG PUBOUC,.

H eggpavion vEwv TEXVOAOYIWV anoTeEAEI KABNUEPIVO PAIVOUEVO EIDIKA OTIC HEPEC
pac. Auto, anoTeAei duvnTIKA Wia €ukaipia yia TNV niXeipnon, n onoia Opwe umno-
KpUNTEI Kal kAnoloug Kivouvouc. Mpenel, Aoinov, n diaxeipion Twv KIvOUVWVY va
gival ouvexnc yiaTi Jovo €1al Ba €xel T duvaToTNTA N €NIXEIPNON va XpPNoIKonol-
Noel TIG BuvNTIKA VEEG eukalpieg nou TIG napouacialovtal. AANAyYEG OTO PUBUIOTIKO
nAaiolo AsIToupyiac Pnopei va €nipEPOUV KAMoIouc VEOUG KIVOUVOUC W OUHHOP-

Pwaong, Nou npenel va aglohoyouvTal o€ kabnuepivi Baon.

EidiIkn avagopd npenel va yivel aTig pebddoug anoTiynong Kivouvwy, oTnv unap-
&n pOAWV Kal apuodIoTATWV, OTa £PYAAEia, OTIC TEXVIKEG KABWG Kal aTa KpITApia
KIvOUVOU nou BgTel n enixeipnon. Mpénel, €1I0IKOTEPA, VA EVTOMIOTOUV Ol JIEPYATi-
€G TNG €nIXeipnong nou €ival ouvoedepEVEG HE TN avaAnyn kivduvou, va €&eTa-

oToUv ol MBaveg eniNTWOoEIC TwV KIVOUVWV auTwv Kal, TEAOC, va avaAubouv ol

Sehida 52 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

OUVONKEC €Keivec nMou Ba onuaTodoTAooUV OTI KAMOIEC AANAYEG NPENEl va Yivouv
0TO KUKAO TNG dlaxeipiong KIvOUVWV.

2.10 E&wTepikoi Kal E0WTEPIKOI NApAYOVTEC KIvOUVOU

O1 kivduvol nou avTIJeTwNIfEl JIa €nixeipnon KNopei va ogeilovral o€ eEWTEPI-
KoUG I €0WTEPIKOUC NapayovTec. ‘Ouwe, unapxouv Kal Kivduvol nou Pnopouv va

undap&ouv T000 0To eEWYEVEC NEPIBANAOV TNG ENIXEIPNONG 000 KAl OTO E0WTEPIKO
™G

EcwTepikoi kal eEEWTEPIKOi NapAyovTEG KIVEUVOU

Emnpeddovral amod To
£&wTEPIKG TEPIBGAAAOY

(TR
Oikovopikoi Kivouvol 21paTnyikoi Kivduvol

I
MeTaBoAég emmTokiwy -

Avtaywviouég
MeTaBOAEG I0OTIHIWY MeAatoAdyio
MioTwriKoi Kivduvo! Ayopd

ZAtnon

Peuotémra ‘Epeuva kal avaTTugn

Tonsmds pete S

Emnpeadovral améd To Eowrepikéd mwepifdAlov

NoyioTiKoi éAeyxol

ZuoTApara
MAnpogopikrig
B e
Aluofda epodiagiol AVBPWTIVO BUVAHIKG
ZTparohoynar] Mpoi6vTa kai uTMpeoieg,

PuBuioTikG TTAciola ZuuBélAulu
KouAtoupa — ZupBavia
Z0vBeon AX MpopnBeutég
Aeiroupyikoi Kivduvol Aidgopol Kivduvol

Ermpedovial ammé 1o
£€wTepikd epIBaAAOV

Eikova 6: EOwTEPIKOi Kal EEWTEPIKOI NapAyovTeGg Kivouvou [18]
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O1 olkovOuIKOi Kivduvol, ol KivOuvol OTPATNYIKAG, Ol AEITOUpYIKOi Kivduvol Kal ol
Aoinoi kivouvol aAAnemdpouv Pe To €EWTEPIKO nePIBAMoOV kal ennpealovral
apeoa and auto. ‘Opwc o1 KivOuvol Onwc N PEUCTOTNTA KAl Ol TAMEIOKEC POEC, N
EPEUVA Kal avanTuén yia véa npoidvta, ol AOYIOTIKOi EAeyxol Kal TEAOG Td
ouUOTAKATa NANPOPOPIKAC ennpealovtal TO0o and To eEWTEPIKO OCO Kal ano To

E0WTEPIKO NEPIBAAAOV.

2.11 H diaxeipion kivdUuvwv

To nAaiolo diaxeipionG KIVOUVWV €xel OXedIAOTEI PE TETOIO TPOMO WOTE Vvd
npocBeTel a&ia oTnv €niXeipnon HWECW TNG UMOCTNPIENG TWV ENILEPOUG OTOXWV
™G [18], pe To va napéxel éva nAaiolo OIadikaociwv Mou EMITPENEl OTNV
ENIXEIpNON va AIToupynoel Ke €va oTabepd kal eAeyxopevo Tpono. To nAdioio
aQuTtO CUPBAAAEI TNV ANOJOTIKOTEPN XPNON TWV NOPWV TNC ENIXEIPNONG, HEIWVEI
TNV aoTabeia OTIG UNOCTNPIKTIKEG AEITOUPYIEG TNG, NpooTaTeUel Kal evioxUel Ta
MEPOUOIAKA TNC OTOIXEIQ Kal EVIOXUEI TNV YEVIKOTEPN €IKOVA TNC NPOC ToV £EW

KOGOHO.

EninAéov, o1 diadikaoie¢ nou nnyalouv and To nAdiolo diaxeipiong KivOUVWV
BonBoUv oTnv unooTnPIEN kal avanTtuén Tou avBpwnivou Ouvapikou, OToV
EUNAOUTIONO TNC €UNEIPIAC TNC EMIXEIPNONG KAl OTNV AMOTEAECHATIKOTEPN KAl

anodoTIKOTEPN AEIToupyia TNG.
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Aladikacia diaxeipiong KivOUvwv

Z10XO0I TNG
€mixeipnong

ExTtipnon Kivduvwyv

AvdaAuon Kivduvwyv
EvToTmriop6g Kivouvwy
Meprypaen Kivduvwy

ExTipnon kivéuvwy

AgloAéynon Kivouvwv

Evnupépwon yia Toug
Kivduvoug
ATTeIAéG KOl EUKAIPIEG

Aqyn aropdoswyv

AvVTIJETWTTION
KivoUvou

Evatropévwy Kiviuvog

Alapkig ‘EAeyxog

Eikova 7: Aiadikacia diaxeipiong Kivouvwv [18]
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2.11.1 EkTipnon kivduvou

H ekTipnon kivduvou, oUpgwva pe 1o ISO/IEC Guide 73, opileTal w¢ n €nava-
Aappavopevn diadikacia Tou unoAoylopoU TNG MiBavoTnTac Kal TWV EMNTWOEWY
TwV KIVOUVWV, HE TN XPAON NOIOTIKWV KAl NOCOTIKWV HeBOdwV. ‘Onwc UNovoei Kal
N AN «ekTipnon», n d1adikacia auTn €ival UMOKEIYEVIKN, KaBwc, KATI Mou yia
kanolov €ival onuavTiko, yia kanoiov ahlov dev eival. Opoiwg, kATl nou BswpeiTal

MEYAANC onuaciac yia pia nixeipnon o pia aAAn dev €xel JeyaAn eninTwon).

>KOMOC aQUTNG TNG €pEuvag €ival va npoTeivel pia véa PEBodO NOoOTIKOMOINGNG
TwV KIVOUVWV yia Ta cuoTAKaTa NnAnpogopikng n onoia dev Ba BacileTal o€ npo-
OWIMIKEC EKTIUNOEIC aAAG 0€ adIAoEIoTEG PETPNOEIC Nou Ba unodeikvuouv To Bab-

MO €nikivduvOTNTAG EVOG GUCTNHATOC, NPOIOVTOG I} UNNPETiac.

2.11.2 AvaAuon kivéuvou

H avaAuon kivouvwv gival n diadikagia evToniopou Kal UnoAoyiopoU Tng EkBeang
TNC EMIXEIPNONG O€ TUXAia —Kal iow¢ KaTaoTpoPika- cupBavTa. Auto anaitei Tnv
BaBia yvwon TnG €niXeipnong, TG ayopdc nou ansubuveTal, TOU VOUIKOU Kal Kol-
VWVIKOMOAITIKOU NEPIBAAOVTOC HECA OTO OrMoio Aokei TIC OpacTnpIOTNTEG TNG,
TNV NARPN KATavonon TwV oTPATNYIKWV KAl ASITOUPYIKWY OTOXWV TNG KaBwe Kal

TWV KPioIJwV NnapayovTwyv nou 6a cupBalouv oTnv ENITEUEN TOUG.

2.11.2.1 .EvToniopog kivouvou

O evTONIOPOC TWV KIVOUVWV gival Pia ouvexnc diadikaoia nou okono €xel va e-
VTONIOEl TIG NEPIOXEG KIVOUVWV TNG enixeipnong. O evroniopog auTtdg npenel va
yiveTal pge peBodIkO TPOMO £TOI WOTE va €Ea0PANOTEI OTI OAEC 01 AEITOUPYIEC TNC
gNIXeipnong €xouv XapTtoypapnOei, [19], kabwg kai 0Aol o1 Kivduvol nou anoppé-
OUV anod AUTEC EXOUV KATaypagei kal katnyopionoindei og pia anod TIC KATnYyopieg
Mou NepIyPAPTNKav oTnv napaypago 2.5. H diadikacia Tou evroniopoU Twv KIv-
OUVWV Miac enixeipnong PNopei va yivel kal anod €EwTePIKOUC OUPBOUAOUC Mou

g1dIkelovTal o€ AuTa Ta BpaTa. ‘OPwG pia KaAd opyavwpévn E0WTEPIKA TG Eni-
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X€ipnong npoondbeia, Tnv onoia 8a yvwoTonoinoel n dloiknan TNG EnIXEipnNong
npog To avBpwnivo duvapikd TnG, Ba eival kaTa kavova NepICCOTEPO ANOOOTIKA
Kal akpiBic. H anodoxry TN¢ £vvolac Tou KIVOUVOU €0WTEPIKA OE Hia EMIXEipNoN

eival {wTIKAG onuaociac.

Mepikéc anod TIC eBOBOUC evToniopoU KIVOUVWYV ivat:

[E=Y

. H avraMayn andéyewv (Brainstorming)

2. H oUvBeon epwTnuaToloyiwv

3. H avaiuon ayopdc

4. H diauop@waon osvapiwv yia Tnv nNopeia TnG ayopdag

5. O1 opadeg epyaaiag anoTiynong KivOUVwv

6. H €peuva nepioTatikwv KIvOUVWV yia Tnv avalntnon amwv Onuioupyiag
TOUG

7. H unapén sowtepikng eniBewpnong kai d1adikacliwv eAEYXOU

2.11.2.2 .Nepiypan) kivouvou

Q¢ Qualkn ouvexela TnG dladikaaiag evroniopdoU Twv KIVOUVWV HIag EniXeipnong
givar n akpipnc nepypagpr) Touc PE TPOMO OPYAVWHEVO, Yid NApAdElyyd PE TN
Xpnon nivaka anotunwonc. H xprion €voc TEToIoU nivaka €ival avaykaia yia va
€€aoPaAIoOTEl N OAOKANPWHEVN KAl AvaAUTIKN NEPIYPAPN TWV ANOTEAEOUATWY TNG
dladikaoiag evroniopou. EEstalovrac T6o0 Tnv Mbavr) enintwon 600 kal TNV ni-
BavoTnTa €UEAvionc kabevog and Toug kKivOUVOUC Mou avagEPovTal OTo Nivaka
anoTunwong KIvOUVwV TG €nixeipnong, €ival duvaTtod va kabopioTei N NPoTEPAIO-
TNTa 0TOUC BaaikoUg kivOUVoUc, ol onoiol Ba npénel va avalubolv e NEPIOTOTE-
pn Aentopepela. O1 Kivduvol Nou OXeTICovTal e TIG AEITOUPYIKEG Epyaadieg TG enli-
X€ipNoNG i HE TN AWnN anopAacswyv KNopouv va katnyopionoindolv T600 WG Kiv-

duvol aTPaTNyIKNG 000 Kal w¢ AsIToupyikoi kivouvol. Ma auto €ival anapaitnto va
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EVOWHATWOEI N €vvola Tou KIVOUVOU O€ KABe pAcn OAWV TWV EPYWV MIAG ENIXEI-

pnong kai va napbouv Ta avTioTolxa PETPA ano@uyng TOUC.

O Nivakag 2, €ival évag NpoTEIVOPEVOC Nivakag anoTunwong Twv KIvOUVWY MIag

enixeipnongc:

Mivakag Anotunwong Kivduvwv Enixeipnong

Kivduvog:

Mepioxn Kivouvou MoloTIKI) NEPIYPAPT) TOU KIVOUVOU, TOU HeyEBOUG Tou, TOU

TUNOU Tou KaBwC Kal TwV Meavwv eEapTHoEwWY Tou.

Katnyopia kivéuvou >TPATNYIKOG, EMIXEIPNOIAKOC, OIKOVOUIKOC, VOMIKOG, OUW-
MOPPWONG € PUBUICTIKO NAQICIO KTA.

Ev31apepPOMEVOI Moloug evOIaMEPE! Kal NOIEG €ival ol NPOadOKIEC TOUG;

LG TG LI B GTTE - Inuacia kal miBavoTnTa

KivdUvou

Avoxn oTov Kivouvo e [iBavec anwAeleg o€ KEPDN Kal GANEG OIKOVOMIKEG
ENINTWOEIG

e AnorTiunon Tou Kivduvou nuiag (Value at risk)

e [MBavoTnTa Kal €kTacn méavav JnNuIwV

e 3TOXOI! YIO TOV €AEYyX0 TOU KIVOUVOU Kal ENBupnTa
enineda endOoEwWV

LA T AL OO TR - Aladikacieg nou Ba xpnoiponoinBolv oTnv MEPINTWON

IR A TR SSOTGTT - gugaviong Tou KivoUvou Kal UnXaviopoi EAEyxou yia Tnv
ano@uyn Tou KivdUvou

MOavég BEATIOOEIG MpoTdaoeic yia TNV BeATioon Twv diadikaoiwv PE oKomno

TNV HEi®on TwV KIVOUVWY

Mivakag 2: NMivakag anoTunwong KIvAUVmvV eniXEipnong
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2.11.2.3 .M€B0do0I ekTipnonc Kivouvou

Ynapyxouv d1apopeg PEBODOI yia TNV EKTIMNON Tou Kivouvou. O1 péBodol auToi
KATnyopionoloUvTal OS MOOOTIKEC, MEPIKWG MOCOTIKEG I MOIOTIKEC 000 apopd
oTnv MeavoTnTa UPAaviong kai Tic MBaveg enNNTWoeIG. H YeTpnon Twv meavoTn-
TWV EUPEAVIONG aAAA Kal TwV ENINTWOEWV TOU KIVOUVOU YIVETAl JE TN XpAon KAi-
pakag Tpiwv dlaBabuicewv: a) YwnAn, B) Meoaia kai y) XapnAn. MapoAa autd,
KAMOIEG ENIXEIPACEIC yIa TNV HETPNON ToU KIVOUVOU Kal TWV EMATWOEWV TOU,
Xpnoidonolouv dIapopeTIKN KAiJaka, He nepioodTepeg diaBabpioelg ol onoieg eEu-
nnNPeToUV TIC avAYKEC TOUC KAAUTEPA Kal Toug divouv Wia mio akpipn aneikovion

TwV KIVOUVWV nou dIaTpEXOUV.

>To onueio autd npoteivovtal opiopevol nivakee (BAEne nivakeg Mivakag 3
kailivakag 4: a) Twv eninTwocwv KivoUuvou kal B) Tng meavoTnTag ePPAavionc

TOU KIVOUVOU, O€ GUVOUAOMO HE TN XPpnon TnS kAigakac BabuoAdynonc Touc.

Mivakag eENINTOOEWV KIVOUVOU

YynAn e 01 oIkovopIkEG {nUIEC NpoBAEnsTal va Eenepaocouy Ta ... €.

e INUAVTIKEC ENINTWOEIC Ba unap&ouv oTnV €NiTEVEN TWV OTPATNYI-
K@V OTOXWV Kal aTn A€IToupyia Tng enixeipnongc.

e Inuavtikn Ba sivalr n enidpacn Tou KIVOUVOU OTOUC WETOXOUG TNG

ENIXEiPNONG

e 01 0IKOVOUIKEG {NUIEC NpoBAENETAl va €ival PETAEU TWV ... € Kal ...
€.

e Aev Ba unApEOUV ONUAVTIKEG ENINTWOEIC OTNV ENITEVEN TWV OTPa-
TNYIKQV OTOXWV Kal TN AEIToupyia TnG enixeipnong.

e O kivduvoc Ba avnouxnoel JIKp HEPIda TwV PETOXWV

O1 0IKOVOUIKEC {NMIEC NpoBAEneTal va sival AiyoTepec ano ... €.
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Mivakag enMNT®oewvV KIvdUvou

e O eniNnTwoelC nou Ba undp&ouv oTnVv €MITEUEN TWV OTPATNYIKWOV
OTOXWV Kal oTn A&iIroupyia Tng enixeipnong 6a ivar anod PIKPEG £wG
MNOEVIKEC,

e Aev Ba &xel enidpacn o KivOUVOG OTOUC ETOXOUC TNG EMIXEIPNONG

Mivakag 3: Mivakag eNINTOOE®V KIvoUvou

Mivakag mOavoTnTag eppaviong Kivéiuvou

VALY G QUELVGRT G TTER SupBaivel kaBe xpovo 1 MBavotnTa va oupBaivel
:33)) n meavoTnTa €UPAVIONG AapKETEC (POPEC PEDA OE €va
va €ival navw ano 25%  kaBopIoPEVO XPOVIKO NAdi-

010 (n.x. 2 ETWV)

) CITLYGH@GATETL TS )E  MiBavo va oupPaivel oe ©a pnopouce va ouppei
Meyalo XpovikO OIaoTn- Mia gpopd WEoa Ot £va Ka-
Ma (n.X. 5 €twv) [ n Bopiohevo Xpoviko diaoTn-
neavotTnTa  eu@avionc pa (n.x. 2 eTwv)

va €ival PIkpOTEPN ano

25%

) CITLYGRGUIELRVGRTRGTTES Ay eival mBavo va oup- Aev €xel GUupPBel noTe kal
Bei) Bei N n mBavoTnTa e€u- €ival aniBavo va cuppEi
@aviong va eival Hikpo-

TepN ano 2%

Mivakag 4: NMivaka niéavoTnTag EPPaviong Kivouvou

Yndapyouv kal apkeTeC peBodoAoyieC yia Tnv avaiuon Twv KIvOouvwv [18]. Kanoieg

ano auTeg ival:

1. H €peuva ayopac
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N

. H avaAuon SWOT (Strength, Weaknesses, Opportunities, Threats)

w

. To ox£dlo enixeipnolakng ouvexelac (Business Continuity Plan)

n

H avaluon BPEST (Business, Political, Economic, Social, Technological)

Ul

. H avaluon PESTLE (Political, Economic, Social, Technical, Legal, Environ-
mental)

6. H oupnepaoparikn oTaTioTikn avaiuon (Statistical Inference Analysis).

Ta anoteAéopaTa TnG avaiuong KivoUvwv PnopoUvV Kal MPENEl va XpnoiJonoin-
BoUv yia Tn dnuioupyia Tou NPOQIA Twv KIVOUVWV MoU avTIMETWNICEI N EniXEipn-
on. ‘Exovrac kataypayel kar Baduoloynosl Toug KivoUvouc avaloya PE Tnv £ni-
KIVOUVOTNTA TOUG N €nixeipnon Knopei va npofei oTnv katapTion Tng AioTag npo-
TEPAIOTNTAC AVTIMETWMIONG KIVOUVWY, dnAadry and noiouc KivOUVOUC MPENEl va

gival €Tolun va npooTaTteudei aAAa kal va avTidpdaacel.

AuTn n Xxaptoypapnon Twv KIvOUvVwv avano@eukta unodeikvUEl TIG ENIXEIPNTIA-
KEC MEPIOXEC NMOU EKTIHOUKE OTI Ba cupBouv ol KivOuvol, NEPIYPAPE! TIC AVAYKAIEC
O1adIkaciec eAEyxou nou duvnTIKG Ba Enpene va undpxouv Kai, TEAOC, avadelkvUEl

TNV avaykaioTnTa TnG NPOoWNIKNAG EUBUVNG KABE EUNAEKONEVOU ATOMOU OTIG AEI-

TOUPYIEC TNC €NIXEipnonG.

2.11.3 A€ioAoynon kivduvou

'Otav nAéov oAokAnpwBei n diadikaacia TnG avaiuonc Twv KIVOUVWV TNG ENIXEipn-
ong, €ivalr avaykaio va xpnoigonoinbouv Ta gupnuaTa TnG yia Tnv oUYKPIoN HE
TOuG KIVOUVOUG Mou n enixeipnon vOouIZe 0TI Ba avTipeTwnilel 0Tav dnuioupynon-
ke. O1 KivOUVOI QuTOi JMOPEI va €ival GUOXETIOPEVOI PE d1IAgopa KOOTN Kal Nooo-
OTA KEPOWV, VOMIKEG UMOXPEWOEIC — NPOUNOBETEIC, KOIVWVIKOOIKOVOUIKOUG nNapa-
YOVTEG, OUVOean PETOXWV Kal AAAa. H diadikacia TnG a&loAoynong Twv KIvOUVwv
BonBa Tnv enixeipnon va ano@acioel OXETIKA PE TN ONUAVTIKOTNTA KABevOG KIv-
duvou kal, emnAéov, av Ba npenel va yivel anodekTn n Unapén kade kivouvou.

Eav vai, ToTE va kabopioel TIC dIadIkagieg aVTIHETWMIONG ToU.
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2.11.4 Evnuépwaon yia Toug Kivduvoug

H olyxpovn enixeipnon anoTeAeital ano d1apopeTIkoUC TOPEIC AeIToupyiag Kal PE
TN O€ipd TOuG auToi and noAAa TuAuarta. Kabe pia and auTég TIC UNNPECIAKEG
NEPIOXEC EXEI TNV AVAYKN JIAPOPETIKAG NANPOPOPNONG ava@opika HE TOUC KIVOU-
VOUG Nou eVOEXETAI va QVTIMETWNIOEI Kal Ol onoiol xouv evTonioTei and Tn diadi-

kaaoia avaiuong KIivouvav.

'ETol, yia napadeiypa, To dIoIknTIKO CUMBOUAIO NpEnel va yvwpilel TOUG onuavTi-
KOTEPOUC KIVOUVOUC Mou avTIHETWNIZEI N €nIXEipnon, onwc eniong Kai TIC Mavec
EMNINTWOEIG NOU Ba €XOUV AUTOI OTOUG PETOXOUG TG enixeipnong. Eival anapaitn-
TO va yvwpilel To enixeipnolako NAavo nou 6a akoAoudBnoEl N nixeipnon o< nepi-

NTwon KaBevog anod Toug anpavTikoug KivOUVOUG Nou avTIMETwICEL

MvwpiovTac TOoO TOuG KIVOUVOUC 000 Kal TIC 01adIKaoieC avTIMETWNIONG TOUG,
gival eubuvn Tou dioiknTIKOU GUKPBOUAIOU va evnuepwaoel yia TNV KaTaAAnAn dia-
dikaaoia Tnv avaloyn unnpecoiakr povada, Kabwe Kal va ouvTovioel dIapOPETIKEC
UNNPECIAKEG Hovadeg PeTAEU Toug O MeEPINTWOoN GUVBETWV KIVOUVwY. EninAgov,
npénel va gpovTiosl va eEaopalioel 0TI ol kabopiopevec diadikaoiec Ba anope-
pouV TO €MIBUKNTO anoTEAeopa Kkal n enixeipnon 6a unooTei TIG AlyoTeEPEG duva-
TEC N Kal kaBoAou {NUIEC, onoliaodnnoTe PUOEWE, O NEPINTWON MOU TEAIKA O Kiv-

duvVoG OUWPBEI.

AVTiOTOIXa, Ol UNNPECIAKEG HOVADEC, MPENel va yvwpilouv akpiBwe Toug Kivou-
VOUC Mou TIC aopouv padi Pe TIC MOaveS ENINTWOEIC O AUTEG N O£ AGAAEC unnpe-
olakeg povadec. Ma napadeiypa, av n AicuBuvon MAnpo@opikng o€ evav Opyavi-
opo, unootei avenavopbwTtn BAARN and kanolo QuoikO Kivduvo, auto Ba enn-
pedoel Kal GANEC UNNPECIAKEG POVADEC ME AMOTEAEOHA N GUVOAIKN €NiNTwon va

gival aBpoloTIkG NoAU peyaAUTepn anod autn Tng Aieubuvong MAnPopopIKNG.

AkpIBw¢ yia To Adyo auTd €ival avaykaia n unap&n dsikTwv andédoonc rnou Ba
EMITPENOUV OTIG UNNPECIAKEC HOVADEC va napakoAouBoUv TIC MIBAVEC ENNTWOEIC
OTIC BACIKEC AEITOUPYIEC TNC EMIXEIPNONG, OTA OIKOVOMIKA TNG OTOIXEIQ, 0TA KEPON

Kal TIG TIMEG TNG METOXNG, Kal va kavouv NPoBAEYEIG yia mBaveg BEATIWOEIG N/kal
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kOOTN nou Ba XpeiaoTouv oTn JIAPKEId TOU XPOVOU Yia TNV nNpoAnwn n/kai Tnv

QVTIMETONION TWV KIVOUVWV.

Eniong, onuavTiko €ival oI UNNPECIaKEG HOVAdEC va avapePouV aTn BIoiknon &-
YKQAipwG Kal JE OPYAVWHEVO TPOMO, KABE VED KivOuvo nou eival duvaTd va ePgpa-
VIOTEI ) aoToYiEC Nou £xouv OUWBEei OTIC O1adIKATIeC EAEYXOU KIVOUVWY, £TOI WOTE

va UNAapyel anoTEAECUATIKN Kal APEDN TPOMNOMnoinon Twv avaykaiwv d1adikaciwy.

duoika, o akpoywviaiog AiBog kabe enixeipnong ival To avBpwnivo duvapikd TnG.
'ETO1 KaI QUTOI PYE TN OEIPA TOUC MPEMEI VA AMOKTHOOUV GUVEIONGON TOU KIVOUVOU
aAAa kal Twv euBuvwv Toug, va Bonbouv aTn diapkn BeATiwon Twv diadikaciwv
avTIHET®MIONG KIVOUVWV Kal va ava@Eépouv APETa Kal opyavwpeva otn d1oiknon

kGBe mBavo veo Kivduvo nou avTiAaupavovTal.

KaBe enixeipnon dev £xel OVO TNV avdaykn va eVNHEPWVEI EOWTEPIKA YId TOUC
KIvOUVOUC, aAAG kal npog Tov £Ew kOapo. MNa napadeiyua, n dloiknon npEnel Ta-
KTIKA VA EVNUEPWVEI TOUG PETOXOUG TNG EMIXEIPNONG OXETIKA WE TIG NONITIKEG dla-
XEipIoNG TwV KIVOUVWY nou uloBeTouvTal. O1 JETOXOI, KE TN CEIPA TOUG, anaitouv
OAO Kal NEPIOTOTEPO EVOEIEEIC OTI N dloiknan TNG enixeipnong Beonilel d1adIKagieg
MEIWOoNG Twv KIVOUVWVY Kal TV ENNTWOEWV TOUG, NPAyKa Nou onuaTtodoTei Thv

ao@Aleia TnG ENEvOUOT) TOUC,.

2.11.5 Afwn ano@acswv

And Tn oTiyun nou n diadikacia avaluong KIVOUVWV EXEl EVTONIOEI TOUG KIVOU-
VOUC TNC ENIXEipnong kai auToi £xouv a&lohoynBei wc Npoc Tn ouxvoTnTa UQavi-
ONG Toug aAAd Kal wWC NPoG TIC ENINTWOEIC TOUG OTNV EMIXEipnon, kal 0edOUEVOU
OTI £xel evnuepwOei n dioiknan, dev pével napd va akohoudnoel n diadikaaoia An-

YnC anopacewv.

KaTa Tn diapkeia Tng diadikaaiag auTtng, Ta SIEUBUVTIKA OTEAEXN TNG ENIXEIPNONG
£xouv oTn 01aBe0T TOUuC OAA Ta OTOIXEId ava@opika PE TOugG KIvOUVoOUC nou dia-
TPEXEI N ENIXEIPNON. ZuXVOTNTA, ENINTWOEIC, KOOTN Kal d1adIKaoiec GUVOETOUV €va

noAU duokoAo npoBAnua nou kalouvTal va AUoouv. Oa npenel yia Kabe Kivouvo
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Mou nepIEXETAl oTnv avaiuon Twv KivOUvwy, va anopacicouv av Ba npenel va
avaAaBouv To pioko va oUMPBE 0 KivOUVOC Kal O€ MEPINTWAON Nou oupBei, av ol
EMNNTWOEIC Ba €ival TETOIEC NoU Ba ENITPEYOUV OTNV ENIXEIPNCN VA CUVEXITEI TIC

A&IToupyiec TNC avaAapBavovTag To KOoTog TNG (NUIAC.

'ETO1 yia napadelyua, ac unoBEcoupE OTI EXOUME TNV NEPINTWON VA Anopaciosl n
enixeipnon €av 6a uIoBeTAOEI TN XPNon I0MopPIKoU AoyiopikoUu (antivirus) yia Tnv
avTIMETOMION JIaPOpwV IWV Kal KAKOBOUAWV €niBEcswv oTo OIKTUO TNG. TNV
nepinTwon auTtn Ta dIEUBUVTIKG oTeAEXN Ba npenel va anogacioouv av Ba na-
POUV TNV anopaon va nAnNpwvouv To KOOTOC Yia TN XPron Tou AoyIoHIKoU npo-
oTaciag ano 100G N av G NePINTWaon Unapgng kamnoiou kakoBouAou 10U av n €Tai-
peia Ba pnopei va ouveyiosl TN Asiroupyia TNG diXwe UNXavoypapIkn unooTnpIEn.
Aiadikaoieg nou Ba eniluav To NpoBAnua sivar ol diadikacieg avakapyng ouoTn-
HATWV NANPOPOPIKNC OE KAMOIo eVaAAKTIKO Xwpo (disaster recovery), Mou OPWC

ME TN 0€Ipd TOUG ENICUPOUV £va ONUAVTIKO KOOTOG yia TNV €MIXEipnon.

MapaTtnpoUupe Aoinov OTI ioWG N Nio onUavTikn AsIToupyia oTn diaxeipion Kivou-
vV gival n Aqyn anopacswv Kai yia auto n d1adikacia Tng KTiHNONG KIvOUVWvV
npénel va gival 600 To duvaTto ENIKAIPOMOINUEVN Kal avaAuTIkh. AuTO eival akpi-
Bwg kal To oToIXEIO NMoU avaykadel Tn dlaxeipion Twv KIVOUVWY va ival pia agvan
diadikacia, apouU KATI Nou PEAETABNKE Npiv ano &va xpovo, yia napadeiyua, uno-
pEi va unv 1oxUel NAEov 1 0To dIACTNHA AUTO va €XOUV EUPAVICTE vEol napayo-

VTEC Mou ennpealouv —BeTIKA 1} apvNTIKA- TNV EKTIiKNON.

2.11.6 AvTigeTwmnion Kivouvou

H diadikacia avTigeTwnong kivouvou eival n diadikaagia Tng emAoynG Kal papo-
YNG HETPWV EAEYXOU YIa TN MEiwon Tou Kivduvou, [20]. Baoika otadia Tng diadi-
Kaoiac auTng €ivar n ANWn HETPWV EAEYXOU Kal HEIWONG Tou KIvOUvou, n Afwn
METPWV YIA TNV anoguyn Tou KIvOUVOU Kal n £Ea0@AAIan OIKOVOUIKWV NOpwWV YId

TNV AQVTILETWNION TWV CUVENEIWYV TOU KIVOUVOU.

Sehida 64 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

H diadikacia avaAuong kivouvwv avadelkvUel Toug KIvVOUVOUG Nou avTIKETWNICEN N
EMIXeipnon kal autd GUPPBAAAEI OTNV AnOTEAEOHATIKN Kal anodoTikn AsIToupyia
TNC EMIXEIPNONC. ZTN OUVEXEId, N dIoiKNON TNG ENIXEIPNONG 8a npeEnel va npoxw-
PNOEI OTNV IEPAPXNON TWV HETPWV EAEYXOU TwV KIVOUvVwy, [21], avaloya pe TO

HEyEBOC Tou MBavou KEPOOUC anod TNV UIOBETNOT) TOUC.

H anodoTikOTNTa TwV PETPWV EAEYXOU aVTIOTOIXEI oTOV BaBUd OTOV OMOoIo O Kiv-
duvoc Ba peiwdei ) Ba €EaleipBei TeAsiwe. AvTioToixa, n anodoTiKOTNTA yid TO
KOOTOG TNG ENEVOUONG TNG EPAPHOYNG EVOG HETPOU EAEYXOU, OXETICETAI E TO KO-
OTOG UAOMOINONG TOU WETPOU AUTOU OE OXEON ME TN MeEiwon Tou KivOUVoU rou
avapeveral. MNa napadeiypa, av B6a npenel va danavnBei eva unepoyko noood yid
TNV npooTtacia and €va kivouvo, yia va UNAPEEl PIa MIKPr) OXETIKN HEiwon TG
meavoTnTag va oupBei o kivduvog, TOTE TO HETPO EAEYXOU KPIVETAl AQVENAPKES Kal

unN anodoTiko.

H apxn €ival 0TI OAa Ta PETPA eAEyXou MpEnel va aglohoyouvTal Navra o€ OxXEON
ME TO MIBavo OIKOVOUIKO anoTéAeopa nou Ba &xel n enixeipnon av dev Ta AGel.
'ETo1 yia napadelyua, av pia snixeipnon diatnpei €va nAEKTPOVIKO KATAOTNHA Kal
oTtnpilel To OUVOAO TWV EPYACINV TNG O NWANCEIC HEOW Tou O1adikTUoU, NPENEI
va a&lohoynoel To KOGTOG Nou Ba €xel N PN uloBETnon AoyiopikoU yia npooTaaia
ano KAakOBOUAEC €nIBECEIC O OXEDN HE AUTH TNC KN ASIToupyiac Tou nAEKTpovi-
koU KaTaoTAKaTog TNG 000 Kalpd XpeIaleTal yia va enaveABel auTo, PETA anod pia

moeavn enibeon.

ApxIka, Aoinov, npenel va ekTINNOei To KOOTOC UAOMOINONG EVOC HETPOU WE KAmola
OXETIKN akpiBela yiaTi and auto 6a eEaptnBei n anodoTikoTNTA Tou. H {nuia and
TN Hn UI0BETNON TOU HETPOU MPENEI €MIONC Va €KTIUNOEi Pe avTioToixn akpipeia
Kal TEAOG n dIoiknon ouykpivovTag Ta duo kooTn Ba AaBel Tnv anogaon UIoBETN-
ONG TOU PETPOU N} OXI. Aev UNAPXEI OUYKEKPIYEVOC Kavovag av Ba npenel va Ang-
Bei kanoio PETPO 1 OxI KABWC auTo EapTaTal APeoa anod To NPoPiA TNG nixeipn-
ong avagopika pe Tn anodoxn KIvoUvwy. Kanoleg enixeipnaoeig ival 81aTeBEIEVES
va anodexbouv KIvOUVOUG Kal va pnv enevdUoouV 0€ avTioTaduIoTIKA PETPa AOYw

KAKWV OIKOVOUIKWV OUYKUPIWY, JE OKOMO TNV KAAUTEPN €IKOVaA TWV €E6DWV TOUC.
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duoika Tnv idlIa oTIyUR KIVOUVEUOUV MEPIOCOTEPO VA HWNV EMITUXOUV KaBOAoU

KEPON, AAAG povo {nuiec o€ NEPINTWON MOU O KivOuvocg TEAIKA CUREI.

'OpWG UNApXoUV Kal kanola PETpa nou dev eEaptartal ano Tn dioiknon av 6a Ta
AaBel i Ox1, aAAG anod Tn vopoBeaia. 'ETol, yia napadelypa, UNopeEi n enixeipnon
va unoxpeouTal va Tnpei kanoio npotuno ISO yia va eEao@aliosl Tnv adeia Ael-
Toupyiag TNG, NPAyKa nou auTopaTa onuaTtodoTel TN AW avTioTabUIoTIKWV -
OTOUG KIVOUVOUG- HETpwWV. EminAéov, n OUPPOPPWON OE KAMOIO VOUIKO NAQiolo
anod Tnv €nIXEipnon, PNopei va eival eniong avaykaia kar oxi B6Epa emAoync Tng

dloiknong.

Ynapyel BERaia kal TPOMOG N €NiXEipnon va eniTUxel TNV NpooTacia Tng and Kiv-
dUvouG Mou avTIPETWNICEl kKal TAQUTOXPOva va EMITUXEI TNV EAAPPUVON TWV OIKO-
VOMIKWV {nMIov nou nmiBavwv Ba £xel. AUTOC €ival va ao@aliosl Tov KivOuvo o€
kanola acpaAioTIKN €Talpeia npdyua nou Ba PEIWCEN ONUavTIKa TIG MIBAveS oIKo-
VOMIKEG EMINTWOEIG. Q0TO0O, UNAPXOUV Kal KAMOIEC EMINTWOEIC Mou €MdpoUV
oTNV @AMN TNG ENIXEIpPNONG N To NBIKO Tou avBpwrnivou duvapikoU TngG, nou Oev

gival duvaTodv va avTIYETWNIOTOUV JE QUTOV ToV TPOMo.

2.11.7 Evanopévav Kivouvog

H diaxeipion kivouvwv evtonidel TOuG KIVOUVOUC Mou avTIJETWNICEl N €NiXEipnon
Kal Toug a§loAoyei. ZTn GUVEXEIQ, YIa TNV NpooTacia Tng enixeipnong, Aappavo-
VTal KAnoia PETPA €AEYXOU VI TNV PEIwON Tou KIvOUVou. Q0TOO0O0 Ol NapayovTeq
nou PnopoUV va NPoKaAégouv Eva kivouvo va cuppei eival duvnTika noAAoi, kai n
gnixeipnon pnopei va emiAeEel va pnv npooTaTteuBei and 6Aouc, BeonilovTac ka-
TAMnAeG diadikaoiec i AayBavovTac avTioTaduIoTIKa yia Toug KIVOUVOUG HETPA.
AuTO pnopei va NpogpxeTal iTe ano To duaavaloyo 1 / Kal UNEPOYKO KOOTOC TwV
METPWV OE OXEON ME TOV KivOUVO, €iTE anod Tn MIKPR MOavoTnTa —oUPPWVA ME

TNV MEAETN avaluong Twv KIVOUV®WYV rnou €xel nponynOei- va oupBei o Kivouvoc.

‘Onolog kai av €ival o Adyoc nou n dioiknon anogaailel va Ynv npooTaTteudei anod

£vav napayovTa Mou Wnopei va NpokaAeoel va kivouvo va oupBei, autouaTa Be-
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Tel TN O10iknon o€ B€on va Bewprosl €va JEPOG TOU KIVOUVOU WC AMOdEKTO N €-
VTOG TWV Opiwv avoxnc. AUTO TO PEPOC TOU KIVOUVOU NMou anodeEXETal kal ava-

AapBavel w¢ eubuvn n 810iknNoT, OVOPAZETal EVANOPEVWY KivOUVOC.

Ma napadeiypa o Kivouvoc va undpEel nANUUUPa o€ €va YEWYPAPIKO TOMO rnou
EMNIKPATOUV GUVONKEG avouPpiag Ta TEAeUTaia ekato xpovia €ival NoAU achpavTog
Kal, PUOIKA, TO KOOTOC YIa TNV KATAOKEUN €EAVTANTIKWV aQVTINANUHUPIKWOV EPYWV
BewpeiTal WG Un anodekTd Kal anoppinTeTal. & avtiBeon gpovTilel va napbouv
kanola anodekTd o€ KOOTOGC £pya yia TNV MIKpR mBavoTnTa NANUPUPAac. Ztn nepi-
ATWOoN auTn N €nixeipnon avahappavel To pioko o Kivduvog va culBei kal va pnv
gival oAlka npooTaTeupévn and auTtov. AuTO TO HIKPO NOCOCTO NMou anogpdcioe N

ENIXEIPNON va pnv NpooTaTeuBei €ival 0 evanopevwy KivOuvoc,.

AuTr) n diadikaoia npEnel va yivel yia Kabe kivduvo nou avTieTwnidel n enixeipn-
on kai av 6a npoonaboUcape va TNV anoTUNWOOUE HE Kamnola PabnuaTikn Hop-

¢n, autn Ba ATav:

Evanopévwy kivduvog = ZUvoAikog kivduvog — METpa anogpuyng kivouvou

2.11.8 Alapkng €\eyxog

H anoteAeopaTikn diaxeipion Twv KIvOUVWY NpoUnoBETel TN avapopd Kal TNV &-
nava&ioAoynon Twv KIVOUVWV Kal TWV JETPWV anopuynG TouG £TCI WOTE va €&a-
o@alioTei 0TI OAol o1 KivOuvol Mou TuXOv Ba avTINETWNIoEl N enixeipnon &xouv

KaAuQBei e TNV avaloyn diadikacia avTIMETWNIONG TOUG.

MNa va emiteuxBei auTtd, n enixeipnon Ba npenel va Beonioel NOAITIKEG ouveXOUG
gAEyYoU yia To gUvoAo Twv KIVOUVwV nou avTigeTwnilel. Aev Ba npenel va &exva-
ME OTI N ouyxpovn enixeipnon dpacTnpionolsiTal o€ €va duvapikd nepiBAilov kai
oQeilel va gival kal ekeivn OUVAUIKA TONOBETNHEVN ANEvAVTI OTOUC KIVOUVOUC Mou
avTigeTWNiCel yiaTi autoi ouvexwe alhalouv, [22]. KaBe alayry otnv ayopd nou
aneuBuVeTal n €MiXeipnon KUnopei duvnTika va dnMIoUpynoel VEOUC KIVOUVOUC Mou
0apwg dev NPENel va ayvonbouv. Opoiwg, kABe ecwTePIKA allayn oTtn doun TG

gnixeipnonc N meéavn enekTaon Twv dpacTnPIOTATWV TNG, NPEMEI VA EVEPYOMOIN-
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o€l TNV enava&ioAdynon Twv KIvOUVWV Kal TwV PETPWY AVTIMETWMIONG TOUG HEOW

TNn¢ diadikaaiag availuong KivOUVwY Nou avaAuTIKa Nepypayape.

O1 NOAITIKEC EAEyXOU Nou npéEnel va Beonioel N eNiXEipnon £Xouv oKono va nape-
Youv €UAoyn emiBeBaiwon oTnVv €niXEipnon yia Ta YETPA NPOOTACiac Kal avakay-
Ync anod Toug KIvOUVOUC mnou N enixeipnon avTtigeTwnidel. KaBs npoonabeia diadi-
kaaoiag eEAéyxou npénel va EeTalel av Ta PHETPA Nou Exouv An@Oei ival auta nou
gixav anopaocioTei Kal, puaIKa, €av epapupolovTal. Ev ouvexeia 6a npenel va e&e-
Taoel av ol d1adIkagieg Nou UIoBeTNBNKav yia TNV avaAnyn Tou KIivOUvou ATav ol
NPEMNOUCEC, av unnpxav nAnpo@opiec nou Ba odnyouoav oe JIAPOPETIKO AMNOTE-
AEOMa, avagopika Pe TNV avaAnyn kivduvou N TN AWn HETPWV QVTIMETWNIONG
Tou, kai dgv xpnoigonoinénkav f avakolvwenkav kal TEAOC va KAvel npoTAaceIC

npog Tn dloiknon yia PHEANOVTIKN BEATIWON TWV PETPWV Mou eEeTAlEl.

2.12 Zuvoyn

O kivduvog ouoTnUATwV NANPOPOPIKNG, BEWpPEITAl WG ENIXEIPNUATIKOG KivOUVOG
Kal anoTeAei €va KOPUATI Tou ouvoAIKoU KIVOUVOU HIAc emXeipnonG. AAOI €nixel-
pnMaTikoi Kivduvol ival: oTpatnyikoi Kivduvol, Kivduvol yia To nepiBailov, Kivou-
VOl ayopdg, MIOTWTIKOI KivOuvol, AEIToupyikoi kivduvol kal Kivduvol and Pn oup-
HOPQPWON O KAVOVIOTIKG NAdiold. € NOAAEG EMIXEIPAOEIC Ol KivOUVOI NouU OXETICO-
VTal € Ta OUCTAKATA NANPOPOPIKAG, BewpPoUVTal WG KOPUATI TOU AEITOUPYIKOU
KIvOUvou, yia napadeiyya oTov XpnUATonioTwTIKO Touéa oTo nAdiolo TnG Baoi-
Agiac II [23]. QOoTOO0O, AKOKN Kal 0 OTPATNYIKOC KivOUVOG WMOPEi va £XEl Eva OKE-
AOG KIVOUVOU GUOTNHATWV NANPOPOPIKNG, €10Ika OTav npokeITal yia 1o Bacikd
MOXAO YIa VEEG ENIXEIPNUATIKEG NPWTOROUAIEG. To id10 1IoXUEI Kal yia TOV NIOTWTIKO
KivOuvo, Onou n KN €Napkng aocPAaieia Twv GUOTNHATWV NANPOPOPIKAG MNOopEi va
00nynoel og XapnAOTEPN NIOTOANMTIKN PepeyyudTnTa. Ma 10 AOyo autod, eival
KaAUTepa va pnv Bewpeital o KivOUvVoC TwV CUCTNHATWY NANPOPOPIKNG, WG HId

IEpAPXIKN €EaPTNON anod TIC AAAEC NEPIOXEC KIVOUVOU.

MapoAo nou o «Kivduvog ZuoTnudatwv MANPOPOpPIKNG» €ival BAcIOPEVOC NAvw

oTa npotuna diaxeipiong «ZuvoAikoU Enixeipnuatikou Kivduvou», n Unap&n evog
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npoTunou diaxeipiong ouvOAIKOU ENIXEIPNKHATIKOU KIVOUVOU Oev anoTeAEi npolino-
Beon yia TNV UI0BETNON €VOG NPOTUMOU YIA TNV AVTIMETWNICN KIVOUVWY GXETIKWY
HE T oUCTNHATA NANPOPOPIKNAG. Me TNV pappoyn Tou NAAICIOU apXwv Yyid TOV
KivOUVO TwV OUCTNHATWV NANPOPOPIKNG Ol EMIXEIPNOEIC AUTONATWS Ba e@appo-
OOUV Kal TIG apx&G nou dlEnouv To nNpoTuno diaxeipiong ZuvoAikou Enixeipnuarti-

kou Kivduvou.

>TIG NEPINTWOEIC MOU UNAPXEI EVEPYO KAnolo npdTuno dIaxeipiong Tou ZUVOAIKOU
EnixeipnuaTikoU Kivouvou, €ivalr onuavTikd va agionoindolv Ta NAEOVEKTAKATA
Tou undpxovToc npoTtunou, yiaTi auté Ba au&noel Tnv anodoxn Tou, Ba OIEUKo-
AUVEl TNV UI0BETNON TOU NpoTUnou dlaxeipiong cuaTNUATWY NANPOPOPIKAG, Ba
g€olkovounoel Xpovo Kal XpAuaTa kar 6a Bondnosl va anopeuxboUv Napavoroeic
OXETIKA € GUYKEKPIKEVOUC KIVOUVOUG TWV GUCTNHATWY NANPOPOPIKNAG NOU Wo-

PEi va €ival HEPOC TOU CUVOAIKOU EMIXEIPNHATIKOU KIVOUVOU.

O kivOuvoC TwV CUOTNHATWY NANPOPOPIKNC, BacileTal os pia ogipd and KaTeubu-
VTNPIEG ApXEG YIA TNV ANOTEAECHATIKN OIAXEIpION TOU GUVOAIKOU EMIXEIPNHATIKOU
KIvOUvou. O1 apXeC auTtec BaaifovTtal 0 EUPEWC ANOdEKTOUC KAVOVEG, Ol Oroiol
EXOUV EQAPUOOTEI PE eniTUXia OTOV TOMEA TNG MANPOQOPIKNG. TO HOVTEAO TNG
dlaxeipiong Tou KivOUVoOU ouCTNUATWY NANPOPOPIKNG NPENEI va gival £Tal oxedia-
OMEVO Kal QOPNKEVO WOTE VA ENITPENEI OTIC ENIXEIPNOEIC va EQAPHOLOUV TIC APXEC

oTnV NPagn kai va ouykpivouv TI¢ eNIOOCEIG TOUG,.

O kivduvog ouaTNUATWY NANPOPOPIKAG EXEI OXEDN E TOV KivOUVO Nou OXeTICETal
HE TN Xpnon TN nANPogPopIknC. H oUvOEon PE TOV OUVOAIKO EMIXEIPNHATIKO Kiv-
duvo BacileTal OTIG APXEG €ni TWV onoiwv To NAdiclo €ival XTIopEvo, dnAadn, Tnv
anoTeAeoPaTIKn OIAKUBEPVNON TWV EMIXEIPNOEWV Kal T OIAxXEipIion Twv KIvOUVwY

ouOTNUATWV NANPOPOPIKNC.

Ma Tnv kaAUuTepn diaxeipion TV KIVOUVWV TWV CUCTNUATWV NANPOPOPIKNG, N
napoloa £peuva NPOTEIVEI TN UIOBETNON EVOG VEOU TPOMOU MOCOTIKOMNOINGNG TOU
eMMEOOU TNG AOPAAEIAG TWV CUCTNHATWV NANPOPOPIKNC NMou JIaBETEl, PE TN
XpNon oToXaoTIkwv PJeBddwv. Me Tov Tpono auTd Ba ival NAEov EQIKTO va yVw-

piCoupe ava naca GTIyKA MoIog Eival 0 evanopévwy Kivouvog nou avahappaver n
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gnixeipnon va kaAUWel, oTnV NEPINTWON Mou KAnolog and Toug KIvOUVOUC TwV
ouUOTNHATWV NANPOPOPIKAG YIVEI NPayHaTIKOTNTA. AUTR N ONUAVTIKA NANPOPOPI-
a, €ival anoAUTwW¢ anapaitnTn yia Tnv Xapaén Hiag owoTnC oTpaTtnyikng ano tnv
nAeupa Tn¢ Aioiknong, 1600 o eninedo dlaxeipiong NOpwv, avlpwnivwv Kai Wn,
000 Kal yId TN PEiwon Tou KOOTOUC YIa TNV AVTIHETWMNION TWV KIVOUVWY Mou avTi-

METWNICEI.
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KEDPAAAIO 3: Xtoxaotikeg Stadikaoi-
€G

3. H kivnon Brown

H kivnon Brown anoTeAei pia ano TIC MO ONUAVTIKEC OTOXAOTIKEC O1adIKATIEC Kal
NoAEC popeg atnv PBiBAloypagia avapépeTal wg kivnon Wiener. 'Exel 101aiTepo
evolapEpov anod BewpnTIKAC NAEUPAC Kal EXEl XpNOIUONOoINOEi o NOAAEG NPAKTIKEC
EQAPHOYEC. 2TO NAQiolo TNG napouaag Epeuvac, n Kivnan Brown Ba xpnoiyonoin-
Bei yia va npooopolwooupe éva Tuxaio nepinato (random walk), oTo Xpovikod
diaoTnUa PEoa OTo ornoio BEAOUME va UETPHOOUME TO €MiNedo ACPAAEIAG eVOC
OUCTAHATOG, Kal XpNoIJonolwvTag Tnv kivnon auTh 6a unoAoyicoupe To kata Itd
OTOXAOoTIKO OAOKANpwua. H aToxaoTikn autn diadikacia, epapuoleTal oTnv Bew-
pia Twv oTOXAOTIKWV OIAPOPIKWV EEICWOEWV Kal BEWpPEITal WG 0 AKPOywvIaiog
AiBoc 0Ta XpnNUATOOIKOVOUIKA PABNUATIKA OXETIKA JE TA JOVTEAA OE OUVEXN XPO-

VO.

EkTdC and Tn oXeTIKOTNTA, 0 AivaTalv €ENynoE kal TNV kivnon Brown, To «xopo»
TWV PIKPOOKOMIKWV OWwHATIdiwV OTav autd aiwpouvTal JEoa o€ peuoTd, Oeixvo-
vTag OTI Ol GUYKPOUOEIG e NePIBarovTa owpaTidia 8a pnopouoav va npokalouv
TETOIEG TUXAIEG ATAKTEG KIVAOEIG. O1 BewpnTIKOI PUOIKOI I0XUpiCovTav OTI N Kivnon
Brown pnopei kal va pnv €ival evteAwg Tuxaia onwg npogPAene o AivaTdalv, kal
Twpa ol neipapatikoi To eniBePaiwvouv. Me Tn Bondeia A&ilep napakoAoubnoav
NAAOTIKEC KAl YUAAIVEC O(paipeC OIa0TACEWV HIKPOUETPOU PEOA O€ vePO, ava dia-

OTAMATA HIKPOBEUTEPOAENTOU KAl OE VAVOUETPIKEG KAIIAKEG,.

Ta anoteAéopara eniBeaiwvouv pia dIopBwUEVN HopPn TNG KaBIEPWHPEVNC Bew-
piag nou nepiypagel Tnv Kivnon Brown, cUpgwva pe Tnv onoia n adpdvela Tou
peuOoTOU KABIOTA TIC TPOXIEC TWV OWHATIOIWV MEPIOTOTEPO NPOPBAEWILEC Kal YIa
MOAU PEYaAUTEPO XPovIKO dIAoTNHa and 0G0 avauevoTav PEXP! TOTE. Ta eupnpa-
Ta, Ta onoia dnuoalsvovTal Kal oTnV I0ToogAiIda Tou neplodikou Physical Review
Letters [24], €xouv BepeNiwdn onuacia yia Tnv katavonon Tng OUVAMIKAG TV

(wvTavwv KUTTApwV, KaBwE Kal yia TNV KaTaokeun 0wV O€ VAVOUETPIKN KAipa-
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ka, dnAwvel o Blopuaikoc Ernst-Ludwig Florin, Tou MavenioTnuiou ToU TEEac oTo

'‘QoTIvV

3.1 Opiopdc TG Kivnong Brown
H kivnon Brown €ival pia otoxaoTikn diadikacia B; n onoia naipvel TIHEG oTov R
Kal EXEl TIC AKOAOUBEC 1010TNTEC:
L AV ty < t; << t, TOTE O Tuxaieq petaBAnteq By, By, — By,
B, — B, _, €ival ave§apTnTeg (aveEapTnTeG HETABOAEG).
i. Avs,t =0,,T0TE

P(B.., — B, € A) j 1 L
- = | ———exp| — =],
S+t S J (Znt)l/z p Zt

onou A kdanolo ouvoAo Borel. AnAadr ol peTaBoAEg TnG kivnong Brown ei-
val KATaveRNUEVEG E TNV KAvoVIKn kaTavour Gauss.
iii.  O1 TpoxIEC TNG Kivnong Brown eival ouveyeic, ye mbavotnTa 1, dnAadn n

t — B; €ival ouvexng ouvaptnon.

O1 Tpeic auTeg 1010TNTEC opidouv pia kal Jovadikr aToxaoTikn diadikaaia. Anodel-
kvUETal JE QuoTnpd MadnuaTika n unapén piac otoxaoTikng dladikaaiag PE TIC

napanavw 1910TNTEG.

Ano TIc 1010TNTEG TNG Kivnong Brown pnopoUpe va odnynBoUpe oTIg 1I010TNTEG TOU

WETPOU L Nou auTr) enayel (WETpo Wiener):

ﬂtl,tz,...,tn(Al X Ay x . x Ap) =

n
=f dx, f dx, f dxy, np(ti— tioq Xi—1,X; ),
Ay Az An i=1

onou x, = x, t; = 0, kai
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p(t,x,y) = P(Bs+t_ BS EA) =

1 ly — x|?
= ———exp | — ——],
(2nt)1/2 b 2t

H napandvw noodTtnTa €ivar n mlavoTnTa va BpiokeTal n oToxaoTikn diadikacia
TIG XPOVIKEG OTIYMEG t; oTa unoouvoAa A; € B(R). Mnopoupe va OKEPTOUNE T
UMOOUVOAd auTd w¢ dlaoTruaTa Tou R ondTe kal n napandvw noooTnTa eivai
ouolacTika n meavoTnTa va BpiokeTal n kivnon Brown TIG XPOVIKEG OTIVMEG t; O€

OuyYKekpIpEva diaotruaTa Tou R. H noooTtnTa

He, byt (A1 X Ay X X Ap) =
= P(Bt1 € Al’Btz € AZ""'Btn € An)

ovopadleTal nenepacpévng dIaoTaonG KAaTavoun Kai n yvwon Tng ival noAu onua-

VTIKI OTO VA KATAOKEUAOOUE TO WETPO K/ (Bewpnua enektaong Tou Kolmogorov).

H katavopn Tou B, €EapTtartal and To apxikd onueio oto onoio kivaue Tn d1adi-
kaoia, dnAadn To onueio By. Av By = x TOTE n ouvapTnon Katavoung 6a oup-
BoAitetar P, (B; € A) yia kanoio ouvolo Borel A. H pgon TigR ) und ouvenkn

MEON TIKA WG NPOG TO WETPO auTo, Ba oupBoAiletal E, 1 E, [] avTioToixw.

Mpénel va onuelwBei OTI akoAouBoUPE TNV CUPBACN va AQriVOUPE TNV Kivnon
Brown va Eekivasl og onolodrinoTe onueio x kai Ox1 povo ato 0. To onueio nou Ba
Eekivasl n kivnon Brown Ba yiveTal ca@eg oTo PETPO MBavoTnTag nou Ba xpnoi-
gonolsital kar av dgv avagpépeTal Tinota 6a evvoeitar oTi &kivaps ano 1o 0. H
kivnon Brown nou &ekivasl oto 0 ouvnbw¢ avagepeTal kal w¢ Tunikn (standard)

Kivnon Brown.

'Eva Baoikd onpeio nou npenel va yvwpilouye €ival av pia kivnon nou PeAETApE
€ival kivnon Brown 1} 0xI. 2To onueio auTo Ba NApOUCIACOUHE £va TPOMO EAEYXOU
yla va eAéy&oupe pia oToxaoTikn diadikaagia av eival kivnon Brown r) ox1. O npo-
TEIVOUEVOC TPOMNOG BacileTal o€ eva BePeNINOEC anoTEAETUA Nou oPeiAeTal oToV

Paul Levy kal xapaktnpilel TNV kivnon Brown XpnoidonolmvTac ouciaoTiKd TIG
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I010TNTEC martingale nou auTr) €xel. ©a NApabECOUNE aUTO TO BewpnUa WG EXEI

a@ou n anodeIEn ToU KIVEITAl EKTOC TWV OpiwV TNG Napouong EPEUvAc.

3.2 Oswpnua Paul Levy

‘Eotw X;,t = 0 pia oToxaoTikn diadikacia kai G; = o (X;, s < t) n dinénon
nou napayerai ano autn. H X, €ivar pia kivnon Brown av kai povo av 1oxuouv ol

aKOAOUBEC GUVONKEG:
. Xo=0
ii. O TpoxiEG TnG oToxaoTikng diadikaciag X; €ival OUVEXEIG GUVAPTNOEIG
Xpovou.
ii. H X; eival pia oTtoxaoTikn diadikagia Tunou martingale wg npog Tn 8IN6N-
onG; = o (X;, s <t).
iv. H X?—t sivai pia oToxaoTikiy diadikacia TUNou martingale wg npog T
dinénon G, = o (X5, s < t).
To Bewpnua auTd XapakTnpilel TNV kivnon Brown ouciaoTika and tnv PEoN TIUN

NG Kai T dIakUPavon. ZUYKEKPIYEVA UNopoUlE va avTIKaTaoTrOOUKE TIC ouven-

keg (iii & iv) Tou napanavw BewpriHaToc PE TIC aKOAOUBEG OUVONKEC:
v. H oToxaoTikn diadikacia X, €xel oTaoiyes (stationary) kar ave€apTnTeg pe-
TAPOAEC.
vi. O peTaBoAeg Tng oToxaoTikng diadikaciag X, — X, s < t €ival kaTtave-
MNMEVEC WE TNV KAvOVIKN kaTavoun pe peoo 0 kal diaonopd t — s.

Enionc n ouvenkn (iv) pynopei va avTikataoTabei and pia ouvenkn OXETIKA PE TNV

TETPAYWVIKN WETABOAN TnG aToxaaoTikng diadikagiag Tunou martingale X; kai ou-
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ykekpigeva ano Tnv < X; > = t. To Bewpnua auTo eivar 1diaitepa Xpnoipo Kai

Ba To XpPNOIMOMNOINCOUKE OTNV £PEUVA HAG YIA va UnoAoyicoupe To eninedo a-

oQAAEIag evOg oUCTAKATOCG NANPOPOPIKNG.

3.3 IBIOTNTEC TWV TPOXIWV TNG Kivnong Brown

O1 TPOXIEG TNG Kivnong Brown €Xouv PEPIKEG XAPAKTNPIOTIKEG IDIOTNTEG, N HEAETN
TWV ONoiwv €Xel anacXoAnoel NoAAOUC €peUVNTEC TNG MABNUATIKAG KOIVOTNTAC.
>TO onueio auto Ba NapouciAooupe POVO TIC MIO ONUAVTIKEC Kal XWpIG va TIC ou-
vodeUOUKE ano Tnv avTiaToixn anodein Toug agou KATI TETOIo EePelyel and To

nAaiolo Tn¢ napouoac diaTpiIBnC.
H kivnon Brown &xel TIC akOAOUBEC 1I010TNTEC:
i.  H TeTpaywvikn YeTaBoAn Tng kivnong Brown oo didotnua [0, t] sivar ion
e L.

ii. H peTapoAn Tng kivnong Brown givar aneipn.

H (i) npokunTel and To OTI N oToxaoTikA diadikacia B — t eival TUnou martin-

gale. AvtioToixa n (ii) npokUNTEl ANO To OTI N oToXACTIKN dladikacia B; €ival Tu-

Mou guvexoug martingale.

To yeyovog 0TI n HETABOAN TNG Kivnong Brown eival aneipn €ivar 1diaitepa onpa-
VTIKO. AOYW TNG 1810TNTAG AUTAG eV PNOPOULE VA OPICOUHE TO OAOKANPWHA Hiag

ouvaptnong f enavw otnv kivnan Brown,

[ reswpas,

oav &va oAokAnpwpa Riemann — Stieljes aA\a 6a npénel va Bpoupe éva evaiha-
KTIKO TPOMO OPICHOU TOU, £TOI WOTE TO OAOKANPWHA auTod va €xel vonua. Oa e-
navéABoupe og auTo OTav Ba NapabECOUPE TNV £vvold TOU OTOXAGTIKOU OAOKAN-

pwuarog Itd, napaypago § 3.5.
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3.4 MoAudiaoTaTn kivnon Brown

Apou &£xoupe opioel TNV Kivnon Brown kal Ta BswpipaTta nou Tn dIENOUV, Wno-
poUpE NAEOV va opicoupe kal TV noAudidoTaTn kivnon Brown n onoia pnopei va

opIoTEl Pe dUO TPOMOUC.

3.4.1 MpwToc¢ 0pIoKOG TNG NoAudIAoTATNG Kivong Brown

H kivnon Brown d-0iactdcewv €ival n oxeTiky ortoxaotikr diadikacia B; =
(B1t, Bty .. Bay) OOV B, i =1,2,...,d  eival ave§aptnTeg peTagl Toug

KIvoeIg Brown.

O1 1016TNTEG TNG noAudiaoTaTng Kivnong Brown pnopei va cuvayxbouv and Tig I-

OIOTNTEG TWV ENIPEPOUC HOVOSIAOTATWY KIVIIOEWV MOU TNV arnoTEAOUV.

3.4.2 AeUTEPOC OPIOKOC TNG NOAUdIACTATNG Kivnong Brown

Mia d-8iaoTaTn kivnon Brown eival pia oToxaoTikn diadikasia B; n onoia naipvel

TIpEC oTov R? Kal Mou £xel TIC aKOAOUBEC I5I6TNTEC.

i. Av TO ty < t; <+ < t,, TOTE Ol OIAVUCHATIKEG TUXAIEG WETABANTEG

B:,, B, — B, B, — B, gival avegaptnreg, (ave&apTnTec auén-

—17
O€IG).

i. Eavs,t =0, 10TE

P(B.., — B, € A) f 1 ( |x|2>
s+t — Ds = — g, X - 57 |
+t (Znt)d/z p 2t

A

onou A € B(R%). O auEnoeig Tng kivnong Brown oe d-diacTaceig sival

KATAVEUNUEVEG JE TNV KAVOVIKH kaTavoun oe d-8lacTacelg Gauss.
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ii. O1 TpOXIEC TNG Kivnong Brown eival ouvexeic Ye mbavotTnTa 1, dnhadn n

ouvapTtnon t = B; €ival cuvexnc.

O1 Tpei¢ auTeEG 1010TNTEC opilouv pia kal govadikn oTtoxaoTikn diadikaoia. H Unap-
&n TnG oToxaoTIkNG d1adikaciag Ke TIC napanavw IBI0TNTEC MNOPEI va Yivel Xpnol-
HOMOINVTAG YEVIKEUOEIC TV TPONWV anodeiEnc TnS unapénc Tne HovodiaoTaTng

Kivnong Brown.

Ano TIC 1010TNTEC TNG Kivnong Brown pnopoUpe va kaTaAn&oupe oTIG 1I8I0TNTEG

TOU PETPOU MOU MPOEPXETAl anod Tnv kivnon Brown oTic d-01a0TACEIC:

Heoty t,(A1 X Ay X 0o X Ap) =

n
= j dxl f d.XZ j dxn np(tl — ti—l, Xi—1,X; ),
Ay Az Ap i=1

onou xo =x € R, t; =0,4; € B(R%), i =1,2,..,n«al

t.%.7) 1 < ly — x|2>
X, Y) = ——— ex - ).
PLEY 2nt)/2 P 2t

Me Tov oupBoAiopd |x| evvoolpe Tnv EukAeidia voppa otov R%. H moodTtnTa
He, b, (A1 X Ay X .. X Ap) eival n niBavotnTa va Bpioketal n oToxa-
oTIkn diadikagia B;TIG XPOVIKEG OTIVHEG t; OTA unoouvoAa A; Nou avnkouv OTo

oUvoho Borel mou napayetal and To R%. H nooodTTa auTr ovopdleTal nenepa-

opEvNC d1IA0TAONG KATAVOUN Kal N yvwon TG €ival NoAU onuavTikn oTo va KaTa-

OKEUAOOUE TO HETPO L.

H noAudiaoTaTtn kivnon Brown €xel NoAAEC ano TG 1I010TNTEG TNG HOvodIAoTATNG
kivnong Brown. 'ETol yia napadelypa €xoupe Tnv 1010TNTA Markov kal Tnv 1oxupn
1010TNTa Markov, TIg 1816TNTEG Martingale Tng kivnong Brown kal Twv d1agpopwv
ouvapTnoswv Tnc. Mo €18ika pnopoupe va douue To Bewpnua Paul Levy yia Tnv

Kivnon Brown o€ nepIooOTEPEC TNC Wiag didoTaonc.
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3.5 To oToxaoTikO oAokAnpwpua Itd

Ta oAokAnpwparta navw otnv kivnon Brown civai 1d1aitepa xpnoiya otav Xpeiale-
Tl va PEAETNOOUWE TNV Bewpia Twv dlaxUCEWV N TIC OTOXAOTIKEC EIOWOEIC, [25].
>TO ONUEio auTtd Ba NAPOUCIACOUKE NWE KNOPOUUE VA OPIOOUHE TO OAOKANPWHA
navw oTnv Kivnon Brown xpnoigonolwvtag Tov Tpono nou unédelEe Tn OekasTia
Tou 1940 o Ianwvac padnuaTikoc Kyoshi Itd6 kabwc kal GANOUG eVAAANAKTIKOUC
TPOMOUG OPIGHOU OTOXACTIKWV OAOKANPWHATWYV. ZTO NAAicIo TNG Napouoag Epeu-
VNTIKNG Npoonabeiac, Ba XxpnoiJonoInNoouKe To KaTa It oAokAnpwa yia va uno-

A\oyioouE To €ninedo aoPAAEIag evog cUCTHATOC NANPOPOPIKNAC.

Ag Bewpriooupe OTI EXOUPE MIa Tuxaia ouvapTnon f n onoia €apTaTal Pe kKANoIo
Tpono and Tnv €kPacn kanoiag kivnong Brown kai BEAoupe va opicoupe To OAo-
KANPWHA TNG enAvw oTIG JETABOAEG TNG kivnong Brown. AuTtd onpaivel 6T B€Aou-

ME va opicoupE To OAOKANpwHa

b
[ r.o) ez,
a
onou B;(w) eivar pia povodiacTtaTn kivnon Brown nou &ekivagl anod 1o 0 kai f
uia ouvaptnon f:(0,0) X 2 — R.

@ewpoupe 0TI 0 (Q, F, P) gival evac xwpoc niBavoTATwy. H €€GpTnon Tng ouvap-
TnonG and Tnv Tuxaia PeTaBANTH Kal, CUYKEKPIYEVA, ano Tnv Kivnon Brown u-

napyel Aoyw Tou @.

Ag Bewpnooupe Tn dlapepion a =ty < t; < -+ < t, = b Tou dlacTAUATOG [a,

b] ka1 6TI npooeyyiloupe Tnv cuvapTnon f(t, w) wg

@) = D ft) e, (O,

To oAokAfpwpa Itd propei va opioBei we To dpio aTov L2
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b n
| re@ dni@ = Jim > 6 0By, ~ Bil@),

H Tipn Tng ouvaptnong f Tnv Xpovikn oTiyun ¢ Ba npénel va €aptaral ano Tig

TINEGTOU By yia s < t addd oytyias >t
To dpio AapBaveral katd Tnv L? évvoia kai Ox1 onueiakd dnAadr yia Kabe w.

Ta dUo napanavw oneia ival 1B1IaiTEpa onuavTika kai diagoponololv To oAo-
kKANpwpa It and aAouc opioPoUC OTOXAOTIKWV /KAl VTETEPUIVIOTIKWV OAOKAN-

PWHATWV.

Me napopolo TPOMOo KNOpPEi va opIoTEl OAOKANpwWHA

b
[ rw ax,

Enavw og nio yevikeg oToxaoTikeg diadikaoieg X;. Mia 18iaitepa evdiapepouaa
NePINTWON €ival N NePINTwon nou n X; €ival gToxaoTikn ouvapTnon TUNOU mar-

tingale.

3.6 Opiopog diadikaciag BHaTog
Mia gToxaoTikn diadikacia f n onoia YNopei va ypagTei Je TNV HOPPQ

n-1

FO =) 1),

=1
yia kanoia diapepion a =ty < t; < -+ < t, = b Tou dlaoTnuarog [a, b] onou
n; TUxaleG HETABANTEG oI onoieg eival Fy . HETPOIEG Kal E [n?] < oo ovoudzeral

diadikaoia Bruatoc. ©a oupBolifoupe pe M., ([a, b]) To olvoro Twv Siadika-

olwv BAuaTog aTo diaoTnua [a, b].
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3.7 I8I0TNTEC TOU OAOKANPWHATOC TOU It
To oAokANpwa Tou Itd €xel TIC akOAOUBEC 1010TNTEC:

1) Eivar ypappikd, dnAadn yia dUo oToxaoTikeG Oladikaoieg fikal f, IOXUE
[(A1fi + A2f2) = MI(fL) + A:1(f2), 6nou 44,4, € R.

E[-Lbdet]:O

2)

2

b
E =EU |f(t,w)|2dt]

jbf(t, w)dB;

H 1816TnTa auTn ovopadeTal IcopETPia Tou Itd.

>e OAa Ta napanavw BewpoUpE OTI N oUVAPTNON TNV 0Moid OAOKANPWVOULE avr)-

KEI 0TOV KaTtaAAnAo xmpo M2,

3.8 To ohokAnpwpa Itd oav oToxaoTikn 61adikacia

>TIC NPONYOUUEVEC NAPAypPAPOUC opioale Kal idaue TIG IDIOTNTEC TOU OTOXAOTI-
KoU oAokAnpwuaTog kata Ité oTav Ta opia TG oAokARpwong a kai b nTav dedo-
HEva. Av Bewpriooupe OPWG OTI VW TO KATW OPIO TNG OAOKANPWONG NAPAUEVEI
0oTabepo, kal Xwpic BAABN TNC YevikOTNTAC YNopoupe va To BEooupe a=0, eni-

TPEMNOUME TO ENAVW OPI0 TNG OAOKANPWONG va PETABAAETaI kai va €ival b = t.

MnopoUpE AoIndv va BEwPRCOUPE TO OTOXAOTIKO OAOKANPWHa

jo f(0) B,
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onou 0 <t < T. MNa kabe Tiur Tou ¢ To OAOKANpWHa opileTal 6NwC kai napa-
navw apkei n otoxaoTikr diadikacia f € M2([0,T]). Zuvenag e TNV napanavw
KATAOKEUN, Yia KAOe TiUr Tou ¢ naipvoupe pia Tuxaia PeTraBAnTr n onoia €ivai

TETPAYWVIKA OAOKANPWOIUN Kal N TIUN TG €ival ion e To oAoKANpwHa

Jotf(t) dB;.

Apa kataokeualoupe pia aToxaoTikn diadikaoia

I;:= j:f(t) dB;.

H oTtoxaoTikny diadikacia auTtr ovopdaleTal To adpioTo ohokAnpwua Tou It6. H

napanavw otoxaoTikn diadikaacia, 100dUvapa PNopEi va opIoTEl 0av TO OTOXAOTI-

k6 oAokAnpwua anoé 0 £wg To T Tng f ()1 ¢ (s)dBs, dnhadn

t T
j £(s) dB, = f £(5) Lo ()dB,
0 0

Me Bdaon TIG IDIOTNTEG TOU OTOXAOTIKOU OAOKANPWHATOC HMOPOUUE va OEIEOUNE TIC

napakdatw IBI0TNTEG yia TNV oToxaoTikn diadikacia I;:

1) H oroxaoTikn diadikaagia I; €ival pia TETpAywvika oAokAnpwaoipn martin-
gale.

2) H diadikacia TETpaywvikng JeTaBoAng Tng I; €ivai

<I>= ftlf(s)lz ds

3.9 Aiadikaoieg It

KavovTac Xpron Tou oToXaoTIkoU oAOKANpwuaToc Itd YnopoUpe va opicoupE pia
VEQ KATNYOPIa YEVIKOTEPWV OTOXAOTIKWV dladikaciwv and Tnv kivnon Brown, Tig

dladikaaieg Ito.
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3.9.1 Opiopoc diadikaoiac Itd

Mia diadikacia It6 eival pia aToxaaoTikr diadikagia X; TnG HOPPNG

t t

u(s, w)ds + J v(s,w)dBy,

Xt:XO-I_f
0

0

OMoU ¢ KAl V IKavonolouV TIC CUVONKEG:
t t
J v2(s,w)ds < OO,J u(s, w)ds < oo,
0 0

H diadikacia auTr WUnopei va ypagTei kal g€ dlaPopIkn HopPpn

dX; = udt + vdB;

3.10 Xpnaoiponoinon Tng diadikaaiag Itd og povodiaoTaTn kivnon Brown

Mia povodiaoTaTn kivnon Brown e TaxutnTa m eival pia diadikacia Itd. Mpay-
paTika, yia Tn diadikacia auTnh €xoupe ot X; = X, + mt + B; n onoia pnopei

va ypagTei Ico0duvapa
t t
Xt — XO + .[ mdS + J dBS,
0 0

N o€ dlIaPopIKn HopPn

dX, = mdt + dB,

3.11 O TUno¢ Tou Itd

‘Eva evdiapepov epwTnUa, €ival Ti popPn €xel pia ouvaptnon piag diadikaaiac
Itd, donAadn av Ba eival kar auTtr Pe Tn osipd TG Wia diadikacia Itd kai av vai,
noia Oa ivar n akpifni TNG HopPr, oav To adpoioua evoc oAokAnpwpaToc Riem-
man Kal evo¢ oAokAnpwuaTog Ito.
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H andvtnon o€ auTtd To gpwTnua diveral and To nepipnuo Anuua Tou Itd, To o-
Moio Jag NPoogEPEl vav kavova aANayng HETAaBANTWY TPoMnonoiNuUéVo KaTaAAnAa

woTe va I0XUEl yiIa OTOXAoTIKG OAOKANpwHATA.

3.12 To Anppa Tou It

'ExovTac HEAETNOEI APKETA OTOIXEIA yIa TO oAokAnpwua Itd, npbe n oeipd va na-
POUCIACOUE Mia VEQ KATnyopia oToxaoTikwv dladikaoliwv Ol OMnoieg EXouvV Gna-
VTIKEC EPAPHOYEC OTA XPNHUATOOIKOVOUIKA, TIG 81adikaoieg Itd, kal va PeAeTnoou-
HE Kal TN onuavTikoTepn 1010TNTA Nou TIG XapakTnpidouv, dnAadn To AfuKa Tou
Ito [26], To onoio xapakTnpilel TIG 1010TNTEC TwV diadikaoiwv Itd kaTw anod al\a-

YN HeTaBANTQV.

Oswpoupe OTI N X; €ival pia oTtoxaoTikn dladikacia Itd nou pnopei va ekppacTei

WG

t t

u(s, w)ds + f v(s, w)dB

Xt:XO_I_f
0

0
TOTE onoiadfnote cuvaptnon TS X, TG wopenc g(t,x) € C1? unopsi va

EKPPAOTEI ENIONG WG £va 0TOXAATIKO OAOKANPWHA TNG HOPPNG

g(t.X) = 9(0,Xo) + j

0

To napandvw anoTEAECUA KNOpPEi va ypagei kai o€ 1I00dUvapn diapopikn HopPn:

0 0 1 .02 0
dg(t,X,) = (—g+u—g+ _vz_g> I

9t TUox T 2V gaz) Ut Ty 4B

dt

Me C1? oupBoAiloupe To Xwpo Twv cuvapTAoewv g(t, X) Nou €xouv GUVEXH TNV
npwTN Napdywyo w¢ NPoc TNV NpwTn KETABANTH kal ouvexn OeUTEPN Napaywyo

WG NPogG Tn deUTEPN WETABANTH.
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KEPAAAIO 4: 'Epguvec otnv mOCOTL-
KOTIolnomn g ac@aAeLog

4. Alao@aAion TnG NAnpogopiac kai NoooTIKonoinan TG a-
oQAAEIAq

H peydAn avanTtu&n tng {nTnNong yia anopakpUOKWEVEC GUVOECDEIC, N avaykn yia
noAUNAoKn ene€epyacia Twv NANPOPoOpPIRV, 0 OYKOC TwV JIAKIVOUUEVWV MANPO-
POopILV, N avanTuén vewv Texvoloyiwv dIKTUWONG, n paydaia au&non Twv Xpn-
OTWV Kal n naykoopia €&aptnon ano 1o d1adikTuo €ival JepIKoi and Touc napayo-
VTEG NOU £XoUV 0dNyNoEl aTNV au&non Twv eunabeiwv TWV oUWV TWV CUCTNHA-
Twv nAnpogopikng (IT infrastructure), nou We Tn GEIPA TOUG 0dRYNOAV OTNV E-
(avion nio eEeAlyUEVWV Kal OTOXEUPEVWVY eniBeocwv (attacks). MapoAo nmou n
XpnuaTtod0TnNon O€ €pya €peuvag kal avanTu&éng pnxaviopwv diacpaiiong Tng
nAnpogopiac (information assurance) kair PETpwV Auuvac (counter measures)
EVaVTI TWV €MIBECEWY, Exel au&nBei Ta TeheuTaia xpovia, oI avapopEeS yia enibe-
O€IC KAl KATAOTPO(MEC OTA CUCTNHATA NANPOMOPIKNAG auEavovTal PE KATalyloTI-

Koug puBpuouc.

Tooo yia Tn diacPaiion TNG NAnpogopiac 6co Kal yia TNV NpooTacia TwvV nev-
OUOEWV OTA CUOTNHATA NANPOMOPIKNG £XOUV avanTuXBsi dIAPOPEC OTPATNYIKEC,
HEBODOI kal epyaleia anod Tn OIEBVN KOIVOTNTA TWV EPEUVNTWV AAAA Kal TWV €TAI-
piwv. Mapoha auTd, dev UNAPXOUV KOIVA avayVwpPIOPEVEC, aEIONIOTEC KAl ENEKTA-
OlIJEC PEBODOI yIa TN PETPNON Tou €ninédou acPAAelac Twv CUCTNUATWY NANPO-
POopIKNG. H emituyia Twv ungubUvwv aocpaleiag cuoTNUATWY NANPOPOPIKNG EEap-
TaTal TG00 anod TNV IKavoTNTa Toug va a&loAoyrnoouv o€ npayuaTikd xpovo (real
time) TNV kKaTaoTaon ac@aA&iac Twv TOMIKWV UNOdOU®WV TOUG, 000 Kal anod Tnv
KATavonan Mou £Xouv avagopika HE TNV KATAoTaon acpalsiac ota €0vika f/kai

naykoopia SikTud Touc.

>TO onueio autd TG napouong €peuvac, 6a avapepBbouv dIAPOPEC NPOTEYYIOEIC
Mou &€xouv Yivel anod Tn dIEBvN KOIVOTNTA TWV EPEUVNTWY, YId TNV AVTIUETWNION

TOUu NPOBANNATOC TNG METPNONG TOU €MINEDOU AOPAAEIQC EVOC GUOTAKATOC NMAN-
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POPOPIKAC. Evw, €xouv Yivel kanoleg Npoondabelec NpPoc TNV OwaTr KaTeuduvan,
EXOUV OKOMA va yivouv MOANG yia va €mTeUXBei 0 OTOXOGC TNG METPNONG —
MOCOTIKOMNOINONG- TNG AOMAAEIAC €VOC CUOTNMATOC O MpaypaTiko Xpovo. Eav
auTo emTeuxBei, Ba Bonbroel oTnv katavonon, BeATiwon kal NPORAEWn, Tou &ni-

nedou aoPaAeiac TwV oUCTNHATWY NANPOPOPIKNAG.

O xwpoc¢ Tn¢ dilacPdaiiong TG NANPOQOPIAG Kal TG NOCOTIKOMNoINGNG TN aogpa-
A€1a¢ kaAunTel B1APOPOUC TOUEIC EVOIAPEPOVTOC Kal OUVEXWG eEeAiooeTal. Mapa-
OEIyMa TETOIWV TOMEWV €ival N aoPaiela Twv ouoTnUATwy (system security), n
dlao@alion Tn¢ noldTNTAC Tou AoYIoMIKOU (software assurance) kai n npooTaocia
NG 181wTIKOTNTAG (privacy). To onueio «ekkivnong», ano To onoio &kivnoav va
eEehiooovTal ol diagopol Topeic, Ba npenel va avalntnOei nepinou 10 xpovia ni-
ow, 0Tn dNMOCIEUaN TNG TEXVIKAG avagopacg [27] avagopika PE TV avantuén
OEIKTWV Mou NpoopifovTav yia TNV NoooTIKONOoINan TNG aoPAAEIac UNNPECINV Kal
ouUOTNUATWY NANPOPOPIKNG. ZTNV £pEUva auTn napouaialovrav ol PBAcIKEG EVVOI-
£C Ava@opIKa HE Toug OEIKTEC, N XPNOIMOTNTA TOUC, O TPOMOC XPriong Toug, n dia-

dlkaaia avanTu&ng Toug kal PEPIKEG anod TIG aduvapieg Toug,.

Avaykaia yia Tnv eniTuxia o€ autov Tov XWPO TNG €PEuvac, €ival n unapén Tng
OUVEXOUC EVNMUEPWONG OAWV TWV EUMAEKOUEVWV HEPWV, AVAPOPIKA HE TO TI
xpeialeTal yia va dnuioupynBouv OEiKTEG XPriOIYOl YId TNV MOCOTIKOMNOINGN TNC
ao@AAEIac ouoTNUATWY NANPOMOPIKNG, KABWC Kal Tn BeATIOTOMNOINON TWV UNAP-
XOVTWV O€IKTWV, aAAG Kal TNV EVOWPATWoN autwv otn diadikacia Aqwnc anopa-

OEWV EVOC Opyaviouou.

4.1 TexviKoi Opol kal OPICHOI

>TOV XWPO TNG £PEUVAG MOU ACXOAEITAI JE TNV MOCOTIKOMOINON TNG AoPAAEIag
ouUOTNUATWY NANPOMOPIKNAC, UNAPXOUV OPICHEVOI TEXVIKOI OpOl KAl OPIOHOI Mou
XPNOILONOoIOUVTAl GUVEX®WG AAAA Kal NMOU EUNEPIEXOUV TOV KivOUVO MAapepUNVEIag
Toug. ZTn Olebvr BIBAIoypaia unapyouv ol opol deikTng (metric), YETpo (meas-
ure) kai Pérpnon (measurement). O1 6pol auToi XpnoigonoloUvTal evaAAag noA-

AEC POpPEC avaloya HE TO NEPIEXOPEVO TNG Onuooicuonc. AuTO YiveTal yiaTi ol a-
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VAYVWOTEC NoU Ba XpnoIPonoINoouV TNV €PEUVNTIKN NPoondabela oTnv onoia a-
vaypagpovTal auToi ol 6pol, yvwpidouv akpiBwe NoU avapEePETAl 0 EPEUVNTAC Kal
€101 Oev dnuioupyeital npoBAnua karavononc. MapoAa auta kalo Ba nTav va

anooa@nvioTouV Ol EVVOIEG AUTEC yIa va Kn dnuioupyouv ouyxuan.

4.1.1 MeTpnon

Me To O6po pETpnoNn (a measurement), evvooUpe Ta OdOPEVA MOU MOCOTIKOMOI-
ouv Wia d1aoTacn €vog avTIKEIMEVOU Yia napadelypa, Twv apiBuo Twv eunabeiwv

o€ Wia spapuoyn.

4.1.2 AsikTng

H ouoxeTion Twv 0cdopevwY ano dUO I MEPIOOOTEPEC LETPNOEIC dnuIoupyoUV Wida
oxéon WeTa&l Toug yia napadeiypa, o apiBpog Twv sunabeiwv (HETpnon #1) kai o
ap1BuoC TV YPAuu®V nnyaiou kwdika (METpnon #2). O deiktng (metric) aneiko-
vilel autnv akpIBwg Tn oxeon, HETAEU Tou pPeyEBOUC TNG EPAPHOYNG Kal TWV EU-
nabesiwv nou gp@avicel. O1 dEIKTEG, OUVENWG, MNOPEi va Xpnoidonoindouv yia va
MoooTIKOMNOINoOUV To BaBud nou pia unnpeaia, diepyaaia n €va ouoTnUa nNAnpo-

(POPIKNG NEPIEXEI Hia CUYKEKPIYEVN 1ID10TNTA aopAAEiac.

4.1.3 MéTpo

>tn d1ebvn BIBAIoypagia o Opog «HETPO» (Mmeasure), EPXETAl VA AVTIKATACTHOE
ToV nponyoUpevo 0po «deikTne> (metric). Aneikovilel akpiBwe Ta idia npdyuara
Kal €xel uloBeTnBei anod Ta d1ebvr) NPATUNA Kal TIC OXETIKEC 0ONYIEC EPAPHOYNC
Touc. 'ETOl, yia napadeiyua, n apxikn dnyoaicuan Tou NIST SP 800-55 [28] xpn-
olgonolouose Tov 0po «deikTn» (metric), evw oTnv avabewpnuévn dnuoaicuon
[29] xpnoiponoici Tov 0po «uETpo» (measure). Opoing Ta diebvr) npoTuna ISO
27004:2009 [30] kar ISO 15939:2007 [31] XpnOILOMOIOUV TOV OPO «UETPO»

(measure).
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4.1.4 MeTpnosig

O Opoc «peTprocic» (measurements), xpnoigonoicitar otn d1edvr) BiBAIoypapia
Yla va aneikovioel TN QUOIKN NPagn Tng ANwng Tiwv yia pia didoTaon evog avTi-

KEIMEVOU.

4.2 KaTtnyopionoinon HEBOdwV

>AUEPA XWPIC kapia appiBoAia kai napoAo nou Oev UNAPXE! Mia KOIVG anodekTn
MEBODOC yIa TNV NOCOTIKONOINGN TNG aoPAAEIag EVOG OUGTHATOG NANPOPOPIKNG,
unapyouv dIApOoPeC NPOCEYYIOEIC YIa TNV €NITEVEN auTou Tou aToxou. O1 dIago-
PEC NPOCEYYIOEIG MNOPEI va kaTnyopionoinfouv avaloya PE TO NEPIEXOPEVO TOUG
oc HEBOBONOYIEG Kal BEATIOTEG MPAKTIKEG, NAPAYWYN EPYAAEIWV MOU GUAAEYOUV
Oedopeva, KUBEpVNTIKEG NPOONABEIEG NOU €ival €O0TIAOMEVEG OE OUYKEKPIUEVEG
NEPIOXEC, NPOONABEIEC and €TAIPEIEC TNG ayopdc, epyalsia kar peBodoloyiec nou
XpnoigonolouvTal and eniBewpnTeG CUGTNHATWY NANPOPOPIKNG, JIAPOPEG NPo-
oeyyioeig Ta&ivounong eunabeiwv, ouoTrnuaTa agloAdynong kal TEAoG ano To Ka-

VOVIOTIKO, VOHIKO Kal pUBMIOTIKO NAAICIO AEITOUPYIAC ETAIPEINV KAl OpYaVIOHWV.

H kabe pia anod TIC napandvw NPOoeyYIoEIC Npoonadsi va PETPRoEl To €ninedo
ao@AaAelag evog oUTTARATOC NANPOPOPIKNAG XPNolKonolwvTag Tn dIkn TnG pedo-
doloyia. And To NANBOC Twv NPOOCEYYIoEWV MOU UNAPXOUV HMOPEi KAveic va Ka-
Tavonoel NO0O Kaiplo, €nikaipo kal aywviwdeg gival To {NTNUa TNG NoCOoTIKOMOIN-
on¢G TNC aoPAAEIAc yia pia enixeipnon n €vav opyaviopo. MNMapoAa auTd, unapyouv
KAl QpKETOI MoU BAEMOUV PE OKENTIKIOPO AUTEC TIG HEBODOUG Kal evw oTn Bewpia
OUMWVOUV, OTNV NpAa&n ap@iofnTouv kabe npoogyyion [32]. O1 anoyeic Toug

OUYKAIVOUV O€ TPEIG TOUEIC:
1. Autd nou npenel va PeTpnBei €ival n aopaisia fj n dlacpaNcn TNG TEXVI-
KNG aoPAaA€Iac Twv ouoTnHATwyv (computer security controls).
2. H pérpnon TG diacpaiiong TnG aoPpaleiac evoc ouoTAPATOS NANPOPOpPI-

KNG €ival yia agiEnaivn npoonabeia otn Bewpia.
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3. H onuepivil kaTaoTaon TnG acPAAEIag TWV CUGTNHATWY NANPOPOPIKAG Ei-
val T000 PTWXN KAl KN avenTuydévn, nou kabe npoondbeia anod Kanoiov
va Tnv a&oAoynaoel kai va Tnv MNoooTikonoinoel, 6a Arav anAwg XAoiuo

Xpovou.

4.3 Toyeic Epeuvag oTnV NOCOTIKOMOINGN TNG aoPAAEIag Kal TN S1acPaAl-

ong TWV NANPOPOPIWV

'Eva T000 pAEyov BEPa, ONWC N NocoTIKonoinon TnS ac@aAeiac (quantification of
security) kai n dlacpaAion TnG nAnpogopiag (information assurance), dev Ba
unopouoe napd va NPooeAKUCEl TO EVOIAPEPOV TWV EPEUVNTWV anod noAAoUC To-
Heic. 'ETol, oUpgwva pe To [33], o1 ToEic €peuvag nou acxoAouvTal PE auTd Td

B<paTa eival ol €ENg:

> [MoooTIKonoinon TNG OIKOVOMIKNG a&iac TnNG acpaAeiac kai Tng diaopaliong
TWV NANPOPOPIRV.

> [oooTikonoinon TNG anodoTIKOTNTAG TWV TEXVIKWV METPWV aoPpAaAeiac.

> METPNON TWV PN TEXVIKWV PETPWV AOPAAEIAS, 6nwc n ac@aieia Twv dia-
OIKACIWV.

> METpnon TNG aoPAaAElag eVvog oUCOTAUATOC NANPOPOPIKAG ME TN Xpron Te-
XVIKOV a&loAoynong Kivouvwv (risk assessment).

> METpnon TNG aopaleiag evog OUOTAHATOC NANPOPOPIKAG Mou eoTialeTal
oTIC emBEoelc (attacks) nou dexeTal.

> MeTpRoeIC aopaleiac OXeTIKA e TIG eunabeieg (vulnerabilities) kar Tic adu-

vapieg (weaknesses) nou undpyouv oTa OIAPOPA CUCTAKATA NANPOPOPI-

KNG.
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> METPNOEIC OXETIKA ME TOUG OEIKTEC AOPAAEIAg TWV CUCTNHATWY, ONWG Mi-
BavoTnTa €kBeonC o€ eNIBECEIC / avTiOTAON OE AUTEC,.

> METPNOEIC OTa PYETPA AVTILETWMIONG KIVOUVWV (security controls).

> MeTpnoeic TnG npooTaaciag TnG 1IBIWTIKOTNTAG (privacy) oTa ouoTnuarta
NANPOPOPIKNC.

> MeBodoloyiec avaluonc kar diaxeipiong ENKIVOUVOTNTAC TwWV CUOTNHATWY

NANPOPOPIKNC.

4.4 MeBodoloyiec kal BEATIOTEG NPAKTIKEG

AiGpopa npoTuUNad, Kavoviouoi Kal 0dnyiec EQAapHoync Touc, £Xouv avanTuXBei Ta
TeAeuTaia Xpovia, PHE oKonod va avTIHETWNIOOUV TNV NPOKANCN MOU £XOUV Ol Op-
Yaviopoi Kai ol EMIXEIPNOEIC OTO VA avanTUEouV TEXVIKEC METPNONG TOU €MINEDOU
NG aopaAeiac evoc ouoTnUaToc alAa kai atn diacpalion TnG nAnpogopiac nou
EMNEPIEXOUV. Z€ YEVIKEG YPAMMEC MMOPOUKE va evTAEOUNE auTa Ta nNpoTUNa Kal

TIG 00NYIEC EPAPHUOYNG TOUC OTIC AKOAOUBEC OUADEC:

> [MpoondBeiec yia TNV avanTuén PETPWV ACPAAEIAC TwV NANPOPOPINV HE
OoKOMO TNV EKTIUNON TNC ANOTEAEOUATIKOTNTAC TWV PETPWV AUTWV OF €Ni-
nedo 0AOKANPOU TOU Opyaviopou 1} anAd £voC CUCTANATOC NANPOMOPIKNG
Kal TNV €papuoyn Twv PETpwV auTtwv [34], [35].

> MovTéAa wpipavonc Ta onoia NapéXouv €va nAdiolo Kavovwv AsIToupyiag
nou pag BonBoUv oTNV €KTIINON TNG WPIKOTNTAC TOU €NINEDOU AoPaAeiag
Twv 01adIKaoiwv, BAcIOPEVA O CUYKEKPIYEVA KpIThpla [36].

> TAaiolo a&loAdynonc npoiovTwv BACEI OCUYKEKPILEVWV KpITnpiwv. H xpnon

€VOC TETOIOU MAQICiou pac Bonba oTo va ekTIMACOUKE To eninedo dlaopa-
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AIoNG NMou Pag Napexel Eva Npoiov e CUYKEKPIPEVA XAPaAKTNPIOTIKG aoga-

Agiag [36].

4.4.1 NIST SP 800-55 Rev 1: 0dnyoc Metpnong TnG Anodoong yia PETpa aogpa-
AE1ag NANPOPOPIWY

H NIST Tov IoUAIo Tou 2008 dnuoaicuce évav 0dnyo, NIST SP 800-55 Rev 1 [29],
yla TN METPNON TNG anodoonG TwV HETPWY aoPAAEIac Twv NANPOPOPIWY, OE aVTI-
KaTaoTaon naAdioTEPpwvV odnylwv nou eixe dnuooieuoel Tov IoUAI0 Tou 2003,
NIST SP 800-55 [28]. O1 veeg 0dnyieg ATav G€ CUP@WVIA PE €va AAO EvTuno oO-
onylwv, NIST SP 800-53 [37], nou avapepoTav oTa PETPA acPAAeIag nAnpogpo-
PILV NOU EMPENE va EXOUV OAEC OI KUBEPVNTIKEG UNNPETIEC KAAUNTOVTAG €MioNG
Kal Ta npoypappata acgaleiag nou unnpxav. To NIST SP 800-55 Rev 1 [29] n-
TAv N CUYXWVEUON TNC apxIkngG dnuoaicuonc NIST SP 800-55 [28] kai Tou Draft
NIST SP 800-80 Tou Mdiou 2006.

O1 diepyaoiec kal ol pebodoAoyiec nou ava@épovtal oto NIST SP 800-55 Rev 1
[29], ouvdEouv TN PETPNON TNG andodoonc TWV PETPWV ACPAAEiaC ouoTNUATWV
NANPOPOPIKNG TOOO WE TNV anodoaon Tng idlag TnG unnpeciag 6co Kal Ye Tn Xpnon
TV OTPATNYIK®WV dlEpyaciov TnG TeAeuTaiac. Me aAha Aoyia, n anodoon piag u-
nnpeoiag ennpealeral kai andé Tnv andédoor TNG OTo va WETPACEl TO €ninedo a-

OPAaAEiac TwV CUCTNUATWV NANPOPOPIKAC NOU dIABETE].

Ta peTpa aogaleiac nou avantucoovtal oto NIST SP 800-55 Rev 1 [29] Bon-
Bouv otnv avuénon Tnc IKavoTNTAC TWV UMNPECIWV OTO VA UIOBETHOOUV pia ocipd
ano KuBepvnTIKEG 0dnyieg onwg n FISMA, n FEA kabwg kal AANEG OXETIKEG PE TOV
opyaviopo odnyieg, e OKONO TNV NApaywyn MOCOTIKWV avapopwVv OXETIKA ME

TNV YETPNON TNG AnNodoonC TwV HETPWV aoPaleEiac nou XpnoiUonoiouy.
H NIST SP 800-55 Rev 1 [29], eoTialel o€ TPEIC BACIKEC KATNYOPIEC HETPNOEWV:

1. MeTtpa uAonoinong / epapuoyng.
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2. METpa anoTeAeopaTikOTNTAG Kal anddoong.

3. EniNTwoeIg TwV PETPWV.

H NIST otnv &dikr) dnuoagicuon Tng (special publication) SP 800-55 Rev 1 [29],

nepypagel dUo0 NPWTAPXIKEG dIAdIKATIEC:
1. Tn diadikacia epappoyng (implementation) Twv PETPWV PETPNONG TOU €-
nmnedou aopaleiac evoc cuotnuartoc (Eikova 8).
2. Tn diadikacia avanTuénc (development) Twv PETPWV PETPNONG TOU EMINE-
dou aogaleiag evog oUCTAPATOC, N Onoia anoTeAEl kal TRV NpwTN @aon
NG diadikaciag epappoyng (implementation) nou npoava@epbnke (Eikdva

9).

Aiadikacia Eqpappoyng MéTpmv METpnong Tou eninédou ACPAAEiag EVOG OUCTHHATOG

MpoeToipaaia yia
OUMoyr| dedopévwv

y

ZuMoyn dedopévv KaBopiopdg d1opBwTiKWV
& > EVEPYEIDV
AvdaAuon aTroTEAECUATWY

; o ,

AVATITUEN ETTIXEIPNHATIKWY
evapiwv (Business case)
Epappovi Glogewnmv >uMAoyr| atroTeAeopdaTWY

EVEPYEIDV ﬁ

Eikova 8: Aiadikacia Eqpappoyng MéTpmv METpnong Tou eninédou Ao@alegiag Evog cuoTHHATOG,
kata [29]
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Aiadikacia Avantuing MéTpmv METpnong Tou eninédou ACPAAEIaG EVOG CUCTHHATOG

' N N
Evdiagepbpeva pépn Kai v v
oupgépovTa Evroniopog ka1 Ka@opiopog
____
A A J
MoAiTikég aopdAeiag E@appoyr| Tpoypduparog
ZkoTroi & TTANPOPOPIWY, 0dNYiEg Kal ACPAAEIAG TTANPOPOPIAKWV
216X0! Siadikaoieg OUOTNHATWY
A A A
4 Y N
EIECEICIOTS AtroteAéopara TTPOYPAUNATOS Emimedo uAotroinong

ETTIXEIPNHATIKOUG OTOXOUG

Avantuén péTpwv kal Emidoyn

AtroteAéoparta
EmimTwoeig oToug TPOYPANHATOG ETimredo uhomroinong
EMIXEIPNHATIKOUG OTOXOUG
1) Emkaipotroinan tng Emimedo uAotroinang Twv
1) Emixeipnyatiki agia mou ao@aAeiag KaBopITPEVWY TIPOTUTIWY,
KePONONKE 1 XaOnkKe 2) Emixeipnuatikd TIONITIKWV Kail JIadIKATIV
2) ATrodekT6 6plo {npiag armoTeAéopaTa amoé Tnv ao@dAeiag
£QAPUOYN TWV PETPWV
ao@aAeiag

Eikova 9: Aladikacia Avantugng MéTpmv MéTpnong Tou eninédou AcQaleiag evog cuoTHHATOG,
oUppwva pe [29]

>TnVv TpIiTn €voTnTa TNG dnuoaicuong and Tn NIST, SP 800-55 Rev 1 [29], nepié-
XOVTal €KTEVEIG AvAPOPEG yIa TA NAEOVEKTAMATA TNG XPNONG TWV HETPWV, TOUG
d1GpOopouUC TUMOUC PETPWV KAl TNV CUCXETION TOUC HE TNV WPINOTNTA TOU npo-
ypaupatoc aogpaAeiac (maturity of the information system program) nou eivai
uno perpnon. H NIST nioTelel 0TI | OUOKOAIG EPAPHUOYNGC TWV HETPWV ACPAAEIAC
NG nAnpo@opiac (information security measures) kai To €ninedo TNG NOAUNAOKO-
TnTag (sophistication) nou avapéveral and Ta PETPa €ival appnkTa ouvdedepeva

ME TO €NiNedo wPIKNOTNTAG Nou Napoucialel To NPOYPAUHA aoPAAEIac.

H NIST oto SP 800-55 Rev 1 [29], npoTeivel €va npoTUNO avanTuéng METPWV Na-
PEXOVTAC TIC avaykaieC AENTOUEPEIEC, TIC onoieg aneikoviel o Mivakag 5, yia Tov
KaBopIoPO TWV ENIMEPOUC METPWV nMou Ba anarrndoUv yia Tnv ulornoinon &vog

TETOIOU NPOYPAMHATOG.
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MNedio

Kwdixog puerpou

(Measure ID)

MeTpo

(Measure)

Tunocg pusrpou

Mepiypapn

MovadIikoc kwdIKOG Mou XpnaolponolsiTal yia Tnv avalitnon
Kal Ta&ivounon Tou HETpou. O HOvadIKOC auTog KwOIKOG
Mropei va akoAouBei Tnv Tuxov €IIkr) ovopaToloyia mnou
MMOpEi va £xel Evac opyaviouoc ) va ava@EpeTal ansubeiac
o€ kanoia aAAn nnyn.

AfAwon Tou oTpartnyikoU okonoU n/kai Tou okonoU Tng
ao@aleiac NnAnpogopinv nou Ba ulonolei auTd To WETPO.
Ma Ta ouoTnuIka PETpa (system-level), o aTdxog Ba kabopi-
(el Kal TNV EQAPHOYN TWV METPWV ACPAAEIAC YIa TO OUYKE-
KpIHEVO auoTnua nAnpogopiknc. MNa Ta PETpa o€ eninedo
epappoync (program-level), npénel va oupnepiAappavovrai
TOOO O OTPATNYIKOC OTOXOG 000 Kal 0 OTOXOC aopAAEIac
nAnpo@opiwv. ‘ETol yia napadelyyd, ol oToXol ao@AAeiac
NANPOMOPILY KNopoUV va anoppEéouV and TOuG ETAIPIKOUC
OTOX0UG (enterprise goals), og GuvOUAOMO PE TNV ANOCTOAN
Tou opyaviopou (organization’s mission). AuToi oI OTOXO!
ouvnBwe neplypdgovTal og oTPaTnyika oxedia kai oxedia
au&nong TnG anddoong evog opyaviopou. ‘OTav eival duva-
TOV, NpEnel va nepIAapBavovTal TOoo 0 OTOXOG OE ETAIPIKO

€ningdo, 0600 Kal 0 GTOXOG TNG ACPAAEIAG NANPOPOPIKV.

Mia aUvToun neplypa®r Tou PETpou. KaAd Ba rrav va xpn-
oIgonoinBouv apIBuNTIKA PETPA Nou unodnAwvovTal anod TIC
AEEEIC: MOOOOTO, VOUNEPO, OUXVOTNTA, HECOG OPOC N AAAEG
napep@epeic Ae€eic. Eniong, v eival duvatdv, va xpnaoipo-
noinBoulv Ta PETPa nou nepiExovtal anod Tn NIST oTn €1dIkn
dnuooicuon SP 800-53 [37]. Aiadikaciec aopaleiag nou
g€aopahifouv TNV unooTnpIEn Twv dedopevwv Ba npénel va
avaQépovTal O OToIxEia epappoync. MNa napadeiypa, €av
TO METPO EQAPUOLETAI OE IO OUYKEKPIYEVN odnyia FIPS 199
avagopikda pe eninedo emnT®oewv (UWnAn, HETPIA 1 Xaun-

ARy), npénel va dnAwBsi kai To €NiNedo PECA 0TO PETPO.

SUVTOMN NEPIYPAPD) yIa TO €AV TO YETPO AVAPEPETAl OTNV:
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MabBnuarikog
unoAoyiouyou

2r1oxoc

Evoeiéeic eqpappuoyiic

(Implementation Evi-

dence)

Mepiypagn

a) epappoyn (implementation), B) anodotikoéTnTa (effec-
tiveness) / anoteAeopaTikotnTa (efficiency) iy y) eninTwoeig
(impact)

O1 unoAoyliopoi nou npénel va yivouv yia va napaydei €va

apiBuNTIKO anoTéeopa.

‘Opia yia TNV €pUNVEia TOU ANOTEAEOHATOC, ONWG NOCOCTO
OAOKANPWONC 1 KAnolo oTaTioTIKO voUpepo. O aTdxXog Jno-
PEi VO eKPPACTEI OE NOOOOTA, WPEC, EUPW I OMOIAdAMNOTE
aAAN kaTtaAnAn povada pErpnonc. Eniong, o oTdxog pnopei
va ouvOeBei pe €va npoanaiToUPEVO XPOVIKO NAdigIo oAo-
kAnpwong. Mpénel va emAéEoupe TeAIKO kal evOlAPeTo OTo-
XO Mou va enITpENEl TNV NapakoAouBbnaon TnG Npoodou Npog
TNV KaTeUBuvon OAOKANPWAONC TOU.

O1 evleiEeIc epappoync xpnaolhonolouvTal: a) Tov UMnoAoyi-
OMO TOu METpOU, B) oTnv enaAnBeuon Tng diadikaciag nou
XPNOIHUONOIEITAl, KAl Y) OTOV EVTOMIONO TwWV MOavwv artiov
yia Tnv Unapén un 1KavonoinTIKWV anoTEAEOPATWV yia TO

OUYKEKPIUEVO HETPO.

Ma Tn xeipokivnTn cuA\oyn dedopevay, Npénel va avaldnTn-
Bolv epwTnoeIc Nnou Ba xpnoigonoinBouv: a) w¢ oToixeia
€10600U OTN KadnuaTikn €€iowan unoAoyiopoU Tou PETPOU,
B) otnv anodoxn Tou WETPOU Kai y) aTnv agioAoynon Tng
NANPOMOpPIac Nou GUAAEXONKE.

Ma kaBe epwtnon, av €ival duvaTo, va avaypa@sTal Kai n
avagopd oTo onueiou eAéyxou aoPaleiag (security control)
nou nepiéxeral otn Aiota Tng NIST SP 800-53 [37].

Ma kabe pétpo otn AioTa odnyiwv FIPS 199, avagopikd We
To eninedo enidpaonc (impact level), o1 epwTAOEIC Ba NpEnel

va avaypda@ouv Kai To €ninedo auTo.

Ma Tnv autopaTonoinyévn ouloyr OedopEVWV, MPENEl va

kaBopioBoUv ekeiva Ta dedopéva Ta oroia eival avaykaia:

Sehida 94 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

Suyvornra

(Frequency)

EunAsxousva pepn

(Responsible parties)

Inyn nAnpogopiwv

(Data source)

Mop@onoinon Avago-

Mepiypagn

a) otn padnuatikn €€iowon unoAoyiopoU Tou WETpou, B)
oTnV anodoxr Tou KETPOU Kai y) aTnv agloAdynan Tng nAn-
POPOPIAc NouU GUAAEXONKE.

‘EvOeiEn yia Tn ouxvoTnTa CUANOYNG Kal eneEepyaaciag Twv
dedopevav. H enmdoyn TNG ouxvoTNTAC GUAAOYNG TwV dedo-
MEVWV, NpENel va yivel oUPQva Pe To puBPO aAAayng Tou
METPOU ao@aAeiag To ornoio a&loAoyeital. Mpog autr Tnv
kaTeluBuvan, kaAo Ba nrav va avalnTndouv oI avayKes yia
NANPoPOPNON EEWTEPIKWV OUVEPYATWV KABWG KAl O E0WTE-

PIKOG TPOMOC AsITOUpYiag Tou opyaviauou.
KaBopIiopoc Twv evOIAPEPOUEVWV HEPQV:

I810kTTNG NAnpoopiac (Information owner). ZUuQwva He
TO Opyavoypaupa Tou opyaviopou auTog Mou EXEl TNV Eu-
Buvn Tou TNV NAnpo@opia nou BENOUKE va GUANEEOULE.

AvBpwnivo duvapiko nou 6a ouMeEel Tnv nAnpogopia (In-
formation collector). ®a npénel va ivar SIAPOPETIKO aANoO
Tov IDIOKTATN TNG MANPOQOpIac, yia Tnv ano®uyn Tng ou-
YKPOUGNG GUHGMEPOVTWV aAd Kal yia Tnv €€acpdalion Tou

dlaXwPIOHOU TWV POAWY Kal TWV ApHOdIOTHTWV.

TeAIKOC xprioTng TG nAnpogopiac (Information customer).
AnoTe)ei Tov TEAIKO XprOTn OTOV OpYyaviodo Kai €ival autog
Mou XPNOILOMNOIEl TNV NANPOQPOPIa NMou BEAOUHE va CUAAE-
Eoupe.

To onueio Nou undpyouv ol NANPOPOpPIEC Nou BEAOUPE va
OUAAEEOUIE YIa va UNOAOYIOOUPE TO METPO aoPaAelac. Te-
Tola onueia pnopei va eival ol Baceig dBOUEVWV TOU Opya-
viopoU, d1agopa NUEPOAOYIa NAEKTPOVIKA i OXI, KaBwC Kal
ATOMa MOU aVAKOUV O€ GUYKEKPIUEVOUC POAOUG PECa OTOV
opyaviopo nou eival o Bon va yvwpilouv TIC NANPOPOPIES
nou xpelalOPacTe.

AENTOWPEPEIEC YIA TOV TPOMO NAPOUCIaonc ToU HETPOU, ONwC
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Nedio Nepiypapn

POV yia napadeiypa o TUNog ypadikwv pie chart, line chart, bar
(Reporting format) chart kTA. MNpénel va doBei éva napadelypa Tou TPOMou na-
pouciacnG nou €nBUPOULE.

Mivakag 5: MpoTunog Nivakag anoTunwong HETPWV Kdl 0dnyieg

4.4.2 TpakTikO nAdiolo PYETPAOEWY yia Tn dlac@alion TnG NoiOTNTAG Tou Aoyi-

OMIKOU Kal TNG aoPAAEIaC TwV NANPOPOPIWV

To npakTikd NAioio 81a0PAAIoNG TNG NOIOTNTAG AOYIOHIKOU Kal TNG ac@aAeiag
TwV NANpoPopiwv avantuxdnke ano To Software Assurance (SWA) Measurement
Working Group [36] uno Tnv aiyida Tou SWA Forum. To SwA Forum kaBw¢ kai To
SwA Measurement Working Group xpnuatodoTtouvTal ano: To Ynoupyeio EowTe-
pIknG Ao@aAeiag (Department of Homeland Security — DHS) Twv HIMA, To Ynoup-
yeio Apuvng (Department of Defense — DoD) Twv HIMA kai To National Institute of
Standards and Technology (NIST). ‘OAol padi GUUMETEXOUV O€ Wia Kolviy npoona-
Beia nou Tnv anapTifouv PEAN TNG ayopdc, TNG KUBEPVNONG Kal TWV ENIOTHHOVWY
NG akadnuaikng KoIvoTNTag, Pe okono va dwaoouv AUan oTo dUokoAo NpdBAnua
Mou avTIMETWNICOUV avagopika HE TO AOYIOHIKO, auTd TNG METPNONG TNG KUPEP-
voaopAaAeiac kal TnG diacPpaiion TnG acPAAeiag kal Twv NANpo@opiwv. To nAai-
010 Nou npoTeivouv, Onuoolelbnke oTo Practical Software and the Systems

Measurement (PSM) Support Center oupggwva pe 1o [36].

>Uppwva Pe TNV 10ToogAida Tou SWA Measurement WG oTo [36], To nAdioio «...
anoTeAei pia Npoogyyion yia TN PETPNON TNG AnoTEAEOUATIKOTNTAG TNG NPOCna-
Be1ag eniTeUENG TwV OTOXWV Kal TwV OKOMNWV, TNG diac@AAIoNG NoloTIKoU AoyIoHI-
koU (SWA) pEoa o€ €va opyaviopo 1 o€ €&va £pyo NANPOPOPIKNG. Aivel anavTAoEIC
OTO NWG PNopei va ekTiunBei o Baduog Tne diacPaliong TNS noioTNTAC Tou Aoyi-
OMIKOU, ME TN XPAON MOCOTIKWV Kal MOIOTIKWV HEBODOAOYIWV Kal TEXVIKWV. TO
nAaiolo AapBavel unoyn Tou TIC unapXouoec YeBodoAoyieC oTov ToPEa auTo, Kal

OTOXEUEI va BondnoEl TOUG opyaviopoUus OTO VA EVOWHATMOOUV TIG eBodoAoyieg
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METPNONG dlac@aliong noloTikoU AoylopIkoU oTa ndn undpxovTa £pya nAnpoQo-

PIKNG NOU £XOUV.»

To nAaiolo dev npoTeivel veeg HeBOBOUC yia Tn dnuioupyia METPWV EPAPHOYNG
NPOYPANHATWV 3IaopAAIionc noldTnTac AoylopikoU. AUTO nou Kavel, €ival va €€I-
OOpPONEl TIC UNAPXOUCEC NPOCEYYIOEIC 0oTn dlao@Alion TNG ac@AA&iac Kar Twv
NANPOPOPIKWY KAl OTOV TOMEQ TWV CUCTNUATWV NANPOPOPIKNG Kal AOYIOMIKOU.
TENOC, MPOTEIVEI Pia ApUOVIKR NPOCEYYION NMOU va UMnopei va Xpnoigonoindei To-
00 and TOUC XPNOTEC TOU TOMEA TNG AOPAAEIAG NANPOPOPIWY, 000 Kal and Toug
XPNOTEC TOU TOUEA avanTuénc ouoTNUATWV NANPOPOPIKNG Kal Aoyiopikou. Or a-
KOAOUBEC Npoaoeyyioelg anoTéAeoav Tnv BAcn oTnv onoia oTnpixénke n avanTuén

auTou Tou nAaigiou:
e 0 00nyog Tng NIST nou ava@epbnke aTnv napaypago § 4.4.1.
e To npdTtuno ISO/IEC 27004:2009 [30].
e To npdtuno ISO/IEC 15939:2007 [31].
e To npotuno Capability Maturity Model Integration (CMMI) Measurement
and Analysis (MA) [38].

H peBodohoyia CMMI Goal, Question, Indicator, Measure (GQIM) [39].

Katda tn diadikaoia avantuénc Tou nAaigiou, To SWA Measurement WG kaTeypa-
WE TIC OPoIOTNTEC KABWC Kal TIC d1apopeC METAEU NevTe PeBodOAOYIWV Kal, TEAIK,
OnuIoupynoE Wia appovikn NPOCEyyIon yia HETPNOEIC. H npootyyion auTn ouvo-
Wicel TIC uEBOdOAOYIEC MOU PEAETNHONKAV Kal NpoTeivel hia uwnAou emnédou diadl-
Kagoia, n onoia PNopei va €papuooTel 0€ JIAPOPETIKEG EMIXEIPNOIAKEG MEPIOXEG
TOU TOpEQ TNG S1Ia0PAAIoNG TNG aoPAaAEIac Kal Twv NAnpogopiwv. To nAaioio eni-
ONG oupBoUAeUEl ekeivouc nou Ba npoonabrjoouv va To UIOBETACOOUV, OTO NWC
Mnopouv va &ekivnoouv Tn 01adikacia evowpaTwong Tng diacpaliong TngG noioTn-
TAC TOU AOYIOMIKOU KAl TWV PETPWV METPNONG TNC AOPAAEIAC, O Evav opyaviouo,
o€ £€pya nou BpiokovTtal oe €EENIEN | akOPa og AAA nNpoypaupaTa PETPNONG, To

onoia pnopei va pnv kKaAuNTouv auToug TOUG TOMEIG.
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4.5 Epyaheia ouAAoync OedOpEVV

>TOV TOHEa Twv PeBodoAoyiwv PETPNONG TNG dlac®alionc TnG nAnpogopiac,
NPAYMATIKWV NEPINTWOEWY, NPAKTIKOV A0PAAWV HETPNOEWV Kal dIaPopwVv GAAWV
napadelyuatwy €xel avaptnOei oTo 81adiKTUO £vac HEYAAOG OYKOG NMANPOMOPIWV.
QaoT000, UNAPXEl NOAU HIKPOG OYKOG OEBOMEVWVY N/Kal ONHOCIEUCEWY, OXETIKA HE
gpYaAgia nou pnopouv va Xpnaoiponoinfouv yia TNV kKuBepvoacpaAeia kai Tn dia-

o(pAaNion TNG NANPOQopIac.

Yndapxouv npoiovTa AOYIONIKOU (EUMOPIKEC EPAPUOYEC), NMou napoucialovtal we
epyaleia yia Tnv €NITEUEN TNG AOPAAEIG aToV KUBEPVOXWPO N/kal TG dlacPaAi-
ongG TG nAnpogopiac. MapadeiypdaTa TETOIWV NPOIOVTWY, Eival ekeiva nou Bon-
BoUv 0Tn €niTEUEN TNG OCUMKOPPWONG CGE KAMolo NPOTUNo, onwg ISO 1 dA\a nou
napexouv Tn duvaToTnTa avaAuonc TWV CUCTNHATWV NANPOPOPIKAG Nou OIaBETEI
dia enixeipnon, Plumtree Portal [40] ka1 Symbiot Security [41]. Kai o1 dU0 auTég
KATNYOPIEC NPOTPEMNOUV TOV XPNOTN VA CUUNANPWOE! £vVA APKETA EKTEVEC EPWTN-
HaTOAOYIO Kal, OTn OUVEXEIQ, Napdyouv Wia avaAuTIKn eKTUNWON KE Ta EUPHUATA
TOUuG, aloAoywvTac £T01 TNV KATAOTACN TWV UNOJOPWV NANPOMOPIKNC TOU opya-

VIGUOU 1) TNG €Talpeiag.

QoT000, YOVO PEPIKA and auTd KATAMPEPVOUV va MAPOUCIAoouV TNV acpaleia
oTOoV KUBEPVOXWPO Kai Tn dilacpaiion TnG NANPoQopiac we Bacikd ouoTaTika TNG
AEITOUPYIKOTNTAC TOUC. Ta NEPICOOTEPA EPYAAEIA NMOU £XOUV (PTIAXTEI yId TO OKO-
no autd, xapakTnpifovtal Pe Jia ouvnon EKppacn Tou WAPKETIVYK yia TIG EUNOpI-
KEG EPAPHOYEC, WC «KUBEPVNTIKEC EPAPHOYEC anod To pagi» (government off-the-
shelf - GOTS). O1 €papHoyEC AQUTEC XpNOILONOIoUV UMNAPXOUTEG TEXVOAOYIEG Ka-
TAOKEUAOTWYV, MOU £X0OUV ONUIOUPYNOEl OUPPWVA HE TIC AVAYKEC TWV OPYAVIOH®Y
YIa CUUHOPPWAON O€ KavovioTika nAaiola, onwg To FISMA, kabwg kal aAAeg odn-

yiec N kavoviopouc.

>uvnBwe, Ta epyaleia TNG acPAAEIAC Tou KUBEPVOXWPOU Kal TG d1acpaNIonC TNG

nAnpogopiac, nopouv va Ta&ivounbouv oTIC akOAOUBEG KATNYOPIEG:

e OAokAnpwpéva nAaiola i NAATPOPHEG.
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e EpyaAcia ouA\oync / anoBnkeuong oToIXEIwV.

e EpyaAcia avaAuong kal EKTINACEWV.

e EpyaAcia napaywyng avapopwv.
Kata Tn diadikacia diapuop@wong N emAoyng evoc anod Ta napanavw €pyaicia
METPNONG, €ival onUAavTikO va YIVETal NpwTd N CUAAOYR TWV anaitnoswy, PETA N
eUpeEON TwV EMEIYPEWV Kal TEAIKA n €nIAoyr Tou epyaleiou. AUTO YiveTal, €TOI
WOTE O OPYAVIOPOC va KATaAdBel nolo epyaleio KAAUNTEl KAAUTEPA TIC AVAYKEC

Tou N akdpa va avaldntnBei av kanoio Napopolo EpYaAEsio PNopei va xpnaoiponoin-

Bei yia TNV €niTEUEN TOU OKOMoU TOou opyaviopou.

Edw Ba npenel va avagepBei, 0TI yia va €ival €va epyaieio PETpPNONG TNG acpa-
A€1ac Tou KuBepvoxwpou 1 dIacPAAionc TNS NANPOPOPIAC ENITUXNHUEVO, NPENEI vVa

£(appolovTal oI akOAOUBEG 0aQeiG NPAKTIKEG JETPNONG:

e [pgnel va unoBAnBouv epyaleia kal Nivakeg anoPacewyv ota KaTtaAAnAa diol-
KNTIKA €nineda npog £ykpion.

e O NOAITIKEG, oI BIadIkaTiEG Kal N IEPAPXNON TWV KIVOUVWV NPEMEI va Xpnoio-
MOIOUV WETPACIMOUG OTOXOUG, MPIV TNV €MIAOYR Kal TNV €Qapuoyr Kanoiou
ano Ta diabeaipa epyaleia.

e Ta epyaleia Ba npenel va emITpénouv oTa PETpa diaopaiiong TnG NAnpopopi-
ac va ival NePIooOTEPO MOCOTIKA KAl E0TIACUEVA OTNV AVTIKEIMEVIKOTNTA KAl
EYKUPOTNTA TWV OEDOUEVV.

e Ta epyakeia Ba npenel va Bonbouv Ta YeTpa diaocpalionc TnS nAnpogopiac:

v’ oTnv €UKOAN GUANOYR OEQOUEVWV HETPHOEWY,
v/ 0TnVv anpooKonTn NPocnéAAcT) Toug,

v/ 0Tnv €UKOAN anoBnKeuor Touc.
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e Ta epyaleia kai ol diadikacieg Ba npeEnel va Pnopouv va enavaingdolv, pe
oKono TNV Napaywyn oTaTioTIkwV Taoewv (trends) o€ Babog xpovou.

e Ta epyaleia Ba npénel va eival o€ B€on va napdyouv anoTeAEoUATa o€ TETOIA
Hop® avaloya Pe To eninedo Twv evOlaPePOUEVWV XpnoTwv (Aloiknon, npo-
ioTauevol KTA).

e Ta epyakeia Ba npénel va kabioToUv Ta anoTeAéopata Xpnoipa ota diagopa
evolapepOPeva PepN kal va avadelkvUuouv NANPopopies Xpnoipes otn diadika-

oia ANYnc anopacewv.

4.5.1 Epyaleia ouAAoynC / anoBrKeuonc OTOIXEIWV

Eival olvnBeg og d1agpopoug opyaviopous va XpnaoluonolouvTal Ta npoypauuara
Microsoft Excel® f} Access® yia Tn oul\oyr Kal anoBrKeuon OTOIXEIWV yia TV
METPNON TNG ao@aAeiag kal TngG dlacpaiiong Tng NAnpogopiac. ‘OPwc, nNepinou To
2000, kanoia npoidovTa AOYIOHIKOU €kavav Tnv UPAvior) Touc, auTOPATOMNOIMVTAG
£TOI TIG NPOCNABEIEG TWV OPYAVIOHWY, OE Wia osipd and dpacTnpioTNTEG CUAAO-
YNC OTOIXEIWV, JE aKONO TN d1aoPANon TNG aopaisiac Twv nAnpogpopiwv. O na-

pakaTtw Mivakag 6 eugavilel pepIka anod auTa.
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‘Ovopa Nepiypa®pn

(O VR O 7 dae) 73T T/ EMITPENEI OTOUG XPrOTEG va BAEMOUV Tov KATAAo-
ty Line of Business [42] Yo pE Ta d1aBEoipa PETPA aoPaleiac, kai va Ea-
YOUV TIG NANpoQopiec anod Tn Bacn 0edOUEVWV O
OIAPOPEG HOPPEG MOU XPNOIHOMNOIOUV YVWOTA £p-
yaAeia unooTRPIENG.

Trusted Agent (FISMA) [43] EniTpénel oTOug XPrOTEG VA QUTOUATOMOINCOUV
TNV Napaywyn avagopwv anddoonc Twv PETPWV
ao@AAEIac Je Tn Xpron OXECIAKNAG BAonG dedopE-
VWV Yid TNV €niTeuén TnG OUMHOPPWONG OTO
nAaigio apxawv FISMA.

Splunk [44] BonBd oTnv eniteu&én TNG OUPHOPPWONG OE Kavo-
VIOTIKO MAQiolo, YE TO va napakoAouBei, avaoko-
nei kal anodnkevel nAekTpovika ixvn (audit trails).
Mnopei va xpnoidonoinBei og OAa Ta YETpa acpa-
A€iag TnG nAnpo@opiac kai anobnkevel Ta OedOWE-
va yia Peyaio Xpoviko diaotnua, cUpewva Pe Ta
npdTuna kai Tig odnyieg Tng NIST.

Mivakag 6: EpyaAeia cuAAoynG / anoBrkKeuong OToIXEIWV

4.5.2 Epyaleia avaAuonc kai EKTINACEWY

Ta epyaleia avaAuong Kal EKTINNOEWY €XOUV MOANEC OUVATOTNTEC, OUMNEPIAQY-
Bavopevwy Kkal TG eupeong eunabeiwv (vulnerabilities) oe dikTua, TNG avaluong
nnyaiou kWAIkA, TNG availuong dIAPopwV NHEPOAOYIWY, TNG EKTIMNONG TNG OUVO-
AIKAG €1KOVAG TNG aopAAEIag evOG oUCTAKATOG NANPOPOPIKNG, TNG EKTIUNONG KIV-
Ouvwv nou oxeTifovral pe TN dlaoPANon TNS NANPOQOPIAc Kal, TEAOC, TNG OUM-
MOPPWONG O KavovioTIKkA nAgioia ) npoTuna. Mepikd and auTtd nepiypagovTal

oTov napakatw, Mivakac 7:
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‘Ovopa Nepiypa®pn

Klocwork Insight[45] To epyaleio «Klockwork Insight» pnopei va avaiu-
O€l ToV nnyaio kwdIka €vOC AOYIOHIKOU, HE OKOMO
va avayvopiosl eundbeiec o autdv. To epyaleio
NPooQEPEl TN dUvVATOTNTA NAPAYWYNG aAvapopw®V,
Ol 0Onoieg Oivouv EKTIMAOEIC avaloya PE Ta OeDOUE-
va nou €xouv oUAMexBei. Mepikd and auTa eivai o
apiBudg Twv €unabeiwv MOU avayvwpioTnkav Kai
emodlopbwOnkav oTnv enIPAvelad Epyaciag Twv npo-
YPAUMATIOTQV, KAl CUYKPIOEIC TWV EAATTOHATWY OF

OX€&On HE TO XpOVO.

Ounce Suite [46] H oouita auTri pac napéxel £va ouvolo epyaisiwy,
yld TNV avixveuaon Tou nnydiou KwdIKa EQApHoywV
Kal TNV Napoxrn OTaTIoTIKWV WETPWY, Ta onoia Ba-
oifovTtal oTov apiBud kai Tn ooBapoTNTA TWV EUNaA-
Beiwv nou avixveuTnkav. Me To Tnv €kdoan Ounce
Portfolio Manager, pnopoUpe va NAPOUME CUYKE-

VTPWTIKA anoTeAéoPaTa o€ eninedo opyaviopou.

Fortify Suite [47] To epyaleio auTo avixvelsl Tov Nnyaio KWJIKA Wiag
EQAPHOYNC KAl QUTOMATWG avaAUel Ta anoTeAéoa-
Ta nou Bpiokel. Me autd Tov TpoOMO €vac opyavi-
OMOC pnopei va napakoAouBei Tnv €EENIEN Twv €u-
PNUATWV OTIC EPAPHUOYEG TOU HEGA OTO XPOVO Kal
VA anoKTa AENTOMEPN €IKOVA ava@opika HE TNV

ao@AAEIa Nou ToU NApPEXOUV.

Mivakag 7: EpyalAcia avaAuong Kai EKTINACERV

4.5.3 EpyaAeia napaywync avagopwyv

Ta oTolxeia nou €xouv OUAAEXOsi kal anoBnkeuTel avapopika Pe TNV ac@dAeia
TWV NANPOPOPINV anod Ta Napandavw €pyaisia NnapEXouv TNV avaykaia nAnpopo-

pnon yia Tov oXNUATIoPo NAekTpovikwv TaunAo (dashboard) kar aMwv avago-

Sehida 102 and 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

pwvV, Nou eu@avifouv oe oXedOV MPAYHATIKO XPOVO TNV €IKOVA AOPAAEIAC £VOC
opyaviodoU. Z€ NEPINTWAON Nou Evag opyaviopog, €xel MIAEEE Tn AUon evog nAe-
KTpovikoU TaunAo, 6a npénel va €xel eEaopaliosl Tnv a) npoopacn, B) Tnv €na-
vaxpnaoligonoinon, y) TNV eugavion kai 8) Tnv avavéwon Twv OeONEVWV aopa-
Aeiac and To xwpo nou anobnkelovTal, yia Napadsiyua Tn Baon OedOUEVWYV, HE

YPryopo Kai anodoTIKO TPOMo.

‘Ovopa Nepiypagpn

IBM Cognos [48] To epyakeio autd napdyel avagopec nou a-

vTAoUvTal and peyalo Oyko dedopévwy. Mnopei
va ekteAéoel ad-hoc epwTnoeIC, va TG diaveiyel
o€ OAo TO OIKTUO €VOG OpyaviopoU Kal va eAEYEE
KEVTPIKA TNV pOr TwV ava@opwv, ME Tn Onui-
oupyia €EMIPEPOUG avaPOPWV NPOCAPHOTHEVEG

OTIG avAYKEG KABE XprioTn.

Corda[49] To epyaleio auTtod pag napexel Tn duvarToTnTa
NG NpdoPacng o TaIpika Oedopéva aoPAAEIag
O€ NPaypaTikd xpovo, HE Tn Xpnon NAEKTpovi-

KWV TaunAo, anod onoiadninoTe Tonobeaia.

Clear Point Metrics [50] To oAokAnpwpévo auTo epyaleio ouvdualel Tov
€\eyxo TNG anodoonG Kal TN GUPHOPQ®AON HE TIG
BEATIOTEC NPAKTIKEG, KAl EMITPENEI TNV ENITUXN-
MEVN PETPNON, NapakoAouBnan, Kal EniKoIVwvia
TNG KATAOTAONG aoPAAEIac, TNG MoloTNTAG Kal
TNG anodoTIKOTNTAC TWV PETPWV AOPAAEIAC nou

£x€l NApel 0 OPYaAVIOHOC.

Mivakag 8: Epyalsia napaywyrng ava@opov
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4.6 KuBepvnTiKEC NpoonaBdeleg

MaipvovTag yia napadeiypa Tic HMA, onou Bewpeital w¢ n Mo €vepyr| Kal €ual-
oBnTonoINKEVN Xwpa OTov TOPEa TNG d1IacpAAIonG TNG NANPOPOPIac Kal Twv £ni-
BEocwv OTOV KUBEPVOXWPO, MMOPOUHE va AVTANOOUME XPNOoIUd CUUNEPAONATA.
Ta TeAeuTaia xpovia, otnv npoonabeia Twv HMA va diac@alioouv Tnv ac@aeia
TWV NANPOPOPIWV KAl va MEPIOPICOUV TO PAIVOUEVO TWV ENIBECEWV OTOV KUBEP-
VOXWPO, Ol NPOOTABEIEC TwV KUBEPVNTIKWV TNG UNNPECIWV, EXOUV agloonUEiwTa

gVTaBEi.

Ma auto Tov AGyo, €xel Eekivnoel pia ogipd and NPoypappaTa nou okonod £Xouv
va AEITOUPYNOOUV WC 0dNYOC €(PAPHOYNC KUBEPVNTIKWV NPOYPAUMATWY dlaopa-
Along TnG nAnpo@opiag kai NnpooTaciag and KuBepvoeniBeoelg. EmnAEoy, £xel au-
ENOEl TIC EPEUVNTIKEC TNG NPOONABEIEG, e OKOMO TNV €UPEON VEWV PETPWV MOU
hnopoUv va XpnoiponoinBouv ge PEANOVTIKG NpoypdppaTa, Kal, TEAOG, aoKei u-
WnAN €nonTeia, Y TO va PETPAEl TIC ENMIOOOCEIC TWV KUBEPVNTIKWV TNC UNNPECINV
OTOV TOHEQ TNG AoPAAEIaqg. AEIOGNHEIWTEG KUBEPVNTIKEG NPOCTIABEIEG OTOV TOMEA
auTo €ival Tou Ynoupyeiou Apuvng (Department of Defense — DoD), Tou National
Institute of Standards and Technology (NIST) kai TnG Ynnpeoiac Aopaleiag (Na-
tional Security Agency — NSA).

4.6.1 Ynoupyeio Apuvng Twv HIMA (Department of Defense — DoD)

Aiapopa peTpa noU anogkonoUv aTn diao@Aalion TnS NANPoQopiac kar aA\a oxe-
TIKG NpoypapuaTa undpyxouv o€ OAa Ta enineda Aloiknong Yeoa oTo Ynoupyeio
ApuUvnc. Kabes opyavwTikr) govada pnopei va uioBeTei Ta OIKA TNC HETPA, EpYaAEia
kal 01adIkaagieg yia To okonod auTo. ‘OAeC OJWC o1 HOVADEC, EXOUV EMIAEEEI, va €ni-
KEVTPWOOUV OTOoV eVTOMIOUO Kal TNV avanTuén PETPpWV nou Ba Xpnoiponoinfouv
oTtnv a&ioAdynon TnG anodoonc EMNIAEYHEVWV NPOYPAUHUATWY PECA OTO UMOUPYEIO.
O1 KoIvoi oTOXOI Kal NPOKARCEIG MOU AVTIMETWMICAV, PNopouUv va KaTnyoplornoin-

Bouv os:
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AuokoAiec oTnV ekTiUNon TnG anodoTikOTNTag (performance) kal anoTeAe-
opaTikoTnTag (effectiveness) Twv HETPWV NpooTaaciag Tng nAnpogopiac.

e 'Ynap&n avayknc KabopiopoUu Tou KOOTOUG TWV HETPWV d1acpaNonG Tne
nAnpogopiac, Je okono TNV €Eac@AAIon OIKOVOUIKWV KOVOUAIWV yia Tnv
KAGAuyrn Touc.

e [poodiopiodC Tou TopEa Nou Ba avikel To KOOTOG (KEVTPO KOGTOUG).

e YWnAd KOOTOC CUMHOPPWONG O NPOTUNA Kal 0dnyiec.

e Avaykn va avanTuxBei pia anoTeAeouATIKn OTPATnyIKN yia TNV €MTEUEN
kal d1aTrpnon TNG CUMKOPPWONG o€ NPOTUNA Kal 0dnyiec.

e KabBopiopoc oxediou dpaonc kal opoonuwv (Plan Of Action and Milestones
— POA&M) yia TNV avayvwpion Kai ToV JETPIAORO TWV KIVOUVWV.

Ol EMIYEPOUC UMNPECIEC TOU UMOUPYEIOU ava@EPouv TO BABUO OUUHOPPWONC
TOUG 0€ NPOTUNA, 0dnYieg kKal GANOUG Kavoviououc, JE TNV Napaywyn avapopwy
0€ NPOKABOPIOUEVEG KOIVEG —HETAEU TWV KUBEPVNTIKWV UMNPECIWV- (POPUEC. Ma-

pOAG AUTA, 0 TPOMOC PETPNONG TWV OEDOUEVWV NOU aneikovilovTal OTIG POPUEG,

KaBopileTal anokAEIOTIKA ano TNV KABe pia unnpecia nou napayel Tnv avagpopd.

4.6.2 DHS / DoD / National Institute of Standards and Technology (NIST) kai

Software Assurance Measurement Working Group

To Ynoupyeio EowTepikng AopaAeiag (Department of Homeland Security — DHS)
Twv HMA, T0 Ynoupyeio Aplvng (Department of Defense — DoD) Twv HMA, To
National Institute of Standards and Technology (NIST) kai To Software Assurance
(SwA) Measurement Working Group (WG) nou ava@épbnke oTnv napaypago §
4.4.2, dpaoTtnpionoiouvTal and 1o 2005. To SWA WG, GUVEPXETAl APKETEC (POPEC

MEoa oTO XPOVO, YIa va EpYACTEl 0€ KoIva NapadoTeéa €pya kai va napexel Tn ou-
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vaToTnTa diapoipacpoU TNG YVwaong nou €xel anokTnBei. O1 aTOXol Tou cUPPWva

Me To [51] €ivar:

Na napéxel éva npakTiko nAaiolo diac@aiiong TnG NoidTNTAC TOU AOYIOI-
KoU Kkai OIapopEC AAAEC NNYEC OTNV EMICTNHOVIKI KOIVOTNTA.

Na evBappUvel TNV eVvOWPATWON MNPAKTIKWV dlacg®alionc TNG noioTnTag
TOU AOyIOHIKOU OTOUC TOMEIC avanTu&ng AOYIOMIKOU Kal OUCTNHATWV NAN-
POPOPIKAG, ME TNV UIOBETNON OAOKANPWHEVWY NPOCEYYIOEWV HETPNONC.

Na kavel yvwoTO oTnV €NIOTNHOVIKI KOIVOTNTA OAO TO UAIKO nou JIaBETel,
OXETIKG PE TOV TOPEA dlao@AAionG TNG MoidTNTAC TOU AOYIOUIKOU, CUUNE-
pIAGUBAvVOPEVWVY NPOTUNWY Ogvapiwy, apdpwv, Pebodwv kal napadsiyua-
TWV PETPWV NOU Xpnaoidonoinoav.

Na dnpioupynoel pia koivoTnTa €nioTnUoOvVwyY, He BEpa Tn dlacpaAion Tng
noIOTNTAG AOYIOUIKOU, MOU va HOoIPAlETal TIG YVWOEIG TNG KAl TIG TEXVIKEG
™G

Na ouvepyaleTal HE AANEC OMADEC, E OKOMO TNV EVOWHATWON TWV HETPWV

dlaoPaliong noidoTNTAc AoyIiodikoU, JEoa OTIC OpacTnPIOTNTEC TOUC,

Méexpl npoopata, To SWA WG, enikevTpwvovTav oTnv avantuén kal dnuoaoicuon

NPAKTIKOU nAdiciou yia Tn d1acpaNion TnG noidTnTac Tou AOYIOWIKOU Kal TNV a-

opaleia TnG nAnpogopiac. TeAeuTaia, oI npoonabeiec Tou SWA WG €xouv £0Tia-

OTel 0TO va napayouv Hia osipd ano PEAETEC JETPROEWY, NMou ol JIagopol opya-

VIOHOI Kal €nIXEIpAOEIG Ba pnopoucav va Xpnoldonoinoouy, Pe okono va dnpi-

oupynoouV XpACIKa yia auToUg HETPA Kal va aug&roouv To €ninedo TNG aoPAaAeIac

Kal TNG noldTNTAg Tou AOYIOHIKOU TOUG,.

To SWA WG BpiokeTal otn diadikacia dnuioupyiag piag d1adIkTuakng KovoTnTag

(Web-base community), pe okono Tnv kataypagn HETPWV Kal AAwv nnywv, a-

vapopika Ye Tov Topéa diaopaiiong TnG nolidTnTag Aoyiopikou. AuTth n d1adIKTu-
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akn koIvoTNTa opapatieTal 0TI 6a anoTeAédel TO XWpPO, OMOU auToi MOU acXo-
AouvTal Ye Ta Bgparta Tng dilacpaiiong O6a pnopouv va avrahhacouv 10€€G, va
avakoIvVWVOUV YEVIKAG XPNoNG HETPA, va BPioKouv XproILEC NANPOPOPIEC Kal (pu-
OlIKA, va Bpiokouv Vveéa PETPA yia TNV €niTeuén Tou okonou TouG. Or OIaBETIPEG
nAnpogopiec oTnv 10ToogAida Tou SWA WG oTo [52], nepihapBavouv kaTeubu-
VTNPIEG YPAMMEG O NpOTUNA, 0dnyouc, OXETIKN BIBAIoypagia, apbpa kal napa-

OeiyuaTa nou £xouv dnUOCIEUOEl JEAN TOU.

4.6.3 Ynnpeoia AogpaAeiac Twv HMA (National Security Agency- NSA)

H unnpeaia ac@aleiag Twv HMA €xel avanTu&el pia pebodoloyia yia To Ynoupyeio
AluvVag O€ CUVEPYATia HE TO EPYACTNPIO EQAPHOCHEVNG (PUCIKAG TOU NAVENIOTN-
giou «Johns Hopkins», n onoia ovopdaletal «Mission Oriented Risk and Design
Analysis — MORDA» [53]. O okonog Tng pHeBodoAoyiag auTng sival XEl va Napexel
gia noooTikr) pEBodo unoAoyiopoU kai dlaxeipIonc TwV KIVOUVWY, XPnoidonolw-
vTag ouyxpova HovTeAa ac@aAelag, avaiuon OeBOUEVWV Kal TEXVIKEG PETPNONG.
Ma To okond auTtd, To MORDA XpnOoIMOMOIEl Yia JeYAAn YKAPa epyaAsinv, OUPNE-
pIAapBavopevwy Twv devTpwy eniBeong (attack trees) aAd kai AAAWV POVTEAWV
dilao@alionc TnG nAnpogopiac (information assurance), kabwc kai TEXVIKEC avd-

Auong anopacewv noAAanAwv otoxwv (multiple objective decision analysis).

KaBe povteélo napayel pabnuatika anoTeAéoparta Ta onoia ekppalovral o€ pe-
TPA, ONWC EKTIHWHEVEC (NUIEC ano TIG ENIBECEIC, NPOBAENOUEVN OUXVOTNTA £MIOE-
OEWV KAl anoTEAEOHATIKOTNTA TwWV AVTIUETPWY, dNAAdN TwV HETPWV MOU EXOUV
uAonoinBei yia TNV avTIHETWMION R/Kal NpOANYWN TwV ENIBECEWV. ZUAOYIKA, auTd
TA NOCOTIKA ANOTEAEONATA OkoneUoUV OTO va Bonerioouv aTn AWn ano@acewy
enévduong nou oxeTiovTal PE TIG BEATIWOEIG OTIG UNOJOKEG TNG acPAAEIag Kal
oTov £navaoyediaouo, Tnv avaBaduion n Tnv unoBdbpion Twv unapxovTwv HE-

TPWV Kal oUCTNUATWV.

H diadikacia MORDA é&xel ulonoinBei oup@wva Pe To HovTeNo «Security Optimi-
zation Countermeasure Risk and Threat Evaluation System - SOCRATES», nou

eniong €xel avanTuxBei and To €pyacTnpIio £PAPUOCHEVNC PUOIKNG TOU MAVeni-
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otnuiou «Johns Hopkins». To povTéAO, To onoio unooTnpileTal anod To €PYAAEio
SOCRATES, eniTpenel o opadeg IdIKWV O auTa Ta Bpata, aAAd kal o€ avaAu-
TEC, va kabopioouv NapadoxEC 1 NApAPETPOUC, OUHMPWVA KE TIC OMOIEC TA TPid
MovTéAa Tou MORDA, 6nAadn a) To povteAo avTinalou (adversary model), B) To
povTéAo xpnotn (user model) kal To JOVTEAO MApoxEa unnpeciwv (service pro-
vider), 6a uAonoinBouv kal oTn Guvéxela Ba avayvwpioouv kal Ba €ilocayouv Ta

Oedopéva yia TNV Napaywyn autwv TWV TPIWV HOVTEAWV.

Ma 1o PovTéAo avTindhou, Ta dedopéva nepiAapyBavouv ndn yvwoToug avTting-
AOUC Kal TIC NPOTIUACEIC TOUC avapopika PE TOUG TPOMOUC eNiBEoNG kabwc Kal TIC
TEXVIKEG NOU Xpnoiponolouv. Na To JOoVTEAO Tou Napoxea unnpeciwv, Ta dedope-
va nepiAapBavouv opiopoUc TWV avTINETPWY, dnAadn Twv UYETPWV NpPooTaaciac n
npOANYNG, €VAAMAKTIKA Ogvapia Mou XpnoigonololvTal yia Tnv NpooTacia Twv
ouOTNUATWV NANPOPOPIKNAG anod TIC OUYKEKPIUEVEG EMIBEDEIC Kal, TEAOC, AENTOLE-

PEIG NEPIYPAPEC TWV Npodlaypadwv acPaleiag yia kabs evaAAakTIKO Gevapio.

Eniong, 6a npénel va AngBoUuv unown ol NPoBANKATIOHOI TWV XPNOTWV Kal TwV
NapoxEwv UMNPECI®V, ONwc N AEITOUPYIKOTNTA, N dlIACUVOECINOTNTA KAl N XPn-
OTIKOTNTA, NMou PnopoUVv va ennpeacTolV and noavec eniBECEIC, avTiPETpa 1 €-
vaAAakTIKG oevapia. Baoiopévo ota Tpia povreda Tou MORDA, To gpyaleio SOC-

RATES €niTpEnel 0TOUC AVAAUTEC:

e Na KaTnyopIonoInoouv MOIOTIKA TIC ENIBECEIC KAl va XpnoILOomnoINoouV Hia
NOOOTIKA KAIHaKa yia va eKTIARooUV Tov niBavo avTikTuno, avapopika He
TN Peinon TG a&iac.

e Na kataypayouv Kai va NoooTIKOMOINCOUV TNV IKaVOTNTA KABE avTiHETPOU
OTO va evioXUogl TNV aoPAAeld Twv UNodoP®V i} TOU GUOTAKATOC NANpo-
(POPIKNG Nou EeTaAlouv.

e Na nogoTikonoinoouv TNV a&ia Tng {nuiac anod Tnv €niBeon oTIC UNOOOKEG

TOU Opyaviopou, n onoia NpokUNTEl anod Tn HEIWON TwV AEITOUPYIOV TV
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ouUOoTNHATWY, NOU NPOEPXETAl ano mbavh anoTuxia Twv unapxovTwyv ou-

oTNUATWV aogpaleiac.

QC anoTéAEOPA TNC NOCOTIKAG EKTIUNONG TNC ANOTEAEOUATIKOTNTAC TWV AVTIUE-
TPWV, XPNOILOMNOIWVTAC BEATIOTOMOINCEIC Kal avaAUOEIG KOOTOUG-OPEAOUG, Ol U-
nevBuvol ANYnS ano@Aacswv HPnopouv Mnio anodoTIKA va XPnoILONoINoouUV TOUC
01aB£0IUOUC NOPOUG TOUC Kal va METUXOUV WEIWOEIC O KOOTN. ZUMPWVA HE TOUG
OnuioupyoUc Tou MORDA o010 [54], 0O KUPIOTEPEC adUVAMIEC Tou €ival n
€€QpTNON TOU ano Tnv ekTevn Npoofacn o€ €1dIkoUg BePaTwV Kal Ta peyaia ou-
voAa Oedopevwy nou xpeialovTal yid TNV Napaywyn TwV TPIWV HOVTEAWV TOU.
AuUTEC 01 DUOKOAEC anaitnoelc GUAOYNC dsdopevwy kavouv To MORDA 1kavo va
xpnoiponoinBei Yovo o€ Kpiolung onuaaciag nAnpo@opiaka cucThUATa nou anai-

TOUV AENTOUEPN Kal akpIBry avaiuon Kivouvou.

4.7 NpwToPoUAIEC ano Talpeieg TNE Blopnxaviag TG NANPOPOPIKNG

>e auTto TO onueio TnS diIaTpIBRC, 6a napouaciacTouv NPWTOROUAIEC TNG Blopnxa-
viag TG nAnpogopikng, yia Tn dnuioupyia PETPWV dlIaoPAAIoNG TNG aoPAAEIAC
TOU KUBEPVOXWPOU Kal TNG AoPAAEIac Twv NANPoPopIwv. TETOIEG NPWTOBOUAIEG
£XouV Yivel TO00 ano eTaipeieg nou dpacTnpionololvTal oTn Bliounxavia Tng nAn-
po@opIknG, onwg n CIS kal n securitymetrics.org, nou acxoAoUvTal PE TOV TOHEQ
NG ao@Aleiac, 600 Kal anod £TAIPEiEC Nou dpACTNPIONOIOUVTAl O AAAOUC TOHEIG,
onw¢ n ISACA, nou dpacTnpIONOIEITAl OTO XWPO TOU €AEYXOU TWV CUOTNHATWV
nANPoQPOpPIKNG. ‘OnNw¢ ol NPooNABEIEG NOU EXOUE NEPIYPAYEI WEXPI TwPA, ETOI Kal
0 OTOXOC TWV ETAIPEIOV TNG Ayopdc €ival va BEATIOTONOINCOUV TA NpoypdupaTa
METPNONC TNC AOPAAEIAC 0 OAOUG TOUC TOMEIC, €ITE AUTOI €ival KUBEPVNTIKOI, €iTE

OXl.
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4.7.1 TMpwToBouAia anod tTnv etaipeia CIS yia HETPA aoPAAEIAC

H npwTtoBouAia Tng CIS napouoiaotnke oTo [55], kai n uAonoinon TnG avaAngp-

Bnke ano Yia opada aTOHwWV -HEAWV TNG-, CUMNEPIAQPBAVOUEVWV HEAWV anod:

Vi.

Vii.

viii.

To Fortune 500 aAA\G kal GAAEC HIKPOTEPOUC €UNOPIKOUG N KEPOOOKONI-
KoUC opyaviopoUc, NMou evepyornoloUvTal aTov Tpaneldikd Kal OIKOVOUIKO
TOMEQ,

KUBEPVNTIKEC UNNPETIEC,

KATAOKEUAOTEC AOYIOHIKOU ao®aAeiac,

€101KOUC TNC NANPOMOPIKNC OTOV TOPEA TNG AoPAAEIac,

navenioTnia,

aveEApTNTOUG EPEUVNTEG,

HaBNUATIKoUC, oTATIOTIKOAOYOUG, avaAOyIOTEC,

UNEUBUVOUG TUNUATWY AoPAAEIag opyaviopwy, Kal

aMa voTiToUTa Kal npoowna nou acxoAoUvTal HJE TOV TOUEA TNC AoOPa-

AEIaG TWV CUGTNUATWY NANPOPOPIKNG.

O1 oToxol auTtnC TNG NPwTOBOUAIAC, €ival n eniTeuén TNCG oOuvaiveong o€

apxika HiIkpo ouvoAo (10 n AiyOTeEPEG) oageig HETPNOEIG aoPaieiac. EmnAgoy, n

npwToRoUAia €MIDIWKEI va KABIEPWOEI HIA EMIXEIPNOIAKN UMNPEDIA GUYKPITIKNG

a&loAdynong yia Tn dleukoAuvaon:

TNG EMIKOIVWVIAG TNG E0WTEPIKNG KATAOTAONG ac@aAsiag pe Tnv napodo
TOU XpOvou,
TNG €vOOENIXEIPNOIAKNAG CUYKPITIKAG a§loAdynong TnG kataotaong acgpa-

Agiag, kai
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e TNC avanTu&ng piag Baong dedopévwy and Tnv onoia pnopouv va avaln-
TNOOUV GUOXETIOEIG avaQopikd HE TIC TEXVIKEG AOPAAEIAC KAl TA ANOTEAE-

OMaTa TOUC.

H npwToBouAia auTr) okoneue, PEXPI To TEAOC Tou 2008, va eixe emiTUXEl TNV OU-
vaiveon yia Tov TEAIKO OpIOHO TWV KETPWV Kal a) va CUUNANPWOEl Tov XApTn Twv
METPWV MOU AVENTUCOE, Kal B) va ulornoinosl TNV NAATPOpUa agioAoynong nou
Ba enetpene otnv CIS, va &eKivoel TIC UNNPECIEG TNG aAva@opika WE Ta WETPA

ao@aAeiag kai Tnv agloAdynon auTtwv.

Tnv avoi&n Tou 2009, n CIS dnuooicuce To «CIS Security Metrics» [56], oTo o-
noio nepiexovtav 21 opiopoi PHETPWV aoPaAEiac yia €€ ENIXEIPNOIAKEG NEPIOXEC.
Ta PETPA Nou NapouciaoTnkav o€ auTn Tn dnuoaicuon avantuxbnkav Péoa ano
gia ouvaiveTikn diadikacia JETAEU TwV evOIQPEPOUEVWV KAl TA ONoia NApoucialel

o Mivakag 9:

Enixeipnoiakn nepioxn ZUVAIVETIKA HETPA aoPaAEiag

Alayeipion NEPICTATIKOV AoQpa- e XpOVOG HEXP!I TNV avakaAuwn evoc nepl-

Agiag (Incident management)

oTaTikoU aogaeiac.

e ApIBUOC NEPIOTATIKWY AOPAAEiac.

e [loo0OTO nNEPIOTATIKWY ACPAAEIQG Mou
avixveutnkav anod Ta non avenTuyheva
METPA Ao@AAEIac.

e XpoOvoc avapeoa o U0 GUVEXOMEVA Ne-
pIOTATIKA AO@aA&iac.

e XpOvoG PETAEU TNC avakaAuyng Kai nepi-
OpIoHOU €VOC NEPIOTATIKOU aoPaeiac.

o XpOVOG HEXPI TNV TEAIKN QvaKAPyn Twv
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Enixe1pnoiakn nepioyn ZUVAIVETIKA HETPA aoPaAEiag

OouUOTNUATWV NANPOPOPIKNC, anod &va ne-

pIoTATIKO aoPaleiac.

Alaxeipion eunabsi®v e EUpoG neploxng avixveuong yia €unadel-

(Vulnerability Management) €.

e [lo000TO OUOTNUATWY NANPOPOPIKAG HE
Kavéva yvwoTo TUno eunddeiac uywnAou
KIVOUVOU.

e ApIBUOG YVWOTWOV €UNABEIV MoU E€XOUV
Bpebei.

MoAITik £QapHoyng diopOmoe- e JUMMOPOGWON TNG MOAITIKAG €PAPHOYNG

WV gunadsimv . .
d10pBwaoewv oTa NPOTUNA.

(Patch Management)
o XpOVOG pEXPI TNV E(apuoyr TG diopOw-

onG TNG eunadeiac.

e XpoOvoc PEXP!I TNV €pappoyn (eykaTaoTa-
on) Kpioipwv S10pOWOEWV.

ACQAaAgIa EQPApHOYDV e ApIBUOC EQapuOywV

LSRRI e [looooTO epapyoywv nou BewpouvTal
ENIXEIPNOIAKA KPIOILEG.

e EUpoc nepioxne ekTipnong Kivouvou.

e EUpoc nepioxnc eAEyxou yia €undbdeieg

aopaleiac.

Aiayeipion S1aHOpPPWONG OU- e XpOvoG nou XpelaleTal yia TNV OAOKAN-

OTNHATWV

pwan aA\aywv.
(Configuration Management)
e [looooTO aAAaywv HE ava@opeg Ot Eu-
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Enixe1pnoiakn nepioyn ZUVAIVETIKA HETPA aoPaAEiag

nabeieg acpaeiac.
e [looooTod aMaywv e Eaipecelc and To

nAaiolo acpaAeiac nou XpnoILONoIEITal.

OIKOVOHIKA e [ooooTo €E00WV yia Ta GUOTAKATA NAN-

(GILELTR))

POMOPIKNG, OE OYEONn ME TO MOOO TOU
npolUnoAoyiopou yia auTa.
e [oo6 €E00wV 0T GUOTANATA NANPOPO-

PIKNAG Nou agopouyv Béuata ao@aleiac,

Mivakag 9: ZuvaiveTika HETPa acPpaleiag katda CIS [56]

Ta YETPa Kal ol opIoUoi ToUuC kKaBopioTnkav and Tn ouvaiveon piac oupdadac €idi-
KWV O€ JIa ogipa anod BEPaTa, nou avnkouv o€ dIAPOPEG ENIXEIPNOIAKES NEPIOXEG.

H opdda autr) ouykpoTnBnke ano:

e JUMBOUANOUC.

e [poypappaTIoTEG.

e EAeykTEC Kal €101koUC YIa TN CUPKOPPWON G NpoTuna.

e EpeuvnTéc o€ BEpaTa aopaleiag NANPOPOPIAKWY CUOTNUATWV.

e Epneipoyvwpovec o€ BEPaTa NXEIPNCIAKNS aoPaAeiac.

o KuBepvnTikoUG EKNPOCWMNOUC.

e NopikoU¢ oupBoUAouc.
O oTOXO0C TNG OUVaIvVEDNC NTAV va avayvwpioTouv Hia osipd and PETPA ao@alei-
ac, Ta onoia 6a ynopouaav va xpnaoigonoinfolv o€ éva eupU GUVOAO OpyavioPwV

Kal €NIXEIPACEWY, Yia TN METPNON TNG ANOTEAEOUATIKOTNTAC Kal TNG a&iag Twv

AEITOUPYIOV KAl TWV EVVOIWV TNG AGPAAEIAc, onwe Tng diIaBeaiuoTnTag Twv dedo-
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pevwv (data availability), Tng diaxeipionc Twv PETPWV aopaieiac (security man-

agement), kal TNG anodoong Twv PETPwWV aoPaAeiag (security performance).

EninAéov and Twv PETpwV aopaleiacg, n opuada avayvwpioe Eva GUVOAO IDI0TATWY
TwV JEDOUEVWV OXETIKA HE TA NEPIOTATIKA ACPAAEIAQC, TA OMnoia NPENEl va GUA\e-
x0ouv €Tl woTe va dobei n duvaToTNTa va KaBoPICOUKE TIC TIMEC yia MOAAG ano
Ta PETPA nou npoteivovTal. ZUPQwva Pe Tnv CIS, emnAgov pETpa acpaAeiag 6a
KaBopIoToUV YIa auTéC aAAG Kail yia GAAEC EMIXEIPNOIAKEG NEPIOXEC, Ol onoiec Oa

nepiAappavouy:

e MéTtpa aopaleiag kakoBoulou Aoyiopikou (Anti-malware controls).

e MéTpa vyia Tnv enaAnBeuon TAUTOTNTAC Kal  Tnv  adeiodoTnon
(Authentication, authorization).

e METpa yia TNV aoPaAela Twv ded0UEVWY Kal Tou OIKTUOU.

e MeTpa yia Tnv peBodoloyia avanTuéng Aoyiopikou Software Development
Life Cycle - SDLC.

e MéTpa yia TIC npoondbeiec avakapync anod NEPICTATIKA aopaAeiac.

e Alaxeipion KivOUVWV anod €EWTEPIKOUC NPOC TNV EMIXEIPNON EAEYKTEC — OU-

VEPYATEC.

4.7.2 Information Systems Audit and Control Association (ISACA)

H ISACA €ival pia d1eBvnc Evwon Tou KAAdOU TwV EAEYKTWV CUCTNUATWV NANPO-
(POPIKNG NMou anapiBuei nepioooTepa anod 85.000 péAn. Ta pEAN TNG anacxoAou-
vTal oe d1apopec BEaeic aTov kKAGdO TNG MANPOPOPIKAG, CUUNEPIAAMPBAVOUEVWY
OUMBOUAWY, €KNAIDEUTIKWY, ENAYYEALATIQOV TOU XWPOU TNG AOPAAEIaC ouaTnua-
TWV NANPOPOPIKAC, UNAANAWY OE pUBUIOTIKEC ApXEC, OIEUBUVTWY NANPOPOPIKAC

KAl WG E0WTEPIKOI EAEYKTEC,
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Ta TeleuTaia xpovia, n ISACA gxel dnuoaielosl NoAAG apBpa nou acyxoAouvTal
anoKAEIOTIKA HYE TO BEPa TNC aoPAAEIac Kal Twv KEPOWV HIAC EMIXEIPNONG ano TIC
enevduoelc TnG o auTn, (Return On Security Investment — ROSI), kabw¢ eniong
Kal MEAETEG MOU €XOUV WG KEVTPIKO BEPA Tn PETPNON TNG acpdAeiac. Mia TETola
MEAETN €ival n «Information Security Governance: Guidance for Boards and Ex-
ecutive Management> [57]. H YeAETn auTr anoTeAei Eva €pyo avagopika Pe Ta
METPA aopaAesiac TnG NAnpogopiac, To ornoio okoneUel va anoTeAECEl TOV 0dnyo
yla Toug d1euBUVTEC aoPaAeiag NANPOPOPIWY, OTO NWG Va avanTu&ouv enixeipn-

01aKa Kal anodoTika NPoypaupaTa JETPNONG TNG aopaAelac.

2TO €KTO KEPAAAIO TNG HEAETNG AUTNG, NAPEXETAI [ia Xpnoiun cuvoyn Twv Beua-
TWV KAl TWV NPOKANOCEWY, NMOU €ival CUOXETIOYEVA PE TNV UAornoinaon evog npo-
YPAUKATOG WETPNONG TNG aoPAA&lag kal napakoAoubnong Tng IkavoTnTag va u-
nootnpixBei n diakuBEpvnon (governance) TNG acPAAEIag Twv NANPOPOPIWV. ZTO
KEQAAAIO auTO avagEPETal OTI N PETPNON €ival avaykaia yia Tnv anodoTikn dia-
KUBEPVNON, Kal eneEnyei pia osipd BepdTwv nou oXeTI(ovTal PE TN METPNON TNG
ao@Aalelag NANPOPOPINY, GUHNEPIAAKBAVOLEVOU TOU YEYOVOTOG OTI Ta Napadoai-
aKka PETPA, ONwc n €Tnoia avapevopevn ¢nuia (Annual Loss of Expectancy - ALE),
0 XpOvoc mou Ta ouoTnPata NANPoQopiknG dev AsiToupyoloav AOYyw KAamolou
nepioTaTikoU ao(aAeiac kai o apiBPoc Twv EunnpeTnTwV (Servers) rnou £xouv
eykaTeoTnuéveg dlopbwaoelc aopaleiag (patches), €xouv MIKpR XpNOILOTNTA GTO
Va NapEXOUV Hia OUVOAIKN €IKOva avagopika PE To NOco aopaAnc sival pia ni-

Xeipnon n €vac opyaviopoc.

Meparépw, ouvexiCel kal avagepel OTI N ANouadia HIag aveniBuPNTNG EVEPYEIQc
Oev gival XpNolhog deikTnNG Tou KAaTa NOCOV €vag opyaviopog sival aopaing, kai
OTI N XPNon AoKNOEWV «MPOCOHoInaNG», Onw¢ SokIPES dicioduong (penetration

testing), €xouv neplopiopEvn xpnon. H WeAETN oupnepaivel OTI:
e Kanoiol opyaviopoi déxovTal enBEceIC 1y / kal Ba unoaTouv {NUIEC nio ou-

Xva ano kanoloug aAAouG.
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e YNApxel Yia OTEVR GUOXETION METAEU TNG kaAng diaxeipiong (management)
TNG aoPAAEIQC TWV NANPOPOPINV Kal BEATIOTWV NPAKTIKWV, KAl TWV OXETI-

KA AlyOTEPWV NEPIOTATIKWV AOPAAEIag kal nuiwv.

H peAern Tng ISACA ava@épeTal oTo yeyovog 0TI, evw n diaxeipion (governance)
TWV PETPNOEWV anoTeAEl €Ei0OU NPOKANON WE TN METPNON TNG AoPpaAsiac eivai
napoAa auTa avaykaio yia Toug opyaviououg va npoonabnoouv va a&loAoyroouv
kar Tn diadikacia diaxeipiong TNG acPAAEIac, YE oKono TNV napakoAoudnon Tne
nNpoodou TWV NPOYPANHATWY ACPAAEIac, e anwTEPO OKOMO TNV HEIWON TWV KIV-
OUVWV ao@aleiac Tou opyaviopuou. XTn MEAETN avapEPETal OTI eV OV UMAPXEI
£vVag KoIva anodekTOG TPOMOG yia TN HETPNON TNG dIAKuBEPVNONG TNG AoPAAEIAG
TwV NANPOPOPIWYV, KABE opyaviouog npenel va kabiepwael Tn OIKr Tou PEB0DO
Kal kAidaka Baci{OPEVOC OTIC DIKEG TOU QVAYKEG. ZTN OUVEXEIQ NPOTEIVEI APKETOUG
TPOMOUC avapopika PE TN HETPNON TNG dIAKUBEPVNONG TNC AOPAAEIaG TwV NAN-

POPOPIWV, CUUNEPIAAKBAVOUEVWY TWV NAPAKATW:

e E@appoyn Twv diadikaciwv dlakuBEépvnong yia Tnv napakoAoubnon Tng
npoodou Tou nAaigiou dlakuBepvnonc. H HEAETN avagepel OTI evw N a-
opAaAela NANPOPOPIWY aneXel MOAU ano Tn diakuBEPvNaN, OEIKTEC BACIKWV
oToxwv (Key Goal Indicators — KGIs) kai deiktec anodoong (Key Perfor-
mance Indicators — KPIs) pnopouv va xpnoigonoinéouv yia va pac dw-
OOUV NMANPOPOPIEC avapopika Pe TNV €NiTeVEN Twv dIAdIKAoI®V Kal TV
OTOXWV.

e EuBuypdappion Tng oTpatnyikng yia TNV acPAaieia Twv NANPOQOpPIRV HE TN
OTPATNYIKN YIA TNV ENITEVUEN TWV EMIXEIPNOIAKWV KAl OPYAVWTIKWV OTOXWV.

e Aladikaoieg diaxeipiong Twv kivOUvwv (Risk Management) kal napakoAou-

Onon TNG anoTeEAEoUATIKOTNTAG TOUG O KABOPIOPEVOUC GTOXOUC.
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AEloAdynon yia To kaTta nocov n anodoxn KIvOUVwv NETUXAiveTal 0TO dU-

vaTo XapunAGTEPO KOOTOC YIa TOV opyaviouo.

e Aladikacia diaxeipiong nopwv, Nou va a&loAoyei eav 0 opyaviopog EXel a-
NoTeEAEOUATIKA OIaB€0EI TOUC NOPOUC TOU ava@opika PE TNV aoPAAEId TwV
NANPOPOPIWV.

e Aladikacia diaxeipiong TNG anddoonc Nou va NapakoAoubsi eav 0 opyavi-
OMOG €xel eMTUXEI TOUC KABOPIOWEVOUC GTOXOUC TOU.

e EvowpdTtwon 81adikaciwv nou va aglohoyouv Tnv npoodo Twv diadikaciwnv

dlacpaiionc.

AN\EC napopoleg HeAETEC TNG ISACA eivai:

e «Developing Metrics for Effective Information Security Governance» OTO
[58], oTo onoio o Pironti dnAwvel 0TI n dnuioupyia evog nAaigiou yia Tn di-
axeipion TG aoPaieiac NANPo@opIwyY, €ival kaBopIoTIKOC NapayovTac &ni-
TUYXiac. Zuveyilel kal NpoTeivel Tn dnuioupyia evoc JETPOU BACIOUEVOU OTIC
EMIXEIPNOIAKEC AVAYKEG TOU Opyaviopou, To onoio Ba PeTpd Tn OlakuBEp-
vnon TG ac®aieiac a) oto avlpwnivo duvapikod, B) oTic diadikagiec, Y)
OTOV TEXVOAOYIKO TOHEQ Kal ) OTOV TOMEA TNG CUMHOPPWONG OE KAVOVI-
OTIKG NAqiola.

e «How can security be measured?» oto [59], oTo onoio o David Chapin kai
Steven Akridge npoteivouv €va npoypappa acpaAeiac BaciopEvo OE Ho-
VTEAD WPINOTNTAC, YE OKOMNO va napakoAoubrioouv Tnv Npoodo Mpog TNV

ENITEUEN WPIPOTNTAC TOU NPOYPANHKATOC AoPAAEiag Tou opyaviopou.
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4.7.3 Securitymetrics.org

H Securitymetrics.org €ivai pia 81adIKTuakr KoIvoTNTa nou 10pudnke anod Tov An-
drew Jawuith To 2004. O okond¢ TNG KOIVOTNTAG AUTAG €ival va QINOEEVIOEI TOUG
ENAYYEAMATIEC OTOV XWPO TNC METPNONG TNG aopaAeiac. MNa To okonod auTtd npo-

OpEPEI Hia ogipa anod unnPeciec oTa PEAN TNS, ONwc:

e Mia AioTa pe Ta emails Twv PHEAWV TNG, HEOW TNG onoiag OAol 000l Aoxo-
AoUvTal e Tov KAAdO TNG METPNONG TNG aoPAaAeiac va unopouv va eniKol-
VWVNOOUV WETAEU TOuG kal va avTaAAd&ouv nANpoQopieG.

e JUMMETOXN Ot OHADOEC EPYACIEC OXETIKA ME Tn METPNON TNG ACPAAEIAC
(Workshop on Security Metrics — MetriCon [56]) kai o ouvedpia Tnc USE-
NIX kai RSA.

e AvVakoIVWOEIC yiIa apbpa nou £xouv dNUOCIEUTE ano Ta PEAN TNC.

e Eval\akTikO TpOMO yia Ta PEAN TNG, yia Tn OnNUOGIEUON TNG EPEUVNTIKNG

TOUC Npoonabeiac.

MoAAG anod Ta épya nou PIAoEevnOnkav anod Tn securitymetrics.org anoteAolv
onueio avagopdac yia TNV KoIvOTNTA MOU ACXOAEITAl JE TNV METPNON TNG aoPa-
A€IaC ouoTNUATWV NANPo@opIKNG. ‘Eva napadsiyua TETOIOU £pPYOU €ival TO OUVE-
Oplo MetriCon, nou &yive To 2006, TO oMoio ANOTEAECE TO ONEIO OTO OMOIO OU-
YKEVTPWONKAv OAOI 01 €I0IKOI OTOV TOPEA TNG ACPAAEIAC NANPOPOPIWV KAl avTaA-

Aa€&av Tn yvwon Kai TIC EMNEIPIEC TOUG.

'Eva a\\o peydho €pyo anod Tnv securitymetrics.org sival og €EENIEN, To «Metrics
Catalog Projects, To onoio €ival &vac Xwpoc yia TNV anodnkeuon, opyavwon Kai
dlapoIpacpd TV PETPpwWY dopaleiac. To €pyo eniong nepihappavel pia Baon Oe-
OOMEVWY YIa TOV OPIOHO TWV HETPWY, O10pBwTEC (editors) yia Tnv unoBoAn Twv
METPpWV and Ta PEAN TNG KOIVOTNTAC, IOTOPIKOTNTA €KOOCEWV TWV PETPWV (Ver-
sioning), a&loAoynoeiC Twv PETPWV Kal adeleg Xpnonc autwv. O okonog auTou

TOU €pYOU €ival va Napéxel £va Koivo kal EUKoAa npooBAacipyo Xwpo, 0rou OAol ol
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ENAYYEAMATIEC TOU XWPOU KABWC Kal ol EPEUVNTEC, Ba Unopouv va evTonioouv,
kaBopioouv, kal eNINEEOUV €va PETPO AoPAAEIaq yia Tov OIKO TOUG opyaviopo i

ENIXEIpNON. TNV Napouca pAacn To EPY0 NAPEXEl NANPOPOPIEC OXETIKA HE:

e Aedopeva aopaleiac ouppwva pe To npdéTuno PCI [60].

e MéeTtpa aopaleiag nou Exouv npotabei ano tn NIST [37].

e MéeTpa aopaleiag nou Exouv dnuoaoieuTei oTo [29] and Tn NIST.

e MéeTtpa aopaleiag cUp@wva Pe To npotuno ISO / IEC 27002:2005 [61].

e MéeTpa aopaleiac nou npoTeivel n opada gpyaociac CIS WG [56].
Eival pavepo 0TI n undpxouoa AioTa ival neplopiopevn, aA\a To Metrics Catalog
Project [56] ano Tnv securitymetrics.org €xel Tn OUVAMIKN va AnoTeAECE! pia on-

HavTIKR nnyn NANPOQOpIWV ava@opika e Ta 81abEoIUa NPog Toug evolaPepOE-

VOUC OpYQVIOHOUC METPA aOPAAEiac TWV CUOTNHATWY NANPOPOPIKNC.

4.8 EpyaAeia kal pebodoloyiec yia EnBewpnTEC OUCTNHATWY NANPOPOPIKNG

'Onwc gival uaoikod, n UNApEn evoc JETPOU UNOdNAWVEI £va ouaTnua agioAoynonc
Twv peTpnoswv. O1 Juneja, Arora kal Duggal [62], peAéTnoav d1e€odika Ta xapa-
KTNPIOTIKA €VOC PETPOU YIa €va cuoTnua a&loAoynonc, Kabwc Kal TIC KATnyopieg
Mou MMopei auTtod va avikel. ZUP@WVA PE TNV EPEUVA TOUC, €va MOIOTIKO HETPO

npENel va Tnpei TIC akOAoUBEC OUVONKEC:
i.  Na sival ouykekpipévo (specific).
ii. Na eival perpnoigo (measurable).
iii.  Na pnopei va avixveuBei yia va petpnOei (achievable).
iv.  H pérpnon Tou va pnopei va eniBeBaiwBei kar and kanoiov TpiTo ave&ap-
TNTO €peuvnTn (repeatable).
v. [Mpénel va eival eEaptwpevo and Tov napayovrta Tou Xpovou (time-

dependent).
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JuvexilovTac TNV €peuvA Toug, ENIXEIPNUATOAOYOUV OTI OnoIodNMOTE HETPO avh)-
KEI Kal YNopei va katnyoplonoinBei o€ pia ano TIG TECOEPIG HEYAAEC KATNYOPIEG, Ol

OMoIEC givai:

1. MeETpa diaxeipiong kivouvwy (risk management metrics).

2. Méetpa dnuoaiovouikig diaxeipiong (budget management metrics).

3. MéeTtpa a&lohoynong kar cuppoppwong (audit and compliance metrics).

4. MéTpa diadikaoiwv aoPaleiac (security operation metrics).
EninAgov, aveEapTATwG TNG KATNyopiag oTnv onoia avikel £va PETPO, UNAPXOUV
MEPIKEG ONUAVTIKEG MTUXEG MOU MPEMEl KAMOIOG va AaupBavel undoyn Tou, OTaAV

npoTeivel TN dnIoupyia VEWV PETPwV. Ma To Adyo auto Aoinov npoTeivouv OTI

KABe PETPO MpENEL:

Na diao@alilel TNV opBOTNTA KAl TNV ANOTEAEOUATIKOTNTA.

e Na dlakpiveTal w¢ «npiv» 1 «PETA» OEIKTNG, O OMoiog avTikaTonTpilel TIG
OUVONKEC ao(AAEIAC O OMOIEC UNAPXOUV MPIV 1 PETA avTioToixa, ano Tn
ahAayr oTo nAqiolo acpaleiac.

e Na Aaupavel undyn Tou KABE €NIXEIPNCIAKO OTOXO AvVAPOPIKA UE TNV a-
OQAAEIA TWV CUOTNHATWY NANPOPOPIKNC.

e Na £x&I NOoOTIKA 1) NOIOTIKA XapaKTNPIOTIKA.

e Na XpnOIYOMOIEITAl OE YETPNOEIC OE OXETIKA HIKPEG NEPIOXEG AEIOAOYNONG,
OIOTI 01 JEYAAEG Kal MOAUNAOKEC NEPIOXEC NPoG agloAoynon xpeialovral ne-
pI00OTEPO Kal OIEE0DIKOTEPO EAEYXO Yia va a&lohoynBouv.

H npoogyyion Toug, Xwpic augiBoAia, xpelaleTal yia Tov kabopiopd Twv Xapa-

KTNPIOTIKWV HETPWV KAl CUCTNUATWV a&loAoynong, aAa oToxelel oTnv KaTnyo-

plonoinon Twv PETPWV Mou undapyouv —n nou Ba dnuioupynBouv- kal Oxl oTn on-
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Hioupyia piac peBOdoU PETPNONG TOU EMINEDOU ACPAAEIAC EVOC CUOTAKATOC NAN-

POPOPIKAC.

4.9 AlGpopec Ta&IVOUNROEIC EunadbeinV

Mia heyaAn kaTnyopia EpEUVNTWV OTNV NPOCNABEIQ TOUG va JETPOOUV TO EMine-
00 aopaAelac evoc oUCTNHATOG NPOXWENOAvV TN ONUIoUPYId TAEIVOUNOEWV TWV
eunabeiwv nou eugavidovral oTa cuoTAPATA NANPOQPOPIKAG, BACEI TWV OMoiwv

Ba unopei kanoiog va Ta a&loAoynoel.

4.9.1 Ta&vopnon kata NIST

Ztnv €1dIkn dnuoaicuan Tng NIST, SP 800-55 Rev 1 [29], napouaialovTal ol TUnol
TWV PETPWV AOPAAEIAG NOU PNopEi va €xel Eva aloTnua nANpo@opIknG. MpokeiTal
yla pia katnyopionoinon Twv HETPWY AoQPAAEIQG O€ TPEIG TOMEIG: a) TWV HETPWV
EQAPUOYNC, B) TWV PETPWV PETPNONG TNC anodoonc / anoTEAEOUATIKOTNTAC Kal
Y) TWV HETPWV HETPNONG TWV EMINTWOEWV MOU £XOUV TA PETPA OTOV OPYavIioHO

nou Ta epapuolel.

4.9.1.1 MeTpa E@appoyng

Ta PETPA MOU AvnKouv OTNV KaTnyopia auTr, XpnoiJonolouvTal yia va avadei-
Eouv TNV €EENIEN: a) TNC £PAPHOYNC TWV NPOYPANMATWV aoPaleiac evog opyavi-
ooy, B) Twv IdIKwV EAeyXwV aopaleiac (security controls), y) Tng aopaieiag oe
eninedo Tou ouoTAPATOC, KABwC Kal ) Twv NMOANITIKWY, d1IadIkaoiwv nou oxeTi(o-

VTal Y€ Ta npoavapepbevTa.
EvOeIkTIKG TETOIA PETPA aoaAeglag (security controls) ivar:
1. MooooTd oUGTNHATWY NANPOPOPIKNC MOU EXOUV EYKEKPILEVO NAGVO AoQa-

Agiac.
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2. MooooTO CUOTNUATWY NANPOMOPIKNG MOU E€XOUV TNV MPEMNOUCA MOAITIKN
dlaxeipiong ouvOnuaTikwv (passwords).

3. MooooTO €EUNNPETNTWY OTOV OPYAVIOUO MOU £XOUV (TIAXTEI VA AKOAOU-
BoUv éva npokabopIoPEVO NPOPIA pubuicEwV.

4. MNMooooTO CUOTNUATWY NANPOPOPIKNG MOU EXOUV AvayVwPIOTEI Kal a&loAo-
ynBsi w¢ kpioiya ouoTAPATA.

5. 'Ynap&n katayeypappevwy oTOXwv Olac@aliong (assurance objectives)

TWV GUCTNHATWV NANPOPOPIKNG.

4.9.1.2 METpa PETPNONG TNG ANOTEAECUATIKOTNTAC / anodoonc

Ta PETPA MoOu avhiKouv OTNV KATNnyopia auTn XpnoigonoloUvTal yia va kabopi-
oouv €av ol d1adIkacieg TwV £QapHUoywV Kai ol EAeyxol acpaleiag oe eninedo ou-
OTAUATOC EXOUV E£(PAPHOOTEI OWOTA, AEITOUPYOUV ONWC AVAPEVOTAV, KAl £XOUV
EMITUXEI TO OKOMNO TOUC. Ta PETPA TNG ANOTEAEOUATIKOTNTAC / anodoonG avTika-
TonTpifouv OUO MTUXEG TNG EPAPHOYNG TWV EAEyXwV acpaleiag (security control
implementation): a) To 010 To anoTéAeopa, dnAadr) NOCO AMNOTEAECUATIKO €ival

Kal B) nooo anodoTIKO gival.
EvOeIkTIKG TETOIO PETPA anoTeAeoHaTIkOTNTAG (effectiveness) eival:

1. MooooTd ocupBavTwv napafiacnc TG ac@aieiac Twv nAnpogopiwv (in-
formation security incidents), nou cuvéBnoav AOyw Kakng pUBUIONG TwV
eAEyxwv npoofaonc (access control).

2. MooooTO avanavTexwv Kal aveniBuunTwv CUPBAVTWV ac(aAsiac nou &-

XOUV KAaTaypagei.

EvdelkTIkG TETOIa PETPA anodoTikoTnTag (efficiency) eivai:
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1. MooooTd anod Ta Pépn evoc ouaTnuaTog (system components) nou ouvTn-
pouvTal CUPPWVA JE TO KABOPIOUEVO NPOypaula.

2. Nbooc xpOVoG XPEIAOTNKE Yia va undapéel avTtidpaon o€ €va ouuBav aopa-
Aeiac;

3. Mbdoog XxpOVOG XPEIAGOTNKE YIa VA avakapyouv NANPwS Ta cuoTAPATA nAn-

POQPOPIKNC META ano pia anpoouevn 01AKoMr Touc;

4.9.1.3 METpa PETPNONG TWV EMNINTWOEWV

To PETPA Mou aviAkouv OTNV KATtnyopia auTtrny XpnoigonolouvTal yia va kabopi-
OOUV TOV avTikTuno (OTnV EMIXEipNon n OTOUG EMIXEIPNHATIKOUG OTOXOUG) TNG
aoPAAEIag TwV NANPOPOPIYV AvaPOopIKA HE TNV IKavoTNTa TNG EMiXEipnong va
EKNANPWOEI TO OKOMO TNG. AvAAoya HE TOV OKOMNO TNG ENIXEIPNONG, TA HETPA AUTA

gival duvaTod va noooTIKOMOINOOUV NApAyovTeC OMNwC:

1. Meiwoeig og KOOTN MOU NPOEPXOVTAl ano TNV EPapuoyn HETPWV aoPpaleiac
TWV NANPOPOPIRV.

2. KooToc yia kaBs oupBav ava@opika e TNV aoPAAeld TwV NANPOPOPIWY.

3. Kootn nou dnuioupyndnkav kaTta TNV QvTIETWMION CUUBAVTWV OXETIKWV
HE TNV ao@AA&ia Twv NANPOPOPINV.

4. BaBuoc dnuooiac anodoxnc nou kKepdndnke n diatnpndnke Adyw Tng -
(PApPHOYNC TOU NPOYPAUHATOG AGPAAEIAC TWV NANPOPOPIWV.

5. AIaQOopEC PETAEU TwV NPoUNOAOYICOEVTWY Kal TWV NPAyuaTonoinfevTwv
danavwv yia Tnv eknaideuon os BEPaTa acPaAelac Twv NANPOPOPIWV.

6. Return On Investment (ROI) ano kO60Tn nMou OXeTi(ovTal Ye TA PETPA Q-

OQAAEIAG OE OXEON ME TIC avapevopeveg (nuiec (expected losses), and ni-
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Bavec napapiaceic acpaleiac nou Ba cuvéBaivav av ol CUYKEKPIYEVOI OTO-
xol (ouoTrpaTa NANPoQopIKiC) OEV NPOOTATEUOVTAV.
7. KdaBe aAAn eninTwon nou OXeTI(ETAl PJE TOUC OTOXOUC TNG EMIXEIPNONG Kal

NPOEPXETAI ANO TNV AaoPAAEId TwV NANPOPOPIWV.

EvOeIKTIKG TETOIA PHETPA HETPNONG TWV ENINTWOEWV Eival:
1. MooooTd anod Tov NPoUnoAoyIoPO TNG ENIXEIPNONG NMOU APIEPWVETAI OE Y-
Tpa aopaAeiac.

2. ApIBuOG anod enevOUOEIG O PETPA AOPAAEIAC TwV NANPOPOPIQV.

4.9.2 Ta&vopnon Rejo Savola

O Reijo Savola oTo [63], avalnTei evOEIiEEIC NOoU PNopoUV va NApEXOUV anodeIKTI-
KA OTOIXEIQ yia TO NOCO AnoTEAECKUATIKA €ival Ta PETPA AOPAAEIAC OTO va HEIW-
OOUV TOUC KIVOUVOUC, KaBw¢ kal To BaBuo PEiwoNC Tou NINEDOU TOU PIOKOU MOU
avVapEVOUME anod Ta PETPA auTd. Ma To okond auTo, MPOTEIVEl Hia vEou TUMou
Ta&ivounon Twv PYETPWV AoPAAEIAq yia NPoiovTa veac TexvoAoyiac, NANPOPOPIKAC
kar enikoivwviwv (Information Communication Technology products), n onoia
BacileTal oTnVv ekTeV) MEAETN Tou oTn diebvr BiBAIoypagia. ‘Onwc avapepdnkav
oTnVv napaypa@o § 4.1 kai ekeivog KAvel Tov dlaXwpPIoKO WETAEU «PETPOU» Kal
KHETPNONG» Kal ouveyiCel TovilovTag TNV avaykaidtnTa Xpnong dEIKTwV aopaAei-

ag yia Tn YETPNON Tou €NINEdOU aoPAAEIag EvOG CUCTAKATOG NANPOPOPIKAG.

To npoTelvopevo PovTENO Ta&ivopnong, €ival pia Ta&ivounon uywnAoU eninédou
TWV PETPWV AOPAAEIAC MOU NPOEPXETAl And TIG NEPIOXEC TNG opyavwong kai dia-
XEipIong TnG nAnpogopiag piag enixeipnong (organizational information security
management) aAAd kal TG avanTuéng / kaTaokeung Twv npoiovtwv (product

development).
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To Baoiko enixeipnua Tou €ival OTI To BEpa «ao@aleia» sivar appnkta ouvoede-
MEVO HE TOUC avBpwnoug Wiag enixeipnone. MNa auTto, o £vac NpENEl va WMnopei Kal
va w@eAeiTal and Tnv €uneipia Tou alAou kai Oxl va npoonabei va Eavaspeupel
TOV TPOXO —ONWC XapakTnpIoTIKA avapepel-. MapoAo nou n Ta&ivounon nou npo-
TEIVEI YaG NApeXel Wia €ikova Tne enixeipnong, dev KaTagePVel va Pac dwaoel TNV
TEXVIKN YIa va dnuIoUpYROOUKE Eva kaBapd apiBuod yia Tn PETPNON Tou eninédou

TNC aoPAAEIaq Piac unnpeaoiag r eVvog oUCTHATOC NANPOPOPIKNC.

4.9.3 Ta&vopnon kata Institute Information Protection (I3P)

To IvoTiTouTo I3P €ival pia €0vikn koivonpagia kopuPaiwv akadnuaikwyv 10pupa-
TWV, OMOOMOVOIaKWY XPNHATODOTOUHEVWY €PYACTNPIWV, Kal KN KEPOOOKOMIKWV
OpYAVWOEWV MOU aoXOoAOUVTal JE TNV EVIOXUON TNG UNOJOUNG OTOV KUBEPVOXWPO
Twv Hvwpevav MoAireiwv [64]. O okonog Tou IvoTitouTou I3P ival va katnyopi-
OMOINOEl TN METPNON TNC ACPAAEIQC TWV OCUCTNUATWV €AEyXou O1adikaoiwV
(process control systems), onw¢ yia napadeiyya Ta oucoThuaTa Supervisory
Control And Data Acquisition (SCADA).

Ano Tn oTIyun nou dev uNApxel Evac Naykoopia anodekToc TPOMnog 1 HEBodOC yia
TN METPNON TWV KIVOUVWV OTOV KUBEPVOXWPO anod TIC Npoonabelec yia napaBiaon
NG aopaleiac, To I3P npoteivel €vav noAU-napayovTikd Tpono KaTaTa&nc n Ta&-
vopnong, o onoiog Ba BonBda otn ANWn Twv anopacswv ota dideopa enineda
dloiknong peoa og pia enixeipnon. Mo anAd, motelouv OTI av pia €nixeipnon
MMOPEl va avTIYETWNIOEI TOuG KIVOUVOUC Mou MPOoEPXOVTal and Ta CUCTHUATA
NANPOPOPIKNC Mou JIaBETel o€ dIOIKNTIKO €ninedo, TOTE Ba Xl QVTIMETWNIOE! Kal
Ta TeXVIKA BEpata nou mbavwg B6a npoékuntav. To npoRAnua Aoinodv eoTialeral

o€ OI0IKNTIKO Kal OXI O€ TEXVIKO €Minedo.

Ol EUNVEUOTEG auToU Tou TUMOU Tagivounong, Xpnoidonoinoav wg onyeio evap-
&nc / avagopdac, Tpeic Ta&ivounoei yia Tn diacpaAion TG ac@AAeiag TnG nAnpo-
popiac:
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e Tnv KaTnyopionoinon Twv PETPpWV d1IacPANIONG TNG NANPOPOopIag nou ne-
piypagovTal oto WISSSR [65].

e Toucg aTdxouc e\eéyxou oTa npoTuna ISO / IEC 17799:2005 [66] kai ISO /
IEC 27001:2005 [67].

e TIC KATNYopieg TexvoAoyiwv oUP@wva Pe To American National Standards

Institute (ANSI) / International Society of Automation (ISA) [68].

H Ta&vounon kata I3P xwpilel Ta HETPA aoPAAEIaG OE TPEIG KATNYOPIEG:
1. OpyavwTikn (Organizational).

2. Enixeipnoiakn (Operational).

3. Texvikn (Technical).

2Tn ouvexela NpooBETel ANNeG BUO KATNYOpIEG yia va nepIAABel kal Ta WETPA a-
opaleiac nou neprypagovral Toco oto ISO / IEC 1799:2005 [66], 600 kai OTO
ANSI / ISA — TR 99.00.01-2004 [68]. AuToi nou kavouv TIC TA&IVOUNoeIC BewpoUv
OTI Ta akbAouBa PETPNOIYA OTOIXEIA TNG ACPAAEIAC TV NMANPOPOPIWY ) EVOC OU-
OTAMATOG NANPOQPOPIKNG UNOPOUV VA CUCXETIOOOUV HE Mia N Kal NEPIOOOTEPEC

katnyopiec. O Mivakac 10 neplypaPel TIGKATNYOPIEC AUTEC.
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MeTpnoipa oToIxEia

ISA TR99.1

ISO/IEC 1799:2005
OpYyavmTIKN
(Organizational)
Enixeipnoiakn
(Operational)
(Technical)

MoAITIk aoPaAsiag
(Security Policy)

EKTignon eunadsi®v Kai Kiv-
duvmv
(Vulnerability and Risk As-

sessment)

OpyavwTikn Ac@aA&ia

(Organizational Security)

Mpocd10pIcHOC Kal EAEYXOG
TWV NEPIOUCIAK®DV OTOIXEIOV
(Asset clarification and con-
trol)

Ac@aAsia npoownikou

(Personnel Security)

®duoikn kai nePIBAAAOVTIKN
aoc@palsia

(Physical and Environmental
Security)

OpyavwTiki Alaxeipion kai
AlaxEeipion ENIKOIVOVIOV
(Communications and Op-

erations Management)

'EAEYX0G NnpooBaong
(Access Control)

Avantugn kail cuvtnpnon

TWV CUCTNHATOV
(Systems Development and

Maintenance)
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MeTpnoipa oToIxEia

OpYyavmTIKN
(Technical)

n
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]

(Organizational)
EniXE1pnoiakn
(Operational)

Aiaxeipion EniXgipnoiakng
ZUVEXEIAG
(Business Continuity Man-

agement)

SUHHOPPWOT OE KAVOVIOTIKO
nAaioio

(Compliance)

Mivakag 10: AvTIOTOIXION HETPAOIHMV OTOIXEIWV ACMAAEING HE TIG KATNYOPIEG HETPWV ACPAAEIag

4.9.4 Ta&vounon katda Nabil Seddigh et. al.

O1 Seddigh et. al. oTo [69] aoxoAnOnkav oTov TOPEA WETPWV dIAoPANIONG TNG
nAnpo@opiac, He TIC UNOJOUEG TWV CUCTNHATWY NANPOPOPIKNG Kal EI0IKOTEPA HE
Ta dikTua NMANPOQOPIKNG. AUTO MOU MPOTeivouv €ival pia véa Ta&ivounon yia T
dlac@alion TnG nAnpo@opiac n onoia AapBaver unown TnG Tpia Bacika OTOIXEIq:
a) Tnv acpaheia, B) TNV NoIOTNTA TWV UNNPECIWV TwV OIKTUWV Kal y) Tn diabeai-
MOTNTA TWV JIKTUWV. YnooTtnpilouv OTI anaiTeital &va oAOKANPWHEVO Kal TUMO-
MOINUEVO GUVOAO WETPNOEWV TNG NOIOTNTAG KAl TwV OEIKTWV, NApPOUoIo e auTd

MouU unapyouv Ndn oTn XPNHATOOIKOVOUIKA ayopd r ayopd EPMOPEUNATWY.

Mpog auTn TNV kaTelBuvon, YEAETNOAV NAPOMOIEC TAEIVOUNOEIG MOU £XOUV KATA
KaipoU¢ npoTaBei and SIAPopouUG EPEUVNTEC I} OPYAVIOUOUG, ONwC N Tagivounon
kata NIST [29] nou avagepOnke oTnv napaypago § 4.9.1, n n Ta&ivounon kata
Vaughn et al. [70] kai TeAikd npdTeivav pia Sk Toug. H Ta&ivounon nou npoTei-
VOUV KATNYOPIONOIEl Ta YETPA OE TPEIC KATNYOPIEC AUTEC TNG: a) aoPaAeiac, B)
TNG NoIGTNTAG NAPEXOHEVWV UNNPECIOV Kal y) TN 8IaBeoipdTnTaG, Ol OMOIEG HE

TN O€Ipa Toug XwpilovTal o€ AANEC TPEIC UNOKATNYOPIEC PETPWV: A) TA OPYAVWTI-
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Kd, B) Ta TexVIKA Kal y) TA €MIXEIPNOIaKA. Me TNV KATNyopIonoinon Kabe YETpou
oUh@wva Pe Tn dIKA Toug Ta&ivounan, uhonololv Ta PETPA dlacPpaiiong TnS NAn-
pogopiac (Information Assurance Metrics). MapoAa auTtd, ONwWC Kai €Keivol napa-
0ExovTal, oUMQwva Pe Tn OIKN Toug peBodoloyia Ta&ivounong, kamoia WETPA
MMopEi va katnyoplonoinBouv O€ NEPIOCOTEPEC anod pia katnyopiec. Ma auto, n
NpPOoTEIVOPEVN HeBodoAoyia TOUC evw NPOOPEPEl €va nAdialo yia Tn dlacgpaAion
TNC nAnpogopiac, Oev €ival oUTE AVTIKEIYEVIKN, OUTE NAPEXEl €va apiBuNTIKO ano-
TEAEOPA BACEI TOU OMOIOU PNOPOUKE va UETPHOOUKE TO €NiNEdO AOPAAEIAG EVOC

OUOTAKATOC NANPOPOPIKNAC.

4.9.5 Ta&vopnon kata Pratyusa K. et. al.

AlQ@OPETIKN NPOOEyyIon €ixav ol epeuvnTeC Pratyusa K., Manadhata kai Jean-
nette M. Wing oto [71]. AuTO nou npoTeivouv, €ival va dnuioupynBei Eva veo
WETPO, TO onoio Ba ovopaleTal «enmipaveia enibeonc» (attack surface). To PETPO
NG «enipavelag enibeonc» Ba pnopouce, duvnTikd, va xpnaolponoinbei Tooo ano
TN Blopnxavia 600 Kai and PEPOVWHEVOUG XproTeC. AuTO nou opapaTidovTal €ivai
OAOI Ol NPOYPANHATIOTEG EQAPHOYWV KABWG Kal Ol JEPOVWHEVOI XPAOTEG va Xpn-
OIJOMOoIoUV auTO TO VEO £PYAAELiO, yIa va PETPOUV OE TAKTA Xpovika dlaoTruaTa

TNV «€NIPAaveia eniBecnc» oTa cUCTAPATA TOUG.

Akopa napanépa, 6a pnopouv povol Toug va avTinapaBal\ouv Ta anoTeAéopaTa
TNG PETPNONC TOUG HE NMPONYOUUEVEC METPNOEIC Nou niBavwe Ba £xouv Kavel, di-
VOVTAC TOUG £Tal T OuvaToTnTa va napakoAouBouv Tnv nopeia Tou eninédou
ao@AAEIac Tou ouoTAPATOC Touc. O opIopOG nou divouv GTov Opo «ENIPAVEIQ
eniBeonc» €ival « 70 ouvoAo Twv PEBOOwWV / TPOMWV noU LINOPEl va XpnooMoIr-
O€l EVAc KakoPoUuAoS XxprioTne yia va emTeBsl oTo ouoTnua nAnpopopikic rnou
Ol1aBeToupe». "Eva TEToI0 Nnapadelyda Ba NTav n eKMETAAMEUON TNG UNEPXEINIoNG

piac evdlaGueonc MVAMNG, EUPEWC YVWOTH ME Tov Opo «buffer overflows.

MpokeIJevou va PETPNOEI N «enipavela niBeonc» £Xouv NPOTEIVEI TNV €l0aywyn
dUo VEWV evvolwv, TNG MBavng ¢nuiag kar Tng npoonabelac. ‘0Oco n duvnTikn {n-

dia evoc nopou Tou cuoTAPATOC and €niBeon yiveTal yeyaAuTepn, TOOO PEYAAU-
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TepN Bewpouv OTI €ival kal n em@aveia niBeonc Tou v AOYyw CUOTAKATOC. Ano
TNV aAn NAeupd, 600 PeyaAuTepn €ival n npoonabeia evog moavou eiofoAea
MPOKEIJEVOU VA AMOKTAOEI napavoun npoéofacn oto cUOTNUA, TOOO HIKPOTEPN
Bewpouv OTI €ival kal n eniPaveia eniBeonc Tou cuoTnuaTtoc. Eival npaypat evag
TPOMOG yia va napaxdei €va PETPO yia TNV NOCOTIKOMOINGON ToU £MNEdOU aopa-
AEIAC EVOC OUCTNHATOC NANPOPOPIKAG, AAAG N €vvola «Npoondabeia» €ival avoikTn
oe OIApOopeC epuNveieC avaloya Pe To ATOHO NMou Xpnoludonolei Tn HEBodo kal Ta
Olabeoiya epyaleia kal nopouc. O1 hackers, nAov, xpnoigonoloUv apkeTa auTo-
partonoinueva epyaieia (automated tools) kaBwg kar eAeyxopeva anod auTtoug Oi-
kTua (botnets), ondTe PYnNopoUv va KAvouv KATavEUNUEVEG ENIBECEIG HEYAAOU [e-
y€Bouc. Q¢ €k TOUTOU, N NPOTEIVOEVN Tagivounon dev Pnopei va xpnaoiydonoinBei
MPOKEIPNEVOU Va NapacXedei pia apiBunTikn kal agepOANMTN METPNON YIA TO €ni-

nedo acPaAeiag evog ouaTHUATOC.

4.10 >uotnuata a&ioAoynong

Mia ano TIC NOAEC NpooEeyYioeIC Mou akoAoUBnoav apKETOi EPEUVNTEG OTNV NPO-
onabeId TOUG va KETPRoOOUV TO €Ninedo acPaAelag evog GUOTNHATOC NANPOPOpI-
KNG, NTav va avanTtu&ouv diapopec pebodoloyiec 1 ouotnuata agiohoynonc. H
KEVTPIKN 100 TWV CUCTNHATWV AUTWV, €ival N napaywyn evoc ayepOANNToU a-
PIOUNTIKOU anoTeAEoPAToc nou Ba odnynoel TNV avapevopEevn NocoTIKOMNoinon
TNG AoPAAEIAC £VOC CUOTAKATOC NANPOPOPIKAG. Ma To okomnod auto, £Xouv ava-
nTUXOel apkeTd PovTEAa Kal Tponol BaBpoAoynong, Baoilopevol o kanoia 1910Tn-

TA TWV CUCTNUATWV NANPOPOPIKAG.

4.10.1 MukvoTnTa €unadeinv

H unap&n eunabsiwv oTo AOYIOUIKO €VOC OUOTAMATOC, KABwC Kal n Xpnon Tne
£vvolag TNG «nukvoTnTag Twv sunabeiwv» (vulnerability density) yia Tnv pérpnon
NG a&ionioTiac Tou AoyIoWIkoU, anoTeAouv Tnv npoosyyion Tou Alhazmi et al.

070 [72]. MeTpWVTAG TNV «NUKVOTNTA TWV €UNaBeiwv», N aANIQG TNV «NUKVOTN-
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Ta eAatTwuaTwv» (defect density) evoc AoyiopikoU, oUP@WVA PE TOV EPEUVNT),
gag divel Tn duvaToTNTA va anopacicoUlE av UNApXEl avaykn yia neparrépw do-
KIMEG ) dladikaoieg BeATiwong. O1 Alhazmi et al. unooTnpilouv, OTI EVW N «AUKVO-
TNTA EAATTWHATWV» XPNOILOMOIEITAl WG NAPAyovTag yia TNV KukAogopia evoc
AoyiopikoU oTnv ayopd, Oev undapxel napopola diadikacia avapopika e TIG Eund-
Belec ao@aleiag evog ouaTnHATOG NANPOPOPIKAG. ZUVeXiCel TNV €peuva Tou, divo-
VTag €va opIoHO Yia Tov Opo «MUKVOTNTA eunabeiwv», we ToV AdpIBPo Twv Euna-
Beiwv nou epgavifovTal yia kabe povada peyEBouc nnyaiou kwdika (1000 ypap-
MEC nNnyaiou kwdika). ‘ETol, éva oUoTnUa Pe uwnAo Babuod eAaTTWHATWV 1 UWPNAN
«MUKVOTNTa €unabeiwv» cival miBavo va dexBei pia eniBeon pe peyaAuTepn ou-

XVOTNTA OE OXEON HE KAMOIO AGAAO MOU EXEl XAUNAR «NUKVOTNTA EUNABEIV>.

Ynootnpiouv OTI n UIOBETNON TOU METPOU TNG «MUKVOTNTAG €UNABEIWV», OTN
diadikacia avantuénc Aoyiopikou (Software Development Life Cycle), 6a pno-
pouce adlap@IoBNTNTA va WEEANCEI TOUG KATAOKEUAOTEG AoyIoMIkoU, agpou, a-
pevog Ba Peiwve onuavTika Toug KIVOUVOUG and Ta eAATTWPATA TOU AOYIOHIKOU
Kal aQETEPOU Ta KOOTN Nou oxeTi(ovral e auTtd. To PEIOVEKTNHA AUTAG TNG MHE-
Bodoloyiac €ival 0TI XPNOILONOIEl €ITE TOV APIBUO TWV YPAUU®WV MNyaiou KwOIKa
nou xpelaleral éva oUOTNHA NANPOPOPIKNAG, EITE TO HEYEDOC TWV EKTEAECIHWV
apxeiwv Tou. EninAgov, OTIC NUEPEC Pac, nou n Taon yia Tn Xpnoigonoincn Tou
unoAoyioTikoU veépouc (cloud computing) ouvexwc au&aveTal, kal nou n Xpnon
Twv OIadIKTUAGKWV unnpeciwv (web-services) eival AdnN avanodonacTo HEPOG TNG
kadnuepivig diadikaciag avanTu&éng AoyiopikoU, n UIoBETNON TETOIWV HEBODOAO-

yiwv oiyoupa dev Ba pnopolaoe va NETUXEI Ta ENIBUKNTA anoTeAEoATa.

4.10.2 ZuvteAeoTng EundBeiag MpoypdupaTog

>Tov TodEa Tng aflonioTiag Tou Aoyiopikou, ol Sridharan kai Kaeli oto [73] npo-
TEIVOUV £va VEO PETPO YId TN HETPNON TWV €UNABEIOV TOU AOYIOMIKOU, NMOu ovo-
paoav «ouvTeAeoTn eunabeiac npoypauppatoc» (Program Vulnerability Factor). H
MEAETN Touc BaaioTnke oTnv avaiuon ACE, n onoia eMITPENEI OTOUG EPEUVNTEC VA

MOCOTIKOMOINOOUV TO «OUVTEAEOTN €UNABEIDV TNG APXITEKTOVIKAG TOU UAIKOU
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(hardware)» (Architectural Vulnerability Factor), Je Tn xprion NpoGoHoIwTWY Yid
napadeiypa. O «OUVTEAEOTNG €UNABEIV TNG APXITEKTOVIKNG TOU UAIKOU», €VOC
ene€epyaoTr), opileTal w¢ n meavoTnTa Unap&nc Aabouc oTnv apxITEKTOVIKI) MOu
Ba pnopouce va odnynoel oc eupaveg Aabog oTic diadikaoieg €€60ou (output)

gvOC NpoypaPaToC,.

H douA€Id TOUC ENIKEVTPWVETAI KUPIWG 0Ta MOava eEAATTOUATA TWV PIKPOENEEEP-
YyaoTwv, Kal YiveTal hia npoondbsia va eNeKTEIVOUV auTn Tn Bgwpia oTo Xwpo TG
aglonioTiag Tou Aoylopikou. Aedopevou OTI KABE eneEepyaoTnG EXEI KANOIO PUBUO
HIKpwv AaBwv (soft errors rate - SER), auTd onuaivel, onwc unootnpilouv, 6T TA
npoypaupaTa nou ekTeAOUVTAl OTOV OUYKEKPIMEVO enegepyaoTn niBavoTata Ba
gugavioouv kanoia spgavr Aadn. Ziyoupa autd pnopei va BewpnBei we €va on-
MEIo Evapéng yia Tnv NPOOoEyyIon TOU TOMEA TnG aglomaTiag Tou AoyIGUIKOU, O-
Hw¢, 6oov apopd TNV MOCoTIKOMNOINGN TNG aoPAAEIac evoC OUCTAKATOC NANPO-
(QOPIKNG, auTn n TexVIKn Oev Pnopei va Bpel Topea epappoyns. AuTo yiveral yia
TOUG €€NG AOyouc: a) AOyw TNC NOAUMAOKOTNTAC TWV NPOYPAUMATWY Mou Xpnoil-
porolouvTal oTta ouyxpova cucThuata nAnpogopikng, B) AOyw TnG Kuplapxiag
Twv d1adIKTUAK®WV unnpeoiwv (web-services), kal y) Aoyw Tng ohoéva kal au&a-

VOHEVNG TAONG XPNOoiKonoinong Tou unoAoyloTikoU vepoug (cloud computing).

4.10.3 MoooTikonoinon Tou KIVOUVOU YIa arnOTEAEOHATIKEC OTPATNYIKEC €nevOU-

oEwv

Mia noAU evdiapépouoa epeuva eyive and Toug Carin, Cybenko kai Huges oTo
[74]. AuTd nou npoTeivouv €ival dia veéa NoogoTIKn PEBODOC EKTINNONG TWV KIVOU-
vwv (quantitative risk assessment), n onoia €ival Baciopévn o €va ouvduaopo
NG Bewpiac TNG ENICTAKNG TWV UMOAOYIOTWY, TNG OIKOVOMIKNG Bewpiag, TN Bew-
piac naiyviov kar TnG Bswpiac eAéyxou. H npoTeivopevn peBodoloyia ovopaleTal
«MOOCOTIKOMOINON TOU KIVOUVOU YIA arnoTEAEOUATIKEC OTPATNYIKEG ENEVOUTEWV»
(Quantitative Evaluation of Risk for Investment Efficient Strategies «QUERIES»),
Kal NEPIEXEI A) TO OXNUATIONO €VOC OIKOVOMIKOU HOVTEANOU €niBeonc / aupuvac,

NPOCAPHOOKEVN WG £va BewpnTikO naixvidl, B) To oXNUATIONO €VOC HOVTEAOU
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eniBeonc kai, TEAIKA, Y) TNV NOCOTIKN GUYKPION TWV ANOTEAEOPATWV TwV dUO HO-
vTéAwV. A TNV NoCoTIKOMNOINON TWV ANOTEAECHATWV TWV NPWTWV dUO HOVTEAWV
xpnoigonoinoav TI¢ diepyaciec ANywnc ano@acswv kata Markov (Markov’s deci-
sion processes), Kal, OUYKEKPIKEVA, TIC NENEPACHEVEC aluaidec kaTa Markov (fi-
nite Markov’s chain), ol onoiec undpxouv opioPEVEC 0TO NMAQicIo TNC Bewpiac -
AEYXOU, TNG EMIOTAKNG TNG ENIXEIPNOIAKNAG EPEUVAG KAl TNG EMIOTAKNG TWV OIKOVO-

MIKV, €0w Kal MOAAG Xpovia.

Telog, xpnoigonoinoav Tn Bewpia TNG NAnpo@opiac Twv ayopwv (Information —or
Decision- Markets Theory), anod Tov XwPo TWV OIKOVOMIKWY, JE OKONo va npoPa-
AOUV Ta €UPAUATA TOUG OTO HEAAOV Kal va dnpioupynoouv pia npdBAewn Tng ni-
BavoTnNTAc Kal TOU KOOTOUC TWV EMITUXNHEVWV ENIBECEWV OE OXEDN UE TA NPOTEI-
VOHEVA KAl TA EYKATECTNHEVA HETPA aopaleiag. To BewpnTikd unoBabpo nou
Xpnoigonoinenke os kapia nepintwon dev augiopnTeiTal Kabwce eival BacioPEVO
0€ WEYAAo OYKO I0TOPIKWV OEBOUEVWV MO TOUG XWPOUG TNG OIKOVOMIKAG Kal a-
opaNoTIKNG Blounxaviac. MapoAa autd, onwc kai ol idlo napadexovral, Adyw a)
NG EANEIYPNG €VOG BewpnTikoU NAaiciou Kail B) avaAoyioTIKWV OTOIXEIwV and Tov
ao@alioTIKO kKAado, Ta OedoPEVa Mou XPNOIYOonoIndnkav OTo MPOTEIVOUEVO HO-
VTEAO, NPOEPXOVTAI ANO HOVTEAA NMPOCOPOIWONG EMNIBECEWV KAl WG €K TOUTOU OV
givalr auepOANNTa aAAG UNoKeIPevIkA. EOw npenel va onueiwOei, OTI auTn n Epeu-
VNTIKN Npoondabeia XpnolJonolel oTolxeia Tou pabnuatikou undBabpou TnG na-

polonC €pEUVAC, EVTOUTOIC DEV EXEI OXEON WE TNV napouoa £peuva.

4.10.4 Koivo nAaiolo a&lohoynong eunabeiwv CVSS

Mia yevikn napouciaon TV PETPWYV ACOPAAEIAG yiIa Ta GUOTAKATA NANPOPOPIKAC
Kabwg kal pia €&nynon yia Tnv Unap€n Toug enixeipolv ol Patriciu, Priescu kai
Nicolaescu oTo [75]. ZUMQwva HE T MEAETN TOUG, Mia oTpo®r Npog TNV ao@d-
Aela €xel yivel kata Tn OIApKEId TWV TEAEUTAIWV ETWV KAl APKETOI KUBEPVNTIKOI
KavovIopoi €xouv €loaxBei, onwc Tou nAaigiou apxwv katd GLBA (Gramm-Leach-
Bliley Act), Tou nAaigiou apxwv katad HIPAA (Health Insurance Portability and

Accountability Act), Tou nAaigiou apxwv kata FISMA (Federal Information Securi-
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ty Management Act) Tou 2002- yia Tic HMA, kal TnG KOIVOTIKNAC odnyiac yia Tnv
npootaocia Twv dedopevwy (The Data Protection Directive 95/46/EC) Tou Eupw-

naikoU KoivoBouAiou— yia Tnv Eupwnaikn ‘Evwon,.

H &peuva napoucialel pe AENTOUEPEIA TO KOIVO MAdiolo agioAoynonc eunadsimv
CVSS (Common Vulnerability Scoring System), To onoio €ival éva cluoTnua pe-
TPWV yia TNV a&loAoynon Twv eunabeiwv acPaleiac kKabwe Kal HETPWY OXETIKA PE
TNV akepalidTNTa Kal agionioTia Twv OIKTUAKWY UNodoNWY Kal ouoTnuatwy. To
oUVOAO TWV HETPWV AUTWV XPNOIJOMoIoUvVTal yia Tnv a&lioAoynon Twv HETPWV
aopaleiag Twv nAnpo@opiwv. Ma TNV NocoTIKOMNOoINoN TNG akepalidTnTag Twv di-
KTUGKWV UNOJOMWV Kal TWV UNOJOHWY TWV GUCTNHATWVY, Ol EPEUVNTEG NPOTEI-
VOUV TNV UIOBETNON OUOTNHATWY OUVEXOUG napakoAouBnonc Twv OIKTUWV Kal
Twv ouoTnuatwv (monitoring systems), Ta onoia 8a Bonbroouv oTnv €EAAeIYN

TwV AaBwV PETPNONG R/KaAl TNG UNOKEIKEVIKAG EPUNVEIAC TOUC,.

H €peuva Touc napouaoialel Tn pebodoAoyia CVSS pe okonod Tnv Tagivounon Twv
EUNABEIV KAl TWV HETPWV ACPAAEIAG NOU EXOUV €yKATAOTABEl, PE Eva OUVENN
Tpono. Evw auTtn n epyacia ciyoupa xpelaleTal va undapxel o Jia ouyxpovn £ni-
Xeipnon n; opyaviopo, dev Pac Napexel Ta anapaitnTa epyaleia YETpNoNG Tou &-
MnNedouU ao@AAEIag evOC CUOTAKATOC MANPOPOPIKAG HE €va aPEPOANNTO TPOMO

nou va AauBavel unoyn Tou Kai Tov NapayovTa Tou Xpovou.

4.10.5 Evigio¢ TpOnoc ansikoviong Twv avapopwy Yid €UNABEIEC 0TA CUCTHUATA

NANPOPOPIKNG

Evw kanolol epeuvnTEC Npoonabouv va dnuIoupYRoouUV VEOUC OEIKTEC 1 VEA NAai-
010 yIa TNV €KTIKNON AAAG Kal TNV NOOOTIKOMNOINON TOU ENINEDOU AGMAAEIAC EVOC
ouUOTNAHATOC NANPOPOPIKNG, 0 Schiffman oTo [76] €ixe pia diagopeTikn 10€a. Yno-
oTtnpilel OTI dev UNAPXEI £vac KOIVOC TPOMOC yia TNV Napaywyn ava@opwv €und-
Bsiac oTa ouoTAEATA NANPOPOPIKAG. Ma To AOyo auTod, KABe WeyaAn €Taipeia o-
nw¢ n Cisco, n Microsoft, n CERT 1} n Secunia, xpnoigonolei éva povadikd OIko
TNG TPOMNO AneIkOVIONG avapopwy unabeiag, o onoiog dev ouppadilel e TNV a-

VTIOTOIXN avagopd unabeiwv kanolac aAAng eraipeiac. AuTO €XEl WG anNOTEAE-
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opa, o TENIKOG XproTnG —Mia €Taipeia yia napadelypa-, va Npenel XEIPoKivnTa va
OUVBEoel TNV NANpo@opia nou xpelaleTal anod TIC ENIMEPOUC avapopeS eunabelwy,
yla va KataAn&el oTnv ekTipnon Tou €ninédou aopAAEiac TwV CUCTNHATWV NAN-

POPOPIKAG Nou dIaBETEl.

'Onw¢ unoaTnpifouv, auto, Oxl JOvVo gival XpovoBopo aANa CUYXPOVWE EUMNEPIEXEI
Tov KivOuvo kanolo eUpnua kata tn diadikacia TNG EKTIKNONG Tou €mnEdOU TNG
ao@AAeIac evoc oUOTAPATOC MANPOMOPIKNAG d) va €PUNVEUTEI Pe AABoC Tpono
n/kai B) va napaAn@Oei evteAwc. Me Tnv UIOBETNON €vOC KOIVA ANOJEKTOU TPO-
Mou yia TNV napaywyrn avagopwv eunabeiag (vulnerability reports), onoloadrno-
Te Ba Pnopouoe va eNeEEPYAOTE AUTEG TIG AVAPOPEG HE NAEKTPOVIKO TPONo, ypn-
yopa kai UKOAa kal va avakaAUWel To GUVOAIKO €ninedo aopaA€iac Twv ouoTn-

MATWV NANPOPOPIKNG Nou JIABETEI N ENIXEIpNGN 1 0 OpyavioHOC.

H npoteivopevn Auon, nou ovopdaletar «Koivo nAqiolo ava@opwv sunabeiac»
(Common Vulnerability Reporting Framework - CVRF), eival &va apyeio TUnou
XML To onoio €xel €va apkeTa Peyalo apiBuo nediwv otn dour Tou. Eneidn n
Xpon TNG TEXVOAOYIag Twv apxeiwv auTtwv €ival apketa diadedopevn, B6a nrav
noAU eUkoAo yia KGBe peyaAn €Taipeia va napayel 1o idio apyeio, apou Ta nedia
Mou NEPIEXEI TO apXeio Ba ATav Koiva TO00 OTNV OVORATOAOYia TOUG OO0 Kal OTOV
TUNO TOUuC. AuTO €ival €va eMBUPNTO XapakTNPIOTIKO yia To NARBoC Twv avapo-
pWV gundbeiac oTa dIagopa CUCTHUATA NPOCTACiac HIag enixeipnong kai Ba w-
(PeAOUOE TA TUAHATA NANPOMOPIKNC, BonbwvTac Ta va £Xouv Hia ypnyopoTepn

anokpIon o€ onolodNNOTE NEPIOTATIKO AoPAAEIAC.

MapoAa autd, n cuAAoyn OAWV TWV IXVOV Kal TwV OedOUEVWV a0PAAEIAC YE €va
Kolva anodekTo Tpono nou Ba BonboUaoe aTnVv UKOAN eneepyaaia Touc, dev sival
akpIBWES €vag TPOMOC METPNONG TOU €MINEDOU TNG ACOPAAEIAC €VOC GUOTAHATOC
nAnpo@opiknG. Eival nepioodTepo €vag odnyog yia Ta THAKATA NANPOPOPIKNAG Kal
anooKorei oTnV APEDN avTanokpior TOUC OE MEPINTWON NEPIOTATIKOU AO(AAEIAC
0Td OUOTAKATA MIag enixeipnonc. O TPOMNoc Nou OAa Ta GUAeyopeva dedopeva
Ba exTiunBoUV anod Tov uneuBuvo aoPaleiag cival kATl Nou n €peuva autn dev

npooeyyidel.
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4.10.6 Alaxeipion Kpioiiwv NANPOPOPIAKWY UNodOUWY HE T Xpron Hebodwv no-

00TIKONOINGN TNG aoPAaAeiag

>Tn JI0AKTOPIKN TOU HEAETN O ZEPEANG OTO [77], Npoogyyioe To BEpa TNG WETPN-
ONG TNC aoPAAEIAC TWV OUCTNHATWY NANPOPOPIKNC HE Eva aAAo Tpono. MpoTeivel
OTI N PETPNON TNG AoPAA€Iac hiac unnpeaoiac r evoc ouaTnHATOG NANPOPOPIKNC
MMopei va anoTunwei Pe pabnuatikod TpONo Kal va EKPPAacTei WG ouvapTnon Twv
napayovTwv ol onoiec €ival JeTaBANTEC TNG ouvapTnonc. O pabnuaTikog TUNoC
nou npoTeivel gival o akdAoubog:

Cc A R-L S

Secg = —x— — (1
ecg CTxATx R, xST()

To eninedo ao@AAelag Piag CUYKEKPIKEVNG UNNPEDIAG | GUOTNHATOG NAN-
POPOPIKNAG S

To TpéExov €Ninedo CUMKOPPWONG To onoio naipvel TIYES 1 iy 0.

To Eninedo — 100G TNG GUPHOPPWONC To onoio naipvel TIMES 1 ) 0.

To TpéExov eninedo d1aBe0IuOTNTAC TO onoio naipvel TINEC anod 0 €wg 1.

To Eninedo — X10X0G TNG 01aB£01OTNTAG TO 0MoiIo Naipvel TIWEG 1 R 0.

H Tpéxouoa anddoon TnG unnpeaiac (og vouioua).

To Eninedo — X10X0G TNG anddoonc TnG unnpeciac (o€ vouiopa).

To TpExov NabnTiko TnG unnpeaiac o (VOUIoUa).

H Tpéxouoa TIuR TNG METOXNG TNG £TaIpeiac (O€ VOPIoA).

To Eningdo — ZTOX0G TNG TIMAG TNG HETOXNG TNG ETAIpEIag (o€ vOIoua).

‘ExovTac ekppacel To eninedo TN aoPAAEIac Ye ToV Napanave Padnuarikd Tuno,
eMOIWKEI va I00pPONNOEl TIG €NevOUCEIC OTNV ACOPAAEId KABE unnpeoiag | ou-
OTAPATOC NANPOPOPIKNG, WOTE va PeyioTonoinBouv Ta kEPAON Tou opyaviopou, Ta
onoia ekppalovral w¢ Return On Investment — ROI TNG GUYKEKPIKMEVNC UNNPEDI-

ag, wg €8nG:
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max ROI(Sec,, Sec,, ..., Sec,)

Yno Tov 0po OTI:

n

Z(Ri—li— L) >0

i=1

4.10.7 OpenVAS, MS BSA kai Nessus Vulnerability Scanners

Mia evdlapEpouca NPOoEYYION yia TNV agloAoynan Tou eninédou aoPAaleiac evoc
OUCTNAHATOG NANPOPOPIKNG €ival N AViXVEUON TwV €UNABEIWV MOU EXEl. YNAPXOUV
diapopa npoidvra AoylopIKoU mnou kavouv avixveuon eunaBeiwv (vulnerability
scanners) aA\a@ Ta nepioo0TePO yvwoTa eival To OpenVAS (Open Vulnerability
Assessment System) [78], To MSBSA (Microsoft Baseline Security Analyzer) [79]
kal To Nessus [80]. Ta epyaAsia autd avixveuouv &va oUGTNHA NANPOPOPIKNG

METAEU AAAWV yIa EUNABEIEC:

> nou Ba enéTpenav os £vav hacker va anokTAOEl anouakpuopEvn npoopa-
on o€ auTo,

> yla TUXov dlopBwTIKA nakeTa Aoylopikou (patches) nou Asinouy,

> Yla aoTOXIEC OTNV NAPAUETPONOINON TOU GUCTHATOC,

> yia Unap&n kwdikwv ao@aleiac (passwords) nou dev TNPOUV CUYKEKPILEVN
noAunAokoTnTa,

> yla Tn PN unapén n kevav kwdikwv ac@aleiag (blank passwords),

> yla TUXOV €nIBEoEIC Ye okond Tnv apvnon unnpeoiwv (denial of service),

KTA.

Ta npoiovTa auta AoylopIKoU anoTeAoUv epyalsia oTa XEpIa TwV OIAXEIPIOTWV
aopaleiag evoc ouoTAUATOG NANPOPOPIKAGC. AnNd Ta GTOIXEId NOU GUAAEYOUY, EiTE
JE aneubeiac avixveuon Tou GUOTAMATOC EITE HEOW TNG CUMNANPWONG EPWTNHA-
Tohoyiwv, €ival og BEon va dwoouv OTOoIXEId avaopika PE TNV KATACGTACN Tou
OUOTAKATOC NANPOPOPIKAG NOU PEAETNOAV OE dIAPOPEC HOPPEC onwe XML, HTML

kal LaTex. QoTd00, N XpNOIKONoIinon ToUuG O PEYAAEC ENIXEIPNOEIC 1 / Kal opya-
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VIOpoUG B€Tel kanola BEpata anodoTIKOTNTAG, agou n AEIToupyia TETOIWV £pya-
Aeiwv Ba Beoel og coPapry dokipacia TNV anodoon TOOO TwV OTABUWV £pYaAciac

000 Kal Tou OIKTUOU TNG EMIXEipnong.

4.11 KavovioTIkO, VOUIKO Kal puBMIOTIKO NAdiglo

Yndapyouv d1apopol vouol, odnyiec Kal Kavoviouoi Ol oroiol EPMNEPIEXOUV anaiTh-
OEIC YIa TNV HETPNON TNG anddoonG TwV HETPWV NPOOTACIAc TwV NANPOPOPIWV.
MEPIKEC ENIXEIPAOEIC OPWG EMIAEYOUV, NEPA and TIG UNOXPEWOEIC TOUC AUTEC, Vd
oxe0IA00UV Kal va £papuocouV JIKEG TOUG TEXVIKEG Kal KAvOVeG yia Ta BEpaTa
ao@AAEIaC TwV CUOTNHATWY NANPOMOPIKNAC Nnou diaBéTouv. H UI0BETNON TETOIWV
Kavovwv BeATIwvel 101QITEPA TNV NOIOTNTA HETPNONG TWV HETPWY ACPAAEIAG EVOG
OpYaVIOUOU Kal ENITPENEl O€ AUTOV, va diaxelpileTal kaAUTEpa aAAd TAUTOXPOVWC
Kal va BEATIWVEI TO €NiNedO AOPAAEIAG TwWV CUCTNUATWV NANPOPOPIKAG OTA oroid

gpappolovTal ol KavOVEC auToi.

>Tnv ayopa eivar diabeoiya diagopa epyaleia kal Pebodoloyieg nou nioTonolouv
TNV CUPPOPPWON TWV CUCTNHATWV NANPOPOPIKNC OE AVTIOTOIXEC VOUOBETIEC Kal
vOpues. Ta epyaleia kai ol PJeBODOAOYIEC AUTEC MAPEXOUV HETPNOIPOUG OEIKTEC
OUMHOP(WONG OTO KAvovioTIKO MAdiolo rnou nioTonoiouv. ‘ETol yia napadeiyua,
undpxel pia PEyaAn ykapa €pyaisinv agiepwpeéva oTnv NICTOMNoinon TngG GU-
HOPPWONG Miac €nixeipnong onw¢ To NAQiolo apxwv kata Sarbanes-Oxley, To
nAaiolo apxwv kata FISMA (Federal Information Security Management Act) kai
To nAgioio apxwv kata HIPPA (Health Insurance Portability and Accountability
Act).

4.11.1NAaigio apxwv kata FISMA

To FISMA e€ival éva eKTETAUEVO NAAiICIO apXwv nou oToxelsl oTnv €Ea0@ANIon
TWV OHOOTNOVIIaKWY KUBEPVNTIKWV GUOTNUATWY NAnpo@opIikng Twv HMA. MNa tnv
EMITEVEN TOU OTOXOU auTou, kaBopilel pia osipd and poAouc kai appodIOTNTECG

METAEU TWV opoonovOIakwV KUBEPVNTIKWY UNNPECIWV, AnaiTwvTac and auTeg va
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EVOWHATWOOUV TNV aoPAAEId TWV NANPOPOPINV, TOOO OTOUC OIKOVOMUIKOUG OXE-
dlaopoUg Toug 000 Kal OTIC apXITEKTOVIKN Twv 01adikaclwv TwWV CUCTNHATWY
TouG. EminA€ov, anaitei anod TIC EPNAEKOPEVEC UNNPETIEC va NpoPaivouv o€ €TNoId
a&loAdynon Tou emnedou acPaielag OAWV TwWV CUCTNUATWY NANPOPOPIKNAG MOU

dlaBeTouv kal va anoaTéAAoUV TIG ekBEaeIg Toug oTo Koykpeoo [81].

To Koykpeoo €kdidel €va €TnNolo odnyo ava@opika Pe To nAaiolo apxwv FISMA, o
OMoIOC MEPIEXEI OUYKEKPIMEVOUC Kal METPROIYOUC OEIKTEC anodoonc, Ol Oroiol
NPEMEI va EPNEPIEXOVTAl OE OAEC TIC TPIMNVICIEG KAl ETNOIEG AVAPOPEC TWV EUMNAE-
KOMEVWV unnpeoiwv. EIdikoTepa To 2008, To kKOykpEoo {NTNOE ano TIC KUBEPVNTI-
KEG unnpeoieg va nepIAaBouv OTIC avaPopEG ToUG TPEIG OeikTeg anodoong nou
XPNOoIKonolouV yia va JETPROOUV TNV anodoon Kal TNV dnoTEAEOUATIKOTNTA TWV
METPWV ao@aAeiag nou €xouv uloBetnoel. O1 deikTeC auToi Ba enpene va ATav
dla@opeTikoi and autoUc nou RdN Xpnoigonoloucav oto nAdioio apxwv FISMA
Kal Toug NpOTEIVE va angubuvBouv atnv €1dIkn dnuoaieuon yia Ta Bépata auta
ano Tn NIST [29].

Eivar @avepd Aoindv, ndéco peyaAn onpacia ortn PETPNON TOu €mnEdou TnG a-
OPAAEIAC TWV CUOTNHATWY NANPOQOpPIKNC divouv ol HIMA, apoU £Xouv 0pyavwoel
dia ogipd anod KUPBEPVNTIKEC UNNPETIEC, TOCO yia Tn SIaNOPPwWan NpoTUNWY, 000

Kal yia TNV napakoAoudnon Tn¢ Epapuoync auTtwv.

4.11.2 NAaioio apxwv kata GPRA kai Avagopec Aopaleiac

To nAaigio apxwv katd GPRA (Government Performance Result Act) €ival aA\o
€va napddelyua EUPEONG, auTn TN Qopd, UNOXPEWONG METPNONG TNG ao@AAeiac
TWV OUOTNUATWY NANPOPOPIKNG EVOC opyaviopou. To GPRA dev UMNOXPEWVE AUE-
0a Kanoiov opyaviopo va epappocoel kanolo oxedIo NPooTaciag, METpPNonG n on-
Mioupyiag avagopwv TNG acPAAelag Twv cuoTNUATwWY NANPOPOPIKNG aAAa ava-
(PEPEI OTI €ival BEUITO OAECG 01 KUBEPVNTIKEC UNNPETIEC Twv HIMA, va ouvdEoouV TIC
OTPATNYIKEC aoPAAEIac Nou epappolouy, PE TOUC oTpaTnyikoUug aToxouc kai Oci-

KTEC anodoanG Nou £XOUV UIOBETHOEI.
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Me aA\a Aoyia, apouU ol aTPATnyIKoi OTOXO! TWV UMNPESIWV Eival 0aPpwC PHETPNOI-
Hol, To idlo NpENEl va €ival kai ol gTOXO! yia TNV AoPAAEId TWV CUCTNPATWV NAN-
poopIknc. H NIST oTo [29] npoTeivel akpIBwg To i010, dNAAdr OTI Ol UNNPETIEC
npénel va ouveEoouv, N kKaAUTEpa va €uBUYpPAPMIOOUV, TOUG OTOXOUG TOUC YId
TNV aoPAAEIa TwV GUCTNUATWY NANPOPOPIKAG KAl TWV NANPOPOPIWV HE TN GUVO-
AIK| oTPATNYIKN Nou JIENEI OAEC TIC UNNPETIEC KAl OTN CUVEXEID va npoBouv oTn
METPNON TNC anodoonG TwV HETPWYV AoPAAEIac Nou £xouv BeopoBeTAOEl. EMINAE-
ov Ba npenel va kpaTouv UNTPWO OTO OMoio va (paiveTal Nogo EMITUXNMEVA R OXI

NTav Ta HETPA Nou enIAEXBNKav.

4.12 MeBodoAoyiec avaluonc kai dlaxeipiong TnG niKivOuvoTNTAC

KAeivovTac Tnv avagopd oTIG Npoondbeieg NoCOTIKOMNOINONG TNG ACPAAEIAC TwV
OUOTNHATWY NANPOPOPIKAG, NPENEI va avaPpepBoUV LEPIKEG and TIG OAOKANPWHE-
vec peBodoloyiec avaiuonc kar diaxeipiong €nikivouvoTnTac nou undapyouv. Ol
pEBodoAoyieG auTeG evToniCouv TIG aneINeG kal TIG eundbeleg aAAa kal BonBouv
OTO vVa PETPIAOTOUV Ol MIBAvEC ENINTWOEIG anod €va cuppav aoPaleiac. O TeAIKOG
OKOMOC aUTWV TWV PeBoAoyiwv ival va cuhBAarouv aTov akpiBry Npoodiopiouo,

a&ioAdynon Kal avTIHETWNION TWV KIVOUVWV Mou avTIHET®NI(ouV Td CUCTNHATA

NANPOPOPIKNC.

4.12.1 CRAMM

H CRAMM (CCTA Risk Assessment and Management Methodology) [82] avanTu-
XONKE yia va unooTnpi€el JeyaAoug opyaviopoug kal enixelpnoeic. Eivar oupparn
he To npoTuno ISO/IEC 17799:2005 [66] kal KAAUNTEI TIC PACEIC TNG ACPANEIAC
nAnpogopiwv, dnAadr), Tou oxediaopou, TNG avanTu&ng — uhonoinong Kai, TEAOG,
NG avaBaduiong. H CRAMM npoTeivel Tn Xpnoigonoinon TpIwV pACEWV yia Tnv
avaluon TG enmikivduvoTNTag , @) Tou npoodiopioPoU Kal anoTiunong ayabwv
(asset identification), B) Tn¢ avaiuong enikivouvoTnTag (risk assessment) kai,

TENOG, Y) TNG dlaxeipiong Tou kivduvou (risk management). H pebodoAoyia autn
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BaoileTal kal oTnpilel T ANOTEAEONATA TNC OTNV MOIOTIKA NPOCEyyIon agou n
EKTIMNON TwV KIVOUVWV Kal TWV KATAAMNAWV PETPWV NPOOTAciag yiveTa anod To

NpPOoWNIKO TOU opyaviopoU Mou UMNopei va napeXel TEToIoU €idouc NAnpopopnon.

4.12.2 OCTAVE

Mia napopoia pebodoAoyia yia Tnv avaAluon kail dlaxeipion TNG EMIKIVOUVOTNTAC
TWV OUCTNHATWV NANPoPopIknC €ival n OCTAVE (Operationally Critical Threat,
Asset, and Vulnerability Evaluation) [83]. O pébodog auTn npoTeivel Tn XpPAon
opadwV epyaciac oTIC PACEIC nou Xpnolgonoiei. O pACEIC AUTEC €ival: a) TNG
dnuioupyiag npogiA ansIAwv o€ ouvapTnon WE Ta ayabda Tou opyavicpou, B) Tou
EVTOMIOHOU TwV €UNABEIWV Kal, TEAOG, Y) TNG avanTuéng aTpaTnylkng kal oxediwv
npootaciac. H OCTAVE BaoileTal otn ANYn TwvV NANPOPOPINV and €pwTnUaATO-
AOyIa Kal OUVeENWG akoAoubBei TNV MOIOTIKN MPOCEyyIon OTov NpPodIopIgHO Tou

eMnEGOU TNG aoPAAEIAC.

4.12.3 MAGERIT

H MAGERIT [84], [85], [86] €ival pia peBodoloyia n onoia avantuxOnke ano To
Ionavikdé AvwTato ZupBouAio yia Tnv HAekTpovikiy AiakuBEpvnon Kal givalr oup-
Batr pe Ta npdTuna ISO/IEC 27001:2005 [67] kai ISO/IEC 27005:2008 [11]. H
peBodoloyia auTr, NPoTeivel pia osipd and PAcEIC yid: a) Tov NPoadIopIoHO TWV
NEPIOUCIAKWY OTOIXEIWV, B) Tov evTomIoud ansAwv kal eunabelwv, y) Tov Npoo-
OlOpIOKO TWV EMINTWOEWV Kal, TEAOG, O) Tov NPocadIopIoUd Kal PETPIAOHO TWV
KIVOUVWV. QoTd00, n dlapopd TNG KE TIC NPONyoUeveC HeBodoAoyiee ival OTI 0
npoodIOPIOHOC TOU KIVOUVOU YIvETal BACN TOU AVTIKTUMOU MOU €XEl Mdia aneliin
navw o€ &va ayabo kabwc kal Tn PETPNON TNG OUXVOTNTAC EUPAVIONC TETOIWV
aneidwv. H MAGERIT pnopei va xpnoigonoinfei Jovo anod XproTeG HE UWNAN Te-
XVOyvwaoia o€ GUOTAKATA NANPOMOPIKNG, oI onoiol Ba avaAdBouv kai Tnv suduvn

yla Tnv avaiuon Tou KivOUVoU OTa CUCTAMATA TOUu opyaviopoU pEow Tng O1adi-
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Kaoiag ouvevTeUEEWV Kal CUPNANPWONG EPWTNATOAOYIWV and €KNPOCWNOUC TOU

opyaviouou.

4.12.4EBIOS

H EBIOS (Expression des Besoins et Identification des Objectifs de Securite) [87]
Exel avantuxBei ano Tn FaAAikn Tevikn MpappaTeia EBvikAG Apuvag Je okonod Tnv
agioAoynon kai TNV QvTIHETWNION TwV KIVOUVWV OCUCTNHUATWY MANPOPOPIKNC.
MpoTeivel TN xpnon névre eacswv otn diadikacia Tng a&loAdynong: a) Tou Npoo-
dlopiopou Twv aAAnAoeEaptnoswyv Twv ayabwv, B) kai y) Tou npoadiopiopoU Kal
NG a&loAdynong Twv aneidwv Tou Uno €EETACN OUCTAUATOG NANPOPOPIKAG, O)
NG a&loAdynong Tng enikivouvoTNTAG Kal, TEAOG, €) Tou NPoadiopIoHoU Kal enAo-
YNC TWV PETPWV NpooTaciac yia To ouoTnua nAnpogopikne nou e€etalerar. H
EBIOS oTtnpileTal TNV NOIOTIKN NPOCEYYION WOTO0O N EAAEIYN TPONOU unoAoyi-
OpoU yia Tov nNpoadiopiono Tou MinEdou aoPAAElas evOC OUOTNHATOC NANPOpO-

PIKNG anoTeAei BACIKO EIOVEKTNMA YIa TNV UIOBETNON AUTNG TNG HeBodoAoyiag.

4.12.5MEHARI

AANAN pia peBodoAoyia nou UIOBETE TNV NOIOTIKN NPocgyyion oTn diadikacia ava-
Auong kai diaxeipiong Tng enikivouvoTnTag sival n MEHARI [88], n onoia kaAunTel
nANPWE TIC anaiTnoelg Tou npotunou ISO/IEC 27001:2005 [67]. H peBodoAoyia
aneubuveTal oe 000UG eunAgkovTal oTn dlaxeipion TNG acPAAelag evog opyavi-
OpoU (BIaXEIPIOTEC, EAEYKTEC, OuAdA aoPAAEIac) Kabwe kal o XPrOTEC PE OI0IKN-
TIKEG Kal TEXVIKEC appodIoTNTEC. O1 ETAIPIKOI XPrOTEC EUNAEKOVTAl OVO OTIC (Pa-
o€Ig TNG MeBodoloyiag mou £XouV va KAVOUV HE TOV MPOCdIOPICHO Twv ayadwv
Kal Twv eunabeiwv Touc. H MEHARI €ival kaTaAnAn yia enixeipnoeig i / kai op-

yaviopoug peoaiag kal eyaAng kAipakac.
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4.13 Tevik@ cupnepacpaTta ano TIC JIAPOPEC EPEUVEG

Eival epgaveg 0TI 0 TOPEAC TNG NOCOTIKONOINONG TNG AoPAAEIac evog oOUOTNHATOC
NANPOMOPIKNG NPoBANUaTiel 101aITEPA TOUG EPEUVNTEG AVA TOV KOOHUO TA TEAEU-
Taia xpovia. AnodeiEn yia auTo, €ival To NANBOC Twv dNUOCIEUCEWVY Kal Ol Mpo-
ondBelEC NOU €XOUV YiVEl OTOV TOPEQ aAuTOV. ‘'OAOI 01 EPEUVNTEC avd Tov KOOHO
OUM@WVOUV OTI Oev €xel akopa PBpedei, €vac Kova avTIKEIMEVIKOG TPOMOC yid TN
METPNON TOU €MINEDOU TNG AOPAAEIAG OTOV TOUEA TNG NANPOPOPIKAG. Z€ avTiBe-
on, 0 AA\OUC TOHEIC, ONWC O XPNHATOOIKOVOUIKOG [ 0 aoPAAMICOTIKOC, EXEI ONUEI-

wOei 101aiTEPA PeyaAn npoodoc, kai Ndn undapyouv kanoia npoTund.

H Unapén peTpwv nailel Eva onuavTtikod pOAO OTNV KOIVOTNTA TWV EPEUVNTWV KAl
0 kabévag npoonabei va npoTeivel KANoIo PETPO TO OMoio, NPWTOV Ba Napayel To
eMOuPNTO anoTéAeopa kal deuTepov Ba €ival naykoouiwe anodekTo. MapoAa au-
T4, AOyw TNG NoAUNAOKOTNTAG TNG PBlopnxaviag Tng NANPOPOPIKNG, TIG CUVEXEIG
TEXVOAOYIKEC €EENIEEIC, TOU TPOMOU MOU KABNMUEPIVA AEITOUPYOUKE Kal TNG OUVE-
XoUG Mieong yla CUPHOPPWON o€ NPOTUNA anod KUBEPVNOEIG, IVOTITOUTA Kal €Tal-
peiec, Oev €xel UIOBETNOEI pia akpIBAC kal auepOAnnTn PEBODOC yia Tn HETPNON
TOU eninédoU TNG aoPAAelag evog GUOTAHATOG NANPOPOPIKAG, AAd ENEIYOVTWG

avalnreiTal.

O1 d1GPOoPeEC NPOOEYYIOEIC MOU UNAPYOUV, ONWS avapePOnKe, JNopoUVv va KaTn-
yopiornoinBouv avaloya Pe To NePIEXOUEVO Touc. ‘ETol, £€xoupe diapopec pebodo-
Aoyiec kal BEATIOTEG NPAKTIKEC, MOU NEPICOOTEPO EXOUV WG OKOMO, TNV au&énon n /
Kal Tn BeATiwon Tou eMNEOOU AOPAAEIAC TWV CUOTNUATWY NANPOPOPIKNG OFE €-
vav opyaviopo, kabwg kal TNV evowpaTwon ac@aMoTikwv dikAsidwy yia Tn dia-
TNPNON ANOTEAEOUATIKWV EAEYXWV Mou Ba onuartodoTouoav pia mbavry napapia-
on aopdaAeiac, napa Tnv NocoTIKOMOINGON Tou MMNEdOU aoPpAaAsiac Ye Tn napayw-

yn €vog kaBapou apiBunTIkoU PETPOU.

Mia aAAn npocgyyion, €ival n napaywyn epYaiciwv nou cUAAEYouv dedOpEVA, HE
okond Tnv avaiuor] Toug (risk assessment), pe 81IAPOPOUC TPOMOUC kal anod Oia-
(POPETIKEC OPADEC ATOMWV WEOA OTNV €TAIPEia, yia napadsiyua anod Touc EowTte-

pIkouG EnBewpnTEG, Nou anookomnouv oTn BeATiwon Twv dIadIKkaciwVv aVTIHET®-
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nmong KIvOUVwV Kal KaT’ ENEKTaon, KIvOUVWV ano Ta GUoTAUATa nAnpogopiknc. H
MPOCEYYION auTh, EXEl NpoTEivEl IAPOoPa KETPA NOCOTIKONOINONG TNG AoPAAEIAG,
aAAG Kaveva anod auta Oev Exel KOIVA Yivel anodeKTO ano TNV ENIOTNHOVIKN KOIVO-

NTA.

Mia aA\n npoogyyion, €ival dIAPopeC KUBEPVNTIKEC NPOCNABEIEC NOU €ival €0TIA-
OMEVEC OE OUYKEKPIPEVEC MEPIOXEC TNG NAEKTPOVIKNG dlakuBepvnong. H NIST éxel,
iIOWC, TNV MO OAOKANPWHEVN NPOCNABEId GTOV TOUEA TNG AVTIMETWMIONG TWV KIV-
OUVWV TWV OUCTNHATWV NANPOPOPIKAG KAl APKETEC EPEUVEG TNC XPNoldonolou-
vTal and KuBePVNTIKEG unnpeaieg Twv HVwPEVWY MOANITEIWY WG EOWTEPIKOI KAVo-
VIGHOI N WG 0dnyieg yia TNV aopaiela Twv ouoTNUATWY Toug. Avaueoa aTig odn-
Vi€ auTeC undapyouv kai OeikTeC a&loAdynonG TNG anddoonc TV £papHolOPEVWY
d1adikaaciwv, Nou kaTa kanolo TpOMo, Napayouv eva OeikTn NOCOTIKONOINGNG TNG
ao@aleiac. NMapoAa auTtd, n NPOCEyyion auTr), I0wWC kal Adyw TnG duokoAiac &-
(appoyng Tng dev €xel TNV KaBoAIkn anodoxn TOOO anod TV EMICTNHOVIKR 000 Kal
anod TNV EMIXEIPNUATIKA KOIVOTNTA, WC TO WEDO yId TNV MOCOTIKOMoinon TngG a-

oQaAeiac.

AAN\EC npooeyyiosic nepIAayBavouv npoondabeiec anod €Taipeiec TG ayopdc, Oia-
(pOPeC TAEIVOPNOEIC eunabeiwv kal ouoTnuaTta agloAoynonc. ‘OAa Ta napanavw,
anooKomnouv OTn WETPNON TOU €MINEOOU TNG AOPAAEIAC HECW TNC MOCOTIKOMNOIN-
onc Twv sunabeiwv aAAa kal TnG NPOBAswWnc Touc. 'ETol, undpxouv epyaleia yia
TNV €Upeon sunabeiwv os OikTua 1 akOPa kai O£ nnyaio Kwdika NMou Pac nape-
XOUV Hia €KTIUNGN TNG OUVOAIKNG EIKOVAG TNG AOPAAEIAC EVOG GUOTANATOG NAN-
pOPOpIKNAC. O1 dIAPOpPEC Npoondabeiec Tagivounong Twv sunabeiwv aAa kal a&lo-
AOYNONG TOUG anookonouv OTn KETPNON TNG ENiNTWONG Miag eunadeiag oTov op-
YaVIOUO Kal TNV EVEPYONOINON EKEIVOU TOU PNXAvIOPOU and Ta WETPA AVTIMETWNI-
onG Tou ouvoAikoU KIvOUvou piag emixeipnong (Enterprise Risk Management), £Tol

WOTE Va HEIBOoUV ol meaveg {nuiec.

>NUAvTIKEC NPOONABEIG EXOUV YiVEI OTOV TOWEA OnuIoupyiag NPoTUNwWV Kabwg Kal
KavovIioTIKoU, VOUIKOU Kal puBMIOTIKOU MAQICIioU AEITOUPYIac ETAIPEIV KAl opya-
VIOPWV. YNAPXOUV ETAIPEIEG MOU €ival UMOXPEWHEVEG and TO VOUO va £papuo-

OOUV kanolo npdTUNo, NEPA anod TO VOMIKO Kal puBUIoTIKO MAqiolo AsIToupyiag
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TouG. 'ETOl, yia napddelypya, undapxel Yia PEYAAn ykapa epyalEiwv apiepwpeva
oTNV MIoTONoINoN TNG CUMKOPPWONG Miag enixeipnong onwg To nAQiclo apxwv
kata Sarbanes-Oxley, To nAaiolo apxwv kata FISMA kai nAgioio apxwv Katd
HIPPA (Health Insurance Portability and Accountability Act. ‘'OAa Ta npoava@ep-
BevTa, anookonoUv oTnV au&naon kai Tn dIaTPNon €voc uwnAoU emnedou aoPa-
AEIaC 0€ €va opyaviopo aAa dev NApEXOUV EKEIVO TO PETPO TO onoio Ba punopou-

0€ va xpnoigonoinOei yia va anoTunwael To €ninedo acPAaleiac VoG OUCTAPATOC

NANPOPOPIKNC.

TENOC, NPOONABEIEG yia TNV MOCOTIKOMOINGN ToU €MINEDOU TNG ACPAAEIQG £VOC
OUCTNHATOG NANPOPOPIKNG, EXOUV YiVEl PE TN XPNon HeBodoAoyiwv avaluong kal
dlaxeipiong TnG enikivduvoTnTas. O1 HeBODOAOYIEC AQUTEC EMIKEVTPWVOVTAlI OTOV
NpoadIOPIOUO TWV MEPOUCIAKWY OTOIXEIWY, TOV EVTOMIOUO aAneIlNwv Kal euna-
Beiv, TOV NPOOodIOPICUO TWV ENINTWOEWV KAl, TEAOC, TOV NPOodIOpIOUO Kal Je-
TPIaoKO Twv KIVOUVWY. Ol NEPIOTOTEPEG OTNPICOUV TA ANOTEAECHATA TOUG OTN
Afwn NANPoeOpILV PE TN XPRON MOIOTIKWV HEBOdWY, oUVABWC WE TN CUMNANRPW-
on €pwTnUaToAoyiwv ano Ta eunAekopeva otn diadikaagia Wepn, YEYOVOG NMou U-
NodEIKVUEI TO PEYAAO BABUO UMOKEIPEVIKOTNTAC TOUC. EmnA£ov, pEPIKEC anod au-
TEC Oev NpoTEivouv kaBOAou Karnolo TPOMno unoAoyiopoU Tou eninédou TnG aopa-
Agiac. MapoAa autd, ol YeBodOAOYIEC AUTEC XpnOIJONOoIoUVTal yid TNV MoTonoin-
on o€ KAnolo NPOTUno, agou UAonoloUv oxedOV OAEC TIC NPoUNOBETEIC NoU Ta

YVWOTA NpOTUNA aopaAeiac BETouv.

H napouoa €peuva, npoteivel pia vea pebBodoloyia, nou eivalr Baciopevn oTnv
MEAETN Twv eunaBeiwv (vulnerability-driven) nou éva olUoTnua MANPOQPOPIKNG
pnopei va €xel. Ta aToixeia yia Tn MEAETN aAuTr, NPogpxovTal ano 6Uo NoAU yvw-
OTEC BAoeIC OeOOUEVWV MOU MEPIEXOUV OTOIXEId €unabeiwv, Kai, NePIypapovTal
avaAuTika oTIC napaypagouc § 5.6 kai § 5.7.1 avrioToixa. O ouvduaopog TNG
MOCOTIKNG NPOCEYYIONG OTN MEAETN TWV €UNaBEIwV, PE TN XPNon KN aueiopnTou-
MEVWV OTOIXEIWV YIa TIC EUNABEIEC TwV NPOIOVTWV AOYIOHIKOU, BonBouv Tnv npo-
TelvOpevn peBodoloyia kal meTuxaivel upnAd Babuod avTiKEIMEVIKOTNTAC. MpEnel
va onUEIwBEl OTI OTNV NPOTEIVOUEVN YeBodoAoyia yiveTal n HEAETN Tou enminédou

TNG aoPAAEIAc Nou £xel €va oUOTNHA NANPOPOPIKNG, XWPIC va AngBouv unown Ta
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dl1agopa PETPA NPOOTACIAC NOU KNOPEi va £xel AABel n enixeipnon onwc: vulnera-

bility scanners, firewall, npoiovTa AoyiguikoU yia TNV npoaTtaacia ano 100G KTA.

Mpog TNV KaTeuBbuvon auTh, yia TNV NOCOTIKOMOINON TNG aoPAaAsiag evog npoio-
VTOC, Miag unnpeoiac fj eVvog ouoTnHATOC NANPOPOPIKAC, MPOTEIVOULE TN XPRon
OTOXAOoTIKWV HeBOdwV. Or pEBOdOI QUTEC PMOPOUV va HEAETHOOUV TO €ninedo
ao@aAelag evog GUOTAKATOC NANPOPOPIKNG oTnNV €EENIEN Tou o BABoG xpovou,
a@ou PnopoUV vVa EVOWHATWOOUV TOV NApAyovTd Tou «Xpovou». O TENIKOC OKO-
nog €ival va napaxBei éva apepOANNTO kal kabapo apiBuNTIKO anoTeEAEoKa, To

onoio Ba unodnAwvel To {NTOUKEVO £NiNedO aCPAAEIAC.
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KED®AAAIO 5: Ilapovoiaomn pedodoro-
viag moooTtikomoinong e ac@dAelag

5. Eloaywyn

Ma va JnopecoupEe va JIaTNPHOOUHPE TOV «YEWATO and MANPOMOPIKN» TPOMo
{wNnc pag, ogeiloupe va diapula&oupe kal va €Eacpalicoupe Tn 01aBeoIpoTNTA
TWV CUOTNUATWV NANPOPOPIKAG NOU XpnaoidonoloUhs. O oAogva Kal HeEyaAUTEPOG
apIBUOG ENIXEIPNOEWY, NOU KUPIOAEKTIKA aTnpilovTal oTnv adidAeinTn AsiToupyia
(24x7) kai dIaBeCINOTNTA TWV CUOTNHATWY NANPOPOPIKAG nou dlabeTouy, We
okono va €Eao(palicouv TNV akepaidTNTa aAAG Kal TNV EMIXEIPNOIAKN OUVEXEIG
TOUG, UnodelkvUel ToV NOAU uwnAo kivouvo nou avaiapBavoupe, Aoyw Tng au&a-

VOUEVNC €EAPTNONC KAC anod Ta CUCTANATA NANPOPOPIKNC.

H diatipnon TN uwnAng d1IaBeocigOTNTAC TWV CUCTNHATWY NANPOPOPIKNAG OUWG,
anaitei duoBacTaxTa uWnAEG enevOUCEIG Kal AUEAVEI TO KOOTOG AEITOUPYIag HIag
gnixeipnonc. AuTtod Pe Tn ogIpa Tou dnMIoUpYEi £va aAho npOBANuA, apou n €noxn
nou CoUpE, anartei anod TIG EMIXEIPNOEIG OPACTIKEG HEIWOEIG KOOTOUG, av BEAouV
va €ival avtaywvioTIKEG Kal va €XOUV IKavonoinTiko apiBud neAatwv. O1 dIOIKNOEIG
TV ENIXEIPACEWV NPOCTNABOUV Va PEIWOOUV Ta AEITOUPYIKA KOGTN MOU £XOUV Kal
TQuToOXpOVa, va OIaTNPNOooUV &va uwnAo Babud anodoonc, oTnV AvTILETWMION
TV NPOBANUATWY TWV GUOTNHATWV NANPOPOPIKNAG OXETIKA HE TNV ACPAAEId TWV
nAnpo@opiwv. H g&lcopponnon autwv Twv OUo €k dIGUETPOU avTiOETWV duvape-
wv, €ival pia ooBapn kar noAunAokn diadikacia kal w¢ Eva Babuo kpivel TNV eni-

TUYXia TNG eMIXEipnonc oTo kKAAdo rnou dpacTnpPIONOIEITal.

YwnA&c enevOUOEIC OTOV TOPEA TNG aopalsiac 6a onuaivouv yia Tnv €nixeipnon
MEYAAO KOOTOG Kal HEIWPEVN KepDopopia. And Tnv AAAn nAsupd, XaunAECG enev-
OUOEIC OTOV TOUEA TNG ACPAAEIQC PMOPEI VA PEIWOOUV TO KOOTOC TNC ENIXEIPNONG
aA\@ Pe TNV TaAuTOXpOVN avaAnyn uwnAwv KivOUvwv nou 6a pnopouoav, £av
ouppoUv, va KaTaoTPEWOUV OXI HOVO TNV PAKN TNS EniXeipnong alAa kai Tn Biw-
oIpoTNTa TNG enixeipnong. O €Talpeieg npoaeyyilouv auTtod To €uaiobNTO ONuEio

ETAIPIKNG DIAKUBEPVNONG, HE TNV NPOCANYN €I0IKWV O BEPaTa ac@aleiac, yia va
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TOuG kaBodnynoouv Pe Tov kKaAUTEPo duvaTod Tpono. Ma To Adyo auTo, sival napa
noAU onuavTiko yia Wia €nixeipnon va ival oe BEon e AVTIKEIMEVIKO, aagn Kal
aueEPOANNTO TPOMO Ot OMOoIAdNMOTE XPOVIKN OTIYMN va yvwpilel ndco aopain

gival Ta Kpioia ouoTAPATA NANPOPOPIKAG NoU JIABETEI.

5.1 MapayovTec KivoUuvou

'Onwg avapepOnKe, o1 ENIXEIPNOEIG €ival avayKaoPEVEC va avaAaBouv Kanoloug
KIVOUVOUC avagopika PE Ta GUOTAKATA NANPOPOpPIKNG nou diaBeTouv. ‘000 Peya-
AUTEpPECG €ival ol enevOUGEIG TNG EMNIXEIPNONG O€ METPA AOPAAEIQG, TOGO MIO HIKPOI
yivovTail ol kivduvol aA\a kai AilyoTepa anodoTiKa Ta CUOTAKATA NANPOPOPIKNAC,
yiaTi Ta WETpa aogdleiag oiyoupa Ba €xouv kamoia €nidpacn oTnv anokpion
TOUG. & avTiBeon, 600 HIKPOTEPEG €ival ol enevOUOEIC O YETPA AOPAAEIAC, TOOO
MEyaAUTepol €ival ol Kivduvol nou dExeTal va avaAaBel n enixeipnon kai kaTa ou-

VENMEIA 1 anokpion TwV CUCTNHATWV NANPOPOpPIKAC nou S1adeTel Ba sival kKaAUTe-
pN.

Yndpxouv OJwG KAMOIEC MEPINTWOEIG, NMOU TO KOOTOC MIAg enixeipnong yia va oi-
opBwoel Eva kevo acpaleiag pnopei va eival ducavaloyo e Tnv niBavoTnTa au-
TOC 0 KivOUVOC npayuaTika va cuppei. 'Eva napadeiypya autou, 6a nTav pia ni-
X€ipnon va nAnpwoel unEpoyka nood yia TNV npooTacia Tng and nNANUUPES evw
Ta ypageia TnNG Kal 0 Xwpoc PE Ta CUOTNKATA NANPOMOPIKNG, BpiokovTal oTov
40° dpoo evOG oupavoEuoTn. Evw To napddelyua €ival npayuaTika akpaio, dev
navsl va aneikovilel pia npayuartikoTnTa, OTI OAEC 01 EMIXEIPROEIC Ba anopaaci-
oouv, yia dIkoUG TOUC, KUPIWG OIKOVOUIKOUG AOYOUG, va HUnv napouv PETPA npo-

0Taoiag yia kanoioug anod Toug KivOUVoUG nou dIaTpEXOUV.

H napoloa €peuva, ENIKEVTPWVETAI ANOKAEIOTIKA, OTNV TEXVIKA NAEUPA TOU M-
nEdOU aoPAAEIaC TWV CUCTNUATWY NANPOPOPIKNG MIAg enixeipnong. H auvoAikn
avaiuon Twv KIvOUVWV €VOG oUGTAATOG NANPOPOPIKNG NEpIAauBavel Tpeic Baai-

KEG 0IA0TACEIC:

e TNG EMIXEIPNOIAKNG AgIToupyiac.
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e TnG QUOIKNG aoPaAeiag.

e TNG TEXVIKNG AOPAAEIac.z

KaBe pia and auTég TIC O1a0TACEIG NEPIEXEI GUYKEKPIMEVOUG NapayovTeg KivOUvou
Mou PMopouV VA €NNPEACOUV TN GUVOAIKN) aO(pAAEId EVOC CUOTAKATOC NANPOPO-
PIKNG. To HOVTEAO EKTIMNGNG Tou KIVOUVoU (risk assessment) nou npoTeivel auTnh
N €peuva, PMopei va Xpnoigonoindei yia TNV avTIKEIMEVIK, AUEPOANNTN Kal akpl-
Bl HETPNON TWV TEXVIKWV MAPAYOVTWV Mou ennpedalouv To eninedo ao@aAeiac
gVOC OUOTNHATOG NANPOPOPIKNC, ONAadn TnG TpiTnG dIA0TACNC AMNO AUTEC MOU

avapepdnkav.

5.1.1 OpIopOGg TEXVIKOU Napayovta Kivouvou

Baoikr) napadoxn TnG €peuvag auTng, €ival n UIoBETNON TOU OPOU «TEXVIKOG Na-
payovTag kivouvou (technical risk factor)», o onoiog 6Nw¢ ava@epOnke kal oTo
[89], opileTal WG «KABe OIAKPITO OTOIXEIO MOU ArIOTEAEI TO OUOTNLA NMANPOPOPI-
KIi¢, TOU orioiou YIVETaI 1) EKTIUNON TwWV KIVOUVWVY (risk assessment)». Me auto
Tov TPOMNo, kABe €va OTOIXEIO MOU oUMNEPIAAUBAVETAl O€ €va oUCGTNHA NANPOPO-
PIKNAG, M.X. TO AEITOUPYIKO TOu cUOTNUA, Hia epapuoyn, N £va NAKETO TOU EUMO-
piou nou BpiokovTal EyKATEOTNKEVA O AUTO, ANOTEAOUV Kal €va JIAKPITO TEXVIKO
napayovTta kivduvou (technical risk factor), nou duvnTika PNopei va ennpedoel To

eninedo aopaieiag Tou.

5.1.2 TA€oveKTAKATA ano ToV OPIOHO TEXVIKOU NapayovTa Kivouvou

H ui0BETnon auTou Tou opIoHoU, NApEXEl OTnV MNpoTelvopevn WeBodoloyia, Ta

akoAouba oPEAN:
e O TepAoTIog OykoC Twv gunabeiwv (vulnerabilities) Twv cuoTnUATWV NAN-
POQOPIKAC NMOU UNAPXOUV KATNYOPIONOIEITAl PUE Eva EUKOAO TPOMo, Nou Bo-

n6a otnv e€oikovounon Xpovou katd Tn didpkeia TNG avaiuonc. O kAadog
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TV TA§IVOPNOEWV TWV €unabelwy, €iTe kKaTa TUno (type), €iTe kaTa onou-
daioTnTa (severity), €ival akopa o oulTNoN KETAEU TNC KOIVOTNTAG TWV
EPEUVNTWV ONWG ava@epeTal kai aTo [90]. AuTd eniBeBaiwveTal kai and 1o
YEYOVOC OTI akOpa kai n nio d1adedopévn kal anodekTn Tagivounaon euna-
Bsiwv nou avapepBnke oTnv napaypago § 4.9.1, €xel npoBAnuarTa kai dev
pnopei va BswpnBei oapnc. O napayovrac autoc €naiEe kabopioTIKO POAO
oTNV £PEUVa auTn, Kabwg enixeipnONKe n ano®uyn TNG avaAuonc Twv na-
PAYOVTWV KIVOUVOU TwV CUCTNHATWY NANPOQOPIKNG, NMOU €ival Baciopevn
oTnv Tagvounon Twv gunabsiwy, Kai, £yIve npoondabela dnuIoupyiac evog
MO YEVIKEUUEVOU POVTEAOU EKTIMNONG KIVOUVWY, TO 0rnoio Ba npoonepvou-
o€ Ta npoBAnuara autda.

e H 1gpapxnon Twv napayovtwv Kivouvou anod Tn dloiknaon HIag nixeipnonge,
€0TIAGJETAl OTA OUYKEKPIPEVA OTOIXEIA TOU OUCTAPATOC NMANPOPOPIKAC KAl
OXI OE OUYKEKPIUEVEC EUNABEIEC.

e H ouoxETION TOU KIVOUVOU HE OUYKEKPIUEVO OTOIXEIO TOU GUCTAKATOC NAN-
POPOPIKAC TauToxpova AapBavel undyn TnG kalr Tov napayovra Tou Xpo-
vou. Mg a@uTov Tov TPOMO, N €KTIUNON Tou Kivouvou and &vav unaiAnAo
MMOpPEl va yivel Je peEyaAUTEPN akpiBela, va €ival avTIKEIYEVIKN, auepOAn-
nTn kai, onw¢ 6a €Enynooupe napakdTw, va €ival otabpiopevn (risk-

weighted).

5.2 Avaykn Xpnong oToxXaoTIKWV HEBOdwV

>T0 oUYXPOVO KOOHO TWwV EMIXEIPACEWV, 0 0poC «KivOuvoc» (risk), €ival iowg o

NepICOOTEPO XPNOIUOMNOIOUPEVOC OpOC avaueoa oTa diagopa enineda d10iknong
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piac enixeipnonc. Mailel EaipeTik@ onuUavTikd pOAO OTO OXNMATIOUO TWV Anogpa-
OE£WV Kal Tou oTpaTnylkou nNAavou Tng enixeipnong. Ma va uioBetnBolv oTpaTn-
VIKG PETPaA N avTipeTpa (counter measures) yia Tn HEIWON Twv KIVOUVWVY, NPENE
npwTa n enixeipnon va yvwpilel N6oog €ival o evanopevwy kivouvog (residual

risk), 6nAadr To Babud Tou KIvOUVoU nou avaAapBavel.

O napayovTag Tou Xpovou nailel kabBopioTikd poAo oTn d1adikacia auTn Kal JEXPI
Twpa Oev €Xel Xpnoldonoindei o NPOTEIVOUEVEG HEBODOAOYIEC NMOCOTIKOMOINONG
NG aopaleiac. MNa 1o AOyo auTo, N napouca £Psuva NPOTEIVEl TN XpNOIKonoinon
TWV OTOXAOTIKWV PEBODWVY, O OMOIEC PNopouv va dlaxeipioTouV ToV napdyovrda
«xpOvo» Wad pe aAAa Tuxaia Qaivopeva pE YVWOTEG KATAVOMEG. H nmpooeyyion
auTn), Ogv gival TOoo BewpnTIKR 000 (aiveTal. ANOTEAEI Pia NPAKTIKA NPOCEyYIoN
MouU XPNOIKOMOIEI KUPIOAEKTIKA OAEG TIG YVWOTEG EUNABEIEG TWV YVWOTWV OIKWV
KATAOKEUNC AOYIOMIKOU Kal TWV MNpoiovTwv Toug, onwc n Microsoft, n Oracle k.a.
H npoteivopevn peBodoAoyia €xel wg okonod va dnuioupynoel éva a&ionioTo, a-
PIBUNTIKO, APEPOANNTO Kal AVTIKEIMEVIKO anoTEAEoa nou Ba anoTeAei TNV nooo-
TIkonoinon Tou emnedou TNG acPalelag (N Tou KIvOUVOU) VO CUCTAKATOG MAN-
POPOPIKAC, XPNOILOMNOIMVTAC HABNUATIKA JOVTEAG and Tov KAGJO TwV OIKOVOUI-

KQV.

5.2.1 TA€OVEKTAKATA TNG XPAONC OTOXAOTIKWV HEBOOWV

Tooo n eppavion piac sundbeiac 600 Kal n avTioToixn €KMETAAAEUOT) TNG €ival
€va QalvoOPeVOo TO 0roio, av kal akoAouBei kanola npoTuna, eEakoAoubei va ano-
TeAel €va Tuxaio yeyovog wg NPog Tn KETPNON Tou OEiKTN aoPAAelag. AuTo HE TN
O€Ipa ToU, dNMIOUPYEI TNV avaykn Xpnoigonoinong oTov Tpono unoAoyiopoU Twv
oToxaoTikwv 01adikaciwv. XTo NAQICIO auTo, yia va €UnAakei n Tuxaildtnta (ran-
domness), XxpnoIKonNoIoUKE OTOXAOTIKN avTi yia katd Riemann ohokAnpwon. 'ETol
Aoinov, dnuioupyoUpE Wia kivnon Brown, npocopolwvovTag éva Tuxaio nepinato
(random walk), oTO XpovIkO dIdoTNUa OTO OMnoio BEAOUME va WETPOOUME TNV
ao@AAeia evOC oUCTAPATOC NANPOPOPIKNC, KAl XPNOIKMONoIWVTAc auTn TNV Kivnon

unoloyidoupe To katd It oToxaoTikd ohokAnpwua. H Tuxaidtnta nou To Xapa-
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KTNPilel, 0€ GUVOUAONO UE TNV AVTIKEIHEVIKOTNTA TWV HETPNOEWV TNG MPOTEIVO-

Mevng peBodoloyiag, dnuioupyei Eva 181aiTepa XPAGCILO HETPO.

H xpnon Twv oToXaoTikwv HEBOdWV €KTOC Tou OTI, CUNPWVA PE TNV napouad

£peEuUva, €ival avaykaia, gac napexel kai Pia osipd anod NAEOVEKTNUATA TA oroia

napouoialovTtal NapakaTw:

H ekTipnon Tou kIvdUvou i N NOOOTIKOMNOINGN TNG AoPAAEIAc yia €va ouoTnua
NANPOPOPIKNG NapoucialeTal e Eva €UKOAA KATavonTo apiBunTIKO AnoTEAE-
opa, kai Oxl HEOW EMIOTNHOVIKWV £pyaciov r)/kal B€oswv nou, 6a pnopouoav
va ekTIuNBoUV Kal va katavonBoUv anod Ta PEAN TNG EMIXEIPNONG NOU AVAKOUV
oTn AieuBuvan NMANPOPOPIKAG Kal Oxl anod avwTepa oTeAEXN TNG dloiknong, Ta
onoia yvwpilouv €AaxIoTa, OTnV KAAUTEPN TWV MEPINTWOEWY, N NBavoTepa
kaBoAou ano Texvika BEuara.

Ta avwTepa oTeAEXN TNG dloiknong, Ta onoia €xouv Tnv €uBUvN TOOO TOU Ka-
BopiopoU, 600 Kal TNG EPAPHOYNC TNG ENIXEIPNOIAKNG OTPATNYIKNG, 6a £xouv
oTn dIABear TOUG XEIPONIAOTESG KAl CUYKEKPIUEVEG ETPNOEIC, Mou Ba anodel-
KvUOUV Tnv €kBeon OTo KiVOUVO TWV CUCTNHATWV nAnpo®opiknc. 'ETol, n
oTAoN TNG ENIXEIPNONG anévavT GTov KivOuvo Pnopei va kabopioTei Je Peya-
AUTEPN akpiBela, anopelyovTac NePINTWOEIC DIAKONAG TNG ENIXEIPNCIAKNC OU-
VEXEIQC, nou Ba €ixav coBapec ENINTWOEIC TOOO OTNV EMIXEIPNON Kal T GrAun
TNG, 600 KAl OTOUG PETOXOUC TNG.

EminAgov, n xprion oToxaoTikwv PHeEBOdwV auavel TIC mBavoTnTECG va NEIOTEI N
dloiknon TNG €niXeipnong, yia TNV avaykaioTnTa piac enevouonc o€ eEEIBIKEU-
MEVa ouoTnuaTa napakoAouBbnong (monitoring) kai diaxeipiong Twv KIVOUVWV
OXETIKA ME TA OUCTAKATA NANPOPOPIKAG Nou dIabETel. AuTO yiveTal, anAd Kai

HOVO €neIdn Ta anoTeEAEOUATA TWV OTOXAOTIKWV PeBOdwV €ival Evac apiOpuog
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nou pnopei va katavonBei and OAa Ta enineda d10iknoNG aveEapTATWG TWV
TEXVIKWV YVWOEWV Mou OIaBETOUV.

e H xprion noioTikwv peBOdwv avaluonc, o€ avTiBeon PeE Tn XPrion MOCOTIKWV
HEBODWV ONWC n OTOXAOTIKN avaAuar, odnyei NepiIooOTEPO OTNV €UpPeCN nNi-
Bavwv eupnuaTwV Pe NOAU XaunAd OeikTn AVTIKEIYEVIKOTNTAG, TA OMnoia Wno-
poUV KUpIwG va Xpnaiponoinfouv yia va neioTouv Ta oTeAeExn TnG Aleubuvong
MAnpo@opiknc napd n dioiknon TNS enixeipnonc. EmnAgov, n dioiknon dev Ba
MnopoUoe va katavonoel NANPWG TETOIOU €idOUG gupnpaTa, yeyovog nou Ba
odnyouoe 0c kaBUOTEPNOEIC TWV EYKPICEWV YIa TA anapaitnTa kovouAia nou
xpeialovTal, TO00 yia TNV uAoroinaon, 600 Kal yia TNV €(papuoyn Touc. AuTo,
Ba odnyouos e TN OEIPA TOU, OTNV EMIKRKUVON TOU XPOVOU MOU N €NIXEipnon
Ba NTav exTebeIpEVn o€ KivOuvo, neldn dev €ixe xpnaoiuonoinbei n owaTn eni-
XelpnuUaToAoyia, ouvnOwc 101aITEPA EUNAOUTIOUEVN HE TEXVIKOUC OPOUC, KATA
TN OIGpKEIQ NApPoUCiaong TWV EUpnNUATwy oTn dioiknon.

e H xprion Twv oToxaoTikwv PeBOdwv Bonba Tn dloiknan MIag eniXeipnong oTn
KaAUTEPN KaTavonon Twv €ENC NAPAUETPWV:

v" Tnc a&iac Twv ouoTNUATWV NANPOPOPIKAG NMou dIaBETEL.

v" Tou evToniopou diapopwv KIVOUVWV aopalsiac os OAa Ta enineda
0loiknong JEoa oTnV ENIXEipnaon.

v' Tng METPNONC TNG €UAIOONTIAC NMOU £XOUV TA CUCTAMATA NANPOPO-
PIKNG O£ OUVOUAOHNO HE TOV OUVONIKO EMIXEIPNHATIKO KivOUVO TNG
enixeipnong.

e 01 unapyouoec PEBodOI eXTIUNONG KIVOUVWY OEV NApAyouV IKAvonoinTIKa ano-

TEAEOPATA ava@opika Pe To €10IKO BAPOC, CUUPWVA PE TO onoio kabe napa-
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yovTag KivOUVOU GUMMETEXEI OTO GUVOAIKO KivOUVO TNnG enixeipnonc. Me Tn
XPron TV OTOXAOoTIKwV MEBOGOwV €ival duvaTn n xapToypapnon Twv Kivou-
VWV €VOC OUCTNHATOC NANPOMOPIKNC avaloya Pe To €101kO Bapoc nou diabe-
Tel. MNa napadeiypa pia e@appoyn nou dev BewpeiTal KpioIun Kal onaviwg
Xpnolponoleital, dev UNOpPEi va OUPUETEXEI OTO GUVOAIKO KivOuvo HE Tnv idla

BapuTtnTa ONWC HiIa AAAn Epapuoyn nou XpnoidonolsiTal kabnuepiva.

5.3 MeTpnon TnG ac@aAeiag evog GUOTNHATOG NANPOPOPIKNAG HE TN Xpnon

OTOXAOTIKWV J1adIKaoiwV

Eival yevika anodekTd nwg dev UNopoUE va Bpiokoule Wia kaivoUpyia eunadeia
o€ €va AeIToupyiko oUoTnUa Kabe pepa. Eniong, kGBe eundBeia dev Pnopei va Exel
Tnv idla onoudaidTnTa f/kal enidpacn oTa cuoTAKATA NANPOPOPIKAG, Kal n dIop-
Bwon TNS eundadelag auTnC, YNOPEI va XPEIAoTEI NEPIOOOTEPO XpOvo anod OTI ava-
MEVOUWE. Zuvenwg, dev KMNopoUpe akpIBwe va NpoBAEWOUHE NOTE Ba EXOUME Ka-
noio NpOBANKa aTnNV acPAaA€lad Twv NANPOPOPIAKWY HAC UNodOoPWV Kal yia auTo,
Ba €npene va BewpoUpe TNV acPAAEIa NEPIOCOTEPO WG SUVAMIKA Kal AIYOTEPO WG

oTaTikn.

dUOIKA TIC NEPIOOOTEPEC POPEC EipaocTe o€ BEon va kabopiooupe Toug napdayo-
VTEG MOU ennpealouv TNV acPAaAela VO OUCTAKATOC NANPOPOPIKNAG, Miag unnpe-
oiag ) akopa evog opyaviopou. MapoAa autda opwe, pelaleTal va €igyaoTe o€ Oe-
on va napakoAouBnooupE, Kal MOAU NMEPICOOTEPO VA MOCOTIKOMOINOOUKE, QUTOUC

TOUG NApAyoVTEC OE OXEDN WE TO XpOVO.

Mia npoondbsia yia Tn WETPNON TNC AOPAAEIAC HIAC UMNPECIAc €xel Yivel OTO
[91], aAAG auTtn n npoonaBeia dev AapBave unown TnG, Tov Nnapayovra Tou Xpo-
vou. AKkpIBWC yia To AOyo auTd, XPNOILOMOINCAPE OTOXAOTIKEG OIAdIKACIEG MOU
hnopoUv va diaxeipioTouv ToV napdyovTa Tou XpOvou Kal MPOTEIVOUUE TO napa-
KATw pabnuaTikd PoVTEAO yia TNV napakoAoudnon Kai MoooTIKOMOINan Tou M-

nedou TNG aoPAAEIac Hiag unnpeaciac i EvOC CUOTAKATOC NANPOPOPIKAG:
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.k
Security Status(t) = f Hfi(x) dx (2)
0 =1

Eival n oToxaoTikr ouvapTnaon nou neplypagpel Tov TEXVIKO napayo-

VTa KIvOUVOU i.
Eival o apIBuoC Twv TEXVIKWV NApayovTwy Kivouvou.

Eival o xpovoc péoa oTov onoio BAoupe va yvwpiloupe ndco a-

oQal&G gival Eva oUoTnUa NANPOPOPIKNAG.

5.3.1 Ene€nynon pabnuatikoU PovTEAOU

Id1aiTepn €upaon o€ autod To onueio npénel va doBei oTov TPOMNO UMOAOYICHOU
TOU €nINEdOU aoPaAeiag, CUPPWVA KE TO NPOTEIVOPEVO HABNUATIKO PovTeNo. ‘E-
TOl Aoinov, BAENOUKE OTI TO €NiNedo ACPAAEIAC EVOG CUGTNATOC NANPOPOPIKAG,
unoAoyileTal and To YIVOUEVO TOU €MNEDOU TNG aoPAAEIac TwWV ENIPEPOUC OTOI-
XEiwV Nou To anoteAolv. AUTO eival 181aiTEpa onNPAvTikO, YIATi TO MPOTEIVOUEVO
MaBNuaTikO YovTeAO, AaPBavel unoywn Tou Kal UAOMOIEI HIa GUYKEKPIPEVN aAnOEl-
a, OTI €av €va ano Ta OTOIXEId TOU CUOTAKATOC NANPOPOPIKAG ANoTEAEDEl OTOXO
HIaG ENMITUXNMEVNC €niBeonc, TOTE OAO TO oUCTNHA NANPOPOPIKAG Ba BewpnBei OTI
€xel unooTei napaBiacn ao@aleiac. Mo anAg, oTav éva and Ta OTOIXEId TOU Ou-
OTAUATOC NANPOPOPIKAC UNOCTEI ENITUXNUEVN €NiBEON, TOTE TO €ninedo aopalei-
ac Tou Ba gival Pndev. ZUveENwE, TO YIVOUEVO TOU €MINEDOU AOPAAEIQG TWV OTOI-
XEIWV TOU oUOTANATOG NANPOPOPIKNG Ba yivel eniong pndev. AvTIBETWC, OTav Ta
EMIPEPOUG OTOIXEIQ TOU GUOTAKATOC NANPOPOPIKNG TEIVOUV OTNV Jovada, TOTE Kal
TO OUVOAIKO €MiNedo TOU CUOTAKATOC NANPOPOPIKAC Oa Teivel oTnv povada, on-

Aadn Ba BswpeiTal aoPae.

Sehida 155 anod 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

5.4 MapayovTeg cuaTNUATWV NANPOPOPIKAG

MoA\oi 6a unoaTtnpifav OTI Ol KUPIOTEPOI NAPAYOVTEC YId €va OUCTNHA NANPOPO-

PIKNG €ivai:
v H a&omiaria (reliability).
v H aopaleia (safety).
v H ouvtnpnoipotnTa (maintainability).
v H diaBeaipotnTa (availability).
v H akepaidtnTa (integrity).

v H epmioteuTikoTnTa (confidentiality).

'OHwG, €AV EXOUME va KAVOUHE HE €va oUoTnUa nNANPoQoOpIKNG 1 Mia unnpeaia,
HNopoUPE EUKOAA vVa HPETPROOUKE TIC Napapiaceic ao@aleiac (security breaches)
OMou Kal €av auTeG oPeilovTal, ONWG: a) g€ unapyouoeg d1adikacieg, B) o€ TexVI-
K@ npoPAnuaTa, y) o€ NpoBANUATA OTO EYKATEOTNHEVO AOYIGHIKO, Kal 8) NpoEp-
yovTal ano avepwnivo Aaboc. Ma 1o Adyo auTod, npénel va avaAUooupE TO OU-

OTNUA NANPOQOPIKNG OTA EMIMEPOUC PEPN MOU TO AMOTEAOUV.

5.5 Ene€fiynon Tn¢ npoTeivopevng pebodoloyiac

Ma va yivel NEpIcOOTEPO KATAVONTH N NPOCEyYIon auTr, ac doUpe &va napadely-
Ma unoAoyiopoU Tou eninedou ac@aAeiag piag diadikTuakng unnpeaiag (web ser-
vice). 'EoTw, Aoinov, OTI €XOUME wC Napadsiyua pia dladiKTuakr unnpecia nou
AeIToupyei o€ £va kaBopiopévo nAaiolo d1adikaciwv, UAOMOINKEVN OE Wia yVwoTh
yAWOOa npoypappaTioPou, n onoia €ival EyKaTeoTnUEVN O€ €va yVwoTO eEunnpe-
™TA. O €EUNNPETNTNC AUTOC EXEI EYKATECTNHEVO £va YVWOTO AEITOUPYIKO oUOTN-
Ma kal To UAIKO Tou gival eniong kabopiopevo. EmnAéov, o eEunnpeTnTNC GUVTN-
peiTal anod pia PIKPr Kai yvwoTr opada dIaxeipioTwy Kal £xouv npdofaocn o€ au-

TOV KaBOPIOPEVOC Kal YVWOTOG apIBHOG XpNoTwV.
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Ma OAeC TIC Nnapanavw NAapapeTpouc TnG dIadIKTUAKAC unnpeaiac Tou napadeiy-
MaTOG Hag, €ipaoTe o BEON va PETPNOOUME TIC EUNABEIEC MOU MAPOUCIACTNKAV
Kabwg Kal Tn ouxvoTnTa Touc. H yvwon Tng ouxvoTnTac €PPAvionc TwV €una-
Belv, Pag eMITPENEI va aviXvEUOOUME HOTIBa enavaAnyng oTo XpoOvo Kal OUVe-
nwc¢ va kabopiooupe TIC oUVAPTAOEIC NUKVOTNTAC niBavoTnTtac (probability densi-
ty functions) 0Awv Twv napanavw NAapapeTpwv. Ano TIG GUVAPTNOEIG NUKVOTNTAG
nou PBpioKouE, €ipaoTe o€ B€on va kaBopiooupe TIC OUVAPTNOEIC f; Kal, GUVE-
nw¢, va HETPNOOUKME TO TPEXOV €Ninedo ac@aleiag TnG O1adIKTUAKNG UMNPETIAC

pac.

Eival pavepd 6T autoc 0 TpONoC PETPNONG, OEV KMOPE va EpAPHUOOTE HOVO OTN
O1adIKTUaKn unnpeoia pag, aAd kal g €va ouoTnua nAnpogopikng. To Hovo
npoBAnua nou @aiverar OTI UNAPXEI, €ival 0 KABOPIOWOC TwV CUVAPTACEWV MU-
KvOTNTAac meavoTnTac TwV ENIPHEPOUC OTOIXEIWV (MAPAPETPWYV) TOU CUOTAHATOC
nNANPOQOPIKNG. Oa nNpenel va TovIoTEi, OTI N NPOTEIVOUEVN HeBodoAoyia AapBavel
unoYn TNG TOUC TEXVIKOUC NapayovTeg KivOUVOU Kal HOVO. ZUVEN®C, NapaBIacelc
ao@aleiag nou gyivav and avlpwnivo AdBog dev anoTeAolv PEPOG AUTNG TNG -

PEUVNTIKAC Npoonadeiac.

5.6 Open Source Vulnerability Database

>T0 01adiKTUO UNAPXEl €vag IKavoc apiBuoc anod avolkToU kwdika (open source)
Baoeic dedopévamyv, onwe n Open Source Vulnerability Database (OSVDB) [92]. H
OSVDB e€ival pia ave&apTnTn kal avoikToU kwdlka Bacn dedopevwy, n onoia dni-
oupyndnke anod Tnv KOIVOTNTA TWV XPNOTWV, HE OKOMO va TNV €EUNNPETNOEI.
>TOXOG TNG €ival va napéxel akpipn, avaAuTika, €nikaipa kal apepOANnTa Texvika
dedopéva. H Baon dedopEvwy, TNV WPA ouyypa®nc TN napouoac diaTpiBnc, Ka-
AunTel 80.866 gundbeiec, nou agopouv 41.677 npoiovTa, £xel evnuepwOei and

4.735 €peuvnTEC Kal EKTEIVETAI OE Wia XpoviIKn NePiodo PeyaAUTepn TwV 47 ETWV.

>Tn napouoa €peuva, pia anod TIG BACEIC OEBOUEVWV NMOU XpNOIKonoInénke, nTav
n OSVDB, pe okond Tnv €aywyn OTOIXEIWV avapopika HE TIC EUNABEIEC TwV NPo-

iOvTwv nou peAetnOnkav. TETOla OTOIXEIA €ival N ouxvoTNTA TWV €UNABEIWY, N
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onoudaidTNTA TOUG, O apiBUOC Kkal nUepounvia avakoivwonc Toug (disclosure
date). AuTO pag enéTpews, va unoloyiooupe Ta WoTiBa nou sugavidouv, avago-
PIKA PE TNV NPOOPEPOUEVN AOPAAEId EVOC OUYKEKPIUEVOU MPOIOVTOC, oTn diap-
Kela Tou Xpovou. Ol EUNABEIEC AUTEG, EXOUV avayvwpIloTel and TOUG KATAOKEUA-
OTEC AoylopikoU TwV MpoiOVTWV rnou agopouv, kal 0ev enidEXovTal Kapia augl-
oBnATnon. Ta oToixeia Nou PEAETABNKAV, EKTEIVOVTAl OE Wia XPoVIKr NEPiodo He-
yaAUTEPN TWV €iKOOI ETWV. M ToV TPONO auTd EQ0@PANIOTNKE N AVTIKEIYEVIKOTN-

Ta Kal N auEPOANYIA TwV ANOTEAECUATWVY TNG NApoUCaAc EPEUVAC.

5.6.1 Zxnua Tnc Baonc dedopEvwv OSVB

>tnv Eikdva 10 anoTtunwveTtal To oxnua TG Baong 0edopévwv (MIVAKEG, OXETEIG
Kal nedia). 2Tn OUVEXeEIa Ba Yivel pia PiIKpr avapopd OXETIKA PE TA MEPIEXOUEVA

KaBs nivaka.
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object_vendors

object_products

object_versions

+id; inkeger
+narme; skring

+id; inkeger
+narme: skring

+id; inkeger
+narne: skring

ext_reference_types

+id; inkeger
+name: skring

l

ext_references

+id:! integer

+vulnerability_id: integer
+axt_reference_type_id: inteqer
+value: bext

+indirect: integer

+fourofour: integer

vulnerabilities

+id: integer

+osyvdb_id: integer

+title: string

+disclosure_date: timestamp
+discovery _date: timestamp
+osvdb_create_date; timestamp
Hast_modified_date: timestamp
+exploit_publish_date: timestamp

object_correlations

+id; integer

+object_vendor_id; integer
+abject_product_id: integer
+object_version_id; integer

object_affect_types

+id: integer
+narme: skring

/

object_links

+id: integer

+description; kext
+solukion: kext
+:_descripkion; bext
+manual_notes: kext

+solution_date: timestamp

+short_description; text

+vulnerability_id; integer
+abiject_correlation_id; integer
+object_affect_tvpe_id: integer

classifications

kY

T

CVsS_metrics

+icl: integer

J

credits

+access_wector string

+id: integer

classification_items

+classification_tvpe_id; integer
+narme: skring
+longname: skring

==

+id: integer

+id: integet

+vulnerability_id: integer

+author_id: integer

+access_complexity: string
+authentication: string
+confidentialty _impact: string
+irtegrity_impact: string

+vulnerabilicy_id; inkeger

+availabilty _impact: string

+rlassification_id: integer

/]\

+zource; string

R

classification_types

+id: inkeger
+name: skring

authors

+ove_id: string

+id: inkeger
+name: skring
+email: string
+company: string

+eompany_url: string

+generated_on: timestamp
+zcore; flost

+created_st: timestamp
+updated_at: timestamp

+calculsted_cves_base score; flost

Eikdva 10: ZxnpaTikn angikovion Tng Baong dedopévwv OSVDB
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‘Onou:

Medio Nepiypagpn

External Reference

Vulnerabilities

Authors

Ext_References

Ext_references_Types

Classification_Items

Classifications

Classification_Types

Object _Links

Object_Correlations

Object_Affect_Types

Ta external reference, €ival NANpPoQoOpieG OXETIKA WE TIG EU-
NABEIEC, MOU NPOEPXOVTAl €KTOC TNG BAong OedopEVWY, Yia
napadelypa evav unepouvdeopo (link) oTtnv IoTogeAida Tng
KATaoKeuaoTpIag eTalpeiag AoyIopIKOU.

Eival o kupiwg nivakag Tng pdong autng. Ze auTtov anobn-
keUovTal ol kwdikoi (OSVDB ID) kabwg kai ol NEPIYPAPES Kal

Ol NUEPOMNVIEC kKABE gundBeiac.

>€ QuTOV TOV Mivaka anoBnkeuovTal ol EPEUVNTEG MOU KATA-

xwpnoav kanoia eunadeia otnv Baon SeOOUEVV.

AUTOG 0 nivakag oUOXETICEl TIG EEWTEPIKEG AVAPOPEG HE Ka-
nola and TIG eundbeieg Tng Baong dedopevwv (OSVDB ID). H
ox€on auTn ival Tunou 1->N.

O nivakacg auToc NepIEXEl TOUC TUMOUG TWV EEWTEPIKWV ava-

QOopWV ME Wia pIkpR neplypa®n yia Tnv kaAUTepn enegepya-
oia Touc.

O nivakac auTtog oUoXeTICel TIC €UNABEIEC PE TOUC TUMOUG

KATNnyopIlonoinong Twv eunadeinv.

O nivakag auTog NepIEXE! TIG DIAPOPECG KATNYOPIOMNOINTEIG TWV

gUNabsIwv.

O nivakag auTtog opadonolei TIG SIAPOPEG KATNYOPIONOINTEIG

TWV €UNABEInV.

O nivakag autog NePIEXEI NANPOPOPIEC OXETIKA PE Ta OIAPO-
pa npoiovra kai ouvdEsTal Pe Ta osvbd_id. AvagépeTal oTa

npoiovTa nou BpEBnkav ol eundaeelec.

AUTOC 0 nivakag oUCXETICEl TOUG KATAOKEUAOTEG AOYIGHIKOU

ME TIG EKOOOEIG TWV NPOIOVTWV Kal TIG EUNABEIEC TOUC.

AuTOC 0 nivakag anoBnkelsl TIC MIBAVEG TIMEC ennpeacioU
€VOC OUCTAMATOC.
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MNedio Nepiypagpn

Object_Products AuTOG 0 mivakag nepiEXel TNV NARPN NEPIYPAPN Twv MPoiod-

vTwv, n.x. Windows Exchange.

Object_Vendors AuTOC 0 nivakag MePIEXEl T OVOPATA TWV KATAOKEUAOTWV

AOYIOMIKOU, Mn.X. Sun Microsystems.

Object_Versions AuUTOG 0 Mivakag NEPIEXE! TIG NEPIYPAPESG TWV EKOOOEWV TWV
d1apOpwV NpoidvTwy, n.x. XP, 2000 KTA.

AuToc o nivakag BonBa oTnv avayvwpion TwWV €PEUVNTOV.
AvTi va anoBnkelovTal ol NANPOPOPIEC TOU KABE gpeuvnTr),

yiveTal avagopd oTov nivaka Twv epeuvnTav (Authors).

Mivakag 11: Ene§nynon Tou oXnHaTog TnG Baong dedopévmv OSVDB.

5.7 National Vulnerability Database

AAAN pia avoixTi nNpog To koIvo, Bacn dedopEVWY, NMou Xpnaolponoinénke oTn na-
pouoa £PEUVA Kal NEPIEXEl EUNABEIEC CUOTNHATWY NANPOPOpPIKAG ival n National
Vulnerability Database (NVD) [93]. Ztn Baon autn nepiéxovral 50.291 sundbelec,

nou KaAUNTouv éva diaoTnua HeyaAuTepo Twv 20 ETWV.

H Baon NVD, ival éva npoiov Tou TunuaTtog AoPaieiag ZuoTnudatwy MAnpogopi-
kNG TnG NIST [93] kai unoaTtnpileTal anod 1o TuRua EBvikig Aopaieiac KuBepvo-
XWpou, Tou Ynoupyeiou EBvIkNG Apuvng Twv Hvwpevwy MoMiteiwv [94]. To npo-
iov auTo éxel dnuioupynOei yia va unooTnpi&el diIagopec unnpeaieg Twv HvwuE-
vwv MoNiTeiwv kal anoTeAei €va KuBepvNTIKO XWPO anoTUNwonG EKEVWV TwV
npoTUNWV acPaieiac, nou Bacidovral oTIC EUNABEIEC CUCTNHATWY NANPOPOPIKNG,

onwc¢ yia napadsiyua 1o FISMA, § 4.11.1.

H xpnoiponoinon Tng NVD pag €édwaoe Tn duvaToTnTa va PEAETOOUME TN OUXVO-
™NTA TWV €unabeiwv, TNV KATnyopionoinan Toug avaloya pe To CVSS Score nou
€XOUV, TOV apIBUO Kal TNV nuUepounvia avakoivwonc Touc (Publish date). Auto
MAC ENETPEWPE, VA UMNOAOYICOUUE TA WOTIBA nou gu@avifouv, avapopika PE TNV

NPOOPEPOUEV AOPAAEId EVOC OUYKEKPIMEVOU MPOIOVTOC, oTn OIApKeEId TOU XPO-
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vou. O1 eundaBeieC auTEC, £XOUV aAVAYVWPIOTEI And TOUC KATAOKEUAOTEC AOYIOWI-
KoU TwV NpoiovTwv nou agopoulv, kal dev enidExovTal kayia aygiopnTnon. Ta
OTOIXEIQ MOU PEAETNONKAV, EKTEIVOVTAl OE Hia XPOVIKN NEPIodo PEYaAUTEPN TwV
€ikoal ETwV. Mg Tov TPONO auTd €€a0PANIOTNKE N QVTIKEIMEVIKOTNTA KAl N APEPO-

Anwia Twv anoTeEAEOPATWY TNC Napouoac Epeuvac.

5.7.1 XxAua Tng Baong dedopevwv NVD

H NVD napéxel Eva ouvoho ano xml apyeia oTa onoia NepIEXOVTAl Ol NANPOPOPIEG
yla TIC eundBelec nou £xouv BpeBei kal yia kABe €va £ToC UNAPXEI kal eva xml ap-
X€i0. AuCTUXWG OPWG, N €kOOCN TOU OXNHUATOG MNOU MEPIYPAPEl kABe eva xml ap-
x€io dev gival n id1a. MNa va pnopecoupe va PeAeTNooupE Ta dedopEva avagopika
HE TIC EUNABEIEC NOU NEPIEXOVTAl OTA APXEia auTd, w¢ oUVOAO, Kal va Eenepaoou-
ME TO NPOPBANKHA TWV JIAPOPETIKWV EKDOCEWV OXNHATOG Twv xml, dnuioupynonke
£€va npoypauua os y\wooa npoypaupariopou VB.Net, To onoio diaBale Ta dia-
popa apxeia ano Tnv NVD kal kataxwpoUoe Ta oTolxeia nou xpeialdopaoTav, o€

pia Baon dedopevwy SQL Server.

O TeNIKOC nivakac anobrkeuonc Pe Tnv ovouacia «Vulnerabilities», anoTunwveTai
0TO OXNHa TNG BAoncg deBOPEVWY NMOU aKoAOUBEi. XTn ouvexela Ba yivel pia pikpn

avapopa OXETIKA JE TA NEPIEXOUEVA TOU MiVAKAa.

Vulnerabilities
g

Wendor
Sy List
PublishDate
Modified Date
Soore
AocessVector
AoessComplexity
Authentiation
Confideltialitydmpact
Integribyipmad
Availabilitym pact
GeneratedDate

Summary

Eixova 11: Zxnuparikn angikovion Tng Baong dedopévwv NVD
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‘Onou:

MNedio Nepiypagpn

ID

Publish Date

Modified Date

Access Vector

Access Complexity

Authentication

Confidentiality
Impact

Integrity Impact

Availability Impact

Generated Date

Eival o kwdikdg TG eunabeiag oupewva pe Tnv NVD.

Eival o kataokeuaoTng AoyioHIKOU.

Eival pia Aiota and Ta npoidvTa nou ennpedoTnkav and Tn
OUYKEKPIMEVN €UNABEIa.

Eival n nuepopnvia avakoivwong TN eunadeiac.

Eival n nuepopnvia nou £€yive n TeAeUTAia evNPEPWON TNG
EYYPAPC.

Eival n iy nou anod66nke oTtnv €undBeia auTn, Baon TG

CVSS pebodohoyiag, § 4.10.4.

>Tn oTNAAN AuTh avaypdPeTal o TUNOG eNidPaonc nou €ixe n
eunaoeia, yia napadeiypa diktuakn (Network) / Tonikr (Lo-

cal).

H noAunAokoTnTa TnG €unddsiac. O1 TIMEC MOU MNOpEi va
€xel autn n oTNAN gival YynAn, MeTpia kai XapnAn.

AvagepovTal ol NEPINTWOEIC EPPAvIoNG TNG gunabeiag. M-
Bavég TipEG eival Single Instance 1} None.

H eninTwon Tng eundbelag oTov TOUEA TNG EUNIOTEUTIKOTN-
Tag Twv Oedopévwy. O TIMEC MOU WNOpEi va €xel autn n
oTAAN €ival YynAn, Metpia kar XapnAn.

H eninTwon Tnc¢ €undBeiac oTov TOUEA TNG AKEPAIOTNTAG
Twv dedopevwv. O1 TIMEC NOU PNOPE va €XEl AuTh N OTNAN
gival YynAn, MeTtpia kai XapnAn.

H eninTwon Tng eundbeiag oTov Topeéa TnG OIaBECINOTNTAG
Twv 0edopévwy. OI TIHEG NOU MMOPEI va €XEl auTn N OTNAN

eival YynAn, Métpia kal XapnAn.

H nuepopnvia dnpioupyia TnG eyypagng.
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Nepiypagpn

Mia Jikpr) neplypagr) TnG Eunabeiag Kal Twv OUVEMEIRV TNC.

Mivakag 12: Ene§nynon Tou oXnHaTog TnG Baong dedopévwv NVD

5.8 ZTaBuiopevn evrponia

Eival yevikd anodektd, 0TI N aoPAAEId TwV CUCTNHATWY NANPOPOPIKNAG OEV HMO-
pei va OIaxeIpIoTei av Oev PNopei va PETPNOEl ENAPKWC PE AVTIKEIMEVIKOTNTA KAl
apepoAnpia, onwc avagepeTal kal oto [75]. H avTikeiyevikoTnTa Kata tn 61adi-
Kaoia pETpNOoNG Twv KIvOUVWY, YNopeEi va pac OwOoel anavTnoeiC 0 EPWTNOEIC

onwg:
1. Molo pnopoupE va Bewprooupe OTI €ival To TPEXOV €ninedo acPAAElag Tng
ETAIPEIAC 1) TOU OpyavIoHoU;
2. Moid €ival n kataoraon acPAaA€lac VoG CUOTAKATOC MANPOMOPIKNAG TNG
ETAIPEIAC I TOU OpyavioHoU;
3. Moid €ival n Xpovikn OTIYMR KaTa Tnv onoia €éva cUoTNHa NANPOQPOPIKNG

BewpeiTal w¢ NEPICOOTEPO EUAAWTO;

H napoloa €peuva eNIKEVTPWVETAI NEPICOOTEPO GTO VA OWOEI AMNAVTNOEIC OXETIKA
he Tn OeUTEPN €pwTnOoN N onoia 6a dnuioupynasl To KAaTaANAo BewpnTIKO UNO-

Babpo yia va anavrnooupe TNV NpWTN Kai TNV nio Kaipia.

'ExovTag Aoindv unown Tnv WEYIOTN ENITEUEN TNG AVTIKEIMEVIKOTNTAC, XPNOIHOMOI-
noaue Tnv peBodoloyia TNG OTABUIOKEVNC EVTPONIAG wG MECOV YIA TNV EKTIKNON
KIVOUVOU €VOG OUCTHHATOC NANPOPOPIKAG. XTNV Napoucda €peuva anoTUN®VETAI
MIO EKTETAMEVN OTATIOTIKN AVAAUGN «KUPIOAEKTIKA OAWV>», TWV TEXVIKWV Napayo-
VTV KIVOUVOU, Ol 0roiol £Xouv NPoKaAEoel {nNUIA i} KATEOTNOAV KN AEITOUpyIKa

ouUCTNAPATA NANPOPOPIKAG, KATA TN dIAPKEIQ TWV TEAEUTAIWV EIKOTI ETQV.
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O Shannon [95] siorlyaye Tov 0po «evTponia TnG nAnpogopiac», e okono va
METPAOEI TNV aBERAIOTNTA NOU €ival CUCXETIOMEVN HE TUXAIOUG NapayovTeG. AKo-
AouBwvTac Aoinov Tn Bswpia Tou, HETPOAUE TNV EVTPONIA OE OXEDN HE TOV «TU-
xaio napdayovta», 6nAadn TNV «eppavion Twv eunabeiwv» yia ouoTNUa NAnpo-
@opIkNnG. O opiopdg TnG evrponiag H(X) Opwc, €ival apkeTa Yevikog Kal ekppale-

Tal 0€ JIAKEKPIKEVEG OPADEG NIBAVOTATWV p; -

HOO = =) pilog) (3)
i=1

Eival o deiktng Tng KkAipakag Twv emntwoswv (None, Complete,
Partial) nou Bpgbnkav otnv Baon dedopévwv (OSVDB), HE OAEC TIC
€UNadeiec Ta TeheuTaia €ikoal Xpdvia, yia TA NPOIOVTA NMOU HEAETN-

Bnkav.

H mBavotnTa va oupBei pia eunddeia eninTwong i.

5.8.1 YnoAoyiopog Twv niBavoTnTwy p;

H napoUoa £psuva €NIKEVTPWONKE KUPIWE OE KATAOKEUAOTEC AOYIOHIKOU ONWG n
Microsoft kal Oracle, A\Oyw Tou pPeyalou apiBuou npoiovTwv Touc, KaBwe Kal Twv
OlIaPOPETIKWV €KOOCEWV auTwV, o€ Babog xpdvou. O Peyalog apiBuoC NpoidvTwy
AoyiopIkoU Kal TwV €kOOCEWV TOUG, £XOUV OWPEUTIKA, €upaviosl eva 101aiTepa
peyaho apiBud eunabeiwv Ta TeheuTaia €ikool Xpovia. MeTpwvTtag Aoinov, Tov
aplOuo Twv eunabsiwv yia KABs Npoidv KATAPEPANE VA UMNoAoyiooupe Tnv niba-

vOTNTA p;, XPNOIHONOIWVTAC TOV NApAkdTw TUNO:

AplBuodc evmabelwv emimTwong i
i =

(4)

ZUVOALKOG aplOPOG evTTaBELWV
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Eival o dgikTng TNG KAiakag Twv eNINTWOEWVY YIa OAEG TIG eunNadeieg

TWV TEAEUTAIWV €IKOOI ETWV, YId TA NPOIOVTA Nou PEAETRBNKAv: a)
(None, Complete, Partial) ano Ta oToixeia nou Bpebnkav oTnv Baon
dedopévwv (OSVDB), i B) (CVSS Score) and Ta oToixeia nou Ppe-
Bnkav otnv (NVD)

5.8.2 Xprion €10IkwV Bapwv GTOV UNOAOYIOHO TNG EVTPOMIAc

XpnoidonolwvTag Jia avolktou kwdika Baon dedopevwy, onwe Tnv OSVDB 1 / kal
NVD, Bpebnke AUon oTo NPOBANMA TNG AVEUPEONC TWV OUPBAvVTwV. AUTO mnou
OMWG NApEPEVE, NTav OTI yia OAa Ta cupPBavTa — eunabeleg, nou Bpednkav aTiIg
Baoeig dedoPEVWY TWV €IKOOI Kal MAEOV ETQV, €iXE UunoAoyioTei n idia TIUn yia TNV
moavoTnTa va cuppoulyv, yeyovog nou dev Ba pac odnyouoe o€ akpiPr anoTeAE-
oparta. Eav napaBAEnape autd To yeyovoc, Ba cixape napaleiyel yia noAu onua-
VTIKN NAnpo@opia, autn TnG nolidTnTag kabe Texvikou napayovta kivduvou (tech-

nical risk factor).

Me aM\a Aoyia, kGBe napdayovTag KivoUvou dev avapéveTal va NPokaAeael Tnyv idia
(nud kal va ekBEoel éva ouoTnUa NANPoPopIKNG oTov idlo Baduo. MNa 1o Adyo
auTo, MeEAeTNONKe n eninTwon (impact) kAbs napayovra KivoUvou oTIC BACEIC
Oedopevwy nou eixape. O okondg pag ATav, va kabopiooupe eva «eIdikod BApoc»
yla kGBs napayovra Kivouvou, Oxl Bacel Twv CUVOAIKWV eunadeinv nou Bpednkav
oTo BAboc Tou Xpovou, aA\a Os Oxeon Pe Tn coBapotnTa (severity) autwv OTO

id10 XpovIkO dlaoTnua.

‘HTav avapevopevo, OTI Ta peyaia AeiToupyika cuoTnuata, 6a ATav nepioodTePO
ENIPPENN O€ ENIBECEIC Kal yia auTo Ba unfnpxav NOAAEG NOAAANAACIEC NEPINTWOEIC
€UNaBeIWV KATAYEYPAMUEVEG YId auTd, OTIC PACEIC OedoPEVWY nMou OIaBETAE.
AuTO OpwG, dev Ba énpene va aAa&el To «e1dikd BApoc» Tou napayovTa Kivou-
VOU, EKTOG (PUCIKA AV Ol MEPICOOTEPOI and auTtoug NTAv KATnyopIonoINUEVO! WG

noAU ooBapoi (severe).
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'ETo1 Aoinov, yia va d1akpivOUPE TOUG NAapayovTeC KIVOUVOUG O OXEoN KE TNV Eni-
NTWON TOug 0€ £va oUaTNKa NANPo@opIKNG, avaioya Pe Tn Baon ded0UEVWV NOU

Xpnoigonoinoaps, akodoudnoape tnv €€nc pebodoloyia:

e XTnv Baon dedopévwv OSVDB, undapyouv TPeic MBOaveC enINTWOEIC NOU
Mnopei €vac napayovtac KivdUvou va enPEPEl o€ €va oUOTNHA NANPogpo-
pIknG: a) Kapia (None), B) Meaaia (Partial) kai y) YynAn (Complete). Xpn-
oiponolwvTac Tnv noloTik Oiakpion (qualitative distinction), avabsoapue
OIaOPETIKA «€I0IKA Bapn» avaloya Pe TNV €NiNTwon nou Ba €ixav oc €va
ouoTnua nAnpogopiknc: a) 1, B) 3 kai y) 10, avTigToixa.

e TNV Bdaon dedopévwv NVD, undpyel €10Ikn oTnAn, «CVSS Score», nou a-
neikovilel To BaBuo TNC eNiNTWONG TNE eunabeiac o€ eva cuoTnua nAnpo-
(POPIKNG, BAoel Tou ouoTANATOC a&ioAoynonc Twv emnTwoewv Common
Vulnerability Scoring System (CVSS). H peBodohoyia CVSS eival eupewg
anodekTn Kal Tn XpnoigonoloUv MoAU YVWOTEG €TalpeieC Tou KAAdou TnG
MAnpogopikng, onwc n McAfee, Symantec, Microsoft, Cisco k.a. Me Tn
XPron evoc TETOIOU PETPOU N HeBodoloyia pac eEaopalilel akopa PeyaAu-
TEPO BaBuo apepoAnpiag otnv avadeon €IdIKwV Bapwv OTOUG TEXVIKOUC
napayovTeG KivOUVOU.

XpNOIJONOINCAPE TA MNPOTEIVOPEVA BApn OTOV UMOAOYIOMO TNnG evTponiac Tng

nAnpo@opiac kataAn&ape ornv akoAoubn e€iowon:

n
W) = W (W3, W, Wi D1, By Pa) = = ) Wit 10g(py) (5)

=1
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Eival To €10ik0 BApoc yia kabe mbavr) katnyopia €ninTwong evog

napdayovta kivouvou.

ZUVENWCG, a¢ UNoBEooUpE OTI EXOUME €va oUOTNUA NANPOPOPIKNG, Yid TO Ornoio
€XOUME avayvwpiogl 6AoUC Touc napayovTeC Kivouvou Tou. IMa va PnopECOUNE va
unoAoyiooupe To €ninedo aopAAeldg Tou, xpnoiponolnvTag Tnv e&iowon 2, Oa
npénel va kabopiooupe KaAUTEPA TNV OTOXAGTIKN ouvaAPTNON f;, kal va kabopi-
OooupE Ta €10Ika BApn o€ KGBe £va nNapayovTa Kal va Ta BECOUPE WG ekOETN. Du-
OIKG UNoBETOUNE, OTI av €vag and Toug NapayovTes KivOUVou PNOEVIOTEl, TOTE TO
OUVOAIKO €ninedo acPAAEIAg TOU CUCTHUATOC NANPOPOPIKNG NPENEl va BewpnOei
Kal autd pndev. AuTo anod POvo Tou pag odnyei atn dnuioupyia evoc YIVOUEVOU.
Eav unoBéooupe, OTI kKGBe napayovTag KIvOUvou, €ival aveEapTnTog and Toug
UMOAOINOUG, TOTE YId VA EVOWUATWOOUME Ta €I0IKG BApn OTOV UMOAOYIOHO TOu
EMINEDOU TNG AOPAAEIQC EVOG OUCTAKATOG NANPOQOPIKNG, N €&iowon 2 PETAoXN-

gaTiCeTal oTnv akdoubn e€iowon:

1
Security Status = fl_[fici(t)dt (6)

Eival To €101k6 Bdpog yia kabe napayovta KivoUvou.

Me Tov TPOMO UNoAoyIoPOU NMOU MPOTEIVETAI, NETUXAIVOUME OTI €V £XOUME €va

ouppav uwnAng eninTwong — enikivouvotnTac (high impact), va unoAoyileTar kai

UWNAN TIPR TNG EVTPONIag Kal avTioTpoga.

OETOUNE TO ¢; WG TNV unoAoyi(OPevN oTaBUIOKEVN evTponia yia kaBe napayovra

KIVOUVOU OnwG gugavifeTal oTnv akooubn e&iowon 7:
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n
c; = —ZWij log(p;) (7)
=

Eival ioo pe Tov aplBpd Twv dIaQOPETIKWV KATNYOPIWV ENIMTWOEWY,
Mou MNOopEi €vag napayovTag KivoUVou va nIPEPEl O €va oUOTNHA

NANPOPOPIKNC.

Eival To €101k6 Bapog Tou napayovta KivoUvou.

Me Tov TPOMO auTo, €iyaoTe o€ BEON va PETPNOOUME NOCO ennpealeTal To YIVO-
HEVO anod TOuc NapdayovTeC auTouc, XPNOIKOMOIWVTAC WG PETPO T OTABUIOUEVN
evTponia Tng coBapdTnTag TnNG EKACTOTE €EUNABEIAG, yeyovog Nou KAvel Toug uno-

AOyIGHOUC Hag, aueEPOANMTOUC.

EninAgov, €neidrn oI GuvapTnoelg f;, ennpealovTtal Jovo and Tov napayovra Tou
xpovou kai apou 0 < f; < 1, JNOPOUKE va CUHUNEPAVOURE OTI AV N TIUN TNG OU-

vapTnonc auénBei, ToTe Ba auénBei kar To €101k6 BAPOC Kal AVTIOTPOPWC,.

5.8.3 Xpron Tou napdyovTa XpOvou GTOV UMOAOYIOHO Tou €I10IkoU BAapouc

XpnoiponolwvTag Tnv napanavew pebodoAoyia, Bewproape oTI To €101KO BApog yia
kGBe napayovta KivoUvou eival oTaBepOd Kal GUPHETEXEI OTOUC UMOAOYIOHOUC.
'Opwe €dw yevvaral To epwTnua, «Eival owoTd €vac napayovrag kivoUuvou rou
EMPAVIOTNKE 0 NaAaldTepa €T, va ennpealel To oUVOAIKO eninedo aocgaleiag
€VOG OUOTARATOG NANPOPOPIKAG TO idI0, JE &va véo napdyovTa kivoUvVou nou ep-
(avioTnke MOAU KOVTA OTNV GNHEPIVI NUEpounvia»; YnooTtnpiloupe nwg oxl. O-
PIOUEVOI anO TOUG NAPAYOVTEG KIVOUVOU, €10IKG OTAV avapePOPAoTe O €UNABEI-
€C, €ival avapevoPevo va u@avioTolv 0Ta NpwTa Xpovia KUKAOQOPIac €voc Acl-
ToupyikoU AoylopikoU yia napadeiypa, eve €ival pn anodektd n pakpoxpovia u-

nap&n Touc. ‘ETal, AauBavovtag unown kai Tnv €EENIEN TNG KoIvOTNTAG TWV MpPo-
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YPAUMATIOTWV, £pappoloupe evog €idouc noivng (penalty) os autd Ta npoiovra

Mou eV €ival kaipd aTNV ayopa €ival akoun euaAwTa o€ EUNABEIEG.

la va To anoTUN@OoOUKE auTo oTn JeBodoloyia unoAoyiopoU pag, EI0ayoupE Eva
TPONo PETABOANC TwV €KWV Bapwv c; yia kaBs napayovra KivdUvou Tou Ou-
OTAMATOG NANPOPOPIKAG MoU WeAeTAE. Ma va €§iloopponniooupe TNV unoloyilo-
HEVN NoooTNTA TNV UWWVOUKE oTn duvapn k. Me To okenTikO auTd, NPOTEIVETAI N

akoAoubn egiowon:

i i e w;pji log(pjx) (8)

j=1k=0

Eival To npoidv Aoyiopikou.

Eival ioo pe Tov apiBuod Twv SIaQOPETIKWY KATNYOPIWV EMNINTWOEWY,
Mou Wnopei €vag napayovTag kivdUvVou va enipePel o€ Eva oUOTNHA
NANPOPOPIKNG.

Eival To €101k6 Bapoc Tou napayovta KivoUvou.

Eival o apiBuoc Twv €TWV Nou To Npoidv AoylopikoU i, BpiokeTal
oTnv ayopd.

Eival o1 katnyopieg eninTwoewv (impact) Twv KivOUVWV.

Eival 0 apiBudc Twv €Twv nou éva npoidv AoyioHIKoU BpiokeTal
oTnv ayopd.

Eival n mBavotnTa To npoidv AoyiouikoU i, va avikel o€ pia katn-

yopia enintwong (impact) kivdUvou j, kai va BpiokeTal aTnv ayopd
k €.

5.8.4 Xpron Tou «NoooaTou Xpronc» OToV UMNOAOYIoNO Tou BAapoud

O unoAoyIopOG Tou €10IkoU BAPOUC WNopei NepaITEPw va BEATIWOEI pe Tnv €10a-
YWy TNG €vvoiac «noooaTo Xprnonc». Ma va NETUXOUHME akOPn MnepIoooTEPN a-

KpIBEIQ Kal avTIKEIMEVIKOTNTA OTIC METPNOEIG TOU OUVOAIKOU €Minédou ao@aAeiag
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TOU OUOTNHATOG NANPOPOPIKAG, Ba NPENEl va eEETACOUNE TNV NEPINTWON Hia Ou-
YKEKPIYEVN EPAPHOYN Va €ival enIPPenG o€ eundbeleg, alAa va pnv Xpnoiponol-
€iTal TOOO OUXVA. ZUVENWC, EVOWHATWOAWE Kal TNV NAPAPETPO auTr oTnV e&iow-

on unoAoyiopoU Kkal £€ToI NPOTEIVETAl N akoAoudn e€icwon:

m

¢ =-— z Z tice *wip; i log(pijx) (9)

n
j=1k=1

Eival To npoidv Aoyiopikou.

Eival o apiBuog diapopeTIK@WV KATNyopiwv €MNTOOswV (impact),

MoU UNApXouV yia To NpoiovV i.
Eival To €101k6 Bapog Tou napayovTa Kivouvou yia Kade n.

Eivai o apiBuog Twv €TV nou To Npoidv AoylodikoU i BpiokeTal
oTnv ayopa.

H mBavoTtnTa nou éva npoidv AoylopikoU i va €xel pia eunabeia j
Kal va BpiokeTal aTnv ayopa yia k xpovia.

Eivai o apiBudc Twv €Twv nou €va npoidv AoylodikoU BpiokeTal
oTnv ayopa.

Eival To nocoaTd TnNG Xpriong Tou npoiovTog AoyiopikoU i, nou Bpi-
OKETal oTNV ayopa k €.

5.9 YnoAoyigpog TnG evrponiag

‘ExovTac kabopioel Ta Bapn oc kaBe kartnyopia €niNTwong, NPOXwpPnNoaue kai u-
noAoyioape Tnv evrponia TnG NANPoPopiac yia OAouUg Tou NapayovTee kivoUuvou
Kal yia OAOUG TOUGC KATAOKEUAOTEG AOYIOWIKOU Mou unnpxav oTn Baon dedopEVmV
Mac. AUuTO pac €0woe Wia apepdANnTn Kal akpiBn €1kova yia OAOUG TOUG KaTa-
OKEUAOTEG KAl TA MPoiovTa Touc. Mepika and Ta anoTeAéopaTta napouaialovral

napakdaTw:
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Sovolo Emnraoeig Suvolo
. e . (Impact) gvrponia
Karaoxsvaoriic lMpoiov gunabBeiv portag
(Total Entropy)
(Vendor) (Product) ( Tot.?l. . Kayia Meoaia YunAs
DL LS (None) | (Partial) | (Complete) | Logbase 10
Microsoft Windows XP 3836 616 1520 1700 2,172
Microsoft Windows 2003 2496 300 890 1306 2,062
Microsoft Office XP 210 9 90 111 2,000

Mivakag 13: Mivakag P TIG TIHEG EVTPONIAG YVWOT®V NPOioVT®WV AOYIGHIKOU, TNG KOTACKEUA-
oTpiag eTaipeiag Microsoft (Ta oToixeia npoépxovral andé Tnv OSVDB)

Emnraoeig Evrponia pe Tn
2uvolo (Impact) Xprion Tou na-
Karaokevaoriic IMpoiov gunaBeiwv pdyovra xpovou

(Vendor) (Product) ( TOta.I. . Kayia Meoaia YwnAij (Taking into

Vulnerabilities) (None) (Partial) | (Complete) account the

time factor)
Microsoft Windows XP 3836 616 1520 1700 0,22
Microsoft Windows 2003 2496 300 890 1306 0,35
Microsoft Office XP 210 9 90 111 0,13

Mivakag 14: Mivakag HE TIG TIMEG EVTPONIAG YVWOTAOV NPOiOVT®WV AOYIOCHIKOU XPNOIHONOIOVTAG
Kal ToV napayovTta Tou Xpovou (Ta oToixeia npogpyxovTal anod Tnv OSVDB)

Suvolo Evrponia pue tn xpron
Karaokevaoriic lMpoiov gunabBeiwv TOU napdyovra xpovou
(Vendor) (Product) (Total (Taking into account
Vulnerabilities) the time factor)
Microsoft Windows XP 638 3,072
Microsoft Windows 2003 565 3,375
Microsoft Office XP 110 1,2015

Mivakag 15 Mivakag Pe TIG TIHEG EVTPONIAG YVWOT®OV NPOiOVT®WV AOYICHIKOU, TNG KATACKEUAOTPI-
ag eTaipeiag Microsoft (Ta oToixeia npogépyovral ané Tnv NVD)
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Eivalr pavepd 0TI evw To OUVOAO TwV €UNABEINV KAl N KATNYOPIONoinon Twv &ni-
NTWOEWV YId Ta NPOIGVTA Tou nivaka diapEPouV KaTa noAu, n xpnon TnG oTabyi-
opévNe evTponiac, pac divel Tn duvaTtoTNTA va £XOUMPE €va KOIVO WETPO Kal va

KAVOUME TNV oUYKpIoN HETAEU auTwv.

Ano Tn oTIyun nou unoloyicape Tn duvapn Ci MIKPEC DIaPOPEG NAPAYOUV avTIAN-

NTA anoTeAEoPATa oTo oUVOAO TwV HETPNoewv. OI JETPACEIC EyIvav PE TNV Na-
padoxn OTI N0C0CTO XPNonG TWV NPOIOVTWY nou peAetTndnkav, nTav 100%. MNa-
PONO MOU Ol PETPNOEIC NpogpxovTal and OUo OIaPOPETIKEC BACEIC DEDOUEVWYV,
BAEnoupe 0TI Ta anoTeAeopaTta pag odnyouv OTo iBI0 CUKNEPACHA OXETIKA HE TV

gvTponia.

5.10 TMpoogyyion TNG OTOXACTIKAG OUVAPTNONG

'ExovTac unoAoyiosl Ta Bapn He onoiadnnoTe ano TIC napanavw PeBOdoUC, auTo
Mou Kag A&inel yia Tov unoAoyIoho Tou eMNEdOU TNG aoPAaAelag evog CUOTAKATOC
NANPOMOPIKNC €ival, va NPoosyYiOOUKE TIC OTOXAOTIKEC OUVAPTNOEIC Nou Ba npée-

Mel va XpnoIKonoINCoUNE aTnV £Ei0Wan UNoAoyIGHOU.

Ma Tnv €niTeUEN TOu OKOMOU AUTOU, EMIAEEAME TNV EUMEIPIKN MPOCEYYICN OTOV
HEYalo oyko Oedopevwv nou OiabeTape. H 10€a nTav, OTI €npene va PeEAETNBOUV
av unnpxav evoei&eIc UNapEng Xpovikwv npoTunwv [96], Ta onoia xapaktnpilav
TOUG NapdayovTeg KivOUVOU Mnou ennpealouv Ta CUOTAKATA NANPOQOPIKNC. AUTO,
Ba apkouoe woTe va 0dnynBoUUE oTNV EUNEIPIKN ENAANBEUCN TOU NPOTEIVOUEVOU

HovTEAoU, e€iowon 2.

H epnepioTaTwPéEVN HEAETN TWV XPOVIKWV HOTIBwV oTa dedopéva nou dIaBETapE,
anoKAAUWE TIC KATAVOMEC TWV MIBAVOTATWV, NMou akoAouBei kabe napdyovrag
kIvoUvou. 'ETal Aoindv, n embupunTr OTOXAoTIKr ouvapTnon, n onoia avanapioTd
kGBe napayovTa kivdUvou, Unopei NAEoV, va NpooeyyIoTeEl JE TNV akpiBeia kal Tnv

QVTIKEIPEVIKOTNTA Nou avalnToUoae.
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5.11 AvaAucn XpovIKwV NpoTunwv

Eival xwpic ap@iBoAia, napa noAu evdiapepouaaq, N EPEUvVA OXETIKA HE TIC €UNa-
Belec nou Ta TeAeuTaia Xpovia Exouv NPokaAéael {nuia oTa ouaTnHATa NANPoOQo-
PIKNG. Mg Tn xpnon KataAAnAwv epwTnUATWV oTIC Bdoeig dedopevwv OSVDB kai
NVD, kaTa@epape va avakaAUWoupe OXI MOVO TIG KATAVOUEC NIBAvVOTATWV TWV
napayovtwv KivoUvou, aAAa kal aAAeg NoAU Xpnoiheg nAnpo@opies. Mia anod Tig
Mo evOIaPEPOUTEG NANPOPOPIEC €ival, N NOAITIKA Nou UAOMNOIoUV o1 3IAPOopPol HE-
YAGAOI KATAOKEUAOTEC AOYIOMIKOU, ava@opika Pe Tn Onuioupyia kai anooToAn,
OI0pBWTIKWV MAKETWV AOYIOWIKOU Yid Ta MPoiovTa Touc. AuTd, PE Tn CEIpA TOU

Mag £dwaoe anavTnoelg o€ Kaipla epwTAPATa nou Ba eEnynooupe NapakaTw.

5.11.1 Katavoun gunaBeiwv yia Windows 2003

ZEKIVOVTAC TNV £PEUVA PAC, avaAUCAWPE Tn KATAVOMN €UNABEIV EVOC NPOIOVTOC
TOU KaTaokeuaaoTn AoylopikoU Microsoft, kai ouykekpipeva yia Ta Windows 2003.
Bprikape Tov apiBud Twv €unabeinv NMou avakoivwenkav Kal ToV KaTnyoplonoin-
oaue avaioya pe TNV nuépa Tng Rdopadac. ‘ETal Aoinov To Aidypaupa 1 kai To
Aidypappa 2, anoTun@vouv TNV katavoun auTr). BAénoupe OTI €ival TUNoOU Ka-
pnavag kai 0Tl N KopUPWon TNG avakoivwong Twv eunabeiwv cuppaivel nepinou
TNV TeTdpTn. Enionc, pnopoupe va doUpe OTI 0 apiBPOC auTog nepinou ayyidel Tig
1.333 gup@wva pe Tnv OSVDB kal 308 cup@wva pe Tnv NVD, gundbeieg. Ta dia-
yPAUUATa yia To Npoidv autd anoTunwvouv &kabapa To XPovikO nMpOTUMo mnou

avalnTouoaye.
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Aiaypappa 1: Karavopn eunadei®v yia To npoiov Windows 2003 Tou KaTtaoKeuaoTh AOYIGHIKOU
Microsoft, ava nuépa tng edopadacg (Ta oToixeia npogpxovral and Tnv OSVDB)
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Aiaypappa 2: Karavopn gunadsi®v yia 1o npoiov Windows 2003 Tou KaTtaokeuaoTh AOYIGHIKOU
Microsoft, ava nuépa tng eBdopadacg (Ta oToixeia npoépxovral ano Tnv NVD)
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5.11.2 Katavoun sunabsiwv yia Windows Vista

JuvexilovTac TNV €peuva pac, avaAUoaye TN KATavour eunabeiwv evoc NpoiovToc
TOU KATAokeuaoTn AoylopikoU Microsoft, kal ouykekpipgeva Tou Windows Vista.
To Aiaypappa 3 kai To Aidypaupa 4, anoTunwvouv TNV Katavoun auTr). BAEnou-
JE OTI NANI €ival TUNOU Kapnavag kai 0TI n Kopu@waon TNG avakoivwong TV gu-
nabeiwv oupBaivel Tnv TetapTn. Eniong, pnopoupe va doUpe OTI 0 apiBudg auTog
nepinou ayyidel Tic 481 oup@wva pe Tnv OSVDB kai 224 oUpgwva pe Tnv NVD,

eunadeiec. Ta dlaypaupaTa yia To Npoidv auTd, eniong anoTunwvouv &ekabapa

TO XPOVIKO NPOTUNO nou avalnToUoae.
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Aiaypappa 3: Katavopn eunadsiov yia To npoiov Windows Vista Tou kataokeuaoTr) AoyIoHIKOU
Microsoft, ava nuépa Tng eBdopadag (Ta oToixeia npogépxovral and Tnv OSVBD)
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Aiaypappa 4: Katavopn eunadsiov yia To npoiov Windows Vista Tou kaTaokeuaoTr) AOyIOHIKOU
Microsoft, ava nuépa Tng eBdopadag (Ta oToixeia npogpyxovral anod Tnv NVD)

5.11.3 Katavoun sunabeiwy yia Windows XP

ZuveyifovTag TNV €peuva pag, avaAloaye Tn KaTavour eunadelnv evog NPoiovToq
TOU KATAOKEUAoTn AoyiodikoUu Microsoft, kai ouykekpipéva yia Ta Windows XP.
To Alaypappa 5 kai Aidypappa 6 anoTunwvouv Tnv KAtavoun autn. BAénoupe
OTI NAAI €ival TUNoU kapndavag kai 0Tl N KopUuPpwan TNG avakoivwong Twv €una-
Bsiwv oupBaivel TNV TeTaptn. Eniong, pnopoUpe va doUpe OTI 0 aplOPOC auTOC
nepinou ayyidel Tig 1.926 aup@wva pe Tnv OSVDB kal 306 cUpgwva pe Tnv NVD,
€unadeiec. MNa pia akopn @opd Ta diaypdupaTa yia To Npoidv autd anoTunwvouv

Eexabapa To Xpovikd NpdTuno nou avalnToUoape.
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Aiaypappa 5: Katavopr eunafsi®v yia To npoiov Windows XP Tou KATAOKEUAOTH AOYIGHIKOU

Microsoft, ava nuépa tng eBdopadacg (Ta oToixeia npogpxovral and Tnv OSVDB)
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Aiaypappa 6: Katavopn eunadsiwv yia To npoiov Windows XP Tou KataokeuaoTr) AOYIGHIKOU

Microsoft, ava npépa TngG eBdopadag (Ta oToixeia npoépxovral and Tnv NVD)
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5.11.4Katavoun sunabsiwv yia Windows 2000

JuvexilovTac TNV €peuva pac, avaAUoaye TN KATavour eunabeiwv evoc NpoiovToc
TOU KaTaokeuaoTn Aoylopikou Microsoft, kal ouykekpipeva yia Ta Windows 2000.
'ETo1 Aoinov To Aidypappa 7 kai Aidypappa 8, anoTunwvouv TNV KaTavoun autn.
BAEnoupe OTI NaAI €ival TUNOU KAPNAvac kal OTl N KopUPwon TNG avakoivwong
Twv eunabeiwv cupBaivel nepinou Tnv TeTapTn. Eniong, pnopoupe va dolpe 0TI 0
ap1Buoc autog nepinou ayyilel Tic 1.208 oUppwva pe Tnv OSVDB kai 220 oup-
¢wva e Tnv NVD, eundBeiec. Ma pia akopn @opd, Ta diaypdupaTa yia To npoiov

auTo, anoTunwvouv &kabapa To XPoVvIKO NPOTUNO nou avalnToUoaye.
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= Date that occured Vulnerabtlities

Aiaypappa 7: Karavopn eunadsiov yia To npoiov Windows 2000 Tou KATUOKEUAOTH AOYICHIKOU
Microsoft, ava nuépa Tng eBdopadag (Ta oToixeia npoépxovTal and Tnv OSVDB)
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Aiaypappa 8: Karavopn eunadsi®v yia To npoiov Windows 2000 Tou KATAOKEUAGTH AOYIGHIKOU
Microsoft, ava nuépa Tng eBdopadag (Ta oToixeia npoépyxovral anod Tnv NVD)

5.11.5KaTtavoun gunabgiwv yia Tov KaTaoKeuaoTr Aoyiopikou Microsoft

'Exovtag non HPEAETAOEI KAl ANOTUN®OEI, TIC KATAVOUEG €UNABEIWV Yia TECOEPA
(4) and Ta nio yvwaoTa npoiovTa TNG KaTaoKEUAOTPIAG ETAIPEIAC, anopacioape va
ENEKTEIVOUWE TNV £pEUVA Pac. ‘ETol, JEAETHOAYE TNV KATAVOMR YIa TIG EUNABEIEC
MouU €XOUV VA KAVOUV HE TNV KATAOKEUAOTPIA €TAlpeia Aoylopikou Microsoft, ou-
VOAIKA, ayvowvTdag To Npoiov. Mpoonabnoaye, va TIC KaTaveiJouUE yia Hia akopn
Popa o€ NUEPEC TNG €BOOAdAG Kal TIC anoTunwodape oTo Aldypaupa 9 kar Aia-

ypauua 10.

Ta diaypaupaTa auTd, €ival TUnou kapnavac kai BAENOUPE OTI N KopUPWon TG
avakoivwong Twv gunabelnv cupBaivel nepinou Tnv TeTdpTn. Eniong, ynopoupe
va doupe 0TI 0 apIBuoc auToc nepinou ayyilel Tic 10.483 oupgpwva pe Tnv OSVDB
kal 1.075 oUppwva pe Tnv NVD, eundBeiec. MNa pia akoun gopd, Ta diaypauuarta
yla TO Npoidv auTo, anoTunNwvouv &kadapa To XPoviko NpoTuno nou avalnTtou-
OapE. ZUVENWG, TA NPOIOVTA TNG KATAOKEUAOTPIAC £Talpeiag Microsoft wg oUvolo,
€ival NepIooOTEPO ENIPPENN YUPpw oTnV TETAPTN, KAl yIA AUTO UNAPXEl Kal 0poOC
«Exploit Wednesday» [97], [98].
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Aiaypappa 9: Katavopr eunadei®v TOU KATAOKEUAOTH AoylioHikoU Microsoft, ava npépa Tng
eBdopadac (Ta oToixeia npogpyxovTal anod Tnv OSVDB)
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Aiaypappa 10: Katavopn eunabgiov Tou KATaokeuaoTh AoyiopikoU Microsoft, ava npépa tng
€Bdopadag (Ta oToixeia npogépyovrai anod Tnv NVD)
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5.12 MoAiTikn 810pBwTIKWV NAKETWV AoyigpikoU TG Microsoft

'Onw¢ avapepOnke otnv napaypapo § 5.11, n peAeTn Twv gunabeiwv nou £RAa-
yav Ta ouoTnEaTa NANPOQPOpPIKAG Ta nponyoUpeva Xpovia pag anokaAuywe xpnoi-
HEC nNAnpoopiec. Mia and auTec, €ival kal n NOAITIKA Nou akoAouBolv ol kaTa-
OKEUAOTPIEG €TAIPEIEC AOYIOHIKOU, avagopika Pe Tn dnuioupyia kal anooToAn Oi-

OPOWTIKWV NAKETWV AOYIOHIKOU.

>TNV NEPINTWON TNG KATAOKEUAOTPIAG £TAIpEIac Aoyiopikou Microsoft, enaAnBeu-
TNKE, 0 OPOC MOU ATAV YVWOTOC yia Xpovia, «Patch Tuesday». O 0poc auToc, u-
nodnAwve 0TI kABe TpiTn N eTaipeia Ryale o KUKAOPOPIaA yia TNV KOIVOTNTA TWV
XpnoTwv, O10pOwTIKG NAakeTa AoylopikoU. AuTO ATav 101AiTEPA YVWOTO, OTNV KOI-
voTnTa TWV dlaxelpioTwv Twv dIaPopwv €EUNNPETNTWY MOU Xpnaluonolovoav

npoiovTa Tng Microsoft.

5.12.1 Windows Update Tool

ZUPpwva Aoinov Pe Tnv NoAITIkn TnG Microsoft, kaBe deuTepn TpiTn Tou WAva, N
gTaipeia £dIve npoc Xpron Ta dlIopOWTIKG NAKETA AOYIOWIKOU yid Ta NPoiovTa TNC
Kal TIG IAPOpPEC €kOOOEIC TOUG. AMO TNV apxr Tou npoidvtog «Windows 98», e-
Xp! Kal onueEPa, €va véo epyaleio oupnepIAaupavovTav os KABe AsIToupyikd ou-
oTnua Tng Microsoft, To «Windows Update». KabBe €va ocUoTnua, nou €ixe To ou-
VKEKPIUEVO €pYyaA€io evepyonoinUEVo EAEyXE auTopaTa To dIadIKTUAKO TOMO TNC
gTAIpeiac, yia va Bpel av unnpyxav kaivoupyia diopOwTIKA NAKETA AoyIoPIKOU. 3€
nepiNTwWon nou unnpxav, Ta katéfale autopaTa OTo CUCTNHUA Kal Ta €ykabl-
oTouce. ®uaIKA, Pe TnVv idia d1adikaoia, TO OUYKEKPILMEVO €pYaAeEio, EAEYXE Kal
£ykaBioTOUOE, JIOPOWOEIC YIa OAA TA E€YKATEOTNUEVA, OTO €KAOTOTE OUOTNMA,
npoiovTta Tng Microsoft, onwc SQL Server, Microsoft Office | akopa kai epyaeia

avanTuéng oav To Visual Studio.

®uoika, auto nou enainBeloaue Pe Ta nponyoupeva diaypauPaTd, anoTeAEl pia
AoyIkn €€nynon, yia TNV kopUPwon TNG UNap&ng eunabeiwv O GUYKEKPIYEVN N-

HEPa TNG €BOopadac. MapoAa auta Opwc, To NPOBANUA napapevel. H ouykekpl-
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MEVN €TaIpeia, €ival NEPIOCOTEPO EUAAWTN Ot €nIBECEIC aopaleiac Tn TeTapTn,
akpIBwe yia Tov idlo Aoyo, dnAadn TN KN €ykaTaoTaong Twv dIopBwTIKWV NAKE-

TWV.

5.13 ToNITIkR d10pBWTIKWV NAKETWV AoyIopIKou Tng Oracle

>uvexidovTac TNV €peuva oTic Baceic dedopevwyv OSVB kai NVD, avakaAuwape oTi
Oev €ival JOVO n kaTaokeudoTpia €Taipeia AoyiopikoU Microsoft nou enideikvuel
QuTn TN OUMNEPIPOPA, avapopika WE TIG eunabeiec. 1o Aidypappa 11 kar aTo
Aldypappa 12, anoTunwveTal €va and Ta Mo YVwoTd Kal EUPEWG XpNaolonolou-
HEVa npoidvTa TNC KATaokeudaoTpiac eTaipeiag Aoyiopikou Oracle, To Oracle Da-
tabase 10g. 'Onwg kai npiv, kai g€ AuTnVv TNV NepinTwon &xoupe duo diaypappa-
Ta TUNOU Kaunavac, Ta onoia anoTun®vouv Tov apiBuo Twv sunabeiwv ava nue-
pa TnG €Bdopadac, Pe PEYIOTO apiBuo sunabeiwv, 427 oupdpwva pe Tnv OSVDB
kal 710 ouppwva pe Tnv NVD. H povadikry diagpopd nou undpxel, €ival ot n nUeE-
pa TNG KOPUPWONG TNG KAUNUANG aAAadel kai eival nAéov n Tpitn oUP@Wva pe

Tnv OSVDB kai napapével TeTaptn cUPPwva Pe Tnv NVD.
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Aiaypappa 11: Karavopn eunabgiov yia To npoiov Oracle Database 10g, TOu KATAOKEUAOTH)
AoyiopikoU Oracle, ava npépa Tng eBdopadag (Ta oToixeia npogépxovrail ano Tnv OSVDB)
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Aiaypappa 12: Karavopn gunadsi®v yia To npoiov Oracle Database 10g, Tou kKaTaokeuaoTn
AoyiopikoU Oracle, ava npépa Tng eBdopadag (Ta oToixeia npogépyovral ano Tnv NVD)
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5.14 Mnviaieg KATaVOUEC EUNABEINV

>Tnv napoloa €peuva, £yIVe NPoondabeId NEPAITEPW KATAVONONC TNG KATAVOUNC
TwV €UNAaBeIV, Kal yid auTo To AOYo, HEAETAOAWE TIG EUNABEIEG NPOIOVTWV KATA
TN OIAPKEIa €vOC prva. AuTo nou KAavape, ATav va aBpoicoupe OAEC TIG EUNABEIEC
€VOG NpoidvToc anod Ta d1abeoipa oToixeia Twv Bacswv dedopevwv OSVDB kal
NVD, oUppwva PJe TNV NUEPOAOYIAKN NUEPA avakoivwong Tne eundadelac kai va

TIG NPOBANOUE OE €va NApOpoIo, e Ta napanavw, diaypaupua.

5.14.1 Mnviaia kaTavour unadsiwv Tou NpoiovToc Aoyiopikou, «Windows XP»

>To Aldypappa 13 kai Aidypaupa 14, anoTunwveTal n Pnvidia Katavoun Twv €u-
nabesiwv Tou npoidovtog «Windows XP», TNG KATAOKEUAOTPIAG ETAIPEIAC AOyIOHI-
kou Microsoft. AuTo nou @aiveral kaBapd and Ta diaypduuara, ival Ot o apib-
MOC TWV €UNABEIWV KOPUPWVETAI KAMOIA OTIYUR TOU WNVa Kal £V OUVEXEia, PBIVEl

anoTopa.

700

600

500

400

300

200

100

—\fulnerabilities

Aiaypappa 13: Mnviaia katavopr eunadei®v yia To npoiov Windows XP, TOU KATUGKEUAOTN
MoyiopikoU Microsoft (Ta oToixeia npoépyovral andé Tnv OSVDB)
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Aiaypappa 14: Mnviaia katavopr eunadsi®v yid To npoiov Windows XP, TOU KATUOKEUAOTN
AoyiopikoU Microsoft (Ta oToixeia npogpxovral and Tnv NVD)

5.14.2 Mnviaia kaTavour eunadsiwv Tou NpoiovTog Aoyiopikou, «Windows 2003»

210 Aldypappa 15 kal Aidypaypa 16, anoTunwveTal n Ynviaia Katavoun Twv €u-
nabeiwv Tou npoiovtog «Windows 2003», TnG KATAOKEUAOTPIAG €Talpeiag Aoyi-
opiIkoU Microsoft. AutO nou eniong ¢aiveral kabapd and Ta diaypaupara, ivai
OTI 0 apIBUOC TwV €UNABEINV KOPUPWVETAI KAMOIQ GTIYKA TOU WNVa Kal €V OUVE-

xeia, ¢Bivel andTopa.

>ehida 186 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

600

500 -

300 -

200 -

100

0 5 10 15 20 25 30 35

—\fulnerabilities

Aiaypappa 15: Mnviaia katavopn eunadsiov yia To npoiov Windows 2003, Tou KOTAGKEUAOTH
AoyiopikoU Microsoft (Ta oToixeia npogépyxovTal and Tnv OSVDB)
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Aiaypappa 16: Mnviaia katavopn eunadgiov yia To npoiov Windows 2003, TOU KOTAGKEUAOTH
AoyiopikoU Microsoft (Ta oToixeia npoépyxovrai ané Tnv NVD)
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5.14.3 Mnviaia katavoun sunabeiwv Tou NpoidvToc Aoyiopikou, «Windows 2000

>T10 AiGypappa 17 kai Aidypappa 18, anoTunwveTal n Pnvidia Katavoun Twv €u-
nabeiwv Tou npoidvtog «Windows 2000», TNG KATAOKEUAOTPIAG €TAIpEiac Aoyi-
opikoU Microsoft. MNa a\An pia gpopd, auto nou @aiveral kabapd anod Ta diaypay-
gara, €ivar oTi 0 apIBPOC Twv €UnNABEI®Y KOPUPWVETAI KAMoIa OTIYUR TOU Wrva

Kal EV OUvexeia, @Bivel andTopa.
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Aiaypappa 17: Mnviaia katavopr eunaBeiav yia To npoiov Windows 2000, TOU KATACGKEUAOTH)
MoyiopikoU Microsoft (Ta oToixeia npoépxovral andé Tnv OSVDB)
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Aiaypappa 18: Mnviaia katavopr eunaBeiav yia To npoiov Windows 2000, TOU KATACOKEUAOTH)
AoyiopikoU Microsoft (Ta oToixeia npogpxovral and Tnv NVD)

5.14.4 Mnviaia kaTavour eunadeiwv Tou NpoiovTog Aoyiopikou, «Office XP»

210 Aldypappa 19 kai Aidypaypa 20, anoTunwveTal n Ynviaia Katavoun Twv €u-
nabeiwv Tou npoidvTog «Office XP», TNG KATAOKEUAOTPIAG ETAIPEIAG AOYIOHIKOU
Microsoft. Ma aAAn pia @opd, autd nou ¢aivetal kaBapd ano Ta diaypauuara,
gival 0TI 0 apIBPOC TWV EUNABEINV KOPUPWVETAI KAMOIA GTIYUN TOU WNva Kal v

ouvexeia, @Bivel anoToua.
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Aiaypappa 19: Mnviaia katavopn eunadsi®v yia To npoiov Office XP, TOu KATAOKEUAOTH Aoyi-
opiIkoU Microsoft (Ta oToixeia npoépxovral ané Tnv OSVDB)
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Aiaypappa 20: Mnviaia katavopn eunadsi®v yia To npoiov Office XP, TOUu KATAOKEUAOTH Aoyi-
opikoU Microsoft (Ta oToixeia npoépyxovral ané Tnv NVD)
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5.14.5Mnviaia katavoun €unadeiwv TNG KATAOKEUAOTPIA ETAIPEIAC AOYIOHIKOU,

Microsoft

210 Aldypappa 21 kar Aidypappa 22, anoTunwveTal n dnviaia Katavoprn Twv €u-
nadsinv TNC KATAOKEUAOTPIAC £Talpeiac Aoylopikou, Microsoft. Mia aAAn pia @o-
pd, auTto nou (aiveral kabapa anod Ta diaypaPuaTa, €ival OTi 0 apiBPOC TwV €u-

nabeinv KopuPwveTal yUpw oOTIG 15 Tou Wrva kai ev ouvexeia, eBivel andTopa.
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Aiaypappa 21: Mnvidia KaTtavopr eunadsi®V TOU KATACOKEUAOTN AoyioHikoU Microsoft (Ta oTol-
X€ia npogpyxovral andé Tnv OSVDB)

Sehida 191 anod 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

250

200 199
150
100
50
0

0 5 10 15 20 25 30 35
Vuinerabilities

Aiaypappa 22: Mnvidia KaTavopr eunadsi®V TOU KATACOKEUAOTH AoyioHikoU Microsoft (Ta oTol-
Xeia npoépyovTal ané Tnv NVD)

Ano Tnv €peuva auTn, €ivalr pavepo OTI pnopei n dloiknon HIag eTaipeiag i evog
opyaviopou va w@eAnBei. MeAeTwvTag Ye Npocoxn Ta napanavw diaypduuard,
Mnopei kanolog va avTAnoeEl XPNOoIYEG NANPOPOPIEC Kal va KaTaveel kaAUTePa
TOUG NOPOUC NMou dIABETEl, £TOI WOTE va NETUXEI TN MEYIOTN duvATI ANOTEAEOUA-
TIKOTNTA, EVAVTIA OTIG ENIBETEIC aoPaAeiag nou £xouv Tn PEyaAUTepn mbavoTnTa

va ouppoulv, OTa PEOA TOU €KACTOTE Wrva.

5.15 KaBopIiopog TnG 0TOXAOTIKNAG oUVAPTNONG

H euneipikiy npootyyion TnG napolodc €peuvac, €xel avap@iopnTnTa emdeiel
MEXP! TWPa, OTI DIAPOPETIKEC ETAIPEIEG KATAOKEUNG AOYIOHIKOU, EMAEIKVUOUY Na-
POMOIa CUMNEPIPOPA OXETIKA HE TIC EUNABEIEG KAI TNV KATAVOUN TOUG. MeAETw-
vTac Ta dlaypdupata nou degixvouv auTn TN OUMNEPIPOPd, WNOPOoUPE va MoUlE
OTI auTn anotunwveTal () npooeyyileTal) and pia ouvaptnon Gauss, 6NWG Pai-

VETAI 0TNV akoAoubn eEiowon:

>ehida 192 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

_(x=b)?

f(x) =ae 22 (10)

KaBopilel TNV kopUPwON TOU OXAKATOC TNG KAUNAavac.
KaBopilel Tn B€0n TnG kopUPWaOn Tou GXNUATOG TNG KAUMNAvac.

KaBopilel To NAATOG TOU OXNUATOG TNG KAUNAvAc.

'ETo1 Aoinov, otnv nARpn avantuén To NPOTEIVOUEVO HOVTEAO ONWG avapepdnKe

kal oTo [99], £xel TNV NAPAKATW HOPPN:

t k4
sec_status(t) = ]nfic_"(t) dt (11)
0 i=1

_ (t=bp*

omov fi(t) = aqje 26 (12)

n m
KaLc; = Z z tixe " Wipiji log(pijk) (13)

j=1k=1

JUVENWC, av avaTpeEOUHE OTIC NPOTEIVOUEVEG €EICWOEIC UMoAoylopoU, €€iowon
11, e€iowon 12 kabwg kal e€iowon 13, yia va NocoTIKOMNOINOOUKE To €ninedo a-
OQAAEIAC EVOG OUOTAKATOC NANPOPOPIKAC, AUTO NMOU PEVEI va KAVOUNE, €ival va
NPOOEYYIOOUPE TIC NAPAPETPOUC 3, b, ¢ yia kGBs napayovra kivouvou. Ano Tn
OTIYMA Nou Bad TO KAVOUKE auTo, MMOPOUME va €XOUME Hia a&ionioTn, alAa kai
auePOANNTN METPNON TOU €MNEDOU AOPAAEIAC TOU CUGCTHHATOC NMANPOPOPIKAC

MoU PEAETALE.
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>Tnv Npoondaleld pac, va npoosyyiooUpE TIG NAPAPETPOUG a, b, ¢ yia pia kaunUAn

OlanIoTWOAKE:

e 'OTI dev fTav kaboAou eUkoAn diadikacia
e 'OTI n duoKOAia nou eixape oTov NPOCdIOPICHO TWV NAPAUETPWY, EIXE TO
KivOuvo va kataoTnaoel 0An Tn peBodoloyia pag duaxpnoTn Kal, CUVEN®G,

OxI MBava eupewe anodeKTr.

Ma Touc napanavw AOyouc, ano@acioaye va XPnoIUOomnoICoouhE &va and Ta nio
agionioTa PadnuaTika nakéta nou undpyouv oTnv ayopd Aoyiopikou, To MatLab
R2012a, Tnc eTaipeiac MathWorks Inc. O okonog TN Xpnoidonoinong Tou v Ao-
YW HadnuaTikoU NAakeTou, ATAv n €UPECN €KeivNG TNG HABNUATIKAG ouvapTnong,
nou Ba npoogyyile kKAAUTEpa TNV KAPMUAN AvAKOIVWOEWV TWV EUNABEINV, NMOU

eixape ndn unoloyioel.

To MatLab R2012a, €xel éva €1dIkd epyaleio, To «curve fitting tool», nou pag divel
auTn akpiBwg Tn duvatoTnTa. 'ETol Aoindv, xpnaoiponoinoape To epyaieio kai dia-
noTwoape 0TI N NPoogyylon kaTa Fourier pe okTw BaduoUc eAeuBepiac, €ixe Ta
kaAUTepa anoteAéoparta. O nnyaiog kwdikag TnG EQapHoyng nou dnuioupynonke
oTo MatLab R2012a, naparti®stalr oto Mapdptnua. H pabnuatikn e&iowon TG

NPOCEYYIONG AUTNC, aKOAOUBEI:

f(x) = ay + a; cos(wx) + by sin(wx) + a, cos(2wx) + b, sin(2wx) +
a3 cos(3wx) + bz sin(3wx) + a, cos(4wx) + b, sin(4wx) + (11)
as cos(5wx) + bs sin(5wx) + a4 cos(6wx) + b sin(6wx) +
a- cos(7x) + b; sin(7wx) + ag cos(8wx) + bg sin(8wx)

‘'Onou:

DN L h o PR R A YnohoyidovTal anod To pabnuatiko nakeTo Matlab kata
I e e A 8 T Oladikaadia Tng KaAUTEPNG NpooEyyIong TNG Kapnu-
W AnG.

TeAoc unoAoyilouhe To OTOXAOTIKO OAOKANpwHa TUNou Ito:
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fgle(t)dW(t) (12)

O pé€ooc O6poC auToU TOU OTOXAOTIKOU OAOKANpwHATOC, Ba pac dwoel To {nTou-

Mevo eninedo acPAaAelag Tou OUGTAHATOG NANPOPOPIKNG MOU PEAETAE.

5.16 EUpeon Tou eninedou ao@AAElac yvwoTwy NpoiovTwv

XpnoiponolwvTag Tn pebodoAoyia nou MePypAWAUE Kal TO PabnuaTikd NAkeTo
MatLab, unoloyioaue To eninedo ao@aleiac kata Tn OIAPKeEId VoG PRva, YVw-
OTWV NPOIOVTWV Kal KATAOKEUAOTWV AOYIOHIKOU, TwV OMNoiwv Kal NnapabEToUPE Ta
OXETIKA dlaypAUUATa NouU TO anoTunwvouv. Na va To NeTUXoupE auTtod, abpoioa-
ME OAEG TIG eundBeleg ano Tn Baon dedopevwv NVD, kai Tig npoBaAaye otn diap-
Kela evog unva. Ta npoiovTa yia Ta onoia emIAéEape va BpoUle To eninedo aogpa-

Agiag ivar:

A&iToupyiko ouaTtnua Linux kernels 2.6.20 kai PeTd.
Aeiroupyikod ouotnua Windows 2003.

A&iToupyiko ouoTtnua Windows Vista.

AeiToupyiko ouoaTtnua Windows XP.

Aeiroupyikd oUotnua Windows 2000.

Windows Office XP.

Baon dedopévwv Microsoft SQL Server 2000.

Baon dedopévwv Oracle 10g.

Web Server Microsoft IIS 7.

10.Web Server Apache 2.

11.KataokeuaoTng Aoyiopikou Microsoft.

VP N o 1 A =

12.KaTtaokeuaoTtnc Aoyiopikou Oracle.
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s.cmymuwxmzszoum«moqam
Total CVSS Score = 1994, Number of Vulnerabilities =

Aiaypappa 23: Eningdo ac@aleiag kara Tn diGpKeIa Tou puRva, yia To npoiov Linux kernels
2.6.20 kai peTd

Security level of (Microso® Windaws 2003) by Day of Manth
Total CVSS Score = 4268 7, Number of Vulnerabilities = 563

Aiaypappa 24: Eninedo ac@aleiag katda Tn didpkeia Tou pnva, yia To npoiov Microsoft Windows
2003
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. Securty level of (MicrasoR Windows Vista) by Day of Month |
Total CVSS Score = 2747 6, Numiber of Vineratisties = 343

— Securtty Quantification Curve Fit

e cedecncncnnnne ldcccccncanal Bvencnaseanal Cecanacaens e
3 . H *

Aiaypappa 25: Eninedo acpalsiag karda Tn SiGpKeia Tou HRvda, yia To npoiov Microsoft Windows
Vista

e
Securty level of (Microsoft Windows XF) by Day of Month
Total CVSS Scors = 4508 4, Numbsr of Vulnerabilties = 616 }-----4

~— Secunty Quantécation Curve Fit

Aiaypappa 26: Eninedo acpalsiag karda Tn S1GpKeia Tou PRvda, yia To npoiov Microsoft Windows
XP
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Smlﬁyhddﬂawﬂmm)w&ydm
Total CVSS Score = 3673 3, Numbsr of Vulnerabilties = 527

~— Secunty Quantécation Curve Fil

Aiaypappa 27: Eninedo acpalsiag karda Tn SiGpKeia Tou HRvda, yia To npoiov Microsoft Windows
2000

Securty level of (Microsaft Office XP) by Day of Month
Total CVSS Score = 922 §, Number of Vulnerabiliies = 106
~ Sacurty Quantification Curve Fit

Aiaypappa 28: Eningdo acpalsiag kara tn diapkeia Tou pRva, yia To npoiov Windows Office XP
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Securty level of (Microsoft SQL Server 2000) by Day of Month
Total CVSS Scors = 303 1, Number of Vunarabidities = 46
~— Secunty Quantécation Curve Fil

Aiaypappa 29: Eningdo acpaleiag kara Tn SiGpKeia Tou PRva, yia To npoiov Microsoft SQL
Server 2000

Securty level of (Oracle Database 10g) by Day of Month
Total CVSS Score » 4253 5, Number of Vulnerabslities = 695

— Secunty Quantification Curve Fit

Aiaypappa 30: Eninedo ac@paleiag kara Tn didpkeia Tou HAva, yia To npoiov Oracle 10g
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Mwu@mnshwmdm
Total CVSS Score = 50,9, Number of Vulnerabilties = 7

. Security level of (Apache 2) by Day of Month )
Total CVSS Score = 1565 2, Number of Vulnerabilties = 297

i

Aiaypappa 32: Eningedo acpaleiag kard Tn didpkeia Tou PHAva, yia To npoiov Apache 2
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TeNocg, unoloyioape kal NapabETOUPE TO €ninedo aoPAAEIQC TWV MPOIOVTWV TWV

KATAoKeuaoTwv AoyiopikoU Microsoft kai Oracle. Ta diaypdupaTa akoAouBouv:

o : i i
Secunty level of (Software Vendor Microsolt) by Day of Morth
Total CVSS Score = 198292 Number of Vulmerabdities = 2856

— Secunly Quantification Curve Fit
5 10 15 20 25 N

_ Deyoltheetn
Calcudated Secunty Level = 40 16%

Aiaypappa 33: Eninedo acpalgiag kaTd Tn SIGpKEeIa TOU MAVA, YId TOV KATAOKEUAOTH AOYIOHI-
KoU Microsoft

Tota CVSS Scora = Y727 7. Nerzar of Vulnsrakibties = 1292

— Security Quantiication Curve Fit
5

Aiaypappa 34: Eningdo acpaleiag kara Tn S1GpKeIa Tou MAvVA, Yia TOV KATACKEUAOTH Aoyioui-
KoU Oracle
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And OAa Ta napanavw dlaypappaTa, €niBeBalwveTal Kal EUNEIPIKA, OTI TOOO Ta
npoiovTa AoylopikoU 000 Kal Ol KaTAOKEUAOTEG AOYIOUIKOU NOU PEAETABNKAV, EU-
pavifouv €va onueio kaunnc yUpw OTa PEOA TOU PRV, ME OUVEMEIA TA NPOiovTa
TOUG Kal Ta ENEKTACN, TA OUCTAMATA NANPOPOPIKNAG nou BacifovTal g€ auTd, va

gival NEPIOCOTEPO ENIPPENN O ENIBETEIC aoPaeiac.

5.17 TMapadeypa ouykpiong dU0 CUCTNHATWY NANPOPOPIKNG

'ExovTac avaAUosl To TEXVIKO UMNOBaABpo TnG €pEuvAC Pac, autd Mou MPEnEl va
KAvouue €ival va SoUME Mia NPakTIKr epapupoyn TnG Yebddou pag. ‘EoTw Aoinov,
OTI BENoUpE va ouykpivoupe To €ninedo aopaielac dUo ouoTNUATWY NANPOPOPI-
KNG oTn dldpkela evog pnva. ‘Onwg Exoupe avagepel, kaBe AoyiopikO nou gival
EYKATEOTNHEVO OTO CUOTNHUA NANPOPOPIKAC NMOU PEAETAUE, anoTeAEl duvnTIKA Kal
éva napdyovta kivduvou. 'ETal Aoindv, oToug napakdtw nivakeg Mivakag 16 kai
Mivakac 17, anoTunwvovTal ol TIHEC TNG EVTPONIAc yia KaBe napayovta Kivouvou

Twv ouoTnuaTwv A & B.

5.17.130oTnua A

To npwTo cUOTNUA, NoU €PEENC Ba avapePeTal wG «ZuaTnua A», gival Eva ou-
OoTNUa BAcIOPEVO OTO ASITOUPYIKO Linux, Mou €Xel EyKATECTNHUEVO €va web server
Apache 2, kal TéEAog pia Baon dedopevwy Oracle 10g. Eav epappodooupe TNV npo-
TEIVOPEVN MEBODO unoAoyiopoU Tng evtponiac (c), €€iowon 7 kal €€iowon 8,

NaipvouuE Ta ANOTEAECUATA NMOU (pdivovTal 0TOV NApakaTw nivaka:

Mooi6 Suvolo Evrponia pe T xprion Tou na-
Ipoiov - a q .
gunabBeiwv pdyovra xpovou (e&ioworn 9)
Z0oTnua A
Linux kernels 2.6.20 kai peTa 826 1,530205
Apache 2 96 1,988656
Oracle 10g 89 0,364065

MNivakag 16: TINEG evTponiag napayovrTwv Kiviuvou yia To ZuotnHa A (Ta oTolixeia npogpyxovral
ano Tnv NVD)
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5.17.2X0otnua B

To OeuTEPO OUCTNHA, NMOU £PEENC Ba avapepeTal w¢ «ZuoTnua B», sivalr Baoi-
OMéVo 0TO AsiToupylkd ouotnua Windows 2003, nou Exel EyKATEOTNMEVO &Evav
web server Tn¢ Microsoft, Tov Internet Information Server 7 (IIS), kai TEAOG pia
Baon dedopevwv SQL Server 2000. Eav e@apuocoUPE TNV NPOTEIVOUEVN HEBODO
unoAoyiopoU TnG evtponiac (¢), e€iowaon 7 kal e€iowon 8, NaipvoUNE Ta AnoTEAE-

oparTa nou gpaivovTal oTov NapakaTw nivaka:

2uvolo Evrponia pe T xprion Tou na-
lpoiov . o . ,
gunaBseiwv payovra xpovou (e&ioworn 9)
ZuoTtnua B
Windows 2003 565 3,374999
IIS7 7 2,977185
SQL Server 2005 46 0,828787

Mivakag 17: Tipég evrponiag napayovrmv Kivduvou yia 1o Z0otnua B (Ta oToixeia npogpyxovrai
ano Tnv NVD)

5.17.3 YnoAoyIopOG TNG OUVOAIKNG aOPAAEIaC Twv ZuoTnuaTtwyv A & B

> autd TO NAPAdelyUa, EMIKEVTPWVOUAOTE WOVO OTOUG TEXVIKOUC NMAPAYOVTEC
KIVOUVOU, ONwG TOUC EXOUME €ENynoel oTnv napaypa®o § 5.1.1, kal BewpoUpe OTI
auToi XpNOIKONOIOUVTAl OUVEXWC and To ocUoTNHAa NANPOPOpPIKAC Nou eEeTAlOUNE
o€ nooooTo 100%. Eniong, BewpoUpe OTI Onola epapuoyn €ival yKkaTeoTnueVN
0TO ouoTNua Oev £XEl NApouoiaosl Kapia eundbeia akoun, £T0I WOTE va Pnv €nn-

pealel TOUG UNOAOYIOHOUG Hac.

©a eEeTAoOUPE TO €ninNedo ac@PAAelac Twv ZuoTnUaTwyv A & B oTn didpkela evog
hAva, xpnoigonolwvtac Ta dedopeva and Tnv Baon dedopevwv NVD. Ma va To
kavoupe auTtd npoBdaiAape OAa Ta dedopéva TG BAong dedoPEVWY, YIa TOV KABE
napayovta Kivduvou, aTo 81aoTnHa Twv 31 nuepwv. O1 UNOAOYICOHEVEG TILEG TNG
evTponiag kabe TexvikoU napdyovrta Kivouvou ¢aivovtal otov fMivakag 16 yia To

«ZuoTtnua A» kai atov Mivakag 17 yia To «X0oTnua B». MNa kabe nuEpa kai yia

2ehida 203 and 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

kaBe napdayovTa unoAoyioaue To nuepriolo abpoiopua Tou CVSS Score nou unnpxe
otn Baon NVD. ZTn ouvéxela To dlaipEcape e To guvoAikd CVSS Score Tou na-
payovta autou. O TIMEC Nou NAPApE KupaivovTal anod 0 £wg 1. ZTn GUVEXEID TIC
uywoape otn duvaun 1/c. To anotéAeopa autng Tng diadikaoiag pag divel To
nooo sudAwTo €ival eva cuoTnua. ‘ETol Aoindv agaipwvTtac Tnv TN Nou Bpnkaue
and Tn povada, nou anoTeAei To 100% ao@aAeég ouaTNHA NANPOPOPIKNG, UNOAO-

yioape To €ninedo aopPAAEIQC TOU GUOTAKATOC NANPOPOPIKNG NMOU JEAETOUCALE.

Mivakag unoAoyiopoU

Linux kernels 2.6.20 kai HeTa Mivakag 18
Apache 2 Mivakag 19
Oracle 10g Mivakag 20
Windows 2003 Mivakag 21
I1IS 7 Mivakag 22
SQL Server 2005 Mivakag 23
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Linux kernel 2.6.20 ko peta Ci=1,530205
Huépa ApLOAG EuTtaBELWV ABpolopa MBavotnta YrnioAoywopdg  Metatponi o€
Miva nuépag CVSS Score (p:) Al/ci % acddalelag
nuépag

(A) (8) n (8) (E) ()
1 35 165,20 0,0405 0,1229 0,8771
2 45 210,50 0,0515 0,1440 0,8560
3 33 164,50 0,0403 0,1226 0,8774
4 12 63,20 0,0155 0,0656 0,9344
5 20 109,90 0,0269 0,0942 0,9058
6 27 133,70 0,0327 0,1071 0,8929
7 32 165,20 0,0405 0,1229 0,8771
8 24 128,70 0,0315 0,1044 0,8956
9 26 146,80 0,0359 0,1138 0,8862
10 31 164,50 0,0403 0,1226 0,8774
11 14 80,00 0,0196 0,0765 0,9235
12 34 148,50 0,0364 0,1147 0,8853
13 16 89,20 0,0218 0,0822 0,9178
14 19 85,90 0,0210 0,0802 0,9198
15 25 121,30 0,0297 0,1005 0,8995
16 14 74,60 0,0183 0,0731 0,9269
17 27 119,00 0,0291 0,0992 0,9008
18 34 186,30 0,0456 0,1330 0,8670
19 25 127,30 0,0312 0,1037 0,8963
20 18 103,00 0,0252 0,0903 0,9097
21 26 116,70 0,0286 0,0980 0,9020
22 36 191,50 0,0469 0,1354 0,8646
23 36 150,90 0,0370 0,1159 0,8841
24 17 101,60 0,0249 0,0895 0,9105
25 15 82,90 0,0203 0,0783 0,9217
26 24 122,60 0,0300 0,1012 0,8988
27 36 160,40 0,0393 0,1206 0,8794
28 12 63,70 0,0156 0,0659 0,9341
29 33 144,70 0,0354 0,1127 0,8873
30 27 128,00 0,0313 0,1040 0,8960
31 53 233,20 0,0571 0,1540 0,8460

ZUvola 826 4.083,50

Mivakag 18: YNnoAoylopOG TIH®V EVTponiag yia TEXVIKO napdyovra kivduvou Linux kernel 2.6.20
kai pera (Ta oToixeia npoépyxovral and Tnv NVD)

‘Onou:

H ot\An A = I / ABpoiopa CVSS Score, n oThANn E = A'ei xai nomaZ=1-A
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Apache 2 Ci=1,988656
Huépa ApLOUOG EUTABOELWV ABpolopa MBavotnta Yrnioloyiopoég  Metatponi o€
Mniva nuépag CVSS Score (pi) Al/Ci % aodAaleLag
nuépag
(A) (8) n (8) (E) (2)
1 0 0,00 0,0000 0,0000 1,0000
2 2 12,50 0,0254 0,1578 0,8422
3 4 32,20 0,0655 0,2539 0,7461
4 2 9,30 0,0189 0,1360 0,8640
5 8 45,70 0,0930 0,3028 0,6972
6 5 21,20 0,0431 0,2058 0,7942
7 2 12,50 0,0254 0,1578 0,8422
8 6 20,00 0,0407 0,1999 0,8001
9 3 15,00 0,0305 0,1729 0,8271
10 1 7,10 0,0144 0,1187 0,8813
11 3 15,00 0,0305 0,1729 0,8271
12 4 23,90 0,0486 0,2186 0,7814
13 7 32,90 0,0669 0,2567 0,7433
14 3 12,90 0,0262 0,1603 0,8397
15 0 0,00 0,0000 0,0000 1,0000
16 2 11,10 0,0226 0,1486 0,8514
17 0 0,00 0,0000 0,0000 1,0000
18 6 32,90 0,0669 0,2567 0,7433
19 1 5,00 0,0102 0,0995 0,9005
20 6 26,00 0,0529 0,2281 0,7719
21 3 17,10 0,0348 0,1847 0,8153
22 1 4,30 0,0087 0,0923 0,9077
23 1 5,00 0,0102 0,0995 0,9005
24 1 5,00 0,0102 0,0995 0,9005
25 5 21,20 0,0431 0,2058 0,7942
26 0 0,00 0,0000 0,0000 1,0000
27 2 9,30 0,0189 0,1360 0,8640
28 6 28,70 0,0584 0,2397 0,7603
29 4 22,80 0,0464 0,2135 0,7865
30 3 13,60 0,0277 0,1646 0,8354
31 5 29,40 0,0598 0,2426 0,7574
ZUvola 96 491,60

Nivakag 19: YnoAoyiopoG TIH®V evTponiag yia TEXVIKO napdyovra kivdivou Apache 2 kai pera
(Ta oToixeia npoépxovrai and Tnv NVD)

‘Onou:

H otAAn A = I / ABpoiopa CVSS Score, n oThAn E = A'ei xai nomaZ=1-A
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Oracle 10g Ci=0,364065
Huépa ApLOUOG EUTABOELWV ABpolopa MBavotnta Yrnioloyiopoég  Metatponi o€
Mniva nuépag CVSS Score (pi) Al/Ci % aodAaleLag
nuépag
(A) (8) n (8) (E) (2)
1 0 0,00 0,0000 0,0000 1,0000
2 21,80 0,0420 0,0002 0,9998
3 0 0,00 0,0000 0,0000 1,0000
4 11 73,60 0,1418 0,0047 0,9953
5 0 0,00 0,0000 0,0000 1,0000
6 0 0,00 0,0000 0,0000 1,0000
7 0 0,00 0,0000 0,0000 1,0000
8 1 7,50 0,0145 0,0000 1,0000
9 0 0,00 0,0000 0,0000 1,0000
10 0 0,00 0,0000 0,0000 1,0000
11 3 14,20 0,0274 0,0001 0,9999
12 1 5,00 0,0096 0,0000 1,0000
13 0 0,00 0,0000 0,0000 1,0000
14 16 75,40 0,1453 0,0050 0,9950
15 34 180,50 0,3478 0,0550 0,9450
16 8 48,80 0,0940 0,0015 0,9985
17 0 0,00 0,0000 0,0000 1,0000
18 5 41,00 0,0790 0,0009 0,9991
19 0 0,00 0,0000 0,0000 1,0000
20 1 10,00 0,0193 0,0000 1,0000
21 0 0,00 0,0000 0,0000 1,0000
22 1 7,50 0,0145 0,0000 1,0000
23 1 6,80 0,0131 0,0000 1,0000
24 0 0,00 0,0000 0,0000 1,0000
25 0 0,00 0,0000 0,0000 1,0000
26 2 12,20 0,0235 0,0000 1,0000
27 0 0,00 0,0000 0,0000 1,0000
28 0 0,00 0,0000 0,0000 1,0000
29 0 0,00 0,0000 0,0000 1,0000
30 0 0,00 0,0000 0,0000 1,0000
31 2 14,70 0,0283 0,0001 0,9999
ZUvola 89 519,00

Nivakag 20: YNoAoyiopoOG TIH®V EVTpONiag yia TEXVIKO napdyovra kivdUvou Oracle 10g kai peTa
(Ta oToixeia npoépxovral and Tnv NVD)

‘Onou:

H otAAn A = I / ABpoiopa CVSS Score, n oThAn E = A'ei xai nomaZ=1-A

>ehida 207 ano 272



MoooTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKAG E TN XPHON OTOXACTIKWY HEBOdWY

Windows 2003 Ci =3,374999
Huépa ApLOUOG EUTAOELWV ABpolopa MBavotnta Yrnioloyiopdég  Metatponi o€
Miva nuépag CVSS Score (p:) Al/ci % acddalelag
nuépag
(A) (8) n (8) (E) ()
1 16 99,40 0,0235 0,3290 0,6710
2 17 107,80 0,0255 0,3371 0,6629
3 21 144,50 0,0341 0,3676 0,6324
4 9 63,00 0,0149 0,2875 0,7125
5 2 10,00 0,0024 0,1666 0,8334
6 9 54,50 0,0129 0,2754 0,7246
7 7 47,40 0,0112 0,2642 0,7358
8 8 65,90 0,0156 0,2913 0,7087
9 44 357,00 0,0843 0,4806 0,5194
10 53 405,60 0,0958 0,4991 0,5009
11 36 278,90 0,0659 0,4467 0,5533
12 38 279,70 0,0661 0,4471 0,5529
13 80 622,50 0,1471 0,5667 0,4333
14 73 563,30 0,1331 0,5501 0,4499
15 41 337,30 0,0797 0,4726 0,5274
16 22 163,20 0,0386 0,3811 0,6189
17 10 74,00 0,0175 0,3015 0,6985
18 6 32,50 0,0077 0,2363 0,7637
19 0 0,00 0,0000 0,0000 1,0000
20 6 40,10 0,0095 0,2514 0,7486
21 8 49,80 0,0118 0,2681 0,7319
22 5 38,00 0,0090 0,2475 0,7525
23 3 18,90 0,0045 0,2012 0,7988
24 1 10,00 0,0024 0,1666 0,8334
25 0 0,00 0,0000 0,0000 1,0000
26 1 4,70 0,0011 0,1332 0,8668
27 11 82,20 0,0194 0,3110 0,6890
28 4 28,30 0,0067 0,2268 0,7732
29 33,70 0,0080 0,2388 0,7612
30 75,30 0,0178 0,3031 0,6969
31 21 145,40 0,0343 0,3683 0,6317
ZUvola 565 4.232,90

Mivakag 21: YnoAoyIOHOG TIH®MV EVTPONIAG yia TEXVIKO napayovrta kivduvou Windows 2003 kai
HeTa (Ta oToixeia npogpxovral ano Tnv NVD)

‘Onou:

H otiAn A = I / ABpoiopa CVSS Score, n oTnAn E = A'ei ka nomAnzZ=1-A
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ns7 Ci=2,977186
Huépa ApLOUOG EUTABOELWV ABpolopa MBavotnta Yrnioloyiopoég  Metatponi o€
Mniva nuépag CVSS Score (pi) Al/Ci % aodAaleLag
nuépag

(A) (8) n (8) (E) (2)
1 0 0,00 0,0000 0,0000 1,0000
2 0 0,00 0,0000 0,0000 1,0000
3 0 0,00 0,0000 0,0000 1,0000
4 1 2,60 0,0511 0,3682 0,6318
5 0 0,00 0,0000 0,0000 1,0000
6 0 0,00 0,0000 0,0000 1,0000
7 0 0,00 0,0000 0,0000 1,0000
8 1 8,50 0,1670 0,5482 0,4518
9 0 0,00 0,0000 0,0000 1,0000
10 0 0,00 0,0000 0,0000 1,0000
11 0 0,00 0,0000 0,0000 1,0000
12 1 7,20 0,1415 0,5184 0,4816
13 0 0,00 0,0000 0,0000 1,0000
14 0 0,00 0,0000 0,0000 1,0000
15 3 22,60 0,4440 0,7613 0,2387
16 0 0,00 0,0000 0,0000 1,0000
17 0 0,00 0,0000 0,0000 1,0000
18 0 0,00 0,0000 0,0000 1,0000
19 0 0,00 0,0000 0,0000 1,0000
20 0 0,00 0,0000 0,0000 1,0000
21 0 0,00 0,0000 0,0000 1,0000
22 0 0,00 0,0000 0,0000 1,0000
23 1 10,00 0,1965 0,5789 0,4211
24 0 0,00 0,0000 0,0000 1,0000
25 0 0,00 0,0000 0,0000 1,0000
26 0 0,00 0,0000 0,0000 1,0000
27 0 0,00 0,0000 0,0000 1,0000
28 0 0,00 0,0000 0,0000 1,0000
29 0 0,00 0,0000 0,0000 1,0000
30 0 0,00 0,0000 0,0000 1,0000
31 0 0,00 0,0000 0,0000 1,0000

JUvola 7 50,90

Nivakag 22: YNoAoyiopoG TIHMV EVTPONiag yia TEXVIKO napdyovra kivduvou IIS 7 kai pera (Ta
oToixeia npogépyovrail and Tnv NVD)

‘Onou:

H otAAn A = I / ABpoiopa CVSS Score, n oThAn E = A'ei xai nomaZ=1-A
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SQL Server 2005 Ci=1,878724
Huépa ApLOUOG EUTAOELWV ABpolopa MBavotnta Yrnioloyiopoég  Metatponi o€
Miva nuépag CVSS Score (p:) Al/ci % acddalelag
nuépag
(A) (8) n (8) (E) ()
1 0 0,00 0,0000 0,0000 1,0000
2 0 0,00 0,0000 0,0000 1,0000
3 0 0,00 0,0000 0,0000 1,0000
4 0 0,00 0,0000 0,0000 1,0000
5 0 0,00 0,0000 0,0000 1,0000
6 0 0,00 0,0000 0,0000 1,0000
7 0 0,00 0,0000 0,0000 1,0000
8 0 0,00 0,0000 0,0000 1,0000
9 4 32,00 0,1749 0,3953 0,6047
10 1 9,00 0,0492 0,2012 0,7988
11 7 63,30 0,3459 0,5683 0,4317
12 0 0,00 0,0000 0,0000 1,0000
13 0 0,00 0,0000 0,0000 1,0000
14 8 74,40 0,4066 0,6194 0,3806
15 0 0,00 0,0000 0,0000 1,0000
16 1 4,30 0,0235 0,1358 0,8642
17 0 0,00 0,0000 0,0000 1,0000
18 0 0,00 0,0000 0,0000 1,0000
19 0 0,00 0,0000 0,0000 1,0000
20 0 0,00 0,0000 0,0000 1,0000
21 0 0,00 0,0000 0,0000 1,0000
22 0 0,00 0,0000 0,0000 1,0000
23 0 0,00 0,0000 0,0000 1,0000
24 0 0,00 0,0000 0,0000 1,0000
25 0 0,00 0,0000 0,0000 1,0000
26 0 0,00 0,0000 0,0000 1,0000
27 0 0,00 0,0000 0,0000 1,0000
28 0 0,00 0,0000 0,0000 1,0000
29 0 0,00 0,0000 0,0000 1,0000
30 0 0,00 0,0000 0,0000 1,0000
31 0 0,00 0,0000 0,0000 1,0000
Z0voAa 217 183,00

Mivakag 23: YNoAoyIoHOG TIH®MV EVTPONIAG yia TEXVIKO napayovra Kivduvou SQL Server 2005 kai
HeTa (Ta oToixeia npoépxovral ano Tnv NVD)

‘Onou:

H otAn A = I / ABpoiopa CVSS Score, n oTnAn E = A'ei ka nomAnzZ=1-A
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TeNocg, £xovTac unoAoyioel TIG TIHEC evTponiac yia kabs evav and Touc napdayo-
VTEG KIVOUVOU, unoloyiloupe To yIVOPEVO Toug, oTNAN Z, and kabe napayovra
KIvOUVOU, yia va BpoUHE TO OUVOAIKA TIMA TNG €vTponiac Tou GUOTAKATOC TOU

onoiou avaldnToupe To eninedo acPaAeiac, Mivakag 24.

Huepriowa ZuvoAikn Evtponia Zuotnudtwv A & B

Huépa Mijva FwopEVOo Z oTHANG TEXVIKWV Fvopevo Z oTHANG TEXVIKWV
TOPOLYOVIWV TOU ZUCTHUOTOGA  TOPOYOVIWV TOU ZUCTHLOTOG
B
(A) (8) n
1 0,8771 0,6710
2 0,7208 0,6629
3 0,6546 0,6324
4 0,8035 0,4502
5 0,6315 0,8334
6 0,7092 0,7246
7 0,7387 0,7358
8 0,7166 0,3202
9 0,7329 0,3141
10 0,7732 0,4001
11 0,7637 0,2388
12 0,6918 0,2663
13 0,6822 0,4333
14 0,7685 0,1712
15 0,8501 0,1259
16 0,7879 0,5348
17 0,9008 0,6985
18 0,6438 0,7637
19 0,8071 1,0000
20 0,7022 0,7486
21 0,7354 0,7319
22 0,7848 0,7525
23 0,7961 0,3364
24 0,8199 0,8334
25 0,7320 1,0000
26 0,8988 0,8668
27 0,7598 0,6890
28 0,7102 0,7732
29 0,6979 0,7612
30 0,7484 0,6969
31 0,6407 0,6317

Mivakag 24: Hugpnoia cuvoAikn evrponia cuoTnpaTtwv A & B
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Av €10ayoupe TIC TIMEC auTeC oTo Matlab, Ba oxnuaTioTei pia kaunuAn, n onoia
oxnuatieTal and TNV OTOXAOTIKA ouvapTnon nou xpelalopacTe, £T0I WOTE va
urnoAoyiooupe To €ninedo aoPpAaleiac Tou CUCTHHATOC NANPOPOPIKAC NMOU HEAETA-
ME. TNV OTOXAGTIKN oUvAPTNON auTh TNV Npooeyyicoupe e To Curve Fitting Tool

Tou MatLab kai pe Tnv BonBeia TNC availuong kata Fourier ye okTw Babuouc e-

AeuBepiac, eEiowon 14.
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Eikova 12: Xprjon Tou Curve Fitting Tool, Tou MatLab, yia Tnv npoo£yyion ThG OTOXAOTIKNG OU-
VApTNONG TOU «ZUuoThnpaTog A», kara Fourier
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Eikova 13: Xprion Tou Curve Fitting Tool, Tou MatLab, yia Thv npoc£yyion THG OTOXAOTIKIG OU-

VAapTNONG TOU «ZuoThpHaTog B», kata Fourier

'Onwc gixape avagepel, To Matlab, kavovTac TNV NPooeyyion TN KaunuAng, uno-
MoyiCel kai OAe¢ TiIG PeTaBAnTéc and Tnv Error! Reference source not
found.c€iowon 14,

f(x) = ay + a; cos(wx) + by sin(wx) + a, cos(2wx) + b, sin(2wx) +
a; cos(3wx) + bz sin(3wx) + a, cos(4wx) + b, sin(4wx) + (11)

as cos(5wx) + bs sin(5wx) + ag cos(6wx) + bg sin(6wx) +

a- cos(7x) + b; sin(7wx) + ag cos(8wx) + bg sin(8wx)

ol onoieg epgavifovTal oTouc akdAouBoug nivakeg, Mivakag 25 kai Mivakag 26:
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‘Onou:
a0 0.7506 a5 0.001161
al -0.0043 b5 0.04094

b1 -0.0249 a6 -0.01903
a2 0.01301 b6 -0.009151
b2 -0.005154 a7 -0.03515
a3 -0.00934 b7 -0.02211
b3 -0.00641 a8 -0.01236
a4 0.003398 b8 0.006182
b4 0.03604 W  0.4509

Mivakag 25: YnoAoyiopog peraBAntov Fourier yia To Z0oTnpa A

‘Onou:

a0 0.606 a5 0.090038
al -0.1162 b5 0.05019
bl -0.1866 a6 0.02806
a2 -0.01194 b6 0.0007708
b2 0.1126 a7 -0.02982
a3 -0.06197 b7 -0.002766
b3 -0.08026 a8 -0.04081
a4 -0.05292 b8 0.07709
b4 0.04711 w 1.865

Mivakag 26: YnoAoyiopog perapBAntwv Fourier yia To ZUoTtnpa B

>Tn ouvéxela dnuioupynoape €va npdypaypa oto MatlLab, To onoio eniouvanTe-
Tal oTto MapdpTnua, kar eniAUoaue peow Tou Matlab, auTh Tn ouvapTtnon, vid
KGOe pia nuépa kar TENOG, unoloyioape To PHEGO OPO TWV aANOTEAEOUATWY. MpEnel
va onuelwBei €dw, 0TI N AUON TNG ouvAPTNONG AUTAC, KE TOUC Napandavw 0pouc,
anoteAei kal To {nToUpevo €ninedo aoPAAEIaC TOUG OUCTAKATOG NANPOPOPIKNG
nou PEAETAPE. EneIdn opwe, onwg exel Ndn avagepBei, n acpaieia givar duvapikn
kal JeTaBaAAeTal Pe To xpovo, {NTAKE TO PECO OPO TOU WNVA ETOI WOTE VA E£XOU-
HE 000 To duvaTov, KaAUTEPN NPOOEYYION Tou €MiNnédoU ao(AAEiac ToU OUCTNHA-

TOG NANPOPOPIKNG NOU PEAETALE.

ErmiAUovTacg, Aoindv oto MatlLab, Tnv napandvw £&owaon PE TOUG OPOUC MOU NPo-

ocyyioape, €xoupe Ta €ENC anoTeAéopara:
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ZouoTnpa A
Linux kernels 2.6.20 kai pera | Eninedo Ac@aAeiag 35,96%
Apache 2 ZUvoAo sunabsiov: 1.011
Oracle 10g ZUvolo CVSS Score: 5.094,10
ZuoTnpa B
Windows 2003 Eninedo AcpdaAsiag 50,94%
I1IS 7 ZUvoAo eunabsimv: 593
SQL Server 2005 Z0volo CVSS Score: 4.466,80

Mivakag 27: ZuvoAIko £ninedo ado@AAgiag CUCTNHAGTOV A & B

MapatnpoUpe Aoinov, OTI To ZUoTnua A, €xel MIKpPOTEPO €ninedo aAoPAAEIAq
(35,96%) ouykpITika pe ZuoTnua B (50,94%) kai yia To AOyo auTo Bewpeital
NePICOOTEPO EMNIPPENN O NIBECEIC aopaleiac. AuTd pnopei va €Enyndei, agpou To
ZuoTnua A exel HeyaAuTepo apiBuo eunabeiwv, 1.011 evavTi 593 Tou ZuoTAPATOG
B, aAAG kal upnAoTepo ouvoAika CVSS Score, 5.094,10 Tou ZUOTAKATOC A, EVAVTI
4.466,80 Tou ZuoTnpaTog B. Zuvenwc, n npoTeivopevn peBodoloyia yia Tn He-
TpPNON Tou €niNEdOU aoPAAEIAC EVOC OUCTAPATOC NANPOMOPIKNG, €nIBERAIDVETAI

Kal EPNeIpIKA.

Eivar katavonTtd and To napadeiyya autd, OTI EXOUHE ONUIOUPYNOEl £va VEO WE-
TPO YIa TNV NOCOTIKOMOINGN TNG aoPAAEIAG, TO OMoio KMopEi va XpnoiydonoinBei
yla TNV oUyKpion dU0 evTEAWC OIAPOPETIKWY CUOTNHATWY NANPOPOPIKNC. EMNAE-
ov, avaloya e Tnv avaykn Tng ouykpiong, dUO I NEPICOOTEPWV CUOTNHATWV
NANPOMOPIKNG, N XPOVIKN NePiodoC pnopei va PeTaBAndei og priveg, xpovia r a-

kOua kal va Peiwdei o eninedo €Bdopadac.

Ma 1o okond auTd, EXOUpE UAOMOINOEl €va NPOTUNO MPOYPAPHA METPNONG TOu
eMNEdOU TNC aoPaAeiac evog npoiovtog (Security Quantification Tool - SQT),
XpnaoidonolwvTag Tnv npoTeivopevn peBodoloyia kai a&lonoiwvTag Ta dedoeva
™n¢ Baong NVD. To SQT, €xel avaptnBei oTo internet w¢ avoikToUu Kwdika npo-
YPauua, yia onoiov niBupei kai BEAel va To KaTeRACE kal va To OOKIMATEI, OTNV

IoTooeAida www.sourceforge.net/projects/sqt [100]. To SQT napouoialeTal ava-
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AUTIKG, TOOO WC MPOC TOV TPOMO AEIToupyiac Tou 000 Kal w¢ NPO¢ Ta €pyasia

uAonoinonc Tou, OTO ENOPEVO KEPAAAIO.

EninAéov, €xel uhonoinBei kai pia Aiyo diapopeTikn €kdoon autou [101] kal Tnv
£XOUME avapTnoel oTo d1adikTuo yia onolov B€Ael va To dokiydaoel. H €kdoon au-
TN, YIa TNV €UPEON TOU £NINEdOU AOPAAEIAC EVOC NPOIOVTOC | CUCTAKATOC NAN-
POPOPIKAG XpNnoldonolsi anAn oAokAnpwaon Tn oTiyun nou 1o SQT XpnOoILONOIE
oTOXaoTIKN oAokAnpwon. H dielBuvon nou Pnopei va To Bpel Kal va To kaTeRAaoel

kanolog ano To internet, €ivai: http://sourceforge.net/projects/secqua/.
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Kepaiaiwo 6: Ilpotumo mpoypappa
UTIOAOYLOUOV ETITTEOOV NOPAAELNG -
Security Quantification Tool (SQT)

6. Mevika

'Onw¢ avapepOnke avaAuTikd oTo OeUTEPO KeEPAAaio, n Oiadikaacia diaxeipiong
TV KIVOUVWV 0Ta GUOTAMATa NANPoQopIKAG, €ival pia diadikacia nou npenel va
EMNEPIEXETAI OE OAEC TIC ANOPACEIG TNG Aloiknong piag enixeipnong. O evToniopog
TV KIVOUVWY, 0 dlaxwpIoPOg Toug avaloya HE TNV €nIKIVOUVOTNTA Toug, N Afywn
METPWV, TOOO MPOOTACIAC AnNd AUTOUC 000 Kal avakaugywnc o€ MEPINTWOoNn Mou
ouppoUv, Kai, TENOG, N a&loAdynon Twv MPOTEIVOPEVWY UETPWV, €ival pia agvan
01adikaoia nou autoTpo@odoTEITAl Kal ONUATOd0TEI O€ Yeyaho BaBuod Tnv Ikavo-

TNTa TNC AI0iKNong va QEPEl 0 NEPAG TO POAO TNC.

Ma va ynopéoel n Aioiknaon HIa €niXeipnong va kavel OAa Ta napandavw, Npenel va
eival o B£on va a&lohoynoel Ta cUOTAKATA NANPOPOPIKAG Nou JIABETEI e TPOMNO

TETOIO MOU va €ival akpIBAG Kal agepOANNTOC.

>TO KOUMATI auto Tng napouoag diaTpIBng, Ba napouciaoTei Eva nPoOTUNo NpPo-
YPAUHA MOCOTIKOMOINONG TOU €MINEDOU TNG AOMAAEIAC EVOC MPOIOVTOC 1 CUOTR-
MATOG NANPOPOPIKAG, HE TN XPNON OTOXAOTIKWV OAOKANPpwUATwv. To napouaia-
(OEVO NPOYPAPMA Mou UAOMOIEI TNV NPOTEIVOPEVN PeBodoloyia nou avaAlbnke
OTO NEUNTO KEPAAAIO, QPEPEI TO XAPAKTNPIOTIKO Ovopa «Security Quantification
Tool (SQT)». O okonoc TNE XPHong £voc TETOIOU NMPOYPAUKATOC €ival va pac na-
pEXEI €va kaBapo voUpePo nou Ba anoTunwvel To €ninedo acpaleiac evog npoiod-

VTOG I EVOG OUGTAATOC NANPOPOPIKAC.

6.1 Meplypapry avaykwv Tou NpoypaupaToq

Mia ano TIG avayKaieg VEPYEIEC yia kABe nNpoypaupa AoyiopikoU, nou nponyeital

TNC UAOMOINONC TOU, €ival N €KNOvVNON TNG MEAETNC OKOMIMOTNTAC. 2TNV MEAETN
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auTn, avapeoa os aAAa, nepypagovTal To KOOTOC Kal Ta OPEAN anod TNV uAonoin-
on TOU NPOypAuKaToc AOYIOMIKOU, Ol EMIXEIPNOIAKEG ANAITACEIC NOU KAAsiTal To
NpOYPANKA va UAOMOINOEI Kal (PUOIKA Ol OPAJEC TWV XpNOTWV nou Ba To Xpnol-
honoinoouv. EmnAgov, kaBopilovTal Ta epyaleia nou Ba xpnoigonoindolv aTnv
(paocn TNG avanTuéng kai ol EAAXIOTEC analTroeiC OTOUG OTABUOUC Epyaciac Twv

XPNOTWV nou Ba To XpnGCIKOMNoINCouV.

6.1.1 O@£An ano Tn xpnon Tou SQT

H napouoa diaTpiBr, €xel okono va Bondnosl Ta PeAN TnG Aioiknong Kiac eTaipei-
ag n / kar Opyaviopou, 0To va evnuEPWOOUV yia To €NiNedo acPAAelag TwV Ou-
OoTNUATWY NANPOPOPIKNG Nou diaBéTouv. H yvwon autrh oTn Aloiknon, KNopei va
a&loAoynBsi w¢ €va noAU XproIKo Kal avaykaio EpyaAsio yia Tn ANWn anopacswy.
'OAeG 01 eNevOUCEIG NOU EXEI KAVEI [ia eMIXeipnan o€ ouoTAUATa NANPOPOPIKAG N
nou okoneUel va Kavel, ynopouv va a&iohoynBouv pe Tn xprnion Tou SQT w¢ nNpog
TO KOMMATI TNG aoPAAeiag nou napexouv. Me Tov Tpono auTo, eivar duvatn n -
E0IKOVOUNON NOPWV, OE OXECN WE TA OPEAN MOU NApPEXOUV Ta dIAPopaA NpoiovTa
AoylopikoU OTov TOMEa TnNG aodaAeiag oTnv enixeipnon. Me dAha Adyia, pe Tn
xpnon Tou SQT, n Aioiknon KABe €nixeipnong YNopei Je PEYaAUTEPN €UXEPEID va
EKMOVNOEI HEAETEG KOOTOUG/OPENOUC TWV eNEVOUCEWY MOU EXEI KAVEl, AAANA kal va
ENAVEEETACEI TO OTPATNYIKO NAAGVO TwV €NevOUCEWV TNG O OUCTNMATA NANPOPO-
PIKNG €TOI WOTE va NETUXEl TA HEYAAUTEPA YIA €KEIVN OPEAN, OTOV TOPEA TNG a-

opaAeiac.

6.1.2 KaBopIiopog eniXEIpNOIaKWY anaitTroswy

a To ouykekpIYeEvo npoypaupa, (SQT), ol ENIXEIPNOIAKEG anaITNOEIC NoU KAAEiTal
va UAonoinoel ival NoAU GUYKEKPIKEVEC. Oa NPENEl va AEITOUPYNOEl oav £va npo-
YPappa unooTtnpIENc anopdacewv (decision support system), pe povadikd okomno

TNV a&ioAdynon Twv ouoTNUATWY NANPOPOPIKAG TNG EMIXEIPNONG, ME akpIBn Kal
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auEPOANNTO TPOMNO KABWG Kal TNV UMOCTAPIEN TwV ano(AcewV Yid HEANOVTIKEC

€NevOUCEIC,.

MNa Tnv npayuaronoinon TnG agioAdynong, To npdypappa SQT Ba npénel va Exel
OTOIXEIa yIa 000 TO duvATOV NEPIOOOTEPA MPOIOVTA AOYIOMIKOU aAAG Kal TQUTO-
XPOVa VA EVNHUEPWVETAI GUVEXWC, ONWC Kal EYKAipwe, ME vea. EmnAgov, Ta oTol-
Xeia nou Ba TpopodoTouvTal oTo cuaTnKa Ba npenel va sival akpiPr, apepoAnnTa

Kal adiau@IiopATNTa.

6.1.3 KaBoplopog opadwv XpnoTwv

H pebodoloyia nou ulonolei To SQT, £xel WG okono va Bonbnoel OAa Ta aTeAEXN
giac enixeipnonc, ave&apTnTwS Tou €MINEdOU TWV TEXVIKWV YVWOEWV MOU BPioKo-
VTal, OTO VA KATavorjoouv To €ninedo acPAA€lag Twv GUOTNHATWY NANPOPOPIKNG
nou O1aB€Touv. MNa 1o Adyo auTod, To €EayOUEVO NPOIOV TNC NPOTEIVOUEVNC HeBo-
doMoyiag, sival eva apiBunTIkO anoTeAeapa, nou pnopei va aglohoynbei and OAa

Ta enineda Tn¢ Aloiknong kai ano 6Aa Ta oTeEAEXN.

>uvenwc, To SQT, ynopei va xpnoiponoindsi andé 0Aa Ta oTeAEXN TNG EMNIXEIPNONG,
€iTe auTa avnkouv otn AieuBuvon MANPOPOPIKNC TNG ENIXEipnonG, €ite oTn AlgU-
Buvon MpounBelwv, €ite e dA\o eninedo TnG Aloiknong. To nepiBaGAlov nou Ka-
AEiTal va XpnoIPonoInoel 0 XpnoTng eivar 131aitepa QIAIKO kal diaiodnTikd, nou
oKono &xel va BonBnoel kABe XpnoTn, aveEapTNTWCE ToU EMINEDOU EEOIKEIWONC TOU

HE TN XPAON NAEKTPOVIKWV UMOAOYIOTMV.

6.1.4 KaBopliopog epyaieinv avanTuéng

Eival napa noAU onuavTiko, Ta epyaleia avanTu&ng evoc npoypappaTog AoyIouI-
koU nou Ba eniAexBouv, va napExouv Tn duvaToTnTa OTOV NPOYPAUMATIOTH, NEPA
ano To va UAOMOINCEI TIC ENIXEIPNOIAKEC AMNAITAOEIC, VA WMNOPEI va NPOOPEPE! £va
@IAIKO, nAoUaolo kal eUXpNoTo NEPIBAANOV £pyaciac oToug MEANOVTIKOUG XPrOTEC.

O TeAIKOC XPNOTNC TOU NPOYPAPMATOG, €ival aiyoupo OTI £XEI XPNOIKOMNOINCEl ap-
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KETA NpoiovTa AoyIopikoU Kal NAEoV, OTIG MEPEC pag, Ba oTabei kpITIKG angvavri
oe dUoxpnoTa kal pTwxa nepiBallovra epyaaiac nou Ba kAnBei va xpnaoiponoln-
O€l, JE AnOTEAEOHA TN KN anodoxn Tou nNpoypduuaToc and autov. AuTo gival éva
yeyovog nou dev Ba npenel va napaAsinetal kata tn diadikaacia enAoync epyaci-

WV avanTu&ng evog NpoiovTog AoYIGHIKOU.

EninAéov, o1 ASITOUPYIKEG anaITACEIC EVOC NPOoioVToG Aoylopikou, dnAadn Ta ava-
yKaia npoypduuarta nou npenel va npolndapxouv oTo oTabud epyaaciac Tou TeAI-
KoU xpnoTn, naifouv noAU onuavTikd poAo, TOOO TNV €UpUBUN AsIToupyia 000
Kal oTnv anodoxr Tou MPoiovToG auToU anod TOuG XPnoTeC. Av yia napadeiyua, o
TEAIKOG XpNoTng, 6a Npenel va €ykaTtaoTnoel pia o€ipa ano EEIBIKEUPEVA NPOIo-
vTa AoyiopikoU, népa anod To idlo To NpOypAKa, Yia va KAaTapEPEl TENIKA va Xpn-
oIJornoINCEl TO v AOyw npdypaypa, €ival aiyoupo OTI auTd Ba naiel eva noAu
apvnTikO poAo otnv anodoxn Tou. EEaAou, n eykataoTaon €ninAEoV NpPoiovVTwv
Aoyiopikou €ival pia diadikaaoia nou koupddel 1IB1AITEPA TOUG XPNOTEG, Kal TO Aiyo-

TEPO, EYKUMOVEI KIVOUVOUC WG NPOG TNV ENITUX OAOKARPWON TOUC.

6.2 MNapouciaon Tou SQT

'ExovTac avagpépel OAa Ta napanavw, OTO ONUEIO auTo, YIVETAl pia AeNTOPEPNG
neplypaqgn, T000 Tou AIToupyikoU nePIBAAAOVTOC 000 Kal Twv EpyaAsinv ava-

nTuénc Tou SQT Kai va €€nynBouv ol AOyol TwV EMNIAOYWV TOUC,.

'Onw¢ £XOUPE avagepel, To BEPa TNG aopaleiac evoc nMPoiovToC 1 OUCTHHATOC
nAnpogopikng dev €ival pia ortaTikn diadikacia aAAa pia duvapikr. ZUVENWG, N
a&loAdynon Tou €MNEdOU TNG AOPAAEIAC €VOC CUOTNHATOC MANPOPOPIKNAG, OV
unopei va eivar pia diadikacia nou Ba yivel pia ¢popd aA\a pia enavaAapBavopevn
diadikaaia nou duvnTika 6a napayel dIapopeTIka anoTeAéopata. MNa To Adyo auto
éva gpyaleio oav To SQT, npenel va €xel Tn PEYIOTN anodoxr and Toug TEAIKOUC
XPNOTEC £TOI WOTE va €ival 000 To duvaTod nio euxapioTn n diapknc a&loAoynon

Kal TpopodOTNON TOU WE Ta OTOIXEIQ Nou XpeldeTal yia Tnv a&loAoynon.
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6.2.1 Asitoupyikd nepiBaAhov SQT

ApxiCovTac Aoinov Tnv nepiypapry Tou SQT, nNpeEnel va avapEPOUPE OTI NPOKEITAI
yla pia napabupikn @appoyn os Asiroupyiko nepiBalov Windows kai €ivar ulo-
noinuevn o YAwooa npoypapuaTiopgou VB.Net, ye T xprion Tou Microsoft Visual
Studio 2008. O Adyog nou emAEXBnKe auTtd To NepIBAlov, sival Aoyw TnG eupeiag
anodoxnc Twv Windows aAAd kal TNG UIOBETNONG TOUC WG TO AEITOUPYIKO NEPI-
BAMoV €MIXEIPNOIAKNC AEITOUPYIAC TWV MNEPICOOTEPWV EMIXEIPNOEWV NAYKOOUIWG.
'ExovTacg €va epyal€io nou AEITOUPYEI OTO NEPIOCOTEPO XPNOIMOMNOIOUWEVO MEPI-
Balov, au&avetal katakopugpa n meavoTnTa anodoxnc Tou anod TNV KoivoTnTa

TWV XpNOTWV.

6.2.2 [lpoanaiTouyeva npoiovTa AoyIoHIKOU

KaBe pia epappoyn £xel kanoia npoanaiToUheva npoiovTa AOYIONIKOU Yia va Ael-
Toupynoel. To SQT, w¢ napabupikn papuoyr, NpolnoBeTel Tnv Unapén Tou .Net
Framework 2.0 Tng eTaipeiac Microsoft, oTo oTabud epyaciac kabe xpnotn. H £x-
doon autn Tou .Net Framework dev enmiAéxBnke Tuxaia. O Adyog enIAoyng TnG Eyi-
VE JE YVWHOVA TNV EAAXIOTONOINON TwV NPOBANUATWY £YKATACOTAONG TNG £(ap-
hoyng, agou n €kdoon 2.0 €ival eykaTeoTNUEVN O OAA Ta AEITOUPYIKA OUCTAKATA
NG eTaipeiag Microsoft, ano Tnv ékdoon Windows XP SP2 kai PeTd. 'Exovtac rnon
(PTACEl NPO TNC €nionung kukhogpopiac Twv Windows 8, To .Net Framework 2.0
(avtalel nAéov anibavo va pnv BpIOKETAl EYKATECTNUEVO OTO OTABUO €pyaciac

Tou TeAIkoU XpnoTn.

Mpénel va TovioTel, 6T To SQT uAonolsi TNV NPoTeIvOuEVN PeBodoAoyia NoooTIKO-
MoinongG Tou €nINESOU TNG AOPAAEIAC PE TN XPrON OTOXACTIKWY OAOKANPWHATWV.
Fa TNV €niAUon TwV OTOXAOTIKWV OAOKANPWHATWY, £XEl XpnoihonoinBei £va eEei-
OIKEUPEVO MaBnuaTikd nakéto Tng MathWorks, To MatLab 2012a. Zuvenwg, 1o
nepiBaiov Tou MatLab eival npoanairoUpevo yia Tn Asiroupyia Tou SQT. MNa To
AOyo auTo, €xel pTIaxTei €va €0IkO apxeio eykataocTaonc (setup file), To onoio

gykabioTa TNV unoAoyioTiKr pnxavn (runtime engine) Tou Matlab, nou diveral
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dwpeav og 6O0UG £XOUV ayopdoel TO HABNUATIKO NAKETO, yia va pnopouv va dia-

Molpagouv Tn G0UAEIG TOUC,

Telog, To SQT xpnoiyonolei pia Baon dedopévwy, TNV Microsoft Access, oTnv o-
noia anoBnkevuovTal OAa Ta oupBavra acpaleiac nou B6a XpnoIKOMNOINTEl YIa TOUG
d1APOPOUC UNOAOYIOHOUC TOU MPOTEIVOUEVOU HOVTEAOU. ApXIKA, €iXE eMAEXOEi kal
xpnoigonoinBei n Baon dedopevwv TG Microsoft, SQL Server 2008, aA\a yia Ao-
YOUC guxpnoTiac aAAaxenke pe Tn Microsoft Access. Me Tov TpOMo auTo, 0 TEAIKOC
xpnoTng dev xpelaleTal va €xel kagia Bacn Oedopevwv oTov OTABPO €pyaaiag
TOU, APoU N EMIKOIVWVia Pe TNV MS Access €NITUYXAVETAl HE EVOWUATWHEVOUC
odnyoug (drivers) Tnc Microsoft oTto .Net Framework 2.0, To onoio €ivai, nAéov,
EYKATEOTNHEVO O OAA Ta AITOUPYIKA oUOTAMATA TNG Microsoft anod Tnv £kdoon

XP SP2 kai navw. To apxeio (mdb) Tng Baong dedopevwy divetal padi Pe To SQT.

6.2.3 MMivakec TNG Baonc 0eOOPEVWY

O1 nivakeg Tn¢ Baong dedopévwv napouaialovral otn napakatw Eikova 14.

Fralls
ci ID ID
Num_of Vulnerabilities Vendor DayNo
DayNo SW_List SeclLevel
Sum_Of score PublishDate Vulnerabilities
pi - ModifiedDate CVSS_Score
One_div_ci_to_power Score
Adjusted_ci AccessVector
LineID AccessComplexity

Authentication

ConfideltialityImpact

IntegrityIpmact

AvailabilityImpact

GeneratedDate

Summary

Eikova 14: Mivakeg nou xpnoigonoisi To SQT
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O nivakag «Vulnerabilities», nepiExel OAeG TIC eundBeleg yia OAa Ta npoidvTa Kai
€xel avaAuTikd napouciacTei oTnv napaypago § 5.7.1 , o nivakag «Calculations»
gival évag BondnTikOG nivakag oTov ornoio yivovtal OAol oI UNOAOYIGHOI TOU npo-
TEIVOMEVOU HOVTEAOU Kal TENOG O nivakag «Final_IS», nepiéxel Ta TeNka (OUYKe-

VTPWTIKA) ANOTEAECUATA TWV UMOAOYIOHWV.

6.3 PuBpiosic napapeTpwy Tou SQT

'Onw¢ ava@epbnke To SQT xpnaoiponoici T MS Access w¢ Baon dedopevav. H MS
Access népa anod Tnv anAn anoBnkeuon Twv xml apxeiwv, XpnoIKonolsiTal yia Tnv
unooTNPIEN OUVOETWYV Kal NOAUNAOKWV SQL epwTnNUATWV Ta ornoia To NPOTEIVOUE-
VO HOVTEAO MOCOTIKOMNOINGNG TNG ACPAAEIAG NPoUnoBETEl. ZUvenwc, n Hovadikn
puBuion Tou SQT, &ykeiTal oTov KaBopiopd TN TonoBeaiac Tou apyeiou mdb nou

anoTeAei TN ev Aoyw Baon 0eBOEVWV.

Ma T™n pUBMION auTn, NPENEl O XPNOTNG va €MIAEEEI TO Koupni «Settings», nou
BpiokeTal oTnV KaTw Oe&1d ywvia TNG KEVTPIKAG 000vNnc Tou SQT, Eikdva 15.

About SQT

Database file: C:\Matlab Project\SQT Setup\NVD MS Access mdb

Eikova 15: PuBpioeig napapérpwv SQT
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MeTd TnVv €midoyn yia pUBUION NAPAUETPWY €PPavileTal To NApakaTw napadupo,
OTO 0roio 0 XpNoTnG npenel va kabopiosl TNV TonoBeaia Tou apyeiou «NVD MS

Access.mdb» Tnc Baonc dedopevwy, Eikova 16.

r N
#4 Security Quantification Tool - Set database file ) S TEST— M
Lookin: | SecurityQuantification v @7 @
P Name = Date modified
-~ | bin 25/6/2012 9:03
RecentPlaces | My Project 29/6/2012 9:41 Tty
’ ! | obj 25/6/2012 9:03
: | Resources 29/6/2012 9:41 i
Desktop 2L]NVD MS Access.mdb 1/8/2012 7:42 pp

W

Libraries

A
Computer
=N < | Hi 3
Network
Files of type: [MicrosoﬁAccess File v J

["|Open as read-only

Eikova 16: EUpeon apxeiou mdb

'Otav eniAexBei n Baon 0edOUEVWY, OTNV KATW aPIOTEPN Ywvia TNG KEVTPIKNG O-
Bovnc Tou SQT, Eikova 17, Ba supaviosl Tnv Tonobeoia nou BpiokeTal. TauTo-
xpova Ba dnuioupynBei pia eyypagn oto punTpwo (registry) Tou oTabpou epyaai-
ac Tou Xpnotn, Eikova 18, €Tol woTte dtav &avasvepyonoinBei To SQT, va PNopei
va Tn XPNnOIMONoINCEl XwPic TNV napeuBacn Tou xpnotn. duaika, av o XpnoTng
eMIAEEEl va PeTakIvioel Tn Baon dedopévwv o AN TonoBeaia, npenel va &ava-

kavel Tnv idia diadikaaia yia va evnuepwOei cwaoTd TO UNTPWO.
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Software Vendor
microsoft v o * Information System / Component
[ || =P IR
Report Title Find Security @ Get Matlab
Events j . Chart
Calculate Security Level by

© Day of Month () Week of Year () Day of Year

—y & 2 9 @

About Go to NVD import | < s
_ website Bine, ||| Totom | (1 B

Database file: C:\Matlab Project\SQT Setup\NVD MS Access mdb

Eikova 17: Epgavion Tono0eciag apxeiou Baong dedopéEvav

AU (Detault)
#v'Filename CADMermigas\Matiab Project\SacurityQuantificati..

Eikova 18: AnoBnkeuon Tonobeciag apxeiou Tng Baong dedouévmv oTo Registry
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6.4 Evnuepwaon Tou SQT

'Onw¢ avagepdnke otnv napaypago § 6.1.2, To SQT Ba npénel va €xel OToIxXEIa
yla 600 To duVaTO MEPICOOTEPA NPOIOVTA AOYIGHIKOU Kal va PNOpPEi va eVNUEPW-
veTal dlapkwe. EninAgov, €xel Ndn avagepBei, 0TI n napouca diaTtpiBn XpNnoiuo-
noinoe w¢ nnyec eunabeiwv, dU0 NOAU YVWOTEG kal avolkToUu kwdika (open
source), Baceic dedopevwy: a) Tnv Open Source Vulnerability Database [92] kai
B) Tnv National Vulnerability Database [93]. MNa Adyoug evioxuong TNG avTIKEIWE-
VIKOTNTAC TNG Napouoac £peuvac, xpnoiponoindnke n dsutepn (NVD), oTtnv napa-

YWYI TOU NpwTOTUMOU GUOTAKATOC NOOOTIKOMNOINONG TNE aopaAeiac, SQT.

H NVD napéxel eoa anod Tnv 10TooeAida TnG http://nvd.nist.gov/download.cfm, €va

oUvoMo and xml apxeia, o dnolov €peuvnTr EVOIAPEPETAI, YIA TN HEAETN TWV EU-
nadeinv dlIaPopwv NPoiovTwv AoyiodikoU. ‘Opwc, Onwe kai n idia avagepel, Ta
apxeia auta, €xouv dIAPOPETIKN ypaupoypagnon (schema), pe anoTeéAeopa va

unv €ival duvarn n aueon €l0aywyn TouG o€ Kanoia Bacn OOoUEVWV.

Me okono va &enepaaTei auto To NPORANKA, avanTuxonke eva €1dIkd Npdypauua,
TO onoio diaBadel Ta Nnapsxopeva Xxml apxeia kai, v ouvexeia, €l0ayel os pia Baon
dedopevwy Ta aToixeia nou pag evdiapépouv. O nnyaiog kwdikag, napariberal
auToUOIOC Kal oupnepIAUBAvETal oTnV unopouTiva (sub routine) «ProcessXml»

OTO NAPATNHA NOU akoAOUBEi.

H unopouTiva autr, {nTa ano Tov XpnoTn va kabopioel Tnv Tonobecia nou Bpi-
okovTal Ta npog eioaywyn xml apxeia Twv eunadeiwv and tTnv NVD. O xpnotnc
Exel TN OuvaTOTNTa va €lodyel oTnv Bacn dedopeEvwY €T €va kal HOVO apxEio,
€iTe NOANG padi. e nepinTwon akUupwong TNG Npoondabsiac and Tov TEAIKO Xpr-
oTn, €EPPavileTal avTioTolxo pnvupa. Opoiwg, oTav n d1adikacia TEAEIWOE! ENITU-

XWG, EPPavileTal yivupa oTov XpRoTn.

Me Tn dnuioupyia autnc Tn¢ diadikaaiac, uAonoiNBnKe n €NIXEIPNOIAKn anaitnon
yia To SQT, TnG eloaywyng oToixeinv eunabeiwv yia NoAAG npoidvTa AoyiopikoU

KabwG Kal N UVEXNC EVNHEPWON AUTWV.
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Ma Tnv €upeon Twv apxeiwv xml Tng NVD, eniAéyoupe To koupni «Go To NVD
web site», nou BpiokeTal oTnv KaTw NAEUpd TNG KeVTPIKAG 08dvne Tou SQT Kai
ey@avileTal otnv €ikova nou akoAouBei, Eikdva 19. MeTa Tnv gvepyornoinon Tng
€MAOYNG auTng, autopata Ba gugavioTei évac Internet Explorer (Browser), nou
0a pac napanepnel otnv IoToogAida Tng NIST, nou napexel Ta xml apxeia Tng
NVD.

© Day of Month ) Week of Year () Day of Year

| Database file: C:\Matlab Project\SQT Setup\NVD MS Access.mdb

Eikova 19: EUpeon apxeiowv xml ano Tn NVD

Fia Tnv evnuepwon TnG Baong dedopévwv Tou SQT and Ta apyeia xml Tng NVD,
emA&youpe To koupni «Import NVD files», nou BpiokeTal oTnv KATw O€€IA ywvia
TNG KEVTPIKNG 000vNG Tou SQT kai epgavileTal oTnv €IkOva Nou akoouBei, Eikdva
20.
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Find Security
Events

Calculate Security Level by
© Day of Month () Week of Year () Day of Year

2

About SQT

Database file: C:\Matlab Project\SQT Setup\NVD MS Access mdb

Eikova 20: Eicaywyn xml apxeiowv ano Tnv NVD

MeTd TNV €miAoyn yia TNV loaywyn apxeiwv xml gueaviteTal To napakdtw napd-
Bupo, Eikova 21, oTo ornoio o XproTng npenel va kabopiosl Tnv Tonobeaia Twv

apxeiwv xml npog eilocaywyn.
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Lookin: |}, Debug - @& @
L= Name Date modified Type
=
Recent Places

Desktop

No items match your search.

=l
Libraries

A
|

Computer

4 |

@ |
File name: |

Network

Files of type: {Xml Files {nvdcve® xml)
[~ Open as read-only

Eikova 21: EmAoyn xml apxeiwv ané Tnv NVD

6.5 MAnpo@opiec Tou SQT

To SQT e€ival éva npdypappa avolkTou kwdika (open source) UAOMOINKEVO O€

VB.Net, kai diaTiBeTal dwpeav yia xpnon, yia onoiov €nOUPEl va To JOKIYACE

oTtnv IoTooeAida www.sourceforge.net . EminAgov, otnv 1oTooeAida ival diabeal-
Ma apxeia pe Tov nnyaio kwdika TOgo TG dienagng pe Tov xpnotn (VB.Net), 600

Kdl TOU UMNoAOYIOTIKOU NpoypappaToc nou xpnoigonoindnke (MatLab).

Telog, emIAéyovTag To koupni «About SQT>», nou BpiokeTal oTnV KATwW NAEUPA TNG
KEVTPIKNAG 080vNnG Tou SQT kai epgavideTal oTnv €1IkOva nou akoAoubei, Eikdva 20,
MnopoUpe va doupe NANPOQPOpIEC ava@opika Pe Tnv Tpexouoa ekdoon Tou SQT
aAAd kar Tnv gpeuvnTikny douAeld (dnuoaieloelg) atnv onoia PacioTnke, Eikova
23.
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~
Find Security
Events

© Day of Month ) Week of Year () Day of Year

| Database file: C:\Matlab Project\SQT Setup\NVD MS Accedg

Eikova 22: Epgavion NMAnpogopiov SQT

Security Quantification Tool (SQT)
Version 1.0.0.0
Copynight © 2012

SQT is an open source program written in VB.Net that, implements a nove!l method for the -
security quantification of an Information System (1S), a service or a product. This new proposed
security metric, is using stochastic calculus in order to provide us with a deteministic and
unbiased measurement of the security level of an 1S. Because the approach is vulnerability-
driven, and for ensuring unbiased results, it uses the National Vulnerability Database.
This work is based upon the following publications:

» Constantinos Patsakis, Dimitrios Memmigas, Sotirios Pirounias, Nikolaos Alexandris, and
Evangelos Fountas, "Towards a formalistic measuring of security using stochastic calculus,” in
2010 3rd IEEE Intemational Conference on Computer Science and Information Technology h

Eikova 23: 006vn nAnpogopiov SQT
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6.6 Alenagn Tou SQT We TNV unoAoyIoTIKn Pnxavn Tou MatLab

Fa ToV UMOAOYIONO TWV OTOXAOTIKWV OAOKANPWHATWV TNG NPOTEIVOUEVNC HeBO-
doAoyiag, aAAa kai yia Tnv napaywyn oxedliaypdappaTog anoTunwaong Tou Enine-
OoU TNC aoPAAEIC EVOC NPOIOVTOC AOYIOWUIKOU 1) / KAl EVOC OUCTNATOC NANPOPO-
PIKNG, Xpnoidonointnke To HadnuaTikd naketo MatlLab. ‘Opwg, dev eival duvato
VA MNEPIYEVOUPE NWC KABE XpnoTne 8a €xel, &va TOOO €EEIDIKEUPEVO HABNUATIKO
MAaKETO EYKATEOTNHEVO GTOV OTABUO €pyaciag Tou. MNa To Adyo auTto Aoindv, dn-
Mloupynonke €va €IdIkO NAKETO €yKATAOTAONG, TNG UMOAOYIOTIKNG HNXAvNG
(MatLab Engine) Tou MatLab, To onoio anAd kaBe XproTNG WUMNOPEI va €ykaTaoTn-
o€l oTov OTaBUO €pyaciag Tou, yia va PMopEi va XpnaolJonoinoel Ta epyaieia kai

TIG duvaToTNTEC TOoU MatLab.

Ma va ival duvatr n Xpnoigonoinon autou Tou nnyaiou KwOIKa anod To cUoTnua
Mou UAOMNOINBNKE, €NpPENE va XPNOILOMOINCOUKE Wia anod TiG duvaToTnTeG Tou
MatLab kar va napayoupe pia .NET Assembly. Na va To uAonoinooupe auTd, oTo

command window Tou MatLab, kaAeoape To epyaleio «deploytool», Eikova 24.

s 2 =10

New ‘ Open"

Name:  Untitledl.prj

Location: C:\Program Files\MATLAB\R2011b\bin

Type (& NET Assembly

Eikova 24: Anpioupyia .NET Assembly anoé To MatLab

A@oU Aoinov dnuioupynoape eva Deployment Project, énpene va dnuioupyrooulE

Tnv kKAaon Tnv onoia 6a kahoUoape pEoa and To ouoTNUA Pac. Tnv kKAAon auTn
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Tnv ovopdoape «DisplayText» kai Tn¢ npooBeoaue duo peBOdOUC TIC: a)
Disp_Tetx.m kai ) Quantification_method.m.

Edw npenel va onueiwBei, 0TI To MatLab yia va npooBeoel PeBOdoUG O Jia KAG-
on, QUTEC NpEnel va eival og EexwpioTa apxeia Tunou Matlab script (*.m). ‘ETol
Aoinov, uAonoinoape duo EExwpioTd apxeia *.m kal YEoa o€ auta ypawape Tov

nnNyaio kwdika nou BEAapE va KAAEOOUWE and Tnv KAAon.

2Tn ouvexela emAgyovTag Tnv nidoyn «Build» ulonoinoape Tnv khaon (dll) nou
BeAape va xpnoigonoinooupe. Autr n kAaon (dll) 6a sioaxbei w¢ Reference oo
SQT. Ev ouvexeia, emAeyovTag Tnv enioyn «Package», dnuioupynoape To NAKETO
€yKATAoTAoNC TOOO TNG KUNXavng Tou MatLab 6go kal TG KAAong nou POAIC gixaye
uhonoinoel, Eikova 25.

v i T T -
e M Poert Defreg  Bastier  Deshinp  Winden  fidp
DAY BT W CoventFoid CP0gm e MATLARRTIN M * | W

Swoteuty 0 How ts 340 2 What s New

Matlabs Pegart' szt sation Mathod v wOAx D x B

IRAsSBot gu-Resf Bi-dEAGF AR “Oerx WP - "l - ndilp ~-UwED o
s 10 » L1 « B0 = P | e Pactson
"
B 3 | G
f2e yetiel '
R LU R S U T
ot Do, Ttm
Y Quanttcatice Nethaem

10 Digewy e

=) Add

442 (bl

Sec_tevel = [ {004 fzmea 431 ) Y308 rwed Poaousces ard Herges Fies
pedas_Laval:

Whestie e AN MOS0
lmshﬂ“-u.

o i i - ; - -
- h o= plon) fiermeds|l), sbeza, ylaca (1 ) -

» - " " b : ith e PP Uy
o m 8 . snss ) ) ok Shes'drpstrrmd

alatel| mr Tey Bf merin
lasel | ‘Beeanivy tewilt 1)
it e

Prg Tt = | Qanifcston Matedd s o] Liafedi m

M

S Ok e dvag 1o wwve NET aseevhly

Eikova 25: Anpioupyia apxeiou eykardaoraong (setup file) Tou MatLab runtime engine
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6.7 Xpnon Tou SQT

Ma va unoAoyiooupe To €ninedo ao@aleiac evog NpoiovToc nNpénel va 1o avalnTi-
ooupe oTn Baon dedopévwv Pe Ta aToixeia and Tnv NVD. IMNa va To Kavoupe auTd
npénel va eMAEEoUPE TOUAAXIoToV £va ano Ta dUO OTOIXEId TOU NMPOIOVTOC: a) ToV
KATAOKEUAoTn Tou N /kal B) To Ovoua Tou. ZTn KeVTPIKA 086vn Tou SQT, undpxel
hia AioTa pe OAOUC TOUC KATAOKEUAOTEG AOYIOUIKOU, Yid TOUC OMoioug UNApxel
kanola eunabeia kataxwpnuevn (Eikova 26, onueio 1), kai éva nedio Nou Hno-
poUpE va ypawoupe OAo 1 KOPUATI anod To ovoud Tou (Eikova 26, anueio 2). 210
onueio 2, YNopoUlE va XPNOILOMOINCOUKE Kal TO XapakTnpa «%» av Oev EEPoupE
TO akpIBEG Ovoua Tou npoiovToG. Av yia napadelypa BeAape va Bpoupe OAa Ta
npoiovTa nou nepieixav TNV AéEn «windows» aAAa kai Tov apiOuo 2003, Ba ypd-

(ape oTo onueio 2, «windows%2003».

MaTtwvTtag To koupni «Find Security Events», nou BpiokeTal oTnv €Navw apioTepn
YywVia TNG KeVTPIKNG 000vnc Tou SQT, Ba pac sugpavioTolv OAEC o1 eundbeieC yia
TO MPOIOV Nou EXOUME eMIAEEEl oTa onpeia 1 & 2. Av €ival auTto To Npoidv Aoyiopi-
Kou ylia To onoio avalnToupe To €ninedo acPpAaAeiac, NPENEl va NATAOOUKE TO OeE]
npacivo BeAaki, nou eugavideTal oTnv €navw NAEUpa TNG KEVTPIKNG 08ovNng Tou
SQT, €101 WOTE AUTO va gu@avioTei nAaiolo «Information System / Component»,

(Eikdva 26, onpeio 5).

>TO onueio 3, NPENEl va YpAWOUHE ToV TITAO NoU €NIBUPOUKE va €PPAVIOTEI OTO
napayopevo didypappa Tou Matlab kal va eniAé€oupe To 81A0TNHA UNOAOYIGHOU
Tou £ninédou aogaAeiac, (Eikdva 26, onueio 4). TN OUVEXEID NATWVTAC TO KOU-
pni «Get MatLab Chart», nou BpiokeTalr oTnv enavw Oe€1d ywvia TNG KEVTPIKNG
00ovnc Tou SQT, Ba eugavioTei To OXETIKO diAypaupa ano 1o MatLab, nou 6a

anoTuUNWVel TO €Ninedo AoPAAEIag TOU NPOIOVTOG NOU EMIAEEQIE.

TeéAog, av BEAoupE va unoAoyiooupe To €ninedo ac@PaAeiag evog ouoTAUATOG NAN-
POPOPIKAC, MPEMNEI va TO oUVOECOUE, avalnTwvTac OAa Ta €MIPEPOUC NpoidvTa
Aoylopikou nou To anapTifouv. MNa kaBe éva npoidv AoyiouIKoU, avavewvVoUuE Ta
kpITApia avalitnong, onueia 1 & 2, kal To NPooBETOUPE 0TO nAqiolo, «Infor-

mation System / Component», (Eikova 26, onueio 5). 'Eva oUotnua nAnpogopi-
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KNG, MMopei va £xel dUo, Tpia 1 Kal NEPIOoOTEPA NPOidvTa Aoyiopikou. ‘OTav ouv-
B<ooupe To oUOTNEA NANPOQPOPIKNC MOU BEAOUME va WEAETAOOUME, NATAME TO
Koupni «Get MatLab Chart», nou BpiokeTal oTnv enavw O0e€Ia ywvia TNG KEVTPIKNG
0006vng Tou SQT, kal Ba ep@avioTei To oxeTIKO diIAypappa anod To MatLab, nou 6a
anoTuNWVel To OUVOAIKO €ninedo aoPAAelag yia To cUOTNHA NANPOQOPIKNG MoU

OUVOEoa)E.

@ Day of Month (7 Week of Year () Day of Year

%

About SQT

| Database file: C:\Matlab Project\SQT Setup\NVD MS Access.mdb

Eixova 26: Kevrpiki 006vn Tou SQT

6.8 Mapadeiypara xpriong SQT

'EoTw OTI yia napadsiypa BEAoupe va unoloyicoupe To eninedo aopaleiac ava
NUEPA ToU Wrva, Tou npoidvtoc «SQL Server 2005». TOTe oTo onueio 1 Ba enAE-

Eoupe Tov KATaokeuaoTn Aoyiopikou «Microsoft» kal oTo onueio 2, 8a ypawoupe
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«SQL_Server%2005». Meta 6a To €l0ayoupe 0To NAaiolo, onpeio 5, kar 6a naTn-

OOUE TO Koupni «Get MatLab Chart», Eikova 27.

Software Vendor

microsoft
Affected Software

sql_server%2005

Report Title

SQL Server 2005

Calculate Security Level by
@ Day of Month ) Week of Year () Day of Year

Information System / Component

microsoft.sql_server%2005

| D

Vendor

SW_List

PublishDate

summary

4 CVE-2007-4814 microsoft

CVE-2007-5348

cpe:/amicrosoft:...

11/9/2007

Buffer overflow in...

microsoft

cpe:/amicrosoftf...

11/9/2008

Integer overflow i...

CVE-2008-0085

microsoft

cpe:/amicrosoft:...

9/7/2008

SQL Server 7.0S...

CVE-2008-0086

cpe:/amicrosoft:...

9/7/2008

Buffer overflow in...

CVE-2008-0106

cpe:/amicrosoft:...

9/7/2008

Buffer overflow in...

CVE-2008-0107

cpe:/amicrosoft:...

9/7/2008

Integer underflow...

CVE-2008-3012

cpe:/amicrosoftf...

11/9/2008

gdiplus.dll in GDI...

CVE-2008-3013

cpe:/amicrosoftf...

11/9/2008

gdiplus.dll in GDI...

CVE-2008-3014

cpe:/amicrosoftf...

11/9/2008

Buffer overflow in...

CVE-2008-3015

cpe:/amicrosoft:...

11/9/2008

Integer overflow i...

CVE-2008-5416

cpe:/amicrosoft:...

10/12/2008

Heap-based buff ...

CVE-2008-2500

cpe:/amicrosoftf...

14/10/2009

Integer overflow i...

Records Found: 21

About SQT

%

files

Database file: C:\Matlab Project\SQT Setup\NVD MS Access mdb

Eikova 27: Avadnrnon dedopévwv otn Baon Tou SQT

To anoTEAeopa TOU NAPAnAavw UMNOAOYIOPOU gugavileTal oTo NapakaTtw diaypap-
ha, Aiaypappa 35, To onoio unodeikvuel 0TI TO €MiNedo AGPAAEIAC TOU NPOIOVTOC
«SQL Server 2005», cival 52,52%.
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.Fsml:Mk@dlSQSmMﬂb{chme - T?"—"—“Q
| e
13- ™~ o =1 “ - “T~ 8
- EPEESSSRRR e e e i .......... i i Lol - 4
(5 | T | S .......................... ' .' ............... SN, S | N | — -
| s | o ) } (1§ 1
-+ ’ 44 le e uli«;.»qo Hedeehd-4-% -
| \ |
g 08|+ Fseed
-
U7 | I SESS—" I - S5 S | ¥ SISO, SO [ S b S, P (SN SSSS——— -
i 07 -
08 .
05} eomvopesdityg emmrsrr vyt R P AP : cosrmemaeduqnenserssenastereremerrere .
Secunty kevel of (SQL Server 2005) by Day of Month
04} Total CVSS Score = 183, Number of Vunerabilities = 21
Secunty Quantfication Curve Fit
I 1
0 5 10 15
=

Aiaypappa 35: NMapayopevo diaypappa yia €va npoiov AoyiopikoU ano 1o SQT

Av 0T ouvéxela BENaPE va PEAETOOUKE TO €NiNEdO ao@aleiac evoc ouoTAPATOC
nNANPoPOpPIKNG Nou Ba eixe AeiToupylkd ouotnua «Windows Server 2003» kal -
YKAaTEOTNHEVO €va «SQL Server 2005», anAd avavewvoupe To Kpitnpia avalntn-
onc onueio 2, dlopBwWVOUKE Tov TITAO TOU napayouevou diaypappaToc onueio 3

Kal To NPogBETOUE GTO NAQioIo, anpeio 5, 6nwc gaiveral oTnv Eikdva 28.
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Sy

ft.sql_server%2005
microsoft. windows%2003

Report Title
Windows 2003 + SQL Server 2005
Calculate Security Level by
© Day of Month ) Week of Year () Day of Year

| D Vendor SW_List PublishDate summary
 EEREEE ricosot cpe:/amicrosofti... | 30/10/2001 ; Intemet Bxplorer ..
CVE-2001-0667  |microsoft cpe:/amicrosofti... | 30/10/2001 ! Intemet Explorer ...
CVE-2001-1483 microsoft cpe:/amicrosofti... | 31/12/2001 i Microsoft Intemet...
CVE-2004-0479 microsoft cpe:/amicrosofti... | 7/7/2004 )y Intemet Explorer ...
CVE-2004-0567 microsoft cpe:/omicrosoft:... |31/12/2004 £ The Windows Int...
CVE-2004-0568 microsoft cpe:/omicrosoft:... |10/1/2005 { HyperTeminal ap...
CVE-2004-0571 microsoft cpe:/omicrosoft:... |10/1/2005 L Microsoft Word f...
CVE-2004-0574  |microsoft cpe:/omicrosoft:... |3/11/2004 ] The Network Ne...
CVE-2004-0575 microsoft cpe:/omicrosoft:... |3/11/2004 £ Integer overflow i...
CVE-2002-2189 microsoft cpe:/omicrosoft:... |31/12/2002 Cross-site scriptin...
CVE-2003-0344 microsoft cpe:/amicrosofti... | 16/6/2003 8 Buffer overflow in...
CVE-2003-0352 microsoft cpe:/omicrosoft:... |18/8/2003 4 Buffer overflow in...

W <

About SQT import NVD
i files

Records Found: 569

Database file: C:\Matlab Project\SQT Setup\NVD MS Access mdb

Eikova 28: ZUvOeon evog ZuoTnuaTtog NMAnpopopikng oto SQT

2Tn OUVEXEl NaTape To koupni «Get MatLab Chart», kalr napdyeral To akoAoubo
olaypappa, Aiaypappa 36, onou aneikoviletal To {nToUPeVO €ninedo aoPaAeiac,

40,55%, yIa TO OUYKEKPIPEVO GUOTNKA NANPOPOPIKAG MOU CUVOECALE.
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r

Figure 1: Security level of (Windows 2003 + SQL Server 2005) by Day of Month =HIC X

File

Security Level

e — —— — —— —

. Security level of (Windows 2003 + SQL Server 2005) by Day of Month
02F------ Total CVSS Score = 44517, Number of Vulnerabilities =590 |- N

Security Quantification Curve Fit

01 1 1 1 1 1 1
0 5 10 15 20 25 30 35
Day of Month
Calculated Security Level = 40.55%
. o
~—— ————

Aiaypappa 36: NMapayopevo diaypappa yia €va cUoTHHA NANPOPOPIKAG ano To SQT

6.9 ZUvoywn

>TO KEPAAAIO AQUTO NAPOUCIACTNKE TO NPWTOTUMNO £PYAAEIO UNOAOYIONOU TOU €nMI-
nedou aopalelag evog NPoiovTog AOYIGHIKOU 1) VOG CUCTAKATOG NANPOPOPIKNG HE
Tnv ovopaoia «Security Quantification Tool (SQT)», nou UAOMOIEI TNV NPOTEIVOUE-

vn peBodoAoyia TNG Xprong oToXaoTIKWV OAOKANPWHATWV.

H dnuioupyia Tou SQT, €yIve PYe yvwpova To €UXPNOTO Kal NAoUaIo NePIBAAOV
TOU XpNaTn, TN OUVEXN EVNUEPWAN Tou anod Ta apyxeia xml Tng NVD kal Tnv €uko-
Aia eykataoraonc. H eniteu€n TnG NoocoOTIKONOINONG TOU EMINEDOU TNG AoPAAEIAC,
nou Yiveral geow TnG Xpnong Tou SQT, 6a Bondnoel onuavTika 0Aa Ta OTEAEXN
TNG €nIXeipnong nou Ha To UIOBETACEI, JE TN NApaAywyn €vog apiBunTikoU anoTe-
Aéopartoc nou Ba YNopEoel va To XPNOIKOMNOINCEl yia va a&loAoynoEl i va GUYKPI-
VEI TQ OUOTAKATA NANPOQOPIKNG Nou JIaBETEL.
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KED®AAAIO 7: Xvumepdopata - MeA-
AOVTIKY) EpEVVA

7. EniAoyocg

7.1 Zupnepaopara

H peydAn avanTtu€n nou ouvTeAeiTal Ta TeAeuTaia Xpovia oTov kAado tng MAnpo-
(POPIKNG, €ival £va adiauPiopnTNTO YEYOVOC. AUTO OUWC PE TN OEIpd Tou, dNuI-
OUpPYEI kanoia véa npoBANUATa, 6nwc yia napadeiyya Tou OTI 0dnyouudoTE OF
oAogva kal heyaAUTepn €€apTNON and Ta CUOTAMATA NANPOPOPIKAG TwV dlaPo-
pPWV ENIXEIPACEWV N / Kal opyaviopwv. 'Eva xapaktnpioTikd napadelypa Tou yeyo-
vOTOG auTou, €ival n Peyain avantuén Tng xpnong Tou d1adIkTUoU, NOU EXEl Au-
&noel ai00OnTd, TNV NOAUNAOKOTNTA TwV EMIBECEWY OTIC EUNABEIEC TWV UNOOOHWV

TWV GUOTNHATWV NANPOPOPIKAG.

O apIBuOG TwV ENIBECEWVY OTIG NANPOPOPIAKES UNOBOHEG ENIXEIPNOEWVY 1) / Kal Op-
YavIoUwV, €Xel €nionc auénBei aiodbnTd. To yeyovoc autd anodesikvUETal NepiTpa-
va, anod Ta nevTe ekatodpupla véa malware nou kukAo@opnoav, os diIaoTnua Ho-
AIC TPIWV UNvwV, To kalokaipl Tou 2011, oUPP®VA PE TNV CUYKEVTPWTIKN) avapo-
pa Tou 3ou TpiKAvou Tou 2011, anod Ta Pandalabs [102]. Av oTo yeyovog auTto
npooBéooupe TNV av&énon Twv €nIBECEWV AoPAAEiaC and OPYAvVWHEVEC OPADEG
hacker, onwc¢ Lulsec kai Anonymous, kaTa\aBaivoude auecwe, TNV avaykaiotnTa

dlaxeipiong TNG aoPAAEIAC TwV GUOTNHATWVY NANPOPOPIKNG.

Ma va KaTapEPOUUE OPWC EMITUXWCE, Va OIAXEIPIOTOUNE TNV AoPAAEId TwV oUOTN-
MATWV NANPOPOPIKAG Kiag nixeipnong ) / Kai opyaviopou, NpEnel NpwTa va pno-
poUpE va avTIAneOoupe To eninedo AoPAAEIQC OTO Oroio BPICKOPACTE Kal va
MMOPOUKE va KAvoulue NPoBAEYEIC yia To nou pnopoUpe va BpedoUpe. ‘Eva PEoo
yla va emTeuxBei autog o OTOXOG €ival N NOooTIKOMNoINoN TNG ac@dAsiac. Ma 1o
AOYO auTO, N KOIVOTNTA TWV EPEUVNTWYV, EXEl €I0AYEI TNV €vvold TWV HETPWV

(metrics). H Unapén TEToiwv PETPWV gival npolindBeon:
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1. TNa Tnv exTignon Tou {nToUWevou €MNEDOU AOPAAEIQC TWV CUCTNHATWV
NANPOPOPIKNC.

2. Ma Tnv avanTu&n enixeipnoiakwy BEATIOTWY NPAKTIKWV.

3. Na va Bondnoel Tn PEAAOVTIKN €PEUVA OTOV TOWEA TNG AOPAAEIAC TWV CU-

oTNUATWV NANPOPOPIKAC.

H napouoa épeuva wg okond €ixe va npooeyyioel To BEPA TNG NOCOTIKONOINONG
Tou emnEdouU TNG aoPAaAelag, evog oUCTNKATOG NANPOPOPIKAC, NPOTEivovTag Wia
véa peBodoloyia pETpnonc. H npoteivopevn pebodoAoyia, BaoileTar aTn Xpnon
TWV OTOXAOTIKWV HEBODWV, YE OKOMO TNV NApaywyr €voc apiBunTikoU anoTeAE-
opaTog, yia kabe dedopévn aTIyUN, Nou Ba pnopei va xpnoiponoinbei oe OAa Ta
enineda dloiknong piag €raipeiac n / kar opyaviopoUu. H napaywyry apiOunTikou
anoTeAEoUaAToG, NTav Wia anod TIG KUPIEG EMBIWEEIC TNG NPOTEIVOUEVNG eBOBOAO-
yiac, eneidn a) Aoyw Tou apiBunTIKoU anoTeAEoPATOC TNG, v agrvel nNepiBwpia
gpUnveiag o€ onolov To Xpnoidonoinael, B) gival katavonTo and Ta avwTePa OTE-
AEXN TNC €nixeipnong, ave€apTATWC and To €ninedo TwV TEXVIKWV YVWOEWV MouU
01aBETOUY, Kal Y) N €vvola Tou deikTn 0 onoio¢ aAAadel Ye Tnv napodo Tou XPo-
VOU, NPOCQEPEI GE OMOIOV TOV XPNOIKONOINOel, T duvaToTnTa va Ol T METABOAN

kal Ogv anoTeAei éva anAd apiBuo.

Baoikiy napadoxn TnG €peuvac autng, ATav n UIOBETNON TOU OPOU «TEXVIKOG na-
payovtac kivouvou (technical risk factor)», onwc avagepbnke kar eneEnyndnke
otnv napaypago § 5.1.1. Me Tnv napadoxn auTr, EMIXEIPAONKE N anopuyn TnNG
avaiuong Twv nNapayovtwy KivOUVoU TwV CUCTNHATWY NANPOQOPIKNAG, NMou gival
Baoiopévn oTnv Tagivounon Twv eunabeiwv Kal €yive npoondbeia dnuioupyiag

EVOC MNIO YEVIKEUPEVOU HOVTEAOU EKTIKNONG KIVOUVQV.

Me Tnv XpAon TnG oTabuiopévng evrponiac, § 5.8, cuoxeTioaye TIC eUNABEIEC Ka-
Be aToIxeiou nou cupnepIAapBaveTal o€ eva oUGTNUA NANPOPOPIKAG, M.X. TO A€l-
TOUPYIKO TOU OUOTNUA, KE TO €NiNedO ACPAAEIQC TOU CUCTAUATOC MOU WEAETOU-
oaye, AappavovTtag unoyn:
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1. Tov apiBud Twv eunabeiwv yia KABe OTOIXEIO TOU CUOTAKATOC NANPOPOPI-
KNG.

2. Tnv Katnyopia Tnc €niNTwong nou avike kade sunabeia (n.x. YwnAn, Xa-
MNAR, KaBoAou).

3. To Xpdvo avakoivwong TouG O OXEoN HE TO XPOVO Nou To KABe npoiov
(oToIxeio) ATav oTnv ayopd.

4. To NOoOCTO XPNOILOMOINONG TOU GTOIXEIOU GTO XPOVO.

2Tn OUVEXEIa, unoloyioape TNV OTABUIOKEVN €vTponia nou exel KABs Npoiov Kal
dwoape kanoia apiOunTika napadsiypara. AkoAoUBnNoe N NPooEyyIon TNG oToXa-
OTIKNG ouvApTNONG NoU €XEl KABE npoiov, PEAETWVTAG Ta Xpovika npoTuna (time
patterns) nou €nIOEIKVUOUV Ol AVAKOIVWOEIC TWV €Unabeiwv Tou. TENOC, PE TN
BonBeia Tou pabnuaTikou nakéTou Matlab, pnopEoape va npooeyyiooupe e We-
YAAn akpiBeia TNV KapnUAN avakoIVWOEWV TWV €UNABEIwV evoc nNpoiovToc. Ma To

okono auTd xpnoiygonoindnke n avaiuon kata Fourier ye okTw Babpouc eAeuBe-

piac.

‘'O\a Ta napandvw, €kavav €QIKTO va NOCOTIKOMOINOOUKE TO €Minedo acPAAEIaq
gVOC OUOTNMATOC NANPOPOPIKNG, KAl VA PEAETHOOUKE, apiBUNTIKA NAEoV, TO €ni-
nedo aoPAAEIag yvwaoTwv NPoioVTwY AOYIOHIKOU aAAa Kal Tn OUVOAIKF OUMNEPI-
(popd, avapopika PE TNV aoPAAEId, YVWOTWV KATAOKEUAOTWV AOYIOHIKOU, ONWG
Microsoft kai Oracle. ZuveyiCovtacg, n napouoa £peuva, Xpnolhonoinos Thv npo-
TevOuevn peBodoloyia yia va ouykpivel dUO CUOTAKATA NANPOPOPIKAG Kal va
e€ayel xpnoida oupnepaopaTa. Ta anoTeAEoPaTa TNG EPEUVNTIKAG Npoondbeiag,
paiveTal va emBeRaiwvovTal EPNEIPIKA, KAl anod AAEG, EUPEWC YVWOTEG Kal ano-
0ekTEC, peEBodoMoyiec onwc n Common Vulnerability Scoring System (CVSS) nou
avapépdnke oTnv napdypapo § 4.10.4. TeAeiwvovTtag, avanTu&ape Eva npoTuno
gpyaleio unoAoyiopoU Tou eninedou acPpaleiac evog nNPoiovTog AoyIoHIKOU 1} VoG
OUOTAKATOC NANPOPOPIKNAC. Me Tn Xprion auToU Tou epyaAeiou, YiveTal aueoa

avTiIANnTA N XpNoIMOTNTA TNG NPOTEIVOPEVNG HeBodoloyiag, apou KABe XprioTng
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MMopei and POVOG Tou va €Eayayel Xpnoiya apiOunTika oupnepacuaTa avagopika

ME TO NPoidV AOYIGHIKOU I CUGTAKATOG NANPOQPOPIKAG NOU HEAETA.

O unoAoyiopOG Tou €MNEdOU ao@PaAeiag evog oUTNHATOG NANPOPOPIKAG HE TNV
npoTeIvoPevn peBodoloyia, £xel MOAG OPEAN MOU PNopoUvV va CuVOYIoTOUV aKo-

Aoubwc:

1. 'Exoupe Tn duvatoTnTa, va OUYKPIVOUWPE WETAEU TOUG JIAPOPETIKA OUCTN-
HaTa NANPOPOPIKAG, dNUIOUPYWVTAC £vVa KOIVO ONUEI0 avapopac,.

2. 'Exoupe Tn duvatoTnTd, va £(pApUOCOUNE TNV NPOTEIVOUEVN HEBODO, TOCO
o€ Mia unnpeoia n / kal epapuoyn, 600 Kal o€ eva cUoTNKA NANPOPOPIKNC.

3. H pebodoloyia Eenepva To NpoAnua TnG UNap&ng Ikavou apiBuolu cuppa-
VTV aopaleiac (security breaches) yia va AsiToupynoel, g Tn Xprnion Tng
gvTponiag Tng NnAnpogopiac.

4. H pebodoloyia xpnaoiponolei Tov napayovra Tou xpovou, nou dev Aappa-
voTav unown, ano TIC undpxouoeg HEBODOAOYIEC EKTIMNONG KIVOUVWV.

5. O oxediaopoc TN pebodoloyiac, eEaopalilel apepoOANNTO Kal pn aupiopn-
TNOIYJO anoTéAeopa agou gival Evac aplBuoc, o onoio¢ BaaileTal og enion-
HEC AVAKOIVWOEIC EUNABEIQV.

6. To anoTéAeopa TnG HeBOdoU pnopei va xpnoiponoinBei oe 6Aa Ta €nineda
dloiknong piag €Taipsiac r / kalr opyaviopou, aveEapTATWC Tou ENINESOU
TWV TEXVIKOV YVWOOEWV MNou dIaBETouy.

7. H péBodog auTn, pnopei va xpnoigonoin®dsi yia TNV ekTiunon HEANOVTIKWV
ENEVOUCEWV OTOV TOMEA TNC NANPOPOPIKNC, AEIoOAOYWVTAC TO KOUUATI TNG

ao@aleiac, Je anoTéAeopa TNV £E0IKOVOUNON HEYAAWV MOCWV.
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8. H peBodocg auTn pnopei va xpnaoigonoinBei yia Tnv agepoAnnTn a&loAdynon
avTaywvioTIKWV MNPOTACEWV O OIaywVIOHoUC 0pyaviouwy, a&loAoywvTag

TO KOMMATI TNG AOPAAEIAC TOU NPOTEIVOUEVOU CUCTHHATOC NANPOPOPIKNAG.

7.2 MeA\OVTIKN €peuva

H napouoa diaTtpIfn €ival To anoTéAeoua piag Epeuvag o€ pia ogipd BePaTwy, Nou
£XOUV Va KAVOUV ME TNV EKTIMNON KIVOUVWV Kal TNV NOCOTIKOMNoINor Touc. 'Eyive
dia npoondabeia va ouoxeTIoOTOUV OUO evTeEAWG JIAMOPETIKOI TOMEIC €pEuvag, a)
NG dIaXeipIoNC TWV KIVOUVWV Kal B) TNCG aoPAAEIac TwV CUCTNHATWV NANPoPopI-
KNG, ME TN XPRON TWV 0TOXaoTIKWV HEBOdwWV. O OKONOG NTAv va UuyKepaaTouvV Ol
avaykeg kal Twv duo, apevoc yia Tn OIaxEipion Twv KIVOUVWV KAl apeTEPOU Yid
TNV UNapén evog TpONou PETPNONG TNG AGPAAEIAG, TO anoTEAECKa Tou onoiou Ba

€iXE WG XapaKTNPIOTIKA: a) TNV akpiBela TwV PETPROEWV Kal B) TNV apepoAnyia.

H napouca €peuva OPwG, agprvel pia oeipd and avoikta Béupata, Ta onoia 6a

unopoloav va anoTeA€oouV NOAO EAENC yIa JEAAOVTIKOUC EPEUVNTEC.

'Eva noAu evdiapepov nedio £peuvac, Ba ival n guneipikn eNainbeucn Tou npo-
TEIVOUEVOU HOVTEAOU EKTIPNONG KIVOUVWY, PE aTolxeia and pia emixeipnon n / kai
opyaviopo. Oa eixe 101aiTEPO evOIAPEPOV £vVAG EPEUVNTNAC, VA UNopoUoE va epap-
MOOEI TNV NPOoTeIVOEVN HeBodoAoyia oTa ouaTAEATa NANPOPOPIKNG Miag eTaipei-
ac n / kair opyaviopou, XpnoidonoliwvTac Tnv npaypatikn olvBson Twv eEunnpe-
TNTWV KAl TWV CUOTNHATWV NANPOPOpPIKAG nou dIaBETouy, Kal va Tn diaoTaupw-

O€l € Ta AaNOTEAECHATA TNG NPOTEIVOUEVNG HeBodoAoyiac.

'Eva eniong evdiapepov nedio €peuvac, Ba €ival n Xpnoigonoinon Twv anoTeAe-
OMATWV TNG NPOTEIVOPEVNC HeBodoloyiag, we dedopEva €10000U O kanola PéEBo-
0o npoBAewnc (forecasting). 'Evac epeuvnTnc, 6a pnopouoe va Xpnoidonolnoel Ta
apIBuNTIKG anoTeAéopaTa TnG HEBOdOU kal va npoonabnoel va npoodiopiosl PeA-
AovTIKG oupBavTa ac@aleiac, xpnoigonolnvTag pia geBodo TnG npoBAewng (fore-
casting), onwg yia napadeiypa Avaiuon Mahivopopnong (Regression Analysis) 1y /

>ehida 243 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

kal EAaxiotwv TeTpaywvwv (Least Squares Analysis) 1 akopa kal nepioodTepa

gpyaAeia anod Ta XpnHATOOIKOVOUIKA.

H npoteivopevn pebodoloyia, onwe avapepOnke, AapBavel unown TG ToUG TEXVI-
Kou¢ napayovTeg kivouvou (technical risk factors). Mia Quoikr €EENIEN TNC HEBO-
dou Ba NTav n evowudaTwon kai AAwvV NapageTpwy, Onwc napayovree KIivOUvou
EMIXEIPNOIAKNG AEIToupyiag i / kal GUOIKAG aopaieiac. Eniong, 6a nrav noAu ev-
OlIaPEPOV N EVOWUATWON OTO MPOTEIVOUEVO HOVTENO KAl TWV METPWV NPOOTACIAC
yla TNV ao@AAeia TwV NANPOPOPINV NOU EXEl EPAPHOTEI N ENIXEIPNCN, ONWCE NPo-
ypdupaTa npootaciac ano 1oug, Intrusion Detection Systems, Intrusion Preven-
tion Systems, firewalls kTA. AuTo Ba €ixe w¢g anoTéAeoua pia avaluon cuppavTwy
(event based analysis), avagopikad pe To Ti CUpPaivel O pia €TAlpEia, YEYOVOC

nou Ba odnyouoe o€ N0 akpifn METPNON Tou eninedou aoPAAEIag evOG GUOTNHA-

TOG NANPOPOPIKNC.

H peTeEENIEN Tou npdTunou epyaleiou SQT nou avanTuxOnke, o€ &va oAoKANpw-
MEVO NAnpoopiakd cuaoTnua i diag d1adIkTuakng unnpeaiag, nou 6a uAonolouoe
TNV NPOTEIVOPEVN PEBODO, Kal Ba KpAaToUOE I0TOPIKO UETPNOEWY YId MEPAITEPW
oTaTIoTIKN €ne€epyaoia kalr Ba napeixe pia osipd and oTaTioTika ypapnuara, a
anoteAoUoe €va NoAU evOIaPEPOV EPEUVNTIKO £pyo. To ouoTnua n / kai diadIkTu-
akn unnpeoia 6a Aaupave wc 0edoPEVA €10000U, TNV TEXVIKN NEPIYPAPr TOU OU-
OTAMATOC NANPOMOPIKNC Nou BEAOUME va eKTIMAOCOUKE, kal Ba pag napeixe 1o a-
HEPOANMNTO KAl QVTIKEIMEVIKO ANMOTEAEOA TOU €MINEDOU TNC AOPAAEIAC TOU CUOTH-
MaTOG Nou PeAeTape padi Ye pia osipd and oTaTIoTIKA ypagnuaTta nou 6a anotu-
nwvav Tnv 10Topikn £EENEN Tou emnedou aodleiac. Auto To cUoTnua 1 / kai
01adIkTUaKn unnpeoia, 6a pnopouce va Xpnolgonoindei and kanolov opyaviouo,
yla TUXOV VEEG NApayyeAiEC CUCTNHATWY NANPOPOPIKNAC, HE YVWHOVA TNV EMITEUEN
NG HEYAAUTEPNC dUVATAG ACPAAEIAC TwV CUCTNUATWV NANPOPOPIKNG, OTA oroid
npOKeITal va enevduoel Kal TNV €E0IKOVOLNGN OIKOVOUIKWY NOPwY, apou n enixei-

pnonc Ba yYAUTwVE To KOOTOC anod nibavec napapiacelc aopaleiac.

TENOG, TO NMPOTEIVOUEVO HOVTEANO MOOCOTIKOMOINGNG TOU €NINEDOU AOPAAEiac evog
OUOTAKATOC NANPOQOPIKNG UNOPE va Xpnoiyonoinbei we eni pEpouc PeTaBANTA
€10000U yIa TNV NPOCEyyion TNG meavoTnTag edpavione neplioTaTikwv napapid-
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ocwv ao@aAeiac. EninpdoBeTa, upioTaTal &va €psuvnTIKO PeUPA EKTIUNONG TOU
kOOTOUC napaflacewv acPaAeiac He TNV Xpnon Tng pebodoloyiag avaluong ye-
yovoTtwv (event analysis methodology). XapakTnpioTiKEC UEAETEC AUTOU ToU &i-
oouc €ivail ol [103], [104], [105] oTIc onoieg anoTunwvovTal oI NPOCPATEC EEEAI-
E€IC OTNV XPNon TNG CUYKEKPIPEVNG HeBodoAoyiag yia TNV eKTiPNOn ToUu KOOTOUG
napapiacewv acPaleiac. Ta ePNEIPIKA anoTeAECUATA auToU ToU €id00UC HEAETWV,
o€ ouvOUaouo HE TNV NPOCEYYIoN TNG niBavoTnTac napaPiacewv aopaleiac, ye-
oW TNG XPAONG TOU MPOTEIVOUEVOU HOVTEAOU MOCOTIKOMOINONG Tou €ninédou a-
opaleiac alAa kai Aoinwv eneEnynUATikwv PHETABANTWY, Ynopolv va anodwaoouv
MOCOTIKEG EKTIUNOEIG yIa To €Ninedo Twv KIVOUVwV Napaplacswv acpaleiag evog
opyaviopou. H xprion oToxaoTikwv KeBOdwWV yia TNV MOCOTIKOMNoINoN ThG acpa-
A€1a¢ kabwe kar n Xpnon TnS avaAuonc YEYOVOTWV YId TNV €KTIKNON TOU KOOTOUC
napayouv QVTIKEIKEVIKA anOTEAECHUATA KAl OUVENWG O OUVOUAOHOG TOUG yia TNV
EKTIUNON TV KIVOUVWV napapiacswv ac@aleiag anoTeAei éva noAu evdlapepov
EPEUVNTIKO QVTIKEIPIEVO KABWG UNOPEI va ano@EPEl NOOOTIKA, AVTIKEIUEVIKA AnOTE-

Aéopara e upeia xprion pEoa otn dIoIKNTIKA Ooun evoc opyaviopou.

Ta napanavw O£parta, anoTeAoUv KAMOIEC kal oapws OXI OAEC, and TIG MOAVEC
EMNEKTAOCEIC TOU €peuvnTIkKOU nediou TG napoucag O1aTpIBnG. Kabe peANOVTIKA
EPEUVNTIKA npoondabeia, nou Ba dokipdoel va dwoel AUon O €va TOOO KPIOIUO
B€ua 000 n NOoOoTIKONOINGN TNG AoPAAEIAg EVOG CUCTAKATOG NANPOPOPIKAG, Ba
npENel va €xel unown Tne, OTI N ENIXEIPNUATIKA KOIVOTNTA £XEl APECN avaykn ano

Tn AUon Tou npoBANNaTog autou, kai 6a emdokiyale Tnv npoonadeia.
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Ae€iko 0pwv

ZEvo¢ 0pog

Availability

Automated tools

Botnets

Confidentiality

Counter measures
Database

Density functions
Effectiveness
Efficiency

Enterprise risk manage-

ment

Event Based Analysis
Expected losses
Hardware

Impact measures

Information Communica-

tion Technology products

Integrity

MeTagppaon opou

AlaBeoipdTnTa. AnoTeAei pia and TIg KUPIEG EMBIWEEIG
yla TV acpaieia evog ouoTnaTog NANPOPOPIKNG.

AuTopaTonoinuéva epyaAeia.
EAeyxopeva diktua ano hackers.

MeBodoAoyia anoTipnong kivdUvwy o€ pia enixeipnon
nou nepIAaPBAvEl ENIXEIPNUATIKOUG, MOAITIKOU, OIKO-

VOMIKOUC, KOIVWVIKOUG, Kal TEXVOAOYIKOUG KIVOUVOUG

EpnioTeuTikOTNTA. AnoTeAei pia and TIG KUPIEG €ni-
OIWEEIC yIa TNV doPpdaAela evOC CUOTNAHATOC NANPOPO-
PIKNAG.

AvTigeTpa

Baon dedopevav

JUvapTNOEIC NUKVOTNTAC

AnoTteheopaTikdTNTa

AnodoTIkOTNTA

>uvoAikn Aiaxeipion KivoUvwv piag nixeipnong

Avaluon oupBavTwv

Avapevopeveg {nuiec

YAikd

METpa PETPNONG TWV ENINTWOEWV

MpoidvTa véag Texvohoyiag, MANPOPOPIKNG Kal EMIKOI-
VVIQV

AkepaiOTNTA. ANOTeAEl pia anod TIG KUPIEC EMISIWEEIC
yla TNV aopaieia evoc ouaTrIAaToS NANPOPOPIKNG.
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ZEvo¢ 0pog

IT Governance

Least Squares Analysis

Malware

Maintainability

Open source

Organizational Infor-
mation Security Man-

agement

Patterns

Performance measure-

ment

Privacy

Proactive

Product Development

PESTLE

Qualitative distinction

Random Walk

Randomness

Regression Analysis

MeTagppaon opou
HAekTpovikr SiakuBEpvNoN
EAaxioTwv TeTpaymvwv

Mpoypauuata Pe okond Tn diakonn AEIToupyiag Tou

unoAoyIaTr GTov onoio gykabioTavral.

ZuvTNPENOINOTNTA. AnoTeAEi €vag and Toug KupIOTE-

pOUG NapdayovTeg yia eva oUoTNEA NANPOPOPIKNG

AVOIKTOU KWOIKA

Opyavwaon kal diaxeipion TNG NAnpogopiag Hiag eni-
X€ipnong

MpdTuna. Ava@epOPacTe OTA XPOVIKA NpOTUNA Ou-
MNEPIPOPAG NMOU EUPAviouV Ol EUNABEIEG TWV NPOIo-
VTWV AOYIOHIKOU Mou JEAETHONKAv.

METpnon Twv ENdOCEWV

ISIwTIKOTNTA
MpoANMTIKNA
KaTaokeun npoiovtwv

MeBodoAoyia anoTipunong kivdUvwv o€ pia enixeipnon
nou nepIAapBavel NOAITIKOUG, OIKOVOUIKOUG, KOIVWVI-
KoUG, TEXVOAOYIKOUC, VOUIKOUC Kal MePIBAAOVTIKOUG

KIvOUvVoug

MoloTikn didkpion. Tn XpnoidonoloUpE yia va Bogou-
ME OIAPOPETIKEG TIMEG, OTOUC OIAPOPOUC NAPAYOVTEG
KIVOUVOU, EVOG GUOTAKATOG MANPOPOPIKNG.

Tuyaio nepinato
TuxaidtnTa

AvaAuon na\ivopopnong
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ZEvo¢ 0pog MeTagppaon opou

Reliability A&ionioTia. AnoTeAsi €vag and Toug KUPIOTEPOUG Ma-
eliabili
pAyoVTEG yia &va oUCTNKHA NANPOPOPIKNG

Resource management Alaxeipiong Twv Nopwv
Risk Management Alaxeipion Kivduvwyv

Aopaheia. AnoTeAei £va and Toug KUpIOTEPOUC napa-

Safety

YOVTEG yia €va oUGTNHA NANPOPOPIKAG
Security breach MapaBiaon acpaAeiag

Server EEunnpeTnTig

Software NOYIOMIKO

S Evapuovion Twv dia@opwv oTpatnyik®v Miag enixei-
Strategic alignment . ,
pNnongG 1 €vog opyaviopou
Mia péBodo aTpaTnyikng Nou XpPnoILOoMoIEiTal yia va
anoTipnoel Ta duvatd, adlvarta onpeia piag enixeipn-
ongG, Kabwg Kal TIG EUKAIPIEG Kal TIG ANEINEG MOU Jno-

pei va €xel aTov KAado nou dpacTnpionolsiTal
Unbiased ApepoAnnTa

P Mapaywyn NpooTIfEPevNG afiac oTnv enixeipnon Me-
alue delive
> ow d1adIKaoIwV

Vulnerability Eundbeia

[ =] 07 1y a8 2 [ FT77-8 Hugpounvia avakoivwong eundbeiac o éva npoiov
Date A\oyIopIKoU

Web service AIadIKTUaKN unnpecia
Weighted Entropy >TaBuIopévn EvTponia

O OpoC auTOG XPNOIMOMOIEITAl OTA OIKOVOUIKA, WG
Value at Risk METPO yIa TNV anoTipnon Tou Kivduvou {nuIag o éva

OUYKEKPIUEVO XAPTOPUAAKIO EVOG OIKOVOUIKOU NMOPOU.

Mivakag 28: A€EIkO Opwv

Sehida 248 anod 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[Inyes - BiBAoypapia

[1] Committee of Sponsoring Organizations of the Treadway Commission,

Internal Control—Integrated Framework, 2006.

[2] (2011, January) Pingdom Blog. [Online].
http://royal.pingdom.com/2011/01/12/internet-2010-in-numbers/

[3]1 (2012, June) Netcraft. [Online]. http://news.netcraft.com/archives/2012/

[4] Gartner. (2012, March) Worldwide IT spendings forecast. [Online].
http://blogs.wsj.com/tech-europe/2012/01/05/it-global-spending-forecast-cut/

[5] R. N. Charette, "Why software fails?," in JEEE Spectrum, 2006.

[6] Detica, "The cost of cyber crime," , 2011.

[7] Holton H. A., "Defining risk," Financial Analyst Journal, vol. 60, no. 6, pp.
19-25, 2004.

[8] Ernst & Young, The top 10 risks for business, 2010.

[9] The IT Service Management Forum, I7 Infrastructure Library (ITILv3),
Alison Cartlidge and Mark Lillycrop, Eds.: The UK Chapter of the itSMF,
2007.

[10] ENISA. (2005, September 1) European Network and Information Security

Agency. [Online]. http://www.enisa.europa.eu/

[11]ISO/IEC 27005:2008, "Information technology -- Security techniques --
Information security risk management," International Organization for

Standardization, Geneva, Switzerland, 2008.

>ehida 249 ano 272


http://royal.pingdom.com/2011/01/12/internet-2010-in-numbers/
http://news.netcraft.com/archives/2012/
http://blogs.wsj.com/tech-europe/2012/01/05/it-global-spending-forecast-cut/
http://www.enisa.europa.eu/

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[12] Information Systems Audit and Control Association (ISACA), The Risk IT
Framework, 2009.

[13] Information Systems Audit and Control Association (ISACA), IT Standards,
Guidelines, and Tools and Techniques for Audit and Assurance and Control

Professionals, 2010.

[14] Goguen A., Feninga A., and Stonebumer G., "Risk management guide for

information technology systems," NIST, 2001.

[15] National Institute of Standards and Technology Special Publication #800-

39, "Managing information security risk," 2011.

[16] B. W. Boehm, "Software risk management: Principles and practices," vol. 8,
no. 1, 1991.

[17] David G.W. Birch and Neil A. McEvoy, "Risk analysis for information
systems," Journal of Informatin Technology, vol. 7, pp. 44-53, 1992.

[18] Institute of Risk Management, "Risk Management Standard," 2002.

[19] Jake Koons and Daniel Minoli, Information Technology Risk Management in

Entreprise Environments.: John Wiley and Sons, Inc, 2010.

[20] John R. Vacca, Computer and Information Security handbook.: Morgan
Kaufmann, 2009.

[21] Merrill Warkentin and Rayford Vaughn, Information System Assurance and

System Security: Managerial and Technical Issues.: Idea Group Inc, 2006.

[22] Kabay M.E. and Bosworth S., Computer Security Handbook.: John Wiley &
Sons, Inc, 2002.

>ehida 250 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[23] EvOiGueon €kBeon yia Tn XpnUATonmoTwTikl oTabepotnta Tpdnela Tng
EANGdOG. (2009, Aek.)
http://www.bankofgreece.gr/BogEkdoseis/fstability200912.pdf avakTnénke

oTIGC 6-6-2011. [Online]. www.bankofgreece.gr

[24] "Kivnon Brown," Scientific American EAAnvkri Exdoor, Feb. 2006.

[25] Fima C. Klebaner, Introduction to Stochastic Calculus with Applications.:

Imperial College Press, 2005.

[26] X. Mao, Stochastic Differential Equations and Applications Horwood Series

in Mathematics and Applications, Horwood Publishing Chichester ed., 1997.

[27] Defense Technical Information Center's (DTIC) and Information Assurance
Technical Analysis Center(IATAC), "IA Metrics," 2001.

[28] National Institute of Standard and Technology, "Performance Measuremnet
Guide for Infromation Security," NIST SP 800-55 2003.

[29] National Institute of Standards and Technology, "Performance
Measurement Guide from Information Security Revision 1," NIST SP 800-55
Rev. 1 2008.

[30] ISO/IEC 27004:2009, "Information Technology - Security techniques -
Information Management - ISMS Measurement," International Organization

for Standarization, Geneva, Switzerland, 2009.

[31] ISO/IEC 15939:2007, "Systems and Software engineering - Measurement
process," International Organization for Standarization, Geneva,
Switzerland, 2007.

[32] Stuart Edward Schechter, "Toward Econometric Models of the Security Risk

>ehida 251 ano 272


www.bankofgreece.gr

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

from Remote Attack," IEEE Security & Privacy, vol. 3, no. 1, pp. 40-44,
January/February 2005.

[33] Nguyen Pham, Loic Baud, Patrick Bellot, Michel Riguidel, and Telecom
ParisTech, "A Near Real-time System for Security Assurance Assessment",
in Proceedings of the Third International Conference on Internet Monitoring
and Protection (ICIMP 2008), Bucharest, Romania, 29 June-5 July 2008.

[34] IT Governance Institute, COBIT 4.1, 2007.

[35] IT Governance Institute, IT using governance COBIT and VAL IT, 2007.

[36] Software Assurance Community Resource and Information Clearinghouse
Measurement Working Group. (20009, April) [Online].

https://buildsecurityin.us-cert.gov/swa/measwg.html

[37] National Institude of Standards and Technology, "Recommended Security
Controls for Federal Information Systems and Organizations," NIST SP 800-
53 2008.

[38] US-CERT, Briefings from Workshop on Assurance with CMMI, August 2007.

[39] Rini van Solingen and Egon Berghout, 7he Goal/Question/Metric Method. a
practical guide for quality improvement of software development.. McGraw-
Hill, 1999.

[40] Plumtree Portal. [Online]. http://www.plumtree.com

[41] Symbiot Security. [Online]. http://www.symbiot.com/riskmetricsolutions.html

[42] CSAM and ASSERT OMB Security Line of Business Solutions. [Online].
http://csrc.nist.gov/groups/SMA/fisma/ support tools.html

>ehida 252 ano 272


https://buildsecurityin.us-cert.gov/swa/measwg.html
http://www.plumtree.com/
http://www.symbiot.com/riskmetricsolutions.html
http://csrc.nist.gov/groups/SMA/fisma/%20support_tools.html

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[43] Trusted Agent. [Online]. http://www.trustedintegration.com

[44] Splunk. [Online]. http://www.splunk.com/article/2307

[45] Klocwork Insight. [Online]. http://www.klocwork.com/products/insight.asp

[46] Ounce Suite. [Online]. http://www.ouncelabs.com/products

[47] Fortify Suite. [Online]. http://www.fortify.com/products/detect

[48] IBM Cognos software. Business intelligence and performance management.

[Online]. http://www-01.ibm.com/software/analytics/cognos/

[49] CORDA. Real-time access to enterprise data, via performance dashboards

from any location. [Online]. http://www.corda.com

[50] Clear Point Metrics. Security Performance Manager. [Online].

http://www.clearpointmetrics.com

[51] DHS-DoD-DoC, Software Assurance Forum Measurement Working Group
Status Briefing, May 2008.

[52] Software Assurance (SwA) Measurement Working Group. [Online].

https://buildsecurityin.us-cert.gov/swa/measresrc.html

[53] Donald L. Buckshaw et al., "Mission Oriented Risk and Design Analysis of
Critical Information Systems," Military Operations Research, vol. 10, no. 2,
November 2005, Accessed 14 April 2009 at:
http://www.mors.org/awards/mor/2006.pdf.

[54] Donald L. Buckshaw et al., "Mission Oriented Risk and Design Analysis of

Critical Information Systems," Military Operations Research, vol. 10, no. 2,

>ehida 253 ano 272


http://www.trustedintegration.com/
http://www.splunk.com/article/2307
http://www.klocwork.com/products/insight.asp
http://www.ouncelabs.com/products
http://www.fortify.com/products/detect
http://www-01.ibm.com/software/analytics/cognos/
http://www.corda.com/
http://www.clearpointmetrics.com/
https://buildsecurityin.us-cert.gov/swa/measresrc.html

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

November 2009.

[55] CIS, Clint Kreitner, "The CIS Security Metrics and Benchmarking Service," in
Metricon 3.0, San Jose, California, 29 July 2008.

[56] CIS, The CIS Security Metrics, May 2009.

[57] W. Krag Brotby, IT Governance Institute. Information Security Governance:
Guidance for Boards of Directors and Executive Management, 2nd ed.:
Rolling Meadows, IL: ISACA, 2006.

[58] John P. Pironti, "Developing Metrics for Effective Information Security

Governance," Information Systems Control Journal, vol. 2, April 2009.

[59] Akridge, Chapin David, and Steven David, "How Can Security Be

Measured," Information Systems Control Journal, vol. 2, February 2009.

[60] Security Standards Council, Payment Card Industry (PCI) Data Security

Standard, Security Scanning Procedures Version 1.1, September 2006.

[61] ISO/IEC 27002:2005, "Information technology - Security techniques - Code
of practice for information security management," International

Organization for Standarization, Geneva, Switzerland, 2005.

[62] Deepti Juneja, Kavita Arora, and Sonia Duggal, "Developing Security
Metrics for Information Security Measuring System," International Journal

of Enterprise Computing and Business Systems, vol. 1, no. 2, July 2011.

[63] Reijo Savola, "Towards a Security Metrics Taxonomy for the Information

and Communication Technology Industry," 2007.

[64] I3P Institude for Infromation Protection, "Better Security through Risk

>ehida 254 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

Pricing," 2010.

[65] Applied Computer Security Associates and The MITRE Corporation,
"Workshop on Information Security System Scoring and Ranking

Information System Security," , Williamsburg, Virginia, 2009.

[66] ISO/IEC 17799:2005, "Information technology — Security techniques —
Code of practice for information security management," International

Organization for Standarization, Geneva, Switzerland, 2005.

[67] ISO/IEC 27001:2005, "Information technology - Security techniques -
Information security management systems - Requiremnets," International

Organization for Standarization, Geneva, Switzerland, 2005.

[68] (ISA) and American National Standards Institute (ANSI) International
Society of Automation, Security Technologies for Manufacturing and Control
Systems, 2004.

[69] Peter Pieda, Ashraf Matrawy, Biswaijit Nandy, John Lambadaridis, Adam
Hatfield, Nabil Seddigh, Current Trends and Advances in Information

Assurance Metrics, 2004.

[70] Vaughn, Rayford, Ambareen Siraj, and David Dampier, "Information
Security System Rating and Ranking, CROSSTALK, The Journal of Defense
Software Engineering," pp. 30-32, May 2002.

[71] Pratyusa K. Manadhata and Jeannette M. Wing, An Attack Surface Metric,

IEEE Transactions on Software Engineering, 2010.

[72] Alhazmi OH et al., Measuring, analyzing and predicting security
vulnerabilities in  software systems, Computers &  Security,
doi:10.1016/j.cose.2006.10.002, 2006.

>ehida 255 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[73] David R. Kaeli, Vilas Sridharan, Quantifying Software Vulnerability, 2008.

[74] Lawrence Carin, George Cybenko, and Jeff Huges, Quantitative Evaluation
of Risk for Investment Efficient Strategies in Cybersecurity: The QUERIES
Methodology, 2007.

[75] Victor-Valeriu Patriciu, Iustin Priescu, and Sebastian Nicolaescu, "New
approaches and Prespectives in the use of Quantitative Methods," Journal
of Applied Quantitative Methods, vol. 1, no. 2, 2006.

[76] Cisco Systems Inc., Mike Schiffman, The Common Vulnerability Reporting
Framework, 2011.

[77] EppavounA A. ZepeAng, Aiaxeipion Kpioipwv MAnpo@opiakwv YNodouwy He
TN Xprion MeB6dwv MoooaTikonoinong Tne Aopaieiac, 2009.

[78] OpenVAS.  Open  Vulnerability = Assessment  System. [Online].

http://www.openvas.org

[79] MSBSA. Microsoft Baseline Security Analyzer. [Online].

http://www.microsoft.com/en-gb/download/details.aspx?id=7558

[80] Nessus. Vulnerability scanner. [Online]. www.nessus.org

[81] US Congress, H.R. 2548-48, Federal Information Security Management Act,
2002.

[82] Insight Consulting, CRAMM User Guide, Issue 5.1, 2005 , United Kingdom.

[83] Carnegie Mellon University. (2001, June (accessed August 2012)) OCTAVE
Method Implementation Guide Version 2.0. [Online].

http://www.cert.org/octave

>ehida 256 ano 272


http://www.openvas.org/
http://www.microsoft.com/en-gb/download/details.aspx?id=7558
www.nessus.org
http://www.cert.org/octave

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[84] Crespo F., Gomez M., Candau J., and Manas J.A., MAGERIT - version 2,
Methodology for Information Systems Risk Analysis and Management,
Books I - The Method.: Ministerio de Administraciones Publicas, June 2006.

[85] Crespo F., Gomez M., Candau J., and Manas J.A., MAGERIT - version 2,
Methodology for Information Systems Risk Analysis and Management,
Books II - Catalogue of Elements.: Ministerio de Administraciones Publicas,
June 2006.

[86] Crespo F., Gomez M., Candau J., and Manas J.A., MAGERIT - version 2,
Methodology for Information Systems Risk Analysis and Management,
Books III - Technigues.: Ministerio de Administraciones Publicas, June
2006.

[87] PREMIER MINISTRE Secretariat general de la defence nationale Direction
centrale de la securite des systems d'informatin Sous-direction des
operations Bureau conseil. Expression of Needs and Identification of

Security Objectives. Available at: www.ssi.gouv.fr, (accessed August 2012).

[88] Club de la Securite de L' information Francais Methods Commision, "Mehari
2010 Risk analysis and treatment Guide," France,
http://www.clussif.asso.fr/fr/production/ouvrages/pdf/MEHARI-2010-Risk-
Analysis-and-Treatment-Guide.pdf August 2010 (accessed December
2010).

[89] Constantinos Patsakis, Dimitrios Mermigas, Sotirios Pirounias, Nikolaos
Alexandris, and Evangelos Fountas, "Towards a formalistic measuring of
security using stochastic calculus," in 2010 3rd IEEE International
Conference on Computer Science and Information Technology (ICCSIT
2010), Chengdu, China, July 9-11 2010, p. 4.

[90] Sung-Whan Woo, Yashwant K. Malaiya Omar H. Alhazmi, Security

>ehida 257 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

vulnerability categories in major software systems.

[91] Emmanouil Serrelis and Nikolaos Alexandris, "An Empirical Model for
Quantifying Security based on Services," in 2nd Internation Multi-
Conference on Computing in the Global Information Technology (ICCGI
2007), 2007, p. 30.

[92] OSVDB. Open Source Vulnerability Database. [Online]. http://osvdb.org/

[93] National Vulnerabilty Database. (2012, May) NIST Computer Security

Division. [Online]. http://nvd.nist.gov/

[94] Department of Homeland Security. (2012, May) National Cyber Security

Division. [Online]. http://www.us-cert.gov/

[95] C.E. Shannon, "A Mathematical Theory of Communication," Bell Syst. Tech.
, ho. 27, 1948.

[96] Nikolaos Alexandris, Evangelos Fountas, Dimitrios Mermigas, and Sotirios
Pirounias, "Using time patterns to verify the utilization of stochastic calculus
in security quantification," in 2010 IEEE International Conference on
Information Security and Artificial (ISAI 2010), Chengdu, China, Dec. 17-19
2010, eniong napouoidornke oro 2011 Global Congress on Science and
Engineering (GCSE 2011), Dubai, Dec. 28-30 2011, 2010-2011, p. 5.

[97] Symantec. (2009, June 29 ) Patch Tuesday/Exploit Wednesday? [Online].

http://www.symantec.com/connect/blogs/patch-tuesdayexploit-wednesday

[98] ZDNet. (2007, June 13) Exploit Wednesday follows MS Patch Tuesday.
[Online]. http://www.zdnet.com/blog/security/exploit-wednesday-follows-ms-
patch-tuesday/296

>ehida 258 ano 272


http://osvdb.org/
http://nvd.nist.gov/
http://www.us-cert.gov/
http://www.symantec.com/connect/blogs/patch-tuesdayexploit-wednesday
http://www.zdnet.com/blog/security/exploit-wednesday-follows-ms-patch-tuesday/296
http://www.zdnet.com/blog/security/exploit-wednesday-follows-ms-patch-tuesday/296

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[99] Dimitrios Mermigas, Sotirios Pirounias, and Nikolaos Alexandris, "A
probabilistic method for the quantification of corporate losses due to
security breaches," in 2012 International Congress on Mathematics
(MICOM), Serajevo, Bosnia, Sep. 19-23 2012.

[100] Dimitrios Mermigas and Constantinos Patsakis. (2012) SourceForge -
Security Quantification Tool (SQT). [Online].

www.sourceforge.net/projects/sqt

[101] Constadinos Patsakis. (2012) Program for Security Quantification,

"SecQua". [Online]. http://sourceforge.net/projects/secqua/

[102] Quarterly Report Q3 2011, PandalLabs. (2011, July - September 2011)

Panda Security. [Online]. http://www.pandasecurity.com

[103] Gatzlaff K. and McCullough K., "The effect of data breaches on shareholder
wealth," Risk Management and Insurance Review , vol. 1, no. 13, pp. 61-
83, 2010.

[104] Lawrence A. Gordon, Martin P. Loeb, and Lei Zhou, "The impact of
information security breaches: Has there been a downward shift in costs?,"

Journal of Computer Security, vol. 19, pp. 33-56, 2011.

[105] Ali Alper and Qing Hu, "The impact of information security events on the
stock value of firms: The effect of contigency factors," Journal of

Information Technology, vol. 26, pp. 60-77, 2011.

[106] National Institude of Standards and Technology, "Guide to Performance
Measures for Information Security," DRAFT SP 800-80 2006.

[107] Swanson M, National Institute of Standards and Technology Special
Publication #800-26, Security Metrics Guide for Information Technology

>ehida 259 ano 272


www.sourceforge.net/projects/sqt
http://sourceforge.net/projects/secqua/
http://www.pandasecurity.com/

MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

Systems, November 2001.

[108] Swanson M, National Institute of Standards and Technology Special
Publication #800-55, Security Metrics Guide for Information Technology
Systems, July 2003.

[109] The Institute of Risk Management, A Risk Management Standard, 2002.

[110] NAO, National Audit Office, Managing risk in government departments,
2000.

[111] Tripwire, Operational Excellence: Linking your Business, Compliance,

Operations and Security, 2006.

[112] Peter R. Bitterli, IT Security Governance—A Slow Start to a High Maturity
Level, 2005.

[113] Information Systems Audit and Control Association (ISACA), The Risk IT
Practitioner Guide, June 2010.

[114] Information Systems Audit and Control Association (ISACA), What Every IT
Auditor Should Know About Access Controls, 2008.

[115] Information Systems Audit and Control Association (ISACA), What Every IT
Auditor Should Know About Cyberforensics, 2006.

[116] Federal finincial institutions examination council (FFIEC), Information
security, July 2006.

[117] Hank Peybylski and Tom Campanile, The Future Of Risk Forecasting,
August 2009.

2ehida 260 and 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[118] Marianne Swanson, Nadya Bartol, John Sabato, Joan Hash, and Laurie
Graffo, Security Metrics Guide for Information Technology Systems, July
2003.

[119] Jean - Phillipe Bouchaud and Marc Potters, Theory of financial risks from

statistical physics to risk management.: Univarsity of Cambridge, 2000.

[120] N. AAe&avdpng, B. Xpuaoikonoulog, and K. Martoakng, Eioaywyri ornv
Bewpia nAnpopopiwv kwdikwv Kal KpunToypagiac.: Ekdooeic BapBapriyou,
2010.

[121] Constantinos Patsakis, Dimitrios Mermigas, Sotirios Pirounias, and Gregory
Chondrokoukis, "The role of weighted entropy in security quantification," in
2010 IEEE International Conference on Information Security and Artificial
Intelligence (ISAI 2010), Chengdu, China, Dec. 17-19 2010, e&riong
napouoidornke oro 2011 Global Congress on Science and Engineering
(GCSE 2011), Dubai, Dec. 28-30 2011, p. 4.

[122] "Cost of data breach study in United States," Ponemon Institute,
Benchmark research 2011.

[123] Cavusoglu H., The Effect of Internet Security Breach Announsements on
Market Value: Capital Market Reactions for Breached Firms and Internet

Security Developers, 2004.

[124] Sotirios Pirounias, Dimitrios Mermigas, and Constantinos Patsakis, "The
relation between information security events and firm market value,
empirical evidence, on recent disclosures," Information Systems Research
Journal, 2012.

[125] Dimitrios Mermigas, Constantinos Patsakis, and Sotirios Pirounias, "A

formalistic quantification of information systems security with stochastic

>ehida 261 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

calculus," in 8th Annual Cyber Security and Information Intelligence
Research Workshop (CSIIRW 2012) also sponsored by National Nuclear
Security Administration Cyber Sciences Laboratory, Oak Ridge, TN, USA,
30th Oct — 1st Nov, 2012.

[126] ©@=0dwpoc N. NTouokacg, ZuvepyaTikn NOAUKPITNPIAKN dlaxeipion acpaieiag
MANPoOPOPIaKWV ZUCTNHATWY, ZeNTEPRpPIoC 2012,

>ehida 262 ano 272



MogoTiKonoinon TNG aoAAEIag CUGTNUATWY NANPOPOPIKNAG E TN XPHON OTOXACTIKWY HEBOdWY

[TAPAPTHMA

M1. MNnyaiog kwdikac MatLab

Ma va pnopEcoupe va dwooulde AUON OTO OTOXAOTIKO OAOKANPWUA MOU anaiTei n
npoTEIVOPEVN HeBodoAoyia, avanTuxdnke &va €I0IKO NPOypaAuKa XpNoIKonoInvTag

TO MABNUATIKO nNakeTo MatlLab. O nnyaiog kKwdikac Tou NPOYPAPHUATOC AKOAOUBEI:

>Tnv apxn Tou kwdika yiveral n dilacuvdeon Tou MatlLab pe Tnv epappoyn SQT,
he To O1GBaopa Twv OUo apyxeiwv, «Day_Of Month.txt» kai «Final_IS.txt». To
SQL napayel auta Ta dUo apxeia nou nepiexouv Ta dedopeva and Tn Paon dedo-
pEvwv Tnc NVD, kai Ba xpnoigonoinbouv and 1o MatLab yia Tov unoloyiopd Tou
npoTeIVOUEVOU povTeAou. Ta U0 auTa apxeia, neEpvIoUVTal e TNV EVOWHATWHEVN
ouvapTtnon Tou MatLab og TonikéC —yia To MatLab- peTaBANTEC Kal v ouvexeia

XpnoidonololvTal oTov KwdIKa.

function y = Quantification_ Method (RptTitle, LegendTitle)
%Get The days of month into a variable
Day Of Month = importdata('Day Of Month.txt');
$GET the IS values into a variable
IS = importdata('Final Is.txt');

cr=sprintf ('%c%c',char(10), char(13));

lines = regexp (RptTitle, char(cr), 'split');
linel = lines(1);

WindowTitle = sprintf('%s', char(linel));

ReportTitle = sprintf('%s', RptTitle);

$Handle the Curve Fitting object
[xData, yData] = prepareCurveData( Day Of Month, IS );

% Set up fittype and options.
ft = fittype( 'fourier8' );
opts = fitoptions( ft );

opts.Display = 'Off';

opts.Lower = [-Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -Inf -
Inf -Inf -Inf -Inf];

opts.StartPoint = [0 0 0 0 0 0 0 0O 0O 00O OOO0OOO0 4.26616646728179];

opts.Upper = [Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf Inf
Inf];

opts.Normalize = 'on';

% Fit model to data.
[fitresult{l}, gof(l)] = fit( xData, yData, ft, opts );

$Get the coeff values
coeffvals = coeffvalues(fit( xData, yData, ft, opts) );

sCalculate the security level
randn ('state',0);

sum=0;

res=[];

for cnt=1:1000
$create a random walk from 0 to 31
T=30;n=1000;
dt=T/n;
displacement = randn(l,n);
W = cumsum(displacement) ;
local range=max (W)-min (W) ;
ratio=local_range/31;
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W=W/ratio;

mn=min (W) ;

if mn<0

W=W-mn;

end

St=[1:dt:T];

W=[0,W];

a0 = coeffvals(l);

al = coeffvals(2); bl = coeffvals(3);

a2 = coeffvals(4); b2 = coeffvals(5);

a3 = coeffvals(6); b3 = coeffvals(7);

a4 = coeffvals(8); b4 = coeffvals(9);

a5 = coeffvals(10); b5 = coeffvals (11);

a6 = coeffvals(12); b6 = coeffvals(13);

a7l = coeffvals(14); b7 = coeffvals(15);

a8 = coeffvals(16); b8 = coeffvals(17);

w = coeffvals(18);

gw=1[1];

for j=1:n
gW=[gW a0 + al*cos((1l+j*dt)*w) + bl*sin((1l+j*dt)*w) + a2*cos(2* (1+j*dt)*w) +
b2*sin (2* (1+j*dt) *w) + al3*cos(3* (1+j*dt) *w) + b3*sin(3*(1+j*dt)*w) +
ad*cos (4* (1+j*dt) *w) + b4*sin(4*(1+j*dt)*w) + aS5*cos (5* (1+j*dt) *w) +
b5*sin (5% (1+j*dt) *w) + a6*cos (6* (1l+j*dt) *w) + b6*51n(6*(1+j*dt *w) +
a7*cos (7* (1+j*dt) *w) + b7*sin(7* (1+J*dt)*w) + aB8*cos(8* (1+j*dt) *w) +
b8*sin (8* (1+j*dt) *w) ];

end

ito=0;

for j=1:n-1
ito=ito+gW(3) * (W(3+1)-W(J)),
end

sum=sum+ito;
res=[res ito/30];
end

Sec_Level = (sum/(30* (cnt-1)))*100;
y=Sec_Level;

$Handle the chart object
% Plot fit with data.

scrsz = get (0, 'ScreenSize');
figure( 'Name', char (WindowTitle), 'Position', [200 300 scrsz(3)/2 scrsz(4)/2]
'Toolbar', 'none');

h = plot( fitresult{l}, xData, yData );

legend( h, sprintf('%s', char(ReportTitle)), 'Security Quantification Curve Fit',
'Location', 'Best' );

s Label axes
xlabel ( sprintf ('%s %c%cCalculated Security Level = %4.2f%%',
LegendTitle, char(10), char(13), Sec_Level));

ylabel ( 'Security Level' );

grid on

M2. Nnyaiog kwdikac SQT

O nnyaiog kwdIkag nou akoAouBei, €ival o kwdikag Nou XpnaolPonoInednke yia Tnv
avanTuén Tng epappoync SQT, eival avenTuypevog o VB.Net kal xpnoiponoinon-
ke To Microsoft Visual Studio 2008.

H epappoyn w¢ napabupikn, €ival event-oriented kai yia To AOyo auTo Ol POUTIVEG

nou akoAouBouv, avTioToIXoUV O MIBaveg eMAOYEC TOU XproTn, yia napadelyua
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«ImportBtn_Click». EninA€ov akoAouBouUv kal aAAeg BonONTIKEG / CUUNANPWHATI-

KEG POUTIVEC nou XpnaiponolouvTal anod 1o SQT.

Imports System.Xml

Imports System.IO

Imports System.Data.SglClient
Imports Microsoft.Win32

Public Class frmSecurityQuantification

Private xmlDir As String = My.Application.Info.DirectoryPath

Private AccessDir As String = My.Application.Info.DirectoryPath

Private AccessFileName As String = Nothing

Private Sum CVSSScore As String = Nothing

Private Sum Vulnerabilities As String = Nothing

Private xmlFile As String = ""

Private APP_TITLE As String = "Security Quantification Tool"

Private REG_KEY As String = "Software\SecurityQuantification\AccessFile"
Private SQLConnection As OleDb.OleDbConnection = Nothing

Private Sub ImportBtn Click(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles ImportBtn.Click
Try
With OpenFileDialog

.ShowReadOnly = True

.Multiselect = True

.CheckFileExists = True

.CheckPathExists = True

.Filter = "Xml Files (nvdcve*.xml) |nvdcve*.xml"
.FileName = ""

.InitialDirectory = xmlDir

.Title = APP_TITLE & " - Import NVD xml files"

Cursor.Current = Cursors.WaitCursor

If .ShowDialog = Windows.Forms.DialogResult.OK Then
If Not .FileNames Is Nothing Then
For 1 As Integer = 0 To .FileNames.LongLength - 1

AccessFileLbl.Text = "Database file: " & AccessFileName & _
" (Processing xml file " & 1 + 1 & " of "
& .FileNames.LongLength & ")"
If ProcessXml (.FileNames (1)) = False Then
Exit Sub
End If
Next
End If
Else
MsgBox ("The action was cancelled by the user.", MsgBoxStyle.Exclamation, APP TITLE)
Exit Sub
End If
End With

MsgBox ("The procedure ended successfully.", MsgBoxStyle.Information, APP_TITLE)

Catch ex As Exception
MsgBox ("There was an error processind NVD xml file." & vbCrLf &
"Error: " & ex.Message, MsgBoxStyle.Critical, APP_TITLE)

Finally
If Not SQLConnection Is Nothing AndAlso SQLConnection.State <> ConnectionState.Closed Then
SQLConnection.Close ()

End If
AccessFilelbl.Text = "Database file: " & AccessFileName
Cursor.Current = Cursors.Arrow

End Try

End Sub

Public Function ProcessXml (ByVal xmlFile As String) As Boolean
Dim xmldoc As New XmlDataDocument ()
Dim xmlnode As XmlNodeList

Dim i As Integer
Dim fs As New FileStream(xmlFile, FileMode.Open, FileAccess.Read)

Dim id As String, vendor As String, SW List As String, access_vector As String,
access_complexity As String, authentication As String

Dim confidentiality impact As String, integrity impact As String,
availability impact As String, summary As String

Dim PublishDate As Date, ModifiedDate As Date, GeneratedDate As Date

Dim Score As Double

Cursor.Current = Cursors.WaitCursor
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ProcessXml = False

xmldoc.Load (fs)
xmlnode = xmldoc.GetElementsByTagName ("entry"

'entries loop
For i = 0 To xmlnode.Count - 1
SW_List = ""

id = xmlnode (i) .Attributes ("id") .Value

For k As Integer = 0 To xmlnode (i) .ChildNodes.Count - 1
Select Case xmlnode (i) .ChildNodes (k) .Name
Case Is = "vuln:published-datetime"
PublishDate = xmlnode (i) .ChildNodes (k) .InnerText

Case Is = "vuln:last-modified-datetime"
ModifiedDate = xmlnode (i) .ChildNodes (k) .InnerText

Case Is = "vuln:vulnerable-software-list"
For j As Integer = 0 To xmlnode (i) .ChildNodes (k) .ChildNodes.Count - 1
SW_List += xmlnode (i) .ChildNodes (k) .ChildNodes (j) .InnerText (

Next
vendor = xmlnode (i) .ChildNodes (k) .ChildNodes (0) .InnerText ().Split(":") (2)
Case Is = "vuln:cvss"

For j As Integer = 0 To
xmlnode (i) .ChildNodes (k) .ChildNodes (0) .ChildNodes.Count - 1
Select Case xmlnode (i) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) .Name
Case "cvss:score"
Score =
xmlnode (i) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText () / 10
Case "cvss:access-vector"
access_vector =
xmlnode (1) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText ()
Case "cvss:access-complexity"
access_complexity =
xmlnode (1) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText ()
Case "cvss:authentication"
authentication =
xmlnode (1) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText ()
Case "cvss:confidentiality-impact"
confidentiality impact =
xmlnode (1) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText ()
Case "cvss:integrity-impact"
integrity impact =
xmlnode (1) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText (
Case "cvss:availability-impact"
availability impact =
xmlnode (1) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText (
Case "cvss:generated-on-datetime"
GeneratedDate =
xmlnode (i) .ChildNodes (k) .ChildNodes (0) .ChildNodes (j) . InnerText (
End Select
Next

Case Is = "vuln:summary"
summary = xmlnode (i) .ChildNodes (k) .InnerText ()
End Select
Next

Dim SQLParameters(,) As Object = {{"@ID", id}, _
{"@Vendor", vendor}, _
{"@sw_List", SW_List}, _
{"@PublishDate", Format (PublishDate, "yyyy-MM-dd")}, _
{"@ModifiedDate", Format (ModifiedDate, "yyyy-MM-dd")},
{"@Score", Score}, _
{"@AccessVector", access_vector}, _
{"@AccessComplexity", access_complexity},
{"@Authentication", authentication}, _
{"@ConfideltialityImpact", confidentiality impact},
{"@IntegrityIpmact", integrity impact}, _
{"@AvailabilityImpact", availability impact}, _
{"@GeneratedDate", Format (GeneratedDate, "yyyy-MM-dd")},
{"@Summary", summary} _
}
ExecSP("Insert into Vulnerabilities Values (?,?2,72,2,2,2,2,2,2,2,2,2,2,2)",
Nothing, SQLParameters)
Next

ProcessXml = True
End Function

Private Sub SettingsBtn_ Click(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles SettingsBtn.Click
Try
With OpenFileDialog
.ShowReadOnly = True
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.Multiselect = False
.CheckFileExists = True
.CheckPathExists = True

.Filter = "Microsoft Access File |*.mdb"
.FileName = ""

.InitialDirectory = AccessDir

.Title = APP_TITLE & " - Set database file"

Cursor.Current = Cursors.WaitCursor

If .ShowDialog = Windows.Forms.DialogResult.OK Then
InitialiseConnection (.FileName)
HandleRegistry (REG_KEY, .FileName)
Else
MsgBox ("The action was cancelled by the user.", MsgBoxStyle.Exclamation, APP_TITLE)
End If
End With

Catch ex As Exception
MsgBox ("There was an setting the database file." & vbCrLf &

"Error: " & ex.Message, MsgBoxStyle.Critical, APP TITLE)
Finally
Cursor.Current = Cursors.Arrow
End Try
End Sub

Public Sub HandleRegistry(ByVal RegKey As String, ByVal RegValue As String)
If RegKey Exists().Length = 0 Then
Try
Dim newKey As RegistryKey
newKey = My.Computer.Registry.LocalMachine.CreateSubKey (RegKey)

Catch ex As Exception
MsgBox (ex.Message, MsgBoxStyle.Critical, APP_TITLE)
End Try
End If

My.Computer.Registry.SetValue ("HKEY LOCAL MACHINE\" & REG_KEY, "Filename", RegValue)
End Sub

Public Function ExecSP(ByVal SQLStr As String, Optional ByVal Tbl As String = Nothing, _
Optional ByVal SQLParameters(,) As Object = Nothing) As DataTable
Dim cmd As New OleDb.OleDbCommand
Dim da As New OleDb.OleDbDataAdapter
Dim ds As New DataSet ("Myds")
Dim dt As New DataTable (Tbl)

ExecSP = Nothing

Try
If Not SQLConnection Is Nothing AndAlso SQLConnection.State = ConnectionState.Closed Then
SQLConnection.Open ()
End If

cmd.CommandType = CommandType.Text
cmd.CommandText = SQLStr
cmd.Connection = SQLConnection

If Not SQLParameters Is Nothing AndAlso SQLParameters.Length <> 0 Then
For i As Integer = 0 To SQLParameters.GetUpperBound(0)
If SQLParameters (i, 1) Is Nothing Then SQLParameters(i, 1) = System.DBNull.Value
cmd.Parameters.AddWithValue (SQLParameters (i, 0).ToString, SQLParameters (i, 1)
Next
End If

If Tbl Is Nothing Then
cmd.ExecuteNonQuery ()
Exit Function

End If

da.SelectCommand = cmd

Try
da.Fill (dt)

Catch ex As Exception
dt = Nothing
End Try

ExecSP = dt

Catch ex As Exception
If Err.Number = 5 Then
'MsgBox ("Primary key violation. Please choose another file to import.",
MsgBoxStyle.Critical, APP_TITLE)
Else
'MsgBox (ex.Message, MsgBoxStyle.Critical, APP_TITLE)
End If
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Finally

cmd = Nothing
End Try
End Function

Private Sub ExitBtn Click(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles ExitBtn.Click
If MsgBox("Do you want to terminate the application?", _
MsgBoxStyle.Question + MsgBoxStyle.YesNo + MsgBoxStyle.DefaultButton2,
APP TITLE) = MsgBoxResult.Yes Then
SQLConnection = Nothing
End
End If
End Sub

Private Sub FindSecurityEventsBtn_ Click(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles FindSecurityEventsBtn.Click
Cursor.Current = Cursors.WaitCursor
Dim VendorTxt As String = ""

If VendorCbo.Text.Length > 0 Then
VendorTxt = VendorCbo.Text

End If
If HasNoSQLInjectionTrap (VendorTxt) = False Then Exit Sub
If HasNoSQLInjectionTrap (SW_ListTxt.Text) = False Then Exit Sub

Me.DataGridView.DataSource = Nothing
RecordsLbl.Text = "Records Found: "
Application.DoEvents ()

Dim dt As DataTable = ExecSP("Select ID, Vendor, SW List, PublishDate, Score, summary from
Vulnerabilities " & _
"WHERE SW List Like '$" & SW ListTxt.Text & "$'" & _
" and Vendor Like '$" & VendorTxt & "%'", "Tbl", Nothing)

If Not dt Is Nothing AndAlso dt.Rows.Count > 0 Then
RecordsLbl.Text = "Records Found: " & dt.Rows.Count
End If

Me.DataGridView.DataSource = dt

Cursor.Current = Cursors.Arrow
End Sub

Public Function HasNoSQLInjectionTrap (ByVal SQLStr As String) As Boolean
HasNoSQLInjectionTrap = False

If InStr(SQLStr, ";", CompareMethod.Binary) + _
InStr(SQLStr, "?", CompareMethod.Binary) + _
InStr (SQLStr, "'", CompareMethod.Binary) > O Then
MsgBox ("The filters you have entered are wrong. Please try again.", MsgBoxStyle.Critical,

APP_TITLE)
Exit Function
End If

HasNoSQLInjectionTrap = True
End Function

Private Function RegKey Exists() As String
Dim FileName As String

RegKey_ Exists = ""

FileName = My.Computer.Registry.GetValue ("HKEY LOCAL MACHINE\" & REG_KEY, "FileName", "")
If FileName IsNot Nothing AndAlso FileName.Length > 0 Then RegKey Exists = FileName
End Function

Private Sub frmSecurityQuantification_Load(ByVal sender As Object, ByVal e As System.EventArgs)
Handles Me.Load
If RegKey Exists().Length > 0 Then InitialiseConnection (RegKey Exists())
Me.DayOfMonthRadio.Checked = True
End Sub

Private Sub InitialiseConnection(ByVal Filename As String)
If Not SQLConnection Is Nothing AndAlso SQLConnection.State <> ConnectionState.Closed Then
SQLConnection.Close ()
End If

SQLConnection = Nothing

SQLConnection = New OleDb.OleDbConnection

SQLConnection.ConnectionString = "Provider=Microsoft.Jet.OLEDB.4.0;Data Source=" & Filename & _
";User Id=admin;Password=;"

AccessFilelbl.Text = "Database file: " & Filename
AccessFileName = Filename
End Sub
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Private Sub RightBtn Click(ByVal sender As System.Object, ByVal e As System.EventArgs)

Handles RightBtn.Click

Dim VendorTxt As String = ""

If VendorCbo.Text.Length > 0 Then
VendorTxt = VendorCbo.Text

End If

IS_ListBox.Items.Add(VendorTxt & "," & SW_ListTxt.Text)
End Sub

Private Sub LeftBtn_ Click(ByVal sender As System.Object, ByVal e As System.EventArgs)

Handles LeftBtn.Click

If IS_ListBox.SelectedItem Is Nothing Then Exit Sub

VendorCbo.Text = IS ListBox.SelectedItem.ToString.Split(",") (0)
SW_ListTxt.Text = IS_ListBox.SelectedItem.ToString.Split(",") (1)
IS_ListBox.Items.Remove (IS_ListBox.SelectedItem)
Me.DataGridView.DataSource = Nothing

End Sub

Private Sub IS ListBox DoubleClick(ByVal sender As Object, ByVal e As System.EventArgs)

Handles IS _ListBox.DoubleClick

If IS_ListBox.SelectedItem Is Nothing Then Exit Sub

IS_ListBox.Items.Remove (IS_ListBox.SelectedItem)
End Sub

Private Sub MatlabBtn Click(ByVal sender As System.Object, ByVal e As System.EventArgs

Handles MatlanBtn.Click
Dim DatePart As String = "d" 'DatePart d=day of month, ww=week of year, y=day of year

Dim PeriodDays As String = 31
Dim LegentTitle As String = Nothing

If DayOfMonthRadio.Checked = True Then DatePart = "d"
If WeekRadio.Checked = True Then DatePart = "ww"
If DayOfYearRadio.Checked = True Then DatePart = "y"

Select Case DatePart

Case "d" 'Day of month
PeriodDays = 31
LegentTitle = "Day of Month"
Case "ww" 'Week of year
PeriodDays = 52
LegentTitle = "Week of Year"
Case "y" 'Day of year
PeriodDays = 366
LegentTitle = "Day of Year"

End Select

If IS_ListBox.Items.Count = 0 OrElse IS _ListBox.Items(0).ToString = "," Then
IS ListBox.Items.Clear (

MsgBox ("Please include at least one software component for the calculation to take place.",
MsgBoxStyle.Critical, APP TITLE)

Exit Sub
End If

Cursor.Current = Cursors.WaitCursor
Dim dt As DataTable
Dim s As String = ""

ExecSP("Delete * from Final IS")

For i As Integer = 1 To PeriodDays

ExecSP("Insert into Final IS (DayNo, SecLevel, Vulnerabilities, CVSS_Score) values (" &
i.ToString & ", 1, 0, 0)™)
s += i.ToString & vbCrLf
Next

My.Computer.FileSystem.WriteAllText (AccessDir & "\Day Of Month.txt", s, False,
System.Text.Encoding.ASCII)

For i As Integer = 0 To IS_ListBox.Items.Count - 1

Dim WhereStr As String = " where Vendor like '$%" &
IS ListBox.Items (i) .ToString.Split(",") (0) & "%'

" and SW List like '3" &
IS_ListBox.Items (i).ToString.Split(",") (1) & "%'

ExecSP("Delete * from Calculations™)

Dim Num_of Vulnerabilities_by day SQL As String =

"Insert into Calculations (Num of Vulnerabilities, DayNo, Sum Of score) " &

"select count (*) as Num Of Vulnerabilities, DatePart (""" & DatePart & """,
as Day_Of Month, SUM(Score) as Score " & _

"from vulnerabilities " & _

WhereStr & _

"group by Vendor, DatePart (""" & DatePart & """, PublishDate) " & _

"order by DatePart (""" & DatePart & """, PublishDate) "

ExecSP(Num_of Vulnerabilities by day_ SQL)

PublishDate)
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Dim Get_ciSQL As String = _
"SELECT Sum(ci_part_entropy with_ years) AS
SumOfci part entropy with years " & _
"FROM (SELECT ci part entropy*2.71828183" (-ydiff) AS
ci part entropy with years " & _
" From " & _
" (SELECT -Score*prob*Log (prob) AS ci part entropy, ydiff " & _
" FROM " & _
" (SELECT CountOfScore/total_vulns AS prob, Score,
ydiff " & _
" FROM " & _
" (SELECT vendor_vulnerabilities.ydiff,
vendor_vulnerabilities.Score, " & _
" Count (vendor_vulnerabilities.Score) AS
CountOfScore, total vulns " & _
" FROM (SELECT DatePart (""" & DatePart & """,
PublishDate) AS month day, " & _
" Score, DateDiff (""yyyy"",
PublishDate, now()) AS ydiff " & _
" FROM Vulnerabilities " & _
WhereStr & _
" ) as vendor vulnerabilities, " & _
" (SELECT Count (b.Score) AS total_vulns
"&
" FROM (SELECT DatePart (""" & DatePart
& """, PublishDate) AS month day, " & _
" Score, DateDiff (""yyyy"",
PublishDate, now()) AS ydiff " & _
" FROM Vulnerabilities " & _
WhereStr & _
" ) as b " &
" ) " os
" GROUP BY vendor_vulnerabilities.ydiff,
vendor_ vulnerabilities.Score, total vulns " & _
" )" s

" ) AS aliasl "
ExecSP("Update Calculations set ci = " & Replace (ExecSP(Get_ciSQL,
"Th1l") .Rows (0) .Item(0) .ToString, ",", "."))

ExecSP ("Update Calculations set pi = Sum_Of Score / " & Replace (ExecSP("select
SUM (Sum_Of Score) FROM Calculations", "Tbl").Rows(0).Item(0).ToString, ",", "."))

ExecSP ("Update Calculations set One div ci to power = pi ~ (1 / ci)")
ExecSP ("Update Calculations set Adjusted ci = 1 - One div ci to power "

ExecSP ("UPDATE Final IS INNER JOIN Calculations ON Calculations.DayNo = Final IS.DayNo SET
SecLevel = SecLevel * Adjusted ci"

ExecSP("Update Final IS set Vulnerabilities = Vulnerabilities + " & Replace (ExecSP("Select
sum(Num_of Vulnerabilities) from Calculations", "Tbl").Rows(0).Item(0).ToString,

nomom oy

ExecSP ("Update Final IS set CVSS Score = CVSS Score + " & Replace(ExecSP("Select
sum (Sum_Of score) from Calculations", "Tbl").Rows(0).Item(0).ToString, ",", "."))

dt = ExecSP("Select * from Calculations", "Tbl"
Me.DataGridView.DataSource = dt

If Not dt Is Nothing AndAlso dt.Rows.Count > 0 Then

Me.RecordsLbl.Text = "Records Found: " & dt.Rows.Count
Else

Me.RecordsLbl.Text = "Records Found: 0"
End If

Application.DoEvents ()
Next

dt = ExecSP("Select * from Final IS", "Tbl"

If Not dt Is Nothing AndAlso dt.Rows.Count > 0 Then

nn

s =
For i As Integer = 0 To dt.Rows.Count - 1

s += Replace (dt.Rows(i).Item("SecLevel").ToString, ",", ".") & vbCrLf
Next

Sum_CVSSScore = Replace(dt.Rows (0).Item("CVSS_Score").ToString, ",", ".")
Sum Vulnerabilities = Replace(dt.Rows (0).Item("Vulnerabilities") .ToString, ",", ".™)
End If
My.Computer.FileSystem.WriteAllText (AccessDir & "\Final IS.txt", s, False,
System.Text.Encoding.ASCII)

dt = Nothing
Call Matlab (ReportTitleTxt.Text, LegentTitle)

Cursor.Current = Cursors.Arrow
End Sub
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Private Sub Call Matlab (ByVal RptTitle As String, ByVal LegentTitle As String)
Cursor.Current = Cursors.WaitCursor
Try
Dim a As New Curvefit2Native.DisplayText
Dim IS InfoStr As String = ""

If Sum CVSSScore IsNot Nothing Then IS InfoStr += "Total CVSS Score = " & Sum CVSSScore
If Sum Vulnerabilities IsNot Nothing Then IS_InfoStr += ", Number of Vulnerabilities = " &

Sum_Vulnerabilities

If RptTitle.Length = 0 Then

RptTitle = "Security level by " & LegentTitle
Else

RptTitle = "Security level of (" & RptTitle & ") by " & LegentTitle
End If

Dim ThreeLineReportLegend As String = ""

Dim LineChars As Integer = 0
For i As Integer = 0 To RptTitle.Split(" ").Length - 1
If LineChars + RptTitle.Split(" ") (i).Length > 75 Then

ThreeLineReportLegend += Chr (10) & Chr(13)
LineChars = 0

End If
ThreelLineReportLegend += RptTitle.Split(" ") (i) & " "
LineChars += RptTitle.Split ("™ ") (i).Length + 1

Next

ThreeLineReportLegend += Chr(10) & Chr(13) & IS InfoStr

a.Quantification Method(ThreeLineReportLegend, LegentTitle)
a = Nothing

Catch ex As Exception
MsgBox (ex.Message, MsgBoxStyle.Critical, APP_TITLE)
Finally
Cursor.Current = Cursors.Arrow
End Try
End Sub

Private Sub VendorCbo_ Enter (ByVal sender As Object, ByVal e As System.EventArgs)
Handles VendorCbo.Enter
If VendorCbo.DataSource IsNot Nothing Then Exit Sub

Dim Vendor dt As DataTable = ExecSP("select distinct Vendor from Vulnerabilities"™, "Tbl"
If Vendor_dt Is Nothing OrElse Vendor_ dt.Rows.Count = 0 Then Exit Sub

With VendorCbo
.DataSource = Vendor dt
.ValueMember = "Vendor"
.DisplayMember = "Vendor"
.AutoCompleteMode = AutoCompleteMode.SuggestAppend
.AutoCompleteSource = AutoCompleteSource.ListItems
End With

Vendor dt = Nothing
End Sub

Private Sub GoToNVDwebsiteBtn Click(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles GoToNVDwebsiteBtn.Click
Process.Start ("IExplore.exe", "http://nvd.nist.gov/download.cfm")
End Sub

Private Sub AboutBtn Click (ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles AboutBtn.Click
Dim f As New AboutBox

f.Show ()
f = Nothing
End Sub
End Class

Public NotInheritable Class AboutBox

Private Sub AboutBox_Load(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles MyBase.Load
Dim Str As String = "SQT is an open source program written in VB.Net that, implements a novel
method " & _
"for the security quantification of an Information System (IS), a service

or a product. " & _
"This new proposed security metric, is using stochastic calculus in order
to " &

"provide us with a deterministic and unbiased measurement of the security
level " & _
"of an IS. Because the approach is vulnerability-driven, and for ensuring

unbiased results, " & _

"it uses the National Vulnerability Database. " & vbCrLf & _

"This work is based upon the following publications: " & vbCrLf & _

" e Constantinos Patsakis, Dimitrios Mermigas, Sotirios Pirounias, Nikolaos
Alexandris, " &
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v

"and Evangelos Fountas, ""Towards a formalistic measuring of security using
stochastic calculus,"" in " & _

"2010 3rd IEEE International Conference on Computer Science and Information
Technology (ICCSIT2010), 2010, p. 4" & vbCrLf & _

" e« Constantinos Patsakis, Dimitrios Mermigas, Sotirios Pirounias, and
Gregory Chondrokoukis, " & _

"""The role of weighted entropy in security quantification,"" in 2010 IEEE
International Conference " & _

"on Information Security and Artificial Intelligence (ISAI 2010), also
appearing in 2011 Global Congress " & _

"on Science and Engineering (GCSE 2011), 2010-2011, p. 4." & vbCrLf & _

" e Nikolaos Alexandris, Evangelos Fountas, Dimitrios Mermigas, and

Sotirios Pirounias, " & _
"""Using time patterns to verify the utilization of stochastic calculus in
security quantification,"" in 2010 " &

"IEEE International Conference on Information Security and Artificial (ISAI
2010), also appearing in " & _

"2011 Global Congress on Science and Engineering (GCSE 2011), 2010-2011, p.
5.m

Set the title of the form.

Dim ApplicationTitle As String

If My.Application.Info.Title <> "" Then

End If

ApplicationTitle
Else

ApplicationTitle

System.IO.Path.GetFileNameWithoutExtension (My.Application.Info.AssemblyName)

= My.Application.Info.Title

String.Format ("About {0}", ApplicationTitle)

.LabelProductName.Text = "Security Quantification Tool (SQT)"
.LabelVersion.Text
.LabelCopyright.Text = My.Application.Info.Copyright
.LabelCompanyName.Text = My.Application.Info.CompanyName
.TextBoxDescription.Text = Str

My.Resources.ChartLine

.LogoPictureBox.Image = My.Resources.ChartLine256

End Sub

= String.Format ("Version {0}", My.Application.Info.Version.ToString)

Private Sub OKButton_ Click(ByVal sender As System.Object, ByVal e As System.EventArgs)

Me.Close ()
End Sub

End Class

Handles OKButton.Click
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