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MepiAnyn
2KOTTOG TNG OUYKEKPIMEVNG UETATITUXIAKAG epyaciag givalr n oxediaon kal avamtuén evog KEVTPOU
EVTOTTIOMOU KAl AVTIMETWTTIONG KUBEPVOETTIBECEWYV YIa éva OpyavIouO, PE TN Xprion Tou epyaAeiou ELK
Stack. INa 1o okoT1ré auTtd peAeTWvTAl EpyaAeia avoikToU KwdIka aTrd Ta oTroia atroTteAcital To ELK Stack
o6Trwg T0 Elasticsearch, Kibana, Logstash mmou avaAaupdvouv tn cuAAoyr Kai TNV aTTEIKOVION TwV
OedOUEVWV.

AvoAuovtal Ta epyaAcia Elasticsearch, Logstash, Kibana ta omoia xpnoigotroimiénkav yia n
onuioupyia gvog TOTTIKOU server aTo XWEOo Tou opyaviouou. Etriong avaAuovtal Ta Beats (Auditbeat,
Filebeat k.4.) Ta otroia eykaBioTavral otoug clients (Linux & Windows) yia Tnv ammooToAr] 0edouévwv
aToVv server.

AEeig KAe1d1G

ELK Stack, Elasticsearch, Kibana, Logstash, SOC (Security Operation Center), SIEM (Security
information and event management), Beats, Auditbeat, Filebeat, Winlogbeat, server, client,
cybersecurity, cyberattack, analytics
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Abstract

The purpose of this thesis is to design and develop a Security Information and Event Management
(SIEM), suitable for small-size enterprises, aiming to identify and effectively manage cyber attacks. For
this purpose a Security Operation Center (SOC) will be developed, by utilizing the open source ELK
Stack software. The system was installed as a local server within the organization's premises and it is
responsible for the collection and inspection of logs from physical nodes and finally for the generation
of security reports, in case of anomaly detection. The underlying open source projects of the ELK stack,
namely Elasticsearch, Logstash, and Kibana are analyzed. Furthermore, additional software that was
utilized in order to connect the nodes with the ELK server, such as Auditbeat, Filebeat and others, are
also analyzed.

Keywords
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1 Eicaywyn

Ac@daAgia UTTOAOYIOTWY, KUBEPVOOO@AAEIa 1 ao@AA&ia TTANPOPOPIWYV Eival n TrpooTacia evog
TIANPOPOPIKOU CUCTANATOG Kal TOU SIKTUOU ATTO KATTOIOV KAKOBOUAO, AGyo KATToIaG aoToXiag UAIKOU
1 AoyIoHIKOU KaBwg Kal Adyo piag SI0KOTIAG TNG UTTNPECIAG ) TNV KAKA TTOIOTNTA TWV UTTNPECIWY TTOU
TTapEXEl £vVag opyaviouog.

To medio TNG aoc@AaAeiag yivetar OA0 Kal O onuUAvTikG AOyw TnNG auénuévng eummoToouvng OTa
UTTOAOYIOTIKA oUCTHPOTA, TO 8IadIKTUO Kal OTIG aoUpPaTEG TEXVOAoyieg OTTwG To bluetooth, acUpuarta
dikTua (wifi) KaBwg eTTiong Kal 0TN ouveXICOPEVN QVATITUEN TOV “EEUTTVWV’ CUOKEUWYV OTTWG TA KIVNTA
Hag TNAé@wva, TNAEOPATEIG Kal TIG OUVEXWG AUEAVOUEVEG OUOKEUEG TTOU XPNOIYOTToIOUVTAl yid TO
Internet of Things (IoT). Adyw TNG TTOAUTTAOKOTNTAG Tou, TOCO ATTO TTOAITIKAG ATTOWNG OGO Kal atrd
TEXVOAOYIKAG, N a0@AAEIO OTOV KUBEPVOXWPO Egival pia atmd TIG GNUAVTIKOTEPEG TTPOKAACEIG GTOV
oUyXPOVO KOGHO.

TN onUEPIVI €TTOXN TNG WNQPIOKAG TEXVOAOyiag, N KuBepvoao@aAcia £xel Bpebei aTo €TTiKEVTPO OAWV
Twv opyaviouwy. MNMwg Ba TTpooTaTéWouv TNV aKePAIOTNTA TWV BESONEVWY TOUG, TTWG Ba Bwpakiocouv
TOUG XPAOTEG, TOUG TTEAATEG, AAAG CUYXPOVWG Kal TN @riun Toug. O1 KuBepvoeTIBETEIS aTTOTEAOUV TOV
oUyXpOoVvo TPOTTO TTOAEUOU €iTe PETAEU ETAIPEIWY, IDIWTWY €iTE PETAEU KpaTwyv. Eival TTOAO onpavTiké
yIa 6AOUG TOUG OpyaviouoUg, JEYAAOUG ] MIKPOUG va JTTOPOUV VA TIPOCTATEWOUV Ta OEdOUEVA TOUG Kal
va SI0o@aAicouV TNV OJOAR Kal guvexr AsIToupyia Twv TTANPOPOPIAKWY TOUG CUCTNHATWY B,

2TIG ETTIXEIPATEIG Kal TOUG BIAPOPOUG 0pyaviopoUg Tou dnudciou Kal IBIWTIKOU Topéd, avamtuooovTal
TIANPOQPOPIaKA CUCTHANOTA KABE PeyEBOUG Kal KPIGIOTNTAG, ATTO MIKPA TTOU PTTOPEI va agopouv Thv
Aeiroupyia evog TuAuatog, €wg TTOAU peydAa TTOU PTTOPOUV va OTOXEUOUV OTh OIOAEITOUPYIKOTATA
TTOAAWV TOPEWY TTAVEAAADIKE 1) TTAYKOOMIAG KAAUWN dpacTtnploTATWwY. AUTOG €ival Kal o AGyoug yia Tov
oT1roioug TToAAoi opyaviapoi Badouv pATpeg (SLAS) oTa cupfoAaia uTToGTAPIENG TTOU UTTOYPAQOUV [E
TIG QAVTIOTOIXEG ETAIPIEG UTTOOTAPIENG, ME ATTWTEPO OKOTIO va £xouv eyyunuévn Ol0o@AAIon Twv
TTAPEXOUEVWV UTTNPECIWY HECW HIAG CUUPWVIOG.

O1 ameIAég aTOoV KUBEPVOXWPO Yyia TNV akepaidTnTa Twv dedopévwv atmoTeAolv pia aufavouevn
avnouxia yia OAeg TIG €TTIXEIPACEIG KAl TOug opyaviopoug. O1 KuBepvoetBEéoelg eCeAicoovtal Kai
peTaoynuaTtiCovtal dIaPKWG, avaTrITiooOoVTAG VEEG TEXVIKEG KAl epyaAcia. AvTtioToixa eEeAicoovTal ol
TEXVIKEG KOl TO EpyaAEia yia TaxUTepn, o dueon TTpoaTacia aAAd Kal aTToTPOTTA WIAG TETOIOG £TTIOECNG
o€ €vav opyavioud. Autd €xel oav atmoTEAETUa OAOI OI OpPYaAVIOUOI MIKPOI 1 ueyAAol, va TTpooTTabouv
va aTToKTAoOUV epyaAcia Ta oTroia Ba Bondriocouv Toug TEXVIKOUG ACPAAEiag Toug, va TTPOCTATEWOUV
TO TTANPOPOPIAKS oUCTAUA TOU OPYaVIOUO atrd TUXOV €TTIBECEIG, SlaT@AAIfovTag e auTOv ToV TPOTTO
TNV AKEPAIOTNTA TWV OEGOPEVWY TOU OpyavIouoU.

1.1 ZTo)0¢ Ka1 peBodoAoyia

21n ouyxpovn £TToXH KpiveTal ammapaitntn n ao@AAcia evég TTANPOoPopIakoU CUCTHHATOG AAAG Kal ToV
TIPOCWTTIKWYV pag dedopévwy. H akadnuaikr) KoivoTnTa €peUvA Kal avatrTUooEl CUVEXWG TO BEpa TNG
KUBEPVOOOQPAAEIOG KOl TWV KUBEPVOETTIOECEWY HE MEAETEG KAl avagopég ot ouyxpova Béuarta
ao@aAeiag OIKTUWVY, TTANPOPOPIWV KABWG €TTIONG MEAETG TIG VEEG TeEXVOAoyieg, OTTwG Texvnth
Nonuoaouvn, Zuyxpoveg YTTodouég AIKTUwY (5G), epappoyég 10T, Mnxavikry M&onaon,.

To Béua TnG epyaaiag emMAEXONKE Pe yvwpova TNy eEEAIEN Kal avTioToixa Tnv avaBaduion Tou TpdTTou
TTPOCTACIAG TOU TTANPOPOPIAKOU CUCTHHATOG EVOG OPYAVIGUOU TTPOCTATEUOVTAG TTIO ATTOTEAETUATIKA
TA TTPOCWTTIKWY dEBOPEVWV. ZKOTTOG TNG PETATITUXIOKNG £pyaciag gival n dnuioupyia evog KEVTpPoU
EMYEIPNOEWV aoc@aAciog, pe T xpron tou Elastic Stack kai cuykekpiyéva trapéxovrag éva SIEM
epyaAeio 1o Elastic SIEM.
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ApxIka peAeTBnke n oxemik PiBAIoypagia, €yive n avalitnon Twv KATAAANAWV OpPICHWY Kal
MEAETAONKAV OI OXETIKEG €peuveg. ZTOXOG TNG OITTAWMATIKAG €pyaciag, €ivalr To oUaTnUa autd va
Bondnoel Tnv oudda acahgiag Tou opyaviopoU. Na ptropolv va avalnTioouv Ge TTPAyUaTiKO Xpovo
Ouykekpipéva dedouéva ao@alegiag, va BAETTOuV avagopég péow Tov otroiov Ba avtiAauBdavovtal, Ba
dlaxeipiCovTail kal Ba avTipeTwTTICouV Aueca Eva TTEPIOTATIKO, TO OTT0I0 Ba YTTOpOoUcE va TTPOKANOE aTTd
Mia evoeXOuEVN €TTIBEDN.

21a TTACicia TNG uAoTroinong TnNG epyaocia, Ba dnuioupynBei éva TTPwTOTUTTO CUCTNUA WE TN XPAON
EIKOVIKWYV UNXOavWV, €Tl WOTE VO TTPOCOUOIACW TO TTPAYHATIKG TTEPIBGAAOV 0TO OTT0iI0 B UAOTTOINBEI
kal Ba xpnoipotroinBei To SIEM epyaAegio. IMNa TiIg avaykeg TnNG dITTAWMATIKAG Epyadiag dnuioupyRodnke
éva gpyaaTrpio (lab) To otroio Ba BonBrocel oTo va yivel avTtioToixa €TOEIEn TNG XPNoNnG, aAAG Kal O
TPOTTOG AEITOUPYIOG TOU, JECA OTOV OPYQVIOUO.

O opyavioudg Tov oTToio €TTEAECA yia va PEAETAOW Egival VOPIKG TTPOCWTTO IBIWTIKOU OIKAiou, Wn
KEPOOOKOTIIKOU xapaktipa. O1 Adyol yia TOUG OTToioug Bewpw OTI O OUYKEKPIUEVOG OPYAVIOUOG
TaIpI&lel GTOUG OKOTTOUG TNG CUYKEKPIPEVNG HETATTTUXIOKNG EQYATiag, gival OTI TIPOKEITAI YIA EvaV PIKPO
OPYQVIGUO OTOV OTTOI0 XPNOIKOTTOIOUVTAI AEITOUPYIKA cuoTAuaTa Linux kair windows €iTe oToug servers
€ite oToUG clients, Ba TTpETTEI TO KOGTOG TNG UAOTTOINONG Va €ival TETOIO WATE VO ITTOPET va UTTOoTNPIXOEi
ammd Tov opyaviouod Kai TEAog moTelw OTI Ba Bonbroel Tnv oudda ao@aAciag oTO va UTTOpEi va
dlaxeIpiCeTal MO ypriyopa Kal AUECA OTTOIOdNTTOTE TTEPIOTATIKO ACPAAELIaG.

210 TTPWTO KEPAAQIO TNG OITTAWMATIKAG £pyaciag ava@épovTal KATTOIEG BACIKEG EvvOIEG OTTWG Ol
OpIOHOI OXETIKA ME TNV KUPBEPVOAOEPAAEIO KOl TIG KUBEPVOETTIOECEIS. 2TO ETTOPEVO KEPAAQIO
Trapouacidlovtal avaAuTIKa Ta EpyaAEia TTOU XpnaIdoTToINBnKav yia TNV UAOTToINGN TNG €pYaciag. ZTn
OUVEXEIO TTPAYMATOTTOIEITAI N UAOTTOINON TOU ouoTAuaTog oTto Lab dnuioupywvTtag Tov server Kal Toug
clients avtioToixa. ETréuevo BAua €ival n rapouadiaon KATTOIWV OOKIPWY Kal JETPATEWY TTOU &yIvav
OTO OUOTNPA PE OKOTTO TN MEAETN TNG OWOTAG AgIToupyiag Tou cuoTAuartog. TEAog TTapouaidleral
OUVOTITIKI] TTEPIYPOPH| KAl TUXOV ETTEKTACEIG KAI BEATIWOEIG TNG EPYATiag.

MNa Tnv uAoTTOiNON TNG TTAPOUCAg DITTAWMATIKNAG Epyaadiag dnuioupynBei évag Totmkog linux server, aTov
otroio Ba yiveralr n guAloyA kai atmoBrikeuon Twv dedouévwy ammd Toug clients. H avamtuén tou
OUOTAUATOG auTOU Ba yivel e TRV XPron £PYAALiWY avoIKTOU KWAIKA KAl JE YVWHOVA TNV KAIJAKWON
TOU OUCTAPATOG av auTd gival atmapaitnto ato pEAAov. ZTn ouvéxela Ba dnuioupynBouv ol clients, pe
AeIToupyik@ ocuoTtipata windows kai linux, Tou €ival Ta OUO AEITOUPYIKA OUCTAMATA TTOU
XPnOoIJoTToloUvVTal HECO OTOV OpyavIouo.

1.2 Baolikég €VVOIES KAl OPICHOI

1.2.1 KuBepvoaopdaleia

H kuBepvoao@dAcia (cybersecurity) cival n mpooTtacia evég TTAnpo@opiakol CUCTAUATOS Kal Tou
OIKTUOU aTTOo KATTOI0V KOKOBOUAO, Adyo KATTolaG aoToxiag UAIKOU 1 AoyliopikoU, n SIQKOTIH MIOG
UTTNPECIag f N KoKA TToli0TNTA TWV UTTNPEECIWY TTOU TTAPEXEl £VAG OPYaVIOUOG.

H kuBepvoaa@dAcia gival K&t TTou pag agopd OAoUG, ETTIXEIPACEIG, OpYaVIOUOUS aAAd Kal TOUG IBIWTEG.
ATTeuBUvVETaI OTNV TTPOCTACIA TNG OTTOIAdATIOTE OPACTNPIOTNTAG £VOG XPAOTN OTOoV JIadikTuo Kal
TEPIAAPPBAvVEl TOV NAEKTPOVIKO UTTOAOYIOTH, TO KIVATO, TOUG servers aAAd Kal yeVIKOTEPA OTTOINdNTTOTE
ouaokeun éxel TpodoRaacn aTo dIadikTuO.

O1 opyaviouoi TTA€ov UTTOKEIVTal O TTOANATTAEG VOUOBETIKEG KOl ETAIPIKEG PUBUICTIKEG OTTAITHOEIG, KAl
kKaAouvTal va atrodei¢ouv 0TI dlaxelpifovTal Kal TTPOCTATEUOUV ATTOTEAEGUATIKA TIG TTANPOQOPIES TTOU
é€xouv oTnv katoxn Toug. lNa va BewpnBoulv ac@air Ta dedopéva hag, Ba TTPETTEl va eEac@alicoupe
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TNV akepalotnTa Twv dedopévwy (integrity), Tnv epmmoTeuTikOTNTa (confidentiality) kaBwg kai Tn
d1a0eaiudéTNTa TOUug (availability).

e AkepaldTNTa Gnuaivel 6T Ta 0edouéva Pag Ba TTapapeivouv aTnv KAtdoTaaon TTou ival Kal dev
Ba utrdpel aAhoiwan / aAhayly ammd KATToIOV TPITO, KATTOIOV TTOU eV €XEl TNV aAVTIOTOIXN
TpoaRacn r} Adyo k&troiou TTPoRAAHATOg a€ UAIKOG (TTX okANPOG SioKOG) 1) AOYIOUIKO.

e EpmoTeuTiKOTNTA Twv OedOPEVWV gival ol TPOTTOI JE TOug OTToioug e€ac@aAifoupe OTI Ol
TIPOCWTTIKOI Pag KwoIkoi, emails A apxeia dev Ba Olappeloouv C€ TPITOUG A N
€€0UaI000TNUEVOUG XPAOTEG.

e AlaBeciudTNTa TWV OPXEIWV onuaivel OTI Ta apxeia ival dIABECIUa OUVEXWG Kal JTTOPOUE va
éxoupe TpOOPaCn O€ auTd €iTe auTd BpioKovTal OTOV iBI0 XWPEO &iTE gival €€’ ATTOOTACEWG.

Tponot Npootaociog

Baoikdg Trapdyovtag otnv ac@aleia evog opyaviouou gival ol idiol ol XprioTeG 01 0TToiol KAAG Ba ATav
VO EVANEPWVOVTAI KOl VO EKTTAIOEUOVTAI TAKTIKA, £TOI LOOTE VA Eival UTTOWIACUEVOI KOl TIPOCEKTIKOI OTN
XPAON TWV UTTNPECIWY TOU OPYQVIGHOU.

Kamoleg Baaikég odnyieg mou KaAd eival va akoAoubBei £vag opyaviopog yia va TTPOCTATEWEN TA
oedopéva Tou gival ol TTaPaKATW:

e Avriypaga ao@oAciag: Oa TPETTEl TTAVIA VO UTTAPXOUV avTiypagpa ac@oAeiag yia TIG
TEPITITWOEIG OTTOU UTTAPEEI KATTOIO ransomware, TTpOBANUa AoyIoUIKOU, KATaaTpo@r UAIKOU
aAAd kai AGBn atrpooediag.

e  Evnuepwpévo Aoyiopiké: KaAd Ba Atav va gival evnuepwuéva Ta AEITOUPYIKA CUCTHPATA TWV
servers aAAd kal Twv clients pe TIG TEAEUTAIEG EVNUEPWOEIG TTOU DIOPOBWVOUV KEVA ao@aAgiag
TOU CUCTAMATOG Ta OTToia Ba PTTOPOUCE va eKPETAAANEUTET £vag KOKOBOUAOG XproTng.

e Kwdikoi Tpoéopaong: H cwoThA xprion Twv KWOIKWYV gival TTOAU onuavTikr KaBwg TTOAEG QOpES
arroteAolv Ta KA€1dIG yia évav opyaviopd. O kdBe XprioTng Ba TTPETTEl va yvwpilel Toug
KwOIKOUG Tou, va gival £XOuv Pia TTOAUTTAOKOTNTA, VA XPNCIUOTIOIEI TTEPICTOTEPOUG ATTO £vav
KwOIKOUG, va UnV TOUG YVWOTOTTOIEI O KAVEVAV KAl VO QPOVTICEl va TOUG KPATAEI O€ ACQAAEG
oanueio.

e Antivirus: Ta antivirus kai Ta firewall Ba Trpétrel TTAvTa va gival evepyd Kal EVNUEPWHEVA O€ Eva
A&ITOUPYIKG oUCTNPA KABWGS UTTOPOUV VA EVTOTTIOOUV KAl va ATTOTPEWOUV HIa TTIBavn £TTiBeon,
OTTWG yIa TTapddelyya oTnv TTEPITITWON TToU 0 XPNoTng AdBel kaTTolo email pye KakdBoulo
TTEPIEXOUEVO.

e Kputrtroypdenon: ‘Evag akéua TpoTTo¢ yia va SI00@ANCOUNE TNV E€UTTIOTEUTIKOTATA TWV
OedOUEVWY TOU OPYaVIOUOU PAG €ival VA KPUTITOYPAPOUUE OAEG TIG KIVNTEG CUOKEUEG OTTWG Yia
Tapddeiypa laptops kai kivntd THAEPwva. Me auTtdv ToV TPOTTO OTNV TTEPITITWON GTTWAEIAG HIOG
OUOKEUNG 0 KAKOBOUAOG XpARoTng Ogv Ba UTTOPETEl va ATTOKTACE! TTPOCRACN OTA apxEia Tou
opyaviguou.

e OQuoikf Tpoéofacn: Idiaitepn TPoocox XpPeldleTar n QuOIk TPOcPacn, OnAadn, ol
UTTOAOYIOTEG KAl TA KIVNTA TNAEQWVA TTOU cuvO£OVTal OTO agUpuaTo JiKTUO, Ta usb TTou PTTopEi
va XpnoigoTtrolouvTal amd Toug idloug Toug utTaAAfAoug Kabwg Kai n Quoikh TTpoécpaacn.
I8laitepn TTpoCcOX XpelddeTal OTav KATTOIOG TPITOg XpnoiyoTrolei yia K&tmoio Adyo évav
UTTOAOYICTH TTOU BPIOKETAI HECA OTOV OPYAVIOUO. XTIG TTEPITITWOEIG TTOU UTTAPXEl UTToWia yia
UTTOTITN Kivnon, Ba TTPETTEl va EVNPEPWVETAI APECT O UTTEUBUVOG OOQAAEIaG.
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1.2.2 KuBepvoemifeon

O1 KuBepvoemiBéoeig (Cyberattack) sival n otroiadrimote KakOBouAn evépyela n otroia AauBdvel pépog
MEOW NAEKTPIKOU uTToAoyIoTh i OIKTUOU KaI OKOTTO €XEl TNV TPOTTOTToiNON, KATAOTPO®r, KAOTM,
UTTOKAOTTH) fj KaI TNV JN €§ouaiodoTnuévn Tpdoaacn OTIG TTANPOPOPIEG TOU VOUILOU KATOXOU.

210X0 MIag KUBEPVOETTIOEONG UTTOPEI va atToTeEAETEl €va TTANPOQOPIAKG oUCTNUA UTTOAOYIOTWY, £va
OiKTUO R évag KOIVOG TTPOCWTTIKOG NAEKTPOVIKOG UTTOAOYIOTAG. Mia KuBepvoettiBeon ptropei va
TTPOEABEI aTTd €va KPATOG, MIA OPAdA, £va KOIVWVIKO 0UVOAO, évav opyaviauo ) akOua Kal Jid avwvuun
mnyn.

TUTrOoI €MOECTEWY
O1 o yvwoTég emBETeIg gival Ol TTAPAKATW:

e DDoS (Distributed Denial of Service) eival éva €idog kuBepvoeTTiBeong, N oTToia BEV UTTOKAETTTEI
Ta apxeia Tou XpAoTn aAAG uTTopei va BEael ekTOG AsiToupyiag TNV SIadIKTUOKK TOU I0TO0EAIdA
N epapuoyr.. Mia oeAida, avdAoyog pe TOov server TTou @IAoeveital uTTopei va OexTei
OUYKEKPIPEVO apiBud emokéWewyv TNV idla oTiyur. O1 emBéoeic DDoS trpayuarotroiouvTal
OTav 0 aTTooTOAEDG eAEyXEl TTOANOUG uTToAOYIOTEG (botnet) Kal pe cuykekpipéva TTpoypdaupaTa
KaTeuBUVEI GAOUG TOUG UTTOAOYIOTEG TTOU EAEYXEI VO OTEIAOUV QUETPNTA TTAKETA TNV DI GTIYUA.
O server aduvartei va €EUTINPETAOEI TA AITAUATA TTOU GTAVOUV GE QUTOV PE ATTOTEAECHA va
KaBIoTd TNV I0TOGEAIDA 1] TNV €QapuoyA un O1IaBEaIuA.

e Zero Day Bewpeital n xeipdtepn pop@r KUBEPVOETTIBEONG, BIOTI €ival n €TTiBeCN TTOU AKOUN eV
éxel BpeBei n AUon Tng. OuaclacoTikd, Jia eTTiBeon zero day eival évag 160G 0ToV OTToi0 Oev EXEl
Bpebei akdua n BepaTreia, oTrdTE OTAV KATTOIO PINXAVNHa TTPOCBANBE e TOV CUYKEKPIPEVO 10,
Oev PTTOpPEi va yivel KATI TTou Ba BonBbraoel TNV KatdaTaon, akOPa Kal ol ETAIPIEG TTPOCTACIAg
TTPOCWTTIKWYV OedoPEVWYV Kal KuBepvoao@dAciag (Antivirus, cybersecurity K.a.) 0gv gmmopouv
va OTAPOTACOUV Wia zero day KuBepvoeTtiBean.

e Mn evnuepwpévo Aoyiopikd (Unpatched Software) eivar e@apuoyég TTOU  XPNOIYOTTOIE
KaBnuepiva évag xprotng (Adobe Reader, Java K.a.) KaBwg €1TioNG KAl Ol EVNUEPWOEIG TOU
AeiroupyikoU ocuoThuatog. Ol eTaipieg TToU avaTITUOOOUV AOYIOUIKO OTNV TTPOO0TIA0EId TOUg va
KOAUTITOUV TO KEVA aO@OAEiAg, TTPOXWPOUV OTnV £KOOON VESTEPWV EVNUEPWOEWV TWV
AoyIoPIKWV Toug aANG KATTOIOI XPrOTEG BEV EVNUEPWVOUV £YKAIPA TOUG NAEKTPOVIKOUG TOUG
UTTOAOYIOTEG E OTTOTEAEOUA O ETTITIBEUEVOG VA EKUETAAAEUETAI KEVA AOQAAEIAg TNG EQAPUOYNG.

o  HAekTpovikd wapepa (phishing) TrpokeiTarl yia TAAGTH ovTéTNTA TTOU UTTOBUETAI Jia agIOTTIoTN
KAl QUBEVTIKY] KAl OKOTTO £X€l v ATTOOTIACEl TTANpo®opieg atrd Tov Xpriotn. H emruxia Tou
NAEKTPOVIKOU WapEPaTog otnpidetal otnv EAAEIWn yvwoewv Tou BupaTog, otnv éAAsiwn
TIPOCOXNG TOU BUUATOG KAl 0TV OTITIKY £€aTTdTnON.

1.2.3 Security Information and Event Management (SIEM)

O Baoikdg podAog evég ouotrparog Security Information and Event Management (SIEM) cival n
ouAMoyn kal av@Auon 0edouévwv acpalgiag. H TTapakoAoubnon Twv GuoTnUATWY Kal Tou JIKTUOU
ETTaude TTAVTOTE GNUAVTIKO POAO OTN TTPOCTTABEIN TWV OPYAVICUWY VA TTPOCTATEUBOUV OTTO ETTIKEIUEVES
emOéoelig. QoTé00, autd TTOU €yive ypriyopa avtiAnTTo, civalr o1l n peTaBaAAduevn @uon Twv
KUBEPVOETTIBECEWY £XEI OOV ATTOTEAECUA OPIOPEVEG €TTIBECEIG UXVA va unv yivovTal avtiAnmTég. H
OuyKEVTpwWan Oedopévwv atrd TTOAAEG TINYEG OeDOPEVWV KAl N CUOXETION METAEU OIOPOPETIKWV
YEYOVOTWY, £XEI Yivel KpioIun, KaBwg Kai n IKavoeTnTa dIathpnong autwy Twv O£doUEVWY VIO JEYAAES
XPOVIKEG TTEPIGDOUG K4,
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H adfnon twv KUBEPVOETTIBECEWY €iXe OOV ATTOTEAECHUA Ol OPYQVIOHUOI TTAEOV va UTTOKEIVTAI O€
TTOAATTAEG VOUOBETIKEG Kal ETAIPIKEG puBuIOTIKEG atraithoel. OAol o1 kavoviouoi, HIPAA, PCI DSS,
SOX kar To GDPR atraitouv amé Toug opyaviopoUg va e@apuocgouv €va oAoKANpwuévo oUVOAo
eAEyXwv ao@aAgiag, TTapakoAouBnang Twv oucTNUATWY, EAEYXOU KAl ava@opwy, Ta OTToia yivovTal 1o
eUKOAQ peE TN XpHon evog ouotiuaTtog SIEM.

Ta SIEM cuoThpaTta avatrtuxenkav TTPOKEINEVOU VO TTPOCPEPOUV [ia TTARPN €IKOVa OTn dlaxeipion yia
TNV aoc@aAeia evog opyaviouou. Na va uTropei vag opyaviopog va gival o€ B€on va evroTrioel TTOTE pia
emiBeon £xel oupPei ) TOTE eTTiKEITAl VO GUUBET XpeladeTal va £Xouv KaAr TTAnpo@opnan. Auto éxel oav
ATTOTEAEC A TA TEAEUTAIO XPOVIA VA TTAPOUCIAZETAI GNPAVTIKA atTodoxn Kai UIoB£TNan Twv GUCTNUATWY
auTwyv aTré Toug opyaviouous. ‘Eva SIEM cuyvd ptropei va avayvwpilel Kak6BouAn dpacTtnpiotnta
TTOU Kaia pePovwuévn TTNyA dev Ba utmropouce. AuTo yiveral yiaTti To SIEM eival To yovadiké cuoTtnua
eAéyxou ao@aAciag To otroio AauRavel TTAnpo@opieg atmd OAEG TIG CUCKEUEG EVOG Opyaviouou, divovTag
TOU £€TOI UE OUVOAIKA €IKOVA.

Ta ouotrpaTa SIEM cguvdudlouv TTOAATTAEG AEITOUPYIEG, TTPOKEIUEVOU VO TTPOCPEPOUV TTARPN EIKOVA
Kal avaAuon o€ TTIPAYHATIKO XPOVO TwV EI00TTOINCEWY Kal BEPATWY ACQAAEIOG O€ Jia JIKTUAKK UTTOOO0UN
TTANPOPOPIOKWY CUCTNUATWY. ZUAAEyouv Oedopéva aoalciag (data logs) atmd oxedov oTToIadnTToTE
OUOKEUN €VTOG TOU OpyaviopoU, OTTwG OIKTUOKOG £E0TTAIONOG (routers, switch) cuoTApaTa gAéyyou
aogakeiag (firewalls, IPS, IDS), Asiroupyikd cucTAuaTa kal epappoyés. Otav 1o SIEM atrokTrioel Ta
O0edopéva, Ta eTTegepyAdeTal yia va Ta TTPOCAPUOCElI OE GUYKEKPIPEVN HOPYN, YiveTal avaAuon Twv
Hop@oTroINUéEVWY dedoPEVWY Kal TEAOG OTav avixveloel UTTOTITEG OPaCTNEIOTNTEG EIDOTTOIEI TOUG
JIaXEIPIOTEG TOU OUCTHPATOG. ETriong utropei va mapdyel avagopég otav autég ¢ntnBoulv. Kdamoia
TrpoidvTa SIEM ptropouv emmiong va PUTTAOKAPOUV KOKOPBOUAEG eVEPYEIEG, OTTWG TNV EKTEAEDN scripts
TToU aAANGCouv puBpioeig oTa firewalls kai o GAAG cuaTAPOTO EAEYXOU AOPAAEIag.

Ta ouotiuata SIEM eival diaBéoiua oe di1dpopeg Hop@ég, OTTwG cloud-based, ouokeuég hardware,
virtual ouokeuég, aAA@ kal w¢ TUTTIKG Aoyiopiké yia servers 1O KdaBe T1UTmo¢ SIEM éxel oxedov
TTaPOPO0IEG dUVATAOTNTEG, £TC1 01 DIAPOPEG TOUG EYKEIVTAI KUPIWG OTO KOGTOG Kal OTIG £€TMdO0elS. To SIEM
TIPOCPEPEI Jia GUVOAIKY, €votToinuévn €IKOva Oyl Jovo aTtnv utrodoun, aAAd emmiong Kal oTn por
epyaaiag, otn duvaTdTNTa KAVOVIGTIKAG GCUUHOPOWONG Kal aTh diaxeipion Twy logs. MTopei va TTapéxel
aTToTEAEOHATIKA £va TTARBOG SUVATOTATWY KAl UTTNPETIWY, OTTWG:

e 2UAMNoyn events kai logs: MTtropei va ouAAéyel events kal logs o€ dIAQopeg HOPPEG, EIBIKA OTIG
EOWTEPIKEG EQAPUOYEG.

e Aiaxeipion logs: H duvardétnta atmmobrikeuong events kKal logs o€ pia Kevipikr TotroBeoia,
EMTPETTOVTOG TTAPAAANAQ TNV €QAPPOYT ATTOBNKEUONG TWV KAVOVIOTIKWY CGUUNOPPWOEWY
TWV aTTAITAoEWVY d1aTHPNONG.

o Kavovikotroijon: MNepiAauBavel Tn peTd@pacn Kal opadoTroinon Twv 0edoUEVWY OE EUKOAQ
aAvayvWOolIha 0edopéVa, TTOU PTTOPOUV €UKOAO va TTpofAnBouv aAAG Kai Tn xaptoypdenon
OedOUEVWYV TE KATNYOPIEG KAl XAPAKTNPIOTIKA OTTWG QUTA £XOUV OPICTEI ATTO TOV TTAPOXO Kal
MTTOPOUV Va ATTEIKOVIGTOUV YIa TTAPAdEIYHa TTAVW O€ Eva XAPTN.

e Juoxétion: Bddel ta dedouéva oe TTAQioI0 Kal oxXnuatilel ox€oelg POCIOPEVEG OE KAVOVEG,
QPXITEKTOVIKA Kal €100TToIN0oEIG. AUTO PTTOopEi va yivetal BAcel 1I0TOpIKOU | O TTPAYUATIKO
XpOvo.

e [lpooapuooTikdTnTa: Eival n duvardtnTta karavonong Tng EKACTOTE YAWOOAG, avecdpTnTa atmd
TNV TNy TTPoéAeucng Twv dedOPEVWY, TN POP®N, TOV TUTTO, TIC AANAYEG H TIG OTTAITAOEIG
OUPHOPPWONG.
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e Avagopég kal e1dotroinaelg: Mpokeiral yia Tov Baciké Adyo TTou xpnoipoTtrolouue éva SIEM
ouoTtnua. AnAadn va €xel Tn duvartdTnTa va XPNoIPoTToinBei 6x1 Jovo yia va dOeixvel TToia
dedopéva £xouv agia yia Toug BIaXEIPIOTEG, OAAG €TTIONG YIA VO TTAPEXEI AUTOUOTOTTOINUEVN
eTTaAABeuon HEOW auvEXOUG TTOPAKOAOUBNONG, TACEWYV Kal EAEYXWV.

Od€An evog SIEM

Ta ouoTtpata SIEM divouv o€ évav opyavioud dia TToAU KaAUTEPN €IKOVA TwWV GUUBAVTWY ac@aAEiag.
Omwg ava@épape Kal TTo TTAVW OUYKEVTpWvoUV Oedopéva (logs) atrd Ta OUOTAUATA €AEyXOU
ac@aAgiag Tou opyaviouou, AEITOUPYIKA CUOTAUATA, €QAPUOYEG Kal AAAa TTpoypduuata. Ta SIEM
MTTOpOUV va BIaYEIPIOTOUV Kal va avaAUloouv peydAo Oyko SedOUEVWV WOTE va avayvwpilel TIg
emMOEoEIC KAl TIG EUTTABEIEG TTOU QUTEG KpUPBouv. To SIEM utropei va atrodeixtei TToAUTIMO OTn BeATIWON
KOl avTaTTOKPIoN EVEPYEIWY dlaxeipiong, TOOO PEIWVOVTAG TN XPrion TTOpwyV, 600 Kal ETITPETTOVTAG TIG
YPNYOPOTEPES ATTOKPIOEIG OTA OUPPBAvTA, KATI TTou BonBdel eTTiong aTov TTEPIOPIoUO TG {NMIGG.

‘Evag aképa Adyog xpriong Twyv SIEM cuoTnudTwy €ival yia va YTTopei évag opyaviouog va Oeigel O
OUMMOPQWVETAI JE TOUG KAVOVEC ao@aAciag TTou IoxUouv BAacn vouoBeTiIkoU TTAalgiou TNG eKACTOTE
XWPAG, TOTTOBETWVTAG O€ KEVTPIKO anueio Ta 0edouéva Twy logs TTPOKEINEVOU VO UTTOPET va TTAPEXE]
OTTOIadNTTOTE ATTAITACEIG avapopds. AANOG £vag auvABng oKoTTOG gival n avixveuon GUPBAvVTwWY, TTou
o€ DIAPOPETIKA TTEPITITWON Ba {Epeuyav atrd Tov €AEyX0, Kal N duvatdTNTa va OTAPATOUV TIG ETTIOECEIG
o€ €€ENIEN, waoTe va TTeplopifouv TN ¢nuid Toug, éTav gival duvaro.

Ta cuotiuata SIEM cival oxediagpéva yia va ouAAéyouv events atmod logs ac@aleiag, atrd dIaPopeg
TNYEG O€ Mia €TIXEipNON Kal va OTTOoBNKEUOUV Ta OXETIKA OecdOuEva O€ KEVIPIKO OnuEio.
ZUYKEVTPWVOVTAG OAa Ta dedopuéva Twy logs, Ta TTpoidvTa SIEM emiTpETTOUV TNV KEVTPIKA avAAucn Kal
TIG ava@OPES Twv events aog@aAciog ae pia eTaipeia. H av@Auon PtTopei va €xel wg amoTéAeoua Tnv
avixveuon emoBEoewyv TToU dev BpEBnkav pEow AAwv peBddwyY, evw Katrola Trpoidvta SIEM éxouv
duvaTtdTNTA Va OTAPATACOUV TIG ETTIOECEIG TTOU AVIXVEUOUV, UE TNV TTPOUTTO0ECN QUTEG va eKTEAOUVTAI
TNV Wpa NG avixveuong. Karmoia akéua o@éAn Twv SIEM cuotnuatwy eivar 611 emTpETTEl O€ €va
dlaxeIpIoTh CUPBAVTWY va avayvwpilel ypAyopa Tnv Tropeia piog eTiBeong ae 6Aoug Toug TTOpoUg Tou
opyaviopoUu. EmTpétmel TN ypriyopn avayvwpion OAwv Twv TINywV TTou €TTNPEAOTNKAV aTrd Wia
OUYKeKpPIPEVN €TTiBeON. Mapéxel auTOPATOTTOINPEVOUG UNXAVIOUOUG TToU TTpocTTabouv va oTauatouv
emOéoeig o€ EENIEN Kal va TTEPIOPICOUV HOAUCUEVEG TTNYEG.

AvolkToV K®owko SIEM

Ta gpyaheia SIEM ouykataAéyovtal TTAéov oTa Baoikd epyaleia yia Tnv KuBepvoao@aiela. Agv Exouv
Ouwg O6Aa ta SIEM TG idleg duvaTATNTEG, YI' AUTO €ival KAAG O EKAOTOTE OPYAVIOUOG va ETTIAEYEl TO
€PYOAEio TO OTTOIO TOU €ival Xproiuo, Ba atmo@épel Ta eTTIOUUNTE ATTOTEAEGUATA KAl UTTOPET va KAVEI TN
d1a@opd peTatu TPOANYWNG Kal aTTWAEIAg ) TTapafioong ac@aAEiag.

MoAAoi opyaviopoi €TTIAéyouv va XpnoIJOTIOIooUV avoikTou Kwdika epyaieia SIEM tpokeipyévou va
aTTO@UYOUV TO KOOTOG TNG Ayopds Jiag Adeiag Kal TTpoXwpouV aTnv ayopd ToU TTPOIOVTOG XWPIG OPwWG
va €xouv alohoynioel Tig duvatdtnTeg Tou gpyaleiou. Ta TepIcodTEPA AVOIKTOU KWdIKa SIEM
xpnolgotrolouv Tn Baocikr adeia (basic license) n otroia Tapéxel Kal TIG avTioToIxeg duvaToTnNTEG, Ol
oTroieg pTTopei va gival KAaTGAANAES yia éva pikpd opyaviopd aAAd icwg va pnv €Tapkolv o€ éva
MEYOAUTEPO OPYAVICUO TTOU E£XEI TTEPIOTOTEPES ATTAITATEIG.

Kdatroloug TTapdyovTeg TTou TTPETTEL VA €XEl €VAG OpYavIOUOG OTA UTTOWIV TOU XPNCIMOTTOIWVTAG Eva
avoIkToU Kwdika SIEM givail ol uTTnpeaieg TTou TTapPEXEI TO EpYaAgio pe To basic license ) av Ba xpelaaTei
va ayopdoel KATTola adeia. AKOPA UTTOPED va ATTAITEITAI APKETOG XPOVOG CUVTAPNONG TOU GUCTAUATOG
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KaBWG Kal KATTOIEG ETTITTAEOV YVWCOEIG TTOU Ba TTPETTEl va JIaBETOUV 01 TEXVIKOI TOU Opyaviguou TTou Ba
TO UTTOOTNPICOUV.

Ek16¢ atro 10 Elastic SIEM 10 o110i0 pEAETANE OE QUTH TN PETATITUXIOKA £pyacia, UTTapXOouVv apKeTd
yvwoTd SIEM avoikTou kwdika. Auo atro autd gival To OSSEC kai 1o Snort. To OSSEC Bswpeital yia
TTOAU KOAM kai agiotmoTn emAoyn. Map '6T gival yvwoTd wg Intrusion Detection System (IDS) civai
apkeTd diadedopévo, 1I0IKA ota Unix cuotiuarta, mTap’oha auta kavel oti Ba ékave kal éva SIEM
epyalAeio, dSnAadn Tnv cuAAhoyn Kai TNV avaAuon dedouévwy. MNpoTeivetal n xprion Tou Kibana r} Tou
Grafana yia tnv atreikévion Twv dedouévwy. To Snort gival éva Network-based IDS. H xprion Tou
epyaAeiou auTou eival n TTapakoAouBnon kair avdAuon Tou SIKTUOU O€ TTPAYMATIKG Xpdvo. To Snort
MTTOpPEl KOl auTtd va BewpnBei wg éva SIEM gpyaAeio kaBwg ouAAéyel Kal avaAlel Ta dedopéva o€
TIPAYMATIKO XPOVO Kal O€ TTOAEG TTEQITITWOEIG BAETTOUHE OTI XpNOIUOTToIoUvVTal cUuyXpovws To OSSEC
Kal To Snort.

EpyaAeia 611wg To OSSEC kai To Snort atroteAoUv dU0 TTOAU KAAEG Kal agIOTTIOTEG AUCEIG €IOIKG OTNV
TTEPITITWAN TTOU XPNOIUOTTOIOUVTAI ECWTEPIKA TOU opyaviouou. OTTwg ava@épape Kai o TTavw Ta 600
auTa epyaAcia PTTOpoUV va XpnaoiuoTToinBolv ouyxpovwg, aAAd utTopolv Kal va TPOQOdOTHGOUV HE
dedopéva 1o ELK Stack, dnuioupywvtag €101 Jia TTOAU KaAr Kal oOAokAnpwpuévn Auan.

1.2.4 Security Operation Center (SOC)

Kévtpo Emyxeipricewv Ao@alciag (Security Operations Center — SOC), eivai o ouvduaouog
avBpwTtwy, dIadIKACIWY Kal TEXVOAOYIOG TTOU TTPOCTATEUOUV TA TTANPOPOPIAKA CUCTAUATA E€VOG
opyaviopou o€ ouvexy Pdaon péow, evepyou axedlaopol Kal  dlapdpPwaong, Cuvexoug
TTapakoAoUBnang TNG KATdoTaong TOU GUCTAPATOG, AViXVEUONG AKOUCIWY EVEPYEIWV I AVETTIBUUNTWY
KOTAOTACEWV Kal eAayIaToTroinong ¢nuiwv atmd avemmduunTa atmoTeAéopata 12,

O o16)06 TNG opadag acpaAeiag Tou SOC cival va avixvelel, va avaAUlel Kal va avTaTToKpiveTal oTa
TTEPIOTATIKA AOQAAEIAG OTOV KUBEPVOXWPO XPNOILOTIOIWVTAG £vav ouvduaoud TEXVOAOYIKWV AUCEWV
Kal €va 10xupd alvoAo dladikaciwy. Ta KEVTPA ETTIXEIPNOIAKNG ao@AAEIag gival ouvRBwg oTeEAEXWHEVA
ME avoAuTEG ao@aAgiag Kal pnyxavikoUg, KaBwg Kal Pe DIEUBUVTIKA OTEAEXN Ta oTToia eTTIBAETTOUV TIG
d100Ikaoieg aog@aieiag. To TTPOOWTIKG TOU KEVIPOU ETTIXEIPAOEWV OUVEPYAleTal OTEVA ME TIG
OPYAVWTIKEG OUASEG yIa VA BIGCPAAICOUV TNV AVTIMETWTTION TWV ¢NTNUATWY ao@AAEI0g APECA PETA TNV
avakaAuyn evog yeyovoTog.

To kévTpo eTmiXeIprioewyv ac@aAgiag TmapakoAouBei kal avaAuel Tn dpacTnEIdTNTA OTO JiKTUO, TOUG
OIaKOMIOTEG, BACEIG OEDOUEVWV, EQAPUOYEG, IGTOTOTTOUG, TEPUATIKA YIa avwWUaAn dpacTnpIdTNTA TTOU
Ba ptropouoe va gival EVOEIEN yia £va TTEPIOTATIKO ao@aAgiag. Etriong eival utrelBuvo yia Tn diac@aAion
TNG OWOTAG avayvwpiong, avaluong, utrepdoTiong, Olepelvnong Kal ava@opds duvnTIKWY
TTEPIOTATIKWY ACQPAAEIAG.

Nwcg Asttovpyel Eva Kévtpo Enyelpnotakng Aodpaieilag

To mpoowTkd Tou Kévipou Ao@aAciog atroTeAsiTal KUpiwg otrd avaAuTéG ao@aleiag ol oTroiol
ouvepyadovTal yia Tov evioTTioud, Tnv avdAuon, Tnv avTamokpion, TNV ava@opd Kal TNV TpoAnyn
OUMBAvVTWY oToV KUBgpvoxwpo. O1 TTpdabeTeg duvaTdTnTeg KATToIWY SOC PTTopOoUV Va TrEpIAaNBAvouV
TIPONYHEVEG QVIXVEUTIKEG aVAAUCEIG, KQUTITAVAAUGT KAl QvTiOTPO®N UNXAVIKI KAKOBOUAOU AOYIGUIKOU
yia Tnv avédAuon cupfavtwy. H opdda Tou SOC avatrtuaoel kal axedIAadel apXITEKTOVIKEG AT@AAEIag.
Emiong epappdlel pétpa mpooTaciag atmmd evOoexXOueEveEG QTTEINEG Kal e€ival uttelBuvn yia Tnv
ETTIXEIPNOIOKA OUVEXEIQ.

To mpwTto BAua yia Tnv idpuon Tou Kévipou Emmixeipnoiakng Ac@dAeiag evog opyaviouoU eival n
dlevépyela piag aglohdynon (Risk Assessment), £101 (WOTE va OPIOTEI CAQWS KAl VA EVTOTTIOTOUV Ol
TIPOTEPAIOTNTEG TTOU  OXETICOVTAl MPE TOV Opyaviopud n oToia  avodelkvUEl  OUYKEKPINEVOUG
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ETTIXEIPNMATIKOUG OTOXOUG aTTd dId@Oopa TUANATA KABWG Kal Ta GTEAEXN GTTO TA OTTOIA ATTOTEAEITAI N
oudda. 2Tn ocuvéxela evrioTTifovTal Ol ATTEINEG TTOU UTTOPEI va €TTNPEACOUV TO cUOTNUA pag. MOAIg
EVTOTTIOTOUV OI ATTEIAEG, JE BAaN TN coBapdTNTA KAl TOV AVTIKTUTTO, Ba TTpéTTel va 000¢i TrpoTepaidTnTa.
H mmapaywyr) g die€axbeicag exTipnong mkivouvoTnTag oupBaiAel otn oxediaon Tou SOC.

MO6AIG avatrtuxBei n oTpaTnyikn, TPETTEl va dnuioupynBei n uttodoun TToU ATTAITEITAI yIa TN GTHPIEN
QuTAG NG aTpatnyikng. H Tutikn umodoun evog SOC mepidauBaver firewalls, IPS / IDS, AUoeig
avixveuong mapaBiaong, avixveuTéG Kal gUGTNHA TTANPOQOPIWY Aao@AAEIOG Kal SIaxEipIonNg CUPBAVTWY
(SIEM) 81 Mpémer va uttdpxel n KATaAANAn TexvoAoyia yia Tn ouAAoyr] Oedopévwyv PECTW POWV
oedopévwy, syslog kal GAAwv peBSOwWY, €101 WaoTe n dpacTnEIGTNTA TWV OEOOUEVWY VA UTTOPET va
ouoxeTiCeTal Kal va avaAvetal amd 1o TPoowTtrikd Tou SOC. To KEVIPO ETTIXEIPAOEWY ACT@AAEiag
TTapakoAouBei etTiong Ta dikTua Kal Ta TEAIKG onueia yia eUTTABEIEG, TTPOKEIUEVOU Va TTPOCTATEUTE! TA
euaiobnTa dedouéva Kal va CUUHOPPWOEi ue TOUG Kavoviguoug TG Blounxaviag f Tng KuBépvnong.

MoAU xpAoiues yia éva SOC cival eTriong o1 TTANPo@opieg atrd dIAPOPES EWTEPIKES TINYEG, Ol OTTOIEG
TTAPEXOUV TTANPOQYOPIES VIO TIG ATTEIAEG, TA TPWTA GnuEia aAAa Kal TN GUUTTEPIYOPAG A TOV TPOTTOU
Aeiroupyiag Twv avTim@Awv Tou KuBepvoxwpou (Adversary TTPs). Auth n TTAnpogopia ovoudderal
cyber intelligence «kai TEPINQUPBAVEI  EVNUEPWTIKEG TINYEG OTOV  KUBEPVOXWPO, EVNUEPWOEIG
UTTOYPA®WYV, aVAQOPES CUPPBAVTWY, EVNUEPWOEIG ATTEIAWV Kal £160TTOINCEIG EUTTABEING.

OdéAn evog Kévrpou Erxelpnoiakng Aodpaieiag

To Baoikd TAgovéKTNUa TNG UTTapENG evog Kévipou Emixeiprioewv Aogalcgiag gival n BeAtiwan tng
avixveuong ouppaviwy ac@aleiag pEOw TNG cuvexoUg TrapakoAouBnong kal avdAuong Tng
OpaoTtnpIdTNTag TWY dedopévwy. Me TNV avaluon auThg Tng OpacTnpEIdTNTag o€ diKTUA, TEAIKG onuEia,
OIaKOMIOTEG Kal BAocelG OedoUEVWY VOGS opyaviouoU OAo TO €IKOOITETPAWPO, Ol ouadeg SOC éxouv
CWTIKA onuagia yia TNV £€yKaipn avixveuon Kal avTIJETWITION TwV CUPBAVTWY ac@aAciag. H etrotrTeia
TTOU TTapEXETAl 24 WPES TO 24wWPOo aTTd TNV oudda Tou SOC TTapéxel OTOUG OPYAVIGHOUG TTAEOVEKTN A
yIO TNV UTTEPACTTION aTTO TTEPICTATIKA Kal €I0BOAEG, aveEdpTnTa ATTO TNV TINYH, TV WEA TNS NUEPOAS i
Tov TUTTO TNG £TTiBEONG.

MNa va éxel kaAUTepa ammoteAéopara, éva Kévrpo Emixeiprioewv Ao@aleiog TTpéTrel va cupBadiel Pe Tig
Mo TTPOCPATEG TTANPOPOPIEG ATTEIAWV KAl VO AEIOTTOINCEI AUTEG TIG TTANPOQPOPIES YIa TN BEATIWON TWV
MNXAVIOPWY €0WTEPIKAG avixveuong kai duuvag. O1 gpyaldduevol evog SOC diaxeipifovial CUVEXWS
YVWOTEG KAl UTTAPXOUCEG ATTEINEG, v €PYACOVTAIl YIA TOV EVTOTTIONG avadudpevwy KIvOUvwy. Ta
TEXVOAOYIKGA cuoTrhpaTa, 61w firewalls ) IPS, ymmopouv va atmmoTpéwouv TIG Bacikég emOETEIG, OUWG
n avlpwIrivn avaAuon eival atrapaitnTn OTIG TTEPITITWOEIG CNUAVTIKWY TTEPICTATIKWY. Eival etiong
TTOAU onUAvTIKO yid évav opyaviouod va UTTAPXEl OXESIO QVTIUETWITIONG MIAG ATTEIAAG, TTPIV VA UTTAPEE!
arrelAr). Mg autdv Tov TpOTTO YVwpilel 0 KABe ePTTAEKOUEVOG TTOIA gival TA BripaTa TTou Ba aKOAOUBAOEI
TIPOKEIUEVOU VA UTTAPEEl AUECA QVTIUETWITTION TOU TTPORANUOTOS KAl Bwpdkion Twv dedoPEVWY Tou
opyaviopou Pe To PIKPOTEPO duvaTd KOHOTOG.

1.2.5 Security Analytics

Security Analytics eival pia Tpoaéyyion oTnv KuBepvoao@AAeia KaTd Tnv oTroia yiveTal avaAucn Twv
0edOUEVWYV TTOU OUYKEVTPWVOVTAl ATTo OAO TOV OpyavioPO, PE OKOTTO VA EVTOTTIOTOUV TTEPIEPYES
OUNTTEPIPOPEG OTO BIKTUO Kal va TTpoAngBei pia molavh emiBeon. Ta dedopéva autd uTropei va
TTEPIAAUBAVOUV TTANPOPOPIEG OXETIKA WE TNV Kivnon OTO OiKTUO, CUUTTEPIPOPEG TWV XPNOTWV TOU
opyaviopoUu KaBwg Kal oTroladrTToTe AAAN TTAnpogopia tivalr xpAoiun avdAoya Pe T QUON Tou
opyavigpou O6TTwG yia TTapddelyua n Kivnon mpog katolia cloud utrnpegia A epapuoyn.

S UYKEVTPWVOVTAG Kal avaAUlovTag OAEG QUTEG TIG TTANPOQPOPIES, Ol OPYAVITUOI JTTOPOUV TTIO EUKOAQ va
ouvdéoouv PeTagl Toug TIG €160TTOINCEIG (alarms) TTou TTPOKUTITOUV Kal T CUPBAvVTA TTOU evToTTiCovTal
atmd Ta ouoTANaTa. Autd €xel oav atToTEAECHA TNV TTPOANTITIKA avixveuon evog oupufAavrog Kal Tov
TaXUTEPO XPOVO OTTOKPIONG TTPOKEINEVOU VA TTPOCTOTEUTEI N OKEPAIOTNTA TWV CUCTNUATWY KOl TwWV
OedOUEVWY TOU OpYyaVIoHOU.
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2 EpyalAcia

2.1 ELK Stack

ELK cival To akpwvupo Twv TpIwV epyaleiwv avolkTou Kwdika, Elasticsearch, Logstash kai Kibana. To
Elasticsearch eival pia unxav avalnmnong kar avaAuong dedouévwy (logs). To Logstash cival éva
epyaAeio ere€epyaciag OeOONEVWV TTOU XPNOIUOTIOIEITAI OTOV Server, CUYKEVTPWYOVTAG TTANPOPOpPIES
(Logs) atré moAAatTAég TTyEG. To Kibana cival éva epyaAgio TTou eMITPETTEI GTO XPMOTN VA OTTEIKOVIOEI
Ta Oegdopéva e TN pop@r ypaenudTtwyv aTto Elasticsearch. O ouvOuaoudg Twv TPIWV AUTWV
TIPOYPOUUATWY XPNOIMOTIOIEITAI VIO TNV TTApaKoAoUBNaGn, TNV AVTIMETWTTION TTPORBANUATWY Kal TN
Slao@Aalion TwV TTEPIBAANSVTWY TTANPOPOPIKAG .

To ELK Stack gival pia TAat@Oépua mou GUAAEyel Kal eTTeEepyaleTal dedopéva atrd TTOAATTAEG TTNYEG
Oedopévwy, ammobnkelel Ta Oedopéva ae Eva KEVIPIKO KATAOTNMO OedOUEVWY, TO OTTOI0 PTTOPED va
KAIJOKWOET KaBwg Ta dedopéva PEYAAWVOUV Kal TTAPEXE! Eva OUVOAO £pyaAciwy yia TNV avaAuon Twv
OedopEvwy. XpnoIPOTToIEITalI aTTO TTOANOUG OpYyavICHOUG Kal €XEI YivEl ApKETA dNUOPIAEG Ta TEAEUTAIA
XPOvIa AGyo Tou OTI KOAUTITEI TNV AVAYKN TWV OPYAVICPWY Yia diaxeipion Kal avaAuon Twv 0edouEVwY
Ao@AAEiag aTTo TOUG TTOPOUG TOU OPYaVICHOU.

Ta epyaAcia atto Ta oTroia atroTeAgiTal To ELK Stack ptmmopouv va eykatactabouv ToTmika (on premises),
dnAadn 6Aa padi og évav dIaKopIOTH server, g dIaPopETIKOUG servers (cluster) fj va yivel uhotroinon
o€ cloud utrodopr 6TTwg yia TTapddeiyua 1o AWS 1 1o Azure.

Visualize your Elasticsearch data
and navigate the Elastic Stack

Elastic SIEM app e K Kibana

Elastic Common =  [lasti h A distributed, RESTful search Elastic &
Schema (ECS) - asticsearc and analytics engine community
security

content

Beats Logstash
Network & host — un 8

data integrations Lightweight data shippers Aserver-side data
processing pipeline

Eikéva 1. ELK Stack as SIEM

2.2 Elasticsearch

To Elasticsearch eival autij Tn oTiyuf pia amé 1i¢ mo diadedopéveg Pnxavég avadhtnong avoiktou
KWAIKA yia TV avaAuong apxeiwv log. Mpdkeiral yia pia Bdon d£dopuEvwy TTou XPNCIUOTTOIEITAI KUPIWG
yla Tnv avalAtnon kair avadAuon log apxeiwv TToU TTPOKUTITOUV atrd Ta dIGQOPa CUCTAUATA €VOG
opyaviguou.

=ekivnoe 10 2010 atrd Tov Shay Bannon, Bagiotnke Tédvw oTn pnxavr ava¢itnong Apache Lucene.
Eival éva project avoiktoU kwdIka, £xel avatrTuxBei o€ Java. Katnyopiotroieital oTig NoSQL database
EQAPMOYEG, TO OTTOI0 anuaivel 6T atroBnkeUel Ta dedopEVa e PN dOPNUEVO TPOTTO TO OTTOIO ONUAIVEI
OTI dev UTTOPEI KATTOIOG va KAvel éva query OTTwg cupBaivel avtioToixa oTic SQL epapuoyég. ¢
avTiBeon pe TIG TTePIooOTEPES Bhoeig dedopévwy NoSQL, 1o Elasticsearch eomidlel mepioadTepO OTIG
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duvaToTNTEG KAl TA XAPOKTNEIOTIKG avalATnong. AUTA Tn OTIYUA XPNOIUOTTOIEITAI aTTO TTOAAEG YVWOTEG
eTaipieg 6TTwg Mozilla, Cern, Cisco, ebay kai Facebook.

2710 TAQiolo TG avaAuong dedouévwy, To Elasticsearch xpnoipoTtroicital padi ye Ta uttéAoITa
epyaheia Tou ouvBETouv 1o ELK Stack, 10 Logstash kai o Kibana kai maiCel 1o péAo tng
gupeTnpiaong Kal amoBrkeuong deSOPEVWV.

2.3 Logstash

MpokeiTal yia éva epyaAeio avoikTou KWOIKA, TO OTTOI0 XPNOIYOTTOIEITAI YIa va CUAAEyel dedopéva aTTo
TTOAAEG TTNYEG, VA TO UETATPETTEI KAI OTN OUVEXEIQ VA TA OTEAVEI OTO CNUEIO TTOU TOU OpifoupE oav
onueio atobrkeuong.

To Logstash déxetal dedopéva duvaUIKG Kal UTTopEi va Ta dlaxeIpIoTel aveEdpTnTa YE TO OXNUATIONS
Kal TNV TTOAUTTAOKOTNTA TOUG. Ta dedopéva auTd CUAAEYOVTal CUYXPOVWG ATTO TIG DIAPOPETIKEG TTNYES
0l OTTOiEG PTTOPEI Va gival logs, metrics, OIKTUOKEG EQAPUOYEG, ATTOBNKEUTIKA PECTA K.Q.

2.4 Kibana

Mpdkeral yia €va €pyaAeio avoikToU KWOIKA TO OTT0I0 XPNOIMOTIOIEITAl yia TNV ATTEIKOVNON Twv
dedopévwy Tou ELK Stack. Mag diver Tn duvatétnTa va avalnTACOUPE KAl va OTTTIKOTTOINOOUME Ta
oedopéva Ta otroia uttdpyouv oTo Elasticsearch. To kibana apxikd oxedidoTnKE yia va XPNOIYOTTOIE
Oedopéva Tou Elasticsearch. H ameikdvion twv dedopévwyv gival TTOAU onuUavTIKA TTPOKEINEVOU O
XPAOTNG va UTTOpETEl va Katavoroel Ta dedopéva Tou TTI0 EUKOAA Kal €10IK& OTav UTTAPXEl MEYAANOG
Oykog dedopévwy. ETriong xpnoiyoTroleital yia Tnv TapakoAoudnaon, dlaxeipion Kal TNV ac@AAEgia Tou
ELK Stack €18ik& otnv TrepiTITwon TTou n eykatdoTacn €xel yivel o€ cluster.

To Baoiké xapaktnpioTikd Tou Kibana eival n ava¢itnon kair avaAluon dedopévwy. To Kibana, pag
BonBdel va avaAlooupe TTO €UKOAa Ta Oedopéva pag, va eEAyouue atmoTEAéoPATA KAl VO T
ouykpivoupe ot OIAPKEIA TOU XPOVOU yia va UTTOPECOUMPE va avtiAngBouue Tuxov avwualies A
emOéoeig. EmmAéov, €xoupe TN duvATOTNTA VA ATTEIKOVIOOUME Ta O€B0UEVA PE EVOAAQKTIKOUG TPOTTOUG
XPNOIMOTTOIWVTAG XAPTEG BepudTNTAG, YPAPAUATA YPAUUAG, I0ToypdupaTta, diaypduuata Tritag. Me
d1dpopeg peBOdOUG, PTTOpOUME va avalntioouue Ta Oegdopéva TTou €ival ammoBnkeupéva OTO
Elasticsearch pe okomd va gvrotriooupe aTTo TTOU EEKivnoe pia TTiBeoN.

XapaKTnpIoTIKA

e Visualization: Ameikévion Twv dedopévwyv pe SIAPOPOUG TPOTTOUG OTTWG Yia TTapddelyua
ypoQ@nuaTa, TTiTe, XAPTEG.

e Dashboard: 'Exovrag dnuioupyricel KATTola ypagriuarta ta otroia 6a pag Bonbricouv otnv
avaAuon Twv 0edOPEVWY, NTTOPOUUE va Ta TOTTOBeTAGOUNE OAa padi o€ Eva Kove  TTivaka.

e Reports: Ta dedopéva Ta OTTOIO £XOUME aTTEIKOVIoEl UTTOpPoUV va €€axBolv kal ge apxeia
avapopwv O6Twg éva CSV apxeio | pe TNV HOPPR UTTEPOUVOECHOU VIO VA UTTOPECEl VA TO
XPNOIYOTTOINOEI KATTOI0G AANOG.

e Filters and Search query: Me Tn xprion Twv QIATPWV PTTOPOUNE VA EEAYOUUE OUYKEKPIPEVN
TTANpoopia TTou Ba TTpokUYel atro Ta dedopéva.

e Coordinate and Region Maps: ZTIG TTEQITITWAOEIG TTOU TO O£OOUEVA PAG £XOUV YEWYPOAPIKEG
TAnpogopies (1Trx. Website), TOTE UTTOPOUUE Va €XOUNE AVTIOTOIXN ATTEIKOVIOT TWV OEOOUEVWV
TTAvw o€ XapTn, divovTag Jag £T01 Id TTI0 PEANIOTIKA EIKOVA.
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e Timeline: Mg Tn BorB¢ia Tou timeline yTropouue va cuykpivoupe Ta dedopéva pag otn dIGPKEIa
TOU XPOVOU WE Ta avTiaToiXa OedouEVa TNG TTPONYOUHEVNG BOOUADAG, UAVA KATT.

2.5 Beats

Beats civar pia ouAhoyp ammo HIKpA Kal €Aa@pPId TTPOYPAMMATA avOIKTOU KWwoIKa, Ta OTroia
XPNolgoTrolouvTal yia TN OUAAoyh apxeiwv kataypa®nig i PETPACEWV ATTO TIC CUOKEUEG €VOG
opyavicpou. Ta TTpoypduuara autd otéAvouv Ta dedouéva oto ELasticsearch kal oto Logstash yia
TTPOoBeTN emeepyaaia.

Ta mpoypdupata autd cuAAéyouv dedopéva OTTwG yia TTapddeiypa apxeia kataypa@ng (Filebeat),
dedopéva OIkTUoU (Packetbeat), petprioeig diakopioth (Metricbeat) rj ommoloodnmore dAAOG TUTTOG
dedopévwy TTou PTTopoUV va aulAexBouv. Ta Beats avamrruocovtal 1600 atmo v Elastic 6co kai amréd
Tnv KovéTnTa. Ta Beats dnuioupyouvtai pe mn xprion tou framework Go 1rou ovopdadetai libbeat (BAéTTe
Eikéva 2).

Epboov éxoupe oAokAnpwaoel Tnv eykataotaon Tou ELK Stack kai €xoupe mpoéoacn otnv apxIkn
oehida Tou Kibana, ptmopoulpe va doUlue €va kKatdhoyo pe apketd atrd Ta Beat 1mmou umdpyouv
d1abéaipa. Avaloya e Ta dedopéva Ta oTroia BEAOUNE VO CUANEEOUE UTTOPOUE VA XPNOIUOTTOINCOUUE
Kal TNV avTioToixn kartnyopia, Logs, Metrics, SIEM, é101 WOTE va pag eu@avioel pOvo Ta avTioToIXO
Beats.

Z B rome Adddata e = @
]
& All Logs Metrics SIEM Sample data
=
2 . 2 . . . .
o & ActiveMQ logs & ActiveMQ metrics Aerospike metrics / Apache logs
~ Collect ActiveMQ logs with Fetch monitoring metrics from Fetch internal metrics from Collect and parse access and
£ Filebeat. ActiveMQ instances. the Aerospike server. error logs created by the
. Apache HTTP server.
5
A8
. = .
@ /  Apache metrics = APM @ Auditbeat % AWS Cloudwatch
. Fetch internal metrics from Collect in-depth performance Collect audit data from your logs
@ the Apache 2 HTTP server. metrics and errors from inside hosts.
ot anmieations Collect Cloudwatch logs with
g your app - Functionbeat
&
@ 2= AWS metrics % AWS S3 based logs @ ceph metrics Cisco
@ Fetch monitoring metrics for Collect AWS logs from 53 Fetch internal metrics from Collect and parse logs received
EC2 instances from the AWS bucket with Filebeat the Ceph server. from Cisco ASA firewalls,
& APIs and Cloudwatch

CockroachDB metrics

Fetch monitoring metrics from
the CockroachDB server.

Consul metrics

Fetch monitoring metrics from
the Consul server.

& CoreDNS legs

Collect the logs created by
Coredns.

Eikbva 2. Beats

& CoreDNS metrics

Fetch monitoring metrics from
the CoreDNS server.

Kdamola atro 1a facikd mpoypduuaTa Beat TTou xpnaoigoTtroioUvTal gival Ta €€RAG:

e Filebeat émTwg utTrodNAWvVEl TO GVOUd TOU, XPNOIYMOTTOIEITAI YiIa TN GUAAOYH KAl TV ATTOOTOAN

apxeiwv kataypa@ng Kai gival €Tmiong 1o 1o ouvnBiouévo Beat.

e Packetbeat avaAter Ta Takéta OikTUou. To Packetbeat Atav o Tpwrtog Beat Ttou
onuioupynBnke. To TTakéTo Packetbeat kataypdgel Tnv Kivnon dIKTUOU PETOEU OUOKEUWV KOl
WG €K TOUTOU PTTOPET va XpNOIPoTToINBEi yia TTapakoAoUBnon epapuoywyv Kal ETTIOOCEWV.
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e Metricbeat cuAAéyel didgopeg peTpocig o emitredo cuoTAuartog (CPU, Ram, network traffic)
yia didgopa cuoTiuarta kal TTAaTQoppeg. To Metricbeat utrooTnpilel €Tiong €0WTEPIKES
modules yia T GUAAOYI GTATIOTIKWY OTOIXEIWV ATTO CUYKEKPIMEVES TTAATQOPEG.

e Heartbeat xpnoiyotroigitai yia Tov éAeyxo diaBeoiudtnTag Twv clients “uptime monitoring”.

e Auditbeat ptropei va xpnoigoTtroinBei yia Tov €AeyX0 XPNOTWYV Kal dIEPYACIWY O€ GUOTHHATA
Linux. Mapodpoia ye GAAa TTapadociakd epyalcia eAéyxou ouoThuaTtog (systemd, auditd), To
Auditbeat ptropei va xpnoigotroindei yia Tov eviommouo TTapaBidoewy ac@aAgiag - aAAayEg
apxeiwv, aAlayég diaudpPwaong, KOKOBOUAN CUUTTIEPIPOPA KAl VA EVTOTTIOOUME TTIBAVEG
TrapaBidoeig TG TTOMITIKAG ao@aAgiag.

e Winlogbeat éxer oxedlaoTei amrOKAEIOTIKA yio Tn GUAAOyR TTAnpPo@opiwv atro windows
UTTOAOYIOTEG. XpnoIdoTroiEiTal yia Tnv avaAluon cuufdviwv ac@aleiag (security events),
EVNUEPWOEIG cuoTAUaTOG (Updates), application events, hardware events, system events.

2.6 Elastic SIEM

To Elastic SIEM ¢ivai éva pia kaivoupyla egapuoyf SIEM. To 2019 kai atnv ékdoon Elastic SIEM
version 7.2 avakoivwBnke o1l 1o Elastic SIEM mAéov Bpioketal otnv Beta €kdoon Tou kai givai
Olabéaiyo oTic Baoikég uttnpeoieg Tou Elasticsearch. Katroia €mITTAé0v XOPAKTNEIOTIKG TTOU €ixav
TrpoaTedE eival N TLS kputrtoypdenan yia TNV €TTIKOIVWYia, dnuioupyia xpnoTwy, dnuioupyia opddwy
Kal dnuioupyia pOAwWV yia Toug XPAOTEG. Ta TTO ONUAVTIKA XOPAKTNEIOTIKA TTOU TTPOCTEBNKAV OPWG
firav 1o SIEM kai To Machine Learning, Ta oTroia A€oV €ival OTIG BATIKEG UTTNPETIEG.

ApxIKG n ouAloyr] Twv TTANPOPOPILY aoPaleiag Kal cupBavTwy yivetal ye Tn Xprion Twv Fllebeat,
Winlogbeat kai pe 10 Auditbeat. ‘Exel avamrtuxBei 1o Elastic Common Schema (ECS) 10 otroio
OleUKOAUVEI TNV ouaAoTToinon TNG doung Twv dedopévwy aTrd dlapopeTikEG TTNYEG oTo Elasticsearch,
EMTPETTOVTOG TN GUOXETION, TNV avadfTnon Kal TNV avaAuon PETagu Twv TTNywv. TEAOG €XOVTag TOUG
TPOTTOUG GUAAOYAG MPIaG O€IpAg TINYWY OeOOPEVWY O0@AAEIOG Kal €vOG KOIVOU OXAUATOS yia TNV
atmoBAKEUON TOUG, TO ETTOUEVO TTPOPAVEG Bripa RTav éva TTEpIBAGAAOV epyaaiag XprioTn TToU £QEPE AuTd
Ta KOPMATIO O€ €£va eVIAIO XWPO YIa va ITTOPOoUV O XPHOTEG va TTapaKoAouBouv Kal va avaAuouv TTIo
eUKoAa Ta Oedopéva TTou eavilel To cUaTNUA.

Ewaymyn oto Elastic SIEM

Mpdkerral yia éva d1adpaaTIKG XWPOG epyaciag yia TG ouddeg ac@aAeiag, yia Tnv Tagivounon
YEYOVOTWYV KOl TNV €KTEAEON TTEPETAIpW epeuvwy. To Tpdypappa TTPoRoAAg cupBdaviwy Timeline
EMTPETTEI OTOUG AVOAUTEG va GUAAEYOUV Kal va atroBnkelouv atrodeifelg iBeong, va emonuaivouv
Kal va oXoAIalouv oxeTIKG yeyovoTa Kal va oXoAIaouv Kal va PoIpddovTal Ta EUpruaTa Toug, OAa pEaa
atmé 1o Kibana, emtpémovTdg va epyaldpacTe eUKoAa pe otroladniTrote dedouéva TTou akoAouBouv Tn
popery ECS divovtag oTig opddeg aocpaleiag Tnv aicBnon piog TUTTIKAG epappoyrig SIEM. To SIEM
TrepiExel Tévre KapTéAeg Overview, Hosts, Network, Detections kai Timelines.

Overview: Ztnv eikéva 3, BAEToupe Tnv kaptéha Overview n oTroia €ival n TTPWTN oeAida TToU
egavigetal POAIg emIAEEoupe TNV eTTIAoyr) SIEM oT1o pevou Tou Kibana kal pag divel pia yevikétepn
EIKOVO TWV YEYOVOTWY TTOU £XOUV KATAYpa®Ei, Ta oTroia gival diabéoiya yia avaAuan oTnv avrioToixn
evotnTa.
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Eikova 3. SIEM Overview

Host security event analysis: 2tnv kaptéAa Hosts Tng epapuoyAg SIEM BAETToupE SedOEVA OXETIKA
ME Ta oupBavTa ac@aAeiag ala Kal TTAnpogopieg TTou axeTiCovtal e Toug clients oToug oTToioug
£Xoupe eykaTaoToel Ta Beats 611wg gaivetal kal oTnv €ikéva 4. 'Eva oUvoAo TTIVAKWY Jag ETTITPETTOUV
TNV aAANAeTTiOpaon Pe To TTPOYPaUUa TTPOBOAAG CUUBAVTWY VW N UTTAPXEI KAl N TTIAOY Yia va doUuE
TI oupdBaivel katd Tn OIAPKEIA TOU XPOVOU XPNOIKOTTOIWVTAG Tnv £TTIAoyN timeline.

E B s osts Alhosts o = @
B~ Search KQL ® v Last24 hours Show dates
@ @ +Add filter
]
&
Hosts
Last event: 1 minute age
2
- Hasts User authentications Unique IPs ¢
[=
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B 3 ~ 78 success » 1 fail © 24 source © 45destina... 5
°
@ £
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=
J : = | : - [
2 2151200 021 41608:45 02-18 09 3 5 10132025 30 35 40 ¢
@
Allhosts  Authentications ~ Uncommon processes  Events  External alerts
@
@
All hosts
Showing: 3 hosts
Host name Lastseen Operating system Version
centosBVM 29 seconds ago €entOs Linux 8(Core)
oper 30 seconds ago openSUSE Leap 15.1
Win10Pro 51 seconds ago Windows 10 Pro 100
=

Eikoéva 4. SIEM Hosts

Network security event analysis: H kaptéAa Network (BAéme Eikdva 5) pag divel TTAnpogopicg
OXETIKA PE TIG BACIKEG PHETPROEIS BpaaTnNPIdTATAG OTO BIKTUOU. lMapéxel TTivakeg e TTANPOQOPIES YIa
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ouppdavTa dIKTUOU, Ta OTToIa PTTOPOUV KAl O€ QUTO TO ONMEIO va XpnoiyoTroinBouv Je TNV €TAOYN
timeline, yia va TTpoBdAoupe Kal va avaAUCOUNE Ta YEYOVOTA TN OIGPKEIQ TOU XPOVOU.

E W 5o ek noss 6 = @

M~ Seare KoL | Last2d hours

Hatworkwimns NS quarins Uricrasprvata s

. 279,352 174 ) 15 source © 7 destination
b
G Lniga fewigs T m— N
5 36,381 26 I
)
> Flows DNS HTTP TS External alerts

Source IPs Destination IPs

age: 10 1230 Aows per page: 10 123455

Eikéva 5. SIEM Network

Elastic SIEM signals: >tnv eikéva 6 BAéoupe Tnv kKapTéAa Detection, n otroia Trepiéxel Kavoveg
avixveuong (detection rules) oto Elastic SIEM, o1 omoiol Tpéxouv autOpota KABe TTEVTE AeTTTé
WaxvovTag yia atreIAéG Kal Jag dIVOUV 0ag ATTOTEAEOHA €va “Orua” OTav KATTOIO OTTO TA KPITAPIA TTOU
£xoue opioel, gival BeTIkG. O1 Kavoveg avixveuang onudTwy Kabopifovtal atro ToUG Kavoveg OnNUATwyV
TTOU €XOUupE Xpnoldotroifoel. H epapuoyr mepiéxel AdN KATTOIOUG KAVOVEG TTOU UTTOPOUNE va
XPNOIJOTTOINCOUNE KAl VO EQAPUOCGOUUE, AAAG uTTOPOUNE Va dnUIoUPYCOUNE Kail BIKOUG HAG KAVOVEG,
Baon Twv avaykwyv pag. Ta orjuaTa Ta otoia TTapdyel To SIEM TTpoKUTITouV JIGVO aTTo TIG GUCKEUEG Ol
otroieg aTéAvouv dedopéva aopaleiag oTo elasticsearch kal oxl atmo eCwTEPIKEG TTNYES. H AsiToupyia
auTh eival akdua o€ beta ékdoon kal evoExeTal va UTTAPEOUV OAAQYEG.

Detections =

Last signal: 1 hour ago

Signals (SIEM Detections) External alerts

Slgﬂa‘g Count s} Stackby  signalrule.threat.tactic.name

Showing: 29 signals

02-16 15:20

| Discovery ]
Privilege Escalation O

scalation 0
Persistence o

. Defense Evasion
J | Execution

1
1

Eikéva 6. SIEM Detections

Timeline Event Viewer: [Npokeital yia Tnv TeAeutaia kaptéAa oto Elastic SIEM, o1 avaAuTtég aoc@aAgiag
MTTOPOUV €UKOAQ va PETa®EPOUV avTiKEiyeva evdlagépovtog (drag & drop) oTto Viewer Event Timeline
yIa va dNPIOUPYACOUV aKPIBWS TO GIATPO EPWTHKOTOG TTOU XPEIAZovTal yia va @TACOUV OTNV apXh uiag
e1dotroinong (BAétre Eikdva 7). Katd tn didpkeia piag £peuvag, ol avaAuTéG ao@algiog ytropouv va
EMONUAVOUV Kal VO OXOAMIAOOUV PEUOVWHEVA YEYOVOTA KAl va TTPOCHECOUV CNUEIWCEIS YIa vd
TTepIypdwouv Ta Brpata TTou AeBnkav katd Tn didpkela NG €peuvag. Kara tnv dIdpKeld TG
eme€epyaoiag yivetal autéparn amobrikeuon eEac@alifovtag 0TI Ta atroTeEAEOPATA ThG £PEUVAG ival
O100£01ua yIa TIG OPABES AVTIMETWTTIONG TTEPIOTATIKWV.
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Eikéva 7. SIEM Timeline

Anomaly Detection with Machine Learning: H cuykekpiuévn utrnpecia ava@Eperal povo o€ 600Ug
éxouv Platinum License A xpnoipoTtroiolv 10 ELK stack péow kdrroiag utrnpeciag cloud kal TrapéxeTal
péoa amd 1o Elastic SIEM. H umnpecia Anomaly Detection xpnoipotroicital oe guvduaoud He 1O
Machine Learning rou uttdpyel ota Baoikég TTAéov uttnpeaieg Tou Elastic SIEM (BAémre Eikova 8). H
UTINPETIia auTh avixveUuel QUTOPOTA aCUVBIOTN CUPTTEPIPOPA aTOUG clients | aTO BiKTUO YOG KAl OTN
ouvéxela epavicel eidotroiaelg atnv kaptéha Anomaly Detection.

N

B sev o overview 9 @ @
ANOMALY DETECTION SETTINGS

¢ Overview Hosts Anomaly detection ~ & Add data

Run any of the Machine Learning jobs below to view anomalous events throughout the SIEM application.
We've provided a few commen detection jobs te get you started. If you wish ta add your own custom
Jobs, simply create and tag them with "SIEM" from the Machine Learning appiication for inclusion here.
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Eikova 8. SIEM Anomaly Detection

Elastic SIEM — Beats

Ta TTapakdtw Beats pag divouv Tn duvatdTNTa va CUYKEVTPWOOUUE logs atrd SIAPOPEG CUOKEUEG TOU
opyaviopou Pag, TTPoKEINEVOU va Tpo@odoTricoupe To SIEM pe dedopéva aopaleiag.

Audtibeat: 310 Auditbeat avag@epBrikape kai 10 TTévw Kabwg TTPOKEITAI YIA €va ATTo TA BACIKA Kal TTI0
dladedouéva Beat, To otroio ptropei va xpnoigotroindei yia Tov €Aeyxo XpnoTwyv Kai OIEPYACIWV O€
ouoTAuara Linux. To Auditbeat utropei va xpnoipgotroinBei yia Tov eviomouo Tapafidocwy ac@aleiag
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- aMayég apyeiwv, arAayEg dlapgop@ewong, KAkOBOUAN CUMTIEPIPOPE Kal va €VTOTTIOETE TTIOAvVEG
TrapaBidoeig TNG TTOAITIKAG ao@aAEiag.

Cisco: lNMpoékerral yia éva TTpOCGOETO TTOU PTTOPE va XpnoiuoTroinBei oe auokeuég Cisco, TTPOKEINEVOU
Va GUYKEVTPWVOUNE dedopéva atrd TIG SIKTUaKEG auokeuég (Cisco). MTropei va xpnaoigoTroindei yia va
ouykevTpwvoupe firewall logs ammé ASA cuokeuég, ftd logs (Cisco Firepower Threat Defense), logs atré
Ta router kai Ta switch KaBwg eTTiong Kal TTANPOYOpPIES yia TNV Kivnan oTo OiKTUo JECw Tou TTPOCBETOU
Netflow oTo Filebeat.

CoreDNS logs: NMpokerral yia éva TpodoBeTo Tou Filebeat yia To CoreDNS.

Envoyproxy: Np6aBeto Tou Filebeat yia To Envoy proxy TTpokeIévou va CUYKEVTPWVOUE access
logs.

Iptables / Ubiquiti: To TpéoBeTo autd ptropei va avayvwpilel logs atro iptables kai ip6tables. AvaAuel
Ta apyeia karaypa@rg (logs) mou AauBdvovtal atro 10 dikTUuO Péow syslog i amd apyeia. Etmiong
kataAaBaivel To TTPdBea TTou PTToPEi va £xel TTpoaTeBei atro katrolo Ubiquiti firewall, To otroio ptropei
va TTepIAaPBAvel To Gvoua Tou Kavova, Tov aplBud Kabwg Kal Tnv evEPYEIQ TTOU £YIVE OTNV Kivnan auTh
(allow/deny).

Suricata logs: Eival éva mpdoBeTo e TO OTT0I0 PTTOPOUNE VO OUYKEVTPWOOUNE logs ammd Suricata
IDS/IPS/NSM.

Windows Event log (Winlogbeat): ‘Eva atro Ta facikd Beats oTo o1oio avag@epOikaue Kai o Tavw,
éxel oxedlooTei aTTOKAEIOTIKA yia TN ouAloyr] TTANpo@opiwv atmo  windows UTTOAOYIOTEG.
XpnoiyoTroigital yia Tnv avaAuon cupBaviwy ac@aleiag (security events), evnuUEPWOEIG CUCTAPATOG
(updates), application events, hardware events, system events.

Zeek logs: 'Eva TpAcBeTo yia TN CUYKEVTPWON dedopévwy atrd To epyaleio TTapakoAolbnong
ao@aAeiag SIKTUOU Zeek.
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3 YAomoinon ZuoTHHATOG

MNa tnv uAotToinon TNG SITTAWUATIKAG epyaciag eTTEAECa va dnuioupyAow £va TTPWTOTUTTIO GUCTNUA, HUE
TN XPAON EIKOVIKWVY PNXOVWYVY TTPOKEINEVOU VA YiVEI TIPOCOMNOIWGCN TOU TTPAYUATIKOU TTEPIBAAAOVTOG
TTou O10B€Tel évag opyaviopog. MNa Tov okotrd autd dnuiolpynoa éva epyacTtipio (Lab) pe mévre
eIKoVIKEG pnxavég (Virtual machines). T€ooepeig eikovikéG pnxaveég oe VMware esxi Kal PIa €IKOVIKA
pnxavry oe VirtualBox. O1 utméAoimreg €mAoyég TTou Trpoteivovtal ammd 1o Elastic eivar va yivel
eykardotaon Tou Elasticsearch kai Tou Kibana o€ Kubernetes | va mpayparotroin6ei n ayopd evog
cloud.

Apxiké dnuioupynBbnke o Server pe Asitoupyikd ouoTnua linux Centos 61ToU £yIve n eykaTdoTaon Twv
epyaAeiwv Tou ELK Server. Anuioupynonkav Tpeig linux clients pe Asitoupyiké auotnua Ubuntu 18.04,
openSUSE 15.1 kai Centos 8. O1 Tpeig auTég diavouég eivai ol Tio d1adedouéveg a€ TAIPIKO TTEPIBAAAOV
Kal auTéG auvhnBwg utroaTnpifovtal ammd Toug opyaviopoug. Emiong dnuiotpynoa éva windows 10
Virtual Machine oe VirtualBox. H eykardotaon twv mpoypauudtwy Ttou ELK Stack, dnAadn 10
Elasticsearch, Kibana, Logstash eykataotd®nkav 6Aa padi a1o idio pnxavnua. Ta XapakTnpeIoTIKG TTou
Ba TTPETTEl Va €xEl O server Pag Ola@opoTTololvTal avaAoya HE TIG CUOKEUEG TIG OTToieG OIaBETEl O
OPYQVIGPOG KAl TOV OYKO TWV OEDOUEVWIV TTOU CUYKEVTPWVEI KAl AVAAUEL.

Ram

To o onuavTikd oTo Elasticsearh Bewpeital n yvpn ram, yiati n cuykévTpwaon Kai n Tagivounon Twy
oedopévwy PTTopEi va gival TToAU atraitnTiki oav diadikacia yia 1o cuoTtnua. ‘Evag server mporteiveral
va €xel 64GB Ram 10 oTroio €ival 1o 16avikd, aAAd gival ouvnBeg va XpnoIPoTToloUvTal Kal Server e
32GB 11 16GB pvnun ram. Aiyétepo atré 16GB dev ouvioTatal yiaTi ival Teavo va XpeiaaTouv TToAAoi
MIKPOTEPOI Servers TTPOKEINEVOU Va EXOUNE OUaAr AsiToupyia.

CPU

O1 amraItAoelg o€ €TTECEPYATTIKA 10U OeV €ival TTOAU UWNAEC OTTWG OTN YVAMN ram, aAAG TTap’éAa autd
ouvnBifeTal va xpPnoIPOTTOIoUVTal Servers e aUyXpovoug eTTeCepyaaTEG TTou dIaBEéTouv TTOAAOUG
TTUPAVEG Kal XPNOIKJOTToIoUVTal atrd OUO0 £WG OXTW TTUPAVEG.

Disk

O okAnpog dioKog eival €TONG KATI ONPAVTIKO yio TO OUCTAPA PAg yia Tnv atmoBrikeuon Kal
emeepyaaia Twv dedopévwy. Kahd eival va yivel xprion SSD diokwv Kal Xl uNXAavIKWY yia Adyoug
TaxuTnTag. Av 10 oUOTNUA PaAg SI0BETEI aPKETOUG BIOKOUG TOTE YTTOPOUUE va Toug BAAOUE va gival o€
Raid 5. Mg autdv Tov TPpOTTO UTTOPOUUE VA £XOUME TN WEYIOTN duvaTh XweNTIKOTNTA, AAAG TTapdAAnAa
TpooTateloupe Ta dedopéva pag KaBwg o évag dioKoG XpNOIKOTToIEiTal oav eQedPIKOG Kal gival OTnNV
avapovr o€ TTEPITITWOoT TTou KATTol0G atTd Toug diokoug xaAdaoel. O1 dAAeg emIAoyEG pag eival Raid 0 A
Raid 1. Av xpnoipoTtroifjooupe Raid 0 ToTE £€X0UPE TNV PEYIOTN XWPENTIKOTNTA Kal attédoan, aAAd av
Kdtrolog atd Toug duo diokoug XaAhdoel ToTe 6Aol ol diokol pag Byaivouv ekTdg Asitoupyiag. Me Tn
xpnon Tou Raid 1 1a dedouéva karaypd@ovTal TauTdxXpova Kal 0Toug dU0 dioKoUg, av XaAdael évag
atd Toug dUo diokoug ToTe Ta OedoPEVa PAG gival aag@aAr] oTov OeUTEPO BioKO, AAAG PE auTdv TOV
TPOTTO £X0UNE BIOBETIUN TN PICT XWPENTIKOTNTA TTOU Ba PTTOPOUCANE VA EXOULE.

AGYO TwV TTEPIOPICUEVWV TTOPWYV ETTIAEXONKE KAl T TPia epyaAgia va eykaTaoTabolv oTov idio server
Kal va unv dnuioupynOei cluster. Ztov mivaka kal oTnv €ikéva 9 Tou akoAouBei paivovTal Ol EIKOVIKEG
pMNxavég Tou  xpnoigotroiiBnkav yia Tn dnuioupyia Tou epyacTnpiou kabBwg emiong kai Ta
XOPOKTNPIOTIKA TOUG.
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Hostname Operating System 1P CPU | RAM | DISK
ELKServer Centos 7 192.168.88.245 2x 8GB 50GB
UbuntuVM Ubuntu 18.04 192.168.88.116 Ix 2GB 25GB

OpenSUSEVM openSUSE 15.1 192.168.88.114 1x 2GB 25GB
Centos8VM Centos8 192.168.88.145 1x 2GB 25GB
Windows10 Windows 10 192.168.88.113 2x 4GB 50GB

—

N

ELK server
Cenica
192.168.99.245

Ubuntu 18.04
192.168.88.116

3.1 Server

OpenSUSE 15.1
192.164.84.114

Centoa 8

192.168.88.145

Eikéva 9. Lab

wWindowal0
192.158.88.113

To pwTo BAMA yIa TNV UAOTTOINGN TNG SITTAWMATIKAG €pyaaiag ATav n dnuioupyia Tou gpyacTnpiou
(LAB) kai ouykekpigéva evog server Je AEIToupyikd auoTnua linux kai Tn diavour Centos 7. Ta epyalcia
Tou ELK Stack dnAadn Elasticsearch, Kibana, Logstash, 6a pmmropoucav va éxouv eykataoTaBei Kal he
Tn dnuioupyia evédg cluster, aAAG 1o yeyovdg 6T i eykatdoTaon Twv epyaleiwv Tou ELK Stack €yive
oTnv idla €IKOVIKA unxavr dev eTnNPeddel KKBOAOU Tnv TTapouaciaon TNG YEVIKAG 16€ag.

3.1.1 NpoamaiToUpeEva

APXIKA EVNUEPWOOUUE TOV Server Jag PE TIG TEAEUTAIEG EVNUEPWOEIS TOU AEITOUPYIKOU OUCTAPATOG.

| # sudo yum update -y

21n ouvéxela piag kai To Elasticsearch pacietal oTn java, 6a TTpoXwprjooupe OTnV eyKaTtdoTaon Twv

QAVTIOTOIXWV TTOKETWV.

| # yum install java-11-openjdk-devel

[root@ELKstack itadm]# java -version
openjdk version "1.8.0 242"
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E@appoyr Tou ELK yia tTnv Avatruén Kévrpou EAyxou KuBepvoaogaAeiag

26




MeTatrTuxiakr diaTpIn Bévvog AAéEavdpog

OpenJDK Runtime Environment (build 1.8.0_242-b08)
OpenJDK 64-Bit Server VM (build 25.242-b08, mixed mode)
[root@ELKstack itadm]#

# cat > /etc/profile.d/java11.sh <<EOF

export JAVA_HOME=\$(dirname \$(dirname \$(readlink \$(readlink \$(which javac)))))export
PATH=\$PATH:\$JAVA_HOME/bin

export CLASSPATH=..\$JAVA_HOME/jre/lib:\$JAVA_HOME/lib:\$JAVA_HOME/lib/tools.jar
EOF

| # source /etc/profile.d/java11.sh

3.1.2 EykaracTaon Elasticsearch

Mpoxwpdue Ye TNV €YKOTACTOACN TOU TTPWTOU epyaAciou yia To ELK Stack, 1o Elasticsearch. Na va
eykaraothooupe To Elasticsearch 1rpooBétoupe 1O avtioToixo ammoBeTApIO TTOU TTEPIAAUBAvEl TNV

TeAeuTaia ékdoon Tou Elasticsearch.

| # sudo vi /etc/yum.repos.d/elasticsearch.repo

[elasticsearch]

name=Elasticsearch repository for 7.x packages
baseurl=https://artifacts.elastic.co/packages/7.x/yum
gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=0

autorefresh=1

type=rpm-md

2Tn ouvéxela KAvoue Tnv eykataoTaon Tou Elasticsearch pe Tnv TapakdaTw €vioAn.

| # sudo yum install --enablerepo=elasticsearch elasticsearch

EvepyoTtroloUpe 10 service va eKIVAEI JE TNV EKKIVNON TOU server Kai EEKIVAE TO service.

# sudo systemctl enable elasticsearch
# sudo systemctl start elasticsearch

Me Tnv €Topevn evToAr SOKINACOUE IO va €ipaaTe aiyoupol 0TI €yIVE OWOTH EYKATACTACN TOU
Elasticsearch.

[root@ELKServer itadm]# curl http://127.0.0.1:9200
{
"name" : "192.168.88.245",
"cluster_name" : "elasticsearch”,
"cluster_uuid" : "MgRaau82T1idgL96QELisg",
"version" : {
"number" : "7.6.2",
"build_flavor" : "oss",
"build_type" : "rpm",

AvaTTugn Zuotrpatog EviomaopoU kal AvrigetwTriong KuBepvoemBéoewy yia Mikpoug Opyaviopoug:
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"build_hash" : "ef48eb35cf30adf4db14086e8aabd07ef6fb113f",
"build_date" : "2020-03-26T06:34:37.794943Z",
"build_snapshot" : false,

"lucene_version" : "8.4.0",
"minimum_wire_compatibility_version" : "6.8.0",
"minimum_index_compatibility_version" : "6.0.0-beta1"

}

’agline“ :"You Know, for Search"

}

MapauetpoTtroinon Twv apxeiwv Tou Elasticsearch.

# vi /etc/elasticsearch/elasticsearch.yml
path:

data: /var/lib/elasticsearch

logs: /var/log/elasticsearch

node.name: elkcentos8

network.host: 127.0.0.1
http.host: 0.0.0.0

3.1.3 EykaraocTtaon Kibana

To eméuevo epyaleio TTou Ba eykatacTAcoupe gival To Kibana, TTpogBéToupe To avTioToIXo aTToBETAPIO:

| # sudo vi /etc/yum.repos.d/kibana.repo |

[kibana-7.x]

name=Kibana repository for 7.x packages
baseurl=https://artifacts.elastic.co/packages/7.x/yum
gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1

autorefresh=1

type=rpm-md

2T CUVEXEIQ TTPOXWPAUE ME TNV EYKATAOTOOT TOU £pyaAciou.

| # sudo yum -y install kibana

MapapeTpoTroioUe Ta apyeia Tou kibana.

# sudo vim /etc/kibana/kibana.yml
server.host: "0.0.0.0"

server.name: "kibana.example.com"
elasticsearch.url: "http://localhost:9200"

ZeKIVAwW TO service Kal TO EVEPYOTTOIW Va EEKIVAEI UE TNV EKKiVNON TOU server
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# sudo systemctl enable kibana
# sudo systemctl start kibana

Xpeladetal va TpocBéaoue TIG avtioToixeg eCaipéoelg aTo firewall pag

# sudo firewall-cmd --add-port=5601/tcp --permanent
# sudo firewall-cmd --reload

2 auTo TO onueio, 6TTwG PAETToupE Kal oTnv Eikova 10 pytropolpe va doUuue TNV AapxIKr aelida Tou
Kibana amé katroiov browser péow tou http://192.168.88.245:5601

C' @  ® 192.168.88.128:5¢ \atthome LG+ Seard n @ @
K - Home
@ Discover '. Observability ‘ Security
[t Visualize
i SIEM

55 Dashboard APM Logs Metrics

APM automatically collects Ingest logs from popular data Collect metrics from the Centralize security events for
[ Canvas in-depth performance sources and easily visualize operating system and interactive investigation in

metrics and errors from inside in preconfigured dashboards. services running on your ready-to-go visualizations.
. Maps your applications. servers.
3 Machine Learning .
Add APM Add log data Add metric data Add events
2 Metrics
tf) Logs
T APM Add sampledata Upload datafrom log file Use Elasticsearch data
g Load a data set and a Kibana dashboard Import a CSV, NDJSON, or log file Connect to your Elasticsearch index
z ptime
& SIEM
@ Dev Tods
- Visualize and Explore Data Manage and Administer the Elastic Stack
% Stack Monitoring
— o =] =]
& Management = APM Canvas Console 2 Index Patterns
Automatically collect in- Showcase your data in a Skip cURL and use this Manage the index patterns

<= Collapse depth performance metrics pixel-perfect way. JSON interface to work that help retrieve your data

Eikova 10. Kibana

3.1.4 Eykaraocraon Logstash

TeAeutaio epyaheio Tou ELK Stack eival o Logstash. INa va eykatactriocoupe 1o Logstash mpooBétoupe
TO QVTIOTOIXO ATTOBETAPIO:

| # vi /etc/yum.repo.d/logstash.repo |

[logstash-7.x]

name=Elastic repository for 7.x packages
baseurl=https://artifacts.elastic.co/packages/7.x/yum
gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1

autorefresh=1

type=rpm-md

EykaBioToupue 10 TTpdypapua Logstash
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| # sudo yum —y install logstash |

=eKIVAwW TO service Kal TO EVEPYOTTOIW va EEKIVAEI UE TRV EKKiVNON TOU server
# sudo systemctl enable logstash
# sudo systemctl start logstash

‘Exovtag 0AOKANPWOEl TNV eykaTaoTaon Twv epyaieiwyv Tou ELK Stack otov server pag, ymmopoUpe va
xpnoigotroiooupe 1o Kibana yia va doupue TG AsIToupyieg TTOU POG TTPOCQEPEI N e@apuoyh. MNap 'oAa
AUTA, JEXPI OTIYMN TO OUCTNUA pag Oev TTEPIEXEI DEDOUEVA. AV eV EXOUME €YKATOOTACEI OKOPA KATTOIO
amd 1a Beats og kdmoiov client €101 woTe va cuAAéCoupe TTpaydaTikG dedopéva, TOTE YTTOPOUUE VA
XPNOIYOTTOINOOUNE £€va gUVOAO OEB0OUEVWY TTOU PJOG TTPOCPEPEI TO GUCTNUA.

3.1.5 NapapeTrpommoincon CUCTAHATOG

KaBwg mAonyoupaoTte oto pevou Tou Kibana Ttrapatnpolue ot amo TrpoemAoyry &ev  eival
EVEPYOTTOINUEVEG OAEG OI A&ITOUPYiEG TOU OUOTAUATOG. 2€ KATTOIEG TIEPITITWOEIS yIa va TIG
EVEPYOTTOINOOUME, XPEIACETAl va KAVOUMPE TIG QVTIOTOIXEG TTAPOUETPOTTOINCEIG OTO QPXEIQ TOU
OUCOTAMATOG, VW OE KATTOIEG GAANEG TTEPITITWOEIG Ba TTPETTEI VA TTPOXWPNOOUKE OTNV £yKATAOTACN
KéTtrolou gpyaAciou ) k&trolou Beat é1mwg 10 Metricbeat, Heartbeat kai To Filebeat.

X-Pack
ZEKIVAUE TNV TTOPAPETPOTTOINCT TOU CUCTAUATOG, EVEPYOTTOIWVTAG TO X-Pack oTo elasticsearch, ue Tnv
TTPOCGOAKN TNG TTAPAKATW YPAMMNAG.

[root@elkserver itadm]# vi /etc/elasticsearch/elasticsearch.ymi
xpack.security.enabled: true
[root@elkserver itadm]# systemctl restart elasticsearch.service

To X-Pack eivai pia etréktaon Tou Elastic Stack 1Tou mapéxer eTTITTAéOV XapaKTNPIOTIKA OTTWG A0QAAEIa,
€I00TTOINCEIG, TTOPAKOAOUONON CUCTNUATWY, AVAQOPEG, MNXAVIKN eKPEONnon kal TTOAAEG AAAEG
duvardértnteg. To X-Pack eykaBioTatal amrd TpoetmiAoy, katd Tnv eykatdoTaon Tou Elasticsearch. Map
‘OAa auTd yia va UTTOPECOUE VA XPNOIUOTTOINCOUNE OAQ Ta XapaKTNPIOTIKA Tou X-Pack, Ba petrel va
dlabéToupe Katola adela ekTOG TNG BaoikAg Adelag TTou XpnolyoTrolei atro TrposTtAoyr) To ELK Stack.

To TpwTo TTPAyua TTou KataAapaivoupe apéowg eival ot TTAéov To Kibana pag ¢ntdel username Kal
password yia va PTTOpEOOUPE va ouvdeBoUpe. Xe auto TOo onueio Ba dnuioupyolue KwdIKOUG
TTPOORACNG YIA TOUG EVOWHATWHEVOUG XPIOTEG.

[root@elkserver itadm]# cd /usr/share/elasticsearch/
[root@elkserver elasticsearch]# ./bin/elasticsearch-setup-passwords interactive

Initiating the setup of passwords for reserved users

elastic,apm_system kibana,logstash_system,beats_system,remote_monitoring_user.
You will be prompted to enter passwords as the process progresses.

Please confirm that you would like to continue [y/N]y

Enter password for [elastic]:

Reenter password for [elastic]:

Enter password for [apm_system]:
Reenter password for [apm_system]:
Enter password for [kibanal]:
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Reenter password for [kibanal:

Enter password for [logstash_system]:

Reenter password for [logstash_system]:

Enter password for [beats_system]:

Reenter password for [beats_system]:

Enter password for [remote_monitoring_user]:
Reenter password for [remote_monitoring_user]:
Changed password for user [apm_system]
Changed password for user [kibana]

Changed password for user [logstash_system]
Changed password for user [beats_system]
Changed password for user [remote_monitoring_user]
Changed password for user [elastic]
[root@elkserver elasticsearch]#

‘Exovtag dnuioupyrioel KwdIKG yia TOug XProTeG, YTTOPOUNE va PTToupe aT1o Kibana. Z1nv kaptéAa
Management £xe1 egpaviaTei n emAoyh Security OTToU UTTOPOUE AVTIGTOIXA VA dNUIOUPYACOUNE VEOUG
XPAOTEG Kal va dnUIoupyrooupe POAOUG yia TOUg XPROTES. AivovTag pOAOUG GTOUG XPrOTEG UTTOPOULE
va eAéyEoupe TI eival autd oTo OoTToi0 BEAOUE va £Xouv TTPOCRacn ol XpNoTes pag. ‘Evag akdéua Adyog
TTouU Xpnoligotroinénke 1o authentication €ival yia va eAéyxoupe KaAUTepa To TTolol KOUBOI guvdéovTal
oto Elastic Stack pag, kaBwg TAéov atraiteital n XpAon Tou ovouaTog XpRaTn Kal 0 KwOIKOS TOU YIa va
ouvdebei oTo GUOTNUA.

‘Evag akéua TpoTTog yia va eAEyEOUE Kal va DWOOUNE TTPOCRACEIS OTOG XPROTES aTo Kibana, gival pe
™ xprion Twv Kibana Spaces. Anuioupywvtag dia@opeTikG Spaces PTTOPOUNE VO OPICOUUE TTOIEG
emAoyég Tou Kibana 6a eival opatég ato kabéva amd autd. ETriong pummopoupe va opicoupe Trolol
XPNOTEG 1 TToIEG OUAdES XpnoTwyv Ba gival ae BEon va To XpNOIPOTIOICOUV Kal VO OPiGOUpE JAAIOTA
Tro10 oTr' 6Aa Ba cival To TTpoeTTIAeyuévo Space Tou Ba gugaviletal katd 10 login. Me autév TpdTTO
pTTOpOoUpE va eAéyEoupe TNV TTPOcRacn mou Ba doB¢i oTnv eKAOTOTE OPAda XPNOTWY, ivOVTag TOUG
TIG QVTIOTOIXEG AEITOUPYIEG KAl TTPOCBACEIG TTOU ATTAITEITA.

‘Exovtag Kavel TIG TTapatmdavw aAAayEég TTAéov To elasticsearch €xel oTAPATACE! VA ETTIKOIVWVEI PE TO
kibana. Na va 10 dlopBwooupe auTo TTPETTEI va dnNAWOOUNE OTa apxeia Tou kibana ta oToixeia Tou
XPAOTN TTOU PTTOPEI va XpnolyoTrolEi yia va Aaupavel Ta dedopéva. Evepyotroidvrag 1o x-pack €xouv
evepyoTToinBei autéuaTa Kal ol Asitoupyieg ac@aAeiag Tou kibana. Map’oha autd TpooBéToupe 0o
YPOUUEG PE TIG OTToieG dnAwvouue OTI To x-pack eival evepyoTToiNuévo Kai n OeUTEPN YPAPUNR €ival
Tpokelpévou To Kibana va diatnpei TTAnpo@opieg yia cupBavia acPaAeiag.

[root@ELKstack itadml# vi /etc/kibana/kibana.yml
elasticsearch.username: "myelastic"
elasticsearch.password: "password"

xpack.security.enabled: true
xpack.security.audit.enabled: true

EvepyotroiwvTag 10 x-pack mAéov £xel evepyotroinBei oto Kibana n emiAoyn Stack Monitoring, péow Tig
oTToiaG JTTOpOoUNE va TTapakoAouBouue TAnpogopieg yia 10 ELK Stack pag. Zuykekpiyéva pag
epgaviCel TAnpogopieg yia 1o Elasticsearch, Kibana kai Logstash. O1 mAnpogopieg auteg €xouv va
KAvouv PE TNV XWPNTIKOTATA TOU SICKOU, TN JVIKN TTOU XPNOIPOTIOIEI TO oUCTNUA, TTANPOPOPIES YIa TA
Beats ka1 dAAeg xprioipeg TTAnpoopieg oxXeTIKA pe Tov ELK Stack server pag.

Encryption (TLS/SSL)
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To Elasticsearch kair o1 kéupor avraAAdooouv peTaéU Toug Oedopéva TTOU €VOEXETAl Va Egival
EMTTIOTEUTIKA. Z€ KATTOIEG TTEPITITWOEIG OI ETTBETEIC OE £va TTANPOPOPIOKS TUCTNUAO €XOUV WG TKOTIO
TNV UTTOKAOTTA €uaicBnTwV TTANpo@opiwy £T01 WAOTE VA ATTOKTAGOUV TEAIKA TTPOGRACN GTOV Server TTou
armobnkevovTal Ta apXeia Tou opyaviopou. KpuTrtoypa@uwvtag AOITTOV TNV ETTIKOIVWVIA PETAEU TwWV
KOUBWV PEIWVOUNE TOV KivOUVO aTro TETOIOU €i00G ETTIBETEIG.

Evepyotroiwvtag Tig pubpiceig ac@alciog oto Elasticsearch péow 1ng eméktaong X-Pack, pag divetai
n duvarétnTa VO KPUTIToypa@ouue Tnv Kivnon petaéu Tou Elasticsearch kar twv képfwv. H
KPUTITOYpA®NON TNG ETIKOIVWVIaG Yivetal pyéow Ttou Transport Layer Security (TLS / SSL). H
Kputrtoypaenon TLS atroteAei TTAéov pEPOG TWV BacIKwy AsiToupyiwv ac@aAeiag ato Elasticsearch
kal Kibana. O okotrdg TnG xprong tng kputrtoypdenong TLS, ival n kputrtoypdenon Twyv ded0uEVWV
TTou avtaAAdooovTal péow Tou OIKTUOU. H KpuTrToypd@naon a@opd Tnv €TTIKOIVWVIA PETAEU TwV
KOuBwv, KaBwg kal ouvdéaelg ueTalu Tou Kibana kai Twv clients.

210 Elasticsearch €xoupe OUo emrimeda emKoivwyviag. To TTPWTO €ival PETAEU Twv KOPPWV TTOU
atrotedolv 10 ELK Stack émmou xpnoigotroigital To Transport Layer yia TNV €E0WTEPIKA ETTIKOIVWVIO
METAEU Twv KOUPwWYV Tou cluster kal n deUTEPN ETTIKOIVWYVIA gival JEGW TOu TTPWTOKOAAoU http, peTagu
Twv TTEAaTWV (clients) kai To Elasticsearch. To Elasticsearch diabétel To epyalcio elasticsearch-certutil,
TO OTT0i0 PTTopEi va xpnaiyoTroindei yia va dnuioupyriooupe self-signed TmioToTroINTIKG Ta oTroia Ba
XPNOIKMOTTOINOOUV YIa TNV ECWTEPIKN ETTIKOIVWYVIa PETAEU Twv KOPPBwY Tou cluster.

Kputrtoypdgion TLS
XpnoiyoTrolwvtag To epyalcio elasticsearch-certutil pummopolue va dnuioupyfooupe Ta TLS/SSL

TNOTOTTOINTIKA TTOU XPEIalOUacTE VIO VA KPUTITOYPOQPCTOUE TNV ETTIKOIVWYVIa PHETAEU TWV KOUPBWVY Tou
Elasticsearch. MapakaTtw BAETTOUNE TIG OUO EVTOAEG WE TIC OTTOIEG ONMIOUPYOUE TA TTIGTOTTOINTIKA.

[root@ELKServer elasticsearch}# bin/elasticsearch-certutil ca
This tool assists you in the generation of X.509 certificates and certificate
signing requests for use with SSL/TLS in the Elastic stack.

The 'ca’' mode generates a new 'certificate authority'
This will create a new X.509 certificate and private key that can be used
to sign certificate when running in 'cert' mode.

Use the 'ca-dn' option if you wish to configure the 'distinguished name'
of the certificate authority

By default the 'ca' mode produces a single PKCS#12 output file which holds:
* The CA certificate
* The CA's private key

If you elect to generate PEM format certificates (the -pem option), then the output will
be a zip file containing individual files for the CA certificate and private key

Please enter the desired output file [elastic-stack-ca.p12]:

Enter password for elastic-stack-ca.p12 :

[root@ELKServer elasticsearch]# Is

bin config elastic-stack-ca.p12 jdk lib LICENSE.txt modules NOTICE.ixt plugins
README.asciidoc

To amotéAeopa TIG eVIOANG bin/elasticsearch-certutil ca cival n dnuioupyia Tou apxeiou elastic-stack-
ca.p12, To otroio TrepIéxel TO dNUAOIO TTIOTOTTOINTIKO TIG ApXrig TTIoToTroinong (CA) Kai To 1I81WTIKG KAEISI
TO OTTOIO XPNOIYOTTOIEITAI YIa TN dnUIoUPYia TTICTOTTOINTIKWY YId TOUG KOUBOUG.
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[root@ELKServer elasticsearch]# bin/elasticsearch-certutil cert --ca elastic-stack-ca.p12
This tool assists you in the generation of X.509 certificates and certificate
signing requests for use with SSL/TLS in the Elastic stack.

The 'cert' mode generates X.509 certificate and private keys.
* By default, this generates a single certificate and key for use
on a single instance.
* The "-multiple' option will prompt you to enter details for multiple
instances and will generate a certificate and key for each one
* The '-in' option allows for the certificate generation to be automated by describing
the details of each instance in a YAML file

* An instance is any piece of the Elastic Stack that requires an SSL certificate.
Depending on your configuration, Elasticsearch, Logstash, Kibana, and Beats
may all require a certificate and private key.

* The minimum required value for each instance is a name. This can simply be the
hostname, which will be used as the Common Name of the certificate. A full
distinguished name may also be used.

* A filename value may be required for each instance. This is necessary when the
name would result in an invalid file or directory name. The name provided here
is used as the directory name (within the zip) and the prefix for the key and
certificate files. The filename is required if you are prompted and the name
is not displayed in the prompt.

* |P addresses and DNS names are optional. Multiple values can be specified as a
comma separated string. If no IP addresses or DNS names are provided, you may
disable hostname verification in your SSL configuration.

* All certificates generated by this tool will be signed by a certificate authority (CA).
* The tool can automatically generate a new CA for you, or you can provide your own with the
-ca or -ca-cert command line options.

By default the 'cert' mode produces a single PKCS#12 output file which holds:
* The instance certificate
* The private key for the instance certificate
* The CA certificate

If you specify any of the following options:
* -pem (PEM formatted output)
* -keep-ca-key (retain generated CA key)
* -multiple (generate multiple certificates)
* -in (generate certificates from an input file)
then the output will be be a zip file containing individual certificate/key files

Enter password for CA (elastic-stack-ca.p12) :
Please enter the desired output file [elastic-certificates.p12]:
Enter password for elastic-certificates.p12 :

Certificates written to /usr/share/elasticsearch/elastic-certificates.p12

This file should be properly secured as it contains the private key for
your instance.

This file is a self contained file and can be copied and used 'as is'
For each Elastic product that you wish to configure, you should copy
this '.p12' file to the relevant configuration directory
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and then follow the SSL configuration instructions in the product guide.

For client applications, you may only need to copy the CA certificate and

configure the client to trust this certificate.

[root@ELKServer elasticsearch]#ls

bin elastic-certificates.p12 jdk LICENSE.txt NOTICE.txt plugins

config elastic-stack-ca.p12  lib modules = README.asciidoc

[root@ELKServer elasticsearchl]#

AnpioupynrBnke To TioToTTOINTIKO elastic-certificates.p12 TTou TepIEXEl TO TIOTOTTOINTIKG TOU KOPPBOU, TO
IDIWTIKO  KAEIBI Kol TO TIOTOTTOINTIKG TNG OpPXNG ToTotmoinong. Ta mmoToTroiNTikd Ta  oTToia
OnuioupyABnkav Ta avTiypa@oulEe G€ VA QAKEAO TTOU TOV £XOUNE OVONACEI certs HEoa OTO PAKEAO JE
Ta uTTOAOITTO apxeia pubuicewv Tou elasticsearch. ETTéuevo Brpa gival n TpocBiKn Twv avTioToIXwV
TTapapéTpwy oTo elasticsearch.yml.

[root@ELKServer elasticsearch]# vi /etc/elasticsearch/elasticsearch.ymi
# Transport TLS/SSL encryption

http.host: 0.0.0.0 # accept request from remote

xpack.security.enabled: true

xpack.security.transport.ssl.enabled: true
xpack.security.transport.ssl.verification_mode: certificate
xpack.security.transport.ssl.keystore.path: certs/elastic-certificates.p12
xpack.security.transport.ssl.truststore.path: certs/elastic-certificates.p12
xpack.security.http.ssl.enabled: true
xpack.security.http.ssl.keystore.path: certs/elastic-certificates.p12
xpack.security.http.ssl.truststore.path: certs/elastic-certificates.p12
xpack.security.http.ssl.client_authentication: optional

Etravekkivoupe Tnv utrnpeaia tou elasticearch yia va epappoéocoupe TiIg aAAayég TiG otroieg Kavapue. Me
™ xpnon Tou openssl &nuioupyolue akdua OUO apxeia, To KAeldi Kal TO TTIOTOTTOINTIKO
XpnolgotTolwvTag 1o elastic-certificates.p12.

# openssl pkcs12 -in elastic-certificates.p12 -out client.crt.pem -clcerts —nokeys
# openssl pkcs12 -in elastic-certificates.p12 -out client.key.pem -nocerts -nodes

‘Exovtag dnuioupynfoel Ta apyeia client.crt.pem kai client.key.pem, dnuioupyoupe Tov @AakeAo certs
MECQ OTO PAKEAD e T apyeia pubuioewv Tou kibana. Avtiypdg@oupe Ta dU0 apxeia PEoa oTO PAKEAO
certs Kal 0T CGUVEXEIQ TTPOCOETOUE TIG TTAPAKATW YPauuéS aTo kibana.yml yia va evepyoTroifjooupue
10 HTTP SSL oTo kibana.

server.host: 0.0.0.0

server.ssl.enabled: true

server.ssl.key: /etc/kibana/certs/client.key.pem
server.ssl.certificate: /etc/kibana/certs/client.crt.pem

Etravekkivoupe Tnv utrnpeaia tou kibana yia va e@appooTouv ol aAAaYEG TTOU KAVAPE OTO ApXEio
pubuioewv Kalr oTnv ouvéxela yia va ouvdeBouue Ba TrpeTTel va ouvdeBolpue oTtn oeAida Tou kibana
xpnoipgotroiwvtag https. 'Exoviag oAokAnpwoel TIG aAAayég OTo ouaTnua pog BAEmoupe OTI N
emKoIvwvia petagu Twv Kibana kai Elasticsearch gival kputrtoypag@nuévn.

Stack Monitoring

Mnyaivovrag otnv uttnpeoia Stack Monitoring pag epgavicel TiIG puBuiceIg OTIC OTTOIEG TTPETTEI VA
TIPOXWPHOOUE VIO VO EVEPYOTTOINTOUNE TN GUANOYR TTANPOQPOPIWY YIO TO Server oTov OTToi0 £XOUE
gykataoTioel 1o ELK Stack. Omwg avagépetal kai o1o eyxeipidio Tou ELK Stack, €101Kd av m
eykardotaon tou ELK Stack é£€xel yivel xpnoigomoiwvtag cluster, 1ote 10 Metricbeat eivalr n

34

AvaTTugn Zuotrpatog EviomaopoU kal AvrigetwTriong KuBepvoemBéoewy yia Mikpoug Opyaviopoug:
E@appoyr Tou ELK yia tTnv Avatruén Kévrpou EAyxou KuBepvoaogaAeiag




MeTatrTuxiakr diaTpIn Bévvog AAéEavdpog

TrpoTevouevn PEBOSOG yia TN cUAAoyN Kal atrooToArR ded0oUEVWY TTAPAKOAOUONONG TOU GUCTAHATOG.
Ta BAdaTa pe Ta oTroia Ba cuvexiooupe €ival va XpnoigoTroifjoouue 1o metricbeat aAAd kai va
TTpocBécoupe pia TTapAPETPO OTO apXeio elasticsearch.yml, ye Tnv otroia Ba evepyoTrolgital N cuAAoyn
Oedopévwy. Ze autd TOo onueio PBAETTOUPE Ta BrjuaTta Ta OTTOIG £yIvav yIA VO EVEPYOTTOINCOUUE Th
ouAMoyn dedopévwy KaBwg eTTiong Kai TNV €YKOTACTAON KAl TTapaUETpoTToinan Tou Metricbeat.

[root@ELKstack itadm]# vi /etc/elasticsearch/elasticsearch.yml
xpack.monitoring.collection.enabled: true

[root@ELKstack itadm]# curl -L -O
https://artifacts.elastic.co/downloads/beats/metricbeat/metricbeat-7.6.2-x86_64.rpm
[root@ELKstack itadm]# sudo rpm -vi metricbeat-7.6.2-x86_64.rpm

[root@ELKstack itadm]# metricbeat modules enable elasticsearch-xpack
Enabled elasticsearch-xpack
[root@ELKstack itadm]#

[root@ELKstack itadm]# vi /etc/metricbeat/metricbeat.ymi
output.elasticsearch:
hosts: ["192.168.88.245:9200"]
username: "my_elastic"
password: "mypassword"
setup.kibana:
host: "192.168.88.245:5601"
username: "my_kibana"
password: "mypassword"

[root@ELKstack modules.d]# vi elasticsearch-xpack.yml
- module: elasticsearch

hosts: ["http://192.168.88.245:9200"]

username: "my_elastic"

password: "mypassword"

[root@ELKstack itadm]# sudo systemctl enable metricbeat.service
[root@ELKstack itadm]# sudo systemctl start metricbeat.service

2mnv idla kapTéAa (Stack Monitoring), BAéTTope TO cUVoAo Twv logs Tou server pag, information logs,
debug logs, error logs kai warning logs. lNa va evepyotroifooupde TNV UTInpeaia, XpeldleTal va
EYKOTAOTAOOUE KAl VO TTApAETpOTTOINOOUNE TO Filebeat.

# curl -L -O https://artifacts.elastic.co/downloads/beats/filebeat/filebeat-7.6.2-x86_64.rpm
# sudo rpm -vi filebeat-7.6.2-x86_64.rpm

TN Oouvéxela TTOPAaPETPOTIoIoUNE Ta apyeia Tou filebeat kai evepyotrololue 10 TTPOGCOETO TOU
elasticsearch oo filebeat.

# vi /etc/filebeat/filebeat.yml

filebeat.inputs:
- type: log
enabled: true
paths:

- lvar/log/*.log

output.elasticsearch:
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hosts: ["192.168.88.245:9200"]
Username: “elastic”
Password: “elastic”

# cd /etc/filebeat/modules.d
# mv elasticsearch.yml.disabled elasticsearch.yml
# vi elasticsearch.yml

server:
enabled: true
var.paths:
- lvar/log/elasticsearch/*.log
- Ivar/log/elasticsearch/*_server.json

gc:
var.paths:
- Ivar/log/elasticsearch/gc.log.[0-9]*
- Ivar/log/elasticsearch/gc.log

audit:
var.paths:
- lvar/log/elasticsearch/*_access.log
- Ivar/log/elasticsearch/*_audit.json # JSON logs

slowlog:
var.paths:
- lvar/log/elasticsearch/*_index_search_slowlog.log
- Ivar/log/elasticsearch/*_index_indexing_slowlog.log
- Ivar/log/elasticsearch/*_index_search_slowlog.json
- /var/log/elasticsearch/*_index_indexing_slowlog.json

deprecation:
var.paths:
- Ivar/log/elasticsearch/*_deprecation.lo
- lvar/log/elasticsearch/*_deprecation.json

Uptime Monitors

‘Exovtag eykataoTrioel To Metricbeat, pag divetal n duvatétnta oto Kibana otnv kaptéAa Metrics va
BAéToupe avaAuTikEG TTANpo@opieg Tou ocucoThuatog pag. Or TTAnpo@opieg autég agopouv Tnv
eme€EPYAOTIKN 1O0XUEL, TN PvAPn Ram Tou ocuoTtipatog aAAd kal SIKTUOGKEG TTANPO®OpPIEG OTTWG
eloepxOpevn Kai eEepXOuEVN Kivnaon.

‘Eva akopa xapaktnpioTikd TTou d1abétel To Kibana cival 1o Uptime Monitors, yéow Ttou otroiou
MTTOpoUPE va TTapakoAouBouue Tn O1aBeaIuOTNTA KOl OWOAR A€ITOUpyia TwWV UTINPECIWY TwWV
ouoTNUATWY Pag. MNa va guAAéEoupe Ta KATAAANAa dedopéva xpeladeTal va KAVOUUE EYKATAOTOON TO
Heartbeat.

# curl -L -O https://artifacts.elastic.co/downloads/beats/heartbeat/heartbeat-7.6.2-x86_64.rpm
# sudo rpm -vi heartbeat-7.6.2-x86_64.rpm

MapapetpoTtroiouue 1o apxeio heartbeat.yml pe TIg KATAAANAEG PUBUICEIG TTPOKEINEVOU VO ETTIKOIVWVET
JeE ToO elasticsearch.
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[root@ELKstack heartbeat]# vi /etc/heartbeat/heartbeat.yml

heartbeat.config.monitors:
path: /path/to/my/monitors.d/*.yml
reload.enabled: true
reload.period: 1s

output.elasticsearch:
hosts: ["<es_url>"]
username: "elastic"
password: "<password>"
setup.kibana:
host: "<kibana_url>"

2Tn CUVEXEID TIPOCOETOUE TIG UTTNPETIES TTOU gival SIaBETIUES Kal TIG OTTOIEG BEAOUNE va EAEYXOUE OTI
gival evepy€g. 10 TTapadelypa TTou akoAouBei eAéyyoupe To elasticsearch kai 1o kibana pe TpwTdkoAAO
tcp oTig avrioToixeg TOpTEG Tou (9200, 5601) evw Toug linux clients yéow TnNG utnpeciag ssh otnv
mopTa 22.

210 TTAQioI0 Twv OOKIMWY, TIPOKEIYEVOU va eAéyfoude OTI TO OUOTNUA PaG OOUAeUEl OwaOTA
TTpoaTéBnKav akéua duo utrnpeaieg. O TTpwToG £Aeyx0G eival Tou elasticsearch aAAd autr TN gopd
XPNOIMOTTOIWVTAG TO TTPWTOKOAAO hitp. MNa va yivel n auBevTikoTroinon 0TN CUYKEKPIUEVN TTEPITITWAN
TIPETTEI VO OpioouPE TO username kal password TTou Ba xpnoipoTrolei To ouoTnua. MNa 1o deUTEPO
¢AEYXO TTPOXWPNROANE OTNV €yKaTtaoTaon evog web server otov Centos8 client kai puBpicaue 10
heartbeat Tou ELK Stack va gAéyxel Tn d1a8e01udTNTa TOU HETW TTPWTOKOAAOU http.

[root@ELKstack heartbeat]# vi /etc/heartbeat/monitors.d/check.yml
- type: tcp

name: tcpcheck

enabled: true

schedule: "@every 5s"

hosts: ["192.168.88.245"]

ports: [9200, 5601, 22]

timeouts: 10s

- type: http
name: http_elasticsearch
enabled: true
schedule: '@every 5s'
urls:
- http://192.168.88.128:9200
username: elastic
password: mypassword

- type: tcp
name: clientcheck
enabled: true
schedule: "@every 5s"
hosts: [192.168.88.114, 192.168.88.116, 192.168.88.145]
ports: [22]

- type: http
name: http_centos
enabled: true
schedule: '@every 5s'
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urls:
- http://192.168.88.145:80/hello.php

- type: tcp
name: pi_check
enabled: true
schedule: "@every 5s"
hosts: [192.168.88.134]
ports: [2222]

[root@ELKstack monitors.dJ# systemctl enable heartbeat-elastic.service
[root@ELKstack monitors.dJ# systemctl start heartbeat-elastic.service

Machine Learning

Xpnoiuotroiwvtag 1o ELK Stack pe Tn Baagikni ddeia xprnong, otnv kaptéAa Machine Learning €xoupe
TpdoRaacn pévo oto epyaAeio Machine Learning Data Visualizer, 1o otmoio pag Bon8d va kataAdBoupe
Ta dedopéva pag. Mrmopoupe €ite va To TPo@odoTHoOUNE divovTag Tou dedOUEVA E TN HOPPN apxEiwv
logs, €iTe xpnoipotroiwvtag dedopéva TTou £xoupe NdN GUAAEEEI aTo elasticsearch. Na va atTokTioouuE
mpbéofacn oe OAeg TIg uttnpecieg Tou Machine Learning Ba mpémel va éxoupe ayopdoel pia adeia
xpnonge.

lNa va tpogodotiioouphe 10 Machine Learning Data Visualizer pe dedopéva atro 10 elasticsearch
xpnoigotroloUpe Tnv avriotoixn €mAoyn (Select index). EmAéyoupe Ta dedopéva TTou BEAOUPE va TO
TpopodoTAoouue To ouoTnua (auditbeat, filebeat, metricbeat, packetbeat). 1n cuvéxeia opadoTroiei
TNV TTANPOYOpPIa Kal Jag eu@avilel Ta avTioTolxa diaypduuaTa, TToo00Td Kal TTANPOPOPIEG HEoW TwV
OTTOiWYV YTTOPOUE VA €XOUNE KAAUTEPN EIKOVA YIa Ta OEQOUEVA UAG.

3.2 Clients

‘Exovtag OnuIoupyfoel Tov server, TIpoXWwpnoa oTtnv Odnuioupyia Teocodpwyv clients. Tpeig
dla@opeTIKoUG linux clients xpnoiyoTTolwvTag TPEIG aTTo TIG TTI0 YVWOTEG dlavouég, Centos, openSUSE,
Ubuntu kai atn dnuioupyia evog windows 10 client. 1o kGBe cuoTna €yive eykaTdoTacn TTapatmdvw
arro éva Beat aAAa emeidn n Baaikn diadikaaoia eykatdoTaong Twv Beats ival idia 010 kGBe AsiToupyikd
oloTnua, TTapouaidleTal n eykardoTacn Jovo evog beat.

3.2.1 Liunx Clients

ZTIG EIKOVIKEG MWNXAvEG TTOUu Onuioupyndnkav yia Tnv UAOTTOINGN TnNG METATTITUXIOKAG €PYyOaiag
xpnoigotroinénkav or Linux diavouég openSUSE 15.1, Centos 8 kai Ubuntu 18.04. Ta Beats 1ou
eykaraoTdbnkav Kal oTa Tpia guaTruaTa ival To auditbeat, metricbeat, filebeat, kai heartbeat. AvdAoya
ME TN diavopr TTou xpnaolpoTtrolouue Tote aAAdlouv ol aAAayEg AGyo Tou ekAdoToTe package manager
TTOU XPNOIUOTTOIEl TO KABE AciToupyikd oUOTNUA. Z€ QUTn TNV TTEPITITWON Ba doUpEe TO TTWG EYIVE N
eykaraoTaon atov client ye Centos 8.

To TpwTo Bripa gival va KaTeBAcouUpE To avTioTolXo TTOKETO atro To Elastic. Me TIG TTapakdTw eVTOAEG
karteBdloupe 1o TTakETO yia To Auditbeat kal oTn cuvéxela KAvoupe TNV eykatdoTaon.

# curl -L -O https://artifacts.elastic.co/downloads/beats/auditbeat/auditbeat-7.6.2-x86_64.rpm
# sudo rpm -vi auditbeat-7.6.2-x86_64.rpm
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‘Exovtag KateRAoel Kal EyKATAoTATEI TO TTAKETO yia To Auditbeat, Ba TrpeTTel va KAVOUE TIG AVTIOTOIXES
TTAPAUETPOTTOINCEIS £€TO1 WOTE O client va aTéAvel Ta dedopéva oTov ELK Stack server 1Tou €xoupe

OnNUIoUPYACEL.

# vi /etv/auditbeat/auditbeat.yml
setup.kibana:
host: "mykibanahost:5601"

output.elasticsearch:
hosts: ["'myEShost:9200"]
username: "my_filebeat"
password: "mypassword"

Me TIC TTapaKATW €VTOAEG pubpifoupe TO oUCTNUA POG, £€TAl WAOTE VA EVEPYOTTOINBEi TO service va
Zekivael autopaTa KaBe @opd TTou EeKIVAEI 1 ETTAVEKKIVEI O UTTOAOYIOTAG pag. Me T OeUTepn €vioAR
Eekivape 1o service

# sudo systemctl enable auditbeat.service
# sudo systemctl start auditbeat.service

KdaTroloug akOpa eAEyXOUG TTOU UTTOPOUME VA KAVOUE yia va doupe oTl To Beat mmou eykataoTAcapue
O0oUAEUEI CWOTA gival O TTAPAKATW:

[root@centos8VM itadm]# systemctl status auditbeat.service
e auditbeat.service - Audit the activities of users and processes on your system.
Loaded: loaded (/usr/lib/systemd/system/auditbeat.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2020-04-02 23:47:43 EEST; 2 weeks 0 days ago
Docs: https://www.elastic.co/products/beats/auditbeat
Main PID: 1570 (auditbeat)
Tasks: 15 (limit: 12515)
Memory: 277.7M
CGroup: /system.slice/auditbeat.service

[root@centos8VM itadm]# filebeat test output
elasticsearch: http://192.168.88.245:9200...
parse url... OK
connection...
parse host... OK
dns lookup... OK
addresses: 192.168.88.245
dial up... OK
TLS... WARN secure connection disabled
talk to server... OK
version: 7.6.2
[root@centos8VM itadm]# packetbeat test config
Config OK
[root@centos8VM itadm]#
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3.2.2 Windows Clients

TNV €IKOVIKI INXAVH TTOU XPNOCIKMOTIOINONKE yia TIG avAyKeg UAOTTOINONG TNG METATITUXIOKAG £pyaadiag,
xpnoipgotroifdnke éva Windows 10 (1909 version). ‘Eyive eykatdoTtaon Twv Winlogbeat, Auditbeat kai
Filebeat. Mapakdtw TTEPIypd@eTal n diadikagia eykatdoTtacng Ttou winlogbeat. H diadikacia eivai
avtioToixn kai yia Ta Auditbeat kai Filebeat.

To mpwTto BAua eival va kateBdcoupe 10 cupteapévo apxeio Winlogbeat (zip) atmo tnv etrionun
oehida.

E&dayoupe Ta TTEPIEXOUEVA TOU CUUTTIEGUEVOU OPXEIOU TTOU KATERBATAE Kal Ta TOTTOBETOUNE YETA GTO
C:\Program Files.

MeTtovoudloupe Tov @akeAo atro winlogbeat-<version> og Winlogbeat.

Avoiyoupe 1o PowerShell gav diaxeipioTéG Kal SivOUNE TIG TTAPAKATW EVTOAEG

PS C:\Users\Administrator> cd 'C:\Program Files\Winlogbeat'
PS C:\Program Files\Winlogbeat> .\install-service-winlogbeat.ps1

Security warningRun only scripts that you trust. While scripts from the internet can be useful,this
script can potentially harm your computer. If you trust this script, usethe Unblock-File cmdlet to
allow the script to run without this warning message.Do you want to run C:\Program
Files\Winlogbeat\install-service-winlogbeat.ps1?[D] Do not run [R] Run once [S] Suspend [?]
Help (defaultis "D"): R

Status Name DisplayName

Stopped winlogbeat winlogbeat

‘Exovtag eykataaTroel To winlogbeat mpoxwpdue oTnv TTapaueTpoTToinan Tou winlogbeat.yml apyeiou
TIPOKEIUEVOU va OTEAVEI Ta DEdOPEVA OTO KEVTPIKO pag server 6trou gival To ELK Stack. O1 aAAayég TTou
Kavoupe €xouv OKOTTO TO COUOTNPO WOG va oTTooTéAAEl punvOpaTa aOQAAgiag, CUOTANATOG Kal
epappoywyv. ETriong opifoupe éva @dkedo péca otov otroio Ba kpartdel logs yia 60eC PEPEG TOU
opiooupe. To apyeio Tou TIPETTEl  va  TrapapeTpotroijooupe  givar  oto  C:\Program
Files\Winlogbeat\winlogbeat.yml kai o1 aAAay£G TTOU TTPETTEI VA KAVOUUE €ival Ol TTAPAKATW:

winlogbeat.event_logs:
- name: Application
ignore_older: 72h
fields:
log_type: windowsevt
- name: Security
fields:
log_type: windowsevt
- name: System
fields:
log_type: windowsevt
- name: Windows PowerShell
fields:
log_type: windowsevt
- name: Microsoft-Windows-PowerShell/Operational
fields:
log_type: windowsevt
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- name: Microsoft-Windows-WMI-Activity/Operational
fields:
log_type: windowsevt
- name: Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational
fields:
log_type: windowsevt
- name: Microsoft-Windows-Sysmon/Operational
fields:
log_type: windowsevt

Systemoutput.elasticsearch:
hosts:
- localhost:9200

setup.dashboards.enabled: true

logging.to_files: true
logging.files:
path: C:\ProgramData\winlogbeat\Logs
name: winlogbeat
keepfiles: 15
permissions: 0644
logging.level: info

MNa va eraAnBelooupe TIG aAAayEG TTou KAvaue oTa apxeia pubuioewv Tou winlogbeat divoupe Tnv
TTOPAKATW EVTOAR OTO TEPUATIKG HAG.

C:\Program Files\Winlogbeat>.\winlogbeat.exe test config -c .\winlogbeat.yml -e

2020-07-09T19:30:40.308+0300 INFO instance/beat.go:622 Home path: [C:\Program
Files\Winlogbeat] Config path: [C:\Program Files\Winlogbeat] Data path: [C:\Program
Files\Winlogbeat\data] Logs path: [C:\Program Files\Winlogbeat\logs]
2020-07-09T19:30:40.311+0300 INFO instance/beat.go:630 Beat ID: b9fe7eee-8b00-42a1-
b1fd-23dbde814c99

2020-07-09T19:30:40.319+0300 INFO [beat] instance/beat.go:958 Beat info

{"system_info": {"beat": {"path": {"config": "C:\\Program Files\\Winlogbeat", "data": "C:\\Program
Files\Winlogbeat\\data", "home": "C:\\Program Files\Winlogbeat", "logs": "C:\\Program
Files\Winlogbeat\\logs"}, "type": "winlogbeat", "uuid": "b9fe7eee-8b00-42a1-b1fd-
23dbde814c99"}}}

2020-07-09T19:30:40.319+0300 INFO [beat] instance/beat.go:967 Build info
{"system_info": {"build": {"commit": "c1c49432bdc53563e63e9d684ca3e9843626e448", "libbeat":
"7.6.1", "time": "2020-02-28T23:20:54.000Z", "version": "7.6.1"}}}

2020-07-09T19:30:40.319+0300 INFO [beat] instance/beat.go:970 Go runtime info
{"system_info": {"go": {"os":"windows","arch":"amd64","max_procs":2,"version":"go1.13.8"}}}
2020-07-09T19:30:40.324+0300 INFO [beat] instance/beat.go:974 Host info

{"system_info": {"host": {"architecture":"x86_64","boot_time":"2020-06-
25T722:22:21.71+03:00","name™:"win10Pro","ip":["fe80::387e:ff06:267e:a735/64","192.168.88.113/2
4""::1/128","127.0.0.1/8"],"kernel_version":"10.0.18362.900
(WinBuild.160101.0800)","mac":["08:00:27:6a:2f:1e"],"os":{"family":"windows","platform":"windows"
,"name":"Windows 10
Pro","version":"10.0","major":10,"minor":0,"patch":0,"build":"18363.900"},"timezone":"EEST","timez
one_offset_sec":10800,"id":"3752de9d-f693-4763-b7ad-957a3a43c46a"}}}
2020-07-09T19:30:40.327+0300 INFO [beat] instance/beat.go:1003 Process info
{"system_info": {"process": {"cwd"; "C:\\Program Files\\Winlogbeat", "exe": "C:\\Program
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Files\Winlogbeat\\winlogbeat.exe", "name": "winlogbeat.exe", "pid": 7528, "ppid": 832,
"start_time": "2020-07-09T19:30:40.252+0300"}}}

2020-07-09T19:30:40.328+0300 INFO instance/beat.go:298 Setup Beat: winlogbeat;
Version: 7.6.1

2020-07-09T19:30:40.329+0300 INFO [index-management] idxmgmt/std.go:182  Set
output.elasticsearch.index to 'winlogbeat-7.6.1"' as ILM is enabled.
2020-07-09T19:30:40.329+0300 INFO elasticsearch/client.go:174  Elasticsearch url:
http://192.168.88.245:9200

2020-07-09T19:30:40.329+0300 INFO [publisher] pipeline/module.go:110 Beat name:
win10Pro

2020-07-09T19:30:40.329+0300 INFO beater/winlogbeat.go:69 State will be read from and
persisted to C:\Program Files\Winlogbeat\data\.winlogbeat.yml
2020-07-09T19:30:40.465+0300 WARN [cfgwarn]

Config OK

C:\Program Files\Winlogbeat>

registered_domain/registered_domain.go:60 BETA: The registered_domain processor is beta.

TéANOG TTNyaivoupe oTa services Tou CUCTAUATOG Kal EeKIvaue TO winlogbeat (BAétre Eikdva 11)

& Computer Management - O X
File Action View Help
o aEEd= HE »enn
& Computer Management (Local | = Seryices Actions
v [ System Tools - ~
@ Task Scheduler winlogbeat MName Description Status Startup Type Log On As | Services -
B Event Viewer i), Windows Push Notification... This service... Running  Automatic Local Syste... More Actions »
Stop the service .
5| Shared Folders 2top € Windows PushTolnstall Serv... Provides inf... Manual (Trig...  Local Syste...
=l Restart the service . winlogbeat -
&% Local Users and Groups Ok Windows Remote Manage..  Windows R.. Manual MNetwork S..
(&) Performance Lk Windows Search Provides co.. Running  Automatic (..  Local Syste... More Actions 4
& Device Manager 0 Windows Security Service  Windows Se.. Running  Manual Local Syste...
v 55 Storage Ok Windows Time Maintains d... Manual (Trig.. Local Service
_ i Disk Management Ll Windows Update Enables the ... Manual (Trig... Local Syste...
v [ Senvices and Applications £ Windows Update Medic Ser... Enables rem... Manual Local Syste...
“ Services WinHTTP Web Proxy Auto-.. WinHTTPi.. Running Manual Local Service
aj WMI Control Running Automatic (w Local Syste..
Wired AuteConfig The Wired A... Manual Local Syste...
L WLAN AutoConfig The WLANS... Manual Local Syste...
L WMI Performance Adapter  Provides pe... Manual Local Syste...
) Work Folders This service ... Manual Local Service
O Workstation Creates and...  Running  Automatic Metwork S...
L WWAN AutoConfig This service ... Manual Local Syste... w
< > |, Extended { Standard
Eikéva 11. Winlogbeat service
2TIG £1IKOVEG 12 £éwg 18 TTOoU akoAouBouv BAEétroupe To dashboard Tou winlogbeat kaBwg kai
YPO@AMATA HE TIG TTANPOQPOPIEG TTOU KATAYPAPEI TO CUCTNHA G,
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Eikova 18. SIEM windows host

3.2.3 Napaperpomoinon Windows Logging

O umroAoyiothg pe windows 10 TrapapeTpoTroinBnke KATAAANAG WOTE va Kataypa@el €TITTAEOV
TIANPOQPOPIEG TOU CUATAPATOG, £TC1 WWOTE G€ TTEPITITWON ETTIOEGNC VO UTTOPECOUE VA EVTOTTIOOUE Kal
va IXVNAATACOUE TIG KIVACEIG TOU ETTITIDEUEVOU OTOV UTTOAOYIOTH HOG.

ApxIKa £yIve n eykatdoTaan Tou gpyaAeiou Sysmon (System Monitor) ammé tnv Sysinternals. Mpokeitai
yia éva epyaAeio TTou TTapakoAouBei Kal KaTaypda@el TTANPOPopPieg aTrd TIG EVEPYEIEG TTOU GUUBaivouv
oTov utrohoyioTh pag oto Windows event log. Mapéxel TTAnpo@opieg OXeTIKA e TIG dlEPYATieg TTOU

dnuioupynonkav, BIKTUAKEG auvOETEIG OAAG Kal aAAayEéG oTa apxeia ouaTruaTog (BAETTE eikdveg 19,
20).

System Monitor License Agreement

‘fou can also use the /accepteula commandine switch to accept the EULA.

command for confi ISCUIESRERGLIGIE (SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly

to automatically R TNV (ovned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also
uninstall requires a reboot. apply to any Sysinternals

updates,

supplements,

Internet-based services, and v

Decline

Eikova 19. Eykardoraon Sysmon
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Receives tra... General  LogOn  Recovery Dependencies
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This service .. Service name: SRR

Verifies pote... Display name Sysmon64

DISC?VE!S n-.  Runnig Description: System Monitor service

Provides re Runnin

Launches a...

Provides en... Runnin  Pathto executable

Optimizes t... CAWINDOW S\ Sysman64 exe

This service .. Runnin  Startup type: Automatic -
Maintains a...  Runnin

System Mo...  Runnin

Monitors sy... Runnin

Coordinates... Runnir Service status: Running

Meniters an...  Runnin Start Stop Pause Resume
Enables a us... Runnin

Provides su...  Runnin ;(rgrl;l‘ (;érr\especlfy the start parameters that apply when you start the service
Provides Tel...

Provides us...  Runnin

Coordinates... Runnin

Enables Tou.. Runnin

Shell comp... Cancel Apply
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Eikova 20. Evepyorroinan rou service Sysmon

Etriong 6mmwg BAETTOUNE OTIC €IKOVEG 21 PEXPI 26 EVEPYOTTOINCAUE OTO CUCTNUA PAG KATTOIEG AKOMO
TTAPAUETPOUG TTPOKEINEVOU va KpaTdel TTAnpogopiec 6TTwg Command line logging, Powershell script

logging, Tasks event logging .

File Action View Help

e nm = HE

= Local Computer Policy
v i Computer Configuration
7| Seftware Settings
v (] Windows Settings
| Name Resolution Policy
2] Scripts (Startup/Shutdown)
= Deployed Printers
~ 3y Security Settings
A Account Policies
A Local Policies
| Windows Defender Firewall with Advanced Security
7| Network List Manager Policies
7| Public Key Policies
| Software Restriction Policies
| Application Control Policies
‘8, IP Security Policies on Local Computer
v [ Advanced Audit Policy Configuration
~ [ System Audit Policies - Local Group Policy Object
35 Account Logen
5 Account Management
59 Detailed Tracking
[ DS Access
5 Logon/Logoff
[ Object Access
[ Policy Change
[ Privilege Use
8 System
[ Global Object Access Auditing
il Policy-based QoS
“| Administrative Templates
v i, User Configuration
| Software Settings
| Windows Settings
“| Administrative Templates

Subeategory

15 Audit DPAP! Activity
e Audit PNP Activity

B Audit Process Creation

e Audit Process Termination
5 Audit RPC Events

%) Audit Token Right Adjusted

Audit Events
Not Configured
Not Configured
Not Configured

Audit Process Creation Properties

Policy  Explain

El Audit Process Creation

Configure the following audit events:

Success

Failure

Cancel

Apply

AvaTTugn Zuotrpatog EviomaopoU kal AvrigetwTriong KuBepvoemBéoewy yia Mikpoug Opyaviopoug:
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File Action View Help

L AN XE= H=

=] Local Computer Pelicy || Policy Security Setting
~ (% Computer Configurtion Accounts: Administrator account status Enabled
| Software Settings | Accounts: Block Microsoft accounts Nt Defined
v 7 Windows Settings
Accounts: Guest account status Disabled

“| Name Resolution Policy
&) Scripts (Startup/Shutdown)
=0 Deployed Printers
~ [ Security Settings
A Account Policies
~ 4 Local Policies
& Audit Policy
7 User Rights Assignment
7 Security Options

Accounts: Limit local account use of blank passwords to co...  Enabl

Audit: Shut down system immediately if unable to log secur... Disabl
| DCOM: Machine Access Restrictions in Security Descriptor ... Not D

| Accounts: Rename administrator account Admin - Audit: Force audit policy subcategory settings (Windows ...

Accounts: Rename guest account Guest

Audit: Audit the access of global system objects Disablg Lecal Securty Sefting | Explain

| Audit: Audit the use of Backup and Restore privilege Dis23 Audit: Force audit policy subcategory sektings (Windows Vista or
B Audit: Force audit policy subcategory settings (Windows Vis.. NotD later) to overide audit policy category setings

| Windows Defender Firewall with Advanced Securi DCOM: Machine Launch Restrictions in Security Descriptor .. Mot D Enabled
p
| Network List Manager Policies Devices: Allow undock without having to log on Enable O Disabed
| Public Key Policies | Devices: Allowed to format and eject removable media Nt D
~| Software Restriction Policies. Devices: Prevent users from installing printer drivers Disabl
~| Application Centrol Policies Devices: Restrict CD-ROM access to locally logged-on user .. Not Dy
&, IP Security Policies on Local Computer | Devices: Restrict floppy access to locally logged-on user only  Not Dy
v [E Advanced Audit Policy Configuration Domain controller Allow server operators to schedule tasks Mot Dy
v I System Audit Policies - Local Group Policy Object Domain controller: LDAP server channel binding token requi... Not D
1 AccountLagon | Domain controller: LDAP server signing requirements Nt D
Account M t oming 1=
ﬁ D:”‘”';T Tgﬁme" Domain controller Refuse machine sccount password chan... Mot D
=3 Detailed Trackin:
DS Ay 9 Domain member: Digitally encrypt or sign secure channel d... Enabld
Logon/Logeft | Domain member. Digitally encrypt secure channel dats (wh... Enable
3 Object Access Domain member: Digitally sign secure channel data (when .. Enable
=3 Policy Change Domain member: Disable machine account password chan... Disabl
2 Privilege Use | Domain member. Maximum machine account password age 30 day|
7 system Domain member Require strong (Windows 2000 or later) se... Enable
34 Global Object Access Auditing | Intersctive logon: Display user information when the session... Not D
iy Policy-based QoS Interactive logon: De not require CTRL+ALT=DEL Nt D
= Administrative Templates Interactive logon: Don't display last signed-in Disabl Cancel Posly
i, User Configuration | Intersctive logon: Don't display usemame st sign-in Nt Dermecr
“| Software Settings v Interactive logon: Machine account lockout threshold Not Defined
< > Interartive lnnnn: Marchine inactivit limit Mot Nefined
Eikéva 22. Audit Policy
File Action View Help
e amE Bm T
~ [ System ~ Audit Process Creation
7| Access-Denied Assistance o s 5 .
P Inddecommandinenprocess  Seing tote omment
AT s @ [# Include command line in process creation events. Not configured No

| Credenticls Delegation
Device Guard
| Deviee Health Attesttion Service
| Device Installation
| Disk NV Cache
| Disk Quotas
Display
| Distributed COM
| Driver Installation

| Early Launch Antimalware
Enhanced Storage Access
File Classification Infrastructure
File Share Shadow Copy Provider
| Filesystem
| Folder Redirection
I Group Policy
I Intemet Communication Management
7 iscsl
o KDC
Kerberos
] Kemel DMA Protection
| Locale Services

Logen
Mitigation Options

] PIN Complexity

| Power Management
Recovery

Remote Assistance

Remote Procedure Call
| Removable Storage Access
| Sciipts
] Server Manager
Senice Control Manager Settings
Shutdown
| Shutdown Options
| Storage Health
| Storage Sense
System Restore
Troubleshooting and Diagnostics
| Thusted Platform Medule Services
7| User Profiles

Edit policy setting

Requirements: & Include command line in process creation events
At least Windows Server 2012 R2,
Windows 8.1 or Windows RT 2.1 E Include command line in precess creation events

Description:

This policy setting determines what
information is logged in security
audit events when a new process has @ Enabled
been created.

O Not Configured ~ Comment:

O Disabled

This setting only applies when the
Audit Process Creation policy is
enabled, If you enable this pelicy

Supported on: - [A¢ least Windows Server 2012 R2, Windows &.1 or Windows RT 8.1

setting the command line
information for every process will be Options:
logged in plain text in the security

event log as part of the Audit Process

Help:

Creation event 4662, " new process
has been created,”

workstations and servers on which
this policy setting is applied

If you disable or do not configure this
policy setting, the process's
command line information will not
beincluded in Audit Process Creation
events,

Defoult: Not configured

Note: When this policy settingis
enabled, any user with access to read
the security events will be able to
read the command line arguments
for any successfully created pracess.
Command line arguments can
contain sensitive of private
information such as passwords or

This policy setting determines what information is logged in
securty audit events when a new process has been created.

This setting only applies when the Audit Process Creation policy
is enabled. f you enable this policy setting the command line
information for every process will be logged in plain text in the
security event log as part of the Auit Process Creation event
4568, "2 new process has been created,” on the workstations and
servers on which this policy setting is applied.

If you disable or do not configure this policy setting, the
process's command line information will not be included in
Audit Process Creation events.

Defauit: Not configured

Note: When this policy setting is enabled, any user with aceessto
read the security events will be able to read the command line
arguments for any successfully crested process. Command fine
arguments can contain sensitive or private information such as
passwords or user data.

user data

Cancel Apply

Eikéva 23. Command Line logging
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File Action View Help

LL kAN (RE3) 7]

[ 4

| Microsoft Edge
| Microsoft Secondary Authentication Factor
| Microsoft User Experience Virtualization
Netheeting
I OneDrive
Online Assistance
0OBE
| Portable Operating System
| Presentation Settings
7| Push To Install
| Remote Desktop Services
| RSS Feeds

| Search
| Security Center

| Shutdown Options

I Smart Card

| Software Protection Platform
| Sound Recorder

7| Speech

Store

Sync your settings

| Tablet PC

| Task Scheduler

7 Text Input

| Windows Calendar

| Windows Color System

al ~ Windows PowerShell

Turn on Module Logging

Edit policy setting

Requirements
At least Microsoft Windows 7 or
Windows Server 2008 family

Description:

This policy setting allows you to
tum on logging for Windows
PowerShell modules

If you enable this policy setting,
pipeline execution events for
members of the specified modules
are recorded in the Windows
Powershell log in Event Viewer.
Enabling this policy setting for a
module is equivalent to setting the
LogPipelineEx ecutionDetails property
of the module to True.

If you disable this palicy setting,
logging of execution events is
disabled for all Windows PowerShell
modules, Disabling this policy setting
for a module is equivalent to setting

| Windows Customer Experien Progral
| Windows Defender SmartScreen

| Windows Error Reporting

| Windows Game Recording and Broadcasting

| Windows Hello for Business

| Windows Ink Workspace

| Windows Installer

] Windows Logon Options

g
property of the module to False,

If this policy setting is not
configured, the
LogPipelineExecutionDetails property
of a module or snap-in determines
whether the execution events of a
module or snap-in are logged. By
default, the

Setting State Comment
[ Turn on Module Logging Net <enfigured Ne
| Tum on PowerShell Script Block Logging Not configured No
Turn on Script Execution Not configured No
Turn on PowerShell Transcription Not configured No
Set the default source path for Update-Help Not configured MNo
& Tum on Module Logging o X
[} Tum on Module Logging Next Setting
O NotConfigured ~ Comment:
® Enabled
QO Disabled
Supperted oni [ At |east Microsoft Windows 7 or Windows Server 2008 family
Options: Help:
~

Show, and then type the module names i
Wildcards are supported

Module Names | Shou.
To turn on logging for the Windows Pow
list:

Microsoft. PowerShell.*

MicrossftWSM:

Windows Media Digital Right
Windows Media Player

| Windows Messenger

| Windows Mobility Center

| Windows PowerShell

| Windows Reliability Analysis

| Windows Remote Management (WinRM)
| Windows Remote Shell

o Details property
of all modules and snap-ins is set to
Folse.

To add modules and snap-ins to
the policy setting lit, click Show, and
then type the module names inthe
fist. The modules and snap-ins in the
list must be installed on the

To turn on logging for one or more modules, click

modules, type the following module names in the

in the list.

ershell core

This policy setting allows you to turn on logging for
Windows PowerShell modules.

If you enable this policy setting, pipeline execution events
for members of the specified madules are recorded in the
Windows PowerShell log in Event Viewer. Enabling this policy
setting for a module is equivalent to setting the
LogPipelineExecutionDetails property of the module to True,

If you disable this policy setting, logging of execution events
is disabled for all Windews PewerShell modules. Disabling this
policy setting for a module is equivalent to setting the
LogPipelineExecutionDetails property of the module to False.

If this policy setting is not configured, the
LogPipelineExecutionDetails property of a module or snap-in
determines whether the execution events of 2 module or snap-in
are logged. By default, the LogPipelineExecutionDetails property
of all modules and snap-ins is set to False.

| Windows Security computer,

Cancel Appl,
| Windows Update Note: This policy setting exists nee FE7
I Work Folders under both Comnputer C

[, Al Settings. and User Configuration in the Group
v §& User Configuration Palicy Editor. The Computer
Eikova 24. PowerShell Logging
@ Windows PowerShell
Turn on PowerShell Script Block ~ Setting State Comment
Logging Turn on Module Lagging Enabled No
Edit policy scttin [ Turn on PowerShell Script Block Logging Mot configured No

poncrsting. Turn on Script Execution Mot configured No
Requirements: Turn on PowerShell Transcription Mot configured No
At least Microsoft Windows 7 or Set the default source path for Update-Help Mot configured Mo
Windows Server 2008 family
Description: 4 Turm on Powershel Script Block Logging X

This policy setting enables .
logging of all PowerShell script input [E] Turn on PowerShell Script Block Legging Previous Setting Next Setting
to the Microsoft-Windows-

PowerShell/Operational event log. If
you enable this policy setting, O NotConfigured ~ Comment:

Windows PowerShell will log the
processing of commands, script @) Enabled
blocks, functions, and scripts -
whether invoked interactively, or O Disabled
through automation. Supported on: [ ¢ least Microsoft Windows 7 or Windows Server 2008 family

If you disable this policy setting,

Iogging of PowerShell script input is
disabled. Options: Help:

I you enable the Script Block - N
Invocation Logging, Powershell og seript plock invocation sfart / stap events: This policy setting enables logging of all PawerShell script
sddiionally ogs events when_ input to the Microsoft-Windows-PewerShell/Operational event
Block funcion, aroenot Iog. If you enable this policy setting,

e o e Windows PowerShell wil log the processing of commands,
Invocaton Logama generstes 3 high script blocks, functions, and scripts - whether invoked
nvocation Logging generates 2 hig interactively, or through automatien.
volume of event logs.
] If you disable this policy setting, logging of PowerShell

Note: This palicy setting exists Smp“ﬁput‘sdlsabled." ¥ setting. legging
under both Computer Configuration
;"“’ US;.S“’”;‘%”’;“”” ‘"tt'“EG’“'”” If you enable the Script Block Invocation Logging,

C” ‘?‘ 'f" e‘ °""£J e’t " PowerShell additionally logs events when invocation of a
P e % command, script block, functien, or script
precedence over the User starts or stops. Enabling Invocation Logging generates a
Configuration policy setting. highwolume of peert loge.
Note: This policy setting exists under both Computer
Configuration and User Configuration in the Group Policy Editor.
The Computer Configuration policy setting takes precedence
over the User Configuration policy setting. v

Cancel

Apply

Eikova 25. PowerShell Script Logging
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(D) Task Scheduler - o x
File Action View Help
= |F HE

(%) Task Scheduler (Local) Actions
@ Task Scheduler Library

| Tosk Scheduler (Lacal) -
‘ Ovenview of Task Scheduler -

Connect to Another Computer...

T, You can use Task Scheduler to create and manage common tasks that your computer il B) Creste Basic Task..
(=
1) camy out automatically at the times you specify. To begin, click a command in the Action

ey L Create Task..
Import Task...
Tasks are stared in folders in the Task Scheduler Library. To view or perform an operation mert fas
on an individual task, select the task in the Task Scheduler Library and click on a

ramrnand in the Artinn renn

Display All Running Tasks
] Enable All Tasks History

Task Status &

AT Service Account Configuration

Status of tasks that have started in the following time period: Last 24 hours ~ View »
Refresh

H Hep

Summary: O total - O running, 0 succeeded, 0 stopped, 0 failed

Task Name Run Result  Run Start Run End Triggered |

< >

Active Tasks &

Active tasks are tasks that are currently enabled and have not expired.

Summary: 117 total v

Last refreshed at 7/17/2020 9:42:50 PM Refresh

Eikova 26 - Task Scheduler Logging

4 AvaAuon Emdoocswv

AnpioupyrBnke To EPYaOThPIO WE TOV server Kal Toug clients TTpokeiuévou va yivouv ol ammapaitnTeg
QOKIMEG KO JETPAOEIG. 2€ AUTO TO Onueio TTpooTEéBnkav akdua duo clients (GUvoAo £E€1) TTou GTEAVOUV
dedopéva oto ELK Stack trpokeiyévou ol petprioelig va givar 600 10 duvatév o Kovid atnv
TpayuatikéTnTa. OTTwg ava@épaue Kal VWEITEPA, T XAPAKTNPIOTIKA TOU server diagopoTrolouvTal
avaloya pe Ta Oedopéva Kal TWV ApPIBUO TWV CUCKEUWY TTOU UTTAPXOUV OTOV opyavioud Kal gival
ouvdedepéva e 1o ELK Stack.

MNa TNV uAoTTOINON TNG METATTTUXIOKAG EPYOTIAG TA XOPOKTNPIOTIKA TOU server nTav oT1o eAGXIOTO TToU
atrauteital yia Tnv uAotroinon tou ELK Stack. Map ‘OAa autd dev avTiyeTwTTioTNKAV TTPORAARUATA OTN
AeIToupyia Tou server, Tnv eTTeEEpyacia Kal avaAuon Twv OeBOPEVWY ] OTNV ATTOKPIOH TOU CUCTANATOG.

210 MAaiola Twv dokipwy yia 1o Elastic SIEM €yivav kammoieg emBEoelg amd évav UTTOAOYIOTH TToU gival
OTO 010 IKTUO PE TOUG UTTOAOITTOUG UTTOAOYIOTEG TOU £pyaaTnpiou pag. To Asitoupyiké eivar Kali Linux
Kal XPNOIYOTIoINONKE TTPOKEINEVOU va  UAOTTOINBOUV KATTOIEG EIKOVIKEG ETTIOECEIG TTPOG  TOUG
UTTOAOYIOTEG TOUG OTToioUG TTapakoAouBolpe pe Tn xprion tou ELK Stack. Ao autég Tig dokiuég
BéAoupe va doupe 611 aTo Elasticsearch pytmmopouue va avayvwpicoupe 1o TIOTE €yIve pia €TTiBean, OTI
MTTOPOUNE va aviXveEUOOUNE aTTd TTOU EEKIVNOE KAl YEVIKOTEPA VO avOAUCOUUE TIG TTANPOQOpPIEG TTOU
arreikovi¢ovral atréd 1o Kibana.

H 1TpwTn €1miBeon ou Trpayuatotroiidnke rav pe 1o epyoAeio Hydra. Xpnoipotroiinke éva apyeio
TTou TTEPIEiXE TTIBavoUS KwOIKOUG Kal £YIVE TTPOCTTABEIN VA ATTOKTAOOUNE TTPOORACT O€ évav atrd TOUG
linux clients péow Tou TTpwTOoKOAAOU SSH. To Kali Linux €xer Tnv ip 192.168.88.177 evw yia B0ua
emA£XOnke To Centos pe ip 192.168.88.145. Zav username emA£XONKe o xprioTng “test”.

root@kali:~# hydra -V -f -t 4 - test -P /root/wordlist ssh://192.168.88.145
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service
organizations, or for illegal purposes.

49

AvaTTugn Zuotrpatog EviomaopoU kal AvrigetwTriong KuBepvoemBéoewy yia Mikpoug Opyaviopoug:
E@appoyr Tou ELK yia tTnv Avatruén Kévrpou EAyxou KuBepvoaogaAeiag




MeTatrTuxiakr diaTpIn Bévvog AAéEavdpog

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-04-29 11:28:04
[DATA] max 4 tasks per 1 server, overall 4 tasks, 24 login tries (1:1/p:24), ~6 tries per task
[DATA] attacking ssh://192.168.88.145:22/
[ATTEMPT] target 192.168.88.145 - login "test" - pass "root" - 1 of 24 [child 0] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "admin" - 2 of 24 [child 1] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test" - 3 of 24 [child 2] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "1" - 4 of 24 [child 3] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "2" - 5 of 24 [child 0] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "3" - 6 of 24 [child 2] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "4" - 7 of 24 [child 1] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "5" - 8 of 24 [child 3] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "6" - 9 of 24 [child 0] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "7" - 10 of 24 [child 2] (0/0
[ATTEMPT] target 192.168.88.145 - login "test" - pass "8" - 11 of 24 [child 1] (0/0
[ATTEMPT] target 192.168.88.145 - login "test" - pass "9" - 12 of 24 [child 3] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "10" - 13 of 24 [child 0] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test1" - 14 of 24 [child 2] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test12" - 15 of 24 [child 1] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test13" - 16 of 24 [child 3] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test14" - 17 of 24 [child 0] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test15" - 18 of 24 [child 2] (0/0)
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test16" - 19 of 24 [child 1] (0/0)
)
)
)
)

~— —

[ATTEMPT] target 192.168.88.145 - login "test" - pass "test17" - 20 of 24 [child 3] (0/0
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test18" - 21 of 24 [child 0] (0/0
[ATTEMPT] target 192.168.88.145 - login "test" - pass "test19" - 22 of 24 [child 2] (0/0
[ATTEMPT] target 192.168.88.145 - login "test" - pass "admin" - 23 of 24 [child 1] (0/0
[ATTEMPT] target 192.168.88.145 - login "test" - pass "toor" - 24 of 24 [child 3] (0/0)
1 of 1 target completed, 0 valid passwords found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2020-04-29 11:32:54
root@kali:~#

Hosts
."- E ‘2.::;,-.1-:'3 391 fail m!’:l source 3 23 destination
[
|
Authentications
I..-I_IIII_-
Authentications
Eikova 27. Elastic SIEM (Emi6son SSH)

AvaTTugn Zuotrpatog EviomaopoU kal AvrigetwTriong KuBepvoemBéoewy yia Mikpoug Opyaviopoug:
E@appoyr Tou ELK yia tTnv Avatruén Kévrpou EAyxou KuBepvoaogaAeiag



https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra

MeTatrTuxiakr diaTpin

Bévvog AAéEavdpog

auditbeat® 3112 hits
Apr 29, 2020 @ 11:20:29.927 - Apr 28, 2020 @ 11:35:28.927 —  Auto ~
@timestamp per 30 seconds
Eikova 28. Auditbeat (Emri@son SSH)
% ¢ Untitled Timeline Description B -~ Last 15 minutes Sheow dates

]
1
1 e source ip: "1D2168.88177" X
]

1
1§ Erop here to build e

wo Fiter ~  [2)w | Search KaL = Allevents .

@+ Add filter

= Columns  @fimestamp + message event.categary eventaction hostname sourceip destination.ip username
>0 O Apr, 2020113200008 nevwark_traffic nevwark flow cantosBVM 192168 BR177 10218868145 -
S3KE tep | | 1Dd30gIH-pV YA HEJANPhILU=

> a = [Apr 20, 2020 @ 11:32:00.005

> =} ©  [Apr 20, 2010 @ 11:32:00.005

> © o iapris, 2020 @ 113200005

> 0 O iApr28, 2020 @ NALS0003

> [ O iApr28, 202013150003

> B O iApr28,20%0 @ 13150003

5B O LApr2S, 2020@ 113150003

> 0 O iApr28, 20206 M:3140.003

25 ~ |of | 717 | Events

(@ B2 551.014381ms
(S Apr 28,2020 @ 11:30.57150 Source
 #pr 20,2020 113103702 | £ 19216288177 : 136806

netwark_traffic netwark flow

(© 65 552.054165ms S8

@ Apr 29,2020 @ 13057150 Sourcs

© Apr 20, 20208 113103702 | 19216838177 : {30804
network_traffic network_flow

(@ 65 552052025ms 528

D Apr 26, 2020 @ 11:30.57150 Source

(0 Agr 29,2020@ 113103702 | 1024BBB8177 - F 36802
network_traffic network_flow

52KB

(9 s 552.05337Ims
(@ Apr 20,2020 @ 11:30:57150 Source
© Apr20,2020@ 113109702 | (19216888177 : £ 36800

network_traffic network_flow

(% 6= 551.014381ms 53KB

O Apr 28, 2020 @ 113057150 Source
(O #pr 29,2020@ 11:3103702 | £192160.88.77 : 1 36006

network_traffic network_flow

() 65 552.054165ms. 52K8

(9 Apr 20, 2020 @ 11:30:57150 Source
© Apr 28, 2020 @ 1:3103702 | 119316888177 : $ 36884

network_traffic network_fiow
(3 B 552.052025ms SaE
@ Apr 23, 2020 @ 1:30:57150 Source
4pr 23,2020 113193702 | 16216888177 - £ 36802
network_traffc netwark flow
e

© 65 55205337 1ms
© Apr 29,2020 @ 11:30:57150
© Apr 29,2020 @ 1:3103702 | 119216888177 : : 36800

network_traffic network_flow

(5 B2 551.014381ms e

143.77%) 26K8 16 pits Destination
150.23%) 2.7K8 14 pkis 102.68.88.145 1122
centosBVHi 19213888177
tep | i 19BABNOLsrdzSmZOKIONALITACIG=
£0135) 2BKE 15 phts Destination
150.87%) 2768 14 phts 10216828145 ;122
centosByk 1921388877
tep | | TATok2anNVIRKHABO/FBABGNBSUU=
(40.135) 25K 15 phts Destination
150 87%) 2768 14 piets 102166838145 1122
centosayk 19216888177
top | £ TGV RqyPWUaakitiOHg JiA=
14013%) 26KE 13 phts Destination
150875} 2768 14 phrs 102168.88145 : 122
centosaVk 19216880177
tep | 1.Dd5J0gIHO-pVYATCEJANPBRILU=
140.77%) 26K8 16 phts Destination
150.23%) 2.7KB 14 phts 192168.88.145 : 122
cantosBM 19216888177
tcp | i TBABNOLsrdzSmZONIOn3LIACIG=
149.13%) 26KB 13 phis. Destination
(50.87%) 27KB 14 pkts 19216888145 : 122
cantosBb 19216888177
tep | £ TATqk2enNVIRKHABO/FBABGRESUL=
40.13%) 26KB 15 pkts Destination
(50.67%) 2748 14 s 10216638145 1122
centosByk 1921388877

tep | £ TWQVLfyVROvPWUaskBtOHg JjA=
Destination
102468.88145 : 122

{49.13%) 26KB 15 phts
(50.87%) 2.7KB 14 phts

cantosBVM 192.168.68.177

top | 1-Dd5.GqIHO-pVYATICEJRNPBAILU=

Eikova 29. Timeline (Emi6son SSH)

102163 88145

102163 68145

192,168 E8.145

192,163 B8.145

192168 B8.145

192163 B3 145

102163 68145

192,168 B8.145

® Updated now

21NV TTPWTN TTPOCTTIABEIO TTOU EYIVE, E€iXAUE NOVO ATTOTUXNUEVEG QTTOTTEIPEG OTTWG PAIVETAI KAl OTIG
€IKOVEG 27 £€wg 29 o TTAvw. 21N deUTepn SOKIUA TToU £yive PeE TO id10 epyaAigio BaAape Ta cwoTtd
OToIXEiO WOTE va UTTapgel emimuxnuévn €icodo amo Tov emTIBéPeEVO Kal va OoUME TTWG auTn n

TTAnpogopia epavi¢etal oto diaypdupata Toug Elastic SIEM (BAétre eikdva 30)
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Hosts

wany
5 1success 50 fail 15 source 23 destination

Authentications

Swem ek - [I— [e— [ER—— Lot tab T [TeR—

Authentications

Eikova 30. Elastic SIEM smituxng (Emi@son SSH)

H emdéuevn emiBeon mou mpaypatotroindnke Atav T0mou DDoS. XZtov client Centos 8 e ip
192.168.88.145 ¢£yive eykardoTtacn Tou Apache Server kal pe Tn Xprnon Ttou Kali linux
mpayuartotroiidnke n emiBeon DDoS. MNa tnv emiBeon xpnoipgotmoinbnke 1o script Pentmenu T1ou
uttapxel diaBéoipo oto Github kai 10 kKaTw BAETTOUPE TO ATTOTEAEOUA TG ETTIOEONG.

root@kali:~# ./pentmenu

Welcome to pentmenu!

Please report all bugs, improvements and suggestions to
https://github.com/chetan31295/pentmenu/issues

This software is only for responsible, authorised use.

YOU are responsible for your own actions!

Please review the readme at
https://raw.githubusercontent.com/chetan31295/pentmenu/master/README.md before
proceeding

Please visit on http://technicalhelperchetan.com

1) Recon

2)DOS

3) Extraction

4) View Readme

5) Quit

Pentmenu>2

1) TCP SYN Flood 4) TCP XMAS Flood 7) Slowloris 10) Go back
2) TCP ACK Flood 5) UDP Flood 8) IPsec DOS

3) TCP RST Flood 6) SSL DOS 9) Distraction Scan
Pentmenu>7

Using netcat for Slowloris attack....

Enter target:

192.168.88.145

Target is set to 192.168.88.145

Enter target port (defaults to 80):

Using Port 80

Enter number of connections to open (default 2000):

3000

Choose interval between sending headers.

Default is [rflandom, between 5 and 15 seconds, or enter interval in seconds:
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C
root@kali:~#

Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing...
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..

Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..
Slowloris attack ongoing..

Slowloris attack ongoing..

use SSL/TLS? [y]es or [n]o (default):

.this is connection 2050, interval is 8 seconds
.this is connection 2051, interval is 8 seconds
.this is connection 2052, interval is 8 seconds
.this is connection 2053, interval is 8 seconds
.this is connection 2054, interval is 8 seconds
.this is connection 2055, interval is 8 seconds
.this is connection 2056, interval is 8 seconds
.this is connection 2057, interval is 8 seconds
.this is connection 2058, interval is 8 seconds

this is connection 2059, interval is 8 seconds

.this is connection 2060, interval is 8 seconds
.this is connection 2061, interval is 8 seconds
.this is connection 2062, interval is 8 seconds
.this is connection 2063, interval is 8 seconds
/pentmenu: fork: retry: Resource temporarily unavailable
/pentmenu: fork: retry: Resource temporarily unavailable
.this is connection 2064, interval is 8 seconds
.this is connection 2065, interval is 8 seconds
.this is connection 2066, interval is 8 seconds
.this is connection 2067, interval is 8 seconds
/pentmenu: fork: retry: Resource temporarily unavailable
./pentmenu: fork: retry: Resource temporarily unavailable
.this is connection 2068, interval is 8 seconds
.pentmenu: fork: retry: Resource temporarily unavailable
pentmenu: fork: retry: Resource temporarily unavailable

21a dlaypdupata TTou akoAouBouv BAETTOUNE TO TTwG aTTelkovideTal pia TTiBeon DDoS (BAETTE €IkdvEG

31 éwg 35).

Event count

B e

Querview

t

All menitors are up
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Eikova 31. Elastic SIEM (Emi@son DDoS)

Pings sver time

Eikéva 32. Uptime (Emi@son DDoS)
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eventdataset
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auditbeat® 5,277 hits
Apr 29, 2020 @ 11:01:48.381 - Apr 29, 2020 @ 11:16:49.381 — Auto w
-
Bimestamp per 30 seconds

Eikova 33. Auditbeat (Emi@son DDoS)

s
3 ¥-awis Count
@ san
0 o
i
Eikova 34. Auditbeat (Emi6son DDoS)
packetbeat* 112,554 hits
Apr 29, 2020 @ 11:01:.05.687 - Apr 29, 2020 @ 11:16:05.687 — Auto ~
.
Illl
: — B
Eikova 35. Packetbeat (Emri@san DDoS)
21NV €Ikéva 26 @aivovTal Ta ypagnuarta To elasticsearch kata Tn OIGPKEIA TWV ETTIOETEWV.
Status Hodes Indices J¥M Heap Total shards Unassigned shards Documents Data
» vellon 1 “ 8745 1B/ 1,0074 MB 62 i# 33105028 10268
Search Rate {/s) @ Search Latency (ms) ©
ﬁ |
| [\
/ i A
‘ A e Ve [WW AN A

® ol Shangs 215/ ® Search Letency 142 ms

Indexing Rate (/s) @ Indexing Latency (ms) @

/\\ f*Vk“v%ﬂjwvw”KﬂL/fVﬁfM“““fhwﬁﬂf“xff“j

T0: x i

® ol Snars 805 /5 @ Primory Sherss 805 @ ideaing Latercy Q18w

Eikova 36. Elasticsearch Overview

Emoéuevn dokiun Atav atro 1o Kali Linx Tmpog Tov utroAoyioth ye Windows 10. MNa tnv dokiuA autn
MoIpACalE £€va GAKEAO aTTO TNV ETTIPAVEIQ Epyaaiag Twv windows 10 TTpog TO JIKTUO PAG. 2Tn CUVEXEIQ
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ME TN xprion Tou Kali linux kai Tou epyaieiou Metasploit £yive TTpooTrdBeia TTapafiaong Tou CUCTAPATOG
xpnoigotrolwvtag bruteforce attack (BAétre eikdveg 37 €wg 41). H ditBuvon IP tou Windows 10 eival
n 192.168.88.113.

root@kali:~# msfconsole
[-] ***rting the Metasploit Framework console...|
[[] * WARNING: No database support: No database YAML file

[_] *k%k
msf5 > search smb_login

Matching Modules

0 auxiliary/scanner/smb/smb_login

normal No SMB Login Check Scanner
msf5 > use auxiliary/scanner/smb/smb_login

msf5 auxiliary(scanner/smb/smb_login) > set RHOSTS 192.168.88.113
RHOSTS => 192.168.88.113

msf5 auxiliary(scanner/smb/smb_login) > set SMBUSER administrator
SMBUSER => administrator

msf5 auxiliary(scanner/smb/smb_login) > set PASS_FILE /root/wordlist
PASS_FILE => /root/wordlist

msf5 auxiliary(scanner/smb/smb_login) > set STOP_ON_SUCCESS true
STOP_ON_SUCCESS => true

msf5 auxiliary(scanner/smb/smb_login) > exploit

[*] 192.168.88.113:445
[-]1 192.168.88.113:445
['1192.168.88.113:445
[-]1 192.168.88.113:445
[-]1 192.168.88.113:445
192.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445

- 192.168.88.113:445 - Starting SMB login bruteforce
- 192.168.88.113:445 - Failed: '\administrator:root',

- No active DB -- Credential data will not be saved!

- 192.168.88.113:445 - Failed: '\administrator:admin’,
- 192.168.88.113:445 - Failed: '\administrator:test',

- 192.168.88.113:445 - Failed: '\administrator:1',

- 192.168.88.113:445 - Failed: '\administrator:2',

- 192.168.88.113:445 - Failed: '\administrator:3',

- 192.168.88.113:445 - Failed: '\administrator:4',

- 192.168.88.113:445 - Failed: '\administrator:5',

- 192.168.88.113:445 - Failed: '\administrator:6',

- 192.168.88.113:445 - Failed: '\administrator:7",

- 192.168.88.113:445 - Failed: '\administrator:8',

- 192.168.88.113:445 - Failed: '\administrator:9',

- 192.168.88.113:445 - Failed: '\administrator:10',

- 192.168.88.113:445 - Failed: '\administrator:test1’,

92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445
92.168.88.113:445

[-]
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 192.168.88.113:445
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1
[-] 1

- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed
- 192.168.88.113:445 - Failed

: "\administrator:test12',
: "\administrator:test13',
: "\administrator:test14’',
: "\administrator:test15’,
: "\administrator:test16’,
: "\administrator:test17’,
. "\administrator:test18',
. "\administrator:test19',
: "\administrator:admin’,
: '\administrator:toor’,
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[*]1 192.168.88.113:445 - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf5 auxiliary(scanner/smb/smb_login) >

Hosts
Hasts. Usar authentications Uniqua IP3
BB 5 23 success = 28 fall @ 15 source ) 22 destination
- I - I =
~ I et Dt et fratlacie - I
All hosts Authentications Uncommon processes Events External alerts
All hosts
Hast nama Lastsaen Varsien
1 s age £ {Core)
7 iCuore)
s 800 151
it age 100

Eikova 37. Elastic SIEM Hosts (Emi@san SMB)

Allhosts  Authentications ~ Uncommon processes

Events  Extemal alerts

Authentications
_II —
Authentications
User [— - [— . Lost ol [Rep——
ANONYIMOUS LGSO = 0 19216888283 wntoers -
: v g
o u 1 it ST
o 16 mites ago

Eikova 38. Elastic SIEM Authentication (Emi@son SMB)
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& sutnenmeanon.taurs

® sutnenticanion success

Last falledt destination
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Untitled Timeline

Description

5 8@y

Last 15 minutes

event.type: "authentication_failure" x

Drop here to build an OR quer,

anp | Filter ~ [~ Search
3 +Add filter

Columns

@timestamp -

:Apr 29, 2020 @ 19:40:33.050

~
-a

{Apr 29, 2020 @ 19:40:33.034

w

{Apr 29, 2020 @ 19:40:33.025
$Apr 29, 2020 @19:40:33.016
$Apr 29, 2020 @ 19:40:33.007
{Apr 29, 2020 @ 19:40:32.998

Apr 29, 2020 @ 19:40:32.989

Vv v v v

“Apr 29, 2020 @ 19:40:32.982

{Apr 29, 2020 @19:40:32.972

~

{Apr 29, 2020 @ 19:40:32.964
{Apr 29, 2020 @ 19:40:32.955
$Apr 20, 2020 @ 19:40:32.947
{Apr 29, 2020 @ 19:40:32.937

Apr 29, 2020 @ 19:40:32.930

voov v v v

“Apr 29, 2020 @ 19:40:32.922

w
E=REE = = I = = TR = TR = A = I = = IR = BN = A = = B =
U 0 09000 00 O0COOT O OO OO

{Apr 29, 2020 @19:40:32.915

24 ~ of 24 Events

Untitled Timeline

event.type: "authentication_failure" x

ano | Filter Search

5~
@ +Add filter

= Columns  @timestamp <

o x O Apr29,2020 @ 19:57:45.638

Table JSON View

Description

message

An account failed to log on. ...
An account failed to log on. ...
An account failed to log on. ...
An account failed to log on. ...
‘An account failed to log on.

An account failed to log on. ...
‘An account failed to log on.

An account failed to log on. .

An account failed to log on. ...
An account failed to log on. ...
An account failed to log on. ...
‘An account failed to log on.

An account failed to log on. ...
An account failed to log on.

An account failed to log on. ...

‘An account failed to log on.

event.category
{ authentication
{ authentication
* authentication
i authentication
{ authentication
{ authentication
{ authentication
{ authentication
{ authentication
{ authentication
i authentication
{ authentication
{ authentication
{ authentication
{ authentication

i authentication

KaL
event.action host.name
 logon-failed iwinioPro
{ logon-failed $winioPro
© logon-failed S win10Pro
{ logon-failed f win10Pro
- logon-failed £ winl0Pro
i logon-falled iwinoPro
- logon-failed £ winl0Pro
 logon-failed iwinioPro
{ logon-failed $winioPro
 logon-failed iwinioPro
{ logon-failed f win10Pro
- logon-failed £ winl0Pro
i logon-falled iwinoPro
- logon-failed £ winl0Pro
 logon-failed iwinioPro
* logon-failed Fwinl0Pro

Eikova 39. Timeline (Emi@son SMB)

message

An account failed to log on.

event.category

authentication

Last 5 minutes

B B

KQL
event.action host.name
logon-failed i win10Pro

Q) Filter by Field, Value, or Description...

Fleld Value Description
© i @timestamp Apr 29, 2020 @ 19:57:45.698
@iid -OffxnEBmeXFYaQVI0ys
@ i_index winlogbeat-7.6.1-2020.04.21-000001
@ ' _score 1
@ -type _doc
¢ agent epnemeraLid 2667bcde-581d-4d7a-0009-
00204edfef55
t ‘agenthestname win10Pro
¢ fagentid 762191d-e51d-41b8-825d-
51032820902
t jagenttype winlogbeat
t agentversion 7.6.1
t ecs.version 1.4.0
[ P P i i

Eikova 40. Timeline Astrropepég (Emi@son SMB)

H
H
'
i
H
H
H
'
]

o Allevents

sourc
192
192
192
192
192
i192
192
192
192
192
192
192
i192
192
192

i192

@ Updated now

o Allevents

sourc

192
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S message: An sccout labed 1o kg o0 X |+ Add Tt

winlogheat®

= Apr 26, 3020 @ 19:40:30.000 - Apr 20, 2020 @ 19:41:00.000 —  Aulo

S Fiter by type a )
i .
—_— -

Pagudar

cou

43105 pegsage: An sccount failed to log bn. Su

ameral Agr 79, 3806 € 19148533684

messsge: n secount failed to Log 0. Sul

Prrr—p—

Eikova 41. Winlogbeat (Emri6son SMB)

2TIG TTPONYOUUEVEG €IKOVEG BAETTOUNE TO aTTOoTéEAEOUA TNG €TTiBeong oTo Elastic SIEM. Apxika @aiveral
évrovn 6paaTNPIGTNTA ATTOTUXNUEVWY TTPOCTTABEIWY YIa €i0000 0TO CUCTAUA EVW XPNOIUOTTOIVTAG
10 timeline pTTOpOUUE va XPNCIUOTTOINCOUKNE TO QIATPO TTOU BEAOUPE £TOI WWOTE va gu@avifovtal pévo

Ol ATTOTUXNUEVEG TTPOCTTABEIEG.

2Tn ouvéxela €yive eTavaAnyn Tng €miBeong, aAAd autr Tn opd n miBeon TTpog 1o windows 10 ATav
EMTUXNMEVN KABWG TTPOOTEBNKE O CWOTOG KWAIKOG XPAOTN OTO APXEIO TTOU XPNOIUOTIOICANE aav
A€€IKO yia TNV €TTiBean. ZTNV €IKOVA 42 QaiveETal N KATAYPAPH TNG ETTITUXOUG TTPpOGRacng aTto oUaTNUA.

Allhosts  Authentications  Uncommon processes  Events  Extemal alerts

Authentications

Authentications

user Suceasses Falss Last succass U 1

smirstrsten o &

> X §2  Apr29,2020 ®19:57:45706  An account was successfully. authentication
> x §2  Apr29,2020®19:57:45698  An account failed to log on. authentication

> ﬁ 0 PApr29, 2020 @ 19:57:45.691  An account falled to log on. ... | authentication

Last raurs Last Taled soures

[rpm—— 92 185,817

logged-in winl0Pro
logon-failed winl0Pro
logon-failed winl0Pro

Eikova 42. Elastic SIEM emituxric (Emi@son SMB)

® sunhentication suscsss

Last raleq aastination

TENOG €yIve pIa aKOPa €TTIBEON, JE OKOTTO VA EVTOTTIOOUNE TO TTWG KIVIAONKE O €MITIOEUEVOG PECQ OTO
OikTUO pag. H emiBeon émmwg @aivetal kal atrd TIg €IKOveG 43 €wg 53, gekivnoe ammd 1o Kali linux Tpog
10 Centos. X10X0G ATAV VA ATTOKTACOUUE TTPOOBAcN Ssh OTNV EIKOVIKI JNXAvH.
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= 4+ B sev riosts Annosts

B~

KQL @~ Last24hours

@+ Addfiler

User authentications

B35 1 success > 410 fail
R —— P ——
All hosts Authentications Uncommon processes Events External alerts

All hosts

Hostname

centosBVM

ELKstack esx|

opENSUSEVM
win10Bro

estack

Rouws per page: 10

Lastseen O &
32 sec0nds sg0
33 seconds aga
33 seconds ago
205800005 ago

Aug 3, 2020 @ 18:0236.337

unique iPs

© 22 source

Oparating systam

Eikova 43. Elastic SIEM Hosts (Emi@san ssh)

= 4+ @ v vosts Authentications

v
CentOS Linux 8 (Core}
CentOS Linux 7 (Core)
CentOs Linux 7 (Core)
KQL [~ Last 24 hours
- I
o

. e
5 - x a0
H - .

All hosts Authentications Uncommon processas Events External alerts

Authentications

e

b

e

=

Authentications

——

ser Successes Faires P

e ! s 2mones sgo a2 16888 03

Last fallure Last talled source.

centosaVM 2 minutes ago 192,168,668

Eikova 44. Elastic SIEM Authentication (Emi@son ssh)
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Show dates

© 43 destination

¢
= e
8022100 08030300 =
E
=
1
2 = @
n
<
»
2
. T
] £
B

® raiue

® isuccess

Last fallad destination

centosBYM
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SIEM

Hosts

Authentications

B

& - Addfiter

Alhosts  Authenticaticns  Uncommon processes
Authentications

=

0

"

00

s

Authentications

user Successes Fallares.
Ham ! a0

SIEM | Hosls | Authentications

Allhosts  Authentications  Uncomman processes

Authentications

Authentications
User Successes Fallures.
g | w0

Events.

External alerts

wn

Last success

2 minutes ago

08030810

Last sue-

152,180

Last 24 hours Show dates

© Notes o | & E@v

L e e e e e e e e e e e e e e e e mmmmmmmmmmmmmmmmmmmmmmmmm———————
wo Fiter v (g KoL e Allevenls
@ — + Add filter
= Columns  @timestamp 1 message event.category event.action host.name source.
> T O fAug 3, 2020 @ 19:48:26.717 authentication logged-in contosBVM 19214
Session || B itadm @ | contos8VM | attempted a login via T
©5)

 mcoming

Source

1921688000
> B O iAug3, 020184926487 | — aunenteation logged-in centosavM

Session {2 adm | @ | contostVM | artempiod aloginvia IR
te56)

 mcoming

Source

1921688803
> O iag3z0@edeucn - susnesten ssh_ogin p— o2
> T O AuglN0p4eun0 — authentication sehogin cantosEYM
5§ O Aug32000@194834000  Falediogin by user tadm L. | suthentication userogin centosvha

Ztsom @ cantosVM  attempadaloginvia| (8541 withresut | fallre

© Fabled login by user Radim (UID: 1000) on sshinott sas

Load more ]

25~ of a0 Events (@ Updated 10 secends ago

Eikova 45. Elastic SIEM Authentication Filters (Emi6son ssh)

Events

External alerts

Last success

2 minutes ago

Lastsuc.
192180

9 = @
* % O Notes o | () (v Last24hours Show dates @
P D T BT \
U (et etrteston s < ) '
' H 1
o [ sourcelp: "192168,88.83" X ) 1
' '
i [ ) 1
e e mmmm e e d e e e mmmmmcmmmmmmmmmmm—aa s
o Filter KoL e Allevents
+ Agd fiter
= Columns  @timestamp + message avent category avantaction hostame source)
> B O iags00ewaesess? - natuore tattc natwrk fiow centosayM 19214
P I— B2KB | d0pks | tep | MbBelyC2w3qg3ZDRSUzdntémOts=
D Aug 3, 2020 @ 194911 715 Source (46.71%) 2.9KB 20pkis Destination
i@ Aug 3, 2020 @ 19:40:26 835 1921688893 : 135758 7 ¢ (53.28%) 33KB 20 pkis 19216888145 122 7
> B O lAugl200@m4esess? i netuork trttic etk flow centosayM 10230
© 198 151007728ms 6508 | 43pkts | tp | ThOI7SBXawaMssrhEt23sobCuMAS
 hug 3,2020 @ 194507683 Saurca 4639%) KE ——: 21pikis Destination
© Aug 3, 2020 @ 19:48:26835 10216888.93 : 35756 7 (5361%) 25K8 22 pkis 102168.86.145 ;122 7
> B O [Aug3 2020194958667 — network_traffic. hetwork_flow centosgVM 1921¢
© 155 627612026 658 | d2pkis | tp | | 1ScXVEDBUNJOSOVAORWEEOK
£ Aug 3, 2020 @ 19:49:07683 Source. 14519%) 2,068 10 pkts Destination
© Aug 3, 2020 @ 10:49:23.31 192.166.88.93 - 135754 7 (54.81%) 35KB 23 pkis. 102168.88.145 - 122 O
> B O lAiga00p94958857 - etk trafi: netweri flow contosavia 921¢
® 178 126:300980ms 64KB  G1pkts | tcp | | INKevKySqOEkSODOWGMIGARILOGS
@ Aug 3, 2020 @ 18:4801131 Source (85.32%) 2,08 19 pkts Destination
© Aug 3, 2020 @ 10:49:18.288 1021688803 : 35752 @ < (5467%| 35K8 22 pkts. 102:168.86.145 : 122
5 O nug3 2000 @ issasa6es netwon iratlc network fiow centosvia 921

25 ~ of sz Events Load more (© Updated now

Eikova 46. Elastic SIEM Authentication Filters (Emi@son ssh)
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= 4 [ M Network 192168.88.93 (-3}
@ Overview Hosts Network Detections Timelines Cases @ Add data
B | KaL [~  Last24 hours Show dates
@+ Add fiter
192.168.88.93 As Source .
Last svent: 5 minutes ago
Locatian First soen HostiD Whots
Jul 31, 2020 @ 22:32:28667 iana.org 3
Autanomeus system Lastseen Hostname Reputation
- 5 minutes ago - virustotalcom
talosinteligence.com
Source IPs Destination IPs
Shawing: 19 Showing: 3 1Ps
w» Domain Autenamaus system Bylesin  Bytesout v Flows w Domsin Autonomous system Bytes n 1 Bytes out Flows.
192 168.88.145 - - sike 143KE 15 lo2 16888108 - - 66378 702.2K8 )
255.255.255.255 21k8 o8 .
1
- 192168 88255 — - 158 o8 2
1
= 4 @ oiscover o = @
New Save Open Share Inspect
B~ | KoL B~ Last30 minutes Show dates.
@ — + Add fiter
auditbeat® o 8,775 hits
a Aug 3, 2020 @19:28:38.943 - Aug 3, 2020 @ 19:5938.943 —  Auto ~
© Filter by type o
‘Selected fields 2
i source g
— LT
Popuar
T 30 w0 0 o
@timestam per 30 seconds
@ tlowcompiete
Time « _source
t message
@ sourcelp > fug 3, 2020 @ 19:55:34.474  oimestanp: Aug 3, 2628 B 19:59:34.474 idit. socket. kernel sock address: axfff ton. audit. socket.uld: 469 system.audit.socket.gid: 478
o ton. audit. socket.euid: 460 system.audit. socket.egid: 470 host.hostname: openSUSEVH host 8664 host openSUSE Lesp host.os kernel: 4.12.14-19151.28 48~
: default hast.es.platform: spensuse-leap host.os.version: 151 host.os.family: host.name: openSUSEVK host.id: 0 host false user.1d: 469
£ tndex user.nane: chrony group.id: 476 graup.neme: chrony event.module: system event.dataset: socket event.kind: svent event.action: network_flow event.catsgary: netwerk_traffic
# seore euent start: hug 3, 7928 0 19:59:32.088 event.end: Aug 3, 2626 0 13:33:32.835 event.durstion: 26,757,241 seruice.type: systenm agent.type: auditbest aqent.ephemeral id: iiefodd
U ) Aug 3, 2628 @ 19:59:32.057 Qrimestanp: Aug 3, 2626 © 19:59:32.057 suditd.data.kind: server auditd.d
B @tinestamp auditd.data.spid: 26818 auditd.data.op: destroy suditd. summary.object. type
© agent.aphemeral id OUSLE. SuMnary. ob]ect pPIMBrY: SHAZS6:34:b2 174105 130 F7:45 140 144 71 1691518910251 {6 :30:00:97 1641701 5050109126 14000 do e5:60:21:57 aUATTA. sumary.hows /useJsbin/sshd
| D auditd. summary. actor. primary: unset auditd.summary.actor.secondary: root auditd.message_type: cryplo_key_user auditd.soquonce: 161,862 auditd.result: success service.type: auditd
1.4.8 host falsa host.ho 0anSUSEVM host.name: openSUSEYM host.architacture: xB6_64 host.os.fanily: host.os.name: openSUSE Loa
+ anerti
= B oiscowr e = @
Mew Save Open Share Inspect
B st summaryobfectprmaryssh KL @ Last30minues wovane ([
B+ Addfilter
auditbeat® a 258 hits
Q Aug 3, 2020 @ 19:26:35.000 - Aug 3, 2020 @ 19:58:35.000 —  Auto v
i
@ Filter by type a
Seleted fieds "
b _source H
Al i - I I
Popular -
® destinationip 193090 3350 154090 194550
Btimestamp per 30 seconds
@ roweomplete
Time _sourca
+ message
O &0 7 Aug 3, 2020 @ 19:49:26.717  auditd.summary.object.prinary: ssh Stimestamp: Aug 3, 2620 © 19:49:26.717 ecs.version: 1.4.8 source.ip: 192.168.88.93 network.direction: inconing auditd.message_type: user_login
5 auditd sequence: 152,354 auditd.result: fail auditd.data.acct: itsdy suditd.dsta op: login suditd.data.terminal: ssh auditd.sumary.sctor.secondary: itstm
K
aUA1TA.SuBRary SCTor rIRGry: URSeT aUTTd.sumnary.object.secondary: 192.168.88.93 ouditd.summary.obJECT.Type: USSr-355510n UAITA.SURAry.how: /usr/sbin/sshd serviee.Type: ouditd
+ _ndex ble: sust/sbin/sshd id: 654 event.nadule: auditd event,category: authentication event.action: logged-in event,outcone: failure
¥ score avent.type: authentication_failure user.id: 1088 user.nama: itadn host host contosaiM host. x86_64 host.os .cod Core host.os.platfora: centos
e > hug 3, 2020 @ 19:49:26.716  auditd, cummary.cbject prinary: ssh tinectamp: hug 3, 2029 @ 19:49:26.716 host architecture: x36.64 host.os.kernel: 4.18,0-147.8.1.616.1,x86.64 host,os.codename: Core
B @timestomp host.os platform: centos host.os.varsion: 8 (Cors) host.os.family: redhat host.os.name: Cent0S Linux host.id host. False

+ agent.ephemeral id

agent hostnams

agentid

host.nane
agent.3d
Process.pid: 654 Drocess.executable: rusr/sbinfsshd auditd.message_type: user_auth auditd.sequence:

centossVM host.hastname: centosEVH agEnt.versian: 7.6.2 BQERt.Type: auditbeat agent.epheneral id: basac2al-bGA7-44sh-o214-252243ab461 agent.hostname: centosavM

dl t outcone: failure event.module: suditd event.category nt.actl user.1d; 1899 user.nane: itadn

user-login

152,348 auditd.result: fail ouditd data terminal: ssh auditd.data.op: maxtries

Eikova 49. Elastic SIEM Auditbeat (Emifeon ssh) (2)
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Machine Learning | Data Visualizer | Index

=e o

Anomaly Detection Da

Fra Analytics Data Visualizer

auditbeat*

auditd.summary.object.primary:ssh

Metrics 'z Totalfields: 68 Show empty fields
document count auditd.sequence process.pid
[2) 258 documents (100%) [2) 258 documents (100%)
= 258 distinct values = 34 distinct values
30
min median max min median max
2 151,556 151,969 152,354 396 505 675
Top values Distribution Top values Distribution
0

Displaying 0th - 100th percentiles 652 4.3%

15 3981 3%
3990 31%

10 400 3%
4230 31%

4260 31%

s az7n 31%
4588 31%

0 4600 31%
4611 31%

19:3500 1945100 195500
Calculated from sample of 5000 documents per shard
Calculated over all documents 151600 151,800 152200

=% ®

Fields ‘48 ol ficids: 807

Machine Learning | Data Visualizer

Index

Show empty fields

Eikova 50. Elastic SIEM Auditbeat (Emi6son ssh) (3)

Alfieldtypes  ~  Q

@) otimest

[ 258 docume )
earliest Aug 3 2020, 19:43:44185
latest Aug 3 2020, 19:49:26.717

] agent.ephemeral_id

TOP VALUES
1545 3231-h0B7-« EE——00%
Calculated from sample of 5000 documents per shard

t] agent.hostname

TOP VALUES
centosaVM EE— 100
Calculated from sample of S000 documents per shard

t] agent.id

TOP VALUES
bf885303-5670-  E— 100
Calcuiated from sample of 5000 documents per shard

agent. type

TOP VALUES
auditheat E— 100
Calculated from sample of 5000 documents per shard

(&) agent.version

2
TOP VALUES
76.2 Ee—00%
Calculated from sample of 5000 documents per shard

[X) auditd.data.acct

TOP VALUES
tadm E—— 00
Calculated from sampée of 5000 documants per shard

[€) auditd. data.addr
D224 o 602%)
=1 distin

TOP VALUES
192.168.68.93 Eu— 00
Calculated from sample of 5000 documents per shard

Eikova 51. Elastic SIEM Auditbeat (Emifeon ssh) (4)
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= & B hine Learning | Data Visualizer | Index
t] e u t nt. typ r tur
a =] =] e
TOP VALUES TOP VALUES. TOP VALUES TOP VALUES
Calcuiated ¢ of 5000 documents per shard essn 2 Galculated from sampie of 5000 documents per shord Calculated from samgie of 5000 documents per shar
Galculated from sampie of 5000 documents. per shard
hos 2 i host
] scument ) [EE ument: ) [EE uments ) &)
5 1 disoact va i s =]
VALUES
TOP VALUES TOP VALUES ToP VALUES
1008 .
Calculated from sampie of 5000 documents per shard Calculated from sampie of 5000 documents per shard Calculated from samgie of 5000 documents per shard

Eikova 52. Elastic SIEM Auditbeat (Emi6son ssh) (5)

event.outcome: "success" X

oR

anp | Filter ~ B v KQL o Allevents

©  +Add filter
= Columns  @timestamp message event.category event.action host.name source.
> ju) D Aug 3,2020 @ 20:12:07.216 — crypte negotiated-crypto-key openSUSEVIM —
>~ Jusr/sbin/sshd
Session S root @  openSUSEVM | negotiated crypto key with result = success
(27040)
> fu) O Aug 3, 2020 @ 20:12:07.216 - crypto negotiated-crypto-key openSUSEVM —
>~ Jusr/sbin/sshd
Session Sroot @ : openSUSEVM  negotiated crypto key withresult = success
(27040)
> )  [Aug 3, 2020 @ 20:12:07.216 - crypto negotiated-crypto-key openSUSEVM —
>~ Jusr/sbin/sshd
Session Sroot @ openSUSEVM  negotiated crypto key withresult | success
(27040)
> ful = Aug 3 2020 @ 20:12:07.138 — crypto negotiated-crypto-key centos8VM —
»- Jusr/sbin/sshd
Session | S root @ centos8VM | negotiated crypto key (aaa) with result || success
> ful = {Aug 3, 2020 @ 20:12:07.138 — crypto negotiated-crypto-key centos8VM —
> fusr/sbin/sshd
Session S root @ centos8VM  negotiated crypto key with result | success

(1444)

25 ~ of 104863 Events (® Updated 20 seconds ago

Eikova 53. Elastic SIEM Auditbeat (Emi@son ssh) (6)

21N ouvéxela €xovrag amokTioel mpoofaon ssh oto Centos cuveyiloupe Tnv €TmiBeon TpPog TO
Windows 10 kai ouykekpigéva otnv mopta 445 (smb). 21i¢ €IkOveg 54 £wg 58 1TOU akoAouBouv
BAETTOUE TIG TTANPOYOPIEG TTOU £XEI KATAYPAWEI TO CUCTNUA YOG ATTO TNV £TTIOEON.
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Bévvog AAéEavdpog

= SIEM . Overview

¢ 8

B~ P

Last 24 hours Show dates

B

© o+ Addfilter
Leam from the Elastic experts in a free
aven designed for security managers,
engineers, and anaiysis.

Elastic Security opens public
detection rules repo

Events

SNOWING: 2,075,442 euents

Stackby  event dataset

v Wiew events

e ® :elasticsearch oo
Wi 0DANGd U 3 Néw GItHub - ® ifow
reposhory, sisslc/detsction-ruies, 10 o Alothers
work alongside the security communi T
stopping threats a1 a greater scale. ® sockat
. system.syiing
Elastic Security 78.0 released \ ® Csystemautn
g e mana e wom wesucn wamm weanm wonm wane o i
e latest refease of Elasiic Securlty
tachacas anabvst rasonsa tines and
@ W seM nework  Flows
(G09S X ¢ Untitled time ript 5] Last 24 hours Show dates
@« Add filter et
i ( sowrce:"19216888145" < | | 1
e ]
Unique flow 105 LS handshakes ! '
[ e 3
61,786 3 e P P Tl o
@ + Add fiter
Flows DNS HTTP  TLS  External alerts _
= Columns  @umestamp & message event.eatsgory event action hestname source.
> a O iAug 3, 2020 @ 21:08:58.666 — network_traffic network_flow centos8VM 1921
Source IPs ® scn280278ms 28KB | 17pkts | wp | | 1iOBesZezeSelLeZSSESANNIRYPY=
(© Aug 3, 2020 @ 21:08:32.71 Source t 14705%) 13K8 o pkts 5 Destination
Showing: 22 1P ® Aug3, 2020 @ 210833211 | 19218888145 - 42877 5 < 152.95%) 1.5k8 B pits. 1921588013 © (445
- n Auonomous sysiem Bytesin Byiesout 4 > 0 D iAug3020@20858866 | — networi iraffic networ_fiow centosavit 1921
192 168 66,145 178 1648 14,87 @ e2z9sns 23KB [ zpas | tep | lrzomwa/oPyosMneLINyamces
192,168 88 245 sme e 30 @ hug 3, 2020 @ 21083Z 11 Source flamsom e 7pas Destination
©Aug3, 2020@ 210832711 | 10210888145 : 135827 £ < (S141%) 1248 Spkis 10216888113 < i 45 7
1 37MB 39.2M8 7,78
127001 45VB &1MB 783| | > R P img3mmo@zossasss | — network_tratme inewar Tiow centosavin 1921
192,168 88.93 v sau8 4 ® aasons 23K8 | zpkis © wp | TuSBScIMS/WTGFcmeFQUZCHRUI
192,160 88253 anse 21m8 @ fug 3, 2020 @ 21083271 Source | 14a59%) 1KB Tputs Destination
Aug 3, 2020 @ 21:08:32711 H % < H 5
192.164.88,1 o8 1.6M8 @ Aug @ 192168.88.145 ® (42755 (51.41%) 1.2k8 Spkts 19216888113 : 445
192,168 88,114 WEME 910.2KB 7[> B 0 iaganng2ossasss network tralfic network_flow contosavM o2t
192,168 68,176 L 353.6KB £ @ Bri00ns 23KB | 12pkts | top | | 13IXTNW3RLNRIU/OYINYILGaCDGO=
182,168.88,249 ) 290.1KE @ Aug 3, 2020 @ 21:08:32.711 source 148.50%) 11KB 7 pkts 3 Destination
(0 Aug 3, 2020 @ 21083271 itopieaasias iaden 7 ¢ (51.21%) 1.2K8 5 puts. 19216888113 | 445
Rows per page: 10
> T P iAug3 2020@20858806 — network_traffic natwork_flow centosBVM ezl
Eikova 55. Elastic SIEM Network Flow (Emi6son smb)
= @ B e 5 2@
New Save Open Share Inspect
B KQL G Aug3, 2020 @ 21:08:0000 » Aug 3, 2020 @ 21:08:3000 -
© -+ Add filter
auditbeat* ~ o 1,575 hits
& Aug 3,2020 @ 21:08:00.000 - Aug 3, 2020 @ 21:08:30.000 —  Auto ~
: :
@ Filter by type o
@
Selectad fieids
g
W _source )
— = - m
Popular o L
B destimaionip 890 08 nop 81 e sz
Btimestamp per second
@ fowcemplote
t message .
® sowcei > Aug 3, 20209 21:08:29.889 grinestamp: Aug 3, 2628 0 21:08:29.809 flow.final: true flow.complete: true server.packets: 5 server.bytes: 1,091 server.ip: 192.166.88.113 server.port: 445
. process.created: 2028-88-G9T18:06:23 8507 process.pid: 3,88 process.nams: ruby process.args: jopt/] -Framenark/bin| .. jeabedded/bin/ruby, jopt/ - ramemork/bin
a
1e pr stable: opt [ EEEEERIR ol service. type: systen ip: 192.166.88.113 destination.port: 425
i tos destination.packets: 5 destination bytes: 1,861 user.id: @ user.name: raot agent.version: 7.5.2 agent,type: auditbeat agent,ephemeral id: ba53dza)1-baRT-43db-9214-252243abf451
¢ score agent.hostname: centossVM agent.id: bF8953E3-8679-43b4-80c9-9dc2bfds9711 elient.part: 41,949 client.packets: 7 client.bytes: 1,010 client.ip: 192.166.88.145
£ Avpe > Aug 3, 2000 @ 21:08:20.889 primestanp: Aug 3, 2628 © 21:08:29.89 process.args: /opt/ JIRERBENRE-framework/bin/ . . senbedded binsruby, /opt. [EEREINERE- fromework /bin/ .. enbedded/franewor k/msfeansole
B @timestamp table: opt / TR uby process.created: 2020-6-93719:96:29.9562 process.pid: 3,886 process.name: ruby service.type: system
t agentephemeralia = dit.socket.euid: @ system.audit.socket.egid: @ system.audit.socket.kernel sock address: @xfffi 72 = it socket.uid: @ syst dit.socket.gid: @ user.id: 8

agenthostnams

agentid

user.name: root client.packets: 7 clienc.bytes: 1,810 client.ip: 192.164.88.145 client.port: 36,543 server.port: 445 server.peckets: § server.bytes: 1,881

server 1p: 152.166.88.113 flow final: true flow complete: true agent.type: sudithest agent ephemeral 1d: hasid2a1-bas7-aadb-9714-252243abf461 agent hostname: centossyn

Eikova 56. Elastic SIEM Auditbeat (Emri@son smb)
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= Discover

New Save Open Share Inspect

[l serverport : 425

e 2

KL O~ s, 20200 20080000 » a3 0200 00000 (TR

@
auditbeat®

+ Add filter

Q i
© Filter by type ]
Selected filds
b _source
vailabl fiolds
Popular
destnationp
flomcompete.

LI

sourcep.

t gumestamp
¢ egentephemeral it
+1 agentnostname
o agentid

* sqemivpe

Count

Time -

Overview

¢ a

Anomaly Detection

auditbeat*

source.ip: 192.168.88.145

Machine Learning | Data Visualizer

, 2020 © 21:08:29.909

hug 3, 2070 © 21:98:29.890

_source

process.created: 2620-89-63T18:85:29, 8507 process.pld: 3,888 process.name: ruby process.ergs:

meta 110805

Aug 3,2020 @ 2108:00.000 - Aug 3, 2020 @ 21:08:30.000 —

E

tabl

1,517 hits
Auto

@timestamp per sscond

ez

Otinescamp: Aug 3, 2626 0 21:98:29.899 flow.final: trus Tlow.complece: trus server.packers: 5 server.bytes: 1,891 sarver.ip: 192.168.88.113 server.part: 425

pr

destination.packets: § destination.bytes: 1,091 Usar.id: @ user.name: root agent.version: 7.6.2 agent.type: auditbeat

ropt

ranework/bin/.

ramevork/bin/

Jruby service.type: systen destination.ip: 192.1

. rban.
66.88.113  destination port: 445

. aphe

al_id: basad2a

aqent hostname  centos8VM sgent.id: bf89530d-B679-43b4-88c9-0dc2bfdS9711 client.port: 41,949 client.packets: 7 client.bytes: 1,816 client.ip: 192.168.88.145

amework (bin/.

Atinestamp: Avg 3, 2628 0 21:88:29.809 process.args: jopt/matasploit-frameworkibin/ 3
Process.created: 2020-08-03718:06:29.9502 process.pid: 3,888 process.name: ruby service.type: system

fnsfeonsoll

tom. sudit . sockst.suid: &

it

ket

i

@

tem. audit. sockst. karnel_sock_sddrass:

dit

ket

d: 0 system.audit.socket.gid: & user.id: &

User.name: root client.packets: 7 elient.bytes: 1,818 client.ip: 192.168.88.145 client.port: 3,543 server.port: 415 servar.packets: § server.bytes: 1,681

server dp: 192.168.88.113 flom. final: true flow_comlete: true agent.type: auditbeat agent epheseral_id:

¥t.hostnane: centosBVM

Eikova 57. Elastic SIEM Auditbeat filters (Emi@son smb)

Index

Data Frame Analytics Data Visualizer

B~ Last24 hours

KQL

AvdaTTugn Zuotpatog Eviomopou kal AvrigeTwTmiong KuBepvoemBéoewv yia Mikpoug Opyaviopoug:

Calculated from sample of 5000 documents per shard

Sample size (per she

Metrics 'z Totalfields: 68 Show empty fields Q Fite
document count client.bytes [#) client.packets (#) client.port
[2 25665 documents (100%) [ 3,665 documents (100%) [ 3,665 documents (100%)
;:sz = 71 distinct values (£33 distinct values (=) 2789 distinct values
2400 min median max min median max min median max
2200 0 1,010 3,416,489 0 7 62,442 22 39,678.361 60,889
2000
1800 Top values Distribution Top values Distribution Top values Distribution
1600
1400 1,010 E— 77.5% 7 e— 78.3% Displaying Oth - 100th percentiles
o0 em 72.9% - 15.4%
1000 7%m 6.8% 2n 3%
unt 2877 1341 0.8% LI 0.6%
o 731 0% 81 0.5%
eoo 1421 0.5% n 0.3%
400 nse 0.4% 12 0.3%
20 1141 0.4% 24 0.3%
[ — 541 0.3% 8 0.2%
125 0.3% 10 01%
000000 060000 120000 180000
Calculated from sample of 5000 documents per shard Calculated from sample of 5000 documents per shard
Caiculated over all documents 5000 15000 25000 35000 45000 55000
@ destination.ip process.executable
[2) 3,665 documents (100%) [2) 3,665 documents (100%) [21 3641 documents (99.35%)
& 33 distinct values £ 12 distinct values
VALUES
top values TOP VALUES
81.06%
192.168.88.113 HE———— 78.2% Jopt/metasploit-fr IE—— 78.8%
192.168.8871 M 10.6% Jusrsbin/Metwork m 7.9%
193.239.214.2271 2.3% Jusr/sbin/chronyd B B.9%
85.72.56.142 1 2.3% Jusr/bin/dnf B 4%
193.239.214.226 1 2.3% {usr/binfyum 1 1%
192.168.88.245 1 0.9% 18.94% Jusriskin/sshd 1 0.5%
147.52159.21 0.5% Jusr/bin/nmap 0.2%
192168.88.93 | 0.4% fusribinfwget 0.2%
147102.222.211) 0.4% frue e Jusrflibexec/packe 0.2%
151.10118.222 0.2% fusr/bin/cur! <01%

Calculated from sample of 5000 documents per shard

Eikova 58. Elastic SIEM Auditbeat Data Visualizer (Emi@son smb)
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4.1 Security Onion

2€ QUTO TO GNEio yia Tov KAAUTEPO EVTOTTIOUO TwyV £MIBETEWY EyIve Xprion Kai Tou Security Onion [8].
To Security Onion gival pia diavoun Linux n otroia repiAaupavel Ta epyaleia Elasticsearch (eikéva 59),
Logstash, Kibana, Squert (eikéva 60), OSSEC (eikéva 61) Squil, Zeek (eikéva 62), Snort/Suricata,
setsniff-ng Ta otroia o€ cuvduaouod ue Tn xprion Tou epyaAeiou RITA pag divouv oav atmoTéAecua éva
TTOAU duvaTo epyaAeio pe OKOTTO TNV KAAUTEPN TTAPAKOAOUBNGN Tou OIKTUOU TOU OpYaVvIoHOU JOG.

Me Tn XpAon Twv epyaAgiwv autwv PTTOPoUPE va GUAAECOUPE TTANPOQOPIEG OTTWG O APIBUOS TWV
ouvdEéoewy, N dIAPKEIA TWV OUVOECEWV KABWG ETTIONG KAI TO GUVOAO TNG TTOCOTNTAG TWV OEBOPEVWV.
O ouvbuaopog Twv Sedopévy TToU TTPOKUTITOUV aTTd QUTA Ta epyaAcia, pag Bonbdael woTte va
MTTOPOUNE Va eVTOTTIOOUNE Kal va attoTpéWoupe emBEéaeic Command-and-Control (eTTiong yvwaoTEG Kal
wg C2 4 C&C)

Overview - Elastic - Chromium - &= x
&+ Overview - Elastic x | @ squert (361) - itadm x| +

<« C A Notsecure

localhost/app/dashboards

Overview

Navigation Total Number of Logs Total Log Count Over Time

15,774

All Sensors - Log Type Devices - Log Count By Device

Log Type(s) Device

Eikéva 59. Elasticsearch Overview
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squert (361) - itadm - Chromium =

% Overview - Elastic X | @ squen (361) - itadm x|+
C AN localhost/squertinde: v @ i
EVENTS _
== cow:=» a
INTERVAL:  2021-01.06 000000 -» 20210106 235650 (+0000)  FILTERED BY OBJECT  HO soR PRIORITY %
OGELE A 182
ping n 1
0
R Al w
o a. 2
Queued & 1 o o L. L] 10 1 12 ] 1 5 6 &) 1 2 1 2
iotal events %
otal s 14 sc o ACTMITY s D PROTD  %TOTA
Ai0m 1o g 174210 T TROJAN Generc - POST To_php wiExiended ASCH Characters (Likely Zeus Dervatve) 2016858 6 11.080%
high 08 1 1 " 14210 ET TROJAN Zbot POST Reguest 1o C2. 2019141 L 11.080%
o» 1o 1razor T CURRENT_EVENTS Zbot Generic URIfHeader S 2018082 6 0277
ot 25
1 e 1wazor ET POLICY PE EXE or CLL Windows fe download HTTP 2013989 6 3320
LASSIFICATION
1 g 1razor ET TROJAN JSINemUZod M.gen GowNIoading EXE payioad 2021954 s 3320
1 1razor ET TROJAN JSNemucod requesting EXE payioad 2016.0201 2n22482 6 o2r1m
1 - 17I5uZ [OSSEC] Listenen pors StZtus (netstal changed (new gort cpened o £ ] 2770%
oy vicaion 1 UL RtaTeT [OSSEC] Integrity checksum changed. 50 o s8.565%
i 1 JEm 17033 [OSSEC] Fie added io the system. £ ] 3321
o acon redd p
1o g 154911 [OSSEC] Wen server 500 emor code (server errar). anzm o o554%.
1o - 1zso0s SSEC] New dpkg (Debian Package) msialied 2002 ] 26w
1o - zaa [OSSEC] Dpkg (Debian Package) hat confgured 2004 o msar%
1 . 1wz [OSSEC] Dk (Debian Package) removed, 2003 ] Losow.
A [OSSEC] Received 0 packets in designaled ime inierval (defied in 0s36¢.conl). Please check interfoce, i
t ' e cahing. and tapispan o T
UTC 17:42:33
1/4
OSSEC Alerts - Elastic - Chromium - 5 x
%+ OSSEC Alens - Elastic x | @ squert (243) - itadm x| +
« C A Not localhost/app/dashboardsi/view 11e7-a6i7 g={files refreshinterva e:(from:now-4h,to:now))& a y v e E

MNavigation OSSEC Alerts - Log Count Over Time

322

OSSEG Alerts - Event Summary OSSEC Alerts - Alert Lavel (Pie Chart)

9

Username

Eikéva 61. OSSEC Alerts
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%+ Zeek - Connections - Elas. X | @ squert (243) - itadm x| +

= C A Notsecure | locathostapp/dashboards#fview/e0a3

Last 4 hours

MNavigation === Connections - Log Count Connections - Log Count Over Time:

212

Connections - Service Connections - Protocol (Bar Chart]

Connections - Bytes and Duration

Eikova 62. Zeek
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5 Zupnepaocpara

O1 emBéoeig oTov KUBEPVOXWPEO OeV UTTOPOUV va atro@euxBouv Kal Ba guvexioouv va eugaviovral
KaBnuepivd. ‘ETol, o1 opyaviouoi TTPETTEl va eTTEVOUOUV OTOUG avOPWITOUG Kal T EPYAAEIa aTTO Ta OTTOIO
amroteAeital To Kévtpo ETTIXEIPNOIAKNAG ao@AAEING TOU OpYaVIOUOU TTPOKEINEVOU VO OTTOQEUXBOEI pIa
MEYAAN aTTwAEIO N oTToia Ba PUTTOPOUCE VA £XEI OIKOVOWIKEG ETTITITWOEIG 1] VO KOOTIOEI TNV Qriun Tou
opyaviguou.

‘Eva SOC utropei va atroteAcital ammd Aiya atopa apyIkd kal va auédvovtal avTioToixa 600 auéavovTal
Ol aTTaAITHOEIG TOU OpyaviopoU. 2e évav opyavioud KaAd Ba frav avatmTuxBei mpoaekTikd éva SOC,
£XOVTAG TTPWTA AVOAUCEl TOUG OTOXOUG KOl TOUG OKOTTOUG TOU OPYQAVIOUOU TTPOKEIUEVOU VA EXOUNE TO
KaAUTepo duvatd atmmotéAeopa. H opdda Tou SOC Ba rpéTrel va Xl A TTAAPN €IKOVA TOU OpYavIoUoU
YIO va PTTOPETEl va eVTOTTIoEl AAAG Kal va aTToTpEWEI TNV OTTOIAOATTOTE ETTIBECN TTPOG TOV OPYAVIGUO.

H ouada Tou SOC Ba 1rpetrel va d1a8€Tel Ta KATAAANAQ epyalAcia yia va gival o€ BEon va OUYKEVTPWOEI
O0edopéva Kal va Ta avaAuoel. Me autdv Tov TPOTTO UTTOPEI va atroTpéWel pia TTIBEoN ) avaAdovTag Ta
O0edopéva va PTTopécel va KATaAdRel TToIog nTav o TPOTTOC TTOU KIVABNKE o emITIBEUEVOG HETQ GTOV
opyaviouo aAAd kai Troia dedopéva Ba uTTopoucav va £Xouv eKTEDEI.

To ELK SIEM ¢gival éva TTOAU Xpriciuo epyaAgio, To oTroio ptropei va Bondrioel Tnv opydda ac@agiog
OTO va €X€l TRV TTAAPN €IKOVA TOU opyaviouoU Kal Adyo Tou OTI €ival avolKToU KwdIKa Pag divel TN
ouvaTtéTNTa VA TO XPNOIUOTIOIGOUUE GE OTTOIOVONTIOTE OpYyavIOUS WIKPO 1 heydAo BwpakilovTag e
autov Tov TPOTTO TO BIKTUO KaI Ta cuoTAATa Tou. ETriong 1o elastic d1a0£Tel TTOAU KaAAr TeKunpiwaon
TPAYUA TO OTTOI0 Bewpw OTI €ival TTOAU OnUavTIKO KaBWG PEIVEI TOV XaUEVO XpOvo OTav BéAoupe va
UAoTToIfooUdE KATI, MEIWVEI TO KOOTOG YIa eKTTaideuon divoviag pag PeE autdv 1o TPOTTO KAAUTEPQ
ATTOTEAEOUATA KAl PEIWVOVTAG Ta TTIBava AGBn. ZTig doKIPES TTou €yivay OTa TTAQioIa TNG UAoTToinoNg
NG METATITUXIOKAG Epyaaiag, eidaue TO TTwG PTTOPEi KATTOI0G aTTd TNV oudda Tou SOC va evroTTioel Pia
emiBeon. Méoa atoé Ta ypagruata ato Kibana ptropei kamoiog dueca va avTiAngBei Tnv atrelAf kal oTn
ouvéxela e Tn xprion Twy timelines tmou d1a08€1el To Elastic SIEM ciyaoTe o€ 8€on va avalntriooupe
TTEPIOOOTEPEG TTANPOPOPIES YIa TNV €TTIOECN TTPOKEINEVOU va yivel TTEpaITépw avaAuon aAAd Kai va
EVTOTTIOOUWE TIG KIVATEIG TOu €mTIOEuevou. TEAOG n xprion Tou Elastic SIEM oe ouvduacouo pe dAAa
epyaAeia avolkTou KwdIKa, OTTwG autd TTou TrepiEXovtal oto Security Onion, ptropei va fonBroouv
onMavTika Tnv opdda evog SOC wate va avtiAn@Bolv aAAd Kkal va atmmoTpéyouv 600 To duvaTov
YPNYOPOTEPQ WIa ETTIOETN.
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6 Enmekraosig

Opiopéveg HEANOVTIKEG TTPOTACEIG YIa TNV BEATIWON aAAG KAl TNV ATTAOTTOINGN TNG EPYATiag TNG
ouadag aceaAeiag Tou opyaviopou givail N AUTOUATOTTOINGN OPICUEVWY EPYACIWV KABWG Kal 0
ouvduaopuoég Tou ELK Stack pe dAAa epyaAeia.

H TpwTn TTPOEKTOON TOU CUCTAMATOG €ival N QUTOUATOTTOINCN OpPICHEVWY epyaoiwy. EIdIKa otnv
TTEPITITWON TToU £Xoupe £va cluster kal ToO oUOTNPA PaG HEYAAWVEL, TOTE Ba XpelaoTei éva epyaleio yia
va auTopaTtoTroinBolv opIouéveg evépyeleg. To epyaleio autd ptropei va ival To Ansible A To Puppet
Ta oTroia €ival Kal Ta OU0 avoIKTOU KWOIKA Kal UTTopoUv va Jag Bonbrioouv va auTouaTOTTOINCOUE
apkeTEG Oladikaaies. Ta epyaleia autd pmmopolv va xpnoipgoTroinBouv e1Tiong yia Tnv €yKaTdoTaon Kal
TTapaueTpoTToinon Twv Beats oTtoug clients Tou opyaviopou. Me autdv 10 TPOTTO AUTOUATOTTOIOUUE TIG
€PYOaieg TToU BEAOUE va yivouv Kal atTo@elyovTal Ta TUXOV AGBn 1 TTapaAnyelg.
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