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Abstract

The massive technological developments in world trade and the need for personal
information to cross international borders highlighted the need to define security policies
and propose specific regulations to enhance the protection of citizens' personal data. A
technological breakthrough, which creates challenges to the protection of personal data, is
Cloud Computing. The main feature of Cloud Computing is that it allows on-demand network
access to computing resources with minimal management effort or service provider
interaction. This new era gives new dimensions to international transfers of personal data
and for this reason it has become necessary to establish a Security Policy for Cloud
Computing services. For the new era of Cloud Computing, the purpose of a Security Policy is
to protect people and information, set rules for expected behavior by users, minimize risks
and help to track compliance with regulation.

This thesis proposes a Methodology that can be adopted for the development of a
Cloud Security Policy, in respect to data security. Specifically focused on the model of
Software-as-a-Service (SaaS), this thesis is intended to serve as a Framework for
organizations, users, Cloud Providers and provide a baseline for the Security Policy of Cloud
Computing. We address the security requirements that are specific to Cloud Environment,
highlight how these requirements link to our Cloud Security Policy and recommend, the
measures and the corresponding security policies. Furthermore, it proposes a method that
can be adopted by Cloud Providers for auditing the security of their systems as, security is

one of the core competencies of the Cloud Provider.

Dimitra Georgiou
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© 2017




NepiAnyn

OL pallkég TeXVOAOYIKEC €€eAiel¢ TOU TOYKOOWUIOU €UTIOPiOU KAl N avaykn
Slaouvoplakng Kivnong twv MPoowrikwy TAnpodoplwy, Snploupyolv TNV avaykn va
KaBoplotouv TMOALTIKEG aodaAeiag kal va mpotaBouv eldLkol Kavoviopol yla thv evioxuon
NG TPOOTACIAC TWV TMPOCWTIKWY O6e60uEVWV TwV TOATWY. Eva TETOLO TEXVOAOYLKO
emnitevypa, To omolo SnUloupyel MPOKANCELS OTNV TPOCTACIA TWV MPOCWTIKWY SES0UEVWY,
elval to Nédog Yrmohoylotwv (Cloud Computing). To KUPLO XOPOKTNPLOTIKO TOU £ival OtL
ETUTPEMEL EUKOAN Kal KOTA amaltnon mpocofacn oto SIKTuo Og UMOAOYLOTIKOUG TOPOUG,
aveédptnta amno to nol Bplokovral ta dedopéva, n omola propei va tpododotnBel ypriyopa
KoL va umapgel pe tnv eAaylotn mpoomabesia Siaxeiplong i oaAAnAemidpoon mopoxng
UTINPECLWV.

H «koataotacn oaut) 6ivel véeg Olootdoelc otn Slacuvoplokny Kivnon Ttwv
TMPOCWTILKWYV SeSOUEVWY KOl Yyl To AOyo auto €xel yivel avaykoio¢ o KaBoplopog tng
TIOALTIKA G aodaleiag Twv umtnpectwv tou Nédoug. MNa tnv véa emoxn Tou Nédoug, o okomdg
NG TOALTIKAG aodAAeLag ival va mpootateloel TOUG avBpWIouC Kal TI¢ mAnpodopieg, va
B£0eL KAVOVEG Yl TNV AVOUEVOUEVN CUUTEPLDOPA TWV XPNOTWY, VO EAAXLOTOTIOLGEL TOUC
Kwwélvoug kot vo PBonBnocel otnv mopakoAoUONON TwV OCUUMOPPWOEWV UE TOUG
KOVOVLOHOUG.

Auth n Statppn mpoteivel pa peBodoloyia mou pmopel va uloBetnBel yia tnhv
QVATTUEN MLAG YEVIKOTEPNG TOALTIKAC aodadeiog cuotipatog Nédoug YmoAloylotwy, HE
OoTOX0 MAvTa TNV AcdAAELd TwV SeS0UEVWY. MO CUYKEKPLUEVA, ETIKEVIPWVETAL ELOIKA OTO
MOVTEAO UTnpeclwv Tou Software-as-a-Service (SaaS). Ztnv akOAoubn épeuva,
napatibevtal oL amellég kAl ol amaltioel acpoaieiag mou Loxlouv HOVO yla Ta
MepBarovia Nédoug YmoAoylotwy, Kal TPOTElvOvTaL HETPA KOL OVTIOTOLXEG TIOALTIKEG
aodaleiag yla tnv anoduyn Toug. EmumAfov, mpoteivetal plo péBodog mou Ba pmopolices va
uLoBetnOel amd toug Mapdyoug umnpeolwv NEPoug yla Tov €Aeyxo TNG aodpAlelag Twv

CUOTNUATWY ToUuC, adol n acddalela ival Evav amo ta Bactkotepa MPoBARUATA TOUG.
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«A€ev UntapyouV LOEEC, UMAPYOUV LUovaya avipwrtoL Tou
KouBaAouv TIC LOEEG, KL AUTEC ITAL{PVOUV TO UTTOL TOU avipwitou
JTOU TIC KouBaAae»

N.Kalavtakng




Euxaplotieg

«H {wn yla tov kadéva pac ivat oav napapvd... »
(Xawve Kpiotiav Avtepoev)
EriAéyouue toug avipwiouc mou SauualoUUE Kol EKTULOUUE

ko padi toug Badilouue ota povoratia tn¢ {wng...

210 O61kO pou «apauvud», giyo tnv TUXN KAl TNV TN va €W OTO MAEUPSd poOU
afloAoyoug avBpwIoug, EMIOTAUOVEG, CUVEPYATEG Kol ¢iAloug mou pe kaBodnynoav, Ue

gupUxwoay, e otrpLéav Kal Ue yéuloav e codla kot eipa, yLo To umtoAouto tng {wng Hou.

Apxika, Ba nBsha va ekppdow £va TApa TOAU HEYAAO E€UXAPLOTW, OTOV
eruPAémovta  kaBnynt) HOU KOl MEVIOPA HOU, OMWE TOV amoKaAw, K.Kwvotavtivo
Aapumpvoudakn, yla Tnv KaBodnynorn Tou Kol ylo TNV auépLoTn EMLOTNUOVIKN Kol NOKA
UTIOOTAPLEN TIOU HoU TpooEdepe Katd tn Slapkelo authg tng Statplfrg. OL MOAUTIUEG
OUMBOUAEG Tou Sev ATV HOVO EUTIVEUCUEVEG, AN Kol KABOPLOTIKEG OE QUTH TNV £PEUVA.
AnO TNV apxn tTNG yvwpldiag pog, HEXPL KOl CHUEPA, HOU TIPOOoEdepe amAdxepa Kol
QVLSLOTEAWCG EMLOTNUOVLKY, TIVEULLOTIKN Kot nBkA kaBodnynaon, adlepwvovtag HoU apKETO
oo ToV TOAUTIUO TOU XPOvo. Tov euxaplotw Héoa amd ta BAdn tng kapdldg pou, yla thv
gunotoolvn Tou pou £6etée Kal Seiyvel pExpL onpepa, KaBwg Kal To OTL E TIUNOE HE TN
ocuvepyaoia tou. Antotelel MPAOTUTO yla TN MEANOVTIKY LOU TIOPELD WG EMLOTHOVAC, AAA
KOL WG AvOpWIOC YEVIKOTEPA KOl €UEATILOTW N CUVEPYOOIA HOC VO CUVEXLOTEL Kol OTO

MEAAOV, TIPOAYOVTAG LLE TOV SLKO LG TTAVTA TPOTIO TNV EMLOTHUN.

ISlaitepeg euxaplotieg, Ba nBsha va amsuBlvw otov Kadnyntr Kol UEAOC TNG
TpLUEARC ZUMPBOUAEUTIKNG Mou ETutpomig K. Zwkpdtn KATOWKA, yla TNV €UMLOTOCUVN TOU
£€6€1Ee MPOC TO MPOCWTO LoU Kal Yl T SuvatotnTa Mou Pou £8WOE, UE TO VO UE EVTALEL
amo TNV apxn TG akadnuaikng pou nopelag wg Epeuvntpla otnv opdda tou Epyaotnpiou
™m¢ AoddAelag Zuotnuatwyv tou Tunuoatog Wnowokwv Zuotnudtwv — MNavermotnuiou
Mepalwg Kot va e odnynoeL o€ HOVOTATIA YVwoNng Kal gunelpiag. OAn tn Slapkela Tng
SlatpBAG Hou, e TIG TOAUTIUEG OUMPBOUAEG TOU, TO yvholo evSladEPOV TOU Kal Thv
ETIOIKOSOUNTIKI TOU KPLTIKA, oUVEBOAE Ta HEYLOTA, TOOO OTNV EMLOTNUOVIKY £EEAEN Hou,
000 Kol oTnv oAokAnpwon tng mapovoag datptpng. AloBdvopal, TOAU TuXEpPr TOU TOV
yvwploo amd tnv apxfi tng mopeiag pou Kot Kadnuepwvd Aappfavw aAnbwva padrupota

avBpwrvng Kat akadnUaikng cupunepldpopac.
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Entiong, Ba nBela va euxaplotiow tov Avaminpwtr Kabnyntn k. Xprioto Zevakn Kot
MEAOG TNG TPpLUEANG pou ZupBouAeuTikig Emttpomig yla tv kaBodrynon Kot Tig MOAUTIUES
OUUPBOUAEG TIOU poOU TapEixe, KOBWG HME TNV EUMELpiA TOU KAl TNV yvwon TOU HOoU

PpooEdepPe, CUVETEAEDE OTNV OAOKANPWON QUTHG TN SLatpLpnC.

OepUEG EUXAPLOTIEC Yyl TNV OUMMETOXN Toug w¢ MéEAN otnv  Emtoapeln
JupPouleutikn Emutpormn tng SlatplBng pou, odeidw emiong otoug Kabnyntég: K. Itédpavo
Mkpit¢aAn — KaBnyntr Maveruotnuiov Awyaiouv , K. Inmupidwv KokoAdkn - AvamAnpwtn
KaBnynt MNavemotnuiov Awyaiou, ka. AyyeAikry Todyou - Emikoupn KaBnyntpla loviou
MNavernotnuiov kat k. Xprioto KaAlovidtn — AvarmAnpwti KaBnyntr Mavemniotnuiou Ayaiou.
Toug euyaplotw Bepud Kat gival TIUA HOU TIOU CUUHETELXOV OTNV OAOKANPWON QUTAG TNG
StatpBnic. To €pyo Toug Kol n akadnuaik Toug mopeia amoteAoUv MPOTUTIO yla TN

MEAAOVTLKN) HOU TOPELQ LOU WC ETMLOTAUOVAG.

ISLaitepeg euxoplotieg Ba NBela va ekdpdow, otov Ap. AnpAtplo Mevelatdkn yla
Vv avektipntn Ponbela kot kaBodAynon Hou oto MPWTa pou BrAuota wg unoPndla
S18akTopag, otov cuvepydtn pag Ap. Nikdhao Bpdka Kot os OAa ta péAn Tou Epyaotnpiou
™¢ AoddAelag Wnolakwyv IuoTnUATWY, ylo TO OTL HOU TIPOCEdEpaV £va EUXAPLOTO
nepBGAAOV  yepdto evlladépouoeg Kal emolkodountikég oulntnoslc. Euxouat va
OUVEXIOOUV HE TNV £peuvd Toug ot KABe emimedo pe emtuyxia. Emiong, Ba ABela va
guxaplotiow tov AvamAnpwt Kabnynt k. HAla MaykAoyldvvn, yla TNV OVEKTIUNTN
BonBela mou pou mpocédepe. Me TIG TOAUTIUEG CUMPBOUAEG TOU, TO Yviolo evdladEpov Tou
KOLL TNV ETOLKOSOUNTLKI TOU KPLTLKI), CUVEBAAE TOCO OTNV EMLOTNOVLKH €EEALEN LoU, OGO Kol

otnv oAokAnpwaon g napouoag SLatpLpng.

O kaBévag amd O6houg 6ooug avedepa, €xel cUUPAAEL pe to SIKO Tou EeXwPLOTO
TPOMO oTnV OAOKANpwon autng tng SlatpPig. AAG tnv 1o UeyaAn cupdPoAn Kal To Tio
MEYAAO guXapLOTW, TO O0delAw OTNV OLKOYEVELA HOU: oTouG yoveig pou Davh kat Oavaon
lewpylov kat otnv adepdpn pou ABnva, yla TNV AUEPLOTN QYATN, UTOOTNPLEN Kal
cuMmapdcoTacn, KaBwg Kal yla TG Bucieg KAl MOPAXWPNOELS TTOU €X0UV KAVEL YLA ELEVA OAa
auTa ta Xpovia. EveAToTw, e TNV mapoloa SLatpLPn va Lkavormolouvtal oL Tpoodokieg mou

£tpedav oTo MPOCWIO HOoU Kal va ival utteprdavol yLo EQEvVa.

Aquntpa A. l'ewpyiou
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Chapter 1: Introduction

Nowadays, in interconnected world every corporation needs a well thought
out Security Policy. The rapid growth of the information age has significantly
changed the nature of Computing and gives rise to a new set of security concerns
and issues. According to the National Institute of Standards and Technology (NIST),
Security Policy is defined as “Aggregate of directives, regulations, rules, and practices
that prescribes how an organization manages, protects, and distributes information”
[1].

For the technological achievement of Cloud Computing, the purpose of a
Security Policy is to protect people and information, set rules for expected behavior
by users, minimize risks and track compliances with regulations [2]. Considering the
fact that in recent times anyone with an interest in information technology has come
across the term Cloud Computing [3] it is really important to seriously consider the
security issues in Cloud Computing: Are there any Security threats in Cloud
Computing, that do not appear in non- Cloud Systems? Is the Cloud secure and safe
for the users? As Cloud Computing is achieving popularity, we attempt to demystify
the security and privacy risks that are introduced, because of its transformational
nature [4]. The success of a Cloud Security Policy really depends on the way the
security contents are addressed.

Like most technologies, Cloud Computing evolved from a need. The
tremendous growth of the Web has given rise to a new class of “Web-scale”
problems—challenges such as the increasingly amount of information available in
internet or the creation of larger space storage in servers and the use of more cloud-
based applications storage over long distances.

As a need firstly, we must mention the accurate definition of this technology.
The most widely used definition of the Cloud Computing model is introduced by
NIST, as “Cloud Computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing resources (e.g.
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or Service Provider

interaction”.
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This Cloud Model is composed of five essential characteristics, three Service

Models, and four Deployment Models.

Its "five essential characteristics" are: a) On-demand self-service, b) Broad

network access, c) Resource pooling, d) Rapid elasticity, e) Measured service [5].

Its three Service Models which are referenced to: Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS), Infrastructure-as-a-Service (laaS). It is worthwhile to be
mentioned, that each Service Delivery Model has different implementations, which
complicates the Development of standard security model that can be adopted by

others, as Cloud Computing Consumers or Providers or Cloud Services.

Its four Deployment Models that are divided into, three commonly-used

models and an additional one which are:
The three commonly-used Cloud Deployment models:

a) Private Cloud: is a built and managed within a single organization,

b) Public Cloud: is a set of Computing resources provided by third-party
organizations,

c) Hybrid Cloud: is a mix of computing resources provided by both private and

public clouds.
And the additional Model, which is less-commonly used and it is the:

Community Cloud: shares computing resources across several organizations,
and can be managed by either organizational IT resources or third-party

Providers. [6][7][8][9][10][11][12]

Managing such heterogeneous Models, to meet security needs is a complex task,
taking into account conflicts among the security requirements and among security

controls at each layer of Cloud.

From the Cloud Providers’ perspective, security requires a lot of expenditures
(security solutions’ licenses) and resources and is a difficult problem to achieve. So
Cloud Providers have to understand consumers’ concerns and seek out new security
solutions that resolve such concerns. As Cloud Computing is achieving popularity, its

multidisciplinary has raised questions in the research community about how novel
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this new paradigm is because it includes almost everything that existing technologies

already do [13].

The methodology, presented in this Thesis, uses the Threats related to the
Software-as-a-Service Model and related to the Cloud Provider. We choose this one
to investigate in our research, because it remains the dominant Cloud Model for the
reason that it simplifies deployment and reduces customer acquisition costs.
According to its characteristics, it is also accessible from any locations, its updates
are being automated, it is compatible across multiple devices and its products can be
easily adjusted to particular client’s needs. The SaaS model has flourished in recent
years because of the many benefits it offers, so we decided to secure this one.

The key objective of the proposed Methodology gives a solution to the
security challenges of a SaaS Cloud Computing Model. If the Cloud Providers follow
the proposed Model, they will succeed in having a professional Security Audit and
thus a high level of security in their Cloud Computing environment, saving time and

money.

1.1.Problem Identification

While the internet grew rapidly and Cloud Computing is expanding as a
service used by a great number of many individuals and organizations
internationally, policy issues related to Cloud Computing are not being widely
discussed or considered. The rapid growth of internet during the last decade
comprises a fact that even the most doubtful could foresee. The usability,
accessibility, low cost and the high volume of available information related to the
Cloud Computing raise a range of important policy issues, which include issues of
privacy, security, anonymity, telecommunications capacity, government surveillance,
reliability, and liability, among others.

Conventional Security Policies designed for other technologies do not map
well to the Cloud Computing environment. Cloud architecture is fundamentally
different from other systems, the Cloud environment is by nature multitenant with

shared resources, and the location of the data and the local privacy requirements
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will not be controlled by the user. It is important to have in our mind that Cloud is
enabled by virtualization technologies.

Although Cloud Computing has been researched earlier, the recent increased
use of Cloud Services requires up-to-date insights into necessary security
requirements and its solutions.

The Problem of Cloud Computing security is very important and can prevent
the rapid growth. But what is the problem exactly? And why do we need a Security
Policy for the Cloud Computing? We analyze the problem of security in Cloud and its
strategy in accordance with the concepts and characteristics of Cloud Computing.
After our in-depth, risk analysis of Cloud Computing Model and our experience in
other conventional systems occurred that, to have a safe operation of the Cloud
Computing, we should consider the following areas: the architecture of Cloud
Computing, governance, portability and interoperability, the traditional security,
business continuity and disaster recovery, data in business center, the incident
response, notification and remediation, application security, encryption and key
management, identity and access management.

Many of the security issues that need to address the Cloud Computing are
already known in other systems. But the Cloud Computing system has certain
characteristics and attributes that create new security concerns.

Firstly, the Cloud environment has a much more complex architecture
compared to other systems. It combines a number of Computing concepts and
technologies such as Service Oriented Architecture (SOA), Web 2.0, virtualization and
other technologies with reliance on the Internet, providing common business
applications online through web browsers to satisfy the Computing needs of users,
while their software and data are stored on the servers. The resource pooled nature
of the Cloud, due to the centralization of data and universal architecture enables
Cloud Providers to focus all their security resources on securing the Cloud
architecture.

Furthermore, the lack of standardization is a very important problem
associated with the Cloud Computing, since no proper standards exist, it becomes

extremely difficult for a company to secure the services that it offers or uses through
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a Cloud VMware white paper [14] supports that: Cloud architectures must have well-
defined Security Policies and procedures in place. Realizing full interoperability with
existing dedicated security controls is unlikely; there has to be some degree of
compatibility between the newer security protections specifically designed for Cloud
environments and traditional security controls.

Multi-tenancy (shared resources): Cloud Computing is based on a business
model in which resources are shared (i.e. multiple users use the same resources) at
the network level, host level and application level. Cloud Computing services exist in
many variations, including data storage sites, video sites, personal health record
websites and many others. The entire contents of a user’s storage device may be
stored with a single Cloud Provider or with many Cloud Providers. Multi-tenancy
implies sharing of computational resources, storage, services, and applications with
other tenants. In the multitenant Cloud environment the location of the data and the
local privacy requirements are not be controlled by the user. This characteristic
focuses on resource utilization, cost and service availability. In such a situation, data
of various users will reside at the same location. Intrusion of data of one user by
another becomes possible in this environment. Security Alliance says: about Multi-
tenancy in Cloud Service Models, that implies a need for policy-driven enforcement,
segmentation, isolation, governance, service levels and chargeback/billing models
for different consumer constituencies. This attribute of multi-tenancy may lead to
security issues.

Massive scalability: Although organizations might have hundreds or
thousands of systems, Cloud Computing provides the ability to scale to tens of
thousands of systems, as well as the ability to massively scale bandwidth and storage
space. New nodes can be added or dropped from the network as can physical
servers, with limited modifications to infrastructure set up and software. Cloud
architecture can scale horizontally or vertically, according to demand. This attribute
may lead to traffic overflow issues and how to manage such a huge amount of data.

Elasticity: Users can rapidly increase and decrease their Computing resources
as needed, as well as, release recourses for other users when they are no longer
required. Elasticity implies being able to scale up or down resources assigned to

services based on the current demand. Scaling up and down of tenant’s resources

22

—
| —



gives the opportunity to other tenants to use the tenant previously assigned
resources. This attribute may lead to confidentiality issues in Cloud Computing.

Pay as you go: Users pay for only the recourses they actually use and for only
the time they require. Aside from the higher flexibility, a key benefit of this service is
the usage-based payment scheme. This allows customers to pay as they grow.
Another important issue is to buy and use the latest technology. On-demand, self-
sustaining or self-healing, multi-tenant, customer segregation are the key
requirements of laaS. The Provider might give some control to the people to build
applications on top of the platform. But any security below the application level such
as host and network intrusion prevention will still be in the scope of the Provider and
the Provider has to offer strong assurances that the data remains inaccessible
between applications. For some types of information and some categories of Cloud
Computing users, privacy and confidentiality rights, obligations and status may
change when a user discloses information to a Cloud Provider. So, this attribute may
lead to privacy and confidentiality issues.

Self-provisioning of resources: Users self-provision resources such as
additional systems and network recourses. And Concerns that create questions as:

- Who has access to the data?

- Do | have full visibility into information regarding these access-control

policies?

- What are the access-control policies?

- Is data encrypted during transfer from the internal network to the public

cloud?

- What is the disaster-recovery process?

- Does the Cloud Provider replicate data across multiple datacenters? Are

these datacenters located in different geographical locations?

All these questions need investigation and the Cloud Provider is the only source of
information. Given that there are appropriate standards for the Cloud Computing, it
is almost impossible for a company to ensure the quality of services provided.

Like other systems, so the Cloud Computing is not meant to have no risks, the

truth remains that these risks are definitely manageable with some effort and we
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will present this in our research that focuses on the Creation of a single Security

Policy, after identifying the risks that threaten the Cloud Computing.

1.2.Goals and Contribution

Through the literature review, we have examined many aspects of Security
Policies in Cloud Computing; the aim in our Ph.D. thesis was to propose a
methodology that may be adopted for the development of a Cloud Security Policy,
for the Cloud Providers, in respect to data security and thus contributing to the
scientific community of Cloud Computing Security.

Specifically the goals were:
i. Detailed review of existing studies on the security issues of Cloud Computing.
ii. Review of all existing threats against Cloud Computing, focusing on those that
are not applicable to conventional systems.
iii. Identification of Security Policy Rules and General Recommendations for SAAS
Security Policies.
iv. Proposal of a Methodology for assessing threats in Cloud, in order to identify the
new rules that should be incorporated in the Cloud Security Policy.
v. Application and evaluation of the proposed methodology in specific use cases.
To be specific in this Ph.D. thesis after reviewing all existing threats and their
known solutions, the absence of a methodology for the development of a Security
Policy was identified as one of the major problems in a Cloud Computing

environment.

Figure 1 The contribution of the proposed Methodology
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Existing research methodologies are not appropriate for Cloud Computing since
threats in Cloud environments are different. Cloud architectures must have well-

defined Security Policies and procedures in place.

Despite the research that has been carried out in the field of Cloud
Computing security, it is necessary to assess the current state of research, practice
and security policies, in order to provide practitioners with evidence that will enable
them to focus on its further development. Something that we present with our
detailed review of existing studies on the security issues in (Goal ).

Cloud Computing is not a new technology, is an evolution of Information
Technology architecture from centralized computing to network dependent systems
with distributed assets and distributed management responsibilities. While there are
common definitions, the various different technologies models that comprise cloud
computing reveal its complexity and amount of different threat, and that defining
cloud computing is impractical for Policy purposes. So in our research, we made a

review of all existing threats in Cloud, to succeed our (Goal II).

It is worthwhile to be mentioned that Cloud Computing raises a range of
important Policy issues. A productive approach to begin analysis of the information
Policy issues related to Cloud Computing is to consider user expectations. At a
minimum, users will likely expect that a cloud will provide the following a) Reliability
and liability, b) Security, privacy, and anonymity, ¢) Access and usage restrictions. In
our research we present an implementation of Security Policy Rules and General
Recommendations for SaaS Security Policies (Goal iii), so to fulfill users expectations
and to guide Cloud Providers. To alleviate all the security concerns, a Cloud solution
Provider must ensure that customers will continue to have the same security and
privacy controls over their applications and services (Goal |, ii, iii). With the
implementation of our new methodology we assessed the threats in order to
identify the new rules that should be in incorporated in the Cloud Security Policy

(Goal IV).

So, what is the contribution of this Thesis? While there are other policy issues
beyond those mentioned above, we believe that the Security Policy Rules and

considerations, presented in this Thesis, are vital for the successful development of a
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General Security Policy for Cloud Computing, for the Software-as—a-Service Model.
We provide evidence that the Cloud Computing Systems based in this Security Policy
are achieving an adequate security protection level and that they can meet the
provisions of the service-level agreement terms. Furthermore, we highlight Security
Requirements and solutions, as best practices and the proposed Methodology of
developing the Security Policy are performed through case studies (Goal v). In
addition, it is worth mentioning that the Cloud Security Policy presented in this
thesis considers the current Cloud Computing landscape with provisions on how this
space is likely to evolve in the future. These principles, policies and the enterprise
security plan constitute the enterprise security governance, risk management, and

compliance model.
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Chapter 2: Security in Cloud Computing

2.1. Literal review

Cloud computing is known as one of the big next things in information
technology world [17]. Due to its architectural design and characteristics
(Flexibility/Elasticity, Scalability of infrastructure, Broad network access, Reliability,
Sustainability) imposes a number of security benefits which include centralization of
security, redundancy, data segmentation and high availability [18][19].

Although there are many benefits from adopting Cloud Computing, there are
also some significant barriers linked to/ pertaining to its adoption. The new concepts
introduced by the Clouds, such as computation outsourcing, resource sharing and
external data warehousing, increase the security and privacy concerns and create
new security challenges. In addition to that, the large scale of the Clouds, the direct
access to Cloud infrastructure and the proliferation of mobile access devices amplify
Cloud vulnerabilities and threats. Thus, as Clouds' popularity grows progressively,
more and more security concerns are raised, allowing them to become more
attractive as attack targets due to the concentration of digital assets.

In general, Security is related to the important aspects of confidentiality,
integrity and availability. In Cloud Computing, these important aspects of security,
apply to the three categories of assets which are necessary to be secured: data,
software and hardware resources.

Before we proceed with the presentation of the Cloud Security challenges
proposed by the Cloud infrastructure, we should first clarify what Cloud Computing
Security means as well as to analyze and understand what the security issues are.
We also have to investigate the Cloud security attributes and to identify the security
requirements including confidentiality, integrity, availability as well as transparency.

Security in Cloud Computing refers to the set of procedures, processes and
standards designed to provide information security assurance in a Cloud Computing
environment. It addresses both physical and logical security issues across all the
different Service Models of Software, Platform and Infrastructure and it tackles also

how these Services are delivered (Public, Private or Hybrid Delivery Model) [20].
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Security issues are separated into two categories, according to different
stakeholders: issues faced by Cloud Providers (organizations providing SaaS, PaaS or
laaS via the cloud) and issues faced by their Customers (companies or organizations
who host applications or store data on the Cloud). Each one has its own
requirements and capabilities delivered from one stakeholder to the other.

In all three models, the Cloud Provider manages and controls the
infrastructures. The Provider is responsible for implementing and operating suitable
infrastructure controls of fundamental importance, such as training, firewalls,
physical security and others.

On the other hand, in all three models, the Customers have rights and
responsibilities that will enable them to make more informed decisions before
signing up with a Provider. Gartner presents below these seven rights and
responsibilities that benefit both Service Providers and Service Customers [21].

1. The Right to Retain Ownership, Use and Control of one’s own Data.

2. The Right to Service-Level Agreements that address Liabilities, Remediation

and Business outcomes.

3. The Right to Notification and Choice about changes that affect the Service

Consumer’s business processes.

4. The Right to Understand the Technical Limitations or Requirements of the

Service upfront.

5. The Right to Understand the Legal Requirements of Jurisdictions in which the

Provider operates

6. The Right to Know what Security processes the Provider follows.

7. The Responsibility to Understand and to Adhere to Software License

Requirements.

Providers and Consumers, these two stakeholders, need to negotiate and agree
to the Security Properties in Cloud Computing. (Figure 2) shows the Cloud
Deployment Models together with their infrastructure (laaS, PaaS and Saa$S). Cloud
Deployment Models have similar internal infrastructure but vary in their Security

Policies and user-access levels.
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Figure 2 The NIST Cloud Definition Framework
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Many researchers and practitioners discuss about Cloud Computing security
challenges and issues. Plenty of them work on identifying attacks, vulnerabilities and
threats and try to provide countermeasures, recommendations, frameworks,
strategies and other security solutions (e.g.[22][23][24][25][26][27][28]).

Additionally efforts by some researchers present surveys on Cloud Security
requirements such as confidentiality, integrity, transparency, availability,
accountability, and assurance [29][30][31] .

While other researchers have addressed single attributes of Cloud Computing
security such as data integrity, authentication vulnerabilities, auditing, etc.
[32][33][34][35][36].

Researches by Organizations as ENISA list loss of control and governance as a
top risk of cloud computing [37].The Cloud Security Alliance (CSA) lists data breaches
and data loss as two of the top nine threats in Cloud Computing [38]. There are
instead different aspects, with related issues, challenges and security controls that
need to be considered and that can find application in different scenarios.

Cloud Computing is viewed as one of the most promising technologies in
computing today, inherently able to address a number of issues. In the Table 1
below, after the brief literature survey, we summarize, explain and describe the

most popular security challenges in Cloud Computing
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Table 1 Cloud Security Issues and Description

No. Issue

Cloud Security Issues Description — Questions

Trust in remote
execution:

In a Cloud system, a customer must gain assurance that
the base system executes his or her Cloud instance
while protecting its integrity and secrecy, tantamount to
running on the customer’s own machine.

N

Loss of governance:

In a public Cloud deployment System, customers cede
control to the Cloud Provider over a number of issues that
may affect security.

Data location:

When you use a Cloud Computing Provider, your data
travels over the Internet to and from one or more
externally managed data centers. It may be in, or
processed by, data centers in multiple locations around the
world. Does the Cloud Vendor allow for any control over
the location of data?

Data availability:

Can the Cloud Vendor move all their clients' data onto a
different environment should the existing environment
become compromised or unavailable?

Responsibility
ambiguity:

Responsibility over aspects of security may be split
between the Provider and the Customer, with the potential
for vital parts of the defenses to be left unguarded if there
is a failure to allocate responsibility clearly.

Authentication &
Authorization:

The fact that sensitive Cloud resources are accessed from
anywhere on the Internet heightens the need to establish
with certainty the identity of a user. Strong authentication
and authorization becomes a critical Concern.

Isolation failure:

Multi-tenancy and shared resources are defining
characteristics of public cloud computing. This risk
category covers the failure of mechanisms separating the
usage of storage, memory, routing and even reputation
between tenants.

Compliance and legal
risks:

The Cloud customer’s investment in achieving certification
may be lost if the Cloud Provider cannot provide evidence
of their own compliance with the relevant requirements,
or does not permit audits by the Cloud Customer. The
customer must check that the Cloud Provider has
appropriate certifications in place. Which law applies to
customers’ data in the Cloud: The law where their data is
located or the law where the data subject is located.
International consensus on this issue has not yet been
achieved.
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Handling of security
incidents:

The detection, reporting and subsequent management of
security breaches may be delegated to the Cloud Provider
but these incidents impact the customer. Notification rules
need to be negotiated in the cloud service agreement so
that customers are not caught unaware or informed with
an unacceptable delay.

10.

Management interface
vulnerability:

Interfaces to manage public Cloud resources are usually
accessible through the Internet. Since they allow access to
larger sets of resources, they pose an increased risk,
especially when combined with remote access and web
browser vulnerabilities.

11.

Application Protection:

Who is responsible for application security in the new
world of Cloud Computing? Increasingly, we see Third-
Party application Providers, who are not necessarily
security vendors, being asked to verify the thoroughness
and effectiveness of their security strategies. Nevertheless,
the enterprise ultimately still bears most of the
responsibility for assessing application security regardless
of where the application resides.

Application security is a critical component of any
operational IT strategy and Web Applications are the
Primary attack target for every Organization. Securing
applications must be a Priority for Cloud Computing.

12.

Data protection and
Privacy:

It is the core issue in all challenges in this need to protect
identity information policy component during integration
and transaction histories.

13.

Malicious behavior of
insiders:

This damage in the cloud computing environment might
occur within either or both the customer organization and
the provider organization.

14.

Auditing:

Is a report by an independent audit agency available for
covering the Provider’s Cloud services? Does the audit
information conform to one of the accepted standards for
security audit? Does the Provider have mechanisms to
report to the customers both routine and exceptional
behavior related to its services?

15.

Privileged Access:

Who decides about the hiring and management of the
administrator? Who decides about the access of the users
in data?

When considering a move to Cloud Computing, customers must have a clear
understanding of the potential security benefits and risks associated with Cloud

Computing and set realistic expectations with their cloud provider. Failure to ensure
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appropriate security protection when using Cloud Services could ultimately result in
higher costs and potential loss of business, thus eliminating any of the potential
benefits of Cloud Computing.

Cloud Computing could not be necessarily considered more or less secure
than the current environment as it also create new risks, new threats, new
challenges and new opportunities likewise any other new technology. However in
the context of computing, although the terms security, privacy and trust are related
they have different meanings. Security refers to a computing system’s level of
resistance to threats. Privacy most often concerns the digital collection, storage, and
sharing of information and data, including the transparency of such practices. And
finally trust in the system, is created when a Cloud Computing system is reliably
secure and private for its users.

In addition, Cloud Computing technology itself is exposed to several problems
with Security to be one of the major issues that could affect the adoption and the
rapid development of Cloud Computing as it is the greatest challenge of Cloud
Computing Systems [39] followed by issues regarding compliance, privacy and legal
matters [41].

Many concerns are raised on the security issues since the Cloud Computing
service is based on transferring data between the Service Provider and User. Until
today, there have been numerous research efforts in the area of Cloud Computing
security by various researchers. According to Kshetri, Almorsy et al., Lombardi and Di
Pietro, Stinchcombe, Mansfield-Devine, Subashini and Kavitha, Abdul Nasir Khan et
al. [41][42][42][44][45][46][47] the most important security issues in Cloud
Computing are: trust, integrity, availability, authentication and authorization and
confidentiality. Enisa [48] investigated the different security risks related to adopting
Cloud Computing along with the affected assets, the risks likelihood, the impacts and
the vulnerabilities in Cloud Computing that may lead to such risks. Bernd et al [49]
discuss the security vulnerabilities existing in the Cloud platform. The authors
presented the possible vulnerabilities into three categories related to technology,
Cloud characteristics and security controls. The analysis done by David G. Rosado et
al [50] examines the different existing approaches in the literature about migration

processes to Cloud Computing while taking into account the security aspects that
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have to be also moved to Cloud. Rebollo et al. [51] compare existing information
security frameworks that have been specifically designed for the Cloud Computing
environment using the clauses from the ISO/IEC 27002 standard as evaluation
criteria.

Apart from the researchers that investigated security issues in Cloud there
are also other efforts for examples of security frameworks and architectures. Ko et
al. [52] investigate trust for Cloud Computing and propose a Trust Cloud framework
that focused on accountability. Pal et al. [53] present their Cloud Security that has
emphasized on the architecture and steps of interactions between different services.
They explain the role of each major user, their agents and all the 15 steps involved.
E.Fernandez et al. [54] activate appropriate countermeasures to respond to new
threats for Cloud systems. Huan et al [55] presents framework — MobiCloud to
enhance the functionality of MANET and cover security aspect in terms of risk
management and secure routing. The National Institute of Standards and Technology
(NIST) framework provides a common language for establishing cyber security. The
core NIST framework provides a set of activities to identify, protect, detect, respond
and recover without more specific examples and case studies implementing a full-

security solution [56].

2.2. Security Policy in Cloud Computing

For the new era of Cloud Computing, the purpose of a Security Policy is to
protect people and information, set rules for expected behavior by users, minimize
risks and track compliances with regulation [57]. Considering the fact that in recent
times anyone with an interest in information technology has come across the term
Cloud Computing [58] it is really important to seriously consider the security issues in
Cloud Computing: Are there any Security threats in Cloud Computing, that do not
appear in non- Cloud Systems? Is the Cloud secure and safe for the users?

As Cloud Computing is achieving popularity, we attempt to demystify the
security and privacy risks that are introduced because of its transformational nature
[59]. The success of a Cloud Policy really depends on the way the security contents

are addressed in the policy document and how the content is communicated to
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users [60]. But, before we analyze all these risks, we should have a clear
understanding of what “Cloud Computing” is.

Cloud Computing is a recent trend in Information Technology that moves
Computing and data away from desktop and portable PCs into large data centers. It
refers to applications delivered as services over the Internet as well as to the actual
Cloud infrastructure, namely, the hardware and software systems in data centers

that provide these services [61](Figure 3).

Figure 3 Visual Model of NIST Working Definition of Cloud Computing
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The advantages of Cloud Computing and specifically its ability to scale rapidly
(through subcontractors), store data remotely (in unknown places) and share
services in a dynamic environment can become a major flow in maintaining a level of
privacy assurance sufficient to sustain confidence in potential customers. Cloud has
exacerbated the strain on traditional frameworks for privacy that globalization has
already started. To understand the importance of Cloud Computing and its adoption,
we must understand its principal characteristics, its delivery and deployment
models, how customers use these services and how to safeguard them.

As we mentioned in a previous chapter, there are three Service Models of
Cloud Computing: Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS),
Infrastructure-as-a-Service (laaS) as well as three main Deployment Models which

are: Private Cloud, Public Cloud and Hybrid Cloud [62][63][64][65][66][67]. These
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Service Models place also a different level of security requirements in the Cloud
environment. laaS is the foundation of all Cloud Services, with Paa$ built up on it and
Saa$ in turn built upon it. Just as capabilities are inherited, so are the information

security issues and risks.

2.3. The problem of non-existing Security Policy

Cloud Computing is a new computing model originating from grid computing,
distributed computing, parallel computing, virtualization technology, utility
computing and other computer technologies. It exhibits many advantages such as
large scale computation and data storage, virtualization, high expandability, high
reliability and low price service. Trust and security in Cloud Computing are more
complex than in traditional IT systems. But, what is exactly the problem?

In order to have a secure Cloud Computing deployment, it is necessary to
consider the following areas: the Cloud Computing architecture, governance,
portability and interoperability, traditional security, business continuity and disaster
recovery, data center operations, incident response, notification and remediation,
application security, encryption and key management, identity and access
management [68][69][70]. Many of the security issues arising from the
aforementioned areas have been already addressed in other systems. However, the
specific characteristics of Cloud environments result into new security concerns.

A lot of researchers have spoken about Cloud Computing security challenges
and issues without saying something different. The National Institute of Standards
and Technology contends that security, interoperability, and portability are the
major barriers to a broader cloud adoption [71]. Data confidentiality and service
availability in Cloud Computing are also key security issues. A single security
Methodology cannot solve the Cloud Computing security problem and many
conventional and new technologies and strategies must be employed together for
protecting the entire Cloud environment. Robert Gellman’s report at the World

Privacy Forum [72] focuses on privacy issues and legal compliance of sharing data in
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the cloud. He mentions various legal issues such as the possibility of the Cloud being
in more than one legal location at the same time with different legal consequences
and such uncertainty making it very difficult to assess the privacy protection level
offered to the users [73]. Also, ENISA investigated the different security risks related
to adopting Cloud Computing along with the affected assets, the risks likelihood,
impacts, and vulnerabilities in Cloud Computing that may lead to such risks [74].

According to Al Morsy et al. [75] the Cloud Computing Model has different
stakeholders involved, namely: Cloud Provider, Service Provider and Service
Consumer. Each stakeholder has its own security management systems/processes
and each one has its own expectations (requirements) from the other stakeholders.
Cloud environments exhibit different architectures based on the services they
provide, thus making it even harder to find ‘global’ security measures. Louay
Karadsheh [76] examines the risks encountered by implementing the Infrastructure-
as-a-Service (laaS) model and discusses the role of security policies, Service Level
Agreement (SLA) and compliance for enhancing the security of the laaS Service
Model. Subashini and Kavitha [46] describe the various security issues of Cloud
Computing in relation to its service delivery model and they list some of the existing
solutions that partly address the security challenges posed by the Cloud. Cheng and
Lai [77] introduce the characteristics of the newly developed Cloud Computing
technology first, and then they highlight the reasons for emphasizing the issue of
information privacy in relation to new cloud applications. Vaquero et al. [78] analyze
the security risks that multi-tenancy induces the Infrastructure-as-a-Service clouds
and present the most relevant threats and relevant state of the art of solutions. Also,
in the same paper they continue analyzing the open security issues and challenges
that should be addressed. Even though the majority of the research work published
focuses on security issues, legal and jurisdictional [79][80][81] and almost everybody
accepts that there are a lot of security and privacy issues for Cloud Computing, only
some of them mention the need for a Cloud Security.

For instance, Karadsheh [76] discusses the role of security policies, SLA and
compliance for enhancing the security of the laaS service model, by presenting
several applicable policies. Furthermore, this paper discusses the possibilities of

applying different types of security policies to enhance security of laaS to acceptable
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level, but they do not propose a Security Policy. Similar is the approach by Subashini
and Kavitha [46] who describe the common security issues posed by the Cloud
Service Delivery Models and the security threats posed by the laaS Delivery Model,
but they do not provide a comprehensive analysis of the specific threats to be
addressed by Cloud Providers.

In an attempt to assist Cloud Providers to secure the environment that they
offer and specifically for the Software-as-a-Service Model (SaaS), the next chapter
presents the already reported threats to ease their comprehension. Because of these
security threats, there are specific requirements that we claim must be clearly
addressed in the Security Policy for the Cloud Environment. Our work focuses on the

required structure and contents of such a Security Policy.
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Chapter 3: Security Policy in Cloud Computing

3.1. Introduction

The aim of our Security Policy is to ensure a high common level of network and

information security across Cloud Providers of Cloud Computing. The policy focuses

on security outcomes that are necessary to achieve a proportionate and risk

managed approach of security in order for the Organizations to function effectively,

safely and securely.

Enforcing the Security Policy should result to:

Harmonization of the different practices followed by the Cloud Providers.
Enable Cloud Providers, Organizations and users to check and benchmark
their information security capabilities.

Help the Cloud Providers and Organizations to prioritize their investments on
security.

Establish Good Practices for information security for use across the public

and the private sector.

In our thesis, should we like to present the processing of our Policy with a process

diagram it would look like the following:

Figure 4 The Processing of our Security Policy

Group ) Address \  Define
Threats * Securiy Security

into4 Gates 4 Requirements 4 PolicyRules

The structure of the Policy includes Four main Gates-Categories:

Process-Functions & Controls
HR
Legal & Compliances

Technology
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Figure 5 Structure of the General Security Policy

Process- : HR Legal & Technology
Functions & Compliances
Controls
. Measures : Measures | | Measures N Measures

SECURITY POLICY RULES

The (Figure 5) above illustrates the structure of the General Security Policy

and the interdependencies among its components. The General Security Policy

includes a set of high-level requirements in the form of Mandatory Rules for all

Organizations. These Mandatory rules are grouped into four (4) Core Gates- pillars:

Process-Functions & Controls: This Core Policy aims to specify the necessary
requirements for the successful implementation and administration of the
processes, functions and controls of the Security Policy of an Organization.
HR: The scope of this Policy is to specify the requirements for the physical
assets and human assets against possible threats such as the protection of
data resources and the awareness of personnel through education against
loss deriving from breaches of confidentiality, integrity or availability.

Legal & Compliances: This Core Policy addresses the requirements that will
enable the protection and preservation of information which is the legal
framework of the country and the regulations for processing the data.
Technology: This Policy refers to the technical measures and procedures
required for ensuring the truthfulness and trustworthiness of individuals who

access the technology resources.
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3.2. An Analysis of the Methodology of our Security
Policy Framework — First idea

In this Chapter of this Thesis we present the analysis of our first idea of the
Methodology that may be adopted for the development of a Cloud Security Policy
(Goal iii - Implementation of Security Policy Rules and Goal iv - General
Recommendations for SaaS Security Policies). In order to test our first idea, we
highlighted some general possible threats for a Cloud Provider who adopts the
Software-as-a-Service (SaaS) model and then we choose one threat, proposing
security measures and Security Policy Rules for this threat. The threats that we
mention to the next paragraph can be employed for deducing the security
requirements that must be satisfied by the Cloud Provider.

This Methodology assesses how security, trust and privacy issues can be
addressed in the context of a Cloud Computing Security Policy. So, in our first idea,
we analyzed the policy issues related to Cloud Computing, while we presented the
proposed Methodology for a Cloud Security Policy, for Cloud Providers in the SaaS
Service Model. Then we presented the linking of threats, security measures and
Security Policy Rules for Threat 5 (Introduction of damaging or disruptive software).

The Cloud Computing Model involves different stakeholders: the Cloud
Provider (an entity that offers the cloud infrastructure or /and services to the Cloud
Consumers), the Service Provider (an entity that utilizes the Cloud infrastructure to
deliver applications/services to the end users) and the Service Consumer (End user;
an entity that uses services hosted on the Cloud infrastructure). Each stakeholder
has its own expectations (requirements) and security management
systems/processes [75]. For instance, if we consider user's expectations these
expectations would be that the Cloud Provides: reliability and liability, security,
privacy, anonymity, access and usage restrictions [82].

The decision of whether the Cloud Customer or the Cloud Provider (Service
Provider) is responsible for a given control and for security and privacy depends on
three factors:

a) The Cloud Model (SaaS, 1aaS, or PaaS) chosen;
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b) The extent to which the Cloud Customer is allowed to configure the Cloud
Provider’s controls;
c) Legislations, which may dictate the assignment of responsibilities and
thereby overrides the previous two factors.

Next, we highlight the possible threats for a Cloud Provider who adopts the

Software-as-a-Service (SaaS) model:
Threat 1: Masquerading of user identity by insiders: The threat of
masquerading of user identity by insiders covers attempts by authorized
users to gain access to information to which they have not been granted
access. These users may attempt to gain access to that information by using
another user’s account.
Threat 2: Masquerading of user identity by contracted Service Providers:
The threat of masquerading of a user identity by contracted Service Providers
covers attempts by people working for a contracted Service Provider to
obtain unauthorized access to information by using an authorized person.
Threat 3: Masquerading of user identity by outsiders: The threat of
masquerading of a user identity by outsiders covers attempts by outsiders to
obtain unauthorized access to information by posing as an authorized user.
Threat 4: Unauthorized use of an application: It covers various cases of
unauthorized use of an application.
Threat 5: Introduction of damaging or disruptive software: This threat
covers Viruses, Worms, Trojan Horses, logic bombs or any other form of
malicious software.
Threat 6: Misuse of system resources: Identifies factors that increase the
threat of misuse of system resources, covers people playing games on
business systems, people using business systems for personal work, people
downloading non-work related information from the internet, people setting
up databases or other packages for non-work related matters.
Threat 7: Communications infiltration: This threat covers the following types
of event: Hacking into a system using, for example, buffer overflow attacks,

Masquerading as a server, Masquerading as an existing user of an e-
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commerce application, Masquerading as a new user of an e-commerce
application, Denial of service (deliberate), Flaming attacks, and Spamming.
Threat 8: Communications interception: This threat covers Passive
interception and Traffic monitoring. The ease of interception is determined
by two basic-factors: The medium of transmission and the type of protocols
being used. Interception of some types of traffic on the internet is relatively
easy. It can be achieved by attackers sending messages to target systems
instructing them to send traffic via specific (hostile) machines.

Threat 9: Communications manipulation: Active interception, Insertion of
false messages, Deliberate delivery out of sequence, Deliberate delay of
delivery, Deliberate misrouting. If an attacker can force a message to be sent
via a hostile host, the attacker may be in a position to intercept, alter and the
forward the message.

Threat 10: Repudiation: This threat addresses cases of people denying that
they sent a message (repudiation of origin) or that they received a message
(repudiation of receipt).

Threat 11: Communications failure: Unavailability of Service Provider, Failure
of data link, Non —delivery of message, Accidental delivery out of sequence,
Accidental delay in delivery, Accidental denial of service. The Internet does
not provide a service level agreement. There are no guarantees on how long
it will take for a message to get to a recipient, or even that it will get there,
eventually.

Threat 12: Embedding of malicious code: Includes email viruses and hostile
mobile code (for example hostile Active X applets). Once on a network, they
can quickly infect many machines causing significant disruption. Java and
Active X raise a range of new security concerns. Users are now running code
written by people from outside of the organization, sometimes from
unknown sources. This code has often not been tested by the organization.
There are concerns that hostile code written using these types of techniques

could inflict damage on systems and networks.
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Threat 13: Accidental misrouting: The threat of accidental misrouting covers
the possibility that information might be delivered to an incorrect address
when it is being sent over a network.
Threat 14: Technical failure of host: This threat covers failures of the CPU or
other hardware items.
Threat 15: Technical failure of storage facility: This threat covers disk crashes
and disk failures.
Threat 16: Technical failure of Print facility: This questionnaire identifies the
factors that increase the threat for a technical failure of the print facility.
Threat 17: Technical failure of network Distribution Component: This threat
addresses cases of network distribution components, such as bridges and
routers, failure.
Threat 18: Technical failure of Network Management or Operational Host:
This questionnaire identifies the factors that increase the threat of technical
failure of a network management or operation host.
Threat 19: Technical Failure of Network Interface: Here the factors that
increase the threat of failure of the network interface are identified.
Threat 20: Technical failure of Network Service: Here the factors that
increase the threat of failure of the network service are identified.
Threat 21: Power failure: This threat covers the possibility that the power
supply to the building may fail. The types of power failure covered include:
spikes, surges, brown outs, black outs.
Threat 22: Air conditioning failure: This threat covers the possibility that
operation may have to be suspended because temperatures in the location
fall outside of acceptable parameters.
These threats are being used for illustrating where the dangerous points lurk at
every level of the typical SaaS model in a Cloud Provider’s environment.
In all three Cloud Models, the Cloud Provider manages and controls the
infrastructure which comprises the servers, networks, electricity, human resources
and site services. As such, the Cloud Provider is responsible to implement and

operate suitable infrastructure controls such as employee training, physical site
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security, network firewalls and others. Infrastructure controls are of fundamental
importance. It is evident, from the complexity of Cloud Computing and the threats
that the Cloud is facing, that the development and adoption of a Security Policy is
necessary. Understanding the threats relevant to the SaaS Service Model will assist
in formulating a well-established Security Policy.

Although much research, into tackling all security and compliance issues that
come up in the cloud services, has been undertaken, we support that the creation of
a Security Policy of Cloud Computing will limit all the possible risks that could appear.

Existing research analysis methodologies are not appropriate for Cloud
Computing since threats in Cloud are different. The appropriate Security Policies
designed for conventional architectures do not map well to the cloud environment.
Cloud architectures must have well-defined security policies and procedures in place.
As companies move to Cloud Computing, the traditional methods of securing data
are being challenged. For instance, it may be difficult for the Cloud Customer to
effectively control the data processing that the cloud provider carries out and thus to
be sure that the data is handled in a lawful way. Failure to comply with data
protection law may lead to administrative, civil and also criminal sanctions which
vary from country to country for the data controller. It is therefore important all
security requirements, including the ones that are only applicable to the Cloud
environments, to be covered by a security policy. Therefore in this part we indeed
provide a new methodology for assessing the threats/risks in Cloud, in order to
identify new rules, as a final idea of our methodology that must be incorporated in
the Cloud Security Policy. The work, in this part, does not result in a Cloud Security
Policy. Instead, it proposes a methodology that may be used for the development of
the appropriate Cloud Security Policy.

The proposed Methodology for the development of a Cloud Security Policy
exhibits three distinct levels:

1) The Cloud Provider level,

2) The Service Provider level and

3) The User level.
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Even though there are parts of the Security Policy that are common to all
levels, each level will also exhibit dedicated Security Policy parts/rules. This three-
layered classification of security requirements of Cloud Systems and the common
parts of the Policy (colored) is illustrated in (Figure 6). As already mentioned earlier,

the focus will be on SaaS (Software-as-a-Service) models.

Figure 6 Security Policy Structure for Cloud Providers

SAAS (Software as a Service)

PAAS (Platform as a Service)

‘ IAAS (Infrastructure as a Service) ‘

The threats to which we referred in the previous section can be employed for
deducing the security requirements that must be satisfied by the Cloud Provider. To
demonstrate this, a specific threat (Threat 5 - Introduction of damaging or
disruptive software) has been chosen to depict the correlation between Threat -
Requirements — Security Measures — Security Policy Rules for a Cloud Provider (see
Figure 7).

More specifically, in (Figure 7), each security measure that can be employed
for eliminating Threat 5 is associated with the necessary set of rules that make up
the security policy of the Cloud Provider. The same information is provided in more
detail with more analysis below. Doing this type of analysis for each Threat that the
SaaS Service Model is facing will help in formulating a well-established Security

Policy.
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Figure 7 Security Policy Rules covering Threat 5
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A. Threats

Threat 5: Introduction of damaging or disruptive software will be analyzed as an

example. In parallel the security measures and policy rules linked to that threat will

also be examined.

B. Measures

The security measures associated with the aforementioned threat follow.

e |dentification and authentication (Security Policy Rules A)
e Logical access control (Security Policy Rules B & D)
* Protection against malicious Software (Security Policy Rules C)

e Software Distribution (Security Policy Rules C)

e System input /output controls (Security Policy RulesE& G & | & J & K)

e Back-up of Data (Security Policy Rules D)
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e Incident Handling (Security Policy Rules F & H)

C. Security Policy Rules

The security policy rules associated with the aforementioned threat and security
measures follow.

1) Identification and authentication:

Users are identified uniquely ensuring that any action can be attributed to a specific
user. This rule applies to the operating system level and to the application level,
while the following minimum requirements should be satisfied.

e Each user has a unique identity (user ID).

e A list of users and their unique identities is maintained.

e Each authentication identifier is assigned to a user and is used by a single

user.

* The system administrators have identities that correspond to accounts with

elevated privileges.

2) Logical access control:

There shall be a formal user registration and de-registration procedure in place for
granting and revoking access to all information systems and services. Specifically:
e Registered user accounts shall be reviewed for applicability at specific
periods.
* Privileges shall be defined for specific business purposes.
* The allocation and use of privileges shall be restricted and controlled.
e Privileges and privilege allocation shall be reviewed for applicability at
specified periods.
e The allocation and establishment of user passwords shall be controlled
through a formal management process.
e Management shall review user rights at regular intervals using a formal
process.
e Users shall be required to follow good security practices in the selection use

of passwords.
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3) Protection software:

Special care should be taken to control the development and maintenance of
software applications. Specifically:
e Application development should be conducted with specific, scientifically
accepted methodologies.
® Each new application must be accompanied by sufficient documentation in
accordance with international standards.
* The risk analysis must fit into the requirements analysis.
e Systems utilized for the development and testing of software must be
separate from the operational systems.
Software changes should be authorized prior to their implementation.
* Application software changes require approval by their respective makers.
e Any proposed change should be examined whether it affects the security of
the information system.
Changes that affect - directly or indirectly - security requirements must be
approved by the Security Officer. Specifically:
e The amendments must be made in the development/testing environment
and should be tested prior to their application to the operational system.
* All changes must be characterized by a unique serial number.
e At each change request it is necessary to record the corresponding date
and the name of the applicant.
e All software changes must be accompanied by documentation updates.
In case where urgent changes are required, it is necessary to ensure the following:
* Keep to a minimum the changes that will be performed.
e The modified files must be monitored.
® The Security Officer must be informed.
* Irrespectively of how urgent are the modifications, they must be tested
before they are incorporated in the live system.
After any kind of modifications on the live system it is necessary to re-test system
security. To this end the Security Officer must monitor the effectiveness of the

security mechanisms after the modification took place.
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4) Secure Data Management:

Data should be categorized according to the protection they need, as derived from
the risk analysis or assessment of the head of Information System. The following
categories have been identified:
* Top secret: information and critical data of the Information System that any
disclosure or unauthorized modification will have direct impacts on the
operation.
e Confidential: information and data that is important for seamless operation
and should be subject to strict controls and protected.
e Sensitive: information and data that is subject to legislation on protection
of personal data. Disclosure of this data requires specific permission / license.
* Reportable: information and data that can be disclosed.
The requirements of Information Security and the way data is processed vary
according to the category of information. It is necessary to specify the authorized
data recipients according to the above classification. Data processing must ensure
procedural and technical resources that can be attributed to a specific individual.
Therefore, all critical operations will be accessed in a strictly personalized way.

5) Recording actions / events and intrusion prevention:

Incidents of failure or non-routine functions of hardware or/and software, should be
recorded and evaluated in relation to the operation that they support. Critical
application systems should exhibit real time alarm systems. If there is a risk of
invasion by external systems, intrusion detection and prevention systems should be
in place. Systems will record the suspicious actions for the invasion and react
automatically if this is dangerous for the security of the Cloud Provider. Proven
invasions activate alarm system in real-time. The log files should be protected from
loss or intentional corruption. The logs will be inspected by authorized personnel
from time to time to highlight events / actions that endangered the Service Provider.

6) Handling security incidents:

A procedure for reporting faults and general security incidents is mandatory. There
should be documented procedures that will ensure the timely and effective response

to the occurrence of a security incident. This framework should include:
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* The roles and responsibilities to be undertaken.

* Recorded evidence of what happened.

® Rescuing electronic material proving the breach (e.g., unchanged medium).
* The process of identifying the cause of the break up.

e The process of recovery.

7) Access control and resource use:

A strict registration process should be in place. As a minimum it should support the
following:
e The access rights are determined through a rigorous registration process.
* The new system users are required to submit as an application in order to
obtain an account.
e The application contains the elements of the applicant's position and the
department to which he/she belongs.
e The application is signed by the user and his/her supervisor and it is
forwarded to the IT director.
® The rights granted are always appropriate for the purpose that they serve.
e Inspections must be conducted by the Security Officer.
e If a user changes responsibilities and requires a new set of usage rights
he/she should request them through a new application.
e When a user is given a new set of usage rights, the old rights should be
removed.
e Users should take care of the safe use of their accounts.
e The idle time of a workstation should be limited. After some time of
inactivity, workstations should get locked (e.g., password protected screen
saver).
Regarding the use of system resources it is necessary to keep a list of all IT resources
(hardware, software and documentation) and record the classification level of each
resource.
Furthermore an Access Control Policy is necessary for controlling access to the
resources of the Information System. The access control policy should exhibit the

following:
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e The access policy setting takes into account the principle of «need to
know» (need-to-know).

e Users can use only the applications and the resources needed to perform
the tasks associated with their position.

® The use rights assigned to each user category are inspected at least once
every six months, with the responsibility of Information Security Officer to
ensure that it is not given more rights than necessary.

e A copy of the password of the system administrator account must be kept
in a safe place. The access to stored passwords should be controlled.

e System administrators should use different passwords for administrative
accounts and the accounts they use.

e The exercise of rights of access users will be monitored and controlled in
order to avoid the abuse of rights.

8) Compliance with regulatory requirements:

It is necessary to comply with existing legal and regulatory framework. Specifically:
e Monitor all legal and regulatory requirements and examine how they can
be satisfied.
* Notification of the Data Protection Authority for keeping personal data.
e If records of sensitive data are kept, permission from the Data Protection
Authority is necessary.
e Description of procedures to ensure the fulfillment of legal obligations for
use hardware / software, i.e. the necessary licenses.
e Employ the necessary measures for protecting critical data from loss,
destruction and unauthorized amendment in accordance with legislative
requirements.
* Employ the necessary measures to ensure data protection and privacy as
required by laws and regulations.
e Monitor and comply with all existing technical standards.

9) Inspection Systems:
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Determine all audit requirements in accordance to the existing legal and regulatory
framework as well as the procedures for controlled access to inspection tools in

order to avoid damage, loss or misuse.
10) Protection of surveillance system:

Access to the tools of Information System surveillance shall be controlled.
Specifically:
e Access to the monitoring tools should be restricted to authorized persons.
e Ensure that maintenance contractors will not have access to surveillance
tools. If they need some data they should be provided by the system
administrators according to the need-to-know principle.
e Restrict the access rights of the administrators in order to ensure that they
will not be able to remove or change registration details of their own actions.
e |In order to facilitate correct monitoring, the clocks of different systems
must be synchronized.
11) Supervision and control:
Audit trails and event logs must be recorded in order to support the identification of
violations or attempted violations and scrutinizing every suspicious incident. To this
end, the following are necessary:
* To maintain monitoring data for all systems supporting multi-user access.
* To use special software for managing these files.
* To record the use of privileged functions.
e To record system startup.
* To record failed attempts.
* To record binding energy (log-on).
e To record disconnect actions (log-off).
® To record changes in access rights and use.
e To record the basic data for each suspected case.
¢ To record the user identifiers (User IDs).
e To record the time and the time of the event.
e To record the type of the event.

* To record the files accessed.
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* To record the identity of the station.

* To record the state of the data before and after the changes.

* A copy of the audit data files must be kept in back up media (back-up).

e Data must be kept at least for a period of three months. In systems that
manage classified information, data must be retained for the period specified
by the national safety regulations.

» Copies are kept in a safe place, so to prevent any theft or sabotage.

e Access to log files is prohibited in those that do not have privileges
(administrative rights).

* Log files should be protected from potential disaster.

® There should be integrity checks in place.

e Log files should be tested at least once a year.

e If the space available for log files reaches 75% of its storage capacity, an
alarm must be produced.

¢ Inform users which of their activities are recorded by the system.

e Analyze logs of actions and events.

* Monitor the creation of accounts with elevated permissions.

e |dentify deviations from normal use of system resources (e.g. unusually
large number of prints from a user).

e The system automatically notifies the Security Officer when it detects

certain suspicious events.

3.3. An Analysis of the Methodology of our Security

Policy Framework — Final Ideal

As we succeeded in evaluating our First idea of the Methodology of Security

Policy for one threat, then, we decided that this analysis could be carried out more

targeted and accurate, if we address only the possible threats of Cloud Computing.

So, after this evaluation, in each of these four Categories-Gates, to improve our

understanding of security threats and our Policy generally, we first addressed all the

possible threats of Cloud Computing (Figure 8) specifically related to the shared, on-
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demand nature of Cloud Computing and then, we categorized them in one of four
General Categories - Gates (Process-Functions Controls, HR, Legal & Compliances,
Technology), as presented in Table 2. It is worthwhile to be mentioned that, in our
Security Policy, we scope all the Cloud Security threats according to the Cloud
Security Alliance [16] and some more new Cloud-specific security threats, according
to our research. These new specific Security Threats are the ones that have
influenced our Security Policy.

Thus, as we have already pronounced in our Goals and after a detailed review
of the existing studies on security (Goal i) as well as of all the existing threats on

security (Goal ii), we identify now the existing threats in Cloud Computing (Goal iii)

Figure 8 Security Threats in Cloud Computing
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Table 2 Linking Threats with Category

Sr. No THREATS CATEGORY (of threats)
1. Data Breach LEGAL & COMPLIANCES
2. Data Loss LEGAL & COMPLIANCES
3. Account Hijacking TECHNOLOGY
4. Insecure Interfaces & API's TECHNOLOGY
5. Denial of Service TECHNOLOGY
6. Malicious Insider PROCESS — FUNCTIONS CONTROLS
7. Abuse of Cloud Services PROCESS — FUNCTIONS CONTROLS
8. Insufficient Knowledge HR
9. Unintentional Disclosure PROCESS — FUNCTIONS CONTROLS
10. Data Protection LEGAL & COMPLIANCES
11. Luck of Standards LEGAL & COMPLIANCES
12. International Regulations LEGAL & COMPLIANCES
13. Subpoena and e-discovery TECHNOLOGY
14. Third Party Control LEGAL & COMPLIANCES
15. Back up vulnerabilities TECHNOLOGY
16. Cloud Burst Security TECHNOLOGY
17. Authentication and trust TECHNOLOGY
18. Lack of user control PROCESS — FUNCTIONS CONTROLS
19. Prohibition against cross border Transfer TECHNOLOGY

Our work proposes a threat identification that will help Cloud Users, Cloud
Providers and Organizations to make informed decisions about risk mitigation within
a Cloud Security Policy Strategy. In (Figure 9) we present the Methodology of our

Cloud Security Framework (Goal iv).
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Figure 9 Methodology of Cloud Security Framework
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It should be noted that this Cloud Security Framework sets out the basic
minimum security requirements and some Cloud Providers may need to take
additional measures appropriate to their particular Security Requirements and risk
tolerance. In our work, we are based on the understanding of Provider’s assets,
threats and risk requirements and our General Security Policy Strategy is able to
assess confidentiality, integrity and availability for Cloud Computing services.

The last tier of the General Security Policy consists of relevant Guidelines to Cloud
Providers in order to help them implement Policies Rules.
In particular, this Thesis includes:

e Detailed guidelines and considerations for the implementation of the

Requirements.
e Guidelines and considerations for the implementation of the Cloud specific
rules.

It is worthwhile to be mentioned, that the parameters, considerations and the
capabilities that have been presented in previous chapters (2.1, 2.2) in this Thesis,
have become an input to this research and are connected with the requirements of
Cloud Computing for the implementation of Cloud Computing. Managing Security
Risks proportionately and cost-effectively combined with a proper application of the

defensive Security at a Cloud Providers' level will:

e Achieve a high and effective level of network and Information Security within

the Organizations and users.
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e Develop a culture of Information Security for the benefit of citizens,
consumers, business Organizations.
e Address, respond and especially prevent network and Information Security
problems.
For the support of the Cloud Providers in the application of these Cloud
Requirements, the Security Policy provides several guidelines. These guidelines are
included in the next chapters of this Thesis, the Guidelines (Goal iv — General

Recommendations).
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Chapter 4: Auditing our Methodology

4.1.Introduction

The involvement of numerous stakeholders worldwide accents Security in a
crucial issue in Cloud Computing achieving an acceptable Security Level in Cloud
environments is much harder compared to other traditional IT systems due to its
specific Cloud characteristics such as: architecture, openness, multi-tenancy, etc.
Conventional security mechanisms are no longer suitable for applications and data in
the Cloud since new security requirements have emerged. Furthermore, there is a
clear need for a trusted Security Audit method for Cloud Providers. This chapter
identifies the security requirements that are specific to Cloud Computing and
highlights how these requirements are linked to the Cloud Security Policy while
illustrating the structure of a General Security Policy Model. It also proposes a
methodology that can be adopted by Cloud Providers for auditing the security of
their systems. Although Cloud Security Concerns have been mentioned as one of the
top challenges pertaining to Cloud adoption, it is not clear which security issues are
specific to Cloud Computing. ISACA and Cloud Security Alliance presented guidelines
to mitigate the security issues in cloud [101][102]. P. Radha Krishna Reddy et al.
[103] introduced a detailed analysis of the cloud computing security issues and
challenges focusing on the cloud computing types and the service delivery types.
Ramgovid et all [104] presented the management of Security in Cloud focusing in
Gartner’s list [105]. However, there are several questions that remain open like:
Which are the security requirements that exist only in Cloud? What is the structure
of a security policy for cloud environments? And does the user have to solely depend
on the service provider for proper security measures? By utilizing the general
Security Policy cited in [106], we are proposing a methodology for auditing the
Security level of a Cloud Provider. In this chapter, we present the Cloud specific
security threats, while we propose a list of General Recommendations that should
appear in every Security Policy of SaaS environments. Then, we present the
proposed Model-Methodology for auditing the Security level of a Cloud Provider and

at the end we provide conclusions derived from the undertaken survey .
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4.2.Cloud Specific Security Threats

Cloud Computing is a mixture of technologies that supports various
stakeholders (Cloud Provider, Service Provider and Users). But how a Cloud differs
from other models and what exactly the organizational impact is when moving to a
Cloud is not clear yet. For the users, Cloud Computing is a synthesis of computing
services without any understanding of the technologies being used. For an
organization, it is a scale of different services provided to users for innovating and
growing their business income. However, the threats that an organization faces as it
shifts to Cloud Computing environments are different. Table 3 illustrates the treats
that we will scope in our paper: Table 4 provides the nine Cloud security threats
according to the Cloud Security Alliance [7], while Table 5 provides more New Cloud-

specific security threats.

Table 3 Security Threats in Cloud Computing

N
(&0




Table 4 A list of Nine Cloud-specific Security Threats (Cloud Security Alliance)

Nine Security Risks
(Cloud Security Alliance)

Description

Data Breach

The data from various users and organizations reside together in
a Cloud Server. If somebody breaches the Cloud then, the data of

all users will be attacked.

Data Loss

For both consumers and businesses, the prospect of
permanently losing one's data is terrifying. Data loss may occur

when a Server dies without its owner having created a backup.

Account Hijacking

A process through which an individual’s email account, computer
account or any other account associated with a computing

device or service is stolen or hijacked by a hacker.

Insecure Interfaces & API’s

Cloud Computing providers expose a set of software interfaces
or APIs that customers use to manage and interact with Cloud
Services. The security and availability of general Cloud Services
is dependent upon the security of these basic APls. These
interfaces must be designed to protect against both accidental

and malicious attempts.

Denial of Service

Another common attack for Organizations that operate or use
Internet connected services such as websites or Cloud services
need to be aware of threats that can disrupt service. A DoS
attack makes your network unavailable to the intended users by

flooding them with connection requests.

Malicious Insider

It’s unpleasant to think that someone in your organization might
be collecting a paycheck and planning to repay you with malice.
But it does happen. Taking measures to protect yourself doesn’t
mean you don’t trust the others. Systems that depend "solely on
the Cloud Service Provider for security are at great risk" from a

malicious insider.

Abuse of Cloud Services

This threat is more common in 1aaS and in PaaS models. Hackers
and other criminals take advantage of the convenient
registration, simple procedures and relatively anonymous access

to Cloud Services to launch various attacks.

Insufficient Knowledge

Rather than security issues, a lack of knowledge regarding Cloud
Computing is precluding businesses that don't already use the
service from taking the plunge. It is the main factor in preventing

uptake.

Unintentional Disclosure

This risk is the malicious or accidental disclosure of confidential
or sensitive information. In a Cloud Computing environment it

could be happen many times.
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Table 5 New Specific Security Threats to Cloud Computing

New Specific Security Threats

Description

Data Protection

Customers may not know where their data is being stored and there
may be a risk of data being stored alongside other customers’

information.

Lack of Standards

Several times Cloud Providers may perform similarly in a different
way. Security standards for cloud environments that have been

developed by international organizations are necessary.

International Regulations

Providers and users must comply with the legal issues related to the

data that they collect, process and store.

Third Party Control, Subpoena and

e-discovery

This is the most crucial concern in the cloud, since third party access

can lead to a loss of confidential information.

Back up vulnerabilities

Providers must ensure that all sensitive data is backed up in order to
facilitate quick recovery in case of disasters. Also, they should use
strong encryption schemes to protect the backup data. The users
need to separately encrypt their data and backups in order to avoid

access by unauthorized parties.

Cloud Burst Security

In cloud environments there are applications consisting of several
virtual machines. Such bursting machines need strict security policies

that will prevent them from being vulnerable.

Authentication and trust

Data in the cloud may be modified without user’s permission. As

such, data authenticity is very important and needs to be guaranteed.

Lack of user control

In Cloud environments there is a potential lack of control and

transparency since a third party holds the data.

Cross border transfer of data

In this case the concern is if the protection level of the destination
country is equivalent to that of the originating country. In cases
where the destination country has laws that respect the conditions
and requirements set by the domestic legal framework data can be

transferred, otherwise the transfer is prohibited.
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In Cloud Computing environment the threats are diverse depending on the
Delivery Models. In the previous tables we have discussed, in general, the risks
focusing more on SaaS Cloud Providers. All these risks require substantial security
attention. Cloud Providers need to mitigate these security threats by adopting the
appropriate security measures in accordance with a well formed Cloud Security
Policy. By addressing the aforementioned requirements, Cloud Providers will gain
the trust of their users. The proposed Methodology provides solutions for each
threat and at the same time, it conforms them to the provisions of the Cloud

Security Policy.

4.3.General Recommendations for the Security Policy

Despite that the security capabilities for a SaaS environment have been
developed, we argue that if the Security Policy of the Cloud Provider features some
general recommendations that reflect the security requirements of an organization
or/and a user then, the Providers will mitigate the security risks and concerns. Thus,
if an organization chooses a SaaS Provider that complies with the following
recommendations, this would facilitate a Third Party Auditor to check the security
level of the Cloud Computing environment. It would also ensure that the provision of
all resources and the behavior of all users will be in accordance with the

recommendations set and thus, compliance issues will be automatically avoided.

Table 6 Saa$S Security Recommendations

Saa$S Security Recommendations

1. Invest in Education

2. Establish Cloud Strategy

3. Decide what goes to and under which control
4. Invest in Technologies that protect users’ data
5

Audit the Provider’s Services
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1. Invest in Education: There is a need to identify the learning goals, the content
structure and the learning experience of Cloud Computing in terms of a senior high
technology education, in order to help learners coping with this emerging
technology. At the same time, the research result could be effectively applied on
integrating emerging technology into a formal technology education.

2. Establish Cloud Strategy: We would like to suggest a few basic steps that
organizations can follow to define their Cloud Computing roadmap. This is not just
about remedying the problem but more about creating a long-term strategic use of
cloud computing that should bring a sustainable strategic value to the enterprise.
This would result to a safer Cloud environment and an easier way to test which
Provider is more suitable for the users.

3. Decide what goes to and under which control: One of the major problems that
security professionals face is to identify which control goes where. The user should
not manage or control the underlying Cloud himself as he is not obliged to have
technical or managerial knowledge of Cloud. It's for the organizations to choose
the controls that meet users’ specific needs and provide security certifications and
accreditations that would facilitate the procedure of audit control and would
strengthen the trust towards Cloud Computing environment.

4. Invest in technologies that protect users’ data: If the Provider is not certified for
its software and hardware infra-structure by any industry security certification
authority then the security control will be much more difficult. Users need a secure
and consistent “place” for their data and expect through their SLA (Service Level
Agreement) to have a report that will inform them about the encryption solutions,
intrusion detection and prevention solutions, data centers and all other
technologies and mechanisms that the provider uses .

5. Audit the Provider’s services: Organizations or Third Party Control must offer to
Cloud Service Providers the means to make their security data available to
potential customers. Organizations provide outsourcing services that affect the
control environment of their customers. The important element to remedy this
problem would be to conduct an audit. The Cloud Auditor should create an audit

plan that includes policies and procedures and could be used as a reference guide.
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The key thing, to take away of this problem, is a conduct with a Cloud Auditor. The
Cloud Auditor should have an audit plan, so that can be used as a guide. The Cloud
Auditor provides a standard way to present, automated statistics about
performance and security. So, SaaS Customers need only to select the safest Cloud
Provider, according to the security functions of the auditor.

It is necessary to agree on the way recommendations for the Security Policy are
presented to the Providers. They should be able to identify the recommendations
that are relevant to the users’ requirements and concerns. SaaS risks can be
managed through this approach and Cloud Providers will be able to utilize systems
with complex and dynamic environments more easily. Furthermore, the proposed

approach will save time, effort and money to the Providers.

4.4. Proposed Model-Methodology for Auditing

The proposed Model provides a solution to the security challenges of Cloud
Computing. If Cloud Providers and Organizations follow this model, using the gates
of the policy, they will succeed in having a secure Cloud Computing environment.
More specifically, the (Figure 9) below illustrates the structure of the General
Security Framework and the interdependencies among its components. The Cloud
Provider or a third party auditor must follow and audit the four general Gates -
Categories (Process-Functions & Controls, HR, Legal & Compliances and
Technology) to avoid threats. In each category it is necessary to ensure and check
what provisions are covered by the Cloud Provider according the following security
measures- examples. A further analysis of how security controls should be linked to
every security measure will be also provided. Until present, the aforementioned
audit process was rather difficult because there is no commonly agreed procedure
or a common Policy and thus, customers cannot easily rank their Providers in terms
of the Security level they support. So, the proposed Cloud Security Model
addresses the relationships of security measures and places them in a context
together with their relevant security controls and concerns.

Therefore, the proposed General Security Policy requires that the Third Party
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auditor will audit the following four Categories-Gates:

Category 1 — Processes/Functions Controls: It must be ensured that the security
measures adopted by the provider meet the requirements set by the Cloud
Security Policy. Users expect to have available a report about Cloud Provider’s
operations, logs and industry security certifications, as well as the assurance of the
auditor that the provider is doing these right.

Category 2 — HR: A great number of executives, managers and personnel are not
familiar with what cloud computing means. There is a lack of awareness about
cloud environments together with a lot of concerns about the various risks and
data security. Providers must aim to promote security through education and
sharing of good practices with the personnel. The auditor should check if the cloud
provider is considering the provisions of this category.

Category 3 — Legal Requirements & Compliances: The auditor should check
whether the provisions of the legal framework under which the data is stored or
transferred are satisfied. Moreover, the auditor should know in which country the
data is located and thus what the regulations, the restrictions for storing, the
processing and transferring that data are. In this way, the user can be assured that
the storage and data processing carried out by the Cloud Provider Legally.
Category 4 — Technology: The auditor should check what software and hardware
technologies are used as well as what the applications and the devices users
entrust for storing and possibly sharing their data are. Cloud providers might also
allow users’ data to be transferred to another vendor or platform growing this way
the risks on the users’ data.

Third party auditors can utilize this framework to understand the SaaS Provider’s
security context. All the previous threats are assigned to one of the four categories
associated with the necessary security measures and then linked with a set of rules
that make up the Security Policy of the Cloud Provider. Table 7 illustrates the
relation between Threats and Categories whereas (Figure 10) depicts the proposed
Cloud Security Framework. In our Auditing example, we choose the “Data Loss”

Threat that belongs to Category Legal & Compliances.
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Table 7 Linking Threats with Category - Auditing Example

Sr. No THREATS CATEGORY (of threats)
1. Data Breach LEGAL & COMPLIANCES
2. Data Loss LEGAL & COMPLIANCES
3. Account Hijacking TECHNOLOGY
4. Insecure Interfaces & API’s TECHNOLOGY
5. Denial of Service TECHNOLOGY
6. Malicious Insider PROCESS — FUNCTIONS CONTROLS
7. Abuse of Cloud Services PROCESS — FUNCTIONS CONTROLS
8. Insufficient Knowledge HR
9. Unintentional Disclosure PROCESS — FUNCTIONS CONTROLS
10. Data Protection LEGAL & COMPLIANCES
11. Luck of Standards LEGAL & COMPLIANCES
12. International Regulations LEGAL & COMPLIANCES
13. Subpoena and e-discovery TECHNOLOGY
14. Third Party Control LEGAL & COMPLIANCES
15. Back up vulnerabilities TECHNOLOGY
16. Cloud Burst Security TECHNOLOGY
17. Authentication and trust TECHNOLOGY
18. Lack of user control PROCESS — FUNCTIONS CONTROLS
19. Prohibition against cross TECHNOLOGY
border Transfer
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Figure 10 Cloud Security Framework

Cloud Security Framework - Prototype Model

Audit Control (SaaS Model)

CATEGORIES

MEASURES

SECURITY

In the previous (Figure 10), we illustrate the solutions that are available for securing
SaaS environments in accordance to the proposed Security Policy. We have gathered
the cloud computing threats and we have suggested measures addressing them.

In the following Case Study - example we select the “Data Loss” Threat which is
connected with the Legal & Compliances Category and is crucial for Cloud
Computing. In the analysis that follows, we propose security measures that can be

adopted in the cloud as well as a set of Rules that will form our Security Policy.
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Table 8 Case Study — Data Loss Threat

Threat: Data Loss

Category: Legal Requirements & Compliances

Measures: With the exception of some general purpose measures, there are specific techniques
and security mechanisms for Cloud Computing environments. The security measures associated
with the aforementioned threat are the following:
1. Encryption of data in motion
. Categorize data
. Localization of data
. Identify the data sources, flow and destination
. Control data
. Compliance with legislative requirements.
. Using DLP Data Loss Prevention Tools-software
. Security Data Management

0N WN

Security Policy Rules:

The Security Policy Rules associated with the aforementioned threat and security measures
follow:

1. Encryption of data in motion

The encryption techniques should follow international best practice and should have broad

acceptance by the international community as to their effectiveness.

Data in transit need to be confidential.
e For symmetric encryption to storage media or data transmissions, the appropriate
algorithms and key lengths should be selected in accordance with the international
authoritative bodies. (e.g. NIST)
e Where a digital signature is required the laws of the country in which the provider is
located should be adopted, as well as the decisions of the European Union.

2. Categorize data
Data should be classified according to the protection they need based on the evaluation of their
criticality through the risk analysis and assessment by the Cloud Provider.
Top secret: information and vital data for the Cloud Provider of which any disclosure or
unauthorized change will have direct impact on operations.
Confidential: information and data relevant to the operation of the Cloud Provider
which should be subject to strict controls.
Sensitive: information and data subject to laws that protect personal data the
disclosure of which needs specific permissions/license.
Reportable: information and data may be disclosed.
The security requirements vary according to the category of the information owned. Each
processing of data must be guaranteed by procedural and technical resources that can be
attributed to a specific individual. Therefore all critical actions will have strictly personalized
access.

3. Localization of data

In Cloud Computing data travels over the Internet to and from one or more regions where the
data centers are. The user of a Cloud must know in which country the servers are located, how
the data is processed and to which legislation is subject. So, at any moment the Provider should
be able to inform its users about these issues. Data located in different countries, provinces or
municipalities are subject to different legal frameworks. For this reason, it is essential for the
contract between the Provider and the user to clearly state the geographic region of the
servers.
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Chapter 5: Security Policy Rules and Required
Procedures for two crucial Threats of Cloud
Computing

5.1.Introduction

Cloud computing is the most accurate paradigm of next generation internet-
based distributed computing systems providing an innovative business model for
organizations. It offers potential benefits including cost savings, flexibility and
improved business outcomes for organizations. Despite the potential advantages of
Cloud Computing the security problem is one of the major issues remaining
qguestionable. As the security is a vital factor in the Cloud, different security threats
have been discovered in these years, which need to be carefully considered by the
Cloud Service Providers.

In this chapter of this thesis, two crucial security threats of Cloud Computing
systems are presented and are assigned to one of four Categories — Gates of our
Security Policy. We facilitate both Users and Providers to know about these security
threats and we propose security measures that Providers could use to evaluate and
secure their services. Finally, we describe the necessary Security Policy Rules and
Required Procedures for these requirements. Our approach tackles the loss of
unsecure Cloud Computing environment, especially for the Software-as-a-Service
Model (SaaS), providing guidance in the form of a set of rules which can be utilized
for monitoring the implementation and effectiveness of security controls in Cloud
environments.

The processes involved in evaluating Cloud Computing can be difficult and
subject to legal restraints, technical and compliance requirements on the actions of
stakeholders, despite this we present an evaluation of transferring a system to Cloud
Computing that Organizations could follow. Although every environment is unique,
Security Privacy issues are most important for all the systems, the same with Cloud
Computing. As Cloud Computing rapidly gains popularity, it is important to highlight

the threats that are specific to Cloud. In our previous work, in chapter 3, we
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presented these threats according to Cloud Security Alliance [16] and new one that
are specific to Cloud Computing. Although security policies are varying, Cloud
Providers should follow some rules and procedures, when working with a new Cloud
Computing.

In this part of our thesis, we propose a General Security Policy focusing on
the Cloud Computing and an evaluation of transferring a system to Cloud that
Organizations could follow. We recommend that if Cloud Providers follow a Cloud
Computing Strategy in order to define their approach to Cloud Computing, the
organizations and the users will imitate the risk when moving to the Cloud. There are
many different ways to approach Cloud Security Policy. In our work, we based on the
understanding of Provider’s assets, threats, risk requirements, and our General
Security Policy strategy is able to assess confidentiality, integrity and availability for
Cloud Computing services. When Organizations or Customers consider a movement
to Cloud Computing, they must have a clear understanding of potential security risks
associated with Cloud Computing. By utilizing the general Security Policy and the
proposed Methodology for auditing the security level of a Cloud Provider, we
provide in this chapter a list of security policy rules and considerations for two of
Cloud Computing threats. Each security consideration contains more detailed
information about the security Policy Rules. The aim of this Security Policy
Framework in this chapter is, firstly, to protect information, people, organizations
that use Cloud Computing services and secondly, to analyze the security implications
of cloud computing, so we could reach to the creation of a Trusted Cloud Service

Provider.

5.2. Literature Review

Many of the security issues arising from the aforementioned areas have been
already addressed in other systems. However, the specific characteristics of Cloud
environments result into new security concerns; Cloud architecture is fundamentally
different from other systems, the Cloud environment is by nature multitenant with

shared resources, and the location of the data and the local privacy requirements
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will not be controlled by the user. Since no proper standards for Cloud Computing
exist, it becomes extremely difficult for a company to secure the services that it
offers or uses through a Cloud. Considering the technical reports and safety
instructions in Cloud Computing organizations such as NIST, the ENISA and the CSA
and research of Fernandes et al., Srinivasan et al. etc. They gathered significant risks
and safety issues concerning the use cloud computing services to provide the Cloud

model:

¢ The National Institute of Standards and Technology: lead efforts to develop
standards and guidelines in close consultation and collaboration with
standards bodies, the private sector, and other stakeholders. NIST present
the core set of Security Components and how to use it for a particular Cloud

Deployment Model [83].

X/

% The Cloud Security Alliance (CSA): has created industry-wide standards for
Cloud Security, seeing both the promise of Cloud Computing, and the risks
associated with it. For this purpose, CSA released the “Security Guidance for
Critical Areas in Cloud Computing”, the “Security as a Service Implementation
Guidance” and the “The Treacherous 12 - Cloud Computing Top Threats in
2016” [84][[85][86]. It is worthwhile to be mentioned that the last report
focuses on 12 specifically threats related to the shared, on-demand nature of
Cloud Computing.

¢ ENISA: investigated the different security risks related to adopting Cloud

Computing along with the affected assets, the risks likelihood, impacts, and

vulnerabilities in Cloud Computing that may lead to such risks. In his reports

presents the best practices and a list of recommendations, covering all

aspects of Cloud Computing [87][88].

e

» Fernandes et al: addresses vulnerabilities, threats and attacks and proposes

taxonomy for their classification [89].

K/
L X4

Madham Kumar Srinivasan et all: analyzes the current security challenges in
Cloud Computing environment based on state-of-the-art cloud computing

security taxonomies under technological and process-related aspects [95].
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Although, the Cloud characteristics and the basic issues are presented by these
Standards and some Researchers, there are still some threats that are not covered
from these analyses. Our work comes to fulfill these gaps and presents a more
analytically view of the threats and a best suitable approach for the appropriate
Security Policy of Cloud Computing.

As Cloud Computing is frequently exposed to different types of threats which can
cause various types of damages that might lead to significant financial losses. Any
discussion of threat in Cloud Computing must begin with “What is a threat”, as a
first step? Table 9 lists the definition of threats compiled from a range of resources.
In general, in computer security the various definitions refer to a possible danger
that might exploit a vulnerability to breach security and thus cause possible harm. A
threat can be either "intentional" (e.g., an individual cracker or a criminal
organization) or "accidental" or otherwise a circumstance, capability, action, or
event.

Table 9 Contending definitions of Threats

Source Definition

ENISA Any circumstance or event with the potential to adversely impact an asset through

unauthorized access, destruction, disclosure, modification of data, and/or denial

of service [91].
National Information Any circumstance or event with the potential to adversely impact an IS through
Assurance Glossary unauthorized access, destruction, disclosure, modification of data, and/or denial
of service [92].
1SO 27005 A potential cause of an incident, that may result in harm of systems and

organization [93].

The Open Group Anything that is capable of acting in a manner resulting in harm to an asset

and/or organization; for example, acts of God (weather, geological events),

malicious actors, errors, failures [94].

NIST Any circumstance or event with the potential to adversely impact organizational
operations (including mission, functions, image, or reputation), organizational

assets, or individuals through an information system via unauthorized access,
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destruction, disclosure, modification of information, and/or denial of service. Also,
the potential for a threat-source to successfully exploit a particular information

system vulnerability[95]

ISACA Anything (e.g., object, substance, human) that is capable of acting against an

asset in a manner that can result in harm [96]

The Second Step is to understand the nature of security threats. Cloud computing
has transformed business, and created new security threats. It is a vast technological
achievement, a mix of technologies with different Models and Services, a key
technology enabler for the future Internet.

But the threats that an organization faces as it shifts to Cloud Computing
environments are different than the other traditional systems. While there are many
threats to Cloud Security, the (Figure 8) in Chapter 3 focuses on threats specifically

related to the shared, on-demand nature of Cloud Computing.

5.3.Evaluation of transferring a System to Cloud

The evaluation of the possibility of carrying an information system in Cloud
Computing environment according to our Security Policy, should examine the
following Initial Step with 5 Stages detailed below. It is worthwhile to be mentioned
that this Initial Step of the evaluation, should be examined before an Organization

follows our Security Policy (Figure 11).

Stage 1: Exploring Compliance

At this stage of the Methodology considers the requirements of the legal and
regulatory framework regarding whether allow installation of an information system
in cloud environment. The investigation is done using the control / test point of the:

Table 10 Control point of the Compliance

Attribute Criterion Answer

Exploring Compliance The legal and regulatory framework allows for the | Yes or No

installation of an information system in cloud environment
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The persons who should have the responsibility of evaluating the suitability for
installation / transport to a Cloud environment system answering the question in the
previous table. If the answer to the panel question is positive ("YES"), the evaluation
proceeds to Step 2. Otherwise, if the answer is negative ("NQO"), then the evaluation
is completed. As a result of the evaluation, the system may not be installed /

transferred to a Cloud environment.

Stage 2: Investigation of technical system characteristics

At this stage of the Methodology explored some basic technical characteristics of the
system under consideration, as to the establishment / transfer of a Cloud
environment. These technical features considered necessary to allow the system to
be installed / transferred to a Cloud environment. The investigation is done using the

control points / criteria are presented in the following table:

Table 11 Control point of Technical System Characteristics

Attribute Criterion Answer

System architecture Does the system follow service oriented or layered | Yes or No

web-based architecture?

Virtualization Does the system support virtualization technologies | Yes or No
and is capable of packaging the overall software stack
(source code, software libraries, operating system) in

one or more virtual machine images

The persons who have shouldered the responsibility of evaluating the
suitability for installation / transport to a Cloud environment system answering the
qguestions in the previous table. If the answer to all the questions in the table is
positive ("YES"), the evaluation proceeds to Step 3.

Otherwise, if even one answer is negative ("NO"), then the evaluation is completed.
As a result of the evaluation, the system should not be installed / transferred to a

Cloud environment.
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Stage 3: Evaluation of requirements and operating system features

At this stage of the Methodology explored

requirements and functional

characteristics of the system under consideration as to whether the installation /

transport in Cloud environment. The investigation is done with the use of specific

control / criteria points, which are presented in the following table (checklist). Not

considered at this stage of system security and data of which are the subject of

investigation of Step 4 Methodology

Table 12 Control points of Requirements and Operating System features

Attribute

Criterion

Answer
(0,1,2)

Computational requirements

Does the system load increase significantly in specific periods
(e.g. magazines or based on any landmark / decision /

deadline)?

Integration/communication
with on-premises

infrastructure

Has the system limited integration / communication
requirements (by frequency and trading volume) with on-

premises systems)?

Sharing data

Has the system has limited access requirements to data

hosted on databases on-premises infrastructure?

Performance requirements

Has the system standard / limited performance requirements
or have higher requirements but which are expected to be
sufficiently covered by a Provider of Cloud computing
services? (taking into account and delays that may be caused
by network infrastructures that mediate communication

between users of the Cloud environment)

Mobile working/

Teleworking

Does the system serve functions that appeal to mobile users?

Scalability

Is the system is especially designed to fully exploit the
potential fluctuation of the resources provided by a Cloud

environment?
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The Board members who have the responsibility of evaluating the suitability for
transport to a cloud environment system answering the questions in the previous
table. Responses take a value in the range of 0 to 2, where in:

¢ 0 = the system does not have this feature.

¢ 1 =the system has this feature, but it does not belong to the basic elements.

e 2 = this feature belongs to the basic elements of the system.

The result of the evaluation can be a value in the range 0-12, leading to one of the
following options:

1. Evaluation Grade 2 8: The system appears appropriate in terms of
requirements and functionalities for installation / transport to a Cloud
environment. The evaluation proceeds to Step 4.

2. Grade 2 evaluation 5 and <8: The system appears partially suitable in
terms of requirements and functionalities installation / transport to a cloud
environment. The Board members decide whether to proceed with further
investigation (i.e. whether to go to Step 4).

3. < 4 Rate this: The system is not suitable to be installed / transferred to a

cloud environment and the evaluation is completed.

Step 4: Risk assessment and system security requirements

At this stage of the Methodology explored the possible consequences that may arise
for the organization of the new threats and security issues introduced by the use of
Cloud Computing. Exploring in step 4 requires to take into account the specificities of
Cloud Computing. The following table Table 13 shows the steps for risk assessment
and system security requirements with the changes brought about by the use of

Cloud Computing.

Table 13 Steps for Risk Assessment and System Security Requirements

Sr.No | Step Instructions

1. Select SaaS Model This step selects the SaaS model which examined as to the exploitation.
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2. Acceptable Risk level | Select the maximum degree of risk that may be accepted by the body.

3. Asset Identification In accordance with common practices.

4, Asset Valuation The valuation of each asset should be done by the respective asset
owner, who estimates the value of the consequences / costs that would
have been possible loss of a safety feature (minimum: confidentiality —
integrity —availability)

5. Threat identification | In this step is the identification of threats In addition to the threats that
can create security problems in that system are examined further and
threats arising specifically due to the use of SaaS Cloud Computing. Note
that you will only realize the threats that are applicable in the SaaS
Model selected in step 1.

6. Threat assessment This step assesses the threats identified earlier based on the probability
of the event.

7. Vulnerability This step estimates the degree of vulnerability of each asset based on

assessment the likelihood of security feature of successful violation of
(confidentiality —integrity —availability) of a threat.

8. Risk Calculation In accordance with common practices.

9. Management of For goods with a degree of risk that exceeds that defined by the body (in
threats / Step 2) maximum acceptable value (acceptable risk level) in investigating
vulnerabilities security measures that could minimize the likelihood of threats (threat

assessment) or to reduce vulnerabilities the agency. Then, the desired
countermeasures selected for implementation.

10. Recalculate risks At this point again performed from steps 6, 7 and 8 taking into account

the efficiency of the additional security measures that were selected in
step 9. If after the application of countermeasures even a risk of
exceeding the maximum acceptable level of risk determined in step 2,
then this SaaS Cloud Model is not appropriate for this information
system and the evaluation is completed. Otherwise, the choice of the
Model Cloud could be further examined on the basis of economic criteria

(Step 5).
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Step 5: Evaluate economic feasibility of transition to Cloud SaaS

At this stage of the methodology, originally conducted market research for
specific Providers Cloud SaaS and then becomes, for although cases where the
system is already in operation, cost-benefit analysis (financial analysis only) for
alternative cloud SaaS implementation solutions, where the test solution is to
implement SaaS cloud and the competitive scenario of the current situation

(Business-as-Usual),while in cases where the system is under design only

investigated the relevant costs of all solutions (ie alternative Providers of Cloud and

on operating premises) for the reference period (also with the method of discounted
cash flows).

The analysis will show if it is a financial benefit from the installation / transport to
a Cloud environment system and how much is it in the long run. The result of the
analysis results in one of the following options:

e A positive or very positive effect analysis (i.e. clear economic benefit from the
transport to a Cloud environment system): This system appears suitable for
transport to a cloud environment.

e A Negative effect analysis (i.e. No apparent economic benefit from the transfer
system in Cloud environment): The system does not appear suitable for transport
to a Cloud environment.

The final recommendation for the transition or not in the Cloud made by the
analyst, after balancing quality and quantity all the benefits (financial highlighted in
Step 5, technically in Step 3), the remaining risks (Step 4), any other quality features
(if any), strategic decisions etc.

After this evaluation of transferring a System to Cloud, our Overall Methodology
of Cloud Security Framework with the evaluation will be with an Initial Step with five
stages as presented below in Figure 11. So, if the result of the analysis of transferring
a system to Cloud is positive, that means the systems is suitable for transport to a
Cloud environment, the Organizations is ready to follow our Cloud Security
Framework that consists of Four Gates-Categories, Measures and Security Policy

Rules, as presented in (Figure 9).
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Figure 11 Overall Methodology of Cloud Security Framework with the evaluation

INITIAL STEP Stage 1 — Stage 2 — Stage 3  Stage 4

GATES PROCESS - FUNCTIONS LEGAL & ECHNOLOGY
& CONTROLS COMPLIANCES

POLICY RULES

Securnty Policy Rules

5.4. Two types of threats in Cloud Computing — Case
Studies

Cloud computing has transformed business, and created new security threats.
It is a vast technological achievement, a mix of technologies with different models
and services, a key technology enabler for the future Internet. Many of the security
issues and threats that need to be addressed in Cloud Computing are already known
in other systems. But the Cloud Computing system has certain characteristics and
attributes that create new threats.

Organizations as ENISA [97][98] presents a list of threats and mentions that
loss of control and governance as a top risk of cloud computing. The Cloud Security
Alliance (CSA) lists data breaches and data loss as two of the top nine threats in
Cloud Computing [99]. There are instead different aspects, with related issues,
challenges, and threats that need to be considered and that can find application in
different scenarios.

In this Chapter of our thesis, of all the threats that we presented previously, we

decided to select, two specific threats that are crucial for Cloud Computing, and are

80

—
| S—



characteristic of every Gate —Category of our Policy. The first one is the “Lack of user

I"

control” and the second is the “Insufficient Knowledge”. As we can mention in
Table 14, its one exist in another Category of our Security Policy. The first one
#threatl “Lack of user control” belongs to Category A — Processes/Functions
Controls: and the second one #threat2 “Insufficient Knowledge” belong to Category

C — HR according to our Methodology.

Table 14 Two Crucial Threats and their Categories

Sr.No THREATS CATEGORY (of threats)
A. PROCESS-FUNCTIONS &
18 Lack of user Control CONTROLS
8. Insufficient Knowledge B. HR

In the Analysis that follows, we propose the appropriate security measures
that can be adopted in a Cloud System and then we give a set of Security Policy Rules
for these measures that will form our Security Policy. Selecting appropriate security
controls optimally require a correct reading of the threat environment. Our goal is to
provide an identification deliverable for these two threats that can be quickly
updated to reflect the Security Policy of Cloud Computing.

It is worthwhile to be mentioned that the #threatl “Lack of user control” in
Cloud Computing appears, because it is an a multi-tenant third party control system
and it has luck of transparency and limited user control, since a third party holds the
data. The Cloud Provider may subcontract some resources of a third party whose
level of trust is questionable. In cloud also the technical control is given to the Cloud
Computing Provider, and customers often want to have an external audit of this
provider. So, logging and auditing information may change by default or not of a
user.

The #threat2 “Insufficient Knowledge” in Cloud Computing systems is the
most usual threat because it is stopping businesses from earning money with the not

appropriate use of Cloud.
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Therefore, in our Methodology in General Security Policy, in the Category A -
Processes/Functions Controls, we gather all the operations, logs and industry
security functions that an organization has to do, during the being in Cloud
Computing environment. Also, in the Category B- HR, we conclude all the awareness
about Cloud environments and the concerns about the various risks that personnel
and managers must have education and sharing of good practices in the

organizations.

5.5. Case study of the 1st Threat - Proposed Security
Policy Rules

As Cloud Computing rapidly increases, it is important to highlight the threats.
Through our approach, we managed the SaaS threats, so Cloud Providers will be able
to minimize risk in their environments and increase the trust of their systems. In the
previous work, we illustrated the solutions that are available for securing SaaS
environments, in accordance to the proposed Security Policy. We have gathered the
Cloud Computing threats and we have suggested measures addressing them. The
proposed analysis can fulfill the entire list of security requirements of every threat
and is a part of our General Security Policy of Cloud Computing. With the guidelines
of this, the Third Party Auditors can utilize this framework to understand the SaaS
Provider’s security context.

Therefore, in our thesis, we analyze two Case Studies as Examples that are
covered by the following Provisions and the following Security Policy Rules of the
Cloud Security Policy.

In the following analysis of Case Study - Example 1, we select the #threatl
“Lack of user control”, which has to do with the Process —Functions Controls. In the
analysis that follows we propose security measures that can be adopted in the Cloud
Computing and confront this threat, and then propose a set of Rules that will form
our Security Policy of Cloud Computing.

Access control sounds simple, until we tease rights and permissions for every

user in Cloud environment. In Cloud Computing, the multiple operating systems,
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mobile platforms, access to non managed systems, make more complicated to
control users. As all control is given to the Cloud Computing Provider, Customers
often want to have an external audit of this Provider. Therefore logging and auditing

information has to be stored and protected in order to enable verification.

Table 15 Security Policy for the Threatl “Lack of user control”

Example 1

Threat: Lack of user control

Category: Process — Functions & Controls

Measures:
With the exception of some general purpose measures, there are specific techniques and security
mechanisms for Cloud Computing environments. The security measures associated with the
aforementioned threat are the following:

1. Identification and Authentication

2. Data Center Physical Access Control

3. Logical Access Controls

4. Abuse of risks

5. Network Access controls
. Cryptography
. Back up of Data

. Protection of Software

O 00 N O

. Accounting/Recording events and accidents
10. Incident handling Compliance checks

11. Applications input/output controls

Security Policy Rules for Requirements of Category A (Processes-Function & Controls):
The security policy rules associated with the requirements of the Category A (Processes-Functions &

Controls) and belongs there the threat “Lack of user control”.

Business continuing:
A business continuity plan should be in place in order to ensure the availability of all critical services
and assets have critical functions, the absence of which could lead to many unwanted situations,

even to threat of human life. Some of these functions include health and safety systems, large scale

83

—
| —



financial transactions etc. To identify and mitigate those risks, thus providing uninterrupted services
for critical governmental functions, Cloud Provider shall follow a series of steps that are called
Business Continuity planning (BCP). The whole procedure needs the employment of many other
security policy elements, such as asset evaluation, risk management, incident response, reporting
etc. The first step of adequate Business Continuity planning is identification. Cloud Provider shall
evaluate assets, business functions, and differentiate critical from non-critical ones. This impact
assessment has to be done according to:

e functions/services whose disruption is unacceptable (e.g. health systems),

e critical governmental infrastructure (e.g. power plants),

e environmental and other factors (e.g. areas with earthquake history),

e  critical assets/functions that will result from risk management processes.,
After asset identification and impact assessment, it is important that Cloud Provider identify the
best and most cost-effective solutions for recovering from disaster scenarios. Thus, solution for
Business Continuity might include, but not limit to:

e Disaster Recovery (DR) Sites,

e Spare software/equipment,

e Data replication methodologies,

e Hard copies of critical data,

e  Offices for staff to work in case of emergency,

e Methodologies for working without IT infrastructure.

Developing and implementing a Cloud Provider Information Security Policy:
All the Cloud Providers shall develop and implement an Information Security Policy adapted to the
Organization’s information security requirements
e The Security Policy ensures that:
o Information will be protected against any unauthorized access
o Confidentiality of information will be assured
o Integrity of information will be maintained
o Availability of information for business processes will be maintained
o Legislative and regulatory requirements will be met
o Business continuity plans will be developed, maintained and tested
o Information security training will be available for all employees
o All actual or suspected information security breaches will be reported to the CISO
and will be thoroughly investigated
e Procedures exist to support the policy, including malware/virus control measures,
passwords and continuity plans.

e Business requirements for availability of information and systems will be met.
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The Information Security team is responsible for maintaining the policy and for providing
support and advice during its implementation.

All managers are directly responsible for implementing the policy and ensuring staff
compliance in their respective departments.

Compliance with the Information Security Policy is mandatory.

Baseline Security Procedures and Measures:

Implement and enforce fundamental security procedures and measures to achieve a baseline

integrity and availability level for the Services provided

All procedures pertaining to the daily use of the Information Computer Security shall be
documented
A well-defined procedure for data back-up shall be in place
o Proper data back-up shall take place regularly
o Back-up media management and storage is of great importance
A well-defined procedure for detecting, preventing and removing malware and virus
software shall be in place
o A legally-acquired and up-to-date anti-malware/anti-virus solution shall be chosen as
the Organisation’s default
o Every new or alien removable media and/or executable program shall be scanned
before gaining access to the Cloud Provider ICT infrastructure
o The anti-malware/anti-virus solutions in use shall themselves be protected
All software or hardware changes, removals, alterations, upgrades and updates shall have
the permission of the Application / Infrastructure Heads and the Asset Owner and shall be
logged in a suitably protected storage (e.g. a data storage device protected by encryption
or an external data storage device kept in secure office furniture)
All critical or important administrative actions shall be logged in a suitably protected
storage
All important software and hardware malfunctions shall be logged in a suitably protected

storage and their impact on the Cloud Provider security shall be assessed

Access Control:

Access to important information assets shall be strictly controlled and regulated to ensure that it

does not endanger the security of the Information System and its data.

Well documented procedures for authenticating users and devices shall be in place and
enforced.
Access control procedures shall suit the security requirements of the protected information

asset and the business needs of the Organisation
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e Granting of access rights to users shall take into account the following:

o It shall follow well-defined procedures

o It shall be enforced by well-defined access control means

o Only authorized personnel may grant access to information assets

o Users need to make a binding declaration that they are responsible for protecting
their access tokens (passwords, passphrases, hardware tokens etc.)

o Users shall be given clear instructions on the use and protection of their access tokens
and shall be made aware of where they can find updates and corrections to these
instructions

o Access of third parties, contractors, sub-contractors and temporary staff shall be
strictly controlled and monitored.

e Regular audits shall take place to ensure that

o There is no misuse of any given access right

o All access rights are immediately revoked when they are no longer required (e.g.
when an employee leaves the Organisation or changes position within the
Organisation)

o Access control procedures shall evolve and follow

= technological changes
= the renewed business needs of the Cloud Provider

= the results and recommendations of IT auditing and other security checks

Network Security:
Information Systems connected to a network have greater security needs as they are exposed to
more dangers, for this reason added security countermeasures need to be established.

e All devices belonging to the internal network shall by authenticated using a suitable
authentication mechanism

e By default Internal networks shall not be directly connected to external networks unless
necessitated by business needs. If and when a connection is required, then the connection:

o Shall have the authorization of the Application / Infrastructure Heads.
o Shall use suitable mechanisms to ensure the confidentiality, integrity and availability
of the internal network’s information assets and systems.

e Proper security mechanisms (e.g. encryption) shall be employed to ensure the
confidentiality and integrity of important information exchanged between the Cloud
Provider and another Cloud Provider or Third Party.

e The employed security mechanisms shall themselves be protected.

e Communication shall be protected using anti-malware/anti-virus solutions.
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e Interconnected systems have greater security needs from isolated ones.
o All non-essential services and ports shall be permanently disabled.

o Continuous monitoring of the network is required.

Telecommunication Services Security:
All network services acquired by external Telecommunication Providers shall have a Service Level
Agreement (SLA) that takes into account security issues.
e Telecommunication services shall be constantly monitored.
e The binding agreement of the Telecommunication Provider shall include terms pertaining
to the security of the provided services.
e In case of security incident, it shall be clear which Party and to which extend is responsible

to handle it.

Guidelines for Applying Physical Security Rules
Identifying Physical Assets:
The term physical asset includes the buildings, rooms, equipment a Cloud Provider is using. The
assets may be at the Cloud Provider’s possession or they may be at its plans to obtain.
In defining physical assets, the following guidelines should be considered:
e  Only assets that are used by the Cloud Provider’s need to be defined.
e |f multiple assets of the same type are used, and are likely to be subject to similar risks,
these may be grouped together and only defined once.

e Assets that carry out multiple functions can be classified as multifunction assets.

Develop and Implement Cloud Provider Physical Security Policy

Threat and vulnerability assessment:

Risk analysis method will reveal the potential threats against facilities, employees and clients.
Depending on the identified value of assets, both physical and electronic, the need for the

implementation of countermeasures will be revealed.

Countermeasure selection and recommendation:

Cloud Providers shall put in place physical security protection measures that match the evaluated
security risk. They shall put in place the necessary building and entry control measures for areas
that have been characterized as “restricted”. Any attempt for an unauthorized access shall be

detected and an effective response shall be activated.

Security Policy Management:

There shall be adequate procedures for implementing, maintaining, auditing and reviewing the
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Information Security Policy

Security management:

Security management should be based on risk assessment and should be dynamic, encompassing all
levels of participants’ activities and all aspects of their operations. The requirements of security
management depend upon the level of involvement, the role of the participant, the risk involved

and system requirements.

Continual Reassessment:

Of information security and making of appropriate modifications to security policies, practices,

measures and procedures.

Risk assessment:

Risk assessment will help to identify threats and vulnerabilities and to determine appropriate
controls to reach to acceptable levels of risks. Risk assessment should be sufficiently broad-based to
encompass key internal and external factors, such as technology, physical and human factors,
policies and third-party services with security implications.

e Threat is defined as any circumstance or event with the potential to adversely impact an
asset through unauthorized access, destruction, disclosure, modification of data, and/or
denial of service.

o Vulnerability is a weakness of an asset or group of assets that can be exploited by one or
more threats.

e  Risk is defined as the potential that a given threat will exploit vulnerabilities of an asset or

group of assets and thereby cause harm to the organisation.

Security Incidents Handling
Assurance and Reporting:
Policy requirements, as well as regulatory or other obligations, shall be integrated in the
Organization’s everyday operations, as well as to those of delivery partners and Third Party
suppliers. In order to accommodate this need, the Organization shall have installed a system that
will:

e inform all parts on their compliance responsibilities,

e ensure that requirements have been integrated into business processes,

e include procedures for reporting non-conformities and

e provide mechanisms for reporting to upper management.
The aforementioned system will correlate information from lots of different sources, such as

systems and networks (log files, uptime reports), ERP systems (HR, maintenance planning),
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scheduled human input and post mortem reports.

Recruitment Controls:

Casual staff shall undergo appropriate recruitment controls, in accordance to the Law. Organizations
who own an Information System may request a higher level of assurance of a person’s suitability to
perform a particular role, based on their risk assessment policy, through appropriate
recommendations to the Information Security Team. Organizations should always ensure the
proportionality between the extra recruitment controls and associated risks. All extra recruitment
controls, if additional to the existing will be included to the Scheme of Service and will be published

by the Cloud Provider.

Identification of Positions requiring a Security Clearance:

The identification of positions should be based on Government Organisation’s risk assessment
results and the Cloud Provider’s Security Policy. Cloud Provider should keep a record of all identified
Security Positions and should follow appropriate screening procedures for granting a Security

Clearance according to the instructions/recommendations of the National Security Authority (NSA).

Post-Verification:

Upon the completion of the baseline and any incremental recruitment controls imposed by the
Organization, Cloud Provider shall ensure that the employee’s recruitment record is created. This
record contains all the checks that have been applied during the recruitment process and

accompanies the employee throughout his/her employment life-cycle.

Reporting changes of personal circumstances:
Employees who have access to Cloud Provider’s resources should be obliged to promptly report any
changes in their personal circumstances that might imply unreliability or a conflict of interest. This
obligation should be depicted in a corresponding document that will be signed during the
employment agreement phase.
In order to support this obligation and effectively manage the reporting capabilities, Cloud Provider
shall ensure that all the necessary arrangements have been established and communicated to all
employees. These may at least include the specification of:

e the formal procedures that all staff should follow for reporting personal changes,

e the contact point for the reports,

e in which cases an employee is required to inform the relevant appropriate authority.
Cloud Provider shall support on-going personnel security management by staying in line with any
obligations they have to the Public Service Commission and ensuring that the formal reporting

procedure is communicated to all Cloud Provider’s employees. To this end, the Cloud Provider
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should be responsible to remind this obligation to all employees at regular intervals, through
relevant updates.

Upon designing the reporting procedure, Cloud Provider should take into consideration that access
to personal information should also be restricted based on the “need to know” principle.

In regards to those employees that hold a Security Clearance, the Cloud Provider is responsible to
inform the National Security Authority (NSA) for any changes they are aware of or any concerns

they might have about the continued suitability of their employees.

Incident Reporting:

Cloud Provider shall establish a well-defined policy for Incident Handling and should communicate
the formal procedures for incident reporting to all staff. In addition employees should also be
strongly encouraged to report any changes in personal circumstances of other employees,
colleagues or contractors, they might be aware of, that could potentially introduce a conflict of
interest and harm the Organization. This obligation is essentially critical when violations or changes

of personal circumstances concern employees who hold a Security Clearance.

Termination of employment controls:

There are many cases where an employee might leave from a specific post. The most common ones
are: retirement, resignation, end of contract, transfer to another Organization within the public
service or division, leave long duration (e.g. for health/personal reasons) etc. Organization shall
ensure that:

e Employees who are about to leave Organisation are subject to a number of termination of
employment controls, and be obliged to return all Organisation ’s resources and access
media,

e Employees who are about to undertake a different position or to be transferred to another
division within the Organisation are also subject to controls that are similar to the
termination of employment controls in terms of access rights to organisation’s Information
resources and organization equipment management,

Through the establishment of formal procedures that Organization should follow when an
employee is about to leave his current post. Organizations shall stay in line with the procedures
defined by the Public Service Commission and their obligations as defined by the Public Service Law
and relevant regulations. To this end organization must:

e  Submit a proposal to the PSC through formal procedures.

e Make sure that the officer who is about to leave, has no financial obligations towards the
state of if he has such obligations he shall settle them and no disciplinary or criminal case is
pending against him.

In addition, when an employee leaves the Organisation and also a minimum set of controls that

90

—
| —



should be applied in order to ensure protection from possible access violations. An indicative list of
checks includes:
e Returning all assigned equipment, hardware and software, including mobile and portable
devices, as well as any manuals, documents and information stored on electronic media.
e Returning all kinds of access media, cards, keys or tokens etc. that grant physical access to
the Organisations’ buildings, offices, rooms and logical access to Information Systems.
e Disabling all employees’ user accounts.
e Removing employee from all mailing lists and groups.
e Renewing any common passwords that were given to the user, for accessing ICT resources.
e Notifying division managers and co-workers that the employee or contractor has
terminated his employment/collaboration with the Organisation.
e Signing an agreement similar to the recruitment agreement, about employee’s obligations

to the Organisation.

Methods to Control Access:

There is a variety of methods to control access. In order to choose the appropriate method, the
required level of protection, the associated costs and the level of inconvenience that each option
provides, must be considered. The control of access should be as convenient to normal operations
as possible. To grant access the person shall first be authenticated, i.e. securely identified.
Authentication is based on the following authentication factors:

e  What you know (PIN, password, etc.).

e What you possess (smart card, RFID, keys, etc.).

e What you are (biometrics, physical identification, etc.).

The authentication can be mechanical, electronic or performed by human. Common access control
methods include:

e Mechanical access control (“What you possess”), i.e. locking devices operated by keys.

e Electronic access control (“What you know”/ “What you possess”/ “What you are”).

e Personal recognition (“What you are”), by security staff physically located at entry and exit
points or by security staff who monitor entry and exit points using closed circuit television
cameras and similar devices.

e Access badges (“What you possess”) by security staff physically located at entry and exit
points.

Depending on the desired level of security and the risk assessment, one or more of the above can

be used.

Technical measures for access control:

Access control is based on the security that the physical barriers offer along with some additional
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means that permit access (usually a key).

Mechanical measures include doors, turnstiles and gates.

The most common mechanical means is the keyed lock.

If keys can be easily copied, control of access cannot be guaranteed.

If a key is lost, lent or stolen, there is a risk of unauthorized access. If the lost key is a
master key, then a greater number of access points will be affected.

If proper key control is maintained, keyed mechanical locks may be an effective and
inexpensive method to contribute to controlling access.

There are turnstile designs that physically prevent unauthorized access. Usually they are
expensive and not well accepted by users due to their inconvenience.

User friendly turnstiles require additional monitoring of the access point.

Access control turnstiles are designed to allow only one person to enter at a time.

Detailed technical specifications for doors, turnstiles and gates shall be provided by the Information

Security Team

Cryptography:

Sensitive data must be sufficiently protected, e.g., by means of strong cryptographic

encryption. Public key infrastructure, certificates must be managed to ensure authenticity
of key holders (smartcards, connectors, server, etc.)

Communications paths between all involved parties must be encrypted

Protection of Software

Biometrics:

Biometric devises can provide some assurance that the person requesting entry is not using

someone else’s electronic access card or secret code, as they require that the person present a

physical characteristic to a reader (iris, fingerprint, a hand, face etc.).

Secure biometric systems are often expensive systems and they can have false rejections.
Biometric systems are not appropriate for high-traffic areas.

Biometric systems should be used only in high security zones and only as an extra security
mechanism.

Biometric systems shall be carefully implemented and comply with legislation.

Detailed technical specifications for biometric systems shall be provided by the Information

Security Team.
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5.6.Case study of 2nd Threat - Proposed Security Policy
Rules

In the following analysis of Case Study - Example 2, we select the #threat2
“Insufficient Knowledge” which belongs to the HR category. The same in this part, in
the analysis that follows we propose security measures that can be adopted in the
Cloud Computing and confront this threat and then we propose a set of Security
Policy Rules that will form our Security Policy of Cloud Computing. According to a
research of Digital Agenda [100] the main factor preventing enterprises from using

Cloud services is “insufficient knowledge” of Cloud Computing.

Table 16 Security Policy for Threat2 “Insufficient Knowledge”

Example 2

Threat: Insufficient Knowledge

Category: HR

Measures:
1. HRawareness
2. Personnel Security
3. Education Training
4. Education in Information System and alertness
Creation of technical Library of journals or publications and books
6. Segregation of duties

7. Confidentiality agreement prior to given information

Security Policy Rules for Requirements of Category C (HR):
The security policy rules associated with the requirements of the Category C (HR) and belongs there

the threat “Insufficient Knowledge”.

Awareness , information and training of staff in security issues:

The security of information systems, in general, is an issue that requires the involvement of all
users.

For example, no authentication method, or using passwords or smart cards, or even biometric
methods can be successfully applied if users do not follow safe practices, such as the non disclosure

of the password to Third parties. Therefore, achieving a high level of awareness and awareness and
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to educate users on security issues is a condition for the success of a security plan. It is important
that employees become aware of the security policy, and the responsibilities that derive from it, as
soon as they are hired. Security awareness training shall be included in introductory seminars, right
after the job assignment. In order to develop a positive attitude towards security, Cloud Providers
are to ensure that all staff members are kept informed throughout their career at that Organization,
by attending to security awareness programs regularly. Hence, security culture and awareness
should be constantly developed with the use of:

e security briefings or seminars held periodically,

e campaigns that inform on specific threats or security incidents,

e exercises that assess the Organisation’s readiness, and

Inclusion of security attitude in the employee’s performance evaluation and incentive

program.

Security Education and Alertness:

Socially engineered messages are one of the most common techniques used to spread malware.
Once technical measures fail, users are the last line of defense in ensuring a socially engineered
email does not lead to malware being installed on a workstation. Organizations need to ensure their
users are aware of the threat and educated on how to detect and report suspicious emails.
Personnel security :

is essential for the protection of information assets, especially since information systems and
services are operated by people. The main objective of Personnel Security is to ensure that people
who access Health resources are qualified and properly trained, and to provide a level of assurance
as to the trustworthiness, reliability and honesty of health’s employees, contractors and casual staff
Personnel Security Management .An effective Personnel Security Management, based on the
existing health recruitment policies and related legal framework, will help minimize the risks

associated with human errors, theft, fraud or misuse of assets.

Security Organizational Structure and Responsibilities:

Cloud Provider should adopt the appropriate security organizational structure with the appropriate
roles and suitably trained staff in order to support the security policy. The involved people or
committees should have clear lines of responsibility and accountability. The roles, together with the
privileges / responsibilities of each role, that are necessary to support the Security Policy, shall be

defined.

Security Culture and Awareness:
It is important to ensure that all members of staff are aware of their responsibilities, regarding the

protection of the Cloud Provider’s assets, as well as the consequences that they may have in case
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they breach a security rule.

e Ensure that the security policy is kept in a centralised location.

e Ensure that the security policy is written in simple.

e Ensure that provisions of the security policy are clearly linked to specific roles

e Ensure that all staff members have been briefed on their responsibilities and that they
have easy access to regular security briefings and security awareness programs sponsored
by the Cloud Provider

e  All users of ICT systems shall be familiar with the security operating procedures governing
their use, they shall receive appropriate security training, and be aware of local processes
for reporting issues of security concern.

There is a clearly stated and available policy and mechanisms in place, to allow for independent

and anonymous reporting of security incidents.

Continuous Monitoring:
Ensure continuous monitoring of employee’s status through the development and maintenance of
employee records for all permanent and casual staff. Organization shall ensure that information
contained in employee records is up-to-date by establishing the necessary procedures, in
accordance to the Public Service Law and relative regulations.
In addition, Organizations who own an Information System and have applied incremental
recruitment controls during the recruitment process shall establish procedures in order to ensure
continuous monitoring of employees’ status and that this information is always available and up-to-
date. The context of employee records shall be coherent in the sense that it should provide a
complete snapshot for each employee status at a given time. Employee records may include the
following basic components:
e Personal information (Name, date of birth, identification numbers, previous employment
etc.). This information can be obtained during the recruitment process.
e Qualifications (Education, certificates and working experience). This information can also
be obtained during the recruitment process.
e Roles and responsibilities.
Continuous monitoring of employee status can be achieved by conducting regular reviews of
employees’ records, based on granted access rights, and by integrating all reported changes to the
primary files. For example, during the employment life-cycle, these primary files may be enriched
with additional components, like:
e Education and training during his current employment. This field will contain a list of any
awareness, education and training programs he has attended within the Organisation. This
information should be updated by the Responsible Officer, whenever employees attend

seminars sponsored by the Organisation.
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e Changes of personal circumstances.

e Changes of responsibilities.
Employee records and personal information should be processed and handled in accordance with
applicable legislation for employment data protection and with the rules introduced by Cloud

Provider’s Information Security policy.

Confidentiality agreement prior to being given to information:
All the staff should agree with the terms and policy of organization, through a confidential

agreement about the information that the use and share to others.

Creation of technical Library of journals or publications and books:
All the manuals, books, technical support, laws and recommendations should be kept for security of

information in electronic libraries that could be easily accessed by personnel.

This Core Security Policy addresses the requirements that will enable the
protection and preservation of information, physical assets and human assets

against possible threats of Cloud Computing.
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Chapter 6: Security in e-Health System

6.1.Introduction

Information and communication technology (ICT) has introduced the idea of
central business model in e-health. The use of digital technologies in providing
health care services is in general described under the term e-Health. Healthcare is
increasingly being supported by IT applications, such as Cloud Computing. But
sharing sensitive personal information in Cloud Computing can be risky, when an
unauthorized user gets access to this information and uses it other than those
intended by Providers. Many countries are keen to shift their traditional health care
services to the new technology of Cloud Computing, in order to improve the quality
of care and reduce the cost. However, these opportunities introduce new security
risks which cannot be ignored. So, in this Chapter, our work focuses on examine
which are the challenges when using Cloud Computing in e-health and how we could
mitigate these risks.

In this Chapter, we present a traditional e-health system, as a case study we
use the e-health system of Europe, and then we propose the same system based in
Cloud Computing technology. Then we present a list of core security requirements
that must be considered when migrating e-health systems to a SaaS Cloud
environment by both health care Providers and Cloud Service Providers. These
requirements are analyzed and categorized in four Categories-Gates, so the
Providers or the organizations could use them in general Security Policy of Cloud
Computing for e-health and then we propose the solution for these requirements.
Finally, we describe the measures and Provisions of the Cloud Security Policy and
give a trust establishment, using this Methodology in the e-health Cloud Computing

landscape.
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6.2. Information Privacy in Health Informatics

The healthcare environment is undergoing fundamental changes. The preview years,
doctors and hospitals used to have many papers and envelopes to keep the health of
their patients and every time that a patient used to change doctors, there were
nothing about their history of their health. Nowadays, many countries in order to
improve their services on e-health, change their traditional medicine care into new
technologies.

Internet technologies protect patient privacy, confidentiality of sensitive
medical data, while at the same time improve quality of care. The benefits provided
by the Internet, however, come with a significantly greater element of risk to the
integrity of information. Despite the myriad of studies, information security and
privacy remain a high concern for citizens and patients regarding their health data
[107][108].

Unfortunately, traditional security mechanisms are not appropriate to meet
the requirements of the patients in new technological advances in e-Health services,
so the creation of a general e-health Security Policy that it defines the security
requirements for Cloud Computing e-heath system is needed. To better understand
the developments in terms of e-Health it is necessary to understand what is e-Health
and what is exactly e-Health Policy in new technologies? And why is needed in health
industry?

When we mention the term E-Health, we mean the use of information
technologies across health related functions and activities [109]. An electronic health
service system, is a collection of components working together to implement the e-
health services. As data is processed into practical information by the information
system, authentication and authorization become one of the essential concerns of
the e-health service systems [110]. Also, the European Commission defines e-Health
very generally as “The use of modern information and communication technologies
to meet needs of citizens, patients, healthcare professionals, healthcare providers,
as well as policy makers” [111].

To use properly and effectively an e-health system we need an e-Health

Policy. A Health Policy has been defined as “a set of statements, directives,
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regulations, laws, and judicial interpretations that direct and manage the life cycle of
e-health” [112].

In the area of health, the creation of n e-health policy that balances the need
for access (authorization) with the needs and rights of the citizens is the biggest
challenge. There are several examples of countries that have national e-health
strategies Italy, France, UK, while others have introduced the electronic health card,
like Germany [118][119].

New technologies, such as Cloud Computing, could improve services in e-
health to their patients. Health data could share everywhere, easier and doctors
could have better diagnosis for the health of their customers, without expenses and
professional personnel. Cloud based e-health services could change the traditional e-
health environment and could bring a lot of advantages [115][116][117]. The
industry may considerably improve the access to information and patients will have
improved diagnosis and treatment, faster care and faster decision making responses
from assigned medical professionals. However, despite the potentially high value of
the new technological development of cloud computing, in the area of e-health, the
security of medical information, as well as data handling, is a serious issue
[118][119][120][121]. In order to achieve the security levels in medical environment,
need to be carefully addressed the security requirements. In our research we protect
the confidentiality of patient information and facilitate the processes of the e-health
system, with some suggestions for health care Providers. Security requirements of a

Cloud Service provider are analyzed, using the case study e-health system of Europe.

6.3. Case Study of e-Health System in Europe and EEA
Members States

In Europe, the European Union(EU) has endeavored to promote the
implementation of e-Health within the 28 Member States by making e-Health a key
part of EU health policy [122][123][124][125]. The big challenge and the vision of the
EU is to achieve the wide spread adoption of e-Health systems across Europe as part

of the EU's Flagship initiative ‘Digital Agenda for Europe’ [126][127][128]. Also a key
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ambition of the EU policy is the provision of better care services at the same or lower
cost [129]. The 2004 EU e-Health Action Plan was the first initiative that set in
motion the EU's plans to encourage European co-operation on health care issues
[130]. In our research we illustrate as an example application scenario the
traditional European Union e-Health system and the implementation strategies that
use across the European Union and EEA Member States. So, in this Chapter, we will
present an existing Information System in e-health, the system in Europe that
consists of national e-health programs of 27 European Countries and illustrates the
overall framework. Then, we will present how this Information System would be
with the use of Cloud Computing, what the New Security Requirements that have
been created by the use of Cloud Computing on this e-health system are. Which the
proposed solutions for these Cloud Computing Security Requirements on e-health
system are and how these requirements could increase the reputation of this Cloud
Computing e-Health system.

In this scenario - Case Study, the approach of European system
conceptualizes the healthcare system as a value system of a variety of health Service
Providers each of which has to manage its own health system. As depicted in this
research, this health system which consists of individual health service providers,
promote good health and long term care services, supports disease prevention and
provides healthcare.

The European Commission’s e-Health Action Plan mentions the lack of
awareness and confidence in new technologies among health professionals and
citizens as a barrier to adopt them [131][25].

The previous years, the European Commission (EC) has established working
parties and expressed its intention for information development in all public health
programmes [132][133][134]. Examples of the term of e-health according to the
European Commission’s e-Health Taskforce are: clinical information systems, e
institutions, Telemedicine and homecare systems, Integrated regional/national
health information networks, Secondary usage non-clinical systems [135] (Figure 12)
other examples also include: electronic health records, portable communicable
systems including those for medical implants, health portals, and many other ICT-

based tools assisting disease prevention, diagnosis, treatment, health monitoring
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and lifestyle management (this description is based on text at the Europe's
Information Society e-Health portal) This system makes it difficult to share

information beyond organizational boundaries.

Figure 12 E-health example Types

Clinical Information Systems

The increasing prevalence of ICTs can have transformative impacts on many
industries, including healthcare where ICTs can deliver citizen centric healthcare and

foster a dyadic information symmetric physician-patient relationship [136].

6.4.E-Health Cloud Computing Implementations Issues

Cloud Computing has been widely recognized as the next generation’s
technology and it offers several advantages to its users. Cloud Computing can also
offer many opportunities to improve health care services. According to the official
NIST definition, "Cloud Computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable computing resources”.
These characteristics are particularly appealing to the needs of healthcare providers.
On Cloud Computing for an e-health system, the consumer does not manage or

control the Cloud infrastructure, but mainly the software services are provided by
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the Provider to its members or end users, clinicians and patients [137] [138] [139]
[140] [141] [142] [143] [144]. In addition, Cloud Computing is characterized by
consumers who use Cloud services as needed, who consume shared resources as a
service, which pay only for what is used and who access services over a networked
infrastructure. Cloud adoption also provides the ability to exchange data between
disparate and separate systems. In healthcare it can be implemented, as a way for
maintaining or managing patient information, at different Locations. It is needed to
be mentioned that also, Management is responsible for taking care of security risks
to protect data of patients. Today, still, a lot of differences can be found between
member states in both the quality and availability of health data. So, a Cloud Based
Information System on e-health communicates with the following actors (doctors,
patients, medical personnel) and hospitals via a lot of Clouds and via network
connections (Figure 13). This part of the Cloud Provides a common Service for all the
Information systems of the sharing hospitals/ countries. To provide consistent,
coordinated care at a reasonable cost, Providers must be able to share patient’s

medical information freely while maintaining information security of their data.

Figure 13 A Cloud Based e-Health System
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The proposed health Cloud system presents the end users (authorized

doctors and patients) that could take part in SaaS health Cloud System. They are
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been navigated through the sharing hospitals and the whole Information systems. As
we can understand, the most important thing to this system is to ensure the security
and guarantee the confidentiality of the data, because we have to deal with sensitive
data and the protection of stored information comes as a top priority. And how can
we succeed this? By defining, which the assets we want to protect are, what the
possible security requirements are and which the solutions can be. The asset of such
Information system, based on Cloud Computing is defined to ensure the availability,
integrity, authentication and confidentiality of the service, e transformation of data.
The security requirements and the proposed solutions we will be analyzed in the

next chapter of the Thesis.

6.5.Requirements: Cloud-Specific Security Aspects for
E-Health Systems

However, whatever the choices of the organization or hospital are, there are
some security challenges that need to be addressed for those who decide to
implement e-health on the cloud.

There are a number of steps for a successful transition from a traditional
system to a Cloud System. This study aims to support the development of an EU
Health Information System based on Cloud Computing by identifying the necessary
key requirements relevant to build up a comprehensive system that supports health
policy making. In the following Table 17 we describe the security requirements
involved in an e-health Cloud Computing system. In the Table 18, Table 19, Table 20,
Table 21 we provide the solutions-measures that must be done to the security
challenges of an e-health Cloud Computing System. If Cloud Providers and
Organizations follow this model, using the gates of the policy, they will succeed to
have a secure Cloud Computing environment on e-health. It worthwhile to be
mentioned that there are different security tasks for every Service Model of Cloud
Computing (laaS, PaaS$, laaS) but we focus only to the tasks of the Cloud Provider for
a SaaS Service Model. In the diagram below Figure 14 we illustrate only the certain

security tasks for the type of SaaS services. It is not provide an exhaustive list of
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security processes at the Providers side. In the case of e-health system, it is
important to carefully be assessed which security tasks are outsourced to the
Provider and which security tasks remain under the organization/ hospital. In this
scenario, a trusted Third Party is needed to serve as the group manager, who is
trusted by all group members and is responsible. In our policy, the Cloud Provider or
Organization that uses this e-health Cloud System must follow the four general
Categories-Gates to avoid threats. These four Categories-Gates that proposed in our
General Security Policy on e-health System require that the Third Party will mitigate
these security requirements by adopting the appropriate security measures in
accordance to a well formed Cloud Security Policy:
Category 1 (A) — Processes/Functions Controls: are associated with
execution of business services, operations, logs and industry security
certifications.
Category 2 (B) — HR: Providers must aim to promote security, through
education and sharing of good practices with the personnel.
Category 3 (C) — Legal Requirements & Compliances: the legal framework
under which data are stored and/or transferred are satisfied. In which
country the data are located and thus what the regulations / restrictions for
storing / processing / transferring that data are. Regulatory requirements,
such as Sarbanes Oxley Act (controls over initiation, authorization, processing
and recording of transactions). Whatever is associated with noncompliance
to various legal, government and regulatory requirements.
Category 4 (D) -Technology: is associated with constantly evolving
technologies and lack of standardization in how they integrate or
interoperate. What are the applications and the devices that users trust to
store and possible share their data? Standardize on integration methods.
Understanding and documented the security requirements of an e-health Cloud
System, gives a solution targeting to each threat and at the same time maps them
with the provisions of the Cloud Security Policy. In each category it is necessary to
ensure what security requirements are covered by the Cloud Provider according the

following security measures. The proposed Cloud Security Model addresses the
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relationships of security measures and places them in context with their relevant

security solutions and concerns.

In the following analysis, we select as threats of E-health Cloud System

The Abuse of Cloud Services,
The Malicious Insider,
Unintentional Disclosure

Lack of user control

Those threats belong to the Category A of “Process-Functions & Controls”,

according to our Methodology. These specific threats are crucial for Cloud

Computing. In the Analysis that follows we propose security measures-requirements

that can be adopted in an e-health Cloud System and then we give a set of Solutions-

Measures (Table 17)(Table 18)(Table 19)(Table 20)(Table 21) that will form our

Security Policy.

Security Requirements: there are specific requirements for Cloud Computing

environments of an e-health system, some of them are the following:

#A1. Data controls: when the health care data are stored on the Cloud may
require appropriate controls to be in place. Data are at the core of a security
concerns for any e-health system, whatever the form of infrastructure that is
used. For SaaS, much more responsibility is likely to be placed into the
provider. The distributed nature of the cloud computing and the shared
responsibilities that it involves bring the Security considerations both to data
at rest and also to data in motion, on the priority.

#A2. Disaster recovery procedures: Having Disaster recovery procedures in
the cloud of an e-health system, reduces the need for data center space, IT
infrastructure and IT resources, which leads to significant cost reductions,
enabling smaller hospitals to deploy disaster recovery options. If the hospital
will damage in a natural disaster, the provider should know how to get the e-
health organization rebuilt and continue it from any remote location.

#A3. Unauthorized access by e-health professional: Cloud providers are
responsible for separating their clients in multi-tenant situations. Some

information such as health data are of a sensitive nature, so a cloud provider
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may not allow direct access to the information to everyone, without
appropriate authorization being required before any user is permitted to
access sensitive data in any way.

#A4. Ubiquitous network connectivity to the hospital: consumers evaluate
the external and internal network controls of a cloud provider. In the
information system of an e-health , each user's requirements will be
different, but it is recommended that users evaluate the internal network
controls of a service provider such as : Protect clients from one another,
protect provider’s network, monitor for intrusion attempts and the external
network requirements such as: traffic screening, intrusion detection, logging
and notification.

#A5. QoS (Quality of service) and reliability: one of the challenges posed by
an e-health cloud system is QoS, which is the problem of allocating resources
to the application to guarantee a service level along dimensions such as
performance, availability and reliability. QoS denotes the levels of
performance, reliability, and availability offered by an application and by the
platform or infrastructure that hosts it. In the system of e-health based on
clod the problem is more difficult.

#A6. Data Centers - unauthorized entities: as in accessing patient data by
unauthorized users. Data security and privacy protection issues are relevant
to both hardware and software in the cloud architecture. According to The
explanation of “cloud computing” from the National Institute of Standards
and Technology (NIST) cloud computing provides a convenient on-demand
network access to a shared pool of configurable computing resources.
Resources refer to computing applications, network resources, platforms,
software services, virtual servers, and computing infrastructure. The ‘Cloud’
itself is a virtualization of resources, which the end user has on-demand
access to. These resources can require authorized access and management or
service provider interaction. In the e-Health cloud, the unlawful entities may
obtain access to the patients’ health data by spoofing the identities of the

authorized users, such as doctors and patients themselves.
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#A7.Digital signatures/ certificates: A digital certificate is an electronic
"passport" that allows a person, computer or organization to exchange
information securely over the Internet using the public key infrastructure
(PKI). A digital certificate may also be referred to as a public key certificate.
Healthcare professionals can gain access to health data using a digital
certificate.
#A8. Malicious insider (doctor, staff, and family member): A malicious
insider is well-known to most organizations. A malicious insider, in an e-
health system, could access the sensitive data, steal information, sell the data
to other parties or perform any number of other malicious activities. User
needs to make sure cloud providers are doing the best through their hiring
practices and administrative controls. The insider may have access to servers
and data, and could be a member of the staff, a doctor, another patient or a
family person.
#A9. Abuse of Cloud Services: Cloud Computing providers are actively being
targeted, partially because their relatively weak registration systems facilitate
anonymity, and providers’ fraud detection capabilities are limited. This huge
flaw in the registration system coupled with weak fraud detection capabilities
lends cloud computing models to malicious attacks by criminals who can
leverage those technologies and target cloud providers.
#A10. Unintentiona Disclosure: An event when health
professionals unintentionally or by mistake reveal confidential information.
#A11. Lack of user control: Ownership and accountability, however, are often
not well defined or applied even in traditional IT Providers should examine
what they are trying to control in the system of e-health.: Control over data,
Control over functionality, Control over assets. These highlight some of the
areas that IT providers need to consider for an e-health system.

Then, In Table 18, Table 19, Table 20, Table 21, we present the solutions targeting to

the requirements that we have mentioned for every Category of the four and then

we depict them in Figure 14. As described in studying numerous relevant

publications, a common practice to minimize the risk, is understanding the internal
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control environment of a Cloud Provider and examining, analyzing all the aspects, so
to identify possible contributing factors risks, and other governance issues, including
and begin to define mitigation strategies. This is exactly what we present in our

study.

Table 17 Cloud Computing Requirements of e-health system

B. HR B1. Lack of trust by health care professionals

B2.Insufficient Knowledge by health care professionals

B3. Lack of awareness

B4. Lack of Segregation of duties

B5. Lack of technical Library of publications and books

B6. Lack of Education in Information System

B7. Lack of education and alertness

B8. Lack of Organizational Structure & Responsibilities

B9. Lack of Confidentiality agreement prior to being given information

B10. Code of contact of proper use
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C4. Compliance with security policies

C5. Data protection

C6. Data loss

C7. Data Breach/ data separation

C8.Third party controls

C9. Lack of industry standards and certifications
C10. International Regulations

C11. Complexity to ensure compliance

C12. Encryption of data in motion

C13. Categorize data

C14. Localization of data

C15. Identify the data sources, flow and destination
C16. Control data

C17. Compliance with legislative requirements.

C18. Using DLP Data Loss Prevention Tools-software

Technology | D1.Uncertain provider’s compliance

D2.Bugs in large-scale distributed cloud systems

D3. Support heterogeneous devices and networks (hospitals, tablets,
different mobile and stationary devices)

D4. Bodies providing audit & certification of management systems

D5. Data lock-in

D6. Isolation failure

D7.Account Hijacking

D8. Insecure interfaces & APIS

D9. Denial of Service

D10. Prohibition against cross border transfer

D11. Subpoena and e-discovery

D12. Back up vulnerabilities

D13. Cloud Burst Security

D14. Authentication and Trust

D15. Prohibition against cross border transfer

D16. Cross-vendor compatibility and integration

D17. Customization limitations
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Figure 14 Cloud Computing Requirements of E-health system
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The proposed methodology can fulfill the entire list of security requirements of every
Category that are covered by the following Metrics and Provisions of the Cloud

Security Policy. More analytically:

Table 18 Security Policy Rules of E-Health Cloud System (for Category A)

Requirements (A1-A11) of Category A (Processes - Function & Controls) are covered by the

following Policy Rules:

Security management:

Security management should be based on risk assessment and should be dynamic, encompassing all
levels of participants’ activities and all aspects of their operations. The requirements of security
management depend upon the level of involvement, the role of the participant, the risk involved and
system requirements.

Continual Reassessment:
of information security and making of appropriate modifications to security policies, practices,
measures and procedures.

Risk assessment:

Risk assessment will help to identify threats and vulnerabilities and to determine appropriate
controls to reach to acceptable levels of risks. Risk assessment should be sufficiently broad-based to
encompass key internal and external factors, such as technology, physical and human factors,
policies and third-party services with security implications.

Threat:
is defined as any circumstance or event with the potential to adversely impact an asset through
unauthorized access, destruction, disclosure, modification of data, and/or denial of service.

Vulnerability:
is a weakness of an asset or group of assets that can be exploited by one or more threat.

Risk:
Is defined as the potential that a given threat will exploit vulnerabilities of an asset or group of
assets and thereby cause harm to the organisation.

Security Incidents Handling:

It is necessary to have the appropriate policies and procedures in order to effectively handle a range
of security incidents and thus avoid, as much as possible, the disruption of critical activities. Define
the specific reporting and response procedures, according to the type of the security incident.
Security incidents shall be properly recognized, reported, assessed, handled and debriefed, in order
to prevent any damage caused to the Organization. First of all, employees and external service
providers shall recognize the most common types of security incidents, which are the following:

e unauthorized use of Cloud resources,

o leakage of passwords or other types of identification mechanisms,

e criminal actions, such as fraud, phishing, electronic attacks, theft, etc.,

e sharing of sensitive information to unauthorized persons, and

e natural phenomena that could affect cloud security.
The Organization shall take all necessary measures in order to raise the awareness of the personnel
regarding recognizing security incidents. To that end, appropriate seminars or other types of
training, as well as campaigns, informative sessions etc., shall be performed. Organization security
policy should include that employees and external service providers recognize and report security
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incidents. To that end, a simple and easy to use mechanism should be in place for reporting security
incidents that will include at least the following:

e description of the incident,

e date/time of the incident, and the location where it took place,

e assets or resources involved,

e nature and circumstances of the incident, and

e the degree of the potential harm to the Organisation.

e Other fields for recording possible corrective actions that were taken should also be in
place, but those shall be filled at a later stage, during the mitigation of the security
incidents.

e Recognition and reporting of an incident shall be followed by its assessment, in order to
calculate the degree of the potential damage caused to the GO, and to determine the
appropriate actions that should be taken. In terms of assessing security incidents, a first
estimation is performed by the employee or the external service provider during its
reporting. However, this assessment shall be validated by the GO’s security officers, as they
have a better understanding of the threat landscape, and better information on same or
similar incidents that may have been also reported.

According to the effect that an incident might have on the Organization, it can be further divided in
three categories: Normal, Escalated and Emergency.

e Normal: those are not events that don’t affect critical systems nor do they cause serious
damage to the organisation. Those incidents don’t need immediate reporting or escalation
to higher level personnel, and can be handled with minor modifications to the ICT
infrastructure or procedures.

e Escalated: those are more serious incidents that affect critical systems and shall be
immediately reported to higher management as well as to the relevant CERTSs.

e Emergency: those are events that may have a major impact on the employees’ health and
safety may cause a great damage to ICT infrastructure which could critically affect the
performance of the Cloud, or may cause significant problems in the Cloud’s compliance in
laws and regulations. Emergency incidents shall be immediately reported to higher
management, CERTs, law enforcement authorities etc. Moreover, appropriate procedures
shall be in place for the personnel to follow in case of an emergency incident

Apart from the differentiation in handling and response, the categorization of incidents should also
be utilized in forcing different disciplinary procedures, as post-incident actions, against the
employee who is responsible for the incident. Thus, according to the incident’s severity, the
employee’s manager should or shouldn’t be notified for further disciplinary procedures.

Assurance and Reporting:

Policy requirements, as well as regulatory or other obligations, shall be integrated in the
Organization’s everyday operations, as well as to those of delivery partners and third party suppliers.
In order to accommodate this need, the Organization shall have installed a system that will:

e inform all parts on their compliance responsibilities,

e ensure that requirements have been integrated into business processes,

e include procedures for reporting non-conformities, and

e Provide mechanisms for reporting to upper management.
The aforementioned system will correlate information from lots of different sources, such as
systems and networks (log files, uptime reports), ERP systems (HR, maintenance planning),
scheduled human input and post mortem reports.

Recruitment Controls:

= |dentity Verification: Confirmation of name, date of birth, address, national insurance number or
other unique personal identifying number

= Confirmation of permission to work in system: Nationality, Citizenship, immigration status

= Qualification checks: Education, References, additional qualifications/licenses

= Employment history: Details of previous employers, references
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= Additional checks required by the Government Organization

Identification of Positions requiring a Security Clearance:

The identification of positions that require a Security Clearance should be based on Organization’s
risk assessment results and the Cloud Information Security Policy, as well as on the regulation of
Security of classified information, documentation and hardware and related matters. Cloud Provider
Organizations should keep a record of all identified Security Positions and should follow appropriate
screening  procedures for  granting a  Security Clearance according to the
instructions/recommendations of the National Security Authority (NSA). As per the Minimum
Requirement Controls, Cloud Provider, will make all necessary amendments at the Schemes of
Service and follow the Public Service Law and Regulations.

Recruitment controls for casual staff:
Casual staff shall undergo appropriate recruitment controls, in accordance to the Law

Handling exceptions from a Security Clearance:

] Temporary access arrangements may be considered in cases where there is a need for an
employee or casual staff or contractor’s staff to have access to only a part of classified
information or assets (in a higher level than his/her clearance authorizes him/her), and for a
small period of time. Cloud Provider should consult the National Security Authority (NSA) for
decisions upon handling temporary access. They should also review the possibility of escalating
this position to a Security Position and applying for a permanent Security Clearance.

e  Emergency access can be considered in cases where there is a need for an employee or casual
staff or contractor’ staff to have access to classified information or assets (in a higher level than
his clearance authorizes him), to meet a critical requirement. Again, Cloud Provider should
consult the National Security Authority (NSA) for decisions upon handling emergency access
and under what circumstances this type of access can be granted.

Security Incidents Handling
Assurance and Reporting:
Policy requirements, as well as regulatory or other obligations, shall be integrated in the
Organization’s everyday operations, as well as to those of delivery partners and third party suppliers.
In order to accommodate this need, the Organization shall have installed a system that will:

e inform all parts on their compliance responsibilities,

e ensure that requirements have been integrated into business processes,

e include procedures for reporting non-conformities, and

e provide mechanisms for reporting to upper management.
The aforementioned system will correlate information from lots of different sources, such as
systems and networks (log files, uptime reports), ERP systems (HR, maintenance planning),
scheduled human input and post mortem reports.

Recruitment Controls:

Casual staff shall undergo appropriate recruitment controls, in accordance to the Law. Organizations
who own an Information System may request a higher level of assurance of a person’s suitability to
perform a particular role, based on their risk assessment policy, through appropriate
recommendations to the InfoSec Team. Organizations should always ensure the proportionality
between the extra recruitment controls the associated risks. All extra recruitment controls, if
additional to the existing will be included to the Scheme of Service and will be published by the
Cloud Provider.

Recruitment controls for Corporate Contractors and Third Parties

Organizations usually assign the implementation of very large projects or new services to corporate
contractors or joint ventures. These contractors may need to recruit new contracted staff or reassign
smaller parts of the project to other sub-contractors. This hierarchical scheme of contractors and
subcontractors will make the recruitment control of outsourced staff even more complicated.
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In order to ensure the universal application of recruitment controls, Organizations should
incorporate all these aspects in the tendering process for the procurement of outsourced ICT
services as well as in their contracts with the leader company. An indicative list of issues addressed
by the contract includes:
Recruitment controls for employees and sub-contractors that will participate in the specific project.
e The right of the organization to approve any subsequent choice of subcontractor.
e The right of the organization to audit the implementation of the security controls at any
point in the contracting chain.
e Responsibilities for the security controls including the obligation of contractors to
participate in security awareness, training and education programs in order to be informed
about their responsibilities and the Organization’s formal procedures and policies.

Identification of Positions requiring a Security Clearance:

The identification of positions should be based on Government Organisation’s risk assessment
results and the Cloud Provider’s Security Policy. Cloud Provider should keep a record of all identified
Security Positions and should follow appropriate screening procedures for granting a Security
Clearance according to the instructions/recommendations of the National Security Authority (NSA)

Post-Verification:

Upon the completion of the baseline and any incremental recruitment controls imposed by the
Organization, Cloud Provider shall ensure the employee’s recruitment record is created. This record
contains all the checks that have been applied during the recruitment process and accompanies the
employee throughout his/her employment life-cycle.

Reporting changes of personal circumstances:

Employees who have access to Cloud Provider’s resources should be obliged to promptly report any
changes in their personal circumstances that might imply unreliability or a conflict of interest. This
obligation should be depicted in a corresponding document that will be signed during the
employment agreement phase.

In order to support this obligation and effectively manage the reporting capabilities, Cloud Provider
shall ensure that all the necessary arrangements have been established and communicated to all
employees. These may at least include the specification of:

e the formal procedures that all staff should follow for reporting personal changes,

e the contact point for the reports, and

e in which cases an employee is required to inform the relevant appropriate authority.
Cloud Provider shall support on-going personnel security management by staying in line with any
obligations they have to the Public Service Commission and ensuring that the formal reporting
procedure is communicated to all Cloud Provider’'s employees. To this end, the Cloud Provider
should be responsible to remind this obligation to all employees at regular intervals, through
relevant updates. Upon designing the reporting procedure, Cloud Provider should take into
consideration that access to personal information should also be restricted based on the “need to
know” principle. In regards to those employees that hold a Security Clearance, the Cloud Provider is
responsible to inform the National Security Authority (NSA) for any changes they are aware of or any
concerns they might have about the continued suitability of their employees.

Incident Reporting:

Cloud Provider shall establish a well-defined policy for Incident Handling and should communicate
the formal procedures for incident reporting to all staff. In addition employees should also be
strongly encouraged to report any changes in personal circumstances of other employees,
colleagues or contractors, they might be aware of, that could potentially introduce a conflict of
interest and harm the Organization. This obligation is essentially critical when violations or changes
of personal circumstances concern employees who hold a Security Clearance.

Termination of employment controls:
There are many cases where an employee might leave from a specific post. The most common ones
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are: retirement, resignation, end of contract, transfer to another Organization within the public
service or division, leave long duration (e.g. for health/personal reasons) etc. Organization shall
ensure that:

e Employees who are about to leave Organisation are subject to a number of termination of
employment controls, and be obliged to return all Organisation ’s resources and access
media,

e Employees who are about to undertake a different position or to be transferred to another
division within the Organisation are also subject to controls that are similar to the
termination of employment controls in terms of access rights to organisation’s Information
resources and organization equipment management,

Through the establishment of formal procedures that GOs should follow when an employee is about
to leave his current post. Organizations shall stay in line with the procedures defined by the Public
Service Commission and their obligations as defined by the Public Service Law and relevant
regulations. To this end, organization must:

e submit a proposal to the PSC through formal procedures.

e make sure that the officer who is about to leave has no financial obligations towards the
state of if he has such obligations he shall settle them and no disciplinary or criminal case is
pending against him.

In addition, when an employee leaves the Organisation and also a minimum set of controls that
should be applied in order to ensure protection from possible access violations. An indicative list of
checks includes:

e Returning all assigned equipment, hardware and software, including mobile and portable
devices, as well as any manuals, documents and information stored on electronic media.

e Returning all kinds of access media, cards, keys or tokens etc. that grant physical access to
the Organisations’ buildings, offices, rooms and logical access to Information Systems.

e Disabling all employees’ user accounts.

e Removing employee from all mailing lists and groups.

e Renewing any common passwords that were given to the user, for accessing ICT resources.

e Notifying division managers and co-workers that the employee or contractor has
terminated his employment/collaboration with the Organisation.

e Signing an agreement similar to the recruitment agreement, about employee’s obligations
to the Organisation.

Application of Access Control

Methods to Control Access:

There is a variety of methods to control access. In order to choose the appropriate method, the
required level of protection, the associated costs and the level of inconvenience that each option
provides, must be considered. The control of access should be as convenient to normal operations
as possible. To grant access the person shall first be authenticated, i.e. securely identified.
Authentication is based on the following authentication factors:

e  What you know (PIN, password, etc.).

e What you possess (smart card, RFID, keys, etc.).

e What you are (biometrics, physical identification, etc.).

The authentication can be mechanical, electronic or performed by human. Common access control
methods include:

e Mechanical access control (“What you possess”), i.e. locking devices operated by keys.

e Electronic access control (“What you know”/ “What you possess”/ “What you are”).

e Personal recognition (“What you are”), by security staff physically located at entry and exit
points or by security staff who monitor entry and exit points using closed circuit television
cameras and similar devices.

e Access badges (“What you possess”) by security staff physically located at entry and exit
points.

Depending on the desired level of security and the risk assessment, one or more of the above can be
used.
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Technical measures for access control:
Access control is based on the security that the physical barriers offer along with some additional
means that permit access (usually a key).

e  Mechanical measures include doors, turnstiles and gates.
e The most common mechanical means is the keyed lock.
e If keys can be easily copied, control of access cannot be guaranteed.
e Ifakeyis lost, lent or stolen, there is a risk of unauthorized access. If the lost key is a master
key, then a greater number of access points will be affected.
e If proper key control is maintained, keyed mechanical locks may be an effective and
inexpensive method to contribute to controlling access.
e There are turnstile designs that physically prevent unauthorized access. Usually they are
expensive and not well accepted by users due to their inconvenience.
e  User friendly turnstiles require additional monitoring of the access point.
e  Access control turnstiles are designed to allow only one person to enter at a time.
Detailed technical specifications for doors, turnstiles and gates shall be provided by the Information
Security Team

Guidelines for Applying Physical Security Rules
Identifying Physical Assets:
The term physical asset includes the buildings, rooms, equipment a Cloud Provider is using. The
assets may be at the Cloud Provider’s possession or they may be at its plans to obtain.
In defining physical assets, the following guidelines should be considered:
e  Only assets that are used by the Cloud Provider’s need to be defined.
e |f multiple assets of the same type are used, and are likely to be subject to similar risks,
these may be grouped together and only defined once.

e  Assets that carry out multiple functions can be classified as multifunction assets.

Develop and Implement Cloud Provider Physical Security Policy

Threat and vulnerability assessment:

Risk analysis method will reveal the potential threats against facilities, employees and clients.
Depending on the identified value of assets, both physical and electronic, the need for the
implementation of countermeasures will be revealed.

Countermeasure selection and recommendation:

Cloud Providers shall put in place physical security protection measures that match the evaluated
security risk. They shall put in place the necessary building and entry control measures for areas that
have been characterized as “restricted”. Any attempt for an unauthorized access shall be detected
and an effective response be activated.

Biometrics:
Biometric devises can provide some assurance that the person requesting entry is not using
someone else’s electronic access card or secret code, as they require that the person present a
physical characteristic to a reader (iris, fingerprint, a hand, face etc.).

e Secure biometric systems are often expensive systems and they can have false rejections.

e Biometric systems are not appropriate for high-traffic areas.

e Biometric systems should be used only in high security zones and only as an extra security

mechanism.

e  Biometric systems shall be carefully implemented and comply with legislation.
Detailed technical specifications for biometric systems shall be provided by the Information Security
Team.

Third Party:
=  Third party audits should be performed to monitor the secure the cloud service provider's
compliance to agreed terms and the effective implementation of and adherence to security
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policies, procedures and standards.
= The cloud service provider should provide customer transparency around controls, security and
operations
= use of electronic signatures by each of the parties
= Protocols used to communicate between all involved parties should be secure

Protection of Software:

=  Maintain a version control for all software updates

= Ensuring changes are submitted by authorized users

=  Ensure that software are changed as necessary to remain appropriate

= |dentify all software, database entities and hardware that require amendment

Cryptography:
= Sensitive data must be sufficiently protected, e.g., by means of strong cryptographic encryption.

= public key infrastructure, certificates must be managed to ensure authenticity of key holders
(smartcards, connectors, server, etc.)
= communications paths between all involved parties must be encrypted

Network Security:
Information Systems connected to a network have greater security needs as they are exposed to
more dangers, for this reason added security countermeasures need to be established.
e All devices belonging to the internal network shall by authenticated using a suitable
authentication mechanism.
e By default Internal networks shall not be directly connected to external networks unless
necessitated by business needs. If and when a connection is required, then the connection:
o shall have the authorization of the Application / Infrastructure Heads.
o shall use suitable mechanisms to ensure the confidentiality, integrity and availability of
the internal network’s information assets and systems.

e Proper security mechanisms (e.g. encryption) shall be employed to ensure the
confidentiality and integrity of important information exchanged between the Cloud
Provider and another Cloud Provider or third party.

e The employed security mechanisms shall themselves be protected.

e Communication shall be protected using anti-malware/anti-virus solutions.

e Interconnected systems have greater security needs from isolated ones.

o All non-essential services and ports shall be permanently disabled.
o Continuous monitoring of the network is required.

Telecommunication Services Security:
All network services acquired by external Telecommunication Providers shall have a Service Level
Agreement (SLA) that takes into account security issues.
e Telecommunication services shall be constantly monitored.
e The binding agreement of the Telecommunication Provider shall include terms pertaining to
the security of the provided services.
In case of a security incident, it shall be clear which party and to which extend is responsible
to handle it.

Business continuing:

A business continuity plan should be in place in order to ensure the availability of all critical services
and assets have critical functions, the absence of which could lead to many unwanted situations,
even to threat of human life. Some of these functions include health and safety systems, large scale
financial transactions etc. To identify and mitigate those risks, thus providing uninterrupted services
for critical governmental functions, Cloud Provider shall follow a series of steps that are called
Business Continuity planning (BCP). The whole procedure needs the employment of many other
security policy elements, such as asset evaluation, risk management, incident response, reporting
etc. The first step of adequate Business Continuity planning is identification. Cloud Provider shall
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evaluate assets
and business functions, and differentiate critical from non-critical ones. This impact assessment has
to be done according to:

e functions/services whose disruption is unacceptable (e.g. health systems),

e critical governmental infrastructure (e.g. power plants),

e environmental and other factors (e.g. areas with earthquake history),

e  critical assets/functions that will result from risk management processes.,
After asset identification and impact assessment, it is important that Cloud Provider identify the best
and most cost-effective solutions for recovering from disaster scenarios. Thus, solution for Business
Continuity might include, but not limit to:

e Disaster Recovery (DR) Sites,

e Spare software/equipment,

e Data replication methodologies,

e Hard copies of critical data,

e Offices for staff to work in case of emergency,

e Methodologies for working without IT infrastructure.

Baseline Security Procedures and Measures:
Implement and enforce fundamental security procedures and measures to achieve a baseline
integrity and availability level for the Services provided
e All procedures pertaining to the daily use of the ICS shall be documented.
e A well-defined procedure for data back-up shall be in place
o Proper data back-up shall take place regularly
o Back-up media management and storage is of great importance
e A well-defined procedure for detecting, preventing and removing malware and virus
software shall be in place
o A legally-acquired and up-to-date anti-malware/anti-virus solution shall be chosen as
the Organization’s default
o Every new or alien removable media and/or executable program shall be scanned
before gaining access to the Cloud Provider ICT infrastructure
o The anti-malware/anti-virus solutions in use shall themselves be protected
e All software or hardware changes, removals, alterations, upgrades and updates shall have
the permission of the Application / Infrastructure Heads and the Asset Owner and shall be
logged in a suitably protected storage (e.g. a data storage device protected by encryption or
an external data storage device kept in a secure office furniture).
e All critical or important administrative actions shall be logged in a suitably protected
storage.
e All important software and hardware malfunctions shall be logged in a suitably protected
storage and their impact on the Cloud Provider security shall be assessed.

Developing and implementing a Cloud Provider Security Policy:
All to the Cloud Providers shall develop and implement an Information Security Policy adapted to
the Organization’s and user’s information security requirements:
e The security policy ensures that:
o Information will be protected against any unauthorized access
Confidentiality of information will be assured
Integrity of information will be maintained
Availability of information for business processes will be maintained
Legislative and regulatory requirements will be met
Business continuity plans will be developed, maintained and tested
Information security training will be available for all employees
All actual or suspected information security breaches will be reported to the CISO and
will be thoroughly investigated
e Procedures exist to support the policy, including malware/virus control measures,
passwords and continuity plans.

O 0O O O O O O
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e Business requirements for availability of information and systems will be met.

e The InfoSec team is responsible for maintaining the policy and providing support and advice
during its implementation.

e All managers are directly responsible for implementing the policy and ensuring staff
compliance in their respective departments.

e Compliance with the Information Security Policy is mandatory.

Identifications and authentications:

e Determinants of authentication and user accounts.

e Specifies identity of users to ensure that any action can be attributed to a specific user. This rule
applies to the operating system level and at the level of applications.

e Each user has identifier ID (user ID).

e Bealist of users and their respective determinants identity.

e Each identifier ID assigned to a user and used by a single user.

e The system operators must have individual identifiers and every identity will correspond to
accounts with elevated privileges and do not use the system administrator account .The rule
applies for all systems including database management systems.

Categorized of Data:

Data should be categorized in accordance with the protection they need, as this identified through

the risk assessment or the assessment of the SP controller.

= Top Secret: information and vital data for the CP which any disclosure or unauthorized alteration
will cause a direct impact on business operations.

= Confidential: information and data important to the operation of CP which must be subject to
strict controls and protected.

= Sensitive: Information and data that are subject to legislation on protection of personal data, the
disclosure of which need specific permission / authorization

= Reportable: information and data may be disclosed.

The security requirements of information and data, differentiated according to the category

information belonging and how to use them. Authorized data recipients should be identified,

according to the above classification. Any processing of data must be ensured by procedural and

technical means that can be attributed to a specific person .In conclusion, all critical operations will

be strictly made with personalized access.

ICT Outsourcing
Providers shall ensure that all security issues associated with the procurement of outsourced ICT
services are assessed, and the appropriate measures are taken. To that end, the information that is
passed to the external providers that are involved in the procurement phase shall be regulated, and
they should sign a Non-Disclosure Agreement regarding this information. Every contract with an
external provider for outsourced ICT services shall have a contract manager within the Provider. This
person is responsible for the technical details of the contract, which include the enforcement of
security controls and conditions to the provider.
The security controls that are to be included in the contract shall be determined by every
Organization, under the supervision and approval of the contract manager, taking into account:

e national, international or other types (e.g. sectorial) of regulations,

e the outcome of a risk management procedure regarding the provided service by the

external party, and
e the highest level of (classified) information that the provider will access during the course
of the contract.

Those security controls, and thus the contract with the provider, should be updated when changes
in the cooperation with the Provider, the regulations, or the general threat environment occur.
Depending on the time of occurrence, those contract updates can be further divided to ad hoc and
periodic.
Ad hoc updates will occur in the following circumstances:

e changes in national or international regulations,
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e security incidents within the Organization that directly or indirectly affect the external
provider,

e security incidents within the external provider,

e changes in the overall threat landscape, and

e changes in the contract’s details.
On the other hand, periodic updates will occur in the following occasions:

e completion of internal or external audits, and

e Contractual dates for updating the terms of contract.
Contracts should also include controls that will restrict the providers by using information that was
provided by the Organization, or was produced as a result of the contract, to purposes other than
the ones stated in the contract. Moreover, Organizations are to include in the contract controls that
will allow them to monitor the compliance of the service providers to the security controls as well as
their response to security incidents. Special terms and conditions should be in place that will allow
the Organizations to terminate the contract in case the provider fails to comply with the security
controls stated in it. Organizations are to ensure that contracts will include the provider’s agreement
to regular visits of the Organization’s representatives to the provider’s premises in order to assess
the aforementioned compliance to the imposed security controls.

Security Controls according to ISO 27002

The customer must get assurance from the provider that appropriate security controls are in place.
Assurance may be provided by means of audit and assessment reports, demonstrating compliance
to such security standards as 1ISO 27002. The security controls include:

e  Physical Infrastructure and facilities should be held in secure areas. A physical security
perimeter should be in place to prevent unauthorized access, allied to physical entry
controls to ensure that only authorized personnel have access to areas containing sensitive
infrastructure. Appropriate physical security should be in place for all offices, rooms and
facilities that contain physical infrastructure relevant to the provision of cloud services.

e Protection against external and environmental threats. Protection should be provided
against fire, floods, earthquakes, civil unrest or other potential threats that could disrupt
cloud services.

e Control of personnel working in secure areas. Controls should be applied to prevent
malicious actions by any personnel who have access to secure areas.

e Equipment security controls. Controls should be in place to prevent loss, theft, damage or
compromise of assets.

e Supporting utilities such as electricity supply, gas supply, telecommunications, and water
supply should have controls in place. Controls are required to prevent disruption to cloud
services either by failure of a utility supply or by malfunction (e.g. water leakage). This may
require the use of multiple routes and multiple utility suppliers.

e Control security of cabling. In particular, controls are needed to protect power cabling and
telecommunications cabling, to prevent accidental or malicious damage.

e Proper equipment maintenance. Controls should be in place to perform necessary
preventive maintenance of all equipment to ensure that services are not disrupted through
foreseeable equipment failures.

e Control of removal of assets. Controls are required on the removal of assets to avoid theft
of valuable and sensitive assets.

e Secure disposal or re-use of equipment. Controls are required for the disposal of any
equipment and particularly any devices which might contain data such as storage media.

e Human resources security. Appropriate controls need to be in place for the staff working at
the facilities of a cloud provider, including any temporary or contract staff.

e  Backup, Redundancy and Continuity Plans. The provider should have appropriate backup of
data, redundancy of equipment and continuity plans for handling equipment failure
situations
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Table 19 Security Policy Rules of E-Health Cloud System (for Category B)

Requirements (B1-B4) of Category B (HR) are covered by the following Security Policy Rules:

Personnel security:

It is essential for the protection of information assets, especially since information systems and
services are operated by people. The main objective of Personnel Security is to ensure that people
who access Health resources are qualified and properly trained as well as to provide a level of
assurance as to the trustworthiness, reliability and honesty of health’s employees, contractors and
casual staff Personnel Security Management .An effective Personnel Security Management based on
the existing health recruitment policies and related legal framework, will help minimize the risks
associated with human errors, theft, fraud or misuse of assets.

Awareness of the need of security in Information Systems:

Awareness of the risks and available safeguards is the first line of Defense for the security of

Information Systems; including their information assets, computing and communication systems.

Information systems can be affected by both internal and external risks. IS owners should

understand that security failures may significantly harm systems and networks under their control.

e Confidentiality: The protection of communications or stored data against interception and
reading by unauthorized persons .The property that information is not made available or
disclosed to unauthorized, individuals, entities or processes.

° Integrity: The confirmation that data which has been sent, received, or stored is complete and
unchanged. The property that data has not been altered or destroyed in an unauthorized
manner

e Availability: The fact that data is accessible and services are operational.

The security of information systems in general, is an issue that requires the involvement of all users.

Therefore, achieving a high level of awareness and awareness and education of users on security

issues is a condition for the success of a security plan. It is important that employees become aware

of the Security Policy and the responsibilities that derive from it, as soon as they are hired. Security
awareness training shall be included in introductory seminars, right after the job assignment. In
order to develop a positive attitude towards security, Cloud Providers are to ensure that all staff
members are kept informed throughout their career at that Organization, by attending to security
awareness programs regularly. Hence, security culture and awareness should be constantly
developed with the use of:

e security briefings or seminars held periodically,

e campaigns that inform on specific threats or security incidents,

e exercises that assess the Organisation’s readiness, and
e Inclusion of security attitude in the employee’s performance evaluation and incentive
program.

Responsibility:

All participants are responsible for the security of information systems and networks. Participants
depend upon interconnected local and global information systems and networks should understand
their responsibility for the security of those information systems and networks. They should be
accountable in a manner appropriate to their individual roles.

Response:

Participants should act in a timely and co-operative manner to prevent, detect and respond to
security incidents, recognizing the interconnectivity of information systems and networks and the
potential for rapid and widespread damage. They should share information about threats and
vulnerabilities, as appropriate and implement procedures for rapid and effective co-operation to
prevent, detect and respond to security incidents. Where permissible, this may involve cross-border
information sharing and co-operation.
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Security Organizational Structure and Responsibilities:

The roles together with the privileges / responsibilities of each role, that are necessary to support
the Security Policy, shall be defined. Organization should adopt the appropriate security
organizational structure with the appropriate roles and suitably trained staff in order to support the
security policy. The involved people or committees should have clear lines of responsibility and
accountability. It is important to ensure that all members of staff are aware of their responsibilities,
regarding the protection of the assets, as well as the consequences that they may have in case they
breach a security rule.

e Ensure that all staff members have been briefed on their responsibilities and that they have easy
access to regular security briefings and security awareness programs sponsored by the Government.
e All users of ICT systems shall be familiar with the security operating procedures governing their
use, receive appropriate security training and be aware of local processes for reporting issues of
security concern.

e There is a clearly stated and available policy, and mechanisms in place, to allow for independent
and anonymous reporting of security incidents.

e Ensure that the security policy is kept in a centralised location.

e Ensure that the security policy is written in simple, plain language.

Ensure that provisions of the security policy are clearly linked to specific roles

On-going staff education, Security Culture, awareness and Education
Organizations shall ensure that all employees are properly informed about their rights and
obligations and that they understand and accept their security responsibilities, in accordance to the
Public Service Law and to any additional restrictions imposed by the Organization. Employees should
also be aware of the formal procedures that they should follow in order to report to the
Organization and to the Public Service Commission any changes in their personal circumstances or
any possible violations of other employees and should be strongly encouraged to do so. In order to
fulfill this obligation, Cloud Providers should encompass the above requirements to their Education
and Awareness.
It is important that employees become aware of the Cloud Provider’s security policy and the
responsibilities that derive from it, as soon as they are hired. Thus, in order to ensure the Security
awareness training is included in introductory seminars, after starting with the Cloud Provider.
In order to develop a positive attitude towards security, Cloud Providers are to ensure that all staff
members are kept informed throughout their career at that Organization. Hence, security culture
and awareness should be constantly developed with the use of:

e security briefings or seminars held periodically,

e campaigns that inform on specific threats or security incidents,

e exercises that assess the Organisation’s readiness and

e Inclusion of security attitude in the employee’s performance evaluation and incentive

program.

e Human factor is of great importance for building and operating secure information systems.
Thus, Cloud Providers are to ensure that they have security operating procedures in place
for every ICT system. Moreover, those procedures should become known to the employees
as soon as they gain access to each individual ICT system.

e For certain ICT systems that are subject to many security incidents, e.g.
laptops/tablets/smartphones, a separate informative session or seminar regarding their
safe use, apart from the ones that were mentioned above, should take place. ICT users
should also receive training on recognizing and reporting security incidents, or possible
improvements to the systems’ security.

e In order for those incidents to be appropriately reported and further handled by the
technical staff, a clearly defined procedure should be in place that ICT users could follow to
record their security observations. This procedure, together with instructions on how to use
each Cloud Provider’s security incident mechanisms, should be made known to the ICT
users through informative sessions.

e Cloud Provider’s can benefit from the employees’ observations and reporting of security
incidents, by investing in policies, procedures and mechanisms for incident reporting,
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handling and mitigation.

e First of all, a clearly stated and available policy regarding security incident reporting should
be in place, as part of the overall security policy. This policy is to ensure that all staff
members are encouraged to anonymously report information security incidents, as well as
vulnerabilities that could lead to security incidents.

e Cloud Provider’s are also to ensure that independent mechanisms are in place for reporting
security incidents. These mechanisms might differ from system to system; in some systems,
reporting might be performed with the press of a button, or by filling a web form. Some
others, such as violation of physical security, might just be reported by phone. In any case, a
clear procedure describing the mechanism(s) used each time should be described and
become known to all staff members.

It is important to ensure that all members of staff are aware of their responsibilities, regarding the
protection of the Cloud Provider’s assets, as well as the consequences that they may have in case
they breach a security rule.

e Ensure that the Security Policy is kept in a centralised location.

e Ensure that the Security Policy is written in simple.

e Ensure that provisions of the security policy are clearly linked to specific roles

e  Ensure that all staff members have been briefed on their responsibilities and that they have
easy access to regular security briefings and security awareness programs sponsored by the
Cloud Provider

e  All users of ICT systems shall be familiar with the security operating procedures governing
their use, receive appropriate security training, and be aware of local processes for
reporting issues of security concern.

o There is a clearly stated and available policy, and mechanisms in place, to allow for
independent and anonymous reporting of security incidents.

Security Education and Alertness:

Socially engineered messages are one of the most common techniques used to spread malware.
Once technical measures fail, users are the last line of defense in ensuring a socially engineered
email however this does not lead to malware being installed on a workstation. Organizations need
to ensure their users are aware of the threat and educated on how to detect and report suspicious
emails.

Continuous Monitoring:
Ensure continuous monitoring of employee’s status through the development and maintenance of
employee records for all permanent and casual staff. Organization shall ensure that information
contained in employee records is up-to-date by establishing the necessary procedures, in
accordance to the Public Service Law and relative regulations.
In addition, Organizations who own an Information System and have applied incremental
recruitment controls during the recruitment process shall establish procedures in order to ensure
continuous monitoring of employees’ status and that this information is always available and up-to-
date.
The context of employee records shall be coherent in the sense that it should provide a complete
snapshot for each employee status at a given time. Employee records may include the following
basic components:

e Personal information (Name, date of birth, identification numbers, previous employment

etc.). This information can be obtained during the recruitment process.

e Qualifications (Education, certificates and working experience). This information can also be
obtained during the recruitment process.

e Roles and responsibilities.
Continuous monitoring of employee status can be achieved by conducting regular reviews of
employees’ records, based on granted access rights and by integrating all reported changes to the
primary files. For example, during the employment life-cycle, these primary files may be enriched
with additional components, like:

e Education and training during his current employment. This field will contain a list of any
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awareness, education and training programs employee has attended within the
Organisation. This information should be updated by the Responsible Officer, whenever
employees attend seminars sponsored by the Organisation.
e Changes of personal circumstances.
e Changes of responsibilities.
Employee records and personal information should be processed and handled in accordance with
applicable legislation for employment and data protection and with the rules introduced by Cloud
Provider’s Information Security policy.

Creation of technical Library of journals or publications and books:
All the manuals, books, technical support, laws and recommendations should be kept for security of
information in electronic libraries, that could be easily be accessed by personnel.

Confidentiality agreement prior to being given to information:
All the staff should agree with the terms and policy of organization, through a confidential
agreement about the information that the use and share to others.

Code of contact of proper use
Users should understand their roles and their responsibilities with respect to information security
and infrastructure.
= To secrecy on matters designated as confidential.
= To use legitimate software, to protect copyrights and intellectual property.
= To keep secret personal accounts and passwords to alert for leaks.
= Do not make the misuse of funds for personal use.
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Table 20 Security Policy Rules of E-Health Cloud System (for Category C)

Requirements (C1-C10) of Category C (LEGAL & COMPLIANCES) are covered by the following

Security Policy Rules:

Ethics:

Participants should respect the legitimate interests of others. Given the pervasiveness of information
systems and networks in our societies, participants need to recognize that their action or inaction
may harm others. Ethical conduct is therefore crucial and participants should strive to develop and
adopt best practices and promote conduct that recognizes security needs and respects the legitimate
interests of others.

Categorized of Data
Data should be categorized in accordance with the protection they need, as this identified through
the risk assessment or the assessment of the SP controller.
= Top Secret: information and vital data for the CP which any disclosure or unauthorized
alteration will cause a direct impact on business operations.
= Confidential: information and data important to the operation of CP which must be subject to
strict controls and protected.
= Sensitive: Information and data that are subject to legislation on protection of personal data,
the disclosure of which need specific permission / authorization
= Reportable: information and data may be disclosed..
The security requirements of information and data, differentiated according to the category
information belonging and the use them. Authorized data recipients should be identified, according to
the above classification. Any processing of data must be ensured by procedural and technical means
that can be attributed to a specific person .In conclusion, all critical operations will be strictly made
with personalized access.

Localization of data

In Cloud Computing data travels over the Internet to and from one or more regions where the data
centers are. The user of a cloud must know in which country the servers are located, how the data are
processed and under which legislation. So, at any moment the provider should be able to inform its
users about these issues. Data locat-ed in different countries, provinces or municipalities are subject
to different legal frameworks. For this reason it is essential for the contract between the provider and
the user to clearly state the geographic region of the servers

Identify the data sources, flow and destination

Data should be accomplished. This process must include data discovery and data fingerprinting that
provides a better understanding, who, where, when and in what for-mat the information is being
generated and in what devices it is being stored. In addi-tion, identifying the cloud services being used
and the type of data that is being trans-ferred to the cloud is an important step during this process.

Control Data

In the absence of control data in a cloud environment, no activity is recorded which modify or delete
users data. User should know how these data is handled. No information is stored like which nodes
have joined, which programs have run, what changes are made. In addition, users want to know who
the providers have the data from, where and in what way they are being processed.

Compliance with legislative requirements

o Recording and documentation of all legislative and regulatory obligations of the service and
how all these obligations are addressed.

o The privacy of the users should be ensured.

o If sensitive personal data are collected, permission from the Data Protection Authority
should be acquired.

o Description of the procedures adopted for ensuring compliance with the legal requirements
and regulations.
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o Notification to the European Data Protection Supervisor (or current, depending on the
continent where we are) for keeping personal data.

o If a record is kept of sensitive personal data, should be asked permission from the Data
Protection Authority

o Description of procedures to ensure the fulfillment of the laws for hardware / software
requirements,( ie the necessary licenses)

o Notification to the European Data Protection Supervisor (or current, depending on the
continent where we are) for keeping personal data.

o Measures to protect critical data from loss, destruction and unauthorized modification, in
accordance with legislative requirements.

o Documentation where the use of encryption mechanisms (if any) is consistent with the legal
requirements and regulations.

Using DLP data loss prevention tools-software

Data loss prevention (DLP) is a strategy for making sure that end users do not send sensitive or critical
information outside the corporate network and prevent them by monitoring, detecting and blocking
sensitive data while in-use (endpoint actions), in-motion (network traffic), and at-rest (data storage).
Users also want DLPs to be used for describing software products that help a provider to control what
data end users can transfer.

Security Data Management

When an outside party owns, controls, and manages resources, users should be assured that data

remains private and secure, and that their organization is protected from damaging data breaches.

Users want to be sure that data is not readable and that the provider offers strong key management.

Cloud Providers should implement access policies which ensure that only authorized users can gain

access to sensitive information.

=  Back up mechanisms the Cloud provider implements to separate the data of all the companies
that are sharing the same servers.

= Maintain proof and evidence of ownership of licenses, disks, etc.

= Labeling of information

= Carrying out reviews that only authorized software and licensed products are installed

= Complying with terms and conditions for software and information obtained from public
networks

= Guidelines should be issued on the retention , storage, and disposal of records and information

= A retention schedule should be drawn up identifying records and the period of time which they
should be retained.

= Restrictions on import or export of computer hardware and software for performing
cryptographic functions

= Mandatory or discretionary methods of access by the countries authorities to information
encrypted by hardware or software to provide confidentiality of content

Conformance to Technical Standards:
Provide specialized expertise on relevant National and International technical standards. Apposite
International technical standards include:

e [SO/IEC 27000 Series of standards

e NIST SP 800 standards

e  Request for Comments (RFC 1281 Guidelines for the Secure Operation of the Internet)

e The Information Security Forum (ISF) Standard of Good Practice for Information Security
e Control Objectives in IT (COBIT) from ISACA

o |TIL

e Good Practices from recognized bodies such as ENISA, CERTS, NATO, the German BIS, SANS
or EU NSAs

Data Ownership
The Organizations and the users shall ensure that it retains the “Exclusive” right to data ownership
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throughout the duration of the agreement. The ownership includes all copies of data available with
the Cloud Service Provider including backup media copies if any. Organizations and user should
require that Cloud Service Providers are not permitted to use data for advertising or any other non-
authorized secondary purpose.

Legal Prevalence
The Organizations and the users shall ensure that the Cloud Service Provider’s own data privacy policy
complies with the applicable laws in their country

Data Breach Notification

e The Organization and the users Agency shall contractually ensure that they are “immediately”
notified of any confirmed breach without any undue delay.

e The Organization and the users contractually ensure that they are notified within 4 hours of any
“Suspected” breach. From the time of breach discovery.

127

—
| —



Table 21 Security Policy Rules of E-Health Cloud System (for Category D)

Requirements (D1-A15) of Category D (Technology) are covered by the following Security Policy

Rules:

Security design and implementation:

Security shall be a fundamental element of all products, services, systems and networks and shall be
incorporated in the system design and architecture phase. A major, but not exclusive, focus of this
effort is the design and adoption of appropriate safeguards and solutions proportionate to the value
of the information on the organization’s systems and networks. To this end, all new and future ICT
systems shall conform to the Organization’s Common Criteria and to relevant the Organization’s
Standards.

Servers Security
General Configuration Guidelines:
Operating System configuration should be in accordance with approved InfoSec guidelines.
e Services and applications that will not be used shall be disabled wherever this is feasible.

e Access to services shall be logged and/or protected through access-control methods

e The most recent security patches shall be installed on the system as soon as practical, the
only exception being when immediate application would interfere with business
requirements.

e Trust relationships between systems are a security risk, and their use should be avoided. Do
not use a trust relationship when some other method of communication will do.

e Always enforce the standard security principle of Least Privilege to restrict access rights
required to perform a function.

e Do not use root/admin when a non-privileged account will do.

e If a methodology for secure channel connection is available (i.e., technically feasible),
privileged access shall be performed over secure channels (e.g., encrypted network
connections using SSH or IPSec).

e Servers shall be physically located in an access-controlled environment.

e Servers are specifically prohibited from operating uncontrolled cubicle areas.

Monitoring:

All security-related events on critical or on sensitive systems shall be logged and audit trails saved as

follows:

o All security related logs will be kept online for a minimum of 1 week.
o Daily incremental tape backups will be retained for at least 1 month.
o  Weekly full tape backups of logs will be retained for at least 1 month.
o Monthly full backups will be retained for a minimum of 2 years.

e Depending on the criticality of the processed data, security-related logs and audit trails shall be
stored in WORM (Write Once Read Many) data storage devices or a system offering similar
protection, to assure that the logged data cannot be tampered with once it is written.

e Security-related events will be reported to the Security Team, who will review logs and report
incidents to the Organization’s IT management and Corrective measures will be prescribed as
needed. Security-related events include, but are not limited to:

o  Port-scan attacks
o  Evidence of unauthorized access to privileged accounts
o Anomalous occurrences that are not related to specific applications on the host.

Compliance:

e Audits will be performed on a regular basis by authorized Organisations within the Cloud
Provider.
e Audits will be managed by the internal audit teams.
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e Every effort will be made to prevent audits from causing operational failures or disruptions.

Workstation Security:
At a minimum, the following information is required to positively identify the point of contact
Workstation user(s) and location
o Hardware and Operating System and Version
o Main functions and applications, if applicable
o  Workstation group membership
o Image file version containing current configuration
Information in the government enterprise management system / systems inventory shall be kept up-
to-date.
. Suitable security software, such as malware protection software and firewall, shall be installed,
properly configured and maintained up to date.
e Always enforce the standard security principle of Least Privilege to restrict access rights required
to perform a function.
e  Access should be logged and/or protected through access-control methods; such as passwords
and passphrases.
e Access should be logged and/or protected through access-control methods; such as passwords
and passphrases
Physical access to workstation shall be restricted

Malware Protection:

. Never download files from unknown or suspicious sources.

. Never install unauthorized programs or applications

° The Information Security team shall choose and issue default anti-malware/anti-virus software
that is to be used on the Organizations systems

. Avoid direct disk sharing with read/write access unless there is absolutely a business
requirement to do so.

° Always scan removable media (e.g. USB flash disks, CDs etc.) for viruses before using it.

e  The Information Security team of Cloud Provider shall maintain an up-to-date read-only
repository containing the default anti-malware/anti-virus software, its updates definitions. This
repository will be the official source of the software and its updates/definitions for all systems.

Back-up critical data and system configurations on a regular basis and store the data in a safe place

Password Security:
All system-level passwords shall be changed on at least a quarterly basis.
e All production system-level passwords should be part of the InfoSecurity administered global
password management database (e.g. Active Directory).
o All legacy systems that cannot be integrated to a global password management
database shall be identified and recorded in an up-to-date list.
o All new and future systems shall be able to integrate with the global password
management database in use.
e All user-level passwords (e.g., email, web, desktop computer, etc.) shall be changed at least
every six months.
e User accounts that have system-level privileges granted through group memberships or
programs shall have a unique password from all other accounts held by that user.
e All users at the Organization should be aware of how to select strong passwords
e  Always use different passwords for Organization accounts from other not related to the
Organization access (e.g., personal email account).

e Always use different passwords for various Organisation access needs whenever possible.
For example, users could select one password for systems that use directory services (i.e.
LDAP, Active Directory, etc.) for authentication and another one for locally authenticated
access.

e Always decline the use of the "Remember Password" feature of applications (e.g., browsers,
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email applications).
In addition, users should not:

e Share Organisation passwords with anyone, including administrative assistants, secretaries
or IT support staff. All passwords are to be treated as sensitive, confidential Organisation
information.

e Write down or store passwords on-line without encryption.

e  Reveal a password in email, chat, or other electronic communication.

e Speak about a password in front of others.

e Hint at the format of a password (e.g., "my family name followed by my birthday")

e Reveal a password on questionnaires or security forms

Security of Software
Security in the development and maintenance of application software.
To take special care to control the development and maintenance of application software
e The development of applications to follow specific, scientifically acceptable, information
systems development methodologies.
e Every new application to be accompanied by appropriate documentation in accordance with
international standards.
e In every new application developed to place risk analysis.
e The risk analysis be included in the requirements analysis.
e The systems that are subject to development and software testing be separated from
systems where the software will be operational software modification Authorization
Changes to the software are approved prior to their implementation.
e Applications software changes require approval by their respective makers.
e Any proposed change to consider whether affecting the safety of Information System
Changes that affect - directly or indirectly - Safety requirements must be approved by the Safety
Officer of Information System

e The amendments to be made to copies of the software and tested before being put into
productive operation.

o Comply registry software changes.
e Any changes must be characterized by a unique serial number.
e Each application software change should be recorded due date.
e In every software change request submitted must record the name of the applicant.
e Any changes to the software be accompanied by updating of documentation.
Urgent changes to software
e To be controlled and kept to a minimum software changes pre-must be undertaken urgently
before given authorization.
e  The urgent corrections are recorded in the file changes.
e Toinform the Security Officer PS where changes may affect the safety of Information System
e The urgent corrections as urgent if considered, tested before being integrated in the
operating system.
Technical review of operating system changes
e  When changing the operating system to recheck the system security.
e Change Operational System is preceded update by Security Officer

e The Safety Officer monitors the effectiveness of safety devices after changing the
Operational System

Malware Protection:
Attacks against vulnerabilities in web-based and other application software.

e The Information Security team shall choose and issue default anti-malware/anti-virus
software that is to be used on the Information system. Different default anti-malware/anti-
virus software might be issued for different sub-systems.

e The Information Security team shall maintain an up-to-date read-only repository containing
the default anti-malware/anti-virus software, its updates and malware/virus definitions. This

130

—
| —



repository will be the official source of the software and its updates/definitions for all
Information systems.
e  When an Information System is compartmentalized in separate and isolated sub-networks,
each sub-network will maintain its own copy of the repository.
Always run the Information System’s standard, supported anti-malware and anti-virus software
which is available from the repository. Download and run the current version; download and install
anti-malware/anti-virus software updates and definitions as they become available.

Portable Computing
Protection:
Portable information assets shall be adequately protected wherever they are used, whilst being
transported or stored and when being disposed of.
e Portable information assets shall be:

o Physically protected against loss, theft, damage and unauthorized access - they shall
not be left unattended in public areas, unlocked offices, vehicles, hotel rooms,
homes etc. without being physically secured e.g. using an approved security cable
lock, safe or at the very least tucked away out of sight.

o Logically protected against malware, unauthorized access and unauthorized
configuration changes etc. using security products approved for this purpose by
CISO.

e Sensitive personal or proprietary data stored on portable information devices and media
shall be encrypted using suitable products and procedures approved by Information Security
Team.

Management & Usage:
e Provider’s IT equipment, including portable devices and media, shall only be used by
authorized users for legitimate business purposes.
e Unauthorized software shall not be loaded onto Provider’s IT equipment, including portable
devices and media.
e Employees shall not interfere with or disable security controls on Provider’s IT devices,
including portable devices and media.

End of life:
e Before Provider’s information assets, including portable devices and media, are disposed of
or allocated to other users, residual information shall be physically destroyed or securely
erased using procedures approved for this purpose by Information Security Team.

Backup & Recovery
e Provider’s data shall be protected by regular backups.
e The Provider shall develop independent procedures for Daily, Weekly and Monthly backup
o The Monthly backup should be a Full System Backup; which includes both data and
important application software.
o Any exceptions to the standard process shall be approved by the CISO.
e Backup copies shall enjoy the same or equivalent protection level as their original data
o Backup copies shall be stored in an environmentally protected and access controlled
secure offsite location.
o Provider’s data that are created or stored in isolated Information Computer System
for security reasons shall be backed up using suitable encryption.
e Stored copies shall be made available upon authorized request.
e Arecord of the physical movements of all backup copies shall be maintained.
e Detailed procedures for the handling and storage of information shall be developed by the
Organization, in order to prevent unauthorized disclosure, misuse or loss.
e Backup copies are to be maintained in accordance with the Organization’s Retention and
Disposal Schedule for backup copies.
o At least three generations of backup should be retained; one of which shall be a full
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system backup
e All backup media shall be appropriately disposed.
e A regular report on the Provider ability to recover data shall be submitted to the Security
team periodically.
e Business Continuity Plans and Disaster Recovery Plans shall be tested to verify correct
operation of processes and adequate restoration of services.

Facilities: Selection and Design
A Security Equipment Catalogue shall be maintained by the Information Security Team including
technical specifications for:
e  Building protection
e Doors and frames
e Locks and keys
e  Keying systems
e Alarm systems
e Key cabinets
e Closed Circuit Television systems
e Fences and wall

Building construction:
e Cloud Providers shall assess the suitability of construction methods and materials to give the
protection needed before leasing or constructing premises.
e Cloud Providers shall include special building elements to address security risks identified in
their risk assessment (blast mitigation measures, ballistic resistance, etc.).
e Increasing the level of building security afterwards may be expensive or impossible.

e Cloud Providers shall always seek professional engineering advice before making structural
changes.

Alarm systems:
e Alarm systems are used for early warning of unauthorised access.
e Alarm systems complement other access control mechanisms.
e Alarm systems are divided into two types:
o perimeter security alarm systems,
o internal security alarm systems.
e Cloud Providers shall have direct control, administration and management of the alarm
systems in the Personnel, Security and High Security zones.
e Alarm systems can be sectionalised alarm systems allowing fine grained surveillance.
e Cloud Providers shall develop appropriate testing and maintenance procedures to ensure the
alarm system is continually operational.
e Cloud Providers shall use appropriately cleared and trained personnel as alarm system
operators

Locks and door hardware
Locks and Keying:
e Locks can prohibit unauthorized access to information and physical assets.
e  Locks shall be chosen according to the required level of security
e Cloud Providers shall place keys cabinets within a facility’s secure perimeter and where
possible within the perimeter of the Zone where the locks are located.
e Key cabinets may be manual or electronic.
e Cloud Providers should maintain a register of all keys held and issued. Registers should
include:
o key number
o details of person holding the key
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Doors:

o History of the key (date and time issued, date/ time returned or reported lost).
Cloud Providers shall limit to the minimum possible the number of master keys.
Master keys shall be strictly controlled.
Cloud Providers shall periodically confirm the location of all keys.
Depending on the required level of security, the keying system shall offer:
o High level of protection against compromise techniques
o High level of difficulty in obtaining or manufacturing valid key blanks
o High level of difficulty in obtaining or manufacturing the machinery and equipment
used to create duplicate keys
o High legal protection offered by the manufacturer

Cloud Providers should select doors that provide a similar level of protection to the locks and security
level of the zone they protect.

There is a plethora of door types with a variety of security levels offered: solid core timber,
metal framed insert panel, metal clad solid core, glass swing opening, rotating glass, glass
sliding, single and double.

Technical specifications for secure doors shall be provided by the Information Security Team.

Closed Circuit Television (CCTV)

Applicable at least to facilities with Security and High security zones.
Closed Circuit Television management systems shall be carefully designed and implemented
to comply with relevant legislation. Specialist advice is required.
Closed circuit television (CCTV) systems offer visual deterrent to unauthorised access, theft
or violence and as an auditable access record.
Cloud Providers can use CCTV to cover and give a visual record of:
o  zones access points
o full site perimeter coverage, or
o access to specific physical assets or work areas.
A high cost solution. The initial installation and the on-going monitoring, maintenance and
support costs may be high.
Data retention shall comply with relevant legislation.
The CCTV
o shall fit into the context of the overall security plan of the site
o shall (depending on the facility) be adequate for presentation in a court room.
Excessive compression must be avoided.
o can be event-activated, i.e. not recording all the time. It is triggered by another
security mechanism/alarm.

Security lighting

If possible lighting, both internal and external, should be considered at the design stage.
Lighting includes also motion detection devices.

Security lighting aims:

to assist patrols,
illuminate areas with CCTV coverage
safety lighting for employees.

Perimeter access control

Applicable at least to facilities with Security and High security zones.
The need for perimeter is shown during the initial security risk assessment.
Types of perimeter control include but are not limited to:
o fences and walls
o pedestrian barriers, and
o vehicular barriers.
The level of protection a fence or wall offers is defined by its
o height,
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o construction,

o material used,

o access control mechanism,
o monitoring,

o alarms.

e Cloud Providers shall ensure that access points are at least as strong as any fence or wall
used.

e Pedestrian and vehicular barriers shall be installed at controlled entry or exit points and shall
be secured with mechanical or electronic access control systems.

E-Discovery SLAs
The users and the Organizations shall ensure that e-discovery costs and forensics requirements
including cost and response times are detailed in the contract.

Security in the development and maintenance of Application Software

To take special care to control the development and maintenance of application software

The development of applications must follow specific, scientifically acceptable, information systems
development methodologies.

e  Every new application to be accompanied by appropriate documentation in accordance with
international standards.

e In every new application developed to place risk analysis.

e The risk analysis be included in the requirements analysis.

e The systems that are subject to development and software testing be separated from
systems where the software will be operational.

Software modification Authorization
Changes to the software are approved prior to their implementation.
e Applications software changes require approval by their respective makers.
e Any proposed change to consider whether affecting the safety of Cloud Provider’s Changes
that affect directly or indirectly - Safety requirements must be approved by the Safety
Officer of Information System.
e The amendments to be made to copies of the software and tested before being put into
productive operation.
e Comply with registry software changes.
e Any changes must be characterized by a unique serial number.
e Each application software change should be recorded due date.
e In every software change request submitted must record the name of the applicant.
e Any changes to the software be accompanied by updating of documentation.
Urgent changes to software

e To be controlled and kept to minimum software changes pre-must be undertaken urgently
before given authorization.
e The urgent corrections are recorded in the file changes.
e To inform the Security Officer of Information System where changes may affect the safety of
this.
e The urgent corrections as urgent if considered, tested before being integrated in the
operating system.
Technical review of operating system changes
When changing the operating system must be rechecked the system security.
e Change to operational System is preceded update by the Security Officer of Information
System.
e The Safety Officer monitors the effectiveness of safety devices after changing the
Operational System.
Security Testing of Network
e The network devices must be checked for weaknesses or vulnerabilities.
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e Networks and equipment be checked to ensure that all known vulnerabilities have been
addressed.

e The configuration of network devices must be checked to identify vulnerabilities.

e The type of control network devices must be specified.

e  The control must be performed using suitable analysis software that is for vulnerabilities.

e The software must be updated frequently.

e The information cannot be fully automated via the Internet, but always under the
supervision of manager

Network management
The Network management Remote connection of external entities:
e should be carried out via a secure network using cryptographic methods
e should be used in cases of repetition of data transmission Protection Agency (replay attack).
e The central servers (Database, Application, Web, LDAP, Mail and VPN) to be protected from
security dyke

Protection of Supervision and Monitoring tools
It must be controlled access to the surveillance tools

e The access to the surveillance tools It must be restricted to authorized persons.

e To prohibit the access of users to the surveillance tools.

e To ensure that maintenance contractors will not have access to surveillance tools. If they
need some of these data should be given to them from system administrators, having
checked and removed from them any unnecessary data on the basis of knowledge need
(need-to-know).

e To limit the access rights of managers in system monitoring tools and related records to
ensure that managers will not be able to remove or to change log information of their own
actions

e |t must be synchronized the system clocks of different systems that record actions and
events.
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Chapter 7: Conclusions and Future Work

7.1. Conclusions

Cloud Computing is a very promising technology that helps companies reduce
operating costs while increasing efficiency. Even though Cloud Computing has been
deployed and used in production environments, security in Cloud Computing is still
in its infancy and needs more research attention.

Researchers have identified a lot of critical issues for trusted Cloud Computing
Systems, and several recent works discuss general issues on Cloud Security and
privacy. To preserve business continuity, the SaaS Provider must have a portfolio of
security measures.

In this thesis, we have proposed a Security Model that gives a solution to the
security challenges of a Cloud Provider in a SaaS Cloud Computing Environment. If
the Cloud Providers follow the proposed Model, using the gates-categories of our
Security Policy, they will succeed to have a professional Security Audit Model of
Cloud Computing and thus a high level of security in their Cloud Computing
environment.

So, the most important insight from this study is, the creation of a Trusted Cloud
Service Provider that achieves the required assurance level and minimizes the risk of
the user’s data.

Based on the information presented in this study, through the analysis of case
studies and the given status of e-Health security in the Europe, as is a priority for the
European Commission (EC), we defined the minimum requirements for the
protection of e-Health infrastructures, classified the policy rules and include them in
clear cyber security guidelines. Combined with the general recommendations that
are presented in this thesis, these guidelines could form the basis for the
development of a standard protection level for the critical Infrastructures and could
identify relevant assets, in Cloud Computing Systems.

Furthermore, our guidelines that refer to specific use cases and technical
infrastructures and assets commonly deployed, in terms of their protection

measures, could use as a practical guide for Organizations and Cloud Providers,
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providing them a solution for their threats by linking them with the appropriate
measures and rules of our Methodology of the Security Policy. With the use of this
standardized way, this thesis can help some of the enterprises to look forward in

using the Cloud Computing services.

7.2.Future Work

Data security has consistently been a major issue in information technology.
In the cloud computing environment, it becomes particularly serious because the
data is located in different places even in all the globe. Though many techniques on
the topics of cloud computing have been investigated data security and privacy
protection are becoming more important for the future development of cloud
computing technology in government, business and especially in health
environment. Data security and privacy protection issues are relevant to both
hardware and software in the Cloud architecture and is the next step in our work.
After evaluation of our Cloud Security Policy in e-health system, we thought that our
next research will be to secure this part, because data security in e-health systems is
foundational to health care reform, so it should be on first priority to us and other
researchers. So, as a future work we will present a brief guide that gives an intro to
the new regulation GDPR and key challenges for Cloud Providers according to this
change. We will undertake a study to present how our Cloud Security Methodology
that was developed in this Thesis is applicable to the GDPR and how Cloud
Computing could help Developers and Providers to build secure and compliant

health Systems.
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