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MepiAnyn

TNV mapovoa Epyacia mapoucLaleTol N LEAETN Kal N EpEuva EpYOAELWY OTATIKAG KAl SUVOULKAG
0VAAUGNG Lo TOV EVIOTILOUO KaKOBOUANG JavaScript og oeAideg tou SladiktUou. Ita mAaiola authg TNg
£peuvag uhomolOnKe pLo eMEKTACN Lo Tov puAAoOpeTPNTA Chrome, n omola eVOWHOTWVEL TLG
AELTOUPYIEG QUTWV TWV EPYAAELWV WE UL TIPOOTIABEL EVIOTILOUOU TWV KPLOLUWV EMLOECEWY TIOU
Baoifovtat otnv y\wooa cevapiwv JavaScript. Mo cuykekplpéva xpnotpomnotidnkav dVo epyaleia, to
JSDetox to omolo mpaypatonolel otatikr avaluon Kat to jsunpack-n amnoé tnv aAAn mAsupd mou eival
gpyaleio Suvapkng avaiuong. O cUVOUNOUOG TWV AELTOUPYLWY KOL TwV SU0 €XEL WG ATIOTEAECUA TNV
EKUETAAAEUON TWV TTAEOVEKTNUATWY TOU KABEVOG, L€ ATTWTEPO OKOTIO TNV OTTOTEAECHATIKOTEPN
avixveuon kakdBoulou KWK oTLG 0eAIBEC TIOU ETILOKETITETAL O XPrOTNG. 2T CUYKEKPLUEVN EMEKTAON
meptAapBAvETOL KaL Lat BACLKA CUVAPTNON, N oTtola EAEYXEL TO €AV 0 €TAlOUEVOG KWLKAG Elval
obfuscated 1} oxL. MNa va yivel auto unoAoyilovtal n evtportia, To n-gram Ko To péyebog AEEng
(wordsize), Ta omola pEow pLOG YPOAUULIKAG cuvaptnong ivouv to katwdAL, pe Baon To omoio ylvetal n
tafvounon to av o kwdikag eival obfuscated rj 0xL. OAa ta mapandavw £xouv UAOTIOLNOEL e TG PAOLKEG
Web texvoloyieg JavaScript, HTML, AJAX kat JQuery.

2ta enopeva kepahata Ba yivel avadopd oTig TexvoAoyleg auteg, kabwg eniong kat o Baotkd BEpata
aodalelag tng JavaScript, OMwE 0 TPOTIOC TOU Ol ETUTIOEUEVOL TNV XPNOLUOTIOOUV Yo va
EKUETOANEUTOUV TO GUGTNO TOU TEALKOU XProTN KL O TPOTIOG MOV £Vag KWEIKAG UMOPEL Vo PeTaTpartel
o€ obfuscated.

Téhog, Ba ylvel meplypadr TOU TPOTIOU E TOV OO0 OXESLACTNKE N EMEKTACH, OL TPOTIOTIOLOELG TIOU
XPELAOTNKAV VA Y(VOUV 0TV €LKOVLKA pnxavr) tou dhofevel ta epyaleia e ta omoia ouvepyaletal Kot
0 Tpomoc¢ Asttoupyiag Tng.

Abstract

The purpose of this study is to investigate the current static and dynamic tools used for the detection of
malicious JavaScript residing in different websites. Within the frames of the research an extension for
the chrome browser was developed, which embeds the functions of these tools as an effort of detection
of critical attacks originating from infected JavaScript code. More specifically two tools were used,
JSDetox which conducts static analysis and the jsunpack-n which performs dynamic analysis. Combining
the advantages of the two technologies mentioned, results in more efficient detection of malicious code
in a website a user visits. In the specific extension a basic function which can detect obfuscated code, is
implemented. This is achieved by calculating the entropy, n-gram and wordsize, filtered through a linear
function resulting in a threshold for obfuscated code. All the above makes use of basic web
technologies like JavaScript, HTML, AJAX and JQuery.

During the research and analysis presented throughout the thesis, the role of these technologies in
detection of malicious and obfuscated code will be discussed thoroughly. Moreover, we will examine
basic security issues of JavaScript, like the exploitation of these issues to attack the end user and how
this code can become obfuscated. Concluding, a detailed analysis will be presented discussing the ways
this extension was designed, developed and modified in order to communicate with a virtual machine,
hosting the necessary tools to perform the necessary operations.
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Kepalaio 1°

1. Eilcaywyn

OL emBéoelc mou Baoilovral otnv yAwooa oevapiwv JavaScript eivatl oL o cuxva mapatnPoUEVES OTO
Stabiktuo. Autd cupBaivel 810tL, péow tng JavaScript oL emuTBpevoL propolv va Slamepdoouy Ta
antivirus mou Bacilovtal otnv oTaTikA utoypod YLa TNV avixveuon Twv KOKOBOUAWV AOYLOULKWY
peTaTpEénovtag tov KwoLka o purnepdepevn popodn (obfuscated), £ToL wote va pnv aviyveletal eUKoAQ.
Enlong tnv JavaScript oL xprioteg TNV €KTEAOUV 0T CUCTAMATA TOUG XWwpig Seutepn okéYn. Auto Sivel
TO TIAEOVEKTN O OTOUC ETUTLOELEVOUG KAl TNV EUKOALQL WOTE VA EVOPXNOTPWOOUV TNV £TiBe0N TOUG e
peyaAUTtepn eukoAla, ool TNV XPNOLUOTIOLOUV WG TIPWTO BAA TO OTOLO TOUC AVOLYEL TNV «TTOPTAY YLA
TNV MEPALTEPW EKUETAAAEUON TWV CUCTNUATWY OTOXWV. EMiong ta SUVOIKA XOpAKTNPLOTIKA TNG
OUYKEKPLUEVNC YAWooOG Ttap’ OAA TOL TAEOVEKTAATA TTOU Ttpoadidouv og pia totooeAida, yivovratl
onueia ekueTdAAeuong Kat epmeplExouv ToAAoUG KivéUvoucg acdhAlelag.

‘O\a ta mapandavw kablotouv tnv JavaScript w¢ tnv téAela umoPrdla yAwooa péow thg omoiag ot
€MIOE0ELG €XOUV LEYOAUTEPO MOCOOTO ETITUXLAG. ATTOTEAECUA QUTOU TTAPATNPELTOL LEYAAN AVAYKN OTOV
kKAGo NG aodpdAslog n UTIOPEN ATMOTEAECUATIKWVY EPYAAELWY yLa TNV avixveuon KakoBouAou KwoLKa.
‘Exouv mpotaBei kat avarntuxBei otnv oxetikr BLBAloypadia Stadopeg TeExVIKESG Kal epyaleio Ta omoia
BonBouv auto Tov okomd. Kamola and autd Bacilovtal 6Tnv otatiky avaiuon Tou e€sTalOUeVoU
KWOLKa, evw dA\a otnv duvapikn avaluon. Kat otic U0 MEPUTTWOELG UTIAPXOUV TIEPLOPLOKOL Ta omoia
Sev ta kaBlotolv MANpwg amoteAsopatikd. AMa epyaleia ou €xouv uAomoinBei Baacilovtal otnv
pUnxavikn paénon, ta onoia ekmatdevovral HECw VOGS cUVOAOU SES0UEVWV KOL KAVOVWV YLO. TOV TILO
OKPLPBA EVTOTIIOUO TOU KAKOBOUAOU KWELKA HECW TEXVIKWY TAELVOUNONC.

To mpoBANUa OUWC, amoTteAsl TO yeyovog OTL Sev UTIAPXEL KATIOLO EpYaAEio TO OTolo oL XproTEC TOU
Stadiktvou Ba umopoucav va XpNoLUOTIOLC0UV £TOL WOTE va elval SuvaTtov HE OLUTOUATOMOLNUEVO
TPOTO Va eVTOTTi{eL o€ KAmoLo BaBuo tnv kakdBouln Spactnpldtnta, Kabws OAa Ta TOPOTIAVW
PO UTIOBETOUV TNV YVWGON KOL TOV XELPLOUO OO EUTIELPOUG EPEUVNTEG OLOPAAELOG. ZUVETIWG OE QUTHV
TNV gpyaoia npoteivetal n vAomoinon pag eméktaong otov pulopetpntry Chrome n omola Ba
ouvbualel TI¢ Asttoupyieg SUo Baolkwy epyaleiwv oTaATIKAG Kot SuvapLkng avaAuong (JSDetox,
jsunpack-n), n omola amnod tnv pia Ba e€adeidel Ta peloveKTHOTA KAL Ao TNV GAAN Ba autopatomolel
TLG AELTOUPYIEC TOUG £TOL WOTE OTIOLOOSATIOTE XProtnG Ba pmopel va To eykaBLotd Kal va to AsLltoupyel
XwpLg Kamola erunpocbetn SucokoAia.

1.1 Neprypapn Tou untd peAETN TIpoBANpATOG

Ol emBéoeLg mou Baoilovtal otnv JavaScript yivovtat 6Ao kat 1o SUCKOAEG OTNV AVIXVEUOH TOUG, KaBWG
oL EMLTIOEUEVOL UNXAVEVOVTOL CUVEXELO KALVOUPLOUG TPOTIOUG WOTE VAL NV YivovTal avTAnmTtég amo ta
UTtAPXOVTa cUCTHHOTA antivirus. AuTto yivetal Omwg €xeL mpoavadepOEL e TOV LETAOKNLATLOUO TOU
KwoLKa og popdr) n onoia dev unmopet va dtafaotel aAAd n eKTENECTH TOU €XEL aKPLPWG TO (6l
anotéAeopa. H texviki auth ovopadletal obfuscation. Adyw Twv MOAAWV SLAPOPETIKWY TEXVLKWY KoL
emunédwv obfuscation n mpaypatikr puon Kot 0 okomog evog KakoBoulou kwdika sivatl SUokolo va
koBoplotel. Mia Abon og autd to poBAnpa Ba Atav va yivel n umdBeon OTL av UTTAPXEL KATIOLO TETOLO
KOUUATL KWKo og Karmola LotooeAida va BewpnBel dpeoa kakoBoulog. Opwe auTh N TEXVLKA
XPNOLUOTOLE(TAL KoL artd TIOAAO UG TIPOYPOUUATIOTEG WOTE VA OMOTPEYOUV TNV KAOTTH TOU KWOLKA TOUG.
JUVETWCE YEVLETAL N aVAYKN yLo TV UTapén KAmolou AoyLloptkoU, epyaleiou 1 TEXVIKAG N omoia Ba
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KAVEL QUTOV TOV SLaXWPLOUO Kat Ba Umopel va avixveUeL e ertuxio tnv Umapén kakoBoulou Kwdika
KOlL VoL UTTOPEL VoL TPOELSOTIOLEL KAlL VAL TIPOCTATEVEL TOUG XPNOTEG OTAV ETILOKETITOVTAL KATIOLAL
LotooeAiba.

1.2 ZKOTIO6G KAl OTOXOI ThG EPYATiag

2TOXO0C TNG Epyaciag elvatl n €peuva oe KALVOUPLECG TEXVIKEG KaL epyaleia ou adopolv Tnv aviyveuon
KakoBoulou kwdika JavaScript kabwg, kat n dSnpoupyla EVOG AUTOUATOTIOLNUEVOU EPYAAELOU WG
EVAANOKTLKI) T(POTAON OTLG UTIAPXOUCEG TIOU avadEpovTal oTnv oXeTIKh BLBAloypadia.

1.3 NapadoTéa TnNG gpyaociag

H napoloa epyacia Oa mapadobel ota £€RG EMPEPOUC TUALOTA :

1. To évtumo Keipevo TG epyaciag mou nepthapBavel 1o BewpnTKO TUAKA TWV TEXVOAOYLWY TTOU
XpPNoLlomoLndnkav yla tnv Snuioupyia tg eMEKTaong, aAAA Kat n meplypadr] Bactkwv
Bepdtwv aodpdalelac JavaScript pEow NG omoiag yivovtal ol eBECELG oTNV avixveuon Twv
omolwv oToxeUEL N EMEKTAON.

2. O kwdikag ou avarntuxdnke yla tnv Snuloupyia tng eméktaong Chrome, og Back-end kot
Front-end.

1.4 Aopn TnG Epyaciag

H epyaocia £xeL StapeBel oe Tpia Pacikd pépn. ITo MPWTO PEPOC YIVETOL pLa CUVTOWN EMLOKOTNGN TWV
TEXVOAOYLWV TIOU XpNOLUOTOBnKav yla tnv UAOTIolNGN TNG EMEKTOONG. XTO EMTOUEVO KEdAAaLO yiveTal
avadopd os Baolkd BEpata aohAAELAC TTOU TTPOKUTTOUV HECW TNG JavaScript, OTwG oL KUPLOTEPES Kall
TILO KOWEG EMOETELC TOU TIPAY LOTOTIOLOUVTOL, OL TPOTIOL E TOUC OTIOLOUC YIVETAL N EKUETAAAEUGN
(exploitation) Tou CUOTAMATOG TOU XPOTN KAl OL TPOTIOL UE TOUG OTIOIOUG OL ETUTIOEUEVOL LETOTPEMOUV
tov kwbika oe obfuscated yla va KaAUouv TOV TPOYUATLKO GKOTIO TOUG.

Y10 TEAEUTALO HEPOC YiVETOL OVAAUGT OTOV TPOTIO LE TOV OTtoio uAomoLnOnke n eméktaon, pali pe
avadopd ota epyoleia aviyveuong kakoBouAng JavaScript mou xpnotponotndnkav, n tponomnoinon mou
XPELAOTNKE VL YIVEL OTNV ELKOVLKA pUNnxavr], 0To 8iktuo aAAG akopo kot ota idla ta epyaleia. Emiong
avaAUeTal N BacLkr CUVAPTNON TIOU KATOLOKEUAOTNKE N oTtola eAEYXEL TO €AV 0 KWSLKAG glval
obfuscated 1} oxL. TéEhog mapatiBevtal oL ELKOVEG Ue TO TEAKA AMOTEAECUATA QUTAG TNG UAoToinoNG.
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Kepalaio 2°

2. Emokonmon TexvoAoyiwv uvAomoinong

210 MpwTto Kedpalato Ba avaluBolv oL texvoloyleg Tou xpnoLomnolfnkav yia tnv uhomoinon tng
EMEKTOONG chrome Tou MPAYLATOTOLEL TRV AVAAUGT yLa ToV EAEYXO TNG UTtAPENG A N KAKOBOUANG
JavaScript. Ot texvoloyieg autég cuvoilovtal mapakaTw:

JavaScript

Document Object Model (DOM)
AJAX

JQuery

PHP

Bootstrap

No vk wne

Chrome Extension

2.1 JavaScript

H JavaScript yvwoTtr kat wg y\wooa oevapiwv (scripting language) amoteAel pia lightweight, Suvauikn,
SlepUNVEUEVN YAWOOA TIPOYPAUMATLOMOU UE BACLKO XOPOKTNPLOTIKO OTL elval prototype based, multi-
paradigm (6tav yla tnv emiAucn evog PoBANUATOC O TIPOYPOUUATLOTAG UTopel va eTUAEEEL
OVTIKELLEVOOTPAPEG 1] SLa8IKAOTLKO TPOTIO) KAl XPNOLUOTIOLEL CUVOPTNOELS TTPWTNG KAAoNnG. H JavaScript
eKTeAe(TOL OTOV HUANOUETPNTH OTNV TAEUPA TOU TIEAATN KATA KUPLO AGYO, Qv KAl N Xprion ThG oTtnv
TIAEUPA TOU €EUTNPETNTH YIVETAL e TNV XPrion MAATPOPHAG AVATTTUENG AOYLOULKOU, OTTwG To hode.js.
BéBata Asttoupyel kat og meptBailovra ektog GUANOUETPNTWY, OTwG o pdf kat oe desktop widgets.

Y& cuvbuaoud pe tnv yAwooa emorpaveng HTML kat to CSS armoteAoUv Tov Tuprva Twv oeAidwv
TOU LoToU, n omola Staxelpiletal 0To MwE pia oeASa avTamokpiveTal oTtnV eUdAvVIoN KATIOLOU YEYOVOTOG
(event). Emiong kaBlotd Suvartr) tnv avtarlayn Se50UEVWY LE TPOTIO AoUYXPOVO Kal oTnV aAlayr) Tou
TIEPLEXOUEVOU EVOC EYYPADOU E SUVAULKO TPOTIO TIOU TEPIAAPBAVEL TNV KATOOKEUH OVTIKELUEVWY KATA
TOV XPOVO €KTEAEONC KAl TNV SUVALKN dnuLoupyla oevapiou Pe TV XpHon eL8IKWV CUVAPTHOEWY OTIWE
neval ().

MepLkd apadeiypata mpoypauUatiopoU JavaScript akoAouBoulv mapakatw:
<IDOCTYPE html>

<title>My Example</title>

<time id="date"></time>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript



MeTaTrTuxiaki AlatpiBn MTrapkoUou AfunTtpa-Avdpoudyn / 13068

<script>
/*
Create a JavaScript Date object for the current date and time,
then extract the desired parts, then join them again in the desired format.
*/
var currentDate = new Date(),
day = currentDate.getDate(),
month = currentDate.getMonth() + 1,
year = currentDate.getFullYear(),

date = day + "/" + month + "/" + year;

// Output the date to the above HTML element
document.getElementByld("date").innerHTML = date;

</script>

MNapadeaiypa xkwdika JavaScript yia Tnv gg@avion npepopnviag [18]

<IDOCTYPE html>

<html>

<body>

<p>Click the button to evaluate/execute JavaScript code/expressions.</p>

<button onclick="myFunction()">Try it</button>

<p id="demo"></p>
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<script>
function myFunction() {
var x = 10;
vary = 20;
var a = eval("x * y") + "<br>";
var b =eval("2 + 2") + "<br>";

var c = eval("x + 17") + "<br>";

varres=a+b+c;
document.getElementByld("demo").innerHTML = res;

}

</script>

</body>

</html>
MNapadeiypa xpnong tng €181kng ocuvaprnong eval () [18]

<IDOCTYPE html>
<html>
<body>

<p>Javascript example with objects</p>

<script>

var myObj = new Object(),
str = 'myString’,
rand = Math.random(),
obj = new Object();

myObj.type = 'Dot syntax';
myObij['date created'] ='String with space’;
myObj[str] ='String value';
myObj[rand] ='Random Number',
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myObj[obj] ='Object’;
myObj["] ='Even an empty string’;

console.log(myObj);
</script>
</body>
</html>
MNapadeiypa dnpioupyiag avrikeipévwy [18]

<IDOCTYPE html>
<html>

<body>
<p id="demo"></p>

<script>

function Person(first, last, age, eye) {
this.firstName = first;
this.lastName = last;
this.age = age;

this.eyeColor = eye;

var myFather = new Person("John", "Doe", 50, "blue");

var myMother = new Person("Sally", "Rally", 48, "green");

document.getElementByld("demo").innerHTML =
"My father is " + myFather.age + ". My mother is " + myMother.age;

</script>

</body>
</html>
Mapadeiypua prototype based programming [18]

2.2 Document Object Model (Dom)

To povtélo avtikelpévou eyypadou (DOM) amotelei £va APl To omolo xpnotpomoleital ya va opiloet
™V Aoyikn doun twv eyypddwv HTML kat XML. ArtoteAeital amno avilkelpeva, oTolxela Ta omola
SlaBEtouv 18L10TNTEC Kal PeBddoug, £T0L WOTe va Prtopolv va TpomonolnBolv pe thv BonBeta tng
JavaScript. H Aoyikr} S0} TOU GUYKEKPLUEVOU HOVTEAOU QVTLOTOLXEL 0 éva €vTpo To omoio Slabétel
pita, evblapeooug kOpPBoug kat duAa. Autr) n Soun Bonba otnv mpoonélacn KABe oToLXElou N
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TIEPLEXOEVOU TOU SEVIPOU, £TOL WOTE O TPOYPAUUATLOTHG va Umopel va to Staypael, va mpoobéoel
£€va KawvoupLo i va to tpomornotoel. To DOM unootnpiletal ano KAOe mpoypaaTLOTIKA YAWOooo Kot
Sladépel amd tov kwdika oeAidag, kabBwg amoteAel TNV avtikelpevootpadr mapouaiacn g oeAidag. O
nepnyntNg otav StaBalel pa HTML ogAida, oUCLAOTIKA HETATPETEL TOV KwSIka o€ DOM otolyela, Omwg
daivetal oTo MapaAKATW TOPASELY AL

<html>
<head>
<title>Example of DOM logical structure</title>
</head>
<body>
<table>
<tr>
<th>Company</th>
<th>Contact</th>
<th>Country</th>
</tr>
</table>

</body>
</html>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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Document ‘

J | Root element: <htmI>

|

’ Element: <head> ‘ Element: <body> ‘

- Element: <table>
Element: <title>

| |

— Element: <tr>
Text: “Example

of DOM logical ‘,
structure ”

<th> <th> <th>

Text: X Text: S 4 Text: )
“Text 1”7 / “Text 2” N “Text 3”

Element: ’ Element: ‘

Element: ‘

Eikova 1. AevTpikn doun HOVTEAOU avTIKEIHEVOU eyypagou (DOM)

OLkUploL TuToL Sedopévwy tne Stemadrc DOM cuvolilovtal oTov mapakdtw mivoka:

document Avadépetal otnv pila, SnAadn oto éyypado oto
ormoio Ba ylvel kamoLla evépyela, OTwe poodnKkn ,
Slaypadn r Tpomomnoinon KAmolou oTolyeiou.

element Avadépetal o otolyeio 1 o€ KAmolo KOuBo Tou
S6évtpou.

nodeList Anotelel évav mivoka e Ta OTOLXELQL.

attribute OL 1810TNTEC TV oToLXELWV/KOUBWV.

namedNodeMap Anotelel éva eldog mivaka, aANG T AVTIKELLEVA

TipoomeAaUVOVTaL, EITE A6 TO OVOUQ, Eite MO
gupetnplo (index)

Mivakag 1. NoSQL Databases
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ZTnv ouvéxela divovtal kamola mapadeiypata dnplovpylag, eUpeong, Slaypadng r TPOMONoinong
otolxelwv oe éva €yypado cav auTd mou UAoToLBnkav yla TLG avaykes Tng epyaociag.

‘Eotw OTL £xoupe éva kevo div id result, To omoio opileTal wc:
<div id="result"> </div>

Méow tou DOM pmopoUUE VO TO EVIOTIOOUE KOl VO TOU TtPOCO£COUE TIEPLEXOUEVO WC EENG:

<script>
var container = document.getElementByld("result");
result.innerHTML = "New Content!";
</script>

210 endUEVO TTOPASELY LA TIOPOUCLATETAL N TIPOCBOIKN eVOG VEOU oTolyelou oTnV SevTpikr Soun Tou
gyypadou.

<IDOCTYPE html>
<html>

<body>
<p>Click the button to make a BUTTON element with text.</p>
<button onclick="myFunction()">Try it</button>

<script>

function myFunction() {
var btn = document.createElement("BUTTON");
var t = document.createTextNode("CLICK ME");
btn.appendChild(t);
document.body.appendChild(btn);

}

</script>

</body>
</html>

2710 OPANAvVW TOPASELYUA OTAV O XPrOTNG TTATAEL TO KoUu i Try it, evepyomoleital n cuvaptnon
myFunction, n onola dnuoupyet Eva véo otolyeio Tumou button mou ovopdletal CLICK ME kal pe tnv
BonBeila twv peBodwv appendChild, mpooapteital otov yovéa Tou To omolo yiveral aAuold wTd mpog tnv
pila. AnAadn, To kouuni mpooapteital otov TextNode kal otnv cuvéxela oto otolxeio body.

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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2.3 AJAX (Asynchronous JavaScript and XML)

‘Eva amno ta Bacikd onpeia TG mapoloag epyaciag amoteAolv oL acUYXpoveS KANOELG JavaScript ota
epyaleia o €lval EyKATESTNEVA OTNV ELKOVLKA MNXavH]. AUTO EMLTUYXAVETAL LE TNV BonBela TG
texvoloyilag AJAX. Artotelel éva gUVOAO TEXVOAOYLWV TIOU AELTOUPYOULV, OTwG Kal oTnyv JavaScript otnv
TIAEUPA TOU TIEAATN ,£TOL WOTE va SnuLoupyolvtal aclyXpoveg web epaployEg.

‘Otav avadépoupe Tov 6po acUyxpovo onuaivel 0Tt yivetal aAAnAemidpaon e TNV MAEUPA TOU
€EUTINPETNTA XWPLS va amatLTeitaL amd Tov Xprotn Vo TEEPLUEVEL TNV OAOKANPWGT) TOUG yLa VA UITOopPEL va
EMEVEPYNOEL e TNV oeAlba otnv onola Bploketatl. Onote emoTpEdOvVTal TA OTIOLA ATMOTEAECHATA I
Sebopéva amod tov EunnpPeTNT XWPLC va GopTWVETAL €K VEOU OAN n oeAiba oTnV MAEUPA TOU TIEAATN.
Mo ouykekpLUéva, Ta Sedopéva InTouvTal amo Tov server Kol emotpédouv adou éxel doptwOei n
oeAiba. Mmnopei va yivel update oto meplexopevo tng oeAldag, xwpic va mpémel va poptwhel ek vEou Kal
va anootoAouv Sedopéva OTOV EEUTNPETNTH OTO MAPACKHVLO.

To oUVOAO TWV TEXVOAOYLWV TIOU amaptilouv Tnv texvoloyia AJAX amoteAeital amo:

1. HTML, CSS ta omola xpnolpomoloUvTalL yia T Gfoven Kol Tov KaBoplopo Tou Tpomou
Tapouciaong TwWV TEAKWY OMOTEAECUATWY GTO XPHoTH.

2. Hé&lenadr DOM, n omola pe tnv BonBela tng JavaScript eme€epyaletal Ta pépn tou eyypadou
To omola Ba mapoucldcouy Ta anoteAéopata and TV KANon.

3. To avtikeipevo XMLHttpRequest mou gival amapaitnto yla thv Snuioupyia tng ibLog tng KAnong
KoL kaBopilel OAn TNV eMKoVwVia Pe TOV EEUTINPETNTH.

4. TaformatJSON kot XML ta onoia kaBopilouv Tov TpOTO avamapacTacng TwY EMLOTPEGOUEVWY
Sebopévwy. Oa Tipémel va onuelwBel otL to JSON amotelel to mio Stadedopévo format, aAAd
UTIAPXOUV Kal ETILAOYEC, OTtw¢ HTML R arAd KelpevVo TTou Umopouv va XpnoLpomotnfolv.

5. JavaScript mou eival 0 cUVEETLKOG KPIKOC, WOTE va AELTOUPYOOUV OAQ TO TIAPATIAVW.

Ta BARpoata mou akoAouBolvTal yLa Ty paypatonoinon pag kKAnong daivovtal otny mopoKaTw
elkOva:

Browser Server
An event occurs...

= Create an ] 3 = Create a response and
XMLHttpRequest object send data back to the
browser

= Process HTTPRaqgueast

s Send HtpRequest

Browser

=Process the returmed
data using JavaScript L —

A

slUpdate page content

Eikova 2. Aiaypapupa kAnong AJAX [17]

‘Eva mapddelypa tng xprong 0Awv twv npoavadepBéviwv akoAouBei mapakdtw [17]:

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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function loadDoc() {
var xhttp = new XMLHttpRequest();
xhttp.onreadystatechange = function() {
if (this.readyState == 4 && this.status == 200) {
document.getElementByld("demo").innerHTML =
this.responseText;
}
1
xhttp.open("GET", "ajax_info.txt", true);
xhttp.send();

Ta mAgovekTpaTa TG TeExvoloyiag AJAX mapouolaovTol 0ToV MapoKATW TVaKa:

Callbacks (cuvaptroelg Tou KaloUvTal HEaa EAayloTomole(tal n xprion Tou SLKTtuou Kat
o€ Kamola AAAn cuvdaptnon) ETILTUYXAVOVTALL TILO YPryOpPQa OL AELITOUPYIEG.
AcUyxpoveg KANOELG O xprotng dev xpelAleTal va TMIEPLUEVEL TNV

QIAVTNON Ao ToV EEUTTNPETNTH WOTE Va
TIPETIEL VOL TIEPLUEVEL YLaL VA UIOPEL val
oAANAoeTUSpAoEL Y TNV oeAidal.

Auénuévn tayutnta Me tnv Ajax emtuyxavetal BeAtiwon TG
TaxUTNTOG, N AMOd0oa0n KoL N EUXPNOTLAL LAG
web edpappoyngc.

2.4 JQuery

Arotelel pua lightweight BLBAL0OAKN tn¢ JavaScript pe mMAnOwpa eUXPNOTWV XAPAKTNPLOTIKWY KoL
ouvaptroswv. Arnotelel Baotkd pEpog moAwv web edapuoywy, kabBwg emttuyxavetal n erniluon
Baowkwv mpoPAnudtwy oe oAU AlyOTEPES YPAUMEG KWK OTto aUTEG tou Ba xpetaovtay av o
T(POYPOUUATLOTAG XpNoLomnotloUoe KAaoLkn JavaScript. Ztnv mapoloa epyacia xpnotponodnke n
OUYKEKPLUEVN BLBALOBNKN yLa Thv SnuLoupyia AJAX KAOEWV KOL TPOTIOMOLNONG TWV OToLXElwV TOu
gyypadou. Mepthappavel Ta akoAouBa XopaKTNPLOTIKA:

HTML/DOM/CSS &iaxeipion
HTML pebodoug yia yeyovota
Effects and animations

AJAX

Utilities

JSON parsing

Enektaoipotnta péocw Plug-ins

© N o Uk wWNR

YrootipEn ano moAAoUg GUANOUETPNTES
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To MAEOVEKTHMATA TNC elval:

1. Awoxwplopocg JavaScript kot HTML: Adyw tou OtL n ouvtaln tng elval amAn ival o eUKkoAn n
TPoaONKN XELPLOTWV YeyovoTtwV (event handlers) cto DOM amd thv mpocBrkn yeyovotwy otnv
HTML yia tnv kKAfjon kamotag JavaScript cuvaptnong. Me autov Tov Tpomo xwplletal n
JavaScript amé tnv HTML.

2. Juvtopia Kat koBapdtnta: EMITUYXAVETAL LE TV Snuloupyio AAANAEVEETWV CUVOPTHOEWV KoL
LE TNV XPr 10N CUVTOUWVY OVOUATWY GUVOPTHOEWV.

3. E&aAewpn acupBoatotitwy petall Twv SLadopwv MEPLNYNTWV: AELTOUPYEL ot S1adOPETIKOUC
duMopeTpnTéG Xwpic mpoPAnuata o avtiBeon pe tnv JavaScript, tTng omolag n unxavn
petayAwttiong Sladépet anod Gulopetpnth oe GUANOUETPNTH HE ATMTOTEAECHA O KWALKAG VA
EXELTIPOPAN O OWOTAG EKTEAEDNG.

4. EnektaciudtnTa

Mapakdtw akolouBel éva mapadeypa kAnong AJAX péow tng BLBALoBrkng JQuery:

var jgxhr =
$.ajax({
url: "/theServiceToCall.html",
data: {
name : "The name",
desc : "The description"
}
1
.done (function(data, textStatus, jgXHR) { alert("Success: " + response) ; })
fail (function(jgXHR, textStatus, errorThrown) { alert("Error") ;})
.always(function(jgXHROrData, textStatus, jgXHROrErrorThrown) {alert("complete"); })

2.5 PHP (Hypertext Pre-Procesor)

H PHP amote)el koL auTh WLa YAWoOoo TPOYPAUUATIOMOU oevapiwy, n onoia xpnolpomnoLeital yla tThv
Snuoupyia Suvapikwy LotooeAidwy. H Sladopd tng pe tnv JavaScript eival otL ektedeital otnv
TIAEUPA TOU €EUTINPETNTH KL OXL Tou TeAdTn. Mmopel va evowpotwBel otov HTML kwdka kal otov
ekteleotel va emotpéPel padl pe tnv exktedéoiun popdn tng HTML, ewkoveg, apxeio onwg PDF,
XHTML, XML akopa kat amAo KeiPeVo.

H ouykekpluévn YAwooo SLaBETel apKeETEC AELTOUPYIEG XPNOLUESG OTIC web edaployEg, dmwe n
avtalayn dedopévwy pe BAoelg SE50UEVWV OTLG OTIOLEG UTOPEL VO TIPOCHOETEL, va abaLPETEL KAl VoL
TpomomnoLrosL eyypadeg. Yootnpilel mpwTOKOAAQ EMLKOWVWVIAG [LE UTINPECLEG OTIWG LDAP, IMAP,
SNMP, NNTP, POP3, HTTP kal aA\a. Xelpiletal apyelo oTov eEUMNPETNTH, OTIOU UIMOPEL VA avoiEeL
KamoLo véo, va to Slafaocel, va ypaeL o auto, va to Staypa el Kol va To KAeloeL. ZUANEYEL
6ebopéva, otéNveL kal Aappavel cookies kal KwSKOTOLEL T dedopéval.

JuvnBwg oTig oeAlSEG N o cuxvh uAomoinon tng adopd tnv Snuloupyia poppwv yla eicodo
XPrOoTN OTO GUCTN A, OTIOU ETILKOWVWVEL UE TNV Bdaon dedopévwy. Ta MAEOVEKTAUATA TG Elval OTL
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Aewtoupyel o SLadopa AELTOUPYLIKA cuoTAMATA, KOBWG Kot OTL lval cupBath Ue apKeTEG BAOELG
6ebopévwy Kal uTtooTnpLleTOL OO APKETOUG EEUTNPETNTEG.

Mapakdtw akoAouBEl n elkOVA TOU TtepLlypAdEL TOV TPOTIO AsLToupyiag Tne:

Ailtnon oceAidag

DuAAOpETPNTNAG E§urninpetnTtnig

HTML

7
\
/[

A HTML
PHP

PHP Pre-Processor

Elwcaywyr/E§aywyr
Sedopévwyv

;o

/ Bdon \
ASopévwv /V
\\‘17; 777////

Eikova 3. Aiaypappa Asitoupyiag Tng PHP
‘Eva mapadetypa tng PHP yia tnv dnpioupyia zip apxelouv akoAouBel mapakdtw [16]:

<?php
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Szip = new ZipArchive();

Sfilename ="./test112.zip";

if (Szip->open(Sfilename, ZipArchive::CREATE)!==TRUE) {
exit("cannot open <Sfilename>\n");

Szip->addFromString("testfilephp.txt" . time(), "#1 This is a test string added as
testfilephp.txt.\n");

Szip->addFromString("testfilephp2.txt" . time(), "#2 This is a test string added as
testfilephp2.txt.\n");

Szip->addFile(Sthisdir . "/too.php","/testfromfile.php");
echo "numfiles: " . Szip->numFiles . "\n";
echo "status:" . Szip->status . "\n";

Szip->close();
?>

2.6 Bootstrap

Elvat éva web framework avolytou kwédika yLa tov oxedlaopo web edappoywv kat ceAlbwv. MepLéxet
HTML kat CSS templates yla Baolkd oxeSLAOTIKA oToLxel TTOU pmopel va mepLEXeEL Lot GEALS A, OTIWG
KOUUTILA, GOPES, YPOUUATOCELPESG, MMAPEG TTAORYNoNG aAAd Kal St1adopeg eMeKTAOELG JavaScript. Ze
avtiBeon pe aAha frameworks autd elvat povo front-end. Ma tnv oxediaon piag celidag e bootstrap
arattouvtal ta €€1g apxeia:

1. Bootstrap.css, to CSS framework
2. Bootstrap.js, to JavaScript framework
3. Glyphicons, £va cUvolo amod fonts

‘Eva mapadeypa bootstrap akolouBet [19]:

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>Bootstrap 101 Template</title>
<link href="css/bootstrap.min.css" rel="stylesheet">
<I--[if It IE 9]>
<script src="https://oss.maxcdn.com/htmli5shiv/3.7.2/html5shiv.min.js"></script>
<script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>
<!I[endif]-->
</head>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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<body>
<h1>Hello, world!</h1>

<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.3/jquery.min.js"></script>
<script src="js/bootstrap.min.js"></script>
</body>
</html>

2.7 Enéxraon Chrome

ITnV mapouca epyacia UAoTOLHONKe Lo eEKTAon oTtov GUANOUETPNTH chrome. OL EMEKTACELS QUTEG
QMOTEAOUV ULKPA TIPOYPAUOTA AOYLOUIKOU Ta omola amaptilovtal and TeXVOAoYieg LoToU, OMWG AUTEC
TIOU MEPLEYPADNKAV TTOPATIAVW KAl UTOPOUV VA TPOTIOTIOL|GOUV Kal VA BEATLWGOUV TV
AELTOUPYIKOTNTO TOU CUYKEKPLUEVOU dUANOUETPNTH. OUCLOOTIKA Elval €éva TIOKETO TEXVOAOYLWYV O€ Eval
KOlL LOVO apXElo, TO OTIOLO O XPrOTNG EYKAOLOTA OTOV MEPLNYNTH TOU. ITIC EMEKTACELS TOU chrome
unapyet to manifest.json, To onolo anote)el éva apxeio petadedopévwy os popdr JSON Kat epLéxel
L810TNTEG OTIWG TO OVOH TNG EMEKTACNG, TNV EPLYpadh Tou, TNV EKS0CH TOU, TO TL UIMOPEL VoL KAVEL N
ETEKTOLON, TOV KOOOPLOMO SIKOULWUATWY, TNV Eloaywyh eEwtepkwv BLBALOBNKwWYV Kat GAAa. ZuvnBwg,
neplthapBavel to browser action oto onolo dnAwvetal mota elkova Ba €XeL n eMEKTAoN KABWE KAl otav
avolgel n eméktaon mota HTML oeAiba Ba tpé€el. Eva mapddelypa tou mwe potalel éva apyeio manifest
akoAouBel mapakdtw [20]:

{

"manifest_version": 2,

"name": "Getting started example",
"description": "This extension shows a Google Image search result for the current page",
"version": "1.0",

"browser_action": {

"default_icon": "icon.png",
"default_popup": "popup.html"
13
"permissions": [

"activeTab",
"https://ajax.googleapis.com/"

]

Fa TV avamtugr) Tou o MPOYPAMMATLOTHG akoAoUBEL Ta Baoikd Brpata, Onwg oTnv UAomoinon
pLoc omotadrmote dAANG web edappoynig ektdc amno ty xprion Baoikwv APIS ta onola BonBouv cto
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TIWG O TIPOYPUMATLOTAG ETLOUEL va eAEYEEL TNV cuUTEPLDOPA TOU GUANOUETPNTH avA Aoy LIE TG
QVAYKEG TOU.

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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Kepalaio 3°

3. Tpoémol skperdAAsuong péow JavaScript kal avaAuon TEXVIKWV
obfuscation

To SUVAULKA XOPAKTNPLOTIKA TNG JavaScript map’ GAo TIOU €XOUV APKETA MAEOVEKTAATA WG TIPOC TNV
Snuloupyia responsive edappoywv Stadlktiou anoteAoUV ohuela eKPETAAAEUONG ATIO KAKOBOUAOUG
xproteg. O erutBépevog Snulovpyel kakoBouAa mpoypdupata JavaScript, HEow TwV omoiwv ToX0g
elval n umokAoTr) evaloBNTWV Kat ILWTIKWVY TTANPodOPLWY TOU XPrioTh UE oKOTIO TNV SLAPPEUCT) TOUG,
€MOE0ELG EVAVTIOV KOWVWVIKWVY LoTooeAiSwv 6mwg to Facebook, Thv mpoobrkn Tou otoxou xpriotn oe
botnet kat dMa. Ta kakdBouAa poypdppata JavaScript XpnoLLoToLoUVTaL WG TO TPWTO BAUA yLa TV
TEEPALTEPW EKUETANEUON TOU XPrioTh. AnAadh, Héow autwv Kabiotatal Suvath n eykatdotacn
malware oTo unxavnua otoxo.

H mo ouvnBlopévn popdn emnibeong eival n drive-by-download emiBeon. e autod to €idoc o
ETUTLOEPEVOG EXEL EVOWMATWOEL KAKOBOUAa otolyeia péoa oe pLa Lotooelida n omola, gite eival
€€apxng KakOBouAn Kot o xpnotng £xeL avakateubuvOel og autn péow kamolag legimitate, eite autd ta
otolxela €xouv evowpatwOel kateuBeiav oe legimitate LotooeAida Tou ladiktuou. Ev ouvexeia
akoAouBel ekpetdA\euaon (exploitation) Twv eumaBewwv tou purlopetpntn f Twv plugins tou,
KateBaivel éva kakOBouAo apxeio OTO PNXAVN LA TOU XPrOTN TIOU EKTEAELTAL EV AyVOLA TOU KOL OTO
omnoio nepthappavetal kamnoto shellcode os Sexaefadikr kwdikomoinaon To omoio ocuvnBwg EekvAEeL
META Ha heap-spray eniBeon.

KAToLeg amo TG TEXVLKEG MECW TwV omoiwv yivetal To drive-by-download eivat ot xss (cross site
scripting) emuB€oelg, oL csrf (cross site request forgery) emubécelg, péow malware Stapnuioswy
(malvertisements), péow kKakSBoUAwv avakateuBUVOEWY, spam UNVURATWY, ALTACEWYV YL TNV
gyKataotaon maotwy codecs K.a.

To KaKOBOUAQ OTOLKELD TTOU EVOWATWVOVTAL OTLG LOTOOEALSEG WOTE va Eekvroel N Sladikaoia tng
eniBeong eival ouvnBwg kamota iframes.

Ta iframes oToLxela xpnoLLOTOLOUVTAL YL TNV EVOWHATWON MLOG LoTooeAidag péoa og Kamola GAAn.
Omnote oL eTutiOgevol Snuoupyolv péow Tou DOM, avtikeipeva tuTou iframe, Ta omola TpooaptTwvTal
otnv Sevtpikn our Tou mMapovTog eyypadou e tnv wiotnta hidden, wote va pnv yivovtat avtAnmrd
amd Toug XProTeC Kot KAAoUV KAmola KakOBoUAn e€wtepikn mnyn LEow TG omolag Oa KatéPeL o
MOAUGCHEVOC KWOLKOG. Eva Ttapadelyua akoAoUBEel apakaTw:

function MakeFrameEx(){
element = document.getElementByld('yahoo_api');
if (lelement){
var el = document.createElement(‘iframe’);
document.body.appendChild(el);
el.id ='yahoo_api';
el.style.width = "'1px’;
el.style.height = '1px’;

el.style.display = 'none’;
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el.src = 'hxxp://juyfdjhdjdgh.nl.ai/showthread.php?t=72241732'

}
}
var ua = navigator.userAgent.toLowerCase();
if (((ua.indexOf("msie") I=- 1 && ua.indexOf("opera") ==- 1 && ua.indexOf("webtv") ==- 1))
&& ua.indexOf("windows") !=- 1){

var t = setTimeout("MakeFrameEx()", 1000)

}

MNapadeiypa xakofoulou iframe [15]

Onwg dpalvetat amnd Tov mapanavw KwLKa apXLka YIVETAL aviXVEUGCT TwV LOLOTATWV ToU
dUNOPETPNTH KOL OTN CUVEXELD KaAelTal n cuvaptnon MakeFrameEX( ), n omoia Snuioupyel éva
iframe, To omoio MpocapTdTal OTOV KOPUO TOU eyYPAdOU PE CUYKEKPLUEVEG LOLOTNTECG KOL OVTLOTOLXEL OE
KakoBouAn tomoBeoia. AANa mapadelyLata TETOLOU TUTIOU apATiBEVTAL TAPOKATW:

if (document.getElementsByTagName('body')[0]){ iframer();
}
else {
document.write("
&lt;iframe src="hxxp:// orjbhasgs . co . be/forum.php?tp=4a4e85585df3e7cl' width='10' height='10'
style='visibility:hidden;position:absolute;left:0;top:0;'&gt; &lt; /iframe&gt;");
}
function iframer(){
var f = document.createElement(‘iframe’');
f.setAttribute('src', 'hxxp://orjbhasgs.co.be/forum.php?tp=4a4e85585df3e7cl');
f.style.visibility = 'hidden’;
f.style.position = 'absolute’;
f.style.left ='0";
f.style.top ='0";
f.setAttribute('width', '10');
f.setAttribute('height’, '10');
document.getElementsByTagName('body')[0].appendChild(f);
}

MNapadeiypa kakofouAou iframe [15]

la tov evtomiopd KakOBouAng JavaScript oL cUVABELG TOKTIKEG TTOU XpNOLLOTIoloUVTaL AdopoUV ThV
Xpron epyoieiwv Ta omola kAvouv eite otatikn eite Suvapikn avaiuon.

2TV SUVAULKN AVAAUGT TO EKAOTOTE EPYAAEL0 AVAAUEL TNV UTtOTTN LoTooeAida, Omwe akpLlBwg Ba
€kave €vag GUAOPETPNTAG. Méow auTng TG dadikaciag mapatnpeital Tuxov aAAayn oTo pnxavnuo
TOU Xprotn Kat amopacilel av uTAPYEL KATIOLA KAKOBOUAN §paoctnplotnta. TO PELOVEKTNHA TNG
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Suvapkng avaiuong lvat 0TL 600 XPovIko Sldotnua yivetal n Stadikacia to cuotnua lvat euntabég o
emBéoelg. Kamowa epyaeia Suvapikng avaluong kakoBouAng JavaScript eival ta Wepawet (isecLAB),
MonkeyWench(G Data Software AG)

YNV avtiBetn MA\eupd UTIAPXEL N OTATIKA ovAAuon, otnv omoia 0 Kwdikag tng e€etaldpevng
LotooeAibag kateBaivel kat o EAeyxog amaltel avBpwrivn moapéupaon wote va eAeyxBel xelpokivnta. Ze
QUTH TNV MEPMTWoN N avAAuon TALPVEL APKETH WP VLA VA TTpAY LaTomoLn Bel.

AN\ TOKTLKA YLOL TOV EVTOTILOUO KakOBouAng JavaScript ival n xprion epyaleiwv ta omoia
Baoilovrat og pnxavikn pabnon omnwg to Cujo, Zozzle kat IceShield, kaBwg kat high-interaction kat low-
interaction honeypots.

3.1 Texvikég Obfuscation
Oplletal n TexviKn, N omoia peTatpemel Tov KwdIKa o€ SladopeTikr Lopdr) Kot eival onuacloAoyikd
LOOTLUN HE TO QPXLKO TIPOYpaua, ala Sev pumopei va Slafactel anod to avBpwrmivo paTtL.

AUTH TNV TEXVLKI TNV XPNOLLOTIOLOUV OL ETULTLOELEVOL £TOL WOTE Vo KaAUouv Tov kakdBoulo kwdika
yla va iunv yivetat avixveoLpog anod antivirus kot aAa epyodeia aviyveuong kakoBouAng JavaScript.

Ouwg To OtL évag KwSLKAG elvat o€ autr) Tn popdn Sev onpaivel amapaitnTa OTL EUMEPLEXEL KATIOLO
Kivéuvo. XpnoLuomoleital Kal ano MPoypaUUATIOTES, OL OTIoloL BEAOUV VA AMOTPEYOUV TNV MVEU LOTIKH
unokAomr. Aladopa epyaleia ta onoia €gouv avarmtuxBeil yia tnv avaluon obfuscated JavaScript
KWK oTnV apxLkr tou popodn sival to Caffeine Monkey (Mozilla Spider Monkey), to Wepawet,
Jsunpack (iDefense), The Ultimate Deobfuscator (WebSense).

2€ aUTO TO MEPOG TNG epyaciag Ba avaAUCOULE TIG KATNYOPLEG UE TLG OTtoleg Umopel Evag KWOLKOG va
elvat obfuscated pe ta katdAAnAa napadeiypata.

1) Texvikr) Obfuscation pe tuxaitdotnta (Randomization Obfuscation) [2], [4]

Z€ QUTH TNV KaTNyopia o apxLkog Kwdikag petatpenetal o obfuscated pe TNV avTiKATACTAGCH TWV
OVOMATWY UETABANTWY N} cuvapTtioewy amd Tuxaioug xapaKtrpes. Eniong, mpootiBevtal oxoAila o
Slaonapta onueia, xoapaktipeg Onwc tab, space, linefeed, formfeed, carriage return (whitespace
characters). OAn n napandavw dadikaoia dev aAAALEL T onpacloloyia Tou apxtkol Kwdika. Eva
TapAadelya akoAouBEel mapakATw:

<html>
<head>
<script type="text/javascript">
function sayHello(name, age)
{

alert (name + " is " + age + " years old.");

var stringl="name1l";
var string2="25";
sayHello(string1,string2);

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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</script>
</head>
<body>

</body>
</html>

<html>
<head>
<script type="text/javascript">
function
sayHello (_0x98dbx1,_0x98dbx2)
{
//_sjh3gh4mbwkjeh

alert(_0x98dbx1+ " is "+ _0x98dbx2+ " years old.");}var stringl="name1";var
string2="25";sayHello(string1,string2)

</script>
</head>
<body>

</body>
</html>

<html>
<head>
<script type="text/javascript">
var _S_8759=["is"," years old.","name1","25"];
function sayHello(_0x42F5,_0x42A3)
{
alert(_Ox42F5+ _$ 8759[0]+ _O0x42A3+ _S_8759[1]);
}
var stringl=_$_8759[2];//5
var string2=_$_8759[3];//6
sayHello(stringl,string2)
</script>
</head>
<body>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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</body>
</html>

2) Texvikn obfuscation oe dedopéva (Data Obfuscation) [2], [4]

Me auTdv TOV TPOTIO PETATPEMETAL ULa LETAPANTN A Lo otaBepd o€ Eva cUVOAO LeTABANTWY i
otaBepwy, £TOL WOTE PE TNV XPHON KATAAANAWY CUVAPTHCEWY VO TTIOPAYOUV KOTA TOV XPOVO EKTEAEONG
To (610 anotéheopa. Otav epopuoletal o aviikeipeva TUMOU string, yiVETAL KATOKEPUATIOUOC TOU
oAdaplBuntikol f twv Aé€ewv KAEO LWV O€ JIKPOTEPQ KOMMATLA (substrings), Ta omola amoBnkelovtatl
0€ UETAPBANTEG LUE TUXOLLO OVOUATA KOl TOL OTIOLaL EKTEAOUVTAL L€ CUVOPTHOELG OMWG, N eval() N n
document.write( ). Mmopel 6pwg kat Sedopéva Onwg aplBud, va mapdyoval HEcw LooSUVa WY
ekPpAOEWV HE TNV XPrion TAAL cuvapTioewy Onwg N eval(), wote va auvénBel n moAUTTAOKOTNTA TOU
KWwoLKa.

MNapadeiypata mou mapouctdlouy Kat Tig SU0 MEPUTTWOELG GALVOVTaL TTOPOKATW:

<html>
<head>
<script type="text/javascript">
function sayHello(name, age)

{

alert (name + " is " + age + " years old.");

var stringl="name1l";
var string2="25";
sayHello(stringl,string2);

</script>
</head>
<body>

</body>
</html>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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<html>
<head>
<script type="text/javascript">
eval(function(p,a,c,k,e,d){e=function(c){return c.toString(36)};if(!".replace(/*/,String)){while(c--){d
[c.toString(a)]=k[c] | | c.toString(a)}k=[function(e){return d[e]}];e=function()
{return"\\w+'};
c=1};while(c--){if(k[c])
{p=p.replace(new RegExp('\\b'+e(c)+"\\b','g'),k[c])}}
return p}('9a8c456.{7(b+" m"+j+" d[.")}0 1="i";0 3="h";
e(1,3);</f></g><2></2></k>',23,23,'var| stringl | body| string2 | jQuery | code| here | alert|JavaScript |
Paste|your|name|or|years|sayHello|script|head|25|namel
|age|html|old|is"split('|'),0,{}))  </script>
</head>
<body>

</body>
</html>

3) Texvikn obfuscation pe kwdikomnoinon (Encoding Obfuscation) [2], [4]

Z€ QUTAV TNV MEPUTTWON 0 KwaLKaG JavaScript LeETATPEMETAL 0€ KWEIKOTIONEVN HopdN
xpnotpornowwvrag xapaktripeg ASCII, Unicode 1} Sekaefadikn kwdikomoinon. O kwdikag, site
KWOLKOTIOLELTOL EEAPYNG LE AUTOV TOV TPOTIO £lte SnLOUpPYELTAL ELSIKA CUVAPTNON KWSLKOMOLNONG TWV
XOPOKTAPWVY KAl OTO TEAKO QUMOTEAECLOL UTIAPXEL KALL N AvToTOL(N CUVAPTNON AMoKwASLIKOMoLNong otov
obfuscated kwSLKO TTOU TOV ATTIOKWSLKOTIOLEL KATA TOV XpOVO EKTEAEONG. MLaL ATO TLG BACLKES
OUVOPTHOELG TTOU CUVOVTWVTAL O€ QUTHV TV Ttepimtwon eivat n charCodeAt(), n onola emiotpédel tnv
Unicode Tiun evog xapaktrpa.

<html>
<head>
<script type="text/javascript">
function sayHello(name, age)

{

alert (name + " is " + age + " years old.");

}
var stringl="name1l";
var string2="25";
sayHello(stringl,string2);
</script>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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</head>
<body>

</body>
</html>

<html>
<head>
<script type="text/javascript">
var

_0x879e=["\x20\x69\x73\x20","\x20\x79\x65\x61\x72\x73\x20\x6 F\x6C\x64\x2E","\x6 E\x61\x6D\x65\x31","\x32\x35"];
function sayHello(_0x30bcx2, 0x30bcx3){alert(_0x30bcx2+ _0x879e[0]+ _0x30bcx3+ _0x879¢[1]);}
var stringl=_0x879¢e[2];var string2=_0x879¢[3];sayHello(string1,string2)

</script>
</head>
<body>

</body>
</html>

4) Texvikn obfuscation xpnoiponotwvrag tig Aoywkég Souég (Logic Structure Obfuscation) [2], [4]
‘Otav slodyovtal Aoyikég dopég, omwce ouvBnkeg if/else, for, while,switch/case kat Stadopeg AAAEC un
OXETIKEG E TNV AOYLKI pOr) TOU TPOYPAUUOTOC EVTOALG, OL oTtoieg ev aAAlouV To TEAKO OMOTEAEC QL

TOU KW KA.

<html>
<head>
<script type="text/javascript">
function sayHello(name, age)

{
alert (name + " is " + age + " years old.");
}
var stringl="name1l";
var string2="25";
sayHello(stringl,string2);

</script>
</head>

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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<body>

</body>
</html>

<html>
<head>
<script type="text/javascript">

function sayHello(name, age)

{
var i=111;
i=i+1;
if(i>10){
alert (name + " is " + age + " years old.");
}
i=i+1;
}
var stringl="name1l";
var string2="25";
sayHello(string1,string2);
</script>
</head>
<body>
</body>
</html>

5) Texvikn obfuscation pe xprion xor Aettoupyiag [2], [4]

ME TNV KATAOKEUH LG CUVAPTNONG XOr, yivetal n xor Aettoupyia o€ aApaplOunTIKA pe éva
nipokaBoplopévo KAedL (kpumtoypadnon) yia tnv Snuoupyia obfuscated kwdika. Quaotka, MPEMEL va
TepAaBAVETAL KaL N AVTLOTOLXN CUVAPTNGCN AMOKPUTTTOYPAdNONG yLa va eKTEAECTEL OWOTA 0 KWALIKAG.

‘Eva mopAdelypa pLog TETOL0G ouVAPTNOoNG KpuTttoypddnong Xor Gpailvetal mopakaTw:

function xorEncode(txt, pass) {

varord =[]

var buf =

for (z=1; z <= 255; z++) {ord[String.fromCharCode(z)] = z}

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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for (j=z=0; z < txt.length; z++) {
buf += String.fromCharCode(ord[txt.substr(z, 1)] » ord[pass.substr(j, 1)])
j=(j<pass.length)?j+1:0

return buf

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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Kepalaio 4°

4. Anpiouvpyia emékraong Chrome

Y€ auTo To pEPOC Oa Tieplypadel 0 TPOTOG TTOU GTHONKE N ELKOVIKA LNXAVHA TIOU TIEPLEXEL Tat SUO Baoikd
gpyoleia yla tnv aviyvevon kakoBoulou Kwdika, koOwE Kol oL TPOTIOTOLAOELG TTOU XPELAOTNKAY Va
yivouv 1000 ot eminedo Siktou 600 Kal ota (Sla Ta epyaleia £T0L WOTE Vo UITOPOUV VA EMLKOWVWVOUV
LE TNV EMEKTALON TIOU UAOTIOLAONKE.

4.1 NapapeTpommoinon €IKOVIKAG HNXAVAS KAl EYKATACOTACN TWV
epyaleiwv JSDetox kai jsunpack-n
To mpwTo BAua elval n eykatdotacn tou emBbuuntol Aettoupylkol cuoTrpatog ou Ba ¢prloteviosl ta

epyaleia. ETuAEXBNKe To Asttoupy ko cUotnua Linux Ubuntu pe tnv €kdoon 14.04.5 LTS. Ta 6Vo
epyaleia mou Ba eykataotabolv oTnV €LKOVLIKN unxavi elvat ta JSDetox kat jsunpack-n.

To JSDetox [12] mpayuatormnolei otatiki avaluon tng e€etalopuevng JavaScript Ko SLaBETEL TEXVLKES
de-obfuscating, kaBw¢ kat pnxavn ektéAeong pe xapaktnplotikd HTML DOM mpocopoiwonc.

‘ExeL uhomonBei o ruby pe to framework Ruby on Rails kat Asttoupyel otig meploodtepeg Linux
Slavopeg. H Stadikaoia eykatdotaong Tou epyaleiov akoAouBel wg Enc:

# install ruby-install, see https://github.com/postmodern/ruby-install

wget -O ruby-install-0.4.3.tar.gz https://github.com/postmodern/ruby-install/archive/v0.4.3.tar.gz
tar -xzvf ruby-install-0.4.3.tar.gz

cd ruby-install-0.4.3/

sudo make install

# install ruby
ruby-install ruby 2.1

# install chruby, see https://github.com/postmodern/chruby#install

wget -O chruby-0.3.8.tar.gz https://github.com/postmodern/chruby/archive/v0.3.8.tar.gz
tar -xzvf chruby-0.3.8.tar.gz

cd chruby-0.3.8/

sudo make install

# load chruby by default

echo "source /usr/local/share/chruby/chruby.sh" >>~/.bashrc

# load chruby for the current session

source /usr/local/share/chruby/chruby.sh

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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# enable ruby 2.1

# needed every time when running JSDetox unless you enable auto switching:
# https://github.com/postmodern/chruby#auto-switching

chruby ruby-2.1

# install jsdetox

gem install bundler

cd #target-dir#

git clone https://github.com/svent/jsdetox.git
cd jsdetox

bundle install

./jsdetox

MEeTA tnv emituXn eykatdotoon tou JSDetox ekivael o web server otnv ip StevBuvon
http://127.0.0.1:3000, 6nwc¢ paiveral Kat OTIC TAPAKATW ELKOVEG:

dim@dim-VirtualBox: ~fjsdetox

dim@dim-vVirtualBox:~5$ cd jsdetox

dim@dim-virtualBox:~/fjsdetox$ chruby ruby-2.1
dim@dim-virtualBox:~/jsdetox$ ./jsdetox

[JSDetox] Loading framework ... done.

[JsDetox] Starting webserver (hit Ctrl-C to quit) ...

=> Padrino/0.10.7 has taken the stage development at http://127.0.0.1:3000
[2017-82-15 21:50:04] INFO WEBrick 1.3.1

[2017-82-15 21:50:04] INFO ruby 2.1.2 (2014-05-08) [xB86_64-1linux]
i201?—02—15 21:50:04] INFO WEBrick::HTTPServer#start: pid=2394 port=3000

Eikova 4. Ekkivnon digpyaciag Tou JSDetox
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Eikova 5. MepipaAAov Tou JSDetox orov browser

2TO OUYKEKPLUEVO EPYAAELO €yLVe Tpomomoinon otov kwdtka Twv controllers, kaBwg to framework
Baoiletal oe apyitektoviky MVC, £10L wote va XpnolonolnBouv oUYKeKPLUEVEG AetToupyieg. Mo
CUYKEKPLUEVA OTOV TIpay LatonoLeital aitnon AJAX amo to extension apyikd yivetal e€aywyr Twv
JavaScript KOUUATIWY KWSLKA aTto Tov KWK TtNYNE TN e€etalopuevng oeAibag. AuTto yivetal pe tnv
Xprion tou extract_script_tags tou JSDetox. ITI¢ TapaKkATw eKOVEC mapouctdletal n aAlayr otov
Kwbika tou backend.rb pe path /jsdetox/app/controllers/backend.rb.

post :extract_script_tags, :provides => :json do
begid
html = params[:htmldoc]
if html
doc = Taka::DOM::HTML(htmLl)
script_tags = doc.getElementsByTagName('script').map(&:1innerHTML)

{
:status => :ok,
:tag_count == script_tags.length,
:tags == script_tags,
}.to_json
else
{
:status => :ok,
:tag_count => 0,
}.to_json
end
rescue
return { :status => :error }.to_json
end
end

end

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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Eikova 6. Apxeio controller Tou JSDetox kai Tpomomoinon oro action method
extract _script_tags

Mta &AANn Baoikr Aettoupyia Tou epyaleiou eival katL n cuvaptnon execute. H cUYKEKPLUEVN
ouvaptnon extelet kot a€loloyei Tov kwbLka Tou sivat obfuscated kal mepLéXeL GUVAPTAOELG SUVOULKAC
napaywync (D-gen, Dynamic generation functions) kat cuvaptroeLg eKTiHNONG KATA TOV XpOVo
ektéAeong (runtime evaluation functions -R-Gen) 6mwg n eval (). ZUvenwc, He TV KARoN TS execute
nipaypatomnoleital de-obfuscation, To anotéAeopa tng omoiag oTNV CUVEXELX TipowBeital oTo epyaleio
jsunpack-n.

post :execute, :provides == :json do
if params[:code]
session[:orig _code] = params[:code]
htmldoc = session[:htmldoc]
opts = params[:opts] || {}

engine = JSDetox::JSEngines::VBEngine::Instance.new
res = engine.execute(params[:code], opts, htmldoc)
res.to_json
end
end

Eikova 7. Apxeio controller tou JSDetox kai Tpomrormoinon oro action method execute

Mua Baowkr) aAAayr) ou €yve oto epyaleio, adopad tnv eykataotacn tou rack CORS gem kat tnv
Tporomnoinon tou apxeiou /jsdetox/app/app.rb. To cuykekpLuévo gem emutpenel to Cross -Origin
Resource Sharing. Otav yivovtal kAfoetg AJAX ermutpémnovtal povo otav eivat oto (8o origin yia Adyoug
aodalelag, £T0L WOTE KATIOLO KAKOBOoUAO script va unv £xeL mpdoPaon os evaiodnteg mAnpodopieg o
GAAN oeAida. Anhadn ta scripts pLog oeAidag propolv va eKTEAEGTOUV Kat vo. £xouv pdopach ota
Sebopéva plag aAAng oelidag povo étav Bpiokovral oto idLo origin.

H dwadikaoia eykatdotaong ed’ doov €xeL eykataotadei to rubygems (package manager yia thv
gyKataoTtaon Twv gems) eivat n e€nc:

gem install rack-cors

ITNV OUVEXELA KAVOULE To KatdAnAo configuration oto apyeio app.rb, 6nwg dpaivetal kat otig
TIOLPOKATW ELKOVEG.

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript
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class JSDetoxWeb < Padrino::Application
register SassInitializer
register Padrino::Rendering
register Padrino::Mailer
register Padrino::Helpers
register Padrino::Cache

use Rack::Session::Pool

use Rack::Cors do
allow do
# put real origins here
origins '*'
# and configure real resources here
resource '*', :headers == :any, :methods => [:get, :post, :options]

end
end
get "fanalysis/" do
redirect url(:analysis, :index)
end
end

Eikova8. Aiadikacia evepyomoinong Cross-Origin Resource Sharing

la TG avaykeg tnhg epyaciog oto Virtual Machine mou mepléxel ta epyaleia mou aAANAoemISpoUV Ue
tnv enéktacn tou Chrome, émpene va avatebsi otabepr ip otnv omoia Ba yivovtal ot kKARoelg AJAX.

To mpwto Brpa eivat n aAlayn otig pubpioelg TG (610C TNG ELKOVLKAG HNXAVAG, WOTE N SIKTUWOoN va
eivat og emhoyn bridged yla va épet ip armd tnv idla TV KAPTA TOU UTTOAOYLOTH.
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Eikova 9. PuOuioeig SIKTUOU EIKOVIKAG HNXAVAS

2TnVv ouvéxela to configuration mpaypATOMOLELTAL KOL OTO AELTOUPYLKO o€ §U0 apXELa OTO
/etc/network/interfaces kat oto etc/dhcp/dhclient.conf.

210 MPWTO apxeio opiloupe £va kawvouplo interface oto omoio avaBétoupe tnv emBuUUNTH
S1evBuvon kal oto deUtepo opiloupe Toug DNS servers otnv meplmtwon mou OEAOULE N EKOVLKN
pnxavn pag va €xeL mpocBaon oto internet. OL aAAay£g mou Tpaypatomnolovvtal GaivovTal oTLg
TIOPOKATW ELKOVEG:
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| | interfaces X

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo

iface lo inet loopback
auto ethe

iface eth® inet static
address 192.168.2.17
netmask 255.255.255.0
gateway 192.168.2.1
dns-nameservers 8.8.8.8

Eikova 10. Tpommomoinon Tou apyeiou interfaces yia Tnv amédoon orabepng ip
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| 1 *dhclient.conf x

L T T L e e e e e L LIl e e e = Ty S e S e T

man page for more information about the syntax of this file
and a more comprehensive list of the parameters understood by
dhclient.

Mormally, if the DHCP server provides reasonable information and does
not leave anything out (like the domain name, for example), then
few changes must be made to this file, if any.

HEHRHHHHAH:

option rfc3442-classless-static-routes code 121 = array of unsigned integer 8;

#send host-name "andare.fugue.com";

send host-name = gethostname();

#send dhcp-client-identifier 1:0:a0:24:ab:fb:9c;

#tsend dhcp-lease-time 3600;

#tsupersede domain-name "fugue.com home.vix.com";

prepend domain-name-servers 8.8.8.8;

request subnet-mask, broadcast-address, time-offset, routers,
domain-name, domain-name-servers, domain-search, host-name,
dhcp6.name-servers, dhcp6.domain-search,
netbios-name-servers, netbios-scope, interface-mtu,
rfc3442-classless-static-routes, ntp-servers,
dhcp6.fqdn, dhcpé.sntp-servers;

#require subnet-mask, domain-name-servers;

#timeout 60;

#retry 60;

#reboot 10;

#select-timeout 5;

#initial-interval 2;

#script "/etc/dhcp3/dhclient-script”;

Eikova 11. Tpomomoinon Tou apxeiou dhclient.conf yia Tnv mpooOnkn dns servers

Juvenwc pe tnv evioAn ifconfig oto teppatiko PAEmoupe otL Snuoupyndnke to interface ethO pe ip
192.168.2.17.

Oa npémel va oNUELWOEL OTL oL TPOTIOTIOLAOELG B TIPEMEL va yivouv cUpdwva e To SIKTuo oTo
ormoio Bpioketal o host urtoAoyloTnc.

Metd tnv avaBeon otabeprc 6eUBuvoNg ip 0TV ELKOVIKA UNXOWVH TO EMOMEVO Brua elvat n
SnuLoupyia evog proxy server o onolog Ba avakateuBUveL Thv kivnon otnv StelBuveon ou akoUEL To
JSDetox, nAabdn otnv StevBuvon http://127.0.0.1:3000, £T0L WoTe va yivovTal oL KARoelg AJAX armo To
front end. To mpwto Bripa yla T €mitevén autol Tou GTOXOU gival n eykatdotach evog server otnv
ELKOVLKI pnxowvn. Mo TG avaykeg Tng epyociag xpnolpomnotifnke n couita xampp ya Linux.

Mo tv dnuoupyia tou proxy server Ba mpémeL va tpomornotnBel to apyeio
/opt/lamp/etc/httpd.conf.

Ta anapaitnta modules mou npémnel va evepyornotnBoulv eival ta e€Ac:
Proxy_module modules/mod_proxy.so
Proxy_balancer_module modules/mod_proxy_balancer.so
Proxy_ftp_module modules/mod_proxy_http.so
Proxy_ajp_module modules/mod_proxy_ajp.so

Proxy_connect_module modules/mod_proxy_connect.so
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LoadModule proxy_module modules/mod proxy.so

LoadModule proxy_connect_module modules/mod_proxy_connect.so
LoadModule proxy_ftp_module modules/mod proxy ftp.so
LoadModule proxy_http_module modules/mod proxy http.so
LoadModule proxy_fcgi_module modules/mod proxy_ fcgi.so
LoadModule proxy_scgi_module modules/mod proxy scgi.so
LoadModule proxy_ajp_module modules/mod proxy _ajp.so
LoadModule proxy_balancer _module modules/mod proxy_balancer.so
LoadModule proxy_express_module modules/mod _proxy _express.so

210 TEAOC TOU apxeiou £xouv mpootebel oL kavoveg yla Tnv avakatevBuveon oto JSDetox, Omwg
dalvetal 0TNV MAPAKATW ELKOVAL:

<IfModule mod proxy.c=
#
# Reverse Proxy
#
ProxyRequests On
<Proxy *ﬂ
Order deny,allow
Allow from all
<fProxy=
ProxyVia On
ProxyPass fanalysis/ http://127.0.0.1:3000/
ProxyPassReverse Janalysis/ http://127.06.08.1:3000/
ProxyPreserveHost On
</IfModule=

JUpdwva He TO TOPATAVW OTav MAnKTpoAoyeital to 192.168.2.17/analysis/ yivetal avakateBuvon
otnv dtevBuvon http://127.0.0.1:3000.

JUVETIWG, N EMEKTOON Elval £TOLUN yLa ETILKOWVWVLA e To JSDetox. Me tnv kAfjon AJAX otnv
SlevBuvon 192.168.2.17/analysis/ n eméktoon oTéAveL Ta £EETAlOUEVA KOUUATLA OTO gpyoAeio e€dyel
Tov KWSLKa javascript, kot Tov pltpdpet and tnv cuvdaptnon check_obfuscation yia va Stamotwbel av
elval obfuscated rj oxL.

Av n cuvaptnon mopAayeL TLur LeyoAUTEPN amd To Katw AL ToTe 0 kwdikag ivat obfuscated kot
Eavaotéhvetal oto JSDetox, 6mou pe tnv xprion tng Aettoupyiag execute emotpédel de-obfuscated kat
arooTENAETAL OTO EMOUEVO epyaleio To onoio Ba arnodavOei av untdpxet kakoBouln SpactnplotnTa i
oxL. ESw Ba mpémnetL va onpelwBel OTL PETA TNV TPWTN XPrion TG AeLtoupylag execute To emotpedOpEVO
KOMMATL eAEyxeTaL Eava amo tnv cuvaptnon check_obfuscation, 6L0TL umdpxeL meplmTwon va €xeL
edappootel SUTAG 1 TPUTAS eninedo obfuscation.

Juveyilovtag oto enopevo epyaleio jsunpack-n [13], To onolo mpayuatomnotel SuvauLkr avaiuon
T(POCOLOLWVOVTOG TNV AElToupyla VoG GUAAOUETPNTH OTIWG OTAV EVOG XPHOTNG EMLOKETITETAL KATIOLA
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oeAiba oto Sladiktuo. O okomog Toug elvat va evtorioel exploits Ta onola otoxelouv oe eUTIABELEG TWV
duMhopetpnTwy Kot o€ plug-ins 6Mwg to Active x.

To ouykekpLpévo epyaleio adou katefdooupe To apyeio amno to github eykabiotaral wg e€ng:

cd depends
S tar xvfz pynids-0.6.1.tar.gz
S cd pynids-0.6.1/ directory
S python setup.py build
S sudo python setup.py install

Emopevo Bripa elval n eykatdotoon erunAéov epyaleiwv ta onoia cuvepydlovrtal pe To jsunpack-n.

To mpwTo amno autd eival to SpiderMonkey, to omolo sival pa pnxavr JavaScript tou dpuAdopetpntn
Mozilla mou €xet avarntuxBet og yAwooa C/C++. H eykatdotach tou ylvetal wg €nG:

cd depends/
S tar xvfz js-1.8.0-rc1-src.tar.gz
S cd js-1.8.0-rc1-src
S make BUILD_OPT=1 -f Makefile.ref
Then, make the 'js' binary available within your path.
S echo "export SPATH="

Juvexilovtag oTo enOpEVO epyaleio yara To omolo TAUTOTOLEL KoL KatnyopLlomolel To KakoBouAo
AOYLOULKO E TNV XPNON KAVOVWV.

XpnoLuomoLe(tat yia Thv Talvopnon apxeiwyv KoL eVEPYWV SLadIKaoLwy yLa Tov KaBopLopo TG
olkoyévelag malware otnv omola avikouv. H eykataotach Tou ¢palvetal mapakatw:

cd depends
S tar xvfz yara-1.6.tar.gz
Scdyara-1.6
S ./configure
S make

S sudo make install

sudo echo "/usr/local/lib" >> /etc/Id.so.conf

S sudo ldconfig

cd depends
S tar xvfz yara-python-1.6.tar.gz
S cd yara-python-1.6
S python setup.py build
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S sudo python setup.py install

MNapakdtw mapatibetal n eykatdotacn tou beautiful soup, to onolo anoteAei o python
BLBAL0BNKN wote va e€dyoupe dedopéva amd HTML kat XML apxeia kabw¢ mapouaotdletal Kat n
£yKATAOTACON TOU pycrypto.

cd depends
S tar xvfz BeautifulSoup-3.2.0.tar.gz
S cd BeautifulSoup-3.2.0/
S python setup.py build
S sudo python setup.py install

cd depends
S tar xvfz pycrypto-2.4.1.tar.gz
S cd pycrypto-2.4.1
S python setup.py build
S sudo python setup.py install

META TNV EMLTUYH EYKATAOTACN OAWV TWV Mapanavw PetaBaivovrag otov pakelo tou jsunpack-n
pLéow Tou command line, umopoU e va eAéyEou e KATIOo apyeio yla Tnv Umtapén KakoBouAng JavaScript

w¢ &AG:
./jsunpackn.py -v test.js

Ma neplocdtepeg MANPODOPLEG OXETLKA E TNV cUVTALN Tou jsunpack-n prmopoulpe va
TIANKTPOAOYooUUE TNV eVvTOAN ./jsunpackn.py -h 6Tw¢ dailvetal KoL TNV EKOVA TIOPAKATW:

Avamtugn eméktaong Chrome yia Tnv avixveuon KakdBouAng JavaScript

41



MeTaTrTuxiaki AlatpiBn MTrapkoUou AfunTtpa-Avdpoudyn / 13068

dim@dim-virtualBox:~/jsunpack-n-master$S ./jsunpack.py -h
bash: ./jsunpack.py: No such file or directory
dim@dim-virtualBox:~/jsunpack-n-master$ ./jsunpackn.py -h
Usage:

./isunpackn.py [fileName]
./isunpackn.py -i [interfaceName]
jsunpack-network version @.3.2c (beta)

Options:

-h, --help show this help message and exit

-t TIMEOUT, --timeout=TIMEOUT
limit on number of seconds to evaluate JavaScript

-r REDOEVALTIME, --redoEvalLimit=REDOEVALTIME
maximium evaluation time to allow processing of
alternative version strings

-m MAXRUNTIME, --maxRunTime=MAXRUNTIME
maximum running time (seconds; cumulative total). If
exceeded, raise an alert (default: no limit)

-f, --fast-evaluation
disables (multiversion HTML,shellcode XOR) to improve
performance

-u URLFETCH, --urlFetch=URLFETCH
actively fetch specified URL (for fully active fetch
use with -a)

-d OUTDIR, --destination-directory=0UTDIR
output directory for all suspicious/malicious content

-c CONFIGFILE, --config=CONFIGFILE
configuration filepath (default options.config)

-5, --save-all save ALL original streams/files in output dir

-e, --save-exes save ALL executable files in output dir

4.2 NMeprypapn Asiroupyiag Tng emékraons Chrome

AdoU eykataotadnkav Ta epyaleia Kal EYLVE N MTAPAUETPOTOLNGN TOU SIKTUOU KO TNG ELKOVLKNAG
UNxavng n eméxtaocn chrome mou avantuxbnke akoAouBel tnv Stadikacia onwg daivetal otnv
TP AKATW ELKOVAL:
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Page Source

Eivon
obfuscated;
MAl axl
JsDetox . Jsunpack
. - -
Al
EivoL axl
— cbfuscated;

Eikova 12. Aidypapgpa pong AEITOUpYiag TNG EMEKTACNG

Mo avahutika ekwvael pe kKAon native AJAX n omoia emotpédet Twv kwdika ceAibag mou
ETILOKETITETOL O XPNOTNG. TO EMOUEVO Brpa elval N amooToAn Tou KWKo 0To MPwTo epyaleio JSDetox,
MEoW TOU omolou efdyovtal Ta KoppaTLa JavaScript.

Ma kaBe koppdtL JavaScript yivetal éAeyxog amo pia L8k ouvaptnon tnv check_obfuscation [3], n
omoia kaBopilel av To TR kwdika ivat obfuscated ) oxL. Mo cuykekpLuéva uTtoAoyileL TNV evTpoTtia,
TO HEyEBOG AEENG KO TO N-gram TA OTIOLAL ELOAYOVTOL OE IO YPOULKA CUVAPTNON UE KATAAANAQ Bdapn
Kot Slvouv €va amoTéAEoUA. AV TO AMOTEAECHA Elval LEYOAUTEPO ATIO TO KATWPAL TTIOU £XEL OPLOTEL TOTE
o kwbkag eival obfuscated. e autr) TN MepimTwon to e€eTalOUeVO TUAKA TipowBeital TAAL oTo
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JSDetox yLa va petatpanei oe de-obfuscated popdn kat va anootalet oto jsunpack-n ou Ba
anodavBel av eival malicious n oxL.

Av péow TG ouvaptnon o kwdikag Sev xapaktnplotel wg obfuscated tote amootéAAeTal kKateuBeiav
oTo jsunpack-n. ¥To mopapTNUa TIoU akoAouBEl aTo TEAOG TNG epyaciag mapatiBetal o KwdLKag mou
vlorolei tnv npoavadepbeioa Stadikaaoia:

Ma tv apeon avaluon Tou kKwdika tng oeASag OV EMOKEMTETAL O XPROTNG Ao To jsunpack-n n
ETIEKTOON TtpOyATOTIOLEL Lot KAon AJAX atov server o omoiog mepLéXeL To amoattoUpevo php apyelo
UEOW TOU omolou yivetal n eyypadn os éva véo apyeio To KoUATL JavaScript To omolo €xeL yivel de-
obfuscated amo to JSDetox Kal 0TnV GUVEXELA TO apXelo AUTO PEOW TNG EVTOANG system KaAeital
€€WTEPLKA TO jsunpack-n, KAVEL TNV AVAAUOHN TOU ETUAEYUEVOU apyelou Kal eTLOTPEDEL TO ATMOTEAEC A
otnv enéktacn. O kwdikag Tou php apxeiou eivat o akéAoubog:

<?php
if (isset(S_POST['datas'])) {
Sdata=$_POST['datas'];

Smyfile = fopen("sample.js", "w") or die("Unable to open file!");

fwrite(Smyfile, Sdata);

fclose(Smyfile);

Soutput = system('./jsunpackn.py -v fopt/lampp/htdocs/sample.js');
echo Soutput;

>
‘EOTW OTL UTIAPXEL TO TIAPOKATW apxelo pe obfuscated kwdika:
<IDOCTYPE html>

<html>

<body>
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<h3>A demonstration of how to access an IFRAME element</h3>

<iframe id="myFrame" src="http://www.w3schools.com/"></iframe>

<p>Click the button to get the URL of the iframe.</p>

<button onclick="myFunction()">Try it</button>

<p id="demo"></p>

<script>

eval(function(p,a,c,k,e,r){e=function(c){return(c<a?":e(parselnt(c/a)))+((c=c%a)>35?
String.fromCharCode(c+29):c.toString(36))};

if(!".replace(/*/,String)){while(c--)r[e(c)]=k[c]]| | e(c);

k=[function(e){return r[e]}];

e=function(){return'\\w+'};

c=1};

while(c--)if(k[c])p=p.replace(new RegExp('\\b'+e(c)+'\\b','g"),k[c]);

return p}('n(d(p,a,c,k,e,r){e=i;j('"\'\'".h(/*/,i){m(c--)r[c]=k[c] | | c;

k=[d(e){f rle]}];e=d ({F\"\\\\w+\'};,c=1};m(c--)j(k[c])p=p.h(o a(\"\\\\b\'+e(c)}+\'\\\\b\',\'s\') k[c])
;FpH\'3 4(){5 0=1.2("6").7;

1.2("8").9=01\",L,L\'x|s|t[d|u|v|y|z| A[B\".C(\'|\'),0,{}),39,39,' | [ [ | I [ | | | | | [function] |return|

|replace | String|if| | 10| while | eval| new| | RegExp | | document | getElementByld | myFunction|var| | | myFr
ame

|src|demo|innerHTML | split'.split(‘]'),0,{}))

</script>

</body>
</html>

‘Otav to avaAloou e e TV eméktaon Ba mapatnprooupe ota dev-tools tou chrome Tig KAROELG
Tou yivovtal amd Kol mpog ta epyaieia:
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200 ms A00 ms 600 ms 800 ms 1000 ms
MName Status | Type Initiator Size T.. | Waterfall 2,004
| | iframe_double%%20obfusca... Finish... xhr telikianalusi.... 0B 1.1
| | extract_script_tagsjson 200 xhr jquery-3.0.0... 13KE 1 m|
| | executejson 200 xhr jguery-3.0.0... 23KB 6.. ]
| | extphp 200 xhr jquery-3.0.0.. 375B 2 [ ]

Ztnv Kovoola BAEmou e TNV TLUN TNG ouvaptnong check_obfuscation n omola deiyvel av o kwdkag f
oxL eivat obfuscated, kaBwc¢ kot o kwdikag Twg eruotpedetat de-obfuscated amod to JSDetox yia va
amnootalei oto jsunpack-n:

to teliko 3 einai: @.7825844444444445The code is obfuscated telikianalusi.js:91

function myFunction(){var telikianalusi.js:244
w¥=document.getElementById( "myFrame").src;document.getElementById{“demo™) . innerHTML=x}

> |

T€AOG, TOo anmoTéAeopa amo To jsunpack-n eMOTPEDEL OTNV EMEKTOON OTIWC PALVETAL TTAPOKATW:

JS Malicious Analysis

[nothing detected] info: [decodingLevel=0] found JavaScript
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KepaAaio 5°

5. Zupmrepaocpara

JTNV mapovoa EpYacia MAPoUCLACTNKE N UAOTIOLNON EVOC AUTOMATOTOLNUEVOU Epyaleiou, To omoio Ba
umopet va evromilet tnv kKakOBoulAn Spactnplotnta tng JavaScript otig oeASEC TTOU EMLOKEMTETAL O
XPNoTtNnG. 2ToX0G TNG epyaciac amotelel pia StadopeTiki mPoTacn evtomiopol KakOBouAou KwoLKa
XPNOLLOTIOLWVTAG TA TAEOVEKTI LOTOL ATIO UTIAPXOVTA € pYaAeia TTOU £xouv avartuxBei yLa Tov oKomo
auTo.

ApxLKA avaAuBnkav oL Texvohoyleg e TG omoieg uAomoLBnke n eméktaon chrome. Itnv cuvéxela
avadpépbnkav oL BaoLkoTePe ETUOETELG TTOU TIPAY LATOTIOLOUVTAL OO TOUG ETMLTIBEEVOUG LECW TNG
JavaScript kat ot texvikég obfuscation mou edapuolovral yia Thv anokpuPn TS MPAYUATIKAG dUong Tou
KWOLKA. 2TO TEAEUTOLO KOUUATL YIVETAL N TAPOUGILAOT TOU TPOTIOU TTIOU UAOTIOLONKE N eMEKTAON. Z€
QUTO TepAaUBAVETAL, N TAPAUETPOTIOINON TwV open source epyaleiwv JSDetox kal jsunpack-n, £tot
WOTe va ouvepyalovTal e TNV EMEKTACN, KABWG KoL oL BACLKEC aAAaYEC TTOU ETIPETIE VA EGOPLOCTOUV
OTNV ELKOVIKI Hnxavr] ou ¢pLhoevel ta epyaleia yia va yivel Suvartr n emikowvwvia pe to front-end.
Enlong meplypadetal o Tpomog e Tov omoio yivetal n e€€taon Tou KWK mnyng tng oeAidoag mou
ETILOKETITETAL O XPHOTNG Kol TNV SLadpopn mou akohouBel UEXPL TO ONnuElo va XapakTnpLoTtel av ival
Kok6Boulog 1 OxL.

H eméktaon mou ulomolnOnke acxoAeital Kuplwg, e TOV EVIOTILOMO TNG TTLo KUpLag eMiBeong mou
anavtdral, n omola eival n drive-by-download. H kaBoAwkr avixveuon twv emBécewv mou yivovtot
UEOW TNG CUYKEKPLUEVNC YAwaoooc anotelel SUokoho atdyo, kabwc BplokeTal akdpa o apxtkd otadlo
KoL artoteAel mMOAUTAOKO B£pa 0 ETITUXAC SLaXWPLOUOG VOGS KwdLKa Ttou elvat obfuscated og
KokOBoulo ) oxL. Xtn BBAloypadia ta epyaleia kot ol peBodoloyieg mou £xouv mpotabel £xouv Kahod
TOo00TO emtuxiog, ald n ulomoinan Toug gival apketd SUOKOAN, cuVABWG OXL AUTOUATOTIOLNUEVN KL
0 XELPLOMOG TOUG amaltel e€elSIKEUMEVN yVwWaon amd EUMELPOUG EPEVVNTEG. JUVETIWG N EMEKTACH TIOU
uAormoLnBnke otnv cuyKeKpLUEVN epyacia amoteAel pia evAAOKTLK TTpOTacN Tou poonabel va
UTIEPKEPACEL TA TTAPATIAVW €UMOSLa cuvSualovTag AELTOUPYLEG Ao uTtdpxovTa epyaleia Kal pmopel va
XpnotuomolnBel anod amAolg xproteg Tou SLadtktuou.

Oa MPEMEL va TOVIOTEL OTL UTIAPXEL TePLBwPLO BeATLoTOTOINGNG TNG EMEKTAONG, E TNV TTPOCGBnKN Kat
eTUTAEOV gpyaAeiwv Ta omoia Ba paypatomoloUV o evoeAex avaAuohn Tou KwSLKa Kat LEow ToU
ouvSUAOoUOU TWV Aettoupylwv Ba ylivetal pe peyaAltepn emituxia o eVTOTLOUOG KakOBouAou
AoyLlopikou.
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KepaAaio 6°
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KepaAaio 7°

7. NapapTnua Kkwdika JavaScript mou mpayparomolEi Tnv avaAuon

document.addEventListener('DOMContentLoaded', function() {
var checkPageButton = document.getElementByld('checkPage');

checkPageButton.addEventListener('click', function() {

chrome.tabs.getSelected(null, function(tab) {

var opts = {
exec_eval: true,
no_trace_vars: false,

sc_arch: 32

//function that checks if page source is obfuscated or not
function check_obfuscation(check) {

var metricll = check.substr(0, check.length - 4);

var metricl = metricl1l.substr(2);

var charoliko = metricl.length;

var sizebyteteliko = [];

//n-gram computation

var occurence =

metricl.match(/\ [\~ \'N@ [\#\NS [\ [\ N&INF NN I+ N=INTNENTNHNE NN TSI NGNS N2 VN TG \sxu/gi);

var occurencel = occurence.length;

f = occurencel / charoliko;

//htmldocsize computation
var res = metricl.split(";");
for (varj =0; j <res.length; j++) {
var sizebyte = new TextEncoder('utf-8').encode(res[j]).length;

sizebyteteliko.push(sizebyte);
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var max_htmldocsize = Math.max.apply(null, sizebyteteliko);

//entropy computation

// The string

var str = metricl;

var sizebyteoliko = (new TextEncoder('utf-8').encode(metricl).length);

// A map (in JavaScript, an object) for the character=>count mappings
var counts = {};

var entropytable = [];

// Misc vars

var ch, index, len, count;

// Loop through the string...
for (index = 0, len = str.length; index < len; ++index) {
// Get this character
ch = str.charAt(index); // Not all engines support [] on strings

// Get the count for it, if we have one; we'll get “undefined" if we
// don't know this character yet
count = counts[ch];

// If we have one, store that count plus one; if not, store one
// We can rely on ‘count’ being falsey if we haven't seen it before,
// because we never store falsey numbers in the “counts’ object.

counts[ch] =count? count+1:1;

for (ch in counts) {

var fchar = (counts[ch] / sizebyteoliko).toFixed(2);
var logarithmos = (Math.log10((counts[ch] / sizebyteoliko))).toFixed(2);

var entropychunk = -(fchar * logarithmos);

entropytable.push(entropychunk);
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for (var j = 0; j < entropytable.length; j++) {

console.log(entropytablel[j]);

//iquery function for finding the sum of an array

var i = entropytable.length;
var sum =0;

while (--i) sum += entropytablel[i];

//final f3 function for obfuscation check
f3=(0.2 * sum) + ((0.4 * f) / 10) + ((0.4 * max_htmldocsize) / 100);

if (F3 > 0.6) {

console.log("Final value of the function f3 is: " + f3 + "The code is obfuscated");
return true;

}else {
console.log("The code is not obfuscated");

return false;

xmlhttp = new XMLHttpRequest();

var x = tab.url;

xmlhttp.open("GET", x, true);
xmlhttp.onreadystatechange = function() {
if (xmlhttp.readyState == 4) {
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source = xmlhttp.responseText;

var htmldoc = source;

alert(htmldoc);
var xhrForm = new XMLHttpRequest();
S('#loadingmessage').show();
S.ajax({
url: "http://192.168.2.18/analysis/backend/extract_script_tags.json",
crossDomain: true,
type: "post",
data: {
action: 'extract_script_tags',
htmldoc: htmldoc
Iy
success: function(response) {
if (response['status'] == 'ok’) {
if (response['tag_count'] > 0) {

var newarray = [J;
for (var i=0; i < response.tags.length; i++) {

if (response.tags[i] !== null && response.tags[i] !=="") {

newarray.push(response.tags[il);

}

response.tags = newarray;

for (vari=0; i < response['tags'].length; i++) {

if (Icheck_obfuscation(response['tags'][i])) {
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//send js tags to jsunpack-n for the final analysis

var data = response['tags'][i];

$.ajax({
url: "http://192.168.2.18/ext.php",
crossDomain: true,
type: "post",
data: {
'datas': data
2

success: function(result) {

result = result.replace("/opt/lampp/htdocs/sample.js", "");
var div = document.createElement('div');
document.body.appendChild(div);
var p = document.createElement('p'),

txt = document.createTextNode(result);
p.appendChild(txt);
document.body.appendChild(p);

}l

error: function(xhr, status, error) {

alert("Something went wrong with the network.");

i
dataType: 'text'

N;

}else {

//sending code to jsdetox

$.ajax({
url: "http://192.168.2.18/analysis/backend/execute.json",
type: "post",
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//async: false,
data: {
action: 'execute’,
code: response['tags'][i],
opts: opts,
htmldoc: htmldoc
1y

success: function(responsel) {

if (responsel['log" != null && (responsel['log'][0]['type'] == "error" | |
responsel['log'][0]['type'] == "info")) {
alert("Code cannot be executed with jsdetox, so contnue with jsunpack-n");

} else if (responsel['log'] != null && !check_obfuscation(responsel.log[0].data['raw'])
&& Object.values(responsel.log).indexOf(‘'warning') > -1) {

var raw1 = responsel.log[0].data['raw'];

alert(responsel.log);

var data = raw1;

S.ajax({
url: "http://192.168.2.18/ext.php",
crossDomain: true,
type: "post",
data: {
'datas'’: data

1

success: function(result) {

result = result.replace("/opt/lampp/htdocs/sample.js", "");
var div = document.createElement('div');
document.body.appendChild(div);

var p = document.createElement('p'),
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txt = document.createTextNode(result);
p.appendChild(txt);
document.body.appendChild(p);

|3
error: function(xhr, status, errorThrown) {
alert("Something went wrong with the network");

12
dataType: 'text’

N;

}else if (responsel['log'] != null && check_obfuscation(responsel.log[0].data['raw'])) {

var data = responsel.log[1].data['raw'];
S.ajax({
url: "http://192.168.2.18/ext.php",
crossDomain: true,
type: "post",
data: {
'datas': data

b

success: function(result) {

result = result.replace("/opt/lampp/htdocs/sample.js", "");
var div = document.createElement('div');
document.body.appendChild(div);
var p = document.createElement('p'),

txt = document.createTextNode(result);
p.appendChild(txt);
document.body.appendChild(p);

}l

error: function(xhr, status, error) {
alert("Something went wrong with the network");
// check status && error
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I
dataType: 'text’

N;

}else {
var datal2 = response['tags'l[il;
S.ajax({
url: "http://192.168.2.18/ext.php",
crossDomain: true,
type: "post”,
data: {
'datas': datal2
I

success: function(result) {

result = result.replace("/opt/lampp/htdocs/sample.js", "");
var div = document.createElement('div');
document.body.appendChild(div);
var p = document.createElement('p'),

txt = document.createTextNode(result);
p.appendChild(txt);
document.body.appendChild(p);

b

error: function(xhr, status, error) {
alert("Something went wrong with the network");
// check status && error

2

dataType: 'text’

N

}l

error: function(xhr, status, error) {
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alert("Something went wrong with the network");
// check status && error

I

dataType: 'json’

N

} else {
alert("No js script tags found");
}
}else {
alert("Extration of js script tags failed");
}
S('#loadingmessage').hide();
I
error: function(xhr, status, error) {
alert("Something went wrong with the network");
// check status && error

b
dataType: 'json’

N;

xmlhttp.send(null)
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N
}, false);
}, false);
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