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NEPIAHYH

ZKOTTOG QUTAG TNG £pYaciag gival n evowpdatwan Tou Bring Your Own Internet of Things
otnv  €QOdIaOTIKA aAucida péow Tng uAotroinong €vog CUVOAOU OUVOEDEUEVWV
epapuoywv (CEA) yia Tnv autopaToTtroinon Twy diadikaciwy dlaxeipiong Kal ayopdg o€
mepIBaAAovTa  Alavikig TTWwAnong. O1  e@apuoyég  ulotrololvtal  We TN XPARon
UTTNPECIOOTPEPWY  ApXITEKTOVIKWY (SOA) kai RESTful web services vyia va
e€ao@aifeTal n emMeKTACINOTNTA AAAG Kal N ouPBATOTNTA TWV CUCOTNPATWY, KABWG Ol
YAWOOEG TTPOYPANMATIONOU TTOU XPNOIKOTTOIOUVTAl Yia TO KABe PEPOG TNG EQAPHOYAS
gival d1a@opeTikéG Kal duvnTiké Ba pTTopolcav va eival oKOPaA TTEPICTOTEPEG EQOCOV N
epapuoyn €TekToBei o€ TTEPICOOTEPEG TTAATQOPUEG. H 1Mo armmAoikrp pop®ry Tou
OUOTAUOTOG EUTTEPIEXEI Eva POOCIKO €EUTTNPETNTH, £va KOUPO-£EUTTNPETNTA Kal Wia

OUOKEUT] TTEAATN.

To ovuoTnua atoTteAsital amd pia epappoyr 10Tou (web application) kai pia @opnTA
epapuoyn (APP).

H e@appoyn 10100 £xel BITTAG poAo, KaBwg AeiToupyei o€ KABe KOPPBO — egutTnPETNTA
aAAG Kal oTo Baaikd €§uUTTNEETNTA Tou cuoThpaTog. H uAoTroinon Tng €yive oTn yAwooa

TIpoypauuatiopgou PHP kai yia Tnv ekTEAEON TNG aTraiteital n Utrapén Apache Server kai

Aerroupyiké guotnua Ubuntu 16.04 LTS.

H @opnt €@appoyr) uAotroindnke otn yAwooa Trpoypauuatiopgou JAVA kai yia tnv
ekTéAeon Tng aTtraiTeital Aeitoupyikd ocuotnua Android pe eAdaxiotn ékdoon Android 5.0
(LOLLIPOP - SDK 21). To aguotnua Android trpoTiuAdnke amd Tta GAAa AeITtoupyikd
OUCTAUATA KIVITWV CUOKEUWV AOYw Tou pePIdiou ayopds alAd kal Adyw Tou avoixTou

KWOIKQ OTOV OTT0I0 €ival YPAUMEVO.

H Bdon dedouévwy TTou XPNOIKMOTTOINBNKE yia TNV atToBnkeuon Twy Oedopévwy gival n
MySQL 7.0.1. H oxediaon Tou oxnuartog TnG BAong dedopéVwY TIPAYUATOTTOINONKE PE
yvwpgova Tnv  KaAUTepn OuvaTr Tunuparotroinon Tng amobrikeuong o€ TTOAAOUG
€EUTTNPETNTEG-KOUPBOUG Kal éva BacikO eEUTTNPETNTH.

To amotéAeopa NG epyaaiag gival N 0AoKARpwan OAwV Twv ETTIPEPOUG EQAPUOYWYV Kal
n TAOTIKA EKTEAEGN TOU OUCTANATOG O€ TTEIPAUATIKO TTEPIBAAAOV, £T01 WOTE va HEAETNOEI

Kal va agloAdoynBei n euxpnoTia Kal N XpnoluétnTa Tou, OAAG Kal va eKTINNOEi n



BiwoiydéTNTa TOU OTIG OUVONKEG TIOU ETTIKPATOUV CAUEPA OTO XWPO TNG AIGVIKAG

TTwANong otnv EAAGSa.

KaBwg o xwpog Tng Texvoloyiag PBpioketar oe pia ouvexr €EENIEN, n HEAAOVTIKN
TIPOCOAKN TTEPAITEPW AEITOUPYIWV OTO TTPOTEIVOUEVO oUOoTNUa KaBioTatal amapaitnTn.
Mpwto BrApa ecival n PETOQOPE TNG EQAPUOYAG Ot OAEG TIG UTTAPYXOUCEG KIVNTEG
TIAOTQOPUEG £TOI WOTE VA OTTOKOMICEl TA TTAEOVEKTANATA PEYAAUTEPO TTOGOCTO XPNOTWV.
Ta emoéueva PBAuata Ba kabopioTolv aTd TNV OGPOUOIWCN TOU CUCTAUATOG OTOV
TIPAYHATIKO KOGUO Kal AT TIG ATTAITHOEIG ETTEKTACIUOTNTAG OE XWPO, KOOGTOG Kal Xpovo,

TToU Ba TTpoKUYOoUV atrd TNV £V AOyw a@opoiwon.

OEMATIKH MNMEPIOXH: Bring Your Own Internet of Things (BYO-loT)

AEZEIZ KAEIAIA: internet of things, bring your own device, autopaTotroinon

diadikaciwyv, cloud computing, fog computing



ABSTRACT

The purpose of this thesis is the integration of Bring Your Own Internet of Things
computing concept by implementing a series of Communications enabled applications
(CEA) in order to automate procedures concerning management and purchases in a
consumer environment. Service-oriented architectures (SOA) are utilized by
incorporating RESTful web services, so as to guarantee extensibility and compatibility of
all interconnected software, as many different programming languages are used, and
even more could be used, provided the application is ported to more platforms in the
future. The simplest schema this project could be described by consists of a main-

server, a node-server and a client device.
The system in question consists of a web application and a mobile application.

The web application serves a double purpose, as it not only operates on each node-
server but also on the main-server using the same code. The programming language
being used is PHP, which runs over an Apache Server installed on Ubuntu 16.04 LTS

Operating System.

The mobile application is written in JAVA programming language and requires Android
5.0 (LOLLIPOP - SDK 21) as minimum operating system to be functional. The Android
OS was selected instead of other mobile Operating Systems due to the reason that it

holds a higher market share and due to the open source nature of its code.

The database management system used for data storage is MySQL 7.0.1 and the
schema was designed to utilize distributed storage and maximize efficiency as

suggested by the fog computing paradigm.

As a result of this thesis, all individual software applications are completed and
deployed on a test environment so as to study and evaluate their usefulness and ease
of use as well as to estimate their sustainability in a real world retail environment as this

is present in the Greek market.

Since the technological ecosystem is constantly evolving at a rapid pace, future
improvements and additions to the system are to be expected. Porting the mobile
application to other available mobile platforms has to be the first order of business, after

the initial launch, in order to accommodate more users. As for the next steps, those will
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be defined by the level of assimilation of the system in the actual world and the

requirements that will arise as far as cost, space and time are concerned.

SUBJECT AREA: Bring Your Own Internet of Things (BYO-IoT)
KEYWORDS: internet of things, bring your own device, process automation, cloud

computing, fog computing
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karéotnoe duvathy Tn dlekTTepaiwaon NG Trapoucag MEeTATTuXIaKnG AIMTAWUATIKAG

epyaciog péow Twv 1I9EWV, TNG UTTOCTAPIENG KaI TNG vBAppuvang Tou.
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NPOAOIOz

H autopartotroinon Twv ETMIXEIPNOIGKWY  OIadIKACIWY OTO  XWPO TNG  €AANVIKAG
TTpaAyhaTikOTNTAG €ival pio TPOKANON TTOU ETTEKTEIVETAI TTEPA OTTO Ta TTAaiola Tng
TEXVOAOYIKNAG yvWONg Kal Tng TEXVIKAG uAotroinong. lMapdt autd amé poéva Toug
TIPOT@EPOUV YOVILO £3A®OG yia TIOTNUOVIKY SlEpelivnan, TTEIPAUOTIONS Kal €EENIEN, N
onUAavTIKOTEPN ioWG TTPOKANCN TTou Ba GUVAVTACEl KAVEIG OTNV TTPOCTIABEId TOu va
€I0dyel pia TETOIOU €idoUG PEAAOVTOOTPAPH TEXVOAOYIQ O KABNUEPIVEG EPAPUOYEG TNG
€eANVIKAG ayopdg givail n TpooTraddela yia aTTOKOAANCN TwV EVOIAPEPOUEVWV HEPWV ATTO
TIG NdN uTtdpxouoeg peBBdoug kal diadikaaieg, oI oTToieg o€ yeydAo Pabud éxouv rdn

EemepaoTei Kal AvTIKATAOTAOEI 0€ GANEG XWPEG.

Me Tnv €i0000 TwV KIVNTWY CUCKEUWY OTNV KABNUEPIVOTNTA TWV KATAVAAWTWY Kal HPE
£€vvoieg OTTwG TO internet of things kai To bring your own device va evowpartwvovTal 6Ao
Kal TTEPIO0OTEPO 0TN B1EBVN ayopd, TTapouciadeTal N eukaipia yia aglotroinon autAg g
OUYKUPIag £T01 WOTE VA AVTIUETWTTIATEN N TIPOKANCT TTOU ava@EPONKE TTPONYOUNEVWG O€
oX€0N PE TNV QuTOPATOTTOINCGN TwV JIAdIKACIWY OAAG KAl PE TNV OTTOBOXA MIa TETOIOG

aAAayng.

210 KEPAAaIa TTOU akoAouBoUv TrapouaiddeTal 1o gpeuvnTikd TPORANUa og Babog,
TIPAYMATOTIOIEITAl IO ETTIOKOTINCN TNG OXETIKAG BIBAIOypa®iag Kal Twv AVOIKTWY
OEPATIKWY TTEPIOYXWY, TTPOTEIVETAI KAl UAOTTOIEITAlI éva oUCTNUA yIa TNV €TTIAUGNH TOU
TPoBAAUOTOG, TO OTTOI0 TEAIKA afIOAOYEITAI WG TTPOG TIG TTPOOTITIKEG ATTOO0XAG TOU PE TN

XPAON £pwTnuaToAoyiou.
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Bring Your Own Internet of Things (BYO-loT) wg HoxAdg autopatotroinong diadIKaciwy o€ onueia AIavikAg TTwAnong

1. Bring Your Own Internet of Things (BYO-I0T) wg poxAo6g
QUTOHATOTTOINONG ETTIXEIPNOIAKWY S1081IKATIWV

1.1 MNepiAnyn

“The Internet of Things is a difficult concept to define
precisely”

-Techopedia.com

To «Internet of Things» (loT), armoTeAei pia évvola OTO XWPO TNG TTANPOPOPIKAG
(Computing Concept) n otroia Treplypd@el éva PEAAOV  OTTOU  ATTAd, KaBnuepiva
avTikeipeva Ba  eival ouvdedepéva oto dikTuo Kal Ba éxouv TR duvatoTnTa VA
avayvwpifovTtal Kai va eTKoIVwvoUv PeTagl Toug. O 6pog ouvnBwg OXeTiCeTal PE TO
RFID oa puébodo eTmKoIVWVIag, WaTOO0 UTTOPEi va eUTTEPIEXEI Kal GAAEG uEBABOUG OTTWG
aoUppaTeg TeXvohoyieg kal barcodes — QR codes. H évvoia authi AoImTév atrokTdel
MEYAAN onuooia KaBwg £va AVTIKEIMEVO TTOU UTTOPEI VO AvVOTTAPACTACEl TOV £QUTO TOU
OTOV YNPIOKSO KOOWO aVUWWVETAI 0€ KATI TTApaTTavw oTrd €va atmmAd avTikeipevo. Autd
gupBaivel yiaTi To v AOyw avTiKEipevo TIAéov O OUOXETICETal HOVO PE TOV GvBPWTTO

aAAG kar pe To TTePIBAAAOV TOU.

Tov TeAeuTaio XpOvo TTaPATNEOUNE KIa TTPOCTTIABEIN yia TTAvTpEUa TNG 100G Tou Internet
of Things pe 10 «Bring your own device» (BYOD), To o1oio gival akopa pia évvola TTou

€€l €10€NBeI aTNV €TTIXEIPNMOTIKA OpacTnEIOTNTA.

H apxiki cUAANWnN Tou “Bring your own device” a@opd oTnv TTONITIKI MIOG ETAIPEIAG va
ETMTPETTEl OTOUG EPYACOPEVOUG VO PEPOUV Padi TOUG TIPOCWTTIKEG OUCKEUEG OTO XWPO
£PYOOIAg TOUG KAl VO XPNOIKOTIOIOUV TIG CUOKEUEG QUTEG YIA VA ATTOKTOUV TTpOoaaon o€
ETAIPIKOUG TTOPOUG Kal epappoyéS. H idia Baaikn apyr) YTTOpEi va £QOpUOCTEl Kal O€
pabnTég o€ 6,11 a@opd TO XWPO Tou OXOAgiou aAAG kai ev TéAel yiati Ox1 Kol O€

KATAVOAWTEG.

To mavipepa Tov dUO TTpoavaPePBEVTWY TeXVOAOyIWV ovouddetalr «Bring Your Own

Internet of Things» To otmoio oTn cuvéxeia Ba atrokahoUue ev cuvTopia «BYO-10T».

MapoT TTOAANEG eTaipeieg kKal opyaviouoi oTnv EAAGSa eiodyouv peBddoUG Kal GUGTAUATA
ylo TNV AQUTOPOTOTIOINCN TwV SIOdIKACIWY TOUG, O TOPEDG TNG £9odIacTIKAG aAuaidag

goldlel va uaTepei onuavTikd o 6,1l agopd TG dl1adIKaoieg TTWANONG, TNV eUTTEIpia
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XPAONG Kal XPNOTIKOTNTA TTOU TTPOOPEPEI OTOUG KATAVAAWTEG, KaBWG Oev €xel yivel
TpooTdbeia  yia  evOwMATWOoN  KATolaG  TexvoAoyiag Tou  Ba  PeAtiwve  TIg

TTpoavaPePOEiTES TTAPAUETPOUG.

1.2 Mmopei va agiomoinfei 10 «BYO-loT» yia TNV QuUTOPATOTIOINCN TWV
S1031IKaoIWY;

Eivar peahioTikr) TpoomTikr) n aflomoinon Tou «BYO-loT» cav poxAd yia Tnv

autopartoTroinon d1adIKacoIwy aTov Topéa TNG AIAVIKAG TTWANONG;

H mpdtaon oe apxiki avaAuon poiddel TToAU €AKUCTIKA, KaBWG o€ avTiBeon pe GAAeG
TEXVOAOYieG TOU TTapeABOVTOG, 01 TEXVOAOYIEG TTOU TTPOTEIVOVTAl TNV TTapoUca epyaadia
Xaipouv peydAng ag@opoiwong atmd TOAAEG eTaipeieg otnv EAAGda. Mia onuavTiki
TTapATAPNON TToU TIPETTEN VA Yivel O auTd TO onueio, eival TTwg TTapdT To «Internet Of
Things» kai 10 «Bring Your Own Device» atmoteAoUv amé péva Ttoug PEPog TG CwNAg
Mag, o ouvduaopudg Toug gival KATI TToU eV €XEl BOKIUOOTEI OTOV TTPAYHATIKO KOO0, OXI

Mévo oTnv EAAGOQ, oAAG aKOUa KOl OE XWPESG TOU EEWTEPIKOU.

H 1pokAnon Aoimmév Tmou TTapouciddeTal €ivar n dnuioupyia evog oAokAnpwpuévou
OUCTAMOTOG TO OTTOI0 Ba UTTOPETEl OXI WOVO VA EVOWMPOTWOEI QUTEG TIG OUO TEXVOAOYIEG,
aAG Ba TIGC XPNOIUOTTOINCEI ATTOTEAEOUATIKA KOl KOIVOTOUA VIO VO TTPOCQPEPEl MIA
MEBOBO auTopaToTToINONG TwV SIASIKACIWY TTWANGNG O ETTIXEIPAOEIG AIAVIKAG, N OTToix
péEBodOG Ba dwoel TO KivnNTPO OTIG ETTIXEIPAOEIS QUTEG VO EVOTEPVIOTOUV KAl va
UIOBETAOOUV TO TTPOTEIVOPEVO OUCTNUG WG BIWOIPN Kal TTAvw atmd O6Aa Kepdopopa

AUon.

MNa va mpayuarotroinBei autd, TTPETTEl va atmodeIxTel TTWG N TeEXvoAoyia atré pévn Tng
TIPOC@EPEI TTAPATIAVW KivNTPa GTOV KaTtavaAwTr va Bpebei aTo XWPO TNG ETTIXEIPNONG
Kal TTwG o1 O1adIKACiEg TTOU AUTOPATOTTOIOUVTAI BiVOUV GUYKPITIKO TTAEOVEKTNHO OThV idIa

TNV ETTIXEIPNON O€ OXEON PE TIG UTTAPXOUCEG.

‘Eva o116 Ta MO 1I0KUPAG ETTIXEIPAPOTA KOTA TNG XPNOIYoTtroinang Tou Internet of Things
otnv €@odlaoTiK aAucida TTPOKUTITEI ATTO TNV GUOXETION TOU WE TNV TEXVOAoyia Tou
RFID, kaBwg¢ n evowudTtwon RFID Tags o 6Aa Ta TTPOIOVTA £vOG KATOOTHMATOG Eival
TTOAU koaToBépa Oladikacia. Puaikd pia TéTola avadidpBpwaon éxel ndn ocuufei oTo

TTapeABOV pe TNV TPOCBAKN Tou ypauuwTol kwodika (barcode) ota mpoidvra, pia
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Bring Your Own Internet of Things (BYO-IoT) wg HoXAGG QUTOPATOTIONGNG SIOBIKACIY OE oNueia MavIKig TWANGNG
TEXVOAOYia TTOU QTTOdEIXTNKE AVEKTIMNTN WG TTPOG TN GUVEICPOPA TNG aTnV €EEAIEN TNG
diadikaciag TTwAnocewv. Kabwg kai Ta barcode aAAd kai Ta RFID cupfdAouv otnv
autopaTtn avayvwpion kai oculoyr] dedopévwy (Automatic identification and data
capture), 6a Tpémel va gpeuvnBei yiaTi Ta TTPWTA UIOBETHONKAV TOOO £viova amd TNV
ayopd aAAd Ta delTEPA, TTAPOTI PIa TTOAU YVWOTH Kal TTPpooBAoiun TexvoAoyia dev éxouv
evowpatwOei oTtov 010 Babud. MAAIoTa, WTTOPEi Kaveig va 10xuploTel, OTI Ta
TTAcoveKTAPATA TToU TTpoo@épouv Ta RFID évavt Twv barcode Ba Atav apketd yia va

0dnyroouv GTo avTIBETO aKPIBWG OTTOTEAETHA.

KataAfyovtag, Ta ¢nTAPaTa ac@AAEIag Kail IBIwTIKOTNTOS Ba pJag atmragyoAroouy éviova
ota TAQicio TNG TTapoloag epyaciag, Kabwg HePIKEG atmd TIG TeXVOAoyieg TTou Ba
avaAlooupe Ppiokovial akOpa o€ TIPwIYa OTadia €EENIENG Kal UTTAPXEI OPKETH
OUOTTIOTIO YIO TNV TIPAKTIKA £€QAPHOYN TOUG O€ uaioBNTOUG TOUEIG TNG KOIVwviag, TTOCO
MaGAov TnG kolvwviag otnv EAAGSa, n omoia Trapadooiakd SuokoAeueTal va
EVOTEPVIOTEI KAIVOTOUEG 16€€G, TTPOTOU AUTEG aTTOdEIEOUV TNV agia Toug o€ KATTola GAAN

XWPa Tou eEWTEPIKOU.

1.3 ZKOTOG Kal AVTIKEIJEVIKOI OTOXOI

‘Exovtag avo@épel, TOUAGYIOTOv o€ TIpwTo PBabud, T €ival autd TToU TIPETTEl vVa
QVTIMETWTTIOEI KAVEIG TNV TTPOCTIA0EIO TOU VO QEPEl £va VEO TEXVOAOYIKO TTPOIOV OTO
XWPo TNG AiavikAg TTWANonGg otnv EAAGSa, TTpETTel va opicoupe OTOXOUG TOUG OTTOIOUG

Ba pépoupe €1g TTEPAG Kal Ba aloAoyAgouPE OTN CUVEXEID TNG EPYATiag.

To Baoikd évauopa yia TNV EKTTOVNON TNG £PYAaiag, dpa Kal o 1Mo APETOG OKOTTOG NG,
gival n TTpooTrdBeia yia avelpean TPOTTWV TTPOG €EEAIEN TNG EAANVIKAG €TTIXEIPNONG, £T01
woTe va oupBadidel Ye Ta TEXVOAOYIKA ETTITEUYHOTA TNG £TTOXAS MAG KAl VA ATTOKTACEI
OUYKPITIKA TTAEOVEKTAMATA O€ OXECON PE TOV QVTAYWVIOUO TTOU UTTAPXEl OTO £EWTEPIKO.
NapBdavovTag utréyn TIG GUVBAKEG TTOU ETTIKPATOUV 0NV €AANVIKR ayopd Tnv TEAeuTaia
OeKaETIa, YIVETAI AUECWS OAPES TTWG XPEIAZETAI KATI KAIVOUPYIO, OTTOO0TIKO KAl EUPEWS
aT1TOdEKTO yia va puTTopécel va avadiapBpwbei o TpOTTOG Pe TOv OTToio A&ITOUpyoUV Ol

B1adIKACIEG TWV ETTIXEIPIOEWV.

Méoa oe autd TO TTAQiOIO, AVABEIKVUOVTAI KAl Ol AVTIKEIYEVIKOI OTOXOl QUTAG TNG

epyaaiag ol oTToiol €ival:
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e H digpetvnon TG PliwoiudmnTag evég CUCTAPOTOG QUTOUATOTIOINONG TWV

ETTIXEIPNOIOKWV BIAdIKATIWY ayopaTTwAnaiag.

e H e0peon TnG TEXVOAOYIKAG UTTOOOUAG TTévw oTnv oTToia pTTopei va oxedlaoTei

£va TéT010 OUOTNUA.

o H oxediaon, avamTuén kal uAotroinon Tou ev Adyw GUGTAUATOG UE TETOIO TPOTTO
€701 (UOTE VO IKAVOTIOIEI TIG OTTQUTACEIG TIOU TTPOKUTITOUV aTTd T ONUEPIVA
TIPAYMATIKOTNTA KAl VO EKTTANPWVEI TOV TTAPOTIAVW OKOTTO, ME TOV TIAEOV

ATTOTEAECUATIKO TPOTTO.

e H dokiun kal agloAdynon Tou CUCTAPATOG.

H Biwoiydmra &vog GCUCTAUATOG QUTOPATOTTOINCONG  ETTIXEIPNOIAKWY  JIAdIKACIWY
ayopatmmwAnociag Ptropei dueca va digpeuvnBei peAeTwvTag TTapadeiydoTa EQapuoyng
(Case Studies) Tng autopaToTroinong dIadIKACIWY 0€ AAAOUG TOUEIG TNG ETTIXEIPNUATIKAG
OpaoTNPIOTNTAG 0€ OAO TOV KOOUO KOl avOAUOVTAG T TTAEOVEKTAUATA KAl PEIOVEKTH AT
TTOU TTBAVWG TTPOEKUYAV OE KABE TTEPITITWON aTrd TNV AUTOUATOTIOINGCN QUTH. Z€ OX£0N
ME TNV avadATNan TEXVOAOYIWVY TTOU PTTOPOUV va XpnaiyoTtroinfouv, BpIoKOPacTe o€ pia
€TTOXN TTOU KAVEIG £Xel TTANBwpa atrd TeXVOAOYIKA emTeUypaTa TToU Ba ytropoucav va

avadiapBpwoouy TNV KaBnuepIvOTNTA PIAg TTIXEIPNONG.

1.4 Aopn gpyaciag

210 eTTOPEVA KE@AAQIa Ba TTPOCTTABACOUNE VO €QAPUOCOUNE TNV ETTIGTNUOVIKH HEBOBO

VIO VA QEPOUE €IG TTEPAG TOUG TTOPATTAVW OTOXOUG.

270 KEQPAAaIo 2 Ba avaAuovTal ol Kivduvol Kal EUTTOdIa TTOU PTTOPET va TTPOKUYWOUV aTTo
TNV uloBéTnon Tou BYO-IOT o€ éva yevikd TTAQiIOI0 aAAG Kal CUYKEKPIPEVA WG AUon yia
TNV~ QUTOUATOTTOINGN TwV  ETIXEIPNOIOKWY  O1adIkaolwy. XtV evotnTa 2.2
TTPAYUOTOTTOIEITOI JIO ETTIOKOTINGN TNG OXETIKAG, JE To BYO-IOT kai To Business process
automation, BiBAIoypagiag, evw oTnv evotnTa 2.3 ETTIXEIPEITAI MIO KPITIKF avAdAuon Tng
BiBAIoypagiag kal TTpoXwpwvTag oTnv evotnTa 2.4 ava@épovTal Ta avoiKTd ¢nTruata

yUpw aT116 TIg TEXVOAOYiEG TToU Ba avaAuBoulv.
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210 KE@AAaIo 3 TTpoTEiveTal éva gUOTNUA TTOU UIOBETEN TIG €v AOyw TeEXVOAOyieg. ZTnv
evoTNTa 3.2 €PEUVATAI N £QAPPOYA TOU CUCTAUOTOG OTnv EAAGda. ZTnv evétnta 3.3
yiveTal TTapouaiacn Tou POVTEAOU — ava@EépovTal Ol EPEUVNTIKEG UTTOBECEIG Kal OTIG

evotnTeg 3.4, 3.5 yivetal Teplypa@r Tou HOVTEAOU.

210 KEQAAQIO 4 TTapouaideTal To ouoTnua. TNV evotnTa 4.1 Trepiypd@etal n diadikaaia
TPOG auTopartoTroinan, oTig evotnTeg 4.2, 4.3 avaAletal oe BA6og n uAotroinon Tou

OUCTAMATOG Kal TNV evoTnTa 4.4 TTapatifevral ol 000veg Tou.

210 KEQAAQIO 5 TrepIypdgeTal n pEBodOG TToU akoAouBolue yia Tnv afioAdynaon Tou

OUCTAPATOG KAl TTAPOUCIAZovVTal T TTEIPOUOTIKE ATTOTEAEOUATA.

TéNog oTO KEPAAQIO 6 yiveTal pia CUVOAIKR avaokOTINOoN TNG Epyaciag, avagépovTal ol
VEEG YVWOEIG TTOU ATTOKTABNKAV KOTA Tn GUVTAEKH TNG, ATTOTIMATAI N GNUAVTIKOTNTA Kal

opifovTal BePATIKEG TTEPIOXEG VIO TTEPAITEPW EPEUVA.
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2. Kivduvol kai egrodia epappoyng Tou BYO-10T wg AUon yia Thv
QUTOHATOTTOINON TWV ETTIXEIPNCIOKWY S1adIKaoIwV

2.1 MepiAnyn

lNa va ptropéooupe va PEAETHOOUPE TOUG KIVOUVOUG TTOU TTPOKUTITOUV atré 10 BYO-loT

KOl TNG AuTOpaTOTTOINONG dIadIKACIWY, TTPETTEI VA avAAUCOUE TNV £PEUVA UOG OF TPEIG

BaoIKEG TUVIOTWOEG, Ol OTTOIEG €ival:

e ol kivduvol Tou Internet of Things kai TNG autoyaToTroinONg

e o1 kivduvol Tou Bring Your Own Device

e GAAol kivduvol atré Tnv autopaToTroinon S1adIKaoIWY OTIG TTWANCEIG

2.1.1 Kivduvol Internet of Things — AutoparoTtroinong

,/[ Formatted: Greek

Six out of 10 devices that
provide user interfaces
were vulnerable to a range
of issves such as persistent
XSS and weak credentials

90%

of devices collected at
least one piece of
personal information via
the device, the cloud or
its mobile application.

70%

of devices used
unencrypted network
services.

80%
of devices along with their
cloud and mobile
application components
failed fo require passwords
O‘ a SU“ICIE"' Comp‘cxl'y

and length.

70%

of devices along with their
doud and mobile
application endable an
difacker to identify valid
user accounts through
account enumeration
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Eikéva 1 - Kivduvol Tou loT

Ta teAeuTaia xpovia 1o Internet of Things £xel utrel yia Ta KaAd otn {wn pag kai TToAAoi

€ival auToi TTou TTapATI avnauxouv, GuPBouAedouv «Mnv TTaVIKOBGAAECTEY.

Mia koA oupBoulr, o€ 6,11 agopd Toug KIvOUVOoUg Kal Ta pioka yUpw atré T1o loT, av
avoAOYIOTEl KOVEIG TTWG N KATAOTOON yUpw at1rd TNV ao@AAEIa Kal TNV IBIWTIKOTNTA O€

6,Ti agopd 10 10T T0 2016 dev ATV KABAAOU KOAM KAl HGAIGTA JOIALEl VA XEIPOTEPEUEL.

AMa 600 doxnua eival Ta TTpdyuaTa; Ag TTapabiéooupe pepIKA TTapadeiypaTa yia va

OIATTIOTWOOUNE TNV KATACTACT OTNV oTroia €Xouv TTEPIEABEI Ta TTPAyuaTa.,

O1 TTUPNVIKEG EYKATAOTACEIG KAl TO BiKTUO NAEKTPIKAG EVEPYEING:

H E6viky Ymnpeoia Mupnvikng Ao@dAciag NG KuBépvnong Twv HIMA, n omoia eivai
utTeUBuvn yia Tn dlaxeipion Kal TNV €EA0PAAIoN Twv ATTOBEPATWY TTUPNVIKWYV OTTAWV TOU
£€0voug, 0éxOnke 19 emTuxnuéveg KuBepvoemBéoelg (cyberattacks) kard tn didpkeia TG
TETpaETOUG TTEPIOdOU 2010 - 2014. ETriong, 6Twg eival eupéwg yvwaTo, Tov lodvio Tou
2010, avakaAu@Bnke 1o Stuxnet Worm, TTou oxedIAoTnKE yia va €ITEDET o€ BlOPNYXAVIKA
TIPOYPauUUaTI(OEVOUG  AoyikoUg  eAeykTég  (PLC). Ta PLCs emrpémouv  Tnv
QUTOMATOTTOINCN  TWV  NAEKTPOUNXOVOAOYIKWY  BIEPyaoIwyV,  OTTWG  OUOKEUEG
(PUYOKEVTPNONG (O OTTOIEG XPNOIUOTIOIOUVTAl YIa TOV OJIOXWPIOUO TWwV TTUPNVIKWV
UAIKWV). Ev Tw petagu, 1o 2015 kai 1o 2016, 1o &ikTuO TTAPOXAG NAEKTPIKAG evEépyelag
TG Oukpaviag ATav uTté TTOAIOPKia KAl KATESTN QVOEIOTNIOTO KABWG akopa SExeTal

emOBEoelg ammd PWOIKEG TTNYEG.

YTrnpeoieg uyeiag Kal voooKopeia:,

Y& pia TpwTo®avn kivnon, 1o 2015, n auepikavikn Ytrnpeoia Tpogipwy kai Papudkwy
(FDA) avaykaoe Ta VOOOKOWEIO va OTAPATAOOUV Tn XPAON TOU ZuoThuaTog Symbiq
infusion System, 8I10TI YTTOPOUCE va TIPOCEYYIOTEI aTTO ATTOCTACN ATIO TOUG XGKEP,
EMTPETTOVTAG O€ évav Aveu adeiag XproTn va TTAPEl ToV EAEYXO TNG OUOCKEUNG Kal va
aAAG&el Tn doooloyia TTou TTapéxel n aviAia. H FDA éxel ekdwoel odnyieg yia Tnv xprion

IATPIKWVY OUOKEUWV 10T, pe TNV TTPoUTTO0ean OTI eV gival PPIKTA avaoPaAEiG.
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Ytmodoun:

To Ymoupyeio Eowrtepikig Aco@dAeiag Twv H.I.A. amokdAuwe TIpdOoQaATA  HIA
TapaBiaon Tou €yive 10 2012, katd Tnv oToid Ol €YKANUOTIEG KOATAQEPAV va
01eIcdUo0UV  OTOUG BEPUOCTATEG MIOG  KUPBEPVNTIKAG €YKATAOTAONG KAl Of  éva
epyooTacio Tapaywyns oto New Jersey. O1 xdkep eKMETAAAEUTNKAV T TPWTA OnuEia
ge Blognxavikd guoThuarta Bépuavaong, Ta otoia cuvdéovTtal Pe To Internet, kai oTn

ouvéxela aAagav Tn BepPOKPOTia OTO ECWTEPIKO TWV KTIPIWV.

XaAuBoupyeia:

To Opoctovdiakd Mpageio Acg@dieiag MAnpogopiwyv (BSI) tng Meppaviag eE€dwoe
TTPOoPaATa pia €kBeon TTou eMIRePRaiwae OTI o1 XAkep cixav mapafidoel Eva epyooTdoio
XO0AuBa otn xwpa kai €0ecav o€ KivOuvo TIOAAG ouoTAuaTa, evw OuvéAegav
TIANPOQYOPIEG OXETIKA PE TO diKTUO Trapaywyng. Q¢ aTmmoTEAEOUA, TO TTPOCWTTIKG  Ogv
frav e Béon va KAgioel Yia uwikauivo, éTav TTAPOUCIACTNKE N avAyKn, HME ATTOTEAECUA
va TTpokAnBei TepdoTia ¢nuid oTo ouotnua. To BSI dAAwoe TTwg n TeExvoyvwaia Tou

€IoBoAéa ATav TTOAU évtovn.

Ta apammdvw eivar pepIkE povo ammd Ta EKATOVTAdEG TTAPAdEIYPATA TTOU UTTAPXOUV Ta
TeAeuTaia Xxpovia Kal atrmodeikvUiouv 0TI €X0UME TTOAAG aKOpa va uaboupe o€ oXEon HE TO

10T kal Ta {nTApATa ao@AAEIOG TTOU TO AKOAOUBOUV.
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2.1.2 Kivduvol Bring Your Own Device

Mobile device security 65%
Data breach security 59%
Mobile data security 55%
Mobile application security 50%

Integration with back-end corporate systems [ 26%
Controlling employee use of mobile apps [N 25%

Executive sponsorship [N 22%

Cost of help desk support 18%
Country-specific regulations 17%
Expense of implementing applications 17%
Industry-specific regulatory requirements 15%
ROI for BYOD 15%
Cost of training 9%

Mobile app development costs T%

Eikéva 2 - Kivduvol Tou Bring Your Own Device

KaBwg o1 opyaviopoi TTpooTrabolv CuvexWws va BEATIWOOUV TIG OTPATNYIKEG YIO TN
diaxeipion TG TTANPOPOPIKAG Kal TWV TNAETTIKOIVWVIWY, Hid OTTO TIG GNUAVTIKOTEPEG

TIPOKAACEIG TTOU TTPETTEI VA AVTIMETWTTICOUV €ival To Bring Your Own Device.

To BYOD cival évag 6pog TTou ava@EPeTal GUANOYIKG OTIG OXETIKEG TEXVOAOYIEG, TIG
€VVOIEG, KAl TIG TTONITIKEG OTIG OTTOIEG OI EpyadOuEvOl, Kal Ol NOVO, ETTITPETTETAI VA £XOUV
TPOOoRacn o€ E0WTEPIKOUG ETAIPIKOUG TTOPOUG TTANPOPOPIKAG, OTTWG BAoelg dedopévwv
KAl EQAPHUOYEG, XPNOIUOTTOIWVTAG TIG TIPOCWTTIKEG KIVNTEG OUOKEUEG TOUG, OTTWG

smartphones, @opnToUg UTTOAOYIOTEG, KAl UTTOAOYIOTEG tablet.

MpokeITal yio PIa TTAPEVEPYEIA TNG KATAVOAWTIKOTTOINONG TNG TTANPOQYOPIKAG, 6pOg TTOU
XPNOIYOTTOIEITAI YIO VA TTEPIYPAWEl TNV augavouevn TAON Twv VEWV TEXVOAOYIWV TNG
TTANPOYOPIaG Va evowPaTwBOoUV TTPWTA OTNV KATAVAAWTIKA ayopd Kal OTn CUVEXEIQ va

€EQTTAWOOUV O€ ETTIXEIPAOEIS KAl KUBEPVNTIKOUG Opyaviououg.

Ymdpyouv apkeToi kivduvol TTou auvdéovTal pe Tnv BYOD kai o1 peydAeg dia@opEg oTIg
TIONITIKEG TTOU OKOAOUBOUV O1 ETTIXEIPACEIG OXETIKA PE auTo, Ogixvouv OTI n Alon ota

TIPoBAAOTA TTOU TTPOKUTITOUV eV gival KA IKOVOTTOINTIKEG.
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Mepikd TTpoBAARuaTa TTOU TTPOKUTTITOUV gival Ta £ENG:

AUgnon Tou Kivduvou Siappong deSopévwv:

KaBwg 10 epyaTikd duvapikd yivetalr 6Ao Kal Mo e§apTnUévo ammd KIvNTEG OUOKEUEG, Ol
TTUAEG TNG BIaPPONRG BESOUEVWV KAl TWV OTTEIAWV AVOiyouv, YE OTTOTEAEGHUA TNV AKOUN
peyaAUTepn €§aptnon ammd 1o Tufpa IT yia va e§ac@alioel TNV ac@dAeia OTIG KIVNTEG
OUOKeUEG. Ta KIvNTA TNAEQWVA Kal Ol TOUTTAETEG €ival 0 o aduvapog Kpikog oTav
TIPOKEITAl YIO TNV OCQAAEIQ Kol gival ETTIPPETTEIG o€ €mBéoelg. MTmopouv eTmmiong va
ATTaITOUV  TOKTIKEG EVNUEPWOEIG KWOIKA, €uBUvVN TIOU UTTAYETOl OTA  XEPIA  TOU
epyadouévou ) Tou KaTavVOAWTA va QEPEI €IG TTEPAG, YEYOVOG KABOAOU £UOIWVO yIa TOUG
avBpwTToug TTou doulelouv aTnv ac@dAcia. ZUpwva pe Ty Gartner, péxpr 1o 2017,
Mia oTig dUo eTaipeieg O Ba TTapéxouv TTAEOV TIG CUOKEUEG OTOUG UTTAAAAOUG TOUG Kal
WG €K TOUTOU, N €uBUvVn Papuvel TOUG Opyaviopoug va £QAPUOCOUV TTONITIKEG Kal

0108IKACIEG WOTE VA KPATAGOUV TIG CUCKEUEG AOPAAEIG.

Kevd aoc@aAgiog oTig EQAapHOYEG:

O1 opyaviopoi €xouv ANIyOTEPO EAEYXO TTAVW OTIG CUOKEUEG TTOU EICEPYOVTAl OTO DIiKTUO
UTTNPECIWY TOUG, TTPAYMA TTou onuaivel 6Tl TeEAIKA eival TTI0 eUGAwTOl 0€ €TMIBETEIG,
KaBwg 0 PTTOpPOUV VO OPICTOUV KEVTPIKA KPITAPIO Kal TTONITIKEG QIATPAPIoHATOG
€papuoywyv amd Toug TeXVIKOUG. Ol OUOKEUEG UTTOPEr va £€XOUV EYKATEGTNUEVEG
EPAPUOYEG TTOU  ETTIKOIVWVOUV UE E€CWTEPIKEG UTTNPECIEG XwpPIiG va ulotroiolv Ta
KAaT@AANAa TTpWTOKOANG ag@algiag, emKoIvwyvia JAAICTA TTOU TTpAyPaToTToIEiTal Héoa

atrd 1o €TaIPIKO OiKTUO.

ZUgQwva Pe pia yeAETn TTou dienxOn atod tTnv HP, 10 97% Twv cuokeuwy eixav Béuata
TpooTaciag TnG IBIWTIKAG wng, Kal To 75% &gv BIEBETAV ETTOPKI) KPUTTTOYPA®NON

OeDONEVWIV.

KAoTrég ouokeuwv:

Otav évag gpyadduevog A Evag TTEAATNG €xel atToBnkeupéva guaiobnta oToixeia otnv
KIVNTI) OUOKEUN TOU TTOU agpopouUV TNV ETTIXEIPNON OTNV TIPWTN TTEPITITWON 1 AUTOV OTN
OeUTEPN, TOTE N KAOTT HIAG TETOIOG OUOKEUNG atroTeAEl peydAo kivouvo yia oAoug. lNa
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TNV €TTIXEIPNON, TO VA UTTOTTECEI GTA XEPIA EVOG TPITOU MIO CUOKEUN PE Gueon TTpdafacn
oTtn Baon dedopévwy, yia TTAPAdEIYUa PIOG atroBrKNG, aTTOTEAET ETAIPIKO EPIGATN, OAAG
Kal yla €vav KOTavVOAWTHA, TO va ATTOKTACEI KATT010G AAAOG TTpdafacn OTo wn@iakd Tou

TTOPTOQOAI, EYKUMOVEI TTOAAOUG Kal APEGOUG OIKOVOUIKOUG KIVOUVOUG.

Ao@dAgia acUppaTou SIKTUOU:

O11wg eival yvwoTo, OAEG 01 KIVNTEG CUOKEUEG OUVOEOVTAI OTO ETAIPIKG OIKTUO HECW TOU
aoUppaTou SikTUou (Wi-Fi). ZAuepa emikpaTei n ammown 6T N aoc@dA&ia oTa acupuata
OikTUa €ival ETTAPKAG Kal n ATrown auTh TEKKUNPIWVETAI aTTO TTPAYMATIKA aToixeia. Opwg
KGBe oloTnua gival ao@aAég péxpl va Bpedei n aduvayia Tou. MapdT N KPUTTTOYPAPNON
AES poiacer 1o 2017 va eivar ammoAuta acpaing kai “aAegiopaipn”’, 10 idl0 Ba éAeye

Kaveig TTpiv atrd kdtroia xpovia kai yia 10 WEP, kdvovtag guoikd peydAo o@daAua.

Xwpig autd va gnuaivel 0TI Ta encryption TTou XpnoIPoTToIoUvTal OHPEPA OTA agUpUaTa
dikTua BpiokovTal KOVTA OTO va aTTodeIXTOUV avag@aArf, autd dev TTalel va TTAPAUEVEI

£€vag Kivduvog yia 1o yéAAov, TTou Ba kabigTtouoe To BYOD concept oAU €TTiKivouvo.

AvBpwTTIVOG TTapdyovTag:

‘Oon acedAcia kal va UTTOPECEl VA TTIPOCQPEPE! Eva ETAIPIKO DiKTUO, OOOUG TTEPIOPITHUOUG
KOl va €I0Ayel PIa €TMIXEipNOn, TO PEYAAUTEPO KevO aACQAAEIOg TTAPAMEVEl TTAVTA O
avBpwTrog. Méoo pdAAov OTav o KaBEvag £Xel OTA XEPIQ TOU UIO OUOKEUR HE EuaiobnTeg
TTANpPoYopieg Kal SIATTICTEUTAPIO, TTOU UTTopolv va BAAouv o€ Kiviuvo Tov opyaviouo.
KabBioTtatal ca@ég 611 XpeIAleTal ETTAPKAG EKTTAISEUTN YUPW OTTO TNV 0CPAAEIQ G OAOUG
TouG epyalopévoug e@ocov pia emmixeipnon €igdyel 1o BYOD oto kaBnuepivd Xwpo
epyaciag. Xe 6,1 a@opd AoITTOV TOUG epyadopevoug Polddel va uttdpyel pia AUon, aAAd
TTWG aKkpPIBWG pTTopel va eyyunBei kaveig OTI €vag KATAVAAWTAG €XEl TIG ATTAPAITNTEG

YVWOEIG YIa va TTPOoTATEUOEI TOV €EAUTO Kal Ta 8eSOPEVA TOU ATTO TUXOV ATTEIAEG;

A

“‘We’re concerned that people are trading security for
convenience...People are doing things on free Wi-Fi that
are really alarming.”

26

[ Formatted: Greek




Bring Your Own Internet of Things (BYO-loT) wg HoxAdg autopatotroinong diadIKaciwy o€ onueia AIavikAg TTwAnong

— Doug Shadel

Oa TTPETTEl 0€ AQUTO TO CNUEIO va TOVIOOUPE TTWG O OXEON WE TNV ETTIXEIPNON TO TTIO
ONMAVTIKO KOPUATI ao@dAeiag Tou BYOD eival autd TTou agopd Toug epyalouEvous TnG.
Opwg yia va Ptropécel n eTIXEipnon va Teioel éva KaTtavaAwTh va @épel Tn OIKf Tou
ouokeur] ato BIKG TNG Xwpo, Ba TpéTel TTpwTa va eCaleipel Tuxdv Kivduvoug TTou
TIPOKUTITOUV OTTO QUTH) TNV €VEPYEIA KAl VO TOU £§QC@AAICEI TNV TTAPOXH TNG MEYIOTNG
OuvaTtAg aocpaAeiag. Eav dev IkavoTToindei auTr) n ouvbrkn ToTE Ba atrodeixBei dBUOKOAO,
1 Kal aduvaro, va uttdpgel ETTOPKAG “eutmoToolvn” atmd Tov KATavaAwTh yia va TTpofei

oTnv aglotroinan Tng TeXvoAoyiag Pe TETolo TPOTTO. |

2.1.3 AMAol Kivduvol TNG QUTOMATOTIOINONG OTIG TIWANOEIG

AtiCel og auTtd TO OonuEio va ava@époupe KATToIa TIPAYHOTA VIO TNV QUTOUATOTTOINCN aTTd
MIa GAAN oKOTId, amopakpuvovtag Tnv amd Ta TAaioia Tou Internet of Things. Agv
uTTdpxel OP@IBOAic OTI N AUTOPATOTIOINCN OPICUEVWY TUNUATWY Tng  dladikaaiag
TIWANCEWV PTTOPEL va EMIPEPEI ONUAVTIKE OQEAN, TOUAGXIOTOV YIa TOUG TTEPICCOTEPOUG

Ol OTTOIOI CUMHMETEXOUV O€ QUTA.

O auTtopaTioyog WG OTIG TTWAACEIG aTTOTEAEI aTTO POvo Tou €va o§UPwWPO, KaBwG eav
Kaveig avoAucel T diodikagia TwAnong, Ba  dIAMOTWOEl TTWG O AvBpwITIVOG
TTapayovTtag gival oxXedov TauTdéonUog YE Tov 0po TTwAnon. ‘Evag kaAdg TTwANnTAG Ba
gépel TI, TTOTE Kal TTWG va TTel KATI €701 WOTE VO EYIOTOTIOINCElI TV AmOd0o0Nn TOu.
Etriong, n KoIVWwVIKA oX£an TTou avaTITUogETal JETAEU TTWANTA Kal ayopaaoTr| gival atmd

Ta Bacikd gToixeia TTou Ba PETATPETTOUV £va TTEAGTN O€ TAKTIKO TTEAATN.
Ti Ba cupBei edv autopaToTroin®ei e peydAo Babud authA n diadikaaoia;
Moéool epyadduevol Ba eTnpeacTolv aTTé Hia TETolou €idoug aAAayn Kal TTWG;

Mola Ba cival n emppony atTnv €Tmxeipnon oe oxéon Pe TO £pyaTikd Ouvapikd Kal Ta

OIKOVOUIKG OTOIXEIQ;

>¢ TENIKA avaAuaon yla va SIOTTIOTWOEl KAVEIG TIG ETTITTITWOEIG pia TéTolag avadidpBpwaong
TIPETTEI VO €EETATEI TTOIO PEPOG TNG DIAdIKACIAG TTPETTEI VO AUTOMATOTTOINCE KAI JE TTOI0

TPOTTO Ba yivel N auTopaToTToinoN.
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Ag Bewprooupe TTwG 0 TTAPAdOTIOKOG TPOTTOG YIa VO KAVEI Kaveig Kpdtnon dwuaTiou o€
éva &evodoxeio eival va  €TMIKOIVWVAOEN TNAEPWVIKA PE KATTOIO UTTGAANAO Kal va
oulnthoel TIG AeTITOPEPEIEG TIG KPATNONG (AQIEn, atroxwpnaon, tepiodog SlapovAg,

KOOTOG, ATopa KTA..).

Edv n mapamdvw Siadikacia autopatotroinBei kar otn 6€on Tou uTTOAAAAOU pTTEl €vag
QUTONATOG TNAEPWVNTAG TA TTPAYUATA PTTOPED va yivouv TTOAU xeipoTepa. O eAdTng Ba
gival avaoyKooPEVOG VO TTEPIPEVEI QUTOPATEG ATTAVTACEIG, VO TIOTAEl KOUMTTIA OTO

Smartphone Tou evw auTd dev £Xel TTANKTPOASYIO KTA..

BéBaia, epdéoov n diadikaoia autopartoTroinBei yia TTapddelyya YECw PIAG EQAPHOYAS
10TOU, TOTE O TTEAATNG Ba PTTOPEi TTOAU TTI0 €UKOAQ KOl YPrlyopa va KAVEI Pia KPATNon

oT0 €V AOyw Eevodoxeio.

2.2 IXETIKA épeguva

MNa va peletiooupe o€ PeyaAlTepo BABog Toug KIVOUVOUG Kal Ta gUTTOdIQ  TTOU
TIPOKUTITOUV aTTé TOo BYO-I0T €ival avaykaio va avatpéfoupe oTn oxeTIKN BiIBAIoypagia.
KaBwg piAdue yia pia oAU véa oUANYN, n TNynR TTANpo@opiwv d¢ PTTopei TTapd va

TIPOEPXETAI ATTO OUYXPOVA ETTIOTNHOVIKG apBpa kai BiBAia.

Ta ouyypduuata Twv Tyson Macaulay ka1 James Andrew Lewis (Understanding and
Managing Risks and the Internet of Things [11] kai Managing Risk for the Internet of
Things, A Report of the CSIS Strategic Technologies Program [13] avrioToixa)
TpaypartevovTal To Ti gival Kai TI Oev gival To 10T, Toug KIvOUVOUG TTOU TTPOKUTITOUV aTTO
TNV €QAPPOYr TOU OTnV auTopartotroinon &I1adIKaolwy Kal avaAUouv TIG ATTAITACEIG

A0QOAEIag Kal TIG OTTEINEG TTOU YTTOPET va TTPOKUYOUV.

H €peuva “Bring your own device: an overview of risk assessment” [12] ammé tov Robert
Ogie TTpayuaToTIoIEl pIa evOEAEXT) avaAuon Twv KIVOUVWY TTou oxeTiCovTal he Tnv 16¢a
Kal TIG €@appoyég Tou Bring Your Own Device OTwg Kal n €peuva  Twv
Morufu Olarele - Azizol Abdullah - Ramlan Mahmod — Mohd Taufik Abdullah pe TiTtA0 A

Review of Bring Your Own Device On Security Issues [14].
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2.2.1 AvdAuon kivduvou oTto Internet of Things ka1 Tnv autoparotroinon

2.2.1.1 Tvapaypatikd givon 7o IoT;,

To loT oxetiCetal amd TIG MIKPOTEPEG GUOKEUEG OTNV GKPn Tou BIAdIKTUOU PEXP! Kal
MEYAAEG KEVTPIKEG PNXaAvEG, TTOU ouxvd Aaufdvouv amo@dacelg kai avaAnyn &paong
Xwpic avBpwTivo Trapdyovid. AVTITTIPOOWTTEUEl  OICEKATOPUUPIO  OCUOKEUEG  TTOU
€TMKOIVWVOUV, Kal ouxva dlaxelpidovtal TTpdyuaTa oto Quoiké TrepIBAAAoV Kal OAa auTd
emeldn) €l0Gyel P BeAtiwon  Og  KATIOIO  UTINPECia KAl PEYIOTOTIOIEI TNV

arroteAeopaTikéTNTa TNG BAfovTag TTpooTIBéuEvn agia o auTn.

To loT TTapouasiadel ETTIXEIPNMOTIKEG €UKaIpieg axedOv ae OAOUG TOuG BlouNXavikoUg
TOUEIG kal Ba aTroTeEAéCEl AVATTOOTIOOTO KOUUATI yia TO PEAAOV Twv ayabwv Kal Twv

UTTNPECIWV.
AMNG TTpwTa, ag Eekabapiooupe Ti dev givai:

o Aegv gival éva véo TTaykdouio dikTuo 10Tou (WWW) e TTIo Opop@eg oeAideEG Kal

TTEPIOTOTEPOUG TPOTTOUG VIO KATAVAAWGOT TTANPOPOPIWV.

o Agv agopd €1dnoeIg 1 NAeKTPOVIKT aAAnAoypagia A otroioudrTroTe dAAou TUTTOU
oedopéva TTOoU TTOPAYyovVTOl ATTO avBpPWTTOUG Yia avBpwTtoug aAAG agopd

Oedopéva TToU TTaPAYoVTal ATTO INXAVEG VIO UNXAVEG.

o Ag oxetiCeTal ye Tdoeig 6TTWG N KoIvwvIKA dIkTUwon (social networking) aAAG pe

POEG BESOPEVWV YIa TV EEUTTNPETNON BIEPYATIWV.

e Agv gival £évag TPOTIOG yia va poipdfovtal TTAnpo@opieg ol dvBpwTtrol, aAAd €vag

TPOTTOG VA ETTIKOIVWVOUV JETAEU TOUG PNXAVEG.

o Agv gival aTTOKAEIOTIKA CUVOEDEPEVO e aoUpuaTa cuoTAuaTa TapdT N acUpuaTn

BIKTUWON Traigel peyadAo poAo oTo 10T auThA Tn OTIyMA.

o Aev gyeipel (o€ peydho Babud) CntApaTa 1IB1IWTIKOTNTAG Adyw TnG @UONG Twv
Oedopévwy TToU atroBnkelel Kal xpnolyoTtrolei. Auoikd n 1IB1IWTIKOTATA €ival KATI

TTOU TTPETTEI VA XEIPIOTOUUE 01O 10T aAAd oTo BaBud TTou Tou avaAoyei.

Aopika oToixeia Tou 0T
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Internet++

To 10T mepiAapBavel To d1adikTuo OTTWG TO {Epoupe, dnAadr dedopuéva, eikdva Kal RXO,
Ouwg eTTiong TTEPIEXEI VEQ OTOIXEIO TTOU PJETAPOPPWVOUV TO BIAdIKTUO OTTO £€va GUVOAO
AvOPWTTO-EAEYXOUEVWY OUCKEUWV O€ €va OUVOAO auTOVOHa €AEYXOMEVWY KAl [N
ouokeuwv. ATré autd TTPokUTITEl Kal 0 6pog «Things» oTo Internet of Things. Autd Ta
“TTpdypaTa” ptropei va gival atré £Euttva €idn oIKIaKNG XPriong OTTwg PoAdyla Kal Wuyeia

MEXPI OAOKANPO CUCTAPOTA O€ Hia Ypauun TTapaywyng evog EpyooTaaiou.

Emikoivwvia pnxavig pe pnxavh (M2M COMMUNICATION)

To M2M aTroteAei pépog Tou I0T. H onuepivA yevid Twv e@apuoywv M2M trepidauBavel
1600 TAAPWG auTopatoTroinuéva aAAd Kal nui-autopaTtotroinuéva ouotipata. lMa
TTOPAdEIYHa, OfPEPa MEPIKA aTrd Ta OUOTAMATA TTou Bewpolvral M2M eivalr Ta
pnxavruata Point Of Sale (POS) kai oI auTOpaoTeEG UTINPECiEG TOTTOBEGIOG TWwV
oxnuatwy (AVL Services). Ta POS e¢ival nui-autopatotroinuéva agou aTtaITeiTal n
avBpwTivn TapéuBacn yia va gekivrioel n diadikaoia €£ouaiod0TNoNG YIag cuvaAlAayng
evw Ta AVL e€ival amméAuta autopoToTTOINUéVA a@OU OTEAVOUV aTrd POvVa TOUg
YEWXWPIKEG TTANPOPopieS. ‘Eva TTOAU onuavTiké XOpOKTNPICTIKO TNG ONUEPIVAG YEVIAG
M2M egvTomiCeTal 0TO yeyovog OTI €ival JovAg KatelBuvong, TPAyua TTOU UEIWVEL TIG
mOavéTnTeG KATTOIOU KeEvOU ac@aleiag, OI0TI XpeIdleTal QUOIKA TTpoofacn oOTo

QATTOUOKPUOHEVO TEPUATIKO YIO va TTpayuaToTToINGE KATTOIa £TTIBED.

2uvOedepéVEG ZUOKEUEG

O1 ouvdedepéveg OUOKEUEG €gival €vag OPOG TTOU WTTOPEI va TTEPIEXEI OTTOIAOATTOTE
OUOKeUn TTépa amd €EUTTNPETNTEG KAl TIPOCWTTIKOUG UTTOAOYICTEG TTOU E10€PXOVTal OTO
Oiktuo. OTwg akpIBWG pe TO M2M, Oev utrdpxel €UKOAOG TPOTTOG va TToUUE av
ava@epOUOaOTE OE  OUTOMATOTTOINUEVEG I NUI-OUTOUOTOTTOINUEVEG OUOKEUéG. H
BaoikoTepn dlagopd o€ oxéon pe Ta M2M givar n ap@idpoun utéoTACGN TNG

ETTIKOIVWVIAG.

SMART EVERYTHING
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ZAuEpPa UTTApXoUV TTOAAG TTpdypaTa TTou BewpouvTal “€Euttva”. ATré aTTAG TTpdyuaTa O€
éva OTTiT PEXPI Kal OAOKANPEG BIOUNXAVIKEG €QAPUOYEG. AKOpA Kal €EUTTVEG TTOAEIG,
omiTia kal ypageia. Auth n €vvoia TrepiAapBaveral péoga oto loT. Ta mapddeyua ol
“€tutrveg TTOAEIC” Ba PTTOpOUV va €XOuV IBIAITEPA OUVTOVIOUEVEG UTTOOONEG AGYw TOU
loT.

UBIQUITOUS COMPUTING

MepioodTepo atmd otoiodrmoTe dAAO cuvwvupo 6po pe 1o Internet of Things, 10
Ubiquitous Computing (UC) eivai To Aiy0TEPO COAPEG Kal TO TTIO aPnpnuévo oav évvola.
To medio epappoyng Tou UC cival eupy, ekTeiveTal oe OAOUG TOUG TOUEIG TNG ETTICTAKNG
TWV UTTOAOYIOTWYV, CUNTTEPIAANBAVOUEVWY CUCTATIKWY UAIOUIKOU (OTTwg Ta Microchip),

TTPWTOKOAAWYV SIKTUOU, BIETTAPWYV KOl EQAPUOYWV.

MNa va yivel TpayuatikdtnTa 10 UC, éva eupl @ACHa TEXVOAOYIWV TTRETTEI VO OUVOUOOTEI,
OTTwg Brounxavikd dikTua aioBnTApwy, péoa O1adoong (XOAKOG, OTITIKEG iVEG,
nAekTpopayvnTIKG  KOpaTa, uttépuBpeg KTA..) OikTUwaon, RFIDs, M2Ms, ¢opntoi
UTTOAOYIOTEG Kal GAAQL.

Av kai n évvoia UC Trepihapfavel did@opeg TexvoAoyieg, n ouaia tou UC eival n
vonuoaouvn Kal n yvwan yia 1o mepiBaAAov. Me autég Tig TpoUtrobéaeig To UC utropei
va TTPOCQPEPEI XPIOIUEG UTTNPETIEG TTPOCAPUOCHUEVEG OE OUYKEKPIMEVEG avAYKeS TTou Ba

odnyroouv g€ augnuévn TTPOCWTTIKF, AAAG KaI ETTIXEIPNUATIKY, ATTOTEAECUATIKOTNTA.

‘ Ubiquitous Computing

*One Consumer, Many
Computers
*Size and Shape of the

Mainframe

*Many consumers, One
Computer

eComputer used to take up the
entire room

Personal Computer
(PC)

*One Consumer, One Computer

sGeneral purpose Input -Output
Device

*All jobs done on a single device

*H2C (Human to Computer
Interaction)

computer is changed and can
be hidden

*Minimum Human
intervention{No Keyboard, No
Mouse)

*Context Aware

*There can be many devices
which are connected to the
network, each of which does a
small number of things.

*C2H (Computer to Human
Interaction)

Eikéva 3 — Computing Evolution
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2.2.2 O1 kivduvol mTou @pépvel 1o 10T

MNa va ekTINAoOUPE TOug KIVOUVOUG TTPETTEI TTPWTA VA OPICOUME TOUG TTOPAYOVTEG TTOU

SIAUOPPWVOUV TIG CUVORKEG KATA TIG OTTOiEG UTTOPEI va dnuioupynBolv.

EuvdAwTeg Zuokeuég (Vulnerability)

H gukoAia pe Tnv otroia £€vag KaKOBOUAOG XproTng UTTOPEl va aTTokTrioel TTpécacn Kai
€Aeyxo €evog utrohoyioTikoU ouoThuartog, va efayel dedopéva ) va eAEygel kai va
TTopePTTOdioel  uttnpeoieg. TMoAANoi  epeuvnTéG TTIOTEUOUV TTWG Ol OUOKEUEG  TTOU
XpnoiyotrolouvTal oto 10T Ba gival akOua 1m0 EUAAWTEG 0€ OXEON UE TIG OUVNBIOPEVEG
TEXVOAOYIEG TTOU €XOUME ONUEPQ, TTAIPVOVTAG UTTOWN TOUG TTEPIOPIOUOUG TTOU €XOUV,
OTTwG €AAEIYn UTTOAOYIOTIKAG dUvaung yia Tnv €@apuoyn TTapadooiakwy PeBOdwvV

ao@dAsiag.

Mpo66eon (Intent)

To yeyovog Ot pia ouokeur) 10T gival eudAwTn &€ onuaivel autéuaTa OTI KATTOI0G Ba TNV
ekpeTaAeUTEl pE KakOBouAo okotrd. O emmBéuevog Ba TPéTel va amoaacioel dv Ba
XPNOIUOTTOINCEI £€Va KEVO OCPAAEIag EPOTOV TTPWTA UTTOAOYITEI TO TTOAITIKO, OIKOVOUIKO,

oTpaTiwTIKG 1} 61T010U GAAOU €i00UG KEPDOG PTTOPEI VO OTTOKOITEI.

Emimrrwoeig (Consequences)

YTmroBétovTag OTI pIa OUOKEUR gival eUGAWTN Kal évag KakOBoUAog XproTng Exel Tnv
TTPéOeon va eKPETAAAEUTEI TO yeyovog auUTO, TTPETTEI VO OTTAVIACOUNE OTO E£PWTNHA
“Moigg €ival o1 emMTTWOEIG;”. AvaAoyI{OueVol TA TTPAYHATIKE TTPOBAANATA TTOU CUVAVTAUE
oTnV Kolvwvia, €ival €UKOAO va XAPAKTNEIOOUMPE Ta TTEPICOOTEPA YEYOVOTA KEVWV
ag@aAgiag o€ ouoKeuEG 10T TTOU £XOUV EPQAVITE PEXPI ONUEPA WG PAPTEG, PE TNV
£€vvola OTI N €TTIPPOIN TTOU €iXaV O€ ONUAVTIKEG TITUXEG TNG CWAG Mag rATav eAdxioTn. To
ooBapdTEPO EPWTNUA €W €ival €dv TTOTE WPTTOPEl €va KeEvO aoc@aAeiag oto 10T va

odnynoel oe coBapd OIKOVOUIKA 1 KOIVWVIKA TTPORAAUATA.
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O1 TpeIg TTpoavapePBEVTEG TTAPAYoVTEG Pag Bivouv Tn duvaTdTNTA VO EKTIUMACOUME TV
mBavoTnTa evlog £mPBAaBoUg TepIOTATIKOU AOyw KATToIoU KEVOU aopahgiag oto 1oT. Oi
TTEPIOTOTEPOI AVAAUTEG ETTIKEVTPLWIVOVTAI OTOV TTPWTO TTAPAYOVTA, O OTT0iog €ival Kal O
mo emipofog. AMNA yia va TpoBAfwel kaveig Tov TTpaypaTikd Kivduvo, TTpETTEl va
ekTIUAoEl TNV MBavoeTnTa UTTapéng Tou KaTAAANAou ouvOuaopoU aTmd E€UGAWTEG

OUOKEUEG, XPAOTEG HE KAKOBOUAN TTpoBeon Kal eIBAAPBEIG CUVETTEIES.

Mia koA apxn €ival va EEXWPICOUPE TIG CUOKEUEG TWV OTTOIWV N “EKUETAAAEUCN” EXEI TIG
TPOOTITIKEG va  eival emPBAaBRg, Bewpwvrag o611 dev eival O 0O0@OAEiG atrd
OTTOIOOATTOTE ONUEPIVO UTTOAOYIOTIKO OUCTNPA, a@oUu Exel ndn atmodeixTei apKeTA
OUoKOAO va ypa@Ttei ao@AAAG KWOIKAG Kal Ol OUOKeEUEG |oT éxouv pealioTIKOUg
TrepIopIoPoUs (duakoAia evnuepwoewy, EAAEIYPN UTTOAOYIOTIKAG BUVAUNG YIa 1GXUPOUG

aAyOpIBUOUG KPUTITOYPAPNONG OE TIPAYUATIKO XPOVO, KTA.).

MNa va apoupe €va eEaIPETIKG akpaio TTapddelyua, ag KAVOUPE TNV utréBeon OT1 KATTOIO!
Kak6BouAol TTApav Tov €AEyX0 £VOG OEPOOKAPOUG, YEYOVOS TTou Ba odnyolae o€ TTOAU
ooBapd duoTtixnua. MNa va cupBei autd Opwg, Ba ETTPETTE TO TTARPWUA VA PNV EXEl
Kavéva TPOTIO va ETTAVAKTAOEl Tov €Aeyxo. H Tmo €UkoAn TpoAnwn o€ pia TéTola
TTePITITWON €ival n Umapén duvardTnTag YIa XEIPOKIVNTA TTOPAKANWYN TWV QUTOPOTWY

OUCTNUATWV.

H TTpooTiTikA yia emavdAnyn piag emiBeong oe 0T eival kT mou Ba dnuioupyouaoe
apeBaidtnTa yia TNV ac@dAeia TnGg 6Ang 16€aG, aAAG yia va TrpaypartoTroinBei auth n
TPOOTITIKA Ba xpeladdTtav n un e€ouaiodotnuévn Tpdaaacn oxl o€ Jia aAAd o€ XIANIAdEG
O100UVOEPEVEG TUOKEUEG, TTIBAVOTNTA TTOU €ival aTTO HIKPN WG KAl avUTTOPKTN KaBwG

uTTdpyouv TTapa TTOAAEG akaBOpIoTEG HETARBANTEG O€ £va TETOIO €yXEipnUa.

O1 mreploooTepeg ouokeuég 0T, 10laiTepa o€ KaTavoAwTika TTEpIBAAAovTa, Ot Oa
eKTEAOUV KpIiOIPES AeiToupyieg oute Ba amobnkedouv kpioiga dedopéva, TO OTToI0
gnuaivel TTwg akoua Kal €av “xakapiatouv” &g Ba TTpokaAéoouv peydAeg {nuiég. Ouwg
OuOTAPATA OTTWG AUTA TTOU AVA@EPAPE OTNV ElI00YWYHA Tou Ke@alaiou (6TTwg Mupnvikd
€PYOOTACIA KTA.) UTTOPOUV TTPAYHATIKG VO TTPOKAAEGOUV CUCTNUIKG TTpofBAnuata. Apa
£vag AUECOG TPOTTOG VO AVTIMETWTTIOOUNE TOV KivOUVO O€ TTIO ETTIQOPREG CUOKEUEG €ival N
aTTOJAKPUVON Toug atrd To SIadiKTuO — TOUAGXIOTOV PéXpl va KataAdBouue KaAuTepa

TOUG KIVOUVOUG.
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O1 padikég OUVETTEIEG TTOU MTTOPEI va TTPOKANBOUV atmré 1o 10T

MNa va utropéoel pia €miBeon o€ 10T va TTpokaAéoel padikég ouveTtelieg (mass effect),
TIPETTEI va €xel TN duvaTtdTNTA va yivel o€ PeyaAn KAipoka (Scalability). MNa va oupBei
auTo €iTe PO OUOKeUR TToUu eA€yxel TTOMEG GAAeg TTpéTTel va TeBei oe kivduvo (Single
Point Of Failure) eite TTOAEG ouokeuég va TeBoUV o€ Kivduvo Tautdxpova. MNa va
BewpnBei éva yeyovog wg mass effect BEPaia Ba TPETTEI va €xel TTPAYUATIKN ETTITITWON
otnv kaBnuepiv {wr] TTOAMwV avBpwTtwy, dnAadn éva Tpoxaio atuxnua, TTapoTI UTTOPE]
va atrofei Bavatneopo yia Toug €TIRaivovTeg Tou oxAuaTog, O dnuioupyei TTapd pia
MIKPH evOXANon, YE TN HOP®H Cuh@OpPNoNG, yia Toug uttéAoITToug odnyoug, Kal apa d¢

MTTOPEi va KATnyopIoTroindei wg Padikry GUVETTEIA yIa TNV KOIVWVIdL.

O1 ouokeuég 10T Ba ptTopoloav €TiONG va XENOoIUOTToINBouv yia va dnuioupyrioouv
TepdoTia “botnets”, dNAadr] OUOKEUEG UTTO TOV €AEyXO XAKep O OTToieg TTapdyouv
utrepBOoAIKA kivnon oTta dikTua, Pe okoTo Tnv dpvnon utnpeciwyv (DDoS). Me 160eg
OUOKEUEG oUVOEDENEVEG OTO BIABIKTUO O TTANBUCUGG EUGAWTWY CUCKEUWV auEdveTal
onuavTika. BéBaia to DDoS cival TTAéov 1600 ouvnBIoUEVO TTOU avakaAUTITovVTal OAO Kal
MO £EENYUEVEG TEXVIKEG VIO TNV AVTIMETWITION TOU OTTOTE N “paxn” HeTagu emTIBEPEVWY

KOl QMUVOPEVWY Ba guvexIoTel avegapTnTwg TG £EMIENG Tou loT.

ZXETIKA PE TO EVOEXOUEVO KATTOIOU KATOOTPOQIKOU YEYOVOTOG, OTTWG IO TPOHOKPATIK
€TTiBeon pe  avBpwTmiveg amwAeieg, Ba  TPETEl va avaloyloToUPE  TTwG Ol
KUBEPVOETTIBEDEIG YEVIKOTEP BEV TTPOKAAOUV KAIPa “TpopokpaTiag” To oTToio gival Kal TO
KUPIO {NTOUPEVO O€ QUTEG TIG EVEPYEIEG, KAI YIa auTO TO Adyo TTpoTigouvTal GAAou idoug
pEBodOI amd Toug TPOPOKPATES. AuTd Oev aTrokAeiel Tnv ekPeT@AAeuan Tou 10T yia
OIKOVOUIKEG €TTIBECEIG, O OTToieg AdN cupBaivouv, 6TTwG yia TTapddelyua 1o Northeast
Blackout Tou 2003 oTig Hvwpéveg TNoAiTeieg AepPIKAG, TO OTTOI0 TTPOKAAETE {NUIEG
Uyoug 6 dioekaToppupiwy doAapiwv oTnv auepik@vikn KuBépvnon kal 11 Bavdroug.
evikéTEPA TO SIKTUO TTAPOXNG NAEKTPIKAG EvEPYEIEG aTTOTEAEI oOPBapsd TTedio oculATRONG

yUpw o116 TNV ac@aAeia oTo loT.

OAa 1a Tapammdvw pag odnyolv OTO €pWTNUA TNG TTPOBEaNG, KABWG n TTPoBeon eival
TEAIKG QuTh TTOU Kpivel GV N el0aywyr) Twv ocuokeuwv loT oTtn {wn pog avePadel Tov
Kivouvo. Na va kabopicoupe £va TTAdiclo avédAuong Tou piokou Tou 10T, ag £¢eTACOUNE

TIG “KUBepvoeTBETEIS” Ta TeAeuTaia 15 xpodvia, OTToU €xouv auuBei XINAOES TTEPICTATIKG
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KUBEPVO-KATAOKOTIEIOG, KUBEPVO-EYKAAUATOG KOl PEPIKA TTEPICTATIKA TTOU TTPOKAAECTQV
UAIKEG kaTaoTpo®ég. OAa Ta Trapammdvw cuvéBnoav ae pia emmoxn 61ou 1o S1adikTuo
ETMEKTABNKE OTTO PEPIKA exaTOPPUpIa Ot OIOEKATOUUUPIO XPAOTEG Kal TTapOAa autd
Kavéva TIEPIOTATIKO Oev agopd dueca KATola cucokeur] |oT, TopoTl o1 TeAeuTaieg
apiBuouv dioekaToppUpia o€ 6Ao Tov k6ouo. Puoikd kar o Adyog dev gival n €EAIPETIKNA
ACQAAEIO TWV CUOKEUWV 10T, KABwG OTTWG avaEpaue TTapaTTdvw, dev gival KabBdAou
eCaipeTikr). O TpayuaTikdg AGyog gival 6Tl TO KivnTpo atrAd dev €ival apkeTd 1aXUPO yia
va TpaypaToTroinBei pia Tétoia eiBean TpooavatoAiopévn ato Internet of Things. Autéd

oupBaivel €TI0 Ta BaCIKG KivnTpa yia KUBEPVO-ETTIOECEIG €ival OIKOVOUIKG KOl TTOAITIKE.

Auté Tou e€eTaloupe dev gival TO KAT@ TG00 Ol UTTOOOMEG TTou aTnpidovral aTnv
TexvoAoyia eivalr eudAwTeg, aAAd To katd MO0 n eiIcaywyr) Tou loT audvel To TGO
€UAAWTEG gival, KAl N €VIUTTWON TTOU SNUIOUPYEITAI PEXPI TWPA €ival TTwWG N ApvNTIKN

emppor| Tou loT €ival TTOAU pIKPR.

2.2.3 Alaxeipion Tou Kivdivou

Identifiy
risks

Eikéva 4 - Risk Management Process

AuTovopia kai Kivduvog

H amdégeaon yia 1o emimedo auTovopiag e Tn xpnoigotroinon tou loT €ival TTOAU
ONMAVTIKA KaBwg ol Kivouvol Slauop@wvovTal atrd TNV 1I00pPOTTia TNG avBpwITivng Kal

autopatng Asitoupyiag. MNa va TTAPEl KAVEIG AUTA TNV OTTOQACH TTPETTEl TTPWTA VA
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aravtAgel oTo epwTnua “Méco autdvoueg TIPETTEI va €ival O CUOKEUEG;”, TTPAYUO
KaBOAou €UKOAO, aQOU TO GUYKEKPIPEVO EPWTNUA OV €XEl KATAANKTIKY amrdvrnon amo
TNV €TTOXN TNG dnuIoupyiag Tou NAEKTPovikoU uttoAoyioTr. H amdé@aon Aoimmév, yia 10
ETTTTEDO AUTOVONIOG TWV CUCKEUWV Eival pia atré@acn TTou a@opd Apeca Tov Kivouvo.
2€ auTO TO onueio yivetal cageEg Ot dev PTTopoUpe va PIAGue yia Internet of Things gav
Oev BdAoupe 0Tn oUCATNON TNV AUTOUATOTIOINCN, KaI YIO VO CUMBE auTd Ba avagEpoupe
TO TTOPABEIYUA PE €va AUTO-0ONYOUUEVO OXNUa Tou PEAAOVTOG. AG uTToBécoupEe AoITTOV
OTl TO 6XNUa TTopeUeTal aTnV €BVIKA 080, XWpPIG avBpwTivn TTapéufacn evwd 0 odnNyog
ypd@el €va pAvupa GTO KIVNTO TOU. =A@VIKA TTOPOUCIAZETal UIa €TTEIYOUCO KATAOTAON
Kal 0 00Nyog TIPETTEl VO ETTAVAKTHOEI TOV €AEYX0 TOU OXAHOTOG. H euTreipia TTou €Xoupe
amd TOUG aUTOPATOUG TTIAOTOUG OTa agPOTTAGva pag Ocgixvel TTwg n oTréToun auTh
aAAayn dnuioupyei TTOAAOUG KIVOUVOUG, yIaTi o1 TTIAGTOI ETTAPIEVTAlI OTOV UTTOAOYIOTH va
TIETAEI TO AEPOTTAAVA KOl §APVIKG TTPETTEI va TTAPOUV YPNAYOPES OTTOPACEIG XWPIG VA
€xouv améAuTn cuvaiodbnon Twv cuvlBnkwv Kal Tou TTEPIBAAAOVTOG. AKOUa XEIPOTEPQ,
avapibunTa TeEPIOTATIKA OTNV 10TOpIa TWV AEPOTTAAVWY Pag Ogixvouv OTI oI TIAGTOI
ouvnBifouv og TéT010 BaBPS Ta AUTOVOUO CUCTHAPATA TTOU PEIWVETAI TO ETTITTESO TOUG.
Apa eTIOTPEPOVTAG OTO TTOPAdEIYHA JOG, O 0dNYOG TOU OXAUATOG OXI JOVO Ba TTPETTEI
va TTAPEl JIa ypriyopn Kal 0waoTh amo@acn £XovTag eEAAXIOTN yvwaorn yia TNV KataoTaon,

OaAAG Ba TTPETTEN v TO KAVEL £XOVTAG TTOAU PIKPK) EUTTEIPIA KOI KATAPTION.

Apa 10 TTOO0G €AEYX0G Kal auTovopia TrpETTel va 00B¢ei o€ éva ouoTnua egapTtdral aueca
aTrd TO OEVAPIO EPAPUOYNG. Z€ YEPIKG oevApIa OTTOU P@avifovTal armOTOPEG OAAAYEG Ol
QUTOVOHEG OUCKEUEG BEV UTTOPOUV VO AVTATTIOKPIBOUV ATTOTEAECUATIKA aAAG aTTQuTETAl
atrd évav XEIPIOTA va €ival CUYKEVTPWHEVOG KAl AQOCIWUEVOS YIa VA OVTIHETWTTIOE! TNV

kardoTaon.

AuTO onuaivel 6T Péxpl va ptropolue va gipaoTe BERaiol yia Tnv aglommoTia Kal TNV
ac@aAeia Twv 0T cuokeuwy, gival oNUAvTIKO va oxXedIAlouhe CUCTHPATA TTOU dEXOVTAlI
avBpwTTiveg TTopepRAacelg, TOUAdYIOTOV O€ €QaPUOYEG uwnAou Kivouvou Kal PadiKAg
emppong. Mapdt pia Tétola oxediaon eival Aiydtepo KepdoPopa, v avaloyioToUPE TO
TTOOQ A1Td AUTA TO CUCTAMATA PTTOPOUV VA £XOUV PACIKEG ETTITITWOEIS CUYKPITIKA WE TO
oUVOAO TwV oucTnUATWY, TOTE N PEiwWon Tou KIVOUVOU BIKAIOAOYEI TN OoxE€on KOOTOUG-

KEPOOUG.
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AuBevTIKOTTOIiNON KOI KPUTITOYPA@PNON

O1 Texvoloyikég AUTeIG yia TNV ao@aAeia Tou 10T TmeplAapBdvouv KpuTIToypa@non
(encryption) ka1 1oxupy auBevtikotroinon (authentication). H kaAn epapuoyn Twv
TTAPATIAVW MEIWVOUV TOUG KIVOUVOUG OOQAAEIOG Kal IBIWTIKOTNTAG O€ OAEG TIG
£papuoyEG Tou B1adikTUou aAAd n uhoTToinon Toug dev eival TTAvTa €UKOAN. To loT dev
aAAGZel To BaoikéTepo {ATNUa ac@aleiag To otroio eival n ekdIRBnon dedopévwy TTou
00nyei TNV KAOTTI TIVEUUATIKAG IBIOKTNCIAG KAl ATTOPPNTWY ETAIPIKWY KOl TIPOCWTTIKWY
TAnpo@opiwv. H kAot Oedopévwyv Oev amoTeAei 1660 onuavTtikd TPORANUa Kabwg
OUokoAa Kdatrola cuokeur) 10T Ba xpnoipotromnBei yia Tnv amobrikeuon suaiodbnTwy

OedONEVWIV.

H oikovopia Tou d1adIKTUOU €xel XTIOTEI TTAVW OTA TTPOCWTTIKA dedopéva, Ta oTToia ol
XPNOTEG €UKOAa avtaAAdogouv yia va Aaudavouv utrnpeaieg OTTwG atrodeIKVUETAl OTTO
Ta KOIVWVIKG &ikTua. Me TIg ouokeuég 10T, n por] kar gulhoyr dedopévwy Ba ekTogeuBEi
oe Kaivoupylia emmimeda kal Ta dedoupéva Ba ptTopolv va XpnoiuoTroinbouv yia Tn
BeATiwan Twv TTapexOuevwyY UTTNPECIWY. OPwg WIAGUE yia dedouéva OTTWG N TTieon aTta
AGoTIXa €vOG QUTOKIVATOU 1 N péon Beppokpacia evog wuyeiou — apa OxiI yia KATI TToU

Ba ytTopouce va TTapéuRel aTNV IBIWTIKOTNTA VOGS avVBPWTTOU.

H auBevTikoTroinon gival o BacikOg Bpayxvag oTnV aC@AAEIQ UTTOAOYIOTIKWY CUCTNHATWY
KOl MEXPI TWPA N CUPTTEPIPOPA TWV XPNOTWV aAAG Kal oI UTTAPXOUCEG TEXVOAOYIES
KaBIoTOUV cagég 6Tl Ta TTpdyuaTta dev BeATiILovovTal eUkoAa. Or xpAaTeg dev BEAOUV Jia
TrePITTAOKN dladikagia yia va atmokTAcouv TTpoécacn Kal Ta cuoTAuaTa dsv BéAouv va
empapuvovtal ye diadikaacieg Tou dev £EUTTNPETOUV TO Baadikd okotrd Toug. O,TI Spwg o€
douAelel yia Toug avBpwtroug, dev Ba douAéwel kal yia To 10T. O1 ouokeuég loT &¢
O1aB£TOUY, TOUAAXIOTOV O TTPWTN @ACN, TNV IKAVOTNTA VA UAOTTOICOUV TTEPITIAOKQ
OUCTAUATA AUBEVTIKOTTOINONG OTTWG OKPIBWGS Kal 01 XPrOTEG Kal dpa Ba guvexioouv va
oTnpifovTal o€ EETTEPATUEVEG TEXVOAOYIEG Kal va gival EUAAWTEG.

AKOPO TTIO Goxnua €ival Ta TTPAYUATa OTnNV KPUTIToypd@non, OTToU N UTTOAOYIOTIKN
dUvapn TToU ATTAITEITAI YIQ TNV €QAPHOYRA €VOG 1I0XUPOU aAyopiBuou gival TTOAU peydaAn.
EmmAéov Ta TTpoypAupaTa KPUTITOYPA®NONG TTAPOUCIACouV PEYAAN TTOAUTTAOKOTNTO

uhotroinong.

37



Bring Your Own Internet of Things (BYO-loT) wg HoxAdg autopatotroinong diadIKaciwy o€ onueia AlavikAg TTwAnong

JUuvoNikd, Ba xpelaotei va  ypa@ToUv  AIyOTEPO  OTTAITNTIKA  TTpoypduuara
KPUTITOYyPA®nOong Kol QUBEVTIKOTTOINONG VYIG VA MTTOPECOUV VA  EKTEAECTOUV aTTO
ouokeuég 10T NG TTPWTNG yeviag. Kal ava@epOuacTe oTnv TTPWTN YEVIA, KOBWG PE TNV
TEXVOAOYIKN €EENIEN TTOoU Biwoape Ta TEAEUTaia XpOvia OTO XWPO Tou UAIGUIKOU Kal YE TIG
KIVNTEG CUOKEUEG OHHEPA VA €XOUV TTEPIOCCOTEPN UTTOAOYIOTIKN 10U a1Té mainframe Tng
TTponyoupevnGg dEKAETIAG, TO JEAAOV HOIACEl aloIOB0E0 YIa TNV UTTOAOYIOTIKF dUvaun Twv
loT

a

[Formatted: Greek

2.2.4 AvdAuon kivduvou oTo Bring Your Own Device

oing_0[][]

device —

Eikéva 5 - Zuokeuég BYOD

2.2.4.1 Emxpatnon tov Bring Your Own Device

H oUAAnwn Tou BYOD ¢£yive 1o 2003, aAAG xpeldoTnke va TTOPEABEl APKETOG XPOVOG
MEXPI va e&ammAwBei kal va yivel armmodekTd. Zuykekpipéva, 1o 2011 €yive n peydin
giocodog Tou BYOD o1n ¢wn pag, 6tav dnAadn n texvoAoyia Twv smartphones kal Twv
tablet eixe mAéov kaBiepwBei. H aufavouevn Ttieon mou OnuioupynOnke yia Tnv
UTTOOTAPIEN TTPOCWTTIKWY KIVNTWV OCUCKEUWV OTO XWPEO €£pyociag GApaive OTI O
aTTOKAEIOPOG KATToloU €idoug BYOD &ev fATav TTAéov €@IKTOG. H Tdon auth evioxUonke
atré 10 YEYovog OTI Ol EpyalOuevol AEITOUpyoUV TTIO OTTOTEAECHATIKG OTAV YTTOpOUV va
€MAEEOUV TN OUCKEUNR TNG APECKEIAG TOUG YIA va QEPOUV EIG TTEPAG TNG KABNUEPIVEG
TOUG uTroxpewaoelg. H emixeipnon kepdidel €xoviag pdoBacn GTO TTPOCWTIIKG TG Yia
OAn 1n Sidpkela TNG NUEPAG Kal OE OTTOIOONTIOTE XWPO. MepikG atrd Ta o@EAn TToU

MTTOPEi va atroKopioel £€vag opyaviouog givai:
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o dlaxeIpIOTIKA eueAiia
e ££oikovounaon KO6OTOUG
® LUEYIOTOTTOINON TNG IKAVOTTOINONG TWV £PYACOUEVWV
o aTTAOTTOINKEVN UTTOSOUN TTANPOPOPIKAG.
To BYOD Trapéxel etmiong éva upnAd eTmitTredo Aveong yia Toug pyalouévoug.

O TpwTapxIKOG OTOXOG WIAG £TIXEIPNONG €ival n diatipnon Tng ac@dAeiag. Ooov agopd
TOUG €pyadopEvoug, N TIPWTN TOUuG MEPIPVA gival n Aveon Kal guehifia OTO XWPO

epyaoiag kal o€ deUTEPO ETTITTEDO N £§a0PANION TNG ISIWTIKATNTAG TOUG. ,

2.2.5 EvTOoTTIoN6G TOU KIVBUVOU OTnV £@apuoyr Tou BYOD,

€ autd TO ONUEIO PTTOPOUUE VA EVTOTTIOOUME TN WEYOAUTEPN TTPOKANCN G O,TI aPopd
TNV ac@dAcia. Ta eTaipikd dedopéva gival avoiKTd 0€ CUOKEUEG TTAVW OTIG OTToieG Oev
£xel €é\eyxo n idla n eTaipeia, ommdTe Gueca dnuioupyouvTal Kivduvol dloppong A Kal
KAOTTG Oedopévwy. EMITTAéOV O OUOKEUEG QUTEG eival ETTIPPETTEIG O KAKOBOUAO
AoyIOUIKO TO OTTOI0 PTTOPED VO TTPOKOAEDEI BUCAEITOUPYIO ETAIPIKWY EQAPPOYWV KOl OE

AAAeg TTepITTTwOoElg dpvnon uttnpeoiwy (DoS).

2TOV TTOPOKATW TTiVOKO TTAPOUCIAlovTal HEPIKEG OTTEINEG, TA QiTiIa  TOUG Kal Ol

ETTITTITWOEIG TTOU UTTOPEI Va €XOUV O€ JIa ETTIXEIPNON.

Mivakag 1 - ZuvnBiopéveg amrelAég Tou BYOD

TOmog emifeong AiTioAoyia Emmiwoeig

1 KakéBouhog XprioTng KIVNTAG CUOKEUNG
AtTopokpuopévn TTpdoacn o€ KivnTh
OuoKeun atrd KakoBouAo xpAoTn

Aloppon) dedopévwy — Data EAatT@puata — Kevd ac@aleiog e@apuoyAg Euaio@nTEg 5Tq|p|Kég
Leakage KAOTIf KIVTAS GUGKEUAC TANPogopiEg yivovTal
Kak6BouAn spapoyn dnuoéaia TPooBAcIuEg

Social engineering
NAavBaouévn aTroaTOAR ETAIPIKWV
Oedopévwy OE TTPOCWTTIKEG ETTAPES

2 KakoéBouAn mpéBean atmd Tov emTIBEUEVO | ApvNTIKEG ETTITITWOEIG
Karavepnuévn dpvnon EudAwTo eTaipikd diktuo aTOV EGUTTNPETNTH.
uttnpeoiag — DDoS Apvnon UTINPECILV TTPOG

TTEAATEG.

3 Eg@apuoyég AoUpeiol itrtrol (Trojan

Software). KakéBouAog kwdikag
EICEPXETAI € IO EQAPUOYN HE TNV
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Kako6pBouAo Aoyiopiké - Malware | TTpdBeon va etTiTeBei o€ GANEG EQapUOYEG AucAsiToupyia  ETAIPIKWV
KOl OUOKEUEG EQAPUOYWV

20vOeapol aTTd KOIVWVIKG JiKTua Kal
NAEKTPOVIKF aAAnAoypagia TTpog
10éT0TTOoUG PE ETTIBAABEG AoYIOHIKO

2.2.5.1 TovOnikeg onpuovpyiog Kivovvou

YTapYXouv OUYKEKPIUEVOI TTOPAYOVTEG TTOU MTTOPOUV va OnUIoUPYHooUV CUVONAKES

KIvdUvou o€ 6,1l agopd 1o BYOD.

O TpWTOG Kal BACIKOTEPOG €ival N GUVUTIOPEN ETAIPIKWY KAl TIPOCWTTIKWY JESOUEVWV
oTtnv idla cuokeur, KaBwg KaBIoTd TTOAU BUOKOAN TNV €UPECHN MIOG ICOPPOTTIOG UETAGU
TNG TTONITIKAG OOQAAEIOG Kal TNG IBIWTIKOTNTAG, IBIQITEPA OTAV N GUOKEUN eV TTAPEXETAI
atré TNV eTaIpEia oTOV £pyadouevo. Ta TTAPATTAVW TTEPIYPAPOUV TIG IBAVIKEG GUVONKEG

yia va dlappeloouv dedouéva eite ammd o@AAa €iTe atmd KAOKOBOUAO AoyIOUIKO — XPRoTh.

‘Evag deUTEPOG TTAPAYOVTOG EVTOTTICETAI OTNV ACPAAEIA TWV ACUPUATWY SIKTUWV OTTWG
ava@épaPe Kal oTnv €looywyn aAAG PEAETWVTAG TO CATNUA OxI aTmd Tn OKOTIA TNng
TEXvoAoyiag kputrtoypdenong, aAAd amd Tn OoKOTd TNG €QAPUOYNG TWV KAVOVWV
aoQaAgiag, OTTWG EI0AYWYA TEIXWYV TTPOOTACIAG, O ATTOKAEIOUOG EUAAWTWY I0TOXWPWY —
EQOPUOYWY, N XPAON IOXUPWY KWOIKWY Kal O OUXVEG avaBabuiosis oTa TTPWTOKOAAG
ETTIKOIVWViaG. EAv o1 ev AOyw Kavoveg dev eQapuolovTal auoTnpd Kal JE CUVETTEIA ATTO
TOUG UTTEUBUVOUG TOU TUAMOTOG TTANPOQOPIKAG, TOTE TTAAI dnuioupyolvTal OUVOAKEG

KOTd TIG OTTOIEG O KivOUVOG TNG dpvnong UTTNPECiag yivetal uecog,,

2.2.6 Alaxeipion Tou KIvduvou — Texvikég Auoeig — Mepropiopoi — MoAITikég

H mpwTtn ypapur duuvag atmmévavti atnv augavouevn mlavotnta diapporg dedopévwy
gival n TPooTTadeIa €K HEPOUG TNG ETAIPEIOG VO PETPIATEI TIG ATTEINEG TTOU CUVOEOVTAI UE
TO €MIXEIPNUOTIKG TNG povTéAo. Eival onuavTiki AoImmév n Katavonon Twy SIaQOpETIKWVY
TEXVIKWV AUOEWV, TTOU TTpoa@épovTal atmd 1o BYOD, Kal Twv TTEPIOPICHWY TOUG. ATTO
MOVEG TOUG OI TEXVIKEG AUCEIG, Oev avTIUETWTTI(ouv TO TIPOPANPa- XpeldleTal o
OuvOUAOPOG TOUG ME TIG KATAAANAEG TTOMITIKEG. Avayvwpiovtag Tn duokoAia emROARg
ETAIPIKWYV TTONITIKWV € TIPOCWTTIKEG GUOKEUEG, TO TIPWTO Bripa TTPog TNV ac@aAsia ivai

N €pappoyn TETOIWV TTONITIKWY, JE TPOTTO TToU Bev agrvel TTEpIBwpia TTapafioong.
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2TOV TTAPAKATW TTIVAKA TTAPOUCIACoupE TIG TTAEOV aTTOOEKTEG AUCEIG AOPAAEIOG Kal TOUG

TEPIOPITHOUG TOUG.

Mivakag 2 - MéBodol ac@dAeiag oTto BYOD

MéBodog aopdAsiag BYOD

Mepropiopoi kal AVoeig

ZNMAVTIKEG TTAPATNPHOEIS

Aiaxeipion Kivntig Zuokeung
(MDM). AtroteAei pia TexvoAoyia
TToU divel Tov aTrOAUTO €AeyXO
TAvWw OTIG KIVNTEG CUOKEUEG
XPNOIUOTTOILVTAG AOYICHIKG YIa va
KAEIBWVEL, va EAEYXEL, va
KPUTTTOYPA@E] Kal VO EQAPUOLEI
TTOAITIKEG. To MDM atraprigeTal
até duo ouoTaTikd. Eva
MpdkTopa (MDM Agent) o oTroiog
eykabioTaral oTnv QopnTh
OUOKeUn Kal éva EEutTnpeTnTA
(MDM Server) TToU ETTIKOIVWVEI KQI
OuVTOVi€El TOV TIPAKTOPA. ZUVOAIKG
T0 MDM €guTTnpeTei TpEIg
okotroUg. Tn diaxeipion piag
OUOKEURG, T dlaxeipion Tng
Ao@AAEIAG Kal TOV OUYXPOVIOUO
OedopEVwV.

To MDM e¢ival éva peydho Briua
UTTPOOTA O€ 6,TI apopd TNV
atrouyn diappong dedopévwy Kal
NG dlapaveiag.

‘OAo Kal TTEPICOOTEPEG ETTIXEIPATEIG
£@appogouv 1o MDM agoU éxel
OPKETA TTAEOVEKTAHATA OTTWG
KATOXWPENON TNG CUCKEUAG,
pUBION TNG oUVdEDNG,
TauToTTOINGN TOU XPNOTN,
KPUTTTOYpd®non, Kabwg Kai
OUHPOPPWON HE TTEPIOPITHOUG
Trou Baaifovtal oTa
XOPOKTNPIOTIKG TNG KAOE
ouokeung. Mépa ammd
duvatdTnTa yia opioud TTPOWIA,
TNIOTOTTOINTIKWY Kal AOYAPIACHWV
T0 MDM pTropei va TrapakoAouBei
TOTTOBETIEG KOl KAVOVEG.

To MDM pTropei va eQapuooTEi
OTTOKAEIOTIKG O€ KPIOIUES
e@appoyEg TTou dlaxelpidovral
£TAIPIKG SeSOPEVA Kal OXI O€
OAGKANPN TN GUCKEUR.

O1 Aioeig MDM utro@épouv atrd XapnAn
SI0KPITATNTA TOU EAEYXOU.

‘Evag ocoBapdg TepIopIoPOGg o€ pia AUon
MDM eivail n duokoAia yia avayvwpion Tou
TTAaigiou UTTaPENG pIag TTANPOPOPIag.
AnAadn eival SBUOKOAO va eVTOTTIOTEI N TR
Slapporig dedopévwy edv évag KakOBouAog
XPAOTNG TNV TTpaypaToTToINoEl aTTd éva dAAO
Aoyapiaoud f hia weuTikn digtBuvon.

H avdAuan og emiredo dikTUou gival eTiong
aduvarn.

‘Evag GAAOG anUavTIKOG TTEPIOPIOHOG €ival N
apvNTIKA WYUXOAOYIKH QvTINETWTTION Tou MDM
aTTé TOUG EPYOCONEVOUG AGYW NTNHATWY
101WTIKOTNTAG.

Eival aduvarn n améAutn epappoyr) Tou MDM
o€ TIEPITITWOEIG TTou To BYOD dev avagépeTal
e epyalopévoug aAAd o€ TTEAATEG.

‘Exouv TrpoTaBei apKeTEG AUCEIG yIa TO
TTapatavw TPoRARuaTa 6mmwg To BYODroid,
Mia TTpwTOTUTTN UAOTTOINGN €vOG framework
aoc@aAeiag yia To Android OS TToU ETTIKUPWVEI
HoVTéAQ CUMTTEPIPOPAG HUE BATN TTONITIKEG
ac@aheiag, oroTe €§ao@aAidel TNV UTTapgn
£QAPHOYWV TTOU CUUHOPPWVOVTAI HE TIG
TIONITIKEG QUTEG. ZTNV idla KATNYOpPia AVAKEN TO
Secure Meta Market (SMM).

EmimAéov €xouv rpoTaBei kai GAAa framework
TO OTTOIO EVOWHATWVOUV, OE TIPAYHATIKO
XPOVO, TTONITIKEG UAOTTOIVTOG éva oUGTNHA
TpéoBaocng Baciouévo oe POAOUG.

Ta TpApaTa TTANPOYOpPIKAG
TIPETTEI VO TNPOUV TIG
ETAIPIKEG TTONITIKEG Kall
aTaITAoEIG 6Tav UAOTTOIOUV
MDM

ATmraiteital n vopikA KGAuwn
NG ETMIXEIPNONG TTOU BEAEI
va TTapakoAouBEi TIg
OUOKEUEG EPYOAJOMEVWIV.

O1 epyadopevol TTPETTEl VO
€ival EVNUEPWHEVOL VIO TIG
TIONITIKEG EAEYXOU TV
OUOKEUWV.

Mpétrel va dnAwvovTal
ga@wg Ta dIKAIWUATA TNG
ETTIXEIPNONG KOl TOU
epyagopévou £T01 WOTE Va
NV UTTAPXOUV KeVA O€ TUXOV
€PEUVEG.

Mpétel va uttdpxel cUpQWvN
YVWpN Tou K&Be
epyadopévou.

Oa TpéTTel va opidovTal
aTPATNYIKEG AVTIYPAPWY
ao@aAeiag.

Qa mpétel Ta dedopéva TTou
ATTOONKEUOVTAI OTN CUOKEUN
va gival KpuTIToypagnuéva
£T01 WOTE VA PN PTTOPOUV VA
SioBaoTOUV AKOMA Kal EGV
Siappevoouy.

TexvoAoyiaa gikovikoTroinong -
Application virtualization kai
desktop virtualization.

Méow Tng €IKovIKoTToiNONG Ol

MapoTi n TEXvoAoyia EIKOVIKOTTOINONG £XEI TA
SIKG NG 1816popPa ¢nTAKATa UAOTTOINONG,
EEXWPICE! yIO TO OEBATHO WG TTPOG TV
181WTIKOTNTA, €V avTiBeon ue 7o MDM.

[a Tnv amoguyn NG
TTapAvoung HETOPOPAG
Sedopévwy, Kal TNG
kaTdixpnong amolrkeuong,
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XPAOTEG PTTOPOUV VO £XOUV éva ouoTnua

TpdoBacn o€ UTTOAOYIOTIKOUG £IKOVIKOTTOINONG TTPETTEI VA
TTOPOUG IS ETAIPIKAG £Qapuooel GAAa KpioIpa
£YKATAOTAGNG PE TETOIO TPOTTO £TO1 Bripata yia TNV epappoyn
WOTE Ta dedOPEVA VA pnNv TWV TTONITIKWYV OTTWG
aTTOBNKEVOVTAI OTIG CUOKEUEG amaydpeucn avTiypa@ng -
TOUG.

Eivan pia pébodog kard tnv otroia Aa'rru(c’))\)\r]cr].; peTagU

TO TEIXOG AOPAAEIag, N aTTOTPOTIA EIKOVIKAG KAl TTPAYHOTIKAG
€10B0ANG, n avaBdduion, Ta OUOKEUNAG, aTTayopeucn
avTiypagpa ao@aAgiag Kai n UETOPOPAEG apXEIWV, KA.
£TTAVAPOPA YivovTal KEVTPIKA.

2.3 Kpimiki AvaAuon tng BiBAloypagiag

‘Exovtag peAetroel o€ BABOG Toug KIVOUVOUG TTOU TTAPOUCIAgovTal Kal KATToIEG atrd TIG
A0oegig TTou TTpoTeivovTal Oog KABe pia atTd TIG UTTO €E€TAON TEXVOAOYIEG OTTO OXETIKEG
€pEUVEG, TIPETTEI VO €EETACOUPE TTIWIG TA TTOPOTTIAVW E€PAPHOLOVTOl KOl TI ETITITWOEIG

£€XOUV O€ MIa ETTIXEIPNON OTOV TOPEA TNG AIAVIKAG TTWANGNG.

O1 kivduvol TTou avagepbnikav ae 0,7l agopd 1o 10T @aiveTal TTwg ivar ol idlol Kivouvol
TTOU UTTApYouV atro Tn yévvnon Tou d1adikTuou. To 10T atrd pyoévo Tou &€ dnuIoupyei To
£00POG YIO TTEPIOOOTEPEG KAl VEEG ATTEIAEG, ATTAG iowg Oivel KaIVOUPYIEG EUKAIPIES YIa
TNV TIPAYMATOTIOINGN ATTEIAWV TTOU  u@ioTavTal Kal OApepa, AOyw TnG E€AAeiwng
ETTAPKOUG TEXVOAOYIOG yia TNV €EQ0QAANION TNG OKEPAIOTNTAG TWV VEWV OUCKEUWV.
Avaloyigépevol Opwg TNV EAAEIPN KivnTPOU yia TETOIOU €idOUG EVEPYEIEG Kal TNV €EENIEN
NG TEXVOAOYiag UAIGHIKOU, eV UTTOPOUNE TTapd va KOTOAREOUNE OTO CUPTIEPACHA OTI
10 10T €ival pia TTpaypaTika Biwaoiun TEXVoAoyia o€ O,TI apopd 1o BEua TNG ACPAAEING.
Emekteivovtag autd To OKETITIKO OTO XWPO TNG  AIAVIKAG TTWANONG, Ta TrpdyuaTa
yivovTtal aképa o EekdBapa. Oyl povo 1a EEuTTva TTPoidvTa Sev TTAPOUGCIAJOUV YOVIUO
£00Q0¢ yIa eKUETAAAEUON aTTO KATTOIOV KOKOBOUAO AGyw TnG @UONG TNG TTANPOQYopiag
TTou peTadidouv, aAAG eivalr TTOAU SUOKOAO KATTOIOG va Bpel KivnTpo yia pia TETola

evEPYEIQ EKUETAAAEUONG KAl OI ETTITITWOEIG TToU Ba uTTdpyouv TEAIKA €ival EAGXIOTEG.

¢ 6,1 agopd 10 BYOD, Ta mpdyuata cival akopa 1o EekdBapa. OAn n utmrdpyouaca
£€peuva yupw atrd TNV ac@aAeia Tou BYOD emmikevIpwveTal oTo {ATNPA aTTd TN OKOTTIA
NG €TMXEipNONG Kal Tou epyadopévou. E@oocwv dpwg epapudooupe 10 BYOD o€ pia

£QAPUOYNA ME OTOXO TOV TTEAATN, AUECWG Ol TTEPITOOTEPOI KivOuvol e€aAgipovTtal agolu o
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TeAATNG TTOTE O Ba €xel TTPOoRaacn o€ suaioBnta dedopéva TnG €TTIXEIPNONG. Z€ oXEon
pe To DDOS, avoiyetarl éva Pikpd TTapdBupo péoa 1o oTToio pia “poAucpuévn” guokeur) Ba
pTTopoUcE va TTPOoKaAéaEl TTpofARuaTa, aAAd e@Ooov JIAGUE VIO OUCKEUEG TTou Bev gival
ouvoepéveg oTo B1adikTUO aAAG povo oe TotkG OiKTUO, oI TNBAvOTNTEG VO CUMBE KATI
TéTOI0 €ival oxedOV avUTTAPKTEG Kal O €MTTWOEIS apeAntéeg. Ooo n emixeipnon
£QAPUOLEl TOUG TUTTIKOUG KAVOVEG ao@aAEiag TTou 1I0XU0oUV OAuEPa e Ba avTINETWTTIOEI

KaTToI10 TTPORANua.,

2.4 AvOIKTEG BEPOATIKEG TTEPIOXEG

Eival yvwoTtd ammd TToAAEG €peuveg Kal TTapadeiyyara oTov TTPayHaTiké KOouo, Ot n
OWwOoTH €QAPUOYH TNG QAUTOMATOTTOINONG ETTIXEIPNOIAKWY OIAdIKACIWY MTTOpPEl  va
BeATILOTEI TIC TTPOCPEPOPEVEG UTINPETIEG KAl VO TOUG TIPOCOWCEl TTPOaTIBEUEVn agia.
Ymdpyouv Ouwg {nTAaTa TTAvW O autd To Béua Ta otroia Oev éxouv PeAeTnOei o€
BaBog Kal auTd agopouv TTEPITITWOEIG KATA TIG OTToieg pia diadikaaia oTnpifeTal oxedov
ATTOKAEIOTIKA TNV avBpwTTIvn) €TTAPr Kal N aviikatdotaon Tng TeAeutaiag ammd éva
auTtéuarto cuoTnua Ba ptmopouce va BAGwel Tapd va BonBrioel Tnv mmixeipnon. Aueon
OUOXETION PE QUTA TNV TTEPITITWON €XEl 0 KOOHUOG TwV TTWARCEWY. OTTWG avagépape Kal
oTnv €loaywyr autol Tou Ke@oAdiou, O TTWANTAG TTOAAEG QOpPEG eival autdg TTOU

€€a0@aAiel TNV ETMIOTPOPr) EVOG TTEAATN.

YTrdpxel AoITTov Wi AETTTH) ypapuh o€ auto To onueio. Edv wia emixeipnon BydAel amrd
péan Tov TTWANTHA Kai e€eAigel Tn diadikacia TTWANONG €TO1 WOTE va Yivel TTIO ypriyopn Kal
KePBdOPOPA GTO TTAPAV, autd OTO PEAAOV PTTOPET Vva 0dnyroel o€ HIKPOTEPN TTPOCEAEUCN
OTO KaTAoTnua Adyw NG EAAeiwng ema@ng pe avBpwtroug. To Béua autd dev PTTOpPEi
TTapd va €EeTAOTEl ATTO PIO WUXOAOYIKH OKOTTIA KAl {OWG 0 HOVOG TPOTTOG YIa va €TTIAUBET
gival n TTIAOTIK) EQApUOYN HIag TETOIAG TTPOKTIKAG O€ éva aAnBivo katdoTnua, £T01 WOTE

Va UTTOPECOUV VA ££EPEUVNBOUV OI TTIPAYUATIKEG ETTITITWOEIG,,

2.5 Zuptmrepdopara

H uttdpxouca épeuva Kal 0 KOOHOG TNG TEXVOAOYIOG £XOUV EVOTEPVIOTEI TNV ATTOWN TTWG

10 BYO-IoT npbe otn Cwn pag yia va peivel. Ta dedopéva Oeixvouv TTwg Ta
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TTAEOVEKTAHATA TTOU TTPOCPEPOVTAI Eival TTOAU ONUAVTIKOTEPO ATTO  TOUG KIVOUVOUG TTOU

TTAPOUCIACOVTal KAl O TIPAKTIKEG EQAPHOYEG TNG TEXVOAOYIOG OXEDOV AUETPNTEG.

To povo yeyovog TTou iowg €kave KATTOIOV va au@ioBnTioel TNV €miTuyxia Tou BYO-IoT,
gival n apvnon yia oAAayr] TTou UTTdpxEl OTOV KOOPO TngG ayopdg. Ta Trponyouueva
Xpovia amodeixTnke TOAU OUOKOAO va TTEIOTOUV Ol OPYQVIOMOi va UIoBETAGOUV
TEXVOAoyieg TTou akdua gival oTa aTrdpyava, Kabwg TTOAEG @opég o1 AvBpwTTol TToU
ATav utrelBuvol yia TIG atTopdoelg dev ATav diaTeBeIpuévol va avaAdpBouv To pioko HIag

aBéBaing eTévoéuong.

Oa TTPETTEl VO OKEPTOUUE OUWG OTI Kapia €TTIXEIPNON OrPEPQ, TTEPICTOTEPO ATTO TTOTE, OE
B¢éAel va peivel TTiow atmé Tov aviaywvioud o€ 6,TI agopd Tnv TexvVoAoyia. To KAipa otnv
ETTOXN MAG €XEI AVTIOTPOQPEI KAl UIOBETOUVTOI OKOMA Kal TEXVOAOYIEG TTOU £xouv cofBapd
EAATTWUATA KAl TTEPIOPIOUOUG, POVO Kal POVO €TTEION €Keivn Tnv €TToxn BewpouvTal

“rdoeig TG TEXVOAoyiag”.

Apa pE TIG TTPOOTITIKEG €EENIENG OAAG KAl YE TNV TTPAYUATIKY XPNOIUOTNTA TTOU €XEl TO
BYO-IoT, 10 péANAOV poiddel oAU  aic1680&0
yia Tnv armodoxn Kai £Qapuoyn Tou o€ OAO TOV

KOaUO.

Eikéva 6 - BYO-loT
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3. Mpoteivépevo ZUoTNUA

s

Eikéva 7 — Easy Super Market

3.1 MepiAnyn

MNa Tnv 1IKavoTroinan Tou OKOTIOU Kal TwV OTOXWV TNG TTapolaag £pyaadiag, TTPOTEIVETaI
éva  ouotnua  dlaxeipiong  amoBeudTwy, aAITNUATWY  UTTOOTAPIENG, XPNOTWV  Kal
TTaPAYYEAIWY YIO HIa GAUCIda KATACTNUATWY COUTTEP HMAPKET, TO OTTOIO OTNV TEAIKA TOU
MOP®R ETTIKOIVWVEI PE TUXOV AdN utrdpxov ERP, yia Tn BeAtiwon Twv dI1adIKaoIwv

BIayEipIONG TTPOIGVTWYV KaI TTAPAYYEAIWY - AYOPWV.

2TOX0G TOU CUCTAMATOG €ival N XpnoiyoTroinon Tng 10éag Tou BYOD kail n eKueTAAAEUON
NG, YIO TV TTPAYUATOTTOINCT COPWOEWY TWV YPAUHWTWY KWOIKWY TTOU UTTAPYXOUV OTA
TrpoiévTa (barcode scanning) amd Tn PePIG Tou TTEAATN, €101 WOTE va apaipeBei n oupd

aTrd TO TOPEIQ TWV KATAOTAUATWV.

H 18¢éa Tou 10T €10épxeTal GTO CUOTNUA yIa va KaAUyel T diadikacia eTaAnBeuang Twyv
ayopwv: TrpoteiveTal Aoirév n xprion Twv RFID mdavw oTta Tpoidvta Kal n
QVTIKOTAOTAON TWV Tapeiwv atrd “éEutrva Tapeia” Ta otmoia uAotroiouv RFID readers, yia
va PTropoUv va eVTOTTICOUV Ta TTPOIGVTA Kal va eTTRERallvouV TIG TTOCOTNTEG TTOU

BpiokovTal oTo KOAGBI Tou TTEAGTN O€ OX£0N YE TIG TTapayyeNiEG Tou.

OAa autd xpeldfovTal CUVTOVIGHO aTTd HI EQApUOYR EEUTTNPETNTA OTO KABE KOTAOTNUA
aAAG Kal KEVTPIKO OUVTOVIOUO TwV KATAoTNUATWY atmd pia KeVTPIKN €@apuoyr. To
ouoTnua Ba TTPETTEl va €XEl TPOTTOUG va AsiToupyei, TOUAdYIOTOV o€ €TTapKr Babud,
aKOMa Kal av KOTTEl N ouvdeon pe 1o S10dIKTUO, WG €K TOUTOU n Bacn dedouévwy eival

KOTAVEUNMEVN.
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3.2 Eg@appoyn otnv EAAnVIKA TTpaypatikoTnTa

KaBwg dev €xel ummdpgel kamoia eAAnVIK €TIXEipnon — TOUAGXIOTOV OTO XWPEO TG
NavIkAG TTWANONG - TTOU va £X€I ATTOTTEIPABE pIa TOGO PEYAAN TOWN KAl QUTOUATOTTOINGN
otn diadikaoia TTWAACEWV TNG, TTAPOUCIAlovTal TTPOKANCEIG KAl TUXOV €UTTOdIO OTNnV

UI0B€TNON TOU CUCTAMATOG OTNV EAANVIKN ayopd.

MNa va teioTei Aoittév Kaveig va TTpofei oTig aAAayég TTou TrpoTeivovTal, Ba TTPETTEl
KOATAPXAV VO EVTOTTIOOUME KATTOIO TTAPABEIYHA AUTOPATOTTOINONG TETOIWY BIAdIKACIWY

aTrd TO EEWTEPIKO,,

AMAZON GO

Ag Ba pTopolaE Kaveig va Bpel Mo TTPOC@ATO Kal GNUAVTIKO TTapddelyua atd auté Tng
Amazon n otoia 10 2016 €lIcAyaye pia véa uTtnpeoia, o€ TIAOTIKA Yop@r, TV OTToia
ovouddlel Amazon Go, kal gival éva €¢uttvo TTavtomTwAeio. To AekéuBpio Tou 2016 1O
TIPWTO KATAOTNUA, OTO ZNATA Twv Hvwpévwy MoAireiv ApepikAg, avoie Tng TTOPTEG
TOU YIO TOUG UTTOAANAOUG TNG ETAIPEIAG. X€ Eva XWPO TTAVW OTTO 167 TETPAYWVIKA PETPQ,
XpnoigoTtroigital TANBwpa aiobnTpwyv Kal oI XPAOTEG XPEWVOVTAl QUTOPATA, OTO
TOPTOQPOAI  TTou  éxouv  OTnv  Amazon, oOtav efépyxovral amd TO KOTAGTNUA.
XpNOIYOTTOIEITAI YIa TTEPIOPIOUEVOUG TUTTOUG TTPOIOVTWYV KOl OVOAUEVETAI VA QVOIEEl yIa TO

KOIVO péoa oTo 2017.

MNa va Aeitoupynoel n utinpeoia, 1o pOvo TTOU ATTAITEITAI OTTO TOUG TTEAATEG €ival va
0apwoouv To KIvNTO TOoug TNAEPWVO Katé Tnv €i0od0 TOUG OTO KOTAOTAUA KOI N
TexvoAoyia “Just Walk Out” Tng eTaipeiag @povTidel yia Tn xpéwon katd tnv ££000 Toug
atré auTtd, TTapaKoAOUBWVTAG TTETE éva TTPOIGV aPaIPEiTal aTrd 1 ETTIOTPEPETAI GTO PAQI,
VW) KOTOYPAQEl TO Wn@Iokd KaAddr péow Twv smartphones. Otav évag xprotng
TEPATEl TNV TIOPTA TNG €EO00U, TOTE XPEWVETAI AUECWS O AOyaplacuodg Tou OTnv
Amazon. AuoTuxwg auTég eival Kal OAEG o1 TTANPOPOPIEG TTOU UTTAPXOUV YIa To cUCTNUA,
KaBwg TpoKeITal yia  pia KAEIoToU TUTTOU  TeXVoAoyia Tou  @QUAdoOoETal  oav

ETTTACPPAYIOTO YUOTIKG aTTd ThV ETAIPEIQ.
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To olotnua Tng Amazon avoTTUXOnke pPe OKOTIO Tn dnuioupyia HIGG OyOPACTIKAG

EUTTEIPIOG XWPIG XPOVOROPES OUPEG OTA TAUEID EVOG KATAOTHMATOG.

Baoikd oToixgio TTOU TTPETTEI VO ATTOKOUIOOUME aTTd TO Trapatmdvw TTapddeiyua gival n
diatipnon Tng duvatdTnTag TOu TTEAATN VA YwVioel hge Tov TTapadooiakd TpoTTo. Autd
oupBaivel kaBwg &¢ Ba pTTOpoUCE KATTOIOG va OTnpifel OAeg TIG TTWAACEIG TNG
€TMXEIPNONG TOU O€ £va aQUTOUATOTTOINUEVO aUaTNua. PavTaoTeiTe éva OevapIo KATA TO
OTT0i0 EVTOTTIETAI KATTOIO KEVO aO@AAEiag, Kal E0TW Kal yia Jia wpa To oUoTnUa TTPETTEI
va TTapapEivel KAEIOTO. Ze éva KatdoTnua 1000 PEYAAO, pE TGOO KOOUO, pia wpa Tng
NUEPAG XWPIG TTWANGN onuaivel TEPAOTIO KOOTOG Kal agoU Kapia TexvoAoyia 0T — kapia
TeEXVoAoyia yevikoTepa - dev £xel ammodeixTei amoAuTa failsafe, xpeidletal TOUAGXIOTOV N

elcaywyr TAsovaopwy (redundancy) yia Tnv egacpdiion Tng adidkoTTng Asiroupyiag,,

To kardoTnua Tou péAAovrog otnv EAAGSa

Eidaue Twg 0 dPOPOG YIO AUTOUATOTTOINUEVEG TTWARCEIG £XEl avoitel Kal yaAioTa amo
Mo eTaipgia BIGONUN YIO TA TEXVOAOYIKG €MITEUYUOTA KOI TIG KOIVOTOMiEG Tng. Oa
pTTOpoUcE pia €AANVIKA €TTIXEipNOon va akoAouBAoel Tov idlo dpopo; Ag dolue TTou
BpiokdpacTe oAuepa. 10 TTOPAKATw Sidypappa BAETToupe TV €EEAIEN TNG agiag Twv
TTwAoewv (value sales) Twv Super Market otnv €AAnviK ayopd Tnv TeAeuTaia

TETPAETIAL.

(Mnyn: IRl InfoScan, Market view year 2015, 2016 [15])

-1.4%
-2.1%

-6.5%

YR 2013 VI 28 YR 2015
YR 2016

Eikéva 8 - Value Sales Trend
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OT1Twg pTTopoUYE va BIOTTIOTWOOUME Ta PEYAAA KATAOTAPATA £XOUV UTTOOTEI 0ORBapég
ETTITTITWOEIG ATTO TO YEVIKOTEPO OIKOVOMIKO KAiPa TTou €TTIKpaTEl. H emToXA AoITTdv poiddel
1I0aVIKA IO TNV €1I0aywyr] MIOG Kalvoupyiag 106ag — TeXVOAoyiag otnv ayopd, agou n
OTAcINOTNTA TTOU ETTIKPATEN £XEI WG ATTOTEAETHA T OTABEPr) TITWON oTIS TTwARoelS. Kai
MOVO n TTPOOTITIKA TNG aAAaYAG TTOAAEG QOpEG ival IKavr) va dnuIoupyrnoel KaAUTEPN
wuxoloyia oTOUG KATAVOAWTEG, a@ou SIaTTIOTWVOUV Wia TTpooTTdleia yia eEEMIEN Kal

KAAUTEPN TTAPOXI] UTTNPECIWV.

Em Aéov, n peiwon Tou TpoowTrikoU oTa Tapeia, epécov Ba ummdpxouv Kai “€Eutrva
Tapeia”, EVEPYOTTOIET OIKOVOUIKEG OTPATNYIKEG MEIWONG TINWYV TTou Ba puTTopoUv duvnTIKA
va TTapEXOUV akOua éva KivnTpo OToug KatavaAwTég. Ta kKivnTpa 1Tou dnuioupyouvTal
ME TNV €1I0aywyr €vog TETOIOU CUCTAMATOG €ival TTOAAG, a@ou divetal €mmiong n
duvatdTNTa OTNV ETIXEIPNON VA TIPOCPEPEI TTPOVOUIA KOl TTPOCPOPEG O OGOOUG

XPNOIYOTToIoUV TO GUCTNHA.

ATé TNV TAeupd TOU KaTavoAwTrh, N afia uiag TETOIOG AUTOMATOTTOINONG, MOIAEl
TTPOPAVNG. Xwpig va XpeIAZeTal TTAEOV AVaUOoVT WG Kal YIa WP OTIG OUPEG TWV TANEIWY,
N AyopaoTIKA €UTTEIpIO BEATILOVETAL. ZE€ OXETIKN £PEUVA TTOU TTPAYUATOTTOINONKE aTTO TNV
Redshift Research [16] To MdpTio Tou 2015 otnv MeydAn Bpetavia diammoTwonke Twg
10 73% Twv Bpetavwy gival atroyonTeupévol aTTé TIG OUPEG OTA KATAOTAPOTA KOl TTWG
Ba nBeAav n eutrelpia Tou On-Line Shopping pe KATTOI0 TPOTIO va HETAQPEPBEI OoTOV
TTPpayHaTiké KOopo. EmimAéov BpéBnKe TTWG Ta KATACTAUATA XAvouv Kabnuepivd 1lipo

Uyoug £3.581 e€aitiag Twv oUpwV OTA TAUEIA.

To couttep PAPKET gival 1I8avIKOG XWPOG YIa va TTPAyUATOTToINGEl N auTopaToTTOINGN TNG
dladikaciag TTwANoewy, KaBwg dev avTieTwTTICEl éva atrd Ta cofapd TTpofAruaTa TTou
ava@EéPAPE OTO TTPONYOUNEVO KEQAAAIo. AuTO TNG ATTOPNAKPUVONG TOU TTWANTA Kal dpa
NG avBpwTvng emapig. O1 TTwAATEIG Og TEToloU €idoug KaTaoTAuaTa e BagifovTal

oTnV IKAVOTNTA TOU TTWANTHA — OGAAG ATTOKAEIOTIKG GTOV TTEAATN .,
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3.3 Mpoteivopevo povréo

Ev avriBéoel ye To oloTnua Tng Amazon, To oUCTNUA TToU TTPOTEIVoUNE OE XPEIACeETal
KATTOIOU €id0UG Kalvoupyla TexvoAoyia yia va uAotroinBei. Ztnpifetal oTiG SOKINAOUEVEG
TexvoAoyieg Tou Barcode kai Tou RFID. Ta barcode, mou Adn cival armrapaitnta ota
TTpoidvTa, dev XpeiadovTal €18IKE PnxavAiuata yia va diafactolv, aAAd autd pTropei va
yivel ye éva atmAo smartphone. Ta RFID gival pia texvoAoyia yvwoTh atré Ta péoa Tou
TIPONYOUPEVOU AIWVA KOl IKAVOTTOIE TIG ATTAITAOEIG TToU €XOUME OTa TrAaiola Tou
ouoTAuaTog pag. H mpdéraon Aoirdv gival n autoparotroinon tng diadikaciag TTwAnong
— KAl CUYKEKPIYEVA TNG oupdg Tou Tapeiou (Checkout) — péow TNG XpnoipoTroinong £vog

ouvduaopoU Twv U0 TTPOAVAPEPBEICWYV TEXVOAOYIWV.

3.3.1 EpeuvnTikég utroBéoe€ig

MNa va Yropégoupe va epapuoooue éva TETolo gUOTNUA, EEKIVAUE PE TNV TTapadoxn OTi
OAa Ta TIpOIGVTa TTPETTEl va OTTOKTAIoouV Tavia RFID. To K60TOG yia éva TETOIO
eyxeipnua Ba el va peAeTNBel atmd Ta evdiagepoueva PéPN, yia va dIaTTIOTWOE
Tro10G TTPETTEl va To avaAdBel. MNvwpifoupe 611 Ta Barcode TuttwovovTal kai TotroBeTodvTal
OTIG CUOKEUAOIEG aTTO TOUG TTapaywyous, dnAadr To KOOTOG eTTwHICeTal € OAOKARPOU O
KOTAOKEUOOTHG TOU TTPOIOVTOG Kal 01 To KatdoTnud. Ta KatTaoTAPATa OrpePa atrairouv
Tnv UTrapén Twv Barcode ota mpoidvTa yia va Ytmopouv va diaxelpifovtal TV atrobrikn
Kal TIG TTWANACEIG TOUG Kal Ol KATAOKEUAOTEG €ival KATI TTapatmdvw otmd TTpobupol va
TTANPWOOUV TTEPIGOOTEPA XPrMATA yia va €xouv Tn duvaTtdtnta va Bafouv Ta TTpoidvTa
Toug oTa pdgia Twv KataoTnudTwy. To RFID Ba ymmopouce va evowpatwOei A pe Tov

id10 TPOTTO ) PE TO KATACTNMA VO ETTWHICETAI TNV €UBUVN — KAl TO KOOTOG — IO QUTO.

¢ OeuTepo eTiTTEdO Ba XPEIOOTEI N KATAOKEUN MIog véag ouokeung RFID yia tnv
avayvwpion Twv TTPoidvTwy oTo KaAdBl. H TtexvoAoyia utrdpyxel ndn aAAd n ouokeun
auTh Ba TTPETTEN va ival PKETA PHEYAAN WOTE va XWPAEl £va KOpOTOl GOUTTEP UAPKET, Kal
va UTTopEi Pe akpifela va evroTrifel Ta TTPOIGVTA, Kal Ta OTOIXEIO auTwy, Yéoa Tou. Ta
TTapatrdvw TTPoUTToBEéTOUV avadidpBpwaon KATTOIWY TAWPEIWY TOU KOTAOTAMOTOG Kal

QVTIKATAOTOONG Toug aTTo Ta “Egutiva Tapeia”.
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Mepaimépw HEAETN XpelddeTal 0TO BEua TG aTTOXWpPENONG amd To KATAoTNUa yia va
atro@eUyovTal KAOTTEG. PuaIKG OTav KATToI0G TTEAGTNG £XEl ouvdEBEi 0TO oUOTNUA, OAEG
Ol KIVAOEIG TOU PTTOPOUV VO EVTOTTIGTOUV KAl va 0dnyrjoouV TTiow O€ KEIVOV, Apa TETOIEG
TEPITTWOEIG Ba TTPETTEl va BewpnBoulv Treplopiopéveg. AANNG xpeidlovtal péTpa yia Tnv
QVTIUETWTTION OQOAUATWY OTIG TTapayyeAieg. AnAadn, o6tav €vag TeAATNG €xel OTO
KapOToI Tou 2 TTP0idvTa, aAAG KaTd AdBog Oev £Xel capwoel — Kal dpa dev £xEl TTANPWOEI
— yia TO éva, TOTE TO OUOTNUA TIPETTEl va UAOTTOIEl PEBBBOUG yia €TavATOTTOBETNON

XPNHATWY, ouvéXIon 1| CUUTTANPWON TTapayyeAiag aAAG KAl QUOIKAG TTANPWHNG.

Atraiteital n duvardéTnTa TTapdkauwng oAOkAnpng tng diadikaciag f pEPoug auTtAg, Kal
ETMOTPOPN] OTOV TTAPAdOCIAKO TPOTTO TTWAACEWV O€ TTEPITITWON TTOU TTAPOUCIACTEI

oT1To1081TToTE TIPORANUA PE TO KaIvoUpylo oUoTNUa.,

3.4 MNMeprypaen povTéAou

To olUoTtnua amoteAeital ammd 2 Bacikég epappoyés. Mia e@apuoyr €EUTTNPETNTA TTOU
€KTEAEITOI OTO KGBE KOTAOTNPA — KOI O€ €va KEVTPIKO £EUTTNPETNTA - KaI Yia EQOpUOYN

KIVNTAG GUOKEUNG.

MNa tTnv ulotroinon NG €PapuoyAg €EuTTNPEETNTA €TTIAEXOBNKE n TexvoAoyia Tou Fog
Computing, 6pog 1Tmou dnuioupynBnke atd T Cisco Kal ava@EéPETal OTNV ETTEKTACN TOU
Cloud Computing otnv akpn Tou BIkTUOU HIag €mixeipnong. Emiong yvwoTtd wg Edge
Computing, d1EUKOAUVEI TN AgiToupyia Twv SIKTUGKWY UTTNPECIWY, HETAEU CUOKEUWV Kal

KEVTPWYV OEOOUEVWV.

O kevrpikdg €§uttnpeTnTAG Acimoupyei oto Cloud (ESM CLOUD) kai ammoBnkevel 1a
OTOIXEIO TV XPNOTWV — TIPOCWTTIKEG TTANPOPOPIEG, GTATIOTIKA ayopwv / Aoyapliacuod
KTA — €701 WwoTE va eival Tpoofdoiya amod 1o diadiktuo. Etiong, uhotrolei BIETTOQES Yia
BIaXEIPIOTEG, XPNOTEG Kal pnxavég (APIs). O1 diaxelploTég éxouv Tn duvatoTnTa va
€iI0éABouv OTO OUOCTNUO KAl va TIPAYUOTOTTOIROOUV OdlaXeipion xPnNoTwy, E£TAuon
aITNUATWY UTTOoTAPIENG, dlaxEipiIon KATAGTAONG UTToKaTaoTnuaTwy (branches) — kai
oTamioTik)  avadAuon. O1 xpAoTeg pmopolv va eTmegepyacTolv Ta  OTOIXEiIQ TOU
AoyaplacpoU Toug, va TTIPOCHECOUV XPHHATA OTO NAEKTPOVIKO TTOPTOPOAI TOUG, va

oteilouv airpaTa uTTooTrPIENG Kal va douv To 10TopIkG TTapayyeAlwy Toug. To API
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TIPOOPEPEL TNV dIoUVOEC TTOU XPEIAZOVTAl TA UTTOKATACTAUATA YIa va €vTOTTi(ouV Td

OTOIXEIO TWV XPNOTWYV, KABWG autd BpiokovTal udvo GTOV KEVTPIKO EEUTTNPETNTH.

O kd&Be e€uttnpeTnTAG-KOUBOG (ESM BRANCH) Acitoupyei ToTTiKG OTO KAGBE KATdoTnua
(Fog) kai atroBnkevel oToIXEia yia Ta TTPOIGVTA Kal TIG TTapayyeAieg Tou KaBe xproTn.
KdaBe T€T010G KOUBOG UAOTTOIET BIETTAPEG yia BIOXEIPIOTEG Kal pnxavég (APIs). O
BIaxeIpIoTEG €xouv Tn duvaTtdTnTa va dolve ot {wvTave XpOvo Tng TrapayyeAieg TTou
gival uttd €€ENIEN, va TTapakoAouBrioouv To 1I0TOPIKO KABE XPAOTN OTO CUYKEKPIUEVO
UTTOKATAOTNHA, VO  ETTECEPYAOTOUV  XPNOTEG (ETTIKOIVWVWVTAG HE TOV  KEVTPIKO
eEUTINPETNTA) va TIpooBécouv - emeepyacTolv TTPOIGVTA KAl KATNYOPIEG Kal va
TTapakoAouBouve Tnv KaTdoTaon Twv atmmoleudtwy. To APl mpoc@épel Tov KOUBO
81a0UVOEDNG YIa TIG KIVNTEG CUOKEUEG Kal AEITOUPYEi JOVO PHECW TOu acUpUAToU BIKTUOU
TOU KOTOOTAUATOG. 2ZUVOAIKA O €EuTTnPeTnTrG-KOUPBOG Acimoupyei Tavw o€ dU00
Ola@opeTika OikTua. ‘Eva e§wtepikd dikTuo, pe diadikTuakr TTpéofBacn, €101 WOTE va
ETTIKOIVWVEI JE TOV KEVTPIKO EEUTTNPETNTH KAl £va E0WTEPIKO KAEIOTO BiKTUO ETTIKOIVWVIAG
ME TIG KIVNTEG OUCKEUEG. ZTn Sour Tou deuTePOU JIKTUOU 0 £EUTTNPETNTAG avaAapBavel To

poAo Tou Router, Tou DNS Server, Tou DHCP server kai Tou WEB Server.

H kdBe KkivnTr) CUOKeU TTOU €KTEAEI TNV e@appoyr TTEAETn TTpETTel va ouvdeBei oTo
KA€EI0TG  OIKTUO TOU KATOOTAPATOG, TIoUu Trapéxel aoc@aieia WPA-2 yia  1nv
KPUTITOYPA®NON TNG ETIKOIVWVIAG, £TOI WOTE VA UTTOPECEI VA XPNOIMOTTOINCEl TO
guotnua. O xpnotng, a@ou ouvdebei kal €igdyel Ta OTOIXEIQ TOU Aoyapiaguou Tou,
MTTOpEi va gekivioel pia véa TTapayyeAia gapwvovTag TpoidvTa Kai BAfoviag Ta OTo
KaAdB1 Tou. OtroTe gival £éToIgog va @Uyel eMIAEyel va Kavel checkout atrd Tnv e@apuoyn
KOl TTPOCEPXETAlI OTO “€EUTTVO TaMEID” yia TNV €mPBeRaiwon Kal atroxwpenon omé 1o

KaTdoTnua.,

3.5 Zuptmepdopara

To ava@epduevo POvTEAO BeATivel OX1I MOVO TNV euTTEIpia TOU TTEAATN aAAG Kal TN
A&IToupyia Tou I8i0U TOU KATOOTHNATOG TTAPEXOVTAG UTTNPETIEG KEVTPIKAG dlaxeipiong Kai
TapakoAouBnong. MpocoBétel duvatdtnTeg avaAuTikAG (Analytics) oe oxéon pe TIG
TTWAACEIC apoU Ta YEWXWPIKA KAl  dnuoypapikd Oedopéva  TTou  CUAAEéyovTal

TTAPOUCIAgouv PEYAAO EVOIOPEPOV KOl EUKAIPIEG yIa BEATIWON Twv UTTNPECIWY. ETITTAéOV
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n TapakoAouBnaon Twv ammobeudTwy ammd KABe KatdoTnua aAAd Kal atrd €va KEVTPIKO
guotnua BonBdael kai oTn BeATiwon Tou CuaTAPATOG aTToBAKNG. ATTO TNV TTAEUpd TOU
XpAoTn n diadikacia Tou Checkout BEATILOVETAI Kal YIVETAI TTIO YPrYOPN EVW TAUTOXPOVA
ME TNV UTTAPEN 1I0TOPIKOU ayopwyv UTTOPEI va TTpayuaToTToINael KaAuTepn dlaxeipion Tou

TrpoUTToAoyIouoU Tou.

Eikéva 9 - Android Cart
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4.1 TMepiypaen 31a81KOOiag TTOU COUTOMATOTTOIEITAI

4. Agitoupyia TOUu CUCTAPATOG

O1wg €xouue avo@épel aTa TTponyoudeva Ke@AaAaia, oTOXOG TNG €pyaciag eivar n

autopatotroinon Tng diadikaciag TwAnong — Checkout oe éva Zoutrep MdpkeT. Ag

doUpe Aoitév Twg uAoTroigital n diadikaaia auTr) HEXPI OMHEPQ.

2Ta TTapOoKATW oxfAuara Trapoucialoupe Tn dladikacia o€ popery BPMN, pe mivaka

diepyaciwyv Kai ye didypappa Activity On Arrow.
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Eikéva 10 - Aiadikaoia Checkout onpepa
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MNivakag 3 - AvaAuon Sigpyaoiwv Aladikagiag Checkout

Aigpyaocia Meprypaen Ega'prd'rm
atmd

1 O eAATNG TINYAiVEI OTO TOPEIO PE TO KOAGOI Kavéva

2 O eAATNG ¢NTAEl va KAVEI OAOKARPWOT TWV ayOopwv 1

3 O utaAAnAog SlaAéyel £va TTpoidv aTrd To KAAGOI! 2,5

4 O uaAANAOG CapwVel TO TTPOIGV 3

5 To kaAdBi (Sev) €xel GAAa TTpoIGVTA Kavéva

6 O umadAAnAog ¢nTdel atrd Tov TTEAATN TTANPWHR pE TN PéBOBO TTPOTiNONG Tou 5

7 O TeAATNG €TTIAEYEI TPOTTO TTANPWUNAG 6

8 O TeAATNG Sivel TNV KAPTA aTOV UTTAAANAO 7

9 O TeAATNG divel Ta HETPNTA GTOV UTTAAANAO 7,15, 16

10 O umaAAnAog Trepvdel TNV kapTa oto POS 7,8

11 O uTGAANAOG PETPAEI Ta XprUaATa 7,9

12 O TeAATNG €l0dyel TOV KWBIKS TNG KAPTAG 10, 14

13 EmBeBaiwon TANpwung amé To cuoTnua 12

14 H mAnpwun (8ev) amroppi@Tnke Adyw AavOaouévwy OTOIXEIWYV 13

15 H mAnpwur (8ev) amroppipTnke Adyw EAAEIPNG UTTOAOITTOU 13

16 Ta xprivata gival / dev gival apkeTa 11
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17

18

19

20

21

O umdAAnAog divel Ta péoTa 11, 16
Ta péoTa gival / dev gival owoTd 16
H mAnpwun k&pTag emReRaIWONKE 14,15
O meAdTNG Traipvel TNV kK&pTa a6 T0 POS 19
19 & 20,

‘Ekdoon amédeigng
17 & 18

41 —
N /
Vi N\ [
Y. . _________————)
£ 5 >

Eikéva 11 - Activity on Arrow Diagram
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H diadikacia 1Tou Tepiypdyape TepIAauBavel Tpia gupueTéxovta pépn. ‘Evav teAdrn,
évav UTTAAANAO kal éva ouTOPOTO OUCTNPO, TO OTI0I0 QUOIKG ETTIUEPICETAI O€
TTEPICOOTEPA OTNV TIPAYMATIKOTNTA, aAAG n TrepaItépw avaAuon TOU yia auTh TNV
meplypa®n eival epitt. KaB 6An 1 didpkeia Twv digpyaciwyv 3 — 5 o uttdAAnAog eivai
AVOYKAOUEVOG VA OOPWVEL EVa-Eva TA TTPOIOVTA Kal O TTEAATNG HEvEl ATTPayog atrAd
TTEPIMEVOVTAG VA TEAEIWOEI N odpwaon OAWV Twv TTPOIGVTWY Yia va TTAnpwaoel. ‘ETTeira
€pxovtal ol dlgpyacieg TTANPWHMNAG, OTTOU UTTAPYXOUV TTOAAEG TTAPAPETPOI Kal gival
ETTIPPETTEIC 0€ TPAAMATA KAl aTTo TIG dUO WPEPIEG, T OTTOIA PTTOPEI va 0dNnyroouv o€
aképa TTePIoadTEPEG KaBuoTepraelg. Av TTpoaBégoupe aTnv Trapamdvw diadikaaia Kai
TO XPOVO QVOUOVAG HEXPI va @Taooupe oTn Olgpyacdia 1, 161€ T0 TTPORANUQ yiveTal
APEOWGS EEKABaPO Kal 0 AOYog TTou XPEIGZETal N QUTOPATOTTOINCN CAPAG.

MrropoUue Aoirév va petaTpéywoupe TNV TTapatrdvw akoAouBia diepyaciwv eigdyovtag

oTtn d1adikacia To TTPOTEIVOUEVO OUCTNHPA. XTO TTAPAKATW OXMMA TTApoucidloupe TNV

avavewpévn diadikaaoia.

TN Tiden
TIpOGEpXETal G0
€131k TapEio pg T0

10 KIVNT6 610
KahaB! ko 0
TREPVAE OTIO TOV
£151ké SiBpopo
o0 Taptio

KIVNTO Kaonl 10 KehdBt
00

NEAATHX

("H okokRipwan |
™G ayopdq
avaBiAETa ki
oy nvéen o Tov
X TEAdTn Vo Biepynaiog
ohoKhnpeGE Ty
Tapayyehia aro
TO KIVNTO

[ Toglompua |
avoyveapilel
CUTKELT TOU
ITEEAGrT Kon BAETTEL
TV Katdotaon
TG Tapayyehiag

Tthog Blepyaaiag

H oAoKAT pwon
MG ayopic
avoBaAsTon ko
Ztéitan arto tov
TEAGT var
SiopBayos v
TapayyeAia Tou

To olotnpa
averyveapilel T
TipoidvIa oTO
KaAd0i erreo Tl rfid

AUTOMATED SYSTEM
z
2

‘Ekdoon
artodegng

XP'EQTH

Eikova 12 - Aladikacia Checkout oto ESM
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Ag doupe Kkal TTWG MPETATPETTETAI O Trivakag dlepyaoiwyv Tng dladikaciag agou yivel

QVTIKOTAOTACH TOU UTTAPXOVTOG TaUEIOU atrd To “€EUTTVO TaUEID”.

Aigpyaocia

MNivakag 4 - AvdAuon digpyaoiwv AvadiapBpwuévng Aladikaciag Checkout

i ESaprdron

Mepiypaen n
amod

O TeAATNG TINYaiveEl OTO TAPEIO PE TO KAAGBI Kail TO KIVNTO Kavéva

O meAaTNG BAgel To KAAGB! Kal To KIvNTS aTO EIBIKG TapEIO 1,4,7

To oUoTnua avayvwpigel TN CUOKEURA Kal TNV KATAOTOON TNG TTapayyeAiag 2

H mAnpwun (8ev) €xel ohokAnpwOEi 3

H Ayopd avaBdaAAeTal kai epeavideTal privupa otov TeAATn yia oAokAfipwon 4

To oloTnua avayvwpidel Ta TTPOIGVTa Kal TIG TTOGOTNTEG TOUG GTO TTPAYHATIKS Kal

WnNoIoKo KOAGO!

H olokAfpwon Tng ayopdg avaBaAAeTal, Ta XPriHaTa ETTICTPEPOVTAl KOl

ep@avigeTal urvupa oTo XPAoTn yia 816pwan Tou KaAabiol

‘Exdoon amodeigng 7

TéNog, omnv emopevn oeAida, TTapoucidfouye Kai TO avavewpévo activity on arrow

O1dypaua TTOU TTPOKUTITEI OTTO TOV TTAPATTAVW TTIVOKA.
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Eikéva 13 - Activity on Arrow Diagram Avadiap8pwpévng diadikaciag Checkout

H peiwon kai gévo Twv BnudTtwy TnG dIadikagiag Jag odnyei GTO GUUTTEPATUA TTWGS N
autopartotroingn NG Ba peiwve 10 XpOvo oAokAfpwaong onuavtikd. EmimAéov o évag
atrd Toug dUO CGUUUETEXOVTEG TTAEOV gival auToparoTroinuévo oUoTnuad, Kal dpa dev

eigdyovTal kaBuaTepoeig Adyw avBpwITivou AdBoug aTrd Tn PEPIA Tou.

H pévn mepimtwon 1ou elocdyeTal kabuaTtépnon eival amd AdOn Tou TTeAATN. Ze TETOIQ
TTEPIOTATIKA ATTAITOUVTAI KATAAANAOI XEIPIGUOI yIA TNV OTTOQUYH TEAUATOG — EVOEXOUEVWG

Kal ETTIOTPOPN) O€ KaVoVIKO Tapeio yia TNV oAokAfpwaon Tng diadikaaiag.

To kdaTOG Xpovou odpwaong Kal TTANpwuNAg TN diadikaciag Checkout, yetagépetal amod
TO TOPEioO Kal Tov UTTGAANAo, oTtn diadikagia ayopdg kai Tov TeAdTn. O TeAdTNg
KaTavaAwvel AdN xpovo TTaipvovTag £va TTPoidv atrd To pA@l Kal TOTTOBETWVTAG TO GTO
KapoTol, dpa n TPOCGOAKN PIag HIKPAG KaBuoTépnong yia Tn odpwaon Tou TTPOIOVTOG

gival oxedov aueAntéa. EmimTAéov n kaBuoTépnon auth €I0AyETal O OnuEio TNG
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OUVOAIKNG BIadIKagiag ayopwyv OTTou dev EPQAVICETAI CUCCWPEUON avBpWTTWY Kal dpa
€KOETIK augnan Tou xpAvou TTOU QTTAITEITAI yia TNV OAOKAAPWON TNG EVEPYEIOG OE

avtiBeon pe 1O Tapeio, 61TOU TTPETTEl va AdBoupe uTTéwn pag Kai Tnv UTrapén ToAAWY

avOPWTTWY TTOU TTAPAMEVOUV ATTPAYOI OO0 TTEPINEVOUV OTNV oupd.,  Formatted: Greek

4.2 ApXITEKTOVIKN ouoThHATOG - TexvoAoyikég EmriAoyég — YAotroinon

4.2.1 EicaywyR

To cuoTtnua Easy Super Market (ESM) 6TTwg ava@EpBnke aTo TTPONYOUUEVO KEPAAQIO
ulotroigital TTavw o€ apyiTektovik E§uttnpetnT — MNeAdtn (SERVER - CLIENT), pe T
dla@opd OTI 0 €CUTTNPETNTAG aKOAOUBEi eTTiong Tnv idla ApPXITEKTOVIKA O€ €TTiTTEdO

KEVTPIKOU - TOTTIKOU SIOKOUIOTH.

Ma TNV avaTTuén TG e@appoyng eEUTTNPETNTH ETTIAEXBNKE N YAWOOA TTPOYpAPATIONOU
PHP. H PHP eivai pia avTikeiyevooTpa@Ag YAWOOoa TTPOYPAPMATIONOU TTOU €KTEAEITAI
atré TOV Server Kal XPNOIUOTIOIEITAI KUPIWG yIo avaTITUgén e@apuoywy 1o1ol. Ma tnv
ekTéAeon Tng amaiteital n Ummapén Tpoypdupatog digpunvéa (Interpreter), kabwg n
yAwooa dev yetayAwtrifetal (Compiled) o€ yAwooa pnxavig, 6TTwg yia TTapddeiyua n
C#, aA\G exTeAeiTan {wvTava OTOV UTTOAOYIOTH PETA ATTO EPUNVEIQ TOU TTNYaAiou KWOIKA.
O diepunvéag autég uMotroleital oav module oe kdamolo Aoyiopikd web server, Kai
ouykekpipéva yia Tnv PHP, To o ouvnBiopévo Aoyiopikd web server eival o Apache
Web Server. O TeAeutaiog atraitei TNV  €ykatdoTaon A€ITOUpyikoU OUCTAUOTOG
Baoiopévo og Unix Kernel yia va uTrop€ael va AEITOUPYAOE! Kal N €TTIAOYK TTOU £YIVE Yia

10 oUoTnua gival To Ubuntu Server 16.04 LTS.

H e@apuoyn KivnToUu TNAEQWVOU avamTUXOnNKE OTNV  AVTIKEINEVOOTPAP YAWooa
TIpoypauuaTioyou JAVA, JE OKOTTO Tnv eKTEAEON TNG £PAPUOYAS ATTO OUOKEUEG TTOU
uttoaTnpidouv 10 Asitoupyiké aguatnua Android OS. H Java amroteAei pia Cross-platform
yAWooa TTpoypauPaTIonoU, a@oU yia TNV €KTEAEGN TNG OE OIOQPOPETIKEG PNXAVEG OE
XPEIAZeTaI ETTAVO-PETAYAWTTION. AVTiBETa, O TTNYaiog KWAIKAG TNG Java YeTayAwTTICETaI
MIa @opd o€ Java Byte Code kai yivetal xprion Tou Java Virtual Machine (JVM) yia tnv
ekTéAeon Tou. To Aeitoupyikd oguoTtnua Android, eKuETaAAEUSUEVO QUTA TNV TEXVOAOYiaQ,
XpnoiyoTrolei Tn Java yia Tnv avaTTuén Epapuoywy.
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4.2.2, P0Ouion E§utrnpeTnTA-KépuBou [Formaued: Greek

MNa T puBuion evog UTTOAOYIOT OTO POAO €EUTTNPEETNTA-KOUPBOU TOU CUCTANATOG
arraiteital éva gUvoAo BnudaTwy Ta oTroia e§nyoUue AETITONEPWS O QUTA TNV €vOTNTQ,

BewpwVTag WG TTPOOTTAITOUPEVO TNV €yKATAoTaon Aeitoupyikou cuoTripatog Ubuntu

Server 16.04 LTS, ( Formatted: Greek

4.2.2.1 POOmon Aiktoov Zoetiipatog

Katapynv 8a xpelaoTolpue 10 nXavnua va gival QodiacuEVo e BUO BIAKPITEG DIETTOPES
OIKTUwoNG. AuTO Pag gival amapaitnto, KOBWG Ba TTPETTEN va UTTOPED va AEIToupyroEl

TTAvw o€ dUO0 BIAPOPETIKA dikTU OTTWG ENYACAUE OTO TTPONYOUUEVO KEQAAAIO.

Mpétrel va pubuicoupe To dikTuo KAaTd TOV €EAG TPOTTO:

auto lo
iface lo inet loopback

auto ethO

iface ethO inet static
address 192.168.x.y
netmask 255.255.255.0
network 192.168.x.0
broadcast 192.168.x.255
gateway 192.168.x.1
dns-nameservers 192.168.x.z
dns-search nameserver.name

auto ethl

iface ethl inet static
address 10.0.0.1
netmask 255.0.0.0

Apxeio: “/etc/network/interfaces”

4.2.2.2 Eykataotacn ko poOpen Web Server, MySQL Server ka1 PHP

Ma Tnv eykatdoTaon TPETTEl va akoAouBriooupe Ta €A BrpaTa:

~/sudo apt-get install lamp-server®

[ Formatted: Greek
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‘Emreita pubpifoupe Tov Web Server wg €€AG:

<VirtualHost *:80>
ServerAdmin jnikellis@gmail.com
DocumentRoot /var/www/html/

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>

Apxeio: “/etc/apache2/sites-enabled/000-default.conf”

<Directory /var/www/htmI>
Options FollowSymLinks
Directorylndex index.php
<IfModule mod_rewrite.c>
RewriteEngine On
RewriteCond %{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST_FILENAME} !-d
RewriteRule ~(.*)$ index.php?/$1 [QSA,L]
</IfModule>
</Directory>

Apxeio: “/etc/apache2/conf-available/esm_branch.conf

~/sudo a2enconf esm_branch

~/sudo service apache2 reload

4.2.2.3 Eykatdotacn ko poOpuen DNS Server

MNa TNV eykatdoTacon TTPETTEl va akoAouBricoupe Ta €€AG BAuara:

~/sudo apt install bind9

zone "cloud.net" {
type master;
file "/etc/bind/db.cloud.net";

h

zone "windows.com" {
type master;
file "/etc/bind/db.windows.com";

I3

zone "nist.gov" {

type master;

file "/etc/bind/db.nist.gov";
I3

zone "apple.com” {
type master;
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Apxeio :"/etc/bind/named.conf.local”

options {
directory “/var/cache/bind";
dnssec-validation auto;
auth-nxdomain no; # conform to RFC1035
listen-on { 10.0.0.0/8; 127.0.0.1; 192.168.0.0/24; };
recursion no;
fetch-glue no;
allow-notify { none; };};

(%2}

Apxeio :"/etc/ bind/named.conf.option

$ORIGIN .
$TTL 86400 ;1 day
cloud.net IN SOA server.cloud.net. hostmaster.cloud.net. (
2 ; serial
28800 ; refresh (8 hours)
7200 ; retry (2 hours)
604800 ; expire (1 week)
86400 ; minimum (1 day)

NS  server.cloud.net.

A 10.0.0.1

MX 1 server.cloud.net.
$ORIGIN cloud.net.

server A 10.0.0.1
router CNAME server
nsl CNAME server
time CNAME server
wifi A 10.0.0.2

Apxeio :"/etc/bind/ db.cloud.net

$TTL 86400 ;1day
@ IN SOA nsl.cloud.net. hostmaster.windows.com. (
1 ; serial
28800 ; refresh (8 hours)
7200  ;retry (2 hours)
604800 ; expire (1 week)
86400) ; minimum (1 day)
; name server records
IN NS  server.cloud.net.
IN A 10.0.0.1

@ IN DNAME cloud.net.

Apxeio :"/etc/bind/db.windows.com”
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$TTL 86400 ;1 day
@ IN  SOA nsl.cloud.net. hostmaster.apple.com. (
1 ; serial
28800 ; refresh (8 hours)
7200 ;retry (2 hours)
604800 ; expire (1 week)
86400) ; minimum (1 day)
; name server records
IN NS server.cloud.net.
IN A 10.0.0.1
@ IN DNAME cloud.net.

Apxeio :"/etc/bind/db.apple.com”

$TTL 86400 ;1day
@ IN  SOA nsl.cloud.net. hostmaster.nist.gov. (
1 ; serial
28800 ; refresh (8 hours)
7200 ;retry (2 hours)
604800 ; expire (1 week)
86400) ; minimum (1 day)
; name server records
IN NS server.cloud.net.
IN A 10.0.0.1
@ IN DNAME cloud.net.

Apxeio :"/etc/bind/db.nist.com”

$ORIGIN .

$TTL 86400 ;1 day

0.0.10.in-addr.arpa IN SOA server.cloud.net. hostmaster.cloud.net. (
2 ; serial
28800 ; refresh (8 hours)
7200 ; retry (2 hours)
604800 ; expire (1 week)
86400 ; minimum (1 day)
)

NS  server.cloud.net.

$ORIGIN 0.0.10.in-addr.arpa.

1 PTR  server.cloud.net.

2 PTR  wifi.cloud.net.

Apxeio :"/etc/bind/db.10.0.0”

~/sudo service bind9 restart
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4.2.2.3.1 Eykataotaon NTP kat DHCP Server

~/sudo apt install ntp

sudo apt-get install isc-dhcp-server

4.2.3 Avamrruén Framework — EQapuoyig otnv PHP

H PHP emA£xOnke oav yAwooa TTPOYPANMATIONOU UAOTTOINONG TNG £€QAapUOYAS Adyw
NG eueNifiag TTou TTapouaiddel aTn olvTagn Tou KWJIKA, TwV TEXVOAOYIWV dIadIKTUoU

TTOU UTTOOTNPICEl KAl TNG TaXUTNTOG EKTEAEGNG TNG O€ EQAPUOYEG PHETaiou peyEBOUG.

Egooov €yive n emAoyl Tng yAwooag otnv omoia Ba avatrtuyBei 1o ouoTnua,
Bpedrkape utrpoatd aTo diAnuua TNG xpnaipoTroinang R 0x1 k&tolou étoipgou framework
yia Rapid Application Development. Mepikd amé 10 mMO yvwoTd frameworks Trou

Trapéxovtal otnv PHP gival Ta Codelgniter, CakePHP, Symfony kai Laravel.

H amégaon petagl NG xpnoiyotroinong karoiou £roigou framework A Tng dnuioupyiag
€VOG a1ro TNV apxn, AfeOnKe peTd atmod Tnv avaAucn Twv ATTaITHOEWY TNG EQAPUOYAG, TO
péyeBog NG opddag avdaTTuéng, To XPovikéd TTEPIBWPIO OAOKARPWONG TOU £pyou Kal Tn

oUYKPION TWV TTAEOVEKTNUATWY KAl JEIOVEKTNUATWY TTOU TTPOCEPEPE N KABE ETTIAOYN.

H epappoyr Tapouaialel XaunAég amaitioelig o€ Bépa oxedioong Kabwg OKOTIOG TNG
dev gival n avTikardoTaon €vog OUOTANATOG aTTOBAKNG Kal TTapayyeAIoAnwiag aAAd n
duvaToTNTA YIO ETTIKOIVWVIA PE QUTO, €QOOOV UTTAPXEl AdN. £T0 Béua Tng TOXUTNTAG
€KTEAEONG KAI OTTOKPIONG, aTTaITouvTav £va oUOTNUG XwpPig HEYAAEG KaBUOTEPNOEIG Kal
TTEPITTEG AEITOUPYIKOTNTEG TTOU £MRBAPUVOUV TO XPOVO EKTEAEONG XWPIG va TTPoadidouv

TTpaypatiky agia.

H opdda avattugng TnNG eQapuoyng atmoTeAEiTo aTTd £va ATONO Kal TO XPOVIKO dIGoTna,
pMéoa oTo oTroio £TTPeTTe va OAOKANpwOei n TPAOTUTIN POop®r) TNG €PAPPOYAS, ATAV
TTEPIOPICUEVO.

Ta framework Ta omoia avagépaue, divouv Tn duvaTdTNTA OTOV TTPOYPOAUMATIOTH va
aTroQUYEl TO XTIOIUO MIOG EQOPHOYAG ATTO TNV apxH, TTAPEXOVTAG €TOINEG BIBAIOBAKES —
epyaAgia — Kal TEXVIKEG yIa TNV uAoTroinan Koivwy ¢nTnudatwy. ETriong, BonBouv peyaleg
OUAdEG TTPOYPOUUATIOTWY VO CGUVTOVIOOUV TO €pyO TOUG, QSIOTTOIWVTAG YVWOTA O€
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OMoug design patterns kai developing conventions. X1a apvnTiKG €VTOTTICOUME TNV
giIgaywyr TTAsovaouwv (overhead) otnv TTpooTradeIa KAAUYNG £VOG HEYGAOU PACUOTOG
£QAPHOYWYV KOl ATTAITACEWY, TTAEOVaCOoi TTou BonBouv 6Tav avaTrTUCoETAl PO HEYAAN
eQapuoyn aAAd eiodyouv TTEPITTA KOBUOTEPNON O€ HIa €QOPMOY MIKpOU — Jeoaiou
pey€Boug. TEAOG N KAPTTUAN ekudOnong TTou €xel éva framework eival TTOAU peydAn. Oco
€COIKEIWPEVOG KAl VO €ival O TTPOYPOAUUATIOTAG ME TRV idla TN yAwooaq, TTPETTEl va
€TTEVOUCEl TTOAU XPOVO OTNV KATAVONON TNG AEITOupyiag, Twv TTapadoxwy Kal Twv

TIPAKTIKWY TIG OTTOIEG TTPETTEl VA AKOAOUBEI.

‘ExovTtag utrdéyn hag Ta TTapatrdvw, n amoégaaon yia avamtuén hiag epapuoyng améd tnv
apxf ATav Aoyikr Kal dikalohoynuévn, TTapa TN XPNOIPOTIOINCN XPOVOU Kal KOTTOU O€

auTd TO gyXeipnua,

4.2.4 YAotroinon Framework — EQappoyng otnv PHP

To Framework akoAouBei 1o Software Design Pattern MVC [17]. To MVC xwpiel pia
eQapuoyn o€ Tpia aAANAOCUVOESNEVA UEPN, TTPOKEILEVOU VA DIaXWPIOEI TV ECWTEPIKA
arrelkévion Kal eTegepyania dedopévwy atrd TNV TEAIKA avarrapdoTacn Kal TTapouaiacn

oTov XpPNoTn.
Ta 1pia yépn Tou MVC eivat:

e To povrého (Model): atmoTteAei TO KEVTPIKO aToIxEiO Tou oxediou. Ekppdder Tn
OUUTTEPIPOPA TNG E£QPOPHOYAG OTTO TNV ATToWwn Tou Tediou Tou TTPORARUATOG,
ave¢dptnta ommd 1O TEPIBAAAOV epyaciag xpnRoTtn. Alaxeipiletal dueca Ta
0edopéva, TN AOYIKN KOl TOUG KAVOVEG TNG EQAPHOYNG.

e H mpofoAn (View): ptmopei va givar oTroIadATTOTE avatrapdoTaon ££6d0u Twv
TTANPOPOPIWY, OTTWG éva ypdenua i didypauud, €vag TTivakag, Jia gopua, Hia
086vn diaxeipiong KTA.

o O gAeykTAg (Controller): déxeTal AITAPATA KAl TO YETATPETTEI OE EVTOAEG YIO TO

MOVTEAO 1] TNV TTPOROAN.
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Controller

Eikéva 14 - To MVC Pattern

4.2.4.1 Aopny Framework — E@appoyig

H Aeitoupyia Tou framework &ekivael 1o apyeio “index.php” Trou BpiokeTal oTov Bacikd
@akedo. OAa Ta QiITAUATa TIPOG TNV  €QApUoyr, HEOW Twv pPubuicewv TTOU
TpaypaToTroioape atov Apache Web Server, ameuBivovtal g€ autd TO Opxeio, TO
0TT0i0 €ival UTTEUBUVO yIa TNV APYXIKOTToINGN TwV PETABANTWY TOU TTPOYPAPUATOG KAl TNV

B1euBETNON TOU AUTAPATOG.
Mo cuyKkekpIpéva, N apxIKOTToiNan Tou TTpoyPAaUUaTOS TTEpIAUBAvel Ta eEAG BripaTa:
e Ekkivnon ouvedpiag (Session)

o KabBopiopdg TmapapéTpwy AgiToupyiag Kai SIATIOTEUTNPIWY OTTd TO OpPXEio

puBbpioewv (Configuration)
o Opiopdg atraitolpevwy apyeiwv (Dependency Resolution)
e Ekkivnon tou BacikoU TTpoypauuaTog-0IaxelpioTr) e@apuoyng (Application Start)
e AvdAuon arriuarog (Parse Request)
o Eupeon katrdAAnAou rpoypappatog eAeykTth (Controller Acquisition)

¢ [lpowBnon aimuarog (Dispatch Request)
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Ma Tnv TTpaypaToTroinon Twv TTaPaTrdvw Kal GAAwV evepyeiwv UAoTToINBNKav o1 £§AG
KAdoe€IG:

e jnApp: AlaxelpIOTAG TNG €Pappoyng. YTeUBuvog yia Tnv apyikotoinon kai Siaxeipion
OAWV TwV UTTOAOITTWV OVTIKEIMEVWV.

e SecureSessionHandler: Aiaxeipiotig ouvedpiag. YAotroiei peBddoug amobrikeuang

KQI avakTnong dedouévwy atd To apxEio ouvedpiag.

o dbHandler: Alaxeipiotig Baong dedouévwy. YAotrolei uebddoug auvdeong pe Tn Bdaon

0edoPEVWYV KAl QVAKTNONG-TOTTOBETNONG EYYPAPWY O€ XOUNAS eTTiTTESO.

e Authenticator: AiaxeipioTA¢ auBevTIKoTTOINGNG. YTTEUOUVOG Yia OAEG TIG EVEPYEIES TTOU

agpopouv TNV auBevTIKOTTOINGN EVOG QITAUATOG Yia KGO evépyeia.
o DataAccessObject: EkteAeoTrg epwTnuaTwy. YAoTTolei OAa Ta €pWTAPATA UYNAOU
emTédou TTpog TN Baon dedopévwy.
e Mobile_Detect: Bonéntikfi KAGon yia Tov eVTOTIOPO TNG CUOKEUNG ammd Tnv oTroia
TIPAYHUATOTTOIEITAI £Va QiTNHA.
e appLogger: BondnTikr KAGoN yia TNV KATAYPAPH CPAAUATWY.
H epappoyn €mmiong opilel Toug TTapakATwW EAEYKTEG, TIG AVTIOTOIXEG EVEPYEIEG TOUG KAl
TIG TTPOBOAEG auTwyv. O1 EAEYKTEG, OI EVEPYEIEG KAl Ol TTPOBOAEG avaKTWVTAl PHE BUVOUIKO
TPOTTO KOl OXl MEOW OPXEIOU TTAPAUETPOTTOINCNG, Qa@OU akoAouBouv auaTnpég
Tapadoxég ovoparobeaiag (Naming Conventions):

270 TTPWTO TTITTESO TTAPOUCIAZOVTAI Ol EAEYKTEG KAl O€ DEUTEPO ETTITTEDO OI EVEPYEIES:

e admin_Controller: admin, clients, products, categories, orders, notifications, adminprofile,

adminprofileedit, testapi, userprofile, profileedit, profilesupport, tickets, wallet

e ajax_Controller: testapi, login, register, checkalive, livesearch, displatchForm, forms,

doupdates, dodeletes, douinserts, getstatslog, getreceiptdata, getticketdata, doclaimticket

« home_Controller: home, login, logout, register
e abstract_api_Controller

e api_Controller: api, login, getuserdata, getuserorders, getproductdata, getcart, cancelcart,
cartvalid, checkout, newcart, addtocart, removefromcart, increaseammount, decreaseammount,
getreceiptfororder, gethistory, fetchuserfromcloud, returnusertofog, fetchuserbyemalfromcloud,
returnuserfrommailtofog, fetchuserbyrolefromcloud, returnuserbroletofog, senddeletusertocloud,
respondedeletusertofog, fetchallclientsfromcloud, , returnalliclientstofog, countallclientsfromcloud,
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returnallclientscounttofog, countallactiveclientsfromcloud, returnallactiveclientscounttofog,
sendupdatelogintimtocloud, returnupdatelogintimtofog, sendupdateusertocloud,
returnupdateusertofog, sendupdatewallettocloud, returwalletupdatetofog, getuserwalletfromcloud,

returnuserwallettofog

O1 TTpoBoAEG gival o1 eEAG:

abstract_view: MpoBoAr Trou opiel YEVIKEG TTAPAPETPOUG

admin_view: MpoBoAn yia Tnv KevTpikr] 086vn diaxelpioTh aTo fog
admincloud_view: MpoBoAr yia Tnv KevTpikry 086vn dlaxelpioTy aTo cloud
adminprofile_view: MpoBoAn yia Tnv 086vn Tpo@i\ xpriot oTo cloud
adminprofileedit_view: MpoRoAr yia Tnv 08dvn emetepyaaiag TPoiA dlaxelpioTn
categories_view: MpoPoAn yia Tnv 08évn Katnyopiwv

clientcloud_view: MpoBoAn yia TNV KeVTPIKR 086vn xprotn oTo cloud
clients_view: MpoBoAn yia TNV 086vn £TTEEEPYaOiag XpnoTwy Tou SIAXEIPIOTA
login_view: MpoBoAr yia Tnv 08évn €106d0u GTO CUCTNUA

notifications_view: MpoBoAn yia Tnv 08évn eidoTroicswy diaxeipioTh oo fog
orders_view: MpoBoAn yia Tnv 08dvn TrapayyeAiwv SiaxeipioTh oTo fog
products_view: MpoBoAn yia Tnv 086vn TrpoidvTwy diaxeipioTh oTo fog
profileedit_view: MpoBoAn yia Tnv 08évn emegepyaaiag TTPOPIA xproTn
profilesupport_view: MpoBoAn yia Tnv 086vn uooTrpIENg XpPRoTn
register_view: MpoBoAn yia Tnv 086vn dnuioupyiag Aoyapiaouou

testapi_view: MpoBoAn yia Tnv 084vn dokiung API SiaxeipioT aTo fog
tickets_view: MpoBoAn yia Tnv 006vn airnudTwy utroaTtipigng diaxelpioTh oTo cloud

wallet_view: MpoBoAn yia Tnv 086vn Siaxeipiong XpnuaTwy XpnoTn
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4.2.4.1.1 Pon Asitoupyiag

Ag Trepiypdyoupe TN por AEITOUPYiag TOU CUCTHAPATOG ATTO T GTIYUR) TTOU TOV €AEyXO

eKTEAEONG avaAapBavel Evag EAEYKTAG:

KdaBe eAeykTg ekTeAei TNV KATAAANAN evépyeia, agoU TTpwTa QUBEVTIKOTTOINCEI  TO
aitnua  Tou AapPBdaver pe Bdaon OIkK&G Tou KPITAPIA KAAWVTOG TOV  OIOXEIPIOTH

auBevTikoTtroinong (Authenticator) yia Tnv TrTapayxwpnon mpéoacng A oxl.

H exteAoUpevn evépyela auBevTIKOTIOIEN TO aiTnua o€ OeUTEPO ETTITTEDO Kal META
ETMKOIVWVEI PE TOV eKTEAEOTN eTepwTnuaTwy (DataAccessObject, o otmoiog aTo oxrua
MVC avTITTpoowTTeUEl TO POVTEAO) YIO TNV avakTnon Twv Oedouévwy TTou XpPEIadeTal.
A@ou yivel avdktnon f OXI Twv aTTAITOUPEVWY OeBOUEVWY, N evEPYEIQ TTPOWOEI Ta

dedopéva oTnv KATGAANAN TTPOROAN.

H k&Be evépyela ptmopei va €xel Kayia, yia r TepiocodTEPEG TTPOPOAEG avAAoya pe TV
TTEPITITWON Kal 70 Xprotn. MNa mapddeiypa kapia evépyeia Tou eAeykTh ajax_Controller
O¢ev €xel TTPORBOAN, a@oU aTTavtdel JOVo G€ aoUyXPOova EPWTHNATA TOU TTEPINYNTH 10TOU,
evw n evépyela admin Tou eAeykTr) admin_Controller éxer 3 mBavég TTPOBOAEG.

H kd&Be tpoPoAll kAnpovouei TiG Bacikég TrapapéTpoug NG amd Tnv abstract_View.
Autég yia mapddeiyua eivar To Rendering Template (unxavioudg 1ou Ba e€nynBei
TTapakdTw), oToTIKA oToIxEia (Static page elements), oTuh (cSS), SUVOUIKA KOUUATI
KWdIKa (script) TG oeAidag ka1 n oghida epiexopévou (Content Page). O repioadTepeg
TTOPAUETPOI evTOTTICOVTal QUTOPOTA PAoel TNG ovouartoBeciag. H TTpooAn ptmopei va

TTOPOKANWYEI KAl VO AVTIKATAOTACEI OTTOIAOATTOTE ATTO TIG KANPOVOUNUEVES TTAPAPETPOUG.

H Baoikdtepn TrapdueTpog KABe TTPoBoAng eival n aeAida Trepiexopévou. MNapdt gival og
epapuoyn kavoveg ovouaToBeaiag yia TV autépaTtn avabeon TiIg oeAidag TTEPIEXOUEVOU,
KGBe TTPoOAA pTTopEl va TTapakduyel Tn oeAida auTr Kal va opioel Katmola GAAn Katd
TTEPITITWON. AQoU opicel 00EG TTAPANETPOUG Eival atTapaitnTeg pe Bdon Ta dedouéva
TTou €Aafe aTTd TOV EAEYKTH, N TTPOROAN TTapaxwpEei Tov €AEyX0 TOU TTPOYPANHATOG OTO
Rendering Template.

Qg mapdadeiyua otnv epappoyn dnuioupynoape duo Rendering Templates:

e admin_template

e login_template
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OMa 1a Rendering Templates Tou framework akoAouBoUv Tnv idia AOyIKr XTICiJOTOG
geAidag, n otmoia wg Baaikn apxn €xel To dlaXwpPIOUO TNG KABe oeAidag oTa OOMIKE TNG

oToIxEia.

‘Eva atrAoikd Trapddelyua dnuioupyiag HTML TrapaBétoupe TTapakdatw:
eETikéta IDOCTYPE
e ETiKETO HTML

eETmikéta HEAD
o METADATA (TrapapeTpoTroinuéva atrod Tnv Kaoe TpoBoAn)
o DOPTWAN YEVIKWY OTUA (CSS TToU XPEeIddeTal 0 KOPpPUOG TNG oeAidaG)
o  ®opTwon css TPoRoAARG

o ®opTwon script TPoBoAAG (HEPIKG Script TTPETTEI va BpiokovTal TIpIV aTTd TO CWHA TNG

oeAidag kal GAAa peTd aTrd auTo)

eETikéTa BODY
o ®opTwan oTabepol - SUVANIKOU TTEPIEXOPEVOU (OTTWG PEVOU KTA.) TTOU QVIAKEI O OAEG
TIG OeAidEg
o DOpTWaAnN TEPIEXOUEVOU TTPOBOARG
o POpTWON YEVIKWYV Script OAwV Twv oeAidwyv

o  ®opTwon script TPooAng

4.2.4.2 Baon Agdopévarv

MNa v amoBrikeuon Twv OedouEVWV XPNOIUOTIOIEITAI OXETIOKN BAon Oedouévwv
MySQL. H Bdon dedopévwy gival KATAVEUNPEVN WG TIPOG TOUG TTIVOKEG, agou KATToIa
oToIXEio a@opoUv POVO TOV KEVTPIKG €EUTTNPETNTH, KATTOId POVO TOUG TOTTIKOUG
€EUTTNPETNTEG KAl KATTOIO KAl TOUG OUO0. YTTApXEl AOITTOV €vag TTAEOVOAOHOG 0€ KATTOIOUG
mivakeg. Mapdha autd uptropei va diatnpnBesi n  akepadtnTa Oedopévwy, €dv
xpnoigotroinBei Texvik Replication yia Toug Trivakeg autolg. AnAadn ol Trivokeg va
avTIypA@ovTal € TTPAYUATIKO XPOVO atrd TOV KEVTPIKO £EUTTNPETNTA OTOUG KOUBOUG, UE

TNV TTPoUTTO0ECN OTI dEV PTTOPE VA Yivel ETTECEPYATia TWV TTIVAKWY OTOUG KOPBOUG.
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O1 Tivakeg TNG Bdoeig dedopévwv TTAPOUCIAlovTal OTNV TTAOPOKATW EIKOVA, EVW OTNV

emopevn oehida Ba Bpouue To didypauua oxéoewv — ovioTATwy (Entity — Relationship

Diagram).

¥ wallet id INT(11) 1 roke_id INT(11)
D allet_user idINTLLL)

vllet_bdanca FLOT

¥ user d INT(LE)

) user_firsiname VARCHIR(150)
 user_lastname VARCHAR] 150)
> user_rountry isn_2 VARCHIR(Z)
 user_passwond VARCHIR{15D)
O user_emal VAR CHAR(150)

O user_actve TINVINT 1)
5 user_Iogns UT(LI)
5 user_last_login DATETIME

1 ticket_respanses_id INT(11}
ticket_responses_licket_jd INT(L1)

¥ ticket_resporses_from_id INT(11)

& ticket_resporses_to_id INT{11)

ket resparses_message VARCHARISO0)
ticket responses_datetine_sent DATETIME

¥ tiket idINT{11)
ticket_sendex i INT{11)

ticket resalver id BT(L1)

tickek dabesime_sent DATETIME

U ticket dateime:_resohed DATETIME
ticket message VARCHAR(SIO)
tickek resalved TINVNT(Z)

branch_Jd IT(11}

> branch_password VARCHAR{ZSS)
beanch_name YARCHAR(ZSS)
branch_address VARCHAR(ZSS)
¥ branch_phone VARCHAR(2EE)

> branch_ut YARCHAR{1SD)

1 couniry_isu_2 YARCHARIS)

> couniry iso_3YARCHAR(3)

> couniry name_en YARCHAR{1SD)
 country _name_el VARCHARLISD)
Inderes

m
| device_name VARCHAR(SD)
Indexes

¥ order_id INT(L1)

2 order _user i INT(11)
> order_datetim e_start DATETIME
> order_datetime_submit DATETIME
 erder_datetime cancel DATETTHE
* order_datetin e_cam pleted DATETIME
< order receigt d INT(11)
S erder_stons INT(Z)
> order_device WARCHAR] 100)

¥ receipt_ | INT{11}
 receipt_seils TERT
 recept_total_no_vat RLOAT
U recept_total_vat FLOAT

" products_orders_he NT(11)

% prod orde _prodict_id INT(11)
& prod erder_ceder 18 INT{11)
0 prod_order_quankity YARGHAR(3)

¥ prodact id INT{11)

> product_name_g| VARCHAR(ISD)
@ prodhct_catzg_id INT11)

© prodhct_counry_iso_2 VARCHOR()
@ prodhuct_berceds VARCHIR(1S)

9 aroduct_price_pure FLOAT
@ prodhct_ve_cateq INT{11)
% prodhct_stock_pum INT{11)
@ product_status TUT(2)

¥ ntification i INT(11)
¥ notification_type_test YARCHAR(100)
o notification_dateime DATETIME

 notfication_icon WARCHAR{100)

" a_aegory_id INT{L1)

O vak_caegary_name ¥ARCHAR(150)
& vat_category_ammount FLOAT

" category i INT(11)

& category_parent INT(11)
% category levd INT(11)
 category_name_sl VARCHIR(150)

Eikéva 15 - Katavopn Mivakwv Bdoewg Agdopévwv
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] ticket_respanses v
ticket_responses_d TNT{11)
ticket_responses_ticke_id INT(11)
ticket_responses_from id INT11)

] wallets v
waliet id InT(11)

Tlroles ¥
role_id INT(11)

"l orders v
order id INT(11)
order_user W INT(11}
ordex_daiefim e_stort DATETIME
order_daietime_subm i DATETIME

7

T receipts \/
receipt_id IHT{11)
receipt_details TEXT
receipt_total o vat FLOAT
receipt_tetal_yat FLOAT

welet e A INT(LL role_name TEXT ticket_respanses_to_id INTILL) T - —
wallet_balance FLOAT - R E O ————— ordes_detefim e cancel DATETIME device
& & . Geice_name IARCHAR(SD) FRIMERY
v " 1 )
FRIMARY | ticket_responses_caistine_serk DATETIME orde et completed DATETHE .
1 .
PRIMARY ‘ )tk ke A TNTLT) orde_recspe 18 NT(11) —
e ! users_user i INT(11) e stahus INT(Z) S
| S o
|  users_rokes_roke i INTI11) order_dewtcs VARCHAR(LOD) ] products_prders
} 4] @ sers_vlets el 52 N1} receps Tecsipt_d INT{11) praducts_arders_key INT(11)
| 1| @users_countries_country iso_2 VeRCHARLE) gedes dece nan e VAHR(ED) prod,_oeder_product_id INTI1)
= = } : v v prod_order_order_id INT(11)
|1 Rmeay PRI peod_seder_ouantky VARCHARIG)
wser_id INT{11) 1 6 biket responses bkt i fk_oeders_recsipts_idic ¥ peoducts_product_id INT{11)
user_frsname VARCHAR(1SD) I ket pesponses hketsl o oo, decst ds _ products oL ' z
I, 1 : fi_ticket_respenses et _idx e ErE— products_catmgeries categony S INT(LL)
- y K 1 ceders_order_id INT11)
ussr_coutry._isa_2 VARCHAR(Z) ==l [ v peoduct_name_ed ¥ARCHAR(150) ekt
user_password VERCHARLS) ! 2 = 8 product_categ id TN 1) L
or_pas : couiry_iso_2 VARCHAR(S) a2 UREG) -
user_emal VARCHAR(150) 1 country_iso_3VARCHAR(S) o b v 0 ik srochcts_orders peoductst_ide
. . ) product_bercods WARCHAR(
user_ecive TINVIHT(Y) : couriry_name_en VARGHIR1SE) i _produts_orders_oeders]_idt
=t ogirs NT(11) | cartry name, o viecaRqsn) ]| PO pure FLOAT y
user s login DATETIVE S I product et _saieg INT(11)
user_sddress VARCHIR(1S0) v i product_stock_pum INT(11)
user_phane YARCHAR(150) FRIMARY product_status INT(2)
o _roke INT(2) R — ceode 1 categories_category id INT(11)
s RIS R 1 e _cabegores vatcaegory 14 INT(11) T natfications ’
be 1 tiket pesohver i IT(11) S —
user_deleted TINVINT(1) ket it \LATETTE ¥ counries_country_iso_2 VARCHAR[3) nethication_id INT(11)
- B itk drzime_sen
= . nokiication_Eype_t VARCHIR(100)
user_denice L VARCHAR(150) ket doteine.reschved CATETBE v " bype & {100}
' - - FRIMERY netfcation_ datetime DATETIVE
ok ke i IHTIL) ticket_message VARCHAR(SDD)
! " 3 s product_barcade nokiication_jcon VARCHAR100)
wales et ST ket resohved TINFINTEZ)
' - i _produts_catmguiesl idc >
counkries_country 5o 2 VARCHAR(S) P e e BT
) e "] categories v Fi_products at_catguriss]_id:
 tiket_respanses_Sckek_responses d INT{L 1} N —
. e catagary_d IHT{11) i _produts_courtres!_ide
I branches v

¥ ket respanses_dkets_licket I INT(L1)
v

1 wsers_walets_pallet_jd INT(11)

¥ users_user_idt INT(11)

1 sers oles_roke_idt INT(11)

1 wsers_walets_wall i (1)
i users_rolesd_ids =
f_users_walets]_ids
i users_oounimies] it

PRIMARY

user_emai

FPRIMARY
i _ckets_users?_ibe

3 ficket, 1id
users_fcker_resporsssL_idx ket oo e

catagory_parent INT(11)

1_7

" vat_categaries v
vak_camgary dINT(LL)
vak_caimgory_name VARCHAR(IS)

vak_catzgory_ammoun: FLOAT
v

category_level INT(11)
catzgory_name_sl YARCHAR(150)
v

PRIMARY

PADERY

branch idIHT(11)

branch password VARCHARIZSS)
branch neme VARCHAR(Z5E)
branth_sdivess ¥ ARCHAR(2SS)
branch phane VARCHAR{255)
beanch_url ¥ARCHAR(ISD)

Eikéva 16 - Aidypappa Zxéoewv — OvroTATwy Bdong Asdopévwv

4.2.4.3 Emxowovia Cloud Server - Fog Server — Android Client

( Formatted: English (United States)

Ma v emkoivwvia PeTagl Twv ETMPEPOUG TUNUATWY TOU CGUGCTHAPATOS UAOTTOIOUVTOI
RESTful Web Services. Otav pia KivnT) CUOKEUN TTPAYUATOTTOINCEI AiTNHa yia £i0000

(Log In) oto aguoTtnua, atmrooTéAAEl éva aitnua oTov TOTTIKO €§UTTNPEETNTA PYéOw TOUu

acUppaTou dIKTUoU. EKeEiVog Ye TN O€Ipd TOU, IO VA QUBEVTIKOTTOINOEI TOV XPHoTn TnNG

OUOKEUNG, ETTIKOIVWVEI HECW BIABIKTUOU PE TOV KEVTPIKG EEUTTNPETNTH, OTOV OTTOIO €ival

aTToBnKeUPEVO TO OTOIXEID Twv XpnoTwv. Edv yivel emavaktnon Tou Xprotn Kai

emBePaiwon Twv OToIXEiWV TTOU £0TEINE N KIVNTA OUOKEUR, TOTE N €QPAPMOYN

TIPAYUATOTTOIE ETTITUXNMEVN €i0000.

Otav 6uwg yia mapddeiypa utrdpyxel éva aitnua yia TTPoabnikn €vog TTpoidvTog OTo

WYnelakd KaAdd! Tou xprRoTn, HETG aTTd adpwan Tou, TOTE N KIVNTA OUCKEUN aTTOCOTEAAEI
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Kal TTAAI aitnua aTov TOTTKG €§UTTNPETNTH, O OTToI0G PTTOPEi va SIEUBETATEI XWpIG va
XPEIOOTEN TIEPAITEPW ETTIKOIVWVIA PE TOV KEVTPIKO €GUTTNPETNTA. Ag DOUME TA TTAPATTIAVW
Tapadeiypara pe éva didypaupa mepimmrwaong xpriong (Use Case Diagram), yia va yivel

Mo §ekGBapn n pon ETTIKOIVWVIOG.

Android Client APP Fog Server APP Cloud Server APP

Request User
Authentication
From Cloud

Authenticate User

From Data Base

<<include>> <<include>>

Retrieve Product
Information from
Data Base

<<includes>

Customer <<include>> .
“<ifcludp>>

‘Authenticate Fog'
Server From Data
Base

Add Product To
User digital
shopping cart

Eikéva 17 - Aidypappa Use Case Ymrnpeoiag

2Tnv €TTiTEUEn TOu TTAPATTAVW OXAMUATOG ETTIKOIVWVIAG, CUMPAAEI O EAEYKTHG TOU
OUGTAPATOG TTOU avagépape atnv evotnta 4.2.4.1, api_Controller. H auBgvTikoTtroinon
TTpaypaTtoTroleiTal e dU0 SIAPOPETIKOUG TPOTTOUG yia Ta aitijuata atré 1o Android Client
Tpog Tov Fog Server kal Ta airfjuara amd Tov Fog Server mpog Tov Cloud Server.
ZXETIKA YE TNV TTPWTN HEBODO auBevTIKOTTOINGNG, N KIVATA GUOKEUN TTOU atToaTEAAE! éva
aitnpa, cuptrepIAapBavel oTo aitnua TNG Ta dIATIOTEUTHPIA TOU XProTh. Apa K&Be @opd
yivetalr empBeBaiwon Twv oToixeiwv TpoTtou dobei amdvinon. H Texviki auti Oa
pTTOpoUcE va BeATIWOEI WG TTPOG TIG ATTAITACEIG TTOPWV PE TNV UAOTTOINGN ouvedpiag
METAgU KIVNTAG OUCKEUNG Kol OIOKOUIOTH. Xg oxéon pe T OelTtepn HEBOSO
auBevTikoTroinong eival avaykaio va emBeBaiwBei n TOUTOTATA TOU KATACTHPATOG TO
OTT0iI0 aTTOOTEAAEI €va aiTnPa OTov KEVTPIKG eEuttnpeTntA. MNa autd 10 Adyo Oev
ekteAouvTal ol idleg dladikaoieg pe TPIV, aAAd aTTooTEAAOVTAI KPUTITOypa@nuéva Ta

SIaTTIOTEUTAPIO TOU idI0U TOu €§UTTNPETNTH KOPPBOU, Ta OTToia PUTTopEi va emReRalwoel o
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KEVTPIKOG €EUTTNPETNTAG. H €mmKoIVWVia auTh atraitei TV UTTapén ac@aAolg peTddoang
oedopévwy péow Tou TTPWTOKOAAOU HTTPS yia Tnv KpuTIToypaenaon Tng, avriBeTa pe
TNV TTPWTN TIEPITTITWON OTTOU N ETMIKOIVWYVIA  TTpaydaTtoTtroigital Adn mTavw  ammo
KputrToypagnuévo aglUppato Oiktuo. Tla  va  yivel akdéya 1o ac@aAng n
auBevTikoTtroinon, Ba fATav kaAd o€ autd To onueio va yivel kal xprion Tng dielbuvong IP

Tou K&Be eEuTTNPETNTA KOMPBOU.

OMa 10 airpaTta emKovwviag, ataviwvtal oe popery JSON yia 1 diathpnon g
oupBaTéTNTAG PETAEU TWV BIOPOPETIKWY OUCTNUATWY. AUTd pag divel Tn duvatodTnTa OTO
MEAAOV va  QVTIKATAOOTAOOUME OTTOIOBNTIOTE KOMMATI TOU OUCTAMATOG XWwpig va

diatapayBei n cuvoAikn AciToupyia Tou.

To API opiCel Toug €€NG KwdIKOUG ETTICTPOPNAG Yia TIg ammavTioelg JISON:

Kwdik6g Ardvinong Mepiypagn
kGENERAL_SUCCESS Emituxia arrijuatog
kGENERAL_ERROR AT1TpoadIOpIoTO OPAAUQ
k_NOT_LOGGED_IN Mn ouvdedepévog XproTng
k_USER_DOENST EXIST O XproTtng dev UTTAPXEI
k_USER_INACTIVE O XpARoTNG eival avevepyog
k_USER_DELETED O xpRoTNnG eivail diaypauuévog
k_PRODUCT_NOT_FOUND To 11poidv de BpéOnke
k_CART_NOT_FOUND To kaAaBi1 & BpEdnke
k_PROD_NOT_ADDED To 1poidv 8¢ TTPooTEBNKE
k_NO_CHECKOUT Aev éyive Checkout
K_WALLET NOT_EXIST To TopToPOAI O BpéBnke
K_BRANCH_NOT_FOUND To kardoTnua &¢ Bpébnke
K_BRANCH_PASS DONT_MATCH AGB0¢ KWOIKOG KAOTOOTANATOG
K_NOT_ENOUGH_MONEY Agv uttdpxel apKeTd UTTOAOITTO
K_MISSING_PARAM_BARCODE Aegitrel n Tapduetpog barcode
k_CART_NOT_CANCELED To kaAdBi dev adeiaoe
k_NO_CHECKOUT_OUT_OF_STOCK Aev €yive checkout Adyw atroBepdTwy
k_NO_CHECKOUT_OUT_PROD_DISABLED Aev £yive checkout Adyw 1TpoidvTog
K_WALLET NOT RETRIEVED To TTOPTOPOAI OV ETTAVOKTABNKE
K_CART_NOT_CREATED To kaAaBi1 ¢ dnuioupyRBnKe
k_PROD_NOT_ADDED_DISABLED To TTpOoidV Oev TTPOOTEBNKE -
OTTEVEPYOTTOINUEVO
k_PROD_NOT_ADDED_OUT_OF_STOCK To Tpoidv dev TTpooTéBnKe — Oev UTTAPXEI
améleua
k_PROD_NOT_REMOVED To 1Tpoidv dev apaipéOnKe
k_PROD _NOT_DECREASED H moo6TnTa TTP0idVTOoC £uEive apeTaBANTN
k_FETCH_HISTORY_FAIL ATtroTuxia avakTnong IGTOPIKOU
k_RESTRICTED_ACCESS Mepiopiopévn mpdofacn
k_SUPER_NOT FOUND O utrép-xpnaTng de Bpédnke
k_API_EMPTY_RESPONSE Kevn amrévinon
K_NO_COST Acev éxel opioTei peTaBAnTr) K6GTOUG
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K_NO_BALANCE Aev éxel oploTei PETABANTH UTTOAOITTOU
K_FAIL_REMOTE_LOGIN AtroTuyia atmopakpuouévng €106d0u
K_INTERNAL_USE_ONLY EcwTePIKA Xprion Yovo

Eikéva 18 - Kwdikoi amravrioewyv API

O1 TTapaTTdvw KwdIKoi EUTTNPETOUV OTOV KATAAANAO XEIPIOPO, OTTO TOV ATTOOEKTN, KABE

B1aPOPETIKOU AGyoU ATTOTUXIAG PIAG EVEPYEIOG.

4.2.5 Avamrruén epappoyng meAdrn yia Android OS o€ Java

4.2.5.1 Tleprparrov avadmToEng

H epappoyr) Android avamtiuxnke oto oAokAnpwpuévo tepiBdAlov avattuéng (IDE)
Android Studio, To oTroio €ival To TTioNUO £pyaA&io yia avaTTuén epapuoywyv Android,

TToU dnuioupynBnke até Tnv Google, etrekTeivovTag TNV TAaT@opua Intellid IDEA.

4.2.5.2 EEotepikéc Bifmodnkeg

MNa v diekrepaiwon NG diadikaaiag adpwong eikOvwy barcode ammd kivnth cuokeun,
xpnoigotroinénke n BIBAIOBAKN avoixTou kwdika Zxing Library, n omoia civar diaBéoiun

uTTO TOUg Opoug TnG Gdelag xpriong Apache License 2.0.

4.2.5.3 Baowkég évvoreg epappoydv Android

4.2.5.3.1 Android Package File

O1 gpappoyég Android ypdgovtal 0Tn yAwooa Trpoypappatiopol Java. Ta epyalAeia
Android SDK petayAwTttifouv Tov KWOIKa (Padi pe otroladntrote dedopéva Kal GAAa
apxeia) o éva APK, dnAadn Android Package File. To APK apxeio TepiAauBavel OAa Ta
ouaTaTIKG piag e@apupoyns Android kai gival To apxeio 1o omroio gykabioTatalr OTIG

ouokeuég Android.
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4.2.5.3.2 Android Manifest XML

KaBe epapuoyrl Android éxel 10 apxeio Trapapétpwy AndroidManifest.xml, 1o oTtroio
TTOPOUCIACEl ONUAVTIKEG TTANPOQPOPIEG yIa TNV €QAPUOYH OTO AEITOUPYIKO oUOThuA,
TIANPOPOPIEG AVAYKAIEG YIA VO UTTOPECEl VO EKTEAECTEl O KWAIKAG TNG E£PAPUOYAG.

2 UYKEKPIPEVA, TO APXEIO TTAPAPETPWV:

+ Ovopdler 10 Java Package yia tnv e@appoyr), 10 oTroio &pa wg Hovadikod

QavVayvwpIoTIKO TNG.

» Mepiypdoel T pépn omd Ta OoTroia OTTOTEAEiTAl N epapuoyn (activities, services,

broadcast receivers KTA...).

* OpiCel Ta dIKAIWUOTO TTOU ATTAITEl N €pappoyr amd To AEITOUPYIKO GUCTNUA (TT.X.

MpéoBaon oto diadikTuo, MNpdoBaacn aTig TTANpoopicg MNewypaikrg BEong).
* OpiCel TNV eAdyioTn €kdoon Android TTou aTraiTeital yia Tnv EKTEAECT TNG EQAPUOYNG.
* AnAwvel TIG cuvdedepéveS PIBAIOBAKEG.

H TTapakdTw €IKOvVa TTapouaiddel Eva Oeiyua apyEiou TTaPAUETPWY EQAPHOYNAG:

=7xml version= @" encoding="utf-8°7=
«manifest

¥mlins:android="nttg

id:minSdkversion="7

Eikéva 19 - Asiypa AndroidManifest.xml

4.2.5.3.3 Aoutka otolyeia pag spapuoyns Android

Activities:

Ta Activities Topéxouv TIG 080veg HEOW TwV OTTOIWV O XPAOTNG WTTOpEi va

aAAnNAemdpdoel Pe TNV €QAPMOYH WOTE VA TIPAYUATOTIOINCEl Mo evépyela. Kdbe
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epapuoyn TTapéxetal ge éva Tapdbupo OTO OTToI0 GYXNMATICEl TNV dIETTAPR XPAOTN TNG.
To péyeBog Tou TTapabupou ptropei va TroikiAel. Mia epapuoyry cuvABwg atToTeAEITaI
atré TToAAG Activities Ta otroia oxeTiovtal heTagu Toug. Tutmikd éva Activity opieTal wg
TO KEVTPIKG, OnAadr €ival TO TTPWTO TTOU eP@aviCeTal OTav eKTEAEITaI N €@apuoyn. Ta
Activities éxouv Tn duvatotnTa va EEKIVAOOUV Kalvoupyla 1 va ETTIOTPEYOUV OF

Trponyoupeva Activities.

‘Eva onuavTiké XapakTtnpelioTikO Twy Activities eivalr 1o Activity Life Cycle, dnAadn Ta

oT1adia (WG OTa OTToIa TTEPIEPXETAI N EQAPHOVH.

Activity
launched

onCreate()

v

onStart() - onRestart()

v Iy
User navigates 5
to the activity onResume()

I-" App process "-I Activity
\ killed / running /
- 4
Another activity comes
nto the foreground

User returns
+ to the activity
Apps with higher priority
need memaory IR
|
The activity is
no longer visible
9 User navigates
* to the activity

J

onstop()

|
The activity is finishing or
being destroyed by the system

onDestroy()

v

Activity
| shutdown |

Eikéva 20 - Z1ad1a {wng evog Activity
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Activity Fragments:

‘Eva fragment avamapiotd Tn Aeimoupyia o€ éva KOPPATI TNG OIETTOQNG XPAOTN €VOg
Activity. ToAA& Fragments ptmopoUv va ouvduaotolv o€ €va Activity pe okommd 1n
dnuioupyia piag ToAU-TrapadupikAg dieTagng xpnotn (multi-pane Ul). To fragment éxel
10 OIKO TOU KUKAO CwhAG, Ta OIKA TOu yeyovoTa (events) kal pTropei va agaipebei i va

TPooTeBEl KaBWG ekTeAEiTal Eva Activity.

AsyncTask

To AsyncTask eival pia kKAGon n otroia Trapéxel TNV duvatdTNTa CWOTAG Kal ATTOSOTIKNG
XPong Twv Topwv TNG ocuokeung. H kKAdon auth ptropei va ekteAéoel digpyaaieg oTo
TTOPACKNAVIO, XPNOIUOTTOIWVTAG éva GAAO vhpa atrd auto Tou Activity, ETITPETTOVTAG OTO
Baoikdé vAua va pnv TTOPAPEVEL KOAANUEVO TTEPINEVOVTAG TO ATTOTEAECUA  HIOG
Hakpoypovng dladikaoiag, OTwG €ival yia TTAPAdEIyHA N €TMKOIVWvVIa PE  éva

QATTOPOKPUCHEVO DIAKOMIOTH 1 N EYYPAQH apXEiwv 0TO OUOTNUA.
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- e———
I-' Fragment is
added /

- 4

S

onAttach()

v

onCreate()

v

onCreateView() —=+—— —

v

onActivityCreated()

v

onStart()

v

onResume()

/
l-'r Fragment is
\ active |
User navigates The fragment is
backward or added to the back
fragment is stack, then
removedireplaced  removedireplaced

v v

onPause()

' ¥

onStop()

The fragment
¥ + returns to the

) layout from the
onDestroyView() back stack

L‘ |
onDestroy()

v

onDetach()

v

™,
A\

[ Fragment is
\ destroyed |

Eikéva 21 - Z1ddia {wng evog Fragment

79



Bring Your Own Internet of Things (BYO-loT) wg HoxAdg autopatotroinong diadIKaciwy o€ onueia AIavikAg TTwAnong

Resources

‘Eva Android Application Project ek16¢ ato Tig BIBAIOBAKEG, TO apxEeio TTapapéTpwy Kal
Ta apyeia Tnyaiou KWAIKa atToTeAEITal Kal atTd Ta apxeia Topwv (Resources). Mepikd

atd autd eival:
e Layout: MNMepiéxel apxeia XML 1rou opifouv 1o oxedlaouod Twv activities
o Menu: Mepiéxel apyeia XML 1rou opifouv avTikeipeva yevou

o Values: MNepiéxel apyeia XML 1Tou opifouv petagpdaclg, dIaoTATEIG,

HOP®OTIOINCEIG KOl AAAEG TTOPAUETPOUG
o Drawable: MNMepiéxel apxeia XML 1Tou opifouv pop@oTroinon

o Anim: Mepiéxel apxeia XML tTou opifouv Animations

4.2.5.4 Yhromoinon E@uppoying

O oKOTTOG TNG €QAPUOYAG OTNV apPXIKA TNG €kdoon eival n ekTéAeon TEVTE BACIKWY

AeIToupyIwv:
e Eioodog ato guotnua — LoginActivity
e T[lapouciacn oToixeiwv Xpnotn — Profile_fragment
e Alaxeipion TrapayyeAiag — kahaBiou — Cart_fragment
e Xdpwon TpoidvTwy - CaptureActivity
e [laopouaiaaon iIaTopikoU ayopwv — History_fragment

MNa TIg evépyeieg €10600U 0TO CUOTNPA KAl odpwaong dnuioupyrBnkav Activities, evw ol
UTTOAOITTEG EVEPYEIEG TTPAYMATOTTOIOUVTAl e TN Xprion Fragments. MNa mn diekmepaiwon
S1adIKaCIWV TTApacKnVviou TTpoxwpnoape otnv uhotroinan agnpnuévwy AsyncTask pe
duvatotnTa €TMEKTAONG TOug ammd TO KABe Activity — Fragment yia Tov S10QOpPETIKO

XEIPIOPO KAOe atroTeAéOoUaTOG.
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4.2.6 KAaoeig NMupiva epapuoyng

APP — AloxeipioTig OToIXeiwv e€@apuoyng, ouykpatei dedopéva  yia  TovV
UTTAPXOVTa XPNOTN, TIG TTapayyeAieg Kal To KaA&O! Tou, To TeAeuTaio capwyévo
TPOIdv KAl Ta oToIxeia atmodeiEewy. YAotmoiei peBodoug avdaktnong Kai

TOTTOBETNONG OTOIXEIWV.

Connection — AlaxeipiIoTAG ouvdéaewv Pe eEUTTNPETNTEG. YAoTTolEi peBddoUG yia

TNV GTTOMAKPUCHEVN aUVOEDN Kal avAKTNON ATTAVTATEWV

Helper — Tlapéxel UTTOOTNPIKTIKEG EVEPYEIEG YEVIKNAG XPAONG TNG E£QAPHOYAG.
OpiCel Toug KWOIKOUG aTtraviioewy Kal UAoTrolei yeBoddoug yia Tnv epunveia

amaviioewyv JSON

jnAssyncTask — Apnpnuévn kAdon emkoivwviag pe Ta APl Tou €§uttnpeTnTh
KOUBou
AT_cart — KAdon emkoivwviag pe 1o APl Tou €€UTTNPETNTA yIQ TNV €KTEAEON

EVEPYEIWV OXETIKA PE TNV TTAPAYYEAIQ Kal TO IGTOPIKO TOU XPAOTN

AT_getuserdata - KAaon emkoivwviag pe 1o APl Tou €§uttnpetnTi yia Tnv

EKTENEDN EVEPYEIWV OXETIKA WE TO TTPOPIA KAl T GTOIXEIA TOU XProTN

4.2.7 KAaoeig - MovtéAa epapuoyng

O1 kKAGogIg HOVTEAD €XOUV WG OTOXO VO PETAPEPOUV TO OXNMA TNG BAong dedopEvwv

otV KIvnTR €@appoyr. YAotrolouv peBddoug yia Tn dnuioupyia kKal Tnv eEaywyn

QVTIKEINEVWY aTTO Kal o€ poppr} JISON.

User — AvattapioTd éva xproTtn otn Bdon dedouévwy

Role — AvatrapioTd éva pdAo xproTtn otn Bacn dedouévwv

Wallet — AvatrapioTd £va TTopTo@OAl XxprioTn oTn Baon dedopévwy
Country — AvatrapioTd pia XWwpa aTn Baon dedopévwy

Order — AvatrapioTd pia TrapayyeAia otn Bdon dedouévwv

Receipt — AvatrapioTd pia atrodeign atn Baon dedouévwv
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e Product — AvatrapioTd éva TTpoidv oTn Bdon dedopévwv
e Category — AvatrapioTd pia katnyopia otn Bdon dedopévwv

e Receipt — AvatrapioTd pia ammodeign otn Baon dedopévwy

4.3 0006veg ZuoTAHPATOG

>€ auTA TNV evOTNTA TTAPOUCIALOUUE PEPIKEG 0OOVEG aTTO KABE HEPOG TOU CUGTAUATOG

yIa TV KOAUTEPN KaTavONoN TNG AEIToupyiag Tou.

4.3.1 086veg E@appoyng AlakopioTh

s cLouo semven - % | - o x
<« O @ Jrabunta, % =w a
At th favorits bar by slectng . o by geting thém fom anotner raweser, Importyour favores
W
Eioco&og
Eioobog
JRRm—— !
Copyrgn @ eam com 201

Eikéva 22 - 086vn Eic6dou
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emamp ¢ x [ - o o=
€ O @ | e | =2 & -
P ——

w

Yypagn

Eikéva 23 - 006vn Eyypaeng

& ESM CLOUD SERVER-E X+ = o
< > O o ‘hﬂp/ﬂnubunlu/admm ﬂr‘ = Z O

Add to the favorites bar by selecting +#, or by getting them from another browser. Import your favorites

\D Easy Super Macket Tewpyiog Kapagimng & ~

# Nayeipion

BEMpogih XpiioT < EASY SUPER MARKET

=mi1opTooM

01 MapayyeAieg oag

Agite| 10~ | EYYPOQEC Avaghmarn:
Qpa Npa AlA
AA IF Katagwpnong OMOKANPLIONG ATOBEIENG EUCKEUR
322 2017-02-18 141621 2017-02-18 141714 128 ‘WwebOSs
Epgaviovtal 1 &wg 1 amé 1 eyypagég MponyoUpevn - Emopevn

Eikéva 24 - 006vn MNapayyeAiwv XpAoTn
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" ESMCLOUD SERVER - X+
< = O 0 ‘ jnubuntu//admin/profi
Add to the favorites bar by selecting %, or by getting them from another browser. Import your favorites

# Nayeipion

SEripoqik Xprom < Emegepyaoia Mpoih Xprotn

EnmsEepyaoia

x| =

Npoowmkd groixeia

BoriBeia
Ovopa

=oprogsh ohn
Emibero
nik
Mieifuvon e-mail
johnnpireas@hotmail.com
TuvBnparikg

EmaAidzuon ouvBnparikod

Xipa Xiopa

EMdda -

Migibuvon

Mepaidg

TnAfpuvo
2104619477

TIANKTpOAGYRTE 0 10X U0V GUVENUATIKS Tag TIpIV fjoere e My evnpépuwon

Eikéva 25 - 006vn Emregepyaaiag Mpo@il XpARotn

- o
ZoQa
john nik & ~
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% ESM CLOUD SERVER-Y % | o -

o =
<~ > O | ieubuntuzadminprofiesupport *| = 4 &

Add ta the favorites bar by selecting #, or by getting them from another browser. Impart your favorites

L oy sper roner iy Kapofims & =

 Buaxcipon
“8pogih Xprom < YTmooTApign
[E——
Borpad Amfyara uroaTipitng
—— aite[ 0 < | ewpawke Avatsmon: | A
Tpa
AA 17 Kavdoraon Karagdprons Awuditnong Tirhog Avaréfnee
0 EmhuBnke 2017-02:09 2017-02-09 Borifeia nikellis@gmail com
114850 Tta05
[ ——
@6 | Emone a017.0208 2017.0209 Nk éw | inkolls@gmal com
125636 Tas201 o
i o s
=
Aemoptperec: @
®: | Emone 2017.0127 2017.0200 e ymopis | fikella@gmall com
00.00:00 T3aaos =
——
android
p—
Eppanigovear 1 s 3 amé 3 eyvpants

Néo aitThpa uTTooTrhPIENS

Mvupa

Eikéva 26 - 006vn AiITnudtwyv YrooTipiing Xpnotn

‘U ESM CLOUD SERVER - ¥ X | = - (=] x
D S T - I T p— | = &

Add 1o the favorites bar by selecting +, or by getting them from anather browser. Import your favarites

O Apym pivupa e O Az ORI v TBpaYYEMA BTTD TO android

o Jrikellis@gmail com
Qanrcam wrass

Ploparzhia Tgnowpiore o TpSRATL Mya kakincoa

karavitisgeorge@gmail com o
oaram s

MpoomGinea v aTelke Tapayychin ahia Oc priapces

Mou hin THBRAAUO TIKONVGS Lt 1O Server

karavitisgeorge@gmail com o

6 o oI DivIoE MOpaR

pnikellis@amail com
@aonrcas 13zmen

Exéybre m dipa Tou knrod

karavitisgecrge@gmail com o
R

Euoonmis el

Eikéva 27 - 006vn AtravTiioewv Yoo Tipi§ng
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' ESMCLOUD SERVER -T X = - =] x
€ 3 O @ | inubumwgsdninmale Tl = Z &5 -

Add 10 the favorites bar by selecting #, o by getting them from another browser. Import your favorites

-\Q T Faioc Kopolin &
 sagipon
R pogi xprom < TlopTo@oh xprioTn
= TopTopbk
T4 ¥ UTIOPECETE VO XPMOIHOTOICETE TNV EPapyONY] easy super 8a TIpETTE va TIPOOBECETE XPAWGTO GTO ADYaROTYG oOg
‘Exere 83.58 € o10 Aoyapiaoud oag.
MpooBioTe ypripata aTo TTopToPON aag
Moo Tpamog wAnpunsic
MioTwmed kdpra
Tumog kdprag
MasterCard
Owvopa kardxou
Huspopnvia Afgng
mmiddlyyyy
A6 KapTag
cev
Eikéva 28 - 006vn Aoyaplaopou XpRoTn
Se—— G
E 5 0 @ | reuee w| =
N ey s [P ——
s Aiaxelpion
Trosm
= = O
e ; o : o] | e B
— e — Prm——

o e et o

™

o o,

An M [
o
T
- T

Eikéva 29 - 006vn AlaxeipioTi
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' ESM CLOUD SERVER-T X =+

O @

67

‘ jnubuntu//adminy

ts

Add to the favorites bar by selecting +, or by getting them from another browser. Import your favorites

=4

& Niaygipion

B Nehdreg

& AnriaTa UTIeoTrIENG
# Mopapmipata

A Mpogik AayaipiaTs

MeAdTeg

Mivakag NeAaTv

AfiEE 10 v |EyypagEC

AA J=  Ovopa Emivupo
@2 rewpyiog KapaBitng
Napayyehiec: 1

Ymohormo: 2358 (€)
Evepyog:  Nai
Mavpapiveg: Oy

Emegepyacia

Q4 KWaTag
NapayyeNec: Asv Exel
Ymohormo: 100 (€)
Evepyog:  Nai

Mavpaupiveg: O

Emeepyacia
Q9 Jack Daniels
@17 john nik
Mapayyehieg: 4

Ymohormo: 150 (€)
Evepyog:  MNai
LAiaypappévog: Oy

Emetepyagia

Eugavigovral 1 £wc 4 amd 4 eyypogéc

AnpnTpbyiou

Xwpa

EAMdBa

EAAGBa

EAAGBa

EAAGBa

Avagiimon:

Nidvwng NikEAANG & ~

Email TeAeuTaia Evepyoe

karavitisgeorge@gmail com 2017-02-18 14:23:54

dimitroglou@gmail.com

jack@gmail com

johnnpireas@notmail.com

2017-01-28 19:35:49

2017-02-09 16:00:16

2017-02-18 14:21:03

Mponyouyevn - Emopevn

Eikéva 30 - 006vn Aiotag MeAatwv AlaxeipioTn
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<« O @

]
x| =1 a -

Eikéva 31 - 086vn Mpoiovrwyv AlaxeipioTi

Tapyaiy 263
Ptz 20170108 160313

[ Duope
IRUDRONTT  CHALET MMISHFD AEYRD TH WL

Eikéva 32 - 006vn Aiotag MapayyeAitwv Siaxeipiotn
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4.3.20006veg E@appoyng KivntAg ZUoKeURg

=  Easy Super

a
Mpopid Xpriotn

EasySuper

nik
Itouxela Emikowvwviag

EARGba
Newpaidg

2104619477 ——

johnnpireas@hotmail.com

YnoAoino: 150 €

Created by John Nikelis

Eikéva 33 - 006vn Mpo@iA Android Eikéva 34 - 006vn Eic65ou Android

2017-02-10 01:56:20
+
l—. Zovoho: 54.12

CHALET HMIZHPO AEYKO 750 ML x 2
x [22(€) * 0.23 @NA] = 54.12

Zovoho:  93.479996 €

Eikéva 35 - 006vn loTopikou Android Eikéva 36 - 006vn KaAaB1oU Android
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EasySuper

TonoBetrote To barcode oto mMAaioto yia yiveraapwon.

Eikéva 37 - 086vn Zdpwong Android

5. A§loAdynon a1rodoxng Tou CUCTAHOTOG

5.1 MepiAnyn

Mo TNV exTignon TG aTTO00XAG TOU TTPOTEIVOUEVOU CUCTHUATOG ATTO TO KATAVOAWTIKO
KoIvO Kail TNG BiwoiyotnTag Tou, emMAEXONKE n pEBOOOG TNG aUVTAENG EpWTNUATOAOYiOU.
KaBwg atrodeixbnke dUOKOAO va TTpooeyyicoupe KATTOI0 pEYAAO KATAOTNUA GOUTTEP
MAPKET  Kal  OedOPEVWY  TWV  XPOVIKWV  TTIEPIOPICUWY, TO  EPWTNUATOAGYIO
TIPOCAVATOANIOTNKE O€ BEuaTa TTOU aQOPOUV TOV KATAVAAWTA Kal OXl Tov EUTTOpO

NaVIKAG.

5.2 Tekunpiwon gpguvnTikig peBodoAoyiog

To deiypa TnNG epeuvnTIKAG €pyaciag amoTéAecav 37 CUPUETEXOVTEG, 17 Avdpeg kal 20
YUVAIKEG, TTOAWV SI0QOPETIKWYV NAIKIWV Kal EI8IKOTATWY. 57 epwTnuatoAdyia oTaABnkav
OUVOAIKA, KOl TO TT000CTO Un cupuetoxng avABe oto  35%. lMa 1N olvragn Tou

epwTnuaTtoAoyiou opioTnkav TE00EPIG BATIKEG OEUATIKEG EVOTNTEG:
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e H mpwtn evotnTa TepieAduBave 4 epwTrOEIG OXETICOPEVEG PE TA dNUOYPOPIKA

aTolxEia Tou deiypaTog.

o H deltepn evotnTa TTEPIEAGUPBAVE 4 £PWTNOEIG OXETICOPEVEG E TNV TEXVOAOYIKNA

e€oikeiwon Tou deiyuaTog.

e H 1pitn evéTnTa TrepieAGUBave 8 EpWTACEIG OXETICOPEVEG E TNV ACPAAEIQ Kal TNV

101WTIKOTNTA.

o H téraptn evétnta mepieAdupBave 8 £pwTrOEIG OXETICOMEVEG HE TIG AYOPAOTIKEG

OUVABEIEG Kal TIG TIPOOTITIKEG ATTOB0XIG TOU CUCTAUATOG.

H popen Tou epwTtnuatoAoyiou TTou TTIAEXONKE gival N NAEKTPOVIKA @OpuaA, TNG OTToiag N
KoIvoTroinon £€yive PE TN XPAON NAEKTPOVIKOU Tayxudpopeiou. AuTh n €mmAoyn €yive pE
Baon:

e OIKOVOUIKG KpITApIa: Aev uttdpyouv £600a aTTOOTOARG OTTWG Yia TTapddelypa o€

ypaTITA aAAnAoypagia.

o kpITApIa TPpooRaong: To epwTnuaToAdyio eivalr TTOAU €UKOAO va poIpacTEi o€

avBpwITOUG aTrd OTTOIAdHTTOTE TTEPIOXT).

o KpiITApIa €lAIkpivelag: O1 epwTwpevol Teivouv va gival o eINKpIveig oTav dev

UTTAPXEI TIPOOWTTIKN 1 TNAEQWVIKA ETTAPN.

o dnuoypa@Ik& KpiTApIa: To ouoTnua oToxelel Ot OXETIKA VEOUG QvBpPWITOUG,
€COIKEIWPEVOUG PE TNV TEXVOAOYia, 01 OTToiol gival ouvnBICUEVOl va aTTavTOUV O€

OIadIKTUOKEG EPEUVEG.

¢ oxéon Pe TO PEYEDOG TOU EPWTNUATOAQYIOU, ATTOQPACIOTNKE VA €ival OXETIKA PIKPO JE
NiYEG KOl TTEPIEKTIKEG EPWTNOEIG TTOAATTAAG ETTIAOYAG, YE OKOTTO TNV QVTIMETWITION TNG

QTTOQUYNG CUUUETOXNG (Non-response Kai response bias).

MNa TNV KATAOKEUR TOU €pWTNUATOAOYiIOU OnuIoupynBnke pia atrAr 1I0TooeAida — @opua
oe¢ PHP kai xpnoipotroiiOnke Baon dedopévwv MYSQL yia Tnv oTmoBrkeuon Twv
armoteAeopdtwy. TNa  va  efoo@olioTei n povadikOTNTA  TWV  ATTOVTACEWV,
onuioupynBnkav povadikd kAeidid mTpoéofaocng piag xpnong, yia kabe dievBuvon
NAEKTPOVIKAG aAAnAoypa@iag otnv oTToia OTAAONKE TO E£PWTNUATOAOYIO, TWV OTTOIWV
KAEIBILV N TTapaywyr] Kal dlaxeipion €yive p€oa atmo Eva PIKPO dIaxeIpIoTIKO TTEPIBAAAOV

ypauuévo kal TTaA oe PHP.
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AmoTehéoyioTa

Mivakeg Epwinparoiayivsy

Mivakag EpwrnpotoAoyiwv

Agige | 10 T
iR ™
118 Mpopoaf Ay el mvanzBel
" MNpopoif Kheigia
e Mpopoif EIGABNKE
" Mpopoif ZIdABnKe
e MpopoAR Kaeig1o
" Mpopoif Zidagnke
" Mpopoif Kheioo
m Mpopoif Kreiotd
110 Mpopoad ZidAnke
109 Npoadf ZidaBnke

Eppavidaovian 1 £ 10 aTTh 59 eyypopés

lwdwrg E. NIKEARNG

Eikéva 38 - 006vn Alaxeipiong EpwrnuaroAoyiwv

5.3 Mapouciaon dedopévwv

5.3.1 Anpoypa@ikd oToIXEia:

®UMo :

¢ Avdpag: 45.95%
e [uvaika: 54.05%

HAkia :

< 18:10.81%
18 - 24: 2.70%
25-34:29.73%
35-44:27.03%
45 - 54:10.81%

Mail Avdeeong

eugenia gr@gmail.com

fatiniloc atellig@gmail.co

ganfalialoukou@hotm:

nerfbilly@grmail com

nerf-fan@hotmail com

boushourasgeorge@al

magnitisZ@hotmail.con

vilimas@ktimatalogio.g

iceage_1221@yahoo ¢

AVTLATNGT | Araifmn

Evépyeleg

Ermepev
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e 55-64:16.22%
® 65-74:2.70%
e 75:0.00%

EkTraideuon :

o MMpwtoBabduia: 0.00%
o AeutepofdBuia: 29.73%
e TpitoBaBuia: 70.27%

EmayyeApa :

e Mabntg: 13.51%

e ®oitnTAg: 0.00%

o 151wTIKOG YTTAAANAOG: 51.35%

e Anuoéaiog YadAAnAog: 5.41%

o EAeUBepog EtrayyeApariag: 13.51%
e >uvTagiouxos: 8.11%

e Avepyog: 8.11%

5.3.2 E§oikeiwon pe TNV TEXVOAOYia

Mwg Ba xapakTnpifaTte To €TTITTEDO YVWOEWV OOG O OXEON WE TN XPACN NAEKTPOVIKWYV
UTTOAOYIOTWYV;

o [MoAU xaunAo: 2.70%
o XapnAo: 13.51%
o Métpio: 32.43%
e YWnAd: 29.73%
o [MoAU YwnAo: 21.62%

Moéoo eCoikeiwpévol gioTe pe TNV évvola Tou Internet of Things;

o KaBdhou: 40.54%
o Aiyo: 13.51%

o Apketd: 35.14%
e MoAU: 10.81%

Moéoo Coikeiwpévol gioTe pe TNV évvoia Tou Bring Your Own Device;

e KaBodhou: 51.35%
e Aiyo: 21.62%

o Apketd: 18.92%
e MoAU: 8.11%
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M6éo0o ouxvd XpNOIYOTIOIEITE TO KIVNTO 0aG TNAEPWVO OAG YIa ETTAYYEAUATIKOUG OKOTTOUG
OTO XWpPo ekTTaideuong / epyaciag aag;

e Moté: 13.51%

o Xmavia: 32.43%

o Juyva: 35.14%

o [MoAU ouxvd: 18.92%

5.3.3 Aog@dAsia Kal ISIWTIKOTNTA:
Moéoo diateBeipévol Ba AGACTAV VO TTOPAXWPHOETE TTPOCWTTIKA GAG GTOIXEIX yIa TN
BeATiwon piag utrnpeaiag;

o KaBohou: 29.73%

o Aiyo: 43.24%

o Apketd: 21.62%

o [ToAU: 5.41%

‘Exete Aoyapiaopud o€ KATToIa UTTNPETia NAEKTPOVIKWY ayopwv (T1.X. Amazon, E-bay); :

e Nai: 40.54%
o Ox1: 59.46%

‘ExeTe Aoyaplaopo o€ kamola utrnpecia E-Banking; :

« Nai: 64.86%
e Oxi: 35.14%

‘Exete ammobnkeupéva oToixEia TpooBacng yia KATToIa atré TIG TTApATTAVW UTTNPETIEG
OTO KIVNTO 00G TNAEQWVO;

e Nari: 29.73%
e Ox1: 70.27%

Méo0 ouxva TTPAYUATOTTOIEITE NAEKTPOVIKEG AYOPEG;

e MMoté: 10.81%

e Smavia: 45.95%

e Juxvad: 29.73%

e oAU ouyva: 13.51%

Moid péBodo TTANPWHNAG ETTIAEYETE, 1 Ba EMAEYATE, VIA TIG NAEKTPOVIKEG AYOPEG OOG;
o AvtikataBoAn: 8.11%
o KatdBeon oe 1pameda: 8.11%

o MOTWTIKN / XpEWOTIKA KapTa: 59.46%
o PayPal / PaySafe: 16.22%
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o ANn: 8.11%
Méoo ouxvd ouvdieoTe o€ dnuocia acUpuata dikTua atrod To KIvATO 00 TNAEQWVO;

Moté: 21.62%
>mavia: 35.14%
2uyva: 32.43%
MoAU cuyvd: 10.81%

Oa TpaypartotTololoaTe KATTola docoAnyia Pe To KIVNTO 0ag TNAEPWVO JECOW VG
Onuoéaciou acUpuaTou dIKTUOU;

e Nai: 27.03%
e Ox1: 72.97%

5.3.4 AyopaoTikég ouvhBgieg Kal B1A0eon UIOBETNONG TOU CUCTAMATOG

M6é00 ouxva €TTIOKETITECTE KATACOTHUATA COUTTEP HAPKET YA TIG AYOPEG OOG;

e [MoTé: 0.00%

e >mavia: 21.62%

e Juxvad: 35.14%

o oAU ouyva: 43.24%

Méoo ouxvda XpnNOIUOTTOIEITE NAEKTPOVIKO XPAKA YIO TIG AYOPEG OOG OE OOUTTEP PAPKET;

o [oté: 18.92%

o >mavia: 5.41%

o Juxvd: 29.73%

e [1oAU ouxva: 45.95%

Moéoo diateBeipévol Ba noaoTav va XPNOIYOTIOINOETE TO KIVNTO 0AG TNAEQPWVO YIa TIG
ayopég 006 O€ £va KATAOTNUA OOUTTEP PAPKET;

o KaBdhou: 8.11%

o Aiyo: 24.32%

o Apketd: 40.54%
o oAU: 27.03%
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Moco diateBeipévol Ba noaoTav va capwveTe KABE TTPOIdV TTpIv TO BAAETE OTO KAAGOI
TOU OOUTTEP PAPKET, edv auTtd oag £dive Tn duvaToOTNTA va YN TTEPIYEVETE OTNV OUPA TOU
Tapeiou;

o KaBdhou: 8.11%

e Aiyo: 18.92%

o Apketd: 40.54%
o [oAU: 32.43%

e oxéon Pe TNV TTapamdvw epwTtnon, Ba cag €dive €mTAéOV KivnTpa n TTapoXN
OIKOVOUIKWY TTpovouiwy (Bonus) atré 1o KaTaaTnua;

o Nai: 94.59%
e Ox1: 5.41%

Moéoo maoTeveTe 6T N UTTAPEN avaAUTIKOU IGTOPIKOU TWV OYOPWY GAG € GOUTTEP MAPKET,

Ba ouvéBale atnv kaAUTepn Slayeipion Tou OIKIOKOU TTPOUTTOAOYIoUOU;

o KaBohou: 5.41%
o Aiyo: 16.22%
o ApkeTd: 43.24%
o oAU: 35.14%

e T BaBpo moTelETE OTI N PEiWON TNG AvOPWTTIVNG ETTAPNG OTO Tapeio Ba eTnpéale Tnv

TTPSGOEDT) 0OG va ETTIOKEPTEITE EAVA €va KATAOTNUA;

o KaBoAou: 27.03%
o Aiyo: 32.43%

o Apketd: 27.03%
e [MoAU: 13.51%

Mwg mmoTelete 6T Ba emTnpéade n €I0aywyr QUTOPATWY TAUEIWY, TNV OYOPAOTIKI 0OG

euTTEIpia 0€ éva OOUTTEP PAPKET;

o oAU apvnTika: 8.11%
e ApvnTika: 13.51%

e Oudértepa: 27.03%

o OcTIKG: 45.95%

o oAU BeTIKG: 5.41%
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5.4 AvdAuon 3edopévwV Kal ZUPTTEPAC AT

ATTO Ta ammoTeAéopaTta TwV EPWTACEWV OdNUOYPOPIKOU TTEPIEXOUEVOU BIATTIOTWVOUNE
TTWG TO deiypa Pag €ival ICOPPOTTNUEVO OE OXEON YE TO QUAO Kal aTToTEAEITAI ATTO VEOUG
avBpwIToUG, HE TNV TTANBWPA TWV CUPPETEXOVTWY Va gival HETAEU 25 — 54 xpovwyv, evw

O1a06£T1el UPNAG HOPPWTIKS ETTITTEDO.

IXETIKA PE Tn OeuTePn BepaTikhy evoTnTa, QUTH TNG €EOIKEIWONG PE TNV TEXVOAOyia,
TTOPATNPOUME TTWG T UTTOKEINEVA TTOPOUCIACOUV PETPIO TTPOG UWNAO ETTITTEDO YVWOEWV
XPNONG NAEKTPOVIKWY UTTOAOYIOTWV, OTTWG ATAV OVAUEVOUEVO AGyw TNG dNUOYPOPIKAG
@uong Tou deiypatog. Mapdha autd, évvoieg OTTwg 1o Internet of Things kai To Bring
Your Own Device gival akopa AyvwoTeG €TTi TO TTAEiOTOV, PE TTAVW OTTG TOUG MICOUG
OUMMETEXOVTEG VA YVWpICouv Aiyo ) kaBoAou TI onpaivouv autég. MapdTi cav évvola To
BYOD pTtropei va pnv gival yvwpIigo oTo eupl KOIVO, TTApaTnPoUdE OTI JEYGAO TTOOOOTO

XPNOIMOTIOIE KIVATA TRAEPWVA YIa ETTAYYEAPATIKOUG OKOTTOUG.

Meydho evdia@épov TTapoucidfouv oI atraviroelg TTou 06Bnkav oTa Béuata TTou
a@opoUlV TNV ao@AAeia Kal TNV 1IBIWTIKOTNTA, PE TO 72% va dnAwvel Aiyo ) kaBoAou
diaTeBeIPEVO va TTapaxwperoel TTPOCWTTIKG aToIxXEia yia T BeATiwon piag utrnpeoiag. To
TTAPATTAvW OTTOTEAECHA PETPIACETOI WG TTPOG T ONUAVTIKOTNTA TOu, av OOUME TIG 2
ETTOPEVEG EPWTNOEIG, APOU TTAVW ATTG TOUG PICOUG CUPHETEXOVTEG £XOUV Aoyaplaououg
o€ uTnpeoieg e-banking kai e-shopping 61TTou N TTAPOXI| TTPOCWTTIKWY OTOIXEIWV gival
TPoUToBeon yia TNV KaA Agitoupyia Toug. Xe 6,11 agopd Tnv ac@dAcia, Ta
arroteAéopata deixvouv TTwG ol 'EAANVEG KATAVOAWTEG, EVW OKOPA ATTOPEUYOUV TIG ON-
line ayopég oOtav autd eivalr €@IkTd, €xouv €eCOIKEIWOEI Pe Tn XPrON NAEKTPOVIKOU
xpAuatog. H mpootTikr) xpAong kivntoUu TnAepwvou yia dogoAnyieg péow evog
onuociwg TpooPdacipyou  BIKTUOU, Oev  avTiyeTwTrioTnke OeTikd. Evw 10 40%
XPNnoiyoTroiei dnNudaia acUpuaTa SiKTUa CUXVA, HOVO TO 27% Twv pwTnBEéVTWY Ba rTav

JIaTeBEIPEVOI VA TTPAYUATOTTOINCOUV KATTOI0 S0TOANWIa JECW QUTWV.

e oxéon pe Tnv TeAeuTtaia OspaTikh evoTnTa, BAETTOUPE TTWG N GUVTPITITIKA TTAEIOWN®ia
ETMOKETITETAI OUXVA €WG TTOAU OuXVvd KATAOTHPATA OOUTTEP MAPKET, YE TO 74% va
XpnoiygoTrolei NAEKTPOVIKO XPrMa yia TIG ayopég Tou. EmBefaiwveral Aoimmov n EAAeIyn

TIPORANUOTIONOU G€ OXECN PE TNV ACPAAEI TOU NAEKTPOVIKOU XPHHOATOG.

MoAU evBappuvTIKG aTroTEAECUOTO EiXOME OTIG EPWTNACEIG Yyia XPAON Tou Kivntou
TNAEQWVOU YIa TIG aYOPEG O€ OOUTTEP PAPKET, PE TO 70% Twv epwTNOEVTWY va dnAWVEI
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atrd apKeTA €wg TTOAU dlaTiBnuévo va afloTroiNoEl TN OUOKEUR TOU yia ayopég. 1810
OKPIBWG ATAV KAl TO TTO00CTO Twv BOETIKWV OTTAVTAGEWY OXETIKA HE TN Gdpwon
TIPOIGVTWYV PE TO KIVATO TNAEQPWVO, EVW N TTAPOXI TTPOVOMIWY OTTWG MTAV OVOUEVOUEVO,

Ba €d1ve axedOv o€ BAoUG ETTITTAEOV KivnTpa yIa XpAON HIAg TETOIOG UTTNPEDIagG.

Akopa TTEPICAOTEPT KivnTpa UTTEP TNG XPHAONG TNG UTTNPECIOG GaiveTal va TTPOCPEPEI N
Utrapén 10TopIKOU ayopwv, agou Tavw ammd 1o 75% maoTelel TTwg Ba BeAtiwve Tn

dlaxeipion Tou oIKiakoU TTPoUTToAoyIoHOU.

TEéNOG O€ OxéOon PE TIG EMTITWOEIG TNG AUTOPATOTIOINGNG, N Meiwon TNG avBpwtTivng
emaQng o€ poiddel coBapd avTikivnTpo yia Toug KaTavaAwTéS. To 70% mioTelel 611 O¢ Ba
€TTNPEalOTAV ApVNTIKA aTTd TV AQUTOPATOTTOINON TWV TAPEIWV KAl GUVOAIKA TTAVw OTTo
T0 75% Bcwpei 61T N ayopaoTikh Tou euTTeIpia Ba BeATIWOEI 1 TouAdyIoToV Ba peivel oTa

idla etTiTreda.
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6. ATToAoyIONOG TNG EpyaTiag

6.1 MepiAnyn

Kard 1n diodikagia €kmovnong Tng epyaciog PEAETACAUE TOUG KIvOUVOUG Kal TIG
€UKalIpieg TToU ouvodeUouv TIG TexvoAoyieg Twv Internet of Things kai Bring Your Own
Device, 6TTwg auTég avaAlovTal yéoa amd Tn oxeTIKr BiBAIoypagia, opicaue 1o Babud
ETTIPPONG TTOU €XOUV OTNV EQOPUOYN €VOG CUCTAHUATOG QUTOUATOTTOINONG SIadIKACIWY
010 TAQiCI0 pIag aAugidag KaTaoTNUATWY AIAVIKAG TTWANCONG KAl TTPOTEIVAPE éva
MovTéNO - ouoTnua TTou TIg agloTrolei yia Tn BeATiwon TG ayopacTikAg diadikaciag ot
auTé 1O TTACiCI0. Ta TTEIPAUATIKE ATTOTEAECUATA PAG TTPOCEPEPAV APKETA dedouéva o€
oxX€0n ME TNV TIPOOTITIKN atmodoxng MIag TETolag utnpeciag amd Toug 'EAAnveg
KOTOVOAWTEG, £TO1 WOTE va  OUPTIEPAvVOUPE TN PBIWCINGTNTA TOU  OUCTAMATOG,
TOUAGXIOTOV WG TTPOG TO KOPUATI Tou TTEAATN, KABWG aTTaITeiTal TEpaITéEPw dIEPEUVNON
yla Tn diotmiotwon 1 yn NG Piwaoiyétntag tou oe 6,11 agopd TO KOPMATI TOU
KATOOTAPATOG. TE€AOG, uloTroifjoope €va PEPOG TOU GCUCTAPATOG ONUIOUPYWVTAG
TTapAAANAa éva yevikd kai emTekTdoiyo framework avamTuéng e@apuoywy TTePINyYNTN

10TOU.

6.2 KaivoUpyieg yvwoeig

Méoa até Tnv avaokdtnon tng BiBAIoypagiag yupw atd 1o loT kai To BYOT, opicape
VTETEPUIVIOTIKA T €ival TEAIKA QUuTEG Ol TeXVOAoyieg, €idaue aAnBiva Trapadeiyuata
XPAONG Kol TTPOKTIKEG AUCEIG TTOU UAOTTOIOUVTOI OTOV TIPAYMOTIKO KOOMWO yIa Thv
QVTIMETWTTION TwV KIVOUVWV Toug. H avadAtnon yia Tov TPpOTIO Pe TOv oTroio Ba
MTTOPOUCE VO EKOUYXPOVIOTEI N €AANVIKN €TTIXEIPNON, paAg odriynoe oTnV avokaAuyn
aKOUa TTEPICOOTEPWYV EQAPHOYWV Yia To 10T, 6TTwg N elcaywyn Twv RFID ota mpoidvTa
Kal N ETTIKOIVWVIO TWV TEAEUTAIWV HE Eva wn@iako KaAddl. AANAG kal yia To BYOT, €idaue
TTWG UTTAPXOUV EQOPUOYES TOU OKOMA Kal €Ew atrd TO oTevO TTAQiCIO Tou epyalouevou
MIag €TTIXEIPNONG, A@OU n idIa 10éa PTTOPEi EUKOAQ va EQAPPOCTEI KAl O€ €vav TTEAATN

MIOG ETTIXEIPNONG, EQOOOV QUOIKA EQ0PONITTEI N AG@AAEIQ KAl N IBIWTIKOTATA.
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Katd tnv avamtuén Twv €papuoywy yia Tnv dnuioupyia Tou CUCTAPOTOG pag dOONnKe n
euKaipia va efepeuvriooupe dIAPOPEG YAWOOEG TTPOYPAMMATIOUOU Kal OIaQOPETIKA
framework. H apxikrp 18éa Atav n xpnoigotoinon g yAwoocag HACK, Tou
avarmTuxOnke amd 1o Facebook cav pia avaBdbuion 1ng PHP, kai ekTeAgiTal Tdvw oTO
HHVM 110U €ival pia €IKOVIK unxavr] avoixtolu Kwdika Pe BAon NG TNV YETAYAWTTION
just-in-time (JIT). Kabwg 6uwg n yAwooa Bpioketal o€ apyIkd oT1ddia, amodeixTnke
QapKETE BUOKOAN N etmiAucn TTPORANUGTWY Adyw TG EAAEIYNG eTTapKOUG Tekunpiwong. H
yAwooa Tpoypauuatiogod HACK Aoimrév, avTikataoTtdOnke amd tnv PHP, pia
diadikacia apkeTd €UKOAn, kaBwg n ouvtagn kai n dour Toug ae TTOAAG onueia eivai
Tapéuola. Xe oxéon e Ta framework, éyive pia evdelexnig dokip Twv CakePHP kai
Laravel, n omoia TeAikd odriynce oTnv amo@acn yia Tnv avamrtu¢n evog custom

framework 61TWwGg egnyrnoaue oto ke@daAaio 5.

€ oxéon Pe TNV avdartuén tng eQappoyng Kivntou, TapoT To Android OS eTTIAéEXBNKE €€
apxXNAS WG TO AEITOUPYIKO OUCTNHA EKTEAEDNG, Ol BACIKEG AEITOUPYiEG OTTWG N ETTIKOIVWVIa
Me Ta APl kai n odpwaon Barcode uAomroiiBnkav kai oe 10S. KaBwg ol TTONITIKEG
avamTuéng epapuoywv I0S atraitolv Tnv UTTApgn TTPAYUATIKAG CUOKEURG Kal AOyw Twv
TTEPIOPICUWY TTOU TTPOKUTITOUV OTIO Tn OOKIUM MIOG EPAPUOYNG OE EIKOVIKA OUOKEUN
(Emulator) 1o gyxeipnua yia Tnv uAoTroinon TnG £QApUOynG Kal o€ AeItoupyikd [0S dev
gixe ouvéxela. MNapdéAa autd, pag d60nke n duvaTdTNTa VA £EEPEUVIIOOUNE TIG DIAPOPEG,
Ta TTAEOVEKTHMATA KOI TO PEIOVEKTAPATA TTOU £XEI TO AgiToupyikd oloTtnua |OS og oxéon
pe To Android OS, aAAd kal To epyaAeio avdmTuéng e@apuoywv Tng Apple XCode,
OUYKpPITIKA pe To Android Studio.

6.3 ZuptmrepdopaTa

H épeuva yia Tnv epappoyn Tou BYO-I0T otnv EAAGSa TTpéTrel va ouvexioTel, KaBwg Ta
TTAEOVEKTAKATA TTOU Ba YTTopoUcav va OTTOKOMIGOUV Ol ETTIXEIPATEIG KAl Ol KATAVOAWTEG
givalr TToAAG. MAAIoTa, av avoAoyIoTOUPE TTwG TO MOVO GAAO TTAPAdEIYUO EQAPUOYNG
MIag avTioToiXng 16€ag TpoépxeTal amd Tnv Amazon, oTig H.IM.A ota 1€An Tou 2016, ToTE
YiveTal oagég OTI N EQapPOYA EVOG TETOIOU oUCTAPOTOG 0TV EANGda Ba atroteholoe pia
TTayKOOoUIa TTpwToTTOPIa Kal 6a ATav pia dila@npion yia Tnv EAANVIKA €1TiIXeipnuaTikétnTa

Kal Kaivotopia. EmimrAéov, o€ pia TTEPIOdO TTOU T PEYAAD KATOOTAWATA AlQVIKAG
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TTwANoNG &€XovTal I0XUPO TTARypa atrd TNV OIKOVOMIKA UQECH, n avelupeon MIOG VEAG

TEXVOAOYIKNAG AUoNG O¢gv gival atTAd Bepitr) aAAd kal avaykaia.
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ZYNTMHZEIZ — APKTIKOAE=A — AKPQNYMIA - OPOAOTIA

BYO-loT

Bring Your Own Internet of Things

CEA

Communications enabled application — éva gdvoAo atré TuAuaTa
EEXWPIOTWY TTPOYPAPUATWY TA OTTOIO XPNCIKMOTTOI0UV
UTTNPECIOOTPEPN APXITEKTOVIKH, WOTE VA TTAPOUCIAfouV Jia
oAoKANpwuEVN EQapPoyr], ME OKOTTO TNV auénon TG
TTapaywyIkoTNTag VoG opyaviopou kai T BeATiwon Tng
T0I6TNTAG TNG EUTTEIPIAg Tou XpARoTn (UX).

SOA

Service-oriented architecture — pia apxITEKTOVIKA TTPOCEYYION
OTnV OTToIa T ETTINEPOUG KATAVEUNUEVA CUCTATIKA
XPNOIYOTToIoUVTal WG XAAaP& OUVOEDEUEVEG UTTNPETIEG,
0100¢a1ueg OTOV TTAYKOOHIO 10T, OTO ECWTEPIKS 1) Kal TO
€CwTEPIKO BiKTUO pIag eTTIXEIPNONG. O1 UTTNPEDIEG ETTIKOIVWVOUV
Méow BIETTAPWY, O OTTOIEG UAOTTOIOUVTAI AVEEAPTATWGS UAIKOU,
AEITOUPYIKOU GUCTAPATOG KAl TTPOYPAMMATIOTIKAG YAWCOAG.

UXx

User experience design — n diadikacia evioxuong tng
IKAVOTTOINONG TOU XProTn HEow TNG BEATIWONG TNG EUKOAIOG
XPAOoNG, TNG TTPOCRACINATNTAG KAl TNG EUXAPICTNONG TTOU
TIPOC@EPETAI KATA TNV GAANAETTIOpaon pe éva TTPOoidV.

RESTful Web
Service

Representational state transfer Web Service — ApXITeKTOVIKA
MEBOBOG TTOU TTPOCDIdEl DIOAEITOUPYIKOTNTA PETAEU
UTTOAOYIOTIKWY CUOTNUATWY péoa o€ £va OiKTUO.

Web Application

E@apuoyn TeAdTN-£EUTTNPETNTH OTNV OTToIa N OIETTAYPN
TTapouaidletal aTov TTEAATN HECW EVOG EEUTTNPETNTH IGTOU.

APP

E@apuoyn yia KivnTr) OUOKEUR.

Android

AgiToupyiké ouoTnua aveTTuypévo ato Tn Google.

LOLLIPOP SKD
21

‘Exdoaon Tou AgitoupyikoU cuaTApaTtog Android.

AVTIKEINEVOOTPAPNG YAWC OO TTPOYPANMATIGHOU - OXEDIAOTNKE

Java atd Tnv eTaIpeia TTANPo@opIKAG Sun Microsystems.
AVTIKEINEVOOTPAPNG YAWO OO TTPOYPaNMaTIONoU — MAwooa
PHP TTPOYPAUUATIONOU YEVIKOU OKOTTOU, QVOIXTOU KWAIKA KATAAANAN

yla epappoyég 10Tol. AvatrtixBnke amré tov Rasmus Lerdorf.
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Ubuntu

Aeitoupyikd ouoTnua Baciopévo ato GNU/Linux.

Apache Server

Mpdypappa egutnPeTNT. AvaTiTUxOnke, attd, 1o, Apache,

Software, Foundation,

Z0oTnua dloxEipIoNg OXECIOKWY BATEWY dESOPEVWV AVOIXTOU

MySQL KWOIKA.
Business Process Management — Nedio Tou Topéa NG
BPM Slaxeipiong TTou €0TIACEl 0T BEATIWON TNG ETAIPIKAG ETTIOOONG
BeATIOTOTTOIWVTAG TIG UTTAPXOUOEG DIODIKATIEG.
RFID Radio-Frequency Identification.
Application programming interface - €va gUvoAo A&IToupyIwV Kal
AP SI1adIKACIWY TTOU ETTITPETTOUV TN dNUIOUPYIC EQAPPOYWY TTOU

€xouv TTpdofBaan oTig AsiToupyieg i Ta dedopéva Tou
AEITOUPYIKOU CUCTAPATOG, TNV EQapPoyr, A GAAN uTTnpEaia.

Software Design
Pattern

>TnVv TEXVOAOyia AoyIioHIKOU, éva TTPOTUTTO OXESIOTUOU
Aoyiopikou (Software Design Pattern) gival pia yeviki
€TTAVAXPNOIYOTTIOINCIUN AUCn o€ éva TTPORANUA TTOU EP@AVIETal
ouvnBwg o€ éva 6edopévo TTAAICIO OTO OXEDIQTUO AOYIOUIKOU.

MvC

Model-view—controller.
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Il External Libraries, PHP files concerning html printing, and javascript files are not included in this source

<?php

Ilindex.php

ini_set('session.gc_maxlifetime', 30*60);
ini_set('max_execution_time', 10);
require_once('lib/"."SecureSessionHandler.php’);

$session = new SecureSessionHandler("JNSESSIONID");

$session->start();

function abort_on_file_notfound()

{
if (isset($_SERVER['REDIRECT_URL") ) {
$arr = array(.gif,"jpg',"jpeg', .png’, tiff',"tif".php',"asp', .html',"htm',"less",
'.chtm',".css',"js",".pdf"zip',".doc',".docx',ttf",".owf",".owf2',".svg',".otf');
foreach($arr as $v) {
if(mb_strpos($_SERVER["REQUEST_URI'], $v) == false) {
ob_end_clean();
header('HTTP/1.0 404 Not Found');
die();
}
}
}
}

/I die 404 for not found file types. This helps us avoid cyclic calls to index because of url rewrite
abort_on_file_notfound();

define("INDEX", TRUE);

Il'include global customizable configuration
$gConfig = require_once (‘configuration.php');

define(LOGFILE', "../esmlog');
const INCLUDE_PATH = 'inc'. DIRECTORY_SEPARATOR;

require_once(INCLUDE_PATH.'config.inc.php’);
require_once(LIBRARY_PATH.'jnApp.php");

$protocol = (lempty($_SERVER[HTTPS) && $_SERVER[HTTPS'] I== 'off || $_SERVER['SERVER_PORT == 443) ? "https://" : "http://"

$uri =$_SERVER[REQUEST_URI';
$status = parseRequest($Controller, $action);

/ITODO: check trailing slash

$web_root = $protocol.$_SERVER[HTTP_HOST.dimame($_SERVER['PHP_SELF)."/";
nApp::init($web_root, $session, $gConfig);

inApp::$controller = $Controller;

jnApp::$action = $action;

jnApp::$view = null;

execute_cronjobs();

require_once INCLUDE_PATH.'left_menu.inc.php’;
require_once INCLUDE_PATH.'top_menu.inc.php’;

$class = jnApp::$controller.’_Controller';
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(new $class())->{nApp::$action}();
exit;

====== File: configuration.php ======
<?php if('defined(INDEX') {exit;}
s
I EDIT THIS CONFIGURATION FILE /T
e
/I EXCLUDE THIS FILE FROM SYNCHRONIZATIONS ACROSS THE SERVERS
return [
‘version'  =>"5.0",
‘isBranch'  =>true,
‘cloud_url"  =>"
‘branch_num' =>"1',
release'  =>false,
'database’ =>[
'DB_HOST" =>",
'DB_NAME'  =>",
'DB_USER' =>",
'DB_PASSWORD' => ",
‘ServerSecret' => ",
‘ServerKey' => hash('sha256',", TRUE),
‘ServerName' =>"

====== File: jnApp.php ======
<?php if(defined(INDEX))exit;}

/I THE APPLICATION CLASS

II'VISIBLE ON GLOBAL SCOPE
require_once(INCLUDE_PATH.'methods.inc.php');
require_once(LIBRARY_PATH.'dbHandler.php');
require_once(LIBRARY_PATH.'SecureSessionHandler.php');
require_once(LIBRARY_PATH.'dao.php’);
require_once(LIBRARY_PATH.'Authenticator.php');
require_once(LIBRARY_PATH.'appLogger.php");
require_once(LIBRARY_PATH.'deviceDetector.php’);
require_once(CONTROLLER_PATH."abstract_api.php');

class jnApp {
public static $db;
public static $session;
public static $dao;
public static $auth;
public static $logger;
public static $controller;
public static $action;
public static $view;
public static $devDetector;
public static SAPPROOT;
public static $config;

public static function initDatabaseHandle($db) {

self::$db = $db;
}
public static function controller()
{

return self::$controller;
}

public static function action()
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return self::$action;

}
public static function view()

return self::$view;

public static function db(){
return self::$db;
}
public static function setController($controller)

self::$controller = $controller;

}

public static function setAction($action)

self::$action = $action;

public static function setView($view)

self::$view = $view;

}

public static function redirect($where = null) {
if ($where==null) {
$where = jnApp::$APPROOT;

}else {
$where = jnApp::$APPROOT .$where;
}
if (mb_strpos($where, 'login') !== false) {
$user = [J;
jnApp::$session->put(‘user.id', null);
jnApp::$session->put('user.email’, null);
inApp::$session->put('user.pass', null);
inApp::$session->put('notify', '? s??ed??a sa? ?7e? ?77e?));
inApp::$auth->setCurrentUser($user);
if (lempty($_SERVER[HTTP_X_REQUESTED_WITH') && strtolower($_SERVER[HTTP_X_REQUESTED_WITHY)
== xmihttprequest') {
$response = array(
'code’ => 666,
'msg' =>"? s?7ed??a sa? ??7%e? ?77e?"
die(json_encode($response));
}
header('Location: . $where);
exit;

}

static function extractField($str) {
$res = array();
do {
$pos = ( strpos($str,"_") );
if ($pos !== false) {
$f = substr($str, 0, $pos);
$str = substr($str,$pos+2);
array_push($res, $f);

}else {
break;
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}
} while ($str 1=="Y;
return $res;

}

static function extractSearchCol($str){
$pos = strrpos($str,"__")+2;
return substr($str, $pos);

}

static function needsJoin($str) {
return ( strpos($str,”__") !==false );
}

static function fetchParam($param =", $method = "POST", $default = ") {
switch ($method) {

case "POST":
return ( isset($_POST[$param]) ? self::$db->cleanupParam($_POST[$param]) : $default);
break;

case "GET":
return ( isset($_GET[$param]) ? self:$db->cleanupParam($_GET[$param]) : $default);
break;

case "SESSION":
return ( isset($_SESSION[$param]) ? self::$db->cleanupParam($_SESSION[$param]) : $default);
break;

default:
return ( isset($_REQUEST[$param]) ? self::$db->cleanupParam($_REQUEST[$param]) : $default);
break;

}

static function session(){
return $_SESSION;
}

static function init($path, $session, $gConfig) {
self::$APPROOT = $path;
self::$session = $session;
self::$db = new dbHandler(DB_NAME,DB_HOST,DB_USER,DB_PASSWORD);
self::$dao = new DataAccessObject();
self::$devDetector = new Mobile_Detect;

self::$auth = new Authenticator();

self::$logger = new appLogger(LOGFILE);

if (linApp::$session->isValid()) {
inApp::$session->refresh();

}
self::$config = $gConfig;

====== File: dbHandler.php ======
<?php if('defined(INDEX")){exit;}

class dbHandler {
protected static $SSUPPRESS_ERRORS = FALSE;
protected $DB_HOST = null;
protected $DB_NAME = null;
protected $DB_USER = null;
protected $DB_PASSWORD = null;

private $DBLINK = NULL;

function conn() {
return $this->DBLINK;
}

107



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

public function __construct($DB_NAME, $DB_HOST =", $DB_USER =", $DB_PASSWORD = ") {
$this->DB_NAME = $DB_NAME;
$this->DB_HOST = $DB_HOST;
$this->DB_USER = $DB_USER,;
$this->DB_PASSWORD = $DB_PASSWORD;

try {
$this->DBLINK = mysqli_connect($this->DB_HOST, $this->DB_USER, $this->DB_PASSWORD, $this->DB_NAME);
if (mysqli_connect_erro($this->DBLINK)) $this->dieErr(mysqli_connect_error());
if (mysqli_query($this->DBLINK, "SET NAMES utf8")) ;
if ($this->DBLINK->ermo) $this->dieErr($this->DBLINK->error);
} catch (Exception $e) {
if (class_exists(‘errorLogger’) ) {
/l(new errorLogger())->log($e);

}
Sthis->dieErr($e);
}
}
public function killDbLink() {
if ( $this->DBLINK ) {
$this->DBLINK->close();
}
}

protected function dieErr($er) {
self::$SUPPRESS_ERRORS ? die(): die($er);
}

Il unused
public function passEncrypt($password) {
return trim(self::base64_url_encode(mcrypt_encrypt(MCRYPT_RIJNDAEL_128, ServerKey, $password,
MCRYPT_MODE_CBC, md5("19590704", true))));
}

/lunused
public function passDecrypt($password) {
return trim(merypt_decrypt(MCRYPT_RIJNDAEL _128, ServerKey, trim(self::base64_url_decode($password)),
MCRYPT_MODE_CBC, md5("19590704", true)));

}

public static function base64_url_encode($input) {
return strir(base64_encode(Sinput), +/=', "-_,);
}

public static function base64_url_decode($input) {
return base64_decode(strtr($input, -_,', '+/=));

}
public static function userToDBDate($v) {
ifv <>"){
$myDateTime = date_create_from_format('d/m/Y", $v);
retum date_format($myDateTime,'Y-m-d');
}
else
retum $v;
}

public static function DBToUserDate($v) {
if ( ($v == '0000-00-00") || ($v ==")) {
return ;
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}

else {
$myDateTime = date_create_from_format('Y-m-d', $v);
return date_format($myDateTime,'d/m/Y");

}

function cleanupParam($str, $encode_ent = false) {
$haveQuotes = false;
$str = @trim($str);
if($encode_ent) {
$str = htmispecialchars($str);

}
if(version_compare(phpversion(),'4.3.0') >= 0) {
if( $haveQuotes) {
$str = @stripslashes($str);
}
if(@mysqli_ping($this->DBLINK)) {
$str = $this->DBLINK->real_escape_string($str);
}
else {
$str = addslashes($str);
}
}
else {
if(!$haveQuotes) {
$str = addslashes($str);
}

return $str;

public function fetch($query) {
$r = $this->DBLINK->query($query) or $this->dieErr($this->DBLINK->error);
if (8r){
if ($r->num_rows > 0) {
$resp = $r->fetch_assoc();
$r->free();
return $resp;
}

$r->free();

return null;

}

public function fetchAll($query) {
$r = $this->DBLINK->query($query) or $this->dieErr($this->DBLINK->error);

if (9r){
if ($r->num_rows > 0) {
Sresult = array();
while ($rec = $r->fetch_assoc()) {
Sresult]] = $rec;

}
$r->free();
return $result;
}
$r->free();
}
return null;

public function select($query, $multipleResults = false) {
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}

return !$multipleResults ? $this->fetch($query) : $this->fetchAll($query);

public function insert($query) {

}

$r = $this->DBLINK->query($query) or $this->dieErr($this->DBLINK->error);
if ($r) retumn $this->DBLINK->insert_id;
return false;

public function update($query) {

}

$r = $this->DBLINK->query($query) or $this->dieErr($this->DBLINK->error);
if ($r) retumn $this->DBLINK->affected_rows;
return false;

public function delete($query) {

<?php

const kActive = 1
const kDeleted =

== File: Authenticator.php =

$r = $this->DBLINK->query($query) or $this->dieErr($this->DBLINK->error);
return ($r != false);

15

class Authenticator {
private $user;
private $device;

public function getDevice(){

}

function

}

function

}

function

}

function

SUPER_ADMIN;
}

function

}

function

return $this->device;

getCurrentUserld(){
return $this->user{'user_id';

getCurrentUser(){
return $this->user;

setCurrentUser($user){
$this->user = $user;
return $this->user;

isAdmin() {
if ($this->user == null || empty($this->user)) retum false;
return $this->user{'user_role’] == FOG_ADMIN || $this->user{'user_role'] == CLOUD_ADMIN || $this->user{'user_role'] ==

isActive($user) {

if ($user == null || empty($user)) {
Sthis->user = [];
return false;

}

return $user('user_active'] == kActive;

isDeleted($user) {

if ($user == null || empty($user)) {
S$this->user = [[;
return true;
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}

return $user['user_deleted'] == kDeleted;

function __construct() {
$this->user = [[;
Sthis->device = DEVICE_PC;
$this->device = jnApp::$devDetector->simpleDetect();

}

Il checks login
Il checks privileges for current user groups defined
Il checks fog cloud privileges
function checkAuth(...$users) {
$users[] = SUPER_ADMIN;

if (linApp::$auth->Loggedin()) {
header (REQUIRES_AUTH: 1');
header('Status: 401');
jnApp::redirect();

}

if ( lin_array(inApp::$auth->getCurrentUser()['user_role',$users ) ) {
jnApp::$auth->logout();
header (REQUIRES_AUTH: 1);
header('Status: 401');
jnApp::redirect();
}

if (jnApp::$auth->getCurrentUser()['user_role'] == CLOUD_ADMIN && jnApp::$config[iisBranch] ) {
jnApp::$auth->logout();
header (REQUIRES_AUTH: 1');
header('Status: 401');
jnApp::redirect();
}

if (inApp::$auth->getCurrentUser()['user_role’] == FOG_ADMIN &®& !jnApp::$config[lisBranch?] ) {
jnApp::$auth->logout();
header (REQUIRES_AUTH: 1');
header('Status: 401");
jnApp::redirect();
}

if (jnApp::$auth->getCurrentUser()['user_role'] == CLOUD_CLIENT && jnApp::$config['isBranch] ) {
jnApp::$auth->logout();
header (REQUIRES_AUTH: 1');
header('Status: 401');
jnApp::redirect();

inApp::$dao->updateLoginTime(jnApp::$auth->getCurrentUser()['user_id');
}

function Authenticated($email, $password, $uuid) {
if ( ($this->user != null) && (lempty($this->user)) ) {
if ($this->user['user_email] == $email && $this->user['user_password'] == jnApp::$db->passEncrypt($password) ) {
jnApp::$dao->updateLoginTime(jnApp::$auth->getCurrentUser()['user_id");
return true;
}
}else {
Suser = null;
$user = jnApp::$dao->fetchUserByEmail($email, false);
if (Suser != null) {
if ( jnApp::$db->passDecrypt($user{'user_password']) == $password) {
return $this->remlogin($email, $password, $uuid) && $this->isActive($user);
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}

Sthis->user = [J;
return false;

}

return false;

}

function LoggedIn(){
$SessionUserld = jnApp::$session->get(‘user.id');
$SessionUserEmail = jnApp::$session->get('user.email);
$SessionUserPass = jnApp::$session->get('user.pass');

if ($SessionUserld == null || empty($SessionUserld)) {
IlinApp::$session->put(‘notify', null);
Sthis->user = [];
return false;

}

$SessionUserld = jnApp::$db->passDecrypt($SessionUserld);
$SessionUserEmail = jnApp::$db->passDecrypt($SessionUserEmail);
$SessionUserPass = jnApp::$db->passDecrypt($SessionUserPass);

Suser = null;
$SessionUserld = preg_replace("/["0-9]/", ", $SessionUserld);

$user = jnApp::$dao->fetchUser($SessionUserld);
if ($user = null) {
if ( jnApp::$db->passDecrypt($user{'user_password?]) == $SessionUserPass) {
return ($this->login($SessionUserEmail, $SessionUserPass)==0) && $this->isActive($user);
}
}

Sthis->user = [];
return false;

}

function remlogin($email, $password, $uuid) {
if ( $email == null || empty($email)) {
Sthis->user = [J;
return false;
}
Suser = jnApp::$dao->fetchUserByEmail($email, false);
if ($user = null) {
$myPass = (jnApp::$db->passDecrypt($userf'user_password));
if ($myPass === $password ) {
$this->user = $user;
jnApp::$dao->updateLoginTime(jnApp::$auth->getCurrentUser()['user_id', false);
return true;

}

$this->user = [J;
return false;

}

function login($email, $password) {
if ( $email == null || empty($email)) {
Sthis->user = [];
return 1;
}
Suser = jnApp::$dao->fetchUserByEmail($email, false);
if ($user = null) {
$myPass = (jnApp::$db->passDecrypt($userfuser_password]));
if (SmyPass === $password ) {
jnApp::$session->put(‘user.id',jnApp::$db->passEncrypt($user[user_id'));
jnApp::$session->put(‘user.email ,jnApp::$db->passEncrypt(Suser['user_email]));
jnApp::$session->put('user.pass',jnApp::$db->passEncrypt(($myPass)));
$this->user = $user;
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return 0;

}

Sthis->user = [];
return 2;

}

function logout(){
inApp::$session->forget();
jnApp::$auth->user = [J;

class SecureSessionHandler extends SessionHandler {
protected $name, $cookie;
public function __construct($name = 'PHPSESSIONNAME', $cookie = [])

$this->name = $name;
$this->cookie = $cookie;

$this->cookie += [
lifetime' => 0,
‘path’  => ini_get('session.cookie_path'),
‘domain’ => ini_get('session.cookie_domain'),
'secure’  => isset($_SERVER[HTTPS),
‘httponly' => true

I
$this->setup();

}
private function setup()
{
ini_set('session.use_cookies', 1);
ini_set('session.use_only_cookies', 1);
session_name($this->name);
session_set_cookie_params(
$this->cookief lifetime],
$this->cookie['path’],
$this->cookie['domain’],
$this->cookie['secure’],
$this->cookie['httponly']
)
}
public function start()
{
if (session_id() ===") {
if (session_start()) {
return mt_rand(0, 4) === 0 ? $this->refresh() : true; // 1/5
}
}
return false;
}
public function forget()
{

if (session_id() === ") {
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return false;

}
$_SESSION = [

setcookie(
$this->name,

time() - 42000,

$this->cookie['path’],

$this->cookie['domain],

$this->cookie['secure’],

$this->cookie['httponly]
)

return session_destroy();

}

public function refresh() {
I TRUE here is dangerous. Would need to handle it better if activated. Be warned. It will
I destroy your session if quick requests
return session_regenerate_id(false);

}
public function isExpired($ttl = 3000)
{
Slast = isset($_SESSION['_last_activity'])
? $_SESSION['_last_activity']
: false;
if ($last == false && time() - $last > $ttl * 60) {
return true;
}
$_SESSION['_last_activity'] = time();
return false;
}
public function isFingerprint()
{
$agent = isset($_SERVER[HTTP_USER_AGENT") ? $_SERVER[HTTP_USER_AGENTT]: "
$hash = md5(
$agent .
(ip2long($_SERVER[REMOTE_ADDRY) & ip2long('255.255.0.0'))
)
if (isset($_SESSION[ _fingerprint1)) {
return $_SESSION['_fingerprint] === $hash;
}
$_SESSION['_fingerprint'] = $hash;
return true;
}

public function isValid($ttl = 3000) {
return ! $this->isExpired($ttl) && $this->isFingerprint();
}

public function get($name) {
$ses = jnApp::fetchParam($name,'SESSION', null);
return $ses;
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$result = $_SESSION;

while ($parsed) {
$next = array_shift($parsed);

if (isset($result{$next])) {
$result = $result$next];

}else {
return null;
}
}
return $result;
}
public function put($name, $value)
{
$_SESSION[$name]=$value;
return;
$parsed = explode('', $name);
$session =& §_SESSION;
while (count($parsed) > 1) {
$next = array_shift($parsed);
if (! isset($session[$next]) || ! is_array($session[$next])) {
$session[$next] = [J;
}
$session =& $session[$next];
}
$session[array_shift($parsed)] = $value;
}
}
====== File: appLogger.php ======
<?php
class appLogger {
private $logfile;
function __construct($logfile){
$this->logfile = $logfile;
}
function logError($err){
$log ="ERROR:$err".PHP_EOL;
file_put_contents($this->logfile, $log, FILE_APPEND);
}
function logDebug($err){
$log ="DEBUG:$er".PHP_EOL;
file_put_contents(Sthis->logfile, $log, FILE_APPEND);
}
}
====== File: dao.php ======

<?php if(!defined(INDEX') {exit;}
class DataAccessObject {
function __construct(){}

I I T 0]
o
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==t
function updateUserWallet(Suser_id, $cost, $balance, $local = true) {
if ($local) {
$wallet = $this->fetchWalletByUserld(Suser_id);
if (Swallet == null) {
return false;
}

$newBalance = (string)(floatval($wallet{'wallet_balance']) - floatval($cost));
$q = "UPDATE wallets SET wallet_balance = '$newBalance' WHERE wallet_user_id = '$user_id";
return jnApp::$db->update($q);
}else {
I/ call cloud to resolve
$api = new api_Controller(true);
S$wallet = $api->sendupdatewallettocloud($user_id, $cost, $halance);
return $wallet;

function addFundsToWallet($user_id, $ammount, $local = true) {
$resp =[J;
$resp['code’] = false;
$resp['msg = 0;
$resp[error] = 1;

if ($local) {

Swallet = $this->fetchWalletByUserld($user_id);
if (Swallet == null) {

}

$newBalance = (string)(floatval($wallet['wallet_balance]) + floatval($ammount));
$q = "UPDATE wallets SET wallet_balance = '$newBalance' WHERE wallet_user_id = '$user_id";
Sudpdate = jnApp::$db->update($q);
if (Sudpdate != false ) {
return $this->returnSuccessResp($resp, "??7st??7?7?a? 7??uata”);

retum $this->retumErrorResp($resp, "??? p??st????a? ???pata");

return $this->returnErrorResp(§resp, "?ppa???e?u??? 7e7t??777a");

function fetchSuperAdmin($local = true) {
return jnApp::$dao->fetchUserByRole(SUPER_ADMIN, $local);
}

function insertUser($user, $local = true) {
$resp = [I;
$resp['code] = false;
$resp['msg] =0;
$resp['error] = 1;

if ($local) {

$q="
INSERT INTO "users’
(‘user_id",
‘user_firstname’,
‘user_lastname’,
‘user_country_iso_2",
“user_password’,
‘user_email’,
‘user_active’,
‘user_logins’,
‘user_last_login’,
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‘user_address’,

“user_phone’,

‘user_role’,

‘user_extra’,

‘user_deleted",

‘user_device_uuid’)

VALUES (
NULL,
"{Suser['user_firstnameT},
{$user'user_lastname},
"{Suser['user_country_iso_21T},
"{Suserl'user_password},
{Suser{'user_emailTy,
{Suser['user_active']},
"{Suser['user_logins'y,
"{$user'user_last_login}',
"{Suserl'user_address'},
"{Suser['user_phone},
{Suser{'user_role')y,
"{Suserl'user_extra']},
{Suser{'user_deleted)y,
"{Suser['user_device_uuidy

s

$res = jnApp::$db->insert($q);
if ($res == false) {

return $this->returnErrorResp($resp, "? ?22ts?? de? p??st???7%€");
}

$q ="INSERT INTO ‘wallets (‘'wallet_id', ‘wallet_user_id", ‘wallet_balance’) VALUES (NULL, $res, 0);";
$res = jnApp::$db->insert($q);
if ($res == false) {

}

return $this->returnSuccessResp($resp, "? 2?7?st?? 22?st?72%");
}else {

/INEVER REMOTE

return -100;
}

}

function updateUser($user, $local = true) { }

function deleteUser($user, $local = true) {
Suserld = $user;
if (is_array($user)) {
Suserld = $userl'user_id";

}
if ($local) {
$aUser = jnApp::$dao->fetchUser($userld, false, $local);
if ($aUser != null) {
$q = "UPDATE users set user_deleted = 1 WHERE user_id = '$userld";

return jnApp::$db->update($q);
}
}else {
$api = new api_Controller(true);
return $api->senddeletusertocloud($userld);

}
return false;
}
function buildUserFetchQuery() {

return "
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SELECT users.* roles.role_name, wallets.wallet_id, wallets.wallet_balance, countries.country_name_el
FROM users

JOIN roles ON user_role = role_id

LEFT OUTER JOIN wallets on user_id = wallet_user_id

LEFT OUTER JOIN countries on country_iso_2 = user_country_iso_2

}
function fetchUser($id, $noorders = false, $local = true) {
$res = null;
if ($local) {
$q = $this->buildUserFetchQuery() . " WHERE user_id = '$id";
$res = jnApp::$db->select($q);
}else {
$api = new api_Controller(true);
return $api->fetchuserfromecloud($id);
}
if ($res !=null) {
if (!$noorders) {
$res['orders'] = jnApp::$dao->fetchOrdersByUser($id);
}
}
return $res;
}
function fetchUserByRole($role, $local = true) {
if ($local) {
$q = $this->buildUserFetchQuery() . " WHERE user_role =" . $role . "";
$res = jnApp::$db->select($q);
retumn $res;
}else {
$api = new api_Controller(true);
return $api->fetchuserbyrolefromcloud($role);
}
}
function fetchUserByEmail($email, $local = true)
if ($local) {
$q = $this->buildUserFetchQuery() . " WHERE user_email = '$email";
$res = jnApp::$db->select($q);
return $res;
}else {
$ap = new api_Controller(true);
$usr = $ap->fetchuserbyemalfromcloud($email);
return $usr;
}
}
function fetchAllUserClients($local = true) {
if ($local) {
$q = $this->buildUserFetchQuery() . " WHERE user_role =" . CLOUD_CLIENT;
$res = jnApp::$db->select($q, true);
if ($res = null) {
foreach ($res as &9r) {
$rl'orders’] = jnApp::$dao->fetchOrdersByUser($r{'user_id");
1
}
return $res;
}else {
$ap = new api_Controller(true);
$usrs = $ap->fetchallclientsfromeloud();
retumn $usrs;
}

118



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

}
function countAllClients($local = true) {
if ($local) {
$q = "SELECT count(*) as cnt FROM users where user_role =" . CLOUD_CLIENT;
$count = jnApp::$db->select($q);
return $count['cnt’;
}else {
$ap = new api_Controller(true);
$count = $ap->countallclientsfromcloud();
return $count;
}
}
function countAllActive($local = true) {
if ($local) {
$beforeTwoHours = date("Y-m-d H:i:s", strtotime('-2 hours'));
$q = "SELECT count(*) as cnt FROM users where user_role =" . CLOUD_CLIENT . " AND user_last_login >
'$beforeTwoHours' *;
$count = jnApp::$db->select($q);
return $count['cnt];
}else {
$ap = new api_Controller(true);
$count = $ap->countallactiveclientsfromcloud();
retumn $count;
}
}

function updateLoginTime($user_id, $local = true) {
if ($local) {
$now = date("Y-m-d H:i:s", strtotime('now'));
$q = "UPDATE users SET user_last_login ='$now' WHERE user _id = '$user_id";

return jnApp::$db->update($q);

}else {
$ap = new api_Controller(true);
return $ap->sendupdatelogintimtocloud($user_id);
}
}
function updateUserFromForm($key, $rec, $local = true, $forClient = false) {
$resp = [I;

$resp['code’] = false;
$resp['msg'] = 0;
Srespl'error] = 1;

if ($local) {

Sreqfiels = |
‘user_password',
'user_firstname',
'user_lastname',
‘user_active',
'user_deleted',

I

$reqFieldsPlainUser =

'user_password',
‘user_firstname',
'user_lastname',
'user_country_iso_2',
'user_address',
‘user_phone',
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}else {

$orig = jnApp::$dao->fetchUser(Skey, false, $local);
if ($orig == null) {

}
if ($rec == null) {

}

if ($forClient) {
$reqfiels = $reqFieldsPlainUser;

}
if (
lisset($recl'user_active']) ||
lisset($rec'user_deleted)
)£
return $this->returnErrorResp($resp, "S?up????ste ?7a ta st???e?a");
}

if (Srecl'user_active] == 2) {
$recl'user_active'] = 0;
}

if ($rec['user_deleted] == 2) {
$recl'user_deleted’] = 0;
}

Illll CLEANUP DONE //iIf
$q =" UPDATE users SET ",
Sa1 ="
if ($rec = null) {
foreach ($rec as $k => $v) {

if (in_array($k, $reqfiels)) {
$q1 .= "$k="$v"";
}

}else {

return $this->returnSuccessResp($resp, "?e?? e??7af?");

}

$lastPos = ((mb_strlen($q1)) - 1);
$q1 = mb_substr($q1, 0, $lastPos);
$q .= "$q1 WHERE user_id = '$key";

$res = jnApp::$db->update($q);
if ($res) {

return $this->returnSuccessResp($resp, ");
}

return $this->returnErrorResp($resp, ™);

$ap = new api_Controller(true);

$res = $ap->sendupdateusertocloud($key, $rec, $forClient);
if ($res['code’] == 1) {

return $this->returnSuccessResp($resp, );

return $this->returnErrorResp($resp, $resmsg’]);
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}

S =
O
L

T,
o
I oxder MMM
function fetchCart($user _id) {
$q = "SELECT orders.* FROM orders WHERE order_user_id = 'Suser_id' AND order_status = "". ORDER_STARTED ."";
$orders = jnApp::$db->select($q, false);
if ($orders !=null) {
$orders['products’] = array();
Sorders[products'] = $this->fetchProductsOfOrder($orders['order_id']);

return $orders;

}

Il fetches orders by user id as key
Il fetches associated receipt if any
Il fetches associated products if any
function fetchOrdersByUser($user_id, $status = ") {
if (Sstatus 1= ") {
$status =" AND order_status = '$status™;

}
$q = "SELECT orders.*, receipts.* FROM orders LEFT OUTER JOIN receipts ON receipt_id = order_receipt_id WHERE
order_user_id = 'Suser_id' $status ORDER by order_id DESC";

Sorders = jnApp::$db->select($q, true);
if ($orders != null) {

foreach ($orders as &$order) {

S$order['products'] = $this->fetchProductsOfOrder($order['order_id']);
}

return $orders;

}

function orderBelongsToUser($order_id, $user_id) {
$q = "SELECT order_id FROM orders where order_id = '$order_id' AND order_user_id = '$user_id",
$res = jnApp::$db->select($q);
return ($res != null);

}

function receiptBelongsToUser($receipt_id, Suser_id) {
$receipt = $this->fetchReceipt($receipt_id);
if ($receipt == null) retum false;
$q ="SELECT order_id FROM orders where order_receipt_id = '$receipt_id' AND order_user_id = ‘$user_id";
$res = jnApp::$db->select($q);
return ($res != null);

}

function countAllActiveOrders() {
$q = "SELECT count(*) as cnt FROM orders JOIN users t2
ON t2.user_id = order_user_id where orders.order_status = ".ORDER_STARTED . " AND t2.user_active = 1 AND
t2.user_deleted = 0";
$count = jnApp::$db->select($q);
return $count['ent’);

}

function countAllOrders($status = ") {
if ($status 1= ") {
$status =" AND order_status = '$status™;

}
$q = "SELECT count(*) as cnt FROM orders $status";

$count = jnApp::$db->select($q);
return $count['cnt’);
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function fetchAllOrders($status ="', SLIMIT = ") {
if ($status 1= ") {
$status =" AND order_status = '$status";

}
if (SLIMIT 1="") {
SLIMIT = "LIMIT SLIMIT";
}
$q = "SELECT orders.*, receipts.*, users.user_firstname, users.user_lastname
FROM orders
LEFT OUTER JOIN receipts

ON receipt_id = order_receipt_id
LEFT OUTER JOIN users ON user_id = order_user_id
WHERE user_active = 1 AND user_deleted = 0 $status ORDER BY order_id DESC $LIMIT";

Sorders = jnApp::$db->select($q, true);
if ($orders !=null) {
foreach ($orders as &$order) {
$order['order_text_status'] = descrStatus($order['order_status']);

}
}
return $orders;
}
function findOrder($id) {
$q = "SELECT order_id FROM orders WHERE order_id = '$id";
return (jnApp::$db->select($q) != null);
}

function fetchOrder($order _id) {

$q = "SELECT orders.* FROM orders WHERE order_id = '$order_id";
Sorders = jnApp::$db->select($q, false);
if ($orders != null) {

Sorders[products'] = array();

Sorders[products'] = $this->fetchProductsOfOrder($orders['order_id']);
}
return $orders;

}

function cancelOrder($id) {
$now = date("Y-m-d H:i:s", strtotime('now'));
if (inApp::$dao->findOrder($id)) {
$q = "UPDATE orders SET order_status =" . ORDER_CANCELED . ", order_datetime_cancel = '$now' WHERE
order_id = '$id";
$res = jnApp::$db->update($q);
S$ordprod = $this->fetchProductsOfOrder(Sid);
if ($ordprod != null) {
foreach ($ordprod as $pr) {
$this->disposeProdOrder($id, $pr{'product_id');
1

retumn $res;

return false;

}

function disposeProdOrder($prod_order_order_id, $prod_order_product_id) {
$prodOrder = $this->fetchProdOrder($prod_order_order_id, $prod_order_product_id);
if ($prodOrder == null) {
return false;

}
$q = "DELETE FROM products_orders WHERE prod_order_order_id ='$prod_order_order_id' AND prod_order_product_id =

'$prod_order_product_id";
return (jnApp::$db->delete($q) != false);
}
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function cleanupProductOrdersTable() {
$prodOrders = $this->fetchAllProdOrders();
if ($prodOrders != null) {
foreach ($prodOrders as $pordorder) {
$order = $this->fetchOrder($pordorder{prod_order_order_id']);
if ( ($order == null || ($order['order_status'] == ORDER_CANCELED ) || ($order['order_status'] ==
ORDER_COMPLETED ) ) ) {
$this->disposeProdOrder($pordorder{'prod_order_order_id'], $pordorder['prod_order_product_id);

}

return;

}

function fetchAllProdOrders() {
$q = "SELECT * FROM products_orders";
return jnApp::$db->select($q, true);

}

function decreaseProdOrder($prod_order_order_id, $prod_order_product_id) {
$prodOrder = $this->fetchProdOrder($prod_order_order_id, $prod_order_product_id);
if ($prodOrder != null) {
$prod_order_quantity = $prodOrder[prod_order_quantity'];

if ((intval($prodOrder['prod_order_quantity])-1) <= 0) {
return $this->disposeProdOrder($prod_order_order_id, $prod_order_product_id);

}else {
$prod_order_quantity = (intval($prodOrder{'prod_order_quantity])-1);
$prod_order_quantity = (string)$prod_order_quantity;
$q = "UPDATE products_orders SET prod_order_quantity = ‘$prod_order_quantity' WHERE

prod_order_order_id = '$prod_order_order_id' AND prod_order_product_id = '$prod_order_product_id";

return jnApp::$db->update($q);

}

}

return false;

}

function cancelCart($user_id) {
$cart = $this->fetchCart($user_id);
if ($cart = null) {
return $this->cancelOrder($cart['order_id']);
}else {

}

return false;

}

function createNewCart($userid) {
$now = date("Y-m-d H:i:s", strtotime('now'));
$cart = $this->fetchCart($userid);

if ($cart = null) {
$this->cancelOrder($cart['order_id']);
}

$q = "INSERT INTO orders
(‘order_id","order_user_id", order_datetime_start’, order_datetime_submit’,"order_datetime_cancel’, order_datetime_completed’, order_receip
t_id", order_status’, order_device’)
VALUES (NULL,'$userid','$now',NULL,NULL,NULL,NULL,".ORDER_STARTED."," jnApp::$auth->getDevice().")";

Sinserted_id = jnApp::$db->insert($q);
return $inserted_id;

}

function cancelOldOrders($minutes = true) {
if ($minutes) {
$EXPIRE ="-"ORDER_CANCEL_MINUTES." minutes";
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}else {
$EXPIRE ="-.ORDER_CANCEL_HOURS." hours';;

}

$cancelTime = date("Y-m-d H:i:s", strtotime($EXPIRE));

$now = date("Y-m-d H:i:s", strtotime('now'));

$q = "UPDATE orders SET order_status =" . ORDER_CANCELED . ", order_datetime_cancel = '$now'
WHERE (order_datetime_start < '$cancelTime' AND order_status =" . ORDER_STARTED . ")

OR (order_datetime_start < '$cancelTime' AND order_status =" . ORDER_SUBMITED . ")";
inApp::$db->update($q);

return;

}
function addProductToOrder($prod, $cart) {

$prod_order_product_id = $prod[‘product_id'];
$prod_order_order_id = $cart['order_id;
$q = "SELECT * FROM products_orders WHERE prod_order_order_id ='$prod_order_order_id' AND prod_order_product_id
='$prod_order_product_id";
$res = jnApp::$db->select($q, false);
if ($prod[‘product_status’] =="'0") {
return ['code'=>"-20";

}
if ($res == null) {
if (intval($prod[‘product_stock_num?) <= 0) {
return ['code'=>"-107];

}
$q ="INSERT INTO products_orders ( ‘products_orders_key", ‘prod_order_product_id", ‘prod_order_order_id",
“prod_order_quantity” ) VALUES ( NULL, '$prod_order_product_id','$prod_order_order_id','1")";
Sinsertedld = (jnApp::$db->insert($q) != false);
retum ($insertedid != false);
}else {

$prod_order_quantity = $res['prod_order_quantity'];

$prod_order_quantity = (string)(intval($prod_order_quantity)+1);

if (intval($prod_order_quantity) > intval($prod['product_stock_num?1)) {
return ['code'=>"-117;

}
$q = "UPDATE products_orders SET prod_order_quantity = '$prod_order_quantity' WHERE prod_order_order_id =
'$prod_order_order_id' AND prod_order_product_id = '$prod_order_product_id";
return jnApp::$db->update($q);
}

}
function goToCheckout(Suser_id) {

$cart = $this->fetchCart($user_id);
if ($cart == null) {

return false;
}

if ($cart['products'] == null || empty($cart products])) {
return false;
}

$now = date("Y-m-d H:i:s", strtotime('now'));
Sorder_id = $cart['order_id";

foreach ($cart['products’ as $p) {
$stock = intval($p['product_stock_num']);
$countinOrder = $this->fetchCountinOrder($order_id, $p['product_id");
if ( $countinOrder > $stock) {
return ['code'=>"-10;
}

if ($p['product_status'] =='0") {
return ['code'=>"-20";
}
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}
$q = "UPDATE orders SET order_status =" . ORDER_SUBMITED . ", order_datetime_submit = '$now' WHERE order_id =

‘$order_id";
$res = jnApp::$db->update($q);
if ($res) {
return $this->getCompletionResponse($user_id, $order_id);
}else {
return false;
}
}

function getCompletionResponse($user_id, $order_id) {
$wallet = jnApp::$dao->fetchWalletByUserld(Suser_id, false);

I/$wallet = objectToArray($wallet);
if ($wallet = null ) {
$res = $this->computeWalletEnough($order_id, $wallet['wallet_balance']);
if ($res['flag"]) {
$q ="UPDATE orders SET order_status =" . ORDER_STARTED ." WHERE order_id = '$order_id";
$res = jnApp::$db->update($q);
return ['code'=>"-30";

}else {
$q = "UPDATE orders SET order_status =" . ORDER_STARTED . " WHERE order_id = '$order_id";
$res = jnApp::$db->update($q);
return ['code'=>"-40];

$cost = (floatval($res['cost]));

$now = date("Y-m-d H:i:s", strtotime('now'));

$q = "UPDATE orders SET order_status =" . ORDER_COMPLETED . ", order_datetime_completed = '$now' WHERE

order_id = '$order_id";

$res = jnApp::$db->update($q);

if ($res) {
$this->addReceiptForOrder($order_id);
$this->updateProductStocks($order_id);
$this->updateUserWallet(Suser_id, $cost, $wallet['wallet_balance'], false);

}

return $res;

}

function addReceiptForOrder($order_id) {
Sorder = $this->fetchOrder($order_id);
if ($order == null) {
retumn false;

$products = $orderproducts’;
$now = date("Y-m-d H:i:s", strtotime('now'));
$details = [J;
$details ['order_id'] = $order_id;
$details ['order_date'] = $now;
$details ['count] = 0;
$details['data’] = [I;
Sprice = 0;
SpriceVat = 0;
foreach ($products as $pr) {
$details ['count++;
SpriceAfter = (string)(floatval($pr['product_price_pure']) + (floatval($pr[‘product_price_pure']) *
floatval($pr['vat_category_ammount1])));
SpriceAfterAll = (string)(floatval($priceAfter) * intval($pr{'prod_order_quantity']));
$data =J;
$data['product_barcode'] = $pr[‘product_barcode’];
I/$data['product_name_el] = json_encode($pr[ product_name_el);
$data['product_name_el'l = mb_convert_encoding($pr[‘product_name_el']'HTML-ENTITIES', utf-8');

$data['product_price_pure'] = ($pr['product_price_pure’);
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$data['vat_category_ammount] = $pr['vat_category_ammount?;
$data['prod_order_quantity'] = $pr['prod_order_quantity'];
$data['prod_total_price'] = $priceAfterAll;
array_push($details['data’], ($data));
Sprice += floatval((floatval($pr{'product_price_pure’]) * intval($pr['prod_order_quantity’)));
SpriceVat += ( floatval($priceAfterAll));

}

$details = json_encode($details);

Sprice = (string)$price;

$priceVat = (string)$priceVat;

$q = "INSERT INTO 'receipts (‘receipt_id", ‘receipt_details’, ‘receipt_total_no_vat’, ‘receipt_total_vat’) VALUES (NULL,
'$details', '$price’, '$priceVat));";

Sinsertedld = jnApp::$db->insert($q);

if ($inserted|d == false) {

return true;

}

$q = "UPDATE orders SET order_receipt_id =" . $insertedld . " WHERE order_id = 'Sorder_id";
$res = jnApp::$db->update($q);

return $res;

}

function updateProductStocks($order_id) {
$prods = jnApp::$dao->fetchProductsOfOrder($order_id);
if ($prods != null) {
foreach ( $prods as $p ) {
$prod_id = $p['product_id;
$countinOrder = $this->fetchCountinOrder($order_id, $prod_id);
$stocknumnew = (string)(intval($p['product_stock_num'])-intval($countinOrder));

$q = "UPDATE products SET product_stock_num = '$stocknumnew' WHERE product_id = '$prod_id";
jnApp::$db->update($q);

}

function fetchCountinOrder($order_id, $prod_id) {
$q = "SELECT prod_order_quantity FROM products_orders WHERE prod_order_order_id = '$order_id' AND
prod_order_product_id = '$prod_id";
$res = jnApp::$db->select($q);
if ($res == null) {
return 0;

return $res['prod_order_quantity'];

}

function fetchReceipt($id) {
$q = "SELECT * FROM receipts WHERE receipt_id = '$id";
$res = jnApp::$db->select($q);
return $res;

}

function fetchReceiptForOrder($order) {
$receipt_id = $order['order_receipt_id';
$q = "SELECT * FROM receipts WHERE receipt_id = '$receipt_id";
$res = jnApp::$db->select($q);
return $res;

}

I order MMM
o
o

I T
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I product MMM
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//'builds base fetch query with no where clause for product. where clause to be added by each method
function buildProductFetchQuery2() {
return "
SELECT products.*, countries.country_name_el, vat_categories.vat_category_ammount,
categories.category_name_el, products_orders.prod_order_quantity
FROM products
LEFT OUTER JOIN countries ON country_iso_2 = product_country_iso_2
LEFT OUTER JOIN products_orders ON prod_order_product_id = product_id
JOIN vat_categories ON vat_category_id = product_vat_categ
JOIN categories ON category_id = product_categ_id

}

I/ builds base fetch query with no where clause for product. where clause to be added by each method
function buildProductFetchQuery() {
return "
SELECT products.*, countries.country_name_el, vat_categories.vat_category_ammount,
categories.category_name_el
FROM products
LEFT OUTER JOIN countries ON country_iso_2 = product_country_iso_2
JOIN vat_categories ON vat_category_id = product_vat_categ
JOIN categories ON category_id = product_categ_id

}

Il fetches product by order

function fetchProductsOfOrder($order_id) {
$q = $this->buildProductFetchQuery2(). " WHERE prod_order_order_id = 'Sorder_id";
$products = jnApp::$db->select($q, true);
return $products;

}

function fetchProdOrder($order_id, $product_id) {
$res = $this->fetchProductsOfOrder($order_id);
if ($res !=null) {
foreach ($res as $r) {
if ($r{'product_id] == $product_id) {
return $r;
1

}

return null;

}

function fetchProduct($product_id) {
$q = $this->buildProductFetchQuery(). " WHERE product_id = '$product_id";
$products = jnApp::$db->select($q, false);
return $products;

}

function fetchProductByBarcode($product_barcode, $status = "") {
if ($status !="") {
$status = "AND product_status = $status";

}

$q = $this->buildProductFetchQuery(). " WHERE product_barcode = '$product_barcode' $status";
$products = jnApp::$db->select($q, false);

return $products;

}

function fetchProductsByCategld($categ_id, $status = ") {
if ($status 1= ") {
$status = "AND product_status = $status";

}
$q = $this->buildProductFetchQuery(). " WHERE product_categ_id = '$categ_id' $status";

$products = jnApp::$db->select($q, true);
return $products;
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}

function fetchAllProducts($status = ") {
if ($status 1= ") {
$status = "WHERE product_status = $status";
}

$q = $this->buildProductFetchQuery(). " $status";
Sproducts = jnApp::$db->select($q, true);
return $products;

}

function countAllProducts($status = ") {
if ($status !="") {
$status = "WHERE product_status = $status";

}

$q = "SELECT count(*) as cnt FROM products $status”;
$count = jnApp::$db->select($q);

return $count['ent];

}

function disposeProduct($id) {
$prod = jnApp::$dao->fetchProduct($id);
if ($prod != null) {
$prod_order = $this->fetchProdOrdersByProduct($id);
if ($prod_order != null) {
return false;

}
$q = "DELETE FROM products WHERE product_id="$id";
return jnApp::$db->delete($q);

}

return false;

}

function fetchProdOrdersByProduct($id){
$q = "SELECT products_orders_key FROM products_orders WHERE prod_order_product_id="$id";
return jnApp::$db->select($q, true);

}

function deleteProduct($id) {
$prod = jnApp::$dao->fetchProduct(§id);
if ($prod 1= null) {
$q = "UPDATE products SET product_status = 0 WHERE product_id = '$id";
return jnApp::$db->update($q);

return false;

}

function enableProduct($id) {
$prod = jnApp::$dao->fetchProduct($id);
if ($prod != null) {
$q = "UPDATE products SET product_status = 1 WHERE product_id = '$id";
return jnApp::$db->update($q);
}
return false;

}

private function returnErrorResp($resp, $msg) {
$resp['code] = false;
Sresplerror] = 1;
$resp['msg] = $msg;
return $resp;

}

private function returnSuccessResp($resp, $msg) {
$resp['code’] = true;
$resp['success’] = 1;
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$resp['msg] = $msg;
return $resp;

}

function insertProductFromForm($rec) {

Sresp = [J;
$resp['code] = false;
$resp['msg’] = 0;
Sresp['error] = 1;

if (
lisset($rec[ product_name_el) ||
lisset($rec[ product_categ_id) ||
lisset($rec['product_country_iso_2')) ||
lisset($rec['product_barcode']) ||
lisset($rec['product_price_pure’]) ||
lisset($rec[ product_vat_categ']) ||
lisset($rec[ product_stock_num?)

)
}

$rec['product_status'] = 1;

retum $this->retumErrorResp($resp, "S?up????ste ?7a ta st???e?a");

if (strlen($rec['product_name_el)<3 ) {
return $this->returnErrorResp($resp, "?? ???ua e??a? ?€??");
}

if ( jnApp::$dao->fetchCategory($rec['product_categ_id']) == null ) {
}

if ( jnApp::$dao->fetchCountry($rec['product_country_iso_21) == null ) {
return $this->retumErrorResp($resp, "? ???a de? 2p??7e?");
}

if ( jnApp::$dao->fetchVat($rec['product_vat_categ]) == null ) {
}

if (lis_numeric($rec['product_stock_num')) {
return $this->returmnErrorResp($resp, "?? Stock p??pe? ?a e??a? a???u?t???");
}

if (lis_numeric($rec['product_barcode')) {
retum $this->returnErrorResp($resp, "?? Barcode p??pe? ?a e??a? a???u?t???");
}

Il only ean8, ean13 and itf14. No upc
if (mb_strlen($rec[product_barcode']) = 8 && mb_strlen($rec['product_barcode’]) = 13 &&
mb_strlen($rec['product_barcode']) I= 14 ) {
return $this->returnErrorResp(Sresp, "????? ?27e??? Barcode");
}

$pureCode = mb_substr($rec[‘product_barcode’],0, (mb_strlen($rec['product_barcode’)-1));
$lastDigit = mb_substr($rec['product_barcode'],mb_strlen($pureCode), (mb_strlen($pureCode))+1);
$ck = calcCheckDigit($pureCode);

Il wrong code

if ( $ck 1= SlastDigit ){
1

$exists = jnApp::$dao->fetchProductByBarcode($rec[ product_barcode']);
if ( $exists = null )}{
retumn $this->retunErrorResp($resp, "?? Barcode ?p???e? 2d?");
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}

}

/I Basic Cleanup Done. Move with Insert

Sq1="

Sz ="

foreach ($rec as $k=>$v) {
Sat ="k
$q2 = " gy

}
$g1 = mb_substr($q1,0,mb_strlen($q1)-1);
$92 = mb_substr($92,0,mb_strlen($g2)-1);

$q = "INSERT INTO “products’ (product_id" $q1 ) VALUES (NULL, $q2)';
Sinsertedld = jnApp::$db->insert($q);
if ($inserted|d == false) {

retumn $this->retumErrorResp($resp, "Sf??pa ?ata t?? e?sa????");

return $this->returnSuccessResp($resp, ");

function updateProductFromForm($key, $rec) {

Sresp =J;
$resp['code] = false;
$resp['msg] = 0;

$orig = jnApp::$dao->fetchProduct($key);
if ($orig == null) {

}

if (
lisset
lisset
lisset
lisset
lisset
lisset
lisset
lisset

$rec['product_name_el') ||
$rec['product_categ_id1) ||
$rec['product_country_iso_217) ||
$rec['product_barcode']) ||
$rec['product_price_pure']) ||
$rec['product_vat_categ']) ||
$rec['product_status')) ||
$rec['product_stock_num?)

)
}

if ($rec['product_status'] == 2) {
$rec['product_status’] = 0;

retum $this->retumErrorResp($resp, "S?up????ste ?7a ta st???e?a");

if (strlen($rec['product_name_el)<3 ) {
return $this->returnErrorResp($resp, "?? ???ua e??a? ?e??");
}

if ( jnApp::$dao->fetchCategory($rec['product_categ_id') == null ) {
}

if ( jnApp::$dao->fetchCountry($rec['product_country_iso_21) == null ) {
return $this->retumErrorResp($resp, "? ???a de? 2p??7e?");
}

if ( jnApp::$dao->fetchVat($rec['product_vat_categ']) == null ) {
}
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if (tis_numeric($rec['product_stock_num')) {
retum $this->retumnErrorResp($resp, "?? Stock p??pe? ?a e??a? a???u?t??7?");
}

if (tis_numeric($rec['product_barcode)) {
retumn $this->retumErrorResp($resp, "?? Barcode p??pe? ?a e??a? a???u?t???");
}

Il only ean8, ean13 and itf14. No upc
if (mb_strlen($rec['product_barcode?) != 8 && mb_strlen($rec['product_barcode']) = 13 &&
mb_strlen($rec['product_barcode']) = 14 ) {
retumn $this->retumErrorResp($resp, "????? 22?¢??? Barcode");
}

$pureCode = mb_substr($rec[‘product_barcode’],0, (mb_strlen($rec['product_barcode’])-1));
$lastDigit = mb_substr($rec['product_barcode'],mb_strlen($pureCode), (mb_strlen($pureCode))+1);
$ck = calcCheckDigit($pureCode);

Il wrong code

if ( $ck 1= SlastDigit
return $this->returnErrorResp($resp, "????? Barcode");
}

$exists = jnApp::$dao->fetchProductByBarcode($rec[ product_barcode']);
if ( $exists = null && ( $exists['product_id'] = $key )\

return $this->retumnErrorResp($resp, "?? Barcode ?p???e? 2d?");
}

/I dont update if the same
$changed = false;
foreach ($rec as $k=>%v) {
if (larray_key_exists($k, $orig)) {
return $this->returnErrorResp($resp, "?a??asu??? pa??uet???");

}
if ($rec($K] 1= $orig[$K] ) {

$changed = true;

break;
}
}
if (!$changed) {
retumn $this->retumErrorResp($resp, "?a st???e?a e??a? ?2d?a");
}

/I Basic Cleanup Done. Move with Insert
$q =" UPDATE products SET ",
St ="
foreach ($rec as $k=>$v) {
$q1 = "Skv' "
}
$lastPos = ((mb_strlen($q1))-1);
$q1 = mb_substr($q1, 0, $lastPos);
$q .= "$q1 WHERE product_id = '$key™;
$res = jnApp::$db->update($q);
if ($res) {
return $this->returnSuccessResp($resp, ™);

return $this->returnErrorResp(§resp, ");

}
s e e
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function fetchCategory($categ_id) {
$q = "SELECT * FROM categories WHERE category_id = '$categ_id";
$category = jnApp::$db->select($q);
return $category;

}

function fetchAllCategories(...$exclude) {
$toExl = ";
if ($exclude != null && lempty($exclude)) {
$toEx| =" WHERE ",
foreach ($exclude as $e) {
$toExl .= " category_id <> '$e' OR";

}
$toEx| = mb_substr($toExI, 0, mb_strlen($toEx|)-2);

}

$q ="SELECT * FROM categories $toEx!";
$categories = jnApp::$db->select($q, true);
return $categories;

}

function fetchAllChildrenCategories($categid) {
$q = "SELECT category_id from categories WHERE category_parent = '$categid";
return jnApp::$db->select($q, true);

}

function countAllProductsinCat($id, $status = 1) {
if ($status 1= ") {
$status =" AND product_status = $status";

}

$q = "SELECT count(*) as cnt FROM products WHERE product_categ_id = '$id' $status";
$count = jnApp::$db->select($q);

return $count['cnt];

}

function categAndChildrenHaveProducts($id, $status = 1) {
if ($status 1= ") {
$status =" AND product_status = $status";

}
$q = "SELECT count(*) as cnt FROM products WHERE product_categ_id = '$id' $status";
$count = jnApp::$db->select($q);
if ($count['ent] > 0) {
return true;
}

$children = jnApp::$dao->fetchAllChildrenCategories($id);
if ($children !=null) {
foreach ($children as $c) {
$cid = $c['category_id;
if (inApp::$dao->categAndChildrenHaveProducts($cid, ")) {
return true;
}

}
}
return false;

}

function deleteCategory($categ) {
$categid = $categ;
if (is_array($categ)) {
$categid = $categ['category_id'];
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}
$aCateg = jnApp::$dao->fetchCategory($categid);
if ($aCateg != null) {

$hasProds = jnApp::$dao->categAndChildrenHaveProducts($categid, ™);
if (!$hasProds) {

$children = jnApp::$dao->fetchAllChildrenCategories($categid);
if ($children == null) {
$q =" DELETE FROM categories WHERE category_id="$categid";
$res = jnApp::$db->delete($q);
return $res;
1
}
return false;

return false;

}

function fetchCategoryParent($categid) {
$res = jnApp::$dao->fetchCategory($categid);
if ($res I=null ) {
$res = jnApp::$dao->fetchCategory($res['category_parent?);
return $res;
}
return null;

}

function updateCategoryLevel($categid) {
$parent = jnApp::$dao->fetchCategoryParent($categid);
if ($parent == null) {
retum false;
}

$parentVal = $parent['category_level;
settype($parentVal, "integer");
$newLevel = ($parentVal + 1);
$newLevel = (string)$newLevel;

$q =" UPDATE categories SET category_level = '$newLevel' WHERE category_id = '$categid";
$res = jnApp::$db->update($q);

$children = jnApp::$dao->fetchAllChildrenCategories($categid);
if ($children !=null) {
foreach ($children as $c) {
$cid = $c['category_id;
$res = jnApp::$dao->updateCategoryLevel($cid);
}
}
return true;

}

function inMyChildren($myld, $parrent_id_attempt) {
$children = jnApp::$dao->fetchAllChildrenCategories($myld);
if ($children = null) {
foreach ($children as $c) {
if ($c['category_id'] == $parrent_id_attempt) {
return true;
}else {

}

return jnApp::$dao->inMyChildren($c['category_id'], $parrent_id_attempt);
}

return false;

}
/1IN: THIS WAS TOO HARD
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function updateCategory($categid, $categ) {
$aCateg = jnApp::$dao->fetchCategory($categid);
if ($aCateg != null) {
if (isset($categ['category_parent)) {

/I cant assign myself as parent
if ($categ['category_parent'] == $categid) return false;

$par = jnApp::$daoc->fetchCategory($categ['category_parent]);
if ($par != null) {
Il cant assign my direct child as parent
if ($categ['category_parent] == $parf'‘category_id") {
if ($par{'‘category_parent] == $categid) {
return false;
1

/I cant assign any of my distant children as my parent

if (inApp::$dao->inMyChildren($categid, $categ['category_parent])) {
return false;

}

}
}
1=
$q =" UPDATE categories SET ";
foreach ($categ as $k=>$v) {
if (array_key_exists($k, $aCateg)) {

$q1 .= "Sk="8v"";
}
}
if (strlen($q1) > 1) {
$q1 = mb_substr($q1,0,mb_strlen($q1)-1);
}
i (8a1 =) {

$q.="8q1 WHERE category_id='$categid";
$res = jnApp::$db->update($q);
if ($res) {
return jnApp::$dao->updateCategoryLevel($categid);
}

return false;
IIreturn true;

}

return false;

}

function insertCategory($rec) {
if (lisset($rec['category_parent]) || lisset($rec['category_name_el")) {
return false;
}

if (strlen($rec['category_name_el) < 3) {
return false;
}

$parent = jnApp::$dao->fetchCategory($rec['category_parent]);
if ($parent == null) {

return false;
}

Sparent_id = $rec['category_parent?;
$name_el = $rec|'category_name_el';

$parentVal = $parent['category_level;
settype($parentVal, "integer");
$newLevel = ($parentVal + 1);
$newLevel = (string)$newLevel;
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$q = "INSERT INTO ‘categories’ (‘category_id", ‘category_parent’, ‘category_level', ‘category_name_el’)
VALUES (NULL, '$parent_id', '$newLevel', 'Sname_el');";

Sinsertedld = jnApp::$db->insert($q);
I/ false or the id
return $insertedId;

}

I category MMM
o
I T I T
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function fetchAllSupportTickets() {
$q = "SELECT tickets.*, users.user_firstname as ticket_sender_firstname, users.user_lastname as ticket_sender_lastname
FROM tickets JOIN users ON users.user_id = tickets.ticket_sender_id ";
$tickets = null;
Stickets = jnApp::$db->select($q, true);
return $tickets;

}

function fetchTicket($id) {
$q = "SELECT tickets.* , users.user_firstname as ticket_sender _firstname, users.user_lastname as ticket_sender_lastname
FROM tickets JOIN users ON user_id = ticket_sender_id WHERE ticket_id = '$id";
Sticket = jnApp::$db->select($q, false);
return $ticket;

}

function fetchTicketsOfUser($user_id) {
$q = "SELECT tickets.* , users.user_firstname as ticket_sender_firstname, users.user_lastname as ticket_sender_lastname
FROM tickets JOIN users ON user_id = ticket_sender_id WHERE ticket_sender_id = '$user_id";
Stickets = jnApp::$db->select($q, true);
return $tickets;

}

function fetchUnresolvedAndMyTickets($user_id) {
$q = "SELECT tickets.* , users.user_firstname as ticket_sender_firstname, users.user_lastname as ticket_sender_lastname
FROM tickets JOIN users ON user_id = ticket_sender_id WHERE (ticket_resolver_id = 'Suser_id") OR (ISNULL(ticket_resolver_id))";
Stickets = jnApp::$db->select($q, true);
return $tickets;

function ticketBelongsToUser($ticket_id,$user_id) {
$q = "SELECT ticket_id FROM tickets WHERE ticket_id = 'Sticket_id' AND ticket_sender_id = '$user_id";
$res = jnApp::$db->select($q, false);
return ($res != null);

function isTheTicketResolver($ticket_id,$user_id) {
$q = "SELECT ticket_id FROM tickets WHERE ticket_id = '$ticket_id' AND ticket_resolver_id = '$user_id";
$res = jnApp::$db->select($q, false);
return ($res != null);

}

function createNewSupportTicket($data){
$resp =[J;
$resp['code’] = false;
$resp['msg] = 0;
Sresp['error’] = 1;

if (lisset($data[ ticket_message')) {
retum $this->retumErrorResp($resp, "?? u???ua e??a? ?p??2e?t???");
}
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$now = date("Y-m-d H:i:s", strtotime('now'));
Sticket_sender_id = jnApp::$auth->getCurrentUser()['user_id];
$q = "INSERT INTO "tickets™ (‘ticket_id", "ticket_sender_id", 'ticket_resolver_id', "ticket_datetime_sent’,
“ticket_datetime_resolved’, ‘ticket_message’, ‘ticket_resolved")
VALUES (NULL, 'Sticket_sender_id', NULL, '$now', NULL, '{$data[ticket_message'},
"TICKET_OPEN.")";

Sinsertedld = jnApp::$db->insert($q);
if ($inserted|d == false) {

}

function assignResolverToTicket($ticket_id,$user id) {
$resp = [I;
$resp['code] = false;
$resp['msg] =0;
$resp'error] = 1;

Sticket = $this->fetchTicket($ticket_id);
if ($ticket == null) {

}

$q =" UPDATE tickets SET ticket_resolver_id = " $user_id." WHERE ticket_id = ‘$ticket_id";
$res = jnApp::$db->update($q);
if ($res) {

return $this->retumnSuccessResp($resp, "?? a?t?pa a?at????e se es??");
}

}

function fetchTicketsDetails(Sticket_id) {
$q = "SELECT * FROM ticket_responses WHERE ticket_responses_ticket_id = '$ticket_id' ORDER BY ticket_responses_id
ASC";
$ticket_details = jnApp::$db->select($q, true);
if ($ticket_details != null) {
foreach ($ticket_details as &$detail) {
$detail['ticket_responses_from_email] = $this->fetchUser($detail['ticket_responses_from_id'], true, true);
if ($detail[ ticket_responses_from_email] != null) {
$detail[ticket_responses_from_email'] = $detail[ticket_responses_from_email] ['user_email];
}else {
$detail[ticket_responses_from_email'] = "";

$detail['ticket_responses_to_email] = $this->fetchUser($detail['ticket_responses_to_id', true, true);
if ($detail ticket_responses_to_email'] != null) {

$detail[ticket_responses_to_email] = $detail['ticket_responses_to_email][user_id;
}else {

$detail[ticket_responses_to_email] ="";

}
return $ticket_details;
}
function addTicketResponse($ticket_id, $data) {

$resp =[J;
$resp['code’] = false;
$resp['msg] = 0;
$resplerror] = 1;

Sticket = $this->fetchTicket($ticket_id);
if ($ticket == null) {
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}

if (lisset($data[ticket_responses_message)) {
return $this->returnErrorResp(Sresp, "?? u???ua e??a? 2p??2e?t2??");
}

if (lisset($data['ticket_responses_to_id)) {
}else {
Sreceiverid = $datalticket_responses_to_id";
}
if (lisset($data['ticket_responses_from_id")) {
}
$senderid = jnApp::$auth->getCurrentUser()['user_id];

if ($senderid != $data['ticket_responses_from_id']) {
retum $this->retumErrorResp($resp, "? ?p?st???a? e??a? 22?77");
}

$now = date("Y-m-d H:i:s", strtotime('now'));
Sticket_responses_ticket_id = $ticket['ticket_id"];
Sticket_responses_datetime_sent = $now;

$q = "INSERT INTO ‘ticket_responses’ ('ticket_responses_id", ‘ticket_responses_ticket_id", ‘ticket_responses_from_id",
“ticket_responses_to_id", ‘ticket_responses_message’, ‘ticket_responses_datetime_sent’)
VALUES (NULL, '$ticket_responses_ticket_id', '$senderid', 'Sreceiverid',
'{$datalticket_responses_message']}', 'Sticket_responses_datetime_sent');";

Sinsertedld = jnApp::$db->insert($q);
if ($inserted|d == false) {
retum $this->retumErrorResp($resp, "??? ???%e ap?st??? pu???pat??");

return $this->returnSuccessResp($resp, "?? p???ua est???");

function setTicketResolved($ticket_id) {

= '$ticket_id";

$resp =J;
$resp['code] = false;
$resp['msg’] = 0;
Sresp['error] = 1;

Sticket = $this->fetchTicket($ticket_id);
if ($ticket == null) {

}
if (1$this->ticketBelongsToUser(Sticket_id, jnApp::$auth->getCurrentUser()['user_id")) {

return $this->retumnErrorResp($resp, "??? ??ete d??7a??pa ?a ??e?sete t? a?t?pa ?p?st???72?");
}

$now = date("Y-m-d H:i:s", strtotime('now'));

$q =" UPDATE tickets SET ticket_resolved = ".TICKET_RESOLVED.", ticket_datetime_resolved = '$now' WHERE ticket_id

$res = jnApp::$db->update($q);
if ($res) {

return $this->returnSuccessResp($resp, "?? a?t?pa ?p?st???2?? 227e?se");

s e S
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function fetchNewNotifications() {

}

$new_time = date("Y-m-d H:i:s", strtotime(-.HOURS_NEW_NOTIFICATIONS." hours');

$q = "SELECT * FROM notifications WHERE notification_datetime > '$new_time' ORDER BY notification_id DESC LIMIT 10",
$notifications = null;

$notifications = jnApp::$db->select($q, true);

return $notifications;

function fetchAllNotifications() {

}

$q = "SELECT * FROM notifications ORDER BY notification_id DESC";
$notifications = null;

$notifications = jnApp::$db->select($q, true);

return $notifications;

function addNotification($action, $detail = ") {

VALUES

global §gNOTIFS;
$notifucation = [;
switch ($action) {
case NOTIF_TICKET_NEW:
case NOTIF_PRODUCT_SCAN:
case NOTIF_PRODUCT_ADD:
case NOTIF_PRODUCT_EDIT:
case NOTIF_CATEG_ADD:
case NOTIF_CATEG_EDIT:
case NOTIF_ORDER_CHECKOUT:
case NOTIF_USER_ACTIVATED:
case NOTIF_USER_DISABLED:
case NOTIF_USER_LIVED:
case NOTIF_USER_DIED:
break;
default:
return -1;
break;

}

$notifucation'notification_type_text] = $gNOTIFS[$action] . . " . $detail ;
$notifucation['notification_datetime'] = date("Y-m-d H:i:s", strtotime('now'));
$notifucation['notification_icon'] = $action;

$q = "INSERT INTO "notifications’ ('notification_id", "notification_type_text’, "nofification_datetime’, "notification_icon")

(NULL, '{$notifucation['nofification_type_textT},

"{$notifucation['notification_datetime']}, '{$notifucation['notification_icon'Ty);";

}

$res = jnApp::$db->insert($q);
if (1$res) {

return -1;
}

return 0;

function countNotifications() {

}

$q = "SELECT count(*) as cnt FROM notifications";
$res = jnApp::$db->select($q);
if ($res == null) {

return 0;

return $res['cnt];

I notifications M
I T T ]
s

138



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

I countries [T
o
I T

function fetchCountry($iso) {
$q ="SELECT * FROM countries WHERE country_iso_2 = '$iso";
$country = jnApp::$db->select($q);
return $country;

}

function fetchAllCountries() {
$q ="SELECT * FROM countries";
$countries = jnApp::$db->select($q, true);
return $countries;

}
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function fetchVat($id) {
$q ="SELECT * FROM vat_categories WHERE vat_category_id = '$id";
$vat = jnApp::$db->select($q);
return $vat;

}

function fetchAllVats() {
$q = "SELECT * FROM vat_categories";
$vats = jnApp::$db->select($q, true);
return $vats ;

}

e S
o
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function fetchWalletByUserld($user_id, $local = true) {
if ($local) {
$q = "SELECT * FROM wallets WHERE wallet_user_id = 'Suser_id";
$w = jnApp::$db->select($q);

retum $w;
}else {
$api = new api_Controller(true);
$wallet = $api->getuserwalletfromcloud($user_id);
return $wallet;

}
}
function createNewWalletForUser($user_id, $local = true) {
if ($local) {
$q ="INSERT INTO ‘wallets™ (‘wallet_id', ‘wallet_user_id", ‘wallet_balance’) VALUES (NULL, '$user_id', '0');";
Sinseted_id = jnApp::$db->insert($q);
retum ($inseted_id == false );
}
return false;
}
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private function computeWalletEnough($order_id, $wallet_ballance) {

Sorder = $this->fetchOrder($order_id);
if ($order == null) {

return false;
}

$products = $order[products’];
Sprice = 0;
SpriceVat = 0;
foreach ($products as $pr) {
SpriceAfter = (string)(floatval($pr['product_price_pure']) + (floatval($pr[‘product_price_pure'])
floatval($pr['vat_category_ammount])));
SpriceAfterAll = (string)(floatval($priceAfter) * intval($pr['prod_order_quantity’));
Sprice += floatval((floatval($pr{'product_price_pure]) * intval($pr['prod_order_quantity’))));
SpriceVat += ( floatval($priceAfterAll));

*

}

$priceVat = (string)$priceVat;

Sres =],

$res['flag'] = ( (floatval($priceVat) > (floatval($wallet_ballance))));
Sres['cost'] = $priceVat;

return $res;

}

I weallet I i
s
I I T ST 100

o
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function fetchCurrentBranch() {
$q = "SELECT * FROM branches WHERE branch_id = ".jnApp::$config['branch_num7."";
return jnApp::$db->select($q);

}

function fetchBranch($id) {
$q = "SELECT * FROM branches WHERE branch_id = '$id";
return jnApp::$db->select($q);

}

L
L
I S S T 007

====== File: config.inc.php ======
<?php if (defined('INDEX')) {

exit;
}

$use_sts = FALSE; // don't use https only
date_default_timezone_set("Europe/Athens");

define('DB_HOST', $gConfig['database’'DB_HOST);
define('DB_NAME', $gConfig['database''DB_NAME');
define('DB_USER', $gConfig['database'|'DB_USERY);
define('DB_PASSWORD', $gConfig['database']'DB_PASSWORD']);
define('ServerSecret', $gConfig['database']['ServerSecret]);
define('ServerKey', $gConfig['database’]['ServerKey);
define('ServerName', $gConfig['database’]['ServerName));

define(SUPER_ADMIN', 1);
define('CLOUD_CLIENT!, 2);
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define(CLOUD_ADMIN', 3);
define(FOG_ADMIN', 4);

define(ORDER_STARTED', '0');
define('ORDER_SUBMITED', '1');
define('ORDER_CANCELED', 2');
define(ORDER_COMPLETED', '3');

DEFINE(TICKET_OPEN', '0");
DEFINE(TICKET_RESOLVED', '1');

define(DEVICE_IPOD", 'iPod’);
define('DEVICE_IPHONE', 'iPhone’);
define('DEVICE_IPAD', 'iPad');
define('DEVICE_ANDROID', 'Android');
define(DEVICE_WEBOS', 'webOS'");
define(DEVICE_PC', 'PC');

I Contstants T
const INTERNAL_SERVER_ERR = 500;

const FORBIDDEN = 403;

const BAD_REQUEST = 400;

const NOT_FOUND = 404;

const UNAUTHORIZED = 401,

const OK = 200;

const Moved_Permanently = 301;

I
* global response code array
¥

$http_response_code = array(
OK =>"0K,
BAD_REQUEST => 'Bad Request',
UNAUTHORIZED => 'Unauthorized',
FORBIDDEN => 'Forbidden',
NOT_FOUND => Not Found',
INTERNAL_SERVER_ERR =>'Internal Server Error'

)

I
* global api responses array
¥

$api_response_code = array(

0 =>array(HTTP Response' => BAD_REQUEST, 'Message' => 'Unknown Error’),

1=>array('HTTP Response' => OK, 'Message' => 'OK),

2 =>array('HTTP Response' => FORBIDDEN, 'Message' => 'Forbidden'),

3 =>array('HTTP Response' => UNAUTHORIZED, 'Message' => 'Unauthorized'),

4 => array('HTTP Response' => UNAUTHORIZED, 'Message' => 'Authentication Failed’),

5 =>array(HTTP Response' => NOT_FOUND, 'Message' => 'Not Found'),

6 =>array(HTTP Response’ => BAD_REQUEST, 'Message' => 'Invalid Response Format'),

7 =>array('HTTP Response' => INTERNAL_SERVER_ERR, 'Message' => 'Internal Server Error')
)

[
* Defines forbidden characters for the url
¥

$forbidenChars = array(

)

const RESTRICTED_ACCESS = 0;
const PUBLIC_ACCESS = 1;

Il initialize default values
$controller = "home";
$action = "home";
$urlParams = array();

141



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

SDEFAULT404MESSAGE ="'
<IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0/EN">
<html>
<head>
<title>404 Not Found<ftitle>
</head>
<body>
<h1>Not Found</h1>
<p>The requested URL '. $_SERVER['REQUEST_URI]. ' was not found on this server.</p>
<hr>
<address>Web Serverat'. $_SERVER['SERVER_NAME'].' Port'. $_SERVER['SERVER_PORT . '</address>
</body>
</html>";

if (Suse_sts && isset($_SERVER[HTTPS') && $_SERVER[HTTPST != "off) {
header('Strict-Transport-Security: max-age=31536000");

} elseif ($use_sts) {
header('Location: https://' . $_SERVER[HTTP_HOST . $_SERVER[REQUEST_URIY, true, Moved_Permanently);
exit;

}

const CONTROLLER_PATH = ‘controllers' . DIRECTORY_SEPARATOR;

const VIEW_PATH = 'views' . DIRECTORY_SEPARATOR;

const TEMPLATE_PATH = 'tmpl' . DIRECTORY_SEPARATOR;

const LIBRARY_PATH ='lib'. DIRECTORY_SEPARATOR;

const MODEL_PATH = 'model' . DIRECTORY_SEPARATOR,;

const HTML_PATH = ‘web'. DIRECTORY_SEPARATOR . 'html'. DIRECTORY_SEPARATOR;
const JS_PATH ='web' . DIRECTORY_SEPARATOR . js'. DIRECTORY_SEPARATOR;
const CSS_PATH = 'web' . DIRECTORY_SEPARATOR . 'css' . DIRECTORY_SEPARATOR;

$controllers = array();
$controllers = scandif CONTROLLER_PATH);

Il dynamic controller assignment
foreach ($controllers as $k => $v) {

if v ==""[|$v =="){
unset($controllers[$k]);
continue;

}

SarrayKey = str_replace('php', ", $v);
$controllers[$arrayKey] = array();
require_once(CONTROLLER_PATH . $arrayKey . ".php");
$methods = get_class_methods($arrayKey . '_Controller’);

if ($methods != null) {
foreach ($methods as $action) {
array_push($controllers[$arrayKey], $action);
}

unset($controllers$k]);

}

define('SESSION_NAME', 'JOHNNSESSION');
define('INSTALL_CHECKED', TRUE');

define(NOTIF_TICKET_NEW!, 'fa fa-comment 1');
define(NOTIF_PRODUCT_SCAN', 'fa fa-barcode 2');
define(NOTIF_PRODUCT_ADD", 'fa fa-upload 3');
define(NOTIF_PRODUCT_EDIT', 'fa fa-upload 4');
define(NOTIF_CATEG_ADD", 'fa fa-upload 5');
define(NOTIF_CATEG_EDIT', 'fa fa-upload 6');
define(NOTIF_ORDER_CHECKOUT', 'fa fa-credit-card 7');
define(NOTIF_USER_ACTIVATED', 'fa fa-user 8');
define(NOTIF_USER_DISABLED', 'fa fa-user 9');
define(NOTIF_USER_LIVED', 'fa fa-user 10");
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define(NOTIF_USER_DIED", fa fa-user 11');
define(NOTIF_USER_REGISTER!, 'fa fa-user 12);

$gNOTIFS =
NOTIF_TICKET_NEW =>'New Ticket Submitted',
NOTIF_PRODUCT_SCAN => 'New Product Scan',
NOTIF_PRODUCT_ADD => 'New Product Added',
NOTIF_PRODUCT_EDIT => 'Product Edited",
NOTIF_CATEG_ADD =>'New Category Added',
NOTIF_CATEG_EDIT => 'Category Edited',
NOTIF_ORDER_CHECKOUT => 'New Checkout',
NOTIF_USER_ACTIVATED => 'User Edited’,
NOTIF_USER_DISABLED => 'User Disabled',
NOTIF_USER_LIVED =>'User Gone Live',
NOTIF_USER_DIED =>'Used Deleted',
NOTIF_USER_REGISTER => 'User Registered'

I

define(HOURS_NEW_NOTIFICATIONS', '24);
define(ORDER_CANCEL_HOURS', '3);
define(ORDER_CANCEL_MINUTES', 20');
define(DONT_CHECK_METHODS_WITH_TYPE_OF_SERVER', TRUE);

function insertToDatabase(dbHandler $db, $query) {
$db->insert($query);
}

function hasElementinUrl($uri, $el) {
retumn ($p = strrpos($uri,$el) == false);
}

function extractParam(&$urlParams, $theArray, $byKey) {
$theParam ="";
foreach ($urlParams as $key => $param) {
if ( ( $byKey && array_key_exists(strtolower($param), $theArray) ) || (!$byKey && in_array(strtolower($param), $theArray)) ) {

$theParam = strtolower($param);
unset($urlParams[$key]);
SurlParams = array_values($urlParams); // repack the array
break;

}

retum $theParam;

}

function parseRequest(&$controller, &$action = ") {
global $controllers, $urlParams;

$me = explode("/", $_SERVER['SCRIPT_NAME');
$paths = explode("", $_SERVER[REQUEST_URI);

//$urlParams = array(); Il get all parameters in array $urlParams// moved to globals
$inx =0;
for ($j=count($me)-1;$j<count($paths);$j++) {
Sinx++;
array_push($urlParams,$paths[$j]);
}
SurlParams = array_unique($urlParams, SORT_REGULAR); Il remove duplicate entries
SurlParams = array_filter($urlParams); /I remove empty entries

foreach ($urlParams as $k=>$v) {
Ilif ($pos = strpos($v, '?') == false) {
Il SurlParams[$k] = substr($v,0,$pos);
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"
}

$controller = extractParam($urlParams, $controllers, true); // get controller
if ($controller == ") $controller = 'home'; /I default controller is home
$action = extractParam($urlParams, $controllers[$controller], false); // get action

if (!in_array($action, $controllers[$controller])) {
$action = $controllers[$controller][0];
}

return OK;
}

function isValidEmail($email) {
return filter_var($email, FILTER_VALIDATE_EMAIL)
&& preg_match(/@.+\./', $email);

}

function get_server_memory_usage()

$free = shell_exec('free");

$free = (string)trim($free);

$free_arr = explode("\n", $free);

$mem = explode(" ", $free_arr{1]);

$mem = array_filter(mem);

$mem = array_merge($mem);
$memory_usage = $mem([2)/$mem[1]*100;
$mem = number_format($memory_usage, 1);
return $mem;

}

function get_server_cpu_usage(X
$loads = sys_getloadavg();
$core_nums = trim(shell_exec("grep -P ‘processor' /proc/cpuinfolwc -I"));
$load = round($loads[0]/($core_nums + 1)*100, 2);
return $load;

}

function getFreeSpace() {
return (floor(100 * disk_free_space('/') / disk_total_space('")));

}
function getServerStats() {
Sindicators = [J;
Sindicators[] = [
'title' => "277s? CPU",
'percentage’ => get_server_cpu_usage()
éindicators[] =[
'title' => "277s? 777u7?",
'percentage’ => get_server_memory_usage()
Sindicators[] =
'title' => "27e77€77? 77s777",
'percentage’ => getFreeSpace()
L
return Sindicators;
}

function countActiveClients() {
$number_of_users = jnApp::$dao->countAllActive();
return $number_of_users;
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}

function descrStatus($i) {

switch ($i) {

case 0:
$statusText = "272227";
break;

case 1:
$statusText = "?st??7?";
break;

case 2:

case 3:

break;
default:
break;

retum $statusText;

}

I/ returns the check digit for an ean number. Works on all lengths, assume $pTheCode is realy a number
function calcCheckDigit($pTheCode)
{
$oddSum = 0;
$evenSum =0;
$len = strlen($pTheCode);
if($len%2 1= 0) { $pTheCode = "0$pTheCode"; Slen++; }
for ($j=$len-1; $j>=0; $j=$j-2) {
$oddSum = $oddSum + $pTheCodel[$j];
$evenSum = $evenSum + $pTheCode[$j-1];

}

$checkDig = ( (3 * $oddSum) + $evenSum ) % 10;
If ( $checkDig == 0 ) return $checkDig;

return (10 - $checkDig);

function parsePeriod($column, $per){
Spieces = explode(" ", $per);
$YEAR = $pieces[0];

if (SYEAR>date("Y")) return false;
$quarter = $pieces[1];

if (quarter =="Q1") {
$start = "$YEAR-1-1";
$end = "$YEAR-3-31";
if (SYEAR == date("Y") && 1 > date("'m")) retun false;

}
elseif (quarter == "Q2") {
$start = "$YEAR-4-1";
$end = "$YEAR-6-30";
if (SYEAR == date("Y") && 6 > date("m")) return false;

}
elseif (quarter == "Q3") {
$start = "$YEAR-7-1";
$end = "$YEAR-9-30";
if (SYEAR == date("Y") && 9 > date("'m")) return false;

}
elseif ($quarter == "Q4") {
$start = "$YEAR-10-1";
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$end = "$YEAR-12-31";
if (SYEAR == date("Y") && 12 > date("'m")) return false;

}

return "$column >= '$start' AND $column <= '$end";

function createTheDeviceQuery($device, $theQuery) {
return "SELECT count(*) as total FROM “orders’ WHERE $theQuery AND order_device = " $device."";
}

function jFetchCount($query) {
$rec = jnApp::$db->select($query);
if ($rec == null) {
return "0";

retum $rec[total’;

function makePeriodArray($per) {
$theQuery = parsePeriod(‘order_datetime_completed', $per);
if (1$theQuery) {
return false;
}

$stat = array(
'period' => $per,
DEVICE_IPOD => jFetchCount(createTheDeviceQuery(DEVICE_IPOD,$theQuery)),
DEVICE_IPHONE => jFetchCount(createTheDeviceQuery(DEVICE_IPHONE,$theQuery)),
DEVICE_IPAD => jFetchCount(create TheDeviceQuery(DEVICE_IPAD,$theQuery)),
DEVICE_ANDROID => jFetchCount(createTheDeviceQuery(DEVICE_ANDROID,$theQuery)),
DEVICE_WEBOS => jFetchCount(createTheDeviceQuery(DEVICE_WEBOS,$theQuery)),
DEVICE_PC => jFetchCount(createTheDeviceQuery(DEVICE_PC $theQuery)),

retumn $stat;

}

function getStatsLog() {
$periods = array(
'2016 Q3',
'2016 Q4',
2017 Q1',
2017 Q2',
2017 Q3',
2017 Q4',
2018 Q1',

)
$data = array();
foreach ($periods as $per) {
$stat = makePeriodArray($per);
if ($stat)
array_push($data,$stat);
}

return $data;

}

function execute_cronjobs() {
inApp::$dao->cancelOldOrders();
jnApp::$dao->cleanupProductOrdersTable();

}

function objectToArray($d) {
if (is_object($d)) {
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Il Gets the properties of the given object
Il with get_object_vars function
$d = get_object_vars($d);

}

if (is_array($d)) {
I
* Return array converted to object

*Using __FUNCTION__ (Magic constant)
* for recursive call

*
return array_map(__FUNCTION__, $d);
}else {
/I Return array
return $d;
}
}
function startsWith($haystack, $needle)
{
$length = strien($needle);
return (substr($haystack, 0, $length) === $needle);
}
function endsWith($haystack, $needle)
{
$length = strien($needle);
if ($length == 0) {
return true;
}
retumn (substr($haystack, -$length) === $needle);
}

function fixGreekEndings($name) {
$endingl_|§|tters =[
I -
SlastLetter = mb_substr($name, (mb_strlen($name) -1));
if (in_array($lastLetter, $endingLetters)) {

//$name = mb_substr($name, 0, (mb_strien($name) -1));
if (endsWith($name, "272")) {

$name = mb_substr(§name, 0, (mb_strlen($name) -2)) . "e";

}else {

}
}

return $name;

$name = mb_substr($name, 0, (mb_strlen($name) -1));

}

function invokeApi($url, $data) {
$myUrl = jnApp::$config[‘cloud_url']."api/".$url."";
Scurl = curl_init($myUrl);
curl_setopt($curl, CURLOPT_POST, TRUE);
curl_setopt($curl, CURLOPT_POSTFIELDS, http_build_query($data));
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
$response = curl_exec($curl);
curl_close($curl);
if (Sresponse ==") $response = null;
return $response;

====== File: top_menu.inc.php ======
<?php if(!defined(INDEX') {exit;}
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/I each menu must have a matching action on admin controller

$topMenu = |
1111 CLOUD ADMIN /i
‘tickets' => [
ype' =>1,
‘privilages’ => [
‘cloud' => true,
‘fog' => false,
‘admin’ => true,
'user' => false,
I
'title'

link' => 'tickets',
icon' => 'fa fa-envelope fa-fw',
‘dorpdownclass' => 'dropdown-messages'

/111l CLOUD AND FOG ADMIN ///ilif
'serverstatus' => [
type' =>2,
‘privilages’ => [
‘cloud' => true,
‘fog' => true,
‘admin' => true,
‘user' => false,
1
'title' => "7at?stas? Server',
link' => 'serverstatus’,
‘icon' => 'fa fa-tasks fa-fw',
‘dorpdownclass' => 'dropdown-tasks'

1,
M1 ADMIN /i
‘notifications’ => [
'type' =>3,
‘privilages’ => |
‘cloud' => false,
‘fog' => true,
‘admin’' => true,
‘user' => false,

'title' => "272d?p??7se??,

link" => 'notifications’,

icon' => 'fa fa-bell fa-fw',
‘dorpdownclass' => 'dropdown-alerts'

1
Il CLOUD USER /i
‘adminprofile’ => [
'‘type' =>4,
‘privilages’ => |
‘cloud' => true,
‘fog' => true,
‘admin' => false,
'user' => false,

'fitle‘ => 777172 7?2a%e777st?',

link" => 'adminprofile',

'icon' => 'fa fa-bar-chart-o fa-fw',

'submenu’ =>[
‘adminprofileedit'=>"???{??",

]

1
Il CLOUD USER /i
‘userprofile’ => [

'‘type' =>4,

‘privilages’ => |
‘cloud' => true,
‘fog' => false,
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‘admin’ => false,
'user' => true,

'fitle' => 272122 7?7st?",

link" => 'userprofile’,

icon' => 'fa fa-bar-chart-o fa-fw',
'submenu’ =>[

'logout'=>'7?7d??",

====== File: left_menu.inc.php ======
<?php if(!defined(INDEX")){exit;}

Il each menu must have a matching action on admin controller

$sidebarLeftMenu = [
Il ALL REGISTERED USESRS ///iiI
‘admin' => [
‘privilages’ => [
‘cloud' => true,
‘fog' => true,
‘admin' => true,
‘user' => true,

'title' => '?7a?e7??s?",
link" => 'admin’,
'icon' => 'fa fa-home fa-fw',

1

11111l CLOUD AND FOG ADMIN ///iiif

‘clients’ => [
‘privilages' => [
‘cloud' => true,
fog' => true,
‘admin' => true,
‘user' => false,

'title' => '7e??te?",
link' => ‘clients',
'icon' => 'fa fa-users fa-fw',

1

111 FOG ADMIN /il

‘products’ => [

‘privilages’ => |

‘cloud' => false,
‘fog' => true,
‘admin’ => true,
'user' => false,

link' => ‘products’,
ficon' => 'fa fa-glass fa-fw',

1,
I FOG ADMIN /il
‘categories' => [
‘privilages’ => [
‘cloud' => false,
fog' => true,
‘admin' => true,
'user' => false,

link" => 'categories’,
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ficon' => ‘fa falist fa-fw',

1
11111 FOG ADMIN /il

‘orders' => [
‘privilages’ => [
‘cloud' => false,
'fog' => true,
‘admin’ => true,
‘user' => false,

'title' => '?a?a??e??%e?',
link" => 'orders',
ficon' => 'fa fa-shopping-cart fa-fw',

1
I CLOUD ADMIN /il
‘tickets' => [
‘privilages’ => [
‘cloud' => true,
‘fog' => false,
‘admin’ => true,
'user' => false,

'title" => '??t?uata ?p?st???2?7",
link" => 'tickets',
icon' => 'fa fa-ticket fa-fw',

1
1111 CLOUD ADMIN /i
‘branches' => [
‘privilages’ => [
‘cloud' => true,
'fog' => false,
‘admin’ => true,
‘user' => false,

title' => "?a?a?t?yata’,

'link' => 'branches',

ficon' => 'fa fa-pagelines fa-fw',

'submenu’ =>[
‘branchescategories'=>'"?at?????e?",
‘branchesorders'=>'7a?a??e??¢?',

]

1
11111l CLOUD AND FOG ADMIN ///ilif
‘adminprofile’ => [
‘privilages’ => [
‘cloud' => true,
‘fog' => true,
‘admin’ => false,
'user' => false,

itle' => 222172 22226777817,

link" => 'adminprofile',

ficon' => 'fa fa-cogs fa-fw',

'submenu’ =>[
‘adminprofileedit'=>'?pe?e??as?a’,

I

1
11111l CLOUD AND FOG ADMIN ///iiif
‘notifications’ => [
‘privilages’ => [
‘cloud' => false,
‘fog' => true,
‘admin’ => true,
‘user' => false,
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'title' => "272d?7p??7se??,
link" => 'notifications’,
icon' => 'fa fa-bell fa-fw',

1

Il CLOUD USER /i
‘userprofile’ => [
‘privilages’ => [
‘cloud' => false,
fog' => false,
‘admin’' => false,
‘user' => true,

'fitle‘ => 772122 277st?',

link" => 'userprofile',

ficon' => 'fa fa-cogs fa-fw',

'submenu’ =>[
‘profileedit'=>'?pe?e??as?a’,
‘profilesupport'=>'?2???¢?a’,

]
.
/1111l CLOUD USER /il

‘wallet' => [
‘privilages’ => [
‘cloud' => false,
‘fog' => false,
‘admin' => false,
‘user' => true,

'{itle' => 777777,
link" => ‘'wallet',
icon' => 'fa fa-credit-card-alt fa-fw',

1
Il CLOUD USER /i
‘checklist' => [
‘privilages’ => [
‘cloud' => false,
‘fog' => false,
‘admin' => true,
'user' => false,

'fitle' => '"?7sta Supermarket',
link" => 'checklist',
ficon' => 'fa fa-list fa-fw',

.
/111 CLOUD USER /il

‘history' => [
‘privilages’ => |
‘cloud' => false,
‘fog' => false,
‘admin’ => true,
'user' => false,

k' = history,
'icon' => 'fa fa-clock-o fa-fw',

1
111 FOG ADMIN /it

‘testapi' => [
‘privilages’ => [
‘cloud' => false,
fog' => true,
‘admin' => true,
'user' => false,

1
'title" => '???2?u? API',
link" => 'testapi',

151



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

ficon' => 'fa fa-code fa-fw',

====== File: controllers/abstract_api.php ======
<?php if('defined(INDEX)){exit;}

/I This is an api controller

/I mo view for this one only json

const kGENERAL_SUCCESS =0;

const kGENERAL_ERROR = 1;

const k NOT_LOGGED_IN =2;

const k_USER_DOENST_EXIST = 3;

const k_USER_INACTIVE = 4;

const k USER_DELETED =5;

const k PRODUCT_NOT_FOUND = 6;

const k CART_NOT_FOUND =7;

const k PROD_NOT_ADDED = §;

const k NO_CHECKOUT =9;

const K_WALLET_NOT_EXIST = 10;

const K_BRANCH_NOT_FOUND = 11;

const K_BRANCH_PASS_DONT_MATCH = 12;
const K_NOT_ENOUGH_MONEY = 13;

const K_MISSING_PARAM_BARCODE = 14;
const k_CART_NOT_CANCELED = 15;

const k NO_CHECKOUT_OUT_OF_STOCK = 16;
const k NO_CHECKOUT_OUT_PROD_DISABLED = 17;
const K_WALLET_NOT_RETRIEVED = 18;
const K_CART_NOT_CREATED =19;

const k PROD_NOT_ADDED_DISABLED = 20;
const k PROD_NOT_ADDED_OUT_OF_STOCK = 21;
const k PROD_NOT_REMOVED = 22;

const k_ PROD_NOT_DECREASED = 23;

const k_FETCH_HISTORY_FAIL = 24;

const k_ RESTRICTED_ACCESS = 25;

const k SUPER_NOT_FOUND = 26;

const k_API_EMPTY_RESPONSE = 27;

const K_NO_COST =28;

const K_NO_BALANCE = 29;

const K_FAIL_REMOTE_LOGIN = 30;

const K_INTERNAL_USE_ONLY =31;

class abstract_api_Controller {
protected $forfog;
protected $response;
I SET TO TRUE FOR PRODUCTION /I
public static $LOGIN_ACTIVE = TRUE;
public static SMETHOD = "REQUEST";

public static $responses = [

kGENERAL_SUCCESS =>'SUCCESS,

kGENERAL_ERROR =>'kGENERAL_ERROR',
k_NOT_LOGGED_IN =>'k_NOT_LOGGED_IN',
k_USER_DOENST_EXIST =>'k_USER_DOENST_EXIST',
k_USER_INACTIVE =>'k_USER_INACTIVE',

k_USER_DELETED =>'k_USER_DELETED',
k_PRODUCT_NOT_FOUND =>'k_PRODUCT_NOT_FOUND',
k_CART_NOT_FOUND =>'k_CART_NOT_FOUND',
k_PROD_NOT_ADDED =>'k_PROD_NOT_ADDED",
k_NO_CHECKOUT =>'k_NO_CHECKOUT',
K_WALLET_NOT_EXIST =>'K_WALLET_NOT_EXIST',
K_BRANCH_NOT_FOUND =>'K_BRANCH_NOT_FOUND',
K_BRANCH_PASS_DONT_MATCH  =>'K_BRANCH_PASS_DONT_MATCH',
K_NOT_ENOUGH_MONEY =>"'K_NOT_ENOUGH_MONEY",
K_MISSING_PARAM_BARCODE =>'K_MISSING_PARAM_BARCODE',
k_CART_NOT_CANCELED =>'k_CART_NOT_CANCELED',

k_NO_CHECKOUT_OUT_OF_STOCK  =>'k_NO_CHECKOUT_OUT_OF_STOCK',
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k_NO_CHECKOUT_OUT_PROD_DISABLED =>'k_NO_CHECKOUT_OUT_PROD_DISABLED",
K_WALLET_NOT_RETRIEVED =>"'K_WALLET_NOT_RETRIEVED',
K_CART_NOT_CREATED =>'K_CART_NOT_CREATED ',
k_PROD_NOT_ADDED_DISABLED ~ =>'k_PROD_NOT_ADDED_DISABLED',
k_PROD_NOT_ADDED_OUT_OF _STOCK =>'k_PROD_NOT_ADDED_OUT_OF_STOCK,

k_PROD_NOT_REMOVED =>'k_PROD_NOT_REMOVED',
k_PROD_NOT_DECREASED =>'k_PROD_NOT_DECREASED',
k_FETCH_HISTORY_FAIL =>'k_FETCH_HISTORY_FAIL',
k_RESTRICTED_ACCESS =>'k_RESTRICTED_ACCESS',
k_SUPER_NOT_FOUND =>'k_SUPER_NOT_FOUND',
k_API_EMPTY_RESPONSE =>'k_API_EMPTY_RESPONSE',
K_NO_COST =>'K_NO_COST,

K_NO_BALANCE =>'K_NO_BALANCE',
K_FAIL_REMOTE_LOGIN =>'K_FAIL_REMOTE_LOGIN',
K_INTERNAL_USE_ONLY =>'K_INTERNAL_USE_ONLY',

L

function __construct($forfog = false) {
$this->forfog = $forfog;
if (1$this->forfog) {
header('Content-Type: application/json');
}

$this->response = array(
‘code’ => kGENERAL_ERROR,
‘'msg' =>"An Error Occurred"

protected function dispatchResponse($code, $data = null, $decodeData = false, $message = null) {
if ($message == null) {
$message = self::$responses[$code];
}

$this->response = array(
‘code' => $code,
'msg' => $message,

);
if ( $data != null ) {

$this->response['data’] = !$decodeData ?$data : json_decode($data);
}

die(json_encode($this->response));

}

protected function validParamOrError($param, $invalidValue, $code) {
if (tisset($param) || $param == $invalidValue) {
$this->dispatchResponse($code);
}

protected function dielfNotLoggedin() {
if (Iself::SLOGIN_ACTIVE) return true;
if ($this->forfog) retum true;
if ($this->forfog) {
if (1$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGINY);
}else {
jnApp::$auth->setCurrentUser(jnApp::$dao->fetchSuperAdmin());
if (jnApp::$auth->getCurrentUser() == null || empty(jnApp::$auth->getCurrentUser())) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);
1

}
}else {
/I will authenticate later. DONT REMOVE THIS OR LOOPS WILL HAPPEN
if (isset($_REQUEST[branch_id)) {
return true;
}
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if (!$this->tryRemoteLogin()) {
die(json_encode($this->response));
}

}

protected function tryRemoteLogin() {
if (Iself::SLOGIN_ACTIVE) return true;
$email = jnApp::fetchParam(‘email', self::$METHOD);
$password = jnApp::fetchParam(‘password', self::METHOD);
$uuid = jnApp::fetchParam(‘uuid', self::$METHOD);
$branch_id = jnApp::fetchParam(branch_id', self::$METHOD, NULL);

if (($branch_id) != null) {
$password = jnApp::$db->passDecrypt($password);
}

if (tinApp::$auth->Authenticated($email, $password, $uuid)) {
$this->dispatchResponse(k_NOT_LOGGED_IN);
header("HTTP/1.1 401 Unauthorized");
return false;

}

if (linApp::$auth->isActive(jnApp::$auth->getCurrentUser())) {
$this->dispatchResponse(k_USER_INACTIVE);
retum false;

}

if (inApp::$auth->isDeleted(jnApp::$auth->getCurrentUser())) {
$this->dispatchResponse(k_USER_DELETED);
return false;

}

return true;

}

protected function tryAuthenticateFog() {
if (!self::$LOGIN_ACTIVE) return true;

$branchid = (jnApp::fetchParam('branch_id','REQUEST', 0));
$branchpass = jnApp::fetchParam(branch_password', 'REQUEST', ");

$branch = jnApp::$dao->fetchBranch($branchid);
if ($branch == null) {

return false;
}

if ($branch['branch_password'] != $branchpass) {
return false;
}

T valid request TN
return true;

}

protected function prepareRequestToFog() {
if (1$this->forfog) {
$this->dispatchResponse(K_INTERNAL_USE_ONLY);

}

$data = [J;

$branch = jnApp::$dao->fetchCurrentBranch();

if ($branch == null) return null;

$data['branch_id] = $branch['branch_id"];
$data['branch_password'] = $branch['branch_password';
return $data;
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protected function callApi($url, $data) {
$res = invokeApi($url, $data);
if ($res == null) {
return null;
}

$res = json_decode($res, true);
if ($res['code’] = kKGENERAL_SUCCESS) {
return null;

return ($res['data]);

}

protected function respondToApi($data, $message = null, $code = null) {
if ($data['data’]) {
$this->dispatchResponse(kGENERAL_SUCCESS, $data['data’], false, $message);
}else {
if ($code == null) {
$this->dispatchResponse(kGENERAL_ERROR, null);

}
else {
if ($message == null) {
$message = self::$responses[$code];
$this->dispatchResponse($code, null, false, $message);
}

====== Fjle: controllers/api.php ======
<?php if(!defined(INDEX') {exit;}

Il This is the api controller
II'no view for this one only json

class api_Controller extends abstract_api_Controller{

function __construct($forfog = false) {
parent::__construct($forfog);
$this->dielfNotLoggedIn();

public function api() {
$this->dielfNotLoggedIn();
$this->dispatchResponse(kGENERAL_SUCCESS);
}

I OSER M T 000

public function login() {
Suser_email = jnApp::fetchParam(‘'email', self.:$METHOD);
if (inApp::$dao->fetchUserByEmail($user_email) != null) {
$this->dispatchResponse(kGENERAL_SUCCESS);
}else {
$this->dispatchResponse(k_NOT_LOGGED_IN);
}

}

public function getuserdata() {
$this->dispatchResponse(kGENERAL_SUCCESS,jnApp::$dao->fetchUser(jnApp::$auth->getCurrentUserld()) false);
}

public function getuserorders() {

$this->dispatchResponse(kGENERAL_SUCCESS,jnApp::$dao->fetchOrdersByUser(jnApp::$auth->getCurrentUserld()));
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}

public function getproductdata() {
$barcode = jnApp::fetchParam(‘barcode', self::$METHOD, null);
$this->validParamOrError($barcode, null, K_MISSING_PARAM_BARCODE);
$prod = jnApp::$dao->fetchProductByBarcode($barcode);
$this->validParamOrError($prod, null, k_PRODUCT_NOT_FOUND);
$this->dispatchResponse(kGENERAL_SUCCESS, $prod);

I T CART I i
public function getcart() {
Suser_id = jnApp::$auth->getCurrentUser()['user_id'];
$cart = jnApp::$dao->fetchCart($user_id);
$this->validParamOrError($cart, null, k_CART_NOT_FOUND);
$this->dispatchResponse(kGENERAL_SUCCESS, $cart);
}

public function cancelcart(){
Suser_id = jnApp::$auth->getCurrentUser()['user_id';
$res = jnApp::$dao->cancelCart(Suser_id);
if ($res) {
$this->dispatchResponse(k_CART_NOT_CANCELED);

}
$this->dispatchResponse(kGENERAL_SUCCESS);
}

public function cartvalid() {
Suser_id = jnApp::$auth->getCurrentUser()['user_id";
$cart = jnApp::$dao->fetchCart($user _id);
$this->validParamOrError($cart, null, k_CART_NOT_FOUND);
$this->dispatchResponse(kGENERAL_SUCCESS);

}

public function checkout() {
Suser_id = jnApp::$auth->getCurrentUser()['user_id";
$res = jnApp::$dao->goToCheckout($user_id);

if (is_array($res)) {

$res = $res['code’];

if ($res =="-10") {
$this->dispatchResponse(k_NO_CHECKOUT_OUT_OF_STOCK);

}else if ($res =="-20") {
$this->dispatchResponse(k_NO_CHECKOUT_OUT_PROD_DISABLED);

} else if ($res =="-30") {
$this->dispatchResponse(K_NOT_ENOUGH_MONEY);

}else if ($res =="-40") {
$this->dispatchResponse(K_WALLET_NOT_RETRIEVED);

}

elseif ($res) {
jnApp::$dao->addNotification(NOTIF_ORDER_CHECKOUT,"User:"jnApp::$auth->getCurrentUser()['user_email);
$this->dispatchResponse(kGENERAL_SUCCESS);

}
$this->dispatchResponse(k_NO_CHECKOUT);

}

public function newcart() {
Suser_id = jnApp::$auth->getCurrentUser()['user_id'];
$res = (jnApp::$dao->createNewCart($user_id) != false);
if (1$res) {
$this->dispatchResponse(K_CART_NOT_CREATED);

}
$this->dispatchResponse(kGENERAL_SUCCESS);
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public function addtocart() {
$barcode = jnApp::fetchParam('barcode’, self::$METHOD);
$product = jnApp::$dao->fetchProductByBarcode($barcode);
$this->validParamOrError($product, null, kK PRODUCT_NOT_FOUND);
Suser_id = jnApp::$auth->getCurrentUser()['user_id";
$cart = jnApp::$dao->fetchCart($user_id);
$this->validParamOrError($cart, null, k_CART_NOT_FOUND);

$res = jnApp::$dao->addProductToOrder($product, $cart);

if (is_array($res)) {
$res = $res['code’;
if ($res =='-20') {
$this->dispatchResponse(k_PROD_NOT_ADDED_DISABLED);

}
else if ($res == "-10") {
$this->dispatchResponse(k_PROD_NOT_ADDED_OUT_OF_STOCK);

}

else if ($res =="11") {
$this->dispatchResponse(k_PROD_NOT_ADDED_OUT_OF_STOCK);

}

elseif (§res ) {
$this->dispatchResponse(kGENERAL_SUCCESS);

}
$this->dispatchResponse(k_PROD_NOT_ADDED);
}

/I remove from current order

public function removefromeart() {
$barcode = jnApp::fetchParam(‘barcode', self::$METHOD, null);
$this->validParamOrError($barcode, null, K_MISSING_PARAM_BARCODE);
$product = jnApp::$dao->fetchProductByBarcode($barcode);
$this->validParamOrError($product, null, kK PRODUCT_NOT_FOUND);
Suser_id = jnApp::$auth->getCurrentUser()['user_id";
$cart = jnApp::$dao->fetchCart($user _id);
$this->validParamOrError($cart, null, k_CART_NOT_FOUND);
$prod_order_order_id = $cart['order_id";
$prod_order_product_id = $product['product_id'];
$res = jnApp::$dao->disposeProdOrder($prod_order_order_id, $prod_order_product_id);
if ($res) {

$this->dispatchResponse(k_PROD_NOT_REMOVED);

}
$this->dispatchResponse(kGENERAL_SUCCESS);
}

public function increaseammount() {
$this->addtocart();
}

public function decreaseammount() {
$barcode = jnApp::fetchParam(‘barcode’, self::$METHOD, null);
$this->validParamOrError($barcode, null, K_MISSING_PARAM_BARCODE);

$product = jnApp::$dao->fetchProductByBarcode($barcode);
$this->validParamOrError($product, null, kK PRODUCT_NOT_FOUND);
Suser_id = jnApp::$auth->getCurrentUser()['user_id";

$cart = jnApp::$dao->fetchCart($user_id);
$this->validParamOrError($cart, null, k_CART_NOT_FOUND);

$prod_order_order_id = $cart['order_id";
$prod_order_product_id = $product['product_id"];
$res = jnApp::$dao->decreaseProdOrder($prod_order_order_id, $prod_order_product_id);
if (1$res) {
$this->dispatchResponse(k_PROD_NOT_DECREASED);
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}
$this->dispatchResponse(kGENERAL_SUCCESS);
}

/TODO: FIX RETURN CODES
public function getreceiptfororder () {
$res = null;
Sorder_id = jnApp::fetchParam(‘'order_id', self::$METHOD, null);
if ($order_id == null) {
Sorder_id = jnApp::fetchParam('barcode', self::$METHOD, null);

}
IITODO: change return code
$this->validParamOrError($order_id, null, KGENERAL_ERROR);
Sorder = jnApp::$dao->fetchOrder($order_id, ORDER_COMPLETED);
if ($order = null) {
if ($order{'order_user_id] == jnApp::$auth->getCurrentUser()['user_id") {
$res = jnApp::$dao->fetchReceiptForOrder($order);
}

}

if ($res == null) {
/ITODO: change return code
$this->dispatchResponse(kGENERAL_ERROR);

}
$this->dispatchResponse(kGENERAL_SUCCESS, $res);
}

I i, BISTORY M
public function gethistory() {
Suser_id = jnApp::$auth->getCurrentUser()['user_id";
$res = jnApp::$dao->fetchOrdersByUser($user_id, ORDER_COMPLETED);
$this->validParamOrError($res, null, k_FETCH_HISTORY _FAIL);
$this->dispatchResponse(kGENERAL_SUCCESS, $res);
}

I INTERCOM Ui

public function fetchuserfromcloud($user_id) {
$Surl = 'returnusertofog’;
I/l PREPARE REQUEST
$data = $this->prepareRequestToFog();
if ($data == null) return null;
$data['user_id'] = $user_id;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returnusertofog() {
if ({$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);
}

$data = [J;
$user_id = jnApp::fetchParam(user_id','REQUEST', NULL);
$data['data’] = jnApp::$dao->fetchUser($user_id, false, true);
$this->respondToApi($data);

}

public function fetchuserbyemalfromcloud($user_email = null) {
$url = 'returnuserfrommailtofog’;
/I PREPARE REQUEST
$data = $this->prepareRequestToFog();
if ($data == null) retum null;
$data['user_email'] = Suser_email;
/I MAKE REQUEST
return $this->callApi($url, $data);
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public function returnuserfrommailtofog() {
if ({$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);

}
$data =J;
Suser_email = jnApp::fetchParam(‘user_email', 'REQUEST', NULL);
$data['data’] = jnApp::$dao->fetchUserByEmail($user_email);
$this->respondToApi($data);

}

public function fetchuserbyrolefromcloud($user_role = null) {
$url = 'returnuserbroletofog’;
/I PREPARE REQUEST
$data = $this->prepareRequestToFog();
if ($data == null) retum null;
$data['user_role'] = $user_role;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returnuserbroletofog() {
if (1$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);

}
$data = [J;
Suser_role = jnApp::fetchParam('user_role', 'REQUEST', NULL);
$data['data’] = jnApp::$dao->fetchUserByRole($user_role, true);
$this->respondToApi($data);

}

public function senddeletusertocloud($user_id = null) {
$url = 'respondedeletusertofog’;
/I PREPARE REQUEST
$data = $this->prepareRequestToFog();
if ($data == null) retum null;
$data['user_id] = $user_id;
/I MAKE REQUEST
return $this->callApi($url, $data);
}

public function respondedeletusertofog() {
if (1$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGINY);

}
$data = [J;
Suser_id = jnApp::fetchParam('user_id', 'REQUEST', NULL);
$data['data’] = jnApp::$dao->deleteUser($user_id, true);
$this->respondToApi($datay);

}

public function fetchallclientsfromcloud() {
$url = 'returnallclientstofog’;
/| PREPARE REQUEST
$data = $this->prepareRequestToFog();
if ($data == null) retum null;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returnallclientstofog() {
if (1$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGINY);

}
$data = J;
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$data['data’] = jnApp::$dao->fetchAllUserClients(true);
$this->respondToApi($data);
}

public function countallclientsfromcloud() {
$url = 'returnallclientscounttofog’;
I/l PREPARE REQUEST
$data = $this->prepareRequestToFog();
if (§data == null) return null;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returnallclientscounttofog() {
if (I$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);

}
$data = [J;
$data['data’] = jnApp::$dao->countAllClients(true);
$this->respondToApi($data);
}

public function countallactiveclientsfromcloud() {
$url = 'returnallactiveclientscounttofog’;
I/ PREPARE REQUEST
$data = $this->prepareRequestToFog();
if (§data == null) return null;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returnallactiveclientscounttofog() {
if (I$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);

}
$data = [|;
$data['data’] = jnApp::$dao->countAllActive(true);
$this->respondToApi($data);
}

public function sendupdatelogintimtocloud($user_id = null) {
$Surl = 'returnupdatelogintimtofog’;
I/ PREPARE REQUEST
$data = $this->prepareRequestToFog();
$data['user_id] = $user_id;
if ($data == null) return null;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returnupdatelogintimtofog() {
if ({$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);

}

$data =J;

Suser_id = jnApp::fetchParam('user_id', 'REQUEST', NULL);
$data['data’] = jnApp::$dao->updateLoginTime($user_id, true);
$this->respondToApi($data);

public function sendupdateusertocloud($user_id = null, $rec = null, $forClient = false) {
$url = returnupdateusertofog’;
/| PREPARE REQUEST
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$data = $this->prepareRequestToFog();
$data['user_id'] = $user_id;

$data['rec'] = json_encode($rec);

$data['forclient] = (§forClient ? "TRUE" : "FALSE");
if ($data == null) retum null;

/I MAKE REQUEST

return $this->callApi($url, $data);

}

public function returnupdateusertofog() {
if (1$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGINY);
}

$data = J;
Skey = jnApp::fetchParam('user_id', 'REQUEST', NULL);
$forClient = jnApp::fetchParam(‘forclient’, 'REQUEST', "FALSE");

$forClient = ($forClient == "FALSE" ? false : true);

$rec = isset($_REQUEST['rec]) ? $_REQUEST['rec’] : NULL;
$rec = (json_decode($rec, true));

$data['data’] = jnApp::$dao->updateUserFromForm($key, $rec, true, $forClient);
$this->respondToApi($datay);

public function sendupdatewallettocloud($user_id = null, $cost = null, $balance = null) {
$url = 'returwalletupdatetofog';
/I PREPARE REQUEST
$data = $this->prepareRequestToFog();
$data['user_id] = $user_id;
$data['cost] = $cost;
$data['balance'] = $balance;
if ($data == null) retumn null;
/I MAKE REQUEST
return $this->callApi($url, $data);

}

public function returwalletupdatetofog() {
if (I$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);

}

$data = [J;

Suser_id = jnApp::fetchParam('user_id', 'REQUEST', NULL);
$cost = jnApp::fetchParam(‘cost', 'REQUEST', NULL);
$balance = jnApp::fetchParam('balance’, 'REQUEST', NULL);

$data['data’] = jnApp::$dao->updateUserWallet($user_id, $cost, $balance, true);
$this->respondToApi($data);
}

public function getuserwalletfromcloud($user_id = null) {
$url = 'returnuserwallettofog’;
I/ PREPARE REQUEST
$data = $this->prepareRequestToFog();
$data['user_id] = Suser_id;
if ($data == null) return null;
/I MAKE REQUEST
return $this->callApi($url, $data);
}

public function returnuserwallettofog() {
if ({$this->tryAuthenticateFog()) {
$this->dispatchResponse(K_FAIL_REMOTE_LOGIN);
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}

$data = J;

Suser_id = jnApp::fetchParam('user_id', 'REQUEST', NULL);
$data['data’] = jnApp::$dao->fetchWalletByUserld($user_id, true);
$this->respondToApi($data);

====== File: controllers/admin.php ======
<?php if('defined(INDEX')){exit;}

class admin_Controller {

private function dispatchView($__FUNCTION__, ...$params) {
require_once (VIEW_PATH.$__ FUNCTION__.".php");
$class =$_ FUNCTION__. " view";
new $class($params);

}

Il dashboard
public function admin() {

inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,CLOUD_CLIENT);

if (inApp::$config['isBranch]) {
$prodCount = jnApp::$dao->countAllProducts(1);
$clientCount = jnApp::$dao->countAllClients(false);
$orderCount = jnApp::$dao->countAllActiveOrders();
SliveUsers = countActiveClients(); // methods.inc.php
$notifications = jnApp::$dao->fetchNewNotifications();
$latestOrders = jnApp::$dao->fetchAllOrders(ORDER_COMPLETED, "10");
$countNots = jnApp::$dao->countNotifications();
$this->dispatchView(__FUNCTION__,$prodCount,$clientCount,$orderCount,$liveUsers, $notifications,
$latestOrders, $countNots);
}else {
if (inApp::$auth->isAdmin()) {
$this->dispatchView('admincloud');
}else {
$orders = jnApp::$dao->fetchOrdersByUser(jnApp::$auth->getCurrentUser()['user_id'],
ORDER_COMPLETED);
$this->dispatchView('clientcloud', $orders);

}

Il clients

public function clients() {
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN);
$clients = jnApp::$dao->fetchAllUserClientsfalse);

$this->dispatchView(__FUNCTION__, $clients);
}

Il clients

public function products() {
jnApp::$auth->checkAuth(FOG_ADMIN);
$products = jnApp::$dao->fetchAllProducts();
$this->dispatchView(__FUNCTION__, $products);

}

I/ categories

public function categories() {
jnApp::$auth->checkAuth(FOG_ADMIN);
$categories = jnApp::$dao->fetchAllCategories();
$this->dispatchView(__FUNCTION__, $categories);
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Il orders

public function orders() {
jnApp::$auth->checkAuth(FOG_ADMIN);
Sorders = jnApp::$dao->fetchAllOrders|();
$this->dispatchView(__FUNCTION__,$orders);

}

I/ notifications

public function notifications() {
jnApp::$auth->checkAuth(FOG_ADMIN);
$notifications = jnApp::$dao->fetchAllNotifications();
$this->dispatchView(__FUNCTION__ $notifications);

}

/ladminprofile

public function adminprofile() {
$this->adminprofileedit();

}

Iladminprofileedit

public function adminprofileedit() {
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN);
Suser = jnApp::$auth->getCurrentUser();
$this->dispatchView(__FUNCTION__, $user);

}

public function testapi() {
inApp::$auth->checkAuth(FOG_ADMIN);
$this->dispatchView(_ FUNCTION_);

Iluserprofile

public function userprofile() {
$this->profileedit();

}

public function profileedit() {
inApp::$auth->checkAuth(CLOUD_CLIENT);
$user = jnApp::$auth->getCurrentUser();
SotjerCountriess = jnApp::$dao->fetchAllCountries();
$this->dispatchView(__FUNCTION__, $user, $otjerCountriess);
}

public function profilesupport() {
inApp::$auth->checkAuth(CLOUD_CLIENT);
Suser = jnApp::$auth->getCurrentUser();
Stickets = jnApp::$dao->fetchTicketsOfUser($user['user_id']);
$this->dispatchView(_ FUNCTION__, $user, $tickets);

public function tickets() {
inApp::$auth->checkAuth(CLOUD_ADMIN);
Suser = jnApp::$auth->getCurrentUser();
Stickets = jnApp::$dao->fetchUnresolvedAndMyTickets(Suser['user_id');
$this->dispatchView(_ FUNCTION__, $user, $tickets);
}

public function wallet() {
inApp::$auth->checkAuth(CLOUD_CLIENT);
Suser = jnApp::$auth->getCurrentUser();
$wallet = jnApp::$dao->fetchWalletByUserld(Suser['user_id');
if ($wallet == null) {
$resp = jnApp::$dao->createNewWalletForUser($user{'user_id");
$wallet = jnApp::$dao->fetchWalletByUserld($user['user_id']);;
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$this->dispatchView(__FUNCTION__, $user, $wallet);

====== File: controllers/home.php ======
<?php if('defined(INDEX'){exit;}

class home_Controller {
private function dispatchView($__FUNCTION__, ...$params) {
require_once (VIEW_PATH.$__FUNCTION__.".php");
$class =$__FUNCTION__."_view',
new $class($params);

}

public function home() {
inApp::redirect('login’);
}

public function login() {
if (jnApp::$auth->LoggedIn()) {
jnApp::redirect('admin’);
}

require_once (VIEW_PATH.__FUNCTION__.".php");
Sclass = __FUNCTION__."_view';
new $class();

}

public function logout() {
inApp::$auth->logout();
inApp::redirect();

}

public function register() {
if (inApp::$config['isBranch]) {
jnApp::redirect('login’);
exit;
}
SotjerCountriess = jnApp::$dao->fetchAllCountries();
$this->dispatchView(__FUNCTION__, $otjerCountriess);

I require_once (VIEW_PATH.__FUNCTION__.".php");
Il $class = __FUNCTION__." view';
1 new class();

====== File: controllers/ajax.php ======
<?php if('defined(INDEX'){exit;}

I
* This controller has no views
* can only be called by ajax
* Class ajax_Controller
*

class ajax_Controller {

private $response;

function __construct() {
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if (lempty($_SERVER[HTTP_X_REQUESTED_WITH') && strtolower($_SERVER['HTTP_X_REQUESTED_WITH) ==
"xmihttprequest') {
$this->response = array(
‘code’ => 1,
'msg' => "?ar??s??st??e ?7p??7? sf??ua"

}

else {

}

jnApp::redirect();
}

public function testapi() {
jnApp::$auth->checkAuth(FOG_ADMIN,SUPER_ADMIN);

Soper = jnApp::fetchParam(‘'oper', 'POST', null);
if ($oper == null) {
$this->response = array(
"code" => 1,
"msg" => "Sf??pa. no oper”

die(json_encode($this->response));
}
$value = jnApp::fetchParam('value', 'POST', null);
if ($value == null) {
$this->response = array(
"code" =>2,
"msg" =>"Sf??pa. no value"

die(json_encode($this->response));

}
$data = jnApp::fetchParam('data’, 'POST', null);
if ($data == null) {
$this->response = array(
"code" => 3,
"msg" => "Sf??pa. no data"

d'ie(jsonfencode($this->response));

}

$data = $_POST['data];

$data = json_decode($data, true);
$data = array_filter($data);

$res = invokeApi($oper, $data);
if ($res !=null) {
I$res = json_decode($res, true);
1 (isset($res['data’])) {
if (is_array($res['data)) {

$res = implode(",", $res['data’]);

}else {
$res = $res[msg];
}

¥l

$this->response = array(
"code" => 0,
"msg" => $res

}else {

$this->response = array(
"code" =>4,
"msg" =>"Sf??ua. 7? APl ?p?t??e ?a a?a?t?se? ta ded?u??a"

)

die(json_encode($this->response));
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public function login() {
$this->response = array(
"code" => 1,
"msg" => "Sf??pa st? ??a??u?st?."
);
$email = jnApp::fetchParam(‘email’);
$pass = jnApp::fetchParam('pass');
if (empty($email) || empty($pass)) {
$this->response = array(
"code" => 1,
"msg" =>"S?up???7?ste ta st??7e?a"

}
else {
$rrr = jnApp::$auth->login($email, $pass);
if ($rrr == 0) {
jnApp::$dao->updateLoginTime(jnApp::$auth->getCurrentUser()['user_id");
jnApp::$session->put('notify','?a??s???e? ' fixGreekEndings(jnApp::$auth-
>getCurrentUser()['user_firstname']) );

$this->response = array(
"code" => 0,
"msg" =>'?a??s???e? ' . jnApp::$auth->getCurrentUser()[user_firstname’] . "

}else {
$this->response = array(
"code" => $r,
"msg" =>"?p?t???a $?7des??"
)
}

die(json_encode($this->response));

}

public function register($form) {
$this->response = array(
"code" => 1,
"msg" => "7a??asp??a st???%e?a."

)

if (isset($form['user_country_iso_2')) && isset($form['countrySelect?)) {
$form['user_country_iso_2'] = $form['countrySelect];
$form = array_filter($form);
unset($form['countrySelect]);
}else {
$this->response = array(
"code" =>4,
"msg" =>"? 7??a e??7a? ?p??7e?t?7?"

d'ie(json7encode($this->response));

II'handle firstname
if (tisset($form['user_firstname)) {
$this->response = array(
"code" => 5,
"msg" =>"?? ???ua e??a? ?p??7e?t???"

die(json_encode($this->response));
if (mb_strlen($form['user_firstname']) < 3) {
$this->response = array(
"code" => 1,
"msg" =>"?? ???7ua p??pe? ?a €??a? p??? ap? 3 7a?a?t??7e?"

dyie(jsonfencode($this->response));

}
II'handle lastname
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if (lisset($form['user_lastname'))) {
$this->response = array(
"code" => 6,
"msg" =>"?? ?p?7et? e??a? 2p?77e24?7?"

d'ie(json7encode($this->response));

}

if (mb_strlen($form['user_lastname']) < 3) {
$this->response = array(
"code" => 1,
"msg" =>"?? ep??et? p??pe? 7a e??7a? p??? ap? 3 ?a?a?t??%e?"

die(json_encode($this->response));

}

if (tisset($form['user_email])) {
$this->response = array(
"code" => 1,
"msg" =>"?? e-mail €??a? 7p???e7t???"

die(json_encode($this->response));

}

if (tlisValidEmail($form['user_email)) {
$this->response = array(
"code" => 1,
"msg" =>"?? e-mail €??a? 72?7?"

die(json_encode($this->response));

}

if (inApp::$dao->fetchUserByEmail($form['user_email]) != null) {
$this->response = array(
"code" => 1,
"msg" =>"? ?7?77st?? pe a?t? t? email ?p??7e?"

d'ie(jsonfencode($this->response));

/I handle password
if (lisset($form['user_password)) {
$this->response = array(
"code" =>9,
"msg" =>"?? s7??7?uat??? €?7a? 7p??7e2t?2??"

ciie(json_encode($this->response));

}

if (mb_strlen($form['user_password?) < 4) {
$this->response = array(
"code" =>9,
"msg" =>"?? s7??7?uat??? p??pe? ?a e??a? p??? ap? 3 7a?a?t??e?"

die(json_encode($this->response));
}
II'handle password repeat
if (lisset($form['user_password_repeat’)) {
$this->response = array(
"code" => 10,
"msg" =>"??7pe? 7a epa???e?sete t? s?7?7uat???"
die(json_encode($this->response));

}
/I handle password check
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if (($form['user_password_repeat] != $form['user_password’] )) {
$this->response = array(
"code" => 11,

d'ie(json7encode($this->response));

}

Il handle address
if (lisset($form['user_address)) {
$this->response = array(
"code" =>7,
"msg" =>"? ?27e??27s? e?7?a? 7p??7e2?2?7"

);
die(json_encode($this->response));

}
I/ handle phone
if (tisset($form['user_phone')) {
$this->response = array(
"code" => 8,
"msg" =>"?? t222f22? €?7a? 7p??7?7e??7?"

);
die(json_encode($this->response));

}

/I handle phone
if (lis_numeric($form['user_phone’)) {
$this->response = array(
"code" => 8,
"msg" =>"?? t222f22? p??pe? ?a e??a? a???uA???"

dyie(jsonfencode($this->response));

}

Sform['user_device_uuid'] = "XXXX-XXXX-XXXX-XXXX-XXXX-XXXX-XXXX-X";
$form['user_extra]=";

S$form['user_role'] ='2';

$form['user_deleted] = '0";

$form['user_last_login] = '1000-01-01 00:00:00";

$form['user_logins] = '0;

$form['user_logins'] ='0';

$form['user_active’] ='1";

$form['user_password'] = jnApp::$db->passEncrypt($form['user_password]);

$res = jnApp::$dao->insertUser($form);
if ($res['code’] == true) {
jnApp::$session->put(‘notifysuccess', ?p?t?2?u??? ?2?af?);
$this->response = array(
"code" => 0,
"msg" =>"7pN??7?7u??? €2?7?af?"

)

}else {
$this->response = array(
"code" =>1,
"msg" => $res[msg]]
);
}

die(json_encode($this->response));

public function checkalive() {
if ( linApp::$session->isValid) {
$this->response = array(
"code" =>1,
"msg" => "dead."
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);
}else {
$this->response = array(
"code" => 0,
"msg" => "alive."

)

die(json_encode($this->response));

}

public function livesearch() {
$this->response = array(
"code" =>1,
"msg" =>"Sf??pa."

d’ie(json_encode($this->response));

}

private function displatchForm($form, ...$data) {
ob_start();
$_SESSION['data'] = $data;
require_once 'web/forms_html/".$form;
$_SESSION['data’] = null;
unset($_SESSION['data’);
$modal_content = ob_get_contents();
ob_end_clean();
$this->response = array(

code" =>0,

msg" =>"OK.",

‘data’ => $modal_content

d’ie(jsonfencode($this->response));

}

public function forms() {
Soper = jnApp::fetchParam(‘oper', 'POST', null);
if ($oper == null) {
$this->response = array(
"code" => 1,
"msg" => "Sf??ua. no oper"

die(json_encode($this->response));
}
$value = jnApp::fetchParam('value', 'POST', null);
if ($value == null) {
$this->response = array(
"code" =>1,
"msg" => "Sf??pa. no value"

d'ie(json7encode($this->response));

$formHTML ="
$value = jnApp::fetchParam('value', 'POST', null);
if ($value == null) {
$this->response = array(
"code" => 2,
"msg" => "Sf??ua. no value"

die(json_encode($this->response));

}
switch ($oper) {
case 'editcategoryform":
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$formHTML = "editCats.php";
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$categ = jnApp::$dao->fetchCategory($value);
if ($categ == null) {
$this->response = array(
"code" => 3,
"msg" =>"Sf??pa. categ $value not found"

d’ie(jsonfencode($this->response));

1
$this->displatchForm($formHTML, $categ);
break;
case 'editproductform':
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);

$formHTML = "editProds.php";

$prod = jnApp::$dao->fetchProduct($value);
if ($prod == null) {
$this->response = array(
"code" => 3,
"msg" =>"Sf??pa. prod $value not found"

d’ie(json_encode($this->response));
}
$this->displatchForm($formHTML, $prod);

break;
case 'editclientform':
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);

$formHTML = "editClients.php";

$user = jnApp::$dao->fetchUser($value);
if ($user == null) {
$this->response = array(
"code" => 3,
"msg" =>"Sf??pa. user $value not found"

Jie(jsonfencode($this->response));
}
$this->displatchForm($formHTML, $user);
break;

case 'insertcategoryform":
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$formHTML = "addCats.php";
$this->displatchForm($formHTML, null);
break;

case 'insertproductform':
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$formHTML = "addProds.php";
$this->displatchForm($formHTML, null);

break;
}
}
public function doupdates()
{

$this->response = array(
"code" => 1,
"msg" => "General doupdate error"
);
Soper = jnApp::fetchParam(‘'oper', 'POST', null);
if ($oper == null) {
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$this->response = array(
"code" => 1,
"msg" => "Sf??pa. no oper"

die(json_encode($this->response));

}
$value = jnApp::fetchParam('value', 'POST', null);
if ($value == null) {
$this->response = array(
"code" => 2,
"msg" => "Sf??pa. no value"

die(json_encode($this->response));
}
$data = jnApp::fetchParam('data’, 'POST', null);
if ($data == null) {
$this->response = array(
"code" => 3,
"msg" => "Sf??ua. no data"

dyie(jsonfencode($this->response));

}
$data = $_POST['data;
$data = json_decode($data, true);
switch ($oper) {
case 'doupdatecategory":
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$data['category_parent] = $data['parentSelect];

$data = array_filter($data);

unset($data[‘parentSelect]);
$res = jnApp::$dao->updateCategory($value, $data);
if ($res) {
inApp::$dao->addNotification(NOTIF_CATEG_EDIT,"User:" jnApp::$auth-
>getCurrentUser()['user_email);

$this->response = array(
"code" => 0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"? 7at?????a d?? e??pe????7%"
);
}
break;

case 'doupdateclient”:
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN, CLOUD_CLIENT);
$forclient = false;
if (isset($data['activeSelect])) {
$data['user_active'] = $data['activeSelect];
}else {
$data['user_active'] = 1;

}

$data = array_filter($data);

unset($data['activeSelect]);

if (lisset($data['user_active']) || $data['user_active'] == 0) {
$data['user_active'] = 2;

}

if (isset($data['deletedSelect])) {

$data['user_deleted'] = $data['deletedSelect];
}else {

$data['user_deleted] = 2;
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777%e? e7?7u??7s?"

1

$data = array_filter($data);

unset($data['deletedSelect]);

if (lisset($data['user_deleted']) || $data['user_deleted] == 0) {
$data['user_deleted’] = 2;

}

if (isset($data['user_password]) ) {
$data['user_password'] = jnApp::$db->passEncrypt($data['user_password']);
}

if (isset($data['user_password_repeat]) ) {
$data['user_password_repeat] = jnApp::$db->passEncrypt($data['user_password_repeat]);
}

/I only admins can access other users or we are fi#HHd
if ( (jinApp::$auth->isAdmin()) && ($value != jnApp::$auth->getCurrentUser()['user_id") ) {
$this->response = array(
"code" => 999,

)
die(json_encode($this->response));

Il client specific form fields
if (inApp::$auth->isAdmin()) {
$forclient = true;
II'handle auth exists
if (lisset($data'user_password_old)) {
$this->response = array(
"code" =>2,
"msg" =>"?77pe? 7a p???t??7?7?7sete t? 75?7?77 $?77?uat??? sa? ??a ?%a

die(json_enoode(&ithis—>response));

}
if (inApp::$db->passEncrypt($data['user_password_old') != jnApp::$auth-

>getCurrentUser()['user_password]) {

$this->response = array(
"code" => 3,
"msg" =>"?? 2?2277 $?227uat??? e??7a? 27277"

dyie(jsonfencode($this—>response));

II'handle country
if (isset($data['user_country_iso_21) && isset($data['countrySelect]))
$data['user_country_iso_2'] = $data['countrySelect];
$data = array _filter($data);
unset($data['countrySelect’);
}else {
$this->response = array(
"code" =>4,
"msg" =>"? 77?2 e??a? 7p??7e2???"

die(json_encode(&ithis->response));

II'handle firstname
if (lisset($data['user_firstname')) {
$this->response = array(
"code" => 5,

d’ie(jsonfencode($this->response));

}
II'handle lastname
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if (lisset($data['user_lastname")) {
$this->response = array(
"code" => 6,
"msg" =>"?? 7p??et? e?7a? p??7e????"

dyie(jsonfencode($this->response));

Il handle address
if (lisset($data['user_address')) {
$this->response = array(
"code" =>7,
"msg" =>"? 27e??77s? e??a? 7p??2e2t???"

ciie(json_encode(ﬂ%this—>response));

}
/I handle phone
if (lisset($data['user_phone')) {
$this->response = array(
"code" =>8,
"msg" =>"?? 1?2?1727 e?7a? 7p??7e2?77"

ciie(json_encode(ﬂ%this—>response));

/I handle password
if (lisset($data'user_password?)) {
$this->response = array(
"code" =>9,
"msg" =>"?? s7?7?uat??? ??a? 7p?7?2e7?7?"

die(json_encode(&ithis->response));

Il handle password repeat
if (lisset($data['user_password_repeat)) {
$this->response = array(
"code" => 10,
"msg" =>"??7?pe? 7a epa???e?sete t? s7??7?pat???"

dyie(jsonfencode($this->response));
/I handle password check
if ($data['user_password_repeat] != $data['user_password’] )) {
$this->response = array(
"code" => 11,

d’ie(jsonfencode(ﬂithis—>response));

}

$res = jnApp::$dao->updateUserFromForm($value, $data, false, $forclient);
if ($res['code’] == true) {
inApp::$dao->addNotification(NOTIF_USER_ACTIVATED,"User:" jnApp::$auth-
>getCurrentUser()['user_email);
if ($value == jnApp::$auth->getCurrentUser()['user_id') {

if (inApp::$auth->getCurrentUser() != null && lempty(jnApp::$auth->getCurrentUser())) {
inApp::$auth->getCurrentUser()['user_password'] = $data['user_password];

jnApp::$session->put(‘user.pass', $data['user_password']);
}
if (inApp::$auth->isAdmin()) {

}else {
jnApp::$session->put(‘notify', '?p?t??22? €??u??2s? st??72e??7');
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$this->response = array(
"code" => 0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"? 2?7st?? d?? ?2?7ue?????e {$res['msg']}"
);
}
break;

case 'doupdateproduct’:
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$data['product_categ_id] = $data['parentSelect];
$data = array_filter($data);
unset($data[‘parentSelect]);

$data['product_country_iso_2'] = $data['countrySelect’];
$data = array_filter($datay);
unset($data['countrySelect’);

$data['product_vat_categ'] = $data['vatSelect;
$data = array_filter($data);
unset($data[ vatSelect]);

$data['product_status'] = $data['statSelect];
$data = array_filter($data);
unset($data['statSelect);

if (lisset($data['product_status']) || $data['product_status'] == 0 || $data['product_status'] == ") {

$data['product_status'] = 2;
1

$res = jnApp::$dao->updateProductFromForm($value, $data);
if ($res['code’] == true) {
inApp::$dao->addNotification(NOTIF_PRODUCT _EDIT,"User:".jnApp::$auth-
>getCurrentUser()['user_email);

$this->response = array(
"code" => 0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"?? 222222 d?? ?2272e????2?% {$res['msg]}"
)
1
break;

case 'domarkticketasresolved":
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN,CLOUD_CLIENT);
$value = jnApp::fetchParam('value', 'POST', null);
if ($value == null) {
$this->response = array(
"code" =>2,
"msg" => "Sf??ua. no value"

d’ie(json_encode($this->response));
}
$res = jnApp::$dao->setTicketResolved($value);
if ($res['code’] == true) {

$this->response = array(
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"code" =>0,
"msg" => $res[msg’]

)

}else {
$this->response = array(
"code" => 1,
"msg" => $res['msg’]
)
}
break;

I all here is dummy.
I1'will not implement payments
Il payments work outside the sites and on the bank's site anyway
Il only payment response would be got here
case 'doupdateclientwallet':
jnApp::$auth->checkAuth(CLOUD_CLIENT);
$value = jnApp::fetchParam('value', 'POST', null);
/Il CHECKS HERE
if ($value == null) {
$this->response = array(
"code" =>1,
"msg" => "Sf??pa. no value"

&ie(jsonfencode($this->response));

}

if (lisset($data['paymentSelect])) {
$this->response = array(
"code" => 1,
P

die(json_encode($this->response));

}
if ($data['paymentSelect] != 1) {
$this->response = array(
"code" => 1,
"msg" =>"? 12?p?? p??7?u?? p?? ep????ate de? ?p?st????%ete ap? t? s7st?pa a??pa.”

d’ie(jsonfencode($this->response));

}

if (lisset($data['payment_ammount)) {
$this->response = array(
"code" => 2,
"msg" =>"?? p?s? e?7?a? Mp??7e2???"

d’ie(json_encode($this->response));
$ammount = $data['payment_ammount’];

if (tis_numeric($ammount)) {
$this->response = array(
"code" => 3,
"msg" =>"?? p?s? p??pe? ?a e??a? a???uN???"

die(json_encode($this->response));

}
I CREDIT CARD CODE ONLY M
if (lisset($data['cardSelect?)) {
$this->response = array(
"code" => 1,

d’ie(jsonfencode($this->response));
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if (lisset($data['card_owner?)) {
$this->response = array(
"code" => 1,
"msg" =>"? 2d??7t??? ?2?ta? e?7a? 7p???e?t??? ped??"

&ie(jsonfencode($this->response));

if (lisset($data['card_expiration'])) {
$this->response = array(
"code" => 1,

)
die(json_encode($this->response));

}

if (tisset($data['card_numberT)) {
$this->response = array(
"code" => 1,
"msg" =>"? a???u?? 77?ta? e??a? 2p??7?e2??? ped??"

)
die(json_encode($this->response));

if (lisset($data['card_ccv])) {
$this->response = array(
"code" => 1,
"msg" =>"? ccv €?7a? 7p??7?e?t??7? ped??"

d’ie(jsonfencode($this->response));

if (mb_strlen($data['card_numberT]) != 16) {
$this->response = array(
"code" => 1,
"msg" =>"? a???u?? 77%ta? e??a? ?2777"
);

die(json_encode($this->response));

if (mb_strlen($data['card_ccv) != 3) {
$this->response = array(
"code" =>1,
"msg" =>"? ccv e?7a? 22227"

&ie(jsonfencode($this->response));

/I simulate response time
sleep(1);

/Il CHECKS DONE
$res = jnApp::$dao->addFundsToWallet(inApp::$auth->getCurrentUser()['user_id'], $ammount) ;
if ($res['code’] == true) {
inApp::$session->put(‘notify', '7a ???pata p??st????a?’);
$this->response = array(
"code" => 0,
"msg" =>"?a ???uata p??st????a?"

)

$this->response = array(
"code" => 500,

}else {
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"msg" =>"?a ???pata d?? p??st????a?"

)

die(json_encode($this->response));
break;

die(json_encode($this->response));

}

public function dodeletes() {
$this->response = array(
"code" =>1,
"msg" => "General dodeletes error"
);
Soper = jnApp::fetchParam(‘'oper', 'POST', null);
if ($oper == null) {
$this->response = array(
"code" => 1,
"msg" => "Sf??ua. no oper"

die(json_encode($this->response));
}
$value = jnApp::fetchParam('value', 'POST', null);
if ($value == null) {
$this->response = array(
"code" =>2,
"msg" => "Sf??pa. no value"

d‘ie(json_encode($this->response));

}

switch ($oper) {
case 'dodeletecategory:
jnApp::$auth->checkAuth(FOG_ADMIN, CLOUD_ADMIN, SUPER_ADMIN);
$res = jnApp::$dao->deleteCategory($value);
if ($res) {

$this->response = array(
"code" => 0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"? 7at?????a 7?? d?a???ft??e"
);
}
break;

case 'dodeleteclient’:
jnApp::$auth->checkAuth(FOG_ADMIN, CLOUD_ADMIN, SUPER_ADMIN);
if (inApp::$dao->deleteUser($value) ) {
inApp::$dao->addNotification(NOTIF_USER_DIED,"User:" jnApp::$auth-
>getCurrentUser()['user_email);

inApp::$session->put(‘notify','? ???st?? d?a???ft??€’);
$this->response = array(

"code" => 0,

"msg" =>"? 72?st?? d?a???ft?7%e"

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"? 222st?? d?? d?a???ft??e"
);
}
break;

case 'dodeletproduct':
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jnApp::$auth->checkAuth(FOG_ADMIN, CLOUD_ADMIN, SUPER_ADMIN);

if (inApp::$dao->deleteProduct($value)) {

jnApp::$dao->addNotification(NOTIF_PRODUCT_EDIT,"User:".jnApp::$auth-

>getCurrentUser()['user_email);

$this->response = array(
"code" =>0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"?? 272?77 de d?a???ft??e"
);
}
break;

case 'dodisposeproduct':
if (inApp::$dao->disposeProduct($value)) {

$this->response = array(
"code" => 0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"?? 222?77 de d?a???ft??e"
);
}
break;
default:
$this->response = array(
"code" => 1,
"msg" =>"?77?? 22t7?7"
)
break;

die(json_encode($this->response));

public function douinserts()

$this->response = array(
"code" => 1,
"msg" => "General douinserts error"

)
Soper = jnApp::fetchParam(‘oper', 'POST', null);
if ($oper == null) {
$this->response = array(
"code" =>1,
"msg" => "Sf??pa. no oper"

die(json_encode($this->response));

}

$data = jnApp::fetchParam('data’, 'POST', null);
if ($data == null) {
$this->response = array(
"code" => 3,
"msg" =>"Sf??pa. no data"

die(json_encode($this->response));
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$data = $_POST['data’];

$data = json_decode($data, true);

switch ($oper) {

case 'doinsertcategory":

jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$data['category_parent] = $data[ parentSelect];
$data = array_filter($data);
unset($data[‘parentSelect]);

$res = jnApp::$dao->insertCategory($datay);
if ($res) {
inApp::$dao->addNotification(NOTIF_CATEG_ADD,"User:".jnApp::$auth-
>getCurrentUser()['user_email);

$this->response = array(
"code" => 0,

)

}else {
$this->response = array(
"code" =>1,
"msg" =>"? ?at??7?7a d?? 77?st?727%"
);
}
break;

case 'doinsertproduct’:
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);

$data['product_categ_id'] = $data['parentSelect];
$data = array_filter($data);
unset($data[ parentSelect]);

$data['product_country_iso_2'] = $data['countrySelect];
$data = array_filter($data);
unset($data['countrySelect]);

$data['product_vat_categ'] = $data['vatSelect];
$data = array_filter($data);
unset($data['vatSelect]);

$res = jnApp::$dao->insertProductFromForm($data);
if ($res['code’] == true) {
inApp::$dao->addNotification(NOTIF_PRODUCT_ADD,"User:" jnApp::$auth-
>getCurrentUser()['user_email);

$this->response = array(
"code" =>0,

)

}else {
$this->response = array(
"code" => 1,
"msg" =>"?? 222222 d?? ?22st?22%. {$res[msg}"
);
}
break;

case 'dosendticketresponse”:
jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN,CLOUD_CLIENT);
$value = jnApp::fetchParam('value', "REQUEST", null);
if ($value == null) {
$this->response = array(
"code" => 1,
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"msg" =>"?e?pe? pa??pet???"
die(json_encode($this->response));

}
$res = jnApp::$dao->addTicketResponse($value, $data);
if ($res['code’] == true) {
inApp::$session->put(notify', $res['msg']);
$this->response = array(
"code" => 0,
"msg" => $res[msg’]

)

}else {
$this->response = array(
"code" => 1,
"msg" => $res['msg’]
)
}
break;

case 'dosendticket":

jnApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN,CLOUD_CLIENT);

$res = jnApp::$dao->createNewSupportTicket($data);

if ($res['code’] == true) {
inApp::$session->put(‘notify', $res['msg’]);
$this->response = array(

"msg" => $res['msg]]
)
}else {
$this->response = array(
"code" => 1,
"msg" => $res['msg’]

}
break;
case 'doregisteruser":
IIno auth
$this->register($datay);

die(json_encode($this->response));

}

function getstatslog() {
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN);
$data = getStatsLog();
$response['code] = 0;
$response['content] = $data;
$this->response = array(
"code" => 0,
"content" => $data

d’ie(jsonfencode($this->response));

}

function getreceiptdata() {
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN,CLOUD_CLIENT);
Suser_id = jnApp::$auth->getCurrentUser()['user_id";

$key = jnApp::fetchParam('key', 'POST', null);
if ($key == null || lis_numeric($key) || Skey < 1) {
$this->response = array(
"code" => 1,
"content" => null

dyie(jsonfencode($this->response));

}

$data = jnApp::$dao->fetchReceipt(Skey);
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if ($data 1= nul) {

if ({jinApp::$auth->isAdmin()) {
if (inApp::$dao->receiptBelongsToUser($key, Suser_id) ) {
$this->response = array(
"code" => 3,
"content" => null

d’ie(json_encode($this->response));

}

$this->response = array(
"code" => 0,
"content" => $data['receipt_details'],
"pricenovat" => ((string)floatval($data'receipt_total_no_vatT)),
"pricevat" => ((string)floatval($data[receipt_total_vat1))

);

}else {

$this->response = array(
"code" =>2,
"content" => null

)

die(json_encode($this->response));

}

function getticketdata() {
inApp::$auth->checkAuth(FOG_ADMIN,CLOUD_ADMIN,SUPER_ADMIN,CLOUD_CLIENT);

$this->response = array(
"code" => 1,
"content" => "Sf??pa"

)

Skey = jnApp::fetchParam('key', 'POST', null);
if ($key == null || lis_numeric($key) || $key < 1) {
$this->response = array(
"code" =>2,

die(json_encode($this->response));

}

if (linApp::$auth->isAdmin()) {
$authed = jnApp::$dao->ticketBelongsToUser($key, jnApp::$auth->getCurrentUser()['user_id]);
if ($authed) {
$this->response = array(
"code” =>3,

d ie(json_encode($this->response));

}

$authed = jnApp::$dao->isTheTicketResolver($key, jnApp::$auth->getCurrentUser()['user_id']);
if ($authed) {
$this->response = array(
"code" =>3,

}else {

d ie(json_encode($this->response));

}

}

$ticket = jnApp::$dao->fetchTicket($key);

Sticket_details = jnApp::$dao->fetchTicketsDetails($key);
if (tjnApp::$auth->isAdmin()) {
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if ($ticket_details == null) {
$this->response = array(
"code" =>4,
"content" => "??? ?2p??7?7?? apa?t?se??"

d ie(json_encode($this->response));

}

$_SESSION[ticket'] = $ticket;
$_SESSION[ticket_timeline'] = ($ticket_details);
ob_start();
require_once ‘web/forms_html/ticketTimeline.php';
$_SESSION([ticket] = null;
§_SESSION([icket_timeline'] = null;
unset($_SESSION['data’]);
$modal_content = ob_get_contents();
ob_end_clean();
$this->response = array(

"code" => 0,

"content" => $modal_content

)
die(json_encode($this->response));

}

function doclaimticket() {
inApp::$auth->checkAuth(CLOUD_ADMIN,SUPER_ADMIN);
$key = jnApp::fetchParam('key', 'POST', null);
if ($key == null || lis_numeric($key) || Skey < 1) {
$this->response = array(
"code" => 2,

die(json_encode($this->response));

}

$res = jnApp::$dao->assignResolverToTicket($key,jnApp::$auth->getCurrentUser()['user_id');
if ($res['code’] == true) {
jnApp::$session->put('notify', $res['msg’]);
$this->response = array(
"code" => 0,
"msg" => $res['msg]

)

$this->response = array(
"code" =>1,
"'msg" => $res['msg]]

}else {

)

die(json_encode($this->response));

====== File: tmpl/admin_template.php ======
<?php if('defined(INDEX')){exit;} 7>
<IDOCTYPE html>
<html lang="el">
<head>
<base href="<?=jnApp::$APPROOT?>" />
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta hame="description" content="">
<meta name="description" content="<?=jnApp::$view->SITE_TITLE.' - 'jnApp::$view->PAGE_DESCR?>">
<meta name="author" content="<?=jnApp::$view->SITE_AUTHOR?>">

<link rel="shortcut icon" href="<?=jnApp::$APPROOT?>assets/img/favicon/favicon.ico" type="image/x-icon">
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<link rel="icon" href="<?=jnApp::$APPROOT?>assets/img/favicon/favicon.ico" type="image/x-icon">

<link rel="apple-touch-icon" sizes="57x57" href="<?=jnApp::$APPROOT?>assets/img/favicon/apple-icon-57x57.png">

<link rel="apple-touch-icon" sizes="60x60" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-60x60.png">
<link rel="apple-touch-icon" sizes="72x72" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-72x72.png">
<link rel="apple-touch-icon" sizes="76x76" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-76x76.png">
<link rel="apple-touch-icon" sizes="114x114" href="<?=jnApp::SAPPROOT?>assets/img/favicon/apple-icon-114x114.png">
<link rel="apple-touch-icon" sizes="120x120" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-120x120.png">
<link rel="apple-touch-icon" sizes="144x144" href="<?=jnApp::$APPROOT ?>assets/img/favicon/apple-icon-144x144.png">
<link rel="apple-touch-icon" sizes="152x152" href="<?=jnApp:: $APPROOT ?>assets/img/favicon//apple-icon-152x152.png">
<link rel="apple-touch-icon" sizes="180x180" href="<?=jnApp::SAPPROOT ?>assets/img/favicon//apple-icon-180x180.png">
<link rel="icon" type="image/png" sizes="192x192" href="<?=jnApp::3APPROOT?>assets/img/favicon//android-icon-

192x192.png">
<link rel="icon" type="image/png" sizes="32x32" href="<?=jnApp::3APPROOT?>assets/img/favicon//favicon-32x32.png">
<link rel="icon" type="image/png" sizes="96x96" href="<?=jnApp::3APPROOT?>assets/img/favicon//favicon-96x96.png">
<link rel="icon" type="image/png" sizes="16x16" href="<?=jnApp::3APPROOT?>assets/img/favicon//favicon-16x16.png">
<meta name="msapplication-TileColor" content="#ffffff">
<meta name="msapplication-Tilelmage" content="/ms-icon-144x144.png">
<meta name="theme-color" content="#ffffff">

<title><?=jnApp::$view->SITE_TITLE." - ' jnApp::$view->PAGE_TITLE?></title>
<link href="<?=jnApp::3APPROOT?>/web/vendor/bootstrap/css/bootstrap.min.css" rel="stylesheet">
<I-- MetisMenu CSS >

<link href="<?=jnApp::$APPROOT?>/web/vendor/metisMenu/metisMenu.min.css" rel="stylesheet">

<l-- Custom CSS -->
<link href="<?=jnApp::3APPROOT?>/web/css/sb-admin-2.css" rel="stylesheet">

<l-- Morris Charts CSS -->
<link href="<?=jnApp::$APPROOT?>/web/vendor/morrisjs/morris.css" rel="stylesheet">

<!I-- Custom Fonts -->
<link href="<?=jnApp::$APPROOT?>/web/vendor/font-awesome/css/font-awesome.min.css" rel="stylesheet" type="text/css">

<link href="<?=jnApp::$APPROOT?>web/vendor/datatables/css/dataTables.bootstrap.min.css" rel="stylesheet"
type="text/css">

<link href="<?=jnApp::$APPROOT?>web/vendor/datatables-plugins/dataTables.bootstrap.css" rel="stylesheet">

<I-- DataTables Responsive CSS -->
<link href="<?=jnApp::$APPROOT?>web/vendor/datatables-responsive/dataTables.responsive.css" rel="stylesheet">

<link href="<?=jnApp::$APPROOT?>assets/pnotify/pnotify.custom.min.css" rel="stylesheet">
<link href="<?=jnApp::$APPROOT?>assets/css/bootstrap-select.min.css" rel="stylesheet">
<link href="<?=jnApp::$APPROOT?>/assets/css/custom.css" rel="stylesheet">
<?php
foreach (jnApp::$view->PAGE_JS_TOP as $;s) {

echo "<script src=\"".$js."\"></script>\n";
}

>
</head>

<body>
<div id="wrapper">
<I-- Navigation —->
<nav class="navbar navbar-default navbar-static-top" role="navigation" style="margin-bottom: 0">
<l-- /.navbar-header -->

<?php include ("web/shared/topnav.php")?>

<?php include ("web/shared/sidebar.php")?>
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<I-- /.navbar-static-side -->
</nav>
<div id="page-wrapper">
<div class="row">
<div class="col-Ig-12">
<h1 class="page-header"><?=jnApp::$view->PAGE_TITLE?></h1>
<[div>
<l--/.col-lg-12 -->
</div>
<?php
foreach (jnApp::$view->PAGE_CONTENT as $contentPage)
require_once(HTML_PATH.$contentPage.".php");

1
>
</div>
<I-- [#page-wrapper -->
</div>

<footer class="footer">
<div class="col-lg-12 text-center">
<p>Copyright &copy; <?=jnApp::$view->SITE_COPYRIGHT?></p>
</div>
<[footer>

<!-- Form Modal -->
<div id="formModal" class="modal fade" role="dialog" tabindex="-1">
<div class="modal-dialog">
<I-- Modal content-->
<div class="modal-content">
<div class="modal-header">
<button type="button" class="close" data-dismiss="modal">&times;</button>
<h4 id="formModalHead" class="modal-title">formModalhead</h4>
</div>
<div id="formModalBody" class="modal-body">
formModalbody
<[div>
<div class="modal-footer">

</div>
</div>
</div>
</div>

<I-- jQuery -->
<script src="<?=jnApp::$APPROOT?>/web/vendor/jquery/jquery.min.js"></script>

<l-- Bootstrap Core JavaScript -->
<script src="<?=jnApp::$APPROOT?>/web/vendor/bootstrapl/js/bootstrap.min.js"></script>

<I-- Metis Menu Plugin JavaScript -->
<script src="<?=jnApp::$APPROOT?>/web/vendor/metisMenu/metisMenu.min.js"></script>

<l-- Morris Charts JavaScript -->
<script src="<?=jnApp::$APPROOT?>/web/vendor/raphael/raphael.min.js"></script>
<script src="<?=jnApp::$APPROOT?>/web/vendor/morrisjs/morris.min.js"></script>

<script src="<?=jnApp::3APPROOT?>web/vendor/datatables/js/jquery.dataTables.min.js"></script>
<script src="<?=jnApp:: $APPROOT?>web/vendor/datatables-plugins/dataTables.bootstrap.min.js"></script>
<script src="<?=jnApp::$APPROOT?>web/vendor/datatables-responsive/dataTables.responsive.js"></script>

<I-- Custom Theme JavaScript -->
<script src="<?=jnApp::SAPPROOT?>/webljs/sb-admin-2.js"></script>
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<script src="<?=jnApp::$APPROOT?>/assets/js/bootbox.min.js"></script>

<script

<script
<script

<script
<script

<?php

src="<?=jnApp::$APPROOT?>/assets/pnotify/pnotify.custom.min.js"></script>

src="<?=jnApp::3APPROOT?>/assets/loadingoverlay/loadingoverlay.min.js"></script>
sre="<?=jnApp::$APPROOT?>/assets/loadingoverlay/loadingoverlay_progress.min.js"></script>

src="<?=jnApp::$APPROOT?>/assets/js/bootstrap-select. min.js"></script>

src="<?=jnApp::3APPROOT?>/webljs/jnapp.js"></script>

foreach (jnApp::$view->PAGE_PLUGINS as $plg) {
echo "<script src=\"".$plg."\"></script>\n";

}

”>

<?php

foreach (jnApp::$view->PAGE_SCRIPT_BOTTOM as $src) {
echo "<script src=\"".JS_PATH.$src." js\"></script>\n";

}
o
<?php if (jnApp::$view->NOTIFY != null): 2>
<script>
$( document ).ready(function() {
<?php
echo "donotify(".jnApp::$view->NOTIFY.",0)";
>
M
</script>
<?php endif; ?>
</body>
</html>

====== File: tmpl/login_template.php ======
<?php if('defined(INDEX')){exit;} 7>
<IDOCTYPE html>

<html lang="el">

<head>

192x192.png">

<base href="<?=jnApp::$APPROOT?>" />

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="description" content="<?=jnApp::$view->SITE_TITLE.' - ' jnApp::$view->PAGE_DESCR?>">
<meta name="author" content="<?=jnApp::$view->SITE_AUTHOR?>">

<link rel="shortcut icon" href="<?=jnApp::$APPROOT?>assets/img/favicon/favicon.ico" type="image/x-icon">
<link rel="icon" href="<?=jnApp::$APPROOT?>assets/img/favicon/favicon.ico" type="image/x-icon">

<link rel="apple-touch-icon" sizes="57x57" href="<?=jnApp::$APPROOT?>assets/img/favicon/apple-icon-57x57.png">

<link rel="apple-touch-icon" sizes="60x60" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-60x60.png">
<link rel="apple-touch-icon" sizes="72x72" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-72x72.png">
<link rel="apple-touch-icon" sizes="76x76" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-76x76.png">
<link rel="apple-touch-icon" sizes="114x114" href="<?=jnApp::$APPROOT ?>assets/img/favicon/apple-icon-114x114.png">
<link rel="apple-touch-icon" sizes="120x120" href="<?=jnApp:: $APPROOT ?>assets/img/favicon//apple-icon-120x120.png">
<link rel="apple-touch-icon" sizes="144x144" href="<?=jnApp::$APPROOT ?>assets/img/favicon//apple-icon-144x144.png">
<link rel="apple-touch-icon" sizes="152x152" href="<?=jnApp::$APPROOT?>assets/img/favicon//apple-icon-152x152.png">
<link rel="apple-touch-icon" sizes="180x180" href="<?=jnApp::$APPROOT?>assets/img/favicon/apple-icon-180x180.png">
<link rel="icon" type="image/png" sizes="192x192" href="<?=jnApp::$APPROOT?>assets/img/favicon//android-icon-

<link rel="icon" type="image/png" sizes="32x32" href="<?=jnApp::3APPROOT?>assets/img/favicon//favicon-32x32.png">
<link rel="icon" type="image/png" sizes="96x96" href="<?=jnApp::3APPROOT?>assets/img/favicon//favicon-96x96.png">
<link rel="icon" type="image/png" sizes="16x16" href="<?=jnApp::3APPROOT?>assets/img/favicon//favicon-16x16.png">
<meta name="msapplication-TileColor" content="#ffffff">

<meta name="msapplication-Tilelmage" content="/ms-icon-144x144.png">

<meta name="theme-color" content="#ffffff">
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<title><?=jnApp::$view->SITE_TITLE.' - "jnApp::$view->PAGE_TITLE?></title>
<link href="assets/css/bootstrap.min.css" rel="stylesheet">
<link href="<?=jnApp::3APPROOT?>assets/pnotify/pnotify.custom.min.css" rel="stylesheet">

<link rel="stylesheet" href="assets/css/login.css">

<l CORE JS ->

<script src="assets/js/jquery.js"></script>

<script src="assets/js/bootstrap.min.js"></script>

<script src="assets/js/bootbox.min.js"></script>

<script src="assets/js/jquery-loading-overlay-1.4.1/src/loadingoverlay.min.js"></script>
<script src="<?=jnApp::$APPROOT?>/assets/pnotify/pnotify.custom.min.js"></script>
<link href="<?=jnApp::$APPROOT?>assets/css/bootstrap-select.min.css" rel="stylesheet">

<?php

foreach (jnApp::$view->PAGE_JS_TOP as $;s) {
echo "<script src=\"".$js."\"></script>\n";

}

>
</head>

<body>

<hgroup>
<img src="<?=jnApp::$view->SITE_LOGO?>"/>
<br /><small><?=jnApp::$view->SITE_TITLE?></small>
<h1><?=jnApp::$view->PAGE_TITLE?></h1>
</hgroup>

<?php

foreach (jnApp::$view->PAGE_CONTENT as $contentPage) {
require_once(HTML_PATH.$contentPage.".php");

}

>

<footer class="footer">
<div class="col-lg-12 text-center">
<p>Copyright &copy; <?=jnApp::$view->SITE_COPYRIGHT?></p>
</div>
<[footer>

<script src="webl/js/jnapp.js"></script>
<script src="<?=jnApp::$APPROOT?>/assets/js/bootstrap-select.min.js"></script>

<?php

foreach (jnApp::$view->PAGE_PLUGINS as $plg) {
echo "<script src=\"".$plg."\"></script>\n";

}

»

<?php

foreach (jnApp::$view->PAGE_SCRIPT_BOTTOM as $src) {
echo "<script src=\"".JS_PATH.$src." js\"></script>\n";

}

>

<?php if (jnApp::$view->NOTIFY != null): ?>
<script>
$( document ).ready(function() {
<?php
echo "donotify(".jnApp::$view->NOTIFY.",1)";
2>
M
</script>
<?php endif; ?>
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<?php if (nApp::$view->NOTISUCCESS != null): ?>
<script>
$( document ).ready(function() {
<?php
echo "donotify(".jnApp::$view->NOTISUCCESS.",0)";
2
b
</script>
<?php endif; ?>

</body>
</html>

====== File: views/abstract_view.php ======
<?php if(!defined(INDEX")){exit;}

class abstract_view {
private $template;
protected $PAGE_TITLE;
protected $PAGE_DESCR,;
protected $PAGE_CSS;
protected $PAGE_JS_TOP;
protected $PAGE_CONTENT;
protected $PAGE_PLUGINS;
protected $PAGE_SCRIPT_BOTTOM;
protected $SITE_TITLE;
protected $SITE_LOGO;
protected $SITE_MOTO;
protected $SITE_COPYRIGHT;
protected $SITE_AUTHOR,;
public SNOTIFY;
public SNOTISUCCESS;

function __construct($className, $template = "login_template") {
$className = substr($className,0,strpos($className,"_"));
$this->template = $template;
if (inApp::$config['isBranch]) {
$this->SITE_TITLE = "ESM FOG SERVER " . jnApp::$config['branch_num];
}else {

}

$this->SITE_LOGO = "assets/img/easysuper.png";
$this->SITE_FAVICON = "assets/img/favicon/favicon-32x32.png";
$this->SITE_MOTO = "Make Shopping Easier";
$this->SITE_COPYRIGHT = "esm.com ".date("Y");
$this->SITE_AUTHOR = "John Nikellis";

$this->PAGE_TITLE =",

$this->PAGE_CSS = array();

$this->SITE_TITLE = "ESM CLOUD SERVER";

$this->NOTIFY = null;

$this->NOTIFY = jnApp::$session->get('notify');
inApp::$session->put(‘notify', null);
$this->NOTISUCCESS = null;

$this->NOTISUCCESS = jnApp::$session->get(notifysuccess');
inApp::$session->put(‘notifysuccess', null);

if (file_exists(CSS_PATH.$className.'.css')) {
array_push($this->PAGE_CSS, $className);

}
$this->PAGE_JS_TOP = array();

$this->PAGE_CONTENT = array();
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}

}

if (file_exists(HTML_PATH.$className.".php")) {
array_push($this->PAGE_CONTENT, $className);
}

$this->PAGE_PLUGINS = array();

$this->PAGE_SCRIPT_BOTTOM = array();

if (file_exists(JS_PATH.$className."js")) {
array_push($this->PAGE_SCRIPT_BOTTOM, $className);

}

$this->PAGE_DESCR =";

function render(X

inApp::$view=S$this;
require_once(TEMPLATE_PATH.S$this->template.".php");

File: vi

) dmin_view.php

<?php if('defined(INDEX")){exit;}

require_once (VIEW_PATH."abstract_view.php');

class admin_view extends abstract_view {

public $prodCount, $clientCount, $orderCount, $liveUsers, $notifications, $latestOrders, $countNots;

function __construct($args) {

parent::__construct(__CLASS__, 'admin_template');
$this->PAGE_TITLE = '??a?e??7s?",
$this->PAGE_DESCR = 'Dashboard page *;

$this->prodCount = $args[0];

$this->clientCount = $args[1];

$this->orderCount = $args[2];

$this->liveUsers = $args[3];

$this->notifications = $args[4];

$this->latestOrders = $args[5];

$this->countNots = $args[6];

$this->PAGE_PLUGINS = array();

array_unshift($this->PAGE_PLUGINS, jnApp::$APPROOT."web/data/morris-data.js");

$this->PAGE_JS_TOP = array();

$this->render();

File: views/admincloud_view.php ======
<?php if('defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class admincloud_view extends abstract_view {
function __construct() {

parent::__construct(__CLASS__, 'admin_template’);
$this->PAGE_TITLE = '??a?e???s? CLOUD Server';
$this->PAGE_DESCR = 'Dashboard page *;

$this->PAGE_PLUGINS = array();
array_unshift($this->PAGE_PLUGINS, jnApp::$APPROOT."web/data/morris-data.js");

$this->PAGE_JS_TOP = array();

Sthis->render();
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====== File: views/adminprofile.php ======
<?php if(!defined(INDEX')){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class adminprofile_view extends abstract_view {
public $clients;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);
$this->PAGE_TITLE = '227f?? d?a?e???st?;
$this->PAGE_DESCR = 'admin profile page ;
$this->clients = $args[0];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

I/$this->render();
inApp::redirect('adminprofileedit’);

====== File: views/adminprofileedit.php ======
<?php if('defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class adminprofileedit_view extends abstract_view {
public Suser;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template');
$this->PAGE_TITLE = "?pe?e??as?a ???f?? d?a?e??7st?",
$this->PAGE_DESCR = 'admin profile page edit’;
$this->user = $args[0];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

== File: views/categories.php ==
<?php if('defined(INDEX') {exit;}

require_once (VIEW_PATH."abstract_view.php');

class categories_view extends abstract_view {
public $categories;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template);
$this->PAGE_TITLE = ?at?????e?";
$this->PAGE_DESCR = 'categories page ;
$this->categories = $args[0];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

Sthis->render();

====== File: views/clientcloud.php ======
<?php if('defined(INDEX")){exit;}

require_once (VIEW_PATH."abstract_view.php’);
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class clientcloud_view extends abstract_view {
function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);
$this->PAGE_TITLE ="'EASY SUPER MARKET
$this->PAGE_DESCR = 'User Dashboard page’;

$this->PAGE_PLUGINS = array();
Sthis->orders = $args[0];
$this->PAGE_JS_TOP = array();

$this->render();

====== File: views/clients.php ======
<?php if('defined(INDEX') {exit;}

require_once (VIEW_PATH."abstract_view.php');

class clients_view extends abstract_view {
public $clients;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template);
$this->PAGE_TITLE = "?e?2te?;
$this->PAGE_DESCR = 'clients page ',
$this->clients = $args[0];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

Sthis->render();

====== File: views/login.php ======
<?php if('defined(INDEX') {exit;}

require_once (VIEW_PATH.'abstract_view.php');
class login_view extends abstract_view {
function __construct() {
parent::__construct(__CLASS__, 'login_template');
$this->PAGE_TITLE = '7?s7d?7",
$this->PAGE_DESCR = 'Login Form;

$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

====== File: views/notifications.php ======
<?php if('defined(INDEX') {exit;}

require_once (VIEW_PATH.'abstract_view.php');

class notifications_view extends abstract_view {
public $clients;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template');
$this->PAGE_TITLE = '2?2d?p??7se??",
$this->PAGE_DESCR = 'notofications page ';
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$this->notifications = $args[0];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

====== File: views/orders.php ======
<?php if(!defined('INDEX')){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class orders_view extends abstract_view {
public $orders;
function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);
$this->PAGE_TITLE = '7a?a??e??¢?",
$this->PAGE_DESCR = 'orders page ';
$this->orders = $args[0];

$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

====== File: views/products.php ======
<?php if(!defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class products_view extends abstract_view {
public $products;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);

$this->PAGE_DESCR = 'products page
$this->products = $args[0];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

====== File: views/profileedit.php ======
<?php if('defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class profileedit_view extends abstract_view {
public $user, $otjerCountriess;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);
$this->PAGE_TITLE = "?pe?e??as?a ???7f?? ?77st?
$this->PAGE_DESCR = 'User profile page edit’;
Sthis->user = $args[0];
$this->otjerCountriess = $args[1];
$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

Sthis->render();
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====== File: views/profilesupport_view.php ======
<?php if('defined(INDEX'){exit;}

require_once (VIEW_PATH."abstract.php’);

class profilesupport_view extends abstract_view {
public $user, $tickets;
function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);

$this->PAGE_DESCR = 'support tickets page ';
Sthis->user = $args[0];
$this->tickets = $args[1];

$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

====== File: views/register.php ======
<?php if('defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class register_view extends abstract_view {
public $countries;
function __construct($args) {
parent::__construct(__CLASS__, 'login_template');
$this->PAGE_TITLE = '2???af?';
$this->PAGE_DESCR = 'F??pa ???7?af??";

$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();
$this->countries = $args[0];

$this->render();

== File: views/testapi.php ======
<?php if('defined(INDEX') {exit;}

require_once (VIEW_PATH."abstract_view.php');

class testapi_view extends abstract_view {
function __construct($args) {
parent::__construct(__CLASS__, 'admin_template');
$this->PAGE_TITLE = '22??u? API';
$this->PAGE_DESCR = '2?2?u? API';

$this->PAGE_PLUGINS = array();
$this->PAGE_JS_TOP = array();

$this->render();

== File: viewstickets.php =
<?php if(!defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class tickets_view extends abstract_view {
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public $user, $tickets;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template');
$this->PAGE_TITLE = '?p?st????? ?e?at??"
$this->PAGE_DESCR = 'support tickets admin page ',
$this->user = $args[0];
$this->tickets = $args[1];

$this->PAGE_JS_TOP = array();
$this->PAGE_PLUGINS = array();

$this->render();

====== File: views/wallet.php ======
<?php if(!defined(INDEX)){exit;}

require_once (VIEW_PATH.'abstract_view.php');

class wallet_view extends abstract_view {

public $user, $wallet;

function __construct($args) {
parent::__construct(__CLASS__, 'admin_template’);
$this->PAGE_TITLE = '2?22t?f22? 222st?";
$this->PAGE_DESCR = 'wallet page
$this->PAGE_PLUGINS = array();
$this->PAGE_JS_TOP = array();

$this->user = $args[0];
$this->wallet = $args[1];

Sthis->render();
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Kwdikag cuoTAparog MeAdrtn

Il External Libraries, automated files and xml resource - definition files are not included in this source

Il File: gr.johnn.easysuper.api.AsyncTaskCompleteListener /////
package gr.johnn.easysuper.api;

public interface AsyncTaskCompleteListener<T> {
void onTaskComplete(T result);

}

Il File: gr.johnn.easysuper.api.AT_cart /////
package gr.johnn.easysuper.api;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.AsyncTask;

import org.json.JSONException;
import org.json.JSONODbject;

import gr.johnn.easysuper.LoginActivity;
import gr.johnn.easysuper.auxilliary.APP;

public class AT_cart extends AsyncTask<String, Void, String> {
Context context;
Activity activity;
String action =",
public AT_cart(Activity activity, Context context, String action) {
super();
this.context = context;
this.activity = activity;
this.action = action;

}

private void handleAction(String data) {
switch (this.action) {

case "newcart":
/IAPP.updateUserCart(data);
APP.clearUserCart();
break;

case "cancelcart":
APP clearUserCart();
break;

case "addtocart":
/I callback is get cart
break;

case "removefromcart":
Il callback is get cart
break;

case "decreaseammount”:
I/ callback is get cart
break;

case "getusercart":

case "getcart":
APP.updateUserCart(data);
break;

case "checkout":
APP.getUser().getCart().setOrder_status(3);
break;

case "getreceiptfororder”:
APP.setUserReceiptFromJson(data);
break;

case "getproductdata":
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APP.setScanned_broduct(null);
System.out.printin("Assigning product from JSON");
APP.setProductFromJson(data);
break;

case "gethistory™:
System.out.printin("Assigning user history from JSON");
APP.getUser().setHistory(null);
APP getUser().setHistoryFromJson(data);
break;

default:
break;

}

}

@Override
protected String doInBackground(String... params) {
JSONODbject obj = Helper.getJsonObjectFromResponse(activity, params[0], context);
if (obj == null) {
return null;
}
System.out.printin("Parsed Json Response");
try {
System.out.printin("Resp Code was " + obj.getString("code"));
if (obj.getInt("code") == Helper.k_NOT_LOGGED_IN) {
return Helper.INTERNALMSG.get(Helper.k_NOT_LOGGED_IN);
}
try {
String data = obj.getString("data");
handleAction(data);
} catch (JSONException e) {
return Helper.INTERNALMSG.get(obj.getint("code"));
}
return Helper.INTERNALMSG.get(obj.getInt("code"));
} catch (JSONException e) {
System.out.printin("Cant parse Json data at all");
e.printStackTrace();

return null;

}

@Override
protected void onPreExecute() {
super.onPreExecute();

}

@Override
protected void onPostExecute(String result) {

System.out.printin("AT_cart:onPostExecute result. Should not be called as is overriden");

@Override
protected void onProgressUpdate(Void... values) {
super.onProgressUpdate(values);

@Override
protected void onCancelled(String s) {
super.onCancelled(s);

111l File: gr.johnn.easysuper.api.AT_getuserdata /////
package gr.johnn.easysuper.api;

import android.app.Activity;
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import android.content.Context;
import android.content.Intent;
import android.os.AsyncTask;

import org.json.JSONException;
import org.json.JSONODbject;

import gr.johnn.easysuper.LoginActivity;
import gr.johnn.easysuper.auxilliary.APP;

public class AT_getuserdata extends AsyncTask<String, Void, String> {
Context context;
Activity activity;
public AT_getuserdata(Activity activity, Context context) {
super();
this.context = context;
this.activity = activity;

}

@Override
protected String doInBackground(String... params) {
JSONODbject obj = Helper.getJsonObjectFromResponse(activity, params[0], context);
if (obj == null) {
return null;
}
System.out.printin("Got User result");
try {
System.out.printin("Resp Code was " + obj.getString("code"));
if (obj.getInt("code") == Helper.k_NOT_LOGGED_IN) {
return Helper.INTERNALMSG.get(Helper.k_NOT_LOGGED_IN);
}

try {
String data = obj.getString("data");
System.out.printin("User data =" + data);
APP.updateUser(data);

} catch (JSONException e) {
return Helper.INTERNALMSG.get(obj.getInt("code"));

}
return Helper.INTERNALMSG.get(obj.getint("code"));
} catch (JSONException €) {
System.out.printin("Cant parse user data at all");
e.printStackTrace();
}
return null;

}

@Override
protected void onPreExecute() {
super.onPreExecute();

}

@Override
protected void onPostExecute(String result) {
System.out.printin("AT_getuserdata:onPostExecute result: " + result);
if (result.equals("LOGOUT")) {
APP clearUser();
Intent intent = new Intent(context, LoginActivity.class);
intent.setFlags(Intent. FLAG_ACTIVITY_NEW_TASK | Intent.FLAG_ACTIVITY_CLEAR_TASK);
activity.startActivity(intent);
activity.finish();
}
}

@Override
protected void onProgressUpdate(Void... values) {
super.onProgressUpdate(values);

196



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

@Override
protected void onCancelled(String s) {
super.onCancelled(s);

Il File: gr.johnn.easysuper.api.Connection /////
package gr.johnn.easysuper.api;

import java.io.BufferedReader;

import java.io.|OException;

import java.io.InputStreamReader;
import java.net.ConnectException;
import java.net.HttpURLConnection;
import java.net.URL;

import java.net.UnknownHostException;

public class Connection {

static String primaryServer = "http:/jnubuntu.sweb.homeip.net/apil";

static String secondaryServer = "http://sweb.homeip.net:9091/apil";
static String serverName = primaryServer,

IIstatic String serverName = "http://sweb.homeip.net:9091/apil";
String request ="";

String responce = "";

URL url;

HttpURLConnection urlConnection = null;

public static void goToPublicServerName() {
Connection.serverName = secondaryServer;

}

public Connection(String urlString) {
url = null;
this.request = (Connection.serverName)+urlString;

}

public String getResponce(){
retum this.responce;

public void makeRequest() throws Throwable {
url = null;
HttpURLConnection con = null;
url = new URL(request);
con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("POST");

BufferedReader in = new BufferedReader(new InputStreamReader(con.getinputStream()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = in.readLine()) != null) {
response.append(inputLine);

this.responce = response.toString();
in.close();

}
11111 File: gr.johnn.easysuper.api.Helper /////

package gr.johnn.easysuper.api;
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import android.app.Activity;

import android.content.Context;

import android.net.ConnectivityManager;
import android.net.NetworkInfo;

import android.net.wifi. Wifilnfo;

import android.net.wifi. WifiManager;
import android.widget. Toast;

import org.json.JSONException;
import org.json.JSONODbject;

import java.io.UnsupportedEncodingException;
import java.util.Collections;

import java.util. HashMap;

import java.util.List;

import java.util. Map;

import gr.johnn.easysuper.auxilliary.APP;

public class Helper {
public static final int KGENERAL_SUCCESS =0;
public static final int KGENERAL_ERROR = 1;
public static final int k NOT_LOGGED_IN = 2;
public static final int k USER_DOENST_EXIST = 3;
public static final int k_USER_INACTIVE =4;
public static final int k_USER_DELETED = 5;
public static final int k_PRODUCT_NOT_FOUND = 6;
public static final int k_ CART_NOT_FOUND =7;
public static final int k PROD_NOT_ADDED = 8;
public static final int k_NO_CHECKOUT =9;
public static final int K_WALLET_NOT_EXIST = 10;
public static final int K_BRANCH_NOT_FOUND = 11;
public static final int K_BRANCH_PASS_DONT_MATCH = 12;
public static final int K_NOT_ENOUGH_MONEY = 13;
public static final int K_MISSING_PARAM_BARCODE = 14;
public static final int k_CART_NOT_CANCELED = 15;
public static final int k NO_CHECKOUT_OUT_OF_STOCK = 16;
public static final int k NO_CHECKOUT_OUT_PROD_DISABLED = 17;
public static final int K_WALLET_NOT_RETRIEVED = 18;
public static final int K_CART_NOT_CREATED = 19;
public static final int k_PROD_NOT_ADDED_DISABLED = 20;
public static final int k PROD_NOT_ADDED_OUT_OF_STOCK = 21;
public static final int k PROD_NOT_REMOVED = 22,
public static final int k PROD_NOT_DECREASED = 23;
public static final int k_FETCH_HISTORY_FAIL = 24;
public static final int k_RESTRICTED_ACCESS = 25;
public static final int k_SUPER_NOT_FOUND = 26;
public static final int k_API_EMPTY_RESPONSE = 27;
public static final int K_NO_COST = 28;
public static final int K_NO_BALANCE = 29;
public static final int K_FAIL_REMOTE_LOGIN = 30;
public static final int K_INTERNAL_USE_ONLY = 31;

public static Map<Integer, String> RESPONSE_MESSAGES = new HashMap<Integer, String>();

static {
RESPONSE_MESSAGES.put(kGENERAL_SUCCESS, "??a ?a??");
RESPONSE_MESSAGES.put(kGENERAL_ERROR, "Sf??pa");
RESPONSE_MESSAGES.put(k NOT_LOGGED_IN, "? ?2?st?? d?? e??a? s??dedep????");
RESPONSE_MESSAGES.put(k_USER_DOENST_EXIST, "? 2?7st?? 22?2 ?p??7e?");
RESPONSE_MESSAGES .put(k_USER_INACTIVE, "? ???st?? ??a? a?e?€????");
RESPONSE_MESSAGES .put(k_USER_DELETED, "? ???st?? €??a? d?e??auu????");
RESPONSE_MESSAGES.put(k PRODUCT_NOT_FOUND, "?? p????? de R????7€");
RESPONSE_MESSAGES.put(k_CART_NOT_FOUND, "?? ?a???? de £????7%");
RESPONSE_MESSAGES.put(k_ PROD_NOT_ADDED, "?? p????? de? p??st????¢");
RESPONSE_MESSAGES.put(k_NO_CHECKOUT, "??? ????e Checkout");
RESPONSE_MESSAGES.put(K_WALLET_NOT_EXIST, "?? p??t?{2?? de? ?p???e?");
RESPONSE_MESSAGES.put(K_BRANCH_NOT_FOUND, "K_BRANCH_NOT_FOUND");
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RESPONSE_MESSAGES.put(K_BRANCH_PASS_DONT_MATCH, "K_BRANCH_PASS_DONT_MATCH");
RESPONSE_MESSAGES .put(K_NOT_ENOUGH_MONEY, "??? ?7p????7? a??et? ???uata");
RESPONSE_MESSAGES.put(K_MISSING_PARAM_BARCODE, "??
RESPONSE_MESSAGES.put(|
RESPONSE_MESSAGES .put(|
RESPONSE_MESSAGES .put(|
RESPONSE_MESSAGES.put(K_WALLET_NOT_RETRIEVED, "?? p??t?f??? de? a?a?t???7?¢");
RESPONSE_MESSAGES.put(K_CART_NOT_CREATED, "?? ?7a???? de d?u??2??7?2?");
RESPONSE_MESSAGES.put(|
RESPONSE_MESSAGES .put(|
(
(
(
(
(
(
(
(
(

NO_CHECKOUT_OUT_OF_STOCK, "??? ?p???e? a??et? stock");

RESPONSE_MESSAGES .put
RESPONSE_MESSAGES .put
RESPONSE_MESSAGES.put
RESPONSE_MESSAGES.put
RESPONSE_MESSAGES.put

PROD_NOT_DECREASED, "? p?s?t?ta t?? p??22?t?? pa??ue??e ?d?a");

FETCH_HISTORY_FAIL, "??? a?a?t????% t? ?st??22?");

RESTRICTED_ACCESS, "k_RESTRICTED_ACCESS");

SUPER_NOT_FOUND, "k_SUPER_NOT_FOUND");
RESPONSE_MESSAGES.put(k_API_EMPTY_RESPONSE, "k_API_EMPTY_RESPONSE");
RESPONSE_MESSAGES.put(K_NO_COST, "K_NO_COST");
RESPONSE_MESSAGES.put(K_NO_BALANCE, "K_NO_BALANCE");
RESPONSE_MESSAGES.put(K_FAIL_REMOTE_LOGIN, "K_FAIL_REMOTE_LOGIN");
RESPONSE_MESSAGES.put(K_INTERNAL_USE_ONLY, "K_INTERNAL_USE_ONLY");
RESPONSE_MESSAGES = Collections.unmodifiableMap(RESPONSE_MESSAGES);

}

public static Map<Integer, String> INTERNALMSG = new HashMap<Integer, String>();
static {
INTERNALMSG.put(kGENERAL_SUCCESS, "kGENERAL_SUCCESS");
INTERNALMSG .put(kGENERAL_ERROR, "kGENERAL_ERROR");
INTERNALMSG.put(k_NOT_LOGGED_IN, "k_NOT_LOGGED_IN");
INTERNALMSG.put(k_USER_DOENST_EXIST, "k_USER_DOENST_EXIST");
INTERNALMSG.put(k_USER_INACTIVE, "k_USER_INACTIVE");
INTERNALMSG .put(k_USER_DELETED, "k_USER_DELETED");
INTERNALMSG.put(k_PRODUCT_NOT_FOUND, "k_PRODUCT_NOT_FOUND");
INTERNALMSG.put(k_CART_NOT_FOUND, "k_CART_NOT_FOUND");
INTERNALMSG.put(k_PROD_NOT_ADDED, "k_PROD_NOT_ADDED");
INTERNALMSG.put(k_NO_CHECKOUT, "k_NO_CHECKOUT");
INTERNALMSG .put(K_WALLET_NOT_EXIST, "K_WALLET_NOT_EXIST");
INTERNALMSG.put(K_BRANCH_NOT_FOUND, "K_BRANCH_NOT_FOUND");
INTERNALMSG.put(K_BRANCH_PASS_DONT_MATCH, "K_BRANCH_PASS_DONT_MATCH");
INTERNALMSG .put(K_NOT_ENOUGH_MONEY, "K_NOT_ENOUGH_MONEY");
INTERNALMSG .put(K_MISSING_PARAM_BARCODE, "K_MISSING_PARAM_BARCODE");
INTERNALMSG.put(k_CART_NOT_CANCELED, "k_CART_NOT_CANCELED");
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

k
k
k
K
K
k
k
k
k
k
k
k
k
K

INTERNALMSG.put(k_NO_CHECKOUT_OUT_OF_STOCK, "k_NO_CHECKOUT_OUT_OF_STOCK");
INTERNALMSG.put(k_NO_CHECKOUT_OUT_PROD_DISABLED, "k_NO_CHECKOUT_OUT_PROD_DISABLED");
INTERNALMSG.put(K_WALLET_NOT_RETRIEVED, "K_WALLET_NOT_RETRIEVED");
INTERNALMSG.put(K_CART_NOT_CREATED, "K_CART_NOT_CREATED");
PROD_NOT_ADDED_DISABLED, "k_PROD_NOT_ADDED_DISABLED");
PROD_NOT_ADDED_OUT_OF_STOCK, "k_PROD_NOT_ADDED_OUT_OF_STOCK");
PROD_NOT_REMOVED, "k_PROD_NOT_REMOVED");
PROD_NOT_DECREASED, "k_PROD_NOT_DECREASED");
FETCH_HISTORY_FAIL, "k_FETCH_HISTORY_FAIL");
RESTRICTED_ACCESS, "k_RESTRICTED_ACCESS");
SUPER_NOT_FOUND, "k_SUPER_NOT_FOUND");
INTERNALMSG .put(k_API_EMPTY_RESPONSE, "k_API_EMPTY_RESPONSE");
INTERNALMSG.put(K_NO_COST, "K_NO_COST");
INTERNALMSG.put(K_NO_BALANCE, "K_NO_BALANCE");
INTERNALMSG.put(K_FAIL_REMOTE_LOGIN, "K_FAIL_REMOTE_LOGIN");
INTERNALMSG.put(K_INTERNAL_USE_ONLY, "K_INTERNAL_USE_ONLY");
INTERNALMSG = Collections.unmodifiableMap(INTERNALMSG);
}

public static String decodeutf8 (String s1) {
try {
byte[] bytes = s1.getBytes("UTF-8"); // Charset to encode into
return new String(bytes, "UTF-8"); // Charset with which bytes were encoded
} catch (UnsupportedEncodingException e) {
e.printStackTrace();

INTERNALMSG .put
INTERNALMSG.put
INTERNALMSG.put
INTERNALMSG.put
INTERNALMSG.put
INTERNALMSG.put
INTERNALMSG put

k
k
k
K
K
k
k
k
k
K
k
k
k
K
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return s1;

}
public static boolean checkWifiOnAndConnected(Context context) {

/I dummy

if (true Jretum true;

WifiManager wifiMgr = (WifiManager) context.getSystemService(Context. WIFI_SERVICE);
if (wifiMgr == null) return false;

if (wifiMgr.isWifiEnabled()) { // Wi-Fi adapter is ON
Wifilnfo wifilnfo = wifiMgr.getConnectionInfo();

if( wifilnfo.getNetworkld() == -1 }
return false; // Not connected to an access point

return true; // Connected to an access point
}
return false; // Wi-Fi adapter is OFF

}
public static JSONObject getJsonObjectFromResponse(final Activity activity, String responce, Context context){
try {
JSONObject jsonObjectResponce;
jsonObjectResponce = new JSONObject(responce);
final int code = jsonObjectResponce.getint("code");

if (code == 0) {

return jsonObjectResponce;
}
else {

activity.runOnUiThread(new Runnable() {
public void run() {
Toast.makeText(activity, RESPONSE_MESSAGES.get(code), Toast.LENGTH_SHORT).show();
}
hE

return jsonObjectResponce;

}
} catch (JSONException e) {
e.printStackTrace();
activity.runOnUiThread(new Runnable() {
public void run() {
Toast.makeText(activity, "???R8??pa ep????????a? pe t? d?a??u?st?", Toast LENGTH_SHORT).show();

}

i

return null;

}
}
}

Il File: gr.johnn.easysuper.api.jnAssyncTask /////
package gr.johnn.easysuper.api;

import android.app.ProgressDialog;
import android.content.Context;
import android.os.AsyncTask;
import android.os.SystemClock;
import android.util.Log;

import org.json.JSONException;
import org.json.JSONObject;

import java.net.ConnectException;
import java.net.UnknownHostException;

import gr.johnn.easysuper.Cart_fragment;
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public class JnAssyncTask extends AsyncTask<String, Void, String> {
private AsyncTaskCompleteListener<String> callback;
private Context context = null;
private String finalResult = null;

private String email = null;
private String password = null;
private String barcode = null;
private String action = null;
public JnAssyncTask(Context context, AsyncTaskCompleteListener<String> cb, String email, String password, String barcode) {
this.context = context;
this.email = email;
this.password = password;
this.barcode = barcode;
this.callback = cb;

}

public JnAssyncTask() {
super();

private String callApi(int attempts, String... params) throws Throwable {
String responce ="
if (attempts > 2) {
return ™",
}
this.action = params|[0];
String url = this.action+"/?email=" + this.email + "&password=" + this.password + "&barcode=" + this.barcode;
if (attempts==2) {
Connection.goToPublicServerName();
}
Connection apiHandler = new Connection(url);
System.out.printin("Requesting to server:"+url);
try {
apiHandler.makeRequest();
} catch (ConnectException e) {

}

responce = apiHandler.getResponce();
System.out.printin("Got Response:"+responce);
retum responce;

}

@Override
protected String doInBackground(String... params) {
System.out.printin("dolnBackground called with " + this.email + ", "+ params[0]);
String responce ="
try {
responce = callApi(1, params);
} catch (Throwable e) {
System.out.printin("Default Host Not Found");
try {
responce = callApi(2,params);
} catch (Throwable €2) {
System.out.printin("Secondary Host Not Found");
return ",

}

retumn responce;

}

@Override

protected void onPreExecute() {
super.onPreExecute();
System.out.printin("onPreExecute called");

}
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protected void onPostExecute(String result) {
finalResult = result;
System.out.printin("onPostExecute called");
if (callback != null) {
callback.onTaskComplete(result);
}else {
System.out.printin("Fragment detached here");
}
}

@Override

protected void onProgressUpdate(Void... values) {
System.out.printin("onProgressUpdate called");
super.onProgressUpdate(values);

}

@Override

protected void onCancelled(String s) {
super.onCancelled(s);
System.out.printin("onCancelled called");

}

11111 File: gr.johnn.easysuper.auxilliary.APP ///i/
package gr.johnn.easysuper.auxilliary;

import org.json.JSONException;
import org.json.JSONObject;

import gr.johnn.easysuper.model.Product;
import gr.johnn.easysuper.model.Receipt;
import gr.johnn.easysuper.model.User;

public class APP {
public static User user = null;
public static Product scanned_broduct = null;
public static void clearUser() {
APP.user = null;

}

public static Product getScanned_broduct() {
return scanned_broduct;

}

public static void setScanned_broduct(Product product) {
scanned_broduct = product;

}

public static void setProductFromJson(String jsonObjectString) {
try {
scanned_broduct = new Product();
scanned_broduct.fromJson(jsonObjectString);
} catch (JSONException e) {
e.printStackTrace();
}
}

public static User getUser() {
return APP.user;

}

public static void clearUserCart() {
if (APP.user == null) {
return;

}
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APP.user.clearCart();
}

public static void setUserReceiptFromdJson(String jsonObjectString) {

if (APP.user == null) {
return;

}

try {
Receipt r = new Receipt();
r.fromJson(jsonObjectString);
APP.user.getCart().setReceipt(r);

} catch (JSONException e) {
e.printStackTrace();

}

}

public static void updateUserCart(String jsonObjectString){
if (APP.user == null) {
return;
}
try {
APP.user.cartFromJson(jsonObjectString);
} catch (JSONException e) {
e.printStackTrace();
}
}

public static void updateUser(String email, String password) {

if (APP.user == null) {
APP.user = new User();
}

APP.user.setUser_email(email);
APP.user.setUser_password(password);

}

public static void updateUser(JSONObject jsonObject) {
if (APP.user == null) {
APP.user = new User();
}
try {
APP.user.fromJson(jsonObject);
} catch (JSONException €) {
e.printStackTrace();
}
}

public static void updateUser(String jsonObjectString) {
if (APP.user == null) {
APP.user = new User();
}
try {
APP.user.fromJson(jsonObjectString);
} catch (JSONException e) {
e.printStackTrace();
}
}
}

Il File: gr.johnn.easysuper.LoginActivity /////
package gr.johnn.easysuper;

import android.animation.Animator;

import android.animation.AnimatorListenerAdapter;
import android.annotation. TargetApi;

import android.content.Context;

import android.content.DialogInterface;

import android.content.Intent;
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import android.content.pm.PackageManager;

import android.net.wifi. WifiManager;

import android.support.annotation.NonNull;

import android.support.design.widget.Snackbar;
import android.support.v7.app.AlertDialog;

import android.support.v7.app.AppCompatActivity;
import android.app.LoaderManager.LoaderCallbacks;

import android.content.CursorLoader;
import android.content.Loader;
import android.database.Cursor;
import android.net.Uri;

import android.os.AsyncTask;

import android.os.Build;

import android.os.Bundle;

import android.provider.ContactsContract;
import android.text. TextUtils;

import android.util.Log;

import android.view.KeyEvent;

import android.view.View;

import android.view.View.OnClickListener;
import android.view.inputmethod.EditorInfo;
import android.widget.ArrayAdapter;

import android.widget. AutoCompleteTextView;
import android.widget.Button;

import android.widget.EditText;

import android.widget. TextView;

import android.widget. Toast;

import org.json.JSONEXxception;
import org.json.JSONObject;

import java.util ArrayList;
import java.util.List;

import gr.johnn.easysuper.api.AsyncTaskCompleteListener;
import gr.johnn.easysuper.api.Helper;

import gr.johnn.easysuper.api.JnAssyncTask;

import gr.johnn.easysuper.auxilliary.APP;

import gr.johnn.easysuper.auxilliary.PrefsUtil;

import gr.johnn.easysuper.model.User;

import static android.Manifest.permission.READ_CONTACTS;
[
* A login screen that offers login via email/password.
¥
public class LoginActivity extends AppCompatActivity implements LoaderCallbacks<Cursor>, AsyncTaskCompleteListener<String> {
private String loginstatus = null;
private String email;
private String password;
Jor
*|d to identity READ_CONTACTS permission request.
*

private static final int REQUEST_READ_CONTACTS = 0;

Jo
* Keep track of the login task to ensure we can cancel it if requested.
*

/

private JnAssyncTask mAuthTask = null;

11Ul references.

private AutoCompleteTextView mEmailView;
private EditText mPasswordView;

private View mProgressView;

private View mLoginFormView;
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@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_login);
/I Set up the login form.
mEmailView = (AutoComplete TextView) findViewByld(R.id.email);
populateAutoComplete();

mPasswordView = (EditText) findViewByld(R.id.password);
mPasswordView.setOnEditorActionListener(new TextView.OnEditorActionListener() {
@Override
public boolean onEditorAction(TextView textView, int id, KeyEvent keyEvent) {
if (id == R.id.login || id == EditorInfo.IME_NULL) {
attemptLogin(false);
return true;

return false;

}
i

Button mEmailSigninButton = (Button) findViewByld(R.id.email_sign_in_button);
mEmailSigninButton.setOnClickListener(new OnClickListener() {
@Override
public void onClick(View view) {
if ('Helper.checkWifiOnAndConnected(LoginActivity.this)) {
Toast.makeText(LoginActivity.this, "??? ?p???e? s??2des? st? wifi. ? e?s?d?? ?a ap?t??e?", Toast LENGTH_SHORT).show();
}else {
attemptLogin(false);
}
}
s

mLoginFormView = findViewByld(R.id.login_form);
mProgressView = findViewByld(R.id.login_progress);
}

@Override
protected void onResume()
super.onResume();
if (\Helper.checkWifiOnAndConnected(LoginActivity.this)) {
Toast.makeText(this, "??? ?p???e? s??des? st? wifi. ? ?s?d?? ?a ap?t??e?", Toast LENGTH_SHORT).show();

}
User u = APP.getUser();
if (u 1= null) {
email = u.getUser_email();
password = u.getUser_password();
if (\Helper.checkWifiOnAndConnected(LoginActivity.this)) {
Toast.makeText(this, "??? ?p???e? s??des? st? wifi. ? €?s?d?? ?a ap?t??e?", Toast LENGTH_SHORT).show();
}else {
attemptLogin(true);

@Override
public void onDestroy() {
super.onDestroy();

private void populateAutoComplete() {
if ('mayRequestContacts()) {
return;

}
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getLoaderManager().initLoader(0, null, this);

private boolean mayRequestContacts() {
if (Build.VERSION.SDK_INT < Build.VERSION_CODES.M) {
return true;

}
if (checkSelfPermission(READ_CONTACTS) == PackageManager.PERMISSION_GRANTED) {
return true;

}
if (shouldShowRequestPermissionRationale(READ_CONTACTS)) {
Snackbar.make(mEmailView, R.string.permission_rationale, Snackbar.LENGTH_INDEFINITE)
.setAction(android.R.string.ok, new View.OnClickListener() {
@Override
@TargetApi(Build. VERSION_CODES.M)
public void onClick(View v) {
requestPermissions(new String[[{READ_CONTACTS}, REQUEST_READ_CONTACTS);
}
B
}else {
requestPermissions(new String[{READ_CONTACTS}, REQUEST_READ_CONTACTS);
}
retum false;

}

Jo
* Callback received when a permissions request has been completed.
*

@Override
public void onRequestPermissionsResult(int requestCode, @NonNull String[] permissions,
@NonNull int[] grantResults) {
if (requestCode == REQUEST_READ_CONTACTS) {
if (grantResults.length == 1 && grantResults[0] == PackageManager.PERMISSION_GRANTED) {
populateAutoComplete();
}
}
}

private void attemptLogin(boolean fromResume) {

if ('fromResume) {
I Reset errors.
mEmailView.setError(null);
mPasswordView.setError(null);

I/ Store values at the time of the login attempt.
email = mEmailView.getText().toString();
password = mPasswordView.getText().toString();

}

boolean cancel = false;

View focusView = null;

Il Check for a valid password, if the user entered one.

if (ITextUtils.isEmpty(password) && lisPasswordValid(password)) {
mPasswordView.setError(getString(R.string.error_invalid_password));
focusView = mPasswordView;
cancel = true;

}

/I Check for a valid email address.

if (TextUtils.isEmpty(email)) {
mEmailView.setError(getString(R.string.error_field_required));
focusView = mEmailView;
cancel = true;

} else if (lisEmailValid(email)) {
mEmailView.setError(getString(R.string.error_invalid_email));
focusView = mEmailView;
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cancel = true;

}

if (cancel) {
focusView.requestFocus();
}else {
showProgress(true);

this.mAuthTask = new JnAssyncTask(this.getApplicationContext(), this, email, password, ");
this.mAuthTask.execute("login");
}
}

@Override
public void onTaskComplete(String result) {
showProgress(false);
System.out.printin("LoginActivity Callback onTaskComplete called with result"+result);
loginstatus = result;
JSONODbject obj = Helper.getJsonObjectFromResponse(LoginActivity.this, result, this);
if (obj == null) {
return;

}

ry {
if (obj.getlnt("code") == 0) {

System.out.printin("Logged in");
APP.updateUser(email, password);
IIToast. makeText(this, "Login Success", Toast. LENGTH_SHORT).show();
Intent intent = new Intent(this, MainActivity.class);
intent.setFlags(Intent. FLAG_ACTIVITY_NEW_TASK | Intent.FLAG_ACTIVITY_CLEAR_TASK);
startActivity(intent);
finish();

}
} catch (JSONException €) {
e.printStackTrace();
}
}

private boolean isEmailValid(String email) {
return email.contains("@") && email.contains(".");

}

private boolean isPasswordValid(String password) {
return password.length() > 2;

}

@TargetApi(Build. VERSION_CODES.HONEYCOMB_MR?2)
private void showProgressifinal boolean show) {
/I On Honeycomb MR2 we have the ViewPropertyAnimator APIs, which allow
/I for very easy animations. If available, use these APIs to fade-in
Il the progress spinner.
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.HONEYCOMB_MR?2) {
int shortAnimTime = getResources().getinteger(android.R.integer.config_shortAnimTime);

mLoginFormView.setVisibility(show ? View.GONE : View.VISIBLE);
mLoginFormView.animate().setDuration(shortAnimTime).alpha(
show ? 0 : 1).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
mLoginFormView.setVisibility(show ? View.GONE : View.VISIBLE);
}
i

mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
mProgressView.animate().setDuration(shortAnimTime).alpha(
show ? 1 0).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
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mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
}

i

}else {
Il The ViewPropertyAnimator APIs are not available, so simply show
/I 'and hide the relevant Ul components.
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
mLoginFormView.setVisibility(show ? View.GONE : View.VISIBLE);

}

}

@Override
public Loader<Cursor> onCreateLoader(int i, Bundle bundle) {
return new CursorLoader(this,
I/ Retrieve data rows for the device user's 'profile’ contact.
Uri.withAppendedPath(ContactsContract.Profile. CONTENT_URI,
ContactsContract.Contacts.Data. CONTENT_DIRECTORY), ProfileQuery.PROJECTION,

Il Select only email addresses.
ContactsContract.Contacts.Data.MIMETYPE +

"= 7" new String[J{ContactsContract.CommonDataKinds.Email
.CONTENT_ITEM_TYPE},

/I Show primary email addresses first. Note that there won't be
Il'a primary email address if the user hasn't specified one.
ContactsContract.Contacts.Data.IS_PRIMARY + " DESC");

}

@Override
public void onLoadFinished(Loader<Cursor> cursorLoader, Cursor cursor) {
List<String> emails = new ArrayList<>();
cursor.moveToFirst();
while (‘cursor.isAfterLast()) {
emails.add(cursor.getString(ProfileQuery. ADDRESS));
cursor.moveToNext();

}

addEmailsToAutoComplete(emails);

}

@Override
public void onLoaderReset(Loader<Cursor> cursorLoader) {

}

private void addEmails ToAutoComplete(List<String> emailAddressCollection) {
/[Create adapter to tell the AutoCompleteTextView what to show in its dropdown list.
ArrayAdapter<String> adapter =
new ArrayAdapter<>(LoginActivity.this,
android.R.layout.simple_dropdown_item_1line, emailAddressCollection);

mEmailView.setAdapter(adapter);

}

private interface ProfileQuery {

String[] PROJECTION = {
ContactsContract.CommonDataKinds.Email ADDRESS,
ContactsContract.CommonDataKinds.Email.IS_PRIMARY,

2

int ADDRESS = 0;
int IS_PRIMARY = 1,
}
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Il File: gr.johnn.easysuper.MainActivity /////
package gr.johnn.easysuper;

import android.app.Activity;

import android.content.Context;

import android.content.Intent;

import android.content.res.Configuration;

import android.os.AsyncTask;

import android.os.Bundle;

import android.support.design.widget.FloatingActionButton;
import android.support.design.widget.Snackbar;

import android.view.View;

import android.support.design.widget.NavigationView;
import android.support.v4.view.GravityCompat;

import android.support.v4.widget.DrawerLayout;

import android.support.v7.app.ActionBarDrawerToggle;
import android.support.v7.app.AppCompatActivity;
import android.support.v7.widget. Toolbar;

import android.view.Menu;

import android.view.Menultem;

import android.app.Fragment;

import android.widget. Toast;

import org.json.JSONEXxception;
import org.json.JSONObject;

import gr.johnn.easysuper.api.AT_getuserdata;

import gr.johnn.easysuper.api.AsyncTaskCompleteListener;
import gr.johnn.easysuper.api.Connection;

import gr.johnn.easysuper.api.Helper;

import gr.johnn.easysuper.api.JnAssyncTask;

import gr.johnn.easysuper.auxilliary.APP;

import gr.johnn.easysuper.capture.CaptureActivity;

public class MainActivity extends AppCompatActivity
implements NavigationView.OnNavigationltemSelectedListener {
public static String scanned_code = ";
public static String handleResult = "";
android.app.FragmentManager fragmentManager = getFragmentManager();
NavigationView navigationView;
@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_main);
Toolbar toolbar = (Toolbar) findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

P
FloatingActionButton fab = (FloatingActionButton) findViewByld(R.id.fab);
fab.setOnClickListener(new View.OnClickListener() {

@Override
public void onClick(View view) {
Snackbar.make(view, "Replace with your own action”, Snackbar.LENGTH_LONG)
.setAction("Action", null).show();
}
hE

¥
DrawerLayout drawer = (DrawerLayout) findViewByld(R.id.drawer_layout);
ActionBarDrawerToggle toggle = new ActionBarDrawerToggle(

this, drawer, toolbar, R.string.navigation_drawer_open, R.string.navigation_drawer_close);
drawer.setDrawerListener(toggle);
toggle.syncState();
navigationView = (NavigationView) findViewByld(R.id.nav_view);
navigationView.setNavigationltemSelectedListener(this);
}
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@Override
public void onResume() {

}

super.onResume();

if (navigationView.getMenu().getltem(0).isChecked()) {
navigationView.getMenu().getltem(0).setChecked(true);
fragmentManager.beginTransaction().replace(R.id.content_frame, new Profile_fragment()).commit();

}

else if( navigationView.getMenu().getltem(1).isChecked() ) {
navigationView.getMenu().getltem(1).setChecked(true);
fragmentManager.beginTransaction().replace(R.id.content_frame, Cart_fragment.newlnstance(handleResult,scanned_code)).commit();

}

else if( navigationView.getMenu().getitem(2).isChecked() ) {
navigationView.getMenu().getltem(2).setChecked(true);
fragmentManager.beginTransaction().replace(R.id.content_frame, new History_fragment()).commit();

}

else {
navigationView.getMenu().getltem(0).setChecked(true);
fragmentManager.beginTransaction().replace(R.id.content_frame, new Profile_fragment()).commit();

handleResult = "";
scanned_code = "";

@Override
public void onBackPressed() {

}

DrawerLayout drawer = (DrawerLayout) findViewByld(R.id.drawer_layout);
if (drawer.isDrawerOpen(GravityCompat.START)) {
drawer.closeDrawer(GravityCompat. START);
}else {
super.onBackPressed();

@Override
public boolean onCreateOptionsMenu(Menu menu) {

}

getMenulnflater().inflate(R.menu.main, menu);
return true;

@Override
public boolean onOptionsltemSelected(Menultem item) {

}

intid = item.getitemld();

if (id == R.id.action_logout) {
/ILogout
APP clearUser();
Intent intent = new Intent(this, LoginActivity.class);
intent.setFlags(Intent. FLAG_ACTIVITY_NEW_TASK | Intent.FLAG_ACTIVITY_CLEAR_TASK);
startActivity(intent);
finish();
return true;

}

return super.onOptionsltemSelected(item);

@SuppressWarnings("StatementWithEmptyBody")
@Override
public boolean onNavigationltemSelected(Menultem item) {

intid = item.getitemld();

if (id == R.id.nav_profile) {
System.out.printin("Handle the profile");
fragmentManager.beginTransaction().replace(R.id.content_frame, new Profile_fragment()).commit();
}else if (id == R.id.nav_cart) {
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}

}

System.out.printin("Handle the cart")

fragmentManager.beginTransaction().replace(R.id.content_frame, Cart_fragment.newlnstance(handleResult,scanned_code)).commit();

}else if (id == R.id.nav_history) {
System.out.printin("Handle the history");
fragmentManager.beginTransaction().replace(R.id.content_frame, new History_fragment()).commit();

else

{

fragmentManager.beginTransaction().replace(R.id.content_frame, new Profile_fragment()).commit();

}

DrawerLayout drawer = (DrawerLayout) findViewByld(R.id.drawer_layout);
drawer.closeDrawer(GravityCompat.START);
return true;

@Override
public void onConfigurationChanged(Configuration newConfig) {

}

super.onConfigurationChanged(newConfig);

/I Checks the orientation of the screen

if (newConfig.orientation == Configuration.ORIENTATION_LANDSCAPE) {
IlonResume();

} else if (newConfig.orientation == Configuration.ORIENTATION_PORTRAITK
IlonResume();

@Override
public void onActivityResult(int requestCode, int resultCode, Intent intent) {

}

super.onActivityResult(requestCode, resultCode, null);

System.out.printin("Main Activity Got Result");

scanned_code ="";

if (resultCode == CaptureActivity.RESULT_OK) { I1'Successful retrieval of bar-code
Il intent.getStringExtra("SCAN_RESULT_FORMAT").toString(); Il unused format
scanned_code = intent.getStringExtra("SCAN_RESULT").toString().trim(); ~ // Store bar-code
handleResult = "handleResult";

} else if (resultCode == CaptureActivity. RESULT_CANCELED) { I/ Failure.. User canceled scanning process.

}Yelse {
Toast.makeText(getApplicationContext(), "? s???s? ?p?st?e?e pe ??d??? " + resultCode, Toast. LENGTH_LONG).show();

}

@Override
protected void onSavelnstanceState(Bundle outState) {

}

outState.putString("WORKAROUND_FOR_BUG_19917_KEY", "WORKAROUND_FOR_BUG_19917_VALUE");
super.onSavelnstanceState(outState);

Il File: gr.johnn.easysuper.Profile_fragment /////
package gr.johnn.easysuper;

import android.animation.Animator;

import android.animation.AnimatorListenerAdapter;
import android.annotation. TargetApi;

import android.app.Activity;

import android.app.Fragment;

import android.content.Context;

import android.content.Intent;

import android.net.Uri;

import android.os.Build;

import android.os.Bundle;
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import android.support.v4.app.FragmentActivity;
import android.view.Layoutlnflater;

import android.view.View;

import android.view.ViewGroup;

import android.widget.FrameLayout;

import android.widget.LinearLayout;

import android.widget.RelativeLayout;

import android.widget. TextView;

import gr.johnn.easysuper.api.AT_getuserdata;

import gr.johnn.easysuper.api.AsyncTaskCompleteListener;
import gr.johnn.easysuper.api.Helper;

import gr.johnn.easysuper.api.JnAssyncTask;

import gr.johnn.easysuper.auxilliary.APP;

o
* A simple {@link Fragment} subclass.

* Activities that contain this fragment must implement the

*{@link Profile_fragment.OnFragmentinteractionListener} interface
*to handle interaction events.

* Use the {@link Profile_fragment#newlInstance} factory method to
* create an instance of this fragment.

*

public class Profile_fragment extends Fragment implements AsyncTaskCompleteListener<String> {

/I TODO: Rename parameter arguments, choose names that match
I the fragment initialization parameters, e.g. ARG_ITEM_NUMBER
private static final String ARG_PARAM1 = "param1";

private static final String ARG_PARAM2 = "param2";

private View mProgressView;

private TextView nameView;

private TextView simameView;

private TextView emailView;

private TextView walletView;

private TextView countryView;

private TextView addressView;

private TextView phoneView;

JnAssyncTask mAuthTask = null;
/I TODO: Rename and change types of parameters
private String mParam1;
private String mParam;
View myView;
View myContent;
private OnFragmentinteractionListener mListener;
private Activity activity;
public Profile_fragment() {
/I Required empty public constructor

Jo
* Use this factory method to create a new instance of
* this fragment using the provided parameters.

*

* @param param1 Parameter 1.

* @param param2 Parameter 2.

* @return A new instance of fragment Profile_fragment.

¥

/I TODO: Rename and change types and number of parameters

public static Profile_fragment newInstance(String param1, String param2) {
Profile_fragment fragment = new Profile_fragment();
Bundle args = new Bundle();
args.putString(ARG_PARAM1, param1);
args.putString(ARG_PARAM2, param2);
fragment.setArguments(args);
return fragment;

212



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

@Override
public void onCreate(Bundle savedinstanceState)

}

super.onCreate(savedinstanceState);
if (getArguments() = null) {
mParam1 = getArguments().getString(ARG_PARAM1);
mParam2 = getArguments().getString(ARG_PARAM2);
}

@TargetApi(Build. VERSION_CODES.HONEYCOMB_MR2)
private void showProgressifinal boolean show) {

}

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.HONEYCOMB_MR?2) {
int shortAnimTime = getResources().getInteger(android.R.integer.config_shortAnimTime);

myContent.setVisibility(show ? View.GONE : View.VISIBLE);
myContent.animate().setDuration(shortAnimTime).alpha(
show ? 0 : 1).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
myContent.setVisibility(show ? View.GONE : View.VISIBLE);
}
W

mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
mProgressView.animate().setDuration(shortAnimTime).alpha(
show ? 1: 0).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);

M

}else {
Il The ViewPropertyAnimator APIs are not available, so simply show
/I 'and hide the relevant Ul components.
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
myContent.setVisibility(show ? View.GONE : View.VISIBLE);

}

@Override
public View onCreateView(Layoutinflater inflater, ViewGroup container,

Bundle savedInstanceState) {
Il Inflate the layout for this fragment
/ImListener
myView = (RelativeLayout)inflater.inflate(R.layout.fragment_profile_fragment,container,false);
myContent = (LinearLayout) myView.findViewByld(R.id.profile_content);
nameView = (TextView) myView.findViewByld(R.id.nameValue);
sirnameView = (TextView) myView.findViewByld(R.id.simameValue);
emailView = (TextView) myView.findViewByld(R.id.emailValue);
walletView = (TextView) myView.findViewByld(R.id.walletValue);
countryView = (TextView) myView.findViewByld(R.id.countryValue);

addressView = (TextView) myView.findViewByld(R.id.addressValue);
phoneView = (TextView) myView.findViewByld(R.id.phoneValue);

mProgressView = myView.findViewByld(R.id.profile_progress);
showProgress(true);

this.mAuthTask = new JnAssyncTask(myView.getContext(), this, APP.getUser().getUser_email(), APP.getUser().getUser_password(), "");

this.mAuthTask.execute("getuserdata");
return myView;

@Override
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public void onTaskComplete(String result) {
AT_getuserdata at = new AT_getuserdata(getActivity(), getActivity().getApplicationContext()) {
protected void onPostExecute(String result) {
System.out.printin("ProfileFragment:AT_getuserdata:onPostExecute result: ");
if (result == null) {
/ITODO;;

}else if (result.equals(Helper.INTERNALMSG.get(Helper.k_NOT_LOGGED_IN))) {
APP clearUser();

Intent intent = new Intent(myView.getContext(), LoginActivity.class);
intent.setFlags(Intent.FLAG_ACTIVITY_NEW_TASK | Intent. FLAG_ACTIVITY_CLEAR_TASK);
showProgress(false);

getActivity().startActivity(intent);

getActivity().finish();

} else if (result.equals(Helper.INTERNALMSG.get(Helper. kGENERAL_SUCCESS))) {
nameView.setText(APP.getUser().getuser_firstname());
simameView.setText(APP.getUser().getUser_lastname());
emailView.setText(APP.getUser().getUser_email());
walletView.setText(APP.getUser().getWallet().getWallet_balance() + " €");
countryView.setText(APP.getUser().getCountry().getCountry_name_el());
phoneView.setVisibility(View.INVISIBLE);
addressView.setVisibility(View.INVISIBLE);
if ('APP.getUser().getUser_address().equals("null")) {

addressView.setVisibility(View.VISIBLE);
addressView.setText(APP.getUser().getUser_address());
}else {

}

if ('APP.getUser().getUser_phone().equals("null")) {
phoneView.setVisibility(View.VISIBLE);
phoneView.setText(APP.getUser().getUser_phone());

}else {

}
}

showProgressifalse);

}

at.execute(result);

/I TODO: Rename method, update argument and hook method into Ul event
public void onButtonPressed(Uri uri) {
if (mListener != null) {
mListener.onFragmentinteraction(uri);
}
}

@Override
public void onAttach(Context context) {
super.onAttach(context);
activity = getActivity();
if (context instanceof OnFragmentinteractionListener) {
mListener = (OnFragmentinteractionListener) context;
}else {
throw new RuntimeException(context.toString()
+" must implement OnFragmentinteractionListener");
}

}

@Override

public void onDetach() {
super.onDetach();
mListener = null;

}

214



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

Jo
* This interface must be implemented by activities that contain this
* fragment to allow an interaction in this fragment to be communicated
* to the activity and potentially other fragments contained in that
* activity.
*<p/>
* See the Android Training lesson <a href=
* "http://developer.android.com/training/basics/fragments/communicating.html"
* >Communicating with Other Fragments</a> for more information.
¥
public interface OnFragmentinteractionListener {
/I TODO: Update argument type and name
void onFragmentinteraction(Uri uri);

}

}

111! File: gr.johnn.easysuper.Cart_fragment /////
package gr.johnn.easysuper;

import android.animation.Animator;

import android.animation.AnimatorListenerAdapter;
import android.annotation. TargetApi;
import android.app.Activity;

import android.app.Dialog;

import android.app.Fragment;

import android.content.Context;

import android.content.DialogInterface;
import android.content.Intent;

import android.net.Uri;

import android.os.Build;

import android.os.Bundle;

import android.os.SystemClock;

import android.support.v7.app.AlertDialog;
import android.view.Layoutlnflater;

import android.view.View;

import android.view.ViewGroup;

import android.view.WindowManager;
import android.widget.ArrayAdapter;
import android.widget.Button;

import android.widget.ImageButton;
import android.widget.RelativeLayout;
import android.widget. TableLayout;

import android.widget. TableRow;

import android.widget. TextView;

import android.widget. Toast;

import org.apache.commons.lang3.StringEscapeUtils;
import org.json.JSONArray;

import org.json.JSONException;

import org.json.JSONObject;

import java.util. ArrayList;

import gr.johnn.easysuper.api.AT_cart;

import gr.johnn.easysuper.api.AsyncTaskCompleteListener;
import gr.johnn.easysuper.api.Helper;

import gr.johnn.easysuper.api.JnAssyncTask;

import gr.johnn.easysuper.auxilliary.APP;

import gr.johnn.easysuper.model.Product;

import gr.johnn.easysuper.model.Receipt;

public class Cart_fragment extends Fragment implements AsyncTaskCompleteListener<String> {
I the fragment initialization parameters, e.g. ARG_ITEM_NUMBER
private static final String ARG_OPERATION = "param1";
private static final String ARG_BARCODE = "param2";
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private static String scanned_code ="";

private View mProgressView;

protected Button btnScan;

protected Button btnCheckout;

protected Button btnCancelCart;

private TextView value_price_total;

private TextView value_price_total_Ibl;

JnAssyncTask mAuthTask = null;

public View myView;

public View myContent;

private OnFragmentlinteractionListener mListener;
protected Activity activity;

public String cuerentQuery = "getcart";

public Cart_fragment() {
/I Required empty public constructor
System.out.printin("Cart_fragment:Default constructor”);

}

public static Cart_fragment newInstance(String param1, String param2) {
System.out.printin("Cart_fragment:newlInstance:param1=" +param1+"&param2="+param2);
Cart_fragment fragment = new Cart_fragment();
Bundle args = new Bundle();
args.putString(ARG_OPERATION, param1);
args.putString(ARG_BARCODE, param2);
fragment.setArguments(args);
return fragment;

}

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
cuerentQuery ="
scanned_code ="";
if (getArguments() = null) {
System.out.printin("Created Cart With Arguments");
cuerentQuery = getArguments().getString(ARG_OPERATION);
scanned_code = getArguments().getString(ARG_BARCODE);
}Yelse {
System.out.printin("Created Cart With NO Arguments");
}
}

@TargetApi(Build. VERSION_CODES.HONEYCOMB_MR2)
private void showProgressifinal boolean show) {
if (isAdded()) {
if (Build.VERSION.SDK_INT >= Build. VERSION_CODES.HONEYCOMB_MR2) {
int shortAnimTime = getResources().getInteger(android.R.integer.config_shortAnimTime);

myContent.setVisibility(show ? View.GONE : View.VISIBLE);
myContent.animate().setDuration(shortAnimTime).alpha(
show ? 0 : 1).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
myContent.setVisibility(show ? View.GONE : View.VISIBLE);
}
b

mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
mProgressView.animate().setDuration(shortAnimTime).alpha(
show ? 1: 0).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
}
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hE
}else {
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
myContent.setVisibility(show ? View.GONE : View.VISIBLE);
}
}
1

@Override
public View onCreateView(Layoutlnflater inflater, ViewGroup container,
Bundle savedinstanceState) {

Il'nflate the layout for this fragment
myView = (RelativeLayout) inflater.inflate(R.layout.fragment_cart_fragment, null);
myContent = (RelativeLayout) myView.findViewByld(R.id.cart_content);
value_price_total = (TextView) myView.findViewByld(R.id.value_price_total);
value_price_total.setVisibility(View.INVISIBLE);

value_price_total_Ibl = (TextView) myView.findViewByld(R.id.value_price_total_Ibl);
value_price_total_Ibl.setVisibility(View.INVISIBLE);

btnScan = (Button) myView.findViewByld(R.id.btn_scan);
btnScan.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
/ITODO: launch scan activity here
System.out.printin("new here");
scanned_code ="
try {
Intent intent = new Intent("gr.johnn.easysuper.capture.SCAN");
String promptMsg = getResources().getString(R.string.msg_default_status);
intent.putExtra("SCAN_MODE", "PRODUCT_MODE");
intent.putExtra("PROMPT_MESSAGE", promptMsg);

intent.putExtra("SCAN_WIDTH", 480); /I Could customize frame width with screen width retrieved.
intent.putExtra("SCAN_HEIGHT", 280); /I Could customize frame height with screen height retrieved.
intent.putExtra("SAVE_HISTORY", false); 11'SIN add flag to not save history
intent.setPackage(Cart_fragment.this.getActivity().getPackageName()); /I Set Package to this so we prevent

Application chooser
I from triggering when another bar-code scanner is installed.

Cart_fragment.this.getActivity().startActivityForResult(intent, 0); I/ Initialize Scanner.
} catch (Exception e) { /I This Shouldn't happen..

e.printStackTrace();

Toast.makeText(Cart_fragment.this.myView.getContext(), "ERROR:" + €, Toast. LENGTH_LONG).show();
}
I

scanned_code = "5201006000017",;
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), scanned_code);
cuerentQuery = "getproductdata”;
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
¥
}
bk
btnCheckout = (Button) myView.findViewByld(R.id.btn_checkout);
btnCheckout.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
dialog_gotoCheckout();
}
hE

btnCancelCart = (Button) myView.findViewByld(R.id.btn_cancelcart);
btnCancelCart.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
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Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP getUser().getUser_email(), APP.getUser().getUser_password(), "");
cuerentQuery = "cancelcart";
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
}
hE

mProgressView = myView.findViewByld(R.id.cart_progress);

showProgress(true);
if ( cuerentQuery.equals("handleResult")) {
handleResult(scanned_code);
}else {
this.mAuthTask = new JnAssyncTask(myView.getContext(), this, APP.getUser().getUser_email(), APP.getUser().getUser_password(),
")

cuerentQuery = "getcart";
this.mAuthTask.execute(cuerentQuery);
}
retum myView;

}

@Override
public void onTaskComplete(String result) {
AT _cart at = null;
switch (cuerentQuery) {
case "newcart":
Il callback is get cart
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:newcart.onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper.KGENERAL_SUCCESS))) {
System.out.printin("Created new cart");

}
2
break;
case "cancelcart":
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:cancelcart:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper. kGENERAL_SUCCESS))) {
System.out.printin("Canceled cart");
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
cuerentQuery = "getcart";
Cart_fragment.this.mAuthTask.execute(cuerentQuery);

}
3
break;
case "addtocart":
II'success callback is get cart
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:addtocart:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper.KGENERAL_SUCCESS))) {
cuerentQuery = "getcart";
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), "");
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
}
}
3

break;
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case "removefromcart":
II'success callback is get cart
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:removefromcart.onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper.KGENERAL_SUCCESS))) {
System.out.printin("Canceled cart");
cuerentQuery = "getcart";
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
}
}
3
break;
case "decreaseammount":
I success callback is get cart
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:decreaseammount:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper. INTERNALMSG.get(Helper. kGENERAL_SUCCESS))) {
System.out.printin("decreaseammount ");
cuerentQuery = "getcart”;
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
}
}
I3
break;
case "getusercart":
case "getcart";
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:getcart:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
resetTableRows();
value_price_total.setVisibility(View.INVISIBLE);
value_price_total_lbl.setVisibility(View.INVISIBLE);
if (result.equals(Helper. INTERNALMSG.get(Helper. kGENERAL_SUCCESS))) {
if (APP.getUser().getCart() != null) {
System.out.printin("Got User Cart");
for (Product pr : APP.getUser().getCart().getProducts()) {
TableLayout table;
table = (TableLayout) Cart_fragment.this.myView.findViewByld(R.id.tbl_products);
table.setVisibility(View.VISIBLE);
if (pr.getProd_order_quantity() > 1) {
for (inti=0; i < pr.getProd_order_quantity(); i++) {
inflateTableRow(pr);
}
}else {
inflate TableRow(pr);
}

}

if (APP.getUser().getCart().getProducts().size() > 0) {
String finalPrice = APP.getUser().getCart().computeTotalPrice() + " €";
value_price_total_Ibl.setVisibility(View.VISIBLE);
value_price_total.setText(finalPrice);
value_price_total.setVisibility(View.VISIBLE);

}

}
}else if (result.equals(Helper.INTERNALMSG.get(Helper.k_CART_NOT_FOUND))) {
dialog_createnewcart();
}
}
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3
break;
case "checkout":
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:checkout:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper. kGENERAL_SUCCESS))) {
cuerentQuery = "getreceiptfororder”;
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP .getUser().getUser_email(), APP.getUser().getUser_password(), String.valueOf(APP.getUser().getCart().getOrder_id()));
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
} else if (result.equals(Helper.INTERNALMSG.get(Helper.K_NOT_ENOUGH_MONEY))) {
Toast.makeText(Cart_fragment.this.myView.getContext(),
Helper. RESPONSE_MESSAGES.get(Helper. K_NOT_ENOUGH_MONEY), Toast. LENGTH_SHORT).show();
}
}
)3
break;
case "getreceiptfororder":
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:getreceiptfororder:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper. KGENERAL_SUCCESS))) {

dialog_showReceipt(APP.getUser().getCart().getReceipt());

}
3
break;
case "getproductdata™:
if(isAdded()){
at = new AT_cart(getActivity(), Cart_fragment.this.myView.getContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("CartFragment:AT_cart:getproductdata:onPostExecute result");
Cart_fragment.this.handleLoggout(result);
if (result.equals(Helper.INTERNALMSG.get(Helper. KGENERAL_SUCCESS))) {

Toast. LENGTH_SHORT).show();
Product pr = APP.getScanned_broduct();
if (pr 1= null) {
String finalPrice = String.valueOf(Float.valueOf(pr.getProduct_price_pure()) + Float.valueOf(pr.getProduct_vat_categ()));
String proddata = "Barcode:" + scanned_code + ", ???ua " + pr.getProduct_name_el() + ", ??u?:" + finalPrice;
dialog_addproducttocart(proddata);

}Yelse {
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
cuerentQuery = "getcart”;
Cart_fragment.this.mAuthTask.execute(cuerentQuery);

}
|}

}else {
System.out.printin("Fragment is detached");
}
break;
default:
break;
}

showProgress(false);
if (at 1= null) {
at.execute(result);
}
}
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public void handleLoggout(String result) {
if (result == null) {
/I SERVER DID NOT RESPOND
System.out.printin("SERVER DID NOT RESPOND");
}else if (result.equals(Helper. INTERNALMSG.get(Helper.k_NOT_LOGGED_IN))) {
APP clearUser();
Intent intent = new Intent(myView.getContext(), LoginActivity.class);
intent.setFlags(Intent. FLAG_ACTIVITY_NEW_TASK | Intent.FLAG_ACTIVITY_CLEAR_TASK);
showProgress(false);
getActivity().startActivity(intent);
getActivity().finish();
}
}

public void onButtonPressed(Uri uri) {
if (mListener = null) {
mListener.onFragmentinteraction(uri);
}

}

@Override
public void onAttach(Context context) {
super.onAttach(context);
activity = getActivity();
if (context instanceof OnFragmentinteractionListener) {
mListener = (OnFragmentinteractionListener) context;
}else {
throw new RuntimeException(context.toString()
+" must implement OnFragmentinteractionListener");
}

}

@Override

public void onDetach() {
super.onDetach();
mListener = null;

}

public interface OnFragmentinteractionListener {
void onFragmentInteraction(Uri uri);

private void dialog_gotoCheckout() {
AlertDialog.Builder builder = new AlertDialog.Builder(Cart_fragment.this.myView.getContext());
builder
.setMessage("?7?7??72?7s? ?a?a??e??a??")
.setPositiveButton("?a?", new Dialoglnterface.OnClickListener() {
@Override
public void onClick(DialogInterface dialog, int id) {
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
cuerentQuery = "checkout";
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
}
N
.setNegativeButton("???", new DialogInterface.OnClickListener() {
@Override
public void onClick(Dialoglnterface dialog, int id) {
dialog.dismiss();
}
bl

.show();

}

private void dialog_createnewcart() {
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AlertDialog.Builder builder = new AlertDialog.Builder(Cart_fragment.this.myView.getContext());
builder
.setMessage("T??ete ?a ?e????sete p?a ??a pa?a??e??a?")
.setPositiveButton("?a?", new Dialoglnterface.OnClickListener() {
@Override
public void onClick(DialogInterface dialog, int id) {
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
cuerentQuery = "newcart";
Cart_fragment.this.mAuthTask.execute(cuerentQuery);

}

.setNegativeButton("???", new DialogInterface.OnClickListener() {
@Override
public void onClick(DialogInterface dialog, int id) {
Intent intent = new Intent(Cart_fragment.this.getActivity(), MainActivity.class);
startActivity(intent);
dialog.cancel();

bl

.show();

}

private void dialog_addproducttocart(String proddata) {
System.out.printin("Asking user to add to cart");
AlertDialog.Builder builder = new AlertDialog.Builder(Cart_fragment.this.myView.getContext());
builder
.setMessage(proddata)
.setPositiveButton("?a?", new Dialoglnterface.OnClickListener() {
@Override
public void onClick(DialogInterface dialog, int id) {
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), scanned_code);
cuerentQuery = "addtocart";
Cart_fragment.this.mAuthTask.execute(cuerentQuery);

}

.setNegativeButton("???", new DialogInterface.OnClickListener() {
@Override
public void onClick(Dialoglnterface dialog, int id) {
dialog.cancel();
}
bl
.show();

}

private void dialog_removefromcart(final String barode) {
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), barode);
cuerentQuery = "decreaseammount";
Cart_fragment.this. mAuthTask.execute(cuerentQuery);

}

private void dialog_increaseammount(final String barode) {
System.out.printin("Trying to increase ammount");
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), barode);
cuerentQuery = "addtocart";
Cart_fragment.this.mAuthTask.execute(cuerentQuery);

}

private void dialog_showReceipt(Receipt receipt) {
System.out.printin("showing receipt to user");
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String receiptContent = receipt.getReceipt_details();
JSONObject obj;
String receiptPriceFinal = receipt.getReceipt_total_vat();

try {
obj = new JSONObject(receiptContent);
String order_date = obj.getString("order_date");
String data = obj.getString("data");

ArrayList<Product> prods = new ArrayList<>();

if (data != null && !data.equals("null") && !data.isEmpty()) {

JSONArray dataobj = new JSONArray(data);

for (int i = 0; i < dataobj.length(); i++) {
JSONObject jsonobject = dataobj.getJSONODbject(i);
String prodName = jsonobject.getString("product_name_el");
prodName = StringEscapeUtils.unescapeHtml4(prodName);
String prodQuant = jsonobject.getString("prod_order_quantity");
String prodPrice = jsonobject.getString("product_price_pure");
String prodVat = jsonobject.getString("vat_category_ammount");

Product pr = new Product();
pr.setProduct_name_el(prodName);
pr.setProd_order_quantity(Integer.valueOf(prodQuant));
pr.setProduct_price_pure(prodPrice);
pr.setProduct_vat_categ(prodVat);

prods.add(pr);

showCustomDiaolog(prods, receiptPriceFinal, order_date);

}

} catch (JSONException €) {
e.printStackTrace();
}

}

private void resetTableRows() {
TableLayout table;
table = (TableLayout) Cart_fragment.this.myView.findViewByld(R.id.tbl_products);
while (table.getChildCount() > 1) {
table.removeView(table.getChildAt(table.getChildCount() - 1));

}
table.setVisibility(View.INVISIBLE);
}

private void inflate TableRow(final Product product) {

TableLayout table;

table = (TableLayout) Cart_fragment.this.myView.findViewByld(R.id.tbl_products);

final String finalPrice = String.valueOf((Float.valueOf(product.getProduct_price_pure()) + (Float.valueOf(product.getProduct_price_pure())
* Float.valueOf(product.getProduct_vat_categ()))));

TableRow row = (TableRow) Layoutinflater.from(Cart_fragment.this.myView.getContext()).inflate(R.layout.attrib_row, null);

((TextView) row.findViewByld(R.id.table_prodbarcode)).setText(product.getProduct_barcode());

((TextView) row.findViewByld(R.id.table_prodname)).setText(product.getProduct_name_el());
((TextView) row.findViewByld(R.id.table_prodprice)).setText(finalPrice);

((ImageButton) row.findViewByld(R.id.table_remove)).setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
dialog_removefromcart(product.getProduct_barcode());
}

hE
((ImageButton) row.findViewByld(R.id.table_increase)).setOnClickListener(new View.OnClickListener() {
@Override

public void onClick(View v) {
dialog_increaseammount(product.getProduct_barcode());
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}

tayble.addView(row);
table.requestLayout();

private void showCustomDiaolog(final ArrayList<Product> prods, String finalprice, String date) {
AlertDialog.Builder builderSingle = new AlertDialog.Builder((Cart_fragment.this.myView.getContext()));

builderSingle.setlcon(R.drawable.ic_menu_cart);

final ArrayAdapter<Product> arrayAdapter = new ArrayAdapter<>(Cart_fragment.this.myView.getContext(),
android.R layout.simple_list_item_1);
for (inti = 0; i < prods.size(); i++) {
arrayAdapter.add(prods.get(i));
}

builderSingle.setPositiveButton("??ta?e?", new Dialoginterface.OnClickListener() {
@Override
public void onClick(DialoglInterface dialog, int which) {
INntent intent = new Intent(Cart_fragment.this.getActivity(), MainActivity.class);
IIstartActivity(intent);
History_fragment nextFrag = new History_fragment();
Cart_fragment.this.getFragmentManager().beginTransaction()
.replace(R.id.cart_fragment_container, nextFrag, null)
.addToBackStack(null)
.commit();
dialog.cancel();
}
B

builderSingle.setAdapter(arrayAdapter, null);
Dialog a = builderSingle.show();

a.getWindow().addFlags(WindowManager.LayoutParams.FLAG_NOT_TOUCH_MODAL);

}

Jo

* Fetches Results from Bar-code scanner Intent

*

@Override

public void onActivityResult(int requestCode, int resultCode, Intent intent) {
System.out.printin("Cart Fragment Got Result");

}

public void handleResult(String scanned_code) {
Cart_fragment.scanned_code = scanned_code;
if (\Cart_fragment.scanned_code.equals(™)) {
Cart_fragment.this.mAuthTask = new JnAssyncTask(Cart_fragment.this.myView.getContext(), Cart_fragment.this,
APP.getUser().getUser_email(), APP.getUser().getUser_password(), Cart_fragment.scanned_code);
cuerentQuery = "getproductdata”;
Cart_fragment.this.mAuthTask.execute(cuerentQuery);
}
}

}
Il File: gr.johnn.easysuper.History_fragment /////
package gr.johnn.easysuper;

import android.animation.Animator;

import android.animation.AnimatorListenerAdapter;
import android.annotation. TargetApi;

import android.app.Activity;

import android.app.Dialog;
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import android.app.Fragment;

import android.content.Context;
import android.content.DialogInterface;
import android.content.Intent;

import android.graphics.Color;

import android.net.Uri;

import android.os.Build;

import android.os.Bundle;

import android.support.v7.app.AlertDialog;
import android.view.Layoutlnflater;
import android.view.View;

import android.view.ViewGroup;
import android.view.WindowManager;
import android.widget.ArrayAdapter;
import android.widget.Button;

import android.widget.ImageButton;
import android.widget.RelativeLayout;
import android.widget. TableLayout;
import android.widget. TableRow;
import android.widget. TextView;
import android.widget. Toast;

import org.apache.commons.lang3.StringEscapeUtils;

import org.json.JSONArray;
import org.json.JSONEXxception;
import org.json.JSONObject;
import java.util ArrayList;

import gr.johnn.easysuper.api.AT_cart;

import gr.johnn.easysuper.api.AsyncTaskCompleteListener;

import gr.johnn.easysuper.api.Helper;

import gr.johnn.easysuper.api.JnAssyncTask;
import gr.johnn.easysuper.auxilliary.APP;
import gr.johnn.easysuper.model.Order;
import gr.johnn.easysuper.model.Product;
import gr.johnn.easysuper.model.Receipt;

public class History_fragment extends Fragment implements AsyncTaskCompleteListener<String> {
I the fragment initialization parameters, e.g. ARG_ITEM_NUMBER

private View mProgressView;
JnAssyncTask mAuthTask = null;

public View myView;
public View myContent;

private OnFragmentlnteractionListener mListener;

protected Activity activity;
public String cuerentQuery = "gethistory";

public History_fragment() {
/I Required empty public constructor

public static History_fragment newlnstance(String param1, String param2) {
History_fragment fragment = new History_fragment();

Bundle args = new Bundle();
fragment.setArguments(args);
return fragment;

}
@Override

public void onCreate(Bundle savedinstanceState) {

super.onCreate(savedinstanceState);
cuerentQuery ="";

}
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@TargetApi(Build. VERSION_CODES.HONEYCOMB_MR2)
private void showProgressi(final boolean show) {
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.HONEYCOMB_MR?2) {
int shortAnimTime = getResources().getinteger(android.R.integer.config_shortAnimTime);

myContent.setVisibility(show ? View.GONE : View.VISIBLE);
myContent.animate().setDuration(shortAnimTime).alpha(
show ? 0 : 1).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
myContent.setVisibility(show ? View.GONE : View.VISIBLE);
}
bk

mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
mProgressView.animate().setDuration(shortAnimTime).alpha(
show ? 1 0).setListener(new AnimatorListenerAdapter() {
@Override
public void onAnimationEnd(Animator animation) {
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
}
i
}else {
mProgressView.setVisibility(show ? View.VISIBLE : View.GONE);
myContent.setVisibility(show ? View.GONE : View.VISIBLE);
}
}

@Override
public View onCreateView(Layoutinflater inflater, ViewGroup container,
Bundle savedinstanceState) {
I Inflate the layout for this fragment
myView = (RelativeLayout)inflater.inflate(R.layout.fragment_history_fragment,container,false);
myContent = (RelativeLayout) myView.findViewByld(R.id.history_content);
mProgressView = myView.findViewByld(R.id.history_progress);
showProgress(true);
this.mAuthTask = new JnAssyncTask(myView.getContext(), this, APP.getUser().getUser_email(), APP.getUser().getUser_password(), ");
cuerentQuery = "gethistory";
this.mAuthTask.execute(cuerentQuery);
retum myView;

}

@Override
public void onTaskComplete(String result) {
AT _cartat = null;
switch (cuerentQuery) {
case "gethistory":
/I callback is get cart
at = new AT_cart(getActivity(), getActivity().getApplicationContext(), cuerentQuery) {
protected void onPostExecute(String result) {
System.out.printin("HistoryFragment:AT_cart.gethistory:onPostExecute result");
History_fragment.this.handleLoggout(result);
resetTableRows();
if (result.equals(Helper.INTERNALMSG.get(Helper. kGENERAL_SUCCESS))) {
System.out.printin("gethistory success");
if (APP.getUser().getHistory() != null) {
System.out.printin("Got User History");
for (Order order: APP.getUser().getHistory() ) {
TableLayout table;
table = (TableLayout)History_fragment.this.myView.findViewByld(R.id.tol_orders);
table.setVisibility(View.VISIBLE);
inflateTableRow(order);
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3
break;
default:
break;
}

showProgress(false);
if (at !=null) {
at.execute(result);
}
}

public void handleLoggout(String result) {
if (result == null) {
/I SERVER DID NOT RESPOND
System.out.printin("SERVER DID NOT RESPOND");
}else
if (result.equals(Helper.INTERNALMSG.get(Helper.k_NOT_LOGGED_IN) ) ) {
APP.clearUser();
Intent intent = new Intent(myView.getContext(), LoginActivity.class);
intent.setFlags(Intent. FLAG_ACTIVITY_NEW_TASK | Intent.FLAG_ACTIVITY_CLEAR_TASK);
showProgress(false);
getActivity().startActivity(intent);
getActivity().finish();
}
}

public void onButtonPressed(Uri uri) {
if (mListener != null) {
mListener.onFragmentinteraction(uri);
}
}

@Override
public void onAttach(Context context) {
super.onAttach(context);
activity = getActivity();
if (context instanceof OnFragmentinteractionListener) {
mListener = (OnFragmentlnteractionListener) context;
}else {
throw new RuntimeException(context.toString()
+" must implement OnFragmentinteractionListener");
}

}

@Override

public void onDetach() {
super.onDetach();
mListener = null;

}

public interface OnFragmentinteractionListener {
void onFragmentinteraction(Uri uri);

}

private void dialog_showReceipt(Receipt receipt) {
System.out.printin("showing receipt to user");
String receiptContent = receipt.getReceipt_details();
JSONObject obj;
String receiptPriceFinal = receipt.getReceipt_total_vat();

try {
obj = new JSONObject(receiptContent);
String order_date = obj.getString("order_date");
String data = obj.getString("data");

ArrayList<Product> prods = new ArrayList<>();
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if (data != null && !data.equals("null") && !data.isEmpty()) {

JSONArray dataobj = new JSONArray(data);

for (inti = 0; i < dataobj.length(); i++) {
JSONObject jsonobject = dataobj.getJSONODbject(i);
String prodName = jsonobject.getString("product_name_el");
prodName = StringEscapeUtils.unescapeHtmi4(prodName);
String prodQuant = jsonobject.getString("prod_order_quantity");
String prodPrice = jsonobject.getString("product_price_pure");
String prodVat = jsonobject.getString("vat_category_ammount");
Product pr = new Product();
pr.setProduct_name_el(prodName);
pr.setProd_order_quantity(Integer.valueOf(prodQuant));
pr.setProduct_price_pure(prodPrice);
pr.setProduct_vat_categ(prodVat);
prods.add(pr);

showCustomDiaolog(prods, receiptPriceFinal, order_date);

}

} catch (JSONException €) {
e.printStackTrace();
Toast.makeText(History_fragment.this.myView.getContext(), "? ap?de??? ??e? ??7?? format. ?a??? e???af?.",
Toast. LENGTH_SHORT).show();
}

}

private void resetTableRows() {
TableLayout table;
table = (TableLayout)History_fragment.this.myView.findViewByld(R.id.tbl_orders);
while (table.getChildCount() > 1) {
table.removeView(table.getChildAt(table.getChildCount() - 1));

}
table.setVisibility(View.INVISIBLE);
}

private void inflate TableRow(final Order order) {
TableLayout table;
table = (TableLayout)History_fragment.this.myView.findViewByld(R.id.tbl_orders);

TableRow row = (TableRow)LayoutInflater.from(History_fragment.this.myView.getContext()).inflate(R.layout.attrib_row_history, null);
((TextView) row.findViewByld(R.id.table_orderid)).setText(String.valueOf(order.getOrder_id()));

((TextView)row.findViewByld(R.id.table_orderdate)).setText(order.getOrder_datetime_completed());

TextView t = ((TextView)row.findViewByld(R.id.table_orderreceipt));
final Receipt rec = order.getReceipt();
if (rec I= null) {
final String finalPrice = order.getReceipt().getReceipt_total_vat() + " €";
t.setText(finalPrice);
t.setTextColor(Color.BLUE);
t.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
dialog_showReceipt(rec);
I
cuerentQuery = "getreceiptfororder";
History_fragment.this.mAuthTask = new JnAssyncTask(History_fragment.this.myView.getContext(),
History_fragment.this, APP.getUser().getUser_email(), APP.getUser().getUser_password(),
String.valueOf(order.getOrder_id()));
History_fragment.this.mAuthTask.execute(cuerentQuery);
¥

}
i

}Yelse {
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t.setText("?? d?a??s?u?");

table.addView(row);
table.requestLayout();

private void showCustomDiaolog(final ArrayList<Product> prods, String finalprice, String date) {
AlertDialog.Builder builderSingle = new AlertDialog.Builder((History_fragment.this.myView.getContext()));

builderSingle.setlcon(R.drawable.ic_menu_cart);

final ArrayAdapter<Product> arrayAdapter = new ArrayAdapter<>(History_fragment.this.myView.getContext(),
android.R layout.simple_list_item_1);
for (inti = 0; i < prods.size(); i++) {
arrayAdapter.add(prods.get(i));
}

builderSingle.setPositiveButton("??ta?e?", new DialogInterface.OnClickListener() {
@Override
public void onClick(DialoglInterface dialog, int which) {
dialog.cancel();
}
s

builderSingle.setAdapter(arrayAdapter, null);
Dialog a = builderSingle.show();

a.getWindow().addFlags(WindowManager.LayoutParams.FLAG_NOT_TOUCH_MODAL);

}

Il File: gr.johnn.easysuper.model.User /////
package gr.johnn.easysuper.model;

import org.json.JSONArray;
import org.json.JSONException;
import org.json.JSONObject;

import java.util ArrayList;
import java.util.List;

import gr.johnn.easysuper.api.Helper;

public class User {
int user_id;
String user_firstname;
String user_lastname;
String user_country_iso_2;
Country country;
String user_password;
String user_email;
int user_active;
String user_logins;
String user_last_login;
String user_address;
String user_phone;
Role role;
int user_role;
String user_extra;
int user_deleted;
String user_device_uuid;
Wallet wallet;
Order Cart;
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ArrayList<Order> orderList;

public String getUser_firstname() {
return user_firstname;

}

public void setUser_firstname(String user_firstname) {
this.user_firstname = user_firstname;

}

public Order getCart() {
return Cart;

}

public void setCart(Order cart) {
Cart = cart;
}

public void clearCart() {
setCart(null);
1

public ArrayList<Order> getOrderList() {
retum orderList;

}

public void setHistory(ArrayList<Order> orderList) {
this.orderList = orderList;

}
public User() {}

public void setHistoryFromJson(String jsonString) {
try {
JSONArray jsonArrayResponce = null;
jsonArrayResponce = new JSONArray(jsonString);
this.setHistoryFromJson(jsonArrayResponce);
} catch (JSONException e) {
e.printStackTrace();
}
}

public void setHistoryFromJson(JSONArray jsonArray) throws JSONException {
this.orderList = null;
this.orderList = new ArrayList<>();
if (jsonArray != null && jsonArray.length() > 0) {
for (inti = 0; i < jsonArray.length(); i++) {
JSONObject jsonobject = jsonArray.getJSONObject(i);
Order order = new Order();
order.fromJson(jsonobject);
this.orderList.add(order);
}
}
}

public ArrayList<Order> getHistory() {
return this.orderList;

}

public void fromJson(String jsonString) throws JSONException {
JSONObject jsonObjectResponce = null;
jsonObjectResponce = new JSONODbject(jsonString);
this.fromJson(jsonObjectResponce);

public void cartFromJson(JSONObject jsonObjectResponce) throws JSONException {
this.Cart = null;
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this.Cart = new Order();
this.Cart.fromJson(jsonObjectResponce);

}

public void cartFromJson(String jsonString) throws JSONException {
JSONObject jsonObjectResponce = null;
jsonObjectResponce = new JSONODbject(jsonString);
this.cartFromJson(jsonObjectResponce);

}

public void fromJson(JSONObject jsonObjectResponce) throws JSONEXxception {
user_id = jsonObjectResponce.getint("user_id");
user_firstname = jsonObjectResponce.getString("user_firsthame");
user_lastname = jsonObjectResponce.getString("user_lastname");
user_country_iso_2 = jsonObjectResponce.getString("user_country_iso_2");
user_active = jsonObjectResponce.getint("user_active");
user_logins = jsonObjectResponce.getString("user_logins");
user_address = jsonObjectResponce.getString("user_address");
user_phone = jsonObjectResponce.getString("user_phone");
user_role = jsonObjectResponce.getint("user_role");
user_extra = jsonObjectResponce.getString("user_extra");
user_deleted = jsonObjectResponce.getint("user_deleted");
user_device_uuid = jsonObjectResponce.getString("user_device_uuid");
user_extra = jsonObjectResponce.getString("user_extra");
country = new Country();
country.setCountry_iso_2(user_country_iso_2);
country.setCountry_name_el((jsonObjectResponce.getString("country_name_el")));
role = new Role();
role.setRole_id(user_role);
role.setRole_name(jsonObjectResponce.getString("role_name"));
wallet = new Wallet();
wallet.setWallet_id(jsonObjectResponce.getint("wallet_id"));
wallet.setWallet_user_id(user_id);
wallet.setWallet_balance(jsonObjectResponce.getString("wallet_balance"));

}

public int getUser_id() {
retumn user_id;
}

public void setUser_id(int user_id) {
this.user_id = user_id;

}

public String getuser_firstname() {
retum user_firstname;
}

public void setuser_firstname(String user_firstname) {
this.user_firstname = user_firstname;

public String getUser_lastname() {
return user_lastname;

}

public void setUser_lastname(String user_lastname) {
this.user_lastname = user_lastname;

public String getUser_country_iso_2() {
return user_country_iso_2;

}

public void setUser_country_iso_2(String user_country_iso_2) {
this.user_country_iso_2 = user_country_iso_2;

}
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public Country getCountry() {
retumn country;

}

public void setCountry(Country country) {
this.country = country;

}

public String getUser_password() {
return user_password;

}

public void setUser_password(String user_password) {
this.user_password = user_password;

}

public String getUser_email() {
return user_email;

}

public void setUser_email(String user_email) {
this.user_email = user_email;

}

public int getUser_active() {
return user_active;

}

public void setUser_active(int user_active) {
this.user_active = user_active;

}

public String getUser_logins() {
return user_logins;

}

public void setUser_logins(String user_logins) {
this.user_logins = user_logins;

}

public String getUser_last_login() {
return user_last_login;

}

public void setUser_last_login(String user_last_login) {
this.user_last_login = user_last_login;

}

public String getUser_address() {
return user_address;

}

public void setUser_address(String user_address) {
this.user_address = user_address;

}

public String getUser_phone() {
return user_phone;

}

public void setUser_phone(String user_phone) {
this.user_phone = user_phone;

public Role getRole() {
return role;
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}

public void setRole(Role role) {
this.role = role;

}

public int getUser_role() {
return user_role;

}

public void setUser_role(int user_role) {
this.user_role = user_role;

}

public String getUser_extra() {
return user_extra;

}

public void setUser_extra(String user_extra) {
this.user_extra = user_extra;

}

public int getUser_deleted() {
return user_deleted;

}

public void setUser_deleted(int user_deleted) {
this.user_deleted = user_deleted;

}

public String getUser_device_uuid() {
return user_device_uuid;

public void setUser_device_uuid(String user_device_uuid) {
this.user_device_uuid = user_device_uuid;

}

public Wallet getWallet() {
return wallet;

public void setWallet(Wallet wallet) {
this.wallet = wallet;

}

}

Il File: gr.johnn.easysuper.model.Role /////
package gr.johnn.easysuper.model;

public class Role {
int role_id;
String role_name;

public int getRole_id() {
return role_id;

}

public void setRole_id(int role_id) {
this.role_id = role_id;

}

public String getRole_name() {
retum role_name;

}
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public void setRole_name(String role_name) {
this.role_name = role_name;
}
}

Il File: gr.johnn.easysuper.model.Wallet /////
package gr.johnn.easysuper.model;

public class Wallet {
int wallet_id;
int wallet_user_id;
String wallet_balance;

public int getWallet_id() {
retum wallet_id;

}

public void setWallet_id(int wallet_id) {
this.wallet_id = wallet_id;

}

public int getWallet_user_id() {
retumn wallet_user_id;

}

public void setWallet_user_id(int wallet_user_id) {
this.wallet_user_id = wallet_user_id;

}

public String getWallet_balance() {
return wallet_balance;

public void setWallet_balance(String wallet_balance) {
this.wallet_balance = wallet_balance;
}
}

Il File: gr.johnn.easysuper.model.Receipt /////
package gr.johnn.easysuper.model;

import org.json.JSONException;
import org.json.JSONODbject;

public class Receipt {
int receipt_id;
String receipt_details;
String receipt_total_no_vat;
String receipt_total_vat;

public void fromJson(String jsonString) throws JSONEXxception {
JSONODbject jsonObjectResponce = null;
jsonObjectResponce = new JSONODbject(jsonString);
this.fromJson(jsonObjectResponce);

}

public void fromJson(JSONObject jsonObjectResponce) throws JSONException {
this.setReceipt_id(jsonObjectResponce.getint("receipt_id"));
this.setReceipt_details(jsonObjectResponce.getString("receipt_details"));
this.setReceipt_total_no_vat(jsonObjectResponce.getString("receipt_total_no_vat"));
this.setReceipt_total_vat(jsonObjectResponce.getString("receipt_total_vat"));

}

public int getReceipt_id() {
retum receipt_id;
}
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public void setReceipt_id(int receipt_id) {
this.receipt_id = receipt_id;

}

public String getReceipt_details() {
retum receipt_details;

}

public void setReceipt_details(String receipt_details) {
this.receipt_details = receipt_details;

}

public String getReceipt_total_no_vat() {
return receipt_total_no_vat;

}

public void setReceipt_total_no_vat(String receipt_total_no_vat) {
this.receipt_total_no_vat = receipt_total_no_vat;

public String getReceipt_total_vat() {
return receipt_total_vat;

}

public void setReceipt_total_vat(String receipt_total_vat) {
this.receipt_total_vat = receipt_total_vat;

Il File: gr.johnn.easysuper.model.Product /////
package gr.johnn.easysuper.model;

import org.json.JSONException;
import org.json.JSONObject;

public class Product {
int product_id;
String product_name_el;
int product_categ_id;
String product_country_iso_2;
String product_barcode;
String product_price_pure;
String product_vat_categ;
int product_stock_num;
int product_status;
int prod_order_quantity;
Category category;
Country country;

public int getProd_order_quantity() {
retum prod_order_quantity;

}

public void setProd_order_quantity(int prod_order_quantity) {
this.prod_order_quantity = prod_order_quantity;

public void fromJson(String jsonString) throws JSONException {
JSONObject jsonObjectResponce = null;
jsonObjectResponce = new JSONODbject(jsonString);
this.fromJson(jsonObjectResponce);

1
public void fromJson(JSONObject jsonObjectResponce) throws JSONException {
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this.setProduct_id(jsonObjectResponce.getint("product_id"));
this.setProduct_name_el(jsonObjectResponce.getString("product_name_el"));
this.setProduct_categ_id(jsonObjectResponce.getint("product_categ_id"));
this.setProduct_country_iso_2(jsonObjectResponce.getString(“product_country_iso_2"));
this.setProduct_barcode(jsonObjectResponce.getString("product_barcode"));
this.setProduct_price_pure(jsonObjectResponce.getString("product_price_pure"));
this.setProduct_vat_categ(jsonObjectResponce.getString("vat_category_ammount"));
this.setProduct_stock_num(jsonObjectResponce.getint("product_stock_num"));
this.setProduct_status(jsonObjectResponce.getint("product_status"));
try {

this.setProd_order_quantity(jsonObjectResponce.getint("prod_order_quantity"));
} catch (JSONException e) {
}

}

public int getProduct_id() {
retumn product_id;

}

public void setProduct_id(int product_id) {
this.product_id = product_id;
}

public String getProduct_name_el() {
retum product_name_el;

}

public void setProduct_name_el(String product_name_el) {
this.product_name_el = product_name_el;

}

public int getProduct_categ_id() {
retum product_categ_id;

}

public void setProduct_categ_id(int product_categ_id) {
this.product_categ_id = product_categ_id;

}

public Category getCategory() {
retumn category;

}

public void setCategory(Category category) {
this.category = category;

public String getProduct_country_iso_2() {
return product_country_iso_2;

}

public void setProduct_country_iso_2(String product_country_iso_2) {
this.product_country_iso_2 = product_country_iso_2;

public Country getCountry() {
retun country;

}

public void setCountry(Country country) {
this.country = country;

public String getProduct_barcode() {
retumn product_barcode;

}
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public void setProduct_barcode(String product_barcode) {
this.product_barcode = product_barcode;

}

public String getProduct_price_pure() {

public void setProduct_price_pure(String product_price_pure) {
this.product_price_pure = product_price_pure;

}

retumn product_price_pure;

public String getProduct_vat_categ() {

}

public void setProduct_vat_categ(String product_vat_categ) {
this.product_vat_categ = product_vat_categ;

}

retum product_vat_categ;

public int getProduct_stock_num() {

}

public void setProduct_stock_num(int product_stock_num) {
this.product_stock_num = product_stock_num;

}

retum product_stock_num;

public int getProduct_status() {

}

public void setProduct_status(int product_status) {

}

return product_status;

this.product_status = product_status;

@Override
public String toString() {

}

Il File: gr.johnn.easysuper.model.Order /////

final String finalPrice = String.valueOf( this.getProd_order_quantity() * (Float.valueOfithis.getProduct_price_pure()) +
Float.valueOfithis.getProduct_price_pure())* Float.valueOfithis.getProduct_vat_categ())));

return this.getProduct_name_el()

+"x " + this.getProd_order_quantity()+ " x "
+"[" + this.getProduct_price_pure()+"(€) * " + this.getProduct_vat_categ()+" F??] = " + finalPrice;

package gr.johnn.easysuper.model;

import org.json.JSONArray;
import org.json.JSONException;
import org.json.JSONObject;

import java.util ArrayList;
import java.util.Date;
import java.util.List;

public class Order {
int order_id;
int order_user_id;
String order_datetime_start;
String order_datetime_submit;
String order_datetime_cancel;
String order_datetime_completed;
int order_status;
int order_receipt_id;
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String order_device;
Receipt receipt;
List<Product> products;

public String computeTotalPrice() {
String res ="
Float price = 0.0f;
if (this.products != null && this.products.size() > 0) {
for (inti=0; i < this.products.size(); i++ ) {
Product pr = this.products.get(i);
final String finalPrice = String.valueOf( pr.getProd_order_quantity() * (Float.valueOf(pr.getProduct_price_pure()) +
Float.valueOf(pr.getProduct_price_pure())* Float.valueOf(pr.getProduct_vat_categ())));
/ffinal String finalPrice = String.valueOf{( (Float.valueOf(pr.getProduct_price_pure()) + Float.valueOf(pr.getProduct_price_pure())*
Float.valueOf(pr.getProduct_vat_categ())));
price += Float.valueOf(finalPrice);

res = String.valueOfiprice);

}

return res;

public void fromJson(JSONObject jsonObjectResponce) throws JSONException {
this.setOrder_id(jsonObjectResponce.getint("order_id"));
this.setOrder_user_id(jsonObjectResponce.getint("order_user_id"));
this.setOrder_datetime_start(jsonObjectResponce.getString(“order_datetime_start"));
this.setOrder_datetime_cancel(jsonObjectResponce.getString("order_datetime_cancel"));
this.setOrder_datetime_submit(jsonObjectResponce.getString("order_datetime_submit"));
this.setOrder_datetime_completed(jsonObjectResponce.getString("order_datetime_completed"));
this.setOrder_status(jsonObjectResponce.getint("order_status"));
this.setOrder_device(jsonObjectResponce.getString("order_device"));
String prodsstr = jsonObjectResponce.getString(“products”);
this.setProducts(null);
if (Iprodsstr.equals("null") && !prodsstr.isEmpty()) {
JSONArray prods = jsonObjectResponce.getJSONArray("products");
this.setProducts(null);
if (prods != null && prods.length() > 0) {
for (inti = 0; i < prods.length(); i++) {
JSONObject jsonobject = prods.getJSONObject(i);
Product prod = new Product();
prod.fromJson(jsonobject);
this.getProducts().add(prod);
}
}

this.setReceipt(null);
String recld = (jsonObjectResponce.getString("order_receipt_id"));
if (‘recld.equals("null") && !recld.isEmpty()) {
this.setOrder_receipt_id(jsonObjectResponce.getint("order_receipt_id"));
if (this.getOrder_receipt_id() > 0) {
Receipt r = new Receipt();
r.setReceipt_id(this.getOrder_receipt_id());
r.setReceipt_details(jsonObjectResponce.getString("receipt_details"));
r.setReceipt_total_no_vat(jsonObjectResponce.getString("receipt_total_no_vat"));
r.setReceipt_total_vat(jsonObjectResponce.getString("receipt_total_vat"));
this.setReceipt(r);
}
}
}

public int getOrder_id() {
return order_id;

}

public void setOrder_id(int order_id) {
this.order_id = order_id;

}

238



Bring Your Own Internet of Things (BYO-loT) wg poxAdg autopatotroinong diadIKaoiwy og onyeia Alavikig TTWANoNg

public int getOrder_user_id() {
return order_user _id;

}

public void setOrder_user_id(int order_user_id) {
this.order_user_id = order_user_id;

public String getOrder_datetime_start() {
retum order_datetime_start;

}

public void setOrder_datetime_start(String order_datetime_start) {
this.order_datetime_start = order_datetime_start;

}

public String getOrder_datetime_submit() {
return order_datetime_submit;

}

public void setOrder_datetime_submit(String order_datetime_submit) {
this.order_datetime_submit = order_datetime_submit;

}

public String getOrder_datetime_cancel() {
return order_datetime_cancel;

}

public void setOrder_datetime_cancel(String order_datetime_cancel) {
this.order_datetime_cancel = order_datetime_cancel;

}

public String getOrder_datetime_completed() {
return order_datetime_completed;

}

public void setOrder_datetime_completed(String order_datetime_completed) {
this.order_datetime_completed = order_datetime_completed;

}

public int getOrder_status() {
retumn order_status;

}

public void setOrder_status(int order_status) {
this.order_status = order_status;

}

public int getOrder_receipt_id() {
retumn order_receipt_id;

}

public void setOrder_receipt_id(int order_receipt_id) {
this.order_receipt_id = order_receipt_id;

}

public String getOrder_device() {
return order_device;

public void setOrder_device(String order_device) {
this.order_device = order_device;

}

public Receipt getReceipt() {
retum receipt;

}
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public void setReceipt(Receipt receipt) {
this.receipt = receipt;

}

public List<Product> getProducts() {
if (products == null) {
products = new ArrayList<>();
}
return products;

}

public void setProducts(List<Product> products) {
this.products = products;
}
}

1111 File: gr.johnn.easysuper.model.Country ////
package gr.johnn.easysuper.model;

public class Country {
String country_iso_2;
String country_iso_3;
String country_name_en;
String country_name_el;

public String getCountry_iso_2() {
return country_iso_2;

}
public void setCountry_iso_2(String country_iso_2) {
this.country_iso_2 = country_iso_2;

}
public String getCountry_iso_3() {
return country_iso_3;

}
public void setCountry_iso_3(String country_iso_3) {
this.country_iso_3 = country_iso_3;

1
public String getCountry_name_en() {
retumn country_name_en;

public void setCountry_name_en(String country_name_en) {
this.country_name_en = country_name_en;

1
public String getCountry_name_el() {
return country_name_el;

public void setCountry_name_el(String country_name_el) {
this.country_name_el = country_name_el;
}
}

Il File: gr.johnn.easysuper.model.Category /////
package gr.johnn.easysuper.model;

public class Category {
int category_id;
int category_parent;
int category_level;
String category_name_el;

public int getCategory_id() {
retum category_id;

}
public void setCategory_id(int category_id) {
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this.category_id = category_id;

}
public int getCategory_parent() {
return category_parent;

}
public void setCategory_parent(int category_parent) {
this.category_parent = category_parent;

1
public int getCategory_level() {
return category_level;

public void setCategory_level(int category_level) {
this.category_level = category_level;

}
public String getCategory_name_el() {
return category_name_el;

public void setCategory_name_el(String category_name_el) {
this.category_name_el = category_name_el;
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EAeUBepog EtrayyeApariag
ZuvTaglouxog
Avepyog

e Mwg Ba xapaktnpilate TO €MTTESO YVWOEWYV 0A¢ O OXEON HWE TN XPrion
NAEKTPOVIKWY UTTOAOYIOTWV

o TMoAU xaunAd
o XaunAé
o Mértpio
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o YynAo
o [oAU upnAd

e [Méoo e€oikelwpévol gioTe Pe TNV évvola Tou Internet of Things
KaBoAou
Aiyo
ApKETA
MoAu

e 600 e€oikeiwpévol eioTe pe TNV évvoia Tou Bring Your Own Device
KaBoAou
Aiyo
ApKETA
MoAU

e 600 CuXV& XPNOIPOTTOIEITE TO KIVNTO 0ag TNAEQPWVO COg YIa ETTAYYEAPATIKOUG
OKOTTOUG OTO XWPO EKTTAideuong / epyaciag oag

KaBdéhou
Aiyo
ApKeTa
MoAU

e Moéoo diateBeipévol Ba AoacTav va TTAPAXWPNCETE TTPOOWTTIKA 0ag OTOIXEIa yia
TN BeATiwon pIag uTPETiag

KaBdhou
Aiyo
ApPKETA
MoAu

e 'Exere Aoyapiaopd o€ KATTOIQ UTTNPECTIa NAEKTPOVIKWY ayopwy (T1.x. Amazon, E-
bay)
Nau

Oxi

* 'Exete Aoyapiacud ot kamoia utrnpecia E-Banking
Nai
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o Oxi

e Exete amobnkeupéva oToixeia TTpdoBaong yia KATola amd TIG TTApaATTavw
UTTNPEGIEG OTO KIVNTO 0ag TNAEPWVO

1 Nai
o Oxi

e 600 ouxVa TTPAYUATOTTOIEITE NAEKTPOVIKEG AYOPEG
1 Morté
1 Zmavia
0 Zuxvad
1 MoAU cuxva

o [Moid péBodo TTANPWHNAG ETTIAEYETE, 1) Ba ETTIAEYQATE, YIA TIG NAEKTPOVIKEG AYOPEG Oag
1 AvrikataBoAn

KardBeon oe tpamela
MioTwrik Kéapta
PaySafe

1 AANN

e 600 ouxva cuvdéeoTe o dnuocia acupuara dikTua atrd To KIVNTO oag TNAEQWVO
o Morté
o Zmavia

Zuxva

MoAU cuxva

* Oa TTpaypaTOTTOIOUCATE KATTOI SOCOANWIA KE TO KIVNTO 0aG TNAEQWVO PECW EVOG
dnuooiou acUppaTou SIKTUoU

1 Nai
Oxi

e 1600 oUXVA ETTIOKETITECTE KATAOTANATA COUTTEP HAPKET YIA TNG QYOPES TAG
1 Morté
Zmavia
o Zuxva
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1 MoAU ouxva

e 1600 CUXVA XPNOIKOTTOIEITE NAEKTPOVIKO XPrHA YIA TIG AYOpEG OQG Ot TOUTTEP
HAPKET
1 Moté
[ Zmavia
[ Zuxva
oAU cuxva

e 600 diateBeipévol Ba RoaoTav va XPNOIKOTIOICETE TO KIVNTO 0AG TNAEPWVO YIa
TIG ayopEG 0ag O€ £va KATAOTNHA COUTTEP HAPKET

1 KaBodAou
1 Aiyo

1 ApPKETA
1 MoAu

e Moco diateBeipyévol Ba NOACTAV VA CAPUWVETE KABe TTPOidv TIpIv TO BAAETE OTO
KOAGBI TOU COUTTEP MAPKET, €AV AQUTO Tag £BIVE Tn duVATOTNTA VA HN TTEPIMEVETE
oTNnV oupd TOU Taueiou

KaBdAou

Aiyo

ApkeTd

oAU

e Y& ox£On ME TNV TTApATTAvVW £pwWTNON, Ba cag £3ive emMTTAEOV KivnTpa n TTapoxn
OIKOVOUIKWY TTpovopiwy (Bonus) atd 1o katdoTnua

1 Nai
1 Oxi

e Moo moTeleTe OTI N UTTAPEN AVAAUTIKOU IOTOPIKOU TWV Ayopwy Cag Ot TOUTTER
HApkeT, Ba cuvEBaAEe oTNV KAAUTEPN BIAXEIPION TOU OIKIAKOU TTPOUTTOAOYICHOU

KaBdAou
Aiyo
ApkeTd
oAU
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e Y& 1 BaBud moTeVETE OTI N HEIWON TNG AVOPWITIVNG ETTAPrG OTO Tapeio Ba
eTNPéale TNV TTPOBECT) CAG VA ETTIOKEPTEITE Eavd éva KaTAoTnHa
KaBdhou
Aiyo
ApPKETA
MoAl

o Mwg moTeteTe 611 Ba eTNPEEQde N €10AYWYr] QUTOUGTWY TAUEIWY, TNV AyopaoTIKn
oag eUTTEIPIa O€ Eva COUTTEP MAPKET

MoAU apvnTIK&
ApvnTika
QOudétepa
OeTiKG

MoAU BeTika
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EpwtnuaTtoAdylo o€ NAEKTPOVIKA HOPPN

MANENIZTHMIO MEIPAIQE

UNIVERSITY OF PIRAEUS

TMHMA WH®OIAKQN ZYZTHMATQON M.M.X.
«WH®DIAKA ZYITHMATA KAl YMHPEZIEZ»
KATEYOYNZH: AIKTYOKENTPIKA EYETHMATA

Bring Your Own Internet of Things (BYO-loT) wg HoxAdg autopatotroinong diadIKaciwy o€ onueia AlavikAg TTwAnong

Epuinuaiohéyio o1 mAion peiaTuyiakis BimAepanikis epyaoiag e Géua m xpfor 1ou Bring Your Own Intemet of Things (BYO-loT)

¢ OYAG fHUTORETOTIONGNE DIBIKCIGY T8 GMUEIT MEVIKA S TIOANTIG

T KARI o0 KPIELIGTIONITE divel SOKIETTIKG, Of KTTGYIATEIS G ¢ B KXMIETPBENY.

Ovopa (wpecpamss)

o

Hamin

Exrmmit euen

Emdyyehua

i 0 xapaxTPILaTE 10 CTEB O YWbTEWY TUS TE TXET IE T XPAORN NAEKTROVIKGN UTIOABYITIN;

600 CEOIKEINNIEYO! TATE WETNY EVVOKS TOU INtSTNSL OF TRINGS;

600 clomenwuiver sioTe e 1y ivwora 1ou Bring Your Ow n De vice;

néao avnes aag via axomoic 5 ’

Néuo Baredapiver Ba figaTay va MapaxweeET: MROS WK Gus oraeia via m fehtiuon wag umpraiag

EXETE AGYapIIaIS GE KATIOK VTTEa(a HACKTPOVIKIN GYOPUNY (T1X. AMBZOn, E-bay);

EXETE AOYapIaOIG GE KiTosa vnpLaio EBanking;

‘Exere anoBixeuiva o onci TpGafiag NG Via KITIOIa GIé TS FPATIGYW UIMPETILS 010 KIVNTE Gag AL WNO;

M6u0 auxvd TpaypaTeTOIETE NAEKTROVIKES ayoRiSi

Mlend pE0BBO TANPLINAG EmABYETE, f B EMAEYTTE, ViR TI NAEKTROVIKES ayOREG 7]

N800 auxvd suvEoTe oE BGoIa aoUppaTa BikTua aTrS To KIVNTS Tag TIAEpLNO]

B0 mpayHETOTOGEETE KETIOK BOTEANWIa HE T0 KIVITH GOE AL WNO PiTw cvés BNRGoIe BT ippaTow iKriou;

Moo auxvd 2 i yia g ayopic oag

1600 FuRV XPNOIHOTOIEITE NATKTROVIKD XPIiNT V10 TIC 6VOpEC g oe o oimEp ptpKeT]

néoo 6a ipagray va 1o KIvT6 g AR 16 avopic oug ot iva KaTGOTING GO WGRKET;

600 Barelapiver Ga figacTay va Cap@vETE KO TROIGY TTpIV 10 BGAETE 010 KGAGU! ToU @ OUTZR HGRKET, LY QUTS Tug EBiVE T BUVaTATTA VG NI} TEENEVETE O TV

oupd Tou Tapclou;

£ ox{oN WE ¥V TARATIGVG) EpGRNOR, B0 G0C BIve EMITALOY KIVNTDN N TAPOXI) OIKOVOIIKIN TIPOVOUiLY (BOMIE) GWd To KuTdaTNLIE;

1600 moTeder: G110 §napln aVGAUTIO 10 T0PIKOD YWY ayoRUY 0ag £ couTze udpKer, 0o awilahe o Tav omaxod

22 11 B0y 6 MoTEETE 6T N PEWTN T AVORUMIVIIC ETAR i 0T0 Taugio 0 cMpECe MY MRO0CT | TaC va eMKegTLiTe favd éva KaTdoTuG;

TNusg mateders 61180 cmpéate N aoaywyh aurpaTey TeRcky, TY syepaaTIg aag qimaple oc fva gede pdpker;

wiveng E. MiEhAng
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