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MeTtaTrTuxiakr AilaTpiBn Eudyyehog Mpnyopiou

MepiAnyn

OLeunaBeleg aopaieiag evog AoyLopikol pmopolv va ipokaAécouv Tnv SucAettoupylia pLag epapuoyng,
EKTEAEON N EYKEKPLUEVOU KWELKA, LN EYKEKPLUEVN TIPOOPBAcH o€ KOKOBOUAO AoYLoULKO 1 AAAO XproTn
Kol AAAEG KOKOBOUAEG EVEPYELEG VLA TLG OTIOLEG O XPNOTNG LLOG CUOKEUNG 6V EXEL EYKPIVEL. AUTA UE TNV
OELlpA TOUG prmopoUV va Tipokalécouv Slappor] gvaiocOntwv mAnpodoplwy, Onwe otolxeia tpamellkou
Aoyaplaopou, pn EYKEKPLUEVO ENEYXO TNG CUOCKEUNG KOL KOTA CUVETIELQ TNV EKTEAECN N EYKEKPLUEVWV
EVEPYELWY, OTOU epdavilovtal wg eVEPYELEG TOU XPNOTN. ITO TAALOLO TNG MApPoUoas SUTAWUOTIKAG
efetaotnkov HeBOSOL yLa TOV EVTOTILOUO eUTIOOELWV 08 HETAYAWTTIOUEVEC BIBALOOAKEG Kal avamtuxOnke
oxetkn edappoyn. H epappoyr) oxedLaotnke va eAEyXeL AMAEG TEPUTTWOELG euTtaOelwv aodaAeiag mou
odelhovtaL otn xpnon PBaocwkwv cuvoptioewv tng PBLBAloBnkng Libc. AmoteAel epyaleio oTatikng
avaiuong Suadikwy apxeiwv, Omou avaAUeL Kot EAEYXEL LETAYAWTTLOUEVO KWOLKO APXLTEKTOVLKWY X86,
x86_64, arm32 kot arm64. H melpapatikr] aloAdynon Tou AOYLOULIKOU EYLVE UE TTPAYUATIKEG BLBALOONKES
ouothuatwv Ubuntu kat Android, émtou pe Tnv xprion Tou mnyaiou Kwdika, 6mou autdc nTav Stabéoiuog,
eAéyxOnke n opOOTNTA TWV ATOTEAECUATWY Kot Slamiotwinke otL anoteAel £va xpriolpo epyaleio katd
™ Sdpkela avantuéng n Sltepelivnong AoyLlopLkou.
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Abstract

Security vulnerabilities of a software can cause an application to malfunction, execute an unauthorized
code, unauthorized access to malicious software or other user and other malicious actions for which the
user of a device has not approved. These in turn can cause leakage of sensitive information, such as bank
account information, unauthorized control of the device, and therefore the execution of unauthorized
actions where they appear as user’s actions. In the context of this dissertation, methods will investigate
for the identification of vulnerabilities in compiled software libraries and an application was implemented.
The application was designed to check simple cases of security vulnerabilities due to the use of Libc's core
functions. It is a static analysis tool that analyzes and checks compiled code of x86, x86_64, arm32, and
arm64 architectures. The experimental evaluation of the software was performed with real Ubuntu and
Android libraries, using the available source code to confirm the correctness of the results and was found
to be a useful tool during software development or exploration.
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1 Eicaywyn

H paydaia avamtuén Tou UAKOU TwV TIEPLOCOTEPWY OUCKEUWV TIOU XPNOLUOTOLOUVTAL OTNnV
KaBNUEPLVOTNTA, KATAOTEL avaykaia OAO KAL TTEPLOCOTEPO TNV XPHON AOYLOULKOU yLa TNV AELTOUpyLa TOUG,
KaBwg emiong koL tnv avamtuén epappoywv yla tnv BEATLOTN Xprion Twv SuvaToTATWY Tou. OL AMALTHOELS
HETOEY TWV CUOKEV WYV QUTWVY, OTIWGE TO HEYEDOC TNG GUOKEUNG, N amddoaon tNng, N KATAVAAWON NAEKTPLKAC
KOl UTTOAOYLOTIKNG LoXUOC, TTolkiAouv avaAoywe He TNV XPron yla tv omnoia mpoopilovrat. Autd Ue T
o£lpd Tou 08nyel otnv dnuloupyia CUCKEUWV PE SLOPOPETIKEG, aVA TIEPIMTWOTN, OPXLTEKTOVIKEG UALKOU
KOl KT CUVETELO 0TNV SnULloupyia VEwY, ava apXLTEKTOVLKA UALKOU, AOYLOULKWY, Ta omoia mapéxouv
1600 TNV Slemadn LeTafU UALKOU-AOYLOMLKOU, 00O KOl ETOLIEG EVEPYELEG, LLE OTOXO TNV ATTAOUCTEUCH TNG
avamntuéng edapUoywy yLa To UALKO TNG EKAOTOTE CUCKEUNG.

Ol otaBepoi kal popnTol UTTOAOYLOTEC OTLG UEPEC UAG XPNOLUOTIOLOUV TNV APXLTEKTOVIKY X86-64,
pia €TMEKTAON TOU OUVOAOU €VTOAWV X86, OMOU apXLKA Snutoupyndnke apxikd amd tnv AMD kat mAéov
vAomoleitat and tnv idla tnv AMD, kabwg emiong kat anod tnyv Intel.

H apyttektovik) ARM eival auth mou emikpatel otnv mAsloPndia cUoKELWV KABNUEPLVAG, Kat
OxL poévo, xpnong, omwg smartphones, tablets kKA. H ARM (Advanced RISC Machine) eivat pia
OpXLTEKTOVLKA ouvoAou eviohwv RISC (Reduced Instruction Set Computing) twv 32-bit, n omola €xet
avartuxBet and tnv ARM Holdings.

H kdBe pia amd tig 800 AUTEG ApXLTEKTOVIKEG UALKOU, UTIOOTN PLEL KataxwpnTEG peyéBoug 32-bit
Kal 64bit kol xpnotpomotel tnv 8k ¢ yAwooa xapnlou smumédou (assembly). Adyw twv Stadopwv
QUTWV HETAEU TOUG, Yla va EKTEAEOTEL €va apxeilo mnyaiou kwdika, Ba TPEMEL va LETAYAWTTLOTEL OTNV
EKAOTOTE QPXLTEKTOVLKY), SNHULOUPYWVTOG £TOL SLOOPETIKA EKTEAECLUA ApXELQ AVA APXLTEKTOVIKY. H
QTELKOVLON €VOG EKTEAEDLOU apyxelou yIVETAL e TNV XPrON TWV EVIOAWV TNG YAwooag XapnAoL ermutedou
NG APXLTEKTOVIKAG YLoL TNV oTtoia £XeL LETaYAWTTLOTEL To apyeio autd. Omote, yla KaBe apxeio mnyaiou
KWALKA, TPOKUTTOUV SLaPOPETIKA eKTEAECLUO OpXELQ, TTOU arelkovilovtal pe SLadOpPETIKEC YAWOOEC
pUnxavng. Auto ev emnpedlel tnv avamtuén mnyaiou kKwdika, oAAd mpokalel SuokoAia otov €leyxo
EKTEAECLUWY OPXELWV.

Mua tétola mepimtwon eival o €Aeyxog sunaBewwv aodaleiag os apyeia BLBALOONKWV. 2TIg
TEPUTTWOELG Tou N BLBALOBNKN elval €pyo avolktol AoyLOMIKOU 0 mnyaiog Kwdikag sival Sltabéoiuod.
BLBALoBNKeg, OUWG, TOU €lval yla cuykekplpéva hardware components evog Kataockeuaoth (m.x. n
BLBAL0BNKN Tou Staxelpiletal to fingerprint ota android kwvnta) r} mou nmep\appavouyv IP (intellectual
property) Twv KATAOKELAOTWY, CUVABWG tapexovtal Povo o popodr binary. OL BLBALOBAKEG aUTEG pmopel
va XPNoLUoTmoLlouvTal amo TOANEG SLadopeTIKEG ePAPHOYEG, e AMOTEAECUA Ta Omola TpoPfAruaTa
aoddalelag twv BLRALONKWY autwv va mPooPBAaAAouv OAeG 1 MEPIKEG amd QUTEG TIC edapuoyEG. O
EYKATAOTACEL QUTWV UMopel va. elval peyaleg (m.x. Pplokovtal EYyKATECTNUEVEG O OAEC TG CUOKEUEG
€VOG OUYKEKPLUEVOU KOTOOKELOOTH), SLEUKOAUVOVTAG £TOL KOKOBOUAOUG Xproteg va TANEouv pallkd
XPNOTEG TWV CUOKEUWV aUuTwv, avalntwvtog aduvapieg oe tétoleg PBLPAL0ONAKeS. H avaykn xpnong
BBALoBNKkwyY yla tnv avamtuén edappoywv, Kablotd avaykaio tov éAeyxo acdaleiag. Asdouévou,
emniong, tng peyaAng dieioduong embedded cuokevwy (internet of things, CPE, KlvnTwv CUCKEUWV K.Q..)
TIOU XPNOLUOTIOLOUV TETolou TUTou BLBALoBrikeg KAelotoU AoylopikoU, KaBe mpoomabela auTOUATOU
EVTOTILOMOU yla aduvapieg oe autd To Aoylopikd sival peyaing onpaciog. To mpoBAnua sival otL Ta
apxela t™¢ BLBALOBNAKNG eival Suadikd apxela, PETOYAWTTIOMEVA OTNV €KAOTOTE YAwooa XapnAou
emuunESou, Mpaypa tou KaBlotd SUCKOAO, TOCO ToV EAEYX0, OGO KOL TNV AVATITUEN eVOG epyaleiou eAéyyou
euntaBeLwy.

Map’ 6Aa AUTA, KATIOLEG ATIO TIG YVWOTEG AUTEG eUTABELEG, elval amAEG oTOV EAeyX0 TOUG Kal
propoUV va katnyoplomnolnBouv. KAmoleg and auTtég poKUMTouV and AavOaouévn Xprion ouvapTnoswY
Baokwv BLBALOBNKWY. H EAAeLPn EAEYXWV TWV TLUWV TIOU ETMLOTPEPOUV OL CUVAPTIOELG AUTEC KoL EAAeLn
eAEéyxou €EWTEPLKWY OPLOUATWY, €lTe aplOUNTIKWV gite aAdaplOUNTIKWY, TOU XPNOLUOTOLOUVTAL KOTA
TNV KANGCN TWV CUVAPTHOEWY QUTWYV, €lval U0 amo TLG BACIKEC TIEPUTTWOELG TTOU UIMOPoUV va 0dnynoouv
oe eutdBeleg aodaleiag. Tétoleg eunabeleg aodaleiog eival buffer overflow, format string bugs, code
injection, KAT.. O £\eyx0¢ TOUG €ival OXETIKA UKOAOG, OTAV POKELTAL yla YAwaooa uPnAol emunédou. 3¢
YAwooa xapnAoU emmédou 6UwG, N SuokoAia aufavetal, PLag Kot n VAomolnon UG EVIoAng yAwooag
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vPnAol emutédou, avtlotolxel oe TMOAEG evioAég xaunAoU emumédou. Emiong, ol evioAég auTég,
popdormolovtal avaloywe TNV apxLTeKTovikr. Omote o éleyxoc aodalelag oe Suadlkd apyeia
kaBlotatal oxedov adlvartog, YLoTl TEPa TOU YEYOVOTOG OTL Ba IPETMEL KATTOLOG va yVwpLlel apKETA KOAG
v avtiotoln yAwooa xapnAou emutédou, to MANBOG Twv eVTOAWV TNG YAWoOoAG XonAoU emumédSou
TLEPUTAEKEL TIOAU TNV apakoAoUBnon TnG porg Tou KwaLKA, KO KoL O€ AMAEG TIEPLUTTWOELG.

AUo Baolkég katnyopleg peBodwv yla tv e€€taon gumabewwv Aoyloutkol eival n otatiki
avaAucon OToV TINYAlo KWSOLKO | OTO €KTEAECIUO MLag €dappoynG Kot n SUVARLK avaluon pLog
edapuoyng (katd tnv ektéleor tng, T.X. HE HEBOSoUG onwg to fuzzing), mou Spouv TOANEG dopEg
CUUMANPWHATIKA. ETELdn akplBwg Kamoleg aduvauieg eivat 6UOKOAO va EVIOTLOTOUV KATA TNV avaAuon
TOU TINYQliou KWLKa, Umopouv MOAAEG POPEG Va EVTOTILOTOUV TILO Ypryopa oth Suadikr avarmapdotoon,
€VW GAAEG prtopoUVv TiLo eUKOAQ VA EVIOTILOTOUV e SUVAULKEG T(POOEYYLOELG. MAvTw o KABe mepintwon
otav o mnyaiog kwdikag dev eival Stabéoipog ol Suvatdtnteg e€elpeong aduvaplwy achaAelag eival o
TLEPLOPLOMEVEG.

‘Evag tpomog uAomoinong eAéyxou eunabslwv aodaleiag, Ba nTav n avantuén evog epyaieiou
Tou Ba eAEyXEL Yo aTAEG, PBOOLKEC EUTIABELEC, TTOU UTIO GUVONKEG, UmopoUV va dnuloupyrnoouv coPapd
npoBAnuoata aodadeiag otnv ebappoyr ou xpnotpornolei tnv BLPALoOAKN autr. H katnyoplomoinon twv
Baowwyv autwv eumabelwv, SLeUKoAUVEL TNV avamrtuén oevapiwv yla tov €Aeyxd Toug, OpwE ol
Sladopetikéc yAwooeg xapnlou emunédov efakolouBolv va SUCKOAEUOUV TOV QUTOUOTONMOLNHUEVO
€\eyyo. Kabe oevaplo ekdpaletal SLadopeTKA OTNV EKACTOTE YAWOOA XAUNAOU EMUMESOU, TIPAYLA TIOU
onuaivel Ot ywa KaBe apxltektovikn mou Ba efetdlel To gpyalelo, Ba mpémel va SnuioupynOouv
S10pOpPETIKEG UAOTIOLNOELG OEVAPILWY OTNV EKACTOTE APXLTEKTOVLKI).

H AUon tou mpoPARaTog TwV SLadopeTIKWV YAwoowv xaunAol emmédou, Ba nTav n xprion ULag
YAwoooag evllapeong avamapdotaon (Intermediate Representation), n omola Oa petadpdlel TG
SladopeTikég yAwoaoeg xapunAou emunédou, og pia kown yAwooa. Etol, e€aheidetal To MpoBANUA Twv
SL0pOPETIKWY, AVA APXLTEKTOVLKI), EVIOAWV.

To mpoPANUa ToU Mapapével, elval n Sladopomnoinon mou evEEXETAL VA UTTAPXEL LETALD TWV
OPXLTEKTOVIKWV, 000V avadopd ToV TPOTIO TTou SLlaxelpllovTal OpLOUEVES EVEPYELEG, OTIWG YLOL TTAPASELY LA
TO TEPOOHA OPLOMATWY Ot pia e€wTteplkny ouvaptnon mou Ba kAnBel amd To MpoOypapua. e AMAEG
TIEPUTTWOELG lval eIkt N EexwpLoTr) UAOTIOINON yLa TNV KABE OPXLTEKTOVLKA.

H vlomoinon evog epyaleiou eléyxou Baoikwv yvwotwy euntabelwv oe BLBALOBRAKEG ToKiAwv
OPXLTEKTOVIKWYV, Ba ATAV XPrOLLo oTnV avamntuén epapuoywv mou Ba xpnoLonotioouy TG BLBALOBRAKES
QUTEG, yvwpllovtag av ot BLBALoONKeS ival eudAwteg os euntdBeleg aodaleiag, anopelyovrag ETOL TNV
Snuoupyla eunaBelwy otnv epappoyn. Na tnv avamtuén tou epyaleiov autou, ival anapaitntn n
Katnyoplomoinon twv sumabswwv Kat n dnuloupyia osvapiwv, n xpnon Hlag yAwooag evOolapeong
QVATOPACTACNG KoL EEXWPLOTEG UAOTIOLOELG QTTAWY EVEPYELWV AVA OPXLTEKTOVLKH.

‘Eva Tétolo epyaleio avamtuxBnke oto mAaiolo Tng mapoucag SUTAWMATLKAG EPYACLOG Kol
ovopaotnke "carrion". Ta keddAala mou akolouBouv meplypadouv Tnv €peuva mou Sle€nxBel oTLg
TEXVLKEC avaAuong evog apxeiou ota mAailola TG e€€taong eumabelwy Aoylopikol, ta SladopeTika
otadla mou mpogkuPav KATA Tov oXeESLOOUO TOU gpyaAElou Kol TOV TPOMO TOU auTd UAomolnenkay,
obnyleg xprong tou epyaAeiou Kal avAAUCH TWV TOPAUETPWY TIOU SEXETAL, ATIOTEAECUATA TTELPAUATIKAG
a€loAdynong kot avaAuon autwy, LeEAAOVTIKEG TTpooBnkeg, SlopBwaelg kat avaPBabuicelg tou epyaleiou
Kall TEAOG TOL CUUTIEPACLOTA AUTAE TNG SUTAWUATLKAG Epyaciag.
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2 ‘Epeuva MNMediou

2.1 Eicaywyn

Avdluon mpoypdupatog ovopdletal n dtadikacia pe tnv omoia avaAletal autdpata n cupnepidopd
TIPOYPAUUATWY TIOU ekTEAOUVTAL 0€ évav uTtoAoyloth. Katd tnv dtadikacio tTng avaluong mpoypaupatog
TapAdyovtal HOVTEAQ TOU TPOYPAUMATOC TIPOG AVAAUGH, TA OMOoia XPNOLUOTIOLOUVTOL OE TEXVLKEC
efopoiwong, pe otdXo TNV LETPNON KL TOV EAEYXO TNG PONG TOU TTPOYPAUATOC.

H avdAuon mpoypauuoTog XpnoLUoTmoLeital emiong, yla Tov éleyxo sunabewwv aodaleiag. OL
TepLoooTepeC eumabeleg aodalelag eival Suvatd va evtomotolV KATA TNV avaAlucn TmPoypAppatog,
OXETIKA eUKOAQ Kol yprnyopa, mpoAauBdvovtag ta omola mpofAnuata auté¢ Ba Snuloupyolaoav,
KaBLotwvtag TNV avaykaio otadlo yla TV avantuén evog AoyLopLKoU.

Avaloywg pe To £i6o¢ TG avaAuong, MPoKUTToUV SLadOPETIKEG TEXVIKEG KOL KATA CUVETIELQ,
Sladopetikoi eAéyxol eumtaBelwy, KaAUTITOVTAG £TOL €va PeYdAo eUpo¢ eumtabelwy autwy. Yridpxouv d0o
Baoikég mpoaoeyyloelg otnv avaAuon MPoypAUOTOG, N OTATLKY avaAucon Kat n Suvautkn avaiuaon.

2.2 Zrvatikin AvaAuon

ITATKA avaAucn, ovopdletoal n Sladkacio Katd tnv omoia avoAUETOL O TNyaloG KwSLKOG €VOG
TPOYPAULOTOG, XwpPlg autd va ektedeotel [1] [2]. ZuvABwg, mpaypatonoleital ota mAaiola eAéyxou
aodalelag (texviky white-box) kat ulomoleitatl amd KAMOLO QUTOUATOTMOLNUEVO €PYOAEIO OTOTIKAG
avaAluong mnyaiou kwbdika, Tou okomd éxel va avadeifel mBaviég eumdBelec aodaleiog os onueia tou
KWALKA, XWwpLg TNV EKTENEGN TOU TPOYPAULATOG.

H pétpnon plag omolacdATMOTe 8LOTNTAG €VOC TIPOYPAUUOTOC, OMWG Kal o avtiotpodog
oxedlaouog (reverse engineering) Bewpouvtal eniong €idn oTATIKAC AVAAUONG, KLOG KOL TO TIPOYPOLLLLOL
Sev ekteleltal.

H avaAuon mou umopet va yivel anod autdpata epyoleia mokiAeL amd autd mou e€eTtalouv
ouuneplpopd HOVO OCUYKEKPLUEVWV eKPpACEWV 1 ONAWCEWV OTO TPOYPOUMO, €WG AUTA TIOU
ouuneplappavouv oAOkAnpo tov mnyaio kwdlka evog MPOYPAUUATOC OTNV avaAuon. e pia davikn
nepintwon, Ta epyadeio auta Bpiokouv autopata eunadeleg acdaleiag pe uPnAd Babuo sumiotooclvng.
Qot600, KATL TETOLo eV elval mavta epLktd, Aoyw tng dLoEwWS Twy euntabelwv achaleiag. Etol, Tétola
epyalela ouxva xpnotlpevouv wg BondbRuata avaAutwy, yla TNV UTOSELEN onuelwv Omou Umopel va
npokUYEeL kamoLo poBAnua acdadeiag.

Meplka epyaleia apxilouv va kwouvtal oto MNeptpdAlov OAokAnpwpévng Avamtuéng
(Integrated Development Environment - IDE). Mapéxouv aueon mapoxr mAnpodoplwv otnv ¢aon tng
UAOTOLNONG OXETLKA UE KATIOLEG EUTTAOELEG alodalelog OV UMOPOUV Vo avixveuBoUV eKelvn TNV OTLYUR.
H eUpeon kat S16pBwan eunmabelwv KAt TV UAOTIOLNGN EVOC TPOYPAUUATOS lval TTOAU TILO aroSoTIKN,
OUYKPLTLKA LE TNV eVpeaDN Kal 510pBwaon Twv eUNABELWY QUTWY O UETEMELTA PAOELG.

Yriapxouv 8Ladopeg TEXVIKEG OTATIKAG AVAAUGCNG, OL OTIOlEG oUXVA cuVSUATovTaL yLa TNV EVPEDH
eunaBelwv. OL KupLOTEPEG €lval ol €€N¢:

e Data Flow Analysis

e  Control Flow Graph (CFG)

e Taint Analysis

e Lexical Analysis

Yrnapxouv emiong, moAAd kot Stadopa epyaleia mou uAomololv Thv Sladlkaoia TG OTATLKAG

avaAluong, KoAUmrtovtog OSLodOpPETIKEG TEPUTTWOEL;, YAWooeG Kal £(6n edapupoywv. Ta kupLotepa
epyaleia avolytou kwdika eivat [3] [4]:

e  Google CodeSearchDiggity (Multiple)

e PMD (Java)

e  FlawFinder (C/C++)
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e  Microsoft FxCop (.NET)

e Splint (C)
e  FindBugs (Java)
e RIPS (PHP)

e Agnitio (Objective-C, C#, Java & Android)

e Microsoft PreFast (C/C++)

e  Fortify RATS (C, C++, Perl, PHP & Python)

e DevBug (PHP)

e  Brakeman (Rails)

e  VisualCodeGrepper (C/C++, C#, VB, PHP, Java & PL/SQL)

Evw avtiotolya epmoptkd epyaleia eival ta €€Ac:

e  Fortify (OWASP Member)

e Veracode (OWASP Member)

e GrammaTech

e  ParaSoft

e Armorize CodeSecure (OWASP Member)
e  Checkmarx Static Code Analysis (OWASP Member)
e  Rational AppScan Source Edition

e  Coverity

e  PVS-Studio

e Insight

e Polyspace Static Analysis

2.3 Avuvauiki AvaAuon

Auvapikn avaAuon PoypAaUHaATOoG, lval avaAlucn Tou YIVETaAL e TNV EKTEAEOH TWV TPOYPAUUATWY OF
£VaV TPOYHOTIKO N €LKOVLKO TtepLBaAAov [5]. MNa va elvat amodoTikr), TPETMEL TO MPOYPAULA TTPOG AVAAUGH
VaL EKTEAEOTEL UE APKETEC EL0OSOUG EAEYXOU yLa va epdavioTel evdladépouvoa oupmepldpopd.

Kata tnv duvauikr avaluon, pnopolv va mapatnpnBolv Aabn mou mpokalolvtal KATd TV
€KTEAECN TOU TPOYPAUMOTOC (run-time errors), OUVOULKEC €EQPTAOCEL TOU TIPOYPAUMOTOG, TLUEG
HETABANTWY, SUVALKN XPRON UVAKNG Kal n toAupopdia Tou TpoypapaTod.

‘Eva anod ta Baockd mpofAnpata tng dSuvaulkng avaluong elval otL ev eyyudtal Thv TARPN
KAAU PN Tou KWELKA EVOG TTPOYPAUUATOG, LG KOL UTTAPXEL TO EVOEXOEVO N POH TOU TPOYPAUUATOG VO
efaptartal and tov xpnotn. AAo mpoBAnua ou MPOKUTTEL, €lval n MoOAUTAOKOTNTA TNG avdAuong, n
omoia dnpoupyel SUCKOALEG 0TNV AuTopOTONOINON TNG.

H 1o yvwotr olkoyévela epyaleiwv SuvapLKng avaluong ival Ta MPoypAULaTa EVIOTLOUOU
odaApdtwy (debuggers). AN XopaKTNPLOTIKA epyaleia duvaplkng avaiuong pe Stadopetikd nedia
€peuvag eivat ta €€n¢ [3] [4]:

e  BoundsChecker
e Cenzic

e C(ClearsSQL

e CodeDynamics
e Daikon (system)

e Dmalloc
e Dyninst
e Gcov

e HP Security Suite

e IBM Rational AppScan
e Intel Thread Checker
e Intel Parallel Inspector
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e Jalangi

e  OpenPAT

e  Parasoft Insure++

e  Parasoft Jtest

e  Prism from CriticalBlue

e  Purify
e  Valgrind
e VB Watch

e  Vector Fabrics Pareon Verify

2.4 ZupPBoAixkn eKTéAeon

JupBoAkn ektéleon (symbolic execution) eival pia texvikn Katd Thv omoia avaAUETOL EVA TIPOYPARLUAL LLE
OKOTIO TOV KOBOPLOUO TWV TAPAUETPWY TIOU TIPOKOAOUV TNV EKTEAECN TWV EKACTOTE HEPWV TOU
npoypdupotog. H avaluon otnv cupPolikfy ektéheon yivetal pe Baon Tic SladopeTIKEC POEC TOU
poypAaupaTog, avtifeta e tTnv Suvaplki avdAuon, émou n avdAuon yivetal pe BAcn TIC MOPAUETPOUG
€10060U ToU Tipoypappatoc. Evag Steppnvéag akoAouBel to poypappa, Bewpwvtag cUUBOAKES TILEC
yla tapapétpoug [6] [7].

To mAsovéKTnUa TG CUUPBOALKAC EKTEAEONG, Elval TO yeyovog OTL we eicodo Séxetal cUpBola,
Kal OXl oAPapLOUNTIKEG TIUEG, YEVIKOTIOLOVTOG £TOL TOV EAEYXO €VOC TIPOYPAUMOTOG. AV N por Tou
TPOYPAULOTOG €€apTATAL OO TNV TIUA Tou cupPOAou, TOTE eAéyxovtal OAec ol TOavEG ekSOXEC Kol
efetalovrag OAa Ta mbavd povomatia. Katd cUVENELA TIPOKUTITEL N KATAOTAON OTNV onoia Ba mpénel va
Bploketal To cUUPOAO, £TOL WOTE TO TIPOYPOULA VO AKOAOUBNGCEL TO OUYKEKPLUEVO LOVOTIATL PONG. Z€
avtiBeon pe tnv duvauikn avaiuaon, n cUUPBOALKN EKTEAECH KOAUTITEL OAEG TLG TILOAVEG EKEOXEG pONG TOU
TIPOYPAUOTOG, UTLEPTEPWVTAG WG TTPOG TO MANB0G TV EMLUEPOUG SLadPOUWV TToU EEETALEL.

MpoBARuata mou pmopouv va mpokUPouv Katd tTnv cUUBOALKN ekTEAEoN, elval n avénon Twv
Sl06popwWY TOU TPOYPAUUATOG, N ATMOSOTIKOTNTA TNG OE OXEON ME TNV SUVOMLIKA avAAuon Kol ol
OAANAETUOPAOELG UE EEWTEPLKEG CUVOPTNOELG, OTIWG KANOELG oUOTAUATOC i AAAwV BLBALoBnkwv. Oco éva
TPOYPAUO LEYAAWVEL, N avEnon Twv Sladpopwy Tou elval €KOETIKN, UE TEPUTTWOELG VA TEIVOUV OTO
QMELpOo, OTAV UTIAPXOUV atéppovol Bpoyxol. H anddoon tng cuPOALKNG eKTEAEDNC eMnpealeTal ENiong
oo To MOOEG MOPAPETPOL XPNOLUOTIOOUV TNV 8la dtadpopn oto mpoypappa. AvtiBeta pe TNV SUVOULKN
avaluon n omnoia sfetalel To MPOypAUUA He BAon TIC MAPAMETPOUG TIOU AauBavel wg elo6doug, n
OUMPBOALKN ektéAeon e€etalel pe Baon TIg SLASPOUES TTOU TapAyeL To mpoypappa. Etol, av yia kabe
Slabpoun €xoupe Alyeg MOpAUETPOUC TIOU TNV TTPoKaAoUV, N anddoor| TG LELWVETAL ONUAVTIKA. TEAOG,
N xpron e€WTEPLKWY AP AYOVTWY GTOUG OTIOLOUG £va epyaAeio UMPBOALKAC eKTENEDNC BeV ExeLtpooBaan,
kaBLotouv oxebov aduvatn TNV availucn Tou MPOYPAUKATOG.

Ta Kuplotepa epyaleia cupBoAikng ektéAeonc elval Ta €N [8]:

KLEE (LLVM)

e  FuzzBALL (Vinell / Native)

e JPF (Java)

e jCUTE (Java)

e janala2 (Java)

e KeY (Java)

e S2E (x86, x86-64, ARM / User and kernel-mode binaries)
e Pathgrind (Native 32-bit Valgrind-based)
e  Mayhem (Binary)

e Otter (C)

e  SymbDroid (Dalvik bytecode)

e Rubyx (Ruby)

e  Pex (.NET Framework)

e SymJS (JavaScript)
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e Jalangi2 (JavaScript)

e Kite (LLVM)

e pysymemu (x86-64 / Native)
e  Triton (x86 and x86-64)

e angr (libVEX based)

2.5 Evdiapeon Avamapdaoraon

MoAAEg mepumtwoelg euntabelwv aodpaleiag opeilovral og pikpd AdOn, elkoAa oTNV EUPECH TOUG, OTIWG
N Un e€€toon TN TLUAG emotpodrg TnG ouvaptnong malloc. OLmeputtwoelg autég Sev Stadopomololvtal,
WG TIPOC TOV EAEYXO, VA APXLTEKTOVIKY), Ttap’ OO AUTA OUWG, N KABE APXLITEKTOVIKY XpNoLUomoLel To 1k
NG GUVOAO EVTOAWV yLO TNV UAOTIOLNON CUYKEKPLUEVWY EVEPYELWY, OTIWG yLa Tapadelypa n avilypadet
NG TLUAG EVOG ewTePLKOU Oplopatog otnv oToifa TG cuvapTnonG.

H Abon tou mMPoPAALATOC TWV EUPEWC SLOOPETIKWY QPXITEKTOVIKWY, £ival n xpAon ULog
evblapeong avamnoapdotaocng (Intermediate Representation). Mwa evSldpeon avamapdotacn adatpei
OPKETEG SLOPOPEG TIOU UTIAPYOUV UETAEU TWV OPXLTEKTOVIKWY, ETUTPEMOVIAC £TOL MO EvViaia KON
avaAuon yla OAEG TLG APXLTEKTOVIKEG. AladopEG OMWE, OVOUATA KATAXWPENTWY, O TPOTOG TOU YIVETaL N
npocBacn otn UVAMUN KOL N TMNUOTONOINOR TNG KOl KOTACOTACELG TTOU SNULOUPYOUVTAL OO KATIOLEG
€VTOAEG, TL.X. aAayn Kamolou flag kaTd TNV eKTEAEON KATIOLOCG EVTOANG, KOAUTITOVTOL Ao TNV eVELAUEDN
avanapaoctoon.

Yndpxouv TOAAEG €VOLAUECEC OVAMAPACTACELG. Mia amd TNG KUpLotePeG eival n VEX.
Yrnootnpiletl tnv availuon Suadikwy apxeiwv, ayvoel TNV ApXLTEKTOVIKI TIPOEAEUCNC TOU TIPOYPAUHATOC
Kal 6ev emnpedletal and mapanAfoLEG EVEPYELEG TTOU SNULOUPYOUVTAL ATIO CUYKEKPLUEVEG EVTOAEG. Ma
v emitevén tng evéldueong avanapdotacng n VEX xpnolpomnolel mévte Kuplwg KAACELG:

e Ekdpaoelg (Expressions). AVTUTpOoWMEVOUV LA UTTOAOYLOMEVN 1) 0TABEPN TIUR.

e Nswroupyieg (Operations). Meplypadouv pia tpomomnoinon twv Exkppdacewv divovtag
pia Ekdpaon wg anotéeopa.

e [Mpoowpwég MetapAntég (Temporary Variables). XpnotponoloUvtal wg ecwtepikol
KATOXWPNTEG YL TNV amoBnKeUON TWV MEPLEXOUEVWY TWV EkPpAcEWV KATA TNV XPHON TOUG Kal
TO TIEPLEXOEVO TOUG UMOpPEl va avaktnBel xpnoluomnolwvtag pia Ekppaon. Elvat aplOunuéveg,
Eekwvwvtag amod To t0.

e AnAwoelg (Statements). AnAwvouv aAAayEG 0TNV KATACTACN TOU UNXOVAATOC, OTWG
N anoBnkeuon otnv VAN Kat n eyypadel og évav kataxwpentn. Xpnowlomnolouv Ekdpaoelg yla
TLUEG TTOU eVOEXOUEVWG va Xpelalovtal, Omwe n 6€on pvApng N n T mou Ba ypadrtel.

e  MnAok (Block). AnoteAeital ano éva cUvoAo KaTAOTACEWV KoL QVIUTPOCWIEVEL HLa
eKTeETAUEVN €kSoon Tou Bactkol pmAok (mou ovopaletal "IR Super Block" 1) "IRSB") tng apxikng
OPXLTEKTOVIKAG. Eva pmmAok uropet va £xel TIoAAEG €€060UG.

H BLBALoBnkn PyVEX [9] [10] amoteAel tnv uAomoinon tng VEX otnv yAwooa Python. AAAN pia
poaogyylon evélapeonc avamnapaoctaong, n REIL (Reverse Engineering Intermediate Language) [11] [12]
[13] [14] [15] [16], vMomoteltal otnv BLBABNKN openREIL [17], omou kata tnv Sladkaocia tng
petadpaong xpnotpomnoletl tnv VEX. Kat ot §U0 UAOTIOLOELG TAPAYOUV ONMOTEAECHA |LE TIOVOUOLOTUTIEG
€VTOAEG, peTOdPPATOVTAG OPKETEG OPXLTEKTOVIKEG, OTwC intel x86/x64 kal arm x86/x64. Mapolo mou n
vlomoinon openREIL mapéxel apkeTtéG SUVATOTNTEG, AKOMO KOl TEPA amod to Medio tng evblapeong
avamnapactaong, n vAomoinon PyVEX mapéxel pia o otabepr) €kdoon evdldpeong avamapaotaong.
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3 ZXedlaouog

3.1 Eicaywyn

Ytdx0¢ €ival n vAomoinon evog epyoleiov To omoio Ba mapéxel eAEyXoug yla BOGCLKEG TEPUTTWOELG
eunaBelwv achadeiag, mov gudavifovtol UTO CUVOARKEG KATA TNV XPrion CUVOPTACEWV NG BAoLKAG
BiBAoOnknc libc [18] [19], og BLBALOONKeC apyltekTtovikwy intel x86 [20], intel x64 [21], arm x32 kot arm
x64 [22]. Tétoleg MePUTTWOELG Urtopolv va mpokUouv Aoyw eodadpévou e€wTteplkoU OpLoPATOC TTOU
xpnoiwpomotiBnke, eite autd eival aplBuntkd eite aAdoapBuntikd, eite akdpn kot Kdmolo apxeio,
ENewn eAEyXOU TNG TLUAG TIOU ETLOTPEPEL KATIOLO CUVAPTNON 1 0 CUVSUACKHOG Twv SUo. OL eutaBeLeg
OUTEG KATIOLEG POPECG £XOUV QVTIKTUTIO HEoa oTnV (SLa BLBALOBKN KAl KATIOLEG AAAEG OTNV EDapUOYH| TIOU
TNV XPNOLLOTIOLEL.

3.2 AIaQOPETIKEG APXITEKTOVIKEG

Mo TNV QVTLUETWTTLon Tou TPpoBAAMATOC Twv SladopeTikwy YAwoowv xopnhol emumédou ava
OPXLTEKTOVLKN, Ba YIVEL N Xprion HLag eVELAPEDNG AVOTAPACTOONG OTO MPWTO OTASLOo TNG avaAuong. Me
TOV TPOMO aUTO, HeTadpdalovral OAEG oL YAwooeg xaunAou emumédou oe pla eviaia avamapaotaon,
AUvovtag To MPORANUA TwV SLAPOPETIKWY EVIOAWV KOL KATAOTACEWY AVA APXLTEKTOVLKN. MapoAa autd,
umapxouv Sladopég otig omoieg pio evdiapeon avamapdotaocn 6ev pmopei va femepdoel. TETOLEG
Sladopég Bplokovtal eite mpLv TV Xpron TN evdldpeong avanapdotaong, 6cov avadopd tnv avaluon
Tou apyeiouv, €ite YETA, OMWC €ival TO OVOUATA TWV KATaxwpeLtwv. H Abon oto mpoBAnua autd, sival n
Eexwplot avaluon ava apxLTeKToVikr, Tou Ba Tapéxel Paotkég mAnpodopleg yla TV eKkdotote
OPXLTEKTOVLKN, LE TNV XPHon dlou interface, yla tnv amaloidn Tng aApXLTEKTOVLKAG KATA TV avaAuaon. Na
napadeypa, plo cuvaptnon pe ovoupa frame_pointer() Ba emotpédel kabe dopd pia Alota pe
mAnpodopleg oxetika pe tov frame pointer. H 18la cuvaptnon €xel SLadpopeTIKEG UAOTIOLNOELG ava apXelo
OPXLTEKTOVLKNG, aAAd €xeL (610 interface oe OAa ta apxeia. Ondte, otav kKAnBel katd tnv dladikacia Tng
avaluong, Ba emiotpéPel pla Alota pe mAnpodopieg yla tov frame pointer tnNg apXLTEKTOVLKNG TIOU
avaAuvetal, xwpeilg Opwe va daivetal n idla N apxLtektovikn oto emninedo tng avaluong. Eniong, oto (6lo
eninedo Ba yivetal n avaiuon tou apxeiou, dnAadn, abol KaBopPLOTEL N APXLTEKTOVIKI TOU, KAAEiTaL N
avtioTtolyxn ouvaptnon eVpecng Twv SuVApLKWY CUMPBOAWY Tou apxeiou, Twv SlteuBUvoewy ou kahouvtal
OUTA, TWV CUVAPTHOEWY TIOU Elval UNOTIOLNUEVEG LEOA OE aUTO, KaBwC Kat To péyeBog TnG otolBag TG
KaBe cuvaptnong.

3.3 ZUpBoAa kKal ZUVAPTAOEIS

H Omapén BBALoBnkwv e€umnpetel TNV MOANATAR Xpron Tou 8Lou KWELKA LE TNV Hopdr CUVOPTHOEWV.
OL oUVOPTHOELG AUTEG UAOTIOLOUVTAL pia dpopd péoa o pia BLBAL0BNKN kal kaBe dopd mou yivetal xpron
autwy, eite and epappoyEg, eite amo AAAeg BLBALOONKeG, HeTadEPETAL N pOr TOU MPOYPAUUATOS OTNV
vlomoinon tng cuvaptnong, ouykpateital otnv otoifa pia SievBuvon emotpodng, otnv omoia
€MLOTPEDEL N pOr| TOU MPOYPAUUATOS 0TV OAOKANPWOEL n cuvdptnon. H cUvean Tou MPOYPAUUATOC UE
TNV UAomoinon Twv cuvaptnoewV YIVETAL Pe TNV Xprion oupPBoAwv. MNa kabe efwteplky ocuvaptnon
xpnolpomnoleitat éva cUpPPoAo ylwa tnv Staclvdeon He tn UAomoinor TnG. Av n ouvaptnon outh
XpnolpomnolnBel meplocotepeg amno pia popEg, TOTE XpnoLUomnoLeiTal To iSlo cUpBoAo yla tnv elpeon TNG.

E€ayovtag mAnpodopieg yia ta cUpBoAa piag BLBAL0BNKNG, yvwpillou e TOLEG lval oL eEWTEPLKEG
ouvaptnoelg aAAnc BLBALOBNKNC TTou Xpnotpomolouvtal, kKabwg kot and mota BLBALoORKN tpoépyovTal.
‘ETol, urmopoUV va evtomiotolV onpela o yivetal n xprion eunabwyv e€WTEPIKWY CUVAPTOEWV ] ONUELD
OTa OTIOLO. CUYKEKPLUEVEG EEWTEPLIKEG CUVAPTIOELG UITOPOUV VO TIPOKOAECOUV UTIO CUVBNKEC EUTTABELEG
aodaleiag, omwe ya mapadeypa n xpnon e€wtepkol oplopartog xwpic €leyxo otnv system() tng
BBAL0BNKNG libc.

Y10 Sevtepo otadlo NG avaluong Tou apxeiou, oL MAnpodopieg Tou apyxeiou BLBALOBNKNG POG
€heyxo, Ba Slaywplotouv oe SUo KaTnyopieg. H mpwtn katnyopia mapexel mAnpodopieg yia Eva cuUBoAo
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mou KaAeital péoa oe pia ouvdaptnon. Tétoleg mAnpodopieg eivatl ot SleuBlivoelg mou KARONKe Tto
oUpBoAo péoa oe pia ouvaptnon (evbexopévwe va Kaheite meploodtepeg amno uia ¢opd), To Gvoua Tou
oupBOAou kat n BLBALOBKN otV omoia £xeL uhomolnBel. H §eUtepn katnyopia mapéxel mAnpodopisg yla
pia ouvaptnon mou ulomoleital péoa oto apxeio Tng BLBALOBN KNG tpog €Aeyxo. MepLéxel To dvoua, TNV
SlevBuvaon, Tov topéa, To PEyeBog kal To peEyeBog TNG otoifag tng cuvaptnong, kabwg eniong kat pia
Alota amnoé oupBoAa mou KahoUvTal PECA O QUTHV KAl pia AloTa e Ta LEYEDN TWV TOTUKWY LETABANTWV
™G otoifag. H culoyn kat n katnyoplomoinon Twv MAnpodoplwv autwy YIVETAL oto npwTto emninedo
avaAuoNG TNG avtioTolyng aPXLTEKTOVIKAG, Onwe avadepBnke otnv mponyoluevn umoevotnta (BA. 3.2
AladopeTIKEG APXLTEKTOVIKEC).

3.4 AvaAuon Apxeiou

210 Tplito KaL TeEAeuTaio oTASL0 TNG avAAuoNG Tou apxeiou, cuAEyovTal OAeG oL TAnpodopleg Tou apxeiou
™G BLBALOONKNG PO €Aeyx0, SUUMEPAAUBAVOUEVOU KOL QUTEG TTOU TIPOEKU AV Ao Ta TPonyoU LEva
800 otadia tng avaAuong (BA. 3.2 AlodpopeTikég ApXLTEKTOVIKEG K 3.3 ZUMBOAa kot Zuvaptoelg). Mvetat
Slowplon TNG APXLTEKTOVIKAG TOUu opXeiou, eumepléxel tnv Suadikh avamapdotocn Tou opxeiou,
TIANPodOpPLEG TN APXLTEKTOVLKAC TOU, Hia AloTta amd cuvapTtAoeLg mou uAomoloUvTal HECA OTO apyXELo Kall
OUVOPTAOELG TTOU KAAOUV GUVAPTHOELG TNE OVTIOTOLXNG APXLTEKTOVLKAC.

Avéduon ApytteKtovikig
¢ intel x86
o Intelx64
o AArch32/A32
o AArchbd/A64
Avéduon Zuvaptioswy
1 Avéduon Zupfolwv : qul'éu
Aeutepo ¢ Ovopo e
' , o Toptag
Ytadlo : z:gcg’lir:g o MéysBog Zuvdptnong
S *  MéyeBog toifag
®  T0pBola mou ypnotpomotel
Tp iTO Auabik Avanapéoraon
Zuloyn mAnpodoprav

31ado

Eikéva 1 Z1ddia AvaAuong Apxeiou

3.5 AvdAuon Zegvapiwv

H avaAuon osvapiwv Ba yivel pe Bdaon pio evllapeon avanapaotacn. ZTOX0C Eival n avayvwpeLon Kot n
KOTNYyOPLOTIOLNGN OPLOUEVWY CEVAPLWY KAl TIEPUTTWOEWVY, UE OKOTO TNV amAomoinon tng avaiuonc.
MTopoU e va SLAKPLVOUE TIEPUTTWOELG, OL OTtoleg epdavilovral mapandvw amno pia popd ota oevapla.
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Ol MEPUTTWOELG AUTEC UmopoUV va ulomotnBoulv n kabe pia Eexwplotd wg CUVOPTAOELS, UE OKOTIO TV
enavalopBavopevn xpron Toug KAt Ty avaluohn oevapiwv . TETOLEG TEPUTTWOELSG gival n elpecn Tou
offset tng otoifag piog petaPAnTic, o EAeyxog yla to av n T piog petaBAntnig nponAbe amod kamolo
oplopa, o éAeyxog av n tun plag aAdaplduntikng petaBAntig Bploketal otov Topéa .rodata, kabwg
eniong KaL n eVPeON TUAG VOGS KaTaxwpnTh, E(TE AUTOG Elval TPOoWPLVOG KATAXWPNTNG TNG EVOLANEDNG
QVOAPACTOONG, ELTE ElVOL KATOXWPNTAG TNG APXLTEKTOVIKAG. O €Aeyx0G TwV oevapiwy propel va SopnBel
HE TNV XPriON TWV MEPUTTWOEWV AUTWV KaL TOV GUVSUACHUS TOUG.

3.6 Zevapia

J1ox0¢ eival o éleyxog Twv oevapiwv oe Baowkég cuvaptioelg tg libc, ol omoieg und mepmTwoslg
npokahouv eumaBele¢ aodpaleiag. O €Aeyxog autdg Oa ylvetal pe TNV xpnon Kot Tov ouvSuaopod
OUVOPTAOEWV TIOU TtepLypadovtal otnv ponyou evn untogvotnta (BA. 3.4 Avaluon). Ta oevapla ou Ba
e€eTaoTOUV Elval T MAPAKATW:

e Avolypa apXeiwv pe tnv XprRon twv cuvaptioswv fopen(), open(). Eva kakoBoulo apxeio
umopel va mpokoAéoel code injection [23], code execution Kkal Katd cuveémela privilege
escalation. Emiong, to 6vopa tou apxeiou mpog avolypa pmopet va eivat éva symbolic link [24]
o€ kplowa apyeia, 6w yla mapadelypa apyeio cUCTAUATOG.

e Aéopeuon HVAKNG E TRV Xpron TnG cuvaptnong malloc(). Av {ntnOel peyalog aplBUoG pvrpng
HE TNV Xpnon tng malloc(), umdpyel To evdexOUeVO va NV emapkel n dtabéoun umapxouoa
HVAMN. ZE QUTAV TNV Iiepinmtwon, n cuvaptnon malloc() emotpédet tnv T NULL, dnAadn tnv
T undév (0). Av dev eleyxBel n tun emotpodng, tote o Seiktng BEong UvAUNG mMou UTO
KaVOVIKEG cuVONKeG Ba £€6eLxve TNV B£on pvANG TTou SeoUEVUTNKE, TIAEOV SEiXVEL OTNV apxn TNG
UvAUNG (Béon un6év(0)). Oswpwvtag OtL 0 deiktng deixvel os owotr B€on, oL Aettoupyieg Tou
TIPOYPAUOTOG OXETLKA E TOV SeixTn auTo, yivovtal atnv apxf tTns Uvnung (Béon undév(0)), ue
€VOEXOUEVO QMOTEAECUA TNV EMKAAUYN KPLOUWY SE60UEVWY OTNV CUYKEKPLUEVN BEan A TNV
QvVAyvWwaor) Toug.

e Avtuypadn HVAUNG HE TNV XPRON TNG ouvaptnong memcpy(). H cuvaptnon memcpy() dev
€AEYXEL TO HEYEDOC UVANG TOU TPOOPLOMOU, UE ATTOTEAECHUA VA €lval EVAAWTN Ot €UTTABELEG
buffer overflow [25]. Autd umopel va cupPel, otnv mepimtwon mou to PEyeBOG MVAUNG
TIPOOPLOUOU €lval HIKPOTEPO ATIO AUTO TNG NyNG. Katd cuvenela, n ouvaptnon Ba ypadel £€w
Qo T 6PLA VNG TIPOOPLOHOU, TipokaAwvTag evdexouévwe alloiwon SeSopévwy, anotouo
TEPUOTLOUO TOU MPOYPAUUATOG KoL EKTEAECN KAKOBOUAOU KWwLKA.

o Avuypadf aApaplOunTIK@WV TIHWV HE TNV XpHoN Twv cuvapticewv snprintf(), sprintf(),
strcat(), strcpy(), strncat(), strncpy(). OL cuvaptnoelg autég, eniong dev eAéyxouv To pEyeBog
TIPOOPLOHOU HE AMOTEAECUA VA EIVOL KAL AUTEG EVAAWTEG o€ eUTtdBeLeg buffer overflow [25] [24].
Eniong, elvalr eudlwteg oe eumdbeleq format string bugs [26]. Zuykekplpéveg popdEg
OAPAPOUNTIKWY TLWV UItopolV va TipokaAéoouv Slappon mAnpodoplwv Kal petadopd tng
PONG TOU TIPOYPAUKATOC OE KOKOBOUAO KWSLKA LECA ATTO TNV EMUKAAU YN UVAKNG.

o EKtéAeon €VIOAWV OUCTAMATOG ME TNV XPNON TNG cuvaptnong system(). EvtoAég mou
TIPOEPYOVTAL ATO €EWTEPLKOUG TTAPAYOVTEG Elval EUAAWTEC o€ guTtdBeleg command injection
[27]. OLe€wtepikol autol mapdyovteg evOEXETAL VO TIEPLEXOUV KAKOPBOUAEC EVIOAEG, oL oTtoieg Ba
€KTEAEOTOUV PE TA SIKALWUATA TOU €KACTOTE MPOYPAUUATOC, Moll UE TIG EVIOAEG TTOU HTOV
TIPOYPUUUATIOUEVEG VA EKTEAECTOUV EEAPXNC.

AVOAUTIKA T(POKUTITOUV oL €€ G EAsyxoL:

o fopen(), open(): Av to 6vopa Tou apxeiou (MPwWTo OPLOA) TTPOEPXETAL ATIO EEWTEPLKN LETABANTN
KOl oV EAEYXETAL N TLUNA EMLOTPOGNE TG GUVAPTNONG

e malloc(): Av n tun ™G HeTtaBAnTig ou Slvetal WG OpLopa TIPOEPXETAL amd e€WTEPLKN TLUNA
(mpoeldomoinon) Kat av eEAEYXETAL N TUURA EMLOTPOMIG TNG CUVAPTNONG

e memcpy(): Mpoeldonoinon av to deltepo dpLlopa TPOEPXETAL amd e€WTEPLIKN UETOPANTH Kall
€\EYXOG OV TO MPWTO OPLOMA Elval ECWTEPLKA HETABANTA TG oToiPBag, evw N TLUA Tou deUTteEpPOU
0ploNaTOC TIPOEPYETAL Ao €EWTEPLKNA LETABANTH.
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e snprintf(): MposiSomoinon av To TPIto OpLopA TIPOEPXETAL amO eEWTEPLKN KETABANTA Kol av
eAEyXETAL N TIUA EMLOTPOGNG TNG CUVAPTNONG.

e sprintf(): Npoeldomoinon av to deUtepo OpLopa TTPoEpXeTaL amo e€wTePLK LETABANTH.

e strcat (), strcpy(), strncat(), strncpy(): Mpoeldomoinon av 1o SeUTEPO OPLOMA TTPOEPXETAL ATIO
e€wteptkn LeTaPAnT Kot EAEYXOC OV TO PWTO OpLopa ival ecwteptkn PetaPAntr Tng otoilfag,
€VW N TN Tou eUTePOU oplopatog mpogpxetal anod eEwTepLkr HeTaBANTH.

o system(): EAeyxog av TO OpLopa TTPOEPXETAL a0 £EWTEPLKN PeTABANTA.

3.7 BonOntikég ZuvapTNOEIG

Mo TNV euKOAGTEPN KaTavonon Twv BLBALoOnkwv ou Ba xpnotpononBouv Kat tnv KAAUTEPN UAomoinon
Twv oevapiwy, Ba avartuxBouv BonBNTIKEG CUVOPTAOELG, KATIOLEG [E TNV XPHon Twv BLBAL0BNKwv mou
Ba xpnotpomnownBouv kat oto otddlo TG avaAuong, oL omtoieg Ba elval MPoaLpeTIKESG Kot Ba kaAoLvTal e
Ta avtiotolya opiopata. Oa mapéxetal N EKTUNMWON TwWV CUUBOAWV Tou apxelou, avaAutiknh Alota Twv
OUVOPTACEWV Kal Twv Oleublivoswv autwv mou Ppébnkav oto apxeio, ektiMwon evSlApeong
avamnapdotoong, disassemble, mAnpodopisg Toptwv, bytes tou apyxeiou os dekaefadikr popodr, kKabwg
emiong Kot ekTUMwWoNn onueiwv tou apxeiou pe tnv popdn aAdaplOuntikwy PeTaBAnTwy, yla €Aeyxo
umapéng autwy. H StetBuvon f o Topéag kat to péyebog mpog avaAuon Tng eKACTOTE ouvaptnong Ba
eAéyyovtal emiong amd Tov Xpnotn Ue avtiotolya opiopata. MoAAEG amd TIC MAPATIAVW AELTOUPYIES
napexovral Nén amno epyaleia, onwg to objdump (epyaleio yia disassemble apyeiwv) [28] kat To readelf
(epyaleio avayvwong kepalidwv apxeiwv BLBALoOnkwv) [29]. Map’ 6Aa autd n xprion Twv Bondntikwyv
auTwVv cuvaptioswy Ba mpoodépel akpifela ota anoteAéopata Twv BLBALOONKWY, TTPAYHUA AVOYKaLo yLa
TNV owotr vAomoinon tng avaAuong.

3.8 Kopia pon

To epyaleio avaluong Ba SEXETAL WG UTIOXPEWTLKO OPLOMA EVa OPXELO TTPOG AVAAUGH KaL TIPOOLPETIKA
opilopata BondnTikwv cuvaptnoewv. Av €xeL YIVEL Xprion 0pLOPATWY BonBNTIKWY CUVAPTHCEWY, YiveTal
N KAon G €KAOTOTE cuvaptnong. Fvetal n avaluon Tou apxeiou Kol €Melta, yivetal EAeyXoG OTLC
€EWTEPLKEC OUVAPTNOELG TTOU KaAoUvTal HECA OTO OpXELO Kal yla Omola cuvaptnon mAnpouvial oL
npoUmoBEcelg  eAéyxou, TOTE KOAELTE n ouvAPTNON QvAAUONG TOUu avrtiotolyou oevapiou. OL
OUVAPTNOELG TIPOG EAEYXO €lval AUTEG TTOU Mpoépxovtal amd eEwteplkeg BLPALoBNKeg TG libc kot €xeL
vAomolnBel oevaplo mMpog avaAuaon yla Thv EKACTOTE cuvaptnon. MNa kabe cuvaptnon mpog éAeyxo Ba
vlomotnBel Sladopetiky ocuvdaptnon avaAuong, Yyl TNV €UKOAlA ovamtuéng Kot TPooBnkng
€€elSIKeVEVWV Oevapiwy, TAPOAO TIOU KATIOLO OEVAPLA £XOUV TIOAAEG OOLOTNTEC LETAEY TOUG.
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Xprion BonBrrikev
QW apThn otV

BonBnrikg
DV OPTIOEL

Avaiuan Apxsiou

EAeyxoc KANOEWY
EEWTEPIKWV OOV OPTITELV

Avoiuaor Zevop iy

EXTUI LIOT) OTTOTEA E0LIGT WV

Eikéva 2 Kipia Pon
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4 YAomoinon

4.1 Eicaywyn

Mo tv ulomoinon tou gpyadeiou yivetal xprion eéwtepikwy BLBALOONKWY, 6nwe n BLBALOOAKN pyvex
(evblapeon avarapaoctacn) [9] kat n BLBALoOnRKkn pybfd [30] (e€dyel Tic mAnpodopieg evog apxeiou) oL
omoie¢ Oa avaluBolv oto emduevo kedpdAato. lNa To MPWTo otddlo avaluong Snuloupyndnkav
Sladopetikd apxela ywa KaOe apxitektovikn (carrion_arm.py, carrion_aarch64.py, carrion_i386.py,
carrion_64.py), ta omoia KaAUTTouv BOolkeEG Sladopeg LETAED TwV OPXLTEKTOVIKWY. H gEaywyn twv
TANPODOPLWY OXETIKA HE TA ECWTEPLKA KOl EEWTEPKA CUUPBOAQ TOU apXelou TPOCG EAEyXO, KOTA TO
Sevtepo otddlo tng avdiuong, uAomoleital e€ioou oto apxelo NG KABE OPXLTEKTOVIKAG, MLAG Kal oL
TiAnpodopieg autég ivat SlapopeTikd SOUNUEVEG VA APXLTEKTOVLKN. ITO TPLTo KAl TEAEUTALO OTASLO TNG
avaluong, &nuioupynBnkav ta apxela carrion_base.py Kol carrion.py, ta omola amoteAolv TV
vAomoinon Tn¢ avaAuong Tou tyaiou KWSLKA TOU opXELOU TIpoG EAeYXO0, artd amAEC TIPAEELC LEXPL KAL TRV
vlomoinon twv oevapiwv (BA. 3.6 Ievdpla). Ot UAOTIOLAOEL TOU apyeiou carrion_base.py amoteAoUv
Baokég mPAteLg kal AELToupyleg Kal §gv XpnoLLOTOLoUV KAmola KAAoh 1) cuvaptnon mou n ulomoinon
Toug Bpioketal o @AAo apyeio, Omwe cupPaivel oto apxeio carrion.py. 2To apyelo carrion.py Bploketal
eniong n kUpLa kKAdon Carrion, n omola eunepLEXEL OAeC TNG MAnpodoplieg Tou apxeiou mpog avaiuaon,
KaBwG Kol KATIOLEG OUVAPTIOELS OXETIKEG € QUTEG KAl T main ouvaptnon tou epyaleiou. TEAog,
SnuoupynOnke to apxeio carrion_info.py, oto omoio nepléxovtal BonOnTKEG cUVAPTAOELG Tou €dyouy
Sladpdpwv eldwv MAnpodopleg, XPAOLUEC YLa TIEPETALPpW avaAlucn Tou apyeiou.

4.2 ZUpBoAa Kai ZUVAPTAOEIG

Onw¢ avadépbnke oto kepdalato 3.3, ol mAnpodopleg Tou apxeiou mpog €Aeyxo, 6oov avadopd Ta
oUMBOAQ Kat TG ouvapTHOELS autwy, Ba Slaxwplotolv o dU0 Katnyopies. H mpwtn katnyopia eivat ot
OUVOPTNOELG TTOU UAOTIOLoUVTAL o€ AAAN BLBALOBAKN Kal yiveTal n KAGN auTwv 0TO apXeio pog EAeyxo
kal n &eltepn Katnyopia €ival oL cuvaptrnoelg Tou UAomolouvTtal Jéoa oto apxelo mpog €Aeyxo. OL
mAnpodopieg auTteG LAoTOLOUVTAL PE TNV Hopdr) piag KAAonG ava katnyopia, ol onoleg Bpiokovtal péoa
oto apxeio carrion_base.py. AVOAUTIKA TTPOKUTITOUV OL KAAOELG:
class ExternalFunction: Avtinpoowrnelel cUPBOAX CUVAPTICEWY TTOU UAOTIOLOUVTAL EEWTEPLKA
™G BLBALOBNAKNG tpog avaAuon. MepléxeL:
e 1O Gvopa TNG cuvaptnong (name),
e 10 6vopa TnG e€wtepkng BLBALOBRKNG tou vAomoleital n cuvaptnon (library) kai
e puia AMota pe dleuBivoelg mou kaAeitatl To cUBoAo péoa og pia cuvaptnon t™g BLBALOBRAKNG
mpo¢ avaAucn. Av To oUPPBOAO KOAElTOl OE TEPLOCOTEPEC AMO Hia ouvapTAoEelg, Tote Oa
SnuoupynOoulv amo €va avtikelevo TG KAAONG QUTAG yla KABe cuvaptnon mou Bpébnke va
KaAeltal to cuUBoAo (addresses).
__init__(name, library): Aéxetal w¢ opiopaTa TOo OVOUA TNG cuUVAPTNONG Kal T BLBALoBRKNG
otnv onola UAomoLeital kat apxikormoleital n Alota twv StevBuvoewv Tou Ba Bpebel to cupPolo.
class FunctionSymbol: Avtutpocownelel cUUBOAO CUVAPTCEWY TIOU UAOTIOLOUVTOL ECWTEPLKA
™ BLBAL0OAKNG tpog avaAuon. MepléxeL:
e 1O Gvopa TNG cuvaptnong (name),
e 1tV &levBuvaon tng vlomoinong tng cuvaptnong (address),
e 7O OVOMO TOU TOUEQ TNG OUVAPTNONG (section_name),
e 1O péyebog tng (size),
e 1O péyeboc tou stack (stack_size),
e avahuon tou stack, pe tnv popodn dictionary, €xovtag wg key To offset and tnv apyn tou stack
NG ekAcoTote eyypadr¢ kat wg value to péyebog tng eyypadrng autig (stack) kat
e ¢vadictionary pe Tic mMAnpodopieg Twv e€wteplkwv cUUPBOAWY Ttou BpéBnKav va kKalouvtal pEca
otnv ouvaptnon, Sopunuévo WG g&nc: wg key €XeL
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[6vopa_gfwtepikol_ocuuBolouv]@[6voua_BLBAloBrkng_ulomoinong_tou_stwtepkol_cupPOA
ou], kat we value éva avtikeipevo tng kKAGong ExternalFunction pe 0Aeg TI¢ oxetikég mAnpodopieg
Tou efwteplkol cupPolou. H xprion tou dictionary amockonel otnv e0KoAn glpeon Twv HéN
umapxwv cupPOAwv péoa otn Alota, £ToL WOTE Va yivetal eUKOAN n opadomoinon Twv KANoEwv
ava cuppolo (external_functions).
__init__(name, address, section_name, size=0, stack_size=0): AéXeTal w¢ 0PLOUATA TO OVOUA
(name), Tnv 8tevBuvon (address), To Gvoua Top£a TNG cuvAPTNONG (section_name) Kal TPOOLPETIKA TO
péyeBog tng ouvaptnong (size) kat to péyebog tou stack (stack_size) (apxikomoinon oto 0). Emiong,
apxKomolouvtal Ta dictionaries yla Ta e§wTePIKA cUUBOAA TNG CUVAPTNONG KAL yla TV avAAucn Tou
stack.

name

address

section_name

size

stack_size name
external_functions > library
4ol

stack addresses

Eikova 3 KAdoeig ameikéviong cufoAwy

4.3 AvaAuon ZupBoAwyv Kal ZUVAPTAOEWYV

H avaAuon Twv E0WTEPLKWY Kol EEWTEPLKWY CUUPBOAWV Kol TWV GUVOPTACEWY TOUG EVOG apxeiou mpog
£\eyX0 APOUGCLATEL UIKPEC OUOLOTNTEG KAl APKETEC SLadopEC LETALL TWV OPXLTEKTOVIKWY. H elpeon Twv
OUVOPTACEWV TIOU UAOTOLOUVTOL E0WTEPIKA TOU opXelou, eival gU0koAn kat S, avefaptAtwg
OPXLTEKTOVIKAG, LE TNV XPon Twv cUUBOAwV TG BLBAL0ONKNG pybfd. H Stadikacio auth yivetal katd tThv
apxLKOToinon &vog avTIKEWEVOU TG KAAong Carrion (BA 4.5 Avaluon mnyaiou kwdika). ‘AN uia
OMOLOTNTA TIOU TOAPOUCLAETAL METOEU TWV OPXLTEKTOVIKWV €elval n elpeon Tou peyéBoug uiag
ouvaptnong. Adyo tng opoldTnTag UTAG Kal TG aveéaptnoiag tng uAomoinong, N mMapPAKATW CUVAPTNON
Bploketal oto apyeio carrion_base.py.

findFunctionSizeByAddress(bfd, bytestream, address): Aéxetal w¢ opiopata €va binary file
descriptor (bfd), éva byte stream (bytestream) kat pia StevBuvon oe aplBunTky popdn (address) kat
eniotpedel to peyebog tng cuvaptnong nou Bpioketal otnv SteBuvaon address, eav Bpebei, Sladopetikd
erotpedet tv tipn 0. H elpeon tou pey£Boug TG cuvapTNONG YiveTal HEoa armo Ti¢ mAnpodopisg mou
TepLEyovtal otov Topéa .dynsym. lvetal xprion tou bfd yia tnv ebpeon tou file offset, Tou pey£boug twv
eyypadwv tou topéa .dynsym kat tou endian tng BPALoBAKNG Kal xprion tou bytestream yla tnv
avayvwon Twv eyypadwv tou Topéa .dynsym. EAEyxetal to value tng kabe eyypadrg, To omoio
QVTUTPOCWTEVEL TNV SleBuUVON otV omola EEKVAEL N UAOTIOLNON TNG CUVAPTNONG Tou cURPBOAoU. Av TO
value auto eival 1610 pe tnv SlevBuvon address mou 666nke, TOTE yivetal avdyvwaon Tou UeyEBoug Tou
ouBOAOU, TO oTtoio Kal EMLOTPEDETAL OE ApLOUNTIKA LopdH.

H avaiitnon mAnpodoplwVv cUUPBOAWVY e€WTEPIKWY CUVOPTACEWY, SLadEPEL VA APXLTEKTOVLKN,
KATL To omolo amattel kat Stadpopetikr) uhomoinon ava nepintwaon. Ot mAnpodopieg autég e€dyovtal amno
TouG Topeig TNG BLBALOONKNG Ttpog EAeyxo. OL Topelg mou pag evdladépouv eival ol €€NG:

e .plt (arm/aarch64/i386/x64): NepléXel EVIOAEG OPXLKOTIOINONG TWV EEWTEPKWY CUUPBOAWY KoL

EVTOAEC LETAPAONG TNG PONG TOU MPOYPAUUATOG TNV UAOTIoinon tou cupBdAou ou KARBNKE.

Katad tnv kAon evog e€wteplkol cupBoAou, kaAeital mpwta n avtiotowxn SlelBuvon otov Topéa

.plt, and 6mou kaBopiletal n emduevn KARon.

o .relplt (arm /i386): Anotelel £€vav mivaka pe eyypadeg, omou kABe eyypacdn TEPLEXEL THV
SlevBuvon Tou Topéa .got yLa apXLTEKTOVLKN arm f Tou Topéa .got.plt yla apyitektovikr) i386
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€vO¢ oupPBOAou kat tov aléov aplBud g eyypadng tou idlou cupPolou ctov Topéa .dynsym,
yla apXLTEKTOVIKEG 32 bits.

o .rela.plt (aarch64 /x64): Amotelel évav mivaka pe syypad£g, omou kABe eyypadn MePLEXEL TV
S1evBuvon Tou Topéa .got yLa OPXLTEKTOVLKN aarch64 r Tou Topéa .got.plt yla apxLTEKTOVLKN X64
€vO¢ oupPBSAou Kal Tov auov aplOud tng eyypadng tou idtou cuppoArou otov Topéa .dynsym,
Yl O PXLTEKTOVIKEG 64 bits.

e .dynsym (arm/aarch64/i386/x64): Anotelel évav mivaka pe syypadég, omou kabe eyypadn
niepléxel Stadopeg mAnpodopieg yla éva ocUpPolo. Xpriolpeg mAnpodopieg Tou Topéa .dynsym
elvat to offset amo tnv apxr Tou Topéa .dynstr, 6mou Bpioketal To dvopa Tou cupBoiou.

e _dynstr (arm/aarch64/i386/x64): Nepiéxel og popdr oAdapPOUNTIKWY TIUWY, TO ovVOpATA TWY
oUUBOAWY Kat Twv BLBAL0ONKwWY TOUG.

e .gnu_version (arm/aarch64/i386/x64): Anotelel évav Tivaka pe eyypadeg peyeboug 2 bytes,
omnou kaBe gyypadn avriotoxiletal pe TG eyypadeg tou topéa .dynsym, pe Bdaon tov avfov
apLOuo NS KABE eyypadC KaL TIEPLEXEL LILAL TLULF TOU TOMEQ .gNu_version_r

e .gnu_version_r (arm/aarch64/i386/x64): Amotehel évav Tmivaka He eyypad£EC, oL OTMOiEg
TEPLEXOUV pia TIUR, Eexwplotn yia kaBe eyypadn kal éva offset amo tnv apxr tou topéa .dynstr,
omou Bploketal To dvopa tng BLBALOBAKNG TOU AVTLOTOLXEL OTNV EEXWPLOTHA TLUA.

Kata ouvénela mpokumtel Sladopetiky vlomoinon tng (Slag ouvaptnong ot KAAGCELS
Carrion_arm, Carrion_aarch64, Carrion_i386 kat Carrion_64 ota apxeia carrion_arm, carrion_aarch64,
carrion_i386 kau carrion_64 avtiotolya:

scan_function_for_external(bfd, bytestream, fsym): AéyetalL w¢ opiopata €va binary file
descriptor (bfd) tng BiBA0OAkng pybfd, To avtictowo byte stream (bytestream) tou bfd kat éva
QVTIKElpevo tNg KAAdong FunctionSymbol (fsym), to omolo mepléxel nén OAeg tig mMAnpodopieg piag
ouVAPTNONG IOV UAOTIOLELTAL 0TO apxelo Tou bfd, ektog amd ta e€wtepkd ocUpBoAa Tou KaAlouvTal HEoa
O€ QUTH Kal TIG TAnpodopleg yla to stack. Emotpédel to avtikeipevo tng kAaong FunctionSymbol fsym,
OUUTANPWHEVO HE ONa Ta ewTteplkd cUUPOA, TG TMAnpodopiec autwv Kat Ti¢ Sleubuvoelg 6mou
KaAouvtal péoa otn ocuvaptnon, kabwg kat Tig mAnpodopieg tou stack (cuvoAikd péyebog, avaluon Tou
stack oe pey€dbn syypadwv).

AAyoptduog: ONot oL €Aeyxol Kat n €€0pun Twv anapaitnTwyv MANPodopLWV TIOU yivovtal og
QuTn TN ouvaptnon, yivovtal oto eninedo assembly TNG eKAOTOTE QAPXLTEKTOVLKNG. YIAPXOUV OPKETEC
SLapopEC HETOEL TWV OPYXLTEKTOVIKWY, Ol omoieg kaBlotovoav aduvatn Tnv UAoOTMoLncn evog eviaiou
oAyopiBuou Koo yla OAEC TIC QPXLTEKTOVIKEG, UE TNV XPNON €VOLAUECNC QVAOPACTAONG, OMOTE N
ouvaptnon auth uAomolnOnke SladopeTikd yia kaBe apyitektovikr. OAeg oL amapaitnteg mAnpodopieg
TwV TOMEWV TNG BLBALOBN KNG Ttpog avaluaon Bplokovtal amd to avtikeipevo bfd (LéyeOog TOUEQ, ELKOVLKN
SlevBuvon HVAKNG TNG apXn¢ Tou TopEa, file offset tng apxng tou Topéay).

4.3.1 AAy6pi10puoOG ApXITEKTOVIKAG arm32 ocuvdaprTnong
scan_function_for_external()

H mpwtn evtoAn adaipeong (sub) mou BplokeTal and TNV apxn tng CUVAPTNGONG, XPNOLUOTOLELTAL yLa TV

S€opeuon xwpou oto stack, onote kal pog Sivel o péyebog tng otoifag.

OL evtoAég amoBnkeuong (str) ypadouv otn otoifa kdmola petaBAnth, €ite eowTtepLKn €ite
efwteplkn. Bplokovtag 6Aa ta onpeia tng otolfoag omou £xeL yivel eyypadn peTaBAnTwy, UMopoU e va
uTtohoyiooue to péyebog tng kabe petaBAntnc.

H evtoAn StakAadwong pe ocuvdeopo (bl) xpnolpomoleital yia TV KANon eEWTEPIKWY (Katl oxL

HOvo) cupBoAwv. Av n 8tevBuvon tng evioAng SlokAadwong e cUVEEOUO OVAKEL oToV Topéa .plt, Tote
TIPOKELTAL YLa EWTEPLKO cUPBOAO.

H mpwtn evtoAn mou Bpioketal otnv StelBuvon tou Topéa .plt Tng evioAng StakAadwong, eivat
€VTOAN mpooBeong. AmoBnkevetal otov Kataxwpntr ip (r12 - Intra-Procedure-call scratch register) o
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program counter (pc) auv€nuévog katd 12. Ouolaotikd amobnkevetal n StelBuvaon g TPitng ev ouvexeia
€VTOAAC TOU TopEa .plt amo to onueio mou KARONKE.

H apéowg emopevn (6eutepn) evioAn otov Topéa .plt, elval emiong evioAn mpooBeong, katd tnv
omola npootiBetat pia otabepd otnv A&N UTAPXWV TLUH TOU KoTaxwenTh ip.

H tpitn kot teAevutaia evtoAr Tou topéa .plt mou avtiotolel oto cUUBOAO TToU KARONKE, givatl
eviohny dpoptwong pe offset (/dr). DoptwveTal TO MEPLEXOEVO TOU KataxwpNnth ip Le éva offset otov
program counter (pc), petadEpoviag £TOL TNV PON TOU MPOYPAUUATOG OTO onelo Omou Selxvel mAéov o
pc, To omoio avtlotolkel otnv eyypadn Tou Topéa .got, ToU avTloTolXel oto cUpPBoAo Tpog avaluon.
AvaAuTikd, n StevBuvon tou topéa .got, MPokUMTEL w¢ To dBpolopa tng SteBuvaong TNG evtoAng /dr (n
omoia eival +8 amod tnv SievBuvon Tou xpnoldomolndnke otnv evtoAn bl), tng otabepng TUAC TTou
nipootiBetal otnv eVtepn evioAn kat Tou offset mou xpnotpomnow)Bnke otnv evtoAn /dr. (O topéag .got
apxlkomoleital og OAeC TOU TG eyypadEC pe TV SlelBuvaon TG MPWTNG EVIOANG Tou Topéa .plt. Katd tnv
pwtn KARon €vog cupPBolou, o Topéag .got KaAel TG TTpwWTEG EVIOAEG TOU TopEQ .plt, oL omoleg elvatl
UTMEUBUVEG yla TNV €UPECN TNG UAOTOLNONG TOU GUMBOAOU Kal yla TNV EVNUEPWON TNG QAVTLOTOLXNG
eyypadn¢ otov Topéa .got. MNa Tov Adyo auto, ota mAaiola Thg oTatikAg avaluong Sev Ba acxoAnBboulpue
TEPAULTEPW IE TO TIEPLEXOLEVO TOU TOUEQ .got).

OL eyypadég tou topéa .rel.plt avtiotolyolv oe 8 bytes n kaOe pia, pe ta 4 mpwta bytes va
TiepLEYouV TNV SLtelBuvon Tou cupBoAou otov Topéa .got Kal Ta 4 urtdAouna MepLEXOUV Tov aufov aplouo
eyypadng Tou Topéa .dynsym Kal TOU TOUEX .gnu.version Tou aVTLOTOLXOUV oTov U BoAo.

Ol eyypadég tou Topéa .dynsym eivat peyéBoug 16 bytes. Ta mpwta 4 bytes anoteAouv to offset
amo TtV apyrn tou Topéa .dynstr mou avtloTtolxel 6To Gvoua Tou GUUBOAouU.

OL eyypadEg Tou Topéa .gnu.version gival peyéBoug 2 bytes, 0mou n kabe eyypadr aviiotolyet
o€ pia eyypadn Tou topéa .dynsym, CUGXETIOUEVEG KATA aUEov aplBpd Kot TEPLEXEL TNV TLUA ToU nediou
value piag eyypadng tou Topéa .gnu.version_r.

OL eyypadéc tou Topéa .gnhu.version_r eival peyeboug 16 bytes, petaly tou £ktou(6) Kot
oyboou(8) byte Bploketal n TR tou medlou value tng eyypadng kot PeTafd tou OySoou(8) kat
Swdékatou(12) byte to offset amd tnv apxn tou Topéa .dynstr mMou avtloTolxel oto Ovopa tng
BLBALoONKNG.

'OAeg oL amapaitnteg mMAnpodopieg Tou cupBoiou Bplokovtal oToug mapanavw Topelg, apkel va
YIVEL N CWOTH avTLloTolXLoN TWV gyypadwy OU aVAKOUV oTo 810 cupBolo.

4.3.2 AAyopi10pog apxiTeKToVvikig aarch64 cuvaprnong
scan_function_for_external()

H mpwtn evtoAn amoBrkeuong leuyaplol Kataxwpntwv (stp) mou Bploketal amd tnv apxn g
ouvapTNoNG, XpnNoLUomoLeital yla tTnv 8€0eucn Xwpou oto stack, omote kat pag Sivel To péyebog TG
otoifag.

OL evtoAég amobnkeuong (str) ypadouv otn otoifa kamola petaBAnth, €ite eowTteplkn ite
efwteplkn. Bplokovtag O0Aa ta onueia tng otoifag omou €xeL yivel eyypadn petafAntwy, Umopolue va
uTtoAhoyiooue To pEyebog tng kABe petaBAntnc.

H evtoAn StakAadwong pe ocuvdeopo (bl) xpnolpomoleital yia TV KANon eEWTEPIKWY (Katl oxL
HOvo) cupBoAwv. Av n tevBuvon g evioAn ¢ SLakAASwoNC e cUVSECUO avrKeL oTov TopEa .plt, Tote
TIPOKELTAL YLa EWTEPLKO cUPBOAO.

H evtoAr] mou Bpioketal otnv SlevBuveon Tou topéa .plt Tng evioAng StakAadwang, eivat n evion
adrp. H evtoAn adrp unohoyilel pla StelBuvVon OXETIKN UE TOV program counter (pc) Kat tnv amoBnkeveL
oTov Kataxwpntr mou Sivetal. Xtnv mMpokelpévn mepimtwon, n StevBuvon auth, €ival n ELKOVIKN
SlevBuvon ¢ apxng tou Topéa .got.plt.

H apéowc emopevn evioAn otov topéa .plt, eivat evtoAn ¢poptwong Idr. PoptwveTal n T mou
Bploketal otnv 6lelBuvon TOU KATAXWPENTH TIOU OMOBNKEUTNKE TO QTMOTEAECUA TNG TIPONYOUUEVNG
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evtoAn¢ (o omolog meptéxet Tn StevBuvan TG apxnig Tou Topéa .got.plt), pe kamola otabepd offset. To
offset autd elval tng eyypadnc tou e€wtepikol cuUPOAoU oto Topéa .got.plt amod tnv apyn tou.

MpoaoBétovtag tnv otabepd ou BpeBnke atnv evioAn adrp (ewkovikn dtelBuvon TNG apxng Tou
Topéa .got.plt) kat tou offset Tng evtoAn¢ /dr, Bpioketal n elkovik SlebBuveon Tng eyypadng Tou Topéa
.got.plt mou avtiotolxel oto e€wteplkd cVPPBoAo (O topéag .got.plt apxlkomoleital o OAeC TOU TIC
eyypad£c pe tnv levBuvaen TNS MPWTNG EVTOANG Tou Topéa .plt. Katd tnv mpwtn KAon evog cuppolou,
0 topéag .got.plt kaAel TIg mMpwTeG EVTOAEC TOU TOpEQ .plt, oL omoieg eival UTELOBUVEC yLa TNV EUPECN TNG
vAomoinong Tou cUPBOAOU KaL yLa TNV EVNLEPWON TNG AvTioToyNnG eyypadng otov Topéa .got.plt. Ma tov
Adyo autd, ota mAaioLla TG oTaTkAG availuong ev Ba aoxoAnBoUE TEPALTEPW LIE TO TIEPLEXOEVO TOU
Topéa .got.plt).

OL eyypadég Tou topéa .rela.plt avtiotolyolv oe 24 bytes n kaBe pia, pe ta 4 mpwta bytes va
niepLéxouv tnv tevBuvaon tou cupBoAou otov Topéa .got.plt kat To dwdékato (12) byte £éwg katL to dékato
€KTO (16) byte mepLéxouv Tov abEov aplBpo eyypadng Tou Topéa .dynsym Kal TOU TOMEQ .gnu.version mou
QVTLOTOLXOUV oToV cUBoAo.

OLeyypadég tou Topéa .dynsym eivat peyéBoug 24 bytes. Ta mpwta 4 bytes anoteAouv to offset
amnod TtV apyr tou Topéa .dynstr mou avtloTolxel 6To Gvoua Tou GUBOAouU.

Ol eyypad£c Tou Topéa .gnu.version eival peyéBoug 2 bytes, 6mou n kaBe eyypadn avriotolyel
ot pia eyypadn tou topa .dynsym, CUGXETIOUEVEG KATA aUEov aplBud Kot TEPLEXEL TNV TLUA Tou ediou
value piag eyypadng touv Topéa .gnu.version_r.

OL eyypadéc tou Topéa .ghu.version_r eival peyeboug 16 bytes, petaly tou £ktou(6) Kot
o6yboou(8) byte Bploketal n T tou mediou value tng eyypadng kot petafd tou Oydoou(8) kot
Swdékatou(12) byte to offset amd tnv apxn tou Topéa .dynstr mou avtloTolxel oto Gvopa TNng
BiBALoONKNG.

'O\ec oL amapaitnteg mAnpodopieg Tou cupBoiou Bpiokovtal oToug mapandvw ToUEiS, apKel va
yivel n owotn avtiotoixion tTwv eyypadwv mou avikouv oto idto cUuBolo.

4.3.3 AAyopi0uog apXiTekTovikng intel x86 cuvaprnong
scan_function_for_external()

H npwtn evtoAn adaipeong (sub) mou BplokeTal and TNV apxn tng CUVAPTNONG, XPNOLUOTOLELTAL yLa TV
8€opeuon xwpou oto stack.

OL evtoAég petadopag Sedopévwy (mov) ypadouv otn pvnpn mou Seiyxvel to dbBpolopa Tou
TPWTOU KOTAXWwPNTA Kot tou offset TN EVIOARC, TNV TIUA TIOU TEPLEXEL O HEUTEPOG KATAXWPNTAG TNG
€VTOANG. Av 0 TIPpWTOC KOTOXWPNTAG elval o ebp (Stack Base Pointer), onuaivel mwg yivetat anobrnkeuon
oto stack. ypadouv otn otoifa kamola petaBAntn, site ecwrteplkn eite e€wtepikr). Bplokovtag oAa Ta
onuela tng otoifag omou €xel yivel eyypadr HUeTaBANTWY, UMOPOUE Va UTIOAOYIOOUE TO HéEyeBOC TNG
KaBe petaBAntnc.

OL evtoAég kAnong (call) xpnowuomoloUvial yla TNV KANGCN E0WTEPIKWY 1 €EWTEPLKWV
ouvaptnoswv. Av n 8lelBuvon tnNg evtoAng avnkel otov Topéa .plt, TOTe mpokeltal yla eEWTEPLKO
ouupolo.

H mpwtn evtoAn mou Bpioketal otnv StevBuvon tou Topéa .plt Tng evtoAng KARong cuvaptnong,
elval evioAn pHeTaBaoncg pong Tou poypappaTos jmp, n onola eival pey£bouc 6 bytes. H StevBuvaon tng
OUEOWG EMOUEVNC EVIOANG TOU TopEa .plt elval n diebBuvaon tng eVvIoAng KAoNng cuvaptnong auvénuévn
KOTA To PEYEBOC TNG EVTOANG LETABACNC PONC TOU MPOYPAUUATOG jmp (+6).

O eyypadEcg tou Topéa .got.plt avtiotolyoUv os 4 bytes n kdBe pia, Ta omola mepLEXOULV TNV
SlevBuvon tng eltepng evioAng evog cupPoAou Tou Topéa .plt (SltelBuvon mou kaAeital otnv evtoAn
kAnong (call) + 6).

O eyypadeg Tou topsa .rel.plt avtiotolxouv os 8 bytes n kaBe pia, pe ta 4 npwrta bytes va
nepLExouv tnv StevBuvon tou cuBOAoU oToV TopEQ .got Kal Ta 4 UTIOAOUTO TIEPLEXOUV TOV aUEoV aplOuo
gyypadng Tou Topéa .dynsym Kol Tou TOPEQ .gnu.version TTou avtlotolyolv otov cUuBoAo.
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Ol eyypadég tou Topéa .dynsym sival peyéBoug 16 bytes. Ta mpwta 4 bytes anoteAoUv to offset
arod TV apyr tou Topéa .dynstr mou avtloTtolxel 6To dvopa Tou cuBoAou.

OL eyypadEg Tou Topéa .gnu.version eival peyéBoug 2 bytes, 6mou n kabe eyypadr aviiotolyet
o€ pla eyypadn Tou topa .dynsym, GUGXETIOUEVEG KATA aUov aplBud Kot TEPLEXEL TNV TLUA Tou ediou
value piag eyypadng touv topéa .gnu.version_r.

OL eyypadég tou TopEa .gnu.version_r eival peyéBoug 16 bytes, petafy tou €ktou(6) Kot
oydoou(8) byte Bpiloketal n TR tou medlou value tng eyypadng kot petafd tou Oydoou(8) kat
Swbdékatou(12) byte to offset amd tv apx tou Topéa .dynstr mou avtloTolel oto Ovopa tNng
BBALoORKNC.

'O\eg oL anapaitnteg mAnpodopieg Tou cupBodAou Bpiokovtal oToug mapandvw ToUelg, apKel va
yivel n owotn avtlotoixion Twv eyypadwyv mou avikouv oto idto cUpBolo.

4.3.4 AAyopi10pog apXITEKTOVIKRAG intel x64 cuvaprnong
scan_function_for_external()

H mpwtn evtoAn adaipeong (sub) mou Bploketal amo tnv apxr TG cUVAPTNONG, XPNOLLOTIOLELTAL yLa TV
S8éopevon xwpou oto stack.

OL evtolég petadopdc dedopévwy (mov) ypadouv otn pvApn mou Seiyxvel to dbpolopa Ttou
TPWTOU KOTAXWPNTA Kol tou offset TN EVIOARC, TNV TLUA TIOU TIEPLEXEL O SEUTEPOG KATAXWPNTAG TNG
€VTOANC. AV 0 TPWTOG KATaXwpPNTNG elvat o rbp (Stack Base Pointer), onuaivel nwg yivetal anoBrkevon
oto stack. ypadouv otn otoifa kamowa petapAnth, eite ecwtepikn eite e€wtepikn. Bplokovtag oAa ta
onueia tng otoifag émou €xel yivel eyypadr petaBAnTwy, WnopoUpe va untohoyiooue to PEyeBog tng
KABe petaBAnTAG.

OL evioAég kAnong (call) xpnowlomoloUvtal ylo TNV KANON ECWTEPLKWV 1 €EWTEPIKWY
ouvaptnoewv. Av n 8levBuvon TNG eVIOANG avhKeEL OToV Topéa .plt, TOTE MPOKELTAL ylot EEWTEPLKO
ouupolo.

H mpwtn evtoAn mou Bpioketat otnv StelBuvaon tou Topéa .plt TNG eVTOAnG KA ONG cuvaptnong,
elval evtoAn HeTaBacng porg Tou MPoypAaUaTos jmp, n onola sival peyéBoug 6 bytes. H dtelBuvon tng
OUECWG EMOUEVNG EVIOANG TOU TopEa .plt elval n 8telBuvaon TNG eVIOANG KA ONG CUVAPTNONG AUENUEVN
KATA TO PEYEBOG TNG EVIOANG HETAPACNG PONG TOU TPOYPAUATOS jmp (+6).

OL eyypadég Tou Topéa .got.plt avtiotolyolv oe 8 bytes n kdBe pia, pe ta 4 mpwta bytes va
TiepLlExouv TNV SlebBuvon tng deUTtePNG eVTOANG EVOG GUBOAOU Tou TopEa .plt.

Ot eyypadég tou topéa .rela.plt avtiotolyouv oe 24 bytes n kaBe pia, pe ta 4 npwta bytes va
niepLléxouv tnv SlevBuvaon Tou cupBoAou otov Topéa .got.plt kal To wdékato (12) byte £wg katL to dékato
€KTO (16) byte va mepiléxouv Tov au€ov aplBuod eyypadng tou Topéa .dynsym Kol TOU TOUEQ .gnu.version
TIOU QVTLOTOLXOUV oToVv U BoAo.

Ol eyypadég tou Topéa .dynsym eival peyéBoug 24 bytes. Ta mpwta 4 bytes anoteAouv to offset
amod TV apyr Tou Topéa .dynstr mou avtloTolXel 6To Gvoua Tou cuBOAou.

Ot eyypad£g Tou Topéa .gnu.version eival pey€Boug 2 bytes, 6mou n kaBe eyypadn avriotolyel
o€ pla eyypaodn tou topéa .dynsym, CUGXETIOMEVEC KATA AUEOV apLlOLO Kal EPLEXEL TNV TLUN TOU nediou
value plag eyypadng Tou Topéa .gnu.version_r.

OL eyypadég Tou Topéa .gnu.version_r eivol peyéBoug 16 bytes, petafl tou €ktou(6) Kal
oyboou(8) byte Bploketal n tun tou mediou value tng eyypadng kat petafy tou Oybdoou(8) kat
Swdékatou(12) byte to offset amd tnv apxy tou Topéa .dynstr MOU QVILOTOLXEL OTO Ovopa TNG
BLBAL0BNKNC.

'OAeg oL amapaitnteg mMAnpodopieg Tou cupBoiou Bpiokovtal oToug mapanavw TOUEelg, apkel va
YIVEL N oWOTH avtloTtoiylon Twv gyypadwy ouU avAKoUV oTo 8Lo cUpBolo.
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4.4 Analoipn ApXITEKTOVIKWYV

Jta mAaiola NG UAomoinong SnuoupynBnkav Stadopetikd opxelo yia KABE OPXLTEKTOVLIKA
(carrion_arm.py, carrion_aarch64.py, carrion_i386.py, carrion_64.py), Ta onoia anaptifovrat and to idto
interface, 6oov adopd T ovopaoieg KAACEWV KAl CUVAPTHOEWY, TIG AELTOUPYIEC AUTWY, TWV OPLOUATWY
KOL TWV AMOTEAECUATWY ETULOTPOPNG, LE OTOXO TNV araholdn Twv SLadopwv HETAEY TWV APXLTEKTOVIKWV.
Aladopormololvral wg mpog tov aAyoplOpo mou akolouBeital o KABe MepimTwon yla TV uAomoinon The
€KAOTOoTE AetToupyiag.

class Carrion_arm32/Carrion_aarch64/Carrion_i386/Carrion_64:

__init__(): Apxwkomoinon tou avtikelpévou tng BiBAoBnkng archinfo [31], to omolo mepléxet
LG MAnpodopieg TNG avtioTong apPXLTEKTOVIKAG. TEtoleg mMAnpodopieg, OMwWG lval Ta ovopaTa Twv
KATOXWPNTWV KoL OL SEIKTEG TTOU AVTLOTOLXOUV O QUTOUG, XPNOLLLOTIOLOUVTAL Ao T YAWooo eVOLAUEDTNG
QVOTapAacToonG.

archinfo(): Emwotpédel o avtikeipevo tng BLBAL0BNAKNG archinfo [31] mou apxikomolOnke otnv
ouvaptnon __init_ ().

get_n_argument_offset(n): Emiotpédel Tov S€iKTn TOU KATAXWPNTH TTOU XPNOLUOTIOLELTE WE N
oplopa oe pio kAnon, cupdwva pe tnv BLBALoBrkn archinfo [31]. Aéxetal w¢ 6pLopa TOV apLlOUo n.

frame_pointer(): Emiotpédel éva dictionary pe 6Aa ta mbava ovOUATA TOU KATOXWENTH TToU
xpnowuornoteital wg frame pointer wg key kot pe toug avtiotolyoug SeikTeg TMOU TEPLEXOVTAL OTNV
BiBALoOrkn archinfo w¢ to avtiotowo value.

stack_pointer(): Emiotpédel éva dictionary pe 0Aa ta mBavd ovopaTa Tou KOTAXwPENTH mou
xpnowuornoteital wg stack pointer wg key kot pe toug avtiotolyoug OeiKTeG TOU TEPLEXOVTAL OTNV
BiBALoOrkn archinfo w¢ to avtiotolo value.

get_cmpl_flag(): Emuotpédel TNV TN TOU €XEL O KOATAXWPNTAG CC_OP TNG evOLAMEDONG
QVOTTAPACTOCNG, OTAV TIPOKELTAL VLA TTPAEN OUYKPLONG.

find_n_argument_fp_offset(bfd, bytestream, irsb, stmt_addr, block_num, n): AéxetaL wg
opiopata éva binary file descriptor (bfd) Tng BLBALoOnKkNng pybfd, To avtiotolxo byte stream (bytestream)
tou bfd, pia Alota and simple blocks tng evéildpeong avanapdotacng pyvex (irsb), 6mou mepléxouv tnv
evélapeon avamapaoctacn tng vAomoinong pilag ocuvaptnong, o avov aplBuog péca oto block tng
€VTOANG mou Bploketal n kKAnon e€wtepikng ouvaptnong (stmt_addr), o abvfov aplBuog tou block otn
Alota irsb mou Bpioketal n kKAnon (block_num) kat o avfov aplBuog (n) tou opiloparog tng KAnong.
Emotpédel to offset o popdr akepaiouv amod tov frame pointer (fp) and to onoio petadEpOnke n TN
TOU OTO N OPLOUQ, -1 o& epIMTWON KN eVPECNG TOU.

scan_function_for_external(bfd, bytestream, fsym): BA. 4.3 AvdaAuon ZuuBolwv Kot
JuvaptnoswyY

4.4.1 AAyop10pog ap)ITEKTOVIKWY arm32, aarch64, intel x64
cuvaprnong find_n_argument_fp_offset()

Ol apxLtekToVIKEG arm32, aarch64 kal intel x64 XpnoLULOMOLOUV CUYKEKPLUEVOUC KATAXWPNTEG yLa TNV
HETABOON OPLOUATWY KATA TNV KA ON CUVOPTHOEWV. KABE TETOLOG KaTtaxwpnTnG eival SECUEVUEVOC YL
OUYKeKPLUEVN B£on oplopatog. Ma mopddelyud, otV APXLTEKTOVIKN) arm32, yla onoladnmote KANon
ouvaptnong He oploparta, To MPWTO Oplopo Ba amoBnkeutel otov kataywpntn ro, To dsUtepo oTOV
Katoxwpentn rl, To tpito otov r2 kAm. OL idlol kataxwpntég Oa xpnolponotnbouv os KaBe mepimTwon
KAlong ouvaptnong He oplopata. H eyypadn Twv KATOXWPNTWY QUTWV OTNV YAWOOO €VOLAUECNG
avamapaoctoaong ylvetal pe tTnv evtoAn Put.

Ma kaBe evtoAn Put mou Bpiloketal, eAEyXETAL O KOTAXWPENTAG OTOV omoio yivetal eyypadn).
Mvetal xprion g ouvaptnong get_n_argument_offset(), n onola emotpédel Tov SEIKTN OV AVTLOTOLKEL
OTOV KOTOXWPENTH TIOU XPNOLUOTOLELTAL yLa TO n Oplopa. Av autog o Seiktng eivat idlog pe to offset tng
€VTOANC Put, autd onuaivel OTL ypadeL 0TOV KATAXWPENTH TIOU AVTLOTOLXEL 0TO GpLopa n.

EA€yxovtal n T ou YpAdTNKE OTOV KATaxwpnth.
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Av n mnyQ amoteheitat amd pio petafAntr, TOTE yivetal xpnon TNG GUVAPTNONG
value_traceback(), n omola emiotpédel TNV TIUA TIOU €XEL TAPEL N LETABANTH QUTH.

Av n mnyn anoteAeital anod abpolopa Suo petaBAntwy, Tote n SeUtepn amoteAel To offset Tng
TPWING HETAPANTAC.

MvetaL €Aeyxog YL TOV EVTOTILOUO TNG TLUAG Tou offset.

EAéyxetal av n mpwtn petaBAntr eivat o kataxwpntig frame pointer.

Av givay, T0te Bp€Onke To offset, aALwG ouvexileTal n avaltnon oTnV EMOUEVN EVTOAN Put.

Av 6¢ev Bpebel to offset, emiotpédetal n Tun -1.

TNV aPXLTEKTOVLKN intel x64, ylvetal n xpAon Texvikng umepxeiliong pe tnv evioA Adde4.
MpootiBetal éva big_offset, apketd peydlo wote va mpokalécel umepxeillon katd thv SLApKela TG
nPOcBeong, OOV TO AMOTEAECUA TNG omolag eival o {ntoupevog deiktng. H elpeon Tou MPAYHATIKOU
offset and tov apywd deiktn, MPOKUTITEL amo TNV padnpatikr pagn: offset = OxfffFfffffffffff - big_offset
+1

4.4.2 AAyopi10pog apXiTeKTOVIKwY intel x86 cuvaprnong
find_n_argument_fp_offset()

H apyttektovikr intel x86, xpnolpomolei to stack yla tnv petadopd Twv opLopdTwyY, ypddovidg Ta o auto
OKPLBWG TPLY TNV KANGCN TG EEWTEPLKNAG GUVAPTNONG. YIoAoyilel kat ypadel mpwta To TeAeuTtaio dplopa
KalL TEAOG TO IPWTO, EEKLVWVTAG TNV Eyypadr] o XanAo Hépog tou stack, dtdvovrag oto mavw HEPOG Tou.
H eyypadn oto stack otnv yAwooa evOLALESNG avamapAoTAONG YIVETAL UE TNV XPHON TNG EVIOANG Store.
AuTO Sladopomolel Tov ahyoplBuo wg MPog Tov TPOTO Tou evtomilovtal Ta opiopata. O alyoplOuog
TAéov SLapopdwveTal we £€NG:

Availnteital n eyypadr tou n oplopatod. MNa tnv eVpeon NG eyypacdrng Tou n opiopatoc, apkel
va BpeBel n n evioAn store, avalntwvtag avamnoda amno to onpelo KARong. Autd cuppaivel, yloti kabwg
€AEYYOUE TIC EVIOAEC EVSLAUEDONC QVOTAPAOTOONG TTPOC Ta oW armo To onpeio mou £ywve n KARon, To
TPWTO OPLOMA TIOU CUVAVTIAUE va ypadetal oto stack eival kal To mMpwto Oplopa TNG ouUVAPTNONG,
avtiotolya to 86eUTEPO KAM. (adoU KATA TNV KOVOVIKI POr TOU TPOYPAUMOTOC, TpwTa ypddetal To
teleutaio Oplopa oto stack, kat teheutaio To mpwto OpLopa). Av yla mapadstypa avalntoUpe to SeUTePO
oplopa piag kAnong (n = 2), otnv mpwtn evioAn Store oto stack mou Ba cuvavtrooupe eAEYXOVTAG TLG
€VTOAEC TIpoG Ta Tiow, Ba eival to mpwto Oplopa. H evtoAn auth Sev Ba avalubel mepetaipw. ITnv
€MOEVN eVTOAN Store oto stack mou Oa cuvavtrioou e, Ba mpémnet va avaluBel, plag kal avadEépetal oTo
{nToupevo oplopa (6evTePO).

EA€yxeTaL n TN oV ypAadTnKe oto stack.

Av n tinyn anoteAeital and abpolopa dVo petaBAntwy, TOTe n 6eUtepn amotelel to offset tng
TPWTNG LeTaPANTAC.

Mvetal €Aeyxog ylao TOV EVTOTILOUO TNG TIUAG Tou offset.

Av n mpwTn LETaBAnTi eival o kataxwpntng frame pointer, tote PpéOnke to offset.

Av bev Bpebel 1o offset, emotpedetal n tun -1.

Emiong, yivetalL n xprnon TeXVIKNG umepxeillong pe tnv evtodn Add32. Mpootibetal éva
big_offset, apketa peydAo wote va MPokaA£oel untepxeillon Katd tnv Sldpkela tng mpodoBeong, Omou To
anotéAeopa tng omnolag eivat o {ntovpuevog deiktng. H elpeon tou mpaypotikou offset amd tov apyko
Selktn, MPOKUMTEL Ao TNV pobnuatikn npaén: offset = Oxffffffff - big_offset + 1

4.5 AvdAuvon Kwdika

H avaAuon tou mnyaiou Kwdlka ylvetal Pe TNV Xprnon tng evoLAUEeon avanapactacng pyvex. Kamoleg
QMo T CUVAPTAOELG TTOU UAOTIOLOUV amAEG Kal BaoLKEG Aettoupyieg, 6ev e€aptwvtal and arla apxesia
Tou epyaleiou kol Bplokovtal oto apxelo carrion_base.py. OL cuvaptnoel; auteég Ba pumopolcav va
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XpnotponotnBouv kot eEWTEPLKA TOU gpYaAelou, KAVOVTAC XPron HOVO TO GUYKEKPLUEVO OpXELO O GAAN
edappoyn. AVaAUTIKA:

getint(bytestream, start, end, step=1): Aéxetal wg oplopata éva byte stream (bytestream), tov
augov aplBud tou mpwtou (start) katl Tou tedeutalou (end) byte evog aplBuol mou epmepLEXETAL LECQ
oto byte stream kal mpoopatikd to Bripa (step) pe to omolo Oa yivel n petatponr (apxikomnoinon oto 1).
Eriotpédel Tov aképalo aplBud mou Bploketal otig O£oeLg byte start £éwg end tou bytestream.

hasNumbers(inputString): Aéxetal wg Oplopa €va string (inputString) kot emiotpédel boolean
True o€ MEPLMTWON TOU TO inputString mepléxel aplBuoug, arlwg entotpédel boolean False.

load_value_from_offset(bytestream, offset): AéxetaL w¢ opiopata €va byte stream
(bytestream) kat éva offset and tnv apxn tou byte stream kot eMLOTPEDEL TNV TLUN TIOU AVTLOTOLXEL OE
Dword (double word = 32bits) and 1o onueio tou offset pe tv xprion tng cuvdptnong getint(), oe
oAdaplOuntikr popdn dekacfadikng atiog. To offset pumopei va elval aldaplBuntikol f aplBuUNnTIKoy
tomou petaBAnTh.

load_value_from_address(bfd, bytestream, address): Aéxetal w¢ opiopata €va binary file
descriptor (bfd), éva byte stream (bytestream) kat pia eikovikr StebBuvon (address) kal emiotpédel TNV
T mou avtiotolxei oe Dword (double word = 32bits) amnd to onueio tng elkovikrg StebBuveong address.
H ewkovikr StevBuvon address pmopei va eival aAdaplOuntikol r apBuntikov tumou petafAntn. H
LLETOTPOTIN TNG EKOVIKAG SlevBuvong os offset Tou byte stream yivetal pe tnv PonBela tou bfd. Apxika,
Bploketal o molov topéa tou bfd avrkel n ewkovikr) StebBuvon address. Emetta, umoAoyiletal n Stadopa
NG €lKOVIKNG StevBuvaong address pe tnv elkovikn dlelBuvon TNG apXAG TOU TOMEX OTNV Omola AVAKEL N
SlevBuvon. Télog, divovtag wg mapapétpoug To bytestream kat to dBpolopa tou file_offset tou Topéa
Kal tng Stadopdg mou untoloyiotnke mponyoupévwe (bfd.sections[section_name].file_offset + (address -
bfd.sections[section_name].vma)) otnv ouvaptnong load_value_from_offset(), Bpioketal n TR NG
Dword mou avtiotowxei otnv ewkovikn StevBuvon address.

fetch_target_register(stmt): Aéxetol WG OpLopA pia eVvToAn evlldpeong avanapdotaong (stmt)
™G BLBALOBNKNG pyvex Kkal emloTpédel Tov Kataxwpnt otov omoio Ba StampoyxBei pia evépyela
(mpooplopdg TG evépyelag). TETOLEG eVEPYELEC UTTOPEL va eival pia tpdén mpdoBeong (add), adaipeong
(sub), amoBnkeuong (store), doptwong (load), avabeong Tiung, KA. MNa napddelypa otnv evtoAn STle(t8)
= t2, Ba emiotpadel o kataxwpntng t8. Eav n evioAn dev mepLEXEL MPALEL avaABeoNC TLUNG, ETLOTPEDEL
™V TN -1.

fetch_source_register(stmt): Aéxetal WG OpLoUa pia evtoAn evllapeonc avanapaotaong (stmt)
™G BLBALOBNKNG pyvex Kal EMLOTPEDEL TOV KATAXWPNTH OO TOV OTIOL0 TIPOEPXETAL N TLUH Ttou Ba avatebel
(mnyn ™G evépyelag). TETOLEG EVEPYELEG UMOPEL va elval pia mpagn amobrikeuong (store), dopTwong
(load), avaBeong TG, KATL € MEPUTTWOELG MPALEWY, OMWG pia tpocobeong (add), adaipeong (sub), KA.
TIOU N TN TIPOEPXETAL ATIO TOV CUVEUAGCHO SUO 1) TTEPLOCOTEPWY KATAXWPNTWY, Ba emotpadel éva tuple
€ TOUG KATAXWPNTEG TTOU Xpnaotponotitnkav. Ma mapddetypa otnv evioAn STle(t8) = t2, Ba emiotpadel
0 KOTOXWPNTAG t2, evw otnv evioAn t4 = Add32(t2,t3), Ba emiotpadel to tuple [t2, t3]. Eav n evtoAn ev
TEPLEXEL MPAEELG avABEDNC TIUAG, EMLOTPEPEL TNV TN -1.

value_traceback(bfd, bytestream, irsb, stmt_addr, block_num, reg): AéxetalL w¢ oplopata Eva
binary file descriptor (bfd) tng BLBAL0OnRKNG pybfd, To avtiotowo byte stream (bytestream) tou bfd, pia
Alota ano6 simple blocks tng evéilapeong avanapaotaong pyvex (irsb), omou meptéxouv tnv evélapeon
avamnopactacn tng uAomoinong piag ocuvaptnong o aufov aplBuog péoa oto block tng evioArg mou
Bploketal n kAnon e€wteplkng ouvaptnong (stmt_addr), o ab&ov aplBuog tou block otn Alota irsb mou
Bploketal n kAnon (block_num) kat o kataxwpntig (reg) tou omoiou avalntdte n Twr. Emotpédel tv
TLUK TIOU €XEL O KATAXWPNTNG reg otnv evtoAn mou Bploketal otn Béon stmt_addr tou block block_num.
Av 6¢ev BpebBel otaBepd TN, emotpédetal n Tiun -1.

310 apyeio carrion.py, ulomoleital n Baoikn kKAacon tou epyaleiou (Carrion), n omola repikAsiet
OAeg anapaitnteg mAnpodopleg KoL CUVAPTIOELG OXETLKA UE TO apXEL0. AVOAUTLKA:

class Carrion: MNepléxel OAeg i MAnpodopieg tng BLBALOBNAKNG TPOoG avaAuon, KaBwG Kal KATIOLEG
ouVaPTNOELG EVPECNC OPLOUEVWY ATIO QUTWV. JUYKEKPLUEVAL:

e ¢va binary file descriptor tng BLBAL0ON KNG pybfd (bfd),
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e 1o avtiotolyo byte stream tou bfd (bytestream),

e £vo avTKelpevo NG avtiotolyng kAdong (Carrion_arm, Carrion_aarch64, Carrion_i386,
Carrion_64) tng apXLtekTovikng TG BLBAL0BNRKNG tpog avaAuon (arch) ka

e pia Alota pe ta cUPPBOAA TWV CUVOPTACEWVY Kol TANPodOoPieg aUTWY, TOU UAoTOLOUVTOL HECA
otnv BBAodnRkn, to kGBe éva pe TV popdr avilkelwévou tnG KAAong FunctionSymbol
(function_symbols).

__init__(bfd, bytestream): AéxetaL w¢ oplopata €va binary file descriptor (bfd) kat to
avtiotolxo byte stream (bytestream) tou bfd tng BiBAL0BAKNG mMpog avaAuon. Me tnv xpnon Twv
mAnpodopwwyv Ttou bfd emhéyetal n avtiotolyn kAdon kAdong (Carrion_arm, Carrion_aarch64,
Carrion_i386, Carrion_64) tou mebiou arch. EAéyxovtal ta cUpBola tng BLBALOONKNG Kal yla dmola amno
autd uAomolouvtal péoca otnv bla tv PLPAoOnRKn, Snpoupysl €va avtikelpevo TG KAAong
FunctionSymbol kol ce ouvdlaoud pe tnv ocuvaptnon scan_function_for_external tou avrtiotolou
avTiKeLLEVou arch, Bplokovtal OAEG oL OXETLKEG e TO cUpPBOAO TAnpodopleg ou sival anapaitnTeg yla
Vv avaAuon tng BLBALOBRAKNG. Ta avtikelpeva tng kKAdong FunctionSymbol, anoBnkevovtal otnv Alota
function_symbols.

get_n_argument_offset(n): Emiotpédel Tov S€IKTN TOU KATAXWPNTI TIOU XPNOLLOTIOLELTE WG N
oplopa o€ pia KAon, XPNOLLOTOLWVTAG TNV AVTLOTOLYN CUVAPTNON TOU AVTLKELUEVOU arch. Aéxetal wg
opLopa tov aplbuo n.

frame_pointer(): Emiotpédel éva dictionary pe 6Aa ta mBava ovOUATA TOU KATOXWENTH TTou
xpnotpornoteitat wg frame pointer wg key kat pe TOUG AVTiOTOLXOUG SEIKTEG TOU TtEPLEXOVTAL OTNV
BiBAoONnkn archinfo wg to avtiotolxo value, , XPNOWOMOLWVTIAG TNV AVTIOTOLYN OUVAPTNON TOU
QVTIKELEVOU arch.

stack_pointer(): Emiotpédel éva dictionary pe 0Aa ta mBavd ovopaTa ToU KOTAXWPENTH Tou
xpnowpomnoteital wg stack pointer wg key kot pe toug avtiotolyoug OEIKTEG TOU TtEPLEXOVTAL OTNV
BiBAoONnkn archinfo wg to avtiotowxo value, XpNOlWOMOLWVIAG TNV QVTIOTOLYN OUVAPTNCN TOU
QVTIKELEVOU arch.

is_frame_pointer(offset): Aéxetal wg Oplopa Evav Seiktn (offset) kal emiotpédel boolean True
av avtlotolxel otov deiktn tou frame pointer otnv BLBAL0ORKN archinfo, aluwg emotpédel boolean False.

is_stack_pointer(offset): Aéxetal wg oplopa evav deiktn (offset) kal emiotpédel boolean True
av avtlotolyel otov deiktn tou stack pointer otnv BLBAL0BN KN archinfo, aAAlwg emotpédel boolean False.

get_cc_op_offset(): Emiotpédel Tov deiktn Tou Kataxwpnth cc_op otnv BLBALodnkn archinfo.
get_cc_depl_offset(): Emiotpedel Tov Selktn Tou Kataxwpntr cc_depl otnv BLBALOBAKN

archinfo.

get_cc_dep2_offset(): Emiotpedel Tov Selktn TOU Kataxwpntr cc_dep2 otnv BLBALOBAKN
archinfo.

get_cc_ndep_offset(): Emuotpédel tov beiktn Tou Katoaxwpntn cc_ndep otnv BLRAL0BNAKN
archinfo.

get_cmpl_flag(): Emuotpédel TNV TW TOU €XEL O KOTAXWPNTNC CC_OP TNG EVOLAPEDNG
QVamopAcTACNG, OTAV TPOKELTAL YLA TPAEN CUYKPLONG, XPNOLLLOTIOLWVTAC TNV avTioToLyn cuvaptnon Tou
QvTLKeLUévou arch.

find_n_argument_fp_offset(irsb, stmt_addr, block_num, n): Aéxetal w¢ opilopata pia Alota
and simple blocks tn¢ evéilapeong avamapdotacng pyvex (irsb), omou mepléxouv tnv evdidueon
avamnopactacn tng uAomoinong piag ocuvaptnong o aufov aplBuog péoa oto block tng evioAng mou
Bploketal n kAnon e€wteplkng ouvaptnong (stmt_addr), o ab&ov aplBuog tou block otn Alota irsb mou
Bploketal n kAnon (block_num) kat o av€ov aplBuog (n) tou opiopatog tng KARonG. Xpnollomnolel tnv
avtioTolyn ouvVAPTNON TOU AVTIKELUEVOU arch kal emiotpédel To offset o popdr akepaiov amd tov frame
pointer (fp) amno to omnolo petadEpOnke N TLUN TOU O0TO N OpLOUA, -1 O€ MEPLMTWON 1N EUPEOCNG TOU.

print_function_symbols(): Ektuntwvel 6Aa ta cUPBoAA TwV cuVAPTACEWY TIou BpEBnkav va
vAomololvtal evidg g BLBALOBNKNG Ttpog avaAuon Kabwg Kal TI¢ TANPodopLleEG AUTWY. ZUYKEKPLUEVA
EKTUTIWVEL:
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e 1O Ovopa TNG cuVAPTNONG,

e 1n 6LevBuvon TG ouvaptnoNg,

e  Tov TOpEa UAoToOiNONG TNG oUVAPTNONG,

e 710 péyebog tng ouvaptnong,

e 10 péyebog Tou stack Tng cuvaptnong,

o OMeg TG efwtepkég ouvaptioelg AAwV BLpAtoBnkwv mou BpéBnkav va kahouvtal péoa otnv
ouvaptnon (6vopa efwteplkng ouvaptnong kat BuBAlobnkn ulomoinong), He OAEG TiG
SleuBuvoelg 6mou €yLve n KAon (Evtog ouvaptnong) Kat

e avdAuon tou stack, pe offset Tng kaBe petafAntrig Tou amnd TNV apxn Tou Kot To peyebog tng

EUpeon euttaBeiwv og HETAYAWTIOPEVES BIBAIOBAKES AoyIoHIKOU 27



MeTtaTrTuxiakr AilaTpiBn

Carrion

+bfd
+bytestream

+arch =

+function_symbols
+get_n_argument_offset(n)
+frame_pointer()
+stack_pointer()
+is_frame_pointer(offset)
+is_stack_pointer(offset)
+get_cc_op_offset()
+get_cc_depl_offset()
+get_cc_dep2_offset()
+get_cc_ndep_offset()
+get_cmpl_flag()
+find_n_argument_fp_offset(
irsh, stmt_addr, block_num, n)
+print_funtion_symbols()

Eikova 4 KAdoeig atraAoIpAg apXITEKTOVIKWV

Eudyyehog Mpnyopiou

Carrion_arm

+archinfo

+get_n_argument_offset(n)
+frame_pointer()
+stack_pointer()
+get_cmpl_flag()
+find_n_argument_fp_offset(bfd,
bytestream, irsb, stmt_addr,
block_num, n)
+scan_function_for_external(bfd,
bytestream, fsym)

+archinfo

+get_n_argument_offset(n)
+frame_pointer()
+stack_pointer()

+get_cmpl_flag()
+find_n_argument_fp_offset(bfd,
bytestream, irsh, stmt_addr,
block_num, n)
+scan_function_for_extemal(bfd,
bytestream, fsym)

Carrion_i386

+archinfo

+get_n_argument_offset(n)
+frame_pointer()
+stack_pointer()
+get_cmpl_flag()
+find_n_argument_fp_offset(bfd,
bytestream, irsh, stmt_addr,
block_num, n)
+scan_function_for_external(bfd,
bytestream, fsym)

+archinfo

+get_n_argument_offset(n)
+frame_pointer()
+stack_pointer()

+get_cmpl_flag()
+find_n_argument_fp_offset(bfd,
bytestream, irsb, stmt_addr,
block_num, n)
+scan_function_for_extemal(bfd,
bytestream, fsym)

Téhog, oto apxeio carrion.py, uhomotoUvTalL oL Tilo cUVOETEG CUVAPTHOELS, OL OToleC e€apTwvTaL
0o CUVAPTHOELS OAWV TWV TIPONYOULEVWVY OPXELWV TTOU €xouv avadepbet:
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traceback(carrion, irsb, stmt_addr, block_num, reg): AéxeTtalL w¢ oplopata €va avtikelevo TG
kAdoong Carrion (carrion), plo Alota and simple blocks tng evéiaueong avamapdotacng pyvex (irsb),
OTIOU TIEPLEXOUV TNV eVELANEDT avamapaoTtoon thg uAomoinong piag cuvaptnong, o avfov aplbudc péoa
oto block tng evtoAng mou Bploketal n kKAfnon e€wtepikng ouvaptnong (stmt_addr), o ab&ov aplBudg tou
block otn Alota irsb mou Bpioketal n kAnon (block_num) kat o kataxwpntnig (reg) tou onoiou avalntdte
N Twn. Emotpédel TNV TN TOU KaTaxwpntn reg o€ popdrn akepaiou f tov idLo Tov Kataxwpntn reg o€
neplmtwon pn eVPEONG TLUAG.

trace_rodata(carrion, irsb, stmt_addr, block_num, reg): AéxeTal wG OpLOATA VA OVTIKELEVO
™G kAaoong Carrion (carrion), uia Alota and simple blocks tng evéidueong avanapdotacng pyvex (irsb),
OTIOU TIEPLEXOUV TNV eVELANED QvVamapAoTacn tng UAomoinong piag ocuvaptnong, o avfov aplbudg péca
oto block tng evtoAn g mou Bpioketal n kKAfRon e€wteptkng ouvaptnong (stmt_addr), o ab&ov aplOudg tou
block otn Alota irsb mou Bpioketal n kAnon (block_num) kat pia petaBAnth (reg), n omola propsei va eivat
£vag Kataxwpntg A pia dtetBuvon mpog éleyxo. AeyxOel yLa To av N TLUK TOU TIPOEPXETOL OTTO TOV TOUED
.rodata n éxeL otaBepr] Twun . Emotpédel boolean True av n TLUA TOU KOTAXWPENTH reg MPOEPXETAL Ao TOV
Topéa .rodata, av n T autn eival otabepa, ) av n LetaBAntr reg neptéxel SteuBuvon Tou Topéa .rodata,
oAww¢ boolean False.

get_fp_offset(carrion, irsb, stmt_addr, block_num, reg): AéxstaL w¢ oplopota éva aVIIKEIUEVO
¢ kAaoong Carrion (carrion), pio Alota and simple blocks tng evéidpeonc avanapdotacng pyvex (irsb),
OTIOU TIEPLEXOUV TNV eVELANEDT QVamapAoTach tng uAomoinong Kiag cuvaptnong, o avfov aplbudg péoa
oto block tng evtoArg mou Bploketal n kKAfon e€wtepikng ouvaptnong (stmt_addr), o ab&ov aplBudg tou
block otn Alota irsb mou Bpioketal n kKAnon (block_num) kat o kataxwpntng (reg), 6mou avalnteital To
offset arnd tov frame pointer and 6mou mponABe n Tun tou. Emotpédel to offset amnod tov frame pointer
TOU KOTAXWPENTA reg o popdn akepaiou f Tov (L0 TOV KATUXWPNTH reg o€ TEPIMTWaon KN EVPEONG TIUAC
tou offset.

is_external_argument_by_fp_offset(carrion, irsb, offset): AéxeTaL wG oplopaTA EVA OVTIKELLEVO
™G kA&oong Carrion (carrion), pio Alota amno simple blocks tng evéildpeong avanapdotacng pyvex (irsb)
Kal £va offset amo tov frame pointer piag petaBAntic tou stack (offset) kat emiotpédel boolean True dtav
N LETABANTA AUTA £XEL TTAPEL TNV TLUN TNG O eEWTEPLKO OPLOUA Kal otav To offset mou 860nke eival -1
r boolean False av sival otaBepa.

is_static_string(carrion, irsb, offset): Aéxetol wG oplopata éva avilkeipevo tng kAaoong Carrion
(carrion), pla Atota amd simple blocks tng evéilapeong avanapaoctaong pyvex (irsb) kat éva offset amnd tov
frame pointer plog petaBAntng aAdaplBuntikou tumou tou stack (offset) kat emiotpeédel boolean True
otav n UETAPANTA auTr €xeL oTOBEPA TN ) €XEL TTAPEL TNV TLUA TNG A0 Tov Topéa .rodata rj boolean
False av mpoépxetal anod eEwTepLKo OpLOUA.

check_results(carrion, irsb, stmt_addr, block_num): Aéxetol wg oplopata £va OVTLKELPLEVO TNG
kAaoong Carrion (carrion), puia Alota and simple blocks tng evélapeong avanapdaotaong pyvex (irsb),
OTIOU TIEPLEXOUV TNV eVELANEDT QVaapAoTach tnG UAomoinong Kiag cuvaptnong, o aufov aplbudc péoa
oto block tng evtoAng mou Bploketal n KARon e€wTepLkng ouvaptnong (stmt_addr) kot o avéov aplOudg
tou block otn Alota irsb mou Bpioketal n kAfon (block_num). Emiotpédel boolean True av yivetal éAeyxog
TWV QMOTEAECUATWY TIOU EVEEXOUEVOG VAL EMECTPEYE [ia cUVAPTNON TIou KANBNKe 0To onpeio stmt_addr
r boolean False gdv ta anoteAéoparta Sev eAEyyovTal.

print_results(results, fsym, ex_func, ex_func_addr): Aéxetol w¢ opiopata pia Alota
OTOTEAEOUATWY Hiag ouvaptnong eAéyxou oevapiou (results), éva avtikeipevo NG KAAONG
FunctionSymbol (fsym) tng eowtepkng ouvaptnong mou oavalubnke, To Ovopa TNG £EWTEPLKNG
ouvaptnong rou eAéyxdnke (ex_func) kat tnv dtevBuvon avtng (ex_func_addr) kat ekTunwvel Ta ovopata
Kol TG SleuBUVOELS TWV CUVAPTNOEWY TIOU €AEyXOnKav, TPWTA TL( MPOELSOTMOLNOELS KOl UETA TIG
eunaBeleg mou Bpiokovtal péoa otn AloTO OMOTEAECUATWVY.

4.5.1 AAy6pi10puog ouvaprnong value_traceback()

AvalntolvTal Ol EVIOAEC OTIC OTOlEC emMnPeAleTal N T TOU Katoxwpent reg. Ol eVIOAEG QAUTEG
XwpLlovTal o€ TPELG TIEPLTTWOELG.

EUpeon euttaBeiwv og HETAYAWTIOPEVES BIBAIOBAKES AoyIoHIKOU 29



MeTtaTrTuxiakr AilaTpiBn Eudyyehog Mpnyopiou

Mpwtn nepintwon eivat n evtoAr va eivat tumou Load.

Tote, ylvetal Eava n xprion tng tdlag tng cuvaptnong value_traceback(), avaintwvrtag autn t
dopa, Tn dtevBuvon amo tnv onoia Ba yivel poptwon tung (load). Abol Bpebel n T popTWONC, LE TNV
Xpnon tng ouvaptnong load_value_from_address() BplokeTal n T TOU KOTAXWPNTN reg.

AgUtepn mepimtwon givat n evioAn va eivat tumou padnpatikng mpaéng, otnv omnola Ba Exoupe
TouAdyLotov 8U0 Kataxwpntég/oTtabepEg amod OMou MPOEPXETAL N TLUA.

MaAl, yivetal Eava n xprion tng idlag tng ouvaptnong value_traceback(), avaintwvrag tnv afia
OAWV TWV KATAXWPNTWV TIOU XPNOLLOTIOLOUVTAL OTNV EVIOAR LOBONUATIKAG TIPAENC.

Y€ TIEPUMTWOELG OTIOU KATIOLOG KATOXWPNTAG 8ev mpoépxetal amd kamola otabepd twun, ard
TIPOKELTAL YLO KATOXWPENTH OTIOU TOPVEL TNV TLUI TOU Ao KATIOLO EEWTEPLKO OPLOUA ) Elval KATAXWPNTAG
stack/frame pointer, n ouvdptnon teppartilet kat emotpedetal n TN -1, yati o apxIkdg Katoxwpentng
reg mpog avalntnon, EUMEPLEXEL ite KAmolov stack/frame pointer peTakvNUEVO KATd KATOW TN, N
omnoia 6ev UMopel va UTIOAOYLOTEL, €lTe KATTOLO Ao €€WTEPLKO OPLOUA, TOU OMOLOU N TN €lval Kal TIAAL
Aayvworn.

Av O\oL oL KaTaxwpNTEG TPOEANEUONG £XOUV OTADEPEC TLIEG, TOTE UTIOAOYLIETAL KL EMLOTPEDETAL
TO AMOTEAECHA TNG TIPAENC.

Tpitn Kat tedevtaia mepimtwon, givol n evtoAég avdaBeong TIUAG. € QUTEG TIC TIEPUTTWOELSG
avoTtABeTE OTOV QPXIKO KATOXWPENTH reg, o Kataxwpntng mpogheuong, dnAadn o Katoxwpntig mou
T(POKUTITEL ATIO TNV XPNON TNG cuvaptnong fetch_source_register(). Zuvexilovtag tnv avalitnon, MAéov
YAXVOULE yLOL TNV TLUN TOU KATAXWPENTH TIPOEAEUONG, N OTIOLA TLUA AVATHOETE GTOV APXLKO KATAXWPNTH.

H avalitnon cuvexiletal £wg 6tou GTACEL aTNV apXr) TG oUVAPTNONG.

4.5.2 AAyopi10pog cuvaprnong traceback()
AvalntoUvtal oL EVIOAEC OTIC OTOlEG emMnPedleTal n T TOU Katoxwpent reg. Ol eVIOAEG QUTEG
XwpLlovTal o€ TPELG TIEPLUTTWOELG,.

Mpwtn mepintwon elvat n evtoAn va eivat tomou Load.

Tote, yivetal Eava n xprion tng dlog tng cuvaptnong traceback(), avalntwvtag avtn tn popa,
™ 6levBuvon ano tnv omnoia Ba yivel dpoptwon tung (load). Aol Bpebel n Tiun ddptwong, e TV XpPHon
¢ ouvaptnong load_value_from_address() BplokeTal n TLUA TOU KOTOXWENTA reg.

AgUtepn Mepintwon eivat n evtoAn va eivat TUTIOU HaBnuatikig mpagng, otnv onoia Ba £xoupe
TouAd Lotov U0 KatoxwpnTtég/otabepéc armd Omou MPOEPYETAL N TIUA.

MaAl, yivetau Eava n xprion tng idlag tng ouvaptnong value_traceback(), avaintwvrag tnv afla
OAWV TWV KATAXWPNTWYV TIOU XPNOLLOTIOLOUVTAL OTNV EVTOAN HABNUATIKAG TPAENG.

J€ TIEPUTTWOEL OTIOU KATIOLOG KOATOXWPENTAG Oev TEPLEXEL KATOlM OTABepA Twun, av elvatl
kataxwpntrg stack/frame pointer, emotpédpetal 0 KATAXWPNTAG AUTOC. AV TIPOKELTAL VLo KATOXWPNTH
OTOU TTALlPVEL TNV TLUNA TOU A0 KATIOLO EEWTEPLKO OPLOA, O KATAXWPNTAG AUTOG aipvel TV TN 0.

YrioAoyiletal Kal EMOTPEPETAL TO ATMOTEAECUA TNG TPAENC.

Tpitn kot tedeutaia mepintwon, ival n evioAég avaBeong TIUNG. Z€ AUTEG TIC TEPLUTTWOELG
ovatnBete oTOV apXLKO KATAXWPENTH reg, o KOTtaxwpntng mpogievong, dnAadn o kataxwpentrng mou
TIPOKUTTEL OMO TNV XPNON TNG ouvaptnong fetch source_register(). Zuveyilovtag tnv avalntnon, mAéov
AXVOULE yLla TNV TLUA TOU KATOXWPNTH TPOEAELONG, N Omola TLUN avaTRBOETE OTOV APXLKO KOTOXWPNTH.

H avalntnon ouvexiletal €wg 6Tou GTACEL OTNV apXn TG CUVAPTNONG.

4.5.3 AAyo6pi10uog ouvaprnong trace_rodata()

EAgyxetal n UTtapén tou Topéa .rodata. Av dev Bpebel o Topéag, emotpédetal n Tiur False.

Av n petaBAntr reg elval okalpeog KaL N TIUN TNG AVKeL WG SlevBuvaon evidg Tou Touéa .rodata,
emotpédetal True.
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AvalntolvTtal oL eVTOAEG OTLC OTtOlEC EMNPEGIETAL N TLUA TOU KATAXWPNTN reg.

Av n evtoAn elvat Ttumou Load, yivetal n xprion tng ouvaptnong traceback(), avaintwvrag tnv
SlevBuvon anod tnv omoia Ba yivel dpoptwon twng (load). Adol PBpebel n SievBuvon Poptwong,
emotpédetal True av avikel wg SleuBuvaon evtog Tou Topéa .rodata.

Av n evtoAn elval avaBeong TLUNG, avoTRBETE OTOV ApPXLKO KATOXWPNTH reg, o KAToXwpntng
npoéAeuong, OnAadn o0 KOTAXWPNTAG TIOU TPOKUMTEL amd TNV XPAOon TNG OuvapTnoNng
fetch_source_register(). Zuvexilovtag tnv avalntnon, MAEov PAXVOULE yla TNV TR TOU Kotaxwpentn
TiPoEAEUONG, N omola TIUH avatnBeTe oTOV APXLKO KATOXWENTH.

H avainitnon cuvexiletal £wg 0Tou PTACEL OTNV ApXI TNG CUVAPTNONG.

Av 010 TéA0G NG avalTNOoNG O KATOXWPNTHG TEPLEXEL KATIOLO oTAOEpd LN, emLotpédetal True.

EAv n ouvaptnon Sev éxeL emLoTpEPEL KATIOLA TLUN MEXPL TO TEAOG TNG avalTtnong, AuTd onualvel
nwg 6ev BpEOnke nepintwon avdbeong otabepng TIUAC oTnV LeTaBANTH reg. Apa emotpédetal False.

4.5.4 AAyopi10pog cuvaprtnong get_fp_offset()

Av 0 KaTXwpntng reg ival o frame pointer ) 6ev untdpyouv AAAEG eVTOAEG TPOG avalnTNON, EMLOTPEPETAL
0 KOTaXwpntng reg. H emiotpodr) Tou (6Lou Tou Kataxwpentr os nepinmtwon nou sival o frame pointer f
oe mepintwon mou &ev umdpxouv AAeC eVIOAEG mpog avalntnon, €unmnpetel Tnv avadpour Tou
XPNOLUOTIOLELTOL OE EMOMEVA BraTa.

AvaintouvTtal oL eVTOAEG OTLC OTtolEC EMNPEAIETAL N TLUA TOU KATAXWPENTH reg.

Av n evtoAn elval avaBeong TIUAC KoL av 0 Katoxwpnthg mpogheuaonc eivat o frame pointer, tote
emotpédetal o frame pointer, aAA\lwWG avotABOeTe OTOV APXIKO KATOXWPENTH reg, O KaTtaXwpentAg
TPOEAEUONG, TIOU TPOKUTITEL artd TV Xprion Tng cuvaptnong fetch_source_register(). Zuveyilovrag tnv
avalntnon, mMAéov PAXVOUUE yla TNV TR TOU KAToxwpenth MPoEAEUONG, N omola T avatnBete otov
QpXLKO KaTaXWwpNTH.

Av n evtoAn va eival Tumou padnuatikig mpdéng e dVo kataxwpntég/otabepec amd omou
TIPOEPXETAL N TLUK, TOTE XpNnotpomoleital n idla cuvaptnon get_fp_offset(), yia tnv elpeon Twv TLUWV TWV
KATOXWPNTWY QUTWV.

Av €vag amno toug Suo kataxwpntég elvat o frame pointer, tote o dgUtepocg elvat To {nToluevo
offset.

Av n paBnuatikn mpaén sivat Add32 i Adde4, katd TG omoieg mpootiBetal éva big_offset,
OPKETA HEYAAO WOTE VA MPOKAAECEL UTIEPXEIALON KATA TNV SLAPKELA TNG TPOOBe0NG, OOV TO ATOTEAECUA
NG omolag eivat o {ntovpevog SeikTnC, TOTE TO MPAYUATIKO offset amo tov apyiko Seiktn, MPOKUTITEL Ao
NV pobnuatikn npagn: offset = Oxffffffff - big_offset + 1 yia Add32 kat offset = Oxffffffffffffffff - big_offset
+ 1yl Add64, to omolo kal emiotpédetal oe popdn akepaiou

Av Kavévag amno Toug Kataxwpnteg dev eivat o frame pointer, avatiBetal n tun 0 oe omolov
Kataxwpntn eivat o stack pointer kal eMIOTPEDETAL TO ATMOTEAECUA TNG TPAENG.

H avaiitnon cuvexiletal £wg 0tou GTACEL 0TNV apXr) TG CUVAPTNONG.

Av €xelL BpeBel Tiun, n TN autr emoTpEdeTal, AALWG EMLOTPEDETAL O TEAEUTALOG KATAXWPNTAS
Tou BpEOnKe KaTA TNV avalitnon avabeong TLUWVY OTOV apXLKO KOTAXWPNTH.

4.5.5 AAyopi0uog cuvaprnong is_external_argument_by_fp_offset()

AvaintouvTtal oL eVIOAEG avaBeong TIUAG EVOLAPEDNC AVATOPAOTACNG OO TNV apxr Tn¢ ouvaptnong,
OTIOU 0 KATOXWPNTAG tpogAsuang sival o frame pointer. Itnv eviLlaUeon avamapAaotacon pyvex MOANEG
Aewtoupyieg dev yivovtal ameuBeiag Pe TOUG aPXLKOUG KATAXWPNTEC (OTNV CUYKEKPLUEVN TIEPITTWON UE
tov frame pointer), aA\d yivetal pe avaBeon TLUWV O TPOCOWPLVOUG KOTAXWPNTEC.

Av BpeBel o frame pointer, eAéyxovtal oL eMOPEVEC eVIOAEC, avalnTwVTog HoBnuatikg Tpasn
oTNV oTola 0 MPWTOC KATAXWPNTHG Elval 0 mpoowpLvog kataxwpentng (A o idlog o frame pointer) mou Tou
€xelL avatebel o frame pointer kat Bp£Onke oto mMponyoupevo Brua.
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H evtoAn pabnuatikng mpaéng e mpwTto Kataxwpntr tov frame pointer (r] Kamolov poowpLvo
KaTowpentr mou mepléxel tov frame pointer), xpnowuonoteitat yia tnv dnuoupyla deiktn tng petaBANTAC
Tou stack mou Bploketal oto offset tng mpaéng autnc. To offset Bploketal pe tnv xpron tg cuvaptTnong
traceback().

Me tv xpnon tng eviohng get_fp_offset() Ppioketal to evdexduevo offset tou mpoowplvol
KaToxwpntr ano tov frame pointer (cuviBwg 0).

EAéyxetaw av n mpaén eivar Add32 1 Adde4. It mpagelg autég npootiBetal éva big_offset,
OPKETA PEYANO WOTE VO TTPOKAAETEL UTIEPXEIALON KATA TNV SLAPKELA TNG TIPOCHEDNG, OTIOU TO ATOTEAECAL
NG omoiag eivat o {ntovpevog Seiktng, TOTE TO MPayUaTIKO offset amd tov apyLko Seiktn, mPOKUTTEL Amo
™V pobnuatikn pagn: offset = Oxfffffff - big_offset + 1 yia mpaén Add32 kal offset = Oxfffffffffffffff -
big_offset + 1 yia mpagn Add64. To teAwo offset and tov frame pointer mpokUmtel pe tnv adaipeon Tou
evbexopevou offset tou mpoowplvol kataxwpnth and tov frame pointer (offset = Oxffffffff - temp_offset
- big_offset + 1 ywa mpagn Add32 kai offset = Oxfffffffffffffff - temp_offset - big_offset + 1 yia mpaén
Add64).

Av BpeBel evtoAr) avaBeong TLUAG E KATOXWPENTH IPOEAEUONG TOV TPOCWPLVO KATAXWENTH, TOTE
n avadntnon cuveyiletat Paxvovtag MTAEOV yLO TOV KATOXWPNTH TIPOOPLOMOU TNG EVIOANG QUTAG.

Av 10 teAIKO offset amoé tov frame pointer mou Bp€Onke avtiotolyei oto offset mou §60nke w¢
oplopa, avalntolvtal eVIoAEg avdBeong TLUAG armd to onpeio TN mpa&ng mou dnuioupyel tov Seiktn g
petaBAnTAC tou stack pe to offset auto.

Av BpeBei evtoln avabeong TWUNAG Pe kaTaxwpnth mpoéAeuong tov Sgiktn TNg LeETaBANTAC Tou
stack pe to offset tou mponyoluevou BrAuatog, n avalitnon cuvexiletol Ydyvovrag mMAEov Tov
KATOXWPNTH TTPOOoPLOOU TN TPAENG AUTAC.

Avaintouvtal evtoAég anoBrikeuong STle. OL evtoAég amoBrikeuong STle amoBnkevouv TtV TN
TOU Katoxwpntr MPogAeucng oto onpeio mou Seiyvel o KaTaAXwPNTAS TPOOPLOUOU (0 KATAXWwPNTAS
TPOOPLOUOU XPNOLUOTIOLELTOL WG SEIKTNG O£ KATTOLO ONUED TNG UVAKNG, OTNV TIPOKELUEVN TIEPLTTWON OF
B¢on pvAung tou stack).

Av BpeBel evtoAn amoBrkeuong STle pe kataxwpntr MPOoPLoUoU tov Seiktn TG LeTaBANTNC,
eAEéyXete n TN mou Ba amobnkeutel Pe TNV XPrHon TnG ocuvaptnong traceback() pe oplopa tov
KaTawpntr mpoéAeuong.

Av n ouvaptnon traceback() emiotpéPel aképalo, onUaAiveL WG O KATAXWPENTHG TTPOEAEUONG
TIEPLEXEL KATIOLOL OTABEPN TLUN, N omola dev MpoEpXeTal anod e€WTEPLKO OPLOUA, OTIOTE Kal EMLOTPEDETAL
False. Ztnv mepintwon mou emwotpadel aArdaplOuntiky T, aut) Ba elval To Ovouo KAMolLou
Katoxwpentr (SladopeTikd avd APYLTEKTOVIKI) TTOU XPNOLUOTOLELTAL Yyl TNV avAYVWOon €EWTEPLKWV
0PLOPATWY. AUTO onUaivel TwG N TN Tou ypddetat oto stack pe tnv xprion tg evtoAng STle mpogpxetat
amno eEWTePLKO Oplopa, apa emiotpedetal True.

Av 10 TeAKO offset 6ev avtiotolyel oto offset mou 666nke wg dplopa, cuveyiletal n avalntnon
HE Tov (6lo0 Tpomo £wg Otou PBpebel to kataAAnho offset. Av n avalntnon ¢tacel oto TEAOG TNG
ouvaptnong kat dev £xeL Bpebel to {nToupevo offset, ToTe dev €xel ypadTel KATL Ano e€WTEPLIKA oplopaTa
oto offset Tou stack mou 660nke wg dplopa, apa emotpédetal False.

4.5.6 AAyopi1Opuog ocuvaprnong is_static_string()

AvaintouvTal oL evtoAEg amoBrkeuong. Av to offset and tov frame pointer Tou kataywpntr TPoOopPLoUoU
NG evtoAng amobnkeuong ival iblo pe to offset mou 606nke w¢ dplopa, onuaivel Mwe ypadeTal KATL
otnv petaBAnTn tou stack mou {ntrOnkKe.

Me tnv xprion Ing ocuvaptnong trace_rodata() yivetal €éAeyxoc tng MPoEAeuong TNG TG TIOU
vpadetal otnv petaPAntr tou stack mou {ntAONKe.

Eruotpédetal True otnv mepimtwaon mou n cuvaptnon trace_rodata() emiotpédet True.

Eav &ev Bpebel kapia evtoln amobrikeuong otnv petaBAntr tou stack mou Intrbnke 6mou va
anoBnkevel otaBepa TLun, emotpédetal False.
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4.5.7 AAyopi0uog cuvaprtnong check_results()

Availnteital n evtoAr anobrikeuong STle péoa otic emdpeveg 5 evtoAég amo to onueio KAong stmt_addr,
LE TNV omoia amoBnkeUovTaL TA AMOTEAETATA [LLOG cUVAPTNONG oto stack. Av dev Bpebet, onuaivel mwg
TA AMOTEAETPOTA AUTA v amoBnkevovtal KAmou oto stack, apa dgv ylvetal Kol KATOLOG AVTIOTOLXOG
€\eyxog, onote Kal emotpedetal False.

Yrnoloyiletal to offset amd tov frame pointer Tou KkataxwPENT TPOOPLOUOU TNG EVTOANAC
anoBrkeuong. Me autd tov TPomo avayvwpliletal to onpeio oto stack oto omolo €ywve eyypadn Twv
OTOTEAECUATWV.

O €Aeyyxo¢ Twv amoteAeopdtwy Oa yivel pe Kamola mpagn ocuykplong. H mpdén olykplong otnv
YAwooo eVOLAPESNC OVAAPAOTACNG pyvex UAOTIOLELTAL e TNV XPAON TPLWV EVIOAWY TUTIOU Put.

H mpwtn evtoAr] Put ypddel otov kataxwpntn cc_op pio otabepd tiun, Stadopetiky ava
OPXLTEKTOVLKN.

H &gUtepn kaL n tpitn evtoAn Put ypddouv otoug kataxwpntég cc_depl kat cc_dep2 avtiotolya,
TLG SU0 TIUEG TIPOG GUYKPLON.

OmnoTe, av 0 KATAXWPENTAG CC_op SEXETAL TNV TLUA CUYKPLONG KAL KATIOLOG Ao TOUG KOTAXWPNTES
cc_depl i cc_dep2 Séxetal TNV TN TOu amoé to stack omou ypadtnkav Tta amomMTEAECUOTA TNG
ouUVAPTNONG, TOTE T ANOTEAEOUATA QUTA EAEyXovTaL. Apa emiotpedetal True.

Av 6¢ev BpeBei kapia Stadikaoia ouykplong emiotpédetal False.

4.6 BonOnrTikég ZUVAPTAOEIG

Yta mAaiola tng avaluong apxeiwv BiBAoBnkwyv og Suadiki popdn Kat TS vAomoinong Tou epyaleiou
elpeong sumabelwy, dnuoupyndnkav KAToleg BonONTIKEG CUVAPTAOELS YLl TIEPETALPW AETTOUEPN
avaAluon. OL CUVAPTACELS AUTEC UAoToloUvTaL oTto apXelo carrion_info.py kol otoxo¢ Toug elval n
SleukOAuveon TS Katavonong t™g SO TV apxXeiwv mpog avdluon kat n e€aywyn mMAnpodopLwy ano
QUTA. Mo CUYKEKPLUEVA:

getint(bytestream, start, end, step=1): Aéxetal wg opiopata éva byte stream (bytestream), Tov
aufov aplBuo Tou MpwTtou (start) kat Tou teAeutaiou (end) byte evog aplBuol mou eumepLléxeTal Heoa
oto byte stream kal mpoopatikd To Bripa (step) pe to omolo Ba yivel n petatponr (apxikonoinon oto 1).
Eruotpédel Tov aképalo aplBud mou Bpiloketal otig B£oelg byte start £wg end tou bytestream.

hasNumbers(inputString): Aéxetal wg oplopa €va string (inputString) kal emiotpedel boolean
True o€ meplntwon mou to inputString mepLéxel aplBuouc, arlwg emotpedel boolean False.

dumpFileSymbols(bfd): Aéxetal wg Oplopa €va binary file descriptor (bfd) kot ektuntwvel OAa ta
oUpBoAQ TTOU EUTIEPLEXOVTOL OE QUTO.

disassembleSection(bfd, section_name): Aéxetol wg opilopata €va binary file descriptor (bfd)
KOl éva Oovoua Topéa (section_name) Kal EKTUTIWVEL TIG EVTOAEG assembly mou mpokUTTouv amd Tto
TIEPLEXOWEVO TOU TOUEQ WE Ovoua section_name oto bfd apyxeio.

disassembleSections(bfd): Aéxetal wg dplopa €va binary file descriptor (bfd) kat extunwvel Tig
€VTOAEC assembly TOU MPOKUTTOUV amO TO TIEPLEXOUEVO OCWV TOMEWV EUTIEPLEXOUV KWKa oto bfd
apxeio.

dumpSectioninfosFromContent(section): Aéxetal w¢ Oplopga £va Topéa (section) 1tng
BiBALoORKNc bfd kat ektuntwvel To dvoua, Tov avfov aplBud kat to péyebog Tou TopEa.

dumpSectioninfos(bfd, section_name): Aéxstal wg opiopata éva binary file descriptor (bfd) kat
€va Gvopa TopEa (section_name) Kol EKTUTIWVEL TO OVopa, Tov avfov aplBuo Kal to PéyeBog Tou ToUEa.

dumpSectionsinfos(bfd): Aéxetal w¢ oplopa €va binary file descriptor (bfd) kat extunwvel to
ovopa, tov avfov oplBud Kat to HEyeBoC OAwv Twv Topéwv Tou bfd pe tnv xpnon tou
dumpSectioninfosFromContent().

printDWord(bfd, bytestream, offset, size, entries_num): Aéxetal w¢ opiopata £€va binary file
descriptor (bfd), éva byte stream (bytestream), éva offset amo tnv apxn tou byte stream (avtutpoownelel
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To onueio Tou byte stream amod to omoio £ekvdel n ekTUMWON), TO CUVOAIKO HéyeBog Twv bytes mpog
ekTUTMIWOonN amno to offset kal PeTd Kat €évav aplBuod (entries_num) KOUUOTLWY SLOXWPLONG TNG EKTUMWGONG
yla eputtwoelg opadomnotioswv?. Ektunwvel DWords (double word = 32bits) oe Sekaefadikry popdr
byte ano 1o offset tou byte stream, yia péyebog size, opadomnoinuéva oe entries_num opdadec.

printRawSection(bfd, bytestream, section_name): Aéxetatr w¢ opiopata €va binary file
descriptor (bfd), to avtictolyo byte stream (bytestream) tou bfd kat éva 6vopa topéa. Ektuntwvel DWords
(double word = 32bits) o dekaefadikn popdn byte tou Topéa section_name, YwPLOUEVA OE OUASEG e
Baon to upe Paon TO MéyeBog eyypadnig ToOU TEPLEXOUV oL TAnpodopie TOU TOMEQ
(bfd.sections[section_name].entry_size).

printRawSectionByEntries(bfd, bytestream, section_name, entries_num): Aéxstal w¢ opiopata
éva binary file descriptor (bfd), to avtictolyo byte stream (bytestream) tou bfd, éva ovopa topéa
(section_name) kot évav aplBuo (entries_num) KOUUATIWY SLaxwpLong tTnG EKTUTIWONG YLOL TIEPUTTWOELG
opadomnotnoewv. Ektunwvel DWords (double word = 32bits) oe dekaefadikry popdn byte tou Topéa
section_name, opadonotnuéva og entries_num opdadeg.

printRawSectionByEntrySize(bfd, bytestream, section_name, entry_size): Aéxetol wg oplopata
éva binary file descriptor (bfd), to avtictolyo byte stream (bytestream) tou bfd, éva ovopa topéa
(section_name) kat To mARBo¢ twv DWords tng kdBe eyypadng (entry_size). Ektuntwvel DWords (double
word = 32bits) oe dekaefadiky popdn byte tou Topéa section_name, opadomolnpéva o€ OPASEG
peyeboug entry_size.

printStringsFromSection(bfd, bytestream, section_name): AéxeTal w¢ oplopata €va binary file
descriptor (bfd), To avtiotowxo byte stream (bytestream) tou bfd kat éva dvopa topéa (section_name).
Exktunwvel ta bytes tou topfa oe popdr aAdoaplBunTikAc TUAC (string), Staxwplopéva ava NUL
terminator (\0).

printStringsFromAddress(bytestream, offset, size): Aéxetal w¢ opiopata éva byte stream
(bytestream), éva offset and tnv apxn tou byte stream (avtutpocwnelel To oneio tou byte stream and
TO omoio €eKLVAEL N eKTUTIWON) KoL TO OUVOALKO péyeBog Twv bytes mpog extumtwon amnd to offset kat petd.
Exktunwvel ta bytes amnoé to offset tou byte stream, yia péyebog size, oe popdr aApaplOUNTIKAC TLUAG
(string), Staxwplopéva ava NUL terminator (\0).

4.7 Zevapia

O €Aeyxog Twv oevapiwv UAomoleltal pe pila EeExwpLoTr) CUVAPTNGON OVA GEVAPLO, E OKOTIO TNV EUKOAN
avapaduion tou kaBe oevapiou. OAeG oL cuvapTHOELG UAOTIOINONG TWV oevapiwy dExovTtal wg opiopata
éva avilkeipevo tng kAaoong Carrion (carrion), pia Alota amo simple blocks tng evéidpeong
avamnopactacng pyvex (irsb), omou meplExouv tnv evllAUECn avamopactoon Tng UAomoinong piog
ouvaptnong kat tnv dtevBuvon tng ouvaptnong (ex_func_addr) kat emotpédouv pia Alota pe pnvopata
TiPoELSOMOLOEWV I EUPECNG EUTTAOELWV. M'la TNV UAOTIOINGN TWV EAEYXWYV, £TOL OTIWG TtEPLYpAdOVTaL OTO
kebahawo 3.6, ylvetal ocuvbuaoTiki xpron Twv cuvapthoewv find_n_argument_fp_offset() ywa tnv
eupeon Ttou offset and tov frame pointer Tou n oplopatog TG ouUVAPTNONG TPOG EAeyXo,
is_external_argument_by_fp_offset() ywa é\eyxo av oto offset mou PBpébnke pe TNV ocuvaptnon
find_n_argument_fp_offset() mepléxetal TN eEWTEPIKAG LETABANTNAG, is_static_string() yla €Aeyxo av oTto
offset mou Bp€Bnke pe tnv cuvaptnon find_n_argument _fp_offset() nepléxetal otabepr aApaplOunTikn
TN Kal check_results() yla tov av yilvetal EAeyX0¢ TWV aMOTEAECUATWY TIoU enéotpee wia cuvaptnon.
OL oLUVAPTIOELG TTOU TIPOKUTITOUV €ival oL €€NG:

e malloc_check(carrion, irsb, ex_func_addr)
e strcpy_check(carrion, irsb, ex_func_addr)
e strncpy_check(carrion, irsb, ex_func_addr)
e strcat_check(carrion, irsb, ex_func_addr)
e strncat_check(carrion, irsb, ex_func_addr)
e sprintf_check(carrion, irsb, ex_func_addr)
e snprintf_check(carrion, irsb, ex_func_addr)
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e memcpy_check(carrion, irsb, ex_func_addr)
e system_check(carrion, irsb, ex_func_addr)
e open_check(carrion, irsb, ex_func_addr)

e fopen_check(carrion, irsb, ex_func_addr)

) Avdhuon ApXITEKTOVIKIG
Mpwrto + ClssCarron 286
' o ClassCarrion_64
iT(!G (0] o ClassCarrion_arm
o Class Carrion_aarch64

1
2 y Avdhuon £ oEwv
ASUTEpO Avikvon 2uyBdly . Cla:sF:::tpi:rl\Symbol
o Class ExternalFunction

I1adL0

Class Carrion
Avihuon Zevapiuwy
malloc_check(carrion, irsb, ex_func_addr)
strepy_check(carrion, irsb, ex_func_addr)
stmepy_check(carrion, irsb, ex_func_addr)

sprintf_check(carrion, irsb, ex_func_addr)
snprintf_check(carrion, irsh, ex_func_addr)
memcpy_check(carrion, irsh, ex_func_addr)
system_check(carrion, irsb, ex_func_addr)
open_check(carrion, irsb, ex_func_addr)
fopen_checkicarrion, irsb, ex_func_addr)

strcat_check(carrion, irsb, ex_func_addr)
stmcat_check(carrion, irsb, ex_func_addr)

Eikéva 5 YAotmroinon otadiwv avdAuong

4.8 Kupia Pon

H kUpla pon] Tou epyaleiou Bpioketal oto apysio carrion.py. Apxikd, Snuloupyel éva avtlkeipevo tng
kAdong pybfd pe Baon to apyeio mpog avaluon kal Eva byte stream autou. Me thv xprion autwv Twv SUo
kaAeital onotadnmote BondOntikr cuvaptnon e£opuéng mAnpodoplwv Tou apxelou carrion_info.py (BA.
4.6 BonBnTikég ZuVapTAOELG), KaBWG emiong, SnpLoupyeital aviikeipevo tng kUpLag kKAaong Carrion (BA.
4.5 Avaluon nnyaiov kwdika). EAéyxovtag tnv Alota pe ta oUPPBOAQ TOU QVTIKELWEVOU TNG KAAGNG
Carrion, o€ mepintwon eVpecnC EEWTEPLKNG CLUVAPTNONG TTOU TTPOEPXETAL Ao TNV BLBAL0BN KN libc kal yla
TNV omoila UuTmdpxel ouvaptnon eAéyxou oevapiwv, TOTE KoAeitol n avtiotolxn ouvaptnon Kot
EKTUTIWVOVTOL TA ATOTEAECUATA TNG.
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EUpeon eutraBeiwv o petayAwTiopéveg BIBAI0BAKES AoyiopikoU 36



MeTtaTrTuxiakr AilaTpiBn Eudyyehog Mpnyopiou
5 Eyxeipidio Xpriomn

5.1 Efaptnocig eSwTtepIikwyV BIAIoOnKwYV

To epyaleio avamtuxBnke oe meptBdAlov Ubuntu 14.04.4 LTS, oe yAwooa Python 2.7.6 [32]. ErutAéoy,
eykataotdadnkav ta makéta binutils-dev kat python-dev. Xpnowuomow|0nkav ot BiBAoBrikeg PyBFD kat
PyVEX, 6mou n Aettoupyia toug Ba avaAuBei mapakdtw. MNa tnv xprion tng BLBAobnkng PyBFD amatteital
N EYKOTACTOON TOU TAKETOU binutils-multiarch.

5.1.1 BipAio6nkn PyBFD

H BLBALoBrkn PyBFD eival pia Stacuvdeon tng BLALoBrkng GNU Binary File Descriptor (BFD) otnv yAwooa
Python. Amotelel éva mepLtUALya yUpWw amo TG Aettoupyieg xapnAou enmédou mou nmapexouv ta GNU
binutils libopcodes kat libbfd. Emitpémnel oto xpriotn va XelpLloTtel OAEG TLG UTTOOTNPL{OEVEC OPXLTEKTOVLKEG
Kal popdec apxeiwv mou umootnpilouv ta binutils epyaleia.

H BBAoBnkn GNU Binary File Descriptor (BFD) amoteAel Tov BaoLKO HNXAVIOUO XELPLOUOU
ToKIAwvV popdwv SuadIKwY OpXELWY KOl APXLTEKTOVIKWY. To epyaleio xpnowtomotel tTnv BLBAL0OAKN
PyBFD yia tnv elpeon PBacwkwv mAnpodoplwv tou apxeiou amopaitnteg yla thv Stadikaoio tng
avaAuonc.

5.1.2 BipAio6Rnkn PyVEX

H BLBAL0Br KN PYVEX eival pia Stacuvéeon tg BLBALoBrAkng VEX otnv yA\wooa Python. H BLBALoBrkn VEX
anmoteAel TNV UAomoinon MLaG €VOLAUECNG AVAMOPACTACNG YAWCOOWV XOoUNnAoU €mumédou HeTALU
SlopopeETIKWY OPXLTEKTOVIKWY. Me TNV Xpron Hlag evlldpeong avamapdotaong, amnaAeidpovral ot
S10popECG HETALL TWV OPXLTEKTOVIKWY, ETLTPEMOVTOC [ia eviaia avaAuaon yla OAEG TIG OPXLTEKTOVIKEG.

O €Aeyxog oevapiwv Tou gpyadeiou amoteAel avaluon tng evSLAUEONG avamapdoTaong Tou
T(POKUTITEL OO TO EKAOTOTE Ap)ELO.

5.2 Eykaraoraon

Ye meptfarov Ubuntu 14.04.4 LTS (| HeTOyeVECTEPO), €yKABLOTOUUE TPWTA TA OmAPATNTA TTAKETA
binutils-dev kat python-dev.

S sudo apt-get install binutils-dev
S sudo apt-get install python-dev

‘Enelta, eykaBloToU e To MAKETO binutils-multiarch, To omolo amalteital yla tnv eykatdotacn
™¢ BLBALoOnRKkng PyBFD.

S sudo apt-get install binutils-multiarch

Ma tnv eykatactacn t¢ BLpAodnkng PyBFD mpoteivovtal Slddopol TpOMOL Ye TNV XPHon
Sladopetikwy epyaleiwv. Tuviotdtal n xpron tou epyaleiou git, 6mou kat Sokludotnke ue erutuyxia. H
EYKOTAOTOON TOU YIVETOL LE TNV TTAPAKATW EVTOAN:

S sudo apt-get install git

H eykatactaon tng BLPAL0BNKNc PyBFD €ywve pe tng e€N¢ evToAEc:
S git clone https://github.com/Groundworkstech/pybfd.git
S cd pybfd

S python ./setup.py install

Té€Nog, yLa TNV eykataotaoh tng BLPALoBrkng PyVEX xpnolponotnOnke to epyaleio pip.
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S sudo apt-get install python-pip

S pip install pyvex

AOYO TNG Xprong tou gpyaleiou pip, eVEEXETAL VO TAPOUCLAOTEL KATIOLO TPOPANUA KATA TNV
doptwon Suvaukng BLBALOORKNG.

ImportError: ERROR: fail to load the dynamic library.

H AUon tou mpoPAnuatog eival n avtypadr tou apxeiov tng BLBALOBRKNG libcapstone.so otov
owoTO GAKENO, UE TNV MAPAKATW EVIOAN:

S cp /usr/local/lib/python2.7/dist-packages/usr/lib/python2.7/dist-packages/capstone/libcapstone.so

usr/local/lib/python2.7/dist-packages/capstone/

5.3 Opiopara xpRong

To epyaleio mou avamtuxdnke, mépa amod tnv avaluon cevapiwv apxeiwv BLBALOONKWY, TTEPLEXEL KOl
LLEPLKEG AeLTOUPYiEC oTATIKAC avadAuonG. Ma amAr avdAucon oevapiwv To HoVo ou XPELAIETOL WE OPLOLA,
eivat o apyeio tng BLBALOONKNE Ttpog avaluaon:

S python carrion.py [library _file]

5.3.1 Asitoupyieg avaAuong

Onw¢ avadépOnke, To epyaleio SLaBETel KATOLEC AELTOUPYiEG OTATIKAG avaluong. Me Tthv mopAueTpo -h
(A --help) extuTtwvovTOL OAEC OL TAPAUETPOL KAl OL AELTOUPYLES TOUC:
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S python carrion.py -h

usage: carrion.py [-h] [-f] [-d DISAS_SECTION] [--disas_all] [-i SECTION_INFOQ]
[--all_sections_info] [-b BYTES] [-e ENTRIES]
[-s ENTRY_SIZE] [-S SECTION_SIZE] [-c STRINGS] [-E] [-V]

filename

positional arguments:

filename file to be analyzed

optional arguments:
-h, --help show this help message and exit
-f, --file_symbols dump file symbols
-d DISAS_SECTION, --disas_section DISAS_SECTION
disassemble section(s) seperated with commas(,)
--disas_all disassemble all sections
-i SECTION_INFO, --section_info SECTION_INFO
print infos of section(s) seperated with commas(,)
--all_sections_info print infos of all sections
-b BYTES, --bytes BYTES
print raw bytes of section(s)/address(es) seperated
with commas(,)
-e ENTRIES, --entries ENTRIES
number of entries of section(s) seperated with

commas(,) - for raw bytes of a section
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-s ENTRY_SIZE, --entry_size ENTRY_SIZE
number of DWords(32bits) of entry of section(s)
seperated with commas(,) - for raw bytes of a section
-S SECTION_SIZE, --section_size SECTION_SIZE
size of section(s) seperated with commas(,) in bytes —
for print strings/raw bytes from address of a section

-¢ STRINGS, --strings STRINGS

print strings of section(s)/address(es) seperated with

commas(,)
-E, --export_functions
print functions and their addresses found in the file

-V, --vex_ir vex ir translate

MNapdpetpot:

e  -h, --help: EKTUTIWVEL TO KELPEVO EMEENYNONG TWV TIOPOAUETPWV.

e -f, —file_symbols: Extunwvel ta cUUBoAa Tou apyeiou (StevBuvon, Ovopa TouEa, Ovoua
oupBoAovu, agia cupPBoiou).

e -d DISAS_SECTION, --disas_section DISAS_SECTION: Extumwvel os popdr assembly tov/toug
Topéa/topeic mou 860nkav (DISAS_SECTION). Meploodtepol amod £vag TOMEAG UITOPOUV val
60000V wg O6plopa, oL onoiol Staxwpilovral pe kOppa (,).

e -disas_all: Ektuntwvel og popodr assembly 6Aoug toug Topelc.

e -i SECTION_INFO, --section_info SECTION_INFO: Extumwvel T mAnpocdopie¢ tou/twv
Topéa/Topéwv Tou 8§60nkav (SECTION_INFO). NeploodTepoL AmMo £VOC TOUEAG UIMOPOUV val
60600V WG 6pLoua, oL omoiol Staywpllovratl e KOpUa (,).

e  --all_sections_info: EkTuntwvel TI¢ TANPodopleg OAWY TWV TOUEWV.

e -b BYTES, --bytes BYTES: Extnwvel ta bytes tou/twv Ttopéa/topéwv 1f  TNG/Twv
SlevBuvong/dleubivoswv mou 866nkav (BYTES). Meplocotepol amd €vag topéag n pia
SlevBuvon pmopouv va 60600V WG OpLoUA, OKOUA KoL OVAULKTA, apkel va Staywpilovtal pe
KOppa ().

e -e ENTRIES, --entries ENTRIES: \e1toupyel cuvSUAOTIKA LE TNV TTOPAUETPO -b/--bytes. Amotelel
tov aptOpd (ENTRIES) opddwy omou Ba Slaxwplotei n ektUTWon tng mapau£tpou -b/--bytes. Edv
N mapapeTpog -b/--bytes €xel meplocoTEPA OO £Va opiopota, prmopolv va 60800V ta avtiotolya
HEYEDN opAdwV (XPNOLLOTIOLWVTAC TNV avTloToL N O£lpd), Ta omola Staxwpilovtal pe KOUpa (,).

o -s ENTRY_SIZE, --entry_size ENTRY_SIZE: \ettoupyel cUVSUQOTIKA UE TNV TTAPAUETPO -b/--bytes.
Anote)el Tov aplBuo6 (ENTRY_SIZE) DWords(32bits) 6mou amoteheital pia opdada tng ektUTIWON
NG MapapETPOU -b/--bytes. EQv n MapAuUeTPOG -b/--bytes €xelL eplocoOTEPA Ao €va oploparta,
pmopouv va 600800V Ta avtiotolya HeyEBn opddwv (XpNOoLLOMOLWVTAC TV AvVTioTolxn OELpad), Ta
omola Slaywpilovral pe KOppa (,).

e -S SECTION_SIZE, --section_size SECTION_SIZE: \ettoupysi cUVSUOOTIKA [E TNV TAPAUETPO -b/-
-bytes 1 e TNV MAPAUETPO -c/--strings. Amotelel o péyeBog 1 ta peyedn (SECTION_SIZE)
Tou/TWV TopEa/ToPEWV o bytes. EGv N mapAuetpog -b/--bytes (1) N MopAUETPOC -¢/--strings) £XeL
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5.4

TeEPLOCOTEPQ Ao €va opiopata, uropolv va 060UV ta avtiotowa PUeyEdn (xpnoLomoLwvTag
TNV avtiotolxn oLpd), Ta omoia Staxwpilovral pe kdéppa (,).

-c STRINGS, --strings STRINGS: Extumwvel Tov Topéa f tnv 6levBuvon (STRINGS) oe
oAdaplOuntikn popdn. Ie mepUTTWOoEeLS SleuOUVOEWY GUVLOTATAL N XPHON TNG TOPOUETPOU -S/--
section_size. MeploooTEPOL ATIO €vag Topéag N pia SievBuvon pmopolv va 606ouv wg oploua,
OKOMOL KOL OVALKTA, apKel va Staywpilovtatl Pe KOpua (,).

-E, --export_functions: EKTUTIWVEL TA OVOUOTA TWV CUVOPTACEWV Tou PBpébnkav péoa oto
apxeio, Tnv &levBuvon omou Bplokovtal, To GVOLA TOU TOUEN TIOU QVKOUV, TO LEYEBOG NG
ouvaptnong, to peyebog tou stack, ta onueia Omou ylvetal KAON €EWTEPLKWV CUVAPTHCEWV
(6vopa e€wtepkng ouvaptnong, dvopa BLBALOBRAKNG 6Tou avrKkel kat StelBuvon Omou yivetal n
KAnon), kabwg emiong kat pia avaluon tou stack.

-V, --vex_ir: EKTUTIWVEL TNV evlLlApEeon avamapdotach AWV TwV cUVAPTOEWY TIou BpéOnkav
HE€oa oTo apxeio.

Mapadeiypara xpnong

2ta mAaiola eAéyxou Tou epyadeiou Snutoupyndnkav SoKLUAoTIKEG BLBALOBAKEG, OTLG APXLTEKTOVIKEG arm,
aarch64, i386 kalL x64, oL omoleg meplelyav MEPMTWOELS ogevapiwy. MNa ta endueva napadelypata Ba
xpnotwpornownBet pia BLPALoONKn pe dUo cuvaptnoelg, pia mou ulomolel TNV mepimtwon sundbelag
aocdalelag tou oevapiouv t¢ cuvdptnong malloc() tng libc kot pia émou xpnowwomoteital n Sl
ouvaptnon, xwpic eumdbela achaleiag. Aivovtag uovo we oplopa tnv BLBALodnkn oto epyaleio, Ba
napaxOei To mapakdtw output:

S python carrion.py libctestaarch64.50.1.0

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.
[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

: 0x6B0O

ctest_malloc_vulnerable(0x804): malloc@GLIBC_2.17(0x814)

Warning: First argument of malloc is external

Possible Vulnerability: Returned results are not being checked

XPNOLUOTIOLWVTOG TNV MOPAUETPO -E ekTUTTWVOVTOL OAEG OL TTANPODOPLEC TWV CUVAPTCEWY TIOU

Bplokovtal oto apyeio:
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S python carrion.py libctestaarch64.s0.1.0 -E

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.
[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x6B0

Address Section Size Stack Size

[+]ctest_malloc_vulnerable 00000804 text 40 48:

free@GLIBC_2.17 at:
00000820
malloc@GLIBC_2.17 at:

00000814

Offset Size

0: 0
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[+] _fini 0000082c fini 0
Stack:

Offset Size

[+]ctest_malloc 000007c8

free@GLIBC_2.17 at:
000007f8
malloc@GLIBC_2.17 at:
000007dc

Offset Size
0: 0]

00000638

Offset Size

ctest_malloc_vulnerable(0x804): malloc@GLIBC_2.17(0x814)

Warning: First argument of malloc is external

Possible Vulnerability: Returned results are not being checked

Me TNV mMapduetpo -d ektumwvetal n assembly evog Topéa. ITO MAPAKATW TAPASELYLA
EKTUTIWVETAL O TOUEQC .plt.

S python carrion.py libctestaarch64.s0.1.0 -d .plt

[+] Creating BFD instance...
[+] File format : Linker/assembler/compiler output.

[+] Architecture : ARM AArch64 (87)
[+] BFD target name : elf64-littleaarch64
[+] Entry point  : 0x6B0

[+] Sections : 22
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Disassembly of section .plt at 00000650
650 (4) stp x16, x30, [sp,#-16]!
654 (4) adrp  x16, 0x0000000000010000
658 (4) ldr  x17, [x16,#4088]
65c (4) add x16, x16, #0xff8
660 (4) br x17
664 (4)
668 (4)
66¢ (4)
670 (4) x16, 0x0000000000011000
674 (4) x17, [x16]
678 (4) x16, x16, #0x0
67c (4) x17
680 (4) x16, 0x0000000000011000
684 (4) x17, [x16,#8]
688 (4) x16, x16, #0x8
68c (4) x17
690 (4) x16, 0x0000000000011000
694 (4) x17, [x16,#16]
698 (4) x16, x16, #0x10
69c (4) x17
6a0 (4) x16, 0x0000000000011000
6ad (4) x17, [x16,#24]
6a8 (4) x16, x16, #0x18

6ac (4) x17

ctest_malloc_vulnerable(0x804): malloc@GLIBC_2.17(0x814)

Warning First argument of malloc is external

Vulnerability ~ Returned results are not being checked
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OL gyypadég Tou Topéa .rela.plt otnv apyttektovikr aarch64, omou eivatl n BBAoBAKN Tou
napadeiyparog eival pey£boug 24 bytes (6 DWords = 6 x 32bits). Xpnolponolwvtag Tig mopapuETpouc -b
KaL -s BAEMOUE TIG eyypadEG TOU TOUEQ.

S python carrion.py libctestaarch64.50.1.0 -b .rela.plt -s 6
[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.

[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x6B0

[+] Sections 122

Raw bytes of section .rela.plt at 000005d8

Next Entry O

000005d8(+00000000): 00011000
000005dc(+00000004): 00000000
000005e0(+00000008): 00000402
000005e4(+0000000c): 00000004
000005e8(+00000010): 00000000

000005ec(+00000014): 00000000

Next Entry 1

000005f0(+00000018): 00011008

000005f4(+0000001c): 00000000

000005f8(+00000020): 00000402

000005fc(+00000024): 00000005

00000600(+00000028): 00000000

00000604(+0000002c): 00000000
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Next Entry 2

00000608(+00000030): 00011010
0000060c(+00000034): 00000000
00000610(+00000038): 00000402
00000614(+0000003c): 00000006
00000618(+00000040): 00000000

0000061c(+00000044): 00000000

Next Entry 3

00000620(+00000048): 00011018
00000624(+0000004c): 00000000
00000628(+00000050): 00000402
0000062¢(+00000054): 00000007

00000630(+00000058): 00000000

00000634(+0000005¢): 00000000

ctest_malloc_vulnerable(0x804): malloc@GLIBC_2.17(0x814)
Warning: First argument of malloc is external

Possible Vulnerability: Returned results are not being checked

TENOG, ylo Tov €Aeyx0o TwV AAGOPOUNTIKWY TIHWY, €TE AUTEG QMOTEAOUV KATOLO OVOoud
ouvapTNONG, TOREA KA, elte KAMoLa oTaBepd, Katl avalnTeital n T 1 n dtelBuvon otnv omola UTIAPXEL,
ylvetal xprion TG mapapETPOU -C Kal -S cUVOUAOTIKA. Ma TO MapaKATW MAPASELY A XPNOLLOTIOLONKE N
6tevBuvon kat To péyebog tou Topéa .strtab.

EUpeon euttaBeiwv og HETAYAWTIOPEVES BIBAIOBAKES AoyIoHIKOU 46



MetarrTuyiakn Aiatpifn Eudyyehog Mpnyopiou

S python carrion.py libctestaarch64.s0.1.0 -c 0x1f28 -S 741
[+] Creating BFD instance...

[+] File format  : Linker/assembler/compiler output.

[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : Ox6B0

[+] Sections 122

Strings at 0000128

0000128(+00000000):

00001f29(+00000001): /usr/lib/gcc-cross/aarch64-linux-gnu/4.8/../../../../aarch64-linux-
gnu/lib/../lib/crti.o

00001f82(+0000005a): Sx
00001f85(+0000005d): call_weak fn

00001f92(+0000006a): /usr/lib/gcc-cross/aarch64-linux-gnu/4.8/../../../../aarch64-linux-
gnu/lib/../lib/crtn.o

00001feb(+000000c3): crtstuff.c
00001ff6(+000000ce): _ JCR_LIST
00002003(+000000db): deregister_tm_clones

00002018(+000000f0): register_tm_clones

0000202b(+00000103): Sd

0000202¢(+00000106): _ do_global_dtors_aux
00002044(+0000011c): completed.7422

00002053(+0000012b): __do_global_dtors_aux_fini_array_entry
0000207a(+00000152): frame_dummy

00002086(+0000015e): __frame_dummy_init_array_entry
000020a5(+0000017d): ctest.c

000020ad(+00000185): _ FRAME_END__
000020bb(+00000193): _ JCR_END__

000020c7(+0000019f): _ dso_handle

000020d4(+000001ac): _DYNAMIC
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000020dd(+000001b5): _ TMC_END__
000020e9(+000001c1): _GLOBAL_OFFSET TABLE_
000020ff(+000001d7): _ITM_deregisterTMCloneTable
0000211b(+000001f3): _ bss_start
00002129(+00000201): __ cxa_finalize@ @GLIBC_2.17
00002144(+0000021c): _bss end
0000214f(+00000227): _edata
00002156(+0000022¢): _fini

0000215¢(+00000234): _ bss_end
00002168(+00000240): malloc@ @GLIBC_2.17
0000217b(+00000253): _ gmon_start__
0000218a(+00000262): _end

0000218f(+00000267): free@@GLIBC_2.17
000021a0(+00000278): __end__
000021a8(+00000280): ctest_malloc
000021b5(+0000028d): _ bss_start

000021c1(+00000299): ctest_malloc_vulnerable

000021d9(+000002b1): _Jv_RegisterClasses

000021ed(+000002c5): _ITM_registerTMCloneTable

00002207(+000002df): _init

ctest_malloc_vulnerable(0x804): malloc@GLIBC_2.17(0x814)
Warning: First argument of malloc is external

Possible Vulnerability: Returned results are not being checked
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6 MNeapauarnkn afioAdéynon

6.1 Eicaywyn

To epyalelo eléyxou egumabelwv Sokudotnke oe meplBdlov Ubuntu 14.04.4 64-bit, 2GB ram, oTLg
BiBALoOnKec Aettoupylkol cuatrpatog Ubuntu 14.04.4 ou BpéBnkav otouc dakéloug /lib, /lib64, /lib32
Kal /usr (cuykekpiuéva otoug urtodakéloug usr/lib, /usr/lib32, /usr/arm-linux-gnueabi/lib, /usr/x86_64-
linux-gnu/arm-linux-gnueabi/lib, Jusr/x86_64-linux-gnu/aarch64-linux-gnu/lib, Jusr/arm-linux-
gnueabihf/lib/sf, /usr/arm-linux-gnueabi/lib, /usr/aarch64-linux-gnu/lib). Emiong, &okwudotnke oTIg
BLBALoBrkeg Aettoupyikol cuotpatog Android 7.1.1 mou Bpébnkav otoug dakéloug /fake-libs, /fake-
libs64 /lib (kat otoug umodakéloug /lib/hw, /lib/drm, /lib/soundfx), /lib64 (kat otoug umodoakEAoug
/lib64/drm, /lib64/hw, /lib64/soundfx) kat /vendor (kat otoug unodpakéloug /vendor/app/ims/lib/arm64,
/vendor/lib64,  /vendor/lib64/egl, /vendor/lib64/hw, /vendor/lib64/mediadrm, /vendor/lib,
/vendor/lib/drm, /vendor/lib/egl, /vendor/lib/hw, /vendor/lib/mediadrm). Adyw tou Oykou Twv
supnuatwy, Ba avadepBolv oplopéva amd autd, Kupiwg outd Tou Bswpndnkav CNUOVTIKA WG
€uUpnUaTa, KABWG KoL KATIOLEG TUXALEG ETUAOYEC Yo TNV KAAUYPN OAWV TWV MEPUTTWOEWVY. Baoko kpLtriplo
emAoyng NTav n Suvatotnta emMaAnOguong TwV AMOTEAECUATWY, EAEyXOVTOG TOV Ttnyaio Kwdika, 6mou
aUTOC ATav SLaB£otuog (AoyLoULKO avoLxtoU Kwoka).

6.2 EupnHAaTA MEPITITWOEWYV UTTAOEIWY ao@PaAgiag KATa Tnv
XPAoN Tng ouvaprnong system()

EunaBeleg aopaleiag otn xprion tng cuvaptnong system() tng BLBAL0BRAKNG GLIBC BpéBnkav otig €€A¢
BiBALoOnKec:

e liblirc_client.s0.0.2.1 (intel x64): ¥tnv cuvdptnon lirc_readconfig() (http://www.lirc.org/api-

docs/html/lirc__client 8c_source.html ypauun 1445) yivetal n xprion tTng cuvdptnong system()

(ypappun 1495) pe oplopa thv addbapduntiki petapAnty “command”, n omola opiletal otn
ypouun 1493, omou xpnolpomoleital to efwteplkd Oplopa “config’, xwpig €Aeyxo, ME
QMOTEAECHA N Xpron TG ouvaptnong lirc_readconfig() va elval eunabég oe emBéoelg command
injection.

liblirc_client.s0.0.2.1 (/usr/lib/liblirc_client.s0.0.2.1)

[+] Creating BFD instance...
[+] File format : Linker/assembler/compiler output.
[+] Architecture :Intel 386 (9)
[+] BFD target name : elf64-x86-64
: 0x1440
124

lirc_readconfig(0x4200): system@GLIBC_2.2.5(0x4419)

Possible Vulnerability:  First argument of system is external

e libicalss.s0.1.0.0 (intel x64): Itnv ouvaptnon icalfileset_commit()
(https://github.com/libical/libical/blob/master/src/libicalss/icalfileset.c#L339, ypauun 339)
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vivetat n xpnon tng ocuvdaptnong system() (ypappry 371) pe opopa tv oApaplOuntikn
petaBAnTi “tmp”, n omola opiletal otic ypapuuég 364 | 367, Ue TNV XPron tou £€wTepPLKOU
opioparog “fset”, xwplc éAeyxo, e amotéAeopa n xprion tng cuvaptnong icalfileset_commit() va
elval euntaBeg og emBEoelg command injection.

libicalss.s0.1.0.0 (/usr/lib/libicalss.s0.1.0.0)

[+] Creating BFD instance...

[+] File format  : Linker/assembler/compiler output.

[+] Architecture : Intel 386 (9)
[+] BFD target name : elf64-x86-64
: 0x7440

125

icalfileset_commit(0xa9e0): system@GLIBC_2.2.5(0xabda)

Possible Vulnerability: First argument of system is external

6.3 EupnHAaTAa MEPITITWOEWYV UTAOEIWY ao@aAgiag KATa Tnv
XpRon Tng ocuvaprtnong malloc()

EunaBeleg aodaleiag otn xprion tng ocuvaptnong malloc() tng BLBALONAKNG LIBC BpéBnkav otig €€n¢
BiBALoOnKec:

o libstagefright_enc_common.so(arm x64): Itnv ouvaptnon cmnMemAlloc()
(https://android.googlesource.com/platform/frameworks/av/+/e2e838afcf03e603a41a045584
6eaf9614537c16/media/libstagefright/codecs/amrwbenc/src/cmnMemory.c#31  ypapur 31)
yivetal n xprion tg cuvaptnong malloc() (ypapun 36) pe to e€wtepko oplopa “pMeminfo”, to
omoio 6ev eAéyxetal, kaBwg emiong Sev eAéyxeTal KaL n TR €mMOTPOodRg TNG CUVAPTNONG
malloc(). H xprion tng ocuvaptnong cmnMemAlloc() evééxetal va dnuloupynost deiktn BEong
MVAUNG KE TNV TN 0, otnv e€wtepikn petaPfAntn “pMeminfo”.
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libstagefright_enc_common.so (/android-7.1.1-system/lib64/libstagefright_enc_common.so)

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.

[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x0

[+] Sections 021

cmnMemAlloc(0x820): malloc@LIBC(0x840)

6.4

Warning: First argument of malloc is external

Possible Vulnerability: Returned results are not being checked

EupAQHATA MEPIMTWOEWV EUTTAOEIWY ao@aAgiag KaTtd Tnv

XpAon Tng ocuvaprnong strcpy()

EumdBeleg aodadeiag otn xprion tg cuvaptnong strepy() tTng BiBAodrikng GLIBC Bpébnkav otig €€A¢
BiBALoOrKec:

liblangtag.so.1.2.0 (intel x64): Itnv ouvaptnon It_string_new()
(https://searchcode.com/file/45587323/liblangtag/It-string.c ypauun 80) yivetat n xpAon tng
ouvaptnong strcpy() (ypappn 93) Ue MPWTO OPLOKA TNV ECWTEPLKI UETOPANTH TNG CUVAPTNONG
“retval” mou opiletal otnv ypapun 82 kot SeUtepo Oplopa TNV e€wteptkn LetafAntn “string”. H
Xpnon tng ouvaptnong It_string_new() elval eudAwtn oe eundBeleg aopaleiag buffer overflow
kat format string bugs.
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liblangtag.so.1.2.0 (/usr/lib/liblangtag.s0.1.2.0)

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.

[+] Architecture :Intel 386 (9)

[+] BFD target name : elf64-x86-64

[+] Entry point  : 0x6F50

[+] Sections 25

It _string_new(0xef90): strcpy@GLIBC_2.2.5(0xefdf)

6.5

Warning: Second argument of strcpy is external

Possible Vulnerability:  First argument of strcpy is internal, while second argument is external

EupAHATA MEPIMTWOEWYV eUTTABeIwWY ao@aAciag Karda Tnv

XPAon Tng ouvaprnong strncpy()

EunaBeleg aodpaleiag otn xprion tng ouvaptnong strncpy() tTng BLBAL0ONRKng GLIBC BpéBnkav otig €€AG
BiBALoOnKec:

libext2_e2p.so (arm x64): Itnv ouvaptnon list_super2()
(https://android.googlesource.com/platform/external/e2fsprogs/+/froyo-
release/lib/e2p/ls.c#176 ypopuur 176) yivetal n xprion tnhg cuvaptnong strncpy() dvo dopég
(Ypappég 188 kal 194), e MPWTO OPLOUA TNV ECWTEPLKNA HETAPANTH TNG cuvapthong “buff”, mou
opiletal otn ypappun 179 kat deltepo oplopa tv ewteptky HeTaBAntn “sb”. H xpron tng
ouvaptnong list_super2() eival eudAwtn oe eundbeleg acdaieiag format string bugs.
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libext2_e2p.so (/android-7.1.1-system/lib64/libext2_e2p.so)

[+] Creating BFD instance...
[+] File format : Linker/assembler/compiler output.
[+] Architecture : ARM AArch64 (87)
[+] BFD target name : elf64-littleaarch64
[+] Entry point  : 0x0
24

list_super2(0x2d78): strncpy@LIBC(0x2dfc)

Warning: Second argument of strncpy is external

Eudyyehog Mpnyopiou

Possible Vulnerability: First argument of strncpy is internal, while second argument is external

list_super2(0x2d78): strncpy@LIBC(0x2e60)

Warning: Second argument of strncpy is external

Possible Vulnerability: First argument of strncpy is internal, while second argument is external

6.6 EupnparTa mMePIMTWOEWYV euTaBeiwy ac@algiag Kata Tnv

XpNnon Tng ocuvdaprnong strcat()

EunaBeleg aodadeiag otn xprnon tng cuvaptnong strcat() tg BBALoBnkng GLIBC Bpébnkav otig €€Ng

BLBALOBNKEG:

o libkpathsea.so.6.1.1 (intel x64): Ztnv ouvdptnon concat() (http://www.luatex.org/svn/tags/beta-
0.31.1/src/texk/kpathsea/concat.c ypaupn 26) yivetat n xprion tg cuvaptnong strcat() (ypopun
32) YE MPWTO OpLOUA TNV ECWTEPLKN UETABANTN TNG cuvaptnong “answer”, mou opiletal otn
vpapun 30 kat sUtepo Oplopa TNV e€wtepikn PetaBAntn) “s2”. Itnv cuvdptnon concat3()
(http://www.luatex.org/svn/tags/beta-0.30.2/src/texk/kpathsea/concat3.c ypauun 21) yivetat

n Xpnon tng cuvaptnong strcat() (ypapuun 27) He mPWTo OPLOUO TNV ECWTEPLK LETABANTA TNG
ouvaptnong “answer”, mou opiletal otn ypapun 24 kat SeUTEPO OpLOpA TNV €EWTEPLKN
peTaBAnT “s2”. OL Xpnoelg Twv ocuvapthoswv concat() kot concat3() eival evAAwTeG o€

eundBeleg acdaheiag format string bugs.
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libkpathsea.so.6.1.1 (/usr/lib/libkpathsea.so.6.1.1)

[+] Creating BFD instance...

[+] File format  : Linker/assembler/compiler output.
[+] Architecture : Intel 386 (9)

[+] BFD target name : elf64-x86-64

[+] Entry point  : 0x41EQ

[+] Sections 125

concat(0x8700): strcat@GLIBC_2.2.5(0x8742)
Warning: Second argument of strcat is external

Possible Vulnerability:  First argument of strcat is internal, while second argument is external

concat3(0x8760): strcat@GLIBC_2.2.5(0x87d2)

Warning: Second argument of strcat is external

Possible Vulnerability:  First argument of strcat is internal, while second argument is external

6.7 EupnHATA MEPITITWOEWYV UTTAOEIWY Ao aAgiag KATa Tnv
XPRON TnG ouvdprTtnong strncat()

Aev BpéBnkav meputtwoel eundbelag aodaleiag otn xpnon tg ouvaptnong strncat() mou va

pmopoucav va enaAnBguBolv ota oAokAnpwuéva anoteAéopata Twv BLBALoOnKwv mou epeuvnOnkav. H

€€€TOON TWV TMEPUITWOEWV XpNong tng strncat() mapépewve ot SOKLUAOTIKEG PBLBALOBNKeg ToUu
SnuoupynOnkav KOTA TNV avAamntuén tou epyaieiou.
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libctestx32.so

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.

[+] Architecture :Intel 386 (9)
[+] BFD target name : elf32-i386
[+] Entry point  : OxBFO

[+] Sections 124

ctest_strncat_vulnerable(0x1317): strncat@GLIBC_2.0(0x134f)

Warning: Second argument of strncat is external

Possible Vulnerability: First argument of strncat is internal, while second argument is external

6.8 EupnUHaTa MEPIMITWOEWYV eUTAOEIWY ao@aAsiag KATa Tnv
XPRON TnG ouvdaprTtnong sprintf()

EumaBeleg aodaleiag otn xprion g ouvaptnong sprintf() tng BBA0Onkng GLIBC Bpebnkav otig §i¢
BiBALoBnKeg:
e libnss_dns-2.19.s0 (arm X64): Itn ouvaptnon _nss_dns_gethostbyaddr2_r()
(https://code.wobog.org/userspace/glibc/resolv/nss _dns/dns-host.c.html ypopun 409) yivetot
n xpnon tng cuvaptnong sprintf() (ypapun 495) pue mpwto OpLOUA TNV ECWTEPLKA METABANTI TNG
ouvaptnong “ qbuf’, mou opiletat otn ypauun 430, kal S€UTEPO OPLOHA TNV ECWTEPLKNA
petaBAnTh “uaddr”, n omola opiletal otn ypappn 416 KoL APVEL TNV TN TNG A0 TV EEWTEPLKN
petaBAnt “addr”, xwpilc €Aeyxo, emiong otnv ypauun 416. H xprion tng ouvaptnong
_nss_dns_gethostbyaddr2_r() eival eudAwtn os eunabeleg aohadeiag buffer overflow.

libnss_dns-2.19.s0 (/usr/aarch64-linux-gnu/lib/libnss_dns-2.19.s0)

[+] Creating BFD instance...

[+] File format  : Linker/assembler/compiler output.
[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x1060

[+] Sections : 26

nss_dns_gethostbyaddr2_r(0x2998): sprintf@GLIBC_2.17(0x2e4c)

Warning: Second argument of sprintf is external
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6.9 Eupnuata mMEPIMITWOEWV EUTTAOEIWY Ao AaAgiag KATA TRV
XPARON TG ouvapTnong snprintf()

EunaBeleg aodalelag otn xprion tng cuvaptnong snprintf() tng BLBALOONKNG GLIBC BpéBnkav otig €€n¢

BiBALoOnKec:

e libnss_nisplus-2.19.s0  (arm  x32): Ztn ouvaptnon _nss_nisplus_getrpcbyname_r()
(https://searchcode.com/file/34681580/Sources/selp glibc-2.5.90-
19.0.46/nis/nss_nisplus/nisplus-rpc.c ypappn 292) yilvetal n xpron tg cuvaptnong snprintf()

(vypappég 317 kat 333) pe tpito oplopa tnv e§wteptkn HeTaBANTH “ name”, xwpig EAeyxo, Kol
TPWTO OPLOMA TNV ECWTEPLKN MeTaPBAntTr “buff”, mou opiletal otn ypauun 312. H xprion tng
ouvaptnong _nss_nisplus_getrpcbyname_r() eival eudAwtn oe gundbeleg¢ aocdaleiag format
string bugs.

libnss_nisplus-2.19.so (/lib32/libnss_nisplus-2.19.s0)

[+] Creating BFD instance...

[+] File format  : Linker/assembler/compiler output.
[+] Architecture : Intel 386 (9)

[+] BFD target name : elf32-i386

[+] Entry point  : 0x1A20

[+] Sections : 28

nss_nisplus_getrpcbyname_r(0x6860): snprintf@GLIBC_2.0(0x694d)
Warning: Third argument of snprintf is external

Possible Vulnerability: Returned results are not being checked

nss_nisplus_getrpchyname_r(0x6860): snprintf@GLIBC_2.0(0x6a86)

Warning: Third argument of snprintf is external

Possible Vulnerability: Returned results are not being checked

6.10 Eupfpara mepIMTWOEWV euTtafeiwyv aog@algiag Kata Tnv
XpAon Tng ocuvaprnong memcpy()

EunaBeleg aodaleiag otn xprion tng cuvaptnong memcpy() tng BLBAL0Br KNG LIBC Bpebnkav otig €€AG
BiBALoOnKec:

e libtinyalsa.so (arm x64): Jtnv ouvaptnon mixer_ctl_set_array()
(https://android.googlesource.com/platform/external/tinyalsa/+/master/mixer.c#458 ypappun
458), yivetal n xpnon ¢ ocuvaptnong memcpy() (ypappég 501 kot 522) pe Sgutepo OpLopa
efwteplkn “array”, tpito Oplopa tnv petafAnt “count” petafAntr Kol MPWTO OpLOMA TNV
eowTePLK PeTaBAnT “tiv” otn ypapuun 501, mou opiletal ot ypoupég 492 kat 496, Kot Thv
€0WTEPLKN HeTaBAnTA “dest” otn ypaupn 522, mou opiletal otic ypaupég 462, 486, 509 kat 515.
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H xprion tng ouvaptnong mixer_ctl_set_array() elvat eudAwtn os eundBeleg aodpaleiag buffer
overflow.

libtinyalsa.so (/android-7.1.1-system/lib64/libtinyalsa.so)

[+] Creating BFD instance...

[+] File format  : Linker/assembler/compiler output.
[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x0

[+] Sections 123

mixer_ctl_set_array(0x286c): memcpy@LIBC(0x2928)
Warning: Second argument of mempcy is external

Possible Vulnerability: First argument of memcpy is internal, while second argument is external

mixer_ctl_set_array(0x286c): memcpy@LIBC(0x29¢cc)

Warning: Second argument of mempcy is external

6.11 EupnuaTa MEPIMITWOEWYV eUTTAOEIWY AC@AAEiag KATA TRV
XPAON TnNg ouvdaprnong open()

EunaBeleg aodaleiag otn xprion tng cuvaptnong open() tng BLBALOBRKNG GLIBC BpéBnkav otig €€n¢
BiBALoOnKec:

o libext2_e2p.so (arm x64): 2t ouvaptnon fsetversion()
(https://android.googlesource.com/platform/external/e2fsprogs/+/refs/heads/lollipop-mri-
release/lib/e2p/fsetversion.c#39 ypauur 39) ylvetal n xprion thg cuvaptnong open() (Ypauun
45) pe TPWTO OpLOopA TNV €EWTeplkn MeTaPAnT “name”. Xtn ouvdptnon fgetversion()
(https://android.googlesource.com/platform/external/e2fsprogs/+/refs/heads/lollipop-mril-
release/lib/e2p/fgetversion.c#39 ypauur 39) ) yivetat n xprion tg ouvaptnong open() (ypapuun
45) pe mpwto oOplopa TNV efwteplkn petaBAnt “name”. Itn ouvaptnon fgetflags()
(https://android.googlesource.com/platform/external/e2fsprogs/+/refs/heads/lollipop-mril-
release/lib/e2p/fgetflags.c#43 ypauun 43) ylvetal n xprion thg cuvaptnong open() (ypapun 75)
HE TPwTo Oplopa TNV efwteplkn peTaPfAnt)  “name”. Itn ouvaptnon fsetflags()
(https://android.googlesource.com/platform/external/e2fsprogs/+/refs/heads/lollipop-mri-
release/lib/e2p/fsetflags.c#52 ypaupn 52) yivetat n xprion tg cuvaptnong open() (ypouun 81)
LE TIPWTO Oplopa TNV e€wteptkn LetaBAntn “name”. OL xproelg Twv ouvaptioswy fsetversion(),
fgetversion(), fgetflags() kat fsetflags() pmopel va avoiouv kakoBoulo apxeio 1 kamolo kpiolpo
opxelo ouotnuaroc.
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libext2_e2p.so (/android-7.1.1-system/lib64/libext2_e2p.so)

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.

[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x0

[+] Sections 124

fsetversion(0x2938): open@LIBC(0x296¢)

Possible Vulnerability: First argument of open is external

fgetversion(0x2874): open@LIBC(0x28a8)

Possible Vulnerability: First argument of open is external

fgetflags(0x2664): open@LIBC(0x26c8)

Possible Vulnerability: First argument of open is external

fsetflags(0x276c¢): open@LIBC(0x27cc)

Possible Vulnerability: First argument of open is external

6.12 EupfpaTa MEPIMTWOEWYV euTTaBeiwy ac@aAgiag Kata Tnv
Xpnon Tng ocuvaprnong fopen()

EunaBeleg aodaleiag otn xprion tng ouvaptnong fopen() tg BLBALoOnKNng GLIBC Bpébnkav otig €ng
BiBALoOnKec:

libwpa_client.so (arm x64): 2N ouvaptnon os_readfile()
(https://android.googlesource.com/platform/external/wpa_supplicant 8/+/I-
preview/src/utils/os_unix.c#373 ypauun 373, yivetal n xprion tng cuvaptnong fopen() (ypapun

379) upe Oplopa TNV efwtepkn petaPAnt “name”.  Itn ouvdaptnon os_file_exists()
(https://android.googlesource.com/platform/external/wpa_supplicant 8/+/I-
preview/src/utils/os unix.c#411 ypapun 411, yivetal n xprion tng cuvdptnong fopen() (ypappn

413) pe oplopa TNV e€wteplkn petaPAnt “name”.  Itn ouvaptnon os_daemonize()
(https://android.googlesource.com/platform/external/wpa supplicant 8/+/I-
preview/src/utils/os unix.c#194 ypapuur 194) yivetal n xpron tg cuvaptnong fopen() (ypappun
205) pe oplopa tnv e€wteptkn petaPintr “pid_file”. O xprioelg Twv cuvaptriicewv os_readfile(),
os_file_exists() kat os_daemonize() umopel va avoifouv kakoBoulo apxeio 1| kAmolo Kpioluo
apxelo ocuoTUOTOG.
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libwpa_client.so (/android-7.1.1-system/lib64/libwpa_client.so)

[+] Creating BFD instance...

[+] File format : Linker/assembler/compiler output.
[+] Architecture : ARM AArch64 (87)

[+] BFD target name : elf64-littleaarch64

[+] Entry point  : 0x0

[+] Sections 123

os_readfile(0x2ea0): fopen@LIBC(0x2ebc)

Possible Vulnerability: First argument of fopen is external

os_file_exists(0x2f70): fopen@LIBC(0x2f80)

Possible Vulnerability: First argument of fopen is external

os_daemonize(0x2aa8): fopen@LIBC(0x2ad8)

Possible Vulnerability:  First argument of fopen is external

6.13 NMaparnpnoeig

Kata tnv Ste€aywyn NG MEpAUATIKNAG afloAdynong £ylvav OpKETEG OAAAYEC OTO epyaAeio €UpeECNC
eunaBewwv acdadelag, e okomd TtV PeAtioTonmoinon Twv OMOTEAECUATWV KAl TNV Helwon Ttwv
eopalpévwy autwy. Onwe mapatnpndnke, puia mepimtwon kwdika yAwooag uPnAou emutédou pnopei va
ekppaoTeL pe SLaPOPETIKOUG TPOTOUG 0 YAWOOeG xapnAoU emumedou (assembly) , 0nwg yla mopadetypa
n nmpagn tng adaipeong oe KATOLEG TTEPUTTWOELG UAOTIOLOUTAV UE TNV EMLTNOEVEVN Xpron uTtepxelliong
o€ npagn mpooBeong, KAl KATA CUVETIELA OTN YAWood EVOLAPECNC OVATIOPACTACNG, KATL TIou odeleTat
otnv BeAtiotonolnon Twv METAYAWTTLOTWY. AUTO HE TN OEPA TOU ennpeace tnv opbBotnta Ttwv
OMOTEAEOUATWY. Baolkd MPOoBAnUa amotéhece n avalntnon THWY Twv Sladpopwv HETABANTWY TG
YAwooog evSLAUEONC avamapAoTaonG, KaBwg Kol N TPOEAEUCN QUTWV — ECWTEPLKEG 1 EEWTEPLKES
petaBAntég. EmumAdov, €va e€loou onuavtikd mPOPANUa Atav n epdavion evioAwv TNG YAWOOOC
evllaUEONC avanapaotacng, mou dev eixav eudaviotel o€ avtioTOoLXEC MEPUTTWOELS KWOLKO KATA TNV
vAoroinon tou gpyaAsiov. NapatnpnBnkav ochaApoTa KOTA TNV UETOYAWTILON KATIOLWY apXEiwV TNV
YAwooa evSLAUEDNG AVATTOPACTOONG OTLC OPXLTEKTOVIKEG arm x32 Kal arm x64, ta onola odeilovtal otnv
BBAoONKn pyvex. TéAog, mapatnpnBnke MPOPANUA KATAVAAWONG UVAUNG, Ot UeEyAAa apxeia mou
Sokipdotnkayv o MePIPBAAAOV ELKOVIKOU UNXAVAMOTOC E TIEPLOPLOUEVN UVAUN. 2 mepBaAlov Ubuntu
14.04.4 64-bit, 2 GB ram, eAéxBnkav apxeia peyeboug éwg kat 710KB, o xpovo £wg Kat 1 Aemto.
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7 MeAAovTIKEG TIPOTONKES

To epyaheio avamntuxbnke oe mpwto otddlo cupdwva pe amheg BLBALOORKeG Tou SnuoupyrBnkav Katd
TNV vlomoinon Tou, yla TNV mapatipnon twv dtadopwv Twv ekAdctote assembly o€ (SLEG MEPUTTWOELS,
kaBwg emiong kot tng petadopds autwy otnv yAwooa evOLAUESNG avamapaotaon. Ev cuvexeia otnv
TELPAUATIKN 0§loAoynon dtepeuviBnkav Kot KOAUONKav O0eg MEPUTTWOELS BPEBNKAV KATA TNV SLAPKELLL
ne.

To evbexopevo emiotpodrc AdBoug anoteAéopatog odeiletal ot SLADOPETIKEG TIEPUTTWOELG
ulomnoinong {6lwv unocevapiwv. H avaBeon TlLwv e OMOLOVEATIOTE TPOTIO, EMNPEALEL TOL UTIOCEVAPLAL
Tou SlepeuvolV TNV POEAEUON (E0WTEPLKY, EEWTEPLKN) A TNV TIUA Ko LETAPANTAG. AUTO KOTA GUVETELR
€MNPEALEL TO ATOTEAECUATA TWV Oevapiwv eumtabelwv aodpaleiag. Yroloyilletal OTL UTAPXOUV Kal GAAES
TEPUTTWOELS UAOTIoiNoNG, oL omoieg 6ev éxouv SlepeuvnBeil. Mepattépw melpapatikn afloAoynon Oa
BeAtiwve Ta anoteAéopata, TO00 TG eEMaAnBguong utooevapiwy, 600 KoL TWV MTEPUTTWOEWY EUTIAOELWY
aodaleiag.

Mia GAANn mepintwon BeAtiotonoinong tou epyaleiov eival n amoduyr dopTwong 6Aou tou
apxelou t™¢ BBALOONKNG oTtnV pvAun. H avtikotdotoon authg Tng Mepimtwong Pe Thv avdyvwaon
OUYKEKPLUEVOU TUAMATOG Tou apyxelou tng PLBAL0OAKNG, Omou autd XpelAleTal, KAl TNV EKACTOTE
petadopd Tou otnv yAwooa evOLAUESNG avamapaotaong, ya tThv eéétaon oevapiwv, Ba peiwve tnv
XPoN TNG MVAMNG. ZTNV CUYKEKPLUEVN TEPIMTWON OPLOMEVEG ATO TIG AELTOUPYLEG AUTEG EVOEXETAL VAL
emudpépouv BeAtiwon v xpnotpomnolnBel dtadopetik yAwooa ulomoinong Tou epyaleiou, emAéyovtag
KAmolo. yl\wooa n onola HeTayAwTTi{etal mpwTa o€ yAWOood UNXOVAC Kal UOTEpA EKTEAELTOL KOl OXL
yAwooa mou ekteleital BARpa-BrApa, onwe n yAwooa python mou emidéxbnke yla tnv uAomoinon tou
epyaleiou.

Emiong, pia emutAéov Beltiwon otnv katavalwon Tng MvAUNng, eival n pelwon xprnong
VoS POULKWY CUVAPTHOEWY, OTIOU UTtOPEL va eTiiTeuXOei pe SladopeTikr) UAOTTOINGCN KATIOLWY Ao AUTWV.
Ye peyala apyeia BLBALOONKWYV mou e€etdlovtal oe cUOTNUA XAUNAAC LVAKNG, OTIWGE yLla TopASELya Eva
€LKOVIKO pnxavnua, Oa BeAtiwve to mMpoPAnUa KATAVAAWONG UVAUNG TIOU TpatnPROnKe Katd tnv
Melpapatikn aloAdynon.

H evnuépwon tou gpyaleiou, 6mou amnatteital, wote auTo va eival cupPatod pe tnv tTeAsvtala
€kdoon g BLBAoONKNG pyvex Ba AUoslL To MPOPANUA 0PAAUATWY TIOU TMOPOUGCLACTNKAV KATA TNV
HETAYAWTTLON OTNV EVOLAUECT OVATIOPAOTACH, OTIWG avadEPONKE OTLG MAPATNPAOELS TNG TIELPOUATIKAG
afloAoynong.

To epyoleio oXeSLAOTNKE ETOL WOTE VA SLEUKOAUVEL OCWV TO SUVATO TEPLOCOTEPO TNV LEANOVTLKNA
vlomoinon aAwv oevapiwv euntabelwv acdaleiag. MeAhovtikn Eépeuva Ba pmopouace va pooBEael Kat
aMa oevdapla oto medilo €peuvag Tou epyaleiou, pe glaylotn ulomoinon. Emiong, elvat duvatn n
avamntuén avayvwong apxeiou mou Ba dnuloupyeital amo xprioTeg, To onoio Ba meplEXEL Ta UTooevapia
Tou eTAEXBNKaV ard Tov Xprnoth, KabBwg Kot tnv SLacUvEES aUTWVY, UE OKOTIO TNV SnuLoupyia ocevapiwv
eunaBslwv achaleiag.

8 Zuunepaopara

Aoyo ¢ paydailog avamtuéng UALKOU, Kal KOTA CUVEMELQ TOU Aoylopikol, BewpnBnke xpnowun n
avamrtuén epyalelov autopatomolnpévou eAéyxou elpeong eumabewwv acdoheiag oe apyeia
BBALOONKWY SLaPOPETIKWY UETAEU TOUG APXLTEKTOVLKWY, TIOU EVOEXETAL Va XpnoLomnolnBolv katd tThv
avamntuén ebaproywy, akopa Kot 4tav o mnyalog KWSKAg autwy Sev elval Slab£oog. Baoikn avaykn
KpiBnke n emkdAuvdPn twv dtadpopwyv PETALY TWV OPXLTEKTOVIKWY, WOTE VA UTIAPXOUV eviaia oevapla
eAéyxou.

Mua Stadikaoia ebpeong euntabelwv achadeiag eivatl avaluon cUUMEPLPOPAS TPOYPAUUATWY.
H dtadikacia tng avaluong unopei va mpaypatonoln6el pe tnv otatiky avaiuaon, tnv Suvautkn avaiuon
Kal TNV cUUBOALKN ekTtéAeon. KABe meplmtwon amo TI¢ mapandavw £xel SLoPopeTIKO 0TOXO Kal eETAlEL
SLPOPETIKEG MEPUTTWOELG. ITN OTATIKA OvAAuon avaAUETAlL O TNYaAlog KWOLKAG EVOG TPOYPAUUATOG,
XWpI¢ auTo va ekteleotel. Itn Suvaplkn avaAuorn, eetaletal n oupnepldpopd ToU MPOYPAUUATOG KATA
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TNV €KTEAEON TOU OF €vav TIPOYUATLIKO N ELKOVIKO TEPIPBAAAOV HE OPKETEG £L0O0S0UC €AEyyou. 3TN
OUUBOALKN ekTéAeon avoAUetal €va TMPOYPOUUA E OKOTIO TOV KABOOPLOUO TWV TOPOUETPWY TIOU
TPOKOAOUV TNV EKTEAECN TWV EKACTOTE HEPWV TOU TPOYPAUMATOC Kal n ektéleon Paociletal oTig
SL0POPETIKEG POEG TOU MPOYPAUUATOG. Ma TNV avaAucon SLadopeTIKWY OPXLTEKTOVIKWY o€ (Sla oevdpla
euntaBelwyv aodaleiag, UMOpPEL va ylvel xprion KLaG YAWooOG EVOLALESNG avamopAoTacng, apalpwvtag
€101, OPKETEG SLAPOPES TTOU UTIAPYOUV METOEY TWV OPXLTEKTOVIKWY KOL ETILTPEMOVTAG LA EVIAia KON
avAAUON yLa OAEG TLG OPXLTEKTOVLKEG.

To epyaleio avantuxOnke oe yAwooa python kal mapexel EAEyXoUG yLa TIEPUTTWOELG EUTTAOELWV
aodaleiag oe BLPALOONAKeG apyLtektovikwy intel x86, intel x64, arm x32 kaL arm x64, mou gudavifovrat
UTIO GUVONKEG KATA TNV XProN TWV apakATw cuvaptioswy g Baowkng BLBAodnkng libc: fopen(), open,
malloc(), memcpy(), snprintf, sprintf(), strcat (), strcpy(), strncat(), strncpy() kat system(). Mo tnv kadAuvyn
TWV TEPUTTWOEWY QUTWYV EAEYXOVTAL N TLUA KAl N TPOEAEUON HLOG LETOPBANTAG, ECWTEPLKN 1 EEWTEPLKN,
pe Slddopoug TPOmoug, avaloywe thv mepimtwon mou efetdletal, e€eTaletal av UTAPYXEL EAEyXOG TOU
QTOTEAECUATOC TIOU EMLOTPEDETAL, KABWG KAl cuvduaoudc Twy mapandvw. H uAomoinon tou epyaleiou
Slaywplotnke oe dladopetika enineda. Avantuxdnkav SladopeTikd apxeia yla KABe APXLTEKTOVIKN, OTA
omoia vAomolouvtal (la uTtooevapLa, KOAUTITOVTOG TLG SLadOpEG TTOU €XEL N EKACTOTE APXLTEKTOVLKN KOl
Sev Ntav duvatd va kahupBoUv Le TNV Xprion TG yYAwooog evaLAeonG avanapaotacng. Avarmtuxonkay,
emniong, apxela ta onoia nepthapBavouv Baclkég Aettoupyleg, TO0O yla TNV avaluon Tou apxeiou, 660
KOl yLa TOV €AEYXO TEPUMTWOEWV eumtabelwy aodaleiog, mou givol KOWEC yla OAEG TIC APXLTEKTOVIKEG.
Emiong, mapéxovtal kat BondnTIKEC CUVAPTAOELG, oL omoieg mpoodEpouv TANPODOPIEG OXETIKEG UE TNV
avaluon tou apyxeiou. Téhog, avamtuxBnke o éleyxog Twv eunabewwv acdoaleiag, Paclopévog oth
YAwooo eVOLAUEDSNG QVATIOPACTACNG pyvex TIou xpnotponoldnke. Katd tnv ektéAeon Tou epyaleiou,
OpXIKA ylvetalL avaAuon Tou apxeiou yla tnv culloyn Twv amopaitntwyv MANpodoplwv Kol Twv
TmAnpodopLwyV mou INTrRinkav, Kot EMELTA YIVETAL N XPrON QUTWV YLoL TOV EAEYX0 TWV OEVAPLWY EUTIAOELWV
aodaleiag.

2Ta mAaiola TNG SUTAWHATIKAG Epyaciag avamtuxOnke to epyaleio carrion, To omolo TapEXEL
Toug €€n¢ eAéyxoug oe apxeia BLBAL0BNkwv intel x86, intel x64, arm x32 kat arm x64 APXLTEKTOVLKWV :

o fopen(), open(): Av To Gvopa Tou apxeiou (MPpwTo OpLoUa) TPOEPXETAL ATO EEWTEPLKI LETAPANTA

KOl oV EAEYXETOL N TN €MLOTPODNAG TNG oUVAPTNONG

e malloc(): Av n TR t™Ng HetafAnTng mMou Slvetal WG OPLOUO TIPOEPXETAL OMO EEWTEPLKN TLUA

(mpoeldomoinon) kat av eAEyxetal n TN EMOTPOdNG TNG CUVAPTNONG

e memcpy(): Mpoeldomoinon av to SeUTEPO OPLOUA TIPOEPYETAL ATO EEWTEPLKN UETABANTA Kal
€AEYXOG OV TO PWTO OpLopa elval cwTePLKN PeTaBANTI TNG otoifag, evw n Tun Tou dgltepou
0pLoNATOC TIPOEPYETAL ATO EEWTEPLKA METAPANTH.

e snprintf(): Mpoeldonoinon av To TPito OplopA TIPOEPXETAL aMd €EWTEPLKN UETABANTH Kol av
€AEYXETAL N TLUN EMLOTPODNG TNG CUVAPTNONG.

e sprintf(): NMpoeldomoinon av To deUTEPO OPLOMA TTPOEPXETAL ATIO eEWTEPLKA LETABANTH.

e strcat (), strcpy(), strncat(), strncpy(): Mposldomnoinon av to SeUTEPO OPLOUA TIPOEPXETAL OO
€€wTepLKn LETAPANTH Kol EAEYXOG OV TO PWTO OPLOpA lval EcWTEPLKN LETABANTH TG oTolfag,

EVW N TN Tou 8eUTEPOU OpLloATOG TPOEPXETAL ATIO EEWTEPLKI UETAPBANTH.

o system(): EAeyxog av TO OpLOLO TIPOEPYETAL QIO EEWTEPLKN PETABANTH.

Emiong, to epyoldeio mapéxel ektUTwon Twv cUUPBOAWV Tou apxeiou, avoAutiky Alota Twv
ouVaPTNOEWV Kal Twv OleuBlvoswv autwv mou PBpébnkav oto apxeio, ektimwon evdlaueong
avamnapaoctaong, disassemble, mAnpodopiec toucwv, bytes tou apyeiov oe Sekaefadikr popdn,
ekTUTIWON onueiwv Tou apxelou pe tnv popdn aidaplBuntikwy petapAntwy, omou n StevBuvon f o
TOMEQG KAl TO HEYEBOC TPog avaAluon TNG EKACTOTE CUVAPTNGNG EAEYXOVTAL OTIO TOV XPHOTN LLE avTLoTOLXO
oplopara.

Katad tnv dlapkeLa tng melpapatikig aéloAoynong, To epyaleio SokLudotnke Kat BeATlwONnKe og
TPAYHATIKEG PBLBALOONKEG OAWV TWV OPXLTEKTOVIKWY TIOU OXEOLAOTNKE va gpeuvd. QG Kpltrpla
amoTeAEoUATWY Kal BeAtiwong tou epyaleiou BewpnBnkav 6oeg BLBALOBAKeS amoteAovoav AOYLOULIKO
avolytol kwdika. BeATlwOnke n avalitnon TWwV KETABANTWY, KaBwg Kal n avayvwplon mPogAeucng
QUTWV (eocwTepikn 1 e€wteptkn). e apxeia BLPALOBNKWY peydlou Gykou mapatnprnBnke mMpoBAnua otnv
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KATOVAAWGN MVAUNG Kal otnv taxutnta €psuvag touqg. Emiong, mapatnpribnke mpoPAnupa otnv
LETOYAWTTION OPLOUEVWY EVIOAWV OTn yAwooa evOLAUECNC ovamapdotaong, O KAmola apyesia
OPXLTEKTOVLKAC arm x32 Kat arm x64.

MeMovtiky épeuva Ba pmopolce va TPocBEécel eMUTAEOV €AEYXOUG, UTTOOEVAPLA Kal
TMePUTTWOELG euTtaBelwv acdaleiag oto nedio €psuvag tou epyaleiov, kKabBwg kal va BeATlwosl ta én
UTapXwWV amoteAéopata. H avamntuén avayvwong apxeiou mou mepléxeL unmtoosvapia kat tnv Stacuvdeon
QUTWV Tou amaptilouv éva oevaplo acdaleiag eivat ebkoAo va vAomotnBei, Adyo tou Slaxwplopol Twv
UTIOOEVAPLWY TIOU €XEL 8N YIVEL KATA TNV avantuén tou epyaleiou kat Ba SLEUKOAUVE TNV KOTAOKEUN
oevapiwv eunabelwwv aodaleiag.

To epyaheio elpeong eumabelwv aodalelag KAAUTITEL EMTUXWG TA CEVAPLA TIOU EPEUVAONKAY,
onwg emPefaiwbnke KATA TNV TEPOUATIK afloAdynon, kabwg emiong, €§umnpetel kAl okomoug
avaiuong apxelwv BLBALOONKWY pe TNV xpron Twv Bonbntikwv cuvaptioswyv. H xprion tou epyaleiou
oupBaAel otov éleyxo aodaleiag BLBALOONKWY TOU TTPOKELTAL VA XpNoLUomoLnBoUv yLla TnV avamtuén
edappoywy, Slxwg TNV avdykn tou mnyaiou KwoKa twv BPALOONKWY auTwy, HELWVOVTAG £TOL TIG
mbavotnteg suntabslwv achaleiag mou evdéxetal va pokUouv Adyo xpriong e€wteptkwv BLRALOONKWV
OTIC EpAPUOYEC QUTEC.
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carrion_base.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex
import archinfo
import binascii
import ctypes

from io import BytesIO
from sys import argv
from sys import getsizeof

class ExternalFunction:

def init (self, name, library):
self.name = name
self.library = library
self.addresses = []

def name (self):
return self. name

def library(self):
return self. library

def addresses(self):
return self. addresses

class FunctionSymbol:

Eudyyehog Mpnyopiou

def init (self, name, address, section name, size=0,
stack size=0):
self.name = name
self.address = address
self.section name = section name
self.size = size
self.stack size = stack size
self.external functions = {}

self.stack = {}

def name (self):
return self. name

def address(self):
return self. address

def section name(self):
return self. section name
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def size(self):
return self. size

def stack size(self):
return self. stack size

def external functions(self):
return self. external functions

def stack(self):
return self. stack

def getlInt (bytestream, start, end, step=1l):
return int (binascii.hexlify(bytearray(bytestream[y] for y in
range (start, end, step))), 16)

def hasNumbers (inputString):
return all (char.isdigit () for char in inputString)

def isHexString(inputString):
return any(char.isdigit() for char in inputString)

def findFunctionSizeByAddress (bfd, bytestream, address):
dynsym = bfd.sections['.dynsym']

if "elf32" in bfd.target:
for entry in range (0, dynsym.size, 16):

if bfd.little endian:
value = getInt(bytestream, dynsym.file offset+entry+7,
dynsym.file offset+entry+3, -1)
elif bfd.big endian:
value = getlInt(bytestream, dynsym.file offset+entry+4,
dynsym.file offset+entry+8)

if value == address or value == (address +1):
if bfd.little endian:
size = getlInt (bytestreamn,

dynsym.file offset+entry+ll, dynsym.file offset+entry+7, -1)
elif bfd.big endian:
size = getlInt (bytestrean,
dynsym.file offset+entry+8, dynsym.file offset+entry+12)
return size
elif "elf64" in bfd.target:
for entry in range (0, dynsym.size, 24):

if bfd.little endian:
value = getInt (bytestream,
dynsym.file offset+entry+l5, dynsym.file offset+entry+7, -1)
elif bfd.big endian:
value = getInt(bytestream, dynsym.file offset+entry+8,
dynsym.file offset+entry+16)

if value == address:
if bfd.little endian:
size = getlInt (bytestrean,
dynsym.file offset+entry+19, dynsym.file offset+entry+15, -1)
elif bfd.big endian:
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size = getInt (bytestrean,
dynsym.file offset+entry+l6, dynsym.file offsett+entry+20)

return size
return 0

def load value from offset(bytestream, offset):
if not isinstance(offset, int):
offset = int(offset, 16)
return '%x' $getInt (bytestream, offset+3, offset-1, -1)

def load value from address(bfd, bytestream, address):
if not isinstance (address, int):
address = int (address, 16)

for section name in bfd.sections:
if address >= bfd.sections[section name].vma and address <=
bfd.sections[section name].vma + bfd.sections[section name].size:
return load value from offset (bytestream,
bfd.sections[section name].file offset + (address -
bfd.sections[section name].vma))
return "0x0"

def fetch target register(stmt): #left register
if isinstance(stmt, pyvex.IRStmt.IMark) or isinstance(stmt,
pyvex.IRStmt.NoOp) or isinstance(stmt, pyvex.IRStmt.AbiHint) or
isinstance(stmt, pyvex.IRStmt.MBE):
return '-1°'
elif isinstance(stmt, pyvex.IRStmt.Put):
return stmt.arch.translate register name(stmt.offset)
elif isinstance(stmt, pyvex.IRStmt.PutI):
return stmt.descr
elif isinstance(stmt, pyvex.IRStmt.WrTmp) or isinstance(stmt,
pyvex.IRStmt.Dirty) :
return 't%s' % stmt.tmp
elif isinstance(stmt, pyvex.IRStmt.Store) or isinstance(stmt,
pyvex.IRStmt.StoreG) :
return stmt.addr. str ()
elif isinstance(stmt, pyvex.IRStmt.CAS):
return 't (%s,%s)' %$(stmt.oldLo, stmt.oldHi)
elif isinstance(stmt, pyvex.IRStmt.LLSC):
return 't%d' % stmt.result
elif isinstance(stmt, pyvex.IRStmt.Exit):
return 't%s' % stmt.arch.translate register name(stmt.offsIP)
elif isinstance(stmt, pyvex.IRStmt.LoadG):
return 't%d' % stmt.dst

def fetch source register(stmt): #right register
if isinstance(stmt, pyvex.IRStmt.IMark) or isinstance(stmt,
pyvex.IRStmt.NoOp) or isinstance(stmt, pyvex.IRStmt.AbiHint) or
isinstance(stmt, pyvex.IRStmt.MBE) :
return '-1°'
elif isinstance(stmt, pyvex.IRStmt.Put) or isinstance(stmt,
pyvex.IRStmt.Putl) or isinstance(stmt, pyvex.IRStmt.Store) or
isinstance(stmt, pyvex.IRStmt.StoreG):
return stmt.data. str ()
elif isinstance(stmt, pyvex.IRStmt.WrTmp):
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if isinstance(stmt.data, pyvex.IRExpr.Get) or
isinstance(stmt.data, pyvex.IRExpr.Get) :
return
stmt.data.arch.translate register name(stmt.data.offset)
elif isinstance(stmt.data, pyvex.IRExpr.Load):
return stmt.data.addr. str ()
elif isinstance(stmt.data, pyvex.IRExpr.Binop):
return [stmt.data.args[0]. str (),
stmt.data.args[1l]. str ()]
elif isinstance(stmt.data, pyvex.IRExpr.Unop) :

return stmt.data.args[0]. str ()
else:
return stmt.data. str ()
elif isinstance(stmt, pyvex.IRStmt.CAS):
return ' (%s,%s)' % (stmt.datalLo, stmt.dataHi)

elif isinstance(stmt, pyvex.IRStmt.LLSC):
if stmt.storedata is None:
return stmt.addr. str ()
else:
return stmt.storedata
elif isinstance(stmt, pyvex.IRStmt.Dirty):
return ''.join(str(a) for a in stmt.args)
elif isinstance(stmt, pyvex.IRStmt.Exit):
return hex(stmt.dst.value)
elif isinstance(stmt, pyvex.IRStmt.LoadG):
return [stmt.addr, stmt.alt]

def value traceback(bfd, bytestream, irsb, stmt addr, block num, reg):
#freturn the value of reg
if (stmt addr == 0 and block num == 0) or (isinstance(reg, int)):
return reg

if isinstance(reg, str):
if reg.startswith('0Ox"):
return int(reg, 16)
for j in range(block num, -1, -1):
for i in range(stmt _addr, -1, -1):
stmt = irsb[j].statements[i]
if reg == fetch target register(stmt):
if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data, pyvex.IRExpr.Load):

load address = value traceback(bfd,
bytestream, irsb, i, j, fetch source register(stmt))
if load address == -1:
return -1
reg = int(load value from address (bfd,
bytestream, load address),16)
if reg ==

return -1
elif isinstance(stmt.data, pyvex.IRExpr.Binop):

source = fetch source register(stmt)

source[0] = value traceback(bfd, bytestream,
irsb, i-1, j, sourcel[0])

source[l] = value traceback(bfd, bytestream,

irsb, i-1, j, source[l])
if isinstance(source[0], str):
if not source[0].startswith('0Ox'"):
return -1
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else:
source[0] = int (source[0], 16)
if isinstance(source[l], str):
if not source[l].startswith('0x"):
return -1
else:
source[l] = int(source[l], 16)

if source[0] == -1 or source[l] == -1:
return -1

if 'Add' in stmt.data.op:
return source[0] + source[l]
elif 'Sub' in stmt.data.op:
return source[0] - source[l]
elif 'Shl' in stmt.data.op:
return source[0] << source[1l]
#TODO more ops
else:
reg = fetch source register(stmt)
else:
reg = fetch source register(stmt)
if § > 0:
stmt _addr = len(irsb[j-1].statements) -1
if isinstance(reg, str):
if reg.startswith('0Ox"):
reg = int(reg, 16)
if isinstance(reg, int):
return reg
else:
return -1

carrion_info.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex
import archinfo
import binascii
import ctypes
import argparse

from io import BytesIO
from sys import argv
from sys import getsizeof

def getInt (bytestream, start, end, step=l):
return int(binascii.hexlify(bytearray(bytestream[y] for y in

range (start, end, step))), 16)

def hasNumbers (inputString):
return all (char.isdigit () for char in inputString)
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def isHexString(inputString):
return any(char.isdigit() for char in inputString)

def dumpFileSymbols (bfd):
# code from objdump.py : class DumpFileSymbols, function
do_action()
print "[+] Symbols "
for symbol address in bfd.symbols:
symbol = bfd.symbols[symbol address]
print "\t%08x %15s %15s %08x %s" % (symbol address,
symbol.section.name, symbol.name, symbol.value, ", ".join( [name for
flag, name in SYMBOL FLAGS NAMES SHORT.iteritems() if flag in
symbol.flags] ))

def disassembleSection(bfd, section name):
# code from objdump.py : class disassembleSection, function
do_action ()

#

# Iterate through every section present.
#

opcodes = Opcodes (bfd)

section = bfd.sections[section name]

#

# Obtain the section content and request its disassembly.

#

print "\nDisassembly of section %s at %08x\n" % (section.name,
section.vma)

#opcodes.initialize smart disassemble(section.content,
section.vma)

for vma, size, disasm in opcodes.disassemble(section.content,
section.vma) :
print "%8x (%d)\t%s" % (vma, size, disasm)

def disassembleSections (bfd) :
# code from objdump.py : class disassembleSections, function
do_action()

#

# Iterate through every section present.
#

opcodes = Opcodes (bfd)

for section name in bfd.sections:
section = bfd.sections[section name]
# Skip non-code sections.
if (section.flags & (SectionFlags.CODE | \

SectionFlags.HAS CONTENTS)) != \
(SectionFlags.CODE | SectionFlags.HAS CONTENTS) :
continue
#
# Obtain the section content and request its disassembly.
#
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print "\nDisassembly of section %s at %08x\n" % (section.name,
section.vma)
for vma, size, disasm in opcodes.disassemble (section.content,
section.vma) :
print "%8x (%d)\t%s" % (vma, size, disasm)
def dumpSectionInfosFromContent (section):
#
# Display its name (we get it from the section instance) and its
index
# inside the binary file.

#

print "[+] Selected section information:"
print "\tName : %s" % section.name
print "\tIndex : %d" % section.index

# Dump the section content to a buffer
content = section.content

# Display approximate section length.
length = len(content) / 1024

if length == 0:
length = len(content) % 1024
length unit = "Bytes"

else:
length unit = "Kbytes"

print "\tLength : % (length)d % (length unit)s" % vars()

def dumpSectionInfos(bfd, section name):

#

# Display its name (we get it from the section instance) and its
index

# inside the binary file.

#

section = bfd.sections.get(section name)
print "[+] Selected section information:"
print "\tName : %s" % section.name
print "\tIndex : %d" % section.index

# Dump the section content to a buffer
content = section.content

# Display approximate section length.
length = len(content) / 1024

if length ==
length = len(content) % 1024
length unit = "Bytes"

else:
length unit = "Kbytes"

print "\tLength : % (length)d %(length unit)s" % vars()
def dumpSectionsInfos(bfd):

for section name in bfd.sections:
section = bfd.sections.get(section name)
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if not section:
print "[-] No section \'%s\' available." % section name
dumpSectionInfosFromContent (section)

def printDWord(bfd, bytestream, offset, size, entries num):
entry size = size / (entries num*4)
count = 0
num = 0
print "\nNext Entry %d\n" % num

for x in range(0,size/4):
print "%08x:\t%s" % ((x*4+offset),
binascii.hexlify(bytearray(bytestream[y] for y in range(offset+x*443,
offset+x*4-1, =1))))

count+=1
if count == entry size:
num +=1
print "\nNext Entry %d\n" % num
count = 0
print ""
def printRawSection(bfd, bytestream, section name):
section = bfd.sections[section name]
if not section:
print "[-] No section \'%s\' available." % section name

print "\nRaw bytes of section %s at %08x\n" % (section.name,
section.vma)

if binascii.hexlify(bytearray(bytestream[5])) == '01': #endian
check
for x in range(0,section.size/4):
if count ==
print "\nNext Entry 2d\n" % num

print "%08x (+%08x) :\t%s" & (section.vma+x*4, x*4,
binascii.hexlify(bytearray(bytestream[y] for y in
range (section.file offset+x*4+43, section.file offset+x*4-1, -1))))

count+=1

if count == section.entry size:
num +=1
count = 0

else:
for x in range(0,section.size/4):
print "%08x:\t%s" % (section.vma+x*4,
binascii.hexlify(bytearray(bytestream[y] for y in
range(section.file offset+x*4, section.file offset+x*4+4))))

print ""

def printRawSectionByEntries(bfd, bytestream, section name,
entries num):
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section = bfd.sections[section name]
if not section:
print "[-] No section \'%s\' available." % section name

print "\nRaw bytes of section %s at %08x\n" % (section.name,
section.vma)

entry size = section.size / (entries num*4)

count = 0

num = 0

if binascii.hexlify(bytearray(bytestream[5])) == '01': #endian
check

for x in range(0,section.size/4):
if count ==
print "\nNext Entry %d\n" % num

print "%08x (+%08x) :\t%s" & (section.vma+x*4, x*4,
binascii.hexlify(bytearray(bytestream[y] for y in
range (section.file offset+x*4+43, section.file offset+x*4-1, -1))))

count+=1

if count == entry size:
num +=1
count = 0

else:
for x in range(0,section.size/4):
print "%08x:\t%s" % (section.vma+x*4,
binascii.hexlify(bytearray(bytestream[y] for y in
range(section.file offset+x*4, section.file offset+x*4+4))))

print ""

def printRawSectionByEntrySize(bfd, bytestream, section name,
entry size):
section = bfd.sections[section name]
if not section:
print "[-] No section \'%s\' available." % section name

print "\nRaw bytes of section %s at %$08x\n" % (section.name,
section.vma)

count = 0

num = 0

if binascii.hexlify(bytearray(bytestream[5])) == '01': #endian
check
for x in range(0,section.size/4):
if count ==
print "\nNext Entry %d\n" % num

print "%08x (+%08x) :\t%s" % (section.vma+x*4, x*4,
binascii.hexlify(bytearray(bytestream[y] for y in
range (section.file offset+x*4+43, section.file offset+x*4-1, -1))))

count+=1
if count == entry size:
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num +=1
count = 0
else:
for x in range(0,section.size/4):
print "208x:\t%s" % (section.vma+x*4,

binascii.hexlify(bytearray(bytestream[y] for y in
range (section.file offset+x*4, section.file offset+x*4+4))))

Print wn

def printStringsFromSection(bfd, bytestream, section name):
section = bfd.sections[section name]
if not section:
print "[-] No section \'%s\' available." % section name

print "\nStrings of section %s at %08x\n" % (section.name,
section.vma)

start = section.file offset

while start < section.file offset + section.size
end = start
while end < section.file offset + section.size

if bytestream[end] == '\0'
end +=1
break

end +=1

print "%08x (+%08x):\t%s" % (start, start -
section.file offset, bytearray(bytestream[y] for y in range(start,
end) ))

start = end

print mn
def printStringsFromAddress (bytestream, offset, size):
print "\nStrings at %08x\n" % offset
start = offset
while start < offset + size
end = start

while end < offset + size :
if bytestream[end] == '\0'

end +=1
break
end +=1

print "%08x (+%08x):\t%s" % (start, start - offset,
bytearray(bytestream[y] for y in range(start, end) ))
start = end

print ""

def main():

parser = argparse.ArgumentParser ()
parser.add argument ("filename", help="file to be analyzed")
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parser.add argument ("-f", "--file symbols", action="store true'",
help="dump file symbols")

parser.add argument ("-d", "--disas section'", help="disassemble
section(s) seperated with commas(,)")

parser.add argument ("--disas all", action="store true",
help="disassemble all sections")

parser.add argument("-i", "--section info", help="print infos of
section(s) seperated with commas(,)")

parser.add argument("--all sections info", action="store true",
help="print infos of all sections")

parser.add argument ("-b", "--bytes", help="print raw bytes of
section (s)/address (es) seperated with commas(,)")

parser.add argument("-e", "--entries'", help="number of entries of
section(s) seperated with commas(,) - for raw bytes of a section")

parser.add argument("-s", "--entry size", help="size of entry of
section(s) seperated with commas(,) - for raw bytes of a section")

parser.add argument("-S", "--section size", help="size of
section(s) seperated with commas(,) in HEX - for print strings/raw
bytes from address of a section")

parser.add argument("-c", "--strings", help="print strings of
section (s)/address (es) seperated with commas(,)")

args = parser.parse_args()

f = open(args.filename, "rb")
bytestream = []
try:
byte = f.read(1l)
while byte != "":
bytestream.append (byte)
byte = f.read(1l)
finally:
f.close()

bfd = None

try:

#

# Initialize BFD instance.

# We can either pass a filename or a file descriptor and they
will be used

# in the same way.

#

print "[+] Creating BED instance..."

bfd = Bfd(argv[1l])

#bfd2 = DumpFileSymbols (argv[1l])

# Print the file format and in case that its an archive then
just show

# its files and leave.

print "[+] File format : 358" % bfd.file format name

if bfd.is archive:
print "[-] List of internal files:"
#for inner filename in bfd.archive filenames:
# print "\t%s" % inner filename

for inner bfd in bfd.archive files:
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print "\t%-40s - sections : %d - symbols : %s" % \
(inner bfd.filename,
len(inner bfd.sections),
len(inner bfd.symbols))

# The bfd.close() is executed below in the finally clause.
#return

#

# Display some information about the currently open file.

#

print "[+] Architecture c%s (sd)" %\
(bfd.architecture name, bfd.architecture)

print "[+] BFD target name : %s" % bfd.target

print "[+] Entry point ¢ 0x5X" % bfd.start address

print "[+] Sections : 2d" % len(bfd.sections)

print "\t"+"\n\t".join([str(s) for s in bfd.sections])

if args.file symbols:
dumpFileSymbols (bfd)

if args.disas_section:
sections = args.disas_section.split(',"')
for section in sections:
disassembleSection(bfd, section)

if args.disas_all:
disassembleSections (bfd)

if args.section_info:
sections = args.section info.split(',")
for section in sections:
dumpSectionInfos (bfd, section)

if args.all sections info:
dumpSectionsInfos (bfd)

if args.bytes:
sections = args.bytes.split(', ")
entries = []
if args.entries:
entries = args.entries.split(',")
entry sizes = []
if args.entry size:
entry sizes = args.entry size.split(',")

section sizes = []
if args.section size:
section sizes = args.section_size.split(',')

counter entries = 0
counter entry sizes = 0

counter section sizes 0

for section in sections:

if isHexString(section):
ss = 4
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ne = 4
if counter section sizes < len(section sizes):
ss = int(section_ sizes[counter section sizes])

counter section sizes += 1

if counter entries < len(entries):
ne = int(entries[counter entries])
counter entries += 1

printDWord(bfd, bytestream, int(section,16), ss,

ne)
else:
if args.entries:
ne = 1
if counter entries < len(entries):
ne = int(entries[counter entries])

counter entries += 1
printRawSectionByEntries (bfd, bytestream,
section, ne)
elif args.entry size:

cs = 1
if counter entry sizes < len(entry sizes):
cs = int(entry sizes[counter entry sizes])

counter entry sizes += 1

printRawSectionByEntrySize(bfd, bytestream,

section, cs)
else:

print "\nUpdate of pybfd needed to print any
section by its own entry size"

#printRawSection (bfd, bytestream, ".dynsym")
#needs update

printRawSectionByEntries (bfd, bytestream,
section, 1)

if args.strings:

counter = 0
sections = args.strings.split(',")
sizes = []
if args.section size:
sizes = args.section size.split(',"')

for section in sections:
if isHexString(section):
if counter < len(sizes):
printStringsFromAddress (bytestream,
int (section, 16), int(sizes[counter],16))
counter += 1
else:
printStringsFromAddress (bytestream,
int (section, 16), 1)
else:
printStringsFromSection (bfd, bytestream, section)

except BfdException, err:
#print exc()
print "Error : %s" % err

finally:
if bfd:
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# Check is we're working with an archive and close
archived files
# before closing the container.
try:
# Release inner BFD files in case we're an archive
BEFD.
if bfd.is_archive:
[inner bfd.close() for inner bfd in
bfd.archive files]
except TypeError, err:
pass

# Release the current BFD and leave.
bfd.close()

if name == " main ":
main ()

carrion_arm.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex
import archinfo
import binascii
import ctypes
import collections

from io import BytesIO
from sys import argv

from carrion base import ¥
class Carrion_arm:

def init (self):
self.archinfo = archinfo.ArchARM()

def archinfo(self):
return self. archinfo

def get n argument offset(self, n):
return (n-1)*4 + 8

def frame pointer(self):
return {'rll':self.archinfo.registers['r11']}

def stack pointer(self):

return {'r13':self.archinfo.registers['r13'],
'sp':self.archinfo.registers['sp']}
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def

def

def

def

get cmpl flag(self):
return [0x1, 0x02]

get pc thunk func offset(self, bfd, bytestream):
return {}

get return results register(self):
return ['r0']

find n argument fp offset(self, bfd, bytestream, irsb,

stmt_addr, block num, n):

found = False

offset = -1
while block num > -1:
#backtrace phase 1 - tracing arguments

for j in range(stmt_addr-1, -1, -1):
stmt = irsb[block num].statements[]]
if isinstance(stmt, pyvex.IRStmt.Put):
if stmt.offset == self.get n argument offset(n):
init temp = fetch source register(stmt)
#backtrace phase 2 - tracing read from stack

and offset if exists

temp = init temp
s =7
while s > 0:
s == 1
stmt = irsb[block num].statements[s]
if temp == fetch target register(stmt):
temp = fetch source register(stmt)
if not isinstance(temp, str):
offset = temp[1]
if 't' in offset:

k = s
while k > O:
k -=1
Lt stmt =
irsb[block num].statements[k]
if offset ==

fetch target register(t stmt):

offset =

fetch source register(t stmt)

if 't' not in offset:
break
temp = temp[0]
if temp in self.frame pointer():
found = True
break
if found:
break
else:
offset = value traceback(bfd, bytestream,

irsb, j, block num, init temp)

found = True

if found:
break
block num -= 1

if block num > -1:
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stmt addr = len(irsb[block num].statements) -1

if found:
if isinstance(offset, str):
return int (offset, 16)
else:
return offset
else:
return -1

def scan function for external(self, bfd, bytestream, fsym):
if fsym.size != 0:

if '.plt' not in bfd.sections or '.rel.plt' not in
bfd.sections or '.dynsym' not in bfd.sections or '.dynstr' not in
bfd.sections or '.gnu.version' not in bfd.sections or '.gnu.version r'
not in bfd.sections:
return fsym

opcodes = Opcodes (bfd)
fsym section = bfd.sections[fsym.section name]

plt start = bfd.sections['.plt'].vma
plt end = plt start + bfd.sections['.plt'].size

rel plt start = bfd.sections['.rel.plt'].file offset
rel plt end = rel plt start +
bfd.sections['.rel.plt'].size
rel plt diff = bfd.sections['.rel.plt'].vma -
rel plt start

dynsym start = bfd.sections['.dynsym'].file offset
dynstr start = bfd.sections['.dynstr'].file offset

gnu version start =
bfd.sections['.gnu.version'].file offset

gnu_version r start =
bfd.sections['.gnu.version r'].file offset

gnu_version r end = gnu version r start +
bfd.sections['.gnu.version r'].size

plt = {}
for vma, size, disasm in
opcodes.disassemble (bfd.sections['.plt'].content,
bfd.sections['.plt'].vma):
plt[vma]=disasm

sp = {'sp':0}

for vma, size, disasm in
opcodes.disassemble (fsym section.content, fsym section.vma):
if (vma < fsym.address) or (vma > (fsym.address +
fsym.size))
continue
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instr = disasm.split("\t")
if fsym.stack size ==
if instr[0] == "sub" and "#" in instr[1]:
fsym.stack size = int(instr[l].split("#")[1])

if 'str' in instr[0]:
pointer = instr[1].split("[")[1].split("]1")[O]
offset = 0
if ', #' in pointer:
tmp = pointer.split (", #")
pointer = tmp[0]
offset = int(tmp[1])

if pointer in sp:
fsym.stack[sp[pointer]+offset] = 0
elif 'add' in instr[0]:
target = instr[1l].split(", ") [0]
if target == 'sp':
continue

offset str = instr[l].split(", ")I[2]
if '#' in offset str:
offset = int(offset str.split("#")[1], 16)
else:
if offset str in sp:
offset = spl[offset str]
else:
continue

source = instr[1l].split (", ")I[1]
if source in sp:

offset += sp[source]
else:

continue

if target in sp:
spl[target] += offset
else:
spltarget] = offset

if instr[0].startswith("bl") and
instr[l].startswith('0x"):
call address = int(instr[1],16)

if (call address > plt start) and (call address <

plt end):

add address = call address + 4

ldr address = call address + 8

add_instr = plt[add address].split("x"

got diff = int(add instr[1l], 16)

ldr instr = plt[ldr address].split("#")

got offset = int(ldr_instr[1l].split("]1")[0])

got address = 1ldr address + got offset +
got diff
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for rp in range(rel plt start, rel plt end,

8):
if bfd.little endian:
rp _value = getInt(bytestream, rp+3,
rp-1, =-1)
elif bfd.big endian:
rp_value = getlInt(bytestream, rp,
rp+4)

if got address == rp value:
if bfd.little endian:

dynsym index = getInt(bytestream,
rp+7, rp+4, -1)
dynstr offset = getInt(bytestream,
dynsym start+dynsym index*16+3, dynsym start+dynsym index*16-1, =-1)
gnu_version value =
getInt (bytestream, gnu version start+dynsym index*2+1,
gnu_version start+dynsym index*2-1, -1)

elif bfd.big endian:

dynsym index = getlInt(bytestream,
rp+4, rp+7)
dynstr offset = getInt(bytestream,
dynsym start+dynsym index*16, dynsym start+dynsym index*16+4)
gnu_version value =
getInt (bytestream, gnu version start+dynsym index*2,
gnu version start+dynsym index*2+2)

str _end = dynstr start + dynstr offset
while bytestream[str end] !'= '\0'
str _end +=1

external function name = "%s" %
bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,
str _end))

for gvr in range(gnu version r start,
gnu_version r end, 16):

if bfd.little endian:
gvr value = getlInt(bytestream,
gvr+7, gvr+5, -1)
elif bfd.big endian:
gvr value = getlInt(bytestream,
gvr+6, gvr+8)

if gvr value == gnu version value:

if bfd.little endian:
dynstr offset =
getInt (bytestream, gvr+ll, gvr+7, -1)
elif bfd.big endian:
dynstr offset =
getInt (bytestream, gvr+8, gvr+l2)
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break

str _end = dynstr start + dynstr offset

while bytestream[str end] !'= '\0'
str _end +=1
external function library = "S$s" %
bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,
str_end))

label =
str(external function name+'(@'+external function library)

if label not in
fsym.external functions:
ext func =
ExternalFunction(external function name, external function library)
ext func.addresses.append(vma)
fsym.external functions[label] =
ext func
else:

fsym.external functions[label].addresses.append(vma)
break
fsym.stack[0] = 0
fsym.stack =
collections.OrderedDict (sorted(fsym.stack.items (), reverse=True))

prev_var = 0
for var in fsym.stack:
fsym.stack[var] = prev var - var
prev_var = var
return fsym
def print plt(self, bfd, bytestream):
if '.plt' not in bfd.sections:
return

opcodes = Opcodes (bfd)

plt start = bfd.sections['.plt'].vma
plt end = plt start + bfd.sections['.plt'].size

rel plt start = bfd.sections['.rel.plt'].file offset

rel plt end = rel plt start + bfd.sections['.rel.plt'].size
rel plt diff = bfd.sections['.rel.plt'].vma - rel plt start
dynsym start = bfd.sections['.dynsym'].file offset

dynstr start = bfd.sections['.dynstr'].file offset

gnu_version start = bfd.sections['.gnu.version'].file offset

gnu_version r start =
bfd.sections['.gnu.version r'].file offset
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gnu_version r end = gnu version r start +
bfd.sections['.gnu.version r']l.size

plt = {}
for vma, size, disasm in
opcodes.disassemble (bfd.sections['.plt'].content,
bfd.sections['.plt'].vma):
plt[vma]=disasm

for call address in range(plt start+20, plt end, 12):
add address = call address + 4
ldr address = call address + 8
add instr = plt[add address].split("x"

got diff = int(add instr[1l], 16)

ldr instr = plt[ldr address].split("#")
got offset = int(ldr_instr[l].split("]1")[0])
got address = 1ldr_ address + got offset + got diff

for rp in range(rel plt start, rel plt end, 8):

if bfd.little endian:

rp _value = getlInt(bytestream, rp+3, rp-1, -1)
elif bfd.big endian:

rp_value = getInt(bytestream, rp, rp+4)

if got address == rp value:
if bfd.little endian:

dynsym index = getInt(bytestream, rp+7, rp+4,
-1)

dynstr offset = getInt(bytestream,
dynsym start+dynsym index*16+3, dynsym start+dynsym index*16-1, -1)

gnu_version value = getInt(bytestream,
gnu_version start+dynsym index*2+1, gnu version start+dynsym index*2-
1, -1)

elif bfd.big endian:

dynsym _index = getlInt(bytestream, rp+4, rp+7)
dynstr offset = getInt(bytestream,

dynsym start+dynsym index*16, dynsym start+dynsym index*16+4)
gnu_version value = getlInt(bytestream,

gnu version start+dynsym index*2, gnu version start+dynsym index*2+2)

str end = dynstr start + dynstr offset
while bytestream[str end] !'= '\0'
str_end +=1

external function name = "%s" %
bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,
str _end))

for gvr in range(gnu version r start,
gnu_version r end, 16):
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if bfd.little endian:
gvr_value = getlInt(bytestream, gvr+7,
gvr+5, -1)
elif bfd.big endian:
gvr value = getlInt(bytestream, gvr+6,
gvr+8)

if gvr value == gnu version value:

if bfd.little endian:
dynstr offset = getInt(bytestream,
gvr+ll, gvr+7, -1)
elif bfd.big endian:
dynstr offset = getlnt(bytestream,
gvr+8, gvr+l2)

break

str end = dynstr start + dynstr offset
while bytestream[str end] !'= '\0'
str_end +=1

external function library = "S$s" %
bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,
str _end))

label =
str(external function name+'(@'+external function library)

print "sd. (sx - %x): %s"%((call address-plt start-
20)/1241,call address, call address+8, label)
break

carrion_aarch64.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex

import archinfo

import binascii

import ctypes

import collections

from io import BytesIO
from sys import argv

from sys import getsizeof
from carrion base import *
class Carrion_aarché4:

def init (self):
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self.archinfo = archinfo.ArchAArch64 ()

def archinfo(self):
return self. archinfo

def get n argument offset(self, n):
return (n-1)*8 + 16

def frame pointer(self):
return {'x29':self.archinfo.registers['x29']1}

def stack pointer(self):
return {'x31':self.archinfo.registers['x31"'],
'wsp':self.archinfo.registers['sp'],
'sp':self.archinfo.registers['sp']}

def get cmpl flag(self):
return [0Ox1, 0x2, 0x03]

def get pc thunk func offset(self, bfd, bytestream):
return {}

def get return results register(self):
return ['x0']

def find n argument fp offset(self, bfd, bytestream, irsb,
stmt_addr, block num, n):

found = False

offset = -1
while block num > -1:
#backtrace phase 1 - tracing arguments
for j in range(stmt addr-1, -1, -1):
stmt = irsb[block num].statements[]]
if isinstance(stmt, pyvex.IRStmt.Put):
if stmt.offset == self.get n argument offset(n):
init temp = fetch source register(stmt)
#backtrace phase 2 - tracing read from stack
and offset if exists
temp = init temp
s =7
while s > O:
s == 1
stmt = irsb[block num].statements[s]
if temp == fetch target register(stmt):
temp = fetch source register(stmt)

if not isinstance(temp, str):
offset = temp[1l]
if 't' in offset:

k = s
while k > 0O:
k -= 1
Lt stmt =
irsb[block num].statements[k]
if offset ==

fetch target register(t stmt):
offset =
fetch source register(t stmt)
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if 't' not in offset:

break

temp = temp[0]

if temp in self.frame pointer():

found = True
break
if found:
break
else:

offset = value traceback(bfd, bytestream,

irsb, j, block num, init temp)
found = True

if found:
break
block num -= 1
if block num > -1:
stmt_addr = len(irsb[block num].statements) -1
if found:

if isinstance(offset, str):
return int (offset, 16)
else:
return offset
else:
return -1

def scan function for external(self, bfd, bytestream, fsym):

if fsym.size !'= 0:

if '.plt' not in bfd.sections or '.rela.plt'

not in
bfd.sections or '.dynsym' not in bfd.sections or '.dynstr'

not in

bfd.sections or '.gnu.version' not in bfd.sections or '.gnu.version r'

not in bfd.sections:
return fsym

opcodes = Opcodes (bfd)

fsym section = bfd.sections[fsym.section name]

plt start = bfd.sections['.plt'].vma

plt end = plt start + bfd.sections['.plt'].size

rela plt start = bfd.sections['.rela.plt'].file offset

rela plt end = rela plt start +
bfd.sections['.rela.plt'].size

rela plt diff = bfd.sections['.rela.plt'].vma -

rela plt start

dynsym start = bfd.sections['.dynsym'].file offset

dynstr start = bfd.sections['.dynstr'].file offset

gnu_version start =
bfd.sections['.gnu.version'].file offset

gnu_version r start =
bfd.sections['.gnu.version r'].file offset

gnu_version r end = gnu version r start +
bfd.sections['.gnu.version r'].size
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plt = {}
for vma, size, disasm in
opcodes.disassemble (bfd.sections['.plt'].content,
bfd.sections['.plt'].vma) :
plt[vma]=disasm

sp = {'sp':0}

for vma, size, disasm in
opcodes.disassemble (fsym section.content, fsym section.vma):
if (vma < fsym.address) or (vma > (fsym.address +
fsym.size))
continue
instr = disasm.split("\t")
if fsym.stack size ==
if instr[0] == "stp" and "sp, #" in instr[1l]:
fsym.stack size = int(instr[l].split("-
") [1].split("1")[0])
elif instr[0] == "sub" and "#" in instr[1l]:
fss = instr[1l].split ("#")[1]
if ', 1sl' in fss:
1sl = int(instr[1].split("#")[2])

fss = int(fss.split (', ") [0], 16)

fsym.stack size = fss << 1sl
else:

fsym.stack size = int(fss, 16)

if 'str' in instr[0]:
pointer = instr[1].split (" [")[1].split("]")[O]
offset = 0
if ',#' in pointer:
tmp = pointer.split (", #")
pointer = tmp[0]
offset = int(tmp[1l])

if pointer in sp:
fsym.stack[splpointer]+offset-fsym.stack size]

elif 'add' in instr[0]:

target = instr[1l].split (", ") [0]
if target == 'sp':
continue

offset str = instr[l].split(", ")I[2]
if '#' in offset str:
offset = int(offset str.split("#")[1], 16)
else:
if offset str in sp:
offset = spl[offset str]
else:
continue

source = instr[1l].split (", ")I[1]
if source in sp:
spl[target] = offset + sp[source]
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if instr[0] == "bl" and instr[l].startswith('0x"):
call address = int(instr[1],16)
if (call address > plt start) and (call address <
plt _end):

adrp_instr = plt[call address].split(" ")
got plt vma = int(adrp_instr[l], 16)
ldr instr = pltlcall address+4].split("#")
if len(ldr instr) > 1:

got plt offset =

int(ldr_instr[1l].split("]1") [0])

else:

got plt offset = 0

rela plt offset = got plt vma + got plt offset

for rp in range(rela plt start, rela plt end,

24) :
if bfd.little endian:
rp_value = getlInt(bytestream, rp+3,
rp-1, -1)
elif bfd.big endian:
rp_value = getlInt(bytestream, rp,
rp+4)

if rela plt offset == rp value:
if bfd.little endian:

dynsym index = getInt(bytestream,
rp+15, rp+ll, -1)
dynstr offset = getInt(bytestream,
dynsym start+dynsym index*24+3, dynsym start+dynsym index*24-1, -1)
gnu version value =
getInt (bytestream, gnu version start+dynsym index*2+1,
gnu version start+dynsym index*2-1, -1)

elif bfd.big endian:

dynsym index = getInt(bytestream,
rp+12, rp+l06)

dynstr offset = getInt(bytestream,
dynsym start+dynsym index*24, dynsym start+dynsym index*24+4)

gnu version value =
getInt (bytestream, gnu version start+dynsym index*2,
gnu version start+dynsym index*2+2)

str end = dynstr start + dynstr offset
while bytestream[str end] != '\0'
str_end +=1

external function name = "%s" %

bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,
str end))
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for gvr in range(gnu version r start,
gnu_version r end, 16):

if bfd.little endian:
gvr value = getlInt(bytestream,
gvr+7, gvr+5, -1)
elif bfd.big endian:
gvr_value = getlInt(bytestream,
gvr+6, gvr+8)

if gvr value == gnu version value:

if bfd.little endian:
dynstr offset =
getInt (bytestream, gvr+ll, gvr+7, =1)
elif bfd.big endian:
dynstr offset =
getInt (bytestream, gvr+8, gvr+l2)

break

str _end = dynstr start + dynstr offset

while bytestream[str end] '= '\0'
str _end +=1

external function library = "S$s" %
bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,
str _end))

label =
str(external function name+'(@'+external function library)

if label not in
fsym.external functions:
ext func =
ExternalFunction(external function name, external function library)
ext func.addresses.append(vma)
fsym.external functions[label] =
ext func
else:

fsym.external functions[label].addresses.append(vma)
break
fsym.stack[0] = O
fsym.stack =
collections.OrderedDict (sorted(fsym.stack.items (), reverse=True))

prev _var = 0
for var in fsym.stack:
fsym.stack[var] = prev var - var

prev_var = var

return fsym

EUpeon euttaBeiwv og HETAYAWTIOPEVES BIBAIOBAKES AoyIoHIKOU

88



MeTtaTrTuxiakr AilaTpiBn Eudyyehog Mpnyopiou

carrion_i386.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex
import archinfo
import binascii
import ctypes
import collections

from io import BytesIO
from sys import argv
from sys import getsizeof

from carrion base import ¥
class Carrion_i386:

def init (self):
self.archinfo = archinfo.ArchX86 ()

def archinfo(self):
return self. archinfo

def get n argument offset(self, n):
return (n-1)*4 + 8

def frame pointer(self):
return {'ebp':self.archinfo.registers['ebp']l}

def stack pointer(self):
return {'sp':self.archinfo.registers['sp'],
'esp':self.archinfo.registers['esp']}

def get cmpl flag(self):
return [0x06]

def get pc thunk func offset(self, bfd, bytestream):
offsets = {}
for key in bfd.symbols:
if 'get pc thunk' in bfd.symbols[key].name:
split name = bfd.symbols[key].name.split('.")
offsets[key] = 'e'+split name[len(split name)-1]
return offsets

def get return results register(self):
return ['eax']

def find n argument fp offset(self, bfd, bytestream, irsb,
stmt _addr, block num, n):
found = False
offset = -1
while block num > -1:
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#backtrace phase 1 - tracing arguments
for j in range(stmt_addr, -1, -1):

stmt =

if isinstance(stmt,
fetch target register(stmt)

ptr =
k=73 -1
while k > O:

irsb[block num].statements[j]

pyvex.IRStmt.Store):

stmt _ptr = irsb[block num].statements[k]
if not isinstance(ptr, str):
ptr = ptr[0]

if ptr in self.stack pointer():

if n

temp =

fetch source register(stmt)

#backtrace phase 2 - tracing read from

stack and offset if exists
S

]

while s > 0:

irsb[block num].statements[s]

pyvex.IRStmt.WrTmp) :
pyvex.IRExpr.Binop) :

stmt off.data.op:

fetch target register(stmt off):

fetch source register(stmt off)

irsb[block num].statements[k]
fetch target register(t_stmt):
fetch source register(t stmt)

isinstance (offset, str):

value traceback(bfd, bytestream,

value traceback(bfd, bytestream,

offset[0] -1 or offset[1]

-1

-1:

S ==
stmt_off =

add32 = False
if isinstance(stmt off,

if isinstance(stmt off.data,

if 'Add32' in
add32 = True
if temp ==
temp =
if not isinstance(temp, str):
offset = temp[1]
if 't' in offset:
k = s
while k > 0:
k -= 1
t stmt =
if offset ==
offset =
if not
offset[0]
irsb, k, block num, offset[0])
offset[1]
irsb, k, block num, offset[1])
if
return
if

isinstance(t_stmt.data, pyvex.IRExpr.Binop):
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if
'"Add32' in t stmt.data.op:
offset = offset[0] + offset[1l]
elif
'Sub32' in t stmt.data.op:
offset = offset[0] - offset[1]
elif
'Sh132' in t stmt.data.op:
offset = offset[0] << offset[1]
break
if 't' not in
offset:
break
if isinstance(offset,
str):
if
offset.startswith ("0x") :
offset =
int (offset, 16)
else:
offset =
value traceback(bfd, bytestream, irsb, s, block num, temp[l])
if
isinstance (offset, str):
return -1
if add32:

if offset >
0xf£f000000:
offset =
Oxffffffff - offset + 1
temp = temp[0]
if temp in
self.frame pointer() or temp in self.stack pointer():
found = True

break
break
else:
n -=1
break
else:
if ptr == fetch target register(stmt ptr):
ptr = fetch source register(stmt ptr)
k -= 1
if found:
break

block num -=
if block num > -1:
stmt _addr = len(irsb[block num].statements) -1
if found:
if isinstance(offset, str):
return int (offset, 16)
else:
return offset
else:
return -1
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def scan function for external(self, bfd, bytestream, fsym):

if fsym.size !'= 0:
if '.plt' not in bfd.sections or '.got.plt' not in
bfd.sections or '.rel.plt' not in bfd.sections or '.dynsym' not
bfd.sections or '.dynstr' not in bfd.sections or '.gnu.version'
bfd.sections or '.gnu.version r' not in bfd.sections:
return fsym

opcodes = Opcodes (bfd)
fsym section = bfd.sections[fsym.section name]

plt start = bfd.sections['.plt'].vma
plt end = plt start + bfd.sections['.plt'].size

got plt start = bfd.sections['.got.plt'].file offset
got plt end = got plt start +
bfd.sections['.got.plt'].size
got plt diff = bfd.sections['.got.plt'].vma -
got plt start

rel plt start = bfd.sections['.rel.plt'].file offset
rel plt end = rel plt start +
bfd.sections['.rel.plt'].size
rel plt diff = bfd.sections['.rel.plt'].vma -
rel plt start

dynsym start bfd.sections['.dynsym'].file offset

dynstr start = bfd.sections['.dynstr'].file offset

gnu_version start =
bfd.sections['.gnu.version'].file offset

gnu_version r start =
bfd.sections['.gnu.version r']l.file offset

gnu_version r end = gnu version r start +
bfd.sections['.gnu.version r'].size

for vma, size, disasm in
opcodes.disassemble (fsym section.content, fsym section.vma):
if (vma < fsym.address) or (vma > (fsym.address
fsym.size))
continue
instr = disasm.split (" ")
if fsym.stack size ==
if instr[0] == "sub":
if ',' in instr[4]:
ss = instr[4].split (", ") [1]
if ss.startswith('0x"):
fsym.stack size = int(ss, 16)

if "mov" in instr[0] and len(instr) ==
if "[ebp" in instr[6] and "," in instr[6]:

in
not in

+

ofs = instr[6].split("]") [0].split("[ebp™)[1]

if ofs.startswith('0x"):

EUpeon euttaBeiwv og HETAYAWTIOPEVES BIBAIOBAKES AoyIoHIKOU

92



MeTtaTrTuxiakr AilaTpiBn Eudyyehog Mpnyopiou

offset = int(ofs, 16)
fsym.stack[offset] = O
if instr[0] == "call" and instr[3].startswith("0x"):
call address = int(instr[3],16)
if (call address > plt start) and (call address <

plt _end):
got plt entry = call address + 6
for gp in range(got plt start, got plt end,
4) :
if bfd.little endian:
gp_value = getlInt(bytestream, gp+3,
gp-1, -1)
elif bfd.big endian:
gp_value = getlInt (bytestream, gp,
gp+4)

if got plt entry == gp value:
rel plt offset = gp + got plt diff

for rp in range(rel plt start,
rel plt end, 8):

if bfd.little endian:
rp_value = getInt(bytestream,
rp+3, rp-1, -1)
elif bfd.big endian:
rp_value = getlInt(bytestream,
rp, rp+4)

if rel plt offset == rp value:
if bfd.little endian:

dynsym index =
getInt (bytestream, rp+7, rp+4, -1)

dynstr offset =
getInt (bytestream, dynsym start+dynsym index*16+3,
dynsym start+dynsym index*16-1, -1)

gnu version value =
getInt (bytestream, gnu version start+dynsym index*2+1,
gnu_version start+dynsym index*2-1, -1)

elif bfd.big endian:

dynsym index =
getInt (bytestream, rp+4, rp+7)

dynstr offset =
getInt (bytestream, dynsym start+dynsym index*16,
dynsym start+dynsym index*16+4)

gnu_version value =
getlInt (bytestream, gnu version start+dynsym index*2,
gnu_version start+dynsym index*2+2)

str end = dynstr start +
dynstr offset
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while bytestream[str end] !=
I\Ol
str_end +=1

external function name = "%s"

% bytearray(bytestream[y] for y in range(dynstr start + dynstr offset,

str_end))

for gvr in
range(gnu version r start, gnu version r end, 16):

if bfd.little endian:
gvr_value =
getInt (bytestream, gvr+7, gvr+5, =1)
elif bfd.big endian:
gvr_value =
getInt (bytestream, gvr+6, gvr+8)

if gvr value ==
gnu_version value:

if bfd.little endian:
dynstr offset =

getInt (bytestream, gvr+ll, gvr+7, -1)
elif bfd.big endian:
dynstr offset =

getInt (bytestream, gvr+8, gvr+l2)
break

str _end = dynstr start +
dynstr offset
while bytestream[str end] !=
I\OI
str_end +=1

external function library =
"$s" % bytearray(bytestream[y] for y in range(dynstr start +
dynstr offset, str_end))

label =
str(external function name+'(@'+external function library)

if label not in
fsym.external functions:
ext func =
ExternalFunction(external function name, external function library)

ext func.addresses.append(vma)

fsym.external functions[label] = ext func
else:

fsym.external functions[label].addresses.append(vma)
break
break

fsym.stack[0] = O
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collections.OrderedDict (sorted(fsym.stack.items (), reverse=True))

prev_var = 0

for var in fsym.stack:
fsym.stack[var] = prev var - var
prev_var = var

return fsym

carrion_64.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex
import archinfo
import binascii
import ctypes
import collections

from io import BytesIO
from sys import argv

from sys import getsizeof
from carrion base import ¥

class Carrion_ 64:

def init (self):
self.archinfo = archinfo.ArchAMD64 ()

def archinfo(self):
return self. archinfo

def get n argument offset(self, n):
return 72 - (n-1)*8

def frame pointer(self):
return {'rbp':self.archinfo.registers['rbp']l}

def stack pointer(self):
return {'rsp':self.archinfo.registers|['rsp'],
"sp':self.archinfo.registers['sp']}

def get cmpl flag(self):
return [0x07, 0x08, 0x14]

def get pc thunk func offset(self, bfd, bytestream):

return {}
def get return results register(self):
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return ['rax']

def find n argument fp offset(self, bfd, bytestream, irsb,
stmt addr, block num, n):

found = False

offset = -1
while block num > -1:
#backtrace phase 1 - tracing arguments

for j in range(stmt addr-1, -1, -1):
stmt = irsb[block num].statements[]]
if isinstance(stmt, pyvex.IRStmt.Put):

if stmt.offset == self.get n argument offset(n):
init temp = fetch source register(stmt)
#backtrace phase 2 - tracing read from stack
and offset if exists
temp = init temp
s =3
while s > 0:
s == 1
stmt = irsb[block num].statements[s]

add64 = False
if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data,
pyvex.IRExpr.Binop) :
if 'Add64' in stmt.data.op:
add64 = True
if temp == fetch target register(stmt):
temp = fetch source register(stmt)
if not isinstance(temp, str):
offset = temp[1]
if 't' in offset:

k =s
while k > 0O:
k -=1
Lt stmt =
irsb[block num].statements[k]
if offset ==
fetch target register(t stmt):
offset =
fetch source register(t stmt)
if not
isinstance (offset, str):
if
isinstance(t_stmt, pyvex.IRStmt.WrTmp) :
if
isinstance(t_stmt.data, pyvex.IRExpr.Binop):
if 'Ands8’
in t stmt.data.op:
ofsl =
value traceback(bfd, bytestream, irsb, s, block num, offset[0])
ofs2 =
value traceback(bfd, bytestream, irsb, s, block num, offset[1])
if

isinstance(ofsl, str):

ofsl = int(ofsl, 16)
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if
isinstance (ofs2, str):

ofs2 = int(ofs2, 16)

offset

= ofsl and ofs2
if isinstance(offset,
str):
if 't' not in
offset:
break

if isinstance(offset, str):
if offset.startswith('0x"):
offset = int(offset, 16)
else:
return -1
elif not isinstance(offset, int):
offset = value traceback(bfd,
bytestream, irsb, s, block num, temp[l1])
if adde4:
if offset >
Oxf£f££000000000000:
offset =
Oxffffffffffffffff - offset + 1
temp = temp[0]
if temp in self.frame pointer():
found = True
break
if found:
break
else:
offset = value traceback(bfd, bytestream,
irsb, j, block num, init temp)
found = True

if found:
break
block num -= 1
if block num > -1:
stmt _addr = len(irsb[block num].statements) -1
if found:

if isinstance(offset, str):
return int (offset, 16)
else:
return offset
else:
return -1

def scan function for external(self, bfd, bytestream, fsym):
if fsym.size !'= 0:

if '".plt' not in bfd.sections or '.got.plt' not in
bfd.sections or '.rela.plt' not in bfd.sections or '.dynsym' not in

bfd.sections or '.dynstr' not in bfd.sections or '.gnu.version' not in

bfd.sections or '.gnu.version r' not in bfd.sections:
return fsym
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opcodes = Opcodes (bfd)
fsym section = bfd.sections[fsym.section name]

plt start = bfd.sections['.plt'].vma
plt end = plt start + bfd.sections['.plt'].size

got plt start = bfd.sections['.got.plt'].file offset
got plt end = got plt start +
bfd.sections['.got.plt'].size
got plt diff = bfd.sections['.got.plt'].vma -
got plt start

rela plt start = bfd.sections['.rela.plt'].file offset

rela plt end = rela plt start +
bfd.sections['.rela.plt'].size

rela plt diff = bfd.sections['.rela.plt'].vma -
rela plt start

dynsym start bfd.sections['.dynsym'].file offset

dynstr start = bfd.sections['.dynstr'].file offset

gnu_version start =
bfd.sections['.gnu.version'].file offset

gnu_version r start =
bfd.sections['.gnu.version r'].file offset

gnu_version r end = gnu version r start +
bfd.sections['.gnu.version r'].size

for vma, size, disasm in
opcodes.disassemble (fsym section.content, fsym section.vma):
if (vma < fsym.address) or (vma > (fsym.address +
fsym.size))

continue
instr = disasm.split (" ")
if fsym.stack size ==
if instr[0] == "sub" and instr[4].split(",")[0] ==

self.stack pointer():
fsym.stack size =
int(instr[4].split (", ") [1], 16)

if "mov" in instr[0] and len(instr) ==
if 'rbp' in instr[6]:
offset = instr[6].split("]") [0]
if offset.startswith (" [rbp"):
offset = offset.split (" [rbp")[1]
if offset.startswith('0x"):
offset = int(offset, 16)
fsym.stack[offset] 0
if instr[0] == "call" and instr[3].startswith('0x"):
if instr[3].startswith("0x"):
call address = int(instr[3],16)
if (call address > plt start) and
(call address < plt end):

got plt entry = call address + 6
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for gp in range(got plt start,
got plt end, 8):

if bfd.little endian:
gp_value = getlnt (byte
gp+3, gp-1, -1)
elif bfd.big endian:
gp_value = getlInt (byte

gp+4)
if got plt entry == gp val

rela plt offset = gp +
got plt diff

for rp in range(rela p
rela plt end, 24):

if bfd.little endi
rp value =
getInt (bytestream, rp+3, rp-1, -1)
elif bfd.big endia
rp value =
getInt (bytestream, rp, rp+4)

if rela plt offse
rp value:

if bfd.little

dynsym ind
getInt (bytestream, rp+l5, rp+ll, -1)

dynstr off
getInt (bytestream, dynsym start+dynsym index*24+3,
dynsym start+dynsym index*24-1, -1)

gnu versio
getInt (bytestream, gnu version start+dynsym index*2+1,

gnu version start+dynsym index*2-1, -1)
elif bfd.big e
dynsym ind
getInt (bytestream, rp+l12, rp+l1l06)
dynstr off

getInt (bytestream, dynsym start+dynsym index*24,
dynsym start+dynsym index*24+4)

gnu_versio
getInt (bytestream, gnu version start+dynsym index*2,
gnu_version start+dynsym index*2+2)

str _end = dyns
dynstr offset
while bytestre
= "\O'
str _end +=
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external function name =
"$s" % bytearray(bytestream[y] for y in range(dynstr start +
dynstr offset, str_end))

for gvr in
range(gnu version r start, gnu version r end, 16):

if bfd.little endian:

gvr value =
getInt (bytestream, gvr+7, gvr+5, =1)
elif bfd.big endian:
gvr_value =
getInt (bytestream, gvr+6, gvr+8)

if gvr value ==
gnu_version value:

if
bfd.little endian:
dynstr offset
= getInt(bytestream, gvr+ll, gvr+7, -1)
elif
bfd.big endian:
dynstr offset
= getInt (bytestream, gvr+8, gvr+l2)
break

str _end = dynstr start +
dynstr offset

while bytestream[str end]

= "\0'
str_end +=1

external function library

= "%s" % bytearray(bytestream[y] for y in range(dynstr start +
dynstr offset, str_end))

label =
str(external function name+'(@'+external function library)

if label not in
fsym.external functions:
ext func =
ExternalFunction(external function name, external function library)

ext func.addresses.append (vma)

fsym.external functions[label] = ext func
else:

fsym.external functions[label].addresses.append(vma)
break
break
fsym.stack[0] = O
fsym.stack =
collections.OrderedDict (sorted(fsym.stack.items (), reverse=True))
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prev_var = 0

for var in fsym.stack:
fsym.stack[var] = prev _var - var
prev_var = var

return fsym

carrion.py

#!/usr/bin/env python

from pybfd.bfd import *

from pybfd.opcodes import *
from pybfd.section import *
from pybfd.symbol import *

import pyvex
import archinfo
import binascii
import ctypes

from io import BytesIO
from sys import argv
from sys import getsizeof

from carrion arm import *
from carrion aarché64 import *
from carrion i386 import *
from carrion 64 import *

from carrion info import *
from carrion base import ¥

class Carrion:

def init (self, bfd, bytestream):
self.bfd = bfd
self.bytestream = bytestream

self.arch = 0

self.function symbols = []
self.get pc thunk func offset = {}
if bfd.target == 'elf32-1386":

self.arch = Carrion 1386()
self.get pc thunk func offset =
self.arch.get pc thunk func offset(self.bfd, self.bytestream)

elif bfd.target == 'elf64-x86-64":
self.arch = Carrion 64()

elif bfd.target == 'elf32-littlearm':
self.arch = Carrion arm()

elif bfd.target == 'elf6d-littleaarch6d':
self.arch = Carrion_aarch64 ()

else:
print "Unsupported Architecture"

for symbol address in self.bfd.symbols:
symbol = self.bfd.symbols[symbol address]
for flag, name in SYMBOL FLAGS NAMES SHORT.iteritems():
if flag in symbol.flags and name == 'FUNCTION':
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for flag, name in
SYMBOL FLAGS NAMES SHORT.iteritems():
if flag in symbol.flags and name == 'EXPORT':
fsym = FunctionSymbol (symbol.name,
symbol address, symbol.section.name,
findFunctionSizeByAddress(self.bfd, self.bytestream, symbol address))
fsym =
self.arch.scan function for external(self.bfd, self.bytestream, fsym)
self.function symbols.append(fsym)

def bfd(self):
return self. bfd

def bytestream(self):
return self. bytestream

def function symbols(self):
return self. function symbols

def arch(self):
return self. arch

def get pc thunk func offset (self):
return self. get pc thunk func offset

def get n argument offset(self, n):
return self.arch.get n argument offset (n)

def frame pointer(self):
return self.arch.frame pointer()

def stack pointer(self):
return self.arch.stack pointer()

def is frame pointer(self, offset):
for fp in self.arch.frame pointer():
if offset == self.arch.frame pointer() [fp]:
return True
return False

def is stack pointer(self, offset):
for sp in self.arch.stack pointer():
if offset == self.arch.stack pointer () [sp][0]:
return True
return False

def get cc op offset(self):
return self.arch.archinfo.registers['cc op'][0]

def get cc depl offset(self):
return self.arch.archinfo.registers['cc depl'][0]

def get cc dep2 offset(self):
return self.arch.archinfo.registers['cc dep2'][0]

def get cc ndep offset(self):
return self.arch.archinfo.registers['cc ndep'][0]
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def get cmpl flag(self):
return self.arch.get cmpl flag()

def find n argument fp offset(self, irsb, stmt addr, block num,
n):
return self.arch.find n argument fp offset(self.bfd,
self.bytestream, irsb, stmt addr, block num, n)

def get return results register(self):
return self.arch.get return results register()

def print function symbols(self):
print "\n%10s\t%$8s\t%10s\t%s\t%s" % ("Name", "Address",
"Section", "Size", "Stack Size")
for fsym in self.function symbols:
print "\n[+]%10s\t%08x\t%10s\tsd\tsd:\n" & (fsym.name,
fsym.address, fsym.section name, fsym.size, fsym.stack size)
for ext func label in fsym.external functions:
ext func = fsym.external functions[ext func label]
print "%15s€@%s at:" % (ext func.name,
ext func.library)
for address in ext func.addresses:
print "\t\t%08x" % address
print "\n\tStack:"
print "\t\tOffset\tSize"
for offset in fsym.stack:
print "\t\t3d:\t3d" %$(offset, fsym.stack[offset])

def print plt(self):
return self.arch.print plt(self.bfd, self.bytestream)

def check get pc thunk(carrion, irsb, reg):
for 7 in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.Put):
stmt2 = irsb[j].statements[i-1]
if isinstance(stmt2, pyvex.IRStmt.Store):
if fetch target register(stmt) == 'eip':
for gpo in carrion.get pc thunk func offset:
if gpo ==
int (fetch source register(stmt),16):
return
int (fetch source register(stmt2), 16)
return 0

def traceback(carrion, irsb, stmt addr, block num, reg):
#return the value of reg
if (stmt addr == 0 and block num == 0) or (isinstance(reg, int)):
return reg

if isinstance(reg, str):
if reg.startswith('0Ox"):
return int(reg, 16)
for j in range(block num, -1, -1):
for i in range(stmt addr, -1, -1):
stmt = irsb[j].statements[i]
if reg == fetch target register(stmt):
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if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data, pyvex.IRExpr.Load):
load address = traceback(carrion, irsb, i, Jj,
fetch source register(stmt))
if isinstance(load address, str):
return load address
reg = load value from address(carrion.bfd,
carrion.bytestream, load address)
if not isinstance(reg, int):
reg = int(reg,16)
elif isinstance(stmt.data, pyvex.IRExpr.Binop):

source = fetch source register(stmt)

source[0] = traceback(carrion, irsb, i-1, 7J,
source[0])

source[l] = traceback(carrion, irsb, i-1, 7,

source[1l])
if isinstance(source[0], str):
if source[0].startswith('0x"):
source[0] = int (source[0], 16)
elif source[0] in carrion.frame pointer()
or source[0] in carrion.stack pointer():
return source[0]
else:
source[0] =
check get pc thunk(carrion, irsb, source[0])
if isinstance(source[l], str):
if source[l].startswith('0x"):
source[l] = int(source[l], 16)
elif source[l] in carrion.frame pointer()
or source[l] in carrion.stack pointer():
return source[l]
else:
source[l] =
check get pc_ thunk(carrion, irsb, source[l])

if 'Add64' in stmt.data.op:

if source[l] > O0xfff£000000000000:
return Oxffffffffffffffff - sourcel[0]
- source[l] + 1

if 'Add32' in stmt.data.op:

if source[l] > 0xff000000:
return Oxffffffff - source[0] -
source[1l] +1

if '"Add' in stmt.data.op:
return source[0] + source[l]

elif 'Sub' in stmt.data.op:
return source[0] - source[l]

elif 'Shl' in stmt.data.op:
return source[0] << source[l]

#TODO more ops

else:
reg = fetch source register(stmt)
else:
reg = fetch source register(stmt)
if 3 > 0:
stmt _addr = len(irsb[j-1].statements) -1
if isinstance(reg, str):
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if reg.startswith('0x"):
reg = int(reg, 16)
return reg

def trace rodata(carrion, irsb, stmt addr, block num, reg):
if '.rodata' not in carrion.bfd.sections:
return False
if isinstance(reg, int):
if reg >= carrion.bfd.sections['.rodata'].vma and reg <
carrion.bfd.sections['.rodata'].vma +
carrion.bfd.sections['.rodata'].size:
return True

if stmt addr == 0 and block num ==
return False
for j in range(block num, -1, -1):
for i in range(stmt _addr, -1, -1):
stmt = irsb[j].statements[i]
if reg == fetch target register(stmt):
if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data, pyvex.IRExpr.Load):

load address = traceback(carrion, irsb, i, Jj,
fetch source register(stmt))

if isinstance(load address, str):

return load address

if load address >=
carrion.bfd.sections['.rodata'].vma and load address <
carrion.bfd.sections['.rodata'].vma +
carrion.bfd.sections['.rodata'].size:

return True

reg = load value from address(carrion.bfd,

carrion.bytestream, load address)
elif isinstance(stmt.data, pyvex.IRExpr.Binop):

source = fetch source register(stmt)

source[0] = traceback(carrion, irsb, i-1, 3J,
source[0])

source[l] = traceback(carrion, irsb, i-1, 7,

source[1l])
if isinstance(source[0], str):
if source[0].startswith('0x"):
source[0] = int (source[0], 16)
else:
return False
if isinstance(source[l], str):
if source[l].startswith('0x"):
source[l] = int(source[l], 16)
else:
return False
if 'Add' in stmt.data.op:
reg = source[0] + source[l]
elif 'Sub' in stmt.data.op:
reg = source[0] - source[l]
elif 'Shl' in stmt.data.op:
reg = source[0] << source[l]
if reg >= carrion.bfd.sections['.rodata'].vma
and reg < carrion.bfd.sections['.rodata'].vma +
carrion.bfd.sections['.rodata'].size:
return True
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else:
return False

else:

reg = fetch source register(stmt)
else:
reg = fetch source register(stmt)
if j > 0:
stmt_addr = len(irsb[j-1].statements) -1

if isinstance(reg, str):
if reg.startswith('0Ox'"):
return True
return reg

def get fp offset(carrion, irsb, stmt addr, block num, reg):
#freturn the offset of the reg from the frame pointer
if reg in carrion.frame pointer() or (stmt addr == 0 and block num

return reg

for j in range(block num, -1, -1):
for i in range(stmt_addr, -1, -1):
stmt = irsb[j].statements[i]
if reg == fetch target register(stmt):
source = fetch source register(stmt)
if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data, pyvex.IRExpr.Binop) :
source = fetch source register(stmt)
source[0] = get fp offset(carrion, irsb, i-1,
j, sourcel0])
source[l] = get fp offset(carrion, irsb, i-1,
j, source[ll])
# if not isinstance (source[0],str) or not
isinstance (source[l], str):
# return -1
if source[0] in carrion.frame pointer():
if isinstance(source[l], str):
source[l] =
value traceback(carrion.bfd, carrion.bytestream, irsb, i, j,
source[1l])
if 'Add64' in stmt.data.op:
if source[l] > O0xfff£f000000000000:
return Oxffffffffffffffff -
source[l] + 1
if 'Add32' in stmt.data.op:
if source[l] > 0xff000000:
return Oxffffffff - source[l] +1

return source[l]
elif source[l] in carrion.frame pointer():
if isinstance(source[0], str):
source[0] = int(source[0], 16)
return source[0]
else:
if isinstance(source[0], str):
if source[0].startswith('0x"):
source[0] = int(source[0], 16)
else:
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source[0] = 0
if isinstance(source[l], str):
if source[l].startswith('0x"):
source[l] = int(source[l], 16)
else:
source[l] = 0
if 'Add64' in stmt.data.op:
if source[l] > Oxfff££000000000000:
return Oxffffffffffffffff -
source[0] - source[l] + 1
if 'Add32' in stmt.data.op:
if source[l] > 0xf£f000000:
return Oxffffffff - source[0] -
source[1l] +1
if 'Add' in stmt.data.op:
return source[0] + source[l]
elif 'Sub' in stmt.data.op:
return source[0] - source[l]
elif 'Shl' in stmt.data.op:
return source[0] << source[l]
elif 'And' in stmt.data.op:
return source[0] & source[l]
#TODO more ops
else:
reg = fetch source register(stmt)
elif reg in carrion.frame pointer():
return reg
else:
reg = fetch source register(stmt)
if § > 0:
stmt_addr = len(irsb[j-1].statements) -1

if isinstance(reg, str):
if reg.startswith('0Ox"):
reg = int(reg, 16)
return reg

def is external argument by fp offset(carrion, irsb, offset):
if offset == -1:
return True
for x in range(len(irsb)):
bl = irsb[x]
for i in range(len(bl.statements)):
stmt = bl.statements[i]
source = fetch source register(stmt)
if isinstance(source, str):
if source in carrion.frame pointer():
stack reg = fetch target register(stmt)
stack reg offset = -1
for j in range(i+l, len(bl.statements)):
stmt = bl.statements[]]
source = fetch source register(stmt)
if not isinstance(source, str):
if stack reg == source[0]:
pointer = fetch target register(stmt)
stack reg offset = traceback(carrion,
irsb, j, x, source[l])
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if stack reg offset in
carrion.stack pointer() or stack reg offset in
carrion.frame pointer():
return True
break
elif stack reg == source:
stack reg = fetch target register(stmt)
if isinstance(stack reg offset, str):
stack reg offset = int(stack reg offset)
if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data,
pyvex.IRExpr.Binop) :
if 'Add32' in stmt.data.op:
if stack reg offset > 0xff000000:
ptr = get fp offset(carrion,
irsb, j, x, source[0])
if ptr in
carrion.frame pointer():
ptr = 0
stack reg offset = Oxffffffff
- ptr- stack reg offset +1
elif 'Add64' in stmt.data.op:
if stack reg offset >
0xf£f££000000000000:
ptr = get fp offset(carrion,
irsb, j, x, source[0])
if ptr in
carrion.frame pointer():
ptr = 0
stack reg offset =
OxfELFFFFFFFffrffff - ptr- stack reg offset +1
if isinstance(stack reg offset, str):
if '"ITE' in stack reg offset:
return False
if hasNumbers (stack reg offset):
stack reg offset = int(stack reg offset)
elif stack reg offset.startswith('0Ox'):
stack reg offset = int(stack reg offset,
16)
else:
return True

if isinstance(stmt, pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data, pyvex.IRExpr.Binop):
if 'Add32' in stmt.data.op:
if stack reg offset > 0xff000000:
ptr = get fp offset(carrion, irsb,
j, x, source[0])
if ptr in carrion.frame pointer():
ptr = 0
stack reg offset = Oxffffffff -
ptr- stack reg offset +1
elif 'Add64' in stmt.data.op:
if stack reg offset >
0xf£f££000000000000:
ptr = get fp offset(carrion, irsb,
j, x, sourcel[0])
if ptr in carrion.frame pointer():
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ptr = 0
stack reg offset =
OxfEfFFFffffffffff - ptr- stack reg offset +1
if stack reg offset == offset:
for k in range(j+1, len(bl.statements)):
stmt = bl.statements[k]
source = fetch source register(stmt)
if isinstance(source, str):
if source == pointer:
pointer =
fetch target register(stmt)
if isinstance(stmt, pyvex.IRStmt.Store):
if pointer ==
fetch target register(stmt):
arg = traceback(carrion, irsb, k,
x, fetch source register(stmt))
if isinstance(arg, int):
return False
else:
return True
return False

def is static string(carrion, irsb, offset):
if offset == -1:
return False
if trace rodata(carrion, irsb, len(irsb[len(irsb)-1].statements)-
1, len(irsb)-1, offset) == True:
return True
for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.Store):
fp offset = get fp offset(carrion, irsb, i-1, j,
fetch target register(stmt))

if fp offset == -offset or fp offset == offset:
if trace rodata(carrion, irsb, i-1, 3J,
fetch source register(stmt)) == True:

return True
return False

def is static string x86(carrion, irsb, stmt addr, block num, n):

if '.rodata' not in carrion.bfd.sections:
return False

offset = -1

while block num > -1:
#backtrace phase 1 - tracing arguments

for j in range(stmt addr, -1, -1):
stmt = irsb[block num].statements[]]
if isinstance(stmt, pyvex.IRStmt.Store):
ptr = fetch target register(stmt)
k=7 -1
while k > O:
stmt ptr = irsb[block num].statements[k]
if not isinstance(ptr, str):
ptr = ptr[0]

if ptr in carrion.arch.stack pointer():
if n ==
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reg = fetch source register(stmt)
for j in range(block num, -1, -1):
for i in range(stmt_addr, -1, -1):
stmt = irsb[j].statements[i]
if reg ==
fetch target register(stmt):
if isinstance(stmt,
pyvex.IRStmt.WrTmp) :
if isinstance(stmt.data,
pyvex.IRExpr.Load) :
load address =
traceback(carrion, irsb, i, j, fetch source register(stmt))
if
isinstance(load address, str):
return False
if load address >=
carrion.bfd.sections['.rodata'].vma and load address <
carrion.bfd.sections['.rodata'].vma +
carrion.bfd.sections['.rodata'].size:
return True
reg =
load value from address(carrion.bfd, carrion.bytestream, load address)
elif isinstance(stmt.data,
pyvex.IRExpr.Binop) :
source =
fetch source register(stmt)

source[0]
traceback(carrion, irsb, i-1, j, sourcel[0])

source[1]
traceback(carrion, irsb, i-1, j, source[l])

if
isinstance (source[0], str):
if
source[0] .startswith('0x"):
source[0] =
int (source[0], 16)
else:
return False
if
isinstance(source[l], str):
if
source[l].startswith('0x"):
source[l] =
int (source[l], 16)
else:

return False

if 'Add32' in
stmt.data.op:
if source[l] >
0xf£f000000:
reg =
Oxffffffff - source[0] - source[l] +1
elif 'Add' in
stmt.data.op:
reg = source[0] +
source[1]
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stmt.data.op:
source[1]
stmt.data.op:

source[1]

carrion.bfd.sect
carrion.bfd.sect
carrion.bfd.sect

fetch source reg

fetch source reg

1] .statements) -

carrion.bfd.sect
carrion.bfd.sect
carrion.bfd.sect

Eudyyehog Mpnyopiou

elif 'Sub' in
reg = source[0] -
elif 'Shl' in
reg = source[0] <<
if reg < O:
reg *= -1
if reg >=
ions['.rodata'].vma and reg <
ions['.rodata'].vma +
ions['.rodata'].size:
return True
else:
return False
else:
reg =
ister (stmt)
else:
reg =
ister (stmt)
if j > 0:
stmt_addr len(irsb[j-

1

#if isinstance (reg,

if reg >=
ions['.rodata'].vma and reg <
ions['.rodata']l.vma +
ions['.rodata'].size:
return True
else:
return False

int) :

else:
n-=1
break
else:
if ptr == fetch target register(stmt ptr):
ptr = fetch source register(stmt ptr)
k -= 1
block num -= 1
if block num > -1:
stmt _addr = len(irsb[block num].statements) -1

return False

def check results(carrion, irsb,
start stmt = stmt addr
counter = 0

found = False

stmt _addr, block num):

for j in range(block num, len(irsb)):
for i in range(start stmt, len(irsb[j].statements)):

stmt =
if isinstance(stmt,
counter += 1
if counter > 20:

irsb[j].statements[i]

pyvex.IRStmt.IMark):
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break
if isinstance(stmt, pyvex.IRStmt.Store):

result offset = get fp offset(carrion, irsb, i-1, 3J,
fetch target register(stmt))

found = True

if isinstance(stmt, pyvex.IRStmt.Put) and found == True:

if stmt.offset == carrion.get cc op offset() and

isinstance(stmt.data, pyvex.expr.Const):
if stmt.data.con.value in carrion.get cmpl flag():
for x in range(j, len(irsb)):
for vy in range(i,
len(irsb[x].statements)) :
stmt = irsb[x].statements[y]
if isinstance(stmt, pyvex.IRStmt.Put):
if stmt.offset ==
carrion.get cc depl offset() or stmt.offset ==
carrion.get cc dep2 offset():
if result offset ==
get fp offset(carrion, irsb, y-1, x, fetch source register(stmt)):
return True
start stmt = 0

#traceback until the begining of the block, which the next instr
after the call, which stores the results in some register.
#Results are in r0 (arm), x0 (aarch64), eax (x32), rax (x64)
if block num+l < len(irsb):
for i in range(len(irsb[block num+l].statements)):
stmt = irsb[block numt+l].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
counter += 1
if counter > 20:

break
if isinstance(stmt, pyvex.IRStmt.Put):
if stmt.offset == carrion.get cc op offset():

if stmt.data.con.value in carrion.get cmpl flag():
for y in range(i,

len(irsb[block num+l].statements)):

stmt = irsb[block num+l].statements[y]

if isinstance(stmt, pyvex.IRStmt.Put):

if stmt.offset ==

carrion.get cc depl offset() or stmt.offset ==
carrion.get cc dep2 offset():

reg = fetch source register(stmt)
for x in range(y, -1, -1):
stmt =
irsb[block num+l].statements[x]
if reg ==
fetch target register(stmt):
reg =

fetch source register(stmt)
if reg in
carrion.get return results register():
return True

return False

def malloc check(carrion, irsb, ex func addr):
results = []
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for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark) :
if ex func addr == stmt.addr:
if is external argument by fp offset(carrion,
irsb, carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Warning", "First argument of
malloc is external"])
if not check results(carrion, irsb, i, j):
results.append(["Possible Vulnerability",
"Returned results are not being checked"])

return results

def strcpy check(carrion, irsb, ex func_addr):
results = []
for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":
if not is static string x86(carrion, irsb, i,
J, 2):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strcpy is external"])
if not is static string x86(carrion,
irsb, i, j, 1):
if not is static string(carrion,
irsb, carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strcpy is internal, while second
argument is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strcpy is external"])
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strcpy is internal, while second
argument is external"])
return results

def strncpy check(carrion, irsb, ex func_ addr):
results = []
for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":
if not is static string x86(carrion, irsb, i,
J, 2):
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if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strncpy is external"])
if not is static string x86(carrion,
irsb, i, 3, 1):
if not is static string(carrion,
irsb, carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strncpy is internal, while second
argument is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strncpy is external"])
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strncpy i1s internal, while second
argument is external"])
return results

def strcat check(carrion, irsb, ex func addr):
results = []
for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):

stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":

if not is static string x86(carrion, irsb, i,
Jj, 2):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strcat is external'])

if not is static string(carrion, irsb,

carrion.find n argument fp offset(irsb, i, j, 1)):
if not
is _static string x86(carrion, irsb, i, j, 1):
results.append(["Possible
Vulnerability", "First argument of strcat is internal, while second
argument is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strcat is external"])
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strcat is internal, while second
argument is external"])
return results

def strncat check(carrion, irsb, ex func addr):
results = []
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for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):

stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark) :
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":

if not is static string x86(carrion, irsb, i,
J, 2):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strncat is external"])
if not is static string x86(carrion,
irsb, i, 3, 1):
if not is static string(carrion,
irsb, carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strncat is internal, while second
argument is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of strncat is external"])
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of strncat is internal, while second
argument is external"])
return results

def sprintf check(carrion, irsb, ex func addr):

results = []

for j in range(len(irsb)):

for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":
if not is static string x86(carrion, irsb, i,
Jj, 2):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second
argument of sprintf is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second

argument of sprintf is external"])

return results

def snprintf check(carrion, irsb, ex func addr):
results = []
for 7 in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
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if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":
if not is static string x86(carrion, irsb, i,
j, 3):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 3)):
results.append(["Warning", "Third
argument of snprintf is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 3)):
results.append(["Warning", "Third argument
of snprintf is external"])
if not check results(carrion, irsb, i, j):
results.append(["Possible Vulnerability",
"Returned results are not being checked"])
return results

def memcpy check(carrion, irsb, ex func_ addr):
results = []
offset = -1
for § in range(len(irsb)):
for i in range(len(irsb[j].statements)):
stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if is external argument by fp offset(carrion,
irsb, carrion.find n argument fp offset(irsb, i, j, 2)):
results.append(["Warning", "Second argument of
mempcy is external"])
if not
is external argument by fp offset(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible Vulnerability",
"First argument of memcpy is internal, while second argument is
external"])
return results

def system check(carrion, irsb, ex func_ addr):
results = []
offset = -1
for 7 in range(len(irsb)):
for i in range(len(irsb[j].statements)):

stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":

if not is static string x86(carrion, irsb, i,
j, 1):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of system is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible Vulnerability",
"First argument of system is external"])
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return results

def open check(carrion, irsb, ex func_ addr):
results = []
offset = -1
for j in range(len(irsb)):
for i in range(len(irsb[j].statements)):

stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark) :
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":

if not is static string x86(carrion, irsb, i,
Jj, 1):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of open is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible Vulnerability'",
"First argument of open is external"])
if not check results(carrion, irsb, i, j):
results.append(["Possible Vulnerability",
"Returned results are not being checked"])

return results

def fopen check(carrion, irsb, ex func addr):
results = []
offset = -1
for 7 in range(len(irsb)):
for i in range(len(irsb[j].statements)):

stmt = irsb[j].statements[i]
if isinstance(stmt, pyvex.IRStmt.IMark):
if ex func addr == stmt.addr:
if carrion.bfd.target == 'elf32-1386":

if not is static string x86(carrion, irsb, i,
j, 1):
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible
Vulnerability", "First argument of fopen is external"])
else:
if not is static string(carrion, irsb,
carrion.find n argument fp offset(irsb, i, j, 1)):
results.append(["Possible Vulnerability",
"First argument of fopen is external"])
if not check results(carrion, irsb, i, j):
results.append(["Possible Vulnerability",
"Returned results are not being checked"])
return results

def print results(results, fsym, ex func, ex func_ addr):
if len(results) > O:
results.sort (key=lambda x: x[0], reverse=True) #first
warnings, then vulnerabilities
print "\n"
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print "%s (0x%x): %s(0x%x)" % (fsym.name, fsym.address,
ex func, ex func_ addr)
for r in results:
print "\t%s:\t%s"%(r[0],r[1])

def main():

parser = argparse.ArgumentParser ()
parser.add argument("filename", help="file to be analyzed")

parser.add argument ("-f", "--file symbols", action="store true'",
help="dump file symbols")

parser.add argument ("-d", "--disas section'", help="disassemble
section(s) seperated with commas(,)")

parser.add argument ("--disas all", action="store true",
help="disassemble all sections")

parser.add argument("-i", "--section info", help="print infos of
section(s) seperated with commas(,)")

parser.add argument("--all sections info", action="store true",
help="print infos of all sections")

parser.add _argument ("-b", "--bytes", help="print raw bytes of
section (s)/address (es) seperated with commas(,)")

parser.add argument("-e", "--entries'", help="number of entries of
section(s) seperated with commas(,) - for raw bytes of a section")

parser.add argument("-s", "--entry size", help="number of
DWords (32bits) of entry of section(s) seperated with commas(,) - for
raw bytes of a section")

parser.add argument("-S", "--section size", help="size of
section(s) seperated with commas(,) in bytes - for print strings/raw
bytes from address of a section")

parser.add _argument("-c", "--strings", help="print strings of
section (s)/address (es) seperated with commas(,)")

parser.add argument ("-E", "--export functions",

action="store true", help="print functions and their addresses found
in the file")

parser.add argument("-v", "--vex ir", action="store true",
help="vex ir translate'")
parser.add argument("-p", "--print plt", action="store true",

help="print functions in plt table")
args = parser.parse_args()

f = open(args.filename, "rb")
bytestream = []
try:
byte = f.read (1)
while byte != "":
bytestream.append (byte)
byte = f.read(1)
finally:
f.close()

bfd = None

try:
#
# Initialize BFD instance.

# We can either pass a filename or a file descriptor and they
will be used
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# in the same way.

#

print "[+] Creating BFD instance..."
bfd = Bfd(argv[1l])

#bfd2 = DumpFileSymbols (argv[1l])

# Print the file format and in case that its an archive then
just show

# its files and leave.

print "[+] File format : 5s" % bfd.file format name

if bfd.is_archive:
print "[-] List of internal files:"
#for inner filename in bfd.archive filenames:
# print "\t%s" % inner filename

for inner bfd in bfd.archive files:
print "\t%-40s - sections : %d - symbols : %$s" % \
(inner bfd.filename,
len(inner bfd.sections),
len(inner bfd.symbols))

# The bfd.close() is executed below in the finally clause.
#return

#

# Display some information about the currently open file.

#

print "[+] Architecture o%s (Bd)" %

(bfd.architecture name, bfd.architecture)

print "[+T BEFD target name : %s'" % bfd.target
print "[+] Entry point : O0x%X" % bfd.start address
print " [+] Sections : 3d" % len(bfd.sections)

if args.file symbols:
dumpFileSymbols (bfd)

if args.disas_section:
sections = args.disas_ section.split(',"')
for section in sections:
disassembleSection (bfd, section)

if args.disas_all:
disassembleSections (bfd)

if args.section info:
sections = args.section info.split(',")
for section in sections:
dumpSectionInfos (bfd, section)

if args.all sections info:
dumpSectionsInfos (bfd)

if args.bytes:

sections = args.bytes.split(', ")
entries = []
if args.entries:

entries = args.entries.split(',")
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entry sizes = []
if args.entry size:
entry sizes = args.entry size.split(',")

section sizes = []
if args.section size:
section sizes = args.section size.split(',')

counter entries = 0

counter entry sizes = 0
counter section sizes = 0
for section in sections:

if isHexString(section):

ss = 4
ne = 4
if counter section sizes < len(section sizes):
ss = int(section_ sizes[counter section sizes])

counter section sizes += 1

if counter entries < len(entries):
ne = int(entries[counter entries])
counter entries += 1

printDWord(bfd, bytestream, int(section,16), ss,

ne)
else:
if args.entries:
ne = 1
if counter entries < len(entries):
ne = int(entries[counter entries])

counter entries += 1

printRawSectionByEntries (bfd, bytestream,
section, ne)

elif args.entry size:

cs =1
if counter entry sizes < len(entry sizes):
cs = int(entry sizes[counter entry sizes])

counter entry sizes += 1

printRawSectionByEntrySize(bfd, bytestream,
section, cs)

else:
print "\nUpdate of pybfd needed to print any
section by its own entry size"

#printRawSection (bfd, bytestream, ".dynsym")
#needs update

printRawSectionByEntries (bfd, bytestream,
section, 1)

if args.strings:

counter = 0
sections = args.strings.split(',")
sizes = []
if args.section_size:
sizes = args.section _size.split(',"')

for section in sections:
if isHexString(section):
if counter < len(sizes):
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printStringsFromAddress (bytestream,
int (section, 16), int(sizes[counter]))
counter += 1
else:
printStringsFromAddress (bytestream,
int (section, 16), 1)
else:
printStringsFromSection (bfd, bytestream, section)

carrion = Carrion(bfd, bytestream)

if args.export functions:
carrion.print function symbols ()
if args.print plt:
carrion.print plt()
if args.vex ir:
for fsym in carrion.function symbols:

if fsym.size !'= 0:
size left = fsym.size
irsb = []

while size left > O:
irsb.append(pyvex.IRSB("".join (bytestream[y]
for y in range(fsym.address+(fsym.size-size left),
(fsym.address+fsym.size))), fsym.address+(fsym.size-size left),
carrion.arch.archinfo))

if irsb[len(irsb)-1].size ==
size left -= 4
else:
size left -= irsb[len(irsb)-1].size

print "\n\n\t%s (0x%x + 0x%x)\n" % (fsym.name,
fsym.address, fsym.size)

for bl in irsb:
for stmt in bl.statements:
if isinstance(stmt, pyvex.IRStmt.IMark):
print ""
print stmt

for fsym in carrion.function symbols:
if fsym.size !'= 0:

size left = fsym.size

irsb = []

while size left > 0:

if carrion.bfd.target == 'elf32-littlearm' or
carrion.bfd.target == 'elf6d-littleaarched': #arm thumb code

ex =0
ex2 = 0
if not (fsym.address+fsym.size-size left)%4 ==

ex = 2
if size left < 4:
ex2 = 2
irsb.append(pyvex.IRSB("".join (bytestream[y]
for y in range(fsym.address+(fsym.size-size left-ex2),

EUpeon euttaBeiwv og HETAYAWTIOPEVES BIBAIOBAKES AoyIoHIKOU 121



MeTtaTrTuxiakr AilaTpiBn Eudyyehog Mpnyopiou

(fsym.address+fsym.size))), fsym.address+(fsym.size-size left)+ex,
carrion.arch.archinfo))
if irsb[len(irsb)-1].size ==

size left -= 4
else:
size left -= irsb[len(irsb)-1].size
else: #intel

irsb.append(pyvex.IRSB("".join(bytestream[y]
for y in range(fsym.address+(fsym.size-size left),
(fsym.address+fsym.size))), fsym.address+(fsym.size-size left),
carrion.arch.archinfo))
if irsb[len(irsb)-1].size ==
size left -= 4
else:
size left -= irsb[len(irsb)-1].size

for ex func in fsym.external functions:
for ex func addr in
fsym.external functions[ex func].addresses:
if
fsym.external functions[ex func].library.startswith('CLIBC') or
fsym.external functions[ex func].library.startswith('LIBC'):
if fsym.external functions[ex func].name
== "malloc":
print results(malloc_check(carrion,
irsb, ex func addr), fsym, ex func, ex func_addr)
elif fsym.external functions[ex func].name
== "sprintf":
print results(sprintf check(carrion,
irsb, ex func addr), fsym, ex func, ex func addr)
elif fsym.external functions[ex func].name
== "snprintf":
print results(snprintf check(carrion,
irsb, ex func addr), fsym, ex func, ex func addr)
elif fsym.external functions[ex func].name
== "memcpy":
print results(memcpy check(carrion,
irsb, ex func addr), fsym, ex func, ex func_ addr)
elif fsym.external functions[ex func].name
== "strcpy":
print results(strcpy check(carrion,
irsb, ex func addr), fsym, ex func, ex func_ addr)
elif fsym.external functions[ex func].name
== "strncpy'":
print results(strncpy check(carrion,
irsb, ex func addr), fsym, ex func, ex func_ addr)
elif fsym.external functions[ex func].name
== "strcat":
print results(strcat check(carrion,
irsb, ex func_addr), fsym, ex func, ex func addr)
elif fsym.external functions[ex func].name
== "strncat":
print results(strncat check(carrion,
irsb, ex func_addr), fsym, ex func, ex func addr)
elif fsym.external functions[ex func].name
== "system'":
print results(system check(carrion,
irsb, ex func addr), fsym, ex func, ex func_ addr)
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elif fsym.external functions[ex func].name
== "open'":
print results(open_ check(carrion,
irsb, ex func_addr), fsym, ex func, ex func addr)
elif fsym.external functions[ex func].name
== "fopen'":
print results(fopen check(carrion,
irsb, ex func_addr), fsym, ex func, ex func addr)

Print nwn

except BfdException, err:
#print exc()
print "Error : %s" & err

finally:
if bfd:
# Check is we're working with an archive and close
archived files
# before closing the container.
try:
# Release inner BFD files in case we're an archive
BFD.
if bfd.is_archive:
[inner bfd.close() for inner bfd in
bfd.archive files]
except TypeError, err:
pass

# Release the current BFD and leave.
bfd.close()

print "Analysis finished successfully"

if name == " main ":
main ()
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