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SUMMARY

Al is a driving force in today’s world. Its immense capabilities, however, come with a myriad
risks. Automated weapons, privacy infringement, biometric surveillance systems, workforce
replacement, to name but a few, present grave threats for humanity’s core values. To minimize
those risks, experts have set apart certain principles that AI systems shall uphold. Transparency,
robustness, safety, data governance and human oversight are among the most commonly sighted
of these principles. Al systems with such characteristics could earn the characterization of

Responsible Al systems (RAI).

To enforce these principles, the European Union (EU) has voted into effect the Al Act (AIA). This
Regulation categorizes Al systems according to the risks they pose. Systems that are deemed to
pose unacceptable risks are banned from being put into service altogether. High-risk systems
must comply with extensive requirements such as human oversight, transparency prerequisites,
built-in fail-safes, log keeping and many more. From a technical standpoint, the International
Organization for Standardization (ISO) has issued two ISO standards related to Al safety, while
the National Institute of Standards and Technology has published its own Al risk management

playbook.

AIA is a truly ambitious piece of legislation. Attempting to regulate what might prove to be the
final technological frontier. However, its importanceis greatly undermined by thelack of the EU's
Al development programs to date. Most of the Al-related research and development is
undertaken by US-based and Chinese companies. Their attitude towards the compliance

requirements set by the AI Act is mainly focused on ignoring them.

Moreover, both the USA and the PRC seem more focused on becoming the leading Al force than
becoming the leading force in Responsible Al This attitude is evidentin the latest decisions made
by the US Administration, and it is rapidly gaining ground amongst the leading Al-related
companies as well. Fuelled by China’slatest advancements in the sector, the USA’s reaction tends
to establish a cold war-like arms race environment. This climate isn’t kind to regulation attempts.
In fact, the latest trend in the USA is to deregulate Al research, in an attempt to maximize the
sector’s agility. The allocation of astronomical funds for Al research coupled with a sense of
combative urgency constitute the perfect prerequisites for the creation of Al systems that will in

no way be responsible.



The ineffectiveness of regional legislation such as AIA, combined with the international power
dynamics developed, underlinethe importance for the creation of an international Algovernance
framework. Such a framework could lead to the adoption of common Al safety practices, slowing
down the pace of innovation, defusing the arms race dynamic and hopefully better gatekeep the

goal of Responsible Al development.

This plan isn’t without soft spots. Itsimplementation will require great political will from all the
countries involved, an ingredient that, at the moment, seems to be missing. In addition,
developments during this millennium have brought similar international initiatives under
question. The outbreak of major wars and military conflicts, global publichealth breakd owns and
the management of the existential climate crisis have cast doubt on the effectiveness of
international organizations and multi-national cooperation schemes. Last but not least, the
question of the technical aspect of Al regulation remains. Many of the challenges presented by
Al such as the alignment and control problems, the issues of opacity and untraceability, the
demand for explainable systems, subject to human oversight, might not even be sustainably
technically possible, despite the most robust international Regulations we can vote into effect and

follow religiously.



INTEPIAHWH

H texvntr) vonuoovvn (TN) éxet oaydainwg avadeyOel oe kKivnmioax d0vaun tng emoxIS Hoc.
Ou tepaotieg duvatdttéc g ovvodevoviar anmo mAnBwea kKwdvvwv. H  xonon
AVTOHATOTIOMUEVWV OTIAWV Kat ovotnudtwy TN yi tnv eEamdAvon kvPegvoemiOéoewv, n
EYKATAOTAOT) CLOTNUATWY BLOUETOIKNG TAQAKOAOVONOTG, OLKIVOLVOL TTOL TAQOVOLALEL VI
TNV WOWTIKOTNTA KAL T QYD avadlxploQ@PoT) TNG AYOQAS £QYATIAG IOV AVAUEVETAL VA

onuewdeieEartiag e TN, amote AoV pHovo kKamow amd ta Cntripata mov Xeillovv e € étaong.

Fa v eAaX10tomonon avtv TV KvdOvwy, oL Kol éxouv Eexwloel OLYKEKQIUEVES
alec mov mpémetvavrootniCovv tacvotiuata TN. Awx@davela, avOekTKOTNTA, ACPAAEL,
duaxeiptom dedopévawy Kot avOewmivn emomTela efval HeTaED TV TIUO CLXVA AVAPEQOLLEVIV
afov. Zvotuata TN pe tétox xapakTnootika O HmoQovoay va XaXQAKTNOLOTOVV WG

ovotrjuata vrtevOvvng TN.

FNa v emKEATNON TWV QQEXWV AVTWV KAL TNV ETUTEVEN TNG ONUIOLEYIAG CLOTNHATWY
vrtevOvvng TN, 11 EE éxeL Yneloet kat Oéoet oe 1oxV tov Kavoviouo yux v Texvnm
Nonpoovvn («o Kavoviopodg»). Avtog o Kavoviopog katnyopomotel ta ovotrjpata TN
OVUPWVO HE TOVG KIVOUVOUG TIOL €VEXOLV. LUOTNUATOH TIOV KQLVETAL OTL TAQOLOLALOLY
ATIAYOQEVTIKOVG KIVOVVOUG ATMOKAEIOVTAL OAOOXEQWS aTtd TNV evwolakt) ayopa. Tétow
OLOTHHATA VAL AVTA TIOV TAELVOOVV TIOA{TESC 08 OHAdEG BAoel KOWVWVIKNG PadpoAoyiag,
TIOL ETUTQETIOLV TNV €€ ATOOTAOEWS PLOUETOKT] TAVTOTIOMOT) TMEOOWTIWY KAl Mot OeQd

AAAWV CLOTNUATWV T OTolX aTaELOpovVTAL oto o 5 Ttov Kavoviouov.

AxoAovOovv ta ovoTuata VPNAOL KIVOLVOL T 0TIl TIREMEL VX OUHUUOQPWVOVTAL UE
EKTETAMEVESG amaltjoels.  Tétoleg amautijoels €Xouv Vo KAVOULV HE TNV EVOWUATWON
OLOTNUATWY dlxXelPLoMG KIVOUVWY, TNV avotneEr] dkvBEQvnon Twv dedoUEVWY TIOV
aflomoovvtat and ta ovotuata TN, 11 ovvtaln kat TV emKAQOTOMOor TEXVIKOD
paxéAov, o omolog TEéTeLva TeQLAAUPBAVELTTATIO0G TTATIQOPOQLOV AVAPOQIKA LLE TO CUOTNUG,
TNV AUTOUATOTIOMHEVT] dNUovEYia aQxelov dQACTNOOTITAG TOV OULOTHHATOS KAL TN
oxedlaon tov katd TEOTOL MOV Oa eTUTEETEL TNV ETOMTEIX TOV, TNV ATOCAPNVION TWV
OTAdlwV TOV HECOAABNOAV HETALD TNG TEOPODOOIAG TOV HE KATOWX DEDOHEVA KAl TNG
TIOAYWYNG €VOG OUYKEKQLUEVOL AMOTEAEOUATOG, VW Tavtoxoova Oa elvat kavo va

ATIOKQOVOEL TUXOV KUPBepvoemOéoeLs.



AydTEQES VTIOXOEWOELS, KLEIWS dxpavelag OeomiCovtal Y ta cvotrjuata TN xapnAov
kwvdvvov. ErmumAéov o Kavoviopog mpoBAémer tnv idovon kat Aeitovyik evog oAVTIAOKOL
OLOTHHATOG dAKLBEQEVNONG 08 EVWOLAKO ETUMEDO ATOTEAOVHEVO ATO EVOWTIATKES QX EC
ormwg 1 Ymnoeotax TN kat to ZvpPovAio Texvntrc Nonuoovvng aAdd kat e0vikég
eTuBAémovoec apxéc. ‘Evag dAAog Oeouog pe eEagetiko evdlagpégov o ooiog Oeomiletot dx
tov Kavoviopov etvat ta guOpotika doxipaotrowx TN ta omoia amookomovv otnv
TUOTOTOMOT NG ACPAAEIRG VOGS OLOTHHATOS TEOTOU avTd TeBel o AgrtovQyld otV

EVWOLXKT] AYOQA.

AryOdTEQO OLYKQOTNUEVES ElvatotavTioToLX e TIROOTIAO eLeg oL éxouvv AdPBet xwoa otic HITA.
Ot onupavtucotepeg mpoomaOeLeg evromiCovtal 0 TOALTEIAKO ETUTEDO, €V 1) OLOCTIOVILXKN
KUPBEQvnom eixe apXkwe kdvel kdroleg meoomaleleg va vioBetnoel avtiotolxa TovL
Kavoviopot vopoOetnuata, ot omoteg wotdoo, pe v emavekAoyn tov IIpoédoov Toaum
éxovv duakomel. AvtiOétwg, 11 véx KLPBEQVNON @alvetal va MQOOTaVATOAILETAL TQOG TNV
EQPAQUOYT] ALYOTEQWV Kal OXL TEQLOOOTEQWV VTOXQEWOEWV YL TOUG ONHULOVEYOUS

cvotnuatwv TN.

Le emimedo teXVIKwV meodayoapwv, o AteOviic Ogyaviopog Tvronoinong (ISO) éxetexdwoet
dvo mpodtvmax ywx TV acpadewx e TN, evaw to EOvikd Ivotitovrto Tlpotvmwv xat

TexvoAoylag éxet ekdwoel To dKO TOL TAALOO dxxelpLomng Kvdvvwv TN.

O Kavoviopog yix v TN eivar éva moaypatika @uAodo&o vopodétnua. Emxepel va
ovOuloel éva and Ta MAéoV avTEaoTKd otn VOO TEedla. QQotooo, 1) oNUAciar Tov
LTTIOVOUEVETAL ONUAVTIKA artd TNV éAAenpn mooyoappudtwv avantvéng TN g EE péxot
onueoa. MoAc tov PePpovdpov tov 2025 n Ilpdedooc e Evpwnaikrc Emtoomnrg
AVOKOWVWOE ONUAVTIKA TQOYQAMUATA eTEVOLOTG OoTnV avarntuén cvotnuatwv TN. To
HeYAAVTEQO HEQOG TG €0EVVAG Kal avaATTLENG oxeTka e v TN exteAeitar and etaugeleg
pe £dpa tic HITA kartnv Kiva. H otdom toug amévavTL otig anautroelc OupIOQ@WonG Tov
0étero Nopog yix v TN emtikevioaveTtal KUQIws 0To va TIg ayvoouV, OTiws TQOKVTITELKAL

amd dMNAwoeLS e£EXOVTWV TOL XWEOL TEOOWTIWV OTIWS 0 Lap AAtuav.

ErumAéov, tooo ot HITA 600 kat ) Kiva @atvetatl va ekeVTQ@VoVTaL TEQLOOOTEQO OTO VA

£dpawbovV we NkvElapxn dVvvaun otnv TN mapd oto va odnyeTrjoovy TIg mMoomadeLes Y

dnuoveyla vrevOvvne TN. Avt 1] oTAON Elval EUPAVTS OTIC TIROTPATES ATIOPATELS TNG

AUEQIKAVIKTIG KUPBEQVNONG, Kat keEdIlel paydala £€dagog kat peTaly Twv KoQuepaiwv
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etaewwv mov oxetiCovtat pe v TN. Tpogodotovpeves amo Tig teAevtaleg eEeAlelg oty
Kiva pe v Aertovgyla tov oapac @ONVOTEQOL ATO TA AHEQIKAVIKA OLOTNUATO
dnuoveywne TN (ChatGPT, Claude Al), opwg e&ioov anoteAeopatikov pe avtd, DeepSeek,
ot avtwpaocelc Twv HITA teltvouv va edpaiwoovy éva meQPAAAOV avTaywviopoL Tmov
opotaleL e ToV PUXQOTOAE KO AVTAYWVIOUO € EOTALOHOV te TUENVIKA OTIAX. ALTO TO KAl
dev elval MEOOEOQEO Yix TNV evdokiunon Twv mEoomabewwv ELOUoNG e TN. Xtnv
mEayHaTKOTNTA, 1) TeAevTaia tdon ot HITA eivain amopevOpion g éoevvag otnv TN, oe
Hx mooomaBewx va peylotoromOet 11 eveAlEla tov topéa. H dukOeon aotpovopkwv
KOVOLAlwY yix TNV époevva otv TN, oe ovvdvaocud pe px atobnon katemetyovtog
amoTteAOVV TIC TéAeleg moovmoOéoelg yix tn dnuoveyia cvotnuatwv TN mov oe kapia

negimTwor) dev O UMOEOVV Vo xaeakTnELoToLV vITEVOLVA.

H avamoteAeopatikoOT)Ta TNG TOTKTG VOH0O e0iag OTIws avtr) Tov evownalkov Kavoviopov
vwx tnv Texvnt) Nonupoouvvn, oe ouvdvaouo e Tig dteOveic duvapikés mov avanTLoooVTAL
vrioyoappiCovy T onuaoio tg dnuoveyiag evog deOvoig mAaiolov diakvBEQvnong Y TV
TN. Eva této0 mAaiolo Oa pmogovoe va odnyroel otnv LIOETNON KOWWV TOAKTIKWV
aopdadexg yix tnv TN, eruBoaddvovtag Tov guOUo KAvoTopiag, AMOKAIUAKWVOVTAG TN
JDUVAHLKT) TOL AVTAYWVIOHOV £EOTIALOUWV, HeE TNV AT va dapuAQE eLkaAVTEQ TOV OTOXO
¢ vrtevOvLVVNG avartvéng TN. Tnv & yvoun €xet expodoet kato Opyaviouos Hvwpévwv

EOvav koot G7.

Avto 1o 0X€010 dev otepeitat advvapwy onuelwv. H epappoyr) tov Oa anattrjoet emidelén
TIOALTIKTG BOVANONG ATtO OAES TIC EUTAEKOUEVES TEXVOAOYIKEG DVVAELS, £V OTOLXELO OV,
avt ) otyun), aivetar va Aeimet. EmumAéov, ot e€eAifelc katd ) dkokelx avtig g
XWtetlag éxovv Béoet vo apoPr)Tnon apodpoLeg dieBveilc mowtoPovAiec. To Eéomaoua
TIOAE WV KAL OTQATIWTIKWY OUYKQOVOEWYV, Ol MAYKOOULEG KQIOEIS ONHUOOIAG LYEIAS KAL 1)
duxxelplon TN KAaTikng  kplong  €xovv  dnuoveyroet  au@pBoAtes  yix v
ATOTEAECUATIKOTNTA TV dleOVWV 0QYAVIOUWV Kal Twv dleOvikwyv ovvegyaoiwv. TEAog,
QA péVeL To CTUa TS TeX VKT XN TG VO pong g TN. IToAAéC amo Tic pokANoelg
miov mapovolalet TN, 0nws ta mEoPArjpata evOLVYRAUMLONG Kat eA€yxov, Ta (ntriuata
ADIAPAVELAG KAL OL ATIALTIOELS YIX €TEENYTOUA CLOTHUATA TIOL LTIOKELVTAL O€ avOQwTTvn
emMoTTelr, UTIOQEL VA UNV  elval TEXVIKA EQIKTA, TAQAX TOLG TIO LOXLEOUG deOveig

Kavoviopotg mov pnogovpe va Pn@ioovpe kat va akoAovOrjoovpe mOTA.



1. INTRODUCTION

It was the summer of 1956, at Dartmouth College, when a group of 10 scientists kicked off
research in the field of Artificial Intelligence (Al for short), pioneered by computer scientist John
McCarthy, credited with the term Artificial Intelligence. Of course, the idea of Al was not new.
As early as 1950, the father of computer science, Alan Turing, wrote that a computer will be
worthy of the description "intelligent" when it succeeds in deceiving a human being by
convincing him that it is a human being itself. In the years that followed, the pioneers of Al were
faced with colossal obstacles, such as the lack of sufficient datasets and the use of hardware with
limited dynamics (Bostrom, 2014, p.6). However, technological advances have freed science from

such limitations and brought a new boom in Al research.

The first big moment for Al researchers came on February 10, 1996, when IBM's Deep Blue
computer beat Garry Kasparov in chess. The world champion claimed to have witnessed a
demonstration of real intelligence and original thinking by his opponent (Bostrom, 2014, p.16)
The day marked the end of the long-held theory of Al researchers that " “if one could devise a
successful chess machine, one would seem to have penetrated to the core of human intellectual
endeavour”. Inscribedin Deep Blue's code, however, was a wealth of information about strategies

in chess.

The next Al victory against humans came in the ancient Chinese game of Go. DeepMind's
AlphaGo program, which on March 9, 2016, first beat grandmaster Lee Sedol by shocking him
with its original tactics, had learned to play Go on its own, through a method known as deep
reinforcement learning, using neural networks. Lee Sedol himself later stated that he felt
powerless against the Al model (Harari, 2017, p.318). AlphaGo was the true forerunner of what
was to come. However, even then, the term Al didn’tinvade our everyday lives, solidifying it as

the technology of the future in the minds of people everywhere.

This major change in the public's perception of Al was marked by the release of ChatGPT in late
2022 (Bubeck, 2023, p.35). This model, developed by OpenAl, is a large language model (LLM)
trained on a huge amount of text and images. Its ability to simulate human conversations and
produce human-like text has led to excitement but also concerns about its potential impact.

ChatGPT managed to spark a public debate about the potential and risks of generative Al



something no other Al system had previously achieved. Indeed, the release of ChatGPT and the
next versions shifted attention from Web3 technologies to generative Al. ChatGPT is considered
a milestone in the history of Al, asit is the first system that can interact with usersin a truly useful
way. Countless AI models with similar capabilities have followed suit, such as Claude Al,

DeepSeek, Notebook LM, to name a few. Post ChatGPT it feels like this time Al is here to stay.

Large language models, like the aforementioned, are not the only applications Al can have. More
worrying, for example, is the expanded use of Al programmes for the automated assessment of
potential employees (Matsumi, Solove, 2024, p.17), borrowers or foster parents, applicants for
state benefits or tissue and organ transplants. Or the development of weapon systems and
surveillance systems which, using Al programmes, will process data, predict human behaviour,
collect information, identify and track potential targets and ultimately make autonomous
decisions to eliminate or not eliminate their targets without any human intervention. Such
applications have led many techno-sceptics to oppose the development of Al in general, while
thousands of pro-Al researchers and scientists constantly highlight the potential risks. Nick

Bostrom has described Al as an existential danger for humanity.

The rapid advancement and integration of artificial intelligence (AI) across society has sparked
intense debate about its governance and ethical implications. As Al systems increasingly
influence critical decisions in healthcare, finance, criminal justice, and other domains, the need
for Responsible Artificial Intelligence (RAI) frameworks has become paramount. RAl refers to the
development and implementation of Al technologies that adhere to principles of fairness,
transparency, accountability, and privacy protection. However, competing narratives about Al's

future impact complicate the path toward effective regulation.

The discourse surrounding Al development encompasses diverse perspectives. Techno-optimists
advocate for Al as a "force for good" that merely requires appropriate guardrails, while techno-
doomers warn of potential existential risks to humanity. Meanwhile, sceptics argue that current
Al systems, despite their limitations, have already achieved concerning levels of societal influence
through commercial exploitation and surveillance capabilities. These divergent viewpoints
significantly influence policymakers' mental models and, consequently, the regulatory

frameworks being developed.

Several critical challenges characterize the current Al landscape. Commercial actors' relentless

pursuit of data collection and exploitation raises serious privacy concerns, while the gradual
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normalization of invasive practices threatens to erode social boundaries. Labor market
disruption, the spread of disinformation, and the potential for manipulation present additional
challenges. Recent controversies involving prominent Al researchers and industry leaders have
highlighted these issues, with figures like Geoffrey Hinton' raising alarms about Al's trajectory

while companies simultaneously accelerate development (Brown, 2023).

In response to these challenges, various regulatory initiatives have emerged globally. The
European Union's Artificial Intelligence Act? represents the most comprehensive attempt at Al
regulation to date, while the United States has proposed an Al Bill of Rights®. These efforts
generally emphasize key principles including fairness, transparency, accountability, privacy, and
safety. However, implementing these principles requires moving beyond procedural strategies

to more substantive approaches.

This paper examines the evolving landscape of Responsible Al, analysing the effectiveness of
current regulatory frameworks, looking into the proposed solutions. By evaluating the interplay
between commercial imperatives and ethical considerations, we aim to contribute to the
development of more robust and effective Al governance structures. The analysis will focus
particularly on how regulatory frameworks try to balance innovation with ethical accountability
while addressing the fundamental challenges of data exploitation, algorithmic bias, and the need
for transparent decision-making processes in Al systems, commenting on the current state of Al
research and regulation and will attempt to evaluate their effectiveness in bringing Responsible

Al systems to life.

2. AI RISKS OVERVIEW

Before delving into what Responsible Al is, what we are doing to achieve and examining if such
a goal is attainable, we shall briefly consider the risks Al poses to further understand the

importance of Responsible Al

2.1 Bias and Information Hazards

TWhy neural net pioneer Geoffrey Hinton is sounding the alarm on Al | MIT Sloan
2 Regulation - EU - 2024/1689 - EN - EUR-Lex
3 Blueprint for an Al Bill of Rights | OSTP | The White House
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https://mitsloan.mit.edu/ideas-made-to-matter/why-neural-net-pioneer-geoffrey-hinton-sounding-alarm-ai#:~:text=Geoffrey%20Hinton%2C%20a%20respected%20researcher%20who%20recently%20stepped,artificial%20intelligence%20and%20how%20they%20will%20affect%20humans.
https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng
https://bidenwhitehouse.archives.gov/ostp/ai-bill-of-rights/

Certain Al-related risks stem from AlI’s technical characteristics - limitations. Algorithmic bias is
one of these limitations presenting substantial risk. Such bias constitutes a form of procedural
discrimination that may violate equal protection principles under various legal and ethical sets
of rules. The accuracy deficiencies exhibited by generative Al systems further present significant
evidentiary reliability concerns in contexts where decisional integrity is legally mandated, as in

courtroom decisions (Coglianese, Ben Dor, 2021, p.804)

2.2 Human Exploitation Risks

Furthermore, Al, as many other scientific developments, begs the question of deployment.
Malicious deployment in the form of deliberate weaponization of Al systems to produce falsified
media (deepfake technology) and coordinate disinformation campaigns represents a clear and
present danger to public discourse integrity (United Nations, 2023, p.8). From a legal standpoint,
such activities can potentially be grounds for serious penalties and, depending on jurisdiction,

may violate emerging synthetic media disclosure statutes and election interference prohibitions.

Another prominent risk is that of actual weaponization of Al and the creation of sophisticated
autonomous weapons*. Usage of drones, or, more eloquently, unmanned aerial vehicles, is
already on the rise, becoming more and more useful in military confrontations across the globe.
However, an even bigger danger may be posed by a much less visually striking AI military
application. That of Al cyberattack systems®. Countries possessing advanced Al cyberweapons
might soon be able to cripple critical infrastructure of entire countries from their military
operations’ room. The proliferation of autonomous weapon systems constitutes a critical area
requiring international legal scrutiny. Under the international laws of armed conflict and
international humanitarian law principles, weapons systems lacking meaningful human control
may fundamentally violate distinction and proportionality requirements (Cummings,2018, p.7).
The emergence of an Al arms race presents additional challenges to strategic stability frameworks

as the strategic advantage they’ll provide is nuclear like.

Another commonly examined risk orbits around the protection of privacy and personal data.

The deployment of real-time biometric surveillance systems raises profound constitutional and

4 topkillerrobots.org/stop-killer-robots/facts-about-autonomous-weapons/
5 https://www.iiss.org/publications/strategic-comments/2019/artificial-intelligence-and-offensive-cyber-
weapons/
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human rights concerns regarding reasonable expectationsof privacy and the potential for chilling
effects on protected expression®. As we will examine, jurisdictions have already correctly
identified such applications as presenting unacceptable risks and taken measures to ban their

usage altogether.

2.3 Human-Machine Interaction Risks

A less profound Al risk category arises when one examines how Al will affect our everyday life.
Highlevels of automation, achieved with thehelp of Al systems canlead to substantial workforce
displacement (Bubeck, 2023, p.90) marking a shift in the labour’s market characteristics,
surprising that caused by the Industrial Revolution, leading to unfathomable mass

unemployment (United Nations, 2023, p.8).

But it is not only our work life that might be about to drastically change. The increasing Al
mediation of interpersonal interactions presents novel regulatory challenges concerning fid uciary

relationships and duty of care standards that current legal frameworks may be inadequate to

address (Card, 1983).

2.4 Containment and Alignment considerations

The notion of an Al system running wild, or maybe running extremely by the book, has long been
one of Al researchers” main topics of discussion, many of them, considering it the ultimate
existential threat presented by Al technologies. One consideration is that an Al system might
undermine human control, disabling any fail safes that might have been put in place, much like
HAL 9000, the fictional Al character in the visionary 1968 film 2001: A Space Odyssey, causing
havoc. Another consideration calls for a resolution to the AI Alignment problem. The solution
requires aligning an Al system’s goals and values to humanity’s (Kokciyan,2022, p.1403). A
famous thought experiment to illustrate the alignment problemis provided by Nick Bostrom,

known as the paperclip maximiser.

8 According to Cathy O’Neil «Officials in Boston, for example, were considering using security cameras to
scan thousands of faces at outdoor concerts. This data would be uploaded to a service that could match
each face against a million others per second». (2016, p.72)
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It starts by requesting us to imagine a superintelligent Al system put into effect with the simple
goal of making paperclips. The system might develop unexpected strategies to achieve its goal.
Namely, the single-minded pursuit of its goal might lead to the consumption of all available
resources in order to maximize paperclip production. To achieveits goal, it will be incentivised
to oppose any attempts to turn it off, as once turned off, it won't be able to achieve its goal. Soon,
all of the known universe, humans included, could end up as paperclips (Bostrom, 2014, p.150).
The potential for uncontrollable Al systems presents novel questionsof liability, duty of care, and
risk allocation that existing legal frameworks are ill-equipped to address. While existential threat
scenarios remain speculative, the precautionary principle would suggest that regulatory

frameworks should anticipate containment challenges.

All the examined scenarios present humanity with dire scenarios, all quite plausible outcomes,
once Al systems become the norm, rather than the exception in our everyday life. An argument
could be made, and in fact, hasbeen made, that such great risks, existential even, are a substantial
reason for humanity to steer clear of such technological advancements, echoing the famous
phrase attributed to William C. Taylor «just because you can doesn’t mean you should»’.
However, such considerations are well outside the scope of this thesis, as we believe that the
creation of Al systems is an inevitable outcome under the present techno-economic complex. If

so, how can these harrowing scenarios be evaded? The answer might just be Responsible Al

3. RESPONSIBLE Al

The research and the discourse around responsibly creating Al systems have mainly focused on
a few principles that seem to act as the indisputable foundation for such responsible Al systems.
Large corporations, governments and international organizations seem to focus on principles
such as transparency, accountability, fairness, human oversight, safety and data protection when
searching for the answer to the million-dollar question of safe Al development. Thus, these pillars

warrant a closer look.

7 https://hbr.org/2011/12/just-because-you-can-doesnt-me
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3.1 Transparency and Accountability in Responsible Artificial Intelligence

One of the main concerns surrounding the development of Al systems revolves around their
opacity. Most Al systems use complex, multilayer, nonlinear algorithms that transform the input
data in such complex and unpredictable ways that they don’t allow the human engineer to
understand the system’s methodology. For example, Deep neural networks with their multi-
layered calculations, or systems enforcing reinforcement learning methods, based on trial-and-
error principle, allow for little to no understanding of the process by which they arrived at a
certain output. Such opacity has led to the characterization of AI models as Black Boxes.

(Felzmann, 2020 pg. 3348)

Subsequently, it is only logical that transparency has emerged as a foundational principle in
discussions surrounding Responsible Artificial Intelligence, particularly about the clarity of Al-
driven decision-making and the allocation of responsibility and accountability. Our present
inability to understand the automated decision-making processes of Al systems poses a
significant risk of diminishing transparency and therefore accountability when it comes to Al
systems, simultaneously rendering human oversight largely ineffective. This challenge
underscores the necessity for explainable Al (XAI), wherein the rationale behind AI-generated
outcomes, as well as what data was used to inform them and how they were used, will be

understandable by a human actor.

Despite its importance, explainability in Al presents notable challenges. Turning the complex
mechanisms of algorithmic decision-making into an intelligible and structured format remains a
complex task (Kaadoud, Fahed, Lenca. 2021). Furthermore, Al systems continuously evolve,
complicating efforts to ensure consistency in explanations. Explainability must also be context-
sensitive, considering factors such as the nature of the Al decision, its urgency, and the criticality
of its impact. Not to mention that the effectiveness of Al explanations is contingent upon human
interpretation. The explainability of Al systems isn’t a problem with a single unknown factor
(Crootof, Kaminski, Price II, 2023, p.434). Meaning that in addition to not knowing how to
interpret the algorithms’ processing mechanisms, we also don’t know how individuals

comprehend and assess different explanatory models. (Mikalef, 2022, p.261)

Beyond explainability, transparency in Al extends to traceability and communication, both of
which are critical for legal and governance frameworks. To beable to attributeliability and correct
possible Al systems” errors, we need to be able to trace Al decision-making processes. This
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underscores the necessity of the establishment of Al governance practices that assign
responsibility at various stages of Aldeployment, ensuring that errors canbe identified, assessed,

and mitigated (Mikalef, 2022, p.261).

Following in the steps of Privacy by Design, Transparency by Design is gaining traction. The
efforts to establish transparency shall be undertaken simultaneously with the first steps taken to
create the Al system and not be addressed after its design. Furthermore, transparency measures
shall account for the way Al systems combine datasets in unexpected ways, reaching
unpredictable conclusions. To this end, comprehensive documentation throughout an Al
system’s lifecycle helps engineers better audit the systems, a key requirement for regulatory
compliance and accountability. The information documented shall be able to answer questions
like what data is processed, how it is processed and why a certain decision was made by the
system (Felzmann, 2020 pp. 3344-3350). Navigating Al's black box won’t be an easy task, and
many scientists consider it an impossible one, however, it is still and shall remain in the heart of

the regulators’ agendas.

3.2 Accountability in Responsible Artificial Intelligence: Legal and Organizational

Considerations

Accountability is another central theme in the legal and ethical discourse on responsible Artificial
Intelligence, particularly in contexts where AI-driven decisions have significant consequences,
such as healthcare and autonomous vehicles. A common challenge in these areas is the ambiguity
of accountability, as Al systems often lack clear attributions of intent, motive, and rationality.
Moreover, because Al systems are largely based upon predictions, they can easily avoid

accountability (Agrawal, Gans, Goldfarb, 2022, p.60).

Accountability poses such a thorny issue as the decisions regarding it can highly alter the stakes
of Al system development and deployment. The potential negative consequences of Al
accountability —where responsibility may be diffused or obscured —necessitate a principled
approach to Al design and deployment to ensure that accountability is both well-defined and

enforceable.

Researchers have emphasized the importance of procedural mechanisms for integrating

accountability into Al-based decision-making. For instance, some advocate for Al systems that
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are beneficial, explicable, and transparent, urging organizations to embed accountability anchors
in Al-integrated business analytics systems (Mikalef, 2022, p.262). These discussions highlight the

urgent need for accountability frameworks that guide Al deployment in organizational settings.

A key question is how to distribute responsibility among the main stakeholders throughout the
Al development lifecycle. It is essential to distinguish between responsibility and accountability
and to analyse how these concepts influence organizational workflows and decision-making
structures within both business and IT teams. Additionally, AI governance must incorporate best
practice approaches to ensure that both Al systems and their development processes remain
auditable and compliant with legal and ethical standards. There isno easy way to determine who
will bear the burden of Al mistakes, especially when the stakes are high. A real-life manifestation
of these considerations unfortunately occurred in 2016, when a fatal car crash involving an

autonomously driving Tesla car occurred (Nida-Riimelin, Winter, 2024, p.5).

Finally, the question of accountability is closely linked to Al testing and safety assurance.
Determining how Al systems can be assessed at various stages of development so as to ensure
they meet necessary safety thresholds and donot pose risks is of great concern in Al governance.
Establishing legal and regulatory guidelines for Al testing, evaluation, and compliance will be
crucial in mitigating risks and ensuring that Al systems operate within ethical and legal

boundaries (Mikalef, 2022, p.261).

3.3 Human Oversight in AI Governance: Addressing Known and Unknown Risks

A fundamental concern in responsible Al governance is determining the appropriate scope and
effectiveness of human oversight in Al-driven decision-making. There are three different waysin
which such human oversight manifests. Human in the loop (HITL), human on the loop (HOTL)
and human in command (HIC). The HITL approach is highly invasive, granting the human the
ability to interfere on every step of the way. HOTL vests the human with intervention authority

during the design of the model, reducing him moving forward, to a mere monitoring authority

when the system is active (AI HELG, 2019, p.16)

For the most part, these oversight mechanisms are reactive and focus on human intervention
only in cases of abnormal, deviant, or unexpected Albehaviour. These approaches assume that

Al-induced failures are anomalies, whereas systemic issues, such as bias or technical errors, may
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drive multiple decisions without manifesting as concrete, detectable problems. Consequently,
systemic issues might go unnoticed, causing harm in a subtle but accumulative fashion, instead

of manifesting as a one-time incident.

Finally, the HIC mechanism grants humans the role of the general overseers. It focusesonjudging
the long-term effects of the system's usage and therefore, allowing the overseer to decide whether
the system shall be used in a specific scenario or override certain decisions. It is generally
considered as the option that better mitigates the risks presented by HITL and HOTL as it is more
proactive rather than reactive (Al HELG, 2019, p.16) as it enables a dual-layered oversight
approach that not only accounts for known issues —such as bias, fairness, and specific technical
flaws—Dbut also systematically monitors for unknown or unprecedented Al behaviours that may

lead to unforeseen negative consequences.

The main challenge lies in structuring regulatory and organizational policies that ensure Al
oversight remains dynamic, adaptive, and capable of identifyingboth anticipated and unforeseen
risks. This requires a shift from traditional reactive corrective compliance models toward
continuous evaluation mechanisms, ensuring that human oversight functions as an active
safeguard rather than a mere fail-safe for Al systems. The now infamous «just pull the plug»
approach whenit comes to oversight mechanisms, has long become obsolete, asit requires to first

be able to discern that a problem exists.

3.4 Fairness and Bias in Responsible AI Governance

The issues of fairness and bias have been widely discussed in the contemporary Al literature,
particularly in relation to algorithmic discrimination and its legal, ethical, and societal
implications. It constitutes an integral part of any Responsible Al conversation. Within this
discourse, Akkerman (2024, p.72) provides empirical evidence of algorithmic bias and injustice,
underscoring the challenges Al systems face in ensuring equitable outcomes, citing incidents in
the Netherlands where minor administrative mistakes by the taxpayers would lead to the

assumption of fraud.

The main source of discrimination in Al systems can be traced back to the datasets used to train
said systems. Biased training datasets can lead to repetitively skewed decision-makingin the long

run for any Al system, no matter how well designed it otherwise is (Pitoura, 2020, p.4). Such
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indirect biases are extremely dangerous as the cause of the problem can be intricately disguised.
Ensuring that the training datasets are clear of biases is a necessary first step to achieve fair Al
systems. However, it is much easier said than done as the datasets are massive and the bias might

not always be as straightforward as the ethnicity of the subject or their social background.

Such indirect biases, however, are not the only factors that shall be taken into consideration when
discussing Al fairness. As important, although easier to spot and therefore remedy, are direct
forms of bias caused by certain centres of advanced influence. Namely, stakeholders such as
companies commissioning the development of certain Al systems must abstain from integrating
their self-interest in the decision-making, for the systems to remain unbiased (Mikalef, 2022,

p.261).

Another factor we need to keep in mind when characterising an Al system as fair or not, is its
accessibility. Al systems need to be designed for the greater societal good and not for the
enrichment of a certain country, company, or any other singular entity. Consequently, they shall

be designed in a way that grants access to the widest amount of people possible.

These insights suggest that Al fairness assessments should extend beyond isolated decision-
making instances and consider the long-term impact of bias over an individual's life course.
Additionally, regulators and policymakers must mandate fairness testing across multiple points
of a system’s lifetime to better assess Al’s long-term implications on social and economic equity

(Leslie, 2023, p.12).

3.5 Al Design and Security in Responsible AI Governance

In light of the growing ubiquity of Al it is imperative that Al applications are designed with an
acute awareness of ethical principles and security measures. As previously noted, ethical
dilemmas are integral to the development of Al systems, as these sy stems must navigate decisions
that reflect the moral and ethical standards upheld by the societies in which they operate. In
addition to addressing ethical concerns, there are critical considerations related to the security of

Al systems.

As Al applications become increasingly integrated into high-stakes domains, such as healthcare,

finance, and autonomous transportation, it is essential to establish robust security policies that
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safeguard the integrity of Al systems. These policies must span multiple stages of the Al lifecyde,

from initial design to deployment and post-deployment monitoring.

When considering the security of Al systems, one needs to keep in mind the additional threats
that other Al systems can pose if used in an adversarial way, in addition to the already common
threats posed by human and other artificial agents. Al systems must be tested extensively from
the very early stages of their development, as to ascertain theirintegrity, regarding both hardware

and software.

Preventive strategies and fail safes for threats such as data poisoning, model tampering, or
unauthorized dataaccess must be a key component of Al security policies. Itis equally important
to ensure that AI models are protected from leaks, while still maintaining the capacity to
demonstrate transparency. From a legal and regulatory perspective, the development of security
policies in Al must balance proactive security measures with the need for operational
transparency, ensuring that Al systems can be effectively audited, and their decisions can be

verified without compromising data privacy or intellectual property.

3.6 Data Governance and Privacy in Responsible AI Development

The principle of data governance is of utmost importance for the responsible development and
deployment of Al systems. It is found at the very core of any Al system as it must be present from
the creation and collection of data to the usage of said data to train and reinforce Al systems, to
its eventual use in Al automated decision-making. The case study of the Australian government’s
“Robodebt” program, designed to automatically calculate and collect welfare overpayment debts,
resulted in severe distress for citizens and welfare agency staff due to errors in data handling and

algorithmic miscalculations (Mikalef, 2022, p.262).

Similarly, the case study of a data analytics project in Denmark’s healthcare sector gives us
valuable insights from its emergence, expansion, and eventual collapse. The study underscores
the need for strong governance frameworks that can manage the dynamics between functional,
stakeholder, and data subsystems to ensure a balanced approach that supports long-term project

success.

Beyond the case studies referenced, data governance in Al also involves addressing critical issues

related to privacy and data protection. These include safeguarding data against unauthorized
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access, ensuring data integrity, and maintaining its high quality. One key challenge remains
understanding how to effectively manage socially constructed biases, inaccuracies, errors, and
mistakesindata, and how to ensure that Al systems operatebased on accurate and representative
data. At the same time, organizations must strike a delicate balance, as over-cleaning data could

result in the sacrifice of quality outcomes.

Another pressing issue is the biased tagging of data used in Al training. Early research has
highlighted the risks associated with biased data labelling, which can significantly influence Al
outcomes. Other data governance issues, already familiar but greatly amplified due to the scale
of data used by Al systems and the innovative ways in which they are combined and used, have
to do with the who has access to the data, how the subject can know which of their data are being

used and how these data can be deleted.

In summary, a comprehensive data governance framework is critical to ensure that Al
technologies are designed and deployed in ways that prioritize ethics, privacy, and fairness while
maintaining high data quality and security. As Al continues to evolve, ongoing research and
dialogue will be needed to refine these governance practices and address emerging challenges,

particularly concerning bias and risk perception.

4. REGULATORY FRAMEWORK

The abovementioned constitute some of the commonly accepted fundamental and indisputable
principles that shall guide the creation of responsible AI models. In the paragraphs that follow,
we will examine how regulators have sought to enforce said principles by integrating them in

their Legal frameworks, both enforced and proposed, and in their technical guidelines.

4.1 The Legal Basis and Scope of the Artificial Intelligence Act (AIA)

The Regulation (EU) 2024/1689 of the European Parliament and of the council of 13 June 2024,
commonly referred to as «The Artificial Intelligence Act (AIA)» has its legal grounds in Article
114 of the Treaty on the Functioning of the European Union (TFEU)?. This article is part of the

EU’s broader single market strategy in the digital age and the New Legislative Framework

8 Al Act, third remark
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(European Commission, 2023), which aims to create harmonized rules essential for the proper
functioning of the internal market. The primary goal of these harmonized rules is to avoid
fragmentation within the EU market and eliminate the legal uncertainty stemming from the
current patchwork of national laws (European Commission, 2021, p. 8). According to the
European Commission, the AIA ensures a level playing field, better safeguards people’s rights,
and enhances Europe’s competitiveness and innovation, particularly in AI systems. The
regulation also plays a critical role in protecting the EU’s digital sovereignty and reinforcing its

regulatory powers to shape global standards (European Commission, 2021, p. 11).

The development of the AIA follows extensive stakeholder consultation, incorporating feedback
from the High-Level Expert Group on Al and building on the EU White Paper®. The AIA
complements other important regulations, including the General Data Protection Regulation
(GDPR), the Digital Services Act (DSA), the Digital Markets Act (DMA) and various other
regulatory frameworks such as the Data Governance Act, the Al Liability Directive, and the

Revised Product Liability.

The AIA is a comprehensive regulation, consisting of multiple chapters, articles and annexes.
Chapter I outlines the subject matter and scope of the Act, while providing useful definitions.
According to Article 1, the AIA lays down harmonized rules for the placing on the market, putting
into service, and use of Al systems within the Union. This includes, prohibiting certain Al
practices, placing specific requirements for high-risk Al systems and the obligations of operators,
transparency rules for Al systems intended to interact with natural persons, such as emotion
recognition and biometric categorization systems, rules for Al systems that generate or
manipulate image, audio, or video content, market monitoring and surveillance requirements

(Worsdorfer, 2023, p.109).

As per Article 2, the AIA applies to both providers of Al systems, deployers, importers and
distributors, whether established or located within the EU or in a third country, as long as the Al
system is put into service, placed in the market or its output is used in the European Union. A
couple of interesting exemptions from the scope of the Regulation include Al systems used
exclusively for military, defence or national security purposes, echoing the Union’s desire to stay

clear of regulatory red tape when it comes to its sovereignty. Secondly, the Regulation, for the

9 White Paper on Artificiallntelligence: a European approach to excellence and trust - European Commission
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most part, doesnot apply to Al systems released under free and open-sourcelicenses, underlying

the EU’s commitment to promote the creation of open-source systems.

Furthermore, the regulation defines Al as «machine-based system thatis designed to operate with
varying levels of autonomy and that may exhibit adaptiveness after deployment, and that, for
explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as
predictions, content, recommendations, or decisions that can influence physical or virtual
environments» (Art. 3.1). In summary, the AIA represents a significant step toward regulating Al
within the EU, ensuring that Al technologies align with ethical principles, protect citizens' rights,

and foster innovation while maintaining legal clarity and consistency across the internal market.

4.2 The Artificial Intelligence Act and the implementation of the main principles for

responsible Al

The Artificial Intelligence Act (AIA) operates within a precautionary, risk-based framework, as
detailed in Chapters II, III, and IV of the Regulation. The AIA categorizes Al systemsinto three
distinct risk levels —unacceptable risk, high risk, and low or minimal risk—which are depicted in
what is referred to as the "pyramid of risks." The regulation takes a strong stance on unacceptable
risk Al systems, prohibiting their market access altogether due to their inherently high risk that
cannot be mitigated by risk-reducing interventions. However, some have commented that the list

of prohibited systems might actually be too short (van der Sloot, 2024, p.154)

For high-risk Al systems, the AIA permits market access, but only under strict compliance with
its provisions. This includes meeting ex-ante technical requirements (i.e., requirements to be
tulfilled before the system is put on the market) and undergoing ex-post market monitoring to
ensure ongoing compliance. On the other hand, low-risk or minimal-risk Al systems are subject

to more general safety standards.

In essence, the AIA adheres to the principle of proportionality, which means that it places the
majority of its regulatory focus on high-risk Al systems, imposing stringent requirements to
ensure their safety and compliance (Worsdorfer, 2023, p.109). For non-high-risk systems, the
regulation adopts a more lenient approach, imposing limited transparency obligations, such as
voluntary codes of conduct, to avoid imposing undue burdens, particularly on small and

medium-sized enterprises (SMEs). The goal is to balance the need for regulation with the desire
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to minimize compliance costs and avoid stifling innovation within smaller organizations

(European Commission, 2021a, p. 7).

Article 5 of the Artificial Intelligence Act (AIA) provides a list of prohibited Al systems that pose
an unacceptable risk or violate EU values, particularly those that infringe on fundamental rights.
The Regulation prohibits manipulative, deceptive systems aiming to distort the behaviour of
persons and systems that take advantage of subliminal techniques, altering people’s decision-
making, leading to the cause of harm. Moreover, the AIA prohibits systems that exploit
vulnerable groups (e.g., children, the elderly, people of a specific socio-economic background or
individuals with physical or mental disabilities), altering their behaviour and causing

psychological or physical harm.

Further, Article 5 specifically bans Al-based social scoring leading to detrimental or unfavourable
treatment of certain persons. This includes practices similar to China’s Social Credit System,
which generates trustworthiness or citizen scores. Additionally, the use of real-time remote
biometric identification systems (such as facial recognition software in large-scale CCTV
networks) for law enforcement purposes in publicly accessible spaces is also prohibited, as it
raises significant concerns about privacy, freedom, and surveillance, unless certain, limited
objectives deem such use strictly necessary. These are some of the prohibited systems, an

exclusive list of which is listed on Article 5 of AIA.

The AIA provides certain exceptions to these prohibitions. For example, law enforcement
agencies may still use these technologies under specific circumstances, such as for searches
related to serious criminal offenses (Article 5 of AIA), but these exceptions are tightly regulated
and must adhere to strict conditions to safeguard fundamental rights. These exceptions allow for
the use of Al technologies, such as real-time biometric identification, in cases where there is a
threat to life or physical safety of a person, such as when detecting, localizing, identifying, or
prosecuting perpetrators or crime suspects. However, the use of such Al systems for law
enforcement purposes requires authorization by either a judicial or an independent

administrative authority to ensure accountability and prevent misuse.

Additionally, we shall keep in mind that, as stated before, the AIA specifies that Al systems
developed or used exclusively for military purposes are excluded from the scope of the
regulation. This exclusion ensures that the AIA does not interfere with national defence or

military operations, even when we are dealing with otherwise prohibited systems.
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Chapter III of the Artificial Intelligence Act (AIA)addresses high-risk Alsystems —those that may
pose significant risks to individual health and safety or infringe upon fundamental rights.
According to Article 6 and Annex III, high-risk Al systems include, but are not limited to, Al
systems used for remote biometric identification, emotion recognition, as safety components for
critical digital infrastructure, road traffic, or in the supply of essential utilities, such as water and
electricity. Moreover, Al systems are considered high-risk when they areused to determine access
or admission or to assign natural persons to educational and vocational training institutions at
all levels, to evaluate learning outcomes, to recruit persons, to filter job applications’?, to evaluate
candidates, to determine promotions, to establish creditscore and many more systems. Art. 6 also
makes provisions in its third paragraph to exclude systems for the high-risk category, despite
being referred to in Annex III. Expectedly, this list is subject to updates, with additional Al
systems potentially classified as high-risk (Art.7 AIA), as the European legislator can’t possibly

foresee every type of high-risk system that will be designed.

Once a system is categorized as high-risk, its providers must adhere to various mandatory
requirements under Section 2. In those requirements, we start to see how the European legislator
has opted to promote the main principles for creating responsible Al systems. These include the
establishment of a risk management system and impact assessments (Art. 9), data governance
and management (Art. 10), and the preparation of technical documentation (Art. 11). Providers
must also ensure traceability and record-keeping (Art. 12), provide transparency and user
information (Art. 13), facilitate human oversight (Art. 14), and ensure accuracy, robustness, and
cybersecurity (Art. 15). To further understand how the European legislator wishes to adhere to

the principles of responsible Al we shall expand upon some of the charted requirements.

4.2.1 Requirements for high-risk Al systems

As previously discussed, data governance is paramount to establishing responsible Al systems.
Subsequently, the AIA lays out a comprehensive data governance framework. Art. 10 requires
that data sets used for the various stages of an Al system’s development (i.e. training, validation
and testing) shall meet certain quality criteria.In order for the desired data quality to be achieved,

certain practices need to be adopted to make sure that, among other things, the data origin is

9 Amazon’s algorithm in 2015 discriminated against women by excluding them from technical job
applications. (Nida-Rumelin, Winter, 2024, p.5).
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known, the data sets are labelled, clean, updated, the intended data representations are clear and
they have been examined for possible biases that could result to unfair Al systems. Moreover,
extensive provisions are made for the creation of bias detection and prevention mechanisms,

while also trying to make sure that the subjects of personal data are sufficiently protected.

Articles 11, 12 and 13 of the Regulation aim to achieve sufficient transparency levels for high-risk
systems by requiring, firstly, that, before they are placed on the market or put into service, their
technical documentation needs to be drawn up. The technical documentation must provide
sufficient information to demonstrate thatthe system complies with all the requirements set forth
in the relevant articles of the Regulation. Secondly, that high-risk Al systems must incorporate
automated log keeping over their lifetime. Such logs shall include events important to assessing
risks and monitoring the operation of the system. Finally, requires that high-risk Al systems are
designed in a sufficiently transparent way, meaning that the system’s output shall be explainable.
Additionally, art. 13 deems necessary to accompany high-risk Al systems with detailed

instructions, including any foreseeable circumstance that can lead to the manifestation of risks.

Art. 14 introduces the human in the equation. Art. 14 does not determine how the human shall
be able to interfere with the system but rather lays out the requirements for said human oversight
to even be possible in the first place. It stipulates that human-machine interface tools shall be
included in the design of high-risk systems to enable oversight. Such tools shall allow for the
interpretation, reversal, overriding of any given output and a failsafe for the interruption of the

system’s operation.

At last, Art. 15 attempts to quell accuracy, robustness and cybersecurity concerns. The systems
must perform at least in par with predetermined baselines for the entirety of the life cycle. The
systems shall be protected from data and model poisoning attacks, adversarial examples and

model evasion, confidentiality attacks and model flaws.

Additionally, the providers of high-risk Al systems are required to, affix the CE marking to
indicate compliance with the AIA (Art. 16, 49), set up a quality management system (Art. 17),
conduct and maintain relevant conformity assessments (Art. 19), automatically generate Al
system logs (Art. 19), take corrective actions if non-compliance is identified (Art. 20), inform
national authorities about any significant changes, risks, or corrective actions, cooperate with

competent authorities by providing access to necessary documentation and system logs (Art. 21)
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The conformity assessment procedure is designed to ensure high-risk Al systems comply with
AIA standards. Notably, these systems must undergo a new assessment if they are substantially
modified (Art. 43). Once passed, the systems receive a certificate of compliance (Art. 44), valid for
up to five years, four if the system is high-risk, with the possibility of renewal, suspension, or

withdrawal (Art. 45).

Before high-risk Al systems are introduced to the market, providers must also register themin a
newly established E.U.-wide database. This database, managed by the European Commission,

ensures transparency by making the information publicly accessible (Art. 49).

Title IV of the Artificial Intelligence Act (AIA) addresses low-risk and minimal-risk Al systems,
which, while not posing significant risks, are still subject to specific transparency obligations to
ensure responsible use. Such low or minimal-risk Al systems include systems interacting with
humans, such as LLMs like Chat GPT, DeepSeek and the other famous Al systems of today.
Although the application of such systems hasn’t been without its complaints so far (CAIDP, 2023,
OPEN AI, FTC 2023, Complaint). For these systems, it is mandatory to ensure that natural
persons interacting with them are informed of thenature of the interaction. Specifically, providers
must include clear disclosures that users are interacting with an Al system (e.g., bot interaction),
the system involves emotion recognition or biometric categorization, the system is generating or

manipulating synthetic content or deepfake media.

These transparency requirements aim to ensure that users are aware of their interaction with Al
and to prevent misuse or unintentional manipulation, especially when it comes to sensitive

technologies like emotion detection and media manipulation.

4.2.2  Regulatory Sandboxes

One key aspect of the Artificial Intelligence Act (AIA)is its commitment to fostering Alinnovation
while ensuring regulatory oversight. To achieve this, Al regulatory sandboxes (Art. 57) are
introduced as a mechanism to support the development and testing of Al technologies in a

controlled environment, ensuring compliance with the AIA before these systems are marketed.

Art 57 stipulates that each Member State must establish at least one operational Al regulatory
sandbox by August 2, 2026, allocating sufficient resources for their implementation, while also

providing exemptions in cases where every member doesn’t need to have one, if they can be
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hosted in another existing sandbox effectively. Testing, within the sandboxes, can provide
developers of Al systems with the chance to face real-world conditions while being supervised,
before placing their systems in the market. Supervisory authorities and governing bodies will be
providing guidance and support to the developers to optimise each Al system. Following the
successful participation of a system developer in a sandbox, the competent authorities shall
provide relevant written proof and an exit report. Both can be used to attest to the compliance of
the tested system with the Regulation. Spain's government, in partnership with the European

Commission, launched the EU's first Al regulatory sandbox pilot in Brussels back in October
20221,

4.2.3 Governance Structure of the EU Al Act: Key Features

The EU AI Act establishes a comprehensive governance framework combining Union-level and
national authorities. The AI Office (Article 64) serves as the Commission's hub for developing

Union expertise and capabilities in Al, with Member States facilitating its tasks.

The European Artificial Intelligence Board (Articles 65-66) brings together representatives from
all Member States to ensure consistent application of the regulation. The Board advises on
implementation, coordinates national authorities, shares expertise, develops common
understandings, and contributes to enforcement standards —particularly for general-purpose Al
models. It establishes standing sub-groups for market surveillance and notified bodies. The EAIB
aims to ensure coherence inregulatory oversight and will likelybecome a keybodyforoverseeing

Al regulations within the EU.

An Advisory Forum (Article 67) provides technical expertise to both the Board and Commission.
Its membership balances industry (including startups and SMEs), civil society, and academia,
with permanent representation from standardization bodies and EU agencies. The forum

prepares opinions and recommendations on request.

A Scientific Panel of Independent Experts (Article 68-69) supports enforcement activities with
objective technical expertise, particularly regarding general-purpose AI models. The panel alerts
authorities about potential systemic risks, assists with technical evaluations, and supports cross-

border surveillance. Member States can access this expert pool for their enforcement activities.

" https://digital-strategy.ec.europa.eu/en/news/first-regulatory-sandbox-artificial-intelligence-presented

28



This multi-layered structure ensures balanced stakeholder input, technical expertise, and

coordination between national and Union-level implementation of the AI Act.

4.2.4  Post-Market Monitoring

The AIA includes post-market monitoring mechanisms to track the performance of Al systems
even after they are marketed. Under Chapter IX, Al system providers must establish a post-
market monitoring system (Art. 72) that allows them to collectand analyse dataregardingsystem
performance and compliance with the AIA. Serious incidents, system malfunctions, or breaches

of compliance must be investigated and reported to relevant authorities.

National supervisory authorities are responsible for market surveillance, ensuring Al systems
remain compliant throughout their lifecycle. These authorities can also request access to system
logs or, in certain cases, the source code of Al systems (Art. 75). If a system fails to comply with
AIA standards, authorities may require the provider to withdraw the system from the market or

recall it (Art. 79).

4.2.5 Administrative Fines

Under Chapter XII, the AIA includes provisions for penalties against non-compliance. These fines
are designed to be effective, proportionate, and dissuasive to ensure stakeholders respect the
rules. Penalties for violations can reach up to EUR 35 million or 7% of the total worldwide annual

turnover, depending on the severity of the infringement (Art. 99).

4.3 The other side of the Atlantic

In the U.S., Al legislation has evolved with contrasting approaches across different
administrations. Unlike the European Union, which has put into effect a comprehensive Al
regulatory framework, the U.S. does not have a singular, overarching AI Act. Instead, its strategy
consists of fragmented policies aimed at promoting innovation while trying to manage the

associated risks. Below are some key developments in federal Al legislation.
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4.3.1 The National Artificial Intelligence Initiative Act (NAII) of 2020

Signed during President Trump's first term, the NAII aims to drive Al innovation in key sectors.
It establishes a national strategy for Al development, emphasizing investment in Al research and
education. The act also promotes collaboration between federal agencies, academic institutions,
and the private sector to advance Al technologies while ensuring the U.S. remains a leader in

global Al innovation'2.

4.3.2  The Bipartisan House Task Force Report on Al (2024)

Published in December 2024, this bipartisan report presents guiding principles, key findings, and
recommendations for U.S. policymakers on Al It is a forward -looking document that outlines the
necessary steps Congress should take to keep pace with advancements in Al technology,
balancing innovation with ethical concerns and risks. It aims to help shape future legislative

efforts on Al regulation®.

4.3.3  President Joe Biden’s Executive Orders (2023-2025)

Former President Biden made significant moves to regulate Al risks while encouraging ethical
and responsible use. The Executive Order on Safe, Secure, and Trustworthy Al (2023) focused on
establishing principles for the safe and secure development of Al systems, emphasizing privacy,

fairness, and accountability'.

Furthermore, Biden's administration introduced the AI Bill of Rights as a framework for ensuring

that Al technologies respect civil liberties and fundamental rights?.

However, many of these policies were revoked when President Trump took office in January
2025. Still, some initiatives, such as Executive Order 14141 (on Al infrastructure) and Executive

Order 14144 (on cybersecurity), were maintained in some form under Trump's administration.

12 https://www.congress.gov/bill/116th-congress/house-bill/6216
3 https://science.house.gov/2024/12/house-bipartisan-task-force-on-artificial-intelligence-delivers-report
4 https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-
development-and-use-of-artificial-intelligence
'S https://bidenwhitehouse.archives.gov/ostp/ai-bill-of-rights/
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4.3.4  State-Level Al Legislation

In addition to federal efforts, state governments in the U.S. are actively shaping Al regulation
through state-level legislation. Given the decentralized nature of U.S. governance, much of the
actionable Al legislation is emerging at the state level, where jurisdictions are crafting laws to

manage the impact of Al technologies.

The Colorado AI Act of 2024, inspired by the EU Al Act, uses a risk-based approach to regulate
high-risk Al systems. This act emphasizes the principle of transparency stating that Al system
operators must provide clear information about how their systems work and the risks involved.
Moreover, it requires that companies maintain comprehensive documentation of their Al system
development processes and Al providers to implement measures to identify and reduce risks
associated with their technologies (Jariwala, 2024, p.25). By drawing from international best
practices like the EU Al Act, Colorado aims to set a high standard for Al governance at the state

level.

The Illinois Supreme Court’s Al Policy, introduced on January 1, 2025, focuses on integrating Al
into the judicial system responsibly. The key goals of this policy include ensuring accountability
and ethical use of Al in judicial proceedings, protecting judicial integrity by providing guidelines
on how Al systems can assist in but not replace human decision-making in legal processes!¢. This
move positionsIllinois as aleader injudicial Al governance, emphasizing the importance of using

Al in ways that respect legal rights and human judgment.

Inthe U.S., Allegislationremainsfragmented, with significant federal initiatives like the National
Al Initiative Act and various Executive Orders under Presidents Biden and Trump. At the same
time, states like Colorado and Illinois are stepping in to create their own regulations, addressing
areas where federal laws may be lacking. These state-level efforts, especially those inspired by

the EU Al Act, offer valuable insights into how Al regulation might evolve in the U.S. over time.

For business leaders and Al developers, understanding both federal and state regulations is
essential for ensuring compliance and mitigating the risks associated with AI deployment,

particularly as state-level laws could set a precedent for future national policies.

'8 https://www.illinoiscourts.gov/News/1485/Illinois-Supreme-Court-Announces-Policy-on-Artificial-
Intelligence/news-detail/
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However, such calculations could be proven incorrect as the political climate in the USA might
shift following the re-election of President Donald J. Trump. The deep-rooted fear of American
politicians when it comes to Chinese technologies and the national security of the United States
of America, previously witnessed in the social media arena, has already shifted in the theatre of

Al development.

4.3.5  Decoupling America’s Artificial Intelligence Capabilities from China Act of 2025

The proposed bill, titled the "Decoupling America's Artificial Intelligence Capabilities from China
Act of 2025," seeks to amend Title 18 of the United States Code to restrict U.S. persons from
advancing artificial intelligence (AI) and generative Al capabilities within the People's Republic
of China (PRC). The bill introduces several key provisions aimed at curbing the transfer of Al-
related technology, intellectual property, and research to Chinese entities, particularly those
associated with the PRC's military-civil fusion strategy, which integrates civilian resources for

military purposes?.

Key provisions include prohibitions on Import and Export. The bill prohibits the importation of
Al or generative Al technology and intellectual property developed or produced in the PRC into
the U.S., and similarly bans the export, reexport, or in-country transfer of such technology to or
within the PRC. Violations of these prohibitions are subject to both criminal and civil penalties,

including fines and forfeiture of federal benefits.

Additionally, it sets forth restrictions on research and development, stating that U.S. persons are
barred from conducting, transferring, or collaborating on Al or generative Al research and
development with Chinese entities of concern, which include educational institutions, research
labs, corporations, and government entities affiliated with the PRC. Penalties for violations
include substantial fines, forfeiture of federal contracts or grants, and ineligibility for federal

financial assistance for up to five years.

The prohibitions don’t stop here. The bill also prohibits U.S. persons from holding or managing
financial interests in, or providing financing to, Chinese entities involved in Al research and

development that support the PRC's military-civil fusion strategy, surveillance capabilities, or

178.321 -119th Congress (2025-2026): Decoupling America's Artificial Intelligence Capabilities from China
Act of 2025 | Congress.gov | Library of Congress
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human rights abuses. Violations are subject to penalties under the International Emergency

Economic Powers Act.

The bill mandates the issuance of regulations by the Secretary of Commerce and the Attorney
General, in consultation with other federal agencies, to enforce these prohibitions and ensure

compliance.

Insummary, the bill represents a significant legislative effort todecouple U.S. Al capabilities from
China, particularly in areas that could enhance the PRC's military or surveillance capabilities. It
reflects growing concerns over the strategic competition between the U.S. and China in the realm
of advanced technologies and aims to safeguard U.S. technological superiority and national

security interests.

4.3.6  «Removing barriers to American leadership in artificial intelligence»

This executive order (Executive Order 14179), issued by the President, aims to reinforce the
United States' global leadership in artificial intelligence (AI) by removing barriers to innovation
and ensuring that Al development remains free from ideological bias or engineered social
agendas. The order reflects a policy shift to prioritize American dominance in Al, emphasizing

its role in promoting human flourishing, economic competitiveness, and national security.

The order underscores the U.S.'s historical leadership in Al innovation, driven by free markets,
research institutions, and entrepreneurship. It seeks to maintain this leadership by revoking
existing Al policies that hinder innovation and by promoting the development of unbiased Al

systems. ™.

The policy of the U.S. is to sustain and enhance its global AI dominance to benefit human
flourishing, economic competitiveness, and national security. The Order sets forth to develop an
Al Action Plan. Within 180 days, key White House advisors, including the Assistant to the
President for Science and Technology (APST), the Special Advisor for Al and Crypto, and the

Assistant to the President for National Security Affairs (APNSA), are tasked with developing and

185,321 -119th Congress (2025-2026): Decoupling America's Artificial Intelligence Capabilities from China
Act of 2025 | Congress.gov | Library of Congress
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submitting an action plan to achieve the policy goals outlined in the order. This plan will be

developed in coordination with other relevant agencies and advisors.

Simultaneously, it revokes previous Al policies, mandating an immediate review of all policies,
directives, regulations, and actions taken under the revoked Executive Order 14110 (Safe, Secure,
and Trustworthy Development and Use of Artificial Intelligence). Any actions inconsistent with
the new policy must be suspended, revised, or rescinded. Agencies are instructed to provide

exemptions where necessary until final actions can be taken.

This executive order best represents the significant shift in U.S. Al policy, prioritizing innovation
and global leadership over previous regulatory frameworks that may have been perceived as
overly restrictive. By revoking Executive Order 14110 for Safe, Secure, and Trustworthy
Development and Use of Artificial Intelligence’, the administration aims to create a more
permissive environment for Al development, free from constraints. The focus on removing
barriers to innovation aligns with broader goals of economic competitiveness and national
security, reflecting a strategic response to global technological competition, particularly with
China. To quote the sitting President “Itis the policy of the United States to sustain and enhance
America’s global dominance in order to promote human flourishing, economic competitiveness,

and national security”?.

However, the order's emphasis on eliminating "ideological bias" and "engineered social agendas"
raises questions about the potential deprioritization of ethical considerations in Al development,
which were central to the revoked Executive Order 14110. The long-term implications of this
policy shift on Al governance, ethical standards, and international collaboration remain to be

seen.

4.4 Technical Guidelines

Executive Orders, Regulations, national and international legislations are not the only Al related

regulatory initiatives to date. Maybe even more important, especially in the early stages of

9 Federal Register :: Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence
205,321 -119th Congress (2025-2026): Decoupling America's Artificial Intelligence Capabilities from China
Act of 2025 | Congress.gov | Library of Congress
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legislative regulation, technical standards and guidelines have been issued by esteemed

organizations to help Al developers and providers adhere to the Responsible Al pillars.

4.4.1 ISO/IEC 23894:2023 standard

The ISO/IEC 23894:2023 standard, titled Information Technology — Artificial Intelligence —
Guidance on Risk Management, provides a comprehensive framework for managing risks
associated with the development, deployment, and use of artificial intelligence (AI) systems. This
standard is particularly relevantto the discourse on Al safety and responsible Al as it emphasizes
the integration of risk management principles into Al-related activities to mitigate potential

harms and ensure ethical, transparent, and accountable Al practices?.

The standard builds on the foundational principles outlined in ISO 31000:2018, which emphasizes
an integrated, structured, and comprehensive approach to risk management. For Al systems,
these principles are adapted to address the unique challenges posed by Al such as transparency,

explainability, and increased risk possibilities.

A key principle is the inclusivity of stakeholders, which is critical for Al systems given their
potential far-reaching impacts. The standard highlights the importance of engaging diverse
stakeholders —including regulators, business owners, and end-users —to identify risks related to
data collection and processing, algorithmic bias, and fairness. This aligns with the broader ethical

imperative of ensuring that Al systems do not perpetuate or exacerbate societal inequalities.

The dynamic nature of Al systems is another focal point. Al systems, particularly those involving
machine learning, are inherently adaptive and continuously evolve, necessitating ongoing
monitoring and risk assessment. This is crucial for maintaining Al safety, as static risk
management frameworks may fail to capture emergent risks. It provides a framework for
integrating risk management into organizational activities, emphasizing the role of leadership
and commitment in fostering a culture of responsible AI. Top management is encouraged to
communicate policies on Al risk management to stakeholders, thereby building trust and

accountability.

21 [SO/IEC 23894:2023 - Al — Guidance on risk management
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The framework also underscores the need for specialized resources to manage Al risks, reflecting
the technical complexity of Al systems and the expertise required to address issues such as
algorithmic bias, data privacy, and security vulnerabilities. Moreover, it outlines a systematic
process for managing Al risks, including risk identification, assessment, treatment, and
monitoring. These processes aretailored to the Alcontext, with particularattention to thelifecydle

of Al systems—from design and development to deployment and decommissioning.

A notable aspect is the emphasis on transparency and explainability, which are critical for
ensuring that Al systems are understandable to stakeholders and can be audited for compliance
with ethical and legal standards. This is particularly important in high-stakes applications, such
as healthcare or criminal justice, where Al decisions can have profound societal impacts (Gillis,

Laux, Mittelstadt, 2021, p.7).

The standard highlights the importance of adhering to legal and regulatory requirements specific
to Al, as well as guidelines on the ethical use of Al issued by governments, standardization
bodies, and industry associations. This reflects the growing recognition of the need for a
harmonized approach to Al governance, balancing innovation with societal values. It also
addresses the contractual implications of Al systems, particularly those involving continuous
learning, which may affect an organization’s ability to meet contractual obligations. This
underscores the need for careful consideration of legal and ethical risks throughout the Al

lifecycle.

The ISO/IEC 23894:2023 standard standard advocates for a culture of continual improvement in
Al risk management, driven by ongoing learning and adaptation. This is particularly relevant in
the context of Al safety, as the rapid evolution of Al technologies necessitates proactive risk
management strategies that can respond to emerging threats and opportunities. It describes a
robust foundation for advancing Al safety and responsible Al by embedding risk management
principles into the design, development, and deployment of Al systems. By emphasizing
stakeholder inclusivity, transparency, and dynamic risk assessment, the standard addresses key
ethical and technical challenges associated with Al, such as bias, opacity, and adaptability and is
atlarge, echoing the AIA positionson Al safety. Furthermore, its focus onleadership commitment
and continual improvement aligns with the broader goal of fostering a culture of accountability

and trust in Al systems.
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4.4.2 The ISO/IEC 42001:2023 standard

The ISO/IEC 42001:2023 standard, titled Information Technology — Artificial Intelligence —
Management System, establishes a comprehensive framework for organizations to develop,
implement, and maintain an Artificial Intelligence (AI) Management System (AIMS). This
standard is particularly relevant to the discourse on Al safety and responsible Al, as it provides
a structured approach to managing the unique risks and ethical challenges associated with Al
systems?. By embedding principles of accountability, transparency, and risk management into
organizational processes, the standard aims to ensure that Al systems are developed and

deployed in a manner that prioritizes human well-being, equity, and safety.

It is designed for organizations of all sizes and sectors that develop, provide, or use Al systems.
It emphasizes the need for organizations to integrate AI management into their broader
operational and governance frameworks, ensuring that Al systems align with organizational
objectives and societal expectations. The standard is particularly focused on addressing the
unique challenges posed by Al such as automated decision-making, lack of transparency, and
continuous learning capabilities, which necessitate specialized management practices beyond

those used for traditional IT systems.

The standard underscores the importance of transparency, accountability, and ethical
considerations in Al development and deployment. It requires organizations to establish clear
policies and objectives for Al systems, ensuring that they are aligned with societal values and

legal requirements.

The standard provides a detailed framework for Al risk assessment and risk treatment, requiring
organizations to systematically identify, evaluate, and mitigate risks associated with Al systems.
This includes risks related to data quality, algorithmic bias, security vulnerabilities, and societal
impacts. A notable feature is the requirement for Al system impact assessments, which mandate
organizations to formally evaluate the potential impacts of Al systems on individuals, groups,
and society. This process is critical for ensuring that Al systems are designed and deployed in a

manner that minimizes harm and maximizes societal benefit.

Furthermore, it places a strong emphasis on leadership commitment to responsible Al practices.

Top management is required to demonstrate accountability by establishing clear Al policies,

22 ISO/IEC 42001:2023 - Al management systems
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allocating resources for Al risk management, and ensuring that Al systems are aligned with
organizational values and objectives. The standard also highlights the role of governing bodies in
overseeing Al systems, particularly in ensuring that Al-related risks are managed effectively and

that the organization complies with legal and ethical standards.

The standard also emphasizes the importance of documented information and performance
measurement, enabling organizations to track the effectiveness of their Al management systems
and demonstrate accountability to stakeholders. It is designed to be compatible with other
management system standards, such as those related to quality, safety, security, and privacy. This
facilitates the integration of Al management into existing organizational frameworks, ensuring a

holistic approach to risk management and governance.

To sum up, the ISO/IEC standards examined above represent a significant step forward in the
global effort to ensure that Al technologies are developed and deployed in a manner that
prioritizes safety, transparency, and ethical responsibility. By providing a structured framework
for Al risk management, the standards address key challenges such as algorithmic bias, data

quality, and societal impacts, which are critical for ensuring the responsible use of Al

The ISO/IEC standards provide a robust foundation for advancing Al safety and responsible Al
by embedding risk management and ethical principles into the design, development, and
deployment of Al systems. As Al continues to permeate various sectors, the principles and
processes outlined in these standards will be instrumental in guiding the responsible use of Al
and mitigating potential harms, thereby contributing to a safer Al environment. The ISO/IEC
standards establish a comprehensive framework for organizations to develop, implement, and
maintain an Artificial Intelligence (AI) Management System (AIMS). These standards are
particularly relevantto the discourse on Al safety and responsible Al as they providea structured
approach to managing the unique risks and ethical challenges associated with Al systems. By
embedding principles of accountability, transparency, and risk management into organizational
processes, the standards aim to ensure that Al systems are developed and deployed in a manner

that prioritizes human well-being, equity, and safety.
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4.4.3 Al RMF Playbook

The AIRMF Playbook is a comprehensive guide developed by the National Institute of Standards
and Technology (NIST) under the U.S. Department of Commerce. It provides a framework for
managing risks associated with Artificial Intelligence (AI) systems. The playbook is structured
around four core functions: Govern, Map, Measure, and Manage, which are designed to help

organizations identify, assess, and mitigate risks related to Al technologies.?.

The Playbook focuses on cultivating a culture of risk management within the organization. It
includes policies, processes, and procedures for managing Al risks. Covers legal and regulatory
requirements, trustworthy Al characteristics, risk tolerance, and documentation practices.
Emphasizes the importance of training, executive leadership accountability, and diversity in

decision-making teams.

It aims to recognize the context in which AI systems operate and identify related risks, to
understand the intended purpose of Al systems, potential beneficial uses, and context-specific
laws and norms. Like the ISO standards, it encourages interdisciplinary collaboration and
stakeholderengagement tomaprisks effectively. In Addition, it documents system requirements,

human-AI configurations, and potential impacts on individuals, communities, and society.

In order to achieveits goals, the Playbook focuses on assessing, analysing, and tracking identified
risks, by selecting appropriate metrics for measuring Al risks, evaluating system performance,
and ensuring the validity and reliability of Al systems. It emphasizes the importance of testing,
evaluation, validation, and verification (TEVV) processes, while encouraging regular monitoring
of Al systems in production to detect and respond to risks such as model drift or unexpected

behaviour.

To manage risks, it prioritizes and acts upon risks based on their projected impact. It determines
whether an Al system should proceed with development or deployment, prioritizing risk
treatment, and documenting residual risks and encourages the use of non-Al alternatives when
appropriate and ensures that resources are allocated effectively to manage high-priority risks.
When it comes to deployed Al systems it focuses on responding to incidents, and

decommissioning systems that no longer meet risk tolerance levels.

23 NIST Al RMF Playbook | NIST
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The playbook emphasizes the importance of documenting processes, risks, and outcomes to
ensure accountability and transparency. Each section of the playbook provides actionable steps
for organizations to implement the framework effectively. To this end, it includes references to
external resources, frameworks, and best practices to support organizations in their Al risk
management efforts. It is designed to be flexible and can be applied across various industries and
sectors. high-stakes environments, such as healthcare, finance, transportation, and security. It
emphasizes the importance of integrating trustworthy Al characteristics into organizational

policies and practices.

In Conclusion, the AI RMF Playbook serves as a practical guide for organizations to manage Al
risks effectively. By following the framework outlined in the playbook, organizations can ensure
that their Al systems are trustworthy, transparent, and aligned with societal values and legal
requirements. One of the frontrunners in AI RnD, Microsoft has publicly stated that follows the
playbook (Microsoft 2023, P.11).

5. STATUS QUO AND REGULATORY IMPACT ASSESSMENT

Between voting into effect extensive Regulations, issuing grandeur Executive Orders and putting
together lengthy Handbooks and Standards, it would seem like we are ahead of the problem of
Al regulation. It is one thing to draft regulatory provisions for frontier technologies and another
thing to have them be successful. One could argue that it is too early to judge the effectiveness of
the aforementioned legal documents and their technical counterparts. Admittedly, the AIA
entered into force less than a year ago, on August 1%, 2024, while most of the US legislative
initiatives are still at a nascent stage, discontinued or not even voted into existence yet. Or has

their time of evaluation already passed?

5.1 American - Chinese Arms race

Numerous observers havepointed out that there is an ongoing "Al arms race" between the United
States and China, framing it as a pivotal competition that could shape the 21st century (Meacher,
2023). Both nations are pursuing strategies to dominate AI development. The sense of urgency is
increasing, as Al is seen as a transformative technology with the potential to redefine economic,

military, and scientific power.
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Most would say that the U.S., with the early development of ChatGPT, had taken an early lead in
developing large language models (LLMs), driven by venture capital and private sector
innovation. Traditionally, the U.S. excels in frontier technologies, driven by a culture of
innovation, access to global talent, and a competitive private sector. Major tech companies like
Microsoft, Alphabet, Amazon, and Apple have absorbed or heavily invested in smaller Al
startups, creating a robust ecosystem. Amazon has repeatedly invested billions into Anthropic,
the startup company behind Claude AI*, with competitors following suit. Meta has bought a
couple of Al and data startups, aiming at even more acquisitions® % . But even the startups that

are seemingly operating autonomously rely heavily on the infrastructure of Big Tech.

Aiding its free market, the U.S. government has imposed export restrictions on advanced
semiconductors, in an attempt to limit China's access to cutting-edge computing power?.
However, it is evident that U.S. regulatory efforts lag behind the rapid pace of Al innovation,
leaving much of the development to the private sector. As previously discussed, Al regulation in
the United States of America is fragmented, inconclusive and lately oriented towards enhancing
Al development to establishitsinternational domination on this technological frontier rather than

regulating it and guiding it responsibly.

China’s Al strategy on the other hand is state driven, with a focus on national security, economic
competitiveness, and societal management. The government heavily subsidizes Al research,
semiconductor development, and computing power, while also imposing strict ideological

controls on Al systems.

China leads in Al journal publications, patents, and the production of top Al researchers
(Hart,2024)*. China has an edge in applying Al to industrial processes, scientific research, and
manufacturing, leveraging its vast talent pool and government support. Western insiders
however, considered that its restrictive policies on data access and ideological compliance hinder
generative Al progress. Despite these challenges, Chinese companies like Baidu and Alibaba are

gaining commercial traction with their AI models.

24 Amazon Invests $4 Billion In Anthropic: A Paradigm Shift In Al

25 Meta In Talks to Buy Korean Al Chip Startup Founded By Samsung Engineer

26 Microsoft pays Inflection $650 mill in licensing deal while poaching top talents, source says | Reuters
27 Microsoft partners with Mistral in second Al deal beyond OpenAl | The Verge

28 US imposes export controls on chips for Al to counter China

2 China Leads Global Generative Al Patent Race, UN Report Says — The U.S. Comes A Distant, Distant
Second
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Lately, DeepSeek, a Chinese startup, caused waves internationally when it launched its
DeepSeek-R1 model in January 2025%. Its performance was on par with the latest model from
OpenAl and it shocked the tech market when it was revealed that the cost of development was
just a fraction of that of its American counterparts®. Developments like DeepSeek’s success have
put to sleep false beliefs that China’s state-driven model, while effective in mobilizing resources
and achieving hard metrics like patents and publications, faces significant challenges due to its
restrictive policies on data and ideological compliance. These constraints were supposed to limit
China’s ability to compete in generative Al, where openness and creativity are paramount.
China’s focus on industrial and scientific applications of Al has positioned the superpower as a
potential leader in fields like robotics, healthcare, advanced manufacturing and now generative

AL

The reaction to DeepSeek’s success from the markets and its competitors was immediate. As it
required far less computational power to be trained, it resulted in a 17% drop for NVIDIA’s stock
price, wiping out 589 billion USD of market value, as it challenged the notion that AI requires
extraordinary computational power to be developed3. Perhaps even more interesting and
supportive of the narrative suggesting that an arms race is under way, are the remarks voiced by

OpenAl towards the US Office of Science and Technology Policy®.

The document issued by OpenAl is highly ideologically charged, something unexpected for a
document published by a tech company. It mentions that PRC and namely the Chinese
Communist Party, wishes to build «autocratic, authoritarian Al». OpenAl supports that «there is
significant risk in building on top of DeepSeek models in critical infrastructure and other high-
risk use cases given the potential that DeepSeek could be compelled by the CCP to manipulate
its models to cause harm. And because DeepSeek is simultaneously state-subsidized, state-
controlled, and freely available, the cost to its users is their privacy and security, as DeepSeek
faces requirements under Chinese law to comply with demands for user data and uses it to train
more capable systems for the CCP’s use. Their models also more willingly generate how-to’s for
illicit and harmful activities such as identity fraud and intellectual property theft, a reflection of

how the CCP views violations of American IP rights as a feature, not a flaw. ». To combat this

%0 DeepSeek-R1 Release | DeepSeek APl Docs

31 DeepSeek: The Chinese Al Startup Reshaping the U.S. Tech Industry

32 Nvidia Loses $589 Billion as DeepSeek Batters Stock: Evening Briefing Americas - Bloomberg
33 OpenAl’s proposals for the U.S. Al Action Plan | OpenAl
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national security threat OpenAl calls for «voluntary partnership between the federal government
and the private sector», deregulation, as Al regulations will slow down innovation, export

controls to «restrict the flow of Al technologies to PRC»

The AI arms race between the U.S. and China represents a critical juncture in global technological
and geopolitical competition. As previously discussed, the latest regulatory signs from the US
aren’t the most assuring. The present administration seems more focused on making sure that
China doesn’t outperform the American companies rather than making sure that the systems
developed are safe. As stated by Yoshua Bengio, computer scientist, and a pioneer of artificial
neural networks and deep learning, «the effortis going into who's going to win the race, rather
than how do we make sure we are not going to build something that blows up in our face»3. The
common outcome of every arms race is corner-cutting when it comes to ethics and safety. And
although effective regulatory frameworks to prevent catastrophic outcomes would be
advantageous for both the USA and PRC, the singular focus on «getting there» and not on how

to responsibly get there, leads to a complete dismissal of the efforts to create such frameworks.

5.2 Where is Europe at?

Europe's leadership in consumer protection, particularly through the General Data Protection
Regulation (GDPR), has set a global benchmark for data privacy. Lately, the AIA has tried to
emulate these previous achievements on the AI regulatory front (Pham, Davies, 2024, p.12).
However, the region's well-intentioned regulations are increasingly seen as a double-edged
sword, creating uncertainty and stifling innovation in the Al sector. This regulatory environment
has led to delays in AI product launches, with companies wary of potential penalties and fines.
The resulting hesitation from businesses has created a vicious cycle, where cautious regulators
and hesitant companies leave European consumers and businesses at a disadvantage. Some
experts have even suggested that companies may also be making a political statement about

overregulation, further complicating the landscape.

Despite regulatory barriers, the EU’s single market is simply too large to ignore with European

consumers demonstrating strong demand for AI tools. Experts agree that clarity and

34 https://news.sky.com/story/ai-arms-race-risks-amplifying-the-existential-dangers-of-superintelligence-
13303309
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collaboration are essential. Regulators must provide clearer guidelines to reduce legal
uncertainty, while companies must engage proactively to shape policies that balance innovation
with protection. The EU Al Act, if implemented wisely, could seta global standard for responsible

Al However, if it becomes overly restrictive, it risks deepening Europe’s technological lag.

Indicative of the EU’s position, stuck in between innovation and regulation are the remarks made
by Sam Altman, Open Al's CEO and widely considered among the most important people in Al
development. Altman, as part of a panel discussion held on the Technische Universitat Berlin®,
expressed his belief that most Europeans wish to see Al developed and deployed within Europe
to revitalize economic growth and advance scientific progress. He conveyed OpenAl’s aspiration
to establish a European counterpart to the Stargate project ("Stargate Europe"), emphasizing the
necessity of support for such an initiative, which would be governed and operated within the

European framework.

He underscored the importance of ensuring that OpenAl’s products become readily available in
Europe, just as they are in other parts of the world. He affirmed his view that a strong Europe is
crucial for global stability and expressed confidence that Europeans would excel in leveraging Al
technology. Commenting on the AIA, Altman stated that OpenAl would comply with European
legislation and respect the will of the European public. He acknowledged that Europeans would

determine the regulatory framework, and OpenAlwould operate within those established rules.

Furthermore, he advocated for European access to cutting-edge Al technologies, arguing that a
lack of access would confer no strategic advantage. He maintained that the only way to shape
technological development is through direct engagement —by working with the technology,
understanding it, and innovating within it. While not opposing regulation in principle, he
cautioned against excessive restrictions, particularly at this early stage of AI’s evolution. Altman
also raised concerns about whether Europe’s top Al talent would focus primarily on regulatory

compliance or on seizing opportunities and solving complex problems.

Overall, Altman remains optimistic about Al’s potential in Europe and supports close
collaboration. While he affirms his commitment to regulatory compliance, he subtly signals a
preference for a regulatory environment that fosters innovation rather than stifling it, ensuring

that Europe fully capitalizes on Al’s transformative potential.

35 https://www.youtube.com/watch?v=Mcu0O70sgzqo
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Given Europe’s position, the Al summit held in Paris, France, on February 2025, acts as a
precursor of what’s to come for the continent's Al development efforts®*. Among the speakers at
the summit, the one with the most authority to speaks of EU’s future was the President of the

European Commission Ursula von der Leyen.

President von der Leyen emphasized Europe's aspiration to establish itself as a leading continent
in the field of Artificial Intelligence (Al), integrating Al into every facet of daily life. She
underscored the manifold benefits that Al can offer to Europe, including enhancing
competitiveness, safeguarding security, strengthening public health, and facilitating access to

knowledge.

Refuting the claim that Europe has lagged behind in the global Al race, she asserted that the race
has only just begun, and that global leadership remains attainable. The European approach, she
highlighted, focuses on embedding Al within specific industrial applications and leveraging it
for productivity and human-centric advancements. President von der Leyen delineated the key
characteristics of European Al. She claimed that the focus is on complex applications, prioritizing
the adoption of Al in sophisticated use cases, capitalizing on Europe's unique industrial and
manufacturing data, as well as its technical expertise, via assembling talent from various nations
and sectors, building upon the tradition of European scientific cooperation and advocating for

open-source Al as a mechanism for accelerating technological dissemination.

To further the development of European Al, she announced targeted measures aimed at startups
and researchers, granting them access to European supercomputers for the development and
testing of their models. Additionally, she unveiled the establishment of 12 "AlI factories" with a
public investment of €10 billion —described as the largest public investment in AI globally —with
the aim of attracting significantly greater private investment and ensuring computational
accessibility for all enterprises. Concurrently, she introduced the concept of "Al Giga-factories,"

large-scale data and computing infrastructures inspired by the success of CERN.

Emphasizing the necessity of cooperation and trust in Al, as well as its safety, she announced the
introduction of the "AI Act," which will establish a unified framework of security regulations

applicable across all EU Member States while simultaneously reducing bureaucratic obstacles.

36 https://www.youtube.com/watch?v=wxLnHa-7gls
45


https://www.bing.com/search?FORM=SNAPST&q=Ursula+von+der+Leyen&filters=sid:%228924a679-038b-4d30-ed1b-a410f8866d9d%22

Addressing the financial demands of Al innovation, she welcomed the "European AIChampions"
initiative, which entails commitments amounting to €50 billion, and introduced the "Invest AI"
initiative, allocating an additional €50 billion. These efforts aim to mobilize a total investment of
€200 billion in European Al, with a particular emphasis on industrial applications, thereby
constituting the largest public-private partnership for the development of trustworthy AL
Furthermore, she reaffirmed support for the "Al Foundation" and articulated a vision for Al as a

force for the common good, ensuring that its benefits remain universally accessible.

Of equal interest was the address of Finland’s Prime Minister, a European country traditionally
considered to be at the forefront of technological innovation in the continent. Following the
summit, France’s President Emmanuel Macron declared that a 109 billion euros investment will
be made to help Al development on an EU level®”. While this might sound like a lot of money, it
is just a fragment of what the US’s private and public sector are willing to raise for Al research
and development. Apple has recently committed 500 billion US dollars to Al research, while
President Donald Trump has announced the Stargate Initiative, a $500 billion private sector deal

to expand U.S. artificial intelligence infrastructure®.

President von der Leyen seems to signal for a new age of Artificial Intelligence research and
development in Europe, sounding hopeful that the Union isn’t forever behind the already
substantially advanced USA and PRC. The recent success of DeepSeek proves that Al success is
feasible without the mammoth investments that take place in the US. However, as previously
discussed, one of the main driving forces in the US is the high-tech ecosystem created by the big
tech companies which, being in an internal competition with each other, in addition to the
international competition they now face, will most likely be more than unwilling to defer their

infrastructure into European Al projects, given the added restrictions of AIA.

Finally, European endeavourswillhave to be carried out strictly within the regulatory framework
set by Al Act. The concerns about the Regulation’s applicability should be taken seriously. The
Regulation might nobly require extensive technical documentation, transparency of Al systems
and automatic record keeping, but it is yet to be proven that such requirements can be technically

met. Otherwise, they might simply end up putting undue burden on the European Al programs.

37 Macron signals investments of 109 billion euros in French Al by private sector | Reuters
38 Stargate: Trump announces a $500 billion Al infrastructure investment in the US | CNN Business
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5.3 Those who innovate don’t regulate and those who regulate don’t innovate

It is evident that the EU has put forth the most comprehensive Alregulation to date by putting
into force the Al Act, but is currently miles behind the main Al playersin the USA and PRC. While
the latter have no to little Al regulatory provisions in effect. USA’s acting administration is more
focused to using the executive branch of the government toenable AI RnD without much concern
about trying to uphold any of the values that regulators hold so dear, echoing Silicon Valley’s
famous attitude of move fast and break things, solely focused on dominating its international

competition, namely China.

This arms race raises important questions about the future of AI governance and the need for
international cooperation. The development of global Al safety frameworks is essential to
mitigate risks such as the misuse of Al technologies. Both the U.S. and China have a vested
interest in ensuring that Al advancements benefit humanity as a whole, rather than exacerbating
geopolitical tensions. Collaboration on global Al safety and governance could provide a pathway
for mutual benefit, ensuring that Al remains a force for progress rather than a source of conflict.
The choices made today will shape the trajectory of Al development and its impact on society for

decades to come.
5.4 International Cooperation

Al governance frameworks must be designed to ensure interoperability across different
jurisdictions, rooted in universally recognized principles such as those outlined in the Universal
Declaration of Human Rights. To achieve this, existing international institutions like the ITU
should be utilized to strengthen the alignment of regulatory measures globally (UN, 2023, p.16).
Furthermore, the establishment of a centralized body could facilitate the harmonization of
policies, foster shared understandings, highlight best practices, assist in implementation, and

encourage peer-to-peer learning among stakeholders (UN, 2023, p.13).

A Global AI Governance Framework should be developed to provide a cohesive structure for
policymaking and implementation, addressing potential disparities in AI governance between
public and private sectors, regions, and nations. This framework would also clarify the
foundational principles and norms guiding the operations of various organizations. Special

emphasis should be placed on capacity-building initiatives for both private and public sectors,
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alongside efforts to disseminate knowledge and raise awareness on a global scale. Best practices,
such as conducting human rights impact assessments for Al systems, should be promoted
through this framework, potentially requiring an international agreement to ensure widespread

adoption and compliance (UN, 2023, p.14).

Such proposals underscore the necessity of a harmonized approach to Al governance, which is
critical in an era where technological advancements often outpace regulatory frameworks. By
anchoring governance arrangements in established international norms like the Universal
Declaration of Human Rights, the framework ensures thatethical and legal considerations remain
at the forefront of Al development and deployment. Leveraging existing UN bodies such as
UNESCO and the ITU is a pragmatic approach, as these organizations already possess the

institutional infrastructure and expertise to facilitate cross-jurisdictional cooperation.

The creation of a global body to coordinate Al governance efforts is a forward -thinking
recommendation. Such a body could serve as a central hub for policy harmonization, knowledge-
sharing, and capacity-building, addressing the current fragmentation in AI governance. The
emphasis on capacity-building is particularly noteworthy, as it acknowledges the disparitiesin
technological and regulatory expertisebetween developed and developing nations. Ensuring that
all countries have the tools and knowledge to participate in AI governance is essential for

achieving equitable outcomes.

However, the success of such measures will depend on the willingness of states and private
entities to adopt and enforce these practices. The call for an international agreement to underpin
the Global AI Governance Framework is both ambitious and necessary. While achieving
consensus on such an agreement may be challenging, it is a critical step toward ensuring that Al

governance is not only interoperable but also universally respected and implemented.

G7 members have too emphasized the necessity of establishing robust regulatory frameworks
and ensuring interoperability across jurisdictions to govern Al effectively (OECD, 2023, p.23).
One member highlighted the importance of building on existing frameworks, such as the OECD
Al Principles, which call for international norms, standards, and assessment processes. This
member advocated for global alignment and collaboration, particularly including developing

countries to ensure inclusivity.
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Another member underscored the critical role of international governance, including the creation
of common governance frameworks and international standards for the reliability of generative
Al (e.g., quality control). They emphasized the need for international institutions to enable rapid,
coordinated responses to emerging and unknown threats. This member drew parallels to other
areas of global governance, such as climate change and international trade, where codified and

institutionalized cooperation has proven beneficial (OECD, 2023, p.23).

A different G7 member stressed the importance of developing precise and detailed principles to
facilitate their implementation within G7 countries. They suggested that these principles could
be operationalized through general agreements with generative Al system providers or, if

necessary, through binding legislation to ensure compliance (OECD, 2023, p.23).

Other members highlighted the need for greater interoperability of regulatory frameworks across
jurisdictions, as well as the development of common guidelines to promote responsible Al

development and use.

The responses from G7 members reflect a growing recognition of the complexities and global
nature of Al governance. The call for international alignment and collaboration, particularly with
developing countries, is a crucial step toward ensuring that Al governance is inclusive and
equitable. Building on existing frameworks like the OECD AI Principles provides a solid
foundation, as these principles are already widely recognized and incorporate key ethical and

technical considerations.

The emphasis on international governance and the establishment of common frameworks for
generative Al reliability is particularly timely, given the rapid advancements in this field. The
comparison to other global governance areas, such as climate change and trade, is apt, as these
domains demonstrate, however, certain deficiencies of institutionalized cooperation in
addressing transnational challenges. Couple that with the dynamic and evolving nature of Al
technology presenting unique challenges, necessitating flexible yet robust governance
mechanisms and we have a clear outline of the challenges we need to face in order to successfully

implement such a global framework.

The suggestion to implement principles through general agreements with Al providers or
binding legislation is a pragmatic approach. While voluntary agreements may foster

collaboration and innovation, binding legislation may be necessary to ensure accountability and
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compliance, particularly in high-stakes applications of Al. This dual-pronged approach allows

for adaptability while maintaining a baseline of enforceable standards.

The focus on interoperability of regulatory frameworks is essential to avoid fragmentation and
ensure that Al systems can operate seamlessly across borders. Common guidelines for
responsible AI development and use are equally important, as they provide a shared

understanding of ethical and technical standards, reducing the risk of misuse or harm.

The G7 members' perspectives and UN positions highlight the need for a coordinated, inclusive,
and adaptable approach to Al governance. By leveraging existing frameworks, fostering
international collaboration, and ensuring interoperability, the global community can address the
challenges posed by Al while maximizing its benefits. However, achieving this will require
sustained political will, technical expertise, and a commitment to balancing innovation with
ethical and legal safeguards, all of which are not guaranteed when it comes to Artificial

Intelligence.

6. CONCLUDING THOUGHTS. CAN WE REGULATE OUR WAY TO
RESPONSIBLE AI?

There is one inescapable truth. Artificial intelligence is a part of our lives and it is here to stay.
Everyone is in awe of its possibilities. Many consider it to be the solution to all our problems. The
invention to end all inventions. Others worry it will spell humanity’s inevitable doom. Sam
Altman himself has said that «I think, Al will probably, most likely sort of lead to the end of the
world» and he is not the only one to characterize Al as an existential threat to humanity. The

variety of outcomes is, to say the least, extreme.

In the face of such great stakes, many have tried to determine how to avoid the abyss and lead
humanity to Edeninstead. Among experts internationally, a consensus seems to have formed that
in order to prevent a catastrophe, we not only need to create Al systems but make sure that we
design them as responsible Al systems. To achieve this, the Al systems we create need to be
transparent, accountable, fair and unbiased, respect privacy, robust, secure and under some

degree of human control.

A couple of steps have been made towards incorporating those principles in Al research and

development. Most notably, the European Union put into force Regulation (EU) 2024/1689 of the
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European Parliament and of the Council of 13 June 2024, commonly referred to as «The Artificial
Intelligence Act (AIA). This Regulation as outlined above, performs a trichotomy of Al systems
based on the risk their operation would pose, banning the ones that pose unacceptable risk,
imposing detailed and extended requirements for the systems that are deemed high-risk and less

strict measures to the systems that present low or minimal risks.

However, as we saw, the EUisnowhere to befound yetwhen it comes to Al systems development
globally. Just in the beginning of 2025, EU officials and leaders of prominent member states
announced funding for serious Al research hoping to catch up to the other superpowers who
have already made leaps in the field. Therefore, while the EU might have presented a
comprehensive Regulation aiming at safeguarding the creation of responsible Al systems, the
footprint of the Regulation is minimal as most of the Al developments take place outside the
Union. Of course, the Regulation applies to Al systems that, while developed outside the Union,
are put into service within it. This stipulation too hasn’t seemed to affect at all the way US and
Chinese companies develop their systems as they are just not that concerned with introducing

them to the EU market, preferring to restrict certain features to non-EU based users.

On the other hand, the Al innovators are for the time being the United States of America and the
People’s Republic of China. US and China based companies such as OpenAl, Anthropic
DeepSeek, Alphabet Inc. and xAl lead the way, seemingly introducing new and updated Al
systems every week. Not only are these companies heavily incentivised to not only outperform
their competitorsbut to do sofaster than the restof the field, securing immense economicbenefits,
but so are the countries. Both the White House and Beijing have announced Al research and
development programs, providing funding and further incentives, hoping to be the ones to
achieve the next significant breakthrough and thus cementing themselves as the leading force in

Al systems, securing substantial strategic advantages.

This predisposition reflects in the regulatory decisions made. The current US administration has
sidelined most of the previously proposed bills and executive orders, aiming to emulate the EU’s
path towards responsible Al systems, and has instead favoured administrative and legislative
actions aiming to enable US-based companies to move faster and with fewer obstacles in their
way to the next big Al — related breakthrough, while trying to stifle their Chinese counterparts.
The little meaningful legislation that exists in the US is at mere state level, not able to influence

federal policy making. Furthermore, the technical guidelines, aligned with the generally accepted
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principles for Responsible Al, are not binding and enforceable upon corporations to be able to

play a decisive role, unless they are voluntarily implemented.

It is becoming all the more evident that an arms race is developing between the USA and China,
regarding Al systems. Such a dynamic would mean that companies are paying less attention to
the ethics and the safety surrounding their Al programs, focusing solely on their effectiveness.
Couple that with the deregulation trend adopted by the USadministration and the conditions are
ripe for a misstep with far-reaching effects. Such ramifications will most likely exceed national

borders.

Subsequently, the problem at hand emerges as a global one and only a global solution can be
effective. The efforts to establish Responsible Al principles need to be cooperative and
coordinated at aninternationallevel, much like the measures to preventan ecological catastrophe
need to be horizontally adopted and enforced and not by just a couple of eco-friendly countries.
A coordinated international governance framework rises as the one effective option to combat
the status quo in Al development. By enforcing the same setof rules to every Al system developer,
we can minimize the risk of unwanted outcomes materializing, as the arms race dynamic would

be alleviated, or at least take place in a regulated environment.

However, as previously stated, such a resolution will require, first and foremost, sustained
political will. Not by just one administration, as the EU has shown, but by all the main geopolitical
players. And this political will, must converge, from opposing starting points of self-interest, to a
commitment of balancing innovation with ethical and legal safeguards. Such political will doesn’t

seem to be available at the moment of the writing of this thesis.

Moreover, even if the agreement was reached to horizontally and internationally regulate the
development of artificial intelligence systems, the technical aspect is still not clear. The AIA could
be used as a building block for an international regulation, but its applicability is still to be
proved. The pillars of responsible Al such as transparency and human oversight, might not be
technically attainable given the dynamic and intricate nature of Al systems. And even if they are
achievable at the current state of Al systems, we cannot be certain that they will be moving

forward.

The subject of this thesis has been Responsible Al Its paramount importance is undermined by

the grave dangers posed by the development and application of Al systems. To avoid these risks,
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a set of principles has emerged as the answer. Transparency, safety, robustness and human
oversight arejust a few among them. Attempts to enforce thisset of principles have been made,
most notably by the EU and the adoption of the AI Act. However, the current state of Al
development, a field dominated by the US and the PRC, two powers seemingly competing to
reach Al dominance. This climate greatly undermines the safety discourse and any international
agreements that could be made regarding Responsible Al. Coupling the international political
climate with the yet unanswered questions regarding the actual technical attainability of
Responsible Al leaves us with little to comfort ourselves with about what the future holds.

Responsible AI might just turn out to be the ultimate regulatory wishful thinking.
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