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Abstract

Auctions are especially useful in cases where there are no organized and
standardized markets. They have a great application in commerce but also in
finance. The usual way of conducting them involves an intermediary who must be
fully trusted by all participants. The involvement of a third party in the auction
process creates inefficiency for the other participants with high costs and often a
lack of transparency and flexibility. For these reasons, we are considering the use of
blockchain technology and its fundamental features in the auction process. After
analyzing the technology and the existing relevant literature, we came to the
conclusion that a properly designed blockchain can cover many of the existing
problems of centralized auctions. In addition, we present a Double Auction (DA)
implemented in a blockchain network, while in our effort to go one step further, we
propose, based on the foundations we had laid earlier, a complex combinatorial
auction (CA) for which we designed our own Generalized Algorithm (GCAS) to solve
the problem of item allocation (General Combinatorial Auction Solver).

Keywords: #Auctions #Blockchain #Combinatorial Auctions #Double Auctions
#GCAS
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Introduction

In the last decade the internet and its multiple uses have grown rapidly. Many
processes that used to be done in traditional ways (offline) are now being
modernized and transformed to digital form from which the whole society benefits.
One of the most emerging technologies that promises to be influential on any kind
of industry is the blockchain technology. Blockchain technology applies not only to
IT but also finance, law, medicine, governance and more.

In chart 1 we can see the blockchain adaptation and its stages chronologically.
From the same chart we can, also, observe that from 2018 we have real applications
in the world while nowadays we have reached the point where we can create
production ready projects based on blockchain. It is predicted that in 2025 the
technology will have fully matured and stabilized. [13]

The interest attracted by research on blockchain technology is extremely
important and this is recognized by the European grants which reached 340 million
euros in 2020. At the same time, investments in tech start-ups reach 4.4 billion euros
for USA (33%), 2.9 billion euros for Europe (22%), followed by China with 2.8 billion
euros (21%) (data: europa.eu).

In this dissertation we will try to examine the application of blockchain
technology in auctions which is one of the most popular aspects of financial markets
and commerce. Most of today's auctions, whether digital or not, have one thing in
common and that is that they are centralized and dependent on a third party. The
system suffers from problems such as trust issues in the intermediary organization,
increased costs due to high fees, inefficiency and lack of flexibility which we will
inspect and see if it is possible that the replacement of the intermediary by the
blockchain can provide a solution.

In the present dissertation, in the first part, we begin with the study of auction
theory in order to formulate the basic ideas and problems around auctions. Then in
the second part, the blockchain technology is presented without extensive technical
analysis. The third section provides a literature overview of the application of
blockchain in auctions, while the fourth section presents a DA model on blockchain.
Based on this, a new combinatorial auction is proposed applied to the blockchain
and at the same time our generalized code (GCAS) is presented, which gives a
solution to the WDP of such auctions. In the end we report the conclusions that
emerged from the overall study of this work.




Chart 1:Progress Towards Adaption and Maturity, data:[4]
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Auction Theory

Being in an environment where it is hard to evaluate the buying price of an item-
service is where auctions show their true value. Auctions can help us in answering
questions like how much an old authentic painting or a television frequency costs.
As Asuncion Mochoén and Yago Saez wrote in their book “Understanding Auctions,

2015
“We can define auctions as the market mechanism, operating under specific rules,

that determines to whom one or more items will be awarded and at what price.”
They are comprised of the sellers, the bidders and the auctioneer, who handles the

procedure for a fee.

Before we proceed to analyze the bidders, it stands to reason that we should
firstly refer to following quantities: value, selling price and bid. With the term value
(v;) we refer to the highest price that the i bidder would pay in order to obtain the
item or service in question. Bid (b;) is called the offer that the bidder places for the
item or service in question whereas selling price (p;) is the actual price that the
successful player has to pay in order to acquire the item or service.




Consequently, there are three types of bids:
1) Underbidding, where b; < v;

2) Overbidding, where b; > v;

3) Sincere Bidding, where b; = v;

The highest bid that a bidder (b;) will place is, also, the winning bid. Therefore,
at this point the uncertainty from the seller’s point of view is noted, caused by the
lack of information about the bidders’ personal valuations. Therefore, the selling
price is a result of the auction.

In auction theory, three categories of bidders are recognized.

1) Private value: The personal valuation of each bidder is not affected by the
personal valuations of the other bidders. An extreme category in which we
assume that there is no secondary market (no resale).

2) Interdependent value: In case there is a secondary market, the information
coming from other bidders’ valuations will change the value v; of the i bidder.
3) Common Value: An extreme case of interdependent value. Before the auction
everyone has their personal valuation and after the end of the process everyone
has the same (usually because after the sale there is an announcement of
important information).

[t is important to note the difference between the income of the bidder and the
surplus of the bidder. After the bidder wins the auction by submitting the largest bid
his income is equivalent to his valuation.

Income; = v;, (D
The difference between Income and expenditure (seller price) is the Surplus.
Surplus; = Income; — P* (2)

In case the bidder has not won, the income but also the surplus is zero. We should
also note that the revenue of the seller in an auction is equivalent to the price
payable by the winning bidder.

Revenue = P* (3)

The biggest challenge that bidders face is determining the bid they have to
register. Itis easy to notice that in case a bidder registers a higher bid automatically
the chance of winning rises but at the same time reduces the profit margin from the
process. On the contrary, if the bidder enters a lower bid this will reduce the chance
of acquiring the item through the auction, while at the same time increasing the
potential profit it may have from the process. The probability of winning the
auctioned item is inversely proportional to the potential profit and for this reason
the players have to make the appropriate decisions according to their risk profile.
For example, a risk averse player would prefer to enter a higher bid in order to




reduce the risk of losing the item which will of course cost him the expected profit,
instead a risk lover player has a different approach as he would prefer a lower bid
in which would increase his profit margin at the price of reducing the chances of
winning the item. Somewhere between these cases would act a risk neutral player
who would try to calculate the bid that would maximize his expected return.

Auctions can be divided into two major categories: single unit auctions and

multiple units” auctions. At this point we will deal with standard single unit auctions.

It is important in terms of design to dwell on the parameters with which the
auctioneer will set the rules for the auction. The first parameter is the phases that
the auction will have. The two most known are:

Dynamic auctions: in this category bidders are allowed to make multiple bids
either in discrete rounds or in a continuous bidding process.

Single round auctions: the bidders have only one attempt to submit the best
possible bid in order to win the auction (sealed - bid auction).

The main advantage of Dynamic Auctions is the transmission based on the
information from the valuations of the other bidders as a result of which we have
the reduction of the uncertainty as well as the effect of the winner's curse™. On the
contrary, the process’ prolongation increases the cost of the auction and makes it
more complicated while at the same time it does not favor the weak bidders who
have lower valuations. On the other hand, in single round auctions the process is
fast, simple and not so expensive with the negative point of the reduced seller
revenue that may arise due to the threat of winner's curse.

The second specification to be considered by the auctioneer is the price rule, i.e.,
how the price to be paid by the winning bidder will be determined. The two main
categories (while there are others) are the following:

First price is the rule that when applied, the winner pays the full amount of
his bid.

P*=b; 4)
Second price is the rule that when applied, the winner pays the amount equal
to the second-best bid.

P*=b" (5)

l

*3Winner's Curse: Itis the case in which the winner of the item has overrated the item that he won and
asaresultno one else canfollowhis bid. The larger the difference from the other bids the more likely the
effect.
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The first price rule, although a simple procedure, creates the problem of
inefficient allocation of items. This is because an offer equivalent to the valuation
results in zero profit, so bidders will resort to bid below the personal valuation.
Additional enhancement of the winner's curse effect results from this rule. These
two problems faced by the bidders are mitigated with the rule of second price, as
now bidders can make an offer equivalent to their valuation since by paying the
second-best price there will be a profit margin.

Using the parameters, we analyzed previously we can form the four basic models in
the category of single unit auctions.

Ascending-Bid Auction

“In ascending-bid auctions, also called English auctions, the seller sets an initial
price which is quite low and gradually increases until there is only one bidder left. It
is important in English auctions that the winner pays based on the second price rule
plus the bid increment. There are several ways to conductan ascending bid auction.”

Bidders increase the price: In this example the same bidders register their bids
in different rounds increasing their bids each time and the auction ends when a
bidder secures an offer that no one else can cover. Classic auction model for
works of art and antiques, but also with applications in electronic auctions.

The auctioneer raises the price: The auctioneer raises the price from round to
round and the bidders decide whether to bid.

Price increases continuously: The price increases automatically (with a steady

increase) and the bidder decides whether he stops or not participating.

Let's study an ascending-bid auction case through an application. In this
example (table 1) an item is auctioned by a seller to three interested bidders (b4, by,
b3) who have formed their personal valuation for the item (14 =100,V, =
200,V; = 400). Assume that they will bid sincerely (b; = v;) and will stop biding
when the value of the round is greater than their valuation. The seller starts the
auction at t = 0 with price Py = 100€ and continues to increase the price by 100€
each round. Bidders compare the price of each round with their personal valuation
and if the price is less or equal with their personal rating then they continue
participating in the auction. As can be seen from the table 1 in round t = 2 the price
is € 300 and players 1 and 2 stop participating in the auction because V; <V, < 300,
while player 3 continues as V3 > 300. The process is completed with player 3 as the
winner with,

winning bid: 200 + 100 = 300€

profit: 500 — 300 = 200€ and

sellers Revenue: 300€

11



Table 1: Ascending-Bid Auction

Price P, by by, b,
: 100 200 500
Valuation
Round(t)
t=0 100 100 100 100
t=1 200 0 200 200
t=2
300 0 0 300

The English auctions are a dynamic and simple process, easily understood by all
which at the same time reduces the effect of the winner's curse as it applies elements
from the second price rule.

Descending-Bid Auction

In case of descending-bid auctions or the so-called Dutch auctions, the process
starts with a high price while it continues declining. The first bidder to accept a price
is the auction winner. In this kind of auctions, the winner pays based on the first
price rule, an amount equal to the price accepted. By extension of that, Dutch
auctions maximize the winner’s curse effect but also maximize the seller’s revenue.

Having the information from the previous example we can study a
corresponding case where 1 item is auctioned by a seller to three interested bidders.
The seller starts the auction at t = 0 with an initial price of 700€ and in each round
the price is reduced by 100€. Bidders compare the price of each round with their
personal valuation and when the price is less than or equal to their valuation then
they will bid. As we see in table 2 the auction starts with a price of 700€ but no one
isinterested as V; <V, <V; < 700€.Fort = 1 wehave the same results, but att =
2 when the price drops to € 500 player 3 is interested as V3 = P, and bids for b3 =
500. Therefore, the auction is completed with player 3 as the winner with profit I3 —
b; = 0 and sellers Revenue =500€

12



Table 2: Descending-Bid Auction

Price P: b1t b2t bzt
100 200 500
Valuation
Round(t)
t=0 700 0 0 0
t=1 600 0 0 0
t=2 500 0 0 500

We observe that the players in Dutch auctions will try to make bids smaller than
their valuation (underbidding) so that they can have a positive profit, which can
cause inefficient allocation.

First-Price Sealed-Bid Auction

In the first-price sealed-bid auction the procedure provides just one round in
which players register their best bid, with the bids being done simultaneously by all
the bidders. The winner of the auction is defined as the one with the highest bid and
he pays an amount equivalent to the bid he has submitted. In such auction models’
bidders tend to follow an underbidding strategy to avoid the zero-surplus due to the
first price rule.

Second-Price Sealed-Bid Auction

In the second-price sealed-bid auction model (Vickrey auction) the process is
completed in a round where players register their best bids at the same time. The
winner of the auction is the one with the highest bid and the amount you have to pay
to get the item is equivalent to the second-best offer following the second price rule.

The case of the example we observed so far in asealed-bid auction will take place
as shown in table 3 where for first price rule player 3 will win with a bid of € 500
having 0$ profit and the seller a revenue of 500$, while for second price rule, again,
player 3 will win with a bid of 500$ but will pay 200 $ and will have a profit of 500-
200 = 300% with the seller having a revenue of 200$. Unlike the first price rule,
players can follow a sincere bidding strategy as they can have a positive profit with
this strategy. It is obvious that if the seller applies the second price rule, he will
achieve efficient allocation but at the same time he will not maximize his revenue.

13



table 3: First-Price/Second-Price Sealed-Bid Auction

b1,t bz,t b3,t

100 200 500
Valuation

100 200

500

Double auctions

So far, we have referred to the part of the literature which analyzes auction cases
involving many players and a seller that actually acts as a monopoly. But there are
also cases in which many players and many sellers interact. These models are two-
sided auctions called double auctions (DA). The two-sided auctions are categorized
into sealed bids and Dynamic auctions.

Sealed-bid DAs

In this category buyers and sellers are asked to enter in one round the prices at
which they buy and sell. We symbolize with b; the bid of the i buyer while with o,the
price below which the kseller refuses to sell. The equilibrium price P* is then formed
through cumulative supply and demand. One question that arises is how much each
buyer will pay and how much each seller will receive. The literature makes two
proposals for this problem.

The first one refers to the uniform price rule according to which all winners, ie
those who buy at a price equal to the equivalent equilibrium price, will pay P*. At
the same time the winning sellers who offer a price up to the equilibrium price will
be paid P*.

P¢é¢ =P~ (6)
On the other hand, there is the proposal of discriminatory pricing rules in which

either each bidder pays an amount proportional to the amount of his winning bid,
or the price is determined by the offers of sellers.

14



Aggregate payments:

P* = Z b; ,withW the set of winning bidders or, (7)
iew

P* = Z oy ,WithZ the set of winning sellers. (8)
keZ

Let's look at an example of a sealed-bid double | 1apie 4:Sealed-bid Das

auction to understand the process in practice. - ;
Participants Price

Suppose we have 8 participants, 4 buyers and
4 sellers trying to sell the same item™, In the | b: 50
table 4 we have the bids of the participants. b, 100
Also, in chart 2 we can see the aggregate
demand and supply. At this point depending on bs 150
the rule set by the auctioneer the process | p, 200
continues.
S1 200
S> 150
S3 100
Sa 50
Chart 2: Aggregate demand and supply
250
—G L —AT)
200
@150
i~
=
R100
50
0
1 2 3 4

Aggregate Quantity

*, Forreasons of simplification of the example we assume that the quantity of demand and supply
forthe item is one unit for everyone. Nevertheless, the process works normally for more units also.




In case of pay buyer price:
P* =200 + 150 = 350€ ,with P* the aggregate price

Chart 3: Pay buyers price
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200

150

Price

100

50

1 2 3
Aggregate Quantity

Also, pay sellers prices:
P* =50+ 100 = 150€, with P* the aggregate price

Chart 4: Pay sellers price

250
semmASTETTRAD

200

150

Price

100

50

1 2 3
Aggregate Quantity

Dynamic DAs

In Dynamic models, unlike sealed bids, players interact in a continuous process
that allows them to buy and sell items in multiple rounds. The basic forms of these
are Synchronized DAs and the Double Dutch auction method, but we will not expand
further in their analysis as they are not necessary for the continuation of the

dissertation.
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Combinatorial Auctions

There are cases where players are interested in acquiring two or more items at
the same time. When these items are auctioned in separate simultaneous auctions
then players face the exposure problem. In other words, when players have
complicated preference structures, they are exposed to greater risk (aggregation
risk). But what do we mean by complicated preference? When players are interested
in complementary or substitute items then the personal valuation process becomes
more complex. Specifically, when interested in substitute items: "the value of a
combination of items is lower than the sum of the individual values", while when
interested in complementary items: "the value of a combination of items is greater
than the sum of the individual values”. [1]

Therefore, sellers need to design the auction in such a way that bidders have the
opportunity to express their preferences clearly. This problem is solved by an
auction model called ‘combinatorial auctions’ (grouped auctions). Combinatorial are
multiple units’ auctions models in which the seller in an auction offers multiple
items, usually substitutes or complementary, while at the same time bidders have
the right to bid individual items or combinations of more than one items.
Combinatorial auction models are the most effective way to avoid the exposure
problem that bidders face. Below there is a table with an example to comprehend
the exposure problem.

Table 5:Exposure problem

item packages index  Valuation
Pen A 6
Pencil B 3
Paper C 5
Pen + Pencil AB 7
Pen + Paper AC 14
Pencil + Paper BC 10
Pen + Pencil + Paper ABC 12

Next, we will analyze an example through which we will be able to highlight the
exposure problem that a player may face. Suppose we have a case where three items
are auctioned, a pen, a pencil and a piece of paper, while at the same time we have a
player who is interested in the items as he intends to write a letter. In this case the

17



pen and the pencil are substitute goods while these two items are complementary
to the paper. The personal valuations of the player are mentioned in table 5 from
which we observe that while the player valuates the pen separately for 6 and the
pencil for 3 in case, he acquires them together his valuation is less than their sum.
Contrariwise, in the case of the pen and the paper as well as the pencil and the paper,
his valuation is higher than the sum of the separate objects. In this way the player
has the opportunity to express exactly his needs. We also notice that if it was not
possible to get the pen or pencil as a bundle with the paper and had to win each one
separately the player would have to face the risk (exposure problem) to win only
one of the two items. On the contrary, now in the form of CAs he has the ability to
claim them at the same time (as a bundle) and not be in the awkward position of
having won only one of the two items needed to achieve his goal.

After the bids are placed, follows the determination of the winners. Due to the
complex process, the allocation problem appears that the seller must solve, also
known as ‘winner determination problem’(WDP). Combinatorial models include I =
(1, 2, .., i) players claiming ] = (1, 2, ..., j) items. Each player can place as many bids
as he wants either for separately items ether for a combination of items. These
combinations are subsets of | (Z € ]), while its value is expressed by the symbol v;(Z)
and bid by the symbol b;(Z). Therefore, the seller collecting all the bids, provided
that each item is given to only one bidder, must compute the winning bids that max
revenue through this mathematical formula:

max b;(Z)w;(Z),where 9
1) w;(Z) < 1L,Vj€E] (10)
2> wi(2) <1Vi€el (11)
Dw;(2) € [01],VieZ ) ViEl (12)

Limitation 1 arises from the fact that each item must be assigned to only one
bidder

Limitation 2 arises from the fact that the bids are mutually exclusive.
Limitation 3 is the binary variable w; that takes the value 1 when bidder i
wins an item and the value 0 when the bidder does not win anything.

18



To consider a case of resolving WDP in CA we will study the followingexample (table
6). The seller auctions 3 items (A, B, C) so the bidders can claim the items. In the
table 6 we see all the possible combinations that the bidders can claim the items as
well as the corresponding bid for each player b; (K). There are many ways to
distribute items and the WDP solution will give us the combination that maximizes
revenue below the restrictions we mentioned. We observe that the case of b3(A4) +
b,(B) + b3(C) = 1350€ while offering max revenue does not follow the limitation

of mutually exclusive bids as b; wins the A item and to C item separately. Therefore,
the b; (4) + b,(B) + b3(C) = 1350€ combination offers the max revenue covering
all the constraints.

Table 6: Combinatorial Auction (WDP)

Of course, in reality, the number of items and bidders is much larger than our
example. As a result, the WDP solution is complex and time consuming and may
require a lot of computing power. In summary, the bidders apply the offers in
combinatorial auction models and the seller determines the WDP from which the
winning bids result. Next, it remains to define the pricing rule. The rule that prevails
in these models is the first price while there is also the VCG mechanism. Itis worth
noting that regardless of the pricing rule the winners of the items do not change.

The winning players have to pay as much as their winning bid if the first price rule
is confirmed.
P’ =b;(2) (13)

while, the revenue of the sellers is equivalent to the total of the winning bids,

Revenue* = Z P ,where WDP is the set of winning bidders. (14)
i€ WDP
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The first price rule, although quite simple tounderstand and apply, has a notable
disadvantage and that is the factthat the bidders in order to create a positive surplus
tend to underbid and this, as we have said before, causes inefficient allocation. To
address this problem the VCG mechanism has been proposed but is not applied in
practice because it can end up creating more problems.

Efficient and Optimal Auctions

[tis clear that there are many auction designs models and rules by which auction
procedures are conducted. However, it is obvious in the literature that there are two
goals that sellers mustachieve: maximizing their revenue and the efficient allocation
of items that will take place through the auction. These two goals often clash as in
the attempt to maximize its profit a seller ends up not selling to the buyer who had
the highest personal validation (case of first price rule etc.). We call an auction
optimal when the seller maximizes the expected revenue. On the other hand, the
auction in which the items/services end up with the bidders with the highest
personal valuation is called efficient auction. We summed up some of the
characteristics of the four-basic types of auctions in table 7 and, also, we created the
tree diagram of all auction categories that we discussed in the previous analysis
(figure 1).

Table 7: Auctions characteristics

Auction Mode

Winner’s
Curse

Seller’s
Revenue

Efficient Auctions

Optimal Auctions

Ascending

Descending

First-Price
Sealed-Bid

Second-Price
Sealed-Bid

+

+
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Common Centralized Auction Systems and Challenges

The majority of the auctions are centralized systems either online or offline.
Examples of such a system in finance are banks that undertake to negotiate
government bonds to set the price. Also, companies that deal with crowdfunding by
acting as an intermediary between producers and investors. In these systems the
basic precondition for conducting the process is the existence of a third party
(auctioneer) who will be fully trusted by the sellers and the bidders. The problem of
the corrupt third party is one of the biggest problems mentioned in the relevant
literature. [24] The auctioneer may, for personal gain, influence the bidding process
in various ways either by adding fake bids or by blocking specific bids. They may
even be in consultation with some bidders or may award the item to someone who
has not won through the process mentioned above. Another problem of the system
is the cost and time spent by third parties to offer these services which are often
really high, since in fact the bids and the items/services are much more and require
complex calculations to determine the winners.

These problems are highlighted and intensified in case the central authority has
lost its credibility and respect. The approach to these questions is the application of
blockchain technology and the utilization of its fundamental features. Before
analysing the relevant literature on conducting auctions with decentralized
blockchain technology we will try to present the blockchain.
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Blockchain Technology

In 2008 a remarkable article appeared with the title “Bitcoin: A Peer-to-Peer
Electronic Cash System” under the pseudonym Satoshi Nakamoto. This article first
mentions the concept of chain of blocks. The identity of the creator or group that
created this article remains unknown to this day. As time went by, this technology
became known as blockchain. There is particular difficulty in formulating a
representative definition forblockchain as the technology is not yet fully mature and
has not yet been sufficiently understood. From the study of the literature, we
distinguish the following two definitions:

Definition of Blockchain (Wattana Viriyasitavata, Danupol Hoonsopon (2018),
“Blockchain characteristics and consensus in modern business processes”.

“A technology that enables immutability, and integrity of data in which a
record of transactions made in a system are maintained across several
distributed nodes that are linked in a peer-to-peer network”.

Definition of Blockchain (Imran Bashir, Mastering Blockchain Second Edition,2018,
page 16)

“Layman'’s definition: Blockchain is an ever-growing, secure, shared record
keeping system in which each user ofthe data holds a copy of the records, which
can only be updated if all parties involved in a transaction agree to update.

Technical definition: Blockchain is a peer-to-peer, distributed ledger that is
cryptographically-secure, append-only,immutable (extremely hard to change),

and updateable only via consensus or agreement among peers.”

The special fact of this paper is that at no point does it innovate and all its parts are
pieces from previous work of other research. In fact, its creator had envisioned a
new "electronic cash system fully peer to peer with no trusted party". In essence,
Satoshi Nakamoto used the tools that already existed at the time and combined them
to achieve his vision by creating the first blockchain in which the cryptocurrency
Bitcoin was applied as a unit of measurement, transfer and storage of value.

An analysis of the technical terms referred to in the technical definition of
blockchain will help in understanding blockchain technology.

Peer-to-peer: By peer-to-peer we mean that there is no central authority to

control the network. Therefore, all network participants communicate with each

other and trade without the direct intervention of a third-party intermediary.

Distributed ledger: This term refers to the ledger that is spread across all

network participants. Therefore, all Peers have a copy of the ledger.
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Cryptographically-secure: Blockchain is cryptographically-secure as it provides
security that protects the ledger from malicious abuse and breach. This is
achieved by encryption offering, among other things, non-repudiation, data

integrity, and data origin authentication.

Append-only: Blockchain is append-only which means that data can be added to
the network chain in time order or sequential order. When some data is added
to the blockchain it is practically invariable except in a few rare cases. Therefore,
the blockchain ledger cannot be changed.

Updateable via consensus: The most important technical feature of blockchain
is the fact that it is updateable only via consensus. In other words, the network
is decentralized and therefore there is no central authority to complement the
ledge. In order for the blockchain to be updated, it will require unanimity from

all participants (or 51% of them). Various algorithms are used to accomplish this
in order for all the participants to agree on the final blockchain format based on
its protocol.

Nodes: Network participants are represented by the hardware systems they
own and are called nodes. All nodes have a memory and a processor while also
having the same capabilities to create, send and receive data between them. The
nodes involved in the blockchain can be miners creating new blocks or block
signers and can be honest, damaged or malicious.

[llustration

Blockcham users /Nodi)
For a further understanding of blockchain T

-

technology we can imagine the following simile
(figure 2). A tower with floors, based on the
internet, the main means of communication of all
networks. Upstairs with the help of the internet,
the peer-to-peer network runs which in turn hosts
the blockchain functions such as transactions,
blocks, smart contracts, consensus mechanism and
others on the upper floors. Finally, on the top floor
are the users or otherwise nodes that link to the
blockchain and execute several procedures,
including transactions, verifications of
transactions, consensus and more.
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Block, Nonce and Hash

Therefore, we have a distributed data storage consisting of blocks which are
connected. But what exactly are these blocks? There is a selection of transactions
grouped and organized, by transactions we mean a recording of an event such as the
transfer of a monetary value from one person to another or a commodity exchange
for money. The size of the blocks depends on the type of blockchain. Additionally, in
blocks there is a reference to the previous block, unless it is the genesis block. We
have blocks where each block knows the block before it, this builds up a chain where
the order does matter. The basic structure of a block is: the block header which
contains essentially the reference to the previous block, the timestamp which is a
digital record of the time of occurrence of the block, the cryptographic nonce and
the Merkle root (hash). After the header is the main part of the block which contains
the list of transactions.

Cryptographic nonce is an arbitrary number which can be used only once and
its purpose is to deal with problems such as replay attacks and authentication.
Nonce is used in blockchain technology in Proof of Work (PoW). There is an extra
level of difficulty in the process of finding the next block from the miners. As in
addition to the transactions that they have to verify, they are also obliged to find the
random number (nonce) that the block has. The characteristics of nonce are the
means by which the level of difficulty is set for the miners to find a block and win
the reward for this contribution to the network. This solves in this type of blockchain
(PoW) the question of who will verify the next block and receive the reward.

Merkle root is a hash created from the hashes from all transactions that are
listed in block. Hashing is the technique by which we convert any (input) text or data
into a fixed number of text string characters (output) through functions. Thus, it is
unlikely that two different input data will end up with the same hash output and at
the same time two same inputs to always give the same output. A hashing
application to be effective and beneficial must have some standard specifications
regarding the security of the hash and the speed with which it occurs. In the
blockchain all transaction information is converted to a hash and thus the
transaction id is defined. Also, from all the transaction ids and the rest of the
information that completes the block, the block hash emerges, as we have pointed
out above, which is also, included in the next block (Merkel root) as a reference for
the previous one. The new hash block is the hash that network miners are looking
for in order to add the new block to the chain and win the reward. Hash is the
mechanism that allows communication between blocks.
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Different Designs of Blockchain

Public Blockchain
Public blockchains are open to the world, meaning anyone can participate, but

they belong to no one. All users have a copy of the ledger in their node and based on
the consensus mechanism, which will be analyzed later, they update the ledger.

Private Blockchain

A private blockchain is a permission-based system, and as its name implies,
unlike the public blockchain it is not open to the general public while its goal is to
offer a private ledger to an organization or a group. Although very large projects do
not yet exist in the form of private blockchain one of the applications it could
possibly have is a kind of information sharing between government ministerial
systems.

Tokenized Blockchain

Tokenized types of blockchain are the most basic type where Cryptocurrencies

are created on the blockchain as a result, either of the consensus mechanism
performed by the miners (as a reward) or directly as an initial coin offering (ICO)
(appendix 1), oreven, withan initial distribution backed to another asset (airdrops).
The most recognized blockchains of this type are Bitcoin and Ethereum.

Tokenless blockchain
Tokenless blockchains are developed for the use of distributed ledger where
transaction value is not the goal of the network. As we understand from their name,

they do not have a value transfer unit.
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Consensus Mechanism

We mentioned the Consensus mechanism previously and it is worth focusing on
it as it is one of the most important features of blockchain, because it allows it to
remain decentralized. This mechanism, in other words, enables a peer-to-peer
system without any authority to make decisions while at the same time it is a key
reason why malicious attacks on the network are ineffective. There are different
types and categories of consensus mechanisms but they all have the same purpose,
to ensure that records are true and honest. However, they vary in the way the
consensus reached. Some of the best technical researches on this concept are the
references [2],[9]. Below we will explain two of the most well-known mechanisms
but before we analyzing them, it is essential to go back to the roots of the problem.

In 1982 Leslie Lamport wrote a computer science article describing the
byzantine general problem [17]. The issue addressed in the paper is that stable
computer systems should be able to operate efficiently in the presence of unreliable
parts that transmit contradictory data to various components of the system.
Although this situation is relevant in computer networks in Lamport's paper an
attempt is made to describe it with the following example. Suppose the Byzantine
army is outside a city. The Army is divided into three groups and each group has a
general and the groups are scattered and not close to each other. The Army must
form a coordinated action plan and the only way to communicate is through
messages. Suppose that one of the generals is corrupted-traitor and will try to
distort the messages in order to weaken the plan. The problem is how they will be
able to execute the coordinated plan without being influenced by the actions of the
malicious general.

Many attempts have been made to answer this question using mathematics and
game theory. But the first practical solution was given through the paper of Satoshi
Nakamoto [22] with the proof of work mechanism of Bitcoin. In the case of proof of
work, generals are the nodes which are the connected dots that form a network in
which can create as well as receive or send data.

Proof of Work

The proof of work system is one of the most effective in practice and is used in
the blockchain of Bitcoin and Litecoin. In this model the transaction data is stored
inside the blocks which are validated by the nodes. To decide which node will
validate the block, the nodes compete with each other to solve a complex
mathematical problem (mathematical puzzle) that is attached to the block (hash).
This process is called mining and to achieve it super computing power is used by the
nodes. The winner of the process wins the mining reward that differs accordingly to
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the blockchain. After validation, the winning node sends to the rest of the network
the message of the block it found to validate it in turn (which happens much faster
as they have the entire blockchain history at their disposal along with the new hash)
so that to be registered in the blockchain and to continue the race forthe next block.
In other words, they spend energy in electrical form to solve the problem with the
motivation of the reward and the fees of the transactions that are in the block.

The following example will help us to understand the system easier. Suppose we
have a box locked with a padlock that contains a five-digit code. Participants are
asked to find the code which opens the box. The way we achieve this is through
multiple tests performed by the machines that represent them. The first who opens
the box is the winner of its contents (rewards & fees).

Proof of Stake

In the case of proof of stake, the algorithm adopted by blockchains such as Eos
and Cardano is validated by the validators, who in order to be selected, deposit a
certain amount of coins into the network as stake (security deposit). The probability
of selection of the validator is determined mainly by the size of the deposit that is
insured in the network, since the larger the stake is, the greater the probability of
selection, but also other factors depending on the blockchain. The final validator
earns the fees from the transactions contained in the block, while in case of
malicious action in the block transactions will be revealed by the rest of the network
which in turn will try to validate the block to be added to the blockchain. As a result,
the validator who tried to cheat lost a very large part of his stake. An example is
given below for a better understanding of Proof of Stake.

We assume again that we have a box which this time is awarded based on a
lottery system. Individuals depending on the size of their stake can buy their
corresponding lotteries. With this mechanism, those who have the biggest stake
have the highest chances of winning the box. This idea was based on the factthat the
validation of the block must be done by a user who has invested enough in the
network so that a malicious attack could not create greater advantages.

Smart Contract

Smart contracts are one of the most interesting and useful features of
blockchain. They were first mentioned in the literature by Nick Szabo 1997 long
before Satoshi Nakamoto'sarticle was published. Nick Szabo's attempt was to create
a distributed network that would store contracts. As we understand from their
name, they are contracts, with the difference that smart contracts are digital and can
be stored in the blockchain. In fact, smart contracts are computer programs that are
stored in the blockchain. They usually contain some business logic and limited data.
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The business logic stated in the contract is executed if certain criteria are met (if this
- then that).

An example of implementing a smart contract are cases where a crowdfunding
company enables product teams to advertise their idea to the public and set a
minimum goal for its implementation. Then the public evaluates the ideas and
decides whether to invest in any of them or not. In this case, both parties must trust
the company that if the goal is achieved then it will distribute the funds to the
production teams and in case the minimum goal is not met to return the funds to the
public. Smart contracts have the potential to replace intermediaries and perform
this service. Also, smart contracts are on the distributed network and they share
blockchain principles like immutability and disreputability. For this reason, no one
can change the smart contracts once they are programmed and not only that, but,
also, the funds are controlled by no one. Smart contracts can find application and be
useful in many areas such as banking (loans) and insurance (claims process), while
the largest platform based on them is Ethereum. Another platform based on them is
Binance Smart Chain (BSC).

The blockchain transaction validation and block creation

Following the descriptions of the blockchain and the technical definitions we
will try to approach the functional actions of the blockchain regarding transaction
validation and block creation. The general plan of generating blocks in the chain:

1. Initially participants create the transaction, and with the help of the private
key, signs it (digital signing).

2. Then the transaction spreads, using a spreading protocol called gossip, to
the other nodes (peers), which based on certain criteria validate the
transaction.

3. In case the transaction is validated then it is added to the block which in
turn spreads to the network. After these three stages, the transaction is
considered approved.

4. After adding the block to the chain the next block to be added will be linked
to the previous one and so the transaction will get the second confirmation.
5. Therefore every time a new block is created the transaction receives an
additional confirmation. Depending on the blockchain, a different number of
confirmations is required for a transaction to be considered final.
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Advantages, Challenges and Questions About Blockchain

Blockchain technology has been proposed and used in many industries and
leading companies. Some of the main advantages mentioned for the technology are
the following:

Decentralization: The basic idea of blockchain is based on the factthat it does
not require a trusted third party but a consensus mechanism to update
transactions.

Transparency and trust: In cases where recovery of trust is required is where
blockchain shines as it is freely accessible to everyone and enables the
system to be transparent.

Immutability: It is extremely difficult to change the ledger as it is almost

impossible to change what is written.

Highly secure: The blockchain and its transactions are encrypted.

Cost reduction: With blockchain technology, intermediaries in transactions
are removed, where along with them, the huge commissions for their
services (fees) are eliminated.

Other advantages mentioned in the literature are faster processes, fewer
intermediaries, high availability etc.

There are questions and challenges in blockchain technology but also in every
attempt for change. Some of the most important questions analyzed in the literature
are the following

Environmental Cost

The use of blockchain presupposes the use of a huge amount of electricity and
especially in the mining process where users convert electricity into computing
power through their machines to perform the verification of transactions. More
specifically, the consumption of the Bitcoin network (which is the largest blockchain
network) as shown in the chart 5 could cover 110% of the electricity needs of the
Czech Republic and 65.7% of the Netherlands according the 2020 data [7]. Although
the problem of the level of energy consumption in all data management mechanisms
is a real issue, where in some cases there is a green approach through recyclable
energy sources and in others not. Nevertheless, blockchain currently has a very large
carbon footprint due to its energy consumption (main fossil fuel).
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Chart 5: % that could be powered by Bitcoin
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Regulation

The DLT (distributed ledger technology) as we have already mentioned is a
relatively immature technology which, however, grows over time. Nonetheless, the
lack of regulations is obvious and this is an obstacle for many large companies to be
able to use it. Of course, we have now seen many regulators express their intention
in this direction [12]. An important challenge in blockchain regulation is the balance
between security and system stability while encouraging the development of this
innovative technology.

Scalability

The issue of scalability in blockchain is a technological problem that the
Developer Community must solve since as its size and use increase, the transactions
that a blockchain network must complete are multiplied exponentially. Until the
problem is solved effectively there will be black spots regarding the speed but also
the cost of transactions. To solve this problem several solutions have been proposed,
including on-chain, off-chain, side-chain solutions etc. [23]. Worth mentioning is,
also, the proposal for an off-chain network the so-called Lightning network [14]
which aims to reduce transactions' time and fees. Therefore, a major challenge is to
find the ideal ratio between network security and scalability.

Self-Responsibility
An issue that emerges with applications such as DLT blockchain is the fact that

users need to further develop their personal responsibility to ensure the secure use
of blockchain functions (eg personal wallet). The reason is obvious as behind most
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decentralized applications there is no company to contribute to it as we are used to
from traditional applications. Therefore, for example, users should be able to open
wallets on their own and keep the keys safe so as not to be faced with unpleasant
events.

Privacy

One of the key features of blockchain is its transparency. In other words, anyone
who has some basic knowledge about blockchain has the ability to find the chain of
transactions and study it. Therefore, since this data is often sensitive (eg wallet
balance, detailed transactions) this feature could not be pleasant and stands in the
way for many users.

Interests in blockchain failure from big players

The blockchain comes to make all the areas in which it can be implemented
better and more effective with the ultimate goal of the benefit of society as a whole.
Many times, however, it comes to replace the intermediaries in the market, which
are usually of colossal size (eg Banks, etc.). This results in conflicts of interest and
various underground obstacles to its further development.

Literature review

The [“Trevathan J., Read W. and GhodosiH”, 24] was published with the purpose to
highlight the main problems in the design of E-Auctions. It refers to trust issues,
anonymity issues, bid authentication issues, price determination and payment problems
but does not mention blockchain because it was published in 2005 before its existence,
however it is very helpful in distinguishing and better understanding the main issues
around the auction design.

The auctions section is a popular topic in the literature and there are many
references such as anonymization [“Chin-Chen Chang, Ya-Fen Chang”, 6] and
encryption [“Kazue Sako”, 16] for the solution of privacy issues that arise in types of
auctions where there is arisk of information leakage and at the same time approach
the trade of between efficiency and revenue.

In recent years we can find relevant studies dealing with auction issues by
approaching them with decentralized systems as in [“Chiara Braghin, Stelvio Cimato,
Ernesto Damiani and Michael Baronchelli”, 5] where an attempt to develop an online
auction system for the four basic auction models based on Ethereum smart contracts
is studied, as well as a cost and time analysis that takes place. Despite the problems
in the privacy of the users, the authors that was mentioned above concludes that the
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auctions that are designed with smart contracts are superior to the traditional ones
in transparency, non-repudiation, integrity and no need trusted third party.

In [“Li-Hsing Yen, Guang-Hong Sun”, 18] protocols are created for the application
in CAs which have adecentralized character with the main feature being the factthat
it is auctioneerless. In the system the participants (bidders) decide for themselves
the winners, as they locally determine their bids and then they communicate that
message to other participants in order to reach a consensus. They prove through
their study that with the method they finally propose the result stabilizes and
confirms the winner’s determination algorithm.

Another study is presented in [“Yi-Hui Chen, Shih-Hsin Chen, luon-ChangLin”, 28]
which highlights two of the main problems that traditional E-Auctions have. Firstly,
it targets the decentralized system they adopt and the fees they charge that increase
the transaction costs by a lot. In addition, it emphasizes the fact that in some type of
auctions that is crucial to keep bidding information’s secret (sealed bids), there is
no way to reassure participants about this as opposed to the traditional centralized
model. In an effort to find a solution to these issues, a decentralized system based
on blockchain technology is being developed using Smart Contracts to host the
digital bidding process of the auction.

In [“Jung-San Lee, Chit-Jie Chew, Ying-Chin Chen, Kuo-Jui Wei”, 15], in order to
dismiss the assumption that a trusted third party has to exist to ensure the auction
system an auction model based on the blockchain technology was designed. They
managed to create a Fair and Liberty (as they call it) auction system using the
fundamental properties of decentralization, transparency but also with Smart
contracts.

Although we are still at an early stage in terms of blockchain applications in
finance, we can now study one of the most comprehensive proposals for the issuance
of bonds through blockchain technology [“Malamas, Vangelis and Dasaklis, Thomas
and Arakelian, Veniand Chondrokoukis, Gregory”, 19]. In addition, the whole process
of issuing bonds is presented digitized, including the auctions that take place at the
heart of the process in order to make all the process efficient and to overcome the
issue of the untrusted third party (banks) and the transaction charges because of
the high fees. An obstacle to proposals like this is the fact that the technology as we
have mentioned has not yet matured and stabilized and as a result there are legal
and regulation problems in its applications for securities [12].

The implementation of auctions, which is one of the most successful new projects
on the market, could not be left out of our attention. In February 2020, a non-profit
organization named WISE was formed to operate in the emerging innovative financial

33



sector of DiFi (decentralized finance). The company's plan is through the new token
(wise) to create a decentralized financial product (staking) similar to that of bonds or
CDs (certificates of deposits). Unlike traditional ICOs, in order for Wise to distribute Wise
tokens, conducted a new auction system through which the initial distribution took
place. The process started on November 11 and was successfully completed on
December 30. This practice was very successful and was characterized as fair
distribution. It was very useful to us as it was a complete auction application integrated
with blockchain technology. [WISE, 26]

Double Auction Model Based on Blockchain Technology

Introduction

In this chapter we will try to present in detail a complete and complex model the
Double Auctions (DA), while at the same time we will study step by step the process
of integrating the traditional auction in the technology of decentralized blockchain.
We will analyze the model through an example of an application that we believe
could be implemented with multiple benefits. In this example we will use blockchain
technology to replace the third-party intermediary that brings producers and
investors together. Producers present their business plan and look for investors to
carry out their project with their funds. In practice, producers/companies through
the initial coin offering [Appendix 1 ICO] have as their main goal their project's
finance. Prospective investors, on the other hand, are looking for projects to invest
their funds most effectively. Through the auction that we will present, a
decentralized market will be created through which funds can be transferred from
investors to producers/companies, but also to decide which project will be
implemented and which will fail. In other words, the companies issue new coins and
through the auction the price at which the investors buy them is formed. If the funds
from the sale of coins meet the minimum requirements of the project then the 1CO
succeeds.

In the beginning the users of the network have to choose between being a patron
or participants. Patron is the one who will launch an auction on the main auction
blockchain. Users who choose to be participants will define their status as producers
/ companies (seller) or investors / consumers (buyer). Participants then enter their
bids based on which the WDP result that determines the winners is calculated.
Finally, the process of exchanging money with digital coins takes place (figure 4).
We can therefore note the three basic auction procedures:

1) Creation of an auction by the patron.
2) Bidding process and WDP calculation
3) Merchandise
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We will continue in this chapter presenting first the blockchain design then the user
ranking system, the auction mechanism and finally the optimal auction allocation
mechanism.

The Blockchain Design

In our model the blockchain will consist of three different types of blocks. First
appears the beginning of the chain with the genesis block which contains the rules
of the auction, the requirements forthe creation of an auction by a patron and finally
the standing orders for the participants. The Genesis block is followed by the main
chain consisting of the auction blocks. Each block represents an auction that has
been created. Each block is connected to a side chain that includes the transaction
blocks in which are recorded all the transactions that take place during the bidding
phase. In the following figure we visualize the chain.
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User Ranking System (URS)

In order to have an indicator for untrustworthy users we use a ranking system.
The rank (t) value is representing the level of trust of a user. Everyone starts with a
starting value rank, = 0,7 with rank € [0,1]. The rank of the winners is renewed
each time an auction is completed.

Rank, = (w; x Rank,_;)(w, x Rank) [15] (15)
Rank,_;: the most recent participant rating

Rank  :the rating obtained by the other trader after the end of the auction.

wy, w, : are the weights through which we control the ranking system. These
values are equal to w; = 0,7 and w, = 0,3 if Rank,_; < Rank ,while in the case
of Rank,_; > Rank then the weights are equal tow; = 0,3 and w, = 0,7.

A security deposit rule applies to participants who want to register a bid (either
sellers or buyers), in order to avoid problems with bid authentication. Deposits are
defined as follows:

depbl-dder = W X RF + bid (16)

depseier = M X RF (17)
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with
deppigaer: amount of the security deposit of a | Table 8:UserRF [15]

buyer participant Rank Rank Fraction (RF)
depserier : amount of the security deposit of a
seller participant

dep : constant defined by the patron [0.25,0.5) 4
RF: an amount based on the Rank that each user
has to pay (table 8).

[0, 0.25) 8

[0.5,0,75) 2

[0.75, 1] 1
Obviously, this mechanism rewards participants with lower deposits with a higher
level of trust. Once the process is over all security deposits are returned to the
participants.

Auction Mechanism

In this part of the chapter, we will analyze the stages of the auction process.
Stage 1. Create an auction

In order for an auction to start, a patron must begin by creating it based on the
specifications set by the Genesis block. After consulting the Genesis block completes
the block with the characteristics of the auction: Title, expired time, deposit,
minimum number of participants, etc.as shown in the example of the table 9. After
this process is done, the space is now open and framed with specific rules ready to
receive participants. The first stage is completed with the miners verifying the
existence and the correct syntax of the block.

Table 9: Characteristics of the Auction

DeFi Project

Deposit 5€

expired time 10/3/2021
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Stage 2. Bidding process

At this stage the
participants define their
identity for the specific auction
and then register their bids
according to their personal
needs by forming bidding data
(figure 6/ table 10) in the side
chain (transaction chain). In
addition,  bidders (buyers,
sellers) before registering their
bids must pay the deposit
depending on the personal
ranking level. Similar to the
main chain in the transaction

Figure 6

Side chain
(Transactions Blocks)

Investors

Miners

verification

‘mw

Genesis Block

bldding

Main Blocks
(Auctians Blocks)

Companies

chain, after the bids are registered, the miners act to discover the blocks that contain
all the information and to verify them so that they can be added to the side chain.

Table 10: Bidding Data

Identity investor 1 investor 2 investor 3 producer 1 producer 2 producer 3
Project Project 1 Project 1 Project 1 Project 1 Project 1 Project 1
Price 600 400 8000

Quantity 100 100 1000

Project Project 2 Project 2 Project 2 Project 2 Project 2 Project 2
Price 600 0 0

Quantity 1000 0 0

Project Project 3 Project 3 Project 3

Price 2300 2000 4000

Quantity 2000 1000 5000

Project Project k Project k Project k Project k Project k Project k
Price P1k P2k P3k

Quantity | Q_inv Q_inv, Q_invs x

Stage3.The Winner Determination Mechanism

One of the key points in the auction process is the mechanism from which the
winners emerge. The WDP (Winner Determination Problem) calculation process is
undertaken by the miners. After they find the blocks and verify them, they start this
process. First, they extract the bidding data (table 9) and continue calculating the

WDP with which they end up with the allocation problem result through the Genetic
Algorithm that we will study below. After calculating the result and the fitness of the
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result, the universal verification by the whole network follows and finally the
completion of the smart contract of the auction that is in the auction block.

Stage 4. Settlements Mechanism

The last operation of the auction follows where the winners must proceed with the
execution of the transactions and the settlement. To perform this process the
participants first receive the validated message with the allocation result consequently,
the sellers (producers/companies) transfer the coins to the winning buyers based on
WDP. This is followed with the confirmation process by the buyers
(investors/consumers) but also the evaluation of the sellers by the buyers with whom
they had a transaction within the smart contract that is located on the block. Afterwards
the winning sellers draw the income price and their security deposit and in turn evaluate
in the smart contract the buyers with whom they had a transaction. Finally, the winning
buyers and the other participants who did not win get their deposits back.

Optimal Solution of the WDP

The optimal allocation mechanism is the function by which winners of the auction
are determined under some specific restrictions. This calculation is undertaken by the
network miners. The first step for the calculation, as shown in table 10, is to separate
the bidding data into different processes (process;, process,, ..., process; ) with K the
number of projects. After categorizing the bids, the Genetic Algorithm will be used for
the WDP,solution and a quality index will be calculated at the same time called adaptive
value (a,) for each project separately. With the usage of the adaptive value, it will be
ensured that the results of the WDPs follow the mathematical formulas below. Finally,
after calculating all the WDP;, for each project we merge them to form the final WDP
result of the auction. We use the binary variables to denote the successful bids of the
sellers by 1 and the failed ones by 0. Accordingly, we denote the successful bids of the
buyers by 1 and the failed ones by 0. The table 11 represents the example for better
understanding.

Math formulas (all the variables are shown on table 14) [15]

INV PRO
1) Spread,, = Z Pjxbjy — Z CikSik (18)
= i=1
PRO INV
2)qy = Z Q_PROy s — Z Qv jibjk (19)
i=1 =
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3)NoW,
INV PRO

.
Zb]k'l_ ZSik,if dk =0
=1 i=1
= INV PRO (20)
- Zb]k-l-z Sik ,I:qu <0
\ j=1 i=1
4)a, = NoW,, x 10*3 + Spready (21)
K
5a= Z ay (22)
k=1
Table 11: Bidding data processing
Project 1
Identity | investor1l investor2 investor3 producerl producer2 producer 3

Price 600 400 8000
Quantity 100 100 1000
Project 2
Identity | investor1 investor2 investor3 producer1 producer2  producer 3

Price 600 0 0
Quantity 1000 0 0
Project 3
Identity | investor1l investor2 investor3 producerl producer2 producer 3

Price 2300 2000 4000
Quantity 2000 1000 5000

Project k
Identity | investor1l investor2 investor3 producerl producer2 producer 3

Price Pk P2k P3k

Quantity | Q_inv; Q_invy Q_invsx

In our example we can observe (table 12) that for process; from WDP; the
winners are investor; and producer; while the rest did not succeed. Forming the
binary vector "100100" with,

Spread; = 600 — 500 = 100

q, = 100 — 100 =0

NoW; =1+1=2

a; =20+100 =120

Regarding WDP2 the result is printed in binary vector "100111" with
Spread, = 600 — 200 — 150 — 220 = 30
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q, = 400 + 200 + 400 — 1000 =0
NoW,=1+1+1+1=4

a, =40+ 30 =70

Also, WDP3 is captured in binary vector "111001" with,
Spread; = 2300 + 2000 + 4000 — 8000 = 300

q3z = 2000 + 1000 + 5000 — 2000 =0

NoW; =1+1+1+1=4

az =40 + 300 = 340

Finally, the base of the previous ones is formed the final WDP of the auction through

the matrix in table 13 with, « = 120 + 170 + 340=530

Table 12: WDP,

Project 1

Identity  investor1 investor2 investor3 producer 1

producer2  producer 3

Price 600 400 8000

Quantity 100 100 1000

WDP, 1 0 0 1 0 0
Project 2

Identity  investorl investor2 investor3 producerl producer2  producer 3

Price 600 0 0

Quantity 1000 0 0

WDP, 1 0 0 1 1 1
Project 3

Identity  investor 1 investor2 investor3 producer1 producer2 producer 3

Price 2300 2000 4000

Quantity 2000 1000 5000

WDP; 1 1 1 0 0 1

However, in our example we have 6 participants
while in real conditions it is on a much larger scale. For
this reason, the WDP solution requires more computing
power. This problem as mentioned earlier is solved by
the GA of miners. The algorithm consists of six chain
steps. (Figure 7)

First the algorithm generates 10 different allocation
results in binary vector format for project 1. Then it
performs a crossover where pairs of vectors are selected
randomly from which swap elements with each other as

Table 13:Final WDP

in the figure (7). The elements of the vectors that emerged from the crossover are




then randomly selected to mutate (that is, to be converted from 0 to 1 and vice

versa). After these algorithmic steps in cases where the spread is negative, but also

in cases where «; is less than the original vector, the generic algorithm regenerates

the vectors and returns to the first step. In cases where the vector that has emerged
after the mutation has a greater a; than the original then it remains the same.
Therefore, the vector with the highest adaptive value after a large number of

consecutive iterations (e.g., 100-150) is defined as the optimal allocation result of

the projectl.
This operation is repeated for K projects and at the end the table that forms the final
WDP is created from all WDPk vectors.

pro

Table 13: Variables Used

the number of providers

inv

the number of investors

the number of projects

final adaptive value

dk

project k adaptive value

Ok

remaining quantity of the kth project according to WDP

spready

spread between bid and askin the auction

NoW

the number of the winners in anauction

N OWk

the number of the winners of kth project

Pik

bidding price of investor j for the project k (pay)

bidding price of producer i for the project k (cost)

binary "1" provider i bid succeed for the project k and "0" failed

binary "1" investor j bid succeedfor the project k and "0" failed

Q_proi

quantity of the kth project for the provider i

Q_invy

quantity of the kth project for the investorj

10°3

positive variable, based on our data, that allows the correct operation of the
model
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Combinatorial Auction Model on Blockchain

Although the model we analyzed in the previous chapter has the ability to
manage and execute Double Auctions cases, it is unable to handle situations where
there is a need for grouped bids from buyers, the so-called Combinatorial Auctions.
An example of a Combinatorial Auction in finance is the Central Counterparties
(Appendix 2 CCP) auctions under default management.

In this chapter we will try to build a model that can manage grouped bids from the
buyers. Based on the previous model we presented we will try to make some
changes to enable it to manage Combinatorial Auctions.

Proposed Model

This model will be an application of a Combinatorial Sealed-Bid First Price
Auction with one seller and multiple buyers in a blockchain network. To describe
the model, we will use an example of a European CCP having to manage a bankruptcy
situation of a client who had a portfolio of 3 securities (e.g., interest rate swaps). The
CCP, in order to deal with this unfavorable situation, will try to auction the three
securities to three bidders.

As a result, we have a CA case with a seller and three buyers where the seller
(CCP1) enters the system as a patron and can create the auction based on the
Genesis block, while the other three players as buyers (bidders) aim to claim the
securities.

The blockchain design will remain in the structure we presented in the previous
model, figure [5] so the users ranking system (URS) will be implemented, as it meets
the goals we want to achieve and protects us from attacks on the network.

Combinatorial Auction Mechanism

The mechanism of the auction of securities by the CCP (seller) is as follows:
First the CCP will create the main chain auction according to the Genesis block. Then
interested participants will be able to express their needs through the bidding
process of a round where they will have the opportunity to claim all possible
combinations of securities while paying the security deposit depending on the URS
as described for DA.

Thereupon, after the round of bids is over, it is the miners' turn to process the
data and solve the complex winner’s determination problem (WDP) of the auction
and display the winning bids based on the general principle of maximizing the
seller's revenue. Finally, after the winners are determined, the process of exchange
and payment as well as evaluation is done in the same way as the DA model.
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Optimal Allocation Mechanism

In the mechanism of optimal allocation our proposed model differs from the DA
presented earlier as we have designed from scratch our own General Combinatorial
Auctions Solver which the miners will use to solve the WDP. Initially the miners in
order to solve the WDP of the auction receive all the bidding data of each player
through the side chain (transaction chain) in the form of vectors. Then the table with
the total data of the auction based on the personal vectors is formed. Once the
overall data table is created, the algorithm begins the process of resolving the WDP
and announcing the winners of the auction. The WDP solution results from trying to
maximize the seller's revenue with two
limitations:

i) Each item must be sold to a maximum of one player (feasible)
ii) At most, each bidder acquires one successful offer. (mutually exclusive)

The generalized GCAS algorithm is designed based on the Heap theorem [11]
and in a custom-made algorithm. More specifically, the Heap algorithm generates all
possible variants that can result from n items. To better understand it we will use
the example we studied in the chapter of CA (table 6). In this case we have three
items and three bidders claiming them in a CA. Therefore, our algorithm calculates
all possible local packages that can result from 3 items (table 15). Then the local
WDP comes to solve for all local packages. To achieve this, we design an auxiliary
table for each local package which contains binary variables x ~ [0,1] where with 1
we symbolize the winning bid, while with 0 the lost bids. Consequently, by applying
the heap algorithm and the custom made one in the auxiliary table, we find (table
16) all the possible distributions (under the two restrictions mentioned earlier) for
each local package and at the same time we calculate the seller's revenue for each
distribution. After these calculations are made, we choose as the winning
distribution for each local package the one that offers the highest revenue. After the
end of these calculations for all local packages we end up with a table that contains

the winning distributions for each of the local packages [ taple 15: Local packages
(table 17). From this point on the process is simple as | for 3 items

GCAS chooses to distribute the items to the winners of
the local package who offer the seller the highest
revenue. In cases of tie in revenues we set the rule 'fair

[[A, B,C]]

A], [B,C
lottery' according to which we run a draw with equal AL (8, €1l

chances for the draws through which the winner [[A, B, [C]]
emerges.

The important thing we have achieved through this | [[A, C], [B]]
algorithm is to offer a generalized efficient and
automatic mechanism for calculating the winners of a [[A], [B], [C]]
CA for N items/securities with K number of bidders.
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Table 17: Final local WDPs and the best WDP.

Local Packages Local Winners Seller's Revenue

Simulation and Efficiency

Having the integrated GCAS, we perform several simulations to record the efficiency
of the algorithm and the time it takes to perform the calculations. The machine in which
the simulations have been done runs Windows 10 - 64-b, with CPU: AMD Ryzen 5 5600X
3.7 GHz and RAM: 32G, while the algorithm is written in the programming language
Pythonv3.9. Below we have the results from the simulations that were performed (Chart
6).

Chart 6: Execution time

B Number of bidders: 10 m Number of bidders 30 m Number of bidders 50
m Number of bidders 70 m Number of bidders 100

800,00
700,00
600,00
500,00
400,00
300,00
200,00
100,00
0,00 S — -~
4 5 6

2 3

EXECUTION TIME (SEC)

NUMBER OF ITEMS

From the simulation data we observe that the GCAS algorithm is very efficient for
cases up to 6 or 7 items, while for a larger number it consumes more time to do all the
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calculations. This is something we expected as we knew that the complexity of the WDP
solution increases exponentially as the items for auction increase. However, there is
room forimprovementin the efficiency of our algorithm in various ways. Initially a more
powerful machine would improve the computation time of the data, secondly a more
efficient syntax of the algorithm could achieve better results and thirdly a conversion of
the application into a multiprocessing algorithm would significantly improve its
efficiency. We are looking forward to improving it in future papers.

Conclusions

In this dissertation we first presented the theory of auctions and then described the
revolutionary blockchain technology in order to examine their coexistence. We have
studied through other relevant works the benefits that this technology can offerin the
auction process and how its basic features can provide solutions to the problems that
emerge from the traditional centralized form of conducting auctions. Finally, we
presented a complete double auction process applied on a Blockchain network and
based on the pillars of this application we built a new complex combinatorial auction
model where we proposed our own effective algorithm the General Combinatorial
Auction Solver (G.C.A.S). This study reveals the fact that a cleverly designed blockchain
is the technology that can solve many of the problems of auctions and contribute to all
active participants. In future works we intend to complete this project with a fully-
featured blockchain code in which the existing GCAS will have an important role.

Appendix 11COs [27]

ICO (initial coin offering) is the corresponding method of IPOs (initial public
offering) in the cryptocurrencies sector. The developers/companies of a project, in
order to have access to financing in order to carry out a project, address the
interested investors. They usually publish a white paper revealing the plan and
course of their project and announce how much money is required to achieve it
along with a roadmap. Although ICOs are very similar to the known IPOs, they differ
quite a bit in some key points. Initially ICOs are observably very unregulated in
contrast to IPOs located within the securities market. Although the SEC (securities
exchanges commission) has suggested that all ICOs are considered securities and
should be accounted for as such and therefore subject to the same regulations. In
fact, we recently heard the lawsuit filed by the SEC against the company Ripple,
which is the creator of XRP cryptocurrency [25]. ICOs still have more freedom in
terms of their structure due to the lack of institutional framework but also due to
the decentralized character that most of them have. An additional feature that ICOs
have and differs from IPOs is the fact that they are usually offered for an already
widely accepted cryptocurrency (Bitcoin, Ethereum, etc.) and not for fiat currency
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like IPOs. At the same time, payouts are usually made in a new cryptocurrency which
is usually the token with which one will be able to access their project. When the
project is ready to operate the token appears in various exchanges and the initial
investors have the opportunity to sell it with potential profits.

Appendix 2 CCPs [4],8]

There have been several demands for securities trading to take place through a
central counterparty, such as the European central counterparty, since the global
recession. The CCP fulfills the role of central clearing for securities, but also serves
as a trustee for transactions (clearinghouse). After a deal has been completed, the
counterparty sets itself up between sellers and buyers. As a consequence, the central
counterparty, clears his transaction with the seller, and at the same moment does
the same thing with the purchaser, therefore there is no actual contractual relation
involving sellers and buyers. A central counterparty also covers against the danger
of default one of the trading parties in its capacity as a trustee and then meets the
responsibilities of the trade settlement (clearing open positions). One of the
activities of the CCP is to replace the position of a party in case it goes bankrupt by
selling its positions through an auction after first hedging them. With the
introduction of CCPs, buyers and sellers of securities are free from the risk of
bankruptcy by their counterparty. Nevertheless, the risk is transferred to the CCP
where risk management is crucial as the consequences of inefficient management
and the consequent collapse of such a large organization can be catastrophic and
affect society as a whole.

Appendix 3 code

Below is the main algorithm written in Python.

numpy np
functions
time process_time

__name__
t process_time ()
N = validate( , ,
combinations = getCombinations( (1, N ))

bidders validate( 5 P

)

bids np.zeros( ( (combinations), bidders))
bIndex, column (bids.T):
(f bIndex )
i ( (column)):
bid = validate( , combinations[i]

)
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column[i] bid

WDPCombinationsMax [1]
subset ( (1, N )))
WDPCombination getWDPCombinations(subset):
combinationlList []
value WDPCombination:
cIndex, cValue (combinations) :
value cValue:
combinationList.append(bids[ cIndex])

combinationArray np.asarray(combinationList)
combinationArray.shape[ 0] combinationArray.shape[1]:
permutations hpArrays(combinationArray. shape[©0])
perms {}
pIndex, permutation (permutations) :
permutationSum
perms[pIndex] { : [13
i (permutation. shape[©@]):
(permutation.shape[1]):
permutation[i][]]
perms[pIndex][ 1. append({
2] P
: WDPCombination[i]
})

permutationSum combinationArray[i][]]

perms [pIndex][ permutationSum

maxsSum
maxIndex
index, value (perms) :
perms[value][ ] maxSum:
maxSum = perms[value][ ]
maxIndex index

WDPCombinationsMax .append(perms [maxIndex])
(combinationArray)
permutations customPermutation(combinationArray. shape[0], ¢
ombinationArray.shape[1])
perms {}
pIndex, permutation (permutations) :
permutationSum
perms[pIndex] { : [13
i (permutation.shape[@]):
(permutation.shape[1]):
permutation[i][j] :




perms[pIndex][ 1. append({
2] 5
: WDPCombination[i]
1))

permutationSum combinationArray[i][]]

perms[pIndex][ permutationSum

maxsSum
maxIndex
index, value (perms) :
perms[value][ ] maxSum:
maxSum = perms[value][ ]
maxIndex index

WDPCombinationsMax .append(perms [maxIndex])

perms : [{
combinationArray.argmax()

: WDPCombination
Jap : (combinationArray[2])}

WDPCombinationsMax .append(perms)

maxSum
maxIndex
index, combination (WDPCombinationsMax):
combination| ] maxSum:
maxSum combination| ]
maxIndex index

finalMax = WDPCombinationsMax[maxIndex]

( )

value finalMax[
value[

finalMax|[ 1)
process time()

The functions we usedin the main part

numpy np
itertools




(collection):
(collection)
[collection]

first = collection[@]
less getWDPCombinations (collection[1:]):
k, subset (less):
less[:k] [[first] subset] less[k
[[first]] less

def (items):
result [[1]
item items:
subsets [subset [item] subset result]
result.extend(subsets)

result.pop(0)
(result, key

(inputType, inputMessage, errorMessage):

inputType

(inputMessage))
e:
(errorMessage)

(inputMessage))
e:
(errorMessage)

def (a, n):
array = np.zeros((n, n))
i (n):
j (n):
array[i][j] = a[i, 7]

array

global heaplist




heapList

def (a, size, n, I):
global heaplList
size
heapList.append(createArray(I[a], n))

i (size):
heapPermutation(a, size , n, I)
size
a[o], a[size a[size 1, a[@]

é[i], a[size a[size 1, a[i]

(n):
np.identity(n, dtype
a np.arange(n)
heapPermutation(a, n, n, I)
np.asarray(heaplList)

def (n, m):
results [1]
a np.zeros((n, m))
k (a.shape[@]):
h (a.shape[1]):
a[k] [h]
i (a.shape[0] , , ):
j (a.shape[1] , , K
np.sum(a[i]) np.sum(al:, j1)
a[i][]]
results.append(a.tolist())
a np.zeros((n, m))

a[k][h]
np.zeros((n, m))

results.sort()

arrays []
result (k k, _ itertools.groupby(results)):
arrays.append(np.asarray(result))

np.asarray(arrays)
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