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IIpoioyog

H mopovca Amhouatiky Epyacio pe 0éua «Yiomoinon RBAC, pe ypnon tov AzMan ce
neppddiov  Windowsy ekmovifnke oto mhaicio tov Metoamruylakod IIpoypdupatog
onovdv «Teyvookovopkny Atoiknon kor Acediein Pnookov Zuotnudtovy, Vo Ty
enipreyn tov AvamAnpot| Kabnynm k. Kovotavtivov Aaprptvovddkn. Amod ) 0éon avt
0o NBera vo guyoPIOTHC®, TOV K. AGUTPIVOLIAKN Yo TV KaBOPIGTIKY TOL GLUPOAN GtV
eMAOYN TOv Oéuatog TG epyociag Kot yeEVIKOTEPO, Yio Trnv kafodynon Tov Kou TNV
EMOIKOOOUNTIKY GLvEPYacio o€ OAn TN OldpKE TNG TPOoTAbelng TG EKTOVINONG TNG
napovoag epyaciag. Emiong, Oa 0eia va guyopiotiom v EBvikn Tpanela g EALGSOC Kot
€01KoTEPA Ta ZTeEAEYM TG AtevbBuvong ITAnpoopikig kvpiovg N. Xpiotodoviov, M.
Mavpogpopdxn, H. TpaBacdpo kot A. Kakaférso, yia T duvatdTnTa Tov Hov £00cay KoTd
10 dbotnua ond lodho émg OxtdPplo 2012 va aviinebd mwg oyedidler-viomolel Kot
eréyyer évag Opyaviopodg tétolov Peinvexots, tov ‘Edeyxo [IpdoPaocng tov ypnotodv ota
cvotiuata. Télog, guyoplot® Oepud TNV OKOYEVEWD HOL Yot TNV OWKOVOMIKY Kot mokm

vrooTNPEN TG, KB’ OAN TN SLAPKELN TOV UETATTVYIOKADV LOV GTOVIMV.

viii
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Iepiinyn

O 'Ekeyyxog IlpdcPacng amacyoiei, kdbe emiyeipnon mov ypnoluomolel TANPOPOPLOKA
CLGTHUOTO GTN TOPAYOYIKY TG YPouun. To ZuoTpate Tov TPoyHOTOTOlo0V TOV EAEYYO
mpocPacng eival oxedlcUEVO OGTE VA EAEYYOVV TTOLOG UTOPEL VO EKTEAEGEL TTOLEG EPYNTIEG
Kot vo, ool £yovv TpocPact oe molovg mopove. Eml tng ovsiag, yio kdbe [IAnpopoplokd
Yoomuo M Eeoppoyn mpéner vo mpoayuatomoleiton Eleyyog mpocfaong, mov apopd ota
SIKOLMUOTO TOV VTOKEWWEVOV Kol Tov avtikelévoy. H eumeipio pog €gel dwacel otL ot
ueydrovg Opyaviopois, mov ¥pNoipomoloby TANOMPE GVOTNUATOV Kol aTacyOA0DY UEYAAO
aplOpd VTOAANA®V, N TPOCTAGIo TOV TOP®V amotelel TpwTapyIKd otoy0. To mpdPAnua
yivetoar axopo mo obvvleto, av mpooteBolv ol opyavmolokég tepapyieg kol M Vmapén
TEPLOPICUADY OMMOG Ol KAVOVEG GUYKPOVOT|G CLUMEPOVI®V, 1| OT®MG eival Yv@GTOTEPOL Ol
conflict-of-interest rules. T v ovtipetdmon Kot exilven tov mpoPAnuotog, — sivat
amopaitntog 0 oyXedlaucog Kol 1 vAomoinon pebddwv i tov €reyyo G mposPaocng Twv
YPNOTAOV GTA YPNGLOTOOVUEVE cuoThpate. O oyedlaoidg Kot 1 EQAPUOY TV EAEYY®V
TPOGPACTG TAPAUEVEL L0 SLOIKOGT0 GOVOETN KO 1O10UTEPO. CTULAVTIKT, Y10, TNV AGQAAT AAAL

Kot Topay@yikn Asttovpyio evoc Opyaviopov 1 wog Emyeipnong.

Me v mépodo Tov YPOVOL 1 EELANPETNOT TOV EPYACIOV OAMV TMV EMYEPNOEMV KOl
opyovioldv Paciletal oxeddv anokAielotikd ot xpron [inpogoplokdv cvotnudtmv, and
O0AOEVOL TIEPIOCOTEPOVG YPNOTES, Ol omoiol €youv dapopetikd kabfKovTa, £KTEAODV
dapopetikoy €idovg oALA Ko emmédov BV, epyaociec. [ Tovg TPoaVAPEPOLEVOLG
MOyovg, ot onoiot paliota Ba evieivoviol GuUVEXMS 6TO HEAAOV, WEYIGTOTOLOVUVTOL Ol VOYKEG
v TNV amdAvTo €E0VG1000TNHEVT TPOGROCT TOV XPNOTAOV ot Agttovpyodvta [IAnpopopucd

GUOCTNLOLTAL.

210 ympo g acparetog Tov TIIE &yel avoamtuybei éva emotnpovikd nedio, o onoio kKaAeiton
va dMoEL AVCELG UE TO GYESIOGUO Kol TNV OOVOUY] TPOGPACEMY GTOVG YPNOTES AVAAOYO LE
T 0€0m ToVG KoL TO €100G TNG EPYACIOG TOV EKTEAOVV GTO TANIGLO TNG OUOANG AEtTOVPYiaG TNG
Emyeipnong 11 tov Opyavicpod, mov epydlovtal. 10 TAGICIO TOV EMOCTNUOVIKOD OLTOV

nediov ekmoviOnke n mapovoa MAE, ) onoia cuyypdonke petd omo:

e TN pUeAéTn oYeTIKNG PifAoypagiag,
e NV KaBodnynon tov emPAémovia KaONYNTH HLOL Kot
® TNV gUmEPia TOV ATOKTHONKE KATA TNV Topovsia Lov ot AtevBvvon ITAnpogopikng

g EBvuag Tpamelag.
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MeTd 1 GLGTNUATIKY LEAETY] TV HOVTEA®V TTOV £YOLV avamTLYOEL Yio TNV AVTIUETOTIGT TOV

{nmuatog tov EAéyyov tov tpocsPdosmv, yivovtal cuykpicelg Kot eEGyovtal GUUTEPAGUATO.

Ewwdtepa, peretnnie evdereydc 1o poviédo tov EAéyyov mpdoPaong mov Pacileton oe
Polovg kot datvndbnke apykd katd to 1992. To povréro ovtd mapovctdlel onpovTikd
TAEOVEKTNLOTO GTI YPNOT TOL GE PEYAAOLG Kot «moAvmhokovgy Opyavicpovs. To RBAC
mapoTL glval éva poviélo mov €xel oyedtaotel edd kot TOAAG ypovia eEakorovBel va eivan
avtikeipevo ovlntioemv Kot €pevvog. Zuvexdc, ONUIOVPYOVVTIOL VEN AOYIGUIKA 7oL
aKolovBobv Tig kaTeLBLVTIPLES YPAUUES TOV Ko eTaipeieg koAooaol oto ydpo v TIIE to

YPNOWOTO0VV oav Pactkd epyoreio yw v emilvon tov TPOPANUOTOS TOL EAEYYOL

TpOGPacnc.
2mv MAE &x10¢ amd T meptypar] Tov HOVTEALOL, DITAPYEL AVOPOPLL:

e o10 pdétvmo ANSI/INCITS 359-2004,

®  OTIG TOAAEG KO YPNOIUES EMEKTAGELS TOV,

®  OTIS BEATIOTEG TPUKTIKEG TTOV TTPEMEL VO, PO LLOTOLOVVTOL KOOMG Kot

® o¢ gToupeieg kKohoooovg ato ydpo ¢ TIIE mov dnpovpyodv kabnuepiva 6Ao kot
TEPLOGOTEPH AOYIGHIKA Ta oToia epapuolovv tov 'Eieyyo IlpodsPaong Baciopévo oe

Polovc.

O "EAeyyog IlpdoPacng ota Xpnuatomotmtikd 1dpvpata anotelovoe ndvta o orovdaia
npoxAnomn. Avaloyss g npdxAnong elvar Kot ot SuoKorieg mov mpokvuTTOLY €&’ auTiog TOL
peyéBovg towv Idpupdtov avtdv, Tov TANOOLE TOV YPNOTAOV Kol TOV  EQAPUOYDV 7OV
XPNOOTO0VV KafAdG Ko TG HeyaAng moivmiokotntds tovc. 'Etol, o oyedaopog evog
OLCTNUOTOC Kot 1 VAomoinom g poro-kevipikng IloMtikng Aceolelog yu éva

vrokaTAoTNA TPATELS £M0E TO EVOVGHLO Y10 TO TPOKTIKO UEPOG TG EPYOCLOC.

Mo va dounfel cwotTd Kol Vo AEITOVPYNOEL GTOTEAEGULOTIKO £€vo, GUOTNHO Oloyeiplong
pocPacng Poaciopévo oe pOAOLG TPEMEL VO YivOLV GLYKEKPEVO, Prpote Kol Vo

EQOPHOCTOVV Ot dleBvelg PEATIOTEG TTPAKTIKEG.

Ymv MAE, 6a yiver avdivon amortoenv, 0o oyxedlootel kot viomoindel pior ToATIKN
eAéyyov mpdcPacng N omoia Oa givarl dueco epapudoiun (oto mepPdirov evog tpamelikon

VITOKAGTALOTOC) Kot O €yl cav otoy0 TV aflomoinomn tov tisovektnudtov oo RBAC

AéEeic khedid: "Eleyyog IpocPacng, RBAC, Yiomoinen RBAC og Windows,

Authorization Manager
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1 Ewoayoynq

1.1 Opropog MpoPfipatog

H mpootacio g mAnpogopiag Ntav, eivor ko Bo givor mévto emMTOKTIKA Kot avoykaio,
dAAooTE 1 akepaldTNTO TG AN poPopiag eltvar £vag amd Tovg TPELS PactcoVs TVADVES TMV
TIIE. And 1t otiypnq mov avortdybnkav kol Aeltovpynocav  TANPOQOPLOKE GUGTNLOTA,
avadeiynke n avaykn Tpootaciog TG Yynelakng tAnpoeopiag. ‘Evoc and toug Pacikdtepovg

TPOTOVG TpocTasiag TS TANpogopiog oto yopo twv TIIE givar o 'Edeyyog ITpdcPacnc.

O "Eheyyog IIpocPaong pnnke and mold vopic oto yopo tov H/Y kot tov ITAnpopoplakdv
Zvompdtov Kobdg ot TpdTEG Tov apyés Oepembniay o 1975 amd tovg Salzer & Shroeder
(Salzer & Shroeder, 1975). oupova pe tovg Sandhu & Samarati, «O oxomdg tov eAéyyov
TPOTPoonS Eivol vo TEPLOPITEL TIC OPAOEIS KOL EVEPYEIEC TOD EVAS VOUIUOS XPHOTHGS, EVOS

ovotijuotog H/Y umopei va exteAéoery (Sandhu R., Samarati P., 1994).

Me v mépodo tov ypdvov, avantoynkav didpopa povtéia, dnpovpyndnkay TpoOTLTO Kot 1|
EMOTNLLOVIKY] KOWVOTNTO TOPOVGINGE SOPOPETIKES TAGELS, AVGELS KOl TPOTAGELS YOP® OO T
oUYKEKPIUEVT BepaTikny evotnTo. XMUEPQ, VTAPYOLV TPOTACES TOL KOADTTOUV TIG
TEPLOGOTEPES avaykes TG ayopdc. 'Etog otabudg yio tov ‘Edeyyo IlpodcPaong eivar to 1992
6tav ot Feraiolo kou Kuhn fspelidvouv tov ‘Edeyyo MpocPacng pacicpévo cg Porovg, To

YV®6To 6g 6Lovg mg RBAC.

To povtého avtd etvorl L0 TPOEKTACT TOL HOVTEAOL TOL LIOYXPeMTIKOD eAéyyov MAC. Ta
mAgovekTpoTo oL Tpocdidel to RBAC etvan moAld. H emukcpdinom tov oe oyéon pe to dAia
Baowkd povtéda apyel oARG pe TNV TAPOdo ToL ¥podvov yivetor kaboikn. Mépa pe ) pépa,
OMO KOl TEPIGGOTEPOL ONUIOVPYOL AOYICUIKAOV TIoL acyorovviat pe tov ‘Eleyyo [IpdcPaong
TOV YPNOTOV G€ TOPOVG KOl TANPOPOPIES OMLLOVPYOLV AOYICHIKA, OV gival Baciopéva oTo

RBAC ka1 pmopovv vo epapudcovy tov 'Ereyyo I[IpdcPacng facicuévo oe Porovg.

Opwg, 660 1M TOATAOKOTNTA TV EMYEPNCE®Y OVEAVETAL, avalnToOVIOl GVVOETOTEPEG
Aboelg mov va a&lomotohy o BeTikd amd O To LOVTEAD KOl VO, TOPOKAUTTOVV TIG SUGKOAIES.
O tpdameleg eivor opyavicpol e TOAD PeYAAN TOAVTAOKOTNTO OGOV avVaPOPA oTr dlayeipion

TOV YP1OTOV Kol 6T SIEVEPYELD TOV EAEYYOL TTPOSPaonG.

Bdoet avtdv tov ocuvnkodv, m mopovoo pekétn Bo mpoomabnoel vo dMCEL ADGELS,
oxeOALoVTaG KOl VAOTOLMVTOG L0 pOAO-KEVTPIKT] TOATIKTY 0GQAAELG 1 ool Ba pmopel va

EPUPHLOCTEL DOTE VO TPOYUATOTOLEITOL O EAEYYOG TNG TPOSPACTG T®V LVRUAANA®Y, TV
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vrokataotnpudtov pwog tpimelag, €yxoviag ®¢ odNyod TNV TOMTIKY] OCGQAIAEWS TOV

OPYOVIGLOV.

1.2 Xkomdg - Xtoyol

H mopovca pehétn éxet og avtikeipevo tn HeAETn TV UEXPL ONUEPA YVOOTMOV LOVIEAMV, TN
eupaduven otov ‘Eleyyo IlpocPacng Paciopévov oe Pdhovg, v eoywyn Kot mapdbeon

GUUTEPAGUATOV.
O1 Qempntikoi Xtdyot TG LEAETNG 0POPOVV GTNV:

e [I\pn emokdnnon Tov nediov Tov EAEyyov [IpdoPacnc.
e Avéivon tov EAéyyov [IpdcPaonc Baciopévov og Pdrovg

e Avaivon tov tpotvmov Tov ANSI/INCITS 359-2004

Extog ouwg amd tn perétn g Piploypoaeiog kor v €£0y@yn TOV GLUTEPUGUATOV
ypewaletar vo te0obv kol oTOYOl OV 0POPOLV GTO TPOKTIKO KOUMATL TG epyociag. H
Aertovpyia evog tpamelikod vrokataothuatog Poaciletar oty TpdGPacn TV YPNOTOV GTA
[Minpogopraxd Zvothpata tov Opyavicuov. Qg gk T00TOL 6TOY0G TG TOpovsus MAE
givar 0 oyeowoopdg Kol viomoinon pog moMTikig 1N omoio 0o gpuppdéler Tov £heyyo
npocPaonc Poaciopévo og polOVE KoL M ONUIOVPYIOL TNG OTAPAITNTNG OYETIKNG

gpappoyg.

1.3 MeBodoroyia

O "Eheyyoc IIpdcPaocng dev eivor pio kawvovpylo vvola. Amevavtiog vrmdpyet yio. TOAAG
xpoOvVia 6to Ympo g Acpdielnc tov TIIE. Qg ek to0TOL Y10 TN CLYYPAPT TNG TAPOVCUS
MAE pelemnOnkav emiotnuovikd keipeva to onoia cuveypaenoov arnd to 1975 péypt kot to
2012. Kvpuotepo Papog d60nke otovg cvyypoeeig Oepuchiwtés tov Role Based Access
Control: Ferraiollo, Khun, Sahndu, xafobg xot ce cOyypova emioTnuovikd keipeva g
Sammarati, n omoio onpepa Bempeitan icmwg N TAEOV KaTAEIOUEVT EPELVITPLO GTO YDPO TOV

EXéyyov TIpoePaocng.

2OUPOVO e T TopaTave, 1 mopovcd MAE peAeTd ta yopaKTNPIOTIKA TOV LOVIEAWDY TOV
EXéyyov IIpocPaong, e€nyel tov tpdmo Asttovpyiag Tovg Kot wapabétel TIC PaCIKEG TOVG
apyéc. Ttn cuvéyela yivetral eppdbuven oto poviédho tov EAéyyov IpdcPacnc Paciopévov og
Poérovg. To ouykekpipévo povtédo avaAdeTol TAP®S, Tapovctdletal n Topeia Tov 6To YPOHVO
UECH EMAEYHEVOV TPOEKTAGEMY TOL KOl TAPOLGLALETUL TO TPOTLO TOV EYEL TPOTEIVEL O

NIST ko viobetoer o ANSI. Télog, n epyacio odoxAnpdvetar pe v mopdbeon g
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mepapatikng dwdikaciog, mn omola ekmovifnke kot aeopd otn Aettovpyio Tpameltkol

VTOKOTAGTLOTOG Y10 T1) OLEVEPYELN GUYKEKPLUEVDV EPYACIADV.
H MAE anoteAeitor and 5 kepdioua.

To xepdiaio 1 elvar to elcaymyd g epyasiog. e avtod yiveror o optopdg Tov TPOPANUATOG
10 omoio mpaypaTedeTOL M peEAETN, Topovcoldletor 0 OKOmAc, TiBevior Ol GTOYOl Kot
TEPLYPAPETAL 1] OOUN TNG EPYACINS.

70 KEPAANL0 2 OVOPEPETOL 1) LEAET TOV TAEOV YVOGTOV poviéAmv EAEyyov TTpoécsPaong.

210 KeQAAOO 3 TEPLYPAPETAL 1] TOPOVGINGT TOL €AEYYOVL TPoOcPaong mov Paciletal oe
porovg. Emeényeiton pe Aemtopépela o TpOTOC AEITOvpYing, TopovclaleTal 1| Topeic TOV GTO
APOVO, OVOPEPOVTOL Ol TAEOV EVOLOPEPOVGEC KOl YPNOUIEG EMEKTAUCELS TOL KOU TEAOC

napovotdletol to Tpdtomo ANSI/INCITS 359-2004.

Y10 keQOlo0 4 KATAYPAPETOL TO TPOKTIKO WEPOC NG mapovoag MAE. Apykdg
TPOYUATOTOLEITOL 1 OVOADGY OTOLTHGE®V Y0 TN UEAETN TEPITTOONG, TOPOVGIAlETOL UE
capnvela kol akpifelo to epyodeio tov Authorization Manager yuéow tov omoiov ytioTKe N

EQOPHOYT| Kot TELOG TaPoVGIALETaL | VAOTOINGT TNG.

210 ke@dAato 5, mov givar kot to TeElevtaio ™G MAE katoypdeoviol To. GUUIEPACIOTH TOV
TPOEKLY OV HEGO OO TNV EKTOVNGTN TNG £PYAGLOG Kol divovtol LeEAAOVTIKES KaTeVOVVGELS Yia

TN CLVEYIOT TNG Kot TNV a&onoinon TG o€ SPOPETIKA TEJiaL.

H epyacio ohoxkAnpovetor pe 1t mapdbeon tov PfMoypagikdv mnydv Kot TOL

TOPOAPTALATOS OOV TEPLEXETAL O TNYOL0G KMOIKAG TNG EPAPLOYNG OV GYENAGTNKE.
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2 Mnyoviepoi EAéyyov Ilpocfaong

2.1 Ewayoym

Apywd Bo mpémer va d00el évog opiopdc yio o T glvan éheyyog mpdoPaong M Eheyyog
npooTEAaonG. Avatpéyovtag otn oebvr] PiProypapio cuvavidue éva mAnBog oploudv.
Evdeiktikd avapépovian 1éooepis. «O Eleyyos Ipoafaons alloloyel tig artoels mpoofoons
OTOVG TOPOVS A0 TOVG ECOVTLOOOTHUEVOVS YPHOTES KOI, UE POon O0pPLOUEVOVDS KOVOVES
rpocPaong, kabopilel To av TPETEL va. YopnyRoEL ) Vo, OToyopedael THY. Tpocfacny» (Samarati,
2008). «H Svvatotnto. vo. emTPEmeTal UOvo oe eCODGI000THUEVODS YPHOTES 1 TPOYPOUUOTO 1]
oepyaoics, 1 TPOGLooH o€ TOPOLS TOV GLATHUOTOS.» «H yopnynon i apvnoyn, ooupwva ue Evo,
OVYKEKPIUEVO LLOVTEAO OOQPGAELOGE, OIKOIWUATWV TPOTfaons oe éva obvolo mopwv.» (Syracuse
University, 2010) «Eva obvolo diodikaoickv mov extelovviar amd to vliko (hardware), o
Aoyiouké (software) xkar tovg diayeipiotés, yia v mopokolodOnon e mpdofoong, TOV
EVIOTIIOUO TWV YPNOTOV IOV (NTOOV TPOTHaocy, Ty KaTaypogy 1wV TPooTobeldy amoKTHoNG
Tpoafaons, Kol T YOpHynon 1 Tty Gpvion Goslag mpoofoons ue Paon kobiepwusvovg
ravoveg.» (Moore, 2001). «O Eleyyog Ilpoomélaons apopd. Tovg GUYKEKPIUEVOVS Y OVIOUODS
OV  VAOTOIEL  KATOLO  VWOAOYIOTIKO  GOGTHUG, WUE OKOTO VO TPOCTOTEDCEL OTO UN
elovarodotnuévy mpoomédaon to. JedOUEVOL EKETVA, Ta OTOl0, EMNPEGLOVY THY QOPAAELQ. TOD
OVOTHUOTOS Kol EIVOL QmOONKEDUEVO TTH UVHUY, OTOVS KOTOYWPNTES 1] O OTOLOONTOTE GAAO

e Tov.» (Aopumpivouddxng, 2012)

O 'EAeyyog [IpocPaong ywpileton og 600 peydieg evotntec. Xtov duowcd Ereyyo [IpdoPacnc
kot otov Aoykd ‘Eieyyo IIpdcPoonc. Znv mapovoa epyocio o acyoinbolie anokAeloTikd
pe t dgvtepn kornyopia. Xe avtd o KEPAUo Ha yivel pia 1otopikn avadpoun otov Eleyyo
[IpdoPaongc, Ba mapovslaoToby ot Pactkég apyég Kot ol Pacikég dopéc mov akolovbodvtan
oo To TaPEABOV PEYPL KOt onpepa. 2T cuVEXELD O TOPOLGLOGTOOV T S10POPETIKA LOVTEAL

LE T1g TopapéTpoug Toug Kot Ba e€etaotel 1) mopeia TV LOVIEA®Y GTO (POVO.

O "Eleyyog IIpocPaong anacyorel Tovg opyaviopovg amd TtdTE TOV APYLOAV VO, SOKIVODV
TAnpoeopieg péoa and mAnpoeoplokd cvotiuata. To mapdv kediaio €xel ®G GTOXO TN
UEAETN TV POCIKOV EVVOIDV, T®V PACIKOV apydVv TG Bepatikng evotntag, Kadmg kol Tov

Bactkadv dopmv kot toltikdv EAéyyov [IpdsPaonc.

Auepa ol emyelpnoelg Lovv ot Kowwvia tn mAnpogopioc. I'io va dtucpaiiotel 1 opain

TOPUy®YIKNy Tovg Swdkocio omotteiton ot gpyalduevor va €xovv mpdoPaocn 1660 OF
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TANpopopieg 660 Kal o€ TOpovg. Topemva e To NIST 0 Eleyyog ITpdsPacng npbe va dmwocet
OTOVINOELG 0TA €ENG KpIoLO EPOTHLATO

v" What - T'wrti kdmotog va éxet mpooPaon;

v" Who - Iotog &xel tpdcPoon;

v" Where — ITov éyet mpooPaon;

Téhog a&iler va avapepbel o0tt otig TIIE vmdpyovv &vo tomol €Aéyyov ot omoiot
YPNOYLOTOLOVVTOL KAUTO KOVOVOE GE OLOPOPETIKOD TOTOL VTOAOYIGTIKA GLGTHOTA. [ TV

emPBorn elEyyov mpdGPacns 6TovE TOPOVS EVOS GuOTNLOTOG Ba Tpémet va £xEl Tpoodloplobst:

v T umopel va kdvet éva vTokeipevo

v Tiumopel va yivel o€ évo avtikeipevo

H mpdt mpocéyyion ocvvnbog Ppioker epappoyn oto cvotipota dwoyeipiong Pacewv
OEJOUEVMV KOl GE GCLUGTIHHOTO JlaXEIPLONG YPNOTAOV, EVD 1 dEVTEPT] CLVAVIATOL TEPIGGOTEPO

0T0 KAUGGIKA AEITOVPYIKA GLUGTILOTA.

2.2 Baowég Evvoieg

2ty mopeia Tov TaPOVTOg KeEPaAaiov, OTme kar OANG Tg MAE, Ba vrdpyet cvveyng avapopd
0€ CLYKEKPIUEVEG EVVOLEG TOV eivan doutkd ototyeia tov EAEyyov TIpdcPacnc. Me otoy0 TV
ol mopeia Tng HEAETNG, KpiveTal GKOMIUO, VO VITAPEEL avapOpd Kol OPIGUOC OVTMOV TOV

Baowav Evvolov.

e  Xpiotng

Eivai to dtopo mov adinAeniopd pe tov H/Y kot éxel mpdofacn o TOPOvS TOV GLGTIHLOTOC.

e Pélog
[Ipdkertanr yio éva oOVOAO evepyeldv-evBuVAOY o1 omoieg oyetTilovtal He GULYKEKPIUEVN

Aerrovpyia (m.y. Tapiog).

o YTokeipngvo

Y7okeipevo eivol pio, ovtotnTo, TOL Yio vo Agttovpynoel ypeldletor vo, €xel dukaimua
TPOGPacnG 6To CUGTNMA, YO TAPASELYO Ol YPNOTEG Kol Ol Atepyaocies. (Aaumptvovddxnc,

2004)

e  AvTiKEinEVO
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Me tov 6po OVTIKEIPUEVO QVTITPOCOTEVOVTAL TA apP)elo Kot ot GAAOL VTOAOYIGTIKOL TOPOL
Om®G: UvNuUN, EKTLITMTEG Kot GAAOL KOpPOL €vOg SIKTHOL VIOAOYIGTAOV. (ACUTPLVOLIEKNG,
2004)

o IloMTiKN AGOareL0C

Q¢ IMoMtikr; Acpddelag opiletar To €yypago 10 omoio pE emionuo kol dounuévo Tpdmo
kaBopilel TIg YEVIKEG apyEC TTOL TPEMEL VA 1IGYDOVV Y10, TNV OGPAAELD TOV GLUGTIHOTOS TOV
epappoletar. Mo TOATIKY 0o@AAElnG EKPpaleTal pe Kovoves mov puiuilovv Tov Tpodmo TOL
EAEYYOVTOL TO GUUUETEXOVTO WEPT Kol TG AQUPAVOVIOL Ol OMOQAGCELS Y0 TPOGTEANCT).
Yuvbog emPdAlovior and O1APOPOVE UNYOVICUOVG OCQAAEWNG, Ol OTOiol, UTOPOLV Vo
KOTOTOYOUV OTIG Topakdto Katnyopiec: (ITdyxaiog, 2002)

V' Avayvopion (Identification)

v' AvBevtikonoinon (Authentication)

v E&ovctodotnon (Authorization)

v' "Eheyyo npocPaong (Access Control)

v Axegpardtnra (Integrity)

V' Zvvémewao (Consistency)

v EmBedpnon (Auditing)

e  Moviého AGOAAEloc

Opilel emionuo 1600 TIG TTPOdIAYPaPEG 0G0 Kot TV emPoAr; tov EAéyyov IIpdofacnc.

(Samarati, 2008)

e  Mnyoviouoc Ac@aisiog

Epapuodler t1g moMtikég ac@irelng pécm youniod emmédov (Aoyiopikod kor hardware)

AaOIKACIDV

AoV opiotnkav ot Bacikég Evvoleg, kpivetar ypnotpo va eEnynbodv ot Pacikég Srapopég
petald tov Movtéhov Kot tov Mnyavicpumv Acpdietag. O dayopiopodg avtdg, COUP®VO e

™ Samarati, pog entpénel va

. E&etdoovpe tig anortnioeig [IpocPaong aveEdptnta and TV EpapLoyn TOVG
Il.  XZvykpivovpe Tig SIAPOPETIKES TOMTIKES ELEYYOL TPOGPOCTG KOl TOVG OLOPOPETIKOVS

UNYOVIGLOVE TTOV EUTEPLEYOVTOL GTIV 1010 TOALTIKN
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.  Zyedidoovpue unyoviopovg mov gival o€ BEon va emPalovv TOAAATAEG TOATICEG

H xomyopia Il givar avtiy mov diver m dvvardotnto va viomomBel n Bempntiky] 10€a g

MAE.

2.3 Boaowéc Apyés Ac@diewog Yoo tovg Mmnyaviepovg  EAEyyov
IpocPaong

Apxetéc gival ol facicég apyéc aoc@aielng ol omoieg epapudlovtarl and Tovg Mnyaviopuods
kot To. Movtéha EAéyyov [IpdcPacng. Ot apyég avtég Exouv cav oTdY0 va UNy EMTPEMETAL 1

napoPiocn TOvV KOGOPIOGUEVOV ORUITHCEMY OCQUAES 7OV OMOPOVV TO  JUKOLMDULOTO

TpOGPacC.

Ot apyéc avtéc, apyikd dnuootedmmkav to 1975 amd tovg Jerome Saltzer xor Michael

Schroeder ka1 givat o1 TopoKaT®:
e Economy of Mechanism (Owovopio Mnyaviopob)

Yopemva pe to Bishop, wc¢ apyn e Ouwovopiag tov Mrnyoviopov opiletar 1 téon g
dlpnong tov 6xedlacuod oty amiovotepn ovvarth uopen. H ovykexpyuévn apyn
VAOTOlEITOL KUPIMG OTO KOTAOTEPO OTPOUOTO KOL £YEL OC OMOTEAECUO TNV KOADTEPT

TPOGTAGIN AVTAOV TOV GTPOUATAOV.
o Fail Safe Defaults (ITpoemthoyn g Acpiorerns)

SOpemva pe ovtn TV opyn M yopnynon mpocPacng Pacileton mepiocdTEPO GTN TOPOYN

OLYKEKPLUEVOVY SKaIOUATOV Topd otov amokieiopd. (University of California, 2012)
e Complete Mediation (ITApovg Mecoldfnong)

Kdabe mpdoPaocn oe kbbe avticeipevo, mpenet vo, eEAEYYETOL OO TO SLOELPIOTH KOl EV GUVEYEIL
va apoyopeitor dSikaiopo TpocPacng. Me T GLOTNUOTIKY EPAPUOYN TNG TAPOVCAG APYNG
OepeMdveTal 1 TPOTUPYIKY AGPAAELN TOV GLGTAUATOG, KaBmG Yo kdbe avticeinevo Tpémet
va aiteitar o ypnotng tpdcPoon kabs gopd mov ypealetan va to ypnowonomost. (Saltzer,
1975)

e Open Design (Avoiytod Zyediacpon)

Amd to 1975 o1 Saltzer wxou Shroeder vmootmpi&av OTL 1 AGQAAEWD EVOG UNYOVIGUOD
acpdrelag dev o mpémer vo e€aptdton amd to av givorl Yvootog N Oyl XopaKTnploTiKa

YIVETOL OVOQOPA GTO OTL, OV Ol GYENOTEG LOPALOVTOL LE TOVG YPNOTES OAN TN YVOGN TOTE
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ot teAevtaiol cOavovtal mEPIGGOTEPO AGPAAEIS GTO GUGTNUO OV GYESINCAV Ol TPMTOL.
Xfuepa avty M opyn axoiovdeitor otovg KOAToug ™G Acpdielag twv TIIE kupimg pe toug

KPLTTOYPapLKovs olyopiBpovc.
e Separation of Privileges (Awywpiopod Ipovopiov)

O Awyopiopog Hpovopiov givar o apyn mov vrootnpilel 0Tl T0 GNAGIHO VOGS VoV
TPOVOpioL GE EMUEPOVES, OVEEAPTITMG TOV GLGTATIKMOV Kol TOV avOpdrov, gival amapaitnto
£to1 dote va VapEovY TOAOTAEG GLUE®VIES Yo TNV OAoKANpwon pog evépyetag. (Meunier,
2008)

e Least Common Mechanism (Atydtepo Zoviiong Mnyoviopudc)

[lepiocoTepol Tov €vOg ypnoteg dev o mpémel va popdlovtar tov 510 UNyaviGud yio va

anoktioovv TpdcPacn oe éva mopo. (Collberg, 2012)
e Psychological Acceptability (Pvyoroyiki] AmodektikoTnTa)

Ta ocvotquate kot ol diemapég Oa mpénel vo eivar Katavontéc. Emiong dev Oo mpémel va
0étouv mpo ekmAnEemc TOvg YpNoTEC Kol Oo TPEmMEL VO ElvOL TPOEYKATEGTNUEVEG GTN

Katdotaon mov embupei va tig Bpet o ypriotg. (Collberg, 2012)
e Least Privileges (Erdyiotmv Ipovopiov 1 EAdyiotov Aikoopdtov)

Amod avtég TIg apyéc Kpivetol OKOMUO Vo, OpiCOLUE KOl VO TEPLYPAYOVLUE LT TOV
«Ehayiotov Ipovouiov» meplocotepo amd TIC TPOTYOOUEVES, KOOmS eival dopkd atoygio,

TOV EAEYYOV TPpdcPacng Paciopuévou 6g pOAOC.

H apyn tov «Elayictmv IIpovopiovy, copewva pe tovg Saltzer & Schroeder (1975) opiletan
o¢: «Kabe mpoypouua kor kabs eEovorodotnuevos ypnotne tov ovotiuotos Go mpémer vo,
AEITOVPYEL, YPNOLUOTOIOVTAS TOV EAGY1OTO OPI1OUO Ao AKOIDUOTO 0 OTOIOS EIVOL ATOPOITHTOG,
VIO TV EMTOYH Kal OAOKANpwuevH TEPdTmwon e epyaoios tovy. Baoikdg otoxoc ™g apyns
glvar M dwtypnon g axkepototnroc. Epapuolovioc mv apyn vroypemtikd o mpémel va
avayvoplotel ol etval n epyacio Tov kaleitar o ypnong va eépet €1¢ époc. Ev cuveyeia
TOV Yopnyeital TpdoPacn 6Tovg EMAYIGTOVS TOPOVS MGTE VAL EIVAL EQIKTN 1) EVYXEPNG EKTEAEDT
™mg epyoociag tov. Me v dpvmon yopnynong emmAéov  dKOOUATOV TpdsPacng

Stauoporiletar n un wopdkopuy TG EPApUOlOUEVTC TOATIKNG AGQAAELOGC.
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2.4 Boaowég Aopéc Acparerag otov Eleyyo IlpocPaocng
Ymv mopdypago ovth Oa yivel TEpLypapn TOV PUCIKOV SOU®MY OGPAAELNG TOV LIAPYOVV
otov Eheyyo [IpdoPaonc. A&ilel va avapepbei 611 o Tapovolactovy ta akdiovba povtéla:
v Tivoxag EAéyyov Ipoonélacng
v Adoteg EMéyyov Acarwpdrov Ipootéhaong

V' Aloteg Avvotot)Tov

[pw Opmg yiver N mapovoioon tov poviéhov mpénet vo Kotootel capég 0Tt To dtkod Lot

TPOCTELUCTG SLUPEPOLY AVAAOYOL LLE TO VTOAOYIGTIKO GUGTN L.

2.4.1 Tivaxkag EAéyyov Mposaélacng (Access Matrix)

Mo 40 xonr miéov ypovia o Ilivaxag EAéyyov Ilpooméhaong amoteiel évav Poacikd TpodmoO
OTEIKOVIONG TV SIKU®UITov npdcsPacns. Anuovpyndnke 1o 1971 and 1o Lampson kot
BertiovOnke amd tovg Graham(1972) kou Denning (1971). Xdpn oty omhn dopn Tov Kot Ty

gbkoAn e€aywyn TAnpopopiog and avtdv, ¥pPNCLUOTOIEITOL OKOMUO KOl CT|LEPQL.

BIBLIOG TEMP ¥ HELR.IXT C€_COMP LINKER SYS_CLOCK PRINTER
USER A ORW ORW ORW R X X R
USER B R - R
USER S RW R R X X R
USER T - X X R
SYS_MGR - - RW 0ox ox ORW

)

USER_SVCS

Ewéva 1 Mapaderypa Mivaxa Eréyyov IIpoonéraong
H ewéva 1 mopovcidler évav evdewtiko Ilivaxa EAéyyov Ilpooméhacng. O Ilivaxag
OTOTUTIMVEL OAEC TIG TMOOVEG KOTUOGTAGEL TTOL APOPOVYV TOGO TOVG YPNOTEG OGO KOl TIG
depyooieg. Ot ypnoteg Kot ot diepyacieg amoTeAobV To VTOKEINEVA Kol ameEOVI{ovTal OTIG
oelpés. Ta avrikeipeva eivor ta apyeio kot oamewkovifovior otig otnieg. Evdeiktiko
TOPASELY LD Y10 TOV TPOTO CVAYVMONG TOL TOPATAve mivake glvar 1L o ypnotng USER A
éxel dkaumpota 1010KTNoiag, aviyvoong kKot eyypagng oto apyeio BIBLIOG, evéd ya to
avtiototyo avrikeipevo to vmokeipevo USER B éyet povo 1o dikaiopo tng avayvoong. O
[Mivaxag EAéyyov IIpoécfacng amotundvel TV €KOVO €VOG GUGTAUATOG L0 CUYKEKPIUEVT]

YPOVIKN GTLYUN.

Boaowod mheovéktmuo tov [livokoa eivor 1 duvatdmro mov divel ®GTE Vo yivel Gapng

TPOGIOPIoUOS TOV TPOGPAcE®V TOL KAOE ¥p1OTN G £V, VTOAOYIGTIKO GOGTN .



Yiomoinon RBAC, pe yprion tov AzMan, o€ mepiBaiiov Windows

24.2 Aioteg EAéyyov Awkoropatov [poorélacng

Ot Aloteg EAéyyov Akawopdtov Ipoomélaong, a popen viomroinong tov Iivaxa EAéyyov
[Mpoomélaong sivar ToAd dradedopéveg, Wiaitepa oto mepifdArov tov Microsoft Windows.
Ot Aloteg EAéyyov Akaopdtov mpoonéhacns eival ToAD YVOOTEG LE TN GLUVTOUOYPOQio
toug ACL (Access Control Lists). TTpokettot yio £vo. 6OvVOLo dE30UEV@V, TOV EVILEPADVEL TO
AELTOVPYIKO CUGTNHO AVOQOPIKA LE TIG AOEIEC TPOOTELNONG 1 TA, SIKOIDHOTO TPOSPOOTG TTOV
€YEL TO VTOKEIUEVO GE GYEOT E Ta OVTIKEIEVO Tov cvuatuatog. Kdabe aviikeipevo €xel éva
HOVOSIKO YOpaKTNPIOTIKO AGOAAELNG, TO 0T0i0 EVTOTILEL TOVG YPNOTEG OV EYOVV TPOGPaon
o avto. H Aiota EAéyyov Akawopdtov [pootélaong eivar pio Aioto cuvoedepévn e to
K@Oe ovTikeipevo Kol To, avTioTolyo SIKAIMUOTE TPOCGPACNC TOV €YEL O ¥PNOTNG TAVD OF
avTo. Mabnuotikd 1 mapomdve tpdTact amoTuaavetol amd v akoiovdn oxéon: | = { (s, a)

's€ S,ac A}

Yriokeipevo / Atkatwporto

Xpnotng 1 R

Avtikeipevo XpoTne 2 W
Apxelo 1
Xprnotnc 1 O,W,R
Apxelo 2

Xpnotncg 2 R,X
Aepyacia A || R

Ewoévo 2 MMapaderypo Aiotog EAEyyov Awkaropdrov Iposrélacng

Ot Afoteg EAéyyov Acoumpdtov Ipootélaong éxovv KAmolo cuyKpLTUKd TAEOVEKTILOTO GE
oyxéon pe tov Hivaka EAéyyov Ipoonériaong. To Poacikdtepo mAeovEKTna gival 1 €0KOAN
€0PECT KOl TO €100 TOV SIKOIOUATOV TOV YPNOTOV GE GYECT UE KATOL0 avTiKEipevo. Onmg
eaiverar amd v gwkova 2, yuo to Apyeio 1 o Xprotg 1 €xel dikaiopo Avayvoong Kot o
Xpnotg 2 dwkaiopa Eyypaeng. EmmAéov pmopovv ta vrokeipeva va aviikotootafody ard
ouadeC 1| GLVOLO LTOKEWEVOV MOTE Vo petmbel To péyefoc toug. Zuvibmg ot Aloteg EA&yyov
Awonopdatov Tlpoonélaong amavidvVTol G€ VAOTOMGEIS TOL HOVIEAOL TOV AlokpiTikov

E\éyyov [IpocPBacng mov Ba meptypagel mopakdTo.
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24.3 Aioteg AvvOTOTITOV

Eni g ovciag, ot Aloteg Avvatomntov epapudlovv v oviiBetn mpocéyyion amd TIC
avtiotoyeg tov Awkawpdtov. X diebvn opoloyia Tic cvvavtaue og Capability Lists.
dépvovrog oto poord pog tov Ilivaka EAéyyov Ilpocfaong ot Aloteg Avvartotftov
Aertovpyovv dafalovtag tov Hivaxa avd ypappn. Xtoyog Tovg ival n Tapovcioon OOV TV
00OV KAl TOV JIKOIOUATOV oL €xel éva vrokeipevo. Onmg avapépetar otn fifioypapia,
«Kabe vrokeiuevo tov ovotiuatos ovoyetifetor ue pio ouada amé (evyn, kabes {edyovg
OTOTELODUEVOD ATO EVO, AVTIKEIUEVO KOL EVO GOVOAO AEITOVPYIV TPOCTEANOHS - OIKOLWUCTOV
npoomédaons. To ovoyeti{ouevo vroOKeIUevo Exel T ODVATOTHTO VO, TPOCTEAGTEL TO
OVYKEKPIUEVO OVTIKEWUEVO e OTOLAONTOTE OTO TIC OVAPEPOUEVES AEITOVPYIES TPOOTELOTNG.»

(Aapmpvovdakng, 2012)

MoaOnpotikd n Aioto Avvatottov opiletot wgeéng: c={(0,a):0 € 0,aS A}

Yrokeipevo Avtikeipevo / Alkowpoata
Apxeio 1 R
Xprotng 1 -> Apxeio 2 O,W,R
Apxeio 1 w
Xpnotng 2 PXEL
Apxeio 2 R,X
Aepyaocia A
Apxelo 1 -
Apxelo 2 R

Ewéva 3 Mapaderypo Aiotog Avvatotitov
H Ewoéva 3 avarapiotd v Ewdva 2 oe popen Alotag dvvatotntov. o va dievkoivvOet 1
OlElPION TV VTOAOYICTIKOV GUOTNUATOV CTAVIS, GUVOVIOUE OULTY Tr TPOGEYYIOT GOV
OTOTUTI®ON TNG TOMTIKNG OCQAAENG TOL GLOTNUATOG. Ta TAcoveKTAUOTO TOV AGTOV
Avvatotitov. epgavifovtal oto  Kotaveunpéve cvothuota kabdg dev  ypslaletoan M
emovolopPovopevn  avbeviikomoinon.  Avtd  emitpémel  oe  €va. LTOKEIUEVO Vol
avBevticomombei pio popd, va AGPet Tig SLVOTOTNTEC TOL Kol HETA Vo AAPEL TIC OVTIOTOLYEG

vnpeoisc amd Tovg Servers tov cvotiuatog (Sandhu & Samarati, 1994).
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2.5 Movtéha Eréyyov Ilpoonéhaong

Me v wépodo tov ypdvov £xel avamtuydel TANOmpa LovIEA®V, To 0ol £XOVV MG GTOYO TNV
CUUPOAIKT OMEKOVIOT HOG TOAITIKNG, 7oL TPEmel vo emPAnbel oe €va LTOAOYIGTIKO
ocvotnua. Epsuvntég g Acedielog tov TIIE ta ovopdlovv kol QOPUOAIGTIKA HOVTEAQ
(Kérowag, 2004). Ev cvveyeio Aoutdv Ba mopovctastodv Kamol, amd o facikOTEPO LOVTEAN

eréyyov TpocPaong. Avtd siva:

v' Bell-LaPadula
v' Biba

V' Zwikov Teiyovg
v Graham - Denning

v" Harrison-Ruzzo-Ulman

2.5.1 Movtéro Bell — LaPadula

To povtédo Bell — LaPadula avikelr ota @oppolortikd poviéla eréyyov mpocPaong.
Avartoydnke and tovg David Elliot Bell kot Len La Padula v mepiodo 1972-1975 (Bell,
2005). Zopeova pe Toug SNUIOVPYOVS TPOKELTOL Y10, VO LOVIEAO 0IGPAIAELNG TO 0TOI0 TaPAyEL
EVVOLOAOYIKG LEGO, Y10 TV OVIAVGT| KOl TO GYESIUCUO AOPOUADY VTOAOYIGTIKOV GUGTNUAT®V.
A&ilel vo. avopepbel 0TL dev dnovpynonke £yovtag ¢ GTOXO TN YPNCWOTOINGT TOL ®C
HOVTELOL EAEYYXOV TpooTtélaonC. TTio Guykekpiuéva, 6TOY0G TOL NTAV 1) SIUGPAAICT] AGPAADY

pomv TAnpogopiag (Katowag, 2004).

YAuepa ypnoonoleitar Kupiwg oe cvotnuata gA&yxov mpdcsPacng KuPepvnTikdv Kot
otpaTioTik®V vanpecwdv (Hansche, 2003). O Loyog Tov ypnoiomoteitot to poviélo tov Bell
ko LaPadula sivatr to 611 divel £pupacn oto BEpoata EUMIGTEVTIKOTNTOC KAl GTH TPOCTOCIN

ATOPPNTOV TANPOPOPLDV.

210 TopOV UOVTEAO Ol OVIOTNTEG TOV GLUGTNUATOG YWPILOVTIOL OMOKAEIGTIKA GE LTOKEINEVA
ko ovtikeipeva. Xto Bell-LaPadula cuvavtdvtal ol kotaotdoslg kot opileton n évvolo g
«OOOOAOVG KATACTOONG». Amodelkvoetatl 0Tl kébe petdfoon dwwtnpel v ac@AdAelo Tov
GLGTHUOTOC OV Kol HOVO av TOGO 1 apylK 060 Kol 1 TEAKN KATAGTOGCT OlTnpodV TNV
ovtoOTNTO TOUG Kol Ogv pmopel vo vrootohv omowdnmote petafoAr.. Me ypnon Tov
EMAYMOYIKOD GUALOYIGHOD OTOOEIKVOETAL OTL TO GUGTNHO OVIOTOKPIVETOL 0TOVG Paotkoie

6THYOVG AGPUAEIOC TOV LOVTEAOD.
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210 onpeio avtd Ba yiver po cHvToun TAPoLGion TOL TPOTOL AELTOVPYING TOL LOVTEAOV
Bell-LaPadula. Apywd opiletat puo acQoANg KOTAGTAGT TOV GUGTAOTOS OV Kol HOVO oV Ot
TPOGPACELS TOV VTOKEWEVAOV GTO OVTIKEIUEVO GUUPOVODV LE TNV OPIGUEVI] TOMTIKN
acQUAEWS TOL cvoTnUoTog. [ va mpocdopiotel ov ol GLYKEKPLUEVT AglTovpyia
emtpémetal, ovykpivetar to clearance tov vLTOKEWEVOL HE TNV TAEN TOL OVTIKEWWEVOL
(ovvdvalovtag v Ta&vOUNoT Kol TO GOVOAO TV GTOLEIV Tov cuvbétovy To eminedo
aoPiAelng) dote va kaBoplotel edv To vokeipevo Exel e£0V61080TNOEL Y10 TN GLYKEKPIUEVN
Aerrovpyio. To cvotpo cbykpiong tov clearance/ Taéng ekppdletl eni ¢ oVGing TOLE OPOVG
evog mAEyuatog ac@iielag. To poviého ovtd ovvovalel opyEc TOGO TOL VTOYPEDTIKOD
(MAC) 600 xar tov dakprrikod (DAC) gléyyov mpdoPacng mov meplypdeoviol avorlvuTiKd

oT0 OVO0 emOUEVE, VITOKEPAAaLo 2.6 & 2.7 avticTtouya.

2.5.2 Movtého Biba

To povtého Biba onpovpynnke to 1977 and tov Kenneth Biba kot péow tng morrtikig
eA&yyov TpOGPacng mov TPOTEIVEL, EYEL MG GUECO GTOYXO TN OLUGPAAIST] TNG OKEPUIOTITOC
(Biba,1977). Exi g ovoiog antd 10 LOVIEAO KATOGKELAGTNKE KAt avtictotyio tov Bell —
LaPadula (Kdatowog, 2004), xabbg opiler Pabuodc axepardntog tng mAnpopopiog,

avaAoyoug pe Toug Pabpovg svaicnciog.

Y& auTtd TO HOVTEAO TO VITOKEIUEVO KOl TO OVTIKEILEVO OLOSOTOIOVVTIOL GE OLUTETAYUEVA
enineda axepotdTTog. O oYedlooudg TV Eival T€T010C MGTE TO, VITOKEIUEVO VO UV UTOPOHY
VO 0AAOIDGOVY TO OVTIKEILEVE, TO. 0TtolL EYoVV KatatayBel oe VYNAOTEPO €MiMESO 1 KOl TO

avtioTpoo.

e YeVIKEG YPOUUUES, 1 TPOOTAOELD SLOCPAAONG TNG AKEPALOTNTOS TV OEDOUEVDV EYEL TPELG
610Y0VG:
» Noa arotpanei 1 tpomonoinen dedopévav and un e£ovc10d60TnUEVES OVTOTNTEC.
» No amotpamei 1 tpomomoinon dedopéveov amd €EOVGLOSOTNIEVEG OVTOTNTES
YOUNAOTEPOV EMTESOV.

»  No dwtnpnbei n eowtepixn kot eE@Teptkn GuvoyT.

2.5.3 Movtého Zvikov Teiyovg

To poviého tov Zwvikod Teiyovg, 1§ Chinese Wall, 6mwg cvvavtdtor oty Pifrioypoeio,
dNuovpyRONkKe e otdYO TN AVGT KAV TPoPANIAT®V TOVv VIEAPYOY GLYVA €5’ autiog TV

YEVIKOV LOVTEAWV KOl TTOAITIKMV OV TEPLYPAPT KOV TPOTYOVUEVAGS. ZTHYOG TWV GLUYYPAPEDY
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NG TMOMTIKNG NTOV 1| OVIUETOTION &ite evieyouévemv ZVYKPOuoNG XLUQPEPOVI®V, Eite
aKOVOL0G ATOKOALYNG KPIGIH®V TANPOPOPIDV amd €EMTEPIKOVS GLVEPYATES TOL £PYOV
(Brewer & Nash, 1989).

O Poowkdc TpoémOG AettovpyidG TOL LOVIEAOL EMUTPEMEL GTOVG YPNOTEG VO OTOKTOVV
dwaudpata TpoOGPacng e mOPOLS Kat dedopéva, To onoia ogv Ppiokoviol 6 GOYKpPOLGN LE
omotadnmote GAAN TANpogopia mov 1o katéyovv. To povtého Tov Xwvikov Tetyovg éxet ¢
Bacwkd o16x0 TN SEopomoincn Omd TN YEVIKN TPOGEYYIST) KOL TN ONHoLPYie €01KOV
npoceyyicewv moMTK®V eAéyyov mpdcoPacng, ot omoieg Ba  dmpuovpyovvior Yo

GUYKEKPLUEVOVG OPYAVIGLOVS Kot Bo EMOUOKOVY AVGT GLYKEKPIUEVOV TPOANHATOV.

Q¢ ex TOVTOL, M MOATIKY] aGPAAENS TOL HOVIEAOL Tov XwvikoV Telyovg Paciletar oe 3

enineda (Young, 2012):

AvTiKeipgve OmOG 1.y O apyeio. AVTIKEIIEVO TOV TEPIEXOVY TANPOPOPIES GYETIKA e Eval

Uoévo opyovIGHO.

Opadeg Xpnotav mov GLAAEYOLV OAC TG OVTIKEIUEVO TTOL OPOPOLV £V, GUYKEKPIUEVO

0PYOVIGHO.

Yvoykpovopeves Khaoerg, cluster ouddmv xpnotdv mov apopd avIoymVIeTIKEG ETOLPEIEG.

254 Movtého Graham — Denning

To povtéro avtd Pacileton otov Iivaka EAéyyov Ilpoonéraons. H ovoia kot o otdyog tov
LOVTELOL €ivol 1 TopOYN OONYIOV Kot KATELOVVINPIOY YPOUUDV Yoo TNV opb1| Kol AoOAn
onovpyia kat Stoypagn VIOKEHEVOVY Kot avtikelpévav. H tpocéyyion acpdieag avtov tov
povtédov oyetiletar pe Tov Kabopiopd evoc Pactkod GLVOLOL SIKOLMUATMV GYETIKA HE TO
¢ To vmokeipeva OBa epopupolovv Asrtovpyieg aoediewng oto  avtikeipeva. Omnwmg
OVOQPEPETAL, TO UOVTEAO YPMOLLOTOLEL OKTD Pacikég Tpaéelg dote vo eAEYEeL Tn por| TeV
TANPOPOPLDV HETOED TOV SOMK®OV GTOLYEIMV €vOG VoAOYIoTIKOD cvothiuotoc (Kdatowkag,
2004).

O mpdéeic avtég eivar:

v Ac@oAnc Anuiovpyio. AVTIKEIUEVOL
v Acgalng Anpovpyio Yrokeévoo
V' Ac@olg Aaypapn AVTIKEIUEVOL

v Ac@odic Aoypagn YTOKEEVOL
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v Ac@orig Moapaydpnon tov Atkawbdpatog [pooméhaong g Avayvoong
v Aceolg IMapaydpnon tov Akardpoatog [poostéraong g Exydpnong
v Ac@orng Mapaydpnon tov Awkawbdpatog [pooméhaong g Avakinong

v Aceolig IMapoydpnon tov Atkarbdpatog [poosméhaong te Metafifoong

2.5.5 Movtého Harrison — Ruzzo - Ulman

M. QopuoAloTikn dlatdhnwon kot mopoiiayn tov  poviédov tov  Ilivako EAéyyou
[IpdcPacnc, 60mmg avtdc mapovsidotnke amd Tovg Graham kot Denning (1972) kot oyt g
apyikng popoer, tov Lampson (1971), sivar 1o poviédho twv  Harrison-Ruzzo-Ullman
(Harrison, Ruzzo et al., 1976).

210 HOVTELO QVTO TPOTEIVETOL 1) YPNON YAMGGOG Y10 TOV aKPPH TPOGOIOPIGUO TNG TOALTIKNG
0CQUAELNG TTOV TEPIEYEL TN XPNOT| SIKOLOUATOV TPOCTELAGNC. ZOUPVO, LE TN BifAloypaio
«To mopov poviédo opiler wg oOOTHUA TPOTTATIOS EVO COVOAO YEVIKEDUEVDV OIKOIWUATOV R
ka1 éva, ovvolo evioiwv C. Q¢ KOTAoTO0N TOV GVOTHUATOS TPOOTATIAS OPILETAL TO TPI-GVDOUO.
(S, O, A) omov S 10 ovvolo twv vrokeuévawy, O T0 AVTITTOLYO TWV AVIIKEWUEVWY Koi A 0
TIVaKOS TPOOTEAAONS, 0TOV 0molo KGle ypouun ovtiotoryel oe Eva. VIOKELUEVO TOV S Kol KGOe

otiAn og éva avtikeiusvo tov O» (Katokog 2004).

2.6 Ymoypeotikog (Kota amaitnon) ‘Eieyyog Ilpocpacnc — Mandatory
Access Control MAC

O vroypemticdg ELeYy0G TPOGPaoNg amoterel Kopmvida Tng Oepatikng evotntag Tov access
control. To povtého Paciletor oe évo oyfuo dafdduons, to omoio kabopiler
onuavtikotnta mov Oa elxe ywo v emyeipnon/opyavicpd, m un  e€ovolodotnuévn
QTTOKOAVYT), TPOTOTOINGT, 1N SOEGIUOTNTA 7| KATUGTPOPT KATOLOL TATPOPOPLOKOD TOPOL
(Maykog, 2011). To MAC epapuolet tov éleyyo mpdoPacnc cOUPOVO pe TPOKAOOPIoUEVEC
ETIKETEC OLCPALELOC TTOV £XOVV TOGO T, VITOKEIUEVE TOV VTTOAOYIGTIKOD GLGTAIOATOC OGO KOl TO,
avtikeipeva (Sandhu et al, 1996). Eni ¢ ovoiog, ot £Tikéteg avtéc ameikovilovy aviictoryo
TNV ONUOVTIKOTNTO TOV OVTIKEWEVOY Kabhg kot v e€ovctoddtnon (clearance) tmv
vrokeévov. Baoikd yopaktnpiotikd tov MAC eival 611, éva vrokeipevo dev givorl o€ 0éom
va petafifdaosl oe dGAlo dikaumpoara Kot Tpovoue tpocPfoons. H amovoun tov mpovouiov
yivetal amOKAEIOTIKG Omd TOV OloyEPLoT] TOL ovoThUotoc. H  avompodtnta  tov
CUYKEKPIUEVOD HOVTEAOVL €YEL OOMYNOEL OTNV E€QUPUOYN TOV, HOVO oe TEPIPAAAOVIO TOL
Aertovpyolv pe tov Tpoémo need-to-know (Kdrtowoag, 2004). To MAC 1o ovvavidpe og

nepifdilovta mov M atla tng TAnpopopiag elvar peydAn 6mwg cvuPaivel yio TANPOQEOPIES
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KUPBEPVNTIKAOV KOl GTPATIOTIKAV DINPEGUDY. LTV TOopeia TOL XpovoL €xel amodetyBel Ot Yo
TNV OVATTUEN TOAITIKOV VIOYPEDTIKOD €AEyyov TMPOGPacns, yPNCOmOolEiTal T0 HOVTELO

Bell-LaPadula.

OloxAnpavovtag tn meprypaen Tov MAC Ba tapateBolv ta BeTikd Kot To apvnTiKG oTotyEio

TOV GUYKEKPLUEVOL LOVTEAOV:

v Ioyvpn Acpideia

v Yrapén Movtéhov YAomoinong
x  Avokoln Awyeipion

x  Abvokoin Hapaperponroinon

x  Abokolog Xyedrooudg

2.7 Awxprtikog ‘Edeyyoc IlpécPpaong — Discretionary Access Control
DAC

O vroypewtikds Eleyyoc mpdoPacng NTav, €Tl TG OVGLOGC, 1| TPDTY TOALTIKY ACPAAELNG TOV
viomomfnke 610 YDOPO TV TANPOPOPLIKOV cuotnudtev. H anAdmra tov cuotudtov kot
N un dmapén TOAADY XPNOTMOV, TOV ETETPETAV TA TPMTO, ¥POVIL TNG EPOPLOYNS TOV, VO LEVEL
UOVOG YmPIC «OVTimaAo» GToV KOGUO TOV EAEYYOV TPocPaons. Ouwmg, 6mmg TeptypdenKe Kot
o™ Tponyovuevn mapdypapo to MAC Epepe Kot apvnTIKA GTOLXELN, TO OTTOI0 OEV UTOPOVCAY
vao givol copPatd pe To TANPOPOPLOKE GUOTNUATE, EKTOG OLTOV TOL OPOPOVGOV TO
oTPATIOTIKO N TO KLPepvnTiKd TEPBdrlov. 'Etal dnuovpyndnke éva véo poviéro, owtd Tov

Awoxprikov Eréyyov TTpocPaong.

To povtého owtd, PBaciletar oty évvola tng katoync-dloktnoiag. H petafipaon-avaxinon
TOV SIKUMUATOV TPOGPAcNS ivol oTNV EVYEPELN TOV UELOVOUEVOVY XPTOTMV-VTOKEIUEVOV
TOV OCULGTAUATOC, Ol ONOI0l «KOTEYOLV» &va  OVTIKEIHEVO (TANpoPoplokd TOHPO) TOV
ocvotnuotog (Mdaykog, 2011). H amAdtto Kol 1 €uypnoTic. TOL GUYKEKPIUEVOL LOVTEAOD,
YPAYOPQ TO 0ONYNCOV GTIV KOPLPN KOl GTNV VLIWOETNON TOV amd TOVC KOTOOKEVOOTEG
AELTOVPYIKDY GLOTNUATOV. XOPOKTNPIOTIKO TOPGOELyo €ival To AEITOVPYIKO GUGTAOTO
Unix kot Windows, ta onoia axopo kot ofuepo AEtovpyodv pe avtd tov tpomo. To DAC,
viomotlgital Kuping péom Tov Motdv edéyyov mpoonédacng (ACLS). Me v mdpodo tov
xpovov ot moAtikéc DAC katnyopromombnkay, yio tnv mapoyn HeyaAdtepng sveMéiog aiAd

KoL TV ovénomn g acdAElns, 6Tig ENG EMUEPOVS TOMTIKEG:
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e  Strict DAC (Avotmpo)

e Liberal DAC (®1heAe0epo)

Ouwg, o DAC eiye xon &gl apketd advvoto onueio. Enpeia mov yioo v Ac@dAieio g
nAnpopopiog givar moAd onuavtikd. To DAC mapovoidler advvapio ot dwdikocio
acOAaAoNG TG PONG TG TANpogopioc, KaBMg TG0 N TapadPNoN IKAIOUATOV TPOGPAGNG
060 Kol 1 avékinon avtov givan petoPartikn. Eivor peyddo peovéktpa o ypnotng 1 va
TopoY®PEL 6To YpNoT 2 dikaimpa tpdcPacng oto apyeio X kot 0 ¥pNnotg 2 va Topaympel
70 JIKOI®O TOL 6TO YPNOTN 3, YOPIG VO VIGPYEL Koo GYETIKT EVUEPMGN TPOG TOV YPNOTN
1. EmmAéov onueidvetar 6t to DAC mapovoidlel tpototnta omévavtl o€ embéoelg Trojan
Horse' (Mao Z., et al, 2009). Ohokknphvovtag T TEptypopl] Kot avTic TG TOMTIKNC,

nopotifeviol To Pacikd TAEOVEKTLOTO KO LELOVEKTILOTA TNG.
V' Meydin Eveléia
v TloA\é mopadeiypoto ypHong

x  Kevd Acporeiog

2.8 Xvvoyn

To kepdAaio 2 amotelel Tov TpdTo OepéAio Aibo g epyaciac. [Tapovoidotnkav To Pacikd
povtéha kot ot Pacikég apyés Tov eAEyyov mpocPacnc. Omwg £yve ovTAnmTo, TO.
petovektuato mov  &govv T MAC kot DAC dgv umopodcav vo unv omecyoAncouy
d1ebvn kowvotnta €pevvag otov topéa tov EAéyyov IIpodcPaong. Ta kevd avtd Epyetatl vo
CUUTANPOCEL Lo amAn Kot Tavtdyxpova ovvletn wéa. O Eleyyog IIpdcsPacng Baoiopévog
oe Polovg, avtikeipevo mov o pog amacyoAfcel og mpog o0 BempnTikd TOL PEPOG GTO
EMOUEVO KEPAAMLIO KOl MG TPOG TO TPAKTIKO TOV PEPOG, oto pebemoduevo. Ta cvunepdopota
OV TPOKVTTOVY O TO OEVLTEPO KEPAANIO OTO OMOi0 KoTUypapetar 1 PPAloypoeikn
EMOKONNON,  OMOTLRTOVOLV [o. Yvopwyn oinbeio yio tov kocpo g [Iinpoeopwng: H
e€EMEN sivar cvverg, PG o1 AHoelg Tov TaPeAOOVTOS PTOPOVY Vo dMGOVV ADGELS GE

InTipota Tov onpepa, KaOAOS Ta dopIKdE oToryEia ogv arrhalovy ToTE.

1 0 Sovpetog inmog (trojan horse  omhd trojan) eivar éva kakOBOLAO TPOYPapLLO TOV EEYEAGEL TOV
YPNOTN KOl TOV KAVEL Vo TIoTEVEL OTL eKTEAEL KOO0 ¥PNoYN AErTovpyia EVED GTO KPLEA £YKaO1GTA

GTOV VITOAOYIGTN TOV AL KAKOBOVAN TPOYPALLLOTAL.
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3 'Eleyyoc Ilpoocpaong Baociouévos oe Porovg

3.1 Ewayoyn kot Opiopog

e awtd 10 KePrato Ba Tapovoiactel kot Ba avarvdei o Eleyyoc [IpdcPacnc Baciouévog oe

Polovc.

‘Exovtag opicel, T givor 1660 0 €heyxog mpocPacng, 6co kol 1o TU givor poOAOS GTO
nponyovuevo kepdrato g MAE, Ba mtpénel topa va dobei opiopndg kat yio 1o RBAC. Ot
oplopol Tov cuvavtdvtal ot d1edvr PifAoypapia eivor moAlol, OGS Evag TANPEGTUTOC
optopdg divetan tov kabnynm Zokpatn Kdatowa « H molitikn Polo-Kevipixod Eléyyov
Tlpoofoons Pooiler Tic OmOPATEIS VLA T YOPHYNON GOELS TPOOTEAGTHS OTIS EVEPYELES TTOV EVOG
XPNOTNG ETITPETETAL VO, EKTEAETEL, EVAD OEV OYNVETAL OTH OLOKPITIKY EVYEPELL TWV YXPNOTWOV 1]

uetafifacn dikawpdrwy mpooréloons o diiovg yprores.» (Kdrokag, 2004)

To RBAC avagépetor yia mpdtn gopd and tovg Ferraiolo ko Kuhn 1o 1992 ko oto)0 €ixe
v emilvon odvletmv Tpofinudtov acedicioc. To TpofAquato mpoépyoviay Kupimg omd
TNV TOALTAOKOTNTO SLYEIPIONG TOV YXPNOTOV, 7OV avTiuetdmioy UeYyOAol opyaviGHol
(Ferraiolo et al, 1995). Onw¢ avaeépouvy ot id1ol 6To paper mov dnupoctedonke 1ote, 10 RBAC
glvar po dapopetikod TOmoL gpapuoyn tov MAC, ToOAD WO OmOTEAEGUOTIKY KoL
TAVTOYPOVA, EVKOADTEPQ OLoEPICIUN. ZNUEPQ, 1) XPTOT) TOV GLVOVTIATOL GLYVA, KAODC OA0
KOl TEPLGCOTEPOL KOTOOKEVOAOTEG AOYIGUIKOD 7Ppocmafodyv va  OMUovpyicovy Kol v

e&eMEovv Ta TPoidvTa TOVG e Phom Tig Kortevbuvthpleg ypappég mov divovtar omd to RBAC.

Tt véo Lowmov épepe to RBAC; H Bacikn apyr tov RBAC eivan ot Ztov édeyyo mpdosPaong
Boaciopuévo oe poOAOLG, KEVTPIKO oTOyEio mavel vo givar o ypnotng, OTOC NTAV OTA

npornyovueva, poviédo MAC kar DAC, kot whéov givar o porog.

Oleg o1 evépyeteg mov yivovtol vl CUVVPUCUEVEG Pe POAOVG. ZTOVG XPNOTEG avatiBevTat
pOAOL, OTOLG 0mOioVg POAOVE, £xovv NON avatebel mpovoo kol dikoudpota. O ypHeTNG
UTOPEL VO AVIKEL GE TEPLGGOTEPOLE 0o Evav poiovc. H dudkpion tov porlmv kabdg kot M
TPOPOOOTNGN TOLC UE TO KATAAANAN StKouduota TPETEL Vo yivetan pe Pdon Tig avaykes Tov
0pPYAVIGHOV KoL TO £pyo 7oL emtBuuel va emiterel 0 KOs pOAOC GTNV TAPAYOYIKT SlodiKacio

TOV OPYOVIGHOV.

To RBAC sgivar o moAttikny 1 omoia yapaxtnpiletor mg ovdétepn (policy neutral) wou
vrootnpilel Tpelg Pacikéc apyic ao@aAslng, Omm¢ owtég opiotnkav omd tov Saltzer, ot

TEPLYPAPNKAY GTO TPONYOVLEVO KEQPAANL0. AVTEC elvat:
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* 1 apyf TOV EhoyioT®OV TPOVOLUI®YV,
* 1 apyr] TOL SLYOPICHOL KAONKOVTOV Kot

* 1 apyn NG apaipeons dedopéEvmy.

H apyn tov ghayioctov tpovouiov tkavomoleital, nedn yio Tn Agltovpyio. TOL GLGTHATOG

amoteitot va 60000V 610 ¥pnoTn eAdyIoTA TPOVOULY, KaOMG avtd divovtal 6Tovug porLovG.

O Jwywpiopog Kankdéviov amotedel oAokAnprn evotnta tov RBAC kot Oo meprypagpel
aVOALTIKG TopakdTte. ES® apkel va Toviotel OTL TO pOAO-KEVTPIKO UOVTEAO EMTPEMEL TNV

vroapén apoaing amokAedpuevev poiov oe (NTAHOTO EVAIGONTOV EPYACLOV.

Télog, data abstraction, emitvyydvetor yépn ot dvvordotnto mov divert 1o RBAC, otovg
POAOLG, G aPNPNUEVES EVVOLEG, Va. Ee@DYOVY amd To KAOGOIKA SIKOIMUOTE TPOGPAoC Kot

va. NUovpyobvtal VEN, avVAA0YO LUE TIG TPUYUUTIKES AVAYKES TOL GVGTHILATOC,

H endpevn gicdva anotvnmvel to Paoikd tpdmo Asttovpyiog tov RBAC. O porog Role 1 éyet
dwoudparta TpdoPacng ot avrikeipeva Object 1 & Object 2. Ot yprioteg User 4, User 5 &
User 6 givar uédn tov Role 1. Avtd onuaivel 61t avtdopoto, poig toug avartedel o porog,
OTOKTOVV TO SIKOUMUOTo TPOSPacng Tov. Av TaAL, dAAAEOVY Ol AVAYKEG TOV OPYAVIGUOV, Ol
Stoyelplotég aAAALovV TO, SIKOLMUOTE TOL POAOD, KOl O)L TOL KUOE ¥pNoTN YOPIGTA. AV VoG
YPNOTNG, TAYEL va. givar epyalopuevoc 1 aALAEEL TUAUO, OTAGDC dlaypdpeTal amd UEAOG TOL
poOAOL, YOPIC oWTO Vo PAAWEL TOCO TNV TOPAYOYIKY SLdIKAGI0 0G0 Kl TNV OCQAAELN TOL

GUGTNHOTOC,.

Object 1

trans_a

‘W Userd

member of TserS

Object 2 k’ﬁj" m\ User6

Ewoéva 4 AvaBeon Xpnotdv & Aikauopdrov otovg Porovg (Ferrailo & Kuhn, 1992)

3.2 Movtéla

O Ravi Sahndu o 1996, tapovciace ta TE6oEPA LOVTELD TO OTTOT0 OVATAPIGTOVV TIG BOCTKEG
apyég tov RBAC (Sahndu et al, 1996). To cuvolo tav poviéhmv avtdv ovopdotnke RBAC
Models 96.
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To RBAC; eival 10 Pacikd poviéAo mov mpémel vo tkavomoleitar og kébe cHoturo mov
vrootnpilel to povrého RBAC. Ta RBAC; kat RBAC, gumepiéyovv kat ta 6vo 10 LOVIELO
RBAC, aAld mpocbétovv 6’ avtd emmAéov otoryeio. To RBAC, Béter tnv apyn g epapyiog
TOV pOA@V, SNAAON TN SLVUTOTNTA TOV POA®YV VO KANPOVOLOUV GdElES amd AAAOVG POAOLG.
To RBAC; ewodyet kot v évvoln TV TEPLOPIGU®V (constraints) GYETIKA e TO TAOG UTOPEL va
oplotel kamowo cvykekpiuévo RBAC povtéro. Téhog to RBAC; poviélo eivat o cuvovocpoc

tov RBAC; kot RBAC; , kot eppéomg oo RBAC, povtélov.

RBAC 3
Consolidated Model
RBAC 1 RBAC 2
Role Hierarchies Constraints
— -
RBAC 0
Base Model

Ewéva 5 RBAC 96 Models

3.3 Mpoétvmo katd ANSI/INCITS 359-2004

Tov Ampidio tov 2004 to American National Standards Institute evékpive kot dnpooicvoe o
npoétuno 359-2004 v dnuocievon tov NIST yie to RBAC (ANSI, 2004). To mpotumo
Baciletar apyikd oto RBAC 96 povtédo kot kabopilel ta Pacucd cvotatikd tov RBAC.
Avtd dev gival GAAA amd TOVG POAOVCS, TOVG YPNOTES, TA OIKAIDOUATO, TIG AELTOVPYIEG KOl TO

avtikeipeva. Ta facikd cuotoTikd Tov TPOTHTTOL Eivan 4:
e Core RBAC (ITvprivag 1 Baowd RBAC)
e Hierarchical RBAC (Iepapyiké RBAC)
e Static Separation of Duty Relations (Ztotikdg dtaympiopog kadnkdviov)

e Dynamic Separation of Duty Relations (Avvapkdg Stoympiopdc kabnkoviwv)
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3.3.1 Baowo RBAC

To Core RBAC mapovoidlel ta Pacikd xopaktnpioTikd mtov mpénel va ikavomotel éva, RBAC
ocvotua. H coppopemon pe avtd omoterel v eldylot amoitnon dote vo pmopel éva
cvotnpa vo wyvpiletar 0t Tapéyet Eleyyo npocPaong Pacicuévo oe porovs. Eml g ovoiag
givar 1o RBAC, 6nwg opiotnke and tov Sahndu. To Core RBAC mepiéyet to. axdrovba

ototyeia (Ferraiolo et al, 2001):
e U,R,P, and S (ypriotec, porovg, mpovopio Kot cuvedpieg (sessions) avtictoryo)
e PA & P xR, moAlamin (many-to-many) cyéon avédeong mpovouiov 6g poLovg
e UA & U xR, nolanin (many-t0-many) oyéon avabeong ypnotodv 6 poAOVG
e U,R,P, and S (yprioteg, porovg, Tpovopia Kot cuvedpieg (sessions) avTiotoryo)
e PA & P xR, moAlamin (many-t0-many) cyéon avadeong tpovouinv o€ poLovE

e UA & U xR, nolanAn (many-t0-many) cyéon avabeong ypnotdv 6 poAoVG

(PA) pa TN

- .
T T~ Permussion - S e ™ ™

/ ™ o {-UA) s \ i / / \\ , \ A

y User Assignment /  Assignment |/ '-

| USERS ~————= ROLES

\\.‘_.__ __.//",\\ ™, _._//l \\\ — \______ - o 4
N T PRMS -
user_sessions & session_toles
- P e
. N
| SESSIONS |
\ /

e s

4

Ewéva 6 Core RBAC (Ferraiolo et al, 2001)

¥10 RBAC, cuviBmg 1 évvola TV ¥pnoTtav apopd o€ DTOKEIPEVE 0AAG aVTO 08 onpaivel 0T
éva avTiKeipevo, my Tpoypappa, dev uropei va Oempndei user. Ta mpovopia dev givan Timota
OLPOPETIKO amd TNV OMOTVTIMON TNG ££0VG1000TNUEVNC TPOGPAOTG O KATOO0 OVTIKEILEVO
7ov B avayvopilel To chotTUe T0 omoio ypnoomotel To povtélo avtod. Tedevtaio Pacikd
otoryeio tov core RBAC gival 1 évvola tng cvvedpioc. Zovedpio gival 1 cHvOesT evOg pNot
pe évo ovvoro amd pdiove. H ocuvvedpio apywomoteiton O6tov o ypnotng {nmoet éva
avTIKEILEVO KoL opioel Eva oOvVoAo polmv. YTapyetl ot oebvn PiAloypapia kat éva otoyeio
t0 omoio umopel va evtaybel oto Pacikd mupva Tov POAO-KEVIPIKOV LOVTEAOL. AVTO TO

otoyeio eivar m évvoln Tov KabnKovroc. H évvola avti} vmodnAMVEL TIC VITOYPEDCELS TOV
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pPOAOL (GTE Vo PTOpPel VO AEITOVPYNCEL PLGIOAOYIKA KOl VO QEPEL GE TEPOS L0 OPICUEVN

gpyooia.

3.3.2 Igpapyxé RBAC

To Iepapyikdé RBAC esdyel v évvoln tov Iepapyrav. Iepapyia sivanr pobnuaticd, pio
pepikn axoiovBio pe otdyo tov KoBopoud piag cLoYETIoNg UETAED TV PpOA®V, OTOL Ot
avATEPOL POAOL ATTOKTOVV SIKOIMUOTO Kol AOEEG OO TOVG KOTMTEPOLS KOl Ol KAUTMTEPOL
OTOKTOVV TOVG YPNOTEG TV ovATEPOV porwv. Popuoiiotikd to Iepapyikdé RBAC, nov emi

g oveiag givor to RBAC, opileton and tovg mapakdtom kavoveg (Ferraiolo et al, 2001):

e Toaobvora U, R, P, S, PA, UA ko1 1 cuvaptnon user() etvat opiopévo dnmg axppag

kot 6to RBAC, povtéio

e RH & R xR, givor n pepikn] didraén ndve oto R kot ovopdleton iepapyio pormv 1
oyxéon wouplapyiag pélov (role dominance relation) mov eniong pmopel va amodobel

KOl 0 >

e roles: S — 2% éyet tpomomomnBei amd To RBAC, poviého dote roles(si) S {r| (3 r’
> 1)[(user(si), r’) € UA]} (mov pmopel va, oAhalel pe tov ypdvo) kot kibe cuvedpia

si éxer 6deteg U = sy | (3 17 <1) [(p,r”) E PA]}.

(RH)
Role Hierarchy

(UA) : ; (PA)
User Assign- Permission

ment A\ssit_unncm
As'('.\xio session_roles

Ewova 7 Hierarchical RBAC (Ferraiolo et al, 2001)

PRMS

O tpomog Aettovpyiog Tov lepapyicodr RBAC d1evkoldvel 10 GYEOOGUO TNG TOALTIKNG TOL
eléyyov mpdoPaocng o€ MOALMAOKOVC oOpyavicuovs. Mdaloto odamotdvetor 6Tl gival
Wwitepa xpNotpo otav vIapyovy apotfoimg amokAieidopevol porot. To mPakTiKd HEPOS TNG

napovcag MAE epappolel minpag tig katevbuvinpieg odnyieg tov lepapyikov RBAC, kot ot
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avATEPOL 1EPAPYIKA POAOL KAMpovouolv To dikoumdpoata Teov velotopévev. A&ilsr va

onuewdet 6TL T0 GLYKEKPIUEVO povTEro ympiletan oTig €ENG OVO VIIOKATIYOPiES:
e General Hierarchical RBAC

e Limited Hierarchical RBAC

3.3.3 ZXrtatikig Awyopiopos Kadnkovrov

O Xrtatikdg Aoyopiopdg Kabnoviov sivonr évag mepropopdg Kor eni g ovoiog, dgv
EMUTPEMEL GE £va YPNOTY], VO KOTEYEL TAPOUTAVD aTd Evav pOLo (g TEPIMTMOT TOL 0 GKOTOG
TOV pOL®V OAANAOGUYKPOVETAL) Kol O POAOG OLTOG VO KATEYXEL TOPOUTAVE® OIKOLMDUATE OO

avtd Tov yperdleton yio va pEpeL o€ TEPaG TV pyacia Tov (Simon & Zukro, 1997).

H ypion tov Ztatikod Atoympiopod Kobnkdviov peidvel onpoavtikd v ékbeon tov
OPYAVIGHOV GE KIVOUVOLG OV TPOEPYOVTIAL OO eEamATNOT, Un e€ovctodotnuévn tpdsPaon
Kol GUYKPOLGT GVUEEPOVTOV. Emiong, eSacpalilel 6T Kpioles emtyelpnolokég O1adkacieg

oev Ba Pacilovrol povo ce €va dropio.

O poro-kevtpikdg Eleyyog mtpdofacng, 6mwg ovagéptnke Kol oty mapdypoeo 3.1, £xel o
@VOT TOL KOl GTOV TPOTO AELTOVPYIOG TOL TNV LROGTAPLEN MG TPOS TNV EPAPUOYT TOV
oTOTIKOD  Jlaympiopol  kabnkovimv. Ot poéAol opilovior cOUEOVE HE TO OTKOLMDULOTO
npocPacng Kot T anayopevoels tpdcsPacns. Mropel va emPAndel pio moAtikn 6mov Evog
polog dev pmopetl Towtdypova vo arteiton Kot va eykpivet dambvec. Opoing to dtopo to onolo
aVAKEL 6TO POAO TTOV dlevepyel aAhayég kat ivorl vaevBuvog o ) Asttovpyio tov firewall,
dev umopel mopdrinia va vanpetel To pOAO ToV cwTEPKOV £mBewpnTth. AvTog gival oty
TpaEn o otaTikog SPoUos kadnkovimv, £vac amd Tovg 600 TOL UTOPOVV VA
epappootovv oto RBAC. O dAog givar o duvopikog doympiopoc kabnkoviov mov Oa
peietnOet oty emopevn mopdypago. H moittikn avt kabopiletor og kevipikd eminedo Kot

€V oLVEYElN GLUYKEKPIUEVOTOLEITAL Y10 KGOE pOAO.
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Role Hierarchy
(RH)

.\"aUser Assignment
UA)

Pemission
Assighment

(PA)

user_session session_roles

Ewova 8 Static Separation of Duty Relations (Ferraiolo et al, 2001)

3.3.4 Dynamic Separation of Duty (DSD)

2TV TPONYOUUEVT] TAPAYPOPO TEPTYPAPTKE O OTAOG oy MPIoHOG KabniovTmv. O Avvapkog
Awyopiopog Kankoviwov, avoatpénel to SE30UEVE, TOV TOPOVGIUCTNKOY GTNV TPONYOVUEVN
TOPAYPOQPO Kol EMTPENEL GTOV 1010 ¥PNoT va Ppicketal 6€ OAANAOGVLYKPOVOUEVOVS POAOVC.
Ouog ooupmva pe oca meprypdyaue ovtd o émpeme va gumodilel ) devépyelo Tov
Sl @PIoHoD KaONKOVTOV Kot Vo apNVEL KevE aceaieiog 6to cvotnua. Kdatt této10 dpmg dev
ovpuPaivel otn mpdén, kabdg £dd Epyetor ko mopsuPaivel M Evvole TOL AVVOULKOD
Awyopiopod Kobnkoviov, n omoila emitpénel o €vo, dropo va kotéxel 6vo opoipaing
OTTOKAELOUEVOLG POLOVG OAAA OEV UTTOPEL VO YPTCLUOTOTGEL KOl TOVG 600 TAVTOYPOVAL. TNV
PALN, 0T OTL EVOC XPNOTNG KATEXEL TO POAO TOL ALTOVVTO SOTOAVMV KL TOV EYKPIvOvIQ
damaveg, kot arteitar pog X damdvns. H epappoyn tov apydv tov Avvapukod Alayopiopon
Kabnkdoviov dev Ba tov emtpéyet va eykpivel TIG O1kEG TOV QTNOELS TOPA LOVO GAA®Y HEADV
aVTOV TOL POAOL. [ TIg JIKEG TOL AUTNOELG SUMAVAOV ATOLTEITOL £YKPLOT] OO OLOPOPETIKO
YPNOTN OV OVIKEL GTO POAO TOV EYKPVOVI®V. XT0 Avvapikd Awayopiopé Kadnkoviov
avTo OV GAAGCEL £ival TO 6TL 0 JLHYMPLOROS TOV KaONKOVTOV oyeTileTon dpueca pe Ty
£vvola TG oVvEdPlag. X€ VTV TN TOALTIKY] Ol TEPLOPIOHOL EivaL EYKVPOL Kot £(0VV 16KV

Y@ TV TEPOVGA GVVESPI GO TN GTLYILI] TOV EVEPYOTOLOVVTOL.
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Role Hierarchy
(RH)

User Assignment Permission

UA) Assignment

user_: session SESSIOI‘I roles

Ewova 9 Dynamic Separation of Duty (DSD) (Ferraiolo et al, 2001)

3.4 Enektdoaig RBAC

To RBAC petpdiet 21 ypdvio Lomg Kot lvar €vo LovtéLo To omoio dev Exel TawEL TapOAN TNV
nAkia Tov va gEeliooetat. Ymapyovv OeKAdEG EMEKTACES TOL HOVIEAOL Ol Omoieg E€lte
avedelEav d1dpopeg advvapies Ko glyav g atdX0 va Tig KaAdyovuv, gite anidg tpdcdecav
Stpopa YOpUKINPIOTIKE (OTE Vo kKévovuv T0 HoviEAo o Agrtovpywd. Tloapakdto Oa

TOPOVGLOGTOVV 01 TTO EVOLIPEPOVTES EMEKTAGELS TOV LLOVTEAOV.

3.4.1 TRBAC Temporal RBAC

Apykd, n ekkivnon diveton omd TV EMEKTACT TOL EVIACCEL GTO HOVIEAO TNV EVVOLL TV
XPOVIKOV Teploptopdv. Anpovpyeitor To 2001 kot g1odyst TV vvola TV EVEPYDV POV
(Bertino et al, 2001). Tt akpifdg 6pmg onuaivel 1 évvola evepyodg pOAOG; EnUaivel 0Tt umaivel
évag vEog TEPLOPIGUOG, YPOVIKNG PVOEMG, O OTOT0G AAAOTE EMITPENEL KO AAAOTE OTAYOPEVEL
0T0 POLO VO Elval EVEPYOG GUUP®VO. LE TOVG YPOVIKOVS TEPLOPIGHOVS OV £xouv Tebel 6TO
IL.X. 6mov epapuoletor 1o RBAC. H ovykekpiuévn eméktoon Umopel vo AELTOVPYNGEL O
YOPOVG OTOV VEAPYEL cuveyduevn ypnon evog ILE. pe Pdon éva otabepd Kot opiouévo
npoypoupa. o Tapdderypa, umopei vo Aettovpynost 6€ &va oxolkd mepPAiov pe Tovg
porovg KadnynTayv, uantdv kol vrevbuvev epyacTnpimv va gival gvepyol TIG KaONUePIVES

nuépeg anod tig 8:00 £wg Tig 14:00.

Ye avutd 1o onueio a&ilel va avapepBel 6TL | GLYKEKPIUEVT] EMEKTAOCT] TOPOVGINGE UEYAAO
evowpépov, TOGO TOL KATO TNV TAPOodo Tov Ypovov vNPEav apkeTéc Kot a&ldAoyeg

EMEKTAGELS TG,
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3.4.2 Generalized Role-Based Access Control

Mo akopo eméktoon tov RBAC, mov mopovsidlel apketd evdwapépov, &ivar ovth Tov
YEVIKELUEVOL pOLo-KeVTpKoU povtéiov. [IpotdOnke to 2000 yioo va koAdyel peALOVTIKES
avVAYKES Kol Kupimg TIg avaykeg evog «E&umvouy omtiod (Covington et al, 2000). And
OTIYUN AOUTOV TTOL 1) TNy TNG EUTvELONG NTav M Agrtovpyio Tov sSmart home, Tpoékvye Kot 1
avaykn yw. odloyn oto péypl tote TpdMO Agitovpyiog ko oyxedacpod tov RBAC. To
Khaoowod RBAC, 6nwg avalbbnke otic Tponyodueves evotnteg, AEITOvpYel HE EKym®PNON
porwv ota vrokeipeva. To GRBAC épyetar va mpoteivel Tnv mapdAinin avabeon npovopiov
Kol OTO OvTIKeipevo. Xmv 7wpdén, oto mopdderypo tov Smart home, avtd Exst oav
OTOTELECUO VO OpadoTolobVTaL T oviikeipeva o€ porovg. [lopadeiypatog yapm, To
TAVVTAPLO. POVY®V KOl TOTOV Kobmg Kot 0 Oepuocipovag evidocoviol 6Tl evepyYoPOpeC
OLOKEVEG Ol omoieg Ba giyav dikaimpo oTNY NAEKTPOSOTNGOY UOVO TIS DPEG TOL UELMUEVOL
TIHOAOYIOV, EVD Ol YuXaymYkEG cvokevég Oa giyav dkaimpo Asttovpyiag HOVO KATh TIC
amoyevuaTvEG MpeG. Opme, avtn dev gival n LOVN KOVOTOMI TOV PEPVEL QLTY] 1] YEVIKEVUEVN
popon Tov RBAC. Ewcdystot kot pio axopa €vvola, outh Tov meptaiiovtog. Me Bdon avtn
NV €vvolo Pmopel Vo, TPOGOUPUOCTEL 0 POLOG TOV OVIIKEIUEVOV OVAAOYQ LE TO TTEPPAAAOV
nov gpyaleton To vokeitevo mpoocapuolovtag, Yo mapddety Lo T AEITOVPYI TV CLCKELOV

KAMPOTIGHOU avaloya e T tepiodo, ) Beppokpacio kot tn pépa etvar péca otn Pdopddoa.

3.4.3 A Location-Aware RBAC

To RBAC umopel vo Aettovpynoel Ue €uy€peld. G€ OMOLOONTOTE KAUGGIKO SIKTLOKO
nepPaAlov, Kol va omoTeLEEL T PAOT TV EQAPULOYDV TOV EAEYYOL TPOSPaonc. ZNLepQ, Le
™ poydaic avATTLEN TOV OCVUPUOTMV Kol KIVITOV SIKTOOV €xetl yevvnBel kan 1 avéykrn tov
eréyyov mpooPaong Pacel torobeciog. To 2006 dnpoctevOnke dAln pa enéktacn tov RBAC
N omoia ovoudotnke Location Aware RBAC. H ypnon t@v tAnpopopidv Tov TpoKOTTOUV
amd TNV Tomobecia, Umopovv va ypNoomondovy e EQOPLOYES TTOV SLEVEPYOUV EAEYYO
npocPaocng. Edwkdtepa 610 medio TV KPICIUOV DTOSOU®V Kol TOV KPIGIU®V EPAPUOYDV,
L0 TETOL0L EMEKTAON TOV HOVTEAOV , ol UTOpoHGE VO TPOCPEPEL AKOUO PEYOADTEPT] ACPALELD.
(Indrakshi et al, 2006). H apyitektovikn To0 HOVTELOD TAPOVGIALETAL OTNV TOPUKAT® EKOVA
oV onoto amewoviletal 1 évvola g tomobeciag pe 6ha T facikd cvotatikd tov RBAC.
To v epapuoyn tov Location-Aware RBAC ot npdén ypetdloviarl mépa omd acOPUITO
OikTVO KOl E181KEC CLOKEVEC TTOL Oa. Kataypdpovy v tomobecio Tov ¥pNoT. TN GLVEKELX,
T0 cOOTNUA, avTopaToTOUEVA Ba evTomilel TO10 pOAO VINPETEL O YPNOTNG KOl oV PACEL TNG

tomoBeoiag Tov Ba evepyomoteitarl 1 Oyl 1 TPOGPAoT) GTA STKOLDUATO TOV POALOL TOV.
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UserAssign

- ]
& Z
g 4 2
2 2 - =% Permissions
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radouag

Sessions

Operations

Ewova 10 Apyrrektoviki tov Location Aware RBAC (IIny1: Indrakshi et al, 2006)

3.4.4 Context-Aware Role Based Access Control

Televtaio enéktaon oty omoia Oo yiver avapopd, &ivor avti tov Context — Aware Role
Based Access Control. H enéxtaon avth mapovctdlet baitepo evolopépov. Av Kot SOUKA
dev mapovotalel OLOOTNTES HE TN HEAETN TEpinTtong mov Ho TapoLccTElL 6TO EMOUEVO
KeEQPAAAL0 KpiveTOL GKOTIUO VO Yivel avapopd kot oe ovth tnv Wéa. To Context Aware RBAC
drapépet apketd omd 10 Khoootkd RBAC. IIpdt kot kbpla Sapopd givar o TpOTOG Ue TOV
omoio opiletar o pdroc. Xto CARBAC o podrog amoktd duvapikd ototyeia, avtibeto pe ™
otabepdmTa Tov mapovstilel oto pdtumo Tov ANSI. Xe avtd 10 poviélo o porog opiletan
oav pépog g epappoyne mov oyxedraletor (Kulkarni, 2008). TIpdkettar yio £va povtéLo To
omoio umopei vo Ppel epappoyn ce media OOV £va, GUGTNUO XPNOLUOTOLEITOL Y10l TOAAEG

gpyociec.

3.5 Béktnoteg Mpaktikés yio tnv EQappoyn tov RBAC o7to eninedo g
gmyeipnonec.

Onog yivetar avtidnmeo, 1 epappoyr; tov RBAC givat éva ohvBeto project pe cuykekpiuéveg
dVoKOAIEG, TOGO 6TO oYedloud OGO KOl 6TV VAOTOINGCT. AV Ol EXUEPOVS SOVGKOMEC dev
OVTILETOTIOTOVV LE EMTUYIO, TOTE 1] EQUPUOYN UITOPEL Vo UnVv €xel emTuyég omotédecua.. [a
ovtd 10 AOYO0 OTN GLVEXEW TAPOTIOEVTOL Ol TPAKTIKEG WE TNV EQOPUOYN TOV OToimV

dracearilovron To Bédtiota amotedéopata (Simeio Solutions, 2009).

1. Kodwg Opiopévol Ztoyot
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2. Aevépyeto, Avaivong Anartioewv/Role Engineering

3. Kabépwon Awayeipiong tov Kokhov Zong tov Porov

4. Opiopdc Epiktod Xpovodioypappotog

5. [Ipocdropiopdg POrA®v kot Appodiotitemv

6. KatdAAnAn emloyn cuvepyatdv

7. Zxedropodg YAomoinong

8. Yroapén Kévrpov Yrnoompiéng kot uvepyosiog tov Epyalouevov Opadmv
9. Thpnon tov Xpovodiaypappoatog

10. KatdAAnAn mpogtopacia, MGTE Vo LILAPYEL 1] SUVOTOTNTO VAOTOINGONG L1 OVOUEVOUEVOV

oAy V.

3.6 ITheovekTipata

O éheyyoc mpocPaong anoterel Lo enimovn d10d01KaGio Yo TOVG TOAVTAOKOVS OPYOVIGHOVC.
‘Hrov ko glvon por emyelpnoaxn Aettovpyla, 1 omola kootilel og ypdvo kon mpoomabeia
TPOKEWEVOL VO OYESOOTEL COOTA , VA EQOPHOCTEL KOl Vo cuvinpeitol e TPOTO TOL Vo
gyyvaron v opaAn Asttovpyia. ‘Etot, ot opyaviopol kadovvtor va Bpovv ) BéATioTn Avon.
Ytoug peybAovg Kol TOADTAOKOLG OPYOVIGHOUG, oG evdedetypévn Avomn Bewpeiton m

vAomoinon molrtikmv EAEyyov ITpdcPacng mov sivar faciouéveg oto RBAC.

H ypfion ovomudbrov mov epapudlovv v moltiky tov RBAC, emopépet opéln ko

TAEOVEKTNLOTO GTOVG 0PYOVIGLOVS. Avtd cuvoyilovtat 61 AMota Tov akoAovbel:

v AbEnon Acoedielog: Ta mpo@id twv poA®V Kol TO SIKOIOUOTO OVTOV UTOPOVV
aueco, pe TNV amortovpevn PEPara e£0Vo1000TNON, VO TAPAUETPOTOMNOOLY 0O TOVG
dwxeplotéc. H aAlayr] ToMTikdv Kot 1 EVUEPWOOT) OTA TPOPIA TV POA®V EXEL GOV

OTOTELEC O T SLOTNPNOT LYNAOD EMTESOV ACPAAELOGS.

V' Aacedhon Ac@ddewag oe TToAvmlokovg Opyoviopovs: H coppdpeoon pe Tig
TOMTIKEC TOV  eA&yyov mpoOoPacne Paciouévov o€ POAOVE,  TPOGPEPEL GTOVG
[MoAvmhokovg Opyovicpovg Acedleld pEC® Tng Onuovpyiog TOV KoTGAANA®V
pOA®V Kol TN Owyeipton ovtdv amd pikpr opddo Swoyeptotdv. Ot odAayécg
epappolovral dueca av vrotedel 0Tt 0 Opyaviopodg aALGEEL TNV TOATIKY] AGQAAELAG

TOVL.
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V' Meioon IMoAvmhokdtntog: Amartodvior Aydtepotl dloyelplotés kot eEac@aliletat

peydAn evkoiia otig oAhayég

v' Meioon Koéotovg (O’Connor & Loomis, 2010): Meidvovtor ot StoygiploTikég

O0mAVES, AOY® TOL OTL ATOUTEITOL OALYOUEANG OLLAOO VTTOGTNPLENG TOV GLGTILOTOS

V' Meydhn Evelé&io: Emruyydvetar ypriyopn Kot GUEST] EQUPUOYT TOV GAAOY®V OT®OG

TEPLYPAPNKE KO TPONYOVLEVAC.

v AbEnon  Amodotikdmntac oTig  emyglpnolokéc  dodikaciec:  Mewbvetor 0

OTOLTOVLEVOG XPOVOC ATOVOUNG TPOGRACE®Y G€ VEOLS £pYUlOUEVOVG.

v AbEnon Amodotikotnrog oty yprion tov ILE: To RBAC divel T duvatdtnta 6toug
opyavicpovg va  ypnotponowotv Aryotepa ILE. to omolo eival gukoAdtepa

dwxepiotpa 66ov avapopd tn devépyela Tov ELEYXOL TPOGPOoTG

v AbEnon g Zoppopemons: Alevkoldvetot N Enitevén TG ZVUUOPPOONG, HECH TNG
€£0v61000TNONG POAMY aVTL LELOVOLEV®V EQOPLOYADV Kol ototyeiwv. H dnuovpyia
TPOTLTOTONEVTG dadtkaciog Yo kaOe emyyelpnolokn Sadikacio, SELKOADVEL TN

OlEVEPYELL TOV EAEYYOVL ZVUUOPPOOTG.

H emPoin tov poro-kevipikov gréyyov mpodcsPaong nepropilel v mpdoPoom 6to cHoTA
povo oe €£0VCLOBOTNHEVOLG YPNOTES,  EVM TALTOXPOVO amlomotel TN dayelpon TV
npovopimv TV ypnotdv kabng yiveror palikn dwayeipion tov avtictoywv nposPdcoeny Twv
polwv. O oyedlaocuds v poAwv yivetonw pe Pdom TG avaykeg tov Kabe opyaviopol
Aopavovtog vt oYV OA T ATOPOLTNTO GTOLKEID KOt TOVG TTEPLopIopovc. Me T xpron tov
RBAC o1 véor yprioteg tov [L.E. Tov opyaviopol evtdocovial ED0KOAN GTOVG VPIGTAUEVOLG
polovg pe PBdon Tic amoTOES TG OOVAEIAG TOVG KOl OmOKTOOV Gpeca mpodcPacn oTovg
OTOLTOVLEVOVG TOPOVS TOV GUGTHKATOC. 1o TNV 0pO1| epaproy TOV LOVTELOL AmALTEITOL VOl
yivovtor cuyva EAeyyol amd TOVG SaYEPLOTEC TOL Bo £xoVV GOV GTOYO TNV EKYMPNOT Kol
avaKANoN Tpovouiwv cOUPOVO HE TIC avayKes Tov opyoviopov. Oupwg, 10 peydro
mieovéktnua tov RBAC gival 1o 011 enttpénel 6Tovg dlayEIPIoTég va dlayspilovtal Kot va

ene&epyalovror povo Eva GHVOAO pOA®V Kol OYL TO GUVOAD TV YPNCTOV.

3.7 TIpoxiioelg

To RBAC dev givar n amdAvtn Avon yio. 6ho to mpofAnuata. Iapd to mheovekTnuaTo, TOV,
Tapa TN S1lEbv] avayvmplon ovOQOPIKE LLE TN YPNOTIKY] KOl AELITOLPYIKN TOV 0&ia, VITdPYOVV

coPapég TPOKANCELS 01 0moiec KaBoTOOV TNV 0pOY| EQOPUOYT| TOV, M Oyl Kot TOGO E0KOAN
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vrobeon. H epappoyn tov RBAC amoutei v kovomoinon TOAA®V Kol TOIKiAw®v

TopopETP®V Kot TpobmoBésewy doTL:

% Avokoio epapudleTor HELOVAOUEVO,

Av évag opyaviopog emhééel va epoppocel to RBAC wpénet va Aafel vmoyn tov 61t avtod
dev umopei vo epopROcTEL LEHOVOUEVO OAAG TTPETEL Vo dALAEEL 1) YeVIKT| Bedpnom YOpw amd
TOV TPOTO pe tov omoio deEdyeton o €deyyxog mpocPaong. Emiong o vAomompévn popen
RBAC c¢ éva opyaviopd dev pmopel vo epapuootel oe évav diio (Northcutt, 2012). Avto
WOYOEL Oyl HOVO Y10 OLOPOPETIKNG UOPPNG OPYOVIGUOVS, OAAG KOl YO OPYOVIGHOUC ME
OUOLOTNTEG G TPOG TO OVTIKEILEVO €PYOCUOV Kol TNV opyavotikn doun . H viomoinon

otatikod RBAC og éva cuykekpuévo opyavicpd nrav, givor Ko o gtvar povodikn.

% Amottel emuovn

To RBAC d¢gv eivar éva £pyo 10 omoio umopei va VAOTOMOEL G€ GUVTOUO YPOVIKO JLAGTNUAL.
Amoautel apketd ypovo, TOAAOLG TOPOVE KOl €ivol Lo ETEVOVOT OPKETH dATAVNPN Y10, TOV

0pYAVIGUO TTOV ATOPUCilEl VO ETEVOVGEL GE QTO.

%  Anartel gAY GLUTEPLOOPAC

O 1pdmoc mov oyedaletor Kot epoppoletor 0 KAAGOIKOC EAEYYXOG mPOGPaons eival apKeTd
dapopetikds amd 1o oyedlacd Kot v vAomoinor tov RBAC. Ba mpénetl va kataotel copEg
Ko va, Yivel katavontod, 0Tl 01 AEITOVPYIKES O10POPEG LETAED TOV SLOUPOPETIKMV LOVTEAMV KoL
N petédPacn ot Sayeipton Tov eAEYYOL TPOSPACT|G TV XPNOTMOV, TPEMEL VAL EIvaL OPOAT Kot

Vo un  OMUoVPYNOEL TPOPANUATA GTNV TOPAYMYIKT S10d1KaGio TOV 0pYaVIGLLOV.

x  Anortei Aoy TPOTOL d10IKNGNC

Oa mpémet vo aALGEEL 0 TPOTOG TNC d1oiknong Tov eAEYYOV TpdcPacnc. Agv Oa vapyel TAEov
oAANAETIOPOOT UE TOVG ¥PNOTEC. Ou EOAEIPTOVY Ol TPOCHOTIKEG EMOPEC KO Ol UTNGELS Y10
véec TPooPacels, amd ToVG ¥PNOTEC TOV opyaviGU®y. To povo 1o omoio Oo pével mg kabnkov
Y100 TOLG droeploTé Ba eivat 1 dtapkng epyacio pe otodyo ™ Pertioon Tov pOL®V Kol TV

VQIGTAUEVOV TPOVOLIWDV TOVG.

x  Amoutei T cvuoAn TOAAGY TUNUATOV TOV 0PYOVIGLLOV.

Onwg avaeépbnie kot mapoandvo, 1 epopuoyn tov RBAC dev givar gokoAn vmobeon. To
RBAC eivar 1dwitepa S1000HEVO O HEYAAOVG KO TOADTAOKOLS OPYOVIGUOVG AOY® TMOV
TAgoveKTNIATOV ToVv. Opmg yuo va @avovv Kot va, a&lomotnfodv To TAEOVEKTHLOTO TPEMEL VO,

vivel cotdg oYedIOUOS KAl 6MOTH availvon amaitioewv. o va yiver avtd dev apkel va

30



Yiomoinon RBAC, pe yprion tov AzMan, o€ mepiBaiiov Windows

gpyootel povo to tunpo tov IT Security tov opyaviopod. Xpeldletar ovvepyacio peta&h
oUTOL Kot TV tunpatov g Awiknong AvBporivov Ilopov dote va yiver to mAéov
Aertovpyko role engineering kot ac@oA®dS pe T0 OpyavmTIKO TULN TOV OPYOVIGUOD DOTE VO

unv oArdEet eml g ovoiag o TpOTOG Agttovpying TOL OPYAVIGLOD.

% Agv Avel 6Aa ta tpofAnuoto — Agv umopel Vo EQOPUOGTEL TOVTOD

To RBAC dev givatl n Avom o€ 6Aha To TPOPALOTA TOL APOPOLY TOV EAEYYO TPOCPACNC EVTOG
evOg opyaviopov. Aev pmopel kol dev mPEMEL Vo EQOPUOLETAL GE OAOVG TOLG TOTOVS TV
opyavicu®mv. Onmg TapovcldoTnke OVOALTIKA EYEL Ko apvNTIKAG onueio. Ta omoio Oa mpémet

va Aappdvovior vToyrn, MGTE Ol Opyovicuol mov dev To Ypeldlovtal vo pn HIovV GToV

TEWPACUO TNG EQUPLOYNS TOV.

3.8 ZXvumepaopato

Onwg &xet avapepbel mopomdve, o €leyyog mpoécPaong Oievepyeital yopnydviag 1/Kot
aQUIPOVTOG TPOoPACELS amd Tovg ¥pnotec. Akolovbdviag T Pacikéc apyés tov RBAC
emtuyybvetar 1 gukoAdTEPT dlayeipion, koG pmopel va mpaypoTomoleitonr palikd Kot yio
OAOVG TOVG YPNOTEG HEG® UOVO EVOG GUOTNUOTOG 1 MG EQAPUOYNS. AVTO TO OTPOTNYKO
TAEOVEKTNO TOL POAO-KEVIPIKOL €AEYY0oL TPOGPacnc éxel 600 GUESO OMOTEAEGUOTO, TO
omoiat €ivor 660 1M avENOT TOL EMITESOVL TNG OOPAAEWG OGO KOl T UeElworn NG

TOAVTAOKOTITOC TOL GUGTHLOTOC,

Aappdévovtog voyn, to mAeovekTipoto kot yvopilovtag Tig avdykes yio tn Oevépyeta,
acQaAOLS eAEyyov mPOSPaone e TO UIKPOTEPO dUVOTO OLOEIPLOTIKO KOGTOG, OTOVG
obvvBeTovg opyovicpole, Bo akolovBnoel ota emOUEVO KEPGANLO 1| TAPOVGINOT HiaG AVONG
nov Bo apopd To GYESCIO KOl TNV VAOTOINGTN LLOG TOMTIKNG ac@dAelos Paciopévng oto
RBAC. O ovuvbetog opyaviopog mov emhéydnke vo peiemnfel givar évo vIOKOTAGTNHA
tpamnelac. Onwg Oa amoderybel Kol TopakdT® TO TAEOVEKTAUATO TOV OXEOGUOD KO TNG

viomoinong pag RBAC moAitikng oto mpoavapepfivia Topayyikd ydpo, Eivat apKeTd.

To RBAC givar puo mpocéyyion, mn omoia €xel g oto)o v emitevén Defense in Depth ko
avtd amontel dlevépyela Tov eAEyyov mpdcPacng oe emyepnookn Pacn. To onuavtikdtepo
Onuo wov pémet va, emivBel eivan va Bpebel Tpdmog ohHvoeong PETAED TV EVVOLDY ATOLOV
kot xpnotn. o va propéaet Aowmdv vo, Bewpnbdei 1o RBAC w¢ éva mAaicio (DiD), mpémetl va
glpaote og Béon va cvumepAdfovue 6 0TO VITOAOYIGTIKA KOl TATPOPOPLOK( GLUGTHLLOTOL,
OikTLO, KOOMOC EMIONG KO VO ETEKTEIVOVLLE TN OTEV] £VVOL0 TOV OVTIKEILEVOV OTTOC 0VTA €lvat

YVOOTA oV dedopéva, aployES, Pdoelg dedoUEvaV K.a.
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Agrrovpywcd to RBAC pmopet va kadbyel 0leg Tig mBavEég emyelpnolokég Aettovpyieg, ot
omoieg umopovv va greyyBovv amd tn dnpovpyio TV poOA®Y, TV avdfeon SKOIOUATOV Kot

00ELDV TPOCTEAAGTC GTO VITOKEIUEV, GTO OVTIKEILEVA KOl GTOVG POAOVC.

2fuepa OAO KOl TEPLGGOTEPOL KOTUGKEVOAGTES AOYIGUIKOV ONUIOVPYOLV AOYIGUIKA TOL VO
viomotovv RBAC moAitikég 6mwg m Cisco kot 1 Secure Computing. Ag1tovpykd GuGTHRATA
onmwg etvor too Windows (Ba detyBel viomoinon oto endpevo kepdiaro), HP, Solaris, - &éyovv
CNUEPU EVODOUOUTOUEVES TTPOTAGEIS TOV oot Pifovy T0 RBAC. Akdpa dpmg Kot cuGTHOT
e OLUPOPETIKN apyLTEKTOVIKY] Omm¢ eivar ta Unix pmopovv onpepa va vrootnpitovy RBAC
EPOPHOYES LECH KATOL®V EMEKTACEMV TOL gykabioTavial oto mupnva. Tétoleg emextdoelg

v o Aettovpykd Unix givon to GrSecurity kot to SELinux.
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4 Yyeowopos, Yhomoinon & ‘Eleyyog Ilomtikng EA&yyov
IpocPaocng

41 Ewayoym

O "EAeyyog IlpécsPaocng Baoiopévog oe PoAovg kadvmter €va mOAD UEYOAO TUNUO, TOV
TPOCEYYICEDV TOV PEYOA®V OPYAVIGU®Y OVOPOPIKE LE TN EQOPLOYT EVOG TANPOVG GYEGIOV
Awyeiprong [pocsPdoewv Xpnotov. Onwg avapépdnike Kol 6To TPoNyoOUEVO KEPAANIO TO
RBAC mpoc@épel TOAAA SLOXEIPIOTIKA TAEOVEKTUOATH KOl GTUEPO EXEL EMKPOTNOEL OC TO

TAE0V GUULPEPOV LOVTEAO Y10 TNV OIEVEPYELN TOL EAEYYOL TTPOGPOCTG.

Ta meprocdTEPO. Aoyiopikd oyedtdlovtol e Pdon Tig Katevbuvinpleg Ypauuég mov divoviot
oo avTO OAAG damavatol HEYOAO YPOVIKO SlaoTnUe TOGO OTN EACM TNG OVEDPESNG TOV
KaTOAMNA©®V pOAOV 0G0 KOl GTO GYedoUd KoOMG Kol TNV VAOTOINGCT TETOOL €I00VC

GUGTNUATOV.

Me PBdon T11g eumelpieg MOV  AMOKOMIGO KOTOL TNV TPOKTIK HOL (ACKNGY, 7OV
Tpoyuatomominke 1o ypovikd odotuo amd tov lovAo émg tov Oktdfpn 2012 ot
AebBvvon Agrtovpyidv kot Yrodouamv IIinpoeopikng oty EOvikn Tpdmela g EALGSOG
umopel vo datumwbel M dmoyn OTL TO CUYKPITIKG TAEOVEKTAUOTO Kol 1 gveMéio wov
pocpépel 10 poviého RBAC 1o kabiotovv, oyeddv Hovodpoo, Yo T0 GXESOoUO Kol TV

EQUPLOYN VEOV TOMTIKOV acpdretag EAéyyov [TpocPaong.

Y10 KepOAoo ovtd  Topovoldleton o TANPNG ADON TOL APOPA TO CYXESCUO, TNV
vAomoinon kol tn otevépyela tov EAéyyov IIpdcPacnc Paciouévov oe Pdhovg oe évav
TOAOTAOKO opyovioud. Aidetal pio olokAnpouévn Avomn yio 1o Tmg Bo umopéoet vo tebel o
EQUPLOYT £va KooTOPOPO Kot SVGKOAO GYES10 OV OUME, oV GYedlaoTel 0pOd kot vAomom el
obuewve pe Tig kotevbovinipleg odnyieg tov mpotdmov ANSI/INCITS 359-2004, 6o

TPOCPEPEL TOALUTAG 0QEAT GTOV OpYOVIGUO.

4.2 To mpog emirdvon Mpépfinpa

2OUQOVH e TOAOUE HEAETNTEG OGPAAEING KOl GUYKEKPUUEVO GOUOOVO, L€ OVTOVG TOV
Katamiavovtal pe tn Ospatiky evotnta tov Identity Management kot tov Role Engineering
Bewpeitanr 6T 0 'EAeyyog [IpdoPacng twv ypnotdv, dev eival éva TPOPANUA oL apopd
OTOKAEIOTIKA TO TUNHO TANPOPOPIKNG Tov kdBe opyavicopov. [Ipdkertan yio éva {Rtnua to
omoio Bo mpémel vo amooyoiel TOV opyoviopd TOGO OTO EMYEPNOWKO, OGO KOl GTO

0PYAVOTIKO- GYESOGTIKO KOl TO EKTEAEGTIKO TOL TUNMOL.
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‘Evag xpnUoTomoTOTIKOS 0pyovIoUOs omacyorel OPKETEG eKOTOVTAdEG £MG KOl UEPIKES
yadec epyalopévoug oavdioyo pe to péyeBog tov. O €heyyog mpdoPaomg Omwg
avtihappdvetor o kabévag, amoteAel éva (Rtnua, to omoio ypilel coPoupng AVIUETOTIONG
€YOVTOG MG OTOYO TNV OCGQOAN KOl OTOTEAECLOTIKY Agttovpyio tov opyovicpov. Eivat
dedopévo, 0Tt ot gpyalOLEVOL OTO VTOKOTAGTHLOTA TOV GUYXPOvVEOV TPAmelkdV HOVAI®V,
€YOUV aVAYKN G0 VTOAOYIGTIKOVUG TOPOLG KOl GUGTHLOTA, YO TNV OUOATY TEPATMOOT| TOV
gpyociov tovg. To (RTnua TG OmOVOUNG LEUOVOUEVOV TIPocPioemy € €va, TOGO HEYAAO
aplOpd YPNoTOV, EVOEYETOL VO KATOOTNOEL TO GUGTILO U OloEPIoIIO, N AEITOVPYIKO Kot
mBavotato pn aceoréc. H mapovoo MAE mapoféter éva oOvolo mpotdoemv Kot
TOPOVGIALEL oL ADON Y10 TO O TPEMEL va. oxedldleTal kol T Umopel va vAomombei 1
oyedlacbeica moirtikn acedielag. To povrédo pe Paon to omoio Oa yivel o oyedracpniég Kot

1 vAomoinon givor To RBAC.

To kepdAiaio Bo ywpilotel o Tpia €PN, ot omoia TEPLYpapovTonl Oca ¥petdlovTal yio va

yivel Aettovpyikn kot omotehespotikn o RBAC Adon.

210 TPMOTO PEPOG Ba yivel avayvdplon TOV avayKOV o€ eNinedo pOA®V, MGTE Vo, UIopel va
Aertovpynoet éva vrokatdotnua Tpdmnelog. Xt1o 1010 pHEPOog, yivetar Kal 1 YEVIKOTEPT ovéAvon
QOLTICEMY TOV GLUOTNLOTOC, GYXETIKA LE TIG EPYAGIEG TOV TPEMEL VO EKTEAOVVTOL, TTOL0L POAOL
TPEMEL VO, EKTEAOVV TIG EKAGTOTE EPYNCIEG KOL TMOG TPEMEL OVTEG VO TPAYLOTOTOlo0VTOL. H

OPYLTEKTOVIKT] TOL GLUGTNUOTOG TAPOVCLALETOL GTO TEAOC TOV TPMTOV UEPOVG,.

Ev ovuveyeia, mepvoviog oto 6g0tepo pépoc, mopovolaletar to epyaieio Authorization
Manager g built in gpappoyng twv Windows n omoia mpocpéper ) dvvotdTTa Vo

oyedlaotovv moatikég RBAC.

X710 tehevtaio PEPOG TOL KEPAANIOL TapoLGSLALeTOl £vag TPOTOC, HEGM TOL OTOI0V, UTOPOVV
v dnuUovpyobvtol EQAPUOYES OTIS omoieg Oa kaAeital 1 TOMTIKY OV GYESICTNKE Kot

vAomoOnie oto devTEPO PEPOG.

'Etol mpoteivetan o odokAnpouévn Ao oto mpdPfinua tov EAéyyov Ipdcfacng kot g
Awyeipiong Xpnotov yio 6Ao To vroKoTooTAUoto oG Ttpdmelog, AOVOVTOG ONUOVTIKA
TPoPANUOTe  OloElpIonG, OLELVKOADVOVTAG TN OlOYEIPIOTIKN AglTovpyia, avédvovtag To

eMined0 AoPAAELNG Kol EMOEKVOOVTOG CUUHOPPMOT] HE To deBvEg TpdTumo Tov RBAC.

4.3 Xevapro

Mo mv oioxkAgpwon g 1Wéag g MAE  yiveton emapkng meptypapr] Tov vwobeticod

oevapiov oto omoio Pacileror n exilvon tov TpoPAnpartog. Kalovpoaote va peeTHGOVUE pia
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TEPIMTOOT UEYAAOD YPTUATOTGTOTIKOD OPVUATOG Kot Vo, BEATIGTOTOW|GOVUE T Stadikacio

pEG® g omoiag yivetal 0 EAey(0g TPOGPAGNS Y10t TOVG VITAAANAOVS TOV KOTAGTHAT®V.

O1 peydrot tpomelikol opyavicpol €dd kail ypovia mpoomadodv va otpapodv oto RBAC.
Opowg, e€tiag g TOALTAOKOTNTAG TOVG OKOUO KOU OUTH 1) TPOGEYYIOT, TOL OTMG
TOPOVGIAGTNKE OTOL  TPONYOUUEVO KEQOAola e€ival omodoTikdTEPT Kol EVKOAOTEPH
Swayepiown and to MAC kar to DAC, dev givar gvkoAa viomomoiun. Exi g ovoiag, n
gpyacio. okomevel vo mopabécel o mpocéyyion RBAC m omoio givol oyetikd omiq,
YPNooTolel amdd epyoieinn Ko pUmopel pue KpES oALOYEG VO EQUPHLOCTEL G TPAYUOTIKO
nepBdilov. ‘Exoviag og Pacikd o160 v ovénomn Tov emumédov acpaAEiog TOv
VTOAOYIOTIKOD GUGTNUATOS OAAG KOl TN PeAtioTomoinomn g mapoay®yikng oludikaciog
npoteivetal 1 TopakdT® vAomoinon, 1 onoia otnpiletar otov €leyyxo mpocPaocng Paciopévo
o€ polovg kot odaveiletar Pacikd otoryeion Tov SlakpITikod eA&yyxov TpoGPacng, o o0moiog

YPNOOTOLEITOL OG TPOETIAEYUEVOG 6T, AELTOVPYIKA cuoThuata ¢ Microsoft.

Mo vo mpoywpficovpe otn mopovsicon g vAomoinong yww T PeAtioTomoinon g

dradkaciog Tov EAEYXOL TPOGPACNG TPEMEL VAL AVOPEPOVLLE TOL kOAoVOQL:

e O opyaviopods ypnoponotei Aettovpykd Microsoft

e Ymdpyet n SuvatdtnTo LEPIKNC SaXEipiong xpMoTdV avd KaTaoTn Lo
H mapovoo pehétn yopileton og Tpio facikd otdora.

1. Apyikd mpénel va yivel 10 katdAinio role & operations engineering ®cTe Vo
amoTVT®OOVV Ol OaPaiTnTOl POAOL KOl Ol EPYAGIEC TOL TPAYUATOTOLOVY Ol YPNOTES Yo TNV

AN PN Aettovpyio eVOC KUTAGTLATOG.

2. Ev ovveyeia meprypdoetatl 1 vAomoinon tng TOATIKNG 0CQAIAELNG, OTO KOUUATL TOL
eréyyov mpdcPaong, Tov opyavicrod Kabmg Kot 1 dnpovpyio TV KOTOAANA®Y pOAMV Kot

epyooilonv, o€ mepiPdilov MS Windows pe ypfion tov Authorization Manager.

3. Télog dnuovpyeiton (o poppoyn, tnv omoia Ha ¥pNooToloHV Ol YPNOTES Kl O
éleyyog mpocPaong Ba mpaypotomoleitar PACEL TG VOIGTAUEVNG TOMTIKNG TOL  EXEL

armotumBel oto Authorization Manager.

Opog Bo mapopével To pOTNHO AV 1) TOAMTIKY ao@irelag Tov Opyaviopod £xel amotunbel
KOTAAANAQ Kol emapkds pécm tov Authorization Manager. T vo. pmopécovpe vo TapovLe

OAVINGCT GE AVTO TO TOAD KPIGHO EPMTNUO Y0 TNV ACPAAELD TOV GUGTAUATOG, TPEMEL VO

35



Yiomoinon RBAC, pe yprion tov AzMan, o€ mepiBaiiov Windows

anotuneBel M ToMTIKY ao@dAsiag og éva XMl apysio kot va yivetoar ocOykplon pe TO

nopoyopevo Xml tov Authorization Manager.
Baowkoi 61601 TOL GEVapiov givar:

v' H Errtvyfc aviAvon omaitoeny

v O Emiruyng éheyyog IpdoPoong

v O Zyedoopds RBAC moltikng eléyyov mpocPaong Bdon tov Poaocikod poviédov
RBAC ka1 tov Iepapykod RBAC

v' H Ikavonoinon tov Bacik®@v apydv acpdrelog mov evemuatdvel to RBAC
v" H Aevkdrvvon tov Audit

v H ovyypaon eyyepidiov xpiotn dote va gival duvotég ot aAloyEG otV TOMTIKY ot

TOVG LEAAOVTIKOVG GYESAOTESG
v" H Aevkdrvvon ot dayeipion

v" H AbEnon tov emmédov acdretog

4.4 Avaivon Anartiicemv — Role Engineering

2y mopodoa TOpAypapo TEPLYPAPETOL 1 UEAETN TMV OVOYKAOV KOl T OVOALGT TMV
QTOLTHCE®V OV TPEMEL VA YIVEL Y1 VO GYEONOTEL Lo POLO-KEVIPIKY TOMTIKY] EAEYYXOL
npocPaong. H moltikn mov Ba oyedlaotel ko Ba viomomnbel apopd oe £va vIOKATAGTN A
tphmeCag. Ot gpyacieg mOvV TPAYUATOTOOVVTOL GE TPATELEG AUPOPOVV YPTLLOTOOTKOVOUIKEG
oUVaALOYEC, OTOTE O EAEYYOG TPOGPUOTS TOV VIOAMA®Y TPEMEL VAL OVTILETOTILETAL e T

déovoa Tpoooyn.

"‘Eva. vroxatdotnpe tpdmeog, yoo vo KaAOWEL TIg avdykeg tov ypeldletol T dnpovpyia
Kamolwwv Pacik@v porwv. Ot avdykeg TOL APOPOVY ®G €M TO MAEICTOV GTIS CLUVOAAOYEG
peta&d tov tpamelikod KATOOTNUATOG Kot TV TeAatdv. Ot cuvarrayéc yopilovial o€ dVO
eMUEPOVG Katnyopiec: o) TG Eyypiuoteg ko P) tic Evnuepotikég — Mn Eyypnipoteg
ocuvorldayéc. Baowkol otoyor evdg vmokataotiuoatog tpdmelag, omd TAELPAg eAEyyov
TpocPacng, ival 1 eEovolodotnuévn TPOSacn TOV VICAAA®Y GTO KOTAAANAL GLGTHILOTO
KOl 6TOVG KATAAANAOVG TOpoVE dote vo. eEummpetnfovv ol avaykeg TOGO TMV TEAATMOV OGO

kot g Tpdmeloc.
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44.1 Avaivon Epyaciov

[ToAd onuovtikd KoppdTl 6TV OvVAALGY TOV OTOLTHCE®Y, €lval 1 COONG KATAYPOQT TMV
AELTOVPYIDV TOL VTOKATAGTILLOTOC KO 1] TAVTOTOINGT] - KATAYPAQT TOV avAyYKOV TpdsPacng
oe mopovg. Ot gpyacies - TOV KAAOVVTOL VO EKTEAECOVV 01 VITAAANAOL B TépovY TV LOPOY|
Operation oto Authorization Manager. ITapaiinia 6o cuvodevovtar Kot amd Evav Hovadikd

appod onoiog Ba Tig yapoxtnpilet.

Melet@vtag AOmOV TPOCEKTIKA TOV TPOTO Agrtovpyilag evOc vrokataoTatog Tpdmelog,
mpoékuyov To akdAovba coumepdopata OGOV ovaPopd TG €pyaciec mov kaiohviol va
extelécovy o1 ypnotes. Ilpokeiton o evvéa evotnteg cuvorhaydv, ol omoieg mepéyovv 13

gpyoaoieg mov Ba Saywpiotovyv, Ha opadonomBolv Kot Ba avateBobv ce poOAOLG.

1. Mn gyypipotes cvvarrayés. Ot un eyypHoTeS cuVAALOYEG EXOVV G GTOYO TOGO
v g&umnpétnon g mehateiog, mapEYovTag TANPOPOPIeS Kol EVUEP®GT], OGO Kot
mv e&umnpétnon ecwtePKOV dadkactdv . Ot cuvariayés avtég vrootnpilovy Tig

aKolovBec 4 empépovg opAdES EPYOCIOV:

a) IMinpoeopnon ko sevnuépoen TV wEAATOV — Amoiteiton
npocPaon Kol Sikoimpo avayvmons, GTo TANPOPOPLOKO GUGTNLLO
™e Tpdmelag Kot €WOIKOTEPO GE GUYKEKPIUEVEG GUVOAANYEG TTOV
TOPEYOVY TANPOPOPIES Y10 TOVS AOYOPLOCHOVS TG TEAATELOC.

b) Extéleon  dwdwkocidv  dnmovpyiog ko draygipiong
KOTOOETIK@OV Aoyaproop®@v — Anotteiton tpocPaor kot ditkaiompo
EKTENEONG  EYYPNUATOV OLVOALOYDV  (KotaBEécewv, avOARyE®Y
K.A.TT.), GTO TANPOPOPLOKO GUGTILLO TOV AOYUPLULGHDV.

c) Ipo®Onon tpamelik®v mpoidvtov ko dufifacn mricsov Yo
yopiynon Ttpomellk®@v mpoidovrav, yopic cSac@aricelg —
Anarteiton mpdcPacn kabdg Kot Sikaimpo avayvmong Kot EKTEAECNS
EYYPAPNG, GTO GVOTNUA VITOPOANG AUTHOEDV KATAVOADTIKOV dOVEI®mV
KOl TIOTOTIKOV KOPTAOV.

2. Eyypipotes ovvorhoyéc pe o6pro. Ov eyypnuoateg cuvoAlayég uéxpt &vog
npokabopiopévon opiov ywpilovral oe dVO ETUEPOVE EPYOTIES:

a) IMwetotikéc cvvarlayés pe opro péypr 20.000 vopopoTik@v
povadswv (€) — Amorteiton wpocPoon kol SKoiopo €yypoensg He
0plo, OTO  TANPOPOPOIKO  CUGTNUN  YPEDCEMV-TIGTOGEMY

AOYOPLOCUOV.
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b) Xpewotikés ovvarhayéc pe 6pro péypr 1.000 vopiopoTiKAOV
povadwv(€) — Arorteiton TpoGPoom Kot dikaimpa eyypaeng pe 6pto,

GTO TANPOPOPLOKO GUGTNUA YPEDCEDV-TIIGTOCEMDY AOYOPLICUAV.

Eykpioeig eyypfiipotov ocvovarilaydv mov vrepfaivovv 1o mapandve o6pra. H
gpyacio. aQopd otV yKplon YPEMOTIKAOV EYXPALOTOV GUVOAAaY®V g 2™
Katnyopiag, mocol peyolvtepov tov 1.000 vopiopatik®v povadwv(€) kor péypt
700 o600 TV 5.000 vopopatik@v povddwv(€). . — Anoureiton mpdcPacn o610
TANPOPOPLOKO GUCTNLUA YPEDCEDV-TIGTOCEMY AOYUPLIGUAOV Kot SIKOI®MUO £YYPaens

pe 6p1o.

Eykpioeig kG0 tOmov eyypfipotov cuovarraydv yopic épro — H epyoacia apopd
TNV €yKpion Kabe TOTOL EYYPHLATOV GLVOALOYDOV TO. TOGH TV 0ToiMV vIepPaivovy
Ta OploL TOL AVOEEPOVTOL TTO TAVE. Amorteital TposPaon kot dikaiopo gyypaeng,

GTO TANPOPOPLOKO GUGTNUA YPEDCEDV-TIGTOCEMDY AOYOUPLICUAV.

"Eleyyoc olvletv pn syypipotov gpyacidv. [lpwv omd t dwpifoon tov

OTOYEI®V OTO KEVIPIKO GUOTNUO ECMOTEPIKNG EMKOWV®VING — Amtouteitan TpdsPaon

OTO GUGTN O ECMOTEPIKNG EMKOLVMVIOG KOt OUKALimULA EYYPOPTG.

Avtinon winpogopidv. H epyacio mpayupotonoleitol pe otdxo ™ Slevépyesia
KOTOOTOATIKOV EAEYY®V, GE GLVOAANYEG TIOL €xouv mpayuatomondel omd TOoLg
KOTATATOVG 1EPAPYIKA ¥pNOTEG - ATtoteiton mpdsPaon kol SIKoImU avayveog oTa,
apyeia, wov &govv dnuovpyndel amd OAeC TIC GUVOAAAYES (EYXPIUATEG KOL UT)) TOV

Tellers

ANyYN EPTOTEVTIKOV €YYPa@mv. H epyoacio avth agopd otn Ay EUTIGTELTIKOV
Kol amoppnTOV. gyypdowv mov mpoopiletal yiu 1o vmokatdotnuo — Amotteiton
TPOcPucT Kol OIKOI®UO  OVAYVOOoNG, O©T0 GUGTNUO  OmTOpPPNTING ECMTEPIKNG

EMKOVOVING.

Avtinon ovvletov minpogopradv. H epyosio mpaypatomoleiton pe otoéHxo
OEVEPYELD KATACTUATIKOV EAEYYMV, GE EVEPYELEC OV &YOLV Tpayuatomondel amd
tovg Tellers & Chief Tellers tov vrokataotiuotog - Amatteiton wpoécPacn Kot

dikaimpa ovayvoons ota opyeio tov Tellers & Chief Tellers..

Amovopy Pohov. H epyocia avti agopd tqv amovopn poOA®V G€ ¥PNOTEC TTOL
gpyalovtol 610 vVIoKATAOTNUO — Amouteiton mpdofacn 610 cvoTNUe dtayeiplong

TPOocPAcEDV ¥PNOTOV.
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442 Poror

AQOV &ytve 0 OPICUOG KOL 1) TEPLYPAPT] TMOV EPYACUDV OV TPOYLUATOTOLOVVTOL OO TOVG
xpNoteg (OTEAEYN KOl LRWOAANAOVLG) €VOC VTOKOTAGTAHOTOS, EQPTOCE 1 OTYUn Vva

TOPOVGLAGTOVV Ol ATOLTOVEVOL POAOL.

‘Eva. vrokatdotpa tpanelog pmopel va Asttovpynost €0pvbuo Kot pe TANPN acOAAELR
polc pe 3 porovg. Ta mhgovekthuate tov RBAC avagépOniay avaivTikd 6To TponyouUeEVO
KEPAAL0, GTY CLYKEKPWEVT TepimTmon To mAgovektpata cvuvoyilovtol mapaxkdte. Efvol
e0KoA avTIANTTO OTL TOGO TO OLUYEPLOTIKG 0pehog, OGO Kal T0 6@erog aopdrerlag eival
tepdotio. Eivar modd mo edkolo vo TopapeTpomolovvtal Kot vo aAAdCovY Ta  Stkoudpoto
npocPacng oe 3 pohovg, mapd oe yhddeg epyalopévous. Amd mAevpds AGEAAEWNS, TO
Backd mreovéKTUa Tng Avong TpokOTTEL amd T duvartdtnTa opBOTEPNG, EVKOAITEPNG KOl
OTOTELECUATIKOTEPNG YOPNYNONS dkaloudToOv Tpocfacng oe 3 poAovg, Kodmg Hmopel va
YiVEL KOAVTEPT EKTIUNGCT YO TO T OIKOIOUATO €ivol TPAYHOTIKG ovaykoio Yoo TV opdn
Aettovpyia g tpamelag. Emovdaio TAEOVEKTNUA VITAPYEL KOL amd TAELPAS EAEYYOV, KAOMDC
OLEVKOADVETOL TO £PY0 TOV EAEYKTMV, O OTOIOL TPEMEL VO, EAEYYOVY  LOVO OV TO, STKOLMDLLOTO

TpocPacng Tv 3 poAwY Exouvv yopnynbei pe Paon v 16x00VcH TOMTIKT ACPAAELNGS.

H neprypaon| tov porav Bu yiverl Iepapyikd xabng 1ot Bo oyedootel ko 1 RBAC molitik

eAéyyov TpocPaong.

1. Polog: Teller. Eivaw o anhovotepog porog Tov cuothuatog. Amotedel T Pdon g
TUPOUIONG Kol GE QUTOV OUTOVELOVTOL TO OIKOUMUOTO EKTEAECNG OTADY EPYOCLAOV.
Yuvifmg otedeydvetor amd VEOLG YPNOTEC Kot o OMOVG GYedOV TOVG OTAOVG

VIOAANAOLG EKYOPEITAL O CLYKEKPIUEVOS POLOG.

2. Polog: Chief Teller. Eivon emikepaing viarAfiov mov &xovv 10 poro tov Teller kot
KANpOVOUEL OAO TOL TPOVOULN KOl TOL SIKOLDOUT 1oV £)XEL 0 poAog Tov amhov Teller.
Awbétel meprocOTEPO KOl TO CHVOETO SIKOIDUOTO KOl EKYOPEITAL O TKOVOTEPOLG

KOl L0 EUTEPOVG YPNOTES.

3. Podlog: Brach Manager. KAinpovopel Ao ta mpovopio Kot To SIKoduate tov 600
ToPOTave pOAmV. AloBETel E101KH KOOMG KOl SIOYEIPLOTIKA TPOVOLLLL Kol £YEL OAEG TIG
TPOGPAcEL TOL givol amopaitnTeS Yoo TNV OHOAN KOU OGQOAN AgTovpyio TOL
VIOKOTAOTAROTOS. To polo Tov  avohapuPdver o  emikepoAng Tov  kaOe
vrokataotHpatog. Etol emruyydvetonr kot o Soympiopdg Kabnkoviov mov gival

Baoikd dopkd otoryeio tov mpotdmov ANSI/INCITS 359-2004 tov RBAC.
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443 Xvvdéeon Epyocriov & Porov

Ot poAol mOV GYENACTNKOY GTNV TPONYOVUEVT] TOPAYPUPO TPETEL VO OTOKTIGOLV: o)
oLvdeoT Ue TIg epyacieg Kot B) Ta KatdAAnia dikaudpota. To amotélecpa TG GUYKEKPLUEVNG
GUVOEGTG AOTVTIMVETOL GTOV TOPOKATO VUK. XNV TapévOEsT avaypaeeTal 0 HOVAOLKOG

aplBpdc g kdbe epyaciag, o omoiog kot Ba v axoiovBel kaf’ OAn v mEPpapATIKN

dwdkacia.
Access Chief Brach

Epyacieg Rights | Teller | Teller | Manager
IMAnpogopnon kK evnuépoon ToV terot®dv(l) R , , ,
Extéleon O01001KAGLAV onuwovpyiag WX
KOTAOETIKAOV hoyopracpdv(2) ’ v v v
Hpo®dnon Tpumelik®V  mPoOidVTOV Kol
oitioslg Y tpomelikd  mpoidvra yopic | W, X P P Y
eaocpalricsig(3)
Awipaocn ECOTEPIKAOV  TANPOPOPLUKOV WX
otoyciov(4) ’ v v v
IMototikéc epyocieg pe  opwo - 20.000 W
novéadmv(s) v v v
Xpeowotikég pe 6pro 1.000 povadwv(6) W , , ,
Eyxkpicelig  eyypfipotov  cuvolhay®dv  pe W
peyalvtepo 6pro(7) v v
"EAgyyog ovvleTv un EYYPNNOTOV W
gpyocrdv(8) v v
Avtinon Tipogoprdv(9) W S, P
Eykpiogig KGOg TUTTOV EYPNIATOV W
cuvailay@v yopic 6pro(10) v
ANYN EPTETEVTIKOV £YYpdowv(ll) R ,
Avtinon covisTv TAnpogopLdv(12) R S,

40




YAomoinon RBAC, ue yprion tov AzMan, o€ mepidirov Windows

Amovop] Porwv(13) R,W,X ,
Mivaxag 1 AvaOeon povopiov og Porovg
Operation 1
Alice - 7
T~
T Operation 2
Peter Teller . 4
; 7 T [ Operation 3
George ! N—
: | Operation 4
I
David ;
; Operation 5
|
i Operation 6
Bob — ! P I
— v
Chief Teller Operation 7
__— I 4
Kate - ; .
; Operation 8
i :
i Operation 9
]
| Operation 10
|
: Operation 11
I
NG v Operation 12
Jack ——— —>LBranch Manager

Operation 13

Ewoéva 11 Anotinoon Iepapyiog kot Atkaropdtov

To amotéheopo avtng Tng Sladkociog €ival amd To, ONUOVIIKOTEPH GTOWEI OVTAG NG

epyooiag. IlpaypoatonomOnike avacyedldcoroc EXYEPNOOKNG dlodtKaciog Kot 1 advénomn g

0oQPUAEDG LECOV TOL eAéyyov mpOcPacng amotélece TO POOIKO TLADVE OVTOD TOV

cvotiuotoc. H omovoun mpovopiov otovg pOAOLG TOLG GULOTNHUATOG, VLAOTOIEL TIG

katevBovipieg ypoupég mov tibevron and to 1ISO 27001:2005 wg mpog to Access Control kot

KOADTTEL TANPWOG TOV OPYOVIGHO o€ BEPaTA GUUUOPPMOONG, OG TPOG ToV EAEYY0 TpdSPaong,

LE TO TPATLTO.

45 Xoppépomon pe to [pétvmro ANSI/INCITS 359-2004

Avto 10 Koppdtt deiyver ™ ovupdpewon pe to mpdtomo ANSI/INCITS 359-2004. O

oYedOUOG givar Baciopévog oTIC KOTELBLVTAPIEG YPAUUES TOV TPOTOHTOL Kol 1) VAOTOINoN
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givan ovpeovn pe to Pacwkd RBAC. Avodlvtikd pe v vAomoinom emttuyydvoviol To

TOPUKAT®:

v

v

Emutpéneton ) onpuovpyio kot dtoypagr| TV xpnotdv
Emutpéneton ) onpuovpyia, n daypaen kot enelepyocio Tov pOA®V.
H Exy®pnon ypnotdv oe poiovc.

H avdBeon tov mpovopiov mpoécPaocrng otapatdel va yivetor oto kdbe ypnom

OTOLK( OALG OMHIOVPYOVVTOL POAOL.

H Iegpapyknr doun mov opilet to Hierarchical RBAC vrootpiletat amdivta kabmg o
OYEOOCUOG TOV POAMV YIVETOL 1EPUPYIKO Kot LE TOPOUol0 TPOTo epopuoleTor M

vAomoinon.

Emrvyydverar o Ztatikog Atoayopiopndc Kabnkoviov péom e povadikdmog tov
pOA®V 7OV pmopel va katéyel évag ypnome. O €leyyoc mov Tpaypatomolohyv ot
AVATEPOL YPNOTEG TPOG TOVG VPICTAUEVOLG TOVG OEV EMITPETEL GE KATOLOV YPNOTN VO

KOTEYXEL KOTOTEPO POAO.

O Richard Fernadez 1o 2005, dnuocisvoe molo. €ivol To oTOlXEio. TO. OmMOio, TTPEmMEL VOl

wavomotovvtalr oe éva ovotnue. RBAC (Fernadez, 2005). To otogeion apopodv 1

GUUUOPPMOT] LE TIG KOTA EAUYIOTEG AMOTNOELS KOl TOPATIOEVTOL GTO TOPAKAT® TIVOKO.
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Add User

v
Add Role

v
Delete Role

v
AssignUser

v
Deassign User

v
Grant Permission y
Revoke Permission P
Supporting System Functions for Core RBAC .
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Add Active Role Y
Drop Active Role L,
Check Access

v
Review Functions for Core RBAC L,
Assigned Users

v
Assigned Roles

v
Advanced Review Functions for Core RBAC v
Role Permissions

v
User Permissions

v
Session Roles

v
Session Permissions L,
Role Operations OnObject ,
UserOperationsOnObject L,
Compliance with Hierarchical RBAC L,

Mivaxog 2 Zoppépeon tpoteivopevov cvetipatog pe to tpotvmo ANSI/INCITS 359-2004

4.6 Eyyepiow Xpniong tov Authorization Manager

Booko gpyodeio yio v ekmdvnon g mapovoog perétng eivar to Authorization Manager.
To Aertovpyikd MS Windows, otic didpopeg ekddoelg Tov, akolovdei Tic facikés apyés Tov
dtakprTikov ehéyyov mpdcoPacnc. Ouwe, He TO TEPAGHO TMV YPOVOV TPOEKLYE 1| UVAYKY VO
VIAPEEL LA EMEKTOOT] OTIG TOMTIKEC EAEYYOV TPOGROONG GTO €V AOY® AEITOLPYIKO GUGTIUA.
Io avtd t0 Adyo avartdybnke to epyareio Authorization Manager 1o omoio 10 cuvavtape
amd v éxdoon tov Windows Server 2003 kot £netta. TIpdkerton yia évo, epyaieio, To omoio
EMTPENEL OTO SLOYELPIGTH TOL GVGTHLOTOG VO eQoppooel pua role based moltikny ehéyyov
npocoPacng mov éxetl oyediactel amd to IT Security tunqua tov opyaviopod. To Authorization
Manager axoAovfel motd ¢ kKatevBuvpieg Ypapupég mov tifevtal and To TPOTLO TOV
RBAC. H ypnon tov gival oyetikd amin kot 1 eEEMEn tov ovveyne. [apokdto yiveton pio

LIKPY| TOPOVGINGT TOL €V AOY® EpYOAEiOV.
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To ovykekppuévo API givar avtopato dtabéoio otig petayevéotepeg ekdooelg v Windows

XP. Tw va ypnoworombei and too Windows XP 6o mpémer va eykotactobovv ta

Administrative Tools mov yopnyel dwpeav n Microsoft péoo oamd ™ dadiktvaky Tng
B1BAoOK.

46.1

Ovtoloyia Tov AzZMan

To AzMan omoteAieiton omd 6 Poocwcd otoyeio too omoion opifovrar kil TEPLYPAPOVTAL

TOPOKAT.

44

Operation: Eivatr 1 dopukn povado tov AzMan Kot anotedel T0 HEGO OPIGHOD TNG
acpdiewns. H «kabe Aerrovpyio cuvdéetan pe évov povadikd apidud, o omoiog
KoAeitol amd TG EQUPHOYEC Kol 1 TpooPacn oe kdbe ovykekpluévn Asttovpyio

dtveton pe Paon Tovg kavoveg mov £xovv oplotel 6to meEPIPAiiov Tov AzMan.

Task: To Task €yet T dvvatdTNTA VO OLAGOTOLEL VO GUVOAO AELTOVPYIDV. ATOTEAET
mapopotla Evvola pe o Operation kot emmpocheta pnopet va opiletar Kot amd GAA
Tasks. Yndpyet téhog 1 dvvatdtnta va ektedovvton péca ota Tasks scripts dote va

ATOTLTTMVOVTAL ETLYEPTGlaKol Kavoveg A task can also be based on other tasks.

Authorization Store: Authorization store eivatr o y®dpog otov omoio amobnkevovral
OAOl 01 Kavoveg ac@dietag, dnAadn ent tng ovsiag n moMtiky eAEyxov TpdcPacngc.
Mmnopei va éyet dibpopeg Lopeés Ommg: amhd Xml apyeio N va givor «otnuévo» oe
SQL Server, LDAP ka1 Active Directory ywr vo AEITOUPYNGEL O TPOUYLOTIKO

neplPailov.

Application: Towg to otoryeio mov TOPOLOIALEL TO HEYAADTEPO EVOIOPEPOV GTO
AzMan kot givar apuddio yio tn dnovpyio. operations, dnuiovpyiog poAmV Kot
avabeong ouTdV TOV CLYKEKPUEVOV Operation oe  polovg. Emiong €dd

TPOYUATOTOLEITOL KO ] EKYDPNOT XPNOTOV G pOAOVG.

Scope : ‘Evo application umopei vo Swpebei oe dlapopetikd SCOPES ta omoio

UIopOovV va. £xovv To. dikd Tovg operations, tasks kot poiovg.

Role: O péioc oto AzMan dev éxet Kapia omoAdTog dlapopd amd TNV Evvolo oV £xEt
TEPLYPOPEl  avodlvuTikd oto kepdhlawo 2. Méow tov AzMan dnuiovpyovvral,
dwypdpovion Kot eivan dwaxelpioot porol. Onwg oe kabe epyoaieio mov Pociletal

o010 RBAC £161 ko €0 0 poLog Tailel Tp@TEVOVGO CNUAGTOL.
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4.6.2 Tleprypagn] Kol EIKOVES

o v vlomoinon o spappoyng RBAC pe 1t ypnon tov AzMan akolovBeitar 1
TopoKATO Oladikocio, 1 omole €KTOG Oamd TN AEKTIKY TEPLYpPAPN] Topovcildletol Kot

CYNUOTIKA e TNV TapdOeon TV GYETIKAOV EIKOV@V.

Apywd o ypriotng petafaivel oto RuUNn kot 6ivetl tnv evtoir] azman.msc.

Run

x]

= Type the name of a program, folder, document, ar
& Internet resource, and Windows will open it For wou,

SZMan. msc b |

[ (0] 4 H Cancel ][ Browse, ., ]

Ewova 12 Kijen Authorization Manager

To Authorization Manager 1 AzMan (Follette, 2007) avoiyel otnv pope1 mov eoivetal otV

ewova 13
% Authorization Manager E]E
File  Action  MWew window  Help ;lilJ
& = [mH| E%
Autht ion Manager

8 Mo Authorization Stores Selected

The Autharization Manager snap-in allows you ba set role-based permissions for applications that have
been Authorization Manager enabled. To use the Authorization Manager, you must first create an
authorization store (if vou are an application developer) or open an existing authorization stare {if vou
are an administrakar).

To open an existing authorization skore, on the Action menu, click Open Authorization Store. To create
a new authorization store, on the action menuy, click Mew Authorization Store while in developer mode,

For more information, see Select an Authorization Store in Help.

Ewéva 13 Apyukn Ewkéva Authorization Manager
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To AzMan, katd v ekkivnon tov Ppicketal oe kordotoon Administrator mode. T va
UTOPECEL KOMOL0G VO, VAOTOW|CEL H10 TOMTIKY ac@dAelng Bo mpémer va aAla&elt v
Kotdotaon tov ovotfiuatog oe Developer mode. Avtd smtvyydvetor emdéyovtoag amd 0

pevod Action v katdAAnin emoyn.

Options E|

Authorization M anager mode:

In developer mode, wuzers can create, deploy, and maintain
applications. Users have unresticted access to all features.

() Administrator mode

Ih administratar mode, uzers can deploy and maintain applications.
Ilzers have access to all features except they cannat create new
applications and define operations.

k. l [ Cancel

Ewéva 14 Alroyn mpokaBopiopévav PvOpiceov
INo mv évapén g dnovpyiog o moltikng, pe to AzMan o mpénet va dnpovpynBel
éva. Authorization Store 6mmg deiyvel kot 1 TAPaKATO gKOVa. Xt0 TepPdrrov tov Windows
Server 2003, mov mpaypatomomOnke n Tapovoa perétn, ot duvatoi tomot Authorization Store

elvar dvo.
I.  Active Directory
Il.  Apyeio XML

[N Tovg Adyovg mov avagépbnkav ot mapdypapo 4.3 emiéyeton 1 dmuovpyie XML
Authorization Store.
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Mew Authorization Store

Select the authonization store wpe:

() Active Directony

Requirez Windows Server 2003 domain funchional lewvel.

(3) ML file

Store name:

| O SIME Mmoo Tk sinmpl | [ Locations...

D ezcription:

(] J [ Cancel

Ewéva 15 Anpovpyio Authorization Store
AoV &yel dnuovpynbei emttuyde to Store mpénel vo dnpovpynoel TPMTO U0 EQOPLOYT

®oTE Vo, apyioel 1 vAoToinon pog pOAO-KEVTPIKNG TOALTIKTG.

Mew Application

I amme:
Test App |

Dezcription:;

'E v Sokipara Tikd App o Th Sroupyeio Tou Manual

Werzion information [optional]:

Mate: The application name specified here must be the name that the
managed application uzes when intializing the Autharization Manager.

] l [ Cancel

Ewéva 16 Anpovpyio apytkis @opproyns
A@ov dnpiovpyndel 1o apyikd App to amotéiecpo eppavifeTor oty gikova 16. Amd 10
onueio avtd pmopel emi g ovoiag vo Eexwvnoet 1 vAomoinorn pog moltiking RBAC.
Emiéyovtog to pakelo Definitions avoiyovtot de&1d o1 emhoyég OTmE paivovtal 6TV EKOVA
17. Exei umopel o developer va dnpovpynoet toug poAovg, Tig depyacieg (Operation) mov
avTImPoo®nEHOVY 10, dikaidpata Tov KAacoikod RBAC, kabohg ko Tig epyacieg (Task) tig

omoieg UTopovV Va TPAYLUATOTOGOLY 01 pOLOL.
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#% Authorization Manager

Zd Fle  Action  Wew  Window  Help
&= || B 2
Authorization Manager Marne Type Description
=] :
= Manual.xml [_JRole Definitions Conkainer Roles are a set of tasks needed to perform &
% frotp; (A Task Definitions Conkainer Tasks are a set of operations needed to perl§
= =t PP Ea Cperation Definitions Container Operations are individual Functions defined £
[Z Groups
[ pefinitions
[ role Assignments
Az3tore,xml
< b >

Ewova 17 Authorization Manager Definitions Menu
O developer kdavovtog de&i KMk oto @dkelo role definitions pmopei va emhé€er
dnovpyia gvog véov poiov. H pdppa mov kadeiton va copmAnpaocet gtvar 1 epeoviCopevn

otV gwkova 18 kot To medio Tov cCLUTANPMOVOVTOL ElVaL:
» 10 Gvopa Tov polov,
» M mepypatn Tov poAOL,
» 1 duvaTdTNTO OTOVOUNG LELOVOUEVMV TPOVOUI®V TPOSPacmg,

» 1 ovvdeon pe éva velotapevo Authorization Script.
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Role Definition

Mame:
Rale 1 |
Deszcription:
AOEIPOTTIEA SHpoupyio pddou
The tazks and lower-level roles that define this role;
M arne Type Description
£ Add... | Remave
[ Authorization Script... ]

[ Ok ][ Cancel ]

Ewévo 18 Anpovpyia Pérov

H ewcova 19 amotundvel T0 0moTELEGUE, TNG ONIOVPYING EVOG POAOV.

Add Role
Select the role definitions to add:
M ame “Where Defined Dezcriptian
ﬂEHDIH Application AoKPOOTER G
(] ] [ Cancel

Ewéva 19 Arotonoon dnpovpyiog Néov Pérov
Baoikd koppdtt yio tqv opbn vAomoinon g MOMTIKNAG €ivonl M oc®oT) onupiovpyio TV
Operations. To Operations dnuovpyodvral povo and tov developer kévovtag de&i KMk 61O

edxelo Operation Definition kot emléyovtag T dnpovpyio véov Operation. H @dpua mov
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eppavileton éyel ) popen g ewdvag 20. Emdéystar 1o Ovopa, diveton po ohvioun

TEPLYPAPT] KoL EVOG povadikog aprdpog oto Operation mov dnpovpysitat.

New Operation Definition

Harme:

O peration 1

Dezcription:

Aorpooted Dperation v M anual

Operation number;

1||

OF.

J [ Cancel

Ewova 20 Anpuovpyio Operation

Metd amd ™ dnpovpyio 1 KOV OTOE SIOUOPPMVETOL Y10, Ta. VITAPYovTa Operation gival n

TOPOKATO (g1Kdvo 21)

Add Definition

Fioles | Tasks Elperati-:uns|

X

Select the operation definitions to add:

M ame

'{E}‘ Operation 1

“Where Defined
Application

D'escription

Aokpootied Op...

F, ] [ Cancel

Ewova 21 AwOiowa Operations

‘Eva moAd onpoviikd mAeovéktnuo tov Authorization Manager sivar to 611 divel 1

duvatdTTa, OTMOC QalveTOl amd TIG €IKOVEG TOL 0KOAOLOOVV  (GTE VO EMTLYYAVETOL

CUUUOPO®MOT e TIG KATELOVVTINPLEG YPOUUES TOV 1EPAPYIKOD POLO-KEVTPIKOD povTérov. TTo
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ocvykekppuéva 10 APl mpoopéper ) Ovvaromnta, poAOl va  KANPOVOUOLV  POAOLG,

KANPOVOLMVTAG TO GOVOAO TMV SIKALOUATOV TTOV £XOVV 01 OEVTEPOL.

Role Definition

I amme:
Role 2 |
Dezcription:;
Mepddarypo pddou nou kinpoyops lepopekd ARome o ko £xel kol
The tazks and lower-level rales that define thiz rale:
I arme Type Deszcription
Add...
[ Authorization Script... ]

[ ak. l[ Cancel ]

Ewova 22 Anprovpyia porov yia tnv g@appoyi Tov Iepapytkod RBAC
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3

Add Definition

Holes |Tasks Operations

Select the role definitions to add:

Where Defined Dezcription

M ame
AOEIPETTIER B,

ﬂ Rale 1 Application

F Q. ][ Cancel ]

Ewoévo 23 ZTiypiotono skydpnong porov 6 poio

3

Add Definition

Foles || Tasks DPETEUDHS|

Select the operation definitions ha add:
“Where Defined Dezcription

M ame

] {E} Operation 1 Application Aokpootikd Op...
peration pplication

425 Operation 2 pplicat
peration pplication

[ 458 Operation 3 Applicat

)4 H Cancel ]

Ewova 24 ZTiymiétomo eky@p1ong LEROVOUEVOV JIKOLONLATOV TPOGHacng

To amotéAecpo TOL TPOKVLTTEL OO TIG TOPUmTdve evépyeleg (swdvee 23,24) sivor t0

axolovBo. O Role 2 éyel dkaiopo tpécPaong oto Operation 2 kot £xel KANPOVOUNGEL OAES

115 tpocPacelg tov Role 1.
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Role 2 Definition Properties

Generall D efinition |

The tazks and lower-level roles that define thiz rale;
I arme Type D escription
25 O peration 2 Operation :
ﬂ Fole 1 Fole Definition  Aorkpootikd Snpwoupyl...
Add...
[ Autharization Script...

] l [ Cancel

Ewévo 25 Zniypotono Ipoosfacsov Iepapytkcod Porov
Téhog, n ovvtoun mapovcioon tov Authorization Manager ohokAnpovetol e v avoa@opd
OTN GOVOEST TOV YPNOTMOV UE TOVG pOLovE, To yvwotd role assignment. To AzMan mopéyet
avtn ™ Aertovpyio T0660 oo Developer mode toco kot oto Administrative mode. AAlwote 1
EKYDOPNON TOV YPNOTOV UE POAOVLS Eival 1 KOpLa epyacion Tov dlayelploth. Ot SuvaTOTNTEG
oOVOEONC APOPOVV VPIOTAUEVOVG HEUOVOUEVOVG XPNOTEG 1 OuGdeg ypnotdv (Groups) tov
Active Directory ue vrdpyovieg porovg. H avabeon poiov mpaypotomoteitol kdvovrag de&i

KAk 6710 pOro kot eméyovrag Assign Windows Users and Groups.
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F#%|Authorization Manager = ||
F4 File  Action View Window Help — =] x|
€ = | B|@\ X ]

Authorization Manager Mame Tvpe Diascription
= tManual,
(3 sroups There are no items ko show in Ehis view,
= @ Test App
D Groups
=21 Definitions
D Fole Definitions
(2 Task Definitions
(2 Operation Definitions
=] Rile Assignments

Role 1
e

fzStare.« 55|gn Application Groups, .,
H55]

rs and Groups. ..

Wigw 4
Mews Window from Here

Delete
Refresh
Export List...

Propetties

Help

< | 3= i >

Assign Windows users and groups,

Ewova 26 Avafson Pérov og Xpriotn (-) [1/2]

Select Users or Groups

Select thiz object twpe:

|L|ser$, Groups, ar Built-in security principals | [ Object Types. .. ]

Erom thiz location:
|BIL.-'-‘-.KEIS-FB.-‘1'-.4E9F | [ Locations... ]

Enter the object names to select [examples]:

BILAKOS - FEA4CIF Adminiztrator Check Mames

[ (] 4 ][ Cancel ]

Ewova 27 Avafgon Pérov o Xpriotn (-£9) [2/2]
To amoTEAEGHOTO TOV EVEPYELDV TTOL OTEKOVILOVTOL GTIG TOPOTAV® EIKOVEG, POIVOVTOL OTN)

ewova 28 6mov o Role 2 givar cuvdedepévog e to ypnot Administrator.
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f% Authorization Manager |Z||E|r‘$__(|
Zd Fle  Action  Wew  Window  Help ;IilJ
e« @@ x B @

Authorization Manager Mame Type Description
|
=3 Manual €3 Admiristrator(BILAKOS-FEA®.., User

D Groups
= @ Test App

[Z Groups
=21 Definitions

(231 role Definitions

(2 Task Definitions

(2 ©peration Definitions

=L role Assignments

Role 1

3

&z5tare,xml

Ewova 28 Amotinwon Role Assignment

Mlcovektiuota Tov AzMan

To Authorization Manager sivot éva epyakeio, To omoio givar 1d10itepo £0YPNOTO Ko TOPEYEL
o610 Ypnot T OvvardtnTa g vAomoinong weg RBAC molrtikng eiéyyov mpdoPaonc.

SVVOTTIKG TO, KOPLOTEPQ, YOPUKTIPLOTIKA-TAEOVEKTNUOTA TOV Elval:
v" Built in ota Windows
v Oukn Alemagn
v' Ebkoho otn Xprion
v’ Zopudpeowon pe to Bacikod kat Iepapyikd RBAC

V' Aevkdloven dnuovpyiag epappoyd@v mov  0fonolodv TV TOMTIKY  EAEYYOL

npocPacng
v TloMomloi tomotr apyeiov anodfkevong tov AzStore

v' E0xoAn peta@opd and 1o SOKIHAGTIKO o€ Tparyuotikd mepipdilov epyaciog
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4.7 Yhomoinon ¢ oyedracOeicog moltikig oto Authorization Manager

Y10 vrokepaioua 4.3 & 4.4 yivetor ekTEVNG TEKUNPIOON KOl GVAALOT TV OE00UEVOV TNG
Aertovpyiog evog Tpamelikov Kataothpatoc. [Iposdiopilovtar or péAot, o1 TpocPdcelg Kot Ta
dkaumdpata kdbe poiov. o v vAomoinon 6oV TEPIYPAPOVIOL GTO TPOOVOPEPOUEVA

avamTOYONKE 1 EPOUPLOYT, TNG OO 1] VAOTOINGT akoAOVOEL.

Apywcd dnovpysiton Eva Authorization Store oe xml popen. Ovopdleton Bank Application.

Io v opakn por ¢ dadikaciog dnuovpyeital to facikd App tov cvoethiuatog to Bank
Application.

[Tdvo og avtd 10 App o avamTuyBel kon n epappoyn n onola Ba mpaypatomolel Tov Eleyyo

npocPaong coupwva pe ta 6ca Tpokettal dnpovpynodv oto APl Tov AzMan.

Ev ovveyeia, 6mmg gaivetol 610 oTryptdtTumo TG £1kOvVag 29 dnpovpyodvtar ot 3 porot Tov

GULGTILLOTOG OTIMG TEPTYPAPNKAY OTN TAPAYPopo 4.4.2.

% Authorization Manager EI@|E|
T4 Fle Action  Wiew Window Help =& x|
& [H & B 2
Sutharization Manager Mame Type Descripkion
Manual.x!'nl i Eeller Rale Definition Bamkag Pohog, KaTdTEpog amyy lepapyeia, Ne
B3 [B_flnkﬂpd'cat'on-xm' (3 chief Teller Role Definition Pahog Mpcigmapévou, alEnan MNpoofaozwy, 2
Groups ﬁBraCh Mananer Rale Definitian AwiTamog PORog Tepoped, Ok Mpaofaon

= @ Bank Application
12 Groups
=12 Definitions
23 Role Definitions
{21 Task Definitions
(21 Operation Definitions
(2 role Assignments

< iy > [€ >

Ewévo 29 Zniypotono arotinoong Pérwv
To emdpevo Prpa givar n évtaén TV gpyacidv 6to cuotnua. Anpiovpyodviol Aowtdv ot 13
gpyacieg mov mepLypaenKoay oty mopdypago 4.4.1 wg ympiotd Operations kot mwaipvouv

HoVadtKovg avéovteg aplfpovg amod to 1 éwg to 13

56



YAomoinon RBAC, ue yprion tov AzMan, o€ mepidirov Windows

FE| Authorization Manager E|@|g|
File Action Wiew indow Help ;@J
& m B R 2
Autharization Manager ame Type Description
Manual <l €§§ Unlimited_approve_Exp Cperation Evrkpideg kabz Tinou eyxpruaTuy auvasiayo
=13 Bankapplication.xmi {E@Role_ﬂssigment Operation Anovapn Paioy
% g‘;ontp.:pplication '{E}' Internal_Communication Cperation AaPiPaon emTEpIKayY NANPOEORITEWY JTOIKE
[ Groups '{E}' Inform_Clients Cperation MAnEOEAENOT Kal £YNEEEOT) Ty NEADTDY
=[] Definitions 25 Gather_Info Cperation By TANOT MANPOEORIGY JE OTOX0 TN DIEvEpyER
(3 Rale Definitions 25 Gather_Crusial_Infa Cperation ‘BwTanon ouvBE Ty MANpOpopIdy PE OTho T
[ Task Definitions 25 Exp_Limit_Credit_Trans Cperation Miomwomkss pyoizg Pz opio 20,000 povadoy
(L1 Operation Defiritions {E}‘ Exp_Limit_Charging_Trans Cperation rpemamicés Pz opio 1,000 povadoy
(23 Rale Assignments {E}‘ Comp__ashFree_Trans Cperation ‘Ehgywog oivBzTiow pn ypipoTmy spy ooy
{E} Classified_Docs Operation AN EUMIoTEUTRGY 2y paoy
{E:ﬁ C_Cards&Loan_Requests Cperation MpamBnan Tpan:ikdy Npaidy Twy Kol Qg
€§§ Approve_Higher-Limit_Trans Cperation Evkpide; £y xpruaTwy QUahhDymY LE MEYOhl
{E}‘ Account_Creation Operation ErTéngan diabikamay dnuoupyiag kataBznin
< LAINES >

Ewdévo 30 Zriypiotomo amotinmeng Epyocidv
H ouvvéyeio e dwdikaciog apopd oty avdbeon tpovouinv otovg péiovs. H avdbeon dmwmg
éxel TovioTel kol vopitepa, Oa mpayuatoromdel epapyucd. H apyr yiveror pe v avabeon
TV Tpovopimv oto Poacikd poro tov Teller, o onoiog amoxtd npocPdoeig ota 6 Operations.

To amoTéAEG O, ATOTVTAOVETAL GTNV EIKOVE, 31.
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Teller, Definition Properties

General | Drefimition |
The tazks and lower-level roles that define thiz rale;

I arme Type D escription

'fﬁ}' Accaunt_Creation  Operation Ektédaon Badikomuy. ..
QE} C_Cardzéloan_... Operation MpowBnon tponetky...
{E}' Exp_Limit_Chargi... Operation HpsmdTIkED pe opa 1.
{E}‘ Exp_Limit_Credit... Operation Motwrkss spyaoieg ...
'{E} |nform_Clients Operation MAinpomapnTn KoL Y.
'fﬁ}' Internal_Commun... Operation Aofifoon eToTEpER. ..

Add...
[ Autharization Script... ]
(] 4 l [ Cancel ] [ Apply ]

Ewova 31 Arotonwon Ipovopiov Teller
Ipoywpmviog oty avébeon towv mpovouinv oto péro tov Chief Teller, apyikd emiéyetan 1
ocOvdeon tov ue to podro tov Teller. Eni tng ovoiog o 2% ) t4&etl pdrog kAnpovouei OAa ta
mpovopa tov Paocikod porov. Ev cvveyeio, tov avartibevtor emmAéov mpovoule Kot TO

OTTOTELEC L0 OTOTVTTMVETOL GTIV EIKOVA 32.
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Chief Teller Definition Properties

Generall D efinition |

The tazks and lower-level roles that define this role;

M arme _ Type D escription
'i:i.}'é.-’-'-.ppn:nve_Higher-... Operation Evkpiosic syxpApoTo...
QE} Comp_CashFree..  Operation ‘Efeyxog odvBetoy pn...
{E}' 3 ather_|nfo Operation By Tinar ninpoqoploy. .
ﬂ Teller Role Definition  Bomkdg Pddog, kotdT...

Add...
[ Autharization Script...

] l [ Cancel

Ewova 32 Anotonwon Ipovopicv Chief Teller
Té\og, T0 6TAd10 NG avdbeonc TPOVOUIY OAOKANPAOVETAL UE TOV EUTAOVTIGUO TOV POAOL
Branch Manager. O dwyeplotikdg porog, amnoktd mpdoPacn oe OAeC TIG gpyoocieg mov
EKTEAOVVTAL OTO TO GUGTILLO KAT|POVOUDVTOS TO, TPOVOLLO, TMV DOIGTAUEVOV POA®Y KOl HECH
¢ anevbeiog avabeong tov VYNAG totouévav tpovouiov. To arotéleocua TapovaolaleTol

otV eéva 33.
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Brach Manager. Definition Properties

General | Definition

The tazks and lower-level roles that define thiz rale;

I arme Type D escription

ﬂ Chief Teler Rale Definition  Padoc MpolaTopédvau, ..

QE} Clazzified_Docs Dperation AN PO TEUTIKDY ...

{E}' Gather_Cruzial_l... Operation By Tinar ouvB Ty nil...

{E}‘ Role_fszigment Operation Anovopr Pardoy I

ﬂ Teller Faole Definition  Bomegds Podo, koToT... |

'fﬁ}' Unlimited_Appro...  Operation Evepioaic kdBz Tonow .. | |
| |

Add...

[ Autharization Script...

] l [ Cancel

Ewova 33 Arotonwon Ipovopicv Branch Manager
Me Baon Aouwwdv avth T TOATIKY ac@dAelng eréyyov TpocPacng 1 omoia vAomomOnke pe
xpion tov AzMan omv mopdaypago 4.9, Ba mapovolactel 1 LAOTOINGT TG EPAPUOYNG M

omoia ko Oo Tpaypatonolel tov EAeyyo mpdoPacnc PAGEL TS TOMTIKNC.

Tehevtaio Ppa e Ttapovoag dadkaciog, eival  avabeon pOL®V Ge VPLOTAIEVOVS YPNOTESG
tov windows. Tn dwadikacior avth uropel va ™ SloUopPOGEL 0 GYESINOTNG KAl GTY GLVEYELN

0 SL0YELPIOTNG TOV GVOTNUATOG LECE, OTd TNV EPAPUOYN, LITOPEL VO TNV TOPAUETPOTOLEL.

4.8 Zoppépemon pe 11 ToMTIKI ELEYYOV TPOSPacng TOV opyaVIGHOD

2Tg mapakdTe ewkdveg mopotifeton to Xml apyeio mov mopdysr to AzMan petd v
0AOKANPMGT TNG GLYYPUPNG TNG TOALTIKNG. Apyikd opilel TV gpapuoyn mov Bo tpéyovv ot
YPNOTEG KoL €V cuveyeia opilet Tig mpooPhoelg, péow g ovvdeong ue to Operation Link, wov
B £xet 0 kGBe porog. TNV amotdImon akoiovbodvTol Ta operations pe o povadikd SID kot
to Operation Link tovc. Téhog otnv €ikova 34 @aivetal 10 TEPIEYOUEVO TOV YPNOTOV TOL

&yovv avtiotoynOel e TOLS VPICTAUEVOVG POAOVC.
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<?xml version="1.0" encoding="utf-8" ?>
- <AzAdminManager MajorVersion="1" Minorversion="0">
- <AzApplication Guid="27229288-ele9-4eea-ab4a-462ccce91c83" Name="Basic App" Description="" ApplicationVersion="">
- <AzTask Guid="3b9c1688-7358-473e-96C1-69ad67957900" Name="Teller" Description="Bacikdg POAOG, KATGTEPOG 0TV
Iepapycia. Meplopropéveg Mpoopaocclg” BizRulelmportedPath="" RoleDefinition="True">
=OperationLink:>1e260c7f-1c5b-4309-bf8e-eed34c66e081 </OperationLink:>
<OperationLink>=375ecdf6-0760-49db-945d-cce6814caal4</OperationLink>
<OperationLink>=8449228c-ca6f-4a7d-93a0-443a%a4eb55e </OperationLink:=
<OperationLink=-dfaa2fa9-75d2-4ede-b8el1-da3bd5704000</OperationLink=
<OperationLink>561630d8-31c1-43d4-84de-81e84bclccd5 </OperationLink=
<OperationLink>=63c08f80-96d0-45f0-8fc9-dccfe8cDe61 </COperationLink:=
</AzTask=
- <AzTask Guid="82a7c132-4007-4521-bbed-d73c6197c52a" Name="Chief Teller" Description="P6Aog MpoioTapivou,
avgnon NpooBacswv, 2og Ispapyika.” BizRuleImportedPath="" RoleDefinition="True">
<OperationLink=>5fdc21ff-féec-487c-bf53-6d8as8477eda3 </OperationLink:>
<OperationLink=bfd13661-18f3-4e9e-92f5-632512802f16 </OperationLink=
<OperationLink:>c84d73cf-88bb-41ce-875a-56450cb810d0</0perationLink:=
<TaskLink>3b9c1688-7358-473e-96c1-69ad67957900</TaskLink>
</AzTask>
- <AzTask Guid="7cc2f3d0-0595-4df7-93dd-6d188bfd3e6e’ Name="Brach Manager" Description="Av@TaTtog PoAog
Iepapyika, OMikr MpooBaon oTig uvaToTnTeg Tou ZuoThHpaTog. AlaxXepioTikog POAog" BizRuleImportedPath=""
RoleDefinition="True">
<OperationLink>4fb7e387-106f-40dd-842c-eb8510a495f1</OperationLink>
<OperationLink>=5c58264e-8fb1-46el1-bc43-b6c130096c74 </OperationLink>
<OperationLink:>c8a09ac3-7a78-41b8-a065-7655c5aac87f</OperationLink:=
<OperationLink>=f8e66ba4-8227-4bcf-af62-6c6bdsdfe2d0 </OperationLink>
<TaskLink>3b9c1688-7358-473e-96C1-69ad67957900 </TaskLink:
<TasklLink>=82a7c132-4007-4521-bbed-d73c6197c52a</TaskLink=
={AzTask>
- <AzOperation Guid="561630d8-31cl1-43d4-84de-81e84bclcca5’ Name="Inform_cClients" Description="TAnpogopnon kai
evnpEpwon Tov neEAaTev' >
<OperationID>1</0OperationID >
</AzOperationz
<AzOperation Guid="1e260c7f-1c5b-4309-bfSe-eed34c66e081" Name="Account_Creation" Description="Ekr£Aeon
diadikaociov dnpoupyiag kataBeTikGv Aoyaplaopav' -
<OperationID>2</0perationID >
</AzOperationz
<AzOperation Guid="8449228c-ca6f-4a7d-93a0-443a%a4eb55e" Name="C_Cards&Loan_Requests"
Description="TMpomBnon Tpanefikdv npoiovTwv km amijosg yia Tpansika npoidvra Xwpig efaopalioa =
<OperationID >3 </0perationID >
</AzOperationz
<AzOperation Guid="63c08f80-96d0-45f0-8fco-dccfe8cDe061" Name="Internal_Communication" Description="AwaBiBaon
E0WTEPIKGV NANPOPOPITKDV OTOIXEIGV" >
<OperationID>4</0OperationID >
</AzOperationz
<AzOperation Guid="375ecdf6-0760-49db-945d-cce6814caald” Name="Exp_Limit_Credit_Trans"
Description="MoT@TIKEG Epyaoieg pe Opio 20.000 povadwv' =
<OperationID>5</0perationID >
</Az0Operationz
<AzOperation Guid="dfaa2fa9-75d2-4ede-b8el-da3bd5704000" Name="Exp_Limit_Charging_Trans"
Descrintion="XoewoTIkEC UE G010 1.000 uovaduv'=

Ewova 34 Anotonwon napayoépevov xml apysiov [1/2]
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<AzOperation Guid="375ecdf6-0760-49db-945d-cce6814caald” Name="Exp_Limit_Credit_TIrans"
Description="ToTwTIKEG Epyaocieg pe opio 20.000 povadwv'=
<OperationID>5</0perationlD >

</Az0peration=

<AzOperation Guid="dfaa2fa9-75d2-4ede-b8el1-da3bd5704000" Name="Exp_Limit_Charging_Trans"
Description="XpewoTikEg pe 6p1o 1.000 povadwv' >
<OperationID>6</0perationID >

</Az0peration=

<AzOperation Guid="bfd13661-18f3-4e9e-92f5-632512802f16" Name="Approve_Higher-Limit_Trans"
Description="Eykpioeig eyXpfipatwv cuvaAAayav pe peyahiTepo opro'=
<OperationID>7 </OperationID >

</Az0peration=

<AzOperation Guid="c84d73cf-88bb-41ce-875a-56450cb810d0" Name="Comp_CashFree_Trans" Description="EA£yyog
oUvBeTOV pn eEyXpripoToV Epyaciov’=
<OperationID>8</0perationID >

</Az0peration=

<AzOperation Guid="5fdc21ff-féec-487c-bf53-6d8a8477eda3" Name="Gather_Info" Description="AvtAnon nAnpogopiev
pE O0TOX0 Tn BievEpyEla KATAOTAATIRGV EALYXWV, O EVEPYEIEG NOU £Xouv npaypatonoinBei and Toug Tellers, nou
enonTelel"=
<OperationID>9</0perationID >

</AzOperationz

<AzOperation Guid="c8a09ac3-7a78-41b8-a065-7655c5aac837f' Name="Unlimited Approve_ Exp" Description="Eykpio=sig
kd6s TONOU eyxpripaTev ouvaAAaydv Xwpig opio’=
<OperationID>10</0perationID =

</AzOperationz

<AzOperation Guid="f8e66ba4-8227-4bcf-af62-6c6bdadfe2d0" Name="Classified_Docs" Description="Afyn
EPMNIOTEUTIKGV EYYPAPOV" =
<OperationID>11</0OperationID =

</AzOperationz

<AzOperation Guid="4fb7e387-106f-40dd-842c-eb8510a495f1" Name="Gather_cCrusial_Info" Description="AvTAnon
ouvBeT@V nAnpopopov pe oToXo T Sievipysia KATAOTAATIKGOV EAEYXWV, OE EVEPYEIEG MOV £X0UV NpaypaTtonoinBei
ano Toug Tellers & Chief Tellers Tou unokataoTipaTtog'=
<OperationID>12</0perationID>

</AzOperation>

- <AzOperation Guid="5c58264e-8fb1-46el1-bc43-b6c130096c74" Name="Role_Assigment’ Description="Anovopr] POAnV">
<0OperationID>13</0perationID>

</AzOperation>

<AzRole Guid="4beb7873-ef89-46dd-9d72-6c26dcc37cal’ Name="Brach Manager'>
<TaskLink=7cc2f3d0-0595-4df7-93dd-6d188bfd3e6e </ TaskLink=
<Member>8§-1-5-21-1123561945-562591055-1801674531-1003 </Member>

</AzRole>

- <AzRole Guid="4b85c6a4-0ecl-433b-9f28-939cc169acf6’ Name="Chief Teller"
<TaskLink>82a7c132-4007-4521-bbed-d73c6197c52a</TaskLink>
<Member>8§-1-5-21-1123561945-562591055-1801674531-1008 </Member:>

</AzRole =

<AzRole Guid="20add645-4232-4204-92a9-0b52143c594c" Name="Teller">
<TaskLink>3b9c1688-7358-473e-96C1-69ad67957900 </ TaskLink:>
<Member=5-1-5-21-1123561945-562591055-1801674531-1009</Member=

</AzRolex>
</AzApplication=>

</AzAdminManager=

Ewova 35 Anotonwon tapoyopsvov xml apysiov [2/2]

[Iépa OpLmg amd TV OAOKANP®GN TNG CLYYPUPTS KoL TNG VAOTOINGNG TOL EAEYYOL TPOGPaONC
pecw tov AzMan kot g €papoyng mov fa ypnoionolovy ot epyaldevol, amopével va
ONUOVTIKO KoppATt yio OempnBel 1 moAitikn mApng. Oa mpénel Aomdv, va givor cOUPOVT pe
TNV VOIOTAUEVT TOALTIKT] AGPAAELNG TOL OPYUVICUOV. AVTN 1 TOALTIKY] OCGPAAELNG GE TETOLOV
TOTOV OPYAVIGUOVS ATOTVTTAOVETOL GE EUTIGTEVTIKO ECMTEPIKA £YYPOPO KUl GUVTACGETOL A0
Tov security officer tov opyaviopov. Q¢ gk T00TOVL dev givarl dLVATH 1 TAPOVGINCT] TOV EV

AOYO KeWEvmv Kot avti ovtdv mapovetdleral o Xml mov dnpovpyeitot faost avtdv.
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<?xml version="1.0" encoding="utf-8" ?>
- «<fccess_Control_Policy>
- <Role_Definition>
<Namez=Teller</Name:
- <Accessinz
<OperationLink=Inform_Clients </OperationLink =
<OperationLink=Account_Creation</OperationLink:>
<DperationLink=C_Cards_Loan_Requests</OperationLink=
<OperationLink=Internal_Communication</OperationLink=
<OperationLink>=Exp_Limit_Credit_Trans</OperationLink>
<OperationLink>=Exp_Limit_Charging_Trans</OperationLink:=>
<fAccessinz
</Role_Definition>
- <Role_Definition=
<Name=Chief_Teller</Name =
- <Accessinz
<OperationLink=Inform_Clients </OperationLink>
<OperationLink=Account_Creation</OperationLink:>
<OperationLink=C_Cards_Loan_Requests</OperationLink=
<OperationLink=Internal_Communication</OperationLink>
<OperationLink>=Exp_Limit_Credit_Trans</OperationLink:>
<DperationLink=Exp_Limit_Charging_Trans</OperationLink=
<OperationLink=Approve_Higher-Limit_Trans</OperationLink:
<OperationLink>=Comp_CashFree_Trans</CperationLink>
<OperationLink=Gather_Info</OperationLink>
<fAccessinz
</Role_Definition>
- <Role_Definition=
<Name=Branch_Manager</Name:
- <Accessinz
<OperationLink=Inform_Clients </OperationLink>
<DperationLink=Account_Creation</OperationLink=>
<OperationLink=C_Cards_Loan_Requests</OperationLink=
<OperationLink=Internal_Communication</OperationLink>
<OperationLink>=Exp_Limit_Credit_Trans</OperationLink:>
<DperationLink=Exp_Limit_Charging_Trans</OperationLink=
<OperationLink=Approve_Higher-Limit_Trans</OperationLink:
<OperationLink>=Comp_CashFree_Trans</CperationLink>
<DperationLink=Gather_Info</OperationLink>
<OperationLink=Unlimited_Approve_Exp</OperationLink:>
<OperationLink>=Classified_Docs</OperationLink>
<OperationLink>=Gather_Crusial_Info</OperationLink:>
<DperationLink=Role_Assigment</OperationLink
</Accessinz
</Role_Definitionz
</Access_Control_Policy =

Ewévo 36 IMoirtiki EAEyyov IIpéoPacng Opyaviepod
Meletwvtag ta. 000 opyeio pmopel vo e&aybel éva ocvumépoacuo. H (mtoduevn moAltikn
EAEYYOL TPOGPUGNC TOV OPYOVIGHOD KAVOTOIEITOL TAPOC amd TNV LAOTOINGCT Tov £YLve
péom tov AzMan. Ot cuvtoktikég dtapopéc dev mailovy poOAO KOl 1) CTOUOTOTOINUEVN
obyKplon eivor un QKT wiag kot moAAd amd To mopoayduevo otoreio tov TpdTov Xml
TPOKVTTOVY OVTOUATO, EVD TOV deDTEPOV UETA amd Aoyik enelepyocia keévoy. Xe kdbe
nepintwon n obykplon amd peAetntn tov yopov g TIIE eivor gokodn, xobog oe kdbe

SO aAloyn TG TOMTIKNG pUmopel va, yivetar ohykpion tav Xml.

Eni g kabnuepwig moapayoyikng dwdikaciog kdtt tétoto d0ev £yl vomuo Kobmg ot
SLYEPIOTEG TOV GLGTNUOTOG EYOLV TEPLOPIGUEVEG TPOoPAacels. Avtd onuaivel OtL dgv
umopovy v aAAGEovy To Stobicipe operation kot eTouéves 1 AELTOVPYID TOV GLGTAUOTOG

HEVEL G EXEL.

YHETIKO UE TOVG POAOVLC, Ol OLUYEIPIOTEC €YOLV TANPN OKOIOUOTO, KOODG Umopovdv va
dNUovpyRoovy POAO Vo dtarypdyovy 101 LITAPYOVTO KOl VO TOPUUETPOTO|GOVY TO GUGTILLOL
ovOAOYO, HE TIG OVAYKEC TOV VTOKATOCTNOTOS TOLG. AVTO &ival Kol TO TOAD HEYAAO

TAEOVEKTILLOL TNG TPOTEWVOLEVNG EPAPLLOYTG.
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Yrdpyet dounuévn o pOAO-KEVIPIKN TOMTIKY Ao@AAENG 1) ool divetal € 6A0 TO diKTLO

TOV KOTAGTHATOV OG KOTELOLVTIPLL YPOLUU.

[Hopdra avtd mapapéver éva peydio gpdtnua avolytd. Iog pmopel va pavodv ypfciuesg ot
TOALTIKEG oL dnpovpyodvian pécw tov AzMan; e avtd 10 epdTnua divel amdvinon 1
EMOUEVT] TOPAYPOAPOG KATA TNV omoia ONovpyeital Lo EQOPUOYT, 6TV omoia o0 EAeYYOG

TpocPacng devepyeitan pe Péorn v voloTapevn toittiky tov AzMan.

4.9 Egappoyi

Boowkdg otdy0g Tov vIevbuvov acedielag oe Evav opyavioud sival vo pumopel vo eAEyyEL
gebkola Kot amid av 1 oxedlacheico mOMTIKY €ival GOUE®VN UE TNV KEVIPIKN TOMTIKN
acQiAelg ToV cvoTiHoTog. H gpapupoyn mov dnuiovpyndnke emitpémetl tn dlevépyela Tov
eréyyov mpdoPacng, pe Pdon v TOALTIKN TOV VAOTOMONKE TNV TOpdypago 4.7. Emtpénel
07O OLOYELPIOTN VO EKYWOPEL YPNOTEG GE POAOLG, Va. dINUIOVPYEL VEOUG YPNOTEG YOPIG OUMS Vi
umopel vo, emeepyactel TV moOATIKY eAéyyov TpocPacng. Me tov tpomo avtd eEacpaiileTan

1 S10THPNOT TG GVUPOVIOG LE TNV TOATIKY AGQAAELNG TOV opyovicuov. Baotkol 6toyol tng

EQOPLOYNG, ElvaL:
v' H Awrvépyeio EAéyyov TpdoPaocng
v" H PoLo-kevtpikf] viomoinon
v' H AbEnon tov Emmédov Acpakeiog
v" H Meinon Awayeipiotikic IToAvmhokotntog

Ynofétovpe Ot OOl Ol LTAAANAOL YO VO PTOPECOLV VA €XOLV TPOCPOOT| GE TOPOLG,
YPNOUYLOTOIOVV 10, EQOPUOY T omoie Tovg Oivel mpdoPaom GTovg TOPOLS BOTE Vo
TPOYUATOTOMGOLY TIG €pyacieg Tovg. H 1déa yia T dnpiovpyia g epappoyng Paciletarl ot
yprion tov token mov mpokvITIEL UETA TNV €i6080 TOL YpNoTH 6T0 AX. TV Windows. Xtov
KOSKO TNG EPAPUOYNAS ypnolpomoteital avtd to token mote va cvvdebel o ypriotng e v
VOIOTAUEV TOALTIKY, 7oV &xel viomombel oto authorization manager. v mapovoo
TopAypo@o Aomdv, mapoLCIAlETOL oL €QPAPUOYN TOV YpAeTnKe ot YAwooo C# ot
mateopua .NET tov Visual Studio kou mpayuatonotei éheyyo mpoécPaone Paciopévo ot
TOMTIKY 7oV vAomoOnke. O ypriotng avayvopiletal avtépato and to log in mov kével 610
AELTOVPYIKO GUOTNHO KO LOALS OVOIEEL TNV EQAPLLOYT OTOKTA TIC TPOSPAGELS TOV POAOV TTOV

OVIKEL
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‘Eoto Aowmdv 6t 0 ypnotg Vasilis avikel 6to poro Teller. Moiic avoi&et v gpappoyn o
éxel dlaBéoEG TIG TPOGPAGELS TOV PAIVOVTIOL GTN TOPUKAT® €KOVO KOl OVTIGTOL(OVV GTA

«evepyay» TAnktpa (operations 1émg kot 6)

6) International Bank

] 51

ol Bank Client Application

Bank Operations
User: Vasilis

Operation List

Teller Operations Chief Teller Operations

Operation 1 Inform Clients Operation 7 Approve Higher Limit Transaction

!

Operation(@ Comp Cash Free Transactions

Opsdration 9 | Gather Information

Branch Manager Operations

|
Operation 10 4 ve Unlimited o

|p@peration 11 (lassified Documents

[

Operation 12

Operation 13

Ewova 37 IIpocfaocers epappoyng pérov Teller
Onwg PAémovpe, otnv €pappoyn vadpyovv kot ta 13 operations mov dnpovpyinkav ot
TOMTIKT Ko yperdlovtan yio 1 Agttovpyia Tov vrokatactipuatog. H emdpevn ewdva deiyvel
6t 0 ypnotng aviker oto poro Teller, (oto edxero Role Assignments, ival «evepyd» to
nAnktpo Teller).
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[ — Y
] ssporaton vanoger | loiee

File Action View Window Help [- [=][x]
XE o= H
Authorization Manager Name = Type Description
4 =3 BankApplicationaml € Guest(ATLAS\Guest) User
& Groups o €7 Vasilis(ATLAS\Vasilis) User
4 @ Bank Application
(L Groups
4 [ Definitions

[Z Role Definitions

[Z Task Definitions

(L] Operation Definitions
4 [ Role Assignments

% Branch Manager

& Chief Teller

|§ Teller|

Ewova 38 Avafson oto ypiet Vasilis tov porov Teller

Evdewtikd, dnpovpyndnkav kdmoleg amd Tig EQAPUOYEG TOV UTOPEL Vo EKTEAEGEL O POAOG
Teller. Ta mopddetypa, emléyovrag o Operation 1 6o tov avoifetl to axdrovbo mapdbupo,

70 omoio epeaviel mMnpoeopiec yia tnv tpdmela.
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(=S |

ﬁ'if_n frminformClients

' @ International Bank

Bank Information :

Intemational Bank:

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmod
tempor incididurt ut labore et dolore magna aliqua. Lt enim ad minim
veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea
commodo consequat. Duis aute inure dolor in reprehenderit in voluptate velit
esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat
cupidatat non proident, sunt in culpa qui officia deserunt mallt anim id est
laborum]|

Ewoéva 39 Zrvyprotomo ektéreong Operation 1
Eniong, dnuovpyndnkav @opueg ko yio ta Operation 2 & 5. To Operation 2 emitpémet

dnovpyio Aoyaplacuod kot to Operation 5 ) dievépyela TOTOTIKNG GLVAALAYNG UE OPLO.

Katé to Operation 5 digvepyeiton kat EAeyyog mov apopd to 10c0o.
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=

o= frmiccountCreation Lglﬂu

@ International Bank

Account Creation

Mame Vasilios
Sumame Kaloudas
Address Tsamadou 23

Phone 69123456

Acoout Type: [T B
Sawings
Checkings
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BEelC editTransaction o =
|
Q International Bank
Credit Transaction
Debit Account: 1234567899
Credit Account: 9876543211
Amount : 21000
Transaction not Valid. Amount out of mnge!
| Submit || Ex
Ewéva 41 Zriypétomo sktéheong Operation S [1/2]
EnE CreditTranszaction Sl

Q International Bank

Credit Transaction

Debit Account: 1234567899
Credit Account: 9876543211
Amount : 1500

Transaction Succesfully Submitted

| Swmt | [ Bt

Ewova 42 Zrvrypétoro ektéheong Operation 5 [2/2]
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21 ocvvéyeln TopoLGLalovTal To PHaTa TOV AmALTOVVIOL MGTE VO Sltypagel £vag ¥pNoTng

(.. o ypNotng Vasilis) and to poro tov Teller kot va tov avatebei o porog tov Chief Teller.

Agov kavovpe refresh to Authorization Store Bank Application kot Eavarpé&ovpe v

EQPUPLOYN, O XPNOTNG amOKTO T dikodpote wpocPacewv tov Chief Teller 6mwg avtd

ATOTLTIOONKOY GTN® TOMTIKY] oL dnuovpynOnke and to AzMan. Onwg gaivetal Topakdto

(Ewoveg 43 ko 44) ko yopic kapio oAloyn o6Tov KOSIKO TNG EPUPUOYNG, (POPTOVETOL 1

oAtk EAéyyov IIpdoPacng copeove pe to SKaidUate Tov VEoOu pOAOD, GTOV 0TOoio

OVIKEL O YPNOTNG.

Authorization Manager

R e .~ o

Zd File Action View Window

e« | HEEc = H

Help

Authorization Manager
4 BankApplication.xml
[ Groups
4 @ Bank Application
(2 Groups
4 [ Definitions
[C Role Definitions
[Z Task Definitions

[C1 Operation Definitions

4 [ Role Assignments
% Branch Manager
@ Chief Teller

% Teller

=
Mame

€ Others(ATLAS\Others)
€ Vasilis(ATLAS\Vasilis)

4 UL}

Type
User
User

Description

Ewova 43 Exydpnon oto ypiietn Vasilis Tov pélov Chief Teller
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@ International Bank

ol Bank Client Application

Bank Operations

User: Vasilis
Operation List

Teller Operations Chief Teller Operations

Operation 1 Inform Clients Approve Higher Limit Transaction
Comp Cash Free Transactions

0 jion 2 A Creati
H ;

Operation 3 Cash Card and [oan Requests -
Branch Manager Operations
"% Approve Uniimited Ep
O 4 [
muon 11 | Classified Documents
Operation 5 | Ep Limit Credi Transaction
on Gather Cursial Information

Exp Limit Charging Transaction ars Hole Assignment

Ewova 44 MposPacsis spappoyic pérov Chief Teller
OloKANpOVOVTOG TNV TAPOVGIOCT] TG EPOPLOYNG, EVIACGOLUE TO YpNoTn oto polo Bank
Manager. H dwdwkacio emavolapupavetar 0nmg akplpdc TEPLYPAONKE GTO TPOTYOVUEVO

Bruo kot To aroteAécpoTo Goivovtal 6TIg EIkOVEG 45 Kot 46 mov akoAovBovv.
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—— [F—
74 Authorization Manager E 28
File Action View Window Help

a = H
Authorization Manager Mame = Type Description
4 BankApplication.xml € Lena(ATLAS\Lena) User
O Growps Vasilis(ATLAS\Vasilis) User
4 @ Bank Application
(2 Groups

4 [ Definitions
[Z Role Definitions
[Z Task Definitions
(3 Operation Definitions
4 [ Role Assignments
% Branch Manager
& Chief Teller

% Teller

4

LI

Ewova 45 Exyopnon oto ypietn Vasilis Tov péhov Branch Manager
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@ International Bank

ol Bank Client Application

Bank Operations

User: Vasilis
Operation List

Teller Operations Chief Teller Operations

Operation 1 | [nform Clients Operation 7 | Approve Higher Limit Transaction
Operation 8 Comp Cash Free Transactions
0 jion 2 A Creati

Operation 9 Gather Information

Operation 3 Cash Card and Loan Requests >
Branch Manager Operations

Operation 10 |y ve Unlimited Gp

Operation 11 | Olassified Documents

Operation 5 Exp Limit Credit Transaction

Operation 12 | Gather Cursial Information

&p.{m&aﬁrg?’m 0O ion 13 | Fole Assit

Ewova 46 IpocPacers epappoyng porov Branch Manager
O ypnog Vasilis, uéhog tov poiov Branch Manager £yel mpdcfaon oe Ao to Operations
™mg epopuoyns. Xov Branch Manager pmopei va extedéost T Agrtovpyio 13 mov givar to Role

Assignment. H Aettovpyio omotumdveTot 6Ty £IKOVO IOV aKOAOVOEL.
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g B
adl frmRoleAssignment [
@ International Bank

Users
User:  Iasils
Role: Hanch Manager
Branch Manager  Chief Teller Teller
Logoed User New User
Vasilis E ]
Usemame:
Branch Manager  Chief Teller Teller Agsign the new userto one of the following roles:
Branch Users Branch Manager  []
Vasilis (] B Chief Teller  [7]
Lena B B Teller []
Guest ] B

Ewoéva 47 Zrvyypotomo ektéreong Operation 13 [1/]
Ta nedio mov vapyovv oy Aertovpyia 13 g epappoyng sivan 4. To mpdTo deiyverl ToO10G
xPNOTNG €xel ovvdebel, ypnotomolel v eaproyn Kot molog pOAOS TOV OVTIGTOLEL. XTO
devtePO MESIO PaivovTar OAOL Ot YPHOTEG TOV GLGTAKATOG KoL Ot poAoL Tov Eyovv. O Branch
Manager etvatr o pdvog, o omoiog pmopel va eneEepyonotel ko va aArdEel Tovg pdhovs. H
aAloyn] pOAOL KOl KaTé GCUVETEWN TV TPOCPACEWY, EVEPYOTOLEITOL YO TO YPNOTN OTNV
emopEVN €i6006 T0V 610 cvatnua. To tpito TuNua Ppicketar 6To de&i UEPOG TNG EQOUPLOYNS
(ewdvog 47) 6mov @aivovtol To Tedio o 0Toia YPNCYLOTOLEL 0 SIYEPIGTAG Yo Vo eVTAEEL
éva VEO ¥PNOTN GTO GUGTNUO. KOL VO, TOV OT0dMGEL £V amd TOVG TPELS POLOVS. AKPIPdS amd
Kdt®, 010 TéTOpTo TESIO, EMALYEL TO POAO OV o, Exel. LTO TOPAdELY U [og, Oo dnpovpynOel
o yprotng Kostas kot Oa tov exympnBei o porog tov Teller. Onwg Oa dei&ovpe oI TOpUKAT®
gwoveg (48 €wc 53) o ypnotng Smuovpysitar emtvyde, amoktd mpooPdaoeig Teller,

EVIOOOETAL GTO GUGTNLO KOl GTNV TOALTIKY] 0o(QAAEWNG TTOL TpEYEL oto AzMan .

74



Ylomoinon RBAC, pe gprion tov AzMan, ce tepipdiiov Windows

) frmRoleAssignment [ =

@ International Bank

Users

User:  Iasils
Role: Hanch Manager

Branch Manager  Chief Teller Teller

Logged User New User

Vasilis a O

Usemame: Kostas
Branch Manager  Chief Teller Teller Agsign the new userto one of the following roles:

Banchliesc Branch Manager  []

Vasilis B [l Chief Teller [

ooy ] B Teller

ihees O [

= ] B

o

Ewoéva 48 Zrrypotomo ektéreong Operation 13 [1/]
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2 B4 ovoane w o w cew e w eawiiemi= = =\ ize  cmw v . uwama suwasnan L e suptine
s Bank Client Application (=B = |1
] o frmRoleAssignment [‘:' = = | F
k
Users
User:  lasis
Role: Saznch Manager
Branch Manager  Chief Teller Teller
Logged User New User
Wasilis |} ]
Usemame: Kostas
Branch Manager  Chief Teller Teller Assign the new user to one of the following roles:
Branch Users Branch Manager [ L
Vasilis B ] Chief Teller  [[] "
Lena &} &} Teller
Tr= sl O
New user Kostas is added!
/ k
— —
e = -

Ewévo 49 Zriypiotoro sktéheong Operation 13 [1/]
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ol frmRoleAssignment

Users

User:  Iasils
Role: Hanch Manager

Branch Manager  Chief Teller Teller

Logged User New User

Vasilis a O

Usemame:
Branch Manager  Chief Teller Teller Agsign the new userto one of the following roles:

Banchliesc Branch Manager  []

Vasilis B [l Chief Teller [

Lena ] ] Teler [

ihees O [

B ] B

Kastan 0 ]

o

Ewéva 50 Zriypiétomo sktéheong Operation 13 [1/]
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File Action View Window Help [= ][5 ] *]
Autherization Manager Name = Type Description
4 =i Bankhpplicationxml € Guest(ATLAS\Guest) User
[ Groups
4 @ Bank Application
(3 Groups

4 [ Definitions

22 Role Definitions

[0 Task Definitions

[C0 Operation Definitions
4 [ Role Assignments

% Branch Manager

@ Chief Teller

% Teller

Assign Users and Groups

Refresh
Export List...

View
Arrange Icons

Line up Icons

Properties

Help

4 L

Refreshes the current selection,

Ewove 51 Ztiypiotomo g koveorag Tov AzMan apwy Ty avavioon[1/2]
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File Action View Window Help [=1&]x]
&= | 7EXE =]
Authorization Manager H Name - Type Description I
a l BankAp " :
= 1 Gro MNew Application... LAS\Guest) User
4 @ Ban Close
a Reload
<@
i Mew Window from Here
E Delete
43 Refresh
: Properties
[ Help
1 n P 3

Reloads the selected authorization store.

Ewova 52 Xrrypiotomo g Kovedhag Tov AzMan sipv Ty avaviémon|2/2]
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= & )

I File Action View Window Help _ =
o= HEXE o= HE
Authorization Manager Mame = Type Description
= -
4 Sngﬂppllcatlon.xml € Guest(ATLAS\Guest) User
roups . Kostas(ATLAS Kestas) User
4 @ Bank Application
(2 Groups
. [[1 Definitions

4 [ Role Assignments
% Branch Manager
@ Chief Teller

% Teller

4 [ | b

Ewéva 53 Zmiypiétomo g kKoveorag Tov AzMan peTd TNy avavémon
H vlomoinon tov Operation 13,0mwg deifyvovv kot Ot Topamdve €KOVEG, onuaivel 0Tt 1
EPOPLOYN UTOPEl VO AEITOLPYNOEL TOTMIKA OE €va Katdotnua meplopiloviag 1o ypovo Tov
QOLTELTOL Y10 TNV OAOKANPWOT TNG amovouns tpocsPacemy g ypnotes. Ot S0 EpLoTES TOV
CUGTNHOTOC, XMPIG Vo £EpYOVTOL GE ALECT] EMAPT LE TO EPYUAElD OV dnpovpyel Tn TOATIKY
(Authorization Manager), pmopodv avafétovv oTovg VTOAAAOVG pOAOVS,  Ywpig va

emnpedlovv v Ioitikn EAéyyov [IpocPaonc. Ent tng ovoloag amhd tnv vAomotovv.

O Tapamave €1KOVES TIoTOTOL0VV O0TL £l VAOTOIN Ol KOl AerToVPYEl £va POLO-KEVTPIKO

povtéio eréyyov mpocfacng, Pacel TG TOMTIKIG AGQALELNG TOV GYEOLAGTIKE.

4.10 Xoppépooon pe 1ig Béhtioteg Mpaktikég

Orav o emyeipnon amopacilel va otpapel 6to RBAC, mpénet va gival mpogTotacuévn yio
TNV VAOTOINGN VO SVGKOAOL £pyov. AVTO £XEL KOTOOTEL CAPEG amd OAN TNV EMCKOTNGN TNG
Biproypapiog. AdYm Trng TOAVTAOKOTNTAG GTO GYEJWGUO KAl TNV VAOTOINON €VOG TETOLO0V
épyov, avalnmonkov kot mapovoidotnikay ot 10 BEATIOTEG MPOAKTIKEG Yo TNV OGO TO
duvatov opardtepn eEEMEN TOV £pyov. XTOV TIVOKO TOL 0KOAOLOEL, KATAYPAPETHL TO KOTA
OG0 1 Abon mov oyedldoTnKe KAl VAOTOMONKE, KOVOTOlEl, £0TM KOl OE TEPULATIKO

EMMEDO, TIC TPAKTIKEG OTMG AVTEG AMOTLMON KOV GTNV TAPAypapo 3.5.
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Béhtioteg Hpaxtikég Amnotéleopo Awtiodroyia
Ot o1o)01 MTaY KOADG
opopévot, kabmg
v QTOTELOVVTOV OO TN
1. Kolmg Opropévorl Z1dyot oY€0l0oN Kot VAOTTOIN o™ Hog
TOALTIKY|G EAEYYOV
TPOGPaCNS GOUPOVA LUE TIG
Baoucég apyés ov RBAC.
[paypatoromOnke emituymg
avAALON ATOTNGEWDY, MOTE
2.Aevépyeia Avddvong va dnpovpyndovv ot
Anartiosov/Role v KoTdAAnAot porot kat vo.
Engineering umopei va dtoc@ooTel
OO TPOGPRACT) TV POA®Y
6ToVG TOPOVLC,.
3. Kabépwon Alayeipiong
Agv pmopel vo. tkovomomOei
tov Kvkhov Zong tov x
0€ MEPUUATIKO GTAI0.
PoAwv
4. Opiopog Epiktod Agv pmopel va tkovomom Oei
X
Xpovodiaypappotog 0€ MEPUUATIKO GTAI0.
Ymnpe copiig
5. Ilpocdiopiopds POAmv ko , TPOGOOPIoUOS TOGO TV
Appodotitav POA®V OGO KOl TOV
OPHOSIOTTOV CVTAOV.
6. KatdAAnAn emthoyn Agv pmopel va ikavoronOel
X
GUVEPYATMOV O€ MEPUUATIKO GTAI0.
Ymipée avaivtikoc
GYEOLOGLOG Y10 TNV TTopeia
7. Zyediaouog Yhomoinong v
vAomoinong Kot To TEMKO
amotélecpa eival TANPEG.
8. YrapEn Kévrpov <

YrootpiEng Kot

Aegv pmopel va ikavomoin el
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Yvvepyaociog TV

Epyalépevov Opdadmv

0€ MEPAUATIKO GTAI0.

9. Txypnom tov
Xpovodiaypapupatog

Agv vopioctatol
YPOVOSIAYpOapLpLa OE
TEPOUATIKO TEPPEALOV GTO
omoio ekmoviOnke M

mapovoo epyacia.

10. KotdAAnAn
TPOETOLAGIN, DGTE VO
VILAPYEL 1) SLVATOTNTO

vAomoinong un

OVOULEVOLLEVOV OAAXYDV.

H mpogtowacia, yio v
eKTOVNON NG EPYACiag,
€YKELTOL 0T HEAETN TNG
Biproypapiog, oto
GYEOLOGUO TNG, OTNV
EKTTOVIOT] TNG OTOPOITITNG
EQOPLOYNG KOl TEAOG GTN)
GLYYPOPY] TOV TEVYOVG
TOPOLCIoNG TG Y7 auth
v évvolo vAoTomOnKov
006EC AAAAYEC YPELACTNKE,

otV mopeia, va yivouv

Mivoxag 3 Zvppopeon Hepapatikig Awodikaciog pe Tig Béitioteg IpoakTikég

4.11 Yvopnepdopato

Kota v mepopatikny dwdikacio tpRdnkav 6Ac 1o Prpoto mov mpoteivouv ot dtebveig

BélTioTeC TPOKTIKEG, MOTE Vo oYedaoTel kol va viomondei o RBAC moAitikn aoqdAetoc.

H avélvon amoartioenv kat to Role Engineering mapd to 6t givan pio  dOoKoAn kot

ypovoPopa dladikooio ekTidTal 0Tl Tpooeyyiotnke pe emttvyio . Katd v exkmovnon g

Tapovcag epyociog, £yvay Topadoyés Kol amAOVGTEVGELS UIOG KOl 0 KOPLOG 6TOY0S TOV 1|

VAOTTOINON UG POLO-KEVIPIKNG TOMTIKING OE AEPUUATIKO epifdilov. Avtd Tpodkuye

LE TNV EKTOVNON €VOG OTAOVGTELUEVOL Fole engineering, to oyedaopd TG TOAMTIKNG UECH

tov AzMan kot TEA0C TG VAOTOINGNG TNG TOALTIKNG OV GYESAGTNKE Kot Epoppootnke. Ot

YPNOTEG AOUTOV LLE TNV EIGAYMYN TOLG GTO GUGTNE, OVOTYOUV pio KON Yot OAOLS EPAPLOYT,

0 €\eyyog TPOGPAONG TPAYUATOTOLEITAL GOUPDVO LE TH GLUVOEUEVT] TOMTIKT TOL VILAPYEL GTO

AzStore. Xvvoyilovtag tovilovtol To TUpuKAT® ZOUTEPACILOTOL:

Amo ) Aertovpyia g vAomomacbeicag epaplroyng tpokvmTel 0Tl eEac@aAiletal:
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83

H Awevépyera minpovg eréyyov mpocPaong péocw g RBAC molitikng ac@dlelng Tov
Opyavicpov.

H EbYkoin [apapetponoinon.
O Zvvovaouodg Epyoaieiov.

To «keldopo» TV dopk®V oTOEI®V TNG TOMTIKNG, MoTE v glval adbvotn

0mOl0ONTOTE GAAOYY], OO TOVE TOTKOVS SLOYEPIOTEC.

H Zvppépewon pe to Core RBAC.

H Zvppdpewon pe 1o lepapyicd RBAC.

H Evkolio petatponig TG amd TEWPOUATIKN GE TPOY LOTIKN.

H A&onoinon g, g mapdadetyua, vy vAomoinon RBAC moAtikdv og dAlovg

OpYAVIGHLOVG,.
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5 Emiloyog

5.1 Merhovtikég KaTELVOVVOELS

H epapuoyn mov dnuovpyndnke amodeikviel t ovvotdtta aflomoinong Tov epyaieiov
AzMan yio v VAOTOINGT EPAPUOYDY POLO-KEVIPIKOV TOATIKOV. Ol GUYKEKPIUEVEC AOITOV
TOMTIKEG Pmopel vAOToBovV og dtdpopeg epapuoyég mov amattovy ‘Eleyyo IIpdsPaong oe

nepBariov Windows.

H mepapatikng epopproyn mov TapovcidoTnke SapEPEL amd Uio EPAPUOYT TOPAY®YNG OE £val
TPOYUATIKO TEPPALAOV VTOKATOCTHUOTOG TPATECOC. TNV EQPOPUOYN OVTN OTOTVTMONKE TO
EMIYIOTO €VPOG TMV EPYUCIDY KOl TNG TOAVTAOKOTNTOG, TOPOAO QUTE, UTOPEL ELKOAN VO
OTOKTNGEL TANPN AETOLPYIKOTNTO GE TPAYLOTIKO TEPIPAAloV epyaciog epapudlovtag Tig

GUYKEKPIUEVEC OPYES.

H mpotewvopevn epapuoyn pmopel, Pe KpEG aAlayES, Vo TpayLotontolel Eleyyo mpdcPaong

o€ dkTvaKo mePPaAlov, va otnbel dnAadn oe SErVer Kot vo, AELITOVPYNGEL UTOTELECLATIKA.

[Tedio epappoyng pmopel va givarl kabe €ldovg opyaviopds mov emdidKket va emtvyel ' EAeyyo
[TpooPacng kot Asttovpyel oe diktvokd mepiBdriov Windows. Ot epoppoyég avtod Tov
eldovg pmopel v ouvdebolv pe Pdaocelg dedopévov Kot va yivouv okOUo TEPLGGOTEPO

AELTOVPYIKEG.

To Authorization Manager givat éva yprioio epyaieio mov mpooeépetat and to Windows. To
gpyoieio ovtd av xor wWwitepa ypnoo dev pmopel va yapaxtnpiotel mApeg kabdC

vrapyovv, neptimpa Petiong 0o ¥PNOTIKNG OGO Kl UNYAVOYPAPIKNC.

v 0 dwyopwepos kadnkévrov: Mropei vo viomombei pévo royikd pe Bdon tov

TPOTO OV GTNVETOL 1] TOALTIKY KOl 631 AuTORATOTOUUEV.

v’ Aev vrapysl tpémoc va opietodv apofaing amoklewbpevor porol, mpdyupo To

omoio kpivertar Waitepa ypGLO.

Me Bdon avtéc Tig elAeiyelg, kpivetar okomyo vo mpotadel n eEEMEN TOL VIAPYOVTOC
gpyoreion 1 dnuovpyio evoc véov, mov Ba dloTnpel TIg KOVOTOUIES KOl TO TAEOVEKTALOTOL
tov AzMan amoleipovtog Opmg 1600 TIC Tpoavagepheiceg eldelyelg, 060 Kol OWTEG TOV

evOEYOLEVMG Bal EVTOTIGTOOY LEAAOVTIKA.

84



Yiomoinon RBAC, pe yprion tov AzMan, o€ mepiBaiiov Windows

5.2 Xvpmepdopato

H tekevtaio mapdypoeog ko emi g ovciog emihoyog g mapovcag MAE, agopd v

KOTOYPOQT TOV GCUUTEPUCUATOV ToL EENYONoay Kad’ dAn v exndvnon g HEAETNG.

H evomra tov EAéyyov IlpdcPaomng mapapével éva avoyytd CRmuo mpog mepeTaip®
depevvnon. O vroypapov v epyocio Beswpel OtTL, TOAD dOokoro Oa Ppebel po kowd
amodeyTn ADoT 0O TOVG EPELVNTEG Kal B GTOUATAGEL 1] EPEHVO, YUP® GO TO GUYKEKPIUEVO

TOUEQ.

AvtiBétog, avapévetar poydaic adENCT TOL VOLNPEPOVTOS KOOMG TOGO 1 TEYVOAOYIKN
e&EMEn 060 Kol Ol amoTNOEL TOV TEPPAAAOVTOS TV TOADTAOK®V OPYOVIGUMY GUVEXMG

eminrovv:
v Tlgpiocdtepn Aceireia
V' Meyoldtepn Eveli&ia
V' Mikpdtepo Atayepiotikd Kootog
v Tleplocodtepn ATOTELECUOTIKOTNTA

AOY® TOV TOPOTAVE OTOLTHoEWV 1) épeuva 610 Tedio Tov EAEyyov IlpodcPaong evieivetal pe

GUVETELD VAL TTPOTELVOVTAL:
V' Neotepeg Adoeig
v Emektdoelg kot GOUTANPAOGELS TV VPIGTAUEVOV HOVIEA®V KOl TOMTIKOV

v EEolokANpov véa pHOVIEAN TOL YOV OTOXO VO, TPOTEIVOLY VEOLG TPOTOVG

OVTIHETOTIONG TOV {NTHHOTOG TOL EAEYYOL TPOSPacng
» Me ovvémeto va rhodo&ovv va pi&ouv amd v kopven to RBAC

To RBAC, axopa kot onjuepa, 21 ypdvia LeTE TNV TP®TN TOV £mionun Tapovcioct Oewpeitan
®C TO TANPESTEPO HovIELD eAéyyov TmpocPoaomc. XNuepo. OAO0 KOl TEPICCOTEPOL
KOTOOKELOGTEC ONUIOVPYODV VEX AOYIoUIKG To omoio Pacilovtar og avtd. Ot moAdmAoKOoL
opYaVIGHOL TO TPOTWOVV, GAAG Yoo TV €EVNPETNOT TOV 1O0ATEPOV YOPUKTNPLOTIKMDY TOV

KAOe 0pyOVIGUOV OIOLTOVVTOL GUVEYEIC EMEKTACEIS Kol PEATIDGELS GTN AELITOVPYIN TOV.

Ewdwdtepa onuetdvetar 6tt pe Baon to RBAC kot ) ypnon cdyypovov epydicimv pmopel

gOKOAOL:

a) No Avbobv TpofAnuato
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b) Noa dnuovpynBovv ToATiKég
c) No otnBovv epapuoyéc mov Bo VAOTo0UY ToV EAEYY0 TPOGROoTS

TeAkd avTd TOV PUTOPOVE WE GLYOLPLE Vo cuumepavovpe givar 6Tt kol o RBAC, 6mwg kot

OAN M Bepatikn evoTNTa TOL EAEYYOL TPOGPaoTG eival Eva avoryTo BEpa Yo To omoio:
v TIpaypoatonoteitatl cuveyds Epevval
v Altondvovtot VEEG TPOTAGELS
v Zyediblovtal véeg EMEKTAGELS
V' Avouévovtal véeg TAoELS

To Prjna and to omoio cvvBwg Tapovcidlovtal ot PEATIOGELS, 01 VEES 10€eg Kat ot eEeMEelg
OV OPOPOVV TO GUYKEKPIUEVO OVTIKEINEVO TOPOLGLALOVIOL, GTO €TNOCL0 ZLUTOGLO TMOV

Mnyavicumv EAéyyov IIpdoPaonc.

To RBAC pmopei va meptypapei wg éva «opyaviopogy mov (et kot e&ediooetal, Eva epyaieio
nov ypnoponoteitan gvpewc. H viomoinon RBAC moltikav wpoteiveTan va akolovBolv Tig
korevbuvtnpieg ypaupég Tov pothmov Tov ANSI/INCITS 359-2004 kot v EVEOUATOVOLY
TS OMOPOITNTEG EMEKTACELS KOl TPOCOUPUOYEG GVAAOYQ HE TIG avAyKes mov Kabe Qopd

VILAPYOLV.

To mpoétvmo ANSI/INCITS 359-2004 mpémel, kotd NV Gmoyn Tov VIOYPAPOVTOS TNV
napovco MAE, va akolovBeital motd Kot 10 oxedacud Kot v vAoroinon pog RBAC

Mong. Edv 1o mpotumo dev tnpnBet cuvemdyston:
v AbEnon g ToAVTAOKOTNTAG

V' Meinon ¢ AeTovpykOTTas, xmpic aviroyn avénon Tov emmédon ac@AAEng Tov

GUGTNHOTOG

TeAwcd mpoteiveTal OTL, KATA TO GYESOCUO UIOG TOMTIKNG EAEYYOV TTPOSPOoTG TPEMEL VOl

eEaopariletor 1 peyarbtepn dvvaty 16oppomic. LETOED:
V' Tov emmédov g Acpaietog
v" Tov K66TOVE VAOTOINGNG
V' Tng evehéiag

v Tng Aertovpykdnrog
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Hopaptnpuo

Y10 TOpapTNUO TOPATIOEVTOL TUHOTO TOV TNYOIOV KOJIKO TNG EPUPHOYNG TOV VAOTOMONKE

KOl TOUPOVGIAGTNKE GTO KEPAAALO 4.
0O k®dwKas Tov facikod Tpoypappotog:

Program.cs:

using System;

using System.Collections.Generic;
using System.Ling;

using System.Windows.Forms;

using AZROLESLib;

using System.Security.Principal;
using System.IO;

namespace BankApplication
{

//To xuplwc mpdypouuc, Program, Tou BankApplication. 3to onuelo
autd

//vdomoleltal n oapxlkomoinon Tou Authorization Store kol ol
OUVOPTAHCE LC

//AccessCheck kol MultipleAccessCheck vyia ToUC QOXLTOUHEVOUQ
eNEYYXOUC

//otov Authorization Manager.

static class Program
{
[STAThread]
static void Main ()
{
Application.EnableVisualStyles();
Application.SetCompatibleTextRenderingDefault (false);

if (AzManInitialization())

{

Application.Run (new frmMain());

public static string LoggedUser () {
string UserName = WindowsIdentity.GetCurrent () .Name;
return UserName.Substring (UserName.IndexOf ("\\') + 1);

static AzAuthorizationStore AzmanStore;
static TAzApplication AzManApp;
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//3uvdptnon apxlkomnoinong tou Authorization Manager

public static bool AzManInitialization()
{
AzmanStore = new AzAuthorizationStore();
try {
//Path
AzmanStore.Initialize (0,
@"msxml://C:\Users\Vasilis\Documents\Visual Studio
2008\Projects\BankApplication\BankApplication\BankApplication.xml",
null);
AzManApp = AzmanStore.OpenApplication ("Bank
Application", null);
return true;
}
catch (FileNotFoundException) {
MessageBox.Show ("Unable to find the =xml path and
initialize AzMan.");
}
return false;

}

//Suvdptnon AccessCheck mou eAéyyel péow TOU XPNOIN IMOU £Xel
k&vel log in tnv nmpdoBaon
//oce KAmoLo ouykekpLluévo Operation
public static bool AccessCheck(string audit, Operations op)
{
//BpxLlkomoinon tou Client Context pécw T1ToU XEANOTN IOU
éxel x&vel log in oto oUoTnuo
IAzClientContext ctx =
AzManApp.InitializeClientContextFromToken (
(ulong)WindowsIdentity.GetCurrent () .Token.ToInt64 (),

null);
object[] scopes = { "" };
object[] operations = { (int)op };
object[] results = (object[])ctx.AccessCheck (audit,

scopes, operations,
null, null,
null, null, null);
int result = (int)results[0];
return 0 == result;

}

//suvdpinon MultipleAccessCheck moupéocw  1tng KAHRoONG  IngG
AccessCheck egXéyxel tnv npdoPaocn

//ToU xpnotn osg OAa ta Operations tou Authorization Store

public static bool[] MultipleAccessCheck (string audit,
Operations[] ops)

{

IAzClientContext ctx =
AzManApp.InitializeClientContextFromToken (
(ulong)WindowsIdentity.GetCurrent () .Token.ToInt64 (),

null);

object[] scopes = new object[ops.Length];
object[] operations = new object[ops.Length];
bool[] results = new bool[ops.Length];

for (int 1 = 0; 1 < ops.Length; ++1i)
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scopes[i] = "";
operations([i] = (int)ops[i];

}

object[] rawResults = (object[])ctx.AccessCheck (audit,

scopes, operations,

null, null, null, null);

for (int 1 = 0; 1 < results.Length; ++1)

{

results[i] = (0 == (int)rawResults[i]):;

}

return results;

public static void RefreshLocalAuthzCache ()

{
AzmanStore.UpdateCache (null) ;

}

Operations.cs:

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

namespace BankApplication
{

//AvtioTolxnon tou k&Be Operation pe 1O
Number.

public enum Operations(
Inform Clients = 1,
Account_ Creation = 2,
C Cards n Loan Requests = 3,
Internal Communication = 4,
Exp Limit Credit Trans = 5,
Exp Limit Charging Trans =
Approve Higher Limit Trans
Comp Cash Free Trans = 8§,
Gather Info = 9,
Unlimited Approve Exp
Classified Docs = 11,
Gather Cursial Info = 12,
Role Assignment = 13,

6,
=7,

10,
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frmMain
[Design]:
a2 Bank Client Application = =[]
International Bank
Bank Operations
Msg1l
Msg2
Operation List
Teller Operations Chief Teller Operations

Operation 1 Inform Clients Operation 7 | Approve Higher Limit Transaction
:| Opemation 8 Comp Cash Free Transactions
0O jion 2 A Creati

Operation 9 Gather Information

Operation 3 Cash Card and Loan Requests .
Branch Manager Operations

Operation 10 |y o ve Unlinited Ep

Operation 11 | (Jassified Documents

Operation 5 Exp Limit Credit Transaction

Operation 12 | Gather Cursial Information

Exp Limit Charging Transaction 0 jon 13 | Hole Assit

frmMain.Designer.cs:

namespace BankApplication
{
partial class frmMain
{
/// <summary>
/// Required designer variable.
/Y </summary>
private System.ComponentModel.IContainer components = null;

/// <summary>

/// Clean up any resources being used.

/// </summary>

/// <param name="disposing">true 1f managed resources should
be disposed; otherwise, false.</param>

protected override void Dispose (bool disposing)

{

if (disposing && (components != null))
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System.
System.
System.
System.
System.
System.
System.

System.

System.

System.

System.

System.
System.
System.
System.

System.
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components.Dispose () ;

}

base.Dispose (disposing) ;

#region Windows Form Designer generated code

/// <summary>
/// Required method for Designer support - do not modify
/// the contents of this method with the code editor.
/// </summary>
private void InitializeComponent ()
{
this.groupBoxl = new System.Windows.Forms.GroupBox();
this.btnExit = new System.Windows.Forms.Button();
this.lblMessage2 = new System.Windows.Forms.Label ();
this.groupBox2 = new System.Windows.Forms.GroupBox() ;
this.groupBox5 = new System.Windows.Forms.GroupBox ()
this.lblGatherCursialInfo =
Windows.Forms.Label () ;
this.lblClassifiedDocs =
Windows.Forms.Label () ;
this.lblUnlimitedApproveExp =
Windows.Forms.Label () ;
this.btnGatherCursialInfo =
Windows.Forms.Button () ;
this.btnClassifiedDocs =
Windows.Forms.Button () ;
this.btnUnlimitedApproveExp =
Windows.Forms.Button () ;
this.btnRoleAssignment =
Windows.Forms.Button () ;
this.lblRoleAssignment =
Windows.Forms.Label () ;
this.groupBox4 = new System.Windows.Forms.GroupBox () ;
this.lblGatherInfo = new System.Windows.Forms.Label ();
this.lblCompCashFreeTrans =
Windows.Forms.Label () ;

’

this.btnGatherInfo = new System.Windows.Forms.Button () ;

this.btnCompCashFreeTrans =
Windows.Forms.Button () ;

this.btnApproveHigherLimitTrans =
Windows.Forms.Button () ;

this.labell = new System.Windows.Forms.Label ();

this.groupBox3 = new System.Windows.Forms.GroupBox() ;

this.lblExpLimitChargingTrans =
Windows.Forms.Label () ;

this.lblExpLimitCreditTrans =
Windows.Forms. Label () ;

this.lblInternalCommunication =
Windows.Forms.Label () ;

this.lblCCardNLoadRequests =
Windows.Forms.Label () ;

this.btnExpLimitCreditTans =
Windows.Forms.Button () ;

new

new

new

new

new

new

new

new

new

’

new

new

new

new

new

new

new
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this.btnExpLimitChargingTrans
Windows.Forms.Button () ;
this.btnInternalCommunication
Windows.Forms.Button () ;
this.btnCCardNLoadRequests
Windows.Forms.Button () ;
this.lblAccountCreation
Windows.Forms.Label () ;
this.btnAccountCreation
Windows.Forms.Button () ;
this.lblInformClients =
this.btnInformClients
Windows.Forms.Button () ;
this.lblMessagel
this.pictureBoxl =
this.groupBoxl.SuspendLayout (
this.groupBox2.SuspendLayout
this.groupBox5.SuspendLayout
this.groupBox4.SuspendLayout
this.groupBox3.SuspendLayout

System.
System.
System.
System.

System.

System.

)7
)7
)7
).
)

’

(
(
(
( .

’

= new

= new

= new

= new

= new

new System.Windows.Forms.TLabel ();

= new

= new System.Windows.Forms.Label ();
new System.Windows.Forms.PictureBox() ;

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .BeginI

nit();

this.SuspendLayout () ;

//

// groupBoxl

//

this.groupBoxl.Controls.Add(this.btnExit) ;

this.groupBoxl.Controls.Add(this.lblMessage?);

this.groupBoxl.Controls.Add (this.groupBox2) ;

this.groupBoxl.Controls.Add(this.lblMessagel) ;

this.groupBoxl.Location = new System.Drawing.Point (56,
95);

this.groupBoxl.Name = "groupBoxl";

this.groupBoxl.Size = new System.Drawing.Size (779, 626);

this.groupBoxl.TabIndex = 0;

this.groupBoxl.TabStop = false;

this.groupBoxl.Text = "Bank Operations";

this.groupBoxl.Enter += new
System.EventHandler (this.groupBoxl Enter);

//

// btnExit

//

this.btnExit.DialogResult
System.Windows.Forms.DialogResult.Cancel;

this.btnExit.Location = new System.Drawing.Point (684,
584);

this.btnExit.Name = "btnExit";

this.btnExit.Size = new System.Drawing.Size (71, 23);

this.btnExit.TabIndex = 2;

this.btnExit.Text = "E&xit";

this.btnExit.UseVisualStyleBackColor = true;

this.btnExit.Click += new
System.EventHandler (this.btnExit Click);

//

// lblMessage?2

//

this.lblMessage2.AutoSize = true;

this.lblMessage2.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
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System.Drawing.FontStyle.Bold,

((byte) (161)));
this
47) ;
this

this.
this.
this.
this.

//

.1blMessage?2

.1lblMessage?2.
1blMessage?2.
1blMessage?2
1blMessage?2
1blMessage?2

// groupBox2

//

this
this
this
this

83);

this
this
this
this
this
//

.groupBox2
.groupBox2
.groupBox2

.groupBox2.

.groupBox2

.groupBox2
.groupBox2

// groupBox5

//

this
this
this
this
this
this
this
this
this

236) ;

this
this
this
this
this
//

.groupBoxb5

.groupBox5.
.Controls
.Controls
.Controls
.Controls
.Controls
.Controls
.Location =

.groupBoxb
.groupBoxb5
.groupBoxb
.groupBoxb
.groupBoxb
.groupBoxb5
.groupBoxb5

.groupBoxb
.groupBox5

.groupBoxb5
.groupBoxb

.Controls
.Controls
.Controls

.Controls

.Name
.groupBoxb.
.TabIndex = 15;
.TabStop
.Text = "Branch Manager Operations";

System.Drawing.GraphicsUnit.Point,

.Location

new System.Drawing.Point (36,
Name = "lblMessage2";

Size new System.Drawing.Size (37,
.TabIndex = 4;

.Text "Msg2";

.Visible false;

13);

.Add (this.groupBox5) ;
.Add (this.groupBox4) ;
.Add (this.groupBox3) ;
Location = new System.Drawing.Point (21,

.Name = "groupBox2";
.groupBox2.
.groupBox2.
.TabStop
.Text = "Operation List";

Size new System.Drawing.Size (734, 484);
TabIndex 3;

false;

.Add (this.lblGatherCursialInfo);
Controls.Add(this.lblClassifiedDocs) ;
.Add(this.1lblUnlimitedApproveExp) ;
.Add (this.btnGatherCursiallInfo);
.Add (this.btnClassifiedDocs) ;

.Add (this.btnUnlimitedApproveExp) ;
.Add (this.btnRoleAssignment) ;

.Add (this.1lblRoleAssignment) ;

new System.Drawing.Point (376,
= "groupBox5";

new System.Drawing.Size (319,

Size 226);

false;

// lblGatherCursialInfo

//

this.lblGatherCursialInfo.AutoSize

this.lblGatherCursialInfo.Font new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblGatherCursialInfo.Location
System.Drawing.Point (115, 135);

this.lblGatherCursialInfo.Name =

this.lblGatherCursialInfo.Size
System.Drawing.Size (154, 13);

this.lblGatherCursialInfo.TabIndex

this.lblGatherCursialInfo.Text =
Information";

//

// l1lblClassifiedDocs

//

this.lblClassifiedDocs.AutoSize

true;

new

"lblGatherCursialInfo";
= new

16;
"Gather

Cursial

true;
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this.lblClassifiedDocs.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblClassifiedDocs.Location = new
System.Drawing.Point (115, 85);

this.lblClassifiedDocs.Name = "lblClassifiedDocs";

this.lblClassifiedDocs.Size = new

System.Drawing.Size (128, 13);

this.lblClassifiedDocs.TabIndex = 15;

this.lblClassifiedDocs.Text = "Classified Documents";

//

// 1blUnlimitedApproveExp

//

this.lblUnlimitedApproveExp.AutoSize = true;

this.lblUnlimitedApproveExp.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
((System.Drawing.FontStyle) ( (System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblUnlimitedApproveExp.Location = new
System.Drawing.Point (115, 41);

this.1lblUnlimitedApproveExp.Name =
"lblUnlimitedApproveExp";

this.lblUnlimitedApproveExp.Size = new
System.Drawing.Size (135, 13);

this.lblUnlimitedApproveExp.TabIndex = 14;

this.lblUnlimitedApproveExp.Text = "Approve Unlimited
Exp";

//

// btnGatherCursialInfo

//

this.btnGatherCursialInfo.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.btnGatherCursialInfo.Location = new
System.Drawing.Point (15, 119);

this.btnGatherCursialInfo.Name = "btnGatherCursiallInfo";

this.btnGatherCursialInfo.Size = new

System.Drawing.Size (94, 44);
this.btnGatherCursialInfo.TabIndex = 13;

this.btnGatherCursialInfo.Text = "Operation 12";

this.btnGatherCursialInfo.UseVisualStyleBackColor = true;

//

// btnClassifiedDocs

I/

this.btnClassifiedDocs.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.btnClassifiedDocs.Location = new

System.Drawing.Point (15, 69);
this.btnClassifiedDocs.Name

"btnClassifiedDocs";

this.btnClassifiedDocs.Size = new System.Drawing.Size (94,
44) ;

this.btnClassifiedDocs.TabIndex = 12;

this.btnClassifiedDocs.Text = "Operation 11";

this.btnClassifiedDocs.UseVisualStyleBackColor = true;

//
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// btnUnlimitedApproveExp

//

this.btnUnlimitedApproveExp.Font

System.Drawing.Font ("Microsoft
System.Drawing.FontStyle.Bold,
((byte) (161)));

this.btnUnlimitedApproveExp

System.Drawing.Point (15, 19);

this.btnUnlimitedApproveExp.

"btnUnlimitedApproveExp";

this.btnUnlimitedApproveExp.

System.Drawing.Size (94, 44);

this.btnUnlimitedApproveExp.
this.btnUnlimitedApproveExp.
this.btnUnlimitedApproveExp.

true;

//

// btnRoleAssignment

//

this.btnRoleAssignment.
System.Drawing.Font ("Microsoft
System.Drawing.FontStyle.Bold,
((byte) (161)));

= new
Sans Serif", 7.5F,
System.Drawing.GraphicsUnit.Point,
.Location = new
Name =
Size = new
TabIndex = 9;
Text = "Operation 10";
UseVisualStyleBackColor =
Font = new
Sans Serif", 7.5F,

System.Drawing.GraphicsUnit.Point,

this.btnRoleAssignment.Location = new
System.Drawing.Point (15, 168);

this.btnRoleAssignment.Name = "btnRoleAssignment";

this.btnRoleAssignment.Size = new System.Drawing.Size (94,
44) ;

this.btnRoleAssignment.TabIndex = 6;

this.btnRoleAssignment.Text = "Operation 13";

this.btnRoleAssignment.UseVisualStyleBackColor = true;

this.btnRoleAssignment.Click += new
System.EventHandler (this.btnRoleAssignment Click);

//

// 1blRoleAssignment

//

this.lblRoleAssignment.AutoSize = true;

this.lblRoleAssignment.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblRoleAssignment.Location = new
System.Drawing.Point (115, 181);

this.lblRoleAssignment.Name = "lblRoleAssignment";

this.lblRoleAssignment.Size = new
System.Drawing.Size (101, 13);

this.lblRoleAssignment.TabIndex = 8;

this.lblRoleAssignment.Text = "Role Assignment";

//

// groupBox4

//

this.groupBox4.Controls.Add(this.lblGatherInfo);

this.groupBox4.Controls.Add(this.lblCompCashFreeTrans) ;

this.groupBox4.Controls.Add(this.btnGatherInfo);

this.groupBox4.Controls.Add(this.btnCompCashFreeTrans) ;

this.groupBox4.Controls.Add(this.bt
this.groupBox4.Controls
this.groupBox4.Location
54) ;
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this.groupBox4.Name = "groupBox4";

this.groupBox4.Size = new System.Drawing.Size (319, 176);

this.groupBox4.TabIndex = 14;

this.groupBox4.TabStop = false;

this.groupBox4.Text = "Chief Teller Operations";

//

// lblGatherInfo

//

this.lblGatherInfo.AutoSize = true;

this.lblGatherInfo.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
((System.Drawing.FontStyle) ( (System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblGatherInfo.Location = new
System.Drawing.Point (115, 138);

this.lblGatherInfo.Name = "lblGatherInfo";

this.lblGatherInfo.Size = new System.Drawing.Size (112,
13);

this.lblGatherInfo.TabIndex = 11;

this.lblGatherInfo.Text = "Gather Information";

//

// 1lblCompCashFreeTrans

//

this.lblCompCashFreeTrans.AutoSize = true;

this.lblCompCashFreeTrans.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
((System.Drawing.FontStyle) ( (System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblCompCashFreeTrans.Location = new
System.Drawing.Point (115, 88);

this.lblCompCashFreeTrans.Name = "lblCompCashFreeTrans";

this.lblCompCashFreeTrans.Size = new
System.Drawing.Size (176, 13);

this.lblCompCashFreeTrans.TabIndex = 10;

this.lblCompCashFreeTrans.Text = "Comp Cash Free
Transactions";

this.lblCompCashFreeTrans.Click += new
System.EventHandler (this.lblCompCashFreeTrans Click);

//

// btnGatherInfo

//

this.btnGatherInfo.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,

System.Drawing.FontStyle.Bold,

((byte) (161)));

System.Drawing.GraphicsUnit.Point,

this.btnGatherInfo.Location = new
System.Drawing.Point (15, 122);

this.btnGatherInfo.Name = "btnGatherInfo";

this.btnGatherInfo.Size = new System.Drawing.Size (94,
44) ;

this.btnGatherInfo.TabIndex = 9;

this.btnGatherInfo.Text = "Operation 9";

this.btnGatherInfo.UseVisualStyleBackColor = true;

//

// btnCompCashFreeTrans

//

this.btnCompCashFreeTrans.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,
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System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point,

((byte) (161)));

this.btnCompCashFreeTrans.Location = new
System.Drawing.Point (15, 72);

this.btnCompCashFreeTrans.Name = "btnCompCashFreeTrans";

this.btnCompCashFreeTrans.Size = new

System.Drawing.Size (94, 44);

this.btnCompCashFreeTrans.TabIndex = §;
this.btnCompCashFreeTrans.Text = "Operation 8";
this.btnCompCashFreeTrans.UseVisualStyleBackColor = true;
//

// btnApproveHigherLimitTrans

//
this.btnApproveHigherLimitTrans.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,

System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point,

((byte) (161)));

this.btnApproveHigherLimitTrans.Location = new

System.Drawing.Point (15, 22);

this.btnApproveHigherLimitTrans.Name =

"btnApproveHigherLimitTrans";

this.btnApproveHigherLimitTrans.Size = new

System.Drawing.Size (94, 44);

this.btnApproveHigherLimitTrans.TabIndex = 5;
this.btnApproveHigherLimitTrans.Text = "Operation 7";
this.btnApproveHigherLimitTrans.UseVisualStyleBackColor =

true;

//

// labell

//

this.labell.AutoSize = true;

this.labell.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F,

((System.Drawing.FontStyle) ( (System.Drawing.FontStyle.Bold |

System.Drawing.FontStyle.Italic))),

System.Drawing.GraphicsUnit.Point, ((byte) (161)));
this.labell.Location = new System.Drawing.Point (115, 38);
this.labell.Name = "labell";
this.labell.Size = new System.Drawing.Size (196, 13);

this.labell.TabIndex = 7;

this.labell.Text = "Approve Higher Limit Transaction";
//

// groupBox3

//

this.groupBox3.Controls.Add (this.lblExpLimitChargingTrans) ;

this.groupBox3.Controls.Add (this.lblExpLimitCreditTrans) ;

this.groupBox3.Controls.Add(this.lblInternalCommunication);

this.groupBox3.Controls.Add(this.lblCCardNLoadRequests) ;
this.groupBox3.Controls.Add(this.btnExpLimitCreditTans) ;

this.groupBox3.Controls.Add (this.btnExpLimitChargingTrans) ;

this.groupBox3.Controls.Add(this.btnInternalCommunication);
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this.groupBox3.Controls.Add(this.btnCCardNLoadRequests) ;
this.groupBox3.Controls.Add(this.lblAccountCreation);
this.groupBox3.Controls.Add(this.btnAccountCreation);
this.groupBox3.Controls.Add(this.lblInformClients) ;
this.groupBox3.Controls.Add(this.btnInformClients);

o~~~ —~
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54);

System.Drawing.Font ("Microsoft Sans Serif",
((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold

this.groupBox3.Location = new System.Drawing.Point (34,

this.groupBox3.Name = "groupBox3";

this.groupBox3.Size = new System.Drawing.Size (316, 408);

this.groupBox3.TabIndex = 13;
this.groupBox3.TabStop = false;

this.groupBox3.Text = "Teller Operations";

//
// 1blExpLimitChargingTrans
//

this.lblExpLimitChargingTrans.AutoSize = true;

this.lblExpLimitChargingTrans.Font

System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblExpLimitChargingTrans.Location

System.Drawing.Point (115, 363);

this.lblExpLimitChargingTrans.Name

"lblExpLimitChargingTrans";

this.lblExpLimitChargingTrans.Size

System.Drawing.Size (183, 13);

this.lblExpLimitChargingTrans.TabIndex = 16;
this.lblExpLimitChargingTrans.Text = "Exp Limit

Transaction";

System.Drawing.Font ("Microsoft Sans Serif",
((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold

//
// 1blExpLimitCreditTrans
//

this.lblExpLimitCreditTrans.AutoSize = true;

this.lblExpLimitCreditTrans.Font

System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblExpLimitCreditTrans.Location

System.Drawing.Point (113, 305);

this.lblExpLimitCreditTrans.Name

"lblExpLimitCreditTrans";

this.lblExpLimitCreditTrans.Size

System.Drawing.Size (166, 13);

this.lblExpLimitCreditTrans.TabIndex = 15;

Transaction";

System.Drawing.Font ("Microsoft Sans Serif",
((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold

this.lblExpLimitCreditTrans.Text = "Exp

//

// 1blInternalCommunication

//

this.lblInternalCommunication.AutoSize = true;

this.lblInternalCommunication.Font

System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblInternalCommunication.Location

System.Drawing.Point (115, 239);

this.lblInternalCommunication.Name

"lblInternalCommunication";

this.lblInternalCommunication.Size

System.Drawing.Size (139, 13);

this.lblInternalCommunication.TabIndex = 14;

this.lblInternalCommunication.Text =

Communication";
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this.lblInternalCommunication.
System.EventHandler (this.label2 Click);

//

// 1lblCCardNLoadRequests

//

this.lblCCardNLoadRequests.Aut

this.lblCCardNLoadRequests.Fon
System.Drawing.Font ("Microsoft Sans
((System.Drawing.FontStyle) ((System.Drawin
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte)

this.lblCCardNLoadRequests.Loc
System.Drawing.Point (115, 173);

this.lblCCardNLoadRequests.Name

"lblCCardNLoadRequests";
this.lblCCardNLoadRequests.Siz
System.Drawing.Size (179, 13);
this.lblCCardNLoadRequests.Tab
this.lblCCardNLoadRequests.Tex
Requests";

//

// btnExpLimitCreditTans

//

this.btnExpLimitCreditTans.Fon
System.Drawing.Font ("Microsoft Sans
System.Drawing.FontStyle.Bold, System.

((byte) (161)));
this.btnExpLimitCreditTans.Loc
System.Drawing.Point (15, 289);

this.btnExpLimitCreditTans.Name

"btnExpLimitCreditTans";
this.btnExpLimitCreditTans.Siz
System.Drawing.Size (92, 44);
this.btnExpLimitCreditTans.Tab
this.btnExpLimitCreditTans.Tex
this.btnExpLimitCreditTans.Use
true;
this.btnExpLimitCreditTans.Cli
System.EventHandler (this.btnExpLimitCredit

//

// btnExpLimitChargingTrans

//

this.btnExpLimitChargingTrans.
System.Drawing.Font ("Microsoft Sans
System.Drawing.FontStyle.Bold, System.

((byte) (161)));
this.btnExpLimitChargingTrans
System.Drawing.Point (17, 347);
this.btnExpLimitChargingTrans.
"btnExpLimitChargingTrans";
this.btnExpLimitChargingTrans.
System.Drawing.Size (92, 44);
this.btnExpLimitChargingTrans.
this.btnExpLimitChargingTrans
this.btnExpLimitChargingTrans
true;
this.btnExpLimitChargingTrans.
System.EventHandler (this.button4 Click);
//
// btnInternalCommunication

//
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Font = new
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Drawing.GraphicsUnit.Point,
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Click += new
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this.btnInternalCommunication.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.btnInternalCommunication.Location = new

System.Drawing.Point (15, 223);

this.btnInternalCommunication.Name =
"btnInternalCommunication";

this.btnInternalCommunication.Size = new
System.Drawing.Size (92, 44);

this.btnInternalCommunication.TabIndex = 10;

this.btnInternalCommunication.Text = "Operation 4";

this.btnInternalCommunication.UseVisualStyleBackColor =
true;

this.btnInternalCommunication.Click += new
System.EventHandler (this.button2 Click);

//

// btnCCardNLoadRequests

//

this.btnCCardNLoadRequests.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.btnCCardNLoadRequests.Location = new
System.Drawing.Point (15, 157);

this.btnCCardNLoadRequests.Name =
"btnCCardNLoadRequests";

this.btnCCardNLoadRequests.Size = new
System.Drawing.Size (92, 44);

this.btnCCardNLoadRequests.TabIndex = 9;

this.btnCCardNLoadRequests.Text = "Operation 3";

this.btnCCardNLoadRequests.UseVisualStyleBackColor =

true;
//
// lblAccountCreation
//
this.lblAccountCreation.AutoSize = true;
this.lblAccountCreation.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,

((System.Drawing.FontStyle) ((System.Drawing.FontStyle.Bold |
System.Drawing.FontStyle.Italic))),
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblAccountCreation.Location = new
System.Drawing.Point (115, 103);

this.lblAccountCreation.Name = "lblAccountCreation";

this.lblAccountCreation.Size = new

System.Drawing.Size (105, 13);
this.lblAccountCreation.TabIndex = 4;

this.lblAccountCreation.Text = "Account Creation";

//

// btnAccountCreation

//

this.btnAccountCreation.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 7.5F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.btnAccountCreation.Location = new
System.Drawing.Point (15, 88);

this.btnAccountCreation.Name = "btnAccountCreation";

this.btnAccountCreation.Size = new

System.Drawing.Size (94, 44);
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this
this
this
this

.btnAccountCreation
.btnAccountCreation
.btnAccountCreation
.btnAccountCreation

.TabIndex = 3;

.Text = "Operation 2";
.UseVisualStyleBackColor
.Click +=

true;
new

System.EventHandler (this.btnAccountCreation Click);

//

// 1blInformClients

//

this.lblInformClients.

this.lblInformClients.
System.Drawing.Font ("Microsoft

AutoSize true;
Font

Sans

new

Serif", 9F,

((System.Drawing.FontStyle) ( (System.Drawing.FontStyle.Bold |

System.Drawing.FontStyle.Italic)))
System.Drawing.GraphicsUnit.Point,
this.lblInformClients.
System.Drawing.Point (115, 36);
this.lblInformClients
this.lblInformClients.
15);
this.lblInformClients.
this.lblInformClients
//
// btnInformClients
//
this.btnInformClients
System.Drawing.Font ("Microsoft
System.Drawing.FontStyle.Bold,
((byte) (161)));
this.btnInformClients
System.Drawing.Point (15, 22);
this.btnInformClients
this.btnInformClients.
44) ;
.btnInformClients
.btnInformClients
.btnInformClients
.btnInformClients

this
this
this
this

.Name

.Text =

.Font

.Location

.Name

.TabIndex =
.Text
.UseVisualStyleBackColor
.Click

((byte) (161)));

Location new

"lblInformClients";
new System.Drawing.Size (96,

Size

TabIndex = 2;

"Inform Clients";

new
Sans Serif", 7.5F,
System.Drawing.GraphicsUnit.Point,

new

"btnInformClients";
new System.Drawing.Size (94,

Size

1;
"Operation 1";

true;

+= new

System.EventHandler (this.btnInformClients Click);

//
// 1lblMessagel
//

this.lblMessagel.AccessibleDescription = "";

this.lblMessagel.AutoSize

this.lblMessagel.Font
System.Drawing.Font ("Microsoft
System.Drawing.FontStyle.Bold,
((byte) (161)));

this.lblMessagel.Location

25);
this.
this.
this.
this.
this.

1blMessagel.Name
1blMessagel.Size
1blMessagel
1lblMessagel
1lblMessagel

.Text

.Click

true;

new
Sans Serif", 8.25F,
System.Drawing.GraphicsUnit.Point,

new System.Drawing.Point (36,

"lblMessagel";
new System.Drawing.Size (37,

13);

.TabIndex = 0;

— "MSgl",’
new

System.EventHandler (this.labell Click);

//
// pictureBoxl
//

this.pictureBoxl.Image
global::BankApplication.Properties.Resources
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this.pictureBoxl.InitialImage =

global: :BankApplication.Properties.Resources.imgl;

12);

13F) ;

this.pictureBoxl.Location = new System.Drawing.Point (229,

this.pictureBoxl.Name = "pictureBoxl";
this.pictureBoxl.Size = new System.Drawing.Size (394, 77);
this.pictureBoxl.TabIndex = 1;

this.pictureBoxl.TabStop = false;

//

// frmMain

//

this.AutoScaleDimensions = new System.Drawing.SizeF (6F,

this.AutoScaleMode =

System.Windows.Forms.AutoScaleMode.Font;

this.ClientSize = new System.Drawing.Size (852, 738);
this.Controls.Add (this.pictureBoxl) ;
this.Controls.Add (this.groupBoxl) ;

this.Name = "frmMain";

this.Text = "Bank Client Application";

this.Load += new System.EventHandler (this.frmMain Load) ;
this.groupBoxl.Resumelayout (false) ;
this.groupBoxl.PerformLayout () ;
this.groupBox2.Resumelayout (false);
this.groupBox5.Resumelayout (false) ;
this.groupBox5.PerformLayout () ;
this.groupBox4.Resumelayout (false) ;
this.groupBox4.PerformLayout () ;
this.groupBox3.ResumelLayout (false);
this.groupBox3.PerformLayout () ;

(System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .EndIni

(
t();

this.Resumelayout (false) ;

}
#endregion

private System.Windows.Forms.GroupBox groupBoxl;
private System.Windows.Forms.PictureBox pictureBoxl;
internal System.Windows.Forms.Label lblMessagel;
internal System.Windows.Forms.Button btnExit;

private System.Windows.Forms.Label 1lblInformClients;
private System.Windows.Forms.Button btnInformClients;
private System.Windows.Forms.GroupBox groupBox2;
private System.Windows.Forms.Button btnAccountCreation;
private System.Windows.Forms.Label labell;

private System.Windows.Forms.Button btnRoleAssignment;
private System.Windows.Forms.Button

btnApproveHigherLimitTrans;
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private System.Windows.Forms.Label 1blAccountCreation;
private System.Windows.Forms.Label 1blRoleAssignment;

private System.Windows.Forms.Label lblMessage?2;

private System.Windows.Forms.Button btnExpLimitCreditTans;
private System.Windows.Forms.Button btnInternalCommunication;
private System.Windows.Forms.Button btnCCardNLoadRequests;
private System.Windows.Forms.GroupBox groupBox5;

private System.Windows.Forms.GroupBox groupBox4;

private System.Windows.Forms.GroupBox groupBox3;

private System.Windows.Forms.Button btnExpLimitChargingTrans;
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private System.Windows.Forms.Label 1blCCardNLoadRequests;
private System.Windows.Forms.Label lblInternalCommunication;
private System.Windows.Forms.Label 1lblExpLimitCreditTrans;
private System.Windows.Forms.Label lblCompCashFreeTrans;
private System.Windows.Forms.Button btnGatherInfo;

private System.Windows.Forms.Button btnCompCashFreeTrans;
private System.Windows.Forms.Label 1lblExpLimitChargingTrans;
private System.Windows.Forms.Label lblGatherInfo;

private System.Windows.Forms.Button btnUnlimitedApproveExp;
private System.Windows.Forms.Button btnGatherCursiallnfo;
private System.Windows.Forms.Button btnClassifiedDocs;
private System.Windows.Forms.Label 1lblGatherCursialInfo;
private System.Windows.Forms.Label 1lblClassifiedDocs;
private System.Windows.Forms.Label 1lblUnlimitedApproveExp;

frmMain.cs:

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;

using System.Windows.Forms;

using System.Security.Principal;
using AZROLESLib;

using System.Threading;

using System.Text.RegularExpressions;
using System.Security;

namespace BankApplication

{

//KGpLa odpupa, frmMain, tou BankApplication. Méow auUTIAC yivetal
apy Lxomo {non

//TOV TAARTEOV TOV ALLTOUPYLOV VId Tov XeAotn mou &xel r&vel log
in oto oUoTnua.

public partial class frmMain : Form

{
public frmMain ()
{

InitializeComponent () ;

UserName = Program.LoggedUser () ;

public WindowsIdentity mIdentity;

string UserName;
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private void frmMai

WindowsIdentity
WindowsIdentity.GetCurrent (

1blMessagel.Tex
Program.LoggedUser()) ;

AuthenticationE

private void Authen
Operations|[] op
Operations.
Operations
Operations
Operations.
Operations
Operations
Operations
Operations
Operations
Operations
Operations
Operations
Operations

}s

/ /KAnon
Operation Buttons via
//ta  exdotote

¢

XPNoTNG .
bool[]
buttons™", ops);
btnInformClient
btnAccountCreat
btnCCardNLoadRe
btnInternalComm
btnExpLimitCred
btnExpLimitChar
btnApproveHighe
btnCompCashFree
btnGatherInfo.E
btnUnlimitedApp
btnClassifiedDo
btnGatherCursia
btnRoleAssignme

private void Establ

{
WindowsPrincipa
WindowsPrincipal (WindowsIde
mIdentity Win

}
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MultipleAccessCheck

results

{

n Load(object sender, EventArgs e)

userIdentity

);

t string.Concat ("User:

nableFeatures () ;

ticationEnableFeatures ()

s = {
Inform Clients,

{

.Account Creation,
.C _Cards n Loan Requests,

Internal Communication,

.Exp Limit Credit Trans,
.Exp Limit Charging Trans,
.Approve Higher Limit Trans,
.Comp Cash Free Trans,
.Gather Info,

.Unlimited Approve Exp,
.Classified Docs,

.Gather Cursial Info,

.Role Assignment,

Kol evepyomolinon TV

Operation ota omola éxet wnpbdbofaocn o

Program.MultipleAccessCheck ("Enable

s.Enabled
ion.Enabled
quests.Enabled
unication.Enabled
itTans.Enabled
gingTrans.Enabled results[5];
rLimitTrans.Enabled results[6];
Trans.Enabled results[7];
nabled results[8];
roveExp.Enabled results([9];
cs.Enabled results[10];
lInfo.Enabled results[11];
nt.Enabled results[12];

results[0];
results[1];
results[2];
results[3];
results[4];

ishWindowsIdentity ()
1 myPrincipal new
ntity.GetCurrent());
dowsIdentity.GetCurrent () ;
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private void labell Click(object sender, EventArgs e)

{

}

private void groupBoxl Enter (object sender, EventArgs e)

{

}

private void frmMain Load 1 (object sender, EventArgs e)

{

}
private void btnExit Click(object sender, EventArgs e)
{
this.Close () ;
}

private void button2 Click(object sender, EventArgs e)

{
}

private void label2 Click(object sender, EventArgs e)

{
}
private void btnExpLimitCreditTans Click (object sender,

EventArgs e)
{

new frmCreditTransaction().Show(this);

}

private void buttond4 Click(object sender, EventArgs e)

{
}

private void lblCompCashFreeTrans Click(object sender,
EventArgs e)
{

}

private void btnRoleAssignment Click(object sender, EventArgs

new frmRoleAssignment () .Show(this);

private void btnInformClients Click(object sender, EventArgs

new frmInformClients () .Show(this);
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private void btnAccountCreation Click(object sender,
EventArgs e)
{

new frmAccountCreation () .Show(this);

}

frmInformClients

[Design]:

- frminformClients EI@

Bank Information :

frmInformClients.Designer.cs:

namespace BankApplication
{
partial class frmInformClients
{
/// <summary>
/// Required designer variable.
/// </summary>
private System.ComponentModel.IContainer components = null;

/// <summary>

/// Clean up any resources being used.
/// </summary>
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/// <param name="disposing">true if managed resources should
be disposed; otherwise, false.</param>
protected override void Dispose (bool disposing)
{
if (disposing && (components != null))
{
components.Dispose () ;
}
base.Dispose (disposing) ;

}
#region Windows Form Designer generated code

/// <summary>

/// Required method for Designer support - do not modify

/// the contents of this method with the code editor.

/// </summary>

private void InitializeComponent ()

{
this.pictureBoxl = new System.Windows.Forms.PictureBox();
this.txtBxInformClients = new

System.Windows.Forms.TextBox () ;

this.lblInformation = new System.Windows.Forms.Label ();
this.btnExit = new System.Windows.Forms.Button();

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .BeginI
nit();

this.SuspendLayout () ;

//

// pictureBoxl

//

this.pictureBoxl.Image =
global::BankApplication.Properties.Resources.imgl;

this.pictureBoxl.InitialImage =
global::BankApplication.Properties.Resources.imgl;

this.pictureBoxl.Location = new System.Drawing.Point (185,
34);

this.pictureBoxl.Name = "pictureBoxl";

this.pictureBoxl.Size = new System.Drawing.Size (355, 85);

this.pictureBoxl.TabIndex = 1;

this.pictureBoxl.TabStop = false;

//

// txtBxInformClients

//

this.txtBxInformClients.Location = new
System.Drawing.Point (171, 200);

this.txtBxInformClients.Multiline = true;

this.txtBxInformClients.Name = "txtBxInformClients";

this.txtBxInformClients.ScrollBars =
System.Windows.Forms.ScrollBars.Vertical;

this.txtBxInformClients.Size = new
System.Drawing.Size (380, 185);

this.txtBxInformClients.TabIndex = 2;

//

// 1lblInformation

//

this.lblInformation.AutoSize = true;

this.lblInformation.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));
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this.lblInformation.Location = new
System.Drawing.Point (182, 175);

this.lblInformation.Name = "lblInformation";

this.lblInformation.Size = new System.Drawing.Size (111,
13);

this.lblInformation.TabIndex = 3;

this.lblInformation.Text = "Bank Information :";

//

// btnExit

//

this.btnExit.DialogResult =
System.Windows.Forms.DialogResult.Cancel;

this.btnExit.Location = new System.Drawing.Point (480,
442);

this.btnExit.Name = "btnExit";

this.btnExit.Size = new System.Drawing.Size (71, 23);

this.btnExit.TabIndex = 4;

this.btnExit.Text = "E&xit";

this.btnExit.UseVisualStyleBackColor = true;

this.btnExit.Click += new
System.EventHandler (this.btnExit Click);

//

// frmInformClients

//

this.AutoScaleDimensions = new System.Drawing.SizeF (6F,
13F);

this.AutoScaleMode =
System.Windows.Forms.AutoScaleMode.Font;

this.ClientSize = new System.Drawing.Size (743, 575);

this.Controls.Add (this.btnExit) ;

this.Controls.Add (this.lblInformation) ;

this.Controls.Add (this.txtBxInformClients) ;

this.Controls.Add (this.pictureBoxl) ;

this.Name = "frmInformClients";
this.Text = "frmInformClients";
this.Load += new

System.EventHandler (this.frmInformClients Load) ;
((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .EndIni
t0)

this.Resumelayout (false);

this.PerformLayout () ;

}

#endregion

private System.Windows.Forms.PictureBox pictureBoxl;
private System.Windows.Forms.TextBox txtBxInformClients;

private System.Windows.Forms.Label lblInformation;
internal System.Windows.Forms.Button btnExit;

frmInformClients.cs:
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using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;

using System.Windows.Forms;

namespace BankApplication
{

//®6ppa frmInformClients. Mapéxel oe textBox mAnpoeoplieg yiLa 1tnv
Tpbmela.

//BAVTLOTOLYXE L oOTO Operation 1, Inform Clients, KoL slval
npooB&oiun and OSAoug

//touc pdAoug Tou Authorization Store.

public partial class frmInformClients : Form

{

public frmInformClients ()

{

InitializeComponent () ;

this.txtBxInformClients.Text "International Bank:";

this.txtBxInformClients.Text += Environment.NewLine;

this.txtBxInformClients.Text += "Lorem ipsum dolor sit
amet, consectetur adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim wveniam, quis
nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo
consequat. Duis aute irure dolor in reprehenderit in voluptate velit
esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat
cupidatat non proident, sunt in culpa qui officia deserunt mollit
anim id est laborum";

}

private void btnExit Click(object sender, EventArgs e)

{
this.Close () ;

frmAccountCreation:

[Design]:
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=

a5 frmAccountCreation E@

@ International Bank

frmAccountCreation.Designer.cs:

namespace BankApplication
{
partial class frmAccountCreation
{
/// <summary>
/// Required designer variable.
/// </summary>
private System.ComponentModel.IContainer components = null;

/// <summary>
/// Clean up any resources being used.
/// </summary>
/// <param name="disposing">true if managed resources should
be disposed; otherwise, false.</param>

protected override void Dispose(bool disposing)
{

if (disposing && (components != null))

{

components.Dispose () ;
}
base.Dispose (disposing) ;

}

#region Windows Form Designer generated code

/// <summary>
/// Required method for Designer support - do not modify
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/// the contents of this method with the code editor.

/// </summary>

private void InitializeComponent ()

{
this.pictureBoxl = new System.Windows.Forms.PictureBox();
this.btnExit = new System.Windows.Forms.Button () ;
this.btnCreateUser = new System.Windows.Forms.Button () ;
this.lblName = new System.Windows.Forms.Label ();
this.lblSurname = new System.Windows.Forms.Label();
this.lblAddress = new System.Windows.Forms.Label ();
this.lblIDCardNumber = new System.Windows.Forms.TLabel ();
this.lblTaxNumber = new System.Windows.Forms.Label ()
this.lblPhone = new System.Windows.Forms.Label ();
this.lblAccountType = new System.Windows.Forms.Label ();
this.cmbBoxAccountTypes = new

System.Windows.Forms.ComboBox () ;
this.txtBxName = new System.Windows.Forms.TextBox () ;
this.txtBxSurname = new System.Windows.Forms.TextBox () ;
this.txtBxIDCardNumber = new
System.Windows.Forms.TextBox () ;

this.txtBxTaxNumber = new System.Windows.Forms.TextBox () ;

this.txtBxAddress = new System.Windows.Forms.TextBox () ;
this.textBox6 = new System.Windows.Forms.TextBox () ;
this.groupBoxl = new System.Windows.Forms.GroupBox();

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .BeginI
nit();

this.groupBoxl.SuspendLayout () ;

this.SuspendLayout () ;

//

// pictureBoxl

//

this.pictureBoxl.Image =
global::BankApplication.Properties.Resources.imgl;

this.pictureBoxl.InitialImage =
global::BankApplication.Properties.Resources.imgl;

this.pictureBoxl.Location = new System.Drawing.Point (96,
49) ;

this.pictureBoxl.Name = "pictureBoxl";

this.pictureBoxl.Size = new System.Drawing.Size (355, 85);

this.pictureBoxl.TabIndex = 2;

this.pictureBoxl.TabStop = false;

//

// btnExit

1/

this.btnExit.DialogResult =
System.Windows.Forms.DialogResult.Cancel;

this.btnExit.Location new System.Drawing.Point (380,

470) ;
this.btnExit.Name = "btnExit";
this.btnExit.Size = new System.Drawing.Size (71, 23);
this.btnExit.TabIndex = 5;
this.btnExit.Text = "E&xit";
this.btnExit.UseVisualStyleBackColor = true;
this.btnExit.Click += new
System.EventHandler (this.btnExit Click);
//
// btnCreateUser
//

this.btnCreateUser.DialogResult =
System.Windows.Forms.DialogResult.Cancel;
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this.btnCreateUser.Location

= new
System.Drawing.Point (303, 470);

this.btnCreateUser.Name = "btnCreateUser";

this.btnCreateUser.Size = new System.Drawing.Size (71,
23);

this.btnCreateUser.TabIndex = 6;

this.btnCreateUser.Text = "&Create";

this.btnCreateUser.UseVisualStyleBackColor = true;

//

// lblName

//

this.lblName.AutoSize = true;

this.lblName.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblName.Location = new System.Drawing.Point (20, 27);

this.lblName.Name = "lblName";

this.lblName.Size = new System.Drawing.Size (43, 13);

this.lblName.TabIndex = 7;

this.lblName.Text = "Name:";

//

// 1lblSurname

//

this.lblSurname.AutoSize = true;

this.lblSurname.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblSurname.Location = new System.Drawing.Point (20,
53);

this.lblSurname.Name = "lblSurname";

this.lblSurname.Size = new System.Drawing.Size (60, 13);

this.lblSurname.TabIndex = 8;

this.lblSurname.Text = "Surname:";

//

// 1lblAddress

//

this.lblAddress.AutoSize = true;

this.lblAddress.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblAddress.Location = new System.Drawing.Point (20,
79) ;

this.lblAddress.Name = "lblAddress";

this.lblAddress.Size = new System.Drawing.Size (56, 13);

this.lblAddress.TabIndex = 9;

this.lblAddress.Text = "Address:";

/7

// 1lblIDCardNumber

//

this.lblIDCardNumber.AutoSize = true;

this.lblIDCardNumber.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,

System.Drawing.FontStyle.Bold,
((byte) (161)));
this.lblIDCardNumber.
System.Drawing.Point (20, 105);
this.lblIDCardNumber.
this.lblIDCardNumber.
13);
this.
this.

1lblIDCardNumber.
1blIDCardNumber.
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Location = new
Name = "lblIDCardNumber";

Size = new System.Drawing.Size (101,
TabIndex = 10;

Text = "ID Card Number:";
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//
// 1lblTaxNumber
//

this.lblTaxNumber.AutoSize

this.lblTaxNumber.Font
System.Drawing.Font ("Microsoft
System.Drawing.FontStyle.Bold,
((byte) (161)));

true;

new

Sans Serif", 8.25F,

System.Drawing.GraphicsUnit.Point,

this.lblTaxNumber.Location = new System.Drawing.Point (20,
131);

this.lblTaxNumber.Name = "lblTaxNumber";

this.lblTaxNumber.Size = new System.Drawing.Size (82, 13);

this.lblTaxNumber.TabIndex = 11;

this.lblTaxNumber.Text = "TAX Number:";

//

// 1lblPhone

//

this.lblPhone.AutoSize = true;

this.lblPhone.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblPhone.Location = new System.Drawing.Point (20,
157);

this.lblPhone.Name = "lblPhone";

this.lblPhone.Size = new System.Drawing.Size (47, 13);

this.lblPhone.TabIndex = 12;

this.lblPhone.Text = "Phone:";

//

// lblAccountType

//

this.lblAccountType.AutoSize = true;

this.lblAccountType.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,

System.Drawing.FontStyle.Bold,
((byte) (161)));
this.lblAccountType.
System.Drawing.Point (20, 184);
this.lblAccountType.
this.lblAccountType.
13);
this
this
//
// cmbBoxAccountTypes
L/
this.cmbBoxAccountTypes
this.cmbBoxAccountTypes
System.Drawing.Point (127, 176);
this.cmbBoxAccountTypes
this.cmbBoxAccountTypes.
System.Drawing.Size (140, 21);
this.cmbBoxAccountTypes
this.cmbBoxAccountTypes.

.1blAccountType.
.1blAccountType.

Location

TabIndex
Text

System.Drawing.GraphicsUnit.Point,

new

Name = "lblAccountType";
Size

new System.Drawing.Size (90,

13;
"Account Type:";

.FormattingEnabled = true;
.Location = new
.Name = "cmbBoxAccountTypes";

Size = new
.TabIndex = 14;
SelectedIndexChanged += new

System.EventHandler (this.cmbBoxAccountTypes SelectedIndexChanged) ;

//

// txtBxName

//

this.txtBxName.Location
20) ;

this.txtBxName.Name
this.txtBxName.Size
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"txtBxName";
new System.Drawing.Size (140,

20);
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this.txtBxName.TabIndex

//
// txtBxSurname

//

15;

this.txtBxSurname.Location

System.Drawing.Point (127, 46);
this.txtBxSurname.Name
this.txtBxSurname.Size

20);

this.txtBxSurname.TabIndex

//

// txtBxIDCardNumber

//

this.txtBxIDCardNumber
System.Drawing.Point (127, 98);

this.txtBxIDCardNumber

this.txtBxIDCardNumber
System.Drawing.Size (140, 20);

this.txtBxIDCardNumber

//

// txtBxTaxNumber

//

this.txtBxTaxNumber
System.Drawing.Point (127, 124);

this.txtBxTaxNumber

this.txtBxTaxNumber
20);

this.txtBxTaxNumber

//

// txtBxAddress

//

.Name =
.Size

.TabIndex

new

17;

.Location

.Name
.Size

.TabIndex

.Location

this.txtBxAddress.Location

System.Drawing.Point (127, 72);
this.txtBxAddress.Name
this.txtBxAddress.Size

20);

this.txtBxAddress.TabIndex

//
// textBox6
//
this.textBox6.Location
150);
this
this
this
//
// groupBoxl
I/
this
this
this
this
this
this
this
this
this
this
this
this
this

.textBox6.
.textBox6.
.textBox6.

Name =

TabIndex

.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl
.groupBoxl1.
.groupBoxl
.groupBoxl
.groupBoxl
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.Controls
.Controls
.Controls
.Controls
.Controls
.Controls
.Controls
.Controls
.Controls
Controls
.Controls
.Controls
.Controls

new

23;

new

"textBox6";
Size = new System.Drawing.Size (140,

24;

.Add
.Add
.Add
.Add
.Add
.Add

(this
(
(
(
(
(
.Add (
(
(
(
(
(
(

this
this
this
this
this
this
this
this
this
this
this
this

.Add
.Add
.Add
.Add
.Add
.Add

"txtBxSurname";

new

System.Drawing.Size (140,

"txtBxIDCardNumber";

19;

"txtBxTaxNumber";
new System.Drawing.Size (140,

21;

"txtBxAddress";

new

new

new

new

System.Drawing.Size (140,

System.Drawing.Point (127,

.textBoxo6) ;
.txtBxAddress) ;
.txtBxTaxNumber) ;
.txtBxIDCardNumber) ;
.txtBxSurname) ;
.txtBxName) ;
.cmbBoxAccountTypes) ;
.1blAccountType) ;
.1blPhone) ;
.1blTaxNumber) ;
.1blIDCardNumber) ;
.1blAddress) ;
.1blSurname) ;

20) ;



YAomoinon RBAC, ue yprion tov AzMan, o€ mepidirov Windows

this.groupBoxl.Controls.Add(this.lblName) ;

this.groupBoxl.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.groupBoxl.Location = new System.Drawing.Point (96,
183);

this.groupBoxl.Name = "groupBoxl";

this.groupBoxl.Size = new System.Drawing.Size (354, 252);

this.groupBoxl.TabIndex = 25;

this.groupBoxl.TabStop = false;

this.groupBoxl.Text = "Account Creation";

//

// frmAccountCreation

//

this.AutoScaleDimensions = new System.Drawing.SizeF (6F,
13F);

this.AutoScaleMode =

System.Windows.Forms.AutoScaleMode.Font;

this
this
this
this
this
this
this
this

.ClientSize = new System.Drawing.Size (538, 548);
.Controls.Add(this.groupBoxl) ;

.Controls.Add (this.btnCreateUser) ;

.Controls.Add (this.btnExit);
.Controls.Add(this.pictureBoxl) ;

.Name = "frmAccountCreation";
.Text = "frmAccountCreation";
.Load += new

System.EventHandler (this.frmAccountCreation Load) ;

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .EndIni

t()
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this
this
this

}
#endregi

private
internal
internal
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private

.groupBoxl.Resumelayout (false) ;
.groupBoxl.PerformLayout () ;
.ResumelLayout (false) ;

on

System.Windows.Forms.PictureBox pictureBoxl;
System.Windows.Forms.Button btnExit;
System.Windows.Forms.Button btnCreateUser;

System.Windows.Forms.Label lblName;

System.Windows.Forms.Label lblSurname;

System.Windows.Forms.Label 1lblAddress;

System.Windows.Forms.Label 1blIDCardNumber;

System.Windows.Forms.Label lblTaxNumber;

System.Windows.Forms.Label lblPhone;

System.Windows.Forms.Label 1blAccountType;

System.Windows.Forms.ComboBox cmbBoxAccountTypes;

System.Windows.Forms.TextBox txtBxName;

System.Windows.Forms.TextBox txtBxSurname;

System.Windows.Forms.TextBox txtBxIDCardNumber;

System.Windows.Forms.TextBox txtBxTaxNumber;

System.Windows.Forms.TextBox txtBxAddress;

System.Windows.Forms.TextBox textBox6;

System.Windows.Forms.GroupBox groupBoxl;
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frmAccountCreation.cs:

using
using
using
using
using
using
using
using

System;

System.

System

System.
System.
System.
System.
System.

Collections.Generic;
.ComponentModel;
Data;

Drawing;

Ling;

Text;

Windows.Forms;

namespace BankApplication

{

//®b6pua frmAccountCreation. IHpdkeltal yla 1o Operation pe ID = 2.
//31tn ebpua authl o xpAHoTng umopel vo dnuLoupynoel Aovoplacud vEou
//meh&tn otnv tpdnelo.

public partial class frmAccountCreation : Form

{

public frmAccountCreation ()

{

}

InitializeComponent () ;
cmbBoxAccountTypes.Items.Add ("Savings") ;
cmbBoxAccountTypes.Items.Add ("Checkings™") ;

private void frmAccountCreation Load(object sender, EventArgs

{

}

private void cmbBoxAccountTypes SelectedIndexChanged (object
sender, Even

{

}

tArgs e)

private void btnExit Click(object sender, EventArgs e)

{

}

this.Close () ;

frmCreditTransaction:

[Design]:
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o5 CreditTransaction EI@

@ International Bank

Credit Transaction

Debit Account -
Credit Account:
Amount -

Message 1
Message?

Submt | | Eat

frmCreditTansaction.Designer.cs:

namespace BankApplication
{
partial class frmCreditTransaction
{
/// <summary>
/// Required designer variable.
/// </summary>
private System.ComponentModel.IContainer components = null;

/// <summary>
/// Clean up any resources being used.
/// </summary>
/// <param name="disposing">true if managed resources should
be disposed; otherwise, false.</param>

protected override void Dispose (bool disposing)
{

if (disposing && (components != null))

{

components.Dispose () ;
}
base.Dispose (disposing) ;

}
#region Windows Form Designer generated code

/// <summary>
/// Required method for Designer support - do not modify
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/// the contents of this method with
/// </summary>
private void InitializeComponent ()

{

the code editor.

this.pictureBoxl = new System.Windows.Forms.PictureBox();
this.lblDebitAccount = new System.Windows.Forms.Label ();
this.lblCreditAccoung = new System.Windows.Forms.Label ();
this.lblAmount = new System.Windows.Forms.Label ();

this.txtBxDebitAccount
System.Windows.Forms.TextBox () ;

this.txtBxCreditAccount
System.Windows.Forms.TextBox () ;

= new

= new

this.txtBxAmount = new System.Windows.Forms.TextBox () ;
this.btnExit = new System.Windows.Forms.Button();

this.groupBoxl = new System.Windows.Forms.GroupBox () ;
this.lblMessagel = new System.Windows.Forms.Label ();
this.lblMessage2 = new System.Windows.Forms.Label ();

this.btnSubmit = new System.Windows.Forms.Button();

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .BeginI

nit();
this.groupBoxl.SuspendLayout () ;
this.SuspendLayout () ;
//
// pictureBoxl
//
this.pictureBoxl.Image
global: :BankApplication.Properties.Resources.
this.pictureBoxl.InitialImage
global::BankApplication.Properties.Resources.
this.pictureBoxl.Location = new
47) ;

imgl;

imgl;
System.Drawing.Point (94,

this.pictureBoxl.Name = "pictureBoxl";
this.pictureBoxl.Size = new System.Drawing.Size (394, 77);

this.pictureBoxl.TabIndex = 2;
this.pictureBoxl.TabStop = false;
//

// 1lblDebitAccount

//

this.lblDebitAccount.AutoSize = true;

this.lblDebitAccount.Font
System.Drawing.Font ("Microsoft Sans

= new
Serif", 8.25F,

System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,

((byte) (161)));
this.lblDebitAccount.Location
System.Drawing.Point (21, 41);

= new

this.lblDebitAccount.Name = "lblDebitAccount";

this.lblDebitAccount.Size = new System.Drawing.Size (92,
13);

this.lblDebitAccount.TabIndex = 3;

this.lblDebitAccount.Text = "Debit Account:";

//

// 1blCreditAccoung

//

this.lblCreditAccoung.AutoSize = true;

this.lblCreditAccoung.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
System.Drawing.FontStyle.Bold, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.lblCreditAccoung.Location = new

System.Drawing.Point (21, 76);
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this.lblCreditAccoung.Name = "lblCreditAccoung";

this.lblCreditAccoung.Size = new System.Drawing.Size (95,
13);

this.lblCreditAccoung.TabIndex = 4;

this.lblCreditAccoung.Text = "Credit Account:";

//

// 1lblAmount

//

this.lblAmount.AutoSize = true;

this.lblAmount.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblAmount.Location = new System.Drawing.Point (21,
105) ;

this.lblAmount.Name = "lblAmount";

this.lblAmount.Size = new System.Drawing.Size (53, 13);
this.lblAmount.TabIndex = 5;

this.lblAmount.Text = "Amount:";

//

// txtBxDebitAccount

//

this.txtBxDebitAccount.Location = new

System.Drawing.Point (155, 38);

this.txtBxDebitAccount.MaxLength = 10;

this.txtBxDebitAccount.Name = "txtBxDebitAccount";

this.txtBxDebitAccount.Size = new
System.Drawing.Size (223, 20);

this.txtBxDebitAccount.TabIndex = 6;

this.txtBxDebitAccount.KeyPress += new
System.Windows.Forms.KeyPressEventHandler (this.txtBxDebitAccount KeyP
ress);

//

// txtBxCreditAccount

//

this.txtBxCreditAccount.Location = new
System.Drawing.Point (155, 73);

this.txtBxCreditAccount.MaxLength = 10;

this.txtBxCreditAccount.Name = "txtBxCreditAccount";

this.txtBxCreditAccount.Size = new
System.Drawing.Size (223, 20);

this.txtBxCreditAccount.TabIndex = 7;

this.txtBxCreditAccount.KeyPress += new
System.Windows.Forms.KeyPressEventHandler (this.txtBxCreditAccount Key
Press) ;

//

// txtBxAmount

/7

this.txtBxAmount.Location = new System.Drawing.Point (155,
102);

this.txtBxAmount.Name "txtBxAmount";

this.txtBxAmount.Size = new System.Drawing.Size (109, 20);

this.txtBxAmount.TabIndex = 8;

this.txtBxAmount.TextAlign =
System.Windows.Forms.HorizontalAlignment.Right;

this.txtBxAmount.TextChanged += new
System.EventHandler (this.txtBxAmount TextChanged);

this.txtBxAmount.KeyPress += new
System.Windows.Forms.KeyPressEventHandler (this.txtBxAmount KeyPress);

//

// btnExit

//
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345) ;

this.btnExit.DialogResult =
System.Windows.Forms.DialogResult.Cancel;

this.

this
this
this
this
this
this

btnExit

.btnExit.
.btnExit.
.btnExit.
.btnExit.
.btnExit.
.btnExit.

System.EventHandler (this

Sans

156);

137);

151);

123

//

// groupBoxl

//

this
this
this
this
this
this
this
this
this

.groupBoxl.Controls.Add (

.groupBoxl.Controls.Add (

.groupBoxl.Controls.Add (

.groupBox1l.Controls.Add (this.txtBxCreditAccount) ;
.groupBoxl.Controls.Add (

.groupBoxl.Controls.Add (

.groupBoxl.Controls.Add (

.groupBoxl.Controls.Add (this.lblDebitAccount) ;
.groupBoxl.Font = new System.Drawing.Font ("Microsoft

Serif",
System.Drawing.GraphicsUnit.Point, ((byte) (161)));
groupBoxl.Location = new System.Drawing.Point (94,

this.

this
this
this
this
this
//

.Location = new System.Drawing.Point (416,

Name = "btnExit";

Size = new System.Drawing.Size (71, 23);
TabIndex = 9;

Text = "E&xit";

UseVisualStyleBackColor = true;

Click += new
.btnExit Click);

this.lblMessagel);
this.lblMessage?2);
this.txtBxAmount) ;

this.txtBxDebitAccount) ;

this.lblAmount) ;
this.lblCreditAccoung) ;

8.25F, System.Drawing.FontStyle.Bold,

.groupBoxl.Name = "groupBoxl";

.groupBox1l.Size = new System.Drawing.Size (393, 183);
.groupBoxl.TabIndex = 10;

.groupBoxl.TabStop = false;

.groupBoxl.Text = "Credit Transaction";

// lblMessagel

//

this.lblMessagel.AutoSize = true;
this.lblMessagel.ForeColor =
System.Drawing.SystemColors.ActiveCaptionText;

this.lblMessagel.Location = new System.Drawing.Point (21,
this.lblMessagel.Name = "lblMessagel";
this.lblMessagel.Size = new System.Drawing.Size (64, 13);
this.lblMessagel.TabIndex = 10;

this.lblMessagel.Text = "Messagel";
this.lblMessagel.Visible = false;

/7

// 1blMessage?2

I/

this.lblMessage2.AutoSize = true;
this.lblMessage2.ForeColor = System.Drawing.Color.Red;
this.lblMessage2.Location = new System.Drawing.Point (21,
this.lblMessage2.Name = "lblMessage2";
this.lblMessage2.Size = new System.Drawing.Size (64, 13);
this.lblMessage2.TabIndex = 9;

this.lblMessage2.Text = "Message2";
this.lblMessage2.Visible = false;

//

// btnSubmit

//
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345) ;

this.btnSubmit.Location = new System.Drawing.Point (339,

this.btnSubmit.Name = "btnSubmit";
this.btnSubmit.Size = new System.Drawing.Size (71,
this.btnSubmit.TabIndex = 11;

this.btnSubmit.Text = "Submit";
this.btnSubmit.UseVisualStyleBackColor = true;
this.btnSubmit.Click +=

System.EventHandler (this.btnSubmit Click);

13F);

//

// frmCreditTransaction

//

this.AutoScaleDimensions = new System.Drawing.SizeF (6F,

this.AutoScaleMode

System.Windows.Forms.AutoScaleMode.Font;

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .EndIni

t();

this.ClientSize = new System.Drawing.Size (571, 404);

this.Controls.Add (this.btnSubmit) ;
this.Controls.Add (this.groupBoxl) ;
this.Controls.Add(this.btnExit) ;
this.Controls.Add (this.pictureBoxl) ;
this.Name = "frmCreditTransaction";
this.Text = "CreditTransaction™;

this.groupBoxl.Resumelayout (false) ;
this.groupBoxl.PerformLayout () ;
this.ResumelLayout (false);

}
#endregion

private System.Windows.Forms.PictureBox pictureBoxl;
private System.Windows.Forms.Label 1lblDebitAccount;
private System.Windows.Forms.Label lblCreditAccoung;
private System.Windows.Forms.Label lblAmount;

private System.Windows.Forms.TextBox txtBxDebitAccount;
private System.Windows.Forms.TextBox txtBxCreditAccount;

private System.Windows.Forms.TextBox txtBxAmount;
internal System.Windows.Forms.Button btnExit;
private System.Windows.Forms.GroupBox groupBoxl;
private System.Windows.Forms.Button btnSubmit;
private System.Windows.Forms.Label lblMessagel;
private System.Windows.Forms.Label lblMessage?2;

frmCreditTransaction.cs:

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;
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using System.Drawing;

using System.Ling;

using System.Text;

using System.Windows.Forms;

namespace BankApplication
{

//®bppa frmCredtiTransaction. Ydomoiel 1t Agittoupyia 5 ToU
Authorization Store.

//31Tn Aeltoupyla auth o XpPpNotng umopel Vvo UAOMOLACEL TLATOTLKEQ
OUVOAAXYEC JE

//uéyiLoto 6pLo TLc 20.000 povédec.

public partial class frmCreditTransaction : Form
{
public frmCreditTransaction ()
{
InitializeComponent () ;

}

private void btnSubmit Click(object sender, EventArgs e)
{
this.lblMessagel.Visible
this.lblMessage2.Visible

false;
false;

if (CheckRequiredvalues{())
{
bool submit = (CheckAmount ());
if (submit)
{
this.lblMessagel.Visible = true;

1blMessagel.Text = "Transaction Succesfully
Submitted";

}

else
{
this.lblMessage2.Visible = true;

1blMessage2.Text = "Transaction not Valid. Amount
out of range!";

}

private bool CheckAmount () {

bool check = false;
int amount;

amount = Convert.ToInt32 (txtBxAmount.Text) ;
amount = int.Parse (txtBxAmount.Text) ;

if (amount <= 20000)
{
check = true;
return check;

}

else return check;
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}

private void btnExit Click(object sender, EventArgs e)
{

this.Close();
}

private void txtBxAmount KeyPress (object sender,
KeyPressEventArgs e)
{
string original = (sender as TextBox) .Text;
if (!char.IsDigit (e.KeyChar))
{
e.Handled = true;
}
if (e.KeyChar == '.")
{
if (original.Contains('."'))
e.Handled = true;
else 1if (! (original.Contains('.')))
e.Handled = false;

}
else if (char.IsDigit(e.KeyChar) || e.KeyChar == '\b'")
{
e.Handled = false;
}
}

private void txtBxAmount TextChanged(object sender, EventArgs
{
}

private void txtBxDebitAccount KeyPress (object sender,
KeyPressEventArgs e)
{
string original = (sender as TextRox) .Text;
if (!char.IsDigit (e.KeyChar))
{
e.Handled = true;
}
if (e.KeyChar == '.")
{
if (original.Contains('."'))
e.Handled = true;
else if (! (original.Contains('."')))
e.Handled = false;

}
else 1f (char.IsDigit(e.KeyChar) || e.KeyChar == '\b')

{
e.Handled = false;
}
}

private void txtBxCreditAccount KeyPress (object sender,
KeyPressEventArgs e)
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string original = (sender as TextBox) .Text;
if (!char.IsDigit (e.KeyChar))
{
e.Handled = true;
}
if (e.KeyChar == '.")
{
if (original.Contains('."'))
e.Handled = true;
else if (! (original.Contains('."')))
e.Handled = false;

}
else if (char.IsDigit(e.KeyChar) || e.KeyChar == '\b'")
{

e.Handled = false;

}
}

private bool CheckRequiredvValues ()
{

bool RequirementsCheck = false;
if
((string.IsNullOrEmpty (txtBxAmount.Text)) || (string.IsNullOrEmpty (txtB
xDebitAccount.Text)) | | (string.IsNullOrEmpty (txtBxCreditAccount.Text))
| | (txtBxCreditAccount.Text.Length <
10) | | (txtBxDebitAccount.Text.Length<10)) {
1lblMessage2.Visible = true;
lblMessage2.Text = "Please fill all the required

fields";
return RequirementsCheck;

}

else return RequirementsCheck = true;

frmRoleAssignment:

[Design]:
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12 frmRoleAssignment EI@

@ International Bank

Users

User: bilkser
Role: BbiRolke
Branch Manager  Chief Teller Teller
Logged User New User
IblCurrent User il 0o ] " }
Branch Manager  Chief Teller Teller Assign the new user to one of the following roles
Branch Users Branch Marager ]
Chief Teller  []
Teller ]
frmRoleAssignment.Designer.cs:
namespace BankApplication
{
partial class frmRoleAssignment
{
/// <summary>
/// Required designer variable.
/// </summary>
private System.ComponentModel.IContainer components = null;

/// <summary>
/// Clean up any resources being used.
/// </summary>
/// <param name="disposing">true if managed resources should
be disposed; otherwise, false.</param>

protected override void Dispose (bool disposing)
{

if (disposing && (components != null))

{

components.Dispose () ;
}
base.Dispose (disposing) ;

}

#region Windows Form Designer generated code
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/// <summary>

/// Required method for Designer support - do not modify

/// the contents of this method with the code editor.

/// </summary>

private void InitializeComponent ()

{
this.btnExit = new System.Windows.Forms.Button () ;
this.groupBoxl = new System.Windows.Forms.GroupBox()
this.labell = new System.Windows.Forms.Label ();
this.groupBox3 = new System.Windows.Forms.GroupBox() ;
this.label2 = new System.Windows.Forms.Label () ;
this.label3 = new System.Windows.Forms.Label () ;
this.1lblTeller = new System.Windows.Forms.Label ();
this.lblChiefTeller = new System.Windows.Forms.Label ();
this.lblBranchManager = new System.Windows.Forms.Label ();
this.groupBox2 = new System.Windows.Forms.GroupBox() ;
this.lblCurrentUser = new System.Windows.Forms.Label ();
this.chcBxTeller = new System.Windows.Forms.CheckBox () ;

this.chcBxChiefTeller = new
System.Windows.Forms.CheckBox () ;
this.chcBxBranchManager = new

System.Windows.Forms.CheckBox () ;
this.lblUser = new System.Windows.Forms.Label ();
this.lblRole = new System.Windows.Forms.Label ();
this.lbltxtRole = new System.Windows.Forms.Label ()
this.lbltxtUser = new System.Windows.Forms.Label ();
this.btnSubmit = new System.Windows.Forms.Button();
X

’

this.groupBox5 = new System.Windows.Forms.GroupBox() ;
this.label7 = new System.Windows.Forms.Label ();

this.label8 = new System.Windows.Forms.Label ();

this.label9 new System.Windows.Forms.Label () ;

this.txtBxNewUserName = new
System.Windows.Forms.TextBox () ;

this.lblNewUserName = new System.Windows.Forms.Label ();

this.lblNewUserRole = new System.Windows.Forms.Label ();

this.chcBxNewUserAsTeller = new
System.Windows.Forms.CheckBox () ;

this.chcBxNewUserAsChiefTeller = new
System.Windows.Forms.CheckBox () ;

this.chcBxNewUserAsBranchManager = new
System.Windows.Forms.CheckBox () ;

this.pictureBoxl = new System.Windows.Forms.PictureBox();

this.groupBoxl.SuspendLayout () ;
this.groupBox2.SuspendLayout () ;
this.groupBox5.SuspendLayout () ;

((System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .BeginI
nit();

this.SuspendLayout () ;

//

// btnExit

//

this.btnExit.DialogResult =
System.Windows.Forms.DialogResult.Cancel;

this.btnExit.Location = new System.Drawing.Point (816,
685) ;

this.btnExit.Name = "btnExit";

this.btnExit.Size = new System.Drawing.Size (71, 23);

this.btnExit.TabIndex = 3;

this.btnExit.Text = "E&xit";

this.btnExit.UseVisualStyleBackColor = true;
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this.btnExit.Click += new
System.EventHandler (this.btnExit Click);

//

// groupBoxl

//

this.groupBoxl.Controls.Add(this.groupBox5) ;

this.groupBoxl.Controls.Add(this.labell);

this.groupBoxl.Controls.Add (this.groupBox3) ;

this.groupBoxl.Controls.Add(this.label?2);

this.groupBoxl.Controls.Add(this.label3);

this.groupBoxl.Controls.Add(this.1lblTeller);

this.groupBoxl.Controls.Add(this.1lblChiefTeller) ;

this.groupBoxl.Controls.Add(this.lblBranchManager) ;

this.groupBoxl.Controls.Add(this.groupBox2) ;

this.groupBoxl.Controls.Add (this.1lblUser) ;

this.groupBoxl.Controls.Add (this.1lblRole) ;

this.groupBoxl.Controls.Add (this.lbltxtRole) ;

this.groupBoxl.Controls.Add(this.lbltxtUser) ;

this.groupBoxl.Location = new System.Drawing.Point (49,
137);

this.groupBoxl.Name = "groupBoxl";

this.groupBoxl.Size = new System.Drawing.Size (838, 542);

this.groupBoxl.TabIndex = 4;

this.groupBoxl.TabStop = false;

this.groupBoxl.Text = "Users";

this.groupBoxl.Enter += new
System.EventHandler (this.groupBoxl Enter);

//

// labell

//

this.labell.AutoSize = true;

this.labell.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.labell.Location = new System.Drawing.Point (350,
177);

this.labell.Name = "labell";

this.labell.Size = new System.Drawing.Size (39,

this.labell.TabIndex = 12;

this.labell.Text = "Teller";

//

// groupBox3

//

this.groupBox3.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.groupBox3.Location = new System.Drawing.Point (28,
193);

this.groupBox3.Name = "groupBox3";

this.groupBox3.Size = new System.Drawing.Size (373, 325);

this.groupBox3.TabIndex = 9;

this.groupBox3.TabStop = false;

this.groupBox3.Text = "Branch Users";

//

// label?2

//

this.label2.AutoSize = true;

this.label2.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point, ((byte) (161)));
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this.label2.Location = new System.Drawing.Point (246,
177);

this.label2.Name = "label2";

this.label2.Size = new System.Drawing.Size (72, 13);

this.label2.TabIndex = 11;

this.label2.Text = "Chief Teller";

//

// label3

//

this.label3.AutoSize = true;

this.label3.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point,

((byte) (161)));

this.label3.Location = new System.Drawing.Point (130,
177);

this.label3.Name = "label3";

this.label3.Size = new System.Drawing.Size (100, 13);

this.label3.TabIndex = 10;

this.label3.Text = "Branch Manager";

//

// 1lblTeller

//

this.1lblTeller.AutoSize = true;

this.lblTeller.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point,
this.lblTeller.Location =

((byte) (161)));
new System.Drawing.Point (350,

88) ;
this.lblTeller.Name = "l1blTeller";
this.lblTeller.Size = new System.Drawing.Size (39, 13);
this.lblTeller.TabIndex = 8;
this.lblTeller.Text = "Teller";
//
// 1lblChiefTeller
//
this.lblChiefTeller.AutoSize = true;
this.lblChiefTeller.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,

System.Drawing.FontStyle.Bold,

((byte) (161)));
this.lblChiefTeller.

System.Drawing.Point (246, 88);
this.lblChiefTeller.

Location =

Name =

System.Drawing.GraphicsUnit.Point,
new

"1blChiefTeller";

this.lblChiefTeller.Size = new System.Drawing.Size (72,
13);

this.lblChiefTeller.TablIndex = 7;

this.lblChiefTeller.Text = "Chief Teller";

I/

// lblBranchManager

//

this.lblBranchManager.
this.lblBranchManager.

System.Drawing.Font ("Microsoft
System.Drawing.FontStyle.Bold,
((byte) (161)));

this.lblBranchManager.

System.Drawing.Point (130, 88);

this.lblBranchManager.
this.lblBranchManager.

13);
this.lblBranchManager
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AutoSize = true;
Font = new
Sans Serif", 8.25F,

System.Drawing.GraphicsUnit.Point,

Location =

new
Name = "lblBranchManager";
Size = new System.Drawing.Size (100,
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this.lblBranchManager.Text = "Branch Manager";

//

// groupBox2

//

this.groupBox2.Controls.Add(this.lblCurrentUser) ;
this.groupBox2.Controls.Add (this.chcBxTeller) ;
this.groupBox2.Controls.Add(this.chcBxChiefTeller);
this.groupBox2.Controls.Add (this.chcBxBranchManager) ;

this.groupBox2.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.groupBox2.Location = new System.Drawing.Point (26,
103);

this.groupBox2.Name = "groupBox2";

this.groupBox2.Size = new System.Drawing.Size (376, 55);

this.groupBox2.TabIndex = 5;

this.groupBox2.TabStop = false;

this.groupBox2.Text = "Logged User";

this.groupBox2.Enter += new
System.EventHandler (this.groupBox2 Enter) ;

//

// 1lblCurrentUser

//

this.lblCurrentUser.AutoSize = true;

this.lblCurrentUser.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,

System.Drawing.FontStyle.Regular, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.lblCurrentUser.Location = new
System.Drawing.Point (24, 23);

this.lblCurrentUser.Name = "lblCurrentUser";

this.lblCurrentUser.Size = new System.Drawing.Size (73,
13);

this.lblCurrentUser.TabIndex = 5;

this.lblCurrentUser.Text = "lblCurrentUser";

//

// chcBxTeller

//

this.chcBxTeller.AutoSize = true;

this.chcBxTeller.Location = new System.Drawing.Point (335,
21);

this.chcBxTeller.Name = "chcBxTeller";

this.cheBxTeller.Size = new System.Drawing.Size (15, 14);

this.chcBxTeller.TabIndex = 2;

this.chcBxTeller.UseVisualStyleBackColor = true;

//

// chcBxChiefTeller

I/

this.chcBxChiefTeller.AutoSize = true;

this.chcBxChiefTeller.Location = new
System.Drawing.Point (241, 23);

this.chcBxChiefTeller.Name = "chcBxChiefTeller";

this.chcBxChiefTeller.Size = new System.Drawing.Size (15,
14);

this.chcBxChiefTeller.TabIndex = 1;
this.chcBxChiefTeller.UseVisualStyleBackColor = true;
//

// chcBxBranchManager

//

this.chcBxBranchManager.AutoSize = true;
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this.chcBxBranchManager

System.Drawing.Point (155, 23);

this.chcBxBranchManager.
this.chcBxBranchManager

System.Drawing.Size (15, 14);

this.chcBxBranchManager.
this.chcBxBranchManager.

//
// 1lblUser
//

.Location = new
Name = "chcBxBranchManager";
.Size = new
TabIndex = 0;
UseVisualStyleBackColor = true;

this.lblUser.AutoSize = true;

this.lblUser.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Italic,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblUser.Location = new System.Drawing.Point (66, 26);

this.lblUser.Name = "lblUser";

this.lblUser.Size = new System.Drawing.Size (39, 13);

this.lblUser.TabIndex = 4;

this.lblUser.Text = "lblUser";

//

// 1lblRole

//

this.lblRole.AutoSize = true;

this.lblRole.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Italic,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lblRole.Location = new System.Drawing.Point (66, 39);

this.lblRole.Name = "lblRole";

this.lblRole.Size = new System.Drawing.Size (39, 13);

this.lblRole.TabIndex = 3;

this.lblRole.Text = "lblRole";

//

// lbltxtRole

//

this.lbltxtRole.AutoSize = true;

this.lbltxtRole.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,

System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lbltxtRole.Location = new System.Drawing.Point (23,
39);

this.lbltxtRole.Name = "lbltxtRole";

this.lbltxtRole.Size = new System.Drawing.Size (37, 13);

this.lbltxtRole.TabIndex = 1;

this.lbltxtRole.Text = "Role:";

this.lbltxtRole.Click += new
System.EventHandler (this.lblRole Click);

/7

// lbltxtUser

//

this.lbltxtUser.AutoSize = true;

this.lbltxtUser.Font = new System.Drawing.Font ("Microsoft

Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.lbltxtUser.Location = new System.Drawing.Point (23,
26) ;

this.lbltxtUser.Name = "lbltxtUser";

this.lbltxtUser.Size = new System.Drawing.Size (37, 13);

this.lbltxtUser.TabIndex = 0;

this.lbltxtUser.Text = "User:";

//

// btnSubmit
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//
this
685) ;

this
this
this
this
this
this

.btnSubmit.

.btnSubmit.
.btnSubmit
.btnSubmit.
.btnSubmit.
.btnSubmit.
.btnSubmit.

Location = new System.Drawing.Point (739,
Name = "btnSubmit";

.Size = new System.Drawing.Size (71, 23);
TabIndex = 5;

Text = "Submit";

UseVisualStyleBackColor = true;

Click += new

System.EventHandler (this.btnSubmit Click);

//

// groupBox5

//

this.groupBox5.Controls.Add(this.chcBxNewUserAsTeller) ;
this.groupBox5.Controls.Add (this.1lblNewUserRole) ;

this.groupBox5.Controls.Add (this.chcBxNewUserAsChiefTeller) ;
this.groupBox5.Controls.Add(this.label?);

this.groupBox5.Controls.Add (this.chcBxNewUserAsBranchManager) ;

this.groupBox5.Controls.Add (this.label8);

this.groupBox5.Controls.Add (this.lblNewUserName) ;

this.groupBox5.Controls.Add(this.label9);

this.groupBox5.Controls.Add (this.txtBxNewUserName) ;

this.groupBox5.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Bold,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.groupBox5.Location = new System.Drawing.Point (446,
103);

this.groupBox5.Name = "groupBox5";

this.groupBox5.3ize = new System.Drawing.Size (369, 173);

this.groupBox5.TabIndex = 13;

this.groupBox5.TabStop = false;

this.groupBox5.Text = "New User";

//

// label?

//

this.label7.AutoSize = true;

this.label7.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Regular,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.label7.Location = new System.Drawing.Point (151,
141) ;

this.label7.Name = "label7";

this.label7.Size = new System.Drawing.Size (33, 13);

this.label7.TabIndex = 16;

this.label7.Text = "Teller";

I/

// label8

//

this.label8.AutoSize = true;

this.label8.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Regular,
System.Drawing.GraphicsUnit.Point, ((byte) (161)));

this.label8.Location = new System.Drawing.Point (124,
118);

this.label8.Name = "label8";

this.label8.Size = new System.Drawing.Size (60, 13);

this.label8.TabIndex = 15;

this.label8.Text = "Chief Teller";

//
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// label9

//

this.label9.AutoSize = true;

this.label9.Font = new System.Drawing.Font ("Microsoft
Sans Serif", 8.25F, System.Drawing.FontStyle.Regular,

System.Drawing.GraphicsUnit.Point, ((byte) (161)));
this.label9.Location = new System.Drawing.Point (98, 96);
this.label9.Name = "label9";
this.label9.Size = new System.Drawing.Size (86, 13);
this.label9.TabIndex = 14;
this.label9.Text = "Branch Manager";

//

// txtBxNewUserName

//

this.txtBxNewUserName.Location = new

System.Drawing.Point (99, 32);
this.txtBxNewUserName .Name

"txtBxNewUserName";

this.txtBxNewUserName.Size = new System.Drawing.Size (151,
20);

this.txtBxNewUserName.TabIndex = 0;

//

// 1lblNewUserName

//

this.lblNewUserName.AutoSize = true;

this.lblNewUserName.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,

System.Drawing.FontStyle.Regular, System.Drawing.GraphicsUnit.Point,
((byte) (161)));

this.lblNewUserName.Location = new
System.Drawing.Point (18, 34);

this.lblNewUserName.Name = "lblNewUserName";

this.lblNewUserName.Size = new System.Drawing.Size (58,
13);

this.lblNewUserName.TabIndex = 1;

this.lblNewUserName.Text = "Username:";

//

// l1lblNewUserRole

//

this.lblNewUserRole.AutoSize = true;

this.lblNewUserRole.Font = new
System.Drawing.Font ("Microsoft Sans Serif", 8.25F,
System.Drawing.FontStyle.Regular, System.Drawing.GraphicsUnit.Point,
((byte) (161))) ;

this.lblNewUserRole.Location = new
System.Drawing.Point (18, 72);

this.lblNewUserRole.Name = "lblNewUserRole";

this.lblNewUserRole.Size = new System.Drawing.Size (237,
13);

this.lblNewUserRole.TabIndex = 17;

this.lblNewUserRole.Text = "Assign the new user to one of
the following roles:";

//

// chcBxNewUserAsTeller

//

this.chcBxNewUserAsTeller.AutoSize = true;

this.chcBxNewUserAsTeller.Location = new
System.Drawing.Point (197, 141);

this.chcBxNewUserAsTeller.Name = "chcBxNewUserAsTeller";

this.chcBxNewUserAsTeller.Size = new

System.Drawing.Size (15, 14);
this.chcBxNewUserAsTeller.TabIndex = 8;
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this.chcBxNewUserAsTeller.UseVisualStyleBackColor = true;

//
// chcBxNewUserAsChiefTeller
//

this.chcBxNewUserAsChiefTeller.AutoSize = true;

this.chcBxNewUserAsChiefTeller.Location =

System.Drawing.Point (197, 118);

new

this.chcBxNewUserAsChiefTeller.Name =

"chcBxNewUserAsChiefTeller";

this.chcBxNewUserAsChiefTeller.Size =

System.Drawing.Size (15, 14);

new

this.chcBxNewUserAsChiefTeller.TabIndex = 7;
this.chcBxNewUserAsChiefTeller.UseVisualStyleBackColor =

true;
//
// chcBxNewUserAsBranchManager

//

this.chcBxNewUserAsBranchManager.

this.chcBxNewUserAsBranchManager
System.Drawing.Point (197, 96);

this.chcBxNewUserAsBranchManager.

"chcBxNewUserAsBranchManager";
this.chcBxNewUserAsBranchManager
System.Drawing.Size (15, 14);

this.chcBxNewUserAsBranchManager.
this.chcBxNewUserAsBranchManager.

= true;
//
// pictureBoxl
//
this.pictureBoxl.Image
global::BankApplication.Properties.Resources
this.pictureBoxl.InitialImage

global: :BankApplication.Properties.Resources.

this.pictureBoxl.Location =
21);
this.pictureBoxl.Name =
this.pictureBoxl.
this.pictureBoxl.TabIndex = 0;
this.pictureBoxl.TabStop =
//
// frmRoleAssignment
//
this.AutoScaleDimensions = new
13F);
this.AutoScaleMode
System.Windows.Forms.AutoScaleMode.Font;

this

false;

.ClientSize = new System.Drawing.Size (940,

AutoSize = true;

.Location = new
Name =
.Size = new

TabIndex = 6;
UseVisualStyleBackColor

.imgl;

imgl;

new System.Drawing.Point (298,

"pictureBox1l";
Size = new System.Drawing.Size (355,

85);

System.Drawing.SizeF (6F,

720) ;

this
this

.Controls.Add (this.btnSubmit) ;
.Controls.Add(this.groupBoxl) ;
this.Controls.Add(this.btnExit) ;
this.Controls.Add (this.pictureBoxl) ;
this.Name = "frmRoleAssignment";
this.Text = "frmRoleAssignment";
this.Load +=
System.EventHandler (this.frmRoleAssignment Load);
this.groupBoxl.Resumelayout (false);
this.groupBoxl.PerformLayout () ;
this.groupBox2.Resumelayout (false);
this.groupBox2.PerformLayout () ;
this.groupBox5.Resumelayout (false);
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this.groupBox5.PerformLayout () ;

(System.ComponentModel.ISupportInitialize) (this.pictureBoxl)) .EndIni

(
t();

this.ResumelLayout (false);

}

#endregion

private System.Windows.Forms.PictureBox pictureBoxl;
internal System.Windows.Forms.Button btnExit;

private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private

System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

chcBxNewUserAsChiefTeller;

private

chcBxNewUserAsBranchManager;

}
}

frmRoleAssignment.cs:

using System;

.Forms
.Forms
.Forms
.Forms
.Forms
.Forms
.Forms.
.Forms
.Forms
.Forms
.Forms.
.Forms
.Forms
.Forms
Windows.
.Forms
.Forms
.Forms
.Forms.
.Forms
.Forms
.Forms
.Forms.
.Forms
.Forms
.Forms.

Forms

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;
using System.Drawing;
using System.Ling;
using System.Text;
using System.Windows.Forms;
using AZROLESLib;
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.GroupBox groupBoxl;
.Label 1bltxtRole;
.Label 1bltxtUser;
.Label 1blRole;
.Label 1blUser;
.GroupBox groupBox2;

Label 1lblTeller;

.Label 1lblChiefTeller;
.Label 1lblBranchManager;
.CheckBox chcBxTeller;

CheckBox chcBxChiefTeller;

.CheckBox chcBxBranchManager;
.Label 1blCurrentUser;
.GroupBox groupBox3;

.Button btnSubmit;

.Label labell;

.Label label2;

.Label label3;

Label label7;

.Label label8;
.Label label9;
.GroupBox groupBoxb5;

Label 1blNewUserName;

.TextBox txtBxNewUserName;
.Label 1lblNewUserRole;

CheckBox chcBxNewUserAsTeller;
System.Windows.Forms.CheckBox

System.Windows.Forms.CheckBox
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using System.Security.Principal;

using System.Threading;

using System.Text.RegularExpressions;

using System.Security;

using System.DirectoryServices.AccountManagement;
using System.DirectoryServices;

using System.Web.Security;

namespace BankApplication
{

//®b6ppa frmRoleAssignment. Avtiotolxel oto operation 13, Role
Assignment.

//Topéxet tn duvatdinta otov Branch Manager va deilaxelplotel toug
UIdpPXOVIEQ

//xpfotec tou Authorization Store, xabdc emionc xoL dUVATOTINTIN
dnutLoupylac

//véou xphotn oto Windows Active Directory KoL ovTLOTOLX(lQ QUTOU
og évov

//amnd touc tpelc pdAouc Tou Authorization Store.

public partial class frmRoleAssignment : Form

{

public frmRoleAssignment ()

{

InitializeComponent () ;

userName = Program.LoggedUser () ;

}

string userName;
int empNum = 0;

private void frmRoleAssignment Load(object sender, EventArgs

{
EstablishWindowsIdentity () ;

private void EstablishWindowsIdentity () {

WindowsIdentity userIdentity =
WindowsIdentity.GetCurrent () ;

this.1lblUser.Text = Program.LoggedUser () ;

string rtnRole = AzmanRoleCheck (userIdentity.Name) ;

this.lblRole.Text = rtnRole;

this.lblCurrentUser.Text = Program.LoggedUser () ;

if (rtnRole == "Branch Manager") {
this.chcBxBranchManager.Checked = true ;

}
else 1f (rtnRole == "Chief Teller")
{
this.chcBxChiefTeller.Checked = true;
}

else 1f (rtnRole == "Teller")

{
this.chcBxTeller.Checked = true;
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else
{

MessageBox.Show (String.Format ("We are sorry {0}, but
your are not authorized for this application!", userIdentity.Name,
MessageBoxButtons.OK)) ;

this.Close () ;

}

usersCheck (userIdentity.Name) ;

}

//%uvdptnon AzmanRoleCheck mou gAéyyxel og mold pdAo avhkel O
logged user

//uéocw tou xml oto Authorization Store. EniLotpépel oOg string
10V pdlo.

private string AzmanRoleCheck(string strUserName)

{

string strRoleName = string.Empty;
try
{

AzAuthorizationStore AzmanStore
AzAuthorizationStore () ;

new

AzmanStore.Initialize (O,
@"msxml://C:\Users\Vasilis\Documents\Visual Studio
2008\Projects\BankApplication\BankApplication\BankApplication.xml",
null);

IAzApplication AzManApp =
AzmanStore.OpenApplication ("Bank Application", null);

WindowsIdentity userIdentity =
WindowsIdentity.GetCurrent () ;
IAzClientContext ctx =

AzManApp.InitializeClientContextFromToken ( (ulong)userIdentity.Token,
null) ;

foreach (IAzRole Azrole in AzManApp.Roles)
{
strRoleName = Azrole.Name;
foreach (object member in
(object[])Azrole.MembersName)
{
string strMemberName = member.ToString();
string[] strl = Regex.Split (strMemberName,
"@");
if (string.Equals(strl([O0], strUserName,
StringComparison.CurrentCultureIgnoreCase))
return strRoleName;
else {
strRoleName = "Unauthorized";
return strRoleName;

}

catch (Exception)

{
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throw;

}

return strRoleName;

}

//%uvdpinon usersCheck. EAéyxel 10 pdAo Tou kK&OBe XPHOTN IOU
éxel dnuLoupynbel

//oto Acctive Directory twv Windows kol HTUPIAANAX OQVAKEL OTO
Azman Store.

//TapdAAnia dnuiloupyel otn edpupa oto groupBox Branch Users 17
Alota pe 6Aoucg

//ToUuc XPNOoTeC KAL Tov aviiotolyxo pbdro Tou og checkBoxes.

private void usersCheck(string strUserName)

{

string strRoleName = string.Empty;
try
{
AzAuthorizationStore AzmanStore = new
AzAuthorizationStore() ;

AzmanStore.Initialize (0,
@"msxml://C:\Users\Vasilis\Documents\Visual Studio
2008\Projects\BankApplication\BankApplication\BankApplication.xml",
null);

IAzApplication AzManApp =
AzmanStore.OpenApplication ("Bank Application", null);

WindowsIdentity userIdentity =
WindowsIdentity.GetCurrent () ;
IAzClientContext ctx =

AzManApp.InitializeClientContextFromToken ((ulong)userIdentity.Token,
null);

int 1 = 0;
int j 1;

foreach (IAzRole Azrole in AzManApp.Roles)
{

strRoleName = Azrole.Name;

foreach (object member in
(object[])Azrole.MembersName)
{
string strMemberName = member.ToString();
strMemberName=
strMemberName. Substring (strMemberName.IndexOf ("\\') + 1);

Label[] 1lblUsers = new Label[10];

1blUsers[i] = new Label ();

1lblUsers[i] .Name =
string.Concat ("strMemberName",1i) ;

1lblUsers[i].Text = strMemberName;
1blUsers[i] .Visible = true;
1blUsers[i] .AutoSize = true;
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System.

string.

System.

string

System.

string.

System.

{0,
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2
2
.Concat ("chcBoxChiefTeller", i)
2
2

1blUsers[i] .Location

Drawing.Point (22, 30+ (i*20));

1blUsers[i] .Show () ;

CheckBox[] chcBxRoles =
= new CheckBox ()

chcBxRoles[1]
chcBxRoles[1]
Concat ("chcBoxTeller",1i);
chcBxRoles[1]
chcBxRoles[1]
Drawing.Point (333, 28+ (i*20));
chcBxRoles[1]
chcBxRoles [
chcBxRoles [

chcBxRoles [

chcBxRoles[2]

.Name

.Visible =
.Location

.Show () ;

= new CheckBox () ;

.Name

.Visible =
.Location

Drawing.Point (239, 28 + (i * 20));

chcBxRoles[2]

chcBxRoles [3]
chcBxRoles [3]
Concat ("chcBoxBranchManager",
chcBxRoles [3]
chcBxRoles [3]

.Show () ;

= new CheckBox ()

.Name

i)s
.Visible =
.Location

Drawing.Point (153, 28 + (i * 20));

chcBxRoles [3]

.Show () ;

this.groupBox3.Controls
this.groupBox3.Controls
this.groupBox3.Controls
this.groupBox3.Controls

if (strRoleName == "Branch Manager")

{

chcBxRoles[3] .Checked =

}

else 1f (strRoleName ==

{

chcBxRoles[2] .Checked =

}

else

{

chcBxRoles[1] .Checked =

}

i4++;
J++;

}
}

empNum = i;

MessageBox.Show (string.Format ("Number of

empNum, MessageBoxButtons.OK)) ;

}

catch (Exception)

{

throw;

}

= new
new CheckBox[4];
true;
= new
true;
= new
true;
= new
.Add (chcBxRoles[1]);
.Add (chcBxRoles[2]) ;
.Add (chcBxRoles[3]);
.Add (1blUsers|[i]);
true;
"Chief Teller")
true;
true;
employees:
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public static string LoggedUser ()
{

string UserName = WindowsIdentity.GetCurrent () .Name;
return UserName.Substring (UserName.IndexOf ("\\') + 1);

}

private void btnExit Click(object sender, EventArgs e)

{
this.Close () ;

}

private void groupBoxl Enter (object sender, EventArgs e)

private void lblRole Click(object sender, EventArgs e)

private void groupBox2 Enter (object sender, EventArgs e)

private void btnSubmit Click(object sender, EventArgs e)
{
//CheckOnSubmitRoles () ;
bool WeHaveANewUser = false;
WeHaveANewUser = CheckForNewUser () ;
if (WeHaveANewUser)
{
bool test =

CreateNewUser (this.txtBxNewUserName.Text) ;

if (test)
{

AssignUserToRole () ;
MessageBox.Show (string.Format ("New user: {0} 1is

this.txtBxNewUserName.Text, MessageBoxButtons.OK));
}

else {

}

this.Close () ;
}
private void checkedListBoxl SelectedIndexChanged (object
EventArgs e)

{

}
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private void CheckOnSubmitRoles ()
{
//check for role changes

}
private bool CheckForNewUser ()

bool newuser = false;

if (this.txtBxNewUserName.Text !=

{
newuser = true;
return newuser;

}

else {
return newuser;

}

//%uvéptnon CreateNewUser. Anuloupyel

groupBox

textBox otO

//New User véo XPHoTn oto Active Directory twv Windows dotav

autdg dev
//undpxet.

public bool CreateNewUser (string sUserName)

{

bool newUser = false;
if (userexists(sUserName) == false)
{

PrincipalContext pc

PrincipalContext (ContextType.Machine) ;

System.DirectoryServices.AccountManagement.UserPrincipal

UserPrincipal (pc) ;

string password = "";

new

u = new

string description = "Test user for AzMan";
u.SetPassword (password) ;

u.Name = sUserName;

u.Description = description;
u.UserCannotChangePassword =
u.PasswordNeverExpires true;

u.Save () ;

GroupPrincipal

GroupPrincipal .FindByIdentity(pc, "Users");
gPc.Members.Add (u) ;
gPc.Save () ;

newUser = true;
return newUser;

else
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MessageBox.Show (string.Format ("User Exists",
MessageBoxButtons.OK) ) ;
return newUser;

static bool userexists(string strUserName)

{

string adsPath = string.Format (@Q"WinNT://{0}",
System.Environment.MachineName) ;
using (DirectoryEntry de = new DirectoryEntry(adsPath))
{
try
{
return de.Children.Find(strUserName) != null;

}

catch (Exception e)

{

return false;

}

//3uvdptnon AssignUserToRole. K&vel xpHpon Tou VvEéoUu XPENHOTN
néocw Tnc ouvépinong CreateNewUser

//xol tov katatd&oel oOTov avilotolLyxo pdAo oto Authorization
Store, ov&ioya pe 1o checkBox mou

//éxel emLlAéfel o Branch Manager.

private void AssignUserToRole ()

{

AzAuthorizationStore AzmanStore = new
AzAuthorizationStore();

AzmanStore.Initialize (0,
@"msxml://C:\Users\Vasilis\Documents\Visual Studio
2008\Projects\BankApplication\BankApplication\BankApplication.xml",
null);

IAzApplication AzManApp =
AzmanStore.OpenApplication ("Bank Application", null);

WindowsIdentity userIdentity =
WindowsIdentity.GetCurrent () ;
IAzClientContext ctx =

AzManApp.InitializeClientContextFromToken ((ulong)userIdentity.Token,
null);

NTAccount f = new NTAccount (txtBxNewUserName.Text) ;

SecurityIdentifier S =
(SecurityIdentifier)f.Translate(typeof (Securityldentifier));

String sidString = s.ToString();

if (chcBxNewUserAsBranchManager.Checked == true) {

IAzRole azRole = AzManApp.OpenRole ("Branch Manager",
null) ;

azRole.AddMember (sidString, null);
azRole.Submit (0, null);
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AzmanStore.UpdateCache (null) ;

}
else i1if (chcBxNewUserAsChiefTeller.Checked == true) {

TAzRole azRole = AzManApp.OpenRole ("Chief Teller",
null) ;

azRole.AddMember (sidString, null);
azRole.Submit (0, null);
AzmanStore.UpdateCache (null) ;

}
else i1f (chcBxNewUserAsTeller.Checked == true) {

IAzRole azRole = AzManApp.OpenRole ("Teller", null);
azRole.AddMember (sidString, null);
azRole.Submit (0, null);
AzmanStore.UpdateCache (null) ;

}

else {

MessageBox.Show(string.Format ("Please select role",
MessageBoxButtons.OK)) ;

private void 1lblUserl Click(object sender, EventArgs e)

private void 1lblUser2 Click(object sender, EventArgs e)

private void 1blUser7 Click(object sender, EventArgs e)

private void groupBox4 Enter (object sender, EventArgs e)

private void checkBox24 CheckedChanged (object sender,
EventArgs e)
{

}

private void checkBox17 CheckedChanged (object sender,
EventArgs e)
{
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