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MepiAnywn

Ta Slktua UTIOAOYLOTWV €XOUV VA OVTWETWIoOUV o€ KaBnuepwr Baon anel\ég aoddAelag Kot
emBéoelg and e€WTePLKOUG KAl ECWTEPLKOUE TapAyovTe. Mapdhn tnv texvoloyikn e€ENEN otov Topéa
™G aodpdlelag Siktuwy, mapapével SUoKoAN dladikacia n mpootacia Twv SIKTUWV TWV UTIOAOYLOTLKWV
ouoTnuatwy. Ta cuoTApATA avixveuong eLoBoAwV amoteAolV éva GNUAVTIKO EPYAAELO OTNV aviyveuaon
KOl OVTLUETWTLON KOKOPOUAwV emiBé0swy OTA UTIOAOYLOTIKA OUOTAUOTA £VOG SiktUou. Alddopeg
eudueig texvikég (soft computing) €xouv mpotabel yla TNV avixveuon SIKTUAKWVY. ELCBOAWY, UTAPXEL
opwg meplBwplo Behtiwong kat €peuvag 6oov adopd Tnv TaxUTNTA, OKPIBELX KAL TTPOCAPLOOTLKOTNTA
TWV TEXVLKWV QVIXVEUONG.

TNV gpyacia autH MopouclaleTal UL TPoaEyyLlon evog levetikol AlyoplBuou otnv avixveuon
€loBoAwV Kot n uAomoinor Tou o€ AOYLOMKO. O TeveTIKOG OAYOPLOUOG eKTIOLSEVETAL OE OPLOUEVA
Sebopéva kataypadr Tou SIKTUOU WOTE va TOPAYEL EVO GUVOAO Kavovwy €LoBOANG. Ol KaVOVEG Ttou
efoplooovtal, edapuolovral yla va TOEWOUROOUV TNV Kivnon €VOG UTOTIOEUEVOU TIPAYHATIKOU
neplBaAhovtog oe “ductoloyikny kivnon” 1 “ewoBoAn”. Ta TNV, ekmaibsuon kol aviyveuon
xpnotpomnoleitot n culhoyrn dedopévwv KDD99Cup. To MARBOOG Twv SIKTUAKWY XOPAKTNPLOTIKWY TIOU
XPNOLUOTIOLELTOL YLa TV eKTIadeuon Kal avixveuon eloBoAwv, elval HKpO WOTE N avixveuon va yivetat
yprnyopa kat n eknaidsuon tou alyopibuou yia e€aywyr VEWV KAvOVwyY va elval eLKTr O TIPAYUOTIKO
neplBaAAov. Ta amoteAéopata TnG Mpoogyyong, Bactlopeva otnv culoyn Sedopévwv KDD99, sival
anodektd, Swatnpwvtag ce vPnAa emnineda tnv avixveuon emiBécewv, evw mapAAnAa o xpdvog
ekmaibevong elvat Likpog.

Néelg KAeWSLA: aviyveuon eloPolwv, yevetikol alyoplOuol, e€opuén Sedopévwy, avamtuén
AoyloptkoU.
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Abstract

Computer networks have to cope with security threats and attacks on an everyday basis. Despite the
contemporary tools and methods built for security assurance, it is still difficult to protect computer
networks. Intrusion detection systems play an important role in identifying malevolent actions and
attacks, while acting as a tool for a better security policy. There are various soft computing approaches
in detecting intrusions to a computer network. Still, there are a lot of possibilities for these techniques
to be improved in terms of speed, accuracy and adaptability.

In this work a Genetic Algorithm approach is presented that detects intrusions and.its software
implementation. The Genetic Algorithm is trained towards some network audit data in order to derive a
set of intrusion rules. The mined rules are applied to classify network activity into “normal” or
“intrusion”. The KDD99Cup training dataset is used for training the algorithm. The number of network
features used was small in order to speed up the training and detection procedure and to be feasible in
a real world environment. The results using KDD99 dataset are acceptable, keeping the detection rate
high while maintaining small training time.

keywords: intrusion detection, genetic algorithms, data mining, software development.
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1. Eicaywyn — ZUVTOuN TEPIYPAPN

Ta Siktua umoAoyLlotwy, gite Le T Hopdn Tou dladiktuou, ite pe T popdn dtaclvdeang ota mAaiola
€VOC OpyaviopoU, avtlpetwrilouv og kabnuepvh Baon mAnbwpa amelthwy, TTOAEG €K TWV OTMOLWV gival
TapaAlayEC UTTAPXOVIWY | KavoUpLleG. ta gpyaleia tou Slaxelploty aoddAelag umapyxet mAnBwpa
epyoleiwv ylwa tnv evioxuon tng TOATIKAG acdAAelag OMWG AOYIOUIKO Tpootaciog amd Loug,
avaxwpota ooddaielag, Kpumrtoypadnon, Aloteg ehéyxou mpdoBaocng, aodoAn  TPWTOKOAAQ
emkowwviog K.o. Mapoha avtd n mAnpng aodpalela eivat Suokoho £wg aduvarto va emtteuxOel kabwg
évag enibofoq emtiBépevog punopel mavra va Bpel tpomno va Sieloduoel o éva diktuo. Eva epyaleio
Tou TpocBétel éva TpdaBeto eminedo otnv aoddiela evog SiktUou eival T CUCTAUATA AVIXVEUONG
eloBoAwv (intrusion detection systems — IDS). Ta cuotruata avixveuong elofolwv moapakolouBouv TN
Spaotnpotnta Tou SikTUou Kol avayvwpilouv mapaBlacslg  Onwe mepiepyn ouumepidopd, Un
efouolobotnuévn mpooPaocn, mpoomndbela £loBoAng oe olotnua Ttou  Siktuou, PBoAdookomnon
UTINPECLWY TOU SIKTUOU OKOMA KOl AVAPOCTH CUUTIEPLDOPA ATIO TO ECWTEPLKO TOU SLKTUOU.

Ta umdpxovta cuothpota aviyveuong elofoAwv npoodEpouv MANBOG MOPAUETPOTOICEWY UE BAon
TNV £KAOTOTE TOATIKA aodAAelag evog Siktuou, €xouv apketd. uPnAn. amdédoon 6oov adopd tnv
aviyveuon elofolwv — £16IKA TWV UTAPXOVTWV Kol KOAG yvwotwv. Mapdha autd, UTIAPXEL CUVEXWS
avaykn yia BeAtiwon oe diadopa Bépata. Oplopéva Baoikd eival n. taxlTNTa, n okpiBela, Katl n
T(POCOPHOOTIKOTNTA. H Taxutnta adopd to moAU peydlo mAnBog dedopévwy. ou xpelalovtal yla Tty
napakoAouBnon tou Siktlou wote va anodavOolv yia embeoels. H akpifela adopd tnv avénon tou
TIOOOOTOU avixveuong eloBoAwv Kal Tautoxpova TNV uelwon tng dxAnong amd AavOaouéveg BeTIKEG
npostdonotroels (false positives), SnAadn duactoloyikri cuprnepidopd mou ekAapPBdvetol wg etofoAn. H
TMPOCOAPUOOTIKOTNTA adopd tnv Suvatdtnta aviyveuvong mMpwtoeudavilopevwy elofolwv | eloBolEg
Sladopornoinuéveg 6oov adpopd Ta SIKTUAKA XAPAKTNPLOTLKA TOUG.

JTnv epyaocia auth, mapouadtdaletal n oxebioon kat vAomoinon ULaG MPOCEYYLoNG evog MeEveTikoU
AlyoplBuou otnv taflvounon Siktuokwv eloBoAwy. o €va Siktuo. Ou levetikol AAyoplBuot €xouv
evueliia, peyalo Babud aveaptnoiog amd to umo e€etacn poBAnua, ivol mPooapUOGLUOL Kot £X0UV
KOAQ amnoteAéopata o mpoPAnuata Tagvounong mou adopolv BeAtiotomnoinon kat SuckoAia otnv
avalntnon og oAU LeyaAo eUpog MBAVWV AUCEWV.

TNV MPOcEyyLon auth yivetol mpoondBela yia diatipnon vPnAwv mocootwv £6puéng elcfolwv
EVW, Lo TNV aUENGCN TNG TOXUTNTOG XPNOLUOTIOLELTOL HIKPO UTIOGUVOAO SIKTUOKWY XOPAKTNPLOTLKWV.

H mpotewouevn mpooéyylon UAomoleital pe ekmaibevon tou aAyopiBuou ce €va kPO cUvolo
6ebopévwv wote va efoxBoulv Kavoveg eloBOANG Kal £melta e€€taon TwV KAvovwv €l6BOANG og €va
peEya@Ao oUvolo yla Tnv -afloAdynon TnG. avixveuong. la tnv eknaideuvon kot afloAoynon
xpnowuonowBnke n ouMoyn Sedopévwyv KDD99Cup [1], n omoia amotedel TNV TLO EUPEWCS
XpPNnotponoloUpuevn culoyr 6edopévwy yla Ty SoKlun Kot afloAdynon ouoTNUATWY avixveuong
elofoAwv. H pelwon Twy SLaoTAcewV TwV SIKTUAKWY XAPAKTNPLOTIKWY €Ylve Pe Baon tnv péBodo PCA
(Principal Component Analysis) tnv omola mapouciace n Bancovic [2] yla Tt ouAloyr Sedopévwy
KDD99Cup. H ekmaibevon Ttou alyopiBpou Adyw NG Helwong Twv OLOCTACEWV SLKTUAKWVY
XOPAKTNPLOTIKWY. KAL TN Xpnolgomoinon HikpoU umoouvolou Sedopévwv ekmaibevong Bewpeital
ypnyopn Kot epapuociun o€ £va PAyUOTLKO TEpLBAAAOV.

H Sdopn tng epyaciog opyavwveTal Pe TOV akOAouBo Tpomo. ITnV evotnTa 2, YIVETAL L0 GUVOTITIKA
ETILOKOTINGN OTOL CUCTHUOTA AVIXVeUOnG eldBoAwv, oL AGyoL Xpriong TOUG, oL GTOXOL TTOU TIPETIEL VAL €XOUV
otn oxeblaon kat uAomoinon Toug, n Taflvouncr toug Pe BAON TIG TEXVIKEG QVIXVEUONG, TO YEVIKOTEPO
HOVTEAO Kal N Aettoupytk- Soun Toug.

Jtnv evotnta 0, yivetal emokOnnon twv Mevetikwv AlyoplBuwv, eplypddovral Ta TAEOVEKTHUATA
Toug, n Soun Toug, ot AdyolL Tou xpnotlpomololvtal kabwe kat diadopa Béuata mou adopouv v
vlormoinor) Toug.

JTnv evotnta 0, mapouaclaleTal N MPooEyyLlon evog Mevetikol AAyoplOuou otnv e€opuén elofolwv.
Mapouolaletal n oXeTIKN £peuva TwWV HEBOSWVY UNXAVLKAG EKLAONONG TIOU TIPOEPXOVTAL ATO TO XWPO
NG TEXVIKAG vonuoouvngG Kal ouykeKpLlpéva Tig Soft Computing texvikeg, oupnepAapBavopévwy TwV
levetikwv AAyopiBuwv, Napouctaletal to mpoPAnua kot n oxediaon tou oAyopiBuou kabBwg Kot ot
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Baowkég mapdpetpol oxedlaong Tou, OMWG N AVATOPACTACH TOU KOL N OVTIKELUEVLK) CUVAPTNON TIOU
XpnoLluomoleitat.

Jtnv evotnta 0, meplypddovtal ot mpodlaypadEC Kal T TEXVIKA XAPAKTNPLOTIKG HE T omola
vomolBnke o Nevetikdg AAyoplBuoc. Meplocodtepa otolyelor uhomoinong mapatiBevral oto mapaptnua
A.

Jtnv evotnta 0, kataypddetal n Stadikacio Kal oL MAPAUETPOL TTOU XpnoLdomol)nkav amnd to
TPOYPAULLO, TO ATIOTEAECHATA Ao TG LETPAOELS Kal amo Tnv afloAdynaon tou alyopibuou.

Ztnv evotnta 0, e€ayovtal cupnepdopata kat culnteital evOEXOUEVOG EUMAOUTLONOG TNG TIOPOUCOG
TPOGCEYYLONG.

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv
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2. ZUOTAHATA AVIXVEUONG SIKTUAGKWYV £10B0AWYV

ZTnNv evOTNTA QUTH, YIVETOL L GUVOTITIKA TAPOUCLAoH TWV CUCTNHATWY avixveuong eLofoAwy, amo Tt
npoékue n avaykn Toug otnv umtodoun achalelag evdg opyaviopol Kol TOUG GTOXOUG TIOU TIPETIEL Val
€xouv otn oxeblaon kat uhomoinon toug. EmutAéoy, yivetal pa taflvounon Twv TEXVLKWVY aViXVEUONG
KOl TIPOUGOLATETAL TO HOVTEAD Kal N Bactkr Aeltoupytkry Sopn evog cUCTAMATOC aViXVEUONG SIKTUAKWY
eloBoAwv.

Ao v SnuLoupyia TG £VWoLog TG oUVEECLUOTNTOC UTTOAOYLOTWY, £L6NXON N £vvola TNG aodAAeLag
Twv SIKTuWV urtohoylotwv. Me tov 6po acdalela [3], opiletal:

e Mua Katdotaon n omola Sev €xel pioko 1 aloBnon amelAng
e Hmapeunodion tou piokou oG amehng
e H&8loddalion pa aiobnong epmotoolvng Kat BeBalotntag

Mo tnv aoddlelo os éva SIKTUO UTOAOYLOTIKWY CUOTNUATWY. n a.oddAslo meplypddetal and ta
MAPAKATW YopoKTtnplotikd [4]: epmoteutikotnta (confidentiality), - akepaltdtnta - (integrity) «kat
SlaBsopotnta (availability). H epmioteutikotnTa amoteAel TO XApaKTNPLOTIKO TO OO0 MPOCTATEVEL ThV
mAnpodopia mou petadidetal amd OAouUg, €KTOC QMO TOUC VOULPOUG OEKTEG TNG. H akepaltotnta
npootateVel TNV petadldopevn mAnpodopia amd ailloiwon amd un efovclodotnuévoug xpnotes. H
SlaBeouotnta mpootatelel TNV mMAnpodopia N T SIKTUAKEG UTINPECIEG AMO TPOCWPLVN N UOVLUN
oTEpPNON MAPOXNG.

AN BOOLKA XOPOKTNPLOTIKA 0TV aodalela Siktuwv elvat n otonoinon (authentication) kat n un
arnomnoinon gubuvng (non repudiation). H miotonoinon, emBeBalwvel TNV TOUTOTATA KLAG OVIOTNTAS I
™V mnyn (ag minpodopiag. H pn amomnoinon euBuvng €fachalilel 0Tl 0 KUPLOG ULOG EVEPYELAG, eV
pmopel va apvnBel peténetta OtL tn SLEMpate.

H oaduvauia Ttpnong Twv TOPAAvVW BACLKWV - XOPAKTNPLOTIKWY oodalelag, ekBETel T
UTIOAOYLOTIKA oUOTAMOTA €VOC SIKTUOU of  amellég.  Ma TNV Tpayuatonoinon Twv anellwv ol
emt®épevol mpoomabolv va ekKUeTAAAEUBOUV TNV aduvapia Tou mMPoRABs amd tn pn THpnon Twv
XOPOKTNPLOTIKWY ooPAAELOG A QIO TNV KOTAOTPOTAYNON TNG TOALTIKAC acddAelag pe okomd Tnv
npooPacn o mOpoug, MANPOPOPLEC N TNV MAPEUTIOSION TNG CWOTAG AELTOUPYLOG TOU SLKTUOU Kal TwV
UTIOAOYLOTIKWY GUCTNUATWYV TOU.

2.1. T gival Ta CUCTAHATA AViXVEUONS £E10BOAWY

Avixveuon eloBolwv. oe éva Siktuo [5], elvatl n Sladikacia tng mapakoAolBNoNG TwV YEYOVOTWY TOU
ouvpBaivouv oto &iktuo kat n avdluor Ttoug ywa ixvn elopolwv, mpoomabewwv SnAadn yla
KOTAOTPATYNON TWY TAPATIAVW XOPAKTNPLOTIKWY acdAlelag mou avadépbnkav.

Qg emnibeon [6], xapaktnpllOUUE. LA OUYKEKPLUEVN EKTEAECH €VOG oxeblou HE OKOMO va
npaypatonolnBel plo mpoomaBeta amelAng. Q¢ epyaleio eniBeong (attack tool) [7], xapaktnpiletal éva
OUTOUOTOTOLNUEVO TIPOYPOLIO, TO OTOLO €lval OXESLOOUEVO E OKOTO TNV mapaBiaon TnG MOALTIKAG
aodalelag evog ocuotnpatog. Mia etoBoAn (intrusion) eival pla emtuxnuévn enibeon n omoia Aaupavet
XWwpa KoL oKoTo €XeL Tt HNn eouctodotnuévn xpnon n tn doAodBopd mopwv tou Siktuou. AAAN
pocéyyLlon yla tnv €L0BoAr, ecwkAelovtag kat tnv €vvola tng emibeong éxel w¢ €€ng [8]: EloBoAn
opiletal kaBe oUvolo evepyewwv Tou Tpoomabolv va SlaBfAAAouv TNV AKEPALOTNTA, TNV
EUMLOTEUTIKOTNTA 1 TN SlaBeoipuotnta evdg UTTOAOYLOTIKOU TtOpou. JUVEMWG KaBe emiBeon umopel va
BewpnBel kal we elofoln, avetdptnta and Tnv enttuyxia n amotuyia Tng.

Mua emiBeon ot éva Siktuo, umopel va cupPel eite ano efwteplkoUg MAPAYOVTEG, OL omolol Sev
€xouv efoualodoTnaon yla tn Xpnon twv mopwv tou SKTUoU, eite amd e0wWTEPLKOUG TTOPAYOVTEG, OL
omoiol €xouv Slkalwpata TpocBacng, MAPOAA AUTA EMIXELPOUV VA KOTOOTPATNYNOOUV TNV TIOALTIKN
aodaAelag Tou diktuou.

Mo thv aodalela evog Siktvou, urtdpxouv Sladopa epyaleia mpootaciag. Ta Bacikdtepa amod autd
elvat o éleyxog mpooPaong (access control), To Aoylouikd mpootaciag anod loug (antivirus software), kat
ta avaywuata mpootaciag (firewalls). Epeuveg [9], [10], [11], [12] €xouv beifel 6Tl Ta cuothuaTa
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avixveuong eloBoAwv elval péoa OTLG TPWTEG ETUAOYEG TEXVOAOYLWY aoPAAELAG TTIOU XPNOLUOTOLOUV Ol
opyaviopot (Mivakag 1).

2008 2006 2005 2004

Antivirus 97% 97% 96% 99%
Firewalls 94% 98% 97% 98%
Intrusion Detection 69% 69% 72% 68%
Systems

Mivakag 1: MoocooT6 TEXVOAoyIwV ao@dAeiag TTou Xpnoigotroinénkayv amré opyaviopoug [9], [10],
[11], [12]

2.2. Adyol XpRong ocuoTnHAarwy avixveuong eiofoAwy

AUo onpavtikd mAeovektipata TG achdaAelag Siktiwv pmopouv va BswpnBolv n opatdéTnTA KAl O
EAeyxoc [13]. O éAeyxog mopéxetol péco omd ta avaywpate oacdaleiac (firewalls) amo Aloteg
npocBacng otoug dpopoloynteg Kat GAAoug Tpomouc. O €AeyX0C OUGCLOOTIKA €ival n vAomoinon Tng
TIOALTIKNG aodalelag ald cuxvd Aoyo avBpwrivou mapdyovta, TPUMEG aodAAELAG TAPAPEVOUV OTNV
ToALTIkN. H opatdtnta, mou éva olotnua avixveuong SIKTuakwy emBécewyv Umopel va MpoodEépel,
ETUTPEMEL TNV avayvwplon TETowwv eunabswwv kal Slvel tnv amapaitntn mAnpodopia ywa tnv
TIAPARETPOTIONON TWV CUCTNUATWY EAEYXOU avtioTtolya. Ma mapadelypa [14], éva cuoThUA avixveuong
SIKTuaKwY £Ll0BOAWYV eival tomoBetnpévo £€w amod To avaxwua achaleiag evog Siktuou opyaviouou.
Kdrmola otiyun, To cUoTnua evepyomolel éva cuvayeppo 6TL Stddopeg untnpeoiec BoAlbookomouvTal Kat
oL omoie¢ Opwg €xouv AdN amotpamel amo To avaxwua acdaisiag. Evag éumelpog SLOXELPLOTAC
BoAlbookorei o i610¢ woTe va eAEYEEL TTOLEG UTTNPECLEC O TTOLOL UTTOAOYLOTIKAL [INXOVA AT UTTAPXOUV LE
eundBeLa kat avakaAumntel Stadopa amo autd. MapdAo mou Ta UTTOAOYLOTIKA cuoTHaTA SEV EKTEONKAV
oe kivbuvo, n aodpalela SktUOU TOU OPYaVIOMOU PBeAtiwdnke, kabBwg To cUOTNHA aAviXxveuong
Siktuakwv eloBoAwv Tapeixe opatotnta oe mbavr) amelAr. EmutpocBeta, to avayxwpa achoalieiag
umnopei va mpootdteuce tnv enibson amnd tov £€w KOopo, Ouwg dev Ba pmopouoe va epnodiocsl Tnv
EKUETAAEUON TWV €UTIOBWY UTINPECLWY ATIO TO E0WTEPLKO SikTUO N amo petadoon pe SladopeTikolg
TpoOmou¢ (.. e-mail).

‘Evag AAAOG onpaAvVTIKOE AOyoG TIoU KAVEL TNV UTapén avoyxwuatwy achaleiag pn emapkr and povn
¢ [15], elval kal ta mpoypappatiotika Aadn (bugs) twv dtadopwv MpoypaUUATWY TTOU XPNOLUOTIOLEL
€VaC OpYaVIOUOG KoL TO - omola - Ymopel va. KataAnyouv o€ mpoPAnpa  aocddalelag. TEtola
TIPOYPAUUATIOTIKA. AABN Umopel va UMAPXOUV €ite Ot £€va AELTOUPYIKO OUOTNUO, €ite oe évav
efunnpetntn SladiktUou, site kol oto (610 To avaywpa acdpdalelag. XapaKkTnpLoTKO mapadelypa ivat
€V0l TIPOYPAUUOTLOTIKO AABOC TOU TPOYPANMATOC EUTINPETNTA Tou Microsoft to Internet Information
Server (1IS), to omoio avakaAUpOnke to 1997 Kol UmopoUOoE KATIOLOG ME UIKPR TpooTtdBela va oTeilel
pla oAU peyaAn StevBuven (URL) kal o eumnpetnthg va KOARoeL. AuTO sival €va XapaKTNPLOTLKO
napadelypo anod to -onoio n unapén mpwtou emunédou acdpalelag (m.y. avaywpata achaAelag) dev
elval mavrta eMopPKAG.

ATO TO. MAPATIAVW, TIPOKUTITEL OTL N TOALTIKI) aodAAElaG UMOpPeL va evioXuBel pe Tn Xprion evog
OUCTNMOTOG avixveuong eloBoAwv. Elval yeyovog akopa, Twg n avaluon yla aocuvrBLoteg
Spaotnplotnteg oto SikTuo yévvnaoe Kal Tnv idla tnv o€a yla cuotnuata avixveuong slcfolwv [16].
EmunpooBeta, n aviyveuon elofoAwv mailel Baolkd poAo Kal otnv eyKAnUATOAOYLKA £peuva, KaBwg n
Kataypodr Tou LOTOPLKOU- CUCTNUATWY OVIXVEUGNG ELOBOAWV £XOUV KOTA KaLpoug XxpnoLlpomnotlndel wg
anodeIKTIKA otolxela og avtidikieg [17].

Ot Adyol yla TNV EMTAKTIKN XPrion cuoTNUATWY aviyveuong elofoAwv pmopet va cuvolotouv ota
mapakatw [5]:

e AvootaAtikn dpacn, HEow TNG avénong tou piokou amokaAuPng katl emiBoAng TlHwplag
otoug entidofouc eloBoAelg tou el6ANwE Ba mapékaumnrav ) Ba mapapialav tnv achaiela
TOU GUCTAMATOG.
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e H aviyveuon kal n OVTHETWTILON amelAwv oL omnoiegc dev mpoAappavovral and ta Aoutd
ouothuata achaAelag.

e H aviyveuon Kal n OVTLETWIILON EVEPYELWV TIOU TPONYyoUVTOL LaG MIBe0NG OMWG QUTEG
NG BOALSOOKOTNONG TOU CUCTAMATOG Yo eUTtABELEG Kal AAAEG SpaotnpLotnteg (“doorknob
rattling” activities).

e Hkataypadn Kol TEKUNPLWON TwV UTAPXOVIWVY ATIEINWV OE £VaV 0PYAVIOUO

e H &paon wg epyaleio eAéyxou molotnTaC TG oxedlaong kat dtaxeiplong achaAelag o€ Eva,
€L6LKA LEYANO, OPYQAVIOUO.

e Hmapoxn xpnowng mAnpodopiag oxeTika Ue TI§ LoBoAEG Tou AapBavouy xwpa oto Siktuo,
eTuTpENMOVTAg TNV PeAtwwpévn Sldyvwon, avakopn kat Sopbwon twv altiwv Tmou
Snuolpynoav TNV L0BOAR.

2.3. ZT1O)XO0!I EVOG OUOTAHATOG AViXVEUONG £10B0AWV

O Baotkdg otdX0G evOg cUOTAUATOS avixveuong eloBoAwv gival n Slakplon PeTa€d TWV Un embupntwy
Kal eEMBLUNTWVY EVEPYELWY OF £va cuotnua A Siktuo. Juvenwc [18], éva clotnua avixveuong etofolwv
pmopetl va xapaktnplotel wg éva cuotnpa tagwvountig (classifier), To omoio avallel tnv cupmnepipopad
€VOC OUOTNUOTOG N TA YeyovoTa ToU GUMPaivouv oto cUCTNHO KOl va ovayvwploel tnv poxbnen
ouumnepLdopd EVOVTL TWV UTIOAOIMWY CUUTEPLPOPWV. ITO TTAPAKATW oxXAua (Zxnua 1), anekoviletal to
HOVTEAO €VOC CUOTAMATOG avixveuong elofolwv. wg éva povtélo tagvopnong (Classification Model)
[19].

detection system nonself
",

false positives

IyxAua 1: H avixveuon eioBoAwv wg éva clotnua Tagivountn (classifier) [19]

3TO OXNMO QUTO, TO OKLAOUEVO KOWMUATL XOPOKTNPL(EL TNV KAVOVIKI CUUTIEPLPOPA TOU CUCTIUATOC
(self) evw O0Ao to umolouto tnv un amodektny cuumnepidpopd. Eva clotnua avixveuong elofoiwv
nipoonaBel va oploel TNV TEPLOXN UETAEY TwV CUUMEPLPOpWY auTtwy (Slakekoppévn ypauun). Omou
OTIOTUYXAVEL VO QVOyVWPIOEL TG KOVOVIKEG oUUTEpLdOpPEG, Tapdyel AavBaouéva BOetika (false
positives), €vw OmMOU QTMOTUYXAVEL VA QVOYVWPIOEL TIC HUN amodekTtéC oupmepldpopeg, TapayeL
AavBacuéva apvntika (false negatives).

Ol otd)0L EVOG cuoTAUATOC aviyveuong Siktuakwy elofoAwyv, cuvoyilovtal ota mapakdtw [7]:

e Noa aviyveUel peydlou eUpoug €loBoAEC, KABWG UTIAPXEL AVAyKN YLOL EVIOTLOUO TOOO
YVWOTWY, 660 Kol AyvwoTtwv eloBoAwv. Ot eloBOAEC QUTEG UTTOPEL va TpoEp)ovTaL gite amod
To €€WTEPLKO TOU SLKTUOU, ELTE OO TO ECWTEPLKO.

e Na aviyveUel éykolpa TIG ELOBOAEC, OXL LE TNV €VVOLA TOU TIPAYHOTIKOU XpOVou, dAAG UE TNV
€vvola tTnN¢ avakaAuPng piag etloBoAng og ebAoyo XPoVvikd SlaoTnua.
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e Na mapouotdlel tnv avaiucon pe arAf Kot eUKkoAa avTAnmeA popdn kot n Siemadn pe To
Slaxelplot) acddAelag va eival amAn Katl katavontr. H amAotnta tg avaluong €xeL Kot
KAToLo 6plo, KaBwg MOAAEG amd Tig eLoBoAEG Sev elval mavia t1ooo cadelg wg mpog tn doun
TOUG.

e Na eival akpBig, kabwg eival evoxAnTKO yla TOUG XPrOTEG TOU CUCTIMOTOG VA €XOUV
npoBAnuata atn xprion tou Aavbaouévwy Betikwy (false positives), evw amo tv GAAn eivat
emkivéuvo va pnv avayvwpilel tg emBéoelg (false negatives).

Juvoyilovtag, €va cUoTnUa avixveuonc eL0BOAWY TIPEMEL VA EYLOTOMOLEL TO TTOCOOTO AVIXVEUGNC
€loBOAWV Kol va €AaXLOTOTOLEL TO TMOCOOTO AavOACUEVWY APVNTIKWY ELOOTIOLOEWY, VA EXEL KaAn
QTOKPLON 0TNV AVAAUCH TWV OTOLXELWV TIPOC AVIXVEUOH KOl va. Elval AELTOUPYLKA KATOVONTO.

2.4. Tadivopnon ouoTHUHATWY aviXveuong £10foAwyv

H avixveuon swofoAwv Stakpivetal oe VU0 KUPLEG Katnyopleg cUpdpwva e TNV gpyacia tng Denning
[20]: Tnv avixveuon avwpaAlwv (anomaly detection) kat otnv avixveuon umoypadng (signature
detection) n omoia mo cuxva avadépetal wg aviyvevon katdypnong (misuse detection).

2.4.1. Avixveuon avwpaAiwyv (Anomaly detection)

H avixvevon avwpoAiwv Baciletal otnv otatiotikh anokAlon amd tnv ducloloyikr cupumnepldopd yLa
Vv avixveuon acuvrBlotng cupmnepidopdg. H Baon yLa tnv pucLoloyikr cupnepldopd TOU CUCTHHATOG
yivetal pe Bdaon tnv avaluon LOTOPKWY OTolXelwv. H avaAuon auth €lval kat n mpwtn $acn evog
oUOoTAMATOG Tou BaolleTal o€ AUTO TO HOVIEAO yla avixveuon- elcBoAwv n omola ovopdletal Kot
ekmaidevon. H 6sUtepn dpdon ouolaotikd eivat n edpappoyn os vea Sedopéva.

BaolKO TAEOVEKTNLOL TOU TAPATIAVW MOVIEAOU €lval N LKAVOTNTOA QVIXVEUONG VEWV I AYyVWOTWY
emOéoewy, BaclllOpevn otnV amdKALON TOU cUCTAATOG artd TtV Ppucloloyikn cupnepldopd. Emiong n
npocéyyLon autn Slvel Tnv SuvatdtnTa avayvwplong mapdpacng tng MOALTIKNG aodalelag n omnoia dev
propei evkola va kwdLkoroln Osl.

MELOVEKTN LA TOU LOVTEAQU aUTOU. Elval TO YEYOVOG OTL QVIXVEVUEL AouVABLOTN cuUMEPLdOPA Kal OXL
anopaitnTta amayopeupévn. Autd €xel WG amotéAecpa tnv mibavotnta auénuévwv AavBaouévwy
Betkwv poeldomnolnocwy (false positives alerts) yia yeyovota ta omolia eivat ¢pucLloloyikad, anokAivouv
OpWG ard TNV KOTAyEYPAUUEVN GUGLOAOYLKN SUVALKN TOU cuoTAaToC. Opoiwg, eMBE0ELC TwY OMolwV
1O anmoTUNWA Toug Baoiletal oe auTo TNG GUOLOAOYIKNG cupuTiepldopdg, dev Ba aviyveuBel.

Mot TNV QVTLHETWTILON TWV TTOPATAVW, TO CUOTN O EKTALOEVETAL O TAKTA XPOVIKA SlaoThpaTa ano
T 6eSopéva mou- Kataypdadovtal WOoTE va evnUEPWVETAL KABs dopda n ducloloyikr) cupnepldopad.
Auto BéBala eival xpovoPopo kal amaltel KaAr) avAAUCH TWV KOTOYEYPAUUEVWY OTOLXElWV amo To
Siktuo.

H aviyveuon avwpaAlwy, avaloya pe tn péBodo uAomoinong, umopet va katnyoplomolnBel otig €€n¢
TPELG [21]:

e - Avixyveuon avwpaAlwy Pe BAon oTaTloTkEG ueBOSouc,
e Aviyveuon avwpaAlwy Pe BAcn T UNXAVIKA Labnong,
e - Avixveuon avwpallwy pe Baon tnv e€opuén dedopévwy.

MoAU cuvA OTNV MPAYHATIKOTNTA XPNOLLOTOLE(TAL CUVOUAOUOC TWV TTAPATIAVW TEXVIKWY, £TOL WOTE
va PoKUTTouV UBPLSIKA cUCTAUATA aVviXVELONG OVWHUAALWY.

2.4.2. Aviyveuon karaxpnong (Misuse detection)

H avixveuon katdypnong Baciletal otnv kwdLkomoinon yvwotwyv Podil ek Twv Mpotépwv otn Baon
Sebopévwy Tou cuothpatog aviyveuong. Xpnowomowwvtag npodih yvwotwy el6BoAwWY UTOpEL HECW
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oLyKPLONG aAGaPLOUNTIKWY I avayvwplon poTuntwy (string or pattern matching), va avayvwplon twv
eloBoAwv.

To TIAEOVEKTNHA TOU MOVTEAOU OUTOU £lval N LKAVOTNTO TOU va aVIXVEUEL HE OKpiBELd YVWPLUES
emO£oelc. Baolkd OpwC PELOVEKTNMA gival n aduvapio avayvwpLong VEwY 1 Ayvwotwv eloBoAwv tou
8ev unapyouv otn GUAAOYN LE TIG UTIAPXOUOEG.

Mo TNV OVTLETWIILON TOU YEYOVOTOC aUToU, n GUAAOYA UE TIC €LOPOAEC EVNUEPWVETAL OE TOKTA
XPOVIKA Slactrpata Ue VEES eloBoAEG. H Stadikaoia auth xpeldleTal mPOoCeKTIKY avaluon Tou SIKTUou
Kal prmopei va eival xpovoBdpa f va €xeL KOOTOG, oTNV MEPIMTWON TMoU ayopalovial VEEG AOTEG Ue
€loBOAEG amd mpounBeuth.

Mapoha autd n aviyveuon Kataxpnong amoteAel TNV O EUPEWC XPNOLUOTOLOVEVN TEXVIKN OTa
ouoTthuata avixveuong eloBolwv. Evag AOyog yla autd eilval Kot To AOYLOUIKO avixveuong eloBoiwv
Snort [22], To omolo StatiBetal eAevBepa.

H avixveuon katdxpnong, avaloya pe tn péBodo ulomoinong tng, Unopel va tafvopunBei otig €€Ag
TPELC KUPLEC KaTtnyopieg [23]:

e Aviyveuon Kataxpnong He Xpron EUMELPWY CUOTNUATWY,
e Aviyveuon kataxpnong pe pebodoug avayvwpLleng mpoTuTiwy,

e Aviyveuon katdaxpnong pe pebddoug avaAuong LETARAoNG KATAOTACEWV.

2.4.3. Avixveuon pe Baon mpodiaypagég (Specification-based detection)

Mua mpoodatn katnyopia aviyveuong sivat n aviyveuon pe Baon npodiaypadég [24]. To poviéAo auto
eival mapdpoLo Pe auTO TG AVIXVEUONC AVWHAALWY 0TOo 6,TL Kal ta §U0 HoVTEAQ aviXVEUOUV amOKALOELG
anod autod mou Bewpeital pucloloykd. H Sladopd Toug €yKelTal 0To OTL 0TV OVIXVEUGH OVWUOALWY
ipayUatonoleital ekmaideuon cuvnBWES Ke KATIOLO TEXVIKT INXAVLKNG EKLABNGONG, EVW 0TV avixveuon
npodlaypadwv PBaociletal oe xelpokivnteg mpodlaypadec oL omoieg meplypddouv TG HUGCLONOYIKEG
ouumnEepLdOPEG TOU CUCTHHATOG,.

To mAeovéktnua otn néBodo auth eival n amoduyn opkeTwv AavBaopuévwy BeTtikwy aAAd amod thv
AAAN N XElpokivntn mapapeTpomnoinon Twv npodtaypadwv arnopaivel apketd xpovoBopa [25].

2.5. MovTtéAo CUOCTNHATWYV aViXVEUONS £10ROAWYV

‘Eva YevIKO HOVTEAO yLo-TNV avixveuohn eloBoAwv elonxOn apxikd amd tnv Dorothy Denning [20] kat to
LOVTENO auTO cuveXilel va LoXUEL KAL CUEPA OAV YEVIKOTEPN TIPOCEYYLON EVOG UNXOVIOUOU avixveuong
elofoAwv [15].

To MOVTEAO QUTO (IxNUa 2) €XeL TPELC PAOCLIKEG OUVLOTWOEG, TOv Snuloupyd cupBaviwv (event
generator), to. mpodil Spaoctnplotnrac. (activity profile) kat tn ouAloyn kavovwv (rule set). O
SnUloupyog cupBavtwy amoteAel To UECO Ao To omolo tpododotouvtal dedopéva wote va Tapaydel
mAnpodopia yla tn SpactnpLotnto nou cupBaivel. Ta Sedopéva autd nmpogpyovtal and nmAnbog eldwv
kataypodng, ixvn kataypadbnc amno AETOUPYLKA CUCTHUATA, amno kataypadr Tng kivnong tou Siktvou,
oo ebapproyEC AOYLOULIKOU Kol amo aAAa cuoThpata aopodeiog OnwG ano avaywpoto achAAsLlag Kal
Aloteg mpooBaonc.
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Ixeblaon véwv

noodid
MNpodiA
Spaotnplotntag
AWHLO}JPVOQ Evnuépwon 4 Anpoupyia
ouppaviwy KOTAOTOONG KOVOVWV
nipodil v €oBohig
Txvn apxeiwv kataypadrg, JuM\oyn and
SIKTUAKA TIOKETA, apyEiaL Kavoveg /
kataypadng ehappoywv UNXAVLOUAG
avixveuo
X ne Ixeblaon véwv Kat
Tpomomnoinon
UTIAPXOVTWV
P KAVOVWV

poAOL |

ZyxAua 2: ‘Eva yeviké povrélo avixveuong eicBoAwv

H ouA\oyr amod Kavoveg ival 0 NXAVIOOG TTOU OUGCLAOTIKA TTOPAYEL CUUTTEPACHATA YLO TO AV HLaL
€loBoAn €xeL AdBeL xwpa A OXL. 2T cuvioTwoa auth, Bewpeital otL AapPadvel xwpa n avalvon pe Bdon
LLOVTEAQ, OTATLOTIKA OTOLXEla, TPOTUTIA KAl omola aAn pebodoloyia €xel uhomolnBel yLa Tnv avixveuon
elofoAwv.

To mpodih OSpaoctnpldtnTtag eilvalt - n ouviotwoa n omola dlatnpel TtV Katdotaon Tou
ouothpatog/Siktiou mou TmapakolouBeital. Tpododoteitat amd to Snuloupyd cUPBAVTWY KoL
avahoya, oAAGZeL TIG LeTaBANTEG TTOU cuvIoToUV TO Tipodil tou Siktuou. To mpodil Spactnoplétntag
oAAalel emiong petaBAntég tou mpodiAd, pe Baocn tnv TpododoTnon Tou EXEL AMO TO MNXOVIOUO
avixveuong, avaloya UE TIG EVEPYELEG TIOU O LNXOVLOHOC OVIXVEUONG ETILTEAEL.

To poAdL, WG CLUVIOTWOA AVIUTPOCWIEUEL TO XPOVIKO Sldotnua oto omoio Ba unmodelkvUeTal oto
HNXOVLIOUO QVIXVEUONG YLa TNV EKTTALSELON KaL TNV LBV Mapaywyn VEWV KOVOVWV.

Kabe cuvictwoa, avaloya pe Tnv. UAomolnon umopet va tonoBetnbel oe SladopeTikd onpela oto
Siktuo mou mapakoAouBeitat.

3T0 IXAMA 3, TAPOUCLATETOL [LOL TIPOCEYYLON EVOG GUYXPOVOU GUGCTAUATOG aVIXVEUONG SIKTUAKWVY
€loBoOAWV Kal n. TomoBETnon Tou ota mAaiola evog SlKTUOU Ot cuvepyooia pe AAMa cuothpata
aoddalelag. Ol OUVIOTWOEG TOU MOVIEAOU aQUTOU €ival to Movtého cuoxétiong makeétwv (Packet
Association Model), o Mupnvag Zuoxétiong kot Avixveuong cuppavtwv (Event Correlation and Detection
Core) kat pta Stemadn xpriotn (Graphical User Interface — GUI).

To UOVTEAO GUGCXETLONG TAKETWVY aAmMOKOAE(TAl KOl WG OLoONTAPOC TOU GUOTAMATOG QVixveuong
eloBoAwv. Ze peydAeg epappoyEg, ouvhnBwg Slabétel Suvatotnteg emefepyaoiag Katl Umopel va ektelel
ano PpAtpaplopa Kot e€aywyn LETadeSoUEVWY EwWC TTOAUTIAOKEC OTATLOTIKEG AVAAUCELC.

O TUpNVOC OCUCYETIONG Kal Ovixveuong OUPPBAVIWV OUGCLOOTIKA amoTeAel TN GUA\OYn Twv
TAPAYOUEVWY CUOXETIOEWV TTAKETWVY S£60UEVWY (KAVOVEG).

H Slemadn He To XPAOTN, OUCLOOTIKA LE TO Slaxelplot) aodaAeLag, apexel cuvnOBwG e ypadLko
TPOTO, TNV ££060 TWV AMOTEAECUATWY KL TWV YEYOVOTWY TOU CUCTAUATOG avixveuong amd moAAamAd
onueia.
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MNwpyog XpuocoAwpdg
H emkowwvia petafd twv unocuotnudatwy (P4, P,) yivetal pe Stddpopa mpwtokoAAa entkowvwviag. H
€MIKOWWVIO PETAED TMUPAVA KAl LOVIEAOU GUOXETLONG TIAKETWV yivetal ouvnBwg pe Baon to SNMP
nipwtokoAlo (Simple Network Management Protocol), evw n enkowvwvia petagy muprivo cUCXETLONG -
aviyveuong cupBaviwy kot Twv Stemadwv xprotn pe Stadiktuakd mpwtdkoAAa (HTTP) ) mpwtokoAa
TCP (Transmission Control Protocol).

thworkline -
!\ a ° Q - 2 > a ® o . O
- ‘;‘
Packet Packet
association association
model model
P P
Event
correlation and
(core)
o Pl P
[Router f—*[ ][ ]
Sl eul

IxAua 3: Mia Tpooéyyion evog oUyXPOVOU CUCTAHOTOG aViXVeEuong SIKTUGKWYV €1080AwV [13]
‘Ocov adopd otnv emikowvwvia pe tpita cuothuata aodaleiog (P;), autn e€aptdtal cuvABwg amd
TOUG TpoUNBeUTEC cuoTnUdTtwy aoddAelog (avaxwpata achoaleiag, Spopoloyntég, Aloteg eAéyxou
npocBaong K.a.) kot unopet va elvat Stadopwy TUTWV.
To mapanmdvw HovTéNo pnopsei va ekdpactel 60ov apopd OTIG AEITOUPYIKEG TOU OUVIOTWOEG OTIWE TO
Ixnuo 4 [26].

Configuration '
data

Systemn
security
officer
Audit Audit Processing
B collection storage {detection)
Active/processing
data '

Active intrusion response

IxAHa 4: AeITOoupyIKd OTOIXEIO EVOG TUTTIKOU OCUCTAMATOG aViXVEUONG €I0BOAWYV [26]

To KEVTIPKO ONUELO TOU ocuothpatog sival n emnefepyoaocia/aviyvevon (Processing/detection). n
enefepyaoia/aviyvevon tpododoteital and 1o cuotnua Pe Ta Slddopa yeyovota mou cuppaivouv
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(Audit collection, Audit Storage). Emiong, tpododoteitar amd ta Sedopéva TAPAUETPOMOLNONG
(Configuration data) aAAd kot and mpotuna Sedopéva (Reference data). Autd pe tn Oepd TOUG
kaBopilovral kat eAéyxovtal amd tov SLaXeLPLoT aoddAelag tou cuothuatog/Siktuou. H enegepyaocia
eniong, xpelaletar éva eidoug evdlapeong amobrikeuong (cache) ywa ta Sebopéva mou €xel va
enefepyaotel (Active/processing data).

H €€o8o¢ amd tnv enegepyaocia/avixveuon ouvnBwg €xeL tn popdn UL mpoeldomoineng n omoia
petadidetal adevog pev oTov SLAaXELPLOTH A0DAAELAG WOTE VA KAVEL EVEPYELEG, adeTEPOU B UMOpEL va
Spa autovopa oto SIKTUO KoL Vo EKTEAEL OPLOUEVEG AUTOLOTOTIOLNLEVEG EVEPYELEG. ZTNV TIEPLTTTWON TTOU
Spa autdvopa to cUoTNUA UMopel va ekdpaoTel wg CUVSUVAGUOE aViXVEUONG Kol ATIOTPOTING ELGBOAWV
(Intrusion detection and prevention).
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3. N'eveTikoi AAyopiOpol

2TNV €VOTNTA QUTH, YIVETAL [LO. GUVOTITIKN TTApoUcioon Twy YEVETIKWY aAyopiBuwy, EekvwyvTag ano tov
MPocdloplopd Toug, tnv Tpoéleucn Ttoug, TNV £€EAE Toug, To medio edapuUOYAC TOUG, TA
XOPOKTNPLOTIKA TOUG OAAG KOl TO TIAEOVEKTALATA TOUG O OXEON LE TIC GAAeC HeBGSouG, KabBwg Kal ylati
SouAelouv cwotd alAd Kol Told sival to TTPOBARUOTA TOUG KAl yla TIolo AOyo Toug €XeL aoKnOel
KPLTLKN. ZTO TEAOG yiVETAL KaL pia cUVTopn avadopd oe BaolkéG epapUoyES TwV MEVETIKWY AAyoplBuwv.

3.1. Eicaywyn - Ti gival o1 F'eveTikoi AAyopiOpol

Tig teleutaieg tpelg bekaetieg, To evdladEpov TNG EPEUVNTIKAC KOL EMLOTNUOVIKAG KOWWOTNTOC
napouaotdlel éva auvéavouevo evdladépov yla evaAlakTikéG peBodoug emiluong mpoPAnudatwy. Mua
arno Ti¢ Baoikég attieg ival n aduvapia mou mapouotdlouv ol KAaootkég péBodot yia emiluon peydlou
apBuol mpoPAnudtwy kot ta omoia mpoPAfpata Sev prnopolv mavta va Eemepactoly Pe UBPLEIKES
HeBOSoug N TOANEC PopEG oL UPBPLOIKEG LEBOSOL elval un amodoTikéG. Eniong, GAAn pa attia eivat kat n
napoucioon oloéva kat SUCKOAOTEPWVY TPORANUATWY, YEYOVOG TO OTIOLO KAVEL EMLTOKTLIKN TNV AvVAyKN
yla e€elpeon vEwv peBodwv avalntnong kot eniluong avtwv. Al Thv. dAAn, o oToX0G TNG SnuLloupyiag
TeEXvNTAG euduiog umApxe amd tnv apxfi the dnuoupyiag tou umoloyitoth [27]. MoAlol amd Toug
MPWTOUC ETLOTAMOVEC Omw¢ o Alan Turing, o John von Neumann kat dAAot mpoomaBoloav va
EUMAOUTIOOUV TA TIPOYPAUUATA KOl TIG KOTAOKEUEC TOUG e suduia aAld KoL PE TNV LKAvOTNTO Vo
paBaivouv kat va mpooapudlovtal avahoya pe to medio Spdong toug. Q¢ £k tolutou, amd vwpig
otpadnke to evbladépov, MPoOg TN HovteAlomolnon Tou eykepdlou, TN Hignon g avBpwrivng
€KMAONONG KaL TNV mpocopoiwon tng BloAoyikng e€EAENG. AuTol oL TpeLg otoxol e€eAixOnkav avtiotolya
ota nedla Twv Neupwvikwv AKTUWY, TNV Mnxovikny. EKLABnong KoL oe auTo MoU OrEPA OVOUALOULE
E€eAkTikO Mpoypappatiopo (Evolutionary Computation), xapaktnpLloTikd mapddelypa Tou omolou givat
ol Mevetikol AAyépLBpol.

3.1.1. H Oswpia Tng E§EAISNG Twv EISwyv

H Bewplia tng EEEALENC Twv ESwv (Evolution of Species) avamtyxBnke oto péoa tou 19°° awwva omd tov
AapBivo. Madl pe tnv datunwon) tng nebe Kat éva KU avactatwaong kabwg n pthocodia tng epxotav
o€ OUYKPOUON HE TIG ETLKPATOUCEC OpnoKeUTIKEG TEMOLONOELG yla TNV TpoéAeuaon tng {wng. Tov
enmoOpevo awwva, n Bswpla Apxloe va yivetal amodekty amd €va eupld GACUO TNG EMLOTNUOVLKAG
Kowotntag, Kabwe n Bewplo £61ve IKAVOTIOLNTIKEG amavtioslg oe Bepehlwdn epwtipata [28]. O okomog
¢ Beswpiag tou AapPivou eival va gpunveloel tnv MpoéAeucn Kal T Paolkég Asltoupyieg Tou
dawopévou g wng. Ta KuplOTEPA OTOlXEla TNG, Ta omoia oxetilovtal Kol AYECA HE TOV TPOTO
Aettoupyiag twv Fevetikwv. AAyopiBuwy ival to mopokaTtw:

e  A&ev UTTAPXEL QVTIKELUEVIKN BACN SLOXWPLOMOU TwV {WVTAVWY OPYAVIOUWY O AVWTEPOUG
Kal KaTwtepous (6oov adopd to iblo Bloloykd €idog Omwe Y. 0 AvBpwroc). Ie KABe
Bloloyikd eibog, oplopéva atopo adrvouv TEPLOCOTEPOUC QIMOYOVOUC CE OXECN HE Ta
UTIOAOUTO.  OUVEMWG . T  KANPOSOTOUHEVA ~ XOPOKTNPLOTIKA TWV  OVATOPAYWYLKA
EMTUXNUEVWYV. OTOUWV Yivovtal MeEPLOoOTEPA OTNV €MOevn yevid. Ou duokoAieg kal ta
eunodla. tou mepBaArlovtog eival oL mapdyovteg mou kaBopilouv molol amd Toug
opyaviopoug Ba katopbwoouv va emiPiwoouv Kal va moAamAaclaotoly. EToL Kal ot
opyaviopol- aAAGIOUV TO XOPAKTNPLOTIKA TOUG TPOoTaBwWwvTag va TPooappocTtoly, £Tol
WOTE VA EMPBLWOOoUV.

e H oMoy TOU EMEPXETAL OTA XAPOAKINPLOTIKA TWV OPYyaVvVIoUWYV, €ival oAlayn ota
XPWUOOWUATA TOuG (chromosomes), mou eival TOAUTAOKO OpPyavikd MOpLa  TIOU
KwS8LKOTIoloUV T S0UNA KaL TA XAPAKTNPLOTLKA TOUG. AUTA, HE TN OElpA TOUG, amoteAolvTal
anmo UIKpOTEPA UEPN, TA povidia (genes), evw To cUVOAO Tng mAnpodoplag mou elval
Kw8LKoTolnévo ota yovidla ovopdletal yovoturmog (genotype). H Snuloupyla evog véou
opyoviopol avilotolxel otnv amokwdikomoinon Twv XpwHoowHdtwyv. To oUvolo Twv
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«OPATWV» XOPAKTNPLOTIKWY (TL.X. XPWHA LATWV) Kot n cupnepidopd (.. e§umvada) evog
opyaviopoU amnoteAolV Tov @atvotumo (phenotype).

e O kuplopxeg Aettoupyieg tou dawopévou NG €§EAENG elval n - avamapaywyn
(reproduction) kat n pet@Aa&n (mutation). Itn petahaén cuppaivel n. tuxaio alkayn tng
SoUNG TWV XpWHOOWUATWY gite amod AavBacuévn aviiypadn Bloloykwv. poplwv £ite amd
efwyeveic mapayovteg (m.x. aktwoBolia). H petdAloén oplopéveg. dopEG,  UMOPEL va
TIPOKOAEDEL BEATIWON OTA XOPAKTNPLOTIKA €VOG OPYAVLOHOU KOL VO IMOTEAECEL TTapAyovTa
Betikng €€AENG TNG LwNG.

e [lpoidv tng avamapaywyng eivat évag véog opyaviopds, Ta XPWHOCWHATA TOU omoiou
aroteAoUvTal amno yovidla Tou MPOEPXOVTaL Ta ULOA oo TOV. TTOTEPA KAL TA LOA Ao T
pUntépa, dnAadn yla KABe XopaKTNPELOTIKO, TO VEO dtouo Ba €xel mApel €va yovidlo amo
KaBe yovéa. Autd mou cuppaivel yia ta duo yovisSia eival eite va cupdwvouv wg mpog tnv
«TLUN» TIou Ba SWCOUV GTO XAPAKTNPLOTIKO (TL.X. Kot Ta U0 YaAAllo XpWHa, LaTlwy), ElTE va
KN oURGWVOUV. ITNV TEAEUTALA TIEPUTTWOT, KUPLAPXEL N «TLLA» TOU EVOG KAl AyVOELTAL TOU
aMou, oAAG KalL Tou AAOU UTopel va TMEPACEL O EMOWEVEG YeEVIEG. To yoviblo Tou
kKaBopilel TEAIKA TO XAPAKINPLOTIKO Afyetal emkpatéc (dominant) kat to GAAO
umoAewmouevo (recessive). Ta yovibia mou SlekSikouv tyv (Sla Béon o éva xpwudowua
(eivat kat Ta Suo umelBuva yLa To 610 xapakTnpLoTtikd) Aéyovtal aAAnAduopea (alleles).

3.1.2. H yéveon Twv lMeveTikwyv AAyopiOpwyv

'OAn n phoocodia tng Bewploag eEEAENC TwV E6WYV, 0 UNXAVLOPOG SnAadK TG GUCIKAC eTAoyNG, dAavnKe
evbladépov otov John Holland, o omoilog padll (e TOUG CUVEPYATEG TOU amod To [MOVETLOTAULO TOU
Michigan avémtuge toug Mevetikoug AAyopLlOpoug oTic apxec tou 1970 [29]. O otdxog tnG £PeUVAg Tou
OTO QAVTIKE(PEVO auTo Atav SUTAGC: AbevOg va LovTENOTIOLNOEL Kot va €Ny OeL LE AUOTNPO TPOTIO THV
Stadikacia mpooappoyn¢ Twv GUCIKWY cuoTNUATWV. (natural systems) kat adetépou va oxedlaoel
TEXVNTA OUCTAUATA AOYLOUIKOU Ta omoia Slatnpouv Toug PacLKOTEPOUG UNXAVIOUOUG TwV GpUOLKWY
OUCTNUATWY. TO OIMOTEAECHO OQUTHAG TNG TPOCEYYLONG TNG £peuvag odnynoe otoug [levetikolg
AAyoplOuoug.

H Baotkn 16€a Twv Mevetikwv: AAyopiBuwy elval n pipnon Twv pnxoviopwy tng puong. MNa napadelypa
av TIAPOUHE €va MopAdelypa amd €va cUYKeKpluévo Baldoolo eidog m.X. Toug podolG oL omoiol
avarapdayovtal Kal eEEAicoovTat amno yevid o€ yevid. Oplopévol amd autoug sival EunmvaTtepol Kal Lo
YPNYyopOoL amo TOUC UTIOAOLTOUG HE QMOTEAECHA va €Xouv peyaAltepn mbavotnta emiBlwong amod
€XxBpou¢ Toug OMwG T.X. oL Yapovtoudekadeg. AT Tnv AAAN OUWG Ba UTAPXOUV KAl opLopévol podol OxL
TOOO0 ypryopol i elotpodol, oL onoiol Ba emBLwoouV KAl auTol Pe TN OELpd Toug AOyw TL.X. TUXNG. OAot
autoi mou Ba yAMitwoouv Ba. avamnopaxbolv petafl toug kot Ba EEKVAOEL N mapaywyr] TG EMOUEVNC
Yevlag, n omoila Ba cuvduadlel Stadopa Kol TOLKIAG XAPAKTNPLOTIKA oo TNV TPONYOUUEVN KaBwg
oplopévol yprnyopot podot Ba SlactaupwBolv pe oplopévoug Tio apyouc i Alydtepo slotpodoug,
aA\oL ypriyopol pe AMoug ypriyopoug, dAloL gvotpodol Pe AlyOTEPO N U €UOTPOPOUC KAl OUTW
kaBefng. To amotéeopa amod auth tn Stadikaoia sival otL oL emopevol podol mou Ba yevvnBouv Ba
elval katd pECO Opo, ypnyopotepol Kal €EUMVOTEPOL AMO TOUG MPOYOVOUG Toug £dOcov amd thv
TIPONYOUEVN YEVLA €MLBiwoOV TtEpLOCOTEPOL YpriyopoL Kat Eumvol podot.

Me Tov. i6lo Tpomo Kalt oL Fevetikoi AAyoplBuoL tpooopolwvouy Thv duaoikn dtadikacia: Tuvbualouv Ta
KAAUTEPQ XOPOKTNPLOTIKA TWV ATOUWY, MeTadpacpéva os SopéG GUUBOAOCELPWY, KOl TA avVamapdyouvV
waote va dnuloupynBolv akoua KaAUTEpA OTNV €MOMEVN YeVId £wg Otou PBpebel n PéAtiotn Avon.
Mrmopel ot Stadikaciec avanapaywyng Kot emhoyng Twv cupBolocelpwy — atopwyv va Bacilovtal otnv
Toxn, Omw¢ kot otn-¢uvon, aAAa bev eival Badlopa otnv TUXN: EkpetaAlevovtol moapeAboloa
nAnpodopia wote va Badioouv oe onueia Tou Ywpou avalnTnong ta omoia umoBEtouv OtTL eival
BeAtlwpéva.
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3.2. H dopn TwvV lMeveTikwv AAyopiOpwy

ItV evoTNTO QUTH TEPLYPAdETAL O TPOMOCG ME Tov omolo ta otolxeia tng Beswplag tng EEEALENG
Xxpnotpomnotlovvtatl otn dounon evog levetikol AlyoplBuou, n avtiotoiylon SnAadh Twv GuoKwv
XOPOKTNPLOTIKWY Ot SOoUlkA oToleio ta omolor pmopolv va edoappoctolv. oe. TPOBANUA
BeAtiotomoinong.

Baowko Sopikd otolxelo yla éva Mevetikd AAyoplBuo eival to xpwpdowpa. e aviibeon e Toug
duclkoUg opyaviopoug ol omoiol pmopel va £€xouv TOAAG Ypwpoowuata (ta avBpwriva kUTtapa
napadelypa £xouv 46 xpwpoowuota), otoug Mevetikolg AAyoplBuouc oxedov mavta avadepoUaoTe o
atopa pe éva xpwpoowpa. Ta yovidia evog Mevetikol AAlyoplOpou elval SLaTeTayuéva. G YPAULKN
akolouBia kat Bpiokovtal os cuykekplpéveg Béoelg (locus) oto xpwpdowuoa. Ta aAAnAouopda (alleles)
oTNV MEPIMTWOoN Tou MeveTikoU AAyOpLBuou gival ol SLaOPETIKES TLUEG TIOU UTIOPEL VA TTAPEL TO KAOE
yoviSLo. Av yla mapaSeLlya XpNOLULOTIOLOUE FEVETLKO e YoviSia SUuadIKA, OL TLUEG TIOU UMOPEL Vo TTAPEL
1o KABe yovidio eivat 0 kat 1. Emiong kaBe yovotumog (xpwHoowua) avarmaplotd pia mbaviy Abon oto
npoBAnua. H petddpacn outol TOU TEPLEXOUEVOU TOU XPWHOOWHATOS KaAsital doatvotumog Kot
efaptatal dueca amd tov oxebiaot. H avalitnon Avong oe éva [levetikd AlyoplBuo yivetatl
Slatnpwvtag éva opxko MAnBuoud amod mbavég AUOELG Kal oL OToleg udioTavVTAL Lo TIPOCOUOLWUEVN
vevetikn e€EAEN. O Slaxwplopog kat n afloAdynon twv dtadopwv AUCEwWVY, TIOL Ttapdyovtal o KaOe
YEVLA, YIVETOL HECW MLOG QVTLIKELEVIKNG ouvaptnong (fitness function) | pag ocuvaptnong tkavotntag,
KataAAnAotntag, afloAoynong. Tnv afloAoynon twv AUcEwv akoAouBel n emhoyn Twv KaAUTEPWV
AUogwv Kal n edapHOYN TWV YEVETIKWY TEAEOTWV TNG SLOTAUPWONG Kot LETAANAENG.

Juvoyilovtag ta mopandvw, Ta TUAKATE Ta ontoia cuvteAolv. otn 60unon Kal Tt Asttoupyia evog
FevetikoU AAYOpLOUOU YL €Va CUYKEKPLUEVO TIPOBAN AL ELVOL TO TTOPOKATW:

1. M yevetikn avamopdotacn twv mbavwv. AVoewv tou TpofAuatoc. Ma mapddetypa
éxoupe éva TANBuod P(t) = {X, «, X,}, Omou pe t cupBOMloupE TNV EMOVAANTITIKA
EKTENEON.

2. ‘Evav tpomo Snuioupyiog evog apxitkol mAnBuopol. SuvhBwe n apxkn dnuioupyio vog
mAnBucopoU yivetal pe Tuxaio Tpormo.

3.  Mua avtikeldevikn cuvaptnon afloAdynong n omoia mailel To poAo tou nepBarlovrog. Me
TN ouvaptnon auvth afloAoyouvtal OAeg oL Baveg AUoeLg Tou MAnBuouou, Sivovtag Toug
TWWEG ME TIG omoieg Ba pmopel va yivel kotdtaén kot olykplon wote va Eexwpioouv ol
KaAUtepeg. Adou - emihexBolv Ta kataAAnAdtepa Snuloupyeitol véog MANBUOPOG pE
EMAVOANTITIKY eKTEAEON t+1.

4. TevetlkoUG TEAECTEC IOV UETATPEMOUV TN oUVOeon twv maldlwy. Oplopéva péEAn amd tov
Kalwvouplo. MANBUOUG udiloTavTal TOUG YEVETIKOUG TEAEOTEG TNG SLOOTAUPWONG KAl TNG
petar\aéng kal oxnuatilouv véeg urtoPridleg AUCELC.

5. Tuég yia 51ddopeg mapaptETPoUC Tou Xpnotporolel o Mevetikdg AAyoplOuog kat oxetilovral
e To péyeBog Tou MANBuoHoL, TBaVOTNTEG EPAPUOYNG YEVETLKWVY TEAEOTWYV Kal AAAEC.

3.3. Tari xpnoigomoiouvTtail ol MeveTikoi AAyopiOuol

3.3.1. MAcovexTRpaTa Twv FeveTikwyv AAyopiOpwyv

OL Tevetkol AAyoplBuoL SlaBétouv €va mARBOC amd YOpaKINPELOTIKA Ta omoia Snuioupyolv TIg
KataAAnAeg mpolUmoBoelg ylwa tnv aflomoinoni Ttoug otnv emiluon twv mpoPAnudtwy. Baoikd
TIAEOVEKTI LT QMOTEAOUV TA MOpaKATw [28]:
1. O levetikol AAyoplBuoL pmopolv va emAbouv SUokoAa TpoBARuata ypryopa Kal
aflomota kabwg éva PBacLKO XAPAKTNPLOTIKO TOUG €lval n UeyAaAn amoSoTIKOTNTA TOUG.
AuTO amoppéel TOoo amo T Bewpla 600 KAl Amod TNV MPAEn OMou £XOUV AVIIUETWILOTEL
nipoPAnpota Ta onola £xouv OAEG Kol SUOKOAQ TPOCSLOPLOPEVEC AUCELC.
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10.

Juvepyalovtol €UKOAM HE UTIAPXOVTO HMOVIEAQ KAl OUOTAMOTA ylatl Mropolv va
XpnotponotnBouv pe MPooBETIKO TPOTIO oTa LOVIEAQ TTOU 6N XPNOLLoToloUVTaL XWPLg va
anatteitatl n enavaocxediaor toug. EToL Pmopolv va CUVEPYAOTOUV HE UTIAPXOVTO KWwSLKA
HE MIKPO KOOTOG. AUTO ocupPalvel ylatl xpnolpomolouv povo mAnpodopleg oL omoieg
oxetilovtal e TN CUVAPTNON TIOU TTPOKELTAL va BEATLOTOMOLCOUY, XWPLC va Tailel dueca
pboAo n 6An Soun Tou CUCTAUOTOC.

Elval eUkoAa emektaoipol kat eEeA§LpoL. Ze mMOAEG edappoyEG UTIAPXEL N SuvaTdTNTA 1) Kal
okopa eMBAAAETOL va XpnotpomolnBolv AelToupyleg oL omoieg Sev elval OVTLYPOUMEVES
and tn dvon 1 Astoupyleg avilypappéveg amd t ¢UCN Kol oL OTmoleg £Xouv UTOOTEL
onUavTkEG alayég mpog ddelog tng anddoong.

Q¢ amotéAeopa NG €ueAlflog TOUG, UTAPXEL N SUVATOTNTA CUMMETOXNG OE UPBPLOLKES
popdec pe aMeg puebodouc. e cuykekplpéva mpoPAfuata omou GAAeg péBodol €xouv
vnA  amobdotikotnta Adyw e€eidikevong, ol levetwkoi AAlyoplOuor. -pumopei  va
xpnotpomnotn®ouv og cuvluaouo pe TG AMeg pebddoug.

MmopoUv va edpappootolv oe moAAd media mpoPfAnudtwy.  H gheuBepia emidoyng twv
kplttnpiwv mou kabopilouv TNV emidoyn péoa oclotnua-meplBAAlov Toug KabLoTd tkavoug
yla va xpnotpomotnBolv otnv olkovopia, oto oxeSlaopd pnxavwy, otnv emiluon
pHadnuotikwy efloWoswy, otnv ekmaideuan NeupwvikWV AKTUwWV Kol o€ TANBwpa AWV
edapuoywv.

Asv amoltolv TEPLOPLOPOUC OTIC ouvaptroelg. mou emnefepyalovral. MoAAEG amd TIg
napadoolakég ueBodouc amaltolv MEPLOPLOUOUC aANG EVEXOUV Kol TIOAUTTAOKEG LBLOTNTES
yla Tig omoieg évag Mevetikdg AAyoplBuog sival adiadopog. Autd To yeyovog aufdvel Tnv
Suvatdtnta twv Fevetikwv AAyopiBuwv va emAUouv éva peyalo pacpa mpofAnuaTwy.

Aev evbladépel n onuaocia tng LTO efétacn TAnpodopiag. H povn emikowwvia Tou
levetikol AAyopLOpou e To mepBAANOV ToU €ival n AVTIKELWEVLKS cuvdptnon n omoia Sivel
AOoslg avefaptnta and tn onuacio tou mpoPAnuatog. Etol, ota mpoPAnuata mou Sev
pmopet va dwoel AUon évag Fevetikog AAlyoplBuog, attia eival n ¢von Tou Ywpou mou
€pELVA Kal OXL TO TTANPODOPLOKO TIEPLEXOEVO TWV TTPOBANUATWY AUTWV.

‘Exouv amod tn ¢$uoN TOuG TO OToLXElo Tou MapaAANALOUOU plag Kal o€ KaBe toug BAua

enefepydlovral peyaAeg moodtnteg mAnpodopiag kat k&Os drtopo otov mANBuouo
avtutpoowneVel TOAG GAAa (£xet utohoyLotel 6L n avahoyia auth elvat tne téénc O(n?),
6nhadn 10 dtopa -aviutpoowrebouv mepimou 1000). IUVEMWG MUMOPOUV VA KAVOUV
anodotikr avalnTnon LEYAAWV XWPwV O UIKPOoUG XPOVoUC.

Juvbualouv Tautoxpovn €€EPEUVNGON TOU XWPOU avalAtnong Kol eKUETAAAEUON NG NON
enefepyaocpévng mAnpodopiag, ocuvduaopog mou omdavia cuvavidtol o€ AAAn péBodo.
JuvnBwg vyivetal KaAr e€epelvnon Tou Xwpou aMG Sev yilvetal eKUETAAAEUOH TNG
nAnpodoplag A yivetal kaArn eKUeTdAAeuon mAnpodopiag (T.y. avaltnon He UKpA GApata
— hillclimbing) xwpic va yivetat kaln e€epelivnon tou xwpou avalitnonc. H cuvimapén kat
TwV 600 XOPAKTNPLOTIKWY £lval SUOKOAN KaBwWC lval AVTAYWVLOTIKA HETAEY TOUG, YEYOVOC
mou tpoodidet peyalutepn anodoTkoTnTa 0TouG MEveTtikoUg AAyopLOuouc.

Aoyw tng duong Toug, emdéxovral mapdAAnAn vhomoinonaglomouwvracg, €10, T
TIAEOVEKTI LOTA TWV TIAPAAANAWY UNXOAVWV.

3.3.2. Alaopég MeveTikKwy AAYopiOpwv ammé KAaooikég pe®6doug

Ta TAeoveKTAMATA TWV MeVveTIKWY AAyoplBUwY amoppgéouy amod To0 GUVOAO TWV XOPOKTNPLOTIKWY TIOU
SlLaB£Touv Kal Toug KAvel va Slad£pouv amo TG KAAooLkES ueBodouc. OL BepeAlwdelg StadopEg ivat ot
€€n¢ mapakatw [30]:

1.

Ot Fevetikoi AAyopLBuol §ouUAeloUV KWELIKOTIOLWVTAC TO GUVOAO TLUWV TWV TAPAUETPWY —
HETOPBANTWY Kal OXL HUE T TMOPAUETPOUC QUTEG KaB' autég. O levetikol AAyoplBuol
QmattolV To GUVOAO TWV PUOLKWY TTAPAUETPWY TOU TIPOPRAAUATOC va KwdikomolnBel wg pia
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TIEMEPACUEVOU UNKOUG GUPBOAOCELPA XPNOLLOTIOLWVTAG £va TEMEPATUEVO aAdapnTo. Na
napadeypa (Exnua 5), av uTtoBECOUE OTL EXOUME €va LOUPO KOUTL PE TEVTE SuadLlkoug
Slakomnteg (on-off). Ma kaBe cuvduacuo twv Slakomtwy s apayetal plo £€odog f(s). To
{ntoupevo tou mpoPARuatog elval va teBoUV PE TETOLO TPOMO OL SLOKOTITEG WOTE Vo
napaxOei n péylotn duvatr T NG f. Me TG tepLocOTEPEG KAAOOLKEG HeBOSOUG, ouvnBwg
Ba Soulelape ameubeiag pe TG peTaPAnTéG (tnv Ofon twv Slakomtwv on 1) off)
QVOLYOKAEIVOVTOG SLOKOTTEG KOl XPNOLUOTIOLWVTAC TOUG KOVOVEG METARAONG TNG EKACTOTE
pueBo6dou. Me toug Mevetikolg AAyopLlBoUG, apxIkd KwSLIKOTOLOUE TOUG SLOKOTITEG O éva
TIEMEPACUEVOU  UNKOUG OAPaplOunTiko. 2to amAd auto TOPASEYUA UMOPOUUE - va
avtiotolyiooupe 1 otnv mepimtwon mou €vag Slakomtng elvat avowtog kat 0 otnv
neplmtwon mou elvat KAELOToG. Me tnv kwdwkomoinon autr, n ocupBoloocelpa 11110
QVOTTAPLOTA TOV TPOTO TOMOBETNONG TWV SLAKOMTWY ool oL 4 TIPWTOL SLAKOTITEG eival
avolytol kal o teheutaiog kAelotdc. O tpdmog mou Ba kKwdikomotjooups kaBe dopd TLg
napapétpous, duadikr, dekadikr, GRAY K.T.A, e€aptdrtal and to mpoPAnUa ToU UEAETAUE
KABe popd Kal oe TTOAAEG MeEPUTTWOELG Sev gival podavic.

” oowo&»‘

E€obo¢ onuarog

IxAua 5: To mpoBANUa Twv TTEVTE SUASIKWY SIOKOTITWV TTOU AVATTAPICTA TNV 180 TNG
KwdikoTtroinong kai évav 1poto a§ioAdéynong.

2. O levetikol AAyoplBuol kdavouv avalntnon oe €va MANBOoG onuelwv Kol OxL o€ €va. e
ToAEG peBOSoug BeAtiotonoinong, UETAKIVOUUOOTE TIPOOEXTIKA armd £€va ohnueio Tou
niedlov oplopol oto AAN0. AUTOC O TPOTIOG TIPOCEYYLONG, EVEXEL KIVOUVO vl TIEPLOPLOTEL N
avalnTnon o€ TOmLKO akpotato. OL Mevetikol AAyoplBpuol av dev e€aleidouv, Touldxlotov
MELWVOUV. Ttapa oAU Tov Kivéuvo autd SouAelovtog mavw oe éva mARBog onuelwv
Tautoxpova (mAnBog anod cuppolooelpég) aveBaivovtag €tol moAAoUG Addoug TauToxpova
(hill climbing). 2to mapddelyla pe TO HAUPO KOUTL Kol TOUG SLAKOMTEG, AANEG TEXVIKEG Ba
Eekwvoloav amo éva. cuvbuaouo Twv Slokomtwv, Ba edpdpuolov OpPLOUEVOUG KOVOVEG
peTapaong kal Oa mapayotav o emopevog cuvduacopog Stakomtwy (Paflpo anod onueio os
onuelo). Evog Tevetikog AAyoplOuog Eekiva pe €va mARBo¢ ocupBolooelpwv TOU
OQVTLTPOCOWIEVOUY avTioTolXa £va MARB0G cuVOUACHWY KoL KOTOTLV Ttapayel Stadoxika
Kalvouplouc. MNa mapadelypa av emhéyape péyebog mAnbuopol 4 Ba UmopoUcape apXLKA
va Snuoupynooupe Evav tuxaio mAnBuouo: 01101, 11000, 01000, 10011. Emtetta TpEXOVTOS
Tov aAyoplBuo 6Snuloupyolvtatl véol TAnBuopol ouykAlvovtag Tpog TO  emBuPNTO
OMOTEAEOHA.

3. OuL Tlevetkol AAyoplOuoL xpnolgomololv TAnpodopla TOU TIPOEPXETAL amd TNV
OVTIKELYEVIKI) ouvApTNon Kol OxL AMeg mpocBeteg mAnpocdopieg. MoAAég péBodol
avalntnong amnoattolv emunpdobeteg mAnpodopieg yia va SouAéouv cwotd. Ot Mevetikol
ANyOplBuoL Sev €xouv avaykn yla tétolou eidoug mAnpodopieg yati sival koatd Baon
tudroi, dnAadn aflomololv povo tnv mAnpodopia n onoio PPlOKETOL OTNV AVIIKELUEVIKN
ouvaptnon. Auto Ttoug poodidel peyaAn egueliia, oAAG peplkec PopéG oL PonOnTikeEg
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nAnpodopieg elval avaykaieg yla tnv emilucn evog MPoPAnRpaTog Kal yU' autd To Adyo
€xouv avarmtuxBel popdeg Mevetikwv AlyoplBuwv mou aflomolovv Tétoleg mMAnpodopleg
(Knowledge-Based Genetic Algorithms).

4. Ot levetkol ANyoplBuoL xpnotuomololv miBavoBewpntikoug Kavoves LETARAONG Kal OxL
VIETEPHLVLOTIKOUG. AUTO 0w &€ onpaivel 0tL n avalitnon Badilel otnv tuxn, dnAadr dev
AapBavovtat anoddoelg pe To otpiPLo evdg vopulopatog. AlAA XpnoLWLoToLELTOL N TuXaia
emAoyn wg éva gpyaleio yla va 06nynBet n avalntnon oe meploxég Tou mediou avalitnong
pe Tubavn BeAtiwon.

OAeg autég ol téooeplg Sladopég pall - dueon xpnon kwdikomoinong, avalntnon amo éva
mAnBuopod, adtadopia ya enmpdobeteg mAnpodopieg kaL xprion teAeotwv Paclopévwy otnv toxn —
oUUBAANAOUV OTNV gupwoTia Twv MeveTtikwy AAyoplBUwy Kal TEAKA .OTO MAEOVEKTNA TIOU OTOKTOUV
£VavTL AAAWV KAALOGIKWV PLEBOSWVY TTOU KOWWE XPNOLULOTIOLOUVTAL.

3.3.3. MaovekTipara Twv FeveTikwv AAyopiOpwyv

Onwg kabe pébobog, £toL Kot ol Mevetikol AAyOpLBOL £€X0UV Kal aUTOL Ta MELOVEKTAUATA Touc. MoAAG
HELOVEKTAOTA TtNYAlouv amd tnv SUCTILOTIA TWV EMIOTNUOVWY Yl Toug Fevetikoug AAyoplBuoug yu
autd Kot mapoho mou ol Mevetikol AAyoplBuol €xouv avamtuxBel amo Tig apxeg tng dekaetiog Tou
eBdounvta, n edapuoyr Toug dpxloe Ta TeAeutaio xpovia. Evag amod auTd T MELOVEKTAUATA €lval N
efolkelwon We tn Mevetikn [28] 6MOU yLa TOUG TIEPLOCOTEPOUG TIOU A.GXOAOUVTOL E TNV EMLOTHMN TWV
UTIOAOYLOTWYVY, oL évvoleg tng EEEAENC kot tng Quaotkng Emloyng amoteholv dyvwoto medio kot dapa
Suovonto. Auto Tou cupBaivel Opwce eival ot ot Mevetikol AAyopiBoL pipolvtal pe adatpeTikd TPOTo
OAeC QUTEG TIG Asttoupyieg TnG dpuong xwplc va mpoxwpolyv ot peydlo eminedo Aemtopépelag. Onwg
KaBe pEB0SOG €xel To Bewpntikod UTORAOPO TN Kot TN SLATUTIWOH TNG WG TIPOC TOV TPOTO AELTOUPYIAC
NG, £ToL KA ot Mevetikol AAyOpLBuoL €xouv To SLk6 TOUG UTTORABPO IOV TTPOEPXETAL QO TN MEVETIKN. 2€
TIOAAEG TtepUTTWOELG Ba NTav o SUCKOAN n katavonon tng Stadikaoiag Twv Mevetikwv AAlyopiBuwyv av
avtl yia avadopd otn EVETIKN AVATTUCCOVTAV AMAQ Ol TEXVIKEG TIOU XPNOLUOTOLOUV oL MeveTikol
AlyopLBuoL.

AN\ LLELOVEKTLOTA TA OTOLOL EVTOTIL{OVTAL £XOUV VOL KAVOUV LE TO XpOvo. Mapoio mou éva and ta
TIAEOVEKTILOTA TIOU €XOUV VAL N KAAN EKUETAAAEVON TNG UTIOAOYLOTIKAG LOXUOG EMELSK XpNOLUOTIOLOUV
HeyAalo aplBuod mpafewv yla TV QmoTinon tng cuvdptnong aflohdynong [31], o peydhog aplOudg
NPAEewv MPooBETeL peydlo umoAoyloTtikd ¢opto. Eva dAo mio Bewpntikod epwtnua mou tibetatl givat
nwe eivat Suvatd pa péBodoc avalitnong va xel KOAEG eMSOOELC XpOVOU OTOV £ival MPOEPXOUEVN
amno TG duoikég Sladilkacieg oL omoieg e€elicoovtal pe puBuolg mapa oAl apyoug (yia va aAAafouv
TA XOPOKTNPLOTIKA TV eL6wV Kol va Stapopdwbel n véa cupneplpopd Toug XpeLAleTAL va EPACOUV
XALAdeg yeviég). H eEENEn Ouwg e€optdatal aueca amd To MepLBAAAOV omote av ol oAAayEéG Tou
TepBAAAOVTOG yivovTal LE TOXUTEPO TPOTIO, EMITAXUVETAL KAl N €EEALEN. EmumAéov n Kwbdikomoinon oe
OUMBOAOCELPEG KaL N - povieAomoinon  Me MaBnuatikée oxéoelg dev mapouoialouv LSlaitepo
UTIOAOYLOTIKO $OpTO O CUYKPLoN “UE AAeG peBOSoug. eyovog amoteAel akopa OtL ol levetikol
ANyoplBuol -6ev eyyvwvtol o1t Ba dwoouv tn BEATiotn mavia Avon kobwg n ¢uvon toug eival
mBavoBewpnTikr, evw £va AANO yeyovog eival n UTtapén mMepLooOTEPO AmMoSOTIKWY aAyopiBuwy (Adyw
e€eldikeuong) yla MOAAG GUYKeKPLUEVA TipoPARpOTa Kal €l8IKA yla TPoBANUata OmAd, ULKPA, N
padnuatikng dpuong [32].

3.4. HNeprypapn Kait AvaAuon evog MNeverikoU AAyopiOpou

Jtnv Evotnta autn yivetal avaAuTika n mepypadr Kal avaluon tTwv Bnudatwy yla Tnv enilucn evog
npoPAfpOTOC UECW €VOG levetikol AAyoplBuou (Ixnua 6). OL Sladikaocie¢ mou Ba meplypadouv
Baoilovtal otov MeveTiko AAyOpLlOuO Tov omoio apxikd dnutoupynoe o Holland [29] kat eivat yvwotog pe
Vv ovopacio AmAOG Mevetikdg ANyoplBuog (Simple Genetic Algorithm). O aAyoplBuog autog slodyet
OAEG TIG BAOIKEG YEVETIKEG SLASIKAOLEG KAl ATOTEAEL Lo TIOAU KaAr pwTh emadn yla TNV yvwpLia Kat
eniluon mpoBAnudatwy pe Mevetikoug AAyopLBuoug. MNa tnv meplypadn Twv Sladlkaolwy Tou Fevetikol
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AMlyoplBuou xpnotpomoleitat To moapdadelypa mou avémtuée o Goldberg to 1989 [30] ywa T
HEYLOTOTOLNON HLaG AMARG CUVAPTNONG.

Procedure Genetic Algorithm
begin
t< 0
apyucomoince 1o P(t)
aclordynoe o P(t)
while (not cuvonkn teppaticpov) do
begin
{ €t
gmioyn tov P(t) and to P(t-1)
tpomomoinon tov P(t)
aérordymor tov P(t)
end
end

ZxAua 6: H AAyopiBuIkA TTpooéyyion evog MeveTikol AAyopiOpou (61Tou pe t cupBoAieTal n
€TavaANTITIKN ekTEAgon Kal Pe P(t) o TTAnBuopoG.)

3.4.1. H Kwdikomoinon

H kwéikomoinon twv umoPndwwv Aboswv. amote)el onueio adetnpiog oxL povo yia toug Mevetikolg
ANyOpLBuoug ala kat yla kaBe pEBodo avalntnong. H avanapdotacn tTwv AUCEWV TPEMEL va Yivel e
£Vol LOONUATIKA EMiONUO TPOTIO £TOL WOTE VA UMOPEL HETETELTA VA PeTadpaoTel oe Souég Sedopévwv
yla vo. SouAéel otov umoAoyLotr]. Baolkdg 0Toxog TG KwdLKomoinong, eival va ovamapaoTiosL e
LKOVOTIOLNTIKO KOl QTOSOTIKO - TPOTMO TA  ETUEPOUG XOPOAKTNPELOTIKA Twv umoyrdwv AVoswv
SleukoAUvovtag £tol TG Asttoupyleg tou aAyoplBuou. OL meploootepol levetkol AAyoplOuol
Xpnotpomnolouv otabepou unkoug (fixed-length) kai idtag taéng (fixed-order) aAdapBuntikd Suadikd
Undila (bit strings), wotdoo,  TeEAeutaia yivovtal moMa melpapata pe Siadopa GAAa €idn
kwdkomowoswy [27].'H emiloyn tng 6uadikng Kwdlkomoinong xpnoLlomnoleitatl cuxva ylo Stadopoug
Adyoug, évag ek TWV OMOILWV Elval LOTOPLKOG: ITA TPWTA OTAdla Twv £peuvwy toug, o Holland kat ot
OUVEPYATEG TOU [27] emikevipwOnkav o€ TETOLOU £(60UC KWOLKOTIOLNOELG, OMOTE QUTO EYLVE KOLVN
TIPOKTLKI TwV FEVETIKWV AAYopiBUwV. ATtO €Kel Kot EMELTA, UTIAPXOUV SLADOPES EMMEKTACELG TOU BaCLKOU
QUTOU OXNMOTOC, HE KwdLKOTONoelg Onwe lval n GRAY [33] kat n diploid binary encoding [29] [30].
EmutAéov o Holland [29] éxel dwoel kol Bewpntiky SikaloAdynon yla TNV Xprnon tng Suadikng
kwdkomoinong. AAMAEG KwOLKOTIOLOELG OL OToleg umaApyouv, eival TOAAMAWY XAPAKTAPWY Ko
TPAYUATIKWY aptBpwyv aAAd kat dgvdplkd oxripota kwdikomoinong. To TeAlkO cuunEpacpa wWotdaoo,
elval OTL ol mapAyovTeC oL omoiol kaBopilouv to i60¢ TNG KwdLKomoinong ou Ba mpémeL va emAé€ou e
yla éva mpoBAnua 8ev elvat CUYKEKPLUEVOL Kal EEAPTWVTAL AUECO Ao TO €i60¢ Tou MpoBARpatog aAld
KOl QTTO EUTELPLIKA QTTOTEAECUOTAL.

Ma tnv kwdkomnoinon tou mapadeiypotog tou Goldberg xpnolpomnoteital n Suadikrn avamnoapactoon.
ApxtKd N Statumwon tou poPAAfpatos eival n €fic: Eotw n ouvdptnon f (X) =x? ,Xe [0,31] KoL X
OKEPALOG. ZNTElTAL TO HEYLOTO TNG OUVAPTNGONG oTo Tedio opLopoU tNG. ETol pe tn Xxprion mevrapnolag
oupPorooelpag kaAuTtoupe 32 Sladopetikolg duadikoug aplBuols Kal dpa Tto medio oplopol NG
ouvaptnong mou Béloupe va Peltiotomowjcoupe. Etol, n oupPoroocelpd 01011 avtiotolel otov
Sekabiko aplbuod 18.
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3.4.2. H avTIKEIHEVIKN ouvApTNON

To 6eltepo Baolkd BrApa ywa tnv emilucn evog mpoPAnuatog pe Mevetikolg AAyoplBuoug eival o
KaBopLopnoG TNG cuvapTNoNG a§loAdynong r QVTIKELEVLKNG ouvaptnong (evaluation function, objective
function). H avtikelpevik cuvaptnon otoug Mevetikoug AAyopLlBuouc mailel to poXo tou meptBAAAovTog
Kal eivat n poévn blemadn pe TtV TAnpodopla. H QVTIKELWEVIK OUVAPTNON - TOIPVEL ia
QTOKWSLKOTOLNEVN GUUPBONOCELPA Kol ETLOTPEDEL PLat TLUA N ool UTtoSEeLKVUEL TTOG0 KAAd AUVEL TO
TPOBANUO N cUYKeKPLUEVN cupPBolooelpd Kal kabopilel pe autd tov tPodmo (UEow TG EMAOYNG TTOU
akoAouBei) tnv mBavétnta emiPBiwong tou atdopou — untoPrdlag AVong MoU aVTUTPOCWTEVEL. Ma. va
anodeuxBel To HELOVEKTNA TOU UTIOAOYLOTIKOU pOpToU, N cuvaptnon afloAdynong Ba mpémel va ivatl
000 TOo 6uvatov gUkola uTtoAoyiolun. Ztnv MePIMTWON TOU TOPASEYHATOG HOG, N OVILKELUEVLKN
ouvaptnon eival n idta n ouvaptnon mou BEAOUNE VAl LEYLOTOTIOLCOULLE.

3.4.3. lMeveTikég S1adIKACIEG KAl TEAEOTEG

Metd kot armd to Seltepo BrApa yia tnv emiluon evog mpoPARpatog pe Fevetikoug AAlyoplbuoucg,
okoAouBel To avetdptnTo KOPUATL Tou Mevetikol AAyOpLOUOU, OL YeEVETIKEG SLadikaoleg. OL YEVETIKEG
Sladikaoieg dev e€aptwvtal amod mola kwdkomoinon 1 avamnapdoctacn Oa xpnotlponotjcoupue. Etol,
kamolog Ba pnopoloe va aAAdlel kwdikomoinon f avamapdotacn f Kat ta §Uo, xweig va avaykaotel
va aAAdlel aAo onpeio otov kwdika. OL AEITOUpYLleEG TTOU TTEPAAUBAVOUV TIG YEVETIKEG Sladikaoieg
aroteAoUV Kal Tov KUplo ¢pOpTo Tou TapdyeTol amo Tov aAyoplOpo Katl n tumiky Sourn toug sival n
TAPAKATW:

1. Apxwormoinon (Initialization)
2. Amokwdikomoinon (Decoding)
3.  YmoAoylopog avTIKELUEVIKAC cuvaptnong (Fitness Evaluation)
4. Avanapaywyr (Reproduction)
e  Emloyn (Selection)
e Awooctavpwon (Crossover)
e  MetaMaén (Mutation)

5. EmavaAnyn amo 1o 2° Brifo PEXPL LKAVOTIOiNoNG TOU KPLTNPLOU TEPUATIONOU Tou TEVETIKOU
AlyoplBuou.
H apyikomoinon mou yivetat oto mpwto frua, mephappavel tn dnuloupyia tou apxkol MAnBuopou
N omola T MeEPLOCOTEPEG POPEG YIVETAL E TUXALO TPOTO AVAESA OTLG SUVATEG TLUEG TTOU UITOPOUV Vol
TAapouv ol PeTaPAnTég — umoPridleg AUOELS 0To TPOPBANUA. e GANEG TEPUTTWOELG N Snuloupyla Tou
0pXlkoU TMANBUCHOU YIVETOL UE EVUPETLKO TPOTIO. ITO TOPASELYUA Hag €Xel eTAeXTEL 0 MANBUONOG va
amnoteAeital amd TEooepa ATopo Ta omoia umopel va mpokUPouv pe 20 Siadoxikég pldelg evog
opEPOANTTOU Vouiopatog (4 cupBolooelpég pikouc 5 n kaBepia). Etol pe tov tpdmo autd umoOEToue
OTL MPOKUTITOUV OL TAPOKATW cupBolocelpeg: 01101, 11000, 01000 kat 10011 Error! Reference source
not found.(MNivakoag 2). 1o enouevo Prua apyilel n emavainnriky dtadikacia Tou adyoplBuou. MNa va
pmopéoel -va aflohoynBel o mMAnNBuouog pe tnv ouvdptnon afloAoynong Ba mpémel va ylvel n
QTTOKWSLKOTOINON TWV ATOUWY. OTw¢ Ta XOPAKTNPLOTIKA TWV aTtOpwv ot ¢Uon eival kwdikomotlnuéva
OTO YOVOTUTIO Kol N opatr eudavion auvtwv oto meplBailov amotelel to ¢avoTumo, £T0L KOl OTOUG
levetikoUg AAyoplBuoug ta duadikd Yndia mailouv To pOAO TOU YOVOTUTIOU, EVW OTO TEXVNTO
nieptBariov, dnAadn TNV AVIIKELUEVIKT cuvaptnon, epdaviletol o ¢alvOTUTIOC TTOU OVTLOTOLXEL OTn
amokwdikomotnuévn ocupBolooelpd. Adol aflohoynBolv ol TIHEC yla kaBe dtouo otov mMAnBuouod
epapuolovral oL YEVETIKOL TEAEOTEC TNG ovarmapaywyng Kal n emavafloAoynon UEXpL va GTtaceL o
oAyopLBpog og cuvlnKn TEPUATIONOU.

AplBuog JupPolooelpd Anobdoon | Andédoon %
JupBoiooelpdg | (kwdikomolnpévn)
1 01101 169 14.4
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2 11000 576 49,5
3 01000 64 5.5

4 10011 361 30.9
JUvolo 1170 100.0

Mivakag 2: Apxikotroinon wAnBuopou kai afioAdynon

3.4.4. H emAoyn

H npwtn anodaon, ota mAaiclo tou KaBoplopol Twy YeVETIKWY Sladikaolwy, elval n emthoyn. AnAaén
nwg Ba emAextolyv Ta dtopa and tov MANBUoUO Ta omola Ba dNELOUPYCOUV TOUG amoyovoug yLa tThv
€MOMEVN YevLd. O oKomog TG eMAoynG, €lval n abénon Twv KAVOTEPWY ATOUWY Tou MANOUCoUOU wote
VO ETKPATAOOUV OE EMOWEVEG YEVIEC KoL oL amdyovol Toug va . elvol akopa. Lkavotepol adou
ouvbualouv Ta KOAUTEPA XOPAKTNPLOTIKA TWV YOVEWV Toug. Evag Mevetikdg AAyoplOuog xwplg tnv
Aettoupyia tng emthoyn¢ ivat otnv oucia £vacg alyoplBuog tuxaiog avalntnong (brute force). Onwg kat
otnv Kwdlkomoinon, €toL kol otn emloyn £xouv TPoTa Ol apKETA oXAUATO TO: OTtoia, eEuTnPETOUV TNV
emhoyn. O TPOMOG ou xpnaotponoldnke amod tv apxfi and tov Holland eivat autdg tng avaloyikig
emhoyng (proportionate selection) otov omoio n avapevouevn T evog atopou (expected value) eivat
N T TIoU Tou 80ONKe amod TNV OVTIKELUEVLKT) CUVAPTNON SLALPOUEVN LE TO HECO OPO TNG TLUAG TNG
OVTLKELEVIKNG ouVAPTNONG 0Aou Tou TAnBucopol. H mo ouvnBng pébodog yia tnv ulomoinon tng
napandavw emloyng eivat n e€avaykaopévn pouléta (roulette wheel selection). 2tnv pouléta autn, yla
KAdBe dtopo tou MANBuopoU, avtloToloUUE HEPISLO TOOO, OGO KAl N TR TNG QVTLKELUEVIKAG TOU
ouvapTNoNG avaloykd mavta pe oAokAnpo tov mMAnBuopd. Ma tnv emhoyr, otpifoupe T pouAéta
100eC hopEG, 60eG eival Kal Ta dtopa oTov MANBUOUO. ME TOV TPOTO AUTOV OVAUEVOUE OTOTLOTIKA OTL
Ta dropo tou mAnBuopol pe peyaAltepn TiuA aflohoynong (dpa kal peyalltepn emidpdavela otn
pouléta) Ba epdavitouv peyalutepo aplbud emAoywy amo ta UTtoAouta.

IXAHA 7: ZXNMATIKA OVATTOPAOTAON £EAVAYKAOMEVNG POUAETAG

310 apadelypd pog otpifoupe tn pouléta téo0oepls hopEC. MapatnpoUpe OTL avAaloya Kal peE TV
anddoon TNG kaBe cupBolooelpdg (Mivakag 2), avtioTolyo KOTAVEUETAL Kol N eMLAVELA 0T POUAETA
(Zxnuo 7). O véog mMANBuouog mou oxnuatiletal amd TtV emhoyn ovopdletal mating pool [30]
(6e€apevn LevyapwaTOC).

AN evaAllokTikh pEBodoc emhoyng eival kat n ermhoyn tavopnong (rank selection) [34] n omola
elval pa amno tig uebddoug mou uvlomoBnkav Wote va amodUyouv TO PELOVEKTNUA TNG TPOWPNG
oUyKALoNnG (premature convergence) otnv avaloylkr €mloyr: ITa mpwta otadla Tou alyopibuou, Ta
Aatopa Tou MANBUCHOU €xouv UeEYAAn SLakUUAVON OTLG TUMEG OELOAOYNGONG EVW HLEPLKA ATIO QUTA €XOUV
OPKETA LEYAAUTEPN TLUA 0LOAGYNONG. TNV aVAAOYLKH EMIAOYH, TA ATOMA QUTA KOl OL armoyovol toug Ba
noAamAaoialovral ypnyopa péca otov mAnBuouod eumodilovrtag tov alyoplBuo va KAVeL eMUTALOV
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efepelivnon Tou xwpou avalntnong. EMutAéov, HETA amd apKETEG YEVLEG OTOU N SLAKUOVON OTLG TLUEG
a&loAdynong Twv atopwv Ba elval pikpég, dev Ba UTIAPXOUV OUGCLACTIKEG SLadopég otnv afloAdynon yla
va TIG eKPETOAAEUOEL n emthoyn omoTe Kal n €€EALEN otapatd. ZTnv emthoyn Tagvounong [34], ta dtopa
otov MANBUGOUO KATATACOOVTAL avAloya LE TNV TR a§LOAOYNCNG TOUG KOL N OVOLEVOREVN TLI TOUG
efaptdrtat anod t B£on mou Bplokovtal otnv Katdtagn Kal OxL amdAuta amod TNV T g afloAdynong
TOUG.

Itnv €§avaykoopévn POUAETA TPEMEL va yivouv SU0 ocapwoel otov TMANOuopd: pia - yla va
UTIOAOYLOTEL N PEON T agloAdynong Kot GAAN La 6APWaon YLl VO UTIOAOYLOTEL N OWVOLLEVOREVN TLUN
KaBe atopou. Itnv rank emhoyn mpénel va yivel taflvopnon 6lou tou mAnBucopol, Stadikacia Tou
€l8IKA o€ peydlo aplBuod mAnbuouol katavalwvel vPnAd umoloyloTikd xpoévo. H emloyr) toupvoud
(tournament selection) [35], mapéxet tn dthocodia tng rank emhoyng pe In Sladopd OtTL ival Lo
amoSoTIKr) UTIOAOYLOTIKA Kat eveikvuTal yia mtapdAAnAn ulomoinon. H emloyr) Toupvoud umopel va
elvat Suadikn n N-adikn. Avaloya pe tnv uAomoinon, ekAéyovral tuxaia, dUo 1 N dtopa amoé tov
TMANBUOMO KOl TO KOAUTEPO amd auTA €TAEYETAL WG yovéag. EMELTA, TO ATOMA TOU €KAEXONnKaw,
Eavaumnaivouv otn Alota kat Eavapyilel n dradikacia.

10 MOPASELY O TOL X, N Stadikaocia Tne emthoyric paivetal otov mapakdtw mivaka (Mivakag 3).

AplBuog APXLKOG T tou | AfloAdynon | MiBavotnta | Avapevopevog | AplOuog
Juppolooelpdg | mAnBuopog | x flx) =x° ETUAOYNG aplOpog avtypadpwyv
pselect; = avTypadpwyv arnod ™
fi fi pOUAETA
i) f
101101 13 169 0.14 0.58 1
2 | 11000 24 576 0.49 1.97 2
3 | 01000 8 64 0.06 0.22 0
4 | 10011 19 361 0.31 1.23 1
sovoo 3 f 1170 1.00 4.00 4
Méoog 0pog 293 0.25 1.00 1
D f/4
Méyloto 576 0.49 1.97 2

Mivakag 3: Aladikacia emIAoyfg a1ré TTANBUCHO

JTov mapandvw mivako BAEmMoupe we N afloAdynon (otiAn 4) twv mbavwv Avcswv (oTAAn 2)
petadpdaletal oe mbavotnta emdoync (oTtiAn 5) kat otov aplBud twv avilypddwv mou Ba mpokUPEL
amo TNV epappoyn TNG EMAOYNG LECW TNG E€aVAYKACUEVNG PpOUAETAC (0TNAN 7).

3.4.5. H AiacTavpwon

Ao tn Stadikaaoia tng emAoyng €xel mpokUEL £vag MPoowpLvog MANBUCUOG 0 omolog elval auTtdg ou
Ba leuyopwBel wote va yivel pla mapopola Stadkacia pe authv tng duong. H dlaoctalpwaon otoug
levetikoug AAyoplBuouc amoteAel pla onpavtiky Stadikooia kot cUPBAAAEL amodaoloTIKA oTnV
enidoon kot TNV emttuyia tou. H Slactalpwon €umnpetel tnv avtaAllayn mAnpodoplwv HeTafl
Stadopetikwy mBavwv AVGEWV Kal OKOTOC TNG €ilval n véa yevid, mou Ba mpokUPeL apéows YETA, Vo
TEPLEXEL ATOMO TA- omola ¢d€pouv Ta KAAUTEPA XOPOKTNPLOTIKA Twv YOovéwv Ttouc. Emiong, n
Slootavpwon €xel TNV LBLOTNTA va avakateuBuvel tTnv avalntnon oOe VEEG TMEPLOXEC TOU XWPOU
avalntnonc. H Swaoctalpwon PBéPRata Sev Slvel mavrta kaAltepa amoteAéopata aAd Ta XElpOTepa
TaldLd mou tuxov dnuloupynBolv otn véa yevid, Ba £xouv piKkpOTePN TBavOTNTA va ETUAEYOUV yLla TNV
€MOUEVN.

H Slaotavpwon Aaupavel xwpa wg €€ng: EmAéyovtal tuxaia amd tov véo mMANBUOUO TIoU £XeL
npokUPeL, opadeg Twv U0 ATOMwWv. Metafl mowwv atopwv Ba yivel n Slaotalpwon amotelel
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QVTIKELLEVO HEAETNG KAl pEXPL Twpa otn BipAloypadia to leuydpwpa yivetal pe tuxaio tpomo.
Emléyetal emiong éva onpeio Stactalpwong tuxaia. Xwpilovtal oL yovelg o€ autd To onpeio Kot
Snuoupyouvtal ta maldld avtaAAAcooVTaG Ta THAUOTA oTa onola xwplotnkav oL yovelg (Zxnua 8).

0/0|0|0|O(O|0O|O|O0|O[|0O|0|0|0|0O|0|0O]|O
Toveig

AR AENE AR T N AN A T e Al

RO ORCREOR 1 |1 (1 (1 (1(1(1(1(1[1]1]1]1
TToded

111(1/1|1|0|0({0|0(0|0({0|0(0({0|0|O|O

ZyxApa 8: ZXNUaTIKf avatrapdoTaon diaotalpwong

H Slaotalpwon AopPavel HEPOC apaAPETPLKA, SnAadr) cupBaiVEL Ue pla CUYKEKPLUEVN TlBavoTnTa,
v mbavotnta Slactavpwaong (crossover probability) kat cupBoliletat wg p.. H petaBAnt) auth
kaBopiletal ano tov oxeblaotr tou alyopiBuou kol pmopet va motkilel amd mpopAnpa os mpdPAnua
Kal amo TpEEluo oe TPEELWO Tou (Slou aAyopBpou. H Tiur tng mbavotntag authg emnpedlel Tnv
oUyKALon Tou aAyoplBpou mpog mbaveg AUCELS KAt KT EMEKTAON TO XPOVO TPEELATOG TOU alyopLlOpou.
Av n Slaotavpwon eival amdiutn, SnAadn av p=1, TOTE OAA TA ATOMO OLOOTAUPWVOVIAL ME
QMOTEAECUA N AVa{ATNON VO EMEKTEIVETAL 08 OAO TO XWPO, OTOTE 0 aAyoplOuog Oa cuykAivel mpog to
BéATLoTO pE apyo pubud. A’ tnv GAAn, av n dtactalpwaon yivetal pe pikpr mbavotnta, to Paéiuo otov
Xwpo avalntnong yivetat pe peydAa Bruota cuykAivovtag mo ypriyopa oAAd pe kivduvo va
poonePAoel T BEATLOTN.

H Slaoctalpwon evdc onueiou ou Tteplypadnke givat n amhovotepn popdn. EXeL HepLKES aduvapisg
onw¢ n mbavotnta va diatnpei yovotumoug ot omoiot potdlouv petafd Toug Kot n aduvapia va
KpatroeL yovibla amd Svo avtibeta pépn Tou yovoturou, aduvapio mou £xeL ovopaotel positional bias.
AuTég oL aduvapieg daivovtal mo Eekabapa pe TNV Bewpila oXNUATWY ONMOU TEKUNPLWVOVTAL TILO
BewpnTIKA KAl PE HOBNUATIKO TPOTO N -amddoon Twv Mevetikwv AAyopiBuwy. Ma tnv peiwon tétowwv
aduvapulwv oAAG Kal amd epeuvnTiko evdladEpov, €xouv avamtuxBel Sladopeg AAAEG TEXVIKEG TOU
efunnpetovv TN -Slactalpwon. Mia TEXVIK TOU OUCLAOTIKA €lval n Yevikeuon NG omAng
Slaotavpwong, eivat n Stactavpwaon n onpelwv (n-point crossover), 6mou emAéyoupe tuxaia n onueia
Slaotalpwong Kot adol Xwpioou e TO KOUUAETLA, TO CUVEVWVOURE eVOANGE LeTOEY TwV YOVEWY (IxAUa
9). Kat otnv nepintwon auth, Oswpol e OTL £XOUUE KL 8w pLa Lo Amag popdng positional bias.

0(0|0|0|0|0O|0|O|O|O|O|O|0O|O|0O|O|O]|O
Toveig

(9% |50 (0 | A

0(0|0|0|0|1[1/1{0|O(0|O(O|O(1]11]1
TTetdee

T(1]1 (11 EEEEEEE 1 (11111 SRR
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TyxApa 9: ZXNUATIKA avatrapdoTaon d1aoTalpwong N-cnueiwv

MNwpyog XpuocoAwpdg

AMN pla evaAlaktik Slaotavpwon eival n opoldpopén (uniform crossover). Edw avabétoupe
«KOPWVA» OTOV £VOL YOVEQ KOL «YpAUOTA» OTOV GAAOV KAl yla va SnULOUPYHCOUNE TO TTpWTOo Ttondi
otpifoupe €va pn mpokatelAnNUUEVO VOULoUa yia kaBe yovidlo tou matdlou. Av £€pBel kopwva to Tatdi

naipvel To yovidlo amod tov MPWTo yovéa, evw av £pBel ypdupata mailpvel amd tov SsUtepo. H

Snuovpyia tou Seltepou maldlol yivetal amAwg amod ta yovidia mou Sev €xouv. emileyel amd TNV
Snuovpyia tou mpwtou (2xAua 10).

0|0(0|0|0|0O|0(0|0|O|O(O|0|O|O|0(0O]|O
Toveig
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IxApa 10: ZXNMATIKA avaITapdoTaon TG opoidpopeng Siaotalpwong

‘EKTOG amd TIC PACIKEG AUTEC HOPPEC SlaoTaupwong UTIapXEL MANB0¢ AAAwY SlaoTaupwWoewy oAAG
Kol AAAeG oL omoleg epapuolovtal 08 CUYKEKPLUEVEG KWELKOTIOLNOELG OTWG AKEPOLWY KL TIPAYUATIKWY
oplBuwv. Ito mapadelypa Tou )(2, n Stadikaoia tng dlactavpwong dpaivetal HEcO Ao TOV TAPAKATW
niivaka (Mivakag 4).

AplBuog MANBuouOg | Zeuydpwia | Inueio Néog Twn | AfloAdynon
JupPBoAooelpdg | HeTA TN (Tuxaia Sltaotavpwong | mAnBuopde | tou | flx) = X
gTuAoyn enAeypévo) | (tuxaia X
(mating ETUAEYUEVO)
pool)
1|0110|1 2 4 01100 12 144
2 | 1100]|0 1 4 11001 25 625
3| 11|000 4 2 11011 27 729
4110|011 3 2 10000 16 256
sovoro Y f 1754
Méaoog 6pog 439
> /4
Méyloto 729

Mivakag 4: Alodikaoia d100TaUPWONG

‘Hén mapatnpolpe OTL OpEOWC UETA TNV emiloyn Kat Slaoctalpwon Tou véou mAnBucpol, n
a€loAGYNGCN TNG QVTIKELUEVIKAG ouvaptnong deixvel avénon tdéco otn péylotn mbavn Abon (729 Evavtl
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576 tng apxkng) 6co Kat oto PEao Opo (439 évavtl 293). Apéowg peta amod tn Stactalpwon akoAoubel
KalL N LETAANOEN KO TOTE TIPOKUTTEL MANPWCG N VEA YEVLA.

3.4.6. H peraAAaén

Ao TV apxn tg dnuoupylag Twv Mevetikwyv AAyopiBuwyv kat avadepopevol iow otov Holland kat to
BBAio Tou Adaptation in Natural and Artificial Systems, [29] n SdltactaUpwon Kateixe Tov KOpLo- Adyo
OTOUC YEVETIKOUG TeAeoTéG. H petdMaén €malle mo MOAU UTIOOTNPLKTLKO. PONO HE TNV €vvola. OTL
e€aodpdalile Tov mMAnBuoud amo mAnpn otabepomoinon o CUYKEKPLUEVEC B£0elg ota Gtoud Tou. H
EKTIUNON WOTO0O0 Ta TeEAeuTala Xpovia yla tnv HeTdAan €xel avgnBel kabBwg yivetal mpoomnabeia yia
eniAuon O6Ao Kat Mo TOAUTIAOKWVY TIPOPBANUATWY Ue MevetikoUg ANyopLBuouG. Alddopeg EPEUVEG EXOUV
yivel yla va avadeifouv OtL n PeTAAAAgn €XeL LOXUPOTEPO POAO QTG AUTOV TIOU €XEL OTLG KAAOGOLKES
Slatatelg Twv Mevetikwy AlyoplBuwv [36] N yla va cuykpivouv. Toug §Uo. autolg teAeoteg [37] ala
autd Tou TeAkd pog Selyvouv ta mpdypoata, dev elval n emthoyn avapeca otnv Slaotavpwaon f TNV
petaAagn, aAl\d n Loopportia HeTafy Twv SU0 AUTWV MOPAUETPWY OAAG KaL TG emAoyn¢. H Loopporia
auth e€aptdtal Pe TN OElPA TNG amd AANOUC TIOPAYOVTEG OMWE N OVTIKELUEVIKA) OUVAPTNON Kal N
kwdkomoinon. EmutAéov, To mdoo xpriown eivat n Sltactavpwon kot n LeTAAaén o kABe yevid tou
FevetikoU AAyoplBuou, Sev eival EekaBapLlopPEVO akopa.

H Aettoupyia tng petdaMhaéng eivat va oMhdlel auBaipeto. éva 1 TePLOCOTEPO yovidla evog
OUYKEKPLUEVOU XPWHUOCWHATOC — aTOUOU Kal AapBavel Hépog, Omwe Kal n Slaotalpwaon, TOPAUETPLIKA
HE pa mbavotnta (mutation probability) mou cupBoAiloupe py,. H peTtd@AAagn e€unnpetel TV eloaywyn
VEwV TIBavwv AUoewv atov 16N untdpyxovta MANBUGUO, evw TTapdAAnAa avakateuBUvVeL Tnv avalitnon
Kall TNV enektelvel o€ OAo To xwpo avalntnong. O TPOmog e Tov omoio 6pa, sival n aviypadn Twv
YovISiwVv amoé tov yovéa OToV amoyovo Kol avaloyo. pe thv. mbavotnta PetdAaéng, avilotpeédel Eva
yovidlo m.x. and 0 oe 1 kal to avriotpodo. H mbavotnta UeTAAAAENG TIPEMEL OMWOSATOTE va gival
XonAn (tng ta€ng tou 1 ota iAla) yati os Stadopetiki mepinmtwon o alydplBuog KataAiyel o€ Tuxaio
Pagipo. Ito mapadelypa tou )(2, n Stadikaoia tng uetdAAagng, n omnoia ebpappoletal otov KavolpLlo
TANBUOG ToU TtPoEKUE HETA TnV-emtAoyr] Kat StaoTtalpwon, paivetat otov MNivakag 5.

AplBudg MANBUOoUOE HeTd NANBUONOG petd | TLUA TOU X Aflohdynon
JupPolooelpdg v Staotalpwon | TNV HetaAhaén flx) = XZ
1| 01100 11100 26 676
2 [-11001 11001 25 625
3| 11011 11011 27 729
410000 10100 18 324
z0volo Z f 2354
Méoog 6pog 588.5
> f/4
Méyloto 729

Mivakag 5: Aladikacia petdAAaéng

Kal og autn tnv epiMTwon mapatnPoUe TV sloaywyrn SUo véwv AUCEWV oL omoleg mapoAo Tou
Sev av€avouv tn péylotn mBavn Avon, avefalouv to pEco Opo afloAoynong, dnAadn avéavouv tnv
KKOVOTNTA TWV ATOPWV HEoO oTov TANBUOUO. Xe TMOAAEC meputtwoelg BEPata, n petdMaén Ba
pmopouoe va Swoel XEWPOTEPEG VEEG AVOELG, aAAA OTIWG Kal oTn SlaoTalpwaorn, oL VEEG AUTEG AUOELS Ba
£€XOUV ULKPOTEPN TULOAVOTNTA ETLAOYI G OTNV EMOWUEVN YEVLA.
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3.5. Aiapopa Oépara uAomoinong

3.5.1. Xeipiopog Meplopiogpwv

Tig Teplocotepeg GOPEC TMOU €XOUUE ULO GUVAPTNON Vo PBEATIOTOMOLOOUNE 1 éva TPOBAnUa va
LLOVTEAOTIOL|OOUHE HE YEVETIKOUG oAyoplOUOUG, TPOKUTITOUV TIEPLOPLOUOL OL - oTtoiol - TIpEMEL va
kavormoloUvtal. OL TEPLOPLOUOL OTIG OVTIKELUEVIKEC OUVOPTAOELS eudavilovtal pe TNV - popdn
OQVLOOTNTWV EVW YLloL TO XELPLOKO TOUG umdpyouv Stadopol TPOmoL. ITnV. amAloloTeEpn TEPIMTWON O
aAyopLBuog ayvoel Tig AUOELG €KTOG Tou TieSLOU OPLOUOU, KATOXWPWVTAG TOU UNSEVIKN amodoon Tig
TepLooOTEPES GOPEG OPWG BEAOUNE VO EKUETAANEUTOUNE TNV TIANpodopia Tou €XOUV oL AUGELG QUTEG.
‘Evag TPOMOG ylo VO EVOWHATWOOUWE TOUG TIEPLOPLOMOUC KAl VA eKPETOAAEUTOUME TNV TAnpodopla,
eivat n péBodog tng mowvng (penalty method), n omola xelpiletal TI¢ MapaBLdcEL TWV TTEPLOPLOUWY
Sivovtac avaloya éva kdotog (penalty). H popdn tg texvikng aUTAG eival we eEAC:

f (x), if x is feasible
f (x) — penalty (x), otherwise,

eval(x) = {

Omou penalty(x) sival 0, av dev cupPaivel mopapiacn Twv MEPLOPLOPWY Kal BeTIkd av cupPaivel

napafiacn. Oa MpEMeL va onpelwOel wotdco, OTL pLa LEBO0SOG IOV G O OXEDN e a AAAN, KOTEXOUV
eldonoleic Stadopég otov TpodMo Tou oxedialovrat Kot eGappolovTal OTLG U EPIKTEG AUOELG.

3.5.2. EmAoyn mapapéTpwyv

Televtaia ald e€ioou onpavtikA emhoyr) atnv vAomoinon evog yevetikol alyoplBuou, eival n emhoyn
Twv O6l0popwWY TAPAUETPWY, OMWE TO WEYEDOG Tou MANBUGUOU XPWHUOOWHATWY, n mBavotnta
Slaotavpwong kat n mbavotnta. PETAANOENC. -H emloyr] aUTWV TWV TOPOUETPWY gival SUOKOAN
anodaon efattiog Twv MokiAwv apaAlaywy TouU UIMOPEL va EXEL £VaG YEVETIKOG aAyopLlOpog kabwg Kat
™G dladopeTikn g KABe popa cuvaptnong afloAdynong. EEaAAou, évag YeveTikog alyoplBuog otnpiletal
otV TUXN KABe Ppopd Tou ekteAel Snuloupyia mMAnBuopoU, emthoyn, dtactavpwon f LetdMagn. EtolL o
KaBe emavaAnyr tou, pe SladopeTikd mapdyovta  tuxng (random number seed), mapdyst kot
Sladopetika anoteAéopato. EmutAéov ota mopanmdavw, mpootiBetal kot n umapén Sdtaddpwv UMWV
Slaotavpwong, HeTtdAaéng Kal StadopeTikwy. TPONwY Kwdlkomoinong. H oluykplon OAwv autwv Twv
S10pOPETIKWV EMIAOYWV KAl 0 UTTOAOYLGOC TOU ECOU OPOU TWV ATOTEAECUATWY, WOTE Vo LELwBoUV oL
Tuxaieg anokAioelg, kablotolv Tn Sladikacio apketd emninovn [38].

H Mpwtn cuoTNUOTIKN MEAETN TWV TTAPOAUETPWY TWV YEVETIKWY oAyopiBuwyv, €ylve amo tov De Jong
(1975) ota mAaiola Tng Si6aktopkng tou Statplpng [39] otnv onola petétpee Tig Bewpieg tou Holland
otnv mpdén, oe Pehtiotomnoinon ouvapticewv. ¥to BiBAio tou o Goldberg [30] cuvoyilel ta
anoteAéopata autd. Ao Baclkd kpLtipla anodoong mou ewonABav otnv €peuva autr lval n apeca
ouvbebdepéva anodoon (on-line performance) n omola LoouTal e To HECO OPO amd OAA T KOOTN TNG
ouvaptnong afloAoynong HEXPL TNV TPEXOUOO Yevid, Kal €upeca ouvdedepévn amodoon (off-line
performance) n omotia LooUTOL Ue TO HECO OPO amd TA KOOTN TNG TPEXOUOAC YEVLAC. TO TPWTO KPLTHPLO
KTILWPELY Tov aAyoplBuo yia moAAéG dtwxéG umoPrdleg AUOELG KaL TOV «aVTOUEIBEL ylo To TOCO
YPNyopa GUYKALVEL TtpOG TIG KAAUTEPEG. AuTd Tou KatéAnée o De Jong teAika, Atav:

1. O uikpoU pey€Boug mAnBuouOg BeAtiwoe TNV apyikn anddoon, evw 0 Peyahou peyEBoug
BeAtiwoe tn pakpompoBbeoun anodoon. To kaAutepo péyebog mAnbuopol kupavenke: 50 <
Npop < 100.

2. YUnAOg pubuog petaMaéng ntav Kalog otnv Eupeca cuvoedepuévn anodoan, EVw XaUNAOg
PUBUGC peTaAAaéng NTav KaAOG otnv aueca cuvdedepuévn anddoon. O KaAUTEPOG pUBUSC
Atav: u = 0,001.

3. O kaAutepog pubuog dlactaupwong ATV X . = 0,6.
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4. O tumnog tng dltaoctavpwaong (evog onueiou évavtl moAAwv onueiwv) eixe pikpn dtadopd.

Mua Sekoaetia apydtepa, £yYve AAAN Lo CNUOVTIKY €PEUVA TTAVW OTO BEua TWV MAPAUETPWY eVOC
yevetikol alyoplBuou amod tov Grefenstette (1986) [40]. Itnv €peuva auth xpnoLuomoldnke évag
METAYEVETIKOG aAyoplOog yla va PBEATIOTOMOLOEL TIC TAPAMETPOUG YLo TOUG UmoAoutoug. O
aAyOpLOPOG QUTOG XPNOLUOTIOINTE TIG HEXPL TOTE TIPOTELVOUEVEG TIAPAUETPOUG SNAASA Npop = 50, Xiate =
0,6, kat i = 0,001. To kaAUTepo amotéAeopa ATav: Nyo, = 30, Xrate = 0,95, kat p =0,01.

AMeg épeuveg, OnMwg autr) twv Schaffer, Caruana, Eshelman, kot Das (1989) £6&l€av mapopola
anoteAéopata: 20 < Npop < 30, 0,75 < Xate < 0,95, kat 0,005 < u < 0,01.

TéNog, pia AAAn mpooéyyion (Eiben - 1999) [41] eival ol peTaBANTEG TTOPAUETPOL KAl 0 EAEYXOG TOUG
Héow AAANG mapapétpou TnG omoiag n Stafaduion mepthapBavet:

o  NTETEPULVLOTIKY TOPAUETPO eAéyxou (deterministic parameter control). Ot mapduetpol
TOU YEVETIKOU aAyopLBpou aAAdlouv oUWV LE EVAV VIETEPLVIOTIKO KAVOVA.

e [lpocapuooiun mapdpetpo ehéyyxou (adaptive parameter control). Ol mapdaueTpoL TOoU
vevetikol alyoplBuouv oAlalouv olUpdwva pe plo avadpacn mou  e€aodalilel o
aAyopLbpoc.

e Auté-mpooappdolun  TMopAUeTpo  eA€éyxou - (self-adaptive parameter control). Ot
TAPAPETPOL TOU YEVETIKOU aAyoplOpou ival KwELKOTIOLNUEVEC LECO OTA XPWUOOWUATO
Kal BEATLOTOMOLOUVTOL TAUTOXPOVO LE TNV cuvapTtnon afloAdynong.

3.5.3. MapaAAnAol yeveTIiKOi aAyopiOpol

Ol mapaAAnAot yevetikol alyopiBpotl moAEG dopEG €xouv va aoxoAnBoUv pe TTOAUTIAOKEG GUVOPTHOELG
agloAdynong, ldlkd ta teAeutaio xpovia OOV CUVEXWE TIPOKUTITOUV TiLo TiepimAoka mpoPAnuata. O
UTIOAOYLOMOG TWV CUVOPTACEWV OUTWV OTALTEL HEYAAN UTTOAOYLOTIKN oYU, KaBwg €vag YEVETLKOG
OAYOpLOUOG KAVEL TOAAOUG TETOLOUG UTIOAOYLOMOUG KaTd tn SLapkela TnG BeAtiotomnoinong. Eva Betiko
XOPOKTNPLOTIKO OUWCE gival n Suvotdtntd toug yia tapdAAnAn vhomoinon. Eneldr oL urmtoAoylopol Twv
ouvopTAoEWV afloAdynong sivat avegdptntol petafl Toug, Uropolv va yivovral mopdAAnAa pe HKPEG
aMayég otov kwdika. Qotdoo, n mapdAnAn. vlomoinon oe cuvaptioelg afloAdynong Pe PETPLA R
XOUNAR amaitnon UTOAOYLOTIKNG toXU0G, KOTAVOAWVEL TO KEPSOG amo tnv mapdAAnAn vAomoinon otnv
eMIKOWwvia petall Twv enefepyactwy [38]. Autd cuppaivel Kupiwg emeldr £vag cUPBATIKOG YEVETLKOG
OAyOpLOUOG, TpaYUATOTOLEL TNV €MIAoy Tou TANBuouoU adotou €xel SnuloupynBel o Kavouplog
TANBUONOC. Ma To AOYO QUTO, XPELALETAL PEYAAN TIPOCOX) OTOUG XELPLOMOUG TTou Ba KAVOUUE yla TV
mapaAAnAn vAomoinon.

To ONUAVTLKOTEPO TAEOVEKTNO TNG MAPAAANANG UAomoinong elval n emtayxuvon tng dladikaciog.
Qot600, N taxVTNTA eV €lval To POVO KivnTPOo yla TNV emiAucn tng mapdAAnAng uAonoinong. Yndpyouv
oTPATNYIKEG UAOTIOINGN TTOPAAANALOUOU, OTIOU OMASES TWV XPWHOCWUATWY OTEAVOVTAL O SLADOPETIKO
enefepyaotn yia va e€eAtyBolv EexwPLOTA amod T UTIOAOUTA, EVW N EMKOLWVWVIN YIVETAL TIEPLOTACLOKAL.
O SLaxwpLopog auTtoc og umo-ANBuopoUg, uropei va amotpéPel tov alydplOuo amd mbavr mpowpn
oUYKALoN, ylati kaBe mMAnBuopog Payvel pe Sladopetikol cuVSUACUOUC OMOTPETIOVTOC LE TN OElpd
TOU €va Kal povo. uPnAnG afloAdynong XpPWHOOWHA VA ETILKPATACEL 6 OAO TOV MANBUGOUOG. AANAN Eva
XOPOKTNPELOTIKO TG €€EMENC To omolo upmopel va uloBetioel n mapdAnAn uvlomoinon, eival n
TIEPLOTACLAKI HETOVACTEVUON HETAEY TWV MTANBUCUWY OTIWE CUVAVTATAL Kol oTh duon.

Ocov adopad otnv péBodo mou pmopoUpe va akolouBroope yla mapdAAnAn ulomoinon, n
amhouotepn eival master-slave mpooéyylon. Evag enefepyaotnc mailel To poAo tou master Kot gival
UTELBULVOG yla TNV emKowvwvia, TNV Taflvounon Kot To {Euyapwpa Tou MANBUOUOU evw OTEAVEL TN
ouvaptnon afloAoynong mpog toug slave emefepyactéq yla mapdAAnAeg amotiunoslg. NapoAn tnv
amAOTNTA WG TPOG TNV UAomoinon, n HéEBodog auth £xel oplopéva pelovektiuata: O master
enefepyaotng MOAEC DOPEC avayKAETAL O OVAUOVH TWV AMOTEAECUATWY amo toug slave, evw o
oAyopLBpog eival Tooo yprnyopoc, 660 ypriyopn €lval n eMLKOVWVIA LE TOV apyOTEPO UTIO-TIANBOOUO.
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4. MNMpooéyyion Twyv MNeveTikwy AAyopiOpwy oTnv avixvevon
g1o0foAwv

Y€ QUTH TNV EVOTNTA OTTOTUTTWVETAL APEVOG N £PEUVA TIOU €XEL YIVEL HEXPL TWPA OTNV AVIXVEUGN KoL
efopuén Owtuakwv elofolwv pe xprion levetikwv AAyopiBuwv kat adetépou. avalletal  n
T(POTELVOLEVN TIPOCEYYLON OTNV tapouca VAomoinon.

4.1. Zxernikn Epguva

Tnv televtala Oekaetia TOMEG TEXVIKEG TIPOEPXOMEVEC QMO TNV TEXVATH vonuoolUvhn Kal Tio
OUYKEKpLUEVA  TIC Aeyopeveg «Soft  Computing»  texvikeg  (Fevetwkoi = AlyoplBpol, [evetikog
Mpoypappatiopog, Nevpwvikd Aiktua, Acadr ZuoTAUATA, XOOTIKA . CUCTAMOTA  K.d.) €Xouv
eMLOTPaTeVOEL yla TNV armoSoTikA Kot aflomotn aviyveuon eloBoAwv.

Mo pwTn TPoaéyylon eVdUWV TEXVIKWY 0To TipoBAnua ftav twv Crosbie kat Spafford [42], émou
Ue TNV edpapuoyr Mevetikol Mpoypappatiopol (GP) kal TOAU-TIPAKTOPLKWY TEXVIKWVY ETUXELPNONKE N
avixveuon Siktuakwv avwpoAtwyv. Mwa aAn epyacia [43] cuvblaoe €€opuén dedopévwv aocadolg
AOYIKAG Kal FevetikolG aAyoplOuoug tooo yla eUpeon avwuoAlwy (anomaly detection) 600 kat yia
aviyvevon mpooBolwv (misuse detection). e auth TN MeAETn, - oL Tevetikol AAyoplOuot
Xpnotwgomotbnkav ylia TOV  UTMOAOYIOMO TAPAUETPWV  TwV - acadwVv CUVAPTACEWV  TOU
xpnotonotdnkav Kabwe Kal tnv emAoyr] TWV TILO OXETIKWY SIKTUOKWY XAPAKTNPLOTIKWY yla TNV
aviyvevon. AMn ula epyacio mou xpnotpomnoinos. evetiko  MMpoypapuatiopd yla thv AvtAnon
TAEWVO LKWV KavOvwy ATav autr Twv Lu kat Traore [44] n omoia xpnolomoinoe To mMAaiolo umtoaTtApLEng
— gumuotoouvng (support — confidence framework) w¢ QVTIKELULEVIK CUVAPTNON KAl XPnOLLOTolnoE
Lotoplkd Sedopéva yla tnv e€6puén TV KAvovwy. MevetikoUg AAyopLOoug UBPLSIKA pe TNV TeXVLKN KNN
(k-nearest neighbor) xpnowomnoinoav kat ot Melanie Middlemiss kat Grant Dick [45] otnv emthoyn Twv
TIO GNUOVTIKWY XOPOKTNPLOTIKWY YL TV avayvwplon Stadopetikwy eldwv emBécewv. TEAOG, AAAN U
UBPLBIKA PEBoSOC mapouatldotnke armod toug Xia, T. K.o. [46] To 2005 émou n Bswplo mAnpodopiag
ouvduaoTtnke e Mevetikd AlyoplOuo divovtag oAl Kahd amotedéopata oto cUvolo Ssdopévwv KDDI9
[1] evw pelwoe Tautoxpova To MANB0C TWV SIKTUAKWY XOPAKTNPLOTIKWY TIOU XPNoLlomotndnkay yla tnv
efaywyn Kavovwv.

EKTOG amo emkouplka, ot Mevetikol AAyoplBuol £xouv xpnolpomnolnBel aneuvbeiag yia tnv e€aywyn
Kavovwyv Slaxwplopol entbBéccwv. O Chittur otnv epyacia tou [47] xpnowlomnoinoes Mevetikd AAyopLBuo
yla aviyveuon avwpoaAlwv. O aAyoplOuog¢ autoc dnuloupyouaos tuxaioug aplBuoug yla t dnuoupyila
OUVTEAEOTWY PBACLOMEVWY OTIG ePrEPEG TUXaieG otaBepég (Ephemeral Random Constants — ERC) ot
omoleg €xouv meplypacdel oto pabnuatikd povtého tou Koza [48]. O alyoplBuog eixe TMOAU KaAd
OTOTEAEOUATA HUE MIKPO TIOOOOTO KOVOVIKWY CUVOECEWV Katnyoplomolnuévwy wg ewoPBolwv (false
positives) aA\ad xpnotuomnotoloe 0An TNV MAnpodopia Twv SIKTUAKWY XOPAKTNPLOTIKWY LE ATOTEAECHA
TNV apyr oUykALon.

M aM\n mpoogyylon elvar autr)y tou Li [49] otnv omoia xpnolpomowibnkav evvid SlkTuaka
XOPOKTNPLOTIKA 0TV £€aywyn Kavovwy aviyveuong slofolwv ta omola EAapav HEPOG HE AVTIOTOLKES
Bapltnteg TOo KaBéva. AvtioTolya €xouv TpotaBel Kol GAAEC MPOOEYYIOELG XPNOLLOTIOLWVTAC OXETIKA
HLKPO aplOus SIKTuoKwY Xapaktnplotikwy [50], [51]. Eva mAeovEKTNUO TNG €MAOYNG QUTAC Elval n
YPNYOPN EVNUEPWON E VEOUG KAVOVEG WOTE, OTOV MPAYUATIKO KOGHO va UIopoUlV Vol avtanokplBolv
OTIG OUVEXOUEVEG VEOU €iboug emiBéoelg oto Siktuo. Mia AaAAn edapuoyn [52], oxebiaotnke va
napakoAouBet Tig Spaotnplotnteg oto Siktuo oe Sladopa emnineda (xprotn, ocuotnuatog, Sladlkaoiag
KOl TAKETOU) Kal-pe TN PonBela Mevetikol taflvountr amodacilel ylo To av UTApxeL mapafiaon
aodarelag. Téhog, ol Bankovi¢ k.a. [2], [53] pe TOAU piKpO MEYEBOG SIKTUAKWY XOPOKTNPLOTIKWY,
€€AyouV KAVOVEG e ToUG MevetikoUg AAyOpLBUOUG TTou Ttapouaotdlel. Ta e€ayOUEVA XAPAKTNPLOTIKA Ta
efayel ue tnv texvikn «Principal Component Analysis — PCA» kot edpapuolel évav KAAooLKO EVETIKO
ANyOpLBuO yla TNV e€aywyn Kavovwy eLoBoANG.

OL mteplocotepeg edappoyég, amd to 2000 Kol EMELTA XPNOLLOMOoLoUV yla thv afloAdynoh toug To
oUvolAo Siktuakwv SeSopévwy tou Staywviopol KDD99 [1]. Itov napakdtw mivaka (Mivakag 6), €xouv
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kataypadel [2] texvikég pnxavikng pabnong (machine learning) mou éxouv avamtuxBel ywa tv
avixveuon €LoBOAWV KAl TA AMOTEAECLOTA TWV LETPROEWV Toug oto KDD99 gUvoAo Sedopévwy.

Technique Detection rate (%) False positive rate (%)
C4.5 95 1
Support vector machine (SVM) 95.5 1
Multi layer perception (MLP) 94.5 1
k-nearest neighbor (k-NN) 92 1
Linear programming machine (LPM) 94 1
Regularized discriminant analysis (RDA) 94 1
Ficher linear discriminant (FD) 89 1
y-algorithm 80 1
k-means clustering 65 1
Single leakage clustering 69 1
Quarter-sphere SVM 65 1
Y-means clustering 89.89 1
Genetic programming ensemble for distributed intrusion detection (GEdIDS) 91 0.43
SVM + GA 99 -
SVM + Fuzzy Logic 99.56 0.44
Neural Networks + PCA 92.22 -
C4.5+ PCA 92.16 -
GA 97.47 0.69
C4.5+Hybrid neural networks 93.28 0.2
Hidden Markov model (HMM) 79 -

Nivakag 6: TEXVIKEG YVWONG MNXAVAS KAl ATTOd00H TOUG OTNV £Z0pUTnN EI0BOAWY

Eival pavepd péoa amd tnv mopandvw ovaAuon. otL to medio twv Mevetikwv AlyopiBuwv otnv
aoddAela UTOAOYLOTWY Eivol OVEPXOUEVO, TOUAAXLOTOV. 000V - adopd TO HOVTEAO TWV CUCTNUATWV
aviyveuong eloBoAwv mou e€etdletal HEoa amod aUTH TV Epyacia.

4.2. TMpooéyyion £vog £EEAIKTIKOU aAyopiOpou oTnv £§6pun
SIKTUOKWYV £10BOAWY

H mpooéyylon tou EEeAKTIKOU HOVTEAOU OTNV Tapouca UAomoinon €XeL WG oKomd TtV UAomoinon evog
Fevetikol AAyoplOpou o ormoiog péoa oe £€vo oUVOAO LOTOPLKWY SIKTUaKWY Sedopévwy Ba e€dyel
KQVOVEG TIOU OVTUTPOCWTEUOUV €EL0BOAEG WOTE va. xpnotporotnBolv £metta yla 1o GATpdapLlopa
eloBoAwv. Mo va emtevxBei auvto, meplappdvel duo otddia. To mpwto otddlo oto omoio
ETIKEVTPWVETAL N TEPLOCOTEPN epyacia, givar n €€dpuén kavovwv eloBoAng péoca amd éva oUVoAo
Seb0oEVWYV TIOU TIEPLEXEL AVAYVWPLOUEVEG €LloPOAEG. Atotelel Tnv ekmaideuon tou alyopibuou oto va
avayvwpilel avemiBupunteg ouvoéoelg. EMElTa oL KAvOveG TOU €fdyovtal, XPNOLUOTIOLOUVTOL OTNV
aviyveuon eloBoAwv pEoa OE €va LEYQAUTEPO oUVOAO SikTuakwv Sedopévwy wote va aflodoynBel n
enidoon tou aAyopibuou.

JTIG EMOUEVEG UTTOEVOTNTEG MEPLYPAPOVTAL Ol CUVLOTWOEG Kal N oxedlaon tou alyopiBuou wote va
eKTtaldeUTEL Kat va e€AyeL Kavoveg eloBolng. MOALG e€axBouv oL Kavoveg n aviyveuon €loBoAwV Kat ot
HETPROELG elval amAn kat yprnyopn Stadikaaota.

4.3. Opiouog Tou mMpoBARpaTOg

To mpoBAnua mou emuyelpeital va AuBel elval n aviyvevon elofolwv péoa oe €va Siktuo. MNa va
emuteuxBel n aviyveuon, xpelalovtal KATIOLOL KAVOVEG OTO XOPOKTNPLOTIKA Tou SIKTUOU WOoTE avaioya
HE TIC TILEG TWV XAPAKTNPLOTIKWY va avayvwpilovtal ot miBaveég eloBoAég He T peyoAUTtepn Suvath
akpifela. Na mapadelypa £vag Kavovag sivat:

Av (duration = “0” kat protocol = “finger” ko source_port = 8080 kat source_ip = “195.251.160.4”)

Tote «ELoB0An»,
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OMoU PEoa aTn cuVONKN EMAOYNG UTIAPXOUV OPLOUEVA SLKTUOKA XOPOKTNPLOTIKA TTOU OTAV OL TLUEG TOUG
KAvouv Tnv ouvBrkn aAnBn, ToTe T0 cUoTNpA Bewpel MW uTtApXEL ELGBOAN.

O mpotewvopevog alydplOpog ££0puéng eloPolwv CUVENMWC, TIPEMEL VA eKTIOLSEVETAL WOTE VA
TAPAyEeL TETOLOUG KAVOVEG. MNa va ekmaldeutel, xpeldletal éva cUvolo SeSoUEvwy OOV €ivat YVWOTES
oL €LOBOAEG KOL OL KOVOVLKEG OUVOEDELG €TOL WOTE VO UMOPEL va auTto-afloAoynBel kol amno yevid ot
YEVLA VO TTOPAYEL KOAUTEPOUG KAVOVEG.

Mo tv afloAdynon tou TPEMEL va oploBolV OpLopEVA PETPAOLUA LEYEDN. TNV TepimTwon Tng
aviyveuong Siktuakwv eloBoAwv pag eviladépel to mooooto avixveuong (detection rate) kaBwg kat To
TLOCOOTO OPAAWV CUVOECEWYV OL OTIOLEG XapakTnpiotnkav wg eloBolég (false positive rate).

4.4. Avamapdaoraon dedopuévwy (Data representation)

Jtnv mapovoa oxediaon tou levetikol AhyopiBuou otnv avixveuon elwofolwv &66nke onuacia ta
XOPOKTNPLOTIKA TTou Oa emAexBoUlv yLa val CUMUETEXOUV WG KAVOVEG oThv £€0puEn elcBoAwv va sival
0600 To duvatov Alyotepa wate va emiteuxOei aviyvevon pe tn Awydtepn duvath mAnpodopia. Emiong ta
Sebopéva yla tnv eknaideuon va pnv xpelaletal va eivat moANd, €Tl WoTe 0 aAyopLlOog va GUYKALVEL
000 TO SuvaToVv TILO Ypryopa TNV €aywyr KOVOVWY PE TOV KivEUVO ORWC VO NV €XEL TO ATIOULTOUREVO
mAnBo¢ mAnpodopiag wote va eléyEel oe peyalo BaBog to xwpo avalntnong. TNV €mMOUEVN UTO-
evotnTa meplypadetal to cUvolo SeSopEVWVY TOU XPNOLULOTOOnKe yla va emlexBouv Ta SIKTUOKA
XOPOKTNPLOTIKA, va ekrtadeutel kat va aflohoynBei o alyoplOuog.

4.4.1. To ouvolo dedopuévwv KDD99 (KDD99 dataset)

To alvolo Sedopévwyv KDDI9 mpopyetal and tov Staywviopo gupeong ewoBolwv (Classifier Learning
Contest) Tou ykpoum tng ACM vyl tnv avokdAuyn yvwong kot €£opuéng dedopévwv (ACM Special
Interest Group on Knowledge Discovery and Data Mining) kat ota mAaiowa tou 5% cuvebpiou Tou
YKpouT (5th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining 1999) [54],
[55]. O okomog ntav va dtiaxtel éva cuotnua tagvountng (learning classifier) to omolo va Slaxwpllel
«KOKEGY» oUVOEDELG, SNAASH LGBOAEG 1] EMIOECELG KOL KKOWOVIKEG» OUVEEDELG.

To oUvolo SeSouEVWV TTAPAOCKELACTNKE oTa £pyaoctrpla Lincoln tou MIT oe cuvepyaoia pe tnv
unnpeocia DARPA (Defense Advanced Research Projects Agency) amo mpayuatika Ssdopéva mou
OUAAEXBNKOV Og MpayUaTIKO TeplBAaAAov. ZUANEXBNKav akatépyacta TCP dump Sedopéva (raw data)
ewid ePfdopadwv oe €va TUTIKO TiepBalov TomikoU OLKTUOU TNG TMOAEULKNG OEPOTOPIlag Twv
Hvwpévwv NoAttelwv APePIKNC Kal To eUmAoUTIoav e TIOAAATAEG eBEoelg. Ta dedopéva ekmaidevong
TIOU CUYKEVTpWONKav: Ntav mepimou 5 ekatoppvpla gyypadég kot ta Sdedopéva afloAoynong nrav
Tepimou 2 ekatoppupla eyypadEG. ITov mapakatw mivaka (Mivakag 7), kataypddovtal To cUVOAO TwV
XOPOKTNPLOTIKWY KABE gyypadng ota Sedopéva, Ta XapaKTnpLloTika SnAadn kabe Siktuakng ouvoeong.

‘Ovopa xapaktnpLotikol Nepwypadn TUnog 6edopévou
duration length (number of seconds) of the connection continuous
protocol type type of the protocol, e.g. tcp, udp, etc. discrete
service network service on the destination, e.g., http, | discrete

telnet, etc.
src_bytes number of data bytes from source to destination continuous
dst_bytes number of data bytes from destination to source continuous
flag normal or error status of the connection discrete
land 1 if connection is from/to the same host/port; 0 | discrete
otherwise
wrong_fragment number of “wrong" fragments continuous

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv 36




MeTtatrTuxiakr AiaTpin MNwpyog XpuocoAwpdg

urgent number of urgent packets continuous

hot number of ““hot" indicators continuous

num_failed_logins number of failed login attempts continuous

logged_in 1 if successfully logged in; 0 otherwise discrete

num_compromised number of “compromised" conditions continuous

root_shell 1if root shell is obtained; 0 otherwise discrete

su_attempted 1if “su root" command attempted; 0 otherwise discrete

num_root number of “root" accesses continuous

num_file_creations number of file creation operations continuous

num_shells number of shell prompts continuous

num_access_files number of operations on access control files continuous

num_outbound_cmds number of outbound commands in an ftp session | continuous

is_host_login 1 if the login belongs to the ““hot" list; 0 otherwise | discrete

is_guest_login 1 if the login is a ““guest'login; 0 otherwise discrete

count number of connections to the same host as the | continuous
current connection in the past two seconds

serror_rate % of connections that have “SYN" errors continuous

rerror_rate % of connections that have “"REJ" errors continuous

same_srv_rate % of connections to the same service continuous

diff_srv_rate % of connections to different services continuous

srv_count number of connections to the same service as the | continuous
current connection in the past two seconds

srv_serror_rate % of connections that have “'SYN" errors continuous

srv_rerror_rate % of connections that have “"REJ" errors continuous

srv_diff_host_rate % of connections to different hosts continuous

dst_host_count count of connections having the same destination | continuous
host

dst_host_srv_count count of connections having the same destination | continuous
host and using the same service

dst_host_same_srv_rate % of connections having the same destination | continuous
host and using the same service

dst_host_diff_srv_rate % of different services on the current host continuous

dst_host_same_src_port_rate | % of connections to the current host having the | continuous
same src port

dst_host.srv_diff_host_rate % of connections to the same service coming from | continuous
different host

dst_host_serror_rate % of connections to the current host that have SO | continuous
error

dst_host_srv_serror_rate % of connections to the current host and specified | continuous
service that have an SO error

dst_host_rerror_rate % of connections to the current host that have | continuous
RST errors

dst_host_srv_rerror_rate % of connections to the current host and specified | continuous
service that have an RST error
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Mivakag 7: AioTa XapoKTNPIOTIKWV KAl TTEPIYPAP TOUG 0To oUvoAo dedopévwv KDD99

E€ oplopol otoug MEVETIKOUG OAYOPLOUOUG N avamopAoTaon €VOG XPWHIOCWUOTOG LEC OE €va
MANBuUopS pag yeviag elvat kat pa mbav AVon tou MPOoPBAAKATOG. TNV CUYKEKPLUEVN TIPOCEYYLON
KABe xpwuoowpa eivat kat évag mbavog kavovag mou avayvwpilel elofoln. Kabe yovidio (gene) péoa
0g £VO XPWHOOWO AVTIIPOCWTTEVEL Kal £val XapaKTNPLOTIKO SikTtuakng cuvdeong. MpwTto Bripa sivat n
€mAoyn Tou MARBOUC TWV XaPAKTNPLOTIKWY TIoU B0 GUMUETEXOUV WG yovibla péoa o £va XPWHOCWAL.
Ta XOpOKTNPLOTIKA TIoU eMAEXONKAV oTNV mapoloa MPOocEyyLon ATav avtiotola Le autd Tng Bankovic
[2] omou xpnowomnowwvtag t péBodo PCA (Principal Component Analysis), o texvikn peiwong
SLOOTACEWVY KAL TILO CUYKEKPLUEVA TO PeTAoXNHOTIopO Karhunen—Loéeve [56], aAAd kat piot AAAn péBodo
noAupetaBAnTAG avaluong [57], e€nyaye ava mARBOG XOPOKTNPLOTIKWY, TA XOPOKTNPLOTIKA UE TNV
peyalutepn Stakupavon (variance) (Mivakag 8). Me tov TPOMoO aUTO ETAEYOVTAG TO ONUOVTLKOTEPA
XOPOKTNPLOTIKA, HELWVETAL TO KOOTOC UTIOAOYLOUWY TWV OXL TOCO0 GNUOVTIKWY YXOPOKTNPLOTIKWY Kal N
taxvtnta eknaidsuong kat e€6puéng elofolwv auvéavetal.

Dimension 1 2 3 4 5 6 7 &
src_bytes duration duration duration duration duration duration duration
src_bytes src_bytes src_bytes src_bytes flag flag flag
dst_host SError_rate SEITOr_rate src_bytes sc_bytes sic_bytes
_STV_
SError_rate
dst_host dst_bvytes semor_rate hot SIV_rerror_rate
_SIV_
serror_rate
dst_host dst_bytes Serror_rate hot
_SIV_
Serror_rate
dst_host dst_bytes serror_rate
_sIv
_Serror_rate
dst_host dst_bytes
_SIV_
SError_rate
dst_host_srv_

SError_rate

Mivakag 8: AioTa e Ta ONMAVTIKOTEPA XAPAKTNPIOTIKA avd didoTaon [2]

4.4.2. AvanmmapaoTaon XPWHOOWHATWV

Kpatwvtag 660 To SuvaTOV TILO UIKPO TOV apLlOUO TWV XAPAKTNPLOTIKWY, TIpoonabwvtag mapdAAnia
va dlatnpnBet vPnAd MocooTo avixvevuong, n Sldotacn Mou eMAEXONKE NTAV TPLWV XAPAKTNPLOTIKWY
(Mivakag 9) omodTte kal To. KAOe Ypwudowpa Oa amoteAsital anod 3 yovidia.

XapaKtnpLloTiko Nepypadn ApLBuOG yovisiwv
duration Awdpkela oUvbeong o SeutepoOAenta 1
src_bytes AplBuog bytes amo tnv mnyr mPog Tov MPoopLoUO 1
dst_host_srv-serror_rate | Nocootd twv cuvéEoewv mou £xouv “SYN” odpalpa 1

Mivakag 9: EmiAgypéva SIKTUOKA XOPAKTNPIOTIKA wg yovidia

H avamapdotacn Twv XpWHOCWUATWY oTov aAyoplOpo Tou oXedldotnke eival Gpalvotumikn. Itnv
dawotunikn avamoapaoctacn [58] ta xpwpoowuata otov MANBUCKO avtloTolxouv amnsubeiag oto xwpo
Suvatwv AUoewv oe avtiBeon Pe TN YOVOTUTILKN N OMoiol XpNOLUOTOLE(TAL OTNV KAQOOLKN TIPOCEyyLon
evog levetikoU oAyopiBuou OmMou n avamapdotacn Twv yovidiwv kal kot eméKTacn Tou
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XPWHOOWUOTOG, ival Suadikr. AUTO eMNPEATEL KAL TNV EMAOYN TWV YEVETIKWV AVACUVOUACUWVY OTIWG
avOoAUETAL OTNV EMOUEVN EVOTNTA VLA TOUG YEVETLKOUG TEAEGTEG TOU TIPOTELVOLEVOU aAyOpLOou.

Etol, éva ypwpoéocwpo otov AAlyoplOuo avamapiotoatat wg e€ng: {2, 132, 3} omou onuaivel 2
Seutepolemta yla to medio duration, 132 bytes yia to mebio src_bytes kat 3% mMocoaoto yla to medio
dst_host_srv_serror_rate. ZUVENWG 0 KAVOVAG ELOBOANG YLOL TO TTOPATIAVW XPWHOCWLA lva:

Av (duration = 2 kat src_bytes = 132 kat dst_host_srv_serror_rate = 3)
Tote «EioBoAn»

Amnotédeopa TG AWVOTUTIKAC avamapdotacng eival, kdbe yovidlo 010 YpwpoOowHa -~ va
avarmapiotatal anod aképatoug aplBuols. To medio oplopol kGOt yovidiou mpogpyeTal péoa amd TLG
SUVATEG TLUEG TIOU UMOpPEL va TIAPEL Péoa amo To cUVoAo SeSopévwy ekmaideuong Ttou alyopibuou.

4.5. H avTIKEIPEVIK oUuvApTNONn

Mo TNV QVTIKELPEVIKA cuvdptnon f ouvdptnon aflohdynong (evaluation function) tou aAyopiBuou o
Baolkog oKomog Atav va aufavetal ovaloya LE TO TTOCEC eMIOECEL OCWOTA AVOYVWPL(EL TO EKACTOTE
XPWHOOWUA oTov MANBUGUO. MapdAAnAa, n AVIIKELUEVIKT cuvapTtnon Ba mpémel va AapPavel umdyn
NG Kal Moo eMOEeL avayvwploe AaBog wote TeEAKA va un- GTaceL va Sivel peyain aflohdynon o€
Kavova €LoBoAnG o omolog avayvwpilel apkeTEG eLGBOAEG TTaPAAANAA OUWG va Eexwpllel we eLOBOAEG
Kal KavovikéG (normal) cuvbéoelg. Etol n ouvaptnon afloAoynong mou emAEXONKe Kal n omola €xel
xpnotpomnotnBel cuxva og avtiotoweg pehéteg [47], [2], [50] eival n mapakdtw:

. a- B
fitness = R
Omou a gival o aplBPOG TwV CUVEEGEWVY TIOU avayvWwPLloTNKAY 0woTA w¢ ELOBOAEG, A glval 0 GUVOALKOG
apLOuoG embéoewv oto olvolo dedopévwy ekmaideuong, B elval 0 aplBOG TWV KAVOVIKWY CUVEETEWY
nou AavBaopéva avayvwpiotnkav wg embeoelg (false positives) katl B elval o aplOpog Twv KAVoVIKWY

ouVSEoewv 0TO oUVOAO Sedopévwy ekmaideuonc.

To amotéAeopa TNG MAPATIAVW CUVAPTNONG avnkel oto Tedio [-1, 1] omou -1 eival n pKkpdTEPN
Suvat TN (o Kavovag avayvwploe OAEC TIG KOVOVIKEG CUVOEODELS WG €TIOECELS KAl Kapia ocwotd
avayvwpLopévn emiBeon) kal'l n péylotn TN (0 KavVOvaG avayvwpLoe OAEC TIG EMIOE0ELG CWOTA XWPLG
va avayvwpiloel kapia kavovikn cuvdeon wg AavBacuévn). YPNAS moocooto evtomiopol emBEcewv Kat
napdAnla peiwon twv AavOaopévwy avoyvwploewy onpoaivel HeyoAUTEPN TIUH OTNV QVTLKELUEVIKH
ouvaptnon Kot to avtiotpodo.

4.6. Emokonnon tou AAyopiOpou

210 IxAua 11, avamapiototal 0 aAyopLOpoG pe SLaypappa pong.

Jtnv apxf o aAyoplOuog adol BECEL TIC YEVETIKEG TTOPAUETPOUC, TO MANBOOC TwV YeEVEWV TIou Ba
TPEEEL, TOV OPLOUO TWV. XPWHOCWHATWY HECA 0TOV MANBUGUO, TOV TPOTIO E ToV omolo Ba emAéEeL Tou
KQAUTEPOUC YOVEIG yla avamapaywyr, TG TOpOUETpoug Slaoctalpwong kat petaAhaéng, 6Oa
SnuLoupynoet Tov-apxtkd MANBUoUO He Tuxaio TpOmo, HEoa OUWG armd TG SUVATEG TLUEG TToU Ummopel va
TApel amo To oUvolo. Sedopévwv ekmaibeuong (training dataset). Adol amotiunBel o opxLKOG
MANBUGHOC HECW TNG AVILKELUEVIKIG CUVAPTNONG, 0 TANBUOUOG e€eAioOETAL QMO YEVEQ OE YEVEQ HEXPL
TO OPLO TWV YEVEWV TIOU £XEL OPLOBEL apXLKA.
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ZxAua 11: To didypappa poRg Tou TTpoTelvOpevou MeveTikoU AAyopiBuou yia Tnv £§6pugn e1IcfoAwv
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Y€ KAOe yevLd, YIVETAL N ETUAOYH TWV KAAUTEPWVY KOVOVWVY avaAoya LE TNV TAPALETPO TNG ETUAOYNG
mou €xeL teBel (parent selection) kat akoAouBel n Sactavpwon kot n HetdaMaf Toug. ZTnv
TPOTELVOUEVN TIPOCEYYLoN, adol yivel n amotipnon mAnBuopol akoAouBel n emloyn emupilwong tou
nAnBuopou (survival selection), kaBwg €xel ewoaxOel otov alyoplBuo n MOPAUETPOG TOU HeyEBouUg
enwaong (brood size). Autod onuaivel mMw¢ o MATPLKOG TANBUOUOC avaloya Ue TNV TTAPAUETPO UIMOPEL
KATA TNV emloyr] Tou va dnuloupynosl SUTAAcLloug amoyovoug (yla brood size = 2) kal €melta amno
QUTOUC TOUG AmMOyOVoUC HETA TV emLBlwaon Toug va pokU el 0 TANBUGUOG TN EMOUEVNG YEVLAG.

EKTOG TwV Mapandvw, n TPOTEWOUEVN TPOCEYyLlon ot KABe amotipnon mAnBuopol Kataypddel
0pLOMEVA SLAKPLTA XPWHOCWHOTA T OOl €X0UV TLUN AVTLIKELMEVIKAG cuvaptnong > 0. Me autd tov
TPOTIO KPATAEL €VA LOTOPLKO TWV «KAAUTEPWVYY» KAVOVWVY KATA Tt Sldpkela tng e€EALENG TwV YEVEWV ylati
UTIApXEL TIBAVOTNTA Ot KATolo Yevid va Bpebel xpwpoowpa pe kahf amodoon (>0) to omoio otn
€\EUON TWV EMOPEVWY YEVEWV, va Xabel. 2To TEAOG, Omou o0 aAyoplOuog ¢tavel to péyloto TARO0G
yevewy, e€dyovtal ol KAAUTEPOL KAVOVEG Kol EAEYXOVTAL TOOO O0TO GUVOAO SeSOUEVWY TNG ekmaiSeuong
000 Kol 0To oUVOAO Sedopévwy agloAdynaong, yla To mooootd e€0pung eLoBoAwy.
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5. YAomoinon Tou CUOTAHATOG

Ztnv evotnta auth meplypddovtal ol mpodlaypadEG KAl TO TEXVIKA XOPAKTNPLOTIKA UE Ta omola
vlomolnBnke o Mevetikdg AAYOpLOLOG yla TV EKMAISELON TOU CUGTHATOC Kal TV géaywyr] Kavovwy
SIKTUOKWV ELGBOAWV.

To npoypappa ypadnke pe tn NMwooa Mpoypappatiopou CH# oto meptBarlov tou Microsoft Visual
Studio (apxwa otnv ékdoaon 2008 kat £netta petadépbnke oto Visual Studio 2010). Ma tn petayAwrtion
apkoUaoe to .NET Framework 2.0 omote Kal To TeAkd ekteAéopo apxeio mou BplokeTal 0To CUVOSEUTIKO
kwdika, arattei to .NET Framework 2.0 yia Thv ektéAeon Tou o reptBallov MS Windows.

Eniong, ywa tnv enkowvwvia pe to meplBaliov eknaibevong, SnAadn TG SIKTUOKEG €LOBOAEG TTOU
xpnotponotdnkav yla tv e€EAEN Tou aAyopiBuou kal tnv ££6pun Twv Kavovwy, xpnotonoldnke
Baon 6edopévwv wote to cUvolo Sedopévwy KDD tou omoiou ta apxeia ntav oe comma delimited
apxela Kewwévou, vo eMefepyaoTel avaloya e TO XAPAKTNPLOTIKA TIou Ba XpnoLUooLouvToy amnd Tov
oAyoplBpo. Me tn xpnon Paong 6ebSopévwv NTav €UKOAO META TNV €faywyn Kavovwv amd Tov
oAyopBuo, va aflodoynBel n avixveuon twv elofolwv oto mepBarlov aflohdynonc. To cuotnua
Slaxeiplong Baong SeSopévwy MoU XPNOLUOTIOLONKE TOGO Ao TO MPOYPAUUA, VLA TNV EMLKOWVWVIA UE
TLG TIMEG TWV XOPOKTNPLOTIKWY TOU oUVOAOU Sebopévwy, 000 Kal yla TNV afloAdynon Twv Kavovwv
eloBoAng, tav o MS SQL Server 2008.

OL KAAQOELG oo TLG oTtoleg amoteAeital To MPOYPAKUA, anelkovilovTal oto ZxHua 12:

? ICloneable CP ICloneable

Gene ¥ Chromosome ®) | Population ¥
Class Class Class
- List<Gene> - List<Chromosome>
- 9) | ) @EEEssemTC X
gEP ¥ EA ¥ 1 Configuration & g
Class Class I StaticClass i
|
\ ___________ /l
P o e e -~ BRI -~
| DAL ¥ 1 | Logger @)
I StaticClass ;1 | StaticClass i
|
VIR = ,' VIR = ,'

IyxApa 12: To didypappa Twv KAGOEWV TOU UAOTTOINPEVOU GUGTAMATOG

H kAdon Gene, avtimpoowreVeL va Yovidlo evog xpwpoowpatog. OL 18Lotnteg Kat ot péBodol tng
daivovtal mapakatw (Zxnuo 13).
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9 [Cleneable

*¥

| Gene
Class

=l Properties
' LowerBound: int
ey UpperBound : int
= Value:int
=l Methods
% Clonef) : object
W Genel) [+ 1 overload)
W I=valid() : bool

ZyxApa 13: O11816TnTEG Kal ol uEBodol TG KAdong Gene

‘Eva yovidlo amoteAeltal amo TNV TN TToU €XEL KAL QO TN UEYLOTN Kol EAAXLOTN TUUK TIOU UOpPEL va
napet. H kAdon, ektdg and t péEBodo kataokeurg (constructor method) tou yoviSiou, UAomoLEl Kat TN
HEBoSo Clone() yia va avtlypadel Tov EAUTO TOU GE €va Kavouplo yovisio.

H kAdon Chromosome (IxApa 14), avtuipoowmeVeLl €va XPWHOOWHA €VOG TANOUCHOU Kol
anoteAeitatl and pia Alota and xpwuoowparta (List<Gene>). EMUMAEov, XL TO XOPAKTNPLOTIKO Fitness
TO OMOl0 QVIUTPOCWMEVEL TNV TR TOU €XEL N OUVAPTNON AELOAOYNONG yld TO OUYKEKPLUEVO
XPWHOCWH KaOWE Kal Tov aplBuo yovidiwv mou. mepléxel (NumberOfGenes). 2tig pebodoug mou
vlomolei, ektog amd Tig ueBddouc dnpoupyiag EVOG XPWHOCWUOTOC KAL THV avTlypadr Tou E0UTOU TOU
og KowoUplo, UNomolel Kot TG Asttoupyieg¢ tg Slootalpwong Kot HETAAAAENG OTo €KAOTOTE
Xpwuoowpa. H uéBodocg Evaluate() urtoAoyilel kat amodideL TLUA 0TO XAPAKTNPLOTIKO Fitness. H uéBodog
Initialize() apyLkomolel Ta yovidla Tou XpwHOCWHATOG 6Tav KANOEl, WOTE va MAPOUV OPLOEVEG APXLKEC
TWEG amo TIG SUVATEG TLUEG TOU umtoouvolou 6edopévwy KDD mou xpnoluomoleital yla ekmaibeuon.
‘EtoL otnv dnuoupyia Tou MANBUGUOU TNG TPWTNG YEVLAG, eV SNLOUPYOUVTAL EVTEAWG TUXALEG TUUEG
oTa yovibla Tou XPWHOCWHATOG, OAAA TIHEG Héoa amd TG SUVATEG TUUEG TIOU UTOpEL va apeL kABe
XOPOKTNPLOTIKO Tou Siktlou (yovidiou) avtiotolya.
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(P [Cleneable

¥

| Chromosome
Class
=+ List<Gene>

=l Properties

ie'? Fitness : double
ie'l-;l MumberOfGenes ! int

= Methods

% Chromosome() (+ 1 overload)
% Clonel) : object
% Crossover() : void
a* CrossoverOnePoint() : void
% Evaluate() : void
W Initialize() : void
W Mutatel) : void
&7 MutateDelta() : void
a* MutateGaussian() : void
4" MutateRandom() : void

ZxApa 14: O11816TnTEG Kl ol uEBodol TG kKAdong Chromosome

H kAdon Population (ZxApa 15), aviutpoowrneVeL évav MANBUOUO Kat amoteAsital amnd pa Aiota ano
xpwuoowpata (List<Chromosome>), ta atopa tou mMANBuopol. H kAdon €xeL XopaKTNPLOTLKA TIOU
adopolv tOoo Tov MANBuoud, 600 Kal otoela mou. adopolV Ta CTATIOTIKA TIOU XPELdlovTal yla Tov
€\eyxo tou alyopibuou. Autd mepllapupavouv to péyeBog tou mMAnBuopou (PopulationSize), tnv péon
anodoon tou mMAnBuopolL (AvgFitness), Ttn MEYLOTN. KOl €AAXLOTN QmOdoon Tou €XeEL O €KAOTOTE
TANBUONAC, KABwWG Ta SUO XPWHOCWHATA TTOU £XOUV TN MEYLOTN KAl EAAXLOTN amodoaon PEXPL TWPA Ao
™V apxn t™g e€EALENG Twv yevewv. OupéBodol mou ulormolei n kKAdon, adopolv adevog Tov UTIOAOYLOUO
¢ amodoong kaGbs ypwpoowpato¢ tou TANOuopol adetépou TG peBOSouC yla TtV emhoyn
XPWHOCWUATWY armd tov AnOuopd. H ermhoyn mep\apBdvel Ttdoo TNV emiloyr] yovéwv avaloya HE TLG
TAPAPETPOUG TOU €xouv 600el apylkd otov aAyoplOpo, kabwg Kot thv emiloyn yla emiBiwon, ta
XPWHOCWUOTA TIOU Ba. TTEPACOUV OTNV EMOMEVN YEVLA yla avarmopaywyr. TéEAog meplAapBAavel kat T
pEBobo Statistics(), n omola xpnoluomoleital yla va e£Ayovial OTOTLOTIKA amo Tov MANBuouo Kal va
Kataypadovral oe apxelo.
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i!-}l

' Population
Class
=+ List< Chromosome:s

= Properties

AvgFitness : double
GlobalMax : Chromoscme
GlokalMin : Chromosome
MaxFitness : double
MinFitness : doubkle

PopulationSize : int

ethods

=

CemputeTotalFitness() : double
Evaluate() : void
MateFitnessProportinal() : void
Population() [+ 1 overload)
PopulaticnRepert() : void
PopulaticnReportFile() : void
Recombine) : void
RunReset) : void
Select(} : Population
SelectBinaryTournament() : Population (+ 1 overload)
SelectChromosomeRouletteWheel() : Chromosome
SelectFitnessProporticnal() : Population [+ 1 overlcad)
SelectRankProporticnal() : Population
SelectTruncation() : Population
SelectUniformDeterministic() : Population
SelectUniformStochastic() : Population [+ 2 overloads)
Statistics() : void

SurvivalSelection() @ void

s -

E O E O EEDE EEEEE ¢ € &

xApa 15: O11816TNTEG Kai o1 péBodoi Tng kKAdong Population

H kAdon EA (Ixnpo 16), avtimpoowrnevel éva e€eAkTikd alyoptOuo (Evolution Algorithm) o omoiog,
avahoya pe to tooeg dopég BENoUE va Tpé€el o AAyoplOpog, dnuloupyeital Kat uAomolel Tnv g€€NEn
TWV YEVEWV HEXPL TNV UEYLOTN YEVLA TToU £XEL oploTel. OL L8LOTNTEG TG KAAONC mepAapBAavouy pia Alota
amo ta KOAUTEPA XPWHOCWATA TTOU HEXPL Twpa €xouv mapaxbel (BestPool) pe okomod oto téAog anod
auth ™ Alota va e€axBoUlv Kat ot Kavoveg elofolng. Emiong amoBnkeVEeL Kal g mola yevid Bpiloketal o
oAyoplBpog  (CurrentGeneration), oe Tmowa yevid Ppeébnke To KOAUTEPO  XPWUOCWHA
(GlobalMaxGeneration), kaBw¢ kot éva avrtikeipevo tumou Random (EARandom) yiwa tnv mapaywyn
Peudo-tuxaiwv aplBuwy, OMoTe XpELAOTEL N TUXOLOTNTA OTOV aAyoplOpo. H Tuxalotnta mpoEpXETaL UE
600 TPOMOUG OTO MPOYPAUUA, AVAAOYA LE TIG pUBUIOELS TWV MOPAUETPWY: ETE XPNOLUOMOLWVTAC TNV
wpa W TuXaia T mapaywyng (seed value), ite YpNOLLOTMOLWVTAG L0 CUYKEKPLUEVN TLUN TTAPAYWYAG.
H Baowr uéBodog tng kAdong EA eival n Run(), n omola mpocopolwvel 0An tnv €€EAEN TWV yeEVEWV
péoa amd €va apxlkdo TANBuouo. EmavaAnmuikd, Snuloupysl Toug amoyovoug KABe yevidg, Toug
avamapayel, ekteAel Tnv emdoyr emPBiwong, Toug amoyovoug mou Ba emBLWOOUV GTNV EMOUEVN YEVLA
KOl KaAEl TOV €KAOTOTE MANBUCUO VO ATIOTLUNCEL TNV AMOS00N TWV XPWHOCWHATWY Tou. NapdAAnia
uTtohoyilel kat dnuloupyel avadopég yla tov mAnBuopo kaBe yevidag o apyeio.
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¥

i EA
Class

|

= Properties
ﬁ BestPool : List<Chromosome=
B CurrentGeneration : int
ﬁ EARandom : Random
' GlobalMaxGeneration : int

= Methods
W EAD
% GenerationReport() @ void
% GenerationReportFilef) : void
% (GenerationStatisticsFile() : void
W Run():wvoid

ZxApa 16: O11816TNTEG Kail ol uEBodol TG kKAdong EA

H kAdaon gEP (Zxnua 17), amotelel 1o onuelo évapéng ekTtéEAeonG TOU TPOYPAMMOTOC KAl TOU
FevetikoU AAyopiBuou pe t nEBodo Main(). Ektog amo tnv évapén tou AAyopiBuou kat mpv and auth,
$OPTWVEL TIG MAPAUETPOUC TTOU apopoUV TOOO TO TPOYPAA, OGO KoL TOUG YEVETIKOUG TEAECTEG.

L

¥

| gEP I
Class

= Methods
2% Main() : void

XyxAua 17: H kAdon gEP

Mo thv dépTWOoN TWV TAPAUETPWY EKTEAEONG, TO TIPOYPAUUA Xpnolporolel éva XML apxeio pe to
ovopa “gEP.xml” to omoio meptuével vo gival otov i8lo ddkelo, pall pe to extedéoilpo apyeio tou
TPOYPAULOTOG. € AUTO TO apxelo SnAwvovtal oL TTapAUETPOL e TIC omoisg kaBe dopd ekteAeital o
OAYOpLOUOG. MapakATwW EMLOVVATITETAL KOL EMEENYELTAL TO TIEPLEXOMEVO EVOG apXelou “gEP.xmI”:

<?xml version="1.0" -encoding="utf-8"?>
<EP>
<Runs>1</Runs>
<RandomSeed enabled="True">1351</RandomSeed>
<PopulationSize>100</PopulationSize>
<BroodSize>2</BroodSize>
<Generations»>300</Generations>
<Genes>
<Gene-bounds="True">
<min>0</min>
<max>42088</max>
</Gene>
<Gene bounds="True">
<min>0@</min>
<max>15377</max>
</Gene>
<Gene bounds="True">
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<min>0</min>
<max>100</max>
</Gene>
</Genes>
<Crossover type="ONE_POINT">0,7</Crossover>
<Mutation type="RANDOM_MUTATION" rate="one">1</Mutation>
<ParentSelection>BINARY_TOURNAMENT</ParentSelection>
<SurvivalSelection>FITNESS_PROPORTIONAL</SurvivalSelection>
<ConnectionString>Data Source=localhost;Initial Catalog=KDD99;Integrated
Security=True</ConnectionString>
</EP>

OL mapApeTpoL ECWKAELOVTAL O€ pLa KEVTIPLKN €TIKETA (xml tag) n omola ovoudletal <EP>. H etikéta
<Runs> meplexel tov aplBpo twv dopwv mou Beloupe va TpEfoupe Tov- AAyoplBuo. H etkéta
<RandomSeed> edv €xeL TO XAPOKINPLOTKO (attribute) enabled="True" Ba xpnolpomoliceL TOV
oKEpalo aplOuod tou meplexdpevol TNS wg Baon (seed) yia mapaywyn Yeudo-tuxaiwv aplOpwyv. Itnv
nepintwon mou elvat enabled="False" Ba XpnolUOMOLACEL TNV WA ylo mapaywyh Yeudd-tuxaiwv
aplOuwv.

H etikéta <PopulationSize> mepléxel 1o MANOOC TWV ATOUWY — XPWHOCWHATWY TIOU Ba €xeL O
MANOuopudC otov levetikd AAyoplOpo kad’ OAn tn Sldpkelo MAPEAEUONG TWV YEVEWV. H eTKETA
<BroodSize> mepléxel to uEyebog avamapaywyns Twv yovéwv, 6nAadn mocoug amoyovoug
avarmapdyel KGOs yoveéag mou eMIAEYETAL yla avamopaywyn. H eTikéta <Generations> mepléXeL Tov
0plOPo TwV YyeVEWV Yla TIG omoieg Ba ekteleotel o alyoplBpog, SnAadn moceg Ppopég o apxlkog
nAnBuopdc Oa avamapaybel.

H eTikéta <Genes> MEPLEXEL TOOEG ETIKETEG <Gene> OOEC elval Kot Ta yovidla Ta omoia umdpxouV o
KABe ypwpoOowUa. Av N €TKETA <Gene> €XEL TO XAPAKTNPLOTIKO bounds="True", TOTE OTIG ETIKETEG
<min> kat <max> kaBopilovral Ta EAGXLOTA KL TO MEYLOTA OPLaL TLUWV Tou propel va AdPet to kabe
yovibLo oTo Xpwuoowpa, avtioTtoLya.

H etikéta <Crossover> TEPLEXEL TOV TUTIO SLAOTAUPWONG Ttou Ba XpnoLUOToLoEL 0 aAyopLlOuog oTo
XOPOKTNPELOTIKO type="" kaL tnv mbavotnta e tnv onoia Oa cuppaivel, 0To MEPLEXOUEVO TNG ETIKETAG.
OL TuToL SlacTalpwaong oV UMoPoUV va XpnolpomnolnBouv oto apyxeio pubuicewv mapapétpwy eivat
“ONE_POINT”, “TWO_POINT” kat “UNIFORM”. O aAyopiBuog uAomolel Slaotalpwaon evog onueiov ta
UTIOAOLTTOL UTIOOTN pL{ovTaL yLa LEANOVTLK) EMEKTOON TOU alyopiBuou.

H etkéta <Mutation> mepléxel to €idog kal Ty mBavotnta pPetd@AAagng otov aAyoplBuo. Ta €idn
HeTAAAaENG paivovtal oto ZxAua 18. To XapaKTnpLoTIKO yvwplopa rate Unmopet va mapel Tig €€n¢ tpei
TWéG: “one”, “all”, “probability”. Otav n TR tou eilvat “one” autd onuaivel otatlotikd Oa
HETOAAAOOETOL £VA YOVIOLO a0 OAOKANPO TO XPWHUOCWUA, AV YLA TTAPASELYUA EXOUHE XPWHOOWUA UE 5
yovibia tote ouolaoTikd n mbavotnta petdAAagnc Ba eivatl 1/5 = 0,2. Otav n twun eival “all”, téte dAa
ta yovidia Ba petaldoocovrat kot n mbavotnta petdAhaéng ovotaotikd Oa sivat 1,0. TéAog, av n TR

eival “probability”, tote n mbavotnta petdAAaéng Ba sival To MePLEXOUEVO TNG ETIKETAC <Mutation>.
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CrossoverType ES MutationType ES SelectionType ES
Enum Enum Enum
CME_POINT MOME FITMESS PROPORTIOMNAL
TWC_POINT DELTA_MUTATICN UNIFCRM_STOCHASTIC
UMNIFORM RANDCM_MUTATICON UMNIFCRM_DETERMIMNISTIC
GAUSSIAMN_MUTATION RAMNK_PROPORTIOMAL
BIMARY_TCOURMAMEMNT
TRUMCATION

TxAua 18: O1 arapiBunTtég (enumerators) wou ag@opolv TNV diaoTaupwar, METAAAASN kal eTIAoyn
avTioToIXa.

H etkéta <ParentSelection> mepléxel to €idog emhoyAig mou Ba xpnolpomolnBei katd tnv
emAoyn yovéwv Mpog avamapaywyn. H vAomoinon tou alyopiBuou unootnpilel tnv duadikny emhoyn
toupvoua (Binary Tournament), tnv emloyr] poulétag (Fitness proportional) kat tnv opoldopopdn
otoxaotikn (Uniform stochastic) 6cov adopad tnv emAoyn yovEwV TPOG AVOTTAPAYywWYN.

H etkéta <SurvivalSelection> mepléxel 1o €idoc¢ emdoyng mou Oa xpnotpomolnOel yia tnv
emBlwon Twv amoyovwyv Twv yovéwv. H ulomoinon tou alyopiBuou umootnpilel tnv opolopopdn
OTOXOLOTIKA KOl TNV eTAOYT pOUAETAG Goov adopd TNV EMIAOYH YO TNV EMLBLWON TWV AIToyovwv.

TéAog, n eTkéta <ConnectionString> mepLéxel ta otolxela yla Tn oUvdeon e T Bdon dedopévwy,
ovopa Baong, Siktuakr tonmobeoia, otolxelo Aoyaplacpol cuvoeong.

H kAdon Configuration (IxAuo 19), elvar pio otatiky KAAon, €xet 6nAadn pOvVOo OTOTIKA
XOPOKTNPLOTIKA [59], n omoia mepléxel Tic pubpioelg mou adopolV 6Ao Tov alyoplOpo Kot ot LBLOTNTES
NG apXLKOTOLOUVTAL KOTA TNV avayvwon tou apxeiou “gEP.xml” mou mepléxel TIc mapapetpoud. Etot,
KAvel SLaBEatpeg T pubpuioelg Tou alyopiBuou kaBSoAn tn SLapkela EKTEAEGNG TOU TPOYPAUUATOG.
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R e e e
Configuration ES
StaticClass

F
= Properties

BroodSize @ int

CenfigGenes : List<Genes
CennecticnString : string
CrossoverProbability : double
CrossoverType : CrossoverType
Dst_host_srv_serror_rate : ArrayList
Duraticn @ ArrayList
MateSelectionType : SelectionType
MaxGenerations : int
MutaticnDelta : int
MutaticnProbability : double
MutationType : MutationType
MumberOfGenes ! int
ParentSelectionType : SelectionType
PoolFilename : string
PepulationSize ! int
ReportFilename : string
RunCount: int

Src_byytes ! ArrayList
StatisticsFilename @ string

iy i iy i Ly iy i iy iy iy L iy iy iy iy i L iy iy L

Survival5electionType : SelectionType
= Methods
% LoadDefaultGenes() : void

% LoadPosszibleValues() : void
W MextGaussian() : double

-~

TyxAupa 19: O11816TNTEG Kal péBodol TG kAdong Configuration

H kAdon Configuration meptéxel kat pia péBodo n omola ekteleital mpwv EeKLVOEL TO TUAUO TOU
aAyopiBpuou g e€€ALENG Twv yevewy, tnv LoadPossibleValues(). H Asttoupyia tng pedodouv auvth sival
va GOPTWOEL OTNV UVAMN YLt KABE éva yovidlo, T TOaVEG TLUEG TTOU UITOpPEL va TIAPEL, OUCLOOTIKA TO
niedio TLwV Tou KAOe yovidiou. ETol, oTnVv CUVEXELA, OTAV XPELOOTEL va 50800V TLLEG KOTA TN SLApPKELL
NG AVaIapaywyng Kal tne eGapUoyng YEVIKOTEPA TWV YEVETIKWY TEAEGTWY, oL TLHEG Ba emttAexBoulv amo
QUTO TO OUVOAO TLUWV KAl OXL UE VEO gpwTnpa otn Pacn. H Siaxeiplon oplopévwv dedopévwv otn
pvAun (in-memory caching) BeAtlwvel kat tnv TaxUTNTA TOU TPOYPAUUATOC.

H kA&on DAL (ZxAua 20), eivat kot auth plo otatiky kKAdon n onoia mepLéxel g pedodoug yla tnv
ouvdeon kal mpocBacn dedouévwy Tng Baong dedopévwy. Antotelel To eninedo npocBacng Sedouévwv
(Data Access Layer).
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= Fields

g mSQLCommand : IDbCommand
g.*"" maQLConnection ; IDkConnection
2 mSQLConnectionString : string

= pethods
% CloseConnection() : int
% CreateMewConnection() : SglConnection
% ExecuteQueryl) : SglDataReader
% ExecuteScalar() : object
% InitConnecticnString() @ void

% OpenCennecticn() : SglConnection

T S———

ZxApa 20: H kAdon DAL

TéNog, n kAdon Logger (ZxAnua 21), elval o otatik KAACN n omola XpnoLMOMOLE(TAL Yl TV
kataypadn Twv cuPBAVIWYV KOTA TN SLAPKELX EKTEAECNG TOU TIPOYPAMMATOC. To apxelo oto omoio
yivetal n kataypadn eivat to “gEPLog.txt”. Onwc daivetal katl oto oxrpa tng KAAong, n kataypadn Twv
oupBavtwy yivetal os 3 enineda: Eninedo NMAnpodopiag (Info), eninedo mpoeldonolntikd (warning) kot
eninedo AdBoug (error). Ymdpyel Kat GAAN pio uéBodog yia kataypadr emumédou anoodaApATwong
(debug) povo yla tnv mepintwon mou yivovtol aANayES, ETEKTACELS Kal SLopBWOELS OTO TPOYPALA TOU
aAyopiBuou.

| Logger
| StaticClass

A

I

I

I

I

= Fields !
#@? LogFile : string [

I

= Metheds I
I

LegDebug() : veid I
LegErrer() : void :
Leglnfel) @ void I
LegWarning(]) : veid :

TyxAua 21: H kAdon Logger

‘Ooov adopad TNV uAomoinon tng Baong dedopévwy, autn meptéxel dU0 Mmivakeg mou adopolv Ty
€KTEAEON Kal TV agloAoynon tou aAyopiBuou: Tov mivaka training_set émou undpyxouv ta dedouéva pe
Ta omola ekmatdevetal o FeveTikdg AAyOpLBUOG Kal o Tiivakag testing_set 6mou umdapxouv Ta dedouéva
e ta onola aflohoyeital Ta moocootd nttu)iag Tou Mevetikol AAyoplBuou.
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training_set testing_set

| duraton | | duraton |
src_bytes src_bytes \

, dst_host_srv_serror_rate dst_host_srv_serror_rate ‘

attack_type attack_type \

|

TyxAua 22: O1 Tivakeg training_set kai testing_set Tng Bdong dedopévwv
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6. Merpnoseig — AmmoreAéopara

TNV EVOTNTA AUt Kataypadetal n Stadlkaoia Kal oL TOPAETPOL TIOU XpnoLonolBnkav otnv e§6puén
SIKTUOKWVY ELOBOAWV KOl TA TIELPOUATIKA amoteAéopata yia tnv afloAdynaon tou Fevetikou AlyopiBuou
otnv e€0puén SIKTUAKWY ELGBOAWV.

6.1. Ascdopéva ekmmaideuong kKai afioAoynong

Qg Baon ywa tnv dnuoupyia Tou cuvohou dedopévwy yla Ty ekmaideuon kat afloAdynon eival to
UTIOOUVOAO TIOU TiEPLEXEL TO oUVOAo Sebopévwyv  KDDCup KAl OUYKEKPLUEVA - TO  apxelo:
“kddcup.data_10_percent.txt”. To apxeio autd mepléxel 10 10% TwWV CUVOALKWY SIKTUOKWV CUUBAVIWV.
To olUvoho auto mepléxel 494021 eyypadéc — ouvbéoelg, amd TIG omoieg 97278 eival KAVOVIKEG
ouvbéoelg, 6nhadn 19,7% Ttwv CUVOAKWY CUVOECEWV Kal oL urololneg 396743 (80,3%) amotehouv
emOéoslc.

To mapamdvw Yeyovog, Oeiyvel OTL N KOTAVOWUN KOVOVIKWV CUVOECEwV Pe emIBEoelg sival un
peaALoTIKO [60], KABWE OTOV MPAYUATLKO KOO0 CUHUPBALVEL OUCLACTIKA TO avtiBeTo, KABWE OL KAVOVIKEG
ouvbéoelg oe £va Siktuo uTtepTEPOUV O ONUAVTIKA peydho Babud twv slofolwv. Auto slodyel pia
OPVNTLKA TTAPAUETPO OTNV avaliTtnon EL0BOAWV oo £va 6UOTN A OTIWG TO TIPOTELVOEVO.

Ao To Tapandvw unmooUvoAo dedopévwy KDDI9, emidéxOnkav pe tuxaio tpomo 1000 cuvdEoeLg oL
omoie¢ amoBnkelTNKAV OTOV Ttivaka training_set kal xpnotgomnow|nkav ylo ekmaibsuon tou MeEvetikol
AMlyopiBuou. To mopamdvw peyaAUTEPO UTOOUVOAO, aAmOBNKeUTNKE OTOV Tivaka testing_set kal
xpnowlonowbnke otn Oeltepn ¢daon yla afloAdynon Twv. Kavovwv €eloBoAng. To umoouvolo
ekmaideuong neptéxel 800 KAVOVIKEG CUVOETELG EVW OL UTIOAOLTEG 200 amoteAoucay eMIBECELS OL OTOLEG
Atav péca ota €€ng €idn emBéoswv: smurf, neptune kat portsweep. Ol emBéoelg smurf kal neptune
elval emBéoelg apvnong efumnpétnong (Denial of Service attacks), evw n portsweep capwvel TLg
SIKTUOKEG TIOPTEG (ports) evOG UTIOAOYLOTIKOU GUOTAHATOC YLol TNV avakAAudn TwV UTINPECLWY TIOU
€KTEAOUVTOL OTO CUCTNUA.

To umoouvolo ekmaibeuong mepteixe 130 embeoelg smurf, 45 emB£oelg neptune Kal 25 emBéoelg
portsweep. Mapokdatw mapatiBetal umodelypa SQL evioAng yla swcaywyn tuxaiwv dedouévwy otov
nivaka eknaidevong training__set:

insert into training set

select top 800 * from testing set
where attack type = 0

order by NEWID ()

insert into training set

select top 130 * from testing_ set
where attack type =1

order by NEWID.()

insert into training set

select top 45 * from testing set
where attack type = 2

order by NEWID ()

insert into training set

select top 25 * from testing set
where attack type 6

order by NEWID ()

omou 0, 1, 2, 6 yla TO XOPAKTINPLOTIKO attack_type avrtumpoowmevel TI¢ Kavovikég, smurf, neptune,
portsweep emiBEoelg avtioTolya.
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6.2. Mepaparika amoTeAéopara

6.2.1. NMapaperpor exmaideuong

Mo tv eknaidevon tou alyopibuou otnv e€6puén eloBolwv xpnotponodnkav diadopot cuvduacpoti
VEVETIKWY TOPOUETPWY. H péylotn yevid mou opiotnke Atav 300 yeviég evw 0 MANBUOHOG Twv
XPWHOOWUATWY ToU Sokiudotnke ntav 100 kat 200 xpwpoowuata. To péyebog emwacong (Brood size),
S0KLUAOTNKE TO0O e 1 600 Kal pe 2, SnAadr otnv SeUTEPN MEPLMTWON O YOVENG TapayeL 2 TtaldLd Ta
omnoia embExovtal YEVETIKEG aANayEG. Ta tnv Staotalpwaon SOKLMAOTNKE LOVoV N SLaoTalpwaon eVOg
onueiou, €€alou ta yovidia mou cuvictoloav To XPwUOowWHa ATV -3, omote n Staotalpwaon €vog
onuelov Bewpeital emapkng yla to MPOPANUA autd. H €mAOYr 'OTOV GUYKEKPLUEVO OAYOPLOO €XeL
onuooia kaBwg vlomololvtal 2 €ibn emhoywv: n emloyr yovéa yla TNV mapaywyn amoyovwy Kot n
ermhoyn emBiwong Twv amoyovwy. I auth TNV Tepimtwon xpnolpomoltnke n Aoylkn Tng «mieong
emhoyng» [58], katd tnv omoia avdloya e TO CUVSUAGCUO TWV MAPAUETPWY eTAoyNG ival adlvapn n
Suvartd. Mapakdtw avadEpovtal Pe TN OEPd adUvouUNnG TPOE SUVATAC OL YEVETIKOL TOPAUETPOL
€MAOYNG TTou VAomoLBnkav otov aAyopLouo:

e  Opoldpopodn otoxaotikr (Uniform stochastic)
e  Emhoyn poulétag (Fitness proportional)
e Auadlkou toupvoud (Binary tournament)

H enidpacn twv napandvw napayovtwy oTov aAyopLBpo £xXeL WG AVIIKTUTIO TOV EAEYXO TNG €0TLAONG
otnv avalnTnon OTLS EMOMEVESG YEVIEG. ZUVOUAOMOC UTEPPBOALKA UPNARG mieong emloyng €XEL wg
anotéAeopa tnv mbavr) cUykKAlon Tou alyopiBpou oe- Tomikad péylota oto mebio avalntnong. Qg
OUVETIELQ, €vag oo Toug SUO UNXAVLIOMOUG eTiAoYG cuviOwg elvat opolopopdng emloyng.

2TOV TPOTELWVOMEVO aAyoplOuo, . xpnowlomowdnkav cuvduaopol QuTtwv HE Ta  KoAUTEPA
OTTOTEAECUATA VO TTOPAYOVTAL OO CUVSUAGHO ETUAOYAG HE OOLOMOopdN emAoyn.

Ocov adopd tnv petdAlaln, xpnowiomotOnke mbavotnta 0,2 kat 0,33 dnAadf oTATIOTIKA €va
yovidlo amnod kabe xpwpoowua va emidexetol HeTaAaén. H Sdtadopa autr) otn petdAAaln Sev eixe
Slaltepn enimtwon otov aAyoplBuo. H petahAagn mou ulomolndnke kal xpnotpomolbnke, Atav n
Tuxala, KAt TNV omola N T tou yovidiou mou emibéxetal LeTAAAAEn, aAAdlel péoa amo to duvato
TARB0C TLUWV TIoU UTIAPXEL 0TO GUAAOYI SeSoUEVWV eKtaideuong.

2710 TéAOG TNG SLadikaciag, Ta KOAUTEPA XPWHOoOWHATA RTAV N Alota n onola mapdayeL o alyoplOpog
Kall xpnotomnotfnkav yla tTnv aflohdynaon tng enidoong tou alyopibuou.

H mtieon emiloyn¢ oTtov GUYKEKPLUEVO aAyopLlOuo daivetal ev LEPEL Ao Ta MOPOKATW Slaypdupota
oTa onola To MPwTo €XeL UAomotnBel pe emhoyr) Suadlkou Toupvoud yla TV €mAoyr Yovéa Kal
€€avaykaopuéVNG POUAETAG yla TNV emthoyn emBiwong evw oto eutepo e emhoyn duadikol Toupvoud
yla TNV €TAOYIN YOVEQ KOl OHOLOMOPdNG OTOXAOTLKNG Yl TV emiloyn emiPBiwong. Ita Slaypappata
KataypadeTal n HECN TWA TNG amodoong OAWV TwV XPWHOCWHATWY yla TI§ pwteg 100 yeviég Tou
oAyopiBuou. MapoAn TNV UKPOTEPN HECN TLUN Amodoong Tou £€XoUV Ta XPWUOOWHATA Tou SeUTEPOU
TELPAUATOC, 06nyoUV o€ KOAUTEPQ AMOTEAECATO OTO TEAOC TOU aAyopiBuou.
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IxAua 24: ATreikévion NEONG amédoong o€ TEIPAA TO OTToio CUVBUAEl ETTIAOYH TOUPVOUD Kal
OpOIGHOPPNG ETTIAOYAG

6.2.2. AmmoteAéopara
Ta KaAUTEPO ATTOTEAECHLATO TOU OAYOPLOOU Eixav TIG TTAPAKATW MAPAUETPOUG:
o - MéyeBog mAnBuaopou: 100
e  MéyeBoc enwaong: 2
e - Méylotn yevia: 300
e Alnctalpwon: Evog onueiouv pe mbavétnta 0,6
e  MetaMaén: Tuxaia pe mbavotnta 0,2
e Emoyn yovéwv: E€avaykaopévn pouléta

e  Emloyn emiBiwong: Opolopopdn oToXOOTIKN

To QMOTEAECUA TOU CUVOAOU TWwV KAAUTEPWV XPWHOCWUATWY — el0BOAWV TtopaTiBeTal MTAPAKATW

(Nivakag 10):
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Anodoon duration src_bytes dst_host_srv_serror_rate YEVLA TtOU
napaxdnke

0,495 0 1032 1

0,155 0 520 1

0,0875 0 0 0 1

0,19 0 0 100 4

0,005 1 0 0 11

0,005 24 0 0 121

Mivakag 10: ZivoAo atmré eIoBoAég TTou e§opUXTNKAV ATTO TNV EKTTAidEUOT TOU aAyopifuou

AvtioTolya amoteAéopata umrpxav, OTav OTNV €AoY YOVEWV UTHPXE Kal n Suadiki emloyn
Toupvoua Kal otnv emiloyn emPBiwong Mopapével n opolopopdn. Emiong, o alyoplbuog apkel va
eKTEAEOTEL e ALyOTEPEC YEVLEG yia va TtapaxBouv ta mapandvw amoteAéopata (€wg 200 yeviEg).

OL TeAikol Kavoveg Tou e€opUxTNKAV UMOPoUV va eAeyxBoUv yla Tnv akpiBELE TOUG TOGO 6TO GUVOAO
ekmaideuong 600 Kal oto cUVOAOo afLoAdYNOoNG KE TO TTOPAKATW EPWTNUA 0TN Bach Sedopévwy:
select COUNT (*)

((duration=0 and
duration=0 and

from training set where attack type != 0 and
src_bytes=1032 and dst host srv serror rate=0) or
( src_bytes=520 and dst host srv serror rate=0) or
(duration=0 and src bytes=0 and dst host srv serror rate=0) or
(duration=0 and src _bytes=0 and dst host srv serror rate=100) or
(duration=1 and src_bytes=0 and dst host srv serror rate=0) or
(duration=24 and src_bytes=0 and dst host srv serror rate=0))

KOL:

select COUNT (*)
((duration=0 and
duration=0 and

from testing set where attack type != 0 and
src_bytes=1032 and dst host srv_serror rate=0) or
( src_bytes=520 and dst _host srv serror rate=0) or
(duration=0 src_bytes=0 and-dst host srv serror rate=0) or
(duration=0 src. bytes=0 and dst host srv serror rate=100)

(duration=1 and src_bytes=0 and dst host srv_serror rate=0) or
(duration=24 and. src_bytes=0 and dst host srv serror rate=0))

and

and or

Ta anoteAéopata cuvoilovtal oTov MopaAKATW TVOKA:

ZUvolo SeSopévwy ekmaibevong Z0volo dedopévwv afloAdynong

Detection rate
1oo. (%)

98,4%

Detection rate False positive False positive
noo. (%)

5,5%

AN B0¢
5331

TAN00¢
390443

1oo. (%)
5,3%

noo. (%) mAnBog
99% 42

mAn6og
198

Mivakag 11: ATroTeAéopaTa aviXveuong eiIcfoAwv

Ao Ta anoteAégpata, ¢aivetal To oAU KaAO ToooaTd avixveuong eLoBoAwv tapoAn tn xpron evog
HLKPOU - UTtOoUVOAOU- Sebopévwy (1000 eyypadég). Ta mooootd emituyiog oto peyaAUtepo cUvolo
Sebopévwy (494021 eyypadec) mapauévouv os uPnAa emnineda. To mocooto false positive oto clvolo
Sebopévwy ekmaidevong €xel €va ooooto 5,3% evw oe avtiotolxa enimeda elval Kol oTto cUVoOAo
Sedopévwy aflohoynong (5,5%). Autd cuppaivel kaBwg UTIAPXOUV CUVEUACUOL XOPAKTNPLOTLKWY TTOU
LoxUouv TO00 Ot KaVOVIKI) oUvdeon 000 Kal ot €loBoAr. Mapadelypa oto cUvolo ekmaideuong, o
kavovag (duration=0 and src bytes=0 and dst host srv_serror rate=0), éxeL28
eyypadéc mou kataypadetol w¢ elofoAr) kal 42 eyypadEG MOU KATAYPAPETAL WG KOVOVIKN. Q¢
OUVETIELQ, O CUYKEKPLUEVOG Kavovag eloBoAn¢ avEavel to Seiktn false positive.

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv 55




MeTtatrTuxiakr AiaTpin MNwpyog XpuocoAwpdg

Av €£aLPECOULE TOV KAVOVA AUTOV, TO TTOGOOTO AVIXVEUONG LELWVETAL, KNOEVI(ETAL OPWE TO TTOCOOTO
AavBacuévwy ocuvayepuwy. AvaAoya HE T TIOALTIKN Tpootaciag Tou Olktuakou meplBaAAlovtog,
UTLAPXEL N SuvaTtoTnTa yLa pUBKLON QUTWV TWV TAPAYOVTWV.

20volo Sedopsvwy ekmaidsuong ZUvolo Sedopévwv agLoAoynong

Detection rate False positive Detection rate False positive
A 0o¢ noo. (%) TAnOog noo. (%) AR Oog noo. (%) TAnBo¢ noo. (%)
170 85% 0 0 367804 92,7% 13 0

Mivakag 12: AtroteAéoparta avixveuong e1I0BoAwY peE EAEYXO TWV KAVOVWV

‘Eva pelovEKTNA oTnV emloyn Uikpol TTARB0oUC XapaKTNPLOTIKWY, OMWwG daiveTal mapandvw, sivatl
n mBbavotnta emikaAuPng eloBoAWV Kal KOVOVIKWY CUVSECEWY, va umtdpxouv dnAadn yla tov iSlo
OUVOUAOUO SIKTUAKWY XOPOKTNPLOTIKWY, TOOO ELGBOAEG 00O KOl KOWVOVIKEG CUVSETELG.

Mapdha autd, pe TtV emhoyn UkpoU TARBOUC SIKTUOKWY XapakTnploTikwyv n Sladkacio
ekmaideuong yivetal ypnyopotepa evw tautdxpova Siatnpeitat uPpnAo mococtd avixveuone. Emiong o
AlyOpLOOC TAPOUCLATEL TTPOCAPKOCTLKN TAoN, KabBwg Siatnpel uPnAd enineda avixveuong oto cuvolo
Sedopévwy aflohoynong, To omolo anoteAel éva oUvolo Sedopévwv mepimou 500 Ppopeg peyaAuTtePO
arnod to cuvolo edopévwy ekmaidevong.

Emiong, ta pelovekthpata tou umocUvolou Sedopévwyv KDD99 [61] omwe, n sloaywyn VEwV
enbécewv oTo UTooUVOAO Gedopévwy ekmaibeuong oL omoleg €ival MOPOUOLEG HUE TG KAVOVIKEG
ouvbéoelg, odnyouv og TBavn AdBog Tagvopnon tou ei6oug Ttng ouvdeong.

3TNV MPOCEYyLoN aUTH, TapOAa AUTA, UTTAPXEL TO TTAEOVEKTN IO THC YPHYopPNS ekmaidsuaong yla véou
€lboug £l0BoAEG. AuTd onuaivel WG O €va TPOYUATIKO TTeEPIBAAAOV UTtdpxel duvatoTnTa OE TAKTA
XPOVIKA SLOOTAMATA, VA EKTALSEVETAL €K VEOU TO CUOTNHO KAL VA TPOCTIBevTaL 1 va avavewvovtal
€101, VEOL KOVOVEG ELOBOANG.
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7. Avakepalaiwon - MNepaiTépw Epeuva

7.1. Avake@alaiwon

TNV €pyaocia autr TAPOUGCLACTNKE HLa T(POCEyylon &vog levetikol AAyoplOuou gtnv avixveuon
€loBoAwV Kol n vAomoinor) Tou og Aoylopko. O TeVETIKOG aAyOplOUOG EKTIOLOEUTNKE OE OPLOMEVA
Sedopéva kataypadr Tou SIKTUOU WOTE VA TIOPAYEL VO GUVOAO Kavovwy €L6BOANRG. Ot Kavoveg ou
efopuytnkay, €bappOoTNKAV yla va TAEWOUAOOUV TNV Kivnon €vog UTOTIOEUEVOU TIPOYHATIKOU
neplBaAAovtog, oe duactoloyik i €l0BoAr. Ma TNV ekmaideuon Kal avixveuon: xpnoldomolnenke n
ouMoyn 6edopévwy KDD99Cup. To mARB0¢ Twv SIKTUAKWY XAPAKTNPLOTLKWY TTOU . XpNOLUoTolOnKe yla
NV ekmaildeuon Kol Thv aviyveuvon eofolwv, Atav PKPSO WOTE N aviyveuon va yivetol ypriyopa Kat n
ekmaideuon Tou aAyopiBuou yla e€aywyn VEWV Kavovwy va eivat eDLKTH o€ mpayuatiko meptBaiiov. Ta
aroteAéopata TG Tpoogyylong, Poolopsvo otnv culhoyh 6ebopévwv KDD99, Atav amodektd,
Slatnpwvtag o uPnAd enimeda TNV avixveuon emBEcewv, evw aparAnAa o xpovog ekmaibevong nTav

HLKPOG.

7.2. MNepaiTépw €peuva

O SLaywpLopog Gucotlohoyikig Kivnong amod emtbEoelg ivat To o onuavtiko otolyeio yla éva clotnua
aviyveuvong eloBolwv oe éva Siktuo. Ev toutolg, N toflvounon Twv amellwv ivol GNUOVTIKOG
TApAyovTag oTNV avaluon Twv eLoBoAwv o€ €va SIKTUO WOTE va KABOPLOTOUV TEPALTEPW OL TIOALTIKEG
aodAAelag Tou SIKTUOU Kol AmOTEAEL aAVATOOTAOTO KOUUATL O £Vl HOVIEPVO CUCTNUA aviXveuong
€loBoAWV. H mpotewvopevn MPooEyyLon Umopel v eUmAoUTLOTEL WOTE va mepAapBAveL Kal avixveuon
OUYKEKPLUEVOU TUTIOU QmEAWVY. € aUTO Unopel va BonBriceL n mpoobrkn HLaG EMUTAEOV QVTLIKELEVIKIG
ouVAPTNONG Kal evog otadiou, auTr Tou MAALGiou UTooTAPLENG — olyoupldg (support — confidence) [51]
Slatnpwvtag TNV GALVOTUTILKA OvVaAMopAcToon Tou aAyopiBpou kot Ta SIKTUAKA XOPOKTNELOTIKA.
MapoAa autd, yla va StatnpnBei n taxvtnta eknaidevong Ba nmpenel va avalntnBouv kat AAeg AUOELG.

Eniong, umdpyxel Suvatdtnta ylo €peuval e EMUTAEOV TEXVIKEG Uelwong Slaotdoewv Kal va
aflohoynBouv pe Baon tnv MpoTewOopEevn ULAomoinon. Emumpdobeta, n ulomoinon tou [levetikol
oAyoplBuou Ba pmopolos va EUTTAOUTLOTEL LIE ETUTTAEOV YEVETIKEG TIAPAUETPOUG 1 va aflomolnBel n
Suvatotnta enkaAuntopevwy. yevewv (Overlapping generations), wote Ta KAAUTEPA XPWHOCWUOTO OXL
HOvo va e€ayovtal, aAAG Kol VoL XPNOLLOTIOLOUVIAL OTHV QVAITapaywyh TWV EMOUEVWY YEVEWV.

TéAog Ta Xpwpoowpato Ba prmopoloav va EUTAOUTIOTOUV LE EMUTAEOV AVATIOPACTACELS OTA YOVISLA
TOUG WOTE VA TILAVOUV SLO0TNHATA TIUWV TWV SIKTUOKWV Xapaktnplotikwy. MNapadsiypa Ba pnopouoe
va npooteBel oto medio THwV VoG yovidiou TY. Tou src_bytes kat o aplBuog -1, To onoia Ba orpatlve
«otdnmoter. Emiong Ba pumopoloav va xpnoiuomnotnBolv Kal oL TEAESTEG GUYKPLONG OTNV ekmaideuon
Tou aAyopiBuou. AUTO AVOUEVVETAL VOL CUVELOPEPEL OTNV TPOCAPLOCTIKOTNTA Tou adyopiBuou oe véou
eidouc emiBeoeLq.

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv 57



MeTtatrTuxiakr AiaTpin MNwpyog XpuocoAwpdg

BiAloypagia

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv

KDD Cup 1999: data. Available at:
http://www.sigkdd.org/kddcup/index.php?section=1999&method=data

Bankovié, Z., Stepanovi¢, D., Bojani¢, S., Nieto-Taladriz, O.: Improving network security
using genetic algorithm approach. Computers and Electrical Engineering 33(5 - 6), 438-451
(September 2007)

Kotzanikolaou, P., Douligeris, C.: Computer Network Security: Basic Background‘and
Current Issues. In : Network Security: Current Status and Future Directions. John Wiley and
Sons (2007) 1-12

Menezes, A., Oorschot, P., Vanstone, S.: Handbook of Applied Cryptography. CRC Press,
Boca Raton, FL (1997)

Bace, R., Mell, P.: NIST Special Publication on Intrusion Detection Systems:, National
Institute of Standards and Technology (2001)

Anderson, J. P.: Computer Security Threat Monitoring and Surveillance. Technical report,
James P Anderson Co., Fort Washington, Pennsylvania (1980)

MkpltlaAng, X., Katowog, 2., MNkpltlaAng, A.: AcddaAsta SIKTUWV UTTIOAOYLOTWV: TEXVOAOYIEG
KoL UTtnpeciec o meplBarAovta NAEKTPOVIKOU EMIXELPELV KOl NAEKTPOVIKNG
SlokuBépvnong. Mamnacwtnpiou, ABriva (2003)

Heady, R., Luger, G., Maccabe, A., Servilla, M.: The Architecture of a Network Level
Intrusion Detection System. Technical Report CS90-20, University of New Mexico (1990)

Richardson, R.: 2008 CSI Computer Crime & Security Survey., Computer Security Institute,
San Francisco (2008)

Gordon, L., Loeb, M., Lucyshyn, W., Richardson, R.: 2006 CSI/FBI Computer Crime and
Security Survey., Computer Security Institute, San Francisco (2006)

Gordon, L., Loeb, M., Lucyshyn, W., Richardson, R.: 2005 CSI/FBI Computer Crime and
Security Survey., Computer Security Institute, San Francisco (2005)

Gordon, L., Loeb, M., Lucyshyn, W., Richardson, R.: 2004 CSI/FBI Computer Crime and
Security Survey., Computer Security-Institute, San Francisco (2004)

McEachen, J., Zachary, J.: IDS for Networks. In Douligeris, C., Serpanos, D., eds. : Network
Security: Current Status and Future Directions. John Wiley and Sons (2007)

Moore, D, Shannon, C., Voelker; G., Savage, S.: Internet quarantine: Requirements for
containing self propagating code.In : Proceedings of the IEEE INFOCOM, San Francisco, vol.
1, pp.1901-1910 (2003)

Escamilla, T.: Intrusion detection: Network security beyond the firewall. John Wiley & Sons,
Inc. (1998)

Anderson, J.: Computer security threat monitoring and surveillance. Technical Report 98-
17, James P Anderson.Co., FortWashington, Pennsylvania (1980)

Mandia, K., Prosise, C., Pepe, M.: Incident Response and Computer Forensics. McGraw
Hill/Osborne, Emeryville, CA (2003)

Li, H., Chang, L., Wang, X.: A Useful Intrusion Detection System Prototype to Monitor Multi-
processes Based on System Calls. In Qing, S., Okamoto, T., Zhou, J., eds. : Information and
Communications Security 2229. Springer Berlin/Heidelberg (2001) 441-450

Hofmeyr, S.: An Immunological Model of Distributed Detection and Its Application to

58


http://www.sigkdd.org/kddcup/index.php?section=1999&method=data

MeTtatrTuxiakr AiaTpin MNwpyog XpuocoAwpdg

20.

21.

22.

23.

24,

25.

26.

27.
28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv

Computer Security. PhD Thesis, University of New Mexico (1999)

Denning, D.: An Intrusion-Detection Model. IEEE Transactions on Software Engineering SE-
13(2), 222-232 (1987)

Patcha, A., Park, J.-M.: An overview of anomaly detection techniques: Existing solutions
and latest technological trends. Computer Networks 51(12), 3448-3470 (2007)

Roesch, M.: Snort - Lightweight intrusion detection for networks. In : LISA '99: Proceedings
of the 13th USENIX conference on System administration, Berkeley, CA, USA, pp.229-238
(1999)

Mntpokwrtoa, A.: Avixveuon elofolwv os SIKTUO UTIOAOYLOTWY e AAYOPLOLOUC UNXOVLIKNG
pabnonc. PhD Thesis, Mavenotiuio Netpatwg, MNelpatdg (2007)

Ko, C., Ruschitzka, M., Levitt, K.: Execution monitoring of security-critical programs in
distributed systems: a Specification-based approach. In: Proceedings of 1997 IEEE
Symposium on Security and Privacy, pp.175-187 (1997)

Sekar, R., Gupta, A., Frullo, J., Shanbhag, T., Tiwari, A., Yang, H., Zhou, S.: Specification-
based anomaly detection: a new approach for detecting network intrusions. In :
Proceedings of the 9th ACM conference on Computer and communications security,
Washington, DC, pp.265-274 (2002)

Axelsson, S.: Research in intrusion detection systems: A survey. Technical Report, Chalmers
University of Technology, Goteberg, Sweden (1999)

Mitchell, M.: An Introduction to Genetic Algorithms 5th edn. MIT Press (1999)
AukoBavaong, 2.: Fevetikol AAyopLOuot kat EdpappoyEg. EAANVIKO Avolkto MavemniotiutLo,
Matpa (2001)

Holland, J.: Adaptation in Natural and Artificial Systems 21992nd edn. University of
Michigan Press (1975)

Goldberg, D.: Genetic Algorithms in Search, Optimization, and Machine Learning.
Addison-Wesley (1989)

Optimization Methods: Genetic Algorithms. In: Virtual Institute of Applied Science.
Available at: http://www.vias.org/tmdatanaleng/cc_optim meth combi.html

Jackson, A.: Genetic Algorithms for Use in Financial Problems. AFIR Colloquium, Australia
(1997)

Caruana, R. A., Schaffer, J. D.: Representation and hidden bias: Gray vs. binary coding for
genetic algorithms. In : Proceedings of the Fifth International Conference on Machine
Learning (1988)

Baker, J.: Adaptive selection methods for genetic algorithms. In : Proceedings of the First
International Conference on Genetic Algorithms and Their Applications, pp.101-111 (1985)

Goldberg, D., Deb, K.: A comparitive analysis of selection schemes used in genetic
algorithms. In : Foundations of genetic algorithms. Morgan Kaufmann (1991) 69-93

Muhlenbein, H.: How genetic algorithms really work: 1. Mutation and hillclimbing. In :
Parallel Problem Solving from Nature. (1992)

Spears, W. M.: Crossover or mutation? In : Proceedings of Foundations of Genetic
Algorithms Workshop, pp.221-237 (1992)

Haupt, R., Haupt, S.: Practical Genetic Algorithms 2nd edn. John Willey & Sons, New Jersey
(2004)

Jong, K.: Analysis of the behavior of a class of genetic adaptive systems. Ph.D. Dissertation,

59


http://www.vias.org/tmdatanaleng/cc_optim_meth_combi.html

MeTtatrTuxiakr AiaTpin MNwpyog XpuocoAwpdg

University of Michigan, 1975 (1975)

40. Grefenstette, J.: Optimization of control parameters for genetic algorithms. IEEE
Transactions on Systems, Man and Cybernetics 16(1), 122-128 (1986)

41. Eiben, A., Hinterding, R., Michalewicz, Z.: Parameter control in evolutionary algorithms.
IEEE Transactions on Evolutionary Computation 3(2), 124-141 (1999)

42. Crosbie, M., Spafford, E.: Applying Genetic Programming to Intrusion Detection. In:
Working Notes for the AAAI Symposium on Genetic Programming, MIT, Cambridge, MA,
USA, pp.1-8 (1995)

43. Bridges, S., Vaughn, R.: Fuzzy Data Mining And Genetic Algorithms Applied To Intrusion
Detection. In : Proceedings of 12th Annual Canadian Information Technology Security
Symposium, pp.109-122 (2000)

44. Lu, W., Traore, |.: Detecting New Forms of Network Intrusion Using Genetic Programming.,
475-494 (2004)

45. Middlemiss, M., Dick, G.: Feature selection of intrusion detection data using a hybrid
genetic algorithm/KNN approach. In : Design and application of hybrid intelligent systems.
I0S Press, Amsterdam (2003) 519-527

46. Xia, T., Qu, G., Hariri, S., Yousif, M.: An efficient network intrusion detection method based
on information theory and genetic algorithm. In : Performance, Computing, and
Communications Conference, 2005. IPCCC 2005. 24th IEEE International, pp.11-17 (2005)

47. Chittur, A.: Model generation for an intrusion detection system using genetic algorithm.
High School Honors Thesis, Ossining High School, NY (2001)

48. Koza, J.: Genetic programming: On the programming of computers by means of natural
selection. MIT Press (1992)

49. Li, W.: A Genetic Algorithm Approach to Network Intrusion Detection. GSEC Practical
Assignment, SANS Institute (2003)

50. Pillai, M., Eloff, J., Venter, H.: An-approach to-implement a network intrusion detection
system using genetic algorithms. In : Proceedings of the SAICSIT, pp.221-228 (2004)

51. Gong, R., Zulkernine, M., Abolmaesumi, P.: A software implementation of a genetic
algorithm based approach to network intrusion detection. In : Proceedings of the Sixth
International Conference on Software Engineering, Artificial Intelligence, Networking and
Parallel/Distributed Computing and First ACIS International Workshop on Self-Assembling
Wireless Networks (SNPD/SAWN’05), pp.246-253 (2005)

52. Dasgupta, D., Gonzalez, F.: An Intelligent Decision Support System for Intrusion Detection
and Response. In : Information Assurance in Computer Networks. Springer Berlin /
Heidelberg (2001)

53. Bankovic; Z., Moya, J., Araujo, A., Bojanic, S., Nieto-Taladriz, O.: A Genetic Algorithm-based
Solution for Intrusion Detection., 192-199 (2009)

54. Hettich, S., Bay, S.: The UCI KDD Archive. Available at: http://kdd.ics.uci.edu

55. Lippmann, R., Haines, J., Fried, D., Korba, J., Das, K.: The 1999 DARPA off-line intrusion
detection evaluation. Computer Networks 34(4), 579-595 (2000)

56. Jolliffe, I.: Principal component analysis. Springer (2002 2nd ed.)

57. Mardia, K., Kent, J., Bibby, J.: Multivariate Analysis (Probability and Mathematical
Statistics). Academic Press (1995)

58. De Jong, K.: Evolutionary Computation. A Unified Approach. The MIT Press (2006)

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv 60


http://kdd.ics.uci.edu/

MeTtatrTuxiakr AiaTpin MNwpyog XpuocoAwpdg

59. Static Classes and Static Class Members (C# Programming Guide). In: msdn. Available at:
http://msdn.microsoft.com/en-us/library/79b3xss3(VS.80).aspx

60. McHugh, J.: Testing Intrusion detection systems: a critique of the 1998 and 1999 DARPA
intrusion detection system evaluations as performed by Lincoln Laboratory. ACM
Transactions on Information and System Security (TISSEC) 3(4), 262-294 (2000)

61. Bouzida, Y., Cuppens, F.: Detecting Known and Novel Network Intrusions. In : Security and
Privacy in Dynamic Environments Volume 201. Springer, Boston (2006) 258-270

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv 61


http://msdn.microsoft.com/en-us/library/79b3xss3(VS.80).aspx

MeTtatrTuxiakr AiaTpin

MapapTnua A: Kwdikag uAomoinong Tou aAyopiOuou

A.1 H k\don Gene (Gene.cs)

using System;

using System.Collections.Generic;
using System.Text;

namespace gEP

{

/// <summary>

/// A class that represents a single gene of a chromosome.
/// </summary>

class Gene : ICloneable

{

private int value;
private int lowerBound;
private int upperBound;

#region Public Properties

/// <summary>
/// Gets or Sets the value of a gene
/// </summary>
public int Value
{
get { return this.value; }
set { this.value = value; }

}

/// <summary>

/// Gets the lower possible bound value of a gene
/// </summary>

public int LowerBound

{

get { return this.lowerBound; }

}

/// <summaryy

/// Gets the upper possible bound value of a gene
/// </summary>

public int UpperBound

{
get { return this.upperBound; }

}

#tendregion

[1/. <summary>
/// Constructor using only lower and upper bounds.
/// It is mostly used for creating the configuration
/// genes-as it does not initialize the value of the gene.
/// </summarys
/// <param name="lowerBD">The lower possible value of the gene</param>
/// <param name="upperBD">The maximum possible value of the gene</param>
public Gene(int? lowerBD, int? upperBD)
{

if (lowerBD.HasValue)

lowerBound = lowerBD.Value;
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else

lowerBound = Int32.MinValue;
if (upperBD.HasValue)

upperBound = upperBD.Value;
else

upperBound = Int32.MaxValue;

}

/// <summary>

/// This is the Default constructor of Gene Class.
/// </summary>

/// <param name="rnd">a Random Class Instance</param>

Fwpyog XpuooAwpdg

/// <param name="lowerBD">The lower possible value ‘of the gene</param>
/// <param name="upperBD">The maximum possible value of the gene</param>

public Gene(Random rnd, int? lowerBD, int? upperBD)
{
if (lowerBD.HasValue)
lowerBound = lowerBD.Value;
else
lowerBound = Int32.MinValue;
if (upperBD.HasValue)
upperBound = upperBD.Value;
else
upperBound = Int32.MaxValue;
this.value = rnd.Next(lowerBound, upperBound);

}

public bool IsValid(int newValue)
{
if (newValue < lowerBound || newValue > upperBound)
return false;
else
return true;

}
#region ICloneable Members

/// <summary>.

/// Clones this gene:

/// </summary>

/// <returns>A copy of this -gene</returns>

public object Clone()

{
Gene copy = new Gene(this.lowerBound, this.upperBound);
copy.Value = this.value;
return copy;

}

#tendregion
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A.2 H kAdon Chromosome (Chromosome.cs)
using System;
using System.Collections.Generic;
using System.Text;
using System.Data.SqlClient;

namespace gEP
{
/// <summary>
/// A class that holds information about a chromosome.
/// It contains a collection of genes.
/// </summary>
class Chromosome : List<Gene>, ICloneable
{
private int numberOfGenes;
private double fitness;

public static int mutationCount = 0;
public static int crossoverCount = 0;
public static int invalidMutationCount = 0;

#region Public Properties

/// <summary>

/// Returns the number of genes in the chromosome.

/// this is the same as the count() method of-the base class (List of Gene)
/// but it stays for better semantics.

/// </summary>

public int NumberOfGenes

{

get { return this.numberOfGenes; }

}

///// <summary>

///// Returns a Gene Collection. A gene located
///// at a specified-index-can be accessed.
///// </summary>

//public List<Gene> Genes

/74

// get { return this.genes; }

/1}

/// <summary.>
/// Returns or sets the chromosome's fitness.
/// </summary>
public double Fitness
{
get { return this.fitness; }
set { this.fitness = value; }

}

#endregion

/// <summary>
/// Chromosome default constructor.
/// It does not asign initial values to it's genes.
/// </summary>
public Chromosome()
: base(Configuration.NumberOfGenes)
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{

numberOfGenes = Configuration.NumberOfGenes;
for (int i = @; i < numberOfGenes; i++)

{

this.Add(new Gene(Configuration.ConfigGenes[i].LowerBound,

Configuration.ConfigGenes[i].UpperBound));

}

}

/// <summary>

/// Chromosome constructor. It uses a random number generator
/// to assign initial values to each gene and the Configuration
/// Class in order to specify the lower and upper bounds.

/// </summary>

/// <param name="rand"></param>

public Chromosome(Random rand)

{

: base(Configuration.NumberOfGenes)

numberOfGenes = Configuration.NumberOfGenes;
for (int i = ©; i < numberOfGenes; i++)

this.Add(new Gene(rand, Configuration.ConfigGenes[i].LowerBound,

Configuration.ConfigGenes[i].UpperBound));

}

}

public void Initialize(Random rand)

{

this[@].Value = (int)Configuration.Duration[rand.Next(0,

Configuration.Duration.Count)];

this[1].Value = (int)Configuration.Src_bytes[rand.Next (9o,

Configuration.Src_bytes.Count)];

this[2].Value = (int)Configuration.Dst_host_srv_serror_rate[rand.Next(O,

Configuration.Dst_host_srv_serror rate.Count)];

}

/// <summary>

/// Function that evaluates a chromosome's fitness.
/// </summary>

public void Evaluate()

{

string selectString;

// Get values for all genes
int duration;

int src_bytes;

int dst_host_srv_serror_rate;

duration = this[@].Value;
src_bytes = this[1].Value;
dst_host_srv_serror_rate = this[2].Value;

// prepare where clause strings

// duration

string durationString = " duration = " + duration;
// src_bytes

string src_bytesString =

and src_bytes = " + src_bytes;

// dst_host_srv_serror_rate
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string dst_host_srv_serror_rateString = " and dst_host_srv_serror_rate =

+ dst_host_srv_serror_rate;

int a;
int b;
//Compute a

Fwpyog XpuooAwpdg

selectString = string.Format("select count(*) from training set where {0}

{1} {2}", durationString, src_bytesString, dst_host_srv_serror_rateString) +

and attack_type != 0"; // «

a = int.Parse(DAL.ExecuteScalar(selectString).ToString());

//Compute B

selectString = string.Format("select count(*) from training_set where {0}

{1} {2}", durationString, src_bytesString, dst_host_srv_serror- rateString) +

and attack_type = @"; // B

b = int.Parse(DAL.ExecuteScalar(selectString).ToString());

//Compute fitness (a/A - B/B)
this.fitness = a / 200.0 - b / 800.0;
}

/// <summary>
/// For testing purposes only
/// </summary>

/17
/*
public void Evaluatel()
{
// Keep this code for testing purposes
this.fitness = 0.0;
for (int i = @; i < numberOfGenes; i++)
{
this.fitness += Math.Pow(this[i].Value, 2);
}
}
*/
public void Crossover(Random rand, Chromosome mate)
{
switch (Configuration.CrossoverType)
{
case CrossoverType.ONE_POINT:
CrossoverOnePoint(rand, mate);
break;
case CrossoverType.TWO_POINT:
break;
case CrossoverType.UNIFORM:
break;
default:
Logger.LogError("Could not determine the crossover type. Unexpected
Error.");
break;
}
}
private void CrossoverOnePoint(Random rand, Chromosome mate)
{
int cutPoint;
if (this.numberOfGenes == 1) // We cannot perform crossover with just one

gene.
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return;

// Decide whether there is going to be a crossover on the chromosome
if (rand.NextDouble() <= Configuration.CrossoverProbability)
{
if (numberOfGenes == 2)
this[1] = (Gene)mate[1].Clone();
else
{
cutPoint = rand.Next(numberOfGenes - 2); // Cut point between- @ and
number Of Genes
for (int i = cutPoint + 1; i < numberOfGenes; i++)
this[i] = (Gene)mate[i].Clone();
crossoverCount++;
//for (int i = ©; i < cutPoint; i++)
// this[i] = (Gene)mate[i].Clone();
//The above did not work right
}
}
}

public void Mutate(Random rand)

{
switch (Configuration.MutationType)

{
case MutationType.DELTA_MUTATION:
MutateDelta(rand);
break;
case MutationType.GAUSSIAN._MUTATION:
MutateGaussian(rand);
break;
case MutationType.NONE:
break;
case MutationType.RANDOM_MUTATION:
MutateRandom(rand);
break;
default:
Logger.LogError("Could not determine the mutation type. Unexpected
Error.");
break;
}
}

/// <summary>

/// Mutate a given Chromosome using delta mutation.

/// Each gene has-a given probability of being mutated

///; either incrementally or decrementally by a fixed delta.
[/ </summary>

///. <param-name="rand">The random number generator</param>
private void MutateDelta(Random rand)

{

int newValue = 90;

for (int i = @; i < numberOfGenes; i++)

{

// Decide whether there is gonna be a mutation
if (rand.NextDouble() <= Configuration.MutationProbability)

{
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// there is gonna be a mutation and now it's time to decide if the
delta is gonna be added or subtracted to the gene value

if (rand.NextDouble() < ©.5F)
// in this case we add the mutation delta to the current value
newValue = this[i].Value + Configuration.MutationDelta;

else
// in this case we subtract the mutation delta to the current value
newValue = this[i].Value - Configuration.MutationDelta;

// check legality of mutation
if (this[i].IsValid(newValue))

this[i].Value = newValue;
mutationCount++;

}

else
// do nothing. only increase the invalid mutation ‘counter
invalidMutationCount++;

}
}
}

/// <summary>

/// Mutate a given Chromosome using ‘gaussian mutation.

/// </summary>

/// <param name="rand">The random number:generator</param>
private void MutateGaussian(Random rand)

{

int newValue = 0;
for (int i = @0; i < numberOfGenes; i++)

// Decide whether there is gonna be a mutation
if (rand.NextDouble() <= Configuration.MutationProbability)
{
// there is gonna be.a mutation
// stepsize = (2/(sqrt(2pi))*sigma
newValue = this[i].Value + (int)(1.3F * Configuration.MutationDelta *
Configuration.NextGaussian(rand) + 0.5);

// check legality of -mutation
if (this[i].IsValid(newValue))

this[i].Value = newValue;
mutationCount++;
}
else
//. do nothing: only increase the invalid mutation counter
invalidMutationCount++;

}
}
}

/// <summary>

/// Mutate a given Chromosome using random mutation.

/// The mutation takes place by randomly generating a new value
/// uniformly from the interval (lowerBound, upperBound).

/// selected

/// </summary>
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/// <param name="rand">The random number generator</param>
private void MutateRandom(Random rand)
{

//int newValue;

if (rand.NextDouble() <= Configuration.MutationProbability)

{

// there is gonna be a mutation

//this[@].Value = int.Parse(DAL.ExecuteScalar("select top 1 duration from

training_set order by NEWID()").ToString());

this[@].Value = int.Parse(Configuration.Duration[rand.Next(0,
Configuration.Duration.Count - 1)].ToString());

/*newValue = int.Parse(Configuration.DistinctDuration[rand.Next (0,
Configuration.DistinctDuration.Count - 1)].ToString());

while (this[@].Value == newValue)

{

newValue = int.Parse(Configuration.DistinctDuration[rand.Next (o,

Configuration.DistinctDuration.Count - 1)].ToString());

}
this[@].Value = newValue;*/

mutationCount++;
if (rand.NextDouble() <= Configuration.MutationProbability)

// there is gonna be a mutation

//this[1].Value = int.Parse(DAL.ExecuteScalar("select top 1 src_bytes

from training_set order by NEWID()").ToString());
this[1].Value = int.Parse(Configuration.Src_bytes[rand.Next (0,
Configuration.Src_bytes.Count - 1)].ToString());

/*newValue = int.Parse(Configuration.DistinctSrc_bytes[rand.Next(©,

Configuration.DistinctSrc_bytes.Count - 1)].ToString());
while (this[1].Value == newValue)

{

newValue = int.Parse(Configuration.DistinctSrc_bytes[rand.Next (0,

Configuration.DistinctSrc_bytes.Count - 1)].ToString());

}

this[1].Value = newValue;*/

mutationCount++;
}
if (rand.NextDouble() <= Configuration.MutationProbability)
{

// there is gonna be a-mutation

//this[2].Value = int.Parse(DAL.ExecuteScalar("select top 1
dst_host_srv_serror_rate from training set order by NEWID()").ToString());

this[2].Value =
int.Parse(Configuration.Dst_host_srv_serror_rate[rand.Next(©,
Configuration.Dst_host_srv_serror_rate.Count - 1)].ToString());

/*newValue =
int.Parse(Configuration.DistinctDst_host_srv_serror_rate[rand.Next (0,
Configuration.DistinctDst_host_srv_serror_rate.Count - 1)].ToString());

while (this[2].Value == newValue)

newValue =

int.Parse(Configuration.DistinctDst_host_srv_serror_rate[rand.Next (0,
Configuration.DistinctDst_host_srv_serror_rate.Count - 1)].ToString());

}

this[2].Value = newValue;*/

mutationCount++;

}
}

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv

69



MeTtatrTuxiakr AiaTpin

#region ICloneable Members

/// <summary>

/// Clones this chromosome returning a new copy.
/// </summary>

/// <returns>A copy of this chromosome</returns>
public object Clone()

{

Chromosome copy = new Chromosome();

copy.Fitness = this.fitness;
for (int i = @; i < copy.NumberOfGenes; i++)

copy[i] = (Gene)this[i].Clone();

return copy;

}

#endregion

}
}
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A.3 H kAdon Population (Population.cs)
using System;

using System.Collections.Generic;
using System.Text;

namespace gEP

{

/// <summary>
/// A class that holds information about the population of-the EA.

/// It contains a collection of chromosomes.

/// </summary>
class Population : List<Chromosome>

{

private int populationSize;
//private List<Chromosome> chromosomes;
private double maxFitness;
private double minFitness;
private double avgFitness;

private static Chromosome globalMax
private static Chromosome globalMin

#region Public Properties

/// <summary>

/// Returns the number of chromosomes
/// contained in the population.

/// </summary>

public int PopulationSize

{

get { return this.populationSize; }

}

///// <summary>

///// Returns a Chromosome Collection. A chromosome
///// located at a specified index can be accessed.

///// </summary>
//public List<Chromosome> Chromosomes

/74

// get { return this.chromosomes; }

/1}

public double MaxFitness

{

get { return this.maxFitness; }

)

public double MinFitness

{

get { return this.minFitness; }

}

public double AvgFitness
{

get { return this.avgFitness; }

}

public Chromosome GlobalMax

{
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get { return globalMax; }
}

public Chromosome GlobalMin

{
get { return globalMin; }

}

#endregion
#region Population Constructors

/// <summary>

/// This is the default empty constructor
/// </summary>

public Population()

{

}

/// <summary>
/// Population Constructor according to the population size specified.
/// Used mostly for generating initial population for offspring
/// </summary>
/// <param name="rand">Random object for randomized population
creation</param>
/// <param name="populationSize'>The size of the population to create</param>
public Population(Random rand, int populationSize)
{
this.populationSize = populationSize;
/* Create initial population */
for (int i = @; i < populationSize; i++)
{
//Chromosome chromosome = new Chromosome(rand);
Chromosome chromosome = new Chromosome();
chromosome.Initialize(rand);
chromosome.Evaluate();
Add(chromosome) ;

}

//chromosomes = new. List<Chromosome>();
//for (int i =0; i < this.populationSize; i++)

/74
// chromosomes .Add(new Chromosome(rand));
/1%

}

t#tendregion

/ /7. <summary>

/// Create a random initial population

/// </summary>

/// <param name="rand">Random object for randomized population
creation</param>

public void RunReset(Random rand)

{

populationSize = Configuration.PopulationSize;

maxFitness = double.MinValue;
minFitness = double.MaxValue;
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/* Create initial population */
//chromosomes = new List<Chromosome>();
for (int i = @; i < populationSize; i++)
{
//chromosomes.Add(new Chromosome(rand));
//Chromosome chromosome = new Chromosome(rand);
//changed to below code in order to select a valid initial chromosome
(through DB)
Chromosome chromosome = new Chromosome();
chromosome.Initialize(rand);

chromosome.Evaluate();

Add(chromosome) ;

if (globalMax == null || chromosome.Fitness > globalMax.Fitness)
globalMax = chromosome;

if (globalMin == null || chromosome.Fitness < globalMin.Fitness)

globalMin = chromosome;
if (chromosome.Fitness > maxFitness)
maxFitness = chromosome.Fitness;
if (chromosome.Fitness < minFitness)
minFitness = chromosome.Fitness;
}
// Compute average fitness
avgFitness = ComputeTotalFitness() / populationSize;

}

#region selection methods

public Population Select(EA ea, int offspringSize)
{
switch (Configuration.ParentSelectionType)
{
case SelectionType.BINARY_TOURNAMENT:
return SelectBinaryTournament(ea, offspringSize);
case SelectionType.FITNESS_PROPORTIONAL:
return SelectFitnessProportional(ea, offspringSize);
case SelectionType.RANK_PROPORTIONAL:
return-SelectRankProportional(ea, offspringSize);
case SelectionType.TRUNCATION:
return SelectTruncation(ea, offspringSize);
case SelectionType.UNIFORM_DETERMINISTIC:
return SelectUniformDeterministic(ea, offspringSize);
case SelectionType.UNIFORM_STOCHASTIC:
return SelectUniformStochastic(ea, offspringSize);
default:
Logger.LogError("Could not determine the parent selection type.
Unexpected Error.");
return null;
}
}

public Population SelectBinaryTournament(EA ea, int offspringSize)

{
Population offspringPopulation = new Population(ea.EARandom,
offspringSize);
for (int i = @; i < offspringPopulation.PopulationSize; i++)

{
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}

offspringPopulation[i] = SelectBinaryTournament(ea.EARandom);

return offspringPopulation;

}

private Chromosome SelectBinaryTournament(Random rand)

{

int 1 = rand.Next(@, this.populationSize);
int j = rand.Next(@, this.populationSize);
if (this[i].Fitness > this[j].Fitness)

return (Chromosome)this[i].Clone();

else

}

/17
/17
/17
/17
/17
/17

return (Chromosome)this[j].Clone();

<summary>

Fitness proportional selecetion

</summary>

<param name="ea">Evolution program object</param>

<param name="offspringSize">size of offspring population</param>
<returns></returns>

public Population SelectFitnessProportional(EA ea, int offspringSize)

{

Population offspringPopulation = new Population(ea.EARandom,
offspringSize);

for (int i = @; i < offspringPopulation.PopulationSize; i++)

{
}

offspringPopulation[i] = SelectChromosomeRouletteWheel(ea.EARandom);

return offspringPopulation;

}

/17
/17
/17
/17
/17
/17

<summary>

Rank Proportional -- Not Implemented in current version
</summary>

<param name="ea"></param>

<param name="offspringSize"></param>
<returns></returns>

public Population SelectRankProportional(EA ea, int offspringSize)

{

Population offspringPopulation = new Population(ea.EARandom,
offspringSize);
return offspringPopulation;

}

L/
/17
/17
/17
/17
/17

<summary>

Truncation-selection - Not implemented in current version
</summary>

<param.name="ea"></param>

<param “name="offspringSize"></param>

<returns></returns>

public Population SelectTruncation(EA ea, int offspringSize)

{

Population offspringPopulation = new Population(ea.EARandom,
offspringSize);
return offspringPopulation;

}
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/// <summary>

/// Uniform deterministic selection - Not implemented in current version
/// </summary>

/// <param name="ea"></param>

/// <param name="offspringSize"></param>

/// <returns></returns>

public Population SelectUniformDeterministic(EA ea, int offspringSize)

{

Population offspringPopulation = new Population(ea.EARandom;,

offspringSize);

}

return offspringPopulation;

public Population SelectUniformStochastic(EA ea, int offspringSize)

{

Population offspringPopulation = new Population(ea.EARandom,

offspringSize);

}

for (int i = @; i < offspringPopulation.PopulationSize; i++)

{
}

return offspringPopulation;

offspringPopulation[i] = SelectUniformStochastic(ea.EARandom);

private Chromosome SelectChromosomeRouletteWheel(Random rand)

{

double totalFitness = ComputeTotalFitness();
double accumulatedSelectionPropability = 0;

double pick = rand.NextDouble() * 2.0 - 1.0;
int i;

if (totalFitness != 0)

{
for (i = @; (accumulatedSelectionPropability < pick) && (i <

this.populationSize); i++)

}

{

accumulatedSelectionPropability += this[i].Fitness / totalFitness;

}
else
{
i = rand.Next(1, this.populationSize);
}
if (i == 90)

// This is a special case when pick random value is -1.0
return (Chromosome)this[@].Clone();

else
return (Chromosome)this[i - 1].Clone();

private void SelectFitnessProportional(Random rand, ref Population newPop)

{

}

for (int i = @; i < newPop.populationSize; i++)
newPop[i] = SelectChromosomeRouletteWheel(rand);

/// <summary>
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/// Randomly select from this population and generate a new population
/// </summary>
/// <param name="rand">The Random object</param>
/// <param name="newPop">A reference where the new population will be
created</param>

private void SelectUniformStochastic(Random rand, ref Population newPop)
{

for (int i = ©; i < newPop.populationSize; i++)

newPop[i] = SelectUniformStochastic(rand);

}

/// <summary>
/// Randomly select a chromosome from this population
/// </summary>
/// <param name="rand">The Random object</param>
/// <returns></returns>
private Chromosome SelectUniformStochastic(Random rand)
{
int i;
i = rand.Next(this.populationSize);
return (Chromosome)this[i].Clone();

}

#endregion
#region Recombination methods

/// <summary>
/// Recombine population works.in two-steps  for each chromosome:
/// The first step is to'select from'mating pool a mate that will be used
along with the working chromosome.
/// The selection method for this step will be determined from parent
selection settings.
/// The second step'.is to crossover the two chromosomes using the crossover
configuration settings.
/// </summary>
/// <param name="rand"></param>
/// <param name="matingPool"></param>
public void Recombine(Random rand, Population matingPool)
{
// Apply crossover
switch (Configuration.MateSelectionType)
{
case SelectionType.BINARY_TOURNAMENT:
break;
case SelectionType.FITNESS_PROPORTIONAL:
MateFitnessProportinal(rand, matingPool);
break;
case SelectionType.UNIFORM_DETERMINISTIC:
break;
case SelectionType.UNIFORM_STOCHASTIC:
break;
default:
Logger.LogError("Could not determine the mate selection type.
Unexpected Error.");
break;
}

// Apply mutation
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for (int i

{
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= 0; i < populationSize; i++)

this[i].Mutate(rand);

}
}

private void

{

Chromosome

for (int i

{

MateFitnessProportinal(Random rand, Population matingPool)
mate;

= 0; i < this.populationSize; i++)

mate = matingPool.SelectChromosomeRouletteWheel(rand);
this[i].Crossover(rand, mate);

}
}

#endregion

public void SurvivalSelection(Random rand, ref Population-.newPop)

{

// Apply survival selection
switch (Configuration.SurvivalSelectionType)

{

case SelectionType.UNIFORM_STOCHASTIC:
SelectUniformStochastic(rand, ref newPop);

break;

case SelectionType.FITNESS. PROPORTIONAL:
SelectFitnessProportional(rand, ref newPop);

break;

case SelectionType.TRUNCATION:

break;
default:
Logger
type. Unexpected
break;
}
}

.LogError("Could not determine or invalid survival selection
Error.™);

public void Evaluate(EA ea)

{

maxFitness
minFitness

for (int i

{

double.MinValue;
double.MaxValue;

= 0; i < populationSize; i++)

this[i].Evaluate();

// Compute local max & min fitness
if (this[i].Fitness > maxFitness)
maxFitness = this[i].Fitness;
if (this[i].Fitness < minFitness)
minFitness = this[i].Fitness;

if (this[i].Fitness > 0)

{

bool foundChromosome = false;
for (int k = 0; k < ea.BestPool.Count; k++)
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bool foundGene = true;
for (int 1 = @; 1 < Configuration.NumberOfGenes; 1l++)

{
if (ea.BestPool[k][1].Value != this[i][1].Value)
foundGene = false;
}
if (foundGene == true)

foundChromosome = true;
}
// if the current chromosome is not included in_ the best chromosomes
pool the add it to the pool and to the file
if (foundChromosome == false)
{
ea.BestPool.Add(this[i]);
System.IO.File.AppendAllText(Configuration.PoolFilename,
this[i].Fitness.ToString());
for (int j = @; j < this[i].NumberOfGenes; j++)

{
System.IO.File.AppendAllText(Configuration.PoolFilename, "\t" +
this[i][j].Value);
}

System.IO.File.AppendAllText(Configuration.PoolFilename, "\t" +
ea.CurrentGeneration);
System.IO.File.AppendAllText(Configuration.PoolFilename,
Environment.NewLine);
}
}
}

// Compute average fitness
avgFitness = ComputeTotalFitness() / populationSize;

}

public void Statistics(EA ea)
{
for (int i = @; i < populationSize; i++)
{
// Compute new Global chromosomes, if any
if (this[i].Fitness > GlobalMax.Fitness)

globalMax = this[i];
ea.GlobalMaxGeneration = ea.CurrentGeneration;

if (this[i].Fitness < GlobalMin.Fitness)
globalMin = this[i];
¥
}

public void PopulationReport()
{
Console.WriteLine("Current Population fitness: max = " + maxFitness +
min = " + minFitness + " | avg = " + avgFitness);
Console.WriteLine("Chrom Fitness\tgene values");
for (int i = @; i < populationSize; i++)

{

Console.Write(String.Format("{0,3}", (i + 1).ToString()));
Console.Write("\t" + String.Format("{0:0.000000}", this[i].Fitness));
for (int j = @; j < this[i].NumberOfGenes; j++)

{
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Console.Write("\t" + this[i][j].Value);
}

Console.WriteLine();
}
}

/// <summary>
/// Writes to a file information about the population
/// </summary>
public void PopulationReportFile()
{
string reportFile = Configuration.ReportFilename;
System.IO.File.AppendAllText(reportFile, "Current Population fitness: max =
+ maxFitness + " | min = " + minFitness + " | avg = " + avgFitness +
Environment.NewLine);
System.IO.File.AppendAllText(reportFile, "Chrom  Fitness\tgene values" +
Environment.NewLine);
for (int i = @; i < populationSize; i++)
{
System.IO.File.AppendAllText(reportFile, String.Format("{0,3}", (i +
1).ToString()));
System.IO.File.AppendAllText(reportFile, "\t" +
String.Format("{0:0.000000}", this[i].Fitness));
for (int j = @; j < this[i].NumberOfGenes; j++)
{
System.IO.File.AppendAllText(reportFile, "\t" + this[i][j].Value);

}

System.IO.File.AppendAllText(reportFile, Environment.NewLine);
}

}

public double ComputeTotalFitness()
{
double totalFitness = 9;
for (int i = 0; i < this.populationSize; i++)
totalFitness += this[i].Fitness;
return totalFitness;

}
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A.4 H k\don EA (EA.cs)

using System;

using System.Collections.Generic;
using System.Text;

namespace gEP

{

/// <summary>

/// A class that represents an Evolutionary Algorithm.

/// </summary>
class EA

{

private Population EAPopulation;
private int currentGeneration = 0;
private Random eaRandom;

private Population offspringPopulation;
private int offspringPopulationSize;
private int globalMaxGeneration = 0;

private List<Chromosome> bestPool = new List<Chromosome>();

#region Public Properties

/// <summary>

/// Gets the random object used for random operations

/// </summary>
public Random EARandom

{

get { return eaRandom; }

}

public int GlobalMaxGeneration

{

get { return globalMaxGeneration; }
set { globalMaxGeneration = value; }

}

public int CurrentGeneration

{

get { return currentGeneration; }
set { currentGeneration = value; }

}

public List<Chromosome> BestPool

{
get { return bestPool; }

set { bestPool = value; }
}

#tendregion

public EA()

{
}

public void Run(Random rand)

{

eaRandom = rand;
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offspringPopulationSize = Configuration.PopulationSize *
Configuration.BroodSize;
//Logger.LogDebug("0ffspring population size:
/* Initialize Population */
Logger.LogInfo("Initializing population");
EAPopulation = new Population();
EAPopulation.RunReset(rand);
currentGeneration++;
//GenerationReport();
//Print first generation
GenerationReportFile();
GenerationStatisticsFile();
//EAPopulation.PopulationReport();
EAPopulation.PopulationReportFile();
Logger.LogInfo("Offspring Selection for generation:
Logger.LogInfo("Maximum fitness: " + EAPopulation.MaxFitness +
fitness: " + EAPopulation.MinFitness + " Average fitness: " +
EAPopulation.AvgFitness);
//Logger.LogDebug("Maximum fitness: +-EAPopulation.GlobalMax.Fitness +
Minimum fitness: " + EAPopulation.GlobalMin.Fitness);

+ offspringPopulationSize);

+ currentGeneration);
" Minimum

while (currentGeneration < Configuration.MaxGenerations)

{
// Parent selection
offspringPopulation = EAPopulation.Select(this, offspringPopulationSize);
// Recombine offspring population
offspringPopulation.Recombine(eaRandom, EAPopulation);
// Evaluate offspring population
offspringPopulation.Evaluate(this);
// Survival selection
offspringPopulation.SurvivalSelection(eaRandom, ref EAPopulation);
EAPopulation.Evaluate(this);
//offspringPopulation.PopulationReportFile();

EAPopulation.Statistics(this);

currentGeneration++;

//GenerationReport();

//Commented for fast run

//GenerationReportFile();

GenerationStatisticsFile();

Logger.LogInfo("Offspring Selection for generation:
currentGeneration);

Logger.LogInfo("Maximum fitness:
fitness: " + EAPopulation.MinFitness +
EAPopulation.AvgFitness);

//EAPopulation.PopulationReport();

//Commented in order to speed up program running

//EAPopulation.PopulationReportFile();

+

" "

+ EAPopulation.MaxFitness + " Minimum

. Average fitness: +

}

// Print last generation

GenerationReportFile();

System.IO.File.AppendAllText(Configuration.ReportFilename, "Global Results:
Maximum fitness: + EAPopulation.GlobalMax.Fitness + " found at Generation: " +
this.globalMaxGeneration + " Minimum fitness: +
EAPopulation.GlobalMin.Fitness);

//Console.WriteLine("Global Results: Maximum fitness: " +

EAPopulation.GlobalMax.Fitness + " found at Generation: " +
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this.globalMaxGeneration + " Minimum fitness: +
EAPopulation.GlobalMin.Fitness);

Logger.LogInfo("Global Results: Maximum fitness: " +
EAPopulation.GlobalMax.Fitness + " found at Generation: "
this.globalMaxGeneration + " Minimum fitness: +
EAPopulation.GlobalMin.Fitness);

}

+

public void GenerationReport()
{
Console.WriteLine();
Console.WriteLine("Population report after generation " +
(currentGeneration).ToString());

Console.WriteLine("Global fitness: max = " + EAPopulation.GlobalMax.Fitness
+ ", min = " + EAPopulation.GlobalMin.Fitness);

Console.WriteLine("Total number of crossovers: " +
Chromosome.crossoverCount);

Console.WriteLine("Total number of mutations: " +

Chromosome .mutationCount);

// don't need this line for report - no constraint violation on my
configuration

//Console.WriteLine("Total number of constraint violations:
Chromosome.invalidMutationCount);

+

}
public void GenerationReportFile()
{
string reportFile = Configuration.ReportFilename;
//System.I0.File.AppendAllText(reportFile, "Current Population fitness: max
= " + maxFitness + " | min =" + minFitnéss + " | avg = " + avgFitness +

Environment.NewLine);

//System.I0.File.AppendAllText(reportFile, "Chrom Fitness\tgene values" +
Environment.NewLine);

System.IO.File.AppendAllText(reportFile, Environment.NewlLine + "Population
report after generation " + (currentGeneration).ToString() +
Environment.NewLine);

System.IO.File.AppendAllText(reportFile, "Global fitness: max = " +
EAPopulation.GlobalMax.Fitness + "
Environment.NewLine);

, min = " + EAPopulation.GlobalMin.Fitness +

System.IO.File.AppendAllText(reportFile, "Total number of crossovers: " +
Chromosome.crossoverCount + Environment.NewLine);
System.IO.File.AppendAllText(reportFile, "Total number of mutations: " +

Chromosome.mutationCount + Environment.NewLine);

// don't need this line for report - no constraint violation on my
configuration

//System.I0.File.AppendAllText(reportFile, "Total number of constraint
violations: " + Chromosome.invalidMutationCount + Environment.NewLine);

}

public void GenerationStatisticsFile()
{
string statisticsFile = Configuration.StatisticsFilename;
System.IO.File.AppendAllText(statisticsFile, currentGeneration.ToString() +
"\t" + EAPopulation.MaxFitness + "\t" + EAPopulation.MinFitness + "\t" +
EAPopulation.AvgFitness + Environment.NewLine);
}
}
}
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A.5 H k\don gEP (gEP.cs)
using System;
using System.Collections.Generic;
using System.Text;
using System.Xml;

namespace gEP
{
/// <summary>
/// Main class where the EP starts execution.
/// </summary>
class gEP
{
static void Main(string[] args)
{
String configurationFile;
Random rand;

if (args.Length > 0)

configurationFile = args[Q];
else
configurationFile = "gEP.xml";

XmlDocument configurationXML = new XmlDocument();
try
{

}

catch (Exception e)

{

configurationXML.Load(configurationFile);

Console.WriteLine("Program terminated unexpectedly. Please check the
Log.");

Logger.LogError(e.Message);

return; // Exits the Program

//Environment.Exit(1);

}

#region Get the configuration and assign it to the Static Class
Configuration

Logger.LogInfo("Loading Configuration file...");
/* Loading population size */
XmlNodeList configurationNodelList =
configurationXML.GetElementsByTagName("PopulationSize");
if (configurationNodelList.Count > 0)
{
try
{
Configuration.PopulationSize =
Convert.ToInt32(configurationNodeList[@].InnerText);
Logger.LogDebug("Loaded " + Configuration.PopulationSize +
population size");

as the

catch (Exception e)

{
Logger.LogWarning("Could not load population size. Using the default
one. (" + e.Message + ")");

}
¥
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else
{
Logger.LogWarning("No information about population size found, using the
default one (" + Configuration.PopulationSize + ").");

}

/* Loading No of runs */
configurationNodelList = configurationXML.GetElementsByTagName("Runs");
if (configurationNodelList.Count > ©)
{
try
{
Configuration.RunCount =
Convert.ToInt32(configurationNodeList[@].InnerText);
Logger.LogDebug("Loaded " + Configuration.RunCount +
algorithm runs");

}

catch (Exception e)

{
Logger.LogWarning("Could not load Number of runs. Using the default

one. (" + e.Message + ")");

}

"

as the Number of

}

else
{
Logger.LogWarning("No information about Number of runs found, using the
default one (" + Configuration.RunCount + ").");

}

/* Loading brood size */
configurationNodelList =. configurationXML.GetElementsByTagName("BroodSize");
if (configurationNodelList.Count > 0)
{
try
{
Configuration.BroodSize =
Convert.ToInt32(configurationNodeList[@].InnerText);
Logger.LogDebug("Loaded " + Configuration.BroodSize +

"

as the brood
size");
}

catch (Exception e)

{
Logger.LogWarning("Could not load brood size. Using the default one. (

+ e.Message + ")");

}

else
{
Logger.LogWarning("No information about brood size found, using the
default one (" + Configuration.BroodSize + ").");

}

/* Loading maximum number of generations */
configurationNodelist =
configurationXML.GetElementsByTagName("Generations");
if (configurationNodelList.Count > @)
{
try
{
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Configuration.MaxGenerations =
Convert.ToInt32(configurationNodelList[@].InnerText);
Logger.LogDebug("Loaded " + Configuration.MaxGenerations +
maximum number of generations.");
}
catch (Exception e)
{
Logger.LogWarning("Could not load maximum number of generations. Using
the default one. (" + e.Message + ")");
}
}
else

{

n

as the

Logger.LogWarning("No information about maximum number of.generetaions
found, using the default one.");

}

/* Loading number of genes */

/* Loading configuration genes (more like a template of genes) */
configurationNodelList = configurationXML.GetElementsByTagName("Gene");
if (configurationNodelList.Count > 0)

{

Configuration.NumberOfGenes = configurationNodelList.Count;

Logger.LogDebug("Loaded " + Configuration.NumberOfGenes + " genes for
each chromosome.™);
for (int i = @; i < configurationNodelList.Count; i++)
¢ if (configurationNodelList[i].Attributes["bounds"].InnerText == "True")
{
try
{

int lowerBound =
Convert.ToInt32(configurationNodelList[i].ChildNodes[@].InnerText);

int upperBound =
Convert.ToInt32(configurationNodeList[i].ChildNodes[1].InnerText);

Configuration.ConfigGenes.Add(new Gene(lowerBound, upperBound));

Logger.LogDebug("Loaded gene No " + i.ToString() + " with bounds:

(" + lowerBound.ToString() + ", " + upperBound + ")");

}

catch (Exception e)

{

"

Logger.LogWarning("Could not load gene No " + i.ToString() + " due
to a conversion exception (" + e.Message + ") Loading the default configuration
for this gene.™);

Configuration.ConfigGenes.Add(new Gene(null, null));

Logger.LogDebug("Loaded gene No " + i.ToString() + " with no
bounds");
}
}
else
{
Configuration.ConfigGenes.Add(new Gene(null, null));
Logger.LogDebug("Loaded gene No " + i.ToString() + " with no
bounds");
}
}
}
else
{
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Logger.LogWarning("Could not load any genes. Loading the default genes");
Configuration.LoadDefaultGenes();

}

/* Loading random seed, if any */
configurationNodelist =
configurationXML.GetElementsByTagName("RandomSeed");
if ((configurationNodelList.Count > @) &&
(configurationNodeList[@].Attributes["enabled"].InnerText == "True"))
{
try
{
int seed = Convert.ToInt32(configurationNodelList[@].InnerText);
rand = new Random(seed);
Logger.LogDebug("Loaded configuration for random values with seed: +
seed.ToString());
}

catch (Exception e)
{
/* Conversion error. load default configuration. */
Logger.LogWarning("Could not load seed ("™ +
configurationNodeList[@].InnerText + ") due to a conversion exception (" +
e.Message + ") Loading the default configuration for random.");
rand = new Random();
Logger.LogDebug("Loaded configuration for random values with no

seed.");
}
}
else
{
rand = new Random();
Logger.LogDebug("Loaded configuration for random values with no seed.");
}

/* Loading Mutation Settings */

configurationNodelList = configurationXML.GetElementsByTagName("Mutation™);

if ((configurationNodeList.Count > 0) &&
(configurationNodeList[@].Attributes["type"].InnerText.Length > 0) &&
(configurationNodeList[@].Attributes["rate"].InnerText.Length > 9))

{
try
{
switch (configurationNodelList[@].Attributes["type"].InnerText)
{
case "NONE":
Configuration.MutationType = MutationType.NONE;
break;

case "DELTA _MUTATION":
Configuration.MutationType
break;

case "GAUSSIAN_MUTATION":
Configuration.MutationType = MutationType.GAUSSIAN_MUTATION;
break;

case "RANDOM_MUTATION":
Configuration.MutationType = MutationType.RANDOM_MUTATION;
break;

default:
Configuration.MutationType
break;

MutationType.DELTA_MUTATION;

MutationType.NONE;
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}

// Compute mutation probability from "rate" attribute

if (configurationNodelList[@].Attributes["rate"].InnerText == "one"
{

Configuration.MutationProbability = 1.0F /

Configuration.NumberOfGenes;

Convert.

Configuration.MutationDelta =
ToInt32(configurationNodelList[@].InnerText);

Logger.LogDebug("Loaded mutation type: +

Configuration.MutationType.ToString() + " with delta: " +

Configuration.MutationDelta +

and mutation probability: +

Configuration.MutationProbability);

"all")

Convert.

}

else if (configurationNodelList[@].Attributes["rate"].InnerText ==

{
Configuration.MutationProbability = 1.0F;
Configuration.MutationDelta =
ToInt32(configurationNodelList[@].InnerText);

Logger.LogDebug("Loaded mutation type: +

"

Configuration.MutationType.ToString() + " with delta: +

Configuration.MutationDelta +

and mutation probability: +

Configuration.MutationProbability);

}

else if (configurationNodelList[O@].Attributes["rate"].InnerText ==

"probability")

Convert.

Configuration.MutationType.ToString() +

Configuration.MutationProbability =
ToDouble(configurationNodeList[©].InnerText);
Logger.LogDebug("Loaded mutation type: "

+
with mutation probability: " +

Configuration.MutationProbability);

}

else
throw new Exception("Mutation rate not properly configured");
}
catch (Exception e)
{
Configuration.MutationType = MutationType.NONE;
Configuration.MutationDelta = 0;
Configuration.MutationProbability = ©.0F;
Logger.LogWarning("Could not load mutation due to an exception (" +

e.Message + "). Loading the default configuration for mutation.");

Logger.LogDebug("Loaded mutation type: +

Configuration.MutationType.ToString() + " with delta: +

Configuration.MutationDelta +

and mutation probability: +

Configuration.MutationProbability);

}

}

else

{

// Load default configuration for mutation
Logger.LogDebug("No information about mutation found, using the default

one (none).");

Configuration.MutationType = MutationType.NONE;
Configuration.MutationDelta = 9;

Configuration.MutationProbability = 0;
Logger.LogDebug("Loaded mutation type:

+

Configuration.MutationType.ToString() + " with delta: +
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Configuration.MutationDelta +
Configuration.MutationProbability);

}

/* Loading parent selection settings

* Note that along with parent selection we define the mate selection
type - that will be used in recombination - accordingly*/

configurationNodelist =

configurationXML.GetElementsByTagName("ParentSelection");

if (configurationNodelList.Count > @)

{
try

{
switch (configurationNodeList[@].InnerText)
{
case "FITNESS_PROPORTIONAL":
Configuration.ParentSelectionType =
SelectionType.FITNESS_PROPORTIONAL;
Configuration.MateSelectionType =
SelectionType.FITNESS_PROPORTIONAL;
break;
case "UNIFORM_STOCHASTIC":
Configuration.ParentSelectionType. =
SelectionType.UNIFORM_STOCHASTIC;

Configuration.MateSelectionType = SelectionType.UNIFORM_STOCHASTIC;

break;
case "UNIFORM_DETERMINISTIC™:
Configuration.ParentSelectionType =
SelectionType.UNIFORM_DETERMINISTIC;
Configuration.MateSelectionType =
SelectionType.UNIFORM_DETERMINISTIC;
break;
case "RANK_PROPORTIONAL":
Configuration.ParentSelectionType =
SelectionType.RANK_PROPORTIONAL;

Configuration.MateSelectionType = SelectionType.UNIFORM_STOCHASTIC;

// Using the default one.
break;
case "BINARY_ TOURNAMENT":
Configuration.ParentSelectionType =
SelectionType.BINARY_TOURNAMENT ;

Configuration.MateSelectionType = SelectionType.BINARY_TOURNAMENT;

break;
case "TRUNCATION":

Configuration.ParentSelectionType = SelectionType.TRUNCATION;
Configuration.MateSelectionType = SelectionType.UNIFORM_STOCHASTIC;

// Using-the default one.

break;

default:

Configuration.ParentSelectionType =
SelectionType.FITNESS PROPORTIONAL;

Configuration.MateSelectionType =
SelectionType.FITNESS_PROPORTIONAL;

break;

}

Logger.LogDebug("Loaded parent selection type:

Configuration.ParentSelectionType);

}

catch (Exception e)
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{
Configuration.ParentSelectionType = SelectionType.FITNESS_PROPORTIONAL;

Logger.LogWarning("Could not load parent selection type. Using the
default one: " + Configuration.ParentSelectionType + (" + e.Message + ")");

}

}

else
{
Configuration.ParentSelectionType = SelectionType.FITNESS_PROPORTIONAL;
Logger.LogWarning("No information about parent selection found, using the
default one (" + Configuration.ParentSelectionType + ").");

}

/* Loading survival selection settings */
configurationNodelist =
configurationXML.GetElementsByTagName("SurvivalSelection");
if (configurationNodelList.Count > 0)
{
try
{
switch (configurationNodeList[@].InnerText)
{
case "FITNESS_PROPORTIONAL":
Configuration.SurvivalSelectionType =
SelectionType.FITNESS_PROPORTIONAL;
break;
case "UNIFORM_STOCHASTIC":
Configuration.SurvivalSelectionType =
SelectionType.UNIFORM_STOCHASTIC;
break;
case "UNIFORM_DETERMINISTIC":
Configuration.SurvivalSelectionType =
SelectionType.UNIFORM_DETERMINISTIC;
break;
case "RANK PROPORTIONAL":
Configuration.SurvivalSelectionType =
SelectionType.RANK_ PROPORTIONAL;
break;
case "BINARY_ TOURNAMENT":
Configuration.SurvivalSelectionType =
SelectionType.BINARY_TOURNAMENT ;
break;
case "TRUNCATION":
Configuration.SurvivalSelectionType = SelectionType.TRUNCATION;
break;
default:
Configuration.SurvivalSelectionType =
SelectionType.FITNESS_PROPORTIONAL;
break;
}
Logger.LogDebug("Loaded survival selection type: " +
Configuration.SurvivalSelectionType);

}

catch (Exception e)

{
Configuration.SurvivalSelectionType = SelectionType.UNIFORM_STOCHASTIC;

Logger.LogWarning("Could not load survival selection type. Using the
default one: " + Configuration.SurvivalSelectionType + (" + e.Message + ")");

}
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}

else
{
Configuration.SurvivalSelectionType = SelectionType.UNIFORM_STOCHASTIC;
Logger.LogWarning("No information about survival selection found, using
the default one (" + Configuration.SurvivalSelectionType + ").");

}

/* Loading Crossover Settings */
configurationNodelList = configurationXML.GetElementsByTagName("Crossover™);
if (configurationNodelList.Count > @)
{
try
{
switch (configurationNodeList[@].Attributes["“type™].InnerText)
{
case "ONE_POINT":
Configuration.CrossoverType = CrossoverType.ONE_POINT;
break;
case "TWO_POINT":
Configuration.CrossoverType = CrossoverType.TWO .POINT;
break;
case "UNIFORM":
Configuration.CrossoverType = CrossoverType.UNIFORM;
break;
}
Configuration.CrossoverProbability =
Convert.ToDouble(configurationNodelList[@].InnerText);
Logger.LogDebug("Loaded crossover type: " 4+ Configuration.CrossoverType

+ " with crossover probability: + Configuration.CrossoverProbability);
}
catch (Exception e)
{
Configuration.CrossoverType = CrossoverType.ONE_POINT;
Logger.LogWarning("Could not load-crossover type. Using the default
one: " + Configuration.CrossoverType + ". (" + e.Message + ")");
}
}
else
{

Logger.LogWarning("No information about crossover type found, using the
default one (" + Configuration.CrossoverType + ").");

}

/* Loading Connection Settings */
configurationNodelList =
configurationXML.GetElementsByTagName("ConnectionString");
if (configurationNodelList.Count > 9)
{
try
{

Configuration.ConnectionString = configurationNodelList[@].InnerText;

Logger.LogDebug("Loaded connection string: " +
Configuration.ConnectionString);
}
catch (Exception e)
{
Configuration.ConnectionString = "Data Source=localhost;Initial

Catalog=KDD99;Integrated Security=True";
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Logger.LogWarning("Could not load connection string. Using the default

one: + Configuration.ConnectionString + (" + e.Message + ")");
}
}
else
{
Configuration.ConnectionString = "Data Source=localhost;Initial

Catalog=KDD99;Integrated Security=True";
Logger.LogWarning("No information about connection found, using the
default one (" + Configuration.ConnectionString + ").");

}
Logger.LogInfo("Configuration file loaded.");

#endregion

/* Starting execution of EP from here */

Logger.LogInfo("Starting Algorithm Execution™);

// Prepare connection to DB Server

DAL.OpenConnection();

// create report file name

string timestamp = DateTime.Now.ToString("'yyyyMMdd HHmmss");

Configuration.ReportFilename = timestamp + " " +
Configuration.ReportFilename + ".txt";

Configuration.StatisticsFilename = timestamp + "_" +
Configuration.StatisticsFilename + ".txt";

Configuration.PoolFilename = timestamp +
"otxt";

// Create configuration file in. order to-log the parameters of the genetic
algorithm

string confFileName = timestamp + + "conf.txt";

System.IO.File.AppendAllText(confFileName, "Runs: " +
Configuration.RunCount.ToString() + Environment.NewlLine);

System.IO.File.AppendAllText(confFileName, "PopulationSize:
Configuration.PopulationSize.ToString() + Environment.NewLine);

System.IO.File.AppendAllText(confFileName, "BroodSize: " +
Configuration.BroodSize.ToString() + Environment.NewLine);

System.IO.File.AppendAllText(confFileName, "Generations:
Configuration.MaxGenerations.ToString() + Environment.NewLine);

System.IO.File.AppendAllText(confFileName, "Crossover: "
Configuration.CrossoverType.ToString() + " probability: +
Configuration.CrossoverProbability + Environment.NewlLine);

System.IO.File.AppendAllText(confFileName, "Mutation: " +
Configuration.MutationType.ToString() + " probability: " +
Configuration.MutationProbability + Environment.NewlLine);

System.IO.File.AppendAllText(confFileName, "ParentSelection: " +
Configuration.ParentSelectionType.ToString() + Environment.NewlLine);

System.IO.File.AppendAllText(confFileName, "SurvivalSelection:
Configuration.SurvivalSelectionType.ToString());

// Initialize and run Evolutionary algorithm

Configuration.LoadPossibleValues();

for (int i = 1; i <= Configuration.RunCount; i++)

{

if (Configuration.RunCount > 1)

{

+ Configuration.PoolFilename +

"

+

"

+

+

n

+

Logger.LogInfo("---------- Executing Run " + i + " ---------- ")
Console.WriteLine();
Console.WriteLine("---------- Executing Run " + i + " ---------- ");
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}
EA applyEA = new EA();

applyEA.Run(rand);
¥
¥
¥
¥
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A.6 H k\aon Configuration (Configuration.cs)

using System;

using System.Collections;
using System.Collections.Generic;

using System.Text;
using System.Data;

namespace gEP

{

/// <summary>

/// A static class that represents the configuration of the running EP.

/// </summary>

static class Configuration

{

private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static

int runCount = 1;

int populationSize = 10;

int maxGenerations 10;

int numberOfGenes = 1;

List<Gene> configGenes = new List<Gene>();
MutationType mutationType;

int mutationDelta;

double mutationProbability;
SelectionType parentSelectionType;
SelectionType mateSelectionType;
SelectionType survivalSelectionType;
int broodSize = 1;

CrossoverType crossoverType;

double crossoverProbability;

string connectionString;

ArraylList duration;

ArrayList src_bytes;

ArrayList dst_host_srv_serror_rate;
Arraylist distinctDuration;

//private static ArraylList distinctSrc_bytes;
//private static ArraylList distinctDst_host_srv_serror_rate;

private static
private static
private static

private static
private static

#region Public

string reportFilename = "Report"; //without extension!
string statisticsFilename = "Statistics"; //without extension
string poolFilename = "pool"; //without extension

bool haveNextNextGaussian = false;
double nextNextGaussian;

Properties

public static int RunCount

{

get { return

runCount; }

set { runCount = value; }

}

public static int PopulationSize

{

get { return

populationSize; }

set { populationSize = value; }

}

public static int MaxGenerations

{

get { return

maxGenerations; }
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set { maxGenerations = value; }

}

public static int NumberOfGenes

{

get { return numberOfGenes; }
set { numberOfGenes = value; }

}

public static List<Gene> ConfigGenes

{

get { return configGenes; }
set { configGenes = value; }

}

public static MutationType MutationType

{
get { return mutationType; }

set { mutationType = value; }

}

public static int MutationDelta
{

get { return mutationDelta; }
set { mutationDelta = value; }

}

public static double MutationProbability

{
get { return mutationProbability; }

set { mutationProbability = value; }

}

public static SelectionType ParentSelectionType

{
get { return parentSelectionType; }

set { parentSelectionType = value; .}

}

public static SelectionType MateSelectionType

{
get { return mateSelectionType; }

set { mateSelectionType = value; }

}

public static SelectionType SurvivalSelectionType

f

get { return survivalSelectionType; }
set { survivalSelectionType = value; }

}

public static int BroodSize

{

get { return broodSize; }
set { broodSize = value; }

}

public static CrossoverType CrossoverType

{
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get { return crossoverType; }
set { crossoverType = value; }

}

public static double CrossoverProbability

{

get { return crossoverProbability; }
set { crossoverProbability = value; }

}

public static string ConnectionString

{

get { return connectionString; }
set { connectionString = value; }

}

public static ArraylList Duration

{

get { return duration; }
//set { duration = value; }

}

public static ArraylList Src_bytes
{

get { return src_bytes; }
//set { src_bytes = value; }

}

public static ArraylList Dst_host_srv_serror_rate

{

get { return dst_host_srv_serror_rate; }
//set { dst_host_srv_serror_rate = value; }

}

/*public static ArraylList DistinctDuration

{

get { return distinctDuration; }
//set { duration = value; }

}

public static ArraylList DistinctSrc_bytes

{
get { return distinctSrc, bytes; }

//set { src_bytes =-value; }
}

public static Arraylist DistinctDst_host_srv_serror_rate

{

get { return distinctDst_host_srv_serror_rate; }
//set { dst_host_srv_serror_rate = value; }

y*/

public static string ReportFilename

{

get { return reportFilename; }
set { reportFilename = value; }

}

public static string StatisticsFilename

E&6puén diktuakwv eioBoAwv pe xprian Mevetikwv AAyopiBuwyv 95



Metamtuyiokr Alatpifn Fwpyog XpuooAwpdg

{

get { return statisticsFilename; }
set { statisticsFilename = value; }

}

public static string PoolFilename
{
get { return poolFilename; }
set { poolFilename = value; }

}

#endregion

/// <summary>
/// This is the default action when no parameters
/// are specified in the configuration XML file
/// </summary>
public static void LoadDefaultGenes()
{
/* Create genes with no bounds using the field NumberOfGenes
* for the number of the genes that will be created */
for (int i = @; i < NumberOfGenes; i++)

{

}
}

ConfigGenes.Add(new Gene(null, null));

/// <summary>
/// Loads the possible values that each gene can have from database
/// </summary>
public static void LoadPossibleValues()
{
int rowCount = 0;
System.Data.SqlClient.SqlDataReader dataReader;
//System.Data.SqlClient.SqlDataReader dataReaderil;

// Load duration ArraylList with ‘possible values
//rowCount = (int)DAL.ExecuteScalar("select count(distinct duration) from

training_set");

1u);

rowCount = 1000;
dataReader = DAL.ExecuteQuery("select duration from training_set order by

duration = new ArrayList(rowCount);

distinctDuration = new ArraylList();

// Loop through data reader to add items to the ArraylList
while (dataReader.Read())

{

}
dataReader.Close();

duration.Add(int.Parse(dataReader[@].ToString()));

/*dataReaderl = DAL.ExecuteQuery("select distinct duration from

training_set order by 1");

distinctDuration = new ArrayList();
// Loop through data reader to add items to the ArraylList
while (dataReaderl.Read())

{
}

distinctDuration.Add(int.Parse(dataReaderl[@].ToString()));
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dataReaderl.Close();*/

// Load src_bytes ArraylList with possible values

//rowCount = (int)DAL.ExecuteScalar("select count(distinct.src_bytes) from
training_set");

dataReader = DAL.ExecuteQuery("select src_bytes from training set order by
1");

src_bytes = new ArraylList(rowCount);

// Loop through data reader to add items to the ArraylList

while (dataReader.Read())

{

}
dataReader.Close();

src_bytes.Add(int.Parse(dataReader[@].ToString()));

/*dataReaderl = DAL.ExecuteQuery("select distinct.src_bytes from
training_set order by 1");

distinctSrc_bytes = new ArrayList();

// Loop through data reader to add items to the ArraylList

while (dataReaderl.Read())

{

}
dataReaderl.Close();*/

distinctSrc_bytes.Add(int.Parse(dataReader1[@].ToString()));

// Load dst_host_srv_serror_rate ArrayList with possible values

//rowCount = (int)DAL.ExecuteScalar("select ‘count(distinct
dst_host_srv_serror_rate) from training set");

dataReader = DAL.ExecuteQuery("select dst host srv_serror_rate from
training_set order by 1");

dst_host_srv_serror_rate = new ArraylList(rowCount);

// Loop through data reader to-add items to the ArraylList

while (dataReader.Read())

{

}
dataReader.Close();

dst_host_srv_serror_rate.Add(int.Parse(dataReader[0].ToString()));

/*dataReaderl = DAL.ExecuteQuery("select distinct dst_host_srv_serror_rate
from training_set order by 1™);

distinctDst_host srv_serror_rate = new ArraylList();

// Loop through data reader to add items to the ArraylList

while (dataReaderl.Read(’))

{

distinctDst_host. srv_serror_rate.Add(int.Parse(dataReaderl[0].ToString()));
}
dataReaderl.Close();*/

}

/// <summary>

/// Returns the next pseudorandom, Gaussian ("normally") distributed double
value with mean 0.0 and standard deviation 1.0 from this random number
generator's sequence.

/// </summary>

/// <param name="rand">The random number generator</param>

/// <returns>The next pseudorandom, Gaussian ("normally") distributed double
value with mean 0.0 and standard deviation 1.0</returns>

public static double NextGaussian(Random rand)
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{

if (haveNextNextGaussian)

{
haveNextNextGaussian = false;
return nextNextGaussian;

}

else

{
double v1, v2, s;
do

{
vl

s =vl * vl + v2 * v2;
} while (s >=1 || s == 0);

double multiplier = Math.Sqrt(-2 * Math.Log(s) / s);

nextNextGaussian = v2 * multiplier;
haveNextNextGaussian = true;
return vl * multiplier;

}

/// <summary>
/// Enumerator that stores mutation types.
/// </summary>
public enum MutationType
{
/// <summary>
/// No mutation
/// </summary>
NONE,
/// <summary>
/// Delta mutation
/// </summary>
DELTA_MUTATION,
/// <summary>
/// Random mutation
/// </summary>
RANDOM_MUTATION,
/// <summary>
/// Gaussian mutation
/// </summary>
GAUSSIAN_MUTATION

}

/// <Ksummary>
/// Enumerator. that stores parent selection types
/// </summary>
public enum SelectionType
{
/// <summary>
/// Fitness Proportional selection
/// </summary>
FITNESS_PROPORTIONAL,
/// <summary>
/// Uniform Stochastic selection
/// </summary>
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UNIFORM_STOCHASTIC,

/// <summary>

/// Uniform Deterministic selection
/// </summary>
UNIFORM_DETERMINISTIC,

/// <summary>

/// Rank Proportional selection
/// </summary>
RANK_PROPORTIONAL,

/// <summary>

/// Binary Tournament selection
/// </summary>
BINARY_TOURNAMENT,

/// <summary>

/// Truncation selection

/// </summary>

TRUNCATION

}

/// <summary>
/// Enumerator that stores crossover types.
/// </summary>
public enum CrossoverType
{
/// <summary>
/// One point crossover
/// </summary>
ONE_POINT,
/// <summary>
/// Two point crossover
/// </summary>
TWO_POINT,
/// <summary>
/// Uniform crossover
/// </summary>
UNIFORM
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A.7 H kAdon DAL (DAL.cs)
using System;
using System.Collections.Generic;
using System.Text;
using System.Data;
using System.Data.SqlClient;

namespace gEP

{

static class DAL
{

private static string mSQLConnectionString = H
private static IDbConnection mSQLConnection;
private static IDbCommand mSQLCommand;

public static void InitConnectionString()

{
}

mSQLConnectionString = Configuration.ConnectionString;

public static SqlConnection CreateNewConnection()
{
InitConnectionString();
System.Data.IDbConnection newSQLConnection;
try
{
newSQLConnection = new.SqglConnection(mSQLConnectionString);
}
catch (Exception e)
{
Logger.LogError("An error occured while trying to create a database
connection. " + e.Message);
return null;
}

return (SqlConnection)newSQLConnection;

}

public static SqlConnection OpenConnection()
{
try
{
mSQLConnection = CreateNewConnection();
mSQLConnection.Open();
mSQLCommand .= mSQLConnection.CreateCommand();
}
catch. (Exception-e)
{
Logger.LogError("An error occured while trying to open a database
connection. " + e.Message);
return null;
}

return (SqlConnection)mSQLConnection;

}

public static int CloseConnection()

{
if (mSQLConnection == null)
return 0;
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try
{
mSQLConnection.Close();
}
catch (Exception e)
{

Logger.LogWarning("An error occured while trying to close a database
connection. " + e.Message);

return 0;

}

return 1;

}

public static SqlDataReader ExecuteQuery(string selectString)
{
try
{
mSQLCommand .CommandText = selectString;
mSQLCommand .CommandType = CommandType.Text;
SqlDataReader reader = (SqlDataReader)mSQLCommand.ExecuteReader();
return reader;
}
catch (Exception e)
{
Logger.LogError("An error occured while trying to execute a database
query. " + e.Message);
return null;

}
}
public static object ExecuteScalar(string selectString)
{

object obj = null;

try

{

mSQLCommand .CommandText = selectString;
mSQLCommand.CommandType = CommandType.Text;
obj = mSQLCommand.ExecuteScalar();
}
catch (Exception e)
{
Logger.LogError("An error occured while trying to execute a scalar
database query. " + e.Message);
}
return obj;
}
}
}
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A.8 H k\aon Logger (Logger.cs)
using System;
using System.Collections.Generic;
using System.Text;
using System.IO;

namespace gEP

{

/// <summary>
/// This static class is a utility class for logging runs.of the program

/// </summary>
static class Logger

{
/17

<summary>

/// This property keeps the name of the log file

/17

</summary>

private static string LogFile = "gEPLog.txt";

/17
/17
/17
/17

<summary>

Log a Debug level information

</summary>

<param name="text">text to write to log file</param>

public static void LogDebug(string text)

{

text = DateTime.Now.ToString("yyyy/MM/dd HH:mm:ss™) + " [DEBUG] " + text +
Environment.NewlLine;
File.AppendAllText(LogFile, text);

}

/17
/17
/17
/17

<summary>

Log an Info level information

</summary>

<param name="text">text to write to log file</param>

public static void LogInfo(string text)

{

text = DateTime.Now.ToString("yyyy/MM/dd HH:mm:ss") + " [INFO] " + text +
Environment.NewlLine;
File.AppendAllText(LogFile, text);

}

/17
/17
/17
/17

<summary.>

Log a Warning level information

</summary>

<param name="ftext">text to write to log file</param>

public static void LogWarning(string text)

{

text = DateTime.Now.ToString("yyyy/MM/dd HH:mm:ss") + " [WARNING] " + text
+ Environment.NewLine;
File.AppendAllText(LogFile, text);

}

/17
/17
/17
/17

<summary>

Log an Error level information

</summary>

<param name="text">text to write to log file</param>

public static void LogError(string text)

{

text = DateTime.Now.ToString("yyyy/MM/dd HH:mm:ss") + " [ERROR] " + text +
Environment.NewLine;
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File.AppendAllText(LogFile, text);
}
}
}
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