LHovemotnuo Hepoiwg, Tunuo Pneioxav 2votyudrov

1I.M. 2. Aopaleia Pnoiaxov Zootnudtwy

Axoonuairxo étogc 2010-2011

Awmiopatikn Epyocia
ANuovpyio AVTOROTOTOUEVOV

Epyaieiov Yo EA&Yyyovg Acpaierog
o€ AL0oKTVOKES EQapnoyé

Emprénov kaOnyntc:
Y& ovvePYOoia NE:

Tpwueg emrponn:

YToVd00TIG:
AprOpoég pnTp®ov:
Email:

Hpep. mapdadoong:

Kovotavtivog Aapumpivouddkng
I'evikd Emtedeio Ztpatov — KEILY.E.Z

Kovotavtivog Aaumptvouddkng
Yokpdng Kdtowkag
Xpnotog Zevaxng

Zoyop1admg Muydiing
MTE/1049
zachmich@gmail.com
28-02-2012



mailto:zachmich@gmail.com

Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

Kadnynmgc: Kevetavtivog Aapmptivovuddxng YeAida 1
IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

IHPOAOI'OX

H mapovca owmlopatikn epyocioc oAokAnpoOnke pe to embopntd
OTOTEAECLOTA, GE £VOL EVOLAPEPOV YVIOOTIKO OVTIKEIEVO, OTTMOC AVTO TOV EAEYYWV
ACQPAULELNG OE OLAOIKTLOKEG EQAPUOYES. YTNPEE Eva evuydploTo KAILo cuvepyaciog
pe tov emPAénovta kabnynt) pov kupro Kovotavtivo Aoumptvoudakn, tov omoio
Ba NBela va evyaploTo® yia TV moAvTiun Pondeta wov pov mapeiye ko’ OAn

SLIPKELD TNG SMAMUOTIKNG EPYOTTOG.

Emumiéov, n mopovco SmAGUOTIKY epyacio €Ylve O CLUVEPYAGIOL UE TO
KEILY.E.XZ (Kévtpo ITAnpogopwng YmoomnpiEng Eiinvikod Ztpatov). Oa
Nbeka va evyoapotom tovg appodovg tov KEILY.EX mov enéieCav va
ovvepyactovv polt pov. Méow ovtng TG CLVEPYACING AmOKOMGO OKOUOL
LEYOADTEPT EUTELPIO GTO GUYKEKPIUEVO YVAOOTIKO avVTIKEIHEVO Kol 1 Borfeta Toug

nrav ToAvTiun.
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HEPIAHYH

H dumthopatikn epyoacio pe titho «Anpovpyia Avtopatoromuévou Epyaieiov
v EAéyyovc Acopdreing oe Awdwtvokés Egoappoyéo» eivor puo mpokTiky
AEIKOVIOTN Y10 TO TMOG UTOPOVV VO OLTOUOTOTTOMO0VY ypovoPopeg S1ad1kaGieg
oV UEYPL TPOTIVOS TPAYUATOTTOOVGE €vag tester yeipoxivnta. Bacikodg otdyog
0V gpyoieiov avtov, Tov Ba 10 KOOGTE SPOPETIKO amd To VITOAOT EPYOLElD
auToL TOL TOTOV, &ivol O TPOMOG HE TOV OmOl0 OYEJALETOL MOTE VO TOPEYEL
eveM&ia, popnrotnTa Ko tayvTNTO oTovG testers. o to Adyo avtd emAéyOnke
po SLVOULKT YADOGOO, S1adtkTvaKoD Tpoypoupatiopov, N PHP. Ovclactikd, to
gpyoreio ovtd Ba pmopel va gvepyomoteiton pécm evog web browser, evad to
TEPPAALOV EKTELEGNG TOV KMAKO TG ePapoyns Oo eivon évag web server o
omoiog Ba avaiapPavel vo exterel Tig dadtkaciec mov Ba (nmbovv amd peptic
tov client péow evoc evypnotov WUI (Web User Interface). Me avtov tov tpomo,
OMOG 0 POPTOG EPYACIOG TV EAEYXMV 0GPAAELNG pHeTOPEPETAL oTOV WeED Server kot
£T01 aKOpOo Kol €vag LTOAOYIGTNAG YOUNA®Y VTOAOYICTIKOV duvatot)temv O

umopel vo eKTeEAE TOVG EAEYYOVG LE LEYAAT] EVKOMOL.

X100G TOVL €PYOAEiov aVTOD Efvarl VO GUYKEVIPADGEL OCEG TEPLGGOTEPES
emféoelg umopovy va mpayuatorombodv ce web applications kot oy va
emkevipmbel oe o ovykekpuévn emiBeon. Ov éheyyol OCQUAENG TOL
KaAvTTovTar otnv mopovoo epyacia sivar Information Disclosure, Cross Site

Scripting ka1 SQL Injection.

Emoetypoviki weproyf: Web Vulnerability Assessment, Penetration Testing

Aégearg khewdwd: Web Vulnerability Assessment, Cross Site Scripting, SQL

Injection, Information Disclosure

Kadnynmgc: Kevetavtivog Aapmptivovuddxng ZeAida 4
IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

Kadnyntmc: Kovetavtivoc Aaumpvouddxmg YeAiba 5
IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

Hivaxkog Mepreyopévav

I 1 L ()4 | O PSSP OSSP 10
2. Tomow Epyodeiov yia Web Vulnerability Assessment............c.ccieeeinieenne. 12
2.1 Crawler based vulnerability SCANNErS ...........ccoociiviiieenieaiinie s esesee e 12
2.2 Proxy based vulnerability SCANNErS...........ccociieiininiiiie e 18
2.3 ZOYKPION TOV FV0 KOTNYOPUDV ..rvveririeenreairesneeinsinsesseesstenbansensiensssneesseenens 23
3. ITapovciaon ToU EPYOAEIOV.........coooiiiiiii e 25
4. OMyog Eykatdotaons EPyaieion. ... it 39
5. Xopmepaopata kot MerAhovtikn Epyacio.............ccovviiii 42
6. ALGOUKTUUKEG AVOQOPEG......oooieriiirianeiiiisisinin e e e e e e sneennee s 44

IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

Kataroyoc Zynuatov
Ewova 2.1: WebSecurify crawler based vulnerability scanning tool ................... 13
Ewova 2.2: WebSecurify vulnerability scanning process........ccovveveeiicivearisieenne. 14
Ewova 2.3: Ebpnuo XSS 610 WeDSECUTifY.....ccveiveeciicct i 15
Ewova 2.4: Apykd interface tou W3af ... it 17
EwcOvar 2.5: W3AF QUEPUL ..ot e s 18
Ewova 2.6: Interface tov OWASP ZAP ...t 20
Ewdva 2.7: Optopog ProxXy oty 8080...ueeeivurieiieiiriieeniiie i 21
Ewova 2.8: Kotaypagn 16T0GEAO®V Kol EDPEST EVTUDEIDV .- ..eevvreieriiieriieriiaans 22
Ewova 2.9: OWASP ZAP — Alerts, vulnerabilities i....ccooeevvvceiee i 22
Ewodva 2.10: Anoteréopora 1o ZAP petd amd Crawling.........coeeevieiciincnenn 23
Ewova 3.1: Awdypoppo kAdoemv tou VADB 00l ..o 26

Ewoéva 3.2: Eugdvion tov VADB otov browser ekteddvtog v apyikn oelido. 27

Ewoéva 3.3: Emdoyég tov VADLB mpiv t dradikooio ekkivnong tov assessment. 28

Ewoéva 3.4: Output WUI kotd tn Sradikacio Tov Crawling.......cceeeeevencienennne, 30
Ewoéva 3.5: Output WUI kot ) dradikacio tov vulnerability assessment......... 31
Ewoéva 3.6: Zovoyn anotedeopudtov Tov VADB 100l .....cccocvviieiieeeceec 31
Ewéva 3.7: Evprjpata yio. banner disclosure .........oocvvvvvieiiiieiiiienniieciee e 32
Ewodva 3.8: Evpripata yio reflected XSS.......ooviiiiiic 33
Ewodva 3.9: Zovdeon oo openeclass og StUdent...........ooovvviviiiiciencnencee 34
Ewova 3.10: Avtiypagn Session Cookie Tov Openclass........cccevvevvrvenveriesenene. 35

Ewova 3.11: Opioudc authentication cookie kat pattern yio amo@uyn ceAidwv... 35

Kadnynmgc: Kevetavtivog Aapmptivovuddxng ZeAida 7
IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

Ewéva 3.12: Exkivnon tov VADB yuo éheyyo Tov openeclass o student user.... 36

Ewova 3.13: Tehkd omotedéopata tov VADB yio tov éleyyo oto openeclass mg

SEUTBINT USEI ...ttt s bbb e 37
Ewcova 3.14: SQL INJECLION EITON ....c.viiiiiieieiieiieieee e e s 38
Kadnynmgc: Kevetavtivog Aapmptivovuddxng YeAiba 8

IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

YOVTOHOYPOQiES

WUI — Web User Interface

XSS — CSS - Cross Site Scripting

w3af — Web Application Attack and Audit Framework
OWASP — Open Web Application Security Project

ZAP — Zed Attack Proxy
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Kepdioro 1

Ewoayoy

To Web Hacking otic pépeg pag anotelei odvndeg pavopevo. Kabnuepwva
yivetal mopomive omd P ovoQOopd OTO. HEGO  EVNUEPW®ONG, KLPIMG oTo
SLOIKTVOKG HECO, Y10, KATO0 TEPLOTATIKO 7OV GLVEPT GE KATOLN EMDVOUN
1otoceAida. Mg ) ypron tov blogs kot Tov Kowovikdv SIKTomV eEanAdvovTol
ypryopa tpomot ko pefodoroyieg yio To TOG PTOpPEl KATOL0G VoL OVOKAADYEL KEVEL

ACQPAUAELNG OE [0l SIOOTKTVOKT EQAPUOYT KOL TWG VO TOL EKUETAAAEVTEL.

‘Exovv  dnuovpynbelt  moAAd - avtopotomomuéva - epyoleic  To  omoia
mpaypatoroovv emfécets. [TAéov axoua Ko Evag xpnotng e EAI(IGTEG YVAOOELS,
umopet va o xpnowponotet pe evkoria. To mepiocdTepa amd owtd eivor avorytov
KOOI Kol TAEOV TPOCPEPOVTOL KL LE YPAPIKO TEPIPAALOV KAVOVTOG TO OKOLLOL

O EVYPNOTO.

‘Etot amd v mhevpd 100G o1 pnyovikol acQAAENG Yo VO TPOGTATEVGOLVV TO.
GLGTNLLOTO TTOV EMTNPOVV, dNUIOVPYNCOV EPYOAEID TOV TPOGPEPOLV ATOTIUNOT)
™G ooeaiewng o€ éva - mAnpoeoplokd ocvotmuoa. Ta epyodela ovtd elvan
avTIoTOYMG AOYIKNG LE TO EPYOAEiD TOV YPNGLULOTOIOVVTAL Yo VO PAGyoLV Eval
TANPOPOPLOKO cvoTNUA. AnAadn epapuolovv teyxvikég kot pebodoroyieg mov
epappolovior kol oto KokOPovio epyoaieio, OAAG QTIAYVOVTOL e OKOTMO Vo
EVILEPDOVOVTOL GLEGO Ol UNYOVIKOT Y10 TUY®V EVTTAOELES TTOL TOPOVSLALOVTOL GTO

TANPOPOPLOKO TOLG CLGTI L.

Yrapyovv epyoareio 0nwg to Nessus to omoio kdvel amotipnon g acQAAELNg
070 OIKTVLO TNG VIOSOUNG KoL GTO AELTOVPYIKO cvotnua, To Metasploit k.a. aAld
VIAPYOVV KOl EPYOAEID TOV EMKEVIPAOVOVTIOL OE EMOECEIS OV UTOPOHV V.

TPAYLOTOTONOOVV GE H10OTKTLOKES EQOPLOYES.
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2mv mapovca epyacia Ba yivel avapopd Tmv dV0 KOTNYOpLU®Y OV omapTilovv
o Web vulnerability scanner tools kot 6o mopovclactodv té66Epa 0md Ta. 7O
yvootd epyolein mov mpayuatomoovy Web vulnerability assessment. Xt
ocuvéyxeln Bo TopovclacTEl TO gpyOrEi0 TOL VAOTOMONKE Yot TIG OVAYKEG TNG

SIMAUATIKNG epyaciog KabmG Kol 001yd¢ EYKATAGTOOTC TOV EPYOAEIOV.
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Kepdioro 2

Tvmov Epyaieiov yia Web Vulnerability

Assessment

Ta Web vulnerability scanners BaciCovtal og Tpeig Pacikéc Aeitovpyies. Avtég
givar o Crawler o omoiog avolopfdver ™ ocviloy | TV JeBOUEVOV TTOV
ypealovtal dote va. yivel To Scanning, o KoAn TeXVIKT Yoo ypfiyopo pattern
matching ka1 téAog, dvvatotnta enkowvaviag e tov Web server (http requests)
™G EQOPUOYNG OV Yivetal To assessment. Yrdapyovv kot AALeg Aettovpyieg mov
yperdlovial, aAAd omOTELOVY VIOKATNYOPIES TOV Tapamdved 1 0ev gival 1060
avaykaieg yio ™ onpovpyio evog tétotov epyaietov. Téroteg elvon évog repeater
ywoo v emavekmounn http request mov €yel avakaldyesl o scanner g gvmabn,

fuzzer, decoder k\m.

Mepikd epyoleio avti ywo crawler ypnoyomolobv proxy yio tn cvAAOyn TV
dedopévmv. Anladn ovti va. GLAAEYOLV Ogd0UéVA LING LOTOGEMONG OVTOUOTA,
opilovtor g evdidpecotl petald browser kot S1ad1KTOOL KOl KATOYPAPOLY THV

kivnon.

Y& ot 10 KeQaAaio Ba avaivbobv ot dVo katnyopieg crawler kou proxy based
vulnerability scanners, kabm¢ emiong Oa axorovbnoet ohykpion peta&d Twv 0o

MOTE VO YIVOUV GOPT| TOL TAEOVEKTNLOTOL KO TOL LELOVEKTNLLOTO TOL KOOEVAC.

2.1 Crawler based vulnerability scanners

‘Eva. crawler based vulnerability scanner, {ntovtag amld Kot povo tn ceAida
nov 0élel va eAéyéer yio mbovég sumdbetec, cvAléyet yio Tov tester 6o ta links

OV OPOPOVV T GLYKEKPIUEVT] oeAida aAAd Ko HTML @oppeg mov gumepiéyovton

Kadnynmgc: Kevetavtivog Aapmptivovuddxng YeAiba 12
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puéoa o autéc. Ta dedopéva mov cuAdéyovtal dtoywpilovton oe POST ko GET
links padi pe ta variables mov ta araptiCovv kot apod oAokAnpwbei 1 dradikacio
tov crawling i ko katd v dudpkelo. avtov, yiveton to vulnerability scanning.
Y7apyovv moAAEG EMAOYEG TOV TPOCPEPOVTOL TPV TNV eKkivnon tov crawling.
Mepwcég etvor 1 dvvatdmta aArayng g mOPTOG GOUVOEONG WE TO - SErver
(mpoemiheypuévn etvar n 80), mepropiopdg otov aplBud Twv GEAMOWV Tov Bo Kavet
crawl, vo kpatder otnv pvnun oeAideg pe ovykekpiuévo keywords 1 va
amoppintel celidec pe ovykekpuéva keywords kot dAleg moAAéc smhoyéc. Ot
ONUOVTIKOTEPES amd aVTEC Oa TAPOLGLHNGTOVYV GTO KEPAAoto 3 O6mov ekel Oa

avolvbei To epyadeio mov viomomOnke kot givon Baciopévo og crawler.

Avo moAd yvootd crawler based epyadeio yio vulnerability scanning kot givon
Kot ovorytov kmdwka givor Too WebSecurify [11] kou w3af [9]. Kot ta dvo avtd
gpyoleia katd T ddpketo tov crawling kavovv tavtdypova kot to Vulnerability
scanning. v ewova 2.1 mapatnpodpe to apyikod interface tov WebSecurify 1o
omoio (nteiton amd tov tester uoévo m oeiida mov mpdkertow v ereyyOei. To
WebSecurify 6nmg ¢oivetar kot oty ewdvo 2.1 givar éva portable, multi -

platform epyoleio. Mmopei vo eykotoctabei oe Windows, Linux, MAC

WEBSECURIFY Extension

Extension

Type the target url and press <J (enter key)

Ewova 2.1: WebSecurify crawler based vulnerability scanning tool

Kadnynmgc: Kevetavtivog Aapmptivovuddxng YeAiba 13
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Aertovpyikd ocvotiuoto aAAd ko oe éEumveg ovokevég (Smartphones), kabmg
emiong kot cav extension oe browsers 6nwg o Google Chrome, Mozilla Firefox.
311 GLYKEKPIUEV TTOPOLGIOCT] TOL EPYOAEIOV Ypnoyomombnke to extension yio

Google Chrome og Aettovpyikd cvotnua MS Windows 7.

Aivovtag (o 6eMon 6to epyareio Ko motdvtag To enter, Eekivdet 1 dlodikocio
n onolo gaivetar omv ewdva 2.2. T'o t0 mopdostypo pog Kabdg Kot yo to

emdueva ypnoonomOnke 1 epapuoyn tov openeclass [19], ékdoon 2.3.1.

Type the target url and press <J (enter key)

IP Disclosure

The server or application disclosed internal network information. This information could be used by attackers to make an educated guess about the internal or external

network topology. Leaked IP addresses could be used as a stepping-stone to more complex attacks

solution: Ens

that sensitive information such as internal or external IP addresses is safely guarded. Unless there is a good, prevent the disclosure of network information

ip: 19

Banner Disclosure

The s application disclosed its type and version. This information could be used by attackers to make an educated guess about the application environment and any

inherited weaknesses that may come with it
solution: It is recommended to prevent the application from disclosing its type and version
banner: Server: Apache/2.2.20 (Ubuntu)
request:
banner: X-Powered-By: PHPE/S5.3.6-13ubuntu3.é
request:

Ewova 2.2: WebSecurify vulnerability scanning process

[Mapatnpodue 6Tt KaTd T didpketo. tov crawling eppavifovion Aentopépeleg amd
1o Vvulnerability scanning 6mwg to banner disclosure mov éyet va kdver pe
amoKaAvym TANpoeopidv Tov Web server kabmg kot to framework mov

ypnowonoleitar yioo v mlateopuo tov eclass. Kaboc to crawling process
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ovveyiletar eppaviCoviar O6lo kot meplocdtepa gvpiuata Odmwg Cross Site
Scripting mov Oewpeiton and TG MO YVOOoTéG emOEcE; OV EQOPUOLOVV . Ol

hackers. 'Etot otv ewdva 2.3 BAémovpe pepkd evprpata yioo XSS. To output

Cross-site Scripting
Cross-site Scripting (X55) is a type of web application security vulnerability which allows code injection by malicious web users into the web pages viewed by other users. An

exploited X55 vulnerability could be used by attackers to bypass access controls, steal data, craft phishing attacks and launch targeted attacks using browser exploits.
solution: Sanitize all user-supplied data before using it as part of dynamically generated pages and data.
request:

POST http://192.168.1.100/0peneclass/modules/auth/newprof.php HITE/1.1

Content-Type: application/x-www-form-urlencoded

prenom formsuserphonesunamesemail formsauth=lsusercommentsdepartment=4:proflang=esssubmit=%CESA5:CF2E808CESBF3CESB23CEEBr3CESBBICESRAER20%
CE$913CESAF3CF3843CEIBTECF3838CESBTICFE82:anom form=%22" 33CKI9vELI3E

request:

GET http://192.168.1.100/cpeneclasa/modules/auth/newprof.php?nom formeuserphonesunamesemail formsusercommentsprencm form=%22'$3CkI9vti3E

HITE/1.1
request:
05T http://192.168.1.100/openeclass/modules/auth/newuser.php HITESL.1

Content-Type: application/x-www-form-urlencoded

nom formsunamespasswordlspasswordsemail samsauth=1sdepartment=4zlocalize=esssubmit=%CE$958CEIBI3CESB33CFE01%CESB13CFE063CESAEsprenom form
=%22'33CkEf9vtE3E

request:

POST http://192.168.1.100/openeclass/modules/auth/newuser.php HITE/1.1

Content-Type: application/x-www-form-urlencoded

fopeneclass/modules/auth/newuser.php HITE/1.1

Content-Iype: application/x-www-form-urlencoded

prenom_f unamespasawordl spasswordsemailsamsauth=1sdepartment=4slocalize=enssubmit=3CE%953CEEB33CEEB38CF3813CESB13CFE863CERAEanom_form

=$22"%3 rt33E

request:

POST http://192.168.1.100/openeclass/modules/auth/newuser.php HITE/1.1

Content-Type: application/x-www-form-urlencoded

prenom formsnom formspasswordlspasswordsemailsamsauth=1sdepartment=4slocalize=enssubmit=3CE$953CEY¥B33CEYB33CFE813CESB13CF2863CETAEsuname

=%22'33Ckf9vti3E

Ewova 2.3: Evpnua XSS oto WebSecurify

npog tov tester eivon to requested URL, av eivax POST 1§ GET, n éxdoom tov
npwtoKOAlov ko To Variables padi pe mv evtadn GET 1 POST petapinty kot to

meplEyOUEVO oV dEYTNKE Yo vo. TpokAnOel to XSS. TNa mapddetypo 6to mpdTo
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request n evmadf petapinty tov POST request eivor m prenom_form mov
déymre cav T %22'%3CkfIvi%3E oe hex 11 "'<kfovt> ce ascil. Tmv
napovoo  epyocio dev Ba yiver avapopd Yo TOo TUL €lvon KOl TO OGS
npaypororotovvtal XSS 1 SQL Injection embioeils. Ocwpeitar 6TL €ivon yvmoTég

TPOG TOV AVOLYVAOCT).

"o o w3af Topéyetan ékdoon pe ypapikd meptPdAiov aldd kar koveola. ‘Eyet
oxedoTeEl o€ YA®ooa Java kot givor éva moAhd vmooyouevo epyareio. Tlepiéyet
po PeYGAn YKARo amd eAEYYOVS AGPAAELOS Ol OTTOTES UITOPOVV Vo, EvEPYOTO oDV
N va amevepyonomBovv péoa and profiles mov pumopei va @tiaéet o tester avatoya
pe tig ovéykeg T K0be epapuoyns. Xy ewkova 2.4 mopotnpeitor to apykod
interface tov w3af pe ta éropa profiles oto apiotepd pépog, to nedio target dmov
ekel elodyeton 1o URL tov otoy0v, ta plugins mov mpoocpépovral kabdg kot
popen tov output mov emBouel o tester vo  amoOnkevoelr 6to0 TEAOG NG

drdtkaciog.

To mo moAvypnouonomuévo profile eivar avtdé tov OWASP_TOP10. To
OWASP Top 10 [20] mepiéyer 11c Oéka  daonuodtepeg emBéoelc  mov
TPOYUATOTOOVVTOL 6TO OtdikTvo KAbe ypovo. H €pevva mpaypatonoteiton amd
v Kowotnta tov OWASP. O tester €yel tn dvvatdotnta va dnpovpyel dukd tov
profile evepyomolovtag ta plugin mov entbouei avéroyo pe Tov EAEYYO TOV KAVEL.
To profile pmopei va amobnkevtel ka1 va ypnowonomBel pelhoviikd o€ Kamoo

Lo éleyyo.

To output Tov security audit paivetar oty ewkdva 2.5. To output ywpiletarl oe
Vo pEPT. XT0 KATM REPOG ELLPOVICOVTOL TOL EVPNUATO GE HOPPT YPOUPTLATOG KO
0710 AV HPEPOC TOL EpPaviovial 68 KOVOOAN AETTOUEPEIES YLl TOL. EVPTLLOTAL.
Ytov a&ovo tov Yy éxer v mepoyn tov Vulnerabilities pe 6co mo ymia
enpaviCetat €voelgn va gival kot o kpicyun n evadela kot v meployn info mov
dev apopd vulnerabilities aAld information disclosure ta omoio umopei va ddcovv

o€ &vav KaKOPOLAO YPNOTN YPNOUES TANPOPOPIES Yo Vo emTEDEL LEAAOVTIKAL.
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x w3af - 192.168.1.100

Profiles Edit Tools Configuration Help

Scan conﬁg‘mg Results Exploit

Profiles Target: |http://192.168.1.100/openeclass/ | | clear] | X
empty_profile Plugin ToEe a
OWASP_TOP10 # remoteFileinclude [
audit_high_risk responsesplitting [
bruteforce
fast_scan ssi O sqli
full_audit sslCertificate O
full_audit_manual_dis¢ unssL O
sitemap xpath O
web_infrastructure xsrf O

# xss (]

xst

+ bruteforce

Plugin Active
+| output @

This plugin finds SQL injections. To find this vulnerabilities the
injection point, and searches for SQL errors in the response

This plugins has no options to c

@0 A0 =20 4

Ewova 2.4: Apyuco interface tov w3af

Yy ewova 2.5 dev gpeaviotnkov vulnerabilities mapoéio mov, Omwg EavnKe
ko pe 1o gpyareio WebSecurify, vrdpyovv apketés. Avtod icwg ogeiletar og

emmAéov pvOuicelg mov dev Eyvav 6to gpyoieio.
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* w3af - 192.168.1.100

Scan conﬁg| Log | Results Exploit

Vulnerabilities| # Information # Error O\Search
[Mon 27 Feb 2012 02:24:12 AM EET] The list of URLs is: A

[Mon 27 Feb 2012 02:24:12 AM EET
[Mon 27 Feb 2012 02:24:12 AM EET
[Mon 27 Feb 2012 02:24:12 AM EET
[Mon 27 Feb 2012 02:24:12 AM EET

1- http://192.168.1.100/openeclass/

1

1

1
[Mon 27 Feb 2012 02:24:12 AM EET]

1

1

1

- http://192.168.1.100/openeclass/index.php

- http://192.168.1.100/openeclass/modules/search/search.php

The list of fuzzable requests is:

http://192.168.1.100/openeclass/ | Method: GET
http://192.168.1.100/openeclass/index.php | Method: GET | Parameters: (localize="el")
[Mon 27 Feb 2012 02:24:12 AM EET] - http://192.168.1.100/openeclass/index.php | Method: GET | Parameters: (localize="en")
[Mon 27 Feb 2012 02:24:12 AM EET] - http://192.168.1.100/openeclass/index.php | Method: GET | Parameters: (localize="es")
[Mon 27 Feb 2012 02:24:12 AM EET] - http://192.168.1.100/openeclass/index.php | Method: POST | Parameters: {uname="",
pass="")

[Mon 27 Feb 2012 02:24:12 AM EET] - http://192.168.1.100/openeclass/modules/search/search.php | Method: POST |
Parameters: (search_terms="", submit="")

[Mon 27 Feb 2012 02:24:15 AM EET] Scan finished in 3 seconds.

[Mon 27 Feb 2012 02:24:12 AM EET

Audit progress: 0.0 % - ETA: 00d 00h 00m 00s

Not running.
Vulns §
Info -
Debug T T T T T T T T T [s]
0.00 5.55 11.17 16.80 22.34 27.97 33.59 39.14 44.76 50.39

@0 A0 Zo0 4

Ewova 2.5: w3af output

2.2 Proxy based vulnerability scanners

Ta vulnerability scanning tools ta onoia Pacilovtatl ce proxy, Aettovpyodv mg
evolauecol petald browser kot S1ad1kTOOL KOl KoTOypaeovv tnv kivinon. H
Kivnon ovclaotikd eivorl http request kot responses. Ta mokéta amoOnkevovTal

KO TOVTOYPOVMG EAEYYOVTOL Yia TOOVEG evmdOetec.
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‘Eva proxy based vulnerability scanning tool Bacileton oe peydro Boabud otov
tester. Anladn amd ™ oTiypn mov Oa oploTel Gav EVOIAUESOS KOTAYPAPEL TNV
Kivnon mov mpokaiei o tester péoca amd to browser tov. Av o tester eléyEet
yepokivnta yioo SQL Injection wia HTML @oppo piog 16tocelidng, 10Te TO
epYOAElo avoADEL ToL responses kot eAéyyetr ywoo mbavn evmdBea. Av o tester
netOyel To SQL Injection tote 10 gpyodeio Tov e1domotel yia o gvpruo. Onote o
tester emBopel umopet va emAégel péca amd To epyareio vo EKTEAEGEL Kot AVTO UE
™ GEPA TOoV EAEYYOLG Tave oTig POpues ko to. URLS ov o tester mponyovpévag

elxe emokeQtel.

Ta 600 7o yvwotd gpyodeio tétolov Tomov givar 1o OWASP-ZAP [10] kot to
Burp Suite [8]. Xtv ewodva 2.6 anewovileton to interface tov epyaieiov ZAP.
Y10 aplotepd pépog (Sites) epeaviCovral ot 16T0GENIdEG OV emokénteTaL O tester
otov browser. T va Eexivnoer 1o ZAP vo cvAléyel dedopéva o mpémel va
opicovue évav browser va cvvdéetar oto dadikTvo pécw proxy. H mopto mov
akovel To ZAP givar i 8080. Avoiyovue yia mapdaderypo tov Google Chrome ko
myoivovpe otTig emAoyég Yo va opicovpe tov proxy (swova 2.8). Emiéyovue
localhost ywoti o ZAP Bpioketar oto id10 host pe tov browser. Otav apyicovue
vo. avoiyovpe links avtopdtog oty optotepn pmdpa (Sites) tov epyaieiov O
enpaviotel o link e oelidag. ‘Etol, oty ewkdva 2.8 mapatnpovue v IP tov
eclass mov ypnowomomoape kol og mwponyovueva mapadeiypata. To kitpvo
onuatakio (flags) dimho omd v cedida dnAdvovy gupriuate amd TO AVTOHOTO
vulnerability scanning mov yivetat. T'ia vor do0pEe AETTOUEPELES Y10 TOL ELPTLLOTAL
emléyovpe to tab alerts. v ewova 2.9 gppaviCovion ta alerts pe Aemtopepn

nweprypaen. Me 1o mpmto request oty cedida epedvice to ZAP gupdvice Kot
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1
.

() Untitled Session - OWASP ZA =
File Edit View Analyse Report Tools Help

FEEEEREEEEE ) |

Sites @ JReques:'#T Responsed= I Break 3% ]
[ sites Raw View

j History = T Search G T Break Points $¢ I Alerts [0 T Active Scan D) T Spider I Brute Force o~ T Port Scan - T Fuzzer i} T Output ]

"Il FilterOFF

PL

Alerts U 0 FU 0 FU D RO CurrentScans D 0 30 2202 0430

Ewéva 2.6: Interface tov OWASP ZAP

kamotlo alert. Edv smAéEovpe to tab Active Scan, to ZAP ghéyyxst OAa ta
gupnuata amd To requests mov £yl kavet o tester uéoo amd Tov browser. e avty

™ @domn dev Ba PBpet Timota.

Kadnyntmc: Kovetavtivoc Aaumpvouddxmg XeAiba 20
I[L.M.X. Acodieln Pnolokdv Zuotnudtov



Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

~

" Internet Properties | ? ES |

| General I Security I Privacy | Conhent| Connections | Programs I Advanced
To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Network settings

Add...
Add VPN... -
t" Local Area Netwaork (LAN) Settings | = |
Remove...
Automatic configuration
Choose Settings if you need to configure & proxy Settings Automatic configuration may override manual settings. To ensure the
server for a connection. use of manual settings, disable automatic configuration.
(@ Newer dial a connection [] Automatically detect settings
Dial whenever a network connection is not present [ Use automatic configuration script
Always dial my default ti - - -
Flways dialmy aetault connection tddress | file://D: fProgramsfCSHHadking JOW
Current Mare Set default

Proxy server
Local Area Metwork (LAN) settings

Use a proxy server for your LAN (These settings will not a to
LAN Settings do not apply to dial-up connections. LAM settings dial—upp::r V‘;N mnnecti:ns). g pply
1 Choose Settings above for dial-up settings.

4 Address:  localhost Port: 8080

|| Bypass proxy server for local addresses

OK ] [ Cancel ]

ok || concel Apply

Ewova 2.7: Opiopédg proxy oty 8080

To ZAP av ka1 proxy based epyaieio, mepiéyet kar crawler. O crawler Bpioketan
oto tab spider. Epocov 1o spider ohokAnpmocet T dadikacio Eov emAEYOVUE TO
Active Scan. TTA¢ov ota Alerts eppoaviCovror modld wepiocotepa vulnerabilities.

Yy ewova 2.10 pe kokkivo évtovo ypoua ota flags, Eeywpilel to XSS.
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\} Untitled Session - OWASP ZA| (=S

Eile Edit View Analyse Report Tools Help

UEBEdE BEi=<kro
Sdes@ JReques('# T Responses= T Break%]

v [ Sites [ T i
v ﬁ hitp://192.168.1.100 (¥
| GET:openeciass v

J History ET Search S I Break Points §& INelts [ I Active Scan 7 I Spider ¥ I Brute Force o~ T Poit Scan | T Fuzzer i T Output }

"l Filter:OFF
1 GET hitp:4192 168.1.100/openeclass/ 200 OK 128ms |r5 Form, Pass..| &
-
b
v
Alerts 1 0 FU 0 U1 R CurrentScans 2 0 30 2“0 0 0420

Ewoévo 2.8: Kataypaer| 10106EMOmV Kot e0peoT VTaOEIDY

[ History (=] T Search C T Break Points 34 TNeﬂs o T Active Scan ) I Spider P%:I Brute Force ./~ I Port Scan - T Fuzzer i} T Output ]

7 [ Alerts Full details of any selected alert will be displayed here.

L [ﬁ‘ i Password Autocomplete in browser
You can manually add alerts by right clicking on the relevant line in the histor

v and selecting "Add alert.

| You can also edit existing alerts by double clicking on them.

Current Scans ) 0 %80 220 5 0440]

Ewova 2.9: OWASP ZAP — Alerts, vulnerabilities
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“araay -

[ History = T Search 5, 1 Break Points §4 INerts o I Active Scan 1) I Spider*I Brute Force T Port Scan 1 Fuzzer 4. I Output }

v E Alert... Cross site scripting i
» [ M Cross site scripting (21) Risk I High
» (E§ ™ Directory browsing (18) Reliabilty: Warning
[ ﬁ- [ Cookie setwithout HitpOnly flag (62) Parameter. prenom_form=<SCRIPT=alef"OWASP ZAP");</SCRIPT=
» (B3 P2 Password Autocomplete in browser (21) =

» ﬁs--‘--Prwate IP disclosure (53) SN I U 1 S LT UG, LU U U
another user or shared data retrieved from database.

Currently this check does not verify XSS from cookie or database. They should be
checked manually ifthe application retrieve database records from another user's input. [y

-

Other Info
v

CurrentScans ) 0 30 /20 0440

Ewova 2.10: Anotedécpato tov ZAP petd omd crawling

2.3 XOYKpLon TOV 600 KaTyopLtov
[MAeovekthpota Kot petovektuoto crawler ko proxy based epyaigiov:

1) Xe éva crawler based epyaieio dev yperdleton o tester va ene&epyaotei v
npog e&étaon oelida — epapuoyn. Evo oe éva kabapd proxy based
gpyareio o ypnotng mpémetl va pHet oe emaen e TN GEMOOL.

2) Xeg mepintmon mov o tester Oelfcel va kdver crawl oeghideg mov amotovv
ovvdeon ypnot (login), tote Bo mpémet o crawler vo, amokTNoEL pe KAmoto
Tpoémo 1o Session cookie mov mpoceépel TPOGRACN OTIC SLYEPIOTIKEG
oeAidec. Xta meprocdtepa crawler based epyodeia o tester Bo mpénetr va
dwoel to cookie yeipokivnto kdvoviag o epyaieio Aiyo mo dVoYpPNCTO,
avtifeto pe kamolo proxy based epyadeio to omoio kataypapovtag ThV
kivnon otov browser (dnioadn ta http requests), kataypdeet kot To Session
cookies. Epdocov 1o login mpaypotonoteiton uéow tov browser, amotelel
GOQMOS TNV To HYPNOTN AVO.

3) Ortav n mpog Ekeyyo epappoyn — totocerido Paciletan o teyvoroyia flash,
N avtiotoym, tote évag crawler dev pmopei va avakaivyet to links kot to
POST dedopéva mov kpvfovtarl wicw amd TV 16ToGEMSO. Xg avTV TV
nepintoon €va proxy based epyoieio amarteitar yioo Tov EAEyY0 NG

oeAodag.
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4) Xe nepintwon mov ot html @oppeg £xovv oyediaotel va ektehobv to submit
TV dgdopévav pe JavaScript tote o crawler mboavdv vo punv pmopei va.
Bpet oe mowo link Ba yiver to submission. e avtég TG mEPUTTOOES TO
attribute action sivat kevo kot 6Ao yivovton péocw JavaScript.

5) Xe uepikéc YAMOOES TPOYPOUUATIOHOD dev TpooPépetal PipAtodnkn yia
g0KoAn dnuiovpyia http requests. ‘Etot, 1 dnuiovpyio evoc crawler based
epyareiov givar duokoloTepn oe oyéon pe Eva proxy based yiari o mpémet
VO TPOCOUOIMOEL TPOYPAUUOTIOTIKG 1] GOVOEST] TTOV EMLTVYYAVEL Evag Web
browser. ta proxy based gpyoleio To connection yivetor pécw® tov 6100
T0v browser o omoiog ivol o1 TPOYPOAUUATIGUEVOS KOl GYESILGUEVOS Y1
VoL ETTVYYAVEL TN 6UVOEDT LE TOV ekdoToTE WeEb server.

[ToAAG mpoPAnuata mapovotdlovrar étav mpokvmTovy ToAAd redirections
and éva http request. ®voikd oL TEPIGGOTEPES YADGGES TPOYPOAUUATIGHLOD
npoceépovy  totuec Pipaodnkeg yo  http connections kot £tol To
npofAnuato Advovtal. At@opetikd 1 Avon eivan ta SOCKets yio to omoia
Ba. Tpémel 0 TPOYPAUUATIOTNS v dnpovpyel ta hitp maxéta yepoxivnta
Kot v TpoPAEyEl TOAAEG mepTTOELS ovaloyo pe to Status code mov

déyetar ota http responses mote vo TpATTEL AVAAOYOL.

Dvokd 0 cuVIVACUOG Kot TV OV Eival o kaAvTepog. To ZAP mov mepiinmrikd
TOPOVCIACTNKE OTO LIOKEPAANO 2.2 elval amd ta KoAOtEpa epyareio. mov

EMTLYYEVOLV OVTO TO GLVOVAGO.
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Kepdioro 3

HHapovoiaon Tov Epyaieiov

To epyoieio mov Smuovpyndnke Om®G TpoovapEPONKE o€ TPONYOVUEVO
Kepalowo eivar foaoiopévo oe crawler yo v avtopatn GLALOYN TOV SESOUEVOV
wog worocehidac. H ovouacio tov ivar VADB kot avth Oa ypnoiponoteiton amod
edm kot mépa Otav yiverar avapopd oto gpyareio. To VADB Byaiver omd 1o
apywd Vulnerability Assessment by Browsing. To epyoieio avtd amotelel pia
TPOKTIKY] OMEKOVIOT] Y10 TO MG UTOPOVV. VO, avTopaTorotfodv ypovoPdpeg
SdIKOGIES TOL HEYPL TPOTIVOG TTPAYUATOTTOOVCE Vg tester yeipokivnta. Baoikn
10éa. Tov gpyoAeiov avtov givor 0 TPOTOG pe TOV 0moio oyedIdlETOl DOTE VoL
napéyel eveMéia, @opntdtTTa. Kot ToyvThTo. otovg testers. Ia to Adyo avtd
emMAEYONKE o dSLVOUIKT YA®SG dtadikTuakol mpoypappaticpov, n PHP. H
PHP &ivor pio server side yAdooo mpoypoppaticpod, oniodn ekteleitor otnv
mAgvpa Tov Server. OvclaoTikd, o gpyoieio avtd Ba umopel va evepyomoteiton
uéow evog web browser. Mg avtév. tov- tpémo, OAog 0 QOPTOG €PYAGING TMOV
eEAEYY®V ac@oleiog peTapépetar otov. Web server kot £tol akOpa Kot £vog
VTOAOYIGTNG YOUNA®Y VTOAOYIGTIKAOY OvvatotNTOV Oa umopel vo eKTEAEl TOVG
eEAEYYOVG HE HEYOAN EVKOAMO KOl OO OTOLOONTOTE AEITOLPYIKO GUGTNHO 1] KOl

axopa Ko kamolo smartphone 1 tablet.

Téhog, N TPoONTIKY TOL gpyareiov eivar va vTooTnpi&el 6GOVG TEPIGGATEPOVG
eEAEYYOVG aoPAAELNG YiveTOl Kol Vo dnuovpyndel Eva molvypnotikd epyaieio pe

duvarotnto amobfkevong kiviong (1otopikod) ko profile ypnotdv.

To VADB éyel oyediootel pe 11010 TpOTO OOTE VoL €ivol EDKOAO ETEKTAGLO
peAlovtikd. A&romotel ™ dvvatdtnta mov divel 1 PHP yuo yprion aviikeipévov.
Kabe khdon amoteiel kat o Pacikn Asttovpyia tov gpyareiov. Xty ewova 3.1

eaivetat To ddypappo kKhaoewv tov VADB.
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InformationDisclosure

Public variables

Controller IPDisclosure
Bubl - EmailDisclosure
Crawler ublic variables BannerDisclosure
- - Constructor
FPublic variables SetupCrawler
go handlePageData
setFindings XSS
getFindings - -
setWebPageVariables Public variables
getWebPageVariables reflectedXSS
findPostVarsintoSource storedXSS
scan
CrawlerPageRequest handleSecModData
Public variables echolsg -
= http_request SQLi
receiverage Public variables
sqli

Utilities

Public variables

splitURL
getHeader
etc.

Ewova 3.1: Awypappa kAaoewmv Tov VADB tool

H «\don Controller givon n xevtpikn kot n o Pacikn kAdon. Méow avtrg

e éyyovtal Oleg ot vmolowmeg kAdoelg. To index.php wou output.php dev
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amoteAovV kKAdoels. [lepiéyovy html ko php kddka evoouatdvovtag CSS yio
popeomnoinon kot JavaScript yuo tnv ektédeon SCript kmotko wov ypeldletan yio.
owot Asrtovpyio tov WUI. Ortav ektedeotei to index.php oe éva browser

epneavileton n oerida mov eaivetal oy ekéva 3.2.

VMV 1 UL

Set URL to scan

Start Scan Options

e

Ewova 3.2: Epgdvion tov VADB otov browser exktehdvrtag v apyikn cedida

[Moatovtag o kovuni Options. spgaviCovtar emhoyég péo®m TV 0moimv 0
xpNotg umopel va emAé€el pepikéc pvbuicelg yioo to crawling process, vo
evoopotmosl Eva Cookie dote 1o crawling aAld kot ot éAeyyot vo yivouv o€
oeAdec mov amartovy authentication, va amodnkedoet o profile mov embvuei kot
vo emAé€et ta security modules mov embopei vo copmeptinebodv otov Eleyyo
ac@dretag. TloAd onpavrikn eivor n dvvotdtmra mov diveTtonl GTO YPNOTNH Vo
npocOéoel Kdmoto pattern ywoo amoguyn ceAMdwv. ' moapddetypa, OTOV TO
vulnerability scanning yivetar oe ocelideg mov amartovv authentication, tote
oeMOEG OV TTPAYUATOTOOVV OmosVuVIEST 1 dlaypapn xpotn dev Ba mpénetl va

ekteleaTOVV amd Tov crawler. Ot emhoyég avTég paivovtotl otny gwkova 3.3.
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Load / Save Profile ®
Save this profile Save profile
Load profile acunetix E‘ Load selected profie Delete selected profie

Options

Crawler Options

Change Port Connection timeout Stream timeout Page limit Follow mode
2-Stayinhost ||
[ search for links into JavaScript files

] show only links that related with GET or POST variables

[ show header send

[F] show header received

[ show refering URL

HTML forms which have been checked in a previously process, will be rejected by comparing the (form's name+input
[ elements name). If you DONT select this option then the forms will be checked according to the (form's name+input

elements name+WVALUE). Keep in mind that sometimes forms has randomize values from page to page.
Give patterns of links which you want to avoid (like the logout link or a link for account deletion).

Seperate patterns by using | operator.

Authentication
set-cookie

Security Modules
XSS

‘ k

[ Reflected X535 [ Stored XSS DOM XSS
Information Disclosure

[ Private IP Disclosure [ Email Disclosure [] Banner Disclosure [] Path Disclosure
Forced browsing

@ On @ Of

Sql Injection

@ On @ Of

Ewova 3.3: Emdoyéc tov VADB mtpv n Sodikacio exkivnong tov assessment

‘Eto1 péow avtg g emhoyng o tester umopel va tpocsOécet kdmowa pattern mov

mBavodv va cuvavtoetl péco oto links mov 6o cuvavtmoetl o crawler. ‘Etot éva
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pattern ™m¢ LOPPNG #logout#i Oa amoPOYEL 10 link

http://www.example.com/user/logout.php 7 axdépae kot av to logout ypdeetor e

4

neld N kepoahaio ypaupoto (owtd 1o okomd €xel 1o | péoo orto pattern). Xe
TEPIMTMON 7OV TO APYEL0 TNG 16TOGEMDAG OV TTparypaTomolel o logout givar to
log.php tote 10 pattern dev Oa evtomioel to link. T't avtd 1o Adyo Ba mpémet o
tester va eivor eviiuepoc ylo 6eMOEG TETOOV TOTOV MOOTE VA PTIAEEL TAL COGTA

patterns.

‘Eoto 611 610 URL tomobeteiton 1o link e epappoync tov openeclass. Ano
OTLYUN IOV O YPNOTNG EMAEEEL TIG emMAOYEC oL BEAeL kar cupmAnpmdcet o URL
oTN UIdpa Tov eoivetol oty ikova 3.2, emAéyel To kovumni Start Scan. Ze avtod
10 onueio avoiyel To apyeio output.php péom tov omoiov kaAeitar o Controller kot
Eexwvael n dadkacio tov crawling. Oco to crawling exteleitar speaviovrot
otnv 086vn links mov €yovv yiver crawl, 6mwg eaivetar oty ewdva 3.4, Taveo
de&16 epoaviCetar o apBpdg twv links mov péypt otryung £xovv yiver crawl. Molg
0AOKANP®OEL N GLAAOYN TOV SE0OUEVEOV POPTMOVETAL £VaG OEVTEPOC TIVOKAG 1010G
Hope1g 1e avtn tov crawler, o omoiog eppavilel evpriuata, £4v VIAPYOLVV, KATA
™ dudpkela g dadikaciag Tov vulnerability scanning. v swova 3.5 @aivetal
avtdg 0 mivakag Exovrag Kamolo gupruata and XSS links. Mg kokkivo ypodua
eupaviCovton ot perafintéc GET 7 POST pe v i mov 666nke amd to
gpyareio mote vo mpokAnOei to vulnerability. o to openeclass Ppédnkov

oLVOoAKd évieka gumabeleg TOmov XSS gAéyyovtag T ceAida wg guest user.

210 Téh0g gppaviletor (o ovvoym and mboava svpriuote Onwmg amsikovileton
otV ewova 3.6. To Information Disclosure dev anoteiei kamoa gvmdOeio aAld
evnuepmvel tov tester 6ti m celida Vv omoio €AEYYEL OMOKOAVTTEL KOTOIES
TANpoQopiec dnpocia. XtV nepintmon tov openeclass mov doxiudotnke Eyovpe
Banner Disclosure wau Private IP Disclosure. Epgavictnkav gupipoto yio to
private IP disclosure, emedn 1o openeclass éyel eykatactabei og private diktvo
Kot £tol Ta links TOV openclass gtvo ™G LOPOTG

http://192.168.1.100/openeclass/. To banner disclosure &yst vo kével pe mAnpogopieg
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TOV SEIVer mov &ival €YKATEGTNIEVN 1] 10TOCEAMON TOV EAEYYOVUE. AV TOTHCOVUE

10 ovuPforo (+) mov PAémovpe oty ewdvo 3.6 v to banner disclosure 6o

eupaviotovv to evpnuata. 'Etol o0mwg PAEmovpe omv ewovae 3.7 €xovue

AmOOTAoEL TIG TANPOPOpPieg OTL 0 Web server givon o apache éxdoong 2.2.20, 1o

Aertovpyikd cvotpa eivor Ubuntu kon to framework php ékdoong 5.3.6. Téhog,

v to reflected XSS ta svpiuata Tapovstdloviol otny gikova 3.8.

VHAVDL I1VUVUL

Crawling 12
Page requested: hitp:/192 168.1.100/openeclass/ B
HTTP Status: 200
HTML Forms: 3forms found in this link
Refering URL: -
Page requested: hitp:#192 168 1. 100/openeclass/modules/help/help php?topic=Init student&lanquage=gresk
HTTP Status: 200
HTML Forms: -
Refering URL: http:/i192.168.1.100/openeclass/ =
Page requested: hitp:/192.168.1.100/openeclassiindex.php?logout=yes
HTTP Status: 200
HTML Forms: -
Refering URL: hitp:/192.168.1.100/openeclass/
Page requested: hitp:#192 168 1. 100/openeclass/modules/search/search php
HTTP Status: 200 | &
HTHML Forms: 1 form found in this link
Refering URL: hitp:192 168 1.100/openeclass/
Page requested: |httD:J'H92.158.1.1UUIGDenecIassfmodulesfauthilostnass.uhn i
Ewova 3.4: Output WUI xotd t dadwcocio Tov crawling
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Vulnerability scanning 2112

Cross Site Scripting(X55) scanning process...

Yulnerability type

| Reflected X355

Werb:

POST

Page requested:

hitpi192.168.1.100/openeclass/imodulesiauthinewuser. php?prenom form=vabb<script=alert{123569);
giscript=&nom_form=&uname=&passwordi=&password=&email=&am=~&auth=1&submit=Eyypaugn&dep

Yulnerability type

.| Reflected X35

Verb:

POST

FPage requested:

hitp:192.168.1.100/openeclassimodulesiauthinewuser.php?
prenom form=&nom form=vabb=script>alert{123569);
=jscript=&uname=&passwordi=&password=&email=&am=&auth=1&submit=Eywypaupni&department=1&lo 1

< |

n | 3

Vulnerability scanning finished!

Ewova 3.5: Output WUI xatd tn dadikasio tov vulnerability assessment

(+) Private IP Disclosure (161)

(+) Banner Disclosure (2)

(+) Reflected XSS (11)

Ewova 3.6: ovoyn arotekeopdtov tov VADB tool
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(+) Private IP Disclosure (181)

(-) Banner Disclosure (2)

Description: This is mpla mpla mpla

URL: http/1192.168.1.100/openeclass!
Finding: apache/Z.2.20 (ubuntu)
Severity: Minor

URL: hitp:/192.168.1.100/openeclass/
Finding: php's.3.6-13ubuntu3.6
Severity: Minor

(+) Reflected XSS (11)

W =

Ewova 3.7: Evpipata yio banner disclosure
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(-) Reflected XSS (11)

Description: Reflected Cross-site Scripting (X88) is another name for non-persistent X535, where the attack doesn't load with the
vulnerable web application but is originated by the victim loading the offending URL

URL: http:192.168.1.100/openeclass/modules/auth/newuser php?prenom form=vabb=script=alen{123569);

=iscript-&nom form=&uname=&password1=&password=&email=&am=&auth=1&submit= @il
+i@@&department=1&localize=al&

Finding: prenom_form=vabb=script=alert[123569);=/script=

Severity: High

URL: hitp:/192 168.1. 1DDmneneclassfmodules:’authmewusernhnﬂprenom form=&nom form= vabb=scr|nt=alert[123559}

Finding: nom, mubﬁsmpbﬂmﬂimm;dsmpb
Severity: High

URL: http:M192 168.1.100/openeclass/modulesiauth/newuser.php?
prenom form=&nom form=&uname=vabb=script=alert(123569};
<iscript=&password1=&password=&email=&am=&auth=1&submit=l@ Cie+iei®adepartment=1&localize=el&

Finding: uname=vabb<=script=alern{123569)=/script=

Severity: High

URL: http:192.168.1.100/openeclass/modulesiauth/newuser.php?
prenom form=&nom form=&uname=&passwordi1=&password=&email=vabb=script=alent{123569);
<lscript=fam=&auth=1&submit=l€" i€+ €i@&department=1&localize=el&

Finding: email=vabb=script=alert(123569);=/script=

Severity: High

URL: http:i192 168.1.100/openeclass/modulesiauth/newuser.php?
prenom form=&nom form=&uname=&passwordi=&password=&email=&am=vabb=script=alet({123569}
=iscript=&auth=18&submit=I&"Fi€i+i€i@adepartment=1&localize=el&

Finding: am=vabb=script=alert[123569),=/script=

Severity: High

URL: http:192.168.1.100/openeclass/modulesiauth/newprof php?nom form=vabb=script=alen{123569);
=Iscrmt=&nren0m form=&userphone=&uname=&email form=&submit= |¥|Q|H|2|H|E|®

& il el iésauth=18&department="18proflang=el&us ercomment==8

Finding: nom_form=vabb=script=alent(123569),</script=

Severity: High

URL: hitp:192.168.1.100/openeclass/modulesiauth/newprof.php?nom form=&prenom form=vabb=script=aler(123569);
<iscript=&userphone=&uname=&email form==&submit=l«€; 5@

& i@l i@l ieaauth=1adepatment=1&proflang=el&us ercomment=&

Finding: prenom_form=vabb=script=alert(123569);=/script=

Severity: High

URL: http:i192.168.1.100/openeclass/modulesiauth/newprof.php?
nom form=&prenom form=&userphone=vabb=script=alert(123568)</script=&uname=&email form=&submit=&: & :1:i®
[® i@ i@l iaauth=1&depatment=1&proflang=el&us ercomment=&

Finding: userphone=vabb=script=aler(123569),=/script=

- -
Ewova 3.8: Evprjuata yio reflected XSS
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"o ta 6o security modules 0o emovaineBei o Edeyyoc aAld ot ™ Popd Ba.
ypnoonomBel to cookie mov dnuovpyeitar agov yiver login kdmolog xpnoTng
oto eclass. Ta groups mov vrootnpiler to openeclass eivar student, professor,
administrator kot guest. Xov guest o éAeyyog TPayUATOTOONKE TPONYOLUEV®G,.
Topa Ba yiver éleyyoc g student. 'Etotr Aowmov avoiyovpe og Eva browser tnv
apykn oedida Tov openeclass kat Balovpe ta credentials yio éva account mov pog

éyel 000el mote va yiver to vulnerability assessment (ewdva. 3.9).

COURSE MANAGEMENT SYSTEM

(9 OPENECLASS I

Avalnmon Apyucr ZzAifa
I © . . |
ZévBem avalimen Open eClass - MAatpoppa Aolyxpovng TnAsknaidsuong

KaAhwoopicare oro Open eClass! @

p Kartdhoyog MaBnpaTtowv

b Eyypawpn Xpriomn

H nhoTpoppa Open eClass anotehei éva chokhnpwpévo ZooTnua EhvBzon yphom

b tiaBimipa Eyxsipidia fMaxsipiong  HAskTpovikdw  Mofnpdrwv. Exsl  oxsbiooTeEi  pE
} Tautétnta MhaTpopuac npocavatohopd  Tnv  evioxuon g oupfankhc  SiBackahiog  'Ovopa xpriomn (username)
aflonoiwvTag TNv 1dn o= upnio BaBpd apopoiwpdvn OTo XWPo TNG |zami |

} Enikorvawvia

exnaideuong nAnpom@opikn TExvoAoyia. AkoAouBsi Tn piAooopia Tou
AoyiopikoU  avoikTol  kodika  kal  unootnpifel TRy unnpeoia
Aglyypowng Tnheknaidzuong ywpig nepiopiopols kal deopelosig. H
npoofaon oTnyv  UnNnpEdia yiveEral PE TN ¥PAon evog anhol
qpuAhopeTpnm (web browser) xwpic Tnv anaitnon efadikeupEvwy

TEXVIKLV YVILOEWY.

ZuvBnuanko (password)

SeyacaTs To ouvBnpomks ocag

IToxoc ceival n  evioxuon Tng exknaiBeumkrg  Siodikaoiag,
NpocpEpovTag OTOUG OUHPPETEXOVTEG &va Buwapike nepifahhov
aihniznidpaong Kal quvexolsg ENIKoIvVwvias sknaidzuTh
zknaideuopevou.  EidikoTEpa, EmimpEnEl  oTov  EKnaiBEuTr T
nAEkTROVIKI  opydwwon, anoBrkeuon kal  nopougioon  Tou
sxnaiBeuTikol  uMkol  Kal napExEl oOTov  eknaiBEuopEvo  Eva
svahhokmiko kowvah efgropikeEupevng pabnong avefaptnTo and
XWpoxpovikeg deopelosig.

Ewova 3.9: ZHvdeomn oto openeclass og student
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A@ob cvvdebolue oto chotua Tpémel vo Pfpodue to session cookie kat va 1o
avtiypayoope oto gpyareio. ‘Eywe yprion evog plugin tov Google Chrome pe to
omoio e0KoAM pmopel kdmolog vor del ta. COoKies pag oedidag. Tnv ewkovo 3.10

eaivetal emieypévo to cookie mov Tpoketar va ovirypapei oto VADB.

T oA m Lmh i e e e s mu s
# This content may be pasted into a cookies.txt file and used by wget

# Example: wget -x —-load-cookies cookies.txt http://192.168.1.100/ocpeneclass,/index.php
#

192.168.1.100 FALSE / FALSE 1392760960 _ utma 81l208919.2020872623.1329611003.13(E
192.168.1.100 FALSE / FALSE 1345456960 utmz S§1208919.1329611003.1.1.utmesr=(d
192.168.1.100 FALSE / FALSE Q PHPSESSID Sad4pnapfde7ducSiucZdrggb94 e
1| 1 | 3

Ewova 3.10: Avtiypaen Session Cookie tov-openclass

Yty gwova 3.11 eaivetar to cookie avirypoppévo mAéov péca 6to KoTdAAnio nedio Tov VADB.
Emiong 860nke won €va pattern yio vo omo@dysr o crawler o logout link alAd xar o link
Swypaeng profile Tov ypiotn. Av dev d08ei avtd to pattern, gite Ha yivelr Tpompn amochvdeon kot
étot o crawler dev Oa cvAAéEeL Oha ta dedopéva mov Ba émpene, €ite Oa daypapei to profile Tov

SOKIACTIKOD XPNOTH TOL dNUOVPYHONKE Y1 TO GKOTO TOL assessment.

|| Search far links into JavaScript files

Show only links that related with GET or POST variables
[[] show header send

[ show header received

Show refering URL

HTML forms which have been checked in a previously process, will be rejected by comparing the (form's name+input
[ elements name). If you DONT select this option then the forms will be checked according to the (form's name+input
elements name+VALUE). Keep in mind that sometimes forms has randomize values from page to page.

Give patterns of links which you want to avoid (like the logout link or a link for account deletion).
Seperate patterns by using | operator.

#logoutjunreguser#

Authentication
set-cookie
PHESES5ID=Sad4pnapfdeTduciuc2drggbad

Ewova 3.11: Opiopog authentication cookie kot pattern yio amouyn ceAidmv

Tty ewova 3.12 BAérovpe to epyodeio v éxet Eekvioet Ty dadikacio tov assessment. Ta links

OV GLAAEYOVTOL TAEOV glval TOAAG TEPIGGOTEPH AL’ OTL TPOTYOVUEVAG TOV O EAEYYOG £YVE ®G
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guest user. Zav guest o crawler akolovOnoe 12 links evd cav student user axolovbnoe 76 links.

To vulnerability scanning éywe yia 53 GET kot POST links.

VRAVL 1VUVL

Crawling 76
| Refering URL: | nttp:/1192.168.1.100/0peneclass/modulesiprofile/profile.php | *
Page requested: hitpi192.168.1.100/openeclass/modulesiprofile/pas sword. php
HTTP Status: 200 |:
HTML Forms: 1 form found in this link =
Refering URL: hitp:/192.168.1.100/openeclass/imodules/profile/profile.php
Page requested: hitp:/182 168.1.100/openeclas s/modulesiprofile/profile. php? submit=ves
HTTP Status: 3oz
HTML Forms: -
Refering URL: hitp:/192.168.1.100/openeclass/imodules/profile/profile.php
Page requested: httn_:.n'ﬁ92.188.1.‘1UDrongngclass:’modules;’helg;’heln.nhn?

topic=Personal%208tatistics student&language=areek
HTTP Status: 200
HTML Forms: -
Refering URL: http:/192.168.1.100/openeclass/modules/profile/personal_stats.php
Page requested: hitp/i192.168.1.100/openeclass/modulesiauth/opencourses.php?fc=1
HTTP Status: 200
HTML Forms: -
Pafarinn 1 1R - hitr 1107 1R2 1 1NNIananarlacseimadulasiauthiliefarilta nhn k™
Crawl finished! Links followed: 76 KB received: 468 Data throughput KBls: 14

Files received: 76 Timeinsec: 32.84
Vulnerability scanning 21153
| | aTogToMCkMessage=& | -
Wulnerability type: Reflected X35
Verb: POST
Page requested: hﬁp:{!l@Qﬁ.‘lﬁESﬂ.‘lUUropeneclassrmodulesfphpbbmewtopic.php'?subiel:i:&forum:ﬂ&submihi
’ ¥lol; Pl lsl@=<izviakbb=/i=&cancel=Aklpwon arogTolc&message=4&

Vulnerability type: Reflected X85S
Verb: POST

http:/192.168.1.100/openeclass/imodules/iphpbbinewtopic.php?
Page requested: subject=&forum=0&submit=YToRohi&cancel=1& TGl | =

Hepl 1€ =Bl <i>viakbb=/i>&message=& T
« 1 | r

Ewéva 3.12: Exxivnon tov VADB yia éleyyo tov openeclass wg student user
Ta tehMkd armotedéopata aivovrol oty ekova 3.13.
;. ; , ’
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(+) Private IP Disclosure (277)
(+) Banner Disclosure (2)

(+) Email Disclosure (2)

T

(+) Reflected X55 (B6)

(+) SQL Injection (15)

-

—p—g—_ *

Ewova 3.13: Telikd anotedéopato tov VADB yio tov éleyyo oto openeclass g student user

Ta vulnerabilities mAéov givol TOAG TEPLGGOTEPA GE GYEOT UE TOV EAEYYO TOL
éywve mg guest user. ITAéov 1 celida Tapovotdlet kar SQL Injection vulnerability
mov givon pa apketd kpiown gvmdbeia. Av avoi&ovpe otov browser to gvmaféc
requested URL 0a mapatnprioovpe éva error otnv database, mov mapovoidotnke
AOyo xdmotov input mov édwoe 1o VADB. Amd ta 15 evpriuoto oe SQLI
emAéyOnke éva mov éxel va xdavel pe to forum mov vrootpiler to openeclass.
Ymv ewodva 3.14 eaivetat to error mov mopovoldotnke kot evionios 1o VADB.
Emiong &yer emdeybei ko1 n GET petafint) oty undpa tov browser mote va

QOiveTaL TO TEPLEYOUEVO TTOV OOONKE Kol TPOKAAESE TO EITOr.
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/% Open eClass | Vaseis Dedon :n

C | ® Yopeneclass/modules/phpbb/indexphp o ine T e forum_id=1& 77| € & H

1064: You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near " ' WHERE user_id = 2 AND forum_id = 1 AND
course_id = 2' at line 1

UPDATE forum notify SET notify sent = 'wvzakbb'"™!'
WHERE user id = 2 AND forum id = 1 AND course id = 2

¥prorng: vzakbb Zaxamadng, 'ESodog

(I OPENECLASS

COURSE MANAGEMENT SYSTEM

e T Mpoownikd yopTo@uhdkio * Vaseis Dedomenwn » Mepoysc Zulnmozwov

I ©

TiwBem avalimon [ Vaseis Dedomenwn

Enihe MafrpaTog

_@T AvakoivioEg

@ Avtahhayn Apyxsiowv
) Mepioxsg BEpata AnooTohig Tsh=uTaia anooTohn EiSonoifosig
@ Acknosg ZulnTroswy

I“_:I ArlevTa Apxi 'QIT

Neproyxég ZulnTiocmv @

(431 Bivrzo .

i F=viksg

08 rpappn MaBnaong culnmosig

i . Nzpioxn

+7 Epyacisg oulnmmoswy

@ EpwTnpatohoyia il kafls
B&pa nou

Nzpiypapn MaBhparog apopa To
padnpa

=) Nepiogeg Tufnrhoswy
@ EdvSeopor
P e .
Eﬂ.i Edornpa Wiki
5’ Trhsouvepyaagia

Ewove 3.14: SQL Injection error
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Kepaiaro 4

Oonyog Eykatdotaong Epyaieiov

[Ma v gykatdotaon Tov TapoOVIog EPYUAEIOD dEV €YEL ONUOCIN TO AEITOVPYIKO
ovotuo Tov Web server apkei va givon eykateotuévog o Apache kot 1 PHP. T
ypnoteg pe desktop H/Y ko Aertovpyikd ovotuo wWindows mpoteivetor to
Xampp [17]. H eykotdotacn tov Xampp nepiéxet apache/php, mysql, filezilla ywa
ftp server, Mercury yw. email server, phpMyAdmin ywa t dwygipion tov aoswv

dedopévov g MySql «.a.

Kaf’ 0An ™ dudpkela vionoinong tov VALB ypnotporomdnkay ta Ubuntu
Server 10.04 [16] ta omoia eykatactdOnkov o Virtual Machine ue ypion tov
VirtualBox [15]. Emiong ypnowormomdnke to extension PECL yw v PHP 10
onoio og omoladnmote Linux dtavoun eykadictoton Told edkola. I'” avtodg TOVg

AOyovg mpoteivetal 1 eykatdotacn tov VADB va yivel og kdmoto Linux Server
HNYavVNpOL.

Modi pe v gykatdotaon tov Ubuntu Server ftav mpogykatestnuévo Kot to
nokéto LAMP 1o omoio mepiéyer 61t kar to XAMPP oe Windows. Xe nepintmon
nov ypnoponomBel dwpopetikd Linux based Aeirtovpyikd cvotnua, umopel vo
avalnmbei. ota repositories g ekdotote dSwvoung to LAMP kot va
eykataotadel. Agv yperaletar kKamolo emmAéov puOuicel oe kamolo configuration
apyeio Omwg apache.conf i http.conf, php.ini kKAn. Ola Aertovpyodv kavovikd

OTAGL KO LOVO LLE TNV EYKOTAGTOON.

Amapaitnro extension yio tv PHP givon to PECL-HTTP [6]. Méow avtng tng
Biprobnkng mpoopépetarl duvatotnta yio http connections. Ovclactikd TpoKeiTol
YL £TOWEG KAACELS TOV TPOCPEPOLY AT TN SVVATOTNTA KOt gival amapaitnn
ywo. to gpyareio VAbB. To PECL dgv eivar mpogykoteotnuévo oty Pacikn

gykatdotaon g PHP. T v eykatdotaon tov PECL-HTTP extension apkei va
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akoAovOnbovv 1o mopakdto PrAnoto yoo Ubuntu (ta ido maxéta mpémer vo

eykataotafovv Kot oe dAleg dtavopég Linux, aAdd mbovdv vo dtopépovy. ot

EVTOAEQ):

1.

Eykabiotodue 1o mokéto PEAR pécm tov omoiov gykabiotovton extensions

a
=
I

s

m

O

r.

"Yotepa yperaletar to makéto php5s-dev yio va eykatactaboiv ta.

amapaitnto php apyeio mov o fonbnocovv to compilation exextdoewv,

onwg avt g PECL_HTTP:

Eykafiotovue to makéto libcurl3-openssl-dev:

Me v axdAovbn evior eykabictodue to extension PECL_HTTP:

Koatd ™ dudpkela g eykatdotaong Bo {ntmbovv amod tov yprom
oplopéva inputs yia ta omoio aprvovpe tig default emloyéc natdvrog amhd
To enter.

A@ov olokAnpwbei n eykatdotoon pe exttvyia, avoiyovue o php.ini
apyeio kot TpocBEéTovpe TV akdAoLON Ypopp Kato and To Section

Dynamic Extensions:

To php.ini apygio cuvnBug Ppicketan oto axdrovbw path:

Emavexkivodue tov apache yio va epappootei  véa aliayn oto php.ini

apyeto:

ilsudo /etc/init.d/httpd restart

[Tnyn tev Taparndve pnudtoy eykotdotoong tov PECL_HTTP extension -

http://www.mkfoster.com/2009/01/04/how-to-use-the-pecl-http-pecl http-

extension-to-make-http-requests-from-php/
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To IDE mov ypnoipomombnke yio m ovyypagn ToL KOOKO NG EPOPUOYNG
etvon to eclipse Indigo IDE [18]. EmAéov eykatactdbnke oto eclipse n enéxtaon
Aptana studio [19] mov mapéyer dvvatdmta Yo ovyypaern PHP kddwka. To
eclipse sivar ypaupévo oe Java ko £tot omotelel Eva multi — platform IDE. ‘Etot
av Kamolog embBopel vo eAEyEel TOV KMOOKO TNG E€QOPUOYNG M TOPOTAVED
gykatdotaon tov eclipse kou tov plug-in Tpoteiveton, aAld emedn ta .php apyeio

etvon text-based, umopei kdmotog ko pe Evav amho text editor va ta avoiéet.
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Yvounepaopato kot Meilovtiki Epyocia

H mapodoa epyacioa ohokAnpmdnke pe emtvyio. Ot apyucoi 6TOXOL HTAV VO
viomomOei éva epyaieio ya vulnerability assessment to omoio Oa Tpaypotorole
eréyyoug v Information Disclosure, Reflected XSS, Stored XSS xor SQL
Injection. Ta amoteAéopato eivar apketd Oetikd Kor o GOYKPION Ue GAAL
dokipacpéva epyaleio dev améyel Todd pe eaipeon tov Eleyyo yio SQL Injection
Y. TOV OmOi0 €YOVV TPOYPUUUOTIOTEL TPocONKeg otV emduevn. VErsion tov
VAbB.

[Toporo avTd VIAPYOLY UEPKEG TOPATNPNOELS OO TAELPAS VAOTOINONG TOV
epyoreiov. H mpmt kot Pacikn mwapatipnon £l vo KAVEL ILe TN POT EKTEAECTC
tov gpyareion. Ta 600 pépn tov gpyaieiov crawling ko vulnerability scanning
process ekteAOLVTO YWPLoTd. Anhodn mpmta ektekeitar to crawling kot a@od
ocLMeytovv Ta dedopéva ov ypetdlovtal, ToTe cuveyilet oto vulnerability
scanning. Avtd £xet éva cofapd peOVEKTNUE. TO omoio givatl 6Tt to crawling yia
HEYAAEG OLOOIKTLOKES EPAPLOYEC UTOPEL VO UNV OAOKANPpmOEel e €0A0YO YpOVIKO
ddoua M Kot TOTE, EMEWON WITOPEL Vo v avtamokpiveTor o browser petd amd
Kamola dpa. ektéreong tov VADB. T't’ avtd 10 AOym otV mapovco gact £xet
dnuovpyndei o emroyn “Page Limit” péow g omoiog pmopel o tester vo
emlé€el mooeg oelidec Bédel va kdaver crawling. Avtd euoikd dev eivar Kot M
KaAOTEPN duvarty Avon yrori petd amd kdmolo aplfud celidmv umopet va vdpyet

Kdmotla coPapn vmaheio TNV OOl VoL PNV OVOKOADWOLLE TTOTE.

To cwotd Aowmdv Ba frav Katd ) didpkela Tov crawling vo mpoypotonoleiton
Kot €leyyog yio Tig gumdbeieg XSS ko SQLI. ‘Etor Oa pmopei va dwaxomel avd
néoa oTiypr to epyareio Ko Ba eivanl yvowotd Ot Ta pHEYPL EKElvn TN OTLYUN, T
links mov éywav crawl, ghéyyOnkov Kou gite vanpyov €vpYUOTE TO. OO0 Kot
enpaviomkav oty celda output.php, eite dev vmpyov epocov  dev

EUQOVIOTNKAV.
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H «xoAdtepn pébodog vAomoinong ToutdYpovoy EAEYYOL  OLOUPOPETIKMV
dwdikaocidv givar pe ypnon threads. Edod opmg épyetar éva dedtepo- mpoPANLLLL
oL €xel vo, KGvel pe v yAdoco mov viomombnke to VAbB. H PHP dev
vrootnpilel threads péypt kou v televtaio €kdoon mov KukAo@opel. Ymapyet
éva extension tng PHP (znyn) 1o onoio 6pmg dev givan supported kou eivon kabopd
nelpopotikd. 'Etor Aowmdv oy TPoKEWEVN GACT 0EV UTOPOVUE VO, TOVUE UE
olyoupld 0Tt pe 10 ovykekpuévo extension dev pmopel vo viAomomOel avti M
TapAAANAN extéleon crawler kou scanner, aALd ciyovpa Otav dev vmootnpiletol

(o, native Biiodnkn amotedel omd pHOVO TOL Eva TPOPANLLAL.

Avto eivan to Poowkd peovéknuo G viAomoinong uéxpr otyuns. To
TpOPANua eEloyiotonoteitol pe v emtdoyn page limit aAdd kou pe v amopuyn
ceMowv péom Tov pattern mov &idaue o€ mpomyovueva Keediowa. Omwg

TPOAVOPEPONKE OUWOC, OVTEG O dVO EMAOYES OV AVVOLV TO TPOPANLLAL.

[No pedrovtikn epyocio Exovv mpoypappotiotel ta e&Ng Kot mpotepatdtTnTa
EUOAVIONG:

1. Na gleyybei o extension tng php mov mapéyel SvvatdTTa Yo dnpovpyia
threads ®ote va vAomombel pe kdmolo Tpdémo M mapdrAnho ekTELEoN
crawler ko scanner.

2. To xoppdrt kmdika tov crawler mov mpaypotomrotei http connections &yet
viomomBei pe sockets. AvtikotdoToon owToD TOL KMOKO, [E XPNOT TOV
Khoewv PECL_HTTP.

3. BeAtioon tov ypoeikod mepifariovtog otnyv index.php kot output.php.
[TpocOnkn JQuery icmg kot Ajax omov ypetdletal.

4. TlpooOnkec otov éleyyo yio SQL Injection wote va éxovue Ayotepo false
positives.

5. TlpocHnkn mepiocdtepwv eréyywv acedietas. [Ipdtog otdy0g givar va
vAomomBolv €heyyor yuu OAeg TIG €mMOECES TTOL  AVOPEPOVIOL GTO

OWASP Top 10 [21] kot DoTEPO VO GLUVEXLGTOVV 01 TPOGHNKES.

Kadnynmgc: Kevetavtivog Aapmptivovuddxng YeAiba 43
IL.M.Z. Acpdreia Pnotaxmdv Zuotnudtov


http://pecl.php.net/package/threads

Anovpyio Avtopatortompévov Epyaieiov yio EAEyyovg
Acodirerong oe Atdiktvakég Epapuoyég

AWIOKTVOKES AVAQPOPES

PHP Language - http://www.php.net/

PHP Crawler - http://phpcrawl.cuab.de/

Regular Expressions - http://weblogtoolscollection.com/regex/regex.php
HTTP Protocol - http://www.w3.0rg/Protocols/rfc2616/rfc2616.html

Cookies - http://en.wikipedia.org/wiki/HTTP cookie
PECL HTTP Extension - http://pecl.php.net/package/pecl http

Web Vulnerability Scanners - http://sectools.org/tag/web-scanners/

Burp Suite - http://portswigger.net/burp/

© o N o o~ w b

wa3af - http://w3af.sourceforge.net/
10.0WASP ZAP -
https://www.owasp.org/index.php/OWASP Zed Attack Proxy Project

11.WebSecurify - http://www.websecurify.com/

12.Information Gathering - http://www.milescan.com/milescan-

help/1.8.0/index.html?information gathering.htm

13.Cross Site Scripting - https://www.owasp.org/index.php/Cross-
site_Scripting_(XSS)
14.SQL Injection - https://www.owasp.org/index.php/SQL _Injection

15.VirtualBox - https://www.virtualbox.ora/

16.Ubuntu Server - http://www.ubuntu.com/business/server/overview
17.XAMPP - http://www.apachefriends.org/en/index.html

18.Eclipse - http://www.eclipse.org/

19.Aptana Studio, Eclipse plugin - http://aptana.com/

20.0Open eclass - http://www.openeclass.org/
21.OWASP Top 10 - https://www.owasp.org/images/0/0f/OWASP_T10_-

2010 _rcl.pdf
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