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Abstract

The use of Satellite Navigation Systems (SNS) has become increasingly common in recent years.
The wide scale adoption of this technology has the potential to provide a valuable resource in
forensics investigations. The potential of this resource is to provide historical location data from
the device while maintaining forensics integrity. The main purpose of this thesis is to provide a
systemic approach to forensics redlines. The goal of this study is to provide an automotive
process that implements the collection and acquisition of forensics GPS evidence. The main
purpose of the system is to provide availability of the evidence to authorized digital investigators.
The system has to offer Confidentiality of the coordinates that collects from the GPS receiver and
also has to provide integrity of the collected data to prove the originality and not alteration of the
evidence acquired. The Data that shows individuals location called sensitive data need special
treatment inside the GPS device or inside PDAs. The system developed has the ability to collect
data from the GPS receiver and encrypt them using symmetric and asymmetric cryptography
accompanied with hash algorithms for providing integrity of the original coordinates at the
desirable encoding format (NMEA) .Another step is to save those encrypted coordinates into a
file somewhere in the file system of the device together with timestamps and date provision, which
should be accessible only from digital investigators. The design and implementation of this

system is simulated and shows the steps that causes the desirable methodology.
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Abbreviations and Acronyms

1. Introduction

Mobile technology and GPS technology is constantly evolving. Mobile phones and
GPS devises are equipped with new features and now work like computers, with
lots of different applications. Some of those applications are using GPS coordinates
for their functionality (e.g. GEOtaging — for showing the location of taking photos).
This chapter is defining the boundaries of the project. It basically shapes the project
in giving a clearer picture of the aim and objectives of the project. It also gives us a
run down of my motivations of writing the project and how significant such a
project is vital in our society of today and in the future. It finally out line the project

plans from start to the end.

1.1. Aim

The Aim of this project is to investigate the feasibility of a systemic methodology
to prevent first of all the exposedness of the individuals’ location, and second to
make the forensics process of collecting evidence more secure, available and
effective in a timely manner. In other words this study aims to design and
implement of a system that will provide forensics readiness for collecting GPS

evidence and take them directly to the hands of the investigators.



1.2. Objectives

The objectives of this project are:

o Investigate the state of the art regarding forensics investigation methodology

of an embedded device such as GPS receiver.
e To make a research of classification of Global Position Systems (GPS).

e Design and Develop a systemic methodology to provide forensics readiness

for GPS evidence acquisition.

e Explain the reasons of the usefulness of the forensics readiness policy and

procedure

e Explain the potential of the forensics readiness methodology regardless of

the GPS forensics methodology

e To illustrate the correlation of the law enforcement and the forensics process

and how forensics readiness is accepted from court.

1.3. Motivation

The field of digital forensics has long been cantered on traditional media like hard
drive. Being the most common digital storage device in distribution it is easy to see
how they have become a primary point of evidence. However, as technology brings
digital storage to be more and more of larger storage capacity, forensic examiners
have needed to prepare for a change in what types of devices hold a digital
fingerprint. Cell phones, GPS receiver and PDA (Personal Digital Assistant)

devices are so common that they have become standard in today’s digital



examinations. These small devices carry a large burden for the forensic examiner,
with different handling rules from scene to lab and with the type of data being as
diverse as the suspects they come from. Handheld devices are rooted in their own
operating systems, file systems, file formats, and methods of communication.
Dealing with this creates unique problems for examiners. Performing a forensic
examination on a GPS receiver takes special software and special knowledge of the
way these devices work, as well as where possible evidence could be stored. Since
the GPS receivers have been ubiquitous and more prevalent in the commission of
crime, it is worth while to understand how these devices work forensically. The

GPS receiver has proved to be excellent in tracing

Position world wide and provide evidentiary data if the following areas are
examined: Track logs, Track points, Routes store locations, Home, Office, favorite,
Call Logs, (miss, Dialled, received calls) and incoming and outgoing text messages.
In some GPS receivers we can also have video, photos and Audio. If all the above
mention point are examine forensically, a good deal of information will be
harvested which could be used as an irrefutable evidence in a court of law. It is also
recognized the fact that there is a need to develop methods and systems that should
make an approach to forensics readiness for these small devices as well as laptops
and PCs. Readiness provides solutions and prevents the large time of process for
evidence examination . Also provides less effort from the examiners and make their
job easier. Although the information has to be stored in specific locations in the file
system so that it will be accessible only from the authorized investigator who will
be responsible for the research. Also there has to be a policy documented for any
device that is produced for sale out in market. The forensics readiness policies have
to specify the availability of the type of evidence, the confidentiality of the data, the
eligibility of the information examined, the privacy of individuals that are involved

in the examination process through evidence, and the integrity of the data examined
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to prove the data are not altered during the process. The policy process has to be
implemented and executed through a developed system inside the device. As we
can see digital forensics getting more complicated because of the continually
evoluted spices of digital devices that come from digital technology evolution.
Different devices bring different operating systems with different file system
formats. The collectivity of evidence is getting more and more difficult to proceed.
GPS devices and PDAs as well as smart phones are the only devices that the
suspects can have with them at all times based on their size, and they have
immediate access to them because they have immediate boot cycle devices. In
addition, these are the devices that typically hold all our dirty little secrets with
colourful pictures and descriptive text messages. The information ranged from
complete address books, work related e-mails, to pictures that were of intimate

moments.

1.4 The Legal forensics examination process of GPS satellite navigation
systems

The examination process of any forensics evidence has to be proceeding under
particular rules and circumstances in accordance with guidance of the legal
authorities, because at the end of the day the last confirmation and evaluation of the
process and also the usefulness of the evidence will be from the side of law and
mainly from court. So the examination of such evidences is crucial and has to be
analyzed with respect to law enforcement regulations. Even the forensics tools that
will be used in such cases have to follow the rules and regulations to provide finally

the right results to finally prosecute the incident to court.
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1.4.1 The benefits of forensics examination of Global position system or
Satellite navigation

1.4.1.1 Law Enforcement Officers

The police or other law enforcement agencies may be able to exactly pinpoint the
position of an accused person if that person used a Satellite Navigation system.
Consider the fact that a person is accused from law enforcement agent because
he/she was near the crime scene at that time because there are witnesses that claim
they seen him around. Also think about the fact that the person’s car was 200
meters away from the scene. The Car GPS navigation system is the only way of
proving that the person was there at the time that the crime scene was evolving. Or
the same way around the GPS system can prove the opposite, like the person
wasn’t there at the time. So it gives an alibi to the accused person for his own

benefit.

1.4.1.2 Prosecutors

The prosecutors are lawyers that are recognized from court as legal professionals
and their job is to show to court the state of the crime, collect and analyse the
situation and finally give the prosecution to the person accused. They usually only
become involved in a criminal case once a suspect has been identified and charges
need to be filed. Prosecutors have to give exact and analysed evidence to the court.
The accusations have to be as accurate as possible without mistakes and
misunderstandings. GPS navigation systems, if used, in case of digital evidence
give accurate information to prosecutors of the time and place the accused person
was being. As the above, is clearly a benefit for prosecutors to involve GPS

Evidence in their analyses.
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1.4.1.3 Defence Lawyers

Defence Lawyers are there to examine any and all evidence and try to pick flaws in
it. If a law enforcement agency has not yet examined the Satellite Navigation
system, the evidence produced may well be enough to have the accused proved
innocent or cast doubt over his guilt. It is this reason that the more and more

defence lawyers are turning to Satellite Navigation Forensics.

1.5 The project plan

The project that is about to be analysed in this assignment will be presented as
follows. First there will be presented the current forensics policy for GPS Evidence
acquisition as described from [ ] and thus will be explained the process of forensics
evidence collection and examination. Then will be a brief analysis of the process

with implementation example. The implementation example will show the steps of

e evidence acquisition,

imaging of GPS hard drive,

e The file system NTFS format of the targeted device and the reason for the

chosen format,
e how will prove the image integrity and Evidence integrity be proved

e And finally will present the evidence analysis using the forensics tool

TomTology.

The following Chapters will show the methodology and policy of the proposed

systemic approach of evidence acquisition and analysis. After the presentation of
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the steps of the proposed methodology, an analytic comparison between the current
acquisition process and the process proposed will be presented. There will be
accurate points of interest describing why the proposed process is better for the
evidence acquisition than the current methodology based on tom-tom GPS devices.
What are the benefits of this proposition and what are the problems and threats that
we are facing of, while using this method. There are also possible threats at the
time of forensics readiness process that will be presented. The general scepticism of
the methodology is that it is based on an automated way of catching the evidence
data from the GPS receiver, encrypt them into a file with a unique name, and then
sign the file, with the public key. The process follows as the signing of the file will
be encrypted with the hash algorithm SHAvI1 and it will show the integrity of the
evidence been acquired. The authenticity of the investigator will be at the time of
using his own private key to decrypt the file, as he/she (investigator) will be the
owner of the private key. There are also applications installed inside the GPS
device that need to use the coordinates being acquired. Those applications need to
have a programmable interface that will find the file that holds the coordinates in a
cryptographic format, which will be somewhere in the disk with a unique name for
identification. When the coordinates being successfully acquired then there has to
be a process taking place which will start decrypting the encrypted file and finally
gain the originated coordinates in a format that the GPS mapping system would
easily read. The process of acquiring the evidence from the investigations examiner
is the same as the process of the coordinates to be acquired from the API of the
applications being installed inside the device. The whole process will be

analytically presented to the following chapters of this assignment.
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2. GPS Satellite navigation systems, the embedded technology and
storage

The embedded system has apparently a different type of forensics investigation
procedure as opposed to the normal forensic examination of a hard disk. Most of
the embedded devices use the Flash memory technology in data storage. The
existence of global navigation system and its early method of navigation are well
discussed. The history of the global positioning system and the different type of
GPS receiver is well elaborated in this chapter, and narrowly stream down to the

automobile Navigation GPS

2.1 The Definition of The embedded device

An embedded system is some combination of computer hardware and software,
either fixed in its capability or programmable. It is specifically designed for a
particular type of application device. The impact of this design in forensics is
dramatic because the tools the examiner uses must understand not only the
operating system on the device that chooses how the data is stored, but also the
design of the device to the chip set level to gauge how much storage is available on
the device. The forensics tool used must understand how to communicate with the
device in order to gain access at a low enough level to acquire all data available on

that device for evaluation. (AMBER, S. 2007)

2.2 The Memory of Embedded system

The embedded devices use the Flash memory technology. Flash is an extension of
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the floating gate method of manufacturing non-volatile memory. There are two
kinds of flash memory namely the NOR and NAND. These two terms are names of
types of logic gates, the negated OR function and the negated AND function. There
is a big difference between the type of architecture, the NAND has a significantly
die size than does the NOR. This translates to significant cost savings. NAND does
not behave as other memory while NOR, SRAM, DRAM are random access
devices. The RAM means Random Access Memory. The NAND is part random
and part serial. Once an address is given to the device, there is a long pause, then
that address and several adjacent addresses’ data come out in a burst. The life time
of a flash memory is measured as being 100,000 erases per block. (THOMAS, M.
2008)

2.3 NAND and NOR flash memory architecture

In the neither internal circuit configuration of NOR Flash, the individual memory
cells are connected in parallel, which enables the device to achieve random access.
This configuration enables the short read times required for the random access of
microprocessor instructions. NOR Flash is ideal for lower-density, high-speed read
applications, which are mostly read only, often referred to as code-storage
applications. NAND Flash was developed as an alternative optimized for high-
density data storage, giving up random access capability in a trade-off to achieve a
smaller cell size, which translates to a smaller chip size and lower cost-per-bit. This
was achieved by creating an array of eight memory transistors connected in a
series. Utilizing the NAND Flash architecture’s high storage density and smaller
cell size, NAND Flash systems enable faster write and erase by programming

blocks of data. NAND Flash is ideal for low-cost, high-density, high-speed
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program/erase applications.

2.3.1 Characteristics of NOR and NAND memories

The Characteristics of the NAND flash memory are
e High Density
e Medium Read Speed
e High Write Speed
e High Erase Speed

e Indirect I/O access

The Characteristics of NOR flash memory are
e Lower Density
e High reed speed
e Slow write speed
e Slow erase speed

e Random access interface

2.3.2 The Structure and functionality of NAND and NOR memory

As we can see at Figure-1 the read speed execution is low because of the fact that

when a bit is requested form Bit Line Select Transistor , all the bits that are in front
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of it will be causing a latency for the requested bit to be read. The significant
amount of die space is reduced due to the availability of space from the union of
transistors that can communicate from single bit line. This way the data moves

back and forth ascending the response time of the read functionality.

B Lirsex

Grosurecd EHE Line
fetodtatnd Wiorrad Wosrad Worrad Wk Wiosred Wz red Wizl W Seieot
Transtsror Lirve O Lire 4 Line Z Line 3 Lire &4 LineB Line 6 Lirve ¥ TaEnsiston

Figure-1. The NAND Structure

At the second Figure we can see the difference between the NOR flash memory
and the NAND flash memory more clearly. Every word has its own bit line selector
to communicate with the main bit line, so the read speed in this situation is
significantly higher than the NAND memory. The selection of the requested bit is
faster as the bits can reach the destination bit Line at about the same amount of

time and its not far away to get there.

B Ll

Figure-2. The NOR Structure
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The NOR is mostly used for code storage and the NAND for data storage. This
means that the end user will continually be erasing and rewriting the data in the
NAND. The erase and write cycles in the NAND is said to be 100, 000 times. Most
of the embedded devices normally use the NAND technology in storing data. Some
of the flash memory formats are the PCMCIA card, Compact Flash, Memory

Sticks, Secure Digital (SD) cards, multi media card etc.

2.4 Linux OS on GPS devices

Linux, a popular open source operating system for servers and desktop computers,
has also appeared on several PDA devices. Linux is a true multitasking, 32-bit
operating system that supports multithreading. Besides commercial distributions
that come preinstalled by PDA manufacturers, Linux distributions are also
available for a range of Pocket PC and Palm OS devices. The success of Linux-
based PDAs rests on the open source model and its ability to engage the software
development community to produce useful applications. Figure 3 gives a
conceptual architecture for the Linux operating system. The Linux operating
system is responsible for memory management, process and threads creation, and
interprocess communication mechanisms, interrupt handling, execute-in-place
(XIP) ROM file systems, RAM file systems, flash management, and TCP/IP

networking.
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Application Programs

Litility Programs
(=hell, editars, .

Systerm Call Interface Library
(open, close, read, fark, write, )

ernel
(process, memaory, file systerm, VD management,

Hardware
(processar, memaory, N0, 3

Figure-3 Linux OS Architecture

The Linux kernel is composed of modular components and subsystems that include
device drivers, protocols, and other component types. The kernel also includes the
scheduler, the memory manager, the virtual file system, and the resource allocator.
Programming interfaces provide a standard method by which the Linux kernel can
be expanded. Processing proceeds from the system call interface to request service,
for example, from the file or process control subsystem, which in turn requests
service(s) from the hardware. The hardware then provides the service to the kernel,

returning results through the kernel to the system call interface.

2.5 The Internal architecture of a GPS device

The earliest Satellite Navigation Systems were designed for the U.S. military, to
locate the position of Polaris submarines. Over the years, satellite detection
technology has become extremely widespread, and today most automotive vehicles

are fitted with such systems.
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In this project we will use the TomTom GPS device as our experimental device.
TomTom the in-car satellite navigation device is connected with the U.S.
NAVSTAR Global Positioning System (GPS), which utilises 32 satellites in Mid-
Earth Orbit (MEO) positioned in six different orbital planes. The TomTom device
itself contains an ARM processor made by Samsung, usmg Linux to manage the
software which can read either an SD card or the internal memof'y-. A boot loader in
the computer searches the hard disk or SD card ;fojr the software and map data. It
then transfers the software to the 64MB internal RAM fnemgry and starts the

software.

The hardware itself starts the GPS and the navigation application. The navigation
application then reads whatever settings have been installed, such as the preferred

voice and last chosen route.

400/ 533IMHz
MML
Wirite Buffer
16KB D Cache

HS MMC
(MMC .00

USE Device 2.0{HS)

USB Host 1.1(FS)

Camera Interface
{up to BMP)

* MAND Controller
i SLCMLE)

Memory Gontroller
(mDDRMMSDRAM)

Compact Flash
Interface «3.0

Figure-4. TomTom internal Architecture
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2.6 GPS Receivers

The Global Positioning System (GPS) receiver uses satellites to pinpoint locations
on the earth crust. The GPS is actually a constellation of twenty seven earth
orbiting satellites. Twenty four of these satellites are in operation and three extras
in case of any failure. The US military developed and implement this satellite
network as a military navigation system but soon opened it up to everybody. Each
of these 3000 to 4000 pound solar powered satellites circle the globe at about
12000 miles (19,300 km), making two complete rotations every day. The orbits are
arranged in such a way that at any time, anywhere on Earth, there are at least four
satellites visible in the sky. A GPS receiver’s job is to locate four or more of these

satellites, figure out the distance to each and use this information to deduce it own

locations. (MARCHALL, B. 2008)

C
Elevation (8 = 90 deg.)

B8 =0deq.) A(B=0deg.)

Satellite
orbit
(600 km)

Figure-5. Satellite ‘look’ angles are depicted in this schematic diagram
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2.7 Expansion Ports and Interfaces between GPS device and kernel in
embedded systems

Linux kernel has specific way for interprocess communication between the
software and the hardware. Especially on GPS devices the kernel communicates
with the GPS chipset that is responsible for gathering satellite signals. The way that
this is happening is under the specification of GPIO (General Purpose
Input/Output). GPIO is a generic pin on a chip whose behaviour (including whether
it is an input or output pin) can be controlled (programmed) through software.
GPIO pins have no special purposes on themselves, and go unused by default. The
idea is that sometimes the system integrator building a full system that uses the
chip might find useful to have a handful of additional digital control lines, and
having these available from the chip can save the hassle of having to arrange
additional circuitry to provide them. GPIO usually communicates through the
Universal Asynchronous Receiver/Transmitter (UART) that takes bytes of data and
transmits the individual bits in a sequential fashion. With this situation we can
retrieve GPS receiver data directly from the GPS chipset that can be readable
/writable programmatically through system calls from kernel. The GPS unit is
attached to the second UART of the S3C2410 (RxD1 and TxDI pins on chip or
ttyS1 in Linux) that is implemented on TomTom device. By doing this on GPS
receiver can take data transition further into the embedded software and use those

data straight from there before they align into the system memory RAM.
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2.8 NMEA Data

The National Marine Electronics Association NMEA has developed a specification
that defines the interface between various pieces of marine electronic equipment.
The standard permits marine electronics to send information to computers and to
other marine equipment. A full copy of this standard is available for purchase at
their web site. None of the information on this site comes from this standard and |
do not have a copy. Anyone attempting to design anything to this standard should

obtain an official copy.

GPS receiver communication is defined within this specification. Most computer
programs that provide real time position information understand and expect data to
be in NMEA format. This data includes the complete PVT (position, velocity, time)
solution computed by the GPS receiver. The idea of NMEA is to send a line of data
called a sentence that is totally self contained and independent from other
sentences. There are standard sentences for each device category and there is also
the ability to define proprietary sentences for use by the individual company. All of
the standard sentences have a two letter prefix that defines the device that uses that
sentence type. (For gps receivers the prefix is GP.) This is followed by a three letter
sequence that defines the sentence contents. In addition NMEA permits hardware
manufactures to define their own proprietary sentences for whatever purpose they
see fit. All proprietary sentences begin with the letter P and are followed with 3
letters that identifies the manufacturer controlling that sentence. As we can se

below there is a figure that shows the NMEA sentences.

$GPRMC,054152.000,V,5202.693,N,00421.530,E,0.00,0.00,160908,*30
$GPGSV,3,1,09,26,88,171,34,15,71,285,29,28,58,091,30,08,27,069,26
$GPGSV,3,2,09,18,22,314,24,10,21,187,09,16,256,26,21,06,288,16
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$GPRMC,054152.000,V,5202.693,N,00421.530,E,0.00,0.00,160908,*30
$GPGGA,054211.000,5202.693,N,00421.522,E,0,00,0.0,-5.150,M,0.0,M,*49
$GPGSA,A,3,28,26,08,15,18,,.,,,,, 43.8,32.4,29.5¥0D

3. The Policies and procedures of carrying out forensics examination

Forensics can be defined as the use of science and technology to investigate and
establish facts in criminal or civil courts of law. The investigator must be unbiased,
qualified and understand the legal issues. The first thing to consider when presented
with a case is Whether or not to accept it. Many factors influence and ultimately
determine whether to accept or take in-a case. Some of the common criteria for

taking a case include:
e Whether it is a criminal or civil case.
e The impact on the investigating organization
e Whether the evidence is volatile or non-volatile
e Legal considerations, such as the types of data that might be exposed
e The nature of the crime

e Potential victims, such as children in child pornography cases or murder

cases
e [Liability issues for the organization
e The age of the case

¢ Amount of time before the court date
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A general case intake form needs to be completed when reviewing a potential case
and determining whether to accept it. Among other issues, the form requests
information to check for any conflict of interest between the forensics company,
investigators and other concerned parties. The completion of this form is often
overlooked when developing standard operating procedures. This form confirms
the understanding and agreement among the parties involved and sets the stage for
everything else about the case, such as chain of custody and basic evidence
documentation. This intake forms differ depending on whether the case is being

accepted by a law enforcement agency or a private company. (LINDA, V. et al.

2006. P. 124.)

3.1 The methodology of Carrying out forensics examination

The primary goal in computer forensics is collecting, preserving, filtering and
presenting digital artefacts. It can also be used as guidelines to describe the

computer forensics processes. The different phases can be summarised as follows;

3.1.1 Collection

The collection phase of computer forensics is when artefacts considered to be of
evidentiary value are identified and collected. Normally these artefacts are digital
data in the form of disk drives flash memory drives or other forms of digital media
and data. In this case the storage media of the suspect’s computer or GPS receiver

was identified as artefacts of potential evidentiary value.
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3.1.2 Preservation

Evidence preservation is the process of seizing suspect property without altering or
changing the contents of data that reside on devices and removable media. It is the
first step in digital evidence recovery. In the preservation phase of computer
forensics focuses on preserving original artefacts in a way that is reliable, complete,
accurate and verifiable. The Cryptographic hashing, checksums and documentation
are all key component of the preservation phase. Preservation involves the search,
recognition, documentation, and collection of electronic-based evidence. In order to
use evidence successfully, whether in a court of law or a less formal proceeding, it
must be preserved. Failure to preserve evidence in its original state could
jeopardize an entire investigation, potentially losing valuable information about an
incident permanently. Below there is a description of how preservation can be

achieved

Securing and Evaluating the Scene
o Ensure the safety of all individuals at the scene.
e Protect the integrity of traditional and electronic evidence.
e Evaluate the scene and formulate a search plan.
e Identify potential evidence.
e All potential evidence should be secured, documented, and/or photographed.
e Conduct interviews.
e Documenting the Scene

o Create a permanent historical record of the scene.
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o Accurately record the location and condition of computers, storage

media, other digital devices, and conventional evidence.

o Document the condition and location of the computer system,

including power status of the computer (on, off, or in sleep mode).

o Identify and document related electronic components that will not be
collected. Photograph the entire scene to create a visual record as

noted by the first responder.

e Collecting Evidence

o Handle Computer evidence whether physical or digital in a manner

that preserves its evidentiary value.

o Recover non electronic evidence (e.g. written passwords, handwritten
notes, hardware and software manuals, calendars, literature,

photographs etc.)

e Packaging Transporting and Storing Evidence

o Take no actions to add, modify, or destroy data stored on a computer

or other media.

o Avoid high temperatures and humidity, physical shock, static

electricity and magnetic sources.

o Maintain chain of custody of electronic evidence ,documenting its

packaging , transportation and storage
e Packaging Procedure

o Properly document , label and inventory evidence before packaging
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o Pack magnetic media in antistatic packaging

o Avoid scratching ,bending or folding computer storage media such as

CD-ROMs
e Properly label evidence containers
o Transportation Procedures
o Avoid magnetic sources
o Avoid conditions of excessive heat , cold or humidity while in transit
o Avoid excessive vibrations
e Storage Procedures

o Ensure evidence is inventoried in accordance with authoritative
policies
o Store evidence material in a secure area away from temperatures and

humidity.

o Protect evidence material from dust and other harmful contaminants

3.1.3 Analysis

In this phase the investigators will attempt to filter out data which is determined not
to contain any artefacts of evidentiary value and filter in artefacts of potential
evidentiary value. A wide array of tools and techniques are utilized in the filtering
phase. Some of which include comparing cryptographic has values of known good

and known suspect files against a known dataset.

29



3.1.4 Presentation

This is of course the final phase of computer forensics investigation. It is in this
phase that the potential artefacts of evidentiary value are presented in a variety of
forms. Presentation normally starts with the investigator extracting the artefacts
from the original media, and then staging and organizing them on CDROM or
DVD-ROM. The investigator’s reports, supporting documentation, declarations,
depositions and testimony in court can all be considered the presentation phase of
computer forensics.(CHRISTOPHER, L. 2006 PP 6 - 8). Electronic evidence is
valuable evidence and it should be treated in the same manner as traditional
forensic evidence with respect and care. The methods of recovering electronic
evidence whilst maintaining evidential continuity and integrity may seem complex
and costly, but experience has shown that, if dealt with correctly, it will produce

evidence that is both compelling and cost effective.

3.2 Roles and Responsibilities

Whatever the type of incident, the various types of roles involved are similar.
Planning for incidents should address how existing personnel fulfill these roles
when responding and conducting an investigation. A generic set of roles and
associated responsibilities can be identified. They include First Responders,
Investigators, Technicians, Forensic Examiners, and Forensic Analysts. In a given

situation, a single individual may perform more than one role.

First Responders are trained personnel who arrive first on the scene of an incident,

provide an initial assessment, and begin the appropriate level of response. The

responsibilities of First Responders are to secure the incident scene, call for the
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appropriate support needed, and assist with evidence collection.

Investigators plan and manage preservation, acquisition, examination, analysis, and
reporting of electronic evidence. The Lead Investigator is in charge of making sure
that activities at the scene of an incident are executed in the right order and at the
right time. The Lead Investigator may be responsible for developing the evidence,
preparing a case report, and briefing any findings and determinations to senior

officials.

Technicians carry out actions at the direction of the Lead Investigator. Technicians
are responsible for identifying and collecting evidence and documenting the
incident scene. They are specially trained personnel who seize electronic equipment
and acquire digital images resident within memory. More than one technician is
typically involved in an incident, because different skills and knowledge are

needed.

Evidence Custodians protect all evidence gathered that is stored in a central

location. They accept evidence collected by Technicians, ensure it is properly
tagged, check it into and out of protective custody, and maintain a strict chain of

custody.

Forensic Examiners are specially trained personnel who reproduce images acquired

from seized equipment and recover digital data. Examiners make the information
on the device visible. Examiners may also acquire more elusive data using highly
specialized equipment, intensive reverse engineering, or other appropriate means

unavailable to Forensic Technicians.

Forensic Analysts evaluate the product of the Forensic Examiner for its

significance and probative value to the case.
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3.3 Evidential Principles

Digital evidence has both physical and logical aspects. The physical side of it
involves hardware components, peripherals, and media, which may contain data or
the means to access it, while the logical side deals with the raw data extracted from
a relevant information source. The Good Practice Guide for Computer based
Electronic Evidence [ACPO2] suggests four principles when dealing with digital

evidence.

e No actions performed by investigators should change data contained on

digital devices or storage media.

e Individuals accessing original data must be competent to do so and have the

ability to explain their actions.

e An audit trail or other record of applied processes, suitable for independent
third-party review, must be created and preserved, accurately documenting

each investigative step.

e The person in charge of the investigation has overall responsibility for
ensuring the above-mentioned procedures are followed and in compliance

with governing laws.

The Proposed Standards for the Exchange of Digital Evidence [IOCE] suggest a

similar set of principals for the standardized recovery of computer-based evidence:

e Upon seizing digital evidence, actions taken should not change that

evidence.

e When it is necessary for a person to access original digital evidence, that

person must be forensically competent.

e All activity relating to the seizure, access, storage, or transfer of digital
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evidence must be fully documented, preserved, and available for review.

e An individual is responsible for all actions taken with respect to digital

evidence while the digital evidence is in their possession.

e Any agency that is responsible for seizing, accessing, storing, or transferring

digital evidence is responsible for compliance with these principles.

The above sets of principles aim to ensure the integrity and accountability of digital
evidence through its entire life cycle. Proper handling of evidence is always vital
for it to be admissible in judicial proceedings. However, different standards may
apply to different types of investigations. The degree of training and expertise
required to execute a forensic task largely depends on the level of evidence

required in the case.

3.4 Equipment in a basic Forensics Kit

As a matter of policy and procedure, a basic computer forensics kit should always
be used. Every investigation will have some unique characteristics, but the basic
equipment required by a forensic expert remains the same. The following list is a

guideline for what should be included in a forensics kit:

e Cellular phone: There will always come a time when you need to find

additional Information or call for help of some kind

e Basic hardware toolkit: Items such as standard screwdrivers, pliers, scissors,

duct tape, and so on should always be part of your forensics kit.

33



Watertight or static resistant plastic bags: We make sure we have Ziploc

type bags of various sizes to store collected evidence

Labels: Included in our tool kit various types of labels to tag items such as

cables, connections and evidence bags.

Bootable media: We always need to have handy a variety of bootable media
such as DOS start up disks, bootable CDs, and even bootable USB drives.
Our choice of bootable media will varies depending on the type of forensics

software we are going to use

Cables (USB, printer, FireWire): Depending on what type of forensic
software we plan to use, our choice of cables will vary. Always carry at least
a CAT 5 crossover cable, straight through cable and rollover cable. A spare

power cable always comes in handy.

Writing implements: We should have a soft permanent marker to write on
labels, floppies, or CDs. A sharpie type marker is always preferable because

these markers are felt tipped and will not damage CD labels.

Laptop: A laptop is always a good tool to have even if it is not your
forensics examination platform. A laptop allow us to carry a veritable library
of forensics tools, give us access to the Internet, lets us keep updated
manuals or schematics on hand, allow us to store information immediately if
need be (volatile information such as that stored in embedded devices such
as GPS receivers and PDAs) and give us flexibility to adjust to different

investigative situations.

High resolution camera: In order to document everything properly, we
should take a series of photographs before you start working. Photograph

taken during and after are always recommended, but you must photograph
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the initial scene. A camera that labels the date and time on the photo is

always a good idea.

Hardware write blocker: We never know when we will need to take a
storage media out and do drive transfer, so a hard ware write blocker such as

Fast Bloc or Drive Lock is a small device that we should carry just in case

Log book: It is a good practice to have a habit of carrying a log book to

record investigator actions

Gloves: As a forensic examiner, we always need to keep in mind that there
are other forms of evidence such as fingerprints to keep intact. Additionally,
a good set of gloves used when handling evidence shows our attention to

even smallest details of evidence preservation.

Forensic examiner Platform: Platforms vary from laptops to fully equipped
desktop units. The next generation of mobile forensic platforms should
make the acquisition of data in the field or in entrusted environments more
convenient with faster connection speeds via wired transfers, wireless

acquisitions and smaller forensic platform units

4. General methodology of forensic investigation embedded GPS
receiver

The use of satellite navigation systems has become increasingly common in recent

years. The wide scale adoption of this technology has the potential to provide a

valuable resource in forensic investigations. The potential of this resource is based

on the ability of retrieve historical location data from the device in question. This

methodology aims to be comprehensive and straightforward, while maintaining
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forensic integrity of the original evidence. Automotive satellite navigation systems
such as TomTom and Garmin, aim to provide navigational assistance to its users.
Often the user will provide a destination point then based on this the device will
provide a map and verbal turn by turn directions to the specified destination. Such
devices are becoming more common and are decreasing in price. It should also be

noted that many new cars now come with Satellite Navigation System as standard.

4.1 GPS receiver storage media

The GPS receiver devices can be divided into three main types: those with SD
Cards, Those with internal hard drives, and those with internal flash memory with
or with out SD card slots. Devices which have both internal memory and an
external SD slot typically store the user data on the internal memory, using the SD
card slot only for additional storage, unless the device is set to use maps which are
stored on the SD card, in which case the .cfg file will be found in that map
directory. As there is usually significant amount of data found on an unallocated
clusters and file slack the best approach is always to take a complete forensics
image rather than simply extracting the live .cfg file. Devices which store data on a
removable SD card are the simplest to deal with, as the memory card can be
removed from the device and imaged as normal using forensic software. (NUTER,

B. 2008)

4.2 The acquisition of a SD card

The SD card must be inserted into the device at all times in order for the device to

function as its core operating system resides on the card. Initial research suggests
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the data on the SD card is comprised of at least the following:
* X86 Boot Sector

* Mapping data

* Operating system files

* Configuration files

* Swap space

The SD card is easily accessible in a non invasive manner and it is possible to
acquire the SD card with a minimum of equipment and experience. In addition to
this it is possible to acquire an image of the SD card in a covert fashion, in many
cases it is not possible to determine that the device has been tampered with. The
procedure for acquiring a forensic image of this media involves attaching the
device to a system in read only mode and acquiring a bit stream copy of the SD
card. As with any forensic procedure the media should be hashed before and after
acquisition, the resulting copy of the data should also be hashed in order to verify
its integrity. It should be noted that powering the satellite navigation unit on whilst
the SD card is inserted will result in data being written to the SD card and the hash
changing. In this case the position of the write protect tab on the SD card reader is
irrelevant as most of the Automobile GPS receivers do not discriminate if writing
should be permitted based on the tab’s position. Instead the SD card is treated as
writable regardless of the tab’s position. In order to perform the acquisition of the
SD card it is necessary to have a write blocking SD card reader. (PETER, H. 2007)
Initial examination of commercially available SD card readers has shown that it is
possible to modify the devices so that they will not perform write operations.

Generally the acquisition of the SD card can be done using the HELIX 3 ISO. This
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is a Linux distribution that has installed many forensics tools for implementing
forensics investigation. There are tools with many features implementing the dd
software that also can be called individually from the terminal from any Linux
distribution. The dd software is capable to perform low data operations such as

performing a bit stream copy of the data to be acquired. The processes are:

Attach write blocked USB SD card reader

e Insertanon critical SD card for testing purposes

e Perform a hash of the SD card

e Ensure the file system if any present on the SD card has not been mounted
e Attempt to write to the SD card

e Ensure that the hash matches the original

e Remove the SD card

e Insert the SD card to be acquired

e Perform a hash of the SD card

e Ensure the file system if any present on the card has not been mounted
e Acquire a copy of the SD card using dd command

e Perform a hash of the SD card

e Perform a hash of the acquired file

o Ensure that the hashes match the original

e Remove the SD card form the reader
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After the acquisition has been done, the analysis of the bit stream image can be

carry out with the used of Encase or Forensics Tool Kit.

4.3 Proposed add-ons in methodology of forensic investigation
embedded GPS receiver

As we can see from the previous paragraph the general methodology shows that the
steps of the forensics evidence acquisition comes in at a logic order where the
investigator performs a series of steps but unfortunately less is done for security
aspects of the method being approached. Meaning that there is not a specific
interest of the investigator authenticity as well as of the GPS coordinates
authenticity. Another aspect of the previous methodology that isn’t being covered
is that the coords are readable from anyone and is not encrypted .The non
cryptographic parameter takes a lot of consideration as it gives ease to criminals for
altering or even delete the coordinates form inside the device. Certainly
cryptography isn’t a hundred percent solution such that any criminal may destroy
all the file system formatting the hard drive, but sure it is an obstacle as it is
certainly prevent criminals from easily find the coordinates because of the non
understandable format or because is too hard to find the desirable format .the main
reason for encryption is that it prevents criminals from capturing historical data that
live in slack spaces and to use them for their own benefit. But otherwise criminals
can also hide their fingerprints by using wiping tools for cleaning slacks and
destroying evidence. Destroying the device is not a good practice because it gives
more incriminating evidence to the person being accused and so, he/she will
definitely search to find other ways of hiding evidence. The main action that has to
be added and has an important value, at my opinion, is the authenticity of the

investigator.
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4 .4 File Slack Definition

Every computer system at these days has a significant behaviour when dealing with
static or dynamic memories. The fact is that the file system architecture is dealing
with different lengths while the memory is allocated in different clusters and fixed
blocks depending on the operating system. So in our case GPS devices are small
computers witch have the classic file system architecture that main computers have.
Forensically that’s a serious work for the forensics examiner to be occupied
because it’s very important to capture all the data that are hiding inside the system.
The most serious situation is when criminal activities use anti forensics tools to

hide evidences such as wiping tools.

Generally files are created in varying lengths depending on their contents.
Operating Systems such as DOS and Windows NT-based store files in fixed length
blocks of data called clusters. Rarely do file sizes exactly match the size of one or
multiple clusters perfectly. The data storage space that exists from the end of the
file to the end of the last cluster assigned to the file is called “file slack”. Cluster
sizes vary in length depending on the operating system involved. Larger Cluster
sizes mean more file lack and also the waste of storage space. However this
computer security weakness creates benefits for the computer forensics investigator

because file slack is a significant source of evidence and leads.

File Slack is created at the time a file is saved to disk. When a file is deleted under
DOS, Windows, Windows 95, Windows 98 and Windows NT/2000/XP, the data
associated with RAM slack and drive slack remains in the cluster that was
previously assigned to the end of the 'deleted' file. The clusters which made up the

'deleted' file are released by the operating system and they remain on the disk in the
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form of unallocated storage space witch is then overwritten with data from a new

file.

Linux based OS that our GPS Device TomTom has installed performs installation
to files and creates them in blocks of data in addition with windows that use
clusters. Generally is the same thing. Blocks are specific sized containers used by
file system to store data. Blocks can also be defined as the smallest pieces of data
that a file system can use to store information. Files can consist of a single or
multiple blocks/clusters in order to fulfil the size requirements of the file. When
data is stored in these blocks two mutually exclusive conditions can occur; the
block is completely full, or the block is partially full. If the block is completely full
then the most optimal situation for the file system has occurred. If the block is only
partially full then the area between the ends of the file the end of the container is
referred to as slack space. Linux write nulls on slack space. This means to find data

in slack space on Linux systems are rare. However, it is not impossible.

5. Literature review of the forensics examination of embedded device
such as GPS

5.1 Literature review

The satellite navigation uses Global positioning System (GPS) for pinpointing
location on the earth crust. GPS was developed by the department of defence in the
United States of America. It was designed to be a high quality system for
navigation accuracy. The GPS system works by using a network of 24 NAVSTAR
satellite orbiting the earth. NAVSTAR stands for Navigation System using Timing
and Ranging. It function round the clock that 24/7 at a height of 10,900 — 12,625
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miles above the earth surface. The satellites with an impressive two tons are 18.5
feet long; transmit on two frequencies 1575.42 MHz for civilians and 1227.60 MHz
for military service. The NAVSTAR obits the earth in just 12 hours. These
satellites are designed to be resistant to interference and jamming thus the make
incredibly good positioning beacons when use in conjunction with one another to
give accurate position. The GPS receiver then communicates with the GPS in order

to have an accurate position world wide.

5.2 The Global Positioning System (GPS) receivers

The GPS receiver can play and integral part of an investigation. Since GPS receiver
has be come widely use in cars these days, there is a high change of finding useful
information about the route and time of an event. Satellite navigation is used
commonly as a route finder on all forms of transport. These incredibly useful
devices are now use by the public, and have a high availability. Most modern
vehicles use satellite navigation system, and it is the information in this system that
can give assistance in providing information to others, be they law enforcement
officers, defence lawyers, employers or member of the public. These satellite
navigation systems have logs and configuration files that need to be examined and
broken down into readable and understandable Information. The satellite
navigation or GPS receiver has both hardware coding written to itself and software.
Examination and interpretation of this software enables us to find waypoints,
predominantly on marine satellite navigation systems and directions requested on
vehicle satellite system along with directions given and time that the journey was
taken. The GPS receiver like TomTom or Garmin can be broken down into three

main types, those with SD cards, those with internal flash memory and those with
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internal hard drive. The goal of forensically examine a GPS receiver is to find out
whether information of importance can be harvested in the storage media.
Forensically we need to first of all acquire a bit stream image of the memory card
or acquire it directly from the receiver itself (those with internal hard drive). The
GPS receiver allows the user to plan routes, save favourite destination and look up
point of interest (POI). Some devices can also pair with phones and if so can yield
call history and contact data and connected to a computer act as a USB mass
storage device. New version have inbuilt MP3 players and picture viewers. The
GPS receiver is operated via touch screen menu driven interface, which allows the
user to enter locations, plan routes or itineraries, save favourites or look up POI.
The user can also operate a paired mobile phone via the TomTom to make calls,
read or write text messages. If a wireless connection has been set up, the user can
access addition service via a TomTom Plus account, Such as weather information
real time traffic information or additional downloads like extra voices or updated

maps. (NUTTER, B.2008)

5.3 Previous work done with GPS forensics analysis

The GPS receivers store information on the in a file called dot cfg file (.cfg file).
The analysis has been focus on the boot loader, since rewriting this allows
alternative software to be run. In a presentation, at the first forensics forum, Weall,
2006 noted that each record contain two set of coordinates, (the longitude and the
latitude in the WGS 84 datum), a Text label for the address and further two sets of
coordinates. His hypothesis was that since the first set of coordination seemed to
relate to the actual location, the other three related to nearby feature that is nearest

road and junctions. The analysis of the ‘dot cfg file’ point out that the first
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destination in ‘dot cfg file’ is the home location if entered, and that the last two
entries relate to the start of the last calculated route and the last entered destination
.(NUTTER, B.2008). With this information gathered in a file it is really useful for
the examiner to see and analyse the coordinates, but what about unallocated space.
It might be possible to say that a location was the start of a route, but it is likely that
a location may be found in the slack space with no information about the original
location in the file. In that case, it will be difficult to say how significant it might

be. To understand more than that, decoding the individual record is required.

5.4 Acquisition of GPS receiver storage media

Since there is always a significant amount of data found in unallocated clusters and
file slack the best approach is to carry out a bit stream image of the storage media .
Bit stream copying of the storage device means that all the (.cfg files) will
definitely be imaged. When an image is acquired form the hard drive of TomTom
via USB the Timestamp of the following files are changed: TTPnPD.log, clmdata,
settings.dat, ITN\temporary.iti. And when imaging a flash memory of a TomTom
via USB, the time stamp of the same files are changed including the map
directory\MapSettings.cfg. The device which store data on a removable SD card
reader are easy to deal with, as the memory card can be removed from the device

and imaged as normal using forensic software and write protected card reader.
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5.5 Files of forensics interest

Once a forensic image has been obtained, that image can then be analyzed. There

are a number of files of possible interest to the examiner, including:

e \contacts\called.txt — which contains numbers called by the phone paired to

the TomTom

e \contacts\callers.txt — which contains numbers of phones which have called

the phone paired to the TomTom

e \contacts\contacts.txt — which contains details of numbers in the address

book of the phone paired to the TomTom
e \contacts\inbox.txt — contains incoming text messages
e \contacts\outbox.txt — contains outgoing text messages

e TTGO.bif — contains device information (e.g. serial number) and current

home location (in later application versions);

e settings.dat — contains the name and MAC address of a paired phone, if one
has been connected, wireless data settings and data provider if this has been
set up, and home phone number information and owner information, if

setl10;

e \itn\ — directory containing itineraries, if any have been entered

(temporary.iti is the currently active itinerary).

5.6 Identifying the GPS fix location

Possibly the most significant benefit is that it is possible from this to identify
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locations where the TomTom has actually been. Siezenga (2008) has noted that the
second to last location in the cfg file is the start of the last calculated route. In the
majority of journeys, this will be the location where the TomTom was when the
route was calculated, as it only begins calculating a route when a GPS fix is
obtained. If deviating from the route the Tom-Tom has planned, a new route is
calculated, and the point of deviation becomes the new starting point for that route.
Upon driving past an entered destination, the TomTom will then begin calculating a
route back. Or when turning a TomTom on without clearing a route, a new route
will be calculated to the last entered destination. Any of these four events will
result in a start location being recorded which is a location where the TomTom has

obtained a GPS fix. (NUTTER, B.2008)

6. GPS receiver forensics examination. The General Case study

There is a lot of work done in the field of GPS forensics with tools already installed
in several distributions of tool packages for using them to carry out important
information and evidence, valuable for examination and criminal investigation.
This chapter will provide a standard methodology of carrying out GPS evidence
from a GPS device such as tom-tom one. After this chapter done and all the steps
explained well enough, there will be another case study which will show the steps
for evidence acquisition accompanying with a plugged in methodology which is
under development in this assignment. The two methodologies will be compared

and analysed and finally there will be a conclusion.
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6.1 The GPS navigation system

The are many types of GPS navigation in the world today but the most popular
ones being TomTom, Garmin, Mio Technology, Navman, and Magellan. Research
from the Canalys Q2 2007 on global mobile navigation has proven that TomTom
and Garmin both increased their share year on year and sequentially. After two
years at the top by several percentage points, TomTom was narrowly overtaken by
Garmin as the leader in the global mobile navigation device market in Q2 2007,
according to the latest estimates from analyst firm Canalys. The Canalys figures
include all mobile devices used for turn by turn road navigation with built in GPS
and on board software including not only Portable navigation Device (PND) such
as the TomTom GO range and Garmin Nuvi but also smart phones, handhelds and
other similar classes of device. The total device shipments for the quarter stood at
7.4 million, up 116% on the same quarter one year ago and almost 2 million above
last quarter’s figure. The statistics below proves that the TomTom and Garmin is

actually the most popular device used world wide.

Worldwide integrated on-board mobile GPS navigation device market
Hardware vendor market shares Q2 2007, Q2 2006

Q2 2007 Q2 2006 Growth
Vendor shipments % share shipments % share Q2'07/Q2'06
Total 7,448,050 100.0% 3,445,540 100.0% 116.2%
Garmin 1,852,150 24.9% 699,370 20.3% 164.8%
TomTom 1,806,870 24.3% 829,790 24.1% 117.8%
Mio Technology 683,500 9.2% 290,590 8.4% 135.2%
Magellan 421,080 5.7% 64,950 1.9% 548.3%
Nawman 232,780 3.1% 171,410 5.0% 35.8%
Others 2,451,570 32.9% 1,389,430 40.3% 76.4%

Source: Canalys estimates, © canalys.com ltd. 2007
Includes PNDs, PMPs and smart mobile devices with integrated GPS used for turn-by-turn road navigation

47



Due to the above statistics it was worth while to carry out a forensics examination
of the most popular devices since many people are using it today and thus can give
a good leads in crime investigation if GPS navigation was used during or after the

commission of the crime.

6.2 The system imaging

It is unarguable that disk evidence is easily the cornerstone of computer forensics,
if for no other reason than digital evidence on disk is as easy to relate to a judge
and jury as files in a file cabinet. How ever, the completeness and accuracy of
digital evidence collection is often questioned in the legal arena. In an effort to fend
off evidentiary challenges relating to the evidence dynamics of disk collection and
analysis, computer forensics investigators have for some time placed a major
emphasis on careful disk collection and handling. Due to the volatility of disk data
and potential destructive nature of handling and analysis, computer forensics
investigator agree that creating a bit stream copy of a disk is a necessary
component of disk evidence collection and analysis. This bit stream copy with
obviously include both the allocated and unallocated clusters. In order to keep with
the court acceptable standards of completeness and accuracy, computer forensics
investigators should created a bit-stream image of the original evidence when
copying form source media to destination media whenever reasonable. According
to the National Institute of Standard and Technology (NIST) guideline, imaging

tool must have the following features:

e The tool shall be able to acquire a digital source using each access interface

visible to the tool
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The tool shall be able to acquire either a clone of a digital source or an
image of a digital source, or provide the capability for the user to select and

then create either a clone or an image of a digital source

The tool shall operate in at least one execution environment and shall be

able to acquire digital sources in each execution environment.

The tool shall completely acquire all visible data sectors form the digital

source

The tool shall completely acquire all hidden data sectors form the digital

source

All digital sectors acquired by the tool form the digital source shall be

acquired accurately

If there are unresolved errors reading from the digital source then the tool

shall notify the user of the error type and location.

(CHRISTOPHER, B. 2006. PP 236 — 237)

6.3 The Bit stream image

A forensic investigator will always collect a bit stream image of the original media.

This image collection allows for subsequent analysis and reporting, leaving the

original media safely locked away. The bit stream image collection takes place

when the investigator will essentially access the data through a software tool and

stream the data sector by sector from the evidence media into a file or group of files

residing elsewhere. The bit stream image data will always contain the head and the
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trailer information. It is also very important to note that the file size of the
destination drive of FAT32 file system when imaging could not store more than
four Gigabytes of data at one time but the NTFS file system does not have this

limitation.

6.4 Verification of Imaging and the hash value

A cryptography hash is an algorithm used to produce fixed-length character
sequence based on input of arbitrary length. Any given input will always produce
the same output call he hash. If an input bit changes, the output hash will change
significantly and in a random manner. In addition, there is no way the original input
can be derived form the hash. The two of the most common used hashing
algorithms are MD5 and SHA1. This cryptography hashes are normally used in the
forensics field as a tool to ensure data integrity. A cryptography hashing function or

algorithm has the following technical characteristic:

e A hash algorithm transforms an arbitrarily block of data into a large number

called a hash value

e The value has no correlation to the original data, and nothing about the

original data can be inferred from it

e Small changes in the original data produce large, essentially random

changes in the hash value

e Generated hash values are evenly dispersed throughout the space of possible

values(that is all possible values are equally likely to occur)

(CHRISTOPHER, B. 2006. P. 247)
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When a bit stream image of a digital device is completed the hash value will always

be generated and it is used to prove the integrity of the imaging process.

6.5 Case study: Forensic Examination of GPS receiver such as TomTom
GO 500

TomTom GPS navigation devices are one of the most popular kinds of Satellite
navigation devices in the UK, and are increasingly being examined in criminal
cases to identify data of evidential value. The navigation functionality of TomTom
device allows the user to plan routes, save favourites destinations, and look up
points of interest (POIs). The device has the potential to yield call history and
contact data if paired with phones connected to the computer, it acts as a USB mass
storage device. Newer versions have inbuilt MP3 players and picture viewers. The
TomTom receiver under the forensic investigation must follow the rules and
principle of carrying out the forensics investigation of digital devices as stipulated
in the ACPO guide lines. When the device has been collection for investigation the
next point will be the imaging of the memory found inside the device. This imaging
supposed to be done by the used of an imaging tool world wide known in digital

forensic communities.

6.6 The tools using for imaging GPS receivers

The tool used for imaging TomTom receivers are many out there such as Forensic
Tool Kit imager V2.5.4, Blackthorn, Encase version Six with the used of Write
Blocker and Helix 3 ISO with the used of DD command. The tool that was used to

image the TomTom device used for this project was Helix 3 ISO with the used of
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DD command lines. The Helix 3 ISO is a customized distribution of Ubuntu Linux
and it is more than just a bootable live CD. It can still boot into a customized Linux
environment that includes customized Linux kernels, excellent hardware detection
and many applications dedicated to incident Response and Forensics. Helix works
properly and do not touch the host computer and it is forensically sound. This Helix
product do not auto mount space or any attached devices. A copy of the helix

software was downloaded on their website and backup on a CD.

Bootable disks containing a clean operating system and specialized utilities are not
new to the security arena. For some time now, information security professionals
have used the Trinux boot floppy disk, which contained a stripped down version of
the Linux Kernel. Bootable CD-ROMs allow the investigator to reboot a suspect
system to the “clean” operating system and utilities, allowing for on site static bit
stream disk image collection and analysis. The bootable CD-ROM can be used to
host the base operating system and tools used by an investigator during live
investigation in suspect net environments. By using write protected media, the
investigator can keep the base operating system and utilities safe from compromise,
or at least permanent compromise. The Helix 3 CD ROM provides users with a full
desktop platform and is configured to leave little or no disk artefacts. The platform

is of great interest to users conducting criminal activities and misuse.

(CHRISTOPHER, B. 2006. PP. 230 - 231)

6.7 Imaging TomTom GPS receiver

Before starting the imaging process we must make sure that there is enough free
space to put the image. A 500 GB external hard drive which has an NTFS file

system was use as the destination device and the TomTom receiver was about 254
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MB. The external hard drive was connected via a USB. And the computer was been
boot from a bootable CD of Helix 3 ISO and follow the on screen instruction.
When the Helix CD opens in to the GUI, we select application and choose Forensic
IR and from there we select Adepto. Adepto is one of the programs found in Helix
3 ISO which is used for imaging. The advantages of creating a disk-to-disk bit
stream image are that the resulting evidence disk can be mounted with write
protection in a forensic workstation and many different tools can be used for
evidence analysis. The second point is that it maintains the integrity of the
suspect’s drive by automatically calculating of the hash algorithm, which will use
to later verify the disk or image integrity. (See the screen dump below)

(CHRISTOPHER, L. 2006. PP 242 — 243)

6.8 Methodology of imaging TomTom One GPS receiver

Before starting the imaging process we must make sure that there is enough free
space to put the image. A 500 GB external hard drive which has an NTFS file
system was use as the destination device and the TomTom receiver was about 254
MB. The external hard drive was connected via a USB. And the computer was been
boot from a bootable CD of Helix 3 ISO and follow the on screen instruction.
When the Helix CD opens in to the GUI, we select application and choose Forensic
IR and from there we select Adepto. Adepto is one of the programs found in Helix
3 ISO which is used for imaging. The advantages of creating a disk-to-disk bit
stream image are that the resulting evidence disk can be mounted with write
protection in a forensic workstation and many different tools can be used for
evidence analysis. The second point is that it maintains the integrity of the

suspect’s drive by automatically calculating of the hash algorithm, which will use
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to later verify the disk or image integrity. (CHRISTOPHER, L. 2006. PP 242 —
243)

Identification of the source and destination drive: The source and destination drive

need to be mounted and check before an effective imaging process can begin. The
destination drive was mounted by clicking on the drive after been connected via
USB and choose mounted. This will enable us to know the name and the partition
of the drive because it is useful during the entering of the dd command. The Source
drive was identify as “sdc” and the destination drive as “sdb1” Thereafter the both
drives are unmounted and will then be mounted with the use of dd command line.
Since the destination drive has the New Technology File System (NTFS), the force
command was used to mount the NTFS file system. The command been used is

“sudo mount —t ntfs-3g —o force /dev/sdb1 /media/sdbl. (See screen dump below)
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Figure 6 - mounting the device

The Adepto is a Graphical User Interface (GUI) front end to dd commands and was
designed to simplify the creation of forensic bit images, and automatically create a
chain of custody. The Adepto has several features and abilities, they include the

following:
e Auto detection of IDE and SCSI drives, CD-ROM, and tape drives
e Choice of using either dd, dcfldd, or dd command line

e Image verification between source and destination that is the MD5 or SHAI
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e Wiping or Zeroing drives or partitions
e Splitting images into multiple segments

e Detailed logging with date time and complete command line used

6.9 The Adepto Forensics tool

When Adepto is started, it will prompt you for a username and a case number. This
is a perfect way for keeping track of multiple cases, as well as maintaining a chain
of custody. The case number is based on the current date but can be modified to fit
the format of any case numbering system. When those to information is entered
then click on “GQO”, the program allows access to another window with tabs like
Device info, Acquire, Restore/Clone, Log, and chain of custody. This window is
where all the other information is entered before acquisition can begins. (See screen

dump below)

(Screenshot of the windows of Helix 3 used for imaging TomTom one)
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Figure 7 — Device Info

Device Info: The device info tab is used to display information about the various
devices the have been mounted on the system. The name of the device that we want
is selected from a pull down window. In this case the drive known as “sdc” was
selected and it is our source drive which is the TomTom one to be imaged.
Immediately the drive was selected, the information about it will be seen, such as
the size, model and the name of the drive. If should in case the drive does not

appear, the “Rescan Devices” button should be used. (See screen dump below)

The Log Tab: The log tab will display the log of all the action that has been used in
order to image the drive. And it is here that the hash value (MD5) will be seen,
which is of course to prove the integrity of the drive been copied. Forensically it is

proven that every thing is done as it should be, if the Message digest 5 (MD5) of
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the original drive is equal to that of the copied image. (See screen dump below)

(Screenshot of the window where information about the drive to be imaged is

entered)

File Help

Start | Device Info | Acquire | Restore/Clone | Log Chain of Custody

Sun Apr 3 »:16:39 UTC 2011

Sun Apr 3 19:14:29 UTC

3 19:14:29 UTC 2011

Add Comment to Log... |

Progress

|VERIFY SUCCESSFUL

Figure 8 - Logging

The Acquire Tab: Once a device has been selected, the Acquire tab will become

available, it is here that the destination drive was been entered or selected. In this

case the destination drive was “sdb1”. This is where our bit stream image will be
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place after the imaging process is completed. When the destination drive has been
entered in the mount point, then the bit stream image process is about to begin. This
process should not be disturbed until the whole imaging process is completed. (See

screen dump below)

The chain of custody: The chain of custody was created automatically based on the
device that was imaged. In forensic investigation the chain of custody is also very
vital because it tells the examiner all what he has been doing in the past. And
during the imaging of the TomTom one drive the Adepto program created a chain
of custody base on the information entered, such as the username and the case
number. The Chain of custody must remain unbroken to prevent evidence from
being disqualified. In legal proceedings, a common method of disqualifying
evidence is to argue that the custodian has failed the chain of custody requirements.
A related acquisition is that evidence has been tampered with, which is often a
plausible argument unless it can be proven that mishandling never occurred. (See

screen dump below)

(Screenshot of the chain of custody of an imaged TomTom one device)
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Figure 9 — The Chain of Custody

The imaging process of TomTom one was completed and the hash value was also

generated which is a proof that the integrity of the bit stream image of a GPS

device is guaranteed. The next step of the process will be the analysis of the imaged

TomTom One device.

6.10 The Tom-Tom evidence analysis

There are a number of tools in market doing the data analysis of the evidence being
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acquired. Such tools are TomTology, FTK AccessData Imager and lots of others.
TomTology will automatically decode all of the information found on the device

and will give detailed information about the following
e Home location
e Favourites
e Recent Destinations
e List of addresses that have been entered manually
e The last journey
e The location of the device (if it has last fix )

There is much information that is useful inside tom-tom that can easily be decoded

for use in forensics analysis

6.11 Deleted Spaces on Device

A lot of useful information can be found in the deleted space on a TomTom.

Unfortunately, if the user has reset their device then no live information will be
available. If not, in the deleted space, records of previous journeys plotted as well
as potentially the actual GPS position of the device when the journey was plotted
and it’s last GPS fix for that journey can be extracted. When a journey is plotted
using a TomTom device, it takes the current GPS position of the device as the start
point of the journey. Until the destination is reached the TomTom stores both the
Origin and the Destination. If a wrong turn is taken in the journey the TomTom will
initially attempt to make the user turn around or will try to steer the user back on

the route. If this fails then the TomTom will be forced to re plan the journey. In case
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of this type of situation, the TomTom will again take the current GPS position as
the origin, leaving the destination the same. When examined, the last journey origin
will definitely be a place where the TomTom has been but it may not be the place
the entire journey started from. The TomTom always records where it is when it has
a GPS fix, this is the last GPS Fix. It may be in mid journey if the TomTom was
turned off mid journey or it may be a place where the TomTom has been turned on

since. Like the last journey origin, this is a place where the TomTom has been.

(ANDY, S. 2008)

6.12 Files of Forensics interest

Files of forensic examination interest are files that contain information about the
movement of the suspect and places where the GPS devices have been. Such files

arc:

Live CFG file data

e Live phone numbers( if the TomTom has been paired with a phone)

e Device information

o All deleted CFG files

e All locations found that are no longer in a CFG files(orphaned locations)
e All recovered phone numbers

In any location been discovered, can actually be viewed in a Google maps if there

1S an internet connection.
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6.13 The CFG Data Files

The CFG files contain all the location that has been entered in the device even the
ones found in unallocated cluster which has been deleted or overwriting. It means
that in an investigation of TomTom devices, the CFG files are one of our main
priorities. In this case study, the TomTom One bit stream image has about nine
hundred and forty six entries in the CFG files. Clicking on the arrows or by typing
the number directly into the box and pressing enter, we will be presented with the
address that has been entering into the device. It is also possible to see the previous
journey and previous GPS positions of the TomTom In this first entry, we will see
the addresses entered into the device including the postcode, house number (if

entered) and the latitude and Longitude.

6.14 The Orphan Locations

The Orphaned locations are locations stored on the TomTom that were originally in
a CFG file but due to the constant writing to storage, they are no longer found in a
CFG file. These have been termed “Orphan Locations.” According to Andy Sayers,
these address may be those that the header of the CFG file that were originally
residing within has been overwritten and so they would not be present in the
“Found CFGs section. These Orphan locations can also be of potential evidentiary
value and can be viewed by clicking on the Orphans tab. Functionality has been
provided to view each location once if it is identical to another found location. This
is enabled by default but can be disabled by clicking on the “Show Unique Hits

Only” tick as seen on the screen dump below. It is also possible to show only
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organs of a certain type e.g. Home or GPS Pos this can be implemented by using
the filter drop down menu. These Orphans location will gives us the addresses, the

users has entered which can not be found in the CFG files.

(ANDY, S. 2008)

6.15 Data analysis with FTK AccessData imager

FTK imager is a tool like TomTology which is gathering information and make it
accessible from the examiner when he acquires computer evidence, so he can use
FTK Imager to create an image of the source drives or files. He can also create a
hash of the original image that he can later use as a benchmark to prove the validity
of your case evidence. FTK Imager verifies that the image hash and the drive hash
match when the image is created. After you create the image and hash the data, you
can then use FTK to perform a complete and thorough computer forensic
examination and create a report of his findings. In the figure below we will see how

the image is mounted into the forensics tool for analyzing data.
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Figure 10- Image as Source Evidence

After the image is mounted in the tool we will have the tree internal file system
ready to be analyzed , the internal FAT32 file system will be divided on two
different tree catalogues , the root catalogue where the whole system is saved and

the unallocated space where an examiner can search for slack evidences.
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As you can see in the image below there is a specific place in memory where an
examiner can find evidence. There is a different representation where at the left
side we can see data to be represented as where they located in memory in
hexadecimal format and at the right side we can see data to be represented in clear
plain text. At the picture below we can see some coordinates that we found using
the tool .there is a specific reason of the different representations .There are non-

resident data and resident data or the actual data that are important to examiners.
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As we can see below we have an image captured that shows the whole picture of

FTK imager forensics tool
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Figure 11 — AccessData tool

As you can see in the above image we have mounted the TomTom OS image taken
with the adepto tool which we saw at a previous chapter. The AccessData FTK
Imager screen is divided in several windows and inside of them we can have a lot

of useful information.
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6.16. Data representation

After finding the data inside the file system and after exhausting search we can now
represent the data at the map using poi Edit, attaching latitude north and east

coordinates to represent the location
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Figure 12 - POI edit showing position

So at this chapter we saw how the investigating process talking place using tools
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and methodologies for catching searching and representing data on the map
showing useful information about the location of the person that is being accused.
The question here is “can we implement the PKI methodology for achieving
authorization and be authenticated before we start processing and analysing data?
and the answer is “yes” , so the importance of being authorized and be identifiable

has its own value and must be implemented.

7. The Systemic approach of the encrypted coordinates

As we saw at some chapters previously, there was being implemented a standard
methodology for the acquisition of the forensics evidence. In this chapter we will
see how we can move further a step and to build a system inside the embedded
device to automatically encrypt the GPS coordinates for confidentiality and
removing the vulnerability of plain texts and public expose of the evidences.
Encrypted evidence can only be acquired from authorized persons such as
investigators providing their secret key for authorization, sign them for verification
and implement hash values for integrity. It is generally accepted that the digital
evidence should be hashed before and after the acquisition for the importance of the
evidence integrity, as the investigators need to show the correct evidence to court.
The integrity with the accompany of encryption make things more secure end at
least more confidential preventing flaws and possible threats altering the data
before they will be acquired. There are many things to be considered in this
research as it has many problems to be solved, and for that we will discuss it later

in this assignment.
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7.1 Problems to be solved by implementing the systemic methodology
for evidence acquisition

There is a consideration generally in the forensics community about and how
digital investigators can be absolutely certain for the realness of the collected
evidence. In every day life there have been many cases that have found a haven of
terrorists with electronic devices that hide important information that should be
investigated. There is a time frame between the crime incident and the authority
response witch can give the opportunity to the criminal to take serious actions for
altering the data or wiping out any electronic information. That information can be
found from the authorities and finally lead them to sufficient conclusions for the
crime scene and also show them the way to the criminals. This time frame should
be narrowed and if it is possible it should be eliminated. The information must be
located inside the electronic devices in a secure manner to make criminals life
difficult and to prevent them from reading the information trying to learn about the
places that the original holder of the device was visited. In such cases this
assignment gives suggestions about how to secure the digital information. The
systemic approach shows that there is a way of securing the data. Specifically the
GPS receivers provide valuable information and thus it’s forensically accepted that
the investigation can make huge steps and find the leads easily if such a device
exists at the crime scene. The public key cryptography can give authorization to
investigators and also can provide encryption to those valuable data such as GPS
coordinates. Information security gives the fundamental implementation of public

key cryptography and its benefits.

Like I said before digital evidence provide lots of information especially if it
comes from GPS devices. Most of those devices are holding evidence for a sort

period of time until the GPS receiver start function again and begin collecting new
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coordinates from a new location. In fact this situation can show to us that there is
not an actual reason to encrypt GPS coordinates that holding the current location.
The main reason for implementing this methodology is to keep historical GPS
coords and other files contain valuable data with forensics interest in a secure
manner in some hidden place in memory. Of course there is a way of holding
current location GPS coordinates secure inside the memory, but in some other place
less suspicious and more secure inside the file system, something like a back up
file which will be overwritten in a specific timeframe after it receives the new data.

The diagram below shows how that should be implemented

T GPS receiver
(Signals) —
NMEA
compatible

PKI - Signed Coordinates
NMEA Data

A 4

Flash Memory - SD card

Encrypted NMEA Data stored
in hidden place inside the file
system

A 4

v
NMEA Data in Plain
text

Figure 13 — Diagram showing the encryption store procedure

The above diagram shows that there is a need of two files to be saved, one file in an
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encrypted format and another file in plain format for the reason explained before.
The timeframe which will overwrite the coordinates would be calculated and after
some minutes the other file which holds the encrypted coordinates will get
overwritten with the new encrypted coordinates. This technique will prevent from

losing current data.

7.2 The encrypted coordinates and the interactions with installed
Applications

Generally most devices these days are “smart “ Devices = implying that many
applications are installed performing different actions and tasks from holding files
saved , capturing videos , even watching movies and hear music. The most of those
smart devices have preinstalled the GPS receiver which gives the significant
meaning that GPS is a really valuable tool that every person needs these days. But
also other applications need GPS receiver’s coordinates, such as applications which
store photos in an organized manner performing tasks like GEO-tagging pointing
the spot that the specific photo was captured. So it is very common truth that GPS
receivers enable other functionalities inside the device and so they have to
implement a function to achieve those coordinates. In our case GPS coordinates are
encrypted with a private key awaiting the public key to decrypt them. So
applications must obtain the public key from the file system and use it for
decryption and to be authenticated. My proposition to this is that it has to
implement an interface between the main functionality of the app and the input
reception of the coordinates just to decrypt and receive the coordinates in a
readable format such as NMEA format and that has to be applied in every
application which deals with the GPS coordinates.
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Figure 14 —Smart Phone Applications

So as you can see above there are hundreds or thousands applications that are
available to be installed to our smart phone or even other devices. The diagram
below  shows  the  thinking of the implementation of the

API.

Application

API — using public key to
decrypt data

File Holding Encrypted
Coordinates

Figure 14 — Application Verification and decryption Layer
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7.3 System deployment and implementation

In this research the main consideration for deploying the system is to make the
evidence acquisition happen straight from the GPS receiver to encrypt the data and
finally store them to the SD card. The importance of the system to entrance
between the GPS receiver and the RAM is crucial because as we know from the
familiar problem of file slack, drive and memory slack , the evidence will spread
into the file system , for example without being wiped out after deletion. Below

figure 5 shows the implementation diagram.

T GPS receiver
(Signals) —
NMEA
compatible
- PKI - Signed Coordinates
NMEA Data
\ 4
Flash Memory - SD card .|  Encrypted NMEA Data

Figure 15 — implementation diagram

As we can see from the diagram our system is a PKI based with a man-in-the-
middle approach between the receiver and the SD card witch means of

implementing digital signatures and public key cryptography. We will discuss later
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on about how this PKI system will finally be implemented and also how the keys
will be generated and stored inside the file system. The reason that we use the Flash
memory in our diagram is because of the use of the TomTom GO 500 device which

1s based on SD cards.

7.4 Inside the GPS system — Applying the technology

As we mentioned before the systemic approach of encrypting and signing the
evidence within the GPS device, in my opinion is a very important step because it
releases the investigator from the feeling that the evidence have been compromised
and altered in some way before the acquisition is made. As we agree with this I will

explain how this system will function and how evidence will be kept securely.

First of all the main job is to provide an accurate acquisition on the evidence
capturing them from the receiver as we said in a previous paragraph. This will
happen with some low level programming techniques that will help us making the
right actions on the chipset that communicates with the device driver at a specific
port. Specifically there is a need to provide force connectivity to the pins that
control the I/O functionality. As I have studied the ARMIT microcontroller I found
specifications and libraries that helped me to understand the PI of the hardware.
Finally the conclusion comes from the use of GPIO chipset functionality that is
connected to the GPS receiver through 16 or 32 pins. As in the case 1 have the
control of GPIO there is a need to synchronize the bit rate with baud rate
configured at 11200 bits/sec clock through the chipset UART that is being
responsible of transferring the data streaming from the hardware device GPS
receiver to the application through specific kernel system calls. The GPS device is

NMEA compatible and the data will be shown in NMEA format on the screen.
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After the data will be acquired the UART will transmit them in a sequential fashion
and the GPS coordinates will be shown on the screen or will be saved into a .cfg
file. Ideally the main purpose of capturing the data has been reached. The GPIO
driver source can be found on /drivers/Barcelona/GPS/.  The program is been
written in C++ and is been mounted at the APPENDIX of this assignment. The
next step of course is to analyse the programming functionality as through the PKI
model after the coordinates has been reached. The GPS device is attached to the
second UART of the S3C2410 .There is a header file defined on lib Barc_gps.h that
uses GPIO registers and configures them for specific memory locations. In order
for the TomTom GPS device to function there have to be some modifications of the
registers such as shifting left or right some bits for example as we can see from the
class reference above SET GPS GPH has to be shifted like 3 << 20 or 3 << 18
depending on the GPS model (TomTom GO 500,700 ...).those modifications will
function to the Barc gps.h lib. After build from source we need to compile and

make the new S3C2410.0.

24 #define SET GPS_OFF {~(0x04007

25 #define SET GPS CN {0x0400)

26 #define SET GPS_SET (0x0Z00)

27 #define SET GPS RESET  ~(0x0200)

25 #define SET GPS _UPDATE ON  (0x000Z)

29 #define SET GPS _UPDATE OFF {~(0x000Z 7))
30 //#define SET GPS {~{(0xf<<l6) | Ox£))
31 //#define CONFIGURE GPS [ [5<<16) | 6)
|
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33 f* Configure GPG REPROG for GPI +/

34

35 #define JET GF3 GFG (=03 << 27 | (3 << 01)]

36 #define CONFIGURE GP3 GPG | ((1 =< Z) | (2 << 01))

37

35 ¥ Configure GPH RUN/REIET for oGPPI */

39

40 #define 3ZET GF3 GFH [~{03 << 207 | (3 << 18]
41 #define CONFIGURE GP3 GPH ( ({1 << 20) | (1 << 18)))
42

43

44 ST odelay */

45

45 #define DELLY SMALL 1

47 #define DELAY HIGH 2

45

49 LOCAL TINT3Z gs3iGpsMajor = BARCELONA GP3 MAJOR NUMEER:
50

51 A% forward declaration */

EiE

53 LOCAL INT3Z gpsOpen (struct inode &, struct L£ile *);
54 LoCAL INT3Z gpsloctl {struct inode *, struct file &, TINT3Z, ULONG):;
55 LOCAL INT3Z gpsRelease {(struct inode *, struct f£file #);
5& FHendif

57

58 [H#ifdef cplusplus

B ¥

Al C#endif /*  eplusplus */

61 #endif /*  INCgpsh */

G2 =

As we can see at the source code above this is a part of the TomTom GPS driver
that shows that Macros are placed in memory in standard places and also define run
reset or reconfigure GPS functionality representing the shifting bits that have to
occur for making GPS work. The code above is a part of another code that implies
a communication port to GPIO pins. The main activity that has to be done under
technological aspects 1s to find the way to plug into the driver the code that can

apply cryptographic methods to encrypt and sign data after they will be received
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7.5 The embedded PKI system functionality

Ensuring of the data has being reached we can now manipulate the
coordinates. The use of the first approach which is the private public key generation
functionality, and after that the keys will be stored somewhere in file system.
Secondly the SHA algorithm version one will be used to make a hash value of the
Data. After the hashed value is done, the private key will be used to sign the data in
a way ensuring the validity hosted coordinates inside the device .the investigators
public key will be used for the encryption of the data ensuring confidentiality of the
encrypted data. At this point there’s a lot of consideration about the creation of the
investigators keys and of course the whole creation of the infrastructure behind this,
such as how it suppose to be implemented, the general acceptance of this
infrastructure and finally the cost of implementation. Afterwards of the systemic
procedure the encrypted file with the extend .cfg that holds the GPS coordinates
will be kept inside the SD card of the GPS receiver holding the coordinates in a
secure manner. As we can understand from this system, it’s all about the interaction
that is provided between the public keys from either sides, the investigators side
and the device’s side, performing a mutual authentication between them. At Figure-
6 below we can see the diagram that shows the methodology of public key

encryption and verification accordingly to each side.
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From the side of the GPS Device

GPS coordinates in

PA - Public Key
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Encrypt and Sign
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Y
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generator

A 4
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From the side of the investigators Authority

Prosecuting Authority
of Cybercrime - PA

Key

generator

A\ 4

PA - Public Key

A 4

PA - Private Key

.| Device - Public Key

A

y

Integrity
Check —
Plain Coords

Encrypted and
Signed hash -
Plain Coords

GPS Device side

y

NMEA (On
Success)

SHAT1 Hash

Decrypted and
Verified hash -
Plain Coords

A

Produced SHA1
Hash of Plain

A\ 4

SHAT1 Hash
Generator

1

At the above example there is a fact that we have to consider. The key production is
becoming very important because we need a trusted Certificate authority to take

advantage and implement the mechanism that produces the private and public keys

80



that endlessly will be used for authentication and authorization of the investigator.
In this assignment I recommend that the CA has to be the Prosecuting Authority for
Digital crimes. Specifically for the GPS devices its common truth that today more
and more people use the devices location to move to different geographical places.
Most cars today have in the stationary location devices as a standard equipment
witch shows that the comfort of having a GPS device is becoming more and more
popular these days. In this study it is important to say that the processing time for
computation of the signature, encryption and verification of the Data it is not such a
costly process from a time perspective, because the investigation itself is a slow
and time consuming process that takes day’s even weeks and months to be

completed.

7.6 The Certificate Authority

As I mentioned before there has to be a Certificate authority for managing the key
generation and distribution to the devices across the country or even a continent.
Also there is a need for creation of the digital investigators team that should be
evaluated to be authorized to conduct digital investigations in such devices like
GPS receivers. There also has to be a built in policy for the creation and evaluation
of rules that will perform a full set of principles to be followed from the
investigators to finally do their job. All the GPS devices must be loaded instantly
with the cryptographic keys before they go out to market. The process is likened to
the introduction of a new drug to market by a company which must first pass an
inspection by the national drug agency to evaluate and standardized for the sake of
public health. Of course the keys must be stored inside the devices in a digital

envelope named with an encoded format without prompts for suspicious behavior.
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Generally in the situation of the GPS receivers we need to accept that , those
devices can be found inside to almost every PDA device that is about to be

produced today in the markets.

7.7 Case study: Applying the authentication Mechanism

At this point of this assignment I will show and explain the steps that needed for
implementation and deployment of the systemic approach of the public key
encryption methodology for providing authentication trust and integrity of the
valuable data inside the GPS Device. As I mentioned before the system’s intention
is to get into the middle of the GPS receiver and the system memory to achieve the
coordinates to encrypt them using RSA encryption algorithm and finally to save the
file. So I have build and compiled encryptData.cpp for encryption and signing with
following signature procedures using the private key and verifyData.cpp which is
making the verification of the signature and decryption of data. Also there is
another in C++ that is using liberyptopp.cpp and libcryptopp.h. The first program
activates the GPS receiver and the second gets the output from the first program
creating the private and public key and the file containing the signed GPS
coordinates. The two programs are installed into the GPS device as well as
statically linked with the appropriate libraries as libcryptopp++.a witch implements
some of the functions used for the RSA encryption. The encryptData.cpp program
also uses the investigators public key to encrypt the coordinates. This chapter will
show these deployment steps of those programs and how technologically can do
our work. At this point I want to mention that this implementation is just a
demonstration of what the thoughts are and what the special meaning for this effort

1S.
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7.7.1 The communication port with the TomTom and the problems
being faced for achieving correct functionality

The programs are being deployed using the Minicom program for establishing a
communication port through rfcomm sockets via Bluetooth service connection. The
programs have been transferred and loaded through zmodem file transfer protocol
and the communications port speed for transfer rates settings adjusted to 115200
bauds. The executables Linked statically through ARM compiler especially for
being executed by the arm processor. The GPS device TomTom GO 500 has a
limited memory as many embedded system devices so they need some extra space
for static memories to swap and use them for programs execution. At this part 1
have being used a flash memory in about 2 GB for this purpose. In order to avoid
having unwanted situations such as being out of memory there is a need to increase
memory by stopping the ttn application which is responsible for holding the
interface which shows the map, continuously on screen absorbing lots of memory
capacity. Under these circumstances it is better to kill the ttn application and after
the memory is released, to start the ttn again. So it’s something about to sustain the
device in function mode without to be reset of the system. This situation releases
lots of memory and applications which are large enough can function correctly. In
our situation libcytpo++ library is quite big and if this library will be linked
statically in the application makes the app quite bigger and needs lots of memory
for being executed. The resulting problem in that situation if we don’t take
measures for memory overloading is that the application cant execute and it causes
a freezing screen which don’t give us the ability to do anything further just to reset

the device and start over again.
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7.7.2 The deployment process

At this point I will show the process of deploying the executable applications that
produce the private and public keys as well as the signed and encrypted files. First
of all we need to connect to the device to promote into the device the applications
that do our job. The way we achieve this is by grabbing a Bluetooth communication
port and using rfcomm to bind a socket to establish a communication port for

listening via specific channel with the right bandwidth.

Session Edit View Bookmarks Settings Help

data.chk voices <>
encrypted. txt wildtom

# 1s

Australia-3dacebe6.mds helloWorld

CurrentMap.dat itn

Great Britain-2458b013.mds libaec.so

Great Bri [zmodem upload - Press CTRL-C to quit]

README.bt |Sending: main

TomTom-Cf|Bytes Sent: 833536/12478742  BPS:46940 ETA 04:08 |

USA and C

USA and C

USA_and _C

United St

UserPatch

art

bin shell
btconsole signature.txt
connect2internet.db sounds
connect2internet.so suspend. bmp
connect2internetdb.ver ttgo.bif
contacts ttsystem
data.chk voices
encrypted. txt wildtom

# rm -rf main

# lrz

..Z walting to receive.**B0100080023be50
CTRL-A Z for help |115200 8N1 | NOR | Minicom 2.3

|| @ shell

| VT102 | Online 00:06

Figure 16 — Minicom on transfer mode via zmodem
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Minicom is a text-based modem control and terminal emulation program for Unix-
like operating systems, Minicom is a menu-driven communications program. It also
has an auto zmodem download. zmodem is the protocol used for transferring files
from, to the device. As we can see at the image above the file transfer from Linux

pc to tomtom device with zmodem.

Welcome to minicom 2.3

OPTIONS: I18n
Compiled on Oct 24 2008, 06:37:44.
Port /dev/rfcommZ

Press CTRL-A Z for help on special Keys

AT S7=45 S0=0 L1 V1 X4 &cl E1 QO

BT= CMD

BT= CMD AT S7=45 S0=0 L1 V1 X4 &cl E1 QO
;’mnt,el’sdcardfwildtom;’btshell: 14: AT: not found
BT=

Figure 17 — Minicom Welcome page

Before transferring the files into the device we have to build and compile the code
using specific compiler for running in the device. The compiler is called arm-
Linux-g++ and used only for ARM processors just because of the different memory
mapping that give different instructions for the binaries to be executed than Intel’s
processors. Also we need to compile and build from source our crypto library
called libcrypto++ which have our needed routines that gives as the solution of

RSA cryptography using hash algorithms such as SHA1 for integrity purposes . At
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the picture below we will see how we can compile the source file to run under

ARM processor

root@bt: ~ - Shell - Konsole <2>
Session Edit View Bookmarks Settings Help

: arm-nux-g++ -0 man main.cpp —usr,{::a;crogcc-.3._gc-2. ]
lude/ -L/usr/local/cross/gcc-3.3.4 glibc-2.3.2/1ib/ -lcryptopp |}

(%)| @ shell |

Figure 19 — using the specified compiler

At this point I have to mention that we need to compile the source file to build the
binary with the libraries attached in it using static libraries. That is happening
because the SD card is NTFS formatted and if we pass into the device the shared
libraries we just can’t create symbolic links to the library path to use them. It just

doesn’t work with NTES or FAT.

There are some problems added to all this such as the familiar problems like

stocks of memory. This is a huge problem because libcrypto++ is quite big library
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containing many files that are connected to each other. The solution to all this is

that we need to free some memory to make the programs run.

#! /hin/sh

killall ttn %£&
while (true)

cdo

echo YO > /fdewv/watchdog
sleep 10

done

As we can see at the code above we just need to kill ttn application because it uses
to much space in memory and to try to sustain alive the watchdog daemon. If this
will be succeeding then there will be free memory available to run the program. If
the above scenario doesn’t work there is another scenario being available such as

like the code below

#! /bin/sh

# Suspend ttn
killall -g -3IGSTOP ttn

cd Swnt/sdeard/
. ENCEYPE

# We're done, let ttn continue.
killall -g -3IGCONT ttn

87



At this solution we just stop ttn program which is responsible of showing the touch
interface with the maps and the available apps offering by tomtom ,and we run our
binary .After that situation , we sent a signal to the kernel to continue running the

ttn application .

installsh Barc gps.so  MelOWorld oo ngr  gab68 0
root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

# /mnt/sdcard/bin/dogfeed: 7: Syntax error: (" unexpected
ttn &
# malloc_init: Using mmap for malloc of 64 kB and larger
Checking whether btserver is running (bluetooth)
ting [pidef 'btserver' > /var/run/temp.txt]
4 RECEIVED SIGNAL 17 [errno 0, code 1]

HH## Sent by process: pid 3315, uid 0

gl #### Exit status: 0, user time: 2, system time: 2
## RESUMING
Error returned: 0
succeeded in opening /var/run/temp.txt
bluetooth available = 1
GPI0 device opened
Opening in MASTER mode
The framebuffer device was opened successfully.
InitScreen: 240x320, 16bpp - portrait - fake: 320x240
The framebuffer device was mapped to 0x40275600 successfully.
Initialized touchscreen

M|Initialized remote control

'/ Copying global settings to SD card...

i1Boot loader version "4.86"
Boot loader version reduced to integer 48600
CLinuxDevice::0sVersion : [2.6.13-1t2344]
Total Memory Available 30937088, Slack 1024
GPMA: CachedBoot (from /var/log/meminfo.boot) = 10460 kB
Maximize name cache: 2348kb free, 4800kb possible cache

112765 Admin bufs desired, max -10852
Maximize name cache: 1884kb free, 4928kb possible cache
Copying global settings to SD card...

CTRL-A Z for help 115208 8N1 | NOR | Minicom 2.3 \T102 | Online 00:00

[2] @ Shel |

Figure 20 — memory release

As you can see the picture above showing how much memory is getting free and
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that the free cache memory goes up to 2348kb from 4800kb. There is information
about how much memory is available it says that 30937868b and RAM slack
1024b. This paragraph indicates that those small devices such as tomtom have a

minimum percentage of memory.

Using the program to open GPS receiver and capture Data it’s obvious that the GPS

Data is under NMEA format as we can see below.

root@bt: ~ - Shell - Konsole Y
Session Edit View Bookmarks Settings Help

$GPGGA, 000211.991,,,,,0,00,50.0,,M,,,,0000*2D

$GPGGA, 000215.990,,,,,0,00,50.0, ,M,,,,0000*28

$GPGSA, AL, ,, 00 r4sss,50.0,50.0,50.0%05
$GPRMC,000215.990,V,,,,,,,020504,, ,N*48
$GPGSY,3,1,12,21,00,000,,10,00,000, ,25,00,000,,09,00,000,*74
$GPGSY, 3,2,12,07,00,000,,03,00,000,,11,00,000,,15,00,000, *7B
$GPGSY, 3,3,12,02,00,000,,30,00,000, ,01,00,000,,26,00,000,*7E
$GPRMC,000216.990,V,,,,,,,020504,, ,N*4B
$GPGSY,3,1,12,21,00,000,,10,00,000, ,25,00,000,,09,00,000,*74
$GPGSY, 3,2,12,07,00,000,,03,00,000, ,11,00,000,,15,00,000,*78
$GPGSY, 3,3,12,02,00,000,,30,00,000, ,01,00,000,,26,00,000,*7E
$GPRMC,000221.990,V,,,,,,,020504,, ,N*4F

$GPGGA, 000225.99%0,,,,,0,00,50.0, ,M,,,,0000*2B

$GPGSA,A, L,y 0 vss v 0044,50.0,50.0,50.0%05

$GPRMC, 000225.990,V,,,,.,.020504,, ,N*4B

$GPGGA, 000226.99%0,,,,,0,00,50.0, ,M,,,,0000*28

$GPGSAA L,y vsvvvr000,00.0,50.0,50.0%05 [
$GPGSY, 3,1,12,21,00,000,,10,00,000, ,25,00,000,,09,00,000,*74
$GPGSY, 3,2,12,07,00,000,,03,00,000,,11,00,000,,15,00,000,*78

|| @ Shell

i

Figure 21 — GPS coordinates capturing

So we can see how easy using a custom program we can take the coordinates from
the receiver. The step now that we have to implement is to encrypt those
coordinates and to sign them for authorization and authentication purposes. Before

the coordinates finally be saved into the file system. Of course the whole structure
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of how the data finally will be read from file system and the ttn application will be
changed but however this is something that will be under construction if this

system finally adopted from market.

7.7.3 The Examiner’s Role

The digital forensics Examiner has a special role as a criminal investigator to cover
a specific criminal case from the digital perspective of it. Examining Digital
Evidence is a unique and difficult situation where the person that is attached to the
role has to be checked and sometimes authenticate his/her self to approve that
he/she is the one that claims to be. The same thing is happening with the system
that keeps secure our information inside the device. The common logic says that
only the person that is authorized can have access to this specific information. The
scenario is like this. The Digital evidence is kept encrypted in a secure manner
inside the devices file system to avoid any suspicious action to happen. Only
authorized people can provide legability to approach the critical information. Using
a specific tool which can use the special private key that only the investigator has,
provide the ability to decrypt the data. Same thing from the device perspective .So
we are talking about mutual authentication. So the Examiner has the highest
priority to approach the evidence and his role is commonly the top role as it is

unique and he is the only person that can have access.

7.8 Privacy

In our case there is a need to provide Privacy restrictions to prevent from revealing

sensitive information. It is commonly truth that GPS coordinates are represent
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sensitive data that give meaningful information to unauthorized persons who
intentionally want to harm the holder of the device keeping the GPS coordinates
which in our case represent the sensitive information. In this situation it is obvious
that encryption, authentication and authorization provide a good protection against
criminal actions such as gathering and reading unauthorized Data which are
personal and highly sensitive. So it’s totally acceptable that mutual authentication is

covering the field of protecting sensitive Data.

7.9 Running the code

It is worth to mention at this point that the libcrypto++ library was too big and the
result was that the binary built and linked with static library was also too big. The
code run successfully into the backtrack Linux without memory problems. Below
we can see the public key and the private key that have being generated from the

execution giving a random key .

Public key

MITEIDANEgkghkiGOwOBAQEFAAOCAQOAMT IRCAKCAQE AELbpjCeElafakFEkGISEZ 1HygX
C4TECeOzRhEyT+ostaTLEchBoUERHZr Pu? +ivGimLeMx iJBl 6@ xo N,/ S c O xwa 7 pd o
fLOSvNeNjwvoDUyFePHIVIDyCwLbh UgSim 7 dATHE invpLHHr Ae e LETE£50E0c+x g jx Ol 1HD ]
3eWTMlghLJSJiteDEDEomSAfpDpO0phoyopmowuldbgHTeEZ 6eSFEv+2wlTindlp4+P2 laslh/ 1
UOOSNwED 2e54m3VDAdsERItEES LvMIlceHieEwsNTggEAd1E+ 1V 0/ S+ovenorw¥gt 6/ HLEQQT
SE2=dsGgEMh2t4ZstHe £ JBGukQIE

[T R R T I R Y
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Private Key

MITEwATEADANEgkaghkiGOwlEBAQEF AASCEEY gyl i AgELLO TR AQC YOO umMI4pRE 10 e 0¥ 1
faleOpeThoGlwTHNGFHILEiy1pys THsGhogodms,/ DwSWETO4t 425 I kGEr Gr3GhQ3 9Eqy3 S ZXH
EpDuklESM7 S 142 04+gN TIXMSEVITMP IL AL 3D yvhtOAkxeK6+kscesBYrEvxTp,/ nOHR = 7HNeCP
E6WTz0EdSTeWCEsnkmE 14eNAChkB+kOnSwH3 JCiaj CeXhuodRx / hp kU ThDViZ3ZWnid,/ b
VpelUD4Wa7TkZ +w30zP 2 ibdUNZ wFGOldncuswnVE4fAdd TCwloghp 2 UTEVI?SLEe J LgeivEiCSE
got/ 1ETwraxz wvaoQyHal hmyle 1+ MES6RAGER Lo IBEADpuC+aF 283 3nVitsVi+eFe/ GHx/ OGmT
wOOdpmEe R/ XipeTdmt K/ r2oieD3bYecESr EXHr O/ FneZ 63 Eq3 Jdko 19 aNESTETE? 70 Vv
XZzHH419tfojTHROChS IE+EBF S ZRL0efFaMdHv T 1OP+HO lwd s loaMLpdZ edH +3uTA KES
uJauiWIe I/ TeHf EEWEiRGEAATEL 1h5ALREI 2 lud4+00dgk IwaGd JHE HE8 163 t4+Eb th I wmnwlh
pRS IuSvAyUT4E JYERZaLRWe3 VeeKkyRp j4vExBups IvCOEWY 503 quie GHIHO1 ZhigE ) TCS
FEZOESfOUNWEZATLj4e+HEtLeCgYEAUIHB A9 EShadDIheel3is4c0Ne D Zdu+ZEH3 ue Igdku/ 0CD
1153wrfY7DCbSoret+6R0274ulN4F Tgoua RS2 TuVpE9Cye Y UM OV Sweal IMSS P HiC6FJLE
31GecEZhYotEGeHHAJEnO e jxcEPOEkn l JgTLENT 1 haVRAI M3 L yopSCgYEAON 1 qgC JyDSVSE
hheSoghpmElow?9TeeSI+ttglzELnjlidlgmip 22 4MsIJHA4+wP ZuEfsCwrLO9AE3 1 VdOZ 23033
douslhe 1 k+vola4XPTDDW? Azg0 Ly MunONgZw W7 sUTEMA =D JwFe L2 gBgpEvGZ 42 WAL 3 Pal]
S TnGoWAnNObSMECgYESNPegnyex ]/ SDPHUE T?3dZ9 Ime TOESInMA7YEuX 1g1 K6 PHOQrEGp &L
FexdWLwfEAASLEPIVNEZB+OuH Q1 A0=209 607 ?ETHDyoD,/ SoUswlv] likgb4d2 uWEFNM,/ uS6ha
dHdcd/ mHgTE I WGIwS LTIHETj6eSLohN7ekn+Z FrFperGuEEgOCHIshf TH1rc fr 7 Hw3Gomd =
2Y¥ecHXilIhbhbib9tDSoSMCYRWOREAUY ZVOETE TeqiNI HonswGEh TibC ZpwinGyEipSdefmx3Ga
EzecDdLNPauVr j2zEVLVpkdulEP / HUZd1lg¥r WP sBZdEVCESEMMOg =t ££al SGRIAK/ WS TsLvh
vhPEEwEBgOC1UefTpGdjZechNolepZhES=seBIlusWLii3SRQEyFRTAZpd+=VEaddxufnSkiélk
nibhZzwFLIyELHSgE W/ 80 lgepobIofE3DyWVaANeDgJ0OR13 1rdsjzoUblJXc£ATe?nWepIEdns
vELM&/ BarnyhnEnVEEaQGdgedRErmiTS 40 Zel =

Encrypted NMEA Data with investigator public key and signed with the device’s
private key.

hTDgENuIgE27007okhiGEPeHrWC S oot Co e58ceWVhITDSdJ4oxLCeXE4HICYwE JeBEEgp 1o
JJi+1NTIeDkSams Tnoh e W W ¥ EOfaki X3 v It ws 2422 0L TMd yRD iaadNHwEWE+cnb lyubzdyFh
J3qpp T/ +kpOdFDaCiNdte ldgVavneVir3 I91vOXE luaN Ip 90l EMZwI ZvwEP 3o 21 WWE CPW
RoQp+wE ITVwGHMdHiujdDEf i/ uCvhS0ouN e pPFnP2dl0fnai Moudgqrs+MHTv T4 IvahoIz62 2k
fUke¥4+kAZhE1psTPORBUZ ¢vO0dS+WE00OITZEHr Yomlinp+1L 10 Zen?3 Zbh3i9HOBILZiTai G5
BS03gq+oishwgEEw/ oddepHgTZLOC phUNp SORSNp a7 Sxap3 Raus 2 5Vgr ORUTkpNNnGEP 3m
SopnFWNSHNaCSEJS0EFS41UP P yERUL OS5 7PExpB/ 200 IwNOBINgS Vae0HA Q2 h I EUwd AV TUSH
ViS4

92



TLeErilm/ 4MTT4 IaxcLOsRORSVHO VX UlS IEETF pWo3 DM YIMsrbox 23 cRonrul YPF ndhz ud P
gulazZcoda+ibi Z2Uax7LkcE2zRkP46eeslor lEg goglalfvelSeHx++C ePraQeVyigllir e/ gl
GsLlfelADZjwlcUswaShENSrCopuSViGPwYLnwE1DuLhAORfUy+I96fkukl+]3WCHRAZN S aV
LourMr4TV142ETulfMewd3 IJiHRFssXxFePoxSCuwGaTisE/ 1M+ Ty e TP z+e 1PoSCJAgmeiw
gFObxGra4kZvE1hTddvb TegI Tnard48MlphnEFgl3is 1ol =9RDV4+3 7 Tu==

As you can see above we have the results from running the code. There are two
generated files one for the public key and the other for private key in base64
encoding format. Also there is an encrypted file that keeps data in encrypt format
and signed with the investigators public key. The result is that the only person who
will have access to read the Data is the investigator because he holds the private
key that it will verify and authorize him to see the encrypted Coordinates . in this
assignment we don’t have investigators private and public key so we use one

generated pair of public and private keys .

8. The legability of Forensics evidence

As we all know is that the evidence has to be legally examined and the examiner
carefully has to follow the law and the rules according to specific national laws for
evidence acquisition. Evidence is sensitive information with high value because
they can prove innocence or guiltiness of a person being accused. There are several
principles developed, for giving the specifications of the rules and regulations that
being organized under specific laws in different countries depending the national

law system.

8.1 Considerations of several factors of evidence Admissibility
In general there is no specific test that can be used to determine whether digital
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evidence possesses the requisite scientific validity. The court in Daubert suggested

several factors to be considered:

o Whether the theories and techniques employed by the scientific expert have

been tested
e Whether they have been subjected to peer review and publication.
e Whether the techniques employed by the expert have the error rate
e Whether they are subject to standards governing their application;

e Whether the theories and techniques employed by the expert enjoy

widespread acceptance.

The above factors are not exclusive and do not constitute “a definite checklist or
test”. So digital forensics evidence proposed for admission in court must satisty

two conditions

1. relevant ,arguably a very week requirement

2. Must be derived by the scientific method and support by appropriate

validation.

The important element of all this is that there is a need to standardize digital
forensics and to follow the rules by a relative way of judgments and criteria that

offer a trustful process by the courts and to increase admissibility.

9. Conclusion

Embedded systems are probably the fastest growing source of forensics digital

investigations this is caused partly by technological developments where
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everything gets smaller more portable and wisely connected the autonomous way in
which embedded systems operate and leave digital traces ,together with limited
ways for users to access these traces also contributes to their forensics relevance.
GPS devices have no security concerns inside, so there are many possible ways for
compromising information, having unauthorized access. The PDAs and smart
phones are gadgets that are difficult to avoid having these days. PDAs even GPS
devices called smart because they give very nice services to people using them. So
the criminal investigation has to focus to that increment of those devices that
people using to get help for doing many of their daily tasks. Crimes are more
digital these days and of course digital investigators have to prove for their integrity
as well as devices have to focus on secure data avoiding sensitive information of

being revealed. Also there is a need to ensure privacy especially in GPS devices.

10. Future Work

There are many things that have to be done in the future if we want to have a
complete work done for GPS security. First of all there the mutual authentication
process has to be implemented at lower levels with intervention to the driver and
then to pre-compile crypto libraries and the new driver with the kernel from source
code. There are other issues such as how memory will be occupied if such a process
will run, and how slower that process will be. Before doing all that, a statistical
analysis has to be developed to provide the insurance that GPS devices are highly
used in Greece or Europe and also to clarify that there are many crimes involving
GPS devices and to ensure the fact that investigators have been using those devices
as digital evidence to approve criminal actions. To this end, considerable attention

should be paid to the considerations regarding the loadable encrypted coordinates
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that might be overloaded and maybe after some time to corrupt the system.

APPENDIX A

libcryptopp.cpp

Z f#include <libeoryptopp.hs>
3
4 liheryptopp: @ liberyptopp( )
5 [?{
=] ¥
7
b= ~libhoeyptopp: : libervyptopp()
El [?{
10 }
11
1= public woid liberyptopp::storekeys{length,const std::string filenamel,
15 const std:istring filenameZ )
12 [
15 InvertibleR3AFunction parsgos;
16 AutoSeededBRandomPool rng:
17 paramws. GeneratelandomlithEeviize{rng, length):
15 ff Create Kevys
19 ESh::PrivatekKey privateEey({params) :
B0 F3h::PublicKey publicEevy{paraus):;
i privateKey.3ave{3tringl3ink{priv).Ref{))
E2 privateley.3ave(BasetdEncoder(new Filedink(filenamel.c str{))).Ref{));
23 publicKey.Save{BasetdEncoder{new FileZink{filenameZ.c str{}}}).Ref{}):
4 -1
E5S
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public string liberyptopp: iEevyitored{file}
=

string lines:;

ifstream wmyfile (£file);

if {myfile.is_openi})}

= o

while { myfile.good{} }

== {

getline {wyfile,lines);
lines.append{lines + "'n"});

E H

wyfile.close():

elge cout << "lUnable to open f£ile™:

return lines;

1

fithis function iz used for encryption
public vwoid liberyptopp: iencryptoppi{char const® zInputFile,string file)

=

R3AES PEC31v15 Encryprtor e{this.EKey3tored{file}}:
FileZource({ =zOutputFile, new 3tring3ink{ r )} }:
File3ource{zInputFile, true ,new PE EncryptorFilter{rng, e,
new String3ink{r))):

Filedource{zInputFile, true . new PE EncryptorFilter{rng, e,
new BasefdEncoder{new FileZink{zOutputFile)})}

1
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public wvoid liboryptopp::decryptopp{file)

{

R3AES PEC31vw15 Decryptor dec{Fey3tored{file}}:
StringZource({r, true new PE DecryptorFilter{rng, dec ,new FileSink{recovered)}):

ffthiz function generates a signatured f£ile
public wvoid liberyptopp::signature{file)
=

F4 3ign and Encode

R34334 PEC31wvl5 3HA Signer signer{Key3tored{file}):

FileSource{=zInputFile, true,new SignerFilter{rny, signer,

new EBasef4Encoder{ new File3ink{signature)}))}): // String3ource

FileZ3ource{ zInputFile, new 3Itring3ink{ = } }:

Ftringfource{ =, true new SignerFilter{rng, =Signer, new 3tring3ink{=ign))}):

1

Fithiz function iz used for wverification
public woid libervptopp::wverification {(file)
=k

Ff Verify and Recover

CryptoPP::R3A353A PEC31+v15 3HA Verifier verifier{Key3tored{file}}:
Stringhource{s+sign, true, new SignatureVerificationFilter{werifier,
HULL 3ignatureVerificationFilter: : THROW EXCEPTICH) ) ; Af 3tring3ource
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Libcryptopp.h

I m -] o A b W

L I S R T i T e e N i
L T B T O o o 1 e = I T =

#include
#include
H#include
H#include
#include
Hinclude
H#include
H#include
#include
CryptoPP:
CryptoPP:
CryptoPP::
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP::
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP:
CryptoPP:

using
using
using
u=sing
using
using
using
using
using
using
u=sing
using
using
using
u=ing
u=sing

<ocstdlib>
<Cryptopp/sha. hx
<Cryptopp/rea. hx
<oryptoppd hex. hix
<oryptoppfosrng. he
<cryptopp/osep.h>
<lostream>
<cryptoppfbasesd. he
<cryptoppffiles.he
HY A=A

i InvertibleR3AFunction;

AutoIeededRandomPool ;

(R3LAES PEC31v1S Encryptor;
tR3IAES PEC31wvl5 Decryptor;
rAtringiource ;
:PE_EncryptorFilter;

(PE DecryptorFilter;
rE3tringiink:

tR3AZSA PEC31wls SHA Signer;:

SignatureVerificationFilter:

tR3AS3A PECI1w1L SHA Verifier:
tS3ignerFilter;

tFileZourece:;

tFileSink:

tBasetd4Encoder ;
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27
2
29
30
31
32
33
34
35
i
37
33
5 5]
40
41
4z
43
44
45
46
47
45
49
a0
51
52

zlass libcoryptoppl)

I

private:

std::string cipher hold,priv,recover , r;

ffchar const® zInputFile

char constk

char constk

char constk

char constk
CryptoPP::3HLA hash:
std:istring

zoutputFile
recovered
Signature =
zFile :

=ign:

std::string =;

public:

likberyptoppdy :
~libceyptopp() ;

public wvoid storekeys{int length,const std::string filenamel

= "/mnt/sdoard/ nmea. tt";

riwnt/ sdoard/encrypted. CHET;
rimwntf sdoard/ recovered. tHET ]
"fmnt/ sdoard/ signature .. txt™

const std: istring £ilensgnez )

public
public
public
public
public

woid
wvoid
wvoid
wvoid

liborvyptopp:
liberyptopp:
liboryptopp:
liboryptopp:

rverification (string file):
rencryptopp (string file) :
r@ignature{string f£ile);
rdecryptoppi{string £ile) :

string liberyptopp: :Key3tored{string file}):
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encryptData.cpp

1

2 #include <termios.h>

3 finclude <fontl.h>

4 finclude «<=2tdio.h>

5 #include <stdlib.h>

& f#include <unistd.h>

7 finclude <errno.h>

= finclude <iostream:

=] finclude <fstresm:

10 finclude <liboryptopp.hs>

11

12 int  maind)

13 [HH

14 liberyptop lor = new liberyptopp() !
15

16 static int gpsfd = -1:;

17 const string pki-publickey:

15 const string pki-privatekey:

19
E0 gpsfd = open("/dev/gps", O RDUR):
E1 if {gpsfd < 0)
ez [ {
E3 printf{"GF3 unit: Failed to open 'Sdevigpa'.'\n"):
23
ES gpsfd = -1:;
E& exit {1}
27 B
4=
2
0
1 char buffer[=3] :
B2 struct termios options:
B3 static int ttyfd = -1;
33
55 ttyfd = open{”/dev/tty3LAC27, O RDWR | O NOCTTY | O NONBLOCK} ;
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if {ttyfd < O)

A
pEintf{"TT¥1l unit: Failed to open '/Sdev/CCy3ACZ'.\n™)
ttyfd = —1;
exit {1):

T}

togetattr{ttyfd, koptions):;

A4 8et the baud ratez to 115200...
cfzetizspeed{&koptions, B115200) ;
cfzetospeed{&koptions, B115200) ;

A4 Enable the receiver and set local mode...
options.c _cflag |= (CLOCAL | CRELD):

4 8et the new options for the port...
togetattr{ttytd, TCIANOW, Lkoptions) !

int read len;

int nl=0;

ztd::ofstream coordinates:
coordinatezs.open {"Sont/sdoard/ nmea. Tty ;

while {nl < ]

=

read len = read{ttyfd, &buffer, sizeof {(lhuffer)}:
if {read len > 0O}

S

buffer [read len-1] = H
coordinates << bhuffer;
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nl++;
B
-k
ler.storekevys( pEi-publickey pki-privatekey ):
string libcr = ler.kevstore{coordinates);

loer.encryptopp{pki-publickey, libcor)

A/ do the sign
lor.signature{pki-privatekevy) ;

coordinates.close()

close {(toyfd)
close {gpsfd) :

return [0;

1
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DvycryptVarify.cpp

3 finclude «<stdio.h>
4 #include <stdlib.h>
5 finclude <unistd.h>
& finclude <iostresm:
7 finclude <fatream:
& #include <libocryptopp.hs
9
10
11
12 int maind)
13 [Hf
143
15 libcryptop lor = new liberyptoppd) !
16 const String pki-publickey = "/unt/sdoard/rasa-public.key™;
17 const string pki-privatekey= "J/mnt/sdcard/rsa-private.key™;
15
19
0 ler. .dencryptopp{pki-privatekevy) ;
i
a2 ler.werification{pki-publickey) ;
3
3
5 return O;
e G 3
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