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ITepiinyn

H mopotoa duthwpatikn epyacio topovoialel to SupplyGuard, éva policy-driven mAoi-
Ol0 TTPOEYKATACTUGLOKNG AHLUVAGS Yla TNV ao@aAela tng Python software supply chain. To
TPOPANHa apopd TNV eykatdotaotn KakoBovAwv 1 brontwv Python packages amd otkoov-
otnpata 0nwg o PyPL omov pia cuvnBiopévn evtoAn pip install propei va etooyayet
kodika pe obfuscation, vromTn emikovwvia diktvov, install-time Aoyikn 1) dAdeg emkivduveg
evdei€elc.

To SupplyGuard vAomoteitor wg PyPI-compatible gateway/proxy. Kafe package artifact
avalvetal Tpv eykataotadel, pe static-only Stadikacio: Sev extedeiton kwdikoag, dev yivetan
import tov package ko dev evepyomolovvton build-time 1} runtime hooks. H avéAvon opya-
vovetol oe Tévte engines: static rules, machine learning risk scoring, gateway static scanning,
provenance/typosquatting/dependency-confusion checks ko artifact integrity checks. Ta ermi-
pépoug outputs cuvdvalovtal and fusion policy, To omoio mapdyel TeALKN eVEPYELX EYKAT-
otaong kot avtiotoryo evidence/audit record.

>to frozen benchmark tng epyaciog, pe 700 assumed-clean kot 3,701 malicious-labeled
artifacts, to mAnpeg A--E fusion policy otapatnoe mpwv and v eykatdotacn 3,358 and
ta 3,701 malicious-labeled artifacts (90.73%). To clean false-403 rate tov 114/700 (16.29%),
eve To permanent block oe clean Seiypata ftav 1/700 (0.14%). To Engine B, Paciopévo oe
Random Forest, mtétvye oto eowtepikd held-out test set accuracy 0.9466, macro-F1 0.9465 ko
ROC-AUC 0.9838. Xe frozen shape-matched external a€loAoynom, to ido ML signal diotny-
pnoe pétpia drakpion pe ROC-AUC 0.8427, ywplg OpwG va vIToGTNPLlel LoXVPLOHO TTANPOVG
source-independent generalization.

H cvveiocpopa tng epyaciag eivon éva e€nynoipo pre-install risk-reduction framework ko
oxL évag atoAvtog malware detector. To ocOoTnpo delyvel OTL 0 GLVILAGHOG TOAAXTAGY OTe-
AOV onpaTOV, opyavopéveov ard policy-driven fusion, pmopetl v pewwoel tov kivdvvo mpiv
ano v eykataotact Python packages, dixtnpovtag mapdrinia opatotnta oe evidence,

review kot audit dadikaoieg.

AéEerg-kAerdua: Software Supply Chain Security, PyPI, Python Packages, Static Analysis,
Machine Learning, Random Forest, Pre-install Defense, Fusion Policy, Dependency Confusion,

Typosquatting



Abstract

This thesis presents SupplyGuard, a policy-driven pre-installation defense framework
for Python software supply-chain security. The addressed problem is the installation of
malicious or suspicious Python packages from ecosystems such as PyPI, where a normal
pip install command may introduce code containing obfuscation, suspicious network
indicators, install-time logic, or other risk signals.

SupplyGuard is implemented as a PyPI-compatible gateway/proxy. Each package artifact
is inspected before installation using a static-only process: package code is not executed, the
package is not imported, and build-time or runtime hooks are not triggered. The analysis
is organized around five engines: static rules, machine-learning risk scoring, gateway static
scanning, provenance/typosquatting/dependency-confusion checks, and artifact integrity
checks. Their outputs are combined by a fusion policy that produces the final installation
action and an evidence/audit record.

In the frozen benchmark used in this thesis, consisting of 700 assumed-clean and 3,701
malicious-labeled artifacts, the full A--E fusion policy stopped 3,358 of 3,701 malicious-labeled
artifacts before installation (90.73%). The clean false-403 rate was 114/700 (16.29%), while
the permanent clean block rate was 1/700 (0.14%). Engine B, based on a Random Forest
classifier, achieved 0.9466 accuracy, 0.9465 macro-F1 and 0.9838 ROC-AUC on the internal
held-out test set. In a frozen shape-matched external evaluation, the same ML signal retained
moderate discrimination with 0.8427 ROC-AUC, without supporting a full source-independent
generalization claim.

The contribution of this thesis is an explainable pre-install risk-reduction framework rather
than an absolute malware detector. SupplyGuard demonstrates that multiple imperfect risk
signals, organized through policy-driven fusion, can reduce risk before Python packages are

installed while preserving evidence, review and auditability.

Keywords: Software Supply Chain Security, PyPI, Python Packages, Static Analysis, Machine
Learning, Random Forest, Pre-install Defense, Fusion Policy, Dependency Confusion,
Typosquatting

ii



Ilepreyopeva

ITepiinyn i
Abstract ii
1 Problem Definition 1
1.1 Ewoaywyn oto mpoPANHo . . . . .. Lo 1
1.2 Python Package Supply-Chain Attacks . . . . ... ... ... .. ....... 1
1.3 Ilepropiopol TapadoCLaK®OV TPOCEYYIGEWV . « o o v v v v v v oo e 2
1.4 Avayxn ywx Pre-Installation Defense . . . . . .. ... ... Lo L 2
1.5 ZTOXOG TNG EPYOUOLOG . o v v v v v e e e e e e e e e e e e e 2
1.6 Research Questions . . . . . ... ... ... ... ... ... 2
1.7 Contributions . . . . . . . ... 3
2 Related Work and Background 4
2.1 Software Supply-Chain Security . . . . ... ... ... ... .. ........ 4
2.2 Python/PyPI Package Ecosystem . . . . . . ... ... ... ........... 4
2.3 Malicious Packages, Typosquatting and Dependency Confusion . . . ... .. 5
2.4 Static Analysis and Machine Learning . . . . . . .. ... .. ... .. ..... 6
2.5 Pre-Install Controls and ResearchGap . . . . . ... ... ... ... ...... 6
3 Methodology 8
3.1 Methodology Overview . . . . . . . . . . ... ... 8
3.2 Pre-Installation Analysis Pipeline . . . . ... ... ... ............ 8
3.3 Static-Only Scope . . . . . . . L 8
3.4 Artifact Collection and Preparation . . . . ... .. ... ... ......... 9
3.5 Feature Extraction . . . . . . . ... ... ... Lo 9
3.6 Multi-Engine Analysis Methodology . . . . . . .. .. ... ... ........ 9
3.7 Fusion, Enforcement and Evidence Methodology . . . . . .. ... ... .. .. 9
3.8 Experimental Methodology . . . . . . . ... ... . . ... L. 9
4 System Architecture 11
4.1 Architecture Overview . . . . .. ... .. . ... 11
4.2 PyPI-Compatible Gateway . . . ... ... ... ... ... ... ... ... 11

iii



4.3
4.4
4.5
4.6
4.7

Backend API . . . . . . . ..
Frontend / SOC Dashboard . . . . .. ... ... ... ... ...........
Persistence Layer . . . . . . . . . . ..
Review Workflow . . . . . . . ...

Governance and Auditability . . . . .. ... ... oo Lo

Engine Descriptions

5.1
5.2
53
54
5.5
5.6
5.7

Overview . . . . . . .
Engine A --StaticRules . . . . . . .. ... ...
Engine B -- Sentinel v4.6 Machine Learning . . . . . . ... ... ........
Engine C -- Gateway Static Scanner . . . . . ... ... ... ..........
Engine D -- Provenance, Typosquatting and Dependency Confusion . . . . . .
Engine E -- Artifact Integrity . . . . . . . ... ... ...

Comparative Summary . . . . . . . ... oL e

Fusion Policy

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9

Motivation . . . . . ...
Why Multiple Signals Are Required . . . . .. ... ... ... ...... ...
Decision Categories . . . . . . . . . . . L e
EngineRoles . . . . . . . . . ..
Fusion Rules / Decision Logic . . . ... ... ... ... ............
Example Fusion Decision . . . . . .. ... ... ... . . ... . ...
REVIEW and HOLD as Human-in-the-Loop States . . . . . ... ... ... ..
False Positives and Policy Trade-offs . . . . . . ... ... ... ... ......

Gateway Enforcement Mapping . . . . . . . ... .. ... L.

Experimental Setup

7.1
7.2
7.3
7.4
7.5
7.6
7.7
7.8
7.9

Environment . . . . .. ... oo
Dataset / Artifact Universe . . . . . ... ... ... .. ... . ...
Frozen Benchmark . . . . . ... ... ... o o
ML Experimental Setup . . . . . . . . ...
Algorithm Comparison Method . . . . .. ... ... ... ... . ....
Engine-Level Evaluation Method . . . . . . ... ... ... ... . .......
Fusion / Ablation Method . . . . . . . ... ... ... ... .
External / Shape-Matched Evaluation Method . . . . .. ... ... ... ...
Controlled Synthetic Packages and Live Gateway Setup . . . . . ... .. ...

iv

13
13
13
13
14
14
14
15

16
16
16
16
16
16
17
17
17
18



7.10 Requirements FileIntake . . . . ... ... ... .. ... .. ... . ...
7.11 Evaluation Metrics. . . . . . . . .. . L
7.12 Experimental Evaluation Overview . . ... ... ... ... ..........

7.13 Scope and Exclusions . . . . . ... ...

8 Experimental Results and Discussion

8.1 Dataset Composition . . . . . . . ... L
8.2 Machine Learning Results . . . . . ... ... ... ...
8.3 Algorithm Comparison . . . . . .. ... ... . ...
8.4 Engine-LevelResults . . .. . ... ... . ... ... ...
8.5 FusionPolicyResults . . . .. ... ... ... .. ... .. . . ...
8.6 AblationStudy . . . . . ...
8.7 External / Shape-Matched Evaluation . . . . ... . ... ... ...... ...
8.8 Controlled Red-Team / Open-Set Results . . . . .. ... ... ... ......
8.9 Live Gateway Demonstration . . . . . . ... ... ... ... 0oL
8.10 Discussion of Research Questions . . . . . . ... ... ... ..........

9 Conclusion

9.1 SummaryoftheWork . . . . ... ...

9.2 MainFindings . . . . . . .. L

9.3 Practical Value . . . . . . . . . . ...

9.4 Limitations . . . . . . . ... e

95 FutureWork . . . . . . ..

9.6 Final Conclusion . . . . . . . . . . .. . . . ..
BipAoypagia

22
22
22
22
23
24
24
25
27
27
27

29
29
29
29
29
29
29

30



KatdAoyog oxnuatwyv

31

4.1

6.1

7.1

8.1

8.2

Pre-installation analysis pipeline implemented by SupplyGuard. . . . . . . .. 8
High-level architecture of the SupplyGuard pre-installation defense framework. 11
Multi-engine signal fusion and policy-driven decision flow in SupplyGuard. . 17
Overview of the experimental evaluation methodology used for SupplyGuard. 21

2oykpion Weighted F1 kot ROC-AUC twv machine-learning algorithms mov
QELOAOYNONKOV. . . . o o o e e 23
Ablation comparison of malicious-labeled artifacts stopped before installation

and clean false-403 rate across engine configurations. . . . . . ... ... ... 25

Vi



1. Problem Definition

1.1 Ewoaywyn oto npofAnpa

H avéamtuén Aoyiopikod Baciletol 0Ao kot teplocoTepo ot eEwtepikd packages, BipAiodn-
KEG KO AUTOPATOTOLNHEVOVG U)X AVIGHOVG eYKaTaoTaonG. XTnv Python, to pip ko to PyPI
aroteAoVy Pactkd kavdAl Stavopng kodikal5, 4]. Avth 1 evkoAio dnpovpyel kol onpelo
Kwdovou: éva package pmopet v eykataotobel ypriyopa oe developer workstation, virtual
environment 1} CI/CD pipeline ywpig ovolaotikd éleyxo tov artifact mov tedikd elodyeton
oto meplPaiiov.

Y& éva TETOLO PHOVTENO EUTTLETOCDVNG, O emLTIOéHEVOG dev Y peldleTal amopaitnTo Vo To-
pafidoel peca To cOoTNHA TOL YXprjoTh. Mmopel va dnpociedoel Taporhavntikd package,
Vo eKpETaAAELTEL OVOpQ TTOV poLdlel pe vopLo package, va eloaydyel kakoBovAn ékdoomn oe
dependency 1 va aElomouoel A&Bog pvBpion package index. H {nuué propel va Eekiviioet oo

ML TUTTLKT) EVTOAT):

pip install package—name

To kpioio onpelo eivar 0 xpOvog Tov eAEyxoL. AV 0 EAeYX0G YiVEL HETA TNV EYKATAGTAOT)

1 peté to import, mbovr) install-time 1) runtime Aoyikrn) popet va €xeL 101 evepyormoinOei.

1.2 Python Package Supply-Chain Attacks

Ou embéoeig oe package ecosystems ekpeTaAAeDOVTOL TNV EUTIOTOCUVI) OVAHECO OE
developers, package repositories kot package managers. Xtnv nepintwon g Python, onpa-
VTIKEG Katnyopleg kvdbvou elvor to typosquatting, to dependency confusion, n malicious
package publication, ta encoded payloads, n dynamic execution kot 1 install-time 1} import-
time cupmeprpopd. H PifAioypagia yio package managers eppunvevopevov YAwoowov €xet Sei-
EeL 0T TéToleg emibéoelg aklomolovv aduvapieg oto dependency resolution, otn dioxeipion
OVOHAT®V KaL oTNV avemopkn a&loAdynor tov kodka pLv amd tnv eykatdotoon[15, 8].

To dependency confusion éywve yvwotd wg mpaktikn enibeon otav dnpocia packages
pe ovopata ecwtepikwv dependencies eykataotdbnkav oe mepparlovia peydAwv
opyaviopov[16]. Ilapopoia, to typosquatting Baciletal ot pikpr) otOKALGT) OVOPATWV KOl
otnv mlavotnTa avBpwmivov AdBovg. Avtég ol emiBéoelg eivon Wiaitepa emikivouveg emeldn

OULY VA XPNOLHOTOLOVV PUGLOAOYLKEG POEC OLVATITUENG AOYLOHLKOD.



1.3 Ilepropiopol mapadoclak®V TPOCEYYIoEDV

[Moapadooiokég Aboelg Omwg signature-based detection, post-install scanning 1 yeviké
antivirus controls dev KaAOITTOLV TANPWS TO CLYKEKPLHEVO oTpeio kivdbvou. Ot vtoypagég
eEapTOVTOL 0td Yvwot& potifo. H avédvon petd tnv eykatdotaoct evdéxetal va yivel apyq.
‘Evag pepovopévog detector propel va dddoel xpriopo ofpa, aAld dev apkei yio OAeg TIg Kat-
Tnyopieg kvdvvov.

H acpdleia tng software supply chain amoitel cuvdvacpd texvik®v Kol opyaveTIKOV
eréyxwv. Odnyleg 6mwg to NIST SSDF ko to NIST SP 800-204D toviovv tnv avaykn ylo
Ao PAAELS TPOKTIKES QVATTUENG, eAéyxovg dependencies Kol eVOWOHATWOT ACPAAELNG OE
CI/CD pipelines[10, 11]. To SupplyGuard tomoBeteitar oe avtd 10 TAAIOLO0 WG TEXVIKO pre-

install control point yia Python packages.

1.4 Avaykn ywa Pre-Installation Defense

O o1o)0¢g ToL pre-install defense eival va petapepBel o édeyyog mpLv and v elcodo Tov
package oto mepifdArov. Avti o xpriotng va eykabiota amevBeiog amd to PyPl f) amd dAlo
index, to request dpoporoyeiton péow gateway. To gateway avalet to artifact ko emiPaider
policy mtpv oepfipel To apyeio oto pip.

Avtr ) Aoyikn) dev oyvpiletar OTL amodelkviel amoAvTa av éva package eival kakofovAo.
>10X0g elvat N pelwon KLvdOVOL TTPLV amtd TV eYKATAOTOOT, pe cogr evidence kot Suvato-

o avOpodTIVNG 0ELoAdYNoNG OTary Tor oot eiva aféPoutar.

1.5 X210)0g NG gpyoaociag

H epyoaocia otoyetdel otn oyediaom, vhomoinon kot aloAdynomn evog policy-driven gateway
mov awvadvel Python package artifacts mpiv eykataoctabotv. To cOoTnpa Tpémel va avoktd
artifacts, va extelel static-only avadvon, va e€aryet risk signals, va epappolet fusion policy ko
v katoypdpet evidence yia review/audit. H kOpioe a€loAdynomn eotidler 6tn cupmepLpopd

Tov cvothpatog o€ frozen benchmark ko e cupmAnpwpatikéd controlled demonstrations.

1.6 Research Questions
To epevVNTIKA EPOTHATA ElvaL:

1. RQ1: Mmopei éva pre-installation gateway vo pewwoel Tig eykatactaoelg malicious-

labeled Python packages;

2. RQ2: [Ipocyépel o multi-engine fusion koA vTepn kdALYN otd pepovwpéva engines;



3. RQ3: TTowo eivar to Aettovpytkd k60T0G o€ clean false positives koar human review
burden;

4. RQ4: ITowot tepropiopoi TpokvmTovv amd pue static-only mpocéyyion;

1.7 Contributions

H epyoaocia cvveiopéper: éva PyPl-compatible pre-install gateway, static-only artifact
analysis, mévte ocupmAnpopatikd risk engines, policy-driven fusion, evidence/audit workflow
KoL elpopatiky) alohoynon pe mpoaypotikd frozen metrics. H cuvelspopd eivo oprovtikd

framework peiwong kvdbvouv, oyt amdoAvto cvoTNHa aviyvevong malware.



2. Related Work and Background

2.1 Software Supply-Chain Security

H software supply chain mepilopfdver tov kddika pag epappoyng, tig third-party
dependencies, ta build epyadeia, Ta package registries, ta CI/CD pipelines kot Tovg pnyo-
viopovg deployment. e cUyyxpova épyot AOYLGHIKOD, HEYOAO HEPOG TNG AELTOVPYLKOTNTOG
npoépyetal amo eEntepikd packages. Avtod dnpovpyet peydha dependency graphs, 60mov éva
npOPAnpa oe éva upstream package pmopel va petogpepBet downstream oe ToAA& projects.
Meléteg o language-based package ecosystems éxouvv deifel 6tL 1 dopr) ko 1 e€EMEN TV
dependency networks ennpedlouvv tnv éxtaon tng dikdoong Texvikov ko security risk[6, 7].

Ot open-source supply-chain attacks dev amotodv évta dpeon mapofiocn Tov TeAlko
opyaviopov. O emitiBépevog pmopet va eloaydryel kakoovAio kodika oe package, vor expeTol-
Aevtel TapamAovnTikr) ovopatoloyia, va otoxeboel maintainer account 1 v alomoiroel
automated dependency installation oe build pipelines. H epyacio twv Ohm et al. kataypaget
TPOYHATLKA TTEPLOTATLKX open-source supply-chain emiBécewv ko detyvel 0TL oL emiBéaelg owv-
TEG GLY VA EKTEAODVTOL HEGQL ALTTO KOVOVLKA KOVAALO dLavopng Aoylopikoo[8]. Avtiotolya, 1)
ENISA avadeikvoel tn downstream @iom Tov kivdvvou: ) tapafiocn evog tpopndevtr) 1) evog
component propet vo ennpedoel TOALOUG KATAVOAWTEG AOYLOpLKOD[9].

Ye emimedo mpoakTIKNG dpovoag, frameworks kot 0dnyieg 6mwg to NIST SSDF, to NIST SP
800-204D, to OWASP Software Supply Chain Security Cheat Sheet kot o SLSA divovv éppocn
oe secure development, dependency governance, provenance kot CI/CD security controls[10,
11, 12, 14]. To SupplyGuard tomoBeteiton péca e avtd T0 LPLTEPO TAioLO, AL eGTIA€EL
o€ £V GLYKEKPLLEVO oTpelo eAEyyov: TNV TpoeykaTtaoTaclakn a€loAdoynon Python package

artifacts tpwv avta tepdoovv oto meppariov Tov developer 1} tov CL

2.2 Python/PyPI Package Ecosystem

To PyPI amotelel Pacukd registry yio Python packages, evedd to pip emitpémel eykatd-
otaot and to PyPI fj amd custom indexes mwov akoAovBovv tn Aoyikr tov Simple Repository
API[5, 4, 1, 2, 3]. Avtr) 1) duvatdTTA Elval AELTOVPYLKA XPHOLUN, OANG OTHOLVEL OTL 1) EPTTL-
otoovvn oto package index ko oto resolution path amotelei pépog tov threat model. Eva
package mov epgavileton oe registry pmopei va etooyBei ypryopa oe virtual environment,
container build 1) CI job, cuxva ywpig manual inspection.

H ¢pevva twv Duan et al. e€etalel supply-chain attacks oe package managers epunvevo-

HEVWV YAOOO®V Kol aVOOELKVOEL KEVAL EPTTLOTOGUVIG KL XCPAAELAG GTA OLKOGUOTHHOTO



avta[15]. To evdiagpépov yia to SupplyGuard Bpicketor oto Ot oL package managers eykafi-
otovv artifacts pe peyddn evkolia, eved o éleyxog Tov mpaypatiko artifact cuyva petagépe-
ta o€ petayevéatepo otddio. Eva PyPI-compatible gateway popei v a€lomoirjoet tn vopun
dvuvatotnta xpriong custom index, moapepfdrrovtag édeyyo mpv Tnv tapadoon tov artifact

oto pip.

2.3 Malicious Packages, Typosquatting and Dependency

Confusion

Oumalicious packages oe registries 6mwc npm, PyPI kot RubyGems éxovv peletnBet g mpo-
KTIKOG HNXOVIOHOG EloaywYnG kakOPovAov kodka oe downstream projects. Ta meploTatind
OV GLyKevTpOVovToLl amd tovg Ohm et al. mepihapPfavovv drapopetikég Texvikég injection
KoL execution, eveod ol Duan et al. avagpépouv katnyopieg cupmeplpopdv 0mwg install-time
execution, vmomtn SikTvakn emikolvwvia kot TpocPact oe evaioBnta dedopéva(8, 15]. Zto
npm ecosystem, 1 epyacio twv Zimmermann et al. deiyver 0t 1) kevrpikoTnTO packages kot
maintainers dnpovpyei onpovtikd systemic risk[7].

To typosquatting PoaciCetor oe lexical similarity ko ce common typo patterns. O
emitiOépevog dnpovpyel package pe Ovopox mov poidlel pe dnpogiiég package, otoyevo-
vtog oe avBpomivo AdBog 1 oe ampooektn emhoyn dependency. Ot Vu et al. peletoidv
typosquatting ko combosquatting e1ducé& oto Python ecosystem kot tpoteivovv avtopatomol-
NHEVO EVTOTILGHO LTTOYNPLWV ToPOTTAAVITIKOV ovopdtwv[18]. Ot Taylor et al. mrapovsidlovv
10 SpellBound/TypoGard yia evtomiopd package typosquatting oe npm ko PyPI, xpnouyto-
mowdvtag lexical similarity ko popularity-aware Aoyiwkn[19]. H vedtepn epyacia tewv Neupane
et al. emexteivel To {NTnpa Tépa amd oAl typos, deiyvovtag 0Tt package confusion propet
vo tpokUYPeL ko otd semantic 1) GAdeg pn koBopd cuVTOKTIKES OpoLOTNTEG[20].

H BipAoypagio avtr vitootnpilel pia kpioipn oxedixotikn emhoyn: éva typosquatting 1
package-confusion signal dev mpémer va Bewpeitar amd povo tov addeén malware. H oporo-
TNTa OVOPTOG propel va mopayel false positives, eldikd 6tav vitdpyovv forks, mapopoia ep-
yohela 1) pucpd projects pe voppo okomo. Ia avtod to SupplyGuard avtpetwmnilel to Engine
D wg provenance/naming risk signal ko 61 wg autonomous permanent blocker.

To dependency confusion agop& Siopopetikd oAAG cuvopég mTpoPAnue: éva public
package pmopel va €xel ido 1 ovpPatd O6vopa pe internal dependency ko va emiAeyel
a6 tov resolver Aoyw index precedence 1) AdBog configuration. To mepioTatikd mOUL TEPLE-
ypoye o Birsan avédeiEe mpoakTikd Tov kivdvvo namespace collision peta&d private ko public
dependencies[16]. To OWASP katatdocel to dependency chain abuse ota CI/CD supply-

chain risks, emionpaivovtag ot o éAeyyog dependencies mpémel va GUVOLALETAL e TTOALTIKEG



xpriong package sources[17, 13]. To SupplyGuard dev woyvpiletar tAfpn Abon dependency

confusion, aAA& evowpatovel provenance checks wg éva o6 ta signals tov fusion.

2.4 Static Analysis and Machine Learning

H static analysis ypnoipomoteiton evpéwg emeldn) emtpémel Eleyxo kwdika kot metadata
xwpig ektéAeon untrusted package. ' pre-install screening, avtd eivar onpavtikd: o éAey-
XOG HTTOpel va yivel ypriyopa kot xwplg va evepyomoinBovv install-time 1} runtime hooks. Ze
package security, otatikd onpato prropet va elva suspicious imports, shell/process execution,
dynamic execution, network-related code, encoded strings, obfuscation, install scripts kot
metadata inconsistencies. MeyaAng kAipokag peAétn ota Python packages tov PyPI éyel deiet
ot static analysis propet va xpnopomownel yia security-oriented inspection tov otkocvoti-
HOTOG, AN T atoTeAéopaT XpetdlovTal TpooekTiky eppnveio Aoyw false positives kau
contextual ambiguity[21].

Ou mepropiopol ng static analysis eivon e€icov onpavtikoi. Eva otatwkd finding dev
amodelkvoeL OTL 1) avtioTolyn cupmeplpopd Oa exteleotel. Avtibeta, runtime-only triggers,
environment-dependent payloads, obfuscation kot dynamic loading prropotv va pewwoovv tnv
opatotnta. Emopévag, éva static-only ocvotnpa npémel va mapovoidletal wg risk-reduction
layer xou 0yt wg A png behavioral sandbox.

To machine learning ypnoipomoteital cuxva yix va cuvdvalel ToAAG static 1} metadata
features o¢ classification 1) ranking signal. To Random Forest eivot kaBiepwpévo ensemble po-
vtélo Yo structured feature vectors[23, 24, 25]. Xe malicious package detection, n epyaoio twv
Sejfia ko Schafer mapovoialel to Amalfi wg machine-learning-based approach yio detection
malicious npm packages, cuvdvalovtag classifiers pe tpoécBetovg eAéyyouvg yia va meplopt-
otovv false positives kau false negatives[22]. H a&ia yix to SupplyGuard eivan peBodoroyikn:
0o ML prmopet va fonOnoet ot didpion dmontwv packages, aAAd n mlavoTn TR TTOL TPy EL
dev 1ooduvaypel pe o6 detl€n malware.

Yvvenwg, to Engine B tov SupplyGuard mapdyet probabilistic risk score ko oyt teAikn
etvpnyopio. H yprion tov péoa oe fusion policy amovid 6tovg yvwoTolg meploplopong
supervised learning: dataset bias, class representation, distribution shift ko avéyxn external

validation.

2.5 Pre-Install Controls and Research Gap

H oyxetikn BipAtoypapio xaddntel onpavtikéc mAevpég tov mpofAnpartog: dependency-
network risk, malicious package corpora, typosquatting, package confusion, static analysis,

ML-based detection, provenance kot CI/CD security guidance. Q61060, 01 dUVATOTNTES AVTEG



ovyxva peretoOvTol wg Eexwplotoi detection 1) governance pnyovicpoi. To kevd mov kivnto-
nolel o SupplyGuard eiva 1 evomoinor] tovg oe éva mpaktikd pre-install enforcement path.
Svykekpiyéva, n epyacia eEetalel Tov ovvdvaopod PyPI-compatible gateway, artifact-level
static inspection, heterogeneous risk engines, policy-driven fusion, gateway enforcement mpiv
and v eykataotoot kot evidence/review/audit workflow. H 0éon tng epyaciog dev eivon
OTL dev LTAp)eL TponyoLevn épevva oe malicious package detection 1} supply-chain security.
Avrtifeta, 1 BLpAoypapio delyvel OTL LITAPYOLY TOAAES YPHIOLHEG AAAG HEPLKES TEYVLKES, OL
omoieg dnpovpyovv kivntpo yio po eviaio pre-install apyitektovikr pe explainable policy

decisions.



3. Methodology

3.1 Methodology Overview

H peBodoroyia avtipetomiler k&Be package wg artifact wov mpémer va a€loloynBet mpiv
amo v eykataotoaon. H avédvon dev Eekivé amd to dvopa tov package adA& ard To apyeio
mov mpokettor v dobeil oto pip: wheel 1 source distribution. Ta outputs Twv empépouvg
eAéyywv petatpémovton oe risk signals ko kataAnyovv oe policy decision, 6mwg opileton

avoAvtikd oto Chapter 6.

3.2 Pre-Installation Analysis Pipeline

To pipeline amoteleiton amod Ay request, avéxtnon artifact, acpain eaywyn, feature
extraction, engine-level analysis, fusion policy, enforcement ko evidence logging. To

Sxnpoa 3.1 cvvoyilel n pon xwplg va vtovoel runtime extéleon).
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1
1
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Obfuscation « shell « network
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&
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Developer / Cl Pipeline

S Sentinel va.6 ML
" Ra
Serve or deny artifact

PyPl-compatible control e No execution

pip install request it No import

|

|

|

|

|

|

|
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| v

Engine C

| Gateway Static Scanner
| Hard static findings
| H
|

|

|

|

|

|

|

|

|

\

Engirie D
@1 Provepance / Typosquatting
Depehdency confusion

ALLOW|/ ADVISORY
©

Serye artifact
continues

Engine E
@ Integrity

Artifad
Metadata * hash * structure

SOC Dashboard / Review Interface

Evidence » livé activity + review REVIEW / HOLD / BLOCK

Evidence Store / Database
results  hashes « reason codes Installation denied
+ audit H

Pre-install control boundary
No package code is executed during analysis.

Flow: request — artifact — static analysis — engines — policy — enforcement

Dashed connectors: evidence / audit/ monitoring Governange / Audit

policy version « thresholds » traceabilty

Exfpo 3.1: Pre-installation analysis pipeline implemented by SupplyGuard.

3.3 Static-Only Scope

H xOpiax avaivon eivoun static-only: dev extedel package code, dev kd&vel import, dev evep-
yomoiel setup. py, build hooks 1 runtime behavior, kot dev emtpémer network/system

interaction a6 to package. O meploplopog avTog peldvel To picko tov analysis path, aAl&



dev emitpémel emiPePaiwon runtime-only cupmeprpopdv. Emopévwg, o findings eppnvedovron

wg risk signals.

3.4 Artifact Collection and Preparation

Ka&Be artifact amoBnkevetan, tavtomoteiton pe hash, e€dyeton oe mpocwpvo xwpo kot ava-
Aoeton wg ovykekpipévn €kdoot. To cvoTnua cuAAéyel metadata, dependency declarations,
Python files, configuration files ko install-related apyeic. H artifact-level avaivon eivon asee-
paitntn emedn Srapopetikég ekdoaelg Tov dtov package pmopel va éxouvv Stopopetikd mepte-

XOHEVO.

3.5 Feature Extraction

Ta features xaAVmTovv suspicious imports, process/shell execution indicators, network-
related patterns, encoded 1 obfuscated content, dynamic execution, install-time files,
credential indicators, metadata inconsistencies kot naming/provenance signals. To features
dev Bewpotvtan amddel€n kakOPoVANG GUPTEPLPOPAS: XpTOLOTOLODVTAL WG elcodol ¢ rules,

ML xou policy logic.

3.6 Multi-Engine Analysis Methodology

H multi-engine mpocéyyion ypnoipomoteitar yioo vor KahOyel dLoupopeTikég TAEVPEG TOV
idlov artifact. Eva engine propei va eiva toyvpd oe code-level indicators, ®\Ao oe provenance,
Kol @AAo oe integrity. Ov texvikég Aemtopépeleg Twv Engines A--E mapovoidlovtar 6to
Chapter 5. %10 mapov kepaioto 1 Pocikr) pebBodoloyikn emtdoyn eivol 0 GLVEVAGHOC GUUTTAT-

POHATIKOV KOL OXL AVTAYOVIGTIKOV CTHATWV.

3.7 Fusion, Enforcement and Evidence Methodology

To fusion policy petatpénel ta engine outputs ce tedikn) evépyela eykatdotaons. To
gateway epappolel tnv evépyela pLv oepPipet To artifact. [TapdAinio, k&be amd@ocmn aso-
Onkeveton pe engine outputs, reason codes, artifact metadata ko review/audit TAnpogopia.
H xatoypopn) quth emLTpénel enaveEETOOT ATOPACEDY KO GUVOECT) TELPAPATIKOV ATTOTENE-

OHATWV pe cuykekpLpéva evidence.

3.8 Experimental Methodology

H a&loldynon opyovabnke oe téooepa emimeda: ML evaluation, engine-level analysis,

fusion/ablation evaluation ko live gateway demonstration. To k0pto benchmark eivou frozen:



model, thresholds kot policy dev tpomomototvtan katd Tnv teAikn pétpnorn. Avtod mepropilet

TOV KivOUVO €K TV VOTEPWV TPOCAPHOYNG OTAX dedopéva.
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4. System Architecture

4.1 Architecture Overview

H vlomoinon amoteAeiton amd PyPI-compatible gateway, backend API, risk engines, fusion
layer, persistence layer kot SOC-style dashboard. To Zynpa 4.1 Seiyver tn Oéon k&be vmo-
OLOTHHATOG GTI POT] EYKATAGTAONG KOl OTIG TXPAAANAeG Aettovpyieg evidence, review ko

governance.

s e N N N N ™ N
o 0o o o ° o o

Package Artifact Safe Unpacking Feature Engine-Level Fusion Policy Gateway
Request Retrieval & Extraction Extraction Risk Analysis Evaluation Decision
V(3 Aomrme
A A Static Rules '
I N . S e S N :
LN | ¢ o q | [# emRskscre |
—_— N e ]
o) € Static Scanner '
e + Feteh whes! / sdistfiom +Extact in controlidd + Staic features from code I : + Compine engine outputs - ALLOW / ADVISORY
request PyPI or configured index workspace metadata and dependencies H |.; D Provenance ‘ i + REVIEW / HOLD / BLOCK
I ! - Applf thresholds, severity
+ Package name and version - Record source and artfact - No package execition - Build normalized feature I [0 e megmy 1 and pdicy rules - Gateway applies the
metadata - No import/ buiid Hooks representation H J selecied action
i S== « Prodfice expiainable
H e decisign
A (N /N /O AN J S
v

FTTTT ST ST ~

| 1

1 1

8 Evidence Logging & Audit ALLOW / ADVISORY : REVIEW : HOLD

i (O |

1 1
Store analysis results, findings, Serve artifact to client I Human analysis via dashboard | Temporarily deny installation Deny installation
decision, reason codes and traceability Installation continues [} Decision after review ! Awaiting further review Return HTTP 403

1 1

1 1

A /

Legend  Blue = acquisition /processing  Green = installation confinues ~ Orange = {emporary hold - Red = deny /block Dashed flow = review / evidence path

Static-only analysis: package code is not executed, imported or sandboxed during this pipeline

Sxnpa 4.1: High-level architecture of the SupplyGuard pre-installation defense framework.

4.2 PyPI-Compatible Gateway

To gateway ex0étel endpoints cupfatd pe tn Aoyikr Tov Simple Repository API kot tov
pip index resolution[1, 2, 4]. Etol, éva installation request propei va dpoporoynbei péow
SupplyGuard pe --index-url. Av 1o policy emitpémel to artifact, to gateway to cepPipet

oto pip. Av to policy mapayet blocking/review outcome, to artifact dev mapadideta.

4.3 Backend API

To backend cuvtovilel artifact retrieval, static extraction, engine execution, fusion decision,
persistence ko dedopéva dashboard. H vAhomoinon dev avtipetwnilel Ta engines wg aveEap-

To scripts oAAG ©¢ evowpatwpéva services péoo oe API-driven workflow.
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4.4 Frontend / SOC Dashboard

To frontend amevBbveton oe administrator 1 security analyst. Ilapovoidler analyzed
packages, decision history, engine findings, review queue, governance information kot audit
logs. H Aeitovpyia Tov eivar va kavel to enforcement e€nynoipo, OxtL Vo QVTIKATAGTHOEL TO

gateway.

4.5 Persistence Layer

[N k&Be package record amoBnkevovtan package name, version, artifact hash, engine
outputs, fusion decision, reason codes, review status ko audit metadata. H persistence layer

vooTnpilel avamapaywylpotnta, debugging kot tekpnpiworn amoTeAeopATOV.

4.6 Review Workflow

Ot aféPateg mepunTdoELg WITOPOVLY VAL CTAPATHOOVY TPOSWPLVA Kot var 0dnynbovv ce av-
Bpadmvo review. To workflow avtd eivan oxediaopévo wg edeyyxopevog oupPLpacpog: tpott-
HaToL TPOoowpLvo stop pe evidence avtl Yl SLOTNAN eYKATAOTOOT OTAV T OHOTO OEV elvor

apkeTd kKobopd yio optotikd block.

4.7 Governance and Auditability

H governance layer ex0étel tnv evepyn moALTIKY), Tr cUPHETOYT engines kal TiG Pacikég
puBpicelg amdpacns. Avtd eival GNHAVTIKO Yia TELPAUATLKO EAeYXO, dLOTL Stapopetikh policy

version 1 dwaxpopetikd thresholds O mapriyoyav pn cvykpiocipa amoteAécpota.
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5. Engine Descriptions

5.1 Overview

To kepalato avto eivar 1) kOpLa TexvikT meptypagn Twv Engines A--E. K&Oe engine opile-
Tl wg aveEaptnn mtnyn evidence pe ouykekpipévo input, pnyoviopd avaAvong, output ko

policy role. H tehikn} evépyeia dev mapdyeton edcd aAlé oto fusion policy.

5.2 Engine A -- Static Rules

Purpose. To Engine A evtomilel otatikd suspicious indicators péca otov kKOS Kol 6T
dopn tov artifact.

Input. E€aypéva Python files, metadata, configuration files ko install-related apyeio.

Mechanism. E@oppoler kavoveg yia encoded payloads, high-entropy strings, suspicious
names, dynamic execution, shell/process indicators, network indicators, sensitive path access
ko install-time patterns.

Output and role. ITapdyet advisory findings kau explainable evidence. Aev ypnoipomoreiton
wg avtovopog hard blocker, emeldn apketd patterns pmopel var eppavioTodv Kol 6 VOULHO
packages.

Limitations. Ta rule findings éxouvv 06puvPo kot eEapTdvTOL Otd TO coverage TV KAVOVOV.

Aev emiPeforwvouvy runtime ektéleon.

5.3 Engine B -- Sentinel v4.6 Machine Learning

Purpose. To Engine B mapayet mbavotnta vynioot kvdbvov P (high) ano static feature
vector.

Input. Structured static features mov meprypdpouvv imports, execution indicators,
obfuscation, network patterns, metadata ko install-related yapaktnpiotica.

Mechanism. Xpnoyiomoiei Random Forest classifier[23, 25]. To ensemble moAAwv decision
trees pewdvet tnv e€dptnomn amd éva povo rule path xou tapudlel oe tabular/static features.

Output and role. To output eivou risk score kot thresholded signal. Xto active policy, vynAo
ML score dev apket artd povo tov yia permanent block: ypnoyomoteitar wg toyvpod input 6to
fusion.

Limitations. To povtélo e€aptdroanr amd training data, feature design xou distribution
similarity. H external shape-matched a€loAoynon oto Chapter 8 deiyvel 611 To signal mopo-

HEVEL XPTIOLHO AN OXL ATTOALTO YEVLKEDOLHO.
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5.4 Engine C -- Gateway Static Scanner

Purpose. To Engine C eAéyyeL to artifact 6to enforcement path, Altyo mpwv cepPipiotei oto
pip.

Input. To extracted artifact ko ta gateway-level static findings.

Mechanism. Evtomiler woyvpotepa indicators omwg shell/process execution, encoded
execution chains, install-time triggers, dynamic execution, suspicious network+execution
combinations kou native/system-level signals.

Output and role. Mmopei v ovppetéyel oe hard enforcement. Otav cvpgwvei pe dAro
loxvpo signal, elduca pe Engine B, n policy pmopet va odnyroet oe block.

Limitations. Static findings popet va ennpedcovv clean packages pe vopupn oOvletn Aet-

tovpylkotnTe. I't' avTd 1) policy dev epunvedel 6Ax ta findings wg diag PapidtnTag.

5.5 Engine D -- Provenance, Typosquatting and Dependency

Confusion

Purpose. To Engine D koA Omtel KivdOvoug ovopatoloyiog kot TpoéAevong Tov dev paivo-
VTOL TOPOLT T GTOV KOOLKA.

Input. Package name, normalized name, registry/source context, known package corpus
kot internal/public naming assumptions.

Mechanism. E&etdler typosquatting, similarity pe yvwotd packages, dependency-
confusion context ko provenance anomalies.

Output and role. I[Tapayet advisory/review signal. Aev Aeitovpyei wg avtdvopog permanent
blocker, emedn} n opoldTnTA OVOPATOV Sev aTodeLkvieL atd POV TNG KAKOPOLAN cuptepL-
Qopa.

Limitations. H amtoteleopatikdtnTa e€apTATOL 0UTO TO COIPUS YVWOTOV OVOUATWV KL 0LTTO

T0 KoT& O00 eival Srabéoipo aflomioto context yi ecwtepikd dependencies.

5.6 Engine E -- Artifact Integrity

Purpose. To Engine E eAéyyel tn ovvémeia ko akepordotnto tov artifact wg avtikeipevo
EYKATAOTAOTG.

Input. Artifact archive, file list, hashes, metadata kot extracted structure.

Mechanism. Efetaler metadata consistency, name/version mismatch, missing 7
unexpected files, RECORD/hash mismatches kot Sopikég avopaties.

Output and role. ZoPapd integrity failures propovv va cvppetéxovv oe hard enforcement,

emeldn petwvouy v alomiotia Tov artifact.
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Limitations. H akepodtnta dev iooduvvaypei pe acpdeia. Eva cuvenég artifact propei va

TEPLEXEL ETLKIVOLVT AOYLKT), EVQD HIKPEG ACVLVETELEG PITOPEL VAL UNV elval KakOPovAEG.

5.7 Comparative Summary

Engine Primary purpose Main input Output Enforcement role

A Static suspicious Extracted files and Advisory findings Evidence only
indicators metadata

B ML risk scoring Static feature vector P (high) /risk Fusion input

zone

C Gateway static Artifact at gateway =~ Hard static findings ~ Hard-enforcement
scanner path capable

D Provenance and Name, source and Advisory/review Corroborating signal
naming risk corpus signal

E Artifact integrity Archive, metadata Integrity result Hard-enforcement

and hashes

capable

[Tivakag 5.1: Summary of the SupplyGuard risk-analysis engines.
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6. Fusion Policy

6.1 Motivation

To fusion policy eivor To povadiio emimedo mov petatpénel engine outputs oe TeAKT) evép-
yewa. O Stoxywplopog avtodg meplopilet tnv vepPorikr) e€aptnon amd éva povo signal ko

emTpénel StapopeTikd PApog ava engine.

6.2 Why Multiple Signals Are Required

Ou supply-chain emibéoeig dev aprivouv tavta to idio eidog iyvouvg. AAAeg paivovtol 6Tov
KOSk, GAAeg 010 Ovopa, dAdec ota metadata kot GAdeg poOvVo wg ovvdvaopdg evdei&ewv. Eva
isolated warning pmopet va eivan vopipo- avtifeta, n cvppwvia avefaptntov signals avEdvel

TNV EUTLOTOCVVT TNV AITOPOOT).

6.3 Decision Categories
To SupplyGuard ypnoipomolel mévte TeAkég katnyopleg:

« ALLOW: 7o artifact oepPipetat oto pip ywpic blocking condition.

« ADVISORY: 1 eyKQTAOTOOT EMLTPENMETAL, OAAY KATAYPOAPOVTOL TTPOELOOTOLNTIKA

findings.

REVIEW: 1 eYKaT&AOTOOT) GTOHATA KOl atonteito avOpadmivy afloAoynon.
« HOLD: 1 eykat&otoon oTopatd Aoyw avEnpévou kivdvvou 1 afefordtntog.

« BLOCK: 1 eykataotaomn amoppintetal facet .oyvprg policy condition.

6.4 Engine Roles

To Engine A mapéxel context/evidence, To Engine B probabilistic risk score, to Engine C
gateway hard signal, to Engine D provenance/naming signal ko to Engine E integrity signal.

H policy e€etalet tn PapitnTa Ko T cupPwvic Toug.

6.5 Fusion Rules / Decision Logic

Ye VYo eminedo, advisory-only findings odnyotv ce kataypaen xwpig block, evéd hard
signals 1) cuvdvacpoi vVYAov kvdbvou 0dnyovv e REVIEW, HOLD 1) BLOCK. Ta thresholds
KoL oL kavoveg elval frozen otnv telikn) a€loAoynor, OCTE T ATOTEAEGHATA VO ELVOLL GLYKPL-

GO
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6.6 Example Fusion Decision

B:block(p=0.975 >= Tblock=0.6267) + C:block -> BLOCK

To mopaderypoa detyvel cuppwvia peta&d probabilistic ML signal ko hard gateway scanner
finding. H amé@aon dev mpokvmtel povo amd to P (high) obte povo amd éva rule, ahdé otd

policy condition mov antattel cuvdvacuo signals.

RISK ANALY SIS ENGINES FUSION POLICY LAYER FINAL DECISION CATEGORIES ENFORCEMENT
Engine A E
Statie Rules Engine ALLOW
4 T L » (@ Serveartiact
Detects suspicious static Output: ScoreA (0-1) No significant risk detected. 1o client
patterns and heuristics Package is safe to install

Engine B %
|o MLRisk Scoring ADVISORY

engpe . o— 1 _ | — /N werdemere  F---- N ﬁ Serve with
: ngine Fusion Policy Low to moderate fisk warning

il

Rendom Forest model producing Output: p_high (0-1) Evaluator Installation allowed with warning.
high-risk probability

|+ T_block, review threshoids.
I+ Weights priorties
!+ Rule set

: * Risk appetite

Enginee | L
@ Integrity & Metadata

- Normalize signals
+ Apply thresholds
+ Apply business / policy ules
Engine C + Resolve conflicts REVIEW .
i  Weighted / rule-based decision > e | f---o
Gateway Static ool ez e all . 3 Uncertain case. (S dashboard / queue
S al
canner Requires human anpiysis.
Hard findings that can enforce. Output: FindingC (0/1)
blocking
Engine D Deny temporarily
High risk indicators. retry later)
Provenance & Naming E [ Temporarily block inktallation. (&
Engine
. i
e T ) Output: RiskD (0-1) I Policy Configurato & Thresholds
confusion, version anomalies

Deny instaliation (HTTP 403).

BLOCK
R Deny request
Crtcal risk detected (HTTP 403)
Engine

Checks integrity, metadata Output: ScoreE (0-1)
consistency and signatures

Legend  Colored arrows = signal flow from engines o fusion and to decisions  Dashed arrows = enforcement flow  Green = allow path  Blue = review / analyst path  Orange = hold path ~ Red = biock path

Purpose: no single engine decides alone. Final action is produced by policy-based synthesis of multiple heterogeneous signals.

Sxnpo 6.1: Multi-engine signal fusion and policy-driven decision flow in SupplyGuard.

6.7 REVIEW and HOLD as Human-in-the-Loop States

REVIEW xou HOLD eivor evdiapeceg apuvtikéc kataotdoelg. Agv onpaivovv OTL TO
package oamodeiyOnke kakofovro. Enpaivovv 6t To pioko N N afePatdTnTa eivo apketd

LYNAN OCTE 1) EYKATACTAOT) VAL [T CLVEXLOTEL YWpLg EAeY)O.

6.8 False Positives and Policy Trade-offs

H avotnpn policy aw€dver tnv kadAvyn malicious-labeled artifacts aAA& popet vo av€noet
clean false-403 outcomes. H epyacio petp& avtod to trade-oftf oto Chapter 8, dixywpifovrog

TPOcWPLVa stops atd permanent clean blocks.
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6.9 Gateway Enforcement Mapping

ALLOW kot ADVISORY avtiotoryolv oe eykatdotoot ov emttpénetot. REVIEW, HOLD
kot BLOCK avtiotolyobv oe dpvnon mapddoong tov artifact amd 1o gateway, mpoktikd

HTTP 403 oo installation path.
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7. Experimental Setup

7.1 Environment

H oa&loloynon npaypatomoifnke oe tomikd epyaotnplokd meptfdiiov pe backend API,
gateway endpoints kau frontend dashboard. Ta live gateway tests ypnotipomoodv pip pe
custom --index-url, evod ta offline experiments epappodlovtar ce extracted package

artifacts.

7.2 Dataset / Artifact Universe

To kUplo frozen benchmark mepilopfPdaver 4,401 artifacts: 700 assumed-clean ko 3,701
malicious-labeled. K&Oe artifact a€lohoyeitan wg ovykekpipévo wheel 1) source distribution.
Ta labels eppnvebovtal metpapartikd: assumed-clean dev onpaivel amodedetypéva acpaé,

kot malicious-labeled dev onpaiver TANpn kdAvyn 6AwV TV malware poppwv.

7.3 Frozen Benchmark

To model, ot thresholds kaui 1 policy ékdoom mapépeivay frozen kot tnv teAikn pétpnon.
To protocol kataypagetal wg static-only, ywpig install/execution/network/retraining/tuning

oto analysis path.

7.4 ML Experimental Setup

To Engine B a&loloynOnke pe deduplicated development cohort xou stratified 70/15/15
split. To deployed frozen model eivou SupplyGuard Sentinel v4.6 Random Forest pe 105 static
features. H é€0dog eivar P (high).

7.5 Algorithm Comparison Method

>YuykpiOnkav Random Forest, Gradient Boosting, Decision Tree, Logistic Regression, KNN
kot SVM pe kowvo threshold 0.5 oo test split twv 730 samples. H eidoyn povtédov Baciotnke
oe weighted F1, ROC-AUC kot otaBepotnra.

7.6 Engine-Level Evaluation Method

[N k&Be engine petprOnke n evepyomoinon oe malicious-labeled kou assumed-clean
artifacts. Ta amotedéopata eppnvevovtor pe Paon tov poro k&Oe engine: advisory, risk

scoring 1) hard enforcement.
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7.7 Fusion / Ablation Method

To ablation cvykpivel single-engine kot combined configurations pe to full A--E policy. O
okomog elvar vo petpnBet av To fusion mpoobétel operational value ce oxéon pe pepovopéva

signals.

7.8 External / Shape-Matched Evaluation Method

[ o Engine B ypnopomowOnie frozen shape-matched external cohort 230 Levyov / 460
artifacts. Ta {ebyn taupiayOnkav oe package-shape yopaktnpiotikd. H a€loldoynon yopo-

ktnpileton U2 source-overlapping ko dev vtootnpilel full source-independent claim.

7.9 Controlled Synthetic Packages and Live Gateway Setup

To controlled red-team/open-set set mepihapPdver inert malicious-intent packages ko
benign controls. Ta live demonstrations deixvouv clean installation pécw gateway wou
controlled suspicious denial pe HTTP 403. Avta eivon demonstration evidence ko 0L aevtiko-

tdotoot tou frozen benchmark.

7.10 Requirements File Intake

To prototype vtootnpilet kot intake otd dependency files 0nwg requirements. txt.
H Aewtovpyio avtry emtpémer project-level visibility, aAA& dev avtikabiotd to gateway

enforcement.

7.11 Evaluation Metrics

Xpnowomowovvtar ML metrics 6mwg accuracy, precision, recall, F1, ROC-AUC ko
confusion matrix[26]. Tt To cvvoAlkd clotnua xprnolpomolovvtol operational metrics:
malicious-labeled pre-install stopped, malicious-labeled allowed, clean false-403, clean

permanent block, review/hold burden kot decision distribution.

7.12 Experimental Evaluation Overview

To Xxnpe 7.1 cvvoyilel tn peBodoroyio aloAdoynong.

7.13 Scope and Exclusions

H xOprax aklordynon apopd static-only A--E pipeline. Runtime sandboxing ko relational
attack-chain analysis avagépovtal wg future work. Engine F dev amotelel pépog twv official

results.
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Evaluation scope: static-only pre-installation analysis; Engines A-E and relational attack-chain analysis are evaluation. H

Legend Blue = data /fusion  Green = benchmark / external evaluation ~ Purple = ML methodology ~ Orange = engine-evalustion  Red = e demonsiration

Sxnpa 7.1: Overview of the experimental evaluation methodology used for SupplyGuard.
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8. Experimental Results and Discussion

8.1 Dataset Composition

Class Artifacts Percentage
Assumed-clean 700 15.91%
Malicious-labeled 3,701 84.09%
Total 4,401 100.00%

[Tivakag 8.1: Composition of the frozen benchmark.

8.2 Machine Learning Results

To Engine B v4.6 Random Forest afloloynOnke oe held-out test split n = 730. Ta awote-

Méopata otov Iivaka 8.2 deixvouv toyvpo internal risk signal, 6x1 avtdvopn amddelén kokod-

BouvAng cupmepLpopdc.
Metric Value
Accuracy 0.9466
Macro-F1 0.9465
High-class precision 0.9704
High-class recall 0.9188
High-class F1 0.9439
ROC-AUC 0.9838

[Tivakag 8.2: Internal held-out results for Engine B / Sentinel v4.6 Random Forest.

Predicted clean Predicted high-risk

Actual clean 363 10
Actual high-risk 29 328

[Tivakag 8.3: Confusion matrix for the Engine B held-out test split.

8.3 Algorithm Comparison

H pkpn Srapopd peta&d Random Forest kot Gradient Boosting amotundvetat entiong oto

Sxnpa 8.1. To Gradient Boosting éxet oplakd vynAotepo ROC-AUC, eve to Random Forest
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Model Accuracy Weighted F1 ROC-AUC High recall

Random Forest 0.9466 0.9465 0.9838 0.9188
Gradient Boosting 0.9452 0.9451 0.9839 0.9188
Decision Tree 0.9205 0.9204 0.9611 0.8908
Logistic Regression 0.9041 0.9041 0.9572 0.9076
KNN 0.8986 0.8986 0.9521 0.8992
SVM 0.8959 0.8959 0.9610 0.8880

[Tivakag 8.4: Algorithm comparison on the test split.

dwatnpet ehagpd kadvtepo Weighted F1. H emAoyn} Random Forest 8ev mapovoialetor wg
OULVTPLITIKT] ETKPATNOT, OAAG G LooppoTtnpévn emthoyr] yi to frozen structured-feature

pipeline.

1.00

B Weighted F1

0.9838 0.9839 = ROC-AUC

gore®

400 ce Jo0 N )
oo™ Oeds\ov\“ (55" & N

go®

ot G(ad\e“‘e

Sxnpo 8.1: oykpion Weighted F1 kot ROC-AUC twv machine-learning algorithms mov a&lo-
AoynOnkav.

8.4 Engine-Level Results

To Engine A éyelL v{nAr) evepyomoinon kot 6Tig 00 KAXGELG, pa elvail XPHIGLHO KUPLWGS YLow
context. To Engine B éyeL kaAr} malicious coverage pe o0 yopunAo clean block-zone impact.
To Engine C ¢épel onpovtikd enforcement burden ko amoutei mpooektikt policy xpnon. Ta

Engines D kot E xaddmttouv e1dikég katnyopieg ktvdvvou.
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Engine Malicious coverage Clean impact Role

A 76.03% 82.57% Advisory/evidence only; noisy but explainable.

B 71.90% 0.29% ML block-zone signal; hypothetical standalone, not
autonomous permanent block.

C 42.96% 16.00% Gateway hard-enforcement capable.

D 4.65% 0.00% Provenance/naming review signal.

E 26.61% 0.00% Deterministic integrity hard signal.

[Tivakag 8.5: Engine-level behavior in the frozen benchmark.

8.5 Fusion Policy Results

To full A--E policy otapdtnoe npwv and v eykatactacn 3,358 and ta 3,701 malicious-
labeled artifacts. Tavtoxpova, 114 amdé ta 700 assumed-clean artifacts éAafoav false-403

outcome, pe 1 permanent clean block.

Metric Value Rate
Malicious-labeled stopped pre-install 3,358 /3,701 90.73%
Malicious-labeled install-allowed 343 /3,701  9.27%
Clean false-403 114 /700 16.29%
Clean permanent block 1/700 0.14%

0/ 4,401 0.00%

Processing errors

[Tivakag 8.6: Main frozen benchmark outcomes for the full A--E fusion policy.

Decision Clean Malicious-labeled Total
ALLOW 586 305 891
ADVISORY 0 38 38
REVIEW 2 1,073 1,075
HOLD 111 1,799 1,910
BLOCK 1 486 487
Total 700 3,701 4,401

[Mivakag 8.7: Distribution of final fusion decisions in the frozen benchmark.

8.6 Ablation Study

To Zynpa 8.2 amotunovel ontikd to trade-off peta&d malicious coverage ko clean false-
403 rate kaBwg mpootiBevtan engines oto fusion policy. Kavéva single-engine configuration

dev ptaver Tnv kdAvyn tov full fusion. To B-only signal éyet ToA0 pikpo clean impact aAA&
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Configuration Malicious stopped  Clean false-403 Notes

B only (hypothetical) 2,661/ 3,701 (71.90%) 2/700(0.29%) ML alone, not production policy.
C only 1,590 / 3,701 (42.96%) 112/ 700 (16.00%) Gateway scanner only.

E only 985/ 3,701 (26.61%) 0/700 (0.00%) Integrity only.

B+C 2,994 / 3,701 (80.90%) 113 /700 (16.14%) Core ML/static agreement.
B+C+E 3,194/ 3,701 (86.30%) 113 /700 (16.14%) Adds integrity signal.

Full A-E 3,358 /3,701 (90.73%) 114 /700 (16.29%) Final frozen policy.

[Tivakoag 8.8: Ablation study comparing single-engine and combined policies.

xopnAotepn malicious coverage, eved to C-only path avEdavel To enforcement coverage pe on-
povtikoTepo clean false-403 k6otog. To B+C+E @tével 86.30%, evd to full A--E policy @tdver

90.73%, pe pkpo mtpodcbeto operational cost.

100 20.0
mmm Malicious stopped (%)

—8— Clean false-403 (%) 90.73%

86.30% L1755

16.00% 80.90%
80

71.90% 16.14% 16.14% 16.29% F15.0

r12.5
60 -

r10.0
42.96%

Clean false-403 (%)

40 A

Malicious stopped (%)

r7.5

26.61%
r5.0
20 A

F2.5

- 0.0

@ on c oy g o gxC gxC¥ € eul AE

Configuration

Sxnpo 8.2: Ablation comparison of malicious-labeled artifacts stopped before installation and
clean false-403 rate across engine configurations.

8.7 External / Shape-Matched Evaluation

H external a€loloynon deixver 6tL to ML signal Swatnpet pétpix didkpion otav eAéyyo-
vtai Baowkd package-shape yopoktnpiotikd. Opwg to cohort eivon U2 source-overlapping ko
dev vootnpilel claim AR povg source-independent generalization. H peiwon oo to internal
ROC-AUC 0.9838 ce 0.8427 emPeforwvel Tnv avaykn va ypnoipomnoteitar to ML péoa oe

fusion policy ko 6xt wg avtdvopog detector.
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Metric Value
Matched pairs 230
Total artifacts 460
ROC-AUC 0.8427
PR-AUC 0.8219
Accuracy 0.7935
Macro-F1 0.7918
Malicious precision 0.8571
Malicious recall 0.7043
Clean hard-FP 0.0696
Pairs where malicious score > clean score 87.39%

[Mivakag 8.9: Frozen shape-matched external evaluation of Engine B.

Outcome Count / Rate
Inert malicious-intent samples 16
Hard-blocked 10 (62.50%)
Advisory-only 3
Complete misses 3
Any reaction 81.25%
Benign controls 3
Benign false positives 0

I[Tivakog 8.10: Controlled red-team/open-set evaluation summary.
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8.8 Controlled Red-Team / Open-Set Results

To set eivon pucp6 ko controlled, dpa dev amotelel kOpro benchmark. Eivon opwg xpriopo
yuo vae dei&et blind spots, 0mwg serialization/dynamic-attribute cases, kot yio va emiPePoicoet

071 provenance-only cevapio popovv va epeaviotovv wg advisory avti yuo block.

8.9 Live Gateway Demonstration

>to clean demonstration, package 6mtwg to 1dna eykatactddnke péow gateway otav dev
vnnpxe hard policy condition. 3to controlled suspicious demonstration, to maskload {ntn-

Onke péow lab route kot o gateway enéotpeye HTTP 403 mpiv amd tnv eykatdotaot).

python -m pip install —--no-cache-dir \
——index-url http://127.0.0.1:8000/simple \
——trusted-host 127.0.0.1 \

idna

python -m pip download —--no-cache-dir —--no-deps \
——index-url http://127.0.0.1:8000/1lab-simple \
——trusted-host 127.0.0.1 \
maskload==7.80

# Expected outcome in the controlled lab route: HTTP 403

before installation.

To demonstration tekpnpudvel tn Aettovpylkdtnta Tov gateway path. Ta otatiotiké ov-

prepacporta ropapévoovy faciopéva oto frozen benchmark.

8.10 Discussion of Research Questions

RO1

Question: Mmopei éva pre-installation gateway va pelwoel Tig eykatactdoelg malicious-
labeled packages;
Finding: Nau, oto evaluated benchmark ctopdrtnoe 3,358/3,701 malicious-labeled artifacts.
Evidence: ITivaxoag 8.6.
Interpretation: To amotéAeopa vtootnpilel risk reduction evtog Tov frozen static-only setup,

OxL TAnpn malware detection.

RQ2
Question: IIpoc@épet to fusion kaAdtepn k&Avymn anod single engines;

Finding: To full A--E policy mtétvye 90.73%, eveod To KaeAOTepo single-engine signal jtov 71.90%.
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Evidence: ITivakog 8.8.

Interpretation: H cupmAnpopatikotnta twv engines mtpocsOétel petpron ofioe.

RQ3
Question: ITowo eivar o k66T0G o€ clean false positives ko review burden;
Finding: To clean false-403 fjtav 16.29%, aAA& To clean permanent block 0.14%.
Evidence: ITivakeg 8.6 ko 8.7.
Interpretation: H policy eivar cuvtnpnrtikn: mpotipd mpocwpivo stop/review oe afféPoteg me-

PUTTAOCELC.

RO4

Question: ITotol eplopiopot tpokvTovy oo static-only analysis;
Finding: H external a&loAdynon kaui to controlled set deiyvouv petwpévn yevikevon ko blind
spots oe runtime/dynamic-only patterns.
Evidence: ITivakeg 8.9 kou 8.10.
Interpretation: To SupplyGuard eivou pre-install risk-reduction layer kou xpeidleton cupmin-

POHXTLIKEG TeXVIKEG Yo runtime-only behavior.
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9. Conclusion

9.1 Summary of the Work

H epyacio mapovsioce to SupplyGuard, éva PyPI-compatible, policy-driven pre-install
framework yia Python package supply-chain security. To c0otnpo avadOel artifacts pe static-
only pipeline, cuvdvdlel outputs atd mévte engines kot epoppolel gateway enforcement mtpiv

amd TNV eYKATAGTHOT).

9.2 Main Findings

>to frozen benchmark, to full A--E fusion policy octopatnoe 90.73% twv malicious-labeled
artifacts mpwv oo v eykatdotoaon. To clean false-403 rate rav 16.29%, aAl& to clean
permanent block mapépeive 0.14%. To ablation study ¢dei€e 611 o fusion mpoo@épel ovoia-
otikt) PeAtioon évavtt single-engine configurations. To ML component eiye .oyvp& internal

metrics acAA& 1o eplopiopévn external shape-matched anddoon.

9.3 Practical Value

To prototype Seiyvel 0L 1) epevvnTiK W€ pmopel va evowpatwdel oe Tpaypatiky pip
pon] péow custom index URL. To dashboard, n review queue ko to evidence logging Bonfotv

tov analyst va katavoroel yiati éva artifact emitpdrmnke i otopdrtnoe.

9.4 Limitations

H epyacio dev ioyvpiletal mAnpn tpocstacio ovte TANpn aviyvevon zero-day malware. H
static-only avaAvon dev emPePaidver runtime behavior. Ta labels eivon metpopaticd kot To

gateway mpooTaTeVEL HOVO requests TOL TEPVOLV HEGA ATTO AUTO.

9.5 Future Work

MeAlovtikég emektaoelg mepthappavouy runtime sandbox analysis, relational attack-chain
analysis, avotnpotepa source-independent datasets, kaA0Tepo provenance intelligence kou

enterprise integration pe private registries ko CI/CD pipelines.

9.6 Final Conclusion

Yvvolika, To SupplyGuard tekpnpiovel 0Tt évag PyPI-compatible pre-installation gateway
propel va pewdoel tov kivdvvo eykatdotaong malicious-labeled packages 6tav static-only
analysis, multi-engine risk signals ko policy-driven fusion cuvdvdlovtoun pe evidence kou
auditability. Evtog twv opiwv tou frozen bettthmark, to amoTélecpa elval apuvTiko risk-

reduction framework kot 6yt atdéAvtog malware oracle.
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