UNIVERSITY OF PIRAEUS

SCHOOL OF INFORMATION AND COMMUNICATION TECHNOLOGIES

DEPARTMENT OF DIGITAL SYSTEMS

MASTER OF SCIENCE

“INFORMATION SYSTEMS AND SERVICES”

“Fake News Detection in a Headline-Only Setting: A Comparative Study of Machine

Learning and Deep Learning Models on the GossipCop Dataset”

by

Dionysios Sotiropoulos

Submitted
in partial fulfilment of the requirements for the degree of
Master of ......c.cce...
at the
UNIVERSITY OF PIRAEUS

April 2026



Thesis Supervisor: Michael Filippakis
Title: Professor
University of Piraeus. All rights reserved.

AULNOT . . .



ZEAIAA ETKYPOTHTAZ
OvopatenWVUHOPoLtNTA/DOLTATPLOG: ...t e
TitAog¢ MeTanTtuXLaKG AUTAWHOTIKAG EPYOLOTOG: ....oveevvieeee et

H napovoa Metantuyiakn AutAwuatikn Epyacio untoBaAAetal we UEPLKN EKTTARPWON TwWV
artautioewy tou lMpoypauuato¢ Metantuyiakwy Srovdwv “NAnpooptlaka Zuotiuoato &
Yrnpeoiec” tou Tunuoatoc Wnelakwy Svothudtwy tou Maveniotnuiov Mepatwd kat eykpidnke
OTIC cvvevvererereierverensennnnnnnnnns [NUEPOUNVIO EYKpLONC] amto Ta uEAN NG EéeTatoTIKC EMTITPOTNC.

E§etaotikn Emitponi

EruBAénwv/ovoa(Tunua Wndlakwv Suotnuatwy, MovenioTiuLw0o

TTELDOLUIG) cvuererreeeereneerereeereseteree et seeasasesersere srensaeeseens [ovopatenwvupo, Babuidal
MEAOG EEETAOTIKAG ETUTPOTING: wveveeveerevreieeieevenas [ovopatenwvupo, Babuidal
MEAOG EEETAOTIKAG ETUTPOTING: wveveevecrevreieeieevennas [ovopatenwvupo, Babuidal

YMNEYOYNH AHAQZH AYOENTIKOTHTAZ

O/H.......ccu......, YVWPILOVTAC TIC CUVETELEG THC AOYOKAOTTHC, SnAwvw unteuduva OTL N mopovod
EPYOLOIOL JUE TITAO Currvvevvevevereeve e evesresveiressssessesseseesssssssesesessessessasnas », QMOTEAEL Tpoiov auotnpd
TIPOOWITIKNG EPYAOLNG KOl OAEC OL TTNYEC TTOU EXW XPNOLUOTMOLNOEL, £YoUV SnAwVei kataAAnAa
oTIC BIBALOYPAPIKEC TAPATTOUTTEG KAl aVaPOPEC. Tar onueio OIToU Exw XPNOLUOMOLNOEL LOEEC,
KEIUEVO N/KaL TTNYEC GAAWY CUYYPAPEWY, OVAPEPOVTUL EUSIAKPITO OTO KEIUEVO LIE TNV
KaTAAANAN TOPATOUTT KOl ) OXETIKN avapopd meptAauBavetal oto Tunua twv BiBAloypapikwv
avVaPoPwWV LIE TIANPN TIEPLYPAPN).

EruunAéov dnAwvw unevSuva ot n ouykekpLuEvn Metamtuyiakn AuTAwuatiky Epyacio €xet
OUYYPOQEL OO ELEVA TIPOOWITIKA Kol SeV Exel umoBANYei oUTe Exel aloAoynVei oto mAaioto
Karrolou aAAou UETANTUXLAKOU 1) TIPOTTTUXLAKOU TitAou omoudwy, otnv EAAada 1) oto eéwteplko.

MoapaBaon tnc avwTépw akadnuUaiknc pou euduvng anoteAei ouolwdn Aoyo yLo tnv avakiAnon
ToU mTu)iou pouv. Se kade nepintwaon, avaAndouc N avakpltB8ouc SNAWOCEWC, UTTOKELLAL OTIC
OUVEMELeC Tou mipoBAEmovtal Ti¢ Stataéelc mou mpoBAEmet n EAAnvikn kot Kowotik) Nopodeoia
TTEPL MVEUUATIKAC LSLoKTNOlAC.

O/H AHAQN/OYZA
OVOMATENWVUHO:
AplOuog Mntpwou:

Yroypadn:



Table of Contents

A o] A - [ PP PP SRR 1
R [ 01 1 oo 18 ot o] o OO O P PP PRSPPI 3
1.1 Yoo o =N o} ik o o T I U= £ 3
1.2. Importance of Fake NeWs DeTECTION ......cccccieiiiiiieee ettt e e esbre e e e eraee e 3
1.3. Fake News and SoCial MEdIa .......ceeiieieiiiieiiie et 4
1.4. Objectives and Research QUESLIONS .........cueeiieiiiiciiiiiiie et e e e e 5
1.5. SErUCLUre Of the ThESIS...cueiiiiiiieieee e s 6

2. Theoretical Background and Related WOrK .........coouuiiiiiiie ittt 7
2.1. Fake News: Definitions and TaXxONOMY .......cccceeeieiiiiiiciiiiiiee e e e e eesrree e e e e e e e 7
2.2, Dissemination Mechanisms of Fake NEWS ..........ccoceieiieiiiiieniiienee e 8
2.3. Social Media and Fake News Propagation..........ccccuveeeeeiiiiicciiieeee e 9
2.4, Overview of Existing Research Approaches..........cccceeeeeiiiicciiiiieee e, 11
2.5. Machine Learning Techniques for Fake News Detection .........ccccccevvvvvveeeeiiecccciiieennnnn. 13
2.5.1. LOgIiStiC REGreSSION cciiiiiiiiiiiecee e, 13
2.5.2.  SUPPOrt Vector MacChines........ueeiiii ittt e e e e e e earrae e e e e e e e 15
2.5.3.  RANAOM FOTEST c.nuuiiiiiiieiiee ettt ettt ettt ettt sb et e st e et esbee e sabeeesabeeenareas 17
2.5.4. Extreme Gradient Boosting (XGBOOSLE) .......eeeeieuieiieiirieeeiiieeee et e eereee e eerreeeeeareee s 19
2.5.5. Limitations of Traditional Machine Learning Approaches ........ccccccccevecciiveeeeeeeeenennns 21

2.6. Deep Learning Techniques for Fake News Detection........ccccceeeeecciiiieeieee e, 22
2.6.1. Convolutional Neural NetWOorks (CNNS) .....cccoiciieieeiiiriee ettt erree e eerreeeeeareee s 23
2.6.2. Recurrent Neural Networks and Bidirectional LSTM.........cccccoviiiniiiiienniieeneeeen, 25
2.6.3. Transformer-Based Models and DistilBERT ........c.cccccerriiiiiiiiniieenie et 27
2.6.4. Hybrid Models: DistilBERT and XGBOOSt .......ccoeeccurriiiieeeieecciiieeeee e e eeecirreeee e e e e e 29
2.6.5. Summary and Limitations of Deep Learning Approaches .........cccccceeevecciviveeeeeeeeeeenns 30

2.7. Limitations of Headline-Only Datasets and Implications for Model Performance ....... 31
3. Dataset Description and PreprOCESSING ......ueeeeeieeiiiciitieieeeeeeeeecirteeeeeeeeeeeetreeeeeeeeeeeeaaraeeeaaaens 33
3.1. Dataset OVEIVIEW.....ccueiiiiiiiiie ittt e e s e e e e e e s s nrrreereeeee s 33
3.1.1.  FakeNeWsSNet Dataset ......cooiiiiiiiiiiiie ettt ettt ettt et e 33
3.1.2.  GOSSIPCOP SUDSEE c.eeeiiieeiieieeeeee ettt e e e et e e e e e e e e eatbaeeeeaeeeeennes 34

3.2. Data Characteristics and Class Distribution............cccoerveiiiiiiiiiienie e 35



3.3. Text Preprocessing PipeliNe ..o 36

3.3.1.  Dataset Consolidation ......coccueeeciiiier et 37
3.3.2. Text Cleaning and NOrmalization .......cccocccueeiiiiiiiiiniiiee e 37
3.3.3. Tokenization and Lexical Filtering .......ccocccueiiiiiiiiiiiniiee et 37
3.3.4. Preparation for Document EMbedding .......ccccccvvviveeriiiirniiie e 38
3.4. Preprocessing for Machine Learning Models .........cccovverviericiiiicir e 40
3.4.1. Feature Representation Using DOC2VEC.......cccccvviiiiiiiiiiiiiiie, 40
3.4.2. Dimensionality and Computational Considerations...........cccccvvveeeeiiiiiccciiiieeeee e 40
3.5. Preprocessing for Deep Learning Models..........cccoveieiecieeeeiiiiiee e cccreee e eevree e 41
3.6. R U L0010 - 1Y PPPPPPPRS 41
Methodology and Experimental SEtUP ......cccuviiiiiee et 42
4.1. Experimental DeSiZN OVEIVIEW........uuiiiiiiiiccciireeeee e ettt e e e e e e s eerrrree e e e e e e e enasaaeeeaeens 42
4.2. Data SPlttiNg StratEEIES .uvvveiii it e e e e e raraaa e e e e 42
4.2.1. Machine Learning MOEIS ..........uuiiiiiiiii ettt e e e e e rrraee e e 42
4.2.2. Deep LearNing MOGEIS.........ooo ittt e e rrree e e e e e e e eabrraeaea e 43
4.3. Handling Class IMbBalanCe ........oceuuiiiiiieec ettt e e e araaee e e 43
4.3.1. Oversampling for Machine Learning Models ...........cccovveeeeieiiiicciiiiiiee e, 43
4.3.2. Class Weighting for Deep Learning Models...........ccccceuvieieiiiiiiiiciiiiieee e, 44
4.4. EVAlUGTEA IMOTEIS ...ttt sttt et e st e b e e e e 44
4.4.1. Machine Learning MOEIS ..........uuueeiiiieiiiccieeeee et e e e ebrrae e e e e 45
4.4.2. Deep LearNing MOGEIS.........coo ittt e e e e e abrra e e e e e 45
4.5. EVAlUATION IMBEIICS ittt sttt et e bt e sb e e e e 46
T I Vol ol U | - Loy Y25 PP 46
4.5.2.  PrECISION ueeiiiiiiiiii ittt st e e s e e e e s aa e e e e e as 46
.53, RECAI e ettt b e et e s be e e b e e 46
A.5.4.  FL-SCOME uuueiiiiiiieiiiitett ettt e s e st e e e e e s s s b b e e e e e e e s s s s nnrrraaeeeeeeas 47
.55, ROCAUC ...ttt ettt ettt ettt e e a bt e s bt e e sbe e e eabeesbbeesbeeesabeeennee 47
4.5.6. CONEBN'S KAPPA ciiiiiiiiiiiiiiiee ettt e e e et e e e e e e e e ettt beeeeeeeeesatbbaaeeeaaeeeeessbrraeeeaaens 47
4.6. Implementation Environment and Reproducibility........ccccceeeeieeiiciiieeeeeeeeeeecciieeeeeee, 48
4.7. YU 0100 =] V2 PP 48
EXPEriMENTAl RESUILS ...uvviiiiiieeieiiiieeee ettt e ettt e e e e e e e etb e e e e e e e eeeaabaaeeeaeeeeeeensreees 49
5.1 Overview of the Evaluation RESUItS.........ccoiiiiiiiiiiiii e 49

5.2. Machine Learning Models RESUIES.........ccooccieieiiiiiie s 49



5.2.1.  LOGISTIC REEIESSION .ceeiiiiiiiiiiieiiie e ettt e e e e s e e e e e e s s nrneeeeeeeeeenanns 50

5.2.2.  LINEAI SVIM..c ettt et e e e s s et e e e e e e s nnnrreeeeeeeeeeaanne 52
5.2.3.  RANAOM FOFEST ceiiiiiiiiiiiiiiiee ettt ettt ettt ettt st e s s e e s st e e s sabe e e s sabeeeessnneeeas 54
5.2.4.  XGBOOST .eeiiiiiiiiiiiittiee ettt e e e e e e e e e e s et re e e e e e e s e s nnrrraeeeeeeenaann 56

5.3. Deep Learning Models RESUIES .....ccooiuiiiiiiiiiiiiiee ettt 58
5.3.1. CNN (Convolutional Neural NEtWOrKS).......cccccciiiiiiiiiiie et 58
5.3.2. BIiLSTM (Bidirectional Long Short-Term Memory).......ccccccvveeeeiciveeesciireeeeceireeeeeeveenn 61
5.3.3. DISHIBERT ..ttt ettt s e s n e e ar e enneas 63
5.3.4. Hybrid DiStilBERT + XGBOOSt ...cceeeiiiiiiiiiiiiieee e i ecciiteeee e e e e eeccvrteeee e e e e e ssennaneeeeeeeeenanns 65

6. Comparative Evaluation of MOEIS..........ccoiiuiiiiiiiiiie ettt et raee s 68
6.1. INEFOAUCTION ...ttt et et e st esb e e ne e e sabe e e sabeeesareeeanee 68
6.2. Comparative Analysis of Machine Learning Models .........ccccovvvieeeiiiiccciiiiieeee e, 68
6.3. Comparative Analysis of Deep Learning Models ..........ccooeccciiieeieeiiciccciiieee e, 70
6.4. Overall Comparison of All Evaluated Models ..........ccceeeeiiiicciiiiieeeee e, 72
6.5. Comparison with Published RESUILS .........ceeeiiiiiiciiiiiiieee e 76
7.  Discussion and FUTUIE WOIK .........eeiiuiiiiiiiiiie ettt ettt ettt be e s ee et e e sbeeesaneeeas 80
7.1. INEFOAUCTION ..ttt et et e st s b e e sab e e sbeeesabaeesabeeenee 80
7.2. Interpretation of the Machine Learning ReSUILS .........ccccuvvieeeeiiiiicciiiieieee e, 80
7.3. Interpretation of the Deep Learning RESUILS .......oeeiiiiiiciiiiieiie e, 81
7.4. Impact of Class Imbalance and Headline-Only Input........ccccceeeeiiicciiiiieeeeee e, 82
7.5. Strengths and Limitations of the Present Study ......cccccoeeeecciiiieii e, 84
7.6. Future Research DIF€CLIONS ....ccccuiiiiiieiiee ettt ettt ettt e e e e e 86
8. CONCIUSIONS ..ttt ettt et ettt ettt ettt e at e e s bt e e s bt e e sabeesabeeesabeeesabeeebbeesbeeenabeaeas 88
RETEIENCES ...ttt ettt e s et e at e e s bt e e s bt e e bt e e s bt e e s beeeaabeesbeeesabeeesabeeeaee 90
FIBUIES RETEIENCES. ... .ttt ettt e e e e e et e e e e e e e ee e abbaeeeaeaeeeeaaasbaaeaeaaeeeannns 91
Appendix A. Preprocessing and Implementation Details .........cccuveeeiieiiiiciiiiieieeee e 93
Appendix A.1 Dataset Files and INPUL STFUCTUIE .......coooiuiiiiieeeeee et 93
Appendix A.2 Preprocessing WorkfloOW ... 93
Appendix A.3 Feature Representations.........cccuvieiiiiie ittt e e e e e e e aareeees 93
Appendix A.4 EXecution ENVIFONMENTS ......coocciiiiiiiiie ettt eeeetraee e e e e e e eaareeees 94

Appendix B. Representative Code SNIPPEES .......oiiiiciriieiee ettt eeecctree e e e e e eeearraeeeeeeeeeeaes 95



Appendix B.1 Representative Preprocessing SCript ....ocveiceeeriieicer e esee e esee e 95

Appendix B.2 Representative Machine Learning Training SCript .......ccccevevvrviinenceneiieeeee e, 97
Appendix B.3 Representative Deep Learning Training SCript.......cccccvrvvieeiiniieeeiniieeeessieeeeene 100
Appendix B.4 Representative Hybrid Model SCript......cccviiiiieiiiniiiie et 103

List of Figures

Figure 1. Conceptual illustration of social context and propagation signals in fake news
detection, adapted from FakeNeWSTraCKer ........uuuueeiiieiiiiieiiiiceee e e eeeees 10
Figure 2. Sigmoid function in logistic regression illustrating the mapping from the linear model
OUtPUL tO Class Probability .....ccceiiveeiiiiiiiiieeeieecee e e e e e e e e e e e e eeees 15
Figure 3. lllustrative diagram of a linear Support Vector Machine classifier showing the
separating hyperplane and maximum-margin boUuNdaries. .....cc.ccouvvveviriiiieeeeieeeiiiieeeeeeeeees 17
Figure 4. lllustration of a Random Forest model composed of multiple decision trees, where
the final classification is obtained through majority Voting. ..........ccevvvviiviiiiiiiiiiiiiiiiiiiieeieeenns 19
Figure 5. lllustrative architecture of a Convolutional Neural Network for text classification,
showing convolution over word embeddings, max-pooling, and feature concatenation........ 24
Figure 6. Architecture of a Bidirectional LSTM network processing a text sequence in both
forward and backward dir€CtONS .......coiviiiiiiiiiiiiiiiieeeeeeeee e 26

Figure 7. Simplified representation of a Transformer-based architecture for text classification

Figure 8. Class distribution of fake and real news headlines in the GossipCop subset............ 34
Figure 9. Distribution of headline lengths in the GossipCop subset, measured in number of
words for fake and real news headlines .........coooiiiiiiiiiii 36
Figure 10. Preprocessing pipeline used to construct the final 300-dimensional Doc2Vec
representation from the raw GossipCop fake and real headline files........cccccvvvveeerrinnnnnnn. 39
Figure 11. ROC curve for the Logistic Regression classifier on the GossipCop dataset............ 51

Figure 12. ROC curve for the Linear SVM classifier on the GossipCop dataset ....................... 53



Figure 13. ROC Curve for the Random Forest Classifier on the GossipCop dataset ................ 55

Figure 14. ROC Curve for the XGBoost Classifier on the GossipCop dataset.........cccevvvvvvvvennnns 57
Figure 15. ROC Curve for the CNN on the GossipCop dataset...........uuvevvveveeeivevieeeeeeereeeeneennnns 60
Figure 16. ROC Curve for the BiLSTM on the GossipCop dataset ...........uuvvvvvreereeeveveeevvevennnnns 62
Figure 17. ROC Curve for the DistilBERT on the GossipCop dataset ............uevvevevvevevereveenennnnns 64
Figure 18. ROC Curve for the DistilBERT + XGBoost on the GossipCop dataset ...................... 67
Figure 19. Overall comparison of Evaluated Models...............uuvveviiiiiiiieeiiiiiiiieiieieeeeeeeeeeeeenen, 74
Figure 20. Fake-Class Performance COMPAriSON ..........uuuururerreerrereeeerereeereereeeereeseeeeseererereen.. 74
List of Tables

Table 1. Summary of machine learning models used in this study, highlighting their main
characteristics, strengths, and limitations in headline-based fake news detection ................ 21

Table 2. Strengths and limitations of the evaluated deep learning models with respect to

headline-based classification tasKs ...........cooiuuiiiiiiiiiie e 30
Table 3. Experimental configuration of Logistic REgression ..............eeeevveeveeveevvereieeieeieeeeennnnns 50
Table 4. Overall performance of Logistic REGIreSSION..........uvvvvvviiiiiiiiiiiririiiiireereerereeeeeeeeraeeaae. 51
Table 5. Class-wise and weighted metrics for Logistic Regression ..............evvveveeveeveveveeeveennnnns 51
Table 6. Confusion matrix for Logistic Regression aggregated across folds ............cccccvvvvvnnnes 51
Table 7. Experimental configuration of LIN@ArSVC ...........eevviiiiiiiiiiiiiiiiiiiieieeeeeeeeseeveeveveeseeeeeens 52
Table 8. Overall performance of LINEArSVC ..........uuiviiiiiiiiiiiiiiiieiieiieeeeeeeeeeseesessessessereeeasee———.. 53
Table 9. Class-wise and weighted metrics for LinearSVC.........cooovvviiiieeniiiieecceee e, 53
Table 10. Confusion matrix for LinearSVC aggregated across folds ..........cccevvvviccenneieeeennnnne. 53
Table 11. Experimental configuration of Random Forest .........cooevviiiiieiiiiiiiicicceee e, 54
Table 12. Overall performance of Random Forest ...........uceeeiiiiiiiiiiiccee e, 55
Table 13. Class-wise and weighted metrics for Random Forest.........cccoevviiviviiiiiiiieneeeeeeeeeeen, 55
Table 14. Confusion matrix for Random Forest aggregated across folds ...........cccoeeeeerennnnnnee. 55

Table 15. Experimental configuration of XGBOOSt...........uuceeiiiiiiiiiiiiciceee e 56



Table 16.
Table 17.
Table 18.
Table 19.
Table 20.
Table 21.
Table 22.
Table 23.
Table 24.
Table 25.
Table 26.
Table 27.
Table 28.
Table 29.
Table 30.
Table 31.
Table 32.
Table 33.
Table 34.
Table 35.
Table 36.
Table 37.
Table 38.

Overall performance Of XGBOOST ........uuuuuuuuuiiiiiiii s 57
Class-wise and weighted metrics for XGBOOSt ........ccuvvveeiiiiiiiiiiiiiceee e, 57
Confusion matrix for XGBoost aggregated across folds..........cccuvvveeeeeeiierreeinennnnn... 57
Experimental configuration of CNN ........ccoiiiiiiiiiiiiiiiiiceieeecceeeeeeeceeeeeeeeee e 59
Overall performance Of CNN ..........u s 59
Class-wise and weighted metrics for CNN .........cooiiiiiiiiiiii e 60
Confusion matrix for CNN after Train-Validation-Test split........ccccceeeeereiirreiinnennnnn... 60
Experimental configuration of BiLSTIM ........ccuviiiiiiiiiiiiiieicceee e 61
Overall performance of BILSTIM .......cooiviiiiiiiiiieee e e e e v 62
Class-wise and weighted metrics for BILSTM........oovvuiiieeieiiiiiieeiiiieeeeeeeeeeeevrceeeee 62
Confusion matrix for BiLSTM after Train-Validation-Test split .......ccooeeeeerivevivinnnnnn... 62
Experimental configuration of DistiIBERT .........ueeiiiieiiiiiiiiiiieieeeeeeeeeiiieee e eeeeeenaaen 63
Overall performance of DiStIIBERT .......ccuvvuuiiiiieiiiiiieiiiiieeeeeeeeeevereee e e e e e eeeerrnee e 64
Class-wise and weighted metrics for DistilBERT .........uvvveeiieiiiiiieiiiiiieeeeeeeeeeeeriieeeen 64
Confusion matrix for DistilBERT after Train-Validation-Test split .........cccovvvvvvvvennnn... 64
Experimental configuration of Hybrid DistilBERT + XGB0OOSt ...........cevvveeeeeeerrrennnnn. 66
Overall performance of Hybrid DistilBERT + XGBOOSE ........ccoeeeeiiiiiiiieeeeeeeennnns 66
Class-wise and weighted metrics for Hybrid DistilBERT + XGBOOSt ..........cccccevvrnnnnne 66

Confusion matrix for Hybrid DistilBERT + XGBoost after Train-Validation-Test split .66

Comparative performance of the Machine Learning models..........ccccceeeeeeiicinnnnn. 69
Comparative performance of the Deep Learning models .........cccceeeeeiieiiieiiicieiennn. 71
Overall comparison of all Evaluated Models.........ccccooeiiiiiiiiiiiiiiiiiicecceccceccecee e 73
Comparison with selected published studies ...........cuueeeiiiiiiiiiiiiiie e, 78



Abstract

The rapid spread of misinformation through digital platforms has made fake news
detection an important problem in contemporary data-driven research. This thesis investigates
the effectiveness of Machine Learning and Deep Learning approaches for fake news detection
in a constrained headline-only setting, where the available textual information is limited and
the dataset is significantly imbalanced. The study is based on the GossipCop subset of
FakeNewsNet and focuses exclusively on headline text in order to evaluate model behavior

under controlled content-based conditions.

A comparative experimental framework was developed including four Machine
Learning models, namely Logistic Regression, Linear Support Vector Classification, Random
Forest, and XGBoost, as well as four Deep Learning approaches: Convolutional Neural
Networks, Bidirectional Long Short-Term Memory networks, DistilBERT, and a hybrid DistilBERT
+ XGBoost model. For the Machine Learning models, headlines were represented using 300-
dimensional Doc2Vec embeddings and evaluated with stratified 10-fold cross-validation, while
class imbalance was handled through SMOTE applied only to the training folds. For the Deep
Learning models, tokenized or transformer-based headline representations were used within

a holdout evaluation framework, with class weighting employed where appropriate.

The results show a clear performance gap between the two model families. The
Machine Learning baselines, especially Logistic Regression and LinearSVC, exhibited weak
discriminative performance, while Random Forest and XGBoost improved overall accuracy but
remained ineffective in recovering fake news instances. In contrast, the Deep Learning models
achieved substantially stronger and more balanced results. DistilBERT provided the best
overall balance across ROC-AUC, Cohen’s Kappa, fake-class F1-score, and weighted F1-score.
The hybrid DistilBERT + XGBoost model achieved the highest overall accuracy, although at the
cost of lower fake recall, whereas BiLSTM demonstrated the strongest ability to recover fake

news instances.

The findings indicate that transformer-based and other Deep Learning approaches are

more suitable than traditional Machine Learning methods for headline-based fake news



detection. At the same time, the study highlights the strong influence of class imbalance and
the inherent limitations of headline-only datasets, which restrict contextual depth and
constrain model performance. Overall, the thesis shows that fake news detection based solely

on headlines remains a relevant but inherently difficult classification problem.



1. Introduction

1.1. Scope of the Thesis

In the contemporary digital environment, the rapid dissemination of misinformation
and fake news through online platforms has emerged as a critical challenge for the public
sphere, social stability, and the formation of public opinion. The widespread adoption of social
media and digital news platforms has significantly lowered the barriers to content creation and
distribution, enabling false or misleading information to spread rapidly and reach large

audiences within a short time frame.

The scale and velocity of online information diffusion render manual verification
processes largely impractical, as the volume of published content far exceeds the capacity of
human fact-checking mechanisms. Consequently, the detection and classification of fake news
increasingly rely on automated computational approaches. Such methods aim to assist
journalists, fact-checkers, and digital platforms by identifying potentially misleading content in

an efficient, scalable, and systematic manner.

Within this context, the present thesis focuses on the automatic detection of fake news
using machine learning and deep learning techniques, with particular emphasis on textual
information derived from news headlines. The study examines the effectiveness of different
modeling approaches and highlights their limitations when applied to short-text datasets,

where the available linguistic signal is inherently constrained.

1.2. Importance of Fake News Detection

Fake news detection has become a matter of significant importance due to the
profound influence that misinformation can exert on modern society, including public opinion,
public health, political decision making, and social cohesion. Rather than representing isolated

events, fake news often reflects coordinated attempts to manipulate information flows by



exploiting structural and algorithmic characteristics of digital platforms (Shu et al., 2017, Rai

et al., 2022).

The persistent circulation of inaccurate or deceptive information can result in
widespread misinformation, erosion of trust in public institutions, and the amplification of
social polarization. In sensitive domains such as healthcare and politics, exposure to false

information may lead to harmful individual behavior and large-scale societal consequences.

For these reasons, the development of reliable automated methods for fake news
detection represents a critical step toward strengthening the integrity of digital information
ecosystems. By leveraging advances in natural language processing, machine learning, and
deep learning, such approaches aim to improve the early identification of misleading content

and contribute to a more informed and resilient digital public discourse.

1.3. Fake News and Social Media

The rapid expansion of social media platforms has significantly transformed the way
information is produced, shared, and consumed. Unlike traditional media environments, social
media enable fast and decentralized dissemination, allowing users not only to access news
content but also to redistribute, comment on, and amplify it at scale. This structural shift has
made social media a particularly influential environment for the circulation of both legitimate

and misleading information (Shu et al., 2017; Shu et al., 2018).

Fake news spreads efficiently in social media ecosystems because visibility is often
driven by speed, reach, and user engagement rather than editorial verification or source
credibility. As a result, false or manipulated information can be disseminated rapidly, while
users may further contribute to its spread without systematically verifying its reliability. This
dynamic increases the societal impact of misinformation and strengthens the need for

effective detection mechanisms (Shu et al., 2017; Shu et al., 2018).



These characteristics also make fake news detection particularly challenging in online
environments. As highlighted in the literature, news content alone is often insufficient for
reliable classification, especially in short and fragmented forms of communication. Social
media posts and headlines typically provide limited contextual depth, which restricts the
amount of exploitable semantic information and makes credibility assessment more difficult

when only textual content is available (Shu et al., 2017; Shu et al., 2019).

1.4. Objectives and Research Questions

The primary objective of this thesis is to investigate the effectiveness of machine
learning and deep learning approaches for the automatic detection of fake news using
headline-based textual data. The study aims to assess how different modeling paradigms
perform when applied to a dataset characterized by limited textual information and significant

class imbalance.
More specifically, the objectives of this work are as follows:

e To evaluate and compare traditional machine learning models and deep learning

architectures for fake news detection.

e To analyze the impact of class imbalance on model performance and examine the extent

to which common mitigation techniques influence the results.

e To investigate whether deep learning models demonstrate improved capability in
identifying the minority class (fake news) compared to traditional machine learning

approaches.

e To assess the limitations of headline-only datasets and identify factors that constrain the

performance of automated fake news detection systems.

Based on these objectives, the research is guided by the following research questions:



e How do machine learning and deep learning models compare in terms of performance

when applied to headline-based fake news detection?

e To what extent does class imbalance affect evaluation metrics, particularly for the

detection of fake news?

e Why do different models exhibit converging performance levels despite architectural

differences?

e What insights can be derived regarding the suitability of headline-only datasets for

automated fake news detection?

1.5. Structure of the Thesis

Chapter 2 presents the theoretical background and reviews related work on fake news
detection, including Machine Learning, Deep Learning, transformer-based, and hybrid

approaches, as well as the datasets commonly used in this research area.

Chapter 3 describes the dataset employed in this study and details the preprocessing

procedures applied for both Machine Learning and Deep Learning models.

Chapter 4 outlines the methodology and experimental setup, including the selected

models, evaluation metrics, imbalance-handling strategies, and validation protocols.

Chapter 5 presents the experimental results obtained from the evaluated Machine

Learning and Deep Learning models.

Chapter 6 provides a comparative evaluation of the models and positions the findings

of the thesis in relation to selected published studies.

Finally, Chapter 7 discusses the results in light of the characteristics of the dataset and
the selected experimental design, and outlines the main limitations of the study together with

directions for future research.



2. Theoretical Background and Related Work

2.1. Fake News: Definitions and Taxonomy

The term fake news has been extensively discussed in the literature and is generally
used to describe news content that is intentionally false or misleading while being presented
in the format of legitimate journalism. A key characteristic that differentiates fake news from
other forms of inaccurate information is the presence of deliberate intent to deceive, which

distinguishes it from unintentional misinformation or reporting errors (Shu et al., 2017).

Several studies emphasize that fake news should not be treated as a uniform
phenomenon, but rather as a broad category encompassing multiple forms of deceptive
content. Common taxonomies distinguish between fabricated news, manipulated content,
misleading headlines, and false contextualization, where genuine information is presented in
a distorted or incomplete manner (Reis et al., 2019). Satirical content is often included in such
taxonomies, although it differs from fake news in that its primary purpose is not deception,

but it may still contribute to misinformation when contextual cues are missing.

From a computational perspective, the complexity of fake news has led most studies
to adopt simplified problem formulations in order to enable systematic experimentation. As a
result, the majority of fake news detection approaches model the task as a supervised
classification problem, typically using binary labels such as fake and real (Shu et al., 2017,
Albahar et al., 2021). This abstraction facilitates model comparison and reproducibility, but it
also limits the ability to capture nuanced distinctions between different types of deceptive

content.

Another important dimension discussed in the literature concerns the textual
granularity of the analyzed data. While some studies focus on full-length news articles, others
restrict the analysis to shorter textual units such as headlines or brief summaries. Headline-
based fake news detection represents a particularly challenging setting, as headlines are often
designed to maximize attention rather than to convey comprehensive factual information (Rai
et al., 2022). Consequently, linguistic cues available for classification are sparse, ambiguous,

and often stylistic rather than semantic.



Despite these limitations, headline-based formulations remain widely used due to data
availability constraints and their relevance to real-world social media environments, where
users are frequently exposed only to short textual snippets. For this reason, numerous studies
continue to investigate the extent to which automated models can reliably distinguish fake

from real news under such restrictive conditions (Reis et al., 2019; Shu et al., 2017).

Overall, the definitions and taxonomies proposed in the literature provide a conceptual
foundation for fake news detection research. They also highlight the inherent trade-offs
between problem simplification and representational fidelity, which directly influence the

design and evaluation of computational models reviewed in the subsequent sections.

2.2. Dissemination Mechanisms of Fake News

The dissemination of fake news in online environments is governed by information
diffusion mechanisms that prioritize engagement and visibility rather than content credibility.
In digital platforms, news propagation emerges from the interaction between users, platform
algorithms, and temporal dynamics, resulting in complex diffusion patterns that can amplify

deceptive content at scale (Shu et al., 2017).

A central factor in fake news dissemination is virality. Prior studies report that
misleading or sensational content tends to attract higher user engagement, increasing the
likelihood of sharing and further exposure through algorithmic recommendation systems (Reis
et al., 2019). This engagement-driven amplification creates feedback loops in which highly

interactive content gains disproportionate visibility, irrespective of its factual accuracy.

User behavior also plays a critical role in shaping dissemination dynamics. Users often
act as intermediaries in the information flow by reposting or reacting to content without
verifying its reliability. Such interactions serve as implicit endorsement signals that influence
subsequent distribution, contributing to the rapid spread of false information (Shu et al.,

2017). Temporal analyses further suggest that fake news may exhibit faster early-stage



diffusion compared to real news, although long-term engagement patterns can vary across

datasets and domains (Reis et al., 2019).

From a modeling perspective, dissemination mechanisms are commonly analyzed
using temporal features, diffusion trees, and network-based representations. These
approaches aim to capture structural differences between fake and real news propagation,
such as cascade depth, spread speed, and interaction diversity (Rai et al., 2022). Empirical
results indicate that dissemination-aware models can significantly improve detection

performance when such signals are available.

However, the practical use of dissemination features is constrained by data
accessibility. Many datasets lack detailed interaction logs or propagation histories due to
privacy concerns and platform access restrictions. As a result, a substantial portion of the
literature relies on content-only data, abstracting away dissemination dynamics despite their

acknowledged importance (Shu et al., 2017; Albahar et al., 2021).

Overall, dissemination mechanisms provide valuable insight into the behavior of fake
news in online ecosystems. Nevertheless, the limited availability of diffusion-level data often
necessitates simplified modeling assumptions, motivating continued research into approaches

that can operate effectively under restricted data conditions.

2.3. Social Media and Fake News Propagation

Digital social platforms have fundamentally reshaped how news content is produced,
consumed, and redistributed at scale. Unlike traditional media, social networks enable
decentralized and user-driven content sharing, allowing individuals to act simultaneously as
information consumers and distributors. Through actions such as reposting, liking, and

commenting, users collectively influence the visibility and reach of news items (FakeNewsNet).

The literature highlights that fake news dissemination on social media is not solely
driven by textual content, but also by interaction patterns and engagement dynamics.
Deceptive or sensational headlines are often designed to maximize attention, increasing the

likelihood of user interaction and algorithmic amplification. As a result, fake news may spread



rapidly in its early stages, achieving high exposure despite limited factual credibility (Shu et al.,

2017).

To capture these phenomena, several studies emphasize the importance of social
context, defined as auxiliary information related to user behavior, interaction networks, and
propagation structures. Social context features may include repost cascades, temporal
diffusion patterns, and user connectivity, all of which can provide discriminative signals for fake

news detection beyond textual content alone (Reis et al., 2019).

An influential example of a social-context-aware framework is the FakeNewsTracker
system, which was introduced as a research-oriented platform for collecting and organizing
fake news data alongside associated social media interactions (Shu et al.,, 2019).
FakeNewsTracker was designed to integrate news articles with user engagement data and
propagation information, offering a unified view of content and diffusion dynamics. Although
this framework is no longer operational and is not utilized in the present study, it remains
highly relevant from a conceptual perspective, as it illustrates how social context can be

systematically incorporated into fake news detection pipelines.

i Fake News Detection g
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Figure 1. Conceptual illustration of social context and propagation signals in fake news detection,
adapted from FakeNewsTracker
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(It should be noted that the framework illustrated in Figure X is presented solely for conceptual
purposes and reflects a general approach to incorporating social context in fake news
detection. The present thesis focuses exclusively on the GossipCop subset of FakeNewsNet and

does not utilize fact-checking sources such as PolitiFact or BuzzFeed.)

Despite the demonstrated effectiveness of social-context-based approaches, their
practical adoption has become increasingly challenging. Access to detailed interaction data is
now heavily restricted due to platform policies and privacy regulations, limiting the availability
of social context features for large-scale analysis. Consequently, many recent studies focus on
content-only approaches, even while acknowledging that the absence of social signals may

constrain detection performance (Albahar et al., 2021).

Overall, social media propagation characteristics constitute a crucial dimension of fake
news analysis. However, the trade-off between methodological effectiveness and data
accessibility has led to a growing reliance on textual information alone, motivating the

exploration of robust content-based and hybrid approaches discussed in subsequent sections.

2.4. Overview of Existing Research Approaches

Research on fake news detection has evolved along three primary methodological
directions: content-based approaches, social-context-based approaches, and hybrid models
that combine multiple information sources. Each category reflects different assumptions

regarding data availability and the nature of misinformation signals.

Content-based approaches focus exclusively on the textual characteristics of news
items. Early studies relied on manually engineered linguistic features such as word
frequencies, stylistic markers, sentiment indicators, and syntactic patterns, which were
subsequently used to train traditional machine learning classifiers including Support Vector

Machines, Logistic Regression, and Random Forests (Shu et al., 2017; Albahar et al., 2021).
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These methods offer interpretability and computational efficiency but often struggle to

capture deeper semantic relations, particularly in short-text settings such as headlines.

With the advancement of representation learning, deep learning models have
increasingly replaced handcrafted feature pipelines in content-based fake news detection.
Neural architectures such as Convolutional Neural Networks and Recurrent Neural Networks
have been employed to automatically learn hierarchical text representations from raw input,
demonstrating improved performance compared to traditional machine learning models in
several benchmark datasets (Reis et al., 2019). More recently, transformer-based models,
including BERT and its variants, have achieved state-of-the-art results by leveraging

contextualized word embeddings and large-scale pretraining (Rai et al., 2022).

In parallel, social-context-based approaches incorporate information beyond textual
content, exploiting user interactions, propagation structures, and network-level features.
Studies adopting this paradigm model fake news diffusion as a graph-based or temporal
process, aiming to capture behavioral differences between fake and real news dissemination
patterns (Shu et al., 2017). Although these approaches often yield superior performance, their
applicability is limited by the availability of social interaction data and access restrictions

imposed by online platforms.

Hybrid models seek to bridge the gap between content-only and social-context-based
approaches by combining textual representations with auxiliary features derived from user
behavior or propagation statistics. Such models have been shown to enhance detection
performance by integrating complementary information sources, particularly in settings where
textual signals alone are insufficient (Albahar et al., 2021). Hybrid architectures may involve
feature-level fusion, model-level ensembling, or sequential integration of deep learning and

traditional classifiers.

Despite the diversity of proposed methods, comparative analyses across different
datasets reveal that performance gains are often constrained by dataset characteristics,
including text length, class imbalance, and annotation quality. As a result, many studies report

converging performance levels across distinct modeling paradigms when applied to headline-
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only datasets, highlighting the inherent limitations of content-centric fake news detection (Reis

et al., 2019; Rai et al., 2022).

This body of work underscores the importance of aligning methodological choices with
dataset properties and motivates the systematic evaluation of both traditional and deep

learning models conducted in the present study.

2.5. Machine Learning Techniques for Fake News Detection

Traditional machine learning techniques have been widely applied to the task of fake
news detection, particularly in early and content-centric studies. These approaches typically
rely on transforming textual data into numerical feature representations, followed by the
application of supervised classification algorithms. Despite their relative simplicity compared
to deep learning models, traditional machine learning methods remain important baselines
due to their interpretability, efficiency, and robustness in low-resource settings (Shu et al.,

2017; Albahar et al., 2021).

2.5.1. Logistic Regression

Logistic Regression is a widely adopted baseline classifier in text classification tasks and
has been extensively used in fake news detection studies due to its simplicity, interpretability,
and computational efficiency. Despite its name, Logistic Regression is a linear classification
model that estimates the probability of an instance belonging to a given class through a linear

decision function combined with a nonlinear activation.

Given an input feature vector X, the model computes a linear score as a weighted sum
of the input features and a bias term. This score is then transformed into a probability value

through the sigmoid function, which maps real-valued inputs to the interval [0’ 1]:

1
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where w denotes the learned weight vector and b the bias term. Classification is performed

by applying a threshold (typically 0.5) to the estimated probability.

Logistic Regression is frequently used as a strong baseline for fake news detection,
particularly when headlines are represented through TF IDF vectors, bag of words features, or
dense embeddings (Reis et al., 2019). Its main advantage lies in its transparency: each learned
weight directly reflects the contribution of a specific feature to the classification decision,

allowing for straightforward interpretation of model behavior.

However, Logistic Regression assumes a linear relationship between the input features
and the log-odds of the target variable. As a result, it is inherently limited in capturing complex,
nonlinear linguistic patterns that often characterize deceptive or misleading content. This
limitation becomes particularly pronounced in headline-based fake news detection, where
texts are short, context is minimal, and subtle semantic cues play a crucial role (Zhou and

Zafarani, 2020).

Consequently, while Logistic Regression provides a strong and interpretable baseline
for comparison, its expressive capacity is restricted compared to more advanced machine
learning and deep learning models. This makes it especially useful for establishing reference
performance levels rather than achieving state-of-the-art results in complex fake news

detection scenarios.
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Figure 2. Sigmoid function in logistic regression illustrating the mapping from the linear model output
to class probability

2.5.2. Support Vector Machines

Support Vector Machines (SVMs) constitute a class of supervised learning models that
aim to construct an optimal decision boundary between classes by maximizing the margin
between them. Unlike probabilistic classifiers, SVMs focus on identifying a separating
hyperplane that achieves the greatest possible distance from the closest training samples of

each class, known as support vectors.

Formally, given a set of labeled training samples {(x;, y;)}\,, where y; € {—1,+1},

the hard-margin SVM optimization problem is defined as:

1
min 2 | w 1% subject to y;(w'x; + b) > 1, Vi
w,

15



Here, w represents the normal vector of the separating hyperplane and b its bias term.
Maximizing the margin is equivalent to minimizing the norm of w, which leads to improved

generalization under certain theoretical assumptions.

In practical applications, especially in text classification, soft-margin SVMs are
commonly employed to allow for misclassifications when the data are not perfectly linearly
separable. This is achieved through the introduction of slack variables and a regularization
parameter C, which controls the trade-off between margin maximization and classification

error.

SVMs have been widely adopted in fake news detection research due to their strong
theoretical grounding and their effectiveness in high-dimensional feature spaces characteristic
of textual data (Shu et al., 2017). In particular, linear SVMs are frequently preferred for text-
based tasks, as they scale efficiently with large vocabularies and perform well when features

are sparse or embedding-based.

Despite these advantages, SVMs exhibit notable sensitivity to class imbalance. When
the training data are skewed toward a majority class, the resulting decision boundary may be
biased, favoring correct classification of majority-class instances at the expense of minority-
class recall. This limitation is especially relevant in fake news detection, where fake news

instances often represent a small fraction of the dataset (Zhou and Zafarani, 2020).

As a result, while SVMs provide a robust and theoretically well-founded baseline, their
performance in headline-based fake news detection is constrained by both linear separability
assumptions and imbalance-related effects. These characteristics make SVMs suitable for
comparative evaluation but highlight the need for more expressive models when subtle

semantic distinctions are required.
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Figure 3. lllustrative diagram of a linear Support Vector Machine classifier showing the separating
hyperplane and maximum-margin boundaries.

2.5.3. Random Forest

Random Forest is an ensemble learning algorithm that combines the predictions of
multiple decision trees in order to improve classification robustness and generalization
performance. Instead of relying on a single tree, the model constructs a collection of trees
during training and aggregates their outputs through majority voting in the case of

classification tasks.

Each decision tree in a Random Forest is trained on a bootstrapped subset of the
original training data, a process known as bagging (bootstrap aggregating). In addition, at each
split within a tree, only a random subset of the available features is considered. This dual
source of randomness reduces correlation between individual trees and mitigates the risk of

overfitting, which is a common limitation of standalone decision trees.
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From a modeling perspective, Random Forests are capable of capturing nonlinear
relationships and complex feature interactions without requiring explicit feature engineering.
This property makes them particularly appealing for fake news detection, where linguistic
patterns and semantic cues may interact in nontrivial ways. Prior studies have demonstrated
that Random Forest classifiers can achieve competitive performance when applied to both
handcrafted linguistic features and dense text representations, such as document embeddings

(Albahar et al., 2021).

Despite these strengths, Random Forests are not immune to the challenges posed by
imbalanced datasets. When the majority class dominates the training data, individual trees
may learn decision rules that favor majority-class predictions, resulting in high overall accuracy
but poor recall for the minority class. This behavior is especially pronounced in headline-based
fake news detection, where the minority class often contains limited and ambiguous textual

signals.

Furthermore, while Random Forests offer improved flexibility compared to linear
models, their interpretability decreases as the number of trees increases. Although feature
importance measures can provide some insight into model behavior, the ensemble nature of

the algorithm makes it difficult to trace individual predictions back to specific decision paths.

In summary, Random Forest represents a powerful non-linear baseline for fake news
detection, offering improved modeling capacity over linear classifiers while maintaining
reasonable computational efficiency. However, its effectiveness remains constrained by class
imbalance and the limited contextual information inherent in headline-only datasets,

motivating comparisons with more expressive deep learning approaches.
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Figure 4. lllustration of a Random Forest model composed of multiple decision trees, where the final
classification is obtained through majority voting.

2.5.4. Extreme Gradient Boosting (XGBoost)

Extreme Gradient Boosting (XGBoost) is an advanced ensemble learning framework
based on the gradient boosting paradigm. Unlike bagging-based methods such as Random
Forests, boosting constructs models sequentially, where each new learner is trained to reduce
the errors made by the ensemble built so far. In practice, XGBoost combines multiple weak
learners—typically, shallow decision trees—into a strong classifier by iteratively optimizing a

global objective function.

Formally, the objective function optimized by XGBoost can be expressed as:
£=21y90+ ) (fu)
i k
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where [(-) denotes a differentiable loss function measuring the discrepancy between the true
label y;and the predicted output ¥;, and Q(f}) is a regularization term that penalizes model
complexity. The regularization component plays a crucial role in controlling overfitting by

constraining tree depth, number of leaves, and leaf weights.

A key advantage of XGBoost lies in its efficient handling of structured and tabular data,
as well as its robustness to feature interactions and nonlinear relationships. The algorithm
incorporates several system-level and algorithmic optimizations, including parallelized tree
construction, shrinkage, and column subsampling, which contribute to both improved

performance and computational efficiency.

When engineered feature representations are available, XGBoost is often selected for
fake news detection because boosting can model non linear interactions more effectively than
a single tree (Reis et al., 2019). Its ability to model complex decision boundaries often results

in improved generalization compared to single-tree classifiers and linear models.

However, the effectiveness of XGBoost is strongly dependent on the quality and
expressiveness of the input feature representation. When applied to headline-only datasets,
where semantic information is limited and textual cues are subtle, the model may struggle to
adequately discriminate between fake and real news without carefully designed features. As
observed in prior studies, gradient boosting methods tend to favor the majority class under
severe class imbalance, leading to high overall accuracy but reduced recall for the minority

class (Shu et al., 2017).

Moreover, unlike deep learning architectures that learn hierarchical representations
directly from raw text, XGBoost does not inherently capture sequential or contextual
dependencies. This limitation motivates its comparison with neural models and its use in
hybrid configurations, where pretrained language model embeddings are combined with

gradient boosting classifiers.

In summary, XGBoost represents a powerful and flexible machine learning approach
for fake news detection, particularly when applied to dense and informative feature

representations. Nevertheless, its performance in headline-based settings remains
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constrained by feature quality and class imbalance, underscoring the need for complementary

deep learning approaches explored later in this thesis.

2.5.5. Limitations of Traditional Machine Learning Approaches

Model Core Principle Strengths Limitations

Limited expressive power,

Linear probabilistic Interpretable,
Logistic linear decision boundary,
classifier with sigmoid| computationally efficient,
Regression poor minority-class recall
decision function stable baseline
under class imbalance
Effective in high- Sensitive to class imbalance,

Margin-maximizing
Linear SVM dimensional spaces, limited nonlinear modeling
linear classifier

robust to overfitting capacity
Ensemble of decision
Captures nonlinear Bias toward majority class,
Random trees using bagging
interactions, robust to limited performance on
Forest and feature
noise sparse semantic signals
randomness

Performance heavily
Gradient boosting || Strong generalization on
dependent on feature
XGBoost | ensemble optimizing structured features,
quality, limited contextual
sequential residuals || regularization support
modeling

Table 1. Summary of machine learning models used in this study, highlighting their main
characteristics, strengths, and limitations in headline-based fake news detection

Despite their widespread adoption, traditional machine learning models exhibit

inherent limitations when applied to headline-based fake news detection. Their reliance on
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fixed, pre-engineered feature representations constrains their capacity to capture deeper
contextual and semantic relationships, which are often essential for distinguishing misleading

content from legitimate news in short-text settings.

Moreover, the pronounced class imbalance present in real-world datasets further
exacerbates these limitations. As observed both in prior studies and in the experimental
results of this thesis, different machine learning classifiers tend to converge toward similar
performance levels, particularly favoring the majority class. This convergence suggests that,
under limited linguistic signal, model architecture plays a secondary role compared to the

information content of the features themselves (Rai et al., 2022).

These observations highlight a fundamental ceiling in the effectiveness of traditional
machine learning approaches for headline-only fake news detection and motivate the
transition toward deep learning architectures, which aim to learn richer and more expressive

representations directly from raw textual data.

2.6. Deep Learning Techniques for Fake News Detection

Deep learning approaches have become increasingly prominent in fake news detection
research due to their ability to learn complex and hierarchical representations directly from
textual data. In contrast to traditional machine learning models, which rely on manually
engineered features, deep learning architectures automatically extract semantic, syntactic,
and contextual patterns from raw or minimally processed text. This property has motivated
their widespread adoption in recent content-based fake news detection studies (Shu et al.,

2017; Reis et al., 2019).

In headline-based datasets, where textual information is inherently limited, deep
learning models aim to maximize the utility of short input sequences by leveraging distributed

word representations and contextual encoding mechanisms. The following subsections
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describe the deep learning architectures examined in this thesis, along with their application

to fake news detection.

2.6.1. Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNs) are feed-forward neural architectures that were
originally introduced for image processing tasks and later adapted to natural language
processing applications. In text classification problems, CNNs operate on sequences of word
embeddings and apply convolutional filters in order to extract local and position-invariant

textual patterns, such as n-grams and short phrase-level features.

Given a sequence of word embeddings representing a headline, a convolution
operation applies a sliding window over consecutive tokens. Formally, the convolution

operation can be expressed as:

¢i = f(W-Xpip-1+b)

where X;.;+h—1 denotes a window of h consecutive word embeddings, w represents a learned
filter, b is a bias term, and f(-) is a nonlinear activation function. The resulting feature maps

capture local lexical patterns that are indicative of class membership.

To reduce dimensionality and retain the most salient features, convolutional layers are
typically followed by pooling operations, most commonly max pooling. This mechanism selects
the strongest activation for each filter, allowing the model to focus on the most informative
phrases regardless of their position within the text. As a result, CNNs are largely insensitive to

word order beyond the local context defined by the filter size.

CNN based text classifiers are widely used for content only fake news detection, since
they can capture discriminative local patterns that appear in short, attention grabbing
headlines. By employing multiple filters with different window sizes, CNNs are capable of

capturing patterns of varying granularity, ranging from short expressions to slightly longer
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phrase structures. This property makes them particularly suitable for headline-based datasets,
where texts are short and global contextual information is inherently limited (Shu et al., 2017;

Rai et al., 2022).

Several empirical studies report that CNN-based architectures outperform traditional
machine learning classifiers in content-only fake news detection tasks, while maintaining
relatively low computational cost and stable training behavior (Albahar et al., 2021). However,
CNNs exhibit certain limitations. Their focus on local patterns restricts their ability to model
long-range dependencies and broader semantic relationships, which may be necessary for
understanding more complex forms of misinformation. Despite this limitation, CNNs remain a
strong baseline for short-text fake news detection and are frequently adopted in comparative

experimental studies.
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Figure 5. lllustrative architecture of a Convolutional Neural Network for text classification, showing
convolution over word embeddings, max-pooling, and feature concatenation.
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2.6.2. Recurrent Neural Networks and Bidirectional LSTM

Recurrent Neural Networks (RNNs) are neural architectures specifically designed to
model sequential data by maintaining an internal hidden state that evolves over time. This
structure allows RNNs to explicitly capture word order and contextual dependencies, making
them suitable for natural language processing tasks where the meaning of a word depends on
its surrounding context. At each time step, the hidden state is updated based on the current

input and the previous hidden state, enabling information to propagate through the sequence.

Despite their theoretical suitability for sequence modeling, standard RNNs suffer from
the vanishing gradient problem, which limits their ability to learn long-range dependencies
during training. As gradients are propagated backward through time, they may diminish
exponentially, preventing the network from effectively capturing relationships between

distant tokens.

Long Short-Term Memory (LSTM) networks were introduced to address this limitation
by incorporating gating mechanisms that regulate information flow. Specifically, LSTMs employ
input, forget, and output gates to control which information is stored, updated, or discarded
over time. This design enables LSTMs to preserve relevant contextual information across

longer sequences and improves training stability.

Bidirectional LSTM (BiLSTM) architectures further extend this capability by processing
the input sequence in both forward and backward directions. This allows the model to
incorporate information from both past and future context when generating representations
for each token. The resulting hidden representation at each time step is obtained by

concatenating the forward and backward hidden states:

h, = [E» E]

where E and E denote the forward and backward LSTM hidden states, respectively.
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BiLSTM architectures are typically applied to fake news detection when the goal is to
model word order and contextual dependencies, exploiting sequence information that simpler
models may ignore (Reis et al., 2019; Rai et al., 2022). By considering the full bidirectional
context of a headline, BiLSTMs can model subtle linguistic cues that are not easily captured by

models focusing solely on local patterns.

However, the effectiveness of BiLSTM architectures is influenced by the length and
richness of the input text. In headline-only datasets, where sequences are short and contextual
depth is inherently limited, the advantages of modeling long-range dependencies may be
reduced. As reported in prior studies, BiLSTM-based models often yield moderate
performance improvements over simpler architectures, but these gains tend to diminish when
applied to short-text fake news detection scenarios (Reis et al., 2019; Rai et al., 2022).
Additionally, BiLSTMs incur higher computational cost and longer training times compared to
convolutional models, which may further constrain their practical applicability in large-scale

experiments.
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Figure 6. Architecture of a Bidirectional LSTM network processing a text sequence in both forward and
backward directions
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2.6.3. Transformer-Based Models and DistilBERT

Transformer architectures constitute a major advancement in natural language
processing by eliminating recurrent computation and relying exclusively on self-attention
mechanisms. Unlike recurrent and convolutional models, Transformers process entire input
sequences in parallel, enabling the modeling of long-range dependencies without the

limitations imposed by sequential processing.

The core component of the Transformer architecture is the self-attention mechanism,
which allows each token to attend to all other tokens in the sequence and dynamically weigh

their relevance. Formally, scaled dot-product attention is defined as:

QK"
Attention(Q, K, V) = softmax vV

Ja

where Q, K, and V denote the query, key, and value matrices, respectively, and dj, is the
dimensionality of the key vectors. Through this mechanism, contextual representations are

computed by explicitly modeling relationships between all pairs of tokens in the input.

Building upon the Transformer architecture, Bidirectional Encoder Representations
from Transformers (BERT) introduced deeply bidirectional contextual representations by
jointly conditioning on both left and right contexts during pretraining. BERT is pretrained on
large-scale corpora using masked language modeling and next sentence prediction objectives,
enabling it to capture rich syntactic and semantic information transferable to downstream

tasks.

DistilBERT is a compressed variant of BERT designed to retain most of its
representational capacity while significantly reducing computational cost. Through knowledge
distillation, DistilBERT is trained to mimic the behavior of a larger BERT model, resulting in a
lighter architecture with fewer parameters and faster inference, while maintaining competitive
performance (Sanh et al., 2019). This trade-off makes DistilBERT particularly suitable for

experimental settings with limited computational resources.
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Transformer based models such as DistilBERT are particularly effective for headline
classification because they produce contextualized embeddings that can separate subtle
semantic differences even in short texts. To be more specific, their contextualized embeddings
enable the capture of subtle semantic cues, pragmatic inconsistencies, and lexical interactions
that are difficult to model using traditional feature-based approaches or shallow neural
architectures. Empirical studies consistently report that BERT-derived models outperform CNN
and RNN-based architectures in content-only fake news classification tasks, especially when

linguistic distinctions are nuanced and context-dependent (Reis et al., 2019; Shu et al., 2017).

Nevertheless, despite their strong representational power, Transformer-based models
are not without limitations. Their performance gains tend to saturate in short-text datasets,
where limited input length constrains the amount of exploitable context. Additionally, fine-
tuning Transformer models on imbalanced datasets remains challenging, as the models may

still exhibit bias toward the majority class unless imbalance-aware training strategies are

employed.
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Figure 7. Simplified representation of a Transformer-based architecture for text classification
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2.6.4. Hybrid Models: DistilBERT and XGBoost

Hybrid models combine deep learning—based representation learning with traditional
machine learning classifiers in a two-stage architecture. In this setting, a pretrained neural
model is first employed as a feature extractor, while a separate classifier is responsible for the

final decision-making process.

In this thesis, a hybrid architecture combining DistilBERT and XGBoost is investigated.
DistilBERT is used to generate contextualized embeddings for each news headline, capturing
semantic and syntactic information through self-attention mechanisms. These embeddings are
subsequently provided as input to an XGBoost classifier, which performs the final binary

classification.

The motivation behind this approach is twofold. First, Transformer-based models excel
at extracting rich contextual representations, even from short texts. Second, gradient boosting
classifiers such as XGBoost are well-suited for structured, fixed-length feature vectors and are
known for their robustness, regularization capabilities, and resistance to overfitting. By
decoupling representation learning from classification, hybrid models aim to exploit the

strengths of both paradigms.

Prior studies suggest that hybrid architectures may offer improved stability and
interpretability compared to fully end-to-end deep learning models, particularly in scenarios
where dataset size, class imbalance, or limited linguistic signal constrain neural model
performance (Albahar et al., 2021; Rai et al., 2022). However, their effectiveness remains
dependent on the quality of the extracted embeddings, and performance gains may be
marginal when the underlying dataset provides limited contextual information, as is the case

with headline-only fake news detection.
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2.6.5. Summary and Limitations of Deep Learning Approaches

The deep learning architectures discussed in this section differ substantially in their

representational capacity, computational complexity, and suitability for short-text fake news

detection. To facilitate a concise comparison, Table 2 summarizes the primary strengths and

limitations of the evaluated deep learning models with respect to headline-based classification

tasks.
Model Strengths Limitations
Efficient capture of local n-gram patterns, Limited ability to model long-
CNN low computational cost, effective for | range dependencies, insensitive to
short texts global context
Models sequential dependencies and Computationally expensive,
BiLSTM word order; captures bidirectional limited gains on very short
context sequences
Rich contextual representations, strong High computational cost,
DistilBERT || performance on subtle linguistic patterns performance saturation on
pretrained knowledge headline-only data
DistilBERT + | Combines contextual embeddings with ||Dependent on embedding quality ,
XGBoost robust classification, improved stability added architectural complexity

Table 2. Strengths and limitations of the evaluated deep learning models with respect to headline-
based classification tasks
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2.7. Limitations of Headline-Only Datasets and Implications for Model

Performance

Despite the wide adoption of Machine Learning and Deep Learning approaches in fake
news detection, a recurrent limitation identified in the literature concerns the use of headline-
only datasets. Although such datasets offer practical advantages in terms of availability,
reduced preprocessing complexity, and lower computational cost, they inherently restrict the
amount of semantic, contextual, and discourse-level information available to learning

algorithms (Shu et al., 2017; Zhou and Zafarani, 2020).

News headlines are intentionally brief, attention-oriented, and often stylistically
compressed. As a result, they frequently omit background information, narrative structure,
and explanatory context that may be useful for credibility assessment. In headline-based
settings, the distinction between fake and real news may therefore depend on subtle lexical or
pragmatic cues rather than explicit factual content, which increases the difficulty of the

classification task (Wang, 2017; Shu et al., 2017).

This limitation is particularly important in fake news detection on social media, where
prior research has shown that news content alone is often insufficient for robust classification.
Several studies emphasize that social context, user engagement, and propagation dynamics
provide complementary signals that may substantially improve detection performance beyond
textual content alone (Shu et al., 2017; Shu et al., 2019). In this respect, headline-only datasets
represent a more constrained but also methodologically controlled setting, since they isolate

textual evidence from the broader ecosystem in which misinformation spreads.

From a modeling perspective, the restricted informational content of headlines may
affect different classes of models in different ways. Traditional Machine Learning methods
often rely on surface-level lexical or statistical regularities, which can be weak in short-text
settings. Deep Learning models, including recurrent and transformer-based architectures, are
generally better equipped to capture latent semantic patterns, but their performance may still

be constrained when the available input lacks sufficient context. As a result, architectural

31



improvements do not necessarily translate into large performance gains in highly compressed

textual settings (Khan et al., 2021; Rai et al., 2022).

Another important implication concerns class imbalance. In imbalanced fake news
datasets, global metrics such as accuracy may overstate model quality because strong
performance on the majority class can conceal weak minority-class detection. For this reason,
evaluation in such settings must extend beyond accuracy and include class-sensitive measures
such as precision, recall, F1-score, ROC-AUC, and Cohen’s Kappa, which provide a more reliable

picture of classification behavior under skewed class distributions (He and Garcia, 2009).

Overall, the literature suggests that headline-only fake news detection should be
regarded as a constrained classification setting in which both feature richness and contextual
depth are inherently limited. This does not reduce its practical relevance, but it does imply
that the interpretation of model performance must remain closely tied to the restricted
informational conditions under which the models operate (Shu et al., 2017; Shu et al., 2019;

Zhou and Zafarani, 2020).

32



3. Dataset Description and Preprocessing

3.1. Dataset Overview

The experimental analysis conducted in this thesis is based on the FakeNewsNet
dataset, a large-scale benchmark designed to support research on automated fake news
detection. FakeNewsNet integrates verified news content with supplementary information
related to news dissemination and user engagement, enabling the study of misinformation

under different modeling assumptions (Shu et al., 2018).

Within FakeNewsNet, this study focuses exclusively on the GossipCop subset.
GossipCop is a fact-checking platform specializing in entertainment-related news, including
celebrity gossip, viral rumors, and sensational online stories. Each news item is manually
verified by professional fact-checkers and labeled as either fake or real, providing a reliable

ground truth for supervised learning tasks (Shu et al., 2018).

The selection of GossipCop is motivated by its relevance to headline-based fake news
detection. Entertainment news frequently relies on short, attention-grabbing headlines,
making this subset particularly suitable for evaluating text-based models under constrained

informational settings.
3.1.1. FakeNewsNet Dataset

FakeNewsNet provides multiple data modalities, including:

news textual content,

e social engagement signals,

e user profile information,

e temporal propagation patterns.

Although these modalities enable the exploration of social-context-aware detection
approaches, the present study deliberately restricts the analysis to textual information derived

from news headlines only. This design choice reflects realistic constraints encountered in
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practical applications, where access to social metadata may be limited due to privacy

considerations, API restrictions, or platform policies (Zhou and Zafarani, 2020).

3.1.2. GossipCop Subset

The GossipCop subset contains over 20,000 labeled news instances, each associated
with a headline and a binary class label (fake or real). The dataset exhibits a pronounced class
imbalance, with real news constituting the majority class. Such imbalance is commonly
observed in real-world misinformation datasets and introduces additional challenges for

supervised classification models (Shu et al., 2017).

17500 - 16817

15000 -

12500 A

10000 A

7500

Number of Headlines

5323

5000 A

2500 A

Fake Real
Class

Figure 8. Class distribution of fake and real news headlines in the GossipCop subset

34



In this thesis, only headline text and corresponding labels are utilized. Full article
content, social interactions, and propagation graphs are intentionally excluded to ensure a

consistent and controlled experimental setting across all evaluated models.

3.2. Data Characteristics and Class Distribution

The GossipCop subset used in this study contains 22,140 news instances labeled as
either fake or real. As shown in the class distribution analysis, the dataset is notably
imbalanced, with real news instances substantially outnumbering fake news instances. This
imbalance is an important characteristic of the dataset and was taken into account throughout
the experimental design, particularly in the selection of validation strategies, imbalance-

handling methods, and evaluation metrics.

In addition to class imbalance, the dataset is characterized by the use of short headline
text as the primary input for classification. Since the present study deliberately restricts the
analysis to headline content, each instance contains limited textual material compared with
full news articles or socially enriched fake news datasets. This property defines the scope of
the experimental setting adopted in the thesis and motivates the use of both traditional

Machine Learning and more expressive Deep Learning models for comparative evaluation.
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Figure 9. Distribution of headline lengths in the GossipCop subset, measured in number of words for
fake and real news headlines

These properties impose structural constraints on automated detection systems and
significantly influence both model behavior and evaluation outcomes. The impact of these

characteristics is examined in detail in the experimental results and discussion chapters.

3.3. Text Preprocessing Pipeline

Preprocessing plays a critical role in preparing textual data for machine learning and
deep learning models, particularly in headline-based fake news detection, where the available
linguistic signal is inherently limited. In this study, preprocessing was implemented as a
modular and reproducible script-based pipeline, allowing the controlled transformation of the
raw GossipCop files into structured inputs suitable for downstream representation learning

and classification.

36



The workflow was organized into a sequence of dedicated scripts, each responsible for
a specific transformation stage, including dataset consolidation, tokenization, lexical filtering,
and document embedding preparation. This design improved transparency, reproducibility,

and consistency across experiments.

3.3.1. Dataset Consolidation

As an initial step, fake and real news instances from the GossipCop subset were merged
into a unified dataset containing headline text and corresponding binary labels. Only headline
titles were retained for further processing, in line with the experimental focus of this thesis.
Full article content and auxiliary metadata were intentionally excluded in order to maintain a

consistent input format across all evaluated models.

3.3.2. Text Cleaning and Normalization

All headlines were subjected to basic normalization procedures aimed at reducing
noise while preserving informative lexical patterns. These operations included the conversion
of all characters to lowercase, the removal of punctuation and non-alphanumeric characters,
and the normalization of whitespace. Such preprocessing steps are widely adopted in short-
text classification tasks, as they reduce vocabulary fragmentation and improve model

robustness without imposing aggressive linguistic constraints (Manning et al., 2008).

3.3.3. Tokenization and Lexical Filtering

Following normalization, headlines were tokenized at the word level. Subsequently,
several filtering operations were applied in order to improve the quality of the tokenized text.
These included the removal of common English stopwords, the exclusion of purely numeric
tokens, and the removal of extremely short tokens with limited semantic content. These

filtering steps were designed to reduce noise while retaining semantically meaningful units,
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which is particularly important in the context of short headlines, where excessive

preprocessing may lead to information loss.

3.3.4. Preparation for Document Embedding

The cleaned and filtered token sequences were subsequently prepared for document-
level embedding. Each headline was treated as an independent document and used as input
to the Doc2Vec models. This stage produced structured token sequences suitable for learning

dense document representations in the following phase of the pipeline.

Figure 9 summarizes the preprocessing workflow used to transform the raw GossipCop files
into the final Doc2Vec-based feature representation employed by the Machine Learning

models.
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Figure 10. Preprocessing pipeline used to construct the final 300-dimensional Doc2Vec representation
from the raw GossipCop fake and real headline files

39



3.4. Preprocessing for Machine Learning Models

3.4.1. Feature Representation Using Doc2Vec

Machine learning classifiers require fixed-length numerical representations as input. In
this study, headline texts were encoded using Doc2Vec embeddings, which provide dense
document-level vector representations that capture semantic relationships beyond individual

word occurrences.

Doc2Vec was selected after exploratory experimentation with alternative
representations, including TF—IDF. While TF—IDF yielded competitive baseline performance, its
high dimensionality and sparsity resulted in substantial memory consumption and reduced
stability during cross-validation and ensemble training. In contrast, Doc2Vec offers a compact
and dense representation that is more suitable for large-scale experimentation under realistic

hardware constraints (Le and Mikolov, 2014).

Two complementary Doc2Vec architectures were employed: Distributed Memory (DM)
and Distributed Bag of Words (DBOW). As illustrated in Figure X, the final document
representation for each headline was obtained by concatenating the vectors produced by both

models, resulting in a fixed-length 300-dimensional representation.

3.4.2. Dimensionality and Computational Considerations

The dimensionality of the document embeddings was selected to balance
representational capacity and computational efficiency. This choice enabled stable training
across all machine learning classifiers evaluated in this study, including Logistic Regression,
Support Vector Machines, Random Forests, and XGBoost, without the memory limitations

encountered with sparse representations.

No additional handcrafted linguistic features were included in the final machine
learning feature set, as exploratory experiments indicated limited performance gains in the

headline-only setting.
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3.5. Preprocessing for Deep Learning Models

In contrast to the Machine Learning models, which required fixed-length numerical
vectors as input, the Deep Learning models used in this study operated directly on textual

headline representations derived from tokenization procedures adapted to each architecture.

For the CNN and BiLSTM models, the headline text was converted into tokenized word
sequences and padded to a fixed length in order to produce uniform input shapes for training.
This representation preserved the sequential structure of the text while remaining compatible

with neural architectures designed for short-text classification.

For DistilBERT, preprocessing followed a transformer-based tokenization approach
using the corresponding pretrained tokenizer. In this setting, the input headlines were
converted into transformer-compatible token sequences with attention masks, allowing the
model to process contextualized textual representations rather than simple word-index

sequences.

Finally, in the hybrid DistilBERT + XGBoost configuration, DistilBERT was first used as a
feature extractor to produce fixed-length contextual embeddings from raw headline text.
These embeddings were then provided as input to the XGBoost classifier, combining

transformer-based semantic representation with gradient-boosting classification.

3.6. Summary

This chapter presented the dataset selection and preprocessing procedures employed
in this study. By focusing exclusively on headline-based textual information from the
GossipCop subset of FakeNewsNet, the experimental design emphasizes the challenges of fake
news detection under limited contextual information. The methodological implications of
these design choices are reflected in the experimental results and further analyzed in the

discussion chapter.

Detailed implementation aspects of the preprocessing pipeline are provided in the

Appendix A.
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4. Methodology and Experimental Setup

4.1. Experimental Design Overview

This chapter presents the methodological framework and experimental design
adopted in this thesis for the evaluation of machine learning and deep learning models applied
to headline-based fake news detection. The experimental setup is designed to ensure a fair
and systematic comparison between different modeling paradigms under consistent
conditions, while explicitly accounting for the limitations imposed by short-text data and

pronounced class imbalance.

The overall workflow consists of data partitioning, model training, performance
evaluation using multiple complementary metrics, and comparative analysis across models.
Several methodological decisions were informed not only by established practices reported in
the literature (Shu et al., 2018; Zhou and Zafarani, 2020), but also by exploratory experiments
conducted during the early stages of this study. These preliminary experiments were
instrumental in identifying configurations that were empirically stable and computationally

feasible.

4.2. Data Splitting Strategies

Different data splitting strategies were employed for classical machine learning models
and deep learning architectures. This distinction reflects both methodological considerations

and practical constraints associated with model complexity and training cost.

4.2.1. Machine Learning Models

For traditional machine learning classifiers, model evaluation was performed using
stratified 10-fold cross-validation. Stratification ensures that the proportion of fake and real
news instances remains consistent across all folds, which is particularly important given the

imbalance inherent in the GossipCop dataset.
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Cross-validation was selected to obtain robust performance estimates and to reduce
sensitivity to a specific train—test split. This evaluation strategy has been widely adopted in
prior fake news detection studies involving imbalanced datasets and relatively limited textual

input (Shu et al., 2017; Shu et al., 2018).

4.2.2. Deep Learning Models

For deep learning models, a hold-out validation strategy was adopted, consisting of
70% training data, 15% validation data, and 15% test data. This configuration supports
hyperparameter tuning and early stopping based on validation performance, which are

essential mechanisms for controlling overfitting in neural networks.

Cross-validation was not applied in the deep learning setting due to its high
computational cost and limited empirical benefit observed during preliminary experiments.
This choice aligns with common practice in deep learning—based fake news detection, where

fixed validation splits are typically preferred (Zhou and Zafarani, 2020).

4.3. Handling Class Imbalance

Class imbalance represents a central challenge in the GossipCop dataset, as real news
instances significantly outnumber fake news samples. To investigate the impact of imbalance
on model performance, different mitigation strategies were applied depending on the model

category.

4.3.1. Oversampling for Machine Learning Models

To address the imbalance between fake and real news instances, the Machine Learning
models were trained using SMOTE oversampling applied exclusively to the training portion of
each fold during cross-validation. This design was adopted in order to avoid data leakage and

to ensure that the held-out fold preserved the original class distribution during evaluation.
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Although SMOTE is a widely used technique for imbalanced classification, its
contribution must be interpreted cautiously in the present setting. In headline-only fake news
detection, the limited semantic richness of the input may reduce the effectiveness of synthetic
oversampling, since newly generated minority-class samples are still derived from sparse and
highly compressed textual representations. For this reason, SMOTE was treated as an
imbalance-mitigation strategy within the experimental design rather than as a guaranteed

source of performance improvement.

Accordingly, the role of SMOTE in this study was to support a fairer training process for
the Machine Learning models under class imbalance, while its actual empirical impact was

assessed through the reported evaluation metrics rather than assumed in advance.

4.3.2. Class Weighting for Deep Learning Models

For deep learning models, class imbalance was handled through class weighting rather
than data-level oversampling. Class weights were computed based on inverse class

frequencies and incorporated directly into the loss function during training.

This approach penalizes misclassification of the minority class more heavily without
modifying the original data distribution. In practice, class weighting resulted in more stable
training behavior and more consistent improvements in minority-class recall compared to

oversampling methods.

4.4. Evaluated Models

The experimental evaluation includes both traditional machine learning classifiers and
deep learning architectures, enabling a direct comparison between shallow models and

representation-learning approaches.
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4.4.1. Machine Learning Models

The following machine learning models were evaluated:

Logistic Regression

Support Vector Machines (SVM)

Random Forest

XGBoost

All machine learning models were trained using dense document representations
derived from Doc2Vec embeddings. Hyperparameters were selected based on commonly
adopted configurations in the literature and adjusted through limited experimentation to
ensure stable convergence. Extensive hyperparameter tuning was intentionally avoided, as

early experiments indicated diminishing returns and limited performance improvements.

4.4.2. Deep Learning Models
The deep learning models evaluated in this study include:
e Convolutional Neural Networks (CNN)
e Bidirectional Long Short-Term Memory networks (BiLSTM)
e DistilBERT
e A hybrid DistilBERT + XGBoost model

CNN and BiLSTM architectures were trained on word-level tokenized headline
sequences, allowing the models to learn task-specific representations directly from the data.
DistilBERT leveraged pretrained contextual embeddings, enabling the exploitation of linguistic
knowledge acquired during large-scale language modeling. The hybrid model combines
transformer-based embeddings with a gradient boosting classifier to examine whether

discriminative learners can further exploit contextual representations.
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4.5. Evaluation Metrics

To obtain a comprehensive assessment of model performance under class imbalance,

multiple complementary evaluation metrics were employed.

4.5.1. Accuracy

Accuracy measures the proportion of correctly classified instances:

TP+TN
TP +TN + FP + FN

Accuracy =

While accuracy provides a general overview of performance, it may be misleading in

imbalanced datasets, as high accuracy can be achieved by favoring the majority class.
4.5.2. Precision

Precision quantifies the proportion of correctly predicted instances among all instances

predicted as a given class:

TP

Precision = —
TP + FP

In fake news detection, precision for the fake class reflects the reliability of fake-news

predictions.

4.5.3. Recall

Recall measures the proportion of correctly identified instances among all actual instances of

a class:
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TP

Recall = ——
A = TP FN

Recall is particularly important for fake news detection, as it captures the model’s

ability to identify misinformation that would otherwise remain undetected.

4.5.4. Fl-score

The F1l-score is the harmonic mean of precision and recall:

Precision - Recall
F1=2

' Precision + Recall

This metric provides a balanced measure of performance, especially in imbalanced

classification settings.

4.5.5. ROC-AUC

The Receiver Operating Characteristic (ROC) curve illustrates the trade-off between
true positive rate and false positive rate across decision thresholds. The Area Under the Curve

(AUC) provides a threshold-independent measure of class separability.

4.5.6. Cohen’s Kappa

Cohen’s Kappa measures agreement between predicted and true labels while

accounting for chance agreement:

_po_pe
1_pe
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Low Kappa values indicate that a model’s predictions may not substantially outperform

random classification, even when accuracy appears acceptable.

4.6. Implementation Environment and Reproducibility

All experiments were implemented in Python using established libraries, including
scikit-learn, XGBoost, TensorFlow/Keras, PyTorch, and the Hugging Face Transformers
framework. The preprocessing pipeline, together with the classical Machine Learning
experiments based on Logistic Regression, LinearSVC, and Random Forest, was developed and
executed in Visual Studio Code (VS Code). In contrast, XGBoost and all Deep Learning
experiments, including CNN, BiLSTM, DistilBERT, and the hybrid DistilBERT + XGBoost model,
were conducted in Google Colab. This decision was made for practical and computational
reasons, as the Colab environment provided access to GPU acceleration, specifically NVIDIA T4
resources, which were particularly useful for transformer-based and other computationally
heavier experiments. To enhance reproducibility, fixed random seeds were used wherever
applicable. Detailed preprocessing scripts and exploratory configurations are provided in the

Appendix.

4.7. Summary

This chapter described the experimental methodology, validation strategies,
imbalance-handling techniques, and evaluation metrics adopted in this thesis. The
methodological framework supports a fair and informative comparison between machine
learning and deep learning approaches for headline-based fake news detection. The following

chapter presents the experimental results obtained from the evaluated models.
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5. Experimental Results

5.1. Overview of the Evaluation Results

This chapter presents the experimental results obtained from the machine learning
and deep learning models evaluated in this study. The results are reported using the evaluation
metrics defined in Chapter 4, with particular emphasis on class-wise precision, recall, F1-score,

and ROC-AUC, given the class imbalance present in the dataset.

Results are organized into two main sections. Section 5.2 reports the performance of
traditional machine learning models, while Section 5.3 presents the results of deep learning
and hybrid approaches. All reported results correspond to the final configurations selected

after exploratory experimentation.

5.2. Machine Learning Models Results

This section reports the results of the traditional machine learning baselines. All
classifiers were trained on Doc2Vec headline embeddings and evaluated with stratified 10-fold
cross-validation. To address class imbalance, SMOTE oversampling was applied only to the
training split of each fold, while the held-out fold remained untouched. The reported metrics
were computed after aggregating predictions across all folds, ensuring that each number

reflects the overall performance on the full dataset, rather than fold-specific variation.

Since fake news detection models often struggle with class imbalance, emphasis was
placed on evaluating performance for the fake news class, in addition to overall accuracy. For
each model, results are presented through a confusion matrix and a ROC curve. In addition to
overall accuracy, precision, recall, and F1 score for the fake news class are highlighted, as high
accuracy can often be achieved by favoring the majority real news class. The configurations for
each model, including hyperparameters and evaluation settings, are detailed in the following

sections.
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5.2.1. Logistic Regression

Logistic Regression was evaluated using the 300-dimensional Doc2Vec headline
embeddings within a stratified 10-fold cross-validation framework. To ensure comparable
feature scaling, the input vectors were standardized using StandardScaler prior to
classification. Class imbalance was handled with SMOTE, applied only to the training portion
of each fold. The classifier was configured with the liblinear solver, max_iter = 500, and
random_state = 42. Final predictions were aggregated across all folds in order to compute the

overall evaluation metrics.

Parameter Setting

Input representation 300-dimensional Doc2Vec embeddings
Validation strategy Stratified 10-fold cross-validation
Number of samples 22140

Number of features 300

Fold shuffling True

Cross-validation random_state 42

Scaling StandardScaler

Imbalance handling SMOTE inside each training fold only
SMOTE k_neighbors 5

SMOTE random_state 42

Model Logistic Regression
LogisticRegression solver liblinear

LogisticRegression max_iter 500

LogisticRegression random_state 42

Table 3. Experimental configuration of Logistic Regression
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Metric Value
Accuracy 52.1274%
Cohen’s Kappa 0.0111
ROC-AUC 0.5113

Table 4. Overall performance of Logistic Regression
Class Precision Recall F1-score
Fake (0) 0.2462 0.4806 0.3255
Real (1) 0.7646 0.5342 0.6290
Weighted Average 0.6400 0.5213 0.5560

Table 5. Class-wise and weighted metrics for Logistic Regression

Actual / Predicted Fake Real
Fake 2558 2765
Real 7834 8983

Table 6. Confusion matrix for Logistic Regression aggregated across folds
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Figure 11. ROC curve for the Logistic Regression classifier on the GossipCop dataset
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5.2.2. Linear SVM

Using the 300-dimensional Doc2Vec representation, LinearSVC was evaluated within a
stratified 10-fold cross-validation framework. Feature standardization was applied using
StandardScaler prior to classification, while class imbalance was handled with SMOTE applied
only to the training portion of each fold. The classifier was configured with C = 1.0, max_iter =
2000, and random_state = 42. Since LinearSVC does not provide probability estimates by
default, decision function scores were used for ROC-AUC computation. Final predictions and

decision scores were aggregated across all folds in order to compute the overall evaluation

metrics.

Parameter

Setting

Input representation

300-dimensional Doc2Vec embeddings

Validation strategy

Stratified 10-fold cross-validation

Number of samples 22140
Number of features 300
Fold shuffling True
Cross-validation random_state 42

Scaling

StandardScaler

Imbalance handling

SMOTE inside each training fold only

SMOTE k_neighbors 5

SMOTE random_state 42

Model LinearSVC
LinearSVC C 1.0
LinearSVC max_iter 2000
LinearSVC random_state 42

Table 7. Experimental configuration of LinearSVC




Metric Value
Accuracy 52.1229%
Cohen’s Kappa 0.0112
ROC-AUC 0.5113

Table 8. Overall performance of LinearSVC
Class Precision Recall F1-score
Fake (0) 0.2462 0.4807 0.3256
Real (1) 0.7647 0.5340 0.6289
Weighted Average 0.6400 0.5212 0.5560

Table 9. Class-wise and weighted metrics for LinearSVC

Actual / Predicted Fake Real
Fake 2559 2764
Real 7836 8981

Table 10. Confusion matrix for LinearSVC aggregated across folds
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Figure 12. ROC curve for the Linear SVM classifier on the GossipCop dataset
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5.2.3. Random Forest

Random Forest was trained on the 300-dimensional Doc2Vec feature space and
evaluated using stratified 10-fold cross-validation. Class imbalance was addressed with
SMOTE, applied only to the training portion of each fold, while the held-out fold remained
unchanged. The classifier was configured with n_estimators = 100, max_depth = None, n_jobs

=-1, and random_state = 42. Final predictions and probability scores were aggregated across

all folds in order to derive the reported evaluation metrics.

Parameter

Setting

Input representation

300-dimensional Doc2Vec embeddings

Validation strategy

Stratified 10-fold cross-validation

Number of samples 22140
Number of features 300
Fold shuffling True
Cross-validation random_state 42

Imbalance handling

SMOTE inside each training fold only

SMOTE k_neighbors

5

SMOTE random_state

42

Model RandomForestClassifier
RandomForest n_estimators 100

RandomForest max_depth None

n_jobs -1

RandomForest random_state 42

Table 11. Experimental configuration of Random Forest
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Metric Value
Accuracy 77.5700%
Cohen’s Kappa 0.1596
ROC-AUC 0.5841

Table 12. Overall performance of Random Forest
Class Precision Recall F1-score
Fake (0) 0.6581 0.1396 0.2303
Real (1) 0.7820 0.9770 0.8687
Weighted Average 0.7522 0.7757 0.7152

Table 13. Class-wise and weighted metrics for Random Forest

Actual / Predicted Fake Real
Fake 743 4580
Real 386 16431

Table 14. Confusion matrix for Random Forest aggregated across folds
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Figure 13. ROC Curve for the Random Forest Classifier on the GossipCop dataset
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5.2.4. XGBoost

XGBoost was evaluated on the 300-dimensional Doc2Vec embeddings using stratified
10-fold cross-validation. To address class imbalance, SMOTE oversampling was applied only
within the training portion of each fold. The classifier was configured with n_estimators = 300,
max_depth = 8, learning_rate = 0.1, subsample = 0.8, colsample_bytree = 0.8, objective =
binary:logistic, eval_metric = logloss, tree_method = hist, and random_state = 42. Final

predictions and probability scores were aggregated across all folds to compute the overall

evaluation metrics.

Parameter

Setting

Input representation

300-dimensional Doc2Vec embeddings

Validation strategy

Stratified 10-fold cross-validation

Number of samples 22140
Number of features 300
Fold shuffling True
Cross-validation random_state 42

Imbalance handling

SMOTE inside each training fold only

SMOTE k_neighbors 5

SMOTE random_state 42

Model XGBClassifier
XGBoost n_estimators 300

XGBoost max_depth 8

XGBoost learning_rate 0.1

XGBoost subsample 0.8

XGBoost colsample_bytree 0.8

XGBoost objective binary:logistic
XGBoost eval_metric logloss
XGBoost tree_method hist

XGBoost random_state 42

Table 15. Experimental configuration of XGBoost

56




Metric Value
Accuracy 74.9955%
Cohen’s Kappa 0.1371
ROC-AUC 0.5771

Table 16. Overall performance of XGBoost
Class Precision Recall F1-score
Fake (0) 0.4494 0.1777 0.2547
Real (1) 0.7815 0.9311 0.8498
Weighted Average 0.7522 0.7500 0.7067

Table 17. Class-wise and weighted metrics for XGBoost

Actual / Predicted Fake Real
Fake 946 4377
Real 1159 15658

Table 18. Confusion matrix for XGBoost aggregated across folds
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Figure 14. ROC Curve for the XGBoost Classifier on the GossipCop dataset
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5.3. Deep Learning Models Results

This section presents the results obtained from the deep learning models evaluated in
this study. Unlike the machine learning baselines, these models were trained using a holdout
validation scheme with a 70% training set, 15% validation set, and 15% test set. Class
imbalance was addressed through class weights computed from the training data, while the
held-out validation and test sets remained unchanged. The reported results therefore reflect

performance on an unseen test set rather than aggregated outcomes across multiple folds.

The deep learning experiments included sequence-based and transformer-based
architectures applied directly to headline text. More specifically, the CNN and BiLSTM models
were trained on tokenized and padded headline sequences, whereas DistilBERT and the hybrid
DistilBERT + XGBoost model operated on transformer-derived representations. For each
model, performance is reported using confusion matrices and ROC curves, together with
overall accuracy, Cohen’s Kappa, ROC-AUC, and class-wise precision, recall, and F1-score.
Particular attention is given to the fake news class, since performance on the minority class
provides a more informative view of model effectiveness than accuracy alone. The
configuration of each model, including the main architectural and training parameters, is

presented in the corresponding subsections.

5.3.1. CNN (Convolutional Neural Networks)

The CNN model was trained on tokenized and padded headline sequences using a
holdout validation framework consisting of 70% training, 15% validation, and 15% test data.
Class imbalance was addressed through class weights computed from the training set. The
model was configured with max_words = 30000, max_len = 50, embedding_dim = 100, filters
=256, kernel_size =5, dropout rate = 0.5, dense units = 64, epochs = 30, and batch_size = 128.
Early stopping was applied with patience = 4. Final predictions and probability scores were

computed on the held-out test set in order to derive the reported evaluation metrics.
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Parameter

Setting

Input representation

Tokenized and padded headline sequences

Validation strategy

Holdout (70% train, 15% val, 15% test)

Number of samples 22140
Data split random_state 42
Vocabulary size (max_words) 30000
Maximum sequence length (max_len) 50
Embedding dimension 100

Imbalance handling

Class weights computed from the training set

Model CNN
CNN filters 256
CNN kernel_size 5
CNN dropout rate 0.5
CNN dense units 64
Epochs 30
Batch size 128
EarlyStopping patience 4

Table 19. Experimental configuration of CNN

Metric Value
Accuracy 81.2406%
Cohen’s Kappa 0.5354
ROC-AUC 0.8707

Table 20. Overall performance of CNN
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Class Precision Recall F1-score
Fake (0) 0.5837 0.7644 0.6620
Real (1) 0.9174 0.8276 0.8702
Weighted Average 0.8372 0.8124 0.8201

Table 21. Class-wise and weighted metrics for CNN

Actual / Predicted Fake Real
Fake 610 188
Real 435 2088

Table 22. Confusion matrix for CNN after Train-Validation-Test split
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Figure 15. ROC Curve for the CNN on the GossipCop dataset
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5.3.2. BiLSTM (Bidirectional Long Short-Term Memory)

For the BiLSTM architecture, the headline text was represented as tokenized and
padded word sequences and evaluated using a holdout split of 70% training, 15% validation,
and 15% test data. Class imbalance was addressed through class weights computed from the
training portion of the dataset. The model used max_words = 20000, max_len = 40,
embedding_dim =100, BiLSTM units = 128, dense units = 64, dropout rate = 0.5, epochs = 12,
and batch_size = 64. Early stopping was employed with patience = 3 in order to restore the
best model weights according to validation loss. The reported metrics were obtained from

predictions on the held-out test set.

Parameter Setting

Input representation Tokenized and padded headline sequences
Validation strategy Holdout (70% train, 15% val, 15% test)
Number of samples 22140

Data split random_state 42

Vocabulary size (max_words) 20000

Maximum sequence length (max_len) 40

Embedding dimension 100

Imbalance handling Class weights computed from the training set
Model BiLSTM

BiLSTM units 128

BiLSTM dropout rate 0.5

Dense units 64

Epochs 12

Batch size 64

EarlyStopping patience 3

Table 23. Experimental configuration of BiLSTM
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Metric Value
Accuracy 77.6573%
Cohen’s Kappa 0.4821
ROC-AUC 0.8651

Table 24. Overall performance of BiLSTM
Class Precision Recall F1-score
Fake (0) 0.5229 0.8008 0.6327
Real (1) 0.9242 0.7689 0.8395
Weighted Average 0.8278 0.7766 0.7898

Table 25. Class-wise and weighted metrics for BiLSTM

Actual / Predicted Fake Real
Fake 639 159
Real 583 1940

Table 26. Confusion matrix for BiLSTM after Train-Validation-Test split

ROC Curve - BiLSTM

1.0 4

0.8 4

0.6

True Positive Rate

0.4

0.2

0.0

= ROC curve (AUC = 0.8651)

0.0

0.2

T
0.4 0.6 0.8
False Positive Rate

1.0

Figure 16. ROC Curve for the BiLSTM on the GossipCop dataset
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5.3.3. DistilBERT

DistilBERT was evaluated by fine-tuning a pretrained transformer model on the
headline classification task using a holdout validation framework with 70% training, 15%
validation, and 15% test data. Class imbalance was handled through class weights derived from
the training set. The model was initialized from the distilbert-base-uncased checkpoint and
trained with max_length = 128, batch_size = 16, learning rate = 2e-05, CrossEntropyLoss, and
2 epochs. Final predictions and probability scores were computed on the held-out test set to

obtain the reported evaluation metrics.

Parameter

Setting

Input representation

Transformer-tokenized headline inputs

Validation strategy

Holdout (70% train, 15% val, 15% test)

Number of samples

22140

Data split random_state

42

Imbalance handling

Class weights computed from the training set

Pretrained model

distilbert-base-uncased

Tokenizer DistilBertTokenizerFast
Maximum sequence length 128

Model DistilBERT

Number of labels 2

Optimizer AdamW

Learning rate 2e-05

Epochs 2

Batch size 16

Loss function CrossEntropyLoss

Table 27. Experimental configuration of DistilBERT
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Metric Value
Accuracy 82.8365%
Cohen’s Kappa 0.5687
ROC-AUC 0.8957

Table 28. Overall performance of DistilBERT
Class Precision Recall F1-score
Fake (0) 0.6131 0.7744 0.6844
Real (1) 0.9222 0.8454 0.8821
Weighted Average 0.8479 0.8284 0.8346

Table 29. Class-wise and weighted metrics for DistilBERT

Actual / Predicted Fake Real
Fake 618 180
Real 390 2133

Table 30. Confusion matrix for DistilBERT after Train-Validation-Test split
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Figure 17. ROC Curve for the DistilBERT on the GossipCop dataset
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5.3.4. Hybrid DistilBERT + XGBoost

In the hybrid configuration, raw headlines were first encoded using DistilBERT in order
to extract fixed-length contextual embeddings, which were then used as input to an XGBoost
classifier. The experiment followed a holdout setup with 70% training, 15% validation, and 15%
test data. DistilBERT embeddings were obtained from the distilbert-base-uncased model using
the first-token hidden representation, with max_length = 128, embedding batch size = 32, and
embedding dimensionality of 768. These representations were subsequently provided to an
XGBClassifier configured with n_estimators = 300, max_depth = 6, learning_rate = 0.05,
subsample = 0.8, colsample_bytree = 0.8, eval_metric = logloss, and tree_method = hist. No
explicit imbalance handling technique was applied in this hybrid setting. The reported results

were computed on the held-out test set.

Parameter Setting

Input representation DistilBERT embeddings extracted from raw
headlines

Validation strategy Holdout (70% train, 15% val, 15% test)

Number of samples 22140

Data split random_state 42

Imbalance handling None

Pretrained model distilbert-base-uncased

Tokenizer DistilBertTokenizerFast

Embedding extractor DistilBertModel

Embedding source last_hidden_state[:, 0, :]

Embedding dimension 768

Maximum sequence length 128

Embedding batch size 32

Model XGBClassifier

XGBoost n_estimators 300

XGBoost max_depth 6
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XGBoost learning_rate 0.05
XGBoost subsample 0.8
XGBoost colsample_bytree 0.8
XGBoost eval_metric logloss
XGBoost tree_method hist

Table 31. Experimental configuration of Hybrid DistilBERT + XGBoost

Metric Value
Accuracy 84.3421%
Cohen’s Kappa 0.5020
ROC-AUC 0.8462

Table 32. Overall performance of Hybrid DistilBERT + XGBoost
Class Precision Recall F1-score
Fake (0) 0.7932 0.4712 0.5912
Real (1) 0.8518 0.9612 0.9032
Weighted Average 0.8377 0.8434 0.8282

Table 33. Class-wise and weighted metrics for Hybrid DistilBERT + XGBoost

Actual / Predicted Fake Real
Fake 376 422
Real 98 2425

Table 34. Confusion matrix for Hybrid DistilBERT + XGBoost after Train-Validation-Test split
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Figure 18. ROC Curve for the DistilBERT + XGBoost on the GossipCop dataset
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6. Comparative Evaluation of Models

6.1. Introduction

This chapter presents a comparative evaluation of the models examined in the present
study. Whereas Chapter 5 reported the performance of each model separately, the purpose of
the current chapter is to compare the evaluated approaches under a common analytical
perspective. Particular emphasis is placed on overall performance, discriminative ability, and
effectiveness on the fake news class, since the class imbalance of the GossipCop dataset makes

minority-class behavior especially important.

The comparison is organized in four stages. First, the Machine Learning models are
compared with one another. Next, the Deep Learning models are examined comparatively.
This is followed by an overall comparison across all evaluated models. Finally, the findings of
this thesis are compared with selected results reported in previous studies on fake news

detection.

6.2. Comparative Analysis of Machine Learning Models

Table 35 summarizes the comparative performance of the Machine Learning models
evaluated in this study. The analysis focuses on overall accuracy, Cohen’s Kappa, ROC-AUC, and
fake-class precision, recall, and F1-score, since these metrics provide a more complete view of

model behavior under class imbalance than accuracy alone.

Cohen’s ROC- Fake Fake Fake || Weighted
Model Accuracy
Kappa AUC Precision Recall F1 F1

Logistic
52.1274%| 0.0111 0.5113 0.2462 0.4806 [|0.3255| 0.5560
Regression
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Cohen’s ROC- Fake Fake Fake || Weighted

Model Accuracy
Kappa AUC Precision Recall F1 F1
LinearSVC (|52.1229%| 0.0112 0.5113 0.2462 0.4807 |/0.3256|| 0.5560
Random Forest|77.5700%|| 0.1596 0.5841 0.6581 0.1396 ||0.2303| 0.7152
XGBoost 74.9955%| 0.1371 0.5771 0.4494 0.1777 ||0.2547|| 0.7067

Table 35. Comparative performance of the Machine Learning models

The comparison of the Machine Learning models reveals two distinct patterns of
behavior. Logistic Regression and LinearSVC produced almost identical results across all
reported metrics. Their accuracy remained close to 52%, while Cohen’s Kappa was close to
zero and ROC-AUC was only slightly above 0.50. This indicates that both linear models had very
limited discriminative ability in the Doc2Vec feature space and were only marginally better

than random separation of the two classes.

The fake-class results of Logistic Regression and LinearSVC also reflect this weak overall
performance. Although both models achieved fake recall values close to 0.48, their fake
precision remained very low, resulting in fake-class F1-scores around 0.33. This suggests that
the two linear approaches were able to identify a portion of the fake headlines, but did so with
a large number of false positive predictions. Their weighted F1 values also remained

comparatively low, confirming that their overall predictive quality was limited.

In contrast, the tree-based models, Random Forest and XGBoost, achieved substantially
higher overall accuracy than the linear baselines. Random Forest reached the highest accuracy
among the Machine Learning models, while XGBoost also showed a clear improvement over
the linear approaches. However, this gain in accuracy was not accompanied by equally strong
performance on the fake news class. In particular, Random Forest achieved the highest fake
precision among the Machine Learning models, but its fake recall was extremely low. This

indicates that the model was highly conservative in assigning the fake label, leading to many
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missed fake instances. XGBoost showed a slightly more balanced behavior than Random

Forest, but its fake recall also remained low and its fake-class F1-score stayed limited.

The ROC-AUC and Cohen’s Kappa values further support this pattern. Both tree-based
models outperformed the linear baselines, yet their ROC-AUC values remained well below
those achieved later by the Deep Learning approaches. Similarly, their Kappa values indicate
some improvement in agreement beyond chance, but not at a level suggesting robust and

well-balanced discrimination between fake and real headlines.

Overall, the Machine Learning comparison suggests that the linear models were
insufficient for the headline-only setting, while the tree-based methods provided stronger
global accuracy but remained weak in recovering fake news instances. Among the Machine
Learning models, Random Forest and XGBoost achieved the strongest overall results, but
neither demonstrated strong minority-class effectiveness when judged by fake recall and fake-

class F1-score.

6.3. Comparative Analysis of Deep Learning Models

Table 36 presents the comparative performance of the Deep Learning models
evaluated in this study. The comparison includes sequence-based, transformer-based, and
hybrid architectures, and focuses on overall accuracy, Cohen’s Kappa, ROC-AUC, and the class-
wise performance on fake news, in order to assess both general predictive quality and

minority-class effectiveness.

Cohen’s || ROC- Fake Fake Fake || Weighted
Model Accuracy
Kappa AUC || Precision || Recall F1 F1
CNN 81.2406%| 0.5354 [ 0.8707| 0.5837 || 0.7644 ||0.6620| 0.8201
BiLSTM 77.6573%| 0.4821 | 0.8651| 0.5229 0.8008 ||0.6327| 0.7898
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Cohen’s | ROC- Fake Fake Fake || Weighted
Model Accuracy
Kappa AUC || Precision || Recall F1 F1

DistilBERT 82.8365%| 0.5687 | 0.8957| 0.6131 0.7744 ||0.6844| 0.8346

Hybrid DistilBERT
84.3421%| 0.5020 | 0.8462 0.7932 0.4712 (|0.5912| 0.8282
+ XGBoost

Table 36. Comparative performance of the Deep Learning models

The Deep Learning models achieved clearly stronger results than the Machine Learning
baselines across almost all evaluation metrics. However, notable differences are also observed
among the Deep Learning approaches themselves, particularly with regard to the balance

between overall accuracy and fake-class effectiveness.

Among the sequence-based models, CNN and BiLSTM exhibited different strengths.
CNN achieved higher overall accuracy and a stronger weighted Fl-score than BiLSTM,
indicating a more balanced overall predictive behavior across the two classes. At the same
time, BiLSTM produced the highest fake recall among all evaluated Deep Learning models,
which suggests that it was particularly effective at recovering fake news instances. This
stronger sensitivity to the minority class, however, was accompanied by lower fake precision

and lower overall accuracy relative to CNN.

DistilBERT produced the strongest overall balance among the Deep Learning models. It
achieved the highest ROC-AUC, the highest Cohen’s Kappa, and the highest fake-class F1-score,
while also maintaining strong overall accuracy and weighted F1. These results indicate that the
transformer-based representation was more effective in separating fake and real headlines
than the sequence-based architectures, while also preserving a favorable balance between

precision and recall for the fake class.

The hybrid DistilBERT + XGBoost model reached the highest overall accuracy among all
evaluated Deep Learning models and also achieved the highest fake precision. This indicates
that the hybrid configuration was more conservative in assigning the fake label and produced

fewer false positive predictions than the other Deep Learning approaches. However, this
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advantage was accompanied by a noticeable reduction in fake recall, meaning that a larger
proportion of fake instances remained undetected. As a result, its fake-class F1-score remained

below that of DistilBERT, CNN, and BiLSTM, despite its strong accuracy.

The ROC-AUC values provide additional evidence for the relative strengths of the Deep
Learning models. DistilBERT obtained the highest ROC-AUC, followed closely by BiLSTM and
CNN, while the hybrid model achieved a somewhat lower value despite its higher accuracy.
This pattern suggests that the hybrid architecture offered stronger threshold-dependent
classification performance under the selected decision rule, but weaker overall class

separation than the standalone DistilBERT model.

Overall, the comparison among the Deep Learning models shows that each
architecture emphasized a different performance trade-off. BiLSTM was strongest in terms of
fake recall, the hybrid DistilBERT + XGBoost model achieved the highest accuracy and fake
precision, while DistilBERT provided the most balanced overall performance when ROC-AUC,

Cohen’s Kappa, fake-class F1-score, and weighted F1 are considered jointly.

6.4. Overall Comparison of All Evaluated Models

Table 37 provides an overall comparison of all models examined in this thesis, including
both Machine Learning and Deep Learning approaches. Meanwhile, Figure 19 provides a
compact visual comparison of all evaluated models across four key performance metrics,
highlighting differences in overall predictive performance, discriminative ability, and
effectiveness on the fake news class. The comparison combines global performance indicators
with fake-class evaluation metrics in order to assess not only general predictive effectiveness,

but also the ability of each model to detect the minority fake news class.
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Cohen’s || ROC- Fake Fake | Fake ||Weighted
Model Type| Accuracy
Kappa AUC || Precision || Recall F1 F1
Logistic
ML ||52.1274%| 0.0111 | 0.5113| 0.2462 | 0.4806 ||0.3255| 0.5560
Regression
LinearSVC ML ||52.1229%| 0.0112 |0.5113|| 0.2462 | 0.4807 ||0.3256| 0.5560
Random Forest|| ML |[77.5700%|| 0.1596 |(/0.5841| 0.6581 |/ 0.1396 |0.2303| 0.7152
XGBoost ML ||74.9955%| 0.1371 | 0.5771| 0.4494 | 0.1777 |0.2547| 0.7067
CNN DL |[81.2406%| 0.5354 (|0.8707| 0.5837 |/ 0.7644 |0.6620|| 0.8201
BiLSTM DL |[77.6573%| 0.4821 ||0.8651| 0.5229 |/ 0.8008 |0.6327| 0.7898
DistilBERT DL |[82.8365%| 0.5687 ||0.8957| 0.6131 || 0.7744|0.6844| 0.8346
Hybrid
DistilBERT + DL |[84.3421%| 0.5020 (|0.8462| 0.7932 | 0.4712|/0.5912| 0.8282
XGBoost

Table 37. Overall comparison of all Evaluated Models
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Figure 19. Overall comparison of Evaluated Models

Figure 20 highlights the differences among the evaluated models with respect to fake-
class precision, recall, and F1-score, making the trade-offs in minority-class detection more

directly visible.
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Figure 20. Fake-Class Performance Comparison
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The overall comparison shows a clear separation between the Machine Learning and
Deep Learning approaches evaluated in this study. The Machine Learning baselines,
particularly Logistic Regression and LinearSVC, produced substantially weaker results across
nearly all metrics. Their accuracy remained close to 52%, Cohen’s Kappa was near zero, and
ROC-AUC was only marginally above random performance, indicating very limited

discriminative ability in the headline-only setting.

The two tree-based Machine Learning models, Random Forest and XGBoost, improved
overall accuracy relative to the linear baselines, but their performance on the fake news class
remained weak. In both cases, fake recall was particularly low, which indicates that these
models favored the majority real news class and failed to recover a substantial portion of fake
instances. This behavior resulted in low fake-class Fl-scores despite their higher global

accuracy.

In contrast, all Deep Learning models achieved markedly stronger results than the
Machine Learning approaches. Their ROC-AUC values were substantially higher, their Cohen’s
Kappa values indicated stronger agreement beyond chance, and their fake-class F1-scores
showed much more balanced performance on the minority class. This pattern suggests that
the Deep Learning architectures were better suited to capturing the semantic and contextual

information available in short headlines.

When the Deep Learning models are compared jointly with the Machine Learning
baselines, DistilBERT emerges as the most balanced overall model. It achieved the highest
ROC-AUC, the highest Cohen’s Kappa, and the highest fake-class F1-score among all evaluated
models, while also maintaining strong overall accuracy and weighted F1. These results indicate
that DistilBERT provided the best trade-off between overall classification quality and minority-

class effectiveness.

The hybrid DistilBERT + XGBoost model achieved the highest overall accuracy and the
highest fake precision among all models. However, its fake recall was lower than that of the
other Deep Learning models, which reduced its fake-class F1-score. This suggests that the
hybrid model was more conservative when assigning the fake label, producing fewer false

positives but missing more fake instances.
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BiLSTM achieved the highest fake recall among all evaluated models, indicating that it
was particularly effective at identifying fake news instances. CNN, on the other hand, provided
a more balanced performance between overall accuracy and fake-class effectiveness. Taken
together, the results suggest that the selection of the best-performing model depends on the
performance objective. If the priority is the strongest balance across metrics, DistilBERT
appears to be the most suitable choice. If the goal is to maximize accuracy or fake precision,

the hybrid model performs best, whereas BiLSTM is preferable when fake recall is prioritized.

6.5. Comparison with Published Results

This section compares the findings of the present thesis with selected published studies
on fake news detection. The purpose of this comparison is to position the reported results
within the broader literature, while taking into account differences in datasets, input
representations, and evaluation protocols. Since several published approaches rely on richer
information sources, such as social context or user comments, the reported values should be
interpreted as indicative reference points rather than directly equivalent benchmarks. The
present study is therefore compared primarily with works that are either methodologically

broad, based on FakeNewsNet, or relevant to transformer-based and hybrid approaches.

Dataset / Main Input / Main Reported Relevance to present
Study
Setting Approach Finding thesis
. Pretrained models
o Traditional ML, Supports the broader
Multiple . such as BERT and
Deep Learning, pattern observed in
Khan et al. datasets, and pretrained related architectures
(2021) benchmark outperform the present study,
. transformer where transformer-
setting del traditional and deep
moaels based models
learning baselines,
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Dataset / Main Input / Main Reported Relevance to present
Study
Setting Approach Finding thesis
particularly on small || outperformed the
datasets ML baselines
The proposed Directly relevant
News-title based
FakeNewsNet, BERT+LSTM model because it uses
Rai et al. classification
including improved accuracy FakeNewsNet and
(2022) using BERT and
GossipCop over vanilla BERT by || title-based content
BERT+LSTM
1.10% on GossipCop classification
Hybrid model
combining Relevant as a hybrid
Reported accuracy of
recurrent reference, though it
Albahar PolitiFact and 80.2% and F1-score
encoding and uses richer input
(2021) GossipCop of 0.762 on
SVM, using news than the present
GossipCop
content and user headline-only setup
comments
Shu et al.
(2020) Useful for
FakeNewsNet was
contextualizing the
designed as a multi-
News content, dataset choice and
dimensional
social context, the limitations of
FakeNewsNet repository combining

and dynamic

information

news content with
social context and

dynamic features

comparing headline-
only models with
richer multi-source

settings
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Dataset / Main Input / Main Reported Relevance to present
Study
Setting Approach Finding thesis
The study highlights
the strong
performance of
Comparative Supports the broader
Traditional ML, BERT-based
Mouratidis analytical literature trend
deep learning, approaches and
et al. review / multi- favoring transformer-
BERT, and hybrid discusses the
(2025) model based and hybrid
variants growing relevance of
framework approaches
hybrid architectures
in fake news
detection

Table 38. Comparison with selected published studies

The comparison with published work shows that the findings of the present thesis are
broadly consistent with the current literature on fake news detection. In particular, the
stronger performance of the Deep Learning models over the Machine Learning baselines
agrees with the broader benchmark evidence reported by Khan et al. (2021), who found that
deep learning and especially pretrained transformer-based models outperform traditional
methods in fake news classification. This broader trend is also aligned with the results obtained
in the present study, where DistilBERT and the hybrid DistilBERT + XGBoost configuration
clearly exceeded the Doc2Vec-based Machine Learning models in terms of overall

discriminative performance.

A closer point of comparison is provided by Rai et al. (2022), who also worked with the
FakeNewsNet dataset and followed a content-based classification approach using news titles.
Their findings showed that a BERT+LSTM model improved over vanilla BERT on GossipCop,

which is in line with the general effectiveness of transformer-based and sequence-aware
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architectures observed in the present thesis. At the same time, direct numerical comparison
should be made cautiously, since the exact preprocessing steps, model configurations, and

evaluation details differ across studies.

The hybrid configuration evaluated in the present thesis can also be interpreted in
relation to prior hybrid fake news detection research. Albahar (2021) reported strong results
on GossipCop using a hybrid model that combined recurrent representations with an SVM
classifier, but this approach also relied on user comments in addition to news content. This
methodological difference is important, because the current thesis intentionally restricts the
input to headline text only. Consequently, the present hybrid DistilBERT + XGBoost model is

comparable in architectural spirit, but not directly equivalent in informational richness.

This distinction is further supported by the FakeNewsNet dataset paper itself, which
explicitly presents FakeNewsNet as a repository combining news content, social context, and
dynamic information from sources such as PolitiFact and GossipCop. Since the current thesis
used only the headline component of GossipCop, the obtained results should be interpreted

as reflecting a more restricted but also more controlled content-based setting.

Finally, the broader literature also supports the strong role of BERT-based and hybrid
approaches in fake news detection. Mouratidis et al. (2025) describe BERT-based models as
highly effective for contextual misinformation detection and note the growing relevance of
hybrid architectures that combine transformer representations with complementary learning
components. This overall direction is consistent with the present findings, where DistilBERT
achieved the most balanced performance and the hybrid DistilBERT + XGBoost model achieved

the highest accuracy.
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7. Discussion and Future Work

7.1. Introduction

This chapter discusses the findings reported in Chapters 5 and 6 and interprets them in
relation to the objectives of the present thesis. The aim is not only to identify which models
performed better, but also to explain the observed performance patterns in light of the
characteristics of the dataset, the headline-only setting, and the imbalance between fake and
real news instances. Particular attention is given to the relative behavior of Machine Learning
and Deep Learning approaches, the trade-offs observed across evaluation metrics, and the

implications of the selected experimental design.

7.2. Interpretation of the Machine Learning Results

The Machine Learning results indicate that the headline-only setting posed a
substantial difficulty for the traditional classifiers evaluated in this thesis. Logistic Regression
and LinearSVC produced almost identical outcomes across all major metrics, suggesting that
the linear separation of the Doc2Vec feature space was not sufficient to distinguish fake from
real headlines with satisfactory accuracy. Their very low Cohen’s Kappa values and ROC-AUC
scores close to 0.50 further support this interpretation, indicating that these models had only

limited discriminative capacity in the present task.

Although both linear models achieved moderate fake recall compared with the other
Machine Learning approaches, this came at the cost of very low fake precision. In practical
terms, this means that they identified a portion of the fake headlines, but also produced a
large number of false positive classifications. As a result, their fake-class F1-scores remained
modest, confirming that their performance on the minority class was not balanced enough to

support strong overall effectiveness.
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The tree-based methods, Random Forest and XGBoost, improved overall accuracy
compared with the linear baselines, indicating that they were better able to capture non-linear
structure in the document representations. However, this improvement was not matched by
equally strong fake-class recovery. In both cases, fake recall remained low, especially for
Random Forest, which suggests that these models strongly favored the majority real news
class. This behavior explains why higher accuracy did not translate into stronger fake-class F1-

scores.

Taken together, the Machine Learning findings suggest that Doc2Vec-based traditional
classifiers were not sufficient to model the complexity of the fake news detection task when
only headlines were used as input. While the tree-based models offered some gains in global
accuracy, they still struggled to recover fake instances effectively. This indicates that, under the
present experimental setting, traditional Machine Learning approaches were limited both by

the restricted textual input and by the imbalance of the dataset.

7.3. Interpretation of the Deep Learning Results

The Deep Learning results indicate that architectures capable of learning richer
semantic and contextual representations from text were substantially more effective than the
Machine Learning baselines in the present headline-only setting. Although all Deep Learning
models were trained using the same input source, namely headline text alone, they achieved
much stronger discriminative performance, suggesting that they were better able to exploit

the limited linguistic information available in short news titles.

The CNN and BiLSTM models demonstrated that sequence-based neural architectures
can improve fake news detection even under constrained textual conditions. CNN achieved
strong overall balance across the reported metrics, indicating that local lexical patterns and
short-range textual features were informative for the classification task. BiLSTM, by contrast,
produced the highest fake recall among the evaluated Deep Learning models, which suggests

that sequential modeling of headline structure was particularly useful for recovering fake
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instances, even though this came at the cost of lower precision and lower overall balance

compared with some other approaches.

DistilBERT produced the most balanced overall Deep Learning performance. Its strong
ROC-AUC, Cohen’s Kappa, and fake-class F1-score suggest that contextual transformer-based
representations were more effective than standard sequence models in distinguishing fake
from real headlines. This result is consistent with the broader literature, where transformer-
based models are often found to outperform both traditional Machine Learning methods and
simpler neural architectures in misinformation detection tasks (Khan et al., 2021; Mouratidis

et al., 2025).

The hybrid DistilBERT + XGBoost model achieved the highest overall accuracy, which
shows that transformer-derived embeddings can also function effectively as input to a strong
non-linear classifier. However, its lower fake recall compared with the other Deep Learning
models indicates that this architecture was more conservative in assigning the fake label. In
other words, the hybrid model achieved stronger precision at the expense of missing more
fake instances. This suggests that higher overall accuracy does not necessarily correspond to

the best balance for minority-class detection.

Taken together, the Deep Learning findings indicate that improved representational
capacity is highly beneficial in headline-based fake news detection, but also that different
architectures emphasize different performance trade-offs. DistilBERT provided the strongest
balance across evaluation metrics, BiLSTM was most effective in recovering fake instances, and

the hybrid model maximized accuracy while sacrificing minority-class sensitivity.

7.4. Impact of Class Imbalance and Headline-Only Input

Two factors appear to have shaped the experimental outcomes of the present study
more strongly than any individual modeling choice: the imbalance between fake and real news

instances and the restriction of the input to headline text only. These two characteristics jointly
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define a demanding classification setting in which both minority-class detection and contextual

interpretation become more difficult.

The class distribution of the GossipCop subset is notably skewed toward real news,
which means that models can achieve apparently satisfactory global accuracy while still
performing poorly on the fake news class. This pattern was clearly reflected in several of the
evaluated models, particularly among the Machine Learning baselines, where higher accuracy
did not necessarily correspond to strong fake-class recall or fake-class F1-score. For this reason,
the interpretation of performance in the present study relied not only on accuracy, but also on
class-sensitive metrics such as precision, recall, F1-score, ROC-AUC, and Cohen’s Kappa, which

are more appropriate in imbalanced classification settings (He and Garcia, 2009).

At the same time, the headline-only setting imposed a second major limitation.
Headlines are short, compressed, and often intentionally attention-oriented, which means
that they may contain stylistic signals without providing sufficient contextual depth for full
credibility assessment. As a result, the models examined in this thesis had to make predictions
under conditions of restricted semantic information. This helps explain why the Machine
Learning models struggled substantially, but it also clarifies why the differences among the
Deep Learning models, although meaningful, were not extremely large. When the available
textual signal is inherently limited, even architectures with stronger representational capacity
may converge toward relatively close performance ranges (Shu et al., 2017; Zhou and Zafarani,

2020).

The behavior of the imbalance-handling strategies should also be interpreted in this
context. For the Machine Learning models, SMOTE was included as a principled method for
addressing skewed class distributions during training. However, the results suggest that
oversampling alone was not sufficient to overcome the representational limitations imposed
by short headline text. Synthetic balancing can increase exposure to the minority class, but it
cannot introduce genuinely new semantic context when the original input is already sparse
and compressed. This helps explain why the use of SMOTE did not lead to consistently strong
minority-class improvements across the Machine Learning models (Chawla et al., 2002; He and

Garcia, 2009).
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For the Deep Learning models, class weighting constituted a more suitable strategy
within the holdout-based training design, yet the same structural limitation remained: even
when the models were encouraged to pay greater attention to the minority class, they still
operated on short and context-restricted textual inputs. Therefore, the challenge in the
present study was not only imbalance in a numerical sense, but also informational imbalance,
in the sense that the available text often contained insufficient evidence for fully robust

discrimination.

Overall, the findings of this thesis suggest that the combination of class imbalance and
headline-only input creates a constrained fake news detection setting in which model
performance must be interpreted carefully. In such conditions, improvements in one metric
may come at the expense of another, and stronger architectures may still be bounded by the
limited informational richness of the dataset. This also explains why balanced interpretation

across multiple evaluation metrics is more informative than reliance on accuracy alone.

7.5. Strengths and Limitations of the Present Study

The present study has several strengths that support the validity of its findings. First, it
adopts a comparative framework that includes both traditional Machine Learning and more
recent Deep Learning approaches, allowing a broad evaluation of fake news detection under
a common headline-based setting. Second, the study applies a consistent experimental logic,
with clearly separated preprocessing pipelines, explicit imbalance-handling strategies, and
multiple evaluation metrics designed to capture both overall performance and minority-class
effectiveness. Third, the inclusion of sequence-based, transformer-based, and hybrid
architectures enables a more informative comparison than a narrower model selection would

allow.

Another strength lies in the deliberate restriction of the input to headline text.
Although this choice imposes clear limitations, it also increases methodological control by

isolating the contribution of textual headline information without the influence of external
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metadata, user interactions, or social propagation signals. In this sense, the study provides a
focused assessment of how far fake news detection can be supported by headline content

alone.

At the same time, the study is subject to important limitations. The most significant
limitation is the exclusive use of headline text, which restricts the semantic and contextual
depth available to the models. In real-world fake news detection settings, additional
information such as full article content, publisher characteristics, user engagement patterns,
and propagation dynamics may offer substantial predictive value (Shu et al., 2017; Shu et al.,
2019). As a result, the findings of the present thesis should be interpreted as specific to a
constrained content-based setting rather than as a complete representation of all possible fake

news detection scenarios.

A second limitation concerns class imbalance within the GossipCop subset. Although
imbalance-handling methods were incorporated into the experimental design, skewed class
distributions still influenced model behavior and complicated the interpretation of global
metrics such as accuracy. In addition, the use of different validation strategies for Machine
Learning and Deep Learning models, while methodologically justified, means that comparisons
across model families should be interpreted with appropriate caution. The distinction between
stratified cross-validation and holdout-based evaluation does not invalidate the comparison,

but it does introduce a structural difference in the estimation of performance.

A further limitation concerns the scope of hyperparameter exploration. While the
evaluated models were configured in a principled and reproducible way, the study did not
attempt exhaustive hyperparameter optimization across all architectures. The reported results
therefore reflect a strong comparative experimental design, but not an absolute claim of

globally optimal performance for every model configuration.

Overall, the strengths of the study lie in its methodological clarity, comparative
breadth, and controlled headline-based design, while its limitations stem primarily from the
restricted input setting, the imbalance of the dataset, and the practical constraints of model
optimization and evaluation. These limitations do not undermine the value of the findings, but

they help define the scope within which the conclusions should be interpreted.

85



7.6. Future Research Directions

Several directions for future research emerge from the findings and limitations of the
present study. The most immediate extension would be the incorporation of richer textual and
contextual information beyond headlines alone. Future work could examine whether the
inclusion of full article content, metadata, publisher-level information, or social-context signals
leads to more robust and discriminative fake news detection performance, particularly for the

minority fake news class (Shu et al., 2017; Shu et al., 2019).

A second important direction concerns the systematic integration of social and
propagation-based features. Since fake news dissemination on social media is shaped not only
by textual content but also by engagement patterns, user interactions, and diffusion dynamics,
future research could investigate multimodal or multi-source architectures that combine
textual representations with social-context information. Such approaches may help overcome
the limitations observed in headline-only classification settings (Zhou and Zafarani, 2020; Shu

et al., 2018).

Further work could also extend the comparative modeling framework developed in this
thesis. More systematic hyperparameter optimization, threshold tuning, and alternative
imbalance-handling strategies could be explored in order to assess whether additional gains
are possible, particularly for minority-class recall and fake-class F1-score. In addition, future
studies could examine whether other transformer-based architectures, such as RoBERTa or
domain-adapted language models, provide stronger results than DistilBERT under similar

experimental conditions (Khan et al., 2021; Mouratidis et al., 2025).

Another relevant direction would be the evaluation of the proposed approaches under
more standardized and directly comparable validation protocols. Although the use of different
validation strategies for Machine Learning and Deep Learning models was methodologically
justified in the present study, future work could investigate unified experimental designs that

facilitate even more direct cross-family comparison.

Finally, future research could expand the present work beyond binary fake news

detection and investigate more fine-grained credibility assessment tasks. These may include

86



distinguishing between misinformation categories, incorporating explainability mechanisms,
or developing models that support human-centered verification rather than only automated
classification. Such directions would broaden the practical relevance of fake news detection

research and align it more closely with real-world information verification needs.
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8. Conclusions

The present thesis examined the problem of fake news detection in a constrained
headline-only setting using the FakeNewsNet GossipCop subset. The study compared a range
of Machine Learning and Deep Learning models under clearly defined preprocessing,
validation, and evaluation procedures, with particular attention to class imbalance and

minority-class performance.

The findings showed that the Machine Learning baselines were generally limited in
their ability to distinguish fake from real headlines. Logistic Regression and LinearSVC
produced weak discriminative performance, while Random Forest and XGBoost improved
overall accuracy but remained less effective in recovering fake news instances. These results
indicate that traditional classifiers trained on Doc2Vec representations were not sufficient to

model the complexity of the task under restricted textual conditions.

In contrast, the Deep Learning models achieved substantially stronger results. CNN and
BiLSTM both improved performance on the fake news class, while DistilBERT provided the
most balanced overall behavior across the reported metrics. The hybrid DistilBERT + XGBoost
model achieved the highest overall accuracy, although this came with lower fake recall
compared with the strongest sequence-based and transformer-based alternatives. Overall, the
results suggest that richer representational capacity is particularly important in headline-

based fake news detection.

At the same time, the study highlighted two major constraints shaping model
performance: the imbalance of the dataset and the restricted informational content of
headline text. These factors limited the extent to which performance gains could be achieved
and help explain both the weakness of the Machine Learning baselines and the relatively

bounded differences among the stronger Deep Learning approaches.

Taken together, the results of this thesis support the conclusion that Deep Learning
models, and especially transformer-based approaches, are more suitable than traditional
Machine Learning methods for fake news detection in headline-only environments. However,

the findings also show that even strong architectures remain affected by the limited contextual
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depth of short-text inputs. Therefore, fake news detection based solely on headlines should

be understood as a relevant but inherently constrained classification problem.
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Appendix A. Preprocessing and Implementation Details

Appendix A.1 Dataset Files and Input Structure

The experiments of this thesis were based on the GossipCop subset of FakeNewsNet.
The original data were organized into separate fake and real news files, which were
subsequently merged into a unified dataset for preprocessing and modeling. Only the headline
text and the corresponding binary label were retained for the purposes of this study. Full article
content, user interaction metadata, and propagation-related information were excluded in

order to maintain a controlled headline-only experimental setting.

Appendix A.2 Preprocessing Workflow

The preprocessing pipeline was implemented as a sequence of modular scripts. The
main stages included dataset consolidation, text normalization, tokenization, lexical filtering,
and preparation of the final inputs for feature extraction or neural training. For the Machine
Learning models, the cleaned headlines were converted into Doc2Vec-ready documents and
subsequently transformed into dense 300-dimensional document embeddings. For the Deep
Learning models, the same headline data were transformed into architecture-specific inputs,
including padded token sequences for CNN and BiLSTM, and transformer-tokenized inputs for

DistilIBERT-based models.

Appendix A.3 Feature Representations

Two broad categories of feature representation were used in this study. The Machine
Learning models operated on dense Doc2Vec embeddings obtained by concatenating
Distributed Memory and Distributed Bag of Words representations. This resulted in a fixed

300-dimensional numerical vector for each headline.

The Deep Learning models used text representations adapted to the architecture of

each model. CNN and BiLSTM were trained on tokenized and padded headline sequences,
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whereas DistilBERT was trained on transformer-tokenized inputs with attention masks. In the
hybrid DistilBERT + XGBoost configuration, DistilBERT was used as a feature extractor to
produce fixed-length contextual embeddings, which were then used as input to the XGBoost

classifier.

Appendix A.4 Execution Environments

The preprocessing pipeline and the Machine Learning experiments based on Logistic
Regression, LinearSVC, and Random Forest were implemented and executed in Visual Studio
Code (VS Code). XGBoost and all Deep Learning experiments, including CNN, BiLSTM,
DistilBERT, and Hybrid DistilBERT + XGBoost, were executed in Google Colab. The Colab-based
experiments used NVIDIA T4 GPU resources when required by the computational demands of
the models. The main software libraries employed in the study included scikit-learn, XGBoost,

TensorFlow/Keras, PyTorch, and Hugging Face Transformers.
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Appendix B. Representative Code Snippets

Appendix B.1 Representative Preprocessing Script

The following code excerpt presents a representative portion of the preprocessing pipeline
used in this thesis. The snippet illustrates the consolidation of the raw fake and real headline
files, the assignment of class labels, the normalization and tokenization of the headline text,
and the lexical filtering steps applied before preparing the documents for Doc2Vec-based

feature generation.
import pandas as pd
nize import word tokenize
from nltk.corpus import stopwords

nltk.download("punkt™)
nltk.download("stopwords™)

stop = set(stopwords.words("english"))

"fake"

"real”

pd.concat([fake, real], ignore_ index= )
df[["title"”, "label™]].rename(columns={"title": "text"})

clean text(text):

text = str(text).lower()

text = text.translate(str.maketrans("", ""
return text

» string.punctuation))

df["clean text"] = df["text"].apply(clean_ text)
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df["tokens™] = df["clean_

clean tokens(token list):
cleaned = []
for t in token list:
if t stop:
continue
if t.isdigit():
continue
if len(t) < 2:
continue
cleaned.append(t)
return cleaned

H1_.-".g':53-—L” op_ doc2vec _ready.csv r, index=
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Appendix B.2 Representative Machine Learning Training Script

The following code excerpt presents a representative implementation of the Machine
Learning training and evaluation pipeline used in this thesis. The example corresponds to the
Logistic Regression classifier and illustrates the use of Doc2Vec embeddings, feature scaling,
SMOTE oversampling within the training folds, stratified 10-fold cross-validation, and metric-

based evaluation.

import matplotlib.pyplot as plt
from sklearn.linear model import LogisticR

from sklearn.metrics impor
confusion matrix,
precision_score,
recall score,
f1_score,
accuracy_score,
roc_auc_score,
cohen_kappa_score,
roc_curve

)

from sklearn.preprocessing import StandardScaler

from imblearn.pipeline import Pipeline
ver_sampling import SMOTE

df = pd.read_csv("data/proce 05S1ip doc2vec_embeddings
X = df.drop(columns=["1
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max_iter=5600,
solver="1liblinear",
random_state=42

)

pipeline = Pipeline(]
"scaler", StandardScaler()),
: SMOTE(k neighbors=5, random state=42)),
“clf”, logreg

1)

tifiedkFold{n splits=18, shuffle= , random state=42)

all true, all pred, all prob =[], [], []

for train idx, test idx in skf.split(X, y):
X train, X test = X.iloc[train_idx], X.iloc[test idx]
y train, y test = y.iloc[train idx], y.iloc[test idx]

pipeline.fit(X train, y train)

y pred = pipeline.predict(X test)
y_prob = pipeline.predict_proba(X test)[:, 1]

all true.
all pred.extend(y pred.tolist()
all prob.extend(y_prob.tolist())
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acc = accuracy score(all true, all pred)
kappa = cohen_kappa_score(all true, all pred)
roc_auc_val = roc_auc_score(all true, all prob)

precision_score(all true, all pred, pos_label=0)
recall score(all true, all pred, pos label=0)
f1 score(all true, all pred, pos_label=0)

cm = confusion_matrix(all true, all pred)

os.makedirs(“outputs”, exist ok= )
fpr, tpr, _ = roc_curve(all true, all prob)

plt.figure(figsize=(8, 6))

plt.plot(fpr, tpr, lw=2, label=f" curve
plt.plot([e, 1], [©, 1], lw=2, linestyle
plt.xlim([©.0, 1.0])

plt.ylim([©.08, 1.85]

plt.xlabel ("F

plt.ylabel ("T

plt.title("

plt.legend(lo

plt.grid(alpha=6.3)

plt.tight layout()

plt.savefig("outputs/ stic_regression _roc_cu ong", dpi=308, bbox inches="tight")
plt. showl()]

This representative script illustrates the core Machine Learning workflow used throughout the
Doc2Vec-based experiments, with model-specific changes applied where appropriate for the

remaining classifiers.
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Appendix B.3 Representative Deep Learning Training Script

The following code excerpt presents a representative implementation of the Deep Learning
training and evaluation pipeline used in this thesis. The example corresponds to the CNN
model and illustrates the use of tokenized and padded headline sequences, class weighting,

holdout validation, neural training with early stopping, and ROC-based evaluation.

© import pandas as pd
import numpy as np
import matplotlib.pyplot as plt

from sklearn.model selection import train_test split
from sklearn.metrics import (
confusion matrix,
accuracy_score,
cohen_kappa_score,
precision_score,
recall score,
f1_score,
roc_auc_score,
roc_curve,
auc

)

from sklearn.utils.class weight import compute class weight

from tensorflow.keras.preprocessing.text import Tokenizer

from tensorflow.keras.preprocessing.sequence import pad_sequences

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import Embedding, ConviD, GlobalMaxPoolinglD, Dense, Dropout
from tensorflow.keras.callbacks import EarlyStopping

o # Load dataset
df = pd.read csv("data/processed/gossipcop text label.csv")
texts = df["text"].astype(str).tolist()
labels = df["label™].map({"fake": @, "real™: 1}).values

# Holdout split: 7©% train, 15% validation, 15% test
X temp, X test, y temp, y test = train_test split(
texts, labels, test size=0.15, stratify=labels, random state=42

X train, X val, y train, y val = train test split(
X _temp, y temp, test size=08.1765, stratify=y temp, random state=42
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NN

" # Tokenization and padding
max_words = 30000
max_len = 5@

tokenizer = Tokenizer(num words=max_words, oov_token="<UNK>")
tokenizer.fit_on_texts(X train)

X _train_seq = tokenizer.texts to sequences(X train)
X val seq = tokenizer.texts to_sequences(X val)
X _test seq = tokenizer.texts to sequences(X test)

X _train_pad = pad_sequences(X_train_seq, maxlen=max_len, padding="post", truncating="post")
X val pad = pad_sequences(X val seq, maxlen=max_len, padding="post", truncating="post")
X _test pad = pad sequences(X test seq, maxlen=max_len, padding="post", truncating="post")

# Class weights

class weights = compute class weight(
class_weight="balanced",
classes=np.array([0, 1]),
y=y_train

)

class weight dict = {©: class weights[@], 1: class weights[1]}

© # oun model
vocab size = min(max _words, len(tokenizer.word index) + 1)
embedding dim = 100

model = Sequential(][
Embedding(input_dim=vocab size, output dim=embedding dim),
ConviD(filters=256, kernel size=5, activation="relu"),
GlobalMaxPoolinglD(),
Dropout(@.5),
Dense(64, activation="relu"),
Dropout(@.5),
Dense(1, activation="sigmoid")

1)

model.compile(
loss="binary_ crossentropy”,
optimizer="adam",
metrics=["accuracy"]

early stop = EarlyStopping(
monitor="val loss",
patience=4,
restore best weights=True
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© # Training
history = model.fit(
X _train pad,
y_train,
epochs=38,
batch size=128,
validation data=(X val pad, y val),
class weight=class welght dict,
callbacks=[early stop],
verbose=1

)

# Evaluation
y_prob = model.predict(X test pad).ravel()
y pred = (y _prob »= 0.5).astype(int)

acc = accuracy score(y test, y pred)
kappa = cohen_kappa score(y test, y pred)

roc_auc_val = roc_auc_score(y test, y prob)

cm = confusion matrix(y test, y pred)

o # ROC curve
fpr, tpr, _ = roc_curve(y_test, y prob)
roc_auc = auc(fpr, tpr)

plt.figure(figsize=(7, 6))

plt.plot(fpr, tpr, lw=2, label=f"ROC curve (AUC = {roc_auc:.4f})")
plt.plot([e, 1], [@, 1], lw=2, linestyle="--")
plt.xlim([®.0, 1.0])

plt.ylim([@.0, 1.85])

plt.xlabel("False Positive Rate")
plt.ylabel("True Positive Rate")
plt.title("ROC Curve - CNN™)
plt.legend(loc="lower right")
plt.grid(alpha=0.3)

plt.tight layout()

plt.show()
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Appendix B.4 Representative Hybrid Model Script

The following code excerpt presents a representative implementation of the hybrid DistilBERT
+ XGBoost pipeline used in this thesis. The hybrid approach first extracts fixed-length
contextual embeddings from raw headlines using DistilBERT and then uses these embeddings

as input to an XGBoost classifier for binary fake news classification.

© import os
import pandas as pd
import numpy as np
import matplotlib.pyplot as plt
import torch

from sklearn.model selection import train_test split
from sklearn.metrics import (

confusion matrix,

accuracy_score,

cohen_kappa score,

roc_auc_score,

roc_curve,

auc
)
from torch.utils.data import Dataset, DatalLoader
from transformers import DistilBertTokenizerFast, DistilBertModel
from xgboost import XGBClassifier

# Load dataset
df = pd.read csv("gossipcop text label.csv™)
df = df.dropna(subset=["text"])

texts = df["text"].astype(str).tolist()
labels = df["label”].map({"fake": @, "real™: 1}).tolist()
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o # Holdout split: 70% train, 15% validation, 15% test
X _temp, X test, y temp, y test = train test split(
texts,
labels,
test size=0.15,
stratify=labels,
random state=42

)

X train, X val, y train, y val = train_test split(
X temp,
y_temp,

test size=0.1765,
stratify=y temp,
random_state=42

o # DistilBERT embedding extraction
pretrained model = "distilbert-base-uncased"
max_length = 128
embedding batch size = 32

device = torch.device("cuda" if torch.cuda.is_available() else "cpu")

tokenizer = DistilBertTokenizerFast.from pretrained(pretrained model)
bert _model = DistilBertModel.from pretrained(pretrained model).to(device)
bert_model.eval()

class TextDataset(Dataset):
def init (self, texts, tokenizer, max length=128):

self.encodings = tokenizer(
texts,
truncation=True,
padding=True,
max_length=max_length

)

def getitem (self, idx):
return {k: torch.tensor(v[idx]) for k, v in self.encodings.items()}

def len_  (self):
return len(self.encodings["input_ids"])

def get bert embeddings(texts, batch size=32, max_length=128):
dataset = TextDataset(texts, tokenizer, max length=max length)
loader = Dataloader(dataset, batch size=batch size, shuffle=False)
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all embs = [] 7

with torch.no grad():
for batch in loader:
input_ids = batch["input ids"].to(device)
attention_mask = batch["attention mask”].to(device)

outputs = bert_model(input_ids=input_ids, attention_mask=attention mask)
cls_emb = outputs.last hidden_ state[:, 0, :]
all embs.append(cls_emb.cpu().numpy())

return np.concatenate(all embs, axis=8)
X _train_emb = get bert embeddings(X train, batch _size=embedding batch size, max_length=max_length)

X _val_emb = get bert embeddings(X val, batch_size=embedding batch_size, max_length=max_length)
X test emb = get bert embeddings(X test, batch size=embedding batch size, max_ length=max_length)

o # XGBoost classifier
xgb = XGBClassifier(

n_estimators=300,
max_depth=6,
learning_rate=0.05,
subsample=6.8,
colsample bytree=6.8,
eval metric="logloss",
tree method="hist"

)
xgbh.fit(
X train_emb,
y_train,
eval set=[(X val emb, y val)],
verbose=False
)

# Evaluation
y _pred = xgb.predict(X test emb)
y_prob = xgb.predict proba(X test emb)[:, 1]

acc = accuracy_score(y_test, y pred)

kappa = cohen_kappa score(y_test, y pred)
roc_auc_val = roc_auc_score(y test, y prob)
cm = confusion matrix(y test, y pred)
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© # roc curve V4

os.makedirs("outputs”, exist ok=True)

fpr, tpr, _ = roc_curve(y test, y prob)
roc_auc = auc(fpr, tpr)

plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.

figure(figsize=(8, 6))

plot(fpr, tpr, lw=2, label=f"ROC curve (AUC = {roc_auc:.4f})")
plot([e, 1], [@, 1], lw=2, linestyle="--")

xlim([e.8, 1.0])

ylim([e.8, 1.05])

xlabel ("False Positive Rate")

ylabel("True Positive Rate")

title("ROC Curve - Hybrid DistilBERT + XGBoost™)
legend(loc="lower right")

grid(alpha=0.3)

tight layout()
savefig("outputs/hybrid distilbert xgboost roc_ curve.png", dpi=30@, bbox_ inches="tight")
show()
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