
 

 ͓͖͓͎͔͈̐͌͘͡Ш̙͈͖͚͎͙ͩ͋͘ ̍ ͓͉͖͙͌͑ͪ͐͘ШΞΜΞΠ  

 

ǰǡǭǥǰǩǲǳǧǬǩǯ ǰǥǩǱǡǩǸǲ ð ǳǬǧǬǡ ǰǫǧǱǯǵǯǱǩǪǧǲ 

ШШШШШШШШШШШШШ 

ШШШШШШШШШШШǰȐțȂȐȀȋȋȀ ǬȄȓȀȏȓȔȖȈȀȉȝȌ ǲȏȎȔȃȝȌ 

çǪǴǢǥǱǭǯǡǲǵǡǫǥǩǡ Ǫǡǩ ǥǰǩǲǳǧǬǧ ǤǥǤǯǬǥǭǸǭè 

 

 

 

 

ǬȄȓȀȏȓȔȖȈȀȉǽ ǤȈȀȓȐȈȁǽ 

 

 

 

 

  

̜͖͙͛͒͡Ш͈͉͙̍͐͛͐ͫ͘а 

 

 

 

ÑőĲƚŔƚШÑŔƣũĲа 

͚͈̊ͩ͒͌͐͝Ш͚͌Ш͚͚͓͈͈͛ͫ͛͜Ш͔͛͠ШìŔŰĬŸƽƚШΝΝШ͈͑͐Ш
ìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡаШ͈͓͖̎͊ͫ͘͝Ш͔͚͓͈͓͔͔͌͛ͪ͠͠͠Ш
͔͖͖͔͛͌͒͊͐ͨ͞Ш͈͚͈͙ͩ͒͌͐͝Ш͈͑͐Ш͈͈͌͊͒͌͘͡Ш͖͌͒ͪ͊͜͞Ш

͚͚͎͙͋͐͌͋͜͡ 

 

Security in Windows 11 and Windows Server 2025: 
Implementation of Built-in Security Technologies and 

Penetration Testing Tools 

̘͔͖͓͈͔͓͖͛͌͗ͨ͜Ш̞͖͎͐͛͛ͫб ̞͙͐͒ͫ͝Ш̙͖͔͎͙͒ͧ͘͜͞ 

̙͈͔͓͖͛ͨ͘͜ ͖͙̌͌ͨ͊͐͘ 

̊͐͘͏͓͙ͧШ͎͖͛ͨ̕͘͜ ̙̓̎̕Ξ̍ΝΜΡΣ 

͉͔̎͗͐͒ͪ͗͠ ̙͈͔͈͎͙͊͐ͨ͛Ш͖͍͈͔͖͖̓͛͐͑͒ͩ͜ЯШ͈̓ ͏͎͎͙͊͛ͫ 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                            

 

ɇɟɘɛŮɚɐɠ ȺɝŮŰŬůŰɘəɐ ȺˊɘŰɟɞˊɐ 

 

ɄŬɜŬɔɘɩŰɖɠ ȾɞŰɕŬɜɘəɞɚɎɞɡ                        KɤůŰŬɜŰɑɜɞɠ ɄŬŰůɎəɖɠ                                    ɀɘɢŬɐɚ ɊŬɟɎəɖɠ 

            ȾŬɗɖɔɖŰɐɠ                                     ȷɜŬˊɚɖɟɤŰɐɠ ȾŬɗɖɔɖŰɐɠ                           ȷɜŬˊɚɖɟɤŰɐɠ ȾŬɗɖɔɖŰɐɠ 

 

 
  

 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                3 

ɄɑɜŬəŬɠ ɄŮɟɘŮɢɞɛɏɜɤɜ 

 

̙͎͎͌͒͘͟͡ ................................ ................................ ................................ .........  8 

Abstract  ................................ ................................ ................................ .........  10 

ȺɡɟŮŰɐɟɘɞ ɄɘɜɎəɤɜ ................................ ................................ .........................  8 

͈͖̓͌ͩ͒͐͝ШΝа͖͚͈̎͐͊͊ͫ͠Ш͚͙͛͐Ш͔͚͓͈͓͔͙͌͛ͪ͌͠͠Ш͔͖͖͙͛͌͒͊͌͞͡Ш͈͚͈͈͙͒͌͝͡Ш͔͛͠Ш
ìŔŰĬŸƽƚШΝΝШ͈͑͐ШìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡ ................................ .............................  11 

ΝЮΝШ͚͈̎͐͊͊ͫ͠ ................................ ................................ ................................ ................  11 

ΝЮΞШ͎͌͒ͪ͛̕Ш͔͚͓͈͓͔͔͌͛ͪ͠͠͠Ш͖͔͗͒͐͛͐͑ͨШ͈͚͈͙ͩ͒͌͐͝ ................................ ........................  13 

ΝЮΟШ̐Ш͚͖͈͐͛͘͡Ш͔͛͠Ш͔͚͓͈͔͌ͨ͛͠Ш͔͖͖͔͛͌͒͊͐ͨ͞Ш͈͚͈͈͙͒͌͝͡Ш͔͛͠ШìŔŰĬŸƽƚШ͈͑͐Ш͎Ш͕͕͎͌ͪ͒͐Ш͖͙͛͜Ш
͓ͪ͐͘͞Ш͚͓͈ͫ͌͘ ................................ ................................ ................................ ................  14 

ΝЮΟЮΝШ̣͔͈Ш͚͔͖͓͖ͤ͛Ш͚͖͐͛͐͑ͧ͘Ш͎͙͛Ш͕͕͎͙͌ͪ͒͐Ш͔͛͠ШìŔŰĬŸƽƚШ§ƓĲƖċƣŔŰŊШÉǃƚƣĲůƚ ...................  ΝΠ 

ΝЮΟЮΞШШ̣͔͈Ш͚͔͖͓͖ͤ͛Ш͚͖͐͛͐͑ͧ͘Ш͎͙͛Ш͕͕͎͙͌ͪ͒͐Ш͔͛͠ШìŔŰĬŸƽƚШÉĲƖƻĲƖШ§Éы͞ь ............................  ΝΡ 

ΝЮΠШ̛͔͚͖͌͐ͩ͘͜͝Ш͎͙͛Ш͈͉͙͋͐͛͐ͫ͘ ................................ ................................ ........................  16 

ΝЮΡШ͖͓̍ͫШ͎͙͛Ш͈͉͙͋͐͛͐ͫ͘ ................................ ................................ ................................ .. 16 

͈͖̓͌ͩ͒͐͝ШΞ͖аШ͔͚͓͈͓͔͙̎͛ͪ͌͠͠Ш͔͖͖͙͛͌͒͊͌͞͡Ш͈͚͈͈͙͒͌͝͡Ш͔͛͠ШìŔŰĬŸƽƚ ...............  18 

ΞЮΝШ͔͚͓͈͓͔͙̎͛ͪ͌͠͠Ш͔͖͖͙͛͌͒͊͌͞͡Ш͈͚͈͈͙͒͌͝͡Ш͔͛͠ШìŔŰĬŸƽƚШΝΝ ................................ ..... ΝΥ 

ΞЮΝЮΝШ͚͈̊ͩ͒͌͐͝Ш͖͛͜Ш̝͖͒͐͑ͤ ................................ ................................ .............................  18 

ΞЮΝЮΝЮΝШcċƖĬƽċƖĲШƖŸŸƣрŸŉрƣƖƨƚƣ ................................ ................................ ....................  ΝΥ 

ΞЮΝЮΝЮΞШ͕͚͎̊͐ͧ͗͐͛Ш͖͔͈ͩ͋̕Ш̙͈͓͈͙͒͛ͧ͘͝ШыÑƖƨƚƣĲĬШÂũċƣŉŸƖůШ~ŸĬƨũĲШыÑÂ~ьь .....................  ΝΥ 

ΞЮΝЮΝЮΟШ~ŔĦƖŸƚŸŉƣШÂũƨƣŸŰ ................................ ................................ .............................  ΝΦ 

ΞЮΝЮΝЮΠШìŔŰĬŸƽƚШ?ĲŉĲŰĬĲƖШÉǃƚƣĲůШ]ƨċƖĬ ................................ ................................ ... ΝΦ 

ΞЮΝЮΝЮΡШ͚͈̊ͩ͒͌͐͝Ш͉͈͚͚͓͔͎͐ͪШ͚͌Ш͖͔͖͖͎͚͎͌͐͑͐͑͗͡ШыéŔƖƣƨċũŔǍċƣŔŸŰрĤċƚĲĬШƚĲĦƨƖŔƣǃШыé7Éьь ... ΝΦ 

ΞЮΝЮΞШ͚͈̊ͩ͒͌͐͝Ш͖͖̔͌͐͛͊͐͑ͤ͘͜Ш̛͚͓͈͖͙͛ͫ͛͜ ................................ ................................ ...... 19 

ΞЮΝЮΞЮΝШ͚͈̊ͩ͒͌͐͝Ш̛͚͓͈͖͙͛ͫ͛͜ ................................ ................................ ....................  ΞΜ 

ΞЮΝЮΞЮΞШ̙͖͚͈͚͈͛͘͡Ш͖͓͔͔̍͌͋ͪ͠ ................................ ................................ ...................  ΞΝ 

ΞЮΝЮΞЮΟШ͚͈̊ͩ͒͌͐͝Ш͖̍͐͑͛ͤ͜ ................................ ................................ ..........................  ΞΝ 

ΞЮΝЮΞЮΠШ̙͖͚͈͚͈͛͘͡Ш͈͗ͧШ͖͙̒ͤШ͈͑͐Ш͙̊͗͌͐͒ͪ ................................ ................................ ...... ΞΞ 

ΞЮΝЮΟШ͚͈̊ͩ͒͌͐͝Ш͈͓͖͔̎͊ͨ͘͝ ................................ ................................ ...........................  24 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                4 

ΞЮΝЮΟЮΝШ̣͕͔͖͙͗͜Ш̣͖͙͒͌͊͞Ш͈͓͖͔̎͊ͨ͘͝ ................................ ................................ .......... ΞΠ 

ΞЮΝЮΟЮΞШ̣͖͙͒͌͊͞Ш͈͓͖͔̎͊ͨ͘͝Ш͈͊͐Ш͚͙̎͗͐͌͐ͫ͌͐͘͞ ................................ ..............................  ΞΠ 

ΞЮΝЮΟЮΟШ̣͖͙͒͌͊͞Ш͖͈͈͚͓͖̔͊͐ͤ͘Ш̟͚͎ͫ͛͘ ................................ ................................ ......... ΞΠ 

ΞЮΝЮΟЮΠШ͖͓͔͚͎̊͗ͧ͠Ш͈͓͖͔̎͊ͨ͘͝ ................................ ................................ .................  ΞΠ 

ΞЮΝЮΠШ͈͚͎̍͐͌͐͘͞͡Ш̙͚͉͈͚͎͙ͧ͘Ш̜͈͎͈͙͛ͧ͛͛͜ШыfĬĲŰƣŔƣǃШ ĦĦĲƚƚШ~ċŰċŊĲůĲŰƣыf ~ьь .................  25 

ΞЮΝЮΠЮΝШ͔͖͖͎͚͎̎͌͊͗͘͡ШƓċƚƚƽŸƖĬũĲƚƚШƚŔŊŰрŔŰ ................................ ................................  ΞΡ 

ΞЮΝЮΠЮΞШìŔŰĬŸƽƚШcĲũũŸ ................................ ................................ ...............................  ΞΡ 

ΞЮΝЮΠЮΟШ̝͖͚͕͎͗͛ͫ͐͘Ш[f?§ ................................ ................................ ............................  ΞΣ 

ΞЮΝЮΠЮΠШÂċƚƚťĲǃƚ ................................ ................................ ................................ ........ ΞΣ 

ΞЮΝЮΠЮΡШ̙͖͎͓͔͎͊ͪ͘Ш̙͖͚͈͚͈͛͘͡Ш͈͚͎͔̍͐͗͐͛͌͛͘͜͡͠ ................................ .........................  ΞΣ 

ΞЮΝЮΡШ͈ͪ͛̕͘Ш͈͚͚͎͙͋͐ͩ͒͐͝Ш͎͈͙͐͋͐͛͐͑ͧ͛͛͠................................ ................................ ......... 27 

ΞЮΝЮΡЮΝШ̙͔͈͈͙͑͡Ш͖͌͒ͪ͊͜͞Ш͈͖͖͗ͫ͛͘͘͜Ш͈͑͐Ш͈͔͈͖ͩ͘͝ ................................ .......................  ΞΤ 

ΞЮΝЮΡЮΞШ͈͔͈̍͐ͩ͌͐͝Ш͈͑͐Ш͖ͪ͒͌͊͐͞Ш͈͖͖͗ͫ͛͘͘͜ ................................ ................................ ... ΞΤ 

ΞЮΝЮΡЮΟШ̟͚͎ͫ͘Ш͔͗ͧ͘͠Ш͈͖͖͗ͫ͛͘͘͜ ................................ ................................ ...............  ΞΥ 

ΞЮΝЮΡЮΠШͤ̚͏͓͚͎͐Ш͈͈͓͔͗ͪ͛͘͘͠Ш͕͈͚͈͙͌͗͌͌͊͘͡Ш͈͔͚͔͋͐͊͛͐͑ͨ͠Ш͖͓͔͔͋͌͋ͪ͠Ш͔͛͠ШìŔŰĬŸƽƚ .. ΞΥ 

ΞЮΞШ͔͚͓͈͓͔͙̎͛ͪ͌͠͠Ш͔͖͖͙͛͌͒͊͌͞͡Ш͈͚͈͈͙͒͌͝͡Ш͔͛͠ШìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡ ...........................  28 

ΞЮΞЮΝШ͚͈̊ͩ͒͌͐͝Ш̝͎͚͔͗͌͐ͨ͘Ш̜͖͓͈ͪШĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃ ................................ ......................  ΞΥ 

ΞЮΞЮΞШ͈͒͒͊ͫШ͖͑͋͐͑ͤ͠Ш͚͉͈͚͎͙͗ͧ͘ШxĲŊċĦǃШÉ ~ШÅÂ9 ................................ ....................  ΟΝ 

ΞЮΞЮΟШ̝͖͚͕͎͗͛ͫ͐͘Ш Ö~ ................................ ................................ .............................  ΟΝ 

ΞЮΞЮΠШ͚͈̊ͩ͒͌͐͝Ш͖͛͜Ш̙͖͖͛͑ͧ͒͒͘͜͠ШÉĲƖƻĲƖШ~ĲƚƚċŊĲШ7ũŸĦťШыÉ~7ь................................ ... ΟΝ 

ΞЮΞЮΡШ̝͖͚͕͎͗͛ͫ͐͘Ш7ũŸĦťШ9ũŸŰŔŰŊ ................................ ................................ .................  ΟΟ 

ΞЮΞЮΣШ̙͖͙͌͐ͪ͘͞Ш͚͈͈͙̊͒͌͝͡Ш͖͗͜Ш͈͚͍͖͔͈̋͛͐͡Ш͚͎͔͛Ш͖͔͖͖͎͚͎̎͐͑͐͑͗͡Шыé7ÉШEŰĦũċƻĲƚь ...........  ΟΟ 

ΞЮΞЮΤШ̙͖͚͈͚͈͛͘͡Ш͔̓͒͌͐͋͐ͨШ͓͌Ш̟͚͎ͫ͘Ш͖͔͖͖͎͚͎͙̎͐͑͐͑͗͡Шыé7ÉШuĲǃШÂƖŸƣĲĦƣŔŸŰь ..................  ΟΠ 

ΞЮΞЮΥШ͔͈͎͙̍͛ͧ͛͛͌͜Ш͎͙͛Ш͚͎͙̔ͤШ̜͖͖͗͐͑ͤШ͖̓͋͐͑ͤ͠Ш͈͚̍͐͌͐͐͛ͫ͘͞Ш͔͛͠ШìŔŰĬŸƽƚШыx ÂÉь ......... ΟΠ 

ΞЮΞЮΦШ͈͚͎̍͐͌͐͘͞͡Ш̙͖͔͖͓͈͙͐͑ͫ͘Ш̙͚͉͈͚͎͙ͧ͘ ................................ ................................ .. ΟΠ 

ΞЮΞЮΝΜШ̙͖͚͈͚͈͛͘͡Ш͈͚͎͔̍͐͗͐͛͌͛͘͜͡͠ ................................ ................................ ...........  ΟΠ 

͈͖̓͌ͩ͒͐͝ШΟа͖͔͚͚͎̎͜͡͞Ш͎͙͛Ш͈͚͈͙ͩ͒͌͐͝Ш͔͙͌ͧШìŔŰĬŸƽƚШΝΝШ§É ..............................  35 

ΟЮΝШШ͚͈̊ͩ͒͌͐͝Ш͖͖̔͌͐͛͊͐͑ͤ͘͜Ш̛͚͓͈͖͙͛ͫ͛͜ ................................ ................................ ........ 35 

ΟЮΝЮΝШ͈͚͎̍͐͌͐͘͞͡Ш̙͚͖͖͎͔͐͛͗͐͛͐͑ͨ ................................ ................................ ................  ΟΡ 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                5 

ΟЮΝЮΞШ̚͜͏͓͚͙͌͐͡Ш̙͖͔͒͐͛͐͑ͨШ͚͈͈͙̊͒͌͝͡ ................................ ................................ ......... ΟΣ 

ΟЮΝЮΟШ̙͖͒͐͛͐͑ͫШ̙͖͚͓͖͌͐͐ͤ͘͘Ш͖͚͓͖̔͊͐͐͑ͤ ................................ ................................ ...... ΟΤ 

ΟЮΝЮΠШ̣͖͙͒͌͊͞Ш͚͈͈͙̊͒͌͝͡ ................................ ................................ ............................  ΟΥ 

ΟЮΝЮΡШ͔͖͖͎͚͎̊͗͌͌͊͗͘͡Ш͔̎ͩ͒͛͜͠͠Ш̝͎͚͔͗͌͐ͨ͘ ................................ .............................  ΟΦ 

ΟЮΝЮΣШ̙͖͚͈͚͈͛͘͡Ш͔͎͓͚͔̎͌ͨ͌͘͠Ш̙͔͈ͫ͘͜ШыuÂÂь ................................ ............................  ΠΜ 

ΟЮΝЮΤШ͖͖̊͗͛͗ͫ͘Ш͚͎͙̎͑͛ͪ͒͌Ш͖͓͔͔̍͌͋ͪ͠Шы?EÂь ................................ ..............................  ΠΝ 

ΟЮΝЮΥШ̜͈͈͜͞͡Ш͈͕͎̍͐ͩ͛Ш̟͖ͨ͘͜Ш̍͐͌͜͏͔͚͔ͤ͌͠ШыÉxÅь ................................ .......................  ΠΝ 

3.1.9 Windows Defender Credential Guard ................................ ...............................  ΠΟ 

3.1.10ШɄɟɞůŰŬůɑŬ ȿɞɔŬɟɘŬůɛɞɨ ................................ ................................ ................  ΠΠ 

ΟЮΝЮΝΝШÉ 9xƚ ................................ ................................ ................................ .............  ΠΡ 

ΟЮΝЮΝΞШ͚͈̊ͩ͒͌͐͝Ш̛͚͙͑͌ͫ͜͜ ................................ ................................ .........................  ΠΣ 

ΟЮΝЮΝΟШ͖͓͖͔͓͔͖̊͗ͪ͠Ш̙͉͖͔͌͐ͩ͒͒͘ШìŔŰĬŸƽƚ ................................ ................................  ΠΤ 

ΟЮΝЮΝΠШ͔͖͖͖͓̊͗͌͌͊͗͐ͤ͌͘Ш͙͛͐ШΝΣШĤŔƣШ͈͓͖͙͌͊ͪ͘͝рШƓƓxŸĦťĲƖ ................................ .......... ΠΤ 

ΟЮΝЮΝΡШ͔͈͖̊͛͊͘͡͝Ш͈͚͈͈͙͒͌͝͡ы͚͎͓͖͌͡Ш͈͔͈͖͙͌͗ͩ͘͝Ш͚͚͓͈͖͙͛ͫ͛͜ь ................................ ... ΠΥ 

3.1.16 Windows Defender Exploit Guard ................................ ................................ .. ΡΜ 

3.1.17 Mandatory Integrity Control (MIC) ................................ ................................ .. ΡΜ 

ΟЮΞШ͚͈̊ͩ͒͌͐͝Ш͖̍͐͑͛ͤ͜ ................................ ................................ ................................ .... 51 

3.2.1 ɇŮɑɢɞɠ ɄɟɞůŰŬůɑŬɠ əŬɘ ɄɟɞůŰŬůɑŬ ȹɘəŰɨɞɡ ................................ .......................  ΡΝ 

ΟЮΞЮΝЮΝШ̛͈͛͛͐͑ͫШfÂШ͈͑͐ШĦƨƚƣŸůШ]ċƣĲƽċǃ................................ ................................ ........ ΡΝ 

ΟЮΞЮΝЮΞШШ̟͚͎ͫ͘Ш͓͔͖ͧШ͔͛͠Ш͉͈͚͔͐͑ͨШ͖͔͗͛͑ͧ͒͒͘͠͠ ................................ .........................  ΡΞ 

3.2.2 ȷůűɎɚŮɘŬ ȹɘəŰɨɞɡ ɛɏůɤ Windows VPN ................................ ............................  ΡΡ 

3.2.3 ɇŮɑɢɞɠ ɄɟɞůŰŬůɑŬɠ Windows Defender ɛŮ Ʉɟɞɢɤɟɖɛɏɜɖ ȷůűɎɚŮɘŬ .................  ΡΡ 

ΟЮΞЮΠШìŔŰĬŸƽƚШ?ĲŉĲŰĬĲƖШ ŰƣŔƻŔƖƨƚ ................................ ................................ ..............  ΡΤ 

ΟЮΞЮΡШìŔŰĬŸƽƚШ?ĲŉĲŰĬĲƖШ ĬƻċŰĦĲĬШÑőƖĲċƣШÂƖŸƣĲĦƣŔŸŰ ................................ .................  ΡΥ 

ΟЮΟШ͚͈̊ͩ͒͌͐͝Ш͈͓͖͔̎͊ͨ͘͝ ................................ ................................ ..............................  59 

3.3.1 ȺűŬɟɛɞɔɐ ȷůűɎɚŮɘŬɠ Űɤɜ Windows (Windows Security app) ..........................  ΡΦ 

ΟЮΟЮΞШìŔŰĬŸƽƚШ?ĲŉĲŰĬĲƖШ ƓƓũŔĦċƣŔŸŰШ9ŸŰƣƖŸũ ................................ ..............................  ΣΜ 

ΟЮΟЮΟШ~ŔĦƖŸƚŸŉƣШ?ĲŉĲŰĬĲƖШ ƓƓũŔĦċƣŔŸŰШ]ƨċƖĬ ................................ ...............................  ΣΜ 

ΟЮΟЮΠШ~ŔĦƖŸƚŸŉƣШ?ĲŉĲŰĬĲƖШÉůċƖƣÉĦƖĲĲŰ ................................ ................................ ....... ΣΞ 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                6 

ΟЮΟЮΡШ̙͖͚͈͚͈͛͘͡Ш̙͎͚͎͙͌͐ͫ͊͘Шы7ƖŸƽƚĲƖШÂƖŸƣĲĦƣŔŸŰ ................................ .......................  ΣΞ 

ΟЮΠШ͚͈͙̊ͩ͒͌͐͝Ш͎͙͛Ш͈͚͎͙̍͐͌͐͘͞͡Ш̙͚͉͈͚͎͙ͧ͘Ш̜͈͎͈͙͛ͧ͛͛͜Шыf ~ь ................................ .......... 63 

3.4 .1Windows Hello ................................ ................................ ................................ . ΣΟ 

ΟЮΠЮΞШìŔŰĬŸƽƚШ?ĲŉĲŰĬĲƖШ9ƖĲĬĲŰƣŔċũШ]ƨċƖĬ ................................ ................................ . ΣΠ 

ΟЮΠЮΟШ͚͚͎̊ͩ͒͐͝Ш͖͛͜Ш̟͚͎ͫ͛͘Ш͓͌ШìŔŰĬŸƽƚШcĲũũŸ ................................ ............................  ΣΡ 

ΟЮΠЮΠШ~ŔĦƖŸƚŸŉƣШ ƨƣőĲŰƣŔĦċƣŸƖ ................................ ................................ .....................  ΣΣ 

ΟЮΡШ͚͈̊ͩ͒͌͐͝Ш͎͈͙̒͋͐͛͐͑ͧ͛͛͠ ................................ ................................ ...........................  67 

ΟЮΣШ͚͈̊ͩ͒͌͐͝Ш̝͖͒͐͑ͤШ͓͌ШÑÂ~ ................................ ................................ ..........................  68 

͈͖̓͌ͩ͒͐͝ШΠа͔͚͚͎̎͜͡͞Ш͎͙͛Ш͈͚͈͙ͩ͒͌͐͝Ш͔͙͌ͧШìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡ ......................  70 

ΠЮΝШ͔͎͓͚͙̎͌ͨ͌͐͘ ................................ ................................ ................................ ...........  70 

ΠЮΞШ͔͖͖͎͚͎̎͌͊͗͘͡Ш͖͛͜Ш?ĲŉĲŰĬĲƖШ͈͊͐ШéŔƖƨƚШѼƣőƖĲċƣШƓƖŸƣĲĦƣŔŸŰ ................................ .......... 71 

ΠЮΟ͈͓͖̎͊ͫ͘͝Ш͔͛͠Ш͈͎͔͑͛ͩ͒͒͒͠ШĤċĦťШƨƓШƓŸũŔĦŔĲƚШы͖͔͗͒͐͛͐͑ͨь ................................ ...........  72 

ΠЮΠШ͈͓͖̎͊ͫ͘͝Ш͔͛͠Ш͈͎͔͑͛ͩ͒͒͒͠ШÉ ~ÂШƚĲƣƣŔŰŊƚ ................................ ...............................  73 

ΠЮΡШ͈̊͒͒͊ͫШ͖͛͜Ш͖͔͓͈͖͙ͧ͛Ш͖͛͜ШШċĬůŔŰŔƚƣƖċƣŸƖ ................................ ................................ ... 73 

ΠЮΣШ͔͖͖͎͚͎̊͗͌͌͊͗͘͡Ш͓͎Ш͈͈͈͎͔͗͛͛͘͡͠Ш͖͔͗͛ͧ͑͒͒͘͠͠Ш͖͋͐͑͛ͤ͜ ................................ ......... 74 

ΠЮΤШ͕͎͚͎̊ͤШ͎͙͛Ш͈͚͈͙ͩ͒͌͐͝Ш͚͈͛ШÑĲƖůŔŰċũШÉĲƖƻŔĦĲƚ ................................ ...........................  75 

ΠЮΤЮΝШ̖͈Ш͍͎͈͛͌͛͐͡Ш͔͈͗ͩ͛Ш͈͗ͧШ͖͔͛ШШĦũŔĲŰƣШ͎Ш͚͈͌͐͊͊ͫ͠ШƓċƚƚƽŸƖĬШ͈͑͛ͩШ͎͔͛Ш͚͔͚͎ͤ͋͌ ...........  ΤΡ 

ΠЮΤЮΞШШШ͈͚͎̍͐͌͐͘͞͡Ш͈͓͔̍͐͑͐ͩ͛͠͠Ш̟͎͚͔͛ͨ͘ ................................ ................................ .... ΤΣ 

ΠЮΤЮΟШ̖͈Ш͓͎͔Ш͈͌͗͐͛ͪ͗͌͛͐͘Ш͎Ш͈͔͈͈͑͛͌ͤ͏͔͚͎͜Ш͖͛͜ШxÂÑШƓŸƖƣ ................................ .............  ΤΣ 

ΠЮΤЮΠШ͔͖͖͎͚͎̎͌͊͗͘͡Ш͖͎͚͎͙͑͗͛͊ͩ͘͘͜͝Ш͓͈͕͌͛ͤШĦũŔĲŰƣШ͈͑͐ШƚĲƖƻĲƖ ................................ .... ΤΤ 

ΠЮΥШ͔͖͖͎͚͎̊͗͌͌͊͗͘͡ШƖĲůŸƣĲШĬĲƚťƣŸƓШƚőċƖŔŰŊ ................................ ................................ . 77 

ΠЮΦШ͚͖̋ͪ͒͛͐͛Ш ĦĦŸƨŰƣШůċŰċŊĲůĲŰƣ ................................ ................................ ...............  78 

ΠЮΦЮΝШ͈͓͖̎͊ͫ͘͝ШÂċƚƚƽŸƖĬШÂŸũŔĦŔĲƚ ................................ ................................ .............  ΤΥ 

ΠЮΦЮΞШ̝͖͖͎͚͎͒͗͡Ш͔͛͠Ш͈͎͔͑͛ͩ͒͒͒͠ШŊƖŸƨƓШƓŸũŔĦŔĲƚ ................................ .........................  ΥΜ 

ΠЮΦЮΟШ͈͎͚͎̓͛ͩ͊͘Ш͔͔͔̊͌͌͊ͨ͘Ш͖͈͈͚͓͔̔͊͐ͨ͘ ................................ ................................ . ΥΞ 

ΠЮΝΜШ͈͓͖̎͊ͫ͘͝ШÉŸŉƣƽċƖĲШÅĲƚƣƖŔĦƣŔŸŰШÂŸũŔĦŔĲƚШ͓͌Ш ƓƓxŸĦťĲƖ ................................ ............  83 

ΠЮΝΝШ̙͈͑͛͐͑ͧ͘ШƚĲĦƨƖŔƣǃШċƨĬŔƣŔŰŊ ................................ ................................ .....................  84 

4.12 Active Directory Domain Services Security (3.1) ................................ ......................  85 

ΠЮΝΟШ͔͖͖͎͚͎̊͗͌͌͊͗͘͡ШxĲŊċĦǃШÉ ~ШÅÂ9 ................................ ................................ ......... 86 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                7 

ΠЮΝΠШ̝͖͚͕͎͗͛ͫ͐͘Ш Ö~ ................................ ................................ ................................ . 87 

4.15 Server Message Block (SMB) Security ................................ ................................ ..... 87 

ΠЮΝΣШ̝͖͚͕͎͗͛ͫ͐͘Ш7ũŸĦťШ9ũŸŰŔŰŊ ................................ ................................ ......................  89 

4.17 Virtualization-based Security (VBS) Enclaves ................................ ..........................  90 

4.18 VBS Key Protection ................................ ................................ ................................  91 

4.19 Windows Local Administrator Password Solution (LAPS) ................................ ......... 92 

ΠЮΝΦЮΝШÂċƚƚƽŸƖĬШÉĲƣƣŔŰŊƚа ................................ ................................ ..........................  ΦΟ 

ΠЮΝΦЮΞШÂċƚƚƽŸƖĬШ7ċĦťƨƓа ................................ ................................ ...........................  ΦΟ 

4.20 Credential Protection ................................ ................................ .............................  94 

͈͖̓͌ͩ͒͐͝ШΡа͖Ш͖͔̊͐͛͌͑͛͐͑ͫ͘͞Ш͉͖͔͖͙͗͌͐ͩ͒͒͛͘Ш͖͖͓͙͗͋ͫ͜Ш͈͑͐Ш͎Ш͓͌͏͖͖͖͈͋͒͊͡Ш͈͊͐Ш͖͔͛Ш
͖ͪ͒͌͊͞Ш͚͚͎͙͋͐͌͋͜͡ ................................ ................................ ..........................  96 

5.1 H ɡˊɞŭɞɛɐ ɛŬɠ ................................ ................................ ................................ ...... 96 

5.2 Esxi server ................................ ................................ ................................ ...............  96 

5.3 Windows Server 2025 ................................ ................................ ..............................  97 

5.4 Virtual machine Windows 11 OS ................................ ................................ ...............  97 

ΡЮΡШéŔƖƣƨċũШuċũŔШũŔŰƨǂШůċĦőŔŰĲШ͚͌ШƓőǃƚŔĦċũШƚĲƖƻĲƖ ................................ .............................  97 

5.6 ALFA Wireless Wi-Fi Adapter ................................ ................................ ....................  97 

ΡЮΤШÂċƖƖŸƣШũŔŰƨǂШůċĦőŔŰĲШ͚͌ШƓőǃƚŔĦċũШƚĲƖƻĲƖ ................................ ................................ .... 97 

ΡЮΥШ͌̕͏͖͖͖͈͋͒͊͡Ш͖͗͜Ш͏͈Ш͎͚͓͖͖͚͖͓͐͗͐ͫ͌͘͜͞Ш͈͊͐Ш͖͔͛Ш͖ͪ͒͌͊͞Ш͚͚͎͙͋͐͌͋͜͡ ..........................  98 

͈͖̓͌ͩ͒͐͝ШΣ͖ШаШ̣͖͙͒͌͊͞Ш͚͚͎͙͋͐͌͋͜͡Ш͚͈͛ШìŔŰĬŸƽƚШΝΝШ§É ................................ ... 101 

ΣЮΝШ̛͚͓͖͗ͩ͐Ш͖͛͜ШìŔ-[ŔШ͚ͨ͛͌Ш͔͈Ш͈͖͚͖͓͗͑͛ͫ͌͜Ш͈͐͑ͫ͘͞Ш͚͉͈͚͎͗ͧ͘Ш͚͖͛Ш͖͋͑͛͜͡Ш͎͙͛Ш͖͖͓͙͗͋ͫ͜Ш
͓͈͙ ................................ ................................ ................................ ..............................  101 

ΣЮΞШ͔͔͚͎̊͌͜͡͞Ш͔͛͛ͨ͘͠Ш͚͎͓͔͌͡͠Ш͓͚ͪ͠Ш͖͛͜Ш Ĳƚƚƨƚ ................................ ........................  102 

ΣЮΟШÂőŔƚőŔŰŊШШũŔŰťШ͌͗͡͏͚͎͌Ш͓͌ШÅĲƚƓŸŰĬĲƖ................................ ................................ ........ 103 

ΣЮΠШÂőŔƚőŔŰŊШŸŉŉŔĦĲШŉŔũĲШ͌͗͡͏͚͎͌Ш͓͌ШÖŰŔĦŸƖŰ ................................ ................................ .... 105 

ΣЮΡШÅĲůŸƣĲШĦŸĬĲШĲǂĲĦƨƣŔŸŰШ͓͌Ш~ĲƣċƚƓũŸŔƣ ................................ ................................ ..... 107 

ΣЮΣШ7ƖƨƣĲШŉŸƖĦĲШċƣƣċĦťШ͓͌ШcǃĬƖċ ................................ ................................ .....................  110 

6.7 Client-Side attack ................................ ................................ ................................ ... 111 

ΣЮΥШ7ǃƓċƚƚŔŰŊШ ŰƣŔƻŔƖƨƚШ͌͗͡͏͚͎͌Ш͓͌ШéĲŔũ ................................ ................................ ......... 112 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                8 

ΣЮΦШÂƖŔƻŔũĲŊĲШEƚĦċũċƣŔŸŰШ͓͌ШÉĦċƖĲ9ƖŸƽ ................................ ................................ ...........  116 

ΣЮΝΜШxċƣĲƖċũШ~ŸƻĲůĲŰƣШ͓͌Ш9ċũĬĲƖċ ................................ ................................ ................  119 

ΣЮΝΝШEǂƓũŸŔƣċƣŔŸŰШŸŉШÅĲůŸƣĲШÉĲƖƻŔĦĲƚШ͓͌Ш9ŸƻĲŰċŰƣ ................................ ........................  121 

͈͖̓͌ͩ͒͐͝ШΤ͖Ша̣͖͙͒͌͊͞Ш͚͚͎͙͋͐͌͋͜͡Ш͚͖͔͛ШìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡ ...........................  124 

ΤЮΝШ͔͔͚͎̊͌͜͡͞Ш͔͛͛ͨ͘͠Ш͚͎͓͔͌͡͠Ш͓͚ͪ͠Ш͖͛͜Ш ůċƓ ................................ ..........................  124 

ΤЮΞШ͔͔͚͎̊͌͜͡͞Ш͔͛͛ͨ͘͠Ш͚͎͓͔͌͡͠Ш͓͚ͪ͠Ш͖͛͜Ш Ĳƚƚƨƚ ................................ ........................  126 

ΤЮΟШ͔͔͚͎̊͌͜͡͞Ш͔͛͛ͨ͘͠Ш͚͎͓͔͌͡͠Ш͓͚ͪ͠Ш͖͛͜ШШìŔƖĲƚőċƖť ................................ ....................  127 

7.4 Kerberoasting ................................ ................................ ................................ ......... 128 

7.5 Password Spraying ................................ ................................ ................................ . 133 

7.6 SMB Relay Attack ................................ ................................ ................................ .... 135 

7.7 Pass-the-hash ................................ ................................ ................................ ........ 139 

7.8 Extensive AD Enumeration ................................ ................................ ......................  142 

7.9 LAPS Exploitation ................................ ................................ ................................ .... 147 

ΤЮΝΜШ9ƖĲĬĲŰƣŔċũШ?ƨůƓŔŰŊШ͓͌ШŊ~É ?ƨůƓĲƖ ................................ ................................ .... 148 

7.11 Post-EǂƓũŸŔƣċƣŔŸŰШ͓͌Ш9ċũĬĲƖċ ................................ ................................ .................  150 

͈͖̓͌ͩ͒͐͝ШΥ ͖а̛͓͚͓͈͈͗͌ͩ͛͘͜ЯШ͗͐͏͈͔͙ͪШ͌͗ͩ͜͏͙͌͐͌Ш͈͑͐Ш͓͖͔͙͌͒͒͛͐͑ͪШ͚͙͌͗͌͑͛ͩ͌͐ .. 154 

ΥЮΝШ̛͓͚͓͈͈͗͌ͩ͛͘͜Ш͚͙͛͐Ш͔͚͓͈͓͔͙͌͛ͪ͌͠͠Ш͖͙͒͌͐͛͊͌͘͜͡Ш͈͚͈ͩ͒͌͐͝Ш͖͛͜ШìŔŰĬŸƽƚШΝΝШ§É ...... 154 

ΥЮΞШ̛͓͚͓͈͈͗͌ͩ͛͘͜Ш͚͙͛͐Ш͔͚͓͈͓͔͙͌͛ͪ͌͠͠Ш͖͙͒͌͐͛͊͌͘͜͡Ш͈͚͈ͩ͒͌͐͝Ш͖͛͜ШìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡ
 ................................ ................................ ................................ ................................ .... 155 

ΥЮΟШ̎͗ͩ͜͏͙͌͐͌Ш͖͗͜Ш͈͖͎͈͔͗͛ͩ͗͑͘Ш͓͌Ш͚͎ͫ͘͞Ш͔͛͠Ш͔͚͓͈͓͔͔͌͛ͪ͠͠͠Ш͔͖͖͔͛͌͒͊͐ͨ͞Ш͈͚͈͙ͩ͒͌͐͝Ш
͔͛͠ШìŔŰĬŸƽƚ ................................ ................................ ................................ ...............  156 

ΥЮΟЮΝШ̎͗ͩ͜͏͙͌͐͌Ш͖͗͜Ш͈͖͎͈͔͗͛ͩ͗͑͘Ш͚͖͛ШìŔŰĬŸƽƚШΝΝ ................................ ...................  ΝΡΣ 

ΥЮΟЮΞШ̎͗ͩ͜͏͙͌͐͌Ш͖͗͜Ш͈͖͎͈͔͗͛ͩ͗͑͘Ш͚͖͛ШìŔŰĬŸƽƚШÉĲƖƻĲƖШΞΜΞΡ................................ ..... ΝΡΥ 

ΥЮΠШ͖͔͙͌͒͒͛͐͑ͪ̕Ш͚͙͌͗͌͑͛ͩ͌͐ ................................ ................................ ..........................  159 

͉͖͈͙̋͐͒͐͊͐͑ͪ͘͝Ш͈͑͐Ш͈͈͙̍͐͋͐͑͛͑ͪ͜Ш͎͙͗͊ͪ ................................ .........................  160 

 

 

ǥȔȐȄȓǽȐȈȎ ǰȈȌǻȉȘȌ 

ɄɑɜŬəŬɠ 1:ȹɘŮɡəɟɘɜɘůŰɘəɞɑ ɞɟɘůɛɞɑ ...................................................................................... 29 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                9 

ɄɑɜŬəŬɠ 2:Confidential attributes & LDAP ......................................................................... 29 

ɄɑɜŬəŬɠ 3:Default password & GPO ................................................................................. 30 

ɄɑɜŬəŬɠ 4:PKINIT & Cryptographic agility ......................................................................... 30 

ɄɑɜŬəŬɠ 5:LAN Manager hash ........................................................................................... 30 

ɄɑɜŬəŬɠ 6: SASL ................................................................................................................ 30 

ɄɑɜŬəŬɠ 7:TLS 1.3 ............................................................................................................. 30 

ɄɑɜŬəŬɠ 8:SAM RPC ......................................................................................................... 31 

ɄɑɜŬəŬɠ 9:NUMA ............................................................................................................... 31 

ɄɑɜŬəŬɠ 10:SMB ................................................................................................................ 31 

ɄɑɜŬəŬɠ 11:SMB Signing & SMB Enncryption ................................................................... 31 

ɄɑɜŬəŬɠ 12:NTLM .............................................................................................................. 32 

ɄɑɜŬəŬɠ 13:Block Cloning & ReFS .................................................................................... 33 

ɄɑɜŬəŬɠ 14:VBS & VBS Enclaves ..................................................................................... 33 

ɄɑɜŬəŬɠ 15:LAPS ............................................................................................................... 34 

ɄɑɜŬəŬɠ 16:Blue Team ....................................................................................................... 35 

ɄɑɜŬəŬɠ 17 ......................................................................................................................... 36 

ɄɑɜŬəŬɠ 18:ɇɟɧˊɞɘ Ŭɨɝɖůɖɠ ŬůűɎɚŮɘŬɠ ɛɏůɤ Account Protection ................................... 44 

ɄɑɜŬəŬɠ 19:Ⱥɝɐɔɖůɖ ŮˊɘɗɏůŮɤɜ PtH, PtT, Credential Theft ............................................. 64 

ɄɑɜŬəŬɠ 20:Ʉɤɠ ŬɡɝɎɜŮŰŬɘ ɖ ˊɞɚɘŰɘəɐ ŬůűɎɚŮɘŬɠ ............................................................. 77 

ɄɑɜŬəŬɠ 21:Ⱥɝɐɔɖůɖ Account Policies .............................................................................. 79 

ɄɑɜŬəŬɠ 22:Ⱥɝɐɔɖůɖ Űɤɜ Kerberros policies ..................................................................... 80 

ɄɑɜŬəŬɠ 23:Ⱥɝɐɔɖůɖ Űɤɜ Applocker properties ................................................................. 83 

ɄɑɜŬəŬɠ 24: ɇŮɢɜɘəɏɠ əŬɘ ɛɏŰɟŬ ŬůűɎɚŮɘŬɠ ˊɞɡ ɚŮɘŰɞɨɟɔɖůŬɜ ůŰɞ Windows Server 2025
 ................................................................................................................................................ é..136 

ɄɑɜŬəŬɠ 25 : ɇŮɢɜɘəɏɠ əŬɘ ɛɏŰɟŬ ŬůűɎɚŮɘŬɠ ˊɞɡ ɚŮɘŰɞɨɟɔɖůŬɜ ůŰɞ Windows 11 OS ...... 137 

ɄɑɜŬəŬɠ 26 : ɄɘɗŬɜɏɠ ŮɡˊɎɗŮɘŮɠ ɢɤɟɑɠ Űɖɜ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ ɛŮ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ 
ŰŮɢɜɞɚɞɔɑŮɠ Űɤɜ Windows 11ééééééééééééééééééééééééééééé138 

ɄɑɜŬəŬɠ 27 : ɄɘɗŬɜɏɠ ŮɡˊɎɗŮɘŮɠ ɢɤɟɑɠ Űɖɜ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ ɛŮ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ 
ŰŮɢɜɞɚɞɔɑŮɠ Űɤɜ Windows Server 2025éééééééééééééééééééééééé..139 

 

̙͎͎͌͒͘͟͡ 

ɆŰɖɜ ůɖɛŮɟɘɜɐ əɞɘɜɤɜɑŬ ɖ ɢɟɐůɖ ɣɖűɘŬəɩɜ ɛɏůɤɜ ůŰɖɜ ˊŬɟŬɔɤɔɐ, ůŰɖɜ əŬŰŬɜɎɚɤůɖ ŬɚɚɎ 
əŬɘ ůŰɖɜ ŬɜŰŬɚɚŬɔɐ ŮɛˊɞɟŮɡɛɎŰɤɜ, ɡˊɖɟŮůɘɩɜ əŰɚ. ůɡɜŮɢɩɠ ŬɡɝɎɜŮŰŬɘ. Ƀ ɖɚŮəŰɟɞɜɘəɧɠ ɡˊɞɚɞɔɘůŰɐɠ 
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ůɡɜŭŮŭŮɛɏɜɞɠ ůŰɞ ŭɘŬŭɑəŰɡɞ ŮɑɜŬɘ ˊɚɏɞɜ ɛɘŬ əŬɗɞɚɘəɐ ɛɖɢŬɜɐ ˊɞɡ ŬˊɞŰŮɚŮɑ ŰŬɡŰɧɢɟɞɜŬ ɛɏůɞ 
ˊŬɟŬɔɤɔɐɠ, ŮˊɘəɞɘɜɤɜɑŬɠ, ɛɧɟűɤůɖɠ, ˊɞɚɘŰɘůŰɘəɐɠ ŭɖɛɘɞɡɟɔɑŬɠ, ɘŬŰɟɘəɩɜ ɡˊɖɟŮůɘɩɜ. ɀŬɕɑ ɛŮ Űɖɜ 
Ŭɨɝɖůɖ ɢɟɐůɖɠ ɣɖűɘŬəɩɜ ɛɏůɤɜ ɧˊɞɡ ɖ ůɡɜŰɟɘˊŰɘəɐ ˊɚŮɘɞɣɖűɑŬ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ Űɞɡɠ ŮɑɜŬɘ Űɖɠ 
Microsoft ŬɜŮɓŬɑɜɞɡɜ ŰŬɡŰɧɢɟɞɜŬ əŬɘ ɞɘ ˊɟɞůˊɎɗŮɘŮɠ ŭɘŮɑůŭɡůɖɠ ůŮ ŬɡŰɎ ŮɑŰŮ Ŭˊɧ ŮɟŬůɘŰŮɢɜɘəɏɠ 
ɞɛɎŭŮɠ ɛŮ ůəɞˊɧ Űɞ əɏɟŭɞɠ ŮɑŰŮ Ŭˊɧ əɡɓŮɟɜɖŰɘəɞɨɠ əŬɘ ɛɖ  ɞɟɔŬɜɘůɛɞɨɠ ůŮ ŮˊɑˊŮŭɞ əɟŬŰɩɜ ůŰɞɜ 
ŬɜŰŬɔɤɜɘůɛɧ ˊɞɡ ŭɘŮɝɎɔŮŰŬɘ ɛŮŰŬɝɨ Űɞɡɠ ŮɑŰŮ ŮŰŬɘɟɘɩɜ ɛŮ ŬˊɞəɚŮɘůŰɘəɧ ůəɞˊɧ Űɞ <<ɢŰɨˊɖɛŬ>> Űɞɡ 
ŬɜŰŬɔɤɜɘůŰɐ. ȷˊɞəŰɎŮɘ ɘŭɘŬɑŰŮɟɞ ŮɜŭɘŬűɏɟɞɜ ɜŬ ŭɞɨɛŮ ŰŬ ŰŮɚŮɡŰŬɑŬ ɚŮɘŰɞɡɟɔɘəɎ Űɖɠ Microsoft ŮɑŰŮ ůŮ 
ŮˊɑˊŮŭɞ ɢɟɐůŰɖ (Windows 11 OS) ŮɑŰŮ server (Windows Sever 2025) Űɘ əŬɘɜɞɨɟɔɘɞ űɏɟɜɞɡɜ ůŮ ɧɚŬ 
ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ əŬɗɩɠ əŬɘ ˊɤɠ ŬɜŰɘŭɟɞɨɜ ůŰɘɠ ˊɘɞ ɔɜɤůŰɏɠ ŮˊɘɗɏůŮɘɠ ŭɘŮɑůŭɡůɖɠ. ȷɡŰɐ ɖ 
ɛŮŰŬˊŰɡɢɘŬəɐ ŭɘŬŰɟɘɓɐ ŭɘŮɟŮɡɜɎ Űɘɠ ŬɚɚŬɔɏɠ ůŰŬ Windows ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ ůŮ ůɢɏůɖ ɛŮ Űɘɠ 
ˊŬɚŬɘɧŰŮɟŮɠ ŮəŭɧůŮɘɠ, ŮɝŮŰɎɕŮɘ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŬůűɎɚŮɘŮɠ ɧˊɞɡ ˊŬɟŬŰɑɗŮɜŰŬɘ ŬɜŬɚɡŰɘəɎ ůŰɞ 
ɗŮɤɟɖŰɘəɧ əɞɛɛɎŰɘ əŬɗɩɠ əŬɘ ŭɑɜŮŰŬɘ ɛɘŬ ˊɚɖɗɩɟŬ ˊŬɟŬɛŮŰɟɞˊɞɘɐůŮɤɜ ůŰɞ ˊŮɘɟŬɛŬŰɘəɧ ɛɏɟɞɠ ɛŮ 
ůəɞˊɧ ɜŬ ŮɜɘůɢɨůɞɡɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ɚŮɘŰɞɡɟɔɘəɩɜ ɛŬɠ ɢɤɟɑɠ Űɖɜ ɢɟɐůɖ ŰɟɑŰɤɜ ŮɟɔŬɚŮɑɤɜ ɛɏůŬ 
Ŭˊɧ ˊɚɖɗɩɟŬ ŰŮɢɜɘəɩɜ əŬɘ ˊɟŬɔɛŬŰɘəɎ ˊŬɟŬŭŮɑɔɛŬŰŬ Ůɜɑůɢɡůɖɠ Űɖɠ ŬůűɎɚŮɘŬɠ. ɆŰɖɜ ůɡɜɏɢŮɘŬ 
ɔɑɜŮŰŬɘ ɏɚŮɔɢɞɠ  ŭɘŮɑůŭɡůɖɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŮɟɔŬɚŮɑŬ ɧˊɤɠ Űɞ Nmap, Űɞ Nessus, Űɞ Metasploit, Űɞ  
Covenant, Űɞ Caldera, Űɞ Veil əŬɘ ŬɟəŮŰɎ ŬəɧɛŬ ɛŮ ůəɞˊɧ ɜŬ ɔɑɜŮɘ ɛɘŬ ˊɚɐɟɖ ŬɜɎɚɡůɖ Űɖɠ ŬɜŰɑŭɟŬůɖɠ 
Űɤɜ ɛɖɢŬɜɘůɛɩɜ ŬůűɎɚŮɘŬɠ ɛɏůŬ Ŭˊɧ ɛŮɔɎɚɞ Ŭɟɘɗɛɩɜ ŮˊɘɗɏůŮɤɜ ɧˊɞɡ ˊɟŬɔɛŬŰɞˊɞɘɐůŬɛŮ. ɇŬ 
ŬˊɞŰŮɚɏůɛŬŰŬ ɏŭŮɘɝŬɜ ɧŰɘ ɞɘ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűɎɚŮɘŬɠ Űɖɠ Microsoft ŭɟɞɡɜ ŬˊɞŰɟŮˊŰɘəɎ 
əŬɘ ŮɚŬɢɘůŰɞˊɞɘɞɨɜ Űɞɡɠ əɘɜŭɨɜɞɡɠ Űɧůɞ ůŮ ŮˊɑˊŮŭɞ Windows 11 ɧůɞ əŬɘ Windows Server 2025, 
Ůˊɘˊɚɏɞɜ ŰŬ ŰɟɤŰɎ ůɖɛŮɑŬ ŮɑɜŬɘ ɢŬɛɖɚɞɨ əɘɜŭɨɜɞɡ əŬɗɩɠ əŬɘ ɧŰɘ ɞɘ ɛɖɢŬɜɘůɛɞɑ ɛŬɠ ŭɑɜɞɡɜ Űɖɜ 
ŭɡɜŬŰɧŰɖŰŬ Ůűɧůɞɜ ˊŬɟŬɛŮŰɟɞˊɞɘɖɗɞɨɜ ůɤůŰɎ ɜŬ ɏɢɞɡɜ ɏɜŬ ɘůɢɡɟɧ Ŭˊɧ Ɏˊɞɣɖ ŬůűɎɚŮɘŬɠ 
ɚŮɘŰɞɡɟɔɘəɧ. ŪŬ ŭɞɨɛŮ ɧŰɘ ŬɟəŮŰɏɠ ŮˊɘɗɏůŮɘɠ ŮɑɜŬɘ ŮˊɘŰɡɢɖɛɏɜŮɠ ŮɑŰŮ ůŮ ɎɚɚŬ ɚŮɘŰɞɡɟɔɘəɎ ŮɑŰŮ Ŭɜ ŭŮɜ 
ŮűŬɟɛɧůɞɡɛŮ ŬˊɞŰŮɚŮůɛŬŰɘəɏɠ ɡɚɞˊɞɘɐůŮɘɠ ŬɜŬŭŮɘəɜɨɞɜŰŬɠ ŰŬ ɓɐɛŬŰŬ ˊɞɡ ɏɢɞɡɜ ɔɑɜŮɘ ůŰɖɜ 
ŭɡɜŬŰɧŰɖŰŬ ɞɘ ɛɖɢŬɜɘəɞɑ ŬůűɎɚŮɘŬɠ ɛŮ Űɖɜ əŬŰɎɚɚɖɚɖ ŮɛˊŮɘɟɑŬ ɜŬ ŭɟɎůɞɡɜ ŬˊɞŰŮɚŮůɛŬŰɘəɎ ɔɘŬ Űɖɜ 
ɗɤɟɎəɘůɖ Űɤɜ ɚŮɘŰɞɡɟɔɘəɩɜ ŮəɛŮŰŬɚɚŮɡɧɛŮɜɞɘ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűɎɚŮɘŬ Űɖɠ 
Microsoft. 

Abstract 

In today's society, the use of digital media in production, consumption, and the exchange of 
goods, services, etc., is continuously increasing. The computer connected to the internet has become 
a universal machine that serves simultaneously as a tool for production, communication, education, 
cultural creation, and medical services. Alongside the growing use of digital mediaðmost of which is 
dominated by Microsoft productsðthere is a corresponding rise in efforts to infiltrate these systems, 
whether by amateur groups seeking profit, governmental and non-governmental organizations 
engaged in state-level competition, or companies aiming to "target" their competitors. It is particularly 
interesting to examine the latest Microsoft operating systems, both at the user level (Windows 11 OS) 
and server level (Windows Server 2025), to explore what innovations they bring across various levels 
of security and how they respond to the most common penetration attacks. This master's thesis 
investigates the changes in Microsoft's operating systems compared to earlier versions, thoroughly 
examines the integrated security features presented in the theoretical section and provides numerous 
configurations in the experimental section to enhance the security of operating systems without 
relying on third-party tools, through various techniques and real-world examples of security 
enhancement. Furthermore, penetration testing is conducted using several tools such as Nmap, 
Nessus, Metasploit, Covenant, Caldera, Veil, and many others, aiming to comprehensively analyze 
the security mechanisms' responses across numerous simulated attacks. The results demonstrated 
that Microsoft's integrated security technologies deter and minimize risks on Windows 11 and 
Windows Server 2025. Additionally, vulnerabilities are of low risk, and the mechanisms, when 
properly configured, enable a robust security posture for the operating system. The study highlights 
that while certain attacks succeed on other operating systems or when effective implementations are 
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not applied, Microsoft's steps allow security engineers with appropriate expertise to act effectively to 
safeguard operating systems by leveraging embedded security technologies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ǪȄȕǻȊȀȈȎ 1Ȏ:ǥȈȒȀȂȘȂǽ ȒȓȈȑ ȄȌȒȘȋȀȓȘȋǼȌȄȑ ȓȄȖȌȎȊȎȂǾȄȑ ȀȒȕȀȊȄǾȀȑ ȓȘȌ 

Windows 11 ȉȀȈ Windows Server 2025 

1.1 ǥȈȒȀȂȘȂǽ 

ȷɜ ɛŮɚŮŰɐůɞɡɛŮ ŰŬ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɧɚɞɘ ɞɘ ɞɟɔŬɜɘůɛɞɑ ˊŬɔəɧůɛɘŬ 
ɗŬ ŭɞɨɛŮ ɧŰɘ Windows ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞ 91,5% ˊŬɔəɞůɛɑɤɠ, ɛŮ ŬˊɞŰɏɚŮůɛŬ ɞɘ ŮˊɘɗɏůŮɘɠ ɜŬ 
ůɢŮŭɘɎɕɞɜŰŬɘ ˊɟɩŰŬ əŬɘ əɨɟɘŬ ɔɘŬ Windows ɚŮɘŰɞɡɟɔɘəɎ əŬɘ ɘŭɘŬɑŰŮɟŬ ɔɘŬ Űɞɡɠ ŰŮɚɘəɞɨɠ ɢɟɐůŰŮɠ. 
ɇŬɡŰɧɢɟɞɜŬ ŬɜŬˊŰɨůůɞɜŰŬɘ ŰŬ ůɡůŰɐɛŬŰŬ ŰŮɢɜɖŰɐɠ ɜɞɖɛɞůɨɜɖɠ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ɛŮŰŬůɢɖɛŬŰɑɕɞɡɜ 
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ɔɟɐɔɞɟŬ ɛŮɔɎɚɞ ɧɔəɞ ŭŮŭɞɛɏɜɤɜ, ɜŬ ŬɡŰɞŮəˊŬɘŭŮɨɞɜŰŬɘ əŬɘ ɜŬ ŮəŰŮɚɞɨɜ ůɨɜɗŮŰŮɠ ŮɟɔŬůɑŮɠ, ɚɧɔɤ 
Űɖɠ ůɨɔəɚɘůɖɠ ɛɘŬɠ ůŮɘɟɎɠ ŰŮɢɜɞɚɞɔɘəɩɜ ŮˊɘŰŮɡɔɛɎŰɤɜ ɧˊɤɠ Űɞɡ machine learning, Űɞɡ deep learning 
əŬɘ Űɤɜ big data. ȷɜŬˊŰɨůůɞɜŰŬɘ ɞɘ əɓŬɜŰɘəɞɑ ɡˊɞɚɞɔɘůŰɏɠ, ɞɘ ɡˊŮɟ-ɡˊɞɚɞɔɘůŰɏɠ. Ⱥˊɘˊɚɏɞɜ ɞ 
əɞɟɞɜɞɥɧɠ ŮˊɘŰɎɢɡɜŮ Űɖɜ remote ́ ɟɧůɓŬůɖ ůŮ ɡˊɞŭɞɛɏɠ əŬɘ ɡˊɖɟŮůɑŮɠ Ŭˊɧ Űɞɡɠ ɢɟɐůŰŮɠ ɐ 
ɛɖɢŬɜɘəɞɨɠ ŬəɧɛŬ əŬɘ əɟɑůɘɛɤɜ ɡˊɞŭɞɛɩɜ (ŰɟɎˊŮɕŮɠ, ɞˊɚɘəɎ ůɡůŰɐɛŬŰŬ, ɘŬŰɟɘəɏɠ ɓɎůŮɘɠ ŭŮŭɞɛɏɜɤɜ 
əŰɚ), ˊɚɏɞɜ ˊɚɖɗɩɟŬ ůɡůəŮɡɩɜ (Ƚɞɇ devices) ŬˊɞəŰɞɨɜ ˊɟɧůɓŬůɖ ůŮ ŬɡŰɏɠ ůŮ əŬɗɖɛŮɟɘɜɐ əŬɘ 
ůɡɢɜɐ ɓɎůɖ ɛŮ Űɖɜ ˊɘɞ ŭɘŬŭŮŭɞɛɏɜɖ ɜŬ ŮɑɜŬɘ ɖ ɢɟɐůɖ Űɞɡ desktop ɐ laptop. ȷɜŬŭŮɘəɜɨŮŰŬɘ ɧŰɘ ɖ 
ŬůűɎɚŮɘŬ ŬəɧɛŬ əŬɘ ůŮ ɛɘəɟɞɨɠ ɐ ɛŮůŬɑɞɡ ɛŮɔɏɗɞɡɠ ɞɟɔŬɜɘůɛɞɨɠ ɔɑɜŮŰŬɘ əŬɗɖɛŮɟɘɜɐ ŬɜɎɔəɖ. ɇɞɡɠ 
ŰŮɚŮɡŰŬɑɞɡɠ ɛɐɜŮɠ ŭɧɗɖəŮ ůŰɖɜ ŭɖɛɞůɘɧŰɖŰŬ ɖ ɞŭɖɔɑŬ Űɞɡ NIS2 ůɨɛűɤɜŬ ɛŮ Űɖɜ ɞˊɞɑŬ : <<ɄŬɟɎ ŰŬ 
ŮˊɘŰŮɨɔɛŬŰŬ ŬɡŰɎ(ůŰɞɜ ŰɞɛɏŬ Űɖɠ əɡɓŮɟɜɞŬůűɎɚŮɘŬɠ ɛŮ ɓɎůɖ Űɖɠ ŰŮɚŮɡŰŬɑŬ ɞŭɖɔɑŬ Űɞɡ NIS), ɖ 
ŮˊŬɜŮɝɏŰŬůɖ Űɖɠ ɞŭɖɔɑŬɠ (ȺȺ) 2016/1148 ŬˊɞəɎɚɡɣŮ ŮɔɔŮɜŮɑɠ ŬŭɡɜŬɛɑŮɠ ˊɞɡ Űɖɜ Ůɛˊɞŭɑɕɞɡɜ ɜŬ 
ŬɜŰɘɛŮŰɤˊɑůŮɘ ŬˊɞŰŮɚŮůɛŬŰɘəɎ Űɘɠ ŰɟɏɢɞɡůŮɠ əŬɘ Űɘɠ ŬɜŬŭɡɧɛŮɜŮɠ ˊɟɞəɚɐůŮɘɠ ůŰɞɜ ŰɞɛɏŬ Űɖɠ 
əɡɓŮɟɜɞŬůűɎɚŮɘŬɠ>>[1]. ȯɟŬ Űɞ ɕɐŰɖɛŬ Űɖɠ ŬůűɎɚŮɘŬɠ ŭŮɜ ŮɑɜŬɘ əɎŰɘ ůŰŬŰɘəɧ ŬɚɚɎ ŭɡɜŬɛɘəɧ,  ɖ 
əɞɨɟůŬ ɔɘŬ Űɞ ɜŬ əɟŬŰɖɗŮɑɠ ŬůűŬɚɐɠ ŭɘŮɝɎɔŮŰŬɘ ɛŮ ɧɚɞ əŬɘ ɔɟɖɔɞɟɧŰŮɟɞɡɠ ɟɡɗɛɞɨɠ əŬɘ Űɞ ɜŬ ɛŮɑɜŮɘɠ 
ɛˊɟɞůŰɎ Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɔɑɜŮŰŬɘ ŭɨůəɞɚɞ ŬɚɚɎ əŬɘ əɞůŰɞɓɧɟɞ əŬɗɐəɞɜ. ȳˊɞɘɞɠ ɛɏɜŮɘ ˊɑůɤ ŮɑɜŬɘ 
ůɢŮŭɧɜ ŬˊɑɗŬɜɞ ɜŬ ɛɖɜ ˊɏůŮɘ <<ɗɨɛŬ>> ŮˊɑɗŮůɖɠ ŬɚɚɎ əŬɘ ɜŬ ŬɜŰŬˊŮɝɏɚɗŮɘ ůŰɞɜ ŬɜŰŬɔɤɜɘůɛɧ. ȺɑɜŬɘ 
ɢŬɟŬəŰɖɟɘůŰɘəɧ ɧŰɘ ˊŮɟɑˊɞɡ 8,5 ŮəŬŰɞɛɛɨɟɘŬ ůɡůəŮɡɏɠ (1% Űɤɜ ůɡůəŮɡɩɜ ˊŬɔəɞůɛɑɤɠ) 
ŮˊɖɟŮɎůŰɖəŬɜ Ŭˊɧ ɛɘŬ ɚɎɗɞɠ Ůɜɖɛɏɟɤůɖ ůŰŬ Windows əŬɘ ˊɟɞəɚɐɗɖəŮ ́ Ŭɔəɧůɛɘɞ ůɞə. Ƀɘ ɛŮŰɞɢɏɠ 
Űɖɠ CrowdStrike(Űɖɠ ŮŰŬɘɟɑŬɠ ˊɞɡ ŮɡɗɡɜɧŰŬɜ ɔɘŬ Űɖɜ ɚɎɗɞɠ Ůɜɖɛɏɟɤůɖ), ŮŰŬɘɟŮɑŬɠ ɛŮ 
ɢɟɖɛŬŰɘůŰɖɟɘŬəɐ ŬɝɑŬ ˊŮɟɑˊɞɡ 83 ŭɘůŮəŬŰɞɛɛɡɟɑɤɜ ŭɞɚŬɟɑɤɜ əŬɘ ˊɎɜɤ Ŭˊɧ 20.000 ŮɜŮɟɔɞɨɠ 
ŮŰŬɘɟɘəɞɨɠ ˊŮɚɎŰŮɠ ˊŬɔəɞůɛɑɤɠ, ůɖɛŮɑɤůŮ ́Űɩůɖ 14,5% ɚɑɔɞ ɛŮŰɎ Űɞ ɎɜɞɘɔɛŬ Űɖɠ Wall Street, Ůɜɩ 
ɖ Microsoft ůɖɛŮɑɤɜŮ ˊŰɩůɖ ůɢŮŭɧɜ 1,5%.ȷɜŰɑɗŮŰŬ, ɞɘ ŬɜŰŬɔɤɜɑůŰɟɘŮɠ Űɖɠ CrowdStrike, SentinelOne 
əŬɘ Palo Alto Networks, ŮɑŭŬɜ Űɘɠ ɛŮŰɞɢɏɠ Űɞɡɠ ɜŬ ůɖɛŮɘɩɜɞɡɜ Ɏɜɞŭɞ Ɏɜɤ Űɞɡ 10% əŬɘ 2,6%, 
ŬɜŰɑůŰɞɘɢŬ[2]. ȺɑɜŬɘ ɢŬɟŬəŰɖɟɘůŰɘəɧ ɧŰɘ ɛɘŬ ɚɎɗɞɠ Ůɜɖɛɏɟɤůɖ ˊɟɞəɎɚŮůŮ ůɖɛŬɜŰɘəɏɠ ŬɜŬŰŬɟŬɢɏɠ ůŮ 
ŭɘɎűɞɟɞɡɠ ŰɞɛŮɑɠ. ȺŰŬɘɟŮɑŮɠ ɧˊɤɠ ŰɟɎˊŮɕŮɠ, ɞɟɔŬɜɘůɛɞɑ ŰɖɚŮˊɘəɞɘɜɤɜɘɩɜ, ŰɖɚŮɞˊŰɘəɎ əŬɘ 
ɟŬŭɘɞűɤɜɘəɎ ŭɑəŰɡŬ, əŬɗɩɠ əŬɘ ůɞɨˊŮɟ ɛɎɟəŮŰ ŬɜɏűŮɟŬɜ ˊɟɞɓɚɐɛŬŰŬ ůŰɘɠ ɡˊɖɟŮůɑŮɠ Űɞɡɠ. Ƀɘ 
ŬŮɟɞˊɞɟɘəɏɠ ɔɟŬɛɛɏɠ ŮˊɖɟŮɎůŰɖəŬɜ Ůˊɑůɖɠ, ɛŮ ŬˊɞŰɏɚŮůɛŬ ŬɚɚŬɔɏɠ ůŰɞ ɤɟɎɟɘɧ Űɞɡɠ, Ůɜɩ ɞɘ 
ůŬɟɤŰɏɠ ůŰɞ ŬŮɟɞŭɟɧɛɘɞ Űɞɡ Ⱥŭɘɛɓɞɨɟɔɞɡ ŰɏɗɖəŬɜ ŮəŰɧɠ ŭɘəŰɨɞɡ. ȾŬɗɡůŰŮɟɐůŮɘɠ ůɖɛŮɘɩɗɖəŬɜ əŬɘ 
ůŰɞ ŬŮɟɞŭɟɧɛɘɞ Űɞɡ Stansted, ŮˊɘŰŮɑɜɞɜŰŬɠ Űɖɜ ŰŬɚŬɘˊɤɟɑŬ Űɤɜ ŰŬɝɘŭɘɤŰɩɜ. ɆɨɛűɤɜŬ ɛŮ Űɞ BBC, 
ůɖɛŮɘɩɗɖəŬɜ ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ 1.000 ŬəɡɟɩůŮɘɠ ˊŰɐůŮɤ ˊŬɔəɞůɛɑɤɠ, ɔŮɔɞɜɧɠ ˊɞɡ ŬɜŬŭŮɘəɜɨŮɘ Űɖ 
ůɞɓŬɟɧŰɖŰŬ Űɤɜ ŮˊɘˊŰɩůŮɤɜ ŬɡŰɐɠ Űɖɠ ŭɡůɚŮɘŰɞɡɟɔɑŬɠ[3].ȷɜ ŬɜŬɚɞɔɘůŰɞɨɛŮ ɧŰɘ Ŭˊɧ ɏɔəɡɟŮɠ ˊɖɔɏɠ 
ŬɜŬűɏɟŮŰŬɘ ɧŰɘ ŭŮɜ ŬˊɞŰŮɚɞɨůŮ əɡɓŮɟɜɞŮˊɑɗŮůɖ ŬɚɚɎ ɚɎɗɞɠ ůŰɖɜ Ůɜɖɛɏɟɤůɖ Űɤɜ Windows, 
ɛˊɞɟɞɨɛŮ ɜŬ ŬɜŰɘɚɖűɗɞɨɛŮ Űɞ əɧůŰɞɠ ŬɜŰɑůŰɞɘɢɤɜ əɡɓŮɟɜɞŮˊɘɗɏůŮɤɜ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ˊɟɞəɨɣɞɡɜ. 
ɆŮ ŰŮɚɘəɐ ŬɜɎɚɡůɖ Űɧůɞ ɛɘŬ ŬůŰɞɢɑŬ ɡɚɘəɞɨ ɐ ɚɎɗɞɠ Űɤɜ ɑŭɘɤɜ Űɤɜ ɛɖɢŬɜɘəɩɜ Űɖɠ ŮŰŬɘɟɑŬɠ 
ŬˊɞŭŮɑɢŰɖəŮ ɧŰɘ ɛˊɞɟŮɑ ɜŬ ɏɢŮɘ ɛŮɔŬɚɨŰŮɟɖ ŬəɧɛŬ əŬɘ Ŭˊɧ ŮˊɘŰɡɢɖɛɏɜɞ əɡɓŮɟɜɖŰɘəɧ  hack. Ʉɧůɞ 
ɛɎɚɚɞɜ ˊɞɡ ɞɘ ŮˊɘɗɏůŮɘɠ ɏɢɞɡɜ ˊɞɚɚŬˊɚɞɨɠ ůŰɧɢɞɡɠ, Ŭˊɧ Űɖɜ ŭɡůűɐɛɘůɖ Űɞɡ ŬɜŰŬɔɤɜɘůŰɐ ɛɏůŬ Ŭˊɧ 
ɏɜŬ ŮˊɘŰɡɢɖɛɏɜɞɠ hack əŬɘ ŭɘŬɟɟɞɐɠ ůŰɞɘɢŮɑŬ ˊŮɚŬŰɩɜ, ˊɞɚɘŰɩɜ, ɛɏɢɟɘ advanced ransomware attacks 
əŬɘ <<ɚɨŰɟŬ>> ɔɘŬ Űɖɜ ŬɜɎəŰɖůɖ Űɤɜ ˊɟɞůɤˊɘəɩɜ ɐ ŮŰŬɘɟɘəɩɜ ŭŮŭɞɛɏɜɤɜ. ȳůɞ ˊɘɞ ɛŮɔɎɚɞɠ ɞ 
ɞɟɔŬɜɘůɛɧɠ ɐ ɖ ůɖɛŬɜŰɘəɧŰɖŰŬ Űɞɡ Űɧůɞ ɛŮɔŬɚɨŰŮɟɞɠ ůŰɧɢɞɠ ɔɘŬ Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ ɧˊɞɡ ɛˊɞɟŮɑ ɜŬ 
ŮɑɜŬɘ Ŭˊɧ ɛɘŬ ŮɟŬůɘŰŮɢɜɘəɐ ɞɛɎŭŬ əŬɘɟɞůəɧˊɤɜ ɛɏɢɟɘ əɡɓŮɟɜɖŰɘəɞɨɠ ɐ ůŰɟŬŰɘɤŰɘəɞɨɠ ɞɟɔŬɜɘůɛɞɨɠ 
əŬɘ ɡˊɖɟŮůɑŮɠ əɟɎŰɞɡɠ ůŰɞ ɏŭŬűɞɠ Űɞɡ ŬɜŰŬɔɤɜɘůɛɞɨ ŬɜɎɛŮůŬ Űɞɡɠ. ũɘŬ ŬɡŰɧ ŰŬ ŰŮɚŮɡŰŬɑŬ ɢɟɧɜɘŬ ɞɘ 
ŮˊɘɗɏůŮɘɠ əɎɗŮ Ůɑŭɞɡɠ ŬɡɝɎɜɞɜŰŬɘ ɔŮɤɛŮŰɟɘəɎ. ȳůɞ ŬɜŬˊŰɨůůŮŰŬɘ ɖ ŰŮɢɜɞɚɞɔɑŬ əŬɘ ɘŭɘŬɑŰŮɟŬ Űɞ ai, 
Űɧůɞ ůŮ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ŬɜŮɓŬɑɜɞɡɜ ɞɘ ŬˊŬɘŰɐůŮɘɠ əŬɗɩɠ ɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ɔɑɜɞɜŰŬɘ ˊɘɞ <<ůɞűɞɑ>>, 
ɏɢɞɡɜ ůɨɔɢɟɞɜŬ ŮɟɔŬɚŮɑŬ ŬɚɚɎ əŬɘ ɛŮɗɧŭɞɡɠ ˊɞɡ ůɡɜŮɢɩɠ Űɘɠ ŬɜŬˊŰɨůůɞɡɜ. ɄɎɜɤ ůŮ ŬɡŰɧ Űɞ 
ɏŭŬűɞɠ ɖ Microsoft ŬɜŬˊŰɨůůŮɘ ůŬɜ ɖɔɏŰɖɠ ůŰɞɜ əɚɎŭɞ Űɤɜ ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ Űɖɜ ŬůűɎɚŮɘŬ 
Űɖɠ əŬɘ ŬˊɞəŰɎŮɘ ɘŭɘŬɑŰŮɟɖ ůɖɛŬɜŰɘəɧŰɖŰŬ ŬɚɚɎ əŬɘ ŮɜŭɘŬűɏɟɞɜ ɜŬ ˊŬɟŬəɞɚɞɡɗɐůɞɡɛŮ Űɖɜ ˊɞɟŮɑŬ Űɤɜ 
ŮɜůɤɛŬŰɤɛɏɜɤɜ ŰŮɢɜɞɚɞɔɘɩɜ ŬůűŬɚŮɑŬɠ Űɤɜ Windows ŭɘŬɢɟɞɜɘəɎ ŬɚɚɎ ˊɘɞ əɨɟɘŬ ɜŬ ŭɞɨɛŮ Űɞ 
ůɖɛŮɟɘɜɧ Űɞɡɠ ŮˊɑˊŮŭɞ ůŰŬ Windows 11 əŬɘ ůŰɞɜ Windows Server 2025. ɆŰɖɜ Űɤɟɘɜɐ ŮɟɔŬůɑŬ ɗŬ 
ŮˊɘəŮɜŰɟɤɗɞɨɛŮ ůŮ on-premise ɡˊɞŭɞɛɐ. ŪŬ əŬɚɨɣɞɡɛŮ Űɧůɞ Űɖɜ ˊɟɞůŰŬůɑŬ Ůɜɧɠ Ŭˊɚɞɨ 
workstation ɛŮ  Windows11 ɧůɞ əŬɘ Ůɜɧɠ domain ɛŮ Windows Server 2025 OS. 
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1.2 ǬȄȊǼȓȆ ȄȌȒȘȋȀȓȘȋǼȌȘȌ ȏȎȊȈȓȈȉȝȌ ȀȒȕǻȊȄȈȀȑ  

ȼ ˊɟɞůŰŬůɑŬ Űɤɜ ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ əŬɘ Űɤɜ Ɏɚɚɤɜ ŮˊɑˊŮŭɤɜ ŬůűɎɚŮɘŬɠ ŭŮɜ ŮɑɜŬɘ 
ŬˊŬɟŬɑŰɖŰɖ ɛɧɜɞ ɔɘŬ Űɞɡɠ ɞɟɔŬɜɘůɛɞɨɠ, ŬɚɚɎ əŬɘ ɔɘŬ ŰŬ ŭɘůŮəŬŰɞɛɛɨɟɘŬ Űɤɜ ɞɘəɘŬəɩɜ ɢɟɖůŰɩɜ ɧˊɞɡ 
ŭŮɜ ɢɟɖůɘɛɞˊɞɘɞɨɜ əɎˊɞɘɞ ŰɟɑŰɞ ŮɟɔŬɚŮɑɞ. ȷəɧɛŬ ɧɛɤɠ əŬɘ ɜŬ ɗɏɚɞɡɛŮ ɜŬ ŬɡɝɐůɞɡɛŮ Űɖɜ ŬůűɎɚŮɘŬ 
ɛŬɠ ɛɏůɤ əɎˊɞɘŬ Ůˊɘˊɚɏɞɜ ɚɨůɖɠ ɗŬ ˊɟɏˊŮɘ ɜŬ əŬŰŬɜɞɞɨɛŮ ůŮ ɓɎɗɞɠ Űɖɠ ɚŮɘŰɞɡɟɔɑŬ Űɤɜ Windows 
ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ, ˊɞɘɞ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ɛˊɞɟɞɨɛŮ ɜŬ ŭɘŬůűŬɚɑůɞɡɛŮ ɩůŰŮ ɜŬ 
ŮɝɞɘəɞɜɞɛɐůɞɡɛŮ əɧůŰɖ ɐ əŬɘ ɢɟɧɜɞ. ɆŮ ˊɞɚɚɏɠ ˊŮɟɘˊŰɩůŮɘɠ ɖ ɢɟɐůɖ ŰɟɑŰɤɜ ŮɟɔŬɚŮɑɤɜ ŬɡɝɎɜŮɘ əŬɘ 
Űɞɡɠ əɘɜŭɨɜɞɡɠ Ŭűɞɨ ŭɘŬůɡɜŭɏɞɜŰŬɘ ˊŮɟɘůůɧŰŮɟŬ ůɡůŰɐɛŬŰŬ ɛŮŰŬɝɨ Űɞɡɠ ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ 
ŬɡɝɎɜɞɡɛŮ ɛŬɕɑ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ Űɖɜ ŮˊɘűɎɜŮɘŬ Űɖɠ ŮˊɑɗŮůɖɠ. ȳůɞ ŬűɞɟɎ ŰŬ ŭŮŭɞɛɏɜŬ, ůŰɧɢɞɠ  
ŭŮɜ ŮɑɜŬɘ ɜŬ ˊɟɞůŰŬŰɏɣɞɡɛŮ ɛɧɜɞ Ŭˊɧ əɚɞˊɐ ɐ ŭɘŬɟɟɞɐ ŬɚɚɎ əŬɘ Ŭˊɧ ůŰɞɢŮɡɛɏɜɖ Ŭɚɚɞɑɤůɖ Űɞɡɠ, 
ŭɖɚŬŭɐ Űɖɜ ŬəŮɟŬɘɧŰɖŰŬ Űɞɡɠ. Ʉɚɏɞɜ ɞɘ ŮˊɘɗɏůŮɘɠ man in the middle ŬɡɝɎɜɞɜŰŬɘ ɟŬɔŭŬɑŬ ɛŮ ůŰɧɢɞ ɧɢɘ 
ɜŬ ˊɎɟɞɡɜ ůŰɞɘɢŮɑŬ ŬɚɚɎ ɜŬ ˊŬɟɏɛɓɞɡɜ əŬɘ ɜŬ əŬɗɞŭɖɔɐůɞɡɜ ůŮ ůɡɔəŮəɟɘɛɏɜŬ ŬˊɞŰŮɚɏůɛŬŰŬ. Ƀɘ 
sophisticated ŮˊɘɗɏůŮɘɠ ɐɟɗŬɜ ɔɘŬ ɜŬ ɛŮɑɜɞɡɜ ɔɘŬŰɑ ɖ ɕɖɛɘɎ ŮɑɜŬɘ ɑůɤɠ əŬɘ ˊɘɞ ůɞɓŬɟɐ Ŭˊɧ Űɘɠ 
əɚŬůůɘəɏɠ ŮˊɘɗɏůŮɘɠ. ɇɞ ɜŬ ŬɜɖůɡɢŮɑɠ Ŭɜ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ɓɚɏˊŮɘɠ ŮɑɜŬɘ ŬɚɖɗɘɜɎ əŬɘ ŬəɏɟŬɘŬ ˊɚɏɞɜ 
ŮɑɜŬɘ ŭŮŭɞɛɏɜɞ əŬɘ ˊɟɏˊŮɘ ɜŬ Űɞ ŭɘŬůűŬɚɑůŮɘɠ, ŮɑɜŬɘ ɔɜɤůŰɏɠ ŰɏŰɞɘɞɡɠ Ůɑŭɞɡɠ ŮˊɘɗɏůŮɘɠ ɧˊɤɠ ɖ ɔɜɤůŰɐ 
əŬɛˊɎɜɘŬ Űɞɡ ɇɟŬɛˊ ɛɏůɤ Űɞɡ Twitter[4] ɐ Űɖɜ Ʌɤůɘəɐ ́ŬɟɞɡůɑŬ ŮɜŰɧɠ Űɤɜ ɃɡəɟŬɜɘəɩɜ ɞɟɔŬɜɘůɛɩɜ 
ɔɘŬ ɛɐɜŮɠ ɢɤɟɑɠ ɜŬ ɏɢɞɡɜ ɔɑɜŮɘ ŬɜŰɘɚɖˊŰɞɑ[5]. ȼ ˊɘɞ ɢŬɟŬəŰɖɟɘůŰɘəɐ ɛŮɔɎɚɖ əɡɓŮɟɜɞŮˊɑɗŮůɖ ɐŰŬɜ ŬɡŰɐ 
ŮɜɎɜŰɘŬ ůŰɖɜ ɉŮɕɛˊɞɚŬɢ, ɧˊɞɡ ŮəŰɧɠ Ŭˊɧ Űɖɜ Ŭɚɚɞɑɤůɖ ůŰɞ ɡɚɘəɧ, ɡˊɐɟɝŮ əŬɘ ɎɛŮůɖ ˊŬɟɏɛɓŬůɖ 
ɩůŰŮ ɜŬ ŮɜŮɟɔɞˊɞɘɖɗɞɨɜ ŰŬ ŮəɟɖəŰɘəɎ, << ɆŰɘɠ 15:30 ɛ.ɛ. ɩɟŬ ȿɘɓɎɜɞɡ ɞɘ ɓɞɛɓɖŰɏɠ ɏɚŬɓŬɜ ɏɜŬ 
ɛɐɜɡɛŬ ˊɞɡ űŬɘɜɧŰŬɜ ůŬɜ ɜŬ ˊɟɞŮɟɢɧŰŬɜ Ŭˊɧ Űɖɜ ɖɔŮůɑŬ Űɖɠ ɉŮɕɛˊɞɚɎɢ, ŮɑˊŬɜ ŭɨɞ Ŭˊɧ Űɞɡɠ 
ŬɝɘɤɛŬŰɞɨɢɞɡɠ. ȷɡŰɧ ɐŰŬɜ Űɞ ɛɐɜɡɛŬ ŮɜŮɟɔɞˊɞɑɖůŮ ŰŬ ŮəɟɖəŰɘəɎ.>>[6].ũɘŬ ŬɡŰɧ Űɞ ɚɧɔɞ ŭŮɜ ŬˊɞəŰɎŮɘ 
ůɖɛŬůɑŬ ɛɧɜɞ ɖ ŬˊɞŰɟɞˊɐ Űɖɠ ůŰɘɔɛɐɠ Űɖɠ ŮˊɑɗŮůɖɠ ŬɚɚɎ əŬɘ ɖ ˊɟɧɚɖɣɖ Űɞɡɠ ˊɟɘɜ Ůəŭɖɚɤɗɞɨɜ. ȼ 
ɔɜɩůɖ Űɤɜ ŮɜůɩɛŬŰɤɜ ŰŮɢɜɞɚɞɔɘɩɜ ŬůűŬɚŮɑŬɠ Űɤɜ Windows ɛŬɠ ŮˊɘŰɟɏˊŮɘ ɜŬ ɏɢɞɡɛŮ ˊɚɐɟɖ 
ŭɘŬɨɔŮɘŬ əŬɘ ůŮ ŬɡŰɧ Űɞ Ůɝɑůɞɡ ůɖɛŬɜŰɘəɧ əɞɛɛɎŰɘ Űɖɠ ŬůűɎɚŮɘŬɠ. ũɘŬŰɑ ɢɤɟɑɠ ɜŬ ɔɜɤɟɑɕɞɡɛŮ ɛŮ ˊɞɘŮɠ 
ɚŮɘŰɞɡɟɔɑŮɠ ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ ɖ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ Űɖɠ Microsoft ŭŮɜ ɛˊɞɟɞɨɛŮ ɜŬ 
ŬɜŬˊŰɨɝɞɡɛŮ Űɘɠ ŭɘəɏɠ ɛŬɠ ˊɎɜɤ ůŰɘɠ Ůɑŭɖ ɡˊɎɟɢɞɜ, ˊɧůɞ ɛɎɚɚɞɜ ɜŬ ŬɜŬˊŰɨɝɞɡɛŮ Űɞ əɞɛɛɎŰɘ Űɖɠ 
ɏɟŮɡɜŬɠ əŬɘ Űɖɜ ŬɜɎˊŰɡɝɖɠ ŮɟɔŬɚŮɑɤɜ, ŰŮɢɜɘəɩɜ əŬɘ ɛŮɗɧŭɤɜ ˊɞɡ ɗŬ ˊŬŰɎɜŮ ˊɎɜɤ ůŮ ŬɡŰɎ.  

ɄŬɟŬəɎŰɤ ˊŬɟɞɡůɘɎɕɞɜŰŬɘ ɞɘ ɓŬůɘəɏɠ ŬˊŬɘŰɐůŮɘɠ ŬůűɎɚŮɘŬɠ: 

ȷəŮɟŬɘɧŰɖŰŬ (Integrity): ȺůŰɘɎɕŮɘ ůŰɖ ŭɘŬůűɎɚɘůɖ ɧŰɘ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ŭŮɜ ŰɟɞˊɞˊɞɘɞɨɜŰŬɘ 
ɢɤɟɑɠ ŮɝɞɡůɘɞŭɧŰɖůɖ, ŭɘŬŰɖɟɩɜŰŬɠ Űɖɜ ŬəɟɑɓŮɘŬ əŬɘ Űɖɜ ˊɚɖɟɧŰɖŰɎ Űɞɡɠ. 

ȷɡɗŮɜŰɘəɧŰɖŰŬ (Authentication): ȺˊɘəɡɟɩɜŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ Űɞɡ ɢɟɐůŰɖ əŬɘ ŬˊɞŭɑŭŮɘ ŰŬ 
ŬɜŰɑůŰɞɘɢŬ ŭɘəŬɘɩɛŬŰŬ ˊɟɧůɓŬůɖɠ. 

ȺɛˊɘůŰŮɡŰɘəɧŰɖŰŬ (Confidentiality): ɄɟɞůŰŬŰŮɨŮɘ ŮɡŬɑůɗɖŰŮɠ ˊɚɖɟɞűɞɟɑŮɠ Ŭˊɧ ɛɖ 
ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ, ůɡɢɜɎ ɛɏůɤ əɟɡˊŰɞɔɟɎűɖůɖɠ. 

ȹɘŬɗŮůɘɛɧŰɖŰŬ (Availability): ȺɝŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɘ ɢɟɐůŰŮɠ ɛˊɞɟɞɨɜ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞ ůɨůŰɖɛŬ ɧˊɞŰŮ ɢɟŮɘɎɕɞɜŰŬɘ, ɢɤɟɑɠ əŬɗɡůŰŮɟɐůŮɘɠ. 

ɀɖ Ŭˊɞˊɞɑɖůɖ Ůɡɗɨɜɖɠ (Non-repudiation): ȹɘŬůűŬɚɑɕŮɘ ɧŰɘ əŬɜɏɜŬ ɛɏɟɞɠ ŭŮɜ ɛˊɞɟŮɑ ɜŬ 
ŬɟɜɖɗŮɑ Űɖ ůɡɛɛŮŰɞɢɐ Űɞɡ ůŮ ɛɘŬ ůɡɜŬɚɚŬɔɐ, ɛŮ ŭɡɜŬŰɧŰɖŰŬ ŮˊŬɚɐɗŮɡůɖɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ əŬɘ Űɤɜ 
ŮɜŮɟɔŮɘɩɜ[7]. 

Ⱥˊɑůɖɠ ŰŬ ŰŮɚŮɡŰŬɑŬ ɢɟɧɜɘŬ ɛŮ ɓɎůɖ Űɖɜ ůɡɜŮɢɐ Ůɝɏɚɘɝɖ Űɖɠ ȾɡɓŮɟɜɞŬůűɎɚŮɘŬɠ 
ŬɜŬˊŰɨůůɞɜŰŬɘ ŬɜŰɑůŰɞɘɢɞɘ ɜɞɛɘəɞɑ əŬɜɞɜɘůɛɞɑ ˊɞɡ ɢɟŮɘɎɕŮŰŬɘ ɜŬ Ŭəɞɚɞɡɗɞɨɜ ɐ ɜŬ ůɡɛɛɞɟűɤɗɞɨɜ ɞɘ 
ɞɟɔŬɜɘůɛɞɑ əɎɗŮ Ůɑŭɞɡɠ əŬɘ əɚɎŭɞɡ ɩůŰŮ ɜŬ ˊɚɖɟɞɨɜ Űɘɠ ŮɚɎɢɘůŰŮɠ ˊɟɞŭɘŬɔɟŬűɏɠ. ɉɤɟɑɠ Űɖɜ ɔɜɩůɖ 
Űɤɜ ŮɜůɤɛŬŰɤɛɏɜɤɜ ŰŮɢɜɞɚɞɔɘɩɜ ŬůűɎɚŮɘŬɠ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ůɢŮŭɘŬůŰŮɑ əŬɘ ɜŬ ɡɚɞˊɞɘɖɗŮɑ ɛɘŬ 
ɞɚɞəɚɖɟɤɛɏɜɖ ůŰɟŬŰɖɔɘəɐ əɡɓŮɟɜɞɎɛɡɜŬɠ ůɨɛűɤɜŬ ɛŮ ŰŬ əŬɜɞɜɘůŰɘəɎ ˊɟɧŰɡˊŬ ˊɞɡ ŬɜɐəŮɘ ɞ 
ŮəɎůŰɞŰŮ ɞɟɔŬɜɘůɛɧɠ. ȷɜŬűɏɟŮŰŬɘ ůɡɔəŮəɟɘɛɏɜŬ  <<ŰŬ ˊŮɟɘůŰŬŰɘəɎ əɡɓŮɟɜɞŬůűɎɚŮɘŬɠ ɛˊɞɟɞɨɜ ɜŬ 
ˊŬɟŮɛˊɞŭɑůɞɡɜ Űɖɜ Ɏůəɖůɖ ɞɘəɞɜɞɛɘəɩɜ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ ůŰɖɜ ŮůɤŰŮɟɘəɐ ŬɔɞɟɎ, ɜŬ ˊɟɞəŬɚɏůɞɡɜ 
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ɞɘəɞɜɞɛɘəɏɠ ŬˊɩɚŮɘŮɠ, ɜŬ ɡˊɞɜɞɛŮɨůɞɡɜ Űɖɜ ŮɛˊɘůŰɞůɨɜɖ Űɤɜ ɢɟɖůŰɩɜ əŬɘ ɜŬ ˊɟɞəŬɚɏůɞɡɜ ůɞɓŬɟɐ 
ɕɖɛɑŬ ůŰɖɜ ɞɘəɞɜɞɛɑŬ əŬɘ Űɖɜ əɞɘɜɤɜɑŬ Űɖɠ Ȱɜɤůɖɠ. ɋɠ Ůə ŰɞɨŰɞɡ, ɖ ŮŰɞɘɛɧŰɖŰŬ əŬɘ ɖ 
ŬˊɞŰŮɚŮůɛŬŰɘəɧŰɖŰŬ ůŰɞɜ ŰɞɛɏŬ Űɖɠ əɡɓŮɟɜɞŬůűɎɚŮɘŬɠ ŮɑɜŬɘ ˊɚɏɞɜ ˊɘɞ ůɖɛŬɜŰɘəɏɠ Ŭˊɧ ́ɞŰɏ ɔɘŬ Űɖɜ 
ɞɟɗɐ ɚŮɘŰɞɡɟɔɑŬ Űɖɠ ŮůɤŰŮɟɘəɐɠ ŬɔɞɟɎɠ>>[8]. ɆɐɛŮɟŬ ŬɜŰɑůŰɞɘɢŬ ˊɟɞɤɗŮɑŰŬɘ ɖ ɣɖűɘɞˊɞɑɖůɖ Űɧůɞ 
ůŰɖɜ ȺɚɚɎŭŬ ɧůɞ əŬɘ ˊŬɔəɧůɛɘŬ, ɛˊɞɟɞɨɛŮ ɜŬ ˊɞɨɛŮ ɧŰɘ ůŮ ůɢŮŰɘəɎ ɚɑɔɞ ɢɟɧɜɞ ŭŮɜ ɗŬ ɡˊɎɟɢŮɘ 
ŮɟɔŬůɑŬ ɐ ɚŮɘŰɞɡɟɔɑŬ ˊɞɡ ŭŮɜ ɗŬ ˊɟŬɔɛŬŰɞˊɞɘŮɑŰŬɘ ɛŮ ɣɖűɘŬəɧ Űɟɧˊɞ Ŭˊɧ Űɘɠ ůɡɜŬɚɚŬɔɏɠ, Űɖɜ 
əŬɗɖɛŮɟɘɜɐ ŮɟɔŬůɑŬ Űɖɠ ůɡɜŰɟɘˊŰɘəɐɠ ˊɚŮɘɞɣɖűɑŬɠ Űɖɠ əɞɘɜɤɜɑŬɠ ɛɏɢɟɘ əŬɘ ɘŬŰɟɘəɏɠ ɡˊɖɟŮůɑŮɠ ɐ əŬɘ 
ɢŮɘɟɤɜŬəŰɘəɏɠ ŮɟɔŬůɑŮɠ ɧˊɞɡ ɗŬ ŬɜŰɘəŬŰŬůŰŬɗŮɑ əɞɛɛɎŰɘ Űɞɡɠ Ŭˊɧ ɣɖűɘŬəɎ əŬɘ ɎɚɚŬ ɛɏůŬ. ȼ 
ŰŮɢɜɞɚɞɔɘəɐ Ůɝɏɚɘɝɖ əŬɘ ɞ ŬɜŰŬɔɤɜɘůɛɧɠ ɛŮŰŬɝɨ ɖɔŮŰɘəɩɜ ŮŰŬɘɟŮɘɩɜ ɏɢɞɡɜ əŬŰŬůŰɐůŮɘ ŬɜŬɔəŬɑŬ Űɖɜ 
ˊɚɐɟɖ ůɡɛɓŬŰɧŰɖŰŬ əŬɘ ŬůűɎɚŮɘŬ ɧɚɤɜ Űɤɜ ůɡůŰɖɛɎŰɤɜ əŬɘ ůɡůəŮɡɩɜ. ȼ ɔɜɩůɖ Űɤɜ ŮůɤŰŮɟɘəɩɜ 
ɚŮɘŰɞɡɟɔɘɩɜ ŬůűŬɚŮɑŬɠ Űɤɜ Windows ŭɘŬůűŬɚɑɕŮɘ ŬɡŰɐ Űɖɜ ŮɜůɤɛɎŰɤůɖ, ɛŮɘɩɜɞɜŰŬɠ Űɞ ɟɑůəɞ 
ŬůŰɞɢɘɩɜ[9].ȽŭɘŬɑŰŮɟɖ ůɖɛŬůɑŬ ɏɢŮɘ ɧɢɘ ɛɧɜɞ ɖ ɛŮɚɏŰɖ Űɤɜ ɡˊɎɟɢɞɜ ˊɞɚɘŰɘəɩɜ ɎɛɡɜŬɠ əŬɘ ŰŮɢɜɞɚɞɔɘɩɜ 
ŬůűɎɚŮɘŬɠ ŬɚɚɎ əŬɘ ɖ əŬŰŬɜɧɖůɖ Űɖɠ ɘůŰɞɟɘəɧŰɖŰŬɠ Űɞɡɠ əŬɘ Űɞ ɛŮ ˊɞɘŬ ɛɏɗɞŭɞ űŰɎůŬɛŮ ůŮ ŬɡŰɏɠ, 
ŬɚɚɎ əŬɘ ˊɞɘŮɠ ŮɑɜŬɘ ɞɘ ŬɘŰɑŮɠ ˊɞɡ ɛŬɠ ɞŭɐɔɖůŬɜ ŮəŮɑ. 

1.3 ǧ ȈȒȓȎȐǾȀ ȓȘȌ ȄȌȒȝȋȀȓȘȌ ȓȄȖȌȎȊȎȂȈȝȌ ȀȒȕȀȊȄǾȀȑ ȓȘȌ Windows 

ȉȀȈ Ȇ ȄȍǼȊȈȍȆ ȓȎȔȑ ȋǼȖȐȈ ȒǽȋȄȐȀ 

ɇŬ windows ɚŮɘŰɞɡɟɔɘəɎ ŬˊɞŰŮɚɞɨɜ Űɖɜ ůɡɜŰɟɘˊŰɘəɐ ˊɚŮɘɞɣɖűɑŬ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘɞɨɜ ɞɘ ɞɘəɘŬəɞɑ ɢɟɐůŰŮɠ əŬɘ ɞɘ ŮɟɔŬɕɧɛŮɜɞɘ ůŰɘɠ ŮˊɘɢŮɘɟɐůŮɘɠ. ȺɚŬɢɘůŰɞˊɞɘɩɜŰŬɠ Űɞ əɧůŰɞɠ 
əŬɘ əɎɜɞɜŰŬɠ Űɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ ˊɟɞůɓɎůɘɛɞɡɠ əŬɘ ŮɨɢɟɖůŰɞɡɠ ɔɘŬ ɧɚɞɡɠ Űɞɡɠ ɢɟɐůŰŮɠ ůŮ ůɢɏůɖ ɛŮ 
ŰŬ ŰŮɟɎůŰɘŬ əɞɡŰɘɎ ɧˊɞɡ Űɞɡɠ ŭɘɏɗŮŰŬɜ ɛɧɜɞ ɛŮɔɎɚŮɠ ˊŬɟŬɔɤɔɘəɏɠ ɛɞɜɎŭŮɠ ůŮ ɛɏɔŮɗɞɠ ɖ Microsoft 
əŬŰɎűŮɟŮ ɜŬ ɖɔɖɗŮɑ ůŰɖɜ ŬɔɞɟɎ əŬɘ ɜŬ əɎɜŮɘ ŰŬ ɚŮɘŰɞɡɟɔɘəɎ Űɖɠ Űɞ əɨɟɘɞ ɛɏůɞ ɔɘŬ ɧˊɞɘɞɜ ɐɗŮɚŮ ɜŬ 
ŮəɛŮŰŬɚɚŮɡŰŮɑ Űɖɜ ŰŮɢɜɞɚɞɔɑŬ əŬɘ Űɞɜ ɜɏɞ əɚɎŭɞ ŰɧŰŮ Űɖɠ ˊɚɖɟɞűɞɟɘəɐɠ[10].  

1.3.1 ǚȌȀ ȒȜȌȓȎȋȎ ȈȒȓȎȐȈȉț ȓȆȑ ȄȍǼȊȈȍȆȑ ȓȘȌ Windows Operating Systems  

ȷˊɧ Űɖɜ ˊɟɩŰɖ ɏəŭɞůɖ Űɤɜ Windows 1 (1983) ɛɏɢɟɘ Űɖɜ ŰŮɚŮɡŰŬɑŬ ɏəŭɞůɖ Windows 10 
(2015), ɖ ŬůűɎɚŮɘŬ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ ŮɝŮɚɑɢɗɖəŮ ůɖɛŬɜŰɘəɎ. Ƀɘ ˊɟɩŰŮɠ ŮəŭɧůŮɘɠ Űɤɜ 
Windows (Windows 1 ï Windows 9x) ŮɑɢŬɜ ˊŮɟɘɞɟɘůɛɏɜŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ŬůűŬɚŮɑŬɠ, ɓŬůɘůɛɏɜŮɠ ůŮ 
ůŰɞɘɢŮɘɩŭɖ ɛɖɢŬɜɘůɛɞɨɠ ůɨɜŭŮůɖɠ əŬɘ ɢɟɐůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ ŬɟɢŮɑɤɜ FAT, Űɞ ɞˊɞɑɞ ŭŮɜ ˊŬɟŮɑɢŮ 
ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ. ȼ ŮɘůŬɔɤɔɐ Űɞɡ NTFS ůŰŬ Windows NT/2000 ŮˊɏűŮɟŮ ůɖɛŬɜŰɘəɐ ˊɟɧɞŭɞ, 
ɛŮ ɓŮɚŰɘɩůŮɘɠ ůŰɖɜ əɟɡˊŰɞɔɟɎűɖůɖ, ŰŬ ŭɘəŬɘɩɛŬŰŬ ˊɟɧůɓŬůɖɠ əŬɘ Űɖɜ əŬŰŬɔɟŬűɐ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ. 
Ƀɘ ŮˊɧɛŮɜŮɠ ŮəŭɧůŮɘɠ, ɧˊɤɠ ŰŬ Windows XP əŬɘ Windows Vista, ˊɟɧůɗŮůŬɜ ˊŮɟɘůůɧŰŮɟŮɠ 
ɚŮɘŰɞɡɟɔɑŮɠ, ɧˊɤɠ ɖ ŭɘŬɢŮɑɟɘůɖ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ, Űɞ UAC əŬɘ Űɞ Windows Defender. ɀŮ ŰŬ Windows 
7, ɞɘ ŰŮɢɜɘəɏɠ ŬůűŬɚŮɑŬɠ ŮˊŮəŰɎɗɖəŬɜ ůŮ ŮˊɑˊŮŭɞ ɛɜɐɛɖɠ (DEP, ASLR), Ůɜɩ ůŰŬ Windows 8 əŬɘ 10 
ŮɘůɐɢɗɖůŬɜ ŭɡɜŬŰɧŰɖŰŮɠ ɧˊɤɠ Űɞ AppContainer əŬɘ Űɞ Credential Guard, əŬɗɘůŰɩɜŰŬɠ Űɖɜ 
ˊɚŬŰűɧɟɛŬ ˊɘɞ ŬɜɗŮəŰɘəɐ ůŰɘɠ ůɨɔɢɟɞɜŮɠ ŬˊŮɘɚɏɠ [11],[12],[13]. 

Ȱəŭɞůɖ ɄŮɟɑɞŭɞɠ ȾɨɟɘŬ ɉŬɟŬəŰɖɟɘůŰɘəɎ ȷůűŬɚŮɑŬɠ 

Windows 1 
- 9x 

1983-
1996 

-ȹŮɜ ɡˊɐɟɢŮ ŮɜůɤɛŬŰɤɛɏɜɖ ŬůűɎɚŮɘŬ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ. 

-ɆɨůŰɖɛŬ ŬɟɢŮɑɤɜ FAT ɢɤɟɑɠ ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ. 

-ȾɞɘɜɧɢɟɖůŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ɔɘŬ ɧɚɞɡɠ Űɞɡɠ ɢɟɐůŰŮɠ. 

Windows 
2000 

2000 - ȺɘůŬɔɤɔɐ NTFS ɔɘŬ əŬɚɨŰŮɟɖ ŭɘŬɢŮɑɟɘůɖ əŬɘ ŬůűɎɚŮɘŬ ŬɟɢŮɑɤɜ. 

-ɈˊɞůŰɐɟɘɝɖ ŬůɨɛɛŮŰɟɖɠ əɟɡˊŰɞɔɟɎűɖůɖɠ əŬɘ əŬŰŬɔɟŬűɐɠ 
ŭɟŬůŰɖɟɘɞŰɐŰɤɜ. 
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Windows 
XP 

2001 -ȷɜŬɔɜɩɟɘůɖ ŬűŬɘɟɞɨɛŮɜɤɜ ɛɏůɤɜ əŬɘ ŬˊɞɗɐəŮɡůɖ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ 
ɢɟɐůŰɖ. 

-ȺɘůŬɔɤɔɐ Űɞɡ Windows Security Center əŬɘ Ůɜɘůɢɡɛɏɜɖ əɟɡˊŰɞɔɟɎűɖůɖ. 

Windows 
Vista 

2007 -User Account Control (UAC) ɔɘŬ ˊŮɟɘɞɟɘůɛɧ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ 
ŬɚɚŬɔɩɜ. 

- ȺɜůɤɛɎŰɤůɖ Windows Defender ɔɘŬ ˊɟɞůŰŬůɑŬ Ŭˊɧ spyware. 

- ȺɘůŬɔɤɔɐ BitLocker ɔɘŬ əɟɡˊŰɞɔɟɎűɖůɖ ŭɑůəɤɜ. 

Windows 7 2009 - Data Execution Prevention (DEP) əŬɘ ASLR ɔɘŬ ˊɟɞůŰŬůɑŬ Ŭˊɧ ŮˊɘɗɏůŮɘɠ 
ɛɜɐɛɖɠ. 

- ȸŮɚŰɘɩůŮɘɠ ůŰɞ BitLocker əŬɘ Űɖɜ əɟɡˊŰɞɔɟɎűɖůɖ. 

Windows 8 2012 - ȺɘůŬɔɤɔɐ AppContainer ɔɘŬ ˊŮɟɘɞɟɘůɛɧ ˊɟɧůɓŬůɖɠ ŮűŬɟɛɞɔɩɜ ɢŬɛɖɚɐɠ 
ŬəŮɟŬɘɧŰɖŰŬɠ. 

- ȺůŰɑŬůɖ ůŮ ŬɚɚŬɔɏɠ ŬůűŬɚŮɑŬɠ ˊɞɡ ɓŬůɑɕɞɜŰŬɘ ůŰɞ ɡɚɘəɧ. 

Windows 
10 

2015 - Ⱥɜɑůɢɡůɖ ŬůűŬɚŮɑŬɠ ɛɏůɤ Windows Defender Credential Guard ɔɘŬ 
Ŭˊɞɛɧɜɤůɖ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ. 

- ȸŮɚŰɑɤůɖ ɓŬůɘəɩɜ ɚŮɘŰɞɡɟɔɘɩɜ ŬůűɎɚŮɘŬɠ ɛŮ Űɖ ɢɟɐůɖ Űɞɡ svchost.exe. 

 

            1.3.2  ǚȌȀ ȒȜȌȓȎȋȎ ȈȒȓȎȐȈȉț ȓȆȑ ȄȍǼȊȈȍȆȑ ȓȘȌ Windows Server 

OS(Ȗ) 

Ƀɘ ŮəŭɧůŮɘɠ Windows Server, ɝŮəɘɜɩɜŰŬɠ Ŭˊɧ ŰŬ Windows NT 3.1 (1993), ɏɗŮůŬɜ Űɘɠ ɓɎůŮɘɠ 
ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ůɡůŰɖɛɎŰɤɜ. ȼ ŮɘůŬɔɤɔɐ Űɞɡ NTFS ɏűŮɟŮ ˊɟɞɖɔɛɏɜŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ 
ŬůűŬɚŮɑŬɠ, ɧˊɤɠ ŭɘəŬɘɩɛŬŰŬ ˊɟɧůɓŬůɖɠ ŬɟɢŮɑɤɜ, Ůɜɩ ɞɘ ŮˊɧɛŮɜŮɠ ŮəŭɧůŮɘɠ ůɡɜɏɢɘůŬɜ ɜŬ 
ŮɜůɤɛŬŰɩɜɞɡɜ ɜɏŮɠ ŭɡɜŬŰɧŰɖŰŮɠ. ɆŰŬ Windows 2000, Űɞ Active Directory ɏŭɤůŮ ɩɗɖůɖ ůŰɖ 
ŭɘŬɢŮɑɟɘůɖ ŰŬɡŰɞˊɞɑɖůɖɠ əŬɘ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ, Ůɜɩ ɞɘ ŮəŭɧůŮɘɠ ɧˊɤɠ ŰŬ Windows Server 2008 
əŬɘ 2016 ˊɟɧůɗŮůŬɜ ŮɟɔŬɚŮɑŬ ɧˊɤɠ Űɞ BitLocker əŬɘ Űɞ Device Guard. ȼ ɏəŭɞůɖ Űɞɡ Windows Server 
2022, ŮůŰɘɎɕŮɘ ůŮ ˊŮɟŬɘŰɏɟɤ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ əŬɘ Űɖɠ ŭɘŬɢŮɑɟɘůɖɠ ŰŬɡŰɞˊɞɑɖůɖɠ, 
ŮɜůɤɛŬŰɩɜɞɜŰŬɠ ŭɡɜŬŰɧŰɖŰŮɠ ˊɟɞɖɔɛɏɜɞɡ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ[14],[15],[16]. 

 

 

Ȱəŭɞůɖ ɄŮɟɑɞŭɞɠ ȾɨɟɘŬ ɉŬɟŬəŰɖɟɘůŰɘəɎ ȷůűŬɚŮɑŬɠ 

Windows NT 3.1 1993 - ȺɘůŬɔɤɔɐ Űɞɡ NTFS ɛŮ ˊɟɞɖɔɛɏɜŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ 
ŬůűŬɚŮɑŬɠ ɧˊɤɠ ŰŬ ŭɘəŬɘɩɛŬŰŬ ˊɟɧůɓŬůɖɠ ŬɟɢŮɑɤɜ. 

Windows 2000 2000 - ȺɘůŬɔɤɔɐ Űɞɡ Active Directory ɔɘŬ ˊɟɞɖɔɛɏɜɖ ŭɘŬɢŮɑɟɘůɖ 
ŰŬɡŰɞˊɞɑɖůɖɠ əŬɘ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ ɛŮ ɓɎůɖ Űɞɡɠ ɟɧɚɞɡɠ. 
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Windows Server 
2003 

2003 - Ʉɟɞůɗɐəɖ Űɖɠ Security Configuration Wizard ɔɘŬ 
ˊŬɟŬɛŮŰɟɞˊɞɑɖůɖ ˊɟɞŰɨˊɤɜ ŬůűŬɚŮɑŬɠ. 

Windows Server 
2008 

2008 - ȺɘůŬɔɤɔɐ Űɞɡ BitLocker ɔɘŬ əɟɡˊŰɞɔɟɎűɖůɖ ɞɚɧəɚɖɟɤɜ 
ŭɑůəɤɜ. 

Windows Server 
2012 

2012 - ȺɜůɤɛɎŰɤůɖ Űɞɡ Windows Defender ɔɘŬ ˊɟɞůŰŬůɑŬ Ŭˊɧ 
əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ. 

Windows Server 
2016 

2016 - Ʉɟɞůɗɐəɖ Űɞɡ Device Guard ɔɘŬ Ůɜɘůɢɡɛɏɜɖ ˊɟɞůŰŬůɑŬ 
ŮűŬɟɛɞɔɩɜ Ŭˊɧ ŬɜŮˊɘɗɨɛɖŰɞ ɚɞɔɘůɛɘəɧ. 

Windows Server 
2019 

2019 - ȺˊɏəŰŬůɖ Űɞɡ Windows Defender Advanced Threat 
Protection (ATP) ɔɘŬ ˊɟɞůŰŬůɑŬ Ŭˊɧ ŮɝŮɚɘɔɛɏɜŮɠ ŬˊŮɘɚɏɠ. 

Windows Server 
2022 

2021 - ȸŮɚŰɘɩůŮɘɠ ůŰɞɜ ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ əŬɘ Űɖɜ ŮɝɞɡůɘɞŭɧŰɖůɖ. 

- ȺɜɖɛŮɟɤɛɏɜŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ŭɘŬɢŮɑɟɘůɖɠ ŰŬɡŰɞˊɞɑɖůɖɠ. 

 

         1.4 ǲȔȌȄȈȒȕȎȐǻ ȓȆȑ ȃȈȀȓȐȈȁǽȑ 

                ȼ ůɡɜɏɢɘůɖɠ Ůɝɏɚɘɝɖ Űɤɜ Windows ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ Űɧůɞ Űɞɡ Windows 
OS ɧůɞ əŬɘ Űɞɡ Windows Server ůɡɜŮɢɩɠ ŬˊŬɘŰŮɑ Űɖɜ ŭɖɛɘɞɡɟɔɘəɐ əŬŰŬɜɧɖůɖ ůŰɞ ˊɞɘŮɠ ŮɑɜŬɘ ŬɡŰɏɠ 
ɞɘ ŮůɤŰŮɟɘəɏɠ ŬɟɢɘŰŮəŰɞɜɘəɏɠ ˊɞɡ ŬɚɚɎɕɞɡɜ ůŰɞ ŮˊɑˊŮŭɞ Űɖɠ ŬůűɎɚŮɘŬɠ, ɛŮ ˊɞɘɞ Űɟɧˊɞ ŬůűŬɚɑɕɞɜŰŬɘ 
əŬɘ ˊɤɠ ŬɚɚɖɚɞŮˊɘŭɟɞɨɜ ɛŮŰŬɝɨ Űɞɡɠ. ɄɞɘŮɠ ŮɑɜŬɘ ɞɘ əɨɟɘŮɠ ŬˊŮɘɚɏɠ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ŭɘŬůűŬɚɑůɞɡɜ ɧŰɘ 
ɛˊɞɟɞɨɜ ɜŬ ŮɝɞɡŭŮŰŮɟɩůɞɡɜ əŬɗɩɠ əŬɘ ůŮ ˊŮɟɑˊŰɤůɖ ˊɟɞůˊɎɗŮɘŬɠ ŮəɛŮŰɎɚɚŮɡůɖɠ Űɞɡɠ ˊɞɘɞ ɗŬ 
ŮɑɜŬɘ Űɞ ŬˊɞŰɏɚŮůɛŬ ɔɘŬ ɏɜŬ Ŭˊɚɧ ɢɟɐůŰɖ ɧůɞ əŬɘ ɔɘŬ ɏɜŬɜ ɞɟɔŬɜɘůɛɧ. Ʉɤɠ ɛˊɞɟŮɑ ɏɜŬɠ ɛɖɢŬɜɘəɧɠ 
ŬůűɎɚŮɘŬɠ ɜŬ ŮɜɘůɢɨůŮɘ Űɖɜ ŬůűɎɚŮɘŬ ɢɤɟɑɠ ɜŬ ŬɔɞɟɎůŮɘ əɎˊɞɘɞ ŰɟɑŰɞ ŮɟɔŬɚŮɑɞ ɛɏůŬ Ŭˊɧ Űɖɜ 
əŬɚɨŰŮɟɖ ɔɜɩůɖ əŬɘ əŬŰŬɜɧɖůɖ ŬɡŰɩɜ Űɤɜ ɚŮɘŰɞɡɟɔɘɩɜ. ȷˊɞŰŮɚŮɑ ˊɟɧəɚɖůɖ ɜŬ ŭɞɨɛŮ ˊɤɠ ɗŬ 
ŬɜŰɘŭɟɎůɞɡɜ ɞɘ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűɎɚŮɘŬɠ ůŰɘɠ ˊɘɞ ɔɜɤůŰɏɠ əŬɘ ŬˊɞŰŮɚŮůɛŬŰɘəɏɠ 
ŰŮɢɜɘəɏɠ Ůɚɏɔɢɞɡ ŭɘŮɑůŭɡůɖɠ ůɨɛűɤɜŬ ɛŮ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre[72]. ɄɎɜɤ ůŮ ŬɡŰɎ ŰŬ ˊŮŭɑŬ ɖ 
ůɡɔəŮəɟɘɛɏɜɖ ŭɘŬŰɟɘɓɐ ŮˊɘŭɘɩəŮɘ ɜŬ ŬɜŬəŬɚɨɣŮɘ əŬɘ ɜŬ ŭŮɑɝŮɘ ˊɤɠ ɛɏůŬ əŬɘ Ŭˊɧ Űɖɜ ˊɚŮɡɟɎ Űɞɡ 
ŬɛɡɜɧɛŮɜɞɡ ɧůɞ əŬɘ ŬɡŰɐ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ ŰŬ ɓɐɛŬŰŬ ˊɞɡ ɏɢɞɡɜ ɔɑɜŮɘ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ŬůűɎɚŮɘŬɠ əŬɘ 
Ŭɜ ŮɑɜŬɘ ɧɜŰɤɠ ŬˊɞŰŮɚŮůɛŬŰɘəɎ ɛɏůŬ Ŭˊɧ ɏɜŬ ɛŮɔɎɚɞ ˊŮɘɟŬɛŬŰɘəɧ əɞɛɛɎŰɘ ˊɞɡ ɗŬ ŮəŰŮɚŮůŰŮɑ ɛŮ 
ˊɟŬɔɛŬŰɘəɎ ůŮɜɎɟɘŬ ŮɜɘůɢɨɞɜŰŬɠ ɧɛɤɠ əŬɘ Űɖɜ ˊɟɞůˊɎɗŮɘŬ ɜŬ əŬŰŬɜɞɐůɞɡɛŮ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ ůŰɞ 
ɗŮɤɟɖŰɘəɧ əɞɛɛɎŰɘ. 

         1.5 ǤȎȋǽ ȓȆȑ ȃȈȀȓȐȈȁǽȑ 

ȼ ŭɘŬŰɟɘɓɐ ɢɤɟɑɕŮŰŬɘ ůŮ ŰɟŮɑɠ ɛŮɔɎɚŮɠ ŮɜɧŰɖŰŮɠ , ɖ ˊɟɩŰɖ ŮɜɧŰɖŰŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ əŮűɎɚŬɘɞ 
2 ůŰɞ ɞˊɞɑɞ ɔɑɜŮŰŬɘ ˊɟɞůˊɎɗŮɘŬ ŬˊŬɟɑɗɛɖůɖɠ əŬɘ Ůɝɐɔɖůɖɠ ůŮ ɗŮɤɟɖŰɘəɧ ŮˊɑˊŮŭɞ Űɤɜ 
ŮɜůɤɛŬŰɤɛɏɜɤɜ ɚŮɘŰɞɡɟɔɘɩɜ ŬůűɎɚŮɘŬɠ Űɧůɞ Űɞɡ Windows 11 ɧůɞ əŬɘ Űɞɡ Windows Server 2025, 
ˊɟɞůˊŬɗɞɨɛŮ ɜŬ ɛɖɜ ɔɑɜɞɡɛŮ əɞɡɟŬůŰɘəɞɑ ɛŮ ŰŮɢɜɞɚɞɔɑŮɠ ɧˊɞɡ ɡˊɐɟɢŬɜ əŬɘ ůŮ ˊɟɞɖɔɞɨɛŮɜŬ 
ɚŮɘŰɞɡɟɔɘəɎ əŬɘ ɜŬ ˊŬɟŬɗɏůɞɡɛŮ ůɢŮŭɧɜ  ɛɧɜɞ ŰŬ ɜɏŬ ůŰɞɘɢŮɑŬ, Űɞ ɗŮɤɟɖŰɘəɧ əɞɛɛɎŰɘ ŮˊŮəŰŮɑɜŮŰŬɘ əŬɘ 
ůŰŬ ɡˊɧɚɞɘˊŬ əŮűɎɚŬɘŬ ɧˊɞɡ ɗŮɤɟŮɑŰŮ ŬˊŬɟŬɑŰɖŰɞ ŮɑŰŮ ɛŮ Űɖɜ ɛɞɟűɐ Űɤɜ ɞɟɘůɛɩɜ ɐ Űɤɜ 
ŭɘŮɡəɟɘɜɐůŮɤɜ. ɆŰɖɜ ŭŮɨŰŮɟɖ ŮɜɧŰɖŰŬ ɡˊɎɔɞɜŰŬɘ ŰŬ əŮűɎɚŬɘŬ 3 əŬɘ 4 ɧˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Űɞ ɔɟŬűɘəɧ 
ˊŮɟɘɓɎɚɚɞɜ Űɤɜ windows ɧůɞ əŬɘ command line ŮɑŰŮ ɛɏůŬ Ŭˊɧ Űɞ cmd ŮɑŰŮ ɛŮ PowerShell ɩůŰŮ ɜŬ 
ŮɜɘůɢɨůɞɡɛŮ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ ˊɟŬɔɛŬŰŮɨŮŰŬɘ ˊɤɠ ɛɧɜɞ ɛŮ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ɚŮɘŰɞɡɟɔɑŮɠ Űɤɜ 
Windows ɛˊɞɟŮɑ ɜŬ ŮɜɘůɢɡɗŮɑ ůɖɛŬɜŰɘəɎ ůŮ ɧɚŬ ŰŬ ŮˊɑˊŮŭŬ Űɖɠ Ŭˊɧ Űɞ ɡɚɘəɧ, ůŰɞ ŭɑəŰɡɞ ɧůɞ əŬɘ ůŰɖɜ 
ŮűŬɟɛɞɔɐ ɐ Űɖɜ ŰŬɡŰɧŰɖŰŬ . ɇɏɚɞɠ ůŰɖɜ ɇɟɑŰɖ ŮɜɧŰɖŰŬ ɡˊɎɔɞɜŰŬɘ ŰŬ əŮűɎɚŬɘŬ 5 ɏɤɠ 8 ɧˊɞɡ ŬɜŬɚɨŮŰŬɘ 
ɖ ɛŮɗɞŭɞɚɞɔɑŬ ɧˊɞɡ ɗŬ ŬəɞɚɞɡɗɐůɞɡɛŮ ɤɠ ŮˊɘŰɘɗɏɛŮɜɞɘ, ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ˊɚɖɗɩɟŬ ŮɟɔŬɚŮɑɤɜ 
ůŰɞ ŮˊɘɗŮŰɘəɧ əɞɛɛɎŰɘ ɩůŰŮ ɜŬ ˊɟɞůˊŬɗɐůɞɡɛŮ ɜŬ ŭɘŮɘůŭɨůɞɡɛŮ ůŰŬ ɚŮɘŰɞɡɟɔɘəɎ ɛŬɠ əŬɘ Űɏɚɞɠ 
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ɔɑɜŮŰŬɘ Ůɝɐɔɖůɖ ůŮ Űɘ ůɡɛˊŮɟɎůɛŬŰŬ ɛˊɞɟɞɨɛŮ ɜŬ əŬŰŬɚɐɝɞɡɛŮ ɛŮ ɓɎůɖ ŰŬ ŬˊɞŰŮɚɏůɛŬŰŬ ˊɞɡ 
ɏɢɞɡɛŮ ŭŮɘ ɕɤɜŰŬɜɎ. ɆŮ ɧɚɖ Űɖɜ ŭɘɎɟəŮɘŬ Űɖɠ ŭɘŬŰɟɘɓɐɠ ŭɑɜɞɜŰŬɘ ŬɜŬɚɡŰɘəɎ ɛɏůŬ Ŭˊɧ ŮɘəɧɜŮɠ əŬɘ 
ˊɑɜŬəŮɠ ŰŬ ɓɐɛŬŰŬ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɐůŮɘ ɏɜŬɠ ɢɟɐůŰɖɠ ɐ ɛɖɢŬɜɘəɧɠ ŬůűɎɚŮɘŬɠ ɩůŰŮ ɜŬ 
ŬɡɝɐůŮɘ ŬɚɚɎ əŬɘ ɜŬ ŮɚɏɔɝŮɘ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ŬůűɎɚŮɘŬɠ Űɤɜ Windows. 



 

 ͓͖͓͎͔͈̐͌͘͡Ш̙͈͖͚͎͙ͩ͋͘ ̍ ͓͉͖͙͌͑ͪ͐͘ШΞΜΞΠ  

ǪȄȕǻȊȀȈȎ 2Ȏ: ǥȌȒȘȋȀȓȘȋǼȌȄȑ ȓȄȖȌȎȊȎȂǾȄȑ ȀȒȕȀȊȄǾȀȑ ȓȘȌ 

Windows  

Ƀɘ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűŬɚŮɑŬɠ Űɤɜ Windows ŬˊɞŰŮɚɞɨɜ əɟɑůɘɛɞ ˊŬɟɎɔɞɜŰŬ ɔɘŬ 
Űɖɜ ˊɟɞůŰŬůɑŬ ůɡůŰɖɛɎŰɤɜ əŬɘ ŭŮŭɞɛɏɜɤɜ ůŰɞɜ ůɨɔɢɟɞɜɞ ɣɖűɘŬəɧ əɧůɛɞ. ɇɞ ůɡɔəŮəɟɘɛɏɜɞ 
əŮűɎɚŬɘɞ  ŮɝŮŰɎɕŮɘ Űɘɠ ɓŬůɘəɏɠ ɚŮɘŰɞɡɟɔɑŮɠ əŬɘ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ŬɡŰɩɜ Űɤɜ ŰŮɢɜɞɚɞɔɘɩɜ, ŬɜŬɚɨɞɜŰŬɠ 
Űɖ ůɡɛɓɞɚɐ Űɞɡɠ ůŰɖɜ ŬɜŰɘɛŮŰɩˊɘůɖ ŬˊŮɘɚɩɜ əŬɘ Űɖɜ Ůɜɑůɢɡůɖ Űɖɠ əɡɓŮɟɜɞŬůűɎɚŮɘŬɠ. 

2.1 ǥȌȒȘȋȀȓȘȋǼȌȄȑ ȓȄȖȌȎȊȎȂǾȄȑ ȀȒȕȀȊȄǾȀȑ ȓȘȌ Windows 11 

ɆŮ ůɢɏůɖ ɛŮ Űɘɠ ˊŬɚŬɘɧŰŮɟŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűɎɚŮɘŬɠ Űɤɜ Windows, ŰŬ Windows 11 ɏɢɞɡɜ 
ůɢŮŭɘŬůŰŮɑ ɩůŰŮ ɜŬ ˊɟɞůűɏɟɞɡɜ Űɖɜ ɛɏɔɘůŰɖ ŬůűɎɚŮɘŬ ɢɤɟɑɠ ɞ ɢɟɐůŰɖɠ ɜŬ ɢɟŮɘŬůŰŮɑ ɜŬ 
ŮɜŮɟɔɞˊɞɘɐůŮɘ ŰŬ security settings. ɆɡɜɞɚɘəɎ ɧɚɞ ɞ ůɢŮŭɘŬůɛɧɠ ɏɔɘɜŮ ɛŮ ɘŮɟɎɟɢɖůɖ Űɞ security Űɧůɞ 
ůŮ ŮˊɑˊŮŭɞ hardware(TPM 2.0), ůŮ Virtualization (Virtualization-based security), ɧůɞ əŬɘ ůŮ 
Software(ůɡɢɜɎ security updates, threat detection capabilities, face recognition etc). ɄŬɟɧɚŬ ŬɡŰɎ 
ůŰɖɜ ŮɟɔŬůɑŬ ɛŬɠ ɗŬ ŭɞɨɛŮ ˊɤɠ ɛˊɞɟɞɨɛŮ ɜŬ ŬɡɝɐůɞɡɛŮ ŬəɧɛŬ ́ ɘɞ ˊɞɚɨ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ 
ŮɜŮɟɔɞˊɞɘɩɜŰŬɠ, ŬɚɚɎɕɞɜŰŬɠ, ˊŬɟŬɛŮŰɟɞˊɞɘɧɜŰŬɠ ɛɘŬ ůŮɘɟɎ ɚŮɘŰɞɡɟɔɑŮɠ ůŮ ɧɚŬ ŰŬ ŮˊɑˊŮŭŬ 
ŬůűɎɚŮɘŬɠ. ɆŮ ŬɡŰɧ əŮűɎɚŬɘɞ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ˊɐɔŮɠ Űɧůɞ Ŭˊɧ ŮˊɑůɖɛŮɠ ˊɖɔɏɠ Űɖɠ Microsoft 
ɧůɞ əŬɘ Ŭˊɧ ɏɟŮɡɜŮɠ ˊɎɜɤ ůŰɞ ɚŮɘŰɞɡɟɔɘəɧ Űɤɜ Windows ɧˊɤɠ Űɞ ɓɘɓɚɑɞ Űɞɡ Rusinovich ́ Ɏɜɤ ůŰŬ 
Windows Internals ɩůŰŮ ɜŬ əŬŰŬɜɞɖɗɞɨɜ ɞɘ ŬɚɚŬɔɏɠ ˊɞɡ ɏɢɞɡɜ ŮˊɏɚɗŮɘ ůŮ ɗŮɤɟɖŰɘəɧ 
ŮˊɑˊŮŭɞ[17],[18],[32], [27][29],[19],[36],[20].ɄŬɟɧɚɞ ˊɞɡ ˊɞɚɚɏɠ ŭɡɜŬŰɧŰɖŰŮɠ ɡˊɐɟɢŬɜ əŬɘ ůŰŬ 
Windows 10, ŰŬ Windows 11 ŮůŰɘɎɕɞɡɜ ůŰɖ ɓŮɚŰɑɤůɖ, Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ, əŬɘ Űɖɜ 
əŬɚɨŰŮɟɖ Ůɜɞˊɞɑɖůɖ ŬɡŰɩɜ Űɤɜ ɢŬɟŬəŰɖɟɘůŰɘəɩɜ. 

2.1.1 ǡȒȕǻȊȄȈȀ ȓȎȔ ǴȊȈȉȎȜ 

H ŬůűɎɚŮɘŬ ůŰɞ hardware ŬˊɞŰŮɚŮɑ ˊɟɞɦˊɧɗŮůɖ əŬɗɩɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɔɑɜŮɘ ˊŬɟŬɓɑŬůɖ 
ŮɑɜŬɘ ˊɞɚɨ ŭɨůəɞɚɞ ɜŬ ŬˊɞŰɟŬˊŮɑ ɨůŰŮɟŬ ůŮ ŮˊɑˊŮŭɞ ɚŮɘŰɞɡɟɔɘəɞɨ. ɆŰɖɜ ŮɟɔŬůɑŬ ŭŮɜ ɗŬ ŬɜŬˊŰɡɢɗŮɑ 
ˊŮɘɟŬɛŬŰɘəɧ ɛɏɟɞɠ ˊɎɜɤ ůŰɞ hardware əŬɗɩɠ ůəɞˊɧɠ ŮɑɜŬɘ ɜŬ ŮɟŮɡɜɐůɞɡɛŮ ɧŰɘ ůɡɛɓŬɑɜŮɘ ůŮ ŮˊɑˊŮŭɞ 
ɚŮɘŰɞɡɟɔɘəɞɨ, ˊŬɟɧɚŬ ŬɡŰɎ ůŮ ŬɡŰɧ Űɞ ɡˊɞəŮűɎɚŬɘɞ ɗŬ ŭɞɨɛŮ Űɘɠ ŬɚɚŬɔɏɠ ůŮ ŮˊɑˊŮŭɞ ɡɚɘəɞɨ ɩůŰŮ 
ɜŬ əŬŰŬɜɞɐůɞɡɛŮ əŬɚɨŰŮɟŬ Űɖɜ ɚɞɔɘəɐ ˊɞɡ ŭɘɏˊŮɘ Űɞ ˊŬɟŬˊɎɜɤ ŮˊɑˊŮŭɞ. 

2.1.1.1 Hardware root-of-trust 

To hardware root-of-trusts ɓɞɖɗɎŮɘ ůŰɖɜ ˊɟɞůŰŬůɑŬ əŬɘ ůŰɖɜ ůɡɜŰɐɟɖůɖ Űɖɠ ŬəŮɟŬɘɧŰɖŰŬɠ 
Űɞɡ ůɡůŰɐɛŬŰɞɠ ɧŰŬɜ ɖ ůɡůəŮɡɐ ŬɜɞɑɔŮɘ, űɞɟŰɩɜŮɘ Űɞ firmware əŬɘ ɝŮəɘɜɎŮɘ Űɞ ɚŮɘŰɞɡɟɔɘəɧ. ɆŰɖɜ 
ŭɘŬŭɘəŬůɑŬ Űɞɡ secure boot ́ ŬɟɏɢŮɘ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ ɧˊɞɡ ŮɚɏɔɢŮɘ Űɖɜ ůɡůəŮɡɐ ɩůŰŮ ɜŬ ŮəŰŮɚɞɨɜŰŬɘ 
ɛɧɜɞ ŰŬ software ɧˊɞɡ ŮɑɜŬɘ ŮɔəŮəɟɘɛɏɜŬ Ŭˊɧ Űɞɜ əŬŰŬůəŮɡŬůŰɐ. Ⱥˊɘˊɚɏɞɜ, Űɞ hardware root-of-trust 
ˊŬɟɏɢŮɘ ɛɘŬ ŮɝŬɘɟŮŰɘəɎ ŬůűŬɚɐ ˊŮɟɘɞɢɐ ɔɘŬ Űɖɜ ŬˊɞɗɐəŮɡůɖ cryptographic keys, data, əŬɘ əɩŭɘəŬ, 
ŬˊɞɛɞɜɤɛɏɜŬ Ŭˊɧ Űɞ operating system əŬɘ ŰŬ applications. ɀɏůŬ Ŭˊɧ ŬɡŰɐ Űɖɜ ɚŮɘŰɞɡɟɔɑŬ 
ŬˊɞŰɟɏˊɞɜŰŬɘ ŮˊɘɗɏůŮɘɠ ˊɞɡ Ŭűɞɟɞɨɜ Űɞ ɡɚɘəɧ. 

2.1.1.2 ǡȍȈțȏȈȒȓȆ ǬȎȌǻȃȀ ǰȊȀȓȕțȐȋȀȑ (Trusted Platform Module (TPM)) 

Tɞ TPM ŮɑɜŬɘ ɏɜŬ ɛɘəɟɧ chip ůŰɖ ɛɖŰɟɘəɐ əɎɟŰŬ Űɞɡ ɡˊɞɚɞɔɘůŰɐ, Űɞ ɞˊɞɑɞ ɛŮɟɘəɏɠ űɞɟɏɠ ŮɑɜŬɘ 
ɝŮɢɤɟɘůŰɧ Ŭˊɧ Űɖɜ əɨɟɘŬ CPU əŬɘ Űɖ ɛɜɐɛɖ. ɇŬ TPMs ɛˊɞɟɞɨɜ ɜŬ ŮɜůɤɛŬŰɤɗɞɨɜ ůŰɖɜ əɨɟɘŬ CPU, 
ŮɑŰŮ ɤɠ űɡůɘəɐ ˊɟɞůɗɐəɖ, ŮɑŰŮ ɤɠ əɩŭɘəŬɠ ˊɞɡ ŮəŰŮɚŮɑŰŬɘ ůŮ ɏɜŬ Ůɘŭɘəɧ ˊŮɟɘɓɎɚɚɞɜ, ɔɜɤůŰɧ ɤɠ 
(firmware). ɇo TPM ́ ŬɟɏɢŮɘ ˊɚŮɞɜŮəŰɐɛŬŰŬ ŬůűɎɚŮɘŬɠ əŬɘ ŬˊɞɟɟɐŰɞɡ ɔɘŬ Űɞ ɡɚɘəɧ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 
Windows Hello, BitLocker, System Guard (ˊɟɞɖɔɞɡɛɏɜɤɠ ɞɜɞɛŬɕɧŰŬɜ Windows Defender System 
Guard) əŬɘ ɎɚɚŮɠ ŭɡɜŬŰɧŰɖŰŮɠ Űɤɜ Windows ɓŬůɑɕɞɜŰŬɘ ůŰɞ TPM ɔɘŬ ŭɡɜŬŰɧŰɖŰŮɠ ɧˊɤɠ: ŭɖɛɘɞɡɟɔɑŬ 
əɚŮɘŭɘɞɨ, ŬůűŬɚɐɠ ŬˊɞɗɐəŮɡůɖ, əɟɡˊŰɞɔɟɎűɖůɖ. 
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2.1.1.3 Microsoft Pluton  

ȹŮŭɞɛɏɜɖɠ Űɖɠ ŬˊɞŰŮɚŮůɛŬŰɘəɧŰɖŰŬɠ Űɞɡ TPM ůŰɖɜ ŮəŰɏɚŮůɖ əɟɑůɘɛɤɜ ŮɟɔŬůɘɩɜ ŬůűŬɚŮɑŬɠ, 
ɞɘ ŮɘůɓɞɚŮɑɠ ɏɢɞɡɜ ŬɟɢɑůŮɘ ɜŬ əŬɘɜɞŰɞɛɞɨɜ Űɟɧˊɞɡɠ ɔɘŬ ɜŬ Űɞɡ ŮˊɘŰŮɗɞɨɜ, ɘŭɘŬɑŰŮɟŬ ůŮ əŬŰŬůŰɎůŮɘɠ 
ɧˊɞɡ ɏɜŬɠ ŮɘůɓɞɚɏŬɠ ɛˊɞɟŮɑ ɜŬ əɚɏɣŮɘ ɐ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɞůɤɟɘɜɎ űɡůɘəɐ ˊɟɧůɓŬůɖ ůŮ ɏɜŬɜ 
ɡˊɞɚɞɔɘůŰɐ. ȷɡŰɏɠ ɞɘ ŮɝŮɚɘɔɛɏɜŮɠ ŰŮɢɜɘəɏɠ ŮˊɑɗŮůɖɠ ůŰɞɢŮɨɞɡɜ Űɞ əŬɜɎɚɘ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮŰŬɝɨ Űɖɠ 
CPU əŬɘ Űɞɡ TPM, Űɞ ɞˊɞɑɞ ŮɑɜŬɘ ůɡɜɐɗɤɠ ŮɡˊŬɗɏɠ əŬɘ ŮɡɎɚɤŰɞ ůŮ ŮˊɘɗɏůŮɘɠ.Ƀ ůɢŮŭɘŬůɛɧɠ Űɞɡ 
Pluton ŬűŬɘɟŮɑ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ ŮˊɑɗŮůɖɠ ŬɡŰɞɨ Űɞɡ əŬɜŬɚɘɞɨ ŮˊɘəɞɘɜɤɜɑŬɠ əŬɗɩɠ ɏɢŮɘ ŮɜůɤɛŬŰɤɗŮɑ 
ŬˊŮɡɗŮɑŬɠ ůŰɖ CPU. Ƀɘ ůɡůəŮɡɏɠ Windows ɛŮ Pluton ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞɜ ŮˊŮɝŮɟɔŬůŰɐ ŬůűŬɚŮɑŬɠ 
Pluton ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ, Űɤɜ ŰŬɡŰɞŰɐŰɤɜ Űɤɜ ɢɟɖůŰɩɜ, Űɤɜ əɚŮɘŭɘɩɜ 
əɟɡˊŰɞɔɟɎűɖůɖɠ əŬɘ Űɤɜ ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ. ȾŬɛɑŬ Ŭˊɧ ŬɡŰɏɠ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŭŮɜ ɛˊɞɟŮɑ ɜŬ 
ŬűŬɘɟŮɗŮɑ Ŭˊɧ Űɞ Pluton Ŭəɧɛɖ əŬɘ Ŭɜ ɏɜŬɠ ŮɘůɓɞɚɏŬɠ ɏɢŮɘ ŮɔəŬŰŬůŰɐůŮɘ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ɐ ɏɢŮɘ 
ˊɚɐɟɖ űɡůɘəɐ əŬŰɞɢɐ Űɞɡ ɡˊɞɚɞɔɘůŰɐ. ȷɡŰɧ ŮˊɘŰɡɔɢɎɜŮŰŬɘ ɛŮ Űɖɜ ŬˊɞɗɐəŮɡůɖ ŮɡŬɑůɗɖŰɤɜ 
ŭŮŭɞɛɏɜɤɜ ɧˊɤɠ ŰŬ əɚŮɘŭɘɎ əɟɡˊŰɞɔɟɎűɖůɖɠ ɛŮ ŬůűɎɚŮɘŬ ɛɏůŬ ůŰɞɜ ŮˊŮɝŮɟɔŬůŰɐ Pluton, ɞ ɞˊɞɑɞɠ 
ŮɑɜŬɘ Ŭˊɞɛɞɜɤɛɏɜɞɠ Ŭˊɧ Űɞ ɡˊɧɚɞɘˊɞ ůɨůŰɖɛŬ, ɓɞɖɗɩɜŰŬɠ ɜŬ ŭɘŬůűŬɚɘůŰŮɑ ɧŰɘ ɞɘ ŬɜŬŭɡɧɛŮɜŮɠ 
ŰŮɢɜɘəɏɠ ŮˊɑɗŮůɖɠ ɗŬ ŬˊɞŰɨɢɞɡɜ. ɇɞ Pluton ́ŬɟɏɢŮɘ Ůˊɑůɖɠ Űɖ ɛɞɜŬŭɘəɐ ŰŮɢɜɞɚɞɔɑŬ Secure Hardware 
Cryptography Key (SHACK) ˊɞɡ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ŰŬ əɚŮɘŭɘɎ ŭŮɜ ŮəŰɑɗŮɜŰŬɘ ˊɞŰɏ ŮəŰɧɠ Űɞɡ 
ˊɟɞůŰŬŰŮɡɛɏɜɞɡ ɡɚɘəɞɨ. 

2.1.1.4 Windows Defender System Guard 

To Windows Defender System Guard Secure Launch ˊɟɞůŰŬŰŮɨŮɘ Űɖɜ Ůəəɑɜɖůɖ ɛŮ ɛɘŬ 
ŰŮɢɜɞɚɞɔɑŬ ɔɜɤůŰɐ ɤɠ Dynamic Root of Trust for Measurement (DRTM). ɀŮ Űɞ DRTM, Űɞ ůɨůŰɖɛŬ 
ŬəɞɚɞɡɗŮɑ ŬɟɢɘəɎ Űɖɜ əŬɜɞɜɘəɐ ŭɘŬŭɘəŬůɑŬ UEFI Secure Boot. ɋůŰɧůɞ, ˊɟɘɜ Ŭˊɧ Űɖɜ Ůəəɑɜɖůɖ, Űɞ 
ůɨůŰɖɛŬ ŮɘůɏɟɢŮŰŬɘ ůŮ ɛɘŬ ŬɝɘɧˊɘůŰɖ əŬŰɎůŰŬůɖ ˊɞɡ ŮɚɏɔɢŮŰŬɘ Ŭˊɧ Űɞ ɡɚɘəɧ ˊɞɡ ŬɜŬɔəɎɕŮɘ Űɖɜ CPU 
ɜŬ ŬəɞɚɞɡɗɐůŮɘ ɛɘŬ ŭɘŬŭɟɞɛɐ əɩŭɘəŬ ˊɞɡ ŮɑɜŬɘ ŬůűŬɚɐɠ. ȺɎɜ ɏɜŬ rootkit/bootkit əŬəɧɓɞɡɚɞɡ 
ɚɞɔɘůɛɘəɞɨ ɏɢŮɘ ˊŬɟŬəɎɛɣŮɘ Űɖɜ ȷůűŬɚɐ Ůəəɑɜɖůɖ Űɞɡ UEFI əŬɘ ɓɟɑůəŮŰŬɘ ůŰɖ ɛɜɐɛɖ, Űɞ DRTM ɗŬ Űɞ 
ŬˊɞŰɟɏɣŮɘ Ŭˊɧ Űɖɜ ˊɟɧůɓŬůɖ ůŰɞ əɟɑůɘɛɞ əɩŭɘəŬ ˊɞɡ ˊɟɞůŰŬŰŮɨŮŰŬɘ Ŭˊɧ Űɞ ˊŮɟɘɓɎɚɚɞɜ ŬůűŬɚŮɑŬɠ 
ˊɞɡ ɓŬůɑɕŮŰŬɘ ůŮ virtualization .  

2.1.1.5 ǡȒȕǻȊȄȈȀ ȁȀȒȈȒȋǼȌȆ ȒȄ ȄȈȉȎȌȈȉȎȏȎǾȆȒȆ (Virtualization-based 

security (VBS)) 

ȺəŰɧɠ Ŭˊɧ ɏɜŬ ůɨɔɢɟɞɜɞ hardware root-of-trust, ɡˊɎɟɢɞɡɜ ˊɞɚɚɏɠ ɎɚɚŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ůŰŬ 
ˊɘɞ ˊɟɧůűŬŰŬ Űůɘˊ ˊɞɡ ˊɟɞůŰŬŰŮɨɞɡɜ əŬɘ əɎɜɞɡɜ ˊɘɞ ŬɜɗŮəŰɘəɧ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ ɏɜŬɜŰɘ 
ŬˊŮɘɚɩɜ, ɧˊɤɠ ɖ ˊɟɞůŰŬůɑŬ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ Ůəəɑɜɖůɖɠ, ɖ ˊɟɞůŰŬůɑŬ Űɖɠ ŬəŮɟŬɘɧŰɖŰŬɠ Űɖɠ ɛɜɐɛɖɠ. 
ȹɨɞ ˊŬɟŬŭŮɑɔɛŬŰŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŬůűɎɚŮɘŬ ˊɞɡ ɓŬůɑɕŮŰŬɘ ůŮ Ůɘəɞɜɘəɞˊɞɑɖůɖ (VBS) əŬɘ Űɖɜ 
ŬəŮɟŬɘɧŰɖŰŬ əɩŭɘəŬ ˊɞɡ ˊɟɞůŰŬŰŮɨŮŰŬɘ Ŭˊɧ Űɞɜ (HVCI). ȼ ŬůűɎɚŮɘŬ ˊɞɡ ɓŬůɑɕŮŰŬɘ ůŰɖɜ 
Ůɘəɞɜɘəɞˊɞɑɖůɖ (VBS), Ůˊɑůɖɠ ɔɜɤůŰɐ ɤɠ Ŭˊɞɛɧɜɤůɖ ˊɡɟɐɜŬ, ŮɑɜŬɘ əɟɑůɘɛɖ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ. ɇɞ 
VBS ɢɟɖůɘɛɞˊɞɘŮɑ ŭɡɜŬŰɧŰɖŰŮɠ hardware virtualization features  ɔɘŬ ɜŬ űɘɚɞɝŮɜɐůŮɘ ɏɜŬɜ ŬůűŬɚɐ 
ˊɡɟɐɜŬ ŭɘŬɢɤɟɘůɛɏɜɞ Ŭˊɧ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. ȷɡŰɧ ůɖɛŬɑɜŮɘ ɧŰɘ ŬəɧɛŬ əɘ Ŭɜ Űɞ ɚŮɘŰɞɡɟɔɘəɧ 
ůɨůŰɖɛŬ ˊŬɟŬɓɘŬůŰŮɑ, ɞ ŬůűŬɚɐɠ ˊɡɟɐɜŬɠ ˊŬɟŬɛɏɜŮɘ ˊɟɞůŰŬŰŮɡɛɏɜɞɠ. 

2.1.2 ǡȒȕǻȊȄȈȀ ǫȄȈȓȎȔȐȂȈȉȎȜ ǲȔȒȓǽȋȀȓȎȑ 

ɄɟɩŰŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɞɨɛŮ Űɞɜ ɞɟɘůɛɧ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ ɩůŰŮ ɜŬ ŭɞɨɛŮ Űɞ ɗɏɛŬ 
ŰŬ ŬůűɎɚŮɘŬɠ Űɞɡ. ɆŰŬ ˊŮɟɘůůɧŰŮɟŬ ˊɞɚɡɢɟɖůŰɘəɎ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ, ɞɘ ŮűŬɟɛɞɔɏɠ 
ŭɘŬɢɤɟɑɕɞɜŰŬɘ Ŭˊɧ Űɞ ɑŭɘɞ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ (OS). Ƀ əɩŭɘəŬɠ Űɞɡ ˊɡɟɐɜŬ Űɞɡ OS ŮəŰŮɚŮɑŰŬɘ ůŮ 
ˊɟɞɜɞɛɘɞɨɢɞ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ŮˊŮɝŮɟɔŬůŰɐ (ŬɜŬűŮɟɧɛŮɜɖ ɤɠ kernel mode), ɛŮ ˊɟɧůɓŬůɖ ůŮ 
ůɡůŰɐɛŬŰŬ ŭŮŭɞɛɏɜɤɜ əŬɘ ůŰɞ ɡɚɘəɧ (hardware). Ƀ əɩŭɘəŬɠ Űɤɜ ŮűŬɟɛɞɔɩɜ ŮəŰŮɚŮɑŰŬɘ ůŮ ɛɖ 
ˊɟɞɜɞɛɘɞɨɢɞ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ŮˊŮɝŮɟɔŬůŰɐ (ŬɜŬűŮɟɧɛŮɜɖ ɤɠ user mode), ɛŮ ˊŮɟɘɞɟɘůɛɏɜɞ ůɨɜɞɚɞ 
ŭɘŮˊŬűɩɜ, ˊŮɟɘɞɟɘůɛɏɜɖ ˊɟɧůɓŬůɖ ůŮ ůɡůŰɐɛŬŰŬ ŭŮŭɞɛɏɜɤɜ əŬɘ ɢɤɟɑɠ ɎɛŮůɖ ˊɟɧůɓŬůɖ ůŰɞ 
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hardware. ȳŰŬɜ ɏɜŬ ˊɟɧɔɟŬɛɛŬ ůŮ user mode əŬɚŮɑ ɛɘŬ ɡˊɖɟŮůɑŬ ůɡůŰɐɛŬŰɞɠ (system service), ɞ 
ŮˊŮɝŮɟɔŬůŰɐɠ ŮəŰŮɚŮɑ ɛɘŬ Ůɘŭɘəɐ ŮɜŰɞɚɐ ˊɞɡ ɛŮŰŬɓŬɑɜŮɘ Űɞ ɜɐɛŬ (thread) ˊɞɡ əŬɚŮɑ ůŮ kernel mode. 
ȳŰŬɜ ɖ ɡˊɖɟŮůɑŬ ůɡůŰɐɛŬŰɞɠ ɞɚɞəɚɖɟɤɗŮɑ, Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ ŮˊŬɜŬűɏɟŮɘ Űɞ context Űɞɡ 
ɜɐɛŬŰɞɠ ˊɑůɤ ůŮ user mode əŬɘ ŮˊɘŰɟɏˊŮɘ ůŰɞɜ əŬɚɞɨɜŰŬ ɜŬ ůɡɜŮɢɑůŮɘ. ɇŬ Windows, ˊŬɟɧɛɞɘŬ ɛŮ ŰŬ 
ˊŮɟɘůůɧŰŮɟŬ ůɡůŰɐɛŬŰŬ UNIX, ŮɑɜŬɘ ɏɜŬ ɛɞɜɞɚɘɗɘəɧ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ, ɛŮ Űɖɜ ɏɜɜɞɘŬ ɧŰɘ Űɞ 
ɛŮɔŬɚɨŰŮɟɞ ɛɏɟɞɠ Űɞɡ əɩŭɘəŬ Űɞɡ OS əŬɘ Űɤɜ drivers ůɡůəŮɡɩɜ ɛɞɘɟɎɕŮŰŬɘ Űɞɜ ɑŭɘɞ ˊɟɞůŰŬŰŮɡɛɏɜɞ 
ɢɩɟɞ ɛɜɐɛɖɠ Űɞɡ kernel mode. ȷɡŰɧ ůɖɛŬɑɜŮɘ ɧŰɘ ɞˊɞɘɞŭɐˊɞŰŮ ůŰɞɘɢŮɑɞ Űɞɡ OS ɐ driver ůɡůəŮɡɐɠ 
ɛˊɞɟŮɑ ŭɡɜɖŰɘəɎ ɜŬ ŬɚɚɞɘɩůŮɘ ŭŮŭɞɛɏɜŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ Ŭˊɧ ɎɚɚŬ ůɡůŰŬŰɘəɎ Űɞɡ OS. 

2.1.2.1 ǡȒȕǻȊȄȈȀ ǲȔȒȓǽȋȀȓȎȑ 

ȷɜŬűŮɟɧɛŬůŰŮ ůŰŬ ɛɏŰɟŬ ˊɟɞůŰŬůɑŬɠ ˊɞɡ ŮɝŬůűŬɚɑɕɞɡɜ Űɖ ůɤůŰɐ ɚŮɘŰɞɡɟɔɑŬ əŬɘ 
ŬəŮɟŬɘɧŰɖŰŬ Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ. ɄŮɟɘɚŬɛɓɎɜŮɘ Űɖ ɗɤɟɎəɘůɖ Űɞɡ ɚɞɔɘůɛɘəɞɨ ŬˊɏɜŬɜŰɘ ůŮ ŮˊɘɗɏůŮɘɠ, 
űɡůɘəɏɠ əŬŰŬůŰɟɞűɏɠ əŬɘ ůűɎɚɛŬŰŬ. ȸŬůɘəɧɠ ůŰɧɢɞɠ ŮɑɜŬɘ ɖ ŭɘŬůűɎɚɘůɖ Űɖɠ ŭɘŬɗŮůɘɛɧŰɖŰŬɠ əŬɘ Űɖɠ 
ŬɝɘɞˊɘůŰɑŬɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

 ȷɝɘɧˊɘůŰɖ Ⱥəəɑɜɖůɖ (Secure Boot + Measured Boot) 

ɇŬ Windows 11 ŬˊŬɘŰɞɨɜ ɧɚɞɡɠ Űɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ 
Secure Boot Űɞɡ Unified Extensible Firmware Interface (UEFI). ȳŰŬɜ ɛɑŬ ůɡůəŮɡɐ ɛŮ Windows 11 
ɝŮəɘɜɎ, Űɞ Secure Boot əŬɘ Űɞ Trusted Boot ůɡɜŮɟɔɎɕɞɜŰŬɘ ɔɘŬ ɜŬ ŬˊɞŰɟɏɣɞɡɜ Űɖ űɧɟŰɤůɖ 
əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ. ɇɞ Secure Boot ́ŬɟɏɢŮɘ Ŭɟɢɘəɐ ˊɟɞůŰŬůɑŬ, əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ Űɞ Trusted Boot 
ŬɜŬɚŬɛɓɎɜŮɘ ɜŬ ůɡɜŮɢɑůŮɘ Űɖɜ  ŭɘŬŭɘəŬůɑŬ. ũɘŬ ɜŬ ɛŮɘɤɗŮɑ ɞ əɑɜŭɡɜɞɠ Ŭˊɧ ůɡɜɖɗɘůɛɏɜŮɠ ŮˊɘɗɏůŮɘɠ 
əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ůŰɞ firmware, ɞ ɡˊɞɚɞɔɘůŰɐɠ ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ Űɞ firmware ɏɢŮɘ ɡˊɞɔɟŬűŮɑ 
ɣɖűɘŬəɎ əŬŰɎ Űɖɜ ɏɜŬɟɝɖ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ Ůəəɑɜɖůɖɠ. ɆŰɖ ůɡɜɏɢŮɘŬ, Űɞ Secure Boot ŮɚɏɔɢŮɘ Űɖɜ 
ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ əŬɗɩɠ əŬɘ ɧɚɞ Űɞɜ əɩŭɘəŬ ˊɞɡ ŮəŰŮɚŮɑŰŬɘ ˊɟɘɜ Ŭˊɧ 
Űɖɜ ɏɜŬɟɝɖ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ, ɔɘŬ ɜŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ ɖ ɡˊɞɔɟŬűɐ əŬɘ ɞ əɩŭɘəŬɠ ŮɑɜŬɘ 
ŬɛŮŰɎɓɚɖŰɞɘ əŬɘ ŬɝɘɧˊɘůŰɞɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ Secure Boot.ɇɞ Trusted Boot ůɡɜŮɢɑɕŮɘ Űɖ 
ŭɘŬŭɘəŬůɑŬ ˊɞɡ ɝŮəɘɜɎ ɛŮ Űɞ Secure Boot.To ́ ɟɧɔɟŬɛɛŬ Ůəəɑɜɖůɖɠ ŮˊɘɓŮɓŬɘɩɜŮɘ Űɖɜ ɣɖűɘŬəɐ 
ɡˊɞɔɟŬűɐ Űɞɡ ˊɡɟɐɜŬ Űɤɜ Windows ́ ɟɘɜ Ŭˊɧ Űɖ űɧɟŰɤůɐ Űɞɡ. Ƀ ˊɡɟɐɜŬɠ Űɤɜ Windows, 
ŬɜŰɑůŰɞɘɢŬ, ŮˊɘɓŮɓŬɘɩɜŮɘ əɎɗŮ Ɏɚɚɞ ůɡůŰŬŰɘəɧ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ Ůəəɑɜɖůɖɠ Űɤɜ Windows, 
ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ˊɟɞɔɟŬɛɛɎŰɤɜ ɞŭɐɔɖůɖɠ Ůəəɑɜɖůɖɠ, Űɤɜ ŬɟɢŮɑɤɜ Ůəəɑɜɖůɖɠ əŬɘ Űɞɡ 
ɞŭɖɔɞɨ Ůəəɑɜɖůɖɠ ˊɟɞɥɧɜŰɤɜ (ELAM). ȷɜ ɞˊɞɘɞŭɐˊɞŰŮ Ŭˊɧ ŬɡŰɎ ŰŬ ŬɟɢŮɑŬ ɏɢŮɘ ɡˊɞůŰŮɑ Ŭɚɚɞɑɤůɖ, 
Űɞ ˊɟɧɔɟŬɛɛŬ Ůəəɑɜɖůɖɠ ŮɜŰɞˊɑɕŮɘ Űɞ ˊɟɧɓɚɖɛŬ əŬɘ ŬɟɜŮɑŰŬɘ ɜŬ űɞɟŰɩůŮɘ Űɞ əŬŰŮůŰɟŬɛɛɏɜɞ ůŰɞɘɢŮɑɞ. 
ɆɡɢɜɎ, ŰŬ Windows ɛˊɞɟɞɨɜ ŬɡŰɧɛŬŰŬ ɜŬ ŮˊɘůəŮɡɎůɞɡɜ Űɞ əŬŰŮůŰɟŬɛɛɏɜɞ ůŰɞɘɢŮɑɞ, ŮˊŬɜŬűɏɟɞɜŰŬɠ 
Űɖɜ ŬəŮɟŬɘɧŰɖŰŬ Űɤɜ Windows əŬɘ ŮˊɘŰɟɏˊɞɜŰŬɠ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ ɜŬ ɝŮəɘɜɐůŮɘ əŬɜɞɜɘəɎ.  

                ȾɟɡˊŰɞɔɟŬűɑŬ 

ȼ əɟɡˊŰɞɔɟŬűɑŬ ůɢŮŭɘɎɕŮŰŬɘ ɔɘŬ ɜŬ ˊɟɞůŰŬŰŮɨŮɘ ŰŬ ŭŮŭɞɛɏɜŬ Űɞɡ ɢɟɐůŰɖ əŬɘ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 
ȼ ůŰɞɑɓŬ əɟɡˊŰɞɔɟŬűɑŬɠ(cryptography stack) ůŰŬ Windows 11 ŮˊɘŰɟɏˊŮɘ ůŰŬ Windows, Űɘɠ ŮűŬɟɛɞɔɏɠ 
əŬɘ Űɘɠ ɡˊɖɟŮůɑŮɠ ɜŬ ɏɢɞɡɜ ˊɚɐɟɖ ˊɟɞůŰŬůɑŬ. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ŰŬ ŭŮŭɞɛɏɜŬ ɛˊɞɟɞɨɜ ɜŬ 
əɟɡˊŰɞɔɟŬűɖɗɞɨɜ ɏŰůɘ ɩůŰŮ ɛɧɜɞ ɏɜŬɠ ůɡɔəŮəɟɘɛɏɜɞɠ ŬɜŬɔɜɩůŰɖɠ ɛŮ ɏɜŬ ɛɞɜŬŭɘəɧ əɚŮɘŭɑ ɜŬ ɛˊɞɟŮɑ 
ɜŬ ŰŬ ŭɘŬɓɎůŮɘ. ɋɠ ɓɎůɖ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ŭŮŭɞɛɏɜɤɜ, ɖ əɟɡˊŰɞɔɟŬűɑŬ ɓɞɖɗɎ ɜŬ ŬˊɞŰɟŬˊŮɑ 
ɞˊɞɘɞůŭɐˊɞŰŮ ŮəŰɧɠ Ŭˊɧ Űɞɜ ˊɟɞɞɟɘůɛɏɜɞ ŬˊɞŭɏəŰɖ, ˊɟŬɔɛŬŰɞˊɞɘŮɑ Ůɚɏɔɢɞɡɠ ŬəŮɟŬɘɧŰɖŰŬɠ ɔɘŬ ɜŬ 
ŮɝŬůűŬɚɑůŮɘ ɧŰɘ ŰŬ ŭŮŭɞɛɏɜŬ ŮɑɜŬɘ ŬˊŬɚɚŬɔɛɏɜŬ Ŭˊɧ ˊŬɟŮɛɓɞɚɏɠ əŬɘ ŮˊŬɚɖɗŮɨŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ ɔɘŬ 
ɜŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ ɖ ŮˊɘəɞɘɜɤɜɑŬ ŮɑɜŬɘ ŬůűŬɚɐɠ. ȼ əɟɡˊŰɞɔɟŬűɑŬ Űɤɜ Windows 11 ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ 
ůɨɛűɤɜŬ ɛŮ Űɞ Federal Information Processing Standard (FIPS) 140 . 

ɄɘůŰɞˊɞɘɖŰɘəɎ 

ũɘŬ ɜŬ ˊɟɞůŰŬŰŮɨůɞɡɜ əŬɘ ɜŬ ŮˊɘɓŮɓŬɘɩůɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ, ŰŬ Windows ́ Ŭɟɏɢɞɡɜ ˊɚɐɟɖ 
ɡˊɞůŰɐɟɘɝɖ ɔɘŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ əŬɘ Űɖɜ ŭɘŬɢŮɑɟɘůɖ Űɞɡɠ. ɇɞ ŮɜůɤɛŬŰɤɛɏɜɞ ŮɟɔŬɚŮɑɞ ŭɘŬɢŮɑɟɘůɖɠ 
ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɔɟŬɛɛɐɠ ŮɜŰɞɚɩɜ (certmgr.exe) ɐ Űɞ MMC snap-in (certmgr.msc) ɛˊɞɟɞɨɜ ɜŬ 
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ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                21 

ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ ɜŬ ˊɟɞɓɚɖɗɞɨɜ əŬɘ ɜŬ ŭɘŬɢŮɘɟɘůŰɞɨɜ ˊɘůŰɞˊɞɘɖŰɘəɎ, ɚɑůŰŮɠ ŮɛˊɘůŰɞůɨɜɖɠ 
ˊɘůŰɞˊɞɘɖŰɘəɩɜ (CTLs) əŬɘ ɚɑůŰŮɠ ŬɜɎəɚɖůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ (CRLs). ȾɎɗŮ űɞɟɎ ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ůŰŬ Windows, ŮˊŬɚɖɗŮɨɞɡɛŮ ɧŰɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ əŬɘ ɧɚŬ ŰŬ 
ˊɘůŰɞˊɞɘɖŰɘəɎ ůŰɖɜ ŬɚɡůɑŭŬ Űɖɠ ŮɛˊɘůŰɞůɨɜɖɠ Űɞɡ ŭŮɜ ɏɢɞɡɜ ŬɜŬəɚɖɗŮɑ ɐ ŭɘŬŰŬɟŬɢɗŮɑ .  

ɅɡɗɛɑůŮɘɠ ˊɞɚɘŰɘəɐɠ ŬůűŬɚŮɑŬɠ Űɤɜ Windows əŬɘ ɏɚŮɔɢɞɠ 

Ƀɘ ɟɡɗɛɑůŮɘɠ ˊɞɚɘŰɘəɐɠ ŬůűŬɚŮɑŬɠ ŬˊɞŰŮɚɞɨɜ əɟɑůɘɛɞ ɛɏɟɞɠ Űɖɠ ůɡɜɞɚɘəɐɠ ůŰɟŬŰɖɔɘəɐɠ 
ŬůűɎɚŮɘɎɠ. ɇŬ Windows ́ Ŭɟɏɢɞɡɜ ɏɜŬ ɘůɢɡɟɧ ůɨɜɞɚɞ ˊɞɚɘŰɘəɩɜ ɟɡɗɛɑůŮɤɜ ŬůűŬɚŮɑŬɠ ˊɞɡ ɞɘ 
ŭɘŬɢŮɘɟɘůŰɏɠ IT ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɜ ɔɘŬ ɜŬ ɓɞɖɗɐůɞɡɜ ůŰɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ůɡůəŮɡɩɜ 
Windows əŬɘ Ɏɚɚɤɜ ˊɧɟɤɜ ůŮ əɎɗŮ ɞɟɔŬɜɘůɛɧ. Ƀɘ ɟɡɗɛɑůŮɘɠ ˊɞɚɘŰɘəɐɠ ŬůűŬɚŮɑŬɠ ŮɑɜŬɘ əŬɜɧɜŮɠ ˊɞɡ 
ɛˊɞɟŮɑ ɏɜŬɠ ɢɟɐůŰɖɠ ɜŬ ŭɘŬɛɞɟűɩůŮɘ ůŮ ɛɘŬ ůɡůəŮɡɐ ɐ ˊɞɚɚɏɠ ůɡůəŮɡɏɠ ɔɘŬ ɜŬ ŮɚɏɔɝŮɘ: 

¶ ɇɖɜ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ Ůɜɧɠ ɢɟɐůŰɖ ůŮ ɏɜŬ ŭɑəŰɡɞ ɐ ůɡůəŮɡɐ. 

¶ ɇɞɡɠ ˊɧɟɞɡɠ ůŰɞɡɠ ɞˊɞɑɞɡɠ ɞɘ ɢɟɐůŰŮɠ ɏɢɞɡɜ ˊɟɧůɓŬůɖ. 

¶ ȺɎɜ ɜŬ əŬŰŬɔɟɎűɞɜŰŬɘ ɞɘ ŮɜɏɟɔŮɘŮɠ Ůɜɧɠ ɢɟɐůŰɖ ɐ ɞɛɎŭŬɠ ůŰɞ 
ŬɟɢŮɑɞ əŬŰŬɔɟŬűɐɠ ůɡɛɓɎɜŰɤɜ. 

ȺˊɧɛŮɜɞ ůŰɎŭɘɞ ŮɑɜŬɘ ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɐůŮɘ ɏɚŮɔɢɞ ˊɎɜɤ ůŰɘɠ ɐŭɖ ɡɚɞˊɞɘɖɛɏɜŮɠ ˊɞɚɘŰɘəɏɠ. ȼ 
ŮˊɞˊŰŮɑŬ ɛˊɞɟŮɑ ɜŬ ɓɞɖɗɐůŮɘ ůŰɞɜ ŮɜŰɞˊɘůɛɧ ŮˊɘɗɏůŮɤɜ, ŮɡˊɎɗŮɘɤɜ ŭɘəŰɨɞɡ əŬɘ ŮˊɘɗɏůŮɤɜ ŮɜŬɜŰɑɞɜ 
ůŰɧɢɤɜ ɡɣɖɚɐɠ ŬɝɑŬɠ ɧˊɤɠ əɟɑůɘɛŮɠ ɡˊɞŭɞɛɏɠ. ɀˊɞɟŮɑ ɜŬ əŬɗɞɟɑůŮɘ Űɘɠ əŬŰɖɔɞɟɑŮɠ Űɤɜ ůɡɛɓɎɜŰɤɜ 
ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ ɔɘŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ ɛɘŬ ˊɞɚɘŰɘəɐ ŮˊɞˊŰŮɑŬɠ ˊɟɞůŬɟɛɞůɛɏɜɖ ůŰɘɠ 
ŬɜɎɔəŮɠ Űɞɡ ɞɟɔŬɜɘůɛɞɨ ɐ Űɞɡ ɞɘəɘŬəɞɨ ˊŮɟɘɓɎɚɚɞɜŰɞɠ. ȳɚŮɠ ɞɘ əŬŰɖɔɞɟɑŮɠ ŮˊɞˊŰŮɑŬɠ ŮɑɜŬɘ 
ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜŮɠ ɧŰŬɜ ˊɟŬɔɛŬŰɞˊɞɘŮɑŰŬɘ ɖ ˊɟɩŰɖ ŮɔəŬŰɎůŰŬůɖ Űɤɜ Windows. ɄŬɟŬəɎŰɤ ůŰɖɜ 
ŮɟɔŬůɑŬɠ ɛŬɠ ɗŬ ŭɞɨɛŮ ˊɤɠ ɜŬ Űɘɠ ŮɜŮɟɔɞˊɞɘɞɨɛŮ əŬɘ ɜŬ ŮűŬɟɛɧɕɞɡɛŮ ŬɜŰɑůŰɞɘɢŮɠ ˊɞɚɘŰɘəɏɠ ɎɛɡɜŬɠ.  

Ⱥˊɘˊɚɏɞɜ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ ɞɘ ˊɞɚɘŰɘəɏɠ ŬɜŬɜŮɩɜɞɜŰŬɜ ůŮ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ ɧŰŬɜ ɏɜŬɠ 
ɢɟɐůŰɖɠ ůɡɜŭɏŮŰŬɘ əɎɗŮ 90 ɚŮˊŰɎ. Ƀɘ ŭɘŬɢŮɘɟɘůŰɏɠ ɛˊɞɟɞɨɜ ɜŬ ˊɟɞůŬɟɛɧůɞɡɜ ŬɡŰɧ Űɞ ɢɟɞɜɘəɧ 
ŭɘɎůŰɖɛŬ ɔɘŬ ɜŬ ŮɝŬůűŬɚɑůɞɡɜ ɧŰɘ ɞɘ ˊɞɚɘŰɘəɏɠ Űɞɡ ɡˊɞɚɞɔɘůŰɐ ůɡɛɛɞɟűɩɜɞɜŰŬɜ ɛŮ Űɘɠ ɟɡɗɛɑůŮɘɠ 
ŭɘŬɢŮɑɟɘůɖɠ ˊɞɡ ŮɑɢŮ ɞɟɑůŮɘ Űɞ IT.ȷɜŰɑɗŮŰŬ, ɛŮ ɛɘŬ ɚɨůɖ ŭɘŬɢŮɑɟɘůɖɠ ůɡůəŮɡɩɜ ɧˊɤɠ Űɞ Microsoft 
Intune, ɞɘ ˊɞɚɘŰɘəɏɠ ŬɜŬɜŮɩɜɞɜŰŬɘ ɧŰŬɜ ɏɜŬɠ ɢɟɐůŰɖɠ ůɡɜŭɏŮŰŬɘ əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ ůŮ ŭɘŬůŰɐɛŬŰŬ ɞəŰɩ 
ɤɟɩɜ(default). ȼ ŬɜŬɜɏɤůɖ Űɤɜ ɟɡɗɛɑůŮɤɜ ɛˊɞɟŮɑ Ůˊɑůɖɠ ɜŬ "ˊŬɔɩůŮɘ" ɔɘŬ ɏɜŬ ɟɡɗɛɘɕɧɛŮɜɞ 
ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ, ɛŮŰɎ Űɞ ɞˊɞɑɞ ɗŬ ŮˊŬɜŮɜŮɟɔɞˊɞɘɖɗŮɑ. ȷɡŰɧ ɡˊɞůŰɖɟɑɕŮɘ ůŮɜɎɟɘŬ ɧˊɞɡ ɏɜŬɠ 
ŰŮɢɜɘəɧɠ ɛˊɞɟŮɑ ɜŬ ɢɟŮɘŬůŰŮɑ ɜŬ ŮˊŬɜŬŭɘŬɛɞɟűɩůŮɘ(redeploy) ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ ɔɘŬ ůəɞˊɞɨɠ 
ŬɜŰɘɛŮŰɩˊɘůɖɠ ˊɟɞɓɚɖɛɎŰɤɜ. ɀˊɞɟŮɑ Ůˊɑůɖɠ ɜŬ ŮˊŬɜŬűŮɟɗŮɑ ŬɜɎ ˊɎůŬ ůŰɘɔɛɐ Ŭˊɧ ɏɜŬɜ 
ŭɘŬɢŮɘɟɘůŰɐ. 

2.1.2.2 ǰȐȎȒȓȀȒǾȀ ǤȄȃȎȋǼȌȘȌ 

ɇɞ BitLocker Drive Encryption ŮɑɜŬɘ ɛɘŬ ɜɏŬ ɚŮɘŰɞɡɟɔɑŬ ˊɟɞůŰŬůɑŬɠ ŭŮŭɞɛɏɜɤɜ ˊɞɡ 
ŮɜůɤɛŬŰɩɜŮŰŬɘ ɛŮ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ əŬɘ ŬɜŰɘɛŮŰɤˊɑɕŮɘ Űɘɠ ŬˊŮɘɚɏɠ əɚɞˊɐɠ ɐ ŮəɗɏůŮɤɠ 
ŭŮŭɞɛɏɜɤɜ Ŭˊɧ ŬɜŮɜŮɟɔɞɨɠ ɡˊɞɚɞɔɘůŰɏɠ. ɇɞ BitLocker ɢɟɖůɘɛɞˊɞɘŮɑ Űɞɜ Ŭɚɔɧɟɘɗɛɞ AES ůŮ 
ɚŮɘŰɞɡɟɔɑŬ XTS ɐ CBC ɛŮ ɛɐəɞɠ əɚŮɘŭɘɞɨ 128-bit ɐ 256-bit ɔɘŬ ɜŬ əɟɡˊŰɞɔɟŬűɐůŮɘ ŰŬ ŭŮŭɞɛɏɜŬ. ɇɞ 
BitLocker ́ ŬɟɏɢŮɘ əɟɡˊŰɞɔɟɎűɖůɖ ɔɘŬ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ, ŰŬ ůŰŬɗŮɟɎ ŭŮŭɞɛɏɜŬ əŬɘ Űɞɡɠ 
ŬˊɞůˊɩɛŮɜɞɡɠ ŭɑůəɞɡɠ ŭŮŭɞɛɏɜɤɜ (BitLocker To Go), ŮəɛŮŰŬɚɚŮɡɧɛŮɜɞ ŰŮɢɜɞɚɞɔɑŮɠ .  

2.1.2.3 ǡȒȕǻȊȄȈȀ ǤȈȉȓȜȎȔ 

ɆɨɛűɤɜŬ ɛŮ Űɞɜ ˊɑɜŬəŬ Űɞɡ OSI model ůəɞˊɧɠ Űɖɠ ŬůűɎɚŮɘŬɠ ŭɘəŰɨɞɡ ŮɑɜŬɘ ɜŬ ˊɟɞůŰŬŰɏɣŮɘ 
Űɞ layer 3.ɇɞ ŮˊɑˊŮŭɞ ŭɘəŰɨɞɡ ɡɚɞˊɞɘŮɑ Űɘɠ ŭɘŮɡɗɨɜůŮɘɠ əɧɛɓɤɜ əŬɘ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ routing, 
ŮˊɘŰɟɏˊɞɜŰŬɠ ůŰŬ packets ɜŬ ŭɘŬůɢɑůɞɡɜ ˊɞɚɚŬˊɚɞɨɠ datalinks. ȷɡŰɧ Űɞ ŮˊɑˊŮŭɞ əŬŰŬɜɞŮɑ Űɖɜ 
ŰɞˊɞɚɞɔɑŬ Űɞɡ ŭɘəŰɨɞɡ (əɟɨɓɞɜŰɎɠ Űɖɜ Ŭˊɧ Űɞ transport layer) əŬɘ ɝɏɟŮɘ ˊɩɠ ɜŬ əŬŰŮɡɗɨɜŮɘ ŰŬ packets 
ůŰɞɜ əɞɜŰɘɜɧŰŮɟɞ router. ɃˊɞɘŬŭɐˊɞŰŮ ɞɜŰɧŰɖŰŬ Űɞɡ ŭɘəŰɨɞɡ ˊɞɡ ˊŮɟɘɏɢŮɘ ŰŬ ŮˊɑˊŮŭŬ ŭɘəŰɨɞɡ, 
datalink əŬɘ physical layer ɗŮɤɟŮɑŰŬɘ node, əŬɘ Űɞ ŮˊɑˊŮŭɞ ŭɘəŰɨɞɡ ɛˊɞɟŮɑ ɜŬ ɛŮŰŬűɏɟŮɘ ŭŮŭɞɛɏɜŬ 
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ɛŮŰŬɝɨ ɞˊɞɘɤɜŭɐˊɞŰŮ ŭɨɞ nodes ůŰɞ ŭɑəŰɡɞ. ɈˊɎɟɢɞɡɜ ŭɨɞ Űɨˊɞɘ nodes ˊɞɡ ɡɚɞˊɞɘɞɨɜŰŬɘ Ŭˊɧ Űɞ 
ŮˊɑˊŮŭɞ ŭɘəŰɨɞɡ: ɞɘ end nodes, ɞɘ ɞˊɞɑɞɘ ŮɑɜŬɘ ɖ ˊɖɔɐ ɐ ɞ ˊɟɞɞɟɘůɛɧɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ, əŬɘ ɞɘ 
intermediate nodes (ůɡɜɐɗɤɠ ŬɜŬűŮɟɧɛŮɜɞɘ ɤɠ routers), ɞɘ ɞˊɞɑɞɘ ŭɟɞɛɞɚɞɔɞɨɜ ŰŬ packets ɛŮŰŬɝɨ 
Űɤɜ end nodes. ȼ ɡˊɖɟŮůɑŬ Űɞɡ Ůˊɘˊɏŭɞɡ ŭɘəŰɨɞɡ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ŮɑŰŮ connection oriented, ɧˊɞɡ ɧɚŬ 
ŰŬ packets ˊɞɡ ŰŬɝɘŭŮɨɞɡɜ ɛŮŰŬɝɨ Űɤɜ end nodes Ŭəɞɚɞɡɗɞɨɜ Űɖɜ ɑŭɘŬ ŭɘŬŭɟɞɛɐ ɛɏůɤ Űɞɡ ŭɘəŰɨɞɡ, 
ŮɑŰŮ connectionless, ɧˊɞɡ əɎɗŮ packet ŭɟɞɛɞɚɞɔŮɑŰŬɘ ŬɜŮɝɎɟŰɖŰŬ. ɇɞ ŮˊɑˊŮŭɞ ŭɘəŰɨɞɡ ŭŮɜ ŮɔɔɡɎŰŬɘ 
ɧŰɘ ŰŬ packets ɗŬ ˊŬɟŬŭɞɗɞɨɜ ůŰɞɜ ˊɟɞɞɟɘůɛɧ Űɞɡɠ. 

ũɘŬ ɜŬ ɓɞɖɗɐůŮɘ ůŰɖ ɛŮɑɤůɖ Űɖɠ ŮˊɘűɎɜŮɘŬɠ ŮˊɑɗŮůɖɠ(surface reduction) Ůɜɧɠ ɞɟɔŬɜɘůɛɞɨ, ɖ 
ˊɟɞůŰŬůɑŬ ŭɘəŰɨɞɡ ůŰŬ Windows ŮɛˊɞŭɑɕŮɘ Űɞɡɠ Ŭɜɗɟɩˊɞɡɠ Ŭˊɧ Űɞ ɜŬ ɏɢɞɡɜ ˊɟɧůɓŬůɖ ůŮ 
ŮˊɘəɑɜŭɡɜŮɠ ŭɘŮɡɗɨɜůŮɘɠ IP əŬɘ domains ́ ɞɡ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ŮˊɘɟɟŮˊɐɠ ůŮ phishing  ŮˊɘɗɏůŮɘɠ əŬɘ 
ɎɚɚŮɠ ŮɡˊɎɗŮɘŮɠ. ɉɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɡˊɖɟŮůɑŮɠ ɓŬůɘɕɧɛŮɜŮɠ ůŰɖ <<űɐɛɖ>>, ɖ ˊɟɞůŰŬůɑŬ ŭɘəŰɨɞɡ 
ŬˊɞəɚŮɑŮɘ Űɖɜ ˊɟɧůɓŬůɖ ůŮ ˊɘɗŬɜɩɠ Ůˊɘəɑɜŭɡɜɞɡɠ, ɢŬɛɖɚɐɠ űɐɛɖɠ domains əŬɘ ŭɘŮɡɗɨɜůŮɘɠ IP.ɁɏŮɠ 
ŮəŭɧůŮɘɠ ˊɟɤŰɞəɧɚɚɤɜ DNS əŬɘ TLS Ůɜɘůɢɨɞɡɜ Űɘɠ ˊɟɞůŰŬůɑŮɠ Ŭˊɧ Ɏəɟɞ ůŮ Ɏəɟɞ ˊɞɡ ŬˊŬɘŰɞɨɜŰŬɘ 
ɔɘŬ ŮűŬɟɛɞɔɏɠ, ɡˊɖɟŮůɑŮɠ ɘůŰɞɨ əŬɘ ŭɑəŰɡŬ Zero Trust. ȼ ˊɟɧůɓŬůɖ ůŰŬ ŬɟɢŮɑŬ ˊɟɞůɗɏŰŮɘ ɏɜŬ 
ůŮɜɎɟɘɞ ɛɖ ŮɛˊɘůŰŮɡɧɛŮɜɞɡ ŭɘəŰɨɞɡ ɛŮ Server Message Block over QUIC, əŬɗɩɠ əŬɘ ɜɏŮɠ 
ŭɡɜŬŰɧŰɖŰŮɠ əɟɡˊŰɞɔɟɎűɖůɖɠ əŬɘ ɡˊɞɔɟŬűɐɠ. Ⱥˊɘˊɚɏɞɜ, ɞɘ ˊɚŬŰűɧɟɛŮɠ VPN əŬɘ Windows Firewall 
(ˊɟɞɖɔɞɡɛɏɜɤɠ ɞɜɞɛŬɕɧɛŮɜɞɠ Windows Defender Firewall) ˊɟɞůűɏɟɞɡɜ ɜɏɞɡɠ Űɟɧˊɞɡɠ Ůɨəɞɚɖɠ 
ˊŬɟŬɛŮŰɟɞˊɞɑɖůɖɠ əŬɘ ŮɜŰɞˊɘůɛɞɨ ůűŬɚɛɎŰɤɜ ɚɞɔɘůɛɘəɞɨ.To (TLS) ŮɑɜŬɘ Űɞ ˊɘɞ ŭɘŬŭŮŭɞɛɏɜɞ 
ˊɟɤŰɧəɞɚɚɞ ŬůűɎɚŮɘŬɠ ůŰɞ ŭɘŬŭɑəŰɡɞ, əɟɡˊŰɞɔɟŬűɩɜŰŬɠ ŰŬ ŭŮŭɞɛɏɜŬ əŬŰɎ Űɖ ŭɘɎɟəŮɘŬ Űɖɠ 
ɛŮŰɎŭɞůɐɠ Űɞɡɠ ɔɘŬ ɜŬ ˊŬɟɏɢŮɘ ɏɜŬ ŬůűŬɚɏɠ əŬɜɎɚɘ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮŰŬɝɨ ŭɨɞ ůɖɛŮɑɤɜ. ɇɞ Windows 
ˊɟɞŮˊɘɚɏɔɞɡɜ Űɘɠ ˊɘɞ ˊɟɧůűŬŰŮɠ ŮəŭɧůŮɘɠ ˊɟɤŰɞəɧɚɚɞɡ əŬɘ ɘůɢɡɟɏɠ ůɞɡɑŰŮɠ əɟɡˊŰɞɔɟɎűɖůɖɠ ŮəŰɧɠ 
ŮɎɜ ɡˊɎɟɢɞɡɜ ˊɞɚɘŰɘəɏɠ ˊɞɡ Űɘɠ ˊŮɟɘɞɟɑɕɞɡɜ. ȼ ŮɜůɤɛɎŰɤůɖ Űɞɡ ɘŭɘɤŰɘəɞɨ DNS ůŰŬ Windows 11 
ŮˊɘŰɟɏˊŮɘ Űɖɜ ɡˊɞůŰɐɟɘɝɖ DNS over HTTPS əŬɘ DNS over TLS, ŭɨɞ əɟɡˊŰɞɔɟŬűɖɛɏɜɤɜ 
ˊɟɤŰɞəɧɚɚɤɜ DNS. Ƀɘ ŮɜɖɛŮɟɩůŮɘɠ Űɤɜ Windows ɓɞɖɗɞɨɜ Űɞɡɠ ɢɟɐůŰŮɠ ɜŬ ˊŬɟŬɛɏɜɞɡɜ 
ŮɜɖɛŮɟɤɛɏɜɞɘ ɛŮ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ ŬůűɎɚŮɘŬɠ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ əŬɘ Űɤɜ ɞŭɖɔɩɜ ůɨɛűɤɜŬ 
ɛŮ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ Űɞɡ Bluetooth Special Interest Group (SIG) əŬɘ ŰŬ Standard Vulnerability 
Reports. ȼ Microsoft ́ ɟɞŰŮɑɜŮɘ ɏɜŰɞɜŬ ɜŬ ŭɘŬŰɖɟɞɨɜŰŬɘ ŮɜɖɛŮɟɤɛɏɜŬ Űɧůɞ Űɞ firmware ɧůɞ əŬɘ Űɞ 
ɚɞɔɘůɛɘəɧ Űɤɜ ŬɝŮůɞɡɎɟ Bluetooth.ɇɞ WPA3 ŮɑɜŬɘ Űɞ Űɟɏɢɞɜ ˊɟɧŰɡˊɞ ŬůűŬɚŮɑŬɠ ɔɘŬ Űɖɜ ŰŬɡŰɞˊɞɑɖůɖ 
Wi-Fi, ˊŬɟɏɢɞɜŰŬɠ ɘůɢɡɟɐ əɟɡˊŰɞɔɟɎűɖůɖ ŭŮŭɞɛɏɜɤɜ əŬɘ əŬɚɨŰŮɟɖ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ ɢɟɖůŰɩɜ. ɇŬ 
Windows ɡˊɞůŰɖɟɑɕɞɡɜ ŰɟŮɘɠ ɚŮɘŰɞɡɟɔɑŮɠ WPA3 - WPA3 Personal, WPA3 Enterprise əŬɘ WPA3 
Enterprise 192-bit Suite B. Ⱥˊɘˊɚɏɞɜ, ŰŬ Windows 11 ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɞ OWE, ɛɘŬ ŰŮɢɜɞɚɞɔɑŬ ˊɞɡ 
ŮˊɘŰɟɏˊŮɘ Űɘɠ əɟɡˊŰɞɔɟŬűɖɛɏɜŮɠ ůɡɜŭɏůŮɘɠ ůŮ ŭɖɛɧůɘŬ Wi-Fi hotspots.ɆŰŬ Windows 11, Űɞ 
ˊɟɤŰɧəɞɚɚɞ SMB ɏɢŮɘ ůɖɛŬɜŰɘəɏɠ ŮɜɖɛŮɟɩůŮɘɠ ŬůűɎɚŮɘŬɠ ɔɘŬ ɜŬ ŬɜŰŬˊɞəɟɘɗŮɑ ůŰɘɠ ůɖɛŮɟɘɜɏɠ 
ŬˊŮɘɚɏɠ. ɇɞ AES-256 encryption ́ ɟɞůűɏɟŮɘ əɟɡˊŰɞɔɟɎűɖůɖ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ Ɏəɟɞ ůŮ Ɏəɟɞ əŬɘ 
ˊɟɞůŰŬůɑŬ Ŭˊɧ əŬŰŬůəɞˊŮɡŰɘəɎ ˊŮɟɘůŰŬŰɘəɎ(man-in-the-middle-attack) ůŮ ŮůɤŰŮɟɘəɎ ŭɑəŰɡŬ[18] .  

2.1.2.4 ǰȐȎȒȓȀȒǾȀ Ȁȏț ǩȎȜȑ ȉȀȈ ǡȏȄȈȊǼȑ 

ɇɞ Microsoft Defender SmartScreen ́ ɟɞůŰŬŰŮɨŮɘ ŮɜɎɜŰɘŬ ůŮ phishing ŮˊɘɗɏůŮɘɠ, əŬəɧɓɞɡɚŮɠ 
ɘůŰɞůŮɚɑŭŮɠ əŬɘ ŮűŬɟɛɞɔɏɠ, əŬɗɩɠ əŬɘ Űɖ ɚɐɣɖ ˊɘɗŬɜɎ əŬəɧɓɞɡɚɤɜ ŬɟɢŮɑɤɜ. Ƀɘ ɚŮɘŰɞɡɟɔɑŮɠ Űɞɡ 
SmartScreen ́ ŮɟɘɚŬɛɓɎɜɞɡɜ ŬɜɎɚɡůɖ Űɤɜ ŮˊɘůəŮűɗɏɜŰɤɜ ɘůŰɞůŮɚɑŭɤɜ ɔɘŬ ŮɜŭŮɑɝŮɘɠ ɨˊɞˊŰɖɠ 
ůɡɛˊŮɟɘűɞɟɎɠ əŬɘ ɏɚŮɔɢɞ Űɤɜ ɚɐɣŮɤɜ ŬɟɢŮɑɤɜ. ɇɞ Microsoft Defender Antivirus ́ ɟɞůűɏɟŮɘ 
ˊɟɞůŰŬůɑŬ ŮˊɧɛŮɜɖɠ ɔŮɜɘɎɠ(next-generation) Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ ůŰŬ Windows, ˊŬɟŬəɞɚɞɡɗɩɜŰŬɠ 
ůɡɜŮɢɩɠ ɔɘŬ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ əŬɘ ŬˊŮɘɚɏɠ ŬůűɎɚŮɘŬɠ. Ⱥˊɘˊɚɏɞɜ, ˊŮɟɘɚŬɛɓɎɜŮɘ ˊɟɞůŰŬůɑŬ ůŮ 
ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ əŬɘ ɚɐɣɖ ŬɡŰɧɛŬŰɤɜ ŮɜɖɛŮɟɩůŮɤɜ ɔɘŬ ɜŬ ŭɘŬŰɖɟŮɑ Űɖ ůɡůəŮɡɐ \ ŬůűŬɚɐ. Ƀɘ 
əŬɜɧɜŮɠ ɛŮɑɤůɖɠ Űɖɠ ŮˊɘűɎɜŮɘŬɠ ŮˊɑɗŮůɖɠ ɓɞɖɗɞɨɜ ůŰɖɜ ˊɟɧɚɖɣɖ ɚŮɘŰɞɡɟɔɘɩɜ Űɤɜ  ɚɞɔɘůɛɘəɩɜ ́ɞɡ 
ůɡɢɜɎ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɜŬ ůɡɜŭɏůɞɡɜ ůɡůəŮɡɏɠ əŬɘ ŭɑəŰɡŬ. ȼ ˊɟɞůŰŬůɑŬ Ŭˊɧ Űɖɜ ́ ŬɟŬɓɑŬůɖ, 
ɖ ˊɟɧůɓŬůɖ ůŮ ŮɚŮɔɢɧɛŮɜɞɡɠ űŬəɏɚɞɡɠ əŬɘ Űɞ Microsoft Defender for Endpoint ŮɑɜŬɘ ɛŮɟɘəɏɠ Ŭˊɧ Űɘɠ 
ˊɟɞɖɔɛɏɜŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ ɔɘŬ ɜŬ ˊɟɞůŰŬŰŮɨůɞɡɜ ŰŬ Windows 11 Ŭˊɧ Űɘɠ ŬˊŮɘɚɏɠ Űɞɡ 
ŭɘŬŭɘəŰɨɞɡ. ɀŮ Űɖ ɛŮɑɤůɖ Űɖɠ ŮˊɘűɎɜŮɘŬɠ ŮˊɑɗŮůɖɠ, ɛŮɘɩɜŮŰŬɘ ɖ ůɡɜɞɚɘəɐ ŮɡˊɎɗŮɘŬ Űɞɡ ɞɟɔŬɜɘůɛɞɨ. 
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Ƀɘ ŭɘŬɢŮɘɟɘůŰɏɠ ɛˊɞɟɞɨɜ ɜŬ ŭɘŬɛɞɟűɩůɞɡɜ ůɡɔəŮəɟɘɛɏɜɞɡɠ əŬɜɧɜŮɠ ɛŮɑɤůɖɠ Űɖɠ ŮˊɘűɎɜŮɘŬɠ 
ŮˊɑɗŮůɖɠ ɔɘŬ ɜŬ ɓɞɖɗɐůɞɡɜ ůŰɞɜ ŬˊɞəɚŮɘůɛɧ əɎˊɞɘɤɜ ůɡɛˊŮɟɘűɞɟɩɜ, ɧˊɤɠ: 

¶ Ⱥəəɑɜɖůɖ ŮəŰŮɚɏůɘɛɤɜ ŬɟɢŮɑɤɜ əŬɘ scripts ́ ɞɡ ˊɟɞůˊŬɗɞɨɜ ɜŬ 
əɎɜɞɡɜ ɚɐɣɖ ɐ ɜŬ ŮəŰŮɚɏůɞɡɜ ŬɟɢŮɑŬ. 

¶ ȺəŰɏɚŮůɖ əɟɡˊŰɞɔɟŬűɖɛɏɜɤɜ ɐ Ɏɚɚɤɜ ɨˊɞˊŰɤɜ scripts. 

¶ ȰɚŮɔɢɞɠ Űɖɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ Űɤɜ ŮűŬɟɛɞɔɩɜ ɩůŰŮ ɜŬ ŮɜŰɞˊɑůɞɡɜ 
ˊɘɗŬɜɏɠ ɚŮɘŰɞɡɟɔɑŮɠ ˊɞɡ ŭŮɜ ŮəŰŮɚɞɨɜŰŬɘ ɛŮ ɓɎůɖ Űɞ ɘůŰɞɟɘəɧ ůŮ əŬɗɖɛŮɟɘɜɐ ŮɟɔŬůɑŬ 
. 

Ƀɘ əŬɜɧɜŮɠ ɛŮɑɤůɖɠ Űɖɠ ŮˊɘűɎɜŮɘŬɠ ŮˊɑɗŮůɖɠ ɛˊɞɟɞɨɜ ɜŬ ˊŮɟɘɞɟɑůɞɡɜ ŬɡŰɞɨɠ Űɞɡɠ Ůɑŭɞɡɠ 
əɘɜŭɨɜɤɜ əŬɘ ɜŬ ɓŮɚŰɘɩůɞɡɜ Űɖɜ ɎɛɡɜŬ Űɖɠ ůɡůəŮɡɐɠ. 

 ɄɟɞůŰŬůɑŬ Ŭˊɧ ŮəɛŮŰŬɚɚŮɨůŮɘɠ (Exploit Protection) 

ȼ ˊɟɞůŰŬůɑŬ Ŭˊɧ <<ŮəɛŮŰɎɚɚŮɡůɖ>>(exploit) ŬɡŰɧɛŬŰŬ ŮűŬɟɛɧɕŮɘ ŬɟəŮŰɏɠ ŰŮɢɜɘəɏɠ ɛŮɑɤůɖɠ 
Űɤɜ ŮəɛŮŰŬɚɚŮɨůŮɤɜ ůŮ ŭɘŮɟɔŬůɑŮɠ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ əŬɘ ŮűŬɟɛɞɔɏɠ. ȼ ˊɟɞůŰŬůɑŬ Ŭˊɧ 
ŮəɛŮŰɎɚɚŮɡůɖ ɚŮɘŰɞɡɟɔŮɑ əŬɚɨŰŮɟŬ ɛŮ Űɞ Microsoft Defender ɔɘŬ Űɞ Endpoint, Űɞ ɞˊɞɑɞ ˊŬɟɏɢŮɘ 
ɚŮˊŰɞɛŮɟŮɑɠ ŬɜŬűɞɟɏɠ Űɧůɞ ůŰɖɜ ŮɜŰɧˊɘůɖ əŬɘ ŬˊɞəɚŮɘůɛɧ ɨˊɞˊŰɤɜ ŬɟɢŮɑɤɜ (exe, dll, əŰɚ) ŰŬ ɞˊɞɑŬ 
ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ ɜŬ ˊŬɟŬɓɘŬůŰŮɑ ɖ ůɡůəŮɡɐ ɛŬɠ. Ƀ ɢɟɐůŰɖɠ ɛˊɞɟŮɑ ɜŬ ŮɜŮɟɔɞˊɞɘɐůŮɘ 
Űɖɜ ˊɟɞůŰŬůɑŬ Ŭˊɧ ŮəɛŮŰɎɚɚŮɡůɖ(exploit) ůŮ ɛɑŬ ɛŮɛɞɜɤɛɏɜɖ ůɡůəŮɡɐ əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɐůŮɘ Group Policy ůŰɞ Active Directory.  

 ȺɚŮɔɢɧɛŮɜɖ ˊɟɧůɓŬůɖ ůŰɞɡɠ űŬəɏɚɞɡɠ 

ȼ ˊɟɞůŰŬůɑŬ Űɤɜ ŮɚŮɔɢɧɛŮɜɤɜ űŬəɏɚɤɜ ŮˊɘŰɟɏˊŮɘ ɜŬ ˊɟɞůŰŬŰŮɨůŮɘ ɞ ɢɟɐůŰɖ ˊɞɚɨŰɘɛŮɠ 
ˊɚɖɟɞűɞɟɑŮɠ ůŮ ůɡɔəŮəɟɘɛɏɜɞɡɠ űŬəɏɚɞɡɠ. ɀɧɜɞ ŬɝɘɧˊɘůŰŮɠ ŮűŬɟɛɞɔɏɠ ɛˊɞɟɞɨɜ ɜŬ ɏɢɞɡɜ 
ˊɟɧůɓŬůɖ ůŰɞɡɠ ˊɟɞůŰŬŰŮɡɛɏɜɞɡɠ űŬəɏɚɞɡɠ. Ɇɡɜɐɗɤɠ, ůŰɖ ɚɑůŰŬ Űɤɜ ŮɚŮɔɢɧɛŮɜɤɜ űŬəɏɚɤɜ 
ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ űɎəŮɚɞɘ ́ ɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ůɡɢɜɎ, ɧˊɤɠ ŬɡŰɞɑ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ 
ɏɔɔɟŬűŬ, ŮɘəɧɜŮɠ əŬɘ ɚɐɣŮɘɠ. ȼ ˊɟɞůŰŬůɑŬ Űɤɜ ŮɚŮɔɢɧɛŮɜɤɜ űŬəɏɚɤɜ ɚŮɘŰɞɡɟɔŮɑ ɛŮ ɛɘŬ ɚɑůŰŬ 
ŬɝɘɧˊɘůŰɤɜ ŮűŬɟɛɞɔɩɜ. Ƀɘ ŮűŬɟɛɞɔɏɠ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɖ ɚɑůŰŬ Űɞɡ ŬɝɘɧˊɘůŰɞɡ ɚɞɔɘůɛɘəɞɨ 
ɚŮɘŰɞɡɟɔɞɨɜ ɧˊɤɠ ˊɟɞɓɚɏˊŮŰŬɘ. Ƀɘ ŮűŬɟɛɞɔɏɠ ˊɞɡ ŭŮɜ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɖ ɚɑůŰŬ Űɤɜ ŬɝɘɧˊɘůŰɤɜ 
ŬˊɞŰɟɏˊɞɜŰŬɘ Ŭˊɧ Űɞ ɜŬ ˊɟɞɓɞɨɜ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ŬɚɚŬɔɐ ůŰŬ ŬɟɢŮɑŬ ɛɏůŬ ůŰɞɡɠ ˊɟɞůŰŬŰŮɡɛɏɜɞɡɠ 
űŬəɏɚɞɡɠ. 

Microsoft Defender ɔɘŬ Endpoint 

ɇɞ Microsoft Defender ɔɘŬ Endpoint ŮɑɜŬɘ ɛɘŬ ŰŮɢɜɞɚɞɔɑŬ ŬɜɑɢɜŮɡůɖɠ əŬɘ ŬɜŰɑŭɟŬůɖɠ ůŰŬ 
ɎəɟŬ(client->client, client->server əŰɚ) ˊɞɡ ɓɞɖɗɎ Űɘɠ ɞɛɎŭŮɠ ŬůűŬɚŮɑŬɠ ɜŬ ŬɜɘɢɜŮɨɞɡɜ, ɜŬ ŮɟŮɡɜɞɨɜ 
əŬɘ ɜŬ ŬɜŰɘŭɟɞɨɜ ůŮ ˊɟɞɖɔɛɏɜŮɠ ŬˊŮɘɚɏɠ. ɇɞ Defender for Endpoint ůɡɔəŮɜŰɟɩɜŮɘ ŰŬ ŬəɧɚɞɡɗŬ 
ůŰɞɘɢŮɑŬ ɔɘŬ ɜŬ ˊŬɟɏɢŮɘ ɛɘŬ ˊɘɞ ɞɚɞəɚɖɟɤɛɏɜɖ ŮɘəɧɜŬ Űɤɜ ˊŮɟɘůŰŬŰɘəɩɜ ŬůűɎɚŮɘŬɠ: 

Endpoint behavioral sensors: ȺɜůɤɛŬŰɤɛɏɜɞɘ ůŰŬ Windows, ŬɡŰɞɑ ɞɘ ŬɘůɗɖŰɐɟŮɠ ůɡɚɚɏɔɞɡɜ 
əŬɘ ŮˊŮɝŮɟɔɎɕɞɜŰŬɘ ůɖɛɎŭɘŬ ůɡɛˊŮɟɘűɞɟɎɠ Ŭˊɧ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. 

Cloud security analytics: Ƀɘ  behavioral sensors ɛŮŰŬűɟɎɕɞɜŰŬɘ ůŮ ŮɜŭŮɑɝŮɘɠ, ŬɜɘɢɜŮɨůŮɘɠ əŬɘ 
ůŰɞɘɢŮɑŬ ˊɞɡ ŭŮɑɢɜɞɡɜ Ŭɜ ɡˊɎɟɢŮɘ əɎˊɞɘŬ  ˊɟɞɖɔɛɏɜɖ ŬˊŮɘɚɐ.  

Threat intelligence:ȼ Microsoft ŮˊŮɝŮɟɔɎɕŮŰŬɘ ˊɎɜɤ Ŭˊɧ 43 ŰɟɘůŮəŬŰɞɛɛɨɟɘŬ ůɐɛŬŰŬ 
ŬůűŬɚŮɑŬɠ əɎɗŮ 24 ɩɟŮɠ, ˊɟɞůűɏɟɞɜŰŬɠ ɛɘŬ ɓŬɗɘɎ əŬɘ ŮɡɟŮɑŬ ŮɘəɧɜŬ Űɞɡ ŮɝŮɚɘůůɧɛŮɜɞɡ Űɞˊɑɞɡ 
ŬˊŮɘɚɩɜ.  

Rich response capabilities: ɇɞ Defender for Endpoint ŮˊɘŰɟɏˊŮɘ ůŰɘɠ ɞɛɎŭŮɠ SecOps ɜŬ 
Ŭˊɞɛɞɜɩɜɞɡɜ, ɜŬ ůŰŬɛŬŰɞɨɜ əŬɘ ɜŬ ŬˊɞɛŬəɟɨɜɞɡɜ ŬˊŮɘɚɏɠ ůŰɞ ˊŮɟɘɓɎɚɚɞɜ Űɞɡɠ, əŬɗɩɠ əŬɘ ɜŬ 
ŬˊɞəɚŮɑɞɡɜ ŬɟɢŮɑŬ, network destinations əŬɘ ɜŬ ŭɖɛɘɞɡɟɔɐůɞɡɜ ŮɘŭɞˊɞɘɐůŮɘɠ ɔɘŬ ŬɡŰɎ.  
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2.1.3 ǡȒȕǻȊȄȈȀ ǥȕȀȐȋȎȂȝȌ 

ɇɞ Windows Application Layer ŬɜŬűɏɟŮŰŬɘ ůŰɞ ŬɜɩŰŮɟɞ ŮˊɑˊŮŭɞ Űɞɡ ŬɟɢɘŰŮəŰɞɜɘəɞɨ ɛɞɜŰɏɚɞɡ 
ɚɞɔɘůɛɘəɞɨ Űɤɜ Windows, ɧˊɞɡ ɞɘ ŮűŬɟɛɞɔɏɠ ŬɚɚɖɚŮˊɘŭɟɞɨɜ ɛŮ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. ȷɡŰɐ ɖ 
ůŰɟɩůɖ ɚŮɘŰɞɡɟɔŮɑ ɤɠ ŭɘŮˊŬűɐ ɛŮŰŬɝɨ Űɤɜ ŮűŬɟɛɞɔɩɜ ˊɞɡ ŮəŰŮɚɞɨɜŰŬɘ ůŰɞ ůɨůŰɖɛŬ əŬɘ Űɤɜ 
ɢŬɛɖɚɧŰŮɟɤɜ Ůˊɘˊɏŭɤɜ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ, ɧˊɤɠ Űɞ kernel əŬɘ ŰŬ ŮˊɑˊŮŭŬ ɡɚɘəɞɨ. 

2.1.3.1 ǚȍȔȏȌȎȑ ǚȊȄȂȖȎȑ ǥȕȀȐȋȎȂȝȌ 

ɇɞ Smart App Control ŬˊɞŰɟɏˊŮɘ Űɞɡɠ ɢɟɐůŰŮɠ Ŭˊɧ Űɞ ɜŬ ŮəŰŮɚɞɨɜ əŬəɧɓɞɡɚŮɠ ŮűŬɟɛɞɔɏɠ 
ůŮ ůɡůəŮɡɏɠ Windows, ɛˊɚɞəɎɟɞɜŰŬɠ ɛɖ ɏɛˊɘůŰŮɠ ɐ ɛɖ ɡˊɞɔŮɔɟŬɛɛɏɜŮɠ ŮűŬɟɛɞɔɏɠ. ɇɞ Smart App 
Control ́ ɟɞɢɤɟɎ ˊɏɟŬ Ŭˊɧ Űɘɠ ˊɟɞɖɔɞɨɛŮɜŮɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ˊɟɞůŰŬůɑŮɠ Űɞɡ ˊɟɞɔɟɎɛɛŬŰɞɠ 
ˊŮɟɘɐɔɖůɖɠ ˊɟɞůɗɏŰɞɜŰŬɠ ɏɜŬɜ Ŭəɧɛɖ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ˊɞɡ ŮɜůɤɛŬŰɩɜŮŰŬɘ ŬˊŮɡɗŮɑŬɠ ůŰɞɜ 
ˊɡɟɐɜŬ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ . 

2.1.3.2 ǚȊȄȂȖȎȑ ǥȕȀȐȋȎȂȝȌ ȂȈȀ ǥȏȈȖȄȈȐǽȒȄȈȑ 

ɀŮ Űɞɜ ɏɚŮɔɢɞ ŮűŬɟɛɞɔɩɜ, ˊɟɞůŰŬŰŮɨŮŰŬɘ ɖ Ŭˊɧəɟɘůɖ Ŭˊɧ ŬɜŮˊɘɗɨɛɖŰɞ ɐ əŬəɧɓɞɡɚɞ 
əɩŭɘəŬ, ŬˊɞŰŮɚɩɜŰŬɠ ůɖɛŬɜŰɘəɧ əɞɛɛɎŰɘ ɛɘŬɠ ŬˊɞŰŮɚŮůɛŬŰɘəɐɠ ůŰɟŬŰɖɔɘəɐɠ ŬůűɎɚŮɘŬɠ. ɇŬ Windows 
10 əŬɘ ɜŮɧŰŮɟŬ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɞ App Control for Business (ˊɟɞɖɔɞɡɛɏɜɤɠ 
ɔɜɤůŰɧ ɤɠ Windows Defender Application Control), əŬɗɩɠ əŬɘ Űɞ AppLocker. ɇɞ App Control for 
Business ŬˊɞŰŮɚŮɑ Űɖɜ ŮˊɧɛŮɜɖ ɔŮɜɘɎ ɚɨůɖɠ Ůɚɏɔɢɞɡ ŮűŬɟɛɞɔɩɜ ɔɘŬ ŰŬ Windows əŬɘ ˊŬɟɏɢŮɘ ɘůɢɡɟɧ 
ɏɚŮɔɢɞ ŮˊɎɜɤ ůŮ ŬɡŰɧ ˊɞɡ ŮəŰŮɚŮɑŰŬɘ ůŰɞ ˊŮɟɘɓɎɚɚɞɜ Űɞɡ ɢɟɐůŰɖ . 

2.1.3.3 ǚȊȄȂȖȎȑ ǫȎȂȀȐȈȀȒȋȎȜ ǶȐǽȒȓȆ 

Ƀ ɏɚŮɔɢɞɠ ɚɞɔŬɟɘŬůɛɞɨ ɢɟɐůŰɖ ɓɞɖɗɎ ůŰɖɜ ˊɟɧɚɖɣɖ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ Ŭˊɧ Űɖɜ 
ˊɟɞəɚɖɗŮɑ ɕɖɛɘɎ ůŮ ɏɜŬɜ ȼ/Ɉ əŬɘ ŮˊɘŰɟɏˊŮɘ ůŮ ɞɟɔŬɜɘůɛɞɨɠ ɜŬ ŬɜŬˊŰɨɝɞɡɜ ɏɜŬ əŬɚɨŰŮɟŬ 
ŭɘŬɢŮɘɟɘɕɧɛŮɜɞ desktop. ɇɞ UAC ɛˊɞɟŮɑ ɜŬ ŬˊɞəɚŮɑůŮɘ Űɖɜ ŬɡŰɧɛŬŰɖ ŮɔəŬŰɎůŰŬůɖ ɛɖ 
ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ ŮűŬɟɛɞɔɩɜ əŬɘ ɜŬ ŬˊɞŰɟɏɣŮɘ ŬŰɡɢŮɑɠ ŬɚɚŬɔɏɠ ůŰɘɠ ɟɡɗɛɑůŮɘɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ. ȼ 
ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ UAC ɓɞɖɗɎ ůŰɖɜ ˊɟɧɚɖɣɖ Űɞɡ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ Ŭˊɧ Űɖɜ Ŭɚɚɞɑɤůɖ Űɤɜ 
ɟɡɗɛɑůŮɤɜ Űɞɡ ȼ/Ɉ əŬɘ Űɖɜ ˊɘɗŬɜɐ ˊɟɧůɓŬůɖ ůŮ ŭɑəŰɡŬ əŬɘ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ. ɇɞ UAC ɛˊɞɟŮɑ 
Ůˊɑůɖɠ ɜŬ ŬˊɞəɚŮɑůŮɘ Űɖɜ ŬɡŰɧɛŬŰɖ ŮɔəŬŰɎůŰŬůɖ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ ŮűŬɟɛɞɔɩɜ əŬɘ ɜŬ ŬˊɞŰɟɏɣŮɘ 
ŬŰɡɢŮɑɠ ŬɚɚŬɔɏɠ ůŰɘɠ ɟɡɗɛɑůŮɘɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ . 

2.1.3.4 ǡȏȎȋțȌȘȒȆ ǥȕȀȐȋȎȂȝȌ 

ȼ ȷˊɞɛɧɜɤůɖ ȺűŬɟɛɞɔɩɜ ůŰŬ Windows 11 ˊɟɞůŰŬŰŮɨŮɘ Űɞ ůɨůŰɖɛŬ ŭɖɛɘɞɡɟɔɩɜŰŬɠ ɏɜŬ 
ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ ɔɘŬ Űɖɜ ŮəŰɏɚŮůɖ ŮűŬɟɛɞɔɩɜ, ŬˊɞŰɟɏˊɞɜŰŬɠ Űɖ ŭɘɎŭɞůɖ əŬəɧɓɞɡɚɞɡ 
ɚɞɔɘůɛɘəɞɨ.ɀɏůɤ ŬɡŰɐɠ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ, ɞɘ ŮűŬɟɛɞɔɏɠ ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŮ ɏɜŬɜ Ŭˊɞɛɞɜɤɛɏɜɞ ɢɩɟɞ, 
ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŮˊɖɟŮɎůɞɡɜ ŬɟɜɖŰɘəɎ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ ɐ ɎɚɚŬ ŭŮŭɞɛɏɜŬ. 

 Win32 app isolation 

ȺɑɜŬɘ ɓŬůɘůɛɏɜɖ ůŰɞ AppContainer əŬɘ ˊɟɞůűɏɟŮɘ ŬɟəŮŰɏɠ ˊɟɧůɗŮŰŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ŬůűŬɚŮɑŬɠ 
ɔɘŬ ɜŬ ɓɞɖɗɐůŮɘ Űɖɜ ˊɚŬŰűɧɟɛŬ Űɤɜ Windows ɜŬ ŬɜŰɘɛŮŰɤˊɑůŮɘ ŮˊɘɗɏůŮɘɠ ˊɞɡ ŮəɛŮŰŬɚɚŮɨɞɜŰŬɘ 
ŮɡˊɎɗŮɘŮɠ ůŮ ŮűŬɟɛɞɔɏɠ ɐ ɓɘɓɚɘɞɗɐəŮɠ (dll). ȼ Ŭˊɞɛɧɜɤůɖ ŮűŬɟɛɞɔɩɜ Win32 ŬəɞɚɞɡɗŮɑ ɏɜŬ ŭɘˊɚɧ 
ɓɐɛŬ ŭɘŬŭɘəŬůɑŬɠ. ɆŰɞ ˊɟɩŰɞ ɓɐɛŬ, ɖ ŮűŬɟɛɞɔɐ Win32 ŮəəɘɜŮɑŰŬɘ ɤɠ ŭɘŮɟɔŬůɑŬ ɢŬɛɖɚɐɠ ŮɔəɡɟɧŰɖŰŬɠ 
ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ AppContainer, Űɞ ɞˊɞɑɞ ŬɜŬɔɜɤɟɑɕŮŰŬɘ ɤɠ ɧɟɘɞ ŬůűŬɚŮɑŬɠ Ŭˊɧ Űɖ Microsoft. ɋɠ 
Ůə ŰɞɨŰɞɡ, ɖ ŭɘŬŭɘəŬůɑŬ ˊŮɟɘɞɟɑɕŮŰŬɘ ůŮ ɏɜŬ ůɡɔəŮəɟɘɛɏɜɞ ůɨɜɞɚɞ API Űɤɜ Windows Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ 
əŬɘ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮɘůɎɔŮɘ əɩŭɘəŬ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ŭɘŮɟɔŬůɑŬ ɚŮɘŰɞɡɟɔŮɑ ůŮ ɡɣɖɚɧŰŮɟɞ ŮˊɑˊŮŭɞ 
ŮɔəɡɟɧŰɖŰŬɠ. ɆŰɞ ŭŮɨŰŮɟɞ ɓɐɛŬ, ŮˊɘɓɎɚɚŮŰŬɘ ɞ <<ŮɚɎɢɘůŰɞɠ ˊɟɞɜɞɛɘɞɨɢɞɠ>>( least privilege) ɛŮ Űɖ 
ɢɞɟɐɔɖůɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ˊɟɧůɓŬůɖɠ ůŮ ŬɜŰɘəŮɑɛŮɜŬ ŬůűɎɚŮɘŬɠ Űɤɜ Windows.  
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 Windows Sandbox 

ɇɞ Windows Sandbox ́ ŬɟɏɢŮɘ ɏɜŬ Ůɘəɞɜɘəɧ ́ ŮɟɘɓɎɚɚɞɜ ŮɟɔŬůɑŬɠ ɔɘŬ Űɖɜ ŬůűŬɚɐ ŮəŰɏɚŮůɖ 
ɛɖ ŬɝɘɧˊɘůŰɤɜ ŮűŬɟɛɞɔɩɜ Win32 ůŮ Ŭˊɞɛɧɜɤůɖ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɖɜ ɑŭɘŬ ŰŮɢɜɞɚɞɔɑŬ 
Ůɘəɞɜɘəɞˊɞɑɖůɖɠ ɓŬůɘůɛɏɜɖ ůŮ ɡɚɘəɧ Hyper-V ɢɤɟɑɠ űɧɓɞ ɛɧɜɘɛɤɜ ŮˊɘˊŰɩůŮɤɜ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ. 
ɃˊɞɘŬŭɐˊɞŰŮ ɛɖ ŬɝɘɧˊɘůŰɖ ŮűŬɟɛɞɔɐ Win32 ˊɞɡ ŮɔəŬɗɑůŰŬŰŬɘ ůŰɞ Windows Sandbox ́ ŬɟŬɛɏɜŮɘ 
ɛɧɜɞ ŮɜŰɧɠ Űɞɡ sandbox əŬɘ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮˊɖɟŮɎůŮɘ Űɞɜ ɡˊɞɚɞɔɘůŰɐ ˊɞɡ ŮɑɜŬɘ ɞ host. ɀɧɚɘɠ Űɞ 
Windows Sandbox əɚŮɑůŮɘ, ŰɑˊɞŰŬ ŭŮɜ ŭɘŬŰɖɟŮɑŰŬɘ ůŰɖ ůɡůəŮɡɐ. ȳɚɞ Űɞ ɚɞɔɘůɛɘəɧ ɛŮ ɧɚŬ ŰŬ ŬɟɢŮɑŬ 
əŬɘ Űɖɜ əŬŰɎůŰŬůɐ Űɞɡ ŭɘŬɔɟɎűŮŰŬɘ ɛɧɜɘɛŬ ɛŮŰɎ Űɞ əɚŮɑůɘɛɞ Űɖɠ ɛɖ ŬɝɘɧˊɘůŰɖɠ ŮűŬɟɛɞɔɐɠ Win32. 

App containers 

ȺəŰɧɠ Ŭˊɧ Űɞ Windows Sandbox ɔɘŬ ŮűŬɟɛɞɔɏɠ Win32, ɞɘ ŮűŬɟɛɞɔɏɠ Universal Windows 
Platform (UWP) Űɟɏɢɞɡɜ ůŮ ˊŬɟɎɗɡɟŬ ŮűŬɟɛɞɔɩɜ ɔɜɤůŰɎ ɤɠ app containers. ɇŬ app containers 
ɚŮɘŰɞɡɟɔɞɨɜ ɤɠ <<ɧɟɘŬ Ŭˊɞɛɧɜɤůɖɠ ŭɘŮɟɔŬůɘɩɜ əŬɘ ˊɧɟɤɜ>>( process and resource isolation 
boundaries), ŬɚɚɎ ŬɜŰɑɗŮŰŬ ɛŮ ŰŬ Docker containers, ŬɡŰɎ ŮɑɜŬɘ ŮɘŭɘəɎ containers ůɢŮŭɘŬůɛɏɜŬ ɔɘŬ ɜŬ 
ŮəŰŮɚɞɨɜ ŮűŬɟɛɞɔɏɠ Windows.Ƀɘ ŭɘŮɟɔŬůɑŮɠ ˊɞɡ Űɟɏɢɞɡɜ ůŮ app containers ɚŮɘŰɞɡɟɔɞɨɜ ůŮ ɢŬɛɖɚɧ 
ŮˊɑˊŮŭɞ ŬəŮɟŬɘɧŰɖŰŬɠ, ˊɟɎɔɛŬ ˊɞɡ ůɖɛŬɑɜŮɘ ɧŰɘ ɏɢɞɡɜ ˊŮɟɘɞɟɘůɛɏɜɖ ˊɟɧůɓŬůɖ ůŮ ˊɧɟɞɡɠ ˊɞɡ ŭŮɜ 
Ŭɜɐəɞɡɜ ůŮ ŬɡŰɞɨɠ.  

2.1.4 ǤȈȀȖȄǾȐȈȒȆ ǰȐțȒȁȀȒȆȑ ǳȀȔȓțȓȆȓȀȑ (Identity Access 

Management(IAM)) 

ɇɞ IAM ́ŬɟɏɢŮɘ ŬůűŬɚɐ ˊɟɧůɓŬůɖ ůŮ ŮŰŬɘɟɘəɞɨɠ ˊɧɟɞɡɠ, ɧˊɤɠ ɛɖɜɨɛŬŰŬ ɖɚŮəŰɟɞɜɘəɞɨ 
ŰŬɢɡŭɟɞɛŮɑɞɡ, ɓɎůŮɘɠ ŭŮŭɞɛɏɜɤɜ, ŭŮŭɞɛɏɜŬ əŬɘ ŮűŬɟɛɞɔɏɠ - ůŮ ŮˊŬɚɖɗŮɡɛɏɜŮɠ ɞɜŰɧŰɖŰŮɠ, ɘŭŬɜɘəɎ 
ɛŮ ŮɚɎɢɘůŰŮɠ ˊŬɟŮɛɓɞɚɏɠ. Ƀ ůŰɧɢɞɠ ŮɑɜŬɘ ɜŬ ŭɘŬɢŮɘɟɘůŰŮɑŰŮ Űɖɜ ˊɟɧůɓŬůɖ, ɏŰůɘ ɩůŰŮ ŰŬ əŬŰɎɚɚɖɚŬ 
ɎŰɞɛŬ ɜŬ ɛˊɞɟɞɨɜ ɜŬ əɎɜɞɡɜ Űɘɠ ŮɟɔŬůɑŮɠ Űɞɡɠ əŬɘ ɜŬ ɛɖɜ ŮˊɘŰɟɏˊŮŰŬɘ ɖ Ůɑůɞŭɞɠ ůŮ ŬəŬŰɎɚɚɖɚŬ 
ɎŰɞɛŬ, ɧˊɤɠ ɞɘ ŮɘůɓɞɚŮɑɠ. ȼ ŬɜɎɔəɖ ɔɘŬ ŬůűŬɚɐ ˊɟɧůɓŬůɖ ŮəŰŮɑɜŮŰŬɘ ˊɏɟŬ Ŭˊɧ Űɞɡɠ ɡˊŬɚɚɐɚɞɡɠ 
ˊɞɡ ŮɟɔɎɕɞɜŰŬɘ ůŮ ŮŰŬɘɟɘəɞɨɠ ɡˊɞɚɞɔɘůŰɏɠ.. ɇɞ IAM ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ əɎɗŮ ɎŰɞɛɞ ˊɞɡ ɗŬ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ 
ˊɟɧůɓŬůɖ ɏɢŮɘ Űɞ ůɤůŰɧ ŮˊɑˊŮŭɞ ˊɟɧůɓŬůɖɠ Űɖɜ əŬŰɎɚɚɖɚɖ ůŰɘɔɛɐ ůŰɞɜ ůɤůŰɧ ɡˊɞɚɞɔɘůŰɐ. 

2.1.4.1 ǥȌȄȐȂȎȏȎǾȆȒȆ passwordless sign-in 

ɀɏůŬ Ŭˊɧ ɛɑŬ ŬůűŬɚɐ ŭɘŬŭɘəŬůɑŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ, ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ ˊɑůɤ 
Ŭˊɧ Űɞ hardware əŬɘ software security, ˊɟɞůűɏɟɞɜŰŬɠ ůŰɞɡɠ ɢɟɐůŰŮɠ ŬůűŬɚɐ, ɢɤɟɑɠ əɤŭɘəɧ 
ˊɟɧůɓŬůɖɠ ůŰɘɠ ŮűŬɟɛɞɔɏɠ əŬɘ Űɘɠ ɡˊɖɟŮůɑŮɠ Űɞɡɠ. 

2.1.4.2 Windows Hello 

ɇɞ Windows Hello ɛˊɞɟŮɑ ɜŬ ŮˊɘŰɟɏɣŮɘ ůɨɜŭŮůɖ ɢɤɟɑɠ əɤŭɘəɧ ˊɟɧůɓŬůɖɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ 
ɓɘɞɛŮŰɟɘəɐ ɐ ŮˊŬɚɐɗŮɡůɖ ɛŮ PIN əŬɘ ˊŬɟɏɢŮɘ ŮɜůɤɛŬŰɤɛɏɜɖ ɡˊɞůŰɐɟɘɝɖ ɔɘŬ Űɞ ˊɟɧŰɡˊɞ ɓɘɞɛŮŰɟɘəɐɠ 
ŮˊŬɚɐɗŮɡůɖɠ FIDO2 ɢɤɟɑɠ əɤŭɘəɧ ˊɟɧůɓŬůɖɠ. ɋɠ ŬˊɞŰɏɚŮůɛŬ, ɞɘ ɢɟɐůŰŮɠ ŭŮɜ ɢɟŮɘɎɕŮŰŬɘ ˊɚɏɞɜ ɜŬ 
əɞɡɓŬɚɞɨɜ ŮɝɤŰŮɟɘəɧ hardware ɧˊɤɠ ɏɜŬ əɚŮɘŭɑ ŬůűŬɚŮɑŬɠ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ. ȼ ŬůűŬɚɐɠ ůɨɜŭŮůɖɠ 
ɛˊɞɟŮɑ ɜŬ ŬɜŰɘəŬŰŬůŰɐůŮɘ ɐ ɜŬ ůɡɛˊɚɖɟɩůŮɘ Űɞɡɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ ɛŮ ɏɜŬ ˊɘɞ ŬůűŬɚɏɠ ɛɞɜŰɏɚɞ 
ŮˊŬɚɐɗŮɡůɖɠ ɓŬůɘůɛɏɜɞ ůŮ PIN ɐ ɓɘɞɛŮŰɟɘəɎ ŭŮŭɞɛɏɜŬ ɧˊɤɠ ŬɜŬɔɜɩɟɘůɖ ˊɟɞůɩˊɞɡ ɐ 
ŬˊɞŰɡˊɩɛŬŰŬ ŭŬəŰɨɚɤɜ ˊɞɡ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ Ŭˊɧ Űɞ Trusted Platform Module 
(TPM).ɉɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬůɨɛɛŮŰɟŬ əɚŮɘŭɘɎ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ ůŰɞ Trusted Platform Module (TPM), Űɞ 
Windows Hello ́ ɟɞůŰŬŰŮɨŮɘ Űɖɜ ŮˊŬɚɐɗŮɡůɖ ŭŮůɛŮɨɞɜŰŬɠ ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ Ůɜɧɠ ɢɟɐůŰɖ ůŰɖ 
ůɡůəŮɡɐ Űɞɡɠ. ɇɞ Windows Hello ŮˊŬɚɖɗŮɨŮɘ Űɞɜ ɢɟɐůŰɖ ɛŮ ɓɎůɖ Űɖɜ ŬɜŰɘůŰɞɑɢɘůɖ PIN ɐ ɓɘɞɛŮŰɟɘəɩɜ 
ŭŮŭɞɛɏɜɤɜ əŬɘ ɛɧɜɞ ŰɧŰŮ ŮˊɘŰɟɏˊŮɘ Űɖ ɢɟɐůɖ əɟɡˊŰɞɔɟŬűɘəɩɜ əɚŮɘŭɘɩɜ ˊɞɡ ŮɑɜŬɘ ŭŮůɛŮɡɛɏɜŬ ůŮ 
ŬɡŰɧɜ Űɞɜ ɢɟɐůŰɖ ůŰɞ Trusted Platform Module (TPM).ɇɞ PIN əŬɘ ŰŬ ɓɘɞɛŮŰɟɘəɎ ŭŮŭɞɛɏɜŬ 
ˊŬɟŬɛɏɜɞɡɜ ůŰɖ ůɡůəŮɡɐ əŬɘ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞɗɖəŮɡŰɞɨɜ ɐ ɜŬ ŬˊɞəŰɖɗɞɨɜ ŮɝɤŰŮɟɘəɎ. Ⱥűɧůɞɜ 
ŰŬ ŭŮŭɞɛɏɜŬ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞəŰɖɗɞɨɜ Ŭˊɧ əŬɜɏɜŬɜ ɢɤɟɑɠ űɡůɘəɐ ˊɟɧůɓŬůɖ ůŰɖ ůɡůəŮɡɐ, ɞɘ 
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ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ Ŭˊɧ replay attacks, phishing, and spoofing, əŬɗɩɠ əŬɘ Ŭˊɧ Űɖɜ 
ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖ əŬɘ Űɘɠ ŭɘŬɟɟɞɏɠ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ . 

2.1.4.3 ǴȏȎȒȓǽȐȈȍȆ FIDO 

ɇɞ FIDO (Fast Identity Online) ŮɑɜŬɘ ɏɜŬ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ŬɜŬˊŰɨɢɗɖəŮ Ŭˊɧ Űɖɜ FIDO 
Alliance ɔɘŬ Űɖɜ ˊɟɞɩɗɖůɖ ŰŮɢɜɞɚɞɔɘɩɜ ˊɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɛŮɘɩɜɞɡɜ Űɖɜ ŮɝɎɟŰɖůɖ Ŭˊɧ əɤŭɘəɞɨɠ 
ˊɟɧůɓŬůɖɠ. ɀŮ ŰŬ ˊɟɧŰɡˊŬ CTAP2 əŬɘ WebAuthn, ˊɞɡ əŬɗɞɟɑůŰɖəŬɜ Ŭˊɧ Űɖ FIDO Alliance ůŮ 
ůɡɜŮɟɔŬůɑŬ ɛŮ Űɞ W3C, ŭɖɛɘɞɡɟɔɐɗɖəŮ ɏɜŬ ŬˊɞŭŮəŰɧ ˊɟɧŰɡˊɞ ɔɘŬ ŬůűŬɚɐ, ŬɜɗŮəŰɘəɐ ůŮ phishing, 
ɢɟɐůŰɘəɖ əŬɘ ˊɟɞůŰŬŰŮɡŰɘəɐ ŰŬɡŰɞˊɞɑɖůɖ ɢɟɖůŰɩɜ ůŰɞ ŭɘŬŭɑəŰɡɞ əŬɘ ůŰɘɠ ŮűŬɟɛɞɔɏɠ .  

2.1.4.4 Passkeys 

 ɇŬ Passkeys ŮɑɜŬɘ ɛɘŬ ɜɏŬ ŭɡɜŬŰɧŰɖŰŬ ɧˊɞɡ ɛɏůŬ Ŭˊɧ Űɖɜ ŬɜŰɘəŬŰɎůŰŬůɖ Űɤɜ əɤŭɘəɩɜ 
ˊɟɧůɓŬůɖɠ ɛŮ ɛɞɜŬŭɘəɎ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ "əɚŮɘŭɘɎ" ˊɞɡ ŬˊɞɗɖəŮɨɞɜŰŬɘ ŬůűŬɚɩɠ ůŰɖ ůɡůəŮɡɐ, 
ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖɜ ˊɘůŰɞˊɞɑɖůɖ ɛŮ ɢɟɐůɖ Űɞɡ Windows Hello, ŮɝɤŰŮɟɘəɞɨ ˊŬɟɧɢɞɡ ŬůűɎɚŮɘŬɠ ɐ 
űɞɟɖŰɐɠ ůɡůəŮɡɐɠ ŬɡɝɎɜɞɡɜ Űɖɜ ŬůűɎɚŮɘŬ ŮɜɎɜŰɘŬ ůŮ phishing ŮˊɘɗɏůŮɘɠ [20] . ɇɞ Microsoft 
Authenticator Ůˊɑůɖɠ ɓɞɖɗɎ ůŰɖ ŭɘŬŰɐɟɖůɖ ŬůűɎɚŮɘŬɠ əŬɘ ˊŬɟŬɔɤɔɘəɧŰɖŰŬɠ Űɤɜ ɢɟɖůŰɩɜ Űɤɜ 
Windows 11 ɛŮ ŮɜŬɚɚŬəŰɘəɏɠ ɛŮɗɧŭɞɡɠ ˊɘůŰɞˊɞɑɖůɖɠ əŬɘ ŮɡəɞɚɧŰŮɟɖ ˊɟɧůɓŬůɖ ůŮ ŭɘɎűɞɟɞɡɠ 
ɚɞɔŬɟɘŬůɛɞɨɠ əŬɗɩɠ ɢɟŮɘɎɕŮŰŬɘ əŬɘ űɡůɘəɐ əɚɞˊɐ Űɖɠ ůɡůəŮɡɐɠ ɧˊɞɡ ɏɢŮɘ ůɡɔɢɟɞɜɘůŰŮɑ Űɞ account 
ɔɘŬ ɜŬ ɔɑɜŮɘ ɖ ˊŬɟŬɓɑŬůɖ. 

2.1.4.5 ǰȐȎȆȂȋǼȌȆ ǰȐȎȒȓȀȒǾȀ ǤȈȀȏȈȒȓȄȔȓȆȐǾȘȌ 

ȼ Ʉɟɞɖɔɛɏɜɖ ɄɟɞůŰŬůɑŬ ȹɘŬˊɘůŰŮɡŰɖɟɑɤɜ ŮɑɜŬɘ ɛɘŬ ɚŮɘŰɞɡɟɔɑŬ ŬůűŬɚŮɑŬɠ ˊɞɡ ɗɤɟŬəɑɕŮɘ ŰŬ 
ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ ůɨɜŭŮůɖɠ Ŭˊɧ əŬəɧɓɞɡɚŮɠ ŮˊɘɗɏůŮɘɠ. ɉɟɖůɘɛɞˊɞɘŮɑ ŰŮɢɜɞɚɞɔɑŮɠ ɧˊɤɠ 
Ŭˊɞɛɧɜɤůɖ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ əŬɘ ŬɜɑɢɜŮɡůɖ ŬɜɤɛŬɚɘɩɜ ɔɘŬ ɜŬ ŬˊɞŰɟɏɣŮɘ Űɖɜ ɡˊɞəɚɞˊɐ ŰŬɡŰɧŰɖŰŬɠ. 
ȰŰůɘ, ŮɜɘůɢɨŮɘ Űɖɜ ŬůűɎɚŮɘŬ ůŮ ŮŰŬɘɟɘəɎ əŬɘ ˊɟɞůɤˊɘəɎ ˊŮɟɘɓɎɚɚɞɜŰŬ. 

Ⱥɜɘůɢɡɛɏɜɖ ɄɟɞůŰŬůɑŬ Ŭˊɧ Phishing ɛŮ Űɞ Microsoft Defender SmartScreen 

ɇɞ Microsoft Defender SmartScreen ́ ŮɟɘɚŬɛɓɎɜŮɘ ɓŮɚŰɘɤɛɏɜɖ ˊɟɞůŰŬůɑŬ Ŭˊɧ phishing 
ŮˊɘɗɏůŮɘɠ əŬɗɩɠ ˊɟɞɢɤɟɎŮɘ ůŰɖɜ ŬɡŰɧɛŬŰɖ ŬɜɑɢɜŮɡůɖ  ɧŰŬɜ ɞ əɤŭɘəɧɠ ˊɟɧůɓŬůɖɠ Űɞɡ ɢɟɐůŰɖ 
ŮɘůɎɔŮŰŬɘ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ŮűŬɟɛɞɔɐ ɐ ɘůŰɧŰɞˊɞ. ɇŬ Windows ůŰɖ ůɡɜɏɢŮɘŬ ŬɜŬɔɜɤɟɑɕɞɡɜ ŮɎɜ ɏɔɘɜŮ 
ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ ůɤůŰɎ əŬŰɎ Űɖɜ Ůɑůɞŭɞ ůŰɖɜ  ŮűŬɟɛɞɔɐ ɐ Űɞɜ ɘůŰɧŰɞˊɞ..  

Local Security Authority (LSA) protection 

ɇŬ Windows ɏɢɞɡɜ ŬɟəŮŰɏɠ əɟɑůɘɛŮɠ ŭɘŬŭɘəŬůɑŮɠ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ Ůɜɧɠ ɢɟɐůŰɖ. 
Ƀɘ ŭɘŬŭɘəŬůɑŮɠ ŮˊŬɚɐɗŮɡůɖɠ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ɇɞˊɘəɐ ȷɟɢɐ ȷůűɎɚŮɘŬɠ (LSA), ɖ ɞˊɞɑŬ ŮɑɜŬɘ 
ɡˊŮɨɗɡɜɖ ɔɘŬ Űɖɜ ˊɘůŰɞˊɞɑɖůɖ Űɤɜ ɢɟɖůŰɩɜ əŬɘ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Űɤɜ Ůɘůɧŭɤɜ ůŰŬ Windows. ȼ LSA 
ɢŮɘɟɑɕŮŰŬɘ ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ əŬɘ ŰŬ ŭɘəŬɘɩɛŬŰŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖ Ůɑůɞŭɞ ůŮ ɏɜŬ ɚɞɔŬɟɘŬůɛɧ 
Microsoft əŬɘ ɡˊɖɟŮůɑŮɠ Azure. ɆŰŬ Windows 11 ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜŬ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ. 

ūɟɞɡɟɧɠ ȹɘŬˊɘůŰŮɡŰɖɟɑɤɜ (Credential Guard) 

ȺɜŮɟɔɞˊɞɘɖɛɏɜɞ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ ůŰŬ Windows 11 Enterprise, Űɞ Credential Guard 
ɢɟɖůɘɛɞˊɞɘŮɑ ŬůűɎɚŮɘŬ ˊɞɡ ɓŬůɑɕŮŰŬɘ ůŮ Ůɘəɞɜɘəɞˊɞɑɖůɖ ɛŮ ɡˊɞůŰɐɟɘɝɖ ɡɚɘəɞɨ (VBS) ɔɘŬ Űɖɜ 
ˊɟɞůŰŬůɑŬ Ŭˊɧ Űɖɜ əɚɞˊɐ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ. ɀŮ Űɞ Credential Guard, ɖ ɇɞˊɘəɐ ȷɟɢɐ ȷůűɎɚŮɘŬɠ (LSA) 
ŬˊɞɗɖəŮɨŮɘ əŬɘ ˊɟɞůŰŬŰŮɨŮɘ ŰŬ ɛɡůŰɘəɎ Űɞɡ Active Directory (AD) ůŮ ɏɜŬ Ŭˊɞɛɞɜɤɛɏɜɞ ́ ŮɟɘɓɎɚɚɞɜ 
ˊɞɡ ŭŮɜ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛɞ ůŰɞɜ ɡˊɧɚɞɘˊɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. ȼ LSA ɢɟɖůɘɛɞˊɞɘŮɑ 
ŬˊɞɛŬəɟɡůɛɏɜŮɠ əɚɐůŮɘɠ ŭɘŬŭɘəŬůɑŬɠ ɔɘŬ ɜŬ ŮˊɘəɞɘɜɤɜɐůŮɘ ɛŮ Űɖɜ Ŭˊɞɛɞɜɤɛɏɜɖ LSA  ŭɘŬŭɘəŬůɑŬ.ɀŮ 
Űɖɜ ˊɟɞůŰŬůɑŬ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ LSA ɛŮ Űɖɜ ŬůűɎɚŮɘŬ ˊɞɡ ɓŬůɑɕŮŰŬɘ ůŮ Ůɘəɞɜɘəɞˊɞɑɖůɖ, Űɞ Credential 
Guard ́ɟɞůŰŬŰŮɨŮɘ ŰŬ ůɡůŰɐɛŬŰŬ Ŭˊɧ ŰŮɢɜɘəɏɠ ŮˊɑɗŮůɖɠ əɚɞˊɐɠ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ ɧˊɤɠ Űɞ Pass-the-
Hash ɐ Űɞ Pass-the-Ticket. 
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Remote Credential Guard 

ȸɞɖɗɎ ůŰɖɜ  ́ ɟɞůŰŬůɑŬ Űɤɜ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ ɛɏůɤ ɛɘŬɠ ůɨɜŭŮůɖɠ Remote Desktop 
ŬɜŬəŬŰŮɡɗɨɜɞɜŰŬɠ Űɘɠ ŬɘŰɐůŮɘɠ Kerberos ́ ɑůɤ ůŰɖ ůɡůəŮɡɐ ˊɞɡ ɕɖŰɎ Űɖ ůɨɜŭŮůɖ. ȳŰŬɜ Űɞ Remote 
Credential Guard ɟɡɗɛɑɕŮŰŬɘ əŬɘ ŮɜŮɟɔɞˊɞɘŮɑŰŬɘ ɔɘŬ ůɡɜŭɏůŮɘɠ Remote Desktop, ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ŭŮɜ 
ɛŮŰŬűɏɟɞɜŰŬɘ ˊɞŰɏ ɛɏůɤ Űɞɡ ŭɘəŰɨɞɡ ůŰɖ ůɡůəŮɡɐ-ůŰɧɢɞ. ȺɎɜ ɖ ůɡůəŮɡɐ-ůŰɧɢɞɠ ŮɑɜŬɘ 
ŭɘŬůűŬɚɘůɛɏɜɖ, ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ŭŮɜ ŮəŰɑɗŮɜŰŬɘ. 

ɄɞɚɘŰɘəɏɠ əɚŮɘŭɩɛŬŰɞɠ ɚɞɔŬɟɘŬůɛɩɜ 

ɆŰŬ  Windows 11 ɞɘ ́ ɞɚɘŰɘəɏɠ əɚŮɘŭɩɛŬŰɞɠ ɚɞɔŬɟɘŬůɛɞɨ ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɖ Ŭˊɧ 
ˊɟɞŮˊɘɚɞɔɐ. ȷɡŰɏɠ ɞɘ ˊɞɚɘŰɘəɏɠ ŬɜŰɘɛŮŰɤˊɑɕɞɡɜ ŮˊɘɗɏůŮɘɠ brute-force ɧɞ́ɡ ɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ 
ˊɟɞůˊŬɗɞɨɜ ɜŬ ŬˊɞəŰɐůɞɡɜ ˊɟɧůɓŬůɖ ůŮ ůɡůəŮɡɏɠ Windows ɛɏůɤ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ Remote 
Desktop Protocol (RDP). 

ȹɘŬɢŮɑɟɘůɖ əŬɘ ɏɚŮɔɢɞɠ ˊɟɧůɓŬůɖɠ 

Ƀ ɏɚŮɔɢɞɠ ˊɟɧůɓŬůɖɠ ůŰŬ Windows ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ əɞɘɜɧɢɟɖůŰɞɘ ˊɧɟɞɘ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɞɘ 
ůŮ ɢɟɐůŰŮɠ əŬɘ ɞɛɎŭŮɠ ŮəŰɧɠ Ŭˊɧ Űɞɜ owner Űɤɜ resources əŬɘ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ Ŭˊɧ ɛɖ 
ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ɢɟɐůɖ. Ƀɘ ŭɘŬɢŮɘɟɘůŰɏɠ IT ɛˊɞɟɞɨɜ ɜŬ ŭɘŬɢŮɘɟɘůŰɞɨɜ Űɖɜ ˊɟɧůɓŬůɖ Űɤɜ ɢɟɖůŰɩɜ, 
Űɤɜ ɞɛɎŭɤɜ əŬɘ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ ůŮ ŬɜŰɘəŮɑɛŮɜŬ əŬɘ resources ůŮ ɏɜŬ ŭɑəŰɡɞ ɐ ɡˊɞɚɞɔɘůŰɐ. ɀŮŰɎ 
Űɖɜ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ Ůɜɧɠ ɢɟɐůŰɖ, Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ Windows ɡɚɞˊɞɘŮɑ Űɞ ŭŮɨŰŮɟɞ ůŰɎŭɘɞ 
ˊɟɞůŰŬůɑŬɠ Űɤɜ resources ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŮɝɞɡůɘɞŭɧŰɖůɖɠ əŬɘ 
ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ ɔɘŬ ɜŬ əŬɗɞɟɑůŮɘ Ŭɜ ɏɜŬɠ ŬɡɗŮɜŰɘəɞˊɞɘɖɛɏɜɞɠ ɢɟɐůŰɖɠ ɏɢŮɘ Űɘɠ ůɤůŰɏɠ ɎŭŮɘŮɠ. Ƀɘ 
ɚɑůŰŮɠ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ (ACL) ˊŮɟɘɔɟɎűɞɡɜ ŰŬ ŭɘəŬɘɩɛŬŰŬ ɔɘŬ ɏɜŬ ůɡɔəŮəɟɘɛɏɜɞ 
ŬɜŰɘəŮɑɛŮɜɞ(object) əŬɘ ɛˊɞɟɞɨɜ Ůˊɑůɖɠ ɜŬ ˊŮɟɘɏɢɞɡɜ ɚɑůŰŮɠ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ ůɡůŰɐɛŬŰɞɠ 
(SACL). Ƀɘ SACL ́ Ŭɟɏɢɞɡɜ ɏɚŮɔɢɞ ůŮ ůɡɔəŮəɟɘɛɏɜŬ ůɡɛɓɎɜŰŬ ůŮ ŮˊɑˊŮŭɞ ůɡůŰɐɛŬŰɞɠ, ɧˊɤɠ ɧŰŬɜ 
ɏɜŬɠ ɢɟɐůŰɖɠ ˊɟɞůˊŬɗŮɑ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŮ ŬɜŰɘəŮɑɛŮɜŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ ŬɟɢŮɑɤɜ(access 
file system objects.).  

2.1.5 ǬǼȓȐȀ ȃȈȀȒȕǻȊȈȒȆȑ ȈȃȈȘȓȈȉțȓȆȓȀȑ 

ɇŬ Windows 11 ˊŮɟɘɚŬɛɓɎɜɞɡɜ ˊɟɞɖɔɛɏɜŬ ɛɏŰɟŬ ŭɘŬůűɎɚɘůɖɠ ɘŭɘɤŰɘəɧŰɖŰŬɠ, ɧˊɤɠ ɞ 
ɄɑɜŬəŬɠ Ⱥɚɏɔɢɞɡ ȷˊɞɟɟɐŰɞɡ, ˊɞɡ ŮˊɘŰɟɏˊŮɘ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ůɡɚɚɏɔɞɜŰŬɘ Ŭˊɧ 
ŮűŬɟɛɞɔɏɠ. ȼ ɚŮɘŰɞɡɟɔɑŬ ȷůűŬɚɏɠ DNS ˊɟɞůŰŬŰŮɨŮɘ Űɘɠ ŬɘŰɐůŮɘɠ ˊɚɞɐɔɖůɖɠ ɛɏůɤ 
əɟɡˊŰɞɔɟŬűɖɛɏɜɤɜ əŬɜŬɚɘɩɜ. Ⱥˊɘˊɚɏɞɜ, ˊɟɞůűɏɟɞɜŰŬɘ ŮɟɔŬɚŮɑŬ, ɧˊɤɠ ɖ ȹɘŬɢŮɑɟɘůɖ ȷŭŮɘɩɜ 
ɄɟɧůɓŬůɖɠ ȺűŬɟɛɞɔɩɜ, ɔɘŬ Űɞɜ ɏɚŮɔɢɞ Űɤɜ ŭɘəŬɘɤɛɎŰɤɜ ŮűŬɟɛɞɔɩɜ ůŮ ŭŮŭɞɛɏɜŬ əŬɘ ɚŮɘŰɞɡɟɔɑŮɠ 
Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

2.1.5.1 ǰǾȌȀȉȀȑ ȄȊǼȂȖȎȔ ȀȏȎȐȐǽȓȎȔ ȉȀȈ ȀȌȀȕȎȐǻ 

Ƀɘ ˊŮɚɎŰŮɠ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɜ Űɞɜ ˊɑɜŬəŬ Ůɚɏɔɢɞɡ ɘŭɘɤŰɘəɧŰɖŰŬɠ Űɖɠ Microsoft ɔɘŬ 
ɜŬ ˊɟɞɓɎɚɞɡɜ, ɜŬ ŮɝɎɔɞɡɜ əŬɘ ɜŬ ŭɘŬɔɟɎɣɞɡɜ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ Űɞɡɠ, ˊɟɞůűɏɟɞɜŰɎɠ Űɞɡɠ ˊŮɟŬɘŰɏɟɤ 
ŭɘŬűɎɜŮɘŬ əŬɘ ɏɚŮɔɢɞ. Ƀ ˊɑɜŬəŬɠ Ůɚɏɔɢɞɡ ŬˊɞɟɟɐŰɞɡ əŬɘ ɖ ŬɜŬűɞɟɎ ˊŬɟɏɢɞɡɜ ɛɘŬ əŮɜŰɟɘəɐ 
ŰɞˊɞɗŮůɑŬ ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɤɜ ɟɡɗɛɑůŮɤɜ ŬˊɞɟɟɐŰɞɡ əŬɘ Űɖɜ ˊɟɞɓɞɚɐ ɚŮˊŰɞɛŮɟŮɘɩɜ ůɢŮŰɘəɎ ɛŮ 
Űɞɜ Űɟɧˊɞ ůɡɚɚɞɔɐɠ, ɢɟɐůɖɠ əŬɘ ŬˊɞɗɐəŮɡůɖɠ Űɤɜ ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ, ŮɜɘůɢɨɞɜŰŬɠ Űɖ 
ŭɘŬűɎɜŮɘŬ əŬɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ ɢɟɐůŰɖ. 

2.1.5.2 ǤȈȀȕǻȌȄȈȀ ȉȀȈ ǼȊȄȂȖȎȈ ȀȏȎȐȐǽȓȎȔ 

ȺɛűŬɜŮɑɠ ŮɘəɞɜɑŭɘŬ ůŰɖ ɔɟŬɛɛɐ ŮɟɔŬɚŮɑɤɜ Űɞɡ ůɡůŰɐɛŬŰɞɠ ŮɛűŬɜɑɕɞɡɜ ůŰɞɡɠ ɢɟɐůŰŮɠ ɧŰŬɜ 
ˊɧɟɞɘ əŬɘ ŮűŬɟɛɞɔɏɠ ɧˊɤɠ ɛɘəɟɧűɤɜŬ əŬɘ ŰɞˊɞɗŮůɑŬ ŮɑɜŬɘ ůŮ ɢɟɐůɖ. ɀɘŬ ˊŮɟɘɔɟŬűɐ Űɖɠ ŮűŬɟɛɞɔɐɠ 
əŬɘ Űɖɠ ŭɟŬůŰɖɟɘɧŰɖŰɎɠ Űɖɠ ˊŬɟɞɡůɘɎɕŮŰŬɘ ůŮ ɏɜŬ Ŭˊɚɧ ŮɟɔŬɚŮɑɞ ůɡɛɓɞɡɚɩɜ ˊɞɡ ŮɛűŬɜɑɕŮŰŬɘ ɧŰŬɜ 
əɘɜŮɑŰŮ Űɞ ŭɟɞɛɏŬ ˊɎɜɤ Ŭˊɧ ɏɜŬ Ůɘəɞɜɑŭɘɞ. ȺɑɜŬɘ ůɖɛŬɜŰɘəɧ ůŮ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ɔɘŬŰɑ ɛˊɞɟŮɑ ɜŬ 
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ŬˊɞŰɟɏɣŮɘ Ŭˊɧ ŮˊɘɗɏůŮɘɠ man-in-the-middle [21]. ȼ ŭɘŬűɎɜŮɘŬ əŬɘ ɞɘ ɏɚŮɔɢɞɘ ŬˊɞɟɟɐŰɞɡ ŭɘŬůűŬɚɑɕɞɡɜ 
ɧŰɘ ɞɘ ɢɟɐůŰŮɠ ŮɜɖɛŮɟɩɜɞɜŰŬɘ ɔɘŬ Űɞɜ Űɟɧˊɞ ůɡɚɚɞɔɐɠ əŬɘ ɢɟɐůɖɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ Űɞɡɠ, Ůɜɩ Űɞɡɠ 
ˊŬɟɏɢɞɡɜ ŮɟɔŬɚŮɑŬ ɔɘŬ ɜŬ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ Űɘɠ ɟɡɗɛɑůŮɘɠ ŬˊɞɟɟɐŰɞɡ Űɞɡɠ əŬɘ ɜŬ ˊɟɞůŰŬŰŮɨɞɡɜ Űɘɠ 
ˊɟɞůɤˊɘəɏɠ Űɞɡɠ ˊɚɖɟɞűɞɟɑŮɠ. 

2.1.5.3 ǶȐǽȒȆ ȏțȐȘȌ ȀȏȎȐȐǽȓȎȔ 

ɀɏůɤ Űɤɜ ɅɡɗɛɑůŮɤɜ, ɖ ɜɏŬ ɚŮɘŰɞɡɟɔɑŬ ɘůŰɞɟɘəɞɨ ɢɟɐůɖɠ ŮűŬɟɛɞɔɩɜ ŭɑɜŮɘ ůŰɞɡɠ ɢɟɐůŰŮɠ 
ɏɜŬ ɘůŰɞɟɘəɧ ŮűŬɟɛɞɔɩɜ Ůˊɑ ŮˊŰɎ ɖɛɏɟŮɠ ɔɘŬ Űɖɜ ˊɟɧůɓŬůɖ ůŮ ˊɧɟɞɡɠ ɧˊɤɠ ɖ ŰɞˊɞɗŮůɑŬ, ɖ əɎɛŮɟŬ, 
Űɞ ɛɘəɟɧűɤɜɞ, ɞɘ ŰɖɚŮűɤɜɘəɏɠ əɚɐůŮɘɠ, ŰŬ ɛɖɜɨɛŬŰŬ, ɞɘ ŮˊŬűɏɠ, ɞɘ űɤŰɞɔɟŬűɑŮɠ, ŰŬ ɓɑɜŰŮɞ, ɖ ɛɞɡůɘəɐ 
ɓɘɓɚɘɞɗɐəɖ, ɞɘ ůŰɘɔɛɘɧŰɡˊŬ ɞɗɧɜɖɠ əŬɘ ɎɚɚŮɠ ŮűŬɟɛɞɔɏɠ. ȷɡŰɏɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ɓɞɖɗɞɨɜ ɜŬ əŬŰŬɚɎɓŮɘ 
ɞ ɢɟɐůŰɖɠ Ŭɜ ɛɘŬ ŮűŬɟɛɞɔɐ ɚŮɘŰɞɡɟɔŮɑ ɧˊɤɠ ŬɜŬɛɏɜŮŰŬɘ, ɏŰůɘ ɩůŰŮ ɜŬ ɛˊɞɟŮɑ ɜŬ ŬɚɚɎɝŮɘ Űɖɜ 
ˊɟɧůɓŬůɖ Űɖɠ ŮűŬɟɛɞɔɐɠ ůŮ ˊɧɟɞɡɠ ɧˊɤɠ Űɞ ŮˊɘɗɡɛŮɑ [21]. ȼ ɢɟɐůɖ ˊɧɟɤɜ ŬˊɞɟɟɐŰɞɡ ŬɜŬűɏɟŮŰŬɘ 
ůŰɖɜ əŬŰŬɜɎɚɤůɖ ůɡůŰɖɛɘəɩɜ ɐ ŭŮŭɞɛɏɜɤɜ ˊɧɟɤɜ Ŭˊɧ ɚŮɘŰɞɡɟɔɑŮɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ 
ˊɟɞůŰŬůɑŬ Űɖɠ ɘŭɘɤŰɘəɧŰɖŰŬɠ, ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɞɘ ůɢŮŰɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ ŮɑɜŬɘ ŭɘŬűŬɜŮɑɠ əŬɘ 
ŮɚŮɔɢɧɛŮɜŮɠ Ŭˊɧ Űɞɜ ɢɟɐůŰɖ. 

2.1.5.4 ǱȜȇȋȈȒȆ ȏȀȐȀȋǼȓȐȘȌ ȄȏȄȍȄȐȂȀȒǾȀȑ ȃȈȀȂȌȘȒȓȈȉȝȌ ȃȄȃȎȋǼȌȘȌ ȓȘȌ 

Windows 

ȼ ŭɘŬɛɧɟűɤůɖ Űɞɡ ŮˊŮɝŮɟɔŬůŰɐ ŭɘŬɔɜɤůŰɘəɩɜ ŭŮŭɞɛɏɜɤɜ Űɤɜ Windows ŮˊɘŰɟɏˊŮɘ ůŰɞ 
ɢɟɐůŰɖ ɜŬ ŮɑɜŬɘ ɞ ŮɚŮɔəŰɐɠ, ɧˊɤɠ ɞɟɑɕŮŰŬɘ Ŭˊɧ Űɞɜ ũŮɜɘəɧ ȾŬɜɞɜɘůɛɧ ɄɟɞůŰŬůɑŬɠ ȹŮŭɞɛɏɜɤɜ Űɖɠ 
ȺɡɟɤˊŬɥəɐɠ Ȱɜɤůɖɠ, ɔɘŬ ŰŬ ŭɘŬɔɜɤůŰɘəɎ ŭŮŭɞɛɏɜŬ Űɤɜ Windows ́ ɞɡ ůɡɚɚɏɔɞɜŰŬɘ Ŭˊɧ ůɡůəŮɡɏɠ 
Windows ́ ɞɡ ˊɚɖɟɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŭɘŬɛɧɟűɤůɖɠ. 

2.2 ǥȌȒȘȋȀȓȘȋǼȌȄȑ ȓȄȖȌȎȊȎȂǾȄȑ ȀȒȕȀȊȄǾȀȑ ȓȘȌ Windows Server 

2025 

ɇŬ Windows Server 2025 ŮɘůɎɔɞɡɜ ˊɟɞɖɔɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůűŬɚŮɑŬɠ ˊɞɡ ˊɟɞůűɏɟɞɡɜ 
ɓŮɚŰɘɤɛɏɜɖ ˊɟɞůŰŬůɑŬ ůŮ ůɢɏůɖ ɛŮ ˊŬɚŬɘɧŰŮɟŬ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ. ɄŮɟɘɚŬɛɓɎɜŮɘ ˊɞɚɡŮˊɑˊŮŭɖ 
ŬůűɎɚŮɘŬ ɛŮ ɜɏŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ůŰɞ Active Directory (AD), ɧˊɤɠ ɓŮɚŰɘɤɛɏɜŬ ˊɟɤŰɧəɞɚɚŬ, 
əɟɡˊŰɞɔɟɎűɖůɖ əŬɘ ɓŮɚŰɘɤɛɏɜŬ ɛɏŰɟŬ ŬůűɎɚŮɘŬɠ. Ƀɘ ɡˊɖɟŮůɑŮɠ ŬɟɢŮɑɤɜ əŬɘ Űɞ SMB (Server 
Message Block) ɏɢɞɡɜ ŮɜůɤɛŬŰɤɛɏɜŮɠ ŬɡɝɖɛɏɜŮɠ ŬůűŬɚŮɑɠ ŭɘŬŭɘəŬůɑŮɠ, ɧˊɤɠ SMB over QUIC ɔɘŬ 
ŬůűŬɚɐ ˊɟɧůɓŬůɖ ůŮ ŬɟɢŮɑŬ ɛɏůɤ Űɞɡ ŭɘŬŭɘəŰɨɞɡ. Ƀɘ ɢɟɐůŰŮɠ ɛˊɞɟɞɨɜ ɜŬ ŮˊɤűŮɚɖɗɞɨɜ Ŭˊɧ 
ɓŮɚŰɘɩůŮɘɠ ˊɞɡ Ůɜɘůɢɨɞɡɜ Űɖɜ ˊɟɞůŰŬůɑŬ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ, Űɖ ŭɘŬɢŮɑɟɘůɖ ŮɜɖɛŮɟɩůŮɤɜ əŬɘ Űɖ ɔŮɜɘəɐ 
ŬəŮɟŬɘɧŰɖŰŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ. ɆŰɘɠ ˊŬɟŬəɎŰɤ ŮɜɧŰɖŰŮɠ ɗŬ ŬɜŬɚɡɗɞɨɜ ɚŮˊŰɞɛŮɟɩɠ ɞɘ ɜɏŮɠ 
ŭɡɜŬŰɧŰɖŰŮɠ əŬɘ ŰŬ ɞűɏɚɖ Űɞɡɠ ɛŮ ŬɜŬűɞɟɏɠ əɡɟɑɤɠ ůŰŬ ɓɘɓɚɑŬ Űɞɡ Alexander Oni əŬɘ ůŮ ɛɘŬ 
ŮəˊŬɑŭŮɡůɖ Űɖɠ Microsoft [30],[31]. 

2.2.1 ǡȒȕǻȊȄȈȀ ǴȏȆȐȄȒȈȝȌ ǳȎȋǼȀ Active Directory 

ȼ ȷůűɎɚŮɘŬ ɈˊɖɟŮůɘɩɜ ɇɞɛɏŬ Active Directory (Active Directory Domain Services - AD DS) 
ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ ůŮɘɟɎ ˊɟŬəŰɘəɩɜ əŬɘ ŰŮɢɜɞɚɞɔɘɩɜ ˊɞɡ ŭɘŬůűŬɚɑɕɞɡɜ Űɖɜ ˊɟɞůŰŬůɑŬ Űɖɠ ɡˊɞŭɞɛɐɠ 
ŭɘəŰɨɞɡ əŬɘ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɞ Active Directory. 

ȹɡɜŬŰɧŰɖŰŬ ɛŮɔɏɗɞɡɠ ůŮɚɑŭŬɠ ɓɎůɖɠ ŭŮŭɞɛɏɜɤɜ ɏɤɠ 32.000 bytes. 

ɆŰɞ Active directory ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɛɘŬ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ (Database Page Size [24] ɛŮ 
ŰŮɢɜɞɚɞɔɑŬ Extensible Storage Engine [25]) ˊɞɡ Ŭˊɧ Űɞ 2000 ŮɑɢŮ ɛɏɔŮɗɞɠ 8.000 bytes, ɛŮ ŰŬ 
Windows Serve 2025 ŮˊŮəŰŮɑɜɞɜŰŬɘ ůŰŬ 32.000 bytes ́ ɟɞůűɏɟɞɜŰŬɠ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ŬˊɞɗɐəŮɡůɖɠ 
ˊɞɚɚɩɜ attributes(ŮɔɔɟŬűɩɜ)  ůŮ ůɢɏůɖ ɛŮ ˊɟɞɖɔɞɨɛŮɜŮɠ ŮəŭɧůŮɘɠ. ȷɡŰɐ ɖ ŭɡɜŬŰɧŰɖŰŬ ŬɡɝɎɜŮɘ Űɖɜ 
ŬůűɎɚŮɘŬ əŬɗɩɠ ɛɏɢɟɘ ˊɟɘɜ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɏˊɟŮˊŮ ɜŬ ɡˊŮɟɓɞɨɛŮ ŰŬ 8.000 bytes ́ɖɔŬɑɜŬɛŮ ůŰɖɜ 
ɚɨůɖ Űɤɜ ˊɞɚɚɩɜ active directories ɧˊɞɡ ŮˊɘəɞɘɜɤɜɞɨůŬɜ ɛŮŰŬɝɨ Űɞɡɠ, ŭɖɛɘɞɡɟɔɩɜŰŬɠ ůɖɛŬɜŰɘəɎ 
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ˊɟɞɓɚɐɛŬŰŬ əŬɗɩɠ ŬɡɝŬɜɧŰŬɜ ɖ ŮˊɘűɎɜŮɘŬ ɧˊɞɡ ɛˊɞɟɞɨůŮ ɏɜŬ ŮˊɘŰɘɗɏɛŮɜɞɠ ɜŬ ŮɘůɏɚɗŮɘ ŬɚɚɎ əŬɘ 
ɡˊɐɟɢŮ ɛŮɔɎɚɖ ůˊŬŰɎɚɖ ŭɡɜɎɛŮɤɜ ɔɘŬ ɜŬ ɛˊɞɟɏůŮɘɠ ɜŬ ŬůűŬɚɑůŮɘɠ əŬɘ ŰŬ ˊɞɚɚŬˊɚɎ directories. 

 ȸŮɚŰɘɤɛɏɜɞɘ Ŭɚɔɧɟɘɗɛɞɘ ɔɘŬ Name/Sid Lookups 

Ƀɘ ŬɜŬɕɖŰɐůŮɘɠ ɔɘŬ Name/SID ˊɚɏɞɜ ɢɟɖůɘɛɞˊɞɘɞɨɜ ˊɘɞ ůɨɔɢɟɞɜŮɠ ɛŮɗɧŭɞɡɠ, ɧˊɤɠ Űɞ 
Kerberos əŬɘ Űɞɜ DC Locator Ŭɚɔɧɟɘɗɛɞ, ŬɜŰɑ ɔɘŬ Űɞ ˊŬɚɘɧ Netlogon. ũɘŬ ɚɧɔɞɡɠ ůɡɛɓŬŰɧŰɖŰŬɠ ɛŮ 
ˊŬɚŬɘɧŰŮɟŬ ůɡůŰɐɛŬŰŬ, ɡˊɎɟɢŮɘ ŬəɧɛŬ ɖ ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ Űɞɡ Netlogon Ŭɜ ɢɟŮɘŬůŰŮɑ[22],[23].ɆŰɞɜ 
ˊɑɜŬəŬ 1 ŭɑɜɞɜŰŬɘ ɞɘ ɞɟɘůɛɞɑ. . 

ɄɑɜŬəŬɠ 1:ȹɘŮɡəɟɘɜɘůŰɘəɞɑ ɞɟɘůɛɞɑ 

Name/Sid Lookups    ɆŰɞ Active Directory, əɎɗŮ ɢɟɐůŰɖɠ ɐ ŬɜŰɘəŮɑɛŮɜɞ ɏɢŮɘ ɏɜŬ ɛɞɜŬŭɘəɧ 
ɧɜɞɛŬ (Name) əŬɘ ɏɜŬɜ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ ŬůűŬɚŮɑŬɠ (Security 
Identifier - SID). ȷɡŰɏɠ ɞɘ ŬɜŬɕɖŰɐůŮɘɠ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɜŬ 
ŬɜŰɘůŰɞɘɢɘůŰŮɑ Űɞ ɧɜɞɛŬ Ůɜɧɠ ɢɟɐůŰɖ ɐ Ůɜɧɠ ŬɜŰɘəŮɘɛɏɜɞɡ ɛŮ Űɞ ŬɜŰɑůŰɞɘɢɞ 
SID ɐ Űɞ ŬɜŰɑůŰɟɞűɞ. 

Local Security 
Authority (LSA) 

ȼ LSA ŮɑɜŬɘ ɏɜŬ ɡˊɞůɨůŰɖɛŬ Űɤɜ Windows ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɘɠ 
ˊɞɚɘŰɘəɏɠ ŬůűŬɚŮɑŬɠ əŬɘ ŭɘŬŰɖɟŮɑ ˊɚɖɟɞűɞɟɑŮɠ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ Űɞɡɠ 
ɢɟɐůŰŮɠ. 

Netlogon Secure 
Channel 

ȺɑɜŬɘ ɏɜŬ ˊŬɚɘɧŰŮɟɞ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨůŮ Űɞ Active 
Directory ɔɘŬ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ ɡˊɞɚɞɔɘůŰɩɜ. ȳɛɤɠ, ŬɡŰɧ 
ɗŮɤɟŮɑŰŬɘ ˊɚɏɞɜ ɝŮˊŮɟŬůɛɏɜɞ. 

Kerberos 
authentication 

ȰɜŬ ŬůűŬɚɏɠ ůɨůŰɖɛŬ Ůɚɏɔɢɞɡ ŰŬɡŰɧŰɖŰŬɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ 
ŭɘŬůűŬɚɘůŰŮɑ ɧŰɘ ɞɘ ɢɟɐůŰŮɠ ɐ ɞɘ ɡˊɞɚɞɔɘůŰɏɠ ŮɑɜŬɘ ŬɡŰɞɑ ˊɞɡ ɚɏɜŮ ɧŰɘ 
ŮɑɜŬɘ. 

DC Locator algorithm ȰɜŬɠ ɛɖɢŬɜɘůɛɧɠ ˊɞɡ ɓɞɖɗɎ Űɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ ɜŬ ɓɟɞɡɜ Űɞɜ 
ˊɚɖůɘɏůŰŮɟɞ Domain Controller (ŮɚŮɔəŰɐ ŰɞɛɏŬ). 

ȸŮɚŰɘɤɛɏɜɖ ŬůűɎɚŮɘŬ ɔɘŬ confidential attributes 

Ʉɚɏɞɜ, ɞɘ ŬɜŬɕɖŰɐůŮɘɠ əŬɘ ŰɟɞˊɞˊɞɘɐůŮɘɠ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ 
ŮˊɘŰɟɏˊɞɜŰŬɘ ɛɧɜɞ ɧŰŬɜ ɖ ůɨɜŭŮůɖ LDAP  (ɓɚɏˊŮ ɄɑɜŬəŬ 2) ŮɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜɖ, ŬɡɝɎɜɞɜŰŬɠ ɏŰůɘ 
Űɖɜ ŬůűɎɚŮɘŬ. 

ɄɑɜŬəŬɠ 2:Confidential attributes & LDAP 

Confidential 
attributes 

ɄɟɧəŮɘŰŬɘ ɔɘŬ ŭŮŭɞɛɏɜŬ ůŰɞ Active Directory ˊɞɡ ɗŮɤɟɞɨɜŰŬɘ ŮɡŬɑůɗɖŰŬ, ɧˊɤɠ 
ɞɘ əɤŭɘəɞɑ ˊɟɧůɓŬůɖɠ ɐ ɎɚɚŬ ˊɟɞůɤˊɘəɎ ŭŮŭɞɛɏɜŬ. 

LDAP 
(Lightweight 
Directory  

ȰɜŬ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ˊɟɧůɓŬůɖ əŬɘ ŭɘŬɢŮɑɟɘůɖ 
ˊɚɖɟɞűɞɟɘɩɜ ůŮ əŬŰŬɚɧɔɞɡɠ ɧˊɤɠ Űɞ Active Directory. 

 

ȸŮɚŰɘɤɛɏɜɖ ŬůűɎɚŮɘŬ ɔɘŬ Űɞɡɠ default machine account passwords 

Ƀɘ ɡˊɞɚɞɔɘůŰɏɠ ˊɞɡ ˊɟɞůŰɑɗŮɜŰŬɘ ůŰɞ Active Directory ˊɚɏɞɜ ɚŬɛɓɎɜɞɡɜ ŰɡɢŬɑŬ 
ŭɖɛɘɞɡɟɔɖɛɏɜɞɡɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ, ŬɡɝɎɜɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ. ɈˊɎɟɢŮɘ Ůˊɑůɖɠ 
ɛɘŬ ɟɨɗɛɘůɖ GPO ́ɞɡ ŮˊɘŰɟɏˊŮɘ ůŰɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ ɜŬ Ůɛˊɞŭɑůɞɡɜ Űɖ ɢɟɐůɖ Űɞɡ default 
password(ɓɚɏˊŮ ˊɑɜŬəŬ 3). 
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ɄɑɜŬəŬɠ 3:Default password & GPO 

Default machine account 
password 

ȺɑɜŬɘ ɞ ˊɟɞəŬɗɞɟɘůɛɏɜɞɠ əɤŭɘəɧɠ ˊɞɡ ŬˊɞŭɑŭŮŰŬɘ ůŮ 
ɡˊɞɚɞɔɘůŰɏɠ ɧŰŬɜ ˊɟɞůŰɑɗŮɜŰŬɘ ůŮ ɏɜŬɜ ŰɞɛɏŬ (domain). 

GPO (Group Policy Object) ȺɑɜŬɘ ɏɜŬ ůɨɜɞɚɞ ɟɡɗɛɑůŮɤɜ ˊɞɡ ŮˊɘŰɟɏˊɞɡɜ ůŰɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ 
ɜŬ Ůɚɏɔɢɞɡɜ Űɞ ˊŮɟɘɓɎɚɚɞɜ ŮɟɔŬůɑŬɠ Űɤɜ ɢɟɖůŰɩɜ əŬɘ Űɤɜ 
ɡˊɞɚɞɔɘůŰɩɜ ůŮ ɏɜŬ ŭɑəŰɡɞ. 

ɈˊɞůŰɐɟɘɝɖ Kerberos PKINIT ɔɘŬ cryptographic agility 

ȼ ɡˊɞůŰɐɟɘɝɖ Űɞɡ Kerberos PKINIT(ɓɚɏˊŮ ɄɑɜŬəŬ 4) ɏɢŮɘ ɓŮɚŰɘɤɗŮɑ, ɩůŰŮ ɜŬ ŮˊɘŰɟɏˊŮɘ Űɖ 
ɢɟɐůɖ ˊŮɟɘůůɧŰŮɟɤɜ əɟɡˊŰɞɔɟŬűɘəɩɜ Ŭɚɔɞɟɑɗɛɤɜ, əŬɗɘůŰɩɜŰŬɠ Űɞ ůɨůŰɖɛŬ ˊɘɞ ŮɡɏɚɘəŰɞ əŬɘ 
ŬůűŬɚɏɠ. 

ɄɑɜŬəŬɠ 4:PKINIT & Cryptographic agility 

Kerberos 
PKINIT 

ȰɜŬ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ŮˊɘŰɟɏˊŮɘ Űɖɜ ɢɟɐůɖ Űɖɠ ŭɖɛɧůɘŬɠ əɟɡˊŰɞɔɟŬűɑŬɠ ɔɘŬ 
Űɞɜ Ŭɟɢɘəɧ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ ůŰɞ ůɨůŰɖɛŬ Kerberos. 

Cryptographic 
agility 

ȼ ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ ŭɘŬűɞɟŮŰɘəɩɜ əɟɡˊŰɞɔɟŬűɘəɩɜ Ŭɚɔɞɟɑɗɛɤɜ ŬɜɎɚɞɔŬ ɛŮ 
Űɘɠ ŬˊŬɘŰɐůŮɘɠ. 

LAN Manager GPO setting 

ȷɡŰɐ ɖ ˊŬɚɘɎ ɟɨɗɛɘůɖ GPO ɏɢŮɘ əŬŰŬɟɔɖɗŮɑ ůŰɘɠ ɜŮɧŰŮɟŮɠ ŮəŭɧůŮɘɠ Űɤɜ Windows, 
ɓŮɚŰɘɩɜɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ. 

ɄɑɜŬəŬɠ 5:LAN Manager hash 

LAN Manager hash ȰɜŬɠ ˊŬɚɘɧɠ əŬɘ ˊɚɏɞɜ ɛɖ ŬůűŬɚɐɠ Űɟɧˊɞɠ ŬˊɞɗɐəŮɡůɖɠ əɤŭɘəɩɜ 
ˊɟɧůɓŬůɖɠ. 

LDAP əɟɡˊŰɞɔɟɎűɖůɖ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ 

ȳɚŮɠ ɞɘ ůɡɜŭɏůŮɘɠ LDAP ˊɚɏɞɜ əɟɡˊŰɞɔɟŬűɞɨɜŰŬɘ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ ɛŮŰɎ Ŭˊɧ ɛɘŬ ŮˊɘŰɡɢɐ 
ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ, ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɖ ŮˊɘəɞɘɜɤɜɑŬ ŮɑɜŬɘ ˊɟɞůŰŬŰŮɡɛɏɜɖ. 

ɄɑɜŬəŬɠ 6: SASL 

SASL (Simple 
Authentication and 
Security Layer) 

ȰɜŬ ˊɚŬɑůɘɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ˊɟɞůɗɐəɖ ɛɖɢŬɜɘůɛɩɜ 
Ůɚɏɔɢɞɡ ŰŬɡŰɧŰɖŰŬɠ ůŮ ˊɟɤŰɧəɞɚɚŬ ɧˊɤɠ Űɞ LDAP. 

ɈˊɞůŰɐɟɘɝɖ LDAP ɔɘŬ TLS 1.3 

ɇɞ Active Directory ɡˊɞůŰɖɟɑɕŮɘ ˊɚɏɞɜ Űɞ TLS 1.3(ɓɚŮˊŮ ˊɑɜŬəŬ 7) ɔɘŬ Űɘɠ LDAP ůɡɜŭɏůŮɘɠ, 
ɓŮɚŰɘɩɜɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ ŮɝŬɚŮɑűɞɜŰŬɠ ˊŬɚŬɘɞɨɠ Ŭɚɔɞɟɑɗɛɞɡɠ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ˊɚɏɞɜ ŬůűŬɚŮɑɠ. 

ɄɑɜŬəŬɠ 7:TLS 1.3 

TLS 1.3 ȼ ŰŮɚŮɡŰŬɑŬ ɏəŭɞůɖ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ ŬůűŬɚŮɑŬɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ 
əɟɡˊŰɞɔɟɎűɖůɖ ŭŮŭɞɛɏɜɤɜ ůŮ ɏɜŬ ŭɑəŰɡɞ. 
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 2.2.2 AȊȊȀȂǽ ȉȘȃȈȉȎȜ ȏȐțȒȁȀȒȆȑ Legacy SAM RPC 

Ƀɘ ˊŬɚɘɏɠ ɛɏɗɞŭɞɘ ŬɚɚŬɔɐɠ əɤŭɘəɞɨ ɛɏůɤ SAM RPC(ɓɚˊŮˊŮ ˊɑɜŬəŬ 8) ɏɢɞɡɜ ŬˊɞəɚŮɘůŰŮɑ 
Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ ɔɘŬ ŬˊɞɛŬəɟɡůɛɏɜŮɠ əɚɐůŮɘɠ, Ůɜɩ ɞɘ ˊɘɞ ůɨɔɢɟɞɜŮɠ əŬɘ ŬůűŬɚŮɑɠ ɛɏɗɞŭɞɘ ŮɑɜŬɘ 
ŮɜŮɟɔɞˊɞɘɖɛɏɜŮɠ. 

ɄɑɜŬəŬɠ 8:SAM RPC 

SAM RPC ȰɜŬ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ŬɚɚŬɔɐ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ůŰɞ 
Active Directory. 

2.2.3 ǴȏȎȒȓǽȐȈȍȆ NUMA 

ɇɞ Active Directory ŮəɛŮŰŬɚɚŮɨŮŰŬɘ ˊɚɏɞɜ ŬɡŰɐ Űɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞɡɠ 
ŮˊŮɝŮɟɔŬůŰɏɠ Ŭˊɧ ɧɚŮɠ Űɘɠ ŭɘŬɗɏůɘɛŮɠ ɞɛɎŭŮɠ, ɛŮ ŬˊɞŰɏɚŮůɛŬ əŬɚɨŰŮɟɖ Ŭˊɧŭɞůɖ. handshake. ũɘŬ 
ˊŮɟɘůůɧŰŮɟŮɠ ́ ɚɖɟɞűɞɟɑŮɠ, ŭŮɑŰŮ ŰŬ "Protocols in TLS/SSL (Schannel SSP)" əŬɘ "TLS Cipher Suites 
in Windows Server 2022." 

ɄɑɜŬəŬɠ 9:NUMA 

NUMA (Non-uniform 
Memory Access): 

ɀɘŬ ŬɟɢɘŰŮəŰɞɜɘəɐ ɡˊɞɚɞɔɘůŰɩɜ ˊɞɡ ŮˊɘŰɟɏˊŮɘ ůŰŬ ŭŮŭɞɛɏɜŬ ɜŬ ɏɢɞɡɜ 
ŰŬɢɨŰŮɟɖ ˊɟɧůɓŬůɖ ůŰɖ ɛɜɐɛɖ. 

2.2.4 ǡȒȕǻȊȄȈȀ ȓȎȔ ǰȐȘȓȎȉțȊȊȎȔ Server Message Block (SMB) 

ɁɏŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ůŰŬ Windows Server 2025: Ȱɢɞɡɜ ˊɟɞůŰŮɗŮɑ ɜɏŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ˊɞɡ 
ɓŮɚŰɘɩɜɞɡɜ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ Űɖɜ Ŭˊɧŭɞůɖ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ SMB(ɓɚɏˊŮ ˊɑɜŬəŬ 10), ɧˊɤɠ ɖ 
ŭɡɜŬŰɧŰɖŰŬ ŬˊŮɜŮɟɔɞˊɞɑɖůɖɠ Űɞɡ QUIC, Űɞɡ signing, əŬɘ Űɖɠ əɟɡˊŰɞɔɟɎűɖůɖɠ. 

ɄɑɜŬəŬɠ 10:SMB 

SMB ɇɞ SMB ŮɑɜŬɘ ɏɜŬ Ŭˊɧ ŰŬ ˊɘɞ ŭɘŬŭŮŭɞɛɏɜŬ ˊɟɤŰɧəɞɚɚŬ ŭɘəŰɨɤůɖɠ ˊɞɡ ŮˊɘŰɟɏˊŮɘ Űɖɜ 
əɞɘɜɐ ɢɟɐůɖ ŬɟɢŮɑɤɜ əŬɘ Ɏɚɚɤɜ ˊɧɟɤɜ ɛŮŰŬɝɨ ůɡůəŮɡɩɜ ůŮ ɏɜŬ ŭɑəŰɡɞ. ɇɞ ˊɟɤŰɧəɞɚɚɞ 
SMB ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ əɡɟɑɤɠ ůŮ ŭɑəŰɡŬ Windows ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ ŬɟɢŮɑɤɜ, ŮəŰɡˊɤŰɩɜ 
əŬɘ Ɏɚɚɤɜ əɞɘɜɧɢɟɖůŰɤɜ ˊɧɟɤɜ. 

ȺɜŮɟɔɞˊɞɑɖůɖ Űɞɡ SMB over QUIC 

ɇɞ QUIC ŮɑɜŬɘ ɏɜŬ ˊɟɤŰɧəɞɚɚɞ ɛŮŰŬűɞɟɎɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ˊŬɟɞɢɐ ŰŬɢɨŰŮɟɤɜ 
əŬɘ ŬůűŬɚɩɜ ůɡɜŭɏůŮɤɜ ŭɘəŰɨɞɡ ɛɏůɤ UDP, ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖ ɛŮŰɎŭɞůɖ ŭŮŭɞɛɏɜɤɜ ɛŮ ɢŬɛɖɚɧŰŮɟɖ 
əŬɗɡůŰɏɟɖůɖ. ɇɞ "SMB over QUIC" ŮɑɜŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ QUIC ɔɘŬ ůɡɜŭɏůŮɘɠ 
SMB. 

Auditing SMB Signing əŬɘ Encryption 

Ƀɘ ŭɘŬɢŮɘɟɘůŰɏɠ ɛˊɞɟɞɨɜ ɜŬ ŮɜŮɟɔɞˊɞɘɐůɞɡɜ Űɞɜ ɏɚŮɔɢɞ (auditing) ɔɘŬ ɜŬ ˊŬɟŬəɞɚɞɡɗɐůɞɡɜ 
ŮɎɜ ɏɜŬɠ server ɐ client ɡˊɞůŰɖɟɑɕŮɘ Űɞ SMB signing(ɓɚɏˊŮ ˊɑɜŬəŬ 11) əŬɘ Űɖɜ əɟɡˊŰɞɔɟɎűɖůɖ. ȷɡŰɧ 
ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ɛɏůɤ Group Policy ɐ PowerShell. 

ɄɑɜŬəŬɠ 11:SMB Signing & SMB Enncryption 

SMB Signing ȺɑɜŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ɛŮ Űɖɜ ɞˊɞɑŬ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ɛŮŰŬűɏɟɞɜŰŬɘ ɛɏůɤ SMB 
ɡˊɞɔɟɎűɞɜŰŬɘ ɣɖűɘŬəɎ ɔɘŬ ɜŬ ŭɘŬůűŬɚɘůŰŮɑ ɧŰɘ ŭŮɜ ɏɢɞɡɜ ŬɚɚɞɘɤɗŮɑ. 
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SMB 
Encryption 

ȺɑɜŬɘ ɖ ŭɘŬŭɘəŬůɑŬ əɟɡˊŰɞɔɟɎűɖůɖɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ɛŮŰŬűɏɟɞɜŰŬɘ ɛɏůɤ 
SMB ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡɠ Ŭˊɧ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ. 

 ȾŬŰŬɔɟŬűɐ ůɡɛɓɎɜŰɤɜ ɔɘŬ SMB over QUIC Auditing 

Ƀɘ ŮɜɏɟɔŮɘŮɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞ SMB over QUIC əŬŰŬɔɟɎűɞɜŰŬɘ ůŰŬ Windows Event Logs, 
ɛŮ ůɡɔəŮəɟɘɛɏɜŬ Event IDs, ˊɟɞůűɏɟɞɜŰŬɠ ůŰɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ ɛɘŬ əŬɚɨŰŮɟɖ ŮɘəɧɜŬ Űɖɠ 
ŭɟŬůŰɖɟɘɧŰɖŰŬɠ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ ůŰɞ ŭɑəŰɡɧ Űɞɡɠ[22],[23]. 

ɈˊɞůŰɐɟɘɝɖ ŮɜŬɚɚŬəŰɘəɩɜ ports ɔɘŬ Űɞ SMB over QUIC 

TCP/445 əŬɘ UDP/443 Ports: ɄŬɟŬŭɞůɘŬəɎ, Űɞ SMB ɢɟɖůɘɛɞˊɞɘɞɨůŮ Űɖɜ ɗɨɟŬ TCP/445. 
ɇɩɟŬ, ɛŮ Űɖɜ ɡˊɞůŰɐɟɘɝɖ Űɞɡ QUIC, Űɞ SMB ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖ ɗɨɟŬ UDP/443, ˊŬɟɏɢɞɜŰŬɠ 
ˊŮɟɘůůɧŰŮɟŮɠ Ůˊɘɚɞɔɏɠ ůɡɜŭŮůɘɛɧŰɖŰŬɠ əŬɘ ɛŮɔŬɚɨŰŮɟɖ ŬůűɎɚŮɘŬ[22],[23]. 

ȰɚŮɔɢɞɠ ˊɟɧůɓŬůɖɠ Űɞɡ SMB over QUIC əŬɘ ŮɜɖɛŮɟɤɛɏɜɞɘ əŬɜɧɜŮɠ firewall 

Client Access Control: ɇɞ SMB over QUIC ŮɘůɎɔŮɘ ɛɖɢŬɜɘůɛɞɨɠ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ 
ˊŮɚŬŰɩɜ, ˊɟɞůűɏɟɞɜŰŬɠ ŬůűŬɚɐ ˊɟɧůɓŬůɖ ůŮ ŬɟɢŮɑŬ ɛɏůɤ ŬɜŬɝɘɧˊɘůŰɤɜ ŭɘəŰɨɤɜ. 

Firewall Rules: Ƀɘ əŬɜɧɜŮɠ ɔɘŬ Űɞ SMB ɏɢɞɡɜ ŬɜŬɓŬɗɛɘůŰŮɑ, ɛŮ ŬˊɞŰɏɚŮůɛŬ Űɞ SMB share ɜŬ 
ɢɟɖůɘɛɞˊɞɘŮɑ ˊɚɏɞɜ Űɖɜ ɞɛɎŭŬ "File and Printer Sharing (Restrictive)" ˊɞɡ ŭŮɜ ŮˊɘŰɟɏˊŮɘ Űɖɜ 
ˊɟɧůɓŬůɖ ůŮ ˊŬɚɘɏɠ NetBIOS ɗɨɟŮɠ (137-139). 

ɈˊɞɢɟŮɤŰɘəɐ əɟɡˊŰɞɔɟɎűɖůɖ SMB (Build 25997) 

ȷˊɧ Űɖɜ ɏəŭɞůɖ build 25997, ɖ əɟɡˊŰɞɔɟɎűɖůɖ SMB ŮɑɜŬɘ ɡˊɞɢɟŮɤŰɘəɐ ɔɘŬ ɧɚŮɠ Űɘɠ 
ŮɝŮɟɢɧɛŮɜŮɠ ůɡɜŭɏůŮɘɠ. ȷɡŰɧ ůɖɛŬɑɜŮɘ ɧŰɘ ɞɘ ˊŮɚɎŰŮɠ ɗŬ ɛˊɞɟɞɨɜ ɜŬ ůɡɜŭŮɗɞɨɜ ɛɧɜɞ ůŮ servers ˊɞɡ 
ɡˊɞůŰɖɟɑɕɞɡɜ SMB 3.x əŬɘ əɟɡˊŰɞɔɟɎűɖůɖ. 

SMB Authentication Rate Limiter 

ȷɡŰɧ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ ˊŮɟɘɞɟɑɕŮɘ Űɞɜ Ŭɟɘɗɛɧ Űɤɜ ˊɟɞůˊŬɗŮɘɩɜ ˊɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɛˊɞɟŮɑ 
ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɖɗŮɑ ůŮ ɏɜŬ ůɡɔəŮəɟɘɛɏɜɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ɞŭɖɔɩɜŰŬɠ  ůŰɖɜ ŬˊɞŰɟɞˊɐ Űɤɜ brute-
force ŮˊɘɗɏůŮɤɜ. 

 ɈˊɞůŰɐɟɘɝɖ NTLM Blocking 

Ƀɘ ˊɘɞ ˊɟɧůűŬŰŮɠ ŮəŭɧůŮɘɠ Űɞɡ SMB ɡˊɞůŰɖɟɑɕɞɡɜ Űɞɜ ŬˊɞəɚŮɘůɛɧ Űɞɡ NTLM(ɓɚɏˊŮ ˊɑɜŬəŬ 
12) ɔɘŬ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ůɡɜŭɏůŮɘɠ, ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɏŰůɘ ɧŰɘ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ˊɘɞ ŬůűŬɚŮɑɠ ɛɏɗɞŭɞɘ 
Ůɚɏɔɢɞɡ ŰŬɡŰɧŰɖŰŬɠ, ɧˊɤɠ Űɞ Kerberos. 

ɄɑɜŬəŬɠ 12:NTLM 

NTLM ȰɜŬ ˊŬɚɘɧŰŮɟɞ ˊɟɤŰɧəɞɚɚɞ Ůɚɏɔɢɞɡ ŰŬɡŰɧŰɖŰŬɠ ˊɞɡ ɗŮɤɟŮɑŰŬɘ ˊɚɏɞɜ ɚɘɔɧŰŮɟɞ 
ŬůűŬɚɏɠ ůŮ ůɢɏůɖ ɛŮ Űɞ Kerberos. 

ȹɘŬɢŮɑɟɘůɖ SMB Dialects (Build 25951) 

ȺɑɜŬɘ ŭɘŬűɞɟŮŰɘəɏɠ ŮəŭɧůŮɘɠ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ SMB. Ƀɘ ŭɘŬɢŮɘɟɘůŰɏɠ ɛˊɞɟɞɨɜ ˊɚɏɞɜ ɜŬ 
Ůɚɏɔɢɞɡɜ ˊɞɘŬ SMB 2 əŬɘ SMB 3 dialects ɡˊɞůŰɖɟɑɕŮɘ ɞ server, ˊŬɟɏɢɞɜŰŬɠ ɛŮɔŬɚɨŰŮɟɞ ɏɚŮɔɢɞ ůŰɖ 
ůɡɜŭŮůɘɛɧŰɖŰŬ əŬɘ Űɖɜ ŬůűɎɚŮɘŬ. 

ɈˊɞɢɟŮɤŰɘəɧ SMB Signing (Build 25931) 

 ɇɞ SMB Signing ŮɑɜŬɘ ˊɚɏɞɜ ɡˊɞɢɟŮɤŰɘəɧ ɔɘŬ ɧɚŮɠ Űɘɠ ŮɝŮɟɢɧɛŮɜŮɠ ůɡɜŭɏůŮɘɠ, ŬɡɝɎɜɞɜŰŬɠ 
ɏŰůɘ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ůɡɜŭɏůŮɤɜ. 
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ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Remote Mailslot Protocol (Build 25314) 

ȰɜŬ ˊŬɚɘɧŰŮɟɞ ˊɟɤŰɧəɞɚɚɞ ɔɘŬ ŮˊɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ ɡˊɞɚɞɔɘůŰɩɜ ˊɞɡ ɗŮɤɟŮɑŰŬɘ ˊɚɏɞɜ 
ɝŮˊŮɟŬůɛɏɜɞ əŬɘ ɚɘɔɧŰŮɟɞ ŬůűŬɚɏɠ. ȷɡŰɧ Űɞ ˊɟɤŰɧəɞɚɚɞ ŮɑɜŬɘ ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ. 

SMB Compression əŬɘ ɈˊɞůŰɐɟɘɝɖ LZ4 

ȼ ůɡɛˊɑŮůɖ SMB ŮˊɘŰɟɏˊŮɘ Űɖ ɛŮɑɤůɖ Űɞɡ ɧɔəɞɡ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ɛŮŰŬűɏɟɞɜŰŬɘ ɛɏůɤ 
ŭɘəŰɨɞɡ. ɄɟɞůŰɑɗŮŰŬɘ ɡˊɞůŰɐɟɘɝɖ ɔɘŬ Űɞɜ Ŭɚɔɧɟɘɗɛɞ LZ4, ˊɞɡ ŮɑɜŬɘ ɏɜŬɠ Ŭɚɔɧɟɘɗɛɞɠ ůɡɛˊɑŮůɖɠ 
ɡɣɖɚɐɠ Ŭˊɧŭɞůɖɠ, Ůˊɘˊɚɏɞɜ Űɤɜ ɡˊŬɟɢɧɜŰɤɜ Ŭɚɔɞɟɑɗɛɤɜ (XPRESS, XPRESS Huffman, LZNT1, 
PATTERN_V1) [22],[23]. 

2.2.5 ǴȏȎȒȓǽȐȈȍȆ Block Cloning 

ȷˊɧ ŰŬ Windows 11 24H2 əŬɘ Windows Server 2025, ɖ ɡˊɞůŰɐɟɘɝɖ Űɞɡ Block Cloning ůŰɞ 
Dev Drive (ɓɚŮˊŮ ˊɑɜŬəŬ 13) ˊɟɞůűɏɟŮɘ ůɖɛŬɜŰɘəɏɠ ɓŮɚŰɘɩůŮɘɠ ůŰɖɜ ŰŬɢɨŰɖŰŬ ŬɜŰɘɔɟŬűɐɠ ŬɟɢŮɑɤɜ 
əŬɘ ůŰɖɜ ŬˊɞŭɞŰɘəɧŰɖŰŬ Űɞɡ ŬˊɞɗɖəŮɡŰɘəɞɨ ɢɩɟɞɡ. 

ɄɑɜŬəŬɠ 13:Block Cloning & ReFS 

Block 
Cloning 

ɇɞ Block Cloning ŮˊɘŰɟɏˊŮɘ ůŰɞ ůɨůŰɖɛŬ ŬɟɢŮɑɤɜ ɜŬ ŬɜŰɘɔɟɎűŮɘ ŰɛɐɛŬŰŬ 
ŭŮŭɞɛɏɜɤɜ (bytes) Ůɜɧɠ ŬɟɢŮɑɞɡ ɤɠ ɛɘŬ űɗɖɜɐ ɛŮŰŬ-ŭŮŭɞɛɏɜɖ ɚŮɘŰɞɡɟɔɑŬ, ŬɜŰɑ 
ɜŬ ŮəŰŮɚŮɑ Ŭəɟɘɓɏɠ ɚŮɘŰɞɡɟɔɑŮɠ ŬɜɎɔɜɤůɖɠ əŬɘ ŮɔɔɟŬűɐɠ ŭŮŭɞɛɏɜɤɜ ůŰɞɜ űɡůɘəɧ 
ŭɑůəɞ. ȷɡŰɧ ɓŮɚŰɘɩɜŮɘ Űɖɜ ŰŬɢɨŰɖŰŬ ŬɜŰɘɔɟŬűɐɠ əŬɘ Űɖɜ Ŭˊɧŭɞůɖ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ ŬˊɞɗɐəŮɡůɖɠ. 

Dev Drive əŬɘ 
ReFS 
(Resilient 
File System) 

ȼ Dev Drive ŮɑɜŬɘ ɛɘŬ ɚɨůɖ ŬˊɞɗɐəŮɡůɖɠ ɔɘŬ ˊɟɞɔɟŬɛɛŬŰɘůŰɏɠ ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ReFS ůɨůŰɖɛŬ ŬɟɢŮɑɤɜ, ůɢŮŭɘŬůɛɏɜɞ ɔɘŬ ɓŮɚŰɘɤɛɏɜɖ Ŭˊɧŭɞůɖ 
əŬɘ ŬɝɘɞˊɘůŰɑŬ. ɀŮ Űɖɜ ˊɟɞůɗɐəɖ Űɞɡ Block Cloning, ɞɘ ɛŮŰŬűɞɟɏɠ ŬɟɢŮɑɤɜ ůŮ 
ɏɜŬ Dev Drive ŮɑɜŬɘ ŰŬɢɨŰŮɟŮɠ əŬɘ ˊɘɞ ŬˊɞŭɞŰɘəɏɠ. 

2.2.6 ǰȄȐȈȎȖǼȑ ǡȒȕȀȊȄǾȀȑ ȏȎȔ ǢȀȒǾȅȎȌȓȀȈ ȒȓȆȌ ǥȈȉȎȌȈȉȎȏȎǾȆȒȆ (VBS 

Enclaves) 

  

ɄɑɜŬəŬɠ 14:VBS & VBS Enclaves 

Virtualization-
based Security 
(VBS) 

ȼ ŰŮɢɜɞɚɞɔɑŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ŭɡɜŬŰɧŰɖŰŮɠ Ůɘəɞɜɘəɞˊɞɑɖůɖɠ ɔɘŬ ɜŬ 
ŭɖɛɘɞɡɟɔɐůŮɘ ɛɘŬ Ŭˊɞɛɞɜɤɛɏɜɖ ˊŮɟɘɞɢɐ ŮəŰɏɚŮůɖɠ (enclave) ůŰɞ ŮůɤŰŮɟɘəɧ 
Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ, ˊɟɞůűɏɟɞɜŰŬɠ ɏɜŬ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ ɔɘŬ Űɖɜ 
ŮəŰɏɚŮůɖ ŮűŬɟɛɞɔɩɜ. 

VBS Enclaves ȺɑɜŬɘ ɏɜŬ ɚɞɔɘůɛɘəɧ-ɓŬůɘůɛɏɜɞ ˊŮɟɘɓɎɚɚɞɜ ŬɝɘɧˊɘůŰɖɠ ŮəŰɏɚŮůɖɠ (TEE) ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ VBS ɔɘŬ ɜŬ ŬˊɞɛɞɜɩůŮɘ ŰŬ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ ɛɘŬɠ 
ŮűŬɟɛɞɔɐɠ ůŮ ɛɘŬ ŬůűŬɚɐ ˊŮɟɘɞɢɐ ɛɜɐɛɖɠ. 

Ƀɘ ŮűŬɟɛɞɔɏɠ ɛˊɞɟɞɨɜ ɜŬ ˊɟɞůŰŬŰŮɨůɞɡɜ əŬɚɨŰŮɟŬ ŰŬ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ Űɞɡɠ, 
ŬˊɞɛɞɜɩɜɞɜŰŬɠ ŰŬ Ŭˊɧ Űɞ ɡˊɧɚɞɘˊɞ ůɨůŰɖɛŬ əŬɘ ŮɚŬɢɘůŰɞˊɞɘɩɜŰŬɠ Űɖɜ ŬɜɎɔəɖ ŮɛˊɘůŰɞůɨɜɖɠ Űɤɜ 
ŭɘŬɢŮɘɟɘůŰɩɜ ůɡůŰɐɛŬŰɞɠ. 
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2.2.7 ǰȐȎȒȓȀȒǾȀ ǪȊȄȈȃȈȝȌ ȋȄ ǶȐǽȒȆ ǥȈȉȎȌȈȉȎȏȎǾȆȒȆȑ (VBS Key 

Protection) 

ȼ VBS ́ŬɟɏɢŮɘ ɏɜŬɜ Űɟɧˊɞ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ əɟɡˊŰɞɔɟŬűɘəɩɜ əɚŮɘŭɘɩɜ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ 
Ůɘəɞɜɘəɞˊɞɑɖůɖ, ŮɝŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ŰŬ əɚŮɘŭɘɎ ˊŬɟŬɛɏɜɞɡɜ ŬˊɞɛɞɜɤɛɏɜŬ ůŮ ɏɜŬ ŬůűŬɚɏɠ 
ˊŮɟɘɓɎɚɚɞɜ.ɀŮ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ VBS, ŰŬ əɟɡˊŰɞɔɟŬűɘəɎ əɚŮɘŭɘɎ ŬˊɞɗɖəŮɨɞɜŰŬɘ əŬɘ 
ˊɟɞůŰŬŰŮɨɞɜŰŬɘ ůŮ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ, ɛŮɘɩɜɞɜŰŬɠ Űɞɜ əɑɜŭɡɜɞ ŮˊɘɗɏůŮɤɜ. 

2.2.8 ǤȔȌȀȓțȓȆȓȄȑ ȓȆȑ ǫȜȒȆȑ ǳȎȏȈȉȎȜ ǪȘȃȈȉȎȜ ǤȈȀȖȄȈȐȈȒȓǽ ȓȘȌ Windows 

(LAPS) 

ȼ ŬɡŰɧɛŬŰɖ ŭɘŬɢŮɑɟɘůɖ ɚɞɔŬɟɘŬůɛɩɜ ŬˊɞŰŮɚŮɑ ɛɘŬ ɜɏŬ ŭɡɜŬŰɧŰɖŰŬ ˊɞɡ ŮˊɘŰɟɏˊŮɘ ůŰɞɡɠ 
ŭɘŬɢŮɘɟɘůŰɏɠ ɜŬ ŭɖɛɘɞɡɟɔɞɨɜ Űɞˊɘəɞɨɠ ɚɞɔŬɟɘŬůɛɞɨɠ ɛŮ ŰɡɢŬɑŬ ɞɜɧɛŬŰŬ əŬɘ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ, 
ŮɜɘůɢɨɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ. ɄŬɟɎɚɚɖɚŬ, ɖ ɚŮɘŰɞɡɟɔɑŬ ŬɜɑɢɜŮɡůɖɠ image rollback 
ˊɟɞůűɏɟŮɘ ɏɜŬ Ůˊɘˊɚɏɞɜ ŮˊɑˊŮŭɞ ˊɟɞůŰŬůɑŬɠ. ȺɎɜ ɏɜŬɠ ɡˊɞɚɞɔɘůŰɐɠ ŮˊŬɜɏɚɗŮɘ ůŮ ˊɟɞɖɔɞɨɛŮɜɖ 
əŬŰɎůŰŬůɖ, Űɞ LAPS (ŭŮɑŰŮ ˊɑɜŬəŬ 15) ɛˊɞɟŮɑ ɜŬ ŬɜɘɢɜŮɨůŮɘ ŬůɡɛűɤɜɑŮɠ ɛŮŰŬɝɨ Űɤɜ əɤŭɘəɩɜ 
ˊɟɧůɓŬůɖɠ ˊɞɡ ŮɑɜŬɘ ŬˊɞɗɖəŮɡɛɏɜɞɘ ůŰɞ Active Directory əŬɘ ŬɡŰɩɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ŰɞˊɘəɎ 
ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ. ȷɡŰɏɠ ɞɘ ŭɡɜŬŰɧŰɖŰŮɠ Ůɜɘůɢɨɞɡɜ Űɖ ŭɘŬɢŮɑɟɘůɖ əŬɘ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ, 
ŬˊɞŰɟɏˊɞɜŰŬɠ ˊɘɗŬɜɏɠ ˊŬɟŬɓɘɎůŮɘɠ. 

ɄɑɜŬəŬɠ 15:LAPS 

LAPS H ɚɨůɖ ˊɞɡ ŮˊɘŰɟɏˊŮɘ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɤɜ Űɞˊɘəɩɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ Űɤɜ 
ŭɘŬɢŮɘɟɘůŰɩɜ ůŮ ɡˊɞɚɞɔɘůŰɏɠ ˊɞɡ Ŭɜɐəɞɡɜ ůŮ ɏɜŬ domain. 

2.2.9 ǤȈȀȖȄǾȐȈȒȆ ǰȐȎȌȎȋȈȀȉǽȑ ǰȐțȒȁȀȒȆȑ 

ɆŰɞɜ Windows Server 2025 ɏɢɞɡɛŮ Ůɜɑůɢɡůɖ Űɖɠ ŭɘŬɢŮɑɟɘůɖɠ Űɖɠ ˊɟɧůɓŬůɖɠ ɛŮ ůəɞˊɧ ɜŬ 
ŭɡůəɞɚɏɣŮɘ Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ ŮɚŬɢɘůŰɞˊɞɘɩɜŰŬɠ Űɞɜ ɢɟɧɜɞ ˊɞɡ ɞɘ ɢɟɐůŰŮɠ ɏɢɞɡɜ ˊɟɧůɓŬůɖ ůŰŬ 
ůɡůŰɐɛŬŰŬ ɛŮ ŬɡɝɖɛɏɜŬ ŭɘəŬɘɩɛŬŰŬ. ȷɡŰɧ ŮˊɘŰɡɔɢɎɜŮŰŬɘ ɛŮ Űɘɠ ɜɏŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ɧˊɤɠ Űɞ Just-in-Time 
(JIT) əŬɘ Just-Enough Administration (JEA).H ŮɜůɤɛɎŰɤůɖ Űɞɡɠ ɛŮ Űɞ Active Directory ŮɜɘůɢɨŮɘ Űɖɜ 
ŬůűɎɚŮɘŬ ůŮ ŮˊɑˊŮŭɞ account protection əŬɗɩɠ ŭɡůəɞɚŮɨŮɘ ˊɎɟŬ ˊɞɚɨ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɜŬ ŰɟɏɝŮɘ 
brute force ɐ privilege escalations ŮˊɘɗɏůŮɘɠ. 

2.2.10 ǰȐȎȒȓȀȒǾȀ ǤȈȀȏȈȒȓȄȔȓȆȐǾȘȌ 

ũɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ, ɞ Windows Server 2025 ŮɘůɎɔŮɘ ˊɟɞɖɔɛɏɜŬ ɛɏŰɟŬ 
ɧˊɤɠ Űɞ Credential Guard əŬɘ Űɞ Remote Credential Guard. ȷɡŰɏɠ ɞɘ ŰŮɢɜɞɚɞɔɑŮɠ Ŭˊɞɛɞɜɩɜɞɡɜ əŬɘ 
ˊɟɞůŰŬŰŮɨɞɡɜ ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬůűɎɚŮɘŬ ɓŬůɘůɛɏɜɖ ůŰɖɜ Ůɘəɞɜɘəɞˊɞɑɖůɖ 
(virtualization), ŬˊɞŰɟɏˊɞɜŰŬɠ Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ Ŭˊɧ Űɖɜ əɚɞˊɐ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ Ŭəɧɛɖ əŬɘ Ŭɜ 
ŬˊɞəŰɐůɞɡɜ ˊɟɧůɓŬůɖ ůŰɞ ůɨůŰɖɛŬ. ȼ ˊɟɞůŰŬůɑŬ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ ŮɜɘůɢɨŮŰŬɘ ɛŮ Űɖ ɢɟɐůɖ 
Windows Hello for Business, Űɞ ɞˊɞɑɞ ŬɜŰɘəŬɗɘůŰɎ Űɞɡɠ ˊŬɟŬŭɞůɘŬəɞɨɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ ɛŮ 
ɓɘɞɛŮŰɟɘəɎ ůŰɞɘɢŮɑŬ ɐ PIN, ˊɟɞůűɏɟɞɜŰŬɠ ɘůɢɡɟɧŰŮɟɖ ŬůűɎɚŮɘŬ əŬɘ ŮɡəɞɚɑŬ ɢɟɐůɖɠ. 

 

 



 

 ͓͖͓͎͔͈̐͌͘͡Ш̙͈͖͚͎͙ͩ͋͘ ̍ ͓͉͖͙͌͑ͪ͐͘ШΞΜΞΠ  

ǪȄȕǻȊȀȈȎ 3Ȏ:ǥȌǾȒȖȔȒȆ ȓȆȑ ȀȒȕǻȊȄȈȀȑ ȄȌțȑ Windows 11 OS 

ɆŰɞ əŮűɎɚŬɘɞ ŬɡŰɧ ɗŬ ŭɞɨɛŮ ˊɤɠ ɛˊɞɟɞɨɛŮ ɜŬ ŬůűŬɚɑůɞɡɛŮ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ Windows11 
workstations ɛŮ ůəɞˊɧ ɜŬ ŬɡɝɐůɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ ɛɧɜɞ ɛŮ Űɘɠ ŮɜůɤɛŬŰɤɛɏɜŮɠ ɚŮɘŰɞɡɟɔɑŮɠ 
Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ əŬɗɩɠ əŬɘ ŮɝɖɔɐůɞɡɛŮ əɎˊɞɘŬ ůɖɛŬɜŰɘəɎ əɞɛɛɎŰɘŬ ˊɎɜɤ ůŮ ŬɡŰɎ. 
ɄɟŬəŰɘəɎ ɗŬ ŭɞɨɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ Windows 11 OS Ŭˊɧ Űɖɜ ˊɚŮɡɟɎ ɛɘŬɠ Blue team (ɓɚɏˊŮ ˊɑɜŬəŬ 
16). 

ɄɑɜŬəŬɠ 16:Blue Team 

Blue 
team[26] 

H ɞɛɎŭŬ ŬɡŰɐ ŬˊɞŰŮɚŮɑŰŬɘ Ŭˊɧ ůɡɛɓɞɨɚɞɡɠ ŬɜŰŬˊɧəɟɘůɖɠ ůŮ ˊŮɟɘůŰŬŰɘəɎ əŬɘ 
ˊŬɟɏɢɞɡɜ əŬɗɞŭɐɔɖůɖ ůŰɖɜ ɞɛɎŭŬ ŬůűɎɚŮɘŬɠ IT ůɢŮŰɘəɎ ɛŮ Űɞ ˊɞɨ əŬɘ ˊɤɠ ɗŬ 
ɔɑɜɞɡɜ ɓŮɚŰɘɩůŮɘɠ ɔɘŬ ɜŬ ůŰŬɛŬŰɐůɞɡɜ ŮɝŮɚɘɔɛɏɜɞɡɠ Űɨˊɞɡɠ əɡɓŮɟɜɞŮˊɘɗɏůŮɤɜ əŬɘ 
ŬˊŮɘɚɩɜ. ɀˊɞɟŮɑ əŬɘ ɜŬ ɢɟŮɘŬůŰŮɑ ɜŬ ɏɢŮɘ ŬɡŰɐ ɧɚɖ Űɖɜ Ůɡɗɨɜɖ Űɤɜ ɡɚɞˊɞɘɐůŮɤɜ əŬɘ 
ˊŬɟŬɛŮŰɟɞˊɞɘɐůŮɤɜ. Ɇəɞˊɧɠ ŮɑɜŬɘ ɖ ɎɛɡɜŬ ůŮ ˊɟŬɔɛŬŰɘəɧ ůŮɜɎɟɘɞ ŬɚɚɎ əŬɘ ůŮ 
Ůɘəɞɜɘəɧ ŮɜɎɜŰɘŬ ůŮ ɛɘŬ red team (ɗŬ Űɞ ŭɞɨɛŮ ˊŬɟŬəɎŰɤ). 

 

3.1  ǡȒȕǻȊȄȈȀ ǫȄȈȓȎȔȐȂȈȉȎȜ ǲȔȒȓǽȋȀȓȎȑ 

ɆŰɞ ɡˊɧəŮűɎɚŬɘɞ ŬɡŰɧ ɗŬ ŭɞɨɛŮ ŰŮɢɜɘəɏɠ ˊɞɡ ŭɘŬůűŬɚɑɕɞɡɜ Űɖ ůŰŬɗŮɟɧŰɖŰŬ əŬɘ Űɖɜ 
ˊɟɞůŰŬůɑŬ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ Ŭˊɧ ŬˊŮɘɚɏɠ, Ůɜɘůɢɨɞɡɜ Űɖɜ ŬůűɎɚŮɘŬ ůŰɞ ŮˊɑˊŮŭɞ Űɞɡ 
ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ əŬɘ ɛˊɞɟɞɨɜ ɜŬ ŮˊŬɜŬűɏɟɞɡɜ Űɞ ůɨůŰɖɛŬ ɛŬɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɡˊɎɟɝŮɘ 
əŬŰŬůŰɟɞűɐ ɐ Ŭɚɚɞɑɤůɖ ŭŮŭɞɛɏɜɤɜ. 

3.1.1 ǤȈȀȖȄǾȐȈȒȆ ǰȈȒȓȎȏȎȈȆȓȈȉȝȌ 

 

 

ȺɘəɧɜŬ 1:ȺɘůŬɔɤɔɐ Certificate 

ȹɖɛɘɞɡɟɔɞɨɛŮ ɏɜŬ ŭɘəɧ ɛŬɠ ˊɘůŰɞˊɞɘɖŰɘəɧ əŬɘ Űɞ əɎɜɞɡɛŮ import, Űɞ ůɡɔəŮəɟɘɛɏɜɞ 
ˊɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ŮɑɜŬɘ Ŭˊɧ əɎˊɞɘŬ Ŭɟɢɐ ŬɚɚɎ ŮɑɜŬɘ self-signed əŬɘ ˊɟɞůűɏɟŮɘ əɟɡˊŰɞɔɟɎűɖůɖ 
ŭŮŭɞɛɏɜɤɜ ůŰɞ ŮˊɑˊŮŭɞ Űɖɠ ɛŮŰŬűɞɟɎɠ. ȷəɧɛŬ əɘ Ŭɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ŮɑɜŬɘ ˊɘůŰɞˊɞɘɖɛɏɜɞ 
Ŭˊɧ ɛɘŬ ŭɖɛɧůɘŬ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ, ŮɝŬəɞɚɞɡɗŮɑ ɜŬ ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ 
ŬɜŰŬɚɚɎůůɞɜŰŬɘ ɛŮŰŬɝɨ Űɞɡ ˊŮɚɎŰɖ əŬɘ Űɞɡ ŭɘŬəɞɛɘůŰɐ ŮɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ. ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ 
ɛˊɞɟɞɨɛŮ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ŮɑŰŮ ŭɘəɎ ɛŬɠ ˊɘůŰɞˊɞɘɖŰɘəɎ ŮɑŰŮ Ŭˊɧ ɛɘŬ ŭɖɛɧůɘŬ Ŭɟɢɐ ɐ Ɏɚɚɞɡɠ 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 
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ɞɟɔŬɜɘůɛɞɨɠ ɩůŰŮ ɜŬ ŬɡɝɐůɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ ůŰɞ Windows11 OS. ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞɡ 
ŬɛɡɜɧɛŬůŰŮ Ŭˊɧ man-in-the-middle, phising, spoufing, tampering, ŮˊɘɗɏůŮɘɠ. 

 

3.1.2 ǱȔȇȋǾȒȄȈȑ ǰȎȊȈȓȈȉȝȌ ǡȒȕȀȊȄǾȀȑ 

 

ȺɘəɧɜŬ 2:Local Secuty Policy 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ ɧŰɘ ɛɏůŬ Ŭˊɧ Űɖɜ ŮɜɧŰɖŰŬ Local Security Policy ɞɘ administartors ɛˊɞɟɞɨɜ ɜŬ 
ɟɡɗɛɑɕɞɡɜ ˊɞɚɘŰɘəɏɠ ŬůűɎɚŮɘŬɠ ɔɘŬ Űɞ workstation.ȸɚɏˊŮ ˊɑɜŬəŬ 17 ɔɘŬ ˊŮɟŬɘŰɏɟɤ ŭɘŮɡəɟɑɜɖůɖ Űɤɜ 
ˊɞɚɘŰɘəɩɜ Űɖɠ ŬɟɘůŰŮɟɐɠ ůŰɐɚɖɠ. 

ɄɑɜŬəŬɠ 17 

Account Policies ɅɡɗɛɑůŮɘɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ ɢɟɖůŰɩɜ. 

Local Policies ɅɡɗɛɑůŮɘɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ Űɞˊɘəɐ ŬůűɎɚŮɘŬ. 

Windows 
Defender Firewall 

ɅɡɗɛɑůŮɘɠ ɔɘŬ Űɞɜ Űɞɑɢɞ ˊɟɞůŰŬůɑŬɠ. 

IPolicy Security 
Policies 

ɅɡɗɛɑůŮɘɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ Internet. 

 

 

 

ȺɘəɧɜŬ 3:30 minutes locked out 

ŪŬ ŬɚɚɎɝɞɡɛŮ Űɖɜ ˊɞɚɘŰɘəɐ Űɖɠ ŭɘɎɟəŮɘŬɠ ŬˊɞəɚŮɘůɛɞɨ Űɤɜ ɚɞɔŬɟɘŬůɛɩɜ ůŰɞ workstation ɛŮ 
ůəɞˊɧ ɜŬ ŬɡɝɐůɞɡɛŮ Űɖɜ ŭɡůəɞɚɑŬ ůŰɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. ɀɧɚɘɠ ŬˊɞŰɨɢŮɘ ɖ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ ŬɡɝɎɜɞɜŰŬɠ 
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Űɖɜ ŭɘɎɟəŮɘŬ ɧˊɞɡ ɞ ɢɟɐůŰɖɠ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŭɞəɘɛɎůŮɘ ɜŬ ŮɘůɏɚɗŮɘ ɛŮɘɩɜɞɡɛŮ ůɖɛŬɜŰɘəɎ Űɘɠ 
ˊɘɗŬɜɧŰɖŰŮɠ ɜŬ ŮɑɜŬɘ ŮˊɘŰɡɢɐɠ ɛɘŬɠ brute force ŮˊɑɗŮůɖɠ. 

 

ȺɘəɧɜŬ 4:Local Security Settigs 

ɆŮ ŬɡŰɐ Űɖɜ ŮɜɧŰɖŰŬ ɗŬ ŮˊɘɚɏɝɞɡɛŮ ůɡɔəŮəɟɘɛɏɜɞɡɠ ɢɟɐůŰŮɠ ɧˊɞɡ ɗŬ ɛˊɞɟɞɨɜ ɜŬ ɏɢɞɡɜ 
ˊɟɧůɓŬůɖ ůŰɞ ŭɑəŰɡɞ Űɖɠ ŮŰŬɘɟɑŬɠ, domain əŰɚ, ɛŮ ůəɞˊɧ ɜŬ ˊŮɟɘɞɟɑůɞɡɛŮ Űɘɠ ˊɘɗŬɜɧŰɖŰŮɠ ɜŬ ŮɘůɏɚɗŮɘ 
əɎˊɞɘɞɠ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛɏůɤ brute force attacks, network sniffing, lateral movement əŰɚ.   

3.1.3 ǰȎȊȈȓȈȉǽ ǰȄȐȈȎȐȈȒȋȎȜ ǫȎȂȈȒȋȈȉȎȜ  

ɇŬ Software restriction policies ́ Ŭɟɏɢɞɡɜ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ɜŬ əŬɗɞɟɑůŮɘɠ ˊɞɚɘŰɘəɏɠ ɧˊɞɡ ɗŬ 
ˊŬɟɏɢŮɘ ŭɘŬűɞɟŮŰɘəɎ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ ůŰɞɡɠ ɢɟɐůŰŮɠ Űɞɡ workstation ɧˊɤɠ əŬɘ ɜŬ ŮűŬɟɛɧůŮɘɠ 
ˊɞɚɘŰɘəɐ ɧˊɞɡ ɗŬ ŬˊɞəɚŮɑŮɘ ŮűŬɟɛɞɔɏɠ ɐ Űɨˊɞ ŬɟɢŮɑɤɜ ɧˊɞɡ ɞ administrator ɛˊɞɟŮɑ ɜŬ ɗŮɤɟŮɑ ɧŰɘ ɗŬ 
ŬˊɞŰŮɚɏůɞɡɜ ŮɡˊɎɗŮɘŬ ɐ ŬˊŮɘɚɐ. 

 

ȺɘəɧɜŬ 5:ɄɟɞůŰŬŰŮɡɛɏɜɞ Path 

ɄŬɟŬˊɎɜɤ ɓɚɏˊɞɡɛŮ ɧŰɘ ŮűŬɟɛɧɕɞɡɛŮ ɛɘŬ ɜɏŬ ˊɞɚɘŰɘəɐ ůŰɖɜ ɞˊɞɑŬ ˊɟɞůŰŬŰŮɨɞɡɛŮ Ŭˊɧ Űɞ 
űɎəŮɚɞ Downloads ɜŬ Űɟɏɝɞɡɜ  executables ŬɟɢŮɑŬ, ɛŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ŬɡɝɎɜɞɡɛŮ Űɖɜ ŬůűɎɚŮɘŬ ůŰɞ 
ɚŮɘŰɞɡɟɔɘəɧ ɛŬɠ Ŭűɞɨ ɛɘŬ ůŮɘɟɎ ŮˊɘɗɏůŮɘɠ Űɟɏɢɞɡɜ əŬɘ ɔɘŬ ɚɧɔɞɡɠ ɢɟɧɜɞɡ ŬɚɚɎ əŬɘ ŮɡəɞɚɑŬɠ ɛɏůŬ Ŭˊɧ 
Űɞɜ űɎəŮɚɞ Űɤɜ downloads Ŭˊɧ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. 
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3.1.4 ǚȊȄȂȖȎȑ ǡȒȕȀȊȄǾȀȑ  

 

ȺɘəɧɜŬ 6:ȹɘŮɡəɟɑɜɖůɖ Credential Valdation 

ɀɏůŬ Ŭˊɧ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ credential validation ɞɘ administrators ɛˊɞɟɞɨɜ ɜŬ 
ˊŬɟŬəɞɚɞɡɗɞɨɜ events(ɔŮɔɞɜɧŰŬ) ˊɞɡ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ Ŭˊɧ Űɘɠ ˊɟɞůˊɎɗŮɘŮɠ Ůɘůɧŭɞɡ Űɤɜ ɢɟɖůŰɩɜ, 
ɏŰůɘ ŬɡɝɎɜŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ˊŬɟŬəɞɚɞɨɗɖůɖɠ əŬɘ ɖ ŬˊɞŰɟɞˊɐ ŮˊɘɗɏůŮɤɜ ůŰoɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ. 

 

ȺɘəɧɜŬ 7:Audit Events 

Ⱥŭɩ ŮɜŮɟɔɞˊɞɘɞɨɛŮ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ɓɚɏˊɞɡɛŮ ŰŬ events Űɧůɞ ůŮ ˊŮɟɑˊŰɤůɖ ŮˊɘŰɡɢɑŬɠ 
ɧůɞ əŬɘ ůŮ ŬˊɞŰɡɢɑŬɠ, ŭɖɛɘɞɡɟɔɩɜŰŬɠ ɏŰůɘ ˊɘɞ ɞɚɘůŰɘəɐ ɘəŬɜɧŰɖŰŬ ŮɜŰɞˊɘůɛɞɨ əŬɘ ˊŬɟŬəɞɚɞɨɗɖůɖɠ 
. 

 

ȺɘəɧɜŬ 8:High Volume ȹɘŮɡəɟɑɜɖůɖ 

Ⱥŭɩ ɓɎɕɞɜŰŬɠ Űɖɜ ɏɜŭŮɘɝɖ high ɗŬ ŭɖɛɘɞɡɟɔɖɗŮɑ event ɔɘŬ ɧɚŬ ŰŬ actions ɧˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ 
ˊŬɟŬˊɎɜɤ(act as a part, backup əŰɚ), ŭɑɜɞɜŰŬɠ ɛŬɠ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŭɞɨɛŮ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ 
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ɢɟŮɘŬůŰŮɑ ˊɞɘɞɠ, Űɘ ɩɟŬ əŬɘ Űɘ ŮɜɏɟɔŮɘŬ ˊɟŬɔɛŬŰɞˊɞɑɖůŮ. ȺɑɜŬɘ ˊɞɚɨ ɓɞɖɗɖŰɘəɧ əŬɘ ɔɘŬ ˊŮɟɘˊŰɩůŮɘɠ 
ɧˊɞɡ ɗŬ ɢɟŮɘŬůŰɞɨɛŮ ɚŮˊŰɞɛɏɟŮɘŮɠ ůŮ əɎˊɞɘɞ troubleshooting. 

 

ȺɘəɧɜŬ 9:Audit Events 

ɇɏɚɞɠ ŮɜŮɟɔɞˊɞɘɞɨɛŮ əŬɘ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ɓɚɏˊɞɡɛŮ əŬɘ əɟɑůɘɛŬ events ɧˊɤɠ ŮɑɜŬɘ ɖ 
ŭɘŬɢŮɑɟɘůɖ Űɤɜ ŭɘəŬɘɤɛɎŰɤɜ ˊɟɧůɓŬůɖɠ, ˊɟɞůɓɎůŮɘɠ ůŮ ŬɟɢŮɑŬ əŰɚ. 

3.1.5 ǡȏȄȌȄȐȂȎȏȎǾȆȒȆ ǥȔǻȊȘȓȘȌ ǴȏȆȐȄȒȈȝȌ  

Á ŮɜŮɟɔɞˊɞɑɖůɖ Distributed link tracking client 

 

ȺɘəɧɜŬ 10:Distributed link tracking client 

ȼ ˊŬɟŬˊɎɜɤ ɡˊɖɟŮůɑŬ ŭɘŬŰɖɟŮɑ ůɡɜŰɞɛŮɨůŮɘɠ ůŮ ŬɟɢŮɑŬ ůŮ əɞɘɜɧɢɟɖůŰɞ ŭɑəŰɡɞ Ŭɜ Űɞ 
ŬɟɢŮɑɞ ˊɟɞɏɚŮɡůɖɠ ɛŮŰɞɜɞɛŬůŰŮɑ, ɛˊɞɟŮɑ ɜŬ ŬˊɞŰŮɚɏůŮɘ ŬˊŮɘɚɐ. ɀˊɞɟŮɑ ɜŬ ɔɑɜŮɘ 
ŮəɛŮŰɎɚɚŮɡůɖ(exploit) Ŭˊɧ ɏɜŬ ŮˊɘŰɘɗɏɛŮɜɞ Ůűɧůɞɜ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŮ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ ɐ 
ůŮ ɏɜŬ əɞɘɜɧɢɟɖůŰɞ űɎəŮɚɞ, ɛˊɞɟŮɑ ɜŬ ŰɟɞˊɞˊɞɘɐůŮɘ Űɞ ŬɟɢŮɑɞ ˊɟɞɏɚŮɡůɖɠ əŬɘ ɜŬ ŮəɛŮŰŬɚɚŮɡŰŮɑ 
Űɖɜ ɡˊɖɟŮůɑŬ ˊŬɟŬəɞɚɞɨɗɖůɖɠ ůɡɜŭɏůɛɤɜ ɔɘŬ ɜŬ əŬŰŮɡɗɨɜŮɘ Űɞɡɠ ɢɟɐůŰŮɠ ůŮ əŬəɧɓɞɡɚɞ 
ˊŮɟɘŮɢɧɛŮɜɞ ɐ ŬɟɢŮɑŬ. 

ɀŮ Űɞɜ ɑŭɘɞ Űɟɧˊɞ ŬˊŮɜŮɟɔɞˊɞɘɞɨɛŮ əŬɘ Űɘɠ ˊŬɟŬəɎŰɤ ɡˊɖɟŮůɑŮɠ ˊɞɡ ŮɑɜŬɘ 
ŮɜŮɟɔɞˊɞɘɖɛɏɜŮɠ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ: 
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-DNS client: only functions as a cache, does not fetch ip addresses 

ȷɜ ɞ DNS client ɚŮɘŰɞɡɟɔŮɑ ɛɧɜɞ ɤɠ cache əŬɘ ŭŮɜ ŬɜŬəŰɎ ŭɘŮɡɗɨɜůŮɘɠ IP, ɛˊɞɟŮɑ ɜŬ 
ɡˊɎɟɢŮɘ əɑɜŭɡɜɞɠ ŬɜŬəɟɘɓɩɜ ɐ ˊŬɟɤɢɖɛɏɜɤɜ ˊɚɖɟɞűɞɟɘɩɜ. ȷɡŰɧ ɛˊɞɟŮɑ ɜŬ ɞŭɖɔɐůŮɘ ůŮ 
ŮˊɘɗɏůŮɘɠ DNS spoofing ɐ phishing, ɧˊɞɡ ɞɘ ɢɟɐůŰŮɠ ŮɜŭɏɢŮŰŬɘ ɜŬ əŬŰŮɡɗɡɜɗɞɨɜ ůŮ əŬəɧɓɞɡɚŮɠ 
ɘůŰɞůŮɚɑŭŮɠ Ŭɜ ɖ cache ́ ŮɟɘɏɢŮɘ əŬəɧɓɞɡɚŮɠ ŮɔɔɟŬűɏɠ. 

-IP Help: enables IPv6 tunnels over IPv4. We dont want tunnels; non-inspectable by 
firewalls. 

ȼ ŮɜŮɟɔɞˊɞɑɖůɖ IPv6 tunneling ɛɏůɤ IPv4 ɛˊɞɟŮɑ ɜŬ ŮˊɘŰɟɏɣŮɘ Űɖ ŭɖɛɘɞɡɟɔɑŬ ŰɞɨɜŮɚ ˊɞɡ 
ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŮɚŮɔɢɗɞɨɜ Ŭˊɧ ŰŮɑɢɖ ˊɟɞůŰŬůɑŬɠ(firewall), əŬɗɘůŰɩɜŰŬɠ ŭɨůəɞɚɖ Űɖɜ ŬɜɑɢɜŮɡůɖ 
ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ əɑɜɖůɖɠ ɐ əŬəɧɓɞɡɚɤɜ ŭŮŭɞɛɏɜɤɜ. ȷɡŰɧ ɛˊɞɟŮɑ ɜŬ ˊɟɞůűɏɟŮɘ ůŰɞɡɠ 
ŮˊɘŰɘɗɏɛŮɜɞɡɠ ɏɜŬ əɟɡűɧ əŬɜɎɚɘ ɔɘŬ Űɖɜ ŮəŰɏɚŮůɖ ŮˊɘɗɏůŮɤɜ. 

-Server:(automatic) disabled because no file printer sharing is allowed. 

ȼ ŬɡŰɧɛŬŰɖ ŬˊŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ ŭɘŬəɞɛɘůŰɐ ŮˊŮɘŭɐ ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɖ əɞɘɜɐ ɢɟɐůɖ 
ŮəŰɡˊɤŰɩɜ ůɖɛŬɑɜŮɘ ɧŰɘ ˊɘɗŬɜɏɠ ŮɡˊɎɗŮɘŮɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ əɞɘɜɐ ɢɟɐůɖ ŮəŰɡˊɤŰɩɜ 
ɔɑɜɞɜŰŬɘ mitigate ŭɖɚŬŭɐ ŮɚŬɢɘůŰɞˊɞɘɞɨɜŰŬɘ. 

-Workstation:(automatic) disabled because no file and print sharing is allowed in 
the network. 

ɆŮ ˊŮɟɑˊŰɤůɐ ˊɞɡ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ɏůŰɤ əŬɘ ůŮ ɏɜŬ ɚɞɔŬŬůɛɧ Űɞɡ 
ŭɑɜŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ˊŬɟŬəɞɚɞɡɗɐůŮɘ əŬɘ ɜŬ ɏɢŮɘ ˊɟɧůɓŬůɖ ůŮ ɧɚŬ ŰŬ ŮŰŬɘɟɘəɎ ŭŮŭɞɛɏɜŬ ˊɞɡ 
ŮˊɘŰɟɏˊŮɘ ŬɡŰɧ Űɞ service. Ⱥˊɑůɖɠ, Ŭɜ ɖ ŬůűɎɚŮɘŬ ůŰɞ ŭɑəŰɡɞ ŭŮɜ ŮɑɜŬɘ ŮˊŬɟəɐɠ, ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ 
ŮəɛŮŰɎɚɚŮɡůɖ Űɤɜ ŬŭɡɜŬɛɘɩɜ ŬɡŰɩɜ. 

3.1.6 ǰȐȎȒȓȀȒǾȀ ǥȌȆȋȄȐȝȒȄȘȌ ǰȔȐǽȌȀ (KPP)  

ȷɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ ŬˊɞŰɟɏˊŮɘ Űɖɜ Űɟɞˊɞˊɞɑɖůɖ Űɞɡ ˊɡɟɐɜŬ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ Ŭˊɧ 
əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ, ɧˊɤɠ rootkits. ɆŰŬ Windows 11, ɞ KPP ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞɠ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ, 
ˊŬɟɧɚŬ ŬɡŰɎ ɛˊɞɟɞɨɛŮ ɜŬ ŮˊɘɓŮɓŬɘɩůɞɡɛŮ ɧŰɘ ŮɑɛŬůŰŮ ŮɜŰɎɝŮɘ. 

 

ȺɘəɧɜŬ 11:Core isolation 

Core Isolation: ɄɟɧəŮɘŰŬɘ ɔɘŬ ɏɜŬ ɢŬɟŬəŰɖɟɘůŰɘəɧ ŬůűɎɚŮɘŬɠ ˊɞɡ ɓŬůɑɕŮŰŬɘ ůŰɖɜ 
Ůɘəɞɜɘəɞˊɞɑɖůɖ. ɉɟɖůɘɛɞˊɞɘŮɑ virtualization-based security (VBS) ɔɘŬ ɜŬ ŬˊɞɛɞɜɩůŮɘ ŰɛɐɛŬŰŬ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ ɩůŰŮ ɜŬ ŮɑɜŬɘ əŬɚɨŰŮɟŬ ˊɟɞůŰŬŰŮɡɛɏɜŬ Ŭˊɧ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ. ȷɡŰɧ ɓɞɖɗɎ ůŰɖɜ 
Ŭˊɞɛɧɜɤůɖ ŮɡŬɑůɗɖŰɤɜ ɚŮɘŰɞɡɟɔɘɩɜ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ, ɧˊɤɠ ɖ ŮəŰɏɚŮůɖ əɩŭɘəŬ ɐ ɖ ˊɟɞůŰŬůɑŬ Űɖɠ 
ɛɜɐɛɖɠ. 
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Memory Integrity: ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ŬˊɞŰɟɏˊŮɘ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ Ŭˊɧ Űɞ ɜŬ ŮɘůɎɔŮɘ 
əŬəɧɓɞɡɚɞ əɩŭɘəŬ ůŮ ŭɘŮɟɔŬůɑŮɠ ɡɣɖɚɐɠ ŬůűɎɚŮɘŬɠ. ȷɡŰɧ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ əɟɑůɘɛŮɠ ŭɘŬŭɘəŬůɑŮɠ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ ˊŬɟŬɛɏɜɞɡɜ ŬəŮɟŬɑŮɠ əŬɘ ŭŮɜ ŮˊɖɟŮɎɕɞɜŰŬɘ Ŭˊɧ əŬəɧɓɞɡɚŮɠ ŮˊɘɗɏůŮɘɠ. ȳŰŬɜ ŮɑɜŬɘ 
ŮɜŮɟɔɞˊɞɘɖɛɏɜɞ (ůŰɖɜ ŮɘəɧɜŬ ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞ, Ŭűɞɨ Űɞ əɞɡɛˊɑ ŭŮɑɢɜŮɘ "On"), ˊɟɞůűɏɟŮɘ ɏɜŬ 
Ůˊɘˊɚɏɞɜ ŮˊɑˊŮŭɞ ˊɟɞůŰŬůɑŬɠ ɔɘŬ Űɖɜ ɛɜɐɛɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

ȷɡŰɧ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ ůɡɜŮɘůűɏɟŮɘ ůŰɖɜ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ ŮɜɎɜŰɘŬ ůŮ ŮˊɘɗɏůŮɘɠ ˊɞɡ 
ŮəɛŮŰŬɚɚŮɨɞɜŰŬɘ ŰɟɤŰɎ ůɖɛŮɑŬ ůŰɖ ŭɘŬɢŮɑɟɘůɖ Űɖɠ ɛɜɐɛɖɠ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ, ɧˊɤɠ ŮˊɘɗɏůŮɘɠ Űɨˊɞɡ 
code injection ɐ buffer overflows. 

3.1.7 ǡȏȎȓȐȎȏǽ ǥȉȓǼȊȄȒȆȑ ǤȄȃȎȋǼȌȘȌ (DEP)  

ȼ DEP ŮɛˊɞŭɑɕŮɘ Űɖɜ ŮəŰɏɚŮůɖ əŬəɧɓɞɡɚɞɡ əɩŭɘəŬ ůŮ ˊŮɟɘɞɢɏɠ ɛɜɐɛɖɠ ˊɞɡ ˊɟɞɞɟɑɕɞɜŰŬɘ 
ɛɧɜɞ ɔɘŬ ŭŮŭɞɛɏɜŬ. 

 

ȺɘəɧɜŬ 12:DEP 

Turn on DEP for essential Windows programs and services only: ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ŮɜŮɟɔɞˊɞɘŮɑ 
Űɞ DEP ɛɧɜɞ ɔɘŬ ŰŬ ŬˊŬɟŬɑŰɖŰŬ ˊɟɞɔɟɎɛɛŬŰŬ əŬɘ ɡˊɖɟŮůɑŮɠ Űɤɜ Windows. ɄɟɞůŰŬŰŮɨŮɘ ɓŬůɘəɏɠ 
ɚŮɘŰɞɡɟɔɑŮɠ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ, ɢɤɟɑɠ ɜŬ ŮˊɖɟŮɎɕŮɘ ɎɚɚŬ ˊɟɞɔɟɎɛɛŬŰŬ ˊɞɡ ɛˊɞɟŮɑ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɞɨɜ ɞɘ ɢɟɐůŰŮɠ. 

Turn on DEP for all programs and services except those I select: ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ŮˊŮəŰŮɑɜŮɘ 
Űɞ DEP ɔɘŬ ɧɚŬ ŰŬ ˊɟɞɔɟɎɛɛŬŰŬ əŬɘ Űɘɠ ɡˊɖɟŮůɑŮɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ, ŮəŰɧɠ Ŭˊɧ ɧůŬ ŮˊɘɚɏɝŮɘ ɞ ɢɟɐůŰɖɠ 
ɜŬ ŮɝŬɘɟɏůŮɘ. ȺɑɜŬɘ ɛɘŬ ˊɘɞ ɞɚɞəɚɖɟɤɛɏɜɖ ˊɟɞůŰŬůɑŬ, əŬɗɩɠ əŬɚɨˊŰŮɘ ŮɡɟɨŰŮɟŬ ˊɟɞɔɟɎɛɛŬŰŬ əŬɘ 
ŭɘŮɟɔŬůɑŮɠ, ŬˊɞŰɟɏˊɞɜŰŬɠ əŬəɧɓɞɡɚɞ əɩŭɘəŬ Ŭˊɧ Űɞ ɜŬ ŮəŰŮɚŮůŰŮɑ ůŮ ˊŮɟɘɞɢɏɠ ɛɜɐɛɖɠ ˊɞɡ ɏɢɞɡɜ 
ˊɟɞɓɚŮűɗŮɑ ɛɧɜɞ ɔɘŬ ŬˊɞɗɐəŮɡůɖ ŭŮŭɞɛɏɜɤɜ. 

ɇɞ DEP ɓɞɖɗɎ ůŰɖɜ ŬˊɞŰɟɞˊɐ ŮˊɘɗɏůŮɤɜ ˊɞɡ ŮəɛŮŰŬɚɚŮɨɞɜŰŬɘ ŰɟɤŰɎ ůɖɛŮɑŬ ůŰɖ ɛɜɐɛɖ, 
ɧˊɤɠ ŮˊɘɗɏůŮɘɠ buffer overflow. 

3.1.8 ǳȔȖȀǾȀ ǤȈǻȓȀȍȆ ǶȝȐȎȔ ǤȈȄȔȇȜȌȒȄȘȌ (ASLR)  

ɇɞ ASLR ŰɡɢŬɑŬ ŰɞˊɞɗŮŰŮɑ Űɖ ŭɘŮɨɗɡɜůɖ Űɤɜ ŭɘŬŭɘəŬůɘɩɜ ůŰɖ ɛɜɐɛɖ, əŬɗɘůŰɩɜŰŬɠ ˊɘɞ 
ŭɨůəɞɚɖ Űɖɜ ŮəɛŮŰɎɚɚŮɡůɖ ŮɡˊŬɗŮɘɩɜ. 

ɀˊɞɟɞɨɛŮ ɜŬ Űɞ ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ ɛɏůŬ Ŭˊɧ PowerShell ɛŮ Űɖɜ ˊŬɟŬəɎŰɤ ŮɜŰɞɚɐ. 
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ȺɘəɧɜŬ 13:ȺɜŮɟɔɞˊɞɑɖůɖ ASLR ɛɏůɤ PowerShell 

ȷűɞɨ Űɖɜ ŰɟɏɝɞɡɛŮ, ŮɚɏɔɢɞɡɛŮ Ŭɜ ɏɢŮɘ ŮɜŮɟɔɞˊɞɘɖɗŮɑ Ůˊɘɡɢɩɠ. 

 

ȺɘəɧɜŬ 14:ȰɚŮɔɢɞɠ ASLR 

Ʉɩɠ ɚŮɘŰɞɡɟɔŮɑ Űɞ ASLR: 

ɆŮ ɏɜŬ ůɨůŰɖɛŬ ɢɤɟɑɠ ASLR, ɖ ɗɏůɖ Űɤɜ ůɖɛŬɜŰɘəɩɜ ŰɛɖɛɎŰɤɜ ɛɜɐɛɖɠ, ɧˊɤɠ Űɞ stack, Űɞ 
heap əŬɘ ɞɘ ɓɘɓɚɘɞɗɐəŮɠ (ˊ.ɢ. DLLs), ŮɑɜŬɘ ůŰŬɗŮɟɐ əɎɗŮ űɞɟɎ ˊɞɡ ŮəŰŮɚŮɑŰŬɘ ɏɜŬ ˊɟɧɔɟŬɛɛŬ. ȷɡŰɧ 
ŮˊɘŰɟɏˊŮɘ ůŮ ɏɜŬɜ ŮˊɘŰɘɗɏɛŮɜɞ ˊɞɡ ɏɢŮɘ ɓɟŮɘ ɏɜŬ ŰɟɤŰɧ ůɖɛŮɑɞ ɜŬ ɔɜɤɟɑɕŮɘ ˊɞɨ ɓɟɑůəɞɜŰŬɘ ůɖɛŬɜŰɘəɎ 
ŰɛɐɛŬŰŬ ɛɜɐɛɖɠ, ůŰŬ ɞˊɞɑŬ ɛˊɞɟŮɑ ɜŬ ŮɔɢɨůŮɘ əŬəɧɓɞɡɚɞ əɩŭɘəŬ.ɇɞ ASLR ŬɚɚɎɕŮɘ ŬɡŰɧ Űɞ ɛɞŰɑɓɞ, 
ŰɡɢŬɑŬ ŰɞˊɞɗŮŰɩɜŰŬɠ ŰŬ ŭɘɎűɞɟŬ əɞɛɛɎŰɘŬ Űɞɡ ˊɟɞɔɟɎɛɛŬŰɞɠ ůŮ ŭɘŬűɞɟŮŰɘəɏɠ ŭɘŮɡɗɨɜůŮɘɠ ɛɜɐɛɖɠ 
əɎɗŮ űɞɟɎ ˊɞɡ Űɞ ˊɟɧɔɟŬɛɛŬ ŮəŰŮɚŮɑŰŬɘ. ȷɡŰɐ ɖ ŰɡɢŬɘɞˊɞɑɖůɖ ŭɡůəɞɚŮɨŮɘ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɜŬ ɓɟŮɘ Űɘɠ 
ŬəɟɘɓŮɑɠ ŭɘŮɡɗɨɜůŮɘɠ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ůŰɞɢŮɨůŮɘ, əŬɗɘůŰɩɜŰŬɠ Űɖɜ ŮəɛŮŰɎɚɚŮɡůɖ ŰɟɤŰɩɜ ůɖɛŮɑɤɜ ůŰɖ 
ɛɜɐɛɖ ˊɞɚɨ ˊɘɞ ŭɨůəɞɚɖ. 
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3.1.9 Windows Defender Credential Guard  

 

ȺɘəɧɜŬ 15:ȺɜŮɟɔɞˊɞɑɖůɖ Windows Defender Credential Guard 

ȳˊɤɠ ɡˊɞŭɖɚɩɜŮɘ əŬɘ Űɞ ɧɜɞɛŬ, ŬɡŰɧ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɤɜ Windows 10 ŬůűŬɚɑɕŮɘ ŰŬ 
ůɡɜɗɖɛŬŰɘəɎ Ůɜɧɠ ɢɟɐůŰɖ ɛɏůŬ ůŮ ɏɜŬ domain Ůɜɧɠ ŭɘəŰɨɞɡ. Ⱥɜɩ ŰŬ ˊɟɞɖɔɞɨɛŮɜŬ ɚŮɘŰɞɡɟɔɘəɎ 
ůɡůŰɐɛŬŰŬ Űɖɠ Microsoft ŬˊɞɗɖəŮɨɞɡɜ ŰŬ ůɡɜɗɖɛŬŰɘəɎ əŬɘ ɔŮɜɘəɧŰŮɟŬ Űɞɜ ɛɖɢŬɜɘůɛɧ 
ŬɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ůŰɖɜ ɛɜɐɛɖ. ɇɞ Credential Guard ŭɖɛɘɞɡɟɔŮɑ ɏɜŬɜ Ůɘəɞɜɘəɧ ˊɟɞůŰŬŰŮɡɛɏɜɞ 
ɢɩɟɞ əŬɘ ŬˊɞɗɖəŮɨŮɘ ɧɚŬ ŰŬ ůɡɜɗɖɛŬŰɘəɎ ɛɏůŬ ůŮ ŬɡŰɧ, ɢɤɟɑɠ ɜŬ ŭɑɜŮɘ ɎɛŮůɖ ˊɟɧůɓŬůɖ ůŰɞ ɑŭɘɞ 
Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. ȹŮɜ ŬˊŬɘŰŮɑŰŬɘ Ůˊɘˊɚɏɞɜ ɚɞɔɘůɛɘəɧ ɔɘŬ virtualization. ɇɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ 
əɎɜŮɘ ɢɟɐůɖ Űɞɡ Hyper V ˊɞɡ ɛˊɞɟɞɨɛŮ ɜŬ Űɞ ŭɘŬɛɞɟűɩůɞɡɛŮ ɛɏůŬ Ŭˊɧ Űɞɜ ˊɑɜŬəŬ Ůɚɏɔɢɞɡ 
(Control Panel) ˊɖɔŬɑɜɞɜŰŬɠ ůŰɞ Programs and Features applet. ȳŰŬɜ ɏɜŬɠ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ 
ˊŬɟŬɓɘɎůŮɘ ɏɜŬ Windows ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ ˊɞɡ ŭŮɜ ŭɘŬɗɏŰŮɘ Credential guard, ŰɧŰŮ ŬˊɞəŰɎ 
ˊɟɧůɓŬůɖ ůŰŬ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ ůɡɜɗɖɛŬŰɘəɎ. ɀŮ Űɞɜ Credential Manager ŰŬ ůɡɜɗɖɛŬŰɘəɎ ŮɑɜŬɘ 
ŬˊɞɗɖəŮɡɛɏɜŬ ůŮ ɏɜŬ Ůɘəɞɜɘəɧ ŭɞɢŮɑɞ, ɏŰůɘ ɩůŰŮ Ŭəɧɛɖ əŬɘ ɞ əŬəɧɓɞɡɚɞɠ ɢɟɐůŰɖɠ ˊŬɟŬɓɘɎůŮɘ Űɞ 
Windows ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ, ŭŮɜ ɗŬ ɏɢŮɘ ˊɟɧůɓŬůɖ ůŰŬ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ ůɡɜɗɖɛŬŰɘəɎ əŬɘ 
ůɡɜŮˊɩɠ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŰɖɜ ůɡɜɏɢŮɘŬ ůŮ ɧɚɞ Űɞ ŭɑəŰɡɞ.[27] 
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3.1.10 ɄɟɞůŰŬůɑŬ ȿɞɔŬɟɘŬůɛɞɨ 

 

ȺɘəɧɜŬ 16:ȷɨɝɖůɖ Account Protection 

ɀɏůŬ Ŭˊɧ Űɖɜ Ŭɨɝɖůɖ Űɖɠ Ůɘŭɞˊɞɑɖůɖɠ, ɞɘ ɢɟɐůŰŮɠ ŮɘŭɞˊɞɘɞɨɜŰŬɘ ɛɧɚɘɠ ˊɟɞůˊŬɗɐůɞɡɜ 
ɜŬ ŮɔəŬŰŬůŰɐůɞɡɜ əɎˊɞɘŬ ŮűŬɟɛɞɔɐ ɐ ɜŬ əɎɜɞɡɜ ŬɚɚŬɔɏɠ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ.ȼ ŬůűɎɚŮɘŬ ŬɡɝɎɜŮŰŬɘ 
ɛŮ Űɞɡɠ ˊŬɟŬəɎŰɤ Űɟɧˊɞɡɠ (ɓɚɏˊŮ ˊɑɜŬəŬ 18): 

ɄɑɜŬəŬɠ 18:ɇɟɧˊɞɘ Ŭɨɝɖůɖɠ ŬůűɎɚŮɘŬɠ ɛɏůɤ Account Protection 

ȺɜɏɟɔŮɘŬ ȷˊɞŰɏɚŮůɛŬ 

ɀŮ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ UAC, ɞɘ ɢɟɐůŰŮɠ 
ˊɟɞŮɘŭɞˊɞɘɞɨɜŰŬɘ ˊɟɘɜ ŮˊɘŰɟɏɣɞɡɜ ůŮ 
ŮűŬɟɛɞɔɏɠ ɜŬ ŮəŰŮɚɞɨɜŰŬɘ ɛŮ ŭɘəŬɘɩɛŬŰŬ 
ŭɘŬɢŮɘɟɘůŰɐ. ȷɡŰɧ ɛŮɘɩɜŮɘ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ 
ŮɔəŬŰɎůŰŬůɖɠ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ. 

ȷˊɞŰɟɞˊɐ ȾŬəɧɓɞɡɚɤɜ 
ȺűŬɟɛɞɔɩɜ 

Ƀɘ ŮɘŭɞˊɞɘɐůŮɘɠ ŮɜɖɛŮɟɩɜɞɡɜ Űɞɡɠ ɢɟɐůŰŮɠ 
ɔɘŬ Űɘɠ ŮɜɏɟɔŮɘŮɠ ˊɞɡ ŮəŰŮɚɞɨɜŰŬɘ ůŰɞɜ 
ɡˊɞɚɞɔɘůŰɐ Űɞɡɠ, ˊɟɞůűɏɟɞɜŰŬɠ Űɞɡɠ Űɖ 
ŭɡɜŬŰɧŰɖŰŬ ɜŬ Ůɚɏɔɢɞɡɜ ˊɞɘɞ ɚɞɔɘůɛɘəɧ 
ŬˊɞəŰɎ ˊɟɧůɓŬůɖ ůŰɞ ůɨůŰɖɛŬ. 

Ⱥɜɖɛɏɟɤůɖ ɉɟɖůŰɩɜ 

Ƀ ˊŮɟɘɞɟɘůɛɧɠ Űɖɠ ɘəŬɜɧŰɖŰŬɠ Űɤɜ 
ŮűŬɟɛɞɔɩɜ ɜŬ ŮəŰŮɚɞɨɜŰŬɘ ɢɤɟɑɠ Űɖɜ 
ŮˊɘɓŮɓŬɑɤůɖ Űɞɡ ɢɟɐůŰɖ ɛŮɘɩɜŮɘ Űɖɜ ŮˊɘŰɡɢɑŬ 
ŮˊɘɗɏůŮɤɜ ɧˊɤɠ ɞɘ ŮˊɘɗɏůŮɘɠ Űɨˊɞɡ "privilege 
escalation", ɧˊɞɡ ɏɜŬɠ ŮˊɘŰɘɗɏɛŮɜɞɠ 
ˊɟɞůˊŬɗŮɑ ɜŬ ŬˊɞəŰɐůŮɘ ŬɜɩŰŮɟŬ 
ŭɘəŬɘɩɛŬŰŬ ůŰɞ ůɨůŰɖɛŬ. 

ɀŮɑɤůɖ ȺˊɘɗɏůŮɤɜ 

Ƀ ɢɟɐůŰɖɠ ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜɞɠ ɜŬ ŮɔəɟɑɜŮɘ 
ůɖɛŬɜŰɘəɏɠ ŬɚɚŬɔɏɠ ůŰɞ ůɨůŰɖɛŬ, 

ȹɘŬɢŮɑɟɘůɖ ȷɚɚŬɔɩɜ ɆɡůŰɐɛŬŰɞɠ 
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ŮɜɘůɢɨɞɜŰŬɠ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ɟɡɗɛɑůŮɤɜ 
əŬɘ Űɤɜ ŬɟɢŮɑɤɜ Űɞɡ ɡˊɞɚɞɔɘůŰɐ. 

 

3.1.11 SACLs  

ȺɑɜŬɘ ɛɘŬ ɚɑůŰŬ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ ˊɞɡ əŬɗɞɟɑɕŮɘ ˊɞɘŮɠ ŮɜɏɟɔŮɘŮɠ ˊɟɏˊŮɘ ɜŬ 
ˊŬɟŬəɞɚɞɡɗɞɨɜŰŬɘ ɔɘŬ ůɡɔəŮəɟɘɛɏɜŬ ŬɜŰɘəŮɑɛŮɜŬ (ŬɟɢŮɑŬ, űŬəɏɚɞɡɠ, ə.ɚˊ.).ɀŮ Űɖɜ əŬŰɎɚɚɖɚɖ 
ɟɨɗɛɘůɖ Űɤɜ SACLs, ɛˊ ȼ SACL ɚɑůŰŬ ɞɟɑɕŮɘ Űɞɡɠ ɢɟɐůŰŮɠ ɐ Űɘɠ ɞɛɎŭŮɠ ˊɞɡ ɗɏɚɞɡɛŮ ɜŬ ŮˊɘŰɖɟɞɨɛŮ 
əŬŰɎ Űɖɜ ˊɟɞůˊɎɗŮɘɎ Űɞɡɠ ɜŬ ɏɢɞɡɜ ˊɟɧůɓŬůɖ ůŮ ɏɜŬ ŬɜŰɘəŮɑɛŮɜɞ. Ⱥɝ ɞɟɘůɛɞɨ ɖ ɚɑůŰŬ SACL 
ŮɚɏɔɢŮŰŬɘ Ŭˊɧ Űɞɜ ŭɖɛɘɞɡɟɔɧ ɐ Űɞɜ ɘŭɘɞəŰɐŰɖ Űɞɡ ŬɜŰɘəŮɘɛɏɜɞɡ əŬɘ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɔɔɟŬűɏɠ ˊɞɡ 
ˊŬɟɞɡůɘɎɕɞɡɜ ŮɎɜ əɎˊɞɘɞɠ ɢɟɐůŰɖɠ ŬˊɏəŰɖůŮ ɐ ɧɢɘ ˊɟɧůɓŬůɖ ůŮ ɏɜŬ ŬɜŰɘəŮɑɛŮɜɞ[28]. ɀŮ Űɖ ɟɨɗɛɘůɖ 
SACLs, ɛˊɞɟŮɑɠ ɜŬ ŮɜɘůɢɨůŮɘɠ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ ˊŬɟŬəɞɚɞɡɗɩɜŰŬɠ əŬɘ əŬŰŬɔɟɎűɞɜŰŬɠ 
ůɖɛŬɜŰɘəɏɠ ŮɜɏɟɔŮɘŮɠ ˊɟɧůɓŬůɖɠ. ȷɡŰɐ ɖ ˊŬɟŬəɞɚɞɨɗɖůɖ ɛˊɞɟŮɑ ɜŬ ůŮ ɓɞɖɗɐůŮɘ ɜŬ ŬɜɘɢɜŮɨůŮɘɠ 
ˊɘɗŬɜɏɠ ŬˊŮɘɚɏɠ ɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ˊɟɞůɓɎůŮɘɠ, ŮɜɘůɢɨɞɜŰŬɠ ɏŰůɘ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ 
ŭŮŭɞɛɏɜɤɜ əŬɘ Űɤɜ ˊɧɟɤɜ Űɞɡ ɡˊɞɚɞɔɘůŰɐ ůɞɡ. 

 

ȺɘəɧɜŬ 17:Audit Entry for Users 

ɆŰɖɜ əŬɟŰɏɚŬ Auditing (ȺˊɘŰɐɟɖůɖ), ˊɟɞůɗɏŰɞɡɛŮ ɢɟɐůŰŮɠ ɐ ɞɛɎŭŮɠ əŬɘ əŬɗɞɟɑɕɞɡɛŮ ˊɞɘŮɠ 
ŮɜɏɟɔŮɘŮɠ ɗŬ ˊŬɟŬəɞɚɞɡɗɞɨɜŰŬɘ. ɄŬɟŬˊɎɜɤ ɓɚɏˊɞɡɛŮ ɧŰɘ ɔɘŬ Űɞɜ ůɡɔəŮəɟɘɛɏɜɞ ɢɟɐůŰɖ əŬɘ ɔɘŬ ɧɚŮɠ 
Űɘɠ ŮɜɏɟɔŮɘŮɠ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ɗŬ ɏɢɞɡɛŮ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ˊŬɟŬəɞɚɞɨɗɖůɖɠ. óȰɢɞɡɛŮ Ŭˊɧ ˊɟɘɜ ŮˊɘɚɏɝŮɘ 
ɧŰɘ ɗŬ ɏɢɞɡɛŮ view Űɧůɞ ɔɘŬ Űɘɠ Successful (ȺˊɘŰɡɢŮɑɠ) ɧůɞ əŬɘ ɔɘŬ Űɘɠ Failed  (ȷˊɞŰɡɢɖɛɏɜŮɠ) 
ˊɟɞůˊɎɗŮɘŮɠ ˊɟɧůɓŬůɖɠ. 

 

ȺɘəɧɜŬ 18:Events 

ɄɖɔŬɑɜɞɜŰŬɠ ůŰɞ event viewer ɓɚɏˊɞɡɛŮ ɧŰɘ ɡˊɎɟɢŮɘ ůɡɔəŮɜŰɟɤŰɘəɐ ŮɘəɧɜŬ ɧɚɤɜ Űɤɜ events 
ˊɞɡ ŮɑɜŬɘ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ ŮɜŮɟɔɞˊɞɘɖɛɏɜŬ ɛŬɕɑ ɛŮ ŰŬ Ůˊɘˊɚɏɞɜ ˊɞɡ ɏɢɞɡɛŮ ɞɟɑůŮɘ ŮɛŮɑɠ. 
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3.1.12 ǡȒȕǻȊȄȈȀ ǲȔȒȉȄȔǽȑ 

 

 

ȺɘəɧɜŬ 19: ȷůűɎɚŮɘŬ ɆɡůəŮɡɐɠ 

ȺɜŮɟɔɞˊɞɘɩ ɧɚŬ ŰŬ ˊŬɟŬˊɎɜɤ pillars ŬɡɝɎɜɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ ɛŮ ɓɎůɖ Űɞɜ ˊŬɟŬəɎŰɤ 
ˊɑɜŬəŬ: 

ɇɞ Core Isolation ˊɟɞůűɏɟŮɘ ˊɟɞůŰŬůɑŬ ůŰɞɜ 
ˊɡɟɐɜŬ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ ɛɏůɤ 
Ůɘəɞɜɘəɞˊɞɑɖůɖɠ. 

ɀŮ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ ŭɡɜŬŰɧŰɖŰŬɠ, 
ˊŮɟɘɞɟɑɕŮɘɠ Űɖɜ ɘəŬɜɧŰɖŰŬ Űɞɡ əŬəɧɓɞɡɚɞɡ 
ɚɞɔɘůɛɘəɞɨ ɜŬ ŮəŰŮɚŮɑ əŬəɧɓɞɡɚŮɠ ŮɜɏɟɔŮɘŮɠ, 
ŮɜɘůɢɨɞɜŰŬɠ ɏŰůɘ Űɖɜ ŬůűɎɚŮɘŬ. 

ɇɞ Secure Boot ŮɛˊɞŭɑɕŮɘ Űɞ əŬəɧɓɞɡɚɞ 
ɚɞɔɘůɛɘəɧ ɜŬ űɞɟŰɩɜŮŰŬɘ əŬŰɎ Űɖɜ Ůəəɑɜɖůɖ Űɞɡ 
ɡˊɞɚɞɔɘůŰɐ. 

ȹɘŬůűŬɚɑɕŮɘ ɧŰɘ ɛɧɜɞ ɏɔəɡɟɞ ɚɞɔɘůɛɘəɧ ɛˊɞɟŮɑ 
ɜŬ ŮəəɘɜɐůŮɘ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ, 
ɛŮɘɩɜɞɜŰŬɠ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ ŮˊɘɗɏůŮɤɜ Űɨˊɞɡ 
"bootkits" əŬɘ Ɏɚɚɤɜ əŬəɧɓɞɡɚɤɜ 
ˊɟɞůˊŬɗŮɘɩɜ ˊɞɡ ůŰɞɢŮɨɞɡɜ ůŰɖɜ Ůəəɑɜɖůɖ 
Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

Ƀ BitLocker əɟɡˊŰɞɔɟŬűŮɑ Űɞɜ ůəɚɖɟɧ ŭɑůəɞ ɐ 
Űɘɠ ŬˊɞɗɖəŮɡŰɘəɏɠ ůɡůəŮɡɏɠ, ˊɟɞůŰŬŰŮɨɞɜŰŬɠ 
ŰŬ ŭŮŭɞɛɏɜŬ ůɞɡ Ŭˊɧ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ 
ˊɟɧůɓŬůɖ. 

ɆŮ ˊŮɟɑˊŰɤůɖ əɚɞˊɐɠ ɐ ŬˊɩɚŮɘŬɠ Űɞɡ 
ɡˊɞɚɞɔɘůŰɐ, ŰŬ ŭŮŭɞɛɏɜŬ ůɞɡ ˊŬɟŬɛɏɜɞɡɜ 
ˊɟɞůŰŬŰŮɡɛɏɜŬ əŬɘ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ 
ŭɘŬɓŬůŰɞɨɜ ɢɤɟɑɠ Űɖɜ əŬŰɎɚɚɖɚɖ 
ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ (ˊ.ɢ. PIN ɐ əɤŭɘəɧ 
ˊɟɧůɓŬůɖɠ). 

ȺɘəɧɜŬ 20:Core Isolation, Secure Boot, Bitlocker 
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 3.1.13 ǡȏȎȋȎȌȘȋǼȌȎ ǰȄȐȈȁǻȊȊȎȌ Windows 

 

ȺɘəɧɜŬ 21:ȺɜŮɟɔɞˊɞɑɖůɖ Windows Sanbox 

ȺɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɞ Windows Sandbox ɛŬɠ  ŭɑɜŮŰŬɘ ɜŬ ŮəŰŮɚɞɨɛŮ ŮűŬɟɛɞɔɏɠ ŬˊɞɛɞɜɤɛɏɜŬ 
ɢɤɟɑɠ ɜŬ ɡˊɎɟɢŮɘ Űɞ ɟɑůəɞ ɜŬ ŮəŰŮɗŮɑ Űɞ host ůɨůŰɖɛŬ ɛŬɠ, ŮɑɜŬɘ ˊɞɚɨ ɢɟɐůɘɛɞ ɔɘŬ ˊɟɞɔɟŬɛɛŬŰɘůŰɏɠ, 
ŭɞəɘɛŬůŰɏɠ ɚɞɔɘůɛɘəɞɨ əŬɘ ɢɟɐůŰŮɠ ˊɞɡ ɗɏɚɞɡɜ ɜŬ ŭɞəɘɛɎůɞɡɜ ɜɏŮɠ ŮűŬɟɛɞɔɏɠ ɐ ɟɡɗɛɑůŮɘɠ ɢɤɟɑɠ ɜŬ 
ŮˊɖɟŮɎůɞɡɜ Űɖɜ əɨɟɘŬ ŮɔəŬŰɎůŰŬůɖ Űɤɜ Windows. 

3.1.14 ǡȏȄȌȄȐȂȎȏȎȈȎȜȋȄ ȓȈȑ 16 bit ȄȕȀȐȋȎȂǼȑ- AppLocker 

AppLocker ŮɑɜŬɘ ɛɘŬ ŭɡɜŬŰɧŰɖŰŬ Űɤɜ Windows ˊɞɡ ŮˊɘŰɟɏˊŮɘ ůŰɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ ɜŬ Ůɚɏɔɢɞɡɜ 
ˊɞɘŮɠ ŮűŬɟɛɞɔɏɠ ɛˊɞɟɞɨɜ ɜŬ ŮəŰŮɚɞɨɜŰŬɘ ůŮ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ. ȷˊŮɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɘɠ 16-bit 
ŮűŬɟɛɞɔɏɠ ɛɏůɤ Űɞɡ AppLocker, ɛˊɞɟŮɑɠ ɜŬ ˊɟɞůŰŬŰɏɣŮɘɠ Űɞ ůɨůŰɖɛŬ Ŭˊɧ ˊŬɚɘɏɠ ɐ ɛɖ ŬůűŬɚŮɑɠ 
ŮűŬɟɛɞɔɏɠ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ˊɟɞəŬɚɏůɞɡɜ ˊɟɞɓɚɐɛŬŰŬ ŬůűɎɚŮɘŬɠ ɐ ůŰŬɗŮɟɧŰɖŰŬɠ. 
ȷˊŮɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɘɠ 16-bit ŮűŬɟɛɞɔɏɠ ɛɏůɤ Űɞɡ AppLocker ůŰŬ Windows 11, ɛˊɞɟŮɑɠ ɜŬ 
ŮɜɘůɢɨůŮɘɠ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ɡˊɞɚɞɔɘůŰɐ ůɞɡ, ŬˊɞŰɟɏˊɞɜŰŬɠ Űɖɜ ŮəŰɏɚŮůɖ ɛɖ ŬůűŬɚɩɜ ɐ ˊŬɚɘɩɜ 
ŮűŬɟɛɞɔɩɜ ˊɞɡ ɗŬ ɛˊɞɟɞɨůŬɜ ɜŬ Ůəɗɏůɞɡɜ Űɞ ůɨůŰɖɛŬ ůŮ əɘɜŭɨɜɞɡɠ. ȷɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ɓɞɖɗɎ ůŰɖ 
ŭɘŬɢŮɑɟɘůɖ Űɤɜ ŮűŬɟɛɞɔɩɜ ˊɞɡ ŮəŰŮɚɞɨɜŰŬɘ ůŰɞ ůɨůŰɖɛŬ, ˊɟɞɎɔɞɜŰŬɠ Űɖ ůɡɜɞɚɘəɐ ůŰŬɗŮɟɧŰɖŰŬ əŬɘ 
ŬůűɎɚŮɘŬ. ɆŰŬ Windows 11, ɞɘ 16-bit ŮűŬɟɛɞɔɏɠ, ɚɧɔɤ Űɖɠ ˊŬɚŬɘɧŰɖŰŬɠ Űɖɠ ŬɟɢɘŰŮəŰɞɜɘəɐɠ Űɞɡɠ, ŭŮɜ 
ɡˊɞůŰɖɟɑɕɞɜŰŬɘ ɎɛŮůŬ Ŭˊɧ Űɘɠ 64-bit ŮəŭɧůŮɘɠ Űɤɜ Windows. Ƀɘ 64-bit ŮəŭɧůŮɘɠ Űɤɜ Windows ŭŮɜ 
ɏɢɞɡɜ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ Űɟɏɝɞɡɜ 16-bit ŮűŬɟɛɞɔɏɠ, əŬɗɩɠ ŭŮɜ ˊŮɟɘɏɢɞɡɜ Űɞ ɡˊɞůɨůŰɖɛŬ ˊɞɡ 
ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ Űɖɜ ŮəŰɏɚŮůɖ Űɞɡɠ. ɋůŰɧůɞ, Ŭɜ ɢɟɖůɘɛɞˊɞɘŮɑɠ Űɖɜ 32-bit ɏəŭɞůɖ Űɤɜ Windows 11, ɞɘ 
16-bit ŮűŬɟɛɞɔɏɠ ɛˊɞɟɞɨɜ ɜŬ Űɟɏɝɞɡɜ ɛɏůɤ Űɞɡ ɡˊɞůɡůŰɐɛŬŰɞɠ NTVDM (NT Virtual DOS Machine). 
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ů

 

ȺɘəɧɜŬ 22:Protected Path ɛŮ Applocker 

ɆŮ ˊŮɟɑˊŰɤůɖ ɧɛɤɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɛŮ 32-bit ɏəŭɞůɖ ɔɘŬ ɜŬ ŬˊŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ Űɖɜ 
ŭɡɜŬŰɧŰɖŰŬ ɜŬ Űɟɏɝɞɡɜ 16-bit ŮűŬɟɛɞɔɏɠ, ŭɖɛɘɞɡɟɔɞɨɛŮ ɏɜŬ executble rule ɧˊɞɡ ɗŬ ŬˊŬɔɞɟŮɨŮɘ ɜŬ 
ŮəŰŮɚŮůŰɞɨɜ ŬɟɢŮɑŬ ɛɏůŬ ůŰɞ űɎəŮɚɞ System32, ɞ ɞˊɞɑɞɠ ŮɑɜŬɘ ɞ űɎəŮɚɞɠ ŮəŰŮɚɞɨɜŰŬɘ ɞɘ 16-bit 
ŮűŬɟɛɞɔɏɠ ɔɘŬ Űɘɠ ŮɔəŬŰŬůŰɖɛɏɜŮɠ ŮűŬɟɛɞɔŮɠ. ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɛŮ 64-bit əŬɚɧ ɗŬ 
ŮɑɜŬɘ ɜŬ ɛɖɜ ˊɟɞɢɤɟɐůɞɡɛŮ ůŰɖɜ ˊŬɟŬˊɎɜɤ ɚŮɘŰɞɡɟɔɑŬ əŬɗɩɠ ŮɜŭŮɑəɜŮŰŬɘ ɜŬ ˊŮɟɘɞɟɑůŮɘ əŬɘ ŬɟɢŮɑŬ 
ɛŮ 64-bit ŬɟɢɘŰŮəŰɞɜɘəɐ. ɄŬɟɧɚŬ ŬɡŰɎ ɛˊɞɟɞɨɛŮ ɜŬ Űɞ ŮűŬɟɛɧůɞɡɛŮ əŬɘ ɜŬ ŭɞɨɛŮ ůŰɖɜ ˊɟɎɝɖ Ŭɜ 
ŬˊɞŰɟɏˊŮɘ əŬɘ 64-bit ŮűŬɟɛɞɔŮɠ ˊɞɡ ɢɟŮɘŬɕɧɛŬůŰŮ. 

 

 

ȺɘəɧɜŬ 23:ȺɘəɧɜŬ Űɤɜ Executables rules 

3.1.15 ǡȌȓǾȂȐȀȕȎ ȀȒȕȀȊȄǾȀȑ(ȒȆȋȄǾȎ ȄȏȀȌȀȕȎȐǻȑ ȒȔȒȓǽȋȀȓȎȑ)  

ɇɞ Backup Restore Point (ůɖɛŮɑɞ ŮˊŬɜŬűɞɟɎɠ ůɡůŰɐɛŬŰɞɠ) ŮɑɜŬɘ ɛɘŬ ŭɡɜŬŰɧŰɖŰŬ Űɤɜ 
Windows ́ ɞɡ ŮˊɘŰɟɏˊŮɘ ůŰɞ ůɨůŰɖɛŬ ɜŬ ŬˊɞɗɖəŮɨŮɘ ɏɜŬ "ůŰɘɔɛɘɧŰɡˊɞ" Űɖɠ əŬŰɎůŰŬůɖɠ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ ůŮ ɛɘŬ ůɡɔəŮəɟɘɛɏɜɖ ɢɟɞɜɘəɐ ůŰɘɔɛɐ. ȷɡŰɧ Űɞ ůŰɘɔɛɘɧŰɡˊɞ ˊŮɟɘɚŬɛɓɎɜŮɘ ɓŬůɘəɎ ŬɟɢŮɑŬ 
ůɡůŰɐɛŬŰɞɠ, ɟɡɗɛɑůŮɘɠ Űɞɡ ɛɖŰɟɩɞɡ (registry), ŮɔəŬŰŮůŰɖɛɏɜŬ ˊɟɞɔɟɎɛɛŬŰŬ əŬɘ ŮɜɖɛŮɟɩůŮɘɠ, ɩůŰŮ 
ɜŬ ɛˊɞɟŮɑɠ ɜŬ ŮˊŬɜŬűɏɟŮɘɠ Űɞ ůɨůŰɖɛŬ ůŮ ɛɘŬ ˊɟɞɖɔɞɨɛŮɜɖ əŬŰɎůŰŬůɖ, ŮɎɜ ˊɟɞəɨɣŮɘ əɎˊɞɘɞ 
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ˊɟɧɓɚɖɛŬ. ȹŮɜ ˊŮɟɘɚŬɛɓɎɜŮɘ ˊɟɞůɤˊɘəɎ ŬɟɢŮɑŬ (ɧˊɤɠ ɏɔɔɟŬűŬ ɐ űɤŰɞɔɟŬűɑŮɠ), ŬɚɚɎ ŬűɞɟɎ 
əɡɟɑɤɠ Űɘɠ ɟɡɗɛɑůŮɘɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

 

ȺɘəɧɜŬ 24:ȺɜŮɟɔɞˊɞɑɖůɖ System Protection 

ȺɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɞ restore point ŭɖɛɘɞɡɟɔɩ ŬɡŰɧɛŬŰŬ ůɖɛŮɑŬ ŬˊɞəŬŰɎůŰŬůɖɠ əŬŰɎ Űɖɜ 
ŭɘɎɟəŮɘŬ ŬɚɚŬɔɩɜ ůŰɞ workstation, ɧˊɤɠ ŮɔəŬŰɎůŰŬůɖ ɚɞɔɘůɛɘəɞɨ, ŮɜɖɛŮɟɩůŮɘɠ əŰɚ. Ⱥˊɘˊɚɏɞɜ 
ɛˊɞɟɩ ɜŬ ɓɎɚɤ ˊɧůɞ ɢɤɟɖŰɘəɧŰɖŰŬ ɗɏɚɤ ɜŬ ˊɘɎɜŮɘ Űɞ restore point(ɓɚɏˊɞɡɛŮ ɧŰɘ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ 
ŮɑɜŬɘ ůŰɞ 5%). 

 

ȺɘəɧɜŬ 25:Restore Point State 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ Űɞɡ ŰŮɚŮɡŰŬɑɞɡ restore point ɧˊɞɡ ŭɖɛɘɞɡɟɔɐůŬɛŮ. ɀˊɞɟŮɑ 
ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ Ŭɜ əŬɘ ɧɢɘ ˊɎɟŬ ˊɞɚɨ ŬˊɞŰŮɚŮůɛŬŰɘəɎ əŬɘ ůŮ ˊŮɟɘˊŰɩůŮɘɠ disaster recovery ɐ 
business continuity ɛŮ manual ɧɛɤɠ ŮɜŮɟɔɞˊɞɑɖůɖ.  
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3.1.16 Windows Defender Exploit Guard 

 

ȺɘəɧɜŬ 26:Exploit Protection 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ ŰŬ ŬɟɢŮɑŬ ɧˊɞɡ ɏɢɞɡɛŮ ŮɜŰɎɝŮɘ ůŰɞ windows exploit protection. ɇɞ Windows 
Defender Exploit Guard ́ ŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ ˊɟɞůŰŬůɑŬ ŮəɛŮŰɎɚɚŮɡůɖɠ ŬŭɡɜŬɛɘɩɜ ( exploit 
protection), Űɖɜ ŬɜɎˊŰɡɝɖ əŬɜɧɜɤɜ ɛŮɑɤůɖɠ Űɖɠ ŮˊɘɗŮŰɘəɐɠ ŮˊɘűɎɜŮɘŬɠ (attack surface reduction 
rules), Űɖɜ ˊɟɞůŰŬůɑŬ ŭɘəŰɨɞɡ əŬɘ Űɖɜ ŮɚŮɔɢɧɛŮɜɖ ˊɟɧůɓŬůɖ ůŰɞɡɠ űŬəɏɚɞɡɠ. ɄŬɟɏɢŮɘ Ůˊɑůɖɠ 
ˊɟɞůŰŬůɑŬ Ŭˊɧ ŮˊɘɗɏůŮɘɠ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɖɗɞɨɜ ůŮ ˊŬɟɤɢɖɛɏɜŮɠ (ˊŬɚŬɘɏɠ) 
ŮűŬɟɛɞɔɏɠ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ŬɡɗŬɑɟŮŰɖɠ ˊɟɞűɨɚŬɝɖɠ əɩŭɘəŬ (arbitrary code guard), Űɖɜ 
ˊŬɟŮɛˊɧŭɘůɖ Ůɘəɧɜɤɜ ɢŬɛɖɚɐɠ ŬəŮɟŬɘɧŰɖŰŬɠ, Űɖɜ ˊŬɟŮɛˊɧŭɘůɖ ɛɖ ŬɝɘɧˊɘůŰɤɜ ɔɟŬɛɛŬŰɞůŮɘɟɩɜ 
əŬɘ Űɖɜ ŮɝŬɔɤɔɐ űɘɚŰɟŬɟɑůɛŬŰɞɠ ŭɘŮɡɗɨɜůŮɤɜ[27]. 

3.1.17 Mandatory Integrity Control (MIC) 

ɇɞ Mandatory Integrity Control (MIC) ŮɑɜŬɘ ɏɜŬ ɓŬůɘəɧ ɢŬɟŬəŰɖɟɘůŰɘəɧ ŬůűŬɚŮɑŬɠ ˊɞɡ 
ŮɛűŬɜɑůŰɖəŮ ůŰŬ Windows Vista əŬɘ ŮűŬɟɛɧɕŮŰŬɘ ůŮ ɧɚŬ ŰŬ ɚŮɘŰɞɡɟɔɘəɎ ůɡůŰɐɛŬŰŬ (windows). To MIC 
ůŰɖɜ ɞɡůɑŬ ŬˊɞɛɞɜɩɜŮɘ Űɘɠ ŭɘŮɟɔŬůɑŮɠ ɛŮ ɓɎůɖ Űɞ ŮˊɑˊŮŭɞ ŬəŮɟŬɘɧŰɖŰɎɠ Űɞɡ. ȹɖɚŬŭɐ ŭɘŮɟɔŬůɑŮɠ ˊɞɡ 
ɏɢɞɡɜ Űɞ ɑŭɘɞ ŮˊɑˊŮŭɞ ŬəŮɟŬɘɧŰɖŰŬɠ ɏɢɞɡɜ əŬɘ ůɢɏůɖ ŮɛˊɘůŰɞůɨɜɖ ɛŮŰŬɝɨ Űɞɡɠ. ȷɡŰɧɠ ɞ ɛɖɢŬɜɘůɛɧɠ 
ˊŬɟɏɢŮɘ ɛɑŬ ˊɞɚɘŰɘəɐ / ŭɡɜŬŰɧŰɖŰŬ ɔɘŬ ɜŬ ˊŮɟɘɞɟɑɕŮɘ Űɖɜ ˊɟɧůɓŬůɖ ůŮ ŭɘŮɟɔŬůɑŮɠ ɛŮ ɢŬɛɖɚɧ ŮˊɑˊŮŭɞ 
ŬəŮɟŬɘɧŰɖŰŬɠ ůŰɞ ˊŮɟɘŮɢɧɛŮɜɞ ŭɘŮɟɔŬůɘɩɜ ɛŮ ɡɣɖɚɧŰŮɟɞ ŮˊɑˊŮŭɞ ŬəŮɟŬɘɧŰɖŰŬɠ. ɀŮ Űɖɜ 
ůɡɔəŮəɟɘɛɏɜɖ ˊɞɚɘŰɘəɐ ɏɢɞɡɛŮ ŭɘɎəɟɘůɖ ɛŮŰŬɝɨ ɛɘŬɠ: 

¶ ɀɘŬɠ ɡˊɖɟŮůɑŬɠ (Service), ˊɞɡ ŮəŰŮɚŮɑŰŬɘ Ŭűɞɨ ɞ ɢɟɐůŰɖɠ əɎɜŮɘ logon ůŰɞ 
ůɨůŰɖɛŬ. 

¶ ȾŬɘ ɛɘŬɠ ɎɔɜɤůŰɖɠ ŮűŬɟɛɞɔɐɠ, ˊɞɡ ɞ ɢɟɐůŰɖɠ ñəŬŰɏɓŬůŮò Ŭˊɧ Űɞ Internet 
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ȾɎɗŮ ůŰɞɘɢŮɑɞ Űɞɡ ɡˊɞɚɞɔɘůŰɐ ɏɢŮɘ ɏɜŬ Ůˊɘˊɚɏɞɜ ɢŬɟŬəŰɖɟɘůŰɘəɧ ŬůűŬɚŮɑŬɠ ˊɞɡ ŮɑɜŬɘ Űɞ 
ŮˊɑˊŮŭɞ ŬəŮɟŬɘɧŰɖŰŬɠ (Integrity level). 

 

ȺɘəɧɜŬ 27:ȺɜŮɟɔɞˊɞɑɖůɖ MIC ɛɏůɤ Registry 

ɄɎɛŮ ůŰɖɜ registry əŬɘ ŭɖɛɘɞɡɟɔɞɨɛŮ ɏɜŬ ɜɏɞ DWORD (32-bit) value ɛŮ Űɞ ɧɜɞɛŬ 
"MandatoryIntegrityControl" əŬɘ ɓɎɕɞɡɛŮ Űɖɜ Űɘɛɐ 1 ɔɘŬ ɜŬ ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ  Űɞ MIC. ȼ ŮɜŮɟɔɞˊɞɑɖůɖ 
Űɞɡ Mandatory Integrity Control ůŰŬ Windows 11 ŮɜɘůɢɨŮɘ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ, ˊŬɟɏɢɞɜŰŬɠ 
ɏɜŬɜ ɛɖɢŬɜɘůɛɧ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ Űɤɜ ŭɘəŬɘɤɛɎŰɤɜ ˊɟɧůɓŬůɖɠ ůŰɘɠ ŭɘŬŭɘəŬůɑŮɠ əŬɘ ŰŬ ŬɜŰɘəŮɑɛŮɜŬ.  

3.2 ǡȒȕǻȊȄȈȀ ǤȈȉȓȜȎȔ 

ɆŮ ŬɡŰɧ Űɞ ɛɏɟɞɠ Űɖɠ ŮɟɔŬůɑŬɠ ɛŬɠ ɗŬ ɡɚɞˊɞɘɐůɞɡɛŮ ŬɟəŮŰɎ ɛɏŰɟŬ ŬůűɎɚŮɘŬɠ ɩůŰŮ ɜŬ 
ŬɡɝɐůɞɡɛŮ Űɞ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ůŰɞ ŮˊɑˊŮŭɞ Űɞɡ ŭɘəŰɨɞɡ ɛɏůŬ Ŭˊɧ ŰŮɑɢɞɠ ˊɟɞůŰŬůɑŬɠ, windows 
defender antivirus, threat protection, vpn əŬɘ ŬˊŮɜŮɟɔɞˊɞɑɖůɖ ŮɡˊŬɗɩɜ ˊɟɤŰɞəɧɚɚɤɜ ɩůŰŮ ɜŬ 
ɗɤɟŬəɑůɞɡɛŮ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ɛŬɠ əŬɘ ůŮ ŬɡŰɧ Űɞ əɞɛɛɎŰɘ. 

3.2.1 ɇŮɑɢɞɠ ɄɟɞůŰŬůɑŬɠ əŬɘ ɄɟɞůŰŬůɑŬ ȹɘəŰɨɞɡ 

3.2.1.1 ǲȓȀȓȈȉǽ IP ȉȀȈ custom Gateway 

ŪŬ ˊɟɏˊŮɘ ɜŬ ŮɜŭɡɜŬɛɩůɞɡɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ŭɘəŰɡŬəɩɜ ůɡůəŮɡɩɜ (hardening) ɢɤɟɑɠ ɜŬ 
ůɡɜŭɏůɞɡɛŮ Űɞɜ ɡˊɞɚɞɔɘůŰɐ ůŰɞ ŭɘŬŭɑəŰɡɞ. ũɘŬ ɜŬ Űɞ ˊŮŰɨɢɞɡɛŮ, ɞ ɡˊɞɚɞɔɘůŰɐɠ ɢɟŮɘɎɕŮŰŬɘ ɜŬ ŮɑɜŬɘ 
ůɡɜŭŮŭŮɛɏɜɞɠ ɛŮ əɎˊɞɘɞɜ ŭɟɞɛɞɚɞɔɖŰɐ ɐ ˊɨɚɖ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ɏɢɞɡɛŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ 
ˊɟɞůŬɟɛɧůɞɡɛŮ Űɞ ŭɑəŰɡɞ. ɀɧɚɘɠ ɞɚɞəɚɖɟɤɗŮɑ ɖ ŬůűɎɚɘůɖ Űɞɡ ŭɘəŰɨɞɡ, ɛˊɞɟɞɨɛŮ ɜŬ ɟɡɗɛɑůɞɡɛŮ 
Űɖɜ əŬɜɞɜɘəɐ ˊɨɚɖ (gateway) əŬɘ ɜŬ ůɡɜŭɏůɞɡɛŮ Űɞɜ ɡˊɞɚɞɔɘůŰɐ ůŰɞ Internet ɔɘŬ ɜŬ ɚɎɓŮɘ Űɘɠ 
ŮɜɖɛŮɟɩůŮɘɠ Űɤɜ Windows. 

 

 

ȺɘəɧɜŬ 28:ȺɘůŬɔɤɔɐ ůŰŬŰɘəɐɠ IP 

ȸɎɕɞɜŰŬɠ ůŰŬŰɘəɐ IP ŮɜɘůɢɨɞɡɛŮ Űɞ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ɛŮ Űɞɡɠ ˊŬɟŬəɎŰɤ Űɟɧˊɞɡɠ: 
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- ɀɘŬ ůŰŬŰɘəɐ IP ŭŮɜ ŬɚɚɎɕŮɘ, ŮˊɘŰɟɏˊɞɜŰŬɠ əŬɚɨŰŮɟɞ ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɞɘ 
ŭɘŬɢŮɘɟɘůŰɏɠ ŭɘəŰɨɞɡ ɛˊɞɟɞɨɜ ɜŬ ɞɟɑůɞɡɜ ůɡɔəŮəɟɘɛɏɜɞɡɠ əŬɜɧɜŮɠ firewall ɐ VPN, ŮˊɘŰɟɏˊɞɜŰŬɠ 
ˊɟɧůɓŬůɖ ɛɧɜɞ Ŭˊɧ ůɡɔəŮəɟɘɛɏɜŮɠ ůŰŬŰɘəɏɠ IP ŭɘŮɡɗɨɜůŮɘɠ. ȷɡŰɧ ɛŮɘɩɜŮɘ Űɞɜ əɑɜŭɡɜɞ ɛɖ 
ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ˊɟɧůɓŬůɖɠ Ŭˊɧ ɎɔɜɤůŰŮɠ ɐ ɛɖ ŬɝɘɧˊɘůŰŮɠ IP. 

- ȼ ɢɟɐůɖ ůŰŬŰɘəɐɠ IP ŮˊɘŰɟɏˊŮɘ Űɖɜ ˊŬɟŬəɞɚɞɨɗɖůɖ Űɖɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ ůŰɞ ŭɑəŰɡɞ ɛŮ 
ɛŮɔŬɚɨŰŮɟɖ ŬəɟɑɓŮɘŬ. ȺɎɜ ɡˊɎɟɢŮɘ ŬˊɧˊŮɘɟŬ ŮˊɑɗŮůɖɠ ɐ ɨˊɞˊŰɖ ŭɟŬůŰɖɟɘɧŰɖŰŬ, ŮɑɜŬɘ ˊɘɞ Ůɨəɞɚɞ ɜŬ 
ŮɜŰɞˊɘůŰŮɑ Ŭɜ ɖ ŭɘŮɨɗɡɜůɖ IP ŮɑɜŬɘ ůŰŬɗŮɟɐ, ůŮ ŬɜŰɑɗŮůɖ ɛŮ ɛɘŬ ŭɡɜŬɛɘəɐ ˊɞɡ ŬɚɚɎɕŮɘ. 

- ɃɟɘůɛɏɜŮɠ ɡˊɖɟŮůɑŮɠ ˊɞɡ ŬˊŬɘŰɞɨɜ ɡɣɖɚɧ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ, ɧˊɤɠ ɞɘ ŭɘŬəɞɛɘůŰɏɠ 
(servers), ŰŬ VPN ɐ ŰŬ ŬˊɞɛŬəɟɡůɛɏɜŬ ůɡůŰɐɛŬŰŬ ŭɘŬɢŮɑɟɘůɖɠ, ɚŮɘŰɞɡɟɔɞɨɜ əŬɚɨŰŮɟŬ ɛŮ ůŰŬŰɘəɏɠ 
IP, əŬɗɩɠ ɖ ŬůűŬɚɐɠ ˊɟɧůɓŬůɖ ɟɡɗɛɑɕŮŰŬɘ ɛŮ ŬəɟɑɓŮɘŬ Ŭˊɧ ůɡɔəŮəɟɘɛɏɜŮɠ ɔɜɤůŰɏɠ ŭɘŮɡɗɨɜůŮɘɠ. 

- Ⱥűɧůɞɜ ɞɘ ůŰŬŰɘəɏɠ IP ůɡɜŭɏɞɜŰŬɘ ɛŮ ɛɘŬ ůɡɔəŮəɟɘɛɏɜɖ ůɡůəŮɡɐ ɐ ŭɘŬəɞɛɘůŰɐ əŬɘ ŭŮɜ 
ŬɚɚɎɕɞɡɜ, ɛŮɘɩɜŮŰŬɘ ɞ əɑɜŭɡɜɞɠ ɜŬ ɛˊŮɟŭŮɡŰŮɑ əɎˊɞɘɞɠ ůŰɖ ɢɟɐůɖ Űɖɠ ɡˊɖɟŮůɑŬɠ DNS ɛŮ 
ɚŬɜɗŬůɛɏɜŮɠ ŭɘŮɡɗɨɜůŮɘɠ. 

3.2.1.2  ǶȐǽȒȆ ȋțȌȎ ȓȘȌ ȁȀȒȈȉȝȌ ȏȐȘȓȎȉțȊȊȘȌ 

ũɘŬ ɜŬ ɛŮɘɩůɞɡɛŮ Űɖɜ ŮˊɘɗŮŰɘəɐ ɛŬɠ ŮˊɘűɎɜŮɘŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ɛɧɜɞ ŰŬ  
ŬˊŬɟŬɑŰɖŰŬ ɔɘŬ ŮɛɎɠ ˊɟɤŰɧəɞɚɚŬ. ȷɡŰɐ Űɖɜ ůŰɘɔɛɐ Űɞ ɛɧɜɞ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ɢɟŮɘŬɕɧɛŬůŰŮ ŮɑɜŬɘ Űɞ 
IPv4. ɇɞ IPv6 ɗŬ ŮɑɜŬɘ ˊɞɚɨ ɢɟɐůɘɛɞ ůŰɞ ɛɏɚɚɞɜ ŬɚɚɎ ɧɢɘ ŬɡŰɐ Űɖɜ ůŰɘɔɛɐ  [28].  

ɇɞ IPv6 ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞ Ůɝ ɞɟɘůɛɞɨ ůŰŬ Windows. ȺˊŮɘŭɐ əɎˊɞɘɞɘ ŭɟɞɛɞɚɞɔɖŰɏɠ ŭŮɜ  

əŬŰŬɚŬɓŬɑɜɞɡɜ Ŭˊɧ IPv6, ɡɚɞˊɞɘɞɨɜ tunneling, əŬɘ ɛŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ɏɜŬɠ əŬəɧɓɞɡɚɞɠ 
ɢɟɐůŰɖɠ ɛˊɞɟŮɑ ɜŬ ɝŮˊŮɟɎůŮɘ Űɖɜ ŬůűɎɚŮɘɎ ɛŬɠ.  

ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ IPV6 

 

ȺɘəɧɜŬ 29:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ IPv6 ɛɏůɤ Registry 

ɇɞ NetBIOS ˊɎɜɤ Ŭˊɧ TCP/IP ŭŮɜ ŬˊŬɘŰŮɑŰŬɘ, ŭɘɧŰɘ Űɞ NetBIOS ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞ əŬɘ 
ɢɤɟɑɠ ŬɡŰɐ Űɖɜ Ůˊɘɚɞɔɐ. ȷˊŮɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɞ NetBIOS ˊɎɜɤ Ŭˊɧ TCP/IP ɗŬ ˊŮɟɘɞɟɑůŮɘ Űɖɜ əɑɜɖůɖ 
NetBIOS ɛɏůŬ ůŰɞ Űɞˊɘəɧ ŭɑəŰɡɞ.  

 

ȺɘəɧɜŬ 30:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ NetBIOS over TCP/IP ɛɏůɤ GUI 
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ɇŬ Discovery protocols ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɛɧɜɞ ɔɘŬ ɛɑŬ əŬɚɐ ˊŬɟɞɡůɑŬůɖ Ůɜɧɠ ŭɘəŰɨɞɡ. ɆŮ 
ɏɜŬ ŭɑəŰɡɞ ůˊɘŰɘɞɨ ŭŮɜ ɢɟŮɘɎɕŮŰŬɘ əŬɘ ˊɟɏˊŮɘ ɜŬ ŬˊŮɜŮɟɔɞˊɞɘɞɨɜŰŬɘ. ɆŮ Domain ˊŮɟɘɓɎɚɚɞɜ ŮɑɜŬɘ Ůɝ 
ɞɟɘůɛɞɨ ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ, ɛɧɚɘɠ ůɡɜŭŮɗɞɨɛŮ ůŰɞ domain. 

ȷˊŮɜŮɟɔɞˊɞɘɞɨɛŮ Űɞ File and Printer Sharing. ɇɞ ŮɜŮɟɔɞˊɞɘɞɨɛŮ Ŭɜ Űɞ ɢɟŮɘŬɕɧɛŬůŰŮ. ȷɜ 
ɗɏɚɞɡɛŮ print sharing əŬɚɧ ŮɑɜŬɘ ɜŬ ˊɎɟɞɡɛŮ ŭɘəŰɡŬəɧ ŮəŰɡˊɤŰɐ.  

 

ȺɘəɧɜŬ 31:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ File and Printer Shring ɛɏůɤ Gui 

ȷˊŮɜŮɟɔɞˊɞɑɖůɖ IGMP (Internet Group Management Protocol) 

 

ȺɘəɧɜŬ 32:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ IGMP (Internet Group Management Protocol 

ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Űɖɠ 1900 UpnP ˊɧɟŰŬɠ 

 

ȺɘəɧɜŬ 33:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Űɖɠ 1900 UpnP ́ ɧɟŰŬɠ 

ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ SMB v1 ˊɟɤŰɞəɧɚɞɡ 
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ȺɘəɧɜŬ 34:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ SMB v1 ˊɟɤŰɞəɧɚɞɡ 

Stop Distributed COM 

ɇɞ Distributed COM ( or DCOM ) ŭɖɛɘɞɡɟɔɐɗɖəŮ Ŭˊɧ Űɖɜ MS ɔɘŬ ɜŬ əŬɚɨɣŮɘ Űɖɜ ŬɜɎɔəɖ  

ɔɘŬ distributed computing. ɋůŰɧůɞ ůŬɜ ˊɟɤŰɧəɞɚɚɞ ŭŮɜ ŮɑɜŬɘ ŭɖɛɞűɘɚɏɠ. ŪŬ ˊɟɏˊŮɘ ɜŬ  

Űɞ ŬˊŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ. 

 

ȺɘəɧɜŬ 35:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Distributed COM 
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3.2.2 ȷůűɎɚŮɘŬ ȹɘəŰɨɞɡ ɛɏůɤ Windows VPN 

 

ȺɘəɧɜŬ 36: VPN Connection 

ɆŮ ŬɡŰɧ Űɞ ůɖɛŮɑɞ, ɗŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ɛɘŬ ůɨɜŭŮůɖ VPN ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ ˊɟɤŰɧəɞɚɚɞ 
WAN Miniport (IKEv2), Űɞ ɞˊɞɑɞ ˊŬɟɏɢŮɘ ɏɜŬ ůɨɔɢɟɞɜɞ əŬɘ ŬůűŬɚɏɠ ˊɚŬɑůɘɞ ŮˊɘəɞɘɜɤɜɑŬɠ. ȼ ɢɟɐůɖ 
Űɞɡ VPN ůŰɞ Windows 11 ŬɡɝɎɜŮɘ Űɖɜ ŬůűɎɚŮɘŬ ɛŮ ŭɘɎűɞɟɞɡɠ Űɟɧˊɞɡɠ, ŮɝŬůűŬɚɑɕɞɜŰŬɠ ˊɟɞůŰŬůɑŬ 
ɔɘŬ ŰŬ ŭŮŭɞɛɏɜŬ əŬɘ Űɖɜ ɘŭɘɤŰɘəɧŰɖŰŬ Űɞɡ ɢɟɐůŰɖ. ɄɟɩŰɞɜ, Űɞ VPN ́ŬɟɏɢŮɘ əɟɡˊŰɞɔɟɎűɖůɖ 
ŭŮŭɞɛɏɜɤɜ, ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɧɚŮɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɛŮŰŬűɏɟɞɜŰŬɘ ɛŮŰŬɝɨ Űɞɡ ůɡůŰɐɛŬŰɞɠ əŬɘ 
Űɞɡ ŬˊɞɛŬəɟɡůɛɏɜɞɡ ŭɘəŰɨɞɡ ŮɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜŮɠ. ȷɡŰɧ ŬˊɞŰɟɏˊŮɘ ɡˊɞəɚɞˊɏɠ Ŭˊɧ 
əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ, ɘŭɘŬɑŰŮɟŬ ůŮ ŭɖɛɧůɘŬ ŭɑəŰɡŬ Wi-Fi, ɧˊɞɡ ɖ ŬůűɎɚŮɘŬ ŮɑɜŬɘ ůɡɢɜɎ 
ŬɜŮˊŬɟəɐɠ.ȹŮɨŰŮɟɞɜ, ŮˊɘŰɟɏˊŮɘ ŬůűŬɚɐ ˊɟɧůɓŬůɖ ůŮ ŭɑəŰɡŬ ŮɟɔŬůɑŬɠ, ŭɘŮɡəɞɚɨɜɞɜŰŬɠ Űɞɡɠ 
ɢɟɐůŰŮɠ ɜŬ ůɡɜŭɏɞɜŰŬɘ ŬˊɞɛŬəɟɡůɛɏɜŬ ůŮ ŮŰŬɘɟɘəɎ ŭɑəŰɡŬ. ȷɡŰɧ ŮˊɘŰɟɏˊŮɘ Űɖɜ ŬůűŬɚɐ ɢɟɐůɖ 
ŬɟɢŮɑɤɜ əŬɘ ŮűŬɟɛɞɔɩɜ ɢɤɟɑɠ Űɞɜ əɑɜŭɡɜɞ ˊŬɟŬɓɑŬůɖɠ Ŭˊɧ ŰɟɑŰɞɡɠ. Ⱥˊɘˊɚɏɞɜ, Űɞ VPN ́ɟɞůűɏɟŮɘ 
ˊɟɞůŰŬůɑŬ ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ, ŬˊɞəɟɨˊŰɞɜŰŬɠ Űɖ ŭɘŮɨɗɡɜůɖ IP Űɞɡ ɢɟɐůŰɖ. ɀŮ ŬɡŰɧɜ Űɞɜ 
Űɟɧˊɞ, ɔɑɜŮŰŬɘ ŭɨůəɞɚɞ ɔɘŬ ŰɟɑŰɞɡɠ ɜŬ ˊŬɟŬəɞɚɞɡɗɐůɞɡɜ Űɖ ŭɘŬŭɘəŰɡŬəɐ ŭɟŬůŰɖɟɘɧŰɖŰŬ, 
ŮɝŬůűŬɚɑɕɞɜŰŬɠ Ŭɡɝɖɛɏɜɖ ɘŭɘɤŰɘəɧŰɖŰŬ.ɇɞ ˊɟɤŰɧəɞɚɚɞ IKEv2, ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ ůɨɜŭŮůɖ, 
ŮɑɜŬɘ ɘŭɘŬɑŰŮɟŬ ŬůűŬɚɏɠ. ɈˊɞůŰɖɟɑɕŮɘ ɘůɢɡɟɐ əɟɡˊŰɞɔɟɎűɖůɖ əŬɘ ɏɢŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ŬɡŰɧɛŬŰɖɠ 
ŮˊŬɜŬůɨɜŭŮůɖɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɖ ůɨɜŭŮůɖ ŭɘŬəɞˊŮɑ, ˊŬɟɏɢɞɜŰŬɠ ŬŭɘɎɚŮɘˊŰɖ ŬůűɎɚŮɘŬ. ɇɏɚɞɠ, Űɞ 
VPN ́ɟɞůŰŬŰŮɨŮɘ Ŭˊɧ əŬəɧɓɞɡɚŮɠ ŮˊɘɗɏůŮɘɠ, ɧˊɤɠ ɞɘ ŮˊɘɗɏůŮɘɠ man-in-the-middle (MITM), ɧˊɞɡ 
ŮɘůɓɞɚŮɑɠ ŮˊɘɢŮɘɟɞɨɜ ɜŬ ˊŬɟŮɛɓŬɑɜɞɡɜ ůŰɖ ůɨɜŭŮůɖ. ȷɡŰɏɠ ɞɘ ɚŮɘŰɞɡɟɔɑŮɠ əŬɗɘůŰɞɨɜ Űɖ ɢɟɐůɖ VPN 
ɏɜŬɜ ŬˊŬɟŬɑŰɖŰɞ ɛɖɢŬɜɘůɛɧ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ Űɖɜ ɘŭɘɤŰɘəɧŰɖŰŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

3.2.3 ɇŮɑɢɞɠ ɄɟɞůŰŬůɑŬɠ Windows Defender ɛŮ Ʉɟɞɢɤɟɖɛɏɜɖ ȷůűɎɚŮɘŬ 

ȼ ́ ɞɚɘŰɘəɐ Űɤɜ Window's firewall's ŮɑɜŬɘ inbound deny əŬɘ outbound allow all. ɀɧɚɘɠ 
ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ Űɞ outbound blocking ŰɧŰŮ ůŰɞ ŭɑəŰɡɞ ɛˊɞɟɞɨɜ ɜŬ ñɛɘɚɐůɞɡɜò ɛɧɜɞ ɞɘ ŮűŬɟɛɞɔɏɠ 
ˊɞɡ ŮˊɘŰɟɏˊɞɡɛŮ. ɆɡɜŮˊɩɠ ɢŮɘɟɞəɑɜɖŰŬ ɞɟɑɕɞɡɛŮ ˊɞɘɞ ˊɟɧɔɟŬɛɛŬ ɗŬ ɏɢŮɘ  

ˊɟɧůɓŬůɖ ůŰɞ ŭɘŬŭɑəŰɡɞ (Internet).  

ȾŬɘ ůŰŬ ŰɟɑŬ profile ŬɚɚɎɕɞɡɛŮ Űɖɜ ɏɜŭŮɘɝɖ ůŮ Block ůŰɞ Outbound connections. 
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ȺɘəɧɜŬ 37:Block Űɤɜ Outbound connections 

ȾŬɘ ůŰŬ ŰɟɑŬ profile ŬɚɚɎɕɞɡɛŮ ůŮ Yes Űɖɜ ɏɜŭŮɘɝɖ ůŰŬ Log dropped packets. 

 

ȺɘəɧɜŬ 38:ȺˊɘŰɟɏˊɞɡɛŮ Log dropped packets 

ȾŬɘ ůŰŬ ŰɟɑŬ profile ŬɚɚɎɕɞɡɛŮ ůŮ Yes ůŰɞ Allow unicast response. 

 

ȺɘəɧɜŬ 39:ȷɚɚɎɕɞɡɛŮ Űɖɜ ɏɜŭŮɘɝɖ ůŮ Yes 
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3.2.4 Windows Defender Antivirus  

 

ȺɘəɧɜŬ 40:Updates 

ɇɞ Microsoft Defender Antivirus ɢɟɖůɘɛɞˊɞɘŮɑ ɛɘŬ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ (intelligence) ɔɘŬ Űɖɜ 
ŬɜɑɢɜŮɡůɖ əŬɘ ŬɜŰɘɛŮŰɩˊɘůɖ əŬəɧɓɞɡɚɤɜ ɚɞɔɘůɛɘəɩɜ, ɘɩɜ əŬɘ Ɏɚɚɤɜ ŬˊŮɘɚɩɜ. BɚɏˊɞɡɛŮ ɧŰɘ ŰɟɏɝŬɛŮ 
əŬɘ Űɞ ůɨůŰɖɛŬ ɛŬɠ ŮɑɜŬɘ ŮɜɖɛŮɟɤɛɏɜɞ ɢɤɟɑɠ ɜŬ ɓɟŮɗɞɨɜ ŬˊŮɘɚɏɠ. 

 

ȺɘəɧɜŬ 41:Protected Folders 
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ȺɘəɧɜŬ 42:Rasomware Protections 

ɀŮ Űɖɜ ɚŮɘŰɞɡɟɔɑŬ Controlled Folder Access Űɤɜ Windows 11, ɖ ɞˊɞɑŬ ŮɜůɤɛŬŰɩɜŮŰŬɘ ůŰɞ 
Microsoft Defender Antivirus ɓɚɏˊɞɡɛŮ ɧŰɘ ɏɢɞɡɛŮ ˊɟɞůŰŬŰɏɣŮɘ Űɞɡɠ ˊŬɟŬˊɎɜɤ űŬəɏɚɞɡɠ Ŭˊɧ 
ˊɘɗŬɜɏɠ ransomware ŮˊɗɏůŮɘɠ, Ŭˊɧ ˊɘɗŬɜɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ ˊɞɡ əɎˊɞɘɞɠ 
ŮˊɘŰɘɗɏɛŮɜɞɠ ɗŬ ŭɞəɘɛɎůŮɘ ɜŬ ŮəɛŮŰŬɚŮɡŰŮɑ. 

3.2.5 Windows Defender Advanced Threat Protection  

 

ȺɘəɧɜŬ 43:Advanced Threat Protection 

ɄɟɞůŰŬůɑŬ ůŮ ˊɟŬɔɛŬŰɘəɧ 
ɢɟɧɜɞ (Real-time 
protection) 

ȷɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ əɎɗŮ ˊɟɧɔɟŬɛɛŬ ɐ ŬɟɢŮɑɞ ˊɞɡ 
ˊɟɞůˊŬɗŮɑ ɜŬ ŮɔəŬŰŬůŰŬɗŮɑ ɐ ɜŬ ŰɟɏɝŮɘ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ ůɞɡ 
ŮɚɏɔɢŮŰŬɘ ɎɛŮůŬ ɔɘŬ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ. ȺɎɜ ɓɟŮɗŮɑ əɎˊɞɘɞ, 
ůŰŬɛŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ, ˊɟɞůŰŬŰŮɨɞɜŰŬɠ ɏŰůɘ Űɞɜ ɡˊɞɚɞɔɘůŰɐ Ŭˊɧ 
ˊɘɗŬɜɏɠ ŬˊŮɘɚɏɠ ˊɟɘɜ ŬɡŰɏɠ ˊɟɞɚɎɓɞɡɜ ɜŬ ŮɜŮɟɔɞˊɞɘɖɗɞɨɜ. ȼ 
ůɡɜŮɢɐɠ ˊŬɟŬəɞɚɞɨɗɖůɖ ŮɑɜŬɘ əɟɑůɘɛɖ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ, əŬɗɩɠ 
ɞɘ ŬˊŮɘɚɏɠ ŬɜŰɘɛŮŰɤˊɑɕɞɜŰŬɘ ɛɧɚɘɠ ŮɛűŬɜɘůŰɞɨɜ.[29] 

ɄɟɞůŰŬůɑŬ ɛɏůɤ cloud 
(Cloud-delivered 
protection) 

ȷɡŰɐ ɖ ŭɡɜŬŰɧŰɖŰŬ ˊŬɟɏɢŮɘ ˊɟɧůɓŬůɖ ůŮ ŮɜɖɛŮɟɤɛɏɜŬ ŭŮŭɞɛɏɜŬ 
ˊɟɞůŰŬůɑŬɠ ˊɞɡ ˊɟɞɏɟɢɞɜŰŬɘ Ŭˊɧ Űɞ cloud. ɀŮ ŬɡŰɧɜ Űɞɜ Űɟɧˊɞ, 
ɞ ɡˊɞɚɞɔɘůŰɐɠ ɛˊɞɟŮɑ ɜŬ ŮɜŰɞˊɑůŮɘ ɜɏŮɠ əŬɘ ŮɝŮɚɘɔɛɏɜŮɠ ŬˊŮɘɚɏɠ 
ˊɘɞ ɔɟɐɔɞɟŬ, ɢɤɟɑɠ ɜŬ ɢɟŮɘɎɕŮŰŬɘ ɜŬ ˊŮɟɘɛɏɜŮɘ Űɖɜ Űɞˊɘəɐ 
Ůɜɖɛɏɟɤůɖ Űɤɜ ɓɎůŮɤɜ ŭŮŭɞɛɏɜɤɜ. ȺɝŬůűŬɚɑɕŮɘ ɏŰůɘ əŬɚɨŰŮɟɖ 
əŬɘ ŰŬɢɨŰŮɟɖ ˊɟɞůŰŬůɑŬ, ɛŮ Űɘɠ ˊɘɞ ůɨɔɢɟɞɜŮɠ ˊɚɖɟɞűɞɟɑŮɠ 
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ŬˊŮɡɗŮɑŬɠ Ŭˊɧ Űɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ Űɤɜ ˊɟɞɛɖɗŮɡŰɩɜ 
ŬůűŬɚŮɑŬɠ.[29] 

ȷɡŰɧɛŬŰɖ ŬˊɞůŰɞɚɐ 
ŭŮɘɔɛɎŰɤɜ (Automatic 
sample submission) 

ȼ ŭɡɜŬŰɧŰɖŰŬ ŬɡŰɐ ŮˊɘŰɟɏˊŮɘ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ ɜŬ ůŰɏɚɜŮɘ 
ŭŮɑɔɛŬŰŬ ŬɟɢŮɑɤɜ ˊɞɡ ɗŮɤɟɞɨɜŰŬɘ ɨˊɞˊŰŬ ŬˊŮɡɗŮɑŬɠ ůŰɖ 
Microsoft ɔɘŬ ŬɜɎɚɡůɖ. ȺɎɜ əɎˊɞɘɞ ŭŮɑɔɛŬ ŬɟɢŮɑɞɡ ɗŮɤɟɖɗŮɑ ɧŰɘ 
ŮɜŭɏɢŮŰŬɘ ɜŬ ˊŮɟɘɏɢŮɘ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ, ŬɡŰɧ ŬɜŬɚɨŮŰŬɘ 
ɎɛŮůŬ, ɓɞɖɗɩɜŰŬɠ ůŰɖɜ ŰŬɢɨŰŮɟɖ ŮɨɟŮůɖ ɚɨůŮɤɜ ɐ ůŰɖɜ 
Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ Űɞɡ ɡˊɞɚɞɔɘůŰɐ. ȺɘŭɘəɎ ɧŰŬɜ ɡˊɎɟɢɞɡɜ 
ŬˊŮɘɚɏɠ ˊɞɡ ŭŮɜ ŮɑɜŬɘ Ůɡɟɏɤɠ ɔɜɤůŰɏɠ, ŬɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ ɓɞɖɗɎ 
ůŰɖɜ ɎɛŮůɖ ŬɜŰɘɛŮŰɩˊɘůɖ Űɞɡɠ.[29] 

ȺɘəɧɜŬ 44:Eɝɐɔɖůɖ ɚŮɘŰɞɡɟɔɘɩɜ Űɞɡ ATP 

3.3 ǡȒȕǻȊȄȈȀ ǥȕȀȐȋȎȂȝȌ 

ɇɞ ɡˊɞəŮűɎɚŬɘɞ ɔɘŬ Űɖɜ ȷůűɎɚŮɘŬ ȺűŬɟɛɞɔɩɜ ŮůŰɘɎɕŮɘ ůŰɘɠ ŰŮɢɜɘəɏɠ əŬɘ Űɘɠ ˊɟŬəŰɘəɏɠ ˊɞɡ 
ŭɘŬůűŬɚɑɕɞɡɜ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ŮűŬɟɛɞɔɩɜ Ŭˊɧ ŮɡˊɎɗŮɘŮɠ əŬɘ ŮˊɘɗɏůŮɘɠ ɛɏůŬ Ŭˊɧ Űɘɠ 
ŮɜůɤɛŬŰɤɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ Űɞɡ Windows 11. 

3.3.1 ȺűŬɟɛɞɔɐ ȷůűɎɚŮɘŬɠ Űɤɜ Windows (Windows Security app) 

 

 

ȺɘəɧɜŬ 45:Virus & threat protection əŬɘ ȷpp & browser control 

ȺɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɘɠ ŭɨɞ ˊŬɟŬˊɎɜɤ Ůˊɘɚɞɔɏɠ, ŮɜɘůɢɨɞɡɛŮ ůɖɛŬɜŰɘəɎ Űɖɜ ŬůűɎɚŮɘŬ ůŰɞ 
ŮˊɑˊŮŭɞ Űɖɠ ŮűŬɟɛɞɔɐɠ, ŬɝɘɞˊɞɘɩɜŰŬɠ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ Virus & Threat Protection əŬɘ App & Browser 
Control ˊɞɡ ˊɟɞůűɏɟŮɘ Űɞ Windows Security (ɔɜɤůŰɧ ˊŬɚŬɘɧŰŮɟŬ ɤɠ Windows Defender). ȷɡŰɏɠ ɞɘ 
ɚŮɘŰɞɡɟɔɑŮɠ ůɡɜŮɟɔɎɕɞɜŰŬɘ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ Űɧůɞ Ŭˊɧ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ɧůɞ 
əŬɘ Ŭˊɧ ŮˊɘɗɏůŮɘɠ əŬŰɎ Űɖɜ ˊŮɟɘɐɔɖůɖ ůŰɞ ŭɘŬŭɑəŰɡɞ. ȼ Virus & Threat Protection ˊŬɟɏɢŮɘ 
ɞɚɞəɚɖɟɤɛɏɜɖ ˊɟɞůŰŬůɑŬ Ŭˊɧ ɘɞɨɠ, əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ əŬɘ ɎɚɚŮɠ ŬˊŮɘɚɏɠ. ɄŮɟɘɚŬɛɓɎɜŮɘ Űɖ Real-
time protection, ɖ ɞˊɞɑŬ ůŬɟɩɜŮɘ əŬɘ ˊɟɞůŰŬŰŮɨŮɘ Űɞ ůɨůŰɖɛŬ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ ɔɘŬ Űɖɜ ŬˊɞŰɟɞˊɐ 
Ůɘůɧŭɞɡ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ. Ⱥˊɘˊɚɏɞɜ, ɖ Cloud-delivered protection ŬɝɘɞˊɞɘŮɑ Űɘɠ ŰŮɚŮɡŰŬɑŮɠ 
ŮɜɖɛŮɟɩůŮɘɠ ŬůűŬɚŮɑŬɠ Ŭˊɧ Űɞ cloud, ́ ɟɞůűɏɟɞɜŰŬɠ ŰŬɢɨŰŮɟɖ ŬɜɑɢɜŮɡůɖ ŬˊŮɘɚɩɜ. ɇɏɚɞɠ, ɖ 
ɚŮɘŰɞɡɟɔɑŬ Automatic sample submission ŬˊɞůŰɏɚɚŮɘ ɨˊɞˊŰŬ ŬɟɢŮɑŬ ůŰɖ Microsoft ɔɘŬ ˊŮɟŬɘŰɏɟɤ 
ŬɜɎɚɡůɖ, ůɡɛɓɎɚɚɞɜŰŬɠ ůŰɖɜ ŰŬɢŮɑŬ ŬɜŰɘɛŮŰɩˊɘůɖ ɜɏɤɜ ŬˊŮɘɚɩɜ. ɄŬɟɎɚɚɖɚŬ, ɖ App & Browser 
Control ŮɜɘůɢɨŮɘ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ŮűŬɟɛɞɔɩɜ əŬɘ Űɖɠ ˊŮɟɘɐɔɖůɖɠ ůŰɞ ŭɘŬŭɑəŰɡɞ. ȼ ɚŮɘŰɞɡɟɔɑŬ 
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SmartScreen ŮɚɏɔɢŮɘ Űɘɠ ŮűŬɟɛɞɔɏɠ əŬɘ ŰŬ ŬɟɢŮɑŬ ˊɞɡ ŮəŰŮɚɞɨɜŰŬɘ ůŰɞ ůɨůŰɖɛŬ, ŬɜɘɢɜŮɨɞɜŰŬɠ 
ɎɔɜɤůŰɞ ɐ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ, Ůɜɩ ˊɟɞůŰŬŰŮɨŮɘ Ŭˊɧ əŬəɧɓɞɡɚɞ ˊŮɟɘŮɢɧɛŮɜɞ ůŮ ɘůŰɞůŮɚɑŭŮɠ əŬɘ 
ŮˊɘɗɏůŮɘɠ phishing. Ⱥˊɘˊɚɏɞɜ, ɖ Exploit Protection ˊɟɞůűɏɟŮɘ ɛɘŬ Ůˊɘˊɚɏɞɜ ɔɟŬɛɛɐ ɎɛɡɜŬɠ, 
ŬˊɞŰɟɏˊɞɜŰŬɠ ŮˊɘɗɏůŮɘɠ ˊɞɡ ŮəɛŮŰŬɚɚŮɨɞɜŰŬɘ ŮɡˊɎɗŮɘŮɠ ɚɞɔɘůɛɘəɞɨ ɐ ŮűŬɟɛɞɔɩɜ. ɀŮ Űɖ 
ůɡɜŭɡŬůŰɘəɐ ŮɜŮɟɔɞˊɞɑɖůɖ ŬɡŰɩɜ Űɤɜ Ůˊɘɚɞɔɩɜ, ŮɝŬůűŬɚɑɕŮŰŬɘ ɏɜŬ ɡɣɖɚɧ ŮˊɑˊŮŭɞ ˊɟɞůŰŬůɑŬɠ, 
ˊɞɡ ɗɤɟŬəɑɕŮɘ Űɞ ůɨůŰɖɛŬ Ŭˊɧ ůɨɔɢɟɞɜŮɠ ŬˊŮɘɚɏɠ əŬɘ ŮˊɘɗɏůŮɘɠ, ŭɘŬŰɖɟɩɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ Űɖɜ 
ŬəŮɟŬɘɧŰɖŰŬ Űɤɜ ŭŮŭɞɛɏɜɤɜ [34]. 

 

3.3.2 Windows Defender Application Control 

 

ȺɘəɧɜŬ 46: ȺɜŮɟɔɞˊɞɑɖůɖ Smart App Control 

ɇɞ Smart App Control ŮɑɜŬɘ ɏɜŬ ɢŬɟŬəŰɖɟɘůŰɘəɧ ŬůűŬɚŮɑŬɠ ůŰŬ Windows 11 ˊɞɡ ŬˊɞůəɞˊŮɑ 
ůŰɞ ɜŬ ˊɟɞůŰŬŰŮɨŮɘ Űɞɜ ɡˊɞɚɞɔɘůŰɐ ůɞɡ Ŭˊɧ əŬəɧɓɞɡɚŮɠ ɐ ɛɖ ŬɝɘɧˊɘůŰŮɠ ŮűŬɟɛɞɔɏɠ. ȼ ɓŬůɘəɐ Űɞɡ 
ɚŮɘŰɞɡɟɔɑŬ ŮɑɜŬɘ ɜŬ ŮɜŰɞˊɑɕŮɘ ŮűŬɟɛɞɔɏɠ ˊɞɡ ŭŮɜ ɗŮɤɟɞɨɜŰŬɘ ŬůűŬɚŮɑɠ əŬɘ ɜŬ Űɘɠ ɛˊɚɞəɎɟŮɘ ˊɟɞŰɞɨ 
ŮəŰŮɚŮůŰɞɨɜ ůŰɞ ůɨůŰɖɛŬ. ȷɡŰɧ ŮɜɘůɢɨŮɘ Űɞ ŮˊɑˊŮŭɞ ́ ɟɞůŰŬůɑŬɠ ŬˊɏɜŬɜŰɘ ůŮ ŬˊŮɘɚɏɠ ˊɞɡ ɛˊɞɟŮɑ ɜŬ 
ɛɖɜ ŮɜŰɞˊɑɕɞɜŰŬɘ Ŭˊɧ ɎɚɚŮɠ ɛɞɟűɏɠ ŬůűŬɚŮɑŬɠ, ɧˊɤɠ Űɞ antivirus. 

ȹɨɞ ɓŬůɘəɏɠ Ůˊɘɚɞɔɏɠ ůŰɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ: 

On (ȺɜŮɟɔɧ): ȺɎɜ Űɞ Smart App Control ŮɜŰɞˊɑůŮɘ ɛɘŬ əŬəɧɓɞɡɚɖ ɐ ɛɖ ŬɝɘɧˊɘůŰɖ ŮűŬɟɛɞɔɐ, 
ɗŬ Űɖɜ ɛˊɚɞəɎɟŮɘ ŬɡŰɧɛŬŰŬ ɔɘŬ ɜŬ ˊɟɞůŰŬŰŮɨůŮɘ Űɖ ůɡůəŮɡɐ ůɞɡ. ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ŮɑɜŬɘ ɘŭŬɜɘəɐ ɧŰŬɜ 
ɗɏɚŮɘɠ ɜŬ ŭɘŬůűŬɚɑůŮɘɠ Űɞ ɛɏɔɘůŰɞ ŮˊɑˊŮŭɞ ˊɟɞůŰŬůɑŬɠ, ɢɤɟɑɠ ɜŬ ɢɟŮɘɎɕŮŰŬɘ ɜŬ ŮˊɘɓɚɏˊŮɘɠ Űɘɠ 
ŮűŬɟɛɞɔɏɠ ˊɞɡ ŮəŰŮɚɞɨɜŰŬɘ. 

Evaluation Mode (ȾŬŰɎůŰŬůɖ Ŭɝɘɞɚɧɔɖůɖɠ): ȳŰŬɜ Űɞ Smart App Control ɓɟɑůəŮŰŬɘ ůŮ ŬɡŰɐ 
Űɖ ɚŮɘŰɞɡɟɔɑŬ, "ɛŬɗŬɑɜŮɘ" Űɖ ůɡɛˊŮɟɘűɞɟɎ ůɞɡ əŬɘ ŬɝɘɞɚɞɔŮɑ Ŭɜ ɛˊɞɟŮɑ ɜŬ ˊŬɟɏɢŮɘ ˊɟɞůŰŬůɑŬ ɢɤɟɑɠ 
ɜŬ ˊŬɟŮɛɓŬɑɜŮɘ ɡˊŮɟɓɞɚɘəɎ ůŰɘɠ əŬɗɖɛŮɟɘɜɏɠ ůɞɡ ŮɟɔŬůɑŮɠ. ȷɜ əɟɘɗŮɑ ɧŰɘ ɛˊɞɟŮɑ ɜŬ ˊŬɟɏɢŮɘ 
ˊɟɞůŰŬůɑŬ ɢɤɟɑɠ ɜŬ ŮˊɖɟŮɎɕŮɘ Űɖ ɢɟɐůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ, ɗŬ ŮɜŮɟɔɞˊɞɘɖɗŮɑ ŬɡŰɧɛŬŰŬ. ȷɜ ɧɛɤɠ 
ŭɘŬˊɘůŰɤɗŮɑ ɧŰɘ ˊŬɟŮɛɓŬɑɜŮɘ ůɡɢɜɎ ɢɤɟɑɠ ɚɧɔɞ, ŰɧŰŮ ɗŬ ŬˊŮɜŮɟɔɞˊɞɘɖɗŮɑ ŬɡŰɧɛŬŰŬ.[35] 

3.3.3 Microsoft Defender Application Guard 

ɇɞ Application Guard ́ ɟɞůűɏɟŮɘ ˊɟɞůŰŬůɑŬ Ŭˊɧ ˊɟɞɖɔɛɏɜŮɠ, ůŰɞɢŮɡɛɏɜŮɠ ŬˊŮɘɚɏɠ ́ ɞɡ 
ůŰɞɢɞˊɞɘɞɨɜ Űɞɜ Microsoft Edge ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɖɜ ŰŮɢɜɞɚɞɔɑŬ virtualization Hyper-V Űɖɠ 
Microsoft. ȿŮɘŰɞɡɟɔŮɑ ɛŮ Űɖɜ ŮűŬɟɛɞɔɐ ɚŮɡəɐɠ (ŮˊɘŰɟŮˊɧɛŮɜɖɠ) ɚɑůŰŬɠ: 

¶ Ƀɘ ɢɟɐůŰŮɠ ɛˊɞɟɞɨɜ ɜŬ ɞɟɑůɞɡɜ ɏɛˊɘůŰɞɡɠ ɘůŰɧŰɞˊɞɡɠ ɔɘŬ ŮɚŮɨɗŮɟɖ 
ˊŮɟɘɐɔɖůɖ. 

¶ ȺɎɜ ɏɜŬɠ ɘůŰɧŰɞˊɞɠ ŭŮɜ ŮɑɜŬɘ ŬɝɘɧˊɘůŰɞɠ, Űɞ Application Guard ɗŬ Űɞ ŬɜɞɑɝŮɘ 
ůŮ ɏɜŬ əɞɜŰɏɘɜŮɟ (ˊŮɟɘɞɟɘůŰɘəɧ Ůɘəɞɜɘəɧ ˊŮɟɘɓɎɚɚɞɜ), ŬˊɞəɚŮɑɞɜŰŬɠ ˊɚɐɟɤɠ Űɖɜ ́ ɟɧůɓŬůɖ 
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ůŰɖ ɛɜɐɛɖ, ůŰɞɜ Űɞˊɘəɧ ŬˊɞɗɖəŮɡŰɘəɧ ɢɩɟɞ, ůŮ ɎɚɚŮɠ ŮɔəŬŰŮůŰɖɛɏɜŮɠ ŮűŬɟɛɞɔɏɠ, ůŰɞɡɠ 
ɡˊɞɚɞɔɘůŰɏɠ Űɤɜ ŮŰŬɘɟɘəɩɜ ŭɘəŰɨɤɜ ɐ ůŮ Ɏɚɚɞɡɠ ˊɧɟɞɡɠ ˊɞɡ ŮɜŭɘŬűɏɟɞɡɜ Űɞɜ ŮɘůɓɞɚɏŬ. 

 

ȺɘəɧɜŬ 47:ȷˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ Microsoft Defender Application Guard 

ɄɟɞůˊŬɗɞɨɛŮ ɜŬ Űɞ ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ Ŭˊɧ Űɞ Űɘɠ Ůˊɘɚɞɔɏɠ Űɤɜ Window Features əŬɘ 
ɓɚɏˊɞɡɛŮ ɧŰɘ ɛŬɠ ŮɛűŬɜɑɕŮɘ error əŬɗɩɠ ŭŮɜ ɏɢɞɡɛŮ ŰŬ əŬŰɎɚɚɖɚŬ virtualization capabilities. 

 

ȺɘəɧɜŬ 48:Esxi seetings 

ɀɏůŬ Ŭˊɧ ŰŬ settings Űɞɡ esxi ŮɜŮɟɔɞˊɞɘɞɨɛŮ ŰŬ əŬŰɎɚɚɖɚŬ settings. 

 

ȺɘəɧɜŬ 49:ȺɜŮɟɔɞˊɞɑɖůɖ application guard ɛŮůɤ PowerShell 

 

ȺɘəɧɜŬ 50:Running 

ɇɟɏɢɞɡɛŮ ɛɏůŬ Ŭˊɧ powershell Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ application guard əŬɘ ŰůŮəɎɟɞɡɛŮ 
Ŭɜ ɏɢŮɘ ŮɜŮɟɔɞˊɞɘɖɗŮɑ ŮˊɘŰɡɢɩɠ <<ŮɘəɧɜŬ>>. 
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ȺɘəɧɜŬ 51:ȺɜŮɟɔɞˊɞɘɖɛŮɜɞ Application guard 

3.3.4 Microsoft Defender SmartScreen 

 

ȺɘəɧɜŬ 52:ȺɜŮɟɔɞˊɞɑɖůɖ SmartScreen 

ɇɞ Microsoft Defender SmartScreen ŮɑɜŬɘ ɛɘŬ ŰŮɢɜɞɚɞɔɑŬ ˊɞɡ ˊɟɞůŰŬŰŮɨŮɘ Űɞɜ ɢɟɐůŰɖ Ŭˊɧ 
əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ, phishing ŮˊɘɗɏůŮɘɠ əŬɘ ɛɖ ŬůűŬɚŮɑɠ ɘůŰɞůŮɚɑŭŮɠ əŬŰɎ Űɖɜ ˊŮɟɘɐɔɖůɖ ůŰɞ 
ŭɘŬŭɑəŰɡɞ ɛɏůɤ Űɞɡ Microsoft Edge. ȳŰŬɜ ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞ, Űɞ SmartScreen ŮɝŮŰɎɕŮɘ Űɘɠ 
ɘůŰɞůŮɚɑŭŮɠ əŬɘ ŰŬ ŬɟɢŮɑŬ ˊɞɡ əŬŰŮɓŬɑɜɞɡɜ, ŮɚɏɔɢɞɜŰŬɠ Ŭɜ ɡˊɎɟɢɞɡɜ ŮɜŭŮɑɝŮɘɠ ɧŰɘ ŮɑɜŬɘ əŬəɧɓɞɡɚŬ ɐ 
ŬˊɞŰŮɚɞɨɜ əɑɜŭɡɜɞ ɔɘŬ Űɞɜ ɡˊɞɚɞɔɘůŰɐ. 

3.3.5 ǰȐȎȒȓȀȒǾȀ ǰȄȐȈǽȂȆȒȆȑ (Browser Protection 

 

ȺɘəɧɜŬ 53:Strict Protection 
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ȼ ŭɘŬɢŮɑɟɘůɖ Űɖɠ ŬůűɎɚŮɘŬɠ ůŰɞ Microsoft Edge ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ ůŮɘɟɎ Ŭˊɧ ɚŮɘŰɞɡɟɔɑŮɠ ˊɞɡ 
Ůɜɘůɢɨɞɡɜ Űɖɜ ˊɟɞůŰŬůɑŬ əŬŰɎ Űɖɜ ˊɚɞɐɔɖůɖ əŬɘ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ůŬɠ. ɂŮəɘɜɩɜŰŬɠ ɛŮ 
Űɖ ȹɘŬɢŮɑɟɘůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ (Manage Certificates), ɏɢŮŰŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŭɘŬɢŮɘɟɘůŰŮɑŰŮ ŰŬ 
ˊɘůŰɞˊɞɘɖŰɘəɎ HTTPS/SSL ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ Edge, əŬɗɩɠ əŬɘ ɜŬ ɟɡɗɛɑůŮŰŮ Űɘɠ ˊŬɟŬɛɏŰɟɞɡɠ 
ŬůűŬɚŮɑŬɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ əɟɡˊŰɞɔɟɎűɖůɖ. ȷɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ ůɡɜŭɏůŮɘɠ 
ůŬɠ ˊŬɟŬɛɏɜɞɡɜ ŬůűŬɚŮɑɠ.ɄŬɟɎɚɚɖɚŬ, ɖ ɚŮɘŰɞɡɟɔɑŬ Microsoft Defender SmartScreen ˊɟɞůűɏɟŮɘ 
ˊɟɞůŰŬůɑŬ Ŭˊɧ əŬəɧɓɞɡɚŮɠ ɘůŰɞůŮɚɑŭŮɠ əŬɘ ɨˊɞˊŰŮɠ ɚɐɣŮɘɠ. ɀŮ ŮɘŭɞˊɞɘɐůŮɘɠ ɔɘŬ ŭɡɜɖŰɘəɎ ŮˊɘəɑɜŭɡɜŬ 
ˊŮɟɘŮɢɧɛŮɜŬ, ŬˊɞűŮɨɔŮŰŮ ŮˊɘɗɏůŮɘɠ əŬɘ ŮɝŬůűŬɚɑɕŮŰŮ Űɖɜ ŬůűɎɚŮɘŬ əŬŰɎ Űɖɜ ˊɚɞɐɔɖůɐ ůŬɠ. 
Ⱥˊɘˊɚɏɞɜ, ɖ Ůˊɘɚɞɔɐ ȷˊɞəɚŮɘůɛɧɠ ȹɡɜɖŰɘəɎ ȷɜŮˊɘɗɨɛɖŰɤɜ ȺűŬɟɛɞɔɩɜ (Block Potentially Unwanted 
Apps) ůŬɠ ŮˊɘŰɟɏˊŮɘ ɜŬ ŬˊɞŰɟɏˊŮŰŮ Űɖ ɚɐɣɖ əŬɘ Űɖɜ ŮəŰɏɚŮůɖ ŮűŬɟɛɞɔɩɜ ˊɞɡ ɗŮɤɟɞɨɜŰŬɘ ɨˊɞˊŰŮɠ 
ɐ ˊŮɟɘŰŰɏɠ, ŭɘŬŰɖɟɩɜŰŬɠ Űɞɜ ɡˊɞɚɞɔɘůŰɐ ůŬɠ əŬɗŬɟɧ Ŭˊɧ ˊɘɗŬɜɞɨɠ əɘɜŭɨɜɞɡɠ. ȼ ɄɟɞůŰŬůɑŬ Ŭˊɧ 
ȿɎɗɖ ůŰɘɠ ȹɘŮɡɗɨɜůŮɘɠ ȽůŰɞůŮɚɑŭɤɜ (Website Typo Protection) ůŬɠ ˊɟɞůŰŬŰŮɨŮɘ Ŭˊɧ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ 
ɜŬ ɓɟŮɗŮɑŰŮ ůŮ əŬəɧɓɞɡɚŮɠ ɘůŰɞůŮɚɑŭŮɠ ɚɧɔɤ ˊɚɖəŰɟɞɚɞɔɘəɩɜ ɚŬɗɩɜ, Ůɜɩ ɖ Ůˊɘɚɞɔɐ ȾŬɗŬɟɘůɛɧɠ 
ȺɔəŮəɟɘɛɏɜɤɜ ȽůŰɞůŮɚɑŭɤɜ (Clear All Previously Allowed Sites) ůŬɠ ŭɑɜŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ 
ŭɘŬɔɟɎɣŮŰŮ Űɖ ɚɑůŰŬ ɛŮ ɘůŰɞůŮɚɑŭŮɠ ˊɞɡ ŮɑɢŬŰŮ ŮˊɘŰɟɏɣŮɘ ɜŬ ˊŬɟŬəɎɛˊŰɞɡɜ Űɘɠ ˊɟɞůŰŬůɑŮɠ, 
ɝŮəɘɜɩɜŰŬɠ Ŭˊɧ Űɖɜ Ŭɟɢɐ.ũɘŬ Ůˊɘˊɚɏɞɜ ŬůűɎɚŮɘŬ, ɖ ɚŮɘŰɞɡɟɔɑŬ ȷůűŬɚɏɠ DNS (Secure DNS) 
ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ ŬɘŰɐůŮɘɠ ůŬɠ ɔɘŬ ɘůŰɞůŮɚɑŭŮɠ ˊŮɟɜɞɨɜ Ŭˊɧ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ əŬɜɎɚɘŬ, 
ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖ ɢɟɐůɖ ŬɝɘɧˊɘůŰɤɜ ˊŬɟɧɢɤɜ DNS, ɧˊɤɠ Űɞ Google DNS ɐ Űɞ Cloudflare. ɇɏɚɞɠ, ɖ 
Ůˊɘɚɞɔɐ Ⱥɜɑůɢɡůɖ ȷůűɎɚŮɘŬɠ ůŰɞ ȹɘŬŭɑəŰɡɞ (Enhance Your Security on the Web) ɛŮ Űɞ Strict Mode 
ˊŬɟɏɢŮɘ Ŭɡɝɖɛɏɜɖ ˊɟɞůŰŬůɑŬ Ŭˊɧ ŭɘŬŭɘəŰɡŬəɏɠ ŬˊŮɘɚɏɠ, Ŭɜ əŬɘ ŮɜŭɏɢŮŰŬɘ ɜŬ ŮˊɖɟŮɎůŮɘ Űɖ 
ɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ ɞɟɘůɛɏɜɤɜ ɘůŰɞůŮɚɑŭɤɜ.ȳɚŮɠ ŬɡŰɏɠ ɞɘ Ůˊɘɚɞɔɏɠ ůɡɜŮɟɔɎɕɞɜŰŬɘ ɔɘŬ ɜŬ ˊɟɞůűɏɟɞɡɜ 
ɏɜŬ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ ˊŮɟɘɐɔɖůɖɠ əŬɘ ɜŬ ŭɘŬůűŬɚɑůɞɡɜ Űɖɜ ɘŭɘɤŰɘəɧŰɖŰŬ əŬɘ Űɖɜ ˊɟɞůŰŬůɑŬ ůŬɠ 
ůŰɞ ŭɘŬŭɑəŰɡɞ. 
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3.4 ǡȒȕǻȊȄȈȀȑ ȓȆȑ ǤȈȀȖȄǾȐȈȒȆȑ ǰȐțȒȁȀȒȆȑ ǳȀȔȓțȓȆȓȀȑ (IAM)  

ɇɞ əŮűɎɚŬɘɞ ɔɘŬ Űɖɜ ȷůűɎɚŮɘŬ Űɖɠ ȹɘŬɢŮɑɟɘůɖɠ ɄɟɧůɓŬůɖɠ əŬɘ ɇŬɡŰɧŰɖŰŬɠ (IAM) 
ŮˊɘəŮɜŰɟɩɜŮŰŬɘ ůŰɘɠ ˊɟŬəŰɘəɏɠ əŬɘ ŰŮɢɜɞɚɞɔɑŮɠ ˊɞɡ ŮɝŬůűŬɚɑɕɞɡɜ Űɖɜ ˊɟɞůŰŬůɑŬ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ 
ɢɟɖůŰɩɜ əŬɘ Űɞɜ ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ ůŮ ˊɧɟɞɡɠ. ȷɜŬɚɨŮɘ Űɖ ɢɟɐůɖ ɛŮɗɧŭɤɜ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖɠ, ɧˊɤɠ 
ˊɞɚɡˊŬɟŬɔɞɜŰɘəɐ ŰŬɡŰɞˊɞɑɖůɖ (MFA), əŬɘ Űɖɜ ɢɟɖůɘɛɞˊɞɑɖůɖ ɛŮɗɧŭɤɜ ŰŬɡŰɞˊɞɑɖůɖɠ əŬɘ ɛŮ 
ɓɘɞɛŮŰɟɘəɎ ŭŮŭɞɛɏɜŬ. 

3.4 .1Windows Hello 

ɀɘŬ ɛɏɗɞŭɞɠ ɔɘŬ Űɞ Windows Hello ŮɑɜŬɘ ɜŬ ɔɑɜŮŰŬɘ Űɞ sign in ɛŮ pin. 
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ȺɘəɧɜŬ 55:Windows Hello Pin 

ɀɘŬ Ɏɚɚɖ ɛɏɗɞŭɞɠ ŮɑɜŬɘ ɛŮ Űɞ security key, Űɞ ɞˊɞɑɞ ́ ɟɞůŰŬŰŮɨŮɘ Űɞɜ ɚɞɔŬɟɘŬůɛɧ Ŭűɞɨ ŭŮɜ 
ŮɑɜŬɘ ŮˊɘɟɟŮˊɐɠ ůŮ brute force, phishing əŬɘ social engineering ŮˊɘɗɏůŮɘɠ ŮəŰɧɠ Ŭɜ əɚŬˊŮɑ Űɞ usb ɛŮ 
Űɞ security key. 

 

ȺɘəɧɜŬ 56:Windows Hello Security Key 

3.4.2 Windows Defender Credential Guard  

ɇɞ Defence Credential Guard ɢɟɖůɘɛɞˊɞɘŮɑ virtualization (Ůɘəɞɜɘəɐ ˊɟɞůɞɛɞɑɤůɖ) ɔɘŬ ɜŬ 
ˊɟɞůŰŬŰɏɣŮɘ ŰŬ ůɡɜɗɖɛŬŰɘəɎ(NTLM hashes əŬɘ Kerberos tickets), ɏŰůɘ ɩůŰŮ ɛɧɜɞ ɞɘ ŭɘŮɟɔŬůɑŮɠ ɛŮ 
ŬɡɝɖɛɏɜŬ ŭɘəŬɘɩɛŬŰŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ ɜŬ ɏɢɞɡɜ ˊɟɧůɓŬůɖ ůŮ ŬɡŰɎ - ́ ɟɞůŰŬŰŮɨɞɜŰŬɠ Ŭˊɧ Űɘɠ 
ŮˊɘɗɏůŮɘɠ əɚɞˊɐɠ ůɡɜɗɖɛŬŰɘəɩɜ. ȼ ŮɜŮɟɔɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ ŭɡɜŬŰɧŰɖŰŬɠ ˊɟɞůűɏɟŮɘ ŬůűɎɚŮɘŬ 
ɡɚɘəɞɨ əŬɘ əŬɚɨŰŮɟɖ ˊɟɞůŰŬůɑŬ Ŭˊɧ ˊɟɞɖɔɛɏɜŮɠ ŮˊɑɛɞɜŮɠ ŬˊŮɘɚɏɠ (ATP) ɧˊɤɠ Pass-the-Hass,Pass-
the-Ticket,Credential Theft (ɓɚɏˊŮ ˊɑɜŬəŬ 19). 

ɄɑɜŬəŬɠ 19:Ⱥɝɐɔɖůɖ ŮˊɘɗɏůŮɤɜ PtH, PtT, Credential Theft 

Pass-the-Hash 
Attacks 

ɄɟɧəŮɘŰŬɘ ɔɘŬ ɛɘŬ ŮˊɑɗŮůɖ əŬŰɎ Űɖɜ ɞˊɞɑŬ ɞɘ 
ŮɘůɓɞɚŮɑɠ Ŭˊɞůˊɞɨɜ ŰŬ NTLM hashes Ŭˊɧ Űɖ ɛɜɐɛɖ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ əŬɘ ŰŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɔɘŬ ɜŬ ŬˊɞəŰɐůɞɡɜ 
ˊɟɧůɓŬůɖ ůŮ ɎɚɚŮɠ ůɡůəŮɡɏɠ ɢɤɟɑɠ ɜŬ ɢɟŮɘŬůŰŮɑ ɜŬ 
ɔɜɤɟɑɕɞɡɜ Űɞɡɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ.  

Pass-the-Ticket 
Attacks 

ɄŬɟɧɛɞɘɞ ɛŮ Űɞ pass-the-hash, ŬɚɚɎ ŬɜŰɑ ɜŬ 
Ŭˊɞůˊɞɨɜ NTLM hashes, ɞɘ ŮɘůɓɞɚŮɑɠ ŬˊɞəŰɞɨɜ 
ˊɟɧůɓŬůɖ ůŮ Kerberos tickets Ŭˊɧ Űɖ ɛɜɐɛɖ. ȷɡŰɎ ŰŬ 
tickets ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ ůŮ ɎɚɚŮɠ 
ɡˊɖɟŮůɑŮɠ əŬɘ ůɡůŰɐɛŬŰŬ. 

Credential Theft ɇɞ Credential Guard ˊɟɞůŰŬŰŮɨŮɘ ŰŬ credentials 
ˊɞɡ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŰɖ ɛɜɐɛɖ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ 
ůɡůŰɐɛŬŰɞɠ Ŭˊɧ əŬəɧɓɞɡɚŬ ˊɟɞɔɟɎɛɛŬŰŬ ˊɞɡ 
ˊɟɞůˊŬɗɞɨɜ ɜŬ ŰŬ əɚɏɣɞɡɜ. 
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ȺɘəɧɜŬ 57:Turn On Virtualization Based Security 

Ḿ ɞɟɞɨɛŮ ɜŬ ɟɡɗɛɑůɞɡɛŮ Űɞ "Turn On Virtualization Based Security" ɛɏůɤ Űɞɡ Local Group 
Policy Editor ůŰŬ Windows. ȷɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ ŮɜɘůɢɨŮɘ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ůɡůŰɐɛŬŰɧɠ ɛŬɠ 
ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰŮɢɜɞɚɞɔɑŮɠ Ůɘəɞɜɘəɞˊɞɑɖůɖɠ, ˊɞɡ ŬˊɞŰŮɚɞɨɜ ɛɏɟɞɠ Űɞɡ Device Guard. ɀŮ ŬɡŰɐ Űɖ 
ɟɨɗɛɘůɖ, ɛˊɞɟɞɨɛŮ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɖɜ ŰŮɢɜɞɚɞɔɑŬ Ůɘəɞɜɘəɞˊɞɑɖůɖɠ ɔɘŬ ɜŬ ŬˊɞɛɞɜɩůɞɡɛŮ 
ŮɡŬɑůɗɖŰŬ ɛɏɟɖ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ, ŮɜɘůɢɨɞɜŰŬɠ Űɖɜ ˊɟɞůŰŬůɑŬ Ŭˊɧ əŬəɧɓɞɡɚŮɠ 
ŮˊɘɗɏůŮɘɠ. 

ɀŮ Űɞ ˊŬɟŬˊɎɜɤ group policy ŭɘŬůűŬɚɑɕɞɡɛŮ: 

ɄɟɞůŰŬůɑŬ ȹɘŬˊɘůŰŮɡŰɖɟɑɤɜ (Credential Guard): ɄɟɞůŰŬŰŮɨɞɡɛŮ Űɞɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ ɛŬɠ 
Ŭˊɧ ɡˊɞəɚɞˊɐ əŬəɧɓɞɡɚɤɜ ŮűŬɟɛɞɔɩɜ. 

ȷəŮɟŬɘɧŰɖŰŬ ȾɩŭɘəŬ (Code Integrity): ȸŮɓŬɘɤɜɧɛŬůŰŮ ɧŰɘ ŮəŰŮɚŮɑŰŬɘ ɛɧɜɞ ŬɝɘɧˊɘůŰɞɠ əɩŭɘəŬɠ 
ůŰɞ ůɨůŰɖɛɎ ɛŬɠ. 

ȷůűŬɚɐɠ Ⱥəəɑɜɖůɖ (Secure Boot): ȹɘŬůűŬɚɑɕɞɡɛŮ ɧŰɘ Űɞ ůɨůŰɖɛɎ ɛŬɠ ŮəəɘɜŮɑ ɛŮ ŬůűɎɚŮɘŬ, 
ŬˊɞŰɟɏˊɞɜŰŬɠ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ŬɚɚŬɔɏɠ. 

ȷůűɎɚŮɘŬ ɛŮ ȸɎůɖ Űɞ Ɉɚɘəɧ: ɉɟɖůɘɛɞˊɞɘɞɨɛŮ ŭɡɜŬŰɧŰɖŰŮɠ Űɞɡ hardware ɔɘŬ Ůɜɑůɢɡůɖ Űɖɠ 
ˊɟɞůŰŬůɑŬɠ ɛŬɠ. 

3.4.3 ǡȒȕǻȊȈȒȆ ȓȎȔ ǶȐǽȒȓȆ ȋȄ Windows Hello 

ɄŬɟŬəɎŰɤ ɓɚɏˊɞɡɛŮ ɧɚŮɠ Űɘɠ Ůˊɘɚɞɔɏɠ ɧˊɞɡ ɏɢɞɡɛŮ  ɩůŰŮ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɏɜŬɠ ɢɟɐůŰɖɠ 
ɩůŰŮ ɜŬ ŮɘůɏɚɗŮɘ ůŰɞ ɚɞɔŬɟɘŬůɛɧ, ɛˊɞɟɞɨɛŮ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Ŭˊɧ ɓɘɞɛŮŰɟɘəɐ ɛɏɗɞŭɞ ɛɏɢɟɘ 
əɤŭɘəɧ ɐ ŮɘəɧɜŬ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖɠ. 
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ȺɘəɧɜŬ 58:Sign in options 

ŪŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ  pin. 

 

ȺɘəɧɜŬ 59:Set up pin 

3.4.4 Microsoft Authenticator  

ȼ ŮűŬɟɛɞɔɐ Microsoft Authenticator ŮˊɘŰɟɏˊŮɘ  Űɖɜ Ůɨəɞɚɖ əŬɘ ŬůűŬɚɐ ůɨɜŭŮůɖ ůŮ ɧɚɞɡɠ 
Űɞɡɠ ŭɘŬŭɘəŰɡŬəɞɨɠ ɚɞɔŬɟɘŬůɛɞɨɠ , ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ˊɞɚɡˊŬɟŬɔɞɜŰɘəɧ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ, ůɨɜŭŮůɖ 
ɢɤɟɑɠ əɤŭɘəɧ ɛɏůɤ ŰɖɚŮűɩɜɞɡ ɐ ŬɡŰɧɛŬŰɖ ůɡɛˊɚɐɟɤůɖ əɤŭɘəɩɜ.  
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ȺɘəɧɜŬ 60:Authenticator 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ ɧŰɘ ɛŮŰɎ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ ɔɘŬ ɜŬ ŮɘůɏɚɗɞɡɛŮ ůŰɞ ɚɞɔŬɟɘŬůɛɧ ɛŬɠ, ɛŬɠ ɕɖŰɎŮɘ 
ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ. 

 

ȺűŬɟɛɧɕɞɡɛŮ ŭɘˊɚɎ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ŬəɧɛŬ əŬɘ ɜŬ ɗɏɚŮɘ 
ɜŬ ůˊɎůŮɘ ɛŮ əɎˊɞɘɞ mfa phishing Űɞɜ ɚɞɔŬɟɘŬůɛɧ ɛŬɠ ɗŬ ŬˊŬɘŰɖɗŮɑ Ůˊɘˊɚɏɞɜ ŮˊŬɚɐɗŮɡůɖ. 

3.5 ǡȒȕǻȊȄȈȀ ǩȃȈȘȓȈȉțȓȆȓȀȑ 

ɀŮ Űɞɜ ɧɟɞ ɘŭɘɤŰɘəɧŰɖŰŬ ŬɜŬűɏɟɧɛŬůŰŮ ůŰɘɠ ɟɡɗɛɑůŮɘɠ əŬɘ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ ˊɟɞůŰŬůɑŬɠ 
ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ˊɟɞůűɏɟŮɘ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ Windows, ɛŮ ůŰɧɢɞ ɜŬ ŭɘŬůűŬɚɑůŮɘ 
ɧŰɘ ɞɘ ɢɟɐůŰŮɠ Ůɚɏɔɢɞɡɜ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ůɡɚɚɏɔɞɜŰŬɘ əŬɘ ˊɩɠ ŬɡŰɏɠ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ[37], ɗŬ 
ŭɞɡɛŮ ˊŬɟŬəɎŰɤ Űɞɡɠ ˊɘɞ Ŭˊɚɞɨɠ Űɟɧˊɞɡɠ ɜŬ ŮɜɘůɢɨůɞɡɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɖɠ ɛɏůɤ Űɞɡ WIP. 

Windows Information Protection (WIP) 

 

ȺɘəɧɜŬ 61:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Online Speech recognition 
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ȺɘəɧɜŬ 62:əŬɘ ɎɚɚŮɠ ŬˊŮɜŮɟɔɞˊɞɘɐůŮɘɠ ůŰɞ privacy 

ɀŮ Űɖɜ ŬˊŮɜŮɟɔɞˊɞɑɖůɖ, ŬˊɞŰɟɏˊɞɡɛŮ Űɖ ɛŮŰŬűɞɟɎ ŭŮŭɞɛɏɜɤɜ ɞɛɘɚɑŬɠ ɛŬɠ ůŰɞɡɠ 
ŭɘŬəɞɛɘůŰɏɠ Űɖɠ Microsoft, ɛŮɘɩɜɞɜŰŬɠ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ ɡˊɞəɚɞˊɐɠ ɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ 
ˊɟɧůɓŬůɖɠ. Ⱥˊɘˊɚɏɞɜ ŭɘŬŰɖɟɞɨɛŮ ŰŬ ŭŮŭɞɛɏɜŬ ɞɛɘɚɑŬɠ ɛŬɠ ŰɞˊɘəɎ, ˊŮɟɘɞɟɑɕɞɜŰŬɠ Űɖɜ ɏəɗŮůɖ 
ˊɟɞůɤˊɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ ɐ ůɡɜɞɛɘɚɘɩɜ ůŮ ŭɘŬŭɘəŰɡŬəɏɠ ɡˊɖɟŮůɑŮɠ. 

3.6 ǡȒȕǻȊȄȈȀ ǴȊȈȉȎȜ ȋȄ TPM 

Trusted Platform Module (TPM) 

 

ȺɘəɧɜŬ 63:EɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Bitlocker 

ɀɏůŬ Ŭˊɧ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Bitlocker ɔɑɜŮŰŬɘ əɟɡˊŰɞɔɟɎűɖůɖ Űɞɡ ŭɑůəɞɡ 
ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ŰŬ ŭŮŭɞɛɏɜŬ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŭɘŬɓŬůŰɞɨɜ ɢɤɟɑɠ Űɖɜ əŬŰɎɚɚɖɚɖ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ 
əŬɗɩɠ  əŬɘ ŭɑɜŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ŬəɧɛŬ əŬɘ ɞ ɡˊɞɚɞɔɘůŰɐɠ, Ůɘəɞɜɘəɐ ɛɖɢŬɜɐ əŰɚ Ŭɜ ŭŮɜ ŭɘŬɗɏŰŮɘ tpm 
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ɜŬ ɛˊɞɟŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɛŮ Űɖɜ ɢɟɐůɖ əɎˊɞɘɞ əɤŭɘəɞɨ ɐ ɢɟɐůɖɠ Ůɜɧɠ usb ɛŮ ŰŬ əɚŮɘŭɘɎ 
əɟɡˊŰɞɔɟɎűɖůɖɠ. 

 

ȺɘəɧɜŬ 64:set up password 

ɆŰɖ ůɡɔəŮəɟɘɛɏɜɖ ˊŮɟɑˊŰɤůɖ ɓɎɕɞɡɛŮ ɏɜŬ ŭɨůəɞɚɞ password Űɞ ɞˊɞɑɞ ɗŬ ɛŬɠ ɕɖŰɖɗŮɑ əŬŰɎ 
Űɖɜ ŮˊŬɜŮəəɑɜɖůɖ Űɞɡ ɡˊɞɚɞɔɘůŰɐ. 

 

ȺɘəɧɜŬ 65:Ⱥˊɘɚɞɔɐ əɟɡˊŰɞɔɟɎűɖůɖɠ 

Ⱥŭɩ ŮˊɘɚɏɔɞɡɛŮ Űɞɜ Űɟɧˊɞ əɟɡˊŰɞɔɟűɖůɖɠ ɧˊɞɡ ɗŬ ŭɘŬůűŬɚɘůŮɘ ɧŰɘ ŰŬ ŭŮŭɞɛɏɜŬ ɛŬɠ ɗŬ 
ˊŬɟŬɛŮɑɜɞɡɜ ŬůűŬɚɐ, əŬɘ ɓɚɏˊɞɡɛŮ ɧŰɘ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞɜ Ŭɚɔɧɟɘɗɛɞ  əɟɡˊŰɞɔɟɎűɖůɖɠ XTS-AES, ɞ 
ɞˊɞɑɞɠ ˊɟɞůűɏɟŮɘ ˊɟɧůɗŮŰɖ ɡˊɞůŰɐɟɘɝɖ ŬəŮɟŬɘɧŰɖŰŬɠ. 

 

ȷɡɗŮɜŰɘəɞˊɞɑɖůɖ əŬŰŬ Űɖɜ Ůəəɑɜɖůɖ 

ɆŮ ŬɡŰɧ Űɞ ůɖɛŮɑɞ ŮˊɘɚɏɔɞɡɛŮ ɖ ŬɡɗŮɜŰɘəɞˊɞɑɖůɖ Űɞɡ ɢɟɐůŰɖɠ ɜŬ ɔɑɜŮɘ əŬŰɎ Űɖɜ Ůəəɑɜɖůɖ Űɞɡ 
ɡˊɞɚɞɔɘůŰɐ, ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɛɧɜɞ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɘ ɢɟɐůŰŮɠ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞəŰɞɨɜ ˊɟɧůɓŬůɖ. 
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ǪȄȕǻȊȀȈȎ 4:ǥȌǾȒȖȔȒȆ ȓȆȑ ȀȒȕǻȊȄȈȀȑ ȄȌțȑ Windows Server 

2025 

ɆŰɞ  ůɡɔəŮəɟɘɛɏɜɞ əŮűɎɚŬɘɞ ɗŬ ŭɞɨɛŮ ˊɤɠ ɛˊɞɟɞɨɛŮ ɜŬ ɗɤɟŬəɑůɞɡɛŮ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ɛŬɠ 
ůɨůŰɖɛŬ Ŭˊɧ ŬˊŮɘɚɏɠ ɛɏůŬ Ŭˊɧ ŰŮɢɜɘəɏɠ, ˊŬɟŬɛŮŰɟɞˊɞɘɐůŮɘɠ əŬɘ ŮɟɔŬɚŮɑŬ Űɞɡ Widows Server 2025. 
ŪŬ  ɟɡɗɛɑůɞɡɛŮ ůɤůŰɎ Űɘɠ ˊɞɚɘŰɘəɏɠ ŬůűŬɚŮɑŬɠ əŬɘ ɗŬ ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ ɚŮɘŰɞɡɟɔɑŮɠ ɧˊɤɠ Űɞ 
Windows Defender, Űɞ Credential protection əŬɘ Űɞ laps əŰə. ŪŬ ŭɞɨɛŮ  Űɖ ůɖɛŬůɑŬ Űɖɠ ŰŬəŰɘəɐɠ 
ŮűŬɟɛɞɔɐɠ ŮɜɖɛŮɟɩůŮɤɜ əŬɘ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ŬɚɚɎ əŬɘ ŰŬ Űɘɠ ɡˊɖɟŮůɑŮɠ ŬůűɎɚŮɘŬɠ Űɞɡ active 
directory. Ⱥˊɘˊɚɏɞɜ, ŮůŰɘɎɕɞɡɛŮ ůŰɖ ɟɨɗɛɘůɖ ŮɚŮɔɢɧɛŮɜɖɠ ˊɟɧůɓŬůɖɠ, ůŰɖ ɢɟɐůɖ ŬɟɢŮɑɤɜ 
əŬŰŬɔɟŬűɐɠ əŬɘ ůɡůŰɖɛɎŰɤɜ ˊŬɟŬəɞɚɞɨɗɖůɖɠ ɔɘŬ Űɖɜ ŬɜɑɢɜŮɡůɖ ŬůɡɜɐɗɘůŰɤɜ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ.  

4.1 ǥȌȆȋȄȐȝȒȄȈȑ 

 

ȺɜɖɛŮɟɩůŮɘɠ 

ɇɞ ˊɟɩŰɞ ˊɟɎɔɛŬ ˊɞɡ əɎɜɞɡɛŮ ŮɑɜŬɘ ɜŬ ŰɟɏɝɞɡɛŮ ŰŬ updates, ŰŬ ɞˊɞɑŬ ŭɘŬůűŬɚɑɕɞɡɜ ɧŰɘ Űɞ 
ůɨůŰɖɛŬ ɛŬɠ ŮɑɜŬɘ ŮɜɖɛŮɟɤɛɏɜɞ ŮɑŰŮ Ŭˊɧ ŮɡˊɎɗŮɘŮɠ ˊɞɡ ɏɢɞɡɜ ŮɜŰɞˊɘůŰŮɑ, Ŭˊɧ zero day ŮˊɘɗɏůŮɘɠ, 
ŮɑŰŮ Ŭűɞɟɞɨɜ bugs ́ ɞɡ ŮˊɖɟŮɎɕɞɡɜ Űɖɜ Ŭˊɧŭɞůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ. Ƀɘ ɞɟɔŬɜɘůɛɞɑ ˊɞɡ ŭŮɜ ɛɏɜɞɡɜ 
ŮɜɖɛŮɟɤɛɏɜɞɘ ŮɑɜŬɘ ˊɞɚɨ ˊɘɗŬɜɧ ɜŬ ˊɏůɞɡɜ ɗɨɛŬŰŬ ransomware ɐ malware ŮˊɘɗɏůŮɤɜ əŬɗɩɠ ɛɏɜɞɡɜ 
ŮəŰŮɗŮɘɛɏɜɞɘ ɛŮ ˊŬɚŬɘɧŰŮɟŮɠ ŮəŭɧůŮɘɠ ɚɞɔɘůɛɘəɞɨ əŬɘ ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ. ȷűɞɨ ŰŮɚŮɘɩůɞɡɜ ŰŬ 
updates, əɎɜɞɡɛŮ restart əŬɘ ˊŮɟɘɛɏɜɞɡɛŮ. ɀɧɚɘɠ ŮˊɘɓŮɓŬɘɩůɞɡɛŮ ɧŰɘ ŮɑɛŬůŰŮ last update ɛˊɞɟɞɨɛŮ 
ɜŬ ˊɟɞɢɤɟɐůɞɡɛŮ ůŰɘɠ ɡˊɧɚɞɘˊŮɠ ŮɜɏɟɔŮɘŮɠ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŬɡɝɐůɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ ůŰɞɜ 
Windows Server 2025. 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                71 

 

4.2 ǥȌȄȐȂȎȏȎǾȆȒȆ ȓȎȔ Defender ȂȈȀ Virus &threat protection 

 

ȺɘəɧɜŬ 66:Virus & threat protection 

ɀɏůŬ Ŭˊɧ Űɞ Virus & threat protection ŭɘŬůűŬɚɑɕɞɡɛŮ ɧŰɘ Űɞ ůɨůŰɖɛŬ ɛŬɠ ŭŮɜ ɏɢŮɘ ŮɜŰɞˊɑůŮɘ 
əɎˊɞɘŬ ŬˊŮɘɚɐ ɔɘŬ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ɛŬɠ. Ⱥˊɘˊɚɏɞɜ ɛŬɠ ŭŮɑɢɜŮɘ ˊɧŰŮ ɏɔɘɜŮ Űɞ ŰŮɚŮɡŰŬɑɞ scan ɩůŰŮ ɜŬ 
ɝɏɟɞɡɛŮ ɔɘŬ ˊɞɘɞ ŭɘɎůŰɖɛŬ ŭŮɜ ɏɢŮɘ ɡˊɎɟɝŮɘ ŬɜŰɑůŰɞɘɢɞɠ ɏɚŮɔɢɞɠ.  

ɆŰɖɜ əŬŰɖɔɞɟɑŬ Scan Options ɓɚɏˊɞɡɛŮ ˊɞɘŮɠ ɛŮɗɧŭɞɡɠ ůɎɟɤůɖɠ ɏɢɞɡɛŮ: 

¶ Quick scan (ũɟɐɔɞɟɖ ůɎɟɤůɖ): ȺɚɏɔɢŮɘ ɛɧɜɞ Űɘɠ ɓŬůɘəɏɠ ˊŮɟɘɞɢɏɠ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ. 

¶ Full scan (Ʉɚɐɟɖɠ ůɎɟɤůɖ): ȺɚɏɔɢŮɘ ɞɚɧəɚɖɟɞ Űɞ ůɨůŰɖɛŬ ɔɘŬ ŬˊŮɘɚɏɠ, əɎŰɘ 
ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŭɘŬɟəɏůŮɘ ˊŮɟɘůůɧŰŮɟɞ. 

¶ Custom scan (ɄɟɞůŬɟɛɞůɛɏɜɖ ůɎɟɤůɖ): Ɇɞɡ ŮˊɘŰɟɏˊŮɘ ɜŬ ŮˊɘɚɏɝŮɘɠ 
ůɡɔəŮəɟɘɛɏɜŬ ŬɟɢŮɑŬ ɐ űŬəɏɚɞɡɠ ɔɘŬ ůɎɟɤůɖ. 

¶ Offline scan (ȺəŰɧɠ ůɨɜŭŮůɖɠ ůɎɟɤůɖ): ɉɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ ŮɜŰɞˊɑůŮɘ əŬɘ 
ɜŬ ŬűŬɘɟɏůŮɘ ŬˊŮɘɚɏɠ ˊɞɡ ŮɑɜŬɘ ŭɨůəɞɚɞ ɜŬ ŬűŬɘɟŮɗɞɨɜ ɧŰŬɜ Űɞ ůɨůŰɖɛŬ ŮɑɜŬɘ ůŮ ɚŮɘŰɞɡɟɔɑŬ. 

ɆŰɖɜ əŬŰɖɔɞɟɑŬ allowed threats ŮɛűŬɜɑɕɞɜŰŬɘ ɞɘ ŬˊŮɘɚɏɠ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ɏɢɞɡɛŮ ŮˊɘŰɟɏɣŮɘ 
ˊŬɟɧɚɞ ˊɞɡ Űɞ anivirus Űɘɠ ŮɜŰɞˊɑɕŮɘ ɤɠ əŬəɧɓɞɡɚŮɠ. 

ɆŰɖɜ əŬŰɖɔɞɟɑŬ Protection history əŬŰŬɔɟɎűɞɜŰŬɘ ɧɚŮɠ ɞɘ ŮɜɏɟɔŮɘŮɠ ́ɞɡ ɏɔɘɜŬɜ, ɧˊɤɠ ŬˊŮɘɚɏɠ 
ˊɞɡ ŮɜŰɞˊɑůŰɖəŬɜ əŬɘ ɏɔɘɜŬɜ mitigate, ɧˊɤɠ əŬɘ ŰŮɚŮɡŰŬɑŮɠ ŮɜɖɛŮɟɩůŮɘɠ. 

ȸɚɏˊɞɡɛŮ ɧŰɘ ŮɑɛŬůŰŮ last update. 
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ȺɘəɧɜŬ 67:Core Isolation 

ȺɜŮɟɔɞˊɞɘɞɨɛŮ Űɞ Memory integrity əŬɘ Microsoft Vulnerable Driver Blocklist. 

Memory Integrity (ȷəŮɟŬɘɧŰɖŰŬ ɀɜɐɛɖɠ): ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ˊɟɞůŰŬŰŮɨŮɘ Űɞ ůɨůŰɖɛŬ 
ŬˊɞŰɟɏˊɞɜŰŬɠ Űɖɜ ŮɘůŬɔɤɔɐ əŬəɧɓɞɡɚɞɡ əɩŭɘəŬ ůŮ ŭɘŬŭɘəŬůɑŮɠ ɡɣɖɚɐɠ ŬůűɎɚŮɘŬɠ. ȺɑɜŬɘ ɏɜŬɠ 
ɛɖɢŬɜɘůɛɧɠ ˊɞɡ ŮɜɘůɢɨŮɘ Űɖɜ ŬůűɎɚŮɘŬ Űɖɠ ɛɜɐɛɖɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Ůɘəɞɜɘəɞˊɞɑɖůɖ ɔɘŬ Űɖɜ 
Ŭˊɞɛɧɜɤůɖ əɟɑůɘɛɤɜ ŭɘŬŭɘəŬůɘɩɜ, əŬɗɘůŰɩɜŰŬɠ ˊɞɚɨ ˊɘɞ ŭɨůəɞɚɖ Űɖɜ ŮˊɑɗŮůɖ ɛɏůɤ ŮɡˊŬɗŮɘɩɜ 
ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖ ɛɜɐɛɖ. 

Microsoft Vulnerable Driver Blocklist: ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ŬűɞɟɎ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ 
Ŭˊɧ drivers ́ ɞɡ ˊŮɟɘɏɢɞɡɜ ɔɜɤůŰɎ ˊɟɞɓɚɐɛŬŰŬ ŬůűŬɚŮɑŬɠ. ȼ Microsoft ŭɘŬŰɖɟŮɑ ɛɘŬ ɚɑůŰŬ Ŭˊɧ 
ŮɡɎɚɤŰɞɡɠ drivers ́ɞɡ ŮɜŭɏɢŮŰŬɘ ɜŬ ˊŮɟɘɏɢɞɡɜ ŮɡˊɎɗŮɘŮɠ, əŬɘ ŬɡŰɐ ɖ ɟɨɗɛɘůɖ ŮɛˊɞŭɑɕŮɘ Űɖɜ ŮəŰɏɚŮůɐ 
Űɞɡɠ. ȷɡŰɧ ɛŮɘɩɜŮɘ Űɞɜ əɑɜŭɡɜɞ ŮəɛŮŰɎɚɚŮɡůɖɠ əŬəɧɓɞɡɚɤɜ ɐ ˊɟɞɓɚɖɛŬŰɘəɩɜ drivers, ɞɘ ɞˊɞɑɞɘ ɗŬ 
ɛˊɞɟɞɨůŬɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ ŮˊɘɗɏůŮɘɠ. 

4.3ǥȕȀȐȋȎȂǽ ȓȘȌ ȉȀȓǻȊȊȆȊȘȌ back up policies (ȏȎȊȈȓȈȉȝȌ)  

 

ȺɘəɧɜŬ 68:Back up policies 

ȼ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ Windows Server Backup ŮɑɜŬɘ ɖ ŭɖɛɘɞɡɟɔɑŬ ŬɜŰɑɔɟŬűɤɜ ŬůűɎɚŮɘŬɠ Űɤɜ 
ŭŮŭɞɛɏɜɤɜ, Űɤɜ ɟɡɗɛɑůŮɤɜ Űɞɡ ůɡůŰɐɛŬŰɞɠ, Űɤɜ ŭɘəŬɘɤɛɎŰɤɜ əŬɘ ɟɧɚɤɜ Űɤɜ ɢɟɖůŰɩɜ ŬɚɚɎ əŬɘ 
ɡˊɖɟŮůɘɩɜ Űɞɡ server.ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɞ server ɔɑɜŮɘ compromised ɛɏůɤ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ 
ɐ ransomware ŮˊɑɗŮůɖɠ ɛŮ ŬˊɞŰɏɚŮůɛŬ ŰŬ ŭŮŭɞɛɏɜŬ ɛŬɠ ɜŬ əɟɡˊŰɞɔɟŬűɖɗɞɨɜ ɐ ɜŬ əŬŰŬůŰɟŬűɞɨɜ, 
ɛɏůɤ Űɞɡ backup ɛŬɠ ŭɑɜŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ŬˊɞəŬŰɎůŰŬůɖɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ ɛŮ əŬɗŬɟɎ ŬɜŰɑɔɟŬűŬ 
ůŰɖɜ ˊɟɧŰŮɟɖ əŬŰɎůŰŬůɖ. ȯɚɚŮɠ ˊŮɟɘˊŰɩůŮɘɠ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ɢɟŮɘŬůŰŮɑ ɜŬ ɔɑɜŮɘ ŬɜɎəŰɖůɖ ŮɑɜŬɘ ůŮ 
ˊŮɟɑˊŰɤůɖ ɧˊɞɡ ɞɘ ɛɖɢŬɜɘəɞɑ ŮűŬɟɛɧůɞɡɜ ɚɎɗɞɠ ˊɞɚɘŰɘəɏɠ ˊɞɡ ɏɢɞɡɜ ŮˊɑˊŰɤůɖ ůŰɖɜ Ŭˊɧŭɞůɖ Űɞɡ 
server ɛˊɞɟɞɨɛŮ ɜŬ ŮˊŬɜɏɚɗɞɡɛŮ ůŰɞ ůɖɛŮɑɞ Űɤɜ backup əŬɘ ˊɟɘɜ ŮűŬɟɛɧůɞɡɛŮ Űɘɠ <<ɎůŰɞɢŮɠ>> 
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ŮɜɏɟɔŮɘŮɠ. Ⱥˊɘˊɚɏɞɜ ɛŮ Űɖɜ ɞŭɖɔɑŬ Űɞɡ NIS2 ɧˊɞɡ ŬɜŬűŮɟɗɐəŬɛŮ ůŰɖɜ ŮɘůŬɔɤɔɐ, ɡˊɎɟɢŮɘ ɤɠ 
ˊɟɞŬˊŬɘŰɞɨɛŮɜɞ ɖ ŮűŬɟɛɞɔɐ Űɤɜ ŬɜŰɑůŰɞɘɢɤɜ ˊɞɚɘŰɘəɩɜ ŮˊɘɢŮɘɟɖůɘŬəɐɠ ůɡɜɏɢŮɘŬɠ, əŬɘ Űɞ Windows 
Server Backup ŮɑɜŬɘ ɛɘŬ ɚŮɘŰɞɡɟɔɑŬ ɧˊɞɡ ɓɞɖɗɎŮɘ ůŰɞ ɜŬ ŮˊɘŰɨɢɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ ůɡɛɛɧɟűɤůɖɠ ˊɞɡ 
ŬˊŬɘŰɞɨɜŰŬɘ. ɇɏɚɞɠ ɛŬɠ ŭɑɜŮŰŬɘ əŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŮˊɘɚɏɝɞɡɛŮ ůɡɔəŮəɟɘɛɏɜŬ ŬɟɢŮɑŬ ɐ űɎəŮɚɞɡɠ ˊɞɡ 
ˊɘɗŬɜɧɜ ɜŬ ɏɢɞɡɜ ŭɘŬɔɟŬűŮɑ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŭŮɜ ɗɏɚɞɡɛŮ ɜŬ ŮˊŬɜŬűɏɟɞɡɛŮ ɧɚɞ Űɞ ůɨůŰɖɛŬ ůŰɖɜ 
ˊɟɧŰŮɟɖ əŬŰɎůŰŬůɖ. 

4.4 ǥȕȀȐȋȎȂǽ ȓȘȌ ȉȀȓǻȊȊȆȊȘȌ SNMP settings 

ɇɞ SNMP ŮɑɜŬɘ ɏɜŬ ˊɟɤŰɧəɞɚɚɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ůɡɟɏɤɠ ɔɘŬ Űɖɜ ˊŬɟŬəɞɚɞɨɗɖůɖ əŬɘ 
ŭɘŬɢŮɑɟɘůɖ ŭɘŬəɞɛɘůŰɩɜ. ȼ ˊɟɧůɓŬůɖ ůŰɞɜ SNMP agent ɔɑɜŮŰŬɘ ɛŮ Űɖ ɢɟɐůɖ Ůɜɧɠ əɤŭɘəɞɨ ˊɞɡ 
ɞɜɞɛɎɕŮŰŬɘ community string. ȼ ˊɟɞŮˊɘɚŮɔɛɏɜɖ ŬůűɎɚŮɘŬ Űɞɡ SNMP ɓŬůɑɕŮŰŬɘ ůŮ ɛɘŬ ɞɜɞɛŬůɑŬ 
əɞɘɜɧŰɖŰŬɠ, ɧˊɤɠ ñPublicò ɐ ñPrivateò. ȼ ɞɜɞɛŬůɑŬ Űɖɠ əɞɘɜɧŰɖŰŬɠ ɚŮɘŰɞɡɟɔŮɑ ůŬɜ əɤŭɘəɧɠ ˊɟɧůɓŬůɖɠ 
ɔɘŬ Űɖ ůɨɜŭŮůɖ ɛɏůɤ SNMP.[38] 

 

ȺɘəɧɜŬ 69:SNMP trap 

ȾɎɜɞɡɛŮ Űɖɜ ɡˊɖɟŮůɑŬ start ɛŮ ůəɞˊɧ ɜŬ ŬɡɝɐůɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ Ůɚɏɔɢɞɡ ɧůɞ ŬűɞɟɎ Űɞ 
ŭɑəŰɡɞ. ȼ ɡˊɖɟŮůɑŬ SNMP Trap ŮˊɘŰɟɏˊŮɘ Űɖɜ ŬˊɞůŰɞɚɐ ɎɛŮůɤɜ ŮɘŭɞˊɞɘɐůŮɤɜ ɧŰŬɜ ŮɜŰɞˊɑɕɞɜŰŬɘ 
ˊɟɞɓɚɐɛŬŰŬ ɐ ŬɜɤɛŬɚɑŮɠ ůŰɞ ŭɑəŰɡɞ ɐ ůŰɞɡɠ ŭɘŬəɞɛɘůŰɏɠ. ȷɡŰɏɠ ɞɘ ŮɘŭɞˊɞɘɐůŮɘɠ ɛˊɞɟɞɨɜ ɜŬ 
ŮɜɖɛŮɟɩůɞɡɜ Űɞɜ ŭɘŬɢŮɘɟɘůŰɐ ɔɘŬ əɟɑůɘɛŬ ɕɖŰɐɛŬŰŬ, ɧˊɤɠ ɡˊŮɟűɧɟŰɤůɖ ŭɘəŰɨɞɡ, ůűɎɚɛŬŰŬ ɡɚɘəɞɨ 
ɐ ŮˊɘɗɏůŮɘɠ. ɀŮ ŬɡŰɧɜ Űɞɜ Űɟɧˊɞ, ɞ ŭɘŬɢŮɘɟɘůŰɐɠ ɛˊɞɟŮɑ ɜŬ ŭɟɎůŮɘ ɔɟɐɔɞɟŬ əŬɘ ɜŬ ŬˊɞŰɟɏɣŮɘ 
ůɞɓŬɟɧŰŮɟŬ ˊɟɞɓɚɐɛŬŰŬ. ɇŬ ɛɖɜɨɛŬŰŬ "trap" ˊɞɡ ɚŬɛɓɎɜŮɘ ɖ ɡˊɖɟŮůɑŬ ɛˊɞɟɞɨɜ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ Űɖɜ ŬɜɑɢɜŮɡůɖ Űɡɢɧɜ əŬəɧɓɞɡɚɤɜ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ ɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ 
ˊɟɧůɓŬůɖɠ. ȺɎɜ ɛɘŬ ůɡůəŮɡɐ ɐ ɏɜŬɠ ŭɘŬəɞɛɘůŰɐɠ ůɡɛˊŮɟɘűɏɟŮŰŬɘ ˊŮɟɑŮɟɔŬ, ɖ ɡˊɖɟŮůɑŬ SNMP Trap 
ɗŬ ŮɜɖɛŮɟɩůŮɘ ɎɛŮůŬ Űɞɜ ŭɘŬɢŮɘɟɘůŰɐ, ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖɜ ɏɔəŬɘɟɖ ŬɜɑɢɜŮɡůɖ ŬˊŮɘɚɩɜ. 

4.5 ǡȊȊȀȂǽ ȓȎȔ ȎȌțȋȀȓȎȑ ȓȎȔ  administrator 

ŪŬ ŬɚɚɎɝɞɡɛŮ Űɞ ɧɜɞɛŬ Űɞɡ administrator ɩůŰŮ ɜŬ ŭɡůəɞɚɏɣɞɡɛŮ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ɜŬ 
ˊɟŬɔɛŬŰɞˊɞɘɐůŮɘ brute force attack ɐ privilege escalation ŮˊɘɗɏůŮɘɠ. Ƀɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ɧŰŬɜ ɗɏɚɞɡɜ ɜŬ 
ŮəɛŮŰŬɚɚŮɡŰɞɨɜ ŰŬ ŭɘəŬɘɩɛŬŰŬ ɐ əɎˊɞɘɞ ɚɞɔŬɟɘŬůɛɧ ɢɟɐůŰɖ ɞ ˊɟɩŰɞɠ ůŰɧɢɞɠ ŮɑɜŬɘ ɞ administrator 
əŬɗɩɠ ɏɢŮɘ ˊɟɧůɓŬůɖ ůŮ ɡˊɖɟŮůɑŮɠ, ŭɘəŬɘɩɛŬŰŬ əŬɘ ɚŮɘŰɞɡɟɔɑŮɠ ɧˊɞɡ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɗɏɚŮɘ 
əɎˊɞɘɞɠ ɜŬ Űɘɠ ŮəɛŮŰŬɚɚŮɡŰŮɑ ŮɑɜŬɘ ůɑɔɞɡɟɞ ɧŰɘ ɛŮ ŰŬ ŭɘəŬɘɩɛŬŰŬ Űɞɡ administrator ɗŬ ɛˊɞɟɏůŮɘ. ȾŬɗɩɠ 
ŰŬ Windows ůŬɜ ˊɟɞŮˊɘɚɞɔɐ ɏɢɞɡɜ ɤɠ username->administrator ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛˊɞɟɏɘ ɛɏůŬ Ŭˊɧ 
social engineering ɐ əŬɘ ɛŮ Ŭˊɚɏɠ ŮˊɘɗɏůŮɘɠ ůŰɞ password ɜŬ ŬɜŬəŬɚɨɣŮɘ Űɞ ůɡɜɗɖɛŬŰɘəɧ əŬɘ ɜŬ 
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ŬˊɞəŰɐůŮɘ Űɞ ɚɞɔŬɟɘŬůɛɧ. ȷɚɚɎɕɞɜŰŬɠ Űɞ username ŭůəɞɚŮɨɞɡɛŮ ŬɟəŮŰɎ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ əŬɗɩɠ 
ˊɏɟŬ Ŭˊɧ Űɞ password ɗŬ ˊɟɏˊŮɘ ɜŬ ŬɜŬəŬɚɨɣŮɘ əŬɘ Űɞ username ɛŮ ŭŮŭɞɛɏɜɞ ɓɏɓŬɘŬ ɧŰɘ ɏɢɞɡɛŮ 
ŬůűŬɚɑůŮɘ Űɞɜ Windows Server ůŮ ŮɜŭŮɢɧɛŮɜɖ domain enumeration ŮˊɑɗŮůɖ, əɎŰɘ Űɞ ɞˊɞɑɞ ɗŬ Űɞ 
ŭɞɨɛŮ ůŰɞ Űɏɚɞɠ Űɖɠ ŮɟɔŬůɑŬɠ ɛŬɠ ɛŮ Űɘɠ ŭɞəɘɛŬůŰɘəɏɠ ŮˊɘɗɏůŮɘɠ ɧˊɞɡ ɗŬ ˊɟŬɔɛŬŰɞˊɞɘɐůɞɡɛŮ.  

 

ȺɘəɧɜŬ 70:Sudoadmin 

 

ȺɘəɧɜŬ 71:Sign in ɛŮ ɜɏɞ username 

Ⱥŭɩ ŮˊɘɓŮɓŬɘɩɜɞɡɛŮ ɧŰɘ ɖ ŬɚɚŬɔɐ ɏɢŮɘ ɔɑɜŮɘ ŮˊɘŰɡɢɩɠ əŬɗɩɠ ɔɘŬ ɜŬ ŮɘůɏɚɗɞɡɛŮ ɗŬ 
ɢɟŮɘŬůŰɞɨɛŮ Űɞ ɜɏɞ username. 

4.6 ǡȏȄȌȄȐȂȎȏȎǾȆȒȆ ȋȆ ȀȏȀȐȀǾȓȆȓȘȌ ȏȐȘȓțȉȎȊȊȘȌ ȃȈȉȓȜȎȔ 

ȸɚɏˊɞɡɛŮ ɧŰɘ ůŰŬ Windows Server 2025 Űɞ smb 1.0 ŭŮɜ ŮɑɜŬɘ ŮɔəŬŰůŰɖɛɏɜɞ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ, 
ŬɡɝɎɜɞɜŰŬɠ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ. 

 

ȺɘəɧɜŬ 72:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ SMB1.0 

ɀŮ Űɖɜ ŬˊŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Telnet Client, ŮɛˊɞŭɑɕŮŰŬɘ ɖ ɢɟɐůɖ Ůɜɧɠ ɛɖ ŬůűŬɚɞɨɠ 
ˊɟɤŰɞəɧɚɚɞɡ ˊɞɡ ɗŬ ɛˊɞɟɞɨůŮ ɜŬ ŬɝɘɞˊɞɘɖɗŮɑ Ŭˊɧ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ Ůˊɘˊɚɏɞɜ ŭŮŭɞɛɏɜɞɡ ɧŰɘ 
Űɞ Telnet ŭŮɜ əɟɡˊŰɞɔɟŬűŮɑ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ, ɖ ŬˊŮɜŮɟɔɞˊɞɑɖůɐ Űɞɡ ɛŮɘɩɜŮɘ Űɞɜ əɑɜŭɡɜɞ ŭɘŬɟɟɞɐɠ 
ŭŮŭɞɛɏɜɤɜ. 

 

ȺɘəɧɜŬ 73:Á ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Telnet Client 
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4.7 ǡȜȍȆȒȆ ȓȆȑ ȀȒȕǻȊȄȈȀȑ ȒȓȀ Terminal Services 

ɇŬ terminal services ŮˊɘŰɟɏˊɞɡɜ ůŮ ɢɟɐůŰŮɠ ɜŬ ɏɢɞɡɜ ˊɟɧůɓŬůɖ ŬˊɞɛŬəɟɡůɛɏɜŬ (remotely) 
ůŮ ˊɟɞɔɟɎɛɛŬŰŬ əŬɘ ůŰɞ ŰŮɟɛŬŰɘəɧ server ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ ŬˊɞŰŮɚɞɨɜ ŮɡˊɎɗŮɘŬ ɔɘŬ əɎˊɞɘɞɜ 
ŮˊɘŰɘɗɏɛŮɜɞ ˊɞɡ ɗɏɚŮɘ ɜŬ ˊŬɟŬɓɘɎůŮɘ Űɞ ŰŮɟɛŬŰɘəɧ ɛŬɠ ɛŮ ůəɞˊɧ Űɖɜ ˊɟɧůɓŬůɖ ɐ Ŭɚɚɞɑɤůɖ Űɞɡ. 
ȾɎˊɞɘɞɘ Űɟɧˊɞɘ ɧˊɞɡ ŬɡɝɎɜɞɡɜ Űɖɜ ŬůűɎɚŮɘŬ ɛŬɠ ŮɑɜŬɘ ɞɘ ˊŬɟŬəɎŰɤ: 

4.7.1 ǭȀ ȅȆȓȄǾȓȀȈ ȏǻȌȓȀ Ȁȏț ȓȎȌ  client Ȇ ȄȈȒȀȂȘȂǽ password ȉȀȓǻ ȓȆȌ 

ȒȜȌȃȄȒȆ 

 

ȺɘəɧɜŬ 74:Always promp for passwords 

ɀŮ Űɖɜ ˊŬɟŬəɎŰɤ ˊɞɚɘŰɘəɐ ŬɜŬɔəɎɕɤ ɧˊɞɘɞɜ ɗɏɚŮɘ ɜŬ ŬˊɞəŰɐůŮɘ remote ́ ɟɧůɓŬůɖ ůŮ 
ɡˊɖɟŮůɑŮɠ ɐ Űɞ ŰŮɟɛŬŰɘəɧ ɜŬ ɓɎɕŮɘ Űɞ ŬˊŬɟŬɑŰɖŰɞ password. ɀŮ ŬɡŰɧɜ Űɞɜ Űɟɧˊɞ ŬɡɝɎɜɤ Űɖɜ 
ŬůűɎɚŮɘŬ əŬɗɩɠ ŬˊŬɘŰŮɑŰŬɘ əɎˊɞɘŬ brute force ŮˊɑɗŮůɖ ůŰɞɜ ůɡɔəŮəɟɘɛɏɜɞ ɢɟɐůŰɖ əɎɗŮ űɞɟɎ əŬɘ ɧɢɘ 
ŬˊɚɎ ɖ əɚɞˊɐ Űɞɡ username ɩůŰŮ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ. ȼ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ ůŰɞ ŭɑəŰɡɞ 
əŬɘ Űɘɠ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ůɡɜŭɏůŮɘɠ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ ɢɟɐůɖ ɛɘŬɠ ůŮɘɟɎɠ Ŭˊɧ ɛɏŰɟŬ ˊɟɞůŰŬůɑŬɠ ˊɞɡ 
ŭɘŬůűŬɚɑɕɞɡɜ Űɖɜ ŬəŮɟŬɘɧŰɖŰŬ əŬɘ Űɖɜ ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬ Űɤɜ ŭŮŭɞɛɏɜɤɜ. ȰɜŬ Ŭˊɧ ŰŬ ɓŬůɘəɎ ɛɏŰɟŬ 
ŮɑɜŬɘ ɖ ɉɟɐůɖ ɄɞɚɡˊŬɟŬɔɞɜŰɘəɐɠ ȺˊŬɚɐɗŮɡůɖɠ (MFA), ɖ ɞˊɞɑŬ ˊɟɞůɗɏŰŮɘ ɏɜŬ Ůˊɘˊɚɏɞɜ ŮˊɑˊŮŭɞ 
ŬůűɎɚŮɘŬɠ, ŬˊŬɘŰɩɜŰŬɠ Ŭˊɧ Űɞɡɠ ɢɟɐůŰŮɠ ɜŬ ŮˊŬɚɖɗŮɨɞɡɜ Űɖɜ ŰŬɡŰɧŰɖŰɎ Űɞɡɠ ɛŮ ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ 
ɏɜŬ ůŰɞɘɢŮɑŬ, ɧˊɤɠ ɏɜŬɜ əɤŭɘəɧ Ŭˊɧ ŮűŬɟɛɞɔɐ ɐ SMS.Ⱥˊɘˊɚɏɞɜ, ɞ ɄŮɟɘɞɟɘůɛɧɠ ɄɟɧůɓŬůɖɠ ɛŮ 
ȹɘŮɡɗɨɜůŮɘɠ IP ŮɜɘůɢɨŮɘ Űɞɜ ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ, əŬɗɩɠ ŮˊɘŰɟɏˊŮɘ Űɖ ůɨɜŭŮůɖ ɛɧɜɞ Ŭˊɧ 
ůɡɔəŮəɟɘɛɏɜŮɠ ŭɘŮɡɗɨɜůŮɘɠ IP ɐ ɔŮɤɔɟŬűɘəɏɠ ˊŮɟɘɞɢɏɠ, ɛŮɘɩɜɞɜŰŬɠ Űɞɜ əɑɜŭɡɜɞ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ 
ˊɟɞůɓɎůŮɤɜ. ȷɡŰɧ ɔɑɜŮŰŬɘ ɛŮ Űɖ ɟɨɗɛɘůɖ Űɤɜ əŬɜɧɜɤɜ Űɞɡ firewall, ŮɝŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɖ ˊɟɧůɓŬůɖ 
ˊŮɟɘɞɟɑɕŮŰŬɘ ɛɧɜɞ ůŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ɢɟɐůŰŮɠ. ȼ ȺɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Network Level Authentication 
(NLA) ́ ŬɟɏɢŮɘ ɏɜŬ Ůˊɘˊɚɏɞɜ ŮˊɑˊŮŭɞ ˊɟɞůŰŬůɑŬɠ əŬŰɎ Űɘɠ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ůɡɜŭɏůŮɘɠ. ɀŮ Űɞ NLA, 
ɖ ŰŬɡŰɧŰɖŰŬ Űɞɡ ɢɟɐůŰɖ ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ˊɟɘɜ Ŭˊɧ Űɖɜ ŮŭɟŬɑɤůɖ Űɖɠ ůɨɜŭŮůɖɠ ɛŮ Űɞɜ ŭɘŬəɞɛɘůŰɐ, 
ɛŮɘɩɜɞɜŰŬɠ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ ŬɜŮˊɘɗɨɛɖŰɤɜ ůɡɜŭɏůŮɤɜ əŬɘ ŬɡɝɎɜɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ.ɇɏɚɞɠ, ɖ ɉɟɐůɖ SSL/TLS ɔɘŬ ȾɟɡˊŰɞɔɟɎűɖůɖ ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ɧɚŮɠ ɞɘ ŬˊɞɛŬəɟɡůɛɏɜŮɠ 
ůɡɜŭɏůŮɘɠ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ ɛɏůɤ əɟɡˊŰɞɔɟɎűɖůɖɠ. ȷɡŰɧ ŮˊɘŰɡɔɢɎɜŮŰŬɘ ɛŮ Űɖ ɟɨɗɛɘůɖ Űɤɜ 
ůɡɜŭɏůŮɤɜ ɛɏůɤ Űɤɜ ˊɟɤŰɞəɧɚɚɤɜ SSL ɐ TLS, ŭɘŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ɛŮŰŬűɏɟɞɜŰŬɘ 
ˊŬɟŬɛɏɜɞɡɜ ɘŭɘɤŰɘəɎ əŬɘ ˊɟɞůŰŬŰŮɡɛɏɜŬ Ŭˊɧ ɡˊɞəɚɞˊɏɠ. ȷɡŰɏɠ ɞɘ ˊɟŬəŰɘəɏɠ, ɧŰŬɜ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 
ůɡɜŭɡŬůŰɘəɎ, ŭɖɛɘɞɡɟɔɞɨɜ ɏɜŬ ɘůɢɡɟɧ ˊɚŬɑůɘɞ ŬůűɎɚŮɘŬɠ, ˊɟɞůŰŬŰŮɨɞɜŰŬɠ Űɧůɞ Űɞɡɠ ɢɟɐůŰŮɠ ɧůɞ 
əŬɘ ŰŬ ŭŮŭɞɛɏɜŬ ůŮ ŬˊɞɛŬəɟɡůɛɏɜŬ əŬɘ ŭɘəŰɡŬəɎ ˊŮɟɘɓɎɚɚɞɜŰŬ. 
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4.7.2   ǤȈȀȖȄǾȐȈȒȆ ǤȈȉȀȈȘȋǻȓȘȌ ǶȐȆȒȓȝȌ 

 

ȺɘəɧɜŬ 75:Remote Management Users 

ȸɎɕɤ ɛɧɜɞ ůɡɔəŮəɟɘɛɏɜɞɡɠ ɢɟɐůŰŮɠ ɧˊɞɡ ɗŬ ɏɢɞɡɜ Űɞ ŭɘəŬɑɤɛŬ ůɨɜŭŮůɖɠ, ɛŮ ŬɡŰɧ Űɞɜ 
Űɟɧˊɞ ŮűŬɟɛɧɕɤ Űɖɜ ˊɞɚɘŰɘəɐ least of privilege ɛŮ ůəɞˊɧ ɜŬ ˊŮɟɘɞɟɑůɤ Űɞɡɠ ɢɟɐůŰŮɠ ˊɞɡ ɏɢɞɡɜ Űɖɜ 
ŭɡɜŬŰɧŰɖŰŬ əŬɘ ŬɜɎɔəɖ ˊɟɧůɓŬůɖ ŬˊɞɛŬəɟɡůɛɏɜŬ. ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ɛˊɞɟɏůŮɘ ɞ 
ŮˊɘŰɘɗɏɛŮɜɞɠ ɜŬ ˊŬɟŬɓɘɎůŮɘ Űɞ ůɨůŰɖɛŬ ˊɟɏˊŮɘ ɜŬ ˊŬɟŬɓɘɎůŮɘ Űɞɜ ɢɟɐůŰɖ ˊɞɡ ɏɢŮɘ ŰŬ ůɡɔəŮəɟɘɛɏɜŬ 
ŭɘəŬɘɩɛŬŰŬ, Űɞ ɞˊɞɑɞ ɛˊɞɟɞɨɛŮ ɜŬ Űɞ ŭɘŬůűŬɚɑůɞɡɛŮ əŬɘ ŬɡŰɧ, ɧˊɤɠ ŮɑŭŬɛŮ ůŮ Ɏɚɚɞ əŮűɎɚŬɘɞ ůŰɖɜ 
ŮɟɔŬůɑŬ ɛŬɠ. 

4.7.3 ǭȀ ȋȆȌ ȄȏȈȓȐǼȏȄȓȀȈ Ȇ ȀȌȀȉȀȓȄȜȇȔȌȒȆ ȓȎȔ LPT port  

 

ȺɘəɧɜŬ 76:ɁŬ ɛɖɜ ŮˊɘŰɟɏˊŮŰŬɘ ɖ ŬɜŬəŬŰŮɨɗɡɜůɖ Űɞɡ LPT port 

ȷˊɧ ˊɟɞŮˊɘɚɞɔɐ, ɞɘ ɈˊɖɟŮůɑŮɠ ȷˊɞɛŬəɟɡůɛɏɜɖɠ ȺˊɘűɎɜŮɘŬɠ ȺɟɔŬůɑŬɠ ŮˊɘŰɟɏˊɞɡɜ Űɖɜ 
ŬɜŬəŬŰŮɨɗɡɜůɖ ɗɨɟŬɠ LPT. ȺɜŮɟɔɞˊɞɘɞɨɛŮ ŬɡŰɐɜ Űɖ ˊɞɚɘŰɘəɐ əŬɘ ɞɘ ɢɟɐůŰŮɠ Űɤɜ ɈˊɖɟŮůɘɩɜ 
ȷˊɞɛŬəɟɡůɛɏɜɖɠ ȺˊɘűɎɜŮɘŬɠ ȺɟɔŬůɑŬɠ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŬɜŬəŬŰŮɡɗɨɜɞɡɜ ŭŮŭɞɛɏɜŬ Űɞɡ ŭɘŬəɞɛɘůŰɐ 
ůŰɖɜ Űɞˊɘəɐ ɗɨɟŬ LPT. 
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4.7.4 ǥȌȄȐȂȎȏȎǾȆȒȆ ȉȐȔȏȓȎȂȐǻȕȆȒȆȑ ȋȄȓȀȍȜ client ȉȀȈ server 

 

ȺɘəɧɜŬ 77:ȺɜŮɟɔɞˊɞɑɖůɖ əɟɡˊŰɞɔɟɎűɖůɖɠ ɛŮŰŬɝɨ client əŬɘ server 

ȺɜŮɟɔɞˊɞɘɞɨɛŮ ŬɡŰɐɜ Űɖ ˊɞɚɘŰɘəɐ əŬɘ ɧɚŮɠ ɞɘ ŮˊɘəɞɘɜɤɜɑŮɠ ɛŮŰŬɝɨ client əŬɘ ŭɘŬəɞɛɘůŰɩɜ 
<<RD Session Host>> əŬŰɎ Űɘɠ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ůɡɜŭɏůŮɘɠ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɖ ɛɏɗɞŭɞ 
əɟɡˊŰɞɔɟɎűɖůɖɠ ˊɞɡ əŬɗɞɟɑɕŮŰŬɘ. ȸɎɕɞɡɛŮ Űɖɜ Ůˊɘɚɞɔɐ <<high level>> əŬɘ ɖ əɟɡˊŰɞɔɟɎűɖůɖ  Űɤɜ 
ŭŮŭɞɛɏɜɤɜ ˊɞɡ ŬˊɞůŰɏɚɚɞɜŰŬɘ Ŭˊɧ Űɞɜ client ůŰɞɜ ŭɘŬəɞɛɘůŰɐ əŬɘ Ŭˊɧ Űɞɜ ŭɘŬəɞɛɘůŰɐ ůŰɞɜ client 
ɢɟɖůɘɛɞˊɞɘɞɨɜ ɘůɢɡɟɐ əɟɡˊŰɞɔɟɎűɖůɖ 128-bit. ɉɟɖůɘɛɞˊɞɘɐůŰŮ ŬɡŰɧ Űɞ ŮˊɑˊŮŭɞ əɟɡˊŰɞɔɟɎűɖůɖɠ 
ůŮ ˊŮɟɘɓɎɚɚɞɜŰŬ ˊɞɡ ˊŮɟɘɏɢɞɡɜ ɛɧɜɞ ˊŮɚɎŰŮɠ 128-bit ɞɘ clients ́ ɞɡ ŭŮɜ ɡˊɞůŰɖɟɑɕɞɡɜ ŬɡŰɧ Űɞ 
ŮˊɑˊŮŭɞ əɟɡˊŰɞɔɟɎűɖůɖɠ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ůɡɜŭŮɗɞɨɜ ůŰɞɡɠ ŭɘŬəɞɛɘůŰɏɠ RD Session Host. ɀɏůɤ 
ŬɡŰɐ Űɖɠ ˊɞɚɘŰɘəɐɠ ŬɡɝɎɜɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬ əŬɘ ˊɟɞůŰŬŰŮɡɧɛŬůŰŮ Ŭˊɧ ˊɚɖɗɩɟŬ 
ŮˊɘɗɏůŮɤɜ(Data Interception, Man-in-the-Middle Attacks, Data Tampering, Unauthorized Access, 
Encryption Breaking Attacks əŰɚ). 

4.8 ǡȏȄȌȄȐȂȎȏȎǾȆȒȆ remote desktop sharing 

ȺɜŮɟɔɞˊɞɘɩ Űɖɜ Ůˊɘɚɞɔɐ ɖ ɞˊɞɑŬ ŬˊɞŰɟɏˊŮɘ Űɖɜ əɞɘɜɐ ɢɟɐůɖ Űɖɠ ŬˊɞɛŬəɟɡůɛɏɜɖɠ 
ŮˊɘűɎɜŮɘŬɠ ŮɟɔŬůɑŬɠ. ȷɡŰɧ ůɖɛŬɑɜŮɘ ɧŰɘ ɞɘ ɢɟɐůŰŮɠ ŭŮɜ ɗŬ ɛˊɞɟɞɨɜ ɜŬ ɛɞɘɟɎɕɞɜŰŬɘ Űɖɜ ɞɗɧɜɖ ɐ Űɖɜ 
ŮˊɘűɎɜŮɘŬ ŮɟɔŬůɑŬɠ Űɞɡɠ ŬˊɞɛŬəɟɡůɛɏɜŬ, ŮɑŰŮ ɛɏůɤ Űɞɡ Remote Desktop Protocol(RDP). 

  

ȺɘəɧɜŬ 78:Disable remote Desktop Sharing 

ɄɑɜŬəŬɠ 20:Ʉɤɠ ŬɡɝɎɜŮŰŬɘ ɖ ˊɞɚɘŰɘəɐ ŬůűɎɚŮɘŬɠ 

ɄŮɟɘɞɟɘůɛɧɠ ɀɖ 
ȺɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ 
ɄɟɧůɓŬůɖɠ 

ȷˊɞŰɟɏˊŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ ůŮ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŬ ŬŰɧɛŬ ɜŬ ɏɢɞɡɜ 
ɞˊŰɘəɐ ˊɟɧůɓŬůɖ ɐ ɜŬ Ůɚɏɔɢɞɡɜ Űɞɜ ŭɘŬəɞɛɘůŰɐ Ůɝ ŬˊɞůŰɎůŮɤɠ ɛɏůɤ 
Űɖɠ əɞɘɜɐɠ ɢɟɐůɖɠ Űɖɠ ŮˊɘűɎɜŮɘŬɠ ŮɟɔŬůɑŬɠ. ȰŰůɘ, ɛŮɘɩɜŮŰŬɘ ɞ 
əɑɜŭɡɜɞɠ ŭɘŬɟɟɞɐɠ ŭŮŭɞɛɏɜɤɜ əŬɘ ŮɡŬɑůɗɖŰɤɜ ˊɚɖɟɞűɞɟɘɩɜ. 
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ȷˊɞűɡɔɐ ȾŬəɧɓɞɡɚɤɜ 
ȺˊɘɗɏůŮɤɜ 

ȼ əɞɘɜɐ ɢɟɐůɖ ŮˊɘűɎɜŮɘŬɠ ŮɟɔŬůɑŬɠ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ Ŭˊɧ 
əŬəɧɓɞɡɚŬ ɎŰɞɛŬ ɔɘŬ ɜŬ ˊɎɟɞɡɜ Űɞɜ ɏɚŮɔɢɞ Űɞɡ ůɡůŰɐɛŬŰɞɠ ɐ ɜŬ 
ˊŬɟŬəɞɚɞɡɗɐůɞɡɜ Űɘɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ Űɞɡ ɢɟɐůŰɖ. ɀŮ Űɖɜ 
ŬˊŮɜŮɟɔɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ ɚŮɘŰɞɡɟɔɑŬɠ, ɛŮɘɩɜɞɜŰŬɘ ɞɘ ˊɘɗŬɜɧŰɖŰŮɠ 
ŮˊɘɗɏůŮɤɜ ɛɏůɤ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ˊɞɡ ŮəɛŮŰŬɚɚŮɨŮŰŬɘ ŰɏŰɞɘŮɠ 
ůɡɜŭɏůŮɘɠ. 

ȺɚŬɢɘůŰɞˊɞɑɖůɖ 
ȺˊɘɗɏůŮɤɜ Ⱦɞɘɜɤɜɘəɐɠ 
ɀɖɢŬɜɘəɐɠ (Social 
Engineering) 

ȳŰŬɜ ŮɑɜŬɘ ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɖ ɖ əɞɘɜɐ ɢɟɐůɖ Űɖɠ ŮˊɘűɎɜŮɘŬɠ ŮɟɔŬůɑŬɠ, 
ɛŮɘɩɜŮŰŬɘ ɞ əɑɜŭɡɜɞɠ ŬŰɧɛɤɜ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ "ˊŬɟŬəɞɚɞɡɗɐůɞɡɜ" Űɞ 
ůɨůŰɖɛŬ ŬˊɞɛŬəɟɡůɛɏɜŬ, ŭɘŮɡəɞɚɨɜɞɜŰŬɠ ɏŰůɘ Űɖɜ ŬˊɞŰɟɞˊɐ 
ŮˊɘɗɏůŮɤɜ əɞɘɜɤɜɘəɐɠ ɛɖɢŬɜɘəɐɠ, ɧˊɞɡ ɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ˊŮɑɗɞɡɜ Űɞɡɠ 
ɢɟɐůŰŮɠ ɜŬ ŮˊɘŰɟɏɣɞɡɜ Űɖɜ ˊɟɧůɓŬůɖ. 

ɄŮɟɘɞɟɘůɛɧɠ 
ɄɟɧůɓŬůɖɠ ůŮ 
ȺɡŬɑůɗɖŰŮɠ 
ɄɚɖɟɞűɞɟɑŮɠ 

ɆŮ ŭɘŬəɞɛɘůŰɏɠ ɧˊɞɡ ŰɖɟɞɨɜŰŬɘ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ, ɖ 
ŬˊŮɜŮɟɔɞˊɞɑɖůɖ Űɖɠ ŭɡɜŬŰɧŰɖŰŬɠ əɞɘɜɐɠ ɢɟɐůɖɠ Űɖɠ ŮˊɘűɎɜŮɘŬɠ 
ŮɟɔŬůɑŬɠ ˊŮɟɘɞɟɑɕŮɘ Űɖɜ ˊɟɧůɓŬůɖ ůŮ əɟɑůɘɛŬ ŭŮŭɞɛɏɜŬ, 
ŭɘŬůűŬɚɑɕɞɜŰŬɠ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡɠ. 

ȺɡɗɡɔɟɎɛɛɘůɖ ɛŮ 
ɄɞɚɘŰɘəɏɠ 
Ɇɡɛɛɧɟűɤůɖɠ 

ɄɞɚɚɎ ˊɟɧŰɡˊŬ ůɡɛɛɧɟűɤůɖɠ, ɧˊɤɠ Űɞ GDPR, ŬˊŬɘŰɞɨɜ ŬɡůŰɖɟɧ 
ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ ůŮ ůɡůŰɐɛŬŰŬ ɛŮ ŮɡŬɑůɗɖŰŮɠ ˊɚɖɟɞűɞɟɑŮɠ. 
ȷˊŮɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɖɜ əɞɘɜɐ ɢɟɐůɖ Űɖɠ ŬˊɞɛŬəɟɡůɛɏɜɖɠ ŮˊɘűɎɜŮɘŬɠ 
ŮɟɔŬůɑŬɠ, ɞɘ ɞɟɔŬɜɘůɛɞɑ ŮɝŬůűŬɚɑɕɞɡɜ Űɖ ůɡɛɛɧɟűɤůɖ ɛŮ ŬɡŰɏɠ Űɘɠ 
ŬˊŬɘŰɐůŮɘɠ. 

 

4.9 ǢǼȊȓȈȒȓȎ Account management 

ɇɞ ɓɏɚŰɘůŰɞ account management ŬˊɞŰŮɚŮɑ ɗŮɛŮɚɘɩŭɖ ˊɟŬəŰɘəɐ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ əŬɘ Űɖ 
ŭɘŬɢŮɑɟɘůɖ Űɤɜ ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ. ɄŬɟŬəɎŰɤ ɗŬ ŭɞɨɛŮ Űɖɜ ŮűŬɟɛɞɔɐ ˊɞɚɘŰɘəɩɜ 
ŬůűŬɚŮɑŬɠ ɔɘŬ əɤŭɘəɞɨɠ, Űɖ ɢɟɐůɖ əŬŰɎɚɚɖɚɤɜ group policies əŬɘ Űɖɜ ŬˊŮɜŮɟɔɞˊɞɑɖůɖ ŬɜŮɜŮɟɔɩɜ 
ɚɞɔŬɟɘŬůɛɩɜ. ɀŮ ŬɡŰɏɠ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŭɘŬůűŬɚɑɕŮŰŬɘ ɖ ˊɟɞůŰŬůɑŬ Űɤɜ ŭŮŭɞɛɏɜɤɜ əŬɘ ɖ 
ůɡɛɛɧɟűɤůɖ ɛŮ ŰŬ ˊɟɧŰɡˊŬ ŬůűŬɚŮɑŬɠ. 

4.9.1 ǥȕȀȐȋȎȂǽ Password Policies  

 

ȺɘəɧɜŬ 79:Ⱥˊɘɚɞɔɐ Domain 

To Group Policy Modeling Wizard ůŰŬ Windows Server, ɏɜŬ ŮɟɔŬɚŮɑɞ ˊɞɡ ŮˊɘŰɟɏˊŮɘ ůŰɞɡɠ 
ŭɘŬɢŮɘɟɘůŰɏɠ ɜŬ Ůɚɏɔɝɞɡɜ əŬɘ ɜŬ Űɖɜ ŮűŬɟɛɧůɞɡɜ  ˊɞɚɘŰɘəɏɠ (Group Policies) ůŮ ɏɜŬ domain. ɆŰɖɜ 
ůɡɔəŮəɟɘɛɏɜɖ ˊŮɟɑˊŰɤůɖ, Űɞ ŮɟɔŬɚŮɑɞ ɏɢŮɘ ŮˊɘɚɏɝŮɘ ɜŬ ŰɟɏɝŮɘ ůŮ ɏɜŬ Domain Controller ɛŮ Űɞ ɧɜɞɛŬ 
"WIN-QUTDVIE2P03.papei.Nikaia", ɞ ɞˊɞɑɞɠ ŬɜɐəŮɘ ůŰɞ domain papei.Nikaia.  
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ȺɘəɧɜŬ 80:Account Policies 

ɄɑɜŬəŬɠ 21:Ⱥɝɐɔɖůɖ Account Policies 

Enforce password history ŪɡɛɎŰŬɘ Űɞɡɠ ŰŮɚŮɡŰŬɑɞɡɠ 24 əɤŭɘəɞɨɠ 
ˊɟɧůɓŬůɖɠ. ȷɡŰɧ ŬˊɞŰɟɏˊŮɘ Űɞɡɠ ɢɟɐůŰŮɠ 
Ŭˊɧ Űɞ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ˊŬɚɘɞɨɠ əɤŭɘəɞɨɠ, 
ŮɜɘůɢɨɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ. 

Maximum password age ȼ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ Ůɜɧɠ əɤŭɘəɞɨ ŮɑɜŬɘ 
42 ɖɛɏɟŮɠ. ɀŮŰɎ Ŭˊɧ ŬɡŰɧ Űɞ ŭɘɎůŰɖɛŬ, ɞ 
ɢɟɐůŰɖɠ ˊɟɏˊŮɘ ɜŬ ŬɚɚɎɝŮɘ Űɞɜ əɤŭɘəɧ Űɞɡ. 

Minimum password age Ƀ əɤŭɘəɧɠ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ 
ŰɞɡɚɎɢɘůŰɞɜ 1 ɖɛɏɟŬ ˊɟɘɜ ɛˊɞɟɏůŮɘ ɜŬ 
ŬɚɚɎɝŮɘ, ŬˊɞŰɟɏˊɞɜŰŬɠ Űɞɡɠ ɢɟɐůŰŮɠ Ŭˊɧ Űɞ 
ɜŬ ŬɚɚɎɕɞɡɜ əɤŭɘəɞɨɠ ŮˊŬɜŮɘɚɖɛɛɏɜŬ ɔɘŬ ɜŬ 
ŮˊŬɜŬɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞɜ ˊŬɚɘɧ. 

Minimum password length Ƀ ŮɚɎɢɘůŰɞɠ Ŭɟɘɗɛɧɠ ɢŬɟŬəŰɐɟɤɜ ɔɘŬ Űɞɜ 
əɤŭɘəɧ ŮɑɜŬɘ 7, ŮɜɗŬɟɟɨɜɞɜŰŬɠ Űɖɜ Ůˊɘɚɞɔɐ 
ˊɘɞ ŬůűŬɚɩɜ əɤŭɘəɩɜ. 

Password must meet 
complexity requirements 

Ƀɘ əɤŭɘəɞɑ ˊɟɏˊŮɘ ɜŬ ˊɚɖɟɞɨɜ ůɡɔəŮəɟɘɛɏɜŮɠ 
ŬˊŬɘŰɐůŮɘɠ ˊɞɚɡˊɚɞəɧŰɖŰŬɠ (ˊ.ɢ., ɜŬ 
ˊŮɟɘɏɢɞɡɜ əŮűŬɚŬɑŬ ɔɟɎɛɛŬŰŬ, ˊŮɕɎ, 
Ŭɟɘɗɛɞɨɠ ɐ Ůɘŭɘəɞɨɠ ɢŬɟŬəŰɐɟŮɠ). 

Store passwords using 
reversible encryption 

ȺɑɜŬɘ ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ, ɩůŰŮ ɞɘ əɤŭɘəɞɑ ɜŬ 
ɛɖɜ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŮ ɛɞɟűɐ ˊɞɡ ɜŬ ɛˊɞɟŮɑ 
ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɖɗŮɑ, ŮɜɘůɢɨɞɜŰŬɠ ɏŰůɘ Űɖɜ 
ŬůűɎɚŮɘŬ.[29] 
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ȺɘəɧɜŬ 81:Kerberos Policy 

ɄɑɜŬəŬɠ 22:Ⱥɝɐɔɖůɖ Űɤɜ Kerberros policies 

Enforce user logon 
restrictions 

ȺɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɖ əŬɘ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ 
ˊŮɟɘɞɟɘůɛɞɑ ůɨɜŭŮůɖɠ ɔɘŬ Űɞɜ ɢɟɐůŰɖ ŮűŬɟɛɧɕɞɜŰŬɘ, 
ŬɡɝɎɜɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ. 

Maximum lifetime for service 
ticket 

ȼ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ Űɞɡ ŮɘůɘŰɖɟɑɞɡ ɡˊɖɟŮůɑŬɠ ŮɑɜŬɘ 600 
ɚŮˊŰɎ. ɇɞ ŮɘůɘŰɐɟɘɞ (ticket) ŮˊɘŰɟɏˊŮɘ ůŮ ɢɟɐůŰŮɠ ɜŬ 
ɏɢɞɡɜ ˊɟɧůɓŬůɖ ůŮ ɡˊɖɟŮůɑŮɠ ŮɜŰɧɠ ŬɡŰɞɨ Űɞɡ 
ɢɟɞɜɘəɞɨ ŭɘŬůŰɐɛŬŰɞɠ. 

Maximum lifetime for user 
ticket 

ɇɞ ŮɘůɘŰɐɟɘɞ ɢɟɐůŰɖ ɘůɢɨŮɘ ɔɘŬ 10 ɩɟŮɠ, ɛŮŰɎ Űɘɠ ɞˊɞɑŮɠ 
ˊɟɏˊŮɘ ɜŬ ŮəŭɞɗŮɑ ɜɏɞ ŮɘůɘŰɐɟɘɞ ɔɘŬ ˊɟɧůɓŬůɖ ůŮ 
ɡˊɖɟŮůɑŮɠ. 

Maximum lifetime for user 
ticket renewal 

ȼ ŬɜŬɜɏɤůɖ Űɞɡ ŮɘůɘŰɖɟɑɞɡ ɢɟɐůŰɖ 
ŮˊɘŰɟɏˊŮŰŬɘ ɔɘŬ ɏɤɠ 7 ɖɛɏɟŮɠ, ˊŬɟɏɢɞɜŰŬɠ ŮɡŮɚɘɝɑŬ 
ɢɤɟɑɠ ɜŬ ɗɏŰŮɘ ůŮ əɑɜŭɡɜɞ Űɖɜ ŬůűɎɚŮɘŬ. 

Maximum tolerance for 
computer clock 
synchronization 

ȼ ɛɏɔɘůŰɖ Ŭˊɧəɚɘůɖ ɛŮŰŬɝɨ Űɤɜ ɟɞɚɞɔɘɩɜ Űɤɜ 
ɡˊɞɚɞɔɘůŰɩɜ ŮɑɜŬɘ 5 ɚŮˊŰɎ. ɇɞ Kerberos ŬˊŬɘŰŮɑ 
ůɡɔɢɟɞɜɘůɛɏɜŬ ɟɞɚɧɔɘŬ ɔɘŬ ɜŬ ŬˊɞŰɟɏɣŮɘ ŮˊɘɗɏůŮɘɠ 
ŬɜŬˊŬɟŬɔɤɔɐɠ (replay attacks).[29] 

 

ɀŮ ŬɡŰɏɠ Űɘɠ ˊɞɚɘŰɘəɏɠ: 

¶ ɄŮɟɘɞɟɑɕŮŰŬɘ ɖ ŭɡɜŬŰɧŰɖŰŬ Űɤɜ ɢɟɖůŰɩɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ŬŭɨɜŬɛɞɡɠ ɐ 
ŮˊŬɜŬɚŬɛɓŬɜɧɛŮɜɞɡɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ. 

¶ ȺɚɏɔɢŮŰŬɘ Űɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ɔɘŬ Űɞ ɞˊɞɑɞ ɞɘ əɤŭɘəɞɑ əŬɘ ŰŬ ŮɘůɘŰɐɟɘŬ 
ˊŬɟŬɛɏɜɞɡɜ ŮɜŮɟɔɎ, ɛŮɘɩɜɞɜŰŬɠ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ˊɟɧůɓŬůɖɠ. 

¶ ȺɜɘůɢɨŮŰŬɘ ɞ ɏɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ɛɏůɤ Kerberos, ŬˊɞŰɟɏˊɞɜŰŬɠ əŬəɧɓɞɡɚŮɠ 
ŮˊɘɗɏůŮɘɠ ˊɞɡ ɓŬůɑɕɞɜŰŬɘ ůŮ ŬɜŬˊŬɟŬɔɤɔɐ ɐ ŬŭɡɜŬɛɑŮɠ ůɡɔɢɟɞɜɘůɛɞɨ. 

4.9.2 ǴȊȎȏȎǾȆȒȆ ȓȘȌ ȉȀȓǻȊȊȆȊȘȌ group policies 

ȹɖɛɘɞɡɟɔɩ ɏɜŬ ɜɏɞ gpo ɛŮ Űɞ ɧɜɞɛŬ Password Policy ́ ɟɞəŮɘɛɏɜɞɡ ɜŬ Ŭɡɝɐůɤ ŬəɧɛŬ ˊɘɞ 
ˊɞɚɨ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ. 
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ȺɘəɧɜŬ 82:ȹɖɛɘɞɡɟɔɑŬ GPO 

ȹɖɛɘɞɡɟɔɩ əŬɘ ŮűŬɟɛɧɕɤ policies 

ȺɘəɧɜŬ 1:ȺűŬɟɛɞɔɖ policies 

. 

 

ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ɛˊɞɟɩ ɜŬ ˊŬɟŬɛŮŰɟɞˊɞɑɖůɤ Űɘɠ ˊŬɟŬˊɎɜɤ ˊɞɚɘŰɘəɏɠ ˊɞɡ ŬɜŬɚɨůŬɛŮ 
əŬɘ ɜŬ ŭɡůəɞɚɏɣɤ ŬəɧɛŬ ˊɘɞ ˊɞɚɨ Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ. 

a  

ȺɘəɧɜŬ 83:Policy Settings 

ȾɎɜɤ enabled Űɖɜ 1ɖ ́ ɞɚɘɘŰəɐ, ɛŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ŮűŬɟɛɧɕɞɜŰŬɘ ˊŮɟɘɞɟɘůɛɞɑ ůɨɜŭŮůɖɠ ɔɘŬ 
Űɞɡɠ ɢɟɐůŰŮɠ. ɇɞ Kerberos ŮɚɏɔɢŮɘ Ŭɜ ɞ ɢɟɐůŰɖɠ ɏɢŮɘ ɎŭŮɘŬ ɔɘŬ ˊɟɧůɓŬůɖ ůŮ ůɡɔəŮəɟɘɛɏɜɞɡɠ ˊɧɟɞɡɠ, 
ŮűŬɟɛɧɕɞɜŰŬɠ ˊŮɟɘɞɟɘůɛɞɨɠ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ɏɢɞɡɜ ɞɟɘůŰŮɑ ůŮ ŮˊɑˊŮŭɞ ˊɞɚɘŰɘəɐɠ. ȷɡŰɧ ŬɡɝɎɜŮɘ Űɖɜ 
ŬůűɎɚŮɘŬ, əŬɗɩɠ ˊŮɟɘɞɟɑɕŮɘ Űɘɠ ˊɘɗŬɜɧŰɖŰŮɠ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ˊɟɧůɓŬůɖɠ. 

 

ȺɘəɧɜŬ 84:Account lockout duration 
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Ⱥŭɩ ŬɡɝɎɜɞɡɛŮ Űɖɜ ˊŮɟɑɞŭɞ ɧˊɞɡ ɞ ɢɟɐůŰɖɠ ɗŬ ŮɑɜŬɘ əɚŮɘŭɤɛɏɜɞɠ ůŮ 30 ɚŮˊŰɎ ɛŮ ůəɞˊɧ ɜŬ 
ŬɡɝɐůɞɡɛŮ Űɞɜ ɢɟɧɜɞ ŬɜŬɛɞɜɐɠ ůŮ əɎɗŮ ŬˊɞŰɡɢɖɛɏɜɖ ˊɟɞůˊɎɗŮɘŬ, ɏŰůɘ əŬŰŬűɏɟɜɞɡɛŮ ɜŬ 
<<əɞɡɟɎůɞɡɛŮ>> Űɞɜ ŮˊɘŰɘɗɏɛŮɜɞ əŬɗɩɠ ŮɑŰŮ manual ŮɑŰŮ automate ɗŬ ɢɟŮɘŬůŰŮɑ ˊŬɟŬˊɎɜɤ ɢɟɧɜɞ 
əŬɘ ɎɟŬ ˊɘɞ ɚɑɔŮɠ ˊɟɞůˊɎɗŮɘŮɠ ɩůŰŮ ɜŬ <<ůˊɎůŮɘ>> Űɞɜ əɤŭɘəɧ. 

 

ȺɘəɧɜŬ 85:Explain for Enfoce user logon restrictions 

4.9.3 ǪȀȓǻȐȂȆȒȆ ǡȌȄȌȄȐȂȝȌ ǫȎȂȀȐȈȀȒȋȝȌ 

ɉɟɐůɖ PowerShell ɔɘŬ ŮɜŰɞˊɘůɛɧ ŬɜŮɜŮɟɔɩɜ ɚɞɔŬɟɘŬůɛɩɜ 

ȺɘəɧɜŬ 86:ɉɟɐůɖ PowerShell ɔɘŬ ŮɜŰɞˊɘůɛɧ ŬɜŮɜŮɟɔɩɜ ɚɞɔŬɟɘŬůɛɩɜ 

. 

 

ɀɏůŬ Ŭˊɧ Űɞ powershell script ɧˊɞɡ ɓɚŮˊɞɡɛŮ Űɖɜ ŮɘəɧɜŬ ŮɜŰɞˊɑɕɞɡɛŮ Űɞɡɠ ŬɜŮɜŮɟɔɞɨɠ 
ɚɞɔŬɟɘŬůɛɞɨ. ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ɛˊɞɟɞɨɛŮ ɜŬ ŭɞɨɛŮ ˊɞɘɞɑ ŬˊɞŰŮɚɞɨɜ ŮɡˊɎɗŮɘŬ ɔɘŬ Űɞ ůɨůŰɖɛŬ ɛŬɠ 
Ŭűɞɨ ɞɘ ŬɜŮɜŮɟɔɞɑ ɚɞɔŬɟɘŬůɛɞɑ ( ɞɘ ɞˊɞɑɞɘ ɏɢɞɡɜ əŬɘɟɧ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ) ŬˊɞŰŮɚɞɨɜ Ůɨəɞɚɞɡɠ 
ůŰɧɢɞɡɠ ɔɘŬ Űɞɡɠ ŮˊɘŰɘɗɏɛŮɜɞɡɠ ɔɘŬŰɑ ŮɑŰŮ ɏɢɞɡɜ ɛŮɔɎɚɖ ˊɞůɧŰɖŰŬ ɢɟɧɜɞɡ ɩůŰŮ ɜŬ Űɞɡɠ <<ůˊɎůɞɡɜ>> 
ŬɚɚɎ əŬɘ ŮɑɜŬɘ ŮɡɎɚɤŰɞɘ əŬɗɩɠ ˊɞɚɚɞɑ ɔɘŬ ɚɧɔɞɡɠ ŮɡɢɟɖůŰɑŬɠ ɏɢɞɡɜ ŮɜŮɟɔɞˊɞɘɖɛɏɜɖ Űɖɜ Ůˊɘɚɞɔɐ ɜŬ 
ɛɖɜ ɔɑɜɞɜŰŬɘ expire (ɚɐɔɞɡɜ) ɛŮ ŬˊɞŰɏɚŮůɛŬ ɜŬ ɏɢɞɡɜ Űɞɜ ɑŭɘɞ əɤŭɘəɧ ɔɘŬ ɛŮɔɎɚɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ. 

ȷˊŮɜŮɟɔɞˊɞɑɖůɖ ŬɜŮɜŮɟɔɩɜ ɚɞɔŬɟɘŬůɛɩɜ 

 

ȺɘəɧɜŬ 87:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ ŬɜŮɜŮɟɔɩɜ ɚɞɔŬɟɘŬůɛɩɜ 
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ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞ ŬˊŮɜŮɟɔɞˊɞɘɞɨɛŮ Űɞɡɠ ŬɜŮɜŮɟɔɞɨɠ ɚɞɔŬɟɘŬůɛɞɨɠ ˊɞɡ ɓɟɐəŬɛŮ 
ˊŬɟŬˊɎɜɤ əŬɘ ŮɚŬɢɘůŰɞˊɞɘɞɨɛŮ Űɘɠ ˊɘɗŬɜɧŰɖŰŮɠ ɜŬ ˊɏůɞɡɛŮ ɗɨɛŬ ŮˊɑɗŮůɖ. 

4.10 ǥȕȀȐȋȎȂǽ Software Restriction Policies ȋȄ AppLocker 

ɇɞ AppLocker ŮɑɜŬɘ ɏɜŬ ɢŬɟŬəŰɖɟɘůŰɘəɧ ˊɞɡ ŮˊɘŰɟɏˊŮɘ ůŰɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ ůɡůŰɖɛɎŰɤɜ ɜŬ 
Ůɚɏɔɢɞɡɜ ˊɞɘŬ ŬɟɢŮɑŬ əŬɘ ŮűŬɟɛɞɔɏɠ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮəŰŮɚɞɨɜŰŬɘ ůŰɞ ůɨůŰɖɛŬ(ɓɚɏˊŮ ˊɑɜŬəŬ 23 ɔɘŬ 
ˊŬɟŬˊɎɜɤ). 

 

ȺɘəɧɜŬ 88:Applocer properties 

ɄɑɜŬəŬɠ 23:Ⱥɝɐɔɖůɖ Űɤɜ Applocker properties 

Executable Rules ȷɡŰɐ ɖ ɟɨɗɛɘůɖ ŬűɞɟɎ ŮəŰŮɚɏůɘɛŬ ŬɟɢŮɑŬ (.exe 
əŬɘ .com). ɆŰɖɜ ŮɘəɧɜŬ ɏɢŮɘ ŮˊɘɚŮɔŮɑ "Enforce 
rules", ˊɞɡ ůɖɛŬɑɜŮɘ ɧŰɘ ɞɘ əŬɜɧɜŮɠ ɔɘŬ ŰŬ 
ŮəŰŮɚɏůɘɛŬ ŬɟɢŮɑŬ ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞɘ əŬɘ Űɞ 
ůɨůŰɖɛŬ ɗŬ ŮɛˊɞŭɑɕŮɘ ɐ ɗŬ ŮˊɘŰɟɏˊŮɘ Űɖɜ 
ŮəŰɏɚŮůɖ ɓɎůŮɘ Űɤɜ əŬɗɞɟɘůɛɏɜɤɜ əŬɜɧɜɤɜ. 

Windows Installer Rules ȷɡŰɐ ɖ ɟɨɗɛɘůɖ ŬűɞɟɎ ŰŬ ŬɟɢŮɑŬ ŮɔəŬŰɎůŰŬůɖɠ 
(Windows Installer files, ˊ.ɢ., .msi əŬɘ .msp). 
ɆŰɖɜ ŮɘəɧɜŬ ɏɢŮɘ ɟɡɗɛɘůŰŮɑ ůŰɞ "Audit only", 
ˊɟɎɔɛŬ ˊɞɡ ůɖɛŬɑɜŮɘ ɧŰɘ Űɞ ůɨůŰɖɛŬ ŬˊɚɎ 
əŬŰŬɔɟɎűŮɘ (ɢɤɟɑɠ ɜŬ ŮɛˊɞŭɑɕŮɘ) Űɘɠ 
ˊɟɞůˊɎɗŮɘŮɠ ŮɔəŬŰɎůŰŬůɖɠ ŮűŬɟɛɞɔɩɜ ˊɞɡ 
ŰŬɘɟɘɎɕɞɡɜ ɛŮ Űɞɡɠ əŬɜɧɜŮɠ. 

Script Rules ȷɡŰɐ ɖ ɟɨɗɛɘůɖ ŬűɞɟɎ ůŮɜɎɟɘŬ, ɧˊɤɠ 
PowerShell scripts, batch ŬɟɢŮɑŬ (.bat, .cmd) 
əŬɘ VBScript (.vbs). ȺɑɜŬɘ Ůˊɑůɖɠ ɟɡɗɛɘůɛɏɜɞ 
ůŰɞ "Audit only". 

Packaged App Rules ȷɡŰɐ ɖ Ůˊɘɚɞɔɐ ŬűɞɟɎ Űɘɠ ɛɞɜŰɏɟɜŮɠ ŮűŬɟɛɞɔɏɠ 
(Packaged apps) əŬɘ Űɞ AppX ŬɟɢŮɑŬ. Ⱥŭɩ ɏɢŮɘ 
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ŮˊɘɚŮɢɗŮɑ Űɞ "Enforce rules", ŭɖɚŬŭɐ ɞɘ əŬɜɧɜŮɠ 
ɗŬ ŮˊɘɓɎɚɚɞɜŰŬɘ.[29] 

 

Ƀɘ ɟɡɗɛɑůŮɘɠ ŬɡŰɏɠ ɓɞɖɗɞɨɜ ůŰɖɜ ŬůűɎɚŮɘŬ Űɤɜ Windows Server ɛŮ Űɞɡɠ Ůɝɐɠ Űɟɧˊɞɡɠ: 

¶ ɄŮɟɘɞɟɘůɛɧɠ ȺəŰɏɚŮůɖɠ ɀɖ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ ȺűŬɟɛɞɔɩɜ: ɀŮ Űɖɜ Ůˊɘɓɞɚɐ 
əŬɜɧɜɤɜ ˊɞɡ ŮˊɘŰɟɏˊɞɡɜ ɛɧɜɞ ůɡɔəŮəɟɘɛɏɜŮɠ ŮűŬɟɛɞɔɏɠ ɜŬ ŮəŰŮɚɞɨɜŰŬɘ, ɛŮɘɩɜŮŰŬɘ ɞ 
əɑɜŭɡɜɞɠ ɜŬ ŰɟɏɝŮɘ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ɐ ŮűŬɟɛɞɔɏɠ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ŮɔəŮəɟɘɛɏɜŮɠ Ŭˊɧ Űɖɜ 
ŮŰŬɘɟŮɑŬ. 

¶ ɄŬɟŬəɞɚɞɨɗɖůɖ əŬɘ ȾŬŰŬɔɟŬűɐ (Auditing): ȳˊɞɡ ɏɢŮɘ ŮˊɘɚŮɔŮɑ "Audit only", 
Űɞ AppLocker əŬŰŬɔɟɎűŮɘ Űɘɠ ŬˊɧˊŮɘɟŮɠ ŮəŰɏɚŮůɖɠ ɢɤɟɑɠ ɜŬ ŮɛˊɞŭɑɕŮɘ Űɘɠ ŮűŬɟɛɞɔɏɠ. ȷɡŰɧ 
ɓɞɖɗɎ Űɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ ɜŬ ŬɜŬɚɨɞɡɜ ˊɞɘŬ ˊɟɞɔɟɎɛɛŬŰŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɞɘ ɢɟɐůŰŮɠ əŬɘ ɜŬ 
ŮɜŰɞˊɑɕɞɡɜ ˊɘɗŬɜɏɠ ŬˊŮɘɚɏɠ. 

¶ ȹɘŬɢŮɑɟɘůɖ ɄɟɧůɓŬůɖɠ ȸɎůŮɘ ȾŬɜɧɜɤɜ: ɀŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ 
ŬˊŬɔɞɟŮɨɞɜŰŬɘ ůɡɔəŮəɟɘɛɏɜŬ ŮəŰŮɚɏůɘɛŬ ŬɟɢŮɑŬ ɐ scripts, Űɞ AppLocker ŮˊɘŰɟɏˊŮɘ Űɞɜ 
ŬɡůŰɖɟɧ ɏɚŮɔɢɞ Űɖɠ ˊɟɧůɓŬůɖɠ əŬɘ Űɖɠ ŮəŰɏɚŮůɖɠ ŮűŬɟɛɞɔɩɜ. ȷɡŰɧ ŮɑɜŬɘ ɘŭɘŬɑŰŮɟŬ 
ůɖɛŬɜŰɘəɧ ɔɘŬ Űɖɜ ŬˊɞŰɟɞˊɐ əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŮəɛŮŰŬɚɚŮɡŰŮɑ ůŮɜɎɟɘŬ 
ɐ ŬɟɢŮɑŬ ŮɔəŬŰɎůŰŬůɖɠ. 

4.11 ǰȐȀȉȓȈȉț security auditing  

ɆŰɞɜ Windows Server 2025, Űɞ security auditing ŮɑɜŬɘ ɛɘŬ ɚŮɘŰɞɡɟɔɑŬ ɖ ɞˊɞɑŬ əŬŰŬɔɟɎűŮɘ, 
ŬɜŬɚɨŮɘ əŬɘ ŮɘŭɞˊɞɘŮɑ Űɞɜ ŮəɎůŰɞŰŮ ŭɘŬɢŮɘɟɘůŰɐ ɩůŰŮ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ Űɞ ůɨůŰɖɛŬ ɓɟɑůəŮŰŬɘ ůŮ 
ˊɘɗŬɜɧ əɑɜŭɡɜɞ ɛŮ ɓɎůɖ Űɘɠ ˊɞɚɘŰɘəɏɠ ˊɞɡ ɏɢŮɘ ŮűŬɟɛɧůŮɘ ɜŬ ŭɘŮɡəɞɚɨɜŮɘ ŮɑŰŮ ůŰɖɜ ŬˊɞŰɟɞˊɐ ŮɑŰŮ ůŰɖɜ 
ŬɜɎɚɡůɖ Ŭűɞɨ ŮˊɏɚɗŮɘ ɖ ŮˊɑɗŮůɖ. ɉɟɖůɘɛɞˊɞɘŮɑŰŬɘ əŬɘ ŬɟəŮŰɏɠ űɞɟɏɠ ɧɢɘ ɛɧɜɞ ŮɜɎɜŰɘŬ ůŮ əɎˊɞɘɞ 
ŮˊɘŰɘɗɏɛŮɜɞ ŬɚɚɎ əŬɘ ɔɘŬ ɜŬ ŮɜɘůɢɨůŮɘ Űɖɜ ŬůűɎɚŮɘŬ ůŮ ɧŰɘ ɏɢŮɘ ɜŬ əɎɜŮɘ ɛŮ ŬůŰɞɢɑŮɠ Űɤɜ ɛɖɢŬɜɘəɩɜ 
Űɖɠ ɡˊɞŭɞɛɐɠ ɐ Űɖɜ ŭɘɧɟɗɤůɐ ɓɚŬɓɩɜ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ Ŭˊɧŭɞůɖ Űɞɡ server. 

 

ȺɘəɧɜŬ 89:Local Group Policy Object 

ɄŬɟŬˊɎɜɤ ɓɚɏˊɞɡɛŮ əɎˊɞɘŮɠ Ŭˊɧ Űɘɠ Ůˊɘɚɞɔɏɠ ˊɞɡ ɛŬɠ ŭɑɜɞɜŰŬɘ, ɩůŰŮ ɜŬ ɛˊɞɟɏůɞɡɛŮ ɜŬ 
ŮűŬɟɛɧůɞɡɛŮ ŰŬ ˊŬɟŬˊɎɜɤ. ŪŬ ŭɞɨɛŮ ɧŰɘ ɖ əŬŰɖɔɞɟɘɞˊɞɑɖůɖ ɏɢŮɘ ɔɑɜŮɘ ɛŮ ɓɎůɖ ŰŬ object əŬɘ ɧŰɘ 
ŬˊɞŰŮɚŮɑ ůŰɖɜ ɞɡůɑŬ Űɞˊɘəɏɠ ˊɞɚɘŰɘəɏɠ, ɛŮ Űɖɜ ɑŭɘŬ ɚɞɔɘəɐ ˊɞɡ ŬɜŬűɏɟŬɛŮ ˊɘɞ ˊɎɜɤ ɔɘŬ ŰŬ group 
policies. 
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ȺɘəɧɜŬ 90:Audit Logon Properties 

 

ȺɘəɧɜŬ 91:Audit Logon 

Ⱥŭɩ ŮɜŮɟɔɞˊɞɘɞɨɛŮ Űɞ audit logon, Űɞ ɞˊɞɑɞ əŬŰŬɔɟɎűŮɘ Űɘɠ ŮˊɘŰɡɢɐɠ əŬɘ ŬˊɞŰɡɢɐɠ ůɡɜŭɏůŮɘɠ 
Űɤɜ ɢɟɖůŰɩɜ ůŰɞ ůɨůŰɖɛŬ. ɀŮ ŬɡŰɧ Űɞɜ Űɟɧˊɞɠ ɞ ɛɖɢŬɜɘəɧɠ ŬůűɎɚŮɘŬɠ ɐ ɞ ŭɘŬɢŮɘɟɘůŰɐɠ ɛˊɞɟɞɨɜ 
ɜŬ ɣɎɝɞɡɜ ɔɘŬ ɨˊɞˊŰŮɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ ɢɟɖůŰɩɜ(ˊŮɟɑŮɟɔŬ username ɐ ˊŮɟɑŮɟɔŮɠ ɩɟŮɠ), ɜŬ ɏɢɞɡɜ 
Ůˊɑɔɜɤůɖ ˊɞɘŮɠ ˊɟɞůɓɎůŮɘɠ ŮɑɜŬɘ ůɡɜɐɗɤɠ əŬɜɞɜɘəɏɠ əŬɘ legit əŬɗɩɠ əŬɘ ɜŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ 
ŭɘɎűɞɟŮɠ ɞŭɖɔɑŮɠ ɧˊɞɡ Űɞ auditing ŮɑɜŬɘ ɡˊɞɢɟŮɤŰɘəɧ ɧˊɤɠ ɞ NIS2. 

4.12 Active Directory Domain Services Security (3.1) 

ȺɜŮɟɔɞˊɞɑɖůɖ Fine-Grained Password Policies ɔɘŬ ŭɘŬűɞɟŮŰɘəɎ ŮˊɑˊŮŭŬ ɢɟɖůŰɩɜ. ȼ Fine-
Grained Password Policies (FGPP) ŮɑɜŬɘ ɛɘŬ ŭɡɜŬŰɧŰɖŰŬ ůŰŬ Windows Server ˊɞɡ ŮˊɘŰɟɏˊŮɘ Űɖ 
ŭɘŬɛɧɟűɤůɖ ŭɘŬűɞɟŮŰɘəɩɜ ˊɞɚɘŰɘəɩɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ɔɘŬ ŭɘŬűɞɟŮŰɘəɏɠ ɞɛɎŭŮɠ ɢɟɖůŰɩɜ ɐ 
ɛŮɛɞɜɤɛɏɜɞɡɠ ɢɟɐůŰŮɠ ůŮ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ Active Directory (AD). ȷɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ ŮɑɜŬɘ ɢɟɐůɘɛɖ ɔɘŬ 
ɞɟɔŬɜɘůɛɞɨɠ ˊɞɡ ɢɟŮɘɎɕɞɜŰŬɘ ɜŬ ŮűŬɟɛɧůɞɡɜ ŭɘŬűɞɟŮŰɘəɎ ŮˊɑˊŮŭŬ ŬůűŬɚŮɑŬɠ ŬɜɎɚɞɔŬ ɛŮ Űɞɜ ɟɧɚɞ 
ɐ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ɢɟɖůŰɩɜ, ɢɤɟɑɠ ɜŬ ˊŮɟɘɞɟɑɕɞɜŰŬɘ Ŭˊɧ Űɖɜ ŮűŬɟɛɞɔɐ ɛɑŬɠ əŬɘ ɛɧɜɞ ˊɞɚɘŰɘəɐɠ 
əɤŭɘəɩɜ ɔɘŬ ɧɚɞɡɠ Űɞɡɠ ɢɟɐůŰŮɠ ůŰɞɜ domain[49]. 

 

ȺɘəɧɜŬ 92:Fine-Grained Password Policies (FGPP) 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ ɧɚŮɠ Űɘɠ Ůˊɘɚɞɔɏɠ ˊɞɡ ɛŬɠ ŭɑɜɞɜŰŬɘ əŬɘ ɛˊɞɟɞɨɛŮ ɜŬ ŮűŬɟɛɧůɞɡɛŮ ɩůŰŮ ɜŬ 
ŬɡɝɐůɞɡɛŮ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ əŬɘ ɜŬ ˊɟɞůŰŬŰŮɡŰɞɨɛŮ Ŭˊɧ brute force ŮˊɘɗɏůŮɘɠ, password 
spraying əŬɗɩɠ əŬɘ privilege escalations. 
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ȺɘəɧɜŬ 93:History 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ ɧŰɘ ŮəɢɤɟɐůŬɛŮ ɛŮ ŮˊɘŰɡɢɑŬ Űɖɜ ɜɏŬ ɛŬɠ ŮɔɔɟŬűɐ ɛŮ Űɞ Fine-Grained 
Password Policies (FGPP) ůŰɞ Active Directory. 

4.13 ǡȏȄȌȄȐȂȎȏȎǾȆȒȆ Legacy SAM RPC  

 

ȺɘəɧɜŬ 94:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ Legacy SAM RPC 

ȷˊŮɜŮɟɔɞˊɞɘɞɨɛŮ Űɖɜ ɡˊɞůŰɐɟɘɝɖ ɔɘŬ Űɘɠ ˊŬɚɘɏɠ ɛŮɗɧŭɞɡɠ RPC ŮˊɘəɞɘɜɤɜɑŬɠ ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ Ŭˊɧ ˊŬɚŬɘɧŰŮɟŮɠ ŮəŭɧůŮɘɠ Űɤɜ Windows (NT/XP) ɛɏůɤ ɛɘŬɠ ˊɞɚɘŰɘəɐɠ ůŰɞ Active 
Directory. ȷɡŰɧɠ ɖ ˊɞɚɘŰɘəɐ ůŰɞɢŮɨŮɘ ɜŬ ˊŮɟɘɞɟɑůŮɘ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ ɛɏůɤ ˊŬɚŬɘɩɜ (legacy) RPC 
(Remote Procedure Call) ˊɟɤŰɞəɧɚɚɤɜ. 

 

ȺɘəɧɜŬ 95:ȺɜŮɟɔɞˊɞɘůɖ Űɞɡ ŮɚŮɔɢɞɡ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ Űɞɜ RPC Endpoint Mapper 

ȺɜŮɟɔɞˊɞɘɩɜŰŬɠ Űɞɜ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ Űɞɜ RPC Endpoint Mapper, ŮɝŬůűŬɚɑɕɞɡɛŮ ɧŰɘ 
ɛɧɜɞ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ŮűŬɟɛɞɔɏɠ ɐ ɢɟɐůŰŮɠ ɛˊɞɟɞɨɜ ɜŬ əɎɜɞɡɜ ɢɟɐůɖ ŬɡŰɐɠ Űɖɠ ɡˊɖɟŮůɑŬɠ. ȷɡŰɧ 
ŮɛˊɞŭɑɕŮɘ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ɢɟɐůŰŮɠ Ŭˊɧ Űɞ ɜŬ ŮəɛŮŰŬɚɚŮɡŰɞɨɜ ŰŬ RPC endpoints ɔɘŬ 
əŬəɧɓɞɡɚŮɠ ŮɜɏɟɔŮɘŮɠ ɐ ˊɟɧůɓŬůɖ ůŮ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ. 
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4.14 ǴȏȎȒȓǽȐȈȍȆ NUMA  

 

ȺɘəɧɜŬ 96:ȷˊɞŰɡɢɑŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ Numa 

ȺˊŮɘŭɐ ɞ Windows Server ɛŬɠ ŮɑɜŬɘ ůŰɖɛɏɜɞɠ ˊɎɜɤ ůŰɞɜ esxi Űɖɠ Vmware ɛŮ Űɖɜ ɛɞɟűɐ Űɞɡ 
virtual machine əŬɘ ɧɢɘ physical ɓɚɏˊɞɡɛŮ ɧŰɘ ŭŮɜ ɛˊɞɟɞɨɛŮ ɜŬ ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ. ɄŬɟɧɚŬ ŬɡŰɎ ɗŬ 
ŭɞəɘɛɎůɞɡɛŮ ɜŬ Űɞ ůŰɐůɞɡɛŮ ůŮ ɏɜŬ physical server əŬɘ ɜŬ Űɞ ŭɞɨɛŮ ɔɘŬ ŬəŬŭɖɛŬɥəɞɨɠ ɚɧɔɞɡɠ. 

 

ȺɘəɧɜŬ 97:ȺɘəɧɜŬ Numa ůŮ physical workstation 

4.15 Server Message Block (SMB) Security  

 

ȺɘəɧɜŬ 98:ȷˊŮɜŮɟɔɞˊɞɑɖůɖ SMBv1 

ȷˊŮɜŮɟɔɞˊɞɘoɨɛŮ Űɞ SMB v1 ˊɞɡ ŮɑɜŬɘ ˊŬɚɘɧ əŬɘ ŮɡɎɚɤŰɞ. ɀŮ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɞɡ GPO 
"Disable SMBv1", ŬˊŮɜŮɟɔɞˊɞɘɞɨɛŮ Űɖɜ ɏəŭɞůɖ SMBv1 Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ. 

 

ȺɘəɧɜŬ 99:ȷˊŮɜŮɟɔɞˊɞɧɖůɖ insecure logons 
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ũɡɟɑɕɞɡɛŮ Űɖɜ Ůˊɘɚɞɔɐ ůŮ  Disabled, ɖ ɞˊɞɑŬ ŬˊŬɔɞɟŮɨŮɘ ůŮ ɢɟɐůŰŮɠ guest ɜŬ ůɡɜŭŮɗɞɨɜ 
ɢɤɟɑɠ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ. ȷɡŰɧ ŮɑɜŬɘ ůɖɛŬɜŰɘəɧ ɔɘŬ Űɖɜ ŬˊɞŰɟɞˊɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ˊɟɧůɓŬůɖɠ 
ůŮ ˊɧɟɞɡɠ, ɛŮɘɩɜɞɜŰŬɠ ɏŰůɘ Űɞɜ əɑɜŭɡɜɞ Ŭˊɧ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ ˊɞɡ ˊɟɞůˊŬɗɞɨɜ ɜŬ ůɡɜŭŮɗɞɨɜ 
ɢɤɟɑɠ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ. 

 

ȺɘəɧɜŬ 100:ȺɜŮɟɔɞˊɞɑɖůɖ SMB ver QUIC 

ɇɞ ˊɟɤŰɧəɞɚɚɞ SMB over QUIC ŮɑɜŬɘ ɏɜŬ ŬůűŬɚɏůŰŮɟɞ ˊɟɤŰɧəɞɚɚɞ ɔɘŬ Űɖɜ ŬˊɞɛŬəɟɡůɛɏɜɖ 
ˊɟɧůɓŬůɖ ůŮ ŬɟɢŮɑŬ, əŬɗɩɠ ɢɟɖůɘɛɞˊɞɘŮɑ əɟɡˊŰɞɔɟɎűɖůɖ ɛɏůɤ Űɞɡ QUIC ŬɜŰɑ ɔɘŬ Űɞ ˊŬɟŬŭɞůɘŬəɧ 
TCP. 

 

ȺɘəɧɜŬ 101:ȷɜɩŰŬŰɖ ɏəŭɞůɖ SMB 

ȷɡŰɐ ɖ ɟɨɗɛɘůɖ ŮˊɘŰɟɏˊŮɘ ůŰɞɜ ŭɘŬɢŮɘɟɘůŰɐ ɜŬ əŬɗɞɟɑůŮɘ Űɖɜ ŬɜɩŰŬŰɖ ɏəŭɞůɖ SMB ́ɞɡ ɗŬ 
ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŰɞ ŭɑəŰɡɞ. ɀŮ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɖɠ Ůˊɘɚɞɔɐɠ ŬɡŰɐɠ ɞɘ ŮəŭɧůŮɘɠ SMB ́ŮɟɘɞɟɑɕɞɜŰŬɘ 
ůŮ ůɡɔəŮəɟɘɛɏɜɖ ŬɜɩŰŬŰɖ ɏəŭɞůɖ, ɛɖ ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖ ůɡɛɓŬŰɧŰɖŰŬ ɛŮ ůɡůəŮɡɏɠ ́ ɞɡ ɛˊɞɟŮɑ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɞɨɜ ˊŬɚŬɘɧŰŮɟŮɠ ŮəŭɧůŮɘɠ SMB. 
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4.16 ǴȏȎȒȓǽȐȈȍȆ Block Cloning  

 

ȺɘəɧɜŬ 102:Snapshot 

 

ȺɘəɧɜŬ 103:Clone 

 

ȺɘəɧɜŬ 104:ȳɜɞɛŬ Clone 

ȺűŬɟɛɧɕɞɡɛŮ Űɞ Block Cloning ɔɘŬ Űɖɜ ŰŬɢɨŰŮɟɖ ɛŮŰŬűɞɟɎ ŭŮŭɞɛɏɜɤɜ ŬɚɚɎ əŬɘ cloning  Űɤɜ 
VMs ůŰɞ virtualized ˊŮɟɘɓɎɚɚɞɜ  ɛŬɠ, əɎŰɘ ˊɞɡ ŮɜɘůɢɨŮɘ Űɖɜ ŬˊɞŰŮɚŮůɛŬŰɘəɧŰɖŰŬ ŬɚɚɎ əŬɘ Űɖɜ 
ŬůűɎɚŮɘŬ ɛɏůɤ Űɖɠ ŬˊɞŰɟɞˊɐɠ ɢŮɘɟɞəɑɜɖŰɤɜ ŭɘŬŭɘəŬůɘɩɜ ŬɜŰɘɔɟŬűɐɠ. Ⱥˊɘˊɚɏɞɜ ŬɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ 
ŮɜŭŮɑəɜɡŰŬɘ ɔɘŬ ɚɨůŮɘɠ Business Continuity ɐ Disaster Recovery (ŮˊɘɢŮɘɟɖůɘŬəɐ ůɡɜɏɢŮɘŬ ɐ ŬɜɎəŰɖůɖ 
Ŭˊɧ əŬŰŬůŰɟɞűɐ) əŬɗɩɠ ɛŬɠ ŭɑɜŮɘ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŮˊŬɜŬűɏɟɞɡɛŮ Űɞ ůɨůŰɖɛŬ ɛŬɠ əŬɘ ŰŬ ŭŮŭɞɛɏɜŬ 
ɛŬɠ Ŭˊɧ Űɖɜ ŰŮɚŮɡŰŬɑŬ űɞɟɎ ˊɞɡ ˊɐɟŬɛŮ snapshot ɐ cloning. Ⱥˊɘˊɚɏɞɜ ɛŬɠ ŬɡɝɎɜŮɘ ŰŬ ŮˊɑˊŮŭŬ 
ŬůűɎɚŮɘŬɠ əŬɗɩɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɏɢɞɡɛŮ ŬůŰɞɢɑŮɠ Űɤɜ ɛɖɢŬɜɘəɩɜ ɛŬɠ ɛˊɞɟɞɨɛŮ ɜŬ 
ŮˊŬɜŬűɏɟɞɡɛŮ Űɞ ˊŬɟŬɔɤɔɘəɧ ɛŬɠ ˊŮɟɘɓɎɚɚɞɜ ŬɚɚɎ ɛŬɠ ˊɟɞůŰŬŰŮɨŮɘ əŬɘ Ŭˊɧ ŮˊɘɗɏůŮɘɠ 
Ransomware əŬɗɩɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɞ ɞɟɔŬɜɘůɛɧɠ ɛŬɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ůŮ ůɡɛɛɧɟűɤůɖ ɛŮ 
ŭɘɎűɞɟŬ ˊɟɧŰɡˊŬ ɐ əŬɜɞɜɘůŰɘəɎ ˊɚŬɑůɘŬ ɧˊɤɠ Űɞ ISO27001 ɐ ɞ NIS2 
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4.17 Virtualization-based Security (VBS) Enclaves  

 

ȺɘəɧɜŬ 105:ȺɜŮɟɔɞˊɞɑɖůɖ VBS Enclaves 

ȹɖɛɘɞɡɟɔɩ ɏɜŬ əŬɘɜɞɨɟɔɘɞ group police ɛŮ  Űɞ ɧɜɞɛŬ "Enable VBS Enclaves". ɇŬ VBS 
Enclaves ŮɑɜŬɘ ɛɘŬ ˊɟɧůɗŮŰɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ VBS, ˊɞɡ ŮˊɘŰɟɏˊŮɘ Űɖɜ Ŭˊɞɛɧɜɤůɖ ůɡɔəŮəɟɘɛɏɜɤɜ 
ŭɘŮɟɔŬůɘɩɜ ůŮ ŬůűŬɚɐ enclaves. ȷɡŰɐ ɖ ŭɡɜŬŰɧŰɖŰŬ ŮˊɘŰɟɏˊŮɘ ůŮ ŮűŬɟɛɞɔɏɠ ɜŬ ŮəŰŮɚɞɨɜ ŭɘŬŭɘəŬůɑŮɠ 
ůŮ ˊŮɟɘɓɎɚɚɞɜŰŬ ɡɣɖɚɐɠ ŬůűɎɚŮɘŬɠ, ŭɘŬɢɤɟɘůɛɏɜŬ Ŭˊɧ Űɖɜ ɡˊɧɚɞɘˊɖ ɛɜɐɛɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ.ɇŬ 
enclaves ˊɟɞůűɏɟɞɡɜ Ůˊɘˊɚɏɞɜ ˊɟɞůŰŬůɑŬ ɔɘŬ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ əŬɘ ŭɘŬŭɘəŬůɑŮɠ Ŭˊɧ əŬəɧɓɞɡɚɞ 
əɩŭɘəŬ, Ŭəɧɛɖ əŬɘ Ŭɜ ŬɡŰɧɠ ɏɢŮɘ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŰɞ ůɨůŰɖɛŬ. 

 

ȺɘəɧɜŬ 106:ȺɜŮɟɔɞˊɞɑɖůɖ VBS 

ȷɚɚɎɕɤ Űɖɜ Ůˊɘɚɞɔɐ ůŮ enabled,  ŬɡŰɐ ɖ ɟɨɗɛɘůɖ ŮɜŮɟɔɞˊɞɘŮɑ Űɖɜ ŬůűɎɚŮɘŬ ɓŬůɘůɛɏɜɖ ůŰɖɜ 
Ůɘəɞɜɘəɞˊɞɑɖůɖ (VBS), ɖ ɞˊɞɑŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɢŬɟŬəŰɖɟɘůŰɘəɎ Ůɘəɞɜɘəɞˊɞɑɖůɖɠ ɔɘŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ 
ɏɜŬ Ŭˊɞɛɞɜɤɛɏɜɞ ˊŮɟɘɓɎɚɚɞɜ ɛɜɐɛɖɠ, ɧˊɞɡ ŬˊɞɗɖəŮɨɞɜŰŬɘ əɟɑůɘɛŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ŬůűŬɚŮɑŬɠ.ɇɞ VBS 
ˊɟɞůŰŬŰŮɨŮɘ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ əŬɘ əɩŭɘəŮɠ ůɡůŰɐɛŬŰɞɠ, ɧˊɤɠ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ əŬɘ əɚŮɘŭɘɎ 
əɟɡˊŰɞɔɟɎűɖůɖɠ, Ŭˊɧ ŮˊɘɗɏůŮɘɠ ˊɞɡ ůŰɞɢŮɨɞɡɜ Űɖ ɛɜɐɛɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

ȼ ɢɟɐůɖ Űɞɡ VBS əŬɘ Űɤɜ VBS Enclaves ŮɜɘůɢɨŮɘ ůɖɛŬɜŰɘəɎ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ Windows 
Server 2025 ɛŮ Űɞɡɠ Ůɝɐɠ Űɟɧˊɞɡɠ: 

¶ ȷˊɞɛɧɜɤůɖ əɟɑůɘɛɤɜ ɚŮɘŰɞɡɟɔɘɩɜ: ɇɞ VBS ŭɖɛɘɞɡɟɔŮɑ ŬˊɞɛɞɜɤɛɏɜŬ 
ˊŮɟɘɓɎɚɚɞɜŰŬ ɛɜɐɛɖɠ ˊɞɡ ˊɟɞůŰŬŰŮɨɞɡɜ əɟɑůɘɛŬ ŭŮŭɞɛɏɜŬ əŬɘ ŭɘŬŭɘəŬůɑŮɠ Ŭˊɧ ŮˊɘɗɏůŮɘɠ. 

¶ ȷɜɗŮəŰɘəɧŰɖŰŬ ůŮ ŮˊɘɗɏůŮɘɠ ɛɜɐɛɖɠ: ȷˊɞŰɟɏˊŮɘ ŮˊɘɗɏůŮɘɠ ˊɞɡ ůŰɞɢŮɨɞɡɜ 
ůŰɖ ɛɜɐɛɖ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ (ɧˊɤɠ ɞɘ ŮˊɘɗɏůŮɘɠ ɛɏůɤ buffer overflow), əŬɗɩɠ ŰŬ 
ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŮ ŮɘəɞɜɘəɎ ˊŮɟɘɓɎɚɚɞɜŰŬ. 

¶ ȷůűŬɚɐɠ ŮəŰɏɚŮůɖ ŭɘŮɟɔŬůɘɩɜ: ɇŬ VBS Enclaves ŭɘŬůűŬɚɑɕɞɡɜ ɧŰɘ 
ůɡɔəŮəɟɘɛɏɜŮɠ ŭɘŮɟɔŬůɑŮɠ ˊŬɟŬɛɏɜɞɡɜ ŬůűŬɚŮɑɠ, Ŭəɧɛɖ əŬɘ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ əŬəɧɓɞɡɚɞɠ 
əɩŭɘəŬɠ ɏɢŮɘ ˊɟɧůɓŬůɖ ůŰɞ ůɨůŰɖɛŬ. 
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4.18 VBS Key Protection  

ɉɟɖůɘɛɞˊɞɘŮɑŰŮ Űɖ ɚŮɘŰɞɡɟɔɑŬ Key Protection ˊɞɡ ˊŬɟɏɢŮɘ Űɞ VBS ɔɘŬ ɜŬ ˊɟɞůŰŬŰŮɨůŮŰŮ ŰŬ 
əɚŮɘŭɘɎ əɟɡˊŰɞɔɟɎűɖůɖɠ Űɤɜ VMs. ȷɡŰɧ ŮɑɜŬɘ ɘŭɘŬɑŰŮɟŬ ɢɟɐůɘɛɞ ůŮ ůɡůŰɐɛŬŰŬ ˊɞɡ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ 
əɟɡˊŰɞɔɟŬűɖɛɏɜŬ ŭŮŭɞɛɏɜŬ. 

 

ȺɘəɧɜŬ 107:ȺɜŮɟɔɞˊɞɑɖůɖ UEFI Lock 

Ⱥˊɘɚɏɔɤ Űɘɠ ŭɨɞ ˊŬɟŬˊɎɜɤ ɟɡɗɛɑůŮɘɠ əŬɘ ŮˊɘŰɡɔɢɎɜɤ, ɛŮ Űɞ Secure Boot ɧŰɘ ɛɧɜɞ ŬɝɘɧˊɘůŰɞɠ 
əɩŭɘəŬɠ ɗŬ ŮəŰŮɚɏɘŰŬɘ əŬŰɎ Űɖɜ Ůəəɑɜɖůɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ, ɛŮ Űɞ DMA(Direct Memory Access) 
Ůɛˊɞŭɑɕɤ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ůɡůəŮɡɏɠ ɜŬ ɏɢɞɡɜ ɎɛŮůɖ ˊɟɧůɓŬůɖ ůŰɖ ɛɜɐɛɖ Űɞɡ ůɡůŰɐɛŬŰɞɠ, 
ˊɟɞɚŬɛɓɎɜɞɜŰŬɠ ŮˊɘɗɏůŮɘɠ ˊɞɡ ůŰɞɢŮɨɞɡɜ ůŰɖɜ əɟɡűɐ ɛɜɐɛɖ əŬɘ ůŰŬ ŭŮŭɞɛɏɜŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

ɀŮ Űɖɜ Ůˊɘɚɞɔɐ Enabled with UEFI lock ŮɜŮɟɔɞˊɞɘɩ Űɖɜ ˊɟɞůŰŬůɑŬ ŬəŮɟŬɘɧŰɖŰŬɠ Űɞɡ əɩŭɘəŬ 
ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Ůɘəɞɜɘəɞˊɞɑɖůɖ, əɚŮɘŭɤɛɏɜɖ Ŭˊɧ Űɞ UEFI. ȷɡŰɧ ůɖɛŬɑɜŮɘ ɧŰɘ ɞ əɩŭɘəŬɠ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ ˊɟɞůŰŬŰŮɨŮŰŬɘ Ŭˊɧ ŬɚɚɞɘɩůŮɘɠ, əŬɗɩɠ Űɞ UEFI əɚŮɘŭɩɜŮɘ Űɖɜ ˊɟɞůŰŬůɑŬ, ŬˊɞŰɟɏˊɞɜŰŬɠ 
ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ŬɚɚŬɔɏɠ. 

 

 

ȺɘəɧɜŬ 108:ȺɜŮɟɔɞˊɞɑɖůɖ VBS ɛɏůɤ Registry 

ɇɞ EnableVirtualizationBasedSecurity ŮˊɘŰɟɏˊŮɘ Űɖ ɢɟɐůɖ Ůɘəɞɜɘəɞˊɞɑɖůɖɠ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ, 
Ůɜɩ Űɞ RequireMicrosoftSignedBootChain ŬˊŬɘŰŮɑ ɧɚŮɠ ɞɘ ŬɚɡůɑŭŮɠ Ůəəɑɜɖůɖɠ ɜŬ ŮɑɜŬɘ 
ɡˊɞɔŮɔɟŬɛɛɏɜŮɠ Ŭˊɧ Űɖ Microsoft, ŬˊɞŰɟɏˊɞɜŰŬɠ ɛɖ ŬɝɘɧˊɘůŰɞ ɚɞɔɘůɛɘəɧ Ŭˊɧ Űɖɜ ŮəŰɏɚŮůɖ əŬŰɎ Űɖɜ 
Ůəəɑɜɖůɖ. 

 

ȺɘəɧɜŬ 109:EɜŮɟɔɞˊɞɘɖůɖ ŬəŮɟŬɘɧŰɖŰŬɠ 

ɇɏɚɞɠ ɖ ɟɨɗɛɘůɖ LsaCfgFlags  ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖɜ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ Űɤɜ ɚɞɔŬɟɘŬůɛɩɜ 
Local Security Authority (LSA). ȸɎɕɤ Űɖɜ Űɘɛɐ 1, ɖ ɞˊɞɑŬ ŮɜŮɟɔɞˊɞɘŮɑ Űɖɜ ˊɟɞůŰŬůɑŬ ŬəŮɟŬɘɧŰɖŰŬɠ 
ɔɘŬ Űɘɠ ŭɘŮɟɔŬůɑŮɠ LSA, ˊɟɞűɡɚɎůůɞɜŰŬɠ ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ Ŭˊɧ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ. 
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4.19 Windows Local Administrator Password Solution (LAPS) 

ɇɞ Local Administrator Password Solution (LAPS) ŮɑɜŬɘ ɏɜŬ ŮɟɔŬɚŮɑɞ Űɖɠ Microsoft ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ŬůűŬɚɐ ŭɘŬɢŮɑɟɘůɖ Űɤɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ Űɤɜ Űɞˊɘəɩɜ ŭɘŬɢŮɘɟɘůŰɩɜ ůŮ 
ůɡůəŮɡɏɠ ˊɞɡ ůɡɜŭɏɞɜŰŬɘ ɛŮ ɏɜŬ ŭɑəŰɡɞ. 

 

 

ȺɘəɧɜŬ 110:ȷˊɞŰɡɢɑŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ LAPS ɛŮůɤ MSI 

ɄɎɛŮ ɜŬ ŮɔəŬŰŬůŰɐůɞɡɛŮ laps ɛɏůŬ Ŭˊɧ Űɞ ŬɟɢŮɑɞ msi ŬɚɚɎ ɓɚɏˊɞɡɛŮ ɧŰɘ ɖ ˊŬɚŬɘɧŰŮɟɖ 
ɏəŭɞůɖ LAPS (Legacy LAPS) ɏɢŮɘ  əŬŰŬɟɔɖɗŮɑ əŬɘ ŭŮɜ ɡˊɞůŰɖɟɑɕŮŰŬɘ ˊɚɏɞɜ ůŰɞɜ Windows Server 
2025 ɔɘŬ ɚɧɔɞɡɠ ŬůűɎɚŮɘŬɠ 

 

ȺɘəɧɜŬ 111:ȹɖɛɘɞɡɟɔɑŬ LAPS ɛɏůɤ GPO 

ŪŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ɏɜŬ ɜɏɞ group policy Űɞ ɞˊɞɑɞ ɗŬ ˊŬɑɝŮɘ Űɞɜ ɟɧɚɞ Űɞɡ LAPS. 

 

ȺɘəɧɜŬ 112:GPO LAPS 
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ɄɖɔŬɑɜɞɜŰŬɠ ůŰɞ Local Group Policy Editor ɓɚɏˊɞɡɛŮ Űɘɠ  ŭɘŬɗɏůɘɛŮɠ ɟɡɗɛɑůŮɘɠ ɔɘŬ Űɞ LAPS 
(Local Administrator Password Solution). Ƀɘ ůɡɔəŮəɟɘɛɏɜŮɠ ɟɡɗɛɑůŮɘɠ Ŭűɞɟɞɨɜ Űɖ ŭɘŬɢŮɑɟɘůɖ əŬɘ Űɖɜ 
ŬůűɎɚŮɘŬ Űɤɜ Űɞˊɘəɩɜ ɚɞɔŬɟɘŬůɛɩɜ ŭɘŬɢŮɘɟɘůŰɐ, ɘŭɘŬɑŰŮɟŬ ůŮ ˊŮɟɘɓɎɚɚɞɜŰŬ ŭɘəŰɨɞɡ. ɀˊɞɟɞɨɛŮ ɜŬ 
ˊŬɟŬɛŮŰɟɞˊɞɘɐůɞɡɛŮ ɧŰɘ ɢɟŮɘŬɕɧɛŬůŰŮ əŬɘ ˊɘůŰŮɨɞɡɛŮ ɧŰɘ ɗŬ ŬɡɝɐůŮɘ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ. 
ȾɎɜɞɡɛŮ enabled Űɞ Password settings əŬɘ Űɞ Password Backup Directory. 

4.19.1 Password Settings: 

ȷɡŰɐ ɖ ɟɨɗɛɘůɖ ŬűɞɟɎ Űɖɜ ˊɞɚɘŰɘəɐ ŭɘŬɢŮɑɟɘůɖɠ Űɤɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ɔɘŬ Űɞɡɠ Űɞˊɘəɞɨɠ 
ŭɘŬɢŮɘɟɘůŰɏɠ, ɧˊɤɠ ɖ ˊɞɚɡˊɚɞəɧŰɖŰŬ, ɖ ŭɘɎɟəŮɘŬ əŬɘ ɖ ůɡɢɜɧŰɖŰŬ ŬɚɚŬɔɩɜ. 

ȼ Ůɜɑůɢɡůɖ Űɖɠ ŬůűɎɚŮɘŬɠ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ŬˊɞŰŮɚŮɑ əɟɑůɘɛɞ ɛɏŰɟɞ ɔɘŬ Űɖ ŭɘŬůűɎɚɘůɖ 
Űɖɠ ŬəŮɟŬɘɧŰɖŰŬɠ əŬɘ Űɖɠ ˊɟɞůŰŬůɑŬɠ Űɤɜ ůɡůŰɖɛɎŰɤɜ əŬɘ Űɤɜ ŭŮŭɞɛɏɜɤɜ. ȰɜŬ ˊɟɩŰɞ ɓɐɛŬ ŮɑɜŬɘ ɖ 
Ůˊɘɓɞɚɐ ɘůɢɡɟɧŰŮɟɤɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ, ɟɡɗɛɑɕɞɜŰŬɠ ŬˊŬɘŰɐůŮɘɠ ɧˊɤɠ Űɞ ŮɚɎɢɘůŰɞ ɛɐəɞɠ, ɖ 
ɢɟɐůɖ Ůɘŭɘəɩɜ ɢŬɟŬəŰɐɟɤɜ əŬɘ ɞ ůɡɜŭɡŬůɛɧɠ Ŭɟɘɗɛɩɜ əŬɘ ůɡɛɓɧɚɤɜ. ȷɡŰɧ ŮɝŬůűŬɚɑɕŮɘ Űɖ 
ŭɖɛɘɞɡɟɔɑŬ ˊɘɞ ŭɨůəɞɚɤɜ əŬɘ ŬůűŬɚɩɜ əɤŭɘəɩɜ.ɄŬɟɎɚɚɖɚŬ, ɛŮ Űɖ ŭɘŬɢŮɑɟɘůɖ ŬɡŰɧɛŬŰɤɜ ŬɚɚŬɔɩɜ 
əɤŭɘəɩɜ, ɞɘ əɤŭɘəɞɑ ˊɟɧůɓŬůɖɠ ŬɜŬɜŮɩɜɞɜŰŬɘ ůŮ ŰŬəŰɎ ɢɟɞɜɘəɎ ŭɘŬůŰɐɛŬŰŬ, ɛŮɘɩɜɞɜŰŬɠ Űɞɜ əɑɜŭɡɜɞ 
ɢɟɐůɖɠ ˊŬɚɘɩɜ ɐ ˊŬɟŬɓɘŬůɛɏɜɤɜ əɤŭɘəɩɜ. ȷɡŰɐ ɖ ˊɟɞůɏɔɔɘůɖ ɛŮɘɩɜŮɘ Űɖɜ ŮɝɎɟŰɖůɖ Ŭˊɧ Űɖɜ 
Ŭɜɗɟɩˊɘɜɖ ˊŬɟɏɛɓŬůɖ, əŬɗɩɠ ŬˊɞűŮɨɔŮŰŬɘ ɖ ɢɟɐůɖ ŮˊŬɜŬɚŬɛɓŬɜɧɛŮɜɤɜ ɐ ˊɟɞɓɚɏɣɘɛɤɜ əɤŭɘəɩɜ 
ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŬˊɞŰŮɚɏůɞɡɜ ůŰɧɢɞ əŬəɧɓɞɡɚɤɜ ŮɜŮɟɔŮɘɩɜ.Ⱥˊɘˊɚɏɞɜ, ɖ ɞɟɘɞɗɏŰɖůɖ Űɖɠ ŭɘɎɟəŮɘŬɠ 
ɘůɢɨɞɠ Űɤɜ əɤŭɘəɩɜ ŬˊɞŰŮɚŮɑ ɏɜŬ ŬəɧɛŬ ɓɐɛŬ Ůɜɑůɢɡůɖɠ Űɖɠ ŬůűɎɚŮɘŬɠ. ɃɟɑɕɞɜŰŬɠ ůɡɔəŮəɟɘɛɏɜɞ 
ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ɔɘŬ Űɖɜ ɘůɢɨ Ůɜɧɠ əɤŭɘəɞɨ, ŭɘŬůűŬɚɑɕŮŰŬɘ ɧŰɘ ɞɘ əɤŭɘəɞɑ ˊŬɟŬɛɏɜɞɡɜ ŮˊɑəŬɘɟɞɘ əŬɘ 
ˊɟɞůŰŬŰŮɨɞɡɜ Ŭˊɧ ˊɘɗŬɜɎ ɟɑůəŬ ˊɞɡ ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ ˊŬɟŬŰŮŰŬɛɏɜɖ ɢɟɐůɖ Űɞɡɠ.ȷɡŰɏɠ ɞɘ 
ˊɟŬəŰɘəɏɠ, ůɡɜŭɡŬůŰɘəɎ, ŭɖɛɘɞɡɟɔɞɨɜ ɏɜŬ ɘůɢɡɟɧ ˊɚŬɑůɘɞ ŭɘŬɢŮɑɟɘůɖɠ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ, 
ŮɜɘůɢɨɞɜŰŬɠ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ůɡůŰɖɛɎŰɤɜ əŬɘ ˊŮɟɘɞɟɑɕɞɜŰŬɠ Űɞɡɠ əɘɜŭɨɜɞɡɠ Ŭˊɧ ŬŭɨɜŬɛɞɡɠ ɐ 
ˊŬɟŬɓɘŬůɛɏɜɞɡɠ əɤŭɘəɞɨɠ. 

4.19.2 Password Backup: 

ȷɡŰɐ ɖ ɟɨɗɛɘůɖ ŬűɞɟɎ Űɖɜ ŬˊɞɗɐəŮɡůɖ Űɤɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ůŮ ŬůűŬɚɐ ŰɞˊɞɗŮůɑŬ, 
ɧˊɤɠ Űɞ Active Directory (AD), ɩůŰŮ ɜŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɞɘ ɛɧɜɞ ůŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ɢɟɐůŰŮɠ.ȼ 
ˊɟɞůŰŬůɑŬ Űɤɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ ɚɐɣɖ ɛɏŰɟɤɜ ɔɘŬ Űɖɜ ŬˊɞɗɐəŮɡůɐ Űɞɡɠ ůŮ 
ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ, ɧˊɤɠ Űɞ Active Directory. ȷˊɞɗɖəŮɨɞɜŰŬɠ Űɞɡɠ əɤŭɘəɞɨɠ əŮɜŰɟɘəɎ əŬɘ ɧɢɘ 
ŰɞˊɘəɎ ůŰɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ, ɛŮɘɩɜŮŰŬɘ ɞ əɑɜŭɡɜɞɠ űɡůɘəɐɠ ˊɟɧůɓŬůɖɠ əŬɘ ˊɘɗŬɜɐɠ ɡˊɞəɚɞˊɐɠ Ŭˊɧ 
ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ɢɟɐůŰŮɠ. Ⱥˊɘˊɚɏɞɜ, ɖ ɢɟɐůɖ əɟɡˊŰɞɔɟɎűɖůɖɠ ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ 
ŬˊɞɗɖəŮɡɛɏɜɞɘ əɤŭɘəɞɑ ŮɑɜŬɘ ˊɟɞůŰŬŰŮɡɛɏɜɞɘ əŬɘ ŭŮɜ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛɞɘ Ŭˊɧ əŬəɧɓɞɡɚɞɡɠ ɢɟɐůŰŮɠ, 
əŬɗɘůŰɩɜŰŬɠ Űɞɡɠ ɛɖ ŬɜŬɔɜɩůɘɛɞɡɠ ɢɤɟɑɠ ŰŬ əŬŰɎɚɚɖɚŬ əɚŮɘŭɘɎ ŬˊɞəɟɡˊŰɞɔɟɎűɖůɖɠ. Ƀ ɏɚŮɔɢɞɠ 
ˊɟɧůɓŬůɖɠ ŮɑɜŬɘ Ůˊɑůɖɠ əɟɑůɘɛɞɠ ɔɘŬ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ŬˊɞɗɖəŮɡɛɏɜɤɜ əɤŭɘəɩɜ, əŬɗɩɠ 
əŬɗɞɟɑɕɞɜŰŬɠ ˊɞɘɞɘ ɢɟɐůŰŮɠ ɐ ɞɛɎŭŮɠ, ɧˊɤɠ ɞɘ ŭɘŬɢŮɘɟɘůŰɏɠ IT, ɏɢɞɡɜ ŭɘəŬɑɤɛŬ ˊɟɧůɓŬůɖɠ, 
ɛŮɘɩɜŮŰŬɘ ŭɟŬůŰɘəɎ ɞ əɑɜŭɡɜɞɠ ŭɘŬɟɟɞɐɠ ɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ɢɟɐůɖɠ. ɇɏɚɞɠ, ɖ ŮɝŬůűɎɚɘůɖ 
ŭɡɜŬŰɧŰɖŰŬɠ ŬɜɎəŰɖůɖɠ əɤŭɘəɩɜ ŬˊɞŰŮɚŮɑ ɏɜŬ Ŭəɧɛɖ ůɖɛŬɜŰɘəɧ ɛɏŰɟɞ, ŬˊŬɟŬɑŰɖŰɞ ůŮ ˊŮɟɘˊŰɩůŮɘɠ 
ɧˊɞɡ ɢɟŮɘɎɕŮŰŬɘ ɖ ŮˊŬɜŬűɞɟɎ Ůɜɧɠ Űɞˊɘəɞɨ əɤŭɘəɞɨ ˊɟɧůɓŬůɖɠ. ȷɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ůɢŮŭɘɎɕŮŰŬɘ ɏŰůɘ 
ɩůŰŮ ɜŬ ɛɖɜ ŬűɐɜŮɘ ˊŮɟɘɗɩɟɘŬ ɔɘŬ əŮɜɎ ŬůűŬɚŮɑŬɠ, ŭɘŬŰɖɟɩɜŰŬɠ Űɖɜ ŬəŮɟŬɘɧŰɖŰŬ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 
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ȺɘəɧɜŬ 113: Windows Laps Policy 

ɇɏɚɞɠ ŮűŬɟɛɧɕɞɡɛŮ Űɖɜ ˊŬɟŬˊɎɜɤ ˊɞɚɘŰɘəɐ ˊɞɡ ŭɖɛɘɞɡɟɔɐůŬɛŮ ůŰɞ domain ɛŬɠ, 
papei.Nikaia. 

4.20 Credential Protection  

 

ȺɘəɧɜŬ 114:Credential Protecion 

ɀŮ Űɞ Credential Guard, ɢɟɖůɘɛɞˊɞɘŮɑŰŮ Virtualization-based Security (VBS) ɔɘŬ Űɖɜ 
Ŭˊɞɛɧɜɤůɖ Űɤɜ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ůŮ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛɞ Ŭˊɧ Űɞ 
ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ, ɛŮɘɩɜɞɜŰŬɠ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ əɚɞˊɐɠ ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ ɛɏůɤ ŮˊɘɗɏůŮɤɜɇɞ 
Credential Guard ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ Virtualization-based Security (VBS) ɔɘŬ ɜŬ ŬˊɞɛɞɜɩɜŮɘ ŰŬ 
ŭɘŬˊɘůŰŮɡŰɐɟɘŬ, ɧˊɤɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ əŬɘ ɎɚɚŬ ŮɡŬɑůɗɖŰŬ ŭŮŭɞɛɏɜŬ, ůŮ ɏɜŬ ˊɟɞůŰŬŰŮɡɛɏɜɞ 
ˊŮɟɘɓɎɚɚɞɜ Űɞ ɞˊɞɑɞ ŭŮɜ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛɞ Ŭˊɧ Űɞ əŬɜɞɜɘəɧ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ.  

ɀŮ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ Credential Guard, ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ ŬˊɞɛɞɜɩɜɞɜŰŬɘ ůŮ ɏɜŬɜ 
ˊɟɞůŰŬŰŮɡɛɏɜɞ ɢɩɟɞ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛɞɠ Ŭˊɧ Űɞ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. ȷɡŰɐ ɖ ɚŮɘŰɞɡɟɔɑŬ 
ˊɟɞůŰŬŰŮɨŮɘ Ŭˊɧ ŮˊɘɗɏůŮɘɠ ɧˊɤɠ: 
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¶ Pass-the-Hash: Ƀɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɜ əɚŮɛɛɏɜŬ 
hashes ɔɘŬ ɜŬ ŬˊɞəŰɐůɞɡɜ ˊɟɧůɓŬůɖ ůŮ Ɏɚɚɞɡɠ ˊɧɟɞɡɠ. 

¶ Pass-the-Ticket: Ƀɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɜ 
əɚŮɛɛɏɜŬ Kerberos tickets. 

¶ Credential Dumping: Ƀɘ ŮˊɘŰɘɗɏɛŮɜɞɘ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞəŰɐůɞɡɜ 
ˊɟɧůɓŬůɖ ůŮ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ ˊɞɡ ŮɑɜŬɘ ŬˊɞɗɖəŮɡɛɏɜɞɘ ůŰɖ ɛɜɐɛɖ. 

 

 

 

 

 



 

 ͓͖͓͎͔͈̐͌͘͡Ш̙͈͖͚͎͙ͩ͋͘ ̍ ͓͉͖͙͌͑ͪ͐͘ШΞΜΞΠ  

ǪȄȕǻȊȀȈȎ 5Ȏ: ǡȐȖȈȓȄȉȓȎȌȈȉǽ ȏȄȐȈȁǻȊȊȎȌȓȎȑ ȔȏȎȃȎȋǽȑ ȉȀȈ Ȇ 

ȋȄȇȎȃȎȊȎȂǾȀ ȂȈȀ ȓȎȌ ǼȊȄȂȖȎ ȃȈȄǾȒȃȔȒȆȑ 

ɆŮ ŬɡŰɧ Űɞ ɛɏɟɞɠ ɗŬ ŭɞɨɛŮ Űɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɖɠ ɡˊɞŭɞɛɐɠ ɛŬɠ əŬɗɩɠ əŬɘ ŰŬ ɛɏɟɖ Ŭˊɧ ŰŬ 
ɞˊɞɑŬ ŬˊŬɟŰɑɕŮŰŬɘ, ůŰɖɜ ůɡɜɏɢŮɘŬ ɗŬ ŭɞɨɛŮ Űɖɜ ɛŮɗɞŭɞɚɞɔɑŬ ˊɞɡ ɗŬ ŬəɞɚɞɡɗɐůɞɡɛŮ ɩůŰŮ ɜŬ 
ŭɞəɘɛɎůɞɡɛŮ ɜŬ ŭɘŮɘůŭɨůɞɡɛŮ Űɧůɞ ůŮ Windows 11 ɧůɞ əŬɘ ůŮ Windows Server 2025 ɛɖɢŬɜɐɛŬŰŬ 
ɛŮ ɧɚŬ ŰŬ ɛɏŰɟŬ ŬůűɎɚŮɘŬɠ ˊɞɡ ˊɐɟŬɛŮ ůŰŬ ˊŬɟŬˊɎɜɤ əŮűɎɚŬɘŬ. 

5.1 H ɡˊɞŭɞɛɐ ɛŬɠ  

 

ȺɘəɧɜŬ 115:ȷɟɢɘŰŮəŰɞɜɘəɧ ůɢɐɛŬ ɡˊɞŭɞɛɐɠ 

5.2 Esxi server 

ɇɞ VMware ESXi (ɐ ESXi Server) ŮɑɜŬɘ ɏɜŬɠ Űɨˊɞɠ hypervisor, ɞ ɞˊɞɑɞɠ ŮˊɘŰɟɏˊŮɘ Űɖɜ 
Ůɘəɞɜɘəɞˊɞɑɖůɖ ŭɘŬűɧɟɤɜ ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ ůŮ ɏɜŬɜ űɡůɘəɧ ŭɘŬəɞɛɘůŰɐ. Ƀ ESXi Server ŮɑɜŬɘ 
ɛɘŬ ɏəŭɞůɖ Űɞɡ VMware vSphere hypervisor ˊɞɡ ŮɔəŬɗɑůŰŬŰŬɘ ŬˊŮɡɗŮɑŬɠ ůŮ ɏɜŬɜ űɡůɘəɧ ŭɘŬəɞɛɘůŰɐ, 
ŬɜŰɘəŬɗɘůŰɩɜŰŬɠ Űɞ ˊŬɟŬŭɞůɘŬəɧ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ. Ƀ ůŰɧɢɞɠ Űɞɡ ŮɑɜŬɘ ɜŬ ɓŮɚŰɘůŰɞˊɞɘɐůŮɘ Űɞɡɠ 
ˊɧɟɞɡɠ Űɞɡ ŭɘŬəɞɛɘůŰɐ, ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖɜ ŮəŰɏɚŮůɖ ˊɞɚɚŬˊɚɩɜ Ůɘəɞɜɘəɩɜ ɛɖɢŬɜɩɜ (virtual 
machines) ůŰɞɜ ɑŭɘɞ ɡˊɞɚɞɔɘůŰɐ ɛŮ ŬůűɎɚŮɘŬ əŬɘ ŬˊɞŭɞŰɘəɧŰɖŰŬ. Ƀ ESXi ˊŬɟɏɢŮɘ ɡˊɞůŰɐɟɘɝɖ ɔɘŬ Űɖ 
ŭɘŬɢŮɑɟɘůɖ Ůɘəɞɜɘəɩɜ ˊɧɟɤɜ, ɧˊɤɠ CPU, ɛɜɐɛɖ, ŬˊɞɗɖəŮɡŰɘəɧ ɢɩɟɞ əŬɘ ŭɘəŰɨɤůɖ, əŬɘ ˊɟɞůűɏɟŮɘ 
ŮɜůɤɛŬŰɤɛɏɜŬ ŮɟɔŬɚŮɑŬ ɔɘŬ Űɖɜ Ůɝɘůɞɟɟɧˊɖůɖ űɞɟŰɑɞɡ əŬɘ Űɖ ŭɘŬɢŮɑɟɘůɖ ŬˊɞŭɞŰɘəɧŰɖŰŬɠ, 
ɓŮɚŰɘůŰɞˊɞɘɩɜŰŬɠ Űɖ ɢɟɐůɖ Űɤɜ ŭɘŬɗɏůɘɛɤɜ ˊɧɟɤɜ Űɞɡ ůɡůŰɐɛŬŰɞɠ[39]. 
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5.3 Windows Server 2025 

ɇɞ Windows Server 2025 ŮɑɜŬɘ ɏɜŬ ɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ ɧˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ 
ŭɘŬɢŮɑɟɘůɖ ŭɘəŰɨɤɜ, ŭŮŭɞɛɏɜɤɜ əŬɘ ŮűŬɟɛɞɔɩɜ ůŮ ŮˊɘɢŮɘɟɐůŮɘɠ. ɄɟɞůűɏɟŮɘ ɓŮɚŰɘɩůŮɘɠ ůŰɖɜ 
ŬůűɎɚŮɘŬ, ůŰɖɜ Ŭˊɧŭɞůɖ əŬɘ ůŰɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ ɧˊɤɠ ŬɜŬˊŰɨɝŬɛŮ ˊŬɟŬˊɎɜɤ. ȰɢŮɘ ɜɏŮɠ 
ŭɡɜŬŰɧŰɖŰŮɠ ɔɘŬ əŬɚɨŰŮɟɖ ŭɘŬɢŮɑɟɘůɖ Űɞɡ Active Directory, ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ əɡɟɑɤɠ ůŮ ŮˊɘɢŮɘɟɖɛŬŰɘəɎ 
ˊŮɟɘɓɎɚɚɞɜŰŬ ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ servers, Űɖɜ Ůɘəɞɜɘəɞˊɞɑɖůɖ (virtualization) əŬɘ Űɖɜ ɡˊɞůŰɐɟɘɝɖ 
ɡɓɟɘŭɘəɩɜ ɡˊɞŭɞɛɩɜ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ cloud. ɆŰɞ ŭɘəɧ ɛŬɠ ůŮɜɎɟɘɞ ɗŬ Űɞɜ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ 
ůŰɐɜɞɜŰŬɠ ɏɜŬ virtual machine ŮɜŰɧɠ Űɞɡ esxi əŬɗɩɠ əŬɘ Ůɜɧɠ domain Űɞɡ PAPEI.COɀ, ŮɑŭŬɛŮ ůŰɞ 
əŮűɎɚŬɘɞ 5 Ŭəɟɘɓɩɠ əŬɘ ɛŮ ˊɞɘɞɡɠ Űɟɧˊɞɡɠ, ŰŮɢɜɘəɏɠ əŬɘ ɛŮɗɧŭɞɡɠ Űɞ ŬůűŬɚɑůŬɛŮ. 

5.4 Virtual machine Windows 11 OS  

ɇɞ Windows 11 ŮɑɜŬɘ ɖ ŰŮɚŮɡŰŬɑŬ ɏəŭɞůɖ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ Űɖɠ Microsoft ɔɘŬ 
ˊɟɞůɤˊɘəɞɨɠ ɡˊɞɚɞɔɘůŰɏɠ, ˊɞɡ əɡəɚɞűɧɟɖůŮ Űɞ 2021. ɄɟɞůűɏɟŮɘ ɛɘŬ ˊɘɞ ůɨɔɢɟɞɜɖ əŬɘ űɘɚɘəɐ ˊɟɞɠ 
Űɞ ɢɟɐůŰɖ ŭɘŮˊŬűɐ, ɛŮ ɜɏŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ɧˊɞɡ ŰŬ ŬɜŬɚɨůŬɛŮ ůŰɞ əŮűɎɚŬɘɞ 2 əŬɘ Űɞ ŬůűŬɚɑůŬɛŮ ůŰɞ 
əŮűɎɚŬɘɞ 4. ũɘŬ Űɞ ˊŮɘɟŬɛŬŰɘəɧ ɛɏɟɞɠ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ɏɜŬ virtual machine ɧˊɞɡ Űɞ ɏɢɞɡɛŮ 
ůŰɐůŮɘ ɛɏůŬ ůŰɞɜ esxi əŬɘ ɏɜŬ physical machine ɛŮ ůəɞˊɧ ɜŬ ŮűŬɟɛɧůɞɡɛŮ ́ ŮɟɘɞɟɘůɛɏɜŬ əŬɘ 
ŰŮɢɜɘəɏɠ, ɛŮɗɧŭɞɡɠ ŬůűɎɚŮɘŬɠ ˊɎɜɤ ůŰɞ hardware. 

5.5 Virtual Kali linux machine ȒȄ physical server 

ɇɞ Kali Linux ŮɑɜŬɘ ɛɘŬ ŭɘŬɜɞɛɐ Linux ́ ɞɡ ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ əɡɟɑɤɠ ɔɘŬ ŬůűɎɚŮɘŬ 
ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ əŬɘ ŭɞəɘɛɏɠ ŭɘŮɑůŭɡůɖɠ (penetration testing). ɄŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ ɛŮɔɎɚɖ 
ˊɞɘəɘɚɑŬ ŮɟɔŬɚŮɑɤɜ ɔɘŬ ŬɜɎɚɡůɖ ŭɘəŰɨɤɜ, ɏɚŮɔɢɞ ŮɡˊŬɗŮɘɩɜ, ɣɖűɘŬəɐ ŮɔəɚɖɛŬŰɞɚɞɔɑŬ əŬɘ ŬɜɎəŰɖůɖ 
ŭŮŭɞɛɏɜɤɜ. ɉɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ ŮˊŬɔɔŮɚɛŬŰɑŮɠ ŬůűɎɚŮɘŬɠ, ŮɟŮɡɜɖŰɏɠ, ɖɗɘəɞɨɠ ɢɎəŮɟ (ethical 
hackers) əŬɘ ŭɘŬɢŮɘɟɘůŰɏɠ ůɡůŰɖɛɎŰɤɜ ɔɘŬ ɜŬ ŮɜŰɞˊɑɕɞɡɜ əŬɘ ɜŬ ŭɘɞɟɗɩɜɞɡɜ ŬŭɡɜŬɛɑŮɠ ŬůűŬɚŮɑŬɠ ůŮ 
ɡˊɞɚɞɔɘůŰɘəɎ ůɡůŰɐɛŬŰŬ əŬɘ ŭɑəŰɡŬ.ɇɞ Kali Linux ɡˊɞůŰɖɟɑɕŮɘ ˊɞɚɚɏɠ ˊɚŬŰűɧɟɛŮɠ, ˊŮɟɘɚŬɛɓɎɜŮɘ 
ŮɜɖɛŮɟɩůŮɘɠ ɔɘŬ ŰŬ ŮɟɔŬɚŮɑŬ ŬůűŬɚŮɑŬɠ əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ůɡɟɏɤɠ ɔɘŬ ŮəˊŬɘŭŮɡŰɘəɞɨɠ əŬɘ 
ŮˊŬɔɔŮɚɛŬŰɘəɞɨɠ ůəɞˊɞɨɠ ůŰɞɜ ŰɞɛɏŬ Űɖɠ əɡɓŮɟɜɞŬůűɎɚŮɘŬɠ[40]. 

5.6 ALFA Wireless Wi-Fi Adapter  

ɇɞ ALFA ŮɑɜŬɘ ɏɜŬɠ ɘůɢɡɟɧɠ ŬůɨɟɛŬŰɞɠ ˊɟɞůŬɟɛɞɔɏŬɠ Wi-Fi ɛŮ ɡˊɞůŰɐɟɘɝɖ ŭɘˊɚɐɠ ɕɩɜɖɠ 
(Dual-Band) ɔɘŬ ůɡɢɜɧŰɖŰŮɠ 2.4GHz əŬɘ 5GHz. ɄɟɞůűɏɟŮɘ ŰŬɢɨŰɖŰŮɠ ɏɤɠ 300Mbps ůŰɖ ɕɩɜɖ Űɤɜ 
2.4GHz əŬɘ ɏɤɠ 867Mbps ůŰɖ ɕɩɜɖ Űɤɜ 5GHz, əɎɜɞɜŰɎɠ Űɞ ɘŭŬɜɘəɧ ɔɘŬ ˊŮɟɘɓɎɚɚɞɜŰŬ ˊɞɡ ŬˊŬɘŰɞɨɜ 
ɡɣɖɚɐ ŰŬɢɨŰɖŰŬ ůɨɜŭŮůɖɠ. ȹɘŬɗɏŰŮɘ ŭɨɞ ŮɝɤŰŮɟɘəɏɠ əŮɟŬɑŮɠ 5dBi, ˊɞɡ ˊɟɞůűɏɟɞɡɜ ɛŮɔɎɚɖ ŮɛɓɏɚŮɘŬ 
əŬɘ ůŰŬɗŮɟɧ ůɐɛŬ. Ƀ ˊɟɞůŬɟɛɞɔɏŬɠ ŮɑɜŬɘ ɘŭɘŬɑŰŮɟŬ ɢɟɐůɘɛɞɠ ɔɘŬ ɢɟɐůŰŮɠ ˊɞɡ ɢɟŮɘɎɕɞɜŰŬɘ ɘůɢɡɟɐ 
ŬůɨɟɛŬŰɖ ůɨɜŭŮůɖ ůŮ ˊŮɟɘɞɢɏɠ ɛŮ ŭɨůəɞɚɖ əɎɚɡɣɖ Wi-Fi. ŪŬ Űɞ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ɛŮ ůəɞˊɧ ɜŬ 
ŮɜŰɞˊɑůɞɡɛŮ əŬɘ ɜŬ əɎɜɞɡɛŮ ŮˊɑɗŮůɖ ůŰɞ  wifi əŬɘ ůŰɞ ŭɑəŰɡɞ ɧˊɞɡ ŮɑɜŬɘ ɖ ɡˊɞŭɞɛɐ ɛŬɠ. 

5.7 Parrot linux machine ȒȄ physical server 

ɇɞ Parrot Linux ŮɑɜŬɘ ɛɘŬ ŭɘŬɜɞɛɐ Linux ˊɞɡ, ɧˊɤɠ əŬɘ Űɞ Kali Linux, ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ ɔɘŬ 
ŭɞəɘɛɏɠ ŬůűɎɚŮɘŬɠ əŬɘ ɖɗɘəɧ hacking (ethical hacking). ɄŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ ůŮɘɟɎ ŮɟɔŬɚŮɑɤɜ ɔɘŬ ŭɞəɘɛɏɠ 
ŭɘŮɑůŭɡůɖɠ, ˊɟɞůŰŬůɑŬ Űɖɠ ɘŭɘɤŰɘəɧŰɖŰŬɠ, ɣɖűɘŬəɐ ŮɔəɚɖɛŬŰɞɚɞɔɑŬ əŬɘ ŬɜɎɚɡůɖ ŮɡˊŬɗŮɘɩɜ. ɋůŰɧůɞ, 
Űɞ Parrot OS ŭɑɜŮɘ ɛŮɔŬɚɨŰŮɟɖ ɏɛűŬůɖ ůŰɖɜ ŬůűɎɚŮɘŬ əŬɘ Űɖɜ ˊɟɞůŰŬůɑŬ Űɖɠ ɘŭɘɤŰɘəɧŰɖŰŬɠ, əŬɗɩɠ 
ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɟɔŬɚŮɑŬ ɔɘŬ Ŭɜɩɜɡɛɖ ˊŮɟɘɐɔɖůɖ, əɟɡˊŰɞɔɟɎűɖůɖ ŬɟɢŮɑɤɜ əŬɘ ŮˊɘəɞɘɜɤɜɑŬɠ. ɇɞ Parrot 
Linux ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ ŮˊŬɔɔŮɚɛŬŰɑŮɠ ŬůűŬɚŮɑŬɠ, ŮɟŮɡɜɖŰɏɠ əŬɘ ɧůɞɡɠ ɗɏɚɞɡɜ ɜŬ ˊɟɞůŰŬŰŮɨůɞɡɜ 
Űɖɜ ɘŭɘɤŰɘəɧŰɖŰɎ Űɞɡɠ, əŬɘ ŮɑɜŬɘ ˊɘɞ űɘɚɘəɧ ˊɟɞɠ Űɞɜ ɢɟɐůŰɖ ůŮ ůɨɔəɟɘůɖ ɛŮ ɎɚɚŮɠ ŭɘŬɜɞɛɏɠ ɔɘŬ ŭɞəɘɛɏɠ 
ŬůűŬɚŮɑŬɠ[41]. O ůəɞˊɧɠ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ parrot os ŮɑɜŬɘ ɔɘŬ ɜŬ əɚɏɣɞɡɛŮ ŰŬ 
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ůɡɜɗɖɛŬŰɘəɎ Űɞɡ wifi əŬɘ ɜŬ ŮɘůɏɚɗɞɡɛŮ ůŰɞ ɑŭɘɞ ŭɑəŰɡɞ ɛŮ Űɖɜ ɡˊɞŭɞɛɐ ɛŬɠ ɛŮ ůəɞˊɧ Űɞ ůŮɜɎɟɘɞ ɜŬ 
ŮɑɜŬɘ ɧůɞ ɔɑɜŮŰŬɘ ˊɘɞ ɟŮŬɚɘůŰɘəɧ. 

5.8 ǬȄȇȎȃȎȊȎȂǾȀ ȏȎȔ ȇȀ ȖȐȆȒȈȋȎȏȎȈǽȒȎȔȋȄ ȂȈȀ ȓȎȌ ǼȊȄȂȖȎ 

ȃȈȄǾȒȃȔȒȆȑ  

ȼ ɛŮɗɞŭɞɚɞɔɑŬ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ ŭɘŮɑůŭɡůɖɠ, ˊŮɟɘɚŬɛɓɎɜŮɘ ŭɘŬŭɞɢɘəɎ ɓɐɛŬŰŬ ɧˊɤɠ ɖ  
ŬɜŬɔɜɩɟɘůɖ, ɖ ŬɜɑɢɜŮɡůɖ ŰɟɤŰɞŰɐŰɤɜ əŬɘ ɖ ŬˊŬɟɑɗɛɖůɖ. ȷəɞɚɞɡɗŮɑ ɖ ŬˊɧəŰɖůɖ ˊɟɧůɓŬůɖɠ, ɖ 
ŮˊŬɨɝɖůɖ ŭɘəŬɘɤɛɎŰɤɜ, ɖ ůɡɚɚɞɔɐ ŬˊɞŭŮɘəŰɘəɩɜ ŭŮŭɞɛɏɜɤɜ əŬɘ Űɏɚɞɠ ɖ ŬɜŬűɞɟɎ Űɤɜ ŮɡɟɖɛɎŰɤɜ. 
ŪŬ ůŰɖɟɘɢɗɞɨɛŮ ůŰɘɠ ŭɘŬɚɏɝŮɘɠ Űɞɡ əɨɟɘɞɡ Ɇˊɡɟɑŭɤɜ ɄŬˊŬɔŮɤɟɔɑɞɡ ůŰɞ ɛɎɗɖɛŬ <<ȰɚŮɔɢɞɠ 
ȹɘŮɑůŭɡůɖɠ>> [42],[44]. 

 

ȺɘəɧɜŬ 116:ɀŮɗɞŭɞɚɞɔɑŬ 

-ɀŮɗɞŭɞɚɞɔɑŬ-  

ɆŰɖ űɎůɖ ŬɜŬɔɜɩɟɘůɖɠ ŬɡŰɧ ˊɞɡ ŬɜŬɕɖŰɎ ɞ ŮɚŮɔəŰɐɠ, ŮɑɜŬɘ ɧůɞ Űɞ ŭɡɜŬŰɧɜ ˊŮɟɘůůɧŰŮɟŮɠ  

ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞɜ ůŰɧɢɞ, Ŭˊɧ ŬɜɞɘəŰɏɠ ˊɖɔɏɠ (ŮˊɑůəŮɣɖ ɘůŰɞůŮɚɑŭɤɜ, əɞɘɜɤɜɘəɎ ŭɑəŰɡŬ, 
RIPE). 

Ƀ ůŰɧɢɞɠ Űɖɠ űɎůɖɠ ȷɜɑɢɜŮɡůɖɠ ŮɑɜŬɘ ɜŬ ɛɎɗɞɡɛŮ ˊŮɟɘůůɧŰŮɟŬ ůɢŮŰɘəɎ ɛŮ Űɞ ŭɘəŰɡŬəɧ 
ˊŮɟɘɓɎɚɚɞɜ-ůŰɧɢɞ əŬɘ ɜŬ ɓɟɞɨɛŮ Űɡɢɧɜ ŬɜɞɘəŰɏɠ ˊɧɟŰŮɠ - ɡˊɖɟŮůɑŮɠ - ŮűŬɟɛɞɔɏɠ ˊŮŰɡɢŬɑɜɞɜŰŬɠ Űɞ, 
ɛŮ ŬˊŮɡɗŮɑŬɠ ŬɚɚɖɚŮˊɑŭɟŬůɖ ɛŮ Űɞ ŭɑəŰɡɞ ůŰɧɢɞ. 

ɆŰɖɜ űɎůɖ Űɖɠ ŬɜɑɢɜŮɡůɖɠ ŬɜŬɕɖŰɎɛŮ: 

Å ɈˊɞɚɞɔɘůŰɏɠ ˊɞɡ ŮɑɜŬɘ ůŮ ɚŮɘŰɞɡɟɔɑŬ (ping, half syn scan). 

Å ȷɜɞɘəŰɏɠ ˊɧɟŰŮɠ (open ports). 

Å ɈˊɖɟŮůɑŮɠ (Services). 

Å Ȱəŭɞůɖ ɈˊɖɟŮůɘɩɜ (Version). 

Å ȿŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ (Operating system). 

Å ȷŭɡɜŬɛɑŮɠ ŮűŬɟɛɞɔɩɜ-ɡˊɖɟŮůɘɩɜ [43] 

ȾŬŰɎ Űɖ űɎůɖɠ Űɖɠ ŬˊŬɟɑɗɛɖůɖɠ, ɞ ŮɚŮɔəŰɐɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ůɡɔəŮɜŰɟɩůŮɘ ɛɑŬ ůŮɘɟɎ  

ˊɚɖɟɞűɞɟɘɩɜ Ŭˊɧ ŬɜɞɘəŰɏɠ ˊɖɔɏɠ. ȷɡŰɧ ˊɞɡ ŬɜŬɕɖŰɎ ŮɑɜŬɘ: 
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¶ ȯŰɞɛŬ əŬɘ əɞɡɚŰɞɨɟŬ / ůɡɜɐɗŮɘŮɠ ŬɡŰɩɜ. 

¶ ɉɟɐůɖ ůɡɔəŮəɟɘɛɏɜɖɠ ɞɟɞɚɞɔɑŬɠ əŬŰɎ Űɖɜ ɛŮŰŬɝɨ Űɞɡɠ ŮˊɘəɞɘɜɤɜɑŬ. 

¶ ɇŮɢɜɘəɐ ɡˊɞŭɞɛɐ, ŰŮɢɜɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ɔŮɜɘəɎ. 

ūɎůɖ ȷˊɧəŰɖůɖ ˊɟɧůɓŬůɖɠ 

ɇɟɧˊɞɘ ŬˊɧəŰɖůɖɠ ˊɟɧůɓŬůɖɠ: 

ɉɟɐůɖ ŮɜŮɟɔɞˊɞɘɖɛɏɜɤɜ Ůɝ ɞɟɘůɛɞɨ ɚɞɔŬɟɘŬůɛɩɜ ɛŮ ɔɜɤůŰɧ ůɡɜɗɖɛŬŰɘəɧ 

ȺəɛŮŰɎɚɚŮɡůɖ əŬəɐɠ ɟɨɗɛɘůɖɠ ɡˊɞɚɞɔɘůŰɐ-ɡˊɖɟŮůɑŬɠ-ŮűŬɟɛɞɔɐɠ  

¶ Exploitation (ȺəɛŮŰɎɚɚŮɡůɖ ŬŭɡɜŬɛɘɩɜ, remote, local) 

¶ Un-Patched Systems 

¶ ȹɞəɘɛɐ ůɡɜɗɖɛŬŰɘəɩɜ (Brute force) 

¶ Weak /Default Passwords 

¶ ȺˊɑɗŮůɖ ŰŮɚɘəɞɨ ɢɟɐůŰɖ (Client side attack + Social Engineering) 

¶ ȺəɛŮŰɎɚɚŮɡůɖ Űɖɠ ŬɟɢɘŰŮəŰɞɜɘəɐɠ Űɞɡ ŭɘəŰɨɞɡ: Ɉˊɞəɚɞˊɐ ŭŮŭɞɛɏɜɤɜ (ɀȽɇɀ 
attack) 

¶ ɄɟɧůɓŬůɖ ɛɏůɤ ŰɟɑŰɤɜ ɏɛˊɘůŰɤɜ, ɧˊɤɠ ŭɑəŰɡɞ ůɡɜŮɟɔŬŰɩɜ 

ūɎůɖ ŮˊŬɨɝɖůɖɠ ŭɘəŬɘɤɛɎŰɤɜ 

ȷɜŰɘəŮɘɛŮɜɘəɧɠ ůəɞˊɧɠ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ ŮɑɜŬɘ ɛɧɚɘɠ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŮ ɏɜŬɜ ɡˊɞɚɞɔɘůŰɐ 
ɜŬ ŬɡɝɐůŮɘ ŰŬ ŭɘəŬɘɩɛŬŰɎ Űɞɡ ůŮ ŬɡŰɎ Űɞɡ ŭɘŬɢŮɘɟɘůŰɐ ɐ əŬɘ Űɞɡ ůɡůŰɐɛŬŰɞɠ. ɀˊɞɟŮɑ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɐůŮɘ ŬɟəŮŰɏɠ ŰŮɢɜɘəɏɠ, ɧˊɤɠ əɚɞˊɐ ůɡɜɗɖɛŬŰɘəɩɜ, ŮəɛŮŰɎɚɚŮɡůɖ Űɞˊɘəɩɜ ŬŭɡɜŬɛɘɩɜ 
(local exploits), dll hijacking, əŬəɐ ɟɨɗɛɘůɖ Űɞɡ ɡˊɞɚɞɔɘůŰɐ ə.Ŭ.. 

ūɎůɖ ůɡɚɚɞɔɐɠ ˊɚɖɟɞűɞɟɘɩɜ 

Ɇəɞˊɧɠ Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ ŮɑɜŬɘ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŰɞ ůɨɜɞɚɞ Űɞɡ ŭɘəŰɨɞɡ ɛŮ Űɖɜ 
ůɡɔəɏɜŰɟɤůɖ ɢɟɐůɘɛɤɜ ɔɘŬ ŬɡŰɧɜ ˊɚɖɟɞűɞɟɘɩɜ. ɀɧɚɘɠ ŬˊɞəŰɐůŮɘ ŭɘəŬɘɩɛŬŰŬ ŭɘŬɢŮɘɟɘůŰɐ, 
ɡˊɞəɚɏˊŰŮɘ ˊɚɖɟɞűɞɟɑŮɠ, ɧˊɤɠ ůɡɜɗɖɛŬŰɘəɎ, ůɢɏůɖ ŮɛˊɘůŰɞůɨɜɖɠ ɛŮŰŬɝɨ ŭɘəŰɨɤɜ-ɡˊɞɚɞɔɘůŰɩɜ əŬɘ 
ŮˊŮəŰŮɑɜŮɘ Űɘɠ ˊɟɞůɓɎůŮɘɠ Űɞɡ. ȷɡŰɐ ŮɑɜŬɘ əŬɘ ɖ űɎůɖ Űɖɠ ůɡɔəɏɜŰɟɤůɖɠ-ɡˊɞəɚɞˊɐɠ ŭŮŭɞɛɏɜɤɜ. 

ɆŰɖɜ űɎůɖ Űɖɠ ŬɜŬűɞɟɎɠ ɔɑɜŮŰŬɘ ɚ́ɐɟɖɠ əŬɘ ŬɜŬɚɡŰɘəɐ əŬŰŬɔɟŬűɐ Űɤɜ ŬŭɡɜŬɛɘɩɜ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ ůŮ ɧɚŬ ŰŬ ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ, Űɤɜ ŬɜŬɔəɩɜ ɔɘŬ Ŭɨɝɖůɖ Űɖɠ, ŰɟɤŰɧŰɖŰŮɠ ́ɞɡ ɡˊɎɟɢɞɡɜ 
əŬɘ ˊɤɠ ɛˊɞɟɞɨɜ ɜŬ ŬɜŰɘɛŮŰɤˊɘůŰɞɨɜ, exploits ́ɞɡ ɏɢɞɡɜ ŬɜŬəŬɚɡűɗŮɑ, ɛŮɗɞŭɞɚɞɔɑŬ mitigation ́ ɞɡ 
ɢɟŮɘɎɕŮŰŬɘ ɜŬ ŬəɞɚɞɡɗɐůɞɡɛŮ, əŬɗɩɠ əŬɘ  ŮˊɘˊŰɩůŮɘɠ ɐ ɟɑůəɞ ́ ɞɡ ŬɜŬɚŬɛɓɎɜɞɡɛŮ ůŮ ˊŮɟɑˊŰɤůɖ 
ˊɞɡ Űɞ ůɨůŰɖɛŬ ɛŬɠ ɛŮɑɜŮɘ ůŰɖɜ Űɤɟɘɜɐ Űɞɡ əŬŰɎůŰŬůɖ. ȼ ŬɜŬűɞɟɎ ůŰɖɜ ŮɟɔŬůɑŬ ɛŬɠ ɗŬ ˊŬɟŬŰŮɗŮɑ 
ůŰɞ əŮűɎɚŬɘɞ ɛŮ ŰŬ ůɡɛˊŮɟɎůɛŬŰŬ. 
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 ͓͖͓͎͔͈̐͌͘͡Ш̙͈͖͚͎͙ͩ͋͘ ̍ ͓͉͖͙͌͑ͪ͐͘ШΞΜΞΠ  

ǪȄȕǻȊȀȈȎ 6Ȏ : ǚȊȄȂȖȎȑ ȃȈȄǾȒȃȔȒȆȑ ȒȓȀ Windows 11 OS 

ɆŰɞ əŮűɎɚŬɘɞ ŬɡŰɧ ɗŬ ŮˊɘŰŮɗɞɨɛŮ ůŰo Windows 11 OS ůəɞˊɧɠ ɛŬɠ ŮɑɜŬɘ ɛɏůŬ Ŭˊɧ ŮɟɔŬɚŮɑŬ, 
ŰŮɢɜɘəɏɠ  əŬɘ ˊɟɞůˊɎɗŮɘŬ ŮəŰɏɚŮůɖɠ Űɤɜ ˊŮɟɘůůɧŰŮɟɤɜ ŮˊɘɗɏůŮɤɜ ɜŬ ŭɞɨɛŮ Ŭɜ ŮɑɜŬɘ ŬˊɞŰŮɚŮůɛŬŰɘəɏɠ 
ɞɘ ɎɛɡɜŮɠ ˊɞɡ ŮűŬɟɛɧůŬɛŮ ůŰɞ əŮűɎɚŬɘɞ 3 əŬɗɩɠ əŬɘ Űɞɜ ŰŮɢɜɞɚɞɔɘɩɜ ŬůűŬɚŮɑŬɠ ɧˊɞɡ ŮɑɜŬɘ 
ŮɜŮɟɔɞˊɞɘɖɛɏɜɞɘ Ŭˊɧ ˊɟɞŮˊɘɚɞɔɐ. ɄɟŬəŰɘəɎ ɗŬ ŭɞɨɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ Ŭˊɧ Űɖɜ ˊɚŮɡɟɎ ɛɘŬɠ Red 
team(ɓɚɏˊŮ ˊɑɜŬəŬ 24).ŪŬ ɝŮəɘɜɐůɞɡɜ ɛŮ Űɖɜ ˊɟɞůˊɎɗŮɘŬ ůˊŬůɑɛŬŰɞɠ Űɞɡ wifi əŬɘ Ůɑůɞŭɞ ůŰɞ ɞɘəɘŬəɧ 
ŭɑəŰɡɞ ɔɘŬ ɚɧɔɞɡɠ ɟŮŬɚɘůŰɘəɧŰɖŰŬɠ Űɖɠ ŮɟɔŬůɑŬɠ, ůŰɖɜ ˊɟɞůˊɎɗŮɘŬ ɜŬ ŬɜŬˊŬɟɘůŰɐůɞɡɛŮ ɏɜŬ 
ˊɟŬɔɛŬŰɘəɧ ůŮɜɎɟɘɞ. 

 

Red team EɑɜŬɘ ɛɘŬ ɞɛɎŭŬ Ůɘŭɘəɩɜ ůŮ ɗɏɛŬŰŬ ŬůűɎɚŮɘŬɠ ˊɞɡ 
ˊɟɞůɞɛɞɘɩɜŮɘ ŮˊɘɗɏůŮɘɠ ůŮ ɏɜŬ ůɨůŰɖɛŬ, ɞɟɔŬɜɘůɛɧ ɐ ŭɑəŰɡɞ 
ɔɘŬ ɜŬ ŬɝɘɞɚɞɔɐůŮɘ əŬɘ ɜŬ ŮɜɘůɢɨůŮɘ Űɖɜ ŬůűɎɚŮɘɎ Űɞɡ. ɆŰɧɢɞɠ 
Űɖɠ ŮɑɜŬɘ ɜŬ ŮɜŰɞˊɑůŮɘ ŬŭɡɜŬɛɑŮɠ əŬɘ əŮɜɎ ŬůűŬɚŮɑŬɠ ɛŮ Űɟɧˊɞ 
ˊɞɡ ɜŬ ɛɘɛŮɑŰŬɘ Űɘɠ ŰŬəŰɘəɏɠ, Űɘɠ ŰŮɢɜɘəɏɠ əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ 
ɢɟɖůɘɛɞˊɞɘɞɨɜ ˊɟŬɔɛŬŰɘəɞɑ əŬəɧɓɞɡɚɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ. 

 

6.1 ǲȏǻȒȈȋȎ ȓȎȔ Wi-Fi ȝȒȓȄ ȌȀ ȀȏȎȉȓǽȒȎȔȋȄ ȀȐȖȈȉǽ ȏȐțȒȁȀȒȆ ȒȓȎ 

ȃǾȉȓȔȎ ȓȆȑ ȔȏȎȃȎȋǽȑ ȋȀȑ 

ɄɟɞəŮɘɛɏɜɞɡ ɜŬ ŬɜŬˊŬɟɘůŰɐůɞɡɛŮ ɏɜŬ ˊɟŬɔɛŬŰɘəɧ ůŮɜɎɟɘɞ ɧˊɞɡ ɏɜŬɠ ŮˊɘŰɘɗɏɛŮɜɞɠ 
ˊɟɞůˊŬɗŮɑ ɜŬ ŮˊɘŰŮɗŮɑ ůŰŬ ůɡůŰɐɛŬŰŬ ɛŬɠ, ɗŬ ɝŮəɘɜɐůɞɡɛŮ Ŭˊɧ Űɖɜ ˊŬɟŬŭɞɢɐ ɧŰɘ ŭŮɜ ɏɢɞɡɛŮ 
ˊɟɧůɓŬůɖ ůŰɞ ŮŰŬɘɟɘəɧ ɐ ɞɘəɘŬəɧ ŭɑəŰɡɞ əŬɘ ɗŬ ˊɟɞůˊŬɗɐůɞɡɛŮ ɜŬ ŬˊɞəŰɐůɞɡɛŮ ɛŮ Űɞɜ Ůɝɞˊɚɘůɛɧ 
ˊɞɡ ˊŬɟŬɗɏůŬɛŮ ˊŬɟŬˊɎɜɤ. 

 

ȺɘəɧɜŬ 117:ȷɜɑɢɜŮɡůɖ ɔɘŬ ŰɞˊɘəɎ ŭɑəŰɡŬ 

ɆŰɖɜ ˊŬɟŬˊɎɜɤ ŮɘəɧɜŬ ɓɚɏˊɞɡɛŮ ɧŰɘ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ Wifite ɩůŰŮ ɜŬ ůŬɟɩůɞɡɛŮ 
Űɖɜ ɔɨɟɤ ˊŮɟɘɞɢɐ ůŰŬ ŭɑəŰɡŬ ɛŮ ůəɞˊɧ ɜŬ ŮɜŰɞˊɑůɞɡɛŮ Űɞɜ ůŰɧɢɞ ɛŬɠ əŬɘ ɜŬ ŬˊɞəŰɐůɞɡɛŮ 
ˊɟɧůɓŬůɖ. ɇɞ Wifite ŮɑɜŬɘ ŮɟɔŬɚŮɑɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɏɚŮɔɢɞ ŬůűɎɚŮɘŬɠ ŬůɨɟɛŬŰɤɜ ŭɘəŰɨɤɜ, 
ŬɡŰɞɛŬŰɞˊɞɘɩɜŰŬɠ Űɖ ŭɘŬŭɘəŬůɑŬ ůɨɚɚɖɣɖɠ WPA/WPA2 ɢŮɘɟŬɣɘɩɜ (handshakes) əŬɘ ˊɟɞůˊɎɗŮɘŬɠ 
ŬˊɞəɟɡˊŰɞɔɟɎűɖůɖɠ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ Wi-Fi. 
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ȺɘəɧɜŬ 118:ȺɜŰɞˊɘůɛɧɠ Űɞɡ əɤŭɘəɞɨ Űɞɡ ŭɘəŰɨɞɡ ˊɞɡ ɛŬɠ ŮɜŭɘŬűɏɟŮɘ 

ɇɞ Wifinite ŮɜŰɞˊɘɕŮɘ Űɞ ŭɑəŰɡɞ NOVA_24_4GEC əŬɘ ˊɟɞůˊŬɗŮɑ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɐůŮɘ Űɞɜ 
WPA/WPA2 əɤŭɘəɧ ˊɟɧůɓŬůɐɠ Űɞɡ. ȸɚɏˊɞɡɛŮ ˊŬɟŬˊɎɜɤ ɧŰɘ əŬŰŬűɏɟɜŮɘ  ɜŬ ůɡɚɚɎɓŮɘ ɏɜŬ WPA 
handshake ɔɘŬ Űɞ ŭɑəŰɡɞ NOVA_24_4GEC, Űɞ ɞˊɞɑɞ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ˊɟɞůˊɎɗŮɘŬ 
ŬˊɞəɟɡˊŰɞɔɟɎűɖůɖɠ ɛɏůɤ ŮˊɑɗŮůɖɠ ůŰɖɜ wordlist ɛŬɠ. ɄɟɞɢɤɟɎ ůŰɖ ɢɟɐůɖ Űɞɡ aircrack-ng ɛŮ ɏɜŬ 
ɚŮɝɘəɧ (wordlist-probable.txt) ɔɘŬ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɐůŮɘ ɛɏůɤ handshake. ɇɞ ŮɟɔŬɚŮɑɞ əŬŰŬűɏɟɜŮɘ 
ɜŬ ɓɟŮɘ Űɞɜ əɤŭɘəɧ ɞ ɞˊɞɑɞɠ ŮɑɜŬɘ Űɞ Batman1234, əŬɘ ŬˊɞəŰɎɛŮ ˊɟɧůɓŬůɖ ůŰɞ ŭɑəŰɡɞ. 

6.2 ǡȌǾȖȌȄȔȒȆ ȓȐȘȓȝȌ ȒȆȋȄǾȘȌ ȋǼȒȘ ȓȎȔ Nessus 

ɇɞ Nessus ŮɑɜŬɘ ɏɜŬ ŮɟɔŬɚŮɑɞ ŬˊɞɛŬəɟɡůɛɏɜɖɠ ůɎɟɤůɖɠ ŬůűŬɚŮɑŬɠ, Űɞ ɞˊɞɑɞ ůŬɟɩɜŮɘ ɏɜŬɜ 
ɡˊɞɚɞɔɘůŰɐ əŬɘ ˊɟɞŮɘŭɞˊɞɘŮɑ ŮɎɜ ŮɜŰɞˊɑůŮɘ ŰɟɤŰɎ ůɖɛŮɑŬ ˊɞɡ ɗŬ ɛˊɞɟɞɨůŬɜ ɜŬ ŮəɛŮŰŬɚɚŮɡŰɞɨɜ 
əŬəɧɓɞɡɚɞɘ ɢɎəŮɟ ɔɘŬ ɜŬ ŬˊɞəŰɐůɞɡɜ ˊɟɧůɓŬůɖ ůŮ ɞˊɞɘɞɜŭɐˊɞŰŮ ɡˊɞɚɞɔɘůŰɐ ůɡɜŭɏŮŰŮ ůŮ ɏɜŬ 
ŭɑəŰɡɞ. ȷɡŰɧ Űɞ ŮˊɘŰɡɔɢɎɜŮɘ ŮəŰŮɚɩɜŰŬɠ ˊɎɜɤ Ŭˊɧ 1200 Ůɚɏɔɢɞɡɠ ůŮ ɏɜŬɜ ůɡɔəŮəɟɘɛɏɜɞ ɡˊɞɚɞɔɘůŰɐ, 
ŭɞəɘɛɎɕɞɜŰŬɠ ŮɎɜ əɎˊɞɘŬ Ŭˊɧ ŬɡŰɏɠ Űɘɠ ŮˊɘɗɏůŮɘɠ ɗŬ ɛˊɞɟɞɨůŮ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ɜŬ ˊŬɟŬɓɘɎůŮɘ 
Űɞɜ ɡˊɞɚɞɔɘůŰɐ ɐ ɜŬ ˊɟɞəŬɚɏůŮɘ Ɏɚɚɞɡ Ůɑŭɞɡɠ ɓɚɎɓɖ[51]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre 
ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1046 - Network Service Scanning. 

 

 

ȺɘəɧɜŬ 119:Nessus Scan 
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Á ɞŰŮɚɏůɛŬŰŬ Űɞɡ Nessus ůŰɞ virtual machine ɛŮ Windows 11 

ȾŬɘ Ůŭɩ(ɧˊɤɠ ůŰɞɜ Windows Server 20250 ɓɚɏˊɞɡɛŮ ɧŰɘ ŭŮɜ ɡˊɎɟɢŮɘ əɎˊɞɘŬ ůɞɓŬɟɐ 
ŮɡˊɎɗŮɘŬ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ˊɎɟɞɡɛŮ ɡˊɧɣɖ əŬɘ ɧŰɘ ɞɘ ŮɜŭŮɑɝŮɘɠ ŮɑɜŬɘ ɛŮ ɢɟɩɛŬ ɔŬɚɎɕɘɞ ɎɟŬ ˊɎɟŬ ˊɞɚɨ 
ɢŬɛɖɚɐ. ȾɎˊɞɘŬ ŮɡɟɐɛŬŰŬ ŮɑɜŬɘ ŰŬ ˊŬɟŬəɎŰɤ: 

DCE Services Enumeration: ȺɜŰɞˊɘůɛɧɠ Űɤɜ ɡˊɖɟŮůɘɩɜ DCE ůŰŬ Windows. 

Common Platform Enumeration (CPE): ȷɜɑɢɜŮɡůɖ ˊɚɖɟɞűɞɟɘɩɜ ɔɘŬ Űɞ Ůɑŭɞɠ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ. 

Device Type: ɄɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞɜ Űɨˊɞ Űɖɠ ůɡůəŮɡɐɠ. 

Nessus Scan Information: ȺɛűɎɜɘůɖ ˊɚɖɟɞűɞɟɘɩɜ ɔɘŬ Űɖ ůɎɟɤůɖ Űɞɡ Nessus. 

OS Identification: ȺɜŰɞˊɘůɛɧɠ Űɞɡ ɚŮɘŰɞɡɟɔɘəɞɨ ůɡůŰɐɛŬŰɞɠ. 

Traceroute Information: ɄɚɖɟɞűɞɟɑŮɠ ŭɟɞɛɞɚɧɔɖůɖɠ ŭɘəŰɨɞɡ. 

ȾŬɘ Ůŭɩ ɓɚɏˊɞɡɛŮ ɧŰɘ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛˊɞɟŮɑ ɜŬ ůɡɚɚɏɝŮɘ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞ Ůɑŭɞɠ Űɞɡ 
ůɡůŰɐɛŬŰɞɠ, Űɞ version, ɑůɤɠ ɖ ˊɘɞ Ůˊɘəɑɜŭɡɜɖ Ŭˊɧ ŰŬ ˊŬɟŬˊɎɜɤ Űɞ ɞˊɞɑɞ ŮɜŰɞˊɑůŰɖəŮ əŬɘ ůŰɞɜ 
Windows server 2025 ŮɑɜŬɘ ɖ DCE Services Enumeration ůŰɖɜ ɞˊɞɑŬ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ɗŬ ɛˊɞɟɞɨůŮ ɜŬ 
ɓɟŮɘ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ ŬɜɞɘɢŰɏɠ ɗɨɟŮɠ ɐ  ŮɜŮɟɔɏɠ ɡˊɖɟŮůɑŮɠ əŬɘ ɜŬ ŮűŬɟɛɧůŮɘ brute force ɐ exploitation 
ŮˊɘɗɏůŮɘɠ, ˊŬɟɧɚŬ ŬɡŰɎ əŬɘ ŬɡŰɐ ɖ ɏɜŭŮɘɝɖ ŮɑɜŬɘ ɛŮ ɢɟɩɛŬ ɔŬɚɎɕɘɞ ˊɞɡ ůɖɛŬɑɜŮɘ ɧŰɘ ɏɢŮɘ ˊɞɚɨ ɛɘəɟɐ 
ɏɤɠ ŮɚɎɢɘůŰɖ ůɖɛŬɜŰɘəɧŰɖŰŬ ůɨɛűɤɜŬ əŬɘ ˊɎɚɘ ɛŮ Űɞ ˊɟɧŰɡˊɞ CVSSv3.0. 

 

6.3 Phishing  link ȄȏǾȇȄȒȆ ȋȄ Responder 

 

ȺɘəɧɜŬ 120:Phsing attack 

ɀɘŬ phishing link ŮˊɑɗŮůɖ ůŮ ɏɜŬ ůɨůŰɖɛŬ ŮɑɜŬɘ ɛɘŬ əŬəɧɓɞɡɚɖ ŰŮɢɜɘəɐ ɛɏůɤ Űɖɠ ɞˊɞɑŬɠ ɞɘ 
ŮˊɘŰɘɗɏɛŮɜɞɘ ˊɟɞůˊŬɗɞɨɜ ɜŬ ɝŮɔŮɚɎůɞɡɜ Űɞɡɠ ɢɟɐůŰŮɠ ɔɘŬ ɜŬ ŬˊɞəŬɚɨɣɞɡɜ ˊɟɞůɤˊɘəɏɠ 
ˊɚɖɟɞűɞɟɑŮɠ, ɧˊɤɠ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ, Ŭɟɘɗɛɞɨɠ ˊɘůŰɤŰɘəɩɜ əŬɟŰɩɜ ɐ ɎɚɚŮɠ ŮɡŬɑůɗɖŰŮɠ 
ˊɚɖɟɞűɞɟɑŮɠ. ȷɡŰɐ ɖ ɛɞɟűɐ ŮˊɑɗŮůɖɠ ůɡɜɐɗɤɠ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬɜ ɣŮɨŰɘəɞ ůɨɜŭŮůɛɞ ˊɞɡ ɛɞɘɎɕŮɘ 
ɜɧɛɘɛɞɠ əŬɘ ɛˊɞɟŮɑ ɜŬ ůŰŬɚŮɑ ɛɏůɤ email, ɛɖɜɨɛŬŰɞɠ, əɞɘɜɤɜɘəɩɜ ŭɘəŰɨɤɜ, ɐ ŬəɧɛŬ əŬɘ ŬɜŬŭɡɧɛŮɜɤɜ 
ˊŬɟŬɗɨɟɤɜ (pop-ups) ůŮ ɘůŰɞůŮɚɑŭŮɠ[55]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ 
ůŰɖɜ ŰŮɢɜɘəɐ T1027 - Obfuscated Files or Information. 
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ŪŬ ŮɜŮɟɔɞˊɞɘɐůɞɡɛŮ Űɞɜ responder əŬɘ ɗŬ ˊɎɛŮ ůŰɞ ɗɨɛŬ ɛŬɠ (Windows 11 machine) əŬɘ ɗŬ 
ŮˊɘŭɘɩɝɞɡɛŮ ɜŬ ŮɘůɏɚɗɞɡɛŮ. ŪŬ ŭɘŬˊɘůŰɩůɞɡɛŮ ɧŰɘ ɡˊɎɟɢŮɘ ɛɐɜɡɛŬ ŬˊɞŰɡɢɑŬɠ Űɧůɞ ůŰɖɜ ŮˊɘɗŮŰɘəɐ 
ɛŬɠ ˊɚŬŰűɧɟɛŬ Űɧůɞ əŬɘ ůŰɞ ɗɨɛŬ. 

 

ȺɘəɧɜŬ 121:ȷˊɞŰɡɢɑŬ Responder 

ɄɘɗŬɜɏɠ ŬɘŰɑŮɠ Ŭˊɧ Űɖɜ ˊɚŮɡɟɎɠ Űɞɡ ɗɨɛŬŰɞɠ ɔɘŬ ŰŬ ůɡɔəŮəɟɘɛɏɜŬ error ŮɑɜŬɘ: 

¶ Windows firewall ɧˊɞɡ ŮɛˊɞŭɑɕŮɘ Űɖɜ ůɨɜŭŮůɖ, Űɞ ɞˊɞɑɞ ɏɢɞɡɛŮ 
ŮɜŮɟɔɞˊɞɘɐůŮɘ. 

¶ ȷˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ IPv4 ɐ IPv6, ůŰɞ ɗɨɛŬ ŮɑɜŬɘ ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ Űɞ IPv6. 

 

ȺɘəɧɜŬ 122:ȺɜŰɞˊɘůɛɧɠ Ŭˊɧ Űɞ ɗɨɛŬ 

ȾɎˊɞɘŮɠ Ŭˊɧ Űɘɠ ŬɘŰɑŮɠ ɔɘŬ Űɖɜ ŬˊɞŰɡɢɑŬ ůŰɞ ɗɨɛŬ ŮɑɜŬɘ: 

¶ ɈˊɎɟɢŮɘ ȺɔəŬŰŮůŰɖɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ SSL/TLS:Ƀ server (192.168.95.143) 
ŭŮɜ ɏɢŮɘ ɟɡɗɛɘůŰŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ SSL/TLS, Űɞ ɞˊɞɑɞ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞ ɔɘŬ HTTPS. 

¶ ȺůɤŰŮɟɘəɧ ȹɑəŰɡɞ :ȺɜŭŮɢɞɛɏɜɤɠ ɖ ŭɘŮɨɗɡɜůɖ IP ŬɜɐəŮɘ ůŮ ɏɜŬɜ server ůŮ 
ŮůɤŰŮɟɘəɧ (private) ŭɑəŰɡɞ, ɧˊɞɡ ɞɘ ŭɘŬɢŮɘɟɘůŰɏɠ ŭŮɜ ɏɢɞɡɜ ŮɜŮɟɔɞˊɞɘɐůŮɘ HTTPS, 
ɡˊɞɗɏŰɞɜŰŬɠ ɧŰɘ Űɞ ŭɑəŰɡɞ ŮɑɜŬɘ ŬůűŬɚɏɠ. 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                105 

¶ ɀɖ ȺɜɖɛŮɟɤɛɏɜɞɠ Server: Ƀ server ŮɜŭɏɢŮŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ ˊŬɚŬɘɧŰŮɟŮɠ 
ɟɡɗɛɑůŮɘɠ ɐ ɚɞɔɘůɛɘəɧ ˊɞɡ ŭŮɜ ɡˊɞůŰɖɟɑɕŮɘ HTTPS. 

¶ ɀɖ Ȱɔəɡɟɞ ɐ Ⱥɚɚɘˊɏɠ ɄɘůŰɞˊɞɘɖŰɘəɧ: ȺɎɜ Űɞ HTTPS ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɞ 
ŬɚɚɎ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ SSL/TLS ŮɑɜŬɘ ɛɖ ɏɔəɡɟɞ ɐ ɏɢŮɘ ɚɐɝŮɘ, ɛˊɞɟŮɑ ɜŬ ŮɛűŬɜɑɕŮŰŬɘ ŬɡŰɧ Űɞ 
ɛɐɜɡɛŬ. 

ȯɟŬ ɞɘ ɎɛɡɜŮɠ ůŰɞ ɗɨɛŬ ŮɑɜŬɘ ŬˊɞŰŮɚŮůɛŬŰɘəɏɠ əŬɘ ůɡɔəŮəɟɘɛɏɜŬ Űɞ browser protection. 

6.4 Phishing office file ȄȏǾȇȄȒȆ ȋȄ Unicorn 

ɀɘŬ phishing Office file ŮˊɑɗŮůɖ ŮɑɜŬɘ ɏɜŬɠ Űɨˊɞɠ phishing ŮˊɑɗŮůɖɠ ɧˊɞɡ ɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ 
ɢɟɖůɘɛɞˊɞɘɞɨɜ ɏɜŬ əŬəɧɓɞɡɚɞ ŮəŰŮɚɏůɘɛɞ ŬɟɢŮɑɞ (EXE) ˊɞɡ ɛɞɘɎɕŮɘ ɛŮ ɜɧɛɘɛɞ ŬɟɢŮɑɞ Űɞɡ Microsoft 
Office ɔɘŬ ɜŬ ɝŮɔŮɚɎůɞɡɜ Űɞɡɠ ɢɟɐůŰŮɠ əŬɘ ɜŬ ŮɔəŬŰŬůŰɐůɞɡɜ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ ůŰɞɡɠ 

ɡˊɞɚɞɔɘůŰɏɠ Űɞɡɠ.  

ȺɘəɧɜŬ 123:Phishing attack 

 

-Overview of an attack through malicious MS Office documents.- 

ɄɟɞəŮɘɛɏɜɞɡ ɜŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ Űɞ əŬəɧɓɞɡɚɞ payload ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ Unicorn. 
ɇɞ Magic Unicorn ŮɑɜŬɘ ɏɜŬ Ŭˊɚɧ ŮɟɔŬɚŮɑɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɘŬ ŮˊɑɗŮůɖ ɡˊɞɓɎɗɛɘůɖɠ Űɞɡ 
PowerShell əŬɘ ŮɘůɎɔŮɘ shellcode ŬˊŮɡɗŮɑŬɠ ůŰɖ ɛɜɐɛɖ. ȸŬůɑɕŮŰŬɘ ůŰɘɠ ŮˊɘɗɏůŮɘɠ PowerShell Űɞɡ 
Matthew Graeber əŬɘ ůŰɖɜ ŰŮɢɜɘəɐ ˊŬɟɎəŬɛɣɖɠ Űɞɡ PowerShell ˊɞɡ ˊŬɟɞɡůɑŬůŬɜ ɞɘ David Kennedy 
(TrustedSec) əŬɘ Josh Kelly ůŰɞ Defcon 18[56]. ]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ 
ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1203 - Exploitation for Client Execution. 

 

ȺɘəɧɜŬ 124 :ȺəŰɏɚŮůɖ Unicorn 

ŪŬ ŮəŰŮɚɏůɞɡɛŮ Űɞ Python script unicorn.py Ŭˊɧ Űɞɜ űɎəŮɚɞ 
/home/chronis/Downloads/unicorn-master ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ɛɘŬ ŬɜŰɑůŰɟɞűɖ ůɨɜŭŮůɖ 
(reverse shell), ɛŮ ůəɞˊɧ ɜŬ ɏɢɞɡɛŮ ŬˊɞɛŬəɟɡůɛɏɜɖ ́ ɟɧůɓŬůɖ ůŰɞ Windows 11. ȷűɞɨ ŭɖɚɩůɞɡɛŮ 
Űɖɜ ip ɧˊɞɡ ɗŬ ŮˊɘŭɘɩɝɞɡɛŮ ɜŬ ůɡɜŭŮɗŮɑ Űɞ ɗɨɛŬ ɛŬɠ əŬɘ Űɖ ɗɨɟŬ 443(https) ůŰɞ Űɏɚɞɠ ɓɎɕɞɡɛŮ Űɖɜ 
Ůɜɞɚɐ macro ɖ ɞˊɞɑŬ ŭɖɛɘɞɡɟɔɐůŮɘ əɩŭɘəŬ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŮɜůɤɛŬŰɤɗŮɑ ůŮ ɛɘŬ ɛŬəɟɞŮɜŰɞɚɐ, ɖ ɞˊɞɑŬ 
ɗŬ ɛˊɞɟŮɑ ɜŬ ŮəŰŮɚŮůŰŮɑ ůŮ ɏɔɔɟŬűɞ Űɞɡ Office (ɧˊɤɠ Word ɐ Excel), ŬɜɞɑɔɞɜŰŬɠ Űɞ ŭɟɧɛɞ ɔɘŬ Űɖɜ 
ŮəŰɏɚŮůɖ Űɞɡ əŬəɧɓɞɡɚɞɡ payload. 
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ȺɘəɧɜŬ 125:Malicious Script 

ȸɚɏˊɞɡɛŮ ɧŰɘ ŭɖɛɘɞɡɟɔɐɗɖəŮ ɛŮ ŮˊɘŰɡɢɑŬ əŬɘ ŮɑɜŬɘ ɏŰɞɘɛɖ ɔɘŬ ɜŬ Űɖɜ ŮɘůɎɔɞɡɛŮ ůŮ ɏɜŬ 
əŬəɧɓɞɡɚɞ ŬɟɢŮɑɞ. 

 

ȺɘəɧɜŬ 126:ȺɘůŬɔɤɔɐ malicious script ůŰɞ ŬɟɢŮɑɞ 

ȺɘůɎɔɞɡɛŮ Űɖɜ ɛŬɟəɞŮɜŰɞɚɐ ɛŮ Űɞɜ əŬəɧɓɞɡɚɞ əɩŭɘəŬ ůŰɞ ŬɟɢŮɑɞ əŬɘ ɛɏůɤ Űɖɠ ŮɜŰɞɚɐɠ 
Auto_Open() ŭɖɚɩɜɞɡɛŮ ɧŰɘ ɗɏɚɞɡɛŮ ɜŬ ŮəŰŮɚŮůŰŮɑ ɛɧɚɘɠ ɞ ɢɟɐůŰɖɠ ŬɜɞɑɝŮɘ Űɞ ůɡɔəŮəɟɘɛɏɜɞ excel. 
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ȺɘəɧɜŬ 127:ȺɜŰɞˊɘůɛɞɠ Űɞɡ ŬɟɢŮɑɞɡ əŬɘ ŬˊɞŰɟɞˊɐ ŮəŰɏɚŮůɖɠ 

ɇɞ ŬɟɢŮɑɞ ŮɜŰɞˊɘůŰɖəŮ, ˊɘɗŬɜɎ ůŮɜɎɟɘŬ Űɖɠ ŬɘŰɑŬɠ ŮɜŰɞˊɘůɛɞɨ ŮɑɜŬɘ: 

¶ Windows Deffender Firewall Űɞ ɞˊɞɑɞ ŮɚɏɔɢŮɘ ŰŬ signatures. 

¶ ȺɜůɤɛŬŰɤɛɏɜɖ ˊɟɞůŰŬůɑŬ ůŰŬ office əŬɘ ŬɡŰɞɛɎŰɖ ŬˊŮɜŮɟɔɞˊɞɑɖůɖ Űɤɜ 
ɛŬəɟɞŮɜŰɞɚɩɜ(Űɞ ˊɘɞ ˊɘɗŬɜɧ ɛŮ ɓɎůɖ Űɞ error). 

¶ ȷˊɧ əɎˊɞɘɞ goup policy Űɞ ɞˊɞɑɞ ŬˊŮɜŮɟɔɞˊɞɘŮɑ ɛŬəɟɞŮɜŰɞɚɏɠ ɢɤɟɑɠ 
signature(ŭŮɜ ɏɢɞɡɛŮ ŮűŬɟɛɧůŮɘ əɎˊɞɘŬ ŰɏŰɞɘŬ ˊɞɚɘŰɘəɐ). 

 

6.5 Remote code execution ȋȄ Metasploit 

ɀɘŬ ŮˊɑɗŮůɖ ŬˊɞɛŬəɟɡůɛɏɜɖɠ ŮəŰɏɚŮůɖɠ əɩŭɘəŬ (Remote Code Execution - RCE) ŮɑɜŬɘ ɏɜŬɠ 
Űɨˊɞɠ ŮˊɑɗŮůɖɠ əŬŰɎ Űɞɜ ɞˊɞɑɞ ɏɜŬɠ ŮˊɘŰɘɗɏɛŮɜɞɠ ɛˊɞɟŮɑ ɜŬ ŮəŰŮɚɏůŮɘ əŬəɧɓɞɡɚɞ əɩŭɘəŬ ůŰɞɡɠ 
ɡˊɞɚɞɔɘůŰɏɠ ɐ ůŰɞ ŭɑəŰɡɞ Ůɜɧɠ ɞɟɔŬɜɘůɛɞɨ. ȼ ŭɡɜŬŰɧŰɖŰŬ ŮəŰɏɚŮůɖɠ əɩŭɘəŬ ˊɞɡ ŮɚɏɔɢŮŰŬɘ Ŭˊɧ Űɞɜ 
ŮˊɘŰɘɗɏɛŮɜɞ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ŭɘɎűɞɟɞɡɠ ůəɞˊɞɨɠ, ɧˊɤɠ Űɖɜ ŮɔəŬŰɎůŰŬůɖ Ůˊɘˊɚɏɞɜ 
əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ ɐ Űɖɜ əɚɞˊɐ ŮɡŬɑůɗɖŰɤɜ ŭŮŭɞɛɏɜɤɜ[57]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ 
mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1027 - Obfuscated Files or Information. 

ŪŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ msfvenom ɩůŰŮ ɜŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ɏɜŬ exe ɛŮ ŮɜůɤɛŬŰɤɛɏɜɞ 
payload ɩůŰŮ ɜŬ ŬˊɞəŰɐůɞɡɛŮ remote ́ ɟɧůɓŬůɖ.ɇɞ msfvenom ŮɑɜŬɘ ɏɜŬ ŮɟɔŬɚŮɑɞ ˊɞɡ ŬˊɞŰŮɚŮɑ 
ɛɏɟɞɠ Űɞɡ Metasploit Framework əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ əŬəɧɓɞɡɚɤɜ payloads. ɇɞ 
msfvenom ŮˊɘŰɟɏˊŮɘ ůŰɞɡɠ ɢɟɐůŰŮɠ ɜŬ ŭɖɛɘɞɡɟɔɞɨɜ ˊɟɞůŬɟɛɞůɛɏɜŬ payloads əŬɘ ɜŬ ŰŬ 
ŮɜůɤɛŬŰɩɜɞɡɜ ůŮ ŭɘɎűɞɟŮɠ ɛɞɟűɏɠ ŬɟɢŮɑɤɜ, ɧˊɤɠ ŮəŰŮɚɏůɘɛŬ ŬɟɢŮɑŬ (.exe), ŬɟɢŮɑŬ əɩŭɘəŬ 
PowerShell, shell scripts, ŬɟɢŮɑŬ DLL, ŬɟɢŮɑŬ PDF, əŬɘ ɎɚɚŬ.ɇɞ Metasploit ŮɑɜŬɘ ɏɜŬ ɘůɢɡɟɧ ˊɚŬɑůɘɞ 
(framework) ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ŭɞəɘɛɏɠ ŭɘŮɑůŭɡůɖɠ (penetration testing) əŬɘ ɔɘŬ Űɞɜ ŮɜŰɞˊɘůɛɧ 
ŮɡˊŬɗŮɘɩɜ ůŮ ŭɑəŰɡŬ əŬɘ ůɡůŰɐɛŬŰŬ. ȹɖɛɘɞɡɟɔɐɗɖəŮ Ŭˊɧ Űɞɜ HD Moore Űɞ 2003 əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ 
ŮɝŮɚɑɢɗɖəŮ ůŮ ɏɜŬ Ŭˊɧ ŰŬ ˊɘɞ ŭɘŬŭŮŭɞɛɏɜŬ ŮɟɔŬɚŮɑŬ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ŬůűɎɚŮɘŬɠ ˊɚɖɟɞűɞɟɘɩɜ. Ʉɚɏɞɜ, 
Űɞ Metasploit ŬɜŬˊŰɨůůŮŰŬɘ əŬɘ ůɡɜŰɖɟŮɑŰŬɘ Ŭˊɧ Űɖɜ ŮŰŬɘɟŮɑŬ Rapid7[58]. 
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ȺɘəɧɜŬ 128:ȹɖɛɘɞɡɟɔɑŬ malicious exe ɛŮ Űɞ msfvenom 

ȹɖɛɘɞɡɟɔɩ Űɞ payload ɛŮ Űɞɡɠ ˊŬɟŬˊɎɜɤ ˊŬɟɎɛŮŰɟɞɨɠ ɛŮ ůəɞˊɧ ɜŬ ŬˊɞəŰɐůɤ metepreter 
session, ŬɜŬɚɡŰɘəɎ ˊŬɟŬəɎŰɤ: 

-p: ȾŬɗɞɟɑɕŮɘ Űɞ Ůɑŭɞɠ Űɞɡ payload (ˊ.ɢ., windows/meterpreter/reverse_tcp). 

(To Meterpreter ́ ŬɟɏɢŮɘ ɏɜŬ ŭɘŬŭɟŬůŰɘəɧ ˊŮɟɘɓɎɚɚɞɜ ŮɜŰɞɚɩɜ ɔɘŬ ŬˊɞɛŬəɟɡůɛɏɜɞ ɏɚŮɔɢɞ 
Űɞɡ ůɡůŰɐɛŬŰɞɠ-ůŰɧɢɞɡ əŬɘ ŭɡɜŬŰɧŰɖŰŮɠ ɧˊɤɠ ŬɜɎəŰɖůɖ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ, əŬŰŬɔɟŬűɐ əɑɜɖůɖɠ 
ŭɘəŰɨɞɡ.) 

LHOST: ȼ ŭɘŮɨɗɡɜůɖ IP Űɞɡ ůɡůŰɐɛŬŰɞɠ ˊɞɡ ɗŬ ŭɏɢŮŰŬɘ Űɖ ůɨɜŭŮůɖ (192.168.95.143->kali 
linux IP). 

LPORT->4444: ȼ ɗɨɟŬ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ Űɖ ůɨɜŭŮůɖ. 

-f->exe: ȾŬɗɞɟɑɕŮɘ Űɖ ɛɞɟűɐ Űɞɡ ŬɟɢŮɑɞɡ (ˊ.ɢ., exe, elf, raw, python). 

-o->Ceofile.exe: ɃɟɑɕŮɘ Űɞ ɧɜɞɛŬ Űɞɡ ŬɟɢŮɑɞɡ ůŰɞ ɞˊɞɑɞ ɗŬ ŬˊɞɗɖəŮɡŰŮɑ Űɞ payload. 

ȷűɞɨ ŭɖɛɘɞɡɟɔɖɗŮɑ Űɞ əŬəɧɓɞɡɚɞ exe ɓɎɕɞɡɛŮ Űɞ ŬɟɢŮɑɞ ůŮ ɏɜŬ usb əŬɘ ˊɟɞůˊŬɗɞɨɛŮ ɜŬ Űɞ 
ɛŮŰŬűɏɟɞɡɛŮ ůŰɞ Victim(Windows 11). 

 

ȺɘəɧɜŬ 129:ȷˊɞŰɟɞˊɐ ŮəŰɏɚŮůɖɠ malicious exe 

Ⱥŭɩ ɓɚɏˊɞɡɛŮ ɧŰɘ ŰŬ Windows ŮɜŰɞˊɑɕɞɡɛŮ Űɞ ɛɞɚɡůɛɏɜɞ ŬɟɢŮɑɞ əŬɘ ŬˊɞŰɟɏˊɞɡɜ ŬəɧɛŬ əŬɘ 
Űɖɜ ɛŮŰŬűɞɟɎ Űɞɡ. 

Error 0x800700E1: ȷɡŰɧɠ Űɞ ůűɎɚɛŬ ůɡɜɐɗɤɠ ŮɛűŬɜɑɕŮŰŬɘ ɧŰŬɜ ŰŬ Windows ŮɜŰɞˊɑɕɞɡɜ ɧŰɘ 
ɏɜŬ ŬɟɢŮɑɞ ˊŮɟɘɏɢŮɘ əŬəɧɓɞɡɚɞ ɐ ŭɡɜɖŰɘəɎ Ůˊɘəɑɜŭɡɜɞ ɚɞɔɘůɛɘəɧ. 

ɀɏɔŮɗɞɠ ŬɟɢŮɑɞɡ: 0 bytes: ȷɡŰɧ ŭŮɑɢɜŮɘ ɧŰɘ Űɞ ŬɟɢŮɑɞ ŭŮɜ ɛŮŰŬűɏɟɗɖəŮ, ˊɘɗŬɜɩɠ ɚɧɔɤ Űɞɡ 
ŬˊɞəɚŮɘůɛɞɨ Ŭˊɧ Űɞ antivirus Űɤɜ Windows. 
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ȺɘəɧɜŬ 130:ȺɜŰɞˊɘůɛɧɠ Ŭˊɞ Űɞ antivirus 

Ⱥˊɘˊɚɏɞɜ ůŰɖɜ ɞɗɧɜɖ ɛŬɠ ŮɛűŬɜɑɕŮŰŬɘ Űɞ ˊŬɟŬˊɎɜɤ pop up ́ ɞɡ ůɖɛŬɑɜŮɘ ɧŰɘ Űɞ Microsoft 
Defender Antivirus ŮɜŰɧˊɘůŮ əɎˊɞɘŮɠ ŬˊŮɘɚɏɠ ůŰɞ ůɨůŰɖɛŬ. ɄɖɔŬɑɜɞɜŰŬɠ ŮɜŰɧɠ Űɞɡ Windows Security 
ɗŬ ŭɞɨɛŮ ɧŰɘ ɏɢŮɘ ŮɜŰɞˊɑůŮɘ Ŭəɟɘɓɩɠ Űɖɜ ŬˊŮɘɚɐ. 

 

ȺɘəɧɜŬ 131:ȺɜŰɞˊɘůɛɧɠ Űɖɠ ŬˊŮɘɚɐɠ 

ȼ ɏɜŭŮɘɝɖ /Obfuse.JR!MTB ŮɑɜŬɘ ɞ Űɨˊɞɠ Űɖɠ əŬəɧɓɞɡɚɖɠ ŬˊŮɘɚɐɠ. ɇɞ ůɡɔəŮəɟɘɛɏɜɞ trojan 
ŮɑɜŬɘ Trojan Downloader, ŭɖɚŬŭɐ Űo payload ́ɞɡ ɗŬ ˊɟɞůˊŬɗɞɨůŬɛŮ ɜŬ ŰɟɏɝɞɡɛŮ ůŰɞ Windows 11. 
Ⱥɜɩ Űɞ Severity ɛŮ ŰɑŰɚɞ Severe ůɖɛŬɑɜŮɘ ɧŰɘ ŬɡŰɐ ɖ ŬˊŮɘɚɐ ŮɑɜŬɘ ůɞɓŬɟɐ əŬɘ ɛˊɞɟŮɑ ɜŬ ˊɟɞəŬɚɏůŮɘ 
ůɖɛŬɜŰɘəɐ ɕɖɛɘɎ ůŰɞ ůɨůŰɖɛŬ ɐ ɜŬ ɞŭɖɔɐůŮɘ ůŮ ˊŬɟŬɓɑŬůɖ ŭŮŭɞɛɏɜɤɜ. 

ɇɟɏɢɞɡɛŮ Űɖɜ ɑŭɘŬ ŮˊɑɗŮůɖ ůŮ Ɏɚɚɞ ɗɨɛŬ-physical Windows 11 ɛŮ Űɞɜ  Windows Defender əŬɘ 
Űɞɜ application guard ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ əŬɘ ɓɚɏˊɞɡɛŮ ɧŰɘ ɖ ŮˊɑɗŮůɖ ŮɑɜŬɘ ŮˊɘŰɡɢɐɠ. 

 

ȺɘəɧɜŬ 132:ȺˊɘŰɡɢɘŬ ŮˊɑɗŮůɖɠ ůŮ desktop ɛŮ ŬˊŮɜŮɟɔɞˊɞɘɖɛɏɜɞ defender 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                110 

6.6 Brute force attack ȋȄ Hydra 

 

ȺɘəɧɜŬ 133:Brute force attack 

ɀɘŬ Brute Force Attack (ŮˊɑɗŮůɖ ɤɛɐɠ ɓɑŬɠ) ŮɑɜŬɘ ɛɘŬ ɛɏɗɞŭɞɠ əɡɓŮɟɜɞŮˊɑɗŮůɖɠ əŬŰɎ Űɖɜ 
ɞˊɞɑŬ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ˊɟɞůˊŬɗŮɑ ɜŬ ůˊɎůŮɘ ɏɜŬɜ əɤŭɘəɧ ˊɟɧůɓŬůɖɠ, ɏɜŬɜ əɟɡˊŰɞɔɟŬűɖɛɏɜɞ əɩŭɘəŬ 
ɐ ɏɜŬ əɚŮɘŭɑ ŭɞəɘɛɎɕɞɜŰŬɠ ůɡůŰɖɛŬŰɘəɎ ɧɚŮɠ Űɘɠ ˊɘɗŬɜɏɠ ůɡɜŭɡŬůŰɘəɏɠ ˊŬɟŬɚɚŬɔɏɠ ɛɏɢɟɘ ɜŬ ɓɟŮɘ Űɖ 
ůɤůŰɐ. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1110.003 - Password 
Spraying. 

ŪŬ ŮəŰŮɚɏůɞɡɛŮ brute force ůŰɖ ˊɧɟŰŬ 3389 ˊɞɡ ŰɟɏɢŮɘ ɖ ɡˊɖɟŮůɑŬ rdp. ũɘŬ ŬɡŰɐ Űɖ 
ŭɘŬŭɘəŬůɑŬ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ ŮɟɔŬɚŮɑɞ HYDRA. ŪŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ŭɡɞ ɚɑůŰŮɠ ˊɞɡ ɗŬ 
ŭɩůɞɡɛŮ ɤɠ ˊŬɟŬɛɏŰɟɞɡɠ ůŰɞ ŮɟɔŬɚŮɑɞ. ȼ ɛɘŬ ɚɑůŰŬ ŬɜŬűɏɟŮŰŬɘ ůŰŬ ˊɘɞ ˊɘɗŬɜɎ usernames əŬɘ ɖ 
Ɏɚɚɖ ɚɑůŰŬ ůŰŬ ˊɘɞ ˊɘɗŬɜɎ passwords əŬɘ ɗŬ ˊɟɞůˊŬɗɐůɞɡɛŮ ɛŮ ŬɚɡůɘŭɤŰɏɠ ŭɞəɘɛɏɠ ɜŬ ɛŬɜŰɏɣɞɡɛŮ 
Űɞɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ. ɇɞ Hydra ŮɑɜŬɘ ɏɜŬ ŮɟɔŬɚŮɑɞ ɔɘŬ Űɖɜ ˊŬɟŬɓɑŬůɖ əɤŭɘəɩɜ ˊɟɧůɓŬůɖɠ ɛɏůɤ 
ˊŬɟɎɚɚɖɚɤɜ ŮˊɘɗɏůŮɤɜ (parallelized login cracker), Űɞ ɞˊɞɑɞ ɡˊɞůŰɖɟɑɕŮɘ ˊɚɖɗɩɟŬ ˊɟɤŰɞəɧɚɚɤɜ 
ɔɘŬ Űɖɜ ŮəŰɏɚŮůɖ ŮˊɘɗɏůŮɤɜ. ȺɑɜŬɘ ɘŭɘŬɑŰŮɟŬ ɔɟɐɔɞɟɞ əŬɘ ŮɡɏɚɘəŰɞ, əŬɘ ŮˊɘŰɟɏˊŮɘ Űɖɜ Ůɨəɞɚɖ ˊɟɞůɗɐəɖ 
ɜɏɤɜ modules ɔɘŬ Űɖɜ ɡˊɞůŰɐɟɘɝɖ Ůˊɘˊɚɏɞɜ ˊɟɤŰɞəɧɚɚɤɜ ɐ Űɨˊɤɜ ŮˊɘɗɏůŮɤɜ[59]. 

 

ȺɘəɧɜŬ 134:ȺəŰɏɚŮůɖ Hydra 

BɚɏˊɞɡɛŮ ɧŰɘ ɞɘ ˊɟɞůˊɎɗŮɘŮɠ ŬˊɞŰɡɔɢɎɜɞɡɜ ŮˊŮɘŭɐ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ůɨɜŭŮůɖ ɛɏůɤ rdp, 
ŬəɧɛŬ əŬɘ ůɤůŰɞɑ ɜŬ ŮɑɜŬɘ ɞɘ əɤŭɘəɞɑ ˊɞɡ ŭɞəɘɛɎɕŮɘ Űɞ hydra ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮˊɘŰŮɡɢɗŮɑ Űɞ ůˊɎůɘɛɞ 
Űɞɡ ɢɟɐůŰɖ əŬɗɩɠ əɧɓŮŰŬɘ ůŰɖɜ remote ́ ɟɧůɓŬůɖ. Ƀɘ ɎɛɡɜŮɠ ˊɞɡ ɏɢɞɡɛŮ ŮűŬɟɛɧůŮɘ űŬɑɜŮŰŬɘ ɜŬ 
ŮɑɜŬɘ ŮˊɘŰɡɢɐɠ ŮɑŰŮ ˊɟɧəŮɘŰŬɘ ɔɘŬ Űɞ firewall ɐ Űɘɠ ɟɡɗɛɑůŮɘɠ ŭɘəŰɨɞɡ, ŮɑŰŮ ŰŬ group policies, ŬəɧɛŬ əŬɘ 
ɜŬ ɛˊɞɟɏůŮɘ ɜŬ ˊŮɟɎůŮɘ Űɖɜ rdp ́ ɟɧůɓŬůɖ ɐ ɜŬ ɓɟŮɑ əɎˊɞɘŬ Ɏɚɚɖ ɗɨɟŬ ŭɘŬɗɏůɘɛɖ ɞɘ ɎɛɡɜŮɠ ˊɞɡ 
ɏɢɞɡɛŮ ɓɎɚŮɘ ůŰŬ accounts ɧˊɤɠ Űɞ mfa, windows hello əŰɚ ɗŬ ŭɡůəɞɚɏɣɞɡɜ Ůɝɑůɞɡ Űɖɜ ˊɟɧůɓŬůɖ. 



ɀŮŰŬˊŰɡɢɘŬəɐ ȹɘŬŰɟɘɓɐ  ūɘűɚɐɠ ɉɟɧɜɖɠ 

ввввввввввввввввввввввввввввввввввввв 

ȷůűɎɚŮɘŬ ůŮ ůɡůŰɐɛŬŰŬ Űɤɜ Windows 11 əŬɘ Windows Server 2025                                                                                111 

6.7 Client-Side attack 

 

ȺɘəɧɜŬ 135:Client Side Attack 

ɀɘŬ client-side attack (ŮˊɑɗŮůɖ Ŭˊɧ Űɖɜ ˊɚŮɡɟɎ Űɞɡ ˊŮɚɎŰɖ) ŮɑɜŬɘ ɏɜŬɠ Űɨˊɞɠ 
əɡɓŮɟɜɞŮˊɑɗŮůɖɠ ˊɞɡ ůŰɞɢŮɨŮɘ ŬˊŮɡɗŮɑŬɠ Űɞɜ ɢɟɐůŰɖ (ˊŮɚɎŰɖ) Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ, ůɡɜɐɗɤɠ 
ŮəɛŮŰŬɚɚŮɡɧɛŮɜɞɠ ŮɡˊɎɗŮɘŮɠ ůŮ ɚɞɔɘůɛɘəɧ ɐ ŮűŬɟɛɞɔɏɠ ˊɞɡ Űɟɏɢɞɡɜ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ Űɞɡ. Ƀɘ client-
side ŮˊɘɗɏůŮɘɠ ůɡɢɜɎ ŮəɛŮŰŬɚɚŮɨɞɜŰŬɘ ˊɟɞɔɟɎɛɛŬŰŬ ɧˊɤɠ ɞɘ űɡɚɚɞɛŮŰɟɖŰɏɠ (browsers), ŰŬ 
ˊɟɞɔɟɎɛɛŬŰŬ ŬɜɎɔɜɤůɖɠ PDF, ɞɘ media players, əŬɘ ɎɚɚŮɠ ŮűŬɟɛɞɔɏɠ ˊɞɡ ůɡɜŭɏɞɜŰŬɘ ɛŮ ŮɝɤŰŮɟɘəɧ 
ˊŮɟɘŮɢɧɛŮɜɞ[60]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1082 - 
System Information Discovery. 

 

 

ȺɘəɧɜŬ 136:ȷɜŬɛɞɜɐ ɔɘŬ ůɨɜŭŮůɖ 

ɇɞ ůɡɔəŮəɟɘɛɏɜɞ exploit ůŰɞɢŮɨŮɘ Űɖɜ ŮɡˊɎɗŮɘŬ MS11-003 Űɞɡ Internet Explorer ɛɏůɤ Ůɜɧɠ 
əŬəɧɓɞɡɚɞɡ ůɡɜŭɏůɛɞɡ. ɋůŰɧůɞ, Űɞ exploit ŭŮɜ əŬŰɎűŮɟŮ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ ůɡɜŮŭɟɑŬ, ˊɞɡ ůɖɛŬɑɜŮɘ 
ɧŰɘ ŭŮɜ ŮˊɘŰŮɨɢɗɖəŮ ŬˊɞɛŬəɟɡůɛɏɜɞɠ ɏɚŮɔɢɞɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ-ůŰɧɢɞɡ. ȷɡŰɧ ůɡɜɏɓɖ əŬɗɩɠ ɞ 
ŬɛɡɜɧɛŮɜɞɠ ɏɢŮɘ ŮűŬɟɛɧůŮɘ browser protection ɧˊɤɠ ŮɑŭŬɛŮ əŬɘ ůŮ ˊɘɞ ˊɎɜɤ əŮűɎɚŬɘɞ, ɛŮ Űɖɜ 
ŬˊɞŰɟɞˊɐ ɘŭɘŬɑŰŮɟŬ Űɞɡ http . 
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ȺɘəɧɜŬ 137:ȷˊɞŰɟɞˊɐ ŮˊɑɗŮůɖɠ 

ȹɞəɘɛɎɕɞɡɛŮ Ŭˊɧ Űɞ Linux ɛɖɢɎɜɖɛŬ ɜŬ ŭɞɨɛŮ Ŭɜ Űɞ exploit ɚŮɘŰɞɡɟɔŮɑ  əŬɘ ɓɚɏˊɞɡɛŮ ɧŰɘ ɖ 
ŮˊɑɗŮůɖ ŮɑɜŬɘ ŮˊɘŰɡɢɐɠ. 

 

ȺɘəɧɜŬ 138:ȹɞəɘɛɐ əŬɘ ŮˊɘŰɡɢɑŬ ŮˊɑɗŮůɖɠ ůŮ kali linux machine 

 

6.8 Bypassing Antivirus ȄȏǾȇȄȒȆ ȋȄ Veil 

 

ȺɘəɧɜŬ 139:Bypassing antivirus 

ȼ bypassing antivirus ŮˊɑɗŮůɖ ŮɑɜŬɘ  ŰŮɢɜɘəɏɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ ŮˊɘŰɘɗɏɛŮɜɞɘ ɔɘŬ ɜŬ 
ˊŬɟŬəɎɛɣɞɡɜ ɐ ɜŬ Ŭˊɞűɨɔɞɡɜ Űɖɜ ŬɜɑɢɜŮɡůɖ Ŭˊɧ ɚɞɔɘůɛɘəɧ ˊɟɞůŰŬůɑŬɠ (antivirus ɐ antimalware). 
ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůɡɢɜɎ ůŮ ŮˊɘɗɏůŮɘɠ ɔɘŬ ɜŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ Űɞ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ 
ɐ Űɞ payload ˊɞɡ ɛŮŰŬűɏɟŮɘ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ŭŮɜ ɗŬ ŮɜŰɞˊɘůŰŮɑ əŬɘ ɗŬ ŮəŰŮɚŮůŰŮɑ ŮˊɘŰɡɢɩɠ ůŰɞ ůɨůŰɖɛŬ 
Űɞɡ ɗɨɛŬŰɞɠ. ũɘŬ ɜŬ Űɖɜ ŮˊɘŰɨɢɞɡɛŮ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ Veil. ɇɞ Veil ŮɑɜŬɘ ɏɜŬ ŮɟɔŬɚŮɑɞ ŬɜɞɘɢŰɞɨ 
əɩŭɘəŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ əŬəɧɓɞɡɚɤɜ payloads (ˊ.ɢ., shellcode ɐ ŮəŰŮɚɏůɘɛŬ 
ŬɟɢŮɑŬ) ŰŬ ɞˊɞɑŬ ɏɢɞɡɜ ůɢŮŭɘŬůŰŮɑ ɔɘŬ ɜŬ ˊŬɟŬəɎɛˊŰɞɡɜ ŰŬ ˊŬɟŬŭɞůɘŬəɎ antivirus (AV) əŬɘ ɚɨůŮɘɠ 
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ŬůűŬɚŮɑŬɠ[67]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1027 - 
Obfuscated Files or Information. 

 

 

ȺɘəɧɜŬ 140:Veil tools 

ȷɜɞɑɔɞɡɛŮ Űɞ veil ůŰɞ kali linux ɛɖɢɎɜɖɛŬ əŬɘ ɓɚɏˊɞɡɛŮ Ů ŭɘŬɗɏůɘɛŬ ŮɟɔŬɚŮɑŬ ɔɘŬ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ. 

 

ȺɘəɧɜŬ 141:Veil payloads 

ȺˊɘɚɏɔɞɡɛŮ Űɞ evasion əŬɘ ɓɚɏˊɞɡɛŮ ɧŰɘ ŭɘŬɗɏŰŮɘ 42 payloads ŰŬ ɞˊɞɑŬ ɛˊɞɟɞɨɛŮ ɜŬ 
ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ. 

 

 

ȺɘəɧɜŬ 142:Selected payload 

ŪŬ ŮˊɘɚɏɝɞɡɛŮ Űɞ ůɡɔəŮəɟɘɛɏɜɞ payload Űɞ ɞˊɞɑɞ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɘŬ ŬɜŰɑůŰɟɞűɖ ůɨɜŭŮůɖ http 
ɩůŰŮ ɜŬ ŬˊɞəŰɐůɞɡɛŮ ˊɟɧůɓŬůɖ əŬɘ ɜŬ ˊŬɟŬəɎɛɣɞɡɛŮ Űɞ windows antivirus. 
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ȺɘəɧɜŬ 143:set up payload 

ɅɡɗɛɑɕɞɡɛŮ Űɞ payload ɛŮ Űɘɠ ˊŬɟŬəɎŰɤ Ůˊɘɚɞɔɏɠ: 

¶ set lhost 192.168.64.129: ɃɟɑɕŮɘ Űɖ ŭɘŮɨɗɡɜůɖ IP Űɞɡ ŮˊɘŰɘɗɏɛŮɜɞɡ (Local 
Host) ɧˊɞɡ Űɞ ɗɨɛŬ ɗŬ ůɡɜŭŮɗŮɑ. 

¶ set lport 8080: ɃɟɑɕŮɘ Űɖ ɗɨɟŬ (Port) ůŰɖɜ ɞˊɞɑŬ ɗŬ ŬəɞɨŮɘ ɞ ŮˊɘŰɘɗɏɛŮɜɞɠ ɔɘŬ 
Űɖɜ ŮɘůŮɟɢɧɛŮɜɖ ůɨɜŭŮůɖ Ŭˊɧ Űɞ ɗɨɛŬ. 

¶ set PROCESSORS 2: ɃɟɑɕŮɘ Űɞɜ Ŭɟɘɗɛɧ ŮˊŮɝŮɟɔŬůŰɩɜ ˊɞɡ ɗŬ 
ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ. 

¶ set SLEEP 9: ȾŬɗɞɟɑɕŮɘ Űɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ŬɜŬɛɞɜɐɠ (ůŮ ŭŮɡŰŮɟɧɚŮˊŰŬ) 
ɛŮŰŬɝɨ Űɤɜ ŬɘŰɖɛɎŰɤɜ ůɨɜŭŮůɖɠ. 

¶ set MINPROCS 1: ɅɡɗɛɑɕŮɘ Űɞɜ ŮɚɎɢɘůŰɞ Ŭɟɘɗɛɧ ŮˊŮɝŮɟɔŬůŰɩɜ ˊɞɡ 
ŬˊŬɘŰɞɨɜŰŬɘ. 

¶ set RAMCHECK true: ȺɜŮɟɔɞˊɞɘŮɑ Űɞɜ ɏɚŮɔɢɞ ɛɜɐɛɖɠ RAM ɔɘŬ ɜŬ 
ŮɝŬůűŬɚɘůŰŮɑ ɧŰɘ ɡˊɎɟɢɞɡɜ ŮˊŬɟəŮɑɠ ˊɧɟɞɘ. 

 

ȺɘəɧɜŬ 144:ȹɖɛɘɞɡɟɔɑŬ malicious exe 

ȹɖɛɘɞɡɟɔŮɑŰŬɘ Űɞ malicious exe Űɞ ɞˊɞɑɞ ɛɧɚɘɠ Űɞ ŰɟɏɝŮɘ Űɞ ɗɨɛŬ ɏɢŮɘ ůəɞˊɧ ɜŬ ŬˊɞəŰɐůŮɘ 
ˊɟɧůɓŬůɖ ůŰɞ Windows 11 ɛɖɢɎɜɖɛŬ ˊŬɟŬəɎɛˊŰɞɜŰŬɠ Űɞɜ Windows Defeder, Űɞ ɧɜɞɛŬ ɏɢŮɘ ɤɠ 
ůŰɧɢɞ ɜŬ <<ŰɟɞɛɞəɟŬŰɐůŮɘ>> ɐ ˊɘɏůŮɘ Űɞ <<ɗɨɛŬ>> ɩůŰŮ ɜŬ ˊŬŰɐůŮɘ ˊɘɞ ŮɨəɞɚŬ Űɞ əɚɘə ˊɞɡ ɗŬ ɛŬɠ 
ŭɩůŮɘ ˊɟɧůɓŬůɖ. 

 

ȺɘəɧɜŬ 145:ŬɟɢŮɑɞ 

ȺɘůɎɔɞɡɛŮ Űɞ ŬɟɢŮɑɞ ůŮ ɏɜŬ usb. 
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ȺɘəɧɜŬ 146:EɜŰɞˊɘůɛɧɠ əŬŰɎ Űɖɜ ɛŮŰŬűɞɟɎ ɛŮ usb 

ȸɚɏˊɞɡɛŮ ɧŰɘ ɛɧɚɘɠ Űɞ ŰɞˊɞɗŮŰɞɨɛŮ ůŰɞɜ ɡˊɞɚɞɔɘůŰɐ-ůŰɧɢɞ ɡˊɎɟɢŮɘ Ůɘŭɞˊɞɑɖůɖ ɧŰɘ ɡˊɎɟɢŮɘ 
ˊɟɧɓɚɖɛŬ ɛŮ Űɞ usb əŬɘ ˊɟɏˊŮɘ ɜŬ ɔɑɜŮɘ scan. 

 

ȺɘəɧɜŬ 147:ȺɜŰɞˊɘůɛɧɠ Ŭˊɧ Windows Security 

ɀŬɠ ŮɛűŬɜɑɕŮŰŬɘ ɛɧɚɘɠ ŮɘůŮɟɢɧɛŬůŰŮ ɛɏůŬ ůŰɞ usb ɛɘŬ Ůɘŭɞˊɞɑɖůɖ Ŭˊɧ Űɞ Windows Security 
(Microsoft Defender Antivirus), ɖ ɞˊɞɑŬ ŮɜɖɛŮɟɩɜŮɘ ɧŰɘ ɏɢɞɡɜ ɓɟŮɗŮɑ ŬˊŮɘɚɏɠ ůŰɞ ůɨůŰɖɛŬ. ȼ 
Ůɘŭɞˊɞɑɖůɖ ˊŬɟɏɢŮɘ Űɖɜ Ůˊɘɚɞɔɐ ñGet detailsò ɔɘŬ ˊŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɘɠ ŬˊŮɘɚɏɠ 
ˊŬɟɧɚŬ ŬɡŰɎ ŮɛŮɑɠ ˊŬŰɎɛŮ  Űɞ əɞɡɛˊɑ ñDismissò ɔɘŬ ɜŬ ŬˊɞɟɟɑɣɞɡɛŮ Űɖɜ Ůɘŭɞˊɞɑɖůɖ. 

 

ȺɘəɧɜŬ 148:ȷˊɞŰɟɞˊɐ ŮəŰɏɚŮůɖɠ Űɞɡ exe 

ɄɟɞůˊŬɗɞɨɛŮ ɜŬ ŬɜɞɑɝɞɡɛŮ Űɞ ŬɟɢŮɑɞ əŬɘ ɓɚɏˊɞɡɛŮ Űɞ ˊŬɟŬˊɎɜɤ ɛɐɜɡɛŬ. ȼ ŮɘəɧɜŬ ŭŮɑɢɜŮɘ 
ɏɜŬ ɛɐɜɡɛŬ ůűɎɚɛŬŰɞɠ, Űɞ ɞˊɞɑɞ ŭɖɚɩɜŮɘ ɧŰɘ Űɞ ŬɟɢŮɑɞ ɛŮ ɧɜɞɛŬ D:\CeoOrders.exe ŭŮɜ ɛˊɞɟŮɑ ɜŬ 
ŮəŰŮɚŮůŰŮɑ. Ƀ ɚɧɔɞɠ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ŮɑɜŬɘ ɧŰɘ Űɞ ŬɟɢŮɑɞ ˊŮɟɘɏɢŮɘ ɘɧ ɐ ŭɡɜɖŰɘəɎ ŬɜŮˊɘɗɨɛɖŰɞ ɚɞɔɘůɛɘəɧ. 
ȹɘŬˊɘůŰɩɜɞɡɛŮ ɧŰɘ Űɞ Windows Defender antivirus ˊɞɡ ɏɢɞɡɛŮ ŮɜŮɟɔɞˊɞɘɐůŮɘ ɚŮɘŰɞɡɟɔŮɑ 
ŬˊɞŰŮɚŮůɛŬŰɘəɎ ŬəɧɛŬ əŬɘ ɔɘŬ Űɞ veil Űɞ ɞˊɞɑɞ ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ ɩůŰŮ ɜŬ ɛɖɜ ŮɑɜŬɘ ŬɜɘůɢɜŮɨůɘɛɞ. 
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6.9 Privilege Escalation ȋȄ ScareCrow 

 

ȺɘəɧɜŬ 149:Priviledge escalation 

ȼ Ⱥɜɑůɢɡůɖ Ʉɟɞɜɞɛɑɤɜ (Privilege Escalation) ˊŮɟɘɚŬɛɓɎɜŮɘ ŰŮɢɜɘəɏɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɞɘ 
ŮˊɘŰɘɗɏɛŮɜɞɘ ɔɘŬ ɜŬ ŬˊɞəŰɐůɞɡɜ ɡɣɖɚɧŰŮɟŬ ŮˊɑˊŮŭŬ ŭɘəŬɘɤɛɎŰɤɜ ůŮ ɏɜŬ ůɨůŰɖɛŬ ɐ ŭɑəŰɡɞ. Ƀɘ 
ŮˊɘŰɘɗɏɛŮɜɞɘ ůɡɢɜɎ ŬˊɞəŰɞɨɜ ŬɟɢɘəɎ ˊɟɧůɓŬůɖ ůŮ ɏɜŬ ŭɑəŰɡɞ ɛŮ ˊŮɟɘɞɟɘůɛɏɜŬ ŭɘəŬɘɩɛŬŰŬ, ŬɚɚɎ 
ɢɟŮɘɎɕɞɜŰŬɘ ŬɡɝɖɛɏɜŬ ˊɟɞɜɧɛɘŬ ɔɘŬ ɜŬ ˊɟɞɢɤɟɐůɞɡɜ ůŰɞɡɠ ůŰɧɢɞɡɠ Űɞɡɠ. ɆɡɜɐɗŮɘɠ ɛɏɗɞŭɞɘ 
ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮəɛŮŰɎɚɚŮɡůɖ ŬŭɡɜŬɛɘɩɜ Űɞɡ ůɡůŰɐɛŬŰɞɠ, ɚŬɜɗŬůɛɏɜɤɜ ɟɡɗɛɑůŮɤɜ əŬɘ 
ŮɡˊŬɗŮɘɩɜ[68]. ũɘŬ ɜŬ Űɖɜ ŮəŰŮɚɏůɞɡɛŮ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ ScareCrow.ɇɞ Scarecrow ŮɑɜŬɘ ɏɜŬ 
ŮɟɔŬɚŮɑɞ ŬɜɞɘɢŰɞɨ əɩŭɘəŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ bypassed payloads ŰŬ ɞˊɞɑŬ 
ŬˊɞűŮɨɔɞɡɜ Űɖɜ ŬɜɑɢɜŮɡůɖ Ŭˊɧ ŰŬ ˊŬɟŬŭɞůɘŬəɎ antivirus əŬɘ ɚɨůŮɘɠ EDR (Endpoint Detection and 
Response)[69]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ T1027 - 
Obfuscated Files or Information. 

 

ȺɘəɧɜŬ 150:ȺəŰɏɚŮůɖ ScareCrow 

ɂŮəɘɜɎɛŮ Űɞ ScareCrow Ŭˊɧ Űɞ kali linux machine ɛŬɠ. Ɇəɞˊɧɠ ɛŬɠ ŮɑɜŬɘ ɜŬ ŬˊɞəŰɐůɞɡɛŮ 
ˊɟɧůɓŬůɖ əŬɘ ůŮ ŭŮɨŰŮɟɞ ɢɟɧɜɞ ɜŬ əɎɜɞɡɛŮ ŮˊŬɨɝɖůɖ ŭɘəŬɘɤɛɎŰɤɜ. 
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ȺɘəɧɜŬ 151:ȹɖɛɘɞɡɟɔɑŬ Űɞɡ CeoImportantMessage.bin 

ȹɖɛɘɞɡɟɔɞɨɛŮ Űɞ ŬɟɢŮɑɞ CeoImportantMessage.bin  Űɞ ɞˊɞɑɞ ŮɑɜŬɘ ɏɜŬ ŭɡŬŭɘəɧ ŬɟɢŮɑɞ ˊɞɡ 
ˊŮɟɘɏɢŮɘ Űɞ əŬəɧɓɞɡɚɞ payload. ȳŰŬɜ ŮəŰŮɚŮůŰŮɑ ůŮ ůɨůŰɖɛŬ Windows, ɗŬ ˊɟɞůˊŬɗɐůŮɘ ɜŬ ůɡɜŭŮɗŮɑ 
ɛŮ Űɖ ŭɘŮɨɗɡɜůɖ 192.168.64.129 ɛɏůɤ Űɖɠ ɗɨɟŬɠ 443 əŬɘ ɜŬ ŮɔəŬŰŬůŰɐůŮɘ Űɞ Meterpreter, 
ˊŬɟɏɢɞɜŰŬɠ ůŰɞɜ ŮˊɘŰɘɗɏɛŮɜɞ ˊɟɧůɓŬůɖ ůŰɞ ůɨůŰɖɛŬ. 

 

ȺɘəɧɜŬ 152:ȹɖɛɘɞɡɟɔɑŬ Űɞɡ exe 

ȹɖɛɘɞɡɟɔɐůŬɛŮ ɏɜŬ ŮəŰŮɚɏůɘɛɞ exe ɛŮ ɧɜɞɛŬ Powerpt.exe Űɞ ɞˊɞɑɞ: 

¶ ɀɘɛŮɑŰŬɘ ɘŭɘɧŰɖŰŮɠ ɜɧɛɘɛɞɡ ɚɞɔɘůɛɘəɞɨ. 

¶ ɄŬɟŬəɎɛˊŰŮɘ ɛɖɢŬɜɘůɛɞɨɠ ŬɜɑɢɜŮɡůɖɠ ɧˊɤɠ ETW, AMSI. 

¶ ȺɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜɞ ɔɘŬ ɜŬ ŭɡůəɞɚɏɣŮɘ Űɖɜ ŬɜɑɢɜŮɡůɖ Ŭˊɧ antivirus. 

¶ ɈˊɞɔɟɎűŮŰŬɘ ɣŮɡŭɩɠ ɛŮ ˊɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɜŬ űŬɑɜŮŰŬɘ ˊɘɞ ŬɝɘɧˊɘůŰɞ. 
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ȺɘəɧɜŬ 153:ŬɟɢŮɑɞ 

To ŮɘůɎɔɞɡɛŮ ůŮ ɏɜŬ Usb. 

 

 

ȺɘəɧɜŬ 154:ŬɜŬɛɞɜɐ ɔɘŬ ůɡɜŭɏůŮɘɠ 

ȾɎɜɞɡɛŮ ɢɟɐůɖ Űɞɡ ŮɟɔŬɚŮɑɞɡ Metasploit Framework ɔɘŬ Űɖ ɟɨɗɛɘůɖ Ůɜɧɠ reverse TCP 
handler, ɞ ɞˊɞɑɞɠ ŬɜŬɛɏɜŮɘ ŮɘůŮɟɢɧɛŮɜŮɠ ůɡɜŭɏůŮɘɠ Ŭˊɧ Űɞ əŬəɧɓɞɡɚɞ payload. 

 

ȺɘəɧɜŬ 155:ȷˊɞŰɟɞˊɐ ŮəŰɏɚŮůɖɠ 

ȼ Ůɘŭɞˊɞɑɖůɖ Ŭˊɧ Űɞ ůɨůŰɖɛŬ ŭŮɑɢɜŮɘ ɧŰɘ Űɞ ŬɟɢŮɑɞ D:\Powerpnt.exe (ˊɘɗŬɜɩɠ Űɞ ŮəŰŮɚɏůɘɛɞ 
ŬɟɢŮɑɞ Űɞɡ PowerPoint) ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮəŰŮɚŮůŰŮɑ, ŮˊŮɘŭɐ ɏɢŮɘ ɢŬɟŬəŰɖɟɘůŰŮɑ ɤɠ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ 
ɐ ŭɡɜɖŰɘəɎ ŬɜŮˊɘɗɨɛɖŰɞ ɚɞɔɘůɛɘəɧ (Potentially Unwanted Software). 

ɀɏŰɟŬ ŰŬ ɞˊɞɑŬ ˊɘɗŬɜɩɠ ɞűŮɑɚɞɜŰŬɘ ɔɘŬ Űɞɜ ŮɜŰɞˊɘůɛɧ: 
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¶ Signatures-Based Detection: ɇɞ ŬɟɢŮɑɞ ŰŬɘɟɘɎɕŮɘ ɛŮ ɔɜɤůŰɧ ŭŮɑɔɛŬ 
əŬəɧɓɞɡɚɞɡ ɚɞɔɘůɛɘəɞɨ Ŭˊɧ Űɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ Űɞɡ Defender. 

¶ Heuristic Analysis: ɇɞ ŬɟɢŮɑɞ ɛˊɞɟŮɑ ɜŬ ɏɢŮɘ ɢŬɟŬəŰɖɟɘůŰɘəɎ ˊɞɡ ɛɞɘɎɕɞɡɜ ɛŮ 
əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ (ˊ.ɢ., packers, obfuscation). 

¶ Real-Time Protection: ɇɞ antivirus ɛˊɚɧəŬɟŮ Űɖɜ ŮəŰɏɚŮůɖ Űɞɡ ŬɟɢŮɑɞɡ ɛɧɚɘɠ 
Űɞ ŮɜŰɧˊɘůŮ. 

6.10 Lateral Movement ȋȄ Caldera 

 

ȺɘəɧɜŬ 156:Lateral Movement 

ȼ ɄɚŮɡɟɘəɐ Ⱦɑɜɖůɖ (Lateral Movement) ŬɜŬűɏɟŮŰŬɘ ůŰɘɠ ŰŮɢɜɘəɏɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɞɘ 
ŮˊɘŰɘɗɏɛŮɜɞɘ ɔɘŬ ˊɟɧůɓŬůɖ əŬɘ ɏɚŮɔɢɞ ŬˊɞɛŬəɟɡůɛɏɜɤɜ ůɡůŰɖɛɎŰɤɜ ɛɏůŬ ůŮ ɏɜŬ ŭɑəŰɡɞ. ɆɡɢɜɎ 
ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɝŮɟŮɨɜɖůɖ əŬɘ ɢɟɐůɖ ŮɟɔŬɚŮɑɤɜ ŬˊɞɛŬəɟɡůɛɏɜɖɠ ˊɟɧůɓŬůɖɠ ɐ ɏɔəɡɟɤɜ 
ŭɘŬˊɘůŰŮɡŰɖɟɑɤɜ, ɩůŰŮ ɜŬ ˊŬɟŬɛɏɜɞɡɜ ŬɗɏŬŰɞɘ. ȷˊɩŰŮɟɞɠ ůŰɧɢɞɠ ŮɑɜŬɘ ɖ ˊɟɧůɓŬůɖ ůŮ əɟɑůɘɛɞɡɠ 
ˊɧɟɞɡɠ ɐ ŭŮŭɞɛɏɜŬ. [70]. ɀŮ ɓɎůɖ Űɞɜ ˊɑɜŬəŬ attack Űɖɠ mittre ŮˊɑɗŮůɖ ŮɜŰɎůůŮŰŬɘ ůŰɖɜ ŰŮɢɜɘəɐ 
T1059.001 - PowerShell. 

ŪŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ Caldera ɩůŰŮ ɜŬ ɛˊɞɟɏůɞɡɛŮ ɜŬ ŬˊɞəŰɐůɞɡɛŮ ůɨɜŭŮůɖ ɔɘŬ ɜŬ 
ŮɘůɏɚɗɞɡɛŮ əŬɘ ůŰɖɜ ůɡɜɏɢŮɘŬ ɜŬ ɛˊɞɟɏůɞɡɛŮ ɜŬ əɎɜɞɡɛŮ ˊɚŮɡɟɘəɐ əɑɖůɖ ɐ ɜŬ ŮɔəŬŰŬůŰɐůɞɡɛŮ 
əɎˊɞɘɞ əŬəɧɓɞɡɚɞ ˊɟɧɔɟŬɛɛŬ ɐ ŬˊɚɎ ɜŬ ɏɢɞɡɛŮ view ůŰɞ ɗɨɛŬ. ɇɞ Caldera ŮɑɜŬɘ ɏɜŬ ˊɚŬɑůɘɞ 
ŬɜɞɘɢŰɞɨ əɩŭɘəŬ (open-source framework) ˊɞɡ ŬɜŬˊŰɨɢɗɖəŮ Ŭˊɧ Űɖɜ MITRE Corporation əŬɘ 
ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜŮɠ ŭɞəɘɛɏɠ ŬůűɎɚŮɘŬɠ ůŰɞɜ əɡɓŮɟɜɞɢɩɟɞ. ȺɑɜŬɘ ůɢŮŭɘŬůɛɏɜɞ 
ɔɘŬ ɜŬ ˊɟɞůɞɛɞɘɩɜŮɘ Űɘɠ ŰŮɢɜɘəɏɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɞɘ ŮˊɘŰɘɗɏɛŮɜɞɘ (adversaries), ɓŬůɘůɛɏɜɞ ůŰɖ 
ɔɜɩůɖ Űɖɠ MITRE ATT&CK Matrix, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŬɝɘɞɚɞɔɐůŮɘ Űɖɜ ŬɜɗŮəŰɘəɧŰɖŰŬ Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ 
ɐ ŭɘəŰɨɞɡ ŬˊɏɜŬɜŰɘ ůŮ ˊɘɗŬɜɏɠ ŬˊŮɘɚɏɠ[66]. 
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ȺɘəɧɜŬ 157:Caldera Agent 

ɄŬɟŬˊɎɜɤ ɓɚɏˊɞɡɛŮ ɧŰɘ: 

¶ ȼ ˊɚŬŰűɧɟɛŬ Űɞɡ ůŰɧɢɞɡ ɏɢŮɘ ŮˊɘɚŮɔŮɑ ɤɠ Windows. 

¶ o agent ŮɑɜŬɘ ɔɟŬɛɛɏɜɞɠ ůŰɖ ɔɚɩůůŬ GoLang, ŮˊɘəɞɘɜɤɜŮɑ ɛɏůɤ HTTP(S) 
ɛŮ Űɞɜ Command and Control (C2) ŭɘŬəɞɛɘůŰɐ. 

 

ȺɘəɧɜŬ 158:ȷˊɞŰɟɞˊɐ ɜŬ ŰɟɏɝŮɘ Űɞ script ůŰɞ ɗɨɛŬ 

ɇɞ ɗɨɛŬ ŰɟɏɢŮɘ ůŬɜ Ŭˊɚɧɠ ɢɟɐůŰɖɠ Űɞ powershell script ́ ɞɡ ɓɔɎɚŬɛŮ Ŭˊɧ Űɞ Caldera. 
ȸɚɏˊɞɡɛŮ ɧŰɘ ɛŬɠ ɏɟɢŮŰŬɘ Űɞ ˊŬɟŬˊɎɜɤ ɛɐɜɡɛŬ <<This script contains malicious content and has 
been blocked by your antivirus software.>> əŬɘ <<ScriptContainedMaliciousContent>>, ɓɚɏˊɞɡɛŮ ɧŰɘ 
Űɞ Windows Defender ŭɟŬ ŬˊɞŰŮɚŮůɛŬŰɘəɎ. ɄɘɗŬɜɎ ůŮɜɎɟɘŬ ɔɘŬ Űɞɡɠ ɚɧɔɞɡɠ ɧˊɞɡ ɏɔɘɜŮ ɞ ŮɜŰɞˊɘůɛɧɠ 
ŮɑɜŬɘ : 

¶ ȾŬŰɏɓŬůɛŬ əŬɘ ŬˊɞɗɐəŮɡůɖ ŭɡŬŭɘəɞɨ ŬɟɢŮɑɞɡ: ɃˊɞɘŬŭɐˊɞŰŮ ŮɜŰɞɚɐ 
ŭɖɛɘɞɡɟɔŮɑ ɐ ŮəŰŮɚŮɑ ŭɡŬŭɘəɎ ŬɟɢŮɑŬ (ˊ.ɢ., .exe) Ŭˊɧ Űɞ PowerShell ŬˊɞŰŮɚŮɑ ůɖɛŬɜŰɘəɐ 
ɏɜŭŮɘɝɖ əŬəɧɓɞɡɚɖɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ. 

¶ ȺəŰɏɚŮůɖ Űɞɡ ŬɟɢŮɑɞɡ (Start-Process): ȺɜŰɞɚɏɠ ˊɞɡ ŮəŰŮɚɞɨɜ ˊɟɞɔɟɎɛɛŬŰŬ 
ŬɡŰɧɛŬŰŬ ŮɑɜŬɘ ůɡɢɜɎ ɛɏɟɞɠ ŮˊɘɗɏůŮɤɜ malware. 

¶ ȷˊɧˊŮɘɟŬ ŭɘŬɔɟŬűɐɠ ůŰɞɘɢŮɑɤɜ (rm -force): ȼ ɢɟɐůɖ ŮɜŰɞɚɩɜ "cleanup" ɔɘŬ 
ɜŬ ŭɘŬɔɟŬűŮɑ Űɞ əŬəɧɓɞɡɚɞ ŬɟɢŮɑɞ ŮɑɜŬɘ əɞɘɜɐ ˊɟŬəŰɘəɐ ŮˊɘŰɘɗɏɛŮɜɤɜ ɔɘŬ ɜŬ ŮɝŬűŬɜɑůɞɡɜ 
ɑɢɜɖ. 

¶ ȹŮɜ ɏɢŮɘ ɏɔəɡɟɖ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ, ɔŮɔɞɜɧɠ ˊɞɡ Űɞ əŬɗɘůŰɎ ɨˊɞˊŰɞ. 

¶ ȰɢŮɘ ɔɜɤůŰɐ əŬəɧɓɞɡɚɖ űɐɛɖ ůŰɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ Űɞɡ antivirus. 


















































































