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Περίληψη
Το διαδίκτυο των πραγμάτων (	nternet #f �hings – 	#�) είναι ένα δίκτυο διασυνδεδεμένων
συσκευών και αισθ/τήρων που συλλέγουν, επεξεργάζονται και μεταδίδουν πλ/ροφορία μεταξύ
τους και του περιβάλλοντος. Τα τελευταία χρόνια, στο πεδίο του 	#� έχει υπάρξει μεγάλ/ εξέλιξ/ με
όλο και περισσότερες χρήσεις σε πεδία όπως / γεωργία, / υγεία, / έξυπν/ κατοικία και οι
βιομ/χανικές εφαρμογές. Κάθε ένα από αυτά τα πεδία έχει διαφορετικές ανάγκες και απαιτήσεις
από τ/ν υποκείμεν/ τεχνολογία, που περιλαμβάνει διάφορα πρωτόκολλα στα διαφορετικά επίπεδα
τ/ς στοίβας του 	#�. Η παρούσα μελέτ/ εστιάζει στο επίπεδο εφαρμογής και σε επιλεγμένα
πρωτόκολλα επικοινωνίας που μπορούν να χρ/σιμοποι/θούν σε μια υποδομή 	#�. Συγκεκριμένα,
τα �Q��, C#��, ����, και X��� μελετώνται σε επίπεδο λειτουργιών και αρχιτεκτονικής με μια
σύγκρισ/ σε επιχειρ/σιακό και τεχνικό πεδίο. Πραγματοποιείται επίσ/ς μια πειραματική υλοποί/σ/,
εξετάζοντας και συγκρίνοντας τα προαναφερθέντα πρωτόκολλα με βάσ/ επιλεγμένα κριτήρια,
εστιάζοντας στις δυνατότ/τες ασφαλείας τους και τα λειτουργικά τους χαρακτ/ριστικά.

Abstract
�he 	nternet #f �hings (	#�) is a netw#rk #f interc#nnected de!ices and sens#rs c#llecting,
pr#cessing and transmitting inf#rmati#n between them and the en!ir#nment. 	n the latest years, the
field #f 	#� has seen great ad!ancements with m#re and m#re uses in fields such as agriculture,
health-care, smart h#me and industrial applicati#ns. �ach #f these fields has different needs and
requirements fr#m the underlying techn#l#gy, c#mprised #f multiple pr#t#c#ls in the different layers
#f the 	#� stack. �his study f#cuses #n the applicati#n layer and a selecti#n #f c#mmunicati#n
pr#t#c#ls that can be used in an 	#� setup. Specifically, �Q��, C#��, ����, and X��� is studied
#n a functi#nal and architectural le!el with a c#mparis#n #n the #perati#nal and technical sc#pe. �n
experimental implementati#n is als# realized, examining and c#mparing the af#rementi#ned
pr#t#c#ls based #n selected criteria, f#cusing #n their security capabilities and functi#nal
characteristics.
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1 Introduction
	n the last few years, #ne #f the fastest gr#wing sect#rs in the field #f inf#rmati#n techn#l#gy is the
	nternet #f �hings. �he 	nternet #f �hings (	#�) is a gl#bal netw#rk #f smart de!ices c#mmunicating
with each #ther t# exchange inf#rmati#n, thr#ugh pri!ate netw#rks and the 	nternet. �hese de!ices
are typically used t# gather data #r perf#rm c#mputati#ns and #ften include sens#rs that all#w the
c#llecti#n #f inf#rmati#n fr#m the en!ir#nment s# it can then be transmitted t# a central n#de #r
c#mmunicated t# #ther de!ices f#r further pr#cessing. �he 	nternet #f �hings has applicati#ns in
many different fields, such as health-care, agriculture and m#nit#ring, smart h#me and city, and
c#mmercial and industrial systems. [1]

�#wadays, the ad!ancement #f techn#l#gical s#luti#ns has all#wed a huge gr#wth in the
sect#r #f 	#�. Smart de!ices and sens#rs are used m#re and m#re in c#mmercial en!ir#nments but
als# in e!eryday life, c#nstantly c#llecting and transmitting data thr#ugh public and pri!ate
netw#rks. �his de!el#pment has pr#duced an e!er-gr#wing need f#r secure pr#t#c#ls t# be used in
the c#mmunicati#n between 	#� de!ices but als# f#r their c#mmunicati#n with #ther de!ices #f the
	nternet.

�#we!er, the 	#� field is large, and applicati#ns in different sect#rs d# n#t ha!e the same
needs f#r features while als# ha!ing different requirements when it c#mes t# technical limitati#ns
and security le!els. �his is reflected in the technical characteristics #f the pr#t#c#ls used during the
transfer #f data between de!ices. �s an example, a netw#rk #f sens#rs designed t# c#llect data
ab#ut s#il pr#perties in an agricultural applicati#n may ha!e !ery different requirements fr#m the
smart card authenticati#n system #f a large c#mpany building when it c#mes t# features, energy
c#nsumpti#n and security. �t the same time, the specific de!ices used in each applicati#n c#uld
p#se additi#nal restricti#ns t# the features supp#rted by the system, thr#ugh the use #f limited
mem#ry, pr#cessing p#wer and need f#r l#w p#wer c#nsumpti#n.

�s a result, t# c#!er e!ery need, multiple underlying techn#l#gies ha!e been de!el#ped and
pr#p#sed f#r the c#mmunicati#n between de!ices in 	#� netw#rks. �hese pr#!ide different
functi#nality t# the de!ices and applicati#ns that use them and can result in different technical and
functi#nal characteristics like p#wer and pr#cessing requirements, use under l#w-bandwidth
c#nditi#ns and different security features. �s a result, when designing and de!el#ping an 	#�
s#luti#n, the selecti#n #f the m#st appr#priate c#mmunicati#n pr#t#c#ls f#r the #ccasi#n can pr#!e
particularly hard.

1.1 Objectives
S#me #f the m#st p#pular c#mmunicati#n pr#t#c#ls used in applicati#ns #f the 	#� field are �Q��,
C#��, ���� and X���. �he g#al #f this thesis is t# study the af#rementi#ned pr#t#c#ls,
understand and analyze their features, #n a functi#nal and architectural le!el, and make a
c#mparis#n based #n #perati#nal and technical criteria. We'll als# expl#re an experimental client-
ser!er implementati#n using selected pr#t#c#ls, with the purp#se #f studying th#se pr#t#c#ls in
practice, and c#mparing their security characteristics in the c#ntext #f C#nfidentiality, 	ntegrity and
�!ailability. �he ultimate #bjecti!e is a presentati#n #f the af#rementi#ned pr#t#c#ls and a final
c#mparis#n #f the functi#ns and security le!el they pr#!ide, aiming at simplifying the selecti#n #f the
appr#priate pr#t#c#l depending #n the d#main and requirements #f each applicati#n.

1.2 Related Work
�here are multiple studies pr#!iding an #!er!iew #f 	#� c#mmunicati#n pr#t#c#ls and perf#rming
c#mparis#ns. �Q��, C#�� and X��� are usually part #f th#se c#mparis#ns. �#st #f them f#cus
#n their general characteristics #n a the#retical le!el, with#ut an experimental c#mparis#n. �here
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are als# studies perf#rming practical e!aluati#ns #n perf#rmance and energy c#nsumpti#n in l#w-
bandwidth setups.

Bayilmis et al. [2] ga!e a the#retical #!er!iew #f multiple pr#t#c#ls and executed perf#rmance
tests #n �Q��, C#�� and Webs#cket based #n a!erage delay time, thr#ughput and energy
c#nsumpti#n at different payl#ad sizes, quality #f ser!ice le!els and meth#ds (G��, ��S�, �U�).
�l-Fuqaha et al. [3] pr#!ided an #!er!iew #f the 	#� stack and made c#mparis#ns between C#��,
�Q��, X���, ��Q�, DDS and ����. Reddy et al. [4] c#mpared the characteristics and use
cases #f �Q��, X���, ��Q�, DDS, C#��, �Q��-S� and analyzed their perf#rmance based #n
tests #n latency, bandwidth and data l#ss. �aragiannis et al. [5] presented a detailed descripti#n #f
C���, �Q��, X���, Restful Ser!ices, ��Q�, Webs#cket and their state at the time #f writing.
Sil!a et al. [6] perf#rmed se!eral tests with �Q��, C#�� and ��C-U� e!aluating perf#rmance and
packet l#ss.

�#t many studies f#cus #n the security sc#pe #f 	#� applicati#ns. �t the same time, the
pr#t#c#l standards keep e!#l!ing s# #lder studies may n#t take int# acc#unt changes in the latest
!ersi#ns #f the pr#t#c#ls, especially �Q��!5 and ����/3. 	n this paper we will g# m#re in-depth #n
the architecture #f each pr#t#c#l and gi!e a larger f#cus #n the security side #f 	#�, while als#
presenting the differences intr#duced in their latest !ersi#ns. �n experimental c#mparis#n will als#
pr#!ide better insights #n the current state #f these pr#t#c#ls, the perf#rmance #f their latest
!ersi#ns, and t##ls that are a!ailable, f#cusing #n the challenges an engineering team may face in
their integrati#n. �he result is a m#re well-r#unded study, making a c#mparis#n #n b#th the#retical
and practical le!el, with a maj#r f#cus #n the aspects #f c#nfidentiality, integrity and a!ailability.
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2 Theoretical background

2.1 IoT architecture
	#� is a c#mbinati#n #f se!eral techn#l#gies and pr#t#c#ls that w#rk t#gether acr#ss a uni!ersal
netw#rk. 	t includes de!ices – n#des that interact with the en!ir#nment, rem#te ser!ers that manage
inc#ming data, st#rage s#luti#ns and netw#rk infrastructure. 	#� de!ices can be sens#rs #r
actuat#rs. Sens#rs functi#n as inputs, c#llecting inf#rmati#n fr#m their internal state #r their
en!ir#nment and supplying it t# the 	#� netw#rk. �here are n# size #r p#wer limitati#ns #n the
definiti#n #f sens#r, a therm#meter #r a m#bile ph#ne can b#th functi#n as sens#rs but usually
small de!ices with limited res#urces are used. �ctuat#rs functi#n as #utputs, effecting a change t#
their en!ir#nment based #n 	#� requests, f#r example turning #n/#ff lights #r adjusting air
c#nditi#ner temperature. [7]

�here is n# single 	#� architecture that is agreed up#n by researchers. Vari#us architectures
ha!e been pr#p#sed while specific 	#� systems may differ in their implementati#n details. �he m#st
c#mm#n architectures are the �hree-, F#ur- and Fi!e-Layer �rchitectures.

Figure 1. IoT architectures [8]

�he �hree-Layer �rchitecture is the simplest #ne, c#mprising #f the �ercepti#n Layer, the
�etw#rk Layer and the �pplicati#n Layer.
�he Perception Layer #perates as the senses #f the netw#rk. 	t detects physical parameters in the
en!ir#nment #r #ther smart de!ices in the netw#rk. De!ices used in this layer can include RF	D
tags, barc#des and !ari#us sens#rs f#r c#llecting inf#rmati#n ab#ut the en!ir#nment, such as
l#cati#n data, temperature and humidity #r m#ti#n.
�he Network Layer is resp#nsible f#r transmitting and pr#cessing data in the 	#� netw#rk and
c#nnecting smart de!ices. 	t w#rks as the intermediary layer between the percepti#n and applicati#n
layer. �he c#mmunicati#n between de!ices can be either wired #r wireless.
�he Application Layer defines the applicati#ns where 	#� has been depl#yed. 	t pr#!ides specific
ser!ices t# the user depending #n the type #f applicati#n (eg. smart h#me, smart health, animal
tracking).
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�he F#ur-Layer �rchitecture adds a separate Supp#rt Layer resp#nsible f#r st#ring and
pr#cessing data c#ming fr#m the percepti#n layer. Data in 	#� #ften requires high reliability where
cl#ud c#mputing can play a crucial r#le. [9]
	n the Fi!e-Layer �rchitecture three different layers are added.
�he Transport Layer is similar t# the �etw#rk Layer #f the �hree-Layer �rchitecture, transferring
data between the percepti#n and pr#cessing layer thr#ugh netw#rks.
�he Processing Layer acts as a middleware. 	t pr#cesses and st#res large am#unts #f data c#ming
fr#m the transp#rt layer bef#re passing it t# the higher layers. Cl#ud c#mputing and database
s#luti#ns can be used when pr#cessing the data.
�he Business Layer is at the t#p #f the architecture with c#ntr#l #f the wh#le 	#� system. 	t
manages applicati#ns and ser!ices, al#ng with user pri!acy and #ther business l#gic #f the specific
applicati#n.

2.2 Application layer protocols
Vari#us techn#l#gies and pr#t#c#ls are used in the different layers #f the 	#� architecture. �he
pr#t#c#ls that define applicati#n-specific beha!i#r when pr#cessing and transmitting c#llected data
can be f#und in the �pplicati#n Layer in all pr#p#sed architectures. �hese c#ntr#l the f#rmat #f the
transmitted data, h#w it sh#uld be transp#rted between de!ices and the r#le #f different
c#mp#nents in the netw#rk. �s a result they can !ary a l#t depending #n the requirements and
capabilities #f the specific system.

�s a general rule, de!ices act as clients #r ser!ers in a netw#rk. Clients may c#mmunicate with
ser!ers #r with each #ther thr#ugh messages sent in a f#rmat predefined by the c#mmunicati#n
pr#t#c#l. �he c#mmunicati#n can be stateful #r stateless and pr#!ide s#me quality #f ser!ice
selected by the pr#t#c#l #r the user. Depending #n the specifics #f the c#nnecti#n pr#cess and
payl#ad f#rmats, s#me pr#t#c#ls may result in m#re lightweight c#mmunicati#n while #thers may
include a larger #!erhead.

S#me #f the m#st p#pular pr#t#c#ls used in this layer are listed bel#w and will be the subject #f
this paper.

· MQTT (�Q �elemetry �ransp#rt) is an ��S	S standard messaging pr#t#c#l designed as a
lightweight transp#rt f#r the 	nternet #f �hings. 	t uses a publish/subscribe architecture f#r
c#mmunicati#n between clients and a central �Q�� br#ker. Built f#r efficiency, it's m#stly
used in en!ir#nments with limited res#urces where reliability is imp#rtant. 	t's currently used
in a !ariety #f industries, including aut#m#ti!e, manufacturing, smart h#me and
transp#rtati#n.

· CoAP (C#nstrained �pplicati#n �r#t#c#l) is an#ther lightweight transfer pr#t#c#l f#r use in
c#nstrained netw#rks in the 	nternet #f �hings. 	t uses a R�S�ful (Representati#nal State
�ransfer) architecture with standard ���� meth#ds (G��, ��S�, �U� etc.) f#r
c#mmunicati#n between l#w-p#wer de!ices. 	t's designed t# use minimal res#urces with
small messages in stateless c#mmunicati#n #!er UD�, with #pti#nal reliability. Use cases
include smart h#me aut#mati#n, industrial applicati#ns, wearables and energy
management.

· HTTP (�ypertext �ransfer �r#t#c#l) is a c#mmunicati#n pr#t#c#l f#r the transfer #f
hypermedia d#cuments, such as ���L. 	ts main architecture is client-ser!er
c#mmunicati#n, where clients send requests (eg. G��, ��S�, D�L���) t# a ser!er and
wait f#r a resp#nse in a stateless en!ir#nment. 	t #perates #!er a �C� c#nnecti#n (����/2
#r l#wer) #r a UD� c#nnecti#n (����/3). 	t is m#st c#mm#nly used f#r the c#mmunicati#n
between web br#wsers and web ser!ers but can als# be used in 	#� applicati#ns.

· XMPP (�xtensible �essaging and �resence �r#t#c#l) is a pr#t#c#l designed f#r real-time
c#mmunicati#n, f#cused #n applicati#ns ar#und instant messaging, presence and
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c#llab#rati#n, based #n the X�L standard. 	t uses X�L streams thr#ugh which messages
(X�L stanzas) are sent f#r client–ser!er #r ser!er–ser!er c#mmunicati#n. 	ts m#st typical
use case is instant messaging but it has !ari#us uses in 	#� as well, f#r smart h#me
aut#mati#n, rem#te c#ntr#l #f de!ices and c#nnecti!ity #f micr#c#ntr#llers.
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3 Protocol Breakdown

3.1 MQTT

3.1.1 Functions and Features
�he �Q�� pr#t#c#l relies #n a publish/subscribe architecture, using t#pics t# c#mmunicate
between clients and a central �Q�� br#ker. Clients can act as a publisher #r a subscriber.
�ublishers push messages t# specific t#pics #f the �Q�� br#ker and subscribers subscribe t#
t#pics which then recei!e th#se messages. �Q�� uses �C� as the underlying pr#t#c#l with default
p#rts 1883 (mqtt) and 8883 (mqtts).
�here are f#ur !ersi#ns #f �Q��:

· 1.2: the initial !ersi#n
· 3.1: adding m#st functi#nality used t#day
· 3.1.1: became an ��S	S standard
· 5: latest !ersi#n, adding m#re functi#nality

�#st applicati#ns t#day use either !ersi#n 3.1.1 #r !ersi#n 5.
�s an 	#� pr#t#c#l �Q�� includes s#me basic c#mmunicati#n features and extra features related t#
its architecture.

Pub/Sub Communication: Due t# its t#pic-based structure, �Q�� all#ws #nly #ne-way
c#mmunicati#n between client and ser!er, that is, a client that publishes t# a t#pic can #nly send
messages fr#m that t#pic with#ut recei!ing anything back. �#we!er, a client can functi#n b#th as a
subscriber and a publisher and a br#ker can specify a resp#nse t#pic f#r the publisher t# subscribe
t# and recei!e rele!ant messages. �ach client has a unique Client 	D which identifies it t# the
br#ker.

Statefulness: �Q�� is a stateful pr#t#c#l, relying #n a persistent �C� c#nnecti#n. Clients can
als# specify if their c#nnecti#n t# the br#ker sh#uld be persistent, in which case the br#ker st#res
s#me inf#rmati#n ab#ut the client s# that it can c#ntinue #n the same c#nnecti#n after rec#nnecting
in case the initial c#nnecti#n was disrupted due t# netw#rk issues. Clients that d# n#t need a
persistent sessi#n can set the clean sessi#n flag t# disable this feature and start a new c#nnecti#n.

Reliability: �Q�� supp#rts three different le!els #f Q#S (Quality #f Ser!ice), defined by the
clients.

· Q#S 0 (at m#st #nce) #ffers n# guarantee #f message deli!ery. � sender sends its message
#nce t# the recei!er with#ut expecting an ackn#wledgment. 	t is the m#st efficient and can
be used when the netw#rk is expected t# be stable #r in cases where s#me data l#ss is
acceptable.

· Q#S 1 (at least #nce) guarantees that the message will reach the recei!er at least #nce. �
�UB�C� packet is used t# c#nfirm the receipt and, if n#t sent, the sender retransmits the
message t# ensure successful deli!ery. �his meth#d can pr#duce duplicate messages, in
case the �UB�C� packet was l#st, which are handled by the recei!er.

· Q#S 2 (exactly #nce) ensures that the message is deli!ered exactly #nce, with#ut pr#ducing
duplicates. � f#ur-part handshake is required where, after recei!ing the initial �UBL	S�
packet, the recei!er sends a �UBR�C packet, the sender resp#nds with a �UBR�L packet
and the recei!er finishes with a �UBC��� packet. 	n this way b#th parties can be sure that
the message has been deli!ered. 	f s#mething is l#st in transmissi#n, the sender is
resp#nsible f#r retransmitting the l#st packet while the recei!er st#res the initial packet
identifier t# a!#id pr#cessing the same message again.
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Security: �Q�� supp#rts the use #f �LS (mqtts) f#r encrypted c#mmunicati#n. When it c#mes
t# authenticati#n, clients can authenticate using a username and a passw#rd and m#st �Q��
br#kers supp#rt w#rkfl#ws f#r authenticati#n and auth#rizati#n based #n username, passw#rd,
client id and requested t#pic. 	n !ersi#n 5, a special �U�� packet was added, supp#rting m#re
ad!anced authenticati#n meth#ds such as ��uth. Br#kers may als# supp#rt x.509 certificates f#r
client authenticati#n.

Error Handling: �egati!e ackn#wledgments, #r reas#n c#des, can be used by the br#ker t#
n#tify the client #f p#tential err#rs and unsuccessful #perati#ns. Versi#n 5 intr#duced a much bigger
number #f reas#n c#des and the ability t# use them in m#re types #f packets that pre!i#usly lacked
them (eg. �UB�C�). 	t als# added a bi-directi#nal D	SC����C� packet, n#tifying the recipient #f
the reas#n #f disc#nnecti#n.

Retained Messages: 	n the general case, t#pics are n#t persisted and messages are l#st if
there are n# subscribers t# recei!e them. �# c#mbat this, publishers can specify a retained
message per t#pic that will be st#red and sent as a first message t# any client that subscribes t#
that t#pic, e!en if the publisher isn't currently sending any messages.

Last Will and Testament (LWT): When w#rking in unreliable netw#rks, a client may disc#nnect
ungracefully, with#ut sending a D	SC����C� packet. �# deal with this scenari#, clients can
include a last will message and t#pic in their initial C����C� packet. 	f the ser!er detects an
abn#rmal disc#nnecti#n, it br#adcasts this message t# all clients subscribed t# that t#pic, letting
them kn#w #f the disrupti#n.

User Properties: Versi#n 5 #f �Q�� added an extra field t# its messages, called user
pr#perties, c#ntaining a c#llecti#n #f key – !alue pairs. �hese can be used by clients t# pr#!ide
extra metadata ab#ut the client #r the message itself. De!el#pers can use this inf#rmati#n f#r
applicati#n-specific purp#ses such as making decisi#ns ab#ut the packet's r#uting and next steps.

3.1.2 Architecture
�s menti#ned, �Q�� uses a publish/subscribe architecture. �he c#mp#nents include a single
ser!er, called �Q�� br#ker, and multiple clients, acting as publishers #r subscribers. Clients
c#nnect t# the �Q�� br#ker and send/recei!e messages thr#ugh t#pics. � t#pic is an entity with a
unique name t# which clients can subscribe #r publish messages. When a client subscribes t# a
t#pic, the �Q�� br#ker keeps track #f this subscripti#n. When a client publishes a message t# a
t#pic, the �Q�� br#ker is resp#nsible f#r f#rwarding that message t# the clients subscribed t# this
t#pic. � t#pic can ha!e subt#pics specified by a f#rward slash, s# a t#pic name is #f the f#rmat
topic/subtopic/subsubtopic/... with a !ariable number #f subt#pics. Wildcards can be used t#
subscribe t# multiple t#pics in a single subscripti#n. "#" matches any number #f t#pic le!els under a
specified t#pic and "+" matches a single le!el under a specified t#pic. S# a client subscribing t#
topicname/# will recei!e any messages published in topicname #r any #f its subt#pics. �#pics are
temp#rary and #nly defined by the clients when publishing #r subscribing t# them. � client can act
as b#th a publisher and subscriber and can publish and subscribe t# messages #f a single #r
multiple t#pics. Clients d# n#t ha!e addresses but are identified by the br#ker by their unique client
ids.

�n example #f the general fl#w #f messages can be seen in the f#ll#wing diagram.
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Figure 2. MQTT architecture

When a client wishes t# publish #r subscribe t# a t#pic, the f#ll#wing pr#cedure is executed.
First, the client c#mmunicates with the �Q�� br#ker and exchanges s#me initial c#nnecti#n
inf#rmati#n. �uthenticati#n inf#rmati#n is als# sent by the client if required. �nce a c#nnecti#n is
established, the client can send a subscripti#n request #r a publish packet with a payl#ad t# the
br#ker. Depending #n the Quality #f Ser!ice le!el, #ne #r m#re ackn#wledgments are then
exchanged between ser!er and client. �n unsubscribe request by the client is als# p#ssible, with its
#wn ackn#wledgment. �he ser!er can als# send a publish packet t# the client, when a message
has been published t# #ne #f their subscribed t#pics. Finally, a disc#nnect packet is sent by either
the client #r the ser!er when they wish t# terminate the c#nnecti#n.

�he c#mmunicati#n between n#des is carried #ut !ia c#ntr#l packets. � c#ntr#l packet adheres
t# the f#ll#wing f#rmat.

Fixed �eader, present in all �Q�� C#ntr#l �ackets
Variable �eader, present in s#me �Q�� C#ntr#l �ackets

�ayl#ad, present in s#me �Q�� C#ntr#l �ackets
Table 1. MQTT Control Packet format [18]

	n the part #f the fixed header, the c#ntr#l packet type is specified. �here are 15 c#ntr#l packet
types which are used f#r the entire fl#w #f c#mmunicati#n in �Q��.
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Name Value Direction of flow Description
Reser!ed 0 F#rbidden Reser!ed
C����C� 1 Client t# Ser!er C#nnecti#n request
C����C� 2 Ser!er t# Client C#nnect ackn#wledgment
�UBL	S� 3 Client t# Ser!er

#r
Ser!er t# Client

�ublish message

�UB�C� 4 Client t# Ser!er
#r

Ser!er t# Client

�ublish ackn#wledgment (Q#S 1)

�UBR�C 5 Client t# Ser!er
#r

Ser!er t# Client

�ublish recei!ed (Q#S 2 deli!ery part 1)

�UBR�L 6 Client t# Ser!er
#r

Ser!er t# Client

�ublish release (Q#S 2 deli!ery part 2)

�UBC��� 7 Client t# Ser!er
#r

Ser!er t# Client

�ublish c#mplete (Q#S 2 deli!ery part 3)

SUBSCR	B� 8 Client t# Ser!er Subscribe request
SUB�C� 9 Ser!er t# Client Subscribe ackn#wledgment

U�SUBSCR	B� 10 Client t# Ser!er Unsubscribe request
U�SUB�C� 11 Ser!er t# Client Unsubscribe ackn#wledgment
�	�GR�Q 12 Client t# Ser!er �	�G request
�	�GR�S� 13 Ser!er t# Client �	�G resp#nse

D	SC����C� 14 Client t# Ser!er
#r

Ser!er t# Client

Disc#nnect n#tificati#n

�U�� 15 Client t# Ser!er
#r Ser!er t#

Client

�uthenticati#n exchange

Table 2. MQTT Control Packet types [18]

�he !ariable header and payl#ad are #pti#nal and depend #n the c#ntr#l packet type. �ne #r
m#re reas#n c#des, indicating the result #f an #perati#n can be present in the !ariable header #r
the payl#ad. �he payl#ad can als# c#ntain #ther !alues depending #n the c#ntr#l packet type. �he
message in �UBL	S� packets is sent in the payl#ad field.

3.2 CoAP

3.2.1 Functions and Features
�he C#�� pr#t#c#l f#ll#ws a client – ser!er architecture, where a client requests an acti#n #n a
res#urce and the ser!er resp#nds with a resp#nse c#de and a payl#ad. �he payl#ads are binary
and can f#ll#w any f#rmat. Unlike #ther pr#t#c#ls, n#des can result in b#th client and ser!er r#les.
	ts underlying pr#t#c#l is UD� and default p#rts are 5683 (c#ap) and 5684 (c#aps). �he main
pr#t#c#l is defined in RFC 7252 [20] and has been extended in separate specificati#ns.
	ts basic features include the f#ll#wing.
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REST: C#�� uses a R�S�ful appr#ach in its messages. �he client makes a request t# a
res#urce specified by a UR	, making use #f #ne #f the meth#ds G��, ��S�, �U� #r D�L���.
�hese meth#ds are designed t# functi#n similar t# c#rresp#nding ���� meth#ds, s# a G�� request
retrie!es a res#urce while ��S�, �U� and D�L��� affect res#urces #n the ser!er.

Statelessness: C#�� is stateless and due t# the use #f the UD� pr#t#c#l all messages are
asynchr#n#us. 	n #rder t# match requests t# resp#nses, a client-generated t#ken is used in the
request header which is then repeated in its c#rresp#nding resp#nse fr#m the ser!er.

Reliability: �essages can be transmitted in tw# m#des: C#nfirmable and �#n-C#nfirmable.
�essages marked as C#nfirmable (C��) expect an ackn#wledgment message (�C�) fr#m the
recei!er. 	f an ackn#wledgment is n#t recei!ed, the message is retransmitted using a default
time#ut and exp#nential back-#ff between retransmissi#ns. �he messages include a �essage 	D in
the header which is matched by the ackn#wledgment message. �essages marked as �#n-
C#nfirmable (���) d# n#t pr#!ide any reliability mechanisms but still use a �essage 	D f#r
duplicate detecti#n. 	n b#th cases, if the ser!er cann#t pr#cess the request a reset (RS�) resp#nse
is sent.

Security: C#�� supp#rts the use #f D�LS #!er UD� (c#aps). F#ur security m#des are
supp#rted.

· �#Sec: D�LS is disabled.
· �reShared�ey: a list #f pre-shared keys is used which includes which n#des e!ery key can be

used t# c#mmunicate with.
· Raw�ublic�ey: the de!ice has an asymmetric key pair with#ut a certificate and a list #f n#des

it can c#mmunicate with.
· Certificate: the de!ice has an asymmetric key pair with an X.509 certificate, signed by a

c#mm#n trust r##t, and a list #f r##t trust anch#rs used f#r !alidating certificates.
�atching requests and resp#nses share the same D�LS sessi#n. C#�� d#es n#t pr#!ide further
authenticati#n #r auth#rizati#n #pti#ns #n the pr#t#c#l le!el.

Error Handling: C#�� pr#!ides err#r handling thr#ugh resp#nse c#des. �hese f#ll#w a similar
f#rmat t# ���� resp#nse c#des and can describe successful requests #r client #r ser!er err#rs.
Resp#nse c#des f#ll#w the f#rmat #f a 3-digit c#de and are separated int# three categ#ries: 2.xx,
4.xx and 5.xx.

Discovery: Clients can disc#!er ser!ers by learning the UR	 #f #ne #f its res#urces.
�lternati!ely, multicast C#�� can be used f#r ser!er disc#!ery. �he C#nstrained R�S�ful
�n!ir#nments (C#R�) Link F#rmat (RFC 6690) [21] is used f#r referencing h#sted res#urces and
can be used f#r c#nstructing a res#urce direct#ry thr#ugh which clients can disc#!er res#urces #n
the netw#rk's ser!ers.

Block-Wise Transfer: Bl#ck-wise transfer is an extensi#n that all#ws big payl#ads t# be
fragmented #n the pr#t#c#l le!el, a!#iding 	� fragmentati#n which can be pr#blematic in
c#nstrained netw#rks. (RFC 7959) [22]

Resource Observing: Res#urce #bser!ing is an extensi#n that all#ws C#�� t# #perate in a
publish/subscribe m#de. � client registers its interest t# a res#urce with a G�� request with the
#bser!e #pti#n enabled. �he ser!er then adds this client t# a list #f #bser!ers #f this res#urce and,
whene!er the state #f this res#urce changes, sends a n#tificati#n t# the client. �he n#tificati#n
message is structured as an additi#nal resp#nse t# the #riginal G�� request made by the client.
(RFC 7641) [23]

End-to-end protection: When pr#xies are used between endp#ints, an extra pr#tecti#n against
ea!esdr#pping and m#dificati#n #f messages can be used, called �bject Security f#r C#nstrained
R�S�ful �n!ir#nments (�SC�R�). �SC�R� pr#!ides encrypti#n and integrity pr#tecti#n f#r any
C#�� #pti#ns n#t rele!ant t# pr#xies as well as message c#ntents. 	t ensures that #nly the sender
and recei!er n#des can read and m#dify the messages between them, regardless #f any #perati#ns
in intermediary n#des. (RFC 8613) [24]
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3.2.2 Architecture
C#�� is designed t# w#rk with a netw#rk #f de!ices acting as clients #r ser!ers. 	ts architecture
usually in!#l!es multiple de!ices – ser!ers that pr#!ide data based #n sens#rs #r #ther s#urces and
#ne #r m#re de!ices acting as clients that request and then pr#cess the data fr#m the ser!ers.
De!ices can als# act as b#th ser!ers and clients, f#rming a netw#rk #f n#des that c#mmunicate
sens#r inf#rmati#n between them.

�he c#mmunicati#n between clients and ser!ers is d#ne thr#ugh R�S�ful requests t#
res#urces. � res#urce is identified by its UR	 which f#ll#ws the f#rmat "coap:" "//" host [ ":" port ]
path-abempty [ "?" query ]. �he c#ap #r c#aps pr#t#c#l is used, f#ll#wed by the h#st and #pti#nally
a p#rt number if the default is n#t used, and an abs#lute path t# the res#urce is specified, al#ng
with an #pti#nal query string. �n example UR	 is coap://example.com/temperature?unit=c. When a
request is sent t# a res#urce by the client, a resp#nse with a resp#nse c#de and payl#ad is
returned by the ser!er, after applying the rele!ant acti#ns t# the res#urce.

�n#ther way #f getting inf#rmati#n ab#ut a res#urce is by using the res#urce #bser!ing
extensi#n, where a subscripti#n is created t# a res#urce specified by a UR	. �he ser!er keeps track
#f th#se subscripti#ns and sends a resp#nse with inf#rmati#n t# the subscribed clients e!ery time
the state #f this res#urce changes.

�he f#ll#wing diagram sh#ws the general fl#w #f messages in C#��.

Figure 3. CoAP architecture

� client that wishes t# make a request t# an endp#int sends a message t# the specific UR	,
using #ne #f the a!ailable request meth#ds. 	f security is desirable, a D�LS handshake takes place
first and all messages are then sent as D�LS "applicati#n data". �he message sent includes a client
generated t#ken that identifies that request and may be reliable (C��) #r n#n-reliable (���). 	n the
case #f a n#n-reliable message the ser!er sends an#ther n#n-reliable message with the resp#nse
t# the request. 	n the case #f a reliable message, the ser!er sends an ackn#wledgment t# the
client's message with the resp#nse embedded in the ackn#wledgment message #r a separate
ackn#wledgment and resp#nse message. 	n b#th cases the same client generated t#ken is used in
the resp#nse t# identify the c#rresp#nding request.
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�ll c#mmunicati#n in C#�� is carried #ut !ia messages, with the same f#rmat f#r b#th requests
and resp#nses. � message c#nsists #f a 4-byte header, a t#ken !alue, and #pti#nally m#re C#��
#pti#ns and a payl#ad. �he header field includes a !ersi#n number, an integer specifying the type
#f message (���, C��, �C�, #r RS�), the t#ken length, a c#de identifying the request meth#d #r
resp#nse c#de carried by the message and a unique message id.

�he c#de part #f the header f#ll#ws the f#rmat c.dd where the first digit den#tes the c#de class
and the tw# digits after the d#t den#te the detail. F#r requests, the class part is a 0 while the details
specify the request meth#d. �he c#de can take #ne #f the f#ll#wing !alues.

Code Name
0.01 G��
0.02 ��S�
0.03 �U�
0.04 D�L���

Table 3. CoAP Request Methods [20]
F#r resp#nses, the c#de part #f the header specifies the resp#nse c#de. Successful resp#nses

use a class digit #f 2, client err#rs a class digit #f 4 and ser!er err#rs a class digit #f 5. Resp#nse
c#des using a class digit #f 3 are n#t defined but are reser!ed f#r future use. �he full list #f
resp#nse c#des can be f#und in [20].

Further #pti#nal #pti#ns and a payl#ad may f#ll#w the header depending #n the type #f
message being sent.

3.3 HTTP

3.3.1 Functions and Features
�he ���� pr#t#c#l uses a client – ser!er architecture with a request – resp#nse m#del. Clients
request res#urces #r acti#ns fr#m ser!ers thr#ugh meth#ds sent in requests and ser!ers resp#nd
with appr#priate resp#nse c#des and payl#ads. �he message payl#ad is binary and can f#ll#w
different f#rmats. 	t is designed f#r use in web en!ir#nments, between web ser!ers and br#wsers.
	ts underlying pr#t#c#l can be �C� #r QU	C (in the case #f ����/3) and its default p#rts are 80
(http) and 443 (https).
���� has been thr#ugh the f#ll#wing !ersi#ns #!er the years:

· HTTP/0.9 and HTTP/1.0: are #lder !ersi#ns #bs#leted by ����/1.1
· HTTP/1.1: defines the basic pr#t#c#l and semantics
· HTTP/2: adds features impr#!ing efficiency and perf#rmance
· HTTP/3: transfers the same ���� semantics #!er the new QU	C pr#t#c#l

Versi#ns ����/1.1, ����/2 and ����/3 are all in use t#day, with ����/3 sl#wly being ad#pted by
m#re applicati#ns while already supp#rted by m#st br#wsers [26].
�he main features acr#ss !ersi#ns are the f#ll#wing:

Request Methods: ���� requests make use #f meth#ds t# fetch, p#st #r affect changes #n
res#urces #f the ser!er. �he client makes a request t# a res#urce identified by a UR	 using #ne #f
the a!ailable ���� meth#ds (eg. G��, ��S�, �U�). �he ser!er then applies that change t# its
state and returns the appr#priate resp#nse and resp#nse c#de. �hese meth#ds are standardized
and the list #f a!ailable meth#ds can be expanded by separate specificati#ns.

Response Codes: ���� resp#nses reply t# ���� requests with a resp#nse c#de and
#pti#nally a payl#ad. �hese resp#nse c#des are used t# n#tify the client ab#ut the result #f the
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request #r any p#ssible err#rs that ha!e #ccurred. Resp#nse c#des f#ll#w the f#rmat #f a 3-digit
c#de and are separated int# fi!e categ#ries: 1xx, 2xx, 3xx, 4xx, 5xx.

Statelessness: ���� is a stateless pr#t#c#l, meaning that each request is pr#cessed in
is#lati#n and there is n# persistent c#nnecti#n between a ser!er and a client. �ny inf#rmati#n
required f#r identifying #r authenticating a client sh#uld be included in the request payl#ad #r
header.

Security: ���� supp#rts the use #f �LS (https). �uthenticati#n can be implemented thr#ugh
fields in request and resp#nse headers, f#r example thr#ugh Basic �uthenticati#n, JW� t#kens #r
C##kies.

Efficiency: Since ����/2, the pr#t#c#l uses binary frames in its messages, greatly increasing
efficiency. �C� c#nnecti#ns can be reused f#r multiple requests and headers are c#mpressed
thr#ugh the use #f ���C� (in ����/2) #r Q��C� (in ����/3). 	n ����/3, the QU	C pr#t#c#l is
used which implements multiple streams #!er UD� c#nnecti#ns and handles retransmissi#n #f l#st
packets per stream, meaning that multiple streams are n#t bl#cked when sending packets reliably.
�his makes ����/3 much m#re efficient and friendlier t# the netw#rk as retransmissi#ns take up
less bandwidth.

3.3.2 Architecture
���� f#ll#ws an architecture where clients make requests t# ser!ers, which then send back
resp#nses. �ne side #f the c#mmunicati#n has the r#le #f client and the #ther side has the r#le #f
ser!er, while usually there are fewer ser!ers than clients in a netw#rk.

�he c#mmunicati#n is d#ne similar t# C#��, thr#ugh requests t# res#urces #n the ser!er,
identified by a UR	. �he UR	 f#ll#ws the f#rmat #f "http" "://" authority path-abempty [ "?" query ]
where authority defines the h#stname and #pti#nally a p#rt, path-abempty the path t# the res#urce
and query extra parameters. When a client sends a request t# the ser!er, the appr#priate acti#ns
are taken by the ser!er and a resp#nse with a resp#nse c#de and #pti#nally a payl#ad is returned
t# the client.

�he general fl#w #f messages can be seen in the f#ll#wing diagram.

Figure 4. HTTP architecture
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� client that wishes t# make a request t# the ser!er, first identifies the ���� !ersi#n that will be
used and can then send a message using #ne #f the a!ailable request meth#ds.

	n the case #f ����/2, a c#nnecti#n preface is sent by b#th sides, with a S���	�GS frame
defining the settings #f the c#nnecti#n and c#nfirming the use #f ����/2. 	f �LS is desired, the �LS
neg#tiati#n must be c#mpleted bef#re this step. �fterward, the client is free t# start sending
additi#nal frames.

	n the case #f ����/3, the client first establishes a QU	C c#nnecti#n with the ser!er, which
includes a �LS handshake. �fter the QU	C c#nnecti#n is established, b#th sides need t# send a
S���	�GS frame t# establish the settings #f the ���� c#nnecti#n bef#re sending any #ther
frames.

Since ����/2, requests are made in the f#rm #f frames in a stream. �ultiple frames are sent
thr#ugh the same stream, structuring the client's request and the ser!er's resp#nse. �he request
and resp#nse are sent in the same stream. � frame c#nsists #f a type, s#me flags and a stream
identifier f#r specifying which stream the frame is part #f. Frames #f different types c#ntr#l the
stream #r are used f#r sending requests and resp#nses. � request #r resp#nse c#nsists #f a single
���D�R frame f#ll#wed by s#me C���	�U��	�� frames c#ntaining the header secti#n, zer# #r
m#re D��� frames c#ntaining the message c#ntent and #pti#nally a ���D�RS and s#me
C���	�U��	�� frames f#r the trailer secti#n. �he message itself is sent in #ne #r m#re D���
frames which c#ntain the request meth#d, #pti#ns and payl#ad, #r the resp#nse c#de in the case #f
a resp#nse. Request and resp#nse data is the same as defined in ����/1.1.
�he request meth#ds defined by the main ���� pr#t#c#l are the f#ll#wing.

Method
Name Description
G�� �ransfer a current representati#n #f the target res#urce.
���D Same as G��, but d# n#t transfer the resp#nse c#ntent.
��S� �erf#rm res#urce-specific pr#cessing #n the request c#ntent.
�U� Replace all current representati#ns #f the target res#urce with the request

c#ntent.
D�L��� Rem#!e all current representati#ns #f the target res#urce.

C����C� �stablish a tunnel t# the ser!er identified by the target res#urce.
���	��S Describe the c#mmunicati#n #pti#ns f#r the target res#urce.
�R�C� �erf#rm a message l##p-back test al#ng the path t# the target res#urce.
Table 4. HTTP Request Methods [27]
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�he resp#nse sent by the ser!er includes a resp#nse c#de as a 3-digit number, bel#nging t#
#ne #f fi!e types #f resp#nses.

Code Type Description
1xx 	nf#rmati#nal Request recei!ed, c#ntinuing

pr#cess.
2xx Success �he acti#n was successfully

recei!ed, underst##d, and
accepted.

3xx Redirecti#n Further acti#n must be taken in
#rder t# c#mplete the request.

4xx Client �rr#r �he request c#ntains bad
syntax #r cann#t be fulfilled.

5xx Ser!er �rr#r �he ser!er failed t# fulfill an
apparently !alid request.

Table 5. HTTP Response Types [27]

3.3.3 Differences Between HTTP/2 and HTTP/3
����/3 made a transiti#n fr#m �C� t# UD�, p#rting ���� semantics defined in ����/1.1 and
����/2 t# the QU	C transp#rt pr#t#c#l. �he main reas#n f#r this transiti#n is t# bypass the
#!erhead #f �C� c#nnecti#ns and pr#!ide a much m#re flexible pr#t#c#l that is better suited f#r the
needs #f the m#dern web. �any #f the features #f ����/2 are delegated t# QU	C while #thers are
implemented #n t#p #f QU	C. �he main differences between the tw# !ersi#ns #f the pr#t#c#l are
presented bel#w.

QUIC streams: 	n ����/3 request – resp#nse pairs are defined thr#ugh QU	C streams. Within
each stream, ����/3 uses frames similar t# ����/2 frames. Streams are independent #f each
#ther and c#ncurrency and multiplexing are handled by QU	C, resulting in efficient request
multiplexing since a single request d#es n#t bl#ck #thers when dealing with packet l#ss. Fl#w
c#ntr#l is als# pr#!ided per stream, all#wing fl#w c#ntr#l #n all types #f frames, unlike ����/2
where #nly the D��� frame payl#ad is subject t# fl#w c#ntr#l. B#th the client and ser!er can initiate
a QU	C stream. �hey can be unidirecti#nal, with c#ntent fl#wing #nly fr#m sender t# recei!er, #r
bidirecti#nal, with data fl#wing in b#th directi#ns. �hese changes greatly increase efficiency with#ut
sacrificing reliability.

Frames: ����/3 frames are m#stly based #n ����/2 frames. �#we!er, because many #f the
features implemented by ����/2 are handled directly by QU	C in ����/3, se!eral frame types are
n#t re-implemented in ����/3 while #thers ha!e slightly different semantics. S#me examples
include the �R	�R	�Y, �	�G, W	�D�W_U�D��� and C���	�U��	�� frames which are missing
fr#m ����/3 and the D���, ���D�RS, �US�_�R��	S� and G��W�Y frames #f ����/3 which
d# n#t c#ntain s#me #f the fields defined in ����/2.

In-order delivery: ����/2 streams guarantee in-#rder deli!ery #f streams. Se!eral #f its
features, such as field c#mpressi#n and pri#ritizati#n, rely #n this quality. 	n ����/3, QU	C
guarantees in-#rder deli!ery within each stream, but n#t acr#ss different streams. �s a result,
����/3 redefines the way s#me ����/2 features w#rk s# in-#rder deli!ery #f frames is n#t
assumed, while pri#rity signaling is rem#!ed fr#m frames.

Use of TLS: � secure c#nnecti#n can be established in ����/2 thr#ugh the use #f �LS #!er
�C�. ����/2 all#ws the use #f �LS 1.2 #r higher while s#me �LS 1.2 cipher suites are pr#hibited
due t# inadequate security. �he use #f �LS is highly enc#uraged but n#t required by the ����/2
pr#t#c#l. 	n c#ntrast ����/3 inc#rp#rates �LS 1.3 #n the transp#rt layer thr#ugh QU	C. �hat means
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that �LS is required f#r any ����/3 c#nnecti#ns, pr#!iding c#mparable integrity and c#nfidentiality
in all uses #f the pr#t#c#l.

3.4 XMPP

3.4.1 Functions and Features
X��� is designed f#r an en!ir#nment with multiple clients, c#mmunicating with each #ther thr#ugh
#ne #r m#re federated ser!ers. Similar t# email, each client registers with a ser!er and gets a
unique address that all#ws it t# send and recei!e messages with #ther clients that may be
registered #n the same #r a different ser!er. 	t is mainly used f#r instant messaging applicati#ns but
can als# be useful f#r the c#mmunicati#n between multiple de!ices in a netw#rk. X��� uses �C�
as its underlying pr#t#c#l #n the default p#rt 5222.

�he X��� pr#t#c#l is designed t# be extendable. �he c#re features are defined in RFCs 6120
[30], 6121 [31] and 7622 [32] while further functi#nality is added thr#ugh X��� �xtensi#n �r#t#c#ls
(X��s). 	ncluding pr#p#sed and rejected X��s, there are 484 X��s as #f this writing. �ach
applicati#n is free t# implement any #f th#se extensi#ns.
�he f#ll#wing features are pr#!ided by the c#re pr#t#c#l and m#st c#mm#n X��s.

Asynchronous Communication: 	n #rder t# send and recei!e messages, a client needs t#
c#nnect t# an X��� ser!er. �he client #pens a l#ng-li!ed �C� c#nnecti#n t# the ser!er and
neg#tiates an X�L stream. �he same pr#cess happens fr#m the ser!er side resulting in tw# X�L
streams f#r each client – ser!er c#nnecti#n. �h#se streams are in the f#rmat #f an incrementally
built up X�L d#cument and each message c#ntains an X�L snippet (eg. <message/>) that gets
added t# it. Whene!er #ne #f the sides needs t# send a message, it can push a snippet thr#ugh the
already #pen c#nnecti#n, resulting in asynchr#n#us c#mmunicati#n between the entities.

JabberID: �ach n#de in the netw#rk is identified by a unique id called Jabber	D #r J	D. �his is a
string f#ll#wing the f#rmat #f an email address (eg. name@example.c#m). �he first part #f the J	D
is a string selected by the user and the sec#nd part is the d#main name #f the X��� ser!er #n
which they are registered. �he J	D is used as an address when a client wishes t# c#mmunicate with
an#ther, similar t# email. 	f a user is c#nnected t# their ser!er fr#m multiple de!ices/clients, each
de!ice requests a res#urce that is appended t# the J	D and identifies that particular de!ice (eg.
name@example.c#m/ph#ne). �his address is kn#wn as a Full J	D.

Security: X��� pr#!ides supp#rt f#r message encrypti#n and client authenticati#n. �he c#re
pr#t#c#l supp#rts the use #f �LS f#r encrypting c#mmunicati#n and uses S�SL (Simple
�uthenticati#n and Security Layer) f#r authenticati#n purp#ses thr#ugh username and passw#rd.
Different S�SL mechanisms, such as �L�	� and D	G�S�-�D5 are supp#rted. �f them, the
�X��R��L mechanism all#ws f#r authenticati#n thr#ugh a certificate and can be used f#r
c#mmunicati#n between ser!ers. �n ����Y��US mechanism is als# a!ailable when there is n#
need f#r authenticati#n #f users. Further security features can be added thr#ugh extensi#ns, such
as end-t#-end encrypti#n defined by X��-0384 [33].

Presence: X��� all#ws clients t# br#adcast their a!ailability status t# a gr#up #f #ther clients
#n the netw#rk. �hr#ugh the implementati#n #f presence and rich presence, a client can let #thers
kn#w if it is currently #nline al#ng with further details ab#ut its status. �his inf#rmati#n is generally
shared with the users that the client has selected t# add t# its c#ntact list (r#ster). �t the same time
the client als# subscribes t# the presence inf#rmati#n #f the #ther clients in the c#ntact list.

Publish/Subscribe: � publish/subscribe mechanism is als# p#ssible in X��� thr#ugh the use #f
X��-0060 [34]. � client can subscribe t# a res#urce (n#de) #f an#ther client. When that client
publishes s#mething, specifying that n#de, a n#tificati#n is sent t# all clients that ha!e subscribed t#
this n#de.

http://name@server.tld/phone).
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3.4.2 Architecture
X��� relies #n an architecture with a big number #f clients and smaller number #f ser!ers. �ach
client c#mmunicates with a specific ser!er after, #pti#nally, registering and authenticating #n it and
ser!ers are federated with each #ther in #rder t# recei!e messages and f#rward them t# their
c#nnected clients. �ach client has a unique address in the f#rm #f a Jabber	D, f#ll#wing the f#rmat
#f name@h#st where the h#st is the ser!er they recei!e messages fr#m. Clients c#mmunicate with
each #ther using th#se J	Ds as addresses and relying #n their ser!ers t# f#rward their messages t#
the recipient's ser!er which will then pass it #n t# the target client.

�he general fl#w #f messages is the f#ll#wing.

Figure 5. XMPP architecture

� client that wishes t# c#me #nline first #pens a c#nnecti#n t# their #wn ser!er by #pening a
stream. �his step includes a stream neg#tiati#n where the ser!er imp#ses certain c#nditi#ns #n the
client such as authenticati#n !ia S�SL #r encrypti#n thr#ugh �LS and a!ailable stream features are
presented. �fter the c#nnecti#n has been established the client and ser!er can keep sending
messages t# the #pen stream until #ne #f them cl#ses it t# disc#nnect. �he c#mmunicati#n
between ser!ers is similar but usually imp#sing different c#nditi#ns such as using different
authenticati#n mechanisms.

�he #pen stream between tw# endp#ints is in the f#rmat #f an X�L d#cument that is
incrementally built up by the messages sent by the tw# sides. �!ery message is in the f#rm #f an
X�L stanza. X�L stanzas are in the f#rmat #f an X�L element with a number #f attributes and,
#pti#nally, a b#dy. �he c#re pr#t#c#l defines three types #f stanzas: <message/>, <presence/>, and
<iq/> while extensi#ns can define the specifics #f elements used within them.

�he <message/> stanza pr#!ides a way t# push inf#rmati#n and is the main way #f sending a
message t# an#ther entity. �he <presence/> stanza functi#ns as a br#adcast mechanism that
sends inf#rmati#n t# any entities that ha!e subscribed t# the entity br#adcasting. �he <iq/> #r
inf#/query stanza pr#!ides a way #f making a request and recei!ing a resp#nse similar t# #ther
request-resp#nse pr#t#c#ls.

S#me attributes are sent with each stanza. �he fi!e c#mm#n attributes defined by the main
pr#t#c#l are the f#ll#wing:
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· to: identifying the recipient #f a message by their J	D.
· from: identifying the sender #f a message by their J	D.
· id: set by the #riginating entity f#r tracking resp#nses #r err#r messages related t# a

stanza.
· type: specifying the purp#se #r c#ntext, depending #n the type #f stanza.
· xml:lang: specifying the language #f the stanza if it c#ntains data that will be presented in

a human-readable f#rmat.
	n the case #f an err#r, the recei!ing entity sends back the same kind #f stanza using

type="error" with an <err#r/> child element specifying the err#r that #ccurred.
	n an 	#� en!ir#nment <iq/> stanzas can be mapped t# requests – resp#nses while

<presence/> stanzas can be used as a publish/subscribe mechanism.

3.5 Comparison

3.5.1 Criteria Definition
We will pr#ceed t# c#mpare the ab#!e pr#t#c#ls based #n s#me criteria that are imp#rtant when
building an applicati#n. �hese are di!ided in the #perati#nal sc#pe, ie related t# the business side
#f the applicati#n, and the technical sc#pe, related t# technical details #f the pr#t#c#l and the
applicati#n that uses it.

�n the #perati#nal side the examined criteria are the scope of application, extensibility, and
adoption. �he scope of application defines the usual and intended uses #f the pr#t#c#l and f#r
which type #f applicati#n it will be best suited. �he extensibility #f the pr#t#c#l describes any
existing extensi#ns #r the ease with which it can be extended s# it can be applied t# further use
cases. Finally, the adoption it has gl#bally, including current p#pularity, supp#rt and integrati#ns
sh#ws h#w easily it can be set up and c#mbined with #ther t##ls and ser!ices.

�n the technical side, the selected criteria will be performance, reliability, efficiency, and
security. Performance affects the speed by which messages are transmitted. Reliability includes the
a!ailability #f #pti#ns f#r reliable transmissi#n #f messages, s# n# messages are l#st if that is
required by the applicati#n. Efficiency includes the c#nsumpti#n #f mem#ry, C�U and p#wer as well
as the pr#t#c#l's beha!i#r in c#nstrained 	#� en!ir#nments. Finally, security, includes any
encrypti#n #pti#ns and alg#rithms pr#!ided by the pr#t#c#l as well as p#ssible built-in mechanisms
f#r authenticati#n and auth#rizati#n.

3.5.2 Operational Scope
L##king at the scope of application #f the examined pr#t#c#ls it's clear that �Q�� and C#�� are
m#re geared t#wards 	#� use cases as that is their primary design with a bigger f#cus #n l#w-p#wer
de!ices as clients. �Q�� is better suited f#r an en!ir#nment where multiple de!ices-sens#rs need
t# c#mmunicate with a single ser!er while C#�� may be better when dealing with many small
de!ices with different r#les. ����, #n the #ther hand, is designed f#r basic client-ser!er
applicati#ns with#ut a f#cus #n 	#� #r c#nstrained de!ices and X��� is geared t#wards messaging
applicati#ns where it is assumed that clients bel#ng t# different end users.

�xamining extensibility, �Q�� d#esn't appear t# pr#!ide any #pti#ns. C#�� has s#me defined
extensi#ns beside the base pr#t#c#l which pr#!ide significant help in 	#� en!ir#nments. ����
includes many features and is generic en#ugh that applicati#ns can build their #wn mechanisms #n
t#p #f it, which may, h#we!er, require m#re engineering eff#rt. Finally X��� is designed with
extensibility in mind, with many extensi#ns already de!el#ped and c#!ering different use cases and
the #pti#n f#r new applicati#ns t# r#ll #ut their #wn if n#t c#!ered by the existing.
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Finally, when l##king at gl#bal adoption, �Q�� seems widely supp#rted and used in multiple
techn#l#gies, with a g##d selecti#n #f s#ftware and libraries f#r it. � small limiting fact#r c#uld be
that n#t all t##ls supp#rt !ersi#n 5, but it is steadily getting m#re ad#pti#n. C#�� has wide supp#rt
thr#ugh multiple #pen s#urce libraries b#th f#r c#nstrained de!ices and larger ser!ers. ����/1.1
and ����/2 are widely ad#pted and supp#rted by m#st pr#gramming languages and t##ls. ����/3
h#we!er may n#t ha!e as much supp#rt as ad#pti#n is sl#wer. X��� has wide supp#rt and
ad#pti#n by different applicati#ns but m#st #f them ha!e a f#cus #n instant messaging, and n#t all
t##ls implement the same extensi#ns s# s#me research is imp#rtant when selecting t##ls f#r
w#rking with it.

MQTT CoAP HTTP XMPP
Scope of
Application

	#� 	#� Generic
Client-ser!er

	nstant messaging

Extensibility �nly base
pr#t#c#l

S#me defined
extensi#ns

�xtra functi#nality
can be built #n t#p
#f the pr#t#c#l

�any extensi#ns
�pti#n t# r#ll #ut

#wn
Adoption Wide ad#pti#n

and supp#rt
Smaller supp#rt
f#r !ersi#n 5

Wide supp#rt
thr#ugh libraries

Wide ad#pti#n and
supp#rt f#r ����/2
Small supp#rt f#r

����/3

Wide ad#pti#n in
instant messaging
Supp#rt !aries f#r

different
extensi#ns

Table 6. Protocol comparison on operational scope

3.5.3 Technical Scope
�n the performance side, acc#rding t# their specificati#ns and pre!i#us studies, �Q�� and C#��
are b#th pretty perf#rmant, e!en in en!ir#nments with significant c#nstraints, with messages fl#wing
fast between entities. C#�� sh#uld generally be m#re perf#rmant due t# the use #f UD�. 	n b#th
cases perf#rmance !aries based #n the quality #f ser!ice selected which affects the number #f
requests [2]. ���� is n#t designed t# be perf#rmant #n c#nstrained de!ices, h#we!er, ����/3 has
made significant impr#!ements #!er ����/2. X��� is als# n#t designed f#r c#nstrained de!ices
but its asynchr#n#us nature #r the use #f rele!ant extensi#ns can make it relati!ely perf#rmant.

F#r reliability �Q�� pr#!ides different #pti#ns #f Quality #f Ser!ice (Q#S) that all#w the user t#
specify the le!el #f reliability that they need with guarantees #f message transmissi#n at least #r
exactly #nce. C#�� als# all#ws the user t# select whether c#mmunicati#n will be reliable #r n#t,
thr#ugh the use #f ser!er ackn#wledgments and duplicate detecti#n. ���� relies #n the reliability #f
the underlying pr#t#c#l, �C� in the case #f ����/2 and QU	C in the case #f ����/3, with QU	C
taking care #f retransmitting l#st packets and detecting duplicates #n the stream le!el. �he c#re #f
X��� d#esn't pr#!ide any mechanisms #f reliability itself but that can be added thr#ugh
extensi#ns. Specifically X��-0198 [35] adds a stream management mechanism with
ackn#wledgments t# X���.

F#r efficiency, �Q�� and C#�� are b#th built t# supp#rt c#nstrained de!ices that may be l#w
in C�U and mem#ry res#urces but are als# designed t# w#rk under l#w bandwidth en!ir#nments.
�#we!er, in the case #f �Q��, a br#ker with higher c#nsumpti#n needs is required while in C#��,
smaller 	#� de!ices can #perate with#ut a central n#de. C#nsumpti#n #f netw#rk bandwidth may
als# be greater in the case #f �Q�� due t# the use #f the �C� pr#t#c#l and its #!erhead. ����/2
has impr#!ed #n the efficiency #f ����/1.1 with the use #f frames and streams but is still fairly
hea!y #n res#urce and netw#rk usage due t# the larger packages and underlying �C� c#nnecti#n.
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����/3 impr#!es #n it with the use QU	C and its #wn, m#re efficient, streams. �#we!er, the
features #f ���� remain large and res#urce-hea!y f#r 	#� en!ir#nments [10]. X��� has a larger
#!erhead due t# the use #f X�L in X�L stanzas. �#we!er this has been addressed by extensi#ns
such as X��-0322: �fficient X�L 	nterchange (�X	) F#rmat [36].

�xamining security #pti#ns, all pr#t#c#ls pr#!ide encrypti#n, thr#ugh either �LS #r D�LS but
with differences in the implementati#n as well as in #ther security features. �Q�� pr#!ides #pti#nal
�LS encrypti#n al#ng with built-in meth#ds f#r authenticati#n and auth#rizati#n. �he pr#t#c#l itself
all#ws f#r different #pti#ns but it's imp#rtant t# n#te differences between br#ker implementati#ns as
n#t all meth#ds are always supp#rted. C#�� #nly pr#!ides #pti#nal encrypti#n thr#ugh D�LS
with#ut any built-in mechanisms f#r authenticati#n and auth#rizati#n but als# supp#rts end-t#-end
pr#tecti#n thr#ugh �SC�R� which can be c#mbined with D�LS. ���� pr#!ides encrypti#n thr#ugh
�LS. 	n the case #f ����/2 it is #pti#nal and limited #nly t# the newest alg#rithms while in the case
#f ����/3 it is required and #nly all#ws use #f the latest �LS 1.3. B#th ����/2 and ����/3 pr#!ide
the authenticati#n mechanisms #f the ���� specificati#n, which make use #f header fields such as
the �uth#rizati#n field f#r use with Basic �uthenticati#n and JW�s as well as C##kies. X��� als#
uses #pti#nal �LS and pr#!ides multiple ways #f authenticating. �s it is designed f#r use with user
acc#unts, it makes use #f S�SL f#r authenticating clients t# ser!ers with se!eral different #pti#ns,
while ser!ers are usually authenticated t# each #ther using certificates. �xtensi#ns can als# add
m#re security #pti#ns such as end-t#-end encrypti#n f#r messages sent between clients.

MQTT CoAP HTTP XMPP
Performance �erf#rmant

e!en in
c#nstrained
en!ir#nments
Depends #n
quality #f
ser!ice

�erf#rmant e!en
in c#nstrained
en!ir#nments
Depends #n

quality #f ser!ice

�#t designed f#r
c#nstrained
en!ir#nments
����/3 has
impr#!ed

perf#rmance

�#t designed f#r
c#nstrained
en!ir#nments

Better
perf#rmance can

be achie!ed
thr#ugh

extensi#ns
Reliability 3 quality #f

ser!ice le!els
�pti#n f#r reliable

messages
Underlying �C�

and QU	C reliability
�hr#ugh

extensi#ns
Efficiency Clients

designed f#r
c#nstrained
de!ices

Br#ker may
require m#re
res#urces

B#th clients and
ser!ers can run
#n c#nstrained

de!ices

Res#urce-hea!y �ea!y but can be
impr#!ed thr#ugh

extensi#ns

Security �pti#nal �LS
�ultiple

authenticati#n
and

auth#rizati#n
mechanisms

�pti#nal D�LS
�pti#nal end-t#-
end pr#tecti#n

thr#ugh �SC�R�
�# extra

authenticati#n
and auth#rizati#n

mechanisms

�pti#nal �LS f#r
����/2, required
�LS 1.3 f#r ����/3

�ultiple
authenticati#n and

auth#rizati#n
mechanisms

�pti#nal �LS
S�SL f#r client
authenticati#n #r
certificates f#r

ser!er
authenticati#n
�nd-t#-end
encrypti#n

thr#ugh extensi#n
Table 7. Protocol comparison on technical scope
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4 Experimental Implementation

4.1 Infrastructure Configuration for Testing
�# examine the ab#!e characteristics in practice, an experimental implementati#n has been made
featuring client – ser!er c#nnecti#ns f#r �Q��, C#��, ����/2 and ����/3. F#r this purp#se, a
testing en!ir#nment has been set up where different scripts were implemented, acting as the clients
and ser!ers f#r each pr#t#c#l. F#r th#se scripts, �yth#n 3.12 was used al#ng with a c#llecti#n #f
#pen-s#urce libraries pr#!iding the base functi#nality #f each pr#t#c#l. �he implementati#n was
tested #n machines running Linux where, f#r the simplest cases, a script simulating the ser!er and
a script simulating the client were running #n the same machine and c#mmunicating with each
#ther. F#r #ther cases, #ne #r m#re scripts ran #n tw# separate machines, c#nnected thr#ugh a
WiFi netw#rk, t# simulate a m#re realistic en!ir#nment.

� set #f tests was perf#rmed f#r each pr#t#c#l. �s a starting p#int, the simple case #f a single
request was tested, using a publish/subscribe architecture where p#ssible, where a client requests
and/#r subscribes t# a res#urce #n a ser!er that returns the current time as a string. �fter the
simple case, further tests were perf#rmed, expl#ring the a!ailable features #f the pr#t#c#ls and
measuring the transfer speed #f c#nnecti#ns under different scenari#s.

4.1.1 MQTT
F#r �Q�� a pub/sub architecture was used, using a br#ker and tw# clients – #ne acting as a
publisher and #ne as a subscriber. �he tw# clients c#nnect t# the �Q�� br#ker using �Q��!5. �he
publisher p#sts a payl#ad with an 	S� timestamp t# a specific t#pic (metrics/time) e!ery 10
sec#nds. �he client subscribes t# this same t#pic and recei!es and prints the messages p#sted by
the publisher. �he tw# clients and the br#ker are different entities #n the same netw#rk and the
clients c#nnect t# the br#ker #n p#rt 1883 using its 	� address.

�he libraries used f#r the ab#!e implementati#n are:
· �ah# �Q�� f#r the implementati#n #f publisher and subscriber
· �#squitt# Br#ker as an #ut-#f-the b#x c#nfigurable br#ker

4.1.2 CoAP
F#r C#�� an intermediate ser!er is n#t required, s# the end pr#!iding the res#urce w#rks as a
C#�� ser!er with different clients requesting the res#urce. B#th a request – resp#nse and a
pub/sub architecture were tested, with a script w#rking as a C#�� ser!er and tw# clients, #ne
requesting the current time with a G�� request t# the UR	 c#ap://c#ap-ser!er/time, and an#ther
subscribing t# changes #f the res#urce at the same UR	 using an #bser!ati#n. �he ser!er pr#!ides
a r#ute that answers t# n#rmal G�� requests with an 	S� timestamp #f the current time and als#
pushes updates t# #bser!ati#ns #n the same r#ute at rand#m inter!als. �he clients c#nnect t# the
ser!er #n p#rt 5683 using its 	� address.

F#r the ab#!e implementati#n the ai#c#ap library was used.

4.1.3 HTTP
F#r ���� a ser!er – client architecture was used with a ser!er running and listening t# a /time
r#ute, and tw# clients, #ne w#rking as a publisher and making a ��S� request t# that r#ute with the
time payl#ad e!ery 10 sec#nds and an#ther making a G�� request t# the ser!er t# get the latest
p#sted time. �he ser!er supp#rts b#th ����/2 and ����/3 and separate clients were created f#r
the tw# ���� !ersi#ns. �he clients c#nnect t# the ser!er #n p#rt 8000 using its 	� address.

https://github.com/eclipse/paho.mqtt.python
https://github.com/eclipse/mosquitto
https://github.com/chrysn/aiocoap


Μεταπτυχιακή Διατριβή Μαρία Καραμ/νά

Θεωρ/τική και πειραματική μελέτ/ ασφαλείας πρωτοκόλλων επικοινωνίας
για περιβάλλον 	#� (�Q��, C#��, ����, X���) 28

�he libraries used f#r the ab#!e implementati#n are:
· httpx f#r the main client ���� functi#nality
· ai#quic f#r ����/3 supp#rt #n the clients
· Fastapi f#r the ser!er implementati#n
· �yperc#rn as a web ser!er c#nfigured with ����/3 supp#rt

F#r ����/3, the client examples #f ai#quic were used as a baseline.

4.2 Encryption and Authentication
�here are multiple attacks that can be applied t# 	#� applicati#ns and their netw#rks, many #f which
are related t# a lack #f encrypti#n and pr#per authenticati#n and auth#rizati#n [11]. �he ab#!e
implementati#ns are simple examples that create c#nnecti#ns with#ut taking int# acc#unt #ther
n#des in the netw#rk. �s such, any act#rs in the netw#rk are free t# read their packets and p#ssibly
m#dify them. �t the same time, within the sc#pe #f the applicati#n, all clients ha!e the same rights
t# send and recei!e packages with#ut authenticating with the ser!er. �hese p#ints can c#mpr#mise
the integrity and c#nfidentiality #f the applicati#n. �# c#mbat this, the c#nnecti#ns sh#uld be
encrypted and s#me authenticati#n mechanism applied where the pr#t#c#l supp#rts it.

4.2.1 MQTT
�Q�� supp#rts encrypti#n thr#ugh �LS which can be enabled #n the br#ker by specifying a
certificate and key file. By default the m#squitt# br#ker selects �LS 1.3 if it's supp#rted by the h#st
machine and the clients, with default ciphers �LS_��S_256_GC�_S��384,
�LS_C��C��20_��LY1305_S��256 and �LS_��S_128_GC�_S��256. �his is c#nfigurable
thr#ugh its c#nfigurati#n file. � dhparamfile can als# be pr#!ided f#r the D� exchange parameters
in the ciphers that utilize them. �re-shared-key based �LS supp#rt is als# pr#!ided.

�# test the encrypted beha!i#r, a Certificate �uth#rity (C�) was created and an X.509
certificate f#r the ser!er was created and signed, al#ng with a 4096-bit RS� key. �he br#ker's
listener was als# changed t# the mqtts p#rt 8883. �he default c#nfigurati#n #f �LS 1.3 was used.
�n the client side, the new p#rt was als# specified and the C�'s certificate added t# the trusted C�s
list. �Q�� traffic is n#w encrypted and using the mqtts pr#t#c#l with encrypted �LS packets
appearing n#w #n the netw#rk.

Figure 6. MQTT packets

Figure 7. MQTTS packets

F#r auth#rizati#n purp#ses, the m#squitt# br#ker supp#rts the use #f an access c#ntr#l list
(�CL), specifying which clients ha!e read #r write access t# which t#pics, by username.

user publisher
topic write metrics/time

https://github.com/encode/httpx
https://github.com/aiortc/aioquic
https://github.com/tiangolo/fastapi
https://github.com/pgjones/hypercorn
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user subscriber
topic read metrics/time

�# identify the clients, tw# authenticati#n mechanisms are supp#rted, username – passw#rd
authenticati#n and certificate authenticati#n, implemented #n the br#ker side. F#r the passw#rd
authenticati#n, an encrypted passw#rd file is created, which is checked by the br#ker e!ery time a
client c#nnects, using �Q��'s username and passw#rd fields. F#r the certificate authenticati#n, a
�LS certificate – key pair is created f#r each client and signed by a C� which is added t# the
br#ker's trusted C� list. � certificate re!#cati#n list can als# be pr#!ided. With a setting #n the
br#ker, the C� !alue #f the certificate is used as a username t# identify the client f#r auth#rizati#n
purp#ses. 	t is als# p#ssible t# bl#ck the c#nnecti#n #f any client wh# d#es n#t pr#!ide an identity
thr#ugh a certificate. Certificate client authenticati#n and �CL were used in c#njuncti#n in the
experiments.

Figure 8. MQTT secure connection to the broker

4.2.2 CoAP
C#�� pr#!ides tw# mechanisms f#r the assurance #f integrity and c#nfidentiality. �hr#ugh
�SC�R�, end-t#-end pr#tecti#n can be applied between n#des when intermediary pr#xies are
used, s# that message c#ntents as well as any internal #pti#ns are n#t exp#sed t# the pr#xy. �t the
same time, D�LS can be used #n the c#nnecti#n f#r encrypting the messages #n the netw#rk. Use
#f D�LS and �SC�R� can be c#mbined when use #f pr#xies is required. � built-in auth#rizati#n
mechanism f#r d#es n#t exist in C#�� but can be implemented #n a higher le!el in the applicati#n.

	n the ai#c#ap library, D�LS can be enabled #n the ser!er thr#ugh the
�	�C���_D�LSS�RV�R_���BL�D en!ir#nment !ariable. Current supp#rt is limited t# the use #f
pre-shared keys (�S�s) between the ser!er and the client and different clients can be c#nfigured
with different keys and ids. �he �S�s can be l#aded fr#m js#n files and added t# the c#nfigurati#n
#f b#th ser!ers and clients and clients can n#w c#mmunicate with ser!ers thr#ugh the c#aps
pr#t#c#l f#r an encrypted c#nnecti#n. By default D�LS 1.2 is used and the �S� is defined by the
user in ascii f#rmat.

Figure 9. COAP packets

Figure 10. COAPS packets

�SC�R� can be similarly enabled using the m#dule �sc#reSiteWrapper and setting the client
id and a secret #n b#th client and ser!er. �ach client can ha!e its #wn id and use a different secret
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string f#r the encrypti#n. �he packets n#w appear as �SC�R� packets and #nly exp#se r#uting-
related packets and #pti#ns required f#r pr#xying. F#r the time being, use #f �SC�R� and D�LS at
the same time is n#t p#ssible thr#ugh the ai#c#ap library.

Figure 11. COAP with OSCORE packets

�n auth#rizati#n mechanism was n#t used in the experiments as #ne is n#t pr#!ided by the
pr#t#c#l but it c#uld be implemented by each applicati#n using the client identity set in the D�LS
c#nfigurati#n as separate �S�s can be used f#r each client.

Figure 12. COAP server DTLS configuration

4.2.3 HTTP
���� pr#!ides an encrypted c#nnecti#n thr#ugh https, using �LS. �yperc#rn enables https when
pr#!iding a certificate and key f#r the ser!er. �h#se were created and signed with a l#cal C�, as
bef#re, which was then added t# the clients' trusted C� list. �he clients als# use the https pr#t#c#l
when c#ntacting the ser!er. F#r ����/3, the use #f �LS is required. �he same certificate and key
are needed and the QU	C pr#t#c#l is b#und t# a p#rt with the #pti#n #f —quic-bind #n the ser!er.

F#r ����/2 �LS 1.3 is selected by default if the clients supp#rt it, using the cipher
�LS_��S_256_GC�_S��384, while m#re insecure ciphers and !ersi#ns #f �LS are als#
supp#rted if required. ����/3 requires the use #f at least �LS 1.3 as it is part #f the QU	C pr#t#c#l
s# enabling m#re insecure c#nnecti#ns is n#t p#ssible.

Figure 13. HTTP/2 packets

Figure 14. HTTPS packets

Figure 15. HTTP/3 packets
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F#r authenticati#n and auth#rizati#n, multiple mechanisms are supp#rted by using ����
headers. 	n the case #f Basic �uthenticati#n, a username and passw#rd are passed t# the ser!er
thr#ugh the �uth#rizati#n header, #r in the case #f JW�s, a t#ken is passed thr#ugh the same
header. �ther mechanisms such as ��uth #r sessi#n ids st#red in C##kies are als# a!ailable. 	n
any case, when using auth#rizati#n, the c#nnecti#n sh#uld be encrypted, s# credentials are n#t
exp#sed t# the rest #f the netw#rk. F#r these experiments Basic �uthenticati#n was used.

Figure 16. HTTP connection with credentials

4.3 Connection Assessment
�!ailability is an#ther imp#rtant aspect #f an applicati#n. �fter creating and testing the basic
c#nnecti#ns, we can assess them #n the am#unt #f data they can transp#rt, number #f messages
and their speed, and see if there is any l#ss when dealing with higher !#lumes. We will als# enable
the different quality #f ser!ice #pti#ns #n the pr#t#c#ls that pr#!ide that functi#nality. Due t#
differences in architecture, �Q�� and C#�� will be c#mpared, using the pub/sub architecture, with
a publisher/ser!er sending multiple messages with big payl#ads at different speeds, and a
subscriber/client calculating the transfer speed and detecting p#ssible data l#sses, while ���� will
be tested with G�� requests initiated by the client and big resp#nses returned by the ser!er.

4.3.1 MQTT
F#r testing the c#nnecti#n, a publisher script was created, which sends multiple payl#ads #f a
specified size t# a t#pic, at an inter!al. � subscriber script listens t# the same t#pic, !alidating the
payl#ad size #f each packet t# detect p#ssible l#sses and calculating the transfer speed. �he
payl#ad size, number #f packets and inter!al are c#nfigurable, and different c#mbinati#ns were
tested. When n# inter!al is specified, the script tries t# push packets at the maximum p#ssible
speed, which is then calculated #n the subscriber side.

F#r minimizing data l#ss, �Q�� pr#!ides three quality #f ser!ice le!els. Le!el 0 is a simple
transmissi#n, le!el 1 guarantees the packet is recei!ed at least #nce, and le!el 2 guarantees the
packet is recei!ed exactly #nce with#ut duplicates. �igher le!els use m#re packets f#r the
transmissi#n #f ackn#wledgments and retransmissi#n #f messages in cases #f packet l#ss. �#
minimize data l#ss and ensure c#rrect tracking #f recei!ed messages, quality #f ser!ice 2 was used
f#r the main tests.

�he selected security c#nfigurati#n fr#m the pre!i#us secti#n was als# applied. �hat is, the
f#ll#wing tests were c#nducted using the default �LS attributes pr#!ided by the br#ker (�LS 1.3,
cipher �LS_��S_256_GC�_S��384) with certificate authenticati#n f#r b#th the br#ker and clients,
using 4096-bit RS� keys.

�esting with different transfer speeds n# data l#ss was detected at speeds #f 1, 100 and 1000
messages/sec#nd. F#r smaller payl#ads #f 1 t# 1000 bytes, there is n# data l#ss #r big l#ss in
transfer speed measured by the client. �#we!er, at higher frequencies #f sending ab#ut 100
messages/sec#nd the requested speed cann#t be maintained f#r larger payl#ads.
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Payload Size Speed
1 byte 94.683 messages/sec#nd

10 bytes 94.733 messages/sec#nd
100 bytes 94.942 messages/sec#nd
1000 bytes 95.215 messages/sec#nd
10000 bytes 93.579 messages/sec#nd
100000 bytes 84.330 messages/sec#nd
1000000 bytes 47.525 messages/sec#nd
10000000 bytes 8.357 messages/sec#nd

Table 8. MQTT 100 messages/second test per payload size

During the transfer, the rec#rded transfer speed may change. �ere, a higher speed is rec#rded
at the beginning #f the transfer f#r smaller payl#ads that then decreases and stays m#stly stable,
while f#r larger payl#ads, there is a smaller speed fr#m the start that then fluctuates a l#t.

Figure 17. MQTT speeds in time for 100 messages/second per payload size

F#r e!en larger payl#ads s#me data l#ss is als# #bser!ed, with the maximum safe payl#ad at
ar#und 25000000 bytes, and !ery l#w transfer speeds.
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When n#t specifying a transfer speed, the publisher will try t# send messages as fast as
p#ssible and the subscriber will recei!e them as s##n as they pass thr#ugh the br#ker. �his defines
the maximum transfer speed and is affected by the payl#ad size. �igher quality #f ser!ice als#
means l#wer transfer speeds. Specifically f#r Q#S 2 (highest le!el), the bel#w speeds are rec#rded.

Payload Size Speed
1 byte 7283.225 messages/sec#nd

10 bytes 7592.324 messages/sec#nd
100 bytes 7193.931 messages/sec#nd
1000 bytes 6878.299 messages/sec#nd
10000 bytes 4719.285 messages/sec#nd
100000 bytes 2354.147 messages/sec#nd
1000000 bytes 67.170 messages/sec#nd
10000000 bytes 3.237 messages/sec#nd

Table 9. MQTT max transfer speeds per payload size

�t smaller payl#ad sizes transfer speed is n#t greatly affected but with larger payl#ads, the
speed decreases significantly. S#me big dr#ps may als# be experienced during the transfer, e!en
in smaller payl#ads, p#ssibly due t# l#st packages that get retransmitted. �he speed als#
decreases at the end #f the transfer which may depend #n the meth#d #f measuring it. F#r
payl#ads #!er 5000000 bytes per message, data l#ss is #bser!ed.
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Figure 18. MQTT max speeds in time per payload size

Using a small payl#ad size (10 bytes), increasing the quality #f ser!ice le!el results in a
decrease in speed as m#re packets are n#w exchanged during the transfer #f #ne message.

QoS Speed
0 13419.334 messages/sec#nd
1 8608.695 messages/sec#nd
2 7176.055 messages/sec#nd

Table 10. MQTT max transfer speeds per Quality of Service level (payload size 10)

�he #bser!ed speed f#r the durati#n #f the transfer sh#ws a l#t #f !ariati#n in all cases, with
Q#S 2 being generally m#re stable but sl#wer due t# the increase in packets f#r each message,
except f#r a big decrease at the end. �igher quality #f ser!ice als# results in less frequent data l#ss.
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Figure 19. MQTT QoS 0,1,2 speeds in time

When multiple clients subscribe t# the same t#pic, all #f them recei!e the messages published
#n that t#pic. �nd when multiple clients publish t# the same t#pic, subscribers #f that t#pic recei!e
the messages fr#m all publishers. �he number #f clients running at the same time affects the speed
with which messages are transmitted t# subscribers. �ests bell#w were c#nducted #n the same
machine. When clients run #n separate machines, the speed decrease is less dramatic but still
n#ticeable.

Number of subscribers Speed
1 7621.712 messages/sec#nd
2 6796.350 messages/sec#nd
5 3250.519 messages/sec#nd
10 1463.447 messages/sec#nd

Table 11. MQTT max transfer speeds per number of subscribers

Number of publishers Speed Speed per client
1 7376.656 messages/sec#nd 7376.656 messages/sec#nd
2 7675.428 messages/sec#nd 3837.714 messages/sec#nd
5 11619.026 messages/sec#nd 2323.805 messages/sec#nd
10 12142.995 messages/sec#nd 1214.300 messages/sec#nd

Table 12. MQTT max transfer speeds per number of publishers

Number of
publishers/subscribers

Speed Speed per client

1 7250.901 messages/sec#nd 7250.901 messages/sec#nd
2 7872.237 messages/sec#nd 3936.119 messages/sec#nd
5 4870.221 messages/sec#nd 974.044 messages/sec#nd
10 2121.840 messages/sec#nd 212.184 messages/sec#nd

Table 13. MQTT max transfer speeds per number of publishers and subscribers

�xamining the transfer speed during the transfer in #ne #f the subscribers, the pl#ts are similar
t# the tests with a single subscriber, with a dr#p in speed at the end #f the transfer, but as the
number #f subscribers increases the general transfer speed decreases, b#th due t# the increase in
pr#cess p#wer required in the h#st machine and due t# the extra l#ad #n the br#ker.
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Figure 20. MQTT max speeds in time per number of clients (10 bytes payload)

When the subscriber, publisher and br#ker need t# c#mmunicate thr#ugh a netw#rk that may
be less stable, the speed can be affected significantly. �lacing the subscriber, publisher #r b#th #n
a netw#rk where they c#mmunicate with the br#ker thr#ugh Wi-Fi greatly reduces the max transfer
speed.

Payload Size Speed
1 byte 306.546 messages/sec#nd

10 bytes 307.129 messages/sec#nd
100 bytes 304.222 messages/sec#nd
1000 bytes 249.009 messages/sec#nd
10000 bytes 227.382 messages/sec#nd
100000 bytes 180.568 messages/sec#nd
1000000 bytes 27.315 messages/sec#nd
10000000 bytes 14.185 messages/sec#nd

Table 14. MQTT max transfer speeds per payload size on wifi

�he transfer starts at a relati!ely high speed which is decreased later. S#me spikes in speed
may als# be #bser!ed, p#ssibly due t# the medium being less reliable and causing retransmissi#ns,
as quality #f ser!ice 2 was used, t# minimize data l#ss.



Μεταπτυχιακή Διατριβή Μαρία Καραμ/νά

Θεωρ/τική και πειραματική μελέτ/ ασφαλείας πρωτοκόλλων επικοινωνίας
για περιβάλλον 	#� (�Q��, C#��, ����, X���) 37

Figure 21. MQTT max speeds in time per payload size on wifi

When messages are sent at a steady rate #f 100 messages/sec#nd, that speed is maintained
in the final #utput, but with big dr#ps f#r larger payl#ads.

Payload Size Speed
1 byte 98.474 messages/sec#nd

10 bytes 98.550 messages/sec#nd
100 bytes 98.741 messages/sec#nd
1000 bytes 100.267 messages/sec#nd
10000 bytes 98.031 messages/sec#nd
100000 bytes 90.756 messages/sec#nd
1000000 bytes 28.173 messages/sec#nd
10000000 bytes 2.580 messages/sec#nd

Table 15. MQTT 100 messages/second test per payload size on wifi

�he pl#ts #f #bser!ed speed f#r the durati#n #f the transfer are similar t# bef#re, with a higher
speed at the beginning but with less !ariati#n during the transfer. �he results #n WiFi are generally
n#t t## different t# the results #f the 100 messages/sec#nd test #n a single machine, sh#wing that
the unreliable c#nnecti#n may n#t be as apparent in sl#wer speeds and acts m#re as a b#ttleneck
f#r the #bser!ed transfer speed.
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Figure 22. MQTT speeds in time for 100 messages/second per payload size on wifi

4.3.2 CoAP
Similar t# �Q��, a ser!er script was used that transmits multiple messages #f a specified payl#ad
size at inter!als when a client subscribes t# a res#urce. �he client then !alidates the sizes #f
recei!ed payl#ads and calculates the transfer speed. �he maximum transfer speed, with n# inter!al,
was als# tested.

When assessing a!ailability, C#�� #ffers tw# types #f messages, c#nfirmable (C��) and n#n-
c#nfirmable (���). �# minimize data l#ss, c#nfirmable messages were used in tests, which !erify
that a message was recei!ed by sending back a c#nfirmati#n f#r each message and, if n#t
recei!ed, retransmits it.

�gain the security c#nfigurati#n #f the pre!i#us secti#n was used in all tests, with the default
D�LS c#nfigurati#n pr#!ided by the library, using �S�s f#r securing the c#nnecti#n.

During testing with different delays between messages, n# data l#ss was #bser!ed. Speeds #f
1, 100 and 1000 messages/sec#nd were tested. Likewise, an increase in payl#ad size did n#t
impact the measured transfer speed, with payl#ads #f 1, 10, and 1000 bytes. �#we!er the D�LS
implementati#n #f the library seems t# ha!e issues with larger payl#ads and transmissi#ns with a
size #!er 1300 bytes are rejected and retransmitted with#ut reaching the client. With#ut using
D�LS, a similar pr#blem is #bser!ed f#r payl#ad sizes #!er 4087 bytes. �t a higher payl#ad size #f
65498 bytes, a s#cket err#r is triggered #n the ser!er side f#r the message being t## l#ng. �his
c#uld be related t# the implementati#n #f Bl#ck-Wise �ransfers (RFC 7959 [22]).
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When sending messages at a speed #f 100 messages/sec#nd, the requested speed cann#t be
maintained but the final rec#rded speed d#es n#t seem c#rrelated t# the payl#ad size.

Payload Size Speed
1 byte 85.952 messages/sec#nd

10 bytes 85.664 messages/sec#nd
100 bytes 85.924 messages/sec#nd
1000 bytes 87.440 messages/sec#nd

Table 16. CoAP 100 messages/second test per payload size

	n all cases, the transfer starts fast and then the speed decreases but d#esn't fluctuate t##
much, p#ssibly due t# the l#wer rate at which messages are sent, which d#esn't reach any limits #f
the pr#t#c#l. �s C#�� is stateless, there is pr#bably a c#nnecti#n delay #n each message that is
resp#nsible f#r the final ~85 messages/sec#nd transfer speed.

Figure 23. CoAP speeds in time for 100 messages/second per payload size
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When n#t specifying a transfer speed, the ser!er will try t# send messages as fast as p#ssible.
�his defines the maximum transfer speed and is affected by the payl#ad size. Specifically, f#r the
tested sizes, while using D�LS, the bel#w transfer speeds are #bser!ed.

Payload Size Speed
1 byte 1151.144 messages/sec#nd

10 bytes 1163.623 messages/sec#nd
100 bytes 1156.274 messages/sec#nd
1000 bytes 1109.002 messages/sec#nd

Table 17. CoAP max transfer speeds per payload size

�gain the speed is n#t affected much by the payl#ad size. �#we!er, n#w it starts sl#wer and
increases with time, !arying m#re f#r the durati#n #f the transfer, as it is n#t limited by the rate it is
pushed but reaches the limits #f the pr#t#c#l.

Figure 24. CoAP max speeds in time per payload size

When multiple clients c#nnect t# the same ser!er, updates t# res#urces that multiple clients
#bser!e are transmitted t# all #f them. Res#urces #n the ser!er are shared between them and the
maximum speed decreases as the number #f clients increases. �ests with multiple clients #n the
same and separate machines sh#w a similar decrease in speed, sh#wing the main limiting fact#r
being the ser!er.



Μεταπτυχιακή Διατριβή Μαρία Καραμ/νά

Θεωρ/τική και πειραματική μελέτ/ ασφαλείας πρωτοκόλλων επικοινωνίας
για περιβάλλον 	#� (�Q��, C#��, ����, X���) 41

Number of clients Speed
1 1192.428 messages/sec#nd
2 857.847 messages/sec#nd
5 509.915 messages/sec#nd
10 316.340 messages/sec#nd

Table 18. CoAP max transfer speeds per number of clients (10 bytes payload)

�xamining the changes in transfer speed during time in #ne #f the clients, there are large
increases in speed at specific p#ints in time. �his is p#ssibly due t# the transfer finishing f#r #ther
clients and m#re res#urces getting all#cated f#r the current client.

Figure 25. CoAP max speeds in time per number of clients (10 bytes payload)
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When ser!er and client are running #n different machines c#nnected thr#ugh a Wi-Fi netw#rk,
the max transfer speed is decreased significantly but increasing the payl#ad has n# effect.

Payload Size Speed
1 byte 93.781 messages/sec#nd

10 bytes 83.221 messages/sec#nd
100 bytes 85.309 messages/sec#nd
1000 bytes 82.720 messages/sec#nd

Table 19. CoAP max transfer speeds per payload size on wifi

�ransfer speed starts high and then decreases, with m#re fluctuati#n than bef#re, which makes
sense gi!en the unreliable nature #f the c#nnecti#n.

Figure 26. CoAP max speeds in time per payload size on wifi
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While sending messages at a rate #f 100 messages/sec#nd, h#we!er, a steady pace can be
kept regardless #f payl#ad size, sh#wing that a WiFi c#nnecti#n may #ffer a m#re reliable speed f#r
c#nnecti#ns with limited sending rates.

Payload Size Speed
1 byte 93.524 messages/sec#nd

10 bytes 93.587 messages/sec#nd
100 bytes 93.352 messages/sec#nd
1000 bytes 93.542 messages/sec#nd

Table 20. CoAP 100 messages/second test per payload size on wifi

�ere t##, the transfer starts at a relati!ely higher speed and then !aries a l#t thr#ugh#ut the
transfer, similarly t# the pre!i#us n#n-limited case.

Figure 27. CoAP speeds in time for 100 messages/second per payload size on wifi

4.3.3 HTTP
Since ���� #perates #n a request – resp#nse m#del, tests were c#nducted in a different way t#
the pre!i#us pr#t#c#ls. � client script was created which sends a number #f requests t# a ser!er
that then replies with a payl#ad #f a specified size. �he transfer speed is calculated #n the client
based #n the rate #f recei!ed resp#nses and the size #f recei!ed data is als# !alidated.
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�he security c#nfigurati#n used f#r all tests is the same as that #f the pre!i#us secti#n. ����/2
uses �LS 1.3 with cipher �LS_��S_256_GC�_S��384 and Basic �uthenticati#n f#r the clients.
����/3 uses the same encrypti#n alg#rithm thr#ugh QU	C with Basic �uthenticati#n again f#r the
clients.

�w# meth#ds can be used when sending requests. �he ���� client can send the requests
sequentially, waiting f#r a resp#nse bef#re sending the next request, #r send all requests in parallel.
B#th appr#aches were tested t# calculate the maximum transfer speeds.

����/2 and ����/3 were tested separately and presented differences in calculated times.
B#th are sl#wer than the #ther pr#t#c#ls when executing requests sequentially, with ����/3 being
c#nsiderably faster, due t# using UD� which skips the #!erhead #f the �C� handshake. �# data
l#ss was #bser!ed e!en with payl#ads #f 50000000 bytes but the speed is greatly decreased t#
less than 1 message/sec#nd.

Payload Size HTTP/2 HTTP/3
1 byte 18.810 messages/sec#nd 429.113 messages/sec#nd

10 bytes 18.806 messages/sec#nd 443.050 messages/sec#nd
100 bytes 19.017 messages/sec#nd 412.914 messages/sec#nd
1000 bytes 18.735 messages/sec#nd 441.086 messages/sec#nd
10000 bytes 18.789 messages/sec#nd 262.795 messages/sec#nd
100000 bytes 19.879 messages/sec#nd 57.465 messages/sec#nd
1000000 bytes 15.854 messages/sec#nd 5.796 messages/sec#nd
10000000 bytes 4.083 messages/sec#nd 0.348 messages/sec#nd
Table 21. HTTP max transfer speeds per payload size

�hr#ugh#ut the transfer ����/2 maintains a relati!ely stable speed while ����/3 sh#ws
multiple spikes, p#ssibly due t# its use #f UD� as an underlying pr#t#c#l. ����/3 generally remains
faster than ����/2 but its speed decreases a l#t m#re as the payl#ad size increases until it
bec#mes sl#wer than ����/2 at ar#und 500000 bytes #f payl#ad.
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Figure 28. HTTP max speeds in time per payload size (HTTP/2 green, HTTP/3 blue)

Since the transfer speed is already l#w, n# tests were c#nducted at a frequency #f 100
messages/sec#nd f#r ����/2 as it cann#t be reached. ����/3 can maintain a speed #f ar#und 81
messages/sec#nd f#r smaller payl#ads which then decreases a l#t as the payl#ad increases.

Payload Size HTTP/3
1 byte 81.052 messages/sec#nd

10 bytes 81.921 messages/sec#nd
100 bytes 81.687 messages/sec#nd
1000 bytes 81.891 messages/sec#nd
10000 bytes 45.982 messages/sec#nd
100000 bytes 45.736 messages/sec#nd
1000000 bytes 5.011 messages/sec#nd
10000000 bytes 0.314 messages/sec#nd

Table 22. HTTP/3 100 messages/second test per payload size

�gain there are big dr#ps in speed, especially t#wards the end #f the transfer, pr#!ing ����/3
as n#t particularly stable when it c#mes t# transfer speed.
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Figure 29. HTTP/3 speeds in time for 100 messages/second per payload size

When executing requests in parallel, the transfer speed is much higher f#r b#th ����/2 and
����/3 as all messages are sent at the same time, #pening different c#nnecti#ns with the ser!er.
�#we!er, the size #f data that can be pr#cessed in parallel is limited s# increases in payl#ad size
decrease the speed. ����/2 in this case is faster, p#ssibly due t# the ser!er h#lding less
inf#rmati#n f#r each c#nnecti#n. �he am#unt #f messages that can be sent in parallel is als# limited
in ����/2 and, depending #n the payl#ad size, c#nnecti#ns may be dr#pped after 100-1000
messages. ����/3 d#es n#t experience err#rs #r dr#ps but c#nnecti#ns are much sl#wer.

Payload Size HTTP/2 HTTP/3
1 byte 6022.219 messages/sec#nd 2993.113 messages/sec#nd

10 bytes 4514.652 messages/sec#nd 3609.967 messages/sec#nd
100 bytes 5119.543 messages/sec#nd 2820.474 messages/sec#nd
1000 bytes 5458.627 messages/sec#nd 1344.232 messages/sec#nd
10000 bytes 5262.394 messages/sec#nd 133.014 messages/sec#nd
100000 bytes 3658.901 messages/sec#nd 37.544 messages/sec#nd
1000000 bytes 703.013 messages/sec#nd 5.284 messages/sec#nd
10000000 bytes - 0.236 messages/sec#nd
Table 23. HTTP max transfer speeds per payload size with parallel requests
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When sending requests in parallel, batches #f requests return at the same time, causing spikes
t# appear in the measurements. ����/2 and ����/3 w#rk similarly but ����/3 maintains a much
sl#wer stable speed at higher payl#ads.

Figure 30. HTTP max speeds in time per payload size with parallel requests (HTTP/2 green, HTTP/3
blue)

Usually multiple clients will be c#mmunicating with a single ser!er. �esting the c#nnecti#n with
multiple clients sending requests at the same time d#es n#t sh#w a decrease in speed in ����/2,
pr#bably because the ser!er is designed t# ser!e multiple clients with higher l#ads. 	n the higher
speeds #f ����/3 the difference is !isible as the bandwidth seems t# be distributed t# the clients.
Number of clients HTTP/2 HTTP/3

1 18.870 messages/sec#nd 444.894 messages/sec#nd
2 18.422 messages/sec#nd 286.334 messages/sec#nd
5 18.517 messages/sec#nd 94.667 messages/sec#nd
10 16.401 messages/sec#nd 43.123 messages/sec#nd

Table 24. HTTP max transfer speeds per number of clients (10 bytes)

Speeds here are similar t# the #ther cases with ����/3 ha!ing !ariable speeds during the
transfer and ����/2 being sl#w but stable, meaning that the increase in clients d#es n#t greatly
affect the beha!i#r #f the ser!er, #nly the a!erage transfer speed.
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Figure 31. HTTP max speeds in time per number of clients (10 bytes payload) (HTTP/2 green,
HTTP/3 blue)

When ser!er and client are running #n different machines c#nnected thr#ugh a Wi-Fi netw#rk,
the speed is decreased e!en m#re but stays relati!ely stable at smaller payl#ads. ����/3 sees a
bigger dr#p in speed and d#es w#rse than ����/2 at bigger payl#ads.

Payload Size HTTP/2 HTTP/3
1 byte 10.326 messages/sec#nd 68.584 messages/sec#nd

10 bytes 11.110 messages/sec#nd 68.843 messages/sec#nd
100 bytes 11.026 messages/sec#nd 74.287 messages/sec#nd
1000 bytes 9.221 messages/sec#nd 70.526 messages/sec#nd
10000 bytes 14.310 messages/sec#nd 67.358 messages/sec#nd
100000 bytes 6.604 messages/sec#nd 26.127 messages/sec#nd
1000000 bytes 5.209 messages/sec#nd 3.091 messages/sec#nd
10000000 bytes 1.767 messages/sec#nd 0.206 messages/sec#nd
Table 25. HTTP max transfer speeds per payload size on wifi

�n Wi-Fi, speeds during the transfer are n#t as stable f#r ����/2 while ����/3 sh#ws dr#ps
f#r larger time peri#ds due t# the unstable nature #f the netw#rk causing delays. �he use #f QU	C
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as an underlying pr#t#c#l may als# affect ����/3 in unreliable netw#rk c#nditi#ns as it handles
retransmissi#ns #f l#st packages #!er UD�.

Figure 32. HTTP max speeds in time per payload size on wifi (HTTP/2 green, HTTP/3 blue)

4.3.4 Speed comparisons
�fter testing the c#nnecti#ns under the same c#nditi#ns, s#me c#mparis#ns can be made #n their
efficiency where p#ssible.

When sending messages at a specific rate, b#th �Q�� and C#�� maintain a relati!ely high
transfer speed with �Q�� being cl#ser t# the #riginal rate (here 100 messages/sec#nd). �Q�� is
als# able t# transfer much larger payl#ads, h#we!er the transfer speed greatly decreases at
payl#ads #!er 10000 bytes. When testing c#nnecti#ns #f a single ser!er #r publisher and multiple
clients #r subscribers, depending #n the architecture, �Q�� and C#�� see a similar decrease in
transfer speed as clients increase, while �Q�� remains the faster pr#t#c#l. When traffic has t#
pass thr#ugh the unreliable c#nnecti#n #f a Wi-Fi netw#rk all pr#t#c#ls see a big decrease in
speed, with the change being m#re dramatic f#r �Q�� and ����/3. ����, when used
sequentially, is sl#wer than the #ther tw#. ����/3 is much faster than ����/2 in all scenari#s, due
t# the underlying UD� c#nnecti#n, but has issues with !ery large payl#ads. Sending requests in
parallel with ���� can be faster but limited and much hea!ier #n the clients, which may n#t be able
t# supp#rt it well when running #n c#nstrained de!ices. When n#t using encrypti#n �Q�� and
C#�� see a sizable increase in speed, with the change being m#re dramatic f#r C#��.
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Payload Size MQTT CoAP HTTP/2 HTTP/3
1 byte 94.683 m/s 85.952 m/s - 81.052 m/s

10 bytes 94.733 m/s 85.664 m/s - 81.921 m/s
100 bytes 94.942 m/ 85.924 m/s - 81.687 m/s
1000 bytes 95.215 m/s 87.440 m/s - 81.891 m/s
10000 bytes 93.579 m/s - - 45.982 m/s
100000 bytes 84.330 m/s - - 45.736 m/s
1000000 bytes 47.525 m/s - - 5.011 m/s
10000000 bytes 8.357 m/s - - 0.314 m/s

Table 26. 100 messages/second test per payload size

Payload Size MQTT CoAP HTTP/2 HTTP/3
1 byte 7283.225 m/s 1151.144 m/s 18.810 m/s 429.113 m/s

10 bytes 7592.324 m/s 1163.623 m/s 18.806 m/s 443.050 m/s
100 bytes 7193.931 m/s 1156.274 m/s 19.017 m/s 412.914 m/s
1000 bytes 6878.299 m/s 1109.002 m/s 18.735 m/s 441.086 m/s
10000 bytes 4719.285 m/s - 18.789 m/s 262.795 m/s
100000 bytes 2354.147 m/s - 19.879 m/s 57.465 m/s
1000000 bytes 67.170 m/s - 15.854 m/s 5.796 m/s
10000000 bytes 3.237 m/s - 4.083 m/s 0.348 m/s

Table 27. max transfer speeds per payload size

Number of clients MQTT CoAP HTTP/2 HTTP/3
1 7621.712 m/s 1192.428 m/s 18.870 m/s 444.894 m/s
2 6796.350 m/s 857.847 m/s 18.422 m/s 286.334 m/s
5 3250.519 m/s 509.915 m/s 18.517 m/s 94.667 m/s
10 1463.447 m/s 316.340 m/s 16.401 m/s 43.123 m/s

Table 28. max transfer speeds per number of clients/subscribers (10 bytes payload)

Payload Size MQTT CoAP HTTP/2 HTTP/3
1 byte 306.546 m/s 93.781 m/s 10.326 m/s 68.584 m/s

10 bytes 307.129 m/s 83.221 m/s 11.110 m/s 68.843 m/s
100 bytes 304.222 m/s 85.309 m/s 11.026 m/s 74.287 m/s
1000 bytes 249.009 m/s 82.720 m/s 9.221 m/s 70.526 m/s
10000 bytes 227.382 m/s - 14.310 m/s 67.358 m/s
100000 bytes 180.568 m/s - 6.604 m/s 26.127 m/s
1000000 bytes 27.315 m/s - 5.209 m/s 3.091 m/s
10000000 bytes 14.185 m/s - 1.767 m/s 0.206 m/s

Table 29. max transfer speeds per payload size on wifi
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4.3.5 Assessment with Security Configurations
�s menti#ned ab#!e, all the tests s# far ha!e been c#nducted with a basic le!el #f security, using
the defaults pr#!ided by each pr#t#c#l and str#ng encrypti#n keys. We can als# study h#w much
different security attributes affect the c#nnecti#ns and whether changing the key sizes #r
authenticati#n mechanisms has a !isible effect in the #bser!ed final speed #f the c#nnecti#n.

Like ab#!e, separate tests were c#nducted f#r �Q��, C#��, ����/2 and ����/3. �hree
different c#nfigurati#ns were tested with different m#des #f security, aiming at a high security le!el,
a l#wer security le!el and finally a c#nnecti#n with#ut any security features applied.

F#r �Q��, the high security c#nfigurati#n includes the use #f �LS 1.3 with the
�LS_��S_256_GC�_S��384 cipher, client authenticati#n thr#ugh certificates and b#th clients and
br#ker certificates using 4096-bit RS� keys. �ccess t# t#pics is gi!en t# the clients thr#ugh an
access c#ntr#l list c#nfigured #n the br#ker, using the identifiers in the client certificates.

F#r the l#wer security c#nfigurati#n, �LS 1.2 is requested by the client, with the weaker
�LS_RS�_W	��_��S_128_GC�_S��256 cipher and a sh#rter 2048-bit RS� key f#r the br#ker.
�he clients use username-passw#rd authenticati#n which d#es n#t require a certificate but sends
s#me extra data thr#ugh the appr#priate user fields #f the requests. �ccess t# t#pics is gi!en t# the
clients thr#ugh an access c#ntr#l list c#nfigured #n the br#ker, using the username as an identifier
#f the client.

Finally the n# security c#nfigurati#n d#es n#t apply any encrypti#n t# the c#nnecti#n, n#r
authenticati#n f#r the clients and any#ne is all#wed access t# all t#pics.

�fter executing s#me tests, it appears that the different security c#nfigurati#ns d# n#t ha!e a
big effect #n the transfer speed. �he high and l#w security le!els sh#w !ery similar results, e!en
while using different pr#t#c#ls and key sizes. �he n# security c#nfigurati#n is a bit faster but n#t
en#ugh t# ha!e a !isible effect in a real-w#rld applicati#n.

Payload Size High Security Low Security No Security
1 byte 9802.732 m/s 9868.822 m/s 10919.696 m/s

10 bytes 9855.493 m/s 10196.775 m/s 10692.769 m/s
100 bytes 9798.191 m/s 9796.615 m/s 11133.855 m/s
1000 bytes 9265.471 m/s 9360.552 m/s 10045.032 m/s
10000 bytes 6188.022 m/s 6019.881 m/s 6103.334 m/s
100000 bytes 2873.458 m/s 2897.456 m/s 1953.625 m/s
1000000 bytes 785.130 m/s 312.094 m/s 331.078 m/s
10000000 bytes 3.235 m/s 3.167 m/s 3.410 m/s

Table 30. MQTT max transfer speeds on different security levels

�he changes in speed thr#ugh#ut the transfer are als# fairly similar between different m#des
f#r the same payl#ad size. �he m#des using encrypti#n d# sh#w s#me bigger dr#ps at times. �hese
are m#re frequent f#r the l#w security m#de, which may be explained by �LS 1.2 generally being
c#nsidered less efficient than �LS 1.3.
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Figure 33. MQTT max speeds in time per payload size (high security blue, low security green, no
security yellow)

�!erall, different security c#nfigurati#ns in �Q�� affect the perf#rmance #f the c#nnecti#n in a
small way.

F#r C#��, the utilized library d#esn't pr#!ide much c#nfigurati#n when it c#mes t# security.
�he pr#t#c#l itself supp#rts D�LS with pre-shared keys, raw public key certificates #r X.509
certificates but the current implementati#n #f D�LS is limited t# �S�s. �he �SC�R� extensi#n is
als# supp#rted, which pr#!ides end-t#-end encrypti#n #f the message c#ntent f#r use with pr#xies
that may require access t# the packet pr#perties f#r c#rrect r#uting.

�heref#re three m#des were selected f#r this test, the first using the default c#nfigurati#n #f
D�LS (D�LS 1.2 with a �S�), the sec#nd utilizing �SC�R� but with#ut D�LS and the third with#ut
any encrypti#n. �he �S� selected was a 10-character w#rd.

	n these results, like bef#re there isn't a great difference in the perf#rmance #f the c#nnecti#ns,
h#we!er D�LS appears !ery efficient and e!en faster than the n# security c#nfigurati#n #n a!erage,
p#ssibly due t# maintaining an #pen c#nnecti#n. �SC�R� makes a bigger difference, being the
m#st inefficient.
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Payload Size DTLS OSCORE No Security
1 byte 3507.193 m/s 2115.931 m/s 2574.217 m/s

10 bytes 3144.243 m/s 1956.630 m/s 2426.122 m/s
100 bytes 3357.649 m/s 2101.629 m/s 2350.175 m/s
1000 bytes 3279.234 m/s 2177.636 m/s 2592.119 m/s

Table 31. CoAP max transfer speeds on different security levels

L##king at the pr#gressi#n during the transfer, all c#nnecti#ns start a bit sl#wer and then pick
up speed. �his generally happens when the ser!er has finished sending the requests and the client
can n#w recei!e them faster. �he D�LS m#de starts faster fr#m the beginning and raises the
transfer much faster than the #ther m#des, sh#wing that it's n#t causing a big #!erhead t# the
ser!er, while �SC�R� is hea!ier #n the ser!er as it takes l#nger t# finish sending the messages.

Figure 34. CoAP max speeds in time per payload size (DTLS blue, OSCORE green, no security
yellow)

�!erall, D�LS is !ery efficient in C#��, while �SC�R� affects perf#rmance in a negati!e way.

����/2 als# pr#!ides �LS f#r encrypted c#nnecti#ns and se!eral authenticati#n mechanisms
that can be cust#mly applied thr#ugh c#de. �ere, again, three m#des #f security will be tested with
similar features t# the �Q�� tests.
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�he high security m#de includes the use #f �LS 1.3 with the �LS_��S_256_GC�_S��384
cipher and a ser!er certificate with a 4096-bit RS� key.

�he l#w security m#de uses �LS 1.2 with the �LS_RS�_W	��_��S_128_GC�_S��256
cipher and a ser!er certificate with a sh#rter 2048-bit RS� key and n# authenticati#n f#r the clients.

Finally the n# security m#de d#es n#t apply any encrypti#n #r authenticati#n t# the c#nnecti#n.
�fter c#nducting s#me tests it is clear that the high and l#w security m#des ha!e a !ery similar

perf#rmance. �he l#w security m#de is marginally faster but in a negligible way. �he n# security
m#de actually pr#!ed less efficient. 	t is p#ssible that is due t# the way �LS c#nnecti#ns are
handled by the machine, p#ssibly keeping a persistent c#nnecti#n. �art #f the initial ����/2
neg#tiati#n is als# included in the �LS handshake, making up f#r any delays due t# the �LS
handshake as ����/2 is designed t# be used with ����S.

Payload Size High Security Low Security No Security
1 byte 21.220 m/s 21.577 m/s 18.867 m/s

10 bytes 21.228 m/s 21.638 m/s 19.083 m/s
100 bytes 21.293 m/s 21.851 m/s 18.912 m/s
1000 bytes 21.291 m/s 21.610 m/s 18.951 m/s
10000 bytes 21.234 m/s 21.521 m/s 18.819 m/s
100000 bytes 19.731 m/s 19.876 m/s 17.092 m/s
1000000 bytes 17.995 m/s 18.057 m/s 16.708 m/s
10000000 bytes 4.530 m/s 4.689 m/s 6.293 m/s

Table 32. HTTP/2 max transfer speeds on different security levels

L##king at the pr#gress thr#ugh#ut the transfer, all three c#nnecti#ns seem t# f#ll#w the same
pattern #f a fast start that then bec#mes stable, just at different speeds.
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Figure 35. HTTP/2 max speeds in time per payload size (high security blue, low security green, no
security yellow)

Finally, f#r ����/3 there is n# #pti#n t# rem#!e encrypti#n as it is required by the pr#t#c#l. �LS
1.3 is als# included as a requirement in QU	C, making it the m#st secure pr#t#c#l s# far. �s ����/3
supp#rt #n the ser!er is experimental there aren't many c#nfigurati#ns that can be made t# the
underlying QU	C c#nnecti#n. 	n this case tw# m#des were tested.

�he high security m#de uses the default �LS 1.3 c#nnecti#n #f QU	C, with the
�LS_��S_256_GC�_S��384 cipher, a 4096-bit RS� key f#r the ser!er certificate and Basic
�uthenticati#n f#r the clients.

�he l#w security m#de uses the same encrypti#n c#nfigurati#n but with a sh#rter 2048-bit RS�
key and n# authenticati#n f#r the clients.

	n this case the l#w security c#nfigurati#n is slightly faster than the high security but m#stly in
smaller payl#ads and the difference is again small en#ugh that it w#uld pr#bably n#t be detectable
in a real-life scenari#. �his sh#ws that the key size d#es n#t greatly affect the c#nnecti#n
perf#rmance while the authenticati#n parameters are #nly a few bytes in request headers which
sh#uld n#t sl#w d#wn the c#nnecti#n in any !isible way.
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Payload Size High Security Low Security
1 byte 538.403 m/s 629.023 m/s

10 bytes 524.310 m/s 503.902 m/s
100 bytes 546.044 m/s 563.509 m/s
1000 bytes 541.800 m/s 529.499 m/s
10000 bytes 393.524 m/s 342.990 m/s
100000 bytes 96.166 m/s 71.111 m/s
1000000 bytes 8.378 m/s 8.002 m/s
10000000 bytes 0.661 m/s 0.768 m/s

Table 33. HTTP/3 max transfer speeds on different security levels

L##king at the pr#gress thr#ugh#ut the transfer, b#th types #f c#nnecti#ns seem !ery unstable,
with the high security m#de being slightly m#re stable. F#r larger payl#ads they are sl#w en#ugh
that n#t much data can be gathered. 	n any case the tw# c#nfigurati#ns beha!e in a similar way.

Figure 36. HTTP/3 max speeds in time per payload size (high security blue, low security green)

�!erall f#r ����, higher security c#nfigurati#ns are w#rthwhile as they d# n#t negati!ely affect the
perf#rmance #f the c#nnecti#n.
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4.4 Comparison
Based #n the implemented setup we can c#mpare the pr#t#c#ls #n their features in practice. �n the
security sc#pe, integrity, c#nfidentiality and a!ailability are c#nsidered, thr#ugh the use #f
encrypti#n, authenticati#n and auth#rizati#n, and a!ailability tests c#nducted. �n the functi#nal
sc#pe, ease #f setup and #bser!ed supp#rt f#r each pr#t#c#l is c#nsidered, al#ng with the am#unt
#f res#urces they c#nsume and number #f features that are made a!ailable t# implementati#ns.

�s the implementati#n was made in �yth#n, #nly �yth#n libraries were studied during the setup
pr#cess and s#me #f the metrics regarding pr#t#c#l supp#rt may be different f#r #ther languages.

4.4.1 Security Scope
�n the security sc#pe, all pr#t#c#ls #ffer encrypti#n, with ����/3 enf#rcing �LS 1.3 with the newest
alg#rithms. While it is #pti#nal in the #ther pr#t#c#ls, �LS 1.3 is als# supp#rted, except in the case
#f C#�� which uses D�LS. �ey length and use #f different ciphers d#es n#t seem t# affect much
the perf#rmance #f the c#nnecti#n s# #pting f#r the m#re secure #pti#ns is pr#bably better.
�uthenticati#n and auth#rizati#n may depend #n the t##ls used but b#th �Q�� and ���� !ersi#ns
#ffer multiple mechanisms. C#�� is m#re susceptible t# a!ailability issues, while the #thers ha!e
generally g##d perf#rmance #n larger payl#ads and can c#nfigure limits and pr#tecti#ns #n their
ser!ers. F#r �Q�� a small #!erhead may be added by the �LS handshake but it sh#uldn't be
n#ticeable in real use cases.

	n general ���� !ersi#ns #ffer m#re cust#mizati#n #n their security setups while �Q�� can be
g##d f#r 	#� setups, especially when l##king f#r a!ailability in c#nstrained en!ir#nments. C#�� can
be useful in simpler setups where #nly smaller payl#ads are expected and auth#rizati#n can be
managed thr#ugh m#re static keys and certificates.
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MQTT CoAP HTTP/2 HTTP/3
Encryption �pti#nal �LS

Supp#rts newest
alg#rithms

G##d supp#rt
Small effect #n
perf#rmance

�pti#nal D�LS
�xtra layer f#r pr#xies

(�SC�R�)
Limited supp#rt
D#es n#t l#wer
perf#rmance

�pti#nal �LS
Supp#rts
newest

alg#rithms
G##d supp#rt
D#es n#t l#wer
perf#rmance

�LS 1.3 required
Full f#rward
secrecy by
default

G##d supp#rt
D#es n#t l#wer
perf#rmance

Authentication
&

Authorization

Username –
passw#rd
Certificates

�ther
mechanisms
depending #n

br#ker
implementati#n

Cust#m mechanisms
thr#ugh D�LS keys #r

certificates

Basic
�uthenticati#n

JW�
C##kies
��uth

�ther cust#m
mechanisms

Basic
�uthenticati#n

JW�
C##kies
��uth

�ther cust#m
mechanisms

Availability Faster transfer
speeds

Can handle
large payl#ads
Limits can be
c#nfigured #n
the br#ker side

Sl#wer transfer
speeds

�nly smaller payl#ads
Ser!ers can ha!e

fewer res#urces when
running #n 	#� n#des

Very sl#w
transfer speeds
Can handle

large payl#ads
Limits can be
c#nfigured f#r

ser!ers

Sl#wer transfer
speeds but

faster
than ����/2

C#nnecti#ns are
m#re r#bust due

t# multiple
streams

Can handle
large payl#ads
Limits can be
c#nfigured f#r

ser!ers
Different attack
!ect#rs thr#ugh

UD�
Table 34. Protocol comparison on security scope

4.4.2 Functional Scope
�n the functi#nal sc#pe, it is relati!ely easy t# set up a c#nnecti#n f#r all pr#t#c#ls but a!ailable
res#urces and supp#rt !ary, especially #n the ser!er side. �Q�� and ����/2 seem t# be the m#st
supp#rted pr#t#c#ls, with multiple t##l #pti#ns and the m#st feature supp#rt at the time #f selecting
libraries f#r the implementati#n. �n the c#nsumpti#n #f res#urces, �Q�� and C#�� are generally
lighter as they are designed f#r c#nstrained en!ir#nments, while ���� pr#t#c#ls are f#cused #n
m#re generic uses and are generally hea!ier in res#urce and p#wer c#nsumpti#n [10, 12]. Similarly,
���� #ffers a greater set #f features with m#re cust#mizati#n but many 	#�-f#cused features
sh#uld be a!ailable in �Q�� and C#�� as well.

	n general �Q�� and ����/2 c#nnecti#ns are the easiest t# set up with the best supp#rt, while
the features #f �Q�� and C#�� may be better suited f#r c#nstrained 	#� en!ir#nments, with C#��
ha!ing the simplest and lightest structure.
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MQTT CoAP HTTP/2 HTTP/3
Setup �asy when

using #ff-the-
shelf br#ker

�any a!ailable
res#urces

Simpler architecture
�asy setup f#r clients

�arder setup #n
ser!er side due t# less

supp#rt

�asy with m#re
#pti#ns

Can supp#rt
different

architectures
�#re familiarity

�#re
experimental
Less a!ailable
res#urces

Can supp#rt
different

architectures
Similar setup t#

����/2
Support Well supp#rted

�any t##ls and
#pti#ns

�#t all features are
supp#rted by different

libraries

Well supp#rted
�any t##ls and

#pti#ns

Supp#rted,
s#metimes
experimental

supp#rt
Fewer t##l
#pti#ns than

����/2
Resources Light clients

Br#ker
c#nsumes m#re

res#urces
L#w netw#rk
bandwidth

W#rks in l#w
res#urce
c#nditi#ns

Light clients and
ser!ers

L#w netw#rk
bandwidth

W#rks in l#w res#urce
c#nditi#ns

�ea!ier #n
res#urces

Depends #n
architecture

�ea!ier #n
res#urces

�ea!ier than
����/2 #n the
ser!er side
Depends #n
architecture

Features G##d set #f
features

F#cused #n 	#�
use cases

Smaller set #f features
F#cused #n 	#� use

cases

�any features
Cust#mizable
�#re generic
use cases

�any features
Cust#mizable
�#re generic
use cases

Table 35. Protocol comparison on functional scope
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5 Conclusions and Future Work

5.1 Conclusions
	n the end, each #f the studied pr#t#c#ls can be used in applicati#ns in an 	#� en!ir#nment,
bringing their unique characteristics. �he selecti#n #f pr#t#c#l sh#uld depend #n the specific use-
case #f the applicati#n and the en!ir#nment and c#nditi#ns it's expected t# w#rk in.

�ne #f the m#st imp#rtant aspects is pr#bably the architecture, where depending #n
requirements, de!ices #f different capabilities will be set up in an 	#� netw#rk, implementing
different functi#ns. 	n this aspect, C#�� and ���� pr#!ide the m#st flexibility, by supp#rting
different p#ssible architectures. 	f a decentralized architecture is desired X��� can pr#!ide that
while �Q�� pr#!ides the m#re c#mm#n publish/subscribe architecture.

�hen, the selecti#n will depend #n indi!idual features, #n the functi#nality le!el as well as #n
the security requirements. Fr#m this analysis �Q�� checks m#st #f the b#xes f#r a usual 	#�
applicati#n as it pr#!ides the main functi#nality f#r clients t# c#mmunicate with each #ther in a
publish/subscribe architecture, plus s#me #ther useful features aimed at w#rking with multiple
clients. 	t can w#rk in c#nstrained en!ir#nments and als# supp#rts a g##d le!el #f security, with �LS
encrypti#n and authenticati#n and auth#rizati#n mechanisms, while being fairly resilient when
w#rking with many and big payl#ads. C#�� can c#!er simpler cases when transp#rting smaller
payl#ads thr#ugh netw#rks #f l#w-p#wered de!ices. 	t can be used in cases where security is n#t as
imp#rtant, where encrypti#n can be used, with p#ssible end-t#-end encrypti#n if pr#xies are used,
but where authenticati#n can be limited t# pre-generated certificates instead #f a m#re c#mplex
s#luti#n. ���� pr#!ides m#re familiarity at de!el#pment time and will all#w f#r m#re cust#m
s#luti#ns and integrati#ns with #ther pr#t#c#ls but can be res#urce-hea!y in an 	#� en!ir#nment
and sl#wer than the #ther pr#t#c#ls. 	t can als# pr#!ide the m#st security features and be m#re
r#bust, especially in setups where ����/3 is supp#rted and used. Finally X���, while designed f#r
instant messaging can be adapted t# an 	#� setup and pr#!ide a wide range #f features thr#ugh
selected extensi#ns, including end-t#-end encrypti#n and auth#rizati#n mechanisms.

�ll in all, in use-cases where l#w res#urce use is a requirement, the lighter C#�� and �Q��
pr#t#c#ls will be m#re fitting. But if transfer #f larger payl#ads is expected and a m#re p#werful
de!ice is a!ailable f#r the r#le #f br#ker, �Q�� may be a better #pti#n. �Q�� and ���� will als#
pr#!ide better features when w#rking with m#re c#mplicated auth#rizati#n structures like access
c#ntr#l lists. 	f integrati#n with #ther ser!ices and pr#t#c#ls #r m#re cust#mizati#n is required, ����
can pr#!e easier t# w#rk with but may need m#re c#nfigurati#n t# fit the 	#� use-case. When
selecting ����, ����/3 will fit the 	#� case m#re, by skipping the sl#w �C� handshake at the
beginning #f each transmissi#n.

Based #n the ab#!e, 	#� setups where high perf#rmance is a requirement al#ng with str#ng
security, such as health-care applicati#ns, will benefit m#re fr#m �Q��. �n the #ther hand,
en!ir#nments that d# n#t ha!e c#mplicated security requirements, f#r example because
c#mmunicati#n is executed in a trusted netw#rk with#ut unkn#wn n#des, c#uld als# utilize C#��.
�n example w#uld be smart-h#me applicati#ns where payl#ads are usually smaller. Finally if speed
is n#t as imp#rtant but inter#perability and cust#mizati#ns might be needed, such as in industrial
applicati#ns which als# require a g##d le!el #f security, ����/3 is a g##d candidate as l#ng as it is
supp#rted by the rele!ant de!ices.

�f c#urse the final thing t# take int# acc#unt is the state #f ad#pti#n and supp#rt at the time #f
de!el#pment #f the 	#� s#luti#n. During the experimental implementati#n n#t all pr#t#c#ls pr#!ed t#
ha!e the same le!el #f supp#rt, with s#me features n#t being a!ailable at this time. �t the time #f
writing, in �yth#n, �Q�� and ����/2 are fully supp#rted with multiple t##ls and libraries t# ch##se
fr#m. ����/3 is a!ailable #n an experimental le!el with a m#re limited selecti#n #f t##ls and may be
lucking supp#rt in s#me setups. C#�� is generally supp#rted but with#ut all features being
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implemented. �d#pti#n may differ when using #ther pr#gramming languages s# it is imp#rtant t#
research bef#re making a final decisi#n.

5.2 Future Work
When de!el#ping an 	#� s#luti#n, the selecti#n #f c#mmunicati#n pr#t#c#l is an imp#rtant step. �his
selecti#n depends #n the specific needs #f the applicati#n as different pr#t#c#ls #perate under
different architectures and pr#!ide different features. 	n this w#rk we presented s#me #f the m#st
c#mm#n #pti#ns f#r pr#t#c#ls #n the applicati#n le!el, with a detailed analysis #f their features and
architecture, f#ll#wing by an experimental implementati#n t# get a better idea #f h#w they w#rk in
practice. � final c#mparis#n was presented, highlighting the c#nditi#ns and use cases where each
pr#t#c#l will pr#!e m#st useful, trying t# aid engineers in making the right selecti#n f#r their
applicati#n. �s a next step, m#re tests can be made under c#nstrained c#nditi#ns, such as running
#n l#w-p#wered de!ices #r limited netw#rks and depl#ying the client s#ftware t# a larger number #f
de!ices, c#mmunicating with the same central p#ints, simulating a big 	#� netw#rk that may be
c#nstructed as part #f a real-life applicati#n.
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