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1. Introduction

During recent years it has been identified that the most common cyber crime is the phishing
attack with an estimated 3.4 billion sent emails per day by cyber criminals, designed to look
like they come from trusted senders. This is over a trillion phishing emails per year.
However, most phishing frameworks and social engineering tools are limited to just sending
multiple phishing mails to a number of listed victims or crafting the exact email body in order
to make it look as legitimate as possible for the victims. On the other hand though as the
techniques of phishing cyber attacks are evolving, in the same way the cyber defense
mechanisms are advancing and being complicated too. For example one of the most
substantial measurements against the phishing evasion attempts is the Multi Factor
Authentication also known as MFA. Further details regarding the MFA mechanism, itis a
multi-step account login process that requires users to enter more information than just a
password. For example, along with the password, users might be asked to enter a code sent
to their email, answer a secret question, or scan a fingerprint. Nonetheless recently it was
configured a specific framework which has both the potential of successfully bypassing the
MFA requirement and at the same time launching a phishing campaign towards multiple
victims. EvilGophish consists of 2 tools, the Evilginx and Gophish. In this thesis are going
to be explained the entire use and configuration setup of EvilGophish (both Evilginx and
Gophish) along with the needed tools which are essential for the proper function of the tool,
furthermore by the end of this thesis the reader will be interpreted on the exact way that this
toolkit is going to work.
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2. Evilginx

Evilginx is a tool widely used in phishing campaigns to bypass MFA. It operates as a
man-in-the-middle (MITM) proxy, enabling attackers to intercept and manipulate traffic
between users and legitimate websites. By doing so, cybercriminals can steal login
credentials, session cookies, and other sensitive information. Evilginx is typically used in
attacker-in-the-middle (AiTM) attacks, a clever form of phishing that outsmarts MFA
protections that would otherwise prevent unauthorized access to online accounts. Traditional
phishing techniques often deceive users into revealing their usernames and passwords.
While MFA adds an extra layer of security by requiring an additional authentication factor,
attackers can still bypass it using tools like Evilginx. By capturing session cookies which
validate a user’s session after MFA is completed Evilginx renders the MFA step ineffective,
allowing unauthorized access. This toolkit will be explained in further detail during the thesis.
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3. Gophish

Gophish is an open-source phishing toolkit designed for businesses and penetration testers.
It provides the ability to quickly and easily setup and execute phishing engagements and
security awareness training. It is easy to test an organisation's resilience to real-world
phishing attacks. Phishing emails can be created using a full HTML editor, launched
scheduled email campaigns to groups of users, and track the responses in near real-time.
Gophish is written in the Go programming language, and offers binaries for Windows, Mac
and Linux, as well as a Docker container for easy installation. Gophish can also be deployed
on cloud hosting services like DigitalOcean, but we'll use Railway today.

Documentation Support Blog

Open-Source Phishing (——
Framework

Gophish is a powerful, open-source phishing framework that makes it
easy to test your organization's exposure to phishing.

For free.

‘ Learn More Recent Campaigns
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https://github.com/gophish/gophish/releases/?ref=alphasec.io

4. Evilgophish

Evilgophish is a great combination of the 2 aforementioned toolkits which allow the user to
easily conduct the MFA bypassing on multiple users and track the actions of each victim
separately from the Ul of Gophish in contrast with the Evilginx (it provides great potential
when it comes MFA bypassing) which allows to use the tool for one user each time in order

to capture the credentials and the session cookie.

GoPhish Evilginx3

An open-source phishing A man-in-the-middle attack
toolkit designed for simplicity framework used for phishing
and effectiveness in launching credentials and session
simulated phishing campaigns. cookies by bypassing two-

factor authentication.

EvilGoPhish

Combines the user-friendly

campaign management of

GoPhish with the advanced
credential capturing of

Evilginx3.

7 of 55



5. Installation guide of Evilgophish

Please note that the reported lab for realisting representation reasons will be configured for a
remote deployment, in order for this to be achieved several steps are required.

First and foremost for the solution of the cloud server will be used the most simple plan with
the lowest requirements which are offered from the platform of DigitalOcean. The following

steps are the ones that are required:

v I|

DigitalOcean B
VW
T - —_———
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5.1.

Creation of a new project.

@ Create Project [ 2 | Move Resources

Create new project

Mame your project

Enter name
project name example

Add a description
Helpful for teams or differentiating between projects with similar names.

Enter description

Tell us what it's for
This will help us to provide a more relevant experience.

Class project / Educational purposes *

Create Project
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5.2. Droplet creation

In this section we create the droplet, we should choose the region which is nearest to our
geographical placement, in the case of our lab the best choice is London

Create Drop|et5 Learn )
Droplets are virtual machines that anyone can setup in seconds. You can use droplets, either standalone or as part of a larger, cloud based infrastructure.
Choose Region
= New York B San Francisco = Amsterdam

Singapore ’ 22 London == Frankifurt

Toronto == Bangalore B Sydney
Datacenter
. London « Datacenter 1« LON1

Tip: Select the datacenter closest to you or your users Dismiss

Avoid any potential latency by selecting a region closest to you - a region is a geographic area where we have one or more datacenters.

VPC Network - default-lon1 DEFAULT

All resources created in this datacenter will be members of the same VPC network. They can communicate securely over their Private IP addresses.
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5.3. Image of droplet

Then we should choose an image for the server, the best for our instance is the latest
version of Debian

Choose an image

0S  Marketplace (245) Custom images

o =

Ubuntu Fedora Debian CentOS AlmaLinux Rocky Linux

Version

12 x64 v ‘

5.4. Droplet plan

For the next step we have to choose the droplet size, we will go with basic plan (shared
CPU)

Choose Size Need help picking a plan? Help me choose [£

Droplet Type

SHARED CPU DEDICATED CPU
Hasic General Purpose CPU-Optimized Memory-Optimized Storage-Optimized
(Plan selected)

Basic virtual machines with a mix of memory and compute resources. Best for small projects that can handle variable levels of CPU performance, like blogs, web apps
and dev/test environments
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5.5. Droplet CPU option

For the CPU options we will go both with the Regular one and and the cheapest solution

CPU options
(o) Regular Premium Intel Premium AMD
(e)
= Disk type: SSD Disk: NvMe SSD Disk: NVMe SSD

$6/mo $12/mo $18/mo $24/mo $48/mo

$0.009mour $0.018/mour $0.027/hour $0.036/hour $0.071/hour

-
1GB 2GB 2GB 4GB 8 GB

25GB 50 GB 60 GB 80 GB 160 GB

1000 GB 2TB 3718 47TB 5TB

5.6. Droplet authentication method

For the authentication method there are 2 choices, the secure one is the SSH KEY however
for convenience reasons the chosen authentication method is the one with the Password.

Choose Authentication Method

SSH Key (o) Password
Connect to your Droplet with an SSH key pair .

Connect to your Droplet as the “root” user via password

Create root password *

Type your password &

PASSWORD REQUIREMENTS

Must be at least 8 characters long
Must contain 1 uppercase letter (cannot be first or last character)

.
.
= Must contain 1 number
.

Cannot end in a number or special character

A\ Please store your password securely. You will not be sent an email containing the Droplet's details or password.
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6. Remote Deployment

For the next step of the remote deployment the lab also needs a domain, we should register
an appropriate domain for the purpose of the lab. In this part of the set up, the cloud server
should be ready to be used, so for the next step we should find and buy a suitable domain.

6.1 Namecheap domain registration

In the reported case the domain will be registered from Namecheap platform

' l namecheap Domains  Hosting  WordPress Email  Marketing Tools  Security  TransfertoUs  Help Center  Account

@3 Dashboard Domains —

© exoring

evilgophish.xyz

W [ 5 £

- Products Sharing & Transfer Advanced DNS
= g List
° Oct 29, 2024 - Oct 29, 2025 ADD YEARS
EX Private Email
i (-] Oct 29,2024 - Oct 29, 2025 ADD YEARS
es

& WithheldforPrivacy

W PremiumDNS ° Enable Premiu BUY NOW

With our Premium ™M, YOu 00!
¢ Profile
N g O Xy Z

© #o0 NanssERVER
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6.2. Advanced DNS settings

Then we should go to the Advanced DNS section and scroll down to the Personal DNS
Server and set up Evilgophish as an external nameserver, in order to achieve that we
should click Add Nameserver and select ns1 and then add the external IP of our server, for
example:

evilgophish.xyz

o
fh ] [ B
— Domain Products Sharing & Transfer
] ting List
° You can manage n IS back to Namechea
2 Private Email BasicDNS to mana
B es © st

*n s ° ail P account, or transfer DNS back to Namecheap
- NS to manage the ge DNS Type
W myoffers
° Register Nameserver
Bk profie Find Nameservers = -

1431101753

and in the same way with the second name server ns2 also we add the same external IP of
our server.
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6.3 Nameserver settings

evilgophish.xyz

7] [ 38 =
Products Sharing & Transfer Advanced DNS
© Oct 29, 2024 - Oct 29, 2025 T aTE
4 WithheldforPrivacy o Oct 23, 2024 - Oct 29, 2025 ADD YEARS

W PremiumDNS o

BUY NOW

@ #DD NAMESERVER

Then we should go back to the domain list and find the following section “Nameservers”and
choose the Custom DNS and then add “ns1.myregistereddomain” and
“ns2.myregistereddomain” (in the case of the lab ns1.evilgophish.xyz and
ns2.evilgophish.xyz) as shown to the screenshot before:

For the time being we should wait up to 48 hours in order for the propagation to be
completed.
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6.4 Propagation

Then we should check if the propagation has been completed, this can be achieved by going
to the terminal (powershell for windows) and run the nslookup command then we should set
up the google DNS as the DNS that will be probing (currently displays the following which
indicates that the propagation is not completed)

and when propagation will successfully be completed it will be shown as below.
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Evilgophish Github

In this section we have successfully deployed the cloud server (from DigitalOcean) and
registered the domain that is going to be used for the reverse proxying, therefore the next
step is to clone the Evilgophish framework from Github the git link will be provided.

7.1. Author’s Gitpage

First of all we should find the git page of fin3ss3g0d who is the author that managed to
merge these both tools into one phishing framework (Evilgophish), the following git link
should redirect to the exact git page that we need:
(https://qgithub.com/fin3ss3g0d/evilgophish).

« > C O 8 https://github.comyFin3ss3god/evilgophis 8w o © a ¥

@ Rocket ) ChatGPT - AbuselPDB [ VirusTotal ¢ Tor Metrics ® MXLookup © urlscanio % MACVendor A MalwareBazaar  CriminallP W WHOIS Search @ Netlas search & ThreatMiner @ Headers Decoder (RF... &’ Apache Cloudstack

) Product v Solutions v Resources v Open Source - Enterprise v Pricing SememaE signin [ Signup

ssies 1 11 Pullrequests 8 (@ Actions [ Projects (@ Securty |~ Insights

P man - P18 <> Code ~ About

evilginx3 + gophish
1 fin3ss3god e

| github

Sponsor this project
S fin3ss3g0d Dylan Evans
[ 1SSUE_TEMPLATE md S —

[) LICENSE.md

[ README.md
Languages

[ README &5 MIT license
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7.2. Git clone

Secondly the next thing that we should do is to git clone the entire repository to our cloud
server however before git cloning the project we must install the git command to our
server, this can be accomplished with the following commands

sudo apt

sudo apt install git

Afterwards we move to the installation part of the Evilgophish, we should run the following
command (example) with the repository url that we want to install:
git clone <repository-url>

the repository url: https://github.com/fin3ss3g0d/evilgophish.git

Also for the convenience of the lab we have also created an additional directory where the
cloning of the repository has been done, in order to make a new directory we should proceed
with the command mkdir as shown below.

nkdir new_directory_name
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7.3. Setup of Evilgophish

In this part we have successfully git cloned the repository and now we should set it up in
order to use it without any inconvenience. So we CD into the evilgophish directory and then
we list with Is everything that is included, as a result we have the following:

7.4. Locate Setup.sh

At this stage we should locate the setup.sh and modify its permissions in order to make it
executable, this can be accomplished with the chmod command.

chmod +x filename

in the case of our lab this should be as below:
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7.5. Run Setup.sh

As it can easily be understood the next step is to run the setup.sh, it has been provided to
automate the needed configurations for you. Once this script is run and you've fed it the right
values, you should be ready to get started. Below is the setup help:

tup <root domain> <subdomain(s)> <root domain bool= <feed boo <rid replacement=

- root domain the root domain to be used for the campaign
- subdomains a space separated list of evilginx3 subdomains, can be one
- root domain bool true or T e to proxy root domain to evilginx3
- feed bool true or false if you plan to use the live feed
- rid replacement replace the gophish default "rid" in phishing URLs with tf
Example:
./setup.sh example.com "accounts myaccount" Talse true user_id

In further detail in the case of the lab the command should be run as bellow:

true true u :eri",-.:\D

the command can also be obtained or copied from below:

“ Isetup.sh evilgophish.xyz "microsoftonline.com login www" true true user_id “

7.6 evilginx3

At this point we have one more step in order to make the tool totally executable, we should
also change the permissions for the evilginx3 and gophish so we should do the following
(as explained before with setup.sh)

Example
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7.7 Run Evilgophish

Now that both evilginx3 and Gophish can be executed we can proceed in running the tool,
however we should include 2 arguments. The first one is the full path of the gophish
database (gophish.db) and the second one is the full path which point to the directory
where all the phishlets are listed (legacy_phishlets), so we move forward with the following
command:

“ Jevilginx3 -g /home/evilgophish/evilgophish/gophish/gophish.db -p
/home/evilgophish/evilgophish/evilginx3/legacy_phishlets/ “

Example:

-- Community Edition -- -

As it can be identified at this stage we do have the one tool out of the two setted up, the
Evilginx3 is successfully running, however we should make some modifications in order to
point it towards the external IP and our previously registered domain.

7.8 Config file
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In this stage of configuration we can proceed easily and fast by the consult of evilginx
configuration from the author of evilginx Kuba Gretzky, the configuration can be found on the
following link: https://help.evilginx.com/docs/getting-started/quick-start

So first of all we should configure the external IP and the domain, this can be accomplished
by the config command.

Set up a domain

When you start Evilginx For the First time you will see warning messages about server domain and server ipv4 being not set. This
is the first thing you need to set up. As an example we'll use the domain and IP address from above.

: config domain not-a-phish.com
: config ipv4 1.2.3.4

In the case of our lab we will do exactly the same, please note that we can also list all the
possible arguments of the config command by typing help config

11 configuration varia

1 configuration var

in for all p

ternal address of the current

external add s of the current

bind address of the current

1l where all unauthorized

the automated

As it can be understood by the step above, first of all we should go with:

“ config domain evilgophish.xyz “
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configuratior

in for :
ernal addre f the current server
ernal addre f the current server
bind addr of the current

unauthorized reque

And then we should also configure the IPv4 which is the IP of our server from DigitalOcean,
so we should type:

“ config ipv4 143.110.175.3

ernal address of the current

ernal addr of the current

nd addr f the current

unautho

e the automated certif
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8. Phishlets

At this time we should talk about phislets, it is a script in .yaml which configures evilginx in
a way which allows it to know exactly how to reverse proxy the website that we want to
target on our phishing engagement.

In our lab we will try to intercept the login page of office.com, there are multiple steps that
we have to cover in order to create the phishlet that we need.

First of all we should download a browser extension that will help us manage and edit the
cookies, it is called edithiscookie.

EditThisCookie

om [ E it possible to b
d bulk-edit co i

Then we should request the office.com

O B8 hteps://www.office.com

 use optional cookies to improve your experience on our websites, such as through social media connections, and to display personalized advertising based on your online activity. If you
»ct optional cookies, only cookies necessary to provide you the services will be used. You may change your selection by clicking “Manage Cookies” at the bottom of the page. Privacy

Accept Reject
tement Third-Party Cookies

= Microsoft | Microsoft 365  Products ~  Resources »  Templates  Support My account All Microsoft +

o]

Welcome to Microsoft 365

The Microsoft 365 app (formerly Office) lets you create, share, and collaborate
all in one place with your favorites apps now including Copilot.*

Sign up for the free version of Microsoft 365 >
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Then we “click” the Sign In button which redirects us to the following login page.

O B https://login.microsoftonline.com/common/oauth2/v2.0/auth 5445b-32¢6-45 93765276¢ £ %02F%2 Fwww.office.com%2Flandingy

B Microsoft

Signin

Email, phone, or Skype

No account? Create one!

Can’t access your account?

C‘b Sign-in options

At this stage we have to check if the login host is the same as the one in the above
screenshot, in order to check that we should request the “login.microsoftonline.com”, which
indeed redirects us to the exact same login page. As a result we should focus on adding it as
a proxy host so evilginx will be able to reverse proxy it and try to intercept all the data in this
MiTMA. So on the .yaml script in the section of proxy hosts on the first host we should add
the “login.microsoftonline.com” as will be shown bellow.

An explanation for the arguments on the section above:

e phish_sub : it can be anything, the important thing is not to be duplicated with the
other phish_sub’s on the proxy_hosts section

e orig_sub : it is the original subdomain
e domain : itis the domain that is going to be intercepted

e session : session set to true means that this session will be fully intercepted for
session cookies

e is_landing : confirms that the reported page is the landing page
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We can also configure from now the login section, while we know that the
“login.microsoftonline.com” is the login page.

Next we should proceed and see what other domains we need to set to the phislet in order
to be proxied. So in this part we should login with our credentials and also use the MFA
authenticator as usual in order to login successfully.

Before the login though we should have inspected the web page by right clicking on the
page and selecting inspect, afterwards we should select the network section and then
proceed with the login procedure.

So at this point we need to right click on the top of the columns on the network tab and make
sure that the the domain is checked as below

-
A ert () Hide ot bite extension URLS

Al Febch/XHR IS €55 bmg Medis Font Doc WS  Wasm  Manifest  Other

20000 ws 2000 #0000 e 0000 . COODws 100w 1000 m

B

Create with Microsoft 365

Start a project. find the right template, and more.
All in one place.

a & ¢ P @@

So we can identify which domains were displayed.
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At this stage we have to look at all the domains and find the ones that we feel that should be
relevant to add to our proxy host. First of all we can easily identify that that the
“login.live.com” seems like significant one so we proceed and add it to the proxy hosts
section, however we should be careful because the subdomain of “login.live.com” is the
same subdomain with our first proxy host so need to change that in order not to have
duplication in the phish_sub section.

After that we go back to the network tab to the column of the domains and look for other
domains that might also be used.

And last but not least we see the following domain “www.office.com” which eventually
redirects us after the sign in procedure. So we should also include it to the proxy hosts

Al FetchDDIR 1§ O35 - Ford Dot WS  Weam  Manifest

Waterfall
eusionitate, wrfTchent id - 4765445
postsriTusername « that.evilgern XdDoutio... 200 losgin v com,

ser eventodatamerros

document
g

dotument .

¥t-gugehd])

orize.sriTchient_id = 4765445

st - artion

apphar-
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All the proxy hosts:

| GNU nano 7.2 0365.yanl

In the next part of the phishlet’s script we should also complete the auth_tokens section, in
this part we have to inspect all the cookies that were stored during our login session in order
for this to be accomplished we have to add another one extension called storageAce.

n » detail » storageace £

Storag eb Store

StorageAce provides ability to easily manage Cookies, Local Storage and Session Storage. ...
f browser syncing nabled, then the s gs of the extension ...

So after we add the specific extension we should one more time repeat the login procedure
and then inspect all the stored cookies from which we ought to make a list with all the
domains which we feel might contain the session tokens that we have to capture during the
phishing process.

Create with Microsoft 365

Start  project. find the right template, and more.
Allin one place.
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We can see that we have all the following domains:

live.com

live.com

login.live.com
login.live.com
Jogin.microsoftonline.com
login.microsoftonline.com
.microsoft.com
microsoft.com

.office.com

office.com
.www.office.com
www.office.com

A further detailed example is followed:

in the key section we add the corresponding regular expression (regex), further details can

be obtained also in the documentation of this section.
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Example:

key modifiers

Modifiers can be set for specific keys by adding a : character at the end of the key name, followed by the modifier name. Modifiers

can be stacked and need to be separated with : character as well (e.g. session:opt or frog-[0-9]{3}:regexp:always).

description

Treats cookie name as a regular expression. For example key 'frog-[0-9]1{3}:regexp' will look for any key like
regexp frog-283, frog-111, frog-291 to capture. IMPORTANT! If you use at least one regexp modified key, make sure

to trigger session capture with auth_urls (explained below).

Treats that cookie as optional. If that cookie arrives, it will be captured, but if it doesn't and other required cookies
have already been captured, the session will be considered finished.

1 By default Evilginx ignores any cookies treated as session cookies, which have no expiration time set up. This
a "Ja""ls e . . . . . . . .
: modifier will make sure to always capture the cookie despite it not having an expiration time.

You can find further details through the documentation in the following link:
https://help.evilginx.com/docs/phishlet-format

Now one of the last parts of our phishlet in order to be ready is to complete the credentials
section. In order to do that we should go again on the network tab in inspect and look for the
request that was made with our username.

We should find this post.srf request (post method). Then we click it and go to the payload tab
that it has. In that context we look for the login and the passwd sections as can be shown
below.
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I 4fbES MFSECB44bE] DEGEa S0 791 1 1@ 1D

15116

*Form Data Ve SOUTTE

a

ln?.' that . evilginafout look. com

that. evilglmdout loo

Ncfad03 1 bt svg MO FYAVT v
H el e LaciSid T b
GetSetonState wrfTchbent_jd=476544 Mob-4900- B hA9E.

GethessiconState wrfTchent_id=47658450- 12c6-4900- 8 96499 } L P TR Sy | g v piApOuvEA® TETLEe 2B r1E 4 *E TRUAY 52wl VDL il

GetSestionState. uriTchent_id = 4765445 A9k B 4T

And then we copy both login and passwd and add them to both keys on the credentials
section correspondingly as can be shown below.

The last one has to do with the auth_url section.

By default Evilginx will consider the session as authenticated when all cookies defined in
auth_tokens section are captured. The exception is when the names of the cookies, you
need to capture, are generated dynamically. In such a scenario you need to use regular
expressions to search for session cookies or just capture all of them. Evilginx will then not
know when all of the session cookies have been captured and will need an alternative way
to trigger the successful session capture.

Session will be considered captured when a request to any of the defined URL paths is
made. These URL paths should only be accessible after the user has successfully
authenticated, thus indicating the authentication was successful.
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This is the syntax

auth_urls:

'/home’

So now we have to replace the path value which is shown below.

Geneval

quest URL

Request Method

Headers
T eacders
trued ¥ c f v Content -Length
Corverged C 0 Dlate

[ ._-.-r.,\_-r-lﬂ-dl ™

orwvergedinma Core wlEl

raeChang ants whebe
T iz
b S Sl
BV WY WL

pewfHIVE NN TNy R
rp FFSaabe i 1 3 bEG Twbedzl)

CQACHI

Like this
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We can find attached the entre 0365.yaml script below

GNU nano 7.2 0365.yaml

At this point we have successfully setted up our Evilginx framework and we can proceed to
the stage where we use the tool itself in order to bypass the MFA requirement and of course
capture the login credentials of the victims.

34 of 55



9. Run evilginx3

So first of all we should start the tool with the required arguments as shown below.

command:
Jevilginx3 -g /homelevilgophish/evilgophish/gophish/gophish.db -p
/home/evilgophish/evilgophish/evilginx3/legacy_phishlets/

And then we press Enter.

Afterwards we should enable the phishlet itself as bellow:

When we press enter it will try to retrieve automatically all the TLS certificates for all the
subdomains that this phishlet will be using
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Then we should also create the the lure of the phish, example:

bility

visible
visible
visible
visible
visible
visible
visible
visible
visible
visible
visible
visible
visible

In order to get the lure (url of the phish) and then use it we should proceed with the following
command:
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10. Phishing engagement

Well, right now it is clear that we have our phish ready to be used, so we should proceed to
the actual phishing engagement

Lets see an example of how our phishing page should look like..

Sign in

Email, phone, or Skype

As we can see it is an identical 0365 sign in page

Well, at this stage we should try to sign in with our testing victim account which is configured
in a way to have a 2 factor authentication step.
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My victim testing account is:

vahramtest23@gmail.com

our next redirect page is

B3 Microsoft

vahramtest23@gmail.com
Sign in

We'll send a sign-in request to your phone to sign in
with vahramtest23@gmail.com.

your password instead

Send notification

where the multifactor authentication step is shown.

Also at this stage we have also to show the MFA notification which was sent both on our
phone and login device:

Login Device:

fo00¢ 070 Moyapiaoy

B Microsoft

<« vahramtest23@gmail.com

‘EAeyxog Tng epappoyng
Authenticator cag

TNV epappoyri 6ag Authenticator otV
KT} OUOKEUH I0S, EMAETE Tov apIB

TIOU eppavileTan yia va e1oEABETE.

Phone:
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mailto:vahramtest23@gmail.com

7:14 N\

And this is our last page before logging in.
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4BF63F D4R opid=DBDA3E12A0B021B6&bk=17314316438waid=3914df27836

B2 Microsoft

vahramtest23@gmail.com

O£AETE VX TIAPAUEIVETE
ouvdedspévor;

MopoyiveTe GuvSESeEvoL, WOTE Vol pv XPELaoTel
Vol E10EABETE EQUE TNV ENOEVN QOPGL

[] Na pnv epgaviotei auté to privopa Eava

At this stage we should know that we have successfully reversed proxied and intercepted
the 0365 login by bypassing the MFA requirement and obtaining the victims credentials and
the sign in token, this can be also identified on the following screenshot from the tool itself.

: lures get-url @

[17:13:us] [#+#]
[17:14:09] [F+t]
[17:14:39] [#+#]
[17:14:39] [#+#]
[17:16:22] [#+4]
[17:16:25] [#+#]
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However we can find all the details from the following commands:

: sessions 6

[ cookies ]

[{"path":"/", "domain": "www.office.com", "expirationDate":1762969715, "value 9c269b2-816b-Uae3-bf1b-1f85cUfed825" , "name" : "OH.SID" , "httpOnly": true, "hostOnly" : true}, {"path ", "domain” : "www.office.com", "expirat

ionDate" : 1762969715, "value": “DDD!HBM']EFH]SB’" "name" : "usaud” ”httpOnly strue, ho: tOnl]” true}, {"path" / 2 ain®: "wim.office. con", "expirationDate” : 1762969715, “value": "N*, “name”: " . AspNetCore . Correlation. awA
pirationDate":1762969715, "value": "N", "name": " . AspNetCore .Correlation.oS7rAByHWD9sqcaakNb_KsPA

11MtHvzK@a27GRUDAKEL9hyKBIiFfsQMo2
e7V663j5aL 575pd71Quk3UrpdDGSF 32et 7uKEHBAaRR1RXBI6p IS Td TwGivxet 85HedAZIATSpol L T307QYFF5r0
*_AspNetCore. OpenIdConnect . Nonce . LNYpOfOx6MiVFt 7GHmhinKpLxT7DCcmNTYYOVDOWFWYWC
B0y UK_ ijCIuDASgB 0GAAZykpGAMYVWKTAordMdzB jWHqnon__ReL eFKOFnss25y FkkBboweT1elok-epL jRUNTXKRYXGFW3FsyFbz_Kk_QZMnPmaMRRTGA3KzWUanJ5_fBStCBt jaBnFwezKGyrJdSnSbtcDXrYE3AhNganwquR_x6YILKETOUTt10h-pGTLZIvPrACCS EBZ62
P, "httpOnly” : true, "hostOnly" :true}, {"path": domain® : "www. office.con”, "expirationDate": 1762969715, "value": "N", "name" : " . AspNetCore. OpenIdConnect . Nonce . QQuTP9-96ggLnnfLUOLoT-ZJzxdQWS-uoxetC3HESFiQnC_eS|
'nbsSlhvaySCM09p2ZUb’XNlVl@UxLblAGVXYDJquvLIIZngshBWBRFFval 64gvLioUCPhAD- nkgsquUSHPHC-quthWSuOHl VAaf;Nu weMYzJnZ8ENWddd_JZohAX1CjRaZtGVe6NSg8; KkZZ-beECHYY13L LmhASBML1hB0CP6CY FVQUZHLX1Jb17VM

NetCore .OpenIdConnect . Nonce . VAbB_h8n8C2ZSIswFNNPa3dXeJUAv_GAEhtJAirTfaXujRLhduolwzwaKsNtVe-w

:true, "hostOnly" :true}, {"path”:"/", "domain” : "www.office.com", "expirationDate":1762969715, "value" : "N" spl
bZceMhvgHYa6hYTst2Rr VheXnSHX828TaBhY L yssBDAUINV2TRE2CXFXaEL_1XbFF63 cxHquHIc(GKUV’fdilanwBPESeJLPAcKGGUBlzsUBFQSEHZl55nuNk\ngxL’Vc7ZUanerBbam6y]EtewgVVASTVl]szthchAAﬁsbN"an;sVQ N6ngs", "httpOnly’

strue}, {"path:"/*, "domain" : " office. con" , "expirationbate" 1762969715, "value" :"N", "name" : " AsplietCore. Correlation . BhqEr6su6TnctHSANVRTCE-kSHT82X_1oMn28Pbmmn , "httpOnly” :true, "hostOnly" :true}, {"p

: 1762969715, "value": "N", "name": " AsplietCore Ccrrelatlon Lyow0LCL-SSLTw7SSBOX | ErNVW1Q1309x613X7FTOw” "httpOnly”:true, "hostonly" :true} , {"path"

.office.c xpir: 0 937daTb5-7¢3¢-Uf26-8e68-efa27bTFbgall", "name" : "OH c : in": "www.office.con”, "expirationDate
e ”AQAAABOWM)BXMCB/NDIIIDAxOjEIO]I1ICswMDuwMNQDTSSDHTUDVOJHHiqulUuLUNuQ’RRaJVYVlJGTFJqcngbFFCMmlOUkplZ’FukmL/alEPUNSJQJFKOVBanFQd\paNXNleZLVnAJZktlIUNJcDVnUUdUWGZaQXZqUHdzSZdVNmt3KnhﬁRldeﬂRncGRlRXJGbth
U 2Y0 Ly ToLtclItZ2ngdnNPeHNZNTVQTKhuZShS 1y cGUX IUXPRTAGENJHZOZ2NQAEF hVBhSHX LKb LVVeFF.JY3RVNKoqdWR HmNx SDRLAHV rVUswckE zRWASZ1Z3eEFNYVA VkeUSmVPN ] JBSmolicXphHELpQWLrc1hNbzh HF L GHE L ZHGWbLLSbWSLK jUXZLNKSVYxdodIN
IGFKVWVY c j INbWdy SORZQKShcGs5Q3RNZ303aliNDa3g5bGhQKNBDb2F 2VWZXNXIFATLzVCFabnRVbONJIC1LFY2RUVAVUY3ZFWGEYYVRIY Tk3aHd I TnFKUNZqchdZdG13MedL K91 SXNodmUxd TQSV2LXVLNLRY
"nane" : "OhpToken" , "httpOnly" :true "hu(tﬂnly” truel, {"path”:"/", "domain’ : "wn. office. con" , "expirationDate" : 1762969715, "Value" "FC3UornHOuL ia%28 JBnrX6iBvOH JCUVAPT
MEHXEXI%ZESUIF!‘ZvaSDLaFEUDSEWIjDZHFHCGPylGnzrVanHPP(FhSnLWI.\NVyuaSICth

t)unDatE“ 1752959715 “value":"N", "name”: " AspetCore .OpenTdConnect . Nonce . Hu

~HIpdyJamy7q0cFK6mobtR~ usurb}sﬂthsxv)Ea ng7LUNLGF0172L_vSnvxzccl_peel £3UMMONZhBEQuWXOY._UyG5_UsAUUT. CUUt33COF_XQDUS
httpOnly":true, "hostOnly":true}, {"path":"/", "domain": "www.office.com", "expirationDat alue”:"N", "name"

bFFtLla\ZBXPnSvy qum%’EoMqTCclpwlququprI{ZziZ X7YHXHtKoTnS1rAT%2BLe12g%3D" , “name"” : ,"htt; Onl/” true, "hostOnly" :true} , {"path":"/" , "domain
 "value":"N", "name": " . AspNetCore.Correlation. izUTbxUnmJ9dnHCtpSUHVTXgOFtC8i jweOEhBb321Y" ”httponly” t)ue,"hostﬁnly” true}, {"path":"/", "domain”: "www.office.con", "expirationDate":1762969715, "value
' AspNetCore . OpenIdConnect . Nonce . FMEVZUc_£5_JTxdtSyjTniLso_LbwoNUqHPTICrCnDAGLXjGItSHMnFp1bOrE6817PKOCONYnaNLe2rv3x]UdVabnrUnUvEZGHHCgt -k931Bal eeeTT jyko3GUVycSHQBBEPVV3q-BLurNy KX OWZHI- XbCbF sANANE2NHEWINGC
dGsed }HPbjPsaqy-UfnnCpjkDxKiubIKENAGKFOPVQEL31QCbSOF 7qZedAi60xaN210Pby JWINK]S" , "httpOnly” : true,”hestOnly true} {”path”:”/” “domain” : "www. office.con", "expirationDate" uubvsaopnbAuoEGArL\v
RGNF3uTBYMarbouJDUWK%2FkqRPUMEDSY To7xK3VTEHGUC1AGK2DZVvu3S8cA3eMhA%3D%3D! : /", "domain”: "wmmw. office .con”, "expirationDate" 175v959715 "value": "OH-suk" , "name
.DCAFfinity", "httpOnly":true, "hostOnly" :true}, {"path": i i 2sze‘L7sz
'bZVPlGmevLNJKJ61191H%2FPuOFbeCllAxdI%IFGRwRLBw%ZEV:AZJWCchEsvlzxluxermstJvQ75F7ZlOUDKswUThK71NUQedchA9ng$GAGHun0717wqe6Ew3q0h1HQXVPZ9FFKNyqux%ZfoUGWFTQ ¥3D", "name" : "OhpCode” , "httpOnly" : true, "hostonly"
rue}, {"path": domain® : "www. office.com", "expirationDate":1762969715, "value": "el-GR"  "name" : "p.DisplayCulture”, "httpOnly" :true, "hostOnly" :true}, {"path":"/", "domain": "www.office.com"  "expirationDate" :1762969

Well, the next step is to login with the intercepted token, so we are going to a new page and
go to the official login page of 0365

e use optional cookies to improve your experience on our websites, such as through social media connections, and to display personalized advertising based on your online activty. If you
(@) refect optional cookies, only cookies necessary to provide you the services vl be used. You may change your selection by clicking “Manage Cookies” at the bottom of the page. Privacy Accept Reject Manage cookies
Statement Third-Party Cookies

All Microsoft + signin (&,

B¥ Microsoft |  Microsoft 365  products Resources ~  Templates  Support My

Hello, vahram. Welcome back.

Sign in as vahramtest23@gmail.com

Switch to a different account >

Not vahram? Forget this account >
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and then we have to add with the extension off cookieEditor all the cookies (the intercepted
token):

w | O | + | ® ® | Q | &,

https:/iwww.office.com/

b .office.com | MUID

 www.office.com |
AspNetCore.Correlation._bwsluOYITHgsCyuTC2PEF2pkiRayitvzGfLgFLY sDw

F www.office.com |
AspNetCore.Correlation.4iJjWMnwpuCOldKCPfnXdcdOnWTYs(Q911fej7BkS5pes

k www.office.com |
AspMetCore.Correlation.awALpis7AMSF5q1CrmNFcGTRMOBjLiviYywfd55WEnk

r www.office.com | .AspNetCore.Correlation.BhgEresue7mct3MSAnVR7 CE-
k5M782X_ 19Mw28Pbmww

F www.office.com |
AspNetCore.Correlation.iz4ThxUwmJ9ImHCtpSUHV 7 Xg2ftC8ijweOEROb321Y

r www.office.com | .AspMNetCore.Correlation.Lyow0IC14-
SSLTw755B0OX ErNVWIQz209r61jX7FTOwW

F www.office.com |
AspNetCore.Correlation.oS7rAByHWD9sqcaaKNb_KsPA3tCBERzADQ_Qyy7Ef6e

Fwww.office.com | .AspNetCore.OpenldConnect.Nonce._h9-97-
ezVDdyK9kRo6IROmrXKkxgb8MMyjsEVHjyxmxUohresIIrpdYGAFIXILpdf780YG

Fwww.office.com | .AspNetCore.OpenldConnect.Nonce.1B2s2xQNLIiCx-
bTelZkiThKP2Nd3CmFZhU2d80PLDFxzATFKLwW14ttpX-TM-
qOWKSDFIPYOyIm4_VYI3XNjiLmuzm2Fun0BFcBptLhLzFFC2ZKkIBahYjjomWD-
0iW_BGEcsYAYerpDTS17zD0OxmSakelyCID6DXtOdRiyvtorpSBNbLIG IUFEY QPO
2rCAhOnW-XG-Kf183cT4rSzTkI9jiCjIDADrnjUELIX21137b_

v =

L X

And we press the green button, at this stage if we reload the browser we will have
successfully sign in as the victim user
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Well at this point where the actual phishing engagement was successfully concluded, we
should also explain in detail the way that Evilginx3 manages to intercept the victim’s
session cookie. However in order to perfectly understand the mechanism of evilginx we
should first of all understand what exactly Man-In-The-Midle-Phishing reflects.

Explanation:

Man-in-the-Middle (MitM) phishing is a sophisticated active attack technique where an
attacker intercepts the communication between a user and a legitimate service to steal
sensitive information.Unlike traditional phishing, where the victim is tricked into entering their
credentials on a fake login page, MitM phishing involves an intermediary that captures the
data exchanged between the victim and the real service. This allows attackers to bypass
advanced security measures, including two-factor authentication (2FA).

Sample screenshot:

e

User puts ther Phushing site proxmes
password nto the request to the actual
phishing site website

g 4. Phishing ute proxses
f ] - 3. Woebsite returns an

the MFA screen Lo F .
the user E MFA screen p—
| . - ()

=
User 5. User inputs the Phishing site 6. Phishing site proxies Target websit
" additiona request to the actual -
authentication website
- -
8 Phishing site redirects
the user to another T Website returns a
page $e5500n coolie
- -
C o )
L !
r \‘
i
> TLS session = =  MalhiCious proxy server - & TS session «

Furthermore to understand even better the MiTM phishing engagement we can also
compare it with the traditional phishing mechanism.
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Traditional Phishing Mechanism:

e Mechanism: In traditional phishing, attackers create a fake website that mimics a
legitimate service (e.g., a bank or email provider). They trick victims into entering
their credentials on this fake site.

e Limitations: Traditional phishing is limited by the ability to capture only what the user
directly inputs. If the target has 2FA enabled, the attacker still needs the second
authentication factor to gain full access.

MiTM Phishing Engagement:

e Mechanism: MitM phishing uses an intermediary server to intercept and relay
communication between the victim and the legitimate service. The attacker captures
not only the user’s credentials but also authentication tokens and session cookies.

e Advantages: By capturing session tokens and cookies, attackers can bypass 2FA
and gain persistent access to the victim’s account without needing the second factor.

12. Gophish setup

At this point we have successfully described and explained the overall set up, engagement,
and the mechanism of Evilginx and the process operation of MiTM attack, however at the
beginning of this thesis it was said that the framework itself consist of 2 different tools, both
the Evilginx3 and the Gophish so we will also explain the exact configuration that we need
in order to use the Gophish tool also, though it should be taken into consideration that if we
want an actual sending domain which is going to send phishing engagements it should be a
matured one which meets the demanding requirements of a legitimate domain mail account
in order to actually be able to sent the lures and phishing mails, however because the limited
time that we are provided we won’t be able to mature our mail domain that is going to be
used as a sending profile to actually be able to initiate an authentic phishing campaigns
with the lures that we produced through Evilginx3. On the other hand we will explain how to
set up and configure the tool (Gophish) for practical reasons.

Setup:
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Well at the begging of the thesis it was said that the setup.sh would automate all the
installation and the configuration of the tools, so in this way we can jump a number of stages
and proceed faster to the completion of the procedure, at this point we should first of all
make the make a change to the config file. We need to change the admin server listen URL
from 127.0.0.1:3333 to 0.0.0.0:3333 so that we can access the admin page from any IP
address. Once complete make sure to save changes.

As shown to the screenshot below:

"admin server":
~ mlisten url":
"use tls": true
"cert path™:
"key Eath“: "goph 1 admin.key"™,
"trugted_origins

b izsh admin.crt™,

"phizsh server":
~ "listen url”:
"use tls": fz
"cert path™:
"key_Eath":

r

"db:path": i

"migration=s prefix":

"cnntact_address": b
"logging™:
"filename"™ :

"Mevel™:

With all of that done we are ready to execute the gophish binary using sudo ./gophish Once
running, we should use the public ip address of our DigitalOcean instance and port 3333
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(ex. https://ipaddress:3333). We should make sure to include the https://. The password
can be found in the terminal. We have to reset the password when you login the first time.

T BTt s M (I 3 a m o

T s Ko e Lt By Dot 24 (. = i sy i Bl -Fotal ) Dot et e [ et st N Dbt | D sl | D

and the password
for admi tration int

At this point our server is up and running. Now we will just need to configure it to be able to
send emails.
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The First time we navigate to the GoPhish login page, we will need to check your server to
get the default password. It is randomly generated, so the only way to get it is to check the
terminal.

(D gophisn

Please sign in

g

We make sure we put in the https or else it will send as an http request and not let us login.
We'll also receive a certificate error that we can ignore. Upon our first login, it'll make us
change the password.

In order to send emails, we will need to create a sending profile. So, select sending profiles
on the left hand column, then select the new profile button:
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Sending Profiles

Campaigns

Usars & Groups
+ New Profile

Email Templates

Landing Pages Mo profiles created yet. Let's create onel

Sending Profiles

Account Settings
Usor Management

[ Admin
Webhooks [ Admin }

User Guide

APl Documentation

Since we will be using a gmail account, there is some additional setup we need to do with
the gmail account that we will be using. First we will need to enable 2FA on the google
account. Then we will need to create an app password. To find App passwords in the Google
Security settings, | had to search for it. Once there we will generate a password for GoPhish
to use in order to send emails. One very important thing to remember is that we need to
copy the password that is generated, as once we close the screen we won’t be able to
retrieve it again.
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< App passwords

App passwords help you sign into your Google Account on older apps and
services that don’t support modern security standards.

App passwords are less secure than using up-to-date apps and services
that use modern security standards. Before you create an app password,
you should check to see if your app needs this in order to sign in.

Learn more

You don't have any app passwords.

To create a new app specific password, type a name for it below...
App name

nnnnnnnnnnnnnnn

Ty
| Create |
\_ Y

Then we should also configure the following test attempt to make sure that our sending
profile is configured correctly. Further details can be found bellow:
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New Sending Profile

Name:
Gophish test gmail
Interface Type:
SMTP
SMTP From: @
_@-gmai[.ce m

Host:

smtp.gmail.com:465

Username:
i —
Password:

FREARRERE R R AR R

Ignore Certificate Errors @

Email Headers:

=+ Add Custom Header
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Then we should also select and add an receiver email account to check if the mail is being
delivered successfully.

Send Test Email

Send Test Email to:

As we can see the email is sent successfully

[ ] Defautt Emad from Gophish - 7 werk riing you know & ! \ z m—

However there are also further details that we should take into consideration if we actually
want to engage an actual phishing attempt, but because we do not have the required time
and we should also spend an amount of money that is not capable of doing so at the
moment we will limit our lab at this point, for example the mailing list of the victims should be
bought from websites that contain either lists of actual mails or also lists of company mails.
On the other hand we will provide a detailed approximated cost of an actual phishing
engagement.
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13. Total approximate cost of an actual
phishing campaign.

First of all, if we want to calculate the amount that was spent in order to find out the
total cost of an actual phishing campaign we must follow all the aforementioned steps
that were described before. Therefore we should start from the beginning where we
had to set up our DigitalOcean server, in our case the cost was calculated by each
day since the day that the instance of the server was created. So the cost by the day
is 0.07%/day regarding the configurations and the setting that i had chosen, the
configuration of my server was not from the cheapest plan ( in order not to be slow ),
so the cost of the server could have also been cheaper.

The next step where there was a need to spend an amount of money of course is the
part where | bought the domain name that was used for the lab, well... In my case
the cost was 5%, however it should be take into consideration the fact that the cost of
the domains can vary regarding the similarity of the domain we want to buy
compared with the similarity of the one that we want to reverse proxy, so let's find an
actual example of the office.com ( this is the domain which we reversed proxied ).

| am going to provide the possibilities below...

office.xyz
[ presium J €3,061.13
office.inc CEID et \t/ Acicl to cart
office.art EEED o €27856 * Add to cart

And many more which of course are more expensive. For the case of our cost
calculation we will consider the cheapest of all, office.art with the cost of 278.56$

Another part that we should also calculate and is considered expensive also is the
mailing list of the victims, well in this case there are a number of subcategories that
we should also consider. First of all we should know that the cost of a mail list is
estimated on CPM ( cost per mile ).
o A simple list of mails should cost between 100$ and 400$ CPM
o A business mail list costs quite more, it starts from 600$ CPM and way higher
from 1000$ CPM, in this subcategory we should be aware that the cost of the
mailing list is relevant with the significance of the roles of whom the mails are
listed.
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e Please note that the reported details were obtained from an article called Active
Campaign. Article’s link:
https://www.activecampaign.com/blog/how-much-do-email-marketing-lists-cost

e Furthermore we will also need an SMTP which is going to help with our phishing
campaigns in order not to be blocked or even flagged our mail as malicious. So for
our reason a cheap choice with a capability of 10000 mails/month and a cost of
16.80%/month is the Postmark, i will provide a screenshot bellow.

ActiveCampaign >

%Stmark Why Postmark? Product v LN Resources v  Help v Login

Transparent pricing with no surprises

How many emails do you send and receive per month?

100 10,000 50,000 125,000 300,000 700,000 1,500,000 More
11,000 emails

_ $1 6.80 _ What’s included?
Estimate : Everything!
10,000 emails/month $15.00 No matter how many emails you send, you'll get

access to all of Posimark’s greaf features.
1,000 extra emails $1.80

Start free trial
No credit card required

Start with 100 emails per month for free

@ API & SMTP sending
. 45-day message retention

. Stellar support

& Great deliverability

Calculation of Total Cost

Server/Month 30%0,07=21%
Domain Name 278.56 $
Average Cost of Mail List 500 $
SMTP/Month 16.80 $
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SUM

Total Cost

797.46 $
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