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ATtrayopeUETal N avTiypa@r}, armoBAKeuan Kal dIavour TnG TTapoloag epyaciag, €€ oAokAfpou
] TUAMATOG AUTAG, YIa EUTTOPIKG OKOTTO. ETITPETTETAN N avaTUTTIWON, ATTOBrKEUON Kal SIavVOr
ylo OKOTTO U KEPOOOKOTTIKO, EKTTAIOEUTIKAG | EPEUVNTIKAG QUONG, UTTO TNV TTpoUTToBeon va
avagEpeTal n TNy TPoéAeuong kai va diarnpeital 1o Tapdév uivupa. O amoyeig Kal 1a
CUNTTEPAOUATA TTOU TTEPIEXOVTAI O€ QUTO TO £YYPAPO EKPPACOUV OTTOKAEIOTIKA TOV OUYYPAPEQ
KOl Ogv QvTITIPOOWTTEUOUV TIG £TTionueS B€oeig Tou MavemoTnuiou MNeipaiwg. Qg ouyypagéag
TNG TTapoUCag epyaaciag dNAWvw TTwg n TTapoloa gpyacia dev atToTeAEl TTPOIGv AOYOKAOTIG
Kol &gV TTEPIEXEI UNIKO aTTO N avOQEPOUEVES TTNYEG.
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NEPIAHWH

O okomoég NG epyaciag eival va avaduxBei n TEXvn Tou €vTOTMOPOU KOl QVTIMETWTTIONG
KivoUvwy ae éva Security Operation Center(SOC). Na tn dnuioupyia Tou XpNOIUOTTOIWVTAG TO
IBM QRadar, n diadikacia &ekivnoe pe tnv eykatdotacn tou VMware o€ évav windows 10
UTTOAOYIOTA Kai TNV avdTTuén evog eikovikou pnyavruarog QRadar Community Edition 7.5.0
atéd €va apxeio ISO. To QRadar Asitoupyei wg KevTpiKA TTAATQOpUa TTapakoAouBnong Kai
avdAuaong. ZTn ouvéxela, dnuioupyRdnkav apKeTd IKOVIKA UNXavhipaTa: £€vag UTTOAOYIOTAG UE
Windows 10 Pro, évag umroloyiotig pe Kali Linux kair éva honeypot pe CentOS 8. KdBe
UTTOAOYIOTAG pUBUIOTNKE yia TN dnuIoupyia Kal TNV atTooToAR KaTaypa@wy ato QRadar, é1rou
TTapaPeTpOTTIOINONKAV Ta avTioTolxa Log Sources yia Tnv €I0aywyr Kal TNV EPUNVEIa autwy
TWV OeOOPEVWV.

MO&AIG n uttodopun ATav £ToIun, KaBopioTnkav evvéa Use Cases yia va TTpOCOOIWTOoUY
d1dpopa oevdpia €miBeong, ye oTdX0 va dokipaoTel Kal va emmkupwBei To Rule Correlation
Engine Tou QRadar. H peBodoAoyia TrepIAGuBave TNV EKTEAEDN ETTIOECEWVY KATA TWV EIKOVIKWV
MNXavNPAaTWy, TNV TTapakoAouBnaon Kai TV avaAucn Twy KAaTtaypagwy TTou dnuioupynénkav
péoa oto QRadar. Baoi{opevol ota  Tmapatnpoupeva  TTPOTUTTA KOl GUMTTEPIPOPEG,
onuIoupyABnKav Kai EQapudoTnNKaV TTPOCAPUOCHEVOI KavOVEG ouoxETiong oto QRadar yia v
avixveuon Kai TNV AvTIMETWTTION AUTWY TWV TTPOCOUOIWKEVWY ATTEIAWV. 2T CUVEXEIA, N
OTTOTEAECUATIKOTNTA QUTWYV TWV KAVOVWYV ETTIKUPWONKE PE TNV ETTAVEKTEAEDT TWV ETTIBECEWV
yla va eaocalioTei 611 To QRadar avayvwpioe woTa Kal avIaTTOKPiONKe o€ KABe aevaplo.
Autr] n oAokAnpwpévn eykatdoTaon epyacTnpiou kal diadikacia OOKIUAG avaTTapioTd
OTTOTEAECUATIKA TN PON Epyaaciag Kal TIG duvaTtdTNTEG £vOC TTpayuaTikol SOC, emdelkvUovTag
TTWG Ol TTPOCAPHOCHEVOI KAVOVEG UTTOPOUV VA €VIOXUOOUV ThV TTPOCTACia OIKTUOU HE ThV
avixveuaon Kal TNV aTTOKPIoN EVEPYEIWV AOPAAEIQG.

Evioyxuon Twv duvatoTATwy avixveuong
atrelhwyv o€ TepIBaAovta Windows kai CentOS péow
NG avaAuong ouoTnuikwy Kai firewall logs amé 1o QRadar
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SUMMARY

The purpose of this work is to explore the art of identifying and addressing risks within a
Security Operations Center (SOC). For its creation using IBM QRadar, the process began
with the installation of VMware on a Windows 10 computer and the deployment of a QRadar
Community Edition 7.5.0 virtual machine from an ISO file. QRadar functions as a central
monitoring and analysis platform. Subsequently, several virtual machines were created: a
Windows 10 Pro computer, a Kali Linux computer, and a honeypot running CentOS 8. Each
machine was configured to generate and send logs to QRadar, where the respective Log
Sources were configured for the ingestion and interpretation of this data.

Once the infrastructure was ready, nine use cases were defined to simulate various
attack scenarios, aiming to test and validate QRadar’s Rule Correlation Engine. The
methodology involved executing attacks against the virtual machines, monitoring, and
analyzing the logs generated within QRadar. Based on the observed patterns and behaviors,
custom correlation rules were created and implemented in QRadar to detect and respond to
these simulated threats. The effectiveness of these rules was then validated by re-executing
the attacks to ensure that QRadar accurately recognized and responded to each scenario.
This comprehensive lab setup and testing process effectively represent the workflow and
capabilities of a real SOC, demonstrating how custom rules can enhance network protection
through the detection and response to security incidents.
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NMPOAOIoOx

H mmapouoa epyacia eoTidlel oTNV Qapuoyr Kal agloAdynon Tng TEXvNG TNG avixveuong Kai
dlaxeipiong KivdUvwy OToV TOPED TNG WNPIOKAG ao@alelag. To TTAdicIo TnG epyaciag
mepIAapBavel Tn dnuioupyia evog eIKovikoU TTEPIBAAAOVTOG TTOU avaTTapioTd éva Security
Operation Center (SOC), pe otéx0 Tn SOKIUA KAl ETTIKUPWAON TNG ATTOTEAEOUATIKOTATAG TWV
epyaieiwv avadAuong Kal TTapakoAouBnaong.

H diadikacia autr| repIAduBave Tn dnuioupyia Kal TTPOGOUOIWAN dIaPOpwv
oEvVapiwV aTTEIAY, WOTE Va €EETACTEI N IKAVOTNTA TOU CUCTANATOG va VTOTTICEl Kal va
olaxelpieTal eTTIKiVOUVES KaTaoTAoelS. Méoa atrd TIG SOKIUES KAl TRV AVAAUC TWV
QATTOTEAEOUATWY, EMOIWXONKE N evioxuon Twv SIadIKACIWY AoPAAEIAs Kal N KAAUTEPN
KaTavonon Twv TTPAKTIKWY TTou akoAouBouvtal o€ éva SOC.

Me Tnv oAokAApwan Tng diadikaciag, avadeixBnke n onuacia Tng ocuvexoug
avapdaduiong kal BeATiwoNG Twv epyaieiwv ac@aAeiag, TTpoa@EépovTtag TTOAUTIA d10AyUaTa
yIa TNV €vioXuon TNG TTPOOTACIAG TWV WNPIAKWY CUCTNHUATWY.
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EIZArQrH

1. Qradar Installation Steps

MNa va eykatacthoete To QRadar 7.5.0, EekiviiaTe dNUIOUPYWVTAG €va VEO EIKOVIKO pnxavnua
oto VMware Workstation. EmA&ETe "I will install the operating system later" kai opioTe To guest
OS wg Linux pe "Other Linux 4.x kernel 64-bit".

BepaiwBeite 611 0 amOBNKEUTIKOG XWPOG Tou diokou pubuieTtal wg single file kai
TTPOCCAPUOOTE TO UAIKO YIa va TTANPOI TIG EAAXIOTEG ATTAITACEIS TTOU opiCel n IBM dnAadn oTtn
ouykekpipévn repimrwon 24GB RAM, 4 cores kal 250GB disk minimum. Ztnv kapTtéAa Network
Adapter, emAéCTe "Bridged: connected to physical network". ZnueiwoTe 0TI TTPETTEN Va
evepyoTroinoete 1o Bridged Protocol Tou VMware até Tig ethernet adapter settings otov
Windows .

>1n ouvéxeia, opTwaTe To apxeio ISO Tou QRadar 7.5.0 kai cuvexioTe pe TNV
eykataotaon. O installer 8a eykaraothoel TpwTta T0 RHEL (Red Hat Enterprise Linux), evw oTn
ouvéxela Ba akoAouBroel n autéuarn eykatdoTtacn Tou QRadar. Katd tnv eykardotaon Tou
RHEL, ouvdeBeite wg "root" xwpig KwoIKS TTpOaRacnS Kal aTTodEXTEITE TN ZUPQWVia XproTn
TeAhikoU Xpriotn (EULA) TTAnkTpoAoywvTag "yes".

A@ou ohokAnpwBei n eykataotaon Tou RHEL, Ba gekivrioel To Wizard EykardoTtaong
Tou QRadar. EmAéETe "Software Install" kair cuvexiote pe 10 "All-in-One Console". EmAéETe TNV
eykaraoTtaon "Normal", puBpioTe TIG puBuiceig wpag, eMAEETE TN CWOTH {WVN WEAG Kal
pubuioTe Ta TpwTdKOAAa SIKTUOU. KaBopiaTe To Management NIC kal puBuioTe Tig puBpioceig
dIkTUOU, BeBaiwBeite 611 TO hostname eivai To Fully Qualified Domain Name (FQDN).

KatayxwpioTe vEoug KwOIKOUG BIaXEIPIOTA KAl root Je TTpogoxr, XPNOIUOTTOIWVTAG TO
TAAKTPO tab yia TAofiynon kai étreita enter yia emReRaiwaon, TTPOKEINEVOU VA aTToPeUXBoUV
TTPORAAUATA PUBUIONGS KWdIKOU TTou Ba ptTopoloayv va odnyrioouv os KAgidwpa. ONokANpwoTe
Tn d1adIKagia eykaTadoTaong yia va pubpicete emTuxwg 1o QRadar og dioko SATA, Kabwg ol
diokol NVME &¢v eival cupfatoi ye Tnv eykataoTaon.

AkoAouBwvTag autd Ta BApaTa eEac@alifeTe pia odaAr eykatdoTaon Tou QRadar 7.5.0,
TTPOCAPUOCUEVN YIA VA TTANPOI TIG ATTAITACEIG TWV TTPOdIAYPAPWV.

2. Configuration Windows Host

ApXIKQ, evepyoTToIfoauE KataypagEs péow Tou local audit policy yia va diaopaAlicoupe Tnv
oAokAnpwpévn KGAuwn Twv Kataypa@wy oTto TTepIBaAAov Twv Windows. Tautoxpova,
evepyoTToIfjoape OAeg TIG kaTaypa@és Tou Windows Firewall kai evepyoTtroifjoaue
OUYKEKPIPNEVOUG KOVOVEG WOTE VA ETTITPEWOUNE TNV £§EPXOUEVN Kivnon TTpog Tn Bupa 514, n
oTToia gival agiepwuévn yia Tnv eTmKoIvwvia e To QRadar.
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Policy a Security Setting
| Audit account logon events Success, Failure
| Budit account rmanagement Success, Failure
| Audit directory service access Success, Failure
| Budit logon events Success, Failure

| | Audit chject access Success, Failure
. | Audit pelicy change Success, Failure
| Budit privilege use Success, Failure
| Audit process tracking Success, Failure
| Budit system events Success, Failure

Eikéva 1 Windows Audit Policy Enable Logging

Customize Logging Settings for the Domain Profile >
Name: | Cayatem 32 LogFiles Firewall\pfirewall log Browse...
Size limit (KB): 4,096 (=
Log dropped packets: Yes e
Log successful connections: Yas [

Mote:  you are configuring the log file name on Group Policy object, ensure
that the Windows Defender Firewall service account has write pemissions to
the folder cortaining the log file.

Default path for the log file is
“Laystemroot % hsystem 32 odfiles firewallpfirewall log.

Cancel

Eikéva 2 Firewall Logging

Metd TIG TTAPOTTAVW TTPOETOINATIEG, TTPOXWPNCAUE OTNV eykaTdoTaon Tou WinCollect
¢€kdoong 7.3.1-22x86.exe atov utroAoyioTh pe Windows oe standalone configuration, kaBuwg 10
Qradar CE d¢v utrooTtnpi¢etal managed configuration. Metd Tnv oAOKApwaN TNG £YKATAGTOONG,
emTavekkivioape tnv utrnpecia WinCollect yia va e¢ao@aAicoupe Tnv opBr} apxIKoTroinon Kal
ouyxpoviouo ue 1o QRadar.

>1n ouvéxela, otnv kovodAa Tou QRadar, diapopewoape éva véo log source,
TTAPEXOVTAG TIG ATTAPAITNTEG AeTTTOEPEIEG Yia TOV Windows UTTOAOYIOTH TTPOKEINEVOU VO
ohokAnpwBei 1o integration. Na onueiwooupe 611 £xel dnuioupynBei éva akéua log source TTou
TTEPIEXEI KATAYPAPES aTTO TO service wincollect TTou eykataoTtrioaue otov host. Me auTég Tig
KaTaypa@ég Ba prropoucape va kavoupe troubleshoot o€ éva evdexOuevo error JEow Tou
Qradar.
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Beast @ 192.168.1.48
Microsoft Windows Security Event Log
Status: OK

Overview Protocol

1D

Name
Description
Enabled

Log Source Type
Protocol Type

Groups

Extension

Language

Target Event Collector
Disconnected Log Collector
Credibility

Internal

Deployed

Coalescing Events

Store Event Payloads

Eikéva 3 Windows log Source Configuration

163

Beast @ 192.168.1.48

Yes

NatroAéwv AvdpiwTng

Last Update

Microsoft Windows Security Event Log

Forwarded

Other

English

eventcollector0 :; Logger

Mot Set
5

No

Yes
Yes

Yes
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WinCollect @ BEAST
WinCollect
Status: OK

Overview Protocol

NatroAéwv AvdpiwTng

ID
Name

Description

162

WinCollect @ BEAST

WinCollect device

Enabled Yes

Log Source Type WinCollect
Protocol Type Syslog
Groups Other
Extension

Language English
Target Event Collector eventcollectorD :: Log=er
Disconnected Log Collector Mot Set
Credibility 5

Internal Mo
Deployed Yes
Coalescing Events Yes

Store Event Payloads Yes

Eikéva 4 Windows Service Log source

To Qradar déxetal TTAéOV PE ETTITUXIQ KATAYPAPES Kal TO correlation Eekivnoe.

3. Configuration Centos8 Host

MNa Tnv dlapdpewan evog CentOS punxavAPATOG KAl TNV OTTOOTOAR TWV KATAYPAPWY TOU OTO
QRadar, {ekivioaue evepyoTTOIWVTAG Tr dUVATOTNTA KATAYPAPG 0TO ouaTnua. EmimAéoy,
EVEPYOTTOINOAUE TNV KATAYpA@r) ouvdiéoewv SSH, egac@aAi¢ovrag 0TI OAEG O ATTOTTEIPES
ouvdeong pEow SSH kaTtaypd@ovTal Kal atroaTEAAOVTAI yia avaAuon. £Tn ouvéxela,
OlapopPWOCaE To cUCTNUAO va ATTOOTEAAEI Ta apyeia KaTtaypagris oto QRadar XpnoiuoTroivTag
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TNV 60pa 514, n otroia gival apiepwHEVN YIA TETOIOU €i00OUG ETTIKOIVWVIA. AUTO ETTITEUXONKE E
TNV TTPOCApPMOYR Twv pubuicewy Tou syslog waTe va TTpowbei TIG KaTaypagés oto QRadar.

# This system 1 ollowing system-wide pto polic

<
# crypto propertie er ; ill not have any e
ey will be ridden by command-line options passed to
# on command line.
e, check manual pas for update-crypto-policies(

acility AUTH
lity AUTHPRIV

# The default is to check both
# but this is overridden so install
AuthorizedKeysFile .ssh/author

Eikéva 5 SSH Change level To Enable Logging
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e

# Where
globa

# Use default timestamp format

module(load="builtin:omfile” Template="RSYSLOG TraditionalFileFormat")
# Include all config files in /etc/rsyslog.d/
include(file="/etc/rsyslog.d/*.conf” mode="optional”)

e RULES

# Log all kernel mes
# Logging much el

fkern.* Jdev/console

# Log anything ept mail) of level info or higher.

# Don't log private authentication messa

#.info;mail.none;authpriv.none;cron.none /var/log/messages
/var/log/secure

# Log all the mail me .

mail.# ‘var/log/maillog

# Log cronm stu

cron.* /var/log/cron

/body gets emergency
IOMUSTMSE: *

ve news errors of lewvel crit and higher in a special f
uucp,news.crit /

ve boot messages also to boot.log
/var/log/boot.log

* . #7192.168.1.1

Eikéva 6 Centos Syslog Forward Events to Qradar

Metd Tnv oAokANpwaon autwy Twv BnudTtwy, dnuioupyhoaue éva véo log source aTnv
kovooAa Tou QRadar yia Tov CentOS utrohoyioTr], TTapEXoVTag OAEG TIG ATTAPAITATES
TTANPOPOPIEG OXETIKA PE TO oUCTNPA Kal dlaag@aAifovTtag 61i To QRadar ptropei va AapBavel kai
va eTTe€epyAdeTal Ta KaTayeypauuéva OedoUEVA ATTO TOV GUYKEKPIPEVO UTTOAOYIOTH.
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LinuxServer @ centos8

Linux OS5

Status: Error

NatroAéwv AvdpiwTng

Events have not been received from this Log Source in over 720 minutes.

Overview Protocol
1D 212
Name LinuxServer @ centos8

Description
Enabled

Log Source Type
Protocol Type

Groups

Extension

Language

Target Event Collector
Disconnected Log Collector
Credibility

Internal

Deployed

Coalescing Events

Store Event Payloads

LinuxServer device

Yes
Linux 05

Syslog

Other

English

eventcollectorD :: Logger

Mot Set

5

Mo

Yes

Yes

Yes

Eikéva 7 Centos Log Source Configuration

Use Cases
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4. Use Case 1: New Administrator Was Added

O kavovag autdg Ba utrodeitel og évav mBavoe avaAuTh acg@alAegiag OTl évag Kavoupylog
XpnoTtng mpooB£bnke ato Administrators group 1o oTroio Tou divel admin privileges. H kivnon
auTh TTPETTEI va KaTaypdeeTe €181kd o€ éva domain TTepIfaAAov. Epeic dnuioupyrioapue 1o kavova
woTe va e1doTTolEl yia Tov Local administrator kaBuwg dgv dnuioupynoaue domain. Mg To Event
ID kai To Group Name dnuioupynoape Tov Kavova Kal eTTavaidBape Tnv d1adikagia woTe va
TEOTAPOUNE av BOUAEUEI 0 Kavovag TTOU SNPICUPYACALE.

rosoft Windows [Version 18.8.19845.4651]
Microsoft Corporation. All rig reserved.
: net 1 lgroup administrators
lias name administra
omment

32>net
completed su

E ocalgroup administrators Kali /add
ompleted s Fully.

L net localgroup administrators
Alias name administrators
Comment Administrators have complete and unrestricted access to the compu

Members

Administrator

Kali

Mapoleon

The command completed successfully.

Eikéva 8 Administrator Creation and Addition to Administrator group
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Event Name Success Audit: A member was added to a security-enabled local group
Low Level Category Group Member Added
Event Description Success Audit: A member was added to a security-enabled local group.
Magnitude (4) | Relevance | 6
Username Mapoleon
Start Time Jul 18, 2024, 6:44:23 P | Storage Time | Jul 18, 2024, 6:44:23 PM

Account Name (custom)

Event ID (custom) 4732

Group Name (custom) Administrators

Target Username (custom) | Kali

User Domain (custom) BEAST

Domain Default Domain

Source and Destination Information

Source IP 192.168.1.48

Destination IP

192.168.1.48

Source Asset Name N/A

Destination Asset Name

MIA

Eikéva 9 Event Created

when the local network is one of the following networks

when the destination network is one of the following networks
when the IP protocol is one of the following protocols

when the Event Payload contains this string

when the source portis one of the following ports

when the destination port is one of the following ports

when the local portis one of the following ports

when the remote portis one of the following ports

when the source IP is one of the following IP addresses

L R T TR T T PR ST : T

OOOOOO00O00

Rule {Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Apply |New Administrator was Added
S and when the event matches Event ID (custom) is any of 4732

& and when the event matches Group Name (custom) is any of Administrators

|0n events which are detected by the | Local

w | system

Please select any groups you would like this rule to be a member of:

1 B Anomaly

@ [[] Asset Reconciliation Exclusion
53 [ Authentication

-3 [ Batnet

=473 [ ~atannne Nafinitinns

Motes (Enter your notes about this rule)

Performance Analysis

detailed analysis.

This rule has notyethad a

Eikéva 10 New Administrator Was Added Rule
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M severity Setto v 10w
B Credibility Setto w10 w
P Relevance Setto v 10 w

I:IEnsure the detected event is part of an offense
[[)Annotate event
[C)Bypass further rule correlation event

{ule Response
‘hoose the response(s) to make when an event triggers this rule

[ Dispatch New Event

Enter the details of the event to dispatch

Event Mame: Administrator Added

Event Description: |Administrator Added

Event Details:
Severity 5w Credibility | 10 Relevance | 10 w

High-Level Category. Access w | Low-Level Category:| Access Denied

M Annotate this offense: |Administrator Added

Ensure the dispatched event is part of an offense
Index offense based on| Source IP -

Include detected events by Source IP from this point forward, in the offense, for: second(s)

Offense Naming

I(:)'This information should contribute to the name of the associated offense(s)
I(:)'This information should set or replace the name of the associated offense(s)
I@}This information should not contribute to the naming of the associated offense(s)

Eikova 11 New Administrator Was Added RuleRest



MrTuxiakn epyacia

Event Information

NatroAéwv AvdpiwTng

Event Name

Administrator Added

Low Level Category

Access Denied

Event D Administrator Added

Magnitude | Severil
Username Mapoleon

Start Time Jul 16, 2024, 5:49:37 PN |JLI\1E.2024.549 37PM |LDD So

CRE Description (custom)

Administrator Added

CRE Name (custom)

Administrator Added

Domain

Default Domain

Source and Destination Information

Source IP 192.168.1.48 Destination IP 192.168.1.48
Source Asset Name NIA Destination Asset Name N/A
Source Port o Destination Port o
Pre NAT Source IP Pre NAT Destination IP
Pre NAT Source Port 0 Pre NAT Destination Port 0
Post NAT Source IP Post AT Destination IP
Post NAT Source Port o Post NAT Destination Port o
Source IPv6 0:0:0:0:0:0:0:0 Destination IPv6 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00
Payload Information
utf | hex | basefd
Ewrap Text
Administrator Added Administrator Added

Eikéva 12 After Adding User Again Rule Created An Event

5. Use Case 2: SMB Anonymous Logon

To deUTepo use case TTou TeoTApape gival To SMB Anonymous Logon kaBuwg givar pia atro Tig
TIPWTEG EUTTABEIEG TTOU Ba TTPOCTTIABATEI VO EKUETAAEUTET £vag KOKOBOUAOG OTAV EICEPXETAI OE
éva Oiktuo. To SMB Anonymous Logon ava@épeTtal oTn duvaTtétnTa TPpocBacng o€ TTOPOUG
OIKTUOU XWPIg TNV TTapox ovouatog XpHoTn Kal Kwdikou Tpoéopacng.

192.168.1.48
Starting enum4linux v@.9.1 ( http://labs.portcullis.co.uk/application/enum4linux/ ) on Wed Jul 17 14:00:07 2024

Target

RID Ran

Username

Password ..

Known Use .. administrator, guest, krbtgt, domain admins, root, bin, none

Looking up status of 192.168.1.48
No reply from 192.168.1.48

Eikéva 13 SMB Anonymous Logon Attack
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Event Information

NatroAéwv AvdpiwTng

Event Name Success Audit: An account was successfully logged on
Low Level Category | User Login Success

Event Description Success Audit: An account was successfully logged on
Magnitude ()] | Relevance ‘ 0
Username ANONYMOUS LOGON

Start Time Jul 17, 2024, 9:19:21 PM | Storage Time ‘ Jul 17,2024, 9:19:21 PM
Account Name ANONYMOUS

(custom)

Event ID (custom) 4624

Logon Type (custom) | 3

Machine Identifier

{custom) CHILLIKOS

Process Name

(custom)

Source Workstation CHILLIKOS

(custom)

TargetUsemame | \yonyious LOGON

(custom)

User Domain

(custom)

Domain Default Domain

Eikéva 14 SMB Anonymous Logon Event Created

Pt g | o -

A ms Ly L,

when the local network is one of the following networks
when the destination network is one of the following networks
when the |P protocol is one of the following protocols

when the Event Payload contains this string

when the source port is one of the following ports

when the destination port is one of the following ports

when the local port is one of the following ports.

when the remote port is one of the following ports

when the source IP is one of the following IP addresses

~ -~ ) )

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

-

COO0O00O00

Apply [SMB ANONYMOUS LOGON | on events which are detected by the | Local ~ | system

& and when the event matches Event ID (custom) is any of 4624
S8 and when the event matches Logon Type (custom) is any of 3
S and when the event matches Usemame is any of ANONYMOUS LOGON

Please select any groups you would like this rule to be a member of:
5 M Anomaly
{23 [0 Asset Reconciliation Exclusion
{53 [0 Authentication
5 [ Botnet
. v

L3 [ Cateaory Definitions
MNotes (Enter your notes about this rule)

SMEBE ANONYMOUS LOGOMN Shouldnt be open

- )

Performance Analysis

[This rule has not yet had a
detailed analysis.

Eikéva 15 SMB Anonymous Logon Rule
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Event Information
Event Name ANONYMOUS LOGON ATTEMPT
Low Level Category Access Denied
Event Description ANONYMOUS LOGON
Magnitude — 6) ‘ Relevance ‘ 6 ‘ Severity
Username ANONYMOUS LOGON
Start Time Jul 17, 2024, 9:19:22 PM ‘ Storage Time ‘ Jul 17, 2024, 9:19:22 PM ‘ Log Source Time
CRE Description (custom) | ANONYMOUS LOGON
CRE Name (custom} ANONYMOUS LOGON ATTEMPT
Domain Default Domain
Source and Destination Information
Source IP 192168 1.135 Destination IP 192.168.1.48
Source Asset Name NIA Destination Asset Name NIA
Source Port 45078 Destination Port o

Pre NAT Source IP

Pre NAT Destination IP

Pre NAT Source Port. 0 Pre NAT Destination Port o

Post NAT Source IP Post NAT Destination 1P

Post NAT Source Port 0 Post NAT Destination Port o

Source IPv6 0:0:0:0:0:0:0:0 Destination IPv6 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00-00-00 Destination MAC 100:00:00:00:00:00

Payload Information

Wrap Text

utf | hex | base64

ANONYMOUS LOGON ATTEMPT ANONYMOUS LOGON

Eikéva 16 SMB Anonymous Logon Dispatched Event
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6. Use Case 3: SSH Bruteforce was Detected

Mia emriBean brute-force atnv SSH utnpeaia gival pia atrelA] acg@aAeiag, 6TTou £vag
EMTIOEPEVOG TTPOCTTABE! va aTToKTACEI Un e€ouaiodoTnuévn TTpdoBaacn o€ éva auoTnua,
OOKINAZoVTaG ouaTAPATIKA CUVOUAGHOUG EVOG OVOUATOG XPOTN KAl TTOAAGTTAWY KWOIKWV
mpdoRacng. O eviomoudg TepIAAPBAvEl CUVABWG TNV TTAPAKOAOUBNON YIa ETTAVEIANUUEVES
ATTOTUXNUEVES TTPOCOTTABEIEG OUVOEONG aTTd TNV idla dietBuvaon IP 1 yia acuvABIoTeS
CUMTTEPIPOPEG OUVOEDONG, OTTWG TTPOCTTABEIEG ATTO YN AVANEVOUEVES YEWYPAPIKEG TOTTOBETIEG.
Edv n emmiBeon emiTuxel, o emmBEuevog ptropei va Trapafidosl Aoyapiaopoug kai eavov va
QATTOKTHOEl TOV €AEYXO TOU OUCTHUATOG. 2TNV CUYKEKPIUEVN TTEPITITWON XPNOIKMOTTOIoUWE TO event
id 4625 kai T0 Process Name “sshd.exe” yia Tov evioTTiopd TnG CWOTAG KATaypa®ig Kai Ta
TomroBeTouue o€ €va Building Block. 210 emmépevo Bripa dnuioupyolue Kavova WaOTE AV EVTOTTIOEI
TO OUyKeKpIPéVO pattern 5 Qopég oe éva AeTTTd va evepyoTtroinBei To offence.

set VERBOSE tr

run

o
[

[!] No
19
19
19
192.°

not be saved!

o
B

b O R T 5
oo

w
v s s

m M
wom
He

i

™

_n
w
=

™

'root:l
'root:roc

_n
w
=

m

_n
w
=

m

ar
1
n
1
le
1
i1
i1
i1
i1

Original Filters:
Source IP is not 192.168.1.123  (Clear Filter), Process Path (custom) is any of C:\Windows'\System32\0OpenSSHisshd exe  (Clear Filter)
Current Filters:

Event Name is Failure Audit: An account failed to log on  (Clear Filter)

* Current Statistics

Event Name Log Source E“ﬁ"‘l" Time v Low Level Category Source IP 5;"‘)’;9 Destination IP
Failure Audit An accountfailed ta log on Beast @ 192.168.1.48 18| JuI 15,2024, 7:4126 Pl UserLogin Failure 192.168.1.48 0 192.168.148
Failure Audit An accountfailed ta log on Beast@ 102168143 34 Jul 15,2024 74108 PM | UserLogin Failure 192168143 0 192168148
Failure Audit An accountfailed to log on Beast @ 192.168.1.48 46| JuI 15,2024, 7:4058 Pl UserLogin Failure 192.168.1.48 0 192.168.1.48
Failure Audit An accountfailed ta log on Beast @ 192.108.1.48 8 Jul 15,2024, 404TFM | UserLogin Failure 192,168,148 0 192,168,148
3 Failure Audit An accountfailed to log on Beast @ 192.168.1.48 41 Ju115,2024,7:4037 P UserLogin Failure 192.168.1.48 0 192.168.1.48
Failure Audit An accountfailed ta log on Beast @ 192.108.1.48 49| Jul 15,2024, 74026 P | UserLogin Failure 192,168,148 0 192,168,148
3 Failure Audt An accountfailed to log on Beast @ 192.168.1.48 46| Ju1 15,2024, 7:40:13PU | UserLogin Failure 192.168.1.48 0 192.168.1.48
Failure Audit An accountfailed ta log an Beast @ 192.168.1.48 59| Jui15,2024,7:3958 Pl | UserLogin Failure 192,168,148 0 192,168,148
Failure Audit An account failed to log on Beast@192.168.1.48 48 Jul 15,2024, 739:48PM  UserLogin Failure 192168.1.48 0 192.168.1.48
Failure Audit An accountfailed ta log on Beast @ 192.168.1.48 45| JuI15,2024,7:3934PU | UserLogin Failure 192.168.1.48 0 192.168.1.48
Failure Audit An account failed to log on Beast@192.168.1.48 41 Jul 15,2024, 73922PM  UserLogin Failure 192168.1.48 0 192.168.1.48
Failure Audit An accountfailed ta log on Beast @ 192.168.1.48 45| JuI 15,2024, 7:39:10PM | User Login Failure 192.168.1.48 0 192.168.1.48
Failure Audit An accountfailed to log on Beast@ 192168148 51 Jul15,2024 73858 PU  UserLogin Failure 192168148 0 192.168.148
Failure Audit An accountfailed ta log on Beast @ 192.168.1.48 46| JuI15,2024,7:3846 Pl UserLogin Failure 192.168.1.48 0 192.168.1.48
Failure Audit An accountfailed to log on Beast@ 192168145 43 Jul 15,2024 73634 PU UserLogin Failure 192168148 o 192168148
Failure Audit An accountfailed ta log on Beast @ 192.168.1.48 53| Jul15,2024,7:3822PM | UserLogin Failure 192.168.1.48 0 192.168.1.48
Failure Audit An accountfailed to log on Beast@ 192168148 41 Jul 15,2024 736-10PU UserLogin Failure 192168148 o 192168148
3 Failure Audt An accountfailed to log on Beast @ 192.168.1.48 43| Ju115,2024,7:3758PU | UserLogin Failure 192.168.1.48 0 192.168.1.48

Eikéva 18 SSH Bruteforce Logs
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Rule

NatroAéwv AvdpiwTng

pply S5H Bruteforce Detected Building Block on events which are detected by the Local system
and when the event matches Event ID is any of 4625
and when the event matches Process Name (custom) is any of sshd exe

Eikéva 19 SSH Bruteforce Building Block

Rule

pply S5SH Bruteforce was Detected on events which are detected by the Local system
and when S5H Bruteforce Detected Building Block match at least 5 times in 1 minutes

Eikéva 20 SSH Bruteforce Rule

Event Information

Event Name

BRUTE FORCE DETECTED

Low Level Category

Access Denied

Event Description

Multiple ssh failed attempts were detected@
Actions€

Block IP of the attacker€

Stop ssh Service on host

Magnitude — (B) ‘ Relevance ‘ 6 ‘ Severify
Username NOUSER
Start Time Jul 15, 2024, 81117 PM ‘ Storage Time ‘ Jul 15,2024, 81117 PM ‘ Log Sot

CRE Description {custom)

Multiple ssh failed attempts were detected

CRE Name (custom)

BRUTE FORCE DETECTED

Domain

Default Domain

Source and Destination Information

Source IP 192.168.1.48 Destination IP 192.168.1.48
Source Asset Name NiA Destination Asset Name NiA

Source Port 0 Destination Port 0

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port o Pre NAT Destination Port 0

Post NAT Source IP Post NAT Destination IP

Post NAT Source Port o Post NAT Destination Port 0

Source IPv6 0:0:0:0:0:0:0:0 Destination IPv6 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00

Payload Information

Eikéva 21 SSH Bruteforce Offence
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7. Use Case 4: SSH Bruteforce Centos Host

KaBwg 10 event 4625 cival yia windows pnxavAuarta Twg 6a yropouace va eVTOTTIOTE N idia
emiBean o€ éva CentOS Acitoupynkd; Kdvovtag Tnv emiBean kal avaAlovTag TIG KATAYPAPES
Bpiokoupe 1o event “Password Check Failed” To otroio xpnoiyotrolotue oto Building block Tou
Kavova pag péow Tou QID ToU. ZTOV KavOva TTPOCOETOUNE TNV GUXVOTNTA TToU BEAOUE Kal
Eavarpéxoupe Tnv €mmiBeon. O kavévag douAeUEl Kal dnuIoupyei Kalvoupyio event atrd To
“custom rule engine”.

=+ =+ =+
o0 aoo

ailed:
Failed:

=+ =+ =+
oo Q

=+ =+ + ~+ +
(=T =T =R =R =]

LS. T 2 DO o . N I B O B R O 0 I B

L T o e e e e e o R S I S S =
—~+
=]

[
i
(=]

Eva 22 SH Bruteforc n Cents_ Host

Event Name | Password Check Failed
Low Level Notice
Category
E:i::iption Password Check Failed
Magnitude (5) | Relevance 5] Severity
Username centos
Start Time | Sep 2, 2024, 3:55:44 P Storage Time | Sep 2, 2024, 3:55:44 PM ';.ﬁfjf"”
ﬁ:p:lzltl:r:;l:;on unix_chkpwd
Process ID
(custom) 5588
Domain Default Domain
Source and Destination Information
Source IP 192.168.1.166 Destination IP 192.168.1.166
Source Asset N/A Destination Asset N/A
Name Name

Eikova 23 Password Check Failed Event
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Rule

NatroAéwv AvdpiwTng

pply S5H Bruteforce Centos Host on events which are detected by the Local system
and when 55H Bruteforce Centos Host Building Block match at least 10 times in 1 minutes

Eikéva 24 SSH Bruteforce on Centos Host Rule

Event Information

Event Name

SSH Bruteforce Centos Host

Low Level Category

Access Denied

Event Description

SS5H Bruteforce Centos Host

Magnitude — 6) | Relevance | Severity
Username centos

Start Time Sep 2, 2024, 3:54 53 PM | Storage Time | Sep 2, 2024, 3:54 53 PM | Log Scurce
Domain Default Domain

Source and Destination Information

Source IP 192.168.1.166 Destination IP 192.168.1.166
Source Asset Name N/A Destination Asset Name N/A

Source Port 0 Destination Port 0

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port 0

Post NAT Source IP Post NAT Destination IP

Post NAT Source Port 0 Post NAT Destination Port | 0

Source IPv6 0:0:0:0:0:0.00 Destination IPvé 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00

Payload Information

Wrap Text

utf | hex | base64

‘SSH Bruteforce Centos Host

SSH Bruteforce Centos Host

Eikéva 25 SSH Bruteforce Centos Host Offence Triggered
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8. Use Case 5: Critical: Successful Login After BruteForce Attack

AkoAoUBwWG PTTOpOoUE va dNUIOUPYCOUE évav akOPa Kavova yia Toug centos Host TTou
E€Xoupe. Me pia pIkpr] TTAPAPETPOTTOINCN TOU Use case 4 PUTTOPOUNE VO EVTOTTICOUNE €va
Successful Login petd 1o bruteforce kai va dnuioupyriooupue éva Kaivoupylo use case
MEYOAUTEPNG KPICIWOTNTAG. To Gevapio gival 0TI 0 eMTIBEUEVOG EKave Wia eTTITuxnuévn bruteforce
emmiBean. Na va evroTTiooupe To TTapaTTdvw Ba TTpéTTel N IP Tou emmIBEEVoU va €XEl
ammobnkeuTtei o€ éva Reference Set 1o o1moio Ba xpnoIPOTTOINCOUNE OTOV KAVOVA PAG WATE VA
evepyotroinBei. To event “systemd-logind: New Session.” Mag BonBdel va evroTricoupe 10
emTUXNUévo login petd Tnv emmiBean.

Edit Reference Data

Mame:
| SSH Bruteforced IPs
Type:

|_- -

Description:

Time to Live of elements:
0 =0 = 0 =0 = 30 =0

(@ Since first seen
(7) Since last seen

[7] Lives Forever

When elements expire:

(® Log each element in a separate log entry
Log elements in one log entry

() Do not log elements

Submit Cancel

Eikova 26 Bruteforce Reference Set Creation

[JEmail

(JSend to Local Syslog

Jsend to Forwarding Destinations
(J Notify

B4 Add to a Reference Set

Add the | Source IP | = | of the event or flow payload to the Reference Set: | S5H Bruteforced IPs - IP

(J Add to Reference Data
(J Remove from a Reference Set
[JRemove from Reference Data
(J Execute Custom Action

Eikova 27:‘Ié_nable Add to Reference Set Attribute
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Event Information
Event Name systemd-logind: New session
Low Level Category | Session Opened
Event Description systemd-logind: New session.
Magnitude ————— 9) ‘ Relevance ‘ 8
Username centos
Start Time Sep 2, 2024, 3:56:24 PM ‘ Storage Time ‘ Sep 2, 2024, 3:56:24 PM
Application (custom) | logind
Process ID (custom) | 892

Domain

Default Domain

Eikéva 28 Successful SSH Login Event

Performance Rule Name Group Rule Categ

—— SME Scan on the Network was Detected Anomaly Custom Rule
—— — 55H to Honeypot Detected Anomaly Custom Rule
—— — Username Enuneration Detected Anomaly Custom Rule

Critical: Successfull Login After BruteForce Attack Anomaly Custom Rule
—— — 55H Bruteforce Centos Host Anomaly Custom Rule
—— — SMB ANONYMOUS LOGON Anomaly Custom Rule
—— — New Administrator was Added Anomaly Custom Rule
—— — Port Scan Detected Anomaly Custom Rule
—— SSH Bruteforce was Detected Anomaly Custom Rule

User Load Basic Building Blocks System Custom Rule
- First-Time User Access to Critical Asset Anomaly, Authenti... | Custom Rule
- Load Basic Building Blocks System Custom Rule

Vulnerabilities: Vulnerability Reported by Scanner Exploit Custom Rule

Policy: New Service Discovered Folicy Custom Rule

4
Rule

Apply Critical: Successfull Login After BruteForce Attack on events which are detected by the Local system

and when the event matches QID Number is 4,750,241

and when any of Source |P are contained in any of S5H Bruteforced IPs - IP

Eikéva 29 Successfull Login After BruteForce Attack Rule



MrTuxiakn epyacia
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Event Name

Critical: Successfull Login After BruteForce Attack

Loew Level Category

Access Denied

Event Descripticn

Critical: Successfull Login After BruteForce Attack

Magnitude (8) | Relevance | 6 | Seve
Username centos

Start Time Sep 2, 2024, 3:56:24 PM | Storage Time | Sep 2, 2024, 3:56:24 PM | Log
Domain Default Domain

Source and Destination Information

Source IP 182.168.1.166 Destination IP 192.168.1.166
Source Asset Name N/A Destination Asset Name N/A

Source Port 0 Destination Port 0

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port 0

Post NAT Source IP Post NAT Destination IP

Post NAT Source Port 0 Post NAT Destination Port | 0

Source IPv6 0:0:0:0:0:0:0:0 Destination IPvé 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00

Payload Information

Wrap Text

utf | hex | base64

‘Cr‘itical: Successfull Login After BruteForce Attack

Critical: Successfull Login After BruteForce Attack

Eikova 30 Successfull Login After BruteForce Attack Offence
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9. Use Case 6: SSH to Honeypot Detected

‘Eva honeypot ival évag unxaviopog TTou oxeBIAeTal yia va TTPOCEAKUEI KAl va TTAYIOEUEI
EMTIOEPEVOUG, TTIPOCOUOIWVOVTAG £Va EUGAWTO oUaTNA 1] dikTuo. AgiToupyei wg dOAWQ,
EMTPETTOVTAG OTIG ONAdEG aoPaAgiag va TTapakoAouBoUV Kail va avaAUoUV KAKOBOUAEG
OpaoTNPIOTATEG XWPIG va SIaKIVOUVEUOUV TTPAYHATIKA TTEPIOUTIOKA oToIxEia. ESW
xpnoigotroiwvtag Reference set 6a opicoupue TToIa €ival Ta GUCTAPATA TToU €ival honeypots Kai
€101 oTTOIAOATTOTE Kivnon TTpog auTd gival déla diepelvnong. Oa dnuioupyrjooupe 1o reference
set kal 1o event TTou evroTricaue Ba @TIGEOUPE KavoUpylo custom property woTe va
XPNOIMOTTOINCOUNE TNV TTOPTA 22 yIa TOV Kavova Pag. @a uTropolcaie va QTIAEOUE
TTOAAATTAOUG KaVOVEG XpNOIPoTToIoVTAG ThV TTOpTa. OTwg SMB, RDP to Honeypot KTATT i
KdTTolov yevikoTepo O0TTwg Traffic to Honeypot Detected.

Reference Set Management - Profile 1 - Miaosoft Edge

Not secure 192.168.1.123
RHps:

Add Delete Listed

New Reference Collection

Name:
Honeypots

Type:
IP =

Description

Time lo Live of elements:
”e v = - T= v @ Since first seen
o Bl Bi» Bl E S R gyt

[ Lives Forever

When elements expire:
@ Log each element in a separate log eniry
(") Log elements in one log entry

) Do not log elements

Create Cancel

Displa to 24 of 24 items 1

Ewkova 31 Honeypot Reference Set

Original Filters:
Log Source is Lin

wcServer @ centos3  (Clear Filt

» Current Statistics

rt Time v Source Payload
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Test Fiald

<E>Jul 17 15:59:42 centos? kecnel: SSH-LOG-IN: INeenplsd OUT= MAC=02:00:27:£2:38:a8:20: 00 SRC=192.162.1,135 DST=192.168.1.166 LEN=§) 703=0x10 PREC=Dx0 TIL=64 ID=65¢24 DF FACTO=TCP SPI=47910 DPT=22 WINDOW=12120 RES=3x00 SYN
URGE=0

Property Definition

O Existing Property:

e ooy ot s nter sy v

Enabie for usa in Rules, Forwarding Frofiles and Search I

Fieid Type: AlphaNumaric v
Descriptien r
4
Property Exgression Definition
Enabled a
Selection
Log Source Type Linux 05 v
Log Source: n -
® Event Name: Kemel Message (Browse
High Level Category 4 v
O Categury

Low Level Category | Ay v

Extractionusing | Regex v

Regar oPT=mar) v Capture Group: 1 )

Ewkova 33 SSH custom property regex

Event Name Kernel Message

Low Level Category Messages

Event Description This event was recognized as an kemel log message

Magnitude “ ‘ Relevance ‘ 6 | Severity
Username NiA

Start Time Jul 17, 2024, 11:00:00 PM ‘ Storage Time ‘ Jul 17, 2024, 11:00:00 PM | Log Source Time
CentosPort {custom) 2

Domain Default Domain

Source and Destination Information

Source IP 192.168.1.166 Destination IP 192.168.1.166
Source Asset Name NiA Destination Asset Name N/A

Source Port 0 Destination Port 0

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port 0

Post NAT Source IP Post NAT Destination IP

Post NAT Source Port 0 Post NAT Destination Port 0

Source IPv6 0:0:0:0:0:0:0:0 Destination IPv6 0:0:0:0:0-0:0:0
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00

Payload Information

‘ utf | hex | basess |
'Wrap Text

Ewkova 34 SSH custom property regex 2
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|
Which tests do you wish to perform on incoming events?

Test Group | All ~ [Export as Building Block

refe

% when any of these event properties are contained in any of these reference set(s)

& when any of these event properties is the key and any of these event properties iz the value in any of these reference maps

&> when any of these event properties is the key and any of these event properties is the value in any of these reference map
of sets

& when any of these event properties is the key of the first map and any of these event properties is the key of the second map
and any of these event properties is the value in any of these reference map of maps

&» when Reference Table Key data matches any|all selected event properties and selected reference table column Select
operator the value of selected event property

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

ApplﬂSSH to Honeypot Detected | on events which are detected by the | Local w | system

&M and when the event matches QID Mumber is 44,251 261
M and when the event matches CentosPort (custom) is any_of 22
&y and when any of Source [P are contained in any of Honeypois - IP

Please select any groups you would like this rule to be a member of:
2=~ Anomaly

-3 ) Asset Reconciliation Exclusion

13 [ Authentication

@ [ Botnet

E;‘ [ 1 cateaory Definitinn

- )

Motes (Enter your notes about this rule)

Honeypot device is used to trap attackers. Anyone contacting the specific host is considered
suspicious|

Performance Analysis

This rule has not yet had a
detailed analysis.

Ewkéva 35 SSH to Honeypot Rule

Event Information

Event Name

SSH to Honeypot Detected

Low Level Category

Access Denied

Event Description

SSH to Honeypot Detected

Magnitude

(8) | Relevance

‘ Severity

Username

NIA

Start Time

Jul 18, 2024, 12:31:01 AM | Storage Time

| Jul 18,2024, 12:31:01 AM

‘ Log Source Time

CRE Description (custom)

SSH to Honeypot Detected

CRE Name (custom)

SSH to Honeypot Detected

Demain

Default Domain

Source and Destination Information

Source IP

192.168 1.166

Destination IP

192 168.1.166

Source Asset Name

NiA

Destination Asset Name

N/A

Source Port

o

Destination Port

o

Pre NAT Source IP

Pre NAT Destination IP

Pre NAT Source Port

Pre NAT Destination Port

Post NAT Source IP

Post NAT Destination IP

Post NAT Source Port

0

Post NAT Destination Port

0

Source IPv6

0:0:0:0:0:0:0:0

Destination IPvG

0:0:0:0:0:0:0:0

Source MAC

00:00:00:00-00-:00

Destination MAC

00:00:00-00:00:00

Payload Information

utf | nex | basess

Wrap Text

SSH to Honeypot Detected

SSH to Honeypot Detected

Ewkova 36 SSH to Honeypot Offense
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10. Use Case 7: Username Enumeration Detected

AkoAouBwvTag Tnv TTpooTrdbeia pag va Bwpakiocoupe To diKTUO atrd KaKOBOUAES emTBEaEIS Ba

OnUIoUpPYoOoUNE Kavova yia ToV eVTOTTIONG ToUu username enumeration. Tnv TTpooTddeia evog
KakOBouAou dnAadr xpnoIYoTToIwvTag TTOANATTAG ovépaTa XprioTn va atmokThoel TTpdoBaacn o€
AoyapiaopuoUg he Tov id10 KwOIKO.

Bad Username

Failed SSH Login Method

Bad Username

Failed SSH Login Method

Failed SSH Login Method

Failed SSH Login Method

Bad Username

Bad Username

Failed SSH Login Method

Multiple Login Failures to the Same Destination
Multiple Login Failures from the Same Source
Bad Username

Bad Username

LinuxServer @ centos8 Sep 16, 2024, 1:44. SSH Login Failed
Sep 16, 2024, 1:44 Information

Sep 16, 2024, 1.44.... SSH Login Failed
Sep 16, 2024, 1:44 Information

Sep 16, 2024, 1:44:...  Information

Sep 16, 2024, 144 Information

Sep 16, 2024, 1:44:... SSH Login Failed
Sep 16, 2024, 144 SSH Login Failed
Sep 16, 2024, 1:44:...  Information

Sep 16,2024, 144" Remote Access Login Failed
Sep 16, 2024, 1:44: Misc Login Failed
Sep 16,2024, 144 SSH Login Failed
Sep 16, 2024, 1:44 S8H Login Failed

LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
Custom Rule Engine-8 ~ Logger
Custom Rule Engine-8 - Logger
LinuxServer @ centos8

LinuxServer @ centos8

Eikéva 37 Username Enumeration Logs

Event Information

192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135
192.168.1.135

Event Name

Failed S5H Login Method

Low Level Category

Information

Event Description

Failed S5H Login Method

Magnitude

Username

tech

Start Time

Sep 16, 2024, 1:44:22 PM

Application (custom)

sshd

Process ID (custom)

1649

Domain

Default Domain

Eikéva 38 Event used for Rule

40085

35881

38643
37269

46023

oo o

192 168.1 166
192.168.1.166
192.168.1.166
192.168.1.166
192.168.1.166
192.168.1.166
192.168.1.166
192.168.1.166
192.168.1.166
192 168.1.166
192.168.1.166
192 168.1.166
192.168.1.166
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pply Username Enuneration Detected on events which are detected by the Local system
and when the event matches QID Number is 44 251 216
and when at least 10 events are seen with the same Source IP, Destination IP and different Username in 1 minutes

Eikéva 39 Username Enumeration Rule

Event Information

Event Name

Username Enuneration Detected

Low Level Category

Access Denied

Event Description

Username Enuneration Detected

Magnitude —
Username supervisor

Start Time Sep 16, 2024, 1:44:22 PM

Domain Default Domain

Source and Destination Information

Source IP 192.168.1.135
Source Asset Name M/A

Source Port 38643

Pre NAT Source IP

Eikéva 40 Username Enumeration Offence
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11. Use Case 8: Port Scan Detected

O kavoévag TTou dnuioupynoape yia Tnv avixveuan Tou Port Scan Aciroupyei pe Baon tnv
kataypa@r] 100 A TepIoodTEPWY CUPBAVTWY atrd TNV idia dieuBuvan TTNyng (Source IP) TTpog
O1aQOpPETIKEG BUpEG TTpoopIcpoU (Destination Ports) eviog 800 Aertwov. Autdg 0 Kavovag
oaToxeuel aTnv avixveuon moavig KakéBouAng dpaaTnpidTnTa e windows TrepIBAAAOVTA, OTTWG
gival n adpwaon Bupwyv (port scanning), TTOU XPNGCIYOTTOIEITAI CUXVA aTTO ETTIBEUEVOUG YIa VO
EVTOTTIOOUV avoIXTéG BUPEG Kal uTTNPETieg o€ éva auoTnua. Otav TTAnpouvTal autd Ta KPITHPIA,
TO guoTnua evepyoTrolei To ouuPav "Port Scan Detected", 1o otroio onuatodoTei 611 evoEXETAl VO
UTTApXEl UTTOTTTN dpacTnPIOTNTA SIKTUOU.

Me Tnv gvepyoTtroinon Tou kavova, n TOTTIKI opdda ac@aAciag uTropei va Adpel
€100TT0INON KAl VO TTPOXWPROCEI O€ TTEPAITEPW €peuva A dueon avtidpaon. H £ykaipn avixveuon
TETOIWV POTIBWV ETITPETTEI TRV AVAXAITION ETTIBECEWY TTPIV AUTEG KAIHAKWBOUV, evw TTapdAAnAa
TTapEXEI TTOAUTIMEG TTANPOPOPIES YIA TNV Kivnon oTo BiKTUO. Z€ TTEPITTTWON avAaykng, UTTopEi va
AN@OBoUV eITTPOCOETA PHETPA, OTTWG O ATTOKAEIOUOG TNG UTTOTITNG dIEUBuvong IP A n
EVTATIKOTTOINON TNG TTapaKoAouBbnaong.

/home/chill/Downloads
ap -T4 192.168.1.48 -
Starting Nmap 7.945VN

Nmap scan report

Host is up (@.0863s latency).

Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE

135/tcC open msrpc

§45/tcC open microsoft-ds

6881/tcp open bittorrent-tracker

MAC Address: B@:48:7A:BF:30:E5 (TP-Link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 4.7@ seconds

wis 3o et s Ruben ¥ Aciora ¥ -]
Mutiple (2
192168148
192.188.1.4
182.168.1.4

ast @ 192.168.1.4

Mutipie (2

182.168.1.4
132.188.1.48
18216814
182.188.1.4:

32785
17
19400
18113
15080
18016 .
15012

2168143 Failire AUGH Thé Wingows Fileing PIallon blockea 3 packet

¢ >

Displaying 110 40 of 848 fems (Elapsed time: 00-00-00 179) Page: |1 - 231 2)

Eikéva 42 Log Detection
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Event Name

Failure Audit: The Windows Filtering Platform blocked a packet

Low Level Category

Access Denied

Event Description

Failure Audit: The Windows Filtering Platform blocked a packet.

Magnitude (5) | Relevance 5]
Username N/A

Start Time Sep 19, 2024, 4.50:59 PM Storage Time Sep 19, ¢
Event ID (custom) 51562

Domain

Default Domain

source and Destination Information

Source IP 192 168.1.135
Source Asset Name MNIA
Source Port 50882

Eikéva 43 Event 5152
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Event Name | Success Audit: The Windows Filtering Platform has allowed a connection

Low Level )

Category Access Permitted

Event Success Audit: The Windows Filtering Platform has allowed a connection

Description : g9 :

Magnitude (3) | Relevance 6

Username NIA

Start Time Sep 19, 2024, 4:50:53 PM Storage Time | Sep 19, 2024, 4:50:53 P
Event ID

(custom) 5156

Eikéva 44 Event 5156

Rule
Apply Port Scan BuildingBlock on events which are detected by the Local system
and when the event matches Event ID (custom) is any of [5152 or 5156]

Eikéva 45 Port Scan Rule Building Block

Rule

pply Port Scan Detected on events which are detected by the Local system
and when Port Scan BuildingBlock match at least 100 times with the same Source IP and different Destination Port in 2 minutes

Eikéva 46 Port Scan Rule
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Event Name

Port Scan Event

Low Level Category

Access Denied

Event Description

Port Scan Event was detected

Magnitude — 6) | Relevance ‘ Severity
Username N/A

Start Time Sep 19, 2024, 4:50:53 PM | Storage Time ‘ Sep 19, 2024, 4.50:53 PM ‘ Log Source
Domain Default Domain

Source and Destination Information

Source IP 192.168.1.135 Destination IP 192.168.1.48
Source Asset Name N/A Destination Asset Name N/A

Source Port 50880 Destination Port 10243

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port 0

Post NAT Source IP Post NAT Destination IP

Post NAT Source Port 0 Post NAT Destination Port | 0

Source IPv6 0:0:0:0:0:0:0:0 Destination IPv6 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00:00:00 Destination MAC 00:00:00:00:00:00

Eikéva 47 Port Scan Triggered Offence

12. Use Case 9: SMB Scan on the Network was Detected

O mapatdvw kavovag Ba ouvduaoel kataypa@ég amd windows kal centos hosts atnv
TPOCTIABEIa va EVTOTTIOEI KATTOI0 £vOEXOEVO SMB scan o1o dIKTuo. ApXIK& Ba EEKIVACOUUE UE
TOV EVTOTTIONO TWV KATAYPAPWY TTOU Jag deixvouv TBavhA emKoivwvia pe Tnv mopTta 445. O1
windows pe Toug centos host Tapdayouv dia@opeTiKA event oTTOTE Ba TTPETTEI VA TA EVTOTTIOOUE
Eexwpiotd. AkoAoUuBwg Ba @TIGEoupE yia To KABe TrepIBAAAov atd éva building block kai Ba Ta
OUVOUACOUPE OTOV KaVOVa Jag.
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map scan report for wlan@-30.home (192.168.1.102)
ost is up (0.0056s latency).
ot shown: 999 closed tcp ports (reset)
STATE SERVICE
b668/tcp open irc
MAC Address: A0:92:08:BE:E9:43 (Tuya Smart)

map scan report for 192.168.1.123

ost is up (0.0089s latency).

ot shown: 929 filtered tcp ports (no-response), 67 filtered tcp ports (port-unreach)
STATE SERVICE
open ssh
closed http
open https
open shell

Address: BO:48:7A:BF:30:E5 (TP-Link Technologies)

map scan report for AndriotisPC.home (192.168.1.140)
ost is up (0.0085s latency).
995 closed tcp ports (reset)

STATE SERVICE
135/tcp filtered msrpc
139/tcp filtered netbios-ssn
45/tcp filtered microsoft-ds
B389/tcp filtered ms-wbt-server
p357/tcp filtered wsdapi
MAC Address: 20:1E:88:CB:9A:21 (Intel Corporate)

map scan report for centos8.home (192.168.1.166)
ost is up (0.069s latency).
ot shown: 913 filtered tcp ports (no-response), 83 filtered tcp ports (admin-prohibited)
STATE SERVICE
open ssh
closed netbios-ssn
closed microsoft-ds
closed zeus-admin
MAC Address: D8:C@:A6:AA:QE:EF (AzureWave Technology)

map scan report for wlan@.home (192.168.1.180)
ost is up (0.0060s latency).
ot shown: 999 closed tcp ports (reset)
STATE SERVICE
HF668/tcp open 1irc
MAC Address: A0:92:08:BE:EC:B6 (Tuya Smart)

map scan report for LAPTOP-721LS6VB.home (192.168.1.246)

ost is up (0.10s latency).

11 1000 scanned ports on LAPTOP-721LS6VB.home (192.168.1.246) are in ored states.
ot shown: 1000 filtered tcp ports (no-response)

MAC Address: D8:C@:A6:AA:QE:EF (AzureWave Technology)

map scan report for Chillikos.home (192.168.1.135)
ost is up (0.0000010s latency).
ot shown: 999 closed tcp ports (reset)
STATE SERVICE
7070/tcp open realserver

Eikéva 48 Scan Including SMB port

Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26: Access Denied 192.168.1.135 44779 192.168.1.48 3404
Failure Audit: The Windows Filtering Platform blocked a packet | Beast@ 192.168.1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 | 55555
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26: Access Denied 192 168.1.135 44779 192.168.1.48 1080
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 1236
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192 168.1.135 44779 192.168.1.48 7443
Failure Audit: The Windows Filtering Platform blocked a packet Beast @ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 2005
Success Audit: The Windows Filtering Platform has allowed ac... | Beast @ 192.168.1.48 1 Sep 19, 2024, 6:26 Access Permitted 192.168.1.135 44852 192.168.1.48 445
Failure Audit: The Windows Filtering Platform blocked a packet | Beast @ 192.168.1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 | 16993
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26: Access Denied 192.168.1.135 44779 192.168.1.48 20222
Failure Audit: The Windows Filtering Platform blocked a packet Beast @ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 1088
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 5405
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26: Access Denied 192.168.1.135 44779 192.168.1.48 13
Failure Audit: The Windows Filtering Platform blocked a packet | Beast@ 192.168.1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 9929
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26: Access Denied 192 168.1.135 44779 192.168.1.48 8082
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 6101
Failure Audit: The Windows Filtering Platform blocked a packet Beast@ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 8022
Failure Audit: The Windows Filtering Platform blocked a packet Beast @ 192168 1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 1029
Failure Audit: The Windows Filtering Platform blocked a packet | Beast@ 192.168.1.48 2 Sep 19, 2024, 6:26 Access Denied 192.168.1.135 44779 192.168.1.48 9999

Eikéva 49 Events Detected From Windows Host
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Event Name

Success Audit: The Windows Filtering Platform has allowed a connection

Low Level Category

Access Permitted

Event Descriptien

Success Audit: The Windows Filtering Platform has allowed a connection.

Magnitude 3) | Relevance | 6 ‘ Severity
Username N/A
Start Time Sep 19, 2024, 6:26:17 PM | Storage Time | Sep 19, 2024, 6:26:17 PM ‘ Log Source Til

Event ID (custom) 5156

Domain

Default Domain

Source and Destination Information

Source IP

192.168.1.135

Destination IP

192.168.1.48

Source Asset Name N/A

Destination Asset Name

N/A

Source Port

44852

Destination Port

445

Kernel Message
Kernel Message
Kernel Message
Kernel Message
Kernel Message
Kernel Message
Kernel Message
Kernel Message
Kernel Message

Eikéva 51 Centos Logs

Event Information

LinuxServer @ centos8
LinuxServer @ centoss
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centos8
LinuxServer @ centosg
LinuxServer @ centos8
LinuxServer @ centosd

Y N S O S N A

Sep 19,
Sep 19,
Sep 19,
Sep 19,
Sep 19,
Sep 19,
Sep 19,
Sep 19,
Sep 19,

2024
2024
2024
2024
2024
2024
2024
2024
2024

Messages
Messages
Messages
Messages
Messages
Messages
Messages
Messages

Messages

192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1

192.168.1.1... 1
192.168.1.1 |
19216811 1
19216811 1
19216811 1
192.168.1.1... |1
192.168.1.1 |
19216811 1
192168111

oo oo oo ooo

Event Name

Kernel Message

Low Level
Category

IMessages

Event
Description

This event was recognized as an kernel log message

Magnitude

(4) ‘ Relevance ‘ 6

‘ Severity

‘ 1 ‘ Credib

Username

N/A

Start Time

Sep 19, 2024 61105 PM

‘ Storage Time

Sep 19, 2024, 6:11:05 PM

Time

Log Source

‘ Sep 19, 2024, 11:10:

CentosPort
(custom)

445

Machine
Identifier
(custom)

N/A

Domain

Default Domain

Source and Destination Information

Source IP

192.168.1.166

Destination IP

192.168.1.166

Source Asset
Name

N/A

Eikova 52 Centos 445 Event

Name

Destination Asset

N/A
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Apply Windows SMEB Building Block on events which are detected by the Local system
and when the event matches QID Number is 5,001,114
and when the event matches Destination Port is 445

Eikéva 53 Windows Building Block

Apply Centos SMB Building Block on events which are detected by the Local system
and when the event matches QID Mumber is 44 251 261
and when the event matches CentosPort (custom) is any of 445

Eikéva 54 Centos Building Block

pply SMB Scan on the Network was Detected on events which are detected by the Local system
and when Centos SMB Building Block, Windows SMB Building Block match at least 2 times with the same Source IP in 1 minutes

Eikéva 55 SMB Scan Rule

Event Name SMB Scan Detected

Low Level Category | Access Denied

Event Description SMB Scan Detected

Magnitude ——
Username N/A

Start Time Sep 19, 2024, 6:22:43 PM

Domain Default Domain

source and Destination Information

Source IP 192.168.1.166
Source Asset Name N/A

Source Port 0

Pre NAT Source IP

Pre NAT Source Port 0

Post NAT Source IP

Post NAT Source Port 0
Source IPv6 0:0:0:0:0:0:0:0
Source MAC 00:00:00:00:00:00

Eikéva 56 SMB Scan Offence
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ZYMNEPAZMATA

H oAokAfipwaon Tou épyou £d€iEe 611 N xprion Tou IBM QRadar fitav e§aIpeTIk@ ammoTeAEOUATIKN
yla Tnv avaAuaon Twv logs atré cuotAuara Windows kai CentOS, Trpoo@épovTag agioToTn
avixveuon atmelhwy, 0TTwg brute force emBéoeig, avwvuueg ouvdéoeig SMB kal odpwan Bupwv.
H e@apuoyn Twv "use cases" evioxuoe OnNUAvTIKA TNV AoPAAEIQ TOU OPYAVIOHUOU, ETTITPETTOVTAG
£yKalpn avixveuaon Kal avTIJETWTTION UTTOTITWY dpaaTnpIoTATWY. ETITTAé0ov, n diaA&iToupyIkOTATA
METAEU TwV dUO TTAaT@oppwy atédeife 0TI To QRadar utropei va mapéxel oOAoKANpwEvn
TTpooTagia o€ dIaPopa TTEPIBAAAOVTA, EVIOXUOVTAG T GUVOAIKA ao@AAEgia Tou SIKTUOU.

Me Toug punxaviopoug avixveuong va autouaTtoTrololv Tn dladikaagia, o Xpovog
avTidpaong MEWBNKe alobnTd, eV N akpiBeia oTnV avixveuon TTPAyUATIKWY GTTEIAWY augrBnke.
H ikavétnta Tou QRadar va evroTilel emiTuyeig ouvdéoeig petd ammo brute force emBéoeig,
KaBwWg Kal AAAEG UTTOTTTEG OPACTNPIOTNTEG, £0€IEE OTI TO CUCTNUA AEITOUPYEI TTPOANTITIKA,
BwpakiCovTtag Toug opyaviououg atrd e€eANiIcadueveg atrelAéG. To £pyo TTapPEIXE ONUAVTIKEG
YVWGOEIG YIa TN GUVEXT BEATIOTOTTOINGN TWV UNXAVICPWY avixveuong, eEac@alifovtag Otin
ao@AaAeia puTTopei va TTpocapudleTal OTIG VEEG KUBEPVOATTEIAEG, EVIOXUOVTAG TNV AVOEKTIKOTNTA
KAl TNV a0@AAEIQ TWV GUOTNUATWY JAKPOTTPOBETHA.
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MINAKAZ OPOAOTIAZ

ZevoyAwooog 6pog EAANnvikég Opog
Firewall Teixog mpooTaciag
Standalone configuration Autévopun pluBuion
Managed configuration Alaxeipildpevn pubuion
WinCollect WinCollect
Host PiAoEevolpevog
Intergration Evotroinon
Service Ytnpeoia
Troubleshot AvTiyeTwTrion TpoBAnudTwy
Error 2@aAua
Administrator AloXEIPIOTEG
Admin privileges AlkaiwpaTa SIaxEIpIaTH
Domain Topéag
Local administrator Tomikdg SIaXEIPIOTHS
Event "eyovog
Group Name Ovoua ouddag
Anonymous Logon Avwvupn ouvdeaon
Event ID ID eyovéTOg
Process Name Ovoua digpyagiag
Building Block MmrAok Aduiong
Pattern MoriBo
Offence Emibeon

Password Check Failed

Atrotuyxia eAéyxou Kwdikou Tpéaaong

Custom rule engine

Mnxavioudg TTPOTAPUOCUEVWY KAVOVWY

Use case

Successful Login

EmiTuxig ouvdeon

Reference Set

ZUVOAO avaQopwyv

New Session Néa guvedpia

Login 20vdeon

Custom property Mpocapuoapévn 1IB1I6TNTA
Traffic KukAogopia

Hoenypot detected Avixveuan honeypot

Username enumeration

Katauérpnon ovoudTwy XpnoTn

Port Scan

2&pwaon Bupwyv

Source IP

Aig0Buvaon IP TpoéAeuong

Destination Ports

Oupeg TTpoopiouou

Port Scanning

2dpwaon Bupwyv

Port Scan Detected

Avixveuon odpwaong Bupwv
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ZYNTMHZEIZ - APKTIKOAE=A - AKPONYMIA

SOC Security Operations Center

IBM International Business Machines Corporation
ISO International Organization for Standardization
SSH Secure Shell

SMB Server Message Block

BB Building Block

oS Operating System

RAM Random Access Memory

BIT Binary Digit

GB Gigabyte

RHEL Red Hat Enterprise Linux

EULA End User License Agreement

NIC Network Interface Card

FQDN Fully Qualified Domain Name

SATA Serial Advanced Technology Attachment
NVME Non-Volatile Memory Express

EXE Executable (file extension)

CE Community Edition

SSHD Secure Shell Daemon

QID QRadar Identifier

IP Internet Protocol

RDP Remote Desktop Protocol




