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On a Windows Server 2019 Hardening will be applied based on CIS Benchmark Documents. Also
remediation ofvulnerabilities will take place in order to protect the system from Cyber Security

Threats
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2.1.3  Ensure 'Minimum password age' is set to '1 or more day(S):..........ccooerreerrnnns 19
2.1.4  Ensure 'Minimum password length' is set to '14 or more character(s)............. 20
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3.1.8 Ensure Back up files and directories' is set to 'Administrators’....................... 34
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3.1.23 Ensure 'Force shutdown from a remote system' is set to 'Administrators........ 49
3.1.24 Ensure 'Generate security audits' is set to 'LOCAL SERVICE, NETWORK.SERVICE'
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override audit policy category settings' is set to 'Enabled..........cccccceveviinl 72
3.2.2.2 Ensure 'Audit: Shut down system immediately if unable to log security audits' is
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3.2.4.6 Ensure 'Interactive logon: Prompt user to change password before expiration' is

Set t0 'DetWween 5 and 14 aAyS.........uueiiiiiiiiiieieee e 80
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3.2.6.5 Ensure 'Microsoft network server: Server SPN target name validation level' is set
to 'Accept if provided by client’ or NIgNEeL.........oooiiiiiiii e 90
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3.2.7.1 Ensure 'Network access: Allow anonymous SID/Name translation' is set to
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3.2.7.4 Ensure 'Network access: Do not allow storage of passwords and credentials for
network authentication' is set to 'Enabled...............cccooiiiiiiiei i 94
3.2.7.5 Ensure 'Network access: Let Everyone permissions apply to anonymous users' is
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3.2.7.6 Configure 'Network access: Named Pipes that can be accessed anonym®@asly'
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3.2.8  NELWOIK SECUITY. ..ceeeiiiiiiiieiiee et e s e e e eeeeees 103
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IS SEL O 'ENADIEA: ... 103
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3.2.11.2 Ensure 'User Account Control: Behavior of the elevation prompt for
administrators in Admin Approval Mode' is set to 'Prompt for consent on the secure
AESKIOP' OF NIGNEI......eieeieeee e 119
3.2.11.3 Ensure 'User Account Control: Behavior of the elevation prompt for standard
users' is set to 'Automatically deny elevation reqUESLS............ccceeeeeeeeeeeeeeiieiieeceee 120
3.2.11.4 Ensure 'User Account Control: Detect application installations and prompt for
elevation' is set to 'Enabled................oooiii i 121
3.2.11.5 Ensure 'User Account Control: Only elevate UlAccess applications that are
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3.2.11.6 Ensure 'User Account Control: Run all administrators in Admin Approval Mode' is

SELIO 'ENADI. ... e 123
3.2.11.7 Ensure 'User Account Control: Switch to the sed#&sktop when prompting for
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1 Introduction

In today's rapidly evolving digital landscape, securing and fortifying our systems is paramount.
For a Windows Server 2019 environment, we will apply hardening measures based on the CIS
(Center for Internet Security) Benchmark Documents. These benchnféeksa@omprehensive

set of guidelines designed to reduce vulnerabilities and enhance system protection against
potential cyber threats.

In addition to implementing these hardening measures, we will undertake remediation efforts
to address any identified vulnerabilities. This proactive approach will help safeguard the server
from various cybersecurity risks.

To assess the impact of these security enhancements, an initial security score will be presented
using the Wazuh security tadl'his score will serve as a baseline for evaluating the effectiveness
of the applied controls. After the hardening and remediation processes are completed, a final
security score will be provided. The comparison between the initial and final scores will
demonstrate the improvements in the system's security posture and the effectiveness of the
implemented measures.

CIS MICROSOFT WINDOWS SERVER 2019 BENCHMARK...

\ @ Passed (40) CIS Microsoft Windows Server 2019 Benchmark v1.0.1 ®
»

@ Failed (15)

Passed Failed Not applicable Score
@ Not applicable (206)

40 15 206 72%

Checks (261)
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2 Account Policies

This section outlines the establishment of account policies designfmitity system security
and mitigate potential vulnerabilities within user accounts.

2.1

A robust password policy serves as the foundational defense for safeguarding user accounts. It
is imperative that passwords adhere to stringent complexity standards to mitigate the risk of
unauthorized access. Moreover, implementing additional measurel agcpassword history
tracking, periodic password changes, and automatic lockouts following repeated failed login
attempts fortify this critical layer of security against both guessing and brute force attacks.

2.1.1 Ensure 'Enforce password history' is set to '24 or more password(s)'

This policy specifies the minimum number of new, distinct passwords required before an old
password can be reused for a user account. The permissible range for this policy is between 0
and 24 passwords. By default, standalone systems allow immediate pakseuse (set to O
passwords), whereas domajoined systems default to requiring 24 unique passwords before
reuse. To ensure the efficacy of this policy, it is advisable to coordinate it with the Minimum
password age setting, which discourages users fireaquently changing their passwords.

=[ Group Policy Management Editor — O w®
File Action View Help
e R XE= HE

w i Computer Configuration A Policy

-

Policy Setting

force password history 24 passwords remembered

| Maximurn password age 42 days

w || Policies
| Software Settings
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== Deployed Prin ’ )
v 3 Security Settir | Password must meet complexity requirements Enabled
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- _:f:J Account P | Store passwords using reversible encryption Disabled
_:E‘ Passwi
_:,f] Accou
_:E‘ Kerber
j Local Polic
5 Eventlog
7 Restricted
4 System Se
7 Registry
2 File Systen
i; Wired MNet
| Windows |
| MNetwork L
;:.gf Wireless N
| Public Key
- SoftwareF
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Image 1-Enforce password history
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2.1.2 Ensure 'Maximum password age' is set to '365fewer days, but not 0'

This policy determines the duration for which a user's password remains valid before it requires
renewal. The permissible range for this setting spans from 0 to 999 days. Setting the value to O
ensures that the password never expires. Regular passwordgesaare recommended as a
security measure since it reduces the window of opportunity for attackers to exploit
compromised passwords. However, a lower value increases the likelihood of users needing
assistance from the help desk either to change their pasdw frequently or to recall their
current passwords, potentially leading to an increase in support calls.

=/ Group Policy Management Editor - O X
File Action View Help
e HEXE= HE

v (i Computer Configuration a Policy Policy Setting
~ || Policies

| Software Settings

~ [ Windows Setting:

| Mame Resolut
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Image 2- Ensure 'Maximum password age' is set to '365 or fewer days
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2.1.3 EnsuréMinimum password age' is set to '1 or more day(s)'

This policy defines the duration a password must be in use before it can be changed. The
permissible range for this setting spans from 1 to 999 days. Alternatively, setting the value to O
allows immediate password changes. By default, this setting isguoafl to permit instant
password changes.

=[ Group Pelicy Management Editor - O s

File Action View Help
= 2@ XE = H =

v il Computer Configuration a Policy Policy Setting

D} | P-0I|C|es ) \2iy| Enforce password history 24 passwords remembered
| Software Settings
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=l Seripts (Startu

= Deployed Prin
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Minimum password age 1 days

2] Minirmurm password length 7 characters
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Image 3-Ensure 'Minimum password age' is set to '1 or more day(s)'
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214 Ensure 'Minimum password length' is set to '14 orore character(s)'

This policy determines the minimum number of characters required for a user account password.
Various approaches exist for determining the optimal password length within an organization,
with some advocating for the use of "passphrases" rather than ti@uhli passwords. In
Microsoft Windows 2000 or newer systems, passphrases can be lengthy and may include spaces.
For instance, a phrase like "l want to drink a $5 milkshake" constitutes a valid passphrase, offering
stronger security compared to shorter stgs of random characters while also being easier to
recall. It's crucial to educate users on the importance of selecting and maintaining passwords,
particularly regarding their length. In enterprise environments, it's recommended to set the
Minimum passwordength to 14 characters, although adjustments should be made based on the
specific business requirements of the organization.
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Image4-Ensure 'Minimum password length' is set to '14 or mockaracter(s)'
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2.15 Ensure 'Password must meet complexity requirements' is set to 'Enabled’

This policy mandates that all newly created passwords meet basic strength criteria. Passwords
must not include the user's account name or consecutive parts of their full name, be at least six
characters long, and contain characters from at least threé@fdllowing categories: uppercase
letters, lowercase letters, digits, and natphabetic characters. The complexity of a password
increases exponentially with each additional character. For instance, a -sbaeacter
lowercase password could be cracked B3 minutes at a rate of 1,000,000 attempts per second.
Properly configuring password settings can significantly impede brute force attacks.
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Image5-Ensure 'Password must meet complexity requirements' is set to 'Enabled’
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2.1.6 Ensure 'Store passwords using reversible encryption' is set to 'Disabled'

This policy setting governs whether the operating system stores passwesidg reversible
encryption. Reversible encryption is used to support certain application protocols that
necessitate access to the user's password for authentication. Passwords stored with reversible
encryption are essentially equivalent to plaintext vers of the passwords.
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Image 6-Ensure 'Store passwords using reversible encryption' is set to 'Disabled’
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2.2 Account Lockout Policy

The Account Lockout Policy in Windows is a vital security feature that preveatghorized
access to user accounts. It sets thresholds for locking out accounts after a specified number of
failed login attempts, deterring brute force attacks.

Administrators can customize settings such as the maximum number of failed attempts allowed,
lockout duration, and reset intervals. This flexibility allows for tailored security measures while
balancing usability.

When implemented alongside strong password policies and #adtor authentication, the
Account Lockout Policy enhances overall security, safeguarding university data and resources.

221 Ensure 'Account lockout duration' is set to '15 or more minute(s)'

This policy dictates the duration a locked account remains inaccessible before it automatically
unlocks, allowing the user to attempt logging in again. It specifies the number of minutes for
which the account stays locked. Setting the value to 0 meansc¢heunt remains locked until
manually unlocked by an administrator.

While setting a high value may seem prudent, it often leads to an increase in help desk calls for
unlocking mistakenly locked accounts. Users should be informed about the lock duration,
understanding they should only contact the help desk if urgent acteskeir computer is
required.
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Image 7-Ensure 'Account lockout duration' is set to '15 or more minute(s)'
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2.2.2 Ensure 'Account lockout threshold' is set to '5 or fewer invalid logon attempt(s), but not

ol

This policy setting establishes the threshold for failed login attempts before an acctaokes.

Configuring this policy to 0 does not adhere to standard practices, as it disables the account

lockout feature.
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Image 8-Ensure 'Account lockout threshold' is set to '5 or fewer invalid logon attempt(s), but not 0’
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2.2.3 Ensure 'Allow Administrator account lockout' is set to 'Enabled’

This policy determines if the buih Administrator account is affected by the Account Lockout
Policy settings, including Account lockout duration, Account lockout threshold, Rest
account lockout counter. By default, the beiiit Administrator account is exempt from these
controls, ensuring it won't be locked out due to multiple incorrect password attempts.
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Image 9- Ensure 'Allow Administrator account lockout' is set to 'Enabled’
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224 EnsuréReset account lockout counter after' is set to '15 or more minute(s)'

This policy determines the duration before the Account lockout threshold resets to zero. By
default, this policy is set to Not Defined. However, if the Account lockout threshold is specified,
the reset time must be equal to or less than the Account locklation setting.

Leaving this policy at its default value or setting it to an excessively long interval may expose your
environment to a Denial of Service (DoS) attack. An attacker could deliberately trigger multiple
failed login attempts across all user accounts, resglimtheir lockout. Without a defined policy

to reset the account lockout, administrators would need to manually unlock accounts.
Conversely, configuring a reasonable time value for this policy ensures that users are temporarily
locked out until all accous are automatically unlocked.
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Image 10- Ensure 'Reset account lockout countefter' is set to '15 or more minute(s)'
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3 Local Policies

In this section, we'll address local security policies aimed at bolstering the system's defense
mechanisms and safeguarding against potential threats at the local level.

3.1 User Rights Assignment

This entails defining user rights assignment to regulate user access and privileges within the
system. By specifying user rights, organizations can precisely control user actions and
permissions, ensuring adherence to security protocols and regulatoryireegants. Through
meticulous configuration of user rights assignment, robust access controls are established,
promoting system integrity and safeguarding against unauthorized activities or data breaches.

311 Ensure 'Access Credential Manager as a trusted caller' is set to 'No One'

This security feature is utilized by Credential Manager during Backup and Restore processes. This
user right should not be assigned to any accounts except Winlogon. Assigning this user right to
other entities could potentially compromise users' saved creidds.
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= Scripts (Startu | Add workstations to domain Not Defined
rli"l Deployed Prin | Adjust memory quotas for a process Mot Defined
- % Security Settir | Allow log on locally Mot Defined
55 AccountP | Allow log on through Remote Desktop Services Mot Defined
v & Local Polic | Back up files and directories Mot Defined
Ef Audit | | Bypass traverse checking Mot Defined
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| Securit | Change the time zone Not Defined
&l g
| Eventlo | Create a pagefile Not Defined
g pag
7 Restricted | Create a token object Not Defined
5 System Se | Create global chjects Mot Defined
4 Registry | Create permanent shared ohjects Mot Defined
] File Systen | Create symbolic links Not Defined
::;_9 Wf'e‘j MNet | Debug programs Not Defined
~ Windaows | | Deny access to this computer from the network Mot Defined
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Image 11- Ensure 'Access Credential Manager as a trusted caller' is set to 'No One'
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3.1.2 Ensure 'Access this computer from the network' is set to 'Administrators, Authenticated
Users ENTERPRISE DOMAIN CONTROLLERS'

This policy setting enables other network users to establish connections with the computer,
which is essential for various network protocols such as Server Message Block (SMB), NetBIOS,
Common Internet File Systef@IFS), and Component Object Model Plus (COM+).
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Image 12- Ensure 'Access this computer from the network’ is set to 'Administrators, Authenticated Users,
ENTERPRISE DOMAIN CONTROLLERS'
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3.1.3 EnsureAct as part of the operating system' is set to ‘No One'
This policy setting permits a process to take on the identity of any user, thereby acquiring access

to the resources authorized for that user.
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Image 13- Ensure 'Act as part of the operatingystem' is set to 'No One'
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3.14 Ensue 'Add workstations to domain' is set to 'Administrators'

This policy determines who can add computer workstations to the domain. It must be assigned
in the Default Domain Controller Policy. Users witils right can add up to 10 workstations.
However, those with the Create Computer Objects permission can add unlimited computers,
regardless of this policy. In Windows networks, a security principal includes users, groups, or
computers with assigned sectyriidentifiers for resource access. Each computer account in
Active Directory functions as a full security principal, capable of authentication and accessing
domain resources. However, organizations may want to limit computer additions to maintain
consistancy in tracking, building, and managing computers. Allowing users to add computers can
hinder tracking and management efforts and may lead to unauthorized computer creations that
are difficult to trace.
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Image 14- Ensure 'Addworkstations to domain' is set to 'Administrators'
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3.15

NETWORK SERVICE'

This policy setting permits a user to modify the maximum memory available to a process. While
adjusting memory quotas is valuable for system optimization, it also poses risks. In the hands of
unauthorized users, it could potentially be exploited to ingia denial of service (DoS) attack.

P

File Action View Help

=2 fnEXEHE

v i Computer Configuration
w [ | Policies
| Software Settings
~ [ Windows Setting:
| Name Resolut
=] Scripts (Startu
= Deployed Prin
v _é Security Settir
_:E‘ Account P
v j Local Polic
5 Audit!
j User Ri
j Securit
i Eventlog
4 Restricted
4 System Se
4 Registry

& File Systen
i;-"’ Wired Met
~| Windows |
| MNetwork L
;:ng Wireless N
| Public Key

| Software F ¥
£ >

-

Policy
| Access Credential Manager as a trusted callel
| Access this computer from the network
| Act as part of the operating system

dd workstations to domain

djust memory quotas for a process

| Allow log on locally

| Allow log on through Remote Desktop Servid

| Back up files and directories

| Bypass traverse checking

| Change the system time

| Change the time zone

| Create a pagefile

| Create a token object

| Create global objects

| Create permanent shared objects

| Create symbolic links

| Debug programs

| Deny access to this computer from the netw
| Deny log on as a batch job

| Deny log on as a service

| Deny log on locally

<

Image 15 Ensure 'Adjust memory quotas for a process' is set to 'Administrators,

NETWORK SERVICE'
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Ensure Adjust memory quotas for a process' is set to 'Administrators, LOCAL SERVICE,
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3.1.6 Ensure 'Allow log on locally' is set to '‘Administrators'

This policy setting dictates the users authorized to perform interactive logons on computers
within your environment. Such logons, initiated by pressing the CTRL+ALT+DEL key sequence on
the client computer keyboard, necessitate this user right. Additignalsers attempting to log

on through Terminal Services/Remote Desktop Services or IIS also need this user right.
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Image 16-Ensure 'Allow log on locally' is set to 'Administrators'
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3.1.7

Ensure 'Allow log on through Remote Desktop Services' is set to 'Administrators’
This policy setting determines the users gnoups authorized to log on as Remote Desktop

Services clients. If Remote Assistance is utilized in your organization's help desk strategy, it's
recommended to create a dedicated group and assign this user right through Group Policy.

Alternatively, if Remte Assistance isn't utilized, restrict this user right solely to the

Administrators group, or utilize the Restricted Groups feature to ensure no user accounts belong

to the Remote Desktop Users group. Limiting this user right to the Administrators gnodip, a

possibly the Remote Desktop Users group, helps prevent unauthorized users from accessing
network computers through the Remote Assistance feature.
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Image 17-Ensure 'Allow log on through Remote Desktop Services' is sefttministrators'




L1 8RALTAZB{1U LRI MY
ttBt4 tlIsmuv3zumy [BY

3.1.8 Ensure Back up files and directories' is set to ‘Administrators'

This policy setting grants users the ability to bypass file and directory permissions for system
backup purposes. It becomes active exclusively when an application, like NTBACKUP, seeks to
access a file or directory using the NTFS file system backupadigpliprogramming interface

(API). Otherwise, the existing file and directory permissions remain in effect.

=[ Group Policy Management Editor - O X

File Action View Help

o= HFXE = HF

v i Computer Configuration ~
w [ Policies
| Software Settings
~ [] Windows Settings
| Name Resolut
=] Seripts (Startu
= Deployed Prin
~ Fh Security Settir
H AccountP
v | Local Polic
i Auditf
f| UserRi
5 Securit
5j Eventlog
4 Restricted
8 System Se
4 Registry

4 File Systen
Fuf Wired Net
| Windows |
| Metwork L
Zaf Wireless N
| Public Key

| SoftwareF ¥
< >

-

Policy
| Access Credential Manager as a trusted caller
| Access this computer from the network
| Act as part of the operating system
| Add workstations to domain
| Adjust memory quotas for a process
| Allow log on locally
Allow log on through Remote Desktop Services

Back up files and directories

| Bypass traverse checking

| Change the system time

| Change the time zone

| Create a pagefile

| Create a token object

| Create global ohjects

| Create permanent shared objects
| Create symbolic links

| Debug programs

| Deny access to this computer from the network
| Deny log on as a batch job

| Deny log on as a service

| Deny log on locally

<

Policy Setting
ENTERPRISE DOMAIN CONTROLLERS, Authenticated

Administrators
METWORK SERVICE,LOCAL SERVICE, Administrators
Administrators
Adrministrators
Administrators
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Image 18-Ensure 'Back up files and directories' is set to 'Administrators'
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3.1.9 Ensure 'Change the system time' is set to 'Administrators, LOCAL SERVICE'

This policy setting dictates the users and groups authorized to modify the time and date settings

on computers withinyour environment. Users with this user right can influence the timestamps

of event logs. Changing a computer's time setting results in event logs displaying the modified
time, rather than the actual time when the events took place.
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Image 19-Ensure 'Change the system time' is set to 'Administrators, LOCAL SERVICE'
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3.1.10  Ensure 'Change the time zone' is set to 'Administrators, LOCAL SERVICE'

This setting determines the users authorized to modify the time zone ofctmeputer. This
capability poses minimal risk to the computer and can be beneficial for mobile workers.

—
=/ Group Policy Management Editor = O X
File Action View Help

o HEIXE 2 HE

~ A Computer Configuration ~ Policy Policy Setting Q
w || Policies

| Software Settings

~ [] Windows Settings

| Name Resolut

12y Access Credential Manager as a trusted caller
2y Access this computer from the network ENTERPRISE DOMAIN CONTROLLERS, Authenticated
\is| Act as part of the operating system

| Scripts (Startu 12y Add workstations to domain Administrators
= Deployed Prin 1o Adjust memory quotas for a process METWORK SERVICE,LOCAL SERVICE,Administrators
- 51_!' Security Settir 12y Allow log on locally Administrators
5 Account P 1) Allow log on through Remote Desktop Services Adrninistrators
w j Local Polic 12y Back up files and directories Administrators
i:EI Audit F \iiy) Bypass traverse checking Mot Defined
E.:EI UserRi 1y Change the system time LOCAL SERVICE, Administrators
:ﬂ Securit hange the time zone LOCAL SERVICE, Administrators
| Eventlog \iy Create a pagefile Mot Defined
5 Restricted \iy Create a token object Mot Defined
5 System Se l2;| Create global objects Mot Defined
2 Registry \;| Create permanent shared objects Mot Defined
_-5 File Systen 12ls| Create symbolic links Mot Defined
_:_-‘-I Wired Net |y Debug programs Mot Defined
- Windows | 12y Deny access to this computer from the network Mot Defined
- \rifmlmrkl\l_d \iy) Deny log on as a batch job Mot Defined
ﬂ]‘f p |Le|.es': \iy) Deny log on as a service Mot Defined
| Public Key )
=\ Software F ¥ w?eny!og on I.ocally. i o o Not?eﬁned. o
< > < >

Image 20-Ensure 'Change the time zone' is set to 'Administrators, LOCAL SERVICE'
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3.1.11

size to extremes either very large or very smallcould significantly impact the performance of

EnsureCreate apagefile' is set to 'Administrators'
This policy setting permits users to adjust the size of the pagefile. However, setting the pagefile

a compromised computer, potentially exploited by attackers.
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Image 21-Ensure 'Create a pagefile' is set to 'Administrators'
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3.1.12  Ensure 'Create a token object' is set to ‘No One'

This policy setting permits a process to generate an ado&es, potentially granting elevated
privileges to access sensitive information.
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Image 22-Ensure 'Create a token object' is set to 'No One'
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3.1.13

Allowing users to create global objects may impact processes im of@gs' sessions, potentially

SERVICE, SERVICE'

This policy setting governs whether users can generate global objects accessible across all
sessions. Without this user right, users can still create objects limited to their own session.

resulting in issues like application failures or data corruption.
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Image23-Ensure 'Create global objects' is set to 'Administrators, LOCAL SERVICE, NETWORK SERVICE,

Ensure'Create global objects' is set to 'Administrators, LOCBERVICE, NETWORK
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3.1.14  EnsureCreate permanent shared objects' is set to 'No One'

This user right is valuable for kermabde components that expand the object namespace.
However, since components operating in kernel mode automatically possesssérisight, it's

usually unnecessary to explicitly assign it.
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Image 24-Ensure 'Create permanent shared objects' is set to 'No One'
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3.1.15  Ensure€reate symbolic links' is set to 'Administrators'

This policy settingoverns which users have the ability to create symbolic links. In Windows Vista,
symbolic links introduce a new way to access existing NTFS file system objects, like files and
folders. Symbolic links act as pointers, similar to shortcuts, directing ttnanbke system object,

which could be a file, folder, shortcut, or another symbolic link. Unlike shortcuts, which are
exclusive to the Windows shell, symbolic links are a feature of the NTFS file system, accessible to
all programs and applications.

However, because symbolic links can potentially introduce security vulnerabilities in applications
not designed to use them, it's crucial to restrict the privilege of creating them to trusted users.
By default, only Administrators have this capability.
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Image 25-Ensure 'Create symbolic links' is set to 'Administrators'
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3.1.16  Ensure 'Debug programs' is set to 'Administrators’

This policy setting dictates which user accounts possess the privilege to connect a debugger to
any process or the kernel, granting full access to sensitive and crucial operating system elements.

While developers debugging their own applications do noturex this user right, those

debugging new system components will need it.
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Image 26-Ensure 'Debug programs' is set to 'Administrators'
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3.1.17  EnsurePeny access to this computer from the network' to include 'Guests'

This policy setting blocks users from remotely connecting to a computer over the network,
preventing potentiaunauthorized access and modification of data. In highly secure
environments, remote access to computer data should be unnecessary, with file sharing
handled via network servers instead. If an account is subject to both policies, this user right

takes preceence over the "Access this computer from the network" user right.
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Image27—Ehéure '‘Deny access to this computer from the network' to include 'Guests'
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3.1.18  Ensure 'Deny log on as a batch job' to include 'Guests'
This policy setting specifies which accounts are prohibited from logging on to the computer as a

batch job. A batch job refers to a batgueue facility rather than a batch (.bat) file. Accounts
using the Task Scheduler to plan tasks require this uset figis right overrides the "Log on as

a batch job" user right, which could otherwise permit accounts to schedule jobs that
excessively use system resources, potentially leading to a Denial of Service (DoS) situation. Not
granting this user right to the mmmmended accounts can pose a security risk.
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Image 28-Ensure 'Deny log on as a batch job' to include 'Guests'
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3.1.19  Ensure 'Deny log on as a service' to include 'Guests'

This security setting specifies which senaceounts are prevented from registering a process

as a service, overriding the "Log on as a service" user right if an account is subject to both
policies. It is recommended to include Guests in this setting. Note that this setting does not
apply to the Sytem, Local Service, or Network Service accounts. The rationale is that accounts
with the ability to log on as a service could configure and start unauthorized services, such as
keyloggers or other malicious software. However, this risk is somewhat mitidpgtéhe fact

that only users with administrative privileges can install and configure services, and an attacker
with such access could configure the service to run with the System account. The impact of
assigning the "Deny log on as a service" user tmBpecific accounts is that services may not
start, potentially resulting in a Denial of Service (DoS) condition.
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Image 29-Ensure 'Deny log on as a service' to include 'Guests'
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3.1.20  Ensure 'Deny log on locally' tinclude 'Guests'

This security setting specifies which users are prevented from logging on to the computer locally,

overriding the "Allow log on locally" policy if both apply to an account. It is recommended to
include Guests in this setting. Note that applying this pdbicthe Everyone group will prevent

all local logins. Allowing any account to log on locally can enable unauthorized access to the

computer's console, where malicious software could be downloaded and executed to elevate
privileges. Restricting the "Dengd on locally" user right to additional accounts might limit the

capabilities of users assigned to specific roles. However, this right should be explicitly assigned
to the ASPNET account on computers running IIS 6.0. Ensure that delegated activities are no

negatively impacted.
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Image 30-Ensure 'Deny log on locally' to include 'Guests'
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3.1.21  Ensure 'Deny log on through Remote Desktop Services' to include 'Guests'

This policy setting determines whethasers can log on as Remote Desktop clients, overriding
the "Allow log on through Remote Desktop Services" user right if both apply. It is recommended
to include Guests in this setting. After a Member Server is joined to a domain, local accounts are
unnecesary for network access; domain accounts suffice for administration andused
processing. Allowing any account to log on through Remote Desktop Services can enable
unauthorized access to the remote console, where malicious software could be downloadied a
executed to elevate privileges. Restricting the "Deny log on through Remote Desktop Services"
user right to additional groups might limit the capabilities of users in specific administrative roles,
preventing those accounts from connecting through Resn@lesktop Services or Remote
Assistance. Ensure that delegated tasks are not adversely affected.
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:_ri ]r:fml"mkrl:] Deny leg on through Remote Desktop Services Guests
iﬂ“ p |rbel.e5; | Enable computer and user accounts to be trusted for delega., Mot Defined
- Su&‘: E; o | Force shutdown from a remote system Mot Defined -
| soTtware - . . J
< > < >

Image 31-Ensure 'Deny log on through Remote Desktop Services' to include 'Guests'
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3.1.22

'‘Administrators'
This policy setting allows users to change the "Trusted for Delegation” setting on a computer

object in Active Directory. Misuse of this privilege could enable unauthorized users to

Ensure 'Enable computer and useaccounts to be trusted for delegation' is set to

impersonate others on the network. The recommended setting is to grast phivilege to
Administrators only. This user right is considered a "sensitive privilege" for auditing purposes.
Unauthorized use of the "Enable computer and user accounts to be trusted for delegation™" user
right could allow attackers to access network gesces and complicate postcident

investigations.

'=[ Group Policy Management Editor - O X
File Action View Help

= nEXE = BE

v i Computer Cenfiguration A - A

v || Policies
| Software Settings
w || Windows Setting:
| Name Resolut
|| Scripts (Startu
= Deployed Prin
v 5}_;.' Security Settir
jﬁ Account P
w ..I_j Local Polic
S Audit
j] User Ri
j] Securit
i Eventlog
2 Restricted
4 System Se
2 Registry
2 File Systen
Zuf Wired Net
~| Windows |
| Metwork L
Zaff Wireless N
| Public Key
| Software F ¥
< >

Policy
| Add workstations to demain
| Adjust memory quotas for a process
| Allow log on locally
| Allow log on through Remote Desktop Services
| Back up files and directories
| Bypass traverse checking
| Change the system time
| Change the time zone
| Create a pagefile
| Create a token object
| Create global objects
| Create permanent shared objects
| Create symbolic links
| Debug programs
| Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service
| Deny log on locally
| Deny log en through Remote Desktop Services

Enable computer and user accounts te be trusted for delega...

| Force shutdown from a remote system

Policy Setting

Administrators

NETWORK SERVICE LOCAL SERVICE Administrators

Administrators
Administrators
Administrators
Mot Defined

LOCAL SERVICE Administrators
LOCAL SERVICE Administrators

Administrators

SERVICE,METWORK SERVICE,LOCAL SERVICE, Admini

Administrators
Administrators
Guests

Guests

Guests

Guests

Guests
Administrators
Mot Defined

Image 32-Ensure 'Enable computer and user accounts to

'Administrators'

be trusted for

delegation' is set to
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3.1.23 Ensure 'Force shutdown from a remote system' is set to 'Administrators’

This policy setting allows users to shut down Windows Miaked or newer computers
remotely. Granting this user right can lead to a denial of service (DoS) condition, making the
computer unavailable for user requests. Therefore, it is recommended thHgthoghly trusted
administrators be assigned this user right. The recommended state for this setting is
Administrators. Any user with the ability to shut down a computer could cause a DoS condition,
so this user right should be tightly restricted. Remowing "Force shutdown from a remote
system" user right from the Server Operators group could limit the capabilities of users in specific
administrative rolesEnsure that delegated activities are not negatively impacted.

=/ Group Pelicy Management Editor — O *
File Action View Help

e | rEXEZIH=

v & Computer Configuration »
v [ Policies
| Software Settings
wv [ Windows Settings
~| Name Resolut
| Scripts (Startu
= Deployed Prin
W 5}_;.' Security Settir
_E Account P
w ..:Ij Local Polic
G Audit
j User Ri
j Securit
j Event Log
5 Restricted
4 System Se
5 Registry

1, File Systen
i{' Wired Met
~ Windows |
~ Network L
;;.gf Wireless N
| Public Key

| Software F ¥
£ >

/\

Policy
| Allow log on through Remote Desktop Services
| Back up files and directories
| Bypass traverse checking
| Change the system time
| Change the time zone
| Create a pagefile
| Create a token object
| Create global objects
| Create permanent shared cbjects
| Create symbolic links
| Debug programs
| Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service
| Deny log on lecally
| Deny leg on threugh Remote Desktop Services

| Generate security audits
| Impersonate a client after authentication
| Increase a process working set

£

Enable computer and user accounts to be trusted for delega..,

Force shutdown from a remote system Server Operators, Administrators

Policy Setting

Administrators

Administrators

Mot Defined

LOCAL SERVICE, Administrators
LOCAL SERVICE, Administrators
Administrators

SERVICE,NETWORK SERVICE,LOCAL SERVICE Admini

Administrators
Administrators
Guests
Guests
Guests
Guests
Guests
Administrators

Mot Defined
Mot Defined
Mot Defined

Image 33-Ensure 'Force shutdown from a remote system' is set to 'Administrators'
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3.1.24  Ensure 'Generate security audits' is set to 'LOCAL SERVICE, NETWORK SERVICE'

This policy setting determines which users or processes can generate audit recordSeéctingy

log. The recommended state is to assign this right to LOCAL SERVICE and NETWORK SERVICE. This
user right is considered a "sensitive privilege" for auditing purposes. Exceptions are necessary for
Member Servers with the Web Server (11S) Role twallS application pools, and for those with

the Active Directory Federation Services Role to allow the NT SERDKEISrv and NT
SERVICGERS services, as well as the Active Directory Federation Services service account, to
have this right. An attacker cl exploit this capability to generate numerous audit events,
complicating the detection of illicit activity and potentially overwriting evidence of unauthorized

actions. On most computers, this default configuration will have no negative impact, buakpeci
exceptions are required for servers with specific roles.

'=[ Group Policy Management Editor - O x
File Action View Help

e @ XE = IH

v i Computer Configuration » Policy - Palicy Setting ~
v P_Dlides . | Allow log on through Remote Desktop Services Administrators
- SD_&WEI'E SEttlhgs | Back up files and directories Administrators
v wmrj::e;e:;i; | Bypass traverse checking Mot Defined
_ Scripts (Startu | Change the system time LOCAL SERVICE,Administrators
r; Deployed Prin | Change the time zone LOCAL SERVICE,Administrators
- E}_El Security Settir | Create a pagefile Administrators
53 Account P | Create a token object
~ & Local Palic | Create global objects SERVICE,NETWORK SERVICE,LOCAL SERVICE,Admini
j Audit | | Create permanent shared cbjects
j User Ri | Create symbolic links Administrators
__E Securit | Debug programs Administrators
i Eventlog | Deny access to this computer from the network Guests
1 Restricted | Deny leg on as a batch job Guests
5 System Se | Deny log on as a service Guests
5 Registry | Deny leg on lecally Guests
_Q File Systen | Deny log on through Remote Desktop Services Guests
'_; Wired Net | Enable computer and user accounts to be trusted for delega...  Administrators
~ Windows | | Force shutdown from a remote system Server Operators, Administrators
| NetworkL Generate security audits NETWORK SERVICE LOCAL SERVICE
ED‘E ere!essN | Impersonate a client after authentication Mot Defined
~ E:;i;ie; - | Increase a process working set Mot Defined "
£ > < >

Image 34-Ensure 'Generate security audits' is set to 'LOCAL SERVICE, NETWORK SERVICE'
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3.1.25 Ensure 'Impersonate a client after authentication' is set tAdministrators, LOCAL
SERVICE, NETWORK SERVICE, SERVICE'

This policy setting allows programs running on behalf of a user to impersonate that user or
another specified account. Without this right, unauthorized users cannot convince clients to
connect to a service they created for impersonation, which could otiervelevate their
permissions to administrative or system levels. Services started by the Service Control Manager
and COM servers configured to run under a specific account automatically have the Service group
added to their access tokens, granting thenisthiser right. Users can impersonate an access
token if it belongs to them, if they logged on with explicit credentials, or if the requested level is
less than Impersonate.

An attacker with the "Impersonate a client after authentication" right could create a service, trick
clients into connecting, and then impersonate those clients to gain elevated access. The
recommended state for this setting is to assign it to AdminisigtatOCAL SERVICE, NETWORK
SERVICE, and SERVICE. This user right is considered a "sensitive privilege" for auditing. Member
Servers with Microsoft SQL Server and its "Integration Services" component require a special
exception for additional SQyeneratedentries.

This setting usually has no impact, but if the Web Server (11S) Role with Web Services Role Service
is installed, the right must also be assigned to IIS_IUSRS.

=/ Group Policy Management Editor = O X
Fly Action View Help

& | Hm XKE 2| HE

v Al Computer Configuration A Policy . Policy Setting ~
M P',jlmes . | Allow log on through Remote Desktop Services Administrators
- SD_&WME Semhgs | Back up files and directories Administrators
v wml‘j::i?:z:lii | Bypass traverse checking Mot Defined
: :_ Seripts (Startu | Change the system time LOCAL SERVICE Administrators
r; Deployed Prin | Change the time zone LOCAL SERVICE, Administrators
v Fh Security Settir | Create a pagefile Administrators
53 AccountP | Create a token object
v j Local Polic | Create global objects SERVICE,NETWORK SERVICE,LOCAL SERVICE, Administrators
Gl Auditt | Create permanent shared objects
j User Ri | Create symbolic links Administrators
j Securit | Debug programs Administrators
iF Eventlog | Deny access to this computer from the network Guests
2 Restricted | Deny log on as a batch job Guests
4 System Se | Deny log on as a service Guests
4 Registry | Deny log on locally Guests
_Q File Systen | Deny log on through Remote Desktop Services Guests
_1,, Wired Net | Enable computer and user accounts to be trusted for delega... Administrators
- Windows | | Force shutdown from a remote system Server Operators, Administrators
| Network L Generate security audits NETWORK SERVICE,LOCAL SERVICE
&af Wireless N mpersonate a client after authentication SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
- Z;I::L:a:(:i | Increase a process working set Mot Defined
- _ M4 Increase schedulina priority Mot Defined v
£ > £ >

Image 35-Ensure 'Impersonate a client after authentication' is set to 'Administrators, LOCAL
SERVICE, NETWORK SERVICE, SERVICE'
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3.1.26

Ensure WLY ONBI a$§
Manageh2 A Y R2 &

A0KSRdzA Ay 3

LINA2NRGEQ

al yl 3SN) DNE dzLJQ

Aa

This policy setting controls whether users can raise the base priority class of a process. Note that
it isnot a privileged action to adjust relative priority within a priority class. While administrative
tools supplied with the operating system do not require this user right, certain software

development tools might. The recommended configuration is to asgslge right to

Administrators and the Window Manag&/indow Manager Group. Allowing a user to increase

I LINROSaa

Qa

processes, potentially causing a Denial of Service (DoS8itioon

w | Windows Settings
~| Mame Resolut

=] Seripts (Startu

= Deployed Prin

v Fh Security Settir

=/ Group Policy Management Editor — O x
File Action View Help
e 2@ XE = HE
v i Computer Configuration A Policy . Policy Setting ~
~a P_Dlides . | Change the system time LOCAL SERVICE Administrators
| Software Settings

| Change the time zone

| Create a pagefile

| Create a token ohject

| Create global objects

| Create permanent shared objects

| Create symbolic links

LOCAL SERVICE Administrators
Adrninistrators

SERVICE,METWORK SERVICE LOCAL SERVICE, Administrators

Administrators

__E] Account P
v | Local Polic | Debug programs Adrninistrators
& Auditt | Deny access to this computer from the network Guests
j User Ri | Deny log on as a batch job Guests
j Securit | Deny log on as a service Guests
iH EventLlog | Deny log on locally Guests
4 Restricted | Deny log on through Remote Desktop Services Guests
7 System Se | Enable computer and user accounts to be trusted for delega.. Administrators
4 Registry | Force shutdown from a remote system Server Operators, Administrators
4 File Systen | Generate security audits NETWORK SERVICE,LOCAL SERVICE
_-, Wired Met | Impersonate a client after authentication SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
._— Windows | Increase a process working set Mot Defined
_.— N#workL ncrease scheduling priority Administrators
&rf ere!ess N | Load and unload device drivers Mot Defined
: Z;Ifbti:ar'(:; v .!_ock pages i.n m.er'.no.r)r T\J.ot EJeﬁnec! o
£ > £ >
Image36Ensure Ol ncrease scheduling priority®Window
Manager Groupbod

& O K S-Rim# chufd FeduciNgrazddding 8me available Sdr éther

set

[

w
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3.1.27 BEnsure 'Load and unload device drivers' is set to 'Administrators’

This policy settingermits users to dynamically load a new device driver on a system, which could
be exploited by an attacker to install malicious code disguised as a device driver. This right is
needed for users to add local printers or printer drivers in Windows Vistarédemmended
assignment for this setting is Administrators only. This user right is considered a "sensitive
privilege" for auditing purposes.

Device drivers operate as highly privileged code, and users with the "Load and unload device
drivers" right could unintentionally install malicious code. Administrators should ensure only
drivers with verified digital signatures are installed. Removirgyrilght from the Print Operators
group or other accounts may limit certain administrative capabilities, so it is important to verify
that delegated tasks are not adversely affected.

=/ Group Policy Management Editor = O X
File Action View Help
e 2E XE = Hm

~ A Computer Configuration ~ Policy Policy Setting ~
M E'.j“;liiw Cetti | Change the system time LOCAL SERVICE, Administrators
| Software Seftings | Change the time zone LOCAL SERVICE, Administrators
v || Windows Settings . ..
“ Narme Resolut | Create a pagefile Administrators
—y Scripts (Startu | Create a token object
rli"l Deployed Prin | Create global objects SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
- % Security Settir | Create permanent shared objects
j_g.‘ Account P | Create symbolic links Administrators
v & Local Polic | Debug programs Administrators
j Audit F | Deny access to this computer from the network Guests
j User R | Deny log on as a batch job Guests
j Securit | Deny log on as a service Guests
| Eventlog | Deny log on locally Guests
4 Restricted | Deny log on through Remote Desktop Services Guests
4 System Se | Enable computer and user accounts to be trusted for delega... ministrators
System S Enabl p d b d for deleg Ad
4 Registry | Force shutdown from a remote system Server Operators, Administrators
_2 File Systen | Generate security audits MNETWORK SERVICE, LOCAL SERVICE
'_;, WfrEd Net | Impersonate a client after authentication SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
- Windows | | Increase a process working set Mot Defined
:_rf ‘T\ft\“lmrkl'l\_] | Increase scheduling priority Adrninistrators
= X # Load and unload device drivers rint Operators, Administrators
'—“_kp':les; d and unload device d Print Op: Ad
- Su&\’l: E; o | Lock pages in memory Mot Defined v
| oThware . . R e
< > < >

Image 37-Ensure 'Load and unload device drivers' is set to 'Administrators'
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3.1.28

Ensure 'Lock pages in memory' is set to 'No One'
This policysetting allows a process to retain data in physical memory, preventing the system

from paging the data to virtual memory on disk. Assigning this user right can significantly degrade

system performance. The recommended configuration is to assign thigeigbtone. However,

a Member Server with Microsoft SQL Server installed will require an exception to this
recommendation for additional S&Jenerated entries. Users with the "Lock pages in memory"
right could allocate physical memory to several procesgetentially leaving insufficient RAM

for other processes and causing a Denial of Service (DoS) condition.

=f Group Policy Management Editor

File Action View Help

& rEIXE 2 HS

~ A Computer Configuration A
v || Policies
| Software Settings
w [] Windows Setting:
| Name Resolut
|| Scripts (Startu
= Deployed Prin
v T Security Settir
_:C:] Account P
v [ Lecal Polic
& Auditf
| UserRi
j Securit
& Eventlog
4 Restricted
8 System Se
& Registry

4 File Systen
Zof Wired Net
| Windows |
| Network L
;ﬁg Wireless N
| Public Key

| SoftwareF ¥
< >

€

Policy
| Create a token object
| Create global ohjects
| Create permanent shared objects
| Create symbolic links
| Debug programs
| Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service
| Deny log on locally
| Deny log on through Remote Desktop Services
| Enable computer and user accounts to be trusted for delega...
| Force shutdown from a remote system
| Generate security audits
| Impersonate a client after authentication
| Increase a process working set

| Increase scheduling pricrity

Load and unload device drivers

ock pages in memory

| Log on as a batch job
| Log on as a service

| Manage auditing and security log

Policy Setting
SERVICE,METWORK SERVICE,LOCAL SERVICE,Administrators

Administrators

Administrators

Guests

Guests

Guests

Guests

Guests

Administrators

Server Operators Administrators
METWORK SERVICE, LOCAL SERVICE
SERVICE,NETWORK SERVICE LOCAL SERVICE, Administrators
Mot Defined

Administrators

Print Operators, Administrators

Mo One

Mot Defined

Mot Defined

Mot Defined

Image 38-Ensure 'Lock pages in memory' is set to 'No One'
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3.1.29  Ensure 'Log on as a batch job' is set'fadministrators'

This policy setting permits accounts to log on using the task scheduler service. While task
scheduler is essential for administrative tasks in enterprise environments, its use should be
limited in highsecurity settings to prevent misuse of system resosraed to avoid attackers
leveraging this right to execute malicious code after gaining-lesex access. The

recommended assignment for this setting is Administrators.

The "Log on as a batch job" user right is consideredvarisk vulnerability, and the default

settings are usually adequate for most organizations. However, configuring this setting through
domainbased Group Policies can prevent the computer from assigning this right to accounts
needed for scheduled jobs the Task Scheduler. If optional components like ASP.NET or IIS are
installed, this right might need to be assigned to additional accounts such as IIS_WPG,
IUSR_(ComputerName), ASPNET, and IWAM_ (ComputerName). Without this right, IS will be
unable to run ertain COM objects necessary for its functionality.

=/ Group Policy Management Editor - O *
File Action View Help
e 2HIXE = HE
~ (A Computer Configuration » Policy - Policy Setting ~
vid P.Dlicies X | Create a token object
o - ‘?\?i:\f::::sﬁ?ng; | Create global objects SERVICE,NETWORK SERVICE,LOCAL SERVICE,Administrators
e Name Resolu; | Create permanent shared objects
: :_ Scripts (Startu | Create symbolic links Administrators
r; Deployed Prin | Debug programs Administrators
v i!a Security Settir | Deny access to this computer from the network Guests
34 Account P | Deny log on as a batch job Guests
v [ Local Polic | Deny log on as a service Guests
j Audit | | Deny log on locally Guests
..|::| User Ri | Deny log on through Remote Desktop Services Guests
..I_j Securit | Enable computer and user accounts to be trusted for delega... Administrators
i Eventlog | Force shutdown from a remote system Server Operators, Administrators
2. Restricted | Generate security audits METWORK SERVICE,LOCAL SERVICE
g, System Se | Impersonate a client after authentication SERVICE,NETWORK SERVICE,LOCAL SERVICE,Administrators
4 Registry | Increase a process working set Mot Defined
_g File Systen | Increase scheduling priority Administrators
i:: Wired Net | Load and unload device drivers Print Operators, Administrators
- Windows | Lock pages in memory Mo One
img ere!ess M | Log on as a service Mot Defined
- :g;y:ar'(:i o | Manage auditing and security log Mot Defined o
< > < >

Image 39-Ensure 'Log on as a batch job' is set to 'Administrators’
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3.1.30  Ensure 'Manage auditing and security log' is set to 'Administrators'

This policy settingpecifies which users can modify auditing options for files and directories and
clear the Security log. For environments with Microsoft Exchange Server, the Exchange Servers
group must have this privilege on Domain Controllers (DCs) to function propeslych cases,

DCs granting this privilege to the Exchange Servers group meet the benchmark. In environments
without Microsoft Exchange Server, this privilege should be restricted to Administrators on DCs.
The recommended configuration is to assign thivi@ge to Administrators, and to Exchange
Servers if Exchange is running in the environment. This user right is considered a "sensitive
privilege" for auditing purposes. The ability to manage the Security event log is highly powerful
and should be closelyuarded, as it allows users to clear the Security log and potentially erase
evidence of unauthorized activities.

=/ Group Policy Management Editor = O X
e Action View Help
e | z@ XE= HBE
v & Computer Configuration A || policy . Policy Setting ~
M p?“des . | Create a token ohject
| Software Seftings | Create global objects SERVICE,NETWORK SERVICE,LOCAL SERVICE, Administrators
v W.m:] ::ZSRE::::EE | Create permanent shared objects
::_ Seripts (Startu | Create symbolic links Administrators
r; Deployed Prin | Debug programs Administrators
v B Security Settir | Deny access te this computer from the network Guests
54 Account P | Deny log on as a batch job Guests
v j Local Palic | Deny log on as a service Guests
5 Audit | Deny log on locally Guests
..|=:| User Ri | Deny log on through Remote Desktop Services Guests
j Securit | Enable computer and user accounts to be trusted for delega...  Administrators
i Event Log | Force shutdown from a remote system Server Operators, Administrators
g Restricted | Generate security audits MNETWORK SERVICE,LOCAL SERVICE
£ System Se | Impersonate a client after authentication SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
5 Registry | Increase a process working set Mot Defined
_2 File Systen | Increase scheduling priority Administrators
'_;f Wired Net | Load and unload device drivers Print Operators, Administrators
— Windows | | Lock pages in memory Mo One
p— N#work L | Log on as a batch job Backup Operators, Administrators
ﬂg ere!ess N |Log on as a service Mot Defined
< > >

Image 40-Ensure 'Manage auditing and security log' is set to 'Administrators'
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3.131

Ensure 'Modify anobject label' is set to 'No One'

This privilege determines which user accounts can modify the integrity labels of objects, such as
files, registry keys, or processes owned by others. User accounts can lower the integrity label of

objects they own without this privilege. The recommendeadfaguration for this setting is to
assign it to no one. Allowing modification of the integrity labels of objects owned by others could
enable malicious users to elevate privileges and execute code at a higher level than intended.

File Action View Help

=/ Group Policy Management Editor

e rEIXE = HE

- O X

v i Computer Configuration A
w || Policies
| Software Settings
~ [] Windows Settings
| Name Resolut
= Scripts (Startu
= Deployed Prin
v T Security Settir
54 Account P
v & Lacal Palic
S Audit
| UserRi
..I_T.'I Securit
i Eventlog
& Restricted
& System Se
& Registry

& File Systen
i.;“ Wired Net
| Windows |
| Network L
;ﬁ[_f Wireless N
| Public Key

| Software F ¥
£ >

Policy

<

| Create symbolic links

| Debug programs

| Deny access to this computer from the network
| Deny log on as a batch job

| Deny log on as a service

| Deny log on locally

| Deny log on through Remote Desktop Services
| Enable computer and user accounts to be trusted for delega...
| Force shutdown from a remote system

| Generate security audits

| Impersonate a client after authentication

| Increase a process working set

| Increase scheduling priority

| Load and unload device drivers

| Lock pages in memory

|Log on as a batch job

|Log on as a service

Manage auditing and security log

Policy Setting

Administrators

Administrators

Guests

Guests

Guests

Guests

Guests

Administrators

Server Operators, Administrators
METWORK SERVICE,LOCAL SERVICE
SERVICE,NETWORK SERVICE LOCAL SERVICE Administrators
Mot Defined

Administrators

Print Operators, Administrators

Mo One

Backup Operators, Administrators
Mot Defined

Administrators

odify an object label

| Medify firmware environment values

Mot Defined

| Obtain an impersonation token for another user in the same... Mot Defined

Image 41-Ensure 'Modify an object label' is set to 'No One'
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3.1.32 Ensure 'Modify firmware environment values' is set to ‘Administrators'

This policy setting allows users to configure systeisle environment variables that affect
hardware configuration, typically stored in the Last Known Good Configuration. Modifying these
values could lead to hardware failure and result in a denial of service (DoS) condition. The
recommended assignment for this tdag is Administrators. This user right is considered a
"sensitive privilege" for auditing purposes. Granting the "Modify firmware environment values"
user right could enable someone to misconfigure hardware settings, causing failure, data
corruption, ora DoS condition.

[
=/ Group Policy Management Editor - O *
File Action View Help

| HEXE H

v (A Computer Configuration A || policy Policy Setting ~
M F!_D“des X | Create symbolic links Administrators
o — 3\?::;:::::”9; | Debug programs Administrators
T Name Resolu; | Deny access to this computer from the network Guests
_ Scripts (Startu | Deny log on as a batch job Guests
I.; Deployed Prin | Deny log on as a service Guests
" i!u Security Settir | Deny log on locally Guests
5 Account P | Deny log on through Remote Desktop Services Guests
v | Local Polic | Enable computer and user accounts to be trusted for delega... Administrators
j Audit f | Force shutdown from a remote system Server Operators Administrators
..|=:| UserRi | Generate security audits METWORK SERVICE,LOCAL SERVICE
j Securit | Impersonate a client after authentication SERVICE,NETWORK SERVICE LOCAL SERVICE Administrators
H Eventlog | Increase a process working set Mot Defined
5 Restricted | Increase scheduling priority Administrators
4 System Se | Load and unload device drivers Print Operators, Administrators
4 Registry | Lock pages in memory Mo One
_.’_.-'-'i File Systen | Log on as a batch job Backup Operators, Administrators
—1' Wired Net | Log on as a service Mot Defined
..— Windows | | Manage auditing and security log Adrninistrators
1 Network L Modify an object label
&g widess N
- Esfbtll‘;f:i ) | Obtain an impersonation token for another user in the same... Mot Defined v
£ > £ >

Image 42-Ensure 'Modify firmware environment values' is set to ‘Administrators’
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3.1.33 Ensure 'Perform volume maintenance tasks' is set to 'Administrators'

This policy setting enables userstianage the system's volume or disk configuration, potentially
allowing a user to delete a volume, which could lead to data loss and a -@&s@tvice
condition. The recommended setting for this policy is: Administrators. However, a Member
Server with Micosoft SQL Server installed requires a special exception for the account running

the SQL Server service to be granted this user right. Assigning the Perform volume maintenance

tasks user right to a user could result in the deletion of a volume, causiagas or a denial

of-service condition.

=[ Group Policy Management Editor
File Action View Help

s HEXEE HE

v [ Computer Configuration ~ || policy Policy Setting
v p?“des . | Deny log on as a batch job Guests
:_. So.f'tware SEttlhgs | Deny log on as a service Guests
v wln:::Z?:::!E: | Deny log on locally Guests
::_ Seripts (Startu | Deny log on through Remote Desktop Services Guests
r; Deployed Prin | Enable computer and user accounts to be trusted for delega... Administrators
v 5}_31 Security Settir | Force shutdown from a remote system Server Operators, Administrators
_:c:,! Account P | Generate security audits NETWORK SERVICE LOCAL SERVICE
" j Local Polix | Impersonate a client after authentication SERVICE,NETWORK SERVICE,LOCAL SERVICE, Administrators
j Audit F | Increase a process working set Mot Defined
j User Ri | Increase scheduling pricrity Administrators
5f Securit | Load and unload device drivers Print Operators, Administrators
iF Eventlog | Lock pages in memory Mo One
4 Restricted |Log on as a batch job Backup Operators, Administrators
g System Se |Log on as a service Mot Defined
4 Registry | Manage auditing and security log Adrministrators
_4 File Systen | Modify an object label
_a. Wired Net | Modify firmware environment values Administrators
.T Windows | | Obtain an impersonation token for another user in the same... Not Defined
ﬂlg ere!essN | Profile single process Mot Defined
— Z:fbt::a'r(:i - | Profile system performance Mot Defined
< > < >

Image 43-Ensure 'Perform volume maintenance tasks' is set to 'Administrators'
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3.1.34  Ensure 'Profile single process' is set to 'Administrators’

This policy settingletermines which users can use tools to monitor the performance of non
system processes. Generally, you do not need to configure this user right for the Microsoft
Management Console (MMC) Performance simggbut it is required if System Monitor is set to
collect data using Windows Management Instrumentation (WMI). Restricting the Profile single
process user right helps prevent intruders from gaining information that could be used to attack
the system. The recommended setting for this policy is: Adminmtsaflhis user right poses a
moderate vulnerability, as an attacker with this right could monitor a computer's performance
to identify critical processes to attack or determine running processes to avoid countermeasures
like antivirus software, an intrusiodetection system, or identify other loggesh users.

=/ Group Policy Management Editor - O *

File Action View Help

e nEIXEZ HE

~ (A Computer Configuration » Policy Policy Setting ~
vu Ff.olicies : | Deny log on as a batch job Guests
" [k? ‘?\?i:\foa\t:ss:et::ngsr | Deny log on as a service Guests
e Name Resolﬁi | Deny log on locally Guests
: :_ Scripts (Startu | Deny log on through Remote Desktop Services Guests
r; Deployed Prin | Enable computer and user accounts to be trusted for delega...  Administrators
v Fh Security Settir | Force shutdown from a remote system Server Operators, Administrators
j_;] Account P | Generate security audits MNETWORK SERVICE, LOCAL SERVICE
v j Local Polic | Impersonate a client after authentication SERVICE,NETWORK SERVICE, LOCAL SERVICE, Administrators
j Audit | | Increase a process working set Mot Defined
..|::| User Ri | Increase scheduling priority Administrators
j Securit | Load and unload device drivers Print Operators, Administrators
i Eventlog | Lock pages in memory Mo One
4 Restricted | Log on as a batch job Backup Operators, Administrators
5 System Se | Log on as a service Not Defined
4 Registry | Manage auditing and security log Administrators
4, File Systen | Modify an object label
i:: Wired Net | Modify firmware environment values Administrators
._— Windows | | Obtain an impersenation token for another user in the same... Mot Defined
_l‘ N#work L Perform volume maintenance tasks Administrators
=—m‘¥ W”E!ESS N rofile single process Administrators
- ::I:ticl\c'car'(:i ™ | Profile system performance Mot Defined o
< > < >

Image 44-Ensure 'Profile single process' is set to 'Administrators'
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3.1.35 Ensure 'Profile system performance’ is set to ‘Administrators, NT
SERVIGRVdiServiceHost'

This policy setting allows users to use tools to view the performance of different system
processes, which could be exploited by attackers to determine a system's active processes and
assess the potential attack surface. The recommended state for thisgest Administrators,

NT SERVIDEdiServiceHost. This user right poses a moderate vulnerability, as attackers with
this access could monitor a computer's performance to identify critical processes to attack or
determine active processes to evade counteasures like antivirus software or an intrusion
detection system.

=/ Group Policy Management Editor - O *

File Action View Help

e rEIXE 2 HE

v (& Computer Configuration ~ || policy Policy Setting ~
v P?Iicies . | Deny log on as a batch job Guests
:_. So.f'tware Settlfﬂgs | Deny log on as a service Guests
v wl”l‘:::i?::zzai | Deny log on locally Guests
::_ Scripts (Startu | Deny log on through Remote Desktop Services Guests
r; Deployed Prin | Enable computer and user accounts to be trusted for delega... Administrators
v B Security Settir | Force shutdown from a remote system Server Operators, Administrators
_15 Account P | Generate security audits MNETWORK SERVICE LOCAL SERVICE
v [ Local Polic | Impersonate a client after authentication SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
j Audit F | Increase a process working set Mot Defined
j User Rj | Increase scheduling priority Administrators
5l Securit | Load and unload device drivers Print Operators, Administrators
iH Eventlog | Lock pages in memory Mo One
& Restricted | Log on as a batch job Backup Operators, Administrators
g System Se | Log on as a service Mot Defined
2 Registry | Manage auditing and security log Administrators
_4 File Systen | Modify an object label
_-1. Wired Net | Modify firmware environment values Administrators
.T Windows | | Obtain an impersonation token for another user in the same... Not Defined
_l‘ N#workL | Perform volume maintenance tasks Administrators
10;’ ere!essN rofile single process Administrators
o b .
< > >

Image 45-Ensure 'Profile system performance' is set to 'Administrators, NT SERVICBEWdiServiceHost'
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3.1.36 Ensure 'Replace arocess level token' is set to 'LOCAL SERVICE, NETWORK SERVICE'

This policy setting allows a process or service to start another service or process with a different
security access token, potentially leading to privilege escalation by modifying the security access
token of the sulprocess. The recommended state fordlsetting is: LOCAL SERVICE, NETWORK
SERVICE. This user right is considered a "sensitive privilege" for auditing purposes. Member
Servers with the Web Server (IIS) Role or Microsoft SQL Server installed require special
exceptions to this recommendation tlow IIS application pools and additional Sf@berated

entries to be granted this user right. Users with the Replace a process level token privilege can
start processes as other users, potentially hiding unauthorized actions. Additionally, on Windows
2000-based computers, using this right also requires the Adjust memory quotas for a process
user right.

=f Group Policy Management Editor - [m| *
File Action View Help
B 2EXEE B @
v (& Computer Configuration ~ || palicy - Palicy Setting ~
w ] Paolicies D .
_ . | Deny log on through Remote Desktop Services Guests
_| Software Settings -
S . | Enable computer and user accounts to be trusted for delega... Administrators
w || Windows Settings .
; | Force shutdown from a remote system Server Operators Administrators
| Name Resolut X i
| Scripts (Startu | Generate security audits METWORK SERVICE, LOCAL SERVICE
: Deployed Prin | Impersonate a client after authentication SERVICE,METWORK SERVICE,LOCAL SERVICE, Administrators
- % Security Settir | Increase a process working set Mot Defined
5 Account P | Increase scheduling pricrity Administrators
v [ Local Polic | Load and unload device drivers Print Operators, Administrators
j Audit F | Lock pages in memory Mo One
j User Ri | Log on as a batch job Backup Operators,Administrators
j Securit |Log on as a service Mot Defined
L Eventlog | Manage auditing and security log Administrators
g Restricted | Modify an object label
4 System Se | Modify firmware environment values Administrators
o Registry | Obtain an impersonation token for ancther user in the same... Not Defined
2 File Systen | Perform volume maintenance tasks Administrators
= Wf'e‘j Net | Profile single process Administrators
- Windows | | Profile system performance Administrators
:_rf \I‘:J;t\nlforkrlx_l | Remove computer from docking station Mot Defined
= o ':l_esé eplace a process level token NETWORK SERVICE,LOCAL SERVICE
: S:I&:ar: v _I_R.estor.efiles.and directories !\l.ot EJeﬁnec! v
< > < >

Image 46-Ensure 'Replace a process level token' is set tdtOCAL SERVICE, NETWORK SERVICE'
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3.1.37 Ensure 'Restore files and directories' is set to 'Administrators’

This policy setting determines which users can bypass file, directory, registry, and other
persistent object permissions when restoring backgdfiles and directories on computers
running Windows Vista or newer. It also determines which users can sgtsealurity principals

as object owners, similar to the Back up files and directories user right. The recommended state
for this setting is: Administrators. This user right is considered a "sensitive privilege" for auditing
purposes.

An attacker with the Restore files and directories user right could restore sensitive data to a
computer, potentially overwriting more recent data, leading to data loss, corruption, or a denial
of service. Attackers could also replace executable files bgelgitimate administrators or
system services with malicious versions to gain elevated privileges, compromise data, or install
backdoors for continued access. Therefore, it is crucial to protect backup media, as attackers
could restore data to a computevithin a domain they control.

=/ Group Policy Management Editor = O X
File Action View Help
| sE XE = BE
~ (A Computer Configuration ~ Policy - Policy Setting ~
M P.D“des . | Deny log on through Remote Desktop Services Guests
_| Software Settings -
« [ Windows Settings | Enable computer and user accounts to be trusted for delega...  Administrators N
© Name Resolut | Force shutdown from a remote system Server Operators, Administrators
: ’_ Scripts (Startu | Generate security audits MNETWORK SERVICE,LOCAL SERVICE
I; Deployed Prin | Impersonate a client after authentication SERVICE,METWORK SERVICE, LOCAL SERVICE Administrators
v T Security Settir | Increase a process working set Mot Defined
:5 Account P | Increase scheduling priority Adrninistrators
v j Local Palic | Load and unload device drivers Print Operators, Administrators
j Audit F | Lock pages in memory No One
f| UserRi | Log on as a batch job Backup Operators, Administrators
j Securit |Log on as a service Mot Defined
i EventLog | Manage auditing and security log Adrninistrators
r_';, Restricted | Madify an object label
2 System Se | Madify firmware environment values Administrators
4 Registry | Obtain an impersonation token for another user in the same... Mot Defined
_2 File Systen | Perform velume maintenance tasks Administrators
-_-': Wired Net | Profile single process Adrninistrators
- Windows | | Profile system performance Adrninistrators
p— N#work L | Rernove computer from docking station Mot Defined
&af Wireless N Replace a process level token NETWORK SERVICE LOCAL SERVICE
I E:I]:I:ar'(:i v estoe filesand directories n.rl pertms,Backup Qperators, Administrators v
< > < >

Image 47-Ensure 'Restore files and directories' is set to '‘Administrators’
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3.1.38 Ensure 'Shut down thesystem' is set to ‘Administrators'

This policy setting determines which users logged on locally to the computers in your
environment can shut down the operating system using the Shut Down command. Misuse of this
user right can lead to a denial of service condition. The recommended statkigasetting is:
Administrators.

Limiting the ability to shut down Domain Controllers and Member Servers to a small number of
trusted Administrators is essential. Although this right requires the ability to log on to the server,

it is crucial to carefully control which accounts and groaps permitted to shut down these
critical systems. Shutting down a Domain Controller makes it unavailable for processing logons,
serving Group Policy, and handling LDAP queries. Additionally, shutting down Domain Controllers
with Flexible Single Master ®mtions (FSMO) roles can disable essential domain functionalities,
such as processing logons for new passwords, a key function of the Primary Domain Controller
(PDC) Emulator role.

=[ Group Policy Management Editor - O *
File Action View Help
e 2EXEE HE
v & Computer Configuration || policy - Palicy Setting ~
v P9I|C|es . | Force shutdown from a remote system Server Operators, Administrators
- 3\?_&:3'& S::t;gs | Generate security audits NETWORK SERVICE,LOCAL SERVICE
w 5|
e |Impersonate a client after authentication SERVICE NETWORK SERVICE LOCAL SERVICE, Administrators
ame Resolu
o Scripts (Startu | Increase a process working set Mot Defined
: Deployed Prin | Increase scheduling priority Administrators
v % Security Settir | Load and unload device drivers Print Operators, Administrators
4 Account P | Lock pages in memory Mo One
v j Lecal Polic | Log on as a batch job Backup Operators, Administrators
j Audit F |Log on as a service Mot Defined
j User Ri | Manage auditing and security log Administrators
5 Securit | Modify an object label
| EventLo | Modify firmware environment values Administrators
g
5 Restricted | Obtain an impersonation token for another user in the same... Mot Defined
2 System Se | Perform volume maintenance tasks Administrators
5 Registry | Profile single process Administrators
> | File Systen | Profile system performance Administrators
= W!red Net | Remove computer from docking station Mot Defined
Bl Windows | | Replace a process level token NETWORK SERVICE.LOCAL SERVICE
— Network L Restore files and directories Server Operators,Backup Operators, Administrators
= f Wireless N p pUp
= P ILT_ESE Shut down the system Server Operators, Print Operators, Backup Operators, Administrators
- Su&\’l: eﬁ | Synchronize directory service data Mot Defined
oftware
- _ | Take ownership of files or other objects Mot Defined
£ > L

Image 48-Ensure 'Shut down the system' is set to 'Administrators'
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3.1.39  Ensure 'Synchronize directory service data' is set to 'No One'

This security setting determines which users and groups can synchronize all dirgenzoe
data, known as Active Directory synchronization. The recommended state for this setting is: No
One.

Only Domain Controllers should have the ability to synchronize directory service data, as they
inherently possess this user right since the synchronization process runs in the context of the
System account on Domain Controllers. Granting this right tektts would allow them to view

all information stored in the directory, potentially facilitating further attacks or exposing sensitive
data, such as direct telephone numbers or physical addresses.

=/ Group Policy Malnagement Editor - O x
File Action View Help
= 2@ XE = HE
v & Computer Configuration 4 || policy - Palicy Setting ~
v P9I|C|es . | Force shutdown from a remote system Server Operators, Administrators
_| Software Settings . .
“ Wind Setti | Generate security audits METWORK SERVICE,LOCAL SERVICE
w 5|
- _.'”N°W5 N '"Igt | Impersonate a client after authentication SERVICE,NETWORK SERVICE,LOCAL SERVICE, Administrators
| Name Resolu ) ’
] Scripts (Startu | Increase a proces.swor!(ln.g set Mot [.Jeflned
p= Deployed Prin | Increase scheduling priority Administrators
v Fh Security Settir | Load and unload device drivers Print Operators, Administrators
35 Account P | Lock pages in memory Mo One
v [ Local Polic | Log on as a batch job Backup Operators, Administrators
S Audit |Log on as a service Mot Defined
j User Ri | Manage auditing and security log Administrators
5 Securit | Modify an cbject label
| Eventlo | Modify firmware environment values Administrators
4 g
4 Restricted | Obtain an impersonation token for another user in the same... Mot Defined
g System Se | Perform volume maintenance tasks Administrators
5 Registry | Profile single process Administrators
o] File Systen | Profile system performance Administrators
= W!red Net | Remove computer from docking station Mot Defined
| Windows | | Replace a process level token NETWORK SERVICE,LOCAL SERVICE
:_rf \r:]v?t\’\l"mklr:] | Restore files and directories Server Operators,Backup Operators, Administrators
2““ p |Le|.es; Shut down the system Server Operators, Print Operators,Backup Operators, Administrators
: S:&\’I\;r:ﬁ v Synchmnizeile ser\.ric dat : — v
£ > £ >

Image 49-Ensure 'Synchronize directory service data' is set to 'No One'
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3.1.40  Ensure 'Take ownership of files or other objects' is set to 'Administrators'

This policysetting allows users to take ownership of files, folders, registry keys, processes, or
threads, bypassing existing permissions to grant ownership to the specified user. The
recommended state for this setting is: Administrators. This user right is condidetgensitive

privilege" for auditing purposes.

Users with the Take ownership of files or other objects user right can control any object,
regardless of its permissions, and make any changes they wish. This capability could lead to data
exposure, data corruption, or a denial of service condition.

E[ Group Policy Management Editor
File Action View Help
= 2@ XE = HE

v & Computer Configuration 4 || policy
w [ | Policies

| Software Settings

~ | Windows Settings

| Name Resolut

|| Seripts (Startu

== Deployed Prin

| Generate security audits

| Impersonate a client after authentication
| Increase a process working set

| Increase scheduling priority

| Load and unload device drivers

_._‘ Windous | | Restore files and directories
= _rF ‘:?tv‘lmrklr:] | Shut down the system
= |re.ess ynchronize directory service data
| Public Key
| Software F ¥
£ > £

v Fh Security Settir | Lock pages in memory Mo One
35 Account P | Log on as a batch job Backup Operators, Administrators
v [ Local Polic |Log on as a service Mot Defined
j Audit F | Manage auditing and security log Administrators
| UserRi | Modify an object label
j Securit | Modify firmware envirenment values Administrators
i Eventlog | Obtain an impersonation token for another user in the same... Mot Defined
4 Restricted | Perform volume maintenance tasks Administrators
4 System Se | Profile single process Administrators
2 Registry | Profile system performance Administrators
_"_.!i File Systen | Remaove computer from docking station Not Defined
£ Wired Net | Replace a process level token NETWORK SERVICE,LOCAL SERVICE

ake ownership of files or other objects Administrators v

Policy Setting &
METWORK SERVICE,LOCAL SERVICE

SERVICE,NETWORK SERVICE,LOCAL SERVICE, Administrators

Mot Defined

Administrators

Print Operators, Administrators

Server Operators,Backup Operators, Administrators
Server Operators, Print Operators,Backup Operators, Administrators

>

Image 50-Ensure 'Take ownership of files or other objects' is set to 'Administrators’
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3.2 Security Options

Security Options encompass a range of settings that enhancertiection of a computer or
network by controlling securityelated behaviors and features. These options include settings
for user authentication, access controls, and system auditing, ensuring a secure and compliant
operating environment. By carefully wfiguring Security Options, organizations can mitigate
risks, prevent unauthorized access, and maintain the integrity and confidentiality of sensitive
information.

3.21 Accounts

3.21.1 Ensure 'Accounts: Block Microsoft accounts' is set to 'Users can't add or log on
with Microsoft accounts'

This policy setting restricts users from adding new Microsoft accounts on the computer. It is
recommended that users be prevented from adding or logging in with Microsoft accounts.

Organizations aiming to enforce strict identity management policies anttaamhich accounts

are used for logging onto their computers should consider blocking Microsoft accounts.

Additionally, blocking these accounts may be necessary to meet compliance requirements for
their information systems.

E[ Group Policy Management Editor - O *
File Action View Help
o9 | 7@ XE =

B &=

E[ Default Domain FL\\J)icy [WIN ~ || policy - Policy Setting A~
v i C.Dr';plL.lt.ErCanlngrEtIDn Accounts: Administrator account status Mot Defined
v _D c1es X Accounts: Block Microsoft accounts Users can't add or log on with Microsoft accounts
_| Software Settings -
« [ Windows Settings Accounts: Guest account status Mot Defined
T Name Resolu; | Accounts: Limit local account use of blank passwords to co.. Mot Defined
= Scripts (Startu | Accounts: Rename administrator account Mot Defined
= i | Accounts: Rename guest account ot Define:
r; Deployed Prin A R 9 Not Defined
v [ Security Settir | Audit: Audit the access of global system objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
v [ Local Polic | Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
j Audit b | Audit: Shut down system immediately if unable to log secur... Mot Defined
5 UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
S Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
5 Restricted | Devices: Allowed to format and eject removable media Mot Defined
5 System 5e | Devices: Prevent users from installing printer drivers Mot Defined
2 Registry | Devices: Restrict CD-ROM access to locally logged-on user ... Mot Defined
] F'l_e Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
& W!red Net | Domain controller: Allow computer account re-use during d... Mot Defined
- :."lndo\tsl_l | Domain controller: Allow server operators to schedule tasks Mot Defined
:_rf W#vror N | Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
Sl Wireless . . . . ]
7 Public Key ¥ .EJomafn contro!!er. LEJA? SErver c.har?nel blm:!lng token requi.. !\I.ot EJeﬁnec! v
£ > £ >

Image 51-Ensure 'Accounts: Block Microsoft accounts' is set to 'Users can't add or log on with Microsoft
accounts'
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3.2.1.2 BEnsure 'Accounts: Guest account status' is set to 'Disabled'

This policy setting controls whether the Guestcount is enabled or disabled, with the Guest
account allowing unauthenticated network users to access the system. It is recommended to
disable this account to prevent unauthorized access. Note that applying this setting to the
Domain Controllers organiianal unit via group policy will have no effect, as Domain Controllers

lack a local account database. Instead, it should be configured at the domain level, similar to

other policies like account lockout and password settings. The rationale for disaidirguest

account is to prevent unauthenticated users from accessing network resources, which could lead
to data exposure or corruption if network shares are accessible to the Guest account, the Guests
group, or the Everyone group.

=[ Group Policy Management Editor —
| File Action View Help
e 2@ XE = E
=] Default Domain Policy [WIN || policy - Policy Setting
v C..ompL.lt.erCDHfiguration | Accounts: Administrator account status Mot Defined
v Ff.ollcles X Accounts: Block Microsoft accounts Users can't add or log on with Microsoft accounts
o | Accounts: Limit local account use of blank passwords to co.. Mot Defined
~| MName Resolut
[ Scripts (Startu | Accounts: Rename administrator account Mot Defined
| = Deployed Prin | Accounts: Rename guest account Mot Defined
| v [ Security Settir | Audit: Audit the access of global systern objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
v j Local Polic | Audit: Force audit peolicy subcategory settings (Windows Vis... Mot Defined
..:EI Audit b | Audit: Shut down system immediately if unable to log secur... Mot Defined
| UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
=H Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
2 Restricted | Devices: Allowed to format and gject removable media Mot Defined
2 System Se | Devices: Prevent users from installing printer drivers Mot Defined
f_!. Registry | Devices: Restrict CD-ROM accessto locally logged-on user... Mot Defined
_"_!i File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
__; W?red Net | Domain controller: Allow computer account re-use during d... Mot Defined
_._‘ Windows | | Domain controller: Allow server operators to schedule tasks Mot Defined
é;ﬂ \r:JVT::zsr:I'I\_I | Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
= Public Key ¥ | Domain controller: LDAP server channel binding token requi... Mot Defined
£ > £

Image 52-Ensure 'Accounts: Guest account status' is set to 'Disabled'
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3.2.1.3 Ensure 'Accounts: Limit local account use of blank passwords to console logon
only' is set to 'Enabled'

This policy setting determines whether local accounts with blank passwords can be used to log
on from locations other than the physical computer console. When enabled, this policy ensures
that such accounts can only log in directly at the computer and frmh remote client
computers. The recommended configuration for this setting is to enable it.

Blank passwords present a serious security threat and should be strictly prohibited through both
organizational policies and technical controls. Although Active Directory domains typically
enforce complex passwords of at least seven characters, usergheithbility to create new
accounts might bypass these domain policies by establishing accounts with blank passwords. For
instance, a user could set up a standalone computer, create accounts with blank passwords, and
then join the computer to the domain, lalving these unprotected accounts to function and
potentially be accessed by anyone who knows their names.

=[ Group Policy Management Editor - O *
File Action View Hel
e | 2EXE = HE
=] Default Domain Policy [WIN || policy - Policy Setting "
v i C.ompL.lt.erCDHfiguration | Accounts: Administrator account status Mot Defined
v P9I|C|es . | Accounts: Block Microsoft accounts Users can't add or log on with Micresoft accounts
o - 3\?::;::55::;?”9; Accounts: Guest account status Disabled
é Scripts (Startu | Accounts: Rename administrator account Mot Defined
= Deployed Prin | Accounts: Rename guest account Mot Defined
v [ Security Settir | Audit: Audit the access of global system objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
~ j Local Polic | Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
j Audit b | Audit: Shut down system immediately if unable to log secur.. Mot Defined
5 UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
= Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
5 Restricted | Devices: Allowed to format and gject removable media Mot Defined
5 System Se | Devices: Prevent users from installing printer drivers Mot Defined
f_:J; Registry | Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
] File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
__; W?red Net | Domain controller: Allow computer account re-use during d... Mot Defined
| Windows | | Domain controller: Allow server operators to schedule tasks Mot Defined
é;ﬂ EVT::;:II\_I .Doma?n controller: Allow vulnerable Netlo.golj secure chann.... Mot Def?ned
; = Public Key ¥ .EJomafn contro!!er: LEJA? SErver c.har?nel blm:!lng token requi.. N.Dt EJeﬁnec! v
£ > £ >

Image 53-Ensure 'Accounts: Limit local account use of blank passwords teonsole logon only' is set to
‘Enabled’
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3.214 Configure 'Accounts: Rename administrator account’

The builtin local administrator account is a commonly targeted account due to itskmeiivn
name. It is recommended to rename this account to a t&ssous name and avoid using names
that suggest administrative or elevated access. Additionally, update the default description for
the local administrator account via the Computer Management console. For Domain Controllers
which do not have local accows)tthis guidance applies to the buiitt Administrator account
created during domain setup.

Renaming the Administrator account makes it somewhat more difficult for unauthorized users
to guess the privileged username and password. Since theib#ldministrator account cannot
be locked out regardless of failed password attempts, it is a freqtengiet for brute force

attacks. While renaming the account offers some security benefits, its effectiveness is reduced

because the account has a wkliown SID, and thirgarty tools can authenticate using the SID
rather than the account name. As a resudiven if the account is renamed, attackers could
potentially exploit the SID to conduct brute force attacks.

=[ Group Policy Management Editor - O *
File Action View Help
e 2E XE = Hm
I
5] Default Dain Policy [WIN A || policy - Policy Setting
v i C.ompL.lt.erCDHfiguration | Accounts: Administrator account status Mot Defined
v P9I|C|es . | Accounts: Block Microsoft accounts Users can't add or log on with Microsoft accounts
o - ;?if::z‘fss::tt:ng; | Accounts: Guest account status Disabled
T Name Resolut Accounts: Limit local account use of blank passwords to co..  Enabled
= Deployed Prin Accounts: Rename guest account Mot Defined
v [ Security Settir | Audit: Audit the access of global systern objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
~ [ Local Polic | Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
j Audit b | Audit: Shut down system immediately if unable to log secur... Mot Defined
& UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
| Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
5 Restricted | Devices: Allowed to format and gject removable media Mot Defined
5 System Se | Devices: Prevent users from installing printer drivers Mot Defined
f_:ii Registry | Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
] File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
_—; Wired Net | Domain controller: Allow computer account re-use during d... Mot Defined
- Windows | | Domain controller: Allow server operators to schedule tasks Mot Defined
51_1;’ EVT::;:I'I\_I | Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
= Public Key ¥ | Domain controller: LDAP server channel binding token requi... Mot Defined
£ > £

Image 54-Configure 'Accounts: Rename administrator account'
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3.2.15

CGonfigure 'Accounts: Rename guest account'

The builtin local guest account is a commonly known target for attackers. It is advisable to
rename this account to a name that does not reveal its purpose, even digable it, which is
the recommended action. On Domain Controllers, which lack local accounts, this guidance
applies to the buiktin Guest account created during domain setup.

Renaming the Guest account adds an extra layer of security by making it harder for
unauthorized individuals to guess the account name and password. This practice helps to
obscure the account's function and reduces its attractiveness as a target for attacks

=_ML\?Group Policy Management Editor - O *
File Action View Help
e @ XE= HE
[=] Default Domain Policy [WIN 4 || policy - Policy Setting ~
v i C..ompL.lt.erCDHfiguration | Accounts: Administrator account status Mot Defined
v Ff.olmes . | Accounts: Block Microsoft accounts Users can't add or log on with Micresoft accounts
o ~ 3\?::;::55::;?”9; | Accounts: Guest account status Dizabled
o Name Resalut | Accounts: Limit local account use of blank passwords to co...  Enabled
é Scripts (Startu Accounts: Rename administrator account carrot
= Deployed Prin Accounts: Rename guest account onicn
v [ Security Settir | Audit: Audit the access of global system objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
v [ Local Polic | Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
j Audit b | Audit: Shut down system immediately if unable to log secur... Mot Defined
5 UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
= Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
2 Restricted | Devices: Allowed to format and gject removable media Mot Defined
7 System Se | Devices: Prevent users from installing printer drivers Mot Defined
g Registry | Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
_"_!i File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
__; W?red Net | Domain controller: Allow computer account re-use during d... Mot Defined
_._‘ Windouws | | Domain controller: Allow server operators to schedule tasks Mot Defined
é;ﬂ :]VT::;:; | Domain controller: Allow vulnerable Metlogon secure chann... Mot Defined
= Public Key ¥ | Domain controller: LDAP server channel binding token requi... Mot Defined v
£ > £ >

Image 55-Configure 'Accounts: Rename guesaccount'
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3.2.2 Audit

3.221 Ensure 'Audit: Force audit policy subcategory settings (Windows Vista or later) to
override audit policy category settings' is set to 'Enabled’

This policy setting enables administrators to utilize the advanced auditing features introduced in
Windows Vista. Unlike the Audit Policy settings available in Windows Server 2003 Active
Directory, which do not support the new auditing subcategories, gonfig the setting "Audit:
Force audit policy subcategory settings (Windows Vista or later) to override audit policy category
settings" to Enabled is essential for applying the required auditing policies.

The recommended configuration for this setting is Enabled. However, caution is advised with
audit settings that may generate excessive traffic. For instance, enabling success or failure
auditing for all Privilege Use subcategories could produce a highmeokf audit events,
complicating the identification of other entries in the Security log and potentially affecting
system performance.

=[ Group Policy Management Editor - O *

File Action View Help

e | 2E XE = HE
=] Default Domain Policy [WIN A || policy - Policy Setting ~
v i C.Dr';plL.lt.er Configuration | Accounts: Administrator account status Mot Defined
Vo T . | Accounts: Block Microsoft accounts Users can't add or log on with Microsoft accounts
_| Software Settings .
| Accounts: Guest account status Disabled

~ || Windows Setting:

| Accounts: Limit local account use of blank passwords to co..  Enabled

| Mame Resolut

[ Scripts (Startu | Accounts: Rename administrator account carrot
= Deployed Prin | Accounts: Rename guest account onion
v [ Security Settir | Audit: Audit the access of global systern objects Mot Defined
:S Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
v [ Local Polic Audit: Force audit policy subcategory settings (Windows Vis... Enabled
j Audit b | Audit: Shut down system immediately if unable to log secur... Mot Defined
5 UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
= Securit | DCOM: Machine Launch Restrictions in Security Descriptor... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
5 Restricted | Devices: Allowed to format and gject removable media Mot Defined
4 System Se | Devices: Prevent users from installing printer drivers Mot Defined
f_:J; Registry | Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
] File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
__; W?red Net | Domain controller: Allow computer account re-use during d... Mot Defined
- Windows | | Domain controller: Allow server operators to schedule tasks Mot Defined
é;ﬂ EVT::;:I'I\_I .Doma?n controller: Allow vulnerable Netlo.golj secure chann.... Mot Def?ned
; = Public Key ¥ .EJomafn contro!!er: LEJA? SErver char?nel blm:!lng token requi. !\I.ot EJeﬁnec! v
£ > £ >

Image 56-Ensure 'Audit: Force audit policy subcategory settings (Windows Vista or later) to override
audit policy category settings' is set to 'Enabled’
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3.2.2.2 Ensure 'Audit: Shut down system immediately if unable to Isgcurity audits' is
set to 'Disabled'

This policy setting determines whether the system will shut down if it cannot log Security events.
To meet Trusted Computer System Evaluation Criteria (T€CZE@nWd Common Criteria
certification, which aim to ensure that auditable events are not loshé& audit system fails,
Microsoft has chosen to implement this requirement by shutting down the system and displaying
a stop message in case of an auditing failure. When enabled, this setting will cause the system to
shut down if security audits cannot begiged for any reason.

Enabling the "Audit: Shut down system immediately if unable to log security audits" setting can
lead to unplanned system failures and significant administrative challenges, especially if the
Security log retention is set to "Do not overwrite events (clegrmanually).” This configuration
could transform a potential repudiation threat into a denial of service (DoS) vulnerability, as an
overwhelmed server with excessive logon and security events could be forced to shut down.
Moreover, the abrupt shutdown rght cause irreparable damage to the operating system,
applications, or data. Although the NTFS file system maintains integrity during an ungraceful
shutdown, it cannot guarantee the usability of all data files or applications upon restart.

The recommended state for this setting is Disabled. This configuration helps ensure that critical
evidence and troubleshooting information remain available after a security incident and prevents
attackers from deliberately generating excessive Securitgvegts to trigger a shutdown.

E[ Group Policy Management Editor — O b
File Action View Help

&= HEXE = =

-

=[ Default Domain Policy [WIN ~ Policy Palicy Setting ~
v i C.ompL.lt.erCDHfiguration | Accounts: Administrator account status Mot Defined
v P9I|C|es . | Accounts: Block Microsoft accounts Users can't add or log on with Microsoft accounts
 Software Seftings | Accounts: Guest account status Disabled

~ | Windows Settings
| Name Resolut

| Accounts: Limit local account use of blank passwords to co..  Enabled

[ Scripts (Startu | Accounts: Rename administrator account carrot
= Deployed Prin | Accounts: Rename guest account onion
v [ Security Settir | Audit: Audit the access of global system objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
v j Local Polic | Audit: Force audit policy subcategory settings (Windows Vis... Enabled
S Audit Audit: Shut down system immediately if unable to log secur... Disabled
5 UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
= Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
5 Restricted | Devices: Allowed to format and eject removable media Mot Defined
5 System Se | Devices: Prevent users from installing printer drivers Mot Defined
g Registry | Devices: Restrict CD-ROM access to locally logged-on user ... Mot Defined
2 File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined

_—; W?red Net | Domain controller: Allow computer account re-use during d... Mot Defined
- ‘I::"mdo\tsl_l | Domain controller: Allow server operators to schedule tasks Mot Defined
=y W?h’\l‘lm N | Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
Sl
jlj PL:LeIisslzey e .EJoma?n contro!!er: LEJA? SErver c.har?nel bim:!ing token requi.. !\I.ot EJeﬁnec! v
£ > £ >

Image57-Ensure 'Audit: Shut down system immediately if unable to log security audits' is set to 'Disabled'
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3.2.3 Devices

3.23.1 Ensure 'Devices: Prevent usdrem installing printer drivers' is set to 'Enabled'

This policy setting governs who can install printer drivers when connecting to a shared printer.
For a computer to print to a shared printer, the corresponding driver must be installed locally.
The recommended configuration for this setting is Enableds Important to note that this
setting does not influence the ability to add local printers and does not apply to Administrators.

Allowing users to install printer drivers on their workstations may be suitable in some
organizations. However, it is advisable to restrict this capability to Administrators on servers to
avoid potential instability. Printer driver installations on serveas unintentionally compromise
system stability. Malicious users might install harmful drivers intentionally or accidentally
introduce malware disguised as printer drivers. An attacker could exploit this by masking a Trojan
horse as a printer driver, whicmight appear necessary for printing but could instead deploy
malicious code across the network.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE
=] Default Domain Policy [WIN A || policy - Policy Setting "
v i C.Dr';plL.lt.ErCanlngrEtIDn | Accounts: Administrator account status Mot Defined
v Tonces . | Accounts: Block Microsoft accounts Users can't add or log on with Microsoft accounts
_| Software Settings .
| Accounts: Guest account status Disabled

~ | Windows Settings L
: | Accounts: Limit local account use of blank passwords to co..  Enabled
| Name Resolut

[ Scripts (Startu | Accounts: Rename administrator account carrot
= Deployed Prin | Accounts: Rename guest account onion
v [ Security Settir | Audit: Audit the access of global system objects Mot Defined
A Account P | Audit: Audit the use of Backup and Restore privilege Mot Defined
v [ Local Polic | Audit: Force audit policy subcategory settings (Windows Vis... Enabled
j Audit b | Audit: Shut down system immediately if unable to log secur... Disabled
5 UserRi | DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
= Securit | DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined
i Eventlog | Devices: Allow undock without having to log on Mot Defined
5 Restricted | Devices: Allowed to format and eject removable media Mot Defined
f_:J; Registry | Devices: Restrict CD-ROM access to locally logged-on user ... Mot Defined
] File Systen | Devices: Restrict floppy access to locally logged-on user only Mot Defined
__; W?red Net | Domain controller: Allow computer account re-use during d... Mot Defined
- Windouws | | Domain controller: Allow server operators to schedule tasks Mot Defined
é;ﬂ EVT::;:II\_I | Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
= Public Key ¥ | Domain controller: LDAP server channel binding token requi... Mot Defined v
£ > £ >

Image 58-Ensure 'Devices: Prevent users from installing printer drivers' is set to 'Enabled’
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3.24 Interactive logon

3.24.1 Ensure 'Interactive logon: Do not require CTRL+ALT+DEL"' is set to 'Disabled’

Thispolicy setting controls whether users must press CTRL+ALT+DEL before logging on to their
computers. The recommended configuration for this setting is Disabled.

Microsoft introduced this feature to assist users with specific physical impairmesisipjifying

the logon process. However, omitting the CTRL+ALT+DEL requirement can expose users to
attacks aimed at intercepting their passwords. Requiring this key combination ensures that
passwords are transmitted through a secure and trusted path.

Without the CTRL+ALT+DEL prompt, attackers could deploy a Trojan horse that mimics the

standard Windows logon screen to capture users' passwords. This would enable attackers to gain
access to the compromised accounts with the same level of privilege dagitienate users.

1 v i Computerfonfiguration
w || Paolicies

~| Software Settings

w || Windows Settings

| Name Resolut

|| Seripts (Startu

[ == Deployed Prin

4 Restricted

=[ Default Domain Policy [WIN

Policy Policy Setting
| Devices: Restrict CD-ROM access to locally logged-on user...  Not Defined
| Devices: Restrict floppy access to locally logged-on user only  Not Defined
| Domain controller: Allow computer account re-use during d... Mot Defined
| Domain controller: Allow server operators to scheduletasks  Not Defined
| Domain controller: Allow vulnerable Netlogon secure chann... Not Defined
| Domain controller: LDAP server channel binding token requi... Not Defined

\ v B Security Settir | Domain controller: LDAP server signing requirements Mot Defined
A Account P | Domain controller: Refuse machine account password chan... Not Defined

w j Local Pelic | Domain member: Digitally encrypt or sign secure channel d... Mot Defined

j Audit | | Domain member: Digitally encrypt secure channel data (wh... Mot Defined

i UserRi | Domain member: Digitally sign secure channel data (when ... Not Defined

iH Securit | Domain member: Disable machine account password chan... Mot Defined

i Eventleg | Domain member: Maximum machine account password age Mot Defined

| Domain member: Require strong (Windows 2000 or later) se... Not Defined

) =[ Group Policy Management Editor - O *
| File Action View Help
e 2E XE | HE

- ~

2 System Se Interactive logon: Display user information when the session... Mot Defined
_"_.!i File Systen | Interactive logon: Don't display last signed-in Not Defined
__; W?red Net | Interactive logon: Don't display username at sign-in Mot Defined
_._‘ Windows | | Interactive logon: Machine account lockout threshold Mot Defined
é;ﬂ EVT::S:I'I\_I .Interact?\re logon: Machine inactivity limit . Mot Def?ned
; < Public Key ¥ .!nteract!ve !Ugun: _I\u’!essaget.a.(tf_ur users attemptl.ng to I.Ug on {\].Ut EJa?nec! o
£ > £ >

Image 59-Ensure 'Interactive logon: Do not require CTRL+ALT+DEL' is set to 'Disabled’
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3.24.2 Ensure 'Interactive logon: Don't display last signed is set to 'Enabled'

This policy setting controlghether the account name of the last user who logged on appears on
the Windows logon screen of client computers within your organization. Enabling this setting
helps to prevent unauthorized individuals from visually obtaining account names from desktop
or laptop screens.

The recommended configuration for this setting is Enabled.

The rationale behind this recommendation is that an attacker with physical access to a computer
or who can connect via Remote Desktop Services could see the name of the last user who logged

on. This information could be used to attempt password guessiegpdary attacks, or brute

force attacks to gain unauthorized access.

=[ Group Policy Management Editor

File Action View Help

o | @ XE = HE

v i Computer Configuration
w || Policies
| Software Settings
~ | Windows Settings
| Name Resolut
|| Seripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v j Local Polic
S Audit
j User Ri
j Securit
i Eventlog
4 Restricted
4 System Se
4 Registry
4 File Systen
i;-"’ Wired MNet
| Windows |
| Network L
;:ng Wireless N

< >

=] Default Domain Policy [WIN A

| Public Key ¥

<

-

Policy Policy Setting
| Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
| Devices: Restrict floppy access to locally logged-on user only Mot Defined
| Domain controller: Allow computer account re-use during d... Mot Defined
| Domain controller: Allow server operators to schedule tasks Mot Defined
| Domain controller: Allow vulnerable Metlogon secure chann... Mot Defined
| Domain controller: LDAP server channel binding token requi... Mot Defined
| Domain controller: LDAP server signing requirements Mot Defined
| Domain controller: Refuse machine account password chan... Not Defined

Domain member: Digitally encrypt or sign secure channel d... Mot Defined

| Domain member: Digitally encrypt secure channel data (wh... Mot Defined
| Domain member: Digitally sign secure channel data (when ... Not Defined
| Domain member: Disable machine account password chan... Mot Defined
| Domain member: Maximum machine account password age Mot Defined
| Domain member: Require strong (Windows 2000 or later) se... Mot Defined
| Interactive logon: Display user information when the session... Mot Defined

nteractive logon: Don't display last signed-in Enabled

Interactive logon: Do not require CTRL+ALT+DEL Disabled

| Interactive logon: Don't display username at sign-in Mot Defined
| Interactive logon: Machine account lockout threshold Mot Defined
| Interactive logon: Machine inactivity limit Mot Defined

| Interactive logon: Message text for users atternpting to log on Mot Defined

Image 60-Ensure 'Interactive logon: Don't display last signedin' is set to'Enabled'
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3.24.3 Ensure 'Interactive logon: Machine inactivity limit' is set to '900 or fewer
second(s), but not 0’

Windows detects inactivity in a logon session, and if the period of inactivity surpasses the set
limit, the screen saver activates, locking the session. The recommended configuration for this
setting is 900 seconds or less, but not 0, as a value of Olelsstiie inactivity limit entirely.

The rationale for this recommendation is that if users fail to manually lock their computers when
they step away, there is a risk that someone could access the machine without authorization.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE

=[ Default Domain Policy [WIN ~ Palicy Policy Setting &

v C.omputer Configuration | Devices: Restrict CD-ROM access to locally logged-on user ... Mot Defined
~ [ | Policies

| Software Settings

~ | Windows Settings

| Mame Resolut

|| Seripts (Startu

== Deployed Prin

| Devices: Restrict floppy access to locally logged-on user only Mot Defined
| Domain controller: Allow computer account re-use during d... Mot Defined
| Domain controller: Allow server operators to schedule tasks Mot Defined
| Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
| Domain controller: LDAP server channel binding token requi... Mot Defined

v [ Security Settir | Domain controller: LDAP server signing requirements Mot Defined
A Account P | Domain controller: Refuse machine account password chan... Mot Defined
v j Local Polic | Domain member: Digitally encrypt or sign secure channel d... Mot Defined
S Audit | Domain member: Digitally encrypt secure channel data (wh... Mot Defined
5 UserRi | Domain member: Digitally sign secure channel data (when ... Mot Defined
= Securit | Domain member: Disable machine account password chan... Mot Defined
i Eventlog | Domain member: Maximum machine account password age Mot Defined
2 Restricted | Domain member: Require strong (Windows 2000 or later) se... Mot Defined
7 System Se | Interactive logon: Display user information when the session... Mot Defined

’_31 Registry | Interactive logon: Do not require CTRL+ALT+DEL Disabled

_.'—3' File Systen | Interactive logon: Don't display last signed-in Enabled
_—"o Wired Net | Interactive logon: Don't display username at sign-in Mot Defined

| Windows |

nteractive logon: Machine account lockout threshold Mot Defined

| Metwork L - _— ——
:_rf Wi Im N nteractive logon: Machine inactivity limit 300 seconds
Sl Wireless | » - -
: . | Interactive logon: Message text for users attempting to log on - Mot Defined
_| Public Key ¥ . e g Vessgetan T phngfe pgen TerTene v
£ > £ >

Image 61-Ensure 'Interactive logon: Machine inactivity limit' is set to '900 or fewer second(s), but not 0'
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3.24.4

Configure 'Interactive logon: Message text for users attempting to log on’

This policy setting allows for the display of a text message to users upon logon. It should be

configured to align with your organization's security and operational needs. Displaying a logon
message can serve multiple purposes: it can deter potential legtacby informing them of the
consequences of their actions and reinforce corporate policies by reminding employees of the

rules and their potential audits. Such messages are often used for legal reasons, such as warning

users about the misuse of companyfarmation or indicating that their activities may be

monitored. Ensure that any warning message is reviewed and approved by your organization's
legal and human resources departments.

File Action View Help

=[ Group Policy Management Editor

o | @ XE = HE

v i Computer Configuration
w || Policies
| Software Settings
~ | Windows Settings
| Name Resolut
|| Seripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v j Local Polic
F Audit?
j User Ri
j Securit
i Eventlog
4 Restricted
4 System Se
4 Registry
4 File Systen
i;-"’ Wired MNet
| Windows |
| Network L
;:ng Wireless N

< >

=] Default Domain Policy [WIN A

| Public Key ¥

Policy

-

| Devices: Restrict CD-ROM access to locally logged-on user ..
| Devices: Restrict floppy access to locally logged-on user only
| Domain controller: Allow computer account re-use during d...
| Domain controller: Allow server operators to schedule tasks

| Domain controller: Allow vulnerable Metlogon secure chann...
| Domain controller: LDAP server channel binding token requi...
| Domain controller: LDAP server signing requirements

| Domain controller: Refuse machine account password chan...
| Domain member: Digitally encrypt or sign secure channel d...
| Domain member: Digitally encrypt secure channel data (wh...
| Domain member: Digitally sign secure channel data (when ...
| Domain member: Disable machine account password chan...
| Domain member: Maximum machine account password age
| Domain member: Require strong (Windows 2000 or later) se...
| Interactive logon: Display user information when the session...
| Interactive logon: Do not require CTRL+ALT+DEL

| Interactive logon: Don't display last signed-in

| Interactive logon: Don't display username at sign-in

| Interactive logon: Machine account lockout threshold

| Interactive logon: Machine inactivity limit

nteractive logon: Message text for users attempting to log on

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Disabled
Enabled

Mot Defined
Mot Defined
300 seconds

Unauthorized access to this computer is illegal. All the necessary...

>

Image 62-Configure 'Interactive logon: Message text for users attempting to log on'
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3.24.5 CGonfigure 'Interactive logon: Message title for users attempting to log on'

This policy setting defines the text thappears in the title bar of the logon window. It should be
configured to meet the security and operational needs of your organization. By displaying a
warning message in this manner, you can deter potential attackers by informing them of the
consequencesfainauthorized actions and reinforce corporate policies by reminding employees
of the rules during the logon process.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE

=[ Default Domain Policy [WIN ~ Palicy Policy Setting &

v C.omputerCDm‘iguration | Domain controller: Allow server operators to schedule tasks Mot Defined
~ [ | Policies

| Software Settings

~ | Windows Settings

| Mame Resolut

|| Seripts (Startu

== Deployed Prin

| Domain controller: Allow vulnerable Netlogon secure chann... Mot Defined
| Domain controller: LDAP server channel binding token requi... Mot Defined
| Domain controller: LDAP server signing requirements Mot Defined
| Domain controller: Refuse machine account password chan... Mot Defined
| Domain member: Digitally encrypt or sign secure channel d... Mot Defined

v [ Security Settir | Domain member: Digitally encrypt secure channel data (wh... Mot Defined
A Account P | Domain member: Digitally sign secure channel data (when ... Mot Defined
v [ Local Polic | Domain member: Disable machine account password chan... Mot Defined
j Audit b | Domain member Maximum machine account password age Mot Defined
j User Ri | Domain member: Require strong (Windows 2000 or later) se... Mot Defined
S Securit | Interactive logon: Display user information when the session... Mot Defined
i Eventlog | Interactive logon: Do not require CTRL+ALT+DEL Disabled
2 Restricted | Interactive logon: Don't display last signed-in Enabled
4 System Se | Interactive logon: Don't display username at sign-in Mot Defined
g Registry | Interactive logon: Machine account lockout threshold Mot Defined
-4 F'l_e Systen | Interactive logon: Machine inactivity limit 300 seconds
Eff Wired Net | Interactive logon: Message text for users attempting to log on  Unauthorized access to this computer is illegal. All the necessary...

._— Windows | Interactive logon: Message title for users attempting to log on ATTENTION!
| Metwork L . . n n
= Wireless N | Interactive logon: Number of previous logons to cache (in c... Mot Defined
inj PL:Le“:s;ey y _!nteract?\re !ogon: ?rom.pt Eserto. dlange F.asswo.rd b.efor.e [ !\I.ot EJeﬁnec! v
£ > £ >

Image 63-Configure 'Interactive logon: Message title for users attempting to log on’
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3.24.6 Ensure 'Interactive logon: Prompt user to change password before expiration' is
set to 'between 5 and 14 days'

This policy setting specifies how many days in advance users are notified before their passwords
expire. It is recommended to set thpslicy between 5 and 14 days to give users ample warning.
Configuring password expiration is important to ensure that users are aware of upcoming
expirations, preventing issues like accidental lockouts, which could lead to confusion or access
problems, espcially for those using dip or VPN connections. When set within the
recommended range, users will receive a prompt to change their password each time they log
on to the domain as the expiration date approaches.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE

=] Default Domain Policy [WIN A || policy - Policy Setting "
v i C..or;plL.lt.er Configuration | Domain controller: LDAP server signing requirements Mot Defined
Vo T . | Domain controller: Refuse machine account password chan... Mot Defined
_| Software Settings

v [ Windows Settings | Domain member: Digitally encrypt or sign secure channel d... Mot Defined

| Mame Resolut
|| Seripts (Startu

| Domain member: Digitally encrypt secure channel data (wh... Mot Defined
| Domain member: Digitally sign secure channel data (when ... Mot Defined

= Deployed Prin | Domain member: Disable machine account password chan... Mot Defined

= ; i | Domain member: Maximum machine account password age Mot Defined
~ o Security Settir P 9
A Account P | Domain member: Require strong (Windows 2000 or later) se... Mot Defined
v [ Local Polic | Interactive logon: Display user information when the session... Mot Defined
j Audit F | Interactive logon: Do not require CTRL+ALT+DEL Disabled
5 UserRi | Interactive logon: Don't display last signed-in Enabled
S Securit | Interactive logon: Don't display username at sign-in Mot Defined
7 Event Log | Interactive logon: Machine account lockout threshold Mot Defined
g
2 Restricted | Interactive logon: Machine inactivity limit 300 seconds
4 System Se | Interactive logon: Message text for users attempting to log on  Unauthorized access to this computer is illegal. All the necessary...
5 Registry | Interactive logon: Message title for users attempting to log on ATTENTION!
- g g pting g
4 File Systen nteractive logon: Mumber of previous logons to cache (in c... Mot Defined
- ) g p g
_—% W!red Net nteractive logon: Prompt user to change password before e... 14 days
- :"mdmtsl_l | Interactive logon: Require Dornain Controller authentication... Mot Defined
:_rf W#vror N | Interactive logon: Require Windows Hello for Business or sm... Mot Defined
Sl Wireless . . - ]
= Public Key ¥ .I_n.i.:eractl\_re Iogon..Sr‘Tar‘t cir.d.retno\fal behavior o 3 !\I.ot EJeﬁnec! v
£ > £ >

Image 64-Ensure 'Interactive logon: Prompt user to change password before expiration' is set to 'between
5 and 14 days'
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3.24.7 Ensure 'Interactive logon: Require Domain Controller Authentication to unlock
workstation' is set to 'Enabled’

This policysetting determines whether unlocking a computer requires contacting a Domain
Controller for domain accounts. When enabled, users must authenticate with the Domain
Controller to unlock their computer. By default, computers cache user credentials locally,
allowing them to unlock the console with these cached credentials, which might not reflect
recent changes to the account such as updated user rights, lockout status, or account disabling.
Enabling this setting ensures that these changes are considered, npirgydéssues such as
disabled accounts from unlocking the computer.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE

=[ Default Domain Policy [WIN ~ Palicy Policy Setting &

v C.omputer Configuration | Domain controller: LDAP server signing requirements Mot Defined
~ [ | Policies

| Software Settings

~ | Windows Settings

| Mame Resolut

|| Seripts (Startu

| Domain controller: Refuse machine account password chan... Mot Defined
| Domain member: Digitally encrypt or sign secure channel d... Mot Defined
| Domain member: Digitally encrypt secure channel data (wh... Mot Defined
| Domain member: Digitally sign secure channel data (when ... Mot Defined

= Deployed Prin | Domain member: Disable machine account password chan... Mot Defined

v [ Security Settir | Domain member: Maximum machine account password age Mot Defined
A Account P | Domain member: Require strong (Windows 2000 or later) se... Mot Defined
v [ Local Polic | Interactive logon: Display user information when the session... Mot Defined
j Audit F | Interactive logon: Do not require CTRL+ALT+DEL Disabled
5 UserRi | Interactive logon: Don't display last signed-in Enabled
S Securit | Interactive logon: Don't display username at sign-in Mot Defined
7 Event Log | Interactive logon: Machine account lockout threshold Mot Defined
g
2 Restricted | Interactive logon: Machine inactivity limit 300 seconds
4 System Se | Interactive logon: Message text for users attempting to log on  Unauthorized access to this computer is illegal. All the necessary...
g Registry | Interactive logon: Message title for users attempting to log on ATTENTIOM!!
] F'l_e Systen | Interactive logon: Number of previous logons to cache (in c... Mot Defined
_—" W!red Net | Interactive logon: Prompt user to change password before e.. 14 days
- :"mdmtsl_l nteractive logon: Require Domain Controller authentication... Enabled
:_rf W#vror N | Interactive logon: Require Windows Hello for Business or sm... Mot Defined
Sl Wireless . . - ]
= Public Key ¥ .I_n.i.:eractl\_re Iogon..Sr‘Tar‘t cir.d.retno\fal behavior o 3 !\I.ot EJeﬁnec! v
£ > £ >

Image 65-Ensure 'Interactive logon: Require Domain Controller Authentication to unlock workstation' is
set to 'Enabled’
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3.24.8

workstation' is set to 'Enabled'

This policy setting defines the action taken when a loggaaser's smart card is removed from
the reader. The recommended configuration is to set it to "L\Wdkkstation,” ensuring that the
computer automatically locks when the smart card is removed. Alternatively, configuring it to

Ensure 'Interactive logon: Require Domain Controller Authentication to unlock

"Force Logoff" or "Disconnect” for Remote Desktop Services sessions is also acceptable. This

approach mitigates the risk of unawhzed access, as it prevents anyone from using the
computer if the smart card is no longer present, thereby enhancing security by ensuring that only

the cardholder can access resources.

[ == Deployed Prin
[ ~ Fh Security Settir
_:E‘ Account P
v j Local Polic
H AuditF
..:EI User Ri
..:EI Securit
i Eventlog
4 Restricted
& System Se
4 Registry
4 File Systen
i;-"’ Wired Met
~| Windows |
| Metwork L
;:ng Wireless N

< >

| Public Key ¥

<

| Interactive logon: Number of previous logons to cache (inc..

| Domain member: Maximurm machine account password age Mot Defined

Domain member: Require strong (Windows 2000 or later) se.. Mot Defined

| Interactive logon: Display user information when the session... Mot Defined

| Interactive logon: Do not require CTRL+ALT+DEL Disabled
| Interactive logon: Don't display last signed-in Enabled
| Interactive logon: Don't display username at sign-in Mot Defined
| Interactive logon: Machine account lockout threshold Mot Defined
| Interactive logon: Machine inactivity limit 300 seconds

| Interactive logon: Message title for users attempting to log on ATTENTION!

Mot Defined

| Interactive logon: Prompt user to change password beforee.. 14 days
| Interactive logon: Require Domain Controller authentication... Enabled
| Interactive logon: Require Windows Hello for Business or sm... Mot Defined

Interactive logon: Smart card removal behavior Lock Workstation

| Interactive logon: Message text for users attempting to log on  Unautherized access to this computer is illegal. All the necessary...

>

=[ Group Policy Management Editor - O *
| File Action View Help
e 2@ XE = E
=] Default Domain Policy [WIN || policy - Policy Setting "
i v C..or';pluter Configuration | Domain controller: LDAP server signing requirements Mot Defined
v _.D Iglef_iw Setti | Domain controller: Refuse machine account password chan... Mot Defined
- : V\?indoa:\des Set:nggss .goma?n mem:er: g?g?ta::y encrypt or sign s:cure Iczannel : :ot g:?ne:
“ Name Resolut | omafn member: fgfta )re.ncr)rpt secure channel data (wh... ot fne
[ Scripts (Startu | Domain member: Digitally sign secure channel data (when ... Mot Defined
| Domain member: Disable machine account password chan... Mot Defined

v

Image 66-Ensure 'Interactive logon: Require Domain Controller Authentication to unlock workstation' is

set to 'Enabled’




LJ8RALAZBL1 UL

LRI ML 2Y

ttBt4 tlIsmuv3zumy [BY
3.25 Microsoft network client
3.251 Ensure 'Microsoft network client: Digitally sign communications (always)' is set to

'‘Enabled’
This policy setting controls whether the SMB client must use packet signing. It is essential to

match this setting with the "Microsoft network server: Digitally sign communications (always)"
setting on remote servers, particularly when Windows \isagedcomputers connect to file or

print shares.

The recommended configuration is: Enabled.

Enabling packet signing helps defend against session hijacking attacks, where attackers intercept
and modify SMB packets to disrupt or steal sessions. Unsigned SMB packets are vulnerable to

such attacks, which can lead to unauthorized data access andiocatidifs. By requiring packet
signing, both the client and server are authenticated, ensuring secure and reliable

communication.

=[ Group Policy Management Editor

File Action View Help

== HEXER HE

=[ Default Domain Policy [WIN ~

w i Computer Configuration
w || Policies
| Software Settings
~ || Windows Setting:
| Mame Resolut
|| Scripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v j Local Polic
S AuditF
[ UserRi
__Tj Securit
i Eventlog
4 Restricted
4 System Se
4 Registry

4 File Systen
i;-"’ Wired Met
| Windows |
| Network L
;:ng Wireless N

| Public Key ¥
£ >

<

-

Policy
| Domain member: Digitally encrypt secure channel data (wh...
| Domain member: Digitally sign secure channel data (when ...
| Domain member: Disable machine account password chan...
| Domain member: Maximum machine account password age
| Domain member: Require strong (Windows 2000 or later) se...
| Interactive logon: Display user information when the session...
| Interactive logen: Do not require CTRL+ALT+DEL
| Interactive logon: Don't display last signed-in
| Interactive logon: Don't display username at sign-in
| Interactive logon: Machine account lockout threshold
| Interactive logon: Machine inactivity limit
| Interactive logon: Message text for users attempting to log on

| Interactive logon: Number of previous logons to cache (inc..

| Interactive logon: Prompt user to change password before e...
| Interactive logon: Require Domain Controller authentication...
| Interactive logon: Require Windows Hello for Business or sm...
| Interactive logon: Smart card removal behavior

1 Microsoft network client: Digitally sign communications (al...

| Microsoft network client: Digitally sign communications (if ...

| Microsoft network client: 5end unencrypted password to thi...

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Disabled
Enabled

Mot Defined
Mot Defined
300 seconds
Unauthorized access to this computer is illegal. All the necessary...

| Interactive logon: Message title for users attempting to log on ATTENTION!

Mot Defined

14 days

Enabled

Mot Defined
Lock Workstation
Enabled

Mot Defined

Mot Defined

Image 67-Ensure 'Microsoft network client: Digitally sign communications (always)' is set to 'Enabled'
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3.25.2 Ensure 'Microsoft network client: Digitally sign communications (if server agrees)’
is set to 'Enabled’

This policy setting specifies whether the SMB client will attempegotiate SMB packet signing.
Enabling this setting ensures that the client is fully capable of using packet signing with all servers
and clents within the network.

The recommended configuration is: Enabled.

Session hijacking involves attackers intercepting and manipulating SMB packets to disrupt or
steal sessions. By not using packet signing, these unsigned packets are vulnerable to interception
and modification, which could result in unauthorized accessdesirable actions on the server.

SMB, a resouresharing protocol supported by many Windows operating systems and the basis
for NetBIOS and other protocols, uses signatures to authenticate users and servers. Proper
authentication ensures secure data tranission by preventing unauthorized access if either
party fails the authentication process.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE

=[ Default Domain Policy [WIN ~ Palicy Policy Setting &

v i C.omputer Configuration | Domain member: Digitally encrypt secure channel data (wh... Mot Defined
w || Policies

| Software Settings

~ | Windows Settings

| Mame Resolut

|| Seripts (Startu

== Deployed Prin

| Domain member: Digitally sign secure channel data (when ... Not Defined
| Domain member: Disable machine account password chan...  Not Defined
| Domain member: Maximurm machine account password age  Not Defined
| Domain member: Require strong (Windows 2000 or later) se... Not Defined
| Interactive logon: Display user information when the session... Not Defined

v Fh Security Settir | Interactive logon: Do not require CTRL+ALT+DEL Disabled
A Account P | Interactive logon: Don't display last signed-in Enabled
v [ Local Polic | Interactive logon: Don't display username at sign-in Mot Defined
j Audit b | Interactive logon: Machine account lockout thresheld Mot Defined
5 UserRi | Interactive logon: Machine inactivity limit 300 seconds
= Securit | Interactive logon: Message text for users attempting to log on  Unauthorized access to this computer is illegal. All the necessary...
i Eventlog | Interactive logon: Message title for users atternpting to log on ATTENTION!
5 Restricted | Interactive logon: Number of previous logons to cache (in ... Not Defined
5 System Se | Interactive logon: Prompt user to change password before e, 14 days
f_:J; Registry | Interactive logon: Require Domain Controller authentication... Enabled
] File Systen | Interactive logon: Require Windows Hello for Business or sm... Not Defined
__; W?red Net | Interactive logon: Smart card removal behavior Lock Workstation
- Windows | Microsoft network client: Digitally sign communications (al... Enabled
én;f EVT::;:II\_I Mcmsoﬂ network clent: Digitally sign communications (if Enahled
; = Public Key ¥ ._Rc"!fcrosotj't networ!( client: S_end unenfl.')r?tef:l passwo.rd to tle... !\I.ot EJeﬁned v
£ > £ >

Image 68-Ensure 'Microsoft network client: Digitally sign communications (if server agrees)' is set to
‘Enabled’
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3.253 Ensure 'Microsoft network client: Send unencryptegissword to thirdparty SMB
servers' is set to 'Disabled’

This policy setting determines whether the SMB redirector will transmit plaintext passwords
during authentication with thirgparty SMB servers that do not support password encryption. It
is advised to disable this setting unless there is a compelling dassireason to enable it, as
enabling it would permit the transmission of unencrypted passwords across the network.

The recommended state for this setting is: Disabled.

Enabling this policgllows passwords to be sent in plaintext, which poses a serious security risk.

These thirdparty servers might not implement the SMB security features available in Windows
Server 2003, increasing the vulnerability of password data during transmission.

=[ Group Policy Management Editor - O *
File Action View Help
e 2@ XE= H@
=] Default Domain Policy [WIN A || policy . Policy Setting "
v i C..ompL.lt.er Configuration | Domain member: Maximum machine account password age Mot Defined
v Ff.olmes . | Domain member: Require strong (Windows 2000 or later) session key Mot Defined
o — ;?if::z‘fss::tt:ng; | Interactive logon: Display user information when the session is locked Mot Defined
o Name Resalut | Interactive logen: Do not require CTRL+ALT+DEL Disabled
.:_.:_ Scripts (Startu | Interactive logon: Don't display last signed-in Enabled
= Deployed Prin | Interactive logon: Don't display username at sign-in Mot Defined
v [ Security Settir | Interactive logon: Machine account lockout threshold Mot Defined
A Account P | Interactive logon: Machine inactivity limit 300 seconds
~ [ Local Polic | Interactive logon: Message text for users attempting to log on Unauthorized access to this computer is il
j Audit b | Interactive logon: Message title for users attempting to log on ATTENTION!
& UserRi | Interactive logon: Number of previous logons to cache (in case domain controlleris... Mot Defined
if Securit | Interactive logon: Prompt user to change password before expiration 14 days
i Eventlog | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
2 Restricted | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
2 System Se | Interactive logon: Smart card removal behavior Lock Workstation
g Registry | Microsoft network client: Digitally sign communications (always) Enabled
_"_!i File Systen | Microsoft network client: Digitally sign communications (if server agrees) Enabled
_—; Wired Net Microsoft network client: Send unencrypted password to third-party SMB servers Disabled
_._‘ Windouws | | Microsoft network server: Amount of idle time required before suspending session Mot Defined
é;ﬂ EVT::;:I'I\_I .M?crosof‘t network server: AT:t?mpt S.4U25elft0 ob.tair? claim information Mot Def?ned
; 7| Public Key ¥ ._Rc"!fcrosm‘:'t networ!( SEMVEr EJfgfta!!y ngn communfcatfons ("a_lwi.a)rs] ) !\I.ot EJeﬁnec! v
£ > £ >

Image 69-Ensure 'Microsoft network client: Send unencrypted password to thirdparty SMB servers' is
set to 'Disabled'
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3.2.6 Microsoft network server

3.26.1 Ensure 'Microsoft network server: Amount of idle time required before
suspending session' is set to '15 or fewer minute(s)'

This policy setting allows you to define the duration of idle time that must elapse before an SMB
session is suspended due to inactivity. Administrators can use this setting to manage when
inactive SMBessions are automatically suspended, with the session being reestablished if client
activity resumes.

The maximum allowable value is 99999 minutes, which equates to over 69 days and effectively
disables the setting.

The recommended state for this setting is: 15 minutes or less.

Each SMB session uses server resources, and an excessive number of idle sessions can degrade
server performance or cause it to become unresponsive. An attacker might exploit this by
repeatedly initiating SMB sessions, potentially leading to server slowslowfailures.

E[ Group Policy Management Editor - O *
File Acti[j\y View Help
= 2@ XE = HE
=] Default Domain Policy [WIN A || policy - Policy Setting "
v i C.ompL.lt.er Configuration | Domain member: Maximum machine account password age Mot Defined
v P.ollcles . | Domain member: Require strong (Windows 2000 or later) session key Mot Defined
o - 3\?::;::55::;?”9; | Interactive logon: Display user information when the session is locked Mot Defined
e Name Resalut | Interactive logon: Do not require CTRL+ALT+DEL Disabled
é Scripts (Startu | Interactive logon: Don't display last signed-in Enabled
= Deployed Prin | Interactive logon: Don't display username at sign-in Mot Defined
v [ Security Settir | Interactive logon: Machine account lockout threshold Mot Defined
A Account P | Interactive logon: Machine inactivity limit 300 seconds
v [ Local Polic | Interactive logon: Message text for users attempting to log on Unauthorized access to this computer is il
j Audit b | Interactive logon: Message title for users attempting to log on ATTENTION!
5 UserRi | Interactive logon: Nurmnber of previous logons to cache (in case domain controlleris ... Not Defined
= Securit | Interactive logon: Prompt user to change password before expiration 14 days
i Eventlog | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
5 Restricted | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
5 System Se | Interactive logon: Smart card removal behavior Lock Workstation
f_:J; Registry | Microsoft network client: Digitally sign communications (always) Enabled
] File Systen | Microsoft network client: Digitally sign communications (if server agrees) Enabled
__; Wired Net | Microsoft network client: 5end unencrypted password to third-party SMB servers Disabled
- Windows | Microsoft network server: Amount of idle time required before suspending session 15 minutes
é;ﬂ EVT::;:II\_I ] M?crosof‘t network server: AT:t?mpt SﬁlUZSeIf to ob.tair? claim information Mot Def?ned
; = Public Key ¥ ._Rc"!fcrosotj't networ!( SEMVEr EJfgfta!!)r ngn communfcatfons ("a_lwi.a)rs] ) !\I.ot EJeﬁnec! v
£ > £ >

Image 70-Ensure 'Microsoft network server: Amount of idle time required before suspending session' is
set to '15 or fewer minute(s)'
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3.2.6.2 Ensure 'Microsoft network serverDigitally sign communications (always)' is set to
'Enabled'

This policy setting determines whether packet signing is mandatory for the SMB server

component. Enabling this setting is advisable in mixed environments to ensure that downstream

clients cannot use the workstation as a network server.

The recommended state for this setting is: Enabled.

Session hijacking tools can allow attackers with network access to disrupt or steal ongoing
sessions. Unsigned SMB packets can be intercepted and altered, potentially leading to

unauthorized actions by the server. Attackers might also impersonate legéirsatvers or
clients after authentication to gain unauthorized data access. SMB, a resshaceg protocol

used by many Windows operating systems, relies on signatures to authenticate both users and
servers. Without proper authentication, data transm@scannot occur.

=[ Group Policy Management Editor
File Action View Help
e nE XEE

B &=

v i Computer Configuration
w || Policies
| Software Settings
~ | Windows Settings
| Mame Resolut
|| Seripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v [ Local Polic
S Audit
j User Ri
j Securit
i Eventlog
4 Restricted
7 System 5e
1 Registry

4 File Systen
i;-"’ Wired MNet
| Windows |
| Metwork L
;:ng Wireless N

| Public Key ¥

£ > £

=/ Default Domain Policy [WIN A || policy

P

| Domain member: Maximum machine account password age
| Domain member: Require strong (Windows 2000 or later) session key
| Interactive logon: Display user information when the session is locked
| Interactive logon: Do not require CTRL+ALT+DEL

| Interactive logon: Don't display last signed-in

| Interactive logon: Don't display username at sign-in

| Interactive logon: Machine account lockout threshold

| Interactive logon: Machine inactivity limit
| Interactive logon: Message text for users attempting to log on

| Interactive logon: Message title for users attempting to log on

| Interactive logon: Number of previous logons to cache (in case domain controller is ...
| Interactive logon: Prompt user to change password before expiration

| Interactive logon: Require Domain Controller authentication to unlock workstation

| Interactive logon: Require Windows Hello for Business or smart card

| Interactive logon: Smart card removal behavior

| Microsoft network client: Digitally sign communications (always)

| Microsoft network client: Digitally sign communications (if server agrees)

| Microsoft network client: Send unencrypted password to third-party SMBE servers

| Microsoft network server: Amount of idle time required before suspending session
Microsoft network server: Attempt 54U25elf to obtain claim information

Microsoft network server: Digitally sign communications (always)

Policy Setting
Mot Defined

Mot Defined

Mot Defined
Disabled

Enabled

Mot Defined

Mot Defined

300 seconds
Unauthorized access to this computer is il
ATTENTION!
Mot Defined

14 days

Enabled

Mot Defined
Lock Workstation
Enabled

Enabled

Disabled

15 minutes

Mot Defined
Enabled

Image 71-Ensure 'Microsoft network server: Digitally sign communications (always)' is set to 'Enabled'
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3.2.6.3 Ensure 'Microsoft network server: Digitally sign communications (if client agrees)'

is set to 'Enabled'

This policy setting governs whether the SMB server will negotiate SMB packet signing with clients
that request it. If a client does not request signing, and if the setting for "Microsoft network
server: Digitally sign communications (always)" is not ermhbikee connection will proceed
without a signature.

For optimal security, it is recommended to enable this policy setting, ensuring thackMB
on your network are fully effective for packet signing with all clients and servers in your
environment.

Session hijacking can occur when attackers with network access interrupt or steal active sessions.
Unsigned SMB packets can be intercepted and modified, potentially leading to unauthorized
server actions or data access. SMB, a protocol supported by mardoWs operating systems

and the basis for NetBIOS and other protocols, uses signatures to authenticate both users and
servers. If either party fails authentication, data transmission is blocked.

E[ Group Policy Management Editor - O *
File Action View Help

e | 2@ XE = HE
=] Defapit Domain Policy [WIN A || policy - Policy Setting "
v i . pL.It.Er Configuration | Interactive logon: Do not require CTRL+ALT+DEL Disabled
v P9I|C|es . | Interactive logon: Don't display last signed-in Enabled
o - 3\?::;::55::;?”9; | Interactive logon: Don't display username at sign-in Mot Defined
e Name Resalut | Interactive logon: Machine account lockout threshold Mot Defined
é Scripts (Startu | Interactive logon: Machine inactivity limit 300 seconds
= Deployed Prin | Interactive logon: Message text for users attempting to log on Unauthorized access to this computer is il
v [ Security Settir | Interactive logon: Message title for users attempting to log on ATTENTION!
A Account P | Interactive logon: Number of previous logons to cache (in case domain controlleris ... Mot Defined
v [ Local Polic | Interactive logon: Prompt user to change password before expiration 14 days
j Audit b | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
5 UserRi | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
= Securit | Interactive logon: Smart card removal behavior Lock Workstation
i Eventlog | Microsoft network client: Digitally sign communications (always) Enabled
5 Restricted | Microsoft network client: Digitally sign communications (if server agrees) Enabled
5 System Se | Microsoft network client: Send unencrypted password to third-party SMB servers Disabled
f_:J; Registry | Microsoft network server: Amount of idle time required before suspending session 15 minutes
] File Systen | Microsoft network server: Atternpt 54U25¢lf to obtain claim information Mot Defined
_—; W?red Net Microsoft network server: Digitally sign communications (always) Enabled
- Windows | Microsoft network server: Digitally sign communications (if client agrees) Enabled
é;ﬂ EVT::;:II\_I | Microsoft network server: Disconnect clients when logon hours expire Mot Defined
= Public Key ¥ | Microsoft network server: Server 5PN target name validation level Mot Defined
£ > £ >

Image 72-Ensure 'Microsoft network server: Digitally sign communications (if client agrees)' is set to

'Enabled’
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3.2.6.4

set to 'Enabled’

This security setting controls whether users are disconnected from the local computer if they

Ensure 'Microsoft network server: Disconnect clients when logon hours expire' is

access it outside their designated logon hours. This setting impacts the Server Message Block

(SMB) componentEnabling this policy should be accompanied by enabling "Network security:
Force logoff when logon hours expire (Rule 2.3.11.6)" to ensure comprehensive enforcement.

The recommended

configuration for this setting is: Enabled.

If your organization has specific logon hours for users, enabling this policy is crucial. Without it,
users might continue to access network resources beyond their allowed hours using sessions
established during permitted times.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE
=] Default Domain Policy [WIN A || policy - Policy Setting "
v i C..Dr';plL.lt.ErCanlngrEtIDn | Interactive logon: Do not require CTRL+ALT+DEL Disabled
v Tonces . | Interactive logon: Don't display last signed-in Enabled
_| Software Settings . . L .
S . | Interactive logon: Don't display username at sign-in Mot Defined
w || Windows Settings X X .
= | Interactive logon: Machine account lockout threshold Mot Defined
| Name Resolut
| Interactive logon: Machine inactivity limit 300 seconds

|| Seripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v j Local Polic
S Audit
j User Ri
j Securit
i Eventlog
4 Restricted
4 System Se
4 Registry
4 File Systen
i;-"’ Wired MNet
-] Windows |
| Metwork L
;:ng Wireless N
| Public Key ¥
£ >

| Interactive logon: Message text for users attempting to log on
| Interactive logon: Message title for users attempting to log on

| Interactive logon: Number of previous logons to cache (in case domain controller is ...

| Interactive logon: Prompt user to change password before expiration

| Interactive logon: Require Domain Controller authentication to unlock workstation
| Interactive logon: Require Windows Hello for Business or smart card

| Interactive logon: Smart card removal behavior

| Microsoft network client: Digitally sign communications (always)

| Microsoft network client: Digitally sign communications (if server agrees)

| Microsoft network client: Send unencrypted password to third-party SMB servers

| Microsoft network server: Amount of idle time required before suspending session
| Microsoft network server: Atternpt 54U25¢lf to obtain claim information

| Microsoft network server: Digitally sign communications (always)

Microsoft network server: Digitally sign communications (if client agrees)

| Microsoft network server: Server 5PN target name validation level

Unauthorized access to this computer is il
ATTENTION!
Mot Defined

14 days

Enabled

Mot Defined
Lock Workstation
Enabled

Enabled

Disabled

15 minutes

Mot Defined
Enabled

Enabled

Microsoft network server: Disconnect clients when logon hours expire Enabled

v
>

Mot Defined

Image 73-Ensure 'Microsoft network server: Disconnect clients when logon hours expire' is set

'Enabled’

to
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3.2.6.5 Ensure 'Microsoft network server: Server SPN target name validation level' is set
to 'Accept if provided by client' or higher

This policy setting determines the level of validation a server performs on the service principal
name (SPN) provided by a client when establishing a session using the Server Message Block
(SMB) protocol. SMB is fundamental for file and print sharing, elt a8 other networking
functions, including remote Windows administration. The SMB protocol supports SPN validation
to protect against SMB relay attacks, which can compromise SMB servers. This setting impacts
both SMB1 and SMB2.

The recommended configuration for this setting is: Accept if provided by client. Setting it to
Required from client is also compliant with the benchmark.

Since the release of MS KB3161561, this setting may cause significant issues, such as replication
problems, group policy editing issues, and blue screen crashes on Domain Controllers when used
alongside UNC path hardening (Rule 18.5.14.1). Thereforgd@iSes against deploying this
setting on Domain Controllers.

The rationale behind this setting is to prevent unauthorized access to network resources by
spoofing the identity of a computer.

E[ Group Policy Management Editor — O b
File Action View Help
e 2EIXE= HE

-

=/ Default Domain Policy [WIN ~ || palicy Policy Setting ~
v i C.Dr';plL.lt.ErCanlngrEtIDn | Interactive logon: Machine account lockout threshold Mot Defined
v Tonces . | Interactive logon: Machine inactivity limit 300 seconds
_| Software Settings . . . . .
m—_—_ . | Interactive logon: Message text for users attempting to log on Unauthorized access to this computer is il
w || Windows Settings X . R
| Interactive logon: Message title for users attempting to log on ATTENTION!

| Name Resolut

[ Scripts (Startu | Interactive logon: Number of previous logons to cache (in case domain controlleris ... Mot Defined

= Deployed Prin | Interactive logon: Prompt user to change password before expiration 14 days
v [ Security Settir | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
A Account P | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
v [ Local Polic | Interactive logon: Smart card removal behavior Lock Workstation
j Audit b | Microsoft network client: Digitally sign communications (always) Enabled
5 UserRi | Microsoft network client: Digitally sign communications (if server agrees) Enabled
= Securit | Microsoft network client: Send unencrypted password to third-party SMB servers Disabled
i Eventlog | Microsoft network server: Amount of idle time required before suspending session 15 minutes
5 Restricted | Microsoft network server: Atternpt 54U25¢lf to obtain claim information Mot Defined
5 System Se | Microsoft network server: Digitally sign communications (always) Enabled
f_:ii Registry | Microsoft network server: Digitally sign communications (if client agrees) Enabled
g File Systen Microsoft network server: Disconnect clients when logon hours expire Enabled
_—; W?red Net Microsoft network server: Server SPN target name validation level Accept if provided by client
- Windouws | | Metwork access: Allow anonymous SID/Name translation Disabled
53_1;’ EVT::;:II\_I | Metwork access: Do not allow anonymous enumeration of 5AM accounts Mot Defined
= . | Metwork access: Do not allow anonymous enumeration of SAM accounts and shares Mot Defined
| Public Key ¥ . . - N ) L P v
£ > £ >

Image 74-Ensure 'Microsoft network server: Server SPN target name validation level' is set to 'Accept if
provided by client' or higher
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3.2.7 Network access

3.271
'Disabled'

Ensure 'Network access: Allomnonymous SID/Name translation' is set to

This policy setting controls whether an anonymous user can request security identifier (SID)
attributes for another user or use a SID to retrieve its associated user name. The recommended

state forthis setting is: Disabled.

If enabled, a local user could exploit this setting to discover the real name of theirbuilt
Administrator account by querying the wddhown Administrator SID, even if the account has
been renamed. This information could then be used to attempt a pasbgoessing attack.

_L\X}Group Policy Management Editor
File Action View Help
= 2@ XE = HE

- O X

-

=/ Default Domain Policy [WIN ~ || palicy

ML C.DmpUtErCDnﬁguration | Interactive logon: Machine account lockout threshold
~ [ | Policies

| Software Settings

~ | Windows Settings

| Mame Resolut

| Interactive logon: Machine inactivity limit
| Interactive logon: Message text for users attempting to log on
| Interactive logon: Message title for users attempting to log on

Policy Setting

Mot Defined

300 seconds

Unauthorized access to this computer is il
ATTENTION!

[ Scripts (Startu | Interactive logon: Number of previous logons to cache (in case domain controlleris ... Mot Defined
= Deployed Prin | Interactive logon: Prompt user to change password before expiration 14 days
v [ Security Settir | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
A Account P | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
v [ Local Polic | Interactive logon: Smart card removal behavior Lock Workstation
j Audit b | Microsoft network client: Digitally sign communications (always) Enabled
5 UserRi | Microsoft network client: Digitally sign communications (if server agrees) Enabled
= Securit | Microsoft network client: Send unencrypted password to third-party SMB servers Disabled
i Eventlog | Microsoft network server: Amount of idle time required before suspending session 15 minutes
2 Restricted | Microsoft network server: Atternpt 54U25¢lf to obtain claim information Mot Defined
7 System Se | Microsoft network server: Digitally sign communications (always) Enabled
g Registry | Microsoft network server: Digitally sign communications (if client agrees) Enabled
_"_!i File Systen | Microsoft network server: Disconnect clients when logon hours expire Enabled
_—; W?red Net Microsoft network server: Server SPN target name validation level Accept if provided by client
é;ﬂ EVT::;:II\_I | Metwork access: Do not allow anonymous enumeration of 5AM accounts Mot Defined
= . | Metwork access: Do not allow anonymous enumeration of SAM accounts and shares Mot Defined
| Public Key ¥ . . - N ) L P
£ > £ >

Image 75-Ensure 'Network access: Allow anonymous SID/Name translation' is set to 'Disabled’
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3.2.7.2

is set to 'Enabled'

This policy setting controls the ability of anonymous users to enumerate accounts in the Security
Accounts Manager (SAM). If you enable this policy setting, users with anonymous connections

will not be able to enumerate domain account user names on thesysin your environment.
This policy setting also allows additional restrictions on anonymous connections.

The recommended state for this setting is: Enabled.

An unauthorized user could anonymously list account names and use the information to attempt

to guess passwords or perform social engineering attacks.

Ensure 'Network access: Do not allow anonymous enumeration of Saddounts'

~ || Policies
| Software Settings
~ || Windows Setting:
| Mame Resolut
|| Scripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v [ Local Polic
g Auditt
__Tj User Ri
__Tj Securit
i Eventlog
4 Restricted
4 System Se
& Registry
4 File Systen
i;-"’ Wired Met
~| Windows |
| Network L
;:ng Wireless N
| Public Key ¥
£ >

| Interactive logon:
| Interactive logon:
| Interactive logon:
| Interactive logon:
| Interactive logon:
| Interactive logon:
| Interactive logon:

| Interactive logon:

<

Machine inactivity limit
Message text for users attempting to log on
Message title for users attempting to log on

MNumber of previous legons to cache (in case domain controller is ...

Prompt user to change password before expiration
Require Domain Controller authentication to unlock workstation
Require Windows Hello for Business or smart card

Smart card removal behavior

| Microsoft network client: Digitally sign communications (always)

| Microsoft network client: Digitally sign communications (if server agrees)

| Microsoft network client: 5end unencrypted password to third-party SMB servers

| Microsoft network server: Amount of idle time required before suspending session
| Microsoft network server: Atternpt 54U25¢elf to obtain claim information

| Microsoft network server: Digitally sign communications (always)

| Microsoft network server: Digitally sign communications (if client agrees)

| Microsoft network server: Disconnect clients when logon hours expire

| Microsoft network server: Server SPN target name validation level

| Metwork access: Allow anonymous SID/Mame translation

41 Network access: Do not allow anonymous enumeration of SAM accounts Enabled

| Metwork access: Do not allow anonymous enumeration of SAM accounts and shares

300 seconds

Unauthorized access to this computer is il

ATTENTION!
Mot Defined

14 days

Enabled

Mot Defined
Lock Workstation
Enabled

Enabled

Disabled

15 minutes

Mot Defined
Enabled

Enabled

Enabled

Accept if provided by client
Disabled

Mot Defined

>

5[ Group Policy Management Editor - X
File Action View Help

e 2@ XE= HE

\=[ Default Domain Policy [WIN 4 || policy . Policy Setting L
v i Computer Configuration | Interactive logon: Machine account lockout threshold Mot Defined

v

Image 76-Ensure 'Network access: Do not allow anonymous enumeration of SAM accounts' is set to

‘Enabled’
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3.2.7.3

and shares' is set to 'Enabled’

This policy setting regulates whether anonymous users can enumerate Security Accounts
Manager (SAM) accounts and network shares. When enabled, it prexeotsymous users
from listing domain account user names and network share names on your systems.

The recommended state for this setting is: Enabled.

Unauthorized users could exploit this setting to gather information about account names and

Ensure 'Networkaccess: Do not allow anonymous enumeration of SAM accounts

shared resources, which might then be used to guess passwords or carry out social engineering
attacks to obtain sensitive security information.

=[ Group Policy Management Editor — *
File Action View Help
e« | 2nF XE = HE
=] Default Domain Policy [WIN A || policy - Policy Setting "
v C..omputerCDm‘iguration | Interactive logon: Machine account lockout threshold Mot Defined
v F!.olmes . | Interactive logon: Machine inactivity limit 300 seconds
o — 3\?::;::55::;?”9; | Interactive logon: Message text for users attempting to log on Unauthorized access to this computer is il
o Name Resalut | Interactive logon: Message title for users attempting to log on ATTENTION!
é Scripts (Startu | Interactive logon: Number of previous logons to cache (in case domain controlleris... Mot Defined
= Deployed Prin | Interactive logon: Prompt user to change password before expiration 14 days
v [ Security Settir | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
53 Account P Interactive logon: Require Windows Hello for Business or smart card Mot Defined
~ [ Local Polic | Interactive logon: Smart card removal behavior Lock Workstation
j Audit b | Microsoft network client: Digitally sign communications (always) Enabled
5 UserRi | Microsoft network client: Digitally sign communications (if server agrees) Enabled
= Securit | Microsoft network client: 5end unencrypted password to third-party SMB servers Disabled
i Eventlog | Microsoft network server: Amount of idle time required before suspending session 15 minutes
2 Restricted | Microsoft network server: Atternpt 54U25¢elf to obtain claim information Mot Defined
4 System Se | Microseft netwerk server: Digitally sign communications (always) Enabled
g Registry | Microsoft network server: Digitally sign communications (if client agrees) Enabled
_"_!i File Systen | Microsoft network server: Disconnect clients when logon hours expire Enabled
__; W?red Net | Microsoft network server: Server SPN target name validation level Accept if provided by client
_._‘ Windows | | Network access: Allow anonymous SID/Mame translation Disabled
én;f EVT::;:I'I\_I MNetwork access: Do not allow anenymous enumeration of SAM accounts Enabled
£ > >

Image 77-Ensure 'Network access: Do not allow anonymous enumeration of SAM accounts and shares'

is set to 'Enabled’
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3.2.74

network authentication' is set to 'Enabled’
This policy setting determines whether Credential Manager, previously known as Stored User

Names andPasswords, should save passwords or credentials for future use after domain

authentication.

The recommended state for this setting is: Enabled.

Ensure 'Network access: Do not allow storage of passwords and credentials for

Changes to this setting will only take effect after a restart of Windows. Cached passwords can be
accessed by the user while logged into the computer, but this can become a security issue if the

user inadvertently runs malicious code that extracts and sehdse passwords to unauthorized

individuals.

[ Group Policy Management Editor

—Fit?e Action  View Help

o | @ XE = HE

=] Default Domain Policy [WIN A

w i Computer Configuration
w || Policies
| Software Settings
~ | Windows Settings
| Mame Resolut
|| Seripts (Startu
== Deployed Prin
~ Fh Security Settir
_:E‘ Account P
v [ Local Polic
S Audit
j User Ri
j Securit
i Eventlog
4 Restricted
4 System Se
4 Registry

4 File Systen
i;-"’ Wired MNet
-] Windows |
| Metwork L
;:ng Wireless N

| Public Key ¥
£ >

Po

<

~

licy

| Interactive logon: Message title for users attempting to log on

| Interactive logon: Number of previous logons to cache (in case domain controller is ...
| Interactive logon: Prompt user to change password before expiration

| Interactive logon: Require Doemain Controller authentication to unlock workstation

| Interactive logon: Require Windows Hello for Business or smart card

| Interactive logon: Smart card removal behavior

| Microsoft network client: Digitally sign communications (always)

| Microsoft network client: Digitally sign communications (if server agrees)

| Microsoft network client: Send unencrypted password to third-party SMB servers

| Microsoft network server: Amount of idle time required before suspending session

| Microsoft network server: Atternpt 54U25elf to obtain claim information

| Microsoft network server: Digitally sign communications (always)

| Microsoft network server: Digitally sign communications (if client agrees)

| Microsoft network server: Disconnect clients when logon hours expire

| Microsoft network server: Server SPN target name validation level

| Metwork access: Allow anonymous SI0/Mame translation

| Metwork access: Do not allow anonymous enumeration of SAM accounts

| Metwork access: Do not allow anonymous enumeration of SAM accounts and shares

| Metwork access: Let Everyone permissions apply to anonymous users
| Metwork access: Mamed Pipes that can be accessed anonymously

Policy Setting
ATTENTION!
Mot Defined

14 days

Enabled

Mot Defined
Lock Workstation
Enabled

Enabled

Disabled

15 minutes

Mot Defined
Enabled

Enabled

Enabled

Accept if provided by client
Disabled

Enabled

Enabled

Mot Defined
Mot Defined

Image 78-Ensure 'Network access: Donot allow storage of passwords and credentials for network

authentication' is set to 'Enabled'




LJ8RALAZBL1 UL

ttetd

LRI ML 2Y

LI smuv3zuvmy [BY

3.2.75

set to 'Disabled’
This policy setting specifies the additional permissions granted to anonymous connections on the

computer.

The recommended state for this setting is: Disabled.

Ensure 'Network access: Let Everyone permissions apply to anonymous users' is

Allowing additional permissions for anonymous connections can enable unauthorized users to
list account names and shared resources, potentially leading to password guessing, social
engineering attacks, or dentaf-service (DoS) attacks.

E[ Group Policy Management Editor — *
File Action View Help
= 2@ XE = HE
=] Default Domain Policy [WIN A || policy - Policy Setting "
v i C..ompL.lt.er Configuration | Interactive logon: Message title for users attempting to log on ATTENTION!
v E'Dh;l;iware Settings | Interactive logon: Number of previous logons to cache (in case domain controlleris ... Mot Defined
- : Windows Settings .Interactf\re logon: Prom.pt userto. change password b.efor.e expiration . 14 days
“ Name Resalut | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
é Scripts (Startu | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
= Deployed Prin | Interactive logon: Smart card removal behavior Lock Workstation
v [ Security Settir | Microsoft network client: Digitally sign communications (always) Enabled
A Account P | Microsoft network client: Digitally sign communications (if server agrees) Enabled
v [ Local Polic | Microsoft network client: Send unencrypted password to third-party SMB servers Disabled
j Audit b | Microsoft network server: Amount of idle time required before suspending session 15 minutes
5 UserRi | Microsoft network server: Atternpt 54U25¢lf to obtain claim information Mot Defined
= Securit | Microsoft network server: Digitally sign communications (always) Enabled
i Eventlog | Microsoft network server: Digitally sign communications (if client agrees) Enabled
2 Restricted | Microsoft network server: Disconnect clients when logon hours expire Enabled
7 System Se | Microsoft network server: Server 5PN target name validation level Accept if provided by client
g Registry | Metwork access: Allow anonymous SID/Name translation Disabled
_"_!i File Systen | Metwork access: Do not allow anonymous enumeration of 5AM accounts Enabled
__; W?red Net | Metwork access: Do not allow anonymous enumeration of 5AM accounts and shares  Enabled
_._‘ Windouws | | Metwork access: Do not allow storage of passwords and credentials for network auth...  Enabled
ot
; = Public Key ¥ .!\l.etwor!( access: I'_\Iamed .Plpesthaj: .can b.e access.ed anonyrmously !\I.ot EJeﬁnec! v
£ > £

Image 79-Ensure 'Network access: Let Everyone permissions apply to anonymous users' is set to 'Disabled'
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3.2.7.6 Configure'Network access: Named Pipes that can be accessed anonymously’
This policy setting specifies which communication sessions, or pipes, are accessible anonymously,
detailing their attributes and permissions.

The recommended state for this setting is: LSARPC, NETLOGON, SAMR, and (if the legacy
Computer Browser service is active) BROWSER.

A Member Server with the Remote Desktop Services Role and Remote Desktop Licensing Role
Service requires an exception to this policy, allowing anonymous access to HydraLSPipe and
TermServLicensing Named Pipes.

Restricting anonymous access to named pipes helps minimize the system's attack surface.

E[ Group Policy Management Editor - O *
File Action View Help
= 2@ XE = HE

=] Default Domain Policy [WIN A || policy - Policy Setting "
v i C..or;plL.lt.er Configuration | Interactive logon: Message title for users attempting to log on ATTENTION!
v _.D I;I?:w Setti | Interactive logon: Number of previous logons to cache (in case domain controlleris .. Mot Defined
— “?. d are Set:qgs | Interactive logon: Prompt user to change password before expiration 14 days
v indows Settings
o J | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
MNarme Resolut 9 9
= Scripts (Startu | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
: Deployed Prin | Interactive logon: Smart card removal behavior Lock Workstation
v [ Security Settir | Microsoft network client: Digitally sign communications (always) Enabled
A Account P | Microsoft network client: Digitally sign communications (if server agrees) Enabled
v [ Local Polic | Microsoft network client: S5end unencrypted password to third-party SME servers Disabled
j Audit b | Microsoft network server: Amount of idle time required before suspending session 15 minutes
5 UserRi | Microsoft network server: Attempt 54U25¢elf to obtain claim information Mot Defined
S Securit | Microsoft network server: Digitally sign communications (always) Enabled
i Eventlog | Microsoft network server: Digitally sign communications (if client agrees) Enabled
2 Restricted | Microsoft network server: Disconnect clients when logon hours expire Enabled
7 System Se | Microsoft network server: Server 5PN target name validation level Accept if provided by client
5 Registry | Metwork access: Allow anonymous SID/Name translation Disabled
- y!
4 File Systen | Metwork access: Do not allow anonyrmous enumeration of SAM accounts Enabled
- ) y!
—‘- WfrEd Net | Metwork access: Do not allow anenymous enumeration of SAM accounts and shares Enabled
- :"mdmtsl_l | Metwork access: Do not allow storage of passwords and credentials for network auth...  Enabled
;_rf W?t\’\lmr N MNetwork access: Let Everyone permissions apply to anonymous users Disabled
2““ p ILT_ESE v etwork access: Named Pipes that can be accessed anonymously COMMAP, COMMNODE,SQL\QUERY, LLSRP{ v
| FuBhic key - . - . . . R —
£ > £ >

Image 80-Configure 'Network access: Named Pipes that can be accessed anonymously'
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3.2.7.7 Gonfigure 'Network access: Remotely accessible registry paths' is configured

This policy setting specifies which registry paths can be accessed over the network, overriding
the permissions listed in the access control list (ACL) of the winreg registry key.

Note that this setting does not apply to Windows XP; it is known as "Network access: Remotely
accessible registry paths and spaths" in Windows Server 2003, Windows Vista, and Windows
Server 2008 (no#R2). When configuring this setting, you enter adisbbjects separated by

line feeds or carriage returns. Although the list appears cordelanited in Group Policy Editor

and the Resultant Set of Policy console, it is stored as ddetedelimited list in the registry as

a REG_MULTI_SZ value.

The recommended state for this setting includes:

1 SystemiCurrentControlS&Controk ProductOptions
1 SystemiCurrentControlS&Controk Server Applications
1 SoftwaraMicrosoft Windows NYCurrentVersion

The registry contains sensitive configuration information tbadld be exploited by attackers.
To mitigate the risk of unauthorized access, appropriate ACLs should be set to protect registry
data.

=[ Group Policy Management Editor — | X
File Action View Help
=@ XE= HE
=/ Default Domain Policy [WIN A || plicy . Policy Setting N
v C.omputer Configuration | Interactive logon: Require Domain Controller authentication to unlock workstation Enabled
Palici g q
M .Dmes . | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
_| Software Settings . . .
. . | Interactive logon: Smart card remowal behavior Lock Workstation
¥ - Windows Seffings Mi ft network client: Digitally si icati I Enabled
; MName Resolut | Wlicrosott n ork chient: Lhgitally sign communications (E WE)"S) naple
| Scripts (Startu | Microsoft network client: Digitally sign communications (if server agrees) Enabled
;: Deployed Prin | Microsoft network client: S5end unencrypted password to third-party SMB servers Disabled
w i!i Security Settir | Microsoft network server: Amount of idle time required before suspending session 15 minutes
_:LE.‘ Account P | Microsoft network server Atternpt S4U25elf to obtain claim information Mot Defined
v j Local Polic | Microsoft network server. Digitally sign communications (always) Enabled
j Audit | Microsoft network server: Digitally sign communications (if client agrees) Enabled
j User Ri Microsoft network server. Disconnect clients when logen hours expire Enabled
j Securit | Microsoft network server: Server SPM target name validation level Accept if provided by client
j Event Log | Network access: Allow anonymaous SID/Mame translation Disabled
4 Restricted | Metwork access: Do not allow anonymous enumeration of SAM accounts Enabled
g System Se | Metwork access: Do not allow anonymous enumeration of SAM accounts and shares  Enabled
g Registry | Metwork access: Do not allow storage of passwords and credentials for network auth...  Enabled
5 F'I_E Systen | Metwork access: Let Everyone permissions apply to anonymous users Disabled
2] W!red Net | Metwork access: Named Pipes that can be accessed anonymously COMMAP, COMNODE,SQL\CQUERY, LLSRPC BROWV
- \[:]Vlndo\tsl_l etwork access: Remotely accessible registry paths System‘\CurrentControlSet\Control\ProductOptid
;_rf W?h’\l"m N | MNetwork access: Remotely accessible registry paths and sub-paths Mot Defined
= P |rbe|.e5; | Metwork access: Restrict anonymous access to Named Pipes and Shares Mot Defined
ublic
- - E? A MNetwork access: Restrict clients allowed to make remote calls to SAM Mot Defined ¥
< > < >

Image 81-Configure 'Network access: Remotely accessible registry paths' is configured
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3.2.7.8

configured

This policy setting defines which registry paths andysaiins are accessible over the network,

Gonfigure 'Network access: Remotely accessible registry paths andmaths' is

overriding the default permissions set in the ACL of the winreg registry key.

In Windows XP, this setting is labeled as "Network access: Remotely accessible registry paths."

In Windows Vista, Windows Server 2003, and Windows Server 2008R@)otit uses a similar
concept but with different naming conventions. Gonfigure this, list the paths separated by line

feeds or carriage returns; this list is stored as a-fee delimited list in the registry.

Setting appropriate ACLs on these registry paths helps protect sensitive information and reduces
the risk ofunauthorized access.

= Group Policy Management Editor
File Action View Help

@%ilﬁme@lﬁ

= Default Domain Policy [WIN A

v il Computer Configuration
~ [ ] Policies
| Software Settings
w [ Windows Settings
| MName Resolut
| Seripts (Startu
= Deployed Prin
v 3 Security Settir
54 AccountP
v ___ﬁ Local Polic
F Audit?
& UserRi
3 Securit
___ﬁ Event Log
4 Restricted
4 System Se
4 Registry

4 File Systen
i;"" Wired Met
| Windows |
~ Network L
;__,.gf Wireless M

| Public Key ¥
< >

-

Policy
| Interactive logon: Require Domain Controller authentication to unlock workstation
| Interactive logon: Require Windows Hello for Business or smart card
| Interactive logon: Smart card removal behavior
| Microsoft network client: Digitally sign communications (always)

| Microsoft network client: Digitally sign communications (if server agrees)

Microsoft network client: Send unencrypted passwerd to third-party SMB servers

| Microsoft network server: Amount of idle time required before suspending session

| Microsoft network server: Attempt 54U25¢lf to obtain claim information

Microsoft network server: Digitally sign communications (always)

| Microsoft network server: Digitally sign communications (if client agrees)

| Microsoft network server: Disconnect clients when logon hours expire

| Microsoft network server: Server SPN target name validation level

| Network access: Allow anonymous SID/Mame translation

| Network access: Do not allow anonymous enumeration of SAM accounts

| Network access: Do not allow anonymous enumeration of SAM accounts and shares

| Network access: Do not allow storage of passwords and credentials for network auth...
| Network access: Let Everyone permissions apply to anonymous users

| Network access: Mamed Pipes that can be accessed anonymously

Network access: Remotely accessible registry paths
etwork access: Remotely accessible registry paths and sub-paths

| Metwork access: Restrict anonymous access to Named Pipes and Shares

Policy Setting

Enabled

Mot Defined

Lock Workstation

Enabled

Enabled

Disabled

15 minutes

Mot Defined

Enabled

Enabled

Enabled

Accept if provided by client

Disabled

Enabled

Enabled

Enabled

Disabled

COMMAP, COMNODE,5QL\QUERY, LLSRPC,BRO
System\CurrentControlSet\Control\ProductOpi
Software\Microsoft\Windows NT\CurrentVersid
Mot Defined

Image 82-Configure 'Network access: Remotely accessible registry paths and sphths' is configured
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3.2.79 Ensure 'Network access: Restrict anonymous access to Named Pipes and Shares' is
set to 'Enabled’

When enabled, this policy setting limits anonymous access to only those shares and pipes
specified in the "Network access: Named pipes that can be accessed anonymously" and "Network
access: Shares that can be accessed anonymously" settings. It managessiolh access by
setting the RestrictNullSessAccess registry value to 1 in the
HKEY_LOCAL MACHBESTEM urrentControlSéServicesLanManServéParameters

registry key. This configuration controls whether the server service allows unauthenticated
clients to access named resources.

The recommended state for this setting is: Enabled.

Null sessions pose a security risk as they can be exploited through shares, including default ones,
on your computers.

= Group Policy Management Editor — O X
Filp Action View Help
e nE XE = Hm
=] Default Domain Policy [WIN || pglicy - Policy Setting -
v C.nr;p:_.lt.er Configuration | Interactive logon: Require Domain Centroller authentication to unlock workstation Enabled
v _.Dmes | Interactive logon: Require Windows Hello for Business or smart card Mot Defined
_| Software Settings . . .
e . | Interactive logon: Smart card removal behavior Lock Workstation
¥ [ Windows Seffings M ft network client: Digitall t I Enabled
“ Name Resolut ] fcrnso network © fen : |g| a )rngn communfca fons (.a ways) nable
= Scripts (Startu Microsoft network client: Digitally sign communications (if server agrees) Enabled
: Deployed Prin | Microsoft network client: Send unencrypted password to third-party SMB servers Disabled
v Fh Security Settir | Microsoft network server: Amount of idle time required before suspending session 15 minutes
_:C:J Account P | Microsoft network server: Attempt 54U25elf to obtain claim information Mot Defined
v j Local Polic | Microsoft network server: Digitally sign communications (always) Enabled
j Audit b | Microsoft network server: Digitally sign communications (if client agrees) Enabled
j User Ri | Microsoft network server: Disconnect clients when logon hours expire Enabled
7 Securit | Microsoft network server: Server SPM target name validation level Accept if provided by client
9 ptitp ¥
& Eventlog | Metwork access: Allow anenymous 5ID/Mame translation Disabled
5 Restricted | Metwork access: Do not allow ancnymous enumeration of SAM accounts Enabled
4 System Se | Metwork access: Do not allow anonymous enumeration of SAM accounts and shares  Enabled
g Registry | Metwork access: Do not allow storage of passwords and credentials for network auth...  Enabled
] F'l_e Systen | Metwork access: Let Everyone permissions apply te anonymous users Disabled
_—% W!red Net | Metwork access: Named Pipes that can be accessed anonymously COMMAP, COMNODE, SQL\QUERY,LLSRPC,BRO
- ‘.r:]\"lndowksLI MNetwork access: Remotely accessible registry paths System\ CurrentControlSet\Control\ProductOpt
;_rf W?t“;m N | Network access: Remotely accessible registry paths and sub-paths Software\Microsoft\Windows NT\CurrentVersic
:1“ P ILEI.ES': > etwork access: Restrict anonymous access to Named Pipes and Shares Enabled v
| Fubhc key . - . . . . . . . EP—
< > >

Image 83-Ensure 'Network access: Restrict anonymous access to Named Pipes and Shares' is set to
‘Enabled’
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3.2.7.10 Ensure 'Network access: Restrict clients allowed to make remote calls to SAM' is
set to 'Administrators: Remote Access: Allow'

This policy setting restrictemote RPC connections to SAM, with the recommended state

being "Administrators: Remote Access: Allow." It requires Windows 10 R1607, Server 2016, or
newer to access and set this value in Group Policy. Originally supported only on Windows
Server 2016 or neer, it was extended to Windows Server 2008 R2 or newer via March 2017
security patches. For organizations using Azure Advanced Threat Protection (APT), the "AATP
Service" account needs to be added to the recommended configuration to enable lateral
movemert path detection in Microsoft Defender for Identity. This setting helps prevent
unauthorized users from anonymously listing local account names or groups, which could be
used to guess passwords or conduct social engineering attacks.

%[ Group Policy Management Editor — O X
File Action View Help
= xE XE = 3
= Default Domain Policy [WIN A Policy - Policy Setting -
v i C.DmpL.It.Er Configuration | Microsoft network client: Digitally sign communications (always) Enabled
v p.DlltleS | Microsoft network client: Digitally sign communications (if server agrees) Enabled
" - :\?\:oa::sie:;rnggss Microsoft network client: Send unencrypted password te third-party SMB servers Disabled
- Name Resolut | Microsoft network server: Amount of idle time required before suspending session 15 minutes
é Scripts (Startu | Microsoft network server: Attempt 54U25¢lf to obtain claim information Mot Defined
=1 Deployed Prin | Microsoft network server: Digitally sign communications (always) Enabled
v _ﬁ Security Settir | Microsoft network server: Digitally sign communications (if client agrees) Enabled
}j Account P | Microsoft network server: Disconnect clients when logon hours expire Enabled
v j Local Polic | Microsoft network server: Server SPN target name validation level Accept if provided by client
j Audit F | Network access: Allow anonymous SID/Mame translation Disabled
j User Ri | Network access: Do not allow anonymous enumeration of SAM accounts Enabled
:f Securit | Network access: Do not allow anonymous enumeration of SAM accounts and shares  Enabled
j Event Log | Network access: Do not allow storage of passwoerds and credentials for network auth...  Enabled
4 Restricted | Network access: Let Everyone permissions apply to anonymous users Disabled
4 System Se | Network access: Named Pipes that can be accessed anonymously COMMNAP, COMNODE,SQL\QUERY, LLSRPC,BRO
g Registry | Network access: Remotely accessible registry paths System’\CurrentControlSet\Control\ProductOpt
] File Systen | Network access: Remotely accessible registry paths and sub-paths Software\MicrosoftiWindows NT\CurrentVersic
:—; Wired Net MNetwork access: Restrict anonymous access to Named Pipes and Shares Enabled
- Windows | etwork access: Restrict clients allowed to make remote calls to SAM O:BAG:BAD:(A;:RC;::BA)
53‘_;’ \r'\]\f?:;\l":srrlf\_l | Network access: Shar.es that can be. accessed anonymously Mot Def?ned
; “ Public Key ¥ .Networ!(acces.s: SPTa"rlng.and .s?curlt_\,r model for local ac.c.oun.ts S T\I.ot Eleﬁnec! v
< > < >

Image 84-Ensure 'Network access: Restrict clients allowed to make remote calls to SAM' is set to
‘Administrators: Remote Access: Allow'
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3.2.7.11

Ensure 'Network access: Shares that can be accessed anonymously' is set to
'‘None'

This policysetting controls which network shares can be accessed by anonymous users. By
default, this setting has minimal effect since all users must be authenticated to access shared

resources on the server. The recommended state is to leave this setting blankngine).

Allowing any values in this setting is highly risky, as listed shares would be accessible by any
network user, potentially leading to the exposure or corruption of sensitive data.

=[ Group Policy Management Editor

File

Action

View Help

o AEXKE 2| HE

v

= Default Domain Policy [WIN ~
v (& Computer Configuration

| Policies

W

| Software Settings
| Windows Setting:
| Mame Resolut
| Scripts (Startu
= Deployed Prin
v _i Security Settir
_:E‘ Account P
v j Local Polic
& Auditt
5 UserRi
j Securit
i Eventlog
1 Restricted
1 System 5e
5 Registry
- File Systen
i; Wired Net
- Windows |
| Metwork L
Zalf Wireless N
| Public Key ¥
>

.

Policy

€

| Microsoft network client: Digitally sign cornmunications (always)

| Microsoft network client: Digitally sign communications (if server agrees)

| Microsoft network client: Send unencrypted password to third-party SMB servers

| Microsoft network server: Amount of idle time required before suspending session

| Microsoft network server: Atternpt S4U25elf to obtain claim information

| Microsoft network server: Digitally sign cornmunications (always)

| Microsoft network server: Digitally sign communications (if client agrees)

| Microsoft network server: Disconnect clients when logon hours expire

| Microsoft network server: Server SPN target name validation level

| Network access: Allow anonymous SID/MName translation

| Network access: Do not allow anonymous enumeration of SAM accounts

| Network access: Do not allow anonymous enumeration of 5AM accounts and shares
| Network access: Do not allow storage of passwords and credentials for network auth...
| Network access: Let Everyone permissions apply to anonymous users

| Network access: Mamed Pipes that can be accessed anonymously

| Network access: Remotely accessible registry paths

| Network access: Remotely accessible registry paths and sub-paths

| Network access: Restrict anonymous access to Named Pipes and Shares

etwork access: Restrict clients allowed to make remote calls to SAM

etwork access: Shares that can be accessed anonymously

| Network access: Sharing and security model for local accounts

Policy Setting

Enabled

Enabled

Disabled

15 minutes

Mot Defined

Enabled

Enabled

Enabled

Accept if provided by client

Disabled

Enabled

Enabled

Enabled

Disabled

COMMAP, COMMNODE,SQL\QUERY, LLSRPC,BRO
SystemCurrentControlSet\Control\ProductOpt
Software\Microsoft\Windows NT\CurrentVersic
Enabled

C:BAG:BAD:(A;:RC;BA)

Mot Defined

Image 85-Ensure 'Network access: Shares that can be accessed anonymously' is set to ‘None'
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3.2.7.12 Ensure 'Network access: Sharing and security model for local accounts' is set to
'Classic local users authenticate as themselves'

This policy setting determines how network logarssng local accounts are authenticated. The
Classic option allows for detailed control over resource access, enabling different access levels
for various users on the same resource. The Guest only option treats all users equally,
authenticating them as Gé with the same access level to a resource. The recommended state

is Classic, where local users authenticate as themselves. This setting does not affect remote
interactive logons via services like Telnet or Remote Desktop Services. The Guest only model
increases security by restricting network users to guest privileges, typically preventing write
access to shared resources. However, it complicates authorized user access, requiring ACEs for
the Guest account in ACLs. In the Classic model, local accourttbenpassworeprotected to

prevent unauthorized access to shared resources.

J’l:group Policy Management Editor — O *
File Action View Help
e nE XE = HE
= Default Domain Policy [WIN A || policy ~ Policy Setting ~
v i C.ompL.lt.arConfiguration Micresoft network client: Digitally sign communications (always) Enabled
v P.Dlmes Microsoft network client: Digitally sign communications (if server agrees) Enabled
o - xlf::;:::::;rng; Microsoft network client: Send unencrypted password to third-party SME servers Disabled
e Name Resolut Microsoft network server: Amount of idle time required before suspending session 15 minutes
é Scripts (Startu Microsoft network server: Atternpt 54U25¢elf to obtain claim information Mot Defined
w1 Deployed Prin Micresoft network server: Digitally sign communications (always) Enabled
v By Security Settir Micresoft network server: Digitally sign communications (if client agrees) Enabled
53 AccountP Microsoft network server: Disconnect clients when logon hours expire Enabled
“ j Local Polic Microsoft network server: Server SPM target name validation level Accept if provided by client
j Audit b MNetwork access: Allow anonymous SID/Name translation Disabled
i3 UserRi Metwork access: Do not allow anonymous enumeration of 5AM accounts Enabled
:f Securit MNetwork access: Do not allow anonymous enumeration of S5AM accounts and shares  Enabled
_E] Event Log Metwork access: Do not allow storage of passwoerds and credentials for network auth...  Enabled
4 Restricted Metwork access: Let Everyone permissions apply to anonymous users Disabled
& System Se Metwork access: Named Pipes that can be accessed anonymously COMNAR, COMMODE,SQL\QUERY, LLSRPC BRO
’_:!a Registry Metwork access: Remotely accessible registry paths Systern' CurrentControl5et\ Control\ProductOpt
3 File Systen Metwork access: Remotely accessible registry paths and sub-paths Software\Microsoft\Windows NT\CurrentVersic
_—; W?red Net Metwork access: Restrict anonymous access to Named Pipes and Shares Enabled
— Windows | Metwork access: Restrict clients allowed to make remote calls to SAM O:BAG:BAD:(A;;RC;:BA)
51;’ TVTZT:S[I\_I Metwork access: Shares that can be accessed anonymously
= ) etwork access: Sharing and security model for local accounts Classic - local users authenticate as themselves
| Public Key ¥ : —— p— p— pr— " v
< b3 >

Image 86-Ensure 'Network access: Sharing and security model for local accounts' is set to 'Classiocal
users authenticate as themselves'
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3.2.8 Network security

3.28.1 Ensure 'Network security: Allow Local System to use computer identity for NTLM'
is set to 'Enabled’

This policy setting determines if Local System services using Negotiate and reverting to NTLM
authentication can utilize the computer identity. It is supported on Windows 7 or Windows
Server 2008 R2 and later. The recommended state for this setting iseln&¥hen connecting

to computers running Windows versions earlier than Vista or Server 2008, services using SPNEGO
(Negotiate) that revert to NTLM use the computer identity. In Windows 7, if connecting to a
computer running Windows Vista or Server 200Be tsystem service may use either the
computer identity or a NULL session. Using a NULL session generates a system session key that
allows signing and encrypting data without errors but offers no protection. Using the computer
identity supports both signingnd encryption, ensuring data protection.

=[ Group Ralicy Management Editor — | *
File Action View Help
e 2@ XE = HE

=

(= Default Domain Palicy [WIN A || policy Policy Setting A
v i C.DmpL.lt.ErCDHfingrEtiDn | Microsoft network server: Amount of idle time required before suspending session 15 minutes
v P.D|ICIES . | Microsoft network server: Atternpt 54U25elf to obtain claim information Mot Defined
_| Software Settings . _ . .
v [ Windows Settings .Mfcmsof‘t network server: ngftall)r ngn communfcat\ons (.alw.a)rs] Enabled
© Name Resalut | Microsoft network server: Digitally sign communications (if client agrees) Enabled
é Scripts (Startu | Microsoft network server: Disconnect clients when logen hours expire Enabled
= Deployed Prin | Microsoft network server: Server SPN target name validation level Accept if provided by client
v B Security Settir | Metwork access: Allow anonymous SID/Mame translation Disabled
_:E:J Account P | Metwork access: Do not allow ancnymous enumeration of SAM accounts Enabled
w j Local Polic | Network access: Do not allow anonymous enumeration of SAM accounts and shares Enabled
j:] Audit | | Metwork access: Do not allow storage of passwords and credentials for network auth...  Enabled
_j:] User Ri MNetwork access: Let Everyone permissions apply to ancnymous users Disabled
| Securit | Metwork access: Named Pipes that can be accessed anonymously COMMAP, COMMODE,SGLVQUERY,LLSRPC.BRO
__=|j Event Log | Metwork access: Remotely accessible registry paths System’\CurrentControlSet\Control\ProductOpt
4 Restricted | Metwork access: Remotely accessible registry paths and sub-paths Software\Microsoft\Windows NT\CurrentVersic
4 System Se | Metwork access: Restrict anonymous access to Named Pipes and Shares Enabled
g Registry | Metwork access: Restrict clients allowed to make remote calls to SAM O:BAG:BAD:(A;;RC;;;BA)
-8 File Systen | Metwork access: Shares that can be accessed anonymously
1y W?red Net Metwork access: Sharing and security model for local accounts Classic - local users authenticate as themselves
53;’ Cﬁf:z:rrh | Metwork security: Allow LocalSystem MNULL session fallback Not Defined
; Public Key ¥ | Metwork security: Allow PKU2U authentication requests to this computer to use onlin... Not Defined v
< > < >

Image 87-Ensure 'Network security: Allow Local System to use computer identity for NTLM' is set to
‘Enabled’
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3.2.8.2 Ensure 'Network security: Allow LocalSystem NULL session fallback' is set to
'‘Disabled’

This policy setting controls whether NTLM can revert to a NULL session when used with
LocalSystem. Theecommended state for this setting is Disabled. NULL sessions are inherently
less secure as they are unauthenticated.

Image 88-Ensure 'Network security: Allow LocalSystem NULL session fallback' is set to 'Disabled'
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