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MepiAnyn

To ransomware éxel augnBei oTaBepd o€ KAiyaka, KOGTOG, TTOAUTTAOKOTNTA KAl AVTIKTUTIO ATTO TOTE
TTOU TTPWTOEUPAVIOTNKE TTPIV aTTd oXe0OV 35 xpovia. Or €I0IKoi aoQaAeiag EUTTAEKOVTAI GUVEXWG O€
pia géxn YE TOUG TTPOYPANKATIOTEG ransomware, TTPOCTIABWVTAG va TTPOCTATEUCOUV TNV WYNOIOKA
TOUG UuTTodOWN aTTé AUTEG TIG £MBETEIS. MpdoaTes TTapalAayEég ransomware £Xouv apxioel va
XPNoIPoTroiolv évav ouvOUACHO CUUUETPIKAG KAl ACUPPETPNG KPUTTTOYPA®PNONG yia TO KAEIdwPa
TWV apXEiwV Twv XPNOTWV. AUTA N METATITUXIOKK dIaTpIPr] diEpeuvd eGv UTTOPOUV va

XPNOIKOTToIN 60UV YNPIOKEG EYKANUATOAOYIKEG TEXVIKEG VIO TNV ATTOKGAUWN TWV KAEIBIWV
KPUTTITOYpA®NOoNG TTOU XpNolgoTrolouvTal atrd TEToI0 KAKOBOUAO Aoyiopiké. [Na Tn diegaywyr) auTrg
NG £peuvag, OnNUIoUPYNONKE Eva ao@AAEG KOl ATTOROVWHEVO €IKOVIKO TTEPIBAAAOV OTTOU
ekTeEAEOTNKAY BId@opa deiyuata ransomware. 21n CUVEXEID, N VAN aTTO Ta JOAUCUEVA CUOTANOTA
KOaTaypda@nKe Kal €EETACTNKE XPNOIUOTTOIWVTAG OUO JIAQOPETIKA eYKANUATOAOYIKG EpyaAgia yia Tov
EVTOTTIOHUO TWV CUUMETPIKWY KAEIBIWY KPUTTTOYPAPNONG TTOU XPNOIKMOTTOIoUVTAl ATTO TO
ransomware.ETmTAéov, 6Tav ol eyKANPATOAOYIKEG avaAUOEIG uvrung Oev atrédwaoav aTroTeEAéouATA,
Xpnaoipotroienke pia evaAAakTikr) péBodog Trou TrepiAauBavel To CryptoAPI hooking pe 1o epyaleio
Frida. H peAétn e€étaoe deiypata ransomware, cuptrepiAauBavouévwy Twy Jigsaw, NotPetya,
Thanos, Gpcode, WannaCry kai Phobos ag U0 diagopeTikd Asitoupyiké cuoThuarta. Autd Ta
ociypaTta emAEXONKav Adyw TNG UWPNANG dNPOCIOTNTAG TOUG, TWV CNUAVTIKWY ATTAITACEWY AUTPWY
Kal TNG onUAvTIKG dlaTdpagng TTou TTPoKAAEcav o€ TTOAAOUG opyaviopoUs. H épeuva £3¢€IEe e
emTuyia ot gival duvatd va avakaAu@BoUv Ta KAEIBIG KPUTTTOYPAPNONG TTOU XPNOIUOTTOIOUVTAl aTTd
auTd Ta deiyyarta ransomware. Ta eupAuaTta, padi e TIG TTPOKANOCEIG TTOU AVTIMETWITTIOTNKAV KATA TN
OIdpkela TNG €peuvag, TTapouaidlovTtal aTnv TTapouaa diaTpiRh.

Abstract

Ransomware has steadily increased in scale, cost, complexity, and impact since it first appeared
nearly 35 years ago. Security experts are constantly engaged in a battle with ransomware
developers, striving to protect their digital infrastructure from these attacks. Recent variants of
ransomware have begun using a combination of symmetric and asymmetric encryption to lock
users' files.This master thesis investigates whether digital forensic techniques can be used to
uncover the encryption keys utilized by such malicious software. To conduct this research, a secure
and isolated virtual environment was set up where various ransomware samples were executed.
Memory from the infected systems was then captured and examined using two different forensic
tools to identify the symmetric encryption keys used by the ransomware. Additionally, an alternative
method involving CryptoAPI hooking with the Frida tool was employed when memory forensics did
not yield results.The study tested ransomware samples including Jigsaw, NotPetya, Thanos,
Gpcode, WannaCry, and Phobos on two different operating systems. These samples were selected
due to their high-profile nature, significant ransom demands, and substantial disruption to numerous
organizations.The investigation successfully demonstrated that it is possible to discover the
encryption keys used by these ransomware samples. The findings, along with the challenges faced
during the investigation, are presented in this thesis.
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CHAPTER 1

Introduction

Among the prevailing malware causing significant disruptions across the Internet, ransomware
stands out as one of the most formidable threats. Exploiting user negligence, ransomware primarily
proliferates through phishing techniques, such as the dissemination of malware-laden attachments
via spam emails and the exploitation of vulnerable internet-facing devices [34]. When unwitting
users open these malicious attachments, substantial damage can occur, leading to data loss
through the encryption of critical data.Ransomware has evolved beyond simple encryption tactics
[38]. Initially, single extortion involved encrypting files and demanding a ransom for their decryption.
However, double extortion emerged, where attackers also exfiltrate data and threaten to publicize it,
adding pressure on the victims. Triple extortion further escalates the threat by incorporating DDoS
attacks alongside encryption and data exposure, aiming to disrupt operations further. The most
severe form, quadruple extortion, targets not only the victim organization but also its customers and
stakeholders, increasing the pressure to comply with ransom demands [11]. It’s crucial to note that
paying a ransom is not only illegal but also offers no guarantee that the attacker will provide the
decryption key. Additionally, threat actors often demand payments in Bitcoin, which is the most
prominent cryptocurrency to this date, further complicating the traceability and recovery efforts
[36][46]. The primary targets of these attacks are often companies and corporations, as the data
they possess holds high value. The encryption of such data can result in service disruptions and
financial losses for these entities. While backups offer a potential countermeasure to ransomware
attacks, they have limitations, particularly concerning the validity of data and the frequency of
backup procedures. Thus, the objective is not only to recover from a ransomware attack but also to
promptly detect the initiation of data encryption to mitigate the attack [1].

In the ongoing battle against cyberattacks, digital forensics is essential in uncovering
malicious activities. Memory forensics, in particular, is a powerful strategy for revealing hidden
information within the vast landscape of random-access memory, providing conclusive evidence
that unravels the sequence of events on a system. This thesis explores the key management and
cryptography models utilized by ransomware, highlighting potential vulnerabilities in cryptoviral
infections. By exploiting the transparency of physical memory, the aim is to extract decryption keys
and other critical insights from the ransomware process memory during execution. Additionally,
leveraging CryptoAPI calls made by ransomware helps extract keys for ransomware mitigation [40].
The comprehensive analysis includes tracing injected dynamic link libraries (DLLS), investigating
process hollowing, and employing reverse engineering techniques. A key technical challenge is the
volatile nature of physical memory, which poses difficulties in extracting crucial findings due to its
ephemeral characteristics. Despite this challenge, the exclusive insights derived from the analysis
pave the way for data recovery, offering a viable alternative to ransom payments. The findings and
challenges encountered are thoroughly presented to provide a comprehensive understanding of the
ransomware landscape.

CHAPTER 2

Background

Ransomware has posed a significant threat to system security for more than a decade, evolving to
execute sophisticated targeted attacks on organizations. Consequently, numerous proposals for
solutions have emerged, all aiming to safeguard user data from the impact of ransomware-induced
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unavailability attacks. In this chapter, we systematically organize and assess the current array of
solutions devised to counteract ransomware.

2.1 Introduction

It is imperative to subject current solutions to an objective analysis to assess their effectiveness in
delivering a comprehensive and pragmatic response to emerging ransomware variants. For
example, the use of signature-based detection in antivirus software provides optimal protection by
identifying ransomware statically (prior to execution), but it proves inadequate against novel
ransomware strains. In the subsequent sections, we organize and objectively evaluate prevailing
solutions based on predefined criteria to grasp their genuine capabilities. It's essential to note that
the suitability of a specific solution is contingent upon the deployment environment.

2.2 The current advancements in available solutions

Numerous proposed countermeasures aim to address cryptoviral extortions and can be categorized
as follows:

Backup solutions

Solutions based on static signatures
Solutions based on dynamic behavior
Solutions oriented towards user training
Vulnerability management solutions
Solutions centered around cryptography

S o

Subsequently, we provide a brief overview of each of these existing ransomware countermeasures.

2.2.1 Backup solutions

Backups are proposed as the ultimate remedy against all malware infections. In theory, they prove
effective as ransomware essentially executes a denial-of-control attack on the victim’s resources.
By rendering the data inaccessible to the victim, ransomware operators gain the necessary
leverage to demand a ransom. Therefore, when backups are accessible, the victim can simply
erase the machine, reinstall the host OS, and reload the data onto the system. Consequently, the
ransomware threat can be reduced to a mere inconvenience. However, a significant challenge with
this approach is that backups are frequently unavailable, incomplete, and irregularly performed.
Sustaining comprehensive and regularly updated data copies offsite is a intricate and costly process,
and ransomware developers exploit this understanding. Furthermore, contemporary ransomware
has been observed explicitly targeting the encryption of backups within the internal network and the
cloud, along with executing discreet commands to obliterate shadow files on the host, thereby
preventing the victim from recovering any data (Figure 2.1). Shadow files are inherently maintained
on a Windows host to facilitate restoration in the event of failures [2].

Digital forensics methods for recovering ransomware encryption keys
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s_/c_vssadmin delete shadows /all / 00420fd8 XREF[2]): 004066fe(*), 0040670c(R)
00420£d8 2f 63 20 ds "/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit
76 73 73
61 64 6d..

Figure 2.1: Wana DecryptOr 2.0 ransomware deleting shadow volume copies on host [31].

2.2.2 Solutions based on static signatures

Similar to other forms of malware, ransomware can be recognized through static signatures
integrated into virus definition files utilized by antivirus solutions. This established method is
effective for detecting known threats. However, the fundamental challenge lies in the assumption for
detection: a ransomware variant must have been previously identified and analyzed to create a
signature, making it detectable and neutralizable. This implies that newly emerging ransomware
variants can go undetected, rendering the system consistently ineffective against novel ransomware
families [39][41]. Moreover, malware developers commonly employ packers to obfuscate malware,
altering its signatures and evading signature-based detection. In essence, static signature-based
detection methods prove inadequate against contemporary novel ransomware threats and should
only be implemented as part of a comprehensive layered defense strategy.

2.2.3 Solutions based on dynamic behavior

The fundamental goal of cryptographic ransomware is to encrypt a user’s data using a unique
secret held for ransom by the attacker. Consequently, ransomware undertakes a series of
anticipated tasks on the host, constituting a partially distinctive dynamic signature that mirrors its
behavior during execution. This behavior is only partially unique because legitimate applications can
exhibit similar conduct on the host. The resulting signature is dynamic as it stems from identifying
common patterns established by the ransomware process during its execution on the host.While
solutions based on dynamic behavior appear promising initially, their primary vulnerability lies in the
significant number of false positives they generate. Real-world applications can produce dynamic
footprints resembling ransomware behavior, creating challenges in distinguishing between malicious
and legitimate activities. For instance, applications like archiving utilities and valid encryption
software may sequentially increase the entropy of files in directories, mimicking the behavior of a
ransomware process. Consequently, implementing these solutions outside controlled laboratory
conditions proves challenging. Various noteworthy approaches within this category are elaborated
below:

2.2.3.1 Approaches based on file access patterns

As cryptographic ransomware encrypts files on the host, these malicious programs alter the status
of existing files to an encrypted state. Encryption is a high-entropy operation, meaning that
encrypted data exhibits a higher degree of randomness than the original data. Various solutions
have been suggested to leverage the identifiable file access patterns expected from cryptographic
ransomware. However, the sequential mass modification of files, increasing data entropy to a higher
state, is not exclusive to ransomware. This similarity often results in a significant number of false
positives in practical implementations.

Digital forensics methods for recovering ransomware encryption keys
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2.2.3.2 Approaches employing machine learning

These strategies rely on figuring out if a program’s actions mimic those of ransomware based on
certain traits [41]. A feature set used to teach a machine learning model might include a mix of
behaviors, and the presence or absence of these traits can suggest the program’s likelihood of
being ransomware. For example, the feature set might cover aspects like how files are accessed,
the order in which files are modified, and the types of files getting altered (like system files versus
user data files).

However, the main hiccup with these methods is the significant number of false alarms in
the real world, as mentioned earlier. Legit applications also exhibit behaviors similar to ransomware,
leading monitoring tools to mistakenly tag them as threats and causing users to get overwhelmed
with alerts. Moreover, there are instances of ransomware purposefully designed to outsmart
machine learning solutions. Take Cerber ransomware, for instance; its packaging and loading tricks
are specifically crafted to throw off machine learning systems [3].

2.2.4 Solutions oriented towards user training

Traditionally, ransomware assaults, much like other forms of malware attacks, have primarily relied
on social engineering tactics, particularly phishing, to persuade unsuspecting users to download
and execute malicious content. For instance, ransomware distributors commonly entice victims us-
ing phishing emails containing attachments like “invoice.docx.exe” or “resume.txt.js.” Consequently,
user awareness and training play a crucial role in empowering individuals within the security chain
to recognize prevalent social engineering tactics employed by attackers.

However, the primary limitation of relying solely on user awareness and training is that, alt-
hough it reduces the likelihood of a successful social engineering attack, it doesn’t eradicate the
risk entirely. Utilizing user awareness and training as a supplementary strategy that complements
other defense measures is recommended [4] [5]. Notably, certain ransomware attacks, such as
WannaCry and NotPetya, exploit known vulnerabilities and spread like worms without requiring hu-
man involvement, rendering such solutions ineffective. Additionally, targeted ransomware attacks
have employed alternative, more manual tactics to infiltrate host systems, including brute-forcing
Remote Desktop Protocol (RDP).

2.2.5 Vulnerability management solutions

Consistent system patching is a crucial practice for administrators to thwart malware that exploits
recognized vulnerabilities for initial infiltration. Notably, recent ransomware instances like WannaCry
and Petya garnered attention for capitalizing on a well-known SMB vulnerability [6], specifically
utilizing the EternalBlue exploit. Implementing robust vulnerability management can effectively
circumvent such ransomware attacks. While regularly applying updates and patches to address
known security issues enhances overall security measures, it doesn’t offer a conclusive solution for
ransomware. This approach primarily guards against one of the multiple attack vectors employed by
contemporary ransomware.

2.2.6 Solutions based on cryptography

In the realm of ransomware, where encryption plays a crucial role the focus of these methods
revolves around addressing vulnerabilities within the implemented cryptosystem of the ransomware.
For example lets consider the ‘No More Ransom’ initiative [7] , which involves collaboration,
between security entities to create customized ‘decryptors’ for ransomware that have cryptosystems.
One such vulnerability is when a ransomware includes a key in its code, which becomes exposed
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during reverse engineering. However as Ransomware as a Service (RaaS) advances and becomes
more sophisticated these implementation flaws become less common.

Arecent defensive strategy against ransomware proposes dynamically intercepting
CryptoAPI generation. Besides relying on backups this approach serves as the way to regain
control over data once files are encrypted by the ransomware on a computer. The main idea behind
this proposed escrow system is to safeguard all keys generated on the computer so that file
recovery can be possible at a later stage [8]. However, there are challenges associated with this
escrow approach. One major obstacle is assuming that ransomware will use an API for generation
without considering other possible paths that it may take and not necessarily relying solely on
Windows CryptoAPI. Additionally suggesting signatures for APIs adds complexity due to the
programming languages used by different types of ransomware each offering numerous choices, for
cryptographic tasks.

Essentially the methods used for generating encryption keys are not completely effective, in
providing a solution to combat ransomware attacks.

2.3 Summary

While a significant portion of malware research is geared toward understanding how it infiltrates
systems for preventive measures, our approach deviates from the norm. We focus on examining
the actions taken by malware after it successfully evades all the prevention and detection defenses
in place on the host. Given that ransomware primarily tweaks the data landscape through file
encryption, our aim is to retrieve decryption keys and glean insights from the ransomware’s process
memory during its execution.

CHAPTER 3

Key management in ransomware

3.1 Introduction

Ransomware operates by locking up your files and the management of the keys, to this lock is
crucial for the attackers. In order to enhance our defense against attacks it is important to
comprehend how these keys are handled. This chapter explores the methods employed by
ransomware to manage these keys and identifies vulnerabilities that can help us safeguard
ourselves. Our objective is to demonstrate how the techniques for handling these keys in
ransomware have evolved over time uncovering any points in their systems to mitigate the threat.

While it would be ideal to prevent attacks we are assuming that the damage has already
been done. Therefore we delve into what can be done beyond restoration from backups as these
backups may not always be accessible or up to date. Some ransomware has become intelligent
enough to locate and encrypt backups over networks. To better defend against scenarios it
becomes essential to identify weaknesses in the design and usage of locks in ransomware. This
underlines the importance of understanding how these key management systems have evolved in
ransomware. However before delving into details, about these management systems used by
ransomware lets briefly explore the fundamentals of how digital locks operate.
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3.2 Exploring the Fundamentals of Cryptography

This section acts as a reminder, revisiting the common cryptographic types employed by
contemporary ransomware. In general, cryptographic algorithms fall into the following two
categories:

3.2.1 Delving into Symmetric Keys

Symmetric key cryptography, aptly named, utilizes a single key for both the encryption and decryp-
tion processes. A notable instance is the Advanced Encryption Standard (AES), frequently em-
ployed by various strains of ransomware [9]. The distinct advantage of symmetric key encryption
lies in its expeditious nature compared to asymmetric algorithms. Analogous to a swift criminal en-
deavor, the primary objective is to swiftly coerce the victim and extract ransom before counter-
measures can be enacted. For instance, an antivirus program may detect and isolate the ransom-
ware based on file access and modification patterns. The faster the encryption process occurs, the
greater the leverage the ransomware attains by encrypting more user data before detection. Con-
sequently, symmetric key cryptography holds allure for ransomware developers. However, it is im-
perative to note that improper management of the key could result in inadvertent disclosure. Ran-
somware must adeptly deploy the key for encryption while concealing it to remain beyond the vic-
tim’s reach until the ransom is paid.

3.2.2 Unpacking the World of Asymmetric Keys

Asymmetric key cryptography, also recognized as public key cryptography, employs a pair of inter-
connected keys—one for encryption (public key) and the other for decryption (private key). Ran-
somware commonly utilizes the RSA algorithm as an example of such a cipher for decrypting en-
crypted data. Decrypting the data solely based on the public key and algorithm is currently infeasi-
ble. When implemented correctly, this method provides attackers with flexibility while rendering de-
cryption impossible without knowledge of their key. However, a drawback for attackers is that
asymmetric encryption can be slower than encryption, leading to larger ciphertexts compared to the
original plaintext. This elongates the encryption process, demanding additional storage space on
the host system and raising the likelihood of ransomware detection. Consequently, asymmetric en-
cryption is primarily employed to encrypt a session key after it has been used to encrypt user data
in what we refer to as a hybrid approach.

3.2.3 Blending Symmetry and Asymmetry: The Hybrid Approach

Typically, more recent iterations of ransomware adopt a hybrid approach, integrating both
symmetric and asymmetric encryption techniques to leverage their respective strengths. Initially,
user data undergoes swift encryption using a cipher. Subsequently, an additional layer of encryption
is applied to the key used in this process, utilizing the attacker’s key. This efficient hybrid key model
amalgamates elements from both asymmetric encryption methods and follows a specific sequence
of steps:

1. The ransomware infiltrates the targeted system and initiates its operation.

2. Cryptographic Application Programming Interfaces (APIs) on the system generate an encryption
key, such as AES-256.

3. The ransomware encrypts this key using a predetermined key like RSA-2048 and then transmits
the encrypted version to the attacker.
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4. The user’s data gets encrypted using the key.
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Figure 3.1: Fundamental hybrid encryption structure in ransomware [24]

5. The ransomware systematically erases the key from the system, leaving only the attacker with
access to the decryption key.

6. Aransom message is displayed to the user, awaiting payment.

It's important to note that variations may exist, where the encrypted key is securely stored on the
system itself, with any interaction with the attacker limited solely to matters related to payment for
decryption.

3.3 Key Management Approaches in Ransomware

Over the years, the approach to managing keys in ransomware has evolved as developers
assimilate lessons from their errors. This continual evolution in cybercrime renders it a lucrative
endeavor when executed adeptly. Essentially, all cryptoviral attacks adhere to a set of steps:

1. Infiltrate the target and initiate the attack.
2. Obtain the secret encryption key.
3. Encrypt user data.
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4. Culminate the operation by demanding a ransom.

The “encryption secret” typically involves the use of a key, and safeguarding this key is paramount
for attackers to sustain control over their victims, underscoring the criticality of effective
management practices. This discussion delves into observed techniques for managing keys in
cryptoviral extortion schemes.

3.3.1 Absence of Key or Encryption

Certain scareware employs deceptive tactics to create a false perception of compromised security,
inducing users to make impulsive decisions under duress. Some fake scareware capitalizes on the
success of widespread ransomware attacks, masquerading as authentic ransomware. Despite its
deceptive appearance, this type of software does not genuinely encrypt files. Instead, it may
obfuscate or delete user data, presenting a ransom note soliciting payment. For instance, the
pseudo-ransomware AnonPop falsely claimed file encryption and demanded $125 for “decryption.”
In reality, there is no legitimate file restoration process in this deceptive scareware. Since files are
not securely deleted, recovery is feasible without ransom payment. Due to the absence of actual
encryption, key management is irrelevant. The primary objective of such fake ransomware is to
profit swiftly without undertaking the complexities of secure file encryption, decryption, and
associated key management. This represents a low-effort operation for cybercriminals, particularly
when authorities are focused on addressing more substantial malware threats. Furthermore, the
absence of encryption operations enhances the likelihood of evading heuristics-based detection
methods employed by antivirus solutions, such as triggering alerts related to CryptoAPI access in
Windows. Instances of ransomware following this model include AnonPop, original versions of
ConsoleCrypt and Nemucod, and certain WannaCry imitators like Aron WanaCryptOr 2.0 [10].

3.3.2 Essential Decryption in User Domain

“Essential Decryption in User Domain” in the context of ransomware denote critical components
required for the decryption process that may be susceptible to user access. This susceptibility
arises when users can obtain or reveal the decryption key, essential for decrypting files encrypted
by ransomware. Such exposure may occur through activities like scrutinizing the ransomware’s
code or examining files within the system or network where the decryption key is stored. If these
decryption components are readily accessible to users, it categorizes that ransomware variant as
having decryption essentials within the user’s reach.

3.3.2.1 Decryption Necessities on Host Machine

If the decryption key can be obtained by scrutinizing the computer, either during or after the
encryption process, it falls into this category. This classification encompasses scenarios where a
distinct symmetric key is generated on the compromised machine and then safeguarded using a
coded key(public key) embedded in the ransomware. The attacker possesses the corresponding
key (private key), but due to inadequate measures, it is labeled as ‘key on host machine,” making
recovery relatively straightforward for victims. Since the symmetric encryption key originated within
the user’s domain, there might be a possibility of accessing it without paying any ransom. In some
instances, programming errors in coding have inadvertently facilitated key retrieval. For example,
the CryptoDefense ransomware overlooked the step of destroying the key on the infected machine,
making it easily recoverable from a specific folder [16].
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3.3.2.2 Decryption Necessities Distributed Among Peers

In this approach, attackers seek to conceal the decryption key by fragmenting it, potentially
encrypting these fragments, and dispersing them among a peer group, such as compromised hosts
within an organizational network [12]. The significant advantage for attackers in this strategy is that
the key is not centralized on one host, making reverse engineering more challenging. Additionally,
attackers can avoid the reliance on successful communication with a C&C server post-infection,
which is crucial for the ransomware’s functionality, as explained later in this paper. However, there is
a risk that a user restoring their host machine from a backup may lose their portion of the key,
making it impossible to decrypt other infected peers, as the key cannot be reconstructed. This
poses a serious concern for attackers, as the overall success of a cryptoviral extortion campaign
hinges on successful decryption upon payment. Without this, future victims lack motivation to pay.
In ransom notes, ransomware authors now stress the risk of attempted restoration, warning that
such actions may result in the loss of critical decryption information and potential data loss for other
network nodes, a point highlighted by Young and Yung [12].Examples of ransomware employing
this model: (None observed to date).

3.3.3 Essential Decryption in Attacker Domain

This model encompasses situations where the attacker exclusively possesses the decryption
essentials. Overall, it provides the attacker with a strategic advantage by ensuring the key remains
secure in their possession. Two variations of this model will be detailed.

3.3.3.1 Decryption Necessities on a Command and Control (C&C) Server: Single
Encryption

In this ransomware model, certain variants rely solely on public key cryptography. They encrypt user
files using a hardcoded or infection-specific public key upon initial infection. After displaying a
ransom note, they send the private decryption key upon receiving payment. While simple, this
model has weaknesses, including a single key pair for all victims and slower asymmetric key
encryption with increased file size.

CryptoLocker exemplifies a single encryption method, securing user data with an exclusive
host-specific asymmetric public key, preventing key sharing among victims as shown in Figure 3.2
[13].
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Figure 3.2: Cryptolocker encryption process [32]

The model employed by CryptoLocker, while free of cryptographic flaws when implemented
correctly, is becoming less prevalent in modern ransomware variants like WannaCry. This shift is
attributed to the slow nature of asymmetric key encryption and a fundamental operational
constraint—the dependence on a connection to a C&C server. Encryption doesn’t initiate until the
ransomware receives the public key from the C&C server. The potential disruption of this
communication by blocking requests to potential C&C servers is feasible, as network administrators
maintain blacklists of known C&C server IP addresses [14][33]. Crowd-sourced lists contribute to
effective border firewall blocks, causing dormant cryptoviral infections and disrupting the overall
ransomware operation.

3.3.3.2 Decryption Necessities on a C&C Server: Hybrid Encryption
Earlier, we explained a hybrid encryption model. Now, we introduce a ransomware instance utilizing
a slightly adapted hybrid model.

In the hybrid encryption model demonstrated by WannaCry, the ransomware employs a series of
steps to ensure layers of encryption;

1. First the ransomware infiltrates a host. Generates a RSA key pair (Ks, Kp), for the infection.

2. It then uses a predefined key (KA) to encrypt the generated private key (Ks).

3. With the help of a pseudorandom number generator the ransomware creates AES keys for
encrypting files.

4. The infection specific public key (Kp) is applied to encrypt all AES keys (S = {K1, K2...Kn}).
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5. To prevent any chance of recovery all AES keys are immediately deleted from memory.
6. Finally the ransomware displays a message demanding payment.

This particular model offers advantages. It ensures encryption using techniques like AES
while limiting communication with external entities solely to payment related matters. Moreover it
securely retains the attackers key. Notably this model addresses limitations by utilizing distinct AES
keys for each file thereby enhancing security, against interruptions and attacks.

3.4 Taxonomy of Ransomware Based on Key Management Approaches

We propose a ransomware classification inspired by the Saffir-Simpson hurricane scale, introducing
six categories based on the complexity of reversing encryption without paying the ransom [15]. This
system aims to quickly inform security professionals and end-users about the likelihood of
decrypting data without payment, considering observed flaws. Analyzing samples from 25
ransomware families, we categorized them similar to hurricane classifications, considering their
impact and including recent variants. The classification is based on the time and difficulty of
reversing encryption, using static and dynamic analysis to understand functionality and behavior.
The goal is to assess the virulence of ransomware infections in terms of their encryption models
and provide insights into the challenges of decryption without payment. Note that a ransomware
strain may shift categories over time based on discoveries of vulnerabilities in its encryption model.
See Figure 3.3 for a summary of ransomware categories.
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Category 1

No actual encryption (fake scareware)
Demanded ransom before encryption

Category 2

Decryption essentials extracted from binary
Derived encryption key predicted

Same key used for each infection instance
Encryption circumvented

(decryption possible without key)

File restoration possible

using Shadow Volume Copies

Category 3

Key recovered from file system or memory
Due diligence prevented ransomware

from acquiring key

Click-and-run decryptor exists

Kill switch exists outside of attacker’s control

Category 4

Decryption key recovered from a C&C server

or network communications
Custom encryption algorithm used

Category 5

Decryption key recovered under
specialized lab setting
Small subset of files left unencrypted

Category 6

Encryption model is seemingly flawless

Figure 3.3:

Summary of ransomware categories [24]
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3.4.1 Category 1

* Deceptive scareware: pretends to be ransomware but doesn’t encrypt files.

* Operational flaw: some ransomware reveals the ransom note before starting encryption, allowing
quick preventive action by victims or antivirus solutions.

3.4.2 Category 2

Decryption essentials in ransomware can be extracted through reverse engineering, like
disassembling the binary if a hard-coded key is used. In cases like Linux.Encoder.A, the
ransomware used system timestamps to create keys, making decryption easy if the timestamp is
accessible [16]. Weaknesses include using the same key for all victims, poor encryption algorithm
choices (as seen in desuCrypt’s use of vulnerable RC4 stream cipher) [17], and the possibility of file
restoration from neglected system backups like Shadow Volume Copies on NTFS.

3.4.3 Category 3

The decryption key in ransomware can be discovered by an average user from the host machine’s
file structure or memory, as seen in CryptoDefense where keys were not securely deleted [16].
Users can also prevent ransomware by interrupting its encryption process, blocking known C&C
servers, using decryptors created by the security community [7], or exploiting external kill switches
like the one in WannaCry, where a global kill switch in the form of a domain name could abort
encryption if registered, rendering the ransomware ineffective [18].

3.4.4 Category 4

The decryption key can be obtained either from a centralized location, such as a compromised C&C
server, or extracted through the complex process of monitoring communication between the
ransomware and the C&C server. An illustration of this is seen in the CryptoLocker case, where
authorities managed to take control of a network of compromised hosts, gaining entry to the
decryption essentials for approximately 500,000 victims [19].

Ransomware that employs unique encryption techniques often goes against the
fundamental principle of cryptography: “do not create your own encryption method.” While the idea
of devising a distinct cipher that seems secure may be tempting, amateur-designed cryptographic
methods are likely to be exposed under the scrutiny of professional cryptanalysts [20]. Instances
like the early version of the GPCoder ransomware in 2005, which utilized poorly designed custom
encryption, serve as examples of the risks associated with this approach [21].

3.4.5 Category 5

Acquiring the decryption key is a rare occurrence and usually requires specific laboratory conditions.
Take, for instance, WannaCry, where an unpatched Windows XP system with a cryptographic API
vulnerability allowed users to extract prime numbers from RAM, leading to decryption key retrieval
[22]. However, this situation is highly dependent on the victim using a particular Windows XP
version and being lucky enough that memory space hasn’t been reassigned to another process.
Another theoretical avenue involves exploiting a pseudo-random-number-generator (PRNG) flaw in
an unpatched Windows XP system, revealing previously generated keys and potentially reversing
WannaCry encryption [23]. It's crucial to understand that these unique conditions are not applicable
to most victims.
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In certain cases, ransomware may leave a small subset of files unencrypted for various
reasons. Some ransomware selectively encrypt files based on size, while others decrypt a few files
for free to demonstrate their decryption capability. Consequently, only a limited number of victims
might be fortunate enough to require only these unencrypted files, tolerating the loss of the
remaining ones.

3.4.6 Category 6

The encryption method is highly resistant to cryptographic attacks, implemented flawlessly, and
currently has no known vulnerabilities. In simpler terms, there is currently no established method to
decrypt the files without fulfilling the ransom payment.

3.4.7 Results of Categorization

We categorized 25 ransomware samples, as depicted in Figure 3.4, utilizing the methodology
outlined earlier [24]. The classification was based on identifying vulnerabilities in their encryption
models, and we provided insights into the primary reasons each sample was assigned to a specific
category.

Nemucod 2016 Category 1
ATIDS 1989 Category 2
DirCrypt 2014 Category 2
Poshcoder 2014 Category 2
Torrent Locker 2014 Category 2
Linux.Encoder.1 2015 Category 2
Jigsanas 2016 Category 2
desuCrypt 2018 Category 2
RaBRuCrypt 2018 Category 2
CryvptoDefense 2014 Category 3
CryptoWall 2014 Category 3
CTB-Locker 2014 Category 3
Locky 2016 Category 3
KeRanger 2016 Category 3
z2Crypt 2016 Category 3
HyvdraCryvpt 2016 Category 3
WannaCry 2017 Category 3
GPCoder 2005 Category 4
PowerWare 2016 Category -4
CryvptoLocker 2013 Category 6
Petya 2016 Category 6
Crysis 2016 Category G
Cerber 2016 Category 6
RAA 2016 Category 6
NotPetya /GoldenEye 2017 Category 6

Figure 3.4: Categorization of Ransomware [24]
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3.5 Methodology for Coping with Ransomware

To cope with ransomware effectively,in this thesis, the following systematic approach was em-
ployed:

1. Verification of Threat: Begin by verifying if the ransomware threat is real or merely scareware.
If preventive action is possible, isolate the affected machine to prevent further spread. For virtu-
al machines (VMs), pause the VM and take a memory dump before considering a shutdown.
This helps preserve crucial data and enables further analysis of the ransomware.

2. Reverse Engineering: Decompile the ransomware binary to locate hard-coded keys. This pro-
cess involved utilizing tools such as Volatility to perform memory analysis and identify suspi-
cious processes. Subsequently, these processes were dumped and the executable was de-
compiled to search for embedded keys.

3. Memory Forensics: If hard-coded keys are not found, search for encryption keys stored in
memory. This involves using live memory forensic tools, as was done in the experiments de-
tailed in this thesis.

4. CryptoAPI Hooking: If memory forensics does not yield results, employ an alternative method
involving CryptoAPI hooking. The Frida tool was utilized to intercept and analyze cryptographic
API calls, potentially revealing the encryption keys.

5. Monitoring C&C Communication: Search for communications between the ransomware and
its Command & Control (C&C) server to intercept decryption keys. Collaborate with authorities
to take control of these servers if feasible. This step was deemed too risky and thus not exam-
ined in this thesis.

6. Exploiting System Vulnerabilities: If the above methods are unsuccessful, use specific labor-
atory conditions, such as unpatched system vulnerabilities, to extract decryption keys from
memory. This scenario was not examined in this thesis due to its specialized requirements.

7. Assessment of Encryption Strength: Finally, assess if the ransomware uses strong encryp-
tion methods with no known vulnerabilities. If it does, this indicates that conventional decryption
attempts may be futile without paying the ransom.

3.6 Distinctive features identified in contemporary ransomware

Contemporary ransomware poses diverse challenges extending beyond mere data loss. These
malicious programs encompass functionalities like deploying trojans and cryptocurrency mining
modules. Some leverage sophisticated elliptic curve cryptography, advanced key management
systems, novel methods of infection, backup elimination, and other advanced techniques [24]. In
this section, we explore the anticipated evolution of highly impactful cryptoviral extortions based on
empirical analysis of real-world ransomware samples, showcasing their divergence from
conventional trends.

Contemporary ransomware introduces threats that extend beyond basic data encryption, as
discussed earlier. These sophisticated variants encompass additional complexities, and we
elaborate on the intricacies of these associated threats below.

3.6.1 Integration of cryptojacking routines

The rise of cryptojacking is evident, with ransomware developers now integrating illicit
cryptocurrency mining into their tactics. A recent trend involves combining a mining operation with
ransomware to generate extra income. BlackRuby ransomware, for instance, conceals a mining
process in the background, activating it while waiting for ransom payment [25]. This dual strategy
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aims to maximize gains by demanding a ransom for encrypted files and utilizing the victim’s
computing power for cryptocurrency mining.

3.6.2 Utilization of elliptic curve cryptography

Recent examples of ransomware, such as Petya and PetrWrap, opt for the ECIES algorithm over
the traditional RSA algorithm to secure their encryption keys [26].

3.6.3 Deliberate destruction of backups

Increasingly, ransomware variations are proactively targeting and encrypting network backups,
along with permanently erasing VSS files to eliminate any chances of recovering files.

3.6.4 Introduction of spyware

Some ransomware types, like RAA, go beyond encryption and introduce additional malware, like
trojans, to spy on users [27]. Although these ransomware strains may release the decryption key
upon payment, there is no confirmation of trojan removal post-payment.

3.6.5 Diversification across multiple attack vectors

Historically, malware primarily infiltrated systems through social engineering in emails, relying on
human interaction. However, this method is less efficient than exploiting known vulnerabilities.
Notably, WannaCry gained notoriety for its worm-like spread, exploiting the EternalBlue vulnerability
[6]. In recent targeted ransomware attacks, sophisticated manual reconnaissance is employed to
infiltrate hosts and propagate within internal networks. Another emerging attack vector involves
targeting inadequately authenticated RDP services, a method increasingly favored by ransomware
operators.

3.7 Summary

A fundamental distinction between cryptoviral extortion programs and regular on-the-fly encryption
programs like TrueCrypt or VeraCrypt is the unknown decryption key, unauthorized encryption, and
the need for a unique key for each victim. Modern ransomware generates distinct encryption keys to
prevent collaboration among victims and facilitate effective decryption. This chapter explores the
evolution of key management in ransomware, highlighting novel characteristics in modern variants.
The classification methodology introduced assesses technical prowess, excluding overall
effectiveness, with plans to expand to reflect overall effectiveness in the future. The focus is on
post-execution aspects, assuming successful infiltration, emphasizing the critical role of key
management in ransomware threat mitigation.

CHAPTER 4

Extracting Encryption Keys with Memory Forensics

4.1 Introduction

The objective of this chapter was to assess the viability of live forensic methodologies in combating
ransomware attacks. It evaluates the attainment of objectives and the fulfillment of the primary aim.
Digital forensics methods for recovering ransomware encryption keys
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The chapter is structured into distinct sections, each dedicated to the analysis of a specific
ransomware sample. These sections present the findings of the conducted experiments. A key
focus of live forensics is the scrutiny of system memaory, wherein malicious code operates. This
examination typically occurs offline to preserve memory integrity, necessitating the capture and
preservation of the system’s memory for analysis.

4.2 Experiment design

The experimentation phase involved testing ransomware samples within a VirtualBox virtual
machine running Windows 7. Ransomware specimens were sourced from reputable repositories,
namely https://github.com/ytisf/theZoo and https://bazaar.abuse.ch/ in February 2024. These
samples, initially in binary format, were extracted from encrypted ZIP files before use, often
requiring manual addition of file extensions prior to execution.

To ensure the safe testing of these ransomware samples, precautions were implemented.
The virtual machine’s network adapter was set to host-only mode, shared folders between the guest
and host were removed, and on the host side, data was backed up externally, and internet
connectivity was severed to prevent ransomware escape. Various test folders were strategically
placed across the file system, including Desktop, Documents, Pictures, Program Files, Program
Files (x86), and Windows. Additionally, a folder was introduced into the Recycle Bin to assess if the
ransomware scanned this location. These test folders encompassed diverse file formats—rich-text,
text, PDF, and image files—each having a non-zero size.

At an abstract level, the experiments followed a structured approach: executing a
ransomware sample in a controlled virtual environment, capturing copies of the machine’s volatile
memory during execution, and subsequently analyzing these memory captures using forensic tools.
The focus of the investigation was on identifying the encryption key employed during the symmetric
encryption phase, typically represented by the Advanced Encryption Standard (AES) key. Modern
crypto ransomware often utilizes a hybrid encryption approach, combining symmetric and
asymmetric encryption. While the public key for asymmetric encryption is delivered with the
ransomware, the private key remains in the hands of the attacker. Since the private key is not
present on the infected machine, this research concentrated on detecting the key utilized during the
symmetric encryption phase, particularly the AES key.

Dynamic analysis forensic tools, identified through a comprehensive literature review, were
employed to scrutinize the captured memory samples. The objective was to identify potential
candidate AES keys, shedding light on the encryption mechanisms employed by the ransomware
during its execution.

4.3 Ransomware sample selection

Three ransomware examples were selected for analysis, all categorized as HCR strains utilizing
AES for symmetric encryption:

e Phobos: Emerged in early 2019, Phobos ransomware bears a strong resemblance to the
Dharma (a.k.a. CrySis) family, likely distributed by the same group.

o NotPetya: Notorious for its devastating impact, NotPetya stands as one of the most costly
cyberattacks in history, estimated at over $10 billion. Unlike WannaCry, NotPetya employs
various propagation techniques to infect networked computers.
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Jigsaw: Originating in 2016, Jigsaw encrypts files and progressively deletes them,
demanding ransom for decryption and file preservation. Initially dubbed “BitcoinBlackmailer,’
it garnered its name from its association with the Saw film franchise, featuring Billy the
Puppet.”

3

4.3.1 Other Ransomware

Several other ransomware samples were initially considered before deciding to use the three
examples mentioned above. The following were evaluated before being excluded:

WannaCry, Thanos & Gpcode: Despite conducting multiple tests on the memory acquired
during the execution of this malware using all live forensics tools, no recoverable AES keys
were found.

Cerber: This ransomware does not appear to use AES encryption.

Locky: The sample of this ransomware required internet access to download the file
encryption modules, as they are not included with the initial sample. Allowing this external
network access was considered too risky.

Satan, SamSam & GrandCrab: It was not possible to trigger these samples of ransomware
to encrypt any of the control files or display the ransom message.

4.4 Tools

The following tools were used during execution of the experiments:

REMnux - A complimentary Linux toolkit, REMnux serves as a pivotal resource for
malware analysis and reverse engineering endeavors. Offering a clutter-free interface and
robust features, REMnux facilitates the seamless examination of malware files.

Volatility - As an open-source memory forensics framework, Volatility plays a vital role in
incident response and malware analysis tasks. Crafted in Python, it boasts cross-platform
compatibility, catering to Microsoft Windows, Mac OS X, and Linux environments.

Process Hacker - An open-source process viewer, Process Hacker is a versatile tool
equipped with a suite of functionalities. From aiding in debugging to malware detection and
system monitoring, it boasts potent capabilities such as process termination, memory
manipulation, and other specialized features.

PE Studio - Designed for static investigation of Windows executable binaries, PE Studio is
a complimentary tool that provides insights into the inner workings of executable files.
Offering a range of analysis capabilities, PE Studio aids in identifying potential security risks
and vulnerabilities within binaries.

IDA Pro - Itis used as disassembler to parse Windows OS executable files
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e dnSpy - Itis an open-source tool for reverse engineering .NET applications. It serves as
an assembly editor, debugger, and decompiler, enabling users to analyze and modify
compiled .NET assemblies. With support for various .NET languages, such as C#, it allows
for inspecting and understanding the source code of .NET applications. dnSpy is widely
used in security research and debugging activities to examine and analyze the inner
workings of .NET applications.

e Winpmem - Itis an open source framework that serves for the extraction of volatile
memory. It can be found in GitHub and is written in Python.

e FTKimager - Itis a virtual memory imaging and data preview tool used to acquire
information (memory dumps) in a forensic way by creating copies without making changes
in the state of the original evidence. It is a tool widely used for both extraction and memory
analysis, thanks to its graphical environment that facilitates its use for the user.

e Findaes - This was a tool developed by Kornblum(Kornblum,2019) and tries to find the
keys using the AES key schedule. This is one of the two tools that will be used to examine
the captured memory try and discover the ransomware‘s AES keys.

e Interrogate - This was a tool developed by Maartmann-Moe(Maartmann Moeetal.,2009)
and was used during their research to investigate both RSA and AES keys in cryptographic
applications such as disk encryption and PGP. This is one of the two tools that will be used
to try and discover the ransomware‘s AES key from the captured memory

4.5 Experiment 1

A safe, isolated virtual environment was created and Jigsaw ransomware sample described in Table
4.1 was executed within it. After approximately 2 minutes the ransom note shown in Figure 4.1 is
displayed. Memory was captured from the infected system and its contents were examined using
different live forensic tools in an attempt to identify the symmetric encryption keys being used by the
ransomware.

Name Jigsaw

SHA 256 86a391fe7a237f4f17846c53d71e45820411d1a9a6e0c16f22allebc491ffoff

URL https://github.com/ytisf/theZoo/blob/master/malware/Binaries/Ransomware.Jigsaw/Ransomware.
Jigsaw.zip

Table 4.1: Jigsaw Sample Details
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1 file will be delete

»nd $150 worth of Bitcoin here:

| made a payment. now give me back my files!

Figure 4.1: Jigsaw Ransom Message

To obtain a memory capture, the virtual machine was subjected to the following command:

Winpmem_mini_x64_rc2.exe Win7-Jigsaw.raw

C:slUsers'whoxusersDesktopiuwinpmem_mini_x64_rc2.exe Win'?-Jigsaw.raw

Figure 4.2: Jigsaw Memory Capture

We then analyzed the memory dump (.raw) obtained in the previous step using Volatility. Using the
following commands one can determine the operating system, hardware architecture, and service
pack version utilized.

Vol.py -f Win7-Jigsaw.raw imageinfo
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remnux@remnux:~/D 1z t
Volatility Foundation Volatility Fram
/usr/local/lib/python2.7/d -packag Y. _age key 2: CryptographyDeprecationWarning: Python 2 is no longer supp|
orted by the Python core team. Support for it is now deprecated in cryptography, i e removed in the ne .
from cryptography.hazmat.bac import backend
volatility.debug e ning profile based on KDBG o o c
0 Win2008R25POx64, Win2008R25P1 24000, Win2008R2SP1 23418, Win2008R2SP

: WindowsAMD64PagedMemory (Kernel AS)

(/home/ nux,/ ktop/volatility3/Win7-Jigsaw.raw)

x187006L
0280f0a6L
Number of Proc
Image Type ( vice Pack)
KPCR for CPU © 3 0002810d06L
KUSER_SHARED_ DATA X 30000000001
Image date and tim 2024-02-24 07:50:35 UTC+0008
Image local date and time : 2024-02-24 09:50:35 +0200

Figure 4.3: Running volatility, which is a tool for memory forensics analysis

The pslist lists all the processes running on that system when we acquired the RAM dump on the
memory dump file Win7-Jigsaw.raw . Type the following command to list all the processes running
on that system when the RAM dump was acquired:

vol.py -f Win7-Jigsaw.raw —profile= Win7SP1x64 pslist

volatility
/usr/local/lib/python2.7/d -packa ¥, ationWarning: Python 2 is no longe
orted by the Python core . Support for it is now d Y release

cryptography.ha . sl import bac

)

036dco4e
048afede
5b44060

NWwoWwe

> o

0 WmiPrvsg
drpb:
sppsvc.

Figure 4.4: We see a suspicious process running

We can now take a look with the DIIList plugin at the dynamic libraries that are associated with
drpbx.exe(process id 3064):

vol.py -f Win7-Jigsaw.raw —profile= Win7SP1x64 dlllist -p 3064
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udo vol.py -f Win7-Jigsaw.raw --profi i 4 dlllist -p 3064
k 2.6.1

',‘1:’t(a'l,’lib/|:wt c ist- a y. i ommunity/Yi i L c 2: CryptographyDeprecationWarning: Python 2 is no longe
by the Python c r it is now i ryptography, a Wi oved in the n
from cryptography.hazmat. buckwnd\ openssl import backe
SRS RS S R RS RSSO R

3737a1428b613061e76

B er\AppData\Local\Drpbx\drpbx
0x1a%000 X 1970-01-01 00:00: +0000 E STEM32\ntdll.d1l
2024-02-24

en32\KERNELBASE . d11
em32\ADVAPI32.d11
Ox4d 2024-02-
0x35
UTC+0
UTC+0000 \Wlndu ~\~,~t\~n\92\§HLWAFI dll
0x5d 2824 -24 © UTC+0008 "= \_)Z\GUIJZ d1ll
0x5e 2024-02-24 © : UTC+0
2024-02-24 © UTC+0008 —:\Wi '\SZ\LFK.dll
UTC+0000 iAW 132\USP10.d11
0x4 2024 -24 07:45: UTC+0000 ~:\Window ystem32\IMM32.DLL
2024-02-24 © E UTC+0008 i n32\MSCTF.d11
2024-02-24 © UTC+0000
2024-02-24 © £ UTC+0000
727.4940 e 88
0x000007fe olo OX OX2 2024-02-24 07:45: UTC+0000 :\Window
uTC+0000 \Wind
= \Wind
2024-02-24 © £ +0000 _:\Windows\assembly\NativeImages_v2.0.50727_64\mscorlib\9469491f37

2024-02-24 07:45: 0OOE :\Wlnd(l\l\\N"\tr‘ﬂ\DZ\CP\TPTBAqE dit

2024-02- 3

2024-02-24 © —+0000 i icr . 64\v2.0.50727\msc .
2024-02-24 © £ +0000 ~:\Wi a y\NativeIm _v2.8.50727_64\System\adff7dd9fese

0x000007 fef1500000 Ox 000 Ox1 2024-02-24 07:45: UTC+0000 :\Windows\a: mbly\NativeImages v2.0.50727 64\System.Drawing\591@

Figure 4.5: The dll responsible for the encryption of files

We aim to list the modules (loaded libraries or executables) that are associated with the process
containing the string “drpbx.exe.”:

vol.py -f Win7-Jigsaw.raw —profile= Win7SP1x64 I[drmodules | grep drpbx.exe
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remnux@remn 0 L i in7-Jigsaw.raw --prof in7s 4 ldrmodu | grep drpbx
Volatility
/10(a1/11b/p"t Ka a mmunlt y/¥inglLi/ssh_, L py:1 ptographyDeprecati a : Python 2 is no longer supp
by the Python ¢ S rit i ow in cryptography, and will be d in the ni

er\AppData\Local\Drpbx\

0007frf0130000 rue e ow! bly\NativeImages_v2.0.50727_ System.Core\83e2f6909980da7347e7806d8¢c

ore.ni.dll
0007 feffo7 i r True e i m32\msvert.dll
0007 fefl50 @ True True = i mbly\NativeImages v2.0.50727 64\System.Drawing\5910828a337dbe848dc9ec7a
ystem.Drawing.ni.dll
Tru i . " rk64\v2.0.50727\m jit.dll
True i s\as _v2.0.50727_ nscorlib\9469491f37d9c35b596968b20661530)|
9\ms .ni.dll
True
True

WWWwwn Www

D W

bly\NativeImages v2.0.50727 64\System\adff7dd9fe8e541775c46b6

m32\1pk.dll
m32\imm32.d11
bly\NativeImages_v2.0.58727_64\System.Windows.Forms\6c3527f9e

Wow W —h W W w

True True
False False

w

m32\advapi32.dll
m32\shlwapi.dll

Wowww

w

-50727.4940_|
msvcrge.dll
0x000007fefas20000 Tr True
 a4d6a923711520a9\comct132.dl1
0007 fefed30000
0007 feffad0000

|
WWD WhWwWwww

Figure 4.6: These are injected with ransomware

Now, we aim to dump this process to our system and analyze it ,doing some kind of reverse
engineering or manual analysis to understand its behavior

vol.py -f Win7-Jigsaw.raw —profile= Win7SP1x64 procdump -p 3064 —dump-dir
/home/remnux/Desktop/

3$ sudo vol.py -f Win7-Jigsaw.raw --profile=Win75P1 procdump -p 3 --dump-dir /home nux/Desktop/
Volatility Foundation Volatility Framework 2.6.1
usr/local/lib/python2.7/dist-packages/volatility/plugins/community/YingLi/ agent key.py:12: CryptographyDeprecationWarning: Python 2 is no longe
by the Python ed t for it is now deprecated in cryptugraph , and will be removed in the next

from cryptography.hazmat.bac
ImageBase

utable.306

Figure 4.7: Memory dump of that particular process

Now we aim to upload our malicious file on the VirusTotal website and check whether it is malicious.
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21 VirusTotal - File - d999d- x | + - B x

€< c f3443d1b16bffe63e74b174d1636d8 T¥ =
Z d999d4079cbd943cde7bf12f65d5196fbf3443d1b16bffed 3e74bT741636d8 Q T @ (@ sgn [ signup ]
_—
27 security vendors and no sandboxes flagged this file as malicious C*Reanalyze = Similar - More -
executable.3064.exe
4999d4079cbd943cde7bof 443d1b16bfles3e74b174d1636d8 Size Last Analysi o
BitcoinBlackmailer.exe 283.50 KB § years ago EXE
peexs  6dbits

Community Score

DETECTION DETAILS COMMUNITY 2

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis () Do you want to autemate checks?
Ad-Aware (D Trojan.Ransom.Jig AhnLab-V3 (D) win-TrojantligsawLocker.Gen

AlVac O Ransom.J Arcabit (D) Trojan Ransom.Jigsaw.A

Avast (D) MslL:Ransom-AX [Trj] AVG (D) MsILRansom-AX [Trj]

Avira (no cloud) (D) HEURIAGEN 1035762 BitDefender (D) Trojan Ransom.Jigsaw.A

CrowdStrike Falcon (D Malicious_confidence_10 Cybereason (D) Malicious.e037bd

Cyren (D Wealligsaw B Emsisoft (D) Trojan Ransom.Jigsaw.A (B)

Figure 4.8: VirusTotal

Now we aim to try and analyze this executable with dnSpy which is going to allow us to decompile
it and try to read parts of the source code
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Edit View Debug Window Help @ & c - » st O

Config

SpecialFolder A_@)

®04NNNN2A

Figure 4.9: Jigsaw Decompilation

We see that we’ve got a program called BitcoinBlackmailer and if we open it up we can see that
we've got a ‘Main’ function and under that we’ve got different forms but most importantly we've got a
‘Config’ and if we go ahead and open that, we will see that we’ve got the product title which is
Firefox that's what this masquerades us

We've got the encryption file extension “.fun”

We know the max file size to encrypt “10000000” bytes

Then, we have here the encryption password “OolsAwwF23cICQoLDA0Ode==" which is a static
key which means that in this case they key is hardcoded within the actual ransomware executable.

| discovered a function named AesCrytoServiceProvider, indicating that AES encryption is utilized.
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al dnSp

File Edit  View Window ~ He L N[ . b Stet | O

Assembly Explorer osocccs oo v X AesCryptoServiceProvider() : void

i

t.Instrumentation

rmal

100% -

Figure 4.10: Jigsaw Decompilation

4.6 Experiment 2

A safe, isolated virtual environment was created and Phobos ransomware sample described in
Table 4.2 was executed within it. After approximately 2 minutes the ransom note shown in Figure
4.11 is displayed. Memory was captured from the infected system and its contents was examined
using two different live forensic tools in an attempt to identify the symmetric encryption keys being
used by the ransomware.

Name Phobos

SHA 256 9bd421c6f7f7d8278036944fcad3e04db408619678acf1b2024ef69d85¢c3932b

URL https://bazaar.abuse.ch/sample/9bd421c6f7f7d8278036944fcad3e04db408619678acflb2024ef6
9d85c3932hb/

Table 4.2: Phobos Sample Details
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encrypted

n

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to

the e-mail antich154@privatemail.com

Write this ID in the title of your message 7COBAD40-2994

In case of no answer in 24 hours write us to this e-mail: rikyrank113@protonmail.com -
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the tool
that wil decrypt all your fies.

Free decryption as guarantee

Before paying you can send us up to 5 fies for free decryption. The total size of fles must be less than 4Mb (non archived),
and files should not contain valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcons site. You have to register, cick 'Buy bitcoins', and select the seler by
payment method and price.

https://locabitcoins.com/buy bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://vwwaw.coindesk.com/information/how-can-buy-bitcoins/

Figure 4.11: Phobos Ransom Message

To capture the memory, the following command was executed on the host machine:

VboxManage.exe debugvm <Vbox Machine Name> dumpvmcore—filename
<filename>.elf

C:\Program Files\Oracle\VirtualBox>VBoxManage.exe debugvm ransomClone3 dumpvmcore --filename="C:\Users\paris\nen3.elf"

Figure 4.12: Memory Capture

Both live forensics tools employed to analyze the memory dumps successfully detected AES keys in
memory. However, some of these identified keys were disregarded as they existed before the
ransomware execution. However all the tools also successfully identified the 128 bit key used by the
ransomware to encrypt the files using the following commands:
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findaes.exe mema3.elf
or
interrogate -a aes -k 128 mema3.elf

C:\Users \vhoxusersDesktop\findaes—1.2\findaes—1.2>findaes.exe mem3.elf
Searching mem3.elf

AES—128 key schedule at offset Bx3600%234:

5d ab 78 Y6 a7 c8 ab 88 ea 85 6d ee fd 35

AES—128 Kkey schedule at oftset UWxad4/aail:
72 b2 cc c? b7 dB 15 Bf a8 34 7f 42 13
AES—-128 key schedule at offset Bxf1a35288@:
72 b2 cc c¢7 b7 dB 15 Bf a8 34 f 42 13 f

Figure 4.13: Phobos findaes Output

remnux@remnux: interrogate$ ./interrogate -a aes -k 128 mem3.elf

Interrogate ©0.0.4 Copyright (C) 2008 Carsten Maartmann-Moe <carsten@carmaa.com
This program comes with ABSOLUTELY NO WARRANTY; for details use "-h'.

This is free software, and you are welcome to redistribute it

under certain conditions; see bundled file licence.txt for details.

Using key size: 128 bits.

Using input file: mem3.elf.

Attempting to load entire file into memory, please stand by...
Success, starting search.

Found (probable) AES key at offset 03600934:

©1 48 5d ab 70 76 a7 c8 a5 80 ea 85 6d ee fd

Expanded key:

48 5d ab
1c cb 97
3d 14 7
aa 4a a2
91 93 1la
a7 ce aa
50 01 46
86 a2 6e
01 1f 88
ef 60 71
24 44 37

Figure 4.14: Phobos Interrogate Output

4.7 Experiment 3

A safe, isolated virtual environment was created and NotPetya ransomware sample described in
Table 4.3 was executed within it. After approximately 2 minutes the ransom note shown in Figure
4.15 is displayed.We captured memory from the infected system and analyzed its contents using
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two distinct live forensic tools. Our goal was to identify the symmetric encryption keys utilized by the
ransomware.

Name NotPetya
SHA 256 027cc450ef5f8c5f653329641eclfed91f694e0d229928963b30f6b0d7d3a745d7d3a745
URL https://github.com/fabrimagic72/malware-samples/tree/master/Ransomware/NotPetya

Table 4.3: NotPetya Sample Details

Doops, your important files are encrypted.

If you =ee this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recowver your
files, but don’t waste your time. Nobody can recover your files without our
decryption serwvice.

We guarantee that youw can recowver all your files safely and easily. fill you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send 5308 worth of Bitcoin to following address:
1Mz7153HMuxXTuRZR1t7BmGSdzantNbBUWX
Send your Bitcoin wallet ID and persomal installation key to e—mail
wowsmithlZ23456@posten.net. Your persomal installation key:
BxWS5k4—-J6dRJ3-7?6Ucab-6Lgc3W-CuTTfU-9aD6t8-T jCmiu—-GY¥bf XN-1QPI9JC—cymkRin

If you already purchased your key, please enter it below.
Key:

Figure 4.15: NotPetya Ransom Message

The test ransomware sample was started, using the command below:

C:\Windows\system32\rundll32.exe C:\Users\vboxuser\Desktop\NotPetya.dll, #1

EM Administrator: Command Prompt

Microsoft Windows [Version 6.1.76H811
Copyright <c> 280? Microsoft Corporation. All »ights reserved.

CoxWindowsssystem32>rundll132 _exe CoxlUserswhoxusersDesktop~HotPetya.dll.

C-sWindowsssystem32>

Figure 4.16: NotPetya execution command
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To capture the memory, the following command was executed on the virtual machine :

winpmem_mini_x64_rc2.exe NotPetya.raw

@ Administrator: Command Prempt E\@

m

mmm-
-
=g
L
S
/|
|
=

=

Figure 4.17: NotPetya memory capture

All two live forensics tools used to examine the memory dumps were able to identify AES keys in
memory, some of the found keys were ignored as they were present prior to the execution of the
ransomware. However all the tools also successfully identified the 128 bit keys used by the
ransomware to encrypt the files using the following commands:

findaes.exe NotPetya.raw
or
interrogate -a aes -k 128 NotPetya.raw

PS C:\Users\paris\Desktop\volatility\findaes-1.2\findaes-1.2> .\findaes.exe NotPetya.raw
Searching NotPetya.raw

Found AES-128 key schedule at offset 0x366d164:

62 all a6 41 e3 93 c3 bl 39 ec 31 bc 44 9d 9a 0

Found AES-128 key schedule at offset 0x18593164:

62 all a6 41 e3 93 c3 bl 39 ec 31 bc Ul 9d 9a el
Found AES-128 key schedule at offset 0x1e6573fuU:
3c 12 01 10 dd Of 93 6b fa 5f 3b 7c U6 28 31 50
Found AES-128 key schedule at offset Oxt3aad3fid:
3c 12 01 10 dd 0f 93 6b fa 5f 3b 7c U6 28 31 50

Figure 4.18: NotPetya findaes Output
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/interrogat ./interrogate -a -k 128 NotPetya.raw
] ] ght (C) 2008 Maartmann-Moe <carsten@carmaa.com
This program co with ABSOLUTELY MO WARRANTY; for detail
This is fr ;
under certain conditions;

Using key si 128 bits.
Using input fil NotPet

Found (probable) AES ke offset 18593164:
62 ad a6 < 3 93 - ec 31 bc 44 9d 9a
Expanded

ad ab

1c 47

09 7O

96 28

9b 19

9 Se

bc ff f1

36 8 10 1d 3 9cC
89 72 9b a7 ee
74 2c c7 13 € c2
71 b9 ©6 9e 4 7Tb

(probable) AES
3c 12 91 18 dd ef 93 &6b fTa Jc 48 28
Expanded key:

12 @1 10 dd
ds 52 19 d4a
ca ©a B6 4a
e7 43 el d7
fe b7 fc
af f5 e4
83 bo 72
98 =6 O7F
62 58
Be 2Zb
at 49

A total of ] found.
Spent 1511 - of your day looking for
/interrogate/interrogates$

Figure 4.19: NotPetya Interrogate Output

4.8 Conclusions

This chapter details the experimental processes and commands executed to test the hypothesis
that live memory forensics techniques can mitigate ransomware attacks.

During the execution of the ransomware samples, no external effects were observed, and
no assets outside the experimental environment were affected, demonstrating the quality of the
implemented experimental setup.
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For the selected ransomware samples, no network traffic was detected, indicating that
these samples were self-contained and did not require network access to function. However,
network traffic was generated when executing some of the rejected ransomware samples, such as
'Locky', which attempted to contact its command and control (C&C) server to download the
necessary encryption modules [49].

Some challenges were encountered in determining which ransomware samples to include
in the investigation. For instance, no keys were captured during the execution of 'WannaCry',
'‘Gpcode’, and 'Thanos' ransomware samples. Consequently, these samples were excluded from the
study, and the focus was shifted to samples where key capture was successful. Nonetheless,
further investigation into these samples was conducted using the Frida tool via APl hooking, as
discussed in the next chapter. Additionally, difficulties were faced in getting some ransomware
samples to execute correctly leading to their exclusion from the study.

It is noteworthy that Jigsaw falls under category 2 in the ransomware classification,
indicating that the encryption key is hardcoded. Consequently, after identifying and dumping the
suspicious process from the victim machine, as detailed in paragraph 4.5, the static key can be
found. This is why a different approach was employed in the other two experiments for extracting
encryption keys. However, Jigsaw will also be examined in the next chapter using the Frida tool to
validate my findings.

CHAPTER S5
Extracting Encryption Keys via CryptoAPI Hooking with Frida

5.1 Introduction

In this chapter, our goal is to investigate the effectiveness of employing live forensic methods,
particularly utilizing Frida for CryptoAPI hooking, to mitigate ransomware attacks. We evaluate the
attainment of our objectives and determine if our primary aim has been achieved. The chapter is
organized into separate sections, each dedicated to analyzing different ransomware samples tested.
Within these sections, we discuss and analyze the results of four conducted experiments.

5.2 Experiment design

For the experimentation phase, ransomware samples were tested within a VirtualBox virtual
machine running Windows 10. These samples were sourced from reputable repositories such as
https://github.com/ytisf/theZoo and https://bazaar.abuse.ch/ in April 2024. Initially, the ransomware
specimens were in binary format and were extracted from encrypted ZIP files before use, often
requiring manual addition of file extensions prior to execution.

To ensure safe testing, several precautions were taken. The virtual machine’s network
adapter was set to host-only mode, shared folders between the guest and host were removed, and
on the host side, data was backed up externally, with internet connectivity severed to prevent
ransomware escape. Various test folders were strategically placed across the file system, including
Desktop, Documents, Pictures, Program Files, Program Files (x86), and Windows. Additionally, a
folder was introduced into the Recycle Bin to assess if the ransomware scanned this location.
These test folders contained diverse file formats—rich-text, text, PDF, and image files—each having
a non-zero size.

At an abstract level, the experiments followed a structured approach: executing a
ransomware sample in a controlled virtual environment, intercepting API calls using Frida for
CryptoAPI hooking, and analyzing the intercepted data to identify encryption keys, particularly the
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AES key used during the symmetric encryption phase. Modern crypto ransomware often employs a
hybrid encryption approach, combining symmetric and asymmetric encryption. While the public key

for asymmetric encryption is delivered with the ransomware, the private key remains in the hands of
the attacker. Since the private key is not present on the infected machine, this research focused on

detecting the key utilized during the symmetric encryption phase, particularly the AES key.

5.3 Ransomware sample selection

The following three ransomware examples were selected for further analysis due to the previous
lack of results from memory forensics. Additionally, the Jigsaw ransomware sample was analyzed to
validate prior findings. All of which were examples of the HCR type of ransomware strains using
AES for the symmetric portion of the encryption.

e Thanos: Thanos ransomware, named after the Marvel supervillain, is a malicious program
developed by Moises Luis Zagala Gonzalez, a Venezuelan-French cardiologist. It emerged
around February 2020, coded in C#. Thanos encrypts victim files and demands payment,
usually in cryptocurrency like Bitcoin. It’s highly sophisticated, bypassing antivirus by
rebooting the system in safe mode. The ransomware offers customization options for
attackers, including message modification and self-deletion after attack.

e Gpcode: Gpcode ransomware spreads mainly through email attachments or by tricking
users into downloading it disguised as a legitimate software update. Once activated on a
victim’s computer, it encrypts files using robust encryption methods like RSA-1024 and
AES-256, making decryption without the key nearly impossible. Originating around 2005,
Gpcode gained notoriety as one of the earliest ransomware variants, earning the nickname
“$20 ransomware.” Despite its age, Gpcode remains active today. However, its creators are
notorious for not providing decryption keys even after receiving ransom payments, and
attempts to contact them have been futile.

e \WannaCry: The WannaCry ransomware attack, which occurred in May 2017, was a global
cyberattack unleashed by the WannaCry ransomware cryptoworm. It specifically targeted
computers running on the Microsoft Windows operating system, encrypting their data and
demanding ransom payments in Bitcoin. The attack spread rapidly due to the use of
EternalBlue, a vulnerability initially developed by the United States National Security
Agency (NSA) for Windows systems. EternalBlue had been stolen and leaked by a group
known as The Shadow Brokers a month prior to the attack. Despite Microsoft having
released patches to fix this vulnerability earlier, many organizations had not applied them,
either due to operational demands, concerns about compatibility issues with existing
software, shortage of staff or time for installation, or other reasons. This failure to apply
patches left systems vulnerable to attack, highlighting the critical importance of timely
cybersecurity measures.

5.4 Tools

The following tools were used during execution of the experiments:
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e Frida: Frida is a dynamic instrumentation toolkit renowned for its capability to intercept and
manipulate function calls in real-time, particularly within the Windows environment where it
can hook into the CryptoAPI. By injecting custom JavaScript scripts into running processes,
Frida enables researchers to intercept CryptoAPI function calls, such as
BcryptOpenAlgorithmProvider, BeryptSetProperty, BeryptGenerateSymmetricKey, and
BcryptEncrypt, allowing for the monitoring and modification of cryptographic operations.
This powerful framework is widely utilized in security research, malware analysis, and
penetration testing to analyze and understand the behavior of ransomware and other
cryptographic applications. Frida’s flexibility and ease of use make it an indispensable tool
for dynamic analysis and reverse engineering tasks focused on CryptoAPI-related activities.

e Visual Studio Code: VS Code provides a streamlined environment for creating JavaScript
scripts to intercept CryptoAPI calls with Frida. With its user-friendly interface and powerful
features like syntax highlighting and debugging support, developers can efficiently craft, test,
and debug Frida scripts within VS Code. This integration enhances the development
experience, allowing for seamless script creation and validation in real-time.

5.5 Experiment 1

A safe, isolated virtual environment was created and Jigsaw ransomware sample described in Table
5.1 was executed within it.Following this, Frida was deployed to intercept CryptoAPI calls made by
the ransomware. Specifically, the focus was on hooking into CryptoAPI functions to trace the
generation and usage of symmetric encryption keys. Through this method, the goal was to monitor
the ransomware’s encryption process and identify the keys involved, providing insights into its
encryption mechanisms and aiding in potential mitigation strategies.

Name Jigsaw
SHA 256 86a391fe7a237f4f17846c53d71e45820411d1a9a6e0c16f22allebc491ffoff
URL https://github.com/ytisf/theZoo/blob/master/malware/Binaries/Ransomware.Jigsaw/Ransomware.

Table 5.1: Jigsaw Sample Details

Below is the suspicious process associated with the Jigsaw ransomware running. The Frida tracing
command executed is as follows:

frida-trace -p <process_id_of drpbx.exe> -i BCryptGenerateSymmetricKey -i
BCryptOpenAlgorithmProvider -i BCryptSetProperty

The Jigsaw sample employs the AesCryptoServiceProvider .NET API, which leverages the
Cryptography API: Next Generation (CNG) framework provided by Windows. This cryptographic
framework is implemented within the berypt.dll library. To configure the encryption process, the
ransomware utilizes various functions from the CNG API. Specifically, the encryption algorithm,
along with its associated parameters and encryption key, is established through the invocation of
functions such as BcryptOpenAlgorithmProvider, BeryptSetProperty (for setting the Initialization
Vector and Chaining Mode), and BcryptGenerateSymmetricKey.
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14 Task Manager - O X
B | File Qptions View
EnpIiE Processes Performance App history Startup Users Details Services
\temp>frida 1140 —
Name PID Status User name CPU Memory (ac.. UACvirt. *

5| ApplicationframeHo.. 12144  Running  user 00 5496 K Disabled

N Bl cmd.exe 6392 Running  user 00 1,160 K Not all...
mentf'ji Bl cmd.exe 9684  Running  user 00 240K Disabled

re 5| CompPkgSrv.exe 14208 Running  user 00 1,200 K Disabled

Bl conhost.exe 2708 Running  user 00 7264 K Notall..

Bl conhost.exe 7620 Running  user 00 484 K Disabled

» 3 . | csrss.exe 544 Running ~ SYSTEM 00 1,040 K Notall..
Started tracing 3 functions. Press Ctrl+C to stop. _. csresexe 460 Runn!ng SYSTEM w 700K N_ﬂt all.
ctfmnn‘exe 192 Running  user 00 3308 K Disabled

1| dasHost.exe 3656  Running  LOCAL SER.. 00 4380 K Notall..

5| dllhost.exe 4308  Running  SYSTEM 00 984K Notall..

5| dllhost.exe 7292  Running  user 00 1,716 K Disabled

5| drpbx.exe 1140 | Running  user 00 5236 K Notall..

5 dwm.exe 548 Running DWM-1 00 95836 K Disabled

| Eg:ﬁ;::{\Iaot:ﬂo:;a:o;u;?o;;ware has been registered. r explorerexe 4916 Running  user 0 38704 K Disabled

Email us this code in the chat to active your software. It can r explorerexe 11544 Running  user 00 25616 K Disabled

take up to 48 hours. ¥ fontdrvhost exe 844 Ruming UMFD-0 0 76K Disabled

“a frida-trace.exe 3068  Running  user 00 500K Notall..

oK 1| GameBarfTServereh®  TZo50Silygning  user 00 2548 K Disabled

1)GoogleUpdate.exe 4320 Running — S¥&IEM 00 276K Notall..

- |sass.exe 684 Running  SYSTEM 00 6,620K Notall..

5 MoUsoCoreWorkerexe 9032 Running  SYSTEM 00 21,360 K Notall..

(s msdtc.exe 4532 Running  NETWORK.. 00 632K Notall..

& msedge.exe 2624 Running  user 00 2356 K Disabled

& msedge.exe 13480 Running  user 00 1,252 K Disabled

& msedge.exe 13632 Running  user 00 5044 K Disabled

& msedge.exe 9272 Running  user 00 4916 K Disabled
Fewer details End task
v
O Type here to search . X ' l & l 9 A B ~E B Z 20;1;3721 L1

Figure 5.1: Frida execution command
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e ] 144 Task Manager - O X
| File Options View
Processes Performance App history Startup Users Details Services
Name - PID Status User name CPU Memory (ac.. UACvirt.. ™
i BCryptOpenAlgorithmPro " ApplicationframeHo.. 12144 Running  user 00 5496 K Disabled
Bl cmd.exe 6392 Running  user 00 1,144 K Notall..
ed handler at "C:\\temp\\_ handlers_ \\bcrypt.dl1I\\ @l cmd.exe 9684 Running  user 00 240K Disabled
- - . #:| CompPkgSrv.exe 14208 Running  user 00 1,200 K Disabled
ad handler at "C:\\temp\\__handlers_ \\bcrypt.dll\ [ conhost.exe 2708 Running user 00 7,324 K Notall...
B conhost.exe 7620 Running  user 00 484 K Disabled
-d11 9 csrss.exe 544 Running  SYSTEM 00 1,032K Notall..
tracing 3 functions. Press Ctrl+C to stop. I csrss.exe 460 Running  SYSTEM 00 700K Notall..
ﬁcﬂmon.exe 192 Running  user 00 3,308 K Disabled
8 ms ®] dasHost.exe 3656 Running  LOCAL SER... 00 4,152 K Notall...
. . ® dllhost.exe 4308 Running  SYSTEM 00 984 K Notall..
! =————— Encryption a |g0 rithm # dilnost.exe 7292 Running  user 00 1732K Disabled
8 ms =] drpbx.exe 1140 Running  user 20424 K Notall..
m7] dwm.exe 548 Running DWM-1 00 93,880 K Disabled
k r explorer.exe 4916 Running  user 00 38,024 K Disabled
E 1] Cryptio n key m explorer.exe 11544 Running  user 00 25,752 K Disabled
=] fontdrvhost.exe 844 Running UMFD-0 00 76 K Disabled
- H | “a frida-trace.exe 3068 Running  user 00 476 K Notall.. |
& Ad d It iona I en crypt fon B GameBarFTServerexe 12848 Running  user 00 2516 K Disabled
/ param eters 5 Isass.exe 684 Running  SYSTEM 00 6,632 K Notall..
® MoUsoCoreWorker.exe 9032 Running  SYSTEM 00 21,324 K Notall..
¢~ msdtc.exe 4532 Running NETWORK .. 00 632K Notall...
£ msedge.exe 2624 Running  user 00 2356 K Disabled
& msedge.exe 13480 Running  user 00 1,252 K Disabled
& msedge.exe 13632 Running  user 00 5044 K Disabled
& msedge.exe 9272 Running user 00 4916 K Disabled
& msedge.exe 11496 Running  user 00 32,236 K Disabled
Fewer details End task
~
£ Type here to search W {3 Mo . 2 QB O o ] ) M. ~ & B & ;e 20;47_'8;_21 ]

Figure 5.2: Frida results

5.6 Experiment 2

A safe, isolated virtual environment was created and Thanos ransomware sample described in
Table 5.2 was executed within it.Following this, Frida was deployed to intercept CryptoAPI calls
made by the ransomware. Specifically, the focus was on hooking into CryptoAPI functions to trace
the generation and usage of symmetric encryption keys. Through this method, the goal was to
monitor the ransomware’s encryption process and identify the keys involved, providing insights into
its encryption mechanisms and aiding in potential mitigation strategies.

Name Thanos
SHA 256 5d40615701c48a122e44f831e7c8643d07765629a83b15d090587f469¢77693d
URL https://github.com/ytisf/theZoo/tree/master/malware/Binaries/Ransomware.Thanos

Table 5.2: Thanos Sample Details

The Thanos ransomware employs a single key for encrypting all files. However, unlike Jigsaw
ransomware, which relies on a hardcoded key, Thanos generates a random key for encryption [28].

The Frida tracing command executed is as follows:
frida-trace -i BCryptEncrypt -f f_thanos.exe
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Administrator: CAWINDOWS\system32\cmd.exe - frida_thanos.cmd - m] x %
| File Options View
Pracesses Performance App history Startup Users Details Services
C:\temp>frida_thanos.cmd ~

Name PID Status User name CPU Memory (ac.. UAC virtuali...

mp>frida-trace -i BCryptEncrypt -f f_thanos.exe ®| ApplicationFrameHo... 12144  Running user 00 4,900 K Disabled
enting. ... Bl cmd.exe 6392  Running user 00 1,104 K Not allowed

' / Bl cmd.exe 9684 Running user 00 240 K Disabled
®| CompatTelRunnerexe 13488  Running SYSTEM 0o 2,092 K Not allowed
B CompatTelRunnerexe 13772  Running SYSTEM 00 932 K Not allowed

1382 ms ®| CompPkgSrv.exe 14208  Running user 00 1,100 K Disabled
&l conhost.exe 1684 Running user 00 6,112 K Not allowed
Bl conhostexe 2708 Running user 00 7,164 K Not allowed
& conhostexe 10540 Running SYSTEM 00 6,132 K Not allowed

Bl conhostexe 7620 Running user 00 484 K Disabled
m csrss.exe 544 Running SYSTEM 00 1,112 K Not allowed
m csrss.exe 460 Running SYSTEM 00 712K Not allowed

@dfmon.exe 12992 Running user 00 3,304 K Disabled
Static AES key ®| dasHost.exe 3656 Running LOCAL SER... 00 3,112K Nf:vt allowed

= dllhost.exe 7292 Running user 00 1,668 K Disabled
®| dllhost.exe 4308 Running SYSTEM 00 972 K Not allowed

= dwm.exe 548 Running DWM-1 00 69,160 K Disabled

1 explorer.exe 4916 Running user 00 37,204 K Disabled

=] fontdrvhost.exe 844 Running UMFD-0 00 76 K Disabled
®| frida-helper-32.exe 8176 Running user 0o 1324 K Not allowed
= frida-helper-64.exe 3016 Running user 00 1,324 K Not allowed
w7 frida-helper-64.exe 12592 Running user 0o 1,268 K Not allowed
“a frida-trace.exe 11712 Running user 00 500 K Not allowed
| f_thanos.exe 3540 Running user 19,072 K Not allowed

®-| GameBarFTServerexe 12848  Running user 0o 1,964 K Disabled
1) GoogleUpdate.exe 4184 Running SYSTEM 00 2,488 K Not allowed
L) GoogleUpdate.exe 13564  Running SYSTEM 0o 4,148 K Not allowed
Fewer details End task

v

L Type here to search W X H . 4 M o | S =] adm.. = W & me 201133123 (]

Figure 5.3: Frida execution command and results

5.7 Experiment 3

A safe, isolated virtual environment was created and Gpcode ransomware sample described in
Table 5.3 was executed within it. Following this, Frida was deployed to intercept CryptoAPI calls
made by the ransomware. Specifically, the focus was on hooking into CryptoAPI functions to trace
the generation and usage of symmetric encryption keys. Through this method, the goal was to
monitor the ransomware’s encryption process and identify the keys involved, providing insights into
its encryption mechanisms and aiding in potential mitigation strategies.

~

w

Name Gpcode
SHA 256 e9ffda70e3ab71ee9d165abec8f2c7c52a139b71666f209d2eaf0c704569d3b1
URL https://bazaar.abuse.ch/browse.php?search=signature%3Agpcode

Table 5.3: Gpcode Sample Details

Initially, the ransomware generates a 256-bit AES key, represented as a random 32-byte sequence.
This key is then encrypted with a public RSA key pair using the legacy CryptEncrypt API, which
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internally invokes the modern BCryptEncrypt cryptography API [29]. Subsequently, the ransomware

utilizes the same AES key and API calls for encrypting files. This process involves CryptEncrypt,

which then triggers BCryptEncrypt, possibly with a zero Initialization Vector (IV).

The Frida tracing command executed is as follows:

frida-trace -i BCryptGenerateSymmetricKey -i BCryptOpenAlgorithmProvider -i BCryptSetProperty -i

BCryptEncrypt -f gpcode.exe

Microsoft Corporation. All rights reserved. "

emp>frida_gpcode.cmd

V

L N0t relevant
Encrypting random

{ AES key (plus 12 bytes
prefix) with RSA

48 ms

L Type here to search

Figure 5.4: Frida execution command and results

Digital forensics methods for recovering ransomware encryption keys

o

File Options View

Processes Performance App history Startup Users Details Services

Fewer details

A A0 A M0

Py ol AP U@ m

Name PID Status User name CPU Memory (ac.. UACvirtuali..
¥ ApplicationFrameHo.. 12144 Running user 00 4948 K Disabled

[ cmd.exe 6392 Running user 00 1,228 K Not allowed
[ cmd.exe 9684  Running user 00 240K Disabled

& CompPkgSrv.exe 14208 Running user 00 1,116 K Disabled

[ conhostexe 13084  Running user 00 6,112 K Not allowed
[ conhostexe 2708 Running user 00 6,704 K Not allowed
[ conhostexe 7620 Running user 00 476 K Disabled

B Csrss.exe 544 Running SYSTEM 00 1,052 K Not allowed
B Csrss.exe 460 Running SYSTEM 00 732K Not allowed
ctfmon.exe 13628  Running user 00 3308 K Disabled

5| dasHost.exe 3656 Running LOCAL SER... 00 3356 K Not allowed
5/ dllhost.exe 7292 Running user 00 1,664 K Disabled

5/ dllhost.exe 4308 Running SYSTEM 00 984 K Not allowed
B dwm.exe 548 Running DWM-1 00 78,108 K Disabled
1 explorer.exe 4916 Running user 00 40,384 K Disabled

¥ fontdrvhost.exe 844 Running UMFD-0 00 76K Disabled

¥ frida-helper-32.exe 14272 Running user 00 1,304K Not allowed
| ¥ frida-helper-64.exe 10760  Running user 00 1,288 K Not allowed
¥ frida-helper-64.exe 9888  Running user 00 1316 K Not allowed
“a frida-trace.exe 9268 Running user 00 500K Not allowed
| (5 GameBarfTServerexe 12848  Running user 00 1940 K Disabled
| 1)GoogleUpdate.exe 260 Running SYSTEM 00 704K Not allowed
upcode‘exe 7024 Running user 00 3364 K Not allowed
¥ |sass.exe 684 Running SYSTEM 00 6564 K Not allowed
[)MicrosofttdgeUpdat.. 10784  Running SYSTEM 00 692 K Not allowed
5 MoUsoCoreWorkerexe 9032 Running SYSTEM 00 38644K Not allowed
i msdtcexe 4532 Running NETWORK... 00 644 K Not allowed

End task

19:04
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1% Task Manager - O X
File Options View
Processes Performance App history Startup Users Details Services
Name . PID Status User name CPU Memory (ac.. UACvirtuali..
®] ApplicationFrameHo... 12144 Running user 00 4,940 K Disabled
Bl cmd.exe 6392 Running user 0o 1,204 K Not allowed
Bl cmd.exe 9684 Running user 0o 240 K Disabled
=] CompPkgSrv.exe 14208  Running user 00 1,116 K Disabled
B conhost.exe 13084  Running user 0o 6,088 K Not allowed
B conhost.exe 2708 Running user 0o 8668 K Not allowed
B conhost.exe 7620 Running user 0o 476 K Disabled
o . - ] csrss.exe 544 Running SYSTEM 0o 1,072 K Not allowed
In It la I 1ZI ng Wlt h t h e B csrss.exe 460 Running SYSTEM 00 732 K Not allowed
same AE S key to @ctfmonexe 13628  Running user 00 3,308 K Disabled
- = dasHost.exe 3656 Running LOCAL SER... 00 3,356 K Not allowed
en Crypt fl Ies =] dllhost.exe 7292 Running user 00 1,664 K Disabled
=7 dllhost.exe 4308 Running SYSTEM 00 984 K Not allowed
= dwm.exe 548 Running DWM-1 00 99,048 K Disabled
1 explorer.exe 4916 Running user 00 43,972 K Disabled
=7 fontdrvhost.exe 844 Running UMFD-0 00 76 K Disabled
= frida-helper-32.exe 14272  Running user 0o 1,280 K Not allowed
F . = frida-helper-64.exe 10760  Running user 0o 1,260 K Not allowed
Encryptlon paramEters = frida-helper-64.exe 9888 Running user 0o 1,288 K Not allowed
“a frida-trace.exe 9268 Running user 0o 476 K Not allowed
N ot re I eva nt (fl Ie = GameBarFTServer.exe 12848  Running user 00 1940 K Disabled
d at aenc ry Pt | on 1) GoogleUpdate.exe 260 Running SYSTEM 0o 704 K Not allowed
= gpcode.exe 7024 Running user 3,368 K Not allowed
ca ||S) ] Isass.exe 684 Running SYSTEM 00 6552 K Not allowed
L)MicrosoftEdgeUpdat.. 10784  Running SYSTEM oo 692 K Not allowed
5 MoUsoCoreWorker.exe 9032 Running SYSTEM oo 38620K Notallowed
; = msdtc.exe 4532 Running NETWORK ... 0o 644 K Notallowed
Fewer details

4 8 B 2 ™ QP P s 8. -~ E 8 8 me 2021352_23 [

Figure 5.5: Frida results

5.8 Experiment 4

A safe, isolated virtual environment was created and WannaCry ransomware sample described in
Table 5.4 was executed within it.Following this, Frida was deployed to intercept CryptoAPI calls
made by the ransomware. Specifically, the focus was on hooking into CryptoAPI functions to trace
the generation and usage of symmetric encryption keys. Through this method, the goal was to
monitor the ransomware’s encryption process and identify the keys involved, providing insights into
its encryption mechanisms and aiding in potential mitigation strategies.

Name WannaCry
SHA 256 ed0lebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080e4laa
URL https://github.com/ytisfitheZoo/tree/master/malware/Binaries/Ransomware.WannaCry

Table 5.4: WannaCry Sample Details

WannaCry ransomware employs a unigue approach by generating a private RSA-2048 key pair for
each infected machine [45]. These keys are stored locally with an ‘.eky’ extension, such as
‘00000000.€eky’, following encryption with an embedded RSA public key. The generated RSA key
pair is then utilized to encrypt individual AES-128 keys, which in turn are assigned to each
encrypted file [30]. In the results below, we observe the distinct AES keys for each file, which have
not yet undergone encryption. Additionally, our analysis reveals the presence of the private key
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created for this infected machine with additional metadata or information beyond just the raw RSA-
2048 keys.

The Frida tracing command executed is as follows:
frida-trace -i BCryptEncrypt -i KERNEL32.DLL!CreateFileW -f f_wannacry.exe

We also use CreateFileW handler to show the filename for which AES key is generated.

Administrator: CA\WINDOWS\system32\cmd.exe - frida_wannacry - O X [
A | File Options View
Processes Performance App history Startup Users Details Services
Name " PID Status User name CPU Memary (ac.. UACvirtuali.. *
»| ApplicationFrameHo.. 12144  Running user 00 4500K Disabled
B cmd.exe 6392 Running user 00 1468 K Not allowed
B cmd.exe 9684 Running user 00 240K Disabled
= CompPkgSrv.exe 14208  Running user 00 1,100 K Disabled
[l conhostexe 11972 Running user 01 6,112 K Not allowed
B conhostexe 2708 Running user 00 7,548 K Not allowed
[l conhost.exe 7620 Running user 00 472 K Disabled
B csrss.exe 544 Running SYSTEM 00 1,096 K Not allowed
u csrss.exe 460 Running SYSTEM 00 728K Not allowed
ctfmon.exe 7284 Running user 00 2,860 K Disabled
B dasHost.exe 3656 Running LOCAL SER... 00 3,280 K Not allowed
w|dllhostexe 4308  Running SYSTEM 00 972 K Not allowed
5| dllhostexe 7282 Running user 00 1640 K Disabled
| dwm.exe 548 Running DWM-1 00 71084 K Disabled
1 explorer.exe 4916 Running user 00 39,024 K Disabled
i fontdrvhost.exe 844 Running UMFD-0 00 76 K Disabled
w| frida-helper-32.exe 8128  Running user 00 1340 K Not allowed
& frida-helper-64.exe 1820 Running user 00 1,288 K Not allowed
& frida-helper-64.exe 7672 Running user 01 1,340 K Not allowed
A frida-trace.exe 4384 Running user 00 500K Not allowed
B|f wannacry.exe 11824  Running user 2,104 K Not allowed
o |sass.exe 684 Running SYSTEM 00 6452 K Not allowed
& MoUsoCoreWorker.exe 9032 Running SYSTEM 00 32852 K Not allowed
- msdtc.exe 4532 Running NETWORK ... 00 632 K Not allowed
& msedge.exe 4908 Running user 00 29,176 K Disabled
& msedge.exe 5628  Running user 00 916 K Disabled
K& msedoe.exe 1060 Runnina user 00 4772 K Disabled hd
Fewer details End task
v N —
43
L Type here to search W 3 § . 4 M 9 S Flaam. ~ @ d & e 202142_;4_23 B

Figure 5.6: Frida execution command
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Administrator; CAWINDOWS\system32\cmd.exe - O X fad
. ' A | File Options View
Processes Performance App history Startup Users Details Services
Name : PID Status User name CPU Memory (ac.. UACvirtuali.. ™
8 ApplicationframeHo.. 12144  Running user 00 4520K Disabled
il cmd exe 6768  Running user 00 1,320 K Disabled
I cmd.exe 6392 Running user 00 768 K Not allowed
B cmdexe 9684  Running user 00 240K Disabled
55 CompPkgSrv.exe 14208 Running user 00 1,068 K Disabled
Ml conhostexe 10968  Running user 00 8,112 K Disabled
Ml conhostexe 5792 Running user 13 7,532 K Disabled
Ml conhostexe 2708  Running user 00 9,640 K Not allowed
il conhostexe 7620 Running user 00 480K Disabled
5] csrss.exe 544 Running SYSTEM 00 1,104 K Not allowed
5 csrss.exe 460 Running SYSTEM 00 728K Not allowed
ctfmon‘exe 7284 Running user 00 2,872 K Disabled
1 dasHost.exe 3656 Running LOCAL SER... 00 3,280 K Not allowed
B dllhostexe 4308  Running SYSTEM 00 972K Not allowed
Gen era| RSA keypair w dllhostexe 7292 Running user 00 1,644 K Disabled
B dwm.exe 548 Running DWM-1 00 8039 K Disabled
(unen nyptEd Oooooooo-eky) m explorer.exe 4916 Running user 03 40420K Disabled
] fontdrvhost.exe 844 Running UMFD-0 00 76K Disabled
¥ frida-helper-32.exe 12472 Running user 00 1,332 K Disabled
u frida-helper-64.exe 3064 Running user 00 1,316 K Disabled
¥ frida-helper-64.exe 1400 Running user 00 1,232 K Disabled
“a frida-trace.exe 14184 Running user 00 444 K Disabled
B f_wannacry.exe 7624 Running user 12,580 K Disabled
B |sass.exe 684 Running SYSTEM 00 6440 K Not allowed
5] MoUsoCoreWorker.exe 9032 Running SYSTEM 00 32844 K Not allowed
& Separate [ ESEE—_u- 4532 Ruming  NETWORK. 00 622K Not allowed
f||e keys & msedge.exe 4908 Running user 00 29,104 K Disabled v
(AES) Fewer details End task
v
L Type here to search Bl N W | 9 P~ F B ~© & & =c 20214231 2 0

Figure 5.7: Frida results
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Administrator: CA\WINDOWS\system32\cmd.exe - frida_wannacry - O X i
A | File Options View

Processes Performance App history Startup Users Details Services

Name : PID Status User name CPU Me
= ApplicationFrameHo.. 12144 Running user 00
Wl cmd.exe 6392 Running user 00
Wl cmd.exe 9684 Running user 00
5| CompPkgSrv.exe 14208  Running user 00
Bl conhost.exe 11972 Running user 00
Bl conhost.exe 2708 Running user 18
Bl conhost.exe 7620 Running user 00
B csrss.exe 544 Running SYSTEM 0o
B csrss.exe 460 Running SYSTEM 0o
ctfmon‘exe 7284 Running user 00
" dasHost.exe 3656 Running LOCAL SER... 0o
K Separate # dilhostexe 4308 Running SYSTEM 00
file keys 5 dllhost.exe 7292 Runn?ng user 00
= dwm.exe 548 Running DWM-1 a1
b (AE S) | 1 explorer.exe 4916 Running user 01
w| fontdrvhost.exe 844 Running UMFD-0 00
w| frida-helper-32.exe 8128 Running user 00
i w| frida-helper-64.exe 1820 Running user 00
u-| frida-helper-64.exe 7672 Running user 00
“a frida-trace.exe 4384 Running user 00
| f_wannacry.exe 11824 Running user
o [sass.exe 684 Running SYSTEM 00
5| MoUsoCoreWorker.exe 9032 Running SYSTEM 0o
(s msdtc.exe 4532 Running NETWORK ... 0o
& msedge.exe 4908 Running user 0o
& msedge.exe 5628 Running user 0o
K- msedge.exe 1060 Running user 00

21507 Fewer details
v L=y
L Type here to search w4 B 2 M 9 P Bl ~ 5 & &

Figure 5.8: Frida results

CHAPTER 6

Conclusions

Ransomware poses a significant threat to organizations globally, resulting in extensive disruption
and financial harm. In our endeavor to counter this menace, we have leveraged identifiable traces
left by ransomware within compromised systems. Employing advanced digital forensics techniques,
notably memory forensics and CryptoAPI hooking, we aimed to facilitate timely detection and
mitigation of ransomware attacks.

Our exploration has underscored the indispensable role of digital forensics in combating
ransomware. Memory forensics emerged as a formidable tool, enabling the revelation of concealed
information within system memory. This capability provided crucial insights into ransomware
behavior and revealed potential vulnerabilities. Through meticulous analysis of memory dumps and
CryptoAPI function calls, we amassed comprehensive evidence and successfully extracted
encryption keys employed by various ransomware strains.
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Our practical endeavors encompassed the analysis of diverse ransomware samples,
including Jigsaw, Phobos, NotPetya, Thanos, Gpcode, and WannaCry. Despite encountering
challenges such as the volatility of physical memory and the intricate nature of ransomware
behavior, our study underscores the efficacy of digital forensics in mitigating ransomware threats.
By presenting our findings, we contribute to the expanding knowledge base in ransomware
mitigation, emphasizing the criticality of proactive cybersecurity measures.

In conclusion, our study serves as a testament to the pivotal role of digital forensics,
particularly memory forensics and CryptoAPI hooking, in addressing ransomware threats. Through
the adept utilization of advanced forensic methodologies, organizations can bolster their resilience
against ransomware attacks and safeguard their vital data and systems.
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