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Abstract

In the wake of the NIS 2 directive, which significantly elevated the cybersecurity re-
quirements for critical infrastructures and expanded its scope to include more sectors, this
thesis explores the evolving landscape of business continuity. It examines the challenges
faced by organizations responsible for electricity services in maintaining uninterrupted oper-
ations while combating increasingly sophisticated cyber threats and presents a desk research
framework for successful continuity implementation.
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?If there are two or more ways to do something, and one of those ways can result
in a catastrophe, then someone will do it.”
Edward Aloysius Murphy Jr.
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1 Introduction

In an era where the vitality of energy infrastructure is inextricably linked to national security,
economic stability, and public safety, the importance of a robust and resilient framework can-
not be overstated. The energy sector, characterized by its complex and interconnected systems,
stands at the forefront of critical infrastructures vulnerable to disruptions - be they from natural
disasters, technical failures, or, increasingly sophisticated cyber threats. These threats under-
score the necessity for an all-encompassing business continuity approach, ensuring uninterrupted
service delivery and safeguarding against potential threat instigators.

The introduction of the NIS 2 Directive marks a pivotal shift in the cybersecurity landscape
for critical infrastructures, since it not only intensifies the cybersecurity requirements but also
broadens its scope, compelling organizations to reassess and strengthen their resilience strate-
gies. NIS 2, in essence, sets a new benchmark for cybersecurity and business continuity practices,
more specifically incident management, reporting, and information sharing, mandating a more
rigorous and standardized approach to crisis preparedness and handling. By bridging the gap
between theoretical concepts and practical implementation, this master thesis endeavours to
chart a course for a post-NIS 2 era, where cybersecurity and business continuity are not merely
regulatory requirements, but cornerstones of a resilient energy sector.
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3 NIS 2

3.1 The Precursor: the NIS Directive

Cyber-attacks, besides being among the fastest-growing form of crime worldwide, are also grow-
ing in scale and sophistication; the rankings of the ENISA Threat Landscape reports of the last
six years (2018-2023!) being dominated by them serving as an indication of this claim (see Table
1). The 2016 European Directive on the Security of Network and Information Systems, here-
after referred to as the 'NIS directive’, established measures to ensure a high level of security
across network and information systems within the EU.

SCOPE
One of the three pillars of the NIS directive is the implementation of risk management and
reporting obligations for Operators of Essential Services (OES) and Digital Service Providers
(DSPs). Annex IT and Annex IIT of the NIS directive identify the following categories of oper-
ators/sectors as OES and DSPs respectively:

e OES: energy (electricity, oil and gas), transport (air, rail, water and road), banking,
financial market infrastructures, health, drinking water supply and distribution, digital
infrastructure.

e DSPs: online marketplaces, online search engines, cloud computing services.

More specifically, the NIS directive establishes cybersecurity obligations for OES and DSPs,
mandating them to adopt technical and organizational measures to manage risks and secure
their network and information systems. These measures, aligned with the current state of the
art, aim to mitigate risks and ensure service continuity by minimizing the impact of security in-
cidents, broadly defined as events adversely affecting network and information system security.
Moreover, entities are required to promptly report significant incidents to competent author-
ities or Computer Security Incident Response Teams (CSIRTS), including details that could
help assess the incident’s cross-border effects, which is something that promotes collaboration
between private and public sectors, contributing to cyber defence efforts by enabling authorities
and CSIRTSs to respond effectively, especially when incidents have transnational implications.
Shared incident data, processed and distributed within the CSIRT's network and to the public in
an aggregated, anonymized form, enhances operational cooperation and cyber resilience aware-
ness. Additionally, the NIS directive empowers competent authorities to demand information
from operators for security assessment purposes, including security policies and audit results,
and to issue binding instructions to address identified security deficiencies.

' [5], [6], [14], [34], [35]



Rank 2018 2019-2020 2021 2022 2023
1 malware malware ransomware ransomware ransomware
web-based web-based
2 attacks attacks malware malware DDoS
web app. g .. social engineering threats
3 attacks phishing cryptojacking threats against data
4 hishin, a gj:tion e-mail threats malware
P & P threats against data W
attacks
threats against threats against social
5 Dos Sparil data availability: DoS engineering
threats against threats against . .
o N information
6 spam DoS availability availability: manioulation
& integrity internet threats P
identity disinformation disinformation web
7 botnets .. . .. .
theft misinformation misinformation threats
8 data data non-malicious supply-chain supply-chain
breaches breaches threats attacks attacks
insider insider supply-chain
9 threats threats attacks N/A zero-days
10 physical botnet N/A N/A N/A
threats ovners
11 information physical N/A N/A N/A
leakages threats
identity information
12 theft leakages N/A N/A N/A
13 cryptojacking | ransomware N/A N/A N/A
14 ransomware Cyber N/A N/A N/A
espionage
cyber .o
15 espionage cryptojacking N/A N/A N/A

Table 1: ENISA Threat Landscape 2018-2023




3.2 NIS 2 Directive

The NIS 2 directive originated as a response to the increasing frequency and sophistication
of cyber threats faced by critical infrastructure and essential service providers in Europe. Its
development took into account the lessons learned from the implementation of the previous NIS
directive and the need to strengthen cyber security capabilities across member states. The NIS
2 directive aims to create a comprehensive cyber security standard that promotes collaboration,
risk management, and preparedness for cyber crises.

3.2.1 Scope Expansion

NIS 2 expanded its scope to include more sectors and services as either essential or important

entities:
e Providers of public electronic communications, networks or services
e Space

e Manufacturing of certain Critical Products (e.g., pharmaceuticals, medical devices, chem-

icals)
e Post & Courier services
e Digital Services (e.g., social networking, services platforms, data centre services)
o Waste Water & Waste Management
e Food
e Public Administration

It also expanded the context of some of the already existing sectors, namely the inclusion
of new types of entities in the electricity sector (markets, production, aggregation, demand
response and storage), the inclusion of hydrogen and district heating in the energy sector,
the addition of EU reference labs, research and manufacturing of pharmaceuticals and medical
devices in the health sector, and the inclusion of data centres, content delivery networks (CDNs),

electronic communications and trust service providers in the digital infrastructure sector.

3.2.2 New Focus & Requirements

NIS 2 advances the groundwork established by its predecessor, by implementing a series of
significant updates and improvements, which encompass, aside from a broader scope of applica-
tion, more rigorous reporting requirements, an emphasis on securing the supply chain, managing
vulnerabilities, maintaining cyber hygiene practices, and initiating peer reviews to foster better

cooperation among member states.

STRICTER REPORTING OBLIGATIONS & SECURITY FRAMEWORK
Entities now have more stringent reporting requirements thanks to the NIS 2 directive, which
mandates that they notify the appropriate authorities of major cyber events right away. In
order to improve cyber resilience, it also emphasizes the use of strong security frameworks, risk



management techniques, incident response protocols, and business continuity planning.

SuppPLY CHAIN SECURITY
The directive emphasizes how crucial it is to evaluate and guarantee supply chain security.
Organizations must assess the security policies of their third-party contractors and suppliers,
set up contractual responsibilities, and put policies in place to reduce risks that arise from the
supply chain. The goal of supply chain security is to thwart cyberattacks that can potentially
penetrate a company through its vast network of allied companies.

VULNERABILITY MANAGEMENT
Entities must actively control vulnerabilities in their networks and information systems, which
entails carrying out routine vulnerability assessments, quickly locating and resolving vulnera-
bilities, and putting in place efficient patch management procedures. Organizations can lower
the possibility of threat actors exploiting their vulnerabilities and improve the overall security
of their systems by proactively controlling them.

CORE INTERNET INFRASTRUCTURE & CYBER HYGIENE
The importance of core internet infrastructure in preserving the security and stability of digital
services is recognized to ensure the integrity and availability of online services by prioritizing
the security of essential internet infrastructure. Another goal is to ensure proper cyber hygiene
procedures. It is recommended that organizations put standards in place regarding strong pass-
words, frequent software updates, secure setups, and employee awareness training.

PEER REVIEWS FOR COLLABORATION & KNOWLEDGE SHARING
By introducing peer evaluations, the directive encourages cooperation and knowledge exchange
among member states. These make it easier to evaluate the cyber security capabilities, tactics,
and practices of other nations, allowing for the sharing of best practices and the identification
of areas in need of development.

Considering the above requirements, we can deduce the directive’s objectives; primarily,
the fortification of the cyber resilience framework within member states by mandating the de-
velopment and enactment of comprehensive cybersecurity policies and risk management prac-
tices. This strategic approach underscores the necessity of establishing robust incident manage-
ment procedures that encompass mandatory reporting obligations and detailed response plans,
thereby ensuring a structured and efficient reaction to cyber incidents. A critical component
of the directive is the emphasis on business continuity planning, designed to safeguard the
uninterrupted operation of essential services in the wake of a cybersecurity incident, which is
complemented by the requirement for stringent supply chain security measures, obligating enti-
ties to rigorously assess and secure the cyber integrity of third-party suppliers, recognizing the
interconnected nature of cybersecurity risks.

Furthermore, the directive places a significant focus on the human element of cybersecu-
rity, advocating for the implementation of training and awareness programs aimed at equipping
employees with the knowledge and skills to adhere to cybersecurity best practices. This human-
centric approach is integral to fostering a culture of cybersecurity awareness across all levels
of an organization. Additionally, the directive highlights the importance of asset management

10



practices in identifying and safeguarding critical information systems and assets, thereby miti-
gating potential vulnerabilities within an organization’s digital infrastructure.

Lastly, the directive delineates clear reporting obligations to relevant authorities, emphasiz-
ing the need for maintaining robust incident response capabilities, which ensures that incidents
are promptly and effectively communicated, facilitating a coordinated response and leveraging
collective expertise to address and mitigate cyber threats.

11



4 Literature Review

Existing literature explores the evolution of cybersecurity regulations within the European
Union, focusing on the impact of the NIS directive on the energy sector, specifically on smart
grids, as well as the intricate relationship between sector-specific legislation and NIS.

More specifically, Holzleitner and Reichl (2016) [21] delve into the directive’s implications
for the energy sector, highlighting its role in enhancing the cybersecurity posture of essen-
tial services, including those within the smart grid domain. They underscore the directive’s
mandate for OES and DSPs to adopt risk management practices and report significant cyber-
security incidents, which sets the stage for understanding the directive’s broader implications
for cybersecurity standards across various sectors.

Johnson and Wallis (2020) [30] study the implementation and ramifications of the NIS di-
rective, focusing on its pivotal role in elevating cybersecurity standards among essential service
providers. They underscore the directive’s significance as an initiative by the EU to mitigate
cyber threats to critical infrastructure and essential services, since by introducing mandatory cy-
bersecurity measures, the NIS directive aimed not only to safeguard critical infrastructure from
cyberattacks but also to instill a culture of risk management and incident reporting among vital
service operators. This approach enhances the coordinated and effective handling of cyber inci-
dents, thus bolstering the security and dependability of essential services. The authors’ analysis
highlights the directive’s effectiveness in creating a foundation for national capabilities, foster-
ing cross-border collaboration, and adopting a holistic approach to cybersecurity, significantly
contributing to the fortification of Europe’s cyber resilience.

Ducuing (2021) [16] explores the rule of prevalence within the NIS directive, as applied to
C-ITS and offers an advanced analysis of the directive’s interface with other EU legislations.
This work critically examines Article 1(7) of the directive, which governs how sector-specific
laws interact with the NIS framework when both impose cybersecurity obligations. Through the
lens of the proposed, yet unadopted, C-ITS regulation, Ducuing identifies potential conflicts and
ambiguities in the legal framework, arguing for clearer guidelines on how overlapping regulations
should be navigated.

The literature further extends into the NIS 2 directive, highlighting critical discussions,
changes, and implications presented in recent scholarly contributions. Dragomir (2021) [15]
underscores the urgent need for enhanced cybersecurity measures against the backdrop of in-
creasing online threats and the pivotal role of information security. The NIS 2 directive is
depicted as a significant evolution from its predecessor, extending its reach by including new
sectors. Emphasis is placed on the importance of proactive measures in mitigating cyber threats,
highlighting the directive’s potential to fortify organizational resilience against information theft
and cyber-attacks, while addressing the multifaceted challenges of cybersecurity and propos-
ing a more inclusive and stringent regulatory framework that accommodates the digital era’s
complexities.

Sievers (2021) [40] delves into the proposed revisions to the NIS regulatory regime, aiming to
cover a wider array of entities across existing and new sectors. This shift from a discretionary to
a size-based criterion for entity inclusion under the directive signifies a move towards uniformity
and simplification in identifying entities subject to cybersecurity obligations. Sievers elucidates
the classification of entities into ”important” and ”essential,” detailing the obligations and su-
pervisory frameworks associated with each category. This discourse presents the NIS 2 directive

12



as a leap towards harmonizing cybersecurity standards, albeit acknowledging challenges in its
practical application, particularly in the accurate identification and management of entities
pivotal to societal and economic well-being.

Schmitz-Berndt (2023) [39] critically examines the challenges and implications of defining the
reporting threshold for cybersecurity incidents under the evolving landscape of the NIS direc-
tive and the subsequent NIS 2 directive. The study delves into the complexities introduced by
these directives in determining what constitutes a report-worthy cybersecurity incident, high-
lighting the shift towards a more inclusive approach that encompasses not only incidents that
have resulted in harm but also those capable of causing substantial damage. Schmitz-Berndt’s
analysis underscores the pivotal role of legal and policy considerations in shaping the criteria
for incident reporting, emphasizing the difficulty in achieving legal compliance amidst vague
legal requirements. The paper insightfully argues for the necessity of including potential, non-
materialized incidents in reporting mandates to provide a comprehensive understanding of the
cybersecurity threat landscape, thereby enhancing the overall security framework within the
European Union. This approach, Schmitz-Berndt posits, is crucial for preemptively address-
ing cybersecurity threats and fortifying the resilience of critical infrastructure against evolving
digital threats.

Ferguson (2023) [19] explores the efficacy of the NIS 2 directive’s risk management mea-
sures for essential and important entities within the European Union. The study addresses the
directive’s ability to mitigate cyberattacks, employing statutory interpretation and the cyber
kill chain model for analysis. Ferguson’s findings reveal a critical limitation in the directive’s
approach: it focuses on minimizing the impact of cyberattacks rather than preventing them.
This limitation is rooted in the narrow scope of mandated cybersecurity measures, which over-
look the early stages of cyberattacks, such as reconnaissance. Consequently, while the NIS 2
directive mandates certain cybersecurity practices, its effectiveness against sophisticated cyber
threats is questioned, especially given the directive’s lack of explicit requirements for entities to
engage in proactive cybersecurity measures like threat intelligence and vulnerability scanning.
Ferguson calls for future amendments to the directive that would require entities to undertake
comprehensive cybersecurity measures, thereby enhancing the EU’s cybersecurity framework’s
ability to thwart cyberattacks effectively.

The discussions encapsulated in these contributions highlight a collective stride towards
strengthening Europe’s cybersecurity framework, with the emergence of NIS 2 as a critical
catalyst in this endeavour, promising a more robust and comprehensive approach to managing
cyber risks.

13



5 Critical Infrastructure

5.1 Critical Infrastructure Overview

Throughout history, humans have consistently striven to fulfil their most fundamental needs,
which remain remarkably consistent at their core: sustenance, shelter, and security. Millen-
nia ago, our ancestors devoted their existence to securing these essentials through hunting,
gathering, and rudimentary shelter construction. The methods and technologies have evolved
drastically since then, but the essence of these primal needs endures. In the modern context,
critical infrastructure serves as the contemporary manifestation of this age-old pursuit, facil-
itating the fulfilment of these enduring requirements; it ensures the provision of food, water,
and warmth, as well as an array of other vital services that underpin our current way of life.

In today’s world, the intricate tapestry of critical infrastructure extends far beyond ba-
sic survival needs, encompassing sectors such as energy, transportation, communication, and
healthcare, all of which are interconnected and have evolved to meet the multifaceted demands
of a globalized and technologically advanced society. The conveniences and efficiencies afforded
by this infrastructure enable individuals to engage in daily routines without the constant pre-
occupation of sourcing these fundamental resources themselves. However, this reliance also
introduces a heightened sensitivity to disruptions, whether through natural disasters or cyber
threats, underscoring the imperative of safeguarding and enhancing the resilience of critical
infrastructure.

THE GROUNDWORK

A preliminary definition of critical infrastructure, provided by the United States in 1996, was
Yinfrastructures so vital that their incapacitation or destruction would have a debilitating impact
on defence or economic security”. Such infrastructure included telecommunications, electrical
power systems, gas and oil storage and transportation, banking and finance, transportation,
water supply systems, emergency services (including medical, police, fire, and rescue), and
continuity of government. In the next years, the definition expanded to "those physical and
cyber-based systems essential to the minimum operations of the economy and government”,
now including infrastructures of law enforcement and internal security, foreign intelligence,
foreign affairs, and national defence and services of intelligent transportation systems, continuity
of government services, public health services (including prevention, surveillance, laboratory
services), and personal health services (1998).

In 2004, the European Union made its initial move towards establishing a systematic method
for protecting vital infrastructure, with the Council of the European Union recognizing the im-
portance of such an effort [8]. This was primarily demonstrated through the adoption of two
key documents: the Communication on Critical Infrastructure Protection in the Fight against
Terrorism and the EU Solidarity Programme on the Consequences of Terrorist Threats and
Attacks. These documents underscored a collective dedication to bolstering the defences of
crucial infrastructure against the threat of terrorism. In response, the European Commission
introduced the European Programme for Critical Infrastructure Protection (EPCIP) and initi-
ated the Critical Infrastructure Warning Information Network (CIWIN) to further these goals.
Further expanding on this initiative, in December 2006, the European Commission issued di-
rective EU COM(2006) 786. This directive required all EU member states to integrate the
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Figure 1: Timeline of EU’s journey to CI protection

principles of the EPCIP into their national laws, extending its applicability not only across the
European Union but also throughout the broader European Economic Area (EEA). The EPCIP
specifically identified certain assets as National Critical Infrastructure (NCI), recognizing that
their disruption would have consequences confined to the affected Member State. The directive
placed the responsibility for protecting these critical assets on both their owners/operators and
the relevant Member State. It also encouraged each Member State to develop its own compre-
hensive National Critical Infrastructure Protection (CIP) programme, promoting a thorough
approach to protecting infrastructure within each jurisdiction 2.

These actions were intended to enhance the resilience and security of Europe’s critical in-
frastructure, in line with the Council’s initial directives. By doing so, the European Union
aimed to create a more coordinated and robust system for safeguarding essential services and

facilities against potential security threats.

5.2 Critical Infrastructure Sectors

Directive 2008/114/EC identifies two main sectors: energy and transportation, each with their

respective sub-sectors.

1. Energy: The energy sector is a cornerstone of economic stability and societal functional-
ity, encompassing the production, transmission, and distribution of energy resources. The

directive subdivides this sector into three crucial sub-sectors:

(a) Electricity: this sub-sector represents the backbone of modern society, powering
industries, commercial establishments, and households. It involves the generation,
transmission, and distribution of electrical power. The complexity of the electrical
grid and its interconnectivity render it susceptible to disruptions, necessitating robust

protective measures and contingency planning.

(b) Oil: central to the energy landscape, this sub-sector encompasses the production,

refining, treatment, storage and transmission of oil by pipelines. Given its pivotal

? (9], [11]
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role in fueling various sectors of the economy, the oil sub-sector’s resilience is crucial.
Vulnerabilities exist in its extensive supply chain, from extraction sites to refineries
and distribution networks.

(c) Gas: similar to oil, the gas sub-sector involves the production, refining, treatment,
storage and transmission of natural gas by pipelines, as well as LNG terminals. It
plays a significant role in heating and electricity generation and as a fuel source
for various industries. The infrastructure, including pipelines and storage facilities,
requires stringent safeguards against both physical and cyber threats.

2. Transport: The transport sector is fundamental to the movement of goods and people,
directly impacting economic activities and societal mobility. The directive categorizes this
sector into four sub-sectors, each vital for the seamless connectivity and functioning of
the European Union:

(a) Road Transport: this sub-sector is integral to the daily movement of people and
goods. It includes the network of highways, roads, bridges, and tunnels. Ensuring the
continuity and security of road transport is essential for maintaining supply chains
and providing mobility.

(b) Rail Transport: comprising railways, stations, and supporting infrastructure, this
sub-sector is pivotal for long-distance travel and freight services. Its interconnected
nature and reliance on signalling and communication systems make it crucial to

safeguard against disruptions.

(¢) Air Transport: encompassing airports, air traffic control systems, and airlines,
this sub-sector is crucial for international connectivity and commerce. The complex-
ity and security-sensitive nature of air transport require comprehensive protective

measures against a spectrum of threats.

(d) Inland Waterways Transport: this sub-sector, consisting of rivers, canals, and
related infrastructure, is vital for the transport of bulk goods and for its environmen-
tal advantages. The resilience of this sub-sector is critical for ensuring sustainable
and efficient transport alternatives.

(e) Ocean, Short-Sea-Shipping and Ports: this sub-sector is vital for international
trade, connecting the European market with global partners. It includes the vast
network of maritime routes, the operation of commercial vessels, and the ports that
serve as hubs for international shipping and logistics. Ports not only facilitate the
import and export of goods but also serve as critical junctions for multimodal trans-
port, linking sea transport with road, rail, and inland waterways. The security and
efficiency of this sub-sector are crucial, given its role in the global supply chain and
its exposure to a range of potential disruptions, including geopolitical tensions, en-
vironmental challenges, and piracy. Ensuring the resilience of ocean and short-sea
shipping, along with the infrastructure and operations of ports, is paramount for
maintaining the continuity of trade and economic stability.

The purview of the directive is confined predominantly to the domains of energy and trans-
port, with the explicit exclusion of the nuclear energy sector. Fundamentally, the architecture

of the directive is crafted to facilitate expansion across sectors: Recital 5 elucidates that the
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directive is envisioned as an inaugural phase in a progressive strategy aimed at identifying and
designating European Critical Infrastructures (ECIs), and posits the potential inclusion of addi-
tional sectors in subsequent iterations, contingent upon a legislative appraisal. In this context,
precedence should be accorded to the Information and Communication Technology (ICT) sec-

tor, as articulated in Article 3(3) of the Directive, due to its pivotal role and intrinsic value.

The USA’s Cybersecurity and Infrastructure Security Agency, on the other hand, identifies

sixteen sectors.

1. Chemical: the sector responsible for the manufacturing, transportation, and storage of
basic, pharmaceutical, consumer, and agricultural chemicals. Interdependencies can po-
tentially span across all sectors with the most important ones being water and wastewater,
transportation, communications, energy, and information technology - lifeline functions for
short. The most significant risks in this sector are insider threats, cyber-attacks, natural
disasters, deliberate attacks and terrorism, biohazards and pandemics.

2. Commercial Facilities: the sector encompassing establishments that the public uses
daily to conduct business, purchase retail products, and enjoy recreational events and
accommodations (e.g., hotels, casinos, amusement and theme parks, retail facilities, sta-
diums, and cultural properties). This sector’s interdependencies include the energy, water
and wastewater, emergency services, communications, transportation systems, informa-
tion technology, healthcare, financial services, government facilities, and food and agri-
culture sectors. The most significant risks in this sector are natural disasters, armed
attackers and unarmed aircraft systems, pandemics, cyber attacks, chemical, biological
and radiological attacks, mass protests, theft, and supply chain disruptions.

3. Communications: the sector responsible for helping individuals bypass geographic dis-
tances by delivering voice, video and data services through broadcasting, cables, satellites,
and wired and wireless connections. The private sector is primarily responsible for the
protection of the infrastructure supporting all these capabilities, while the interdepen-
dencies span the sectors of energy, information technology, financial services, emergency
services, and transportation. The most significant risks in this sector are natural disasters,
supply chain vulnerabilities, global political and social implications, and cyber attacks.

4. Critical Manufacturing: the sector responsible for the production of primary met-
als, machinery, electrical equipment, components and transportation equipment. This
sector’s interdependencies include the energy, communications, information technology,
transportation, chemical, water and wastewater sectors, as well as internal interdepen-
dencies among the critical manufacturing sub-sectors. The most significant risks in this
sector are natural disasters, supply chain disruptions, global political and social implica-
tions, deliberate attacks and terrorism, and cyber-attacks.

5. Dams: the sector responsible for the delivery of critical water retention and control
services. This sector’s interdependencies include energy, communications, information
technology, food and agriculture, chemical, nuclear, transportation, emergency services,

and water and wastewater sectors. The most significant risks in this sector are natural
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10.

disasters, erosion and structural issues, ageing infrastructure and workforce, deliberate

attacks and terrorism, and cyber-attacks.

. Defense Industrial Base: the sector responsible for providing direct assistance to mili-

tary operations by engaging in activities such as research and development, system design,
manufacturing, integration, and the maintenance of depots, focusing on servicing military
weapon systems, subsystems, components, sub-components, or parts. This sector’s in-
terdependencies include the energy, transportation, and information technology sectors,
while the most significant risks in this sector are cyber threats, insider threats, phishing
attacks, and bad implementation of information security practices.

Emergency Services: the sector responsible for delivering an extensive array of preven-
tive, preparatory, responsive, and recuperative services in the course of routine operations
as well as in the aftermath of incidents, which is comprised of physical, cyber and human
components. This sector’s interdependencies include energy, communications, information
technology, transportation, water and wastewater, and healthcare and public health, as
well as internal interdependencies among the emergency services themselves. The most
significant risks in this sector are natural disasters, violent extremist and terrorist attacks,
chemical, biological, radiological, and nuclear incidents, and cyber attacks.

. Energy: the sector responsible for the production, refining, storage, and distribution

of oil, gas, and electric power (excluding hydroelectric and commercial nuclear power
facilities and pipelines). The interconnections of this sector extend across all critical
infrastructure sectors, while the most significant risks in this sector are different for each
sub-sector; electricity and oil and gas. For the former, the most prominent risks include
but are not limited to, natural disasters, ageing infrastructure and workforce and cyber
attacks, and for the latter natural disasters, operational hazards, terrorist activities, aging
infrastructure and workforce, cyber attacks and insider threats. Naturally, the risks among
the sub-sectors overlap.

. Financial Services: the sector responsible for a multitude of entities, encompassing

depository institutions, investment and insurance providers, various credit and financing
organizations, along with essential financial utilities and services. Ranging from globally
influential corporations to community banks and credit unions, the organizational and
regulatory framework of this sector is contingent upon the spectrum of financial services
rendered, including deposit and consumer credit products, payment systems, credit and
liquidity offerings, investment products, and risk transfer products. This sector’s inter-
dependencies include the energy, communications, and information technology. The most
significant risks in this sector are natural disasters, violent extremist and terrorist attacks,
and cyber attacks.

Food and Agriculture: the sector responsible for the supply, production, processing,
storage, transportation, and distribution of food meant for both humans and animals. This
sector’s interdependencies include the energy, communications, information technology,
commercial facilities, financial services, transportation, and water and wastewater sectors.
The most significant risks in this sector are natural disasters, diseases and pests, violent
extremist and terrorist attacks, supply chain attacks, and cyber attacks.
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11.

12.

13.

14.

Government Facilities: the sector responsible for overseeing and safeguarding a diverse
array of properties owned or rented by federal, state, local, and tribal governments, which
range from publicly accessible spaces used for business, commerce, or recreation to non-
public locations holding sensitive information, materials, processes, and equipment. The
sector encompasses a variety of structures such as general-use office buildings, military
installations, embassies, courthouses, and national laboratories, including those that house
crucial equipment, systems, networks, and functions. It also includes cyber elements like
access control systems and closed-circuit television systems, as well as individuals with
essential roles or possessing tactical, operational, or strategic knowledge, all contributing
to the protection of sector assets. This sector’s interdependencies include the energy,
communications, information technology, transportation, emergency services, financial
services, commercial facilities, healthcare, and water and wastewater sectors. The most
significant risks in this sector are natural disasters, intentional and unintentional man-
made threats (e.g., human errors and omissions, social engineering, security violations,
coercion, violent extremist and terrorist attacks), pandemics, ageing infrastructure, and
cyber attacks.

Healthcare and Public Health: the sector responsible for providing essential goods
and services crucial to local, national, and global health security, supporting core mission
areas such as prevention, protection, mitigation, response, and recovery and focusing on
building community health resilience, expanding medical capacity, enhancing situational
awareness, integrating capabilities into emergency management, and strengthening global
health security. It spans both public and private sectors, including healthcare facilities,
research centres, suppliers, and IT systems. This sector’s interdependencies include the
energy, transportation, communications, information technology, emergency services, and
water and wastewater sectors. The most significant risks in this sector are pandemics
and health crises, natural disasters, man-made threats (e.g., dissemination of biological
or chemical agents, use of radiological, nuclear, or explosive devices, attacks on critical
facilities by malicious actors, domestic extremist groups, or international terrorist organi-

zations), supply chain attacks, and cyber attacks.

Information Technology: the sector responsible for providing products and services
vital to the smooth operation of the global information-based society. Its functions, in-
volving both physical assets and virtual systems, include the research and development,
manufacturing, distribution, upgrades, and maintenance of I'T products and services, with
its interdependencies spanning across all other sectors and its most significant risks being
cyber attacks, supply chain attacks, natural disasters, infrastructure failure, and poten-
tial man-made threats (e.g., attacks on critical facilities by malicious actors or human

negligence).

Nuclear Reactors, Materials and Waste: the sector responsible for overseeing the safe
operation, transport, and disposal of nuclear materials, while ensuring stringent regulation
and security due to its potentially hazardous impact on human and environmental health
and critical infrastructure. This sector’s interdependencies include the energy, communi-
cations, transportation, critical manufacturing, healthcare, emergency services, chemical,
and water and wastewater sectors. The most significant risks in this sector are natural
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disasters, structural issues, ageing infrastructure and workforce, terrorist attacks, supply
chain attacks, source diversion or mishandled and “orphan” radioactive sealed sources,
and cyber attacks.

15. Transportation Systems: the sector responsible for ensuring a secure and resilient net-
work across aviation, maritime, freight rail, highway, pipeline, postal, shipping, and mass
transit, facilitating the smooth and safe movement of people and goods without undue
disruption, fear of harm, or loss of civil liberties. This sector’s interdependencies include
the majority of the other sectors, namely the chemical, communications, critical manufac-
turing, dams, defence industrial base, emergency services, energy, food and agriculture,
information technology, and water and wastewater sectors. The most significant risks
in this sector are natural disasters, violent extremist and terrorist attacks, and ageing

infrastructure.

16. Water and Wastewater Systems: the sector responsible for ensuring the provision of
safe drinking water and the proper treatment of wastewater, crucial for public health and
environmental protection, and it involves a collaborative effort among various partners to
enhance the sector’s security and resilience against all hazards, maintaining continuity of
services vital for the nation’s health and economy. This sector’s interdependencies include
the chemical, energy, food and agriculture, healthcare, transportation, dams, information
technology, emergency services, and nuclear sectors. The most significant risks in this

sector are natural disasters, ageing infrastructure, and cyber attacks.

As shown in Figure 2, the critical infrastructure sectors are interconnected in a complex net-
work that, quite clearly, becomes a prime target for adversarial attacks. This is, primarily, due
to the fact that these interdependencies amplify the potential attack surface since a breach in
one sector can precipitate vulnerabilities and expose latent weaknesses in others, often leading
to a compounded and more extensive impact. Furthermore, the pronounced ramifications that
successful attacks can entail create an alluring environment, where any disruption, manipula-
tion, or incapacitation within this domain can lead to cascading effects, impacting not just the
immediate infrastructure but also have far-reaching consequences across multiple sectors, and,

ultimately, various facets of societal functioning.

5.3 Enmergy Sector Overview

The energy sector recognized universally as a cornerstone of modern societies, plays an indis-
pensable role in shaping national security, economic stability, and the daily lives of individuals
and communities. This sector, characterized by its dynamic nature and complexity, is fun-
damentally involved in the production, transmission, and distribution of energy in its various
forms, including electricity, oil, and gas. The strategic importance of this sector cannot be
overstated, given its integral role in driving industrial growth, enabling the functionalities of
the rest of the sectors, and supporting the functionalities of the daily lives of individuals.
Within the energy sector, the aforementioned sub-sectors can be identified, each with its
unique set of characteristics, challenges, and infrastructure. The three primary sub-sectors, as
delineated by Directive 2008/114/EC, include electricity, oil, and gas. The infrastructure
underlying these sub-sectors consists of a network of assets deemed critical for national and

regional stability; power generation facilities, refineries, pipelines, and transmission lines are
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Figure 2: Diagram of interdependencies of critical infrastructure sectors
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among the key assets that form the backbone of the energy sector. Their operational integrity
and security are paramount, not just for the sector itself and for the overall functioning of
societies and economies that rely heavily on the continuous and uninterrupted supply of energy,
but also for the vital support it provides to other critical infrastructure sectors.

To delve deeper into this vast network of critical assets, we ought to delineate the following
fundamental components: generation, transmission, distribution, and supply. These elements
collectively form the cornerstone of the sector, each playing an integral role in ensuring the

seamless operation, reliability, and sustainability of energy services 3.

1. The production level encompasses the initial generation or extraction of energy resources.
Within the electricity sub-sector, this phase includes facilities capable of converting var-
ious primary energy sources, ranging from fossil fuels and nuclear reactions to renewable
resources like hydropower, wind, and solar radiation, into electrical energy. For the gas
and oil sub-sectors, production entails the extraction of hydrocarbon resources from ter-
restrial or marine reserves through drilling techniques. These operations are foundational,

providing the initial input for the energy supply chain.

2. The transmission level involves the large-scale movement of energy from its produc-
tion sites to distribution centres or processing facilities. In the case of electricity, this
is characterized by the conveyance of high-voltage electrical power across extensive net-
works of transmission lines. Gas and oil transmission, conversely, relies on an intricate
system of pipelines designed to transport these resources over long distances from their
extraction sites to refineries or storage installations. This stage is critical for bridging the
geographical gap between areas of production and regions of consumption.

3. At the distribution level, energy is delivered from the main transmission systems to
individual consumers. In the electrical sector, this includes the step-down transformation
of voltage levels for safe residential and commercial use, facilitated through a network
of substations and local distribution lines. For gas and oil, this phase involves the final
routing through smaller pipelines or delivery mechanisms, ensuring that these resources
reach end-users efficiently and safely. This level is key in tailoring the supply to meet the

specific demands of diverse consumer bases.

4. The supply level is concerned with the commercial aspects of energy provision, including
the sale and marketing of energy products and services to end consumers. This involves
utility companies and energy suppliers engaging in the administration of energy provision,
customer service, and billing. Within the electricity sub-sector, suppliers offer a variety
of energy plans and innovative solutions to meet consumer needs, while in the gas and oil
sectors, supply services extend to the direct provision of these fuels for heating, cooking,
or transportation purposes. The supply level is integral to the energy ecosystem, ensuring
accessibility and choice for consumers across different sectors.

The dynamics of the energy sector are influenced by a myriad of factors including market
forces, geopolitical tensions, regulatory policies, technological advancements, supply and de-
mand fluctuations, price volatility, and the transition towards renewable energy sources, that

3 112], [17]
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Sub-Sectors Electricity Gas 0Oil
Stages
fossil fuels (coal, gas, oil, organic sources (b'logag
biomethane), non-biological .
. other), renewable (solar, . extraction form
Production . . renewable sources using
wind, hydro, biomass, - the earth
cothermal), nuclear electricity (renewable
g ’ hydrogen, synthetic methane)
step-up transformers
that increase the voltage
this high-voltage electricity is
transmitted through a network pipes, compressor stations, pipelines, tankers,
st of electrically conductive pressure regulation or trucks transport
Transmission . I o ilegs .
wires of aluminium or copper facilities, meters to move crude oil to
and track gas (600-1200 psi) refineries
these lines are called
high-voltage transmission
lines that can transmit
electricity over long distances
in an electric distribution
sub'st'atlon the hlg}% voltage interconnects to the transmission
electricity from the high-voltage
- . . system and then gas goes through
transmission lines is passed . . A - .
main and line pipes that are distribution from
through step-down transformers S . IS
smaller than the transmission pipes storage facilities to
that lower the voltage
markets & end-users
Distribution the electricity is then smaller compressors, valves to through pipelines,
. control flow, pressure regulators, tanker trucks,
transmitted to a network of local . L P
eloctric distribution lines meters (0.25-60 psi), and the maritime shipping,
SCADA system (monitor and etc.
before electricity enters a home, remotely'con'trollcomponents of
. . the distribution system)
the voltage is again lowered
using step-down transformers
sale and purchase of electricity sale and- SuPply of as to sale of oil & 911
Supply . commercial, industrial, and products to various
to/from the grid . .
residential users market segments

Table 2: Energy Sub-Sectors and Stages

drive the sector’s dynamics. This deems the need to maintain the continuous operation of this
sector imperial. Furthermore, the energy sector does not operate in isolation; its profound
interdependencies with other critical sectors, such as communications, information technology,
critical and other manufacturing, and healthcare, amplify the potential impact of any disrup-
tion, underscoring the need for a holistic approach to risk management and continuity planning.
Adherence to standards such as ISO 22301 is essential for fortifying the sector against a range
of risks and ensuring business continuity in the face of unforeseen disruptions, of which it is
certainly not devoid. As the sector evolves, trends such as the shift towards renewable energy,
digitization, and smart grid technologies are shaping its future trajectory. These trends, coupled
with policy shifts and technological innovations, are transforming the sector, presenting both

opportunities and challenges.

5.4 Electricity Sub-Sector Threat Landscape

The types of threats faced by the electricity, natural gas and oil industries vary widely, as well
as the meaning of “risk” as perceived by each organization. As far as the electricity sub-sector is
concerned, risks can be assessed in terms of the potential impact on the reliability of the services
provided, namely the loss or interruption of electricity provision, or concerning the operational
and financial security, namely the impact on the financial health and reputation of the entity
in question.

As stated in section 2.2 the most prominent identified threats are:

e Cyber and physical security threats
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The US Department of Homeland Security has acutely stated the following in its 2019
Guide to Critical Infrastructure Security and Resilience:

Critical infrastructure has long been subject to risks associated with physical threats and
natural disasters and is also now increasingly exposed to cyber risks. These risks stem from
a growing integration of information and communications technologies with critical infras-
tructure and adversaries focused on exploiting potential cyber vulnerabilities. As physical
infrastructure becomes more reliant on complex cyber systems for operations, critical in-
frastructure can become more vulnerable to certain cyber threats, including transnational
threats.

The increasing digitalization of the electricity sub-sector has heightened its vulnerabil-
ity to cyber-attacks, which can disrupt operations, compromise sensitive data, and even
cause physical damage to infrastructure. Physical security threats, including sabotage or
terrorist attacks on critical infrastructure, pose equally grave risks [3]. These threats ne-
cessitate robust cybersecurity measures and physical security protocols to protect assets
from unauthorized access and ensure the continuity of operations.

Natural disasters and extreme weather conditions

Natural disasters such as hurricanes, earthquakes, floods, and extreme weather events like
heatwaves or cold snaps can cause extensive damage to electricity infrastructure facilities,
especially considering the fact that a great number of electricity facilities are outdoors [7].
Such events have the potential to not only cause immediate disruption to power operation
levels but also entail long-term recovery efforts, highlighting the need for disaster-resilient
infrastructure and effective emergency response plans to minimize downtime and acceler-

ate restoration efforts.

Workforce capability (“aging workforce”) and human errors

The human aspect of any system is proven time and time again to be the weakest link.
Coupled with the risk of human errors, which can result from both operational com-
plexities and the lack of skilled personnel, this challenge underscores the importance of
succession planning, workforce development, and the integration of automation and ad-
vanced technologies to mitigate the impact of human errors.

Equipment failure and aging infrastructure
Many components of the electricity infrastructure are ageing and are increasingly prone
to failures. Such failures can lead to widespread outages and necessitate costly repairs.

Evolving environmental, economic, and reliability regulatory requirements
The electricity sector is undergoing significant changes, driven by technological advance-
ments, shifts towards renewable energy sources, and fluctuations in fuel supplies. These
changes present both opportunities and challenges, requiring adaptations in operational
practices, grid integration strategies, and supply chain management to accommodate new
energy sources and technologies while maintaining grid stability and reliability.

Changes in the technical and operational environment, including changes in
fuel supply

The electricity sector is experiencing transformative changes in its technical and opera-
tional environment, primarily driven by advancements in technology, shifts in regulatory
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policies, and changes in consumer demand. These changes are further compounded by
fluctuations in fuel supply, which directly impact the cost, availability, and choice of fuels
used for electricity generation. The transition towards renewable energy sources, such
as wind, solar, and hydro, in response to environmental concerns and policy incentives,
represents a significant shift from traditional fossil fuels like coal, oil, and natural gas.
This transition necessitates adjustments in grid management, energy storage solutions,
and infrastructure to accommodate the variable nature of renewable energy sources.

Changes in fuel supply, whether due to geopolitical events, market fluctuations, or shifts
towards sustainable energy sources, can also have profound effects on the electricity sector.
These changes require flexible and adaptive strategies for fuel procurement and manage-
ment, as well as investment in alternative energy sources and technologies to mitigate the
risks associated with fuel supply volatility.

CYBERSECURITY CHALLENGES IN THE ELECTRICITY SECTOR
A system unique to the energy sector is the Supervisory Control and Data Acquisition system,
or SCADA for short [2]. It is used to control and monitor industrial processes by gathering
real-time data from sensors and devices located in remote or industrial environments, allowing
for the centralized monitoring and control of operations *. With their ability to integrate with
a wide range of industrial devices and their extensive use across critical infrastructure, SCADA
systems form the backbone of modern industrial automation and control, laying the groundwork
for more advanced technologies like IoT integration and smart grids.

Technological innovation is a driver for development, but also the key which unlocks a
door with new risks and threats waiting on the other side. The connectivity of operating
environments, driven by the desire for efficiency, competitive advantage, and the capabilities of
the Internet of Things (IoT), has led to an intricate web of cyber-physical systems [1]. Such
systems, while enhancing productivity and capabilities, expand and steepen the attack surface
due to several factors, including, but not limited to, the rising number of entry points for
attackers, the added interdependencies, IoT device’s inherent vulnerabilities, inadequate device
management, outdated or insecure software, and potential compatibility issues with already
existing infrastructure. In essence, the modernization of legacy systems - once isolated, now
connected to the Internet - has created a pool of novel vulnerabilities.

The smart grid, an electrical infrastructure with technological enhancements to monitor en-
ergy use and optimize conveyance of that energy according to related needs, is another emerging
technology. In contrast to conventional electrical networks that function as a one-way conduit
for the delivery of electricity to consumers, smart grids facilitate information exchange be-
tween energy providers and their clientele in both directions. The reliance on and utilization
of information networks render the grid vulnerable to various device and network risks. Un-
like traditional power grids which were insulated from external environments like the internet,
smart grids are susceptible to remote attacks that can target essential components (e.g., power
generators) from numerous points within the infrastructure [32). The operational disruption of
a smart grid could lead to widespread and severe consequences, including the loss of power for
homes and facilities. Key security challenges in smart grids, similar to the ones applicable to
IoT, include an expansive attack surface with an array of unique vulnerabilities, the involve-
ment of multiple stakeholders which complicates the coordination of a unified defence strategy,

“a more detailed analysis of the SCADA systems can be found in the Annex
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and the incorporation of consumer devices into the smart grid, which introduces novel attack
vectors, increasing the potential for exploiting vulnerabilities from numerous, less controllable
sources.

Attacks may originate from insiders with detailed system knowledge or outsiders without
direct knowledge but capable of gathering information through surveillance [13]. These threats
might be deliberate, aimed at causing harm, or inadvertent, resulting from carelessness or
oversight. Prominent cyber-attack types posing risks to smart grids include:

e Denial of Service (DoS) attacks significantly threaten smart grids by disrupting elec-
tricity availability, often through overwhelming traffic or exploiting system vulnerabilities,
potentially leaving millions without power and causing extensive financial and operational
damage.

e Man-in-the-Middle attacks interfere with communications between devices or with
SCADA controllers, aiming to disrupt or alter data transmission.

e False Data Injection involves sending misleading information into the network, affect-
ing the grid’s operation and potentially leading to financial losses by tampering with
measurement data or incurring unwarranted charges for consumers.

e Malware attacks, where malicious software targets smart meters or company servers, can

alter functionality, steal sensitive consumer data, or spread false information.

e Replay attacks, where attackers reuse valid data maliciously to masquerade as legiti-
mate senders, gaining unauthorized access to networks or imposing fraudulent charges on

consumers by replicating outdated consumption messages.

Before proceeding to the next section, it must be noted that entities within the electricity
sector, are recognized as critical infrastructure not only for their indispensable role in powering
other sectors and sustaining societal functions but also due to the heightened risk they pose
to human safety. Service disruptions, whether stemming from accidents or deliberate attacks,
carry the potential for cascading effects across multiple sectors, underscoring the importance
of ensuring business continuity. However, beyond the imperative of maintaining operational
continuity for the ”greater good,” there lies an equally critical responsibility to safeguard the
individuals who operate within these facilities. The fortification of entities in the electricity
sector must therefore be pursued with a dual focus: ensuring the resilience and reliability of
service to society at large while also prioritizing the safety and well-being of the employees.
This dual focus ensures that efforts to enhance business continuity and operational resilience
are balanced with the imperative to protect human lives, underscoring the sector’s commitment
to both societal welfare and the safety of its workforce.
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6 Business Continuity

6.1 Business Continuity Frameworks

In the realm of Business Continuity, the establishment and adherence to structured frameworks
are paramount for ensuring systematic preparedness and effective response to disruptions. These
frameworks provide comprehensive guidelines and best practices for organizations to identify,
evaluate, and manage the risks associated with unexpected incidents. In this subsection, we
explore three pivotal frameworks that have been widely recognized and adopted across various
sectors for their robust approach to business continuity and disaster management. Each frame-
work brings a unique perspective and methodology, contributing significantly to the overarching
goal of organizational resilience. ISO 22301, which sets global standards for Business Continu-
ity Management Systems; NIST 800-34, a guideline pivotal for federal information systems in
the United States; and NFPA 1600, a standard encompassing broader aspects of disaster and
emergency management will be explored. The examination of these frameworks will provide a
comprehensive understanding of the principles, practices, and strategic implications inherent in
effective business continuity planning and implementation.

ISO 22301: an internationally recognized standard that delineates the requirements for
establishing, implementing, operating, maintaining, and improving a Business Continuity Man-
agement System (BCMS). This standard is formulated to aid organizations in the preparation,
response, and recovery from unforeseen and disruptive incidents. It provides a comprehensive
framework for organizations to systematically identify potential threats, assess their impacts,
and develop and manage robust plans and responses for ensuring business continuity. Applica-
ble to organizations of all types and sizes, ISO 22301 underscores the importance of resilience
and continuity in the face of diverse disruptions, thereby facilitating a structured and strategic
approach to business continuity [27].

NIST 800-34: full name Contingency Planning Guide for Federal Information Systems
is a guideline developed by the National Institute of Standards and Technology (NIST), USA.
This document offers detailed directives for federal agencies and other entities on the develop-
ment and maintenance of effective contingency plans for information systems. The guideline is
structured to provide comprehensive insights into conducting business impact analyses, formu-
lating recovery strategies, and establishing and maintaining contingency plans. It encompasses
a broad spectrum of activities including plan development, maintenance, and testing. As a
part of the NIST Special Publication 800-series, it contributes significantly to the domain of
computer security and information assurance, emphasizing the importance of preparedness and
resilience in information systems [3g].

NFPA 1600: developed by the National Fire Protection Association, represents a standard
for Disaster/Emergency Management and Business Continuity Programs. This standard offers
an exhaustive framework for the development, implementation, assessment, and maintenance of
disaster management and business continuity programs. Recognized and utilized by a variety
of entities, including public, private, and non-governmental organizations, NFPA 1600 provides
guidelines that span program management, planning, execution, and continuous improvement
processes. The standard is designed to aid organizations in the effective management of a
wide array of emergencies and disasters, ensuring a comprehensive and systematic approach to

disaster management and business continuity [37].
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Framework
Criteria

ISO
22301

NIST
800-34

NFPA
1600

Focus

Comprehensive

Contingency Planning
for Federal

Disaster/Emergency
Management and

Audience

sizes and types seeking
to manage BC risks

& other entities managing
information systems

BCM Information Systems BC
Global; applicable Primarily for U.S. Applicable to public, private
Scope to all types of federal agencies, & non-governmental
organizations but applicable broadly organizations
Organizations of all Federal agencies Orgamzatlo.ns seeking
Target a comprehensive approach

to disaster/emergency
management and BC

Identifying potential
threats & impacts

Guidelines on BIA
& recovery strategies

Guidelines covering a wide range
of emergency management aspects

Focus on integrated preparedness,

continuous improvement

& recovery of IT systems

Key Guidelines for developing Focus on maintaining
Features robust continuity plans & recovering IT systems response, recovery,
& mitigation strategies
Emp&?aaséiotna:)eﬂsilthence Imli?:il:] Cor:il;leg:sl;zy Emphasis on program management
P ¥ p &p & continuous improvement
. Ensure business Ensure effective recovery Provide a comprehensive
Primary - I . . N .
Objective resilience & continuity in of information systems framework for managing disasters
the face of disruptions following disruptions & emergencies, along with BC
Plan-Do-Check-Act Structured approach to emer erlli(?ll::n:psgeﬁh itr(:cludin
Methodology (PDCA) cycle for planning, implementation, gency g ’ g

prevention, preparedness,
response & recovery

Table 3: Business Continuity Frameworks Comparison

In this thesis, the focus will be primarily on the ISO 22301 framework for establishing and
managing a Business Continuity Management System, hereafter referred to as a 'BCMS’, a
Firstly, ISO 22301 is a globally recognized

standard, offering a universally applicable framework that transcends geographical and sector-

choice that is grounded in several key reasons.

specific boundaries. This universal applicability is crucial given the diverse nature of threats
and disruptions faced by organizations worldwide. Secondly, the framework is comprehensive
in its approach, covering all aspects of business continuity management from understanding
and mitigating risks to ensuring resilience and adaptability in the face of disruptions, ensuring
a holistic view of business continuity, crucial for the electricity sector’s complex and intercon-
Moreover, ISO 22301’s alignment with the Plan-Do-Check-Act cycle,
hereafter referred to as the 'PDCA cycle’, of ISO 27001 facilitates continuous improvement,

nected environments.

a critical aspect for any dynamic and evolving industry like the electricity sector, as well as
compatibility with the rest of the ISO standards family; in the same vein, the ISO 22313,
22317, 22318, 22330, and 27019 standards can serve as supplementary guidelines for managing
business continuity, while having an ISO 27001 certified Information Security Management Sys-
tem, hereafter referred to as an 'ISMS’, ought to be a requirement for the entities in question.
Lastly, the framework’s focus on proactive risk assessment and management resonates with the
need for preemptive strategies in managing the unique risks associated with electricity critical

infrastructures.

6.2 Building a BCMS with the ISO Standards

Business continuity ensures that an organization, given instances of disruption, can maintain its
operations and achieve its business objectives while demonstrating a proactive control of risks
and reducing legal and financial exposure. It is a comprehensive and strategic discipline which
encompasses a systematic approach to identifying, assessing, and mitigating potential risks and
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threats to an enterprise’s critical functions and resources. The overarching goal of business
continuity is to ensure the sustained and seamless operation of essential business processes,
services, and infrastructure, even in the face of unforeseen and disruptive events, such as natural
disasters, technological failures, or other adverse circumstances.

The ISO 22301 standard specifies the structure and requirements for implementing and
maintaining a BCMS which the organizations ought to tailor according to their legal, regulatory,
organizational and industry requirements, products and services, employed processes, their size
and structure, and the requirements of their interested parties. Its most vital components
include a business continuity policy and the accompanying management processes as well as
documented information supporting operational control and enabling performance evaluation
and well-defined roles and responsibilities.

Following the PDCA cycle of ISO 27001, the standard outlines this dynamic and evolving
discipline that necessitates constant review and refinement in tandem with changes in the or-
ganizational landscape, technology, and external factors that may impact an enterprise. By
adopting such an approach to business continuity, organizations will be able to safeguard their
reputation, maintain stakeholder confidence, and fulfil their obligations to clients, employees,
and other relevant entities, thereby ensuring the sustainability and longevity of their operations
in the face of adversity.

6.3 Building an ISO 22301 BCMS according to ISO 27001

The integration of the PDCA cycle, a fundamental concept from ISO 27001, into the establish-
ment and maintenance of a BCMS as outlined in ISO 22301, offers a systematic and effective
approach for organizations to enhance their resilience and response capabilities. This alignment
ensures a comprehensive and adaptive strategy for managing business continuity risks. ISO
22313 is the standard which meticulously outlines this approach.

PLAN PHASE: ESTABLISHING A BCMS
In the Plan phase, the foundation of the BCMS is laid out, which involves establishing a com-
prehensive Business Continuity (BC) program: business continuity policy, objectives, controls,
processes and procedures relevant to improving business continuity. Key to this stage is the
creation of an oversight committee, responsible for steering the BC initiatives and ensuring
alignment with the organization’s objectives; the development of robust policies and procedures
tailored to the organization’s context forms the core of this phase, as these policies will artic-
ulate the organization’s commitment to business continuity and define the scope, objectives,
and principles of the BCMS. Additionally, establishing a documentation system is critical, as it
ensures that all BC-related information is systematically organized, accessible, and up-to-date,

providing a reference point for all subsequent activities.

Do PHASE: IMPLEMENTING THE BCMS
The Do phase involves putting the planned elements into action. Conducting a thorough Busi-
ness Impact Analysis (BIA) and Risk Analysis (RA) is pivotal to understanding the potential
impacts of disruptive incidents and to identify critical areas of focus. Based on these analyses,
the development of a Disaster Recovery Plan (DRP) is essential, since it shall provide clear
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guidelines and procedures for restoring critical functions post-disruption. Concurrently, cre-
ating a communication plan is vital to ensure effective communication with stakeholders and
the appointed professional during a crisis. Finally, exercising the program through drills and
simulations is also crucial, as it helps in identifying gaps and preparing the organization for real

incidents.

CHECK PHASE: MONITORING AND REVIEWING THE BCMS
In the Check phase, the organization evaluates the effectiveness of the BCMS. This involves
conducting internal audits and tabletop exercises, which are instrumental in assessing the effi-
ciency and applicability of the implemented policies, procedures, and measures. Furthermore,
scheduling regular management reviews provides an opportunity for leadership to reflect on the
BCMS’s performance and to ensure ongoing commitment and resource allocation, as well as the

authorization of remediation actions.

AcT PHASE: CONTINUAL IMPROVEMENT OF THE BCMS
Finally, the Act phase is centred on implementing corrective measures based on the insights
acquired during the Check phase, which is imperative for addressing deficiencies and enhanc-
ing the BCMS’s effectiveness, while also providing an opportunity to reassess the scope of the
BCMS. The continuous enhancement of these measures ensures that the BCMS maintains its
effectiveness and relevance, adeptly adjusting to emerging threats, organizational changes, and
the evolution of industry standards and practices.

This cycle of continuous improvement is at the heart of both ISO 27001 and ISO 22301,
ensuring that the BCMS is not something static, but rather a dynamic and evolving system
that enhances organizational resilience. By integrating the PDCA cycle from ISO 27001 into
the BCMS framework of ISO 22301, organizations can ensure a comprehensive, structured,
and adaptive approach to business continuity, significantly enhancing their ability to manage
and mitigate disruptions effectively. Having delineated the fundamental steps for establishing
a BCMS as per ISO 22301 and ISO 27001 in a general context, it is now imperative to delve
into the practicalities and specifics of implementing these steps within the electricity sector,
tailoring the available frameworks to address the unique challenges and intricacies inherent to
it. Concisely, below is a condensed overview of each ISO standard to be utilized:

e ISO 22301 specifies requirements to plan, establish, implement, operate, monitor, review,
maintain, and continually improve a documented management system to protect against,
reduce the likelihood of occurrence, prepare for, respond to, and recover from disruptive
incidents when they arise. It is the premier standard for business continuity management
systems and it will be used to define the core structure of the BCMS.

e ISO 22313 provides guidance and recommendations for implementing a BCMS based
on the foundational requirements established in ISO 22301. This standard offers detailed
instructions, examples, and information to help organizations interpret and apply ISO
22301 and due to its inherently complementary nature it is poised to act as a pivotal
implementation guide for best practices in business continuity tailored to the electricity
sector’s needs.
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e ISO 22317 provides a framework for conducting a business impact analysis (BIA), again
with the goal of integrating this process into the BCMS. The standard offers guidelines
for determining the impact of disruptions on an organization’s processes and activities,
helping to prioritize the recovery of operations and services and will be used for the
assessment of the impact of disruptions on an entity in the electricity sector and to aid
with the prioritization of recovery strategies, ensuring that the most critical areas are
addressed first in the BCMS.

e ISO 22318 focuses on supply chain continuity management as part of the BCMS. This
standard provides comprehensive guidance on strategizing, enacting, and refining pro-
cesses to ensure the continuity of the supply chain and underscores the importance of
thorough preparation for, as well as agile response to, any potential disruptions that may
occur across the supply chain. Given the increasing prevalence of supply chain disrup-
tions as a significant threat, particularly in the highly interconnected and interdependent
electricity sector, an entity operating within this domain cannot afford to overlook the
inherent risks associated with its supply chain. Consequently, ISO 22318 will be instru-
mental in integrating supply chain considerations into the BCMS, ensuring that strategies
are in place to manage and mitigate risks effectively and maintain continuity in the face
of supply chain challenges.

e ISO 22330 provides guidelines for people aspects of business continuity as an integral
part of creating and managing a BCMS. It offers principles, frameworks, and processes
for preparing for, responding to, and recovering from incidents with a focus on the needs
and responsibilities towards people involved in or affected by such incidents. Hence, this
standard will be used to ensure that the BCMS efliciently addresses the needs, safety, and
communication of all personnel, a critical factor in the electricity sector where safety and
operational roles are paramount.

e ISO 27001 is a set of requirements for defining, implementing, operating, and improving
an Information Security Management System (ISMS), which proposes the PDCA course
of action to ensure the continuous improvement and fortification of the ISMS. In the post-
NIS2 era, where cybersecurity threats are prevalent, integrating ISO 27001 into the BCMS,
by means of the aforementioned PDCA methodology, will ensure that information security
is a core component of business continuity planning, particularly relevant for protecting
critical information assets in the electricity sector.

e ISO 27019 is a sector-specific standard for the energy utility industry. It extends the
guidelines of ISO 27002 to the context of process control systems used in the energy utility
sector, providing best practices for information security management tailored to the unique
requirements, technologies, and risks faced by this sector. Thus, this standard will aid in
a more specific approach to the unique information security challenges and technologies
in the energy sector, aiding in the provision of more sector-specific countermeasures.

To provide a deeper understanding and further contextualize the application of various ISO
standards in the development of a BCMS within the electricity industry, Table 3 aims to offer
a comprehensive insight into how this selection of ISO standards can be utilized to formulate a
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ISO 22301 identification of requirements for the BCMS
Plan | ISO 22317 identification of critical business functions

ISO 27019 identification of sector-specific concerns

ISO 22313 for detailed BCMS implementation guidelines
Do ISO 22317 for BIA guidelines

ISO 27019 precautions around sector-specific concerns

ISO 22330 testing of communication and reporting channels
ISO 27019 assessment of sector-specific concerns

ISO 22313 for process guidelines

ISO 27019 for sector-specific areas of interest

Check

Act

Table 4: 1SO Standards Usage

detailed guideline, tailored specifically for entities operating within the electricity sub-sector of
the energy industry, while also incorporating the PDCA methodology °.

6.4 Electricity Sector BCMS - PLAN Phase
6.4.1 Context Establishment

Understanding the organization and its context is vital for developing any kind of management
system, and a BCMS is no exception to the rule. Internal and external factors that have the
power to influence an organization, be it positively or negatively, ought to be considered, since
they are directly, or even indirectly, relevant to the organization’s core objectives. A detailed
analysis of applicable factors is shown in Figure 3, which should now also take into account
the importance of both technical and organizational resilience strengthening methods; methods
that encompass a wide range of tools, including personnel training and development, substantive
technical support, procedural planning documents, financial planning for resilience activities,
and engagement with external political, economic, social, ecological, legislative, and technolog-
ical resources [22], [29].

IDENTIFY INTERESTED PARTIES

Interested parties, alternatively called stakeholders, are individuals or organizations that hold
the capacity to influence, be influenced by, or consider themselves as being impacted by any
decision or activity undertaken by the entity in question. This broad categorization includes
but is not limited to, customers, owners, employees, service providers, financial institutions,
regulatory bodies, labor unions, partners, and the broader society, which may also encompass
competitors or various opposing advocacy groups. It is noteworthy that individuals making
decisions, communities and local populations affected by the entity’s activities can also be clas-
sified as interested parties under this definition.

For an entity in the electricity sector, interested parties can be considered:

e The management of the electricity facilities
Whether we are referring to conventional or renewable resources, electricity facilities en-

compass a broad range of operations, including power plants that generate electricity, as

5 [23], [24], [25], [26], [27], [28]
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FACTORS

ELECTRICITY SECTOR MAPPING

political, legal and regulatory environment,
whether international, national, regional or
local

Political: a government's commitment to supporting or opposing energy-related activities can lead to
investment and incentives towards certain areas, while, conversely, political instability or changes in
government can lead to shifts in energy policy, potentially affecting long-term projects and
investments.

Legal & Regulatory: changes in environmental regulations, health and safety standards, and market
competition laws (e.g., European Union's Clean Energy for All Europeans package) may result in
changes in operations.

social and cultural aspects

public health and community displacement must be considered when deciding upon the placement of
infrastructure.

Financial: entities in this sector are first and foremost businesses and need to make decisions based

policies and objectives, and the business
strategies that are in place to achieve them

on the fluctuating market demands and their financial plan and distribute their financial resources in
X the appropriate investments.
T Technological: introduction of new technologies must be done in a way that ensures the continuity of
E financial, technological, natural and operations during their integration, technological advancement brings about the advancement of
competitive environment, whether cyberattacks, as well, with them growing in scale and sophistication.
R international, national, regional or local Natural: changes on how electricity is generated and the heavier reliance on renewable energy sources
N is a factor that influences technological changes and adaptations.
Competitive: competition drives innovation but also requires entities to be more agile and responsive
A to market trends and customer demands (i.e., diversification of energy sources (renewable resources)
L drive strategic investments in technology).
. . supply chain disruptions (e.g., operational, macroeconomic, technological, geographic
supply chain commitments and D_D : D . ( g_, D N . o . _g ,_g graphic, .
relationships environmental) have a direct impact on operations, thus driving entities to integrate supply chain
management deeper into their business planning.
drivers (e.g. risk, technolo and trends . . . . . . . . .
R ( g g X gv! N emerging drivers such as technelogical innovation or evelving risk landscapes, along with societal and
having impact on the objectives and ) P B I s .
; L market trends, significantly influence the entity's objectives and operational approaches.
operation of the organization
relationships with, and perceptions and I . . . . . s
) 0 y DErcentior entities in this sector have a duty to deliver the essential service of electrical power to citizens and
values of, interested parties outside the . . . . .
o other entities, including other critical infrastructures.
organization
Products and Services: production, transmission, distibution or supply services (including
maintenance, customer support, and energy efficiency consulting).
products and services, activities, resources |Activities: operational activities that are determined by the products and services.
Resources: natural resources (conventional or renewable), assets (e.g., power generation facilities,
transmission and distribution infrastructure), human resources, information technology systems, etc.
capabilities in terms of resources and capabilities in these areas determine the entity's resilience and response capacity, highlighting the
knowledge (e.g. capital, time, people, need for fortified operational and IT systems that are overseen and operated by the necessarily
processes, systems, technologies) qualified personnel.
s risk management (e.g., ERM, ORM), quality management(TQM, IS0 9001), or environmental
existing management systems -
management systems (EnMS-1S0O 30001, ISO 14001).
data types and flows need to be identified; data can range from operational data (e.g., electricity
I B R B R generation metrics, output levels, fuel usage, grid metrics, operational status of transmission lines,
information and data (stored in physical or .
N . s - transformer operations, customer demand patterns, outage management), asset data (e.g., asset
electronic form) and decision-making S N B N I
. inventory of equipment, maintenance schedules, performance history), emmission data and resource
T |processes (formal and otherwise) R I - ) .
usage, system and network data (ICT monitoring, log files), as well as more generic data (e.g., HR data,
E regulatory & compliance data, financial data, customer amd supplier data).
interested parties within the organization, R ) R R R
N |; B . top management, departments and individuals who provide essential services or resources under
including internal suppliers (SLAs, assessed SLAs
A [resiliency and recovery agreements) )
L

electricity production, transmission, distribution and supply is a continuous endeavor, thus
redundancy and timely delivery ought to be achieved by integrating the appropriate policies and
procedures in the already existing business strategy, accompanied by the necessary technologies.

future opportunities and business
priorities

potential expansion into renewable energy sources or leveraging new technologies for grid
management or ICT upgrades.

perceptions, values and culture

electricity is an essential service, which is something that entities in the sector ought to act upon, by
ensuring continuity and resilience.

standards and reference models adopted
by the organization

applicable standards include the ISO standards family, IEC Standards, and IEEE Standards.

structures (e.g. governance, roles,
accountabilities)

clear understanding of who is responsible for business continuity tasks, from strategic decisions to
operational execution, ensuring that there are clear lines of communication and authority for making
decisions during a disruption.

Figure 3: Mapping context establishment factors to the electricity sector
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well as substations involved in the transmission and distribution of electricity 6. Manage-
ment at all levels within these facilities (i.e., top management and individuals responsible
for the establishment of the BCMS objectives and policies) plays a crucial role for several
reasons; firstly, they have an in-depth understanding of the operational intricacies and
critical components of their respective facilities, whether these are focused on generation,
transmission, or distribution, and whether they involve conventional or renewable energy
sources. Their insights are invaluable in identifying potential risks and implementing mea-
sures to mitigate these risks, setting a benchmark for operational resilience and ensuring
the continuity of electricity supply. Furthermore, the commitment of management to,
and their involvement in, the BCMS process are critical for securing the necessary re-
sources, fostering a culture of resilience, and aligning business continuity objectives with
the broader goals of the entity (see 5.4.3).

It is important to note that even though the implementation details of the BCMS will
certainly differ among the facilities, the overall objectives must be aligned since they all
share the common goal of maintaining operations and service provision [31].

e Professionals responsible for business continuity
This group, comprising those who establish and oversee the BCMS, maintain business
continuity procedures, and own these procedures, is essential due to the expertise they
provide in the development, implementation, and continual improvement of business con-
tinuity strategies tailored to the unique demands and operational dynamics of the entity.
The group’s contributions are pivotal, ensuring that the BCMS remains responsive to
evolving challenges and capable of safeguarding the entity’s resilience against disruptions.

e Incident Response Personnel
These are individuals authorized to invoke BC plans; it is a group comprised not only of
those authorized to initiate the aforementioned plans but also of designated spokesper-
sons responsible for managing communications with internal and external stakeholders,
alongside dedicated response teams tasked with executing the tactical aspects of the plan.
Their roles are pivotal within the broader spectrum of incident management, as they are
the front line in ensuring that the entity’s response is both timely and effective and, as
a result, sufficient to mitigate the impacts of unforeseen events on operations, ultimately

preserving the integrity of the organization’s service delivery and operational continuity.

e Other Staff
Including contractors, key staff, support staff, and line managers, this diverse group con-
tributes to the operational resilience of the electricity sector. Their involvement and
adherence to BC procedures are vital in maintaining the continuity of operations un-
der adverse conditions, and they will be the ones who have to face the ramifications of
machinery malfunction in the cases of field operations.

e Suppliers
Suppliers of critical components and services to the electricity sector are essential for its
uninterrupted functioning. Their reliability and commitment to business continuity are
integral to the resilience of the electricity supply chain.

Sthe power plants in question can be either thermal (fossil fuel, nuclear or solar thermal power plants), or
renewable (hydroelectric facilities, wind turbines, or solar panels)
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e Service Providers
External organizations providing essential services, such as IT and communication sys-
tems, are critical to the operational capabilities of the electricity sector. Their resilience
is directly tied to the sector’s ability to manage and recover from incidents.

e Citizens
As the ultimate end-users of electricity, citizens’ safety and well-being are of paramount
concern, especially during outages or disasters. Their needs and expectations guide the
prioritization of critical services and restoration efforts.

e Government
Governments play a regulatory and supportive role, often setting standards for resilience
and business continuity. Their involvement is critical in ensuring that the electricity sector
adheres to national safety and security standards.

e Regulators
Regulatory bodies enforce compliance with industry-specific standards and guidelines for
business continuity and resilience. Their oversight ensures that the electricity sector main-
tains high standards of operational reliability and safety.

e Customers
Commercial and industrial customers, like citizens, rely on a stable electricity supply for
their operations. Their demands and feedback are crucial in shaping business continuity

plans and in ensuring the sector’s responsiveness to market needs.

e Emergency Services
In the event of a disruption, coordination with emergency services is crucial for ensuring
public safety and the protection of critical infrastructure. Their readiness and responsive-
ness are integral to the sector’s incident response strategies.

LEGAL & REGULATORY REQUIREMENTS
In the process of establishing a BCMS within the electricity sub-sector, entities must rigorously
identify and document the legal and regulatory requirements. These requirements, pivotal for
ensuring the BCMS’s efficacy and compliance, can be categorized as implied, stated, or oblig-
atory. Essential to this endeavour is the entity’s ability to maintain an up-to-date repository
of these requirements, which encompasses current, pending, and evolving legal and regulatory
frameworks relevant to its operations. This includes but is not limited to, areas such as inci-
dent response, including emergency management legislation; business continuity, dictating the
BCMS'’s scope or recovery objectives; risk management, outlining the approaches or scopes for
risk assessment; and hazards, including operational stipulations for managing dangerous ma-
terials. These requirements, including directives and regulations such as the Clean Energy for
All Europeans Package, Electricity Market Directive, Renewable Energy Directive, and national
transpositions thereof, dictate the operational, environmental, and safety standards that entities
must adhere to.

The significance of these requirements extends beyond procedural adherence; they form the
bedrock upon which the BCMS is developed, ensuring the system’s alignment with legal man-
dates and regulatory expectations. This alignment is crucial for mitigating risks, facilitating
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swift recovery from disruptions, and ultimately, safeguarding the continuity of essential ser-
vices. Moreover, the dynamic nature of legal and regulatory landscapes necessitates continuous
monitoring and updating of this information, coupled with effective communication strategies
to disseminate changes to affected employees and other interested parties.

For entities operating across multiple jurisdictions, the complexity deepens as they navigate
a mosaic of legal and regulatory environments. It is vital for these entities to demonstrate not
only their awareness of relevant legal and regulatory requirements but also their adherence to
these mandates across different operational locales. This comprehensive approach ensures that
the BCMS is not only robust and resilient but also adaptable to the diverse legal landscapes
within which the entity operates, thereby reinforcing its commitment to operational integrity,
public safety, and the uninterrupted delivery of electricity.

SCOPE DETERMINATION & EXCEPTIONS
The outputs of the previous steps will be taken into consideration when determining the scope
of the BCMS; namely, any issues found in the context establishment ought to be addressed,
as well as all the interests of the stakeholders. First, we need to identify the boundaries and
applicability of the BCMS [10], [36].

e Services & Activities
The first step is to examine the entity’s services and activities across the various op-
erational levels — production, transmission, distribution, and supply. This analytical
approach ensures that the BCMS is comprehensively tailored to address the unique chal-
lenges and operational intricacies of each level, thereby enhancing resilience and continuity
capabilities. Below is a high-level overview’ (Figure 4 in the Annex provides indicative
operational and organizational processes that need to be identified):

— Production Level
As stated previously, the production level encompasses entities involved in the gener-
ation of electricity from various energy sources, including conventional and renewable,
and thus the service provided at this level is that of the electricity generation.
The activities associated with this include fuel handling, power generation, cooling
and condensation, energy conversion and transmission, and waste management and
emission control.

— Transmission Level
The transmission level involves facilities responsible for the high-voltage transporta-
tion of electricity from production facilities to distribution networks across
extensive geographical areas. This includes activities such as monitoring incoming
power, voltage transformation (step-up), transmission over high-voltage lines and
monitoring of the electricity flow.

— Distribution Level
Distribution facilities are the ones which enable the delivery of electricity from the

"Details regarding the maintenance of equipment, safety checks, and assessments of operational efficiency have
not been explicitly stated. This omission is predicated on the assumption that such activities are universally
inherent and meticulously executed across all operational levels, thus forming an integral component of standard
operational procedures.
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transmission system to end-users, including residential, commercial, and indus-
trial customers, at lower voltages. This includes activities such as voltage transfor-
mation (step-down), and the distribution of electricity in local distribution lines.

— Supply Level
Entities at the supply level focus on the sale and purchase of electricity to and
from the grid, acting as intermediaries between generators and end-users. Something
to bear in mind at this level is the existence, or not, of smart grid technologies, since
this will change the landscape both in a literal and a figurative sense - by changing
the technologies used and the attack surface, respectively.

e Locations & Resources
Analyzing the services and activities across the different levels of the electricity sector
requires a thorough understanding of the associated locations, resources, and assets critical
to each level’s operation. These elements are foundational to the sector’s ability to deliver
reliable and efficient electricity services.

— Production Level

Location: Power plants are the primary locations at the production level. These
facilities can vary widely in type, including coal-fired, natural gas, nuclear, hydro-
electric, wind farms, and solar photovoltaic parks, reflecting the diverse sources of
energy generation.

Resources: The resources at this level are the natural, conventional, or renewable re-
sources utilized for electricity generation. This includes coal, natural gas, uranium,
water flow, wind, and sunlight. The choice of resource depends on the type of power
plant and its geographical location, which is often chosen based on the proximity to
these resources.

Assets: At the production level, assets include the operational and technological
equipment essential for generating electricity. This encompasses turbines, genera-
tors, reactors (for nuclear plants), solar panels, wind turbines, and associated control
and monitoring systems. These assets are critical for converting natural or conven-

tional resources into electrical energy.

— Transmission Level
Location: Transmission substations are key locations at this level. These facilities
house the equipment necessary to raise or lower the voltage of electricity coming from
production facilities for transmission over long distances.
Resources: The resource at this level is the generator’s voltage, which is transformed
to high-voltage levels suitable for efficient long-distance transmission. The high volt-
age reduces energy loss over transmission lines, making it a critical resource for the
transmission process.
Assets: The operational and technological assets here include the transformers that
step up the voltage for transmission, transmission lines, towers, and the control
systems that monitor and manage the flow of electricity across the grid to ensure
stability and reliability.

— Distribution Level

Location: Power substations, where transformers step down transmission voltages to
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distribution voltages, and the distribution grid that delivers electricity to end-users,
are the primary locations. These substations are strategically located to serve resi-
dential, commercial, and industrial areas.

Resources: The electricity received from the transmission grid serves as the resource
at this level. The step-down transformers reduce the voltage to levels safe for use by
consumers, making it available for local distribution.

Assets: Assets at the distribution level include the step-down transformers, distri-
bution lines, poles, and metering equipment. Additionally, operational technologies
for monitoring, controlling, and managing the distribution of electricity to ensure
reliability and meet demand are also considered critical assets.

— Supply Level

Location: The supply level does not have a specific physical location akin to power
plants or substations. Instead, it operates through corporate offices and virtual
platforms where electricity trading, customer interaction, and energy management
services are conducted.

Resources: The stepped-down voltages received from the distribution grid constitute
the resources for the supply level. This electricity is ready for consumption and is
traded or sold to end-users, including households, businesses, and industrial facilities.
Assets: At the supply level, assets primarily include the systems and platforms for
energy trading, billing, and customer management. Technological assets like smart
meters, customer interface platforms, data analytics systems, and communication

networks are essential for delivering supply-level services effectively.

SCADA systems & are also an integral part of the facilities in question, providing moni-

toring and control capabilities of dispersed assets across vast geographical expanses.

e Suppliers & Dependencies

In the complex ecosystem of the electricity sector, understanding the landscape of suppliers
and dependencies across various operational levels is crucial for establishing a robust
BCMS. This multifaceted network, spanning from production to supply, encompasses a
wide array of interactions with both physical and digital assets, each with its own set
of critical suppliers and inherent dependencies. These relationships are pivotal not only
for day-to-day operations but also for ensuring resilience in the face of disruptions. The
following analysis delves into the specific suppliers and dependencies characteristic of
the production, transmission, distribution, and supply levels, as well as the overarching
significance of operational and technological assets within the sector. This insight lays the
groundwork for identifying potential vulnerabilities and formulating strategic responses
to safeguard continuity and reliability in electricity delivery.

— Production Level
At the production level, the electricity sector heavily depends on a diverse range
of suppliers for natural, conventional, or renewable resources essential for power
generation. This level’s suppliers include those providing fossil fuels, nuclear material,
and renewable resource technologies such as solar panels and wind turbines. A critical

8A detailed analysis of how SCADA systems operate and the reasons why they are important for entities in
the electricity sector can be found in the Annex.
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dependency is on the global supply chain for the procurement of these resources and
components, making the production level susceptible to disruptions like geopolitical
tensions, trade policies, and natural disasters. Additionally, the sector relies on
equipment manufacturers for the operational technology required in power plants,
underscoring a dependency on specialized suppliers for maintaining continuous and
efficient production capabilities.

Transmission Level

The transmission level depends on suppliers for high-voltage equipment, including
transformers and transmission lines, which are vital for electricity transport from
power plants to distribution networks. The geographical concentration of component
manufacturing introduces a significant dependency on a limited number of suppliers,
elevating the risk of supply chain disruptions. Additionally, there’s a reliance on
technology providers for control systems that manage the power flow across the
grid, highlighting a dependency on digital infrastructure suppliers. The transmission
level’s ability to maintain grid stability and reliability is contingent upon the seamless
integration of physical and digital supply chains.

Distribution Level

Suppliers at the distribution level include manufacturers of transformers, cables, and
other distribution infrastructure necessary for stepping down voltage and deliver-
ing electricity to end-users. This level exhibits a dependency on a robust logistical
network to ensure timely delivery and maintenance of infrastructure, particularly in
response to demand spikes or infrastructure damage from environmental events. Ad-
ditionally, there’s an increasing dependence on technology suppliers for smart grid
components, such as advanced metering infrastructure, which facilitate more efficient
distribution operations and customer interactions. This digital transformation intro-
duces new dependencies on cybersecurity solutions to protect the grid from cyber
threats.

Supply Level

Entities at the supply level depend on a broad spectrum of suppliers, ranging from
wholesale electricity markets for the procurement of electricity to technology vendors
for billing and customer relationship management systems. There’s a critical depen-
dency on the distribution level’s infrastructure to ensure that the procured electricity
reaches the consumer efficiently and reliably. Moreover, as the sector moves towards
more dynamic pricing models and demand response initiatives, there’s an increased
reliance on data analytics and digital platform providers. This level must navigate
dependencies on regulatory compliance services and market analysis experts to adapt
to changing market conditions and regulatory landscapes.

Across all levels, the electricity sector’s operational continuity heavily depends on the avail-

ability and reliability of both physical and technological assets. These assets range from

generation equipment and transmission infrastructure to distribution networks and cus-

tomer interface systems. There’s a pervasive dependency on suppliers for the maintenance,

repair, and upgrade of these assets, making supply chain resilience critical. The integra-

tion of digital technologies introduces dependencies on software vendors and cybersecurity

solutions, emphasizing the need for strategic partnerships with technology providers. En-
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suring the security, sustainability, and resilience of these assets amidst evolving threats
and technological advancements remains a paramount concern for the sector.

e Exclusions to Scope
In the electricity sector, exclusions to the BCMS scope may encompass certain ancil-
lary services or operational facets deemed non-critical to the core mission of delivering
uninterrupted electricity to customers. For instance, non-essential administrative func-
tions, certain R&D activities, or secondary facilities not directly involved in the genera-
tion, transmission, distribution, or supply of electricity might be considered for exclusion.
However, it is imperative that such exclusions are carefully documented with clear jus-
tifications, ensuring they do not compromise the organization’s capability to adhere to
business continuity requirements identified through the business impact analysis (BIA)?.
Furthermore, in the context of integrating the BCMS into existing management systems,
it must be verified that all essential elements of the BCMS are comprehensively included,
without overlooking critical dependencies and supply chains necessary for the delivery
of in-scope products and services. This approach ensures the resilience of the electricity
sector’s operations, safeguarding against potential disruptions while maintaining a clear

focus on essential services and activities.

6.4.2 Leadership

Both top management and other managerial roles are integral to demonstrating leadership and
commitment, ensuring the BCMS is deeply embedded within the organizational culture and
operational practices. For the top management, it starts with the clear assignment of managerial
roles, specifically appointing individuals with the requisite authority and competencies to oversee
the BCMS, ensuring its effectiveness and alignment with the organization’s goals. Additionally,
top management is responsible for fostering an environment of continual improvement, ensuring
BCMS objectives are met, and providing support to other management levels to enable their
leadership roles. Indicatively, the top management ought to strive for the following;:

e Recruitment and Development of Qualified Personnel: Top management should
prioritize the recruitment and ongoing development of highly skilled individuals tasked
with overseeing the BCMS and relative operations. This team should include profession-
als with expertise in operational technologies utilized within the sector, such as SCADA
systems, as well as cybersecurity experts who can address the unique challenges of pro-
tecting critical infrastructure. Ensuring that these individuals are well-versed in the latest
industry standards and best practices is crucial for the effective development, implemen-
tation, and management of the BCMS policy and procedures.

e Provision of Necessary Resources and Investments: Committing to and securing
the necessary resources and financial investments are essential actions that top manage-
ment must undertake. This includes allocating funds for the acquisition of state-of-the-art
technology, supporting infrastructure enhancements, and investing in employee training
programs. Adequate resourcing also encompasses ensuring sufficient staffing levels to

9The business continuity requirements can be derived from the BIA once the PDCA cycle has been already
completed once. In the first implementation of the BCMS, requirements can be identified sufficiently through
the previous steps of the context establishment phase, and then be enriched as the PDCA cycle continues.
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manage and respond to incidents, emphasizing the importance of resilience and continu-

ity across all operations.

e Fostering a Culture of Continuous Improvement: Top management must champion
a culture of continuous improvement within the organization. This involves encouraging
open communication about potential risks and vulnerabilities, learning from incidents and
near-misses, and regularly reviewing and updating the BCMS to adapt to changing threats
and operational demands. By promoting an environment where employees at all levels
are motivated to contribute to the BCMS’s effectiveness, top management can drive the

ongoing enhancement of business continuity practices.

¢ Commitment to Compliance and Best Practices: Ensuring adherence to legal,
regulatory, and industry-specific standards is critical. Top management should demon-
strate a commitment to compliance with frameworks such as ISO 22301, as well as local
and international regulations governing the electricity sector. This includes regular au-
dits, assessments, and adjustments to the BCMS to align with best practices and legal

requirements.

e Engagement and Communication with Stakeholders: Actively engaging with in-
ternal and external stakeholders, including employees, customers, suppliers, and regula-
tory bodies, is essential. Top management should lead by example in communicating the
importance of business continuity and the BCMS’s role in ensuring the organization’s
resilience. This includes transparently sharing information about BCMS initiatives and
encouraging feedback and collaboration from all stakeholders.

Managers at various levels are tasked with integrating the BCMS into business processes,
setting objectives that support the entity’s strategic direction, and ensuring awareness and com-
pliance with legal and regulatory requirements. Their leadership is also demonstrated through
the establishment of clear roles, responsibilities, and competencies within the BCMS, active
participation in exercise programs, conducting internal audits, and leading effective manage-
ment reviews of the BCMS. These actions are vital for achieving the intended outcomes of the
BCMS and directing its continual improvement. Table 5 outlines indicative roles and responsi-
bilities [33]. Beyond formal responsibilities, the management’s commitment is further evidenced
by operational involvement, such as participation in steering groups and using a staircase or
capability maturity model to illustrate progress in business continuity capabilities [20], making
business continuity a standard agenda item at management meetings. This approach ensures
a gradual improvement in the entity’s ability to handle crises, emphasizing the necessity of
continuous engagement and maintenance to prevent regression. This ongoing engagement en-
sures that business continuity considerations remain a focal point of decision-making processes,
reflecting a deep-rooted culture of resilience across the organization.

The creation of a business continuity policy is a critical step in establishing the BCMS since
it serves as a high-level statement reflecting the entity’s commitment to maintaining electricity
supply and managing disruptions effectively. It must articulate its dedication to objectives,
obligations, and continual improvement, incorporating legal and regulatory compliance as fun-
damental components. Given the sector’s CI status, where mishaps or successful attacks could
not only result in service disruption, but also endanger human life, the policy should outline
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the scope and boundaries of BC efforts and clearly define the authorities, responsibilities, and
funding commitments related to BC management. This document should, also, reference appli-
cable standards, guidelines, and policies, ensuring alignment with industry best practices and
regulatory requirements. Moreover, the policy should emphasize the importance of periodic
reviews and updates in response to significant changes in internal or external factors, such as
new legislation or shifts in operational environments, ensuring its relevance and effectiveness
over time, which will inevitably occur once the PDCA cycle will be completed and re-initiated
and the entity will have to revise its context.

This approach not only ensures operational resilience but also reinforces the sector’s com-

mitment to safeguarding the continuous delivery of electricity to consumers and businesses
alike.

6.4.3 Planning

After laying the groundwork described in the previous sections, now is the time to devise an
action plan to manage issues and risks derived from the context establishment, as well as es-

tablish clear, actionable business continuity objectives.

RiISK IDENTIFICATION AND MITIGATION PLANNING
Firstly, the entity should systematically identify risks that have been highlighted through the
context establishment process. This involves understanding both external and internal factors
that could potentially disrupt operations, including but not limited to, supply chain vulnerabil-
ities, technological failures, natural disasters, and cybersecurity threats. Upon identifying these
risks, the organization must then plan on how to address them. This could involve implement-
ing technical solutions such as upgrading infrastructure or software to withstand cyber-attacks
or organizational measures like revising supply chain strategies to reduce dependency on single

sources.

ESTABLISHING AND DETERMINING BUSINESS CONTINUITY OBJECTIVES
Concurrently, the entity must establish its business continuity objectives, that align with the
overall organizational goals, ensuring they contribute to the overarching mission while address-
ing specific areas for improvement identified in the BCMS. Responsibilities for achieving these
objectives must be clearly assigned, with realistic targets set for completion, and mechanisms
for monitoring progress and evaluating results firmly in place. For instance, an objective could
be as specific as ”Reducing the recovery time objective (RTO) for critical electricity distribution
activities by 15% within the next fiscal year, overseen by the Operations Director.” Communi-
cating these plans and objectives throughout the organization is crucial for ensuring alignment
and commitment across all levels. This also involves regular monitoring, documentation of

progress, and incorporating feedback mechanisms for continuous improvement.

It is important to acknowledge that in the initial establishment of the BCMS, this step’s out-
puts might not be extensively detailed. It is feasible to delineate general objectives concerning
continuity and resilience; however, the articulation of concrete milestones and the specification

of organizational or technological measures may necessitate the completion of one full PDCA
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Roles

Responsibilities

BCMS Manager

oversees the development, implementation, and maintenance of the BCMS

coordinates business impact analysis, audits and risk assessments
and reports on BCMS performance to top management

liaises with all departments to ensure BCMS integration into daily operations

leads incident response and recovery efforts

Business Owner

makes key decisions about how the entity handles incidents

Technical Services

manages disruptions to technical services, such as I'T
infrastructure and applications

Manager
interacts with third-party business continuity service providers
integrates BCMS processes into operational procedures
. ensures operational readiness and resilience
Operations
Mana . . . .
nager manages the operational response during disruptions
coordinates with BCMS Manager for incident response planning & execution
develops & executes communication plans for
internal and external stakeholders during disruptions
Communications
Manager manages public relations & media inquiries related to business continuity

ensures clear and consistent communication during incidents

Estate Manager

ensures the physical security and resilience of facilities

manages disruptions relating to buildings, offices, and the
surrounding environment

initiates continuity arrangements and
interacts with third-party business continuity service provider

Supply Chain
Manager

assesses and manages supply chain risks affecting business continuity

develops and maintains relationships with key suppliers
to ensure supply chain resilience

coordinates alternative supply strategies during disruptions

Business Operations
& Customer Services

manages disruptions relating to buildings, offices,
and the surrounding environment
initiates continuity arrangements and

Compliance Officer

Manager interacts with third-party business continuity service provider
BC Team technical, estate, or customer services teams that execute the BC plans
ensures the BCMS complies with legal, regulatory, and industry standards
Legal &

advises on legal considerations in BC planning and recovery efforts

manages regulatory reporting and documentation requirements

Table 5: BCMS Roles & Responsibilities
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cycle, allowing the entity to identify inefficiencies and areas needing improvement, first, and
then strive to make the necessary improvements, thereby refining the BCMS’s efficacy and

responsiveness to identified risks and challenges.

6.4.4 Support

RESOURCES

The successful implementation and sustenance of the BCMS hinge critically on the determi-
nation and provision of the necessary resources, which are fundamental not only to achieving
the established BC policy and objectives but also to adapting to the evolving requirements of
the entity. Effective communication, both internally and externally, about BCMS matters, and
the assurance of the BCMS’s ongoing operation and continual improvement, are paramount for
the resources to be available in a timely and efficient manner to respond promptly to business
continuity needs. Identifying BCMS resources encompasses a broad spectrum, including the al-
location of personnel, facilities and infrastructure; all crucial for the industry reliant on physical
assets for the generation, transmission, and distribution of electricity. Information and Com-
munications Technology (ICT) systems are indispensable for supporting program management

and ensuring robust communication channels.

PERSONNEL - TRAINING - AWARENESS
Managing the competence of personnel involved in BCMS roles is crucial for ensuring opera-
tional resilience and safety. The entity must establish a systematic approach for competence
management, encompassing the identification of necessary competencies for all BCMS roles and
responsibilities. This includes the awareness, knowledge, understanding, skills, and experience
essential to effectively fulfil these roles. Additionally, the organization should ensure the recruit-
ment or contracting of individuals who already demonstrate the required competencies. Target
groups within the organization should receive specialized training, with activities meticulously
documented and monitored to evaluate the effectiveness and conformity with BCMS training
requirements. This evaluation should guide the continuous improvement of the development
program, ensuring it remains aligned with evolving business continuity needs.

For contractors and external parties working on behalf of the organization, it is imperative to
require demonstrations of competence in BCMS-related roles, ensuring they meet the standards
expected for effective business continuity management. This holistic approach to competence
management in the electricity sector ensures that the organization is not only equipped with the
necessary skills and knowledge for business continuity but also fosters a culture of continuous
improvement and resilience.

The organization should implement an awareness program that includes various activities
aimed at ingraining business continuity awareness across all levels. These activities could range
from consultations and discussions featured in newsletters and orientation programs to the
inclusion of business continuity topics in staff and management meetings, and regular commu-
nications with suppliers to ensure they comprehend and can meet the organization’s continuity
requirements. Moreover, the organization should demonstrate awareness of business continuity
management trends and actively participate in industry-related activities to stay abreast of best
practices and innovations.

Embedding business continuity management within the organization’s culture is supported
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by involving all personnel, fostering distributed leadership, assigning clear responsibilities, uti-
lizing performance indicators, integrating continuity into regular management practices, raising
awareness, providing skills training, and regularly exercising business continuity plans. Such
a comprehensive approach ensures that business continuity considerations are integral to de-
cisions at all levels, thereby fostering an environment that prioritizes continuous improvement

and resilience against disruptions.

COMMUNICATION
Establishing effective communication strategies is a pivotal aspect of the Business Continuity
Management System (BCMS), essential for addressing the needs and expectations of all inter-
ested parties, including employees, customers, suppliers, regulators, and the wider community.
Effective communication not only facilitates transparency and trust but also ensures coordinated
responses during disruptions, enhancing the organization’s resilience and operational continuity.

The entity must meticulously define the scope of BCMS-related communications, taking
into account legal, and regulatory obligations, and the specific context of the electricity sector.
This includes:

e Content: Identifying the information to be communicated, which may vary depending on
the situation, such as updates during an incident, changes to business continuity plans,

or responses to regulatory changes.

e Timing: Establishing when communication should occur, including setting thresholds for
initiating communication during disruptions and determining the frequency of updates to
ensure timely and relevant information dissemination.

e Audience: Understanding the diverse communication needs of all interested parties and
prioritizing communication efforts accordingly. This involves mapping out stakeholders

and determining the specific circumstances under which each requires communication.

e Methods: Predefining the channels, tools, and methods for delivering messages, including
digital platforms, social media, press releases, and direct communications. Alternative
means should be identified to ensure redundancy.

e Execution of Communication: Assigning spokespersons and contact points within the
organization who are authorized and trained to communicate on behalf of the organization

during various situations.

Incorporating information about the BCMS and business continuity arrangements in com-
munications with suppliers and customers (e.g., with briefings) can bolster awareness and pre-
paredness. Effective external communication is crucial, both as a component of the overall
awareness program and in the immediate response to incidents, ensuring stakeholders are in-

formed, engaged, and aware of the organization’s preparedness and response strategies.

DOCUMENTATION
Managing documented information is a cornerstone of establishing and maintaining an effective
BCMS. This encompasses a wide range of documentation, from understanding the organiza-
tional context and legal requirements to detailing the BCMS scope, policies, objectives, and

specific business continuity plans and procedures. Critical to this documentation are the results
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of business impact analyses, risk assessments, and the selection of business continuity strategies,
which inform the development of comprehensive and actionable continuity plans tailored to the
sector’s unique challenges, such as grid stability, supply chain vulnerabilities, and cybersecurity
threats.

CREATING AND UPDATING DOCUMENTED INFORMATION
The creation and updating of documented information should adhere to stringent criteria to
ensure clarity, reliability, and relevance. Each document must be identifiable through attributes
like name, reference number, and version, with specified formats and media for storage ensuring
consistency and accessibility. The appropriateness of the format and media is crucial for the
document’s adequacy in supporting BCMS objectives, taking into account the organization’s
size, the complexity of its operations, and the competence of its personnel.

CONTROL OF DOCUMENTED INFORMATION
Controlling access to documented information involves establishing levels of permission to pre-
vent unauthorized modifications or deletions and to protect sensitive data. This is especially
pertinent in the electricity sector, where documents may contain sensitive operational data
or detailed recovery procedures that, if compromised, could impact the sector’s security and
resilience. Documented procedures must define controls for document distribution, access, ap-
proval, review, and updates, ensuring that all documents are current, legible, and accessible
only to authorized personnel. The protection of these documents against tampering, loss, or
damage is vital, along with compliance with legal regulations regarding document retention.

In the electricity sector, where the operational environment is complex and highly regulated,
the documentation process must be rigorous yet flexible enough to adapt to changing conditions
and regulatory requirements. This includes maintaining evidence of inspections, maintenance,
calibration activities, post-incident reports, and communications with suppliers and contractors,
ensuring that all aspects of the BCMS are documented, controlled, and continually improved.
Through diligent management of documented information, entities in the electricity sector can
enhance their BCMS’s effectiveness, ensuring readiness and resilience in the face of disruptions
while safeguarding critical infrastructure and the communities they serve.

6.5 Electricity Sector BCMS - DO Phase

After concluding the Plan phase, the entity must start the implementation of the BCMS !°
considering the following:

1. BC Policy
which reflects the management’s commitment to business continuity and outlines the
objectives, guiding principles, and strategic direction for the BCMS, with clearly defined
roles and responsibilities.

2. BCMS Scope
a clearly defined scope which encompasses critical areas and functions of the entity that
are essential for its operational continuity.

1061 the implementation of corrective actions if the PDCA cycle has already been completed once
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3. Available Resources
resources can include personnel, technology, information, financial resources, and other
assets necessary for establishing and maintaining BC procedures that will ensure the
support of the BCMS to meet the objectives and requirements of the BC policy.

4. Action Plan
a plan for the implementation process, with tasks, timelines, and milestones for setting
up (or enhancing) the BCMS.

RESOURCE ALLOCATION & IMPLEMENTATION OF CONTROLS AND PROCEDURES
Having identified the available resources, they need to be allocated accordingly to facilitate the
execution of the BC policy and the procedures that will be described in this section. While
doing so, the creation, update, and control of documented information needs to be ensured,
whether that be new policies, plans, and procedures, or the correction of already existing ones.

BUSINESS IMPACT ANALYSIS & RISK ASSESSMENT
Business continuity priorities and requirements are stated and justified as a result of the BIA
process, which examines the effects of an interruption on the entity that conducts it; a cru-
cial step for understanding the potential impact of disruptions to operations and establishing
recovery priorities. After identifying critical business functions and their potential impacts, a
risk assessment is conducted to identify the threats and vulnerabilities that could lead to such
disruptions. This step assesses the likelihood of various risks materializing and their potential
impact on the organization’s operations. While the RA can be initiated after the BIA, in prac-
tice, it’s often a concurrent process where insights from the BIA inform the RA, particularly in
identifying which risks to focus on. The BIA provides crucial data for the RA by highlighting
which business functions are most critical and what the potential impacts of their disruption
might be. This information helps prioritize risk management efforts towards the most signif-
icant processes and risks, respectively. Although the BIA typically precedes or informs the
RA, there’s a cyclical or iterative relationship between the two. Insights from the RA can lead
to revisiting and updating the BIA, especially as new risks are identified or as the business
environment changes.

The BIA steps are the following;:

1. Plan BIA
Given the outputs of the Pan phase, mentioned above, a team is being assembled to
conduct the assessment. Since the resources, the roles and responsibilities, the scope
and the management’s commitment are confirmed, this step primarily involves grouping
and scheduling activities, defining templates or tools to be used and communicating with

activity owners.

2. Determine & Measure Impacts
Considering the interested parties and the internal and external factors identified in the
Plan phase, the entity can decide upon the types of impacts resulting from the disrup-
tion to the delivery of services. More specifically, an entity in the electricity sector will
potentially face the following impacts:

e Client & Societal Backlash: should electricity provision cease operations in the
face of a disruption, the consumers will not have electrical power to conduct their
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daily activities or their duties. Even though this could be mitigated from the side
of the consumers (e.g., with electricity generators or UPSs) should the unavailability
last for extended periods of time, the consequences will be harder to manage.

e Staff Endangerment: disruptions in any of the operational levels could be the re-
sult of equipment failure, a natural disaster or a cyberattack that rendered technolo-
gies, processes or equipment unavailable. Whichever the cause, should such negative
consequences come to fruition, the physical integrity of the entity’s employees could
be at stake, ranging from bodily harm to the endangerment of human life.

e Asset Damage: a result of aging infrastructure, a natural disaster or a cyberat-
tack, damaged equipment and facilities may cause significant hurdles. Their prompt
restoration needs to be given priority over other activities in order to resume opera-
tions as swiftly as possible (e.g., damaged assets in the production level shall have a
cascading effect on the rest of the levels).

e Loss of Shareholder Trust: given the magnitude of the disruption, shareholders
may decide to withhold future investment endeavours.

Regarding types and severity, the above can be categorized as shown in Table 6 and
further details regarding types and severity can be found in the Annex (Figures 5 and 6).
Especially for entities in the electricity sector, time frames must be defined for impact
quantification purposes (e.g. at 1 hour, at 6 hours, at 24 hours, etc.). These should be

accompanied by the following time frames:

e Maximum Period of Tolerable Disruption (MTPD): the maximum amount of time
that a process or function can be disrupted without causing irreparable damage to the
organization. It essentially defines the threshold of tolerance for disruption beyond
which the entity’s viability may be at risk.

e Recovery Time Objective (RTO): a specific duration within which a business process
must be restored after a disruption to avoid unacceptable consequences associated
with a break in business continuity. The RTO is a target time set for the recovery
of IT systems, applications, and functions after an outage and is a fundamental part
of disaster recovery and business continuity planning. The RTO is often established
based on the criticality of the business process and the MTPD, ensuring that recovery
efforts align with the organization’s tolerance for downtime, and it cannot be longer
than the MTPD.

Furthermore, due to the criticality of the activities and services, when conducting a BIA
the analysis ought to be predicated on the idea that the disruption happens at the worst
time, and the worst scenario ought to be recorded.

. Services Prioritization: now the top management shall decide upon the services that
will receive higher priority over others. To make decisions, top management ought to con-
sider key factors, which include, but are not limited to, the defined missions, objectives,
scope and dependencies, legal, regulatory, and contractual requirements, and, if appli-
cable, lessons learned from past disruptions and PDCA cycle exercises. For instance, if
there are disruptions which ultimately limit the electricity flow, a choice may be made to

prioritize electricity provision to critical infrastructure facilities, over a residential area.
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The outcomes should be a list of prioritized services and their continuity requirements
which will be used in the next step.

4. Activity Prioritization: given the scope, impacts and priorities, activities to be con-
ducted in the face of disruptions must be outlined, each with its RTO. Given the land-
scape/environment of each process or service, a list of activities which aim for operational
continuity and consequence mitigation needs to be assigned to each process and their
prioritization will be decided based on their RTO. Each of the activities shall have the
following factors defined: interdependencies and relationships between the respective ser-
vices and other activities, identified impacts, a corresponding MTPD and RTO, and a
minimum acceptable results capacity.

5. Resources & Dependencies: following the identification of prioritized activities it is
crucial to gain an understanding of the resource requirements essential for their recovery
or maintenance. This process involves cataloguing resources and dependencies that are
critical to operational continuity. For each identified resource, the entity must collect de-
tailed information on the quantity required—considering potential reductions or increases
in capacity needs over time, the specific time frames for resource availability, and the
unique characteristics of each resource type, such as staff qualifications or IT equipment
specifications. Additionally, understanding the maximum tolerable data loss for informa-
tional resources and identifying dependencies among resources is imperative. This analysis
also extends to recognizing legal or regulatory requirements affecting resource utilization.

6. Results Analysis: upon completing the BIA, the next step involves the final analysis
or consolidation of analyses, which is pivotal for synthesizing the validated and approved
information gathered across all levels of the BIA, with the objective of deriving concrete
conclusions that establish clear business continuity priorities and requirements. This pro-
cess may uncover recovery objectives that are incompatible or unrealistic, necessitating a
collaborative review with the activity owners to address and rectify these discrepancies.
A notable consideration during this phase is the potential need to adjust the RTOs of
predecessor activities, making the overall strategy more achievable.

7. BIA Approval: securing the top management’s approval for the BIA results is essential
in the business continuity planning process; the BIA leader must present the prioritiza-
tion of products, services, processes, activities, and resources to management for review,
amendment, and approval, ensuring alignment between business continuity planning and

the organization’s strategic goals.

8. Review BIA: this review encompasses both the methodology used for the BIA (e.g.,
re-evaluating the impact types, time frames, data collection methods, or participants
involved in the process) and the results it yields (e.g., due to organizational or regulatory
changes, operational upgrades, etc.), ensuring they remain relevant and reflective of the

organization’s current operating context.

For the risk assessment, the entity shall conduct a detailed examination of the organiza-
tion’s vulnerabilities and the external and internal threats it faces, assessing the likelihood of
occurrence and the potential impact on the entity’s critical functions. Drawing heavily on data

and insights from the Business Impact Analysis (BIA), the RA focuses on pinpointing which
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Impact Type Level of Impact

Client & Reputational / Depends on the duration of the
Societal Backlash Business Objectives | disruption and the number of customers affected

Depends on the outcome, but
considering the nature
of the impact, it should be classified as
one of the most severe

Staff Endangerment Health & Safety

Depends on the number/importance of assets
(e.g. a large number of damaged assets may
render redundancy not possible, or a
highly critical asset must be replaced instantly)

Asset Damage Operational

Loss of Shareholder Trust Reputational Depends on the extent of the gathered attention

Table 6: Impacts matrix for entities in the electricity sector

risks merit the most attention based on their probability and potential to affect vital business
processes. The threats identified in section 4.4 can be used as a starting point.

BusiNESS CONTINUITY STRATEGIES & SOLUTIONS
Based on the outcomes of the BIA and risk assessment, the entity shall identify and select
appropriate business continuity strategies and solutions to mitigate the impact of identified risks,
ensuring the selected strategies and solutions address the prioritized activities and resources
identified in the BIA [4].

A designated Incident Response Team (IRT), a specialized group tasked with implementing
the organization’s incident response plan when a disruption occurs, will be the one to drive
the recovery efforts forward. It is typically composed of members from various departments,
including IT, security, legal, public relations, and human resources, reflecting the multifaceted
approach needed for effective incident management. Members are selected based on their skills,
knowledge, and abilities relevant to incident response, including technical expertise, communi-

cation skills, and decision-making capabilities.

EXERCISE & EVALUATE
Exercises, including tests, are critical activities designed to assess the entity’s capability to
effectively respond, recover, and maintain business functions in the face of disruptive events. By
conducting these exercises and documenting the outcomes, the entity can gauge the performance
of its BC strategies in real scenarios, providing a basis for refining and enhancing its BCMS.

The evaluation focuses on a comprehensive review of key BCMS components, including the
Business Impact Analysis (BIA), risk assessments, business continuity strategies, solutions, and
related plans and procedures. The primary goal of this evaluation is to verify the accuracy, rel-
evance, and effectiveness of these components, ensuring they are meticulously documented and
align with the entity’s current needs and the dynamic nature of its operational environment,
whichj is crucial for confirming that the BCMS remains pertinent and functional amidst orga-
nizational or environmental changes. It also examines the practicality and operational viability
of the strategies and plans, it assesses whether these plans can be effectively put into action
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and if they comprehensively cover all critical operational areas as intended. This process is
geared towards confirming operational readiness and the tangible applicability of the planned
BC measures, underscoring the importance of not only having a well-documented BCMS but

also ensuring that it is operationally sound and ready to be deployed when necessary.

6.6 Electricity Sector BCMS - CHECK Phase

This is the performance evaluation phase of the entire BCMS. his phase is detailed through
Monitoring and Measurement, Internal Audit, and Management Review components.

Monitoring and Measurement: this process extends beyond the confines of documenta-
tion review, delving into the broader operational performance of the BCMS. It involves continu-
ous monitoring and measurement activities designed to collect data on how the BCMS performs
in relation to predefined objectives and metrics. The focus here is on assessing the overall func-
tionality of the BCMS, ensuring that it meets its intended goals and operates effectively as a
cohesive system.

Internal Audit: the internal audit serves as a comprehensive evaluation of the BCMS,
employing a systematic, independent approach to gather and assess audit evidence. This process
is aimed at verifying the extent of conformity with audit criteria, encompassing not just a review
of the BCMS documentation but also assessing the effectiveness of its implementation and
operation. The audit scrutinizes adherence to the BCMS policy, checks compliance with ISO
22313 standards, and evaluates the system’s overall performance. Essentially, the internal audit
acts as a thorough health check, identifying areas of strength and opportunities for improvement
within the BCMS.

Management Review: the management review involves senior management evaluating
the BCMS’s performance data and audit outcomes, ensuring that the BCMS remains aligned
with the strategic direction of the entity, is adequately resourced, and continues to meet le-
gal, regulatory, and business requirements. It facilitates informed decision-making regarding
necessary adjustments or enhancements to the BCMS, ensuring its continual improvement and
relevance in an ever-changing operational landscape.

6.7 Electricity Sector BCMS - ACT Phase

The focus of this phase is addressing non-conformities and driving continual improvement to

ensure the BCMS’s effectiveness and efficiency.

NONCONFORMITY & CORRECTIVE ACTIONS
The entity is required to identify and manage nonconformities, which include failures to meet
requirements, ineffective planning, or weaknesses in the BCMS. This involves establishing pro-
cedures for early detection, analysis, and elimination of both actual and potential causes of
nonconformities. Corrective actions should be timely, clearly defined, aimed at mitigating con-
sequences, restoring normal operations, and preventing recurrence by addressing root causes,
and their scale should match the severity of the nonconformity. Procedures should also be
in place to ensure that improvements are pursued even in the absence of explicit nonconfor-
mities, encompassing corrections, corrective actions, innovation, and reorganization, with top
management ensuring implementation and effectiveness evaluation. Additionally, it is impor-

tant to retain documented evidence of nonconformities, actions taken to address them, and
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the outcomes of such corrective actions. Furthermore, this strategic approach to BCM within
the electricity sector can significantly contribute to the sector’s ability to anticipate, prepare
for, respond to, and recover from disruptions, thereby aligning corrective actions with broader
strategic objectives and competitive advantage preservation [18].

CONTINUAL IMPROVEMENT

This is an overarching goal that applies across all levels of the BCMS and the entire PDCA cycle,
driven by policy, objectives, audit findings, analysis of disruptions, and management reviews. It
involves identifying opportunities for improvement and implementing necessary changes to en-
hance the BCMS'’s suitability, adequacy, and effectiveness and it can stem from various sources,
including organizational context changes, internal structure modifications, production or de-
livery methods advancements, technological or methodological innovations, and changes in the
threat landscape. These opportunities should be systematically evaluated to determine their
potential to elevate the entity’s BCMS. Recognizing BCM not just as a functional requirement
but as a strategic tool that contributes to operational continuity and resilience against threats,
and, as such, continual improvement efforts should also focus on enhancing the strategic inte-
gration of BCM, ensuring that it is deeply embedded within the electricity sector’s operations.
This strategic embedding facilitates a more proactive, comprehensive approach to managing
business continuity risks and aligns with the sector’s objectives of ensuring uninterrupted elec-
tricity supply. Ultimately, the epitome of the entity’s commitment to continual improvement is
the re-initiation of the entire PDCA cycle, now equipped with more knowledge and insights.
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7 Conclusion, Contribution & Future Research

Delving extensively into the field of business continuity in the electricity sector, it is apparent
that its scope and complexity are the factors that significantly increase the challenges and
demands of business continuity endeavours. The intricate web of dependencies, alongside the
critical nature of uninterrupted electricity production, transmission, distribution and supply,
underscore the necessity for business continuity procedures to be both precise and up-to-date.
In this sector, even minor disruptions can ripple through the economy and society, making it
imperative for business continuity strategies to meticulously account for a wide array of potential
scenarios and responses. This complexity not only makes the planning process more laborious
but also elevates the importance of regular updates and revisions to ensure plans remain relevant
and effective against evolving threats and vulnerabilities, but also the environment in which the
entities operate.

The NIS 2 directive updating its scope to delineate among the entities found in the elec-
tricity sector shows that the complexities inherent within it are recognized and in need of a
more targeted approach moving forward, especially considering the ever-evolving landscape of
cyberattacks. By adopting a BCMS that aligns with the ISO family of standards, as detailed
in this thesis, entities across the electricity sector spectrum can find a structured pathway to
either establish or enhance their business continuity approach and procedures. The mappings
provided herein serve as a tool, offering clear guidance for these entities to tailor their business
continuity practices effectively. This ensures not only compliance with international standards
but also fortifies their resilience against cyber disruptions, thereby contributing to the overall
security and reliability of the energy infrastructure. This thesis aims to facilitate a deeper
understanding and practical application of these standards, fostering a culture of continuous
improvement and adaptive defence mechanisms within the sector.

Future research endeavours will aim at delving deeper into the nuanced intricacies of the
electricity sector, its four operational levels to be more precise. By conducting thorough on-
field research, these investigations shall aim to unearth the specific challenges and opportunities
inherent within each level, from generation and transmission to distribution and retail, with the
objective being to develop a tailored framework for each of these sectors, one that is both
comprehensive and adaptable, reflecting the unique operational, regulatory, and cybersecurity
landscapes they inhabit. This focused approach will enable a more granular understanding of the
sector’s needs, facilitating the creation of bespoke strategies that enhance resilience, operational
efficiency, and cybersecurity posture. Ultimately, these frameworks will serve as foundational
pillars for guiding the electricity sector’s continuous evolution, ensuring its capacity to meet
current challenges while anticipating future demands.
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Annex

Operation of SCADA Systems

A Supervisory Control and Data Acquisition (SCADA) system serves a paramount function
within industrial and infrastructure management by facilitating the centralized monitoring and
control of dispersed assets across vast geographical expanses. Its primary purpose is to en-
sure operational efficiency, reliability, and safety through the continuous surveillance of system
performance and environmental conditions, thereby enabling timely decision-making and in-
tervention by operators. SCADA systems achieve this through a hierarchical workflow that
commences at the data acquisition phase, where field devices and sensors collect real-time data,
which is then communicated to Programmable Logic Controllers (PLCs) and Remote Terminal
Units (RTUs), which perform preliminary processing and control tasks tailored to specific lo-
cal requirements. For more intricate process management, particularly in environments where
operations are spatially concentrated, Distributed Control Systems (DCS) are employed, which
excel in managing complex, continuous processes by offering refined process control at a local-
ized level, thereby complementing the broader oversight provided by SCADA systems. Both
PLCs and DCS contribute to the data ecosystem by funneling processed information to the
SCADA system, which then aggregates, analyzes, and presents this data to operators through
a centralized interface. This orchestrated interaction between SCADA, DCS, and PLCs forms
the backbone of modern industrial control systems, ensuring that energy generation, trans-
mission, and distribution networks operate seamlessly and respond effectively to any arising
contingencies.

To summarize, field instruments, such as meters and sensors, initiate the data collection
process by transmitting information to PLCs and DCS. Subsequently, this data is conveyed
through either wired or wireless networks to SCADA systems, which then present the data on
operator interfaces for monitoring and potential intervention. This architecture significantly
enhances the ability of operators to oversee and manage systems remotely, offering a level of
ease and efficiency not previously attainable with traditional methods, such as the utilization
of relay banks, where implementing modifications was a notably intricate and labor-intensive
endeavor. The evolution and integration of SCADA systems, which are now accessible via web
browsers and are progressing to the form of Industrial Internet of Things (ITIoT), underscore
the profound impact of digitization on the operational paradigms of industrial systems. This
ongoing digital transformation exemplifies the dynamic and increasingly interconnected nature
of industrial operations, facilitating unprecedented levels of control, efficiency, and adaptability.

Below are the steps in a more consise form:

1. Data Collection and Preliminary Control: Field Devices and Sensors Collect data
related to energy generation, transmission, distribution, and delivery processes. These

devices are the initial source of operational data.
2. Start Points (Data Sources):

e PLCs (Programmable Logic Controllers): Receive data from field devices for initial
processing and local control tasks. PLCs can execute automated decisions based on

the collected data and send processed information to higher-level systems.



e RTUs (Remote Terminal Units): Similar to PLCs, RTUs collect data from sensors
and field devices but are more commonly associated with SCADA systems for remote

areas.

. Local Process Management: A DCS (Distributed Control System) receives processed
data from PLCs/RTUs for managing local processes close to their operation sites. DCS

systems facilitate the fine-tuning of operations and ensure local system stability.

. Central Monitoring and Control: A SCADA system integrates data received from
PLCs/RTUs (and directly from field devices in some configurations) for central monitoring
and overarching control of the energy system. SCADA systems provide operators with a

comprehensive view of the system’s status and allow for remote control of operations.

. Data Aggregation and Analysis: MTUs (Master Terminal Units) aggregate data
within the SCADA system for further analysis, decision-making, and historical data log-

ging.

. Network Infrastructure: Communication Networks Facilitate the transmission of data
between field devices, PLCs/RTUs, DCS, and SCADA systems using various mediums

like fiber optics, cables, or RF/microwave communications.

. Control Centers: Servers, workstations, anddisplay systems utilize software for data vi-
sualization, state estimation, reporting, and controlling equipment based on data received
through the SCADA system.

. End Points (Data Utilization): Operators and decision-makers use the information
displayed by SCADA systems for making informed decisions regarding the operation,
maintenance, and emergency response of the energy system. This information is available
to them through Human Machine Interfaces (HMIs).
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Figure 4: Electricity Sector Operational & Organizational Processes
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Figure 5: ISO 22317 - Types of Impacts
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Figure 6: ISO 22317 - Criteria for Severity of Impacts
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