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EuxapioTieg

Oa NBeAa va guxapIoTACW TTOAU Tov mIBAETTOVTA KOBNYNTA pou KwvaTavTtivo MNMarodkn, yia Tnv
kaBodrynon Tou Kail TIG TTOAUTIUEG CUMPBOUAEG Tou KaB' OAn Tnv OIdpKeEIa TG CUYYPAPNG TNG
METOTTITUXIAKNAG JoU SIaTpIRNAG.

EmimAéov, a@iepwvw autr] TNV SOUAEIA OTNV OIKOYEVEIQ JOU, TTOU PE aTNPiZel Kal TTIoTEUEl O€ péva
o€ KABe Pou TTpoaTTadela.
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MepiAnyn

2Tnv TTapouca WPETATTTUXIOKA diaTpIfr) dcicape Tov TpOTTO dpdong €mOEcEwY amd KakOBouAa
Aoyiopikd Ransomware. AuTé 1o dgiaue dNUIOUPYWVTAG EIKOVIKA pnxavhuaTta péow Tou Virtual
Box kai kdvovTtag xprion Tou Cuckoo Sandbox. lMpiv Eekiviiooupe TIG avaAUOEIG KAVAUE PEPIKE
TTOPAUETPOTTOINCN TOU €IKOVIKOU pnxavhpatog Windows 10 pe Toug KaAUTEpoOUG duvaToug
TPOTTOUG WOTE VO PNV YTTOpoUVv va To avixveloouv Ta Ransomware Kal va €Xoupe KaAUTepa
atmroteAéopara 6oov a@opd TNV AcIToupyikOTATA Toug. Méow duvapikAg avaAuong eEeTdcaue Ta
OéKka TTIo TTeETUXNMEVA €idn Ransomware. ZUvoAikd avaAloaue dlakdala deiyuarta, dnAadn €ikoal
ociypaTa atod 1o KABe £va Kal TTapousIdoauE TOUG JNXAVIGUOoUG AEITOUpYiag Kal TOUG unXaviopoug
yIQ TNV aTTOQUYI EVTOTTIONOU Kal avadAuong atro epeuvnTEG ao@alcgiag. Etriong evrotrioape péow
Twv Json atroteAeoudTwy Ta LOLBAS apxeia, Kal TTapousIidoaue Ta €idn TwV KPUTTTOYPAPIKWV
MEBOOWYV KaBWG Kal Ta unvUPaTa TTOU a@rivouv GToV XPAAOTN yia TNV TTAnpwun AUTpwy. ETtiong
TTAPOUCIACAUE MIa TTANBWPEA TEXVIKWY Kal IDIAITEPOTHTWY Tou KABe Ransomware. Aci¢aue 1riong
YPOAQPHMOTA CUVOAIKWY CTATIOTIKWY OTOIXEIWV yIa TNV KAAUTEPN KATAVONGN TWV AVOAUCEWY JAg,
TNV €TTIOLIEN Twv dUVATOTATWY TNG EIKOVIKAG UNXAVAG Pag, aAAd kal Tnv BapuTnTa piag TEToIag
€miBeong o€ otmolodATTOTE CUCTNUA POAUvVouv. H guykekpiyévn diatpifr) YTTopei va @avei TToAU
XPNOIUN € €PEUVNTEG AOPAAEiag WaTe va EEPouV TI Ba eVTOTTICOUV AOKOAOUBWVTAC TNV OXETIKN
uhotroinon aAAd Kal TTANPO@OPIaKd yia TNV dNUIOUPYI AUUVTIKWY INXOVIOUWY TWV CUCTNUATWY
TOUG.

NEgeig-KA1814: lopopikd Aoyiopikd, KakéBouAo Noyiouikd, Ransomware, Cuckoo, Sandbox,
LOLBAS, Auvauikry AvaAuorn, Atropuyn AvdAuong, Kputrtoypdoenon, Eikoviké pnxdavnua

Abstract

In this master's thesis we have shown how malicious software’s named Ransomware attacks
work. We demonstrated this by creating virtual machines through Virtual Box and using Cuckoo
Sandbox. Before starting the analyses we partially configured the Windows 10 virtual machine in
the best possible ways so that it cannot be detected by Ransomware and we get better results in
terms of their functionality. Through dynamic analysis we examined the ten most successful types
of Ransomware. In total we analyzed two hundred samples, that is twenty samples of each and
presented the mechanisms of operation and the mechanisms to avoid detection and analysis by
security researchers. We also identified through the Json results the LOLBAS files, and presented
the types of cryptographic methods as well as the messages they leave for the user to pay the
ransom. We also presented a multitude of techniques and peculiarities of each Ransomware. We
have also shown graphs of overall statistics to better understand our analysis, our virtual machine
capabilities and also the severity of such an attack on any system they infect. This specific thesis
can be very useful to security researchers to know what they will detect following the relevant
implementation but also informative for the creation of defense mechanisms of their systems.

Keywords: lomorphic Software, Malware, Ransomware, Cuckoo, Sandbox, LOLBAS, Dynamic
Analysis, Analysis Evasion, Encryption, Virtual Machine
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1 Eicaywyn

2Tnv ouyxpovn €TTOXN TToU BIavUOUNE €ival YVWOTO TTWG Ol TTEPIOCCOTEPES ETAIPIEG Kal
OPYQVIGUOI XpNOILOTIOIOUV TNV ETTICTAMN TNG TTANPOPOPIKAG WG KUPIO £pyaAcio TnNG AsiToupyiag
TOUG KOI TWV ETTAYYEAMATIKWY TOug OpacTnpioTATwy. [apatnpeitar o611 KaBwg augdvetal n
e€dpTnon OTIC YWnoIakég TeEXVOAoyieg aufdvovtal Kal ol Kiviuvol TTou emi@QuAdooouv. To
QTTOTEAEOUO QUTWV TWV OedOPEVWY gival Ta TTANPOQOPIOKE CUCTAUATA VA ATTOKTOUV PEYAAN agia
yla Tov opyaviouo aAAd kai yia GAAoUG eTTITASEIOUG TTOU OKOTTEUOUV OTNV EKPETAAAEUON TOUG. ‘ETOl
AoitTév BAETTOUHE TTWG N AOQAAEID TwV cuoTAUATWY BAAAETaI SIOPKWGS ATTO VEOEUPAVI{OUEVA
IOJOPPIKG AOYICHIKG Kal AAAEG EEEAIYUEVEG TEXVIKEG, WOOTE N AVAYKN VIO AUUVTIKG CUCTAUOTA VO
gival peyaAltepn atrd moTé. H TrAsupd Twv emmBEPEVWY  ATTOTEAEITAI ATTO OUYYPOQEIG
KOKOBOUAWY AOYIOUIKWYV Kal EAIPETIKOUG YVWOTEG ETTIOETIKWY EPYOAEIWV TTANPOPOPIKAG, EVW N
TTAeUpd Twv apuvopevwy atroTeAsital atrd epeuvnTéG AoPAAEiag, auBevTieg OTOV EVTOTTIONO
ATTEIAWV KQI TNV aTTOTPOTTH auTwyv. Eival yvwaoTd 611 Ta KakOBouAa AoyIGHIK& UTTAPXOUV £5w Kal
apkeTd Kalpd. Mapd 1o yeyovos OTI o1 TIPWTEG UAOTTOIRTEIG CUCTNHATWYV TTANPOPOPIWY ATAV TTOAU
TTI0 EUAAWTEG, O KOKOPBOUAEG £TTIBETEIG BV atTOTEAOUCAV avnouxia Kal auTo yiaTi Katd Tn didpKela
EKEIVWV TWV TTPWTWV £TWYV, TTOAU Aiyol dvBpwTrol ATav o€ B€an va Katavorigouv g€ BABog TTwg
AgIToupyoUv Ta CUCTANATA TTANPOQPOPIWV KAl ETTOUEVWGS VA TA EKPJETAAAEUTOUV.

2TIG YEPEG MaG TO TTANBOG Twv SIOBIKTUAKWY ATTEIAWV gival adiau@noBATnTa peyalo.
Qotoco oe autrv Tnv O1IaTpIB Otv Ba efetdooupe OAEC TIG QTTEIANEG TWV UTTOAOYIOTIKWV
ouoTNUATWY, aAAG Ba TTOPOUCIACOUNE TNV UEYAAUTEPN €€ AQUTWY TTOU €ival Ta £TTOVOUAlOUEV
Ransomware. Av kai Ta Ransomware utmtdpxouv ammo TIG TTPWTEG MEPEG TWV TTPOCWITTIKWV
UTTOAOYICGTWYV, N TTOAUTTAOKOTNTA Kal N €TTIBETIKOTNTA TOUG £XOUV auEnBei onuavTikd Pe Ta Xpovia.

To Ransomware, cival éva €id0¢ KakOBouAou AoyIGUIKOU TTOU KPUTTTOYPA®Ei Ta apyeia Tou
BupaTtog woTte va 10 ekPidoel, pe otdéxo TNV aTToAafr) PeyGAou Xpnuatikou TTocol yia Tnv
QTTOKPUTITOYPAPNCN TWV OapXEiwv, Kal TNV Jn €KBean Twv TTANPOQPOPIWV TTOU TTEPIEIXAV OTIG
I0TOO€ENIBEG TOU emITIBEPEVOU. To Ransomware €xel oxedlooTel yia va eEQTTAWVETAI € TTOAATTAG
ouoTAuaTa ag €va OIKTUO Kal va aToxeuel BAcelg OeOOUEVWV Kal DIAKOMIOTEG apXEiwv, Kal €101
uTTopEi va TTapaAloel ypAyopa évav oAOkAnpo opyaviouo. Eival pia auéavouevn atreiAr, Tou
o0nyei oe TTANPWHEG UTTEPOYKWY TTOOWV O€ E€YKANUATIEG TOU KUPBEPVOXWPEOU KAl TTPOKAAEI
onMAvTIKEG CnUIEG Kal £E00a O€ ETTIXEIPAOEIG KAl KUPBEPVNTIKOUG opyaviouous. ‘ETol 6Ao kal
TTEPICOOTEPOI OPYAVIONOI {NTOUV £PEUVNTEG YIA TNV TTPOCTACIA TWV CUCTHUATWY TOUG KABWG Ol
oupBaTikég AUCEIG ao@AAglag dev KAAUTITOUV ETTAPKWG AUTH TNV avdaykn.

1.1 Zroéxoi1 ka1 Meprypaen tng Epeuvag

H épeuva Tou akoAouBroaue o€ autAv Tnv gpyaaia eEeTalel TIC dUVATOTNTES IWV TTOU
TTPO0RAAOUV NAEKTPOVIKA CUCTAMATA PE OTOXO TOV TTARPEG EAeYXO TOUG. H oIkoyévela ) kaTnyopia
KOKOBOUAWY AOYIOUIKWY TTOU avaAlBnke cival Ta Aeyoueva Ransomware TTou wg KUpIo aTOXO
£XOouv Thv aduvayia AsiIToupyiag Twv CUCTNUATWY PAG KPUTTTOYPAPWVTAG TO APYXEID WOTE VA PUNV
MTTOPOUE VA TA AVOKTHOOUWE, EKTOG Qv UTTOKUWOUE OTOV OIKOVOMIKO eKBIATS TTOU aTTaITETal
a1ré Toug BNnTEG. Ma Tnv diegaywyr TnG £peuvag avalnTrioaue TTANPOQOPIEG TTOU BPAKAPE OTNV
I0To0€AiIda https://ransomwhe.re// éTrou evToTTicaue TA TTI0 dNPOPIAR ransomware e XPOVIKO
mepIBwpio all time Ta otroia ival To Conti, Netwalker(Mailto), Locky, REvil/Sodinokibi, DarkSide,
Ryuk, RagnarLocker, MountLocker, BlackMatter, Egregor. AT Ta avaypa@oueva PpriKkaue
ociypaTa péow TnG IoTooeAidag https://bazaar.abuse.ch/ kai kateBdoape diakdola deiyuaTa €ikoal
yla TO KABE €va yia va Ta eEETACOULE.

210X0G Mag eival va kdavoupe autéuparn duvauikry avdAuon Twv Ransomware
XpNnoipoTTolwvTag 10 epyaAeio Cuckoo Sandbox péow evog €IKOVIKOU UNXAVAUATOG UE AEITOUPYIKO
Windows 10. Xtnv ouvéxela AapPBdavovTag Ta ommoTeAéouaTa amd €ikool Ogiypata Tou Kabe
Ransomware TTapoucidlouE:

e Ta LOLBAS 10U XpnoIPoTToINONKav Kal TNV AEITOUPYIKOTNTA TOUG
e Toug unxaviopoug Aeiroupyiag Toug, Kal egBabuvan aToug TTIo EVOIOQEPWV
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e Toug pnxaviopoug AsiToupyiag yia Tnv armmo@uyr avixveuong Twv Ransomware arrd
pNxaviopoug ac@aAgiag aAAd kal avdAuong(Evasion Techniques)

e Ta €idn Twv KPUTTTOYPAPIKWYV PEBOSWYV TTOU XpnaoluoTrolsi To KdBe Ransomware

e Ta pnvuuara TTANPwHNAS AUTpwv

o [pagruata cuvoAwv Kal CUYKPIoEWV

To Cuckoo Sandbox civail éva gepyaAeio avolikToU KWIKa [1] TTou XxpnoIyoTTIoIEiTal yIa TRV
€KKivNOon KAkOBouAou AoyiouIkKoU o€ éva aO@QAAEG KAl OTTOROVWHEVO TTEPIBAAANOV Kal HECW TWV
MNXAVIOUWY ToU €ival IKavo:

e AvaAuel TTOAAOUG BlapopeTIKOUG TUTTOUG dpXeiwv OTTwg ekTeAéoipa, apxeia Office,
pdf, kair Aoird, KabBwg Kal HOAUCUEVEG 10TOCEAIDEG PEaa a€ €IKOVIKG TTEPIBAAAOVTO
Windows, Linux, MacOS and Android.

e Kartaypdagel APl Calls kai Tnv YyeVIKA} CUUTIEPIQPOPE TOU OPXEIOU Kal TTAPEXEl TIG
TTANPOQYOPIEG KaI Ta Sighatures Pe TPOTTo TTou PTTopoUlv va Yivouv katavonTd.

e Kdvel avdAuon Tng SIKTUAKAG KIVNTIKOTNTAG Kail Thv divel o€ e€ayouevo apyeio PCAP

e ExteAei mponyuévn avdAuon PvAPNG TOUu HOAUCPEVOU OUCTANATOG WECW TOU
Volatility.

H Baoikr 18éa eival 611 To Sandbox &eyeAdel TO KOKOBoUAO AoyIopIkG Kal VOigel OTI €XEl
MOAUVEl évav yVACIO KEVTPIKO UTTOAOYIOTH. ZTnVv JeBodoAoyia TTapakdaTw 8a O0UUE TTWG UTTOPOUE
va BeATIwWooUPE aUTAY ThV 18 KAl VO KPUWOUUE aKOUA KOAUTEPA TO EIKOVIKO paAg unxdvnua atméd
T Ransomware.

H mTpoooyr pag o€ autr| Tnv épeuva eoTidletal kail ota LOLBAS (Living Off The Land Binaries,
Scripts and Libraries) Ta omoia avagépovtal AeTrTopepéoTepa oTnv IoToogAida hitps://lolbas-
project.github.io/ oToug pnxaviopoug TTou XPNOIYOTTOIoUV, TV KPUTTTOYPA®NON, TIG TEXVIKES YIa
TNV ammoQuyn TnNg avaAuong (anti-analysis techniques) kai T1 Kolva aToixeia UTTAPXOUV PETAEU TwvV
Json armoteAeopdtwy. MNa va BewpnBei Eva apxeio wg LOLBAS tpétrel va TTANPoi oplouéVeS
TTPOdIaYPAPES OI OTTOIEG gival :

¢ Na gival apyeio utroyeypaupévo atd n Microsoft, €ite eyyevég oTo AsiToupyiké cuoTnua

gite £xe1 An@Oei atrd Tn Microsoft.

o ‘Exouv emmAéov «amrpoadoknTn»  AsitoupylkOTnTa. Agv  gival  evdlagépov  va

TEKUNPIWVOVTAI TTEPITITWAEIG XPAONG YIa TNV oTToia TTpoopifovTal.
o E&aipéoeig atroteAoUv oI TTAPAKAUWEIG OTN NIOTA ETTITPETTOPEVWY EQAPUOYWV
e Na éxel AeiroupyikOTnTa TTOU Ba ATAV XPAOIUN O Hia KOKKivn opdada (Red Team) n
APT(Advanced Persistent Threat) opdada.

Evdiagépouca AEITOUPYIKOTNTA PTTOPET va TTEPIAAUBAVEL:

o EkTéAeon kWdIKa
o AubBaipeTn ekTEAEON KWAIKA
o ExtéAeon petafifaong GAAwv TTpoypaupdTwy (XWPIg uttoypa®n) i oevapiwv
(Méow LOLBIN)
e  MeTayAWwTTION KWAIKO
o A&IToupyieg apxeiwv

o Afyn
o MetagpopTtwon
o Avtiypaoen

o EmpovA (Persistence)
o Empovn di€éAeuong pe xprion uttdpyovrog LOLBINn
o EmpovnA (11.x. amékpuywn dedouévwyv o1o ADS, ekTéAean kaTd Tn oUvoean)
Mapdkauywn UAC (User Account Control)
KAotrr] diatmioTeuTnpiwy
ATtroBrikeuon Twv dIEPYACIWV TNG UVAMNG
MapakoAouBnaon (11.x. keylogger, dikTUoU)
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o Alaguyn/tpotroTroinon Twv log apyeiwyv
o TIAdGyia eépTwaon/hijacking DLL xwpig TNV eykatdoTacn Tou aAAoU aTo oUoTNUO apXEiwv.

Ta LOLBAS xpnoigoTtrolioUvTal amrd KakOBouAa Aoyiouikd agou éxouv Trapel TTpdéofacn
01O OUCTNHA-BUPA yIa OAEG TIG TTAPATTAVW AEITOUPYIEG TTOU AVAPEPOUNE KAl TTAVTA £XOVTAG WG
OTOXO va PNV yivouv avTIAnNTITd atmd OTToIodATTOTE PnXavioud ac@aleiag 6Twg Antivirus, IPS,
IDS, EDR, DFIR, EPM. AvapelyviovTal Je TIG UTTOAOITTEG UTTOYEYPAMPEVEG attd Tnv Microsoft
OlEpyaaieg WOTE O EVIOMIONOG MIag OpacTnpioTnTag Je Xprion LOLBAS kaBiotatal pia TTOAU
OUOKOAN diadikaaia.

Toug uttéAoITToug OTOXOUG MOG OTTWG TOUG MNXAVIOMOUG AEIToUpyiag, aTToQuynig
avaAuong, TIS KPUTITOYPOQIKEG HEBAOOUG, Ta unvuuaTta AUTpwy Kal Ta ypagnuaTta 6a ta douue
AVAAUTIKA o€ OAn TNV éKTaCN TNG dIATPIRAG.

1.2 Anpioupyia Epyaotnpiou kai Me@odoAoyia

H uAotroinon pag &ekivael €xovtag otnv dIA0eor pag évav UTTOAOYIOTH PE AEITOUPYIKO
ouoTtnua Windows 10 apkeTr) xwpnTikotnTa pviung Ram 32GB, emmeepyaoTn Ye £€1 TTUPRVEG Kal
OWdEKA EIKOVIKOUG KOl APKETO XWPO OTOV OKANPO dioko pag 1TB. XTnv ouvéxela TTpoxwpnoaue
oTnv eykaTdaTaon Tou Asitoupyikou VirtualBox Tng Oracle ka1 SnuIoupynoaue Pia EIKOVIKI JNXavA
Me Aeiroupyikd auoTnua Ubuntu 21.10 divovTag Toug atmapaitnToug TTOPOUG yia TNV AEITOUpYia Tou
ouoTApaTog. AKkoAoUuBwg eykataoTiioape To Cuckoo Pe Ta TTPO aTTaITOUPEVA TTOU XpEIddovTal yia
TNV ouaAr Asitoupyia Tou. To Cuckoo xpeldletal €miong éva €IKOVIKO UnxAavnua OtTou ekei Ba
ekTeAeoTel TO Ransomware. ‘ETol eykataoTticaue 1o Virtual Box péoa oto Ubuntu yia va KGvouue
éva nesting virtualization dnAadr éva €IKOVIKO UNXAvNUa TTou TPEXEl HEoa O€ éva AAAO €IKOVIKO
MNxavnua. Apa 1o TEAIKO OTACIPO TWV UnxavnuaTwy €xel éva Windows 10 1Tou Tpéxel y€oa o€
Ubuntu kai autd péoa oe Windows 10 TTaAIL

2uvexidovtag KAvaue OPIoPEVES TTAPAUETPOTTOINCEIS OTO OiKTUO, OTA Settings Tou virtual
box oto Ubuntu aAA& kai ota apyeia Tou Cuckoo yia va opicoue TIC ETTIBUUNTEG ASITOUPYiES. ZTa
settings Twv Windows 10 trou ¢cival yéoa ato Ubuntu opicape atnv kapta dikTUou va gival Host
Only. ZTnVv ouvéxela ekTeAECOUE EVTOAEG PEOw iptables yia va ptmopécoupe va dwaoouue SiKTUO
o010 eowTEPIKG Windows unxdavnua péow tou Ubuntu woTe va epvdel n dIKTUAKK Kivnon Tou
Méoa atrd auTtd. O1 evIOAEG eival :

sudo apt-get install -y iptables-persistent

sudo iptables -t nat -A POSTROUTING -0 enp0s3 -s 192.168.56.0/24 -] MASQUERADE
sudo iptables -P FORWARD DROP

sudo iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT
sudo iptables -A FORWARD -s 192.168.56.0/24 -j ACCEPT

sudo iptables -A FORWARD -s 192.168.56.0/24 -d 192.168.56.0/24 -j ACCEPT

sudo iptables -A FORWARD -j LOG

sudo su

iptables-save > /etc/iptables/rules.v4

AkoAoUBwg péoa otov @akelo .cuckoo/conf ato apxeio cuckoo conf, Bdloupe

e machinery = virtualboxmemory_dump = yes
e resultserver ip =192.168.56.1

oTo auxiliary.conf

CoNOOA~WNE

e gvepyotroloUpe 1o sniffer enabled = yes
oTo virtualbox.conf
Baloupe mode = gui
machines = cuckool
label = cuckool
platform = windows
ip=192.168.56.101
snapshot = Snapshot 1
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aTo processing.conf fdlouue To memory
e enabled =yes

oto memory.conf yia Tnv xprion Tou Volatility Bafoupe TTpo@iA
e guest_profile =Win10x64_17763

oTo reporting.conf evepyotroloUue 1o html report To Json To PDF kai mongoDB
e enabled =yes

2Tnv ouvéxela Kavoupe update Ta cuckoo signatures pe Tnv evioAl aTto terminal cuckoo
community ka1 evepyoTroloUue To Cuckoo JeE TIG TTAPAKATW EVTOAEG :

sudo cuckoo rooter -g cuckoo

ZEKIVAME TO EIKOVIKO JOG unxavnua
cuckoo

cuckoo web --host 127.0.0.1 --port 8080
127.0.0.1:8080

agrwNRE

Mpiv Eekiviiooupe Ouwg To Cuckoo Ba KAVOUME PEPIKEG EVEPYEIEG WATE VO BEATILOOOUNE TO
EIKOVIKO POG PNnXdvnua waoTe va Pnv @aivetal 1600 OTI gival €IKOVIKO WOTE va ATTOQUYOUUE
MEPIKOUG uNXaVIOUOUGS ac@aAsiag TTou £€xouv Ta Ransomware kai kataAapaivouv 1o repIBAAAov
TTOU €KTEAOUVTAI WOTE VA PNV EP@avioouv OAa TOUG Ta XapakTNPIoTIKA. MapakdTw BAETTOUUE pia
€IkKOva [2] TTou deixvel TTwg avTidpd £va KAkKOBOUAO AoYIOUIKO OTO TTEPIBAAAOV TOU OTTOU HE TOV
id1o TpdéTTO AcITOoUpyoUV Kal Ta Ransomware.

Sandbox

Am | running
in a sandbox?

I
I
I
< [Benign behavior ] I
» ——
I
I
!

E) YES ! or silent exit
hf |

NG Maliciousactions,
Malware : > \\ C&C communication,
executable ,‘\ etc.

: Unpack malicious
I code Victim’s PC

Eikova 1: Avixveuon lMepiBdAAovrog

O1 evépyeleg TTOU KAVAUE YIa TNV ATTOKPUWN TOU EIKOVIKOU YOG UNXAVAMATOS ATAV ApXIKA Va
unv xpnoigotroijooupe 1o pack Guest Additions Tou Virtual Box kaBwg KAvouv TO €IKOVIKO Hag
unxavnua eudAwTo WG TTPOG TNV avayvwplion Tou amd 1o Ransomware. ‘Etmeita amd Tov
ouvdeopo https://github.com/d4rksystem/VBoxCloak katefdoaue 10 VBOXCloak TToU pag
BonBnoe oTo va KPUWOUNE TO E€IKOVIKO WOG PNXAVNMA. ZTnV Ouvéxela atmd Tov oUVOECHO
https://github.com/a0rtega/pafish karefdoapue To Pafish [3] TTou kAvel TrepeTaipw EAeyXo o€ onueia
TTOU PTTOPOUV VO ATTOKOAUWOUV TNV EIKOVIKA pnxavh yag oto Ransomware kail pag BonBael otnv
016pBwan Toug. Mapakdtw deixvOUNE EIKOVEG WOTE VO KATAVONOOUNE TNV AgiImoupyia Tou Pafish,
O0trou d¢eixvouv Ta arroteAéopara Tou Pafish agol ekteAéoape didpopeg AsiToupyieg yia Tnv
016pBwoaon Tou GUCTAMATOG HAG.
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@ Paranoid Fish is parancid - O *

Paranoid Fish

traced!
traced!

Eikova 2: Pafish 1

Mapatnpoupue TTwg akdua uTTdpyxouv OUo evToTTiouoi atrd 1o Pafish oxeTikd pe 1o rdtsc mou
deixvouv diTTAa pe KOKKIVO @OvTo To avaypa@ouevo traced!. Mpiv ekteAéooupe didpopeg AUOEIG
TTOAEG aTTd TIG avixvelaeig ixav 1o traced SITTAG. MapdAeg TIG TTPOCTTABEIEG pag eV KATOPEPALE
va BydAoupe autd Ta dUo traced Kal JEOwW ETTIKOIVWVIAG TTOU gixaue Pe Tov dnuioupyo Tou Pafish
evnuepwOnkaue 61 dev yvwpilel va utrapxel AUon yia autd 1o TTpoRANPa pe Tnv xprion Virtual
Box. OmréTe ouvexioaue €1 yvwaong JAg yia TNV aduvauia auTr) Tou CUCTANATOG Jag. Me autd wg
oedopéva TTPOXWPAHPE OTNV ATTOBRKEUON TOU €IKOVIKOU WOG PNXAVAUOTOG Kal €iNacTe £TOIUOI
TAEOV yIa va Eekiviiooupe Tnv diadikagia Twv avaAloewy
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Q! Paranoid Fish is paranoid L\) - O X

Eikova 3: Pafish 2

A@oU Aoittév Eekivijoape To Cuckoo e TIG EVTOAEG TTOU TTPOAVEPEPO aVOiyOUlE ToV browser
pag TTAnkTpoAoyoupe 10 127.0.0.1:8080 kai BAETToupE TO ypagikd Tou TrePIBAAAov. ‘Exovrtag
£Toiga Ta Ransomware ekTeAETIUA ETTIAEYOUE TO TTPWTO KAl TTATAWE TO submit petd Analyze kai
avaAdywg TIG ETTIAOYEG avAAUONG TTOU £XOUME KAVEI TTEPIMEVOUNE va OAOKANpwOEei n diadikacia
OuVauIKAG avdAuong. EmmpdoBeTta pmmropolpe TRV wpa TTou yivetal N avédAuon va avoifoupe 1o
€IKOVIKO pnxavnua kai va doUe TIG aAAayEG OTO CUCTANA OE TTPAYUATIKO XPOVO.
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cuckoosz” iZ Recent % Pending Q Search Submit Import

Insights Cuckoo

Cuckoo Installation

[T

System info

From the press:

Eikova 4: Cuckoo Environment

AT TNV dieEaywyr] TWV auTOPATWY BUVANIKWY avOAUCEWV TToU eKTEAETapE HEGW Tou Cuckoo
Sandbox kal Twv duvaToTATWYV TTOU YAG TTPOCPEPEl TTAPAUE TO ATTOTEAECUATA TNG avAAUONG o€
O14@opeg pop@ég OTTWG Himl, Pdf, Json. EvdiagepdpaoTe Kupiwg yia TRV Json pop®ry, KaBwg ekei
EUTTEPIEXETAI  TTOAUTIUN TTAnpo@opia TTou Ba avaAloouye OTNV OUVEXEID OTa  OIaKOaIa
atmroteAéopara, o€ avtibean BEBaia pe TIG AANEG HOPPEG TTOU PAG TTAPOUCIAlouV TNV avaAuoh o€
MO TTIO QIAIKR) TTPOG TOV XPAOTN Jop®r aAAG oTepouvTal TTANpo@opiag. Edw tTTapoucidfoupe yia
eIkéva [4] oxeTikd pe TNV avaTopia piag €1TiBeong Ransomware WOTE VA KATAVONGOUUE KAAUTEPA
1O TI B0 dOUNE OTNV CUVEXEIQ.

The Anatomy of a Ransomware Attack

Command and
control server
e Malware unpacks

and executes E%

=

C&C Communication

3 : °
o Attacker sends a phishing email downloads public key ::]
A o —

‘ e User communication [ _'%

User receives a - =

link and clicks )

Public key

Files get encrypted
and user gets ==, Bitcoin received
T are screen
Private key @

delivered

Eixova 5 Avaropia emi@song Ransomware
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21NV eIkOva TTEVTE BAETTOUNE O€ £va YEVIKEUPEVO KAl GUVTONO TTAGVO TwV KUPIWY AEITOUPYIWV
Miag eTTiBeong amé Ransomware. H emiBeon Eekivael ye Tov emmiBéuevo va Bpiokel éva TpoTTo va
€loBdAel 010 cUOTNUA pag. EBW ouykekpipéva BAETTOUPE TTWG XPNOIYOTTOIET TRV TEXVIKA phishing
email 6Tou oTéAvel éva oUVOECHO PE TO IOHOPPIKO AOYIOMIKO. 21O BEUTEPO PrANA O XPAOTNG KAVEI
click Tov ouvdeopo kai kaTeBadel To KAKOBOUAO apxeio v ayvoia Tou. uvexifoviag aTo TPITo BARua
avoiyel To apxeio kal apxicel n dladikagia YOAUVONG TOU GUCTANATOG OTTWG OTTEVEQYOTTOINGN TOU
antivirus Kai OXETIKWV AEITOUPYIWY, KAIJGKwon Trpovopiwyv (privilege escalation), povipétnta
(persistence). 210 TéTapPTO Pria BAETTOUNE oUvdeon We Tov emmBéuevo péow Command and
Control Server yéow Tou dIkTUOU Tor Kal KatéBaoua Tou dnudaiou KAEIOIOU TOU yia TNV XPACT Tou
OTNV KPUTITOYPA®NON. XT0 TTEUTITO Brpa Ta dpyEia KPUTTTOYPa@OUVTal KAl TTAPOUCIAZETAl TO
MAvVUpa TTANpwUNAG AUTpwyv oTov XpnoTn. TEAOG yivetal n TTANpwuA Twv AUTpwyv atd 1o BUpa o€
KATTO10 KPpUTTITOVOUIoNa OTTWG TO Bitcoin, kal o emTIBEPEVOG Sivel TO 1IB1IWTIKG KAEISi TOUu 0TO BUpA
yIO TNV QTTOKPUTITOYPAPNON TWV APXEIWY Tou.

Emmpoécbera  BAETToupe pia €ikdva [5] TTou Oivel TTEPICOOTEPN £UPACN OTOV ECWTEPIKO
MNXaVIOUO €vOG OUOTAUATOG OTav OEXETAI £TTIOECN aTTd Ransomware PJEow TPIWYV QATEWV.

Malware XYZ exe is delivered,
launches legtimate child processes
cmd.exe, PowerShell, VSSasdmin

Attacker Sends + encryption mechansim

Spam Email

Ransom Note
Encryption Delivered

Bypasses Victim's cmdexe ,—H

A Antivirus
Spam Filter Fails
Copies matware Encrypts
0 fepren e, C¥ Files on victim
mounted drives

Adds registry entry lo
runand runonce

Hits User's

Inbox User clicks on ;
malicious link i PowerShell i Connects with
! f attacker's C&C Attacker attempts

server to deliver to move laterally
info / get instructions across the
enterprise

Eikova 6: Ecwrepikny Avarouia Emi@song Ransomware

=ekIvwvTag €pxetal To email ammd Tov emmBEPEVO Kal TTeEpvAEl TO QIATPO yia Ta spam email.
>1nv deuTePn @don yivetal click oto kakoBouAo link. To apxeio kaTeRaivel 0Tov UTTOAOYIOTH TOU
BUpaTog Kabwg To antivirus aTToTUYXAVEl va TO avayvwpeioel. ATTé auTtd To onuEio Eekivael N dpdon
Tou Ransomware dnuioupywvTag dlEpyacics waoTe va ekKTEAEOEI TIC TTOAATTAEG AsiToupyieg Tou
pMéow Tou Cmd, Powershell, Vssadmin kai TToAMwv aAAwv. Otrwg BAETTOUPE OTNV €IKOVA PHECW
Tou Cmd avTiypa@el To KaKOBoUAo Aoyiouikd oTo @dakeAo Appdata, Startup woTe va {eKIvAEl PE TO
&exivnua Tou ouaTrpatog. Méow Tou Powershell yivetal ouvdeon pe Tov Command and Control
Server woTe va TTaipvel odnyieg kal va KAaTTouv TTAnpo@opieg Tou Bupatog. Méow Tou Vssadmin
yivetal n diaypa®n Twv avTiypapwyv ac@aoAgiag 0TTwg Ba doUE Kal OTa ETTOPEVA KEQAAQIQ, Kal
oT1o TENOG TNG deUTEPNG PAonG apxiCel n dladikaaia TNG KPUTIToypdenong. XTnv TeAeutaia @daon
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TTAPOUCIAleTal TO PAVUMA TTANPWUAG AUTPWVY KAl yivovTal OTTOTTEIPEG YIO TNV ETTEKTACN TOU
AoyiopIKoU o€ TTEPITOOTEPA PNXAVAMATA TOU OPYaVIOUOU YIO PEYIOTOTTOINON TNG ¢NUIAG.

1.3 AvdAuon AmoTeAseoparwy yia Tov evromopo Living Off the Land
Binaries, Scripts and Libraries.

210 ouotiuata Windows utrdpxouv TTOAG apxeia KwOIKa TToU €ival TTPO-EYKATESTNUEVA 1)
eykaBioTavTal Katd TNV dIdpKeEIa XPriong Tou cuaThuaTog atréd Tnv idia Tnv Microsoft. Ta apyeia
auTda gival HEPOG TOU AEITOUPYIKOU CUCTAPOTOG OTTOTE COPWG Kal dev BewpouvTal ETIKivOuva.
Qo1600 HEPIKA atTd AUTA av eKTEAECTOUV PE TOV KATAAANAO TPOTTO PTTOPOUV VA TTAPOUCIACOUV
KOKOBOUAN ouuTTEPIPOPA Kal AGyo Tou OTI €ival UTTOYEYPAUUEVA TTPOCTTEPVOUV KABE pnyxaviouo
ac@aAeiag 6mmwg 1o User Account Control, Antivirus, EDR, EPP. Ta apxeia autd ptropouv va
ekTEAEOOUV aubaipeTo KWOIKA, va KAVOUV AN Kal @OpTwon apXeiwv, va cuAAéCouv apxeia
dlaTTIoTEUTNPIWY Kal dladikaaiwy, Kal OAa autd Xxwpig va ¢ntnbei kapia aAAnAemidopacn ue Tov
xprnotn. Autd Ta apxeia eival yvwoTd wg Living Off The Land Binaries and Scripts (LOLBAS). H
épeuva Trou die€dyoupe ota LOLBAS egival TToAU onuavTiKA KaBwg o1 eTTIBETEIC TTOU KAVOUV XPRaon
TOUG €ival TTOAU OUOKOAO va eVTOTTIOTOUV Kal yI' auTd Tov AOYO XPpnOIUOTTOIOUVTAl OTTO ETTIOETIKES
OMAOES YIO VO eKTEAECOUV TO KOKOBOUAO QOPTIO Kal VO POAUVOUV TOV KEVTPIKO UTTOAOYIOTA HE
QAVEUTTOBIOTO KAl KPUPO TPOTTO [6]. TNV €IKOVA TTOU AKOAOUBED [7] DeixVOUNE TIG dIAQOPES Xpriong
TTapPadOCIaKWVY KAKOBOUAWV AoyIopIKwY Og oxéon pe Tnv xprion LOLBAS apxeiwv éoov agopd
TNV aviXVEuon TOUG ATTO Ta ONPEPIVA OUCTHUATA.

Initial Compromise
Phishing

Vulnerabilities
¢ Infected Software
Adversary

oy

Traditional  Victim Living-off-the-land
Malware Techniques
- File is dropped and executed - Mostly used by human agents,
- Anti-virus scans can flag and stealthy malware
based on known signatures - Leverage existing system
- Ineffective in well-monitored binaries with useful functionality,
systems may not create files on disk

- The binaries are whitelisted,
and it is hard to detect misuse
Eixova 7: Zuykpion us6odwv Malware ue kai xwpic LOLBAS rexvikég

>uvexiCoviag avagépoupe Tov TPOTTO peE Tov oOTroio evromifoupe Ta LOLBAS oTta
atmroTeAéopaTa TWV JSON apxEiwv TTou TIPAuE aTTd TNV avaAuon péow Tou Cuckoo Sandbox.
Mapokdtw Ba avaAuooupe, yiaTi gival onuavtikd Ta LOLBAS [8], [7], TTwg XpnOIYOTIOIE Ta
LOLBAS 10 KGB€ ransomware EexwpiaTd. [Na Tov TaxuTepo eviomouo Twv LOLBAS apyeiwv 6a
KAvoupe xprion TnG TTaPaKATW EVTOAAG TTOU SNUIOUPYROANE KAl JOG AQVAPEPEl TA OVOUATA TWV
LOLBAS apyxeiwv TToU KAveEl XpAON TO CUYKEKPIMEVO Ransomware Kal g€ TToIov apiBud ypauung
xpnoigotrolouvTal. Apa TTnyaivoupe oTo QAKEAO TTOU €xoupe TO KABE Json aTTOTEAECUO Kal
QAVOIyOoVTaG TO TEPUATIKO O€ AUTOV TOV QAKEAO TTANKTPOAOYOUNE TNV TTAPAKATW €VTOAR. AQOU yivel

Auvapikry Avaluon KakéBouAou AoyiopikoU kail xprion Twv LOLBAS/LOLBINs 16



Metatrtuxiokf AiatpifA Zwng Kapakatodvng

0 EVTOTTIONOG TOUG UTTOPOUNE HETA va doUuE OAGKANEN TNV AEITOUPYIKOTATA TOUG JECA OTO JsSon
apxeio Tou ekaoTote Ransomware.

TMAnpoeopisc EvroAnc

o -i AmrevepyoTrolei To Case Sensitive

e -w Acixvel yévo T ammoTeAéopara TTOU avaypa@ouv akpiBwg Tnv AéEn kai Oev
EUTTEPIEXOVTAI OE AAAEG AEEEIG.

e -n Acixvel Tov apiBud TNG ypauung TTou BpEOnKe n AEEN.

EvroAn

grep -iwn
'Applnstaller.exe\|Aspnet_Compiler.exe\|At.exe\|Atbroker.exe\|Bash.exe\|Bitsadmin.exe\|CertOC
.exe\|CertReq.exe\|Certutil.exe\|Cmd.exe\|Cmdkey.exe\|lcmdI32.exe\|Cmstp.exe\|ConfigSecurity
Policy.exe\|Control.exe\|Csc.exe\|Cscript.exe\|DataSvcUtil.exe\|Desktopimgdownldr.exe\|Dfsvc.
exe\|Diantz.exe\|Diskshadow.exe\|Dllhost.exe\|Dnscmd.exe\|Esentutl.exe\|Eventvwr.exe\|Expan
d.exe\|Explorer.exe\|Extexport.exe\|Extrac32.exe\|Findstr.exe\|Finger.exe\|fItMC\|Forfiles.exe\|Ft
p.exe\|GfxDownloadWrapper.exe\|Gpscript.exe\|Hh.exe\|IMEWDBLD\|le4uinit.exe\|leexec.exe\|l
lasm.exe\|Infdefaultinstall.exe\|Installutil.exe\|Jsc.exe\|Makecab.exe\|Mavinject.exe\|Microsoft. W
rokflow.Compiler.exe\|Mmc.exe\|MpCmdRun.exe\|Msbuild.exe\|Msconfig.exe\|Msdt.exe\|Mshta.
exe\|Msiexec.exe\|Netsh.exe\|Odbcconf.exe\|OfflineScannerShell.exe\|OneDriveStandaloneUpd
ater.exe\|Pcalua.exe\|Pcwrun.exe\|Pktmon.exe\|Pnputil.exe\|Presentationhost.exe\|Print.exe\|Pri
ntBrm.exe\|Psr.exe\|Rasautou.exe\|Reg.exe\|Regasm.exe\|Regedit.exe\|Regini.exe\|Register-
cimprovider.exe\|Regsvcs.exe\|Regsvr32.exe\|Replace.exe\|Rpcping.exe\|Rundll32.exe\|Runon
ce.exe\|Runscripthelper.exe\|Sc.exe\|Schtasks.exe\|Scriptrunner.exe\|SettingSyncHost.exe\|Sto
rdiag.exe\|SyncAppvPublishingServer.exe\|Ttdinject.exe\|Tttracer.exe\[vbc.exe\|Verclsid.exe\|W
ab.exe\|WIrmdr.exe\|Wmic.exe\|WorkFolders.exe\|Wscript.exe\|Wsreset.exe\|wuauclt.exe\|Xwiz
ard.exe\|Advpack.dIl\|Dfshim.dll\[leadvpack.dll\|leaframe.dI\|Mshtml.dIl\|Pcwutl.dI\|Setupapi.dil\|
Shdocvw.dI\Shell32.dI\|Syssetup.di\|Url.dINZipfldr.dINComsvces.dll\jadplus.exe\|AgentExecutor
.exe\|Appvip.exe\|Bginfo.exe\|Cdb.exe\|coregen.exe\|csi.exe\|DefaultPack.EXE\|Devtoolslaunch
er.exe\|dnx.exe\|Dotnet.exe\|Dxcap.exe\|Excel.exe\|Fsi.exe\|FsiAnyCpu.exe\|Mftrace.exe\|Msde
ploy.exe\|msxsl.exe\|ntdsutil.exe\|Powerpnt.exe\|Procdump(64).exe\|rcsi.exe\|Remote.exe\|Sqld
umper.exe\|Sqlps.exe\|SQLToolsPS.exe\|Squirrel.exe\|te.exe\|Tracker.exe\|Update.exe\|VSIISE
xeLauncher.exe\|VisualUiaVerifyNative.exe\|vsjitdebugger.exe\|Wfc.exe\|Winword.exe\|Wsl.exe\
|CL_LoadAssembly.ps1\|CL_Mutexverifiers.ps1\|CL_Invocation.ps1\|Manage-
bde.wsf\|Pubprn.vbs\|Syncappvpublishingserver.vbs\|UtilityFunctions.ps1\|winrm.vbs\|Pester.bat
' report.json
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2 Conti

2.1 Living Off the Land Binaries, Scripts and Libraries

270 ATTOTEAEOUATA TWV AVAAUCEWY TwV BeIyPATWY Pe sha256 Hash :

1) 1b8081bae0e493d098hb8756b1le7c4b19715a78946cf227f2c27f9311e6718420
2) 1ce8a939hb3e7d84c59c12dc9e1091532f4336dac533847b6533b01d9dcf494e9
3) 2afeaB912flb7afa3a4348ef4e027f7a46f4a2ade824196265ealac952e172b3

4) 002dd9b7cbf8ca2a09434f8c4abd85631efe922ab8daal219d86d83a0228aeda
5) 3a6e8f5a226edc006e29e38c48eaa721cl12e48953abd56dchbcOb241975631247
6) 4d8fcd9492a256c0ch9567e63b53b75c2a591f5eebe7293298239736034b742a
7) 5d8a701110d58ab7claa8baebbc9d5358b8cd508115891320e6af6¢c68f3bbd74
8) 5d4350bcfecb0746c8aebf6f31052ea95b1901d558e27215bb0197e50f3b9e5¢
9) 53blc1b2f41a7fc300e97d036e57539453ff82001dd3f6abf07f4896b1foca22

10) 98a09f7896a7c20229e696d6e8344fe9593fd70afada5d986e04c0d6933cc4db
11) 198667bleda010a431dfb051al01lcc73eadld45ba8d0f6641eclcl4bcad106f3
12) 917788f1d9fd2664f18414faec3244al7c7d7ec29296b14b22cf19be90c95df4

13) ae90567cala3f4dfc430ae9d6cfa5139385¢418b6b70f01c2dd4931dc76ff97b

14) b8ae41c1122afd180d8dbc011866233945edch0f19a3f43a1d1033709279cf32

XpNOIUOTTOIWVTAG TNV TTAPATTAVW €VTOAR Bpiokouue €UKOAa OTI yiveTal Xpron Twv TTAPAKATW
LOLBAS :

LOLBAS
Explorerexe | Dllhostexe | Shell32.dll | Setupapi.dll | Shdocvw.dIL

21NV ouvéxela Ba eEeTdooupe TNV ASITOUPYIKOTNTA TOU KABEVOG PE TNV OEIpd WOTE va
KOATAVOGOUUE AV XPNOIUOTTIOIOUVTaI VIO KAKOBOUAO OKOTIO JEGA OTO JSON apXEio EeKIVVTAG
atrd 1o medio processes.

Explorer.exe

To Explorer.exe cival éva oTOIXEIO YpaAPIKOU KEAUPOUG TTOU BlaxeIpieTal TNV EUQPAVION
dlaxeipIong apxeiwv TToU TTITPETTEI GTOUG XPAOTEG VA Avoiyouv, va avTiypd@ouyv, va aTTOKOTITOUV,
va dlaypd@ouv, va PETAKIVOUV Kal va eKTEAOUV AAAEG eVEPYEIEG PE apxEia aTov UTTOAoYIOTA. To
apxeio explorer.exe Bpioketal oto @akeho C:\Windows kai £xel ouvABwS povo pepikd byte oe
MEYEBOG. 2TNV TTOPAKATW €IKOVA BAETTOUNE PEPIKES TTANPOPOpPIEG OTTWG TO process identification
number (PID) kai parent identification number (PPID).

"num_thr
"process_na
"num_h

Eikova 8: Explorer.exe
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H diepyaaia explorer.exe XpnOIUOTTOIEITAI ETTIONG YIQ VO OTAPATA OIEPYATIES, UTTNPETIES
KAl TTPOYPAMMOTIOUEVES EPYATIES [9]. TNV CUYKEKPIYEVN TTEPITITWON YIA TNV AViXVEUON Kal TNV
d1akoT1TA digpyaaciwy yiveral xprion Tou APl Process32NextW atré tnv diepyacia Explorer.exe .

_name": "explorer.exe",
_handle": 6C"
"process_identifier": :

!

J

"time": 16
"tid": 5704,
"flags": {}

Eikova 9: Process32NextW

AciToupyikoTnTa Kal Pof} Aigpyaciwv

2Tnv ouvéxela TraipvovTag mapadelyua 1o dciypa 1eflff8ble81815d13bdd293554ddf8b3
€57490dd3efdadd7c2837ddc67f9c24 Bpiockouue To Ovoua Tng dlepyaciag yovidg userinit.exe
(2664) 1ou ekkivnoe Tnv Odlgpyacia Taidi explorer.exe(2788) 6mou eival pia QUOIOAOYIKA
oiadikacia Twv Windows A&IToupyIKwV cuoTUATWY Kal TTapoucidleTal o OAa Ta deiyyaTta Twv
Ransomware 1Tou avaAUoupe KaBwg eKKIVEN TNV dIEPyaTia Tou apyeiou agent.py TTou xpeladeTal
10 Cuckoo yia Tnv Aeitoupyia Tou. Me Tnv oeIpd TNG n userinit.exe(2664) éxer wg PPID Tnv
winlogon(588) kai auTtr £xel wg PPID Trv sSmss.exe TTou EVEPYOTTOIEITAI OTAV TTATHOOUNE TO KOUUTTI
€KKIVNONG OTOV UTTOAOYIOTA POG KOl JETA OTAPATA, OTTOTE OPKETA EpYaAgia avixveuang dIEpyaciwv
Oev Ba Tnv gvrotricouv. ATTo Tnv avTtiBeTn KaTeUBuvon TTAPE va dOUUE TTOIEG DIEPYATIEG EXOUV WG
dlepyacia yovié Tnv explorer.exe. pdagoviag otnv avalhtnon “parent_id": 2788(pid Tou
explorer.exe) BAfmoupe OTI kaAouvtal OUo Olepyacies n  SecurityHealth(5076) kai n
python.exe(4240). AkoAouBwvTag Tnv 4240 BAétToupe TTéAI dUO digpyaaieg Tnv conhost(2576) kal
Mia akoéua python.exe(2316). H 2316 BAéToupe TTwg KaAei dekaégl diepyaaoieg Ye ovouara inject-
x86.exe, €ikool Tpeig is32bit.exe kal pia inject-x64.exe TToU gival TTOAU UTTOTITEG. ZuvexifovTag
Bpiokoupe TTwg n kUpia diepyacia 1ef1ff8b1e81815d13bdd293554ddf8b3e57490dd3ef4add7c2
837ddc67f9 c24.exe(4684) éxel wg digpyacia yovio Tnv inject-x86.exe(3872). H kupia digpyaaia
éxel Oigpyaaieg maudia etéd cmd.exe e PID (5172, 4664, 5444, 3604, 4520, 3588, 720). Oco
agopd TNV AsiItoupyikOTNTa TwvV cmd PTTOPOUUE va TNV OUNE TTAPAKATW OTO AVTIOTOIXO TTEdi0. €
MepIKG deiypaTa @aiveTal TTwg N avaAuon oTayaTdel oTIG dIEPYAOiES inject-x86.exe KaBwg dev pag
diveTtal n TTANPo@OpIa TI KOAEITAI GTNV CUVEXEIQ.

Ta TTapatmdvw 1IoXUoUV e PEPIKES BlagopoTToifoelg ota PID Twv digpyaciwyv Toug oTa
Json apxeia Twv deiyydTwy Ye hash sha256:

1) 1eflff8b1e81815d13bdd293554ddf8b3e57490dd3ef4add7c2837ddc67f9c24
2) 4f17d7fa344b970890ed1bc52a0da95146cab9fe56ecabafafach0ad212558¢c9
3) 5d4350bcfecb0746c8aehf6f31052ea95b1901d558e27215bb0197e50f3b9e5¢
4) 24ac73821de77cc9644d2ac40e97067ff63f625b5f20e085ad10535e47d7db59
5) 53blclb2f41a7fc300e97d036e57539453ff82001dd3f6abf07f4896b1f9ca22

6) 98a09f7896a7c20229e696d6e8344fe9593fd70afada5d986e04c0d6933cc4db
7) 6815e1e06e€29863290319eb3e814ae2a394271aa2f95cc7c31a649c4c2f4fd04
8) b2d3143d0778a10d5d03bbh9e4d2712a980e2a8ec12d47958a8ab4b3192f4bf6
9) b8ae41cl1122afd180d8dbc011866233945edcb0f19a3f43a1d1033709279cf32
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MapakdTw TTapatiBetal To Processing Tree Tmou TTapouciddel éva didypauua PE TIG TTIo
Baolkég diepyacieg kal Ta LOLBAS exe. Q¢ kuUpia diepyacia utrevBupifoupe OTI €ival n
1ef1ff8b1e81815d13bdd293554ddf8b3e57490dd3ef4add7c2837ddc67f9c24.exe(4684).

Processing Tree

(s
¢

fontdrvhost l lsass +

fontdrvhost dwm

userinit

Services

securit
health

conhost

python

4

m{inject-x86

is32bit

inject-x64

Eikova 10: Processing Tree

MoAAég atréd TIg digpyaaieg Tou Process Tree BswpouvTal KAKOBOUAEG KABwG BAETTOUNE
QPKETEC TTAPEPPATEIC OTA SIKAIWUATA XPONG TOUG GTOV TTAPAKATW TTiVAKA.
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Process (PID)

Privilege

Description

fontdrvhost.exe

SelncreaseWorkingSetPrivilege

Allocate more memory for

(744) user applications
dwm.exe SelncreaseBasePriorityPrivilege | Increase scheduling priority
(1000) SelncreaseWorkingSetPrivilege | Allocate more memory for
user applications
python.exe SelLoadDriverPrivilege Load and unload device
(2316) drivers
SeDebugPrivilege Debug programs
is32bit.exe SelLoadDriverPrivilege Load and unload device
(All 23) drivers

SeDebugPrivilege

Debug programs

Inject-x64.exe
(4956)

SelLoadDriverPrivilege

Load and unload device
drivers

SeDebugPrivilege

Debug programs

Inject-x86.exe
(All 16)

SelLoadDriverPrivilege

Load and unload device
drivers

SeDebugPrivilege

Debug programs

KOpla Aepyaoia

SelLoadDriverPrivilege

Load and unload device

(4684) drivers
SeDebugPrivilege Debug programs
Cmd.exe SelLoadDriverPrivilege Load and unload device
(All'7) drivers

SeDebugPrivilege

Debug programs

Lsass.exe(612)

SeCreateTokenPrivilege

Create a token object

fontdrvhost.exe

SelncreaseWorkingSetPrivilege

Allocate more memory for

(752) user applications
Svchost.exe SeAuditPrivilege Generate security audits
(1704,1980,2444)
Dllhost.exe

To Dllhost.exe gvepyoTrolgital ye Tnv £vapgn Twv Windows kai gival pia vopiun diepyaaia,
n oTToia avrkel aTo Asitoupyikd ouoTtnua Microsoft Windows Operating System. AuTh n ekTeAETIUN
diepyaoia gival eupéwg yvwoTr) wg COM surrogate, n otroia diaxeipiCetal epapuoyég Tutrou DLL.
Etriong, aidel onuavtikd podAo oTov €Aeyxo Twv digpyaciwv oTig Internet Information Services
(I1S), popTwvel To .NET 1repIBaAAov ekTEAEGNG Kal TTAPAAANAC CUPMETEXEI KAl O AANEG TNUAVTIKEG
0pacTnNEIGTNTEG TOU CUCTHMATOG. 2UuVvhBws To PYéyeBog autol Tou apxeiou gival yupw ota 5,12
bytes kai Bpiokeral aTov @akeAo C:\Windows\ System32.
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01-17 23:51:32 UTC+8

"pre
"num_

Eikova 11: Dllhost.exe

2uxvd, Ta malwares XpnoIhoTToloUV apxEia JeE VOUIMO Kal £YKUPO ovOuaTa £TCI WOTE va
Kpu@ToUV evTog Tou ouaTruaTog. To Dllhost.exe ptropei €Tmiong va XpnoiuoTroindei ye autév Tov
TPOTTO VIO TNV EVEPYOTTOINOT CUYKEKPIMEVWY TTAPACITWY | HEPWV QUTWV.

"parent_id": 596,
832,

"2022-01-17 23:

Eikoéva 12: Svchost.exe

Omtwg BAémoupe n digpyacia dllhost.exe(6100) €xe1 wg diepyacia  yovéa Tnv
svchost.exe(832) kal auTtA pe TV O€Ipd TNG TNV services.exe(596). 2Tnv auvéxeia BAETTOUNE TTWG
n services.exe(596) kaAéoTnke atrd TNV wininit.exe(496) kar n wininit(496) amé tnv smss(412)
TTou O¢gv evToTideTal TO OVOud TnG OTo report Tapd pévo 1o PID Tng .Metd tnv avdAuon ng ev
AOyo dlEpyaaiag GUUTTEPQIVOUNE TTWG OEV XPNOIUOTTOIEITAI IO KATTOIO KAKOBOUAN dpacTtnpidTnTa.

Shell32.dll, Setupapi.dil, Shdocvw.dll

EvromioTnkav emiong o1 LOLBAS BiAioBrikeg 6TTwg shell32.dll, setupapi.dil, shdocvw.dll
OTTOU XPNOIYOTTOINONKAV APKETEG POPEG OTTO DIAPOPES diEpyacieg OTTWG To svchost.exe kal To
explorer.exe xwpi¢ 6uwg n avdAuon va pag divel TTANPoQYopiES yia TNV Xpron Toug YE akpipeia.
MapakdaTw SiveTal EVOEIKTIKA yia TTOI0UG AOYOUG XPNCIKOTTOIOUVTAl QuTEG O1 BIBAIOBNKEG.

e Shell32.dll: Eivan pia BiBAI06AKN TTou TTepIéxel Aeitoupyieg Tou Windows Shell API, ol
OTTOIEG XPNOIUOTTOIOUVTAI KATA TO AVOlyua ICTOCEAIOWYV KAl apXEiwV.

e Setupapi.dil: Eivai pia BIBAIOBrKN TTOU XpNOIKOTTOIOUV 01 EYKATACTATES KAl Ol EQAPUOYES
eykaTdoTaong. MNapéxel yevikEG CUVAPTAOEIG EYKATAOTAONG KAl CUVAPTAOEIG
EYKATAOTOONG CUOKEUWV.

e Shdocvw.dll: Eivai éva apyeio BiBAIoBrikng duvapikig ouvdeong TTou BpiokeTal GTO
"C:\Windows\System32", yvwaTd wg BIBAIOBKN avTIKEINEVWY Kal eEAéyxou Tou Shell
Doc. Mepiéxel Baaikég AeIToupyieg Tou TTPOYPAUUOTOG TTEPINYNONG I0TOU Internet
Explorer yia TAorjynon oto AladikTuo, eMITOTTIO GUVOEDT, DIAXEIPION AyaTTNHEVWY KAl
I0TOPIKOU
210 Ociyya pe Hash sha256 1eflff8b1e81815d13bdd293554ddf8b3e57490dd

3ef4add7c2837ddc67f9c24 Tou Conti TTou avaoAuBnke gpgavioTnkav TTAAI Ta TTPoavVAPEPBEVTA
ekTeAéaiua explorer.exe kai Dllhost.exe pe Tnv idia A&ITOUpyIKOTNTA aKPIBWG KABwWG YiveTal Kal
xpnon Twv shell32.dll, setupapi.dil kar shdocvw.dll. ETimTpéoBeTa dpwg XpNOIPOTTOIEITAl KAl N
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dlepyacia cmd.exe 1Tou gival otnv Aiota Twv LOLBAS kai 6a douue Tnv dpdon TnNG TTApAKATW
AVOAUTIKA.

Cmd.exe

Méoa ota amoteAéopata  TnG avaluong Tou Oceiypatog pe Hash  sha256
1efl1ff8b1e81815d13bdd293554ddf8b3e57490dd3ef4add7¢c2837ddc67f9c24  BAéTToune TV
YEVIKOTEPN AciToupyia Twv dlgpyaciwv cmd.exe TTou €xouv Tnv idla AEITOUPYIKOTNTA. ZTIG
TTAPAKATW €IKOVEG BAETTOUHE TNV OpACN MIOG € QUTWY OTTWG TO TI PAKEAOUG AVOIEE, TI TIUEG TWV
registries diaBdoTtnkav kai Tnv TiuA Tou PPID yia va gvrotticoupe Tria digpyaadia Tnv KAAeoe. OAeg
ol diepyaaieg €xouv 1o id10 PPID TTOU ava@épeTal OTO KUPIO EKTEAECIUO APXEIO.

en-Us'\\cmd e.mui”

Eikéva 14: Cmd.exe Activity
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2uveyifovtag utropoupe va doUupe TNV dpaaTnpIdTnTa ae BABog atd TIg dlEpyaaieg TTou
KaAei (API Calls) [10]:
NtOpenThread
LdrGetDIIHandle module_name
NtOpenKey
NtQueryValueKey
NtClose
NtEnumerateKey
NtDeviceloControlFile
NtOpenKeyEx
NtAllocateVirtualMemory
GetFileAttributeswW
FindFirstFileExW
GetFileType
NtCreateFile
NtCreateSection
NtMapViewOfSection
WriteConsolew
NtTerminateProcess

H mo agloonueiwtn kai KakdBouAn dpacTnpidTnTa PE TNV Xprion tou cmd.exe eivar O
onuioupyeital pia diepyacia péow Tng ouvaptnong NiCreateUserProcess 61rou diveral n evioAn
cmd.exe : /c vssadmin Delete Shadows /all /quiet. Autrj n evioAr} xpnoiyoTroiEiTal yia TNV
olaypaer Twv Volume Shadow Copies dnAadr] Ta backups apxeia mou diatnpolv Ta Windows o€
TTEPITTTWON BAGBNG TOU CUCTAUATOG.

YSTEM32' \emd.exe",

admin Delete Shadows fall /quiet",

Eikova 15: Delete Shadow Copies with Vssadmin

Me okotrd TN TRV Siaypa@r] Twv avTypd@wyv acQaAeiag gival oI TTAPOKATW EVTOAEG TTOU
EVTOTTICAWUE OTNV OUVEXEID TNG AVAAUCTG MOG :

vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded

>uveyiovtag oTig TTaPaKATW avaAuoelg BAETToUPE TTwWG YiveTal Xprion Kaivoupiwv LOLBAS TTou
TTAPOUCIACOUNE TTAPAKATW PE MTTAE XPWUATIOUO.

Acgiypara ;

1) 4f17d7fa344b970890ed1bc52a0da95146cab9fe56ecabafafacb0ad212558¢9

2) 24ac73821de77cc9644d2ac40e97067ff63f625b5f20e085ad10535e47d7db59
3) 6815e1e06e€29863290319eb3e814ae2a394271aa2f95cc7c31a649c4c2f4fd04
4) b2d3143d0778a10d5d03bb9e4d2712a980e2a8ec12d47958a8ab4b3192f4bf6a
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LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dll Shdocvw.dIL
Cmd.exe ExtExport.exe | Wmic.exe

Wmic.exe

H ouptrepipopd Twv explorer.exe kai dllhost.exe eivar akpiBwg n idla e TIG TTPONYOUUEVEG
avaAlaoeig oTroTe TTpoXWPEANE oTnv cmd.exe. EOw To eKTEAETIUO apyeio £xel TTOAG KoIva onueia
ME TTponyoupeveg avaAloelg, aAAG uTTapxel dlagopd Kabwg n digpyacia TTou dnuioupyeiTal yia
TNV dlaypa®n Twv avTiypagwv shadow copies xpnoigotroigi 1o ekteAéoiyo WMIC.exe kai 61 10
vssadmin.

"category": "process",

“status®: 1,

"stacktrace": [],

"api": "NtCreateUserProcess"”,

"return_value": 0,

'arguments”: {
"thread_name": "",
"process_name": "",
“thread_identifier": 2520,
"thread_handle"”: "0x00000354",
"process_identifier": 3688,
"filepath": "C:\\Windows\\SYSTEM32)\\cmd.exe",
"flags_thread": 1,
"thread_name_r": "",
"desired_access thread": "0x02000000",
"command_line": "cmd.exe /c C:' 'Windows' ' System32' \wbem

WMIC.exe shadowcopy where ID="'{92F67CCO-AAC9-4787-ADB7-A6D397635E55}"' deleter,

"process_name r": "",
"flags_process": 512,
"stack_pivoted": o,
"desired_access _process"”: "0x02000000",
"process_handle": "0x00000358"

Eikova 16: Delete Shadow Copies with WMIC.exe

ExtExport.exe

To ExtExport.exe eival éva eKTEAECIUO APXEIO TTOU ATTOTEAEI HEPOG TOU TTPOYPAUPATOG
Internet Explorer trou avamtuxBnke ammd 1n Microsoft Corporation. H xprion tou ExtExport.exe
EMTPETTEl OTOUG EIGBOAEIC va XpNOIKOTTOIOUV aUTO TO VOMPIPO BonénTiké TTPdypauua Yia va
@opTwoouv otrolodnTroTe DLL TTOU TreEpvd oTnv €Aeyxopevn atmd Ttov eiofoAéa dladpoun. ZTa
OuyKekpIPéva deiypaTta yivetal xprion tng ouvaptnong GetFileAttributesW yia va avaktnBouv ta
XOPAKTNPIOTIKA £TTECEPYATIAg Kal XPAONG TOU OpXEioU Kal aTIG dUO TTapakdaTw dIadPOEG :

e C:\\Program Files\\internet explorer\\ExtExport.exe
e C:\\Program Files (x86)\Internet Explorer\ExtExport.exe

Otmwg mpoavagépaue 1o Wmic.exe XpnOIYOTIOIEITAl yia TNV diaypa@r avTiypdewv
ao@alciag. Téhog Ta LOLBAS DLL kaAoUvTal apkeTEG PopES atrd TIG diepyacieg SecurityHealth,
svchost.exe kal explorer.exe.

Schtasks.exe

21nv avaAuon pe sha256 hash 2579148e5f020145007ac0dcl1be478190137d7915e6fbca
2¢787b55dbec1d370 rapouaidlovTal Ta idia LOLBAS pe NG avaluong 1b8081bae0e493d098b8
756b1e7c4b19715a78946¢f227f2c27f9311€6718420 pe TRV poévn dlapopd OTI XPNCIKOTTIOIE
emmpooBeTa 10 LOLBAS schtasks.exe péow tn¢g ouvdptnong LdrloadDIl Trpogavwg yia va
TIPOYPOUUATIOEI TNV QUTOUATN EKTEAEDN KATTOIOG BIEPYOTIOG XWPIG OPWG va divovTal TTEPETAIPW
TTANPOYOPIEG.
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2.2 Mnyaviopoi AsiToupyiag

Mpiv TTPOXWPNACOUKE GTNV avAAUCT TWV INXAVICUWV AsiToupyiag Ba doupe Tig diEpyaaieg
TTou KaAei n KUpia digpyacia Tou deiyyatog 4f17d7fa344b970890ed1bc52a0da95146cab9fe
56ecabafafacb0ad212558c9 yia va mapoupe éva Tapddelyua yia TRV Asitoupyia Toug. To KUpIo
ekTeNETIUO €xel Ovoua 4f17d7fa344b970890ed1bc52a0da95146cab9fe56ecabafafacb0ad2125
58c9.exe kai BAETToupEe TTwG dnuioupyei, avixveuel amapiBuei, diapdadel, avoiyel Kal ypapel o€
QPKETOUG QakéAOUG, apxeia, aAAd kai registry Tiég. H kUpia diepyaaia pag pe PID 2648 BAETToupE
TTwG KaAei duo digpyacieg cmd.exe pe PID 3688 ka1 5852. H 3688 kahei Tnv conhost.exe(348)
Kal n 5852 kaAei mAAI pia conhost.exe(6048), kal auTtd yivetal KaBwg yia va TpéEel n cmd.exe
xpelagetal Tnv conhost.exe. OTrwg €idape kal oTnv TTapdypago yia 1o WMIC.exe 1o BAETTOUME Kal
€dw KaBwg xpnoiyotroigital atrd 10 cmd.exe(3688) kai Tnv cmd.exe(5852) yia Tnv diaypagn Twv
avTiypdewv shadow copies.

"process_name”:
"process_id": 3688,

"commandline"”: "cmd.exe fc C:\\Windows''System32\'\wbem)\WMIC.exe
shadowcopy where ID="{92F67CCO-AACS-4787-ADB7-A6D397635E55} delete”,

Eikova 17: Delete Shadow Copies with WMIC.exe 2

2Tnv ouvéxela n Kupia digpyaacia BAETTOUE TTwG KAVEI process injection atnv diepyaaia
ouoTAuaTog csrss.exe(508) kal dpaaTnPIOTTOIEITAI ATTO EKEI.

Eikova 18: Process Injection

>€ autd TO Onueio Ba avaAlooupe TOUG PNXaviopoUug AgIToupyiag Tou TTpog avaAuon
Ransomware. To Cuckoo Sandbox xpnoiyotroici did@opa Signatures ota amoTteAéouara g
avdAuong yia TV avayvwpion PoTiBwY TTou €Xouv va KAvouv pe KATTola UTTOTTTN dpaaTnpIdTnTd,
KOl JE QUTOV TOV TPOTTO PAG EVNUEPWVEL YIA TNV OpacTnNPIGTNTA TOU GUYKEKPINEVOU Ransomware
péoa OTO BOKIPNACTIKG AEITOUPYIKO cUOTNUA. MTTopouue £TTiONG va dNUIOUPYROOUPE BIKA POG
Signatures kal va Ta XpnOIYOTTOINOOUUE OTA atroTEAéopaTa TIG avdAuong woTe va doUE av To
KOKOBOUAO AOYIOMIKO €EUTINPETEI TNV OUYKEKPIYEVN CUUTTEPIQOPA. AvaAlovTag akpifeig
OUNTTEPIQPOPEG UTTOPOUNE VO KOBOPIooupE TO €i60G TOU KAKOBOAOU AOYIGUIKOU KAl TNV OIKOYEVEIQ
Tou avrkel 6Tmwg Adware, Botnet, Keylogger, Cryptocurrency miner, Trojan 3 Ransomware.
Emiong utmopolue va katnyopioTroinooupe Ta dgiypata TTpog €E€TAON, KAl va avayvwpioOUUE
O14QOPEG TPOTTOTTOINTEIG TTOU UTTOPEI VA €XOUV Yivel €I0IKOTEPA € KATTOIO OEiyua.

To mpwrto Signature tou pag divel n avaAluon pe hash sha256 1b8081baele49
3d098b8756b1e7c4b19715a78946cf227f2c27f9311e6718420 civalr OTI TO €KTEAECIUO €xEl MIA
PDB diadpopry. ‘Eva apxeio Bdong dedopévwv tpoypdupatog (PDB) trepiéxel TTANpo@opieg
EVTOTTIONOU OQOAPATWY Kal KATAoTAONG £PYOU TTOU ETITPETTOUV T OTAdIOKA OUVOEaN MIAg
OIOUOPPWONG EVIOTIONOU CQAAPATWY TOu TIPOYPAPPaTOG. OTwg KABE TTPOYPANMATIOTAG
AoyiopIKoU, o1 dnuIoupyoi KAKOBOUAOU AOYIGUIKOU CUXVA TTPETTEI va SIopBWaouV TOoV KWOIKA TOUG
Kal MEPIKEG POPEG KATaAyouv va dnuioupyolv PDB wg pépog Tng diadikagiag avamTugrg Toug.
Edv dev agiepwoouv XpOvo OTOV EVTOTTIONO CQAAPATWY TOU KAKOBOUAOU AoyiouIKOU TOUG,
dlaTpéxouv TOV KivOUVO va PNV AEITOUPYAOEl CWOTA OTOUG OIKOOEOTTOTEG-BUNATA | va unv
MTTOPECOUV VA ETTIKOIVWVAOOUV WE ETTITUXIA UE TO KOKOBOUAO AOYIOUIKO TOUG €€ OTTOOTACEWG.
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'description”: "This executable has a PDB path",

Eikova 19: PDB Path

To deuTepo signature pag deixvel 0TI pia diepyaoia diakdTNKe (crashed). Auth n digpyacia
gival To notification. Ztnv ouvéxeia BAETTOUpE OTI KaAgiTal TO api exception dpa karaAafaivoupe
TTWG OKOTTOG QUTAG TNG OpaaTnpioTnNTag gival va BAAEl KATTOIO €EQIPECN OTO €EKTEAECIHNO TOU
notification woTe va unv pag evnuepwael yia K&tola dpactnpidtnTa TTou Ba BéAaue va doUjE.

"description”: "One or more processes crashed",
Eikova 20: Process Crashed

2uveyiCovtag ekteAei HTTP requests :

1. GET http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr /en/disallo
wedcertstl.cab?0caca2c022¢8ald9

2. GET http://ocsp.digicert.com/MFEwWTzBNMEswSTAJBgUrDgMCGgUABBSAU QYBM
g2awn1Rh6Doh%2FsBYgFV7gQUA95QNVbRTLtM8KPiGxvDI7I90VUCEAJOLgoXyo4h
xX e7H%2Fz9DKA%3D"

O1 ouvdeopol kateBadouv apxeia ovopaTtog disallowedcertstl.cab. kai Error! Hyperlink reference
not valid.CGgUABBSAUQYBMg2awn1Rh6Doh%2FsBYgFV7gQUA95\QNVbRTLtM8KPiGxv
DI7190VUCEAJOLgoXyodhxxe7H%2Fz9DKA%3D. Ta CAB apxeia i} aA\iwg Cabinet repiéxouv
oupTnieEaPéva apyeia BIBAIOBNAKNG. ETriong xpnaoipgoTroiodvTal yia TNV opyavwan Tng EyKataoTaong
apxeiwv TTou Ba avTiypa@ouv aTo cUoTNPa Tou XPRoTn. To delTepo eupavideTal pe dvopa file kai
O0ev TapouaialovTal emITPOCBeTEG TTANPOPOpieg. Ta apxeia TPOPAVWIG CUMPMPETEXOUV CTNV
A€IToUpYIKOTNTA TOU i0-POPPIKOU AoyIoWIKoU [11].

@ NewTab x +

(&) @ ctidl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/disallowedcertstl.cab?0caca2c022c8ald9

& Google Chrome isn't your default browser m

. Google

Q, Search Google or type a URL

(e

~ =

Web Store Add shortcut

disallowedcertstl.cab A

Eikova 21: Cab File
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@ 400 Bad Request b4 +
< c A Not secure | ocsp.digicert.com/MFEwTZBNMEswSTAJBgUrDgMCGgUABBSAUQYBMg2awn1Rh6Doh%%2FsBYgFV7GquadsQNV
400 Bad Request
nginx
.I‘-v' MFEwTzBNMEswSTAJ. A f.’, MFEWTZBNMEswSTAL.. ~

Eikova 22: Suspicious File

AvixveuBnke etriong pia &€vn yAwooa TTou deixvel 0TI gival Ta KIVEQIKA.

2ign langu: identified in PE resource”,

Eixova 23: Chinese Language

‘Evag akopa pnxaviopog Asitoupyiag eival T yiveTal €TmKoIvwyvia pe eEwTepikO host
TTPOPAVWG ME TOV OKOTTO Tou eAéyxou atrd kdtroio Control Server cUoTnua. nUavTiKn gival n
TAnpo@opia ot dev yivetar DNS query dnAadn dev avTioToixei ovoua dielBuvong ue Tig IP 1ToU
EVTOTTICAE.
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with host for which nc 5 query was perform

Eikova 24: Host With No DNS Query

EvrotrioTnkav akéua kal KogudTia Kwdika kernel modules xwpic ovopaTa TTou aTToTeAE]
oiyoupa €TTIKIVOUVO QAIVOUEVO.

1el module without a name”,

ernel_module”

Mpoxwpdue o€ ammoTeAéoUATA TWV ETTOPEVWY aVOAUCEWY TOu idlIou ransomware Kai
ETTIKEVTPWVONAOTE OTIG SIOPOPES KA OTA KAIvOUPIa EUPHUATA TTOU (POVEPLWVOUV.

>1nv avaAuon pe hash 1eflff8b1e81815d13bdd293554ddf8b3e57490dd3ef4add7c2837
ddc67f9c24 evrotTioTnKav ATTOTEAETUATA ATTO TNV YPAUMI EVTOAWY OTTOU ATTETUXE VO EKTEAEOTEI
€VTOAN e TO vssadmin kaBuwg dIaTUTTWVEl TTwG Oev TNV avayvwpilel To ouaTnua.

dmin' is not recognized as an internal or external

command ,

Eikova 26: Vssadmin FaiI
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Emriong pag d866nke n mTAnpogopia T evromifel XWPO OTNV WVAUN TOavwe yia va
QTTOKPUTTTOYPaA®nOEi KATTOI0 apxEio.

UTE_READWRITE"

Eikova 27: Allocated Memory

MNverar ouvdeon oe di1etBuvaon IP n otroia dev AvTATTOKPIVETAI O€ QITAUATA KAl JE AUTOV
TO TPOTTO KaTtaAaBaivouue OTI gival UTTOTITN KABWG O VOUNUESG UTTNPETIEG AVTATIOKPIVOVTal O€
QITAPOTA KOl TTAPAPEVOUV EVEPYEG.

o an IP addr that is no er iding to requ
1ly)"

Eikova 28: Dead Host

EmmpdoBeta ota Json files pag diveral kai n evotnTa ovopaTog Generic TTou gival utroevoTnTa
Tou Behavior kai divel yeviIKEG TTANPOPOPIES yia TNV OpacTNPEIOTNTA TOU OEIYUATOG TTOU AVOAUOULE.
O1 TAnpogopieg givai :

1. KuUpia ekTeAéIua apyeia TTou xpnoiuoTroinenkayv.

2. Ep@davnon Tou process path.
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Ti Registry Keys avoixtnkav kai diaBdoTnkav.
Ti BIBAIOBAKES PopTWONKAV.

MNa 101006 PakéAoug CnTABNKav TTANPOYOpPIES
To pid kai ppid Twv diepyaaiwv

EvoeikTikG TTapaBéTovTal eIKGVES TOU avTioToixou Trediou atrd avaAuaoelig Tou Conti.

o gk w

Eikéva 29: General Behavior

UTC+L

Eikéva 30: PPID

Edw BAETTOUNE OTI £X€I TO KUpPIO ekTEAéDIUO €xel WG PPID 1o 3872 TTou €ival TO ekTeAETIUO
inject-x86.exe. Auti n digpyaacia eu@avifeTal o€ apkeTd OEiyHaTA KAl QAiveTal OTI €ival KOKOBOUAN.
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MNa T10 inject-x86.exe duaTnXwg Oev divovTtal TTOAAEG TTANPOQOpPIEG TTapa POVO OTI TTAPATTOIE
MEPIKA DIKAIWPOTO TOu OUoTAaTOG OTTwG To SeLoadDriverPrivilege kai To SeDebugPrivilege
[12]. H xprion Toug eivai :
e To SeloadDriverPrivilege xpnoigotroigital yia Tn @OpTwoN f TNV €KQOPTWAON VOGS
TTPOYPAUUATOG 081)YNONG OCUCKEUNG.
e To dikaiwpa SeDebugPrivilege atraiteital yia evioTOPNG OQAANATWY KAl TTPOCAPUOYN
NG MVAMNG pIag d1adikaoiag TTou avrkel o€ GAAO Aoyapiacuo.

MapakdTw TTaPaTiOEVTAI CUVOTITIKA Ol PNXAVIOWOi AEITOUPYIOG TTOU EVTOTTIOTNKAV E
Baon Ta signatures Tou Cuckoo Sandbox ag éAa Ta deiypata Tou Conti.

1) This executable has a PDB path

2) Command line console output was observed

3) Allocates read-write-execute memory (usually to unpack itself)

4) Communicates with host for which no DNS query was performed

5) Performs some HTTP requests

6) Foreign language identified in PE resource

7) Connects to an IP address that is no longer responding to requests (legitimate services
will remain up-and-running usually)

8) Found URLs related to Tor in process memory dump (e.g. onion services, Tor2Web, and
Ransomware)

9) Writes a potential ransom message to disk

10) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

2.3 Mnyaviopoi Asitoupyiag yia Tnv Ammo@uyn Avixveuong ( Evasion
Techniques)

‘Evag akoua pnxavioudg Asitoupyiag Tou getalouevou deiyuatog eival Ot ue Baon tnv
UYnAn evTpoTria TTOU eu@avifeTal o€ JEPN TWV apxEiwv Tou, KataAaBaivoupe OTI xpnoIPOTTOIEITAl
KATTOI0 GUMTTIEGN-KPUTITOYPA®NON ApXEiwV yia Tnv atmmo@uyn avixveuong [13].

"A section with a high entropy has been found”

L entropy of this PE file is high"

Eikova 31: Entropy
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AkoAoUBwg atré Tnv Asitoupyia Tou Volatility otnv avdAuon BAEToupe OTI yiveTal xprion
TNG TEXVIKAG process injection [14] kaBwGg yiveTal eKTEAEON KWOIKA EVOWMATWHEVN PEOO OF
VvOpIUEG OlEpYaaieg WATE va PNV Yivel avTIANTITH N KAKOBOUAn dpacTtnpidTnTa atmd TTPOoIovTa
ac@aAciag. H ekTéAeon KwdIka oTo TTAQiCI0 piIag AAANG diepyaciag PTTOPEl va eMITPEYEN TNV
TpdoRacn oTn Pviun TG diEpyaaciag, 0Toug TTOPOUG CUCTHUATOG/BIKTUOU Kal, EVOEXOUEVWG, OF

"One or more thread handles in other

ution via proce

d

424 -> 740/5 5
: Thread Handles in Other Processes

Eikova 32

H xpAion Tng TeXVIKNAG process injection eTaAnBeleTal kal amd TRV TTPOo BTN Acitoupyia
Tou Volatility Malfind.

S one

Injection™,
Eikéva 33: Malfind Detection

>uveyiCovtag PAEToue 6T To Process Environment Block (PEB) éxel aAAaxTei yia va
KpUwel Ta gopTwuéva modules. Apketd DLL eival TToAU 1TBavd va unv €xouv gopTwBei atmo 1o
LoadLibrary. lMpétmel va onueiwBei 611 T0 PEB €ival pia dopry dedopévwv Twv Windows Kai
XPNOIYOTTOIEITAI KUPIWG ATTO TO AEITOUPYIKO CUCTNUA ECWTEPIKA. [epiypd@ouv TTARPpwWG TNV doun)
TWV OIEPYACIWY OTTWG TTAPANETPWY  EKKIVNONG, OVTIKEIUEVWVY OCUYXPOVIOUOU Kal SOPWY
oedopévwy PopTwong eikdvwy. ‘ETol n ahhayn otnv doun Tou PEB ywpig Tnv xprion Tou load
library eivar e€aipeTikd UTTOTITN dpPOCTNEIOTNTA.

"description”: "PEB modified to hide loaded modules. D1l very likely not loaded by LoadLibrary"
Eikova 34: PEB Modified

‘Emreita otauyardel n digpyacia tou Application Layer Gateway o6tou ota Microsoft
Windows Trapéxel UTTOOTAPIEN YIO TTPOCORKES TPITWV TTOU ETTITPETTOUV OTA TTPWTOKOAAQ OIKTUOU
va Trepvouv péoa atod 1o Teixog TrpooTaciag Twv Windows kai va Asitoupyouv tricw a1rd autd
ka1 Tnv Kolivr xpron ouvdeong oTo Internet.

Eixova 35: Stopped Application Layer Gateway Service
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TNV ouvéxela oTapatd n utrnpeaia Tou Firewall yia Tnv amroguyn avayvwpiong UTToTTng
OIKTUOKAG dpacTnpIOdTNTAG KABWG Kal TTOAAEG AAAEG dlEpYaTieg TOU GUCTHHATOG.

ervice"

Eixova 36: Stopped Firewall Service

ATT6 auTé TO ONpEio ava@EPoUpE dIAPOPESG TWV UTTOAOITTWY avOAUCEWY OE OXECN PE TNV
TTPWTN avaAuan.
¢ emopeveg avaAlloelg evroTTioTnKe OTI €yive eTTavekkivnon o€ threads opiopévwy

Olepyaciwy. AUTH N TEXVIKA XPNOIMOTIOIEITAI VIO TNV ATTOQUYH EVTOTTICUWOU ATTd TO oUCTNUA KAl
QVIKElI 0TV KATNYOPia TOU process injection.

sumed a suspended thread in a r otentially indicative

ommon-and-tr

1,

Eikoéva 37: Resumed Suspended Thread

Ta ammoteAéoparta pag divouv TTAnpo@opieg 6Tl UTTApYouV dyvwoTa ovouara PE TTou ival
evoeitelg evog packer.

[] ]
on": "The executable contains unknown PE section names indicative of a packer
ve)",
I

Eikova 38: Unknown PE Section

AvakaAUyape eTTioNg To Ovopa TOU CUYKEKPIPEVOU packer TTou gival To Microsoft Visual
C++ V8.0 (Debug).
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"loc": "Mi Lsual C++ V8.0 (Debug \",

Eikova 39: Known ackr '

2€ €moPevn avaAuon evrotricaue O yivetal €Aeyxog av yivetal xprion debugger mou
JTTOpPEl va avaAloel To io-pop@IKO AoyliouIKO. Av evtoTtTioTei debugger 16Te Ba oTauathoel TNV
A€ITOUPYia TOU TO GUYKEKPIPEVO ransomware kal 0gv 8a gavepwaoel TIG IKavoTnTEG Tou [15]. OTTwg
BAétToupe aTo return value n Tiyn €ival undév, Kal auté onuaivel 4TI To ransomware dev eVIOTTIoE
TNV Xprion karrolou debugger. EdW pag mmapoucidletal éva Sla@opeTikd €id0G atmoQUYNS TNG
avixveuong kabuwg edw To ransomware TTPoaTTabei va armo@uyel TNV avaAuacr] Tou Kai 6yl hévo va
unv yiver avtiAntté atré 1o oloThua.

'name” : ks debugger”

Eikova 40: Debugged by a debugger

21NV idia avaAuon avakaAUyape kal GAAov unxaviopo aceaheiag Tou Conti ransomware
yla va atro@uyel Tnv avaAuon péoa oe sandboXx. MapakadTw BAETTOUNE TTWG TO EKTEAECIUO TTPOG
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avaAuon £ueive avevepyo yia 706 deuTepOAETTTA LWOTE va KABUATEPHOEI TNV AVAAUCH HE ATTWTEPO
OKOTTO va PNV avaAuBei.

e tried to

Eikova 41: Delay Analysis

Juveyifovtag pia aképa TeEXVIKA avTi-avdAuong eivar n avalntnon SlEpyaoiwyv TTOU
oxeTiCovTal e yvwoTd sandbox epIBGAAOVTA TTOU YiveTal TTPOCTIABEIR VA avaKaAu@OoUv.

(1,
g ”SEarches running proc potentially to identify processes for sandbox evasion,
ory dumping”,

HE4

t running p
running

Eikova 42: Searches Running Processes

¢ emoueveg avalloelg eviotricaue OIAQOPETIKN XPAON packer yia Tnv Cuptrieon n
KpuTITOYPA®nOon Twv apxeiwv Tov Armadillo v1.71.

1,

"name": "peid_pac

Eikéva 43: Known Packer

Ta Evasion Techniques tTou evtoTtrioTnkav ouvoTimikd o€ OAa Ta Ociypgata pe Baon Ta
Signatures [16] Tou Cuckoo Sandbox.
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1) The binary likely contains encrypted or compressed data indicative of a packer

2) Searches running processes potentially to identify processes for sandbox evasion, code
injection or memory dumping

3) The executable uses a known packer

4) The file contains an unknown PE resource name possibly indicative of a packer

5) The executable contains unknown PE section hames indicative of a packer (could be a
false positive)

6) A process attempted to delay the analysis task

7) One or more thread handles in other processes

8) One or more processes crashed

9) Potentially malicious URLs were found in the process memory dump

10) Stopped Application Layer Gateway service

11) Kernel module without a name

12) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

13) Malfind detects one or more injected processes

14) Stopped Firewall service

15) Checks if process is being debugged by a debugger

16) Resumed a suspended thread in a remote process potentially indicative of process
injection

2.4 Kpunitoypdapnon

O1rwg BAEToupe n BiIBAIoBAKN cryptsp.dll (Cryptographic Service Provider) twv Microsoft
Windows XpnoldoTrolgiTal yia Tnv €TTIAOYN €PYaAgiwv Kal puBuicewv TTou Ba XpnoiyoTroinéouv
oTnVv Kpumrtoypdenon. XpnaolgoTtroleital amrd  digpyacieg Ommwg TTOAAATTAEG  svehost.exe,
spoolsv.exe, explorer.exe yia Tnv KGAUWN TNG Xpriong Tou. Etmiong xpnoiyoTtroicital ammd OAeg NG
avaAuoeig Tou Conti TTou eKTEAECOE.

"dll_in_init": .
"init_full_dl1_name” ! System cryptsp.dl1”,
. s i : 1360,

_in_ : .
"mem_full_dll_name": "C: Wine stem32" \eryptsp.dll",

"dl1l_mapped_path" " Wi ) 2 yptsp.dll”,
" name": "sw exe"

dll name™: "C: System32\ \ErypEtsp.dll”

»ad_Full

Eikova 44: Cryptsp.dll

Etriong ¢aivetal TTwg yivetal emmeéepyaaia Tou TPWTOKOAAOU SSL péow mrpdofaong Trou
uTTipEE OTO registry key Tou.

"handle_type":
"handle_name": "MACHINE''SYSTEM'\CONTROLSET@@1' CONTROL' ' CR¥PTOGRAPHY' ' CONFIGURATION''LOCAL'\SSL\\00010002"

Eikéva 45: SSL

XpnoiyoTtroigital etTiong n digpyacia Cryptsve Twv Windows TTou TTapéxel TEOOEPIG UTTNPETIES
diaxeipiong:
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1. Database service, n omoia emBeRaIWVEl TIS UTTOYPAPEG Twv apxeiwv Twv Windows Kai
ETTITPETTEI TNV EYKATACTACH VEWV TTPOYPOAUMATWV.

2. Protected Root Service, n omoia mpoobértel kal agaipei mioToTroINTIKA Trusted Root
Certification Authority atmd autév Tov utToAOYIOTH.

3. Automatic Root Certificate Update Service, n otroia avaktd mioTotroinTiK& root atrd 1o
Windows Update kai evepyoTroiei To SSL.

4. Key Service, n otroia BonBd oTnv yypaer autou TOU UTTOAOYIOTH YIQ TTIGTOTTOINTIKA.

isplay name”: "Cryptographic Se

Windows

HIN32_OWN_PROCESS, SERVICE_WIN32_SHARE_PROCESS",

Eikova 46: Cryptsvc

2TIG avaAuoeig 4f17d7fa344b970890ed1bc52a0da95146cab9fe56ecabafafach0ad212558¢
9, 24ac73821de77cc9644d2ac40e9706763f625b5f20e085ad10535e47d7db5 kai 6815e1e06e
29863290319e b3e814ae2a394271aa2f95cc7c31a649c4c2f4fd04 BAETTOUPE TTWG KaAeiTal To API
CryptAcgireContextA yia Tnv RSA kai AES aAyopiBuwv KputrToypdenong.

Eikéva 47: CryptAcgireContextA

2TIG id1EG avOAUCEIG EVTOTTICANE KAl YIa ETTITTPOCOETN dPacTNPIOTNTA TTOU WAXVEI KAl EVTOTTICEI
av oTo oUOTNHO UTTAPXE EyKaTeoTAPEVO TO TTPOYpappa Winrar. Méow tou FindFirstFileExW API
Tpayuartotolei avalrTnon Pe GVoua Kal XOPOKTNPIOTIKA TTou TaIpIAlouv PE AUTA TTOU £XOUV
kaBopioTei. Méow Tou GetFileAttributesW BAETTel Ta dikaiwpatda Tou, getd péow Tou NtCreateFile
onuioupyei @akeho kal ouveyiel pe 1o NtWriteFile mou ypdogel oe apxeio dedopéva dnAadn
KPUTTTOYPOQEI.
"api": "FindFirstFileExW
"return_value": 12386680,

"arguments”: {

"filepath _r": "C:\\Program Files)\ ' \WUNRAR
"filepath": "C:\\Program Files\ \WUnRAR*"

Eikéva 48: Winrar

e mraparmmdvw eikéva gidape 6T XpnolgoTroleital o aAyépiBuog AES. ATd Sidgopa
EMOTAMOVIKG ApOpa OUWG EVTOTTICAUE TTWG O AAYOPIBUOG KPUTTTOYPAPNONG TTOU XPNOIUOTTOIETal
oTa TeAeuTaia deiypata Tou Conti eival o CHACHAS8 [17] 1 o CHACHAZ20 [18] avdAoya 1o deiypa
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hEe TNV xprion Tautoxpova 32 CPU threads woTe va TreTuxaivel va eival amd T1a Taxutepa
ransomware oTov TPOTTO KpuTrtoypdenong. O CHACHA civalr évag OUPMETPIKOG OAyopIBuog
KPUTTTOYPA®PNONG, OUWG €idaUE TTWG YivETal Kal XpAoN TNG ACoUPUETPNG KPUTTTOypaenong RSA.
AuTé anpaivel OTI TO apXEia KPUTTTOYpa®OoUVTal JE CUVOUAGHO TwV dU0 HEBODdWY GUUMETPIKAG Kal
QOUMMPETPNG KPUTITOYPAPNONG WOTE VA ATTOKTACOUV TA TTAEOVEKTHOTA Kal TwV OU0 HEBOdWV. Z¢€
emoOueveg avaAuoelg Ba eEnyfooupe OIECODIKA TTWG AEITOUPYEI auTou TOU €idoug n UBPIBIKA
KPUTTTOYPA®non.

MapakdTw TTapatiferal prpvupa AUTpwY TTIPOG Tov XPHoTn OTav OAOKANPWVETAI N
diadikacia TTapafiaong Tou CUCTANATOS Jag atrd To Conti ransomware, Kal Ta apxXeia Jag £Xouv
KAEIOWOEI 0TOV UTTOAOYIOTA WOG ] KOI OE TTEPIOCTOTEPOUG TTOU BpickovTal 6To id10 OiKTUO. ZKOTTOG
TOU PNVUOUATOG €ival n evnuépwaon yia 1o TPATTO TToU TTPETTEI TO BUMA va TTANPWOEel KABWG TTPETTE
va dl00@aAIoTEl N avwvupia Toug. Mapotpivouv Aoimmév va KaTeRACOUNE TOV TTEPINYNTHG I0TOU
TOR yvwoTég yia Tnv dIaTAPENoN TNG OVWVUNIOG TWV XPNOTWV TOU, WOTE VA PTTOPECOUNE vda
pTTOUpE oTov 10TOO€EAI®a TOUG Kal va pag dwoouv odnyieg yia TRV TTANPpw Twv AUTpwv. H
TTANPWWA YiveTal BEKTA YOVO OTO KPUTITOVOUIOUA TRG €TTIAOYAG Tou BUTN KaBwg auTtd sival éva
METPO KOTA TOU EVTOTTIONOU TOU.

4C5vgfrLNsl

Eikova 49: Conti Ransom Message

2 ¢ eTOUEVEG avaAloelg Ba eTTIKEVTPWOOUNE O€ vEQ eUpAUATa Kal SIGPOPES TTOU €XOUV Ta
emopeva Ransomware og oxéon pe 1o Conti KOBWG ApPKETEG AEITOUPYiES ETTAVOAAUBAVOVTAIL.
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3 Netwalker(Mailto)

3.1 Living Off the Land Binaries, Scripts and Libraries

211G TTEPI00OTEPEG avaluoelg Tou Netwalker pe hash sha256 :

1) 4f7bdda79e389d6660fcaB8e2a90al175307a7f615fa7673b10ee820d9300b5c60
2) 5d869c0e077596bf0834f08dce062af1477bf09c8f6aa0a45d6a080478e45512
3) 6c39c5f5d143700d4ad43b0aa7fbh6a51e77817060467cf3462ef037176e1f50f
4) 44b5d24e5e8fd8e8ee7141f970f76a13c89dd26c44b336dc9d6b61fdal3abf335
5) 46dbb7709411b1429233e0d8d33a02cccd54005a2b4015dcfa8a890252177df9
6) 57cf4470348e3b5da0fa3152be84a8las5e2ce5d794976387be290f528fa419fd
7) 62df5824be844b16d99bf4a59e6bf51bcaa7a2c2f4852d983bc33eaf60a9c5ca
8) 27319e75c23693399977e92b9a7ba5680a7a9db448f93b3221840c61301604d5
9) ac0882d87027ac22fc79cfe2d55d9a9d097d0f8eb425cf182del1b872080930ec
10) ce399a2d07c0851164bd8cc9e940b84b88c43ef564846cab654df4abf36c278e6
11) d5¢106719e9c8878795899bede78505796659b1b347fe9374d8b2061fcc6a84c
12) d5¢106719e9c8878795899bede78505796659b1b347fe9374d8b2061fcc6a84c
13) e7dfaf7ac518e174e42e59d45¢c179d083ad53eead79ed4420e311441elaf79d4
14) e01691e3b7d9d1c6de7e0ef902bf609543cdf084e600fd0a3833deaa501464ee
15) ee531cd7011ch5¢2625d40892b70cf7e3860dbb92648391068e1f340e5d6c47f
16) f2215e1a848bc5a5d172745201ea428b1d16fee7c814c5¢5180a94a134592e86
17) fd3489f6067ef7ca3999776205839424cb7349134baaeb693abcecaa2c5bf913

XpnolyoTrolouvTtal Ta TTapakaTw LOLBAS :

LOLBAS
Explorer.exe | Dllhost.exe | Shell32.dll |Setupapi.d|| | Shdocvw.dIL

2116 avaAuoeig pe hash sha256 :

1) 1707f8647515bc7a686e7aed380ab06dd6b853b908ae98252cle8eefaleld540
2) e167717c47bc2776217b5cd16fe7ad8a7228d626b3a452b2¢c8664f9c1c057b66
3) f93209fccd0c452b8b5dc9db46341281344156bbedd23a47d2d551f80f460534

XpnolyoTrolouvTal Ta TTapakaTtw LOLBAS OTTOU YE PTTAE XPWHOTIONO Ta VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dlI Setupapi.dll Shdocvw.dIL
Rundll32.exe

AsiToupyikoTnTa Kai Pon Algpyaciwv

H diepyacia explorer.exe kaAeital pye Tov idlo TpOTTO OTTWG KAl oTo Conti TTapatmdvw o€
OAa Ta deiypatd yag. H pévn diagopd étav @Tavoupe GTo KUPIO EKTEAETIUO gival OTI dev KaAouvTal
diepyacieg cmd kai avTi autou yiveral xprion DLL apxeiou. O1 digpyaaieg Dllhost.exe, Shell32.dll,
Setupapi.dil, Shdocvw.dll evrotriovralr oTiG avaAUoEelg Xwpig va Ogixvouv KATToIO KAKOBOUAN
0paaTnEIGTATA OTTOTE TTPOXWPAUE aTo Rundll32.exe.

2TIG avaAuoelig TTou dpactnpiotroigital n digpyacia Rundll32.exe evromiocaue Twg n
XPAon NG €ival TrTavopoldTutrn o€ OAa Ta deiyuarta. YTrapxouv duo diepyacics e 1o idlo dvoua
aAAG oapwg diagopeTikd PID. Ta process path gival Ta TTapoakdTw :
e C:\\Windows\\System32\\rundlI32.exe
o C:\\Windows\\SysWOW®64\\rundll32.exe
Otmwg maparnpriBnke n rundli32.exe TTOoU guTTEPIEXETAl OTO System32 kaAegital ammd Tnv
rundll32.exe Tou eutTepiExeTal oto  SysWOWG64 kai 1o BAémmoupe amdé 1o PPID. H
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rundll32.exe(1864) Tou TrepIEXeTal oT0 SysWOWG64 kaAeital amd Tnv digpyacia inject-
x86.exe(5440).

C:\\Windows 32"\ rundll32.exe" ,
rundl132.exe

U Z'\AppData' Local' ' Temp
1707f8647515bc7a686e7aed380ab06dd6b853b908ae98252c1e8eefaleld540.exe.dll.manifest”

SOFTWARE\\Micr ft\\Windows\\Currentve
anife ,
(RENT_USER'\Control P | '\ \MuicCached

URRENT_USER' \Control Panel) \De o\ \P rredUILang

dll.2.Manifest",
dll.123.Manifest",

dll.124.Manifest"

Eikéva 50: Rundll32.exe

>uveyiCovTag Tio BaBid Tnv TTpoéAeucn TG inject-x86.exe PAETToupe OTI atTd TO pslist(process list)
Tou Volatility éxer wg PPID 10 4200 TT0U €ivai n digpyacia python.exe.

"proc
"num

19:15:04 UTC+0

Eixova 51: PPID of Inject-x86.exe

‘Etreima BAETTOUE KAI TO APXEIO TTOU KAAEITaI OVOPATOG analyzer.py XpnoIJoTToIWvVTag TRV YAwooa
python.
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"python.exe",

Python27' '\ python.exe C:/tmpghxh3n/analyzer.py”,

"d1l_

"d1l_ 44
"d11l_full g0 5 EM32\\ntdll.dll"

Eikéva 52: Analyzer.py

Oa mpétrel va TTpocéfoupe Ta process id kabwg oto JISON apyeio pag Ba Bpouue Kal TNV
python.exe TTou ekTéAeoe €va apxeio ovouatog agent.py OTTOU TO GUYKEKPIUEVO gival JEPOG TOU
Cuckoo Sandbox kai xpnoigoTroigital yia Tnv avtaAAayr TAnpogopiwv Tou Cuckoo Guest VM pe
Tov Host pag (Ubuntu).

KataAnyovTag ol digpyaaieg KaAoUvTal e TNV TTAPAKATW OEIpd :

Smss.exe(488) — winlogon.exe(588) — userinit.exe(2664) — explorer.exe(2788) —
python.exe(4240) — python.exe(4200) — inject-x86.exe(5440) — rundll32.exe(1864) —
rundll32.exe(5632)

>Tnv ouvéxela eEeTdgovTag Tnv xpnon Tou rundll32.exe BAETTOUME OTI XPNOIWOTTOIEITAI VIO
va KaAéoel éva DIl apxeio mou ammd 10 dvoua €UKoAa OlaKpivoupe OTI €ival TTapaywyns Tou
KakOBouAou deiyuaTog.

system32' '\ rundll32.exe [oF

.d1l1l,Dl1Main”

Eikoéva 53: Rundll32.exe Call

Apa ouvoyifovtag otnv eikéva oapdvta evvéa Rundli32.exe Call BAémoupe Tnv
opactnEIdTNTa £vog KakéBouAou DLL 1Tou @épTwaoe n rundli32.exe , apxeia TTou eviOTOE Kal
avolge KaBwe Kal TIUEG Tou registry TTou didBace. MapakdTw oTnv idla eikOva BAETTOUUE TO TTEDIO
file_failed TTou pag evnuepwvel 6T Ta CUyKEKPIPEVA apxeia dev ekTeAéoTnkav. Auto €xel oav
atroTéAegua va unv oAokAnpwvertal n d1adIKagia TOU ransomware Kal va Jnv KpUutrtoypag@ouvTal
Ta apxeia, kKabwg oe Otrolo deiyua dev ey@aviCeTal autr] n atrotuyia BAETToupe TO pAvuud
TTANPWHAG AUTpWV Kal apKETEG dlepyaaieg TTou emIReRaiwvouv Tnv opbn Acitoupyia Tou. H Kupla
dlapopd pe 10 Condi oupPBaivel pévo ota deiypara Tou Netwalker TTOU YXpnolyoTTolEiTal N
rundll32.exe kabwg €dw dev XpnoluoTroigital atreudeiag 1o ekTEAETINO aAAd éva apxeio dll TTou
OnuioupyABnke atrd autod kKal ekTeAeiTal atmé To LOLBAS rundll32.exe.

3.2 Mnyaviodoi AsiToupyiag

MapakdTw TTapatiOevral oI punxaviopoi Asitoupyiag TTou evromioTnkav pe Bdon Ta
signatures Tou Cuckoo Sandbox ota deiypata Tou Netwalker(Mailto). H Trapouciaon yiverai
OUVOTITIKOTEPO O¢ oxéon MeE TNV avdAucon Tou Conti KaBwg TTOAEG amd TIG AeIToupyieg
emavaAauBdavovral.
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1) Checks for the Locally Unique Identifier on the system for a suspicious privilege

2) Communicates with host for which no DNS query was performed

3) Writes a potential ransom message to disk

4) Performs some HTTP requests

5) Queries for the computername

6) Allocates read-write-execute memory (usually to unpack itself)

7) Creates (office) documents on the filesystem

8) Creates executable files on the filesystem

9) Drops an executable to the user AppData folder

10) Installs itself for autorun at Windows startup

11) Appends a known multi-family ransomware file extension to files that have been
encrypted

12) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

EmmpdcBeTa ouuttAnpwvoupe 6T yia Tnv diaypa@r] Twv avTiypd@wy acQaAgiag XpnoiuoTTolEiTal
n idia TakTIKA e To Condi KaBwg yivetal Xpron Tou vssadmin.exe.

"command_line": "C:\\Windows\\system32\\WSSadmin.cxe delete shadows /fall /quiet",

Eikova 54: Vssadmin

3.3 Mnyaviouyoi Asitoupyiag yia Tnv Amo@uyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques evrotrioTnkav pe Bdon Ta signatures Tou Cuckoo Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) One or more thread handles in other processes

3) Attempts to detect Cuckoo Sandbox through the presence of a file

4) Executed a process and injected code into it, probably while unpacking

5) Manipulates memory of a non-child process indicative of process injection

6) Resumed a suspended thread in a remote process potentially indicative of process
injection

7) Stopped Application Layer Gateway service

8) Kernel module without a name

9) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

10) One or more processes crashed

11) One or more of the buffers contains an embedded PE file

12) The file contains an unknown PE resource name possibly indicative of a packer

13) Malfind detects one or more injected processes

14) Stopped Firewall service

15) Checks if process is being debugged by a debugger

16) The executable contains unknown PE section names indicative of a packer (could be a
false positive)

17) One or more potentially interesting buffers were extracted, these generally contain
injected code, configuration data, etc

18) Creates a thread using NtQueueApcThread in a remote process potentially indicative of
process injection

19) Used NtSetContextThread to modify a thread in a remote process indicative of process
injection

20) Changes read-write memory protection to read-execute (probably to avoid detection
when setting all RWX flags at the same time)
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3.4 Kpumnroypdpnon

2TV €IKOvVa TTOPOKATW PAETToupe TTwG Yivovial aAAayég oTo SSL TTPpwTOKOAAO
TPOCRACNG TToU UTTAPEE OTO registry key Tou.

Emriong BA&moupe €vrovn xprion Tng cryptsp.dll kar tng cryptsve.dll ammd TTOAAATTAEG
diepyaacieg 6TTwG svchost.exe, spoolsv.exe, explorer.exe Kal GAAEG.

SOFTWARE' ' POLICIES' \MICROSOFT' | CR¥PTOGRAPHY ' CONFIGURATION''SSL' ‘66610002

"ha - INE\\SYSTEM'\CONTROLSETOO1)\ ' CONTROL' " CRYPTOGRAPHY ' CONFIGURATION' ' LOC/
Eikova 55: SSL Protocol

Windows\ \3 em32' \ERYPTSP.dLl",

132"\ CRYPTSP.dLLl",
cryptsp.dil”,

_load" ,
ull_dll_name”: "C:'\\Windows 32\ \CRYPTSP.dlL"

1

Eikéva 56: Cryptsp.dll

QaoTtoo0 atmod Ta reports NG duvapIKAG avaAuong TTou ekTeAéoaue HECw Tou Cuckoo dev
EVTOTTICOUME KATI TTIO OUYKEKPIMEVO OOWV a@opd TIG PeEBOdOUG KPuTITOoypd®nong oTroTe
TTPOXWPANE O€ PIa BewpnTIKA £pEUva yia PIa TTIO OAOKANPWUEVN TTapouaiaan.

Apxikd Ba tpétrel va dlatuttwooupe TTwg 1o Netwalker(Mailto) kéver xprion uppIdikAg
KPUTITOYPOAQiag OnAadr) CUUHETPIKNG KAl agUUUETPNG Madi. ATTé BewpnTIKEG TTNYEG AVAKAAUWAUE
TTwg 10 Netwalker(Mailto) o€ TTPpWIPES HOPPEG KAVEI XPON TNG CUUUETPIKNAG KPUTTTOYpd®nong
Salsa20 [19]. Oco agopd Tnv acUuuETPN KpuTIToypdenon xpnoiuotroiei Tnv Elliptic-curve Diffie-
Hellman (EC-DH). H xprion Tng uBpIdIKAG KPUTTTOYPAPNONG YiveTal apkeTd cuxvd oTa TeAeuTaia
ociypaTta Twv Ransomware 816011 dev amaiteital ouvdeon 1o diadikTuo yia Tnv diadikacia Tng
KpUTTITOYPA®NONG TTapd POvo oTnv atrokputrtoypdonon. H diadikacia autol Tou €idoug TIG
KPUTTTOYPAPNONG AVaPEPETAl AVOAUTIKA OTNV CUVEXEIQ.

>1nv UPPIBIKA KpuTTToypd®non apxik@ dnuioupyouvtal Ta Téooepa KAEIOIG yia Tnv
QaCoUMMETPN KPUTTTOYPAPNnan, 800 yia To B0pa kal dUo yia Tov emTmiBéuevo. ‘Eva dnudaoio kai Eva
IDIWTIKG yia Tov XprioTtn Cpriv.key kai Cpub.key avtioToixa kai TTédA €éva dnudoio kKai Eva IBIwTIKG
yia Tov emmIBéuevo Spriv.key kai Spub.key. Ze kd0e pdAuvon EexwpioTd dnuioupyolvTal Ta dUO
KA€1®1& Tou BUupartog kal To dnudaoio KAeIdi Tou emTIOéuevou Spub.key BpiokeTal dn yéoa oTo
EKTEAECIUO OPXEIO TOU ransomware. XTnv CUVEXEIQ KpUuTTToypageiTal To Cpriv.key pe 1o Spub.key
Kal atmooTéAAeTe aTov emmiBéuevo. 'ETterma Eekivael n pouTiva kputrtoypdenong. OAa Ta apxeia
KPUTTTOYPOQOUVTAI JE TNV CUPMETPIKA KPUTTTOYPAPNGOT TTOU £XEI OPIOEI TO AVTIOTOIXO ransomware
OTTWG yia TTapddeiyya n AES. ‘Emeira 6Aa 1a AES KA€IdId KpuTrToypagouvTal ue To Cpub.key.
O1rdTE yIa va yivel aTTOKPUTITOYPA®NON TwV apxeiwv xpeialdopaote Ta AES KAeidid tTou eival
Kputrtoypagnuéva ue 1o Cpub.key, ométe xpeialdpaote 1o Cpriv.key. Ouwg 10 Cpriv.key givai
KpuTIToypa@nuévo pe To Spub.key, otrdTe xpeladduaaTe 1o Spriv.key kai yia va 1o Bpolue 0 pévog
TTOU KaTEXEI AUTO TO KAEIOI gival 0 emITIOEPEVOG. Ev ouvTopia ekTeAoUvTal Ta TTAPAKATW BruaTa :

1. To ouppueTpikd KAEIDI KpUTTTOYPAPE apXeia.
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2. To Aoyiopiké dnuioupyei va elyog KAEIDIWY Tou BUPaTog. To dnudaio kKA€Idi Tou BUuaTog
KPUTTTOYPOQEI TO OPXEIO CUPUETPIKOU KAEIBIOU.

3. To Moyiopiké dnuioupyei éva Celyog KAediwv Tou eloBoAéa. To dnudaoio kAeidi Tou
€I0BOAéa KpuTITOypa@Ei TO IOIWTIKO KAEIDI TOU BUPATOG KAl OTN QUVEXEIQ TTNyaivel OTOV
€1I0BoAéa.

4. Otav TAnpwOoUV Ta AUTPA, TO IBIWTIKO KAEISI TOU EIGBOAEQ ATTOKPUTITOYPAPEI TO IDIWTIKO
KA€Idi TOou Oupato¢ kal autd TOo KA€ldi TTNyaivel oTto BUpa OTou n aAucida
KPUTITOYPA®NONG AVTIOTPEPETAI.

Mapakdtw TopaTiBeTal Privupa TTPog Tov XPnoTn oTav oAokAnpwvetal n dladikacia
KpuTITOypAgpnong mrapaBiaong tou cuoTtiuartédg pag atrd 1o Netwalker(Mailto) ransomware.

out the
file

are

and to
e, uplo

Eikéva 57: Netwalker(Mailto) Ransom Message
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4 Locky

4.1 Living Off the Land Binaries, Scripts and Libraries

2116 avaAuoelg Tou Locky pe hash sha256 :

1) 40a340087cc07780bfd6leab92e40f1223a6de88ec191bdedealb91bl6eca?aa
2) 49a48d4ff1b7973e55d5838f20107620ed808851231256bb94c85f6¢80b8ebfc
3) acel5d620a4d8a32324351bd7405307873f7101f113a7e022ed9ec06eel689b9
4) df255af635a2dde04c031db95862f11el1bf44fe5cfc10d3b20bd4678ed818567

XpnoipotroioUvTal Ta TTapakdTtw LOLBAS :

Zwng Kapakatodvng

LOLBAS

Explorerexe | Dllhostexe | Shell32.dll | Setupapi.dll | Shdocvw.dIL

21IG avaAuoelg ye hash sha256:
1) 36350904b065500f429e6b2af0c4alec835352fed15cad40f07760aededfcda7
XpnoiyotroioUvTal Ta TTapakaTw LOLBAS OTTOU e PUTTAE XPWHATIONO TA VEQ :

LOLBAS

Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL

Url.dll

21 avaAuoelg ye hash sha256 :

1) 0a2bc257eble266e2fd7c608bbb7e1f2ed34660c8ff21f32999fe49c6997329b
2) d4fd2fe61b13c70740ebc900e8d88123683790a43dd500e0f660f92e9fa257dc
3) bc98c8b22461a2¢2631b2feec399208fdcdecdlcd2229066c2f385caa958daa3
4) bcafa75153d21270bb3c7cclfa62783217ab7f5673e101fca99f9174724668b4
5) 0537fa38b88755f39dflcd774b907ec759dacab2388dc0109f4db9f0e9d191a0
6) 5b712f3ced695dd1510320494ecac67b277c0b386ee465303504c89431f87¢c78
7) 5e945cl1d27c9ad77a2b63aellaf46aee7d29a6a43605a9bfbf35cebbcff184d8
8) 47920080055e1707943b1f993ad547e3b0eal0dlal5ff825c500ad5f934c082e6
9) 9609ad385d364afdcd4bcd9ad9b6c6cf2383e3351a254b6f4d76de6b98e940b5
10) 034af3eff0433d65fe171949f1c0f32d5ba246d468f3cf7826c42831alef4031
11) 03f6ablb482eacdacfb793c3e8d0656d7c¢33cddb5fc38416019d526f43577761

XpnolyoTrolouvTal Ta TTAPAaKATW LOLBAS 6TToU UE PTTAE XPWHATIONO TA VEQ :

LOLBAS

Explorer.exe Dlihost.exe Shell32.dll Setupapi.dil Shdocvw.dIL

Zipfldr.dll

2116 avaAuoelg pye hash sha256 :

1) 6d5d672d9e8402ad4e6a2309c71443e93efccccee8f9959afc24ae9a89fe2935¢
2) 8514a2eca4090f400a43c4af915eb3ef6e9c15dabe69716189e7c68c72cfa285

XpnaoiyoTroiouvTal Ta TTapakaTw LOLBAS O1ToU JE PTTAE XPWHOTIONO TA VEQ :

LOLBAS

Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL

Zipfldr.dll Comsvcs.dll

2116 avaAuoelg pye hash sha256 :
1) 21a0201874af80436dc0a36e5cbhaf7dadb75217b3e39b712f3850729cf47deb6
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2) f6045c3d60fb2e0ddbb264cd6ladc37736508471aa5b3881f2510ec36ea6c00f
XpnoiyotroioUvTal Ta TTapakdTw LOLBAS apyeia OTTou PE PTTAE XPWHATIOWO TA VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL
Zipfldr.dll Winword.exe Excel.exe Powerpnt.exe

AgitoupyikéTnTa Kai PoRj Aigpyaciwy

H diepyacia explorer.exe kaAeital pye Tov idlo Tp6TMO 6TTWG 0TO Conti kai oto Netwalker
Tapatrédvw o€ OAa Ta deiypatd pag. H povn diapopd dtav @Tévoupe oTo KUPIO EKTEAETIYO €ival
OTI oI avaAUCEIg OTaPaATAvE va Pag divouv TTANpo@opieg PETA TO KAAeoupa Tou. H ponR Twv
dIEpyaoIwV £XEl WG €S 1 Smss(418) — Winlogon(588) — Userinit(2664) — explorer.exe(2788)
python(4240) — python(2924 A 3428) — inject-x86.exe(2632) — Kupio EkTeAéo1u0(2832)

O diepyaoieg Dllhost.exe, Winword.exe, Excel.exe, Powerpnt.exe kai Ta DLL apyeia
Shell32.dll, Setupapi.dll, Shdocvw.dll, Zipfldr.dll Comsvcs.dll evtomifovtal oTig avaAloelg Xwpig
va deixvouv KATroia KakOBouAn dpacTnpidTnTa.

4.2 Mnyxaviopoi AsiToupyiag

MapakdTw TrapartiOevral o pynxaviopoi Asitoupyiag Tou evrotrioTnkav pe Bdon Ta
signatures Tou Cuckoo Sandbox ota deiyparta Tou Locky.

1) This executable has a PDB path

2) Queries for the computername

3) Checks for the Locally Unique Identifier on the system for a suspicious privilege

4) Collects information to fingerprint the system (MachineGuid, DigitalProductld,
SystemBiosDate)

5) Allocates read-write-execute memory (usually to unpack itself)

6) Communicates with host for which no DNS query was performed

7) Checks adapter addresses which can be used to detect virtual network interfaces

8) Writes a potential ransom message to disk

9) Performs some HTTP requests

10) Creates (office) documents on the filesystem

11) Creates executable files on the filesystem

12) Installs itself for autorun at Windows startup

13) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

14) Sends data using the HTTP POST Method

15) HTTP traffic contains suspicious features which may be indicative of malware related
traffic

16) Resolves a suspicious Top Level Domain (TLD)

17) Reads the systems User Agent and subsequently performs requests

18) Connects to IP addresses that are no longer responding to requests (legitimate services
will remain up-and-running usually)

19) Found URLs in memory pointing to an IP address rather than a domain (potentially
indicative of Command & Control traffic)
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ExT16g a1md TNV TANpo@opia TTou uyag divouv Ta signatures Tou Cuckoo GUUTTANPWYOUUE OTI
yia Tnv dlaypaen Twv avTiypd@wyv ao@aleiag xpnolpoTroleital n idla TakTIKr ye To Condi Kal To
Netwalker(Mailto) kaBwg yiveTal xprion Tou vssadmin.exe.

'vssadmin.exe",

Windows\\system32\\vssadmin.exe Delete Sh ws fQuiet /ALL",

Eikova 58: Vssadmin Delete Shadow Copies

¢ apketd deiypara Tou Locky avagépetal 611 dnuioupyouvtal apxeia Tou Microsoft Office
OTTOU av avoIXToUV HE TNV €TMIAOYN TNG €TTEEepyaaiag Tou Kal Oxl JOvo TIG TTPOROANG Ba kdvouv
oiyoupa peydAn Cnuid otov Xprotn [6]. XuvexiCoviag EeTMIOTPEWAUE OTA TTPONYOUUEVA
Ransomware kai avakaAUyape 6Tl Kal autd dnuioupyolv Xwpig OPwG va evtoTTifel TNV AsiToupyia
10 Cuckoo.

3= : : [] ]
ription”: "Creates (office) documents on the filesystem',
:l_tj','- e 2

Eikova 59: Creates Office Documents

2TNV TTOPaKATW €IKOVA QAiveTal N TTPOCTTABEIG Pag yia va eTTegepyacToupe éva Word
apyeio Tou dnuioupyrBnke armmd 1o Locky Ransomware kai BAETToupe éva prjvupa atmé 1o Word
OXETIKA UE TNV TTEPIEPYN CUUTTEPIPOPA TOU EYYPAPOU.

Microsoft Office Word b

I Word found unreadable content in SyPOUccpY. Do you want to recover the contents of this document? If you trust the source of this document,
H dick Yes.

Yes

Eikova 60: Word Macros

MapakdTw @aivovTal Ta apxeia Tou dnuioupyndnkav atmod To deiyua pe hash sha256 21a02
01874af80436dc0a36e5cbaf7da9b75217b3e39b712f3850729cf47deb6 Tou Locky.

This PC » Documents w | T Search Documents y=l

Mame Date modified Type Size

E<H] FRBIZDFhLCOu Microsoft Office P... 610 KB
£ IGTPuzjfeMLgsW Microsoft Office P... 244 KB
IEI_1 MEVBGtohlUwsskKCE 4 Microsoft Office ... 450 KB
B rbljmjhavPnED 7/8/2022 413 PM Microsoft Office ... 257 KB
& raFgDfMeihcjbUPd 77872022 413 PM Microsoft Office P... 286 KB
] stHwHSISHKwWWE (872022 413 PM Microsoft Office ... 230 KB

Eikéva 61: Office Documents
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This PC » Documents v | Search Documents 2
Mame Date modified Type Size
] XZPGAKMzKrGa 710720221214 PM Microsoft Office PowerPoint 97-2003 Presentation 296 KB
£2] t10cCCFIQOtDABY 710/2022 1214 PM Microsoft Office PowerPoint Presentation 247 KB
=] aKbmDrtFMglEm) 7020221214 PM Text Document 332 KB
1] PEZMsUtDjgGh 710720221214 PM - Microsoft Office PowerPoint Presentation 211 KB
= mDzcTwgpikKVm 7020221214 PM Text Document 670 KB

Eikéva 62: Office Documents 2

AvoAuoape 1o deiyua pag Eava TTou Kal TrTapatneoUpe TTwg dev dnuioupyouvTal idla apxeia,
KaBwg o apiBudg Toug 0 TUTTOG Kal TO OVOUATA TOUG €ival dIaQOoPETIKA. ETTiong ol ekddoEIG Toug
gival dIOQOPETIKEG KaBwG dnuioupyouvTal apyeia yia Word 2007,2010 kai Ta AoITéd WoOTE O
XPNOTNG VO UNV QVTIMETWTTIOEI KATTOI0 TTPORANUA CUPBATOTNTAG GTO Gvolyda Twv apxeiwv [20].

This PC » Documents w Search Documents ye

MName Date modified Type Size

| | ORPP3NIM--9DTS--USCW--4EFTET739--16B46C61775 D 0siris  7/10/2022 12257 PM OSIRIS File 248 KB
|| ORPPSNIM--9DTS--USCW--8974BEB1--4DABCADES342.05iris  7/10/2022 12258 PM OSIRIS File 333 KB
|_| DRPPSMIM--8DTS--USCW--AB563F0A--4F81CBF14CAD osi...  7/10/2022 1257 P OSIRIS File 811 KB
|_| DRPPSMIM--8DTS--USCW--BED112B2--DBBTETS7B66 . 05iris  7/10/2022 12:57 P OSIRIS File 296 KB
|_| ORPPSMIM--8DTS--USCW--C317AB21--06803E57F2E6.0siris  7/10/2022 1258 P OSIRIS File 670 KB
a OSIRIS-e%f7 TA0/2022 1217 PM HTML Document 9 KB

Eikéva 63: Encrypted Office Documents

Mepipévovtag TNV avaluon va oAokAnpwBei BAémoupe TTwG Ta apxeia office TToU
dnuIoupynBnKav KpUTIToypagpouvTal e KATAANEn Osiris 6TTou auTo gival To GVoUa TIG EKOOONG TOU
Locky. Auté anpaivel 6T Ta apyeia EXxouv wg oKOTTO TNV JOAUVON TOU CUCTAUATOG TOU XPOTN O€
TTEPITITWON TTOU ATTOTUXEI N apPXIKN dlIadIKACia ATTé KATTOIO UNXaviopo ac@aAciag. Etriong av 10
OUYKEKPIMEVO ransomware XTUTTAoEl Evav UTTOAOYIOTH TToU €xel TTpOoBacn o€ apxeia katrolou File
Server evog opyaviouou, TéTe Ta office documents Ba dnuioupynBoUlv oTov Server kal Ba UTTAPEEI
ueTddoon o€ TOANATTAG uttoAoyioTnka cuoTAuaTa. MNapakdTw SiveTal Pia €IKOVA yia TOV TPOTTO
TT0U PoAUVouV Ta apyeia office.

L
— —
XLM Download
— —t
macros Extract

Office file | m Malware LOLBAS Infection

Eikéva 64: Attack through malicious MS Office documents
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MapakdaTw diveral eIKOVa TNG dOWNG TWV PAaKEAWY Kal Twv apxeiwv evog Microsoft office Word

Kai Excel.

file.docx docirops

word

Eikéva 65: Structure of typical Word and Excel documents

211¢ avaAloelg TTApakATw avaAloelg Ogv  TEAEIWVEI

document.xm

=
)
o
w
o
<}
@
-]

2
5
=)
o
g
3

vbaProject.bir

theme theme.xml
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n Kputmrtoypdenon evw BéRaia

€VTOTTICOVTOI TTOAAEG KAKOPBOUAEG dpacTnNPIOTNTEG TwV eKTEAéOIHWY apyeiwv. Eivar moavd va
UTTAPXEI KATTOIOG TTpoNnyuEVOG anti-analysis unxaviouog ao@aAgiag TTou va OTaUATA n eKTEAEON
Tou Locky ransomware n va ptraivel o€ adpdveia yia KAtolo Xpoviké didotnua. O1 avaAloeig gival

1) 40a340087cc07780bfd6leab92e40f1223a6de88ec191bdedeaOb91bl6eca2aa
2) 49a48d4ff1b7973e55d5838f20107620ed808851231256bb94c85f6¢c80b8ebfc
3) 36350904b065500f429e6b2af0c4alec835352fed15cad40f07760aededfcd47
4) acel5d620a4d8a32324351bd7405307873f7101f113a7e022ed9ec06ee1689b9
5) bc98cB8b22461a2c2631b2feec399208fdcdecdlcd2229066c2f385caa958daa3
6) bcafa75153d21270bb3c7cclfa62783217ab7f5673e101fca99f9174724668b4
7) 0537fa38b88755f39dflcd774b907ec759dacab2388dc0109f4db9f0e9d191a0
8) 5e945c1d27c9ad77a2b63aellaf46aece7d29a6a43605a9bfbf35cebbcff184d8
9) 034af3eff0433d65fe171949f1c0f32d5ba246d468f3cf7826c42831alef4031

10) 6d5d672d9e8402a4e6a2309c71443e93efccccee8f9959afc24ae9a89fe2935¢
11) 03f6abl1b482eacdacfb793c3e8d0656d7c33cddb5fc38416019d526f43577761
12) 9609ad385d364afdcd4bcd9ad9b6c6cf2383e3351a254b6f4d76de6b98e940b5
13) 47920080055e1707943b1f993ad547e3b0eal0d1al5ff825¢500ad5f934c082e6

4.3 Mnyaviopoi AsiToupyiag yia Tnv Anmouyn Avixveuong ( Evasion

Techniques)

Ta Evasion Techniques evtoTmrioTnkav pe fdon Ta signatures Tou Cuckoo Sandbox yia 1o

Locky Ransomware.

1) The binary likely contains encrypted or compressed data indicative of a packer
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2) The file contains an unknown PE resource name possibly indicative of a packer

3) The executable uses a known packer

4) One or more thread handles in other processes

5) One or more processes crashed

6) Potentially malicious URLs were found in the process memory dump

7) Attempts to detect Cuckoo Sandbox through the presence of a file

8) Stopped Application Layer Gateway service

9) Kernel module without a name

10) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

11) Malfind detects one or more injected processes

12) Stopped Firewall service

13) Checks if process is being debugged by a debugger

14) One or more potentially interesting buffers were extracted, these generally contain
injected code, configuration data, etc

15) Drops 64 unknown file mime types indicative of ransomware writing encrypted files back
to disk

16) One or more of the buffers contains an embedded PE file

17) The executable contains unknown PE section names indicative of a packer (could be a
false positive)

18) Appends a known Locky ransomware file extension to files that have been encrypted

19) Creates a known Locky ransomware decryption instruction / key file

20) Installs a hook procedure to monitor for mouse events

4.4 Kpunroypdapnon

2TIG avaAUoe€lg TTou akoAouBoUv utropouue va douue atmd Ta Json apxeia 1o €idog NG
aOUUMETPNG KPUTTTOYPA®PNONG TTOU XPNOIUOTIOINBNKE.
21a Ogiyparta :

1) 0a2bc257eble266e2fd7c608bbb7el1f2ed34660c8ff21f32999fe49c6997329b
2) 21a0201874af80436dc0a36e5chaf7da9h75217b3e39b712f3850729cf47deb6
3) d4fd2fe61b13c70740ebc900e8d88123683790a43dd500e0f660f92e9fa257dc
4) 5b712f3ced695dd1510320494ecac67b277c0b386ee465303504c89431f87c78
5) f6045c3d60fb2e0ddbb264cd61adc37736508471aa5b3881f2510ec36ea6c00f
6) 8514a2eca4090f400a43c4af915eh3ef6e9cl5dabe69716189e7c¢68c72cfa285

BAémroupe 611 avoixTnke 1o apxeio pye Ta RSA Machinekeys dpa éxoupe va kavoupe pe RSA
KPUTTTOYPA®pnOn.

'api”: "NtOpenFile",
“return_value": 0,
"arguments”: {

"file_handle": "0x0000075c",

"filepath": "c:\\ProgramData\\Microsoft)\Eeypto\ \RSA\ ' \MachineKeys",
"desired_access”": "0x00020000",

“filepath_r": "\\??2\\c:\\ProgrambData'\\Microsoft)\ErypEto' \RSA\ \MachineKeys",

Eikova 66: RSA Machine Keys

>uveyifovtag BAéTToupe aTTd Ta Apistats 011 kaAéoTnke To CryptEncrypt APl 4345 @opég
yla TNV XPARon KputrToypd@nong.

Ssection": 17,
oundWindow": 5

:r"qEr,

Eikova 67: CryptEncrypt
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TéNog BAEToupe Kal ammd TO Prpvupa AUOTpwv OTI 0 TUTTOG KPUTTTOYPA®nonG TTou
xpnoigotroleital atmd 1o Locky eivarl yia Tnv acUpperpn RSA-2048 kal yia TNV CUPPETPIKA AES-
128 pye ECB mode [21]. AuTA Tnv TTAnpogopia Tnv diaoTaupwoaue Kal BewpnTikd atmd AAAEG
OXETIKEG EPEUVEG.

- o X

2 | CAUsers\2\Docurments\ 05IRIS-244b. htrm + & || Search... 02~

2 Ch\Users\Z\Documents\OSl..,

il +
B 111 IMPORTANT INFORMATION !!!1

All of vour files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http-//en wikipedia org/wikiRSA (cryptosystem)
hittp://en wikipedia org/wiki'Advanced Encryption Standard

Decrypting of yvour files 1s only possible with the private key and decrypt program, which 1s on our secret server.
To receive your private key follow one of the links:

If all of this addresses are not available. follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: gd6mbrrzpfszonuk.onion/0RPPINIMODTSUSCW
4. Follow the instructions on the site.

I Your personal identification ID: ORPPINIMIDTSUSCW !!!
| A

S._|-=

$|._S
ko

Eixova 68: Locky Ransom Message

Mia epgavig diagopd pe Ta TTponyoUpeva Ransomware gival OTI TO urivupa TTANPWUNAG
AOTpWV gu@avicetal otov browser pag améd apyeio html. 1o Json file To yrjvupa gival ypaupévo
oe html kal dev yTTOPOUE va TO SOUHE ATTO EKEI APECWG OTTOTE TTANE O€ €va Site TTOU YETATPETTEI
html o€ txt yTTopouue va diapdooupe 0TI gixe opTWOEI oTOV buffer GTTwWG OTNV TTAPAKATW EIKOVA.

HTML HTML Formatting Tryit: HTML formatting

@ Run > Result Size: 435x 556 | Get your website

\n<meta charset="utf- ‘n'n'u00efu00bb'w00bf*|_+
px 1! IMPORTANT INFORMATION !!!!

All of your files are encrypted with RSA-2048 and AES-

128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki'RSA_(cryptosystem)
http://en.wikipedia.org/wiki/Advanced_Encryption Standard

r

bnvkthybza</div><br />

nbsp;</sp

<span

Decrypting of your files is only possible with
the private key and decrypt program. which is on our

Eikéva 69: Locky Ransom message from Json file
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5 Revil/Sodinokibi

5.1 Living Off the Land Binaries, Scripts and Libraries

2116 avaAuoeig Tou Revil/Sodinokibi pe hash sha256 :

1) 1fb2178279b76d9ed5e3c24b24885a31ec521e58a4688597600d26f88df5b8el
2) 02a526d298e49dal19220022a71e31434183e520c2845¢c6f3eb23169602f0ed63
3) 2d73ce9f8ellbbbcelbec1147hbf30ef60a6d362504fbf650b3c8aleatbf7cafbb
4) 2df2fab33c1db5b049284a6bd5aalf58bec4ch370b0663870b6a57ef33b5028¢
5) 7e70460a2e395485fe6328a58e09400fc7963afeb29fdadb924c340e758b267¢c
6) 8c716101el118ac65d7bdb900e0100d012256abb1d7cdf64830e5943a795ccce?2
7) 9bl171lefed24b3c6723521a7d7eb4a52e4914db7420e278aa36e727459d59dd
8) 12d8bfalaeb557c146b98f069f3456cc8392863a2f4ad938722cd7cala773b39
9) 15e3h8471ledafeab6e07423d88cl41e9aed54c27fa901fe320f0885298426abec
10) 93c4bl44adef5e9ebch5de425f6151fh6fd892d1042b21e639ab6c358cad3940
11) 42438a67636a6981b4e3209449040f6b393f10fe0636dfca2260fc0f4271e135
12) 329983dc2a23bd951b24780947ch9abae3fb80d5ef546e8538dfd9459b176483
13) 52612bceee07152f2e2e6699b3c085149e11979f34fe248bdal4e03a0d950e85
14) 66060484cccedb839fh646d4e6020e079319374h2847c52dcec55c5ad60blbeb
15) 7394136299802ff82b9b08a43b196a803949be752fb9efd378d4936ff91bcb90
16) ab0aa003d7238940chdf7393677f968c4a252516de7f0699cd4654abd2e7ae83
17) c2cf2118550a0fd7f81fe9913fe36be24c03a0ae5430b94557e0ee71c550a58¢
18) d55f983c994caal60ec63a59f6b4250fe67fb3e8c43a388aec60a4a6978e9fle
19) d74f04f0b948d9586629e06e2a2a21bdf20d678e47058afb637414eb3701c1f6
20) d91f951bdcf35012ac6b47c28cf32ec143e4269243d8c229f6ch326fd343df95

XpnolyoTroiouvTal Ta TTapakaTw LOLBAS :

LOLBAS
Explorerexe | Dllhostexe | Shell32.dll | Setupapi.dll | Shdocvw.dIL

AsiToupyikoTnTa KOl Pon Algpyaciwv

H diepyacia explorer.exe kaAeital pye Tov idlo TPOTTO OTTWG Kal OTIG AvAAUCEIS TWwV
TponyoUpevwy Ransomware o€ OAa 1a deiypatd pag. O avaAUoElg oTaPaTave va yog divouv
TTANPoQopieg NETG TO KAAEOoUa TNG digpyaaiag Tou KUpIou ekTeAéTIpou. H ouvnBiopévn pon Twv
dlepyaoiwv €xel wg €EAG : Smss — Winlogon — Userinit — Explorer.exe — Python.exe —
Python.exe — inject-x86.exe — KUpio EKTEAETIMO. Z€ PEPIKA OUWG DEiyUATA EVTOTTIOANE HEPIKES
dI1a@OPEG PE TA TTPONYOUNEVA.

210 O¢tiypa 329983dc2a23bd951b24780947ch9abae3fb80d5ef546e8538dfd9459b1764
83 evrotricape TTwg TO KUPIO eKTEAEOINO KaAsi Tnv digpyacia powershell.exe version 1.0. Tnv
OUYKEKPIMEVN €kdoan Tnv KoAei KaBwg Tpoo@ipel eAdxIoTEG £wg KABOAou duvaTdTNTEG
Karaypa@ng. Zuvexi¢ovrag n powershell.exe(1492) kaAei Tnv conhost.exe(4380) é1rou n TeAeuTaia
xpnoigoTrolgital yia va kahéoel To APl Process32NextW [22] yia Tnv avixveuon Kai Tnv SIAKOTTH
OlEpYaoIwV TTOU UTTOPEI va TTapouaidoouv TTpoRANUa oTnv Aciroupyia Tou Revil/Sodinokibi.

"process_path": "C: ' Windows' ' 'System32' ' WindowsPowerShell' 'v1.0' ' powershell.exe",
ame"”: "powershell.exe’,

" summa
"fir

Eikova 70: Powershell.exe version 1
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210 d¢eiypa ¢2¢f2118550a0fd7f81fe9913fe36be24c03a0ae5430b94557e0ee71c550a58¢
EVTOTTIOOUE TTWG TO KUPIO EKTEAEDIUO KOAEl ETTITTPOCOBETA TNV digpyacia conhost.exe(2576) xwpig
va divovTal TTEPIcOOTEPA OTOIXEIA.

2710 O¢iypa ¢2cf2118550a0fd7f81fe9913fe36be24c03a0ae5430b94557e0ee71c550a58¢
EVTOTTIOAWE TTWG TO KUPIO EKTEAETINO KAAET eTITTPOGOeTA TNV dlepyaaia MsMpEng.exe(2832). To
apxeio autrg Tng diepyaciog dnuioupyRBnke atrd To KUPIo ekTeEAETIPO pE Baaikd Adyo To sandbox
evasion kaBwg o6TTwg PAETTOUPE TTpooTTaBEi va kaBuaTepriael Tnv diadikacia avdAuong waTe va
unVv Kataypagouv dpacTtnpidTNTEG. SuveXiCovTag n AeIToupyia Tou deiyHaTOG YiVETAI HEPIKWG ATTO
TO KUPIO €KTEAEDIUO KOl KUPiwG atrd Tnv digpyaadia pye dvoua MsMpEnNg.exe.

"description”: "MsMpEng.exe tried to sleep 146 seconds, actually delayed analysis time by 146 seconds"”

Eixkova 71: Sleep to Delay

MoAAEG diepyaaoieg TTou avapépaue 6TTwg N MsSMpENg.exe, To KUpIo ekTeAETIUO, N inject-
x86.exe kal n yia python.exe @aiveral TTWG €ival KAKOBOUAES 1] €xouv TTapatroindei OTTwg N
explorer.exe atroé Tnv Aciroupyia psxview Tou Volatility, kaBwg evromifovTal atmod 1o pslist aAAd oxI
Kal atré To psscan, Tpdypa Tou KabioTtd tnv diepyaoia UTTOTIT.

"MsMpEng.exe",
": "True"

Eikéva 72: MsMpEng.exe and Volatility

Etriong evrotriCovral atmd Tnv aAAayr) diIKalwpdTwy aT1o TTedIo privs KOITWvTag Ta attributes
K@Be digpyaaiag. Av ata attributes dev gu@avietal To Default 6Trwg TTapakdTw T6TE N digpyaaia
gival UTTOTTTN.

e

"attribu

Eikova 73: Present and Enabled

To Revil/Sodinokibi yia Tnv diaypagr Twv shadow copies Tou CUGTHPATOG XPNOCIKJOTIOIE
OTTWG Kal Ta TTponyouueva 1o vssadmin..exe delete shadows /all/quiet. ETriong yivetal xprion Tou
bcdedit.exe yia Tnv amrevepyoTtroinon Twv autopatwy Windows recovery features aAAdlovrag ta
configuration data.

H diepyacia Dllhost.exe, kai Ta DLL apxeia Shell32.dll, Setupapi.dil, Shdocvw.dll,
evToTTiCOVTaI OTIG AVAAUCEIG XWPIG va deixvouv Katrola KakOBouAn dpactnpidtnTa.

Emmpbobeteg peAéteg utrooTtnpiCouv 0TI To Revil/Sodinokibi eivalr egommAiopévo pe
Tponyuévo ouoTnua anti-analysis kai Asitoupyia yia privilege escalation. Etriong kével guAoyn
oedopévwy atrd 1o TOTTIKO oUOTNUA, CUAAOYT cuvBnuaTtikwy, emeepyddletal To Registry, Kavel
eykaraotaon Root Certificate, e€gpeuvd TIG TTANPOPOPIEG GUCTAUATOG, EVTOTTICEI TTEPIPEPEIAKES
ouokeuég. OAa autd €xouv aTOXO TNV atmoAaBry XpnUATIKOU PE PEYAAO OTTAO eKTOG TNG ATTEIAAG
dlaypa@ng apxeiwv kal 1o Defacement dnAadr] Tov nAekTPOVIKO BavoaAioud Tou BUPATOG WATE
va TTeETUXEl TTANYPa OTnV a&loTToTia Kal 0To yonTpo Tou opyaviopoU BUpaTtog. ZnUavTiko ival
€TTioNg OTI aTTOPEUYEl VO EKTEAEOTEI O€ OUYKEKPIMEVA OUCTAUATO TTOU EVTOTTICETAI N PWOIKA
yAwooa. Zuvexifovtag BAETTOUNE €IDIKOTEPO TOU PUNXAVICHOUG AEITOUpPYIiaG.
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5.2 Mnyaviopoi AsiToupyiag

MapakdTtw TrapaTtiOevral o punxaviouoi AgiToupyiag TTou evroTrioTnkav pe Bdon Ta
signatures Tou Cuckoo Sandbox ota deiyparta Tou Revil/Sodinokibi.

1) This executable has a PDB path

2) Queries for the computername

3) Tries to locate where the browsers are installed

4) Command line console output was observed

5) Steals private information from local Internet browsers

6) Creates a shortcut to an executable file

7) Attempts to stop active services

8) Allocates read-write-execute memory (usually to unpack itself)

9) Executes one or more WMI queries

10) Communicates with host for which no DNS query was performed

11) Appends a known multi-family ransomware file extension to files that have been
encrypted

12) Performs some HTTP requests

13) Creates executable files on the filesystem

14) Installs itself for autorun at Windows startup

15) Expresses interest in specific running processes

16) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

5.3 NMnyaviouyoi AsiTtoupyiag yia Tnv Amo@uyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques TTou gvTtoTriotnkav ota deiypata ye Bdon ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) Searches running processes potentially to identify processes for sandbox evasion, code
injection or memory dumping

3) Queries the disk size which could be used to detect virtual machine with small fixed size
or dynamic allocation

4) Checks amount of memory in system, this can be used to detect virtual machines that
have a low amount of memory available

5) The executable contains unknown PE section hames indicative of a packer (could be a
false positive)

6) One or more potentially interesting buffers were extracted, these generally contain
injected code, configuration data, etc.

7) A process attempted to delay the analysis task

8) One or more thread handles in other processes

9) One or more processes crashed

10) Potentially malicious URLs were found in the process memory dump

11) Attempts to detect Cuckoo Sandbox through the presence of a file

12) Stopped Application Layer Gateway service

13) Kernel module without a name

14) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

15) Malfind detects one or more injected processes

16) Stopped Firewall service

17) Checks if process is being debugged by a debugger

18) Resumed a suspended thread in a remote process potentially indicative of process
injection
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5.4 Kpuntoypdpnon

2€ PEPIKA apxeia ammoTeAeapdtwy Json ptropoUpe va doUpe TO €id00G TNG ACUPMPETPNG
KPUTTTOYpA®pnonG TTou xpnolgotroindnke. Ao 1o deiypa 1fb2178279b76d9ed5e3c24b24885a31
ec521e58a4688597600d26f88df5b8el evrotricaue 61 yivetal xprion Tou RSA aAyépiBuou kabwg
avoiXTnke TO TreplexOPEvO pe oTtnv TommoBeoia C:\\WUsers\\WZ\\AppData\\Roaming\\Microsoft\\
Crypto\\RSA.

"C:\\Users\\Z AppData’ 'Roaming' 'Microsoft tryptu RSA™,
Eikova 74: Crypto\\RSA

Ta ammoTeAéopaTa Twv avaAUoewy dgv TTAPOUCIAdouv akpIBA OToIXEia KpuTIToyPA®nong
WOTO00 AT BEWPNTIKEG TTNYEG EVTOTTIOAUE TTWG TO CUYKEKPIPEVO ransomware KPUTTTOYpagEi
TOUG @akEAOUG pEow Tou salsa20 stream cipher ) Tou curve25519. Ta kA€IBIG KPUTTTOYPAPOUVTaI
Me curve25519 r} AES-256-CTR [23]. H kputtToypd@non XpnoIUOTIOIEl éva {eXwPIOTO KAEIDI yia
KGBe @dkeho Baociopévo oTo session public key. Emiong umdpyxer C2 (Command and Control)
obfuscation péow pia peydAng Aiotag Domains.

Oowv agopd 1o pAvupa TTANPwHNAG AUTpwv agidel va onuelwdei OTI dev eVTOTTIOTNKE O€
OAEG TIG AVAAUCEIG OAAG O€ PEPIKEG TTPAYHUA TTOU GNaivel 6Tl Ta deiypaTa TTou dev eNpAavicav TO
MAVUMG TTpoQavwg dev eKTEAEOTNKAV TTANPWG Kal €xouv eeAlyuéveg ueBOdoUG TTpooTaCiag atTrd
autéuarn duvapikh avaAuon. AKOPA Kal av EVIOTTICANE OPWG TO PVUPA TTANPWHNAG AUTPWVY auTd
ATavV KPUTTTOYypa@nuévo PECA OTO APXEI0D TwWv Json ava@opwy. 2Ta TTOPAKATW OtiyuaTta
EVTOTTIOAUE TO JAVUUA KPUTITOYPAPNUEVO :

1) 1fb2178279b76d9ed5e3c24b24885a31ec521e58a4688597600d26f88df5b8el

2) 8c716101e118ac65d7bdb900e0100d012256abbld7cdf64830e5943a795ccce2
3) d91f951bdcf35012ac6b47c28cf32ec143e4269243d8c229f6¢ch326fd343df95

MapakdaTw Qaiveral éva TTapddelyua TOU TTWGS QAiveTal TO TTEPIEXOPEVO TOU apxeiou readme.txt
QopTwEVO oTov buffer kal n pop@A TTou £XEL.

ylnb2-Feadme. txt",

Eikova 75: Readme.txt in Buffer

MNa va pmropéooupe va dladooupe To pivupa kdvaue xprion tou online CyberChef 61rou givai
éva epyalcio avatrtuypévo armmd Tnv GCHQ(Government Communications Headquarters) yia Tnv
ATTOKPUTTTOYPA®PNCN TTANPOQOPIWY. KAavovtag avTiypa@r] TO KPUTTITOYPAQNUEVO UAVUUA OTO
CyberChef yéow pepikwv SOKIHWYV BPAKAUE TNV CUVTAYT] VIO VO UTTOPECOULE VA aVAYVWOOUE TO
unRvupa. MapakdTtw diveral n ouvtayr] oe Chef Format yia Tnv ammokputrToypd@non Tou unvuuaTog
atrd 10 Json report Tou Cuckoo Sandbox kai TEAOG n eikéva Pe Ta ATTOTEAECUATA OTTOU TTETUXAME
ME peyaAn akpiBeia.

Find_/ Replace({'option":'Regex’,'string":'u0000'},",true,false,true,false)
Find_/_Replace({'option":'Regex’,'string":"\\\'},",true,false,true,false)

Find_/ Replace({'option":'Regex’,'string":'rn'}," true,false,true,false)
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Find_/_Replace({'option":'Regex','string":"\\+]'},",true,false,true,false)
Find_/_Replace({'option":'Regex’,'string":"\\['}," true,false,true false)

length: 14411 —
InPUt lines: 1 + D E . =

-\uepea - \uoeeo - \uPere=\ueReR="ueeRe=\urere
\uBeeeW\ueeede\uoeedl\uoeeac\ueeero'\ uAEEEM\LEERAe \UBAEA . \LBROO
\UB@@@A\UOB@@g\UO@B@a\u@@@@i\u@@@@n\u@@@@.\u@@@@ \uPERe=\uee00=\\LuEE0=\UuPOA0 - \LORAO - \UBBRO -
\ueees\riueees\n\ueeee\r\ueeae\n\ueeea| \ueeeo+\ueeee | \ueeee
\ueeeeW\uereah\uoeeoa\uooeet\ueeeos\ueeoe \u@@@BH\u@@@@a\U@@@@p\u@@@@p\u@@@@e\u@@@@n\u@@@@?\u@@@@
\ueeeo[ \ueeeo+\ueeee ] \uoeee\r\ueeee\n\ueeee\r\ueeee\n\ueeeeay\ueeeno\uereau \ueeeer\ueeeo
\ueesef\uereoi\uoeeol\uooeee\ueeoRs\LEROR \uPeRea\uerear\udeeoe\udoro
\ueeeee\uepeen\ueeeac\uoeeer\ueeeey\ueeeep\ueeeet \ureore \UEREOd \URERD , \UARED

\ueeres\ueoeet \ueredo\ueeeel\ueeeee\uOREeN \UGEREe , \ueREe \ueeeea\ueeeon\ueeead\uoeee
\ueeeac\ueeeeu\useeer\uepeer\ueese\ueraen\ueeeet \ueeesl\ueeaay \uUeREd
\ueeeou\ueseen\uoeera\uperev\ueeeral\ueeeei\urerel\ueeera'\ueEERh\LEERE 1\ LERER,\ LERED . \LUPERO
\ueeeeyY\ueeeeo\ueeeau\ueere \ueeewc\uerera\ureeen\ueere \ueeenc\ueoerh\ueeeee\uerooc\ueeeok\ureee
\ueeeei\ueseet\ueeeo: \uoore \ueeora\ueeoel\useeel\ueese \ueweeef\ueoeei\ueeeel\uerooe\UEEEOS\UPERO
\u@eeso\ueeeen\ueeee \ueeeey\ueeeeo\ueraeu\ueeeer\ueeee

\u@eeas\ueseey \ueeees\uoeeat\ueeree\uoEeem\UeEee \uLeeRh\UuePE0a\LUEEBESs\UeRED
\ueeeee\ueeeex\ueeeet\LePEee\UBEBEN\UPLEE s \UBEEe1 \ueeBRo \UeBeEN \UBREE
\u@@@@y\ue@@@l\u@@@en\u@@@@b\u@@@@z\u@e@@.\u@@@@\r\u@@e@\n\u@@@@B\ue@@@y\u@@@e
\ueeeet\ueseeh\uoeeee\uoowRe \u@@@@w\u@e@ea\u@@@ey\ue@@e,\u@@@@
\u@@@@e\ue@@@v\u@@@@e\u@@@@r\u@@@@y\u@e@@t\u@@@@h\u@@@@i\u@@@@n\ue@@@g\ue@@@ \UPPBLi\ueress\urene
\u@@@@p\u@@@@o\u@@@@s\u@@@@s\u@@@@i\u@@@@b\u@@@@l\u@@@@e\u@@@@ \ueeeot\uerero\unene
\Leaeer\ueeeec\ueeeec\ueRABo \UBEBRYV\ UPBERe \UBBRRer \UABBR

Vngaond A nanann\ nannans nananc A nARRGT NARARAN NRARAR\ NRAGRALN HAGRAN L LARGR N\ ARG

time: 2ms

length: 1958 |_ ra
OUtPUt izﬁes: 1 B D m -
---=== Welcome. Again. ===--- Whats Happen? Your files are encrypted, stolen, and currently

unavailable. You can check it: all files on your system has extension ylnb2.By the way, everything
is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant retu
your data (NEVER). What guarantees? Its just a business. lWe absolutely do not care about you and
your deals, except getting benefits. If we do not do our work and liabilities - nobody will not
cooperate with us. Its not in our interests.To check the ability of retuing files, You should go to
our website. There you can decrypt one file for free. That is our guarantee.If you will not
cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key. In practise - time is much more valuable than money. How to get
access on website? You have two ways:1) Recommended] Using a TOR browser! a) Download and install
TOR browser from this site: https://torproject.org/ b) Open our website:
http://aplebzud7wgazapdgksévrcvezenippkbxbréwketfsenfeag2znmyoyd.onion/CAABEG20FAB291122) If TOR
blocked in your country, try to use VPN! But you can use our secondary website. For this: a) Open
your any browser (Chrome, Firefox, Opera, IE, Edge) b) Open our secondary website:
http://decoder.re/CAAB8020FAB29112Waing: secondary website can be blocked, thats why first variant
much better and more available.when you open our website, put the following data in the input
form:Key :02fB/UoxpBEbJ]14ptkfGqenrkB7nwvMi+y30ASNMBCmMatLUMXVA14uLU3LbuRo78wH1jgrulpafkhURCRMYh@1piH
sqde9lPaGfgl7nvAahMnhIp2ardg@Gm+RVix]/Om1SAELTOVGtUBTPZcPteeDUISLTUXdRGtykdbHt8 jORrIcdcruwSy rusMxs2
qkkM5+6TBnpa6ZVv7QgLChkAmYSOi6XyCxA0e7Te81mpOwjPtCs@pAWyZcOI81i1+01LV1i08PrMorsGtVISoDwCK /9XHkvONBW2b
xd123jfsgweulltaxdBteazGXaAqtoR207nVipXPyIGG7L4A2eIFC1ZCx5v8Nv710K+0Zc/kFbS/WpxZ3 jydBmwoNAPEETXqDMBuU
yKSEm@shz+UekyuanviMyozeD8fzwRAbglM/ "

Eikéva 76: Revil/Sodinokibi Ransom Message
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6 DarkSide

6.1 Living Off the Land Binaries, Scripts and Libraries
21 avaAuoelg Tou DarkSide pe hash sha256 :

1) 1d4c0b32aea68056755daf70689699200ffa09688495ccd65a0907cadel8bd2a
2) 2d82be244e23001148ed5a6d83856b6f7cd20c3f7786481303d5d584c51ff5f0
3) 2de09a815efcc64810046de69b8elaalc9e9beee77b66560a0b15d737485e3c5
4) 4d9432e8a0ceh64c34b13d550251b8d9478ca784e50105dc0d729490fb861dla
5) 029c¢5d48e425206e2ae84a63d62bdbc80362702913b38618a423c541c8a0ed40
6) 56e7b9c4b8962b6ff0d1e0162ca8515a07b576cd47ba90221354838733f8689%a
7) 61lcal75c2f04cb5279f8507e69385577cf04e4e896a01d0b5357746a241c7846
8) 973dfafc3051d8c2849f62c556ab8057da706f15d1ffd8871de894ae3a24d86b
9) 4098b54c9d27b00ce34d04ffac24213ed28993a2854827851b157d63407c2ede
10) 6931b124d38d52bd7cdef48121fda457d407b63b59bb4eb6ead4ce548f4bbb971
11) 78782fd324bc98a57274bd3fff8f756217c011484ebf6b614060115a699e€e134
12) 533672da9d276012ebab3ce9f4cd09a7f537f65c6e4b63d43f0c1697e2f5e48d
13) 516664139b0ddd044397a56482d7308d87¢c213¢c320a3151cch9738e8f932654hb
14) allcc5051e3a88428db495f6d8e4b6381lalch3fa5946a525ef5c00bfch44e210
15) ac092962654b46a670b030026d07f5b8161cecd2abd6eece52b7892965aa521b
16) bc32a2ccfl58ebe2b76646be865a4c6dd91da6b8e5bb0dd9520102a9bfea5439
17) bfb31c96f9e6285f5bb60433f2e45898b8a7183a2591157dc1d766bel6c29893
18) cc54647e8c3fe7b701d78a6fa072c52641ac11d395a6d2ffaf05f38f53112556
19) e0493b082077648eb33cal294f2b26bc4c96d3820913c46330923e8bb3d73230
20) f3f25af554bedfadee2824bb858280282bd87828d446048619dc49fe061741b4

XpnolyoTroiouvTal Ta TTapakaTw LOLBAS :

LOLBAS
Explorer.exe | Dllhostexe | Shell32.dll | Setupapi.dil | Shdocvw.dIL

AgiToupyikoTnTa KOl Pon Algpyaciwv

H Oiepyacia explorer.exe KaAgitar pe TOV 010 TPOTTO OTTWG TTAPATTAVW O€ OAa Ta
Ransomware 1mou avaAuoape. Otav @Tédvoupe oTo KUPIO EKTEAECIPO OI AVAAUCEIG OTANATAVE VO
pag divouv TTAnpo@opieg PeTA To KAAeoua Tou. H ponRy Twv digpyaciwv oTo deiyua pe sha256
1d4c0b32aeab8056755daf70689699200ffa09688495ccd65a0907cadel8bd2a éxel wg €EAG
Smss(488) — Winlogon(588) — Userinit(2664) — explorer.exe(2788) — python(4240) -
python(2004) — inject-x86.exe(1092) — Aiepyacia Kipiou EkteAéoipou("1d4c0b32aea680")
(5492). Ta deiypyata oTa oTT0ia N AVAAUCH PTAVEI HEXPI TO KUPIO EKTEAEDIUO €ival :

1) 1d4c0b32aea68056755daf70689699200ffa09688495ccd65a0907cadel8bd2a
2) 4d9432e8a0ceb64c34b13d550251b8d9478ca784e50105dc0d729490fb861d1a
3) 56e7b9c4b8962b6ff0d1e0162ca8515a07b576cd47ba90221354838733f8689a
4) 61cal75c2f04ch5279f8507e69385577cf04e4e896a01d0b5357746a241c7846
5) 6931b124d38d52bd7cdef48121fdad57d407b63b59bb4e6ead4ce548f4bbbh971
6) 533672da9d276012ebab3ce9f4cd09a7f537f65c6e4b63d43f0c1697e2f5e48d

7) ac092962654b46a670b030026d07f5b8161cecd2abd6eece52b7892965aa521b
8) f3f25af554bedfadee2824hb858280282bd87828d446048619dc49fe061741b4

ApkeTa aglioAoyo va onuelwBei gival 6T To KUPIO eKTEAETINO dev @aiveTal TTia dlEPyaaTia TO
KaAei, dnAadry dev epgaviCetal To PPID kal n ouvdeon oTtapatdel otnv deltepn dlepyaoia
Python.exe. Ta ev Adyo dciyparta ye hash sha256 eivai :
1) 2d82be244e23001148ed5a6d83856b6f7cd20c3f7786481303d5d584c51ff5f0
2) 2de09a815efcc64810046de69b8e0aalc9e9beee77h66560a0b15d737485e3c5
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3) 973dfafc3051d8c2849f62c556ab8057da706f15d1ffd8871de894ae3a24d86b
4) 78782fd324bc98a57274bd3fff8f756217c011484ebf6b614060115a699ee134

Emriong Ta mapakdtw deiypata otapgaTtdve otnv TTpwTn digpyacia python.exe :

1) 4098b54c9d27b00ce34d04ffac24213ed28993a2854827851b157d63407c2ede
2) 516664139b0ddd044397a56482d7308d87¢213c320a3151cch9738e8f932654b
3) allcc5051e3a88428db495f6d8e4h6381lalch3fa5946a525ef5c00bfch44e210
4) bc32a2ccfl58ebe2b76646be865a4c6dd91dabb8e5bb0dd9520102a9bfea5439
5) bfb31c96f9e6285f5bh60433f2e45898h8a7183a2591157dc1d766bel6c29893
6) cc54647e8c3fe7b701d78a6fa072c52641acl11d395a6d2ffaf05f38f53112556

7) e0493b082077648eb33cal294f2b26bc4c96d3820913c46330923e8bb3d73230

2710 O¢iyua 029c¢5d48e425206e2ae84a63d62bdbc80362702913b38618a423c541c8ale
d40 ptropoupe va doupe 6Tl N por) Twv dlEpyaciwy oTapaTtdel oTnv digpyacia jusched.exe dnAadn
Smss(488) — Winlogon(588) — Userinit(2664) — explorer.exe(2788) — python(4240) -
python(2004) — jusched.exe(1296).

O1 diepyacieg Dllhost.exe kai Ta DLL apxeia Shell32.dll, Setupapi.dll, Shdocvw.dll,
EVTOTTICOVTAI OTIG AVAAUCEIG XWPIG va u@ioTaTal KATTOIO KAKOBOUAN dpacTnpidTnTa.

To ouykekpiyévo ransomware TTPETTEI VO ONPEIWBET OTI dev ekTeAEITAl TTAAPWGS OTO DIKO
pag Cuckoo Sandbox oAAG 1O B0 kai oto Online TOU Bpiokouye oTNV 10TOCEAIDO
https://cuckoo.ee/. Autd ptTopei va yivel eEUKoAa avTIANTITO KABWG UTTAPYXElI PTWXI TTANPoPSPNON
w¢ TPOG TNV AsiToupyikOTNTA Tou Kai ammd Ta dUo, aAAG kai armd 10 o1 dev BAETTOUNE va
KPUTTTOYPOQEI TO apyeia Pag Kal va eggavietal To pyrivupa AlTpwy. MNa tnv empBeBaiwon g
utroyiag pag avaAuoape Ta deiypata Tou DarkSide o€ diagopeTikd online Sandboxes 6TTwg 010
Triage kalr ato Anyrun, Kail €idaye TNV OAOKANPWTIKA A€IToupyia Tou PeE TNV KATAANEn Tng
KpUTTITOYPA®NonNG aAAd Kail Tou pnvopatog. Qotéoo pia peydAn aduvapia Tou Cuckoo givai 611 dev
MTTOPEI va €VTOTTIOEI TNV MEPIKN €KTEAEON KAl va TNV ava@Epel €701 TTOU PTTOPEI EUKOAA va
e€amarnOsei évag apxdplog epeuvnThg. TNV €IKOVA @aivovTal T AlyooTd signatures TTou evTOTTIOE
10 online Cuckoo yia 1o &¢iyua 1d4c0b32aea680 56755daf70689699200ffa09688495ccd65a090
7cadel8bd2a.

B Signatures

@ Collects information to fingerprint the system (MachineGuid, DigitalProductld, SystemBiosDate) (1 event)

© The executable contains unknown PE section names indicative of a packer (could be a false positive) (1 event)
@ Creates a service (1 event)

© The binary likely contains encrypted or compressed data indicative of a packer (4 events)

@ File has been identified by 16 AntiVirus engine on IRMA as malicious (16 events)

© File has been identified by 56 AntiVirus engines on VirusTotal as malicious (50 out of 56 events)

Eikova 77: Too Few Signatures

Qo100 B0 BLWOOUNE PEPIKEG TTANPOPOPIES TTOU EVTOTTICANE 0€ AAAEG EPEUVEG TTOU €XOUV
yivel yia to DarkSide Ransomware. Ava@épetal TTwG PETA TNV TTPOCGRACN OTO UTTOAOYIOTIKO
oloTnua atmmd Toug emITIBEPEVOUG YiveTal Xprion Tou powershell yia Tnv gykatdoTtacn kKal TNV
Aeitoupyia Tou KakOBouAou AEITOUPYIKOU Kal CUYKEKPIYEVO XpnaiyoTrololv 1o Certutil kai To
Bitsadmin yia 1o katéBaocpa Tou Ransomware. To DarkSide ransomware €xel TTOAEG opoIOTNTEG
pe 1o REvil og autd 10 Brpa Tng diadikagiag, To oTToio TTEPIAAPBAVEI TN dOUN TWV CNUEIWCEWY
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AOTpwv. 210 EeKivnua TNG ekTEAEONG €vOg deiypaTog DarkSide 1o ransomware kavel TTOAATTAEG
Aeimoupyieg O6TTwg ocdpwaon BIKTOWYV, €KTEAECN EVTOAWV, aATTOPPIYn OIEPYATIWY KAl KAOTTH
dlatmoTeuTnpiwv. Zuvexifovrag diaypdgovTal Ta shadow copies kdvovTtag xprion piag obfuscated
Powershell evToAfG TTou TTapoucIAloue OTIG TTAPAKATW EIKOVEG.

powershell -ep bypass -c¢ “(©..61)|%{$s+=[char][byte]
("©x'+'4765742D576D694F626A6563742057696E33325F536861646F77636F7079207C20466F72456163682D4
F626A6563742078245F2E44656(6574652829387D20" .Substrihg(2'$_,2))};iex $s”

Eikéva 78: Obfuscated Powershell Command

The de-obfuscated command:

tem32> (0..61) |%{Ss+=[char] [byte] ('Ox'+'4765742D576D694F626A6563742057696E33325F5 36861646F77636F 7079207
204F626A65 63742078245 F2E44656C65 74652829387D20" . Substring(2°S_,2))};
m32> S

Eikéva 79: De-Obfuscated PowerShell Command

TéAog 10 DarkSide kputrToypa@ei Ta apxeia pag amo@elyovTag OUYKEKPINEVOUG TUTTOUG
oTTwg Ta 386, adv, ani, bat, bin, cab, cmd, com, cpl, cur, deskthemepack, diagcab, diagcfg,
diagpkg, dll, drv, exe, hlp, icl, icns, ico, ics, idx, Idf, Ink, mod, mpa, msc, msp, msstyles, msu, nls,
nomedia, ocx, prf, psl, rom, rtp, scr, shs, spl, sys, theme, themepack, wpx, lock, key, hta, msi,
pdb.

6.2 Mnyaviouoi AsiToupyiag

MapakdTtw TrapaTtiOevral oI Pnxaviouoi AsiToupyiag TTou evroTrioTnkav pe BAon Ta
signatures Tou Cuckoo Sandbox ota deiypara Tou DarkSide.

1) Collects information to fingerprint the system (MachineGuid, DigitalProductid,
SystemBiosDate)

2) Creates a service

3) The executable is compressed using UPX

4) Communicates with host for which no DNS query was performed

5) Found URLs related to Tor in process memory dump (e.g. onion services, Tor2Web, and
Ransomware)

6) Performs some HTTP requests

7) Allocates read-write-execute memory (usually to unpack itself)

8) Connects to an IP address that is no longer responding to requests (legitimate services
will remain up-and-running usually)

9) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

6.3 NMnyavioupoi AsiTtoupyiag yia Tnv Amo@uyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques TTou gvtoTtriotnkav ota dsiypata pe Bdon Ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) The executable contains unknown PE section names indicative of a packer (could be a
false positive)

3) The executable is likely packed with VMProtect

4) One or more thread handles in other processes

5) Stopped Application Layer Gateway service

6) Kernel module without a name

7) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary
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8) Malfind detects one or more injected processes
9) Stopped Firewall service

6.4 Kpunroypdapnon

Ta atmroteAéoparta Twv avaAlocwy dev TTapoucidlouv akpir OToIxXEio KPUTITOYPA®nang
WOTO00 ATTO BEWPNTIKEG TTNYEG EVTOTTIOAUE TTWG TO CUYKEKPIUEVO ransomware KPUTTTOYpPagEi
TOUG QOKEAOUG XPNOIMOTTOIWVTOS OU0 HeBOdOUG KPUTTTOypd@nong, avaloya e To €dv To
Aeiroupyikd ouoTtnua otéxog cival Windows 1y Linux. Q¢ TTpog TNV CUPMETPIKA KPUTTTOYPAPnon
xpnoipotroieital ChaCha20 og ouvduaoud pe acuupetpn RSA-4096 ota deiypata yia Ta Linux
ouoTAuara, evw 1o Salsa20 pe RSA-1024 xpnoiyoTrolgital yia Ta deiyyara ota Windows [24].

To Darkside dev avaTTUoOEl TIG TEXVIKEG KPUTTTOYPAPNONG WOOTOU XAPTOYPOAPHOEl TO
TePIBANNOV, ekueTAANEUTED evdlo@épovTa OedOUEVA, OTTOKTACEI TOV €AEYXO TTPOVOUIAKWY
Aoyaplaouwy Kail TTpoadlopicel OAAQ Ta CUCTANATA AOQAAEIag, TOUG DIOKOMIOTEG KAl TIG EQAPOYEG.
Mapatnpouvtal CUVOETEIG PE TTPWTEUOVTA ATTOBETHPIO AVTIYPAQWY ACQAAEIAG XPNOIUOTTOIVTAG
uTINpPEaieg TTapaflaouévwy Aoyapliaouwy Aiyo TTpiv TNV KputrToypdenaon. Me autdv Tov TpOTTO
@EPVOuUV TOV €aUTO TOUuG O¢ Béon va peyioToTroifjoouv Tn {nuid kai 10 KEPDOG. MapakdaTw
OEiXVOUNE TO PNAVUMPA JE TIG 00NYieG TTANPWHNAG AUTpWV.

———— [ Welcome to Dark Side]

—

What happend?

Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot decrypt your data.
But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all your network.
Follow our instructions below and you will recover all your data.

Data leak

First of all we have uploaded more then 100 GB data.

Example of data:

- Accounting data

- Executive data

- Sales data

- Customer Support data
- Marketing data

- Quality data

- And more other...

Your personal leak page: http://darksidedxcftmga.onion/blog/article/id/6/dQDclB_6Kg-c-6fJesONyHoaKh9BtI8j9Wkw2inG8072jWaOcKbrxMWbPFKrUbHC
The data is preloaded and will be automatically published if you do not pay.
After publication, your data will be available for at least 6 months on our tor cdn servers.

We are ready:

- To provide you the evidence of stolen data

- To give you universal decrypting tool for all encrypted files.
- To delete all the stolen data.

What guarantees?

We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.
All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.
We guarantee to decrypt one file for free. Go to the site and contact us.

How to get access on website?

Using a TOR browser:
1) Download and install TOR browser from this site: https://torproject.org/
2) Open our website: http://darksidfgzcuhtk2.onion/K7 1D6P88YTX04R3ISCJZHMDSIYVS55V9247QHIYOHJYUXX68H2POSXPRIRSSP2U68

When you open our website, put the following data in the input form:

Key:

pProgzRNMz6qEWr6ovMTOCbjd9yTS6NCtFQZGIIVVLgOOME2EQPAUYZUcGIBLrOJjnoSXLPVCN11TFfnlFHa42u5mJxoeR5kSRUGQACTMC6ELBUjAYOOAUYIBrR
HQSUM3pzGoEPRVOzXSZ8YqkJyFLOTDFBbWaBKQDOS09GzKKoVRQOEb02F5geTPKkTAQZZSFSQ6PBBITGPSgGe2k Cyuwwp7IDmRSJIINNHSSMMZHVhXzyZ6fxiBY
gNiuusFK8JNISnrtRPp3bMAc60OEddxfJWj602GT 1Xg9j87Jp40yv43E1J61jLJAWBKkmMoBB3Gqv07 mtyDWSPnmxBINZABbLFEVJMQL23sR8nnw4svzcZHxrqD1
xRcxqyeKtsaQSyqlvyQgMdnri2QoCqkHYYUFBIZjO8BXyBZdmjHanXES57jdDAhjaDUUQFL917cCyJr1uwVROXjSIIXe8BIKHA3dFrz70CsIXFAhicOsBIFzIn
daNcAXXyL8Fg1avIXOcuEKGRDXt8Cs8b3TAB6n4DrbLJIdiFJECo8yCA9pxvzqjXatumUloblWFZaUolLVYzP

1! DANGER !!!
DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.
"' DANGER !!!

Eikéva 80: DarkSide Ransom Message
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7 Ryuk

7.1 Living Off the Land Binaries, Scripts and Libraries

2116 avaAuoeig Tou Ryuk pe hash sha256 :

1) 2ec5256a7edb90b1c05¢92f79e8a48c205b29elac910a535aa83c30b8dbbeff8
2) 3ee706f07d13ch9e617eac2b4442479634ab48f11005568c739c6dcab75052a4
3) 5blf242aeeleabd4dffeaOfe5f08aba60abf7c8dle4df7fc7357af7f20ccd0204

4) 5e2c9d80fad528fe9777738a9cha9ede08cdae353fd4cb2d9caf0c9801fd5711
5) 05e06709523fd798da963c2c24254deOfccab6c57e1052996798ecc74ff43b41f
6) 7faeb64c50cd15d036ca259a047d6c62ed491fff3729433fefbaOb02c059d5ed

7) 9eb7abf2228ad28d8b7f571e0495d4a35da40607f04355307077975e271553b8
8) 88b1b4966650de59cef20c340b28739c52dc9ead91d9959a338a8e531ad38335
9) 92f124ea5217f3febcbablc37a961df0437d5a9chdelaf268c60c4b3194b80ed
10) 180f82bbedb03dc29328e32e054069870a1e65078b78b2120a84c96aaed7d843
11) 781bc4dchd459893397a8b987bf697f5b95435dfaf7fe3f4d2224728e7a2202a
12) 8862b060db997bc9077e3bece06529¢1c116af379985f6138a07ab5fde61b54c¢
13) d0d7a8f588693b7cc967fh4069419125625eb7454ba553c0416f35fc95307che
14) d5d744e0f7984ec01593da35f26bf24e95e4b1cc8bd1c0ff4f31de5dbfo4e38f

15) d7333223dcc1002aae04e25e31d8c297efa791a2¢c1e609d67ac6d9af338efbed
16) ec3dadac9ec917e66ab943ab149119807922f64f2e4960ebadc36fe7520b300f

XpnoiyotroioUvTal Ta TTapakaTw LOLBAS :

LOLBAS
Explorer.exe | Dllhostexe | Shell32.dll | Setupapi.dil | Shdocvw.dIL

211 avaAuoelg Tou Ryuk pe hash sha256 :
1) 40b865d1c3abl1b8544bcf57¢88edd30679870d40b27d62feb237a19f0c5f9cdl
2) bbbf38de4f40754f235441a8e6a4c8bdbh9365dab7f5cfcdac77dbb4d6236360b
3) cfdc2ch47ef3d2396307c487fc3c9fe55b3802b2e570beeQaecadableded2ec28
4) cfel678a7f2b949966d9a020faafb46662584f8a6ac4b72583a21fa858f2a2e8

XpnolyoTrolouvTal Ta TTapakaTw LOLBAS OTToU YE PTTAE XPWHOTIONO Ta VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dll Shdocvw.dIL
Wmic.exe Cmd.exe

AgitoupyikétnTa Kai PoRj Aigpyaociwv

H pol Twv Odigpyaciov OTO  TIO  €KONAWTIKO Ociyya pe  sha256
40b865d1c3ab1b8544bcf57¢c88edd30679870d40b27d62feb237a19f0c5f9cdl  €xe1 wg €EAG
Smss(488) — Winlogon(588) — Userinit(2664) — explorer.exe(2788) python(4240) —
python(3952) — inject-x86.exe(4968) — Aigpyacia Kipiou EkteAéoipyou("40b865d1c3ablb™)
(1920) — DXwliLgw.exe (2332) — icacls.exe(5436) — conhost.exe (3584). TMoAU evdiagépov
TTapouaidfouv ol Kaivoupleg Olepyaaieg TTou PAETToupe €dW ammd OTI OTA TTPOnyouuEva
Ransomware kai 8a Tig e€nyrjooupe d1CODIKA.

Méoa oTa amoteAéoparta Tou JSON ApPYEIOU YIO TO OUYKEKPIYEVO OEiyUa UTTOPOUNE va
doupe OTI To ekTeEAéTIPO apyeio DXwILgw.exe kaAeital yéow Tou command line pe TTapapéTpoug
8 LAN. Amd Tnv avayvwon OXETIKWV EPEUVWV VIO TIG OUYKEKPIYEVN €VTOAN oT0 Ryuk
avakaAupaue o1 dTav yiveTal Xprion auTig TG evioAng 1o Ryuk capuwvel Tov Trivaka ARP Tng
OUOKEUNG 0 oTroiog eival pia AioTa pe yvwoTéG dieubuvoelg [P oTo BiKTUO Kal TIG OXETIKEG
O1euBUvVoeIc mac Kal Ba eAEyEel €AV Ol KATaXWPROEIG ATTOTEAOUV PEPOG TWV IBIWTIKWYV UTTOBIKTUWV
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dieuBuvoewy IP 1mou &ekivouv pe "10.", "172.16." kai "192.168." Av BpebBolv KaTaxwpnoelg TO
Ryuk Ba oTeilel éva TakéTo Wake-on-Lan (WoL) otn dietBuvaon MAC Twv CUCKEUWV YIO Va TIG
gvepyoTroifoel. Auté 1o aitnua Wol €pxeTal pe Tn pop@n evog Trakétou Tmou Trepiexel «FF FF FF
FF FF FF FF FF». Eav 1o aitnpa WoL Atav emtuxég, o Ryuk Ba TrpooTtrabrjoel oTn guvéxeia va
KAavel Mount To KoivoxpnaTo aToixeio diaxeipiong C TnG arTopakpuopévng ouokeuns. Av 1o Mount
yivel emTuxwg T10TE TO0 RYuk Ba KPUTTTOYPAQPrOEl KAl TO KOIVOXPNOTO GTOIXEIO ETTIONG KOITWVTAG
TPWTA AV €KTEAEITAI ATTO €IKOVIKO pnXAvnua He TTOAAATTAOUG TpOTTOUG OTTWG €EeTACOVTAG
dlepyacieg Tou cuoTAuaTtog. Aé autd To aToixeio @aivetar Twg 10 Ryuk eivar éva Network
Ransomware tTou ptropei va emmnpedoel TTOMATTAd cuoTAuaTa TTpooeyyifovrag Ta péow WOL &
ARP kai deixvel TTwg ptropei va dlaxeipioTei peydAa etaipikd epiBdAlovTa.

AppData’\Local'\Temp' ' DXWILgW.cxe 8 LAN"

Eikova 81: Wake on Lan

AkoAoUBwg kaAeitar n digpyadia icacls.exe OTou TpoTroTTolei Kal eQapUOlel AioTeG
eAéyxou TpdoBaong o€ kabBopiopéva apyeia. Mapakdtw BAETTOUUE TNV EVTOAA N OTTOi AQUTO TTOU
KAVEI UE TA YPAUUATA €ival va TTapaxwpei ae OAOUG TOU XPAOTESG TNV AdEIA va €XouV TTARPN EAEyX0
o€ OAoUG Toug QPaKEAOUG, va ouvexioel n evToA akoua av utrdpéel urivupa AdBoug kai TEAoG va
unv uttépéel pAvupa evnuépwang oTov XpnaTn.

ss_name”: "fcacls.exe",

"pro s_id": 5436,
"commandline": "icacls (SR farant Everyone:F fT fC /Q",

Eikéva 82: File Access with icalcs.exe

H Asitoupyia Tng digpyaciag conhost.exe ekTeAgiTal yia va kdvoupue Xprjon tou Command
Prompt, omréte yivetal avTIANTITo 6T To Ryuk TpEXEl EVTOAEG IO TOV EVTOTTIOWO Kal TNV TTpdofacn
O€ OUYKEKPIUEVA apxeEia.

Méow Tng TTapakdtw evioAig To Ryuk TreTuxaivel persistence oTo oUOTNPO WOTE VA
guveyioel Tnv €epelivnon guaicdnTwy dedouévwy Kal TNV JOAUVON TTEPICTOTEPWY CUCTNUATWY.

"/C REG'ADD ' HKEY_CURRENT_USER' ' SOFTWARE' 'Microsoft''Windows' ' CurrentVersion''Run' /v ' 'swchos' /[t REG_SZ /d "")|

Eikova 83: Persistence Command

To Ryuk TreTuxaivel emiong privilege escalation péow allayng oto 6piopa
SeDebugPrivilege Tng ouvdptnong AdjustTokenPrivileges.

eTokenPrivi
nt,Enabled”

Eikéva 84: SeDebugPriviledge, AdjustTokenPriviledges

>uveyiovTtag yiveralr process enumeration, code injection, TEPUATIOUOG OPIOUEVWV
diepyaciwv kai diaypa®n Twv shadow copies apxeiwv. KataAryovtag yiveral n Kputrtoypaenon
TWV ApYEiwV Kal eupavideTal To pivupa AUTpwv.

210 d¢iypa 3ee706f07d13ch9e617eac2b4442479634ab48f11005568c739c6dcab75052
ad 10 OEVIPO TWV OIEPYOOIWV OTAPATAEl OTAV TO KUPIO €KTEAECINO KaAei Tnv dlepyacia
GepTeQYFQIlan.exe. H AsitoupylkOTnTa 0€ OXEGN PE TO TTPONYOUMEVO Ogiypa gival TTapouoIa
€KTOG TOU OTI Bev ep@avileTal KATTOU N diepyacia icacls.exe
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H Asitoupyia Tou Ryuk pe Bdon ta Json reports otapartdel 0To KUPIO EKTEAETINO TOU
KaBevog oTa deiyuaTa :

1) 2ec5256a7edb90b1c05c92f79e8a48c205b29elac910a535aa83¢c30b8dbbeff8
2) 5e2c9d80fad528fe9777738a9cha9ede08cdae353fd4cb2d9caf0c9801fd5711
3) 05e06709523fd798da963c2c24254deOfccabe57e1052996798ecc74ff43b41f
4) T7faeb64c50cd15d036ca259a047d6c62ed491fff3729433fefbhaOb02c059d5ed
5) 88b1b4966650de59cef20c340b28739¢c52dc9ead91d9959a338a8e531ad38335
6) 92f124ea5217f3fe5chablc37a961df0437d5a9chdelaf268c60c4b3194h80ed
7) 781bc4dchd459893397a8b987bf697f5b95435dfaf7fe3f4d2224728e7a2202a
8) 8862b060db997bc9077e3bece06529clc116af379985f6138a07ab5fde61b54c
9) d0d7a8f588693b7cc967fh4069419125625eb7454ba553c0416f35fc95307cbe
10) d5d744e0f7984ec01593da35f26bf24e95e4blcc8bd1cOff4f31de5dbfo4e38f
11) d7333223dcc1002aae04e25e31d8c297efa791a2¢c1e609d67ac6d9af338efbe8
12) ec3dadac9ec917e66ab943ab149119807922f64f2e4960ebadc36fe7520b300f

2710 deiypa 5blf242aeeOeabd4dffeaOfe5f08abab0abf7c8d1e4f7fc7357af7f20ccd0204 n
pon Twv SIEPYATIWVY TTPOG TO KUPIO KTEAETIUO Oev eppavieTal. QOTO00 AKOAOUBWVTAG TNV POoN
atro 10 lolbas explorer.exe BAETTOUNE TTWG OI DIEPYATIiEG OTAPATAVE OTO KTEAEDIUO jusched.exe.
H Oigpyacieg dnAadn €xouv wg €EAC : Smss(488) - Winlogon(588) - Userinit(2664) -
explorer.exe(2788) python(4240) - python(2004) — jusched.exe. To juched eival pia diepyacia
TTOU XPNOIKOTIOIEITAI IO TO update TIg YAWOooag TTpoyPAaMaTIoNoU Java.

21a deiypata 9eb7abf2228ad28d8b7f571e0495d4a35da40607f04355307077975e2715 53b8 kai
180f82bbedb03dc29328e32e054069870a1e65078b78b2120a84c96aaed7d843 Ta KUpia
EKTEAEDIUO TOUG aVTIOTOIXO KOAOUV 4 véeg dlepyaaieg avTi yia pia OTTwg eidaue oto deiypa ue
sha256  40b865d1c3ab1b8544bcf57¢88edd30679870d40b27d62feb237a19f0c5f9cdl. Ta
TTapddelyua oto deiypa 9eb7abf2228ad28d8b7f571e0495d4a35da40607f04355307077975e27
1553b8 10 KUpIO ekTEAéTINO KaAei TNV bepePyHGarep.e(1316), tnv jWkzsfZhllan.e(1492), tnv
OdifYGjwclan.e(2216) kai Tnv icacls.exe(2784). ApxIKG Ta apxeia Twv ev Adyo dlepyaciwv
KpUBovTal atmd 1o cuoTnua péow Tou API SetFileAttributesW kai ettiong kpuBouv 1o TTapdbupo
Aeitoupyiag Toug péow Tou API ShellExecuteEXW. MNMapaTnpwvTag TIG EVTOAEG TTOU dOBNKaAV PHECW
Tou command line BAémoupe OTI xpnoiyotroloUvTal TTapdueTpol 6TTwg 8 LAN O1Twg €idape Kal
mapatrdvw Kai 9 REP. H digpyacia tou Ryuk pe Tnv TapdueTpo otn ypauun evioAwv "9 REP"
gival utTeBuvn yIa TV QVTIYPAPr TOU O€ VEOUG UTTOAOYIOTEG.

¢ Tpia ammd Ta ammoTeAéopatd pag BAETTOUNE OTI TO KUPIO €KTEAEOIMO dev epgaviceTal
kaBoéAou. AvTti autou BAETTOUHE QPKETA evepyn Tnv digpyacia Isass.exe péow Twv DLL apxeiwv
TToU KaAgi, aAAd kapia gavepn dpaoTtnpidtnTa. Ta Tpia deiypaTta ye sha256 civai :

1) bbbf38de4f40754f235441a8e6a4c8bdb9365dab7f5cfcdac?7dbb4d6236360b
2) cfdc2ch47ef3d2396307c487fc3c9fe55b3802b2e570beeacadableded2ec28
3) cfel678a7f2b949966d9a020faafb46662584f8abac4b72583a21fa858f2a2e8

H diaypa@r Twv apxeiwv yivetal KAvovtag XpAon Twy eKTEAECIHWY wmic Kal vssadmin
onAadn péow Twv evioAwv "cmd /c \"WMIC.exe shadowcopy delet\" kai "vssadmin.exe Delete
Shadows /all /quiet". Ta uméAoira LOLBAS apxeia Oev TTapouciacav KAtTola UTTOTITH
opaoTtnpIéTNTA.

7.2 NMnyaviopoi AsiToupyiag

MapakdTw TrapartiOevral o pynxaviopoi Asitoupyiag Tou evrotrioTnkav pe Bdon Ta
signatures Tou Cuckoo Sandbox ota deiypata Tou Ryuk.

1) Allocates read-write-execute memory (usually to unpack itself)
2) Creates known Napolar files, registry keys and/or mutexes
3) Writes a potential ransom message to disk
4) Communicates with host for which no DNS query was performed
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5) Performs some HTTP requests

6) Checks for the Locally Unigue Identifier on the system for a suspicious privilege

7) Expresses interest in specific running processes

8) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

9) Connects to an IP address that is no longer responding to requests (legitimate services
will remain up-and-running usually)

10) Generates some ICMP traffic

7.3 NMnyaviougoi Asitoupyiag yia Tnv Amo@uyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques 1rou gvTtoTriotnkav ota dsiypata pe Bdon Ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) Searches running processes potentially to identify processes for sandbox evasion, code
injection or memory dumping

3) The executable contains unknown PE section hames indicative of a packer (could be a
false positive)

4) One or more potentially interesting buffers were extracted, these generally contain
injected code, configuration data, etc.

5) Creates hidden or system file

6) Checks for the presence of known devices from debuggers and forensic tools

7) Checks for the presence of known windows from debuggers and forensic tools

8) Detects VirtualBox through the presence of a device

9) A process created a hidden window

10) One or more of the buffers contains an embedded PE file

11) Changes read-write memory protection to read-execute (probably to avoid detection
when setting all RWX flags at the same time)

12) One or more thread handles in other processes

13) One or more processes crashed

14) Enumerates services, possibly for anti-virtualization

15) Allocates execute permission to another process indicative of possible code injection

16) Creates a thread using CreateRemoteThread in a non-child process indicative of process
injection

17) Resumed a suspended thread in a remote process potentially indicative of process
injection

18) Stopped Application Layer Gateway service

19) Kernel module without a name

20) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

21) Malfind detects one or more injected processes

22) Stopped Firewall service

23) Checks if process is being debugged by a debugger

24) Manipulates memory of a non-child process indicative of process injection

7.4 Kpunroypdpnon

Y& OpPKETA atroTeAéopara evroTrioaue TwG yivetar n xpon RSA kai AES
KPUTTTOYPAPNONG OTTWGS QaiveTal TTAPOAKATW OTNV €lkéva atd 1o dciyua 9eb7abf2228ad28d8
b7f571e0495d4a35da40607f04355307077975e271553b8.
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ft Enhanced RSA and AE

Eikova 86: Ryuk Encryption

Ta ammoTeAéopaTa Twv avaAUoewy dgv TTAPOUCIAdouV aKpIRA OToIXEia KpuTIToypA®nong
WOTO00 aTTd BeWPNTIKES TTNYEG EVTOTTICAWE TTWG TO CUYKEKPIYEVO ransomware XPnoIJoTTolEi Evav
ouvOuaopud  aAyopiBuwv  kpuTrToypdenong, oupTrePIAaPBavopévou  €vOG  OUMMETPIKOU
aAyopiBuou (AES-256) kai evog acuppeTpou (RSA 2048 ) 4096) [25] é1Tou TOUG XpnOoIPEUEl TOGO
yIO TNV KPUTITOYPAPNON TWV ApXEiwv 0G0 Kal yIa TRV TTPOCTACIA TOU KAEIBIOU KPUTITOYpAPnaong,
KaB1oTWwVTag adlvaTtn TNV ATTOKPUTITOYpA@non Twv dedopuévwy atrd Tpitoug. MNapakdtw @aivetal
TO MAVUPA TTANPWNS AUTpwYV 0TTwG @aivetal ato buffer Twv Json files.

black;

Eikova 85: Ryuk Ransom Message in Json

Edw @aiveral To yivupa 6TTwg eugavidetal yéoa o€ éva ev Asiroupyia Sandbox
pnxavnua.
contact
balance of shadow universe
Ryuk
Spassword = 'BVb1qR2"; Storlink = 'http:/focemkFdefgripzuesgpevmz4ofyjmloadtqgiklgb2g546bngeusstbyd.onion’;

Function info{{alert{"INSTRUCTION:\r\n1. Download tor browser.\r\n2. Open link through tor browser: " + $torlink + "\f\n3.
Fill the form, your password: "+ $password +™\r\nWe will contact you shortly.\r\nAlways send files For test decryption.”);};

Eikova 87: Ryuk Ransom Message
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8 RagnarLocker

8.1 Living Off the Land Binaries, Scripts and Libraries

21IG avaAuoeig Tou RagnarLocker pe hash sha256 :

1) 3b43751ed88e4d1f82cf52ca2d4477e3e35¢c35f08c1b4e3ab21c80720601e804
2) 04c9cc0d1577d5ee54a4e2d4dd12f17011d13703cdd0ebefd46718d14fd9aa87
3) 10f9ad4e9f6e0dc1793be80203b258f8¢c5114d01cb17307c1b2fdcca37d4edf9

4) 1602d04000a8c7221ed0d97d79f3157303e209d4640d31b8566dd52c2b09d033
5) 9706a97ffa43a0258571def8912dc2b8bflee207676052ad1b9c16ca9953fc2c

6) 5469182495d92a5718e0el1dcdf371e92b79724e427050154f318de693d341c89
7) dd79b2abc21e766fe3076038482ded43e5069alaf9e0ad29e06dce387bfae900

XpnoipotroloUvTal Ta TTapakdTw LOLBAS :

LOLBAS
Explorer.exe | Dllhostexe | Shell32.dll | Setupapi.dil | Shdocvw.dIL

216 avaAuoeig Tou RagnarLocker pe hash sha256 :

1) 3bc8ce79ee7043c9ad70698e3fc2013806244dc5112c8c8d465e96757b57blel
7af61ce420051640c50b0e73e718dd8c55dddfcb58917a3bead9d3ece2f3e929
9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdcadal340933120f376
30dcc7a8ae98e52ee5547379048calfc90925e09a2a81c055021ba225c1d064c
041fd213326dd5c10al16caf88ff076bb98c68c052284430fba5f601023d39a14
68eb2d2d7866775d6bf106a914281491d23769a9eda88fc078328150b8432bb3
63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059
b670441066ff868d06c682e5167b9dbc85b5323f3acfbbc044cabc0e5a594186
9) ¢2bd70495630ed8279de0713a010e5e55f3da29323b59ef71401b12942ba52f6
10) cf5ec678a2f836f859eb983eb633d529c25771b3b7505e74aa695b7ca00f9fa8
11) dd5d4cf9422b6e4514d49a3ec542cffb682be8a24079010cdab689afbb44acOf4
12) e1957024039b0e48a15c27448f19d4df4f0e4666f9ac34e7f4d42dd3c32el5ed
13) ec35c¢76ad2c8192f09c02ecalf263b406163470ca8438d054db7adcf5bfc0597

oONOO UL b WN
_ — = = = —

XpnolyoTrolouvTal Ta TTapakaTw LOLBAS OTToU JE PTTAE XPWHOTIONO Ta VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dll Shdocvw.dIL
Wmic.exe

AsiToupyikoTnTa Kai Pon Algpyaciwv

H por Twv diepyaaiwyv oTo evdla@épov deiyua ue sha256 3bc8ce79ee7043c9ad70698e3
fc2013806244dc5112¢c8c8d465€96757b57blel £xel wg €€Ng : Smss(488) — Winlogon(588) —
Userinit(2664) — explorer.exe(2788) python(4240) — python(2004) — inject-x86.exe(2632) —
Aigpyaaia Kupiou EkteAéoipou("3bc8ce79ee7043")(2832) — Wmic(1332) kar Vssadmin(4448).
O1 Wmic ka1 ol Vssadmin TeAeiwvovTag Kahouv EexwploTd atmd pia digpyacia conhost.exe yia Tnv
ekTENEaN evioAwv oTo Command Line. Z1a 7 TpwTa dEiyuaTa TTOU ava@EPoVTal XWPIg va @aiveral
Katrola xprion Tou Wmic n porj oTauatdel oTo KUPIO EKTEAECINO. ZTa OEiyuaTA TTOU £€XOUV OTOV
mivaka Twv LOLBAS 10 Wmic.exe n por Twv dIEpyaciwy gival OTTwg Tou deiyuaTog TTou POAIG
avaAloape. Zuvexifovrag BAETToupE TNV AsIToupylkOTNTa Tou Wmic Kal Tou vssadmin TTou €X0UlE
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gavadei kal n dpdaon Toug gival yvwaoTr dnAadr] n diaypa@r] Twv avTiypa@wy aoPaAEiag Hag géow
TWV EVTOAWV :

"command_line": "wmic.exe shadowcopy delete"

"commandline": "vssadmin delete shadows /all /quiet",

Evdiagépouaeg Asitoupyieg akdpa atmoTeAoUv n xprion geolocation yia Tov yewypa@ikod
EVTOTTIONO TNG B€0NG TOU CUCTANATOG WOTE AV AVAKEI O CUYKEKPIMEVEG QINIKEG XWPES va PNV
ekTeNEaTEl N Aeiroupyia  TNG  KpuTmrtoypdgnong. H  Aeimoupyia  autr  eAéyxetar ammd TO
GetLocalelnfoW.

8.2 Mnyavioudoi AsiToupyiag

Mapakd@tw TTapaTiOEVTAl OI PNXavIoPoi AEIToupyiog TTou evromrioTnkav pe Bdon Ta
signatures Tou Cuckoo Sandbox ota dciypata Tou RagnarLocker.

1) Queries for the computername

2) Collects information to fingerprint the system (MachineGuid, DigitalProductld,
SystemBiosDate)

3) Allocates read-write-execute memory (usually to unpack itself)

4) Communicates with host for which no DNS query was performed

5) Performs some HTTP requests

6) Attempts to stop active services

7) Repeatedly searches for a not-found process, you may want to run a web browser during
analysis

8) Terminates another process

9) The executable is compressed using UPX

10) Expresses interest in specific running processes
11) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

8.3 Mnyaviopoi Asitoupyiag yia Tnv Amo@uyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques 1rou gvtoTtriotnkav ota dsiypata pe Bdon Ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) Searches running processes potentially to identify processes for sandbox evasion, code
injection or memory dumping

3) The executable contains unknown PE section names indicative of a packer (could be a
false positive)

4) The executable uses a known packer

5) The executable is likely packed with VMProtect

6) Queries the disk size which could be used to detect virtual machine with small fixed size
or dynamic allocation

7) One or more thread handles in other processes

8) Potentially malicious URLs were found in the process memory dump

9) Enumerates services, possibly for anti-virtualization

10) Resumed a suspended thread in a remote process potentially indicative of process
injection

11) Kernel module without a name
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12) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary
13) Malfind detects one or more injected processes

14) Stopped Firewall service

15) Stopped Application Layer Gateway service

16) Checks if process is being debugged by a debugger

8.4 Kpuntoypapnon

Mpiv Eekivicel n diadikagia TnG kpumrtoypdenong 1o RagnarLocker 6mwg kal Ta
TEPIOOOTEPA Ransomware Tepuatiouv pia Aiota atmd Olepyaciec TTou  TrepIAauBAavouv
OuppoAoceIpEg TTou axeTiCovTal e AUOEIG dnuIoUpYiag avTiypd@wy ac@aAEiag Kal TTPOCTAdIag
atd 100G (OTTwG «sophos» Kal «veeamy), KaBWG Kal epyaleia AOYIOUIKOU QATTOMOKPUOPEVNG
olaxeipiong. Metd a@ou evroTTioToUV Ta CNPAVTIKA apxeia yivetar n xprion RSA-2048 yia tnv
KPUTITOYPA®NON TV KAEIBIWV TWV QakéAwV Kal Salsa20 kpuTrToypd@naon yia Toug QakEAouGg [26].
To Ragnar Locker dnuioupyei Tuxaia TIg ETTEKTACEIS ApXEiWV avd XpAOTN AVAKTWVTAG TNV TIUr TOU
ovOuATOG UTTOAOYIOTH Kal KATOAAYOVTOS TTAPOUCIAdel TO JAVUNA TTANPWHNAG AUTpwV.

buffer:

Rk EkkkkkkkR kR kR kR Rk Rk kk Rk ke kR kR ek Rk ko kR kR kR k ko Rk kR kR kR kR Rk kR sk kR kR kR kR kR kR kR ek Rk ko kR kR kR Rk ke Rk Rk k¥
HELLO Omniga.de ! If you reading this message, then your network was PENETRATED and all of your files and data
has been ENCRYPTED by RAGNAR_LOCKER !

e o o sk ok ok ook ook e o e o ool sk o ok o s ok ok ok e sk ok s o s ko o s ok ok o ook ok sk e ok e oo ok ke o o oo sk ool sk e o e o ok e s ok sk o sk ook ok ek ok o o e sk ok ko Bk ok ok ok R R ok Rk ok

PIPED WARNING !!!!! DO NOT Modify, rename, copy or move any files or you can DAMAGE them and decryption will be
impossible. DO NOT use any third party or public decryption software, it also may damage files. DO NOT Shutdown
or reset your system ------------------~--~-"--~-~-~------------ There is ONLY ONE possible way to get back your files

- contact us and pay for our special decryption key ! For your GUARANTEE we will decrypt 2 of your files FOR
FREE, as a proof of our capabilities Don't waste your TIME, the link for contacting us will be deleted if there
is no contact made in closest future and you will never restore your DATA. HOWEVER if you will contact us within
2 day since get penetrated - you can get a very SPECIAL PRICE. WARNING ! We had downloaded your private
information including billing info, clients private data, contracts, agreements and a lot of other sensitive
information. Also we take your SQL server DB,access to leadership's mails and correspondence, admin credentials,
VPN-servers, Backup shares, Cloud host, and a lot of other info from your Network. You can check some proofs
here: https://prnt.sc/s5g6gr https://prnt.sc/s5g79t https://prnt.sc/s5gkxh Whole data gathered from your SECRET
files and directories could be published for everyone's view and your partners, clients and investors would be
notified about leak. However if we make a deal everything would be kept in secret and all your data will be
restored. You can take a look on some examples of what we have, right now it's a private hidden page. Use Tor
Browser to open the link: http://p6o7m73ujalhgkiv.onion/temporary-de-page-424/ to view the page's content use
password: OmnigUdk$912f If you wouldn't PAY, we will publish this post with much more information available for
Downloading. In mass media breaking news about the leak will make a lot of noise in every IT-journals, blogs,
sites etc. Besides, your private data will be sold out on Darknet forums! To avoid such troubles and lawsuits
from your clients and partners it's better to make a deal with us.

HERE IS THE SIMPLE MANUAL HOW TO GET CONTACT WITH US VIA LIVE CHAT !

PERRLIRR e el a) pownload and install TOR browser from
this site : https://torproject.org b) For contact us via LIVE CHAT open our website :
http://stppd5as5x4hxs45.onion/client/?0dFEOBTBAATC7801ddd746B1DC5ad44bADB2FcOT77DACO1bD3cT3D209deB94bC ¢c) For
visit our NEWS PORTAL with your data, open this website : http://p6o7m73ujalhgkiv.onion/temporary-de-page-424/ (
password: OmnigUdk$912f ) d) If Tor is restricted in your area, use VPN When you open LIVE CHAT website follow
rules : Follow the instructions on the website. At the top you will find CHAT tab. Send your message there and
wait for response (we are not online 24/7, So you have to wait for your turn).

offset: 0

file_handle: 8x00800124

filepath: C:\Users\Public\Documents\RGNR 13B82609.txt

Eikéva 88: RagnarLocker Ransom Message
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9 MountLocker

9.1 Living Off the Land Binaries, Scripts and Libraries

21 avaAuoeig Tou MountLocker pe hash sha256 :

1) 0aa8099c5a65062badbaec8274e1a0650ff36e757a91312e1755fded50a79d47
00ed4c347cd62526226363a0aceb851b2ef7e3a4da78433a28f2cd6chd5f1b99
4a5ac3c6f8383cc33¢795804ba5f7f5553c029bbb4abd28f1e4d8fb5107902c1
5eael3527d4e39059025c3e56dad966cf67476fe7830090e40c14d0a4046adf0
8b539f3ba05fe82c4f992ffbeb6ab55151b36dce2d03b64721e966dedf82be81
226a723ffb4a91d9950a8b266167c5b354ab0db1dc225578494917fe53867ef2
187610fb06cc60c73c0062b593c5fe3ba29e0436e396969feb9ed25391ff7e8b
b26749b17ca691328ba67ee49d4d9997c¢101966c607ab578afad204459b7bf8f
9) e7c¢277aae66085f1e0c4789fe51cac50e3ea86d79c8a242ffc066ed0b0548037
10) e435a95489ad4ebdfdc12031091f92a7f9c5e3f6cc9b55355ee4030d82553e9ac
11) f570d5b17671e6f3e56eae6ad87be3abbbfac46c677e478618afd9f59bf35963

OO UL b WN
—_— = = = —

XpnoiyotroioUvTal Ta TTapakaTw LOLBAS :

LOLBAS
Explorer.exe | Dllhostexe | Shell32.dll | Setupapi.dil | Shdocvw.dIL

2116 avaAuoelg e hash sha256 :

1) 2c44444d207a78da7477aelaf195d4265134e895bebb476f7b2c003f1467a033
2) 2d2d2e39ccaelff764e6618b5d7636d41ac6e752ce56d69a9acbb9cbh1c8183d0
3) 7fel686f4afb9907f880a5e77bf30bc00fae71980f57ca70b60b7b1716456a2f

4) 6143d920ebdd5e9b1db7425916417c0896139f425493a8fcd63d62dac80779f1
5) 31630d16f4564c7a214a206a58f60b7623cd1b3abb823d10ed50aa077ca33585

XpnoiyotroioUvTal Ta TTapakaTw LOLBAS OTTOU e PUTTAE XPWHATIONO TA VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL
Rundll32.exe

21nv avdAuon pe hash sha256:
1) f570d5b17671e6f3e56eaeb6ad87bel3abbbfac46c677e478618afd9f59bf35963

XpnoiyotroioUvTal Ta TTApakAaTw LOLBAS OTTOU JE PTTAE XPWHATIONO TA VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dll Shdocvw.dIL
Msiexec.exe

21nv avdAuon e hash sha256:
1) 30050b3673c720729cd6a61803059b16dd3aa526683e7342aae0261e4c78fa83

XpnoiyotroioUvTal Ta TTapakaTw LOLBAS 610U e PUTTAE XPWHATIONO TA VEQ :
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LOLBAS

Explorer.exe

Dllhost.exe

Shell32.dll

Setupapi.dil

Shdocvw.dIL

Msiexec.exe

Zipfldr.dll

A6 di1Ggpopeg €peuveg TToU dIeEyayav eTaipieg HE €1BiKEUOn OTOV Topéd TG
KuBepvoao@daAciag evroTricape TTwg To Ransomware Mountlocker petovoudoTtnke o€ Astralocker.
Autd @aiveTal €TTiONG KAl ATTO TIG NUEPOUNVieg TTou avéPnkav Ta deiyuara oto Malware bazaar
KaBwg 1o TeAeuTaio deiypa Tou Mountlocker éxer avéBer otig 09/01/2022 kal TO TTPWTO TOU
Astralocker oTig 11/04/2022. ZuvetTtwg Ba cuptrepIAGBoOUpE OTNV £peuva Kal Tpia OeiypaTta arro To

Astralocker. Ta deiypara gival Ta :

1) cf3bdf0f8eadc8ece5fba76524ab4c81feabe3al715b5a86b3ad4d397fca76f3
2) b0a010e5a9b353a11fh664501de91fc47878d89bf97cb57bc03428c7a45981b9
3) 17ea?4ce8866da7ef4a842chal696leafba89d526d3efe5d783bb7a30c5d1565

210 atroTeAéopaTa Twy dU0 TTPWTWYV delyUdTWY YiveTal XpAon Twyv TTapakdTtw LOLBAS.

LOLBAS

Explorer.exe Dllhost.exe Shell32.dll Setupapi.dll Shdocvw.dIL

Zipfldr.dll Cmd.exe

270 ATTOTEAEOUATA TOU TPITOU BEIYUATOG YiveTal Xprion Twv TTapakdTw LOLBAS.

LOLBAS

Explorer.exe Dllhost.exe Shell32.dll Setupapi.dll Shdocvw.dIL

Zipfidr.dll

AgiToupyikoTnTa KOl Pon Algpyaciwv
H pon Twv digpyaciwy ota deiyuarta ye hash sha256 :

1) 00ed4c347cd62526226363a0aceb851b2ef7e3a4da78433a28f2cd6chd5f1b99
2) 5eael3527d4e39059025c3e56dad966cf67476fe7830090e40c14d0a4046adf0
3) 8b539f3ba05fe82c4f992ffbeb6ab55151b36dce2d03b64721e966dedf82be81
4) 31630d16f4564c7a214a206a58f60b7623cd1b3abb823d10ed50aa077ca33585
5) 187610fb06cc60c73c0062b593c5fe3ba29e0436e396969febh9ed25391ff7e8b
6) e7c277aae66085f1e0c4789fe51lcac50e3ea86d79c8a242ffc066ed0b0548037
7) e435a95489a4ebdfdc12031091f92a7f9c5e3f6cc9b55355ee4030d82553e9ac
8) b0a010e5a9b353al11fh664501de91fc47878d89bf97cb57bc03428¢c7a45981b9
9) cf3bdf0f8eadc8ece5f5a76524ab4c81feabc3al715b5a86b3ad4d397fca76f3

EXEl WG EEAG :
Smss — Winlogon — Userinit — explorer.exe — python — python

H pon Twv digpyaciwy ota deiyuarta pe hash sha256 :

1) 0aaB8099c5a65062badbaec8274e1a0650ff36e757a91312e1755fded50a79d47
2) 4ab5ac3c6f8383cc33c795804ba5f7f5553c029bbb4a6d28f1e4d8fh5107902¢c1
3) f570d5b17671e6f3e56eaeb6ad87be3abbbfac46c677e478618afd9f59bnf35963

£XEl WG €ENG -

Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x64.exe — Kupio

EkTeAéoipo

H pon Twv digpyaciwy ota deiyuarta ue hash sha256 :
1) b26749b17ca691328ba67ee49d4d9997¢c101966c607ab578afad204459b7hf8f

EXEl WG €ENG -
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Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe — Kupio
EkTeAéoipo

H pon Twv digpyaciwy ota deiyuarta pe hash sha256 :

1) 2d2d2e39ccaelff764e6618b5d7636d41ac6e752ce56d69a9acbb9cbh1c8183d0
2) 2c44444d207a78da7477aelaf195d4265134e895bebb476f7b2c003f1467a033
3) T7fel686f4afb9907f880a5e77bf30bc00fae71980f57¢ca70b60b7b1716456a2f

4) 6143d920ebdd5e9b1db7425916417c0896139f425493a8fcd63d62dac80779f1

EXEl WG €EAG :
Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe —
rundll32.exe — rundll32.exe — Kuipio EkTeAéoipo

H pon Twv digpyaciwv oTo deiyua pe hash sha256 :
1) 226a723ffb4a91d9950a8b266167c5b354ab0db1dc225578494917fe53867¢ef2

EXEl WG €EAG :
Smss — Winlogon — Userinit — explorer.exe — python— python — inject-x86.exe — Kupio
EkteAéoipo — PowerShell.exe

H pon Twv digpyaciwv oTo deiyua pe hash sha256 :
1) 17ea24ce8866da7ef4a842chbal6961eafba89d526d3efe5d783bb7a30c5d1565

EXEl WG €EAG :
Smss — Winlogon — Userinit — explorer.exe — python — python — jusched.exe

H pon Twv digpyaciwv oT1o deiyua pe hash sha256 :
1) 30050b3673c720729cd6a61803059b16dd3aa526683e7342aae0261e4c78fa83

EXEl WG €ENG :
Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe —
msiexec.exe

ZeKIvwvTag ato 1o deiypa 0aa8099c5a65062badbaec8274e1a0650ff36e757a91312e17
55fded50a79d47 maparnpeital 6T yivetal xprion Tng evioAng vssadmin.exe delete shadows /all
/Quiet" yia Tnv dlaypa@n Twv avTiypawv ac@aAciag. ZTa OeiyuoTa PE MUTTAE XPWHOTIONO
Tapatrdvw eugavideTal pia ouvexng xprion tou LOLBAS rundll32.exe kaBwg ekTteAei To DLL
apxeio 1Tou Onuioupyndnke aTrd TO KUPIO EKTEAECIUO yiO HIO TTIO KPu®ry A€iToupyia Twv
MNXaviouwy Tou. 210 deiypa 226a723ffb4a91d9950a8b266167c5b354ab0db1dc225578494917f
e53867ef2 xpnoiyotroicital 1o KUpIo ekTEAETIUO KaBwG kal To powershell.exe v1.0 6tmou Kai
BAETTOUPE TTOAAEG AETITOUEPEIEG OXETIKA WE TNV XPrON TOUg, TTOAAG KaAéopaTta ag API kaBuwg Kai
TO0 pAvupa TANPwNAG AUTpwv. EmmTpdoBeta onuavTikG eivar OTI evioTTiCel TNV YAWOOO TTou
XPNOIYOTIOIEl TO OUCTNUA YIO TNV AviXVEUON @IAIKNG XWPAG Kal OTTOQUYAG EKTEAEONG Tou
ransomware.

9.2 Mnyaviodoi AsiToupyiag

MapakdTw TrapartiOevral o pynyaviopoi Asitoupyiag TTou evrotrioTnkav pe Bdon Ta
signatures Tou Cuckoo Sandbox ota dciypara tou MountLocker.

1) Allocates read-write-execute memory (usually to unpack itself)
2) Queries for the computername

3) Communicates with host for which no DNS query was performed
4) Performs some HTTP requests

Auvapikry Avaluon KakéBouAou AoyiopikoU kail xprion Twv LOLBAS/LOLBINs 72



Metatrtuxiokf AiatpifA Zwng Kapakatodvng

5) Checks for the Locally Unique Identifier on the system for a suspicious privilege

6) Uses Windows APIs to generate a cryptographic key

7) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

8) Found URLSs related to Tor in process memory dump (e.g. onion services, Tor2Web, and
Ransomware)

9) Creates a suspicious process

10) Terminates another process

11) This executable has a PDB path

12) Creates executable files on the filesystem

13) Uses suspicious command line tools or Windows utilities

14) Collects information to fingerprint the system (MachineGuid, DigitalProductld,
SystemBiosDate)

15) Writes a potential ransom message to disk

9.3 NMnyaviopoi AsiTtoupyiag yia Tnv Amo@uyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques 1rou gvtoTriotnkav ota dciypata pe Bdaon Ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) The executable contains unknown PE section names indicative of a packer (could be a
false positive)

3) Checks amount of memory in system, this can be used to detect virtual machines that
have a low amount of memory available

4) Queries the disk size which could be used to detect virtual machine with small fixed size
or dynamic allocation

5) The file contains an unknown PE resource name possibly indicative of a packer

6) Changes read-write memory protection to read-execute (probably to avoid detection
when setting all RWX flags at the same time)

7) One or more thread handles in other processes

8) One or more processes crashed

9) Potentially malicious URLs were found in the process memory dump

10) Detects VMWare through the in instruction feature

11) Resumed a suspended thread in a remote process potentially indicative of process
injection

12) A process created a hidden window

13) Stopped Application Layer Gateway service

14) Kernel module without a name

15) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

16) Malfind detects one or more injected processes

17) Stopped Firewall service

18) Checks if process is being debugged by a debugger

19) Looks for the Windows Idle Time to determine the uptime

9.4 Kpumntoypdpnon

H diadikacia Tng Kputrtoypdenong ato Mountlocker rpoatraitei opiopéveg dIadIKaaieg
TpIv TO Eekivnud TnG. OTTWG Kal oTa TTEPIooOTEPA Ransomware apxIKa TTPETTEl va OAOKANPwOEi N
avixveuan TTANPOPOPIWY TOU GUCTHAKATOG Kal Tou BIKTUOoU. MapakdTw @aivetal éva uéPog atrd To
medio strings Tou deiypatog 00ed4c347cd62526226363a0aceb851b2ef7e3a4da78433a28f2cd6
cbd5f1b99 1Tou BAETTOUNE TI TTANPOYOPIEG evToTTiCOVTAI KaI TI SIEPYOTIEG OTAPATAVE.
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" JNOLOCK=
* JTARGET=

Eikéva 90: System Info and Process Kill

MNa TNV Kputrtoypd@non Twv apxeiwv kail Twv KAEIdIwv 1o MountLocker xpnoiuoTtrolei
UBPIBIKN KpUTTTOypa®ia pe TNV aglotroinon tou RSA-2048 kai ChaCha20 [27]. Téhog BAéTTouue

ta g
ivuuidhdefbhmi

d.onic

usual br

Dperation

L reply

get in touch with us within

Eikova 89: MountLocker Ransom Message
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10 BlackMatter

10.1 Living Off the Land Binaries, Scripts and Libraries

21IG avaAuoelg Tou BlackMatter pe hash sha256 :

1) 2aad85dbd4c79bd21c6218892552d5¢c9fh216293a251559ba59d45d56a01437¢
2) 2e50eh85f6e271001e69c5733af95¢c34728893145766066c5ff8708dcc0e43b2
3) 5da8d2elb36be0d661d276ea6523760dbe3fadf3fdb7e32b144812ce50c483fa
4) 6d4712df42ad0982041ef0e2e109ab5718b43830f2966bd9207a7fac3af883db
5) 7f6dd0ca03f04b64024e86a72a6d7cfabbabccc2173b85896fc4b431990a5984
6) 8eada5114fbbc73b7d648h38623fc206367c94c0e76ch3b395a33ea8859d2952
7) 9baeB897c19f237c22b6bdc024df27455e739be24bed07ef0d409f2df87eeda58
8) 22d7d67c3afl0bla37f277ebabe2dleb4fd25afbd6437d4377400e148bcc08d6
9) 520bd9ed608c668810971dbd51184c6a29819674280b018dc4027bc38fc42e57
10) 730f2d6243055c786d737bae0665267b962c64f57132e9ab401d6e7625c3d0ad
11) b824bbc645f15e213b4cb2628f7d383e9e37282059b03f6fe60f7c84ealfedlf
12) c6e2ef30a86baa670590bd21acf5091822117e0cbe6060060bc5fe0182dace99
13) daed41395ba663bef2c52e3d1723ac46253a9008b582bbh8d9da9ch0044991720
14) e4fd947a781611c85ea2e5afa51b186de7f351026¢c28eb067ad70028acd72cda

XpnoiyotroioUvTal Ta TTApAKAdTw LOLBAS :

LOLBAS
Explorer.exe | Dllhostexe | Shell32.dll | Setupapi.dil | Shdocvw.dIL

2TIG avaAuoelg ye hash sha256 :

1) 4e74b6733558644ee27e4c568bec821c8e2cec95¢86f524999edbbbbe932a43e
2) 70344ece62a828c46ff315b3328125d8ab5f6902bbeaa24224fee97142ee6ad9

XpnolyoTrolouvTal Ta TTapakAaTw LOLBAS 6TT0U UE PTTAE XPWHOTIONO TA VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL
RundlI32.exe

2116 avaAuoeig pe hash sha256 :

1) a56b41a6023f828cccaaefd70874571d169fdb8f683a75edd430fbd31a2c3f6e
2) d61af007f6c792b8fb6c677143b7d0e2533394€28¢c50737588e40dad75c040ee
3) ¢690148b6baec765c65fe91eadf282d6a411ae90c08d74d600515b3e075e21b2

XpnolyoTrolouvTal Ta TTapakAaTw LOLBAS 61ToU YE PUTTAE XPWHOTIONO Ta VEQ :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL
Zipfldr.dll

2116 avaAuoelg ye hash sha256 :
1) 3609272795c8f8bhal275959d1457b03f6143efaaf8cd037547cd561e68763237

XpnoiyotroioUvTal Ta TTapakaTw LOLBAS OTTOU e PUTTAE XPWHATIONO TA VEQ :
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LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL
Zipfldr.dll Cmd.exe

AsiToupyikétnTa Kai PoRj Aigpyaociwv
H pon Twv digpyaciwy ota deiyparta pe hash sha256 :

1) 2aad85dbd4c79bd21c6218892552d5¢c9fb216293a251559ba59d45d56a01437¢
2) 4e74b6733558644ee27e4c568bec821c8e2cec95c86f524999edbbbbe932a43e
3) 8eada5114fbbc73b7d648b38623fc206367c94c0e76cb3b395a33ea8859d2952
4) 730f2d6243055c786d737bae0665267b962c64f57132e9ab401d6e7625¢c3d0ad
5) 70344ece62a828c46ff315b3328125d8ab5f6902bbeaa24224fee97142ee6ad9
6) daed41395ba663bef2c52e3d1723ac46253a9008b582bb8d9da9ch0044991720
7) 3609272795c8f8bal275959d1457b03f6143efaaf8cd037547cd561e68763237
8) ¢690148b6baec765c65fe91ea9f282d6a411ae90c08d74d600515b3e075e21b2

EXEl WG €EAG -
Smss — Winlogon — Userinit — explorer.exe — python — python

H pon Twv digpyaciwv ota deiyuara pe hash sha256 :

1) 2e50eb85f6e271001e69c5733af95¢c34728893145766066c5ff8708dcc0e43b2
2) 5da8d2e1b36be0d661d276ea6523760dbe3fadf3fdb7e32b144812ce50c483fa
3) 6d4712df42ad0982041ef0e2e109ab5718b43830f2966bd9207a7fac3af883db
4) 7f6dd0ca03f04b64024e86a72a6d7cfabbabccc2173b85896fc4b431990a5984
5) 9bae897c¢19f237c22b6bdc024df27455e739be24bed07ef0d409f2df87eeda58
6) 22d7d67c3aflObla37f277ebabe2dleb4fd25afbd6437d4377400e148bcc08d6
7) 520bd9ed608c668810971dbd51184c6a29819674280b018dc4027bc38fc42e57
8) b824bbc645f15e213b4ch2628f7d383e9e37282059b03f6fe60f7c84ealfedlf
9) c6e2ef30a86baa670590bd21acf5bh91822117e0che6060060bc5fe0182dace99
10) e4fd947a781611c85ea2e5afa51b186de7f351026c28eb067ad70028acd72cda
11) a56b41a6023f828cccaaefd70874571d169fdb8f683a75edd430fbd31a2c3f6e
12) d61af007f6c792b8fb6c677143b7d0e2533394€28c50737588e40dad75c040ee

£XEl WG €ENG :

Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe — Kupio
ExkteAéoiuo

Evdiagépov anpeia TrTapoucidfovtal oto deiypa 5da8d2e1b36be0d661d276ea6523760d
be3fadf3fdb7e32b144812ce50c483fa 61Tou BAETTOUME TNV ATTOKTNON TTOAAATTAWY SIKAIWPATWYV
oTo auoTnua amd To BlackMatter. Apyikd yiveral privilege escalation yéow Tng TTaparoinong Tou
dIkaiwparog dnuioupyiag token SeCreateTokenPrivilege amd Tnv diepyacia Isass.exe. H
TTapaTroinon @aiveral atrd Ta attributes mou ugioTavral pévo 1o Present kai 1o Enabled kai 61 1o
Default.

-~

"description”: "Create a token object”,

e

612,
SeCreateTokenPrivilege",
"attributes": "Present,Enabled”

Eixova 91: SeTokenPriviledge

ATT6 TO TTEdio Privs data BAETTOUNE TO KUPIO EKTEAETIUO va ATTOKTA TTPOVOUIA OTTWG :

e Increase quotas
e Manage auditing and security log
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Take ownership of files/objects
Load and unload device drivers
Profile system performance
Profile a single process
Increase scheduling priority
Backup files and directories
Restore files and directories
Shut down the system

Debug programs

Manage the files on a volume
Allocate more memory for user applications

ZnuavTikG €triong eival 011 To ransomware oTtapardel Tnv digpyacia Internet Connection
Sharing woTe va unv yivel duvaTi n avaktnon apxeiwv amd karmolo backup. E@apuolovral
TEXVIKEG yIa persistence, lateral movement kal avdkTnoNg KwdIKWY Twv XpnoTwyv. Emmpdobeta
yiveTal evtoTTiouog TTANPOQOPIWY TOU GUCTAHOTOG Kal dedoNEVWY web Tou XprioTn Kabwg atnv
ouvéxela Ta oTéAvel aTov €mTIBEPevo Péow http i https. TéAog yivetal n kputrToypdenon Kai
diaypaer Twv backups.

MoAAég TTANpogopieg oTo diadikTuo dcixvouv TTwg To BlackMatter Ransomware €ival n
ouvéxela Twv Revil kar DarkSide kaBwg 1oxupideTal 0TI XpNOIPOTTOIEI TA KAAUTEPA XOPAKTNPIOTIKA
Kal Twv dU0 Ransomware. A6 Tnv avdAuaor] pag @aivetal Twg 1o BlackMatter xpnoiuoTtrolei TToAU
KOAN TexvoAoyia yia Tnv atmro@uyr avadAuong ammod €IKOVIKEG UNXavEG KabBwg Oev ekdNAWvVETaI
TANPWG. EmmpdoBera £xel TNV IKAvOTNTa Ta TTPoofdAel ouoTtripata Windows aAAd Kai Linux
OaQWg HE dIaPOPETIKO deiyua.

10.2 Mnxaviopoi AsiToupyiag

MapakdTtw TrapaTtiOevral oI Pnxaviouoi AsiToupyiag TTou evroTTioTnkav pe BAaon Ta
signatures Tou Cuckoo Sandbox ota deiypata Tou Ryuk.

1) Allocates read-write-execute memory (usually to unpack itself)

2) Queries for the computername

3) Communicates with host for which no DNS query was performed

4) Performs some HTTP requests

5) HTTP traffic contains suspicious features which may be indicative of malware related
traffic

6) Sends data using the HTTP POST Method

7) Creates a shortcut to an executable file

8) Checks adapter addresses which can be used to detect virtual network interfaces

9) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

10) Connects to an IP address that is no longer responding to requests (legitimate services
will remain up-and-running usually)

11) Collects information to fingerprint the system (MachineGuid, DigitalProductid,
SystemBiosDate)

10.3 Mnxaviopoi Asitoupyiag yia Tnv Ammouyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques 1rou gvTtoTriotnkav ota dciypata pe Bdaon Ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer
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2) The executable contains unknown PE section hames indicative of a packer (could be a
false positive)

3) Queries the disk size which could be used to detect virtual machine with small fixed size
or dynamic allocation

4) One or more thread handles in other processes

5) One or more processes crashed

6) Potentially malicious URLs were found in the process memory dump

7) One or more potentially interesting buffers were extracted, these generally contain
injected code, configuration data, etc.

8) Stopped Application Layer Gateway service

9) Kernel module without a name

10) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

11) Malfind detects one or more injected processes

12) Stopped Firewall service

10.4 Kpunttoypapnon

To BlackMatter 61Twg kal Ta uttoAoITa Ransomware ekTeAei TTpwTa TIG SIABIKATIES TNG
avixveuong TTAnpo@opiwv. Na TNV KpUTITOypdaPnon Twv apxeiwv 1o BlackMatter xpnaiyotrolei Tov
aAyopiBuo Salsa20. EmrirpoéaBeta yivetal xprion Tou RSA-1024 yia TNV TTPoaTacia TwV KAEIOIWY
Tou Salsa20 dcixvovrag Tnv e€@apuoyr] TnG uBpIdiKAG Kputrtoypagiag [28]. To BlackMatter
XPNOILOTIOIET JEPIKH KPUTTTOYPA®NGON, ONAAdK dev KPUTTTOYPAPEi £€va apXeio OAOKANPO aAAd Eva
MEPOG auToU yia va cuvTopéwel Tnv dladikaoia TnG eTTiBeong. TEAog BAETTOUME KAl TO PAvVUPA
TTANPWHMNAG AUTPWV.

- Matter -
o = !

>>> What happens?
Your network is encrypted, and currently not operational.
We need only money, after payment we will give you a decryptor for the entire network and you will restore all the data.

>>> What data stolen?
From your network was stolen 250 GB of data.
If you do not contact us we will publish all your data in our blog and will send it to the biggest mass media.
Blog post link: http://blackmax7suémbwtcyo3xwtpfxpm356jjqrs34y4crcytpw7mifuedyd.onion/YdWh7oMKjT/13f1a8efc53e2fa712813f4c39147a79

>>> What guarantees?
We are not a politically motivated group and we do not need anything other than your money.
If you pay, we will provide you the programs for decryption and we will delete your data.
If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not comply with our goals.
We always keep our promises.

>> How to contact with us?
1. Download and install TOR Browser (https://www.torproject.org/).
2. Open http://supp24yy6a66hwszu2piygicgwzdtbwftb76htfj7vnip3getgqnzxid.onion/SAZHJFLKIJNPOJ4F505T

>> Warning! Recovery recommendations.
We strongly recommend you to do not MODIFY or REPAIR your files, that will damage them.

Eikova 92: BlackMatter Ransom Message
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11 Egregor

11.1 Living Off the Land Binaries, Scripts and Libraries

21 avaAuoelg pye hash sha256 :

1) 3aad14d200887119f316be71d7laecl1735dd3698a4fcaa50902fce71bdccb07
2) 3ae02fc1fdb653997eeb9303305f1ec35dbb87eb603b573bd94895f35542f1a8
3) 3b13b6fld7cdl4dc4a097al2e2e505c0a4cff495262261e2bfc991df238b9b04
4) 3e5a6834cf6192a987ca9b0b4c8ch9202660e399ebe387af8c7407b12ae2da63
5) 004a2dc3ec7b98fa7fe6ae9c23a8b051ec30bcfcd2bc387¢440c07ff5180fe9a
6) 6a441734b34cdee31a01164140b0c88966fbb4358dch63al4ae6824f09e9476f
7) 6ad7b3e0873c9ff122¢c32006fdc3675706a03c4778287085a020d839h74cd780
8) 14da004cc96b910fb75abb86df09e318d92f4fb8dda39c8bd6a8e0601b6605d8
9) 14e547bebaa738b8605ba4182c4379317d121e268f846c0ed3dal71375e65fe4
10) 30c18908c6f9b545dafa30edfc24f5fbd808ed69343f701c1f8d6501fe83chdf

11) 9017c070ad6ac9ac52e361286b3ff24a315f721f488b53b7aaf6ac35ded 7744
12) 765327e1dc0888c69c¢92203d90037c5154db9787f54d3fc8f1097830be8c76ab
13) 6713403015feb8959093f5d007bchdbb3be9eec96dd62f517786b67506067251
14) 932778732711cd18d5c4aabc507a65180bfld4bd2b7d2d4e5506be4b8193596e
15) a9d483c0f021b72a94324562068d8164f8cce0aa8f779faea304669390775436
16) a5989c480ec6506247325652a1f3ch415934675de3877270ae0f65edd9b14d13
17) af538ab1b8bdfbf5b7f1548d72c0d042eb14d0011d796cab266f0671720abb4d
18) clc4e677b36a2ee6ae858546e727e73cc38c95¢9024¢724f939178b3c03de906
19) c3c50adcc0a5cd2b39677f17fh5f2efcab2ccded7ccd2cdbbf38815d426be9el
20) ee06c557flacd5c4948b1df0413e49f3885f8ac96185a9d9860b91a1231444541

XpnoliyoTrolouvTtal Ta TTapakaTw LOLBAS :

LOLBAS
Explorer.exe Dllhost.exe Shell32.dll Setupapi.dil Shdocvw.dIL
Rundll32.exe

AgitoupyikétnTa Kai PoRj Aigpyaociwv

H pon Twv digpyaciwv ota deiyuata pe hash sha256 :

1) 3b13b6fld7cdl4dc4a097al2e2e505c0a4cff495262261e2bfc991df238b9b04
2) 3e5a6834cf6192a987ca9b0b4c8ch9202660e399ebe387af8c7407b12ae2da63
3) 004a2dc3ec7h98fa7fe6ae9c23a8b051ec30bcfcd2bc387c440c07ff5180fe9a

4) 6a441734b34cdee31a01164140b0c88966fbb4358dch63al4ae6824f09e9476f
5) 30c18908c6f9h545dafa30edfc24f5fhd808ed69343f701c1f8d6501fe83chdf

6) 9017c070ad6ac9ac52e361286b3ff24a315f721f488b53b7aaf6ac35de477f44
7) 765327e1dc0888c69c92203d90037¢5154db9787f54d3fc8f1097830be8c76ab
8) a9d483c0f021b72a94324562068d8164f8cce0aa8f779faea304669390775436
9) c3c50adcc0a5cd2b39677f17fb5f2efca52ccded7ccd2cdbbf38815d426be9el
10) ee06c557flacd5c4948b1df0413e49f3885f8ac96185a9d986b91a1231444541

£XEl WG €ENG :
Smss — Winlogon — Userinit — explorer.exe — python — python

H pon Twv digpyaciwy ota deiypata pe hash sha256 :
1) 6713403015feb8959093f5d007bchdbb3be9eec96dd62f517786b67506067251
EXEl WG €EAG :
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Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe

H pon Twv digpyaciwy ota deiyparta pe hash sha256 :

1) 3aad14d200887119f316be71d71laecl1735dd3698a4fcaa50902fce71bdccb07
2) 6ad7b3e0873c9ff122¢32006fdc3675706a03c4778287085a020d839b74cd780
3) 14da004cc96h910fb75abb86df09e318d92f4fb8dda39c8bd6a8e0601b6605d8
4) 14e547bebaa738b8605ba4182c4379317d121e268f846c0ed3dal71375e65fe4
5) 932778732711cd18d5c4aabc507a65180bfld4bd2b7d2d4e5506be4b8193596e
6) a5989c480ec6506247325652a1f3ch415934675de3877270ae0f65edd9b14d13
7) clcdeb677b36a2ee6ae858546e727e73cc38c95c9024c724f939178b3c03de906

EXEl WG €EAG :
Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe —
rundll32.exe

H pon Twv digpyaciwv ota deiyuata pe hash sha256 :
1) 3ae02fclfdb653997eeb9303305f1ec35dbb87eb603b573bd94895f35542f1a8

EXEl WG €EAG :
Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe —
rundll32.exe — rundll32.exe

H pon Twv digpyaciwv ota deiyuara pe hash sha256 :
1) af538ablb8bdfbf5b7f1548d72c0d042eb14d0011d796cab266f0671720abb4d

EXEl WG EEAG :

Smss — Winlogon — Userinit — explorer.exe — python — python — inject-x86.exe —
rundll32.exe — rundli32.exe — rundll32.exe — rundll32.exe — rundll32.exe — rundll32.exe —
rundll32.exe

To Egregor deixvel TTOAU 10XUpoUg Pnxaviopoug yia Tnv atroguyn avaAuong [29] atré 1o
Cuckoo Sandbox pag aAAd kal amé dAAeg online AUoelg. AuTo yivetal @avepd atrd Tov AlyooTd
apiBud signatures Tou Cuckoo 1mou Trapoudiddoups TTapakdaTw. Aokigalovtag pepikEG online
AUoeig Ogv evioTmICav oUTe OTI gival KAKOBOUAG Ta apyeia, TTPAyUa TToU onuaivel Ot dev EXOuV
EVNUEPWOEI TOUG UNXAVIOUOUG avAAUCNG TWV CUCTNHATWY TOUG KABWG O atTeIAEG auTéG gival idn
YVWOTEG.

ATTO BewpnTIKEG TTNYEG avakaAUWape OTI XpnolyoTrolsital To epyaAgio Cobalt Strike yia 1o
TOV OTTOMOKPUOMEVO €AEYXO Kal OTNV ocuvéxela kaTtefaivel apxeio bat yéow tou WMIC amd T10
010dikTUO TTOU TTEPIEXEI TNV KUpIa Asitoupyia Tou Egregor.’Epgacn divetal oto epapudlovTal
TTpoXWpPNUEVES TEXVIKEG obfuscation, data exfiltration kai lateral movement. Atré TI¢ TTapATTAVW
avaAloeig oTnv poR Twv dlepyaciwy PAETToupe OTI yiveTal ekTeTapévn xprion Tou rundli32.exe
LOLBAS 10U @avepwvel OTI TPEXEl TIG AeiToupyieg Tou Egregor péow DLL apyeiou yia va pnv
TPABREEI TNV TTPOCOXA MNXAVIOUWY aO@QAAEiag OTTOU TO TTETUXAIVEI E PEYAAN ETTITUXIA.

>1a arroteAéopara Tou Json apyeiou Tou deiypatog af538ablb8bdfbf5b7f1548d72c0d04
2ebh14d0011d796cab266f0671720abb4d evrotricape TTwg yiveral O1aKOTA o€ 425 uTrnpEagieg Tou
OUOTAMATOG OTTOU OPKETEG Eival pavePO TTWG OXETICOVTAI JE TNV ACQAAEIQ TOU CUCTAUATOS OTTWG
n diakoTTA Asitoupyiag Tou Firewall kai Tou Application Layer Gateway. Q01600 evToTTicaue Tnv
OIOKOTTA UTTNPECIWYV TToU OXeTICovTal ue To RDP 1TpwTAKoAAO TTOU gival cuvnBIoUEVOG OTOXOG TWV
Ransomware. 2tnv TTApakdTw €IKOVA QAiveTal N dIAKOTH TwV UTTNPECIWV RdpVideoMiniport kai
RDPDR.
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": "Remote De op Video Miniport Driver",

Miniport”,
KERNEL_DRIVER",

ce Redirector Driver",

Eikova 93: RDP Services Stopped

11.2 Mnxaviopoi AsiToupyiag

MapakdTw TTapaTtiOevTal oI Pnxaviouoi AsiIToupyiag TTou evroTrioTnkav pe BAon Ta
signatures Tou Cuckoo Sandbox ota deiypata Tou Ryuk.

1) Allocates read-write-execute memory (usually to unpack itself)

2) Queries for the computername

3) This executable has a PDB path

4) Communicates with host for which no DNS query was performed

5) Performs some HTTP requests

6) File has been identified by 55 AntiVirus engines on VirusTotal as malicious

7) Connects to an IP address that is no longer responding to requests (legitimate services
will remain up-and-running usually)

11.3 Mnxaviopoi Asitoupyiag yia Tnv Amoguyn Avixveuong ( Evasion
Techniques)

Ta Evasion Techniques 1rou gvtoTtriotnkav ota dsiypata pe Bdon Ta signatures tou Cuckoo
Sandbox.

1) The binary likely contains encrypted or compressed data indicative of a packer

2) The executable contains unknown PE section hames indicative of a packer (could be a
false positive)

3) The executable uses a known packer

4) Queries the disk size which could be used to detect virtual machine with small fixed size
or dynamic allocation

5) One or more thread handles in other processes

6) Resumed a suspended thread in a remote process potentially indicative of process
injection

7) Stopped Application Layer Gateway service

8) Kernel module without a name

9) PEB modified to hide loaded modules. DIl very likely not loaded by LoadLibrary

10) Malfind detects one or more injected processes

11) Stopped Firewall service
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11.4 Kpumnttoypdapnon

Mpiv TNV €KKivNON TWV INXAVIOPWY KPUTTTOYPAPNOoNG Tou Egregor Ba TTpéTrel TTpwTta va
oAokANpwBEi N avixveuan TTANPOPOPIWYV KABWG Kal 0 TEPUATIOUOG OpIoHEVWY dlepyaaiwy. [MNa Tnv
KPUTITOYPA®NoN TwV apxeiwv xpnoipotroieital o aAyopiBuog ChaCha20. EmimrpdécBeta yiveral
xpion tou RSA-2048 yia Tnv TpocoTtacia Twv KAedIiwv Tou ChaCha20 [30]. EmmrmrpdoBera
avagépeTal atrd TTOANATTAEG TTNYEG OTI TO Egregor xpnaoiuoTrolei Texvikég Obfuscation TrTapduoleg
pe Ta Ransomware Sekhmet kal Maze. TéAog BAETTOUME Kal TO PAVUPA TTANPWHNG AUTpwy atrd
10 &¢iypa c3c50adcc0a5cd2b39677f17fb5f2efcab2cc4ed7ccd2cdbbf38815d426be9el .

Your network was ATTACKED, your computers and servers were LOCKED,
Your private data was DOWNLOADED.

In order to avoid this issue, e -0
you are to COME IN TOUCH WITH US no later than within 3 DAYS and conclude the data recovery and breach fixing AGREEMENT.

That is not the threat, but the algorithm of cur actions. _
If you have hundreds of millions UNWANTED dollars, there is nothing to FEAR for you.
That is the EXACT AMOUNT of money you will spend for recovery and payouts because PUBL ICATION.

Then you need to CONTACT US, there is few ways to DO that.
I. Recommended (the most secure method)

2) Download a special TOR browser: https://www. torproject.org/

b) Install the TOR browser

c) Open our website with LIVE CHAT in the TOR browser: http://egregor4uSipdzhv.onion/55DA7C733EADG30
d) Follow the instructions on this page.

II. If the first method is not suitable for you

a) Open our website with LIVE CHAT: https://egregor.top/S5DA7C733EAD630
b) Follow the instructions on this page.

Our LIVE SUPPORT is ready to ASSIST YOU on this website.

You WILL GET full DECRYPTION of your machines in the network, FULL FILE LISTING of downloaded data,
confirmation of downloaded data DELETION from our servers, RECOMMENDATIONS for securing your network perimeter.

And the FULL CONFIDENTIALITY ABOUT INCIDENT.

Do not redact this special technical block, we need this to authorize you.

---EGREGOR - -~

1K/ 2P6gIAGOWGS 73 TBEK 109 dpyyF gNST rHrmih /6 3ug3e008 yBRWLRNRZOWMO TXInBArhViB4+4510QY1yZIBv3 7AZKDDp gE faH 2u T1W181aDBF /suQ/mTms
QQryDENVAG] joaefbubbbhe 3vw1'c1g1’ 32E5 03K TINOJLUZC /CoNT 3T Apmy 7y 3FEQ30ISDEEE Y6L 7h JncIy7%Le 31pwi qU I3vEF iBKwHRmz dEmbof Iohé thu 5
W6U XCY0BB y V5T gNCi T+UJZDU 7ItUSTEW+STaBybDub IEGVS 7rt JiDyS+2Y1V3iL /54 7VEQOKIHDwW2L gXaL 1VRIP VG 7SCZXYB1 leNtbtf6BqYyt dpOMDE4Skmz
---EGREGOR -~ -

Eikova 94: Egregor Ransom Message
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12 ZTaTIOTIKA ZTOoIXEia AVaAUOEWV

Mapatrdvw ot kABe evdTNTa TOUu ekdaoToTE Ransomware, deixvoupe Ta Signatures [16]
TTOU EVTOTTIOTNKAV OTA €iKOa1 OgiyJaTd TOU OUVOAIKA WOTE va KATaAdBoupe Ol TNV ouxvotnTa
EMQAvIONG Tou KABe Signature aAAG TO TI PTTOPEl TO OUYKEKPIPEVO Ransomware va Kavel. Agv
AVAPEPOUE TTOOEG POPEG EUPAVIOTNKE TO KABE Signature atrd Ta €ikool deiypaTa Tou Kabevog,
KaBwg ol pnxaviopoi anti-analysis €ival d1a@OpeTIKOi o€ KABE deiyua Kal YEPIKOI UTTOPET va unv
£xouv akoua avakaAueBei amd to Cuckoo. Me 1oxupoUg unxaviououg anti-analysis Ta deiyuara
€KTEAOUVTAI JEPIKWG KAI KPUBOUV OPICHEVEG AEITOUPYIEG TOUG.

21NV TTapouca evoTnTa PBAETTOUNE TA OTATIOTIKA OTOIXEIQ OXETIKA YE TNV AEITOUPYIKOTNTA
Twv Ransomware aAAd kai TIG TEXVIKEG ATTOQUYAG avAAuong. 2Toug TTAPaKATw OUO TTIVOKEG
avagépoupe TTola Cuckoo Signatures evroTtricaue kal g€ TTé0Q a1rd Ta OéKa Ransomware TTou
avaAloape evrotrioTnkav. Autd TO KAVOUMPE yia va OOUMPE TIOIEG TEXVIKEG XPNOIKMOTTOIOUV
TTEPICOOTEPO T Ransomware wWoTE VA ITTOPOUE VA TO avayVwPICOUE EUKOAQ KAl VO EEPOUE E
TI £XOUME VO KAVOUPE. Z€ £vav Opyaviouo TTou €xel TTapaBIacTeEi av EVIOTTIOOUME QPKETEG ATTO TIG
CUNTTEPIPOPEG TWV TTIVAKWY TTAPOAKATW MTTOPOUME va OIaTTIOTWOOUNE OTI XTUTTABNKE atmd
Ransomware kal iowg va TTPoAGBouUUE TNV KPUTITOYPA®nNon Twv apxEiwv av yivouv €yKaipa
OUYKEKPIPEVEG evépyeleg. ETITTPOCOETa opiopéveg AEITOupyieg TIG EVTOTTIOOUE POVO OE PEPIKA
Ransomware A kal o€ uévo €va. AUTO onuaivel 0TI JE TNV EPPAVION TNG CUYKEKPIPEVNG AgIToUpYiag
aképa Kal av dev xpnoigotroloupe 1o Cuckoo Sandbox Ba ptmopoUue va avayvwpiooupe Tov
akpIr} TUTTO Tou Ransomware. AKOua aTtd TIG TEXVIKEG aTTOQUYNAGS Ba ptTopoUpe va doUE TTIo
AEITOUPYIKO EIKOVIKWY PINXAVANATWY avixveleTal eUKOASTEPa atrd Ta Ransomware [31].

No Cuckoo Signatures MocooTé
Ransomware Operations Eupaviong

1 Allocates read-write-execute memory (usually to unpack itself) 10/10

2. Communicates with host for which no DNS query was performed 10/10

3. Performs some HTTP requests 10/10

4 File has been identified by 55 AntiVirus engines on VirusTotal as 10/10
malicious

5. Queries for the computername 7/10

6. Collects information to fingerprint the system (MachineGuid, 5/10

DigitalProductld, SystemBiosDate)
7. This executable has a PDB path 5/10
8. Connects to an IP address that is no longer responding to requests 5/10
(legitimate services will remain up-and-running usually)

9. Writes a potential ransom message to disk 5/10

10. Checks for the Locally Unique Identifier on the system for a suspicious 4/10
privilege

11. Creates executable files on the filesystem 4/10

12. Installs itself for autorun at Windows startup 3/10

13. Expresses interest in specific running processes 3/10

14. Found URLs related to Tor in process memory dump (e.g. onion services, 3/10

Tor2Web, and Ransomware)

15. Command line console output was observed 2/10

16. Creates (office) documents on the filesystem 2/10

17.  Appends a known multi-family ransomware file extension to files that have 2/10

been encrypted

18. Queries for the computer name 2/10

19. Checks adapter addresses which can be used to detect virtual network 2/10
interfaces
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20.
21.

22.
23.
24,
25.
26.
27.
28.
29.
30.

31.

32.
33.
34.
35.
36.
37.
38.

39.
40.
41.

Sends data using the HTTP POST Method

HTTP traffic contains suspicious features which may be indicative of
malware related traffic
Creates a shortcut to an executable file

Attempts to stop active services
The executable is compressed using UPX
Terminates another process
Foreign language identified in PE resource
Drops an executable to the user AppData folder
Resolves a suspicious Top Level Domain (TLD)
Reads the systems User Agent and subsequently performs requests

Connects to IP addresses that are no longer responding to requests
(legitimate services will remain up-and-running usually)
Found URLs in memory pointing to an IP address rather than a domain
(potentially indicative of Command & Control traffic)
Tries to locate where the browsers are installed

Steals private information from local Internet browsers
Executes one or more WMI queries
Creates a service
Creates known Napolar files, registry keys and/or mutexes
Generates some ICMP traffic
Repeatedly searches for a not-found process, you may want to run a web

browser during analysis
Uses Windows APIs to generate a cryptographic key

Creates a suspicious process
Uses suspicious command line tools or Windows utilities

Zwng Kapakatodvng

2/10
2/10

2/10
2/10
2/10
2/10
1/10
1/10
1/10
1/10
1/10

1/10

1/10
1/10
1/10
1/10
1/10
1/10
1/10

1/10
1/10
1/10

No Cuckoo Signatures MogooTé
Ransomware Evasion Techniques Eupaviong

1.

2
3.
4.
5

@

7.
8.

9.

10.
11.

12.

The binary likely contains encrypted or compressed data indicative of a
packer
One or more thread handles in other processes

Stopped Application Layer Gateway service
Kernel module without a name

PEB modified to hide loaded modules. DIl very likely not loaded by
LoadLibrary
Malfind detects one or more injected processes
Stopped Firewall service
The executable contains unknown PE section names indicative of a
packer (could be a false positive)
One or more processes crashed

Checks if process is being debugged by a debugger

Resumed a suspended thread in a remote process potentially indicative of

process injection
Potentially malicious URLs were found in the process memory dump
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10/10
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13. | One or more potentially interesting buffers were extracted, these generally 5/10
contain injected code, configuration data, etc
14.  Queries the disk size which could be used to detect virtual machine with 5/10
small fixed size or dynamic allocation
15. | Searches running processes potentially to identify processes for sandbox 4/10
evasion, code injection or memory dumping
16.  The file contains an unknown PE resource name possibly indicative of a 4/10
packer
17. The executable uses a known packer 4/10
18. One or more of the buffers contains an embedded PE file 3/10
19. Attempts to detect Cuckoo Sandbox through the presence of a 3/10
20. Changes read-write memory protection to read-execute (probably to avoid 3/10
detection when setting all RWX flags at the same time)
21. A process attempted to delay the analysis task 2/10
22. Manipulates memory of a non-child process indicative of process injection 2/10
23. A process created a hidden window 2/10
24, Checks amount of memory in system, this can be used to detect virtual 2/10
machines that have a low amount of memory available
25. The executable is likely packed with VMProtect 2/10
26. Enumerates services, possibly for anti-virtualization 2/10
27. Executed a process and injected code into it, probably while unpacking 1/10
28. Creates a thread using NtQueueApcThread in a remote process 1/10
potentially indicative of process injection
29. Used NtSetContextThread to modify a thread in a remote process 1/10
indicative of process injection
30. Drops 64 unknown file mime types indicative of ransomware writing 1/10
encrypted files back to disk
31. | Appends a known Locky ransomware file extension to files that have been 1/10
encrypted
32. Creates a known Locky ransomware decryption instruction / key file 1/10
33. Installs a hook procedure to monitor for mouse events 1/10
34. Allocates execute permission to another process indicative of possible 1/10
code injection
35. Creates a thread using CreateRemoteThread in a non-child process 1/10
indicative of process injection
36. Detects VMWare through the in instruction feature 1/10
37. Looks for the Windows Idle Time to determine the uptime 1/10
38. Creates hidden or system file 1/10
39. | Checks for the presence of known devices from debuggers and forensic 1/10
tools
40. Checks for the presence of known windows from debuggers and forensic 1/10
tools
41. Detects VirtualBox through the presence of a device 1/10
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Cuckoo Signatures
(Ransomwares Operations)

Uses suspicious command line tools or Windows utilities
Creates a suspicious process
Uses Windows APIs to generate a cryptographic key
Repeatedly searches for a not-found process, you may want to run a web browser...
Generates some ICMP traffic
Creates known Napolar files, registry keys and/or mutexes
Creates a service
Executes one or more WMI queries
Steals private information from local Internet browsers
Tries to locate where the browsers are installed
Found URLs in memory pointing to an IP address rather than a domain (potentially...
Connects to IP addresses that are no longer responding to requests (legitimate...
Reads the systems User Agent and subsequently performs requests
Resolves a suspicious Top Level Domain (TLD)
Drops an executable to the user AppData folder
Foreign language identified in PE resource
Terminates another process
The executable is compressed using UPX
Attempts to stop active services
Creates a shortcut to an executable file
HTTP traffic contains suspicious features which may be indicative of malware...
Sends data using the HTTP POST Method
Checks adapter addresses which can be used to detect virtual network interfaces
Queries for the computer name
Appends a known multi-family ransomware file extension to files that have been...
Creates (office) documents on the filesystem
Command line console output was observed
Found URLs related to Tor in process memory dump (e.g. onion services,...
Expresses interest in specific running processes
Installs itself for autorun at Windows startup
Creates executable files on the filesystem
Checks for the Locally Unique Identifier on the system for a suspicious privilege
Writes a potential ansom message to disk
Connects to an IP address that is no longer responding to requests (legitimate...
This executable has a PDB path
Collects information to fingerprint the system (MachineGuid, DigitalProductid,...
Queries for the computemame
File has been identified by 55 AntiVirus engines on VirusTotal as malicious
Performs some HTTP requests
Communicates with host for which no DNS query was performed

Allocates read-write-execute memory (usually to unpack itself)

Eikova 95: Ransomware Operations
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MapakdTw BAETTOUNE TA YPAPHANOATA TWV TTAPATTAVW TTIVAKWY OXETIKA UE TIG AEITOUPYIES
i TEPA TNV OUXVOTNTA

Cuckoo Signatures
(Ransomware Evasion Techniques)

Detects VirtualBox through the presence of a device
Checks for the prese of known windows from debuggers and...
Checks for the pre ce of known devices from debugger:
Creates hidden or s

Looks for the Windows Idle Time to determine the uptime

Detects VMWare throug e in instruction feature

x procedure to monitor for mouse events
Creates a known Locky ransomware decryption instruction / key file
Appends a known Locky ransomware file extension to files that have...
Drops 64 unknown file mime types indicative of ransomware writing...
Used NtSetContextThread to modify a thread in a remote process...
Creates a thread using NtQueueApcThread in a remote process...
Executed a process and injected code into it, probably while...
Enumerates services, possibly for anti-virtualization
The executable is likely packed with VMProtect
Checks amount of memory in system, this can be used to detect...
A process created a hidden window
Manipulates memory of a non-child process indicative of process...
A process attempted to delay the analysis task
hanges read-write memory protection to read-execute (probably to...
Attempts to detect Cuckoo Sandbox through the presence of a
One or more of the buffers contains an embedded PE file
The executable uses a known packer
Th e contains an unknown PE resource name possibly :ndrcative...‘
Searches running processes potentially to identify processes for...
Queries the disk size which could be used to detect virtual machine... |
One or more potentially interesting buffers were extracted, these...
Potentially malicious URLs were found in the process memory dump
Resumed a suspended thread in a rem process potentially...
Checks if
ne or more proc
utable contains unknown PE section names indicative of a...
Stopped Firewall service
Malfind detects one or more injected processes
PEB modified to hide loaded modules. DIl very likely not loaded by...
Kernel module without a name
Stopped Application Layer Gateway service
One or more thread handles in other processes

The binary likely contains encrypted or compressed data indicative...

Eikova 96: Ransomware Evasion Techniques
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Percentage of Ransomwares Using Operations
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Eixova 97: Percentage of Ransomware Using Operations

ATTO TO YPAPNUA TWV AEITOUPYIWV PTTOPOUHE VA KATAANEOUUE O€ APKETA CUUTTEPACUATA.
Katapydg BAETTOUPE OTI Ol TEOOEPIG TTPWTEG AEITOUPYiEG YE BEKA OTA BEKA KTEAOUVTAI O OAA TA
€idn Ransomware €ite Ta AuTd EKTEAEGTOUV TTANPWG 1 HEPIKWG, dNAadN dev aTTOKPUTITOVTAI ATTO
TNV ava@Auon. OTrwg €idaue TTapatmdvw o€ avaAloelig apkeTd Ransomware xpnoigoTroloucay
Io0XupoUG unxaviopoUug anti-analysis o1roTe ApKETEG AeiIToupyieg Oev ekdNAWONKav Kai dev
evrotrioTnkav atré 1o Cuckoo. OTToTE 600 KAAUTEPQ £XOUME OTHOEI TO EIKOVIKO JAG PNXAvnua Kai
000 TTIO TTPONYMEVEG TEXVOAOYIEG XPNOIPOTTOIOUUE [32] OAO Kal TTEPICOOTEPEG AsiToupyieg Ba
gvTomiovTal Kal TO00 N ypa@IK POg TTapdoTaon Ba Teivel va UPWVETAI TTPOG Ta TTAVW OTTWG
Qaivetal 010 BewpPNTIKG pag ypdenua TTapakdrw e Tpdoivo xpwua. Etiong n xpron evog bare
metal TrepIBaAAovTOG Ba uTTopoUce va O¢ifel TTepIcadTEPQ atToTEAEGUATA To TTPdaivo ypdenua
dev utroloyioTnke pe BAon KATTOIOV UTTOAOYIOUO KOBWG XPNOIUOTTOINBNKE yia Tnv KAAUTEPN
duvarh emegrnynon.

Percentage of Ransomwares Using Operations

Ransomware Kinds

LR . I R T I I I )

LI . I I I I I I B e I

7 8 9101112131415161718152021222324252627 3031

Operations

s— Sum of Operations Theoretical Graph Line

Eixova 98: Percentage of Ransomware Using Operations 2
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3TNV TTOPAKATW YPOAPIKA QAiVETAl TTWG Ol OKTW TIPWTOI Pnxaviopoi anti-analysis &ev
MTTOPOUV VO aTTo@UYOUV Tov evioTopd atmd To Cuckoo. Emiong av perpicoupe 10 TTARBOG Twv
TEXVIKWV aTTOQUYRG avaAuong oTa &éka €idn pag BAETTOUPE OTI gival ekaTdV €ERVTA TTEVTE EVW Ol
AeiToupyieg €ivar ekatdv eikoal. Autd onuaivel 0TI éxel ©0B¢i 181aiTEPN £PPaAcT OTIG TEXVIKEG
atropuyng. Emiong BAETToupe 6T éva PeydAo PHEPOG TOUG EKTEAEITAI OTA TTPWTA BrpaTa EKTEAEONG
Tou Ransomware.

Percentage of Ransomwares Using Evasion Techniques
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Eixova 99: Percentage of Ransomware Using Evasion Techniques

210 ypagruarta Tou Difference in Percentages BAETTOUPE oxnUATIKG TNV SlaQopd GTNV
EMOAVION TWV AEITOUPYIWV OE OXECN ME TWV TEXVIKWY anti-analysis.

Difference in Percentages

Ransomware Kinds

1234567 8 951011121314151617181920212223242526272829303132333435363738394041

Operations & Evasion Techniques

Percentage of Operations Percentage of Evasion Techniques

Eikéva 100: Difference in Percentages
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13 ZraTioTika Zroixeia EmOéoswv Ransomware

Mepik@ atré Ta Tapamdvw Ransomware Tou avaAUuoape @nuUoAoyeiTal 0TI €Xouv QTACEI
oTo TEAOG TNG CWNAG Toug Kal OTI ol ouddeg Tiow amd autd £xouv dlaAuBei. MoAloi icwg va
gmavarrauBolv Kabwg moTelouv OTI auTéG N aTTelAéG dev uttdpyouv ma. Epeic wotdoo Ba
Ocicoupe OTI dev 1I0XUEI QUTO KOBWG PTTOPET va OTAPATNOE Jia Ransomware oudda va AEIToupyei,
aAAG Oev onuaivel 0TI Ta PEAN TNG Oev Ba evtaxTouv o€ AAAeG ouddeg 6Tl dev Ba avayevvnBoluv
KATW OTT0 £€va TTI0 I0XUPO KAKOBOUAO Aoyiopikd. Ta KivnTpa gival TTOAAG KaBwg eKTOG atrd Ty idia
TNV opdda Tou Ransomware kepdifouv Kal GAAOI CUVEPYATEG EYKANPATIEG TOU BIAdIKTUOU, TTOU
uttooTnpiouv 1o poviého RaaS (Ransomware as a service) Je OKOTIO va TTAPoUV TNV apxIK
TPooRacn Kal va eiodyouv To Ransomware péoa oTa pnXaviuaTa oToXous. 2Tnv eikova [33] edw
BAETTOUNE TOUG TTPOTIMWMEVOUG OTOXOUG TwV Ransomware oJadwy yia To TTponyoUNEVO TOG.

Global Industries Targeted, 2021

INDUSTRY PERCENT OF INVESTIGATIONS
Business and Professional m 14%
Financial 14%
Healthcare @ N%
Retail and Hospitality WQ
High Tech
Government ﬁ‘

Transportation and Logistics
Construction and Engineers
Telecommunications
Education

Energy

Entertainment and Media

Utilities

1%

Aerospace and Defense 1%

Agricultural and Farestry 1%

BB QR =]

Nonprofit gs;@g] 1%

Eikova 101: Mporiuwuevor aréyol Ransomware em@éoswv

AT Tnv TTapammdvw €IKOva YiveTal eUKOAQ KaTtavontd OTI KUpIo oTOXOG TOug Eeival
OPYQVICUOI TTOU €XOoUuv PEYAAQ KEPDON Kal Apa oNUAVTIKEG UTTOOOUEG TTou Ogv Ba PTTopoUv va
avexTouv Tnv €miBean KaBwg av yivel TTalon o€ OPICPEVOUG UNXaviopoUg PTTopouv va xabouv
MEYAAQ XpnUAaTIK& TTO0A PEXPI Kal avBpwTTiveg CwES. ETnV €TTOMEVN €IkOva [34] deixvoupe Tov
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EKTIMWUEVO apiBud Twv emBéogewy amd Ransomware Kal TNV OIKOVOMIKA KATOOTPO®H TTou
TTPOKAAETAV PEXPI TO £TOG BUO XINIADEG €iKOOTI.

2020 (304M)
2019 (187.9M)
2018 (204.24M)
2017 (184M)
2016 (638M)

2018 ($8G)
2017 ($5G)
2016 ($1G).
2015 ($325M)’

a) Estimated number of ransomware attacks b) The amount of damages caused by ransomware

Eikéva 102: ZrarioTiKd Kard TPpoaEéyyian TwyV EMOECEWV Kal TOU KOOTOUS
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14 TakTikég AvripetTwmong Ransomware kai LOLBAS

ApxIKd Ba ava@EépoupE YEVIKEG TOKTIKEG TTOU PTTOpOUV va Asitoupyioouv o€ Ransomwares
KOl OTNV OUVEXEIa Ba eTTeKTABOUUE O€ €IOIKOTEPEG TOKTIKEG AVTIMETWTTIONG Twv LOLBAS Tou
XPNoIPoTTolouv. Na TNV YEVIKOTEPN AVTIHETWTTION Ransomware €m0E0EwWY UTTOPOUNE VO KAVOUE:

1. Aiaripnon ToAAatTAwyv Backup o€ e€wTepikoug diokoug A o€ Cloud Server.

2. Zuvexng avaBaduion kal evnuépwaon TwV CUCTNUATWY Kal AEITOUPYIKWV.

3. Xprion evog cuatriipatog IDS (Intrusion Detection System).

4. Anuioupyia oxediou QVTIUETWTTIONG ATTO TNV OPGdA AC@OAEIOG O€ TTEPITITWON

etmiBeong.

AvaoKOTTNoN Twv PUBPIcEWV Twv Ports waTe va unv UTTAPYXOUV AVOIXTEG TTOPTEG TTOU

OEV XPNOIKOTTOIOUVTAI YIA KATTOIO OKOTTO.

6. PuBuion Twv TeAkwv (Endpoint) cuoTtnudtwv pe Bdon TV ac@daAsia yia
€EAAXIOTOTTOINGN TWV AOUVAUIWV.

7. Exmraideuon Twv epyalopévy.

8. Xprion Alcewv ac@aAgiag yia Tnv TTpooTacia Twv emails.

9. Whitelisting Twv e@appoywy woTe POvo ol €EOUCIOdOTNPEVEG va PTTOPOUV va
KateBAoouv apyeia Kal va Ta EKTEAECOUV.

10. Mepiopioudg TPOORACGNS TWV XPNOTWV WATE VA KAVOUV XPAON HOVO TWV UTTNPECIWY
TTOoU XpeiadovTal.

11. TakTIKr eKTEAEGN SOKIPWY A0POAEIAG OTA CUCTAPATA ATTO EEEIOIKEUPEVOUG TEXVIKOUG
yia TNV €UPECN VEWV AdUVAUIWY.

o

‘Ooov agopd TNV AVTIYETWTTION TWV KAKOBOUAWY cuuTTEPIQOopwY Twv LOLBAS apyeiwv
Ba xpelaoToUV £EEIBIKEUPEVEG TEXVIKEG. H TTPWTN AUCN TTOU YUTTOPOUE VA XPNOIUOTTOINCOUE ival
Méow Yara kavovwv Kal TTapep@epn epyaAeiwv 6TTwg TO Elastic kar Splunk [35]. AnAadn
MTTOPOUE VA BNUIOUPYACOUNE KAVOVEG EIDIKA axedlaopévoug yia Tnv avixveuon LOLBAS. ‘Emeita
MTTOpOUME va KAavouue avaAuon ota apxeia log Tou Command Line kai tou Powershell kai av
evrotiCetal n xprion LOLBAS va evnuepwvel Tov XproTn. Etriong auté Ba putropouloe va yivel kai
TNV WPA TNG EKTEAEONG KATTOIOG TETOIOG EVTOANG. 2uveyxifovTag Ba utmopouaoe va yiveral avaiuon
NG oxéong yovéa kal TTaidioU (Parent and Child) Twv digpyaciwv woTe va avayvwpifovTai ol
(PUOIOAOYIKEG Kal Ol UTTOTITEG OXEOTEIG, OE TTEPITITWON TTOU HIa dlEpyacia £XEl WG yovea MIa N
eMTPETTA dlepyacia. Mia akOua evdia@Eépouca TAKTIKA €ival HEOw TNG CUANOYRG didgopwy
METPNTIKWVY OTOIXEIWV KAl Xpriong autwyv OTTwg bytes trou diaBdoTtnkav Kal ypaeTnkav, apiBuog
QAKEAWV TTOU AVoiXTNKAV, SIKAIWPATA XPARONG KAl XpOVog Xpriong Tou eTeepyaaTr). Méow auTwv
TOV OToIXEiwv dnuioupyolvTal ypa@AiuaTa TTPoEAEUCNG Kal YivOvTal CUYKPIOEIG WAOTE av £va atTd
auTd EeTTePATEl Eva OpIOUEVO OpIo, TOTE AUTO KAl OAQ Ta UTTOAOITTA aTOIXEia TToU cuvdiovTal Padi
Tou va BewpnBolv KakOBouAa. TEAOG evTOTTIOAPE TTWG TTPOTEIVETAI N Xpron evog Active Learning
Framework ovopatog LOLAL. To LOLAL kdvel xprion povréAwv Machine Learning woTe va
evromioel €mBéoelg. =ekivwvtag 1o LOLAL Tpogodoteital ammd TToAAaTTAG OciyuaTta  Kal
Tagivopouvtal atrdé Tov avoAuTh wg KakOBouAa n KaAGBouAa woTe va ekTTAIOEUTEl OTO va TA
ZexwpiCel. Me Tnv oAokAfpwon TnNG ekmaideuong MTTopEl Kal evromiel TNG KOKOBOUAEG
OpacTNPIOGTNTEG Kal va KAVEl TTAPOUCIaCON Twv KOKOBOUAWV €VIOAWYV TTOU €VTOTTIOTNKAV OTA
ociypata. O evrommopog yivetal o€ evioAég oto Powershell kai o€ digpyacieg péow poTiBwy Kal
dedopévwy TTpoéAeuong.
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15 Zupumepdaopara

21NV TTapoUca UETATITUXIOKN OIaTPIPr TTaOPOUCIAcTNKaV OEKA atrd Ta TTI0 ONUOQIAA
Ransomware péow OlokoCiwv deyUaTwy, €EeTAoaNE TNV AEITOUPYIKOTATA TOUG, TNV PON TwV
SIEPYACIWV TOUG, TOUG PINXAVIGPOUG aTTOPUYAS TNG AVIXVEUONG KAl avaAUGNG TOUG, EVTOTTIOAUE
LOLBAS apxeia, dwaoape Eueacn ae EeXwPIOTEG AEITOupyieg ToOU KaBevog, €idaue Ta unvouaTa
AOTpWV Kal Ta €idn Twv KPUTITOYpapIKwy PHEBGdwWVY TTou XpnoluoTrolel To KdBe Ransomware Kal
TEAOG YPAPAUATA CUVOAWY GUYKPICEWV KAl OTATIOTIKWY. O avaAUCEIg TTpayuaToTrointnkay Jéow
Tou Cuckoo Sandbox oe Windows 10 €I8IKG OIOUOPPWHEVO YIO VO WNV EVTOTTIOTEI atmd Ta
Ransomware. Evrtotricaue pia TTANBwpa TEXVIKWVY OTTWG process injection, mapeufdoeig ota
dIKalwPaTa XPAong Twv apxeiwv, KaAeopa UtoTrTwy API, To kaTéBacua UTTOTITWY apxEiwv,
HoAuouéva apxeia office kal dAAa.

Méow Tng Tapoucioong autAg Tng dIaTPIPRG MUTTOPEl va yivel karavonTr amd Tov
avayvwaoTn n Baputnta yiag Ransomware €miBeong, Ta épla TTou ptropei va racel To Cuckoo
Sandbox kaBwg Kal o1 TTEPIOPICHOI TG DUVANIKAG avAAUCONG HEOW EIKOVIKWY PNXAVNUATWY Kal
1IB1aitepa péow Tou Virtual Box. Emiong péow Tng emideigng Twv emMIKIVOUVWY AEITOUPYIWV
MTTOPOUV va oxedIaoTOUV UNXAVIOUOi ao@aAgiag woTe va atmopeuxBoUv apKeTEG AEITOUPYiEG TOU
Ransomware n £€0Tw va XTUTTAOEI CUVAYEPUOG OTO KEVTPO AOQAAEIOG WOTE va Yivel TTpOANYN Kal
duean eEuyiavon Tou oUoTAUATOG. To BePeAIOEG CATNMA TWVY ETTAVAAAUBAVOUEVWY ETTIDETEWV
amd Ransomware eival n éAAeiyn katdAAnAou eAéyxou TTpdoBaong oe apxeia kal Tépoug
A€ITOUPYIKOU CUCTANATOG, Kal yia va JIac@aAIOTEl auTd OI CUUTTEPIPOPES KWAIKA Ba TTPETTEl va
ouvadouv pe TIG TTPOBETEIG TwV XPNOTWYV. Ta Ransomware Ba guvexioouv va eggAicoovTal pe véa
XOPOKTNPIOTIKA KAl BEATIWPEVES TTPOCTTABEIEG PEIWONG A TTARPOUG TTAPAKANYNG TWV UTTAPXOVTWY
MNXAVIOUWY ao@aAegiag, oTToTeE Gav HEAAOVTIKEG TTPOEKTACEIG TOU BEUATOG TTPOTEIVOVTAI GUVEXEIG
£PEUVEG YIO TNV TTAPOXN ETTAPKOUG Kal KATAAANANG TTpdoBaong, WOTE va PNV TTEPIOPICETAl N
AerIToupyia atroé Tov xpriotn aAAd va eutrodifovTal TTARPwWG ol Ransomware €TmBEaelg.
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XpRoigol ocUvdeopol

https://cuckoosandbox.org/

https://github.com/d4rksystem/VBoxCloak

https://github.com/aOrtega/pafish

https://attack.mitre.org/

https://www.enisa.europa.eu/

https://docs.microsoft.com/en-us/windows/
https://blog.malwarebytes.com/101/2015/12/an-introduction-to-image-file-execution-options/
https://gchg.github.io/CyberChef/

https://www.varonis.com/blog/darkside-ransomware
https://www.hhs.gov/sites/default/files/demystifying-blackmatter.pdf

https://ieeexplore.ieee.org/search/searchresult.jsp?newsearch=true&gueryText=conti%20ranso
mware

https://any.run/

https://tria.ge/
https://www.joesandbox.com/#windows

https://www.mandiant.com/
https://research.checkpoint.com/
http://essay.utwente.nl/93265/
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