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ABSTRACT

During thelast two decadesnany conflicts have been declared all over the wanid in

many forms, using several kinds of weapons. All of these have caused the transformation of
the conventional ways of fighting eamore mixed procedure, leading us to refer to them by
using the ternHybrid Warfare (HW) . In this qualitative review dissertation has been
made a theoretical approach to the definitions of the HW and the characteristics of the
numerous Hybrid threat&\dditionally, the reference to historic paradigms and case studies
from the past and present, underlines the fact tigatactics of the HWan be executed by

both state and nestate actors, posing additionally a great pressure in the change of the
strategic doctrine of many militarily and politically powerful countries, such as USA and
Israel. On the other hand, it isryeuseful the examination of the countermeasures against
the Hybrid threats implemented by organizations such as the NATO and the EU, which
actually put together systematically the adding force of their mesthtss.Finally, the
concluding remarks emphas on the lessons learned by the to nowadays analysis of

this phenomenon.

Key Words: Hybrid Warfare, Hybrid Threat; our Bl ock War s, Ger asi

Second Lebanese W& Hybrid Fusion CeINATO* s Al 1l i ed Command
(ACT).
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CHAPTER 1

Introduction

The presentreview MA dissertatiordescribeshe phenomenoof Hybrid Warfare
which is the nowadays biggestd stateof the-art threat of theNestern Democratic States,
the characteristics of the Hybrid Threats, mainly by the description of two Hybrid &arfar
case studies, and the countermeasures against this type of conflict that have been taken by

the two strongest worldwide ciwihilitary organizations: NATO and EU.

The strong necessityy which the study of this type of warfare is derived is the high
ratein which it appears worldwide, both by state and 4state actors during peacetime,
crisis and war periods. Obviously, Hybrid
mean of political pressure and atzatiodis.e sam
Another useful remark is the vast variety of ways and methods that can be implemented,
from cyber attacks, disinformation and fake news to trafficking and weaponizing of migrant
crisis. All of these pose a complicated probletmnich needs a 24/@arly warning alerby
the security agencies of both civilian and military structures.

There are many occasions in mankind‘s H
as it will be described thoroughlyg the first chapter. However, the severe breakthrough
was done after the 9/11 terrorist attack against USA which alerted the whole Western
Security system, followed by the wars in Afghanistan (2001) and Iraq (2003) which in turn
caused the change of strategic doctrines in generghefgame time, the Secohdbanese
War (2006) and th RussidJkraine conflict in Crimea (2014) enlighted many aspects and

features of the modern hybrid conflicts.

It is of high importancehe theoretical analysis and dies of Frank G. Hoffman
and James N. Mattis. Both of thens eetired officers of US Army, worked on the
formulation of the modern US strategic doctrine by setting as main threat the hybrid one
and by analyzing its different shapes that can have in every single type of operational

8
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environment(land, marine, air, gilian). By that way, it is easier to propose measures

against them.

As this study shows and in my opinion, the way of countering hybrid threats starts
from the society and especially during the first years of our lives, inside the family and
school environment. It has to do with the ability of critical thinking that stsdgrow, on
the way they will study and learn to live among multicultural democratictire&ing
states. By creating such kind of societies, many categories of hybrid threats that have to do
with cultural and religious extremismuill be diminished. Howeer, as our world is in a
constant war between good and evil, on the strategic and tactical level, it is proved that
Western Democratic States have to unify their efforts in order to face this kind of
adversaries, mainly in theructuralcontext ofworldwide civil-military organizations, such
asNATO and EU

So, in this bibbgraphical dissertatiorthe posed questionn what hybrid
challenges are andow could be faced, will be answered by the analysis done in the

following four axes:

1 Conventional and NeRonventional methods and tactics.
1 Theoretical approach.

1 Historic and recent case studies.

1 Countermeasures.

The first chapter consists of an in depth analysis of the concept and the basic
characteristics of the Hybrid Warfare. In the second chapter, there is the description of a
hybrid warfare among state actors such as Russia and Ukraine, while in the tpied cha
posed the example of the second war in Lebanon, which is a typical paradigmstateon
actors Hybrid Conflict. During the fourth chapter are proposed the measures that states and
non states have to take in order to face hybrid opponents andliagbpthe actions that
haveso farbeen taken by EU and NATO. Finally, the last chapter thereoncluding

remarls of the whole analysis are presented
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CHAPTER 2

Concept of Hybrid Warfare

2.1 Introduction

—War i s the f at h ehlosapher Heraditusysaich2i500gdars &go e e k
and seems that his —obscurel quoreor&kesssabevi ve
true. Due to the fact thagspeciallyunder the point of view dherealist theorythe states,
which are the main aate of the anarchist International system, will try first of all to
survive and then to keep (if not to expand) the redafpower they have in the world
(Platias, 1995, 2012, 2020 ; Waltz, 2011).

As the —three great +#AThucyidel, SinfTzu&ndrCart e gi
Philipp Gottfried von Clausewithave stated in their monumental works (and in their own
way, having of course differences in ithineories) war, and in general military operations,
is a political action and both politicahd military leaders are in continuous cooperation for
the achievement of the state‘s ai ms. But a
prepared and have the necessary economic, technological and military resources by itself in
order to be aldl to face successfully every single enemy whenever will be necessary to
(Thucydides, 1940 ; Platias & Koliopoulos, 2015 ; Clausewitz, 2007).

2.2 Defining the Hybrid threatMethodology of the Dissertation

Maybe the most demanding step in the continuous process of the Command Control
Communications Computers Intelligence Surveillance Reconnaissance (C4ISR) in a state is

the definition and clarification of the upcoming threat, both in peacetime, periodssf cri

10
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and wartime. In order to have such a robust and continuously operating and information
producing cycle, military and political leaders will have to bear in mind that an inner (but

very important) cycle has to be working mstop and efficientlyJohn Boy d 6 s Obser v
Orient Decide Act (OODA) Loop (Figure 1)(Koliopoulos, 2008, p245247) This easily
memorable Rule Of Thumb (ROT) helps commanders taking decisions and acting quickly,
having at the same time a feedback mechanism which wilangamaticdly (according to

its inner design) correct any observable mistake orimess.

Ohhsenrve Naaiila Bl

Implicit

Implicit
Unfolding Guidance .
Circumstances 4 Control

& Control
Observations

Outside
Information
Untfolding

Interaction
Vifith

Unfoliing
Interaction
Vifith
Environment

Feedback

Feedback

Figure 1: John Boydds OODA Loop

Source:https://www.foresightquide.com/begdmpetitivedominancecycle/

A very important sige of the abovementioned cyatethe information that gets
transferred from each and every level of comdhahis kind of information
(Konstantopoulos, 2010, [B7-56) gets numerous forms depending on the transmitter
(originator of the information), the channel in which the information flows and its specific
form. From these aspect s, the best way to
data, e.t.c.)isthroughhe f ol |l owing —pyramidl (Figure 2

Intelligence
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Figure 2: The DatanformationKnowledgelntelligence (DIKI) pyramid

Sourcehttps://ec.europa.eu/research/participadizsé¢uments/downloadPublic/eVR5S|jglZE5
xaFhSUDItS0x2ZXIWK2JBYnRoaEo5ejVHcGtOTKNCU2p5Y1F1b3ZORK5MYKh3PTO=/att
achment/VFEyOTOQ4M3ptUWVUNDZMN|BgS2NMOKhTS|AIWWFORKM

As it was stated in the introductiaf this dissertationthe hybrid threats arihe
state of the art in the modern warfare. However, it is not a new term. In this chapter,
actually, it will be emphasized that it is synchronous with the history of war. During the
Trojan War, Ulysses was one of the first innovators of the hybrid sabtfcusing the
Trojan Horse (art of deception). In addition to this, as Thucydides inforniBlasas &
Koliopoulos, 2010 ; Mansoor, 2012, :4), during the first years of the Peloponnesian
War, Spartans, apart from the external eneting Athenianshad also to face their inner
enemy, the slavellelots The majority of them where situated in Laconia and Messenia
(Figure 3) and so Spartans had to keep numerous soldiers in these regions in order to
prevent an uprisingf them who were also very importabtacks for their agricultural and
military systems. As Williamson Ntray and Peter R. Mansoor sta#ghenians wanted to
build a base at Pylos (which is situated on the southwest coast of the Peloponnese) in 425
BC inorder to assist Helots to rise against Spartans. Outside of this fortress, Messenians
from Naupactus, whose ancestors were expelled by the Spartans since 464 BC, were
situated and started coming into contact with theotdebf Laconia, helping them to fig
against Sparta and thus becoming an ally of Ath@®h<ourse, the whole strategic move
was an exceptional hybrid tact{®latias & Koliopoulos, 2010 ; Platias & Trigkas, 2021)

As a side note, this strategy of the Athenian leader Pericles is a stgomgeat that
the Thucydides"® Trap was just a misunders
ancient text) and the Peloponnesian War was a war of choice and not an inadvertent
escahtion between Athens and Spdifdatias & Trigkas2021)

12
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Figure 3: Spartans being attacked in the battle of Sphacteria. Artwork by Peter @®ooise: Wikimedia

Commons)

Source:https://historyofyesterday.com/tHoaly-timethe-spartanseversurrendered
30a191441bee

Also, Sun Tzuthrough his indirect approach on warfare was one of the first
theorists of the hybrid tactics, as he would insist that the biggest win of a leaddeisdb
his enemy by winning him without a battle, by only causing him damages in his economy,
through intelligence and driving him into considerations on whether he would gain enough
for the risk he would take in sb a war(Platias & Koliopoulos, 2015)0On the other side,
Clausewitz was supporting the tactic of the direct approach on war through the destruction
of the enemy‘s army, who was, i (BoGphasshe opi ni
part of intelligence (which of course is important and is ohthe main characteristics of
the hybrid threats) remains under thé o g o(€lausewitz, 2007)

In addition to him,Niccolo Machiavelli faced also in his own city, Florence, an

aspect of hybrid threat, the mercenaries, who could at any time become from allies enemies

13
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as their only homeland is monégilbert, 1986) Another famous paradigm is that of T. E.
Lawrence, also knowasii L awr e nc e o0 fFigureh4¢, whd iplaybd aasignificant
role during the Arab Revolt (199818) against the Ottoman Empire during the First
World War.

Figure 4:Lawrence of the Arabia

Sourcehttps://www.nytimes.com/2010/11/22/books/22book._html

—Buil dingl the definition of hybrid war
out that they coexist with the conventional wegfaActually, they are the sum of
conventional and unconventional strategies as a whole, which will be explained further on
this dissertation and on a parallel line it is the mixed combination of hé types of
warfare togethefMattis & Hoffman, 2005p. 1-2).

In the modern era, the Revolutions in Military Affairs (RMA) began from the USA
during the dawn of the 2century and more specifically after their warfare experience in
Afghanistan (2002) and Irag (2003). Furthermore, as it is already kno8#,idJthe main
and strongest country in the world in terms of military power, technology and industry.
However, in theabovementioned wars, USiaced severe difficulties and casualties in the
urban warfare operational theater due to the asymmetric ta€tiesir opponents who also

had the advantage of the environmental awareness as they were natives. So, these facts

14
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convinced the USA Armed Forces Headquarters (and especially the former Minister of
Defense of the T-themiputenhantaCiamk Janmes N. Mattis)i thatrthe
RMA had to be based not only in technology but on similar terms on the human dimension
in warfare. Social, political, and technological forces can also change the characteristics of
armed conflicts, but they cannot change ftindamental nature, which is the human
behavior under threat. This fact was followed by the completion by the Pentagon of its
Quadrennial Defense Review (QDR) whereas was made clear that in order for the US
Forces to maintain their worldwide superiorilyey had to pas$rom dominance to
revelance In the first domain, as it wasaid before, US have no opponentowever,
revelance is a more complicated term,itais the decision on wherend how a force is

going to attackts enemy in dependence of where this threat is getting concertrdiglt.

So the strategic porities in the QDR got renewed and the US forgestrainedo combat
inthe" cont est & drbaz and etlsed complex terrain in order to not expegien
again the greatumbers of casualties they hadAfghanistan and IragMattis & Hoffman,

2005 p. 12).

Accordingly, he new National Defense Strategy (ND&) USA lays out four
emergingthreats; the traditional, the irregular, the catastrophic, and the disruptive. While
statebased conventional threatsill exist, it is with no doubthat theUnited States will
dominate this kind ofadversaes in the foreseeable future. Thssiperiorty creates a
compelling logic for states and nstate actors to move out of the traditional mode of war
and seek some unexpected combination ohrelogies and tactics to gain sort of
advantageand balance the situationThis fact is translated intdhe rise of irregular
challengerswho seek to exploit tactical advantages at a time and place of their own
choasing, rather thartomplying to—t h e ¢ o nrvedl rot waro Thayl accumulate a
series of small tactical effectaagnifying them thraigh media andy applying Information
Warfare (IW) tools. Consquently, future wars will have the form-efF o ur BHkloc k We
Fighting on one block,preservinghumanitarian gppliesto the civiliansin the next block
andat the same timkeepng localwarring factions apa At the thirdblock a force hato
dealwith the psychological oW aspectsmainly by communicating or broadcastirige
narrationto the habitants of the area where the whole operations is beingNhattis &
Hoffman, 2005, p. R).

Anotherdimensionadded issituations like theounterinsurgencyin Irag, which is
the fourth block of the abovementioned schemsurgencies are wars of ideakich need

15
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to competeandgetsuperioragainsthose of the enemy.dions in the first three blocksea
importantin order tobuild up credibility and establish smootielationships with théocal
population and theileadership. Howevetthere is an Information fi&rations(I0) aspect
within each blockon how the armed force wilinfluencethosepopulations to reject e
misshaped ideology and hatkey have against the operating armed fo(béattis &
Hoffman, 2005, p. R).

According toFrank G. Hoffman(2010)hybrid threatsare defined aany adversary
that simultaneously employs a fused mix adnventional weap@, irregular tactics,
terrorismand criminal behavior in the battlespace toagbttheir political objectivesin
addition to, lybrid threats incorporate combinations of different modes of warfare
including: conventional capabilitiesrégular tactics and formations, terroraits mainly
involving violence and coerciolhese multimodal operations display \aast varietyof
operational and tactical fusion in time and spéldeffman, 201Q p. 443444).

Additionally, Peter R. MansodR012)gives the features of HW and Hybrid Threats
underlying the fact thahy br i d opponents f or m aenetyf ficul
because athe existence of conventional forces requires a military force to mass against
them,at the same timgistical lifelines and contested areget vulnerable to insurgents,
guerrillasand other irregular forcagady to actMoreover,it has been examined thiaybrid
adversaes have been willingo extend wars in timena space to achieve their gaqals
because ithe majority of the occasions, (if onfyeat pwers possess a deep commitment)
time is on the side of the less powerful hybrid oppon€herefore, wherthe clock runs
out, the side that possesses the ground wins by default. This temporal aspect has
reprsent ed a major chall enge to militaries
against hybrid adversaries, a point made by T. E. Lawrence when he wrote of the Arab
revolt:A Fi nal victory seemed ooeghtoaustoworkitfdu.tche w
So,hybrid adversaries test the strategic patience of their opporerather aspect that has
to be pointed out is thathile conventional military forces conduct operations to defeat
their regular opponentgther military forces and interagency asseust work to clear
areas of irregular forces, to conttblbse areas over the long teamd to counterorganize
the population in order to pacify it. Military success and the establishment of legitimacy
among the population will lead to increased hdnoat and international support, without

16
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which great powers risk defeas it was also stated by General Mattis in the Four Blocks
War theory Political leaders set national objectives, work to bolster national will, and build
and keep intact internationabalitions to share resource burdemsithey must understand

the nature of their opponent as well as the extent of the commitment necessary to win the
war. At the same time, ititary leaders must adjust existing doctrine to take into account
the kind of wa in which their forces engage, as well as to counter enemy strengths and
exploit enemy weaknesses. Senior leaders must create viable operational concepks that li
strategy to tactical actions arehters at all levelgolitical, strategic, operationghctical)

must gather lessons learned from ongoing military operations and duirine,
operational conceptand strategy to meet unexpected challenges and opportunities. In

conclusion, leadership is the top priorityansoor, 2012p.4,5,7,9,10,17).

This is why Ayodele A. Otaiku2018) states thain order to form a national
strategy (generally and especialigainst Hybrid Threats) it is of high importance to
empl oy t he dsratége thaught upan khe schesrdg, Ways and Means as

follows:

Policy(—How do we do it ?IASiraay (Stiibge Doctdne ande d o
Grand Strategyy Operations (Military Doctrine)A Tactics (Otaiku, 2018 p. 2.

Dr Andrew Mumford(2016)provides us another useful explanation of what HW is
bearingin mind the terorist aspect of these threats in hisopinion, HWtranscends the
monacawsal modes of conflict that havdominated recent strategic discourse, such as
insurgency or piracy. Instead, it encompasses a complex set of relationships, dynamics and
processesHW then gets transformed to a mo#tusal mode of conflichat takes place in
environmentscontaining multple types of threatén which states and nestate actors
interact (both covertly and overtly) using a mixture of regular and irregulafigiding
tactics for the purposes of extending influence, interest and, in some cases, tbottomny
the real adin cyber spacéMumford, 2016 p. 7).

Finally, Jan Joel Andersson and Thierry Ta(@915 refer to definitionsabout HW
given by differentations and organizationas this ternfirst appeared in 2002 in a thesis
written by William J. Nemeth at the US Naval Postgraduate SchanlFut ur e War
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Chechnya: a Ca s e ).fltasr wortd ynditiced that Wah&J$§, ahe ¢eém
_hwyibd* did not athrge daionaSeauritysStragegiesff 2006, [2@L0 and

2015 The 2015 Natioal Military Strategy refersto hybr i d confl i ct s t
_military f or esate idemtdys as Russiggdidan the Craner involve a

Violent Extremist @ganisation (VEOfJielding rudimentary combined arms capabilities, as

ISIL has demonstrated in Iraq and Syrigerving to increase ambigty, complicate
decisionmakingand slowdown the coordination of h e ¢ o0 u eftecive pesporisess
(Andersson & Tardy2015 p. 2.

At this point, it is important to refer to the methodology that was followed in order to
fulfill this project. As it was seen by the introduction and the abovementioned paragraph of
this qualitative dissertation the questions that were posed, examined answerd
throughout the Wwole project are the following:

1 What is Hybrid Warfare and which are the characteristics of the Hybrid threats?

1 Is Hybrid Warfare a recent phenomenon or was created during the ancient years?

1 Is Hybrid Warfare conducted by staed norstate actors?

1 Which are the countermeasures proposed by worldwide organizations against the
Hybrid threats?

The analysis that was held was based upon the research of bibliography consisted of
books, articles, papers and reports from Greek and gforscientists and officials.
Information that was collected was cross checked among the references and was tested by
the case studies and the historic paradigms that are presented. In that way, the concluding

remarks in the last chapter concentrate theeestudy that was done.

2.3 Characteristics of the Hybrid threat

Hybrid wars can be conductdr both states andonstate actorgas it will be
described in chapter8 and 4, by separate uts or even by the same unit which
operationally and tacticallg directed and coordinated within the maittle spaceHybrid
forces can effectively incorporate technologically advanced systems into ftineg

structure and strategnd use these systems in ways that are beyond #reledmanual
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describedparameterg _t hi nk out a n additioe to kthig, Xheyncorgotate o )

combinations of different modes of warfare including: conventional capabilities, irregular

tactics and formations, terrorist actsnd criminal disorder,confoundng purely

conventional approaches and kinetic solutions,nigitoday's emphasis opopulation

centric counterinsurgency strateg{emffman, 2010)Figure 5)

(DIPLOMACY, COAST (LAND, NAVAL, AIR

HYBRID THREATS

CONVENTIONAL UNCONVENTIONAL

METHODS METHODS

CIVIL PARA-MILITARY

(CVBER ATTACKS, (TERRORISM,
COERCION BY NARCO- INSURGENCY,GUERRILLA
CRIMINALS) WAR)

CIVIL MILITARY

GUARD) FORCES)

Figure 5: A tyical diagram of Hybrid ThreatéHoffman, 2010)

The list of hybrid threats is synonym to infinjtyas the fantasy of politicians and

military leadersproduces new methoddHowever, someof the most usual are the

following:
1 Cyber attacksagainst critical infrastructures and security systems of high
importance
1 Influence upon the prices and distribution of natural resources
1 Support of demonstrations and strikes
1 Support of suspicious acts of N@overnmentaOrganizations (NGQ)
f Broradasting news which try to influence

and directions.
Pressure upon policymakers and politicians having to do with the institution of

laws.
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Supportof natioral minorities

Action of paramilitary/guerrilla groups

Sabotageblackmailing

Transfer of huge numbers of habitants under (violent) pressure
Control of critical economic functions

Water and food infection/contamination

= =/ =4 A4 A4 A -

Proxy wargKonstantopoulos202Q p. 7, 13.

Every kind of warfare operations ¢onsisted of certain phaseswhich events are seen
as following a linear @usal trajectory towards a speciéndtarget Due b the fact that a
HW campaign can operate along both the vertical and the horizontal escalation axes, it is
unlikely that such a campaign will consistently follow a linear and causal trajectory where
one stagalways followsthe other. Escalation will most likely be follodidy periods of
de-escalation, and vieeersa, to control the operational temgr instance horizontal
escalation of HW may occur in the form of battlefield preparations (like mapping adversary
cyber networksespionaggthat may never escalate vertlgadnd reachthe-at t ac k p ha s
Crucially, much of what is done in the horizontal axis might be ambiguous or not readily
definable as a hostilend aggressive actinless these resources are activated in a more
explicit or intensified senggeichhornKjennerud & Cullen2016 p. 3 ; Ri cht el
p. 59).

Consequently, the HW phases are:

1 The preparation phase Enlightsthe steps, situations and decisions taken prior to
the actual attack in order to secure advantageous environment to carry out the attack
successively

1 The attack phase The attack phaskas tobe the shortest of the threhases|t
includes the chosen combination of available and known military and ilitanyn
attack aspectsnilitary, paramilitary andaebel units, terrorist and cyber threats.

1 Defending the end statgphase:It aims to ensuréhe sustainability and duration of
the goals of the missioand usually includes series of political, diplomatic and

military steps esponding to current situation.

The above analysis showew HW complicates the concept of phases in several ways
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for many reasong-irst, it will be hard to discern a beginning or indeed anterbstilities.

Second, this blurring of distinctions leads to thinking about HW as a form of permanent
war in which it is increasingly difficult to distinguish between normal legal a@syiti
coercive diplomacy and war, resulting that HWais unclearand unrealistic understood
notion(ReichbornKj ennerud & Cull en, 203}9., p. 3 ; Ri

2.4 Conclusion

All strategyis contingent. Successful strategy emerges as a product of the aines of th
actor, the Strengthd®/eaknesse®pportunitiesThreats (SWOT) analysis of their
adversary, and the identityf the strategic environmenft the same time, as it was
described above, there meedingof planning in detail each phase of waefaand taking
into consideratiorits specific characteristic€onsequentlythere are three kegontextual
factors thatexplain the rise of hybrid threatspecificallyunderthe sight of theevisionist

grand strategy @slby state and noestate actors

The shifting balace of globaland regional powechallenging thavorld status quo.
Interdependence vhiin the global political economic environment.
Technological convergeng®donaghan, 2019, p. 857 ; Giegerich, 2016, p. 69
70).

Bearing in mind that both yiborid threats and HWdescribe distinct challenges to
national security that are likely to endure and persist, the following conceptual distinction is

therefore proposed:

91 Hybrid threats combine a wide range of nonviolent meartarget vulnerabilities
acrossthe wholedomain of society to undermine the functioning, unity, while
degrading and subverting the status quo.

1 Hybrid warfare is the challenge presented by the increasing complexity of armed
conflict, where adversaries may combine types aainventional and non
conventionaimeans to neutralize n e mmiktasy power(Monaghan, 2019, p. 85
87 ; Giegerich, 2016, p. 6F0).

The implications of a hybrid approach to conflict are wideging and cut across
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concepts, material capability aspects, legal matters, atiiiiohal innovation.

Apart from the reasons that were stated above about how impisrtaetstudy of

the HW domain, two more historic evemtsike it even more crucial:

1. The intelligence failureof US Forces during the Second Gulf War (2003), which
showed that the inadequacy of preparation, the lack of essential information about the
opponent ‘s warfare tactics and its environ
succeed their political goals can cost greatly in a natrah so itdrove them to change

their NDS

2. As it will be discussed in apter 4 during the second Lebandsrael war, the
Israel Defense Forces (IDF) had to change their doctrine related to the urban warfare in
order to face the Hezbollah trooffstzgerald & Lebow, 206).

22

University of Piraeus



Hybrid Warfare: Theory, Case studies and CountermeasureXyriakos I. loannou

CHAPTER 3

State actors: Russia vs Ukraine case study

3.1 Introduction

As it was anlyzed in Chager 2 statesare the primaryactors of the HW due to the
fact that they also are the main units of the International Political System. One of the basic
factors and influencers of this system during the last 3 centuries is Russia (and its ancestor
Soviet Union). Asitwillbedescrilbe i n t hi s Chapter, Russia's
is a unique and exceptional occasion of HW among two sovereign states and is studied

under the domain of the revisionist policy

3.2R u s s revasionsst policyGerasimov Doctrine

Russia had a signifant role in the InternationalyStem during the 20 century.
However, it passed several times in different stafggower and destruction, mainly after
the collapse of the Soviet Union in 1990any political scientists, most of them influenced
by the liberalschoo] believed that no wars especially of laggmale would ever been
declared after the ending of Cold War. Unfortunately, they proved to be wrong. During the
second decadef ¥ladimir Pu i n* s p r Russiagmd raftel feeling that his country
has to play a dominant role and be respectful by everybody in the International System, he
wanted to resurrect the dream of the —Gre
conquer the stateshich are situated near their borders (Belarus, Ukraine, e.t.c.) in order to
get protected from the expansion of European Union (EU) and the North Atlantic

Treatment Organization (NATO) eastwards ;1 it —n @ ihglolddl . Ther ef or e,
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adapt a more aggressive strategy in every single domain (military, economic, scientific,
social control, e.t.c.). The same happened with the HW strategy and d¢koinean &
Rojansky, 2015, p.-3).

Russianangbtsus e t he ter ms -—wamew gleearevatanthenon wa
they refer to HW.The former was introduced to Western audiences through a paper
published by General Valery Gerasimov, the Chief of the Russian General Staff, in
February 2013. ConsequentlyetRussian approach to H& knownast he —Ger asi n
Doctrine(Wither, 2016 p. 80.l

Gerasimov desibes new generation warfare dse broad use of political,
economic, informational, humanitarian anch&t nonmilitary meansalong with civil
disorder among the local populatiand cacealed armed forcdgVither, 2016 p. 80. He
alsorecoquizes that many of these methaslsre not traditionally part ofvhat would be
considered wartime activitiggs it was underlined in Chapte), believingthat they are
typical of 2F' centurywarfare and actually morsignificant for the successf strategic
goals than military mearend soadapting an approach more relative to Sun'Tgu i ndi r e c
approachNeverthel ess, it is evident from Geras
essentiasupplementary role in new generation warfare. Thiparticularly the case with
Special Operationsdfces (SOF) that can be used underdisguise of peacekeeping and
crisis regulationto link up with opposition groups inside a targeted state. Th@fuS©F
undercover I0Owas clearly evident in Ukraine 2014. Covert spetsnaz units (a.lial. i t t | e
gr e e n)weermployed to seize government buildings and key infrastructure targets
and arm separatist militia, while the Russian government sptealt and confusion
through repeated denials of Russian involvemercept ofthe 17" of April 2015 when
publicly wasacknowledged that Russian S@fere involved in Crimea Other techniques
of hybrid or new generation warfare were used to demoralizargimidate opponents.
These included exercises by Russian conventional forces close to the Ukrainian border,
cyber attacks on Ukrainian government systems and a wider diplomatic and media
offensive to undermine the legitimacy of the new government of kirdihe ultimge aim
of this sort of warfare is to apppressuravhich will consequentlgause the collapse of the
target state from within so that the political objectives of the conflct loe achieved
without any battléThiele, 20153 Wither, 2016 p. 81).

Many of the methods Russia has used in Ukraine date back to the Soviet era and the
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application ofmilitary deceptionalso known as maskirovka, which wagplied by Soviet

forces during World War Il anoh Cold War proxy conflicts. Ithe 21stcentury, advances

in information technology and processing have greatly increased the scope of maskirovka,
allowing the Russian government to employ multimedia propagamdlanisinformation on

a largescale. These have been used to build support foradhe g r nment * s f or ei
within Russia and to wage a wid8V against Ukraine and the West. The concept of
publ i c® s per c egatkeyelementafrmeaskieovka. This originated with the
work of former Soviet psychologist Vladimir Lefebvre whovdi®ped the theory while
researching ways to i nfl ue nntaking aracdsses. dmet r o |
theory can be deribed as the use of speciallyepared information that inclines an
opponent to voluntarily make a decision that has been predeésl as desirable by the
creator of the information.A wide range of actors, such as politicians, civiliaarsd

militias, conventional and neconventional and their activitiesjust be coordinated and
controlled to achieve the overall iary and politcal objectives, taking into consideration

their differing political interestg§Wither, 2016 p. 82.

3.3Timeline ofthe annexation of Crimea (2014)

The —s o fof thepet arel ritdl ability to reshape the political and economic
structures of postommunist states s a key challenge to Russ|
RussiarUkrainian crisis of 2014 occurred at this kindimtiersection of geeconomics and
geopoliticsEU interstsin the South West borders of Russian Federdidither, 2016.

When President Victor Yanukovich turned away from the EU in Noverh0&8
and toward Russia the next month, receiviby the latera $15 billion lan and cheap
energy suppliesa sharp public reactiowastriggeredleading to the occupation of Maidan
Nezalezhnosti (Independence Square), thereby giving the revolution its name,
_Euromai dan® . thyehe RU anccRussia to eedah agm@gnent between the
government and thopposition, President Yanukovich fled to Russia oh @4February
2014 Following this action, &ransitional governmentas installed, whickwvas condemned
by Russiaas illegal and extremistue to its threats of applying violence against the Russian
population of CrimeaOn 27" of February, RussiaBOFcombined with local activist®ok
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over government institutions in Crimea, as well as Sevastpich isRus si a‘ s Bl a
Fleetharbour Consequently, m 18" of March, these areagere annexed by Russia. the
following monthsnumerousieliberate measuregere taken by Russia of counséh local
support, todestabilizeUkraine, mainly by taking control aovernment buildings in the

mog significantcities of eastern Ukraine. Meanwhile, a substantial military capability was
maintained on the other side of the border, ready to invade. In addition, efforts were made
to furtherdestabilizean already unstable economy through export embargoe threats to

gas suppliesand also threats toneighboring states, such as Moldowglarus and
Kazakhstanthatcould alsdbe affectedbecause of the Russiamnorities in their territories

(Wither, 20189.

The 2014crisis represented a profound and possibly decisive official tilt afay
Ukraine from the EU and towards Russia. There were fierce popular protests, which
President Yanukovich handled unsuccessfulliystly, with an attempt to introduce
authoritarian masures, then seeking compromise, followed bygosing and, finally, a
brokered deal othe 21% of February with the representativof the EU and RussiBy this
time, popular feeling wasgainst the president and he left Ukraileaving behind evidence

of startling andcorruptionfuelled wealth. The transfer of power was irregular and

C

improvised, and set precedents in terms of seizing buildings and setting up barricades as a

means of coercing a governmenmthile the parliament wastill functioning. Thenew
government was not ideal, but was better than could have been expected after the
presildeanvt € .s Mo s ¢ was thathedJS gnd the EUthad played a significant
rolein the illegal overthrow of President Yanukovich, whieas led by fascistielements.
However,detaik of what actually happened in Kiev fron®-24 February dmot support

these allegatio;n The most lethal and wroragt taken by the Ukrainian parliameafter

Yanukovi ch'® s f thatdkrainian wauls bethe sole statdanguage at all

levels. This caused a strong adverse reaction in Crimea and southern and eastern Ukraine,

where the majority of habitants speak the Russian language and sireee protests.
Acting President Oleksandr Turchynov vetoed the bill on 1 MaBci.actually, bhe real
fear of Put i wasshata demigaverrsnent vath a Western oriergiosed
aseriousthreaEvery action t akenpostyanukouvichgerioghas s i
been geared to recovering this lost positiensuringhat Ukraine would beunable to join

the EU by keeping it in a state of constant chaos and uncertainty. This has involved seeking

to make it impossible for Kiev torganizethe elections planned for 25 May 2014, coupled
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with demands for a more federal stitution that would have the effect of allowing the
Russiaroriented eastern regions to block a close association with théddiditionally, it

is less atar the fact whether the coercive diplomacy ap@eéutin to undermine the new
governmat in Kiev, by usingSOFand local activists to establish a presence hostile to the
central governmeritave represented a form of pressure that coypdimntiple be turned off

if the political demands wernmet. A hypothesis ighat the initial moves in Crimea were
intended for coercive rather than separatist purposes. In his first statement, Putin said that
he did not anticipate annexing Crimea and he may have been hoping for a much more
generalizedpro-Russian insurrection across eastern Ukraine. It thas that hegained
authority from the Duma to send peacekeeping forctes Ukraire to protect Russian
minorities. It was soon evident that only Crimea, where there was already a substantial
Russian military presence, wastheildlof®arch, sens
a hastily arranged referendum supported ttgntegration of Crimea into the Russian
Federationand finally on the 18" of March 2014 Russia managed to completee

annexatiorof Crimea(Freedman, 2014, p-9).

So Russia succeeded in itsordlict agairst Ukraine mainly by adapting a
polymaphous HW policy based on thsupport from the ast majority of the Russians
living in Ukraine.In a researchheld byprofessors John Laughlin and Gerard Toals
shownthatthe Crimean polity wastrongly influenced by the Russian mediaile as many
as 84% of ethnic Russians and Ukrainian€iimmea now support annexation. Furthermore
theratio of those who wanted join Russia undoubtedly was convincgge to television
fed perceptions that etltnRussians would become secenldss citizens in Ukrain®©n the
other hand, nlike residents of western and central Ukraine who tend to readitidseltify
in these terms, the strong majority (85%) of the population of Crimea do rosivee
themselvess EuropeafKofman & Rojansky, 2015)

Alsomi st akes made by Kyiv's interim gover
Revolution, such as declaring a possible change to the status of the Russian language, or
firing the Crimean Berku{elite riot police) units, created additial opportunities for

Russia. In addition to thisRussi a‘ s use of broadcasting
psychological operationsurprisedboth Ukraine and the WegKofman & Rojansky,

2015)

The IW campaign inJkraine entailed concerted use of Russian statgrolled
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medig due to the fact thaUkraine never contested the information space in Russian
language programmingnd soRussian mediavere able to quickly adjust their messaging
in support of hle Kr eml i n* s o bj ampediup the alarmistRcansest iofaits
broadcasng in response to the Maidastpking fear and confusion in Crimeawhile atthe
sametime broadcasts fell relatively flat in other regions of Ukraine, despite the fact that
Russan state channels held the attention of mdsthe Russian speaking population
(Kofman & Rojansky, 2015)

3.4The RussianHybrid Warfare

The Russian HW as it was stated in the previous paragraphs,ery complicated

and extended issue which can be categorized as follows:
| . Information Warfare

In Ukraine, the Russian military campaign on the ground was accompanied by an
active media campaign that undermined Ukrainian authorities and their efforts to protect
the country. Russial© covered every layer of communication, targeting information sisset
in the physical, logical and societal domaasstheywere applied from the strategic to the
tactical level in order to enable militaractions by preRussian forcesby contrdling
broadcast and print media, shaped the narrative in the social medisoktdd Crimea
from indgpendent news from abroadhe mediaisolation of Crimea was achieved by
taking physical control of the nternet and telecommunications infrastructure and by
disrupting cable connection8s a consequencehe target audience in @rea shaped its
perception mainly through Russian or {itassian media sourcdsitially, Russia denied
direct involvement. Wheh h e —I i t t lagpeaged, bothrPresidem Wladimir Putin
and Defence Minister Sergei Shoigu denied thdigpation of Rissian troopslt wasin
early March 2016when Ukraine reported damaged fibeptic cables, jamming of naval
communications and defament of government portals. Moreoweobile communications
of government officials were compromised and s@artals suffred distributed Denial of
Service (DoS) attacks. Adding to that, a pRussian hacktivist group, Cyberberkut,
managed to access phone recordings and electronic correspondence between Ukrainian, EU

and US officials.Both governmental and private TV charmék.g., Rossiya 1, NTV,
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Russia Today, LifeNews), radio stations (e.g., Radio Mayak), mobile phone operators (e.qg.,
KyivStar), Internet sourcgéncluding online publications.g., Itar Tass, RIA Novosti) and

social media networks (e.g., YouTube, Facebodkcom, odnoklassniki.rugistributed
Russia‘'s di sinformation and Tchoenss e pua&t &tdi sat
Repulics of Donetsk and Luhansk hatieir own channels producing atikrainian

propaganda (e.g., dimews.com, novorus.inf@Kramer & Speranza, 2017, p. 21)

The narrative thathe last 10 yearRussiahasconstructeds framingRussia as a
Eurasian powe( a —new Gr tha imustReorgral iUlading and the Black Sea
reviving somehow the powerful imperial Russia and $loiet Union According to this
narrative, Ukraine has been an integral part of the Russian World temdsrth of the
Russian Empirand contr ol over Crimea,sersywyei Al $ Y
connection with the Sea Line Of Communicati@LOC) of the Black Sedn order to
support this factRussia exploited the deficiencies of the West and Ukraine, the political
and economic crisis in Ukrairend urged the empowerment of nationalist and xenophobic
trends that often occur in a crigigsone Ukraine that is divided between its {tassian
population (Russophones), living mostly in the Eastern and Southern parts of Ukraine
(depicted as Novorossiya), and fdarainians (Ukrainophones), whare situatedin
Wedern Ukraing(Kramer & Speranza, (A&7, p. 21).

In the physical battlefieldjuring the Ukrainian crisis, Russia had more than 55,000
troops lined up on the Ukrainian bordgsplying pressuteHowever when instabilityhad
to be shownn Ukraine,nonconventional techniquesere usedWhile the rebels directly
engaged the Ukrainian army in the Donbass, the Russian military engaged in training

exercisegust inside Russian territo)Kramer & Speranza, 2017, p. 21).
B. Economic and para/side economic activities

On a parallel basisonrmi | i t ary instruments of Russi :
brought to fruitionvia certain activitiesshown its ability to use losevel force as a means
to achieve numerous geopolitical objectivest only in Ukraine, buthroughout Europe
(Kramer &Speranza, 2017, p. 19)

1 Investments in ke sectors of European economies (e.g. lobbies in Great Britain
purchase of football teams such as Chélsea

1 The ue of Russian investments, trade and capital in order to cdetyotconomic
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and political elites€.g. energy influence of ENord Stream 1 and 2).
Buy up media, support anttegration ad pro-Russian political parties.
Sale armgo gain influencever military decisiormaking.

Largescale intelligence penetran of European organizations.

Forging d links between Russian organizedhoe and local criminal elements.

= =2 =4 A =

Establishment of ties among religious institutions, exploitation of unresolved ethnic
tensionsandampai gns for —minority rightsil.

1 Massive coordinated begr strikes on selected targets

As with hybrid conflictin detail, Russia has employed a full spectrum of activities,
ranging from indement of violence, kidnappingnd attempted assassinatiohpolitical
enemies of Putin®s r egi tmenfiltatiomr and dovdraetiong . Sc
combined with military efforts. The Russian government has been accused of deploying
operatives to foreign countries to deliberately protest or incite civil unrest or cg&obsn
part of its HWcampaign. Higher on the scale of ldewel use of fote from incitement of
violence is the capacity to breach borders, covertly or overtly, as part of a éffbrid For
instance, in Estoni®ussian forces crossed the border and kidnapped an Estonian border
guard who subsequently was convicted by a Russiant and sentenced to a fiftegear
i mpri sonment for —s pyi ngl | epgoasisleys s¢ mms soifn gw
Estoni an of ficials pushed back citing Ru
highlighting that Kohver, the guard, was abdudt o n Estonian terri
audacious croskorder raid by the Federal Security Service of the Russian Federation
(FSB) involving radigg a mmi ng equi pment and smoke grena
EU and other European officials for Kohver te teleased, he was convicted and jailed in
Russia, until returning to Estonia in a prisoner exchglgemer & Speranza, 2017, p.-19
20).

C) Operations in the Cyber domain

Russia haslsothe capability to utilize cyberattacks to disrupt operatioefworks
(e.g. electric grids or financesh both Europe and North America. The risk from
cyberattacks to critical infrastructure is substantiethe former Director of Natonal
Intelligence James Clapper states tihat telecommunications sector and #tectric grid
face esalating cyber threats to their Informatiorechnology (IT), industrial control

systemsand other operational technglpsystems on which they refi{ramer & Speranza,
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2017)

Likewise, Admiral Michael Rogers, dubhtted as the director of the National
Security Agency and commandef Cyber Command, has come into the conclusion that
energy firms and public utilities in many natigriscluding the USA, have had their

networks canpramised by state cyber actors.

Accordingly, wlnerabilities of Internet ServiceéProviders (ISPs) (including
Distributed Denial of Dervice (DDoS) attacks),networkdevicesand insider threatsave
been identifiedand tlecommunications systems hakieen attacked in key European
countries including Poland and Norwa¥inally, Uk r ai ne* s el ectric gri
in an attack that disabled multiple distribution utilities and impacted 20@)000people
for several houréKramer & Speranza, 201, 1819; Abdyraeva, 2020, p. 22)

D) Application of political and other means

IW is not only conducted tbugh cyber activities anshedia channelsAs practice
has shown, Kremlinalso maintains influence through organizations and civil society,
mainly through Russian and Russfanded GovernmerDrganized Non@Gvernmenth
Organizations (GONGQsas part of a broader network designed to support Russian
interests, propagate atWwestern narratives, undermine transatlantic values and institutions,
andl egi timize the Russi an g o0 \are rcoenciagpublics act
support.For instance, when Russian politics refer to the Baltic counkiesnlin usesit h e
Russians peaki ng minority and compat rconmottheor gan

narratve, and shape public opinigKramer & Speranza, 2017)

The EU hasstronglyalleged that Russian usptbpaganddo interfere in important
referendums in the Netherlands dBdtain in 2016, includinghe Brexitvote. Russia has

also been accused of interfering with @17 French presidential eddons. The campaign

manager oE mma n u e | Macron accused RT and Sputni
i nformation sharedll about ndthecsanme periodHndth tlrel s o
same rhythm, I the campaign has been a vict

just before the French presidential v{Beattberg & Maurer, 2018)

Russia‘s ability to combine s$leditmtheor ma't

emergence of haeéind release tactics that involve obtaining information and using it to
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influence public officials or opinion. US officials and analysts have asserted that this kind
of Russianoperation was behind theack of the Democratiblational Committee (DNC),

and a broader attempt to influence the 2016 US presidential elections. In a joint statement
in October, the US Intelligence Community explairiedtit was close to 100% surthat

the Russia Government directeccompromises of -ails from US persons and
institutions, includingrom US political organizationsand the thefts and disclosures wee
intended to interferéhe US election procegMueller, 2019) The continued referring that

this kind of activitiesare not new to Moscowand have been usdd influence public

opinion across Europe and Eura@ueller, 2019)0

The Russian government adopts a holistic approadiVtowhich does not only
affectst he t arget state and its armed forces'
effective canmand, but alsoachieve desired effects in the targetpopul at i on:
perceptions and decisianaking processes ifiavou r o f R u sTheredotesinstgaol a | s
of conceptualizing cyber operations within the framework of cyber warfare, theaRuss

government includes them the broader framework of t I\&/.

Meanwhile, Russi a‘s political and military o
existence of Russian méiry operations in Ukraine since the beginning of the conflict. In
January 2015, Russian Foreign Minister Sergey Lavrov responded to an accusation that
Russian wops were in Ukraine by challenging publicly the presentation of facts for these

allegations(Rupert, 2015)

In his book about Soviet disinformation, a former Soviet intelligence officer and
high-ranking defectorPacepapoints out that a typical KGB campaign always involved the
denial of its direct involvement. He writes that a thpeenged dsinformation campaign
precisely followsthe rules ofdenyng direct involvement in a situation, minimizirthe
damageand when the truth shows ,umsising that the enemy wawrong (Pacepa &
Rychlak, 2013)

Not knowi ng Russi a‘ sis putriniagosigon avthedhe musth e o p
guess themFor example, with its true goals concealed, Russia can threaten the enemy to
provoke a costly response. In Ukraine, the strategy provides Russia with a wider set of
strategic goals to choose from. If one agpooh f ai | s, such as, pres

intent to create a Ukrainian land bridge between Transnistria and Gritheaenemy will
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not necessarily perceive it as a failure, engurinRu s s i a
2022)

S | méinearam f s up

Such an approachlso facilitates the Russian exit from Ukraine in case Russia
decides that its military engagement is no longer required or desirable. If Russian troops are
not officially in Ukraine, it is relatively easy to withdraw from the country without
significant c o s t . Acknowl edging Russia‘s presenc
international institutions to introduce a more severe punishment and mightaxesfed to
afullscalewarl nst ead, a consistent deni al of Rus

flexibility in resolving the Ukrainian crisis.

Putin has an affinity for juridism or the use of formal documents to justify his actions,
as Fiona Hill and Cliff Gaddy argue in théook on the Russian leaddftom a purely
S a c tnoterassn 2014 and ROd Baeithmeshold i d

of i nternational conflict despite ampl e

legal perspective Russi a

i nvol vement i n tchoas inceasterm Ukrane alsR faiste méet law of a
belligerent occupation which applies only when the following circumstances prevail:

1 Theexisting government structures have been rendered incapable of iaxettoesr
normal authority.
1 The occupying power is in a position to carry out the normal functions of

government over the affected ar@tunter & Pernik, 2015, p.-3).

In order b prove that Russia is occupying eastern Ukrdtinegas to be proved that
Kremlin wields overall control over thigrritory, not only by equipping and financing, but
also by coordinating or helping in the general plagrof its military activity.As a result
the documented degree of Russian involvement in Ukraine is insufficient to meet the
overall control test. Atough the evidence is enough to prove Russia finances and equips
the preRussian separatists, it is insufficient to meet the requirementrgaiizing,
coordinating andhelping in planning military activities$So, from a purely legal perspective,
the confict between the Ukrainian government and the-Russian separatists is an
internal confict, not an international on&his strategy gives Russ@énhanced influence in
international organi zations, as il lustrat:
agreement. Russia, asone ot he si gnat o mdaoee ot farhally-hdie ang k | |

obligations to fulfill the agreement, while Ukraifmas to fulfill a lotof responsibilities
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(Hunter & Pernik, 2015, p.-3).

3.5 Conclusion

The —Russi an lis diffevetitérdm the WestkeM/NATO oneAnalysis has
identified three stages

1 Destabilizing a countryia inspiring domestic conflict.

1 Causing state collapse via ruining ecolyand destroying infrastructure.

1 Replacing local political leadership with ownfluenced operatives(Freedman
20149).

Russia‘'s ®fo a vaeety goétactice referring to HW are the means to

accomplishing a broader strategygeting the followingyoals:

1 Recreationoh Russi aNoempu sfeew Russih r
1 Stopthe EU s tgtb cohtriol energy pipelines.
1 Weaken and dividéhe West refleihg somehowrealist goals of a former, less

inter-connected worldLiaropoulos, 2019, p. 197)

The Western refrain that economic interdependence is a means of preventing isonflict
much | ess of a f act o sratiomale thanexectedce Inidterwelva d i mi
with BuzzFeedthe formerUPr esi dent Bar ack Obama tsahi d alt
Putin looks at problemdrom a Cold Warf gperspective and so he hasissa&l some
opportunities for Russia to diversify its economy, to strengthen its relationship with its

neighborsandto represena more friendly attitudéHunter & Pernik, 2015, p. 3).

On the tactical level, IW allows Russia to achieve surprise in the time or manner of an
attack. Russia thereby gains time and ef fi
the conflict inUkraine in 2014 was not declaraed war and the separatistsidaced high-
intensity operations in short bursts, the enaemag taken by surprise andas presented
with an erroneous imagd the situation. Thisfactdn el ped Russi a‘s succ
in Crimea with very few casualtietlowever,as the West undeessmnds Russi a‘''s

better, the advantage of novelty in Russi a
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nextpolitical-hybrid adventurgLiaropoulos, 2019, p. 19697).

The informational cover alsofefs the military aspect more autonomlgenthe greater
precisionof the troops is in highedemand than ever before in Russian history. Spetsnaz,
like the VDV Airborne troops of the Naval Infery marines, represent an army within an

armyable to opeate professionally, decisively acdvertly.

Further development of such tactics could allow Russia to reduce the numbers of troops
and the amount of equipment used in operations, according to Bedmiakging
successfully onef i t s * n mniliteeyr refannss in history. Consequently, Russia will
aso be able to manage defense expenditure
counter compact, dispersed units. It will also permit Russia to avoid clashes with heavily
armed, but less mobile parts of the enemy and quickly neutralize or eliminataitheset s *

command structures.

Finally, among the key lessons learned from the 2014 Ruks&ine conflict and its

HW tactics are:

1 Mixed ethnic societies are particularly susceptible to mass and social media
manipulation.

1 Prior to conflict, subtle economiofluence and the promotion of corruption serve to
establish leverage.

1 Political agents, volunteers and mercenaries provide a variety of low visible
sabotage and advisory options.
Use of terrorist type techniques.
Low-intensity conflicts that escalate rapidly to higlensity warfare unveil
unpreparedness of police, border guards, security units and even SOF teams to deal
with these challenges.

1 A variety of subtle and direct nuclear threats, including nucleatsa(erg.

Zaporizya nuclear energy factompopen the nuclear debate.
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CHAPTER 4

Non State actors: Israel vs Hezbollah case study

4.1 Introduction

An additive fact of the complexity of HW is that it can be conducted also by Non State
actors which arebasically terorist and paramilitary groupsNonState HW originally
appearedn the battlefield in places likeebanon andaterin Afghanistan and Iraq. The
term —hybri-dtdte actor cohtéxi v&as usem o illustrate how actors such as
Hezbollah combined the characteristics of unconventional and conventional warfare with
other noamilitary modes of operation in novel and anfiliar ways that challengeabth
Western military practiceand strategic thinkingegpecially by the need to change the
strategic doctrines of many countries such as USA and )iqReichboraKjennerud &
Cullen, 2016p. ).

Various characteristics habeen attributed to W conducted by nostate actors:

1 Increased levels of military sophistication as they move up the capabilities ladder,
successfully dploying modern weapons systemgchnologies and tactics
traditionally understood as being beydhd reach of nostate adversaries.

1 Expansion of the battlefield beyond the purely military realtgng with the
growing importance of nomilitary tools. From the perspective of the nsiate
actor, thisis aform of horizontal escalation that provides asymmetric advastty

nonstate actors in a confligtith militarily superior statactors.

Through an incorporation of the diverse characteristics of state arstatenH\W

based upom number otertaincharacteristics (asymmetrand multtmodal alongwith a
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horizontal and arertical axis)and to varying degrees shares an increasguhasis on
creativity and ambiguityhat leads to the followinghodel (Figure 6)which describeshow
a HW actor uses gt instruments ofMilitary, Political, Economic, Civilian and
Informational (MPECI) poweracross the Political, Military, Economic, Societal,
Informational and Infrastructur@MESII) vulnerabilities of a target system, to escalate
vertically and horizordtlly — in orderto achieve the ekired goal¢ReichbornKjennerud &
Cullen, 2016 p. J).

VERTICAL
ESCALATION
INFORMATION
MILITARY 1 [

e

= POLITICAL

= ECONOMIC

= ] /\

SYNCHRONIZATION HORIZONTAL
ESCALATION

Figure 6: MPECI diagram
Source:(ReichboraKjennerud & Cullen, 2016)

As it has been underlined beforldW is characterized by the tailored use of all
i nstruments of power against t he vul ner a
instruments can be divided into the more traditional MPECI categories, but will be used in
synchronized and coordinated fashieng ai n st t he 0 PG oricalt * s S
functions and vulnerabilities (PMESII) in order to hasechange in the behavioral or
physical state of a system according todksiredpolitical goals.So, by implementinghe
definitions ofVertical and Hori zontal escalation HW refers not only to the mearsit

also to how these are employed in a highly coordinated and synchronized fashion to create
synergistic effects beyond the immediate element of power. This synchronization has the
effect of acting as afce multiplier. This, in turn, assumes that HW requires a high degree
of centalized operational commandgntrol and strategic coordination of the elements of
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power, which can also be applied on the tactical level of a conflict.igsré&6 describes

the means (the elements of power) may be vertically escalated -escdiated
(increased/decreased intensity), or horizontally escalated-esadated (synchronization

of elements of power creating effects that can have the same impact as verticabesualati
one mean)- or a combination of the two, to achieve a goal. For instance, one could
vertically escalate the political spectrum of the PMESII while horizontally escalating into
other spectrums such as the informational and military. By employingeaiieats of
national power, the ability to escalate vertically and horizontally increases, and thus also
the ability to create effec{ReichborrKjennerud & Cullen, 2016,. 3).

Bearing in mind the above analysis, it could be easily understoedmportant is the
study of historical conflicts, such as the second Lebanon war, in which every aspect and

mean of the HW context was applied.

4.2 Historic and religiousbackground of Hezbollah

Hezbollah is a Shia Muslim political growpith a militant wingwhich is called the

Islamic Resistancel t s mai n pr endebanoract s ngi awdhintae dst a
st at e llalso & majon grovider of social services, operating schools, hospitals and
agricultural services for thousands of Lebanese SHidsasbeen presenin the Lebanese
political system since 1992 i n c r e a s iovegtheirecent' years &romewo to eleven
out of thirty seats in the Lebanese national unity cabinet. In addition to thés ibstalled

and uses satellite TV channgh a | Maamd a iyoadcast statighoth regarded as
terrorist entities from the West Ideological and financial support for the organization is
provided by Iran and Syriand also raises funds from criminal activities, such as
counterfeiting moneydrug production and trade. Consequently, Hezbaltaicentrates all

the characteristics of a non state actor, according to the MPECI didapemdescribed

that can conduct on a large scale a KI(MtCulloh & Johnson2013 p. 21 ; Huovinen

2011, p 24).

Hezbollah éirst appearance wasn t h e das & eesulld thegbanese Civil
War (19751977)andthe two Israeli campaighnin Lebanon in 1978 and 198&untemng

the action of theAmal Movementwhich wasthe largest Shia organization in Lebanon at
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that time, and s e p a rfrant Ralesgine Lilkemation OrgahizatidPLO) or other
Palestinian groups operating in the ar@esponding to the Israeli invasiohLebanonin

1982, the abovementiongmioyp of Lebanese Shia Muslims declared themselves to be the
AParty of Goahdsdglamic refitandd uhita \weye formed anmbmmitted to

the liberation of the occupied territories and the ejection of the Israel Defence Forces (IDF)
which intendedto stay in South Lebanomdezbollahwas assisted both ideologically and
logistically by the Iranian Revolui onar y Gu ar dss Bekas\altkyamother L e b an
reason whyHezbollah draws inspiratioform the Iranian Revolutiorhaving as endmost
goalthe creation of an Iranianys Islamic republic in Lebangitrongly antiWesternand
antilsrael removing alsall the nontislamic influences from t s *  tBeimgibathtofo r y
them Shia Muslims the ideological connectiorbetween Irarand Hezbollah h&always

been strong.SinceHezbollahwas founded it has received support from Iran and Syria,
both financily and in military training(McCulloh & Johnson, 2013, 21 ; Huovinen,

2011, p 24).

As it was stated befordjezbollah is a Shia Muslim organization in which religion
plays animportant political role. Thewliffer from Sunni Muslims in theerspective of
leadership andot in the spiritual aspect of religiomelieving thatheir leadership, either
religious orpolitical, descend directly from the family of the Prophet Mohammad or God
himself. Therefore among the Shias, Imams are considered sinless by nature and their
authority infallible since it comes directly from God or the family of the Prophet. Hence
the leaders are highly respected, and their authority unquestioned. Among the Muslims
worldwide, Shias are a minority with about 15% of the Muslim populatvondwide The
attitude towards#n di vi ne aut h explains howfShigsghnizationsnaya m "
turn extremistand be considered to behave like tastoorganizations fronthe Westpoint
of view (Huovinen, 2011, p25).

Moreover, Hezbollah is by its nature asymmetric and has potential for conventionality.
Developnents in Hezbollah since th&econd Lebanorwar indicate a potential to
strategically align with forces seeking to contest USA military presence in the Middle East
and beyongdshowing also aimmense capaty for doing whatever is needed survive.

Many consider this pragmatic, b&hia Islamic doctrine allows for deception and false
alliances allowing thusHezbollah to do things that look pragmatic on the surface, but
which are entirely in accordance with Shia doctrinéor example, ey can ally with
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Christians in parliament, dewith infidel regimes such as North Korea, traffic drugs in the
Latin American Triborder area, and still be good Muslims waging true jihad. Yet,
Hezbollah maintains significant funding eams from North Africa, the USAnd Latin

America, essentially ywhere a Lebanese diaspora exists. Additionally, they have
relations with North Korea for their tunnel building consultation along with numerous

regionalentities such as Sunni Ham@tuovinen, 2011, p25).

Having to do with the religioup ol i t i c al aspect, Hezbol |l ah
the armed Hezbollah militia. This allows them to honor their first obligatidmad
against the Zionist entity without Lebanon being held accountable militaribAnother
point is thatthey seek to maintain as influential a presence as possible in the Lebanese
political sphere without becoming the state. By being dad® veto entity in the
Lebanese parliament, they reap the benefits of political power withouégpensibilities
of governance.Also, Hezbollahstays t r u @rimarg Shia tekgious conceptsoyalty
to the Iranian Leader, Jihad and Shihada (martyrdom)Finally, they seek to develop
depth by refining and bolstering relationships for funding supgport with other statesich
as Syria(McCulloh & Johnson, 2013 ; Huovinen, 2011)

4.3Military Campaigns of Hezbollah

Once established as a militia, Hezbollah received acclaim and legitimacy in Lebanon
and throughout the Muslim world by fightinggainst the IDF and the South Lebanese
Army (SLA). Its base as wer e, a nd ssShiitelddminated ereas,lpatba n o n *
Beirut, Southern Lebanon and Bekaa Valley. Aside fromad$vities in Lebanon, in
1980°' s an & Hezlolah gondaed & dlobal terrorist strategy with a capability to
operate all over the world, and they carried out terrorist attacks agsiasti land US
targets, focusing mainlgn South America, Southeast Asia, Jordan, the Persian Gulf, and

the European continefdohnson2010,p. 2-5).

As a result Hezbollah wasesponsible fora series of terrorist attacks against Western

targets such as

fSuicide bombings of the U.S. embassy (1983), U.S. Marines base (1983), the U.S.
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Embassy Annex in Beirut (1984).

T Aircraft hijackings (Trans World Airlines 1985, Kuwaiti Airlines 1984 and 1988), the
attack on Israeli Bbassy in Argentina (1992).

IKidnappings of U.S. and European civilians as well as French, British, German and
Russian diplomats. Hezbollah was responsiblenfiost of the kidnappings of
foreign nationals carried out in Lebanon during that time period (at least 18 citizens
of Western countries were held hostage, and three of them were &iiealinen,

2011, p 26).

| n t h s follo®i®y@ ‘shift in Irania policy, Hezbollah lowered the profile of its
antrWestern pursuits and focused its attention on terrorist activity against Israeli thrgets.
1989, heavily influenced by Syria, the Lebanese administration accepted Hezbollah as the
only militia organizaibn in Lebanon, whereas all other ethnic militias were to be
di smantl ed. Al ong with the weakness of th
status enabled the organization to use its power and seize both military and civilian control
in SouthernLebanon (and several areas of the Bekaa region), practically replacing the
legitimate Lebanese regime. This process continued even after the IDF withdrawal from
Lebanon. Southern Lebanon had in fact turned into a-wifli;n-a-state as it was
abovementioed Hezbollah thus became the ultimate authority in this regidrle the
Lebanese regimdocused mainly on economic development projects that were approved by
Hezbollah. Moreover, Hezbollah pursued its own @oln southern Lebanon, which was
imposed orthe Lebanese government, oppoding effective deployment of the Lebanese
army in the south thus preventing the Lebanese regime from assuming responsibility for
t hi s r egi.Accdrding tethe cesolutiort 425 of th&nited Nations (N) Security
Council, the Lebanese army hao be deployed in the south of the countrybut by
receiving strong support from Syria, Hezbollah openly rejetttisdnandatend carried on
as befor¢Huovinen, 2011, p27).

As an ethnieeligious feature,ite Shiacommunity had been the largest, and yet the
most underprivileged ethnic community in Lebanon. For Hezbollah this created a fertile
soil for gaining support with an extensive social and enoa program, since the central
governmentvas unabléo improve he situation. Fareaching social and welfare activities
were carried out by Hezboll ah, i ncluding

services, social welfare and religious educatiactions that werénanced by the funds
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received from internainal fundraisers and its support from Iran and Syrdiaevitably,
Hezbollah earned the trust and support of the Shia community as well as sofleiagn
gainng that waypolitical power in Lebanon n i t sof formingarsislamic republic in
Lebana (Huovinen, 2011, p27).

In the beginning of the 21st century, there was an increasing cooperation between
Hezbollah and other Palestinian terrbmsganizations in the regipmeing reallyactive
against the IDF during the withdrawal of Israeli forces from Lebanon in May 20€0the
termination of the Second Lebanese Civil war (32860) Focus was transferred to
violent activities in Israeli territory with the aim to disrupt any afierat dialogueand
peace process in generbdowever, since thd1™ of September 2001 attacks Hezbollah
made considerable efforts to promote its image in order to blur its idestity terrorist
organization, denyingpublicly its involvement in terrorisnn general, and in particular.
Yet despite t he |l srael ‘s withdrawal from
periodically to shell Israeli forces in the disput8tebaFarms border zone resulting
periodic conflict and a retaliation from Israel. In thel eri 2005, Hezbollah and the IDF
had a heavy exchange of fire across the Blue Line established by the UN Security Council
resolutions 425 and 426 for the IDF withdrawal from Lebanon in 2000. Both sides used

heavy weapons against each ottiéwovinen, 2011p. 28).

After the withdrawal of IDF from Lebanon in 2000, Hezbollah kept close ties to Iran
and Syria and began amgj itself, mainly with High quality weapons, such as lataland
rockets, anttank weapons, angircraft missiles, mines and mortar rounds as well as
explosives, small arms and ammunitidn September 2004 the UN Security Council
resolution 1559 called for the Lebanese goverrimerdisband and disarm all Lebanese
and nonLebanese militias and to prevent the flow of armaments and other military
equipment to the militias from Syria, Iran and other nations. The Lebanese government did
not comply with the resolution because Heziolivas very popular among the Shiites, it
had built a considerable military strength and it did not want the Lebanese army in the
Southern Lebanon/ Hezbollah's territory. Fu
clash between Hezbollah and IDF, ia shortness and intensity, was like a prologue to the
Second Lebanon War the following year. The military and financial support Hezbollah
received from Iran and Syria did not go unnoticed by the international commiandiyng
theUN Secretary Generaldfi Annanon April 2006to demand fronsyria and Iran to stop
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interfering in LebanoifHuovinen, 2011, p28).

4.4 The Second Lbanese War

4.4.1Political Background andStrategic Level

The Second Lebanese Wa2(00§ was a 34day military conflict, betweerthe pre
eminent conventional military force in the Middle Eadsrael—against the combined
conventional and unconventional military force of the-state actor Lebanese Hezbollah.
The conflict began when Lebanese Hezbollah ootedl attacks against Israeli border
forces and kidnapped two Israeli soldierstoa12"™ of July 2006. Israel responded with a
failed rescue attempt and a synchronized air and ground bombardment of Southern
Lebanon, followed by a ground invasion and aahablockade of Lebanon. Lebanese
Hezbollah retaliated with massive rocket strikes into Northern Israel and a guerilla
campaign utilizing prepared, hardened defensive positions. Fighting continued until
regional and international pressure resulted in @ddnNations brokered ceasefire thre
14" of August 200§Hoffman, 2009 p. 37; Pana 2016 p.68).

In total, the fighting resulted in the deaths of approximately 1,200 people. The fighting
displaced over a million people in Southern Lebanon and in Northern Israel. On the Israeli
side, 114IDF soldiers were killed and significant amounts of Israeli amjitequipment
were damaged or destroyed, I amaenitted dnaim pttleu p t o
tanks,some rotary wing aircraft and coastal navasselsMore than 40 Israeli civilians
were killed and nearly 4,000 were injured in addition to amesed $3.5 billion loss in
war cost and economic output. Accordingly, in Lebartdezbollah suffered contentious
losses of between 46 and 600 fighters killed, and its observed military capability was
estimated tdhave been reduced by one haifaddition over 1,000 Lebanese civilians were
reportedly killed and over 4,000 were injured in addition to an estimated $4 billion loss in
buildings and infrastructure. Thisonflict played out against a historical backdrop of
political, religious, and ethnic temsis between the strong state actor, Israel, and the
ambiguous nosstate actor, Lebanes¢ezbollah within the neighboring weak state of
Lebanon. Israel is a strong, Jewish state in a contested geographiistoeizally fighting
for survival against thé&rab and Muslim populations of the Middle E&st more than 70

years Israel s  sstcansisted bya dominant Jewish demograptibharacteristicand is
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supported by strong internabconomy anaxtemnal remittances, influencing on a parallel

line the stongest economic and political lobbies of USA, Great Britain, France, dn.c. .
additiontothis] srael *s military industrial compl ex
East region, fielding advancepiound, air and sea platforms and simultaneoesporting

high leveltechnolaical knowhow worldwidéMcCulloh & Johnson, 2013, R0).

On the other sidd,ebanon is a multiculturakeakstate, which has been a confluence
of both Middle Easterrand Mediterraneampopulation and beliefs for centuries. This
cultural milieu has resulted in a demographic mix that tentatively balances between
multiple Muslim and Christian taions within thehabitants As a result, Lebanon has a
relatively weak central government and with contdadtributed among many factions
according to the 1926 Lebanon Constitution. During the civil war of -19B®, this
balance of power was contested. Following the 1979 Iranian Islamic Revolution, additional
pressure was placed on the balance of powerhvet Shi * a demographi c.
led to external interference and sometimes domination of Lebanon by her stronger
neighbors, Syria and risel—perpetuating the cycle dack of control and resulting in
historically poor infrastructurewhich is the fowing state of its old colony status by
France The weak governmental structure is mirrored by a relatively weak military that
lacks not only the power to conduct external defense, but also to impose or support internal
order—effectively creating an inteal power vacuumwhich is the actual reason of the
United Nations Interim Force In Lebanon (UNIFIdeployment since 2006 serving in
order to assist Lebanon in creating strong and independent Army and Police Forces.
Hezbollah filled the power vacuum cted by this lack of internal political and militar
strength in the early 1980ss it was stated beforeAs a result, the unique picture of
Lebanese Hezbollah is built to show its ibtites as a hybrid organizatighicCulloh &
Johnson, 2013, [20-21).

4.4.2 Operational Level

The comparison between IDF and Hezbollah through the principles of HW shows
clearly the reason why Hezbollah used this kind of strategic and operational doctrine during
the war(McCulloh & Johnson, 2013, R0):
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T Ahybrid force‘s composition, capabil it
own specific context. This context includes the terapogeographic, socio
cultural and historical settingn which the given conflict takeglace. Lebanese
Hezbollah existsvithin just such a specific enabling context. The weak central
government and conflicted lines of power within the country allow Lebanese
Hezbollah to exist peaceablghaintainng and improvingits militant status and
freedom of action. Lebanon itsedf not only a cultural and demographic mix of
Eastern and Western society, but it a
Muslim demographic density that extends from Lebanon through Syria, Iraq, Iran,
and Bahrair—otherwiseknown as thei Sh i 6 a oOGuhiehsenesnto unify

Lebanon‘s internal Shi‘“a Muslim popul at
base of supportin addition, the ideology espoused by Lebanese Hezbollah
extends to the Lebanese diaspora throughout the world and engenders both
sympathy ad support for the @anization(McCulloh & Johnson, 2013, @1).

1 A specific ideology exists within the hybrid force that creates an internal narrative
to the organization. This ideology inherently links to the strategic context and is
grounded within thesociocultural, religious identity of the hybrid force. The
resulting narrative redefines the extant rules within the strategic context.
Hezbollah maintains an ideology dfjhteous Islamic Revolution grounded in
both its assumed role as andnts r a e | i militia andonas a S
This narrative supports both the external and internal support relationships as well
as facilitating the growth and control requiremenfs Lebanese Hezbollah
pointing out also the inadequacy of the Lebanese governtMg€ulloh &

Johnson, 2013, [22).

T Hybrid force‘s perception of an existe
perceived threat drives the hybrid force to abandonautnal military wisdom
in order to find ways to achieve lotgrm survival. In the case of Lebanese
Hezbollah, Israel established a long historical precedent of military action and
occupation in Lebanon in 1948 during the Adataeli War with the Israel
occupation of numerous southeborder villages in Lebanoihe invasion of
southern Lebanon followed in 1978 and occupation of eeyrgouth of the Litani
River.In 1982, a large Israeli ground force brieflytered the eastern portion of

Beirut, thecapital of LebanonThe Lebanese people and Lebanese Hezbollah can
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see Israel as an existential threat if it combines selected historical facts with Israeli
policy statementsAct ual | vy, L e b a publis ehetokice redularly | a h *
incorporate this narrve. The realization of this existential threat thereby
prompts Lebanese Hezbollah to seek any method possible to defend- itself
including both conventional and unconventional methods. Another resthitsof

rhetoric is the tacit approval of the Lebaneseople—which creates a support

base that enables the actions of Lebanese Hezlipie@ulloh & Johnson, 2013,

p.22).

1 During a HW exists a capability overmatch between the hybrid force and a
potential adversary.The hybrid force contains less conventional military
capability compared to its adversary and therefore must seek a way to offset this
apparent advantage in military capability. In the case of Lebanese Hezbollah and
Israel, this overmatch is readily apeat. Israel not only maintains a large internal
military industrial complex, but also links through close alliances to both the
American and European military industrial complexesbanese Hezbollah on the
other hand, maintains an -adc militia force thais reliant on external arms
supplies and unconventional techniquleaving a strong knowledge glerilla
and urban warfare tacti¢slcCulloh & Johnson, 2013, @22-23).

1 However, ahybrid force contains both conventional and unconventional elements
(tha * s why ihybrid).s Tcheelsleedel ements often
military technology and nonmilitary, guerrilla type technology and tactical
application. These combined capabilities create an asymmetric advantage for the
hybrid force. In a ground foe comparison of the 2006 War, Israel fields an army
containing main battle tanks such as the Sabra Mark | and Merkava Mark 1V,
armored personnel carriers like the Namer, infantry fighting vehicles such as the
Golan Armored Vehicle, towed and selfopellae artillery systems like the
LAROM and Sholef, and multiple variatis of Unmanned Arial Vehicles
(UAVs). Additionally, Israel maintains multiple air force strike fighters such as
the Kfir and F16l, rotary wing platfams, and coastal defense ships the other
sideg Lebanese Hezbollah utilizes multiple small arms variants,-tamki
munitions, antiaircraft systems, anship weapon systems, and multiple rocket
and missi platforms. Conventional fighters we capable of advanced

application of their wgaon systems, as seen in the example of 3709 rocket attacks
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launched into Northern Israehifting 901 towns and cis during theSecond
Lebanon War), whilarregular militia units useé Improvised Explosive Bvices
(IEDs) and werecapable of neasimultaneous swarming attackMcCulloh &
Johnson, 2013, 23).

1 Hybrid forces seek to use defensive type operatioreate ambushes and quick
counter attacksThis kind ofoperations will often include offensive components,
but the overarching intent will #itbe one of defense. In the 2006 Isrhebanese
Hezbollah War, Lebanese Hezbollah fought from prepared fighting positions,
including fortified bunkers, which were arrangeddepth in Southern Lebanon,
which was a terrain that they knew and had donessiteeys numerous times.
From these defensive positions, Lebanese Hezbollah launched multiple rocket
attacks and executed swarming attacks against Israeli ground forces. As such,
these operations primarily focused on the overall survival of Lebanese kézbol
forces or on the protection of their corresponding local support netwirks.
general all ground engagements occurred whieR entered into areas occupied
by Lebanese Hezbollah fighteRocket attacks were offensive in nature, but were
launched for he stated purpose of retaliatory strikes against Israeli forces in
Lebanon in the context of contested areas such as Shaba Farms or the Golan
Heights and as such can be viewed as overall defensive operatiais could
also help in the breaking of the IDFs ¢ h@4ibetweaenfarmy groupsosing
psychological effects upon therbebanese Hezbollah relied on attritional tactics
throughout the Isradlebanon 2006 War, consonant with th#éV theory
(McCulloh & Johnson, 2013, 23-24).

1 Finally, the use of attritional tactics in the employment of the hybrid force. In the
case of Lebanese Hezbollah, the physical manifestation of these attritional tactics
occurred using mine and improvised mine warfare, mass use of indirect fire
attacks—missiles, ockets, and mortar fire, and the use of -satk/anti-personnel
ground ambushesAs such, Lebanese Hezbollah rarely massed outside of
occasional swarming attacks which were mditectional Additional moves
were the cognitive aspects of attritional te€tin the use of the initial kidnapping
of two IDF soldiers, threat®f suicide bombing, the repeated bombardnent
Israeli civilian populationsand the rapid use of media to execute strategic
information influerting operation@icCulloh & Johnson, 2013. 24).
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Although Lebanese Hezbollah received more damage thaDEand was tactically
defeated on multiple occasions throughout thed®¢ conflict, Lebanese Hezbollah was
able to take advantage of several critical factors in order to gain an opalatia strategic
victory. Despite their clear military and economic advantagedPlRavere unable to meet
the operationahnd strategic objectives that needed in order to military defeat the Lebanese
Hezbollah, therefor¢he majorityof public opinionin Israel, Lebanorand throughout the
world saw srael as losing the conflichs a hybrid force, Lebanese Hezbollah was able to
use its internal stregths of narrative, mix of weapormed tacticsand by optimizingits
military organizationschemeagainsta Western style conventional military organization
succeeded t aveaknessesnd figimegainst aamuch stronger oppon€&hus it
neededa combination of available equipment like aaink, antiaircraft, antiship, and
unconventional weaporslEDs—and flexible defensive tactics like fortified defense in
depth and ambush type tactics. This was coupled with an adaptive use of media exploitation
and messaging in combination with a neantinuous rocket bombardmerr. doing so,
Lebanese Hezbollahas able to bind the strategic objective of victory within the internal
narrative of a Shi‘a protector fighting ac
Lebanese Hezbollah acted as an agile, adaptive, and lethal opponent that only had to
continue to fight in order to achieve its objective and defeat its enemy. In this sense, the
hybrid force gained a clear advantage through synergistic effects laieslexithe desirable
—v i ¢ (MaCuNoh & Johnson, 2013, 25).

4.4.3Phases of the Conflict

The 3-day long Second Lebanon War was initiated by the kidnapping of two Israeli
soldiers by Hezbollah near Shtula on the am#sesraeli border on the 12of July 2006.
The kidnapping Hezbollah unit had crossed the border during a diversion aftack
Katyusha rockets and mortar rounds against the border villages and IDF positions. Israel
responded and launched a lasgaleretaliatory operation which eentually escalated into
a war.The war that ended in a ceasefire agreement on August 13, 200& davided into
three phases

fPhasel: Air campaign (July 126).
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fPhase Il: Engagement of ground forces (July-18ugust 11)
fPhaselll: Final push (August :23) (Huovinen, 2011, p28).

The first phase of the Israeli retaliatory operation begin a massive se of Israel
Air Force (IAF). On a parallel linéDF imposed ai and sea blockades on Lebanon as the
IAF attacked suspected Hezbollah command posts in Beirut, including military targets
along the Beirut- Damascus highway and elsewhdrging eventuallyto destroy the long
range missile launchers used by Hezbollah against Northern Israel. Israel refrained from
bombing Lebanese infrastructure, although the IDF Chief of Staff, Lieutenant General
Halutz had suggested that, imposing that weself restrictions to conduct the operation.
Additionally, Israelavoided a direct confrontation with Syria, despite the support it gave to
Hezbollah. Within the first two days of the war,theldle st r oyed mosts of t
medium and longange mssile launchers, along with the Hezbollah command centres in
Beirut. Yet the Israeli retaliatory campaign i@ unexpected surprise, when thessile
corvette INS Hanithwas hit with an antshp missile fired by Hezbollahas she was
monitoring the imposed naval blockade conducting a massive psychological and
operational hit against Israel. Thdrgbanese government asked for a ceasefire on July 14,
which was turned down fedays late(Huovinen, 2011, p28).

A significant point of study is thahithe beginning of the operation the Israeli political
and military leadership was both confused and indecisive of the ogig@nd methods to
reach them. For instancéhe IDF Chief of Staff was initially thinkings theoperation
would be a retaliatoryattack and not waiinstructing alscis subordinates at the General
Staff level not to use the termw aregarding the operatiofinally Israel had fivemain
objectives in the waand generally in its strategic and political doctrine in the Middle East

region

fDestroy the —lranian Webeihgeabla to Gsmuaciea n d |l k
power.

1 Restore credibility of Israeli deterrence after the withdrawals from Lebanon (2000)
and Gaza (2005).

1 Try to force Lebanon to act as an accountable state, inglilde end of Hezbollahs
—statewith-in-st at ell st atus.

1 Damage or cripple Hezbolladlthough itwould continue to be a majgolitical

player in Lebanon.

49

University of Piraeus



Hybrid Warfare: Theory, Case studies and CountermeasureXyriakos I. loannou

1 Bring back to homeland the two kidnappsaldiers without major trades ofiponers
held by Israe(Huovinen, 2011, p29).

Even thoughthe operation was initially thought to be carried oadinly on an air
campaign, a reserve infantry division was mobilized as early atherld of July,
followed bythree more infamy. Regardless of the damagdlicted on the Hezbollah long
range missiles and launcher arsenal, Hezbollah still had the capability to fire hundreds of
shortrange rockets a day into Northern Israel. This caused senifvastructure andanoral
damage to the Israeli civilian populatitiming in the area. It wasaw finally understood
by | s polgieal and military leadership that the war could not be won without the
ground elemet, and it felt forced to applground forces into battldiaving as main task
the destruction oHezbolk s positions alog the IsraelLebanon borde(Huovinen, 2011,

p. 30).

Onthe 229 of July, the seconghhase began with IDF applyirggound forces in battle
in Southern Lebanon. The Israeli fordaed against the Hezbollah forces in Southern
Lebanon, uncharacteristically to its tradition of mechanized warfare of outflanking and
encircling the enemy, including the use of the element of surprise. The audacious fighting
capabilities of Hezbollah came assurprise to the troops on the groumpdtting into
consideratiorthe effectivenessf the Israeli intelligencservice The Israeli troop on the
ground faced an enemy witkell prepared defence lines and bunker systems, well armed
troops with missiles, rockets and advanced lighter arms likaaarkiweaponand surface
to-air missiles. Numerous short range rocketsvere launched by Hezbollah which
terrorizedthe civilian population in Northern Isra@ind stopped the quick and siga
movement of the Israeli land forces. Howevhe IDF operations kept building up arah
the 29" of Julyani ncr eased e f fswastmade in ortielo ereate s seaueity i *
belt on the Northern Lebanese border. The ground troops took hotdnmhating terrain
and Special Forces hit targets in Bekaa Valley and, Tymehad not mucloverall result
(Huovinen, 2011, p30).

An obvious taracteristic of ta Second Lebanon War was thH&@tF often faced
Hezbollahin urban aregswhere Hezbollah hadalready built its bass there It used
civilian facilities and homes to stoneeapons and supplies arar fighting positions.
Rockets and mortars wedeployed within towns and homesith the Hezbollah soldiers

rushing in and outo cary out firing missionsThey alsoused the people of Lebanon as
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human shields for their advantage, clearly against the rules of the international laws of war.

IDF faced the challenge of target inigence and collateral damage:

1 How to verify targets todengaged with different types of weapons and how to avoid
collateral damage?

1 How much to limit the strikes and the use of force, if military operations were
carried out of civilian facilities, or in the immediate vicinity of them?

M Onthe otherhandfi t he | DF Chi ef of St aff had pu
Lebanon back 20 vyearsil, it -stade actoe witht i n g,
terrorist status tase civilians as human shields.

1 Collateral damage woulde beneficial for Hezbollah as an excellent media
operations material to brintlpe population on their sidesHezbollah $eaderbip
used effectively its own TVand broadcast capabilities to send out their own

messagén every single point of the worlgHuovinen, 2011, p31).

Another characteristic of Hezbollah fighting during the conflvets their well trained
s o | d use of ‘the advanced weapon systems they had acquired before the war, such as
antirtank weapons, antircraft mesiles, antship missilesand UAVs The antitark
weapons were useskillfully in terms of tacticasmultiple rounds were fired at the same
target indicating that the use of atdhk weapons was concentrated in anticipated Kill
zones In addition to this, mti-tank weapons were effectively usadainst IDF ground
troops seking protection from buildingcausing most of thecasualties of IDF in the war.
The antiaircraft missile capability, played an jnror t an't role from t
perspectivealthough it destroyed onlgne IAF aircraft duing the war, becausg@yst the
knowledge of short range adefensemissiles possessed by Hezbollah forced IAF to
change mission profiles and to use extensively countermeasures to assilgpambushes
to IAF planegHuovinen, 2011, p31).

In the first days of the war Hezbollah damaged INS Hanith with an-sipi
missile, acapability thought to be possessed only by national armies rather than by an
organization with terrorist status. Israeli intelligence had given estimates of such weapons
in the possession of Hezbollah as early as 2003, but the Israel Navy tdtdkeothe
warning seriouslyand as a result missile corvette INS Hanith operated without using active

countermeasres(Huovinen, 2011, [32).
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The UAVs supplied by Irarprovided Hezbollah with another force multiplier. With a
range of up to 45&ilometersand payload capability of 45 kg it could deliver its load
practically anywhere in Israel with an accuracy of 10 m withGhebal Position System
(GP9 guidance system One penetrated Israeli alefensesystem and was shot down by
IAF 15 km from Haifa. This demonstrated a new threat to Israel, since the UAVs could not
be detected with the normalrveillance radars and witlhew effectsunimaginable if its
payloadhad been clemical or biological bombsAlthough the long and medium range
rockets and missiles threat to Israel was dismissed by IAF during the first days of the war,
Hezbollah demorisated its capability to cause damage awhtinuoudy threat the
Northern krael civilian population by the firing of short range rockets. The smallket®oc
required smaller launchers, gy were moved and hidden easily and were both quick to
set up and fire- a weapon thiawas used very effectively.There were some reports
supporting that Iran promoted Electronicavfare (EW) capabilities of Hezbollah during
the war, such as jamming and successful hacking of Israeli communication, which Israel
has denied. It can be said that Hezbollah was well prepared to fight the vearted
influence of IsraelEW and could maintain its C&tructurethroughout the wafHuovinen,

2011, p 32).

Due to the ineffectiveness of the IDF ineth bat t | ef i el ds grograli n st
positions in Southern lkea n o n, and p ar < inabilityl ia hdndling thle e I A
continuous sho#tange rocket laurner threat to Northern Israet became evident that
unless the territory from where the rockets were launched was capgheedreat would be
constant This set the stage for the third padsr the war. Although cease fire negotiations
were ongoing, an operation was planned to capture the entire area south of the Litany
River. The operation was approved by the Israeli government because they thought it
would give both militay and politica flexibility. Israeli troops in the area nearly tripled,
andon the 12 of August the operation tg&n, butwith a one day duration dke ceasefe
took effect on the 18of August 200§Huovinen, 2011, [32-33).

4.5 The Failure of the IsraeliDoctrine

Before theSecond LebanolVa r | srael * s s eikeuatiof theUSAI t uat |
with preparations been dofa full- spectrum operations including
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1 Low Intensity Conflict (LIC) mainly focused on the West Bank and Gaza.
1 High Intensity Conflict (HIC ) against contiguous std, like Syria and.ebanon
and—s t ates without common bordersll especi

Accordingly, tireegroup ofevents affected Israeli perceptions about future warfare prior to
the 2006 Second Lebanon War:

1 The 1999 wain Kosovo, Operation Enduring Freedom in Afghanist@iEFR2002)
and Operation Iragi Freedom (OHEO03 spurred a belief inhe Israeli defense
Headquarters (HQihat standoff attack mainlyby air fire power,was an effective
means to affect the will ofhe adversary and determine conflict outcomes. This
approach also seemed to promise lower IDF casualéss collateral damagend
budgetary savings.

1 The second algsa intifada, which began in late 2000, forced the lIsraeli Army to
focus on operations t&top terrorist attacks inside Isrdogl PLO.

1 The USApresence in Iraq following OIF, coupled with low threats from neigtgo
except Syria, encouraged a belief that Israel was beyond the era of a major war and

that the primary role of ground forces wa£l(Dohnson, 201(Q. 2).

The findings of the I1srael.i government " s
2006 Second Lebanon War after its conclusion, showed the pokdemh chain of
command®' s —othiskindd | @ shli ntkkhamatg had cawmakgl i n
them to believe that their country had left behihd era of wars and had enough military
superiority to deter othefsom declaring war against her, reminding at the same toame
anyone who seemed to bedeterredwi t h s ent —me s s algraelsdidnot Ac c or
intend to initiatea war, the main challenge of i@nd forces would basymmetrical LICs
(Johnson, 201@. 2).

The mindsets of military and political leaders were fundamenshiyped byhis view
of | srael ‘s f ut u,rsetting actaaly that thieir mainvapporent nmethe t
future would bethe HW, resulting then irsignificant cuts in defense spending for ground
forces, that also affected training, procurememnd logistical radiness, partidarly for
reserve grounénd active heavy unitsvhich all of them had a bad influence upon the
effectiveness that gave superiority to the IDF against their numerous naigigbArabs
The active Israeli Army focused on stopping terroritcks, using targeted assassinations
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and air strikes o0 —mow t he gr as s ;vdlue tamgets, all enabted by alas@a i n s
coordination with Israeli security servicB@dosad) Apparently, theywere very successful

at LIC in the years before thee®nd Lebanon War, suppressing the intifada and
dramaticdly lowering Israeli casualtieslohnson, 201(. 2).

However as opedtions in Lebanon in 200¢howe d , t hadmodt &é¢iusige focus
on LIC resulted in a militarthat was incapableof joint combined arméire and maneuver.
As operations in Gaza and the West Bank were highly centraizéchainly conductedy
small active infantry formtions and SOFthe fundamental taskwas to avoid Israel
military casualties. Thus, the timindg missions became discretionarytas doctrinewas
—zero casualties to our forces. IlAlsbheavyl DF ¢
units played minorrole in these operations. Armored unit training was neglected, because
they were deemed largeirrelevant in LIC. In addition to thjgraining and exercises for
division and higher unit&rere infrequent anthe IDF posted the best brigade commanders
to deal with LIC threats. FinallyAF tactical air control capabilities werpulled out of
groundbrigadesa crucial point bearing in mind thBAF owns almost all fixd-wing and

rotary-wing aircraft wherthe Israeli Army has only smdllAVs (Johnson, 201(. 3).

During the Second War of Lebanon, the If&€ed terrain and enemy conditions for
which they were not prepared. An Israeli joursglunderlinedhat in the years peeding
the operation in Lebanon none of tiseaeli unis wererequired tocounteran enemy force

of a size larger #n an unskilld infantry squadJohnson, 201(. 3).

Hezbollah, althoughot being sgpowerfulin military terms was trained andrganized
into small units,armed with sophisticated weapons, including -tartk guided missiles,
Rocket Propeller GrenadéRPGS3 (including RPG29s), rockets, mortars, mines, IEDs,
andMan Portable Air Defence SystemdANPADS). It also occupied prepared defensive
positions I n Lebanon® s di f fSo,comd of thér mdjor y t e
deficienciesof the Israeli Armywas that, as it wasighly conditioned by its LIC
experience, waspposed againgtn enemyforce that presented a hightensity challenge
that required joint combined arms fire and maneuver and a combat mindset different from
that of PLO, even though Hezltlah did not have large formations. ADF Israeli observer
notedthat as before the Second Lebanese war most of the regulawédé& engaged in
combating RO, when they were transferred to Lebanon, they wamét to conduct

combined forcebattles integrating infantry, armored, engineering, artillery forees.
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(Johnson, 201@. 34).

This fact was fundamentallapparat with field artillery and air Hezbollah was a
disciplined and trained adversary, operating in cohesive small urdt®@upying good
terrain having also standoff ammunitigAntiTank Guided MissileATGMs, mortars and
rockets) capability. Thus, defeating Hezbollah required joint combined arms fire and
maneuver, something the IDF was largely incapable of executing0®. Zire suppresses
enables ground maneuvering forcedigiht close with him. Fire also isolates the enemy,
shutting off linesof supply and communicatiotimiting also his ability to mass. Thus,
hybrid opponents like Hezbollah demand integrated jamgmeund andSR capabilities
that are similar to those used against conventional adversaries, but at a reduced scale.
Finally, the I DF‘s highly centralized C2 s
the intifada, proved problematic against Helddulln conclusion)DF was not prepared for
ground operations when standoff strikes did not forcebdiah to meet Israeli demands
(Johnson, 201@. 2).

After the 2006 Second Lebanon War, the IDF underwent intense internal and external
renewal Regarding the militaryeformal the Winograd Commissiostated thathe Chief
of Staff did not alert the political echelon to the serious shortcomings in the preparedness
and the fitness of the armed forces for an extensive ground operationwathaevitable,
andhe did not clarify thatrom theanalyss done about the theater of operatitingt there
was a high probability that a military strike againseézHollah would make ground

operationecesary(Johnson, 201Q. 4).

The IDF set about correcting the deficiencies identified in the Second Lebanon War,
particularly in its ground forces. Several generals resigned or were fired, including the chief
of staff, Lieutenant General Dan Halutz. Additional resources were inviestiedning and
equipping, for both reserve and active forces. Most important, the IDF shifted its training
focus from LIC to HIC and a —back to basi:
arms fire and maneuver training. The IDF also rethought riie d heavy forces,
concluding thatanks can providéetter protectiorto their crewthan in the past they are
correctly deployedand therefore IDRequires an annual supply of dozens of advanced

tanks in order to replace the ol@gerdmore vulnerable ersicns Jgohnson, 2010, p. 4).

Thus, production of the Merkava IV tank resumed, and the IDF began work on fielding
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the Namer, a heavyfantry Fighting Vehicle (FV) based on the Merkava class replace

less capable systems like the Achzdfl | basedn a F55 tank classand M113 armored

personnel carriers. Finally, procedures to integrate artillery and air fires into maneuver

brigades were adopted and practicadd air controllers were agaassigned to maneuver
brigades Johnson, 201@. 45).

4.6 Conclusion

Looking at the outcome of the Second Lebanon War obviousthat Hezbollah

emerged as the one having better reaameblsucceedets’ sd of strategic goals for the

war than Israel, which actually wefiduovinen 2011, p 33}

)l
T
T
T
)l
)l
il
T

Survive to an Israeldriven escalation.

Inflict maximum casualties in forward area of operations.

Win limited war of attrition.

Demonstrate the ability to strike into Israel with short and long range weapons.
Dominate media battle (IW).

Enhance postvar status in Lebanon and Islamic world.

Emerge with political leadership.

Prevent from being disarmed after the war so it would continue its HW action in the

future.

Israel could not restore credibility of deterrence, but the effect was rather the opposite.

Kober points out serious weaknesses of IDF were expésdzer, 2008, p. 8):

1 A late perceptiorof that it was war

1 Adherence to posteroic warfare under circustances that rather required a different

approach

fTThe er os i osHighting staddrds dule © Bolicing missions.

1 The atificial RMA —inspired concepts

1 The adoption of the notion of controlling tead of capturing territory.

1 A centralizedogistic system.
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1 Poor generalship.
1 A hesitant and inexperienced political leadership and IDF dominan@isiahs on

military matters

On the other sidel.ebanon was not forced to act as a ibled state to end the
He z b osl |—ashitharntset astatidlbutto ask the international community for support

against the Israeli aggression todat.ebanorfHuovinen 2011, p 33).

Moreover,Hezbollah was unable to inflict real heavy casualties to IDF or Israel in
general, but the damages caused végher than expected, and as Israel has aodeatic
elected government, casties is always a problemvith great psychological impactThe
long range missile weapon systems were used in the beginning of the war, but were quickly
taken out by the IAF. &t the continuous use of short ramgekets and the use of UAV
demonstrated adequately the Hezbollah striking capability beyond close range. As a result
of the ceasefirélezbollahwas not disarmedor was incapacitated, and is@ould continue
rebuilding It s | o sanhd playang arb importainti reles orebanese politics
(Huovinen 2011, p 33-34).

The reasons sfaohevenitets dre ndnia ban be said that Israel
underestimated the new capabilities of Hezbollah, both politicallynaligrily and at the
same time overestimated its own capability to win the war by waging only an air campaign
without the use of extensive ground operating brigatesvever,the biggest failure of
Israelwas that it escalated the retaliatory operatigo & war before the Israeli government
had decided whether to conduct a shammtl powerful hit againgtiezbollahor to bring
about a significant change in Southern Lebawih a large ground operation, while at the
same time the Israeli government had eecided in a back up/exstrategyt f i t s° pl ai
did not come out as it wanted to (béuovinen, 2011, p33)

Not only did Hezbollah possess weapons usually associated with national armies, but it
used them with considerable precision and skill.ithwnodern weapons and advanced
guerrilla tactics include@nd by usingcivilian targets as shields for operative troops was
something IDF was not prepar&alface, endorsing that way the sayingsSakyid Hassan
Nasrallah, the Seetary General oHezbollah, that Hezbollah isot a regular armyand

will not fight like a regular armyHuovinen, 2011, p. 34)

The C2 systenof Hezbollah was decentralized and responsibilities were distributed to
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smaller cellsgiving the organization flexibility and ngth to carry on fighting despite the

fact that any of these independent cells were incapacitated. During the years before the
war, Hezbollah had plenty of time to build its defensive positions in Southern Lebanon
according to their estimates of possilbattle spaces and prepare for the eventually
inevitable armed conflicagainst Israglshaping its own doctrine in every single level of its
echelon.Along with a decentralized logistics system, the small cells had well planned
resources available for ém and gave them logistical independence from the upper
echelongHuovinen, 2011, p34).

The Second Lebanon War demonstrated dls® capability of a nonstate actor like
Hezbollah to wage war succes$fulagainst an army like the IDF bgtudyng and
deconstrudhg the vulnerabilities of Wstern style military and formulateppropriate
countermeasureputting together elements of war W tacticsand used thenas force
multipliers to its advantagencludingadvanced weapons, well trained troapsrregular
warfare, use of media to distribute as getifitable information, disregard of the lives of
own and civilian casualties, the inclusion of a strong religious background and the
knowledge of the opponent with the inclusion of political anditany capabilities and
restrictian s and e s p e cisanorblyimitations. Haffiman aeseribes these
featuresasafibl end of | ethality of statdfergooaff | i ct
i rregul arHoffiman Z0GV asecited irHuovinen, 2011, p35).

The Second Lebanon War served as a good example, how to fight and be successful
against a wstern military driven force and thessonsconcludedhave been learned and
studied by other organizations like Hezbollah. These are the types of conflict western
militaries will be faced with in the futur@Huovinen, 2011, p35).

However, sme analysts in Israel have all too quickly dssed the unigel character
of Hezbdlah. These analysts blithely focus inward on the failings of the political and
military leadership. This is a fatal disease for military planners,tlomiecan only benefit
future Hezbdlahs. As Whston Churchill perfectly once statedthat it is sometimes
necessary to take the enemy into accounmatter how muchbsorbed a commander may
be in theelaboration of his own thoughfisloffman, 2009, p. 38)

Russell Glenn, a retired U.S. Army officer now with RAND, conducted an objective

evaluation and concluded that the second Lebanon conflict was inhenetglpgeneous
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and that attempts to focus on purely vemtional solutions werdutile as 2% century

conflict hasup to nowadaybeen typified byHW (Hoffman, 2009, p. 38)

In conclusion,Hezbollah will continue to bea strategic irritant and the main
innovator of hybrid ways and means Already demonstrated in 2006 Second Lebanon
War, Hezbollah continually seeks innovative ways to accomplish its objectives. Through a
compoge mix of symmetric and asymmetric capabilities fused at the operational level,
Hezbollah in many ways is a fortified conventional army gnodrilla force at the same
time, functioning distributed operations and rapid transition of force mikich
demonstrates a poteréthal combination which also conducted Signalsntelligence
(SIGINT) operationsagainst IDF communicationg hrough a mixture of conventional,
irregular, and terrorist tacti¢$ezbollah inflicted more Israeli casualties per Arab tighn
2006 than did any of I srael‘s stat4sragippone
interstate wargBurbridge, 2013, p. 14)

Hezbollah political andnilitary sophisticationsurprised Israel by exploitintheir
military actions and Israeli military errors through the power of information. Hezbollah
used the internet and sympathetic international media extensively to expand the impact of
their military efforts to audiences regionally and internationallyrttés, Hezbollah
succeeded in blaming Israeli forces for collateral damage against Lebanese civilians to
draw international criticism against the Israeli government. While those in many other
countries had thought Israel was justé d a't t h eart, iautdiengeopinion wass st
transformed as thegaw images of.ebanese civilian casualties (bdtbricatedand real)
(Burbridge, 2013, p. 14)

He z b o IW apdrdtisisver e compounded by Hezdwmol I ah
that the Israeli local andinternational media and diplomatic effort was outclassed
(Burbridge, 2013, p. 14)

The result of Hezb | | ah* s mi | i t @d diplomatio éffortsgerreed i o n a |
moral legitimacyas Hezbollah was declared trdefender of the Lebanese peoplée
totality of Hezbollah efforts allowed their narrativéo defeat the Israeli oneThat
perceptual victory became reality, allowing Hezbollah to maintain the status quo in spite of
the damge they took on the battlefie({@urbridge, 2013, p. )4
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CHAPTER 5

Strategy against the Hybrid Threats

5.1 Introduction

In the previous chapters of the presegissertationit has been crystal clear through
the analysisof case studies that hybrid threats are a continuous enemy of sovereign
democraticstates and its civilians, which have resist against thenMoreover, in this
chapter will be described the actions and the legit documentabBU and NATO have
issued for the abovementioned reas@has.first, it is necessary to detect and recognize the

threat. So, the followinghasesre recognizedn the warning process:

1 Direction of the warning effts.

1 Collecting the information.

1 Analysis of the threats.

1 Communicatiig the warning analysi(Rietjens, 2020p.3 ; Andersson & Tardy,
2015)

Phase I: In line with the traditional view on warning, policymakers or military
commanders provide direction for the warnprgcess by stating their needsf¢rmation
requirements). However,for hybrid threats, such initial requirements are often impossible
to get defined. Compounding this problem is the multitude of participatagors in the
warning processand at the same time the lack of ownership of this process. While
traditional threats &d one specific organization that provided guidance to direct the
warning process, this is less so in hybrid conflibexcause of the nature and their
aggressioragainst both civilian and military targets in a 24/7 haSsnstantly changing
actors bring relevant resources to the foregrourgliestionablein terms of funding,

coordination and human resourgcealling thusfor an alternative way of dealing with the
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direction of the warning processhe following design principles assigt the

develgment ofa selforganized warning syste(Rietjens, 2020p.3)

1 The first principk of selforganizationi s —t he I mportance 0
Organizations need to invest in slack information processing capabilities and
skillsets to decrease responsive dejegrcy on the actions of a single local actor.

T The second principle is to obey Ashby"®s
that the internal diversity must match the variety and complexity of its environment.

1 The third principles labeled as—mi ni mum specsll, which i mpl
must only define the essentials and offer enough freedom for distributed taction
officers

T The fourth principle is —l earning to | e.
selforganize, membemust possess a mindset adnstantfeedbacklearning, but
must also be granted the freedom to challenge existing norms, rules and procedures

mainly in the intelligence servicgRietjens, 2020p.34).

Phase II: Indicators are at the heart of the warnidgta collection process,
providing a systematic framework for monitoring the situation and creating an alert. They
are important in order to redutke complexity of every singlsituationand transform
themto mangeable concrete featuresssigred with useful issuesvhereas any change in
them could be easily noticéddote 2016)

Warning academics identify several requirements for indicators, the most prominent
being predictive, diagnast unambiguous and collectibleHere, a great diversity of
instruments, both military and nanilitary, as well as threat actors need to be understood
and monitored to providadequate warning This challenge is enormous and demands
bridging the gap betweeateductive and inductive nteidsthat use qualitative as well as
guantitative data. When applying deductive methods, indicators are formulated upfront and
based on general ideas or insighfgart from defining indicators that are based on
established knowledge, it is important t@ply inductive methods that start with
observations and move backwards to generalizations. In addition, there is a growing
consensus that warning methods need to integrate quantitative as well as qualitative data.
Most warning methods seem to prefpranttative data and as long d@ksese data are

reliable, valid, timely, and adequately analyzed, these methods are indispeiiialjins,
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202Q p.4).

Phase lll: Whilemanyp ol i cymakers | i ke to toderdiver t o
accurate image®f forthcoming events, this picture is highly inaccurate and unhelpful. In
the case of hybrid threats, the dots are missing becausariessuallyimpossible tobe
understooddue to some kind of encryptiorSo, analysts have started to borrow
sophisticked methods from other domains as wide and varied as weather prediction,
ecology, business management, andnsumer behavior forecasting Part of this
methodologyis the ability to take local knowledge or the views of people on the ground
into account, sahat one can bridge the gap between what analysts with their computer
models and their internet searchedlect as informatiorand what is happening on the
groundby usingNGOs, embassieg.t.c.(in vivo, in vitro and in situ analysispnother
point that has to been carefully examingthcorrect and misleading information, delivered
either intentionally (disinformation) or unintentionally (misinformatigR)etjens, 2020p.

5).

Phase IV: Warning is thetimely response so that harms prevented or at least
reduced by appropriate action. Effectively comneating the warning to decisianakers
or to the populatioris therefore crucially significant, including characteristics such as
source credibility, message contegmdd mode of communicatioifhe extent to which the
warning message fally influences actual decisianakingprocessand triggers a response
depends on many other factorwith most important the perception of the receiver
(Rietjens, 2020p. 6).

52Eur opean Unionbs Actions

5.2.1 Stakeholders

A]European Commission Directorate General (DG) for Internal Market, Industry,
Entrepreneurship and Small and Medium Sized Enterprises (SMES): The mission of

DG Internal Market, Industry, Entrepreneurship and SMEs is to develop a deeper and fairer
internal market and help European enterpriseanufactures and serviagedustries to be

globally competitive, innovative and sustainable by creating more jobstrgeowd value

for all. The DG is a major cont r(Elsopgamr t o
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Commission, 2022a)

1 A new boost for jobs, growth and investment.

1 A deeper and fairer internal market with a strengthened industrial base.

1 A connected digital single market.

1 A resilient energy union with a forwatdoking climate change policy.

According to its strategic plan 20820, the DG is working together withe EEAS to

counter hybrid threats.

B]European Commission DirectorateGeneral for Migration and Home Affairs: DG

for Migration and Home Affairs creatgmlicies that aim to ensure that all activities
necessary and beneficial to the economic, cultural acidlsgrowth of the EU can develop

in a stable, lawful and secure environment. It aims to develop a balanced and
comprehensive EU migration policy, based on solidarity and responsibility, building a safer
Europe ly fighting terrorism and orgaréd crime, ly promoting police cooperation and by
preparing to respond swiftly to emerging crises. DG Migration and Home Affairs, together
with the JRC, develops tools and vulnerability indicators to address hybrid threats to

critical infrastructuregEuropean Commission, 2022b)

C]European Commission DirectorateGeneral Joint Research Centre (JRC)is the

European Commi ssion‘s science and knowl edg
supportexperienceas well as broad networks with academia, industry, Member States and

city authoritieg European Commission, 2022c)

D]European External Action Service (EEAS)) The EEAS i s the EU‘s di
which works clsely with the foreign and defeagninistries of the EU Member States and

with EU institutions. It also has a strong working relationship with the as other
international organations. It helps theédigh Representative/Vice PresideiR/VP) to

i mpl ement Commen Fdidigh sand Security Poli¢CFSP (European Union,

2022a)

E]EU Hybrid Fusion Cell: It was established in 2016, within the existing EU Intelligence
and Situation Centre, aiming to provide-sdlurce analysis on hybrid threats. As envisaged
in the joint framework on countering hytrthreats, it receives, analgsiand shares

classified and opesource information specifically relating to indicatorsd awarnings
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concerning hybrid threatsn liaison with similar bodies at EU and national levels, the
Fusion Cell deals with external aspects of hybrid threats affecting the EU and its
nei ghbour hood, rapidly anal ysi ngs stradgiev ant
decison-making processedyy providing also inputs into the security risk assessments
carried out at EU level. Member States are exjgetteestablish nationaldihts Of Contact
(POC)connected to the EU Hybrid Fusion Cell. Communicationfaskr ces f or t h
eastern and southern neighbourhoods have been established to counter widespread
disinformation campaigns and systematic diffusion of fake news. The guidelines issued on
the basis of the Council conclusions of March 2015 provided aateufar establishing the

EEAS East Strategic Communication (StratCom) Task Fakdditionally, in 2017, the

EEAS decided to set up two forces, the EEAS StratCom Western Balkans Task Force and
the EEAS StratCom South Task Forc&he East StratCom Task Fercdevelops
communication products and campaigns focused on better explaining EU policies in the
Eastern Partnership countries (Armenia, Azerbaijan, Belarus, Georgia, Moldova and
Ukraine). The ask force reports on and analysif disinformation trends, eXgn and
correctdisinformationnarratives, raising alsawareness of disinformation. ddditionally

works with the EU institutions, EU delegations in the Eastern Partnership countries,
Member States and a wide range of other partners, both governmedtahos
governmental, within the EU, in the easteeighborhoodand beyond. This international
cooperation aims to share best practices in strategic communications and provide access to
objective information, as well as ensuring support for independediane the region
(Kert-Saint Aubyn, M., 2022)

F]European Defence Agency (EDA)Thisis an intergovernmental agency of the Council
of the European Union, to which it reports and from Wwhicreceives guidelines, having

threemain tasks

1 Supporting the development of defensapabilities and military cooperatiamong
the EU Member States.

1 Stimulating defens research and technology anttesgthening the European
defeng industry

1 Acting as a military interface to EU poles.

One of the domains inlich the EDA is active is cybemd hybrid warfare. This

work comprises several projects on topics such as cyberdefence, radiofrequency sensor
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technologies, information, optronics, governmental satellite communications,
communi@tions and information systems, persistent surveillance-tenmg analysis and
hybrid warfare. In 2016, the EDArganizedthe Hybrid Threats Table Top Exercise, with
the participation of DG Internal Market, Industry, Entrepreneurship and SMEs, DG Energy,
DG Mobility and Transport, DG Migration and Home AffaiEsuropol and many otheras

well as observers from NATO. The eljive of the exercise was to identify aadalyze

the implications of hybrid threats for European military capability development. The EDA
is currently managing the Consultation Forum for Sustainable Energy in the Defence and
Security Sector, a Europearoi@mission initiative aimed at bringing tdber specialists
from the defens and energy sectors to share data and best prafuespean Union,
2022b)

G]European Union Agency for Law Enforcement Cooperation (Europol) Europol is

the EU's | aw enforcement agency. 't suppor
terrorism, cybercrime and other serious anganizedforms of crime. It also works with

many noREU partner states and internationafjanizationsThe EUInternet Referral Unit

(IRU) wasset up by the Justice and Home Affairs Council of the EU and is built upon
Eur opol ‘ sWeb $esricekIts idirerole is to anticipate andegeot terrorist abuse

of online tools, as well as to play a proactive adyisole in relation to EU Member States

and the private sector in this regatdiditionally focuses on:

1 Supporting the competent EU authorities by providingtsegia and operational
analysis.

1 FHagging terrorist and violent extremist online content aratisg it with relevant
partners.

1 Detecting and requesting the removal of internet content used by smuggling
networks toattract migrants and refugees.

1 Swiftly carrying out and supporting the referral process, in ctasgperation with
the industry(European Union, 2022¢)

The EU | RU' s t ahetwbowemdntiorep angeted. dle proocedure
aims to focus on propaganda linked to a Ipgbfile event (e.g. the Paris attacks, the
Brussels attack) and relayed by higlofile accounts. The primary objective to be
ef f ect i v eviralphaserfthetpiopagarda. The secondary objective is to gather

information to better understand the tactics and modus operandi of the main online
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propagandists in order to improtree disruption mechanis(&uropol, 2022)

5.2.2Measures

The first line of EU response to hybrid thregt®posed by the EEAS involves
improving awarenessby mainlyestablishing a clear understanding of what exactly hybrid
threats are, i.e. how they differ fronorthybrid ones. For example, a terrorist group which
mainly plants bombs or makes use of suicide bombers does not, in andfpgatsitute
a hybrid thrat. It is only if and when such an outfit combines tastisuch asthe launching
of military campaigns, systematically spreading disinformation or running criminal
activities that the threat mutates into a hybrid one. Terrorism, cybercrime, traffiaking a
extortion are not per se hybrid in natubaitthey may become so deming on howthey
are pursued using multiple tactics simultaneo@&hldersson & Tardy, 2015, p..1)

It may even be the case that some thresatgnatedfrom a particulamorganization
or state arénybrid while others issued by the same agent are not, posing that the threats
mustconstantlybe reviewed in light of state of the advelopmentgAndersson & Tardy,
2015, p. 2)

Additionally, the multilayered and muklkfaced nature of hybrid threats ks for an
equally multitask response, with a view te~=b ui | di ng r eespondingetoc e |
attackd from the me mber states as a whol e
—eomprehea i v e a g@meota tbenhfdre, as it proes an appropriate framework for

policy response ahan added value for the Unigandersson & Tardy, 2015, p..2)

In an EU contexinost importants the mix of external and internal security policies
and instruments which is likely to provide the mogirapriate response. Consequently, the
comprehensive approach, insofar as i1t is m

to be broadened so as to incliedements of internal security, such as

Membersta e s ° instruments and activities.
EU internal security instruments, i.e. freedom, security and justice tools, and those
of the European Commissi.

1 EU external security instruments (including CSDP operations and missions), and
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NATO activities(Andersson & Tardy, 2015, g).

An interesing example which requiressuehn appr oach i s the ha
f i g h,i.eeindsviiluals who spend time in wiorn or lawless areas before returning and
becoming potential threats their own country (or othersfor any EU member state
dealng with this issue, the response will combine exclusively national policies, cooperation
at EU level on law enforcement, border controls and intelligence sharing, as well as
possible EU initiatives aimed at capaciiyilding in third countries or disrupty hostile
activities wherever they take plasich as the NATO act$his makes the coordination of

various lines of responseore vitaland comprehensii@ndersson & Tardy, 2015, p..3)

In the meantime, the confusion intentionally created by hyiagtics is likely to
further complicate the ability of EU countries and institutions to craft a truly coherent and
comprehensive response. In order to respond effectively, the EU not only has to develop a
cybersecurity strategy, a maritime strategyaolr oader _ gl o balsbdhastst r at

learn how tasynchronizeall these aspec{&ndersson & Tardy, 2015, p..3)

The first and arguably main line of response will likely lie with the member states.
The EU, therefore, needs to demonstrate its addece wehen it comes to improving
awareness, building resilience, and responding to attacks. In this effort, the Commission
will have a key roleln any case, both the E&hd its member states will have to develop
generic responses thosevery different tygs of threats. The Ukraine crigisthe spring of
2014 as it was analyzed in Chapter @lowed for a conceptual but somehaavtificial
grouping ofthe two threats under a common hyldabel (Andersson & Tardy, 2015, p..3)

Indeed, this has been the case to date at all theldwels of awareness, resilience
and responseJltimately, the very heterogeneity of hybrid threats may cast doubts on the
utility of developing a general, catetl strategy to counter them. Sbe dangers of hybrid
operations against thenibn and its partners are réAindersson & Tardy, 2015, p..3)

On the other sidet is imperative that a militarsesponse by the Eshould have the
capability to(Andersson & Tardy, 2015, p-8:

1 Act as a dedrrent:No EU member state is strong enough to withstand a-koale
for instanceRussian operation on its own

1 Quickly react even without outside help: f a group of laekihg t t | e
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visible insignias were to occupy a village in an EU or NAT@mber state
bordering Russi a, t hat country's mi | it
capability to rapidly respond on their own.

1 Rapidly deply to another EU or NATO member state in case of request and
need:While the US keeps a rotating force of 1ts@ops in each of the Baltic states
and Poland since April 2014 (occasionally joined by sirslaed units from other
NATO allies), more troops would beaded in the event of a crisis.

1 Effectively support wilian authorities and policeln cases of largscale violent
riots or acts of domestic terrorism associated with hybrid operations, police forces
may be overwhelmed, contributing to the sense of confusion and hopelessness. In
some countries, the police have the possibility to drawmdlitary assets and

personnel to act under civilian command.

In all these cases, operational readiness will be important. In partiS@&could
play important roles in quickly establishing a military presence on the ground and
providing intelligencan contested territories. Other important military assets in countering
hybrid operations are airborne surveillance and remote sensor capabilities to provide

necessary early warning and intelligeiidedersson & Tardy, 2015, p. .4)

Another central aspecis that of the sategic communicationsenforced by
defensive and offeni ve psychol ogi-c@ad Oncemérybrdtopemtos is ( —p S
successfully defeated, military capabilities may also be important forcpoflict peace
stabilisation mission Such missions could include tasks like policing sgenmissive

environments and would require close cooperation with civilian actors.
Really interestingboutpotential hybrid threats are the following statistics:

1 Connected devices forecast to rise to 25 billion by 2025, a quarter of these in
Europe.

1 Changes in working patterns accelerated by the CGMPpandemie- 40% of EU
workers switched to telework in early 2020.
2/5 of EU users have experienced secuetgted problems.
1/8 of businesses have been affectedyber attacks
The annual cost of cybercrime to the gl
the end of 2020, double compared to 2015.
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1 EU funding in the 2022027 Multiannual Finanal Framework could amount to
€2 Dbillion overall pl us Member States al
1 EU investments in digital projects should amount to at least 2@¢uivalent to
€134.5-dbfi lthen€672.5 Dbillion REumgesnery a

Commission, 2020a)

Il n t he i ns EWhasreachedhd pelitichl agrerment, subject to formal
approval by the European Parliament and the Council of the EU, oGythersecurity
Competence Centre and Network an initiative that aims to improve and strengthen
technology and industrial cybersecurity capacities of the EU and help create a safe online
environment. The Cybersecurity Competence Centre,hmsitocated in Bucharest, and
the Network of National CodimationCentersaim at strengthening European cybetsay
capacities, shielding theconomy and society from cyber attacks, maintaining and
promoting research excellence and reinforcing the competitiveness of the Union's industry
in this field. The Ceme and the Network will pool resources from the EU, its Member
States and the industry to improve and strengthen technology and industrial cybersecurity
capacities, enhancing the EU's open strategic autonomy. The Cybersecurity Competence
Centre and Networkvill help the Union and Member States to take a proactive, lenger
term and strategic perspective to cybersecurity research, development, and industrial
policy, by enhancing theirtechnological sovereignty through largeale Cybersecurity
projects in aremasud as Cyber Threat Intelligenc€yber secured hardware and operating
systems and security certificatioficCCC, 2022)

As a key component of Shaping Europe's Digital Future, the Recovery Plan for
Europe and the EU Sedyr Union Strategywill bolster Europe's collective resilience
against cyber threats and help to ensure that all citizens and businesses can fully benefit
from trustworthy and reliable services and digital tools. The new Cybersecurity Strategy
also allowsthe EU to step up leadership on international norms and standards in
cyberspace, and to strengthen cooperation with partners around the world to promote a
global, open, stable and secure cyberspace, grounded in the rule of law, human rights,
fundamental f'redoms and democratic valudsurthermore, the Commission is making
proposals to address both cyber and physical resilience of critical entitiegetswatks: A
Directive on measures for high common level of cybersecurity acrossniba Pevised

NIS Direct i ve o1, anil MIn&v Diactive on the resilience of critical entities.
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(National Security Authority, 2020)

It contains concrete proposals for regulatory, investment and policy initiatives, in

three areas of Edction(European Commission, 2020b)

1 Resilience, technologal sovereignty and leadershi@@ommission proposes to
reform the rules on the security of network and information systems, under a
Directive on measures for high common level of cybersecurity across the Union
(revised NIS Directive or _NI S sHiéenge, i n
of critical public and private sectors: hospitals, energy grids, railways, but also data
centres, public administrations, research &bs..

1 The Commission also proposes to launch a network of Security OperatiainesCen
across the EU, powed by Artificial Intelligence (Al) which will constitute a real
—cCc y b er s e c dorthetEY, alslento detectsigns of a cyberattack early enough
and to enable proactive action, before damage occurs. Additional measures will
include dedicated suppoi@ SMEs, under the Digital Innovation Hubs, as well as
increased efforts to upskill the workforce, attract and retain the best cybersecurity
talent and invest in research and innovation that is open, competitty based on
excellence. Building operationh capacity to prevent, deter and respotit
Commission is preparingJongwith the Member States, a new Joint Cyber Unit.
addition to this, te High Representative puts forward proposals to strengthen the
EU Cyber Diplomacy Toolbox to prevent, discage, deter and respond effectively
against malicious cyber activities.

1 Advancing a global and open cyberspace through increased cooperation The EU
will step up work with international partners to strengthen the -hdsgd global
order, promote internati@h security and stability in cyberspace, and protect human
rights and fundamental freedoms online. It will advance international norms and
standards that reflect these EU core values, by working with its interrationa
partners in the UNand other relevanfora. The EU will also form an EU Cyber
Diplomacy Network around the world to promote its vision of cyberspace.

1 Cyber and physical resilience of network, information systems and critical entities
Existing EUlevel measures aimed at protecting key sesviaed infrastructures
from both cyber and physical risks need to be upd#&thysical risks havbecome

more complex since the adoption of the 2008 EU rules on critical infrastructure,
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which currently only cover the energy and transport sectors.

1 NIS 2 stengthens security requirements imposed on the companies, addresses
security of supply chains and supplier relationships, streamlines reporting
obligations, introduces more stringent supervisory measures for national authorities,
stricter enforcement reqe@ments and aims at harmonising sanctions regimes across
Member States. The NIS 2 proposal will help increase information sharing and
cooperation on cyber crisis management at national and EU level. The proposed
Critical Entities Resilience (CER) Directivexpands both the scope and depth of
the 2008 European Critical Infrastructure directive. Ten sectors are now covered:
energy, transport, banking, financial market infrastructures, health, drinking
water, waste water, digital infrastructure, public administration and space.

Under the proposed directive, Member States would each adopt a national strategy
for ensuring the resilience of critical entities and carry out regular risk assessments.
These assessments would also help identify a smaller subseicafl emttities that

would be subject to obligations intended to enhance their resilience in the face of
nontcyber risks, including entityevel risk assessments, taking technical and
organisationaimeasures, and incident notification. The Commission, in turn, would
provide complementary support to Member States and critical entities, for instance
by developing a Uniottevel overview of cros®order and crossectoral risks, best
practice, methodolags, crossorder training activities and exercises to test the
resilience of critical entities.

9 Securing the next generation of networks: 5G and beybmel new Cybersecurity
Strategy proposes to integrate cybersecurity into every element of the shaioly c
and bring further together EU's activities and resources across the four communities
of cybersecurity— internal market, law enforcement, diplomacy and defence. It
builds on the EU' Shaping Europe's Digital Future andBbke Security Union
Strategy, ¢aningon a number of legislative acts, actions and initiatives the EU has
implemented to strengthen cybersecurity capacities and ensure a more cyber
resilient Europe. This includes the Cybersecurity strategy of 2013, reviewed in
2017, and the CommissiorEauropean Agenda on Security 262620. The first
EU-wide law on cybersecurity, the NIS Directive, that came into force in 2016
helped to achieve a common high level of security of network and information
systems across the EU. As part of its key poliggecive to make Europe fit for the
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digital age, the Commission announced the revision of the NIS Directive in
February this year. The EU Cybersecurity Act that is in force since 2019 equipped
Europe with a framework of cybersecurity certification of prasluservices and
processes and reinforced the mandate of the EU Agency for Cybersecurity
(ENISA). As regards Cybersecurity of 5G networks, Member States, with the
support of the Commission and ENISA have established, with the EU 5G Toolbox
adopted in Janug 2020, a comprehensive and objective-bsised approach.

1 The EU has supported third countries in increasing their cyber resilience and ability
to tackle cybercrime, and has used its 2017 EU cyber diplomacy toolbox to further
contribute to internationakecurity and stability in cyberspace, including by
applying for the first time its 2019 cyber sanctions regime and listing 8 individuals
and 4 entities and bodies. The EU has made significant progress also on cyber
defensecooperation, including as regardyber defence capabilities, notably in the
framework of its Cyber Defence Policy Framework (CDPF), as well as in the
context of the Permanent Structured Cooperation (PESCO) and the work of the
European Defence Agency. Cybersecurityaliso a priority refected in the EU's
next longterm budget (2022027). Under the Digital Europe Programme the EU
will support cybersecurity research, innovation and infrastructure, cyber defence,
and the EU's cybersecurity industry. In addition, in its response to th@davoxs
crisis, which saw increased cyberattacks during the lockdown, additional
investments in cybersecurity are ensured under the Recovery Plan for Europe. The
EU has long recognised the need to ensure the resilience of critical infrastructures
providingservices which are essential for the smooth running of the internal market
and the lives and livelihoods of European citizens. For this reason, the EU
established the European Programme for Critical Infrastructure Protection (EPCIP)
in 2006 and adopted éhEuropean Ciritical Infrastructure (ECI) Directive in 2008,
which applies to the energy and transport secfBrg.opean Commission, 2020b)

5.2.3Threats of disinformation

Disinformation is an evolving threat which requires continuous efforts to address
the relevant actors, vectors, tools, methods, prioritised targets and impact. Some forms,

especially statglriven disinformation, are analgd by the EU Hybrid Fusion Cellni
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cooperation with the Strategic Communication Task Forces oEHE&S and with the

support of Member States' servi¢gesiropean Commissiorz018 p. 3.

The actors behind disinformation may be internal, within Member States, or
external, includingstate and nostat actors. According to repoytsiore than 30 countries
are using disinformation and influencing activities in different forms, including in their own
countries. The use of disinformation by actors within Member States is an increasing
souce of concern across titg). Cases of disinformation driven by netate actors have
also been reportedor example related t€ovid-19 vaccination As regards external actors,
the evidence is strong in the case of the Russian Federation. Howevethiotheountries
also deploy dimformation strategiedearning from the mébds of the Russian Federation

(European Commission, 2018, p. 4)

According to the EU Hybrid Fusion Cell, disinfortitan by the Russian Federation
poses the greatest threathe EU. It is systematic, welesourced, and on a different scale
to other countriess it was described in Chapt8r In terms of coordination, levels of
targeting and strategic implications, Russia's disinformation constitutes part of a wider
hybrid threat that uses a number of toolsydls, and also nostate actorgEuropean

Commission, 2018, p. 4)

On a parallel line, acial media have become important means of spreading
disinformation, including as welihe delivery of disinformation contet specific users,
who are identified by thenauthorizedaccess and use of personal data, with the ultimate
goal of influencing the election results. Recent evidence shows that private messaging
services are increasinglused to spread disinformationTedniques include video
manipulation deepfaked and falsfication of official documentsthe use of internet
automated softwareb¢ty to spread and amplify divisive cemit and debates on social
media,troll attacks on social media profiles and information theft. At the same time, more
traditional methods such as television, newspapers, websites and chain emails continue to
play an important role in many regions. The tools andrtiggies used are changifast so

the responseaeds to evolve just as rapidiuropean Commission, 2018, p. 4)

Consequently,hte EEAS has set up specific strategic communication task forces
consisting of experts with relevant language and knowledge skillrder todevelop

response strategigguropean Commission, 2018, p. 4)
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Based on the Action Plan on Strategic Communication, adoptéte@2™ of June
2015, the mandate of the East Strategic Communication Task Force comprises three strands

of action(European Commission, 2018, p: 4)

1 Effective communication and promotion of Union policies towattus Eastern
Neighbaurhood.

1 Strengthening the overall media environment i Bastern Neighhwhood and in
Member States, including support for media freedmd stengthening independent
media.

1 Improved Union capacity to forecast, address and respond to disinformation
activities by the Russian Federation. In response to the Council conclusions in
December 2015 and June 2017, BIeAS set up twoadditional tak forces:The
Western Balkans Task For@d for the corresponding region and the Task Force
South25 for thecountries in the Middle Eadtlorthern Africa and the Gulf region.

Since it was established, the East Strategic Communication Task Force has
effectively communicated on the policies of the Unionn t he Uni on' s
neighbarrhood mainly through a campaiglesl approach. In addition, the East Strategic
Communication Task Force has catalogusthlyzedand put the spotlight on over 4,500

exampes of disinformation by the Russian Federafiaropean Commission, 2018, p. 5)

Therefore, ddressing disinformation requires political determination and unified
action, mobilising all partand security servicesf governments. This should berdoin
close cooperation with likeninded partners across the globe, as long as requaioge
cooperation between Union institutions, Member States, civil society and the private sector,
especially online platforms. Finallyhe coordinated responsedisinformation presented

in the abovementioned\ction Plan is based on four pillagEuropean Commission, 2018,
p. 5)

1 Improving the capabilities of Union institutions to detect, lys®& and expose
disinformation.
Strengthening coordinated andrjbresmnses to disinformation.
Mobilising private sector to tackle disinformation

Raising awareness and pmoving societal resilience.
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53NATO6s Actions

The NATO strategy on countering hybrid threasstructured along the scheme
prepare—deter—defend. Enhanced itelligence and surveillance is the key aspett
NATO's response to hybrid threats, wbil e i
indications for early warningCooperation with the EU, which looks at civil society much
more clsely than NATO, couldincrease the ability to capture early signs substantially. The
i mpl ementati on pl an whiclo suos bBosv tooorganizep KAAQ ar e, |
Headquarters and coordinaetionswith member states and the EU in order to improve
the ability to idetify, recognize and attribute hybridttacks quickly, becausas it is
undoubtedly recognizedh order to be more effective in countering hybrid threats, NATO
is committed to workingeven more closely with the EWne important finding, and
challenge, irthe process of addressing hybrid threats within NATO has been that a lot of
actions do not fall within the responsibility of the Alliance, but the member states
themselvegWieslander, 2016, p. 3)

SOoNATO has set seven baseline requirements to be assessed:

Assured continuity of governmemndhcritical government services.
Resilient energy supplies

Ability to deal effectively with the mcontrolled movement of people.

1

1

1

1 Resiliert food and water resources.
1 Ability to deal with mass casualties.
1 Resilient commuitations systems.

1

Resilient transportation systenié/olf-Diether, 2019 ; Wieslander, 2016, p. 4)

In order to assist allies in meeting those requirements, NATO has agreeite
resilience advisory support teanas, recommended by Hans Binnendijk, Daniel Hamilton
and Frank Kramer, to offer expertise, a form of internal consulting, on areas such as cyber
attack response, civihilitary planning and coordination, protectioof critica
infrastructure, and so forttA NATO hybrid cell is expected to cooperate with the EU
Hybrid Fusion Cell through direct liaison, as well as regular sharingalyses and lessons
identified. Closely linked to countering hybrid threats are NAT® Center s of E
(COEs) omimany subjects, such &nergy Security in Vilnius, Strategic Communication in
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Riga and Cyber Defence in Tallinn. The COEs assist in doctrine development, identify
lessons learned, improve inteespbility and capabilitiestest and validate ancepts

through experimentatiofWieslander, 2016, p. 4)

Hybrid Threats were definetch 2011 by NATO as multimodal, low intensity,
kinetic as well as nokinetic threats to imrnationd peace and security, including
asymmetric conflicts global terrorism, piracy, transnational organized crime, demographic
challenges, resources security, retrenchment from globalization, and the proliferation of
weapons ofmass destructionAccordingly, NATO* s Al | i ed Cormatnand T
(ACT), supported by the USoint Forces Command Joint Irregular Warfare Centre and the
U.S. National Defense University (NDU), conducted specialized researchAissessing
Emerging Security Challenges in the Globalized Environment (CountekibgdHT hreats)

E x p e r i ltddimdings were in essenchat hybrid threats faced by NAT&nd its non

military partners required a comprehensive approach allowing a wide spectrum of kinetic
and norkinetic responses, by both military and porlitary actors. Essdral to NATO' s
planning was the hypothesis that such a comprehensive response will have to be in
partnership with other stakeholders, such as international and regional organizations, as

well as representatives of business and comn{&taaoz Mosquera & Bachmann, 2016)

However, NATO s 2011 Concept of Hybrid Thr ec:
approach in regards to States, such as Russia, and theigmelis to use the H@bncept
for aggressive purposesudd not be developed further and aseault in June 2012 NATO
decided to discontinue workndCHT on the organizational level in favor of membeat8s.
In autumn 2014, NATOreflected on the Russian aggression in Ukraine (including the
occupation of Crimea) when declaring its resolutiogagtprepardf or Rus sHW ' s wus
and ThreatsDuring theWales Summit Declaration of September 200ATO issued a
statementhat NATO is capable ofaddresimg challenges posed byW threats, where a
wide range of overt and covert military, paramilitargdacivilian measures are employed
and sothe Alliance possesses the necessary tools and procedures required to deter and
respond effectively tthosethreatsyMunoz Mosquera & Bachmann, 2016)

This analysigesults in thdollowing remarks(Cullen, 2017p. 4

1 HW is designed to exploit national vulnerabilities across RIMESII spectrum.

Therefore as a minimumnational governments should conduct a-asessment of
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critical functions and vulnerabilities across all sectors, and maintain it regularly.

1 HW uses coordinated MPECI instruments of power that extend far beyond the
military realm. National efforts should enhance traditional threat assessment activity
to include norconventional political, economic, civil, international (PECI) I$oo
and capabilitiegailoredin a specific toolbox that diminish the vulnerabilities of a
target.

1 HW is synchronized and systematind so ational governments should establish
and embed a process to lead and coordinate a national approackastesfiment
and threat analysis.

1 Hybrid threats are an international issés. a result, ational governments should
coordinate a coherent approaaimongst themselves to understand, detect and
respond toHW to their collective interests. Multinational framewaqrker a and
working groupsshould be developed to facilitate cooperation and collaboration

across borders.

5.4 EU-NATO Cooperation

EU-NATO cooperation has historically been marked by difficulties to agree at the
political level mainly due to the following reasons:

1 Turkey is an ally (with difficult behavior) but a ndflJ member posing at the same
time certain requirements.

1 Until 2008 Francewas not a member of the Integrated Military Command in
NATO.

1 The accession of @yus into the EUn 2004 was pursued even though the Greek
Turkish divergence on the status of the islaethains unsolved and Turkey
occupies illegally approximately the onlairtd of the Cyprus territorgince 1974
(Wieslander, 2016p. 2.

For many years, the focus of institutional cooperation has been on crisis
management and the-salled BerlinPlus arrangements from March 2003 akolsU the

usage oNATO planning and capabilities in crisis management operations. Though-Berlin
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Plus yielded an immediate success for operations in Macedonia (2003) and Bosnia and
Herzegovina (2004 since thencollaboration in crisis management has overall been
limited. Qurrently, NATOEU partnership covers some concrete cooperation in the western
Balkans, in Afghanistgroff the coast of Somalia and Libya and the East Aegean (migrant
refugee crisis)ln the aftermath of the illegal Russian annexation of Crimea and war in
eastern Ukraine, a new sense of urgency emerged regarding the need to develop
cooperation between the EU and NATO in order to ssfodly counter hybrid threats
(Wieslander, 2016, p. 2)

USA plays a significant rolbehind thisreset. The underlying mot has been the
need to strengthen the European contribution to the transatlantic relatianghipe urge
for EU to secure herself by her own meahise complementaritthat hasbeendeveloped
amongthe organizations in past years has been reassurimganoAmerican perspective.
The UK has played a central role in balancing European and transatlantic forceg taut du
Brexit, uncertainty has reemerg@ffieslander, 2016, p. 2)

Since 2014, both staff to staff level contacts, and contacts at the pédwier have
beenincreased substantially. NATO Secretary General Jens Stoltenlrgetaseveral
times withthe formerHR Federica Mogherini as well agith the formerPresident of the
European Council, Donald Tusk, and they have attendedoe&ich saministerial meetings
on a frequent basis. Initially, there was an ambition to work side by side to develop
strategies on how to deal with hybrid threats, and to some extent this was possible at staff
level. However, in the end, NATO moved faster thanBbleand aproved a strategy on the
first of DecembeR015 and an implementation planthe 11" of February2016, while the
EU framework on countering hybrid threats did not land at the table of the Defense
Ministerial Meeting untilthe 19" of April 2016. In the summer of 2016 at the NATO
summit in Warsaw, NATO and the EU, the latter represented by bofbrther President
of the EU Commission Jedglaude Junker and Donald Tusk, issued a joint declaration as a
landmark for establishing even closeyoperation.In the declaration, the orgaaizons

committed to:

fiBoost our ability to counter hybrid threats, including by bolstering resilience, working
together on analysis, prevention, and early detection, through timely information
sharing and, to thextent possible, intelligence sharing between staffs; and cooperating

on strategic communication and response. The development of coordinated procedures
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through our respective playbooks will substantially contribute to implementing our
efforts(Wieslander 2016, p. 2p

In addition, parallel andoordinated exercises on HWere planned for 2017 and
2018, and resilience of partners in the east and south are to be addnetsdidg

strengthenig of maritime capacityWieslander, 2016, p. 2)

A wide range of areas have officially been identified for enhanced coordination and
cooperation between NATO and the EU, including:

1 Situational AvarenesgSA).

1 Information sharing

1 STRATCOM.

1 Cybersecurity/cyber defense

1 Crisis prevention and respse

91 Civil -military planning(Wieslander, 2016, p. 5)

For the abovementioned topiaplaybookfor NATO-EU cooperation, dealing with
a range ofHW scenarios, has been developed for the areas of cyber defense, strategic
communicationsSA and crisis managementhe aim is to speed up decisioraking and

to answer in advanagiestions about who does wif@tieslander, 2016, p. 5)

While both Jens Stoltbierg and Federica Mogherini had acknowledged that there
wasgreater potential for more cooperation in helpingms to become more capable of
securing themselves in Europe, the Middle East and North Africa, this has not yet been
addessed in a systematic mannkiowever, in order to truly build resilience, enhanced
NATO-EU cooperation should not be limited to nimn states. NATO and EU could
combine resources and complement each other to deal with fragile and failedwgiaties
are a very serious hybrid threat for West Democrécgnajor challenge ahead would then
be to efficiently coordinate defense buildingpaeity support with development aid and
economic support. Both Finland and Sweden are active contributors to support
development in these regions through a broad range of policy areas, from development to
the military, especially because these two statédsalso become NATO members in the
close future Sweden, together with Poland, took the initiative to start the Eastern
Partnership (EP) within the EU #009(Wieslander, 2016, p-6).
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The EU remains a much biggplayer in terms of resourc@andingand personnel)
for partner cooperation. Nevertheless, the assessment of the EU Nefgidab mlicy
conducted during 2015 stte ground for aeapprochemenbetween thénstitutions in two
major ways:First, the EU is shifting its regional approach todgaa more individualized
effort towards countries, which is more in line with how NATO works. Secondéy Etd
for the first time includedecurity as an area of cooperation, thereby coming closer to the
NATO agenda. In the latter, there is also a challemigen it comes to duplication, but a
rough division of labaur should work, based on NATO dealing mainly with the military
aspects and the EU with the civilian. Areas of NATO focus include military training,
democratic control of the armed forc@s the irit of what Clausewitz believedyivil-
military planning, counteterrorism, and counterineD. These programs are in place for
Jordan and Iraq, and could possibly be introduced alanmisia, Libya, and Morocc@he
EU highlights civilian security extor reform, civil protection and disaster management,
tackling terrorism and preventing radicalization, disrupting organized crime, fighting
cybercrime, and chemical, biological, radiolodgiaad nuclear risk mitigationfThe greater
problem has to do wht lack of coordination, information sharing, and exchange of
assessments that would enable efficient resource pooling and a comprehensive approach to

tackle fragility and vulnebilities in a partner countiVieslander, 2016, p. 6).

5.5 Conclusion

The fact that both Sweden and Finland are EU members, and as such could help
promote further EENATO cooperation, has been highlighted but not yet fully explored in
the Enhanced Opportunities PartnershifdP). Sweden and Finland providé&rong voices
in the EU agontributors to crisis management and have a long tradition afvemwent in
neighbourhood issueghus, they can with credibility and competence assume leading roles
in pursuing questions and issues of common interest. ThecB@& be used to address the
need to strengthen resilience in NATO and EU member states, as well as to the east and in
the south. While there are good reasons to continue to keep a strong focus on Baltic Sea
region security in the format of NATO, SwedardeFinland (espe@lly nowadays with the

RussianUkraine war)there are also arguments for broadening the agenda on resilience and
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make full use of the EU membership of the two partners. Another important aspect of
opening up the EOP agenda is to avoigeaception of competition between stdgions,

such as the Baltic Sea and the Black Sea regimengthened stability to the east and in
the south promotes security for all, also in the north. NATO, the EU and partners could
undertake additional actiorte strengthen resilienceithin and beyond their bordeesd

together face the continuous threat of KWieslander, 2016, p. 6).
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CHAPTER 6

Concluding Remarks

The art ofHW is not found in front line manoeuvres, but rather in the zones of
security thatare grey, as thisis the newcolour of war. In the past, irregular tactics and
protracted forms of conflict hachostly beermarked as tactics of the weak amoh-state
actors who do not have the means to do better. Today and in the fygpomeats may
exploit hybrid opportunities because of their effectiveness. Unlike conventional warfare,
the CoGin HW is theindividual . The adversartries to influence key policgnd decision
makers by combining kinetic operations with subversive effoftee aggressor often
resorts to clandestine actions too#lattribution or retribution, introducing thustype of

warfareparticularly dangerous to mudthnic societie¢Thiele, 2015b)

Up to nowadayshere aresomelessonslearned and identified biybrid threats
(Hoffman, 2009a2009b ; Thiele, 2015b)

1 Mixed ethnic societies are particularly susceptible to mass and social media
manipulation.

1 Prior to conflict, subtle economic influence and the practice of corruption serve to
establish leverage and achieve compromises from gadijicians and security
organiations.

1 Political agents, volunteers and mercenaries provide a variety of low wsibilit
insertion, sabotage, training and advisory options.

9 Terrorist type techniques include building seizures, infrastructure sttack
intimidation of police, cyber disruption, political assassination, kidnapping of
children, hostage taking, torture and muiila.

1 LIC that escalate rapidly to hightensity warfare unveil unpreparedness of police,
border guards, security units and even SOF teams to deal with these challenges.

82

University of Piraeus



Hybrid Warfare: Theory, Case studies and CountermeasureXyriakos I. loannou

1 A variety of subtle and direct nuclear threats, including nuclear alerts abgsfly

reopen the nuclear debate.

HW will be a defining feature of the future security environment. This should widen
the perspective of decisianakers and their interest to cooperate with relepantners.
Success in countering HWequires that political, mtary and civil echelon leders be
equipped with decisiomaking and cognitive skills thagnable them taecognizeand
quickly adapt to the unknown. Orgaatmonal learning and adaptation is of importance, as
is investment in training and education. Tstbnd, nations andefenseorganizationsieed
to make far better use of lessons identified and learnt in recent camugmise training
and education should be also prioritized by the society as a whole. Children at school
should first learn the valgeof democracy, freedom of speech, respect and liberty. In
addition to, they should learn to use properly the advantages of technology and be aware of
its dangers, such as misinformation and disinformation, especially in areas of high
importance, such aké ridiculous and lethal antivaccination cangoadluring the Coviel9
pandemidThiele, 2015).

These lessons should be incorporated into a programmibkich future capabilities
will meet hybrid challengesvia a series of linked exercises anecwity education
initiatives. Exercise and training programmes need to be adapted to reflect recent

developments in and reactions to hybrid war{didele, 2015b)

Early indicator$ should be established to enable more agile responses to hybrid
threats, especially in the early phase of the conflict cycle. To counter complex hybrid
challenges, nationsindividually and within an allie@.g. EUNATO framework— should

firstly:

Determne how to best promote democracy, humights, and the rule of law.
Emphasie transparency and due proces®ss all elements of society.
Strengthen cooperative regional approaches that build support femilikked

partners.

The nature oHW is suchthat it is difficult to know whether we are still in times of

peace or already at wagreriod Unpredictability has become a weapon. Up to now

'Hybrid COE &expert pool meeting on <cyber,
t hreatso, Hybrid CoE Trend Report 6, Apri/l
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approaches counteringW have been ceated on rapid military responses. This approach
has waknesses,articulaty in alliances, when member states need to agmeéhe debate

of which constitutes a significant barrier to rapid collective action

On the other sidehard power may prove insufficient to counter hybrid threats. The
military instrument per se playan important but limited role. The challenge is to
orchestrate the balanced employment df adl the instruments of power: Diplomacy,
Information, Military and Economic (DIME). This highlights the need for a broadbased
approach, usin@rhiele, 2015h)

Rapid deployment and power projection.
SOFand cyber operations.
Intelligence operatios and police investigations.

Financial and economic measures.

= =2 4 A -

Information and social media campaigns.

Such a broad spectrum of instruments cannot come from a siogiee, from a
single nation or a single orgaation. Consequently, within anMW strategy specific
consideration must be given to the role of partner nations and pajans, regarding how
best to enhance not onl y AllesahdParmevs Partialsri | i e
focus should be put on the protection of critical national information and infrastructures as
well as on consequence management. A usefuldiiegt could be an analysis of key
vulnerabilities to better understand how indival nations could be undermined HyV.

Such an analysis would include a better understanding of:

1 How minorities are susceptible to manipulation.

1 How vulnerable media are to external saturation.

1 How the lack of a binding national narrative could be exgdo

1 How electorates could be alienated from leadership duriktyVainspired crisis,

particularly through elite corruptiafThiele, 2015h)

HW presentsalso considerable institutional challenges to both domestic defen
capabilities and wider segty alliances. NATO for instancevill need to strengthen
cooperation with international orgaations and partners suchlass already done witine
EU. The NATO Summit in Wales has already acknowledgeEthh@s a strategic partner.
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The common threat diW within the EureAtlantic area presents a solid opportunity to
develop this partnership. NATO and the EU could create an effective institutional tandem
that has a wide range of diplomatic, information, military and economical instruments at its
disposal(Thiele, 2015b).

As Frank G. Hoffman states:

AThe rideesfnblW represent the destyeat or

warfareo or conventional warfare by the ne
defense planning inthe 2Cent ur vy . Future adversaries wi
weako and operate in distant mountain retr

and agile, presenting greater reach and lethality. They may attempt to operate within
heavily populatd cities, and use the networks of an urban metropolis to maneuver within

as well as to sustain themseletffman, 2009, p. 38)

Of course there is an upmost need in changes to be done in several domains of the
civil-military response to HW mainly fodrat(Thiele, 2015k)

Force planning.

Intelligence.

Interagency Approach.
Organizational Culture/Ethos.
Doctrine.

Training and Education.

Operational Planning/Campaign Design.

= =2 4 A A4 A A -2

Dueling Narratives

Finally, the rise ofHW does not represent the end of ttaaial or conventional
warfare, lut a complicating factor for defense planning in the 21st century. Any force
prepared to address hybrid threats would have to be built upon a solid professiibaua
foundationwith a premium on the cognitive skills needed to recognize or quickly adapt to
the unknownDecisionmakers and militaries may have to redouble their efforts to revise
operational artas theyhave mastered operationdésign for conventional warfare and
recenly reinvigorated theirunderstandingof counterinsurgency campaigns, by firstly

answering the following questioidoffman, 2009, p. 38)
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1 What is theCoG in such coniktts, and does it invalidateemphasis on wholef-
government approaches and lines ofrapens?

1 What institutional mechanisms do we need to be more adaptive, and what
impediments does our centralized not sclerotie—Defense Department generate

that must be jettisoned?

Success iHW also requires small unit leaders wihick decisionmaking skills
and tactical coning to respond to the unknovamd the equipment sets to react or adapt
faster than tomorrow's foe. Organi zational
as would extensive investment in diverse educational expese The greatest
implications will involve force protectionHybrid enemies will focus on winning the
mobility-counter mobility challenget o I i mi t t hfeeedom aof pgiom reedn t * s
separate officerdrom close proximity to the civilian population. The ability of hybrid
challenges to exploit the range and precision of various types of missiles, mortar rounds

and mines will increase over tinfldoffman, 2009, p. 38)

Learning cycle has already beeresen Iraq and Afghanistan, &SA insurgents
appeared to acquire and effectively employ tactical techniques or adapt novel detonation
devices found on the Internet or observed from a different source. These opponents will
remain elusive, operate @n extemely distributed manneand reflect a high degree of
opportunistic learning. The U.S. military and indeed the armed forces of the West must

adapt as wel(Hoffman, 2009a, p. 38)

Yet thefocus remains on an outmoded atated bifurcation of war formand this
orientation overlooks the most likely and potentially the most dangerous of combinations.
Respected strategists have concluded that WiWbe a defining feature ofhe future
security environmentf true, a wider and more difficult range of threati be uncovered
As today  teereEmhightneeds , t ake the enemy‘s plans
adapt into a more multidimensional or j ol
strategstsmust emember the frustrated Spartans outsideeAths ° l ong wal | an
t he Pyr i oofthe Britishg Ruesramamddsraelis in their long wars against hybrid

threatsandsoprepare accordinglfHoffman, 2009a, p. 39)
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