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Euxaplotieg

Oa nbeAa va suyoplotiow Tov emPAEmovta Kabnyntn K. EUBUULIO AANETN, KaBwWCE Kot Tov uroPndLo
S8aktopa K. Inupidwv MNamadnuntpiou yla Tig mMOAUTIEG CUMBOUAEG Kal Tnv kKaBodrynon Toug.
Eniong, Ba nbeha va suyxaplotnow Beppd tn ouvadeddo pou lwdavva AafAldvn, He ThV omola
OUVEPYAOTNKA YLa TNV QVATTTUEN TNG EPaPLOYAG TTOU TTAPOUCLATETAL OTNV LETOMTUXLAKN SLoTtpLph).
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MepAnwin

H mapouoa petamtuylakn dtatplpn avantixbnke oto mAaiclo tou MpoypApupatog MEeTAmTUXLOKWY
Jmoubwv “NMponyuéva  Juotiuata MAnpodopikic - Avamtuén AoylopkoU Kal TexvnTng
Nonpoouvng” tou MNavemniotnuiov Melpalwg Kat £XeL WG oTOX0 TNV UAoMoinon web edappoyng, mou
evowpatwvel texvoloyia Blockchain, oe apyttextoviky MIKpoUTINpECWWV HE XPHON reactive
programming.

H texviki tou reactive programming adopd otn non-blocking emikowwvia petaty twv otolyelwv
TIOU amoTteAolV TNV edappoyr, LE AMOTEAECHO TNV KATA TOAU KaAUtepn aflomoinon twv nopwv
UVAlkoU Twv ouotnuatwv T1ou  dlofevolv TIC MIKpoUmnpeoiec. To Java framework mou
Xpnotomo0nke yla tTnv Snuoupyia Twv PLKpoUmnpeotwy eivatl To Spring Boot 2.0, kaBwg Stabétel
EVOWHATWHEVN UTIOOTAPLEN oTNV avamtuén edappoywv Ue reactive programming, el0dyovtag £va
véo web framework, to Spring WebFlux.

H edapuoyn adopd otn dtaodpdalion tng yvholdotntag syypddwv evog ekmalbeutikol S&plpatog,
aflomowwvtag tnv texvohoyia blockchain. O oxedlaopdg kol n uAomoinon tng edappoync €xel
Baolotel og BEATLOTEC MPAKTIKEG Kol poTifa oxediaong HikpoUTinpeoLwy, OwG N Xpnon acuyxpovwy
pnvVUpaTwy péow tou RabbitMQ message broker, e€looppomnnon ¢optou, service discovery, api
gateway, distributed tracing kot token relay.

Eva amd ta {ntipata mou £xel 600el Wbiaitepn Eudaon, kabBwg amoteAsl TMPOKANGN OTLG
UikpoUTinpeoieg, eival n aoddaleta kat n e€ouclodotnon xpnotwv mou adopd otn MpocBaocn, Toco
OTOUC OLOKOULOTEG MOPpWV pHéow Twv Slemadwv (APls), 6co kol ot tomoBeoieg tng frontend
edpappoyng, Le xprion twv npotunwv OAuth2.0 kat OpenlD Connect.

MNa tnv avamtuén (deployment) tng edapuoyng, xpnolpomowndnke n texvoloyia Docker. O
UlkpoUTnpeoieg tomoBetouvtal oe docker images Kol OTn GOUVEXELX METADOPTWVOVIAL OTO
anoBetrplo DockerHub. Me tn dnuloupyia kataAAnAou apxeiov docker-compose.yml, n edbappoyn
avamnTuoosTalL LEaa O Alya AemTa.
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Abstract

This master’s thesis was developed in the scope of the MSc Program "Advanced Informatics and
Computing Systems - Software Development and Artificial Intelligence" of the University of Piraeus
and aims to implement a web application development, incorporating Blockchain technology, in
microservices architecture using reactive programming.

The reactive programming technique refers to the non-blocking communication between the
components of the application, resulting in a much better utilization of the hardware resources of
the systems hosting the microservices. The Java framework used to create the microservices is
Spring Boot 2.0, as it has built-in support for developing applications with reactive programming,
introducing a new web framework, the Spring WebFlux.

The application is about ensuring the authenticity of documents of an educational institution,
leveraging blockchain technology. The design and implementation of the application is based on best
practices and microservices design patterns, such as the use of asynchronous messaging via the
RabbitMQ message broker, load balancing, service discovery, api gateway, distributed tracing, and
token relay.

One of the topics that has been given special emphasis, as it consists of a challenge in microservices,
is security and user authorization regarding access, both to the resource servers through the
interfaces (APIs), and to the frontend application sites, using the OAuth2.0 and OpenlID Connect
standards.

For the development of the application, Docker technology was used. Microservices are put into
docker images and then uploaded to the DockerHub repository. By creating a suitable docker-
compose.yml file, the application is deployed in minutes.
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Eloaywyn ota Microservices

OL pULkpoUTNPEDIEG AMOTEAOUV LILO ETUTAYUVOUEVN TACN OTIC LEPEC LAG TIOU TIPOCPEPEL amtd 0dEAN
otV QVATTUEN OCUOCTNMATWY, CUMMEPAAUBOVOUEVNG TNG aUENOoNG TNG EMEKTACLUOTNTAG, TNG
gueh€loc kol GAAWV onuavtikwv TAeovektnuatwyv. H Google, n Amazon, to Netflix kalL dAot
TEXVOAOYLKOL nNYETEG €XOUV TIPAYUOTOTMOLNCEL ETUTUXNMEVN MeTABaon omd T HOVOALBKNA
OPXLTEKTOVLKN, OTIC HLKpoUTnpeoiec. MoAAEG etalpie¢ akolouBouv To (6l0 Mopadelypa w¢ TLo
amoS0TLKO TPOTIO yLa TNV OVATTTUEN TOUG.

AvtiBsta, n tdon tng HovohBIKAG! Tpoogyylong n omoia armoteAel To MAPASOOCLOKO HOVTEAO
avamntuéng epappoywy, apxilel va petwvetat SLOTL N Snuloupyia pag LovoAlBikng edpappuoyng BETel
pla ospd and mpokANoelg mou oxetilovtal pe tn Slaxeiplon tng tepaotiag Paong kwdika (code
base), Tn duokoAia va uloBetnBouv véeg Texvoloyieg otov udlotapevo KwdLka, tn SUoKoALa oTnv
vAomoinon véwv alaywv, KaBwg Kal TNV MEPLOPLOUEVN SuvVaTOTNTA OVABEDNG EMUTAEOV TIOPWV LE
SUVOULKO TPOTTO, OTaV QUTO amaltteitol Aoyw ¢poptou epyaciag (lack of scalability and elasticity).

Monolith Microservices

Zxnua 1: Monolithic — Microservices

H QpXLTEKTOVIKN TWV UIKPOUTINPECLWY avadEPETaL 0TO HOVTEAD Ttou Sopel pla edappoyn wg i
oUALOYH o EMUEPOUG AVEEAPTNTEG UTINPECLEG TTOU SLAKPLVOVTAL OO XOPAKTNPLOTIKA OTWC:

e Y{PnAn duvatotnta cuvtripnong kat eAéyxou (highly maintainable and testable).

e Juvexng avamrtuén (continuous deployment).

e XaunAn e€aptnon (loosely coupled).

e Avarmrtuén amnod UKPEC OUABEG TIPOYPAUOTIOTWV.

e Opydvwon Tng KABe UTNPECIOC Of ML CUYKEKPLUEVN ETLXELPNOLOKNA amaitnon (single
responsibility). H apXLTEKTOVLKI TwV WKPOUTINPECLWY EMLTPEMEL TNV afLOMLOTN, ypryopn Kot
ouyvn mapadoon ebapUOYWV LEYAANG KALLAKOG, TTAPEXOVTOC T SUVATOTNTA EMEKTOONG VLA
™V KAAuPn VEWV amaltroswy.

1 MovoMOLKr apyLTEKTOVLKY OVOUAIETOL O TtopadooLakOg TPOTog dnuoupyiog pag ebappoync. H epapuoyn
Snuloupyeital w¢ UL povada TIOU EVOWUATWVEL TO OUVOAO TWV AELTOUPYWV Tou €fUmnpetolV TIG
TEPUTTWOELG XPHONG.
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KaBe pikpoinnpeoia Oa mpémnel va mAnpot kamoleg mpolmoBEoelg:

e Na amote)lel £va AUTOVOUO TTAKETO AOYLOLLKOU, avefdptnta avaBabuiolpo, eMekTaoLo Kot
OVTLKOTAOTAGCLHO OO [La VEQ UTINPEDLO TToU e€umnpeTel Tov (610 okomo.

e Na SwaBétel ave€aptntn Paon dedopcvwy, KaBwg oL pkpolTnpeoieg¢ 6 ouviotatal vo
polpalovtal tnv 6t Baon dedopévwy petaél Toud.

e Na emukowwvel povo péow kKohd oplopévwv Stemadwy, eite xpnowponowwvtag API?, eite
KOTA Tpotipunon otélvovtog acuyxpova pnvupata. H doury tou APl ] Tou acuyypovou
HNVUpOToC Ba TIPEMEL va ival KOAQ OPLOUEVN KAl TEKUNPLWHEVN, WOTE va. SLEUKOAUVEL TOUG
TIPOYPAUHUATLOTEG TTOU BEAOUV va aAANAETILOPACOUV UE TNV UTINPEDILA.

e Na dnuoupyeitol o Eexwplotd mepBaMhov ektéleonc, onwe to Docker Container 3, étol
WOoTe va Umopel va ektedeotel wg autovoun diepyaocia. H xprion tou Docker Container divel
™ duvatotnTa OTLG Unnpeoieg va avamtuxBolv mavw amnod plo popa (instance scaling) oe
nepintwon avénuévou poptou epyaciog.

e Na cival stateless® wote ta logpyOUEVa aLTAUATA VO Uopouv va efumnpetnBolv amd
omoloénmote instance Tou microservice.

Monolithic Architecture Microservice Architecture

User Interface User Interface

\
Busi Logi
/

Data Interface
l’[

Zxnuoa 2: Monolithic - Microservices

‘Eva oUVOAO UIKPOUTINPECLWV TIOU OMOTEAOUV pLa edapuoyr, UMopel va avamtuxBel oe moAAoug,
ULKPOTEPNG LoXVOG SLOKOULOTEG (servers), avti yla éva peyallTtepng woyxvog, onwe Ba Auactav
OVAYKOOUEVOL VAL XPNOLLOTIOL)COU LE OTNV TIEPLTTTWAON MLOG LOVOALBLKNG edappoynG.

Av mAnpouvtol ol mpoavadepBeioec mpoUmobéocelg, tOTe TMOAMAG oTlyplOTUNA (instances) pLog
MikpoUTinpeoiag pnopouv va teBouv Tautoxpova os Asttoupyla (instance scale up), kdvovtag xprion
Twv Suvatottwy autoscaling mou pag napéxouv ot urthpeoieg cloud®.

2 Application Programming Interface 1| Siemadlf mpoypappatiopol ebapuoywy, XpNOLUOTOLETaL ya TN
petaBipacn Sedopévwy petafld edopuoywv AOYLOUIKOU HE €vav TUTIOTIOLNUEVO TPOTO. MoAAEG umhpeoieg
npoodEpouv Snuocia APl Tou eMITPEMOUV O€ OTIOLOVOHTIOTE val OTEAVEL Kol Vo AapBavel meplexopuevo amd thv
unnpeoia. Ta APl mou Asttoupyolv péow Awadiktiou xpnotpormowwvtac URL http:// avadépovral wg API
lotou.

3 Docker Container eival éva MokETO AOYLOULKOU TIOU EVOWHOTWVEL TOV KWSIKO Kot OAEG TLG €EQPTHOELS TOU,
wote n edappoyn va ekteleital ypriyopa kot aflomiota o SladOopeTIKA UTIOAOYLOTIKA TepLBaAlovra.
https://www.docker.com/

4 Stateless: O Siakoploth¢ (server) e Statnpel otolyeia tou meldtn (client) mou €xel ouvdeBei pe session,
QVTLOETWG Ta oTOLXELA TOU TtEAATN TIEPVOUV O€ KABE aitnua (request) mpog tov Slakoutotr (server).

Avarmtuén ebappoyng nou evowpatwvet texvoloyia Blockchain pe xprion Reactive Microservices 8
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AUGKOALEC TTOU TTPOKUTITOUV HE TN XPNON HUIKPOUTINPESLWV.
TNV OPXLTEKTOVIKI HIKPOUTINPECLWY, €KTOC amd ta 0dEAn Tou TpoodEpPovTal, TPOKUTITOUV Kol
SuokolAlec onwg:

o (¢ KOTOVEUNKEVO CUOTNHA, OL KpOoUTINPECieg amoteAolvTal amo MOAAATTAQ OTOLXELO OTIWG
SlopopeTikEG BAoelg SeboPEVWVY KOL AVEEAPTNTEG UTNPECLEG, TTOU KABLOTOUV TN MPeTatl
TOUG CUVSECLUOTNTO OPKETA TTOAUTIAOKN. Ta KaTaveUnUéva cuothpata £€xouv uPnAo Babuod
SuokoAiag otnv avarmtuén kat Staxeiplon toug.

e H ouyxpovn emikowvwvia (synchronous communication) petafl mMOAAWV UTIOCUOTNUATWY
propel va mpokaAéoel aAuoldwTr ammotuyia, L6Lka otav uttdpxel UPNAS Gpopto epyaaciag.

e H évvola Twv ACID transactions otig Baoelg S€Sopévwy yiveTal apKeTAd TIOAUTIAOKO {ATNUA
OTIG HiKpoUmnpeoileg kat amattel uPnAng el8ikeuong MPOYPOUUATIOTEG Yyl Vo TO
SlaxelplotoLv.

e H evnuépwon twv mopapétpwy (configuration), 6tav to MARBOC TWV UTOCUGCTNUATWY
auavetal, yivetal SuckoAdtepn.

e Je nepimtwon Slepelivnong odaAudtwy, n mapakohouBnaon tng SLadpopng evog aLTHUATOS
(request tracing) omou gumAékovtal moAAQ microservices yivetat tdlaitepa moAUTAOKN.

e HavaAuon Xprong mopwv CUCTAUATOG o€ eTiNeSO PIKpoUTNPESLWY elval SuoKoAOTEpN.

H oxeblaon kol ulomoinon twv HIKpoUTnpeolwv Ba mpémel efapyxng va TPoPAEMEL Kol va
OQVTLHETWTTI(EL OAEG TIG TTapaTiAvw SUOKOALEG, SLOTL 600 aUEAVETOL O APLBUOC TWV UTNPECLWY, TOGO
peyaAltepn elval kot n mbavotnta mpofAnUATWY.

Design Patterns yia Microservices

Ta oxeblaotikd potifa eivat n mepypadn Sokipaouévwy AUcswv mou €xouv SoBel wote va
OVTLUETWITLOTOUV CUYKEKPLUEVO TIPOBANUATA, OMWG OL Tapandvw SuokoAleg Tou TapatnpolvTaL
OTLG UKpoUTinpeoieg. Mepikd amo ta oxeSlaoTikd potifa mou adopouv tnv opbry uAomoinon Twv
MKpoUTINpECLWV Elval Ta €EAC:

Service discovery pattern: H avdBeon twv IP SleuBlvoswv kal tTwv Bupwv ota instances twv
microservices, mpaypatomoleital SuVAULKA KATd TNV ekkivnon toug. OL UMOAOYLOTEC TEAGTEG
(clients) &g eival og Béoel va yvwpllouv tn cuykekpluévn IP kal BUpa wote va amooteihlouv KATTOLO
aitnua (request). Tn AUon oto cuykekpluévo PoPAnua Slvel n xprion tou service discovery 1
naming server service to omoio kotaypddel ta Slabéoa instances kot Ti§ IP SleuBuvoelg Twv
UTIOAOUTWVY ULKPOUTINPECLWY TOU cUoTHATOG. (Spring Cloud Eureka Server).

Edge Server pattern: e éva owooUotnua HIKpoUTInpeowwy, TOAAEG dopég elval emBupntd va
ETUTPEPOUE OE OPLOUEVEG UTNPECLEG val €lval OpATECG KAL EKTOG TOU ECWTEPLKOU SIKTUOU VW AANEC
umnpeoieg Oa mpémnel va amokpuTTovtal and sfwteplk pocpoaon. Ol ekteBelpuévec umnpeoieg Ba
TPEMEL VA TPOOTATEVOVTOL Ao ALTHUATA KAKOBOUAWV Xxpnotwy. Tn AUcon oTo GUYKeKPLUEVO TATNMO,
Slvel o Edge Server, MpOKELTAL YL €va reverse proxy Kal Umopel eUKoAa va evowpotwOel oto Service
discovery microservice kot va Topéxel Suvarotnto duvopikol load-balancing®. (Spring Cloud
Gateway).

5 Cloud: Kot’ amaitnon SwaBsoipudtnta mdépwv UMOAOYLOTIKWY CUCTNUATWY, OMw¢ Héoa omobrkeuong
6ebopévwy Kal UTIOAOYLOTIKA oYU XwpPLG aueon evepyn Slaxeipon amod tov xpnotn. To cloud computing
Baoiletal oTnv Ko XpPrion MOPWV Kal XpnoLUOTOLEL TO LOVTENO XpEWONG pay-as-you-go.

6 Load-balancing: H eflcoppdmnon ¢doptou eival évac 6poc, o omolog TEPYPAdEL TV KATAVOUR Miag
Aettoupylag mou xpelaletal va ekTeAeital anpookomta PETAfl VoG aplOUOU SLAKOULOTWY UE OKOTIO TN Pelwon
Tou $OpToU epyaciag. AuTo yivetal yla va emiteuxBel cuveyrng kal ampdokomtn AelToupyia EVOG CUCTHATOG.
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Reactive microservice pattern: O ouvnBng tpomo¢ mou UAoTOLe(Tal n emkowwvio petaty duo
ouoTnuUatwy, sival péow ovyxpovng blocking emikowvwviag (synchronous communication using
blocking 1/0), yia napadewypa pia kAnon os RESTful JSON APl péow HTTP. O 6pog blocking 1/0
ONUALVeL TIWE TO AELTOUPYIKO clotnua deopevel éva vipa (thread) yia kdBe request to omoio
TIOPAUEVEL OE avapovn HEXPL va ¢BAoeL KAmolo response 1 va cUMPEL timeout peta and oplopévo
XPOVLKO Sldotnpa. Av To MARB0G TWV TAUTOXpovwY request auéndei, T0Te o SlakopLoTnC Unopel va
o6nynbel ot ekTETAUEVO XPOVO QTMOKPLONG N OKOHO KOL OE KOTOPPEUCH. ITn TMEPIMTWON TNG
OPXLTEKTOVLKAG TWV UIKPOUTINPESLWY, TO TTPOBANUA YIVETAL KON TILO £VTOVO, KOBWC OUUUETEXEL HLOL
OElpa amo piKpoUTnpeoieg yia va e€unnpetnBel éva request. Oco peyaAutepo sival To mANRBog Twv
ULKPOUTINPECLWY TIOU CUPUETEXOUV OE £va request, TG00 Lo ypryopa €€avtAouvtal oL OpoL Tou
Slakoptotr). H Abon Bploketal otn xprion texvohoyiag non-blocking 1/0, 6mou ta vApata (threads)
Sev Seopevovtal KaBoAn tn SLapKeLla eVOG request, ite TIPOKELTAL YLO LA KA ON O€ KATOLO service,
gite yia kKAnon oe Baon Sedopévwv. ITn ouVEXEla NG epyaciag Ba mpaypatomolnBel ektevng
avadopa oto reactive programming. (Spring Webflux).

Central configuration pattern: Miwa edpappoyn eykaBiotatal pali pe apyxeia WSotitwy (properties
files) mou meptéxouv petaPAntéc ovotrnpartog (environment variables) kot puBuicelg mapapETpwy.
Ye éva guotnua mou amoteAsital and MARBo¢ UIKPOUTNPECLWY, TIPOKUTITEL N AVAYKN VO UTTAPXEL
KEVTIPpLK Slaxeiplon twv pubuicswv Kal €Aeyxog yla To av ol pubuiceslg mpaypatonolouvtal Ue
gnutuyla oe kaBe uninpeaoia. O configuration server pag entpenel vo SLaXePL{OUAOTE TIC PUBUILOELS
TOPOAUETPWY OAWV TWV HIKpoUTnpeowwv and éva onuelo. (Spring Cloud Configuration Server —
Kubernetes).

Centralized log analysis: KaAni mpaktikry oe pa edpapuoyn, amoteAel n Suvardtnta Kataypadng
cuppavtwv (log events) oe apyeia Ta omoia amoBnkevovrial TOTMIKA OTOUG OLOKOULOTEG. XTh
TEPUITTWON €VOC OLKOCUOTHUATOC TIOU armoteAeital amd mAnBog pikpolmnpeowwy, Omou n Kabe
umnpecia €xeL tn duvatotnta va TpEXEL MapAAAnAa o€ TOAAQ oTLyULOTUTIA (instances), TPOKUTTEL h
ovVayKn ylo Kevtplkrn TmapakoAolBnon kot amobnksuon twv log files. Mwa umnpecia mou
Slaxelplletal TNV KevTpikn avaluon cupBaviwy, €XEL TN SUVATOTNTA VA QVIXVEUEL VEQ OTLYMLOTUTIA
pkpolUnnpeowwv (new pS’ instances), va cUAAEyeL Ta event logs, va ta omoBnkeVEL Kal va To
napoucLalel pe ypadikn aneikovion. (ELK stack or ELF stack).

Distributed tracing pattern: Elval amapaitnto vo undpyet n Suvatotnta napakoAolBNong TNG pong
EVOG QLTMOTOG Héoa amd Tt microservices (request tracing) oe mepimtwon opaiparoc. Ma va
KOTAOTEL aUTO ePIKTO, Ba TPEMEL OAQ TA EMUEPOUC QLTAUATO KAl Unvupata, mou adopolv To
opxXLKO aitnuoa, va ¢épouv éva Kowwd Kwdlkd avayvwplong (correlation ID) o omoiog Ba
kataypadetal oe oAa ta log events. Ma va eipacte o Béon va avaAUooUpE KOBUOTEPNOELS KO
OMOTUXLEC OTN poN EVOC altiuatog péoa amd Ta microservices, Ba MPEMEL va yivetal Kataypadr tng
XPOVLKAC OTLYUNG (timestamp) mou éva altnua r pla andvtnon o €va oitnuo A LRVULO ELoEPXETOL
KoL e€€pxeTal amno kabe microservice. (Sleuth — Zipkin).

Circuit breaker pattern: Eva cUotnpa mou xpnotpomnolel ocuyxpovn blocking texvoloyia ywa tnv
gTUKOWVWVIA PETAED TwWV microservices, umopet va ekteBel oe pla aAAnlouyio amotuxLwy KAaTd TV
£kBaon evog attiuatog. Autd cupBaivel SLOTL Pl amoTuxia EMIKOWVWVIAC EVOG microservice e Eva

O ¢optog polpaletal o €vav aplOpd amd SLOKOULOTEG TTOU €EUTINPETOUV CUYKEKPLUEVO OKOTO. AV KATOLOG
and autolG MapoucLdcel MPOPANUA, oL UTTOAOLTIOL GUVEXL{OUV TO £€pY0 amMPOOKOTTA, av Kol emiBaplvovtal
TEPLOCOTEPO.

7 0 oupBoAopdg US anotelei cuvtopoypadia Tng AéENg microservice.
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AaAMO, peTadEPEL TNV AMOTUXIO KOl 0TAL UTIOAOLTIA TTOU GUMHETEXOUV OTOo ailtnua. Katd tn Sidpkela
NG ETUKOLWVWVIAG LETAEL TWV Microservices mapatnpouvtal dUo eldwv opaiparta:

e To mpwrto ovoudletal Immediate failure. Otav to service amootoAéag oteidel éva http
request Kol To service mapalnmtng Ppioketal ektog Asttoupyiag (down status), tote to
service anootoA£ag Aappavel aneubelog odalpa ocuvdeong (connection refused exception).
Y& auth TNV nepintwon, to thread mou €xel Seoueutel yla TNV ouykekpluévn Slepyaoia,
aneAeuBepwveTal AUETQ.

e To 8eltepo £ibo¢ opalpdtwy eival ta Timeout failures. Otav n unnpeoia napaAmIngG £XEL
AaBel emtuxwg To http request kal kaBuotepel va otellel TV anavinon (response) otov
anootoAéa, Ta threads Tou service amooTOAEd TAPAUEVOUV OE VOOV €wg 6Tou AdBouv
amndvtnon. Edv o pubuog Twy requests elval apketd uPnAoc, tote OAa ta thread tou thread
pool Tou service amootoAéa Ba mMapapeivouv amaoyoAnUEVa, TTEPLUEVOVTAG OMAVTNGCN amnd
TO service MOpaANTTn, HE amotéleopa va €aviAnBouv oL MOpoL Kal vo KN UMopsl va
€€UTNPETNOEL PE TN OELPA TOU TO ELOEPYOUEVA requests Tpo¢ ouTO. Katd ouveémela, n
armotuyia evog service SnULOUPYEL amoTuyia Kal oTa services Tou EAPTWVTAL Ao TO MPWTO
(cascading failures).

Ma tov Adyo auto, XPelalOUOoTE £Va UNXOVIOMO TIOU VoL SLAKOTITEL TIPOCWPLVA TO Service amooToAEd
ond TO VO TPAYHATOTOLEL KANOELC OTO service TAPAANTTN ToU 8ev amokpivetal. O UNXAVIOUOG
autoc ovopaletal Circuit Breaker kal mpokettatl yla £vav request interceptor mou epapuoletal oto
service OMOCTOAEQ KOl EAEYXEL TNV KATAOTAGCN TWV responses TMou TPOEPXOVTAL Ao TO service
napalnmen. Ooo ta responses enMLOTPEDOUV KAVOVIKA OTOV XpOVOo TIoU MPoPAEmEeTal, o interceptor
Bpiloketal otn katdotaon «Closed» (KAElOTO KUKAWHQ) ETUTPEMOVTIOG TN PON TwV requests. Av
napatnpnBei Slakomr ocuvdeong r KABUOTEPNON TWV responses MAVW OO TO ETLTPEMOUEVO OpLO
(threshold), tote OlOKOMTETAL N PON TPOC TOV OUYKEKPLUEVO TAPaANTTIn, £€tol ta threads
aneAeuBepwvovtal dpeoa, kataotaon «Open» (avolkto KUKAwUa). YapxeL eniong n duvatotnta
va ebopUooTeL pnxaviopog petamtwong (fallback mechanism), wote katd t otyun tng SLAKOMNAG
TOU KUKAWMOTOG, va €fumnpetnOel pe Sladopetikd TpOMo to request N va epdaviotel KAmoLo
OXETIKO pRvupa. Ta opta (thresholds) mou amotedolv kpttrplo yia to av Ba Slokomn n pon,
opilovtal oTIg puBULoEL CUCTAATOC TOU KABE service amd Tov poypappatioth. Eva tétolo oplo Ba
UIopoUoE va €lval To TOCOCTO AMOTUXNUEVWY requests (yla mapadelypa >30%) o N mpoomaOeLec.

Me tn xpnon tou Circuit Breaker design pattern, €mITpEMOUNE OTNV UTNpecia apaAnmtn va
ovakap el and to ¢opto Slepyaclwy Kol Tautoxpova dtatnpoupe SLaB£cLHoug Toug TOPOUS TG
UTINPEGCLOG amOOTOAE OTAPATWVTAG TN PON. Oa MPEMEL OPWC, O UNXOQVLOMOG Tou circuit breaker va
elval og B€on va aviyveuoel TNV avakapn Tou service MAPAAATITN WOTE va eTUTPEPEL €K VEOU TN
pori. Auto mpayuatoroleital otn Katdotacn «Half-Open». O request interceptor aAAdleL oe
katdaotaon «Half-Open», oe mpokaBoplopévo xpovo (timeout), emiTpémoviag HeEPKA amd Ta
requests va TlEpACOUV TIPOC TO service MapaAnmTn, dokualoviag £T0L TNV KATAOTOON TOU, EVW T
UTOAouta requests €EUTNPETOUVTOL HE TOV HUNXAVIOMO METAMTWONG TOU €XEL OoploTel. Av Ta
SOKLUAOTIKA requests e€unnpetnBolv emituywe, TOTE O request interceptor mepvaAel og KATAOTAON
«Closed» emutpénovtag oe OAa Ta requests va SLEpxovtal pog To service mapahnmnen. (Resiliencedj —
Spring Cloud).

OuOoLAOTIKA TIPOKELTAL Yl €va NTETEpULVIOTIKO MNemepaopévo Autopato (Finite State Machine) pe
TPELG KATOOTACELG OTIWE PALVETAL OTO TTAPAKATW O 3:
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Allow Deny

failure rate > threshold

timeout

successful ;
expired

éliled

/
again

Half-Open

Allow few calls

Sxnua 3: Circuit Breaker

Control loop pattern: e éva cUoTNUA PE LEYGAO aplOUO OTLYULOTUTIWY HKpOUTNPeaoLwy (instances
of uS) ta omoia PBpiokovtal SLOOKOPTILOHEVA OE OLOPOPETIKOUC SLAKOULOTEG, €ival SUOKOAO va
EVTOTLOTOUV Kol Vo 510pBwBouv amotu)ieg mou o8nyolv o MAYWUA N} TEPUATIOUO AsLToupylag EVOG
uS instance. To control loop pattern €xeL tn Suvatotnta va mapakoAouBel TV TMpayUATIKA
kataotaon (actual state) Tou cuCTANATOG, CuyKpivovTag TNV UE TNV emBuuntn kataotaon (desired
state). Av oL uo kataotdoelg SladEpouv PETAED TOUG, TOTE TPOXWPAEL OE EVEPYELEC WOTE VA
enavadEpeL To cuoTna otnv emBuuntn kataotaon (Kubernetes container Orchestration).

Centralized monitoring and alarms: & nepintwon nou nmapatnpnBei apyornopia otnv andkpLon Tou
CUOTHHATOC KOL N XPHoN MOPWV CUCTALATOC TMAPOUEVOUV OE N ETLTPENTA UPnAd enineda, eivatl
SUokolo va Bpolpe tnv attio Tou MPOBARUATOC XWPLC KATIOLO KEVTPLKO cUaTnua tapakoAouOnaong
Twv Topwv UAkoU (hardware resources). Me tn xpnion KatdAAnAng umnpesoiag, mou €xeL Tn
SuvatotnTa va cUAAEYEL KOl VO TTAPOUCLATEL e ypadLKO TPOTIO TIG LETPNOELS YL TA ETIMESA Xpriong
nopwv KABe uikpolTinpeciog, pmopolpe va mopakohouBoUue, va avaAUoupe Kal va puBuiloupe Tig
TIAPAUETPOUC TOU CUOTHATOC, WOTE va anmodevUyovtal ol anotu)ieg. (Prometheus — Grafana).
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Reactive Programming

Me tov 6po Reactive Programming avadepOUaoTe o0& £Va TTPOYPAUUATIOTIKO LOVTEAO KOTA TO OTOIo
ta Sebopéva petadibovial péow powv (data streams) amo [l 1 TEPLOCOTEPEG TINYEG TIOU
ovopalovtal publishers ] producers. O\a ta 6ebopéva enestepyalovial LEoa OTLG poEG Kal dpBavouy
OTOV TIPOOPLOUO UE TN OELPA TIOU €XEL PayHaTomnolnBet n eknounn toug. Mall pe ta Sedopéva,
eKTEUTOVTAL SUO OKOUN oRUaTa, To MPWTIo adopd o opalpata mou evlEXeTal va mPokUPouv
(onError) kat to &eltepo adopd otnv olokAnpwon tng Hetadoong (onComplete). OL poég
6ebopévwv KataAnyouv oe €va N TEPLOCOTEPOUG amOOEKTEC Tou ovopdalovtal subscribers 1
consumers. Eva akOUn XapaKkTnpLloTiko Tou Reactive Programming sivat to automatic propagation of
change, 6nAadn n WLoTNTA, 0 MepimTwon aAAAyNS TNG TIUAG HLOG LETABANTAG, VA EVNEPWVOVTOL
outopota OAeg ol efaptwpeveg petaPAntéc. H petadoon tng evnuépwong Twv £€ApTWHEVWV
peTaBAntwy cuveyiletal autopata PEXPL va oAokAnpwBoUV OAeg ol aAAayEG Ttou adopolv Aueca i
€UMEDA TNV aAlayn TNG APXIKAG LETABANTAC.

O KUplog AOYOG TNC TPOOCEYyloNnG Tou Reactive programming eival n avamtuén AoyloplkoU e
aouyxpovo I/O (non-blocking) 6mou petpldletol n avomOTEAECUATIKA XPAON TIOPWY, OVOKTWVTOG
nopoug mou Sladopetikad Ba Atav adpaveic mepipévovrag tn dpaoctnpotnta I/0. Me autd tov
TPOTO, £vag client eldomoleitat yia véa dedopéva avti va ta {ntrosl, £Tol aneAeuBepwvovTal mopotL
OUOTNUATOC, WOTE Vo eEUTINPETNBOUV GAAEC SLleEpyOOieg EVW TIEPLUEVEL VEEG ELOOTIOLNTELG.

Yrapyxel mavta o kKivbuvog Katd tov omoio mapa MOAAEG EL6OMOLAOELG UIMOPEL VO KATAKAUGOUV ToV
client. Evag client Ba mpémel va €xet Tn Suvatotnta va anoppiel oyko Slepyaciwy mou Sev eival oe
B£on va Sioyxelplotel. Auto amotelel pla BgpeAwdn apxn tou eléyxou pong (flow control) twv
KOTOVEUNUEVWY CUCTNUATWY. 2TO reactive programming, n Suvatdtnta tou client va onpatodotel
ToV OYKOo Slepyactwv mou eival og B£on va Slaxelplotel, ovopdletal backpressure.

MoAAQ projects opadwv avamtuéng Aoylopwkol umootnpilouv to Reactive programming, onwg yla
napadelypa ta projects RxJS kot RxJava. To project tng opadag tou Spring framework mou
unootnpilel to Reactive programming, ovoudletal project reactor. OAeG OL TPOOEYYIOELG
okoAouBoUv éva de-facto mpotumo mou ovopdletal Reactive Streams.

Reactive Streams
To npdtuno Reactive Streams opllel TEooepLg TUTOUG:

O Publisher<T> mopayet Tig TIpéG TUTIOU T Mou Tpoopilovtal va pTAoouv OTOUC ATOSEKTEC:
public interface Publisher<T> {

void subscribe(Subscriber<? super T> s);

O Subscriber<T> gyypddetal o £vav Publisher<T> £tol wote va AapBAvel ELSOTOLACELG YL TIC VEEG
TIHEC TUTou T mou mapdyovtat anod tov Publisher<T>:

public interface Subscriber<T> {
public void onSubscribe(Subscription s);
public void onNext(T t);

public void onError(Throwable t);

public void onComplete();
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Otav évag Subscriber<T> eyypddetar oe évav Publisher<T>, 10 amotéAeopa ovopdletal
Subscription<T>:

public interface Subscription {
public void request(long n);

public void cancel();

‘Evag Publisher<T> nou eivat eniong kot Subscriber<T> ovopaletal Processor<T>:

public interface Processor<T, R> extends Subscriber<T>, Publisher<R> { }

Awadopd blocking kat non-blocking attnuatwy

Thread-per-request model - Otav éva aitnpa sloépyetal os évav SLAKOULOTH (server) amo évav
urtohoylotr meddtn (client), Snuioupyeital éva vApa attripartog (servlet thread) to omoio avaBétel
TOo ailtnupa os vAupata epydteg (worker threads) yia Asttoupyieg €lc660u/e€660u (1/0), OmMwe n
npooBacn oe Baocelg dedopévwy i n KANon os efwteptka APIs. Katd tn SLdpkelo mou ta vApaTa
£pyatec eival amaoxoAnuéva, To vhpa ottipatoc (servlet thread) mapapével oe kardotacn
OVAUOVNC Kol WG €k ToUTOU prmAokapetal. KaBwg o Slakopulotng dlabEtel nmemepoopévo aplbuod
VNUATWV atnuatwy (request threads), otav Bploketal oe mARpn ¢opto, meplopiletal n duvatotnta
€EUTINPETNONC TWV OLTNUATWY, TIOU €XEL WG OMOTEAECUA TNV Uelwon ¢ amodoong Kol tov
TLEPLOPLOUO TNE TTARPOUC XPONG TWV SUVATOTHTWY TOU SLAKOULOTH.

- . — —
Requests Available thread Thread blocked
_ dedicated to and waiting for
requests response
—> » »
» »
I —— Call to
Trll_,reald » Equ?ﬁ »| Blocking
—P 00 andier Resource
—> > »
> »
— >

Jxnua 4, blocking-requests

Y10 aclyxpovo (non-blocking) povtélo, n pon Tou MPOYPALUOTOG LETATPEMETOL A0 ULt akoAouBia
ocuyxpovwy (blocking) mpaewv oe aclyxpovn por yeyovotwv (asynchronous stream of events). Mia
kKAnon oe Baon dedopévwy de pmAokdpet to request thread evoow SiaBalovral ta dedopéva. To
request emiotédpel dpeca évav publisher 6mou kamolog pmopel va mpayuotomnollost syypadn
(subscribe). O subscriber pmopel va katavaAwoel (consume) Kal va eneepyaotel To event otav
QUTO oUPel, ev ouvexeia umopel va mapagel pe Tn oelpd TOU VEO event:
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'R ) )
Requests
—>
» Single or a few Thread registers
threads process callback and
B — Thread all requests Request does not block Call _to
Pool 5o Handl »| Blocking
—> 00 andier Return Resource
) immediately with
a publisher
—_—>
—— — N/

Zxnua 5, non-blocking-request

To reactive programming &g divel Eudaon os molo vaua (thread) Ba mpémet va dnuloupynBolv 1 va
katavaAwBouv ta events, aAAd otn SO TOU TPOYPAUUATOC WG aLoVYXPOV POH| YEYOVOTWV.

Process Events - P Register Events . (
’—J ; o \ ’—J .
P y / / \‘\ \ /
<‘ P N\ p
\ [ v\
\4 Is ~ If ( '\ l‘
\~‘ 4/ b u Event Loop X// -
\ { M) (few threads) —_—
S
s o Vo /]
L W\ y / \ y
\ ,4L\ N\ —
Event Queue “ /]—‘ \\ \x.\ ) / /I—‘
s \ ~ L T ~ | )
Trigger Callback I Operation Completion

Intensive Operations
Jxnua 6, event-loop

Y10 oxnuo 6 Stokpivetal plo adnpnuévn oxediaon evog event-loop mou MapPoucLAleL TIG LOEEC TOU
reactive programming.

o To event-loop tpéxeL ouvexoueval oe €va povadiko vhua (thread), wotéco umdpxeL n
Suvatotnta va SnuioupynBoulv toéca event loops 6ool Kat ol SlaB£cipol TUprveg Tou
enefepyaoTr) TOU CUCTAUATOG.

e To event-loop enefepyaletal Sladoxika Ta events amo pla oupd yeyovotwy (event queue),
KOTAXWPWVTAC OTo cuotnua tnv TAnpodopia callback mou ¢épouv ta events kol otn
OCUVEXELX ameAeuBepwvovTal AUETQ.

e To ovotnua eldomolel yla TNV OAOKANPWON HLOG EVEPYELAG, OMWG N KANon og pia Bdon
Sebopévwv f n KANRon oe pla eEwTeEPLKN unnpeaoia.

e To event-loop evepyomolei tnv callback function katd tnv oAokApwon Lo eVEPYELAG, WOTE
va oToAoUV T QmoTEAEOMOTA TiOWw OTO cUOTNUO TIOU £(XE TPOYUQATOTOLACEL TO OpPXLKO
aitnua.

To povtélo tou event loop vAormoleital o yvwotég mhatdoppeg énwe to Node.js, Netty kat Nginx.
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Project Reactor

Ot tuToL Tou TpoTUToU reactive streams &ev emapkoUV Kal xpeldlovtal uhomolnoelg uPnAdtepou
emunédou, £T0L wWOoTe va umnootnpilovtol tehectéc (operators) onwg dtpdplopa (filtering) ko
peTaoxnUaTopnoc (transformation) twv dedouévwy. To project reactor €xel Baolotel mavw oto
TPOTUTIO TwV Reactive Streams kat apexetl SUo e€elSikevoelg tou Publisher<T>.

H tdén Flux<T> amnoteAel tn npwtn vAonoinon tng diemadng Publisher<T> kat CorePublisher<T>. H
vloroinon Flux<T> ekmépmnel 0 €wg N otolxela Kal otn ouvéXela OAOKANPWVETAL £(Te EMITUXWC, £iTe
ue odaipa (onComplete, onError).

This vertical line indicates that
the Flux has completed successfully

>

These are the items emitted by the Flux
This is the timeline of the Flux £ £
Time flows from left to right \-.-/ u

* ‘ " ' These dotted lines and this box
indicate that a transformation
is being applied to the Flux

operator (...)

The text inside the box shows
the nature of the transformation

A4 A4 >
This Flux is the result /2y x -
of the transformation /
If for some reason the Flux terminates

abnormally, with an error, the vertical
line is replaced by an X

Jxnua 7, mnyn projectreactor.io

H taén Mono<T> amnotelel tn §eUtepn vAomoinon tng Stemadng Publisher<T> kat CorePublisher<T>.
H uvlomoinon Mono<T> ekméumel 0 £éwg 1 oToLXela KL OTN CUVEXELA OAOKANPWVETAL EITE EMITUXWG,
elte pe opdaApa (onComplete, onError).

This is the optional item

emitted by the Mono This vertical line indicates that
the Mono has completed successfully
This is the timeline of the Mono I
Time flows from left to right . l '
* * These dotted lines and this box

indicate that a transformation

operator ( . ) is being applied to the Mono

The text inside the box shows
the nature of the transformation

This Mono is the result '
X >

of the transformation
If for some reason the Mono terminates

abnormally, with an error, the vertical
line is replaced by an X

Zxnua 8, mnyn projectreactor.io

Kat ot duo uvlomotioelg tng Stemadng Publisher<T> mopéyouv teheotéc Kal Tpomoug ensfepyaciog
TWV powv dedopévwy. Edv yvwplloupe ek TwV POTEPWV TWG O UTIOKElEVOG publisher Ba ekmép el
0 1 otowykeia, tote Oa pémel va xpnowomnotnBei n uhomoinon Mono<T>.
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Reactive Spring

To project reactor anoteAel tn Baon, pla epappoyn xpelaletal va emikowwvel Pe data sources, va
mapaysl kal vo katavalwvel HTTP, SSE (Server Sent Events) kat WebSocket endpoints. Emiong
xpelaletal va umootnpilel €éAeyxo TautotnTag Xpnotwv (authentication) kal e€ouclodotnon xpnotwv
mou adopd tn mpocPacnh oToug MOPoUG TG ebapuoyng (authorization). To Reactive Spring, ano to
Spring Framework 5.0 kat Uotepa, mMAaloiwaoe To project reactor kot To MPAOTUTIO reactive streams pe
o\a Ta amapaitnto otolxelo ylo tnv avamtuén reactive sbappoywyv, kKabwe avémtuée éva véo
MOVTEAO eKTEAEONG KOl oTolelwv (runtime and component model) mou ovouddetal Spring WebFlux.
To Spring WebFlux &gv efaptdtoal amd KAMOLO OUYKEKPLUEVO Serviet APl mpokelpévou va
Aettoupynoel, €pxetal ue Tpooapuoyeic (adapters) mou Tou emTpEnouv va Asltoupyel mavw amno
pla Servlet-engine, kaBwg emiong TMPoodEpEl Kol eVOwWHATWUEVO reactive non-servlet-based
Siakopiotn (web-server) Baotopévo oto Netty®.

Reactive Spring Data module

H £k8oon Spring Data Kay, mou amoteAel Tnv peyaAltepn evnuépwaon tou Spring Data module amnd
™ dnuioupyla tou, Eekivnoe va poodEpeL uTtooTnpLEn yla reactive data access 0€ GUYKEKPLUEVEC
NoSQL Baoelg dedopévwy omwe n MongoDB, Cassandra kat Couchbase, kaBwg kol og in-memory
data structure stores omwc to Redis. H ev Adyw £kdoan, slonyaye reactive repository kot template
vAomounoelg, kabwg kot odnyoug (drivers) yia tn Reactive MongoDB, n omoia €xeL xpnotuomnotndei
oTh Tapovoa petarmtuylakn Satplpn.

Ot reactive Baoelg Sedopévwv akoAouBolv To POTUTIO TOU reactive programming. OL KAAOELG TPOG
™ Baon edopévwy ivat non-blocking, pe amotéleopa tnv aneAeuBépwaon MOPWV GUCTHOTOC.

EruutAéov, n Reactive MongoDB &ivel tn Suvatotnta va paypatonowndouyv live feeds péow streams
anod MongoDB Capped Collections® Stapéoou WebSocket, comet rj dAAwv streaming mPwWTOKOAwWV.
Capped Collection eivat éva MongoDB Collection otaBepou peyéboug (FIFO), dmou kabe dopd mou
pLa eyypadn (Document) slodyetol oto Collection, n web sdappoyn to petadidetl pe non-blocking
TPoOTO o€ 6ooug clients £xouv eyypadel (subscribers).

Eniong, n BPBAoBrAkn GridFSY® tng MongoDB pmopel va xpnowornownBel kot w¢ non-blocking
(ReactiveGridFsTemplate), émou avaktd €va Tpog €va Ta KOUUATLO VoG apxelou pog amobrikeuon
KoL Ta HeTadidel péow pong HéxpL o client va punv £xet GAAo Sedopéva mpog amootoAr). Kot og auth
NV neplmtwon, ta MAeovekTHpaTa lval mwg dgv PnmAokapovtal vipata (threads) katd tn Sidpkela
™G Stadikaoiog Kal & oTaTaAdTOL UVAN.

8 Netty is an asynchronous event-driven network application framework for rapid development of
maintainable high performance protocol servers & clients. https://netty.io/

° H MongoDB amoBnkelel ta debdopéva oe eyypadéc mou ovopdlovrar Documents (BSON documents), ta
omola ouykevtpwvovtal o P cuAloyr| Collection.

10 H BiBALOBAKN GridFS ypnotpomoteital ylo thv anobhikeuon kot avaktnon apxeiwv, tonouv BSON-document
otn MongoDB, mou unepPaivouv To 6plo peyéBouc twv 16MB.

Avamrtuén epappoyng mou evowpatwvel texvoloyia Blockchain pe xprion Reactive Microservices 17


https://netty.io/

Metamrtuylakn AlatpLpn HAlag NamavikoAdou

Spring Boot

To Spring Boot eival éva Java framework avolktou kwdika mou €xel avamtuxBel mdvw oto Spring
framework amo tnv opada tng Pivotal kal mpoodEpel Tn SuvaTtotnTa KATAOKEUNG production-ready
web ebappoywv Kat pikpolnnpeotwy. To Spring framework mpwtonapouocidotnke to 2004 Kal £évog
and TouG OTOXOUG TOU NTAV Vo LELWOoEL TNV TtoAurtAokotnta tou J2EE (Java 2 Platforms, Enterprise
Edition). Evw mpoodépetal mAnBog and dependencies, onwg ta Spring Web Services, to Spring
Security kot Spring JPA, oL TPOYPOUHATIOTEG TPETEL va puBUIlouv amod povol Toug TNV edappoyn e
xprion apxeiwv XML 1} annotations't. Ev avtiBéoel, to Spring Boot, mou MpwTonapoucLdoTnKe TO
2014 (Spring Boot v1.0), EMIKEVIPWVETAL OTN KElWON TOU KWELKA WOTE Va TTAPEXEL EUKOAOTEPO TPOTIO

Snuoupyiag pLag Spring epapuoyng.
Karmota amd ta mAeovektipata Tou Spring framework sivat:

e [poodépel sveliia péow tou dependency injection’? Snuioupywvtag xaunhn e€dptnon
UETOEL TWV oToLXElwV TTOU GUVBETOLV TV edpapuoyh.

e [pokeltal yia éva eAadpu framework.

o Topéxel umootnplen TMapaUETpOmnoinong tng edapuoyng, cite pe opyxela XML, eite pe
annotations.

e [apéxet umootriptén ORM® Aoylopikol péow abstraction.

e JupBarotnta pe umtnpeoieg evdlapeocou kwdika (middleware services).

e YroothpEn JDBC framework!* 1o omoio BeATIWVEL TNV MAPAYWYIKOTNTA KOl UELWVEL T
odpdaApata mou Suvntika Ba prnopovuacayv vo PoKUPouVv.

To Spring Boot, Baclopévo mavw oto Spring framework, £€xeL ta €€ XOPAKTNPLOTIKA:

Autoconfiguration: O convention-based pnxaviopog Ttou autoconfiguration pmopel va
gvepyornolnbel xpnowuomowwvtag to annotation @SpringBootApplication otnv Application.class, n
omola meplEXEL TN otatik main péBodo tng edbappoyns. To @SpringBootApplication TapéxeL TNV
€€ ¢ AeLToupyLkOTNTO:

e Evepyormolel To component scanning To onoio avalnta Spring components kat configuration
classes ota packages tng edapuoyns. Av xpelaotel va xpnolpomnonbouv components amno
packages mou Bpiokovtal ektog Tou application package, tote Oa mpénel va xpnolpomnotnOet
TO annotation @ComponentScan oe ouvduaoud e To @SpringBootApplication annotation
wote va dnAwBel n dtadpoun tng tomobeoiag twv packages. ITn CUVEXELD T EEWTEPLKA
components unmopoUv va xpnotponotnBoulv otig Tafelc (classes) Tng ebappoyng kavovrag ta
inject (dependency injection) pe xprijon Tou @Autowired annotation.

e Happlication class yivetat kat n idta configuration class.

11 Ta Spring Annotations lvat pla popdprp metadata mou mapéXouv cUUMANPWHATIKEG TTANPOdOPLEC OXETIKA
yla T puBuioelg Twv dependencies kat Snulovpyouv dependency injection otnv epappoyn.

12 Dependency Injection sival pla TEXVIKA TIPOYPOUUOTIOMOU TIOU ETLTUYXAVEL Vo SNULOUPYACEL XAUNAR
e€aptnon wag tagng (class) amo AGAAeg TAfelg, AmocuvsEéovtag TNV XPron €VOG QVILKELWEVOU amo TNV
opxLKOTIOLNGoN TOU.

13 Object Relational Mapping elvat pia texvikf mpoypappatiopol mou Sivel Tn Suvatdtnta va SLaxelpl{OpaoTe
6ebopéva amod pa  Pacn SebopévwV  XPNOLUOTIOLWVTOG  OVIIKELUEVOOTPEDH  TPOYPOULOTIOMO.
https://en.wikipedia.org/wiki/Object-relational mapping

14 To JDBC framework nipoodépel peBd8oug nou adopolv thv emkowvwvia Pe pla Baon dedouévwy, dnwe n
olvdeon Pe TN Baon, n eKTENEON eMepWTNOEWY, N Slaxelplon opalpdtwy, n dlaxeipton twv SQL transactions
KoL To KAeloLHo TNG ouvdeong e Tn Baon.
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e Evepyormolel To autoconfiguration, 6mou 1o Spring Boot availnta JAR apyeia oto Classpath,
wote va aAM\ael pubuioslg autopata, ovaloya e ta dependencies Tou €xouv
xpnotpomnotnBet. MNa mapadeypa, av Bpebel o Tomcat server oto Classpath, tote to Spring
Boot Ba puBulotel autopata waote va xpnolpomnolel tov Tomcat w¢ evowpatwpevo web
server.

Standalone: Ae ypeldletal n eykatrdotaon tng £bapuoyng o€ KAmolo Slakoulotr (server), n
edappoyr Unopel va EKKIVAOEL XPNOLLOTIOLWVTAG Lo evTOAR (mvn spring-boot: run).

Opinionated: To Spring boot €xeL tn Suvatotnta va anodacilel moleg Oa eival oL TPOETIAEYUEVEC
MapApEeTpoL TIoU Ba XpnolUomolnoel, emniong, €dv cupneplhafoupe “starter” dependencies oto
pom.xml, tote Ba cupmeplhdfel auvtopata kal dAa dependencies mou Kpivel amapaitnta. lNa
napadelypa to starter JPA dependency, cupnepilapBavel dependencies 6mwg in-memory database,
hibernate entity manager kat simple data source.

JUVOTTTLKA Ta TTAEOVEKTA AT TIou SLaB£TeL To Spring Boot eival:

e H pelwon Tou XpOvVo AVATUENG TOU AOYLOULKOU, TIOU £XEL WG CUVETELA TNV auénon tng
TIOPAYWYLKOTNTAG.

e H BonBela mou mapéxel pEow Tou autoconfiguration, wote va pubulotel kataAAnAa n
edappoyn Kal va gival £Tolun yLo mapaywyn.

e H S8leukOAUVOn TOU TIAPEXEL OTOUC TIPOYPOUMOTIOTEG, WOTE v SNULOUPYACOUV Kol Vol
TECTAPOULV TIC EdaPUOYEC, TTapéxovtag umtodopn yla unit kat integration tests.

e H amotpomnn tng dnuloupyiag tetpupévou Kwdika (boilerplate code), annotations kot
puBpuiloswv XML.

o [lepléxel evowpatwpévo HTTP server, onwg to Apache Tomcat, Jetty ] Netty.

o [apéxel mANBog plugins, WOTE OL TPOYPOUUATIOTEG VA UITOPOUV EUKOAQ VO EpYOLGTOUV LE in-
memory Baocelg dedopévwy omwe n H2, va cuvdeBouv pe Baoelg Sedopévwy 6mwe n Oracle,
PostgreSQL, MySQL, MongoDB, pe caching in-memory data structure stores énwc to Redis,
KaBwg Kat pe message queue brokers 6mwg to RabbitMQ, ActiveMQ kat Apache Kafka.

o Emurpémel tn Staxeiplon tng epapuoyng LECW ATIOUAKPUOHUEVNG CUVOEDNC.

MelovekTnua Tou Spring Boot mou €xel avadepOel amod KATOLOUG MPOYPALMATIOTEG, eival n EAAewdn
g\éyxou. To “opinionated” xapoktnpLotiko eykabilotd moAA& dependencies mou Bswpel anapaitnta,
pe anotéAeopa va avéavetal to péyebog tng edappoync. Emiong, éva pelovéktnua eivol n SuokoAia
™G petatpomnig legacy Spring kwdika og Spring Boot, wotdc0 UMAPXOUV gpYaAsia OTWG TO Spring
Boot CLI tool mou pmopouv va BonBrioouv otn petatporni legacy code oe Spring Boot.

Spring WebFlux

To Spring Boot 2.0 eivat Baoclopévo oto Spring framework 5.0 Kol TOAPEXEL EVOWUATWUEVN
umooTApLEn otnv avamtuén sdpapuoywv e reactive programming, slwodyovtag €va véo web
framework, to Spring WebFlux, mou amoteAel ulomoinon tou project Reactor. To Spring WebFlux
umnootnpilel duo SLaPOPETIKA MTPOYPOUHATIOTIKA HovtéAa. To mpwto eival Baclopévo otn xprion
annotations 6nw¢ cuppaivel pe to mpolmapxwv Spring Web framework kat to Spring Web MVC
oAAQ pe umoothplén reactive programming. To Seutepo eival éva véo function-oriented povtého
Baolopévo oe routes kat handlers. Eniong, To Spring WebFlux mapéxel €éva véo reactive HTTP Client
mou ovopdletot WebClient kot avtikoBiotd to mpolmdpxwv RestTemplate. Télog, to Spring
WebFlux pnopel va tp€el oe Servlet (= specification v3.1) 6nwc to Apache Tomcat aA\d kaL og non-
Servlet evowpatwuévo web server 6nwg to Netty.
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Reactive Stack

To Spring Webflux eival Baciopévo oe Servlet Stack
synchronous non-blocking apXITEKTOVIKH. To Spring MVC eival Baciopévo og
‘Exel Tn duatdtnTa Va BlaxelpIiaTel TEpACTIO synchronous blocking I/O apxITEKTOVIKH| Kal
apiBud arro request Kal utTrooTnpicel back £X€l BnioupynOei TTavw ot serviet API (one-
pressure. Eival Baciopévo oTo HOvTEAO request-per-thread model)

publisher-processor-subscriber

Netty, Servlet 3.1+ Containers Servlet Containers
Reactive Streams Adaptors Servlet API
Spring Reactive Security Spring Security
Spring WebFlux Spring MVC
WebClient RestTemplate
Spring Data Reactive Repository Spring Data Repositories
Mongo, Cassandra, Redis, Couchbase JDBC, JPA, NoSQL

Jxnua 9: Spring Boot Web Stacks

Reactive Microservices

H oxeblaon reactive (non-blocking) cuotnuatwv €xel w¢ PBAON TNV EMIKOWWVIA METALY TwWV
UTIOCUOTNUATWY PE acUyXPOoVo TPOTO, XPNOLUOTIolWVTAG Hnvupata (message-driven asynchronous
communication). Mg auté tov tpomo, Sivetal n duvatotnta oto cVOTNUA Vo £ival avOEKTIKO OTLIC
amnotuyleg (resilient and fault tolerant), kaBwg emniong, £xeL tn Suvatotnta va augdavel tnv Loxy Tou
Snulovpywvtag mapdAAnAa otypotunta (instance scaling) étav autd amoatteital  avtifeta va
HELWVEL TO OTLYLOTUTIOl OTOV UTIAPXEL TIEPLOPLOKEVO POPTO epyaciag, woTe va e€0LKOVOUEL TTOPOUG
KoL kootoG (scalable and elastic). Ta mopamdvw XapOKTNPLOTIKA KAVOUV Ta mMmicroservices
responsive, TOU GNUAIVEL TTWG AVTATTOKPLVOVTAL AUECA OTO ALTATA Kat £xouv zero-downtime.
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message-driven

Jxnua 10: Reactive Microservices

Otav kataockevaloupe UikpoUTnpeoieg, Sev elval mavta epudaveég os mola TEPIMTWON TPETEL VAl
Xpnolpomnotooupe non-blocking cuyypova (synchronous) APIs kat mdte message-driven aclUyxpovn
erukowvwvia (asynchronous communications). Mpokewévou va elval éva microservice robust kot
scalable, Ba mpémnel va eival 600 to Suvatd AUTOVOUO, €XOVTOG €AAXLOTEC €EAPTNOELS (runtime
dependencies), autd ovoudletal loose coupling. Etol, éva aoclyxpovo (async) HAvupa TOU
amooTtéNNEL events, elval TPOTIUATEPO Ao Eva cUyxpovo (synchronous) API. Me Tov TpOTo auTo, To
microservice Ba eaptdtal AMOKAELOTIKA A6 TO CUCTNUO UNVUUATWY (message broker), énwg to
RabbitMQ 1 to Apache Kafka, mou eival mpotiuotepo amd 1o va s€aptdral amd clyxpovn
€TUKOLVWVLA e TTARB0G amd dAAa microservices.

Q0TO00, UTIAPXOUV MEPLITTWOELC TTOU Ta cUyxpova (synchronous) APIs gival kataAAnAotepa:

e Otav mpokeltal yla SLaSLKACIEG avAYVWONG OMOU O TEALKOG XPNOTNG TIEPLUEVEL KATOLO
anokplon (response) Tou CUCTAUATOC.

e Otav éva ocvotnua meAdtng (client) elvat Mo katdAAnAo va KatavaAlwvel cuyxpova
(synchronous) APIs, yia mapadetypo SPAs (Single Page Applications) | epappoyég Kivntwv
CUOKEUWV.

e Otav éva clUoTnua OUVOEETOL UE EEWTEPLKA CUOTAUATA, WUTTOPEL va pnv eival epktod Ta
e€WTEPLKA ouaTAUOTa va £Xouv TpocBacnh otov message broker, eite va pnv xpnotponololv
10 (610 CUOTNUA ATTOOTOANG UNVUUATWVY.

To obotnua mou €xel oxedlaotel otnv mapoloa epyacia, KAVEL ATOKAELOTIKA Xpron reactive non-
blocking programming kot aflomolel to6co TN xprion reactive oUyxpovwv APls, 6co kal reactive
aoUYXPOVWYV UNVULATWY LE Xprion Tng texvoloyiag RabbitMQ.
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YUyxpovn (synchronous) non-blocking emikowvwvia

Non-blocking ouyxpovn emikowvwvia (synchronous communication) eivat n péBodog KATAOKEUNG
APIs e reactive Tpomo, wote Otav mpaypatonoleital pa KAnon oto APl evog microservice Kal EKelvo
LE TN OELPA TOU QITOLTELTOL VO TIPOYHATOTIOINOEL KANOELG 08 GAAQ UTIOCUOTHOTA, YLd TIApASELly o
o€ Tpla aKOUN microservices, TOTE AUTO va Yivetal Tautoxpova e TapdAAnAo tpomo. Otav To apxko
microservice AdPel amadvtnon (response) Kol amo T TPLO microservices, TOTe OUVOETEL Thv
TAnpodopia Kal eMLoTPEDEL TO ATOTEAEGLO OTOV OMOCTOALQ TOU apXLkoU request.

H mapamndavw Aoyikn £xeL xpnotpomnolnBel ektevwg ota microservices Tou €pyou mou £xeL uAomolnBel
01O TAQIOL0 TNG HETOMTUXLAKAC Slatplprc. AkoAouBel éva mapddelypo amd tov KWKo TNG
epapuoyng, OMoOU TECTAPOUUE TO status OAwv Twv microservices pe pla kAnon oto APl tou
Document Service.

Ib:/luser-service/api/vi/user/test
User Service

/api/v1/document/test-all Ib-//blockchain-service/api/v1/blockchain/test
Document Service Blockchan Service

Ib://validation-service/api/v1/validation/test
Validation Service

Jynua 11: Test-all

DocumentController.class

@GetMapping("/test-all")
public Flux<TestDto> testAllServices() {
return documentService.testAllServices().map(TestDto: :new);

+
DocumentServiceImpl.class

@0verride
public Flux<String> testAllServices() {
List<String> services = Collections.synchronizedList(Arrays.asList(
"user-service", "document-service", "blockchain-service",
"validation-service"

));

return Flux.fromIterable(services)
.map(s -> webClient.build()
.get()
uri("lb://" + s + "/api/vl/"™ + s.split("-")[0] + "/test")
.retrieve()
.bodyToMono(String.class))
.flatMap (Flux::from);
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AcUyxpovn (asynchronous) message-driven emikowwvia

Ma tnv vlomoinon tng message-driven emikolVwVIiaC, amatteital n xpron message broker 6nwg to
RabbitMQ n to Apache Kafka. Mpokewtal yia éva Siakopilotr 1 cvotnua Sakopotwy (Kafka
cluster!®) mou €xeL tov poAo Tou peodlovta. Ta microservices UMopouV va oTelouv pHnvipata oTtov
message broker péow twv producer/publisher pebddwv. To pnvopata amodnkelovtal 0 OUPEG
(queues) 1 topics yla 600 Xpovo KplBel oKOTILHO amo T AoYLKA TNG UAOToINoNG. XTn CUVEXELQ, Ta
microservices TIOU KOTAVOAWYOUV TA UNVULATO, TIPOKELLEVOU VA TIPOXWPHOOUV OE KATIOLA EVEPYELQ,
npaypatonooly eyypadn otov message broker péow twv consumer/subscriber peBodwv kat
TepLUEVOUV va AdPouv véa punvopoTta, eite va katavalwoouv ta dn anobnkeupéva. Me autd tov
TPOTIO EMITUYXAVETAL N acUYXpovN ETIKOWWVIA, SL10TL SeV amalTelTal TAUTOXPOVN CUVUTIAPEN TwV
publishers kat consumers. Auto €xeL w¢ OUVEMEeLa va emtuyxavetal loosely coupling (xoAapn
ouleuén) kal scalability petatld twv microservices, 6nAadn n Suvatotnta va xpnolponolouvToL
TIOAAQ OTLYULOTUTIO EVOG Microservice TAUTOXPOVA KAl VO KOTAVAAWVOUV pnvipata amno thv ola
oupa.

Na onuewdei emiong nwg pebodol producers/publishers kot consumers/subscribers pmopouv va
CUVUTIApYoUV oto (610 microservice Kal va TIAPAyouV ) va KOTtovaAwvouv avtiotolya, SladopeTikd
pnvopato mou adopolv os SLAPOPETIKEC evépyeleg. Mo cuvABOng xprion eival oL consumers va
KOTOVOAWVOUV pnvipata, Ta pnvipata va enefepyalovial oTo microservice KoL 0T GUVEXELD Ol
producers va mapdyouv véa unvupato o StadopeTiki Lopdn.

DA DA DA

. lRabbit

2xnua 12: Producer — Consumers

OL TPOKANRCELG TTOU TIPOKUTITOUV LIE TN XPron message-driven aoUyXpovou POYPOUHATIONOU, KaBwg
KoL Ta oXeSLOOTIKA poTiBa ou akoAouBouvtal yla tnv enilucn Toug lval T MOPOKATW:

Consumer groups: Av aveBdcoupe Tov aplOpd Twv OTWULOTUMWY (scale up instances) &vog
microservice TOU KOTOVOAWVEL pnvopota amd tov message broker, yla mapdadswypo oe Svo
OTLYLLOTUTIA, TOTE KAl Ta SUO OTLYLOTUTIA B0l KATAVAAWVOUV TO 810 HAVUHA KoL KOTA CUVETELA Ba
TMPOXWPOUV ot emefepyacia tou (Slou pnvuparog (ZxAua 13). Auto, umopel va odnynoeL o€
Sumhogyypadéc os pa Baon Sedopévwv 1 AMeg avemBuunteg evépyeleg. O TPOMOC LE TOV OTOILO
MTtOpOoUE VA ETUAUCOUE TO CUYKEKPLUEVO TIPOBANUA elval e TN XPHON TwV consumer groups.

15 A Kafka cluster is a system that consists of several Brokers, Topics, and Partitions for both. The key objective
is to distribute workloads equally among replicas and Partitions. Kafka Clusters Architecture mainly consists of
the following 5 components: Topics. Broker.
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2xnua 14: Consumer Group

Retries and dead-letter queues: Av évag consumer QmoOTUXEL VO EMEEEPYOOTEL Eva LAVUHA, TOTE TO
punvupa xpetaletol va Eavaunel otnv oupd (queue) péxpt va kotadépel va eneepyootel and Tov
consumer. Av TO TtEpLEXOUEVO TOU HNVUUATOC elvat AavBaopévo, yvwoto Kol wg poisoned message,
TOTE TO UAVUHA Ba UIMAOKAPEL TOV consumer amd To vo enefepyactel GAAQ LnvUupato HEXPL va
adalpebei. Av n amotuyia odeiletal o KAMoLO MpoowpLvd MPOPANUA, ONwE N anotuxia cuvdeong
ME Ml Baon Oebopévwv Aoyw mpoowplvol mpoPAnupatoc oto Siktuo, Tote TBavotata n
enefepyacio Ba emITUXEL LETA ATIO KATIOLEG EMOVAAOUPAVOLEVEC TIPOOTIADELEG.

Oa mnpénel va umapxel oadwg OPLOUEVOC aApLOUOG emMavaAPewy OTIC TPOOTIABELEG TOU
TIPOYLLOTOTOLOUVTOL TIPOKELMEVOU va eme€epyaotel éva pAvupa, otn ouvéxela Bo TpEmel va
METadEPETAL O LA oupd Tou ovopdletal dead-letter-queue. Ma va anodeuyBel n unepdpoptwon
NG UTIOSOWNG Ao TMPOCWPLVEG ATIOTUXIEG, OMwe Ta odaApata Siktuou, Ba PEMEL v UTIAPXEL N
Suvatotnta pubuong tou MARBOUG KAl TNG CUXVOTNTOC TWV emavanpoonabslwy (retries) mou
T(POYLLOTOTIOLOUVTAL, JLE TETOLO TPOTO, WOTE VA AUEAVETAL O XPOVOG LETAED TWV TPOCTIOOELWV.

Guaranteed order and partitions: Av n Aoylk ™G ebopUOYAC OmalTel TNV KOTAVAAWGON TWV
MNVUUATWY HE TN OElpd Tou €xouv moapoaxBel, tote &g pmopolv va xpnoidomnolnbouv mMoAAG
OTLYHLOTUTIOL EVOG microservice wote va auénbel n amddoon tou cuoTAUATOC, yla Ttapadslypa &
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propolV va xpnotwdomnolnBolv consumer groups. Auto pmopel va odnynoel oe pn OmoSeKTEG
KaBuotepnoelg otnv emnefepyaoia TwWV EL0EPXOUEVWY UNVUUATWY. Ma Ttov AOyo OUTO, UTIAPXEL N
Suvatotnta va xpnotponownBoulv partitions, wote va dtaodallotel N KATavAAwWon TwV PNVULATWY
LE TN OeLpd Ttou £xouv mapaxBel, xwpic va xabel n Suvatotnta dnpovpylag oTypLoTtUTIwy (scaling).

Tig meploodtepeg ¢opéG, n amaitnon TNG KATAVOAWONG UNVUUATWV HE Tn OElpd TIou £XOUuV
napaxBel, xpeldletal YOVO O TEPUITWOEL TIOU Ta HhvUpata emnpealouv tnv 6o ovtotnta
(business entity). Ta mapddelypa, Ta pnvipata mou ennpealouv to mpoiov pe product id = 1,
UTItopoUV val eEMeepyaoToUV EEXWPLOTA Ao Ta pPnvUpaTa ou ennpealouv To mpoidv pe product_id
=2, QUTO ONUOLVEL TWE N oglpd Ba mpémel va thpnBet poévo yia ta pnvupata pe ido product_id.

Mo va emAuBel to ouykekplpévo poPAnua, Ba npenel va oplotel €éva KAewSi (key) yia kabe pnvupua,
omou o message broker Ba pnopel va eyyunBel Tnv Tripnon tng oelpAg avapeca ota LnVUUOTo TTou
£€xouv 1o 60 KAelSl. H AUon Pploketal otn xprion sub-topics, N alwg partitions in a topic. O
message broker tomoBetel Ta pnvopota evog topic og £va sub-topic mou Baciletal os éva KALSL. Ta
pnvopato pe to 6o kAeldi, tomoBetouvtal mavrote oto (6lo sub-topic, omote o message broker
Xpelaletal va gyyunBel povo tnv trpnon tng oepag AmooToANG TwV UNVUUATWY PEoa og KABe sub-
topic. Auto yivetal, puBuilovtag KataAAnAa TI TOPAPETPOUG EVOC Microservice, WOTE VA UTIAPXEL
£€va consumer instance TOU VOl KOTOVAAWVEL pnvopota and €va sub-topic péoca oto consumer
group. Aufdvovtag otn ouveéXelr To sub-topics (partitions), emtpémoupe TV auvénon Twv
OTLYULOTUTIWY TOU microservice wWote va BeAtiwBel n amoddoon Tou cuoTHHATOG XwpPIic va Yabel n
OELlpA MOPAS00NC TWV UNVUUATWV.

[ A C . g
[ | |Key=123 | | Key=123 ; V- i
| | [ '
[N | ' :
~ A C | | III Sub-Topic #1 II | iy Consumer Sub-Topic #1 '
‘ Key=123 | | Key=123 ‘ ‘ Partition ) . Microservice Instance :
v J ' !
‘ B ‘ ‘ B : Consumer Group .
Key=456 | ] Key=456 | : |
| | \ | i |
| | { II Sub-Topic #2 '| .I R > Consumer Sub-Top .
1 [ - " - 1
[\ Parfition /1 ' Microservice Instance '
Topic . '

Zxnua 15: Keys — SubTopics

RabbitMQ

la T avaykeg g epyaciag, o message broker mou xpnotonotiOnke ival to RabbitMQ. Mpdkettatl
yla éva message-queueing AOYLOUIKO avolkToU Kw8IKA TIoU apXlKd UAOTOLNcE TO TMPWTOKOANO
Advanced Message Queueing (AMQP), aA\@ OTn GCUVEXElD EMEKTAONKE WOTE va UMooTnpilel
MPWTOKOAAQ Omw¢ to Stream Text Oriented Protocol (STOMP), MQ Telemetry Transport k.a. O
Slakouotng RabbitMQ (server) €xel avamtuxBel oe yAwooa mpoypoppatiopol Erlang kat oto
framework Open Telecom Platform, wote va unootnpilel clustering kat failover. OL RabbitMQ client
BBAL0ONKeC TOU £xouV avarmtuyBel yla tnv emikovwvia e ToV SLaKoULoTH, elvol S100£0LueG o8 ONEG
TI¢ Sladedopéves YAWOOEC IPOYPALATIOHOU 0w Java, C#, Python, JavaScript, Ruby, PHP, Go k.a.

To pnvopota dev kotaywpouvtal aneuBbeioag os pla oupd otov Stakoptotr tou RabbitMQ. Apxwkd o
producer amootéAAeL €va pivupa o éva exchange, to exchange pe tn oglpd tou, eivat untelBuvo va
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SpopoAoynoel To pAvupa o SLadopeTIKEG OUPEG e TN PBonBeta tou binding kat Twv routing keys. To
binding ival évag cuvdeopog avapeoa os pla oupa (queue) kat €va exchange.

H por unvupdtwy oto RabbitMQ eivat n g€ng:

1.

O producer énpuooctomnolel éva pnvupa os éva exchange. Otav dnuloupyeital éva exchange
elval amapaitnto va oplotel o TUTOC TOU.

To exchange mapoAapfdavel to HAVUHA Kol e€ival umevBbuvo va To SpouoAoynoel,
Aappavovtag unoPn TG SLodpopeTIKEG MAPAUETPOUC TWV HUNVUUATWY, OTwE To routing key
TIoU €€apTATAL OO TOV TUTIO TOU exchange.

To binding Ba mpémet va yivetal amo to exchange mpog T oupég (queues). MNa napddelyua,
oto oxnua 16 unapyouv SVo bindings mpog U0 SLadopeTIKEG OUPEC TTOU Eekvolv amo To
exchange. To exchange &popoloyel ta pnvupata Aappavovtag unoyn Tig WLOTNTEG ou
dEpouv.

To pnvUpaTa MOPAREVOUV OE LA OUPA WOTIOU Va SLaXELPLOTOUV Ao ToV consumer.

O consumer Staxelpiletal Ta pnvupaTa.

4 B I
f'// i “\-_
. Exchange \
L ~ )
Binding Binding
4 " X ™
— Queues
li
\ J
khRabbit

Jxnua 16: RabbitMQ

Tumol exchanges:

Direct: To prjvupa Spopoloyeltal oTig oUPEC TwV omoiwv to binding key tatpldletl pe autod
TOU MNnvUOpOoToG. Mo mapddslypa, av plo oupd eival ocuvdedbepévn Le to exchange, ue
binding key = “keyl”, téte Ta pnvUpata ou $pOAvouv oto exchange pe binding key =
“key1”, Spopoloyolvtal TNV ovVTioTOLKN OUPA.

Fanout: To fanout exchange 6&popoloyel ta pnvOpato o OAEC T OUPEG Tou eival
ouvOebepéveg e auTO.

Topic: To topic exchange &popoloyel Ta pnvupata taplalovrag To routing key pe kamolo
routing pattern mou £xel oplotel oto binding. MNa mapadslypa eu.gr.* r us.#

Headers: To header exchange yxpnowiomolel ta headers &vog pnvUpatog yla Tn
SpopoAoynon.
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Spring Cloud

To Spring Cloud eivat éva framework mou SteukoAUveL TV avantuén edpappoywyv mopexoviag AUCELS
o€ TIOA\EG O TIC SUOKOALEG TTOU GUVAVTWVTAL KOTA T HETABOON amo Lo LovoAlBikn edappoyn oe
Kotavepnuévo meplBarov pikpoUmnpeowwy. OL edappoyéc mou Pacilovtal o€ ApPXLTEKTOVIKNA
MIKpOUTINPECLWV OTOXEVOUV OTNV AMAOTOINCN TNG OVAMTUENG, TNG EYKOTACTAONG KOL TNG
ouvtnpnong toug. OL emIUEPOUC ave€ApTNTEG UMNPEoieC NG edappOyNG EMUTPEMOUV OTOUC
TIPOYPOUUATIOTEG Va eotlalouy oe £va poPAnua tn dopd. Emiong, pmopouv va npaypatomnolnolv
BeAtiwoelg xwplg va emnpeactolv AAAO LEPN TOU CUOTALOTOG.

Ao tnv AAAn mAgupd, TIPOKUTTOUV OLOPOPETIKEG TIPOKANCELC OTAV ULOBETOUE TNV TIPOCEYYLON
pikpoOTinpeowwv. To Spring Cloud framework mapéxel tig katdAAnAeg PBiPAoBAkeg ywa va
OVTLUETWITLOTOUV KATIOLEG aTtO TLG SUCKOALEC:

e Service discovery, &ivel tn Suvatotnta eA€yxou Kal Kataypadnig TwWV OTLYMLOTUTIWY
(instances) pikpoimnpeaotwyv ou Ppiokovtal oto diktuo.

e To Spring Cloud Gateway, 6ilvel tn Suvatotnta SpoHOAOYNoNG TwWV OITNUATWY oo
gfwteptka ouotnuarta n front-end sdappoyég mpog Tig KATAAANAEG ULIKpoUTINPECDieg eviog
Tou SLktUou (reverse-proxy), kaBwcg eniong unopel va xpnotponotnBel kat yia e€lcopponnaon
doptou (load-balancing).

e Externalized configuration, SuvatdétnTa TMAPAUETPOTOINCNG TWV MIKPOUTINPECLWY OO
OMOUOKPUCUEVO onueio, Tou &g Ba amattel rebuild tng edpoppoyng petd TIg alhayEg Twv
puBuioswv.

e Distributed Tracing, Suvatdtnta aviyveuong kat kataypadnig TN SLHdPoUng TWV ALTNUATWY
TIPOKELUEVOU VA €VIOTLOTOUV OPAApOTO KOl KOOUOTEPAOEL; OTO XPOVO QTMOKPLONG TWV
OTLYULOTUTIWY TWV UKPOUTINPECLWV.

Spring Cloud Service Discovery — Eureka server

To service discovery givatl pLo anod Tig onuavtkotepeg BLBALoBrKkeg ou mpoaodépet To Spring Cloud
framework, kaBwg eival anapaitnto ywa tn dnuioupyila evog mepBAAOVTOG UKPOUTINPECLWVY TIOU
ETILKOLVWVOUV Kol cuvepyalovtal HeTaél TouG.

H ulomnoinon tou discovery service mou npoodépel To Spring Cloud ovopdietal Eureka server kot o€
ocuvepyaoia pe 1o Spring Cloud Gateway pnopei va npood£pel e€looppomnnon ¢opTou oto cloThua
(load-balancing). O Eureka server gival pia edappoyn mou anobnkeveL MPoowpva TG MANPodOoPIES
yla OAa ta oTypotuTia twy client-service epappoywv. Kabe instance evdg microservice Katd tv
ekkivnon Ttou, eyypadetat otov Eureka server kat yvwotomnolel to évopa, tTnv Bupa kat tn SlevBuvon
IP, wote va yvwpllel o server ava maca otyin To MARB0¢ TwV OTLYHLOTUTIWY TIou elvat Slabéoua
KoL T SteuBUvVoELg TouC.

3TN CUVEXELX, T OTLYMLOTUTIAL TWV Microservices oTéEAvVouv avadopd TG KATACTOONG TOUG OTOV
Eureka Server, autn n Stadikacio ovopdletal heartbeat. To mposmiAeypévo xpovikd Stdotnuo Tou
heartbeat elvatl 30 deutepolenta. Edv o Eureka server otapatiost va AapuBavel TaAUO PeTA and
OpPLOPEVO XpoVIKO Sldotnpa (n mpoemiloyn gival 90 dsutepodlenta), tote adalpei To instance tou
microservice amo To UNTPWO UTINPECLWV (service registry).

Mo tn xprion tou Eureka Server amatteital eykatdotacn twv omapaitntwv dependencies péow
Maven 1| Gradle otov server kal toug clients (eureka-server koai eureka-client avtiotowya). H
MapapeTponoinon Twv microservices mou ouvdéovtal otov Eureka Server pmopsl va yivel
g€ohokArpou amnd ta configuration files tou Spring Boot (application.yml rj application.properties).
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Eureka
Server

r\
\ .
Eureka Eureka
Client Client

Jxnua 17: Eureka Server

Spring Cloud Gateway

To Spring Cloud Gateway eival pia BAoOnkn katdAAnAn yia tn dnuiovpyla APl Gateway, mou
kaBlotd eUkoAn tn &popoAdynon alTNUATWY OTa microservices €0wWTEPIKA Tou &iktuou. H
SpopoAdynon Twv artnuAtwy PacilleTal o KPLTAPLY, OTMOU avTLoTOLXi{ovTal Ol LSLOTNTEC €VOG
request oe ipokoBoplopévec SLaSPOEG.

To Spring Cloud Gateway Bpioketal avdpeoa os pia epappoyn nehdatn (client) kot og éva resource
miou {nteitat. Exel tn duvatdtnta va mapepunodilel, va avalUel Kol va TPOTIOToLEL KABe altnua. Auto
onUaivel OTL umopet va SpopoAoyHoEL aLTAUOTO e BACH TO TIEPLEXOLEVO TOUG, Yla TTApASELyUA, OV
unapyxel kepalida (header) oto aitnua mou va UTOSELKVUEL L0l GUYKEKPLUEVN €kSoon Tou API, tote
TO altnua propei va SpoporoynBel oto service pe v KAt@AAnAn ékdoon.

Spring Cloud Gateway

Handler
Mapping Pre filters Global filters
Clients Predicates Doggritigeeam
Post filters |«

Jxnua 18: Gateway
To Baolka yapaktnpLotikd tou Spring Cloud Gateway sivat:

e O emavopLopOg TNC SLadpopng evog request.

e E&looppdnnon dpodptou (load balancing).

e Xpnon rate limiter ota attipata nou d€xetal n epoppoyn LEow Tou gateway.

o Xpnon ¢iAtpwv kat path matchers.

e Avuvatoétnta xpriong Circuit Breaker design pattern

e Ymoothplén Tou project reactor yia non-blocking (spring boot 2.0 kat spring framework 5).
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Spring Configuration Server

Otav auéavetal To MANB0¢ TWV ULKPOoUTINPECLWY, aUEAVETAL Kol To TARB0C Twv apxeiwv pubuicewy
(configuration files) mou Ba mpémel va Slaxelpilovtol Kal vo €VNUEPWVOVTIAL OO TOUG
npoypappatiotés. To Spring Cloud Config &ivel tn duvatotnta tomobétnong Twv apxelwv
puBuicewv oe éva KeVIPIKO amoBEeTrpLo, OTIWE TO git, AmoKTWwvTag £ToL version control system®® ka
TIOPAETPOTIOLNCN TWV puBuicewv €€ anootdosw (GitHub kal Gitlab k.a.), xwpig Tnv avaykn re-
deployment tng edpappoyng. OL pikpoUmnpecieg Umopolv va EVNUEPWVOUV TIG puBuiosLg Toug péoa
oo To anoBeTPLO KATA TN SLAPKELD TNC EMOVEKKIVNONG.

‘Eva. akoun xapaktnplotikd tou Spring Cloud Server, gival n umootnplen avixveuong aAlaywv ota
oapxelo puBuicewv Kal n amootoAn el60MOINCEWY OTLG HIKpoUTnpeoieg mou ennpealovral anod TiG
aAAayeg, xpnoonowwvtag to Spring Cloud Bus. To Spring Cloud Bus eivat abstraction Baolopévo
navw oto Spring Cloud Stream to omoio umootnpilel tnv xprion Apache Kafka kat RabbitMQ yia
QTOCTOAN LNVURATWY 0To message-driven programming.

O Spring Cloud Configuration server pmnopei va tonoBetnBel niow and to Spring Cloud Gateway,
Omwc o discovery server Kol oL UTIOAOLTEG UIKpoUTinpeaieg TnG epappoyng (oxnua 19).

Get Configuration

Service 1 Service 2 Service 3

-\
e \
a URL /service-1/... URL /service-2/.. : URL /service-3/...
—>
URL /eureka/... URL /config/...
O } Change Notification
— 7 Config Changes Topic

~ Get Configuration ﬁ

Change Notification

Zxnua 19: Spring Cloud Gateway, Discovery and Configuration Servers

16 yersion Control gival n mpaktikh mapakoAovBnong Kal Slaxeiptong Twv oAAaywv oTov TNyaio KWSLKA UL
edapuoyng. To VCS (Version Control System) eivat éva epyadeio Aoylopikol mou Ponba toug
T(POYPAUUATLOTEG va Slaxelpifovtal aAlayEg oTov mnyaio KwdKa Pe TV mApodo Tou Xpovou.
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Distributed Tracing — Spring Cloud Sleuth and Zipkin

Ye éval KATAVEUNUEVO cUOTNUA glval TOAD onuUavTiKO va uTtapxel duvatotnta aviyveuong (tracing)
KOL OmTlkomolnong tng Pong &vog request 1 €vog acUyXPOVOU HNVUUOTOG HECA OO TIG
MikpoUTinpeoieg kata tnv enefepyaocia tou. To distributed tracing eival xprowo yla tov evtoniopd
odbaAUATWY OTaV EUTAEKOVTOL TTOAAQ CUOTHUATA OTN PON TNG EMefepyaciog EVOG ALTAHUATOG KAl N
edpappoyr S&v avVTATTOKPIVETAL OTOV AVAEVOUEVO XPOVO. I€ TETOLEG TIEPLTITWOELC, TIPETIEL TIPWTA VO
avayvwpLlotel To umoclotnua Tou Kabuotepel va avtamokplBel. MOALG evtomioTel, UMopoUE va
£PYOOTOUE TIPOKELUEVOU VO ETUAVCOUUE TO €Tt pépouc TpoPAnpa. To Spring Cloud Sleuth kat to
Zipkin service ival eup£éwc StadeSopéva Kal EEUMNPETOUV TOV MOPATIAVW OKOTIO.

To Spring Cloud Sleuth mpooBéteL Tnv mapapetpo correlation ID o€ éva request i UAVUPQ, WOTE va
glval €plKTO OTN OUVEXELD, VO QAVOYVWPLOTOUV OAX TA KOUMATIO TNG PONC emetepyacioag mou
cuvobeuovtal anod to (6o correlation ID. Emiong, to Sleuth pmopel va mpocBEcel TNV MOPAUETPO
correlation ID og 6Aa ta logs mou £xouv kataypadel os SladopeTIKA microservices OU MPOEXOVTAL
ano tnv dla pon enefepyaciag. To Zipkin eival éva katavepunuévo cloTnuo avixveuaong, Omou To
Spring Cloud Sleuth pmopel va amooteilel Sedopéva ou adopolv TV aviyveuon Twv requests Kot
TWV KNVULATWY, WOTE Vo amoBnKeuTtoUV Kal va OmTikomnolnbouv.

To Spring Cloud Sleuth kat Zipkin elval Baclopéva oto Google Dapper To omoilo XpnoLJornolei trace
tree mpokelpévou va avalntioel mAnpodopiec avixveuong (tracing). Ta umodévdpa Tou trace tree
ovopalovtal spans Kal Ta spans e TN oslpd toug amotelouvtal and sub-spans. To Correlation ID
ovopaletal Traceld kot kaBe span mepléxel povadiko Spanld mou cuvodeletal anod to Traceld tou
trace tree oto omolo avhKeL.

Traceld: T Traceld: T Traceld: T Traceld: T Traceld: T
Spanid- AA Spanid: AB Spanid: AB Spanld: BC Spanld: BC
p & AS (send) BR (receive) BS (send) CR (receive)
Service A Service B Service C
Tracefld- T Traceld: T Traceld: T Tracequ T Tracelq: T
Spanld: AA Spanid: AB Spanid: AB Spanld: BC Spanld: BC
panic: AR (receive)  BS (send) BR (receive)  CS (send)

Jxnua 20: Sleuth-Zipkin

To Sleuth pmopei va oteilel artiuata oto Zipkin, gite oUyxpova pe http requests, eite acUyypova
xpnoluomnowwvtag RabbitMQ r Apache Kafka. Mpokelpévou va pnv undpxel e€dptnon tou Zipkin
server HE T UIKPOUTNPECIEG TOU CUOCTHMOTOG, TPOTEiveTal N acuyxpovn HEBOSOG amMOOTOANG
Sebopévwv aviyveuong oto Zipkin péow evog message broker.
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Service B Topic

Trace Id Service B

Service A Zipkin Topic

Trace Id Service C
Service C Topic

ZIPKIN

Jxnua 21: Async Tracing Information

Microservices Security

YTapxouv TTOAANG TTAEOVEKTUATA OTNV KOTOOKEUN LG EQAPHOYNAC OE APXLTEKTOVLKN microservices,
WOTO00, Lo Ao TIG TPOKANOELS TTOU TIPOKUTITOUV €ival To Béua tng aoddalelag to omoio Stadépet
oo pLa tapadootakn LOVOALBLKY epapUoyr). ZUYKEKPLUEVA, LLa edapuoyn UKPOUTINPESLWY UIOpEl
va amoteAsital and dekadeg f Kol ekatovtadeg otolyeia, kabBéva amod ta omola amoteAsl mBavo
otoxo £miBeong Kol pmopet va £xel LSlaitepa TpWTA onUela Kol BEpaTa IOV EYEipOUV AVNOUXIEG yLa
v aopaAela.

Otav pLa epapuoyn Uikpolmnpeowwv Bpioketal og mepParlov apaywyng, MPEMeL va AapBavovtol
UETPA ylo TV e€aodpalion kaBe otolxelov amd KvdUVoUC, GUUTMEPIAQUBAVOUEVWY KOL OTOLXELWV
TIOU PeGOAOBOUV yLa TNV EMLKOWVWVIA TWV PKpoUTNPeoilwy, Omwe ol message brokers. H aodalela
TWV HIKpoUTINpeCoLWV eilval e€alpeTikd TeplmAokn Kol TIPEMEL va AndBel unoyn amd ta apyika
otadila avantuéng tg edapuoync.

To amlouotepo oevdplo UAomoinong tautomoinong kKot €£0UcLoSoTNUEVNG TTPOoRacNG XpPNOTWY
(authentication'” and authorization®) otic pkpoumnpeoieg sival péow tou APl Gateway. To API
Gateway amote)ei To onpeio 10660V TWV AUTNUATWY Ao e€WTEPLKEG ePaPUOYEC Kal LOTOOEAISEC,
omnote Sivetal n duvarotnta aflomoinong Tou, wg cUCTNUA TAUTOMoiNoNG Kal e€ouclodotnaong yla
TIC UikpoUTnpecieg mou Pplokovral TomoBetnpéveg miow amnod to APl Gateway. Me tov tpdmo autd,
e€aleidetal n avaykn tavtonoinong os KABe Hia amo TiG Pikpolmnpeoieg Eexwplota.

H aoddAsia os eninebo APl Gateway ovopdletal kol mepldepelaky aohahela, ylati mpootatelel
TIEPLUETPLKA TO OLKOOUOTNHA TWV ULKPOUTINPECLWV KaL £XEL APKETOUC TIEPLOPLOMOUG:

e Av évag KOKOPBOUAOG XPNOTNG amokthosl TNPOoPacn OTO E0WTEPLKO OIKTUO  Twv
pLkpoUTiNpeoLwy, Tdte OAa Ta UTTOCUCTAMATA EVTOG Tou Siktuou Ba sival exteOepéva.

e g TmOAUMAOKO oOlKOoUOTAUATO HIKpoUTinpeowwyv, n  efouclodotnon mpdcPfaocng
(authorization) yivetat tStaitepa ToAUTTAOKN AOYW TOU TTANBOUG TWV POAWV KAl TWV KAVOVWV
npoopaong.

17 Authentication eival n avayvwplon Tng TAUTOTNTOC EVOC XPrOTH, ETLKUPWVOVTOC TO OTOLYELQ TIOU ELOAYEL
Kot tnv eloodo tou otnv edpappoyn (username, password 1) access token).

18 Authorization eivat ta Swatwpata ipdoBacng os Hépn TG EPAPUOYIG TOU OItOKTd £vO¢ authenticated
XPNoTNng, avaioya e Toug pOAoUG Tou SLabETeL.
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e EmBapuvon tou APl Gateway pe evépyeleg authentication kat authorization. O okomdg evog
APl Gateway eival va Opopoloyel T altipato Ot KATAAANAEG HiIKpoUTnpeoieg
enavaopilovtag tn Swadpour. Emiong Paoclkdg okomog Ttou eival va Asltoupyel wg
loadbalancer kaut rate limiter.

e OLopadeg mou Slaxelpilovral to APl Gateway (operation teams) gival S10pOpETIKEC ATO TIG
opadeg avamtuéng Twv microservices (development teams), autd onuaivel, mwg Sev eivatl
TIAVTA €PLKTO YLa TOUG TPOYPAUUATIOTEG, VA KAVoUV ameuBeiag aAlayég oToug KavOVeG TIoU
adopouv To authorization twv xpnotwv.

ATIO TOUC TTOPATIAVW TIEPLOPLOUOUC UMOPOULE VO CUMIEPAVOULE TTWGE N XPron tou APl Gateway yla
authorization kat authentication, evw amoteAel pia AVon, 6ev amotelel BEATIOTN MPAKTIKY. Onwg
eniong 6ev amoteAel BEATIOTN TPOKTIKA, N Xpnon Kabe uikpolmnpeoieg Eexwplotd ywa tnv
avayvwplon Tng ToutotnTag Kol tng efouclodotnuévng mpoofacng twv xpnotwv (Service-level
authorization). O Adyog mou &g mpoteivetal to service-level-authorization sival yiati Snuoupyel
AoKomn Klvnon eviog tou SIKTUOU TWV ULKPOUTINPECLWY, TPAYLOTOMOLWVTOS TARD0G TEpLTTWY
KANOEWV IOV €EUTNPETOUV TOV (8L0 OKOTIO.

Mia ano T BEATioteg AUon oto BEpa TnG aodaAslag oe ePIPBAANOV LLKPOUTINPECLWY, AMOTEAEL N
xprion Authorization Server kal Token Relay pattern pe xprion tou avotlktol mpotumou OAuth2.0
kat OpenlD Connect.

Keycloak Auth2.0
Authorization Server

Resource Owner (User)

Authorization Code Request to /authorize

Y

302 redirect to authentication prompt

'
'
'
'
'
'
'
'
'
T
'
'
'
'
'
1
'
'
'
'

Authentication

v

Authorization Code Response

R ; ’
E Send authorization code & client secret to /token __E '
' Access token & Refresh Token H .
W m s d :
] Request with Access Token L‘
E ' Response , .

:<"""“"“"“""""“"""“"""'?"""'"""""“'"""""“""":

Jxnua 22: OAuth2.0 — Sequence Diagram

Otav o xpnotng cslogpxetal otnv ebappoyn, ovakateuBlvetal otov Authorization Server
TIPOKELEVOU va cuvdeBel, xpnolpomolwvtag Ta otoleia tou (username kot password). Av ta
otolxeia eivol €ykupa, tote AapPdvel éva kpumtoypadnuévo pnvupo os popdry JSON mou
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ovoudletal access token (JWT®) kat otn ouvéxela avakateuBuvetal otnv ebapuoyr. Kabe aitnua
TIoU Tipaypatonoleital oto backend tng epappoyng, mepléxel to access token oe éva Authorization
header nou ovopaletal Bearer. Otav to aitnua ¢tacel oto APl Gateway, To gateway €TMKUPWVEL TO
access token péow tou Authorization Server kot av gival £€ykupo, Tote enavoopilel Tn Stadpoun Tou
QLTAMOTOG, TIEPVWVTAG TO access token oto véo altnua mou SpopoAoyeital pog TG PikpoUmnpeaoieg.
Otav 10 aitnua $tacel otnv PIKpoUTNPesia mou ameuBUVETAL, TOTE KOl €KElvn HE TN OELPA TNG,
ETKUPWVEL TO access token péow tou Authorization Server. Me tov tpono autd, Staodaiiletol kabe
OTOLXEIO OTO €E€0WTEPIKO TOU OIKTUOU PE TO eAdylwoto Sduvatd overhead ot KAROELG TOU
TPAHATOTOLOUVTALL.

OAuth 2.0 kat OpenlID

To OAuth 2.0 eival éva eupéwg dtadedopévo avolktd mPOTUTIo yla authorization mou emutpEmnel os
£vav xpnotn va Swoel tTn cuykatabeon Tou, wote pla tpitn (third-party) ebapuoyn va amoktioet
npOoBachn O MPOOTATEUPEVOUG TOPOUC TOU XPHOTN, OMwE TOo Ovopa Tou. H mapaywpnon tou
SIKALWUATOC o€ Lo TPt epapUoyr] va EVEPYEL EK LEPOUG TOU XPHOTN, Yla TTapASELya va KOAEL Eval
API, ovopaletal authorization delegation.

Otav plo edappoyn, omwe €va single page application (client application), katoywpeital otov
Authorization Server, tote amnokta clientld kot client secret. To client secret 8a mpénel va mopapével
TMPOOTATEUMEVO OMwe €va password. Mall pe tnv edappoyn, kotoxwpouvtol kat URIs
avakateBuvong (redirect URIs) mpokelpévou va xpnotpomnotnBolv amnod tov Authorization Server
LETA TNV EMKUPWON TWV OTOLYElWV TOU XPNOTN, ylo va amootaAsl To authorization code kot ta
tokens mou ekd60Onkav, iocw otnv ebpapuoyn.

A¢ umtoBEooupe WG £vag xpnotng £xeL mpooPacn o€ pa web epappoyn Kat n epoppoyn MPEMEL va
KoAéoel éva mpootateupévo APl wote va eEumnpeTnoeL Tov xprotn. Mpokelpévou va smitpansl n
npocBacn oto npootateupévo API, n edappoyn (client application) Ba mpénel va Sei€el oto API, 6Tl
evepyel ek pépoug tou Xpnotn. MNa va amodeuxBel plo Avon, 6mou o xprnotng Ba mpémel va
potpaotel ta login credentials pe tnv client edbappoyn yla tnv avBevtikonoinon, o Authentication
Server gkdidel €va access token mou bivel To dikaiwpa otnv client edbappoyn va €XeL TEPLOPLOUEVN
MPOCoPOON O OUYKEKPLUEVOL OTOLXELD TOUu Xpnotn. AutO onuailvel mw¢ o xpnotng, 6e eival
ovaykoopévog va armokaAlPel ta login credentials otnv client edappoyn. O xpAotng pmopst va
Swoel TN ouykatdBeon tou otnv client edappoyr), wWOTE eKelvn vo QATMOKTNOEL TpocPacn o€
npokaBoplopéveg TANpodopiec, ylo TAPASELYUO TO OVOUATEMWVUHO KAl TNV NAEKTPOVIKN
SlevBuvon tou.

‘Eva access token AfjyeL oe GUVTOMO XPOVLKO SLAoTNpa Kot TEPLEXEL TTANPODOPIES TOU XpNoTh, KaBwWS
Kol Sikalwpata npocBacng mou avadEpovial wg scopes cUpdwva pe to OAuth 2.0. NpokelEvou
va LNV avakateuBuvetal o xpriotng otov Authentication Server ywa emavacuvdeon kabe dopd mou
AnyeL éva access token, katd tnv mpwtn cuvdeon, poli e To access token, exdidetat Kat éva refresh
token 1o omoio anoBnkevetal otnyv client edappoyn. To refresh token €xet peydAn xpovikn Stapkela
KoL xpnotpomoleitot amd tnv client edbappoyn WOTe va OVAVEWVEL aUTOpATO TO access token xwplg
VoL EITAEKEL TOV XpHoTN.

1% To JSON Web Token (JWT) eivat éva avowtd npdtumo (RFC 7519) mou opilel évav cupmayt Kot autdvopo
TPOMO ylo TNV oodain petadoon mAnpodoplwv HETAEU OUCTNUATWY WC avikeipeva JSON. Autég ol
nmAnpodopieg Pmopouv va enaAnBeutolv Kat va gival aflomioteg eneldn eivat Pndlakd vmoyeypapuéves. Ta
JWT umopouUv va unoypadoUv xpnolpomowwvtag éva secret (ue tov alyoplBuo HMAC) i éva Celyog
SNuocou/dLwTtikol KAeldlou xpnoomowwvtag RSA rj ECDSA. Mnyn: jwt.io
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To npdtumo OAuth 2.0 opilel t€ooeplg SLaPOPETIKES pOEC yLa TNV £kSooN TwV access tokens:

Authorization code grant flow: Mpokettal yla tnv aohar£otepn por] aAAd Kal TV 1o moAumAokn. O
xpnotng oMnAemibpd pe tov Authorization Server péow tou web browser, mpokewuévou va
TIPOXWPNOEL O AUBEVTLKOTIOLNON KOl cuVAlvVEDH yla TIG TTPOOPACELS O TTOPOUG Ttou InTolvTtal amnod
v edpappoyn (client application).

P 2
Actor :
Authorization
N Server
3
ATs
1
)
Client 4
Application —
6 >» Resource
7 Server

Zxnua 23: OAuth2.0 - Authorization grant flow

1.

H edappoyn (client application) avakateuBuvel Tov xpriotn otov authorization server péow
Tou web browser.

O authorization server mpoxwpd o€ auBeviikomoilnon Tou XPHoTn Kol 0T CUVEXELA {NTA TN
OUVaLVEDN TOU, TIPOKELUEVOU VO TTapaxwpnoeL To Sikaiwpa oto client application va €xet
npooPacn o oplopEVa Ao TO oTOLKEl TOU XproTn.

O authorization server avakateuBuvel tov xpnotn Tmilow oto client application,
xpnotpomnolwvtag to redirect URI mou €xet 6nAwBel oto Brua 1 and tnv epoppoyr, wote va
yvwpilel o authorization server mou Ba oteilel To authorization code.

H edappuoyn (client application) kaAel tov authorization server mpokeipévou va avtaAAAaget
To authorization code mou £€xeL AdBel pe €va access token. H edappoyn mpémnel va oteilel To
clientld, to client secret kot To authorization code wote va AdPel 1o access token. H
TIAPATIAVW EVEPYELQ TIPETIEL VAL EKTEAECTEL Ao server-side code tou client application, 610tt
niepLéxel to client secret mou amoteAel evaicOntn MAnpodopia.

O authorization server ekdidel éva access token kal to otéAvel tiow oto client application. O
authorization server ek6i6eL kat éva refresh token mpoatpetika.

H edappoyn (client application) xpnowuomnolwwvtag to access token, amootéAel aitnua oto
npootateupévo APl ou €xel ekteBel amo tov resource server.

O resource server €TMIKUPWVEL TO access token kol av eivol €ykupo, TOTe eEUTNPETEL TO
aitnuo. Ta BARpata 6 kot 7 pnopoulv va emavaapfavovtal yio 600 Xpovo eival €ykupo to
access token. Otav Anéel, to client application pmopel va xpnotpomnotiost to refresh token
yla va AaBet véo access token péow to authorization server.
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Implicit grant flow: H implicit por} Baciletal eniong otov web browser, aAAd poopiletal yla client
application ta omoia & pmopouv va kpatrioouv to client secret aocdalég, yla mapddeypa éva single
page web application. O web browser AapBdvel éva access token amnoé tov authorization server avti
yla authorization code. Eddoov n implicit pon eival Ayotepo acdaAng anod tn pon authorization
code, to client application 6& pnopel va {ntroeL refresh token.

Resource owner password credentials grant flow: Av éva client application ev £€xeL tn duvatdtnta
va aA\nAerubpaoel pe €éva web browser, umopet va XpnoLWLOTOLCEL QUTH TNV Por). ITn por auth, o
XPNotng mpénel va polpaotel ta login credentials pe to client application, wote n edapuoyn va
umopéoel va Aafel éva access token.

Client credentials grant flow: Ztnv nepintwon nou £va client application xpeldletal va KaAéoel Eva
API, xwpic auti n KARon va givat LEPOG VO ALTALATOC TTOU TIPOEPXETAL ATO XPNOTN, TOTE MPEMEL Val
XpnoluomotnBel n cuykekplUévn por, wote va AdPel and povog tou o client éva access token
xpnotpomnolwvtag 5iko to clientld kaut client secret.

To npotuno OAuth 2.0 nuoaoteltnke to 2012, and Tote €Xel Pavel MOLEG ATIO TIG TIPAKTLKEG TIOU
XPNOLOTIOLEL AetToupyoUV KaAUTEPA Kol TIOLEG ALlyOTEPO KaAd. To 2019, Eekivnoav ol epyaciec wote
va kaBlepwbBel to mpdétunmo OAuth 2.1, To omoio CUYKEVTPWVEL OAEG TIC BEATIOTEG MPOKTLKEG TIOU
£xouv PoKUPEL amo TNV eunelpia xpriong tou OAuth 2.0.

Kamoleg amo Tig onuavtikég BeAtiwoelg tou OAuth 2.1 eivat:

e To PKCE (Proof Key for Code Exchange), mpokeLtal yla pio tpocBrkn otn pon «authorization
code grant flow», omou amattet and toug dnuoocioug clients (client applications) va
BeAtiwoouv TNV acddalela toug xpnolponowwvrag eva code challenge (RFC 7636). Mo Toug
duwtikoug clients, n xprion PKCE Ba mpoteivetal aAld e Ba amatteital.

e Katdpynon tng pong «implicit grant flow» kat adaipeon amd to mpdtumo, AOyw TNg
TLEPLOPLOUEVNC aoDAAELOG TTOU TTPOODEPEL.

e Katdpynon tng pong «resource owner password credentials grant flow» kat adaipeon and
TO MPOTUTO, EMIONG AOYW TNG MEPLOPLOKEVNG OLoPAAELAG TIOU TPOOPEPEL.

Y10 MAaiolo TNC mapouoag epyacieg, £xouv xpnowuomnotnBei povo ol poég authorization code grant
flow kat client credentials grant flow.

OpenlID Connect

To OpenID Connect (OIDC) eival éva mpdtumo mou cupmAnpwvel to OAuth 2.0 Kol EMITPEMEL OTLG
edappoyéc-meldreg (client applications) va emaAnBelouv TNV TAUTOTNTA TWV Xpnotwv. To OIDC
npocB£Tel éva emutAov token, tou ovopadletal ID token, To omolo Aappavel n epoappoyn amnod tov
authorization server padl e to access token, 6tav ohokAnpwOel emituxwg n por) avBevtikomoinong
TOU XpNoTn.

To ID token eival kwdikomotnpuévo wg JSON Web Token (JWT) kat mepléxel otolyeia, omwe to id kat
to email Tou xpriotn. To ID token mepiéxel Yndlakr vnoypadn pe xprion twv JSON web signatures.
Me tov tpomo autd, Sivetal n Suvatotnta oto client application va Bswproel aflomoTteg TIg
mAnpodopieg mou AapBavel and to ID token, emaAnBelovtag tnv Yndakn umoypadn He TO
dnuooto kAeLsi (public key) mou mapéxel o authentication server.

Ta access tokens, pmopoUv va kwdikomolnBouv kal va uroypadouv pe Tov iSlo tpdmo onwe ta id
tokens, aM\a dev amatteital cUpudwva pe to mpdtumo. Télog, to OIDC opilel éva discovery endpoint
TIOU TIEPLEXEL pLa AloTa pe Ta onpavtikdtepa URIs mou e€unnpetolv Tig poég tou OAuth 2.0, omwg
authorization_endpoint, token_endpoint, issuer_endpoint kat userinfo_endpoint.
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Keycloak Authorization Server

To Keycloak eival éva epyaleio avolytou kwdika ywa tn  Sloxeiplon tng tautomoinong Kot
npooPaong xpnotwv. Eival Baclopévo mavw oe industry standards énwg to OAuth 2.0, to OpenlID
Connect kat SAML 2.0. Eival ectiaopévo os ocuyxpoveg edapuoyeG Omwc ta Single Page Applications,
edappoyég Kivntwv Kat REST APIs. To project ékave Tnv Tpwtn Tou gpdavion to 2014, £ktote
e€elixBnke oe €va gupféwg Sladedopévo epyaleio avolytol KwWSLKA, TTOU XPNOLUOTOLE(TOL Ao
ULKPEC KOl LEYAAEC ETILXELPNOELG KL EXEL LOXUPI UTIOOTAPLEN ATIO TNV KOLWVOTNTA XPNOTWV.

O Keycloak authorization server mapéxel MANPWCG TOPAPETPOTOLNCIUEG OEAIOEC €L0O60U Kal
ouvbeong xpnotwv (login pages), Aettoupyila avaktnong Kwdikwv mpdécPaong, xprnon SSO (Single
Sign On) kot TTOAA aKOUN XOPOKTNPLOTIKA, €VW UTOpel va evowpatwOel oe pla edbappoyn He
OXETLKA artAoO Tpomo. Avabtovtag tnv tautomnoinon xpnotwv oto Keycloak, anaAlldcooetol n opada
QVATTUENG HLOC edapuoynG omd TPOKANCELS, OTMWE OL HUNXOVIOMOL €AEyXOU TAUTOTNTAC KoL
amoBnkevong KwoIKwv TpooPacng pe aodpaiela. MNapExetal eniong, n duvatdotnTta Tavtonoinong
Xpnotwv pe tn nEBodo duo mapayovtwv (two factor authentication), xwplg va ypetdletal va yivouv
oAAayéc otnv edapuoyn. Me tnv xpnon authorization server, 6nwg €xet avodepBei, n edappoyn
yivetal o aopaing S0t dev SlabEtel mpdoPfacn ota SLATIOTEUTAPLA TOU XPHOTH, TTAPA LOVO OTLG
TAnpodopieg mou o (61og 0 XProTNC EXEL CUVOLVEDEL VA TIAPEXEL.

H Swaxeipion tou Keycloak authorization server, mpayuatonoleital péow tou Keycloak Admin
Console Ul armd toug TPOYpOMUATIOTEG KOl TOUC SLOXELPLOTEG TNG edappoync. OL puBpuiocslg tou
Keycloak Stakpivovtal ota g€nc onueia:

Realm: O Keycloak authorization server pmopei va SLaxelpLloTel TNV TAUTOMOLNCN XPNOTWY TIOAAWY
epappoywv tautoxpova. H Snuoupyia evog realm elvat n Snuoupyla katnyopiag mou adopd tn
Slaxeiplon pag kat povo sdpapuoync. Kabe realm esival evieAw¢ AmOUOVWUEVO Ao TA UTIOAOLTI
realms 6oov adopd TIc pUBUICELS, TOUC XPOTEC Kol TOUG poAouc. Na mopddetlypa, Oa propolos va
SnuoupynBel éva realm yla plo ecwtepikn edpappoyn Slaxeiplons Twv UMOAARAWY PLOG ETALPLOG
Kol éva realm e€wteplkng edpopproync mou adopd Toug MEAATEG TNG sTaLpiag.

Client: Ot clients eival ol ovtotnTEG TTIOU PMopouv va {ntrioouv amnod to Keycloak, tov €Aeyxo tng
TOUTOTNTAG €VOG XpNnotn. Tig meploootepeg dopég, ol clients eival web edpapuoyég, ebapuoyeg
KLVNTWV CUCKEUWV Kal hative ebpaployeg mou xpnolpomnolouv to Keycloak wg pia eviaia Avon yua
TNV TOUTOmOolNoN TwWV XPNotwv toug. Clients pmopouv va anoteAécouy emiong, uninpeoieg omwg REST
APIs, gRPC «kat WebSocket mou xpetalovtal mAnpodopiec tautomoinong rn access token,
TIPOKEIUEVOU VO KOAéoouv pe aodpaAela AAAeg umnpeoie¢ mou avikouv oto 6&lktuo ToU
npootatevetal anod to Keycloak.

Client Scope: Emutpénel tn dSnuoupyia opddwyv amod otolxela xpnotwv (claims), mou mpootiBevtat
ota tokens mou ekdidovral mpoc éva client.

Roles: Anpoupyla poAwv xpnotwv mou adopolv ota Sikalwpata mou Ba €xouv oL XPHOTEG OTO
mAaiolo tng epappoync. Na mapadsypa, uropei va ekxwpnBel pohog Siaxetpoth (Admin) os pa
opada xpnoTwy, auTtd onuaivel TWE Ol CUYKEKPLUEVOL XproTteg Ba £xouv pooBacn g GAOUC TOUG
ndépoug TNS edpapuoyng. Ymapxel eniong n duvardtnta dnuloupyiag cuvOsTwv poAwv (composite
roles), SnAadn pdAwv Tou gumepLéxouv aAloug polouc.

Identity Providers: Emitpénel otoug xprioteg va tautomololvtal oto Keycloak péow efwtepikwy
MAPOXWV TouTomMoiNoNG N HEow KoWwVIKwY Siktuwv. To Keycloak €xel evowpatwpévn unootnpLén
yla OpenlD Connect kat SAML 2.0, kaBwg Kat yla Kowwvika diktua, onwe to Google, To Facebook,
to GitHub kat to Twitter.
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User federation: Avadépetal otn Suvatotnta evowpdtwong tou Keycloak pe sfwtepika identity
stores, 6mwc¢ to LDAP kot to Kerberos.

Authentication: Avadépetal ota Stadoyikd Pripata mPoKeLEVou va TautomnolnBel évag xpnotng. Ta
BRuata eival opadomolnuéva O KATNYOPLEG KOL UMOPOUV va TPOmomolnBouv avaloya HE TIG

avaykeg TnG epappoyng.

H eykataotoon tou Keycloak pumopei va yivel ebkoAa pe tnv texvohoyia Docker oe docker-container
KoL va. ouvSeBel pe katdAAnAec puBuioelg tou Dockerfile i docker compose, pe pia amo Tig
urntootnplopeveg Baocelg dedopévwy omwe n PostgreSQL. H PostgreSQL sival po uPnAng moldtntog,
object-related Baon 6edopévwv avolktou kKwdika kot utootnpiletat ano moAAou¢ cloud providers
kot cloud texvoloyieg, omwg to Azure Database for PostgreSQL, n Amazon RDS for PostgreSQL, Cloud
SQL for PostgreSQL kat Crunch PostgreSQL for Kubernetes.

Docker containers

Docker kot Docker Containers: To Docker sival pa avoiyt mAatdpoppo avamtuéng, SLovoung Kot
EKTEAEONC €OpPUOYWY TIOU ETUTPEMEL TOV Slaywplopd plag edbappoyng amoé tnv umodopn.
MrmopoUpe va eKTEAECOUHE HLa edappoyn avefdaptnta amd TO AELTOUPYIKO cUOTHUO TIOU €lval
gykateotnuévo otov host umoloylotr. Mag mapéxel T SuvVaTOTNTO VO KATAOKEUACGOUUE KOl val
EKTEAECOUPE Hla edoppoyn) O £val AMOMOVWHEVO, acdaAéc kal eladply meptParlov Tou
ovopaletal Container. Exoupe t duvatotnta va cuvdudoou e ToAAG Containers, 0mou to KAaBe éva
TEPLEXEL OAOL TOL TPOATOLTOUHEVA TIOU XPELAleTal n edappoyn yla va ekteheotel. MpoOKeLTal yla pLa
VOAAOKTLKN — Tilo eAadpld AUon amd TG YVWOTEG ELKOVIKEG pnxaveg (virtual machines) ol omoieg
gival Baolopéveg otoug hypervisors.

ocKeER_7osT) (o)
A

docker build :-4---4;

Docker dagmon I
ra
’ o = A
docker pull -| | ; i 1o
At
L -

i Containers }— '\.\ @',—

docker run — NGiIMX

DLE
7
o,
7
\ .
N

Wy
h

L

000¢
¢

2xnua 24: Docker architecture - mnyn: docs.docker.com

H apyttektoviki twv Docker xpnotpomolel tn Aoyikr) tou mehdtn — Siakopiotn (client-server). O
mieAatng emikowvwvel pe tov Docker daemon (dockerd), o omoiog dnuioupyei, ektelei kot Staveipet
ta Docker Containers. O docker client kaL o docker daemon pmopoUv va Bplokovtal eite oto (6o
cvotnua, eite oe Sladopetikd Kol va cuvdéovtal HEOW OIMOUAKPUOUEVNC olvdeong, Omou
ETILIKOWVWVOUV péow REST (Representational State Transfer).
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To Docker — Compose eivat évag aAhog Docker client mou pag &ivel tn Suvatotnta va douAéPoupe
ue epapUoyEG mou amoteAouvtal anod €va cUvoho amo Containers.

To Docker — Swarm eival €va opnvog eite duolkwy, £ITE EIKOVIKWY HNXOVWV TIOU TPEXOUV
edpappuoyég Docker ol omoieg £€xouv puBULOTEL PE TETOLO TPOTIO WOTE va cuvepyalovtol PETAEY ToUG
KoL amotelolv plo cuotdda (cluster). To Docker — Swarm avadépetat kat w¢ Container
Orchestration Tool (epyaleio evopynotpwong Docker Containers) mou onuaivel Tw¢ o
TIPOYPOUUATLOTAG €XEL TN Suvatotnta va Siaxelplotel moAAamAd Docker Containers mou €xouv
gykatootabel oe MOAMAMAEG pnxaveg (swkovikEG N puoikég). To docker — swarm amoteAsital ano
Touldylotov éva kOpBo manager (Manager Node) kal TouAdylotov dvo koppoucg workers (Worker
Nodes). O kOpuPog manager eival umeUBuUVOC yla TNV APTIA SlaxEiplon Twv MOpwv Twv worker
KOUBwWV Kal tnv e€aodaiion tng anodoTikng Aettoupyiag tng cuotadag (cluster).

Eloaywyn otn texvoloyia tou Blockchain

To blockchain eival pla koatavepnuévn Paon dedopévwy mou Slapolpaletal petafl Twv KOUPwWV
evOG Olktbou umoAoylotwy. Q¢ Paocn bebopévwy, €va blockchain amoBnkelel mAnpodopieg
nAektpovika oe Pnolaky popodr. Ta blockchains sival eupéwg yvwotd yla tov polo toug ota
KpPUTITOVOUiopaTa, Onwg To Bitcoin, yla ™ trpnon evog a.opaAolc Kol OOKEVIPWUEVOU apXEioU
ouvalhaywv ou ovopaletal ledger. H kawvotopia tou blockchain gival otL eyyudtal Thv mototnto
KoL TNV aodalela evog apxeiou cuvallaywv Kol TPoodEPEL EUMLOTOCUVN XWPLG TNV AVAYKN EVOG
a€LOTILOTOU TPITOU PEPOUC, OTWG yLa TTapASELlya (oG Tpamelag.

Mua Baoikr Stadopd petafl pag TUmikng Baong dedopévwy Kat evog blockchain sivat o tpomog mou
gival dopnuéva ta Sedopéva. Eva blockchain cuykevtpwvel Tig mAnpodopiec mov adopouv oe
ocuvaAlayeg (transactions) kat Tig kataypdadet o £va umAok (block). To pumAok €xouv meploplopévn
XWPNTLIKOTNTA amoBrnkeuong, omote OTOV YEUIOOUV, OTOMATOUV va O€xovtol oUVOAAAYEC Kal
ouvbéovtal e TO TPONyoUUEVO MMAOK, oxnuatilovtag pia alvoida Sedopévwy yvwothn wg
blockchain. OAeg ot véeg cuvallayég ou akoAouBoUv To UITAOK TIOU TIPOOTEDNKE, KAToXwPOoUVTOL
o€ €va VEO UITAOK TTOU 0T CUVEXELa Ba TipooteBel e Tn oglpd Tou otnv aAucida.

Muia Baon dedopévwy kataxwpel ta dedopuéva o mivakeg, evw éva blockchain, Sopel ta dedopéva
o€ umnAok (blocks) ou eivat evwpéva petafl Toug. Auth n dour dedopuévwy SnULoUpYEL eyyevwE Eva
opetapAnto (immutable) xpovoSidypappo Scdopévwy OTAV  UNOTIOLEITOL  OTIOKEVIPWHEVA
(decentralized). Otav éva pmAok yepilel kal tomoBeteital otnv aAucida, yivetal apetaBAnto PEPOG
Tou Ypovodlaypdppatog. Kabe pmAok tng alucidag mepléxel w¢ Sedopévo TNV akpLBR XPOVIKNA
oTyun (timestamp) mou npootédnke otnv aAucida.

Juvoyilovrac:

e To Blockchain eival évag tomog shared Bdaong dsbopévwy mou Sadépel amd pla TUTILKA
Baon b6edopévwv otov TPOMO HEe Tov omoio amobnkevel mAnpodopiec. Ta blockchain
amoBnkebouv dedopéva o0 UMAOK TIOU OTN GCUVEXELD OUVOEOVTIAL METALU TOUG HEOW
KpumToypodlac.

o  Kabwce eloépyovtol véa SeSopéva, LOAYOVTaL OE €va VEO UITAOK. MOALC TO UMAOK YEUIOEL UE
Sebopéva, TOTE CUVOEETAL OTO TTPONYOUUEVO UITAOK TNG aAuacidag, mpdypa mou KAVEL Ta
Sebopéva va cuvdEovtal HeTaf TOUG LE XPOVLIKA OELPAL.

e  MrmopoUv va anoBnkeutouv SladopeTikol TuToL MAnpodoplwv oe €va blockchain, aAAd n
TILo cuVNBLoUEVN XPAON LEXPL OTLYUNG gival To apxeio kataypadnic cuvalaywv (ledger).
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e JTtnv mepilmtwon Tou Bitcoin, to blockchain xpnolponoleital pe amokevipwpévo TPOmo, £ToL
WOTE KAVEVOC XPNOTNG N OLAda XpNoTWVY va NV €XEL TOV EAEYXO, Il KOTA TPOTinon, 6AoL ol
XPNOTeG CUANOYLKA Vo SLatnpouv Tov EAeyyo.

e Ta amokevipwpéva blockchain gival apetafAnta, mpdyuo mou onuaivel OTL ta dedopéva
TIOU €lodyovtal eival pn avaotpeéPua. Mo to Bitcoin, autd onuaivel 6tL ol cuvaAAayEg
Kotaypadovral LoVIa Kol Elval 0paTéG o OTOLOVONTIOTE.

Tpomog Aettoupyiag tou blockchain

KaBe pumhok rieptéxet deSopéva cuvalaywy, timestamp?, to hash tou ponyolEVOU UITAOK KOOWG
Kol ptoe petaBAntr nonce. Ta Sedopéva cuvallaywy e€aptwvtal and 1o £i6o¢ Tou blockchain, yla
napadelypa oto bitcoin, ta &edopéva TmeEpPLEXOUV TANPOPOPIEC OXETIKA UE T OUVOAAOYEG
KPUTITOVOULOMATWY OMw¢ TG SleubBUVOoeL; TOU QAIOCTOAEQ, TOU TOPOAANTN KOL TO TOOO TNG
ouvalhayng. OAa ta otolxeia mou cuvBEtouv €va block, mapdayouv éva Pndlako amotinwua, To
hash?!, mou toutomnolel o ekdotote UmAok kot elval povadikd. Otav Snuoupyeital éva PmAok,
umoloyiletal to hash tou, av otn cuvéxela petaPAnbei éotw Kal éva otolxeio, ToTe aAAleL N TIUA
tou hash. Eva amo ta otolyeia mov ouvBETouv éva YAoK givat To hash Tou mponyoUUEVOU UTTAOK,
LE auTO ToV TPOTo Snutoupyeital pla aAucida n omola eivat apetdfAntn (immutable).

Block 0 Block 1 Block 2 Block 3
Hash-00BAF OO Hash- 6AF1B OO Hash-B3sF1 | ©O© Hash: A72CE
Previous Hash: 00000 Previous Hash: 00BAF Previous Hash: 6AF1B Previous Hash: B35F1

Zxnua 25: Blockchain

210 mopandavw Siaypappa (oxnua 25) daivovral ta técoepa mpwta blocks plag aAucidag, kabe
block mepLéxel To hash tou mponyoupevou. To apxkod block ovopadletal genesis Kot wg TLUA previous
hash £xeL 0. Av kamolo¢ mpoomadrjosl KakOBouAa va aAOLWOEL Ta OTOLXELA pLO¢ cuvaAhayr oTo
block 1, onw¢ ywa moapddelypa to moocd TnG cuvaAlayng, tote Ba aAldgel kal to hash to omoio
mapaystal anod ta otolxeio Tou block 1. Auto Ba £xel wg amotéAeopa, to block 2 va yivel pn £ykupo
ylatl Ba Seiyvel Stadopetiki T oto medlo previous hash kal katd cuvénela oAa ta blocks mou
akoAouBouv Ba eival emiong un éykupa.

O poévog Tpomog yla va favayivel pia ahuoida €ykupn, epocov €xouv aAAolwBOel kakoBouAa kamola
omd ta otolyela evog amnd ta blocks mou tnv amoteholv, eival va umoAoylotoUV ek vEou OAa Ta
blocks and to aMowwpévo block kat émetta. Auto eival edilkto pe tv Loyl mou Slabétouv ol

20 Unix timestamp elvat évag tpdmog kotaypadric Tou Xpovou we TpEéXov oUvolo SeutepoAémtwv. H
KOTOPETPNON TOU XpOvou og deutepoAenta Eekvd amo to Unix Epoch, tnv 1" lavouapiou tou 1970 og UTC.

21 H kpuntoypadtk ocuvdptnon Katakeppatiopol (cryptographic hash function) sivat évag padnpotikog
aAyoplBuog mou avtiotolyilel dedopéva aubaipetou peyéBoug (amokaAolvtal kat "upvupa) oe éva mivaka
Suvadikwv Pnodiwv otabepol peyéBoucg ("hash value", "hash" 1 "message digest"). Mpokeltal ylo pia
povodpopn cuvaptnon, SnAadn gl cuvaptnon ylo TNV omoia ival mpakTikad advvatn n avilotpodrn TN A N
avtiotpodr tou umoAoylopol tne. O povadikdg TpOmog yia va Bpebel £va prvupa amo to omnolo €xel mapayxOet
to hash, sival va emixelpnBet pe péBodo brute-force n avalntnon mbavwv €06dwv (UNVUPATWY) OTh
KpuTttoypadLKr) CUVAPTNON KOTAKEPHUATIOMOU, UE OKOTIO va apaxbel To amotéAecua mou va TalpldleL oto
{ntoupevo hash. OL kpuntoypadlkéG ouVAPTAOEL, KATaKepUATIopoU elval éva Boaolkd epyaleio NG

olyxpovng kpumrtoypadiag.
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oUyXpovoL UTIOAOYLOTEG, KaBwG Hmopouv va umoAoyioouv ekatovtadec XALadeg hashes ava
Seutepolento. Evbelktika va avadepBel mwg po ovyxpovn GPU (graphic processor unit) pnopet va
urtoloyioet péxpt kat 121MH/s (1,21 x 108 SHA-256 hashes per second).

Ma va UETPLOOTEL TO CUYKEKPLUEVO TPOBANUa, xpnotpormoleital to Proof-of-work. Proof-of-work
elval €vag pnxaviopog mou emiBpadivel t Snuloupyia evog block pe okomd va epmodicesl tn
Snuovpyia pag aAowwpévng alucidag mou Ba pumopoloes va OVTLKOTACTAOEL TNV MPAYUOTIKY. H
SuokoAia urmtoAoylopol tou hash mpokUTmTeL and £vav alyoplBuo mou npoomnabel va nmapatet hash
Ue TipoKaBoplopévo MpoBepa, 600 HeEYaAUTEPO HUNAKOC €XEL TO TipokaBoplopévo mpdBeua, 1600
av&avetal n SuokoAia Snuloupyiag tou block.

O alyoplBuog tou proof-of-work eival pia cuvaptnon mou mepléxel pla abnpnuévn formula
uTtoAoyLopoU tou hash, mou opiletal and Tov mpoypapupatioth. H cuvdptnon S€XeTal wG OPLOUA TOV
oKépalo aplBuo nonce tou mponyoupevou block, éotw previous_nonce kal emiotpédel £va VEo
oKképalo aplBuod nonce, €otw current_nonce, mou Ba kotaxwpnbel oto véo block pall pe ta
Sedopéva Twv cuvallaywv. NMapakdtw mapouclaletal o kwdLkag TG cuvaptnong proof-of-work.

public static long proof_of_work(long previous_nonce) {

int prefix = 6;

String prefixString = new String(new char[prefix]).replace('\0', 'a');
long current_nonce = 0;

boolean check_proof = false;

while (!check_proof) {

String hash_operation = DigestUtils.sha256Hex(String.value0f(
Math.pow(current_nonce, 2) - Math.pow(previous_nonce, 2)));

if (!'hash_operation.substring(0, prefix).equals(prefixString)) {
current_nonce++;
} else {

check_proof = true;

F

return current_nonce;

H aodpdalela tou blockchain mpoépxetat amnod tov tpdmo xpriong tou kpurtoypadikoUl hashing kat tou
punxaviopou proof-of-work, aAAd yla va Staocpaiiotel n akepatdtnta tng aluvcidag oto émakpo, Oa
nip€neL va Sltapotpaletal o mARBog xpnotwv tautoxpova. To blockchain xpnowuonolel P2P (peer-to-
peer) network 6mou o kaBe xprotng €xeL tn duvardtnta va cuvdeBel. OL xprioTeg mou cuvdéovtal
oto Siktuo evog blockchain, kateBdalouv éva avtiypado oAdkAnpnc tng aAucidag otov umoloyLoth
toug. O koOuPoc (node) xpnolpomolel Tov Stapolpacpd tng aAucidag otoug XPHOTEG yla va
enaAnBevoel T yvnolotnta tng. Otav dnuloupyeital éva véo block, anootéAAetal oe GAoug Toug
XPNoteg Tou SIKTUOU Kal otn ocuveéxela kKAaBe kOpPoc emaAnBelel mwg to véo block Sev £xel
oAAoLWOEL. Av 0 €Aeyxo¢ elval emITUXAC, TOTE 0 KABe KOUPBOC MpooBEtel To block otnv aAuacida. OAot
ol KOpBoL Tou Siktuou Ba TPEMEL va £xouv opodwvia oto amotélecpa (consensus), SnAadn dAot
poli va cupdwvolv mwe évo UmMAOK eite elval, eite Sev eival €ykupo. Ta blocks mou eival
oAlowwpéva, amoppimtovial amd Ttoug KOpPoug kal aviikaBiotavrtal amd ta blocks mou €xel
ocupdpwviost n mAsoPndia Twv KOUPBWV Twe sival €ykupa. Mo va alowwBel emtuywg éva
blockchain, Ba mpémel vo umoloylotolv ek véou OAa ta blocks petd to alowwpévo block, va
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umoloylotel to proof-of-work yla kdBe €va amoé ta blocks kat auto Ba mpénel va cupPel o mavw
ano to 50% Twv KOPBwV Tou peer-to-peer diktuou. Movo tote To aAolwpévo blockchain Ba yivel
SeKTO amd 6Aoug Toug KOPPBoUG, Mpdyua Tou eivat oxedov aduvarto va cu el

Meplypadn edappoyng

H edappoyr) mou vAomolnbnke oto MAALOLO TNG UETATMTUXLAKNG SLoTpLPAC, €ival Baclopévn otnv
OPXLTEKTOVLKN HLKPOUTINPECLWY KAl TNV 0oUYXpovn emikowwvia PeTafd Twv oTolXelwv mou tnv
amoteAolv. Adopd otn Pndlomoinon eyypddwv, KabBwg Kat otn dtachaiion TNG yvnoLOTNTOG TOUG,
Kataywpwvtag to Pnolakod anotunwpa (hash SHA-256) twv eyypadwv oe 18LwTikd blockchain.

Mo ouykekplpéva, €xel dnuloupynBel pla epoppoyr Lotou (web application) yia Ekmalbsutika
I6pUpata, omou eoualodotnuévol urtdaAnAot €xouv tn duvatotnta va petadoptwaoouy yypada
OMw¢ Ttuxia Kal avaAutikég PBobpoAoyieg doltntwv. ZTn OUVEXElM, oL POLTNTEG HECW TOU
Aoyaplacpot Ttou¢ otnv edappoyr, £xouv T Suvatotnta va avalnTAoouv Kal va
npaypatonowjoouv ANPn OAwv Twv gyypddwv mou Toug adopouv. Ta €yypada pmopolv va
otaAoUv w¢ SikaloAoynTika o ¢popeic, oL omoiol Ue TN OELPA TOUG, £XOUV TN SuVATOTNTA HECW TNG
edappoyng, va SLacTaupwoouV TNV yvNoLOTNTA TWV SLKALOAOYNTIKWV.

OL tUToL apxeiwv Twv eyypadwyv mou unootnpilovral ano tnv edpappoyn sival Portable Document
Format (.PDF) kot apxeia elkovag JPG kot PNG. Meta tn petadoptwon Tou eyypddou, av TPOKeLTaLl
yla apxelo ewkovag, tote akolouBel Pndlomoinon tou eyypddou os PDF. Itn cuvéxela e€ayetal To
PYnolakd amotunwpoa (hash SHA-256) tou oapxelou PDF kat akoAoUBw¢ amoBnkeletal o pn
oxeolokn Baon dedopévwv MongoDB. To hash tou eyypadou, pall pe ta otolyeio Tou xpRotn Kot
nuepounvia katayxwpnong, amobnkevovtal oe éva Owtkd blockchain. Itn meplmtwon tng
gmkUpwong yvnoldtntog (validation) eyypadwv, o xpnotng kalsital va petodoptwoel To apyeio
PDF otnv edpappoyn. Yotepa, enavumnoloyiletal to Pndlakod amotunwua tou eyypadou (hash SHA-
256) KoL ot ouvéxela, mpayuatomnoleital avalitnon tou hash péoa oto blockchain. Av BpeBel 1o
1610 hash oto blockchain, tote n epappoyn enotpédel pAvVUHA eyKUPATNTAC OTOV XPNOTN.

PoAoL xpnotwy - Use Cases
Ot poAolL xpnotwv tng epappoyng elvat:

Employee: Niotonotnuévog unAANAoG evog eKMALSEUTIKOU LIEPUMATOG TTOU €lval e£0UCLOSOTNEVOG
VO UIMOPEL VO TIPAYLATOTIOL OEL TLG TTOPOKATW EVEPYELEG:

o  Metadoptwon Twv eyypddwv Twv doltntwy, ONw mTuxia Kot avaAuTikég Babpoloyieg,
T(POKELEVOU Va KatoxwpnBoulv oto blockchain.

e Avuvatdtnta avalntnong syypddwv oAwv Twv doltntwy, PAcEL Tou oplOUoL UNTPWOU Tou
doutntn ) Baoel tou hash tou eyypadou.

o [lpoBoAn tou blockchain kat twv eyypadwv mou mepiéxel. Emhéyovtag éva block, o
employee €xelL tn duvardtnta va mpoPdlel Aemtopépeleg omwe to block hash, tnv akplpn
wpa dnuioupyiag tou block, kaBwe kal ta transactions mou mepiléxel. Kabe transaction
avtiotolyel oe éva €yypado mou £xel UeTadopTwOEL Kol TEPLEXEL AEMTOUEPELEG OTWG TO
transaction id, student id kat document hash. Emi\éyovtag to Student id, petadpépetat otnv
oeliba avalntnong syypadwv Bdosl untpwou doitntA. EmAéyovtag to Document Hash,
petadépetal otn oeAiba avalntnong eyypadou Pdaost tou hash. And ekel, pmopel va
npaypatonowoet A Tou eyypadou.
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Student: Eyyeypappévog doltntng pe e€ouclodOTNon yLa TG TTOPOKATW EVEPYELEG:

e [IpoBoAn Twv eyypddwv MOU AVTLOTOLXOUV OTOV GOoLTNTH.
e [IpoBoAn Twv oToLXELWV TOU.
e [lpoBoAn oTolXElWV eMIKOWVWVIAC YPAUMOTELOC.

Administrator: Alaxelplotig tng epapuoyng Le e€oucloSOTNOoN YLO TIG TAPAKATW EVEPYELEC:

e Avalntnon xpnotwv BaoceL username, email kot aplBUO6 pnTpwou dottnth.

o AMayn polou evog xpnotn. Evag xpriotng pnopet va syypadel otnv mhatdpopua aAda dev
£xeL e€oualobOTNON va TPAYHATONOLOEL eVEPYELEC. O Slaxelplotng pnopet va avalntnoet
TOV VEO XpHoTn otnVv epapuoyr Kal va Tou avabéoel poho student, employee rj admin.

e [IpoBoAn tou blockchain kat Twv eyypddwv mou mepLéxel.

Guest: H povadikr duvatotnta mou SLaBETOUV OL N EYYEYPOUMEVOL XPHOTEG TTOU EMLOKENMTOVTAL TN
oeliba, elval va ehéy€ouv Tn yvnolotnta eyypadwv PDF mou €xouv otn 61dBeon touc. H amavinon
mou AapBavouv eival eite BeTikn, elte apvnTkn.
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Jxnuoa 26: Use Case Diagram
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Yxedlaon t¢ edapuoyng O APXLTEKTOVLIKN UIKPOUTINPECLWY
H backend edbappoyn amoteleital and téoospa Paocikd microservices, to Document Service, to
Blockchain Service, to Validation Service kat to User Service.

Document Service: Antote)el To BaolkdTEPO Microservice Tng epapuoyng, kabwg sivatl urevBuvo yla
™ AQYPn, ™ Hetatpomn, TNV €€aywyn tou PndLakoU AmoTUMWHATOC Kol TNV amobrnkeuon twv
gyypadwv otn pn oxeotakn Baon dedopévwv MongoDB. Emiong, mpaypatomnolel kKAnoslg oto User
Service, TPOKELUEVOU va eAEYEeL T oTolXEla Tou doltnth, TPV Mepacel otnv Yndlomoinon kot
amoBnkeuon evog eyypddou. Meta tnv olokAnpwon tng Yndlomoinong kot amobrnkeuong tou
gyypadou, amootéAAel aclyxpovo unvupo oto Blockchain Service péow tou message broker
RabbitMQ, mou mepLéxel otolyeia tou dpottntn Kot to hash tou eyypdadou.

Blockchain Service: To Blockchain Service Ppioketal oe avapovy ANPNG pNVURATWY omd TO
Document Service, péow tou message broker RabbitMQ. Otav katavaAwbel éva véo pRvupa, TOTe
npoPaivel otn dnuloupyia pLlag cuvaAlayng (transaction) kat ev cuvexeia, otnv amoBrnkeuon TG o
un oxeolakr) Bacn dedopévwv MongoDB. Me tn Snuwoupyia katdAAnlou API, to Blockchain
microservice AapBavel requests amod eEwtepkod scheduler, wWote va MPOXWPNOEL OTO Mining Twv
véwv blocks. Otav dnuioupyseital éva véo block, 6Aeg oL cuvaAlayeg (transactions) mou Bplokovral
og avapovr, petadépovtal oto block kat Eekva n dtadikacia tou mining. AkoAouBel n Katoxwpnon
Tou véou block otnv ahuoida, kabBwg kat n emaAnBguaon oAokAnpng thg aluaidoc.

Validation Service: To Validation Service AauBdavel apyxeia PDF, €€ayel to Pndlakd amotunwua
(hash SHA-256), kalL otn OUVEXElD TIPAYUOTOTIOLEL KANOELS, apxwkad oto Blockchain Service
TPOKeLpEVOU va eléyéel av To hash avrkel otnv aAuciba kal otn cuvéxela, oto Document Service
yla va avtAnoel mAnpodopieg yla tov ¢poltntr otov onoio adopd to £yypado.

User Service: To User Service mapéxel KatdAAnAa APIls yia tnv gUpeon Kal SLaxelplon Twv Xpnotwy
KoL Twv pOAwv Touc. Autd kabiotatal ebiktd, e xprion KataAnAwv BLBAoBnkwv yla tn ouvdeon
koL Staxeiplon tou Keycloak Authorization Server péow tou User Service.

H enkowwvia twv pikpolnnpeowv pe tn frontend edappoyn wotol e Ba Atav bkt xwplc Tn
xpnon tou Spring Cloud Gateway kal tou Spring Cloud Discovery Server.

Api Gateway: To Api Gateway anote)el 1o povadikd onpeio eloodou oto backend tng epappoyng. H
Aettoupyla Tou WG reverse proxy, erTpENeL otn frontend edoappoyn va mpaypatomnolel OAa Ta
attuota otn SlevBuvon kal BUpa mou Ppioketal to Api Gateway. Ekeivo otn ocuvéxela, dpopoloyel
TO QLTAUOTA OTA Mmicroservices ToOU elvol 0 TEAKOG TPOooPLoRdC. Av €va microservice €xel SUo i
neploootepa otypldtuna (instances) evepyd, tote to Api Gateway w¢ loadbalancer, pe pébodo
round robin??, popoloyel Ta requests ota instances pe TN OElpd, MLTUYXAVOVTOS £ELCOPPOTINON
doptou. Emiong, To Api Gateway KAveL xprion tou spring-security-oauth2 kot token relay pattern yia
TNV MPooTacio Twv UIKPoUTINPECLWY Ao 1N e€oucloSoTNUEVOUG XPHOTEG.

Naming Server: AnoteAel tnv vAomoinon tou Spring Cloud Discovery Server otn mapovUoa edappoyn
pikpoUmnpeowwv. O naming 1 eureka server anoBnkeVel MpoowpLvd TI¢ TTAnpodopleg yla oAa ta
OTLYHLOTUTIO TWV Microservices tng ebopuoyng, omwe ovoua, B0pa kat StevBuvon IP.

Keycloak Server: Onwg €xel avadepBel, mpokeltal yla éva epyodeio avolytol KwSLKa yla Tn
Slaxeiplon tng tautonoinong kat mpooBacng xpnotwv Kat sivat OAuth 2.0 kat OpenlD Connect

22 To round robin ival n ehoyr 6Awv TV oToLXEiwv evOC cuVOAoU e opBoAoYLKN GELPd, GUVABWC amd thv
Kopudn HLoG AloTOG TTPOG TO KATW KAL 0T CUVEXELA EEKLVWVTAG Eava amo tnv Kopudn tng AloTtag kat oUTtw
KaBe€nc.
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compliant. Eival katdAAnAo yla tv mapouca edapuoyn SLOTL elval eotlacuévo os single page
applications kat mapéxet BLBALOONKeG yLa TN Slaxeiplon xpnoTwv Kat poAwv.

OL Baoelg dedopévwy Katl o message broker mou xpnoponotndnkav sivat:

e PostgreSQL yla tnv anoBnkeuon xpnotwv Kal poAwv péow tou Keycloak.
e MongoDB yLa tnv anobrikeuon Twv eyypadwyv oto Document Service kal Twv transactions
ko blocks oto Blockchain Service.

e RabbitMQ yia tnv amootoAr acUyXpovwy UNVUUATWY amd to Document Service mpog To
Blockchain Service.

Frontend: H web edappuoyn (single page application) £xetL dnuiloupynBel oe yA\waooa TypeScript kal
Angular framework kal €xeL w¢ OKOMO TNV QvAdelEn NG AETOUPYLKOTNTOG TNG €DOPUOYAS
ULKpoUTINPECLWV.

4>{ Q Keycloak Authentication Server ‘<—>

/ | PostgreSQL,

A A A A A

| |

4 \ L >
: User Service [----------mmmmmmmmmssssmmsooo oo :
Ang PA [«———>
Y Y
Document . - Blockchain
N Service Rabbit Service

Validation
Service

mongoDB mongoDB

Jxnua 27: Application Diagram

OAa ta microservices meptéxouv Tic BBAL0BNKeg Sleuth kal Zipkin, Tpokelpuévou vol UTIAPXEL
Suvatotnta tracing Twv request. Emiong, 6Aa ta microservices mepléxouv to Jib plugin tng Google
oto pom.xml, wote va dnuoupyouv Docker images 6tav mpaypatonoleital maven package goal
peta and alhayEg otov Kwdika. To Jib plugin éxel puButotel katdANAa, WOTE va PHETOPOPTWVEL T
images oto DockerHub.

Avamrtuén epappoyng mou evowpatwvel texvoloyia Blockchain pe xprion Reactive Microservices 45


https://hub.docker.com/

Metamrtuylakn AlatpLpn HAlag NamavikoAdou

AvaAuTikn apouciaon backend epappoyng

Ye OAa T microservices, n Sopn Tou KWdKa akoAouBel tnv apxn StoxwpLopol Twv apUoSLoTATWY
(separation of concerns principle) pe tn xprion tou controller — service — repository pattern. e kaBe
unnpeoia, £gouv dnuloupyndel packages onwce controller, service, model, repository, dto, config kat
util mou mepléxouv oTolEla, OMWC TALELG Kol PeBOSoug, Tou adopolv oe SLAdOPETIKEG
apuodlotnteg oludwva Pe To OXeSLAOTIKO TPOTUTO. MapakATw Tapouctalovial avaAUTIKA To
microservices tn¢ epappoyng:

Document Service

MNapakatw mapouvaotalovral ta endpoints tou Document Service:

Document Service AP

[ Base URL: localhost:8832/7 ]

http:/Mocalhost- 80822 api-docs

document-controller pocument Controller v
GET fapi/vl/document/{id} findByld

POST [api/vl/document/create createDocument

GET [fapi/vl/document/document-hash/{hash} getFilaByHash

fapi/vl/document/get-file/{fileld} getFile

Japi/vl/document/student-id/{studentId} findAlByStudentld

[fapi/vl/document/test testValidationService

[fapi/vl/document/test-all testAllServices

POST [fapi/vl/document/upload-file upload

Ewkova 1: Document Service API

To Document Service napéxel APls yla tn petadoptwon, avalntnon Kot AnPn eyypadwv mou sival
omoBnkeupEva oTh KN oxeolakn Baon dedopévwv MongoDB pe évopa doc-chain-document. Ta APIs
KatavoAwvovtal kupiwg amno tnv frontend epappoyn péow tou Api Gateway kal amno 1o Validation
Service.
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O Baoikdg pohog tou Document Service eivat n Afn, LeTatpomnn Kol anobhnkevon eyypddwv Twv
doLTNTWV Kal 0T CUVEXELD N QTOCTOAN acUyXpovou pnvupatog oto Blockchain Service, wote va
iPOXWPNOEeL oTn Snuloupyia transaction pe to Pnolakd anotinwpa (hash SHA256) tou eyypddou.

Aldypappa pong Kat meplypadr LeETadpoptwong eyypadou amnod employee

Start

A 4

Call Student Service
to verify studentld

l

no Is studentld yes Is file type no Convert to PDF/A
- _— > —> .
Error Message valid? PDF? using OCR
lyes
Save PDF to DB <€ Get hash SHA256 <

A 4

Produce RabbitMQ
message

Y

> End

Zxnua 28: Document upload action flow chart

H petadoptwon evog eyypadou doltntr ano evav untdAAnAo, €xeL mpooplopo to Document-Service
KoL Tpaypatomnoleital pe péBodo POST oto endpoint /api/vl/document/upload-file. Metd tnv
oAokAnpwaon ¢ LeTadOpTWwong, To cUCTNUA TTPOXWPA otnv €n¢ Stadikaoia:

1. 'EAeyxog tou aplOuol pntpwou tou dottntr Ke KAfon oto User-Service.
1.1. Av o0 aplBuog pntpwou dev avtlotolel og dpoltnth, Tote epdaviletal pvupa oPAApaTog
kot n Stadikaocia teppartilel.
1.2. Av o aplOudc untpwou avtlotolyel oe dpottnth, Tote n Sladikooia petoPaivel oto BAua 2.
2. 'EAeyxog tumou apxeiou. To cuotnua Stapalet TNV EMEKTOCN OpXELOU.
2.1. Av mpokettal yia apyeio pdf, tote n Stadikacio petaBaivetl oto Brpa 3.
2.2. Av TipOKeLTaL YL apXeio png 1 jpg, TOTe To apxeio elkdvag petatpenetal o pdf/A pe xpron
™¢ BLBALoBNKNG tesseract-ocr kal otn cuvéxela n Stadikacio petapaivel oto frpa 3.
3. EUpeon tou Yndrakol amotunwpartoc (hash SHA-256) tou apyeiou pdf.
4. AnoBnkeuon tou apxelou pdf otn Baon Sedopévwv MongoDB pe xprion tng BLBALoBnkng GridFsS.
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5. AmootoAn acUyxpovou pnvupatog pe to hash tou apyeiov pdf oto message broker RabbitMQ
TIou €xel wg amodéktn to Blockchain Service.

To controller layer tou Document Service mepléxel pebodoug mou ocuvdéovtal Pe To service layer
péow Slemadwv (interfaces), wote va emttuyyavetal xalapr oculevén (loose coupling) petagl twv
Suo emunédwv:

public interface DocumentService {

// Testing Method

Mono<String> testResponse();

// Testing Method

Flux<String> testAllServices();

// Create Document

Mono<DocumentDto> createDocument(Mono<CreateDocumentRequestDto> requestDtoMono);
// Get Document by id

Mono<DocumentDto> getDocumentById(String id);

// Get Documents by student registration number
Flux<DocumentDto> getDocumentsByStudentId(String id);
// Delete Document

Mono<Void> deleteDocument(String id);

// Read file

Flux<String> getLines(Flux<FilePart> filePartFlux);
// Read document lines

List<String> processAndGetLinesAsList(String string);
// Find Document by hash

Flux<DocumentDto> findByDocumentHash(String hash);

Onwg daivetal amod tig unoypades LeBOSwy, oL TUTOL TTIOU ETULOTPEDOUV Elval UAOTIOLNCELS TNG
Slenaodng Publisher<T> tou mpotumou reactive streams. OL uAomolnoelg sivat to Mono<T> kot
Flux<T> tou project reactor.

API-GATEWAY: post
Duration: 217.667ms Services: 7 Depth: 6 Total Spans: 12 Trace ID: 73bccadffé600360
A . v »

[oms |72 556ms [145 111ms 217 667ms |

oetapi s 58 135

find fs.files [985ps] |

insert fs.chunks [2.559ms]{
insert fs.chunks [1.488ms] |

=l  API-GATEWAY

insert fs.files [1.242ms] |
insert document [811ps] |
H publish [1ps] |
= next-message [1ps] |
= on-message [11 315-
insert transaction [1.046ms] |

Ewkova 2: Zipkin - document upload request tracing
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TNV MOPATAVW €lKOvVa (elkova 2) SLOKPLVETAL N PO EVEPYELWY TIOU TIPAYLATOMOLOUVTAL OTAV £VAG
untaA\nAo¢ petadoptwvel €va £yypado PDF mou avrkel og dottntr. To POST request Spopoloyeital
péow tou Api Gateway oto Document Service endpoint /api/vl/document/upload-file, otn cuvéxela
npaypatonoleitat GET request oto endpoint /api/vl/user/{id} tou User Service, wote va
SlamiotwBel av aplBuog unTpwou avrnkel o GoLTNTH. ITn CUVEXELA amoBnkeveTal To £yypado otn
Bdaon &edopévwy (collection: doc-chain-document) kat akoAouBel n amootoAr) punvVUPATOG (Ypauun
9) otov message broker RabbitMQ pe to hash SHA-256 tou eyypadou. To Blockchain Aappavel to
pAvupa (ypoapupn 10) kat mpoxwpd otn dnuoupyla transaction mou mepléxel to hash tou eyypadou.
TéAog, To Blockchain Service amoBnkelel otn &k Tou Baon dedopévwy To transaction (collection:
doc-chain-blockchain). H cuvoAikn Stdpkela Twv evepyelwv ivat 217,667ms.

Blockchain Service
Mapakdtw napoucidalovral Ta endpoints Tou Blockchain Service:

@ swagger

sty SMARTBE AR

Blockchain Service API®

[ Base URL: localhost:8833/7 ]

block-controller Biock Controlier ~

fapi/vl/blockchain/all getBlockchain
fapi/vl/blockchain/block-id/{id} getBlockByld
fapif/vl/blockchain/block-index/{index} getBlockBylndex
/api/vl/blockechain/blocks/{page} getBlocksPageable

POST /api/vl/blockchain/createTransaction createTransaction
/api/vl/blockchain/document-hash/{hash} validateDocumentByHash

POST fapi/vl/blockchain/mineBlock mineBlock
fapi/vl/blockchain/number-of-student-blocks/{studentId} getNumberOfBlocksByStudentld
/api/vl/blockchain/student-blocks/{studentId}/{page} getAlBlocksByStudentld

fapifvl/blockchain/test testBlockchainService

Ewkova 3: Blockchain Service API

To Blockchain Service mapéyet APIs yla tTnv dnuioupyia transactions, tTnv avalriitnon blocks kat tnv
gmkVpwon Umapéng document hash otnv aAucida. To blockchain kat ta transactions Bpiokovtat
amoBnkeupéva otn Un oxeolakn Baon dedopévwv MongoDB pe ovopa doc-chain-blockchain. Ta
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APIs katavaAwvovtal kuplwg amd tnv frontend edpappoyr péow tou Api Gateway kal amd to
Validation Service.

Eniong, €xeL SnuioupynOet endpoint to omoio ekkwvel tn dtadikacia e€6puEng (mining) véou block. H
epappoyn €xel oxedlaotel, wote va SEXETAL aitnuo yla TNV €kkivnon tng e€opuéng véou block,
TipoKelpévou va anodeuxBel n Tautdxpovn ekkivnon tng Sadikaciag amd Svo 1 MopAMAVW
instances tou Blockchain service otav €xel mpayupatonoinBet scaling. To altnua mapdystal anod pia
uéBodo mou xpnaotpomnolet scheduler kal Bpioketal oto Api Gateway:

@Scheduled(fixedRate = 600_000L) // 10 minutes
public void MineBlock() {
this.webClient.build().post()
.uri("lb://blockchain-service/api/vl/blockchain/mineBlock")
.attributes(Server0OAuth2AuthorizedClientExchangeFilterFunction
.clientRegistrationId(clientId))

.retrieve()
.bodyToMono(Block.class)
.subscribe(
r -> log.info("Block with id : " + r.getId()

+ " and index : " + r.getIndex() + " was mined."),
error -> log.error("error " + error.getMessage()),
() -> log.info("web client call completed"));

To Api Gateway kpiBnke w¢ Tto KATtaAnAOTEPO oTOoElO TNG £dapuoyng yla va tomoBetnBel o
scheduler, 810t 6ev £xel Tn duvatotnta scaling, kKaBw¢ MPOKELTAL YLl TO HOVASLKO CnUElo ELl0060U
npog ta microservices. O loadbalancer popoloyel To aitnua os éva instance kaBe popa.

To Blockchain Service Bpioketat og avapovr) AnPng pnvopatog anoé to Document Service péow Tou
RabbitMQ. Otav AndBel éva pnvupa, tote Snuioupyeital éva aviikeipevo Transaction mou mepLéxel
Tov aplBuod pntpwou tou dottnth Kot to Pndlakd amotunwpa (hash SHA256) tou eyypadou, otn
ouvEXeLla amoBnkeVeL To transaction otn Bacn Sedopévwy.

_id: ObjectId("62b@8f67acbbd65110940c88™)
transactionId: "13555d3f-8d@b-4be2-be8a-17145cfedcdd”
hash: "@elaae3ab@c23eb27091ce5cbdlebellad862010ba70323144+83349585cealb”
v data: Object
studentId: "d5490867-1d25-48b5-8924-2d734d0caf3e”
documentHash: "4ddb2t5bbd5121011e7cta7e984b57e5912d8b34aead5350de5tdcede3t7b159™
_class: "com.unipi.blockchainservice.models.Transaction”

_id: ObjectId("62b08fe9aebbd65f10940c89™)
transactionld: "64cdc5de-22b9-43¢c3-b381-7a61ad560d43"
hash: "b@adl5adata5a0t04fcd4al25177a83719¢c701736003¢71d3108d008315F178%e"
v data: Object
studentId: "d5490867-1d25-48b5-8924-2d734d@c4f3e”
documentHash: "e6982ac025a08c1097cB8371tb7ab89bc8edt7albccIc34e408c30b6981727d401"
_class: "com.unipi.blockchainservice.models.Transaction”

Ewkoéva 4: Transactions stored in mongoDB — Transaction Collection

ITn mapamavw elkova (elkéva 4) epdavilovtal Suo amobnkeupéva transactions otn Baon
Sebopévwy. Otav AndBel aitnpa yo e€6puén, ta transactions Ba mepdcouv péca oto véo block.
Otav oAokAnpwBei n dtadikaoia e€6pulnc kat to véo block amoBnkeutel oto Block Collection tng
MongoDB, ta transactions mou €xouv mepdoesl oto block, Siaypadovtat amd 1o Transaction
Collection.
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Aldypappa pong kat eptypadr dnuovpylac véou Block

Search for
transactions in DB

no Are there yes Collect Transactions Get last Block from Is there any no Create Genesis
transactions? from DB DB Block? Block

yes

Build new Block with yes SHAZ56 starts with

collected «— &«—— nonce=0 €—— |
- predefined prefix A
Transactions

nonce++ —
Check Block Validity

yes i
D:I;t:st;ﬂl;c::d < Save Block to DB «———————— Is Block Valid? Error Message
y \
J4 \

Jxnua 29: New block mining flow chart

Mepypadn pong dnutoupyiag véou Block:

1.

KAnon otn PBdon 6ebopévwv Tpokelpévou va SlamotwBdel n Umapén transactions oto

Transaction Collection.

1.1. Av dev BpeBouv transactions, n dladikaoia teppatileL.

1.2. Av BpeBouv transactions, tote avaktwvtal amno tn Bacn dsdouévwv Kat n Sadwkooia
petaBaivel oto Brua 2.

KAnon otn Baon dedopévwy mpoKeLpévou va avaktnBel to teheutaio block tng aAuoidac.

2.1. Av bev umdpyel block, tote dnuloupyeitat genesis block, amoBnkevetal kal n dtadikaoia
petaBaivel oto Bripa 3.

2.2. Av umapyel mponyouUpevo block, tdte avaktartal kat n dStadikaoia petaBaivel oto Bripa 3.

Apyxlkomoinon tng petaBAntrc nonce (nonce = 0).

Proof of Work: Evoow to hash SHA256 mou mapdyetal and tv adnpnuévn formula mou €xet

xpnowuornotnBei hashSha256(nonce? — previous_nonce?) Sev fekvd pe to mpdBsua mou €xeL

oplotel, yla mapadewypa: hash prefix = ‘aaaaaa’, 10te au€dvetal To nonce Katd €va (nonce++)

Kol emavoAappavetal to Prpa 4. To pnRkog tou mpoBéuatoc, opilel tn duokoAia eUpeong Tou
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hash. Ztnv vAomoinon €xet xpnoluomnotnBet prefix pnkoug 2 wote To hash va mapdyetol oxeTKa
aueoa.

5. Anuloupyla véou avtikelpévou Block. To véo block mepiéxel ta €€ng media: Index, to hash
SHA256 tou mponyoupevou block, to hash tou tpéxovtog block, Tov aképalo nonce, Tn XPOVIKNA
otyun dnuioupylog tou block og popdr timestamp kat Alota Twv avtlkelpévwy transactions.

6. To véo block mou mapayetal, unoBar\etal o oslpd eAEyXwV TPOKELUEVOU va SlamiotwBel n
EYKUPOTNTO TOU O€ OX£0N UE TNV UTIOAoun aAucida.

6.1. Av damiotwOel avakolouBia, Tote mapayetal Error Message mou kataypadetal o€ logs kat
n Stadikaocia teppartilet.
6.2. Av 1o block sivat éykupo, Tote n dtadikacia petapaivel oto BrRua 7.
7. AmoBnkeuaon tou véou block ato Block Collection tng Baong Sedouévwvy.
8. Awaypadn Twy transactions mou €xouv slocayxBel oto block amno to Transaction Collection.

_id: ObjectId("62b@89147ae6bd65f10948c8a")
index: 3
previousHash: "6e838dccelbc372aldcd37d4b22ec11bc3dc71ed4d767675a38aa8a587ea%26c8"
timestamp: 1655738695
nonce: 54
hash: "a6labbdfcdece1349195F55bb48816e3f117f3alec®8b62168943a936ebce7a2b™
~ transactions: Array
v @: Object
_id: ObjectId("62bB8f67aebbd65T10940c88")
transactionId: "13555d3f-8d@b-4be2-be8a-17145cfodcdd™
hash: "Belaae3abBc23eb27091ce5chbdlebellad8620T0ba70323f44183349585cea8b™
v data: Object
studentId: "d5490867-1d25-48b5-8924-2d734d0c4f3e"
documentHash: "4ddb2f5bbd512f@11e7cfa7e984b57e5912d8b34aead5350deS5Tdcede3T7b159"
v 1: Object
_id: ObjectId("62bB8fe9ae6bd65F10940c89")
transactionld: "64cdc5de-22b9-43¢c3-b381-7a6lad560d43"
hash: "bBadl5adafa5a@fedfc4al25177a83719c7061736003c71d3168d008315F178%"
v data: Object
studentld: "d5498867-1d25-48b5-8924-2d734d0c4f3e"
documentHash: "e6982ac025a08c1097c837fb7ab89bc8edf7al6cc9c34e488c30b6981727d40f"
_class: "com.unipi.blockchainservice.models.Block"

_id: ObjectId("62b@95fdae6bd65F10940c8c")
index: 4
previousHash: "a6la6bdfcdecel1349195Ff55bb48816e31117f3alec@8b6218943a936ebce7a2b"
timestamp: 1655739901
nonce: 111
hash: "0e75ff7bBae26c7cB35217c70f224addc633daf107135b733180133818d12941"
w~ transactions: Array
v @: Object
_id: ObjectId("62b89492ae6bd65F10948c8b")
transactionld: "fcc7eecd-18ae-4c89-ada®-a208fb36f5559"
hash: "82e95bab46a91df6721c848Te6@0db2TB01babde9b8679T71758aa74dcb230a0"
v data: Object
studentId: "d5490867-1d25-48b5-8924-2d734d@c4f3e"
documentHash: "b1dab8c@c6a7bl127376a6335aba37ca967b18%eBcdf6126700de2cef994fe7c1”
_class: "com.unipi.blockchainservice.models.Block"

Ewkova 5: Blocks stored in mongoDB — Block Collection

3TN mapandvw ekova (elkéva 5) epdavitovtal duo Sladoxkd blocks mou elval amoBnkeupéva oto
Block Collection tng Pdaong dedopévwy. Ito Mpwrto block €xouv katoaxwpnBel ta otolyela Suo
gyypadwv mou anoteholvtal amno to studentld kat documentHash. Emtiong, pnopei va mapotnpnOet
TtwC to previous hash tou dgltepou block eivat to hash tou mpwTtou block.
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Ouoiwg pe to Document Service, To controller layer Tou Blockchain Service mepléxel peodoug mou
ouvbéovtal Ue To service layer péow Slemadwv (interfaces), wote va emtuyyavetal xahapn oculevén

(loose coupling) petagt twv duo srunédwy. Onwe daivetal amod Ti¢ unoypadEg Twy UeBodwy, ta

Sebopéva mou emniotpedouv eival Mono<T> kat Flux<T>.

public interface BlockService {

}

// Testing Method
Mono<String> testResponse();
// Find blocks by transactions in blockchain

Flux<Block> findTransactionInChain(String transactionId, Flux<Block> referenceBlockchain);

// Get all blocks of the blockchain

Flux<Block> getAll1Blocks();

// Get all blocks using pagination

Flux<Block> getAllBlocksPageable(Pageable pageable);

// Save block to database

Mono<Block> saveBlock(Block block);

// Add block to blockchain procedure

Mono<Block> addBlock(Block newBlock);

// Get last block from database

Mono<Block> getlLastBlock();

// Find block by index

Mono<Block> findByIndex(long index);

// Remove transactions that have been added in blockchain
Mono<Block> removeBlockTransactionsFromTransactions(Block newBlock);

// Find if a transaction already exists in blockchain, if yes throw TransactionError

Mono<Transaction> checkTransaction(Transaction transaction,
Flux<Block> referenceBlockchain);

// Find block by id

Mono<Block> findById(String id);

// Trigger block mining procedure

Mono<Block> mineBlock();

// Get all blocks ordered by index descending

Flux<Block> getAl1ByOrderByIndexDesc();

// Get all blocks by studentId

Flux<Block> getAl1BlocksByStudentId(String studentId, Pageable pageable);

// Get number of blocks that include a specific studentId
Mono<Integer> getNumberOfBlocksByStudentId(String studentId);
// Get blocks that include a specific document hash

Flux<ValidationResponseDto> getBlocksContainingDocumentHash(String hash);

public interface TransactionService {

// RabbitMQ listener

void listen(DocumentDto in);

// Create a new transaction

Mono<Transaction> createTransaction(DocumentDto documentDto);
// Get all transactions

Flux<Transaction> getAllTransactions();

// Get transaction by id

Mono<Transaction> getTransactionById(String id);

// Delete transaction by id

Mono<Void> deleteTransactionById(String id);

// Delete transaction by transactionId

Mono<Void> deleteByTransactionId(String transactionId);

// Find transaction by transactionId

Mono<Transaction> findByTransactionId(String transactionId);
// Delete transaction

Mono<Void> deleteTransaction(Transaction transaction);

// Find transaction by document hash

Mono<Transaction> findByData_DocumentHash(String documentHash);
// Find transaction by studentId

Mono<Transaction> findByData_StudentId(String studentId);
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Validation Service
MNapakdtw mapouoidalovral Ta endpoints Tou Validation Service:

@ svageer

Aty SMARTBE AR

Validation Service API®

[ Base URL: localhost:8284/ ]
hitp://localhost:8084/v2/api-docs

validation-controller vaication Controler v
GET fapifvl/validation/test testValidationService

POST fapifvl/validation/validate-document upload

Ewkova 6: Validation Service AP/

To Validation Service mapéxel Snuooto APl yia tnv emikUpwan eyypadwv os popdn pdf amo tpitouc.
To apxeio HETOPOPTWVETAL KOL 0T CUVEXELD TIAPAYETOL EK VEOU TO PndLako amotunwpa (hash SHA-
256). To Sldypappa pong meplypadel TG evepyeic mou akoAouBoUv HETA TN HETAPOPTWON TOU
apxXelov, TIPOKELUEVOU VO SLOTILOTWOEL N eykupoOTNTA EVOG EYYPAdOU:

Get hash SHA-256 from
PDF

\ 4

Call Blockchain Service and
check if hash SHA-256
belongs in any block

|

Hash SHA-256
no yes . .
T & belongs on Call Document Service and Positive message:
; retreive document metadata Student Name and Hash
Blockchain
> End I
A /

2xnua 30: Document validation flow chart
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Meplypadr pong eykupotntog eyypadou:
Metd tnv oAokAnpwon TG HETAPOPTWAONG, TO cUCTNO TIPOXWPA otV €n¢ dadikacia:

1. EUpeon tou Ynodlakol amotuntwpatog (hash SHA-256) tou apyeiou pdf.
2. KAnon oto Blockchain Service mpokeipévou va SlamiotwBel av 1o hash SHA-256 Bploketal ot
kamoto amnd ta blocks tng aAuoidag.
2.1. Av to hash &g Bpebel oe kamoto block tng alucidag, to cuotnua €MLOTPEDEL APVNTLKO
pUAvUpa: «Aev gival Suvath n MLOTOMOLNOoN TG yVNOoLOTNTAG TOU £YYpAdOoU». ITN CUVEXELL
n Stadikacio teppartilel.
2.2. Avto hash BpeBel otnv aAuacida, tote n Stadkaoia petaPaivel oto rua 3.
3. KAnon oto Document Service, wote va avakinBel TO OVOUATEMWVUHO TOU XPNOTN KAl N
nuepounvia kataxwpnong Tou eyypadou otnv epapuoyn.
4. Epdavion Betikol punvopartog: To éyypado tou xprotn {fullname} pe hash {hash} eival éykupo.
2tn ouvéyela n Stadikaocio tepuatilel.

Jtnv elkova (glkova 7) mou akoAouBel, amnewoviletal n por) EVEPYELWYV TTOU TIPAYULATOTOLOUVTAL OTOV
petadoptwvetal eva £yypado PDF mou avikel otnv aluocida. To POST request Spopoloyeital péow
tou Api Gateway oto Validation Service endpoint /api/vl/validation/validate-document, otn
OUVEXELa Tipaypatoroleitol GET request oto /api/vl/blockchain/document-hash/{hash} pe to hash
Tou gyypadou. To Blockchain Service avalntd kat Bpiokel otnv aAvcida to hash. AkoAouBei GET
request oto /api/vl/document/document-hash/{hash}, wote va emiotp£Pel Ta oTOLKELQ TOU XPHOTN.

API-GATEWAY: post

Duration: 87.077ms Services: 6 Depth: 4 Total Spans: 6 Trace ID: eaedaab694e9bc52 - a410681c1f3b4618

L RESET ROOT »

3.674ms 31.490ms 59.106ms 86.722ms
— post /api/vi/validation/validate-document [82.848ms]

= get /api/v1/blockchain/document-hash/{hash} [13.931ms]
find block [737ps]

= get /api/v1/document/document-hash/{hash} [15.542ms]
ODB-DOC-CHAIN-DOC find document [515ps]

Ewkova 7: Zipkin - Validation flow

Onwc daivetalr and tnv unoypadn tng pebodou uploadFile, déxetat wg oplopa Flux<T> kot
emotpédpel Mono<T>. Ol KANOELG TIOU Tpaypatomnololvtal and to Validation Service mpog ta
Blockchain kat Document services gival emiong non-blocking.

public interface ValidationService {
// Testing Method
Mono<String> testResponse();
// Upload file
Mono<File> uploadFile(Flux<FilePart> filePart);
// Delete temporarily stored files
void deleteTempFiles();
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User Service
Mapakdtw mapouaotalovtal Ta endpoints tou User Service:

User Service API 9

[ Base URL: localhost:8881/ ]
http:/localhost:2081/v2/api-docs

group-controller Group Controller N

‘ fapi/vl/user/group findAll ‘
‘ POST fapi/vl/user/group createGroup ‘

role-controller Role Controlier o

‘ fapi/vl/user/role findAll ‘
‘ POST fapi/vl/user/role createRole ‘

‘ fapi/vl/user/role/{roleName} findByName ‘

user-controller User Controlier v

‘ GET /api/vl/user findAl ‘

‘ POST Japi/vl/user create ‘

‘ =0 /api/vl/user/{id} findByld ‘

‘ POST /api/vl/user/{userId}/group/{groupIld} assignToGroup ‘

‘ fapi/vl/user/{userId}/role/{roleName} assignRole ‘

‘ GET fapifvl/user/email/{email} findByEmail ‘

‘ GET fapi/vl/user/role-group/{role} getAllUsersByRole ‘

‘ GET fapi/vl/user/roles/{id} findUserRolesByUserld ‘

‘ GET fapifvl/user/test testValidationService ‘

‘ fapi/vl/userfusername/{username} findByUsername ‘

Ewkova 8: User Service API
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To User Service guvbéetal pe tov SlakopLotn toutonoinong kot eéovalodotnong Keycloak pe xprion
KatdAnAwv dependencies ato pom.xml Tou service. Me auTto Tov Tpomo, mapéxetal mpoofacn oth
Bdaon dedopévwy Postgres péow tou Keycloak yia tnv avalntnon kot Slaxeiplon Twv Xpnotwy g
edappoyns. H avalntnon umopel va yivel Bdoel tou id, Tou email, Tou username r tou poAou
xpnotn. OL SLOXELPLOTEG TOU CUCTHHATOC £XOUV TN SuvaTOTNTA Vo SNULOUPYCOUV XPHOTEC, pOAOUC
KOL OUASEC XpNOTWVY, KABWC €miong, Ymopouv va avabBEoouv pOAoUG OTOUC XPHOTEG Kal vo. oploouv
TO HEAN HLOC OMASOC. 2TIC OMASEG XPNOTWV WropolV va mpooteBolv poAol, Toug omoioug
KAnpovopoUV oL XprOTEG TIOU OVHKOUV otnv opada. Na mapdadelyua, £vag XprHotng mou aVKeL OTO
studentGroup, kAnpovopetl podoug STUDENT_ROLE kat USER_ROLE kat évag xprjotng mou avhKEL 0To
employeeGroup, kAnpovopet poAoug EMPLOYEE_ROLE kat USER_ROLE.

To User Service kaAsital amoé to Document Service yia tv avalnltnon Twv ¢oltnTtwy TpLv MePAoEL
otnv Yndlomoinon twv eyypddwv toug. Emiong kaleital aneuBeiog anod tn frontend sdappoyn
péow Tou Api Gateway yiwa tn Slaxeiplon Twv pOAwvV Xpnotwv amo tnv tomobecia otol TOU
Sloxelploth.
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Security Implementation kat dtakoptlotng Keycloak

Otav évog pn toutomolnpévog xpnotng emokedBdel pia mpootateupévn tonobeoia tng frontend
edappoyng (angular single page application), téte avakateuBuvetal otn oehida oclvdeong xpnotn
http:/keycloak:8180/auth/realms/doc-chain/protocol/openid-connect/auth/. Metd tnv eloaywyn
TwV otolyelwv, mpaypatonoleital é\eyxog otov Slakoplotr Tautomnoinong Keycloak. Av o xpnotng
QVAKEL oTo oloTNua, TOte amootéAetal authorization code otn frontend edoappoyn kat otn
ouvéxela avtahdaoostal pe JSON Web Token (JWT) to omoio amoBnkevetal mpoowplvd otov web
browser. Itn cuvéxela, o xpriotng avakatsuBuvetal otn frontend epappoyn).

Cratted by §oy aUth®

Encoded Decoded

HEADER:

eyJhbGeci01iJSUzITNiIsInR5cCIg0iAiS1dULiw

1a21kIiA6ICJjTFJsaTMtamkzYzFBcX1ZV@YxeG o
FqTFK2YBhvZ19zS1B2dU13X8tVROFVING . eyJle e
HAL0FE2NTYXNTTyMDUsIm1hdCI6MTY1NjETMTkw Kid": "cLR113-]13¢1AqyYWF1xa jLY6cHog_sJPvuli_KoBAo"
NSwiYXVBaF9@aW11TjoxNjU2MTUXOTABLCJqdGk ‘

101137 jYwZmQ1ZCO3NzQzLTQzZGQtODF jYy8z0T o

Q40GUxNmQ3NTYiLCJpc3MiOiJodHRWO18va2V5Y
2xvYWs60DE4MCOhdXRoL3J1YWxtcy9kb2MtY2hh
aW4iLCJhdWQi0iJhY2NvdW58Tiwic3ViIjoiNWV
FJZTg30DktMGIWNi@BNDg2LWFmMjAtY2FmMTEBNzZ
IxZTg3IiwidH1wIjoiQmVhemVyIiwiYXpwIjoiZ
GO jLWNoYWLuLWFuZ3VsYXItY2xpZW50Iiwibm9u
¥2Ui01iJjZDFmZDNmYi03MzViLTQ5ZTETOGIyMy1
hMj11IMDUwY2Iy0TYiLCJzZXNzaW9uX3NOYXR1TIj
01iMGFhNmITMTItOGNhNS@OZmVkLWFmZmItOTIzN
2Y3MDF1M2QyIiwiYWNyIjoiMSIsImFsbG93ZWQt
b3JpZ21lucyIloWyIqIlOsIndlYWxtX2FjY2VzeyI
6eyJyb2xlcyIoWyJKZWZhdWxBLXJvbGVzLWRVYy
1jaGFpbiIsI1JPTEVFVVNFUiIsI1JPTEVTRUTQT
E9ZRUUiIXXBsInJ1c291cmN1X2FjY2VzeyIbeyJh
Y2NvdW50Ijp7InJdvbGVzIjpbImThbmFnZSThY2N
vdW58TiwibWFuYWd1LWFjY291bnQtbGlua3Mil C
J2aWV3LXBybh2ZphGUiXX19LCJzY29wZSI6ImOwZ
W5pZCB1bWFpbCBwemSmaWx1Iiwic21kIjoiMGFh
NmITMTItOGNhNSO8ZmVKLWFmZmItOTIzN2Y3MDF
IM2QyIiwiZW1haWxfdmVyaWZpZWQi0mZhbHN1LC
JuYW11IjoiTWFyaWEgRW1wbG95ZWUiLCJwemVmZ
XJyZWRTdXN1cm5hbWUi01iJ1bXBsb311ZUBtYWls
LmNvbSTIsImdpdmVuX25hbWU1i01iJNYXJpYSIsImZ
hbW1lseVOuYW11IjoiRW1wbG95ZWUiLCJ1bWFphC
I6ImVtcGxveWV1QGT1haWwuY29tIn®.CPWe93KrF
9MjDBx1-
3ivFnVmQdoGs70oFQA1T551Z0inw4F _ui8Waks-
ixETgWkUC-
MiSeyGmyWUmt5zMUvp1bW5KeQ7xudJfplcchgyd
060zECcaqaB8XoGzBMrx6bIvcir76hVTOvCre4l
teUMd8PZxtHKxxHjJQvORJVpYEQtHWIIWwxWYnS
HhE20CopJDErj6HhYsrjoqv7je34QrsXK9m4CYX
gYl-
sgQJR6sQF1G0tix2iacMyGbuw88vrym9jJbG7kM RSA
Z_b_UCr4RGNwx3CrkM1pTNVALvN76F _bGLIVKIt
xAeobPa852rHTNMh55ZwxHSqGB7UY9sG-RmIV5Q

-BbB6-4486-af2B-caf114721e87",

ular-client”,

VERIFY SIGNATURE

Ewkéva 9: jwt.io
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Mapandavw anetkoviletal (elkdva 9) to access token mou Aaupavel n frontend edpappoyn amnod tov
Slakoulot) tautomoinong. Xtnv amokwdikomownpévn popdn tou, Stakpivovtal ta medio tou
payload, ta omola mepléxouv oToLXEl TOU Xprotn OMwWC To id, To ovopa, To email kot mivakag pe
TouG poOAoug mou SlaBétel. Onweg dalvetal oto MAPASEYUd, TPOKELTAL Ylot XPHOTN HE poOAo
employee.

AM\ec Baokég MAnpodopieg mou mepLéxel To payload tou token eival:

e Auth time (auth time): Xpovikn otiyun avBevtikonoinong o popdn Epoch Unix Timestamp

e Issue timestamp (iat): Xpovikn otiyun €kdoong tou token oe popdn Epoch Unix Timestamp.

e Expiration (exp): Xpovikn otypr Anéng tou token oe popdn Epoch Unix Timestamp.

e Server Issuer Identification (iss): H 6tebBuvon Tou auth server mou mapdyestal to token.

e Type (typ): Tumog tou access token (Bearer).

e Authorized party (azp): O client, yia AoyapLaopo tou omnolou, mapdyestol To token.

e JWT Id (jti): Id mou é€xeL mapoxBel amd tov authentication server mpokelpévou va
avayvwplioel to token.

'OAeg oL KAAOELG (request) TOU TTPAYUATOMOLOUVTAL OO €vav TAUTOTIOLNUEVO Xprotn oto backend
péow tng frontend epapuoyng, meplexouv Bearer Authorization header pe to access token mou €xet
ek600El:

curl --location --request GET 'localhost:8080/api/vl/document/test' --
header 'Authorization: Bearer {token}'

Otav £va request ¢ptaocel oto Api Gateway, tote To Api Gateway EMIKOWWVEL PE TOV SLAKOULOTN
Keycloak mpokewpévou va SiamiotwBdel n eykupotnta tou token Kol oTn CUVEXEWM, N KAAoON
Spopoloyeital oto microservice Mou amoOTEAEl Tov TEALKO amodéktn Tou request. To request
ouveyilel va dpel to Authorization header pe 1o access token (token relay pattern), mpokelpévou
va emavoindBei n Stadikacia emikUpwong Tou token armd To microservice amodéktn.

E€aipeon otnv mpoavadepbeioa Stadikacia, amote)ei to Validation Microservice, 810tL n mpocpoaon
oTnV umnpeola enkupwong eyypadwv eivat dnuocia. Napola autd, otav to Validation Service
AapBavel éva dnuoolo request, TOTe emkowwvel pe tov dlakoutotr Keycloak yia va AdPet access
token, mpokelpévou va €xel mpdoPacn ota Blockchain kot Document services mou SiaBétouv
T(POOTATEVEVOUG TIOPOUG. H por) autr ovopdletal client credential grand flow.

Ta microservices mou SL0B£TOUV MPOOTATEUPEVOUG TOPOUC Kal amaltolv access token, kdvouv
Xpnon tou nmapakdtw dependency oto pom.xml:

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-oauth2-resource-server</artifactId>
</dependency>

AvtioTola, TO microservices TOU EMKOWWVOUV He GA\Q microservices € TPOCTOTEUUEVOUG
nopoug, onwg To Validation Service, k@vouv xprion Tou napakdtw dependency oto pom.xml:

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-oauth2-client</artifactId>
</dependency>

'OAa ta microservices pmopouv va eivat Oauth2 Resource servers kat Clients tautoypova.
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OAa Ta microservices kal To api gateway kdvouv xprion tou @EnableWebFluxSecurity annotation
oTo security configuration, mou amoteAel tnv reactive ekdoxn tou @EnableWebSecurity annotation
Tou Spring Security Framework.

Ta endpoints twv microservices eival mpootateupéva and pn eéouclodotnuévoug xpriotes. O
gfouaolodotnoelg £€xouv ulomolnBel pe TPOTO, WOTe va £EUMNPETOUV TOV OKOTO TNG TAPOoUOCA(
epyooiag. e production edappoyéc Ba MPEMEL va €MAvVATPOCSIOPLOTOUV HE QUCTNPOTEPOUS
KOVOVEG.

MapakATw mapouactalovTal MIVAKEG LE TIG EE0UCLOSOTAOELS XPNOTWV ava service:

Document Service Path Matchers Method Access
Permit all
/api/vl/document/document-hash/** HttpMethod.GET authenticated
users?

. . ROLE_STUDENT,
/api/vl/document/get-file/** HttpMethod.GET ROLE_EMPLOYEE
/api/vl/document/upload-file/*x* HttpMethod.POST ROLE_EMPLOYEE
Blockchain Service Path Matchers Method Access
/api/vil/blockchain/all
/api/vl/blockchain/number-of-student-blocks/** Permit all
/api/vl/blockchain/blocks/** HttpMethod.GET authenticated
/api/vil/blockchain/block-id/** users
/api/vl/blockchain/block-index/#*

/api/vl/blockchain/mineBlock HttpMethod.POST ROLE_COM_INT
Validation Service Path Matchers Method Access
/api/vl/validation/validate-document HttpMethod.POST Permit A1l
User Service Path Matchers Method Access

Permit all
/api/vl/user/** HttpMethod.GET authenticated

users
/api/vl/user/** HttpMethod.POST ROLE_EMPLOYEE
Api Gateway Path Matchers Access
/api/vl/validation/validate-document Public

2 Tautonotnpévol xprioteg (authenticated users) Bswpouvvtat dAot doot SLabETouy éva ) TEPLOGOTEPOUC AT
Toug péAouc ROLE_STUDENT, ROLE_EMPLOYEE, ROLE_ADMIN, ROLE_SUPER_ADMIN kot ROLE_COM_INT.
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Keycloak

O Slaxewplotng tou Slakoptotr) Keycloak €xet tn Suvatotnta va Siapopdwoel to TepBaiiov
TouTtonoinong kot e€ouclod0TNONG XPNOTWVY Kal pOAwv tTnNg edapuoyng, Héoa amo éva GIAKO pog
ToV XpNotn ypadikd mepLBAaiiov.

Jtn Kevipk oehida tou Keycloak, £xet &nuwoupynBet éva Realm, péoa amd TO oOMOlO
TIAPALETPOTIOLOUVTOL TOL ETILEPOUG OTOLXELA IOV adopolV oTnV achAAeLla TG EPAPLOYNG.

MAKEYCLC & Admin ~

CHEETE T Doc-chain
Genera Login Keys Email Themes Localization Cache Tokens Client Registration

— Client Policies Security Defenses
eam;etungs

Clients .
* Name doc-chain

Client Scopes

Display name

Roles
Identity HTML Display Doc-Chain Microservices
name
Providers
Frontend URL
User
Federation Enabled n
Authentication User-Managed e
Access
Endpaoints OpenlD Endpoint Configuration
Groups
SAML 2.0 Identity Provider Metadata

Users
Sessions -
Events

Import

Export

Ewova 10: Keycloak Realm creation

To Realm mapéxetl endpoints Ta onola xpnotponolovvtat and 6Aa ta microservices tng edapuoyns
yla tov €AEyX0 EYKUPOTNTOC TWV access tokens, tnv £kdoon kAl avavéwon Toug, Kabwg Kal Ttnv
ouvbeaon tou xpnotn. Ta Baoikotepa endpoints mapouctldlovtol 6ToV MOPAKATW TiVOKA:

issuer http://keycloak:8180/auth/realms/doc-chain

authorization_endpoint http://keycloak:8180/auth/realms/doc-chain/protocol/openid-
connect/auth

token_endpoint http://keycloak:8180/auth/realms/doc-chain/protocol/openid-
connect/token

introspection_endpoint http://keycloak:8180/auth/realms/doc-chain/protocol/openid-
connect/token/introspect

userinfo_endpoint http://keycloak:8180/auth/realms/doc-chain/protocol/openid-
connect/userinfo

end_session_endpoint http://keycloak:8180/auth/realms/doc-chain/protocol/openid-
connect/logout
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Ztnv evotnta Clients tou Keycloak, €xouv &nuioupynBel tpeic Sladopetikol clients, wote va
KOAUPOUV TLG AVAYKEG TNG EPaployNG:

Doc-chain-angular-client: Adopd ctov client mou ypnotuornoleitat and to frontend tng epappoyng
KoL akoAouBel tn por) tou OAuth 2.0 Authorization code grant flow.

Clients » doc-chain-angular-client

Dac-chain-angular-client

— Settings Keys Roles Client Scopes Mappers Scope Revocation Sessions Offline Access Installation
Realm Settings = -
Clients . 5
Client ID doc-chain-angular-client
Client Scopes
Mame
Roles
Identity Providers Description
User Federation Enabled m
Authentication
Always Display in OFF
Console
Consent Required OFF
Login Theme v
. Client Protocol openid-connect A
Events
Access Type public v
Import
Export Standard Flow Enabled m
Implicit Flow Enabled OFF
Direct Access Grants OFF
Enabled
OAuth 2.0 Device OFF
Authorization Grant
Enabled
Front Channel Logout OFF
Roaot URL http-//localhost4200
* Valid Redirect URIs hitp://localhost42000% -
+
Base URL
Admin URL hetp://localhost4200

Ewkova 11: Keycloak client - Doc-chain-angular-client

H frontend edappoyn xpeldletal tnv mpocOnikn Tou mopakdTw Kwdika oto apxeio app.module.ts:

function initializeKeycloak(keycloak: KeycloakService) {
return () =>
keycloak.init({
config: {
url: 'http://keycloak:8180/auth’,
realm: 'doc-chain',
clientId: 'doc-chain-angular-client'
}l
initOptions: {
onLoad: 'check-sso',
silentCheckSsoRedirectUri:
window.location.origin + '/assets/silent-check-sso.html'
}
b;
}

providers: [{ provide: APP_INITIALIZER, useFactory: initializeKeycloak, multi: true, deps:
[KeycloakService] }]

Avamrtuén epappoyng mou evowpatwvel texvoloyia Blockchain pe xprion Reactive Microservices 62



Metamrtuylakn AlatpLpn HAlag NamavikoAdou

Doc-chain-spring-client: O doc-chain-spring-client ypnotponoleital and ta backend services, mou
amatteital va AdBouv access token TPOKELUEVOU VoL ETUKOWVWVIOOUV UE AAAOL microservices tng
edappoyng, onwg to document service, To validation service kat to api gateway. H porj OAuth 2.0
mou akoAouBeitat eival n Client credentials grant flow.

@IAKEYCLO Sy

Clients » doc-chain-spring-client

Doc-chain

Doc-chain-spring-client

P Settings Credentials Keys Roles Client Scopes Mappers Scope Revocation Sessions Offline Access
Realm Settings =
Clients Clustering Installation Service Account Roles
Client Scopes
Client ID doc-chain-spring-client
Roles
Mame
Identity Providers
User Federation Description
Authentication Enabled n
Always Display in OFF
Console
Consent Required OFF
Login Theme hd
Events
Client Protocol openid-connect h
Import
Access Type confidential v
Export
Standard Flow Enabled OFF
Implicit Flow Enabled OFF

Direct Access Grants OFF
Enabled

Service Accounts n

Enabled

Ewkova 12: Keycloak client - Doc-chain-spring-client

YTa services mou KAvouv xpron tou Doc-chain-spring-client kat tou client credentials grant flow,
amnatteitol napapeTponoinon oto apxeio application.yml (application.properties):

security:
oauth2:
client:
provider:
doc-chain-spring-client:
issuer-uri: http://keycloak:8180/auth/realms/doc-chain
registration:
doc-chain-spring-client:
client-id: doc-chain-spring-client
client-secret: CM4IHbB4YOxf1F3aPz2An07kQjK4BxJ3
authorization-grant-type: client_credentials

Enionc, amatteital n dnuouvpyia katdAnAouv WebClient.Builder oto configuration tou service.

@Bean
@LoadBalanced
public WebClient.Builder webClient(
ReactiveClientRegistrationRepository clientRegistrations,
ReactiveOAuth2AuthorizedClientService authorizedClientService) {
ServerOAuth2AuthorizedClientExchangeFilterFunction oauth =
new ServerOAuth2AuthorizedClientExchangeFilterFunction(
new AuthorizedClientServiceReactiveOAuth2AuthorizedClientManager(
clientRegistrations, authorizedClientService));
return WebClient.builder().filter(oauth);
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Doc-chain-spring-admin-api: To Doc-chain-spring-admin-api xpnoulomnoleital amokAELOTIKA Ao TO
User Service yla tn Slaxeiplon xpnotwv tou Keycloak péow twv APIs mou mapéxet. Ouoiwg pe to
Doc-chain-spring-client, xpnowuonotei OAuth 2.0 pon Client credentials grant flow kot n povadikn
Sladopad eival otL Swabetel Sikawwpata Slaxeipong tou realm (manage-clients, manage-realm,
manage-users).

@IKEYCLC 2 pgn

. Clients » doc-chain-spring-admin-ap
Doc-chain -

Doc-chain-spring-admin-api
Realm Settings Settings Credentials Keys Roles Client Scopes Mappers Scope Revocation

Clients Sessions Offline Access Clustering Installation Service Account Roles

Client Scopes

Roles
Service Account service-account-doc-chain-spring-admin-api
Identity User

Providers ) . o
Service Account Roles

User

Realm Roles Available Roles Assigned Roles Effective Roles
Federation

Authentication

ROLE_STUDENT
ROLE_SUPER_ADMIN

Client Roles realm-management *
Available Roles Assigned Roles Effective Roles
create-client manage-clients man

imper: manage-realm man
manage- MENagEe-USErs man
manage-

manage-ide

Export

Ewova 13: Keycloak client creation - Doc-chain-spring-admin-api

Ita microservices mMou SLABETOUV TIPOOTATEUEVOUC TIOPOUG Kal XPeLAleTal access token yia tnv
npoocBacn oe autolg (OAuth 2.0 resource servers), amalteitol TApAPETpONOincn oto opxeio
application.yml (application.properties) wote va dnAwBel To URI Tou issuer yLa tnv €nkUpwon Tou
access token:

# 0Auth2 Resource Server
resourceserver:
Jjwt:
issuer-uri: http://keycloak:8180/auth/realms/doc-chain

Ta request mpog éva. OAuth 2.0 resource server ouBevVTLKOMOLOUVTAL LE TN TapakAatw PéBodo:

@Configuration
@EnableWebFluxSecurity
public class SecurityConfig {
@Bean
public SecurityWebFilterChain securityWebFilterChain(ServerHttpSecurity httpSecurity) {
return httpSecurity
.anyExchange() .authenticated()
.and()
.0auth2ResourceServer(ServerHttpSecurity.0Auth2ResourceServerSpec: :jwt)
.csrf().disable()
.buildQ);
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Naming Server

O naming n eureka server amoBnkevel MpoowpLvd TIC TTANPOdOPILeg yia OAa TA OTLYULOTUTIA TWV
microservices tN¢ £bapUOYNC. TN MOPAKATW €lKova (elkova 14) Slakpivovtal Ta ovopota Twy
microservices mou €xouv katoxwpnbel otov eureka server (otAn Application). Itn otnAn Status
oavaypadovtal Ta OTLYULOTUTIA TWV Services Pe To ovopa toug Kot éva UUID, n katdotaon Toug (up)
KoL To MANBOC Twv evepywv oTypotunwy. AAeC Anpodopieg mou avadépovtal eival To uptime
tou eureka server, oL avavewoelg (Renews), SnAadn ta heartbeats and services mou £xouv AndBel
To Teheutaio AemtO Kal TEAOG TOo KatwdAl avovewoewv (Renews threshold). Av to mAnRBog
OVAVEWOEWV YIVEL LIKPOTEPO A0 TO KATWPAL AVAVEWOCEWV, TOTE EVEPYOTIOLELTAL O NXAVIOUOG «self-
preservation mode» mou onuaivel WG O server OTOMOTA va KAVEL expire Ta instances, wWoTe va
T(POOTATEPEL TNV TPEXOUCA KATAOTAON TWV instances Tou elval KATOXWPNHEVAL.

@ Spring LAST 1000 SINCE STARTUP

System Status

Environment N/A Current time 2022-06-24T20:21:43 +0000
Data center N/A Uptime 12:39

Lease expiration enabled rue

Renews threshold 10

Renews (last min) 20
DS Replicas

Instances currently registered with Eureka

Application AMis Availability Zones Status

API-GATEWAY nfa(l) (1) UP (1) - api-gateway-d1ef8ed6-dcbd-4e87-bcas-c5158dc58b68
BLOCKCHAIN-SERVICE nfa(l) (1) UP (1) - blockchain-service-3aS0ce7 1-f3fb-4095-b7f5-3499c3c66828
DOCUMENT-SERVICE nfa(l) (1) UP (1) - document-service-9

USER-SERVICE nfa(l) (1) UP (1) - user-service-42c32b49-92d8-4ff8-8c11-b7bec03d9b99
VALIDATION-SERVICE n/a(l) (1) UP (1) - validation-servic a/ce-9222b2dc2ff6

General Info

total-avail-memory 73mb

num-of-cpus 8

current-memory-usage 30mb (41%)

server-uptime 12:39

registered-replicas http://localhost:8761/eureka/
unavailable-replicas http://localhost:8761/eureka/,

available-replicas

Ewkova 14: Eureka Server
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Api Gateway

Ma tnv vhomoinon tou Api Gateway tng edappoyng, €ywve xprnon tou dependency spring-cloud-
starter-gateway tou spring cloud framework oto pom.xml tou service. H SpopoAdynon twv
aLTNMATWY ota microservices, pnopetl va oplotel aneuBelag oto application.yml, xwpic va eival
anapaitntn n Snuloupyia configuration bean.

MapakATw mapouactaletal n §pooAdYyNon TWV ALTNUATWY E EMAVOPLOUO SLadpopnc.

# Routes Configuration
routes:
- id: user-service
uri: 1b://user-service
predicates:
- Path=/api/vl/user/*x*
- id: document-service
uri: 1b://document-service
predicates:
- Path=/api/v1/document/**
- id: blockchain-service
uri: 1b://blockchain-service
predicates:
- Path=/api/v1/blockchain/**
- id: validation-service
uri: 1b://validation-service
predicates:
- Path=/api/vl/validation/#**
- id: naming-server
uri: http://localhost:8761
predicates:
- Path=/eureka/apps

'OAa ta URIs mtou €gkvouv amd /api/vl/user/ popoloyouvtol oto User Service UE EMOVOPLOUO TNG
Sadpounc oe Ib://user-service/api/vl/user/. Opoiwg kal ta umolowuta requests, Spopohoyouvtatl
oTa microservices TOU AVTLOTOLXOUV.

To Api Gateway Asttoupyel emiong wg loadbalancer, katavépovtag to ¢opto epyaciag os oAa ta
£VEPYQA instances evo¢ microservice. Mo To AOyo auTo, yivetal xpron tou npoBépatoc Ib:// unpootd
oamnod kaBe URI ou emavaopiletal. To lb://validation-service yla mapdadelypa, Sev avtiotolyei o éva
povadikd instance, oAl o OAa Tt evepyd instances tou validation service mou PBpiokovtot
KoTaxwpnuéva otov eureka server. Av umdpyxouv Tpla evepyd instances, tote Tta request Ba
SpopoloynBolv ota tpla instances pe tn oeslpd, PAaoel Tou mpoemiheypévou alyoptBuou round
robin.

ITn mapakatw elkova (ewkova 15) tou eureka server, €xouv dnuoupynBel tpia instance tou
Validation Service. To Api Gateway popoloyel ta request kal ota Tpla instances pe Tn olpd.

Availability
Application AMIis  Zones Status
API-GATEWAY ZT (1) UP (1) - api g
BLOCKCHAIN- nfa
- blockchain-service-1lac3c35e-4f88-4afa-b242-0e010bclc4as

s e (1) UP (1) -1 i ice-1a 5 afa-b2 o] a5
DOCUMENT- nfa (1)
SERVICE (1)

nfa
USER-SERVICE o) (1)
VALIDATION- nfa 3)
SERVICE (3)

Ewova 15: Validation service scaling
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Docker images kat deployment

Ma tn dnuioupyia docker images, xpnotpomnotnOnke to plugin jib-maven-plugin oto parent pom.xml
kot To eclipse-temurin 17 image. To Jib ekkwvel tn dtadikacia dnuoupyiag twv docker images otav
KoAettat To maven goal package (mvn package). Otav oAokAnpwBel n dnuloupyla twv docker
images, 1o Jib mpoxwpa otn petadoptwon toug oto DockerHub. Av mpaypotomotnBolv allay£g
otov KwdLKa TNG edbappoyng, TpExovrag to mvn package goal, to Jib petadoptwvel povo tig aAAayg
oto DockerHub, avti yia oAokAnpo to docker image.

H frontend edappoyr xpnowomnolei Dockerfile yia tn dnpiovpyia docker image. Me TIG mopoKATW
EVTOAEG SnLloupyelTal To image Kol 0T ouveEXeLla petadopTwvetal oto DockerHub:

docker build -t {DockerHub username}/doc-chain-frontend:latest .

docker push {DockerHub username}/doc-chain-frontend:latest

Application Deployment — Docker compose
MNa tnv avamtuén tng sdappoyng oe éva Slakoploth, €xel SnuioupynBel apyeio docker-
compose.yml. & auto, mapapeTpomololvVTal OAEG Ol AeMTOUEPELEG yla TN Snuwoupyia twv docker
containers tng ebappoync.
version: "3.8"
services:

postgres:

image: postgres
container_name: postgres

keycloak:
image: quay.io/keycloak/keycloak:16.1.1
container_name: keycloak
environment:
DB_VENDOR: POSTGRES

volumes: DB_ADDR: postgres
- postgres_data:/var/lib/postgresql/data DB_DATABASE: keycloak
environment: DB_USER: keycloak

POSTGRES_DB: keycloak
POSTGRES_USER: keycloak
POSTGRES_PASSWORD: password

DB_SCHEMA: public
DB_PASSWORD: password
KEYCLOAK_USER: admin

ports: KEYCLOAK_PASSWORD: admin
- "5432:5432" JAVA_OPTS: "-
networks: Djboss.socket.binding.port-offset=100"

- keycloak-internal
restart: unless-stopped

mongo:

image: mongo
container_name: mongo
ports:

- "27017:27017"
volumes:

- mongo:/data/mongo
networks:

- doc-chain
restart: unless-stopped

zipkin:

image: openzipkin/zipkin
container_name: zipkin
ports:

- "9411:9411"
networks:

- doc-chain
restart: unless-stopped

KEYCLOAK_FRONTEND_URL:
http://keycloak:8180/auth
KEYCLOAK_IMPORT: /tmp/doc-chain-
realm.json
volumes:
- ./.config/keycloak/doc-chain-
realm.json:/tmp/doc-chain-realm.json
ports:
- "8180:8180"
networks:
- doc-chain
- keycloak-internal
healthcheck:
test: ["CMD-SHELL", "curl --fail
http://keycloak:8180/auth/realms/doc-
chain"]
interval: 30s
timeout: 3s
start_period: 10s
retries: 3
depends_on:
- postgres
restart: unless-stopped
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rabbitmq:
image: rabbitmg:3-management
container_name: rabbitmg
environment:
- RABBITMQ_DEFAULT_USER=guest
- RABBITMQ_DEFAULT_PASS=guest
ports:
- "5672:5672"
- "15672:15672"
networks:
- doc-chain
restart: unless-stopped

# Doc-Chain Services
naming-server:
image: {user}/doc-chain-naming-server:latest
container_name: naming-server
environment:
- SPRING_PROFILES_ACTIVE=docker
ports:
- "8761:8761"
networks:
- doc-chain
- keycloak-internal
restart: unless-stopped

user-service:
image: {user}/doc-chain-user-service
environment:
- SPRING_PROFILES_ACTIVE=docker
networks:
- doc-chain
- keycloak-internal
depends_on:
- keycloak
- naming-server
restart: unless-stopped

blockchain-service:

image: {user}/doc-chain-blockchain-service
container_name: blockchain-service
environment:

- SPRING_PROFILES_ACTIVE=docker
networks:

- doc-chain

- keycloak-internal
depends_on:

- mongo

- naming-server
restart: unless-stopped

# Doc-Chain Frontend
angular-webapp:
image: {user}/doc-chain-frontend:latest
container_name: angular-webapp
ports:
- "4200:80"
restart: unless-stopped

networks:
doc-chain:
driver: bridge
keycloak-internal:
driver: bridge

HAlag NamavikoAdou

document-service:

build:
context:
dockerfile: document-
service/Dockerfile
environment:

- SPRING_PROFILES_ACTIVE=docker
volumes:
- document:/.tmp
networks:
- doc-chain
- keycloak-internal
depends_on:
mongo:
condition: service_started
naming-server:
condition: service_started
keycloak:
condition: service_healthy
restart: unless-stopped

validation-service:
image: {user}/doc-chain-validation-
service
environment:
- SPRING_PROFILES_ACTIVE=docker
volumes:
- validation:/.tmp
networks:
- doc-chain
- keycloak-internal
depends_on:
naming-server:
condition: service_started
keycloak:
condition: service_healthy
deploy:
replicas: 3 # Scale up to 3 instances
restart: unless-stopped

api-gateway:
image: {user}/doc-chain-api-
gateway:latest
container_name: api-gateway
environment:
- SPRING_PROFILES_ACTIVE=docker
ports:
- "8080:8080"
networks:
- doc-chain
- keycloak-internal
depends_on:
naming-server:
condition: service_started
blockchain-service:
condition: service_started
keycloak:
condition: service_healthy
restart: unless-stopped

volumes:
postgres_data:
mongo:
validation:
document:
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MNa to deployment tng epappoyrg XpNOLULOTOLEITAL N EVIOAN: docker compose up -d

v Docker-compose: docchain-microservices
v & angular-webapp
angular-webapp
v & api-gateway
api-gateway
v & blockchain-service
blockchain-service
v & document-service
docchain-microservices_document-service_1
v & keycloak
keycloak
¥ & mongo
mongo
~ & naming-server
naming-server
~ & postgres
postgres
~ w rabbitmg
rabbitmg
~ & user-service
docchain-microservices_user-service_1
v & validation-service
docchain-microservices_validation-service_1
docchain-microservices_validation-service_3
docchain-microservices_validation-service_2
v & zipkin
zipkin
docchain-microservices_default
docchain-microservices_doc-chain
docchain-microservices_keycloak-internal

Ewova 16: docker compose up

YTn mopandvw elkdva (sikova 16) Stakpivovtol OAa ta containers tng ebapuoyng, Kabwe Kol Ta
Siktua mou £xouv dnuloupynBei. To Validation Service SlaBétel Tpia instances S10TL £xeL yivel scale
up kata to deployment pe tnv napduetpo deploy.replicas: 3 oto docker-compose.yml.
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Mapouciaon edbapuoync frontend

To responsive single page application £xeL SnutoupynBei oto mAaiolo tng petarmtuylakng StatptBrc
oe Angular 13 framework kot yAwooa Typescript. Skomog¢ tou eival, n moapouciaon TG
Aettoupykotntag tng backend ebappoyng mou eival Baclopévn oe apXLTEKTOVLKI) microservices.

Kevtpukr) oghida:

@ DocChain

Ewova 17: Home page

Yevaplo xprong umaAAnAou ekmatdeuTikol EPUPATOG
O xpnotng employee cuvbéetal otnv edappoyn (eikdva 18) mpokelpuévou va kataxwplioest Eyypada
doutntwv oto blockchain. Meta tnv emtuxnuévn oUVEEOT, AvakaTteUBUVETAL OTN KEVTPLKN oeAlda.

DOC-CHAIN MICROSERVICES

Sign in to your account

Email

employee@mail.com

Password

[0 Remember me

MNew user? Register

Ewova 18: Login page
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EruAéyel AmoBrikeuon — AvéBacpa apyxelou amd To KEVIPLKO EVOU, OTN CUVEXELA CUUMANPWVEL TA
nedia pe tov aplOpd pntpwou tou doltntr, To 160G eyypddou Kol €AEYEL TO APXELD TIPOC
anoBrkevon. O TUMoG apXeiwv Tou yivetal dektog amno tnv epappoyn sival pdf, png kat jpg.

DocChain

ATo8fKeLoH EYYPAPWY

Ap1Bpog Mntpwou gottntn
d5490867-1d25-48b5-8924-2d734d0c4f3e

Eidog Eyypagou
TRANSCRIPT

Apxeio

Choose File  analytiki_vathmologia.pdf

B Anosrixevon

Ewova 19: Upload document form

Otav o xprAotng TECEL TOo TMARKTPO «AmoBrkeuon», Tote fekva n petaddoptwon tou apxeiov oto
Document Service. Otav n tadikacia tng petadoptwong ohokAnpwOei, akoAouBel oxeTikd pAvupa
(ewkéva 20). To pAvupa Staypadetal kat n Goppa kabapilel petd and Alya desutepoAemra. H
Sladkaoia petadoptwong syypddou €xel ohokAnpwOel pe emtuyia, to €yypado €xel amobnkeutel
otn Baon Sedopévwy, £xel amootalel acuyypovo pnvupa oto Blockchain Service kat to transaction
€xeL dSnuoupynBel otn Baon dedopévwy. Ta emdpeva Aemtd, to Pndlakd anotinwua hash SHA-256
Tou eyypadou, Ba mepdaoel oto enduevo block tng aAuoidag.

@ DocChain

AmoBrKevon eyypdpuy
Ap18pog MnTpwou ottt
d5490867-1d25-48b5-8924-2d734d0c4f3e

Eibog Eyypagou

DEGREE_CERTIFICATE

Apyeio

Choose File  degree_certificate.pdf

File has been uploaded successfully at: 2022-06-
27T18:25:09.1696197 OVOHATEMWVUHO POLTNTH;
John Student

Ewkova 20: Successful file upload
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Metd amno Alya Aemtd, ta éyypada epdavilovral katayxwpnuéva oto blockchain (swova 21):

Block number 7

Blockid: 62b9ff8437e2df2e615f4c26
Block hash:  6d20afbcc03f860b2974f1e1cbd6dbad8e21ee451e7bb883%ab7d0a2

9b5f441a

Time created :  27/06/2022 22:05:40

Transactions:  Transaction id : a08f6d4f-669f-4e97-aB9d-dfcb2cf327d9
Student id : d5490867-1d25-48b5-8924-2d734d0c4f3e
Document hash :
beacb786afa8ff49bc94697400235018b4bdec5250b7f6cfofeb496d12
691e6{7

Transaction id : ecf25739-6e87-49de-9745-41720c112026

Student id : d5490867-1d25-48b5-8924-2d734d0c4f3e

Document hash :
7743a5362afea0842fd0202e55154ec00daeb928800dd3f5Seabddba7
206ed42f

Block number 6

Block number 5

Ewkova 21: Documents in blockchain

O xpnotng employee €xetL tn Suvatotnta va petapel otnv avalitnon eyypddwv, erthéyovtag to link
TOoU 0aplBUoU puntpwou tou dottntn R to hash evog eyypddou, wote va SeL Ta otolyela tou dpottnth
miou adopd To KABe gyypado 1 hash avtiotoya. Av emileyel o aplBUOC untpwou tou dottntr, Tote
yivetal petaBaon otn tonobeoia avalntnong eyypadwy, omou gudavilovral oAa ta £yypada mou
€xouv kataxwpnBel otnv aAucida kot apopolV TOV CUYKEKPLUEVO aplOO untpwou doltnth (Elkova
22). Ano ekel, Sivetal n Suvatotnta otov Xprotn va katefacsl ta éyypada.

@ DocChain

AvagiTnon eyypdewy

Ap18pog Mntpwou gottnti

Hash eyypagouv

MnTpwo Emwvopo Eiéog Hash Hp/via  ‘Eyypagpo
d5490867-1d25-48b5- Student DEGREE_CERTIFICATE  4ddbde60452e4f4b129 26/06/2022
8924-2d734d0c4f3e 5f0da0ab18b6203¢257  20:22:35

5152791ff901e88630d
ebaaa’7
d5490867-1d25-48b5- Student DEGREE_CERTIFICATE  bf020b30716766dd73b 27/06/2022
8924-2d734d0c4f3e 3b272baae73de4853ec  07:56:11
86fff3e70041d6ba76d6
3fb218
d5490867-1d25-48b5- Student DEGREE_CERTIFICATE  beacb786afa8ff49bc94 27/06/2022
8924-2d734d0c4f3e 697400235018b4bdc52  07:57:19
50b7f6cf0f6b496d1269
1e6f7
d5490867-1d25-48b5- Student DEGREE_CERTIFICATE  43326c6bd48a07ce4d4 27/06/2022
8924-2d734d0c4f3e 67bdb9ca0f3e1f911b0f  14:41:54
8e0b8f3d44e3c593482
270b35
d5490867-1d25-48b5- Student DEGREE_CERTIFICATE ~ 3f140c5f59806e19563 27/06/2022
8924-2d734d0c4f3e c0c67661eb69cad1009  18:20:57
94606df3ce595ba897a
bSbfeba

Ewkova 22: Document search
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Yevaplo xpriong dottnth ekmatdeuTikol 1OpUHATOC
Otav £vag xpriotng e poho student ouvdeBel otnv epappoyn, €xeL tn Suvatotnta vo mPoPAEAsL Thv
KOPTEAQ LLE TA OTOLXELO TOU Ao TN ypauun mAonynong (swova 23).

@' DocChain

ITolxELa PouTnTh

ApBpog Mntpwou 1 d5490867-1d25-48b5-8924-2d734d0c4f3e

Enwvupo:  Student

Ovopa: John

Email:  student@mail.com

Evypagpa gourns

Ewkova 23: Student section

Ao ekel, pmopel va emilé€eL tov olvdeopo «Eyypada portntr», wote va petaBel otn tonobeoia pe
ta £yypada tou (ekdva 24). O xprnotng pe polo student, €xel T Suvatotnta vo katePaoel Ta
gyypada nou Bpiokovral oto npodiA Tou.

@ DocChain

‘Eyypaepa John Student
A.M. d5490867-1d25-48b5-8924-2d734d0c4f3e

ElSog Hash Hp/na
DEGREE_CERTIFICATE 43326c6bd48al7cedd467bdbIcalf3e1f311b0f8e0bBf3d44e3c593482270b35 27/06/2022 14:41:54

DEGREE_CERTIFICATE 3f140c5f59806e19563c0c67661eb69cad100994606df3ce595ba897absbfeba 27/06/2022 18:20:57
TRANSCRIPT 4ddbde60452e4f4b1295f0da0ab18b6203c2575152791f901e88630debaaa77? 27/06/2022 18:21:09

DEGREE_CERTIFICATE de8d36e2c¢55a9b86a3215ef5d91cbddf5e70d4eb29d198eebebece246486917b 27/06/202218:21:27

Ewkova 24: Student documents

‘EAeyxog yvnolotntag eyypadwy

H Asttoupyia Tou gAéyyou yvnolotntog eyypadwv dev amaltel cuvdeon otnv edpapuoyr Kol Propsl
va xpnotuornolnBel and onolovénmnote Slabétel Eyypada doltntwy oe popdr pdf. OL EMOKENTEG TNG
oeAidag, pmopouv va petaBouv otn tonoBecia eAéyxou yvnolotnTag amo T ypauu mAonynonc.

Avartuén edapuoyng mou evowpatwvel texvoloyia Blockchain pe xprion Reactive Microservices 73



Metamntuyloki Alatppn

@ DocChain

Ewova 25: Document validation

HAlag NamavikoAdou

‘EAEYX0G YyvNoLoOTNTaAS EYYPAPWY

AveBaoTe To apyelo ou BEAETE va ehéyEeTe
Apxeio

Choose File  degree_certificate.pdf

4 AvéBacpa

Otav o xpAotng tng edappoyng TmiEcsl to TAAKTPO «AvéBaopa», tOte TtOo £yypodo pdf
petadoptwvetal o €va instance tou Validation Service. Av to hash tou eyypadou Bpebei otnv
aAuoida, Tote eMLOTPEDEL LAVULLA ETILTUXOUC TAUTOMOINONG (€lkOva 26):

DocChain

Ewkéva 26: Valid document

‘EA£y)0C yvnoLotTnTag eyypapwy

AveBdoTe To apxelo mov BEAETE va eAEyEeTe
Apxeio
Choose File  degree_certificate. pdf
4 Avépaopa
NN AR N AN AR A NSNS A AN N AN SRS NNN
To Eyypago Ttou ¥priotn John Student pe hash

beach786afa8ff49bc94697400235018b4bdc5250b7f6cfOf
6b496d12691e6f7 eival eykupo.

Otav 10 hash tou eyypddou &e Ppebel otnv aAuocida, TOTE eMIOTPEPEL PAVUHA QVETILTUXOUG

tTautonoinong (swova 27):

,L; DocChain

Ewova 27: Invalid document

‘EAeyX0G YVNoLOTNTAg EYYPAPWY

Avepdote 1o apxelo mouv BEAETE va eAEYEETE
Apxeio

Choose File  document.pdf

4 AvéBaoya
ANLVALLAL LR AL LU R AN N LR Y

Aev gival Suvatn n TugToneinon Tng yvnooTnTag tou
£Yypagou.
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AvdBeon poAwv armo tov SLaxeLPLOTH TNS EDAPUOYAC

OL xprioteg pe polo Slaxelplotn, €xouv e€ouclodotnon va allalouv pOAOUG OTOUG EYYEYPAUUEVOUC
XPNOTEG TN edapuoyng. MmopoUv va avalntioouy £va Xprotn BAcsL Tou username f Tou email kot
OTh CUVEXELD VO avaBEoouv €va polo (elkova 28).

iﬁ DacChain

Avagiitnon unakAfiov
ApiBuoe Mntpiou unaAhiAou
Ap18pde MnTpwou
Username unakijhou
test@mail.com

Email urakhido

email

Endvupo ‘Ovopa Email

Test Tester test@mail. com ROLE_USER
ROLE_ADMIN
ROLE_STUDENT
ROLE_SUPER_ADMIN
ROLE_USER

Ewkova 28: Role assignment

Otav o xprotng ouvdebel otnv epappoyn, Ba pmopet va emokedBel Ti¢ TonoBeaoieg TnG epappoyng
TIOU QaALToUV avaAoyn e€0ucLod0TNON UE TOV POAO TOU.

MEeANOVTIKEC EMEKTATELG
Metadopd Kal evopxnoTpwon Twv containers mMou amoteAolv tnv edappoyr, otnv MAAThOpua
Kubernetes pe xprion Helm Charts kat Service Mesh otnv uhonoinon Istio.

Kubernetes

To ovopa Kubernetes (k8s) onuaivel «KuBepvAtng» Kol TPOKELTAL Yl la TAATHOPUO OVOLKTOU
Kwdka tne Google. Baolkdg okomog evoc Kubernetes cluster sival n avamtuén (deployment), n
Slaxeiplon kat n ebpuBUN Asttoupyia Twv microservices mou Bpiokovtal oe containers. Eniong, &ivel
™ Suvatotnta avoPabuicewv Twv UTINPECLWVY HE zero-downtime, XpnNOLUOTIOLWVTAG TEXVIKEG OWG
blue, green kat canary deployments.

To Kubernetes pmopel vo Slaxelpiletal ta pods, Ta omola amoteAoUvtol amé containers Kol
Bplokovtal péoa oe €va kOPPo (node). Alvetal n SuvatotnTa eAEyXOU TNG KATAOTAONG VO pod Kot
Slaxelplong Twv oTyHloTUNWY Tou, avaAoya Le To GOPTo gpyaciag, MPayHOaTOnoLwVTaG opL{OVTLO
autoscaling 1 manual scaling. Emiong mopéxetar n Suvatotnta TAPAPETPOTMOINONG KoL
BeAtiotomoinong Twv nopwv tou kOpPou (cluster), xpnolponolwvtag nococtwon otn xprion CPU kat
MVAUNG amo KdBe node 1 group amo nodes.

Mua akopa Baowkn Asttoupyia tou Kubernetes sival n mapoxn service discovery Twv pods Kot Twv
containers mou PBpiokovtol os Asttoupyia péoa otov kOpPo. Ta Service objects tou Kubernetes,
UropoUV va SpooAoyouv KANOELG, TIPOG TO E0WTEPLKO Twv pods Kal va TapEXouV e£Ll0oppoOTncn
doptou. Eniong, to Ingress object unopel va dpopoloyel KAROELG TTOU TIPOEPYoVTaL amo £Ew, TPog To
E0WTEPLKO €VOG KOUPBOU (node).

3TO £0WTEPLKO eVO¢ cluster, To Kubernetes mapéyel Siktuo pe IPs, 6mou to kdBe pod Seopelel ™
Sikn tou SlevBuvon, WOoTE va UMOPEL VoL EMLKOWVWVICEL e Ta urtoAouma pods, aveédptnta amno tov
koo (node) otov omoio Bploketal.
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Helm charts
To Helm eival éva package manager avolktoU kwdika yla tTnv Sltaxeipion twv apxeiwv .yml mou
Xpnoldomolouvtal ylwa TNV Onuloupyio kol Tmapapetponoinon edappoywv ot  TepPailov
Kubernetes.

H avamrtuén (deployment) uiag edappoyng mou amotelsital amd microservices oto Kubernetes,
amnattel Tn Snuloupyia apxeiwv manifest mou va dnAwvouv tnv emBupnTh Kotdotaon Twv Service
kot Deployment objects, 6nwg eniong kat apyeia puBuicswv ConfigMaps kat Secrets. H Aettoupyia
™¢ dnAwong tng emBupntg Katdotaong eival MOAU xprowun, SLoTL petabétel Tnv uBUvn oto
Kubernetes, wote va €vepyrnoel OUTOLATOMOLNMEVA TIPOKELUEVOU Vo GEPEL TNV TPAYUOTIKN
Koatdotaon TG edappoyng, 000 TO Kovtd eival ediktd, otnv embupntr kotdotaon. Mo
napadelypa av €xel SnNAwBel w¢ emBuunti Katdotaon, éva pod va SlabEtel Tpla instances Kal To
£val OTAPOTAOEL Va ammokpivetal, tote 1o Kubernetes Ba mpoomnabrosl autopata, va Snuloupynoet
€va véo instance.

H &nuwoupyia kat dlatripnon Twv apxeio SnAwong emBupuNT¢ KATAoTAONG, UMOPEL va Yivel apKetd
moAUTAokn Sladikaaia, Slaitepa otav auvfavetal To mMARB0G Twv microservices. H xprion twv Helm
Charts 8leuKOAUVEL TOUC TIPOYPAUUATIOTEG, TlapExovTag templates pe mpotuma apyeia .yml kot
TIPOKAOOPLOUEVEG TIUEG Yla OAEC TIG Katnyopieg puBuicewv. Ol TIHEC UITOPOUV OTN CUVEXELD va
TpormomnolnBouv avaloya Pe TG mpodlaypadég kabe epapuoync.

Ta Helm Charts €xouv mpokaBoplopévn Sour Kal TePLypAadouv TovV TPOMO HE Tov omoio Ba
avamntuxBouv oAa ta otolxeia mou amnoteAouv TNV edappoyn os SladopeTka TepBAlAovTa, OMwG
development, testing kat production. To Helm, SwaBétel emiong t OSuvatotnta dlatipnong
LOTOPLKOU TWV aAAaywV Kal emavopopd Twv pUBUICEWY OE TIPONYOUUEVEG EKOOTELC.

Service Mesh - Istio

To service mesh eival éva emninedo vnodopnc (infrastructure layer) mou gAéyyel kot mapakoAouBei
NV erkovwvia petafd Twv umnpecwwv oe TeplBaiiov Kubernetes. Ou Suvatotnteg mou mapéxeL To
service mesh eival n aocddiela, smpolny moAttikng (policy enforcement), mopatnpnowotnTa
(observability), avBektikotnta (resilience) kot Siaxeiplon tng kivnong (traffic management). Ou
APATAVW SUVATOTNTEG UAOTIOLOUVTOL PE TOV EAEYXO KAl MAPAKOAOUONON OAWV TWV EC0WTEPLKWV
ETIKOLVWVLWV PECA OTO service mesh, OwG oL EMIKOWVWVIEG LETAEL TWV microservices.

Eva amd ta Pacika otolxeia tou service mesh, eival évag ehadpl¢ SLOKOULOTAG Proxy Tou
tomoBeteital o kABe microservice. OAn n kivnon twv dedopévwy, amod Kal mPog To microservice,
SlEpxeTal and tov Slakoulotr proxy. To dedopéva culAéyovtal amo €va eminedo €Aéyyou Tou
service mesh, to omoio oUuAAéyel emiong, Sedopéva TNAEUETPLAG TTOU XPNOLUOTOLOUVTAL yLa ThY
omtiKomoilnon tng pong dedopévwy péca oto service mesh.

To Istio elvatl pwa vhomoinon tou service mesh kal mapéxel Suvatdtnteg 6MwC Ingress gateway, to
ormolo puBuilel tnv eloepyOUevn Kol e€epxOevn Kivnon amod to service mesh, Virtual Services yia tov
0pLOMO Kavovwyv SpopoAdynong amo To Ingress Istio gateway mpo¢ ta Kubernetes services kat
petafy Twv services. Onwg emiong, dtabtel Suvatotnteg yia Destination Rules, Peer Authentication
(mutual TLS), Request Authentication kat Authorization pe xprion JSON Web token os mpotuna
Oauth2.0 kot OpenlID Connect. OAeg oL mapandvw Asttoupyieg, eAéyyovral péow tng CLI kube-
injected evtoAn¢ istioctl. Téhog, to Istio StaBétel Suvatotnta distributed tracing mou ovopdletot
Jaeger kal observability tool, To onoio StaBétel ypadikd neptBaiiov kat ovopdletat Kiali.
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Juumnepdopata

H napoloa petamtuylokni SlatplPr) eixe wg otoxo tv avamtuén oAokAnpwuévng ebopUoyng oy
evowpoTwvel texvohoyila Blockchain kot Baociletal otnv QPXLTEKTOVIKN TwV HUIKPOUTINPECLWY, LE
XPNon TOU TPOYPOUUATIOTIKOU HOVTIEAOU reactive programming. H edappoyny ulomowdnke
AapBavovtog umoyn PBEATIOTEG TPAKTIKEG Kol poTifa oxedlaong pkpolmnpeowwyv kat 866nke
dlaitepn éudaon oto BEpa tng aodalelag.

Mpayuatonolndnke avadopd oTlG SUCKOALEC TTOU TIPOKUTITOUV WE T XPNON TOU HOVTEAOU TwV
ULKpoUTINpECLWY, KOBWE Kol ota oxedlaoTIKA potifa mou emAbouv MOAAG amo Ta {NTAUATA TIoU
TMpoKUTtouv. Emiong, €ywve avoAuTikl Tapoucioon TwV TEXVOAOYLWV Kal EPYOAEilwv TOU
xpnotwdomowtnkav, kabwg kot avaluon Tou oxedlaopol Kal Tng vAomoinong tng epappoyns. TEAog,
TIAPOUCLACTNKE O TPOTOC e ToV omolo unopel va nmpaypatomnolnBei to deployment tng ebapuoyng
UE xpnon tng texvoloyiag Docker kat docker compose.
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