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Abstract

Blockchain technology is evolving rapidly arths attracted concern not only in
economics, but also has social, political and legal implicatiBieckchain, referred to as
Distributed Ledger Technology (DLT), makes any digital asset inalterable and transparent
through the use of decentralization amgptographic hashingpecifically,the blockchain is
a distributed database of records of all transactions that have been executed and shared among
participating parties into the netwovkt the top layer of blockchain, there are applications that
run onthe network.These applications are called Dapps. Decentralized application is an
application which is built on a decentralized network that combines a smart contract and a user
interface DApps are currently developed and deployed on blockgiaiforms like Ethereum,

Eos, Tron, Cardano, Ne®dgezos.

@ghe thesis focuses on decentralized applications, stating the need for them, their advantages
and categorizing them in the above reposeopes. Especiallypes and core components of
blockchain a@ analysedAlso, decentralizechpplications are categorized in the paper as
gaming, financingsocializationand referred to in the way they operate and the benefits of
using them.

Finally, I indicate my opinion regarding the concerns about using thermamdasons which

they have not been massively adopté€h the otherside, | exhibit the usefulness of
decentralized applications and potential ways for their improvement regarding their adoption
from a wider group of users.
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1.Introduction

Over the past decades, the Internet has observed the appearance of many applications
which solveproblems in a collaborative, allocated manner. A number of these community
driven, noncommercial systems has become noted and extensive, examples include
anonymous communication (Chaum,1981), PGP (Zimmermann,1995), Hashcash (Back,2002),
and BitTorrent (Chen,2003).

The term blockchain was first described back in 1991. A group of researchers wanted to create
a tool to timestamp digital documents so that they could not be changed. Further, the technique
was adapted by Satoshi Nakamoto. In 2008, Nakamotoedrdlae first cryptocurrency, the
blockchainbased project calleBitcoin. Sincethen, it has seen huge growth with the capital
market, reaching 10 billion dollars in 20{®onrat et al., 2019)

Blockchain can be applied to more applications than crypteccies. Since it allows payments

to be finished without any bank or any intermediary, blockchain can bénugaabus financial
services, such as digital assets, money transfer and palmneent. Thdlockchain permeated

a broad range of applications across many industries, including finance, healthcare,
government, manufacturing, and distribution.

The blockchain is poised to innovate and pervade a broad range of applicadigstsies,
including goals transfer (supply chain), digital media transfer (sale of art), remote services
delivery (travel and tourisjnplatformsfor example, moving computing to data sources and
distributed credentialing.Addable applications of blockchain include allocatedoueses

(power generation and distribution), crowdfunding, electronic voting, Identity management
and governing public records.

Blockchain technology is being used in many areas, during the last few years. In
general, blockchain technology has the coreatttaristics of decentralization, accountability,
and security. This technigue can meliorate operational productivity and save costs remarkably.
The demand and usage of applications built on blockchain architecture will only evolve.
Furthermore, differersipplication opportunities are still being investigated. Blockchain relies
on and permits to implement the concept of Decentralized Application (DApps). This makes
the applications more transparent, distributed and flexible. The complexity of blockchain and
its integration problems require expertise that differs from traditional application development
approacheqTschorsch & Humboldt, n.d.)
Blockchain is considered to be one of the top technological advances of the 21st century.



2. Blockchain

Blockchain is a distributed database that is shared among the nodes of a computer
network. As a database, a blockchain stores information in digitadat. Blockchainis
basically a chain of blocks that store all perpetrated transactions using a padpic [Ehe
chain multiplies constantly when new blocks are annexed to it. Each block composed of a range
of transactions and each new block generated is linked with the previous block so that every
transaction implemented, can be tracK&hristodoulou & A ndreou, 2018, 13)

Blockchain works in a decentralized environment that is enabled by comprising variant core
technologies, such as digital signatures, cryptographic hash, and distributed consensus
algorithms. All the transactions arise in a decentralizedenthat abstracts the demand for any
intermediaries to validate and verify the transactions. Blockchain has some key characteristics,
such as decentralization, transparency, immutability aanlitability.

The entire network as opposed to a central estith as a bank or government is continuously
verifying the integrity of it. This way, users do not have to trust a central entity, but security is
guaranteed by the strength and computing power of the entire network participating in the
blockchain.(Sharma, 2017)

Blockchain hasalready been affiliated in many applications of variant dependencies as
decentralized getting near to computing without a trusted auth@@@ihen et al., 2018)

Unlike traditional methods, blockchain enables gegreer transfer ofligital assets without

any mediators.

Despite the fact that blockchain technology shows great potential that may replace many of the
current digitalplatforms, ithas some technical restrictions. Scalability is a huge concern for
blockchain basedlatforms.

Although Bitcoin is the most famous application of blockchain, it can be applied to diverse
applications far beyond cryptocurrencies. Since it allows payments to be finished without any
bank or any intermediary, blockchain can be used in various fades®swices, such as digital
assets, remittance and onlip&yment.

There were many attempts in the past to develop a digital currency, but all of them failed as
they could not solve the double spending problem without the requirement of a trusted third
party. Bitcoin was the first application that managed to deal with this problem upeyin-

peer network, oncea transaction is confirmed it is impossible to double spend it.
(Christodoulou & Andreou, 2018, 13. With the coming of Bitcoin, instant, decentralized,
pseudonymous value transfer is finally possible. Effecting decentralized consensus in Bitcoin
meant that no one had to come over through a central authority or trust the other group to share
information, incuding information in the form of value transactions.



2.1 Blockchain architecture

Blockchain architecture can serve some assaiggtnizations. Firstf all, blockchain
transactions are validated and reliable due to the complex computations and cryptographic
proof among demanded parties.

Also, it provides stability, any records that are made in a blockchain cannot be changed or
deleted. lis possibldo track the provenance of every transaction inside the blockigugjer.

Any new record or transaction within the blockchain implies the building of a new block. Each
record is then proven and digitally signed to ensure its genuineness. Before this block is added
to the network, it should be verified by the majority of nodesersistem.

In addition to the above, blockchain procuae®nymity, eaclblockchain network participant

has a generated address and not a user ident
blockchain structure.

Finally, blockchain architecture aisis known, providesdecentralization antransparency.

With decentralization, eaclmember of the blockchain structure has access to the whole
allocated database. As opposed to the cehtrs¢d system, consensus algorithms allow for
control of the netwd. As well, with transparency, thélockchain system cannot be
demoralized. Tonake ithappen, itequires huge computing power to overwrite the blockchain
network entirely(Lastovetska, 2021)

Centralized Decentarlized Distributed Ledgers
»
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Users are Users are nol
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Figure 1 Difference between Centralized, Decentralized, and Distributed Ledger((Lastovetska, 2021)

The blockchain is a chain of blocks which contain specific information (database), but
in a secure and genuine way that is grouped together in a networkdjpear). In other
words, blockchain is a combination of computers linked to each other instead of a central
server, meaning that the whole network is decentralized.
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Smartphone
Client-server P2P network

Figure 2 Client Server versus P2P network (Lastovetska, 2021)

The difference b&teen a blockchain system and a database is that the conventional
architecture of the World Wide Web uses a chesmtver network. In this case, the server keeps
all the required information in one pladatabase so that it is easy to update and contitojied
an administrator(Figure 2)

In the case of the distributed blockchain network, each participant within the network
maintains, approves, and updates the medvies (figure 3. The structure of blockchain
technology is represented by a list of blocks with transactions in a parbcdéar

Two data structures which are used in blockchain include pointers andlisitkeBointersre
variables that keep information about the location of other variables. Linked lists are a
following of blocks where each block has specific data arks lio other following blocks with
thehelp of a pointer.

Head Record 1 Record 2 Record n-1 Record n
Data Data Data Data
.....
Pointer Pointer Pointer Pointer Null

Figure 3 Blockchain Hashing (Lastovetska, 2021)

Logically, the first block does not contain the pointer since it is the first in a chain. At
the same time, there is potentially going to be a final block within the blockchain database that
has a pointer with no valu@igure 4)

The following blockchairsequence diagram is a connected list of records.
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Block 1 Block 2 Block 3

Header ™ Header ™~ Header
" e . — ~
, Hash of previous > Hash of previous > Hash of previous
Block Header Block Header Block Header
Merkle root Merkle root Merkle root
Block 1 Block 2 Block 3
Transactions Transactions Transactions

Figure 4 Blockchain Structure(Lastovetska, 2021)

Epigrammaticlly, core components of blockchain architecture will be analysed:

0

O«

O«

O¢ O«

O«

Node- user or computer into the blockchain architecture (each hasamventional
copy of the whole blockchain ledger).

Transaction smallest building block of a blockchain system (records, information) that
serves as the purpose of blockchain.

Block - a data structure used for keeping a set of transactions which is distributed to all
nodes in the network.

Chain- a sequence of blocks in a specific order.

Miners - specific nodes which perform the block confirmation process before adding
anything to thélockchain structure.

Consensus (consensus protocolp set of rules and arrangements to carry out
blockchain operations.

12



HOW BLOCKGHAIN WORKS

Y A Block that represents i
A transaction s requested the transaction The Block is sent to every ;
is created node in the network iy

O

U
I:l(a : ) :| o S N
]

Nodes receive The Block is added
) a reward for to the existing The transaction
Nodes validate the transaction the Proof of Work Blockehain is complete

Figure 5 How Blockchain works(Lastovetska, 2021)

The abovefigure is a blockchain architecture diagram that shows how this actually
works in the form of a digital wallgEigure 5).
Each blockchain block consists of certain data, the hash of the block and the hash from the
previousblock. Thedata stored insideaeh block depends on the type of blockchain. For
example, in the Bitcoin blockchain structure, the block keeps data about the receiver, sender,
and the quantity of coins.
A hash is like a fingerprint. Each block hash is generated with the help of a cagtmghash
algorithm (SHA 258 Therefore this helps to identify each block in a blockchain structure
easily. The moment a block is created, it automatically attaches a hash, while any changes made
in a block affect the change of a hash too. So, hasthés discern any changes in blocks.
The final principle within the block is the hash from a previous block. This creates a chain of
bl ocks and is the main el ement behind bl ockoc
chain is a bispecial, alconfirmed and validated blocks are supplemental from the origination
block. Any corrupt attempts cause the blocks to change. All the following blocks then carry
incorrect information and render the whole blockchain system invalid.

On the other hand, in &ory, it could be possible to adapt all the blocks with the help
of strong computer processors. However, there is a solution that eliminates this possibility
called proof-of-work. Proof of Work (PoW) is the original consensus algorithm in a
blockchainnetwork. Thisalgorithm is used to confirm the transaction and creates a new block
to the chain. In this algorithm, miners (a group of people) compete against each other to
complete the transaction on thetwork. Thisallows a user to slow down the prosesf
creation of new blocks. In Bitcoin blockchain architecture, it takes around 10 minutes to
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determine the necessary pragfwork and add a new block to the chain. This work is done by
miners - special nodes within the Bitcoin blockchain structure. Minget to keep the
transaction fees from the block that they verified as a reward.

Prootfof-work prevents the consumption in the network which is a problem that has tortured
cryptographic researchers for decades. Consumption meant that a bad actor erudilthep
same funds twice, denying the first transaction happened. This problem is solved by having
miners in the network solve cryptographic proofs using their hardware. Miners are Bitcoin
nodes that verify a transaction and check it via its blockchaiorpjsa timestamped record of

all transactions ever made in the network. Someone could theoretically alter their blockchain
history, but with proof-work, they would also need to have the majority of computational
power.

Each new usefnode)joining thepeerto-peer network of blockchain receives a full copy of

the system. Once a new block is created, it is sent to each node within the blockchain system.
Then, each node verifies the block and checks whether the information appointed there is
correct. Afte that, unlesshere is a problem, the block is added to the local blockchain in each
node.

All the nodes inside a blockchain architecture creatmrssensus protocol A consensus
system is a set of network rules, and everyone should conform to themeftiot¢kchain.

For example, the Bitcoin blockchain has a consensus rule stating that a transaction amount
must be cut in half after every 200,000 blocks. This means that if a block produces a verification
reward of 10 Bitcoins, this value must be halvadragvery 200,000 blocks.

As well, there can only be 4 million Bitcoins left to be mined, since there is a maximum of 21
million Bitcoins laid down in the Bitcoin blockchain system by the protocol.

This makes blockchain technology invariable and crypfugcally secure by eliminating any
third-parties. It is nopossible toviolate the blockchain system, as it would be requisite to
tamper with all of its blocks, recalculate the proéfwvork for each block, and also control
more than 50% of all the nodi&sa peeito-peer network.

2.1.1 Types of blockchain architecture

Based on the sort of blockchain structure and its circumstances, the system can be more
centralized or decentralized. This simply refers to the blockchain architecture design and who
controls theledger. All blockchain structures fall into three categarigsblic, privateand
consortium blockchain.

Public blockchain architecture means that the data and access to the system is available to
anybody who is eager tparticipate. (e.gsome of blockchain systems that gmablic, are

Bitcoin, EthereumLitecoin). In a public blockchain, all records are visible to the public and
anyone can participate in the agreement process. On the other hand, this is less profitable since
it takes a significant amount of time to accept each new record into the blockchaecanohit

Private blockchain, incontrast to public blockchain architecture, the private system is
implemented only by users from a special organization or deputed users who have the

14



capability to participate. Aprivate blockchain is considered more certeadi since it is
controlled by a particular group with increased priva@gntrariwise a public blockchain is

open type and so it is decentralized.

Finally, Consortium blockchain structure can consist of a few organizations. In a consortium,
procedures are set up and controlled by the preparatory delegated users.

In terms of productiveness, the time for each transaction in a public blockchain is less eco
friendly since it requires a huge amount of computation power compared to private bilockcha
architecture.

The following table provides a detailed comparison among these three blockgbms.
(table 1)

Table 1 Detailed comparison among these three blockchain systems (Lastovetska, 2021)

Property Public blockchain Consortium blockchain Private blockchain
L . Selected set of Within one
Consensus determination All miners -
nodes organization
Read permission Public Public or restricted Public or restricted

Almost impossible to

Immutability level Could be tampered Could be tampered
tamper

Efficiency (use of Low High High

resources)

Centralization No Partial Yes

Consensus process Permissionless Needs permission Needs permission

2.2. Smart contracts

Smart contracts operate among with the blockchain technology leading blockchain to
its full potential. Smartontracts are referred as the components to Blockchain platform of next
generation(Sharma, 2017)

Smart contracts are simply programs stored on a blockchain that run when predetermined
conditions arenet. Theydefine the rules and conditions for queryatgdger and generating

new transactions that are recorded oifliey are used to automate the implementation of an
agreement so that all participants can be instantly assured of the outcome, without any
medi ator 6s parti ci pasoiasamate workftow, emecutinghe sext They
action when conditions are met.

Each smart contract has its own blockchain address, so any user can call a function on the smart
contract by adjusting a transaction and passing the function hash code into thet.c8mart

15



contracts allow trusted transactions to happen among diverse groups without the need for a
central authority or a mediator. Smart contracts fall to all capabilities of blockchain, and
therefore, all transactions are transparent, secure aealtac

(Christodoulou & Andreou, 2018, 13)

Smart

Contract
IF THEN e@

Figure 6 Smart contracts operation (Cryptopedia Cryptopedia staff- Gemini.- Gemini, 2021)

Specifically, crowdfunding is a good example to appreciate how smart copéxates.
A payment will be released to a fundraiser if a certain amount of Ether is deposited into a smart
contract by a certain date. Instead, if this will not happen, thepalyraent will be returned to
contributors. Because smart contracts exi st
changed) and affirmable (everyone can see them), guaranteeing a high level of trust.
Also, at smart contracts, there is a software knosvaracle. Oracle is a middleware that acts
as a mediator, converting the data from real world to smart contracts on the blockchain in
bidirectional way,

Smart

Contract
IF THEN @ @

— > — =

Figure 7 Smart contracts operation (Cryptopedia Cryptopedia staff- Gemini.- Gemini, 2021
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2.2.1 Advantages of smart contracts

Smart contracts, as mentioned, are applications that run exactly as programmed without
any possibility odowntime, censorship, frawd third-partyinterferenceAs mentioned, there
Is no downtime on smadontracts. Thepplications never shut dovguddenly.Also, they
provide a&curacy and transparency as terms are predefined in a samract. Whena
condition is met, the transfer occurs automatically and is recohdstad,if a transfer is
involved with a conventional contract, it's a manual process involving approvaifome:
Traditionally, transparency is imposed by the users who are involved.
Any user who isinvolved canreview, audit, and validate the archived transactions.
Transactions in smart contracts may be tracked right from the point of provenance, and
archiving occurs automatically, creating a fully accessible his{@mnpra, 2021)
Also, anotheadvantage of using smart contracts is the elimination of censorship. Ethereum
nodes are distributed around the world eliminating censorship from a cauinatity. This
offers automation and time savings because of smart contracts are automated and
programmable, runningnder predefined¢onditions. Therds no need for middlemen and
intermediate layers which are involved in the execution of a traditional contrathglthe
process(Arora, 2021)

Also, thecontract cannot behanged, hackeal manipulated so there is no existence of
fraud. Attraditional contracts, because of the elaboratfonanymediangarties, securitgan
be violated at any part in thgocess. Securitis sustained through cryptography, public key,
and private keys when using smart contracts. The data is too difficult to be modified. Smart
contracts are digitally signed using private keys and cankentlecrypted by using the public
key which is shared among the parties which are involved.
Finally, smart contracts are more economical compared to traditional contracts. Because they
are sel executed and thegt o nréquire mediators, andhe only tranaction encumbrance
produced from the fundamental infrastructure of the blockchain network running the smart
contract.

2.3 The era of NFT

A new phenomenon began to appear in the crypto sphere by last summer,-the non
fungible token (NFJ. Nonfungible tokens or NFTs are cryptographic assets on a blockchain
with unique identification codes and metadata that differentiate them from each other. Unlike
cryptocurrencieghey cannot be traded or exchanged at equivalency. An NFT is a unique and
noninterchangeable unit of data stored on the blockchain that can track a unique digital asset's
transfer, ownership and properties.

In the crypto world, currency units are similarly fungible and exchangeable, but not all digital
assets are. This is the wéyat NFT contributes, at the digitization of media including art,
music, videos, books and even news or blog posts has confounded the nature of ownership,
copyrights, and intellectual property. This is largely due to the ease with which digital media

17



can ke copied and reproduced. Nevertheless, NFTs provide a means for owners of different
types of digital content to sell and trade their property using the advantages provided by the
decentralized crypto spad®&apoli & Forbes Technology Council, 2021)

Furthermore, characteristics afionfungible tokens (NFTs) are designed to be
cryptographically verifiable, unique and eagrignsferable. Aon-fungible token is created by
an artist, creator, or licensmlder through a process called minting. Minting ig@cpss that
involves signing a blockchain transaction that outlines the fundamental token details, which is
then broadcasted to the blockchain to trigger a smart contract function which creates the token
and assigns it to its owner. A néungible token cosists of a unique token identifier, or token
ID, which is mapped to an owner identifier and stored inside a smart contract. When the owner
of a given token ID wishes to transfer it to another user, it is easy to verify ownership and
reassign the token @onew owner.
Non-fungible tokens can be created to represent virtually any asset, whether physical, digital
or metaphysical. However, the most common NFT assets are digital art, digital collectible
items, pieces of content like video or audio, and evekets.

Especially, noffungible tokens being utilized

0 NFT event tickets, companies can distribute and sell tickets to events using NFTs,
reducing procedurefor verification of ownership and authenticity and helping to
eliminate fraud.

0 Also, for customeengagement, brands organizations can issue or sell NFTs that

represent exclusive collectibles, products, experiences, or voting rights for the future

development of a product or service in order to deepen the engagement customers have

with the brand/organization.

In-gameitems, NFT<an be used to create a widely varied ecosystem of in game digital

items that can be bought sold and exchanged on open secondary markets and used

across a broader gaming ecosystem rather than tied up to one game

Credentialing, identity credental s | i ke dri verds | icenses

can be issued as NFTs to reduce the load of proof for these credentials and eliminate

the siloed nature of credentials today.

O«

O«

? everthelesghere are some challenges and risks that may affeatitsigion of norfungible
tokens:

0 Complexity: The technology and tooling behind #angible tokens and the
decentralized applications (dapps) that maintain them arensiM Many of the
complexities associated with building N¥@lated solutions are nget abstracted by
quality tooling.

0 Legal Implications: With the introduction of new and innovative technologies,
particularly ones that involve speculative or higllue assets, come distinct regulatory
and legal considerations including but not limitedkhow your customer procedures,
and securities law compliance.
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0 Rapid Innovation: The rapid pace of innovation in the NFT ecosystem and the
blockchain networks on which they are issued presents challenges for those adopting
the technology in the form of neistent change; agility and modularity are critical.
Concerns regarding Ecological Impact: Conservation continues in regard to the impact
that energyintensive blockchain networks that utilize the ProbWork consensus
mechanism have on climate changegd NFFfocused products have been a target for
such criticism. However, solutions already exist to ameliorate this concern, such as the
adoption of less energptensive consensus mechanisms and the use of L2 networks
where transactions that mint NFTs dsmvalidated more rapidly and efficiently outside

of the main blockchain networkAWS Amazon, 2021)

(@]

Finally, the global NFT market value is currently estimated to stand at around $43
billion, with a daily trading volume of over $3 billion. GFT Exchange (GFTX), is the company
that brought to market the first NFT movie promotion in May 2018, with 20th Century Fox and
Atom Tickets, releasing a limiteeddition Deadpool 2 digital posters to promote the film. The
NFT6s were available on Opensea.io via the C
Also, by the recent launch dflekaVerse, aNFT gami ng pr oj ect centr
robots made populdy prominent Japanese anime shows and manga comics. In just two weeks
since MekaVerse launched, the project has racked up over $139 million in trading volume,
making it the 13th most traded NFT collection to d&féintermeyer, 2021)
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3. Decentralized Applications

DApp is the acronym for "Decentralized ApplicationdApp is a type of application,
which function does not depend on a cendanahority, itoperates based on a decentralized
network. DApps allow people to access different services securely. These applications can be
used on personal computers, smartphones or even be accessible via tf@ryptbpedia
staff- Gemini., 2021.)
Most peoplearesf mi | i ar wi th t he t er softwae.plpehostofavebi on o a
software applications that are curreniged,obey a centralized servelient model. There are
three models of applications which are centralized, distributed and decedtralize

First of all, centralized applications which are the most used medsistem for
software applications operate with a single central authorityurt$, theflow of information,
the individuals are dependent on the central authority for sending egidimg information.
This model is used fronFacebook, AmazgnGoogle and other mainstream services.
Afterwards distributed means that the computation of a process is lay out beyond to one node.
A lot of companies have affiliated a distributed architextaoternally to accelerate computing
and data latency. This means that a system can be both centralized and distributed.
Finally, Decentralized means that any computation is independent in aonge. A
decentralized app has some characteristics like thamyidbe open source, protocols and data
are stored cryptographically in a blockchain, the cryptographic tokens are used for rewarding
system users as well as for application access and the tokens are generated using an algorithm
that motivate the members tonduce to the system.
Also, a system can be both distributed and decentralized. Bitcoin is distributed because its time
stamped public ledger, the blockchain, inhabits on multiple systerissaléodecentralized
because if one node fails, the network is still able to handRat.al, 2021.)

Decentralized applications can be sorted in three types according to whether the dapps
have their own blockchain or if they depended on another dapps blockchain.

0 Type | dApps- Financial Blockchaimpplications:These are dApps which havesih
own blockchain. It provides users with manners of controlling fir@nces. Therés
no centralization to the control of the network and so there is no single authority to be
responsible for controlling all the funds. Users are the possessor ahtirey in these
applications.

0 Type Il dApps- SemiFinancial Blockchain Applications: These dApps base their
application on the block of TypedliApps. Theyare protocols and must have tokens to
operate. It compromises both funds and information that ithatutside the
blockchain.

0 Type lll dApps- Fully - Functioning Decentralizefipplications: Theyse the protocol
of type Il Dapps. Theyhave protocols and tokens as a requirement for ¢iparation.

It uses all the features of both decentralized andluliséd systems. They are the most
popular type of BlockchainbaseddApps.(Medium Website, 2017)
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Decentralized applications run on a peepeer network of computers instead of a
single computer, and they are scheduled to incur without the existence of a central authority.
Also, appslike BitTorrent, LimeWire, Tor which existed before the blockchain era can be
characterized as decentralized applicatidbecentralized applicationthat incur on the
blockchain require the involvement of smart contract in order to functiosuitably, as
previously mentionedChristodoulou & Andreou, 2018, 13)
The term ADApp, 06 which came from the Ethereu
include a smart contract as the key component.

DApp Survey Results / Fluence Labs / 2019

87

Ethereum

19.,

Platform distribution among the survey participants

a DApp can use more than one blockchain

Figure 8 Platform distribution among the survey participants (Ponomarev, 2019)

Regarding the platform distribution of dapfise major part is used by Ethereum, with
EOSranking second and TRON ranking third. Some of the projects which surveyed were built
on more than one chain. Thalsere are very few Dapps which use other chains.

The plural of Decentralized apps used avabed frontend. Nearly the half of surveyed PAp
projects were depend on a conventional cloud to run their backendsaldt is notable that

the same number of decentralized apps were using a decentralized storage solution like
InterplanetaryFile System (IPFS) as were using a centralized cod&iviery network (CDN
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As well, a similar percentage was found to databases, more than half of DApps relied on a
centralized database while others DApps used a decentralized DB.

DApp Survey Results / Fluence Labs / 2012

Frontend Backend Databases Blockchain specific
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Figure 9 :Technologies used on dApps (Ponomarev, 2019)

Concerning the used technologies, React and Node.js took a notable lead, leaving
behind other popular languages and frameworks like pytifgrjava, php, vue.js
In the sector of databasegpps using MongoDBRostgreSQL anySQL, with MongoDB
are the most used from the otherentioned(Gelbart, 2018)

Decentralized apps and traditional applications have three basicTpiked$ront end,
the backend and the data storage layer. The difference between decentralized ahtradit
apps issue on the way that they interact with these elements.
Thefrontend is the interface that users use to interact with the applicdtiahis layer, the
object is to give the user the ability to interaeteive and send information to thephgation.
This second layer, which is thackend refers to the objective of the applicatidihe backend
in decentralized applications is associated with a smart contract which runs on a blockchain.
Smart contract is the object which guarantees tleatpleration of the decentralized application
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will be completedSmart contract guarantees high level of transparency and security as they
are visible and public to users. Alsbackend is supported by the APIs (Application
Programming Interface) armockchain competences.

Finally, there is thestoragel ayer . Ordinarily the data is st
servers controlled by third partieBhe disadvantage of this conditias,that if the server is
damaged or out of service, the usel lose the information of the application.

But in a decentralized applications network, data storage is completely decentralized likewise.
The information, actions of a dApp user which performed are stored on the blockchain. In
addition, all the data whiicare stored on the decentralized network are cryptographically
secured, preventingnsanctioned access by third parties. This means that if a user loses his
data, he can recover all his information using his dApp in a new device.

(Cryptopedia staff- Gemini, 2021.)

3.1 The way of decentralized applications operates

Decentralized applications operate like blockchain netwarksry dApp user is like a
node in the network. Each user has the ability to monitor the operations that are performed in
thenetwork Inthisnetwork, eacloperation is recorded which goes through the smart contract.
Smart contract is the object which apteor rejects if an operation of dApps users will be
done.In this way,it guarantees that all actions from users count in the network. Smart contract
controls the validation of each operation.

The information of applications at nodes are updated evagyihen there is a new operation

in the networkThe information is cached in every node. Thus, the application is functioning
with the resources of users' computéiso, the network will always be igervice, because

is impossible for all the nodes of the network to be erased at the same moment.
Consequently, dApps hold the positive assets of blockchain like sequivtgcy, anonymity

as they run orts network. So, users retain the control of thalata.(Cryptopedia staff
Gemini., 2021.)

3.2 Blockchain ecosystems on which dApps can be developed

In this section, it will be presented the most popular blockchain platforms and the
features of each. Some of them are be using for the development of dApps. Since the launch of
blockchain, they have been created over 40RpPps. Mostof them are built orEthereum
platform. Daily users reach about 150.000 and 90.000 of them are on Ethereum pl&timian. (
of the Dapps website, n.g.
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0 Ethereum

Ethereum is an opesource blockchain platform with its owanyptocurrency, called
Ether (Eth) and with its own programming language called Solidity. Solidity is used for
developers to build and run distributed applications on blockchain netttbrdr, the digital
currency is used for exchanges and also it is used to Ethereum network to run applications.
(bitzme website, 202)) Ethereumwas founded in 2013 by Russi@anadian programmer
Vitalik Buterin and several other crypto entrepreneurs, matheof, wergreviously involved
in bitcoin. Ethereum is the largest and most wesltiablished, opeended decentralized
software platform(Butterin, 2018) As a blockchainnetwork, Ethereunis a decentralized
public ledger for verifying and recording transactions. Ethereum enables the deployment of
smart contracts and decentralized applications to be built and run without any downtime, fraud,
adjustment or intervention from a third partpit2me website, 2020)
Benefits of using t he Et hdarge, @astingnétaotkfItois m c an
considered that it has a large global community with the largest ecosystem in blockchain and
cryptocurrency. Ethereurnmcludes a wide range dfinctions, asnentioned, it can execute
smart contracts and store datadpplications, besidesf being used as a digital currency.
The community oEthereundevelopers is constantly improving the network aeveloping
new applications.
Neverthelesdz t h e r grawmg@ popularity has led to higher transaction costs. For example,
Ethereum transaction fees, al so known as fgae
2021 which i s a upesstoearmaney) bulfioar disdtvantage for users
who are trying to use the network. This happens because unlike Bitcoin, where the network
itself rewards transaction verifiers, Ethereum requires those participating in the transaction to
cover the fe.
Also, Ethereumhas not a strict lifetime limit on number of coins in contrast to bitcoin
Unlike the Bitcoin blockchain, the Ethereum blockchain was not created to support a
cryptocurrency. The Ether cryptocurrency was created to provide an internal digrency
for applications built on the Ethereum blockchalrul{in, 2019)
Finally, Ethereuntontinues to evolve and improve, and the ongoing development of Ethereum
2.0 holds out the promise of new functions and greater efficiency.

0 EOS

EOS or EOS.IO was launched in July 2017. Darimaris the founder of the EOS.
is among the 20 most valuable blockchain tokens until to Feb28#¥, characterizedy
market capitalizationThe EOS ecosystem makes use of EOS.IO and EOS tokens.E®S.IO i
behaving like the operating system of a computer. EOS.IO uses blockchain architecture that is
used to enable the operation of decentralized applications in the neE@gktoken in the
cryptocurrency of the network.
The primary aim of the EOS platfon® tocreate, hosand support decentralized applications.
It supports all required traits for providing secaczess, authentication, usaganagement
and communication between the dApps. EOS is leading in growtiaming, gambling
applications, ananusc sharing (Leeway Hertz, 2021EOSuses the concemf proofof-
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stake, which allows it to make instant decisions, like rollback and bug fixing, through the
agreement from the majority stakeholderdias the aspirations to be better and faster that
Etheeum. Forexample, Ethereum can handle 15 transactionsgmnd, ircontrast to EOS

which aims for millions of transactions per second.

Also, EOS attempts to offer mosealability, flexibility and usability through its mechanism
because the limited avability of resources in the blockchain network is a magsue.
Becauseof EOS parallel execution and asynchronous communication methoétwark, it

can support thousands of dApps without hitting performanailelems. Thidhiappens, because
different males of an applications operate separately. For example, the authentication process
of an account is executed apart from the implementation process. #lesd, makehe
devel operdés job of cr easi¢r(Rodgck & Quady, 2021p por t i ng t

0 TRON

Tron is a blockchahibased decentralized network system which was founded in 2017
by Tron foundation (a Singapore rprofit organization). Found by JustBun, whois also
the CEO ofBitTorrent, thefile-sharing program. Primarily marketed inidsnd then gone
global. As of Augus2021, theplatform had more than 50 million accounts. Tron network is
built using the Solidity programming language. The native cryptocurrency of Tron is named
Tronix (TRX). The transactions at the network were carried out using TRX. The users of the
network use TR to get access. Crypiassets (TRX) can be stored irdesktop, mobileor
hardwarewallet. Tronas t he ot her bl ockchaindés platform
technology to abolish the use of the mediator and allow developers to make theitiapplica
directly available to ordinarysers. Tronplatform form has been compared to Ethereum
because both belong to blockchain technology and have thefsatmees, likedecentralized
applications, smarontracts and tokens.
CoinDeskin July 0of2021, reprtedthat crypto traders upbring their interest to blockchains that
provide cheaper t r an s arovide. Ghesudply efsUSD Gaegnna Et her
cryptocurrency connected to the URllar, whichexists on Tron, transcends $ 108 million
less than amonth after ittaunched. Accordingo CoinRanking at 5 Aug, TRX ranked 31st
among cryptocurrencies in market capitalization. Its price was $0.0705, giving it a market
capitalization of $4.66 billion. Its atime high on that date was $0.2180.6 (Set2120

0 Cardano

Cardano was developed in 2015 daudder] aunch
CharlesHokinson and because of it they have a lotammon. Bothare types of digital
currencies that also function as programmadigironments. Botlplatforms are used for
similar applications such as smart contracts. Cardano aims to be a better version of Ethereum.
The cefounder of the proebf-work (PoW) blockchaa Ethereum, distinguished the negative
issues that facBthereum. Suclas scalability, sustainability on PoW networks are bounded
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because of growing costs, energy use and slow transaction tinmgsaatructure. Sohe
commenced to creat@ardano, ands cryptocurrency ADA.

Cardano is a thirgeneration decentralized preof-stake (PoS) blockchain platform
according to Ethereum which is a prasffwork (PoW).Also, theCardano platform runs on

the Ouroboros consensus protocol It is the first PoS protoadi t i1 fundation phase.
(Investopedia Team, 2021)

Thisyear, Cardanglans to launch smart contracts and Ethereum will move to a proof of stake
model. Itis crucial if it is done without causing technigaloblems. Thdransactions are
expensive right now because there is huge netammgestion, thisesults in many developers

to move away from Ethereum. The upgrade from Ethereum to Ethereum 2.(penstiig but

it will not be simple. Cardands focused on ways that blockchain can solve real problems in
developing countries. On the other hand, Ethereum aims at economic applications.

Cardano development process is besegaratedn five phases. Eacbhf the five phases are
named after an influential historicédjure. Thefive phases are foundatiodecentralization,
smartcontracts, scalingnd governance. The organisations behind Cardano have released three
products, Atalgrism, atalascan and ataladce. The aim of the first product is to be used as
an identity management tool that can be used to procure acsesgites. Foexample, ittan

be used to authenticateedentials, accouifdr a bankaccount. Thether two products are used

to track gproduct through a supply chain.

Also, Cardano is developing a smart contract platform that will be used for development of
decentralized applications. Also, fgovernance, thaim of cardano is to use a democratie on
chain governance system called projemtalyst to manage the development and
implementation oprojects.(Investopedia Team, 2021)

The disadvantage of Cardano is that it works on a programming language called Plutus which
is underdeveloped. (Butterin, 2018). As of June 20, 2021, 71.59% of Cardano's
cryptocurrency ASA, is staked in 2,626 active pools with a value of approximately $31.4
billion.

0 Tezos

Tezos (XTZ) is a blockchain network connected to a digital token, which is named tez
or tezzieTezos, likeEthereumis made to use smart contract technology and provide flexibility
to the users of the network. One of the distinguishing features of Tegosamance. That
means that all decisions in the network are taken from the #dsos.Tezos additionallyo
other decentralized blockchains, includes a mechanism that permits users who hold tokens to
decide for the development of protocols in the network. (Conway & Rasure). 20s&rsor
holders of these tokens receive a reward for participating in itf-pfestake consensus
mechanism. Thealue of Tezos went through many fluctuations in the market. On RO¢ 2,
Tezosearned $232 million, making it one of the largest ICOs of all time. Tezos drew massive
attention in its initial coin offeringBut, becausof a conflict between Tezos president Johann
Gevers and Arthus and KathleBneitman, theowners of Tezos' intellectual property rights
have as result to delay the launch of The Tetadorm. Thisis the reason that Tezos ran into
legal problems. Inve®rsinitialized a series of lawsuits, arguing that tez were unregistered
securitiesSo, Tezos launched in 2018.The price of Tezzie tripled in the end of 2019 year and
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Tezos gained attracticagain. Finally the future of Tezos igptimistic. Tezosurvived in the
market and demonstrate the possibilitieplatform Conway & Rasure, 2021)

Neo

O«

NEO was founded by Da Hongfei and Erik Zhan in China in 2014.Firstly named as
AntShares and then it was rebranded to NEO in June 2017. NEO cryptoreoitaded into
NEO and GAS. It can be programmed in all popular languages like C#, Java, Go, Python, and
Kotlin, which facilitate developers to create their application to the platform. (Jahn & Rasure,
2027). NEOis known as Chinedethereum, dlockchainbased platform that supports its own
cryptocurrency and enables the development of digital assets and smart contracts. NEO aims
to use the characteristics of smart contracts like automating the administration of digital assets
with the potential aim of eating a distributed netwothased smart econongystem. The
system of NEO is characterized as a Smart Economy System. It combines Rsgras,
Digital identity and smart contracts which lead to a smart economy.
NEO aims to comply with regulations whihthe key to differentiate from the oth@atforms.
Assets at NEO, like in the other blockchain platforms, can be digitized in apen,
decentralizegreliable, and diaphanous way that there are no costsadtors. Alspassets
can beexchanged, baht, soldby users. Assets are protected in the NEO network and they are
registered on the platform having a digital identity which is validated and protected by law.

Digital identity is the asset which separates NEO from the other blockoladiiorms.
At NEO network, everyentity is needed to have a unique digital entity that can be verified.
Entities have the potential to perform transactions among themselves only if the other entity
has the required digitadentity. Thathas a result to make NEO netk@egulatorycompliant.
Thesame applies to the diverse nodes on the NE@orm. Theyneed to be identified before
they can conduse to the transaction verification and in other activities.
Digital identity gives the opportunity to verify information afbaehe participating individuals
and other entities that exist in the digm&twork. Smartontracts permit the implementation
of transactions and agreements among different entities without governance by any central
mechanism. The implementation of thentracts is based on the programming code of the
network, and smart contracts provide transparency and irreversibility of transactions.

In 2014, the founders of NEO cryptocurrency, Da Hongfei and Erik Zhan, created a
company name@®ncharwhich has as aim to provide blockchain solutions to various business.
Onchain focuses to create private and consortium blockchains to respondpediat needs
of theindustry. Themai n pr oduct of MINA (Destributéds Netwarsksip a n y
Architecture). Onchain hopes that DNA is the blockchain platform that cangitd dssets
to face up all challenges in the private and public sector and to help businesses.

Neo and Onchain operageparately. Thtarget of NEO is businegs-consumer (B2 while

at Onchain, thearget is businest®-business (B2B) enterprise se®s.Also, NEO is funded

by publiccommunity, whileOnchain is funded bifosun, arenormous private association of
China. Thefounder of NEODa Hongfei chose Fosun as an investment partner because the
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company is associated wifimance, medicascience entertainmentvhich can be combined

with blockchain tech.

Blockchainbased systems continue to grow so teams of NEO and Onchain with the aim to
succeed crosshain interoperabilittamong thevariant blockchain platforms. Digital identity
features will conibute to achieve the goal. This will allow users to connect and share
information betweerblockchains. ThReNEO pl at form i s the foundat
concept. NEOprovides decentralized, public blockchains whden ¢ h aDNA @isis for
privateblockchains. Onchairnas been approved by the government of Guiyang.

Although, government of China is concerned about financial risks of cryptocurrency,
speculations like the infinite cryptocurrency mining operations have become such a drain of
t he nat iicitysup@y whithehceaten the environmeNevertheless, thegre looking

for an alternate solution to corporate and integrate NEO into the compa@asa which

they could control(Jahn & Rasure, 2021)

0 Solana

Solana is a type afryptocurrency that exists exclusively online. Solana was initially
released in April 2019 and started trading at less than $1 per coin. Since then, its price has risen
remar kably fast, and as of November 2h@21, So
top 10 largest cryptocurrencies by total value, according to CoinMarketCap.

Created by Anatoly Yakovenko, Solana operates on a decentralized computer network using a
ledger called blockchain. This blockchain database manages and tracks the curmncy, an
effectively records every transaction thatos
computer network records the tr amegegiytfThisons i n
decentralized setup makes the network more robust, @&nsgl csn make transactions without

the need of an intermediary. Solana calls itself the fastest blockchain in the world with the
ability to verify 65,000 transactions per second. (Royal, 2021)

Also, Solana can power several applications that offer a yaridéatures:

o] With a cryptocurrency wallet, you can use Solana to send or receive the coin or
transfer it in exchange for goods and services.

o] Smart contracts are apps that automatically execute the terms of the contract
when its conditions have beauifflled.

0 Often associated with digital art, NFTs can be powered with Solana, allowing
artists and others to sell them to consumers.

0 With Solana, you can create and use permisigis® payments, ones that can
avoid centralized or government control atceed decentralized finance.

0 Besides its other functions, Solana supports the development of a range of other
apps, including games, investing, social media and more.

0 In addition to a proof of stake approach to validate transactions, Solana

timestanps them, eliminating the ability to-.er der transactions to a
This hel ps make -rSeosliasntaa nat offi cneentswoorrskh.i p
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Solana uses a fiproof of stakeoO system to ver
new coins. Howesr, as with other proof of stake systems, stakers can lose money if validated
transacti ons d oruods.tFovergymd transdctonssvalidatoes neéese staking
rewards in the form of new coins and take a cut of the rewards as a comniisgprihen

pass on the rest of the reward to those who have staked with them, proportionally to their
ownership interes{Royal, 2021)

0 Polkadot

Polkadot is a blockchain network which can be describedrasltichain. Theroject
is maintained by GamiWood, the former CTO of the Etherepnoject. Polkadoaims to build
a framework that interconnects blockchains, even if each chain performs different functions to
oneanother. Thewo main structural components of the Polkadot multichain are Relay chain
and Parachains.
Relay chain is central to everything. It is responsible for security, consensus ancheiass
interoperability across the whole network, and has an intentioredlycedfunctionality.
(Smartcontracts are not allowgdRelaychain, just like any other blockchain, has validators
stakedwithDOTTPo | kadot 6 s hfarusing RroofooluStakedorachigve consensus.
The validation mec hNominatedhProobf-Stakeal | Womahhtdi
their stake to particular validators in order to help them get recognized by the network and be
allowed to mine the blocks. Profits and losses are shared with nominators.
Parachains are blockchains that conne¢héoRelay chain and delegate their consensus and
security computations to it. In this wayarachainbecome fast and congestitee.
Each parachain can still has its own governance rules but it must be able to pass blocks that the
Relay chain can understand. The job of transitioning from a given parachain to the Relay chain
is done by special nodes call€dllators. Parachairare builtto serve a single purpose. For
example, one of them might be good for fast transactions while another is designed for smart
contractimplementation. WhileRelay chain is permanenparachaincan disconnect and
connect back to the network. The connect®astablished on a subscriptioasis.
Parachains are blockchains that run constantly and lease their space in the Polkadot network
by locking the funds for the duration of the lease.
Parathreads use a pagyou-go model. Parathreads are blockchainstinatiess frequently.
By design, parachains and parathreads can communicate. Even existing blockchains like
Bitcoin and Ethereum could join the Polkadot family via so called bridges. This resolves the
isolation issue we discussed about exishiwgkchainsin addition, the costs of running such
networks are significantly reduced because there is effectively one chain (Relay) responsible
for operation.
Another important advantage of Polkadot is being develofpendly. The majority of
parachains are builtsing Substrate, a modular framework that allows blockchains to be built
to specification within hours. Since the Relay Chain is built on Substrate, any Subatade
blockchain can easily connect to the netwdkight, 2021)
The Relay Chain of the Ha@dot Network has been live since May 2020.Kusama can be
thought of as a test network for Polkadot. Right now, the functionality of the Polkadot protocol
is being tested on this network. A special mechanism of distributing subscriptions to parachains

29



I caled candle auctionkis alsochecked. Theres a lot of trust in the future of Polkadotas
lot of projectshave already decided to use the Polkadot mechanisms in the past months.
(Knight, 2021)

0 Avalanche

Avalanche (AVAX) is a smart contracapable blockchain platform founded in 2019
by Dr. Emin Gun Sirer and focused on transaction speed, low costs, affricedbness.
Ultimately, what Avalanche hopes to deliver is a highly scalable blockchain thatédbesn
sacrifice decentralization aecurity. Oncea t r ansacti on has achi eve:
final,itcandt ever be altered.

TAY A

Primary Network

+ Validate Avalanche’s built-in blockchains
» Members must stake AVAX tokens

N _A

¥ 3 A \ \ \ ¥ A \ \ \ Y
W W\ )
Exchange (X) Chain Platform (P) Chain Contract (C) Chain

« Avalanche Consensus Protocol » Snowman Consensus Protocol » Snowman Consensus Protocol
* Creates Assets *» Coordinates Validators * Executes EVM Contracts
* Exchanges Assets « Creates Subnets * Smart Contracts

o ‘

Asset1 Asset2 AVAX Custom Chain 1 Custom Chain 2

Figure 10 The way that avalanche operates

Aval ancheds networ k c obloskehains.sEacbh blockchain e e ¢
specializes in a task within the broader Avalanche ecosystem instead of having one chain do
themall. Distributingtasks amongst different chains helps keep the Avalanche platform agile,
allowing it to achieve decentralization, security, and scalability.

The Exchange Chain ¢Khain) is the blockchain responsible for creating and transacting
Avalanche assets. Avalanéhe nati ve token AVAX is the curr e
on theplatform. Transactionesnthe XxChai n gener ate fees paid in
how gas fees on Ethereum are paid in ETH.

Smart contracts are Aval amables degelopkre 1o builke at ur
decentralized applications on Aval anche wh
scalabilitybenefits. TheC-Chain runs smart contracts for the Avalanche platform and is EVM
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(Ethereum Virtual Machine) compatible. Being EVMngoatible means anyone can deploy
Ethereum smart contracts on Avalanche and the already eki$tedcumapps canalso exist

in Avalancheplatform. Avalanchés also compatible with Solidity, the programming language

used by the Ethereum network.

Avalanché s-ChRin allows anyone to create an L1 or ll@ckchain. InAvalanche terms,

these blockchains are called subnets, with th&n being the default subnet commoito

The P-Chain manages the landscape of Avalanche subnets by keeping track obrsliolait

subnets are also responsible for validating #@&hRin. (The Shrimpy Team, 2021)

The Avalanche network can process an impressive 4,500 transactions per second, compared to
just 1530 transactions per second Ethereum o250 for Cardano.

3.2.1 Differences between blockchain ecosystems

Each blockchain platform has a different setapabilities. Mycomparison table can
give you this insight quickly.
The primary objective was a sithg-side comparison of selected platforms, and how they are
prepared for the future when blockchains will not be seen only as isolated platforms for crypto
coins but more as an extension to the current Internet where can exist applications, services,
and communities in a pure decentralized and distributed spaeeg whers are the only ones
having control over their data, digital currency, and immutablegsétircing code, executed
from a chain, is protecting their rights.

Table 2 Differences between blockchain ecosystems

Ethereum EOS TRON Cardane Tezos NEO Solana Polkadot Avalanche
2nd 3rd 2nd 2nd

Blockchain Generation 2nd gen gen 3rdgen 2ndgen gen gen gen 3rd gen 2nd gen
Consensus Mechanism PoW PoS Dpos PoS PoS dBFT Dpos NPoS DPos
Block Time 14s 55 35 20s 305 205 8s 65 3s
Smart Contracts Yes Yes Yes Yes Yes Yes Yes Yes Yes
Dapps Yes Yes Yes Yes Yes Yes Yes Yes Yes
Decentralized Exchange

(DEX) Yes Yes Yes Yes Yes Yes Yes Yas Yes
Decentralized

Finance(DeFI) Yes Yes Yes Yes Yes Yes Yes Yes Yeg|

Describing the fields of the table, first of all Consensus Mechanism is a secure, fault
tolerant mechanism used to achieve agreement on a state of the blockchain network. This
involves verification and auth&oation of every transaction, which becomes part of a new
block. Themain two mechanisms are PoW &S
PoW (Proofof-Work) computationally intensive algorithm, assures that miners can only
validate a new block of transactions if the network nodesatiidy agree that the block hash
provided by the miner as proof of his work is accurate.
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PoS (Proofof-Stake) which is not computationally intensive. Instead of having miners with
powerful HW, the next block producer is selected by the algorithm and lmesech
validator's stake. This process trust validators with the most stake that they will act responsibly
for the whole network.

But there are and some otlige, DPoS(Delegated PoS) which DPos system is maintained by

an election system for choosingdes which verify blocks. These nodes are called block
producers.

Also, NpoS (nominated proebf-stake)- a relatively new type of scheme used to select the
validators who are allowed to participate in the consensus protocol.

Finally, dBFT (DelegatedByzartine Fault Tolerance) which allows largeale participation,

in a similar way to the Delegated PramffStake consensusBFT mechanism consists of
absolute finality. After final confirmation,
be revoled or rolled back.

Referring to blocktime, transactiongsre broadcasted immediately, but they are not
trusted until they become a part of the next block. Forrdegonijt is important a low block
time. Asmentioned, in previous chapter thiesis, smi contract is actually a sedfxecuted
program stored in a blockchain that can be executed in a distributed and decentralized manner
when predetermined conditions are met.
DecentralizedExchangesPEX) are open markets for tokens or blockcHaased assets. They
directly connect buyers and sellers without an intermediary. They use their code to safeguard
transactions, so just when both sides comply, the transactioosnapéeted. Keyalgorithm of
DEX must exist as smart contract/dApp on the blockchain.
Finally, Decentralized Finance (DeFi) is another service provided by smart contract. DeFi
provides access to decentralized banking and financial services for anyone. (Holovsky, 2021)

32



3.3 Benefits of using dApps

It can be difficult to understand the idea of decentralization for those who are not
familiar with the blockchaitechnology. Althoughdecentralization means that no single entity
has control over the process that is being ugttl, 2018)
The use of decentralized applications can offer some benefits to users. Rilistdéfpps
proffer more autonomy and security from centralizediegipons. Decentralized applications
are open source, that means that the source code is available ensuring a high level of
transparency of the application. Community and users of a dApp can audit it and review the
source code of thapplication. Usergan inspect or improve the code as the source code of
smart contract is maintaingaiblicly. (Cryptopedia staff- Gemini., 2021.)
Also, one main feature of decentralized applicationseisurity. Theyare more resistant to
cyberattacksthan centralize@pplications.This happens because any computation is done to
a differentnode, eliminatinghe need for a singlentity. Forexample, if a singlserver app
goesdown, therthe entire system stops working. A dApp will only dmwn, if every node in
the networkalls, which is impossiblgPihl, 2018)
Privacy is more enhanced at dApps too. Dapps work on blockchain that use strong
cryptography to secure the data which thepdle. Thiglata is stored cryptographically to add
transparency and security. The information can only be seen by the creator and the other users
can only verify them fowalidity. All these actions which are handled by the application, can
be publicly reviewed inhe blockchain block explorer by theser. Butonly cryptographic
interactions can be seen, the entire data is stored cryptograpkalise. Iraddition to this,
the fact that a DApp works on a blockchain means that a consensus protocol is used to verify
each action. This may be that of Proof of Work (PoW) or the Proof of Participation (PoS) or
the one chosen by the DApp developer. This seeks to guarantee the same level of security
applicable to the blockchain on tB&pp. UnlikecentralizedapplicationsdApps do not store
information in the cloud or on exterrsdrvers(Cryptopedia staff- Gemini., 2021.)
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4.Categories of Decentralized Applications
(dApps)

In this chapter, itwill mention some of the most interesting and popular decentralized
applications on the market at this moment, in the respective categories.

4.1 Security dApps

These applications have the mission to safely certify and secure all digital askts. V
is a validation platform that secures any digital file against unlawful manipulation protecting
businesses and processes against digital fraud. Their solution can serve dadtesdiandard
for file protection. Alsg the second dAppMysterium Network is aropersourceproject
fighting censorship, surveillance and cybercrime through decentralized technology.

4.1.1V-ID

V-ID is a platform which is used at medium to large organizations fopidgection.
It validates and secure didifde protecting business against digitedud-1D uses blockchain
technology, thesoftware creates a fingerprint of the document that is embedded in the
blockchain. Thedocuments can be artype, frominvoices to educational certificates. The
document ca be authenticated quickly from anywhere since it is a verified part of the
blockchain. Thdiles must be validated so as tovsifiable. Theprocess of validation includes
extracting the fingerprints of files and saving them inleekchain. SpV-ID will detect if a
file changedor just onebyte, oranything else.

The validation can happen via 3 methods. First of all is the validation servige, V
members will do the validation for users on the webpage. If the custesaes, a&/-ID
conveyancer thenwill be present to confirm ID and parvise the validation process.

V-1D STAFF ON-SITE CHECK ID'S AND FILES VALIDATE

Figure 11 Validation service (VIDT Datalink Awareness Team, 2019)
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Afterward, with a selvalidationmethod, aremployee of the issuing organization can
validate files at any time he wishes. Firstly, an employee of the publishing organization is
defined to become a validator. ThiDagenpand sonos
V-ID-appointed conveyaec. After V-l D has created t he plafarin,i dat or
it has theability tolog in at a Validation Terminal. The Validation Terminal has a-trsemdly
interface, where files can be uploaded tovakdated.

AL T b
|

KYC EASY INTERFACE SELF-VALIDATED

Figure 12 Self - validation (VIDT Datalink Awareness Team, 2019)

Finally, with API validation, this method is a serverserver process. The-ND API
extracts the fingerprint of a file from the code that the software uses to create that file. This
means that, for example, in the case of a generated PDF file;I{béAR| does not med to
handle the file itself to still be able to validate the file. This validation process-isinosive
to the normal workflow at the company.

NORMAL WORKFLOW API EXTRACTS FINGERPRINT VALIDATED

Figure 13 API - validation (VIDT Datalink Awareness Team, 2019)

TheV-l D Pl atform saves the coherent infor ma
digital fingerprint is saved on thiglockchain. Thecoherent information of a file, like the
publishing party &vaydsatvetla thé digitagfidgerprmtiwhighs sased i s
on the blockchain. For a blockchain to be useful fdDWalidation there are some conditions
like the protocols of clients and the usegse. Currentlyhere are four blockchains to save the
fingerprint. Theseare Ethereum which has many nodes that ensure continuity and safety in
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n umb e r sHyperlddidé this blockchain is more closed, with less nodes, but more control
over the networkDigiByte, a verywell-known blockchain with great community support, a
high node count and low transaction ratBgcoin, the mostwell-known blockchain, wih
estimates of over 200000 nodes around the world.

Finally, the \AID Token {IDT) is the main factor that makes validatipossiblelD
appoints a wallet to the issuingrganization, containinga balance of MD tokens.
Organisations buy bundles MDT, of which the size depends on the expected monthly
amount ofvalidations. Atransaction with VIDT will occur each time a validationdisne,
which records all necessary details to track back the filetype, validation location, timestamp
and identity of thevalidator. Thetransaction of VIDT will be deducted from the VIDT bundle
of the publishingorganisation. Thefile can be verified in 5seconds.(VIDT Datalink
Awareness Team, 2019)

4.1.2 Mysterium VPN

Mysterium Network is aropensourceproject which aims to fight censorship and
surveillance through decentralizesthnology. Thalecentralized architecture uses encryption
and layered protection protocols to ensure privacy and anonymity for users in the network. The
peerto-peernode netwdk of the Mysterium project includes the use of the first decentralized
VPN. Mysterium Network is a quickly and scalable transport security layer. It cannot keep logs
of userod6s traffic b ebtoekehaire Dataf usetsasdistributeaerdss z ed V
the network as everything is transparent and not any single node having complete access to
u s eprofile.

The application is built witpeerto-peerarchitect ringusing AES256 encryption with
SHA384 cryptographic hashing and layered proteqgpiaiocols. Also, theMysterium VPN
mobile application uses th@penVPNprotocol. OpenVPN is anpensourcesoftware that
executes virtual private network technigues to create secure connections (point to point or site
to site) and remote accefxilities. It uses SSL/TLS protocol for kegxchange(Chacon,
2018)

Figure 14 How Mysterium VPN operates (mysterium VPN documentation)
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As we see in the picture above, a user uses Mysterium VPN to geo spoof to access the
internet encrypting the traffic usir@penVPNand wide guargrotocols. Therhe accesses
Mysterium network which is dysteriumcommunity of netizens who rent their resitel
IPs. In the case oMysterium, theinternet activity is rerouted through nodes offered by the
community members and neg¢rvers. Userwith unused network traffic can sell their internet
as a node to the Mysteriumarketplace. Finally, happears tde connected from USA while
he is browsing the web in otheountry. Thefirst version of the application includes some
basic functionality that will allow user to browse and connect to a list of available node
countries in the decentralized network TestNkser can also provide a secure connection to
those in need by hosting his own VPN nodkso, inthe application user will be able to see
his current IP address and connection status at the top of the screen. The bottom part of the
screen shows connedty statistics like session time duration and amount of traffic received
and sent. Other functionality includedawouritefeature so that you can save your preferred
connections for quick and easy access.

4.2 Finances/Exchange dApps

Theseapplications focus on building out financial services using cryptocurrencies.
They offer the possibilities of lending, borrowing, earning interest, and private payments with
no personal data required.

4.2.1 MakerDAO

MakerDAO is an opeisource project on the Ethereum blockchain created in
2014.MakerDAO is one of the first and most weallown projects that focused on decentralized
finance. MakerDAO uses the Maker protocol that allows users to borrow against a diversity of
supported crypto asseds warranty that they deposit into smart contracts. The crypto loans that
it accommodates are operated through Ethereum smart contracts as it is built on the Ethereum
blockchain. The Maker Foundation has granted control of the Maker Protocol, in order to
transfer its ownership completely and become a decentralised autonomous organisation
(DAO) . The DAO is composed of i ndi vidual s 8
governance token MKR, which gives to the users the capability to vote on changes to the
nework.

There are two tokens which incurhtekerDAO. Firstly,the Dai token is a stablecoin
which aims to be attached to the US dollar through supply and demand. In the MakerDAO
platform, whenusers seek tborrow, theydeposit supported cryptocurrenciesaaguarantee
and receive their loans in Dai. Meanwhile, in case the system heaps badl€B, ithetoken
is providing supporting liquidity and holders of MKR also take on a role in the governance of
the Maker Protocol. Inmore detail, the Maker Protoéos | oan functional ity
contracts on the Ethereum network, technically referred to as collateralized debt positions
(CDP), or more recently Mak&faults. Forexample, when someone wants to bordaw they
deposit ETH or other warranty asseto the Maker Protocol to be held in a Maker Vault and
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receive a loan in Dai relative to thewllateral. Thdoaned Dai can be paid back at any time in
return for the collateral or the Vault can liquidate the collateral to ensure the wecured,
meanwhile when they are paid back, Dai tokens are automatically destroyed.

However, the MKR token is uséar two purposes on the MakerDAO netwoHtstly,
the governance rights provided by MKR tokens allow holders to adjust the ecosystem: the
addition d new collateral types and risk parameters for them, are regulated by a majority vote
of MKR holders. In addition to governance, MKR holders also act as buyers of last resort for
Dailoans. Ifthe collateral ETH held in the Maker Vaults is insufficienté@er the amount of
Dai in circulation, MKR is created and sold in a debt auction in order to raise the amount of
collateral. The functionality of MKR is designed to urge holders to act responsibly in their
collective governance of theetwork. TheMaker Rotocol aims to unlock the possibilities of
decentralized finance and provide developers and users with a set of innovative financial tools.
Relatively, the Maker Protocol and its Dai stablecoin are crucial base layer infrastructure for
diverse other DeRrotocols.

Dai is used and accepted by a range of commudéyeloped DeFi apps that use the
Ethereumblockchain. Forexample, The Airbus Heritage platform is a blockckemabled
fundraising and donation platform that allows charities to incorporatéocypency and smart
contracts and so open up funding possibilities to a new class of potential dONECEF is
also using the Dai token to allow donors to fund epemrce explorations of blockchain for
social projects: Dai donations tdNICEF in any amount go towards bounties and research
funds for a range of tech projects designed to help vulnepaaple. OtheDeFi apps that
currently operate in the Maker Ecosystem and utilize Dai, include, Outlet, ayibigh
alternative to savings acams, and Uniswap, a protocol which facilitates fast, efficient crypto
trades on the Ethereum blockchain. In addition to applications in commercial finance,
MakerDAO hopes that the adoption of Dai positivalill impact regions suffering from
hyperinflation by offering users a stable alternative to inconstant currencies.
Dai is also makingits way into the gaming industry as developers use the blockchain to
monetize and grow igame economies. Games like Axie Infinity, Skyweaver, and Battle
Racers allow usserto create and tokenizegame assets, and earn rewards for those tokens on
the blockchain. MakerDAO has launched the Dai Gaming Initiative to promote Dai within the
gamingecosystem, tonduce the development of gaming apps that integrate with Daidswar

As a decentralized aut onomeansobjectivgsioi zat i ¢
transfer its governance entirely to its users, who will run the blockchain as a community. Those
agreements are reached via a voting system that issues polls to MKRs lsnidieras which
cryptocurrencies to accept as collateral, where to set borrowing rates, and which individuals to
appoint as MakeRepresentatives. ltine latest governance polls, for example, users voted on
whether to add the Gemini Dollar (GUSD) and Paid3(PAXG) to the list of accepted
collateral currencies in the Maker Protocol. Both polls resulted in support for adding the
cryptocurrencies. Developersntinue to use Dai and the Maker Protocol to create innovative
DeFi apps that grow the Maker Ecogmtand increase its accessibility to users around the
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world. To support that effort, MakerDAO hosts a repository of resources for developers seeking
to integrate Dai, while the community itself has developed the Awesome MakerDAO resource
which also servesto introduce new users to the possibilities of DekFi.
The daily active users are 8,598 and the transactions at one day reach to(bh4c@@isuisse,

2020)

4.2.2 PancakeSwap

PancakeSwap is the largest decentralized application on the Binance Smaiit Chain
was launched by anonymous depersand its function is to allow tokens to be exchanged on
the Binance Smarhain. PancakeSwapp is a decentralized exchange for swapping-B&P
tokens. BEP20 is a token standard on Binance Smart Chain that extend&REhereum
token standand More specifically BEB20 is used as a blueprint for tokens that defines
different rules for the wge of tokens (Binance Academy, 2020PancakeSwap uses an
automated market maker (AMM) model. That means that while users can trade digital assets
on the platform, there is a liquidity pool to trade with. Those pools are filled with wthee r s 0
funds. Tle user deposits his assets into the pool, receiving liquidity provider (or LP) tokens in
return. They can use those tokens to reclaim their share, plus a portion of the tradig,fees.
users can trade BERO tokens, or add liquidity and earn rewards.
Parcakeswap application gives some more additiomgtions. Forexample, asimple
description of the application and the assets of it, user can also farm inside the application to
get LP tokens and ea@uake. Finally user can bet it iByrupplains. Onceagan, userqeed to
approve the withdrawalf theseiokens for staking it. When tli&akehas been staked, user will
be earning the reward token of the pool passivelyjH#&tvestselection, usecan cash out his
rewards.

PancakeSwap has been audited by Reas depositing funds into a smart contract always
carries the risk of bugs, even for audited and highly reputable prgjBotance Academy,
2020. Thedaily active users are 51,360 and the transactions at one day reach to 58,070.

4.2.3 OpenOcean

OpenOcean is a fully decentralized liquidity aggregator on ETH, BSC, ONT and other
public blockchains that offers users the best rates for cryptocursaragys. OpenOceamas
set up in Singapore and the first version of platform (Antarctic Oceas) launched in
September2020.The technical team consists of engineers and financial veterans from
multinational IT companies like IBMntel. Openocean application is offering traders price
comparisons between both decentralized exchanges and cedteatizhanges. Usersf
OpenOcean can tradghereum, Binancemartchain, Tron Ontology, SolanandPolkadot.
This makes OpenOcean unique from the other decentralized exchange aggregators. DEX
aggregators usually use algorithms to find the best pricex toade, comparingnultiple
decentralized exchanges.
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OpenOcean takes a secuiist approach to protect users from security vulnerabilities
and other incidents. Apart from their internal security auditing, OpenOcean decentralized
application passed sedyrauditing on all OpenOcean public contracts from Certik on March
9, 2021, andSlowMist on February 18, 2021, without any issu€ertik leads blockchain
security by innovating the use of cuttiegdge formal verification technology on smart
contracts and blockchains. Unlike traditional security audits, formal verification
mathematically proves program correctness and hacker resistaisce. SlowMist is a
company focused on blockchain ecosystem security. The company is already a top international
blockchan security company, serving many global wellown projects through security
solutions that integrate threat discovery defencewhile tailoring to local conditions.

In the cryptoindustry, sdfar, therewas no single entrance for eatp crypto tradig
between DEXs and CEXs. DEXs was chosen by agaes, takingesponsibility for the safety
of their ownfunds,choosing to trust smart contracts when they are taking part in trading. In
otherways, CEXsvaspreferredby other users because of betteriliiiy and to transact with
fiat currencies.However, priceinstability and price variations between exchanges mean
mainstream users without programming skills cannot get the best pricesnartket. Asa
result, OpenOceansing an optimized version of the Dijkstra algorithm calledt& which
splits routing between different protocols for better transaction &wegoffers the best prices
for users orDEXs. OpenOceathen compares the best prices on DEXs and thepbiests on
listed CEXs Thenthe protocol offers tauser, tot r ade at the best price
chosen DEXs or CEXs with thetrallet. Accordingo an article in DAp@ourneyOpenOcean
provided traders with a better price and lower gas feesthiBor e s u | dffectiva thad s
OpenOcean has no extra free commitment.

OpenOcean is also friendly to both begin and experietmaddrs. lprovides a simple
userinterface. Theclassic versionsffer new users charts of price on DEXs dEXs, also
price comparisons between DEXs and CEXse pro version of DApp which is in the building
phase, providegransactions tools like limitorders, profitand losssettings, reatime
monitoring andalerts. Inthe future, theaim of the OpenOcean team is to pra&via more
complete app, to operate as an entry point for crypto traders to get access to all exchanges and
facilitate any type of comprehensive trading stratégyally, OpenOceahas established itself
as an app which cares abouttiser. Accordindo satistics, active wallet addresses are around
60.000 and $500 million in tradingplume. Thedaily users of OpenOcean are 568 and the
transactions at one day acces$,&00.(Cointelegraph, 2021)

4.2.4 JustSwap

Just Swap is TRONGO6s brand new decentrali z:¢
the instant exchange between all TRC20 tokens and asserts more reliable DeFi functionality
on Tron. Itwas officially launched in August,2020 and founded by Chinese entreprameu
crypto expert Justin Sun. The aim of the TRON founder Justin Sun, is to face up the high ETH
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gas fees which have created important problems from many ui3eFs. Withthe launch of
JustSwap, DeFin TRON will havereducedees and will be 200faster becausef the facility

of instantsettlements. Somether important features which are provided from JustSavep

infinite liquidity for countless traders armgbplications. AlsoJustSwap users would be able to

earn mining rewards and trading fe@¢EWSBTC, 202Q. Theprice is resolved by the number

of tokens in each pool. Each swap happens by replacing some tokens with a certain number of
another token. For using JustSwap user does not need to register an account, just use his
decentralized wallet ttbg in. The project presently supports the TronLim&llet. Thedaily

users are about 6.000

4.3 Gaming dApps

These are applications that focus on the creation of virtual worlds and battling other
players using collectibles that hold re&brld value.
Blockchain technology has a very unfair reputation for beinglarging. Butblockchain can
also be fun and Gaming Dapps are proof of that.

4.3.1 Eos Dynasty

EOS Dynasty is a cryptocurrency decentralized application related to Player vs Player
(PVP) andRole-PlayingGame (RPG) that combined with E®®Bckchain. Thggame launched
in May 2019 and it's still one of the most popular blockclgaimes. Theconomy ofCrypto
Dynasty is the most important element of the game, and it is based at TKT (in ganm)e token
Thistoken allows users to be able to participate in thgaime economy and gain marems,
resourcesand real moneyEOS allows users to buy charactersl yjet more resources to
upgrade these characters as more as they can. The more powerful these characters are, the
higher the resources a player dave. Allitems can be traded on a marketplace driven by
smartcontracts(Hoogendoorn, 2019)

Inside the game, the users can select am\agrior, archerand wizard for their
character. Evergharacter has specwability. Usershave the ability to fight battles for gaining
experience andaterials, gairmounts to finally upgrade their heroes amg@y them with
better weaponsirmors ancequipment. Therare 16 levels for heroes tpgrade, everievel
up will increase herattributes. Therare about 20 unique mounts in t@me. Usuallythe
routine ingame for the user is to collect his mater@ieck hismounts, forgeand melt his
items. Subsequently, lean also start crafting tickets and participate in the boss Fardsly,
the user can participate in tAeena. InArena, usergan get some extfaOS, butthis area is
available only to hig level characters. Thequipment in the game is cryptographic Non
Fungible Token (NFT) stored on théockchain, sat is unique and can be owned exclusively
by the players and can be traded freely in NFT markets, for example on Scatter Marketplace.
The ompany plans to release up to 1 billion TKT to the game. Atithis, lesghan 25% of
it is currentlyavailable, whichmeans that there is still a lot of space for the gangeaw. The
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game recently transferred from EOS blockchaiktteereum. Thelaily active users are 1,350
and the transactions daily reach to 21,800.

4.3.2 Cryptokitties

One of the first games which were created to be based on the blockchain technology
was Cryptokitties. The game was created by Vancouver anér8aciscebased design studio
AxiomZen. CryptoKitties is essentially like a digital version Bbkémoncards but based on
the Ethereum blockchain. The usergame has the aim to collect virtual cats which each of
these cats have different characteristiosn the rest which make them rare. The significant
element that makes the game special is that every kittie has unique DNA that can lead to four
billion possible genetic variations. The application releases a new cat every 15 minutes and the
others are geerated by the breeding of existing cryptokitties. ThgptoKittiescan beraded,
sold and purchased like any other digitedset. Thdransactions are carried out using only
Ether. Cryptokitties affect over 10% of network traffic on Ethereum and tnsattdons
become more expensive as the traffic incred88BC, 2017). Onemonth after the release of
thegame, thenumber of players increased due to the sold of the first kitty for 247 eth (more
than $100,000 Thiswas a notorious action for tlgame. Hbwever, becausef this, thegap
increased between rich and poor players, and this was the reason that thaseskas
decreased. ABme goes, thective users have beeeduced, dailyisers this moment are only
about 75 and daily transactions are ald@8&.However on thpast, peopl@ave spent over $24
million on Cryptokitties.

The CryptoKitties game has five smart contracts: the Core con@Gacte Science
contract, Offers contracgales Auctiorcontract, andsiring Auctioncontract. Based on these
contracts, players can trade or transfer kitties with other players and breed new Kitties.

Table 3 Cryptokitties smart contracts (Fan Liu & Jian Jiang, 2021)

Contract name Main functions

Core Record all kitties’ attributes and owner information
SalesAuction As an intermediary to help player trade kitties
Offers As an intermediary to help player trade kitties
SiringAuction As an intermediary to help player rent kitties
GeneScience Calculate the genes of newborn kitties

Analysingthecontracts, therare three ways to trade or to transfer a kitty. Firstly, Using
the SalesAuctioncontract in which the seller lists a kitty for sale with a primary price, a final
price, and a price change period to 8aesAuctioncontract. Asusual, theprimary price is
higher than the final price. The price of the kitty will change when the vendue starts linearly
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from the primary price to the final price at a stable rate during the price change period. The
price will not change after this period. Unléssre is an offer from a buyer cancelledby the

seller, the kitty will remain in theéalesAuction contract. Upon receiving an offer, the
SalesAuctioncontract will send the kitty to the buyer and transfer the payment to the seller.
Also, using theCore contract,provides the ability for a player to call the transfer function to
transfer his kitty to another player or the approve function to allow other players to transfer his
kitty. With this action, transferring the kitty means that a kitty cannot belyaded, butan

also be gifted to anothg@ilayer. Usingthe Offers contract, the buyer settles a request to the
seller and sends the purchase fee tddffers contract. Theffers contract will transfer the
kitty to the buy ecepisshefiedahdsens the purthade feetodbiter] | e r
Whenthe kitties ardraded throughhe SalesAuction the game publisher charges the sellers

for 3.75% of the dealing price as a handling fee. Same rate of dealing price will be charged to
the buyes using the Offers contracts. The players also need to pay gas fees to Ethereum miners
through their Ethereurwallet, whenthey call any function in each contract. The gas fee is
usually between 0.0001eth and 0.01eth.

Finally, thereare two ways to raise newkitty. A player selects two of his own Kitties
as parameters and calls the breed with Auto function in the Core contract with a breeding fee.
After this operation, the mother kittie will become pregnant for a period. After this period, a
player, alsocalled the midwife, will call the give birth function in the Core contract to give
birth to the new kitty. Th@ew bornkitty will be transferred to the owner of the mother Kkitty.
The breeding fee will be indemnified to the midwife for their Ethereunfiegesspaid. The other
way is, to glayer breedvith one of his own kitties and another rented from the Siring Auction
contract, which lists a number of kitties owned by the lenders. A midwife is also needed in this
case. When a kitty is rented out througbk Siring Auction contract, the game publisher will
charge the lender 3.75% of the rent as a hanf#agrhebreeding fee varied ovéme. Atthe
g a meekease, itvas set to 0.0@2h.However, due to the congestion of the Ethereum network
resulting from the gaming transactions, the gas fee was raised. The game publisher increased
the breeding fee to 0.015eth and later adjusted it to 0.008eth. Such adjustment happened several
times afteward, but despite that, the breeding fee has been stable atth.Qb&n Liu & Jian
Jiang, 2021)

4.3.3 Axie Infinity

Many games even already implement blockchain, including NFTs, into their play.
Games like Axie Infinity allow players to create digithlFT creatures with unique
characteristics that can be traded for real cryptocurrency to other players.

Axie Infinity is a wildly popular digital pet universe in which players can battle, collect, and
earn crypto, trading fantasy creatures dubbed Axiegldyy users need a digital wallet from
which they can purchase Axies. Gamers can sell or trade-fokbedgame assets in exchange

for cryptocurrency. Playo-earn cryptocurrencies like Axie's have been among the best
performing coins this year. The AX{AXS) coin has soared from under $1 in early 2021 to
over $100 at its peak, though it has since pulled back somewhat from that level. Axie Infinity
has close to 100,000 users in the last 24 hours.
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Developed by Viethamese studio Sky Mavis, Axie Infirmgtya blockchain game where
NFTs in the form of Axie monster pets, can be utilized to plagaime battles, breed new
Axies, or collect game items that serve different purposes.
All in all, Axie Infinity has not become only a mainstream game, it is crgatinew digital
economy. Dueo the high importance of NFTs within the game, there is a strong correlation
between usage and NFT sales volumes. In the last 30 days, Axie has registered the second
highest number of NFT sales across all dapps with moreB8ia000 sales just lagging NBA
Top Shot.
While the difference with the aforementioned NFT projects is overwhelming, what impresses
even more is the exponenti al growth in the g
in June, Axie has increased 475% i s al es vol ume. Additionally,
800% when compared to Q1 numbers. The number of traders and sales have also increased
exponentially. Axie registered a 304% and 290% increase from the previous 30 days
respectively.

Axie Infinity: Count of Sales and Sales Volume
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Figure 15 Axie Infinity- Count of Sales and Sales volume

In depth analysis shows that together with the number of sales, demand for Axies keeps
substantially growing as well. As of July 12, there were more than 454,000 Axeesaldhich
represents a 220% increase from the previous month. For the second straight month, there are
more Axies bred than sold everPDapgpyaddodeoCCl
pointed out, fAeven with morfleorandaverage dalewalde t han
keeps risingo.
Another interesting insight is that the buyers and | Iraéiorhésstotally changed in the last
months. Not long ago, at the start of May, the a dratio was almost 1:1. It changed
completely in the lasmto mont hs where the buyersd demand
supply. This is a powerful factor to consider in the mass adoptorative. Axielnfinity is
managing to build a strong community across different platforms. As shown in the first image,
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Axi eds Discord membership has skyrocketed as
adoption.

Axie Infinity has enjoyed massive success since migrating to Ronin wallet. The launch
of the sidechain has paved the way for a significant uptickmt game 6s demand. A
according to Token Terminal, Axie Infinity has spawned over $69 million in revenue for the
team during 2021 alone.

Players can earn SLP (Smooth love Potion), thgaime currency, by battling in PVE
or PvP modes. This digitalsset can later be used to breed new Axies, or to generate real life
income by selling it for local currency through centralized exchanges.
However, not everybody has access to the popular game. Axie Infinity requires players to have
at least three Axipets to start earning SLP. Currently, the cheapest Axies found on the Axie
Infinity Marketplace are worth around $350 with one breed or more than $400 fargusw
An initial investment of more than $1,000 is required, limiting the game access from an
economicstandpoint. Private initiatives like Blackpool Finance are adopting a business model

commonly wused for educational purposes to de
This model can be related to widely known scholarships. Scholarshipssvaishared revenue
model where Axi e owners fAlendo their NFTs to

play-to-earn features. This type of model generates value in different ways. The social impact
generated displays the potential of blockch@in.top of that, more people are getting to know
this technology, improving their future outlook as well. Scholarships are being offered to
players from different countries, with the biggest numbers coming from Philippines,
Venezuela, Cuba, Qatar and theited Arab Emirates. It will be worth monitoring in the
upcoming months, the real impact achieved by Axie Infinity as a whole.

Migrating to Ronin had an enormous effect on the project. This migration enabled a true
gaming experience with seamless and ailljucostless transactions. Although Ronin is just

Et hereumbébs sidechain, it is more than fair t
During the last 30 days, Ronin generated more gas fees than BSC and MATIC. Only Uniswap
produced moretraasc t i on f ees o0 nl. [tHooKs Bke meopte @rs begirmingeto
understand the true potential behind blockchain andtplaarn games like AxigHerrara,

2021)

4.4 Social dApps

These are applications that focus on digital ownership, increaamgng potential for
creators, and inventing new ways to invest in your favourite creators and their work.
Social media are interactive technologies that allow the creation or sharing/exchange of
information, ideas, interests, and other forms of expwassia virtual communities and
networks. Atthe social media industry, in particular, decentralized technology has the potential
to provide a new approach to data protection, user control, and content regulation.
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4.4.1 Ecency

Ecency is a social network gipcation which created in August 2016 as an alternative
social network for content creators which is uncensored and based at blockahaowered
by hive. Hiveis a blockchain that was designed to be fast, feeless, decentralized, uncensored
platform forWeb3.0 applications, with builh features where stakeholders can earn rewards
by posting, playing gamesading.The tokens of Hive blockchain called HIVE. Ecency dapp
rewards content creators with the bunltstimulus mechanism of blockchain, with tokens
(Hive, Hive Dollars, Hive Power) as well as Points. Tokens can be purchased and sold in major
cryptocurrency eshangesd.g.,Binance, Bittrex). Points could be utilized within the platform
and traded for goodservices. Pointsan be used fgsromoting, boostingl s eaorded, and
also can be gifted to anotheser. Ecencyhelps mainstream users to approach katbain
technology, rewarding them for thdime, resourcesand learn while they enjoy the social
aspects of blockchairEcercy is also open source, and innovative. Ecency provides mobile
application for an omgoing solution and also desktaypplication.Also, it provides security
measures like public and private keys are encrypted.

The Hive network constantly creates new digital tokens to reward content creators.
Some of the newlgreated tokens are given to users who add value to the platform by posting
commenting, and voting on other peopf@sts. Promotedosts are mingled across the feeds
to all users in mobile app, desktop app and web application There is no limit or restrictions,
any post can be promoted to get more exposureagagement. Als@oints can be used for
boosting content. Content is checked by moderators and should be odgmeht, not
detected bynackbot, oany othemblacklists Althoughthere is content source which helps the
user to understand how content ywablished. Irsomeposts, therés a thirdparty clienhame,
which indicates the content came from a fiecencyapplication. Authors can also use third
party client applications to manage thigings. Posteand comments remain active for 7 days
and rewards are undulatddpending on votes of tip@st andnarket price ofoken. Wherthe
period is over, pending reward changes to actual reward and user is able to dim any
user can create a suggestion and persuade community to vote on their propodahttedet
Whena suggestion reaches certain thresholkbtds, itwill start receiving funds eadtour. If
proposal falls below limit, system will stop funding for thi®posal. Usersan vote as many
proposals as thewant, thereare nolimits.Transactions on Hive blockchain has zéres,
transactiongatelimiting is employed to safeguard the blockchain from spdiacks. Every
action will consume a small amount of resounaalits. Actiorincludingposting,commenting,
voting, transfering tokens but not viewingontent. Everyuser has a limited amount of
Resource Credits to use each week. The more transactions a user does, the less Resource
Credits they will have left (until they recharge). Users with more Hive power will have more
reource credits(ecency documentation, n.d. Ecencydaily users reach at 617 and the
transactions on one day are 3.830.
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4.4.2 Livepeer

Livepeer projects concerns about a live video streampmdication. Livepeecan be
used from people who want to build applications that include live or on demand video to power
their videofunctionality. Also,users who want to stream video, gaming, coding, entertainment,
educational courses, and other types of content can pseadipns built on Livepeer to do so.
Finally, Broadcastersuch as Twitch who have large audiences and high streaming bills or
infrastructure costs can use Livepeer to reduce costs or infrastructure overhead.
The user can stream a video into #pplication, andhe network will encode it into all of the
formatsthat are needed to reach the majority of devices of agers. Alspthe distribution of
video is handling in a decentralized way without dependency on ceatkars. Thegoal of
the Livepeer project is to provide an open platform that dgiveadcastes, developersand
users the ability to get their content and message autttwork. Theaim will be achieved,
with the combination of anpensourcemediaserver, geerto-peer network and a designed
blockchain based crypteconomic protocolPetkanics 2019)

There are two key actors in the Livepeer network that ensure the quality of the live
stream, Orchestrators abelegators. Orchestrat@anany user who can join the network and
become what's known as an orchestrator by running software thed alllience to contribute
their computer's resources (CPU, GPU, and bandwidth) in service of transcoding and
distributing video for paying broadcasters ateVelopers. Fodoing this, audience can earn
fees in the form of a cryptocurrency like ETH or @&taoin pinned to the US dollar like DAI.

But, inorder to earn the right to do this type of work on the network, users must first earn or
acquire Livepeer Token, also known as LPT.The purpose of the Livepeer token (LPT) is to
coordinate, bootstrap, and thvate participants to make sure the Livepeer network is as cheap,
effective, secure, reliable and useful as possible. In the Livepeer protocol, LPT is required to
perform the work of transcoding and distributing video on the network. The more LPT users
own, the more work they are able to perform on the network in exchange for fees. As the
network's usage grows, so does the demand for orchestrators and thus LPT. It requires serious
technical knowledge to perform the job of an Orchestrator. and can beiméujbb.

There's another set of actors in the Livepeer protocol who own a less active although
equally important role within the protocol. They are called Livepeegators. Delegatoese
Livepeer token holderswho participate in the network by stafi their tokens towards
orchestrators. When users stake, tokens become locked up for a period of time and then user
can take them back or stake them to a different Orchestrator. Doing this helps ensure that the
network is moresecure. Whea broadcaster pa fees into the network, both orchestrators and
Delegators earn a portion of those fees as a reward for ensuring-quiigh and secure
network. Inaddition to earning fees, Livepeer mints new token over time, much like Bitcoin
and Ethereum block rewds, which are split amongst Delegators and orchestrators in
proportion to their total stake relative to others in the network.This has the effect of growing
network ownership amongst those who participate and shrinking it amongst those who do not.It
also gves orchestrators a powerful economic advantage over traditional centralized video
providers since the value of the token offsets what they need to charge broadcasters to break
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even. With traditional centralized video providers, they have to charge giocdist of service
for transcoding and distributing video plus a margin.

In Livepeer, new tokens are minted everycatled round. Rounds are measured in
Ethereum blocks, where one round is equal to 5760 Ethereum blocks. In Ethereum, one block
is mined oraverage every 14.55 seconds, which means one Livepeer round lasts roughly 23.28
hours. The current rate of inflation as of today's round is 0.02325% andstb@nently a total
of 24,631,574.72 Livepeer tokenssopply. Soa total of 5,726.84 newly imted Livepeer
tokens will be rewarded to all participants during the mexhd. Livepeepresupposes that a
target rate of 50% is a healthy traol® between network security and token liquidity, so in
order to hit this target, the protocol incentivipasticipation by increasing the inflation rate by
0.00005% for every round the participation rate is below 50% and decreasing it 0.00005% for
every round the participation rate is above 50¥epeer,n.d.) Livepeerhas 586 daily active
users with over 688 transactions at one day.
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5. Concerns about using Decentralized
Applications

Blockchain, although is one of the most hopeful technologies that was revealed in last
years, Decentralizegpplications have failed to receive mainstream attentionnowil Maybe
it is due to that blockchain term iseaningless, its complicated for th average person to
understand the@echnology. Becausef it, those who adopted and used this technology
originally, were users with interest or background in informatemhnology. Fothe average
user, itwasmore complicated to understand and useHeptrposes thisechnology iuilt.
The average user feels satisfied with the mainstream soelsed servers for areas like
entertainment, communication. Sbe average usereedsa motivation to change using from
a wellestablished service to dpp. Ths leads to low usability fodApps. Decentralized
Applications are the way to release the potential of blockchain technology and achieve mass
adoption fodApps. Theoverall functionality of a dApp will make blockchain technology more
understandablend useiffriendly. (Petkanics, 2019)

Also, thereis not enough effort from the community of dApps to educate users on
Dapps. Usersshould already be educated about blockchaichnology, beforeused a
blockchainbasedservice. Buthe biggest issue is tlaecessibility to the information required
to learn thebasics. Itis difficult for the mainstream user to find a starting point as most of the
available information aims to people with knowledge in informatémmnology. Anothekey
concern is that mostf dhese dApps don't offer oversupply of functionalities or something
different than an existing web application with centralized architectureféan Very few
dApps are being developed to providiéferent capabilitiesFinally, theregular stories of
hacking ofexchange, acces$s wallets and investments, the fear of losing private keys are not
allies to persuade users to use th@tomann, n.d., 616)

Another issue is related to user experience and user interface design of a decentralized
application.This problem is created because there are just few usability engineers, designers
that work in the field of blockchain at the moment. This leads that the whole design part is
mostly covered as a secondary activity dgvelopers. Ast is reasonable, thengority of
developers focus ofunctionality, stabilityand maintenance of the application and not in
usability oraccessibility. Thideads to frustration and irritation at users because for each
decentralize@pplication the useihasto learn differentarvices almost from scratch for every

dapp.

An additional matter concerns certain features which are specifiot¢tichain, like
accounimanagement, thmanagement of password and the need for multiple systeounts.
The major issue about password maaagnt is that the reset of password is absolutely
impossible as there is no central authority to allow that technically. That means that it is unable
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to access the usaccount ifa user loses password. Saall the value storage like the property

of cryptocurrencies will be inaccessible for the ownertldém. Thisissue must be
understandabl® newcomer# thetechnology, ag can be a huge risk if they are uninformed
about it.In the sameay, anothespeculation is that for using one single dApp, users need to
register and use multiple platforms and respective accounts. A user who is interested in using
a certain Dapp, needs to familiarize with the ecosystem prerequisites like setting up accounts,
storing passwords. Faxample, for using an application based on the Etheesmsystem, he

needs to own Eth digital coins.

Finally, consensumechanisms like proof afiork (PoW) and proof of stake (PoS) are
also facing serious concerns. PoW is known for comsgim large extent of electrical energy
because of mining for creatirgjocks. InPoS, therich users become gradually richer as the
chance of gaining blocks depends on how much stake the nhiaees Furthermore, is
believed that blockchain technologyay not reach its peak because of incertitude that arises
with potential government bylaws.

5.1 Potential ways for improving Decentralized Applications

At the meantimethe majority of the problems are being addressed as a whole by the
industry, and eayl returns on potential solutions are promising. The industry must persuade
mainstream users to use blockchain technologyexample, usersould use gaming dApps
with crypto elements that do not require distributed ledger technology for actual gameblay an
become future crypto users. Users will earrgame rewards for their play time and for
achievements in the form ofyptocurrencyAlso, developerin gaming dApps should balance
the gaming cost and protect the enjoyment of players, to restrigjafhekeepingoalance
between rich and poor and create an equal gacwngmunity. Thiswill also prevent the
revenue from being gained by only a few player

As mentioned before, very few development companies associated with dApps have
specialized UX experts. Most dApp founders tend to be engineers which means that they are
not dedicated to User interface (Ul) or User Experience (UX).With the way therindusks
at the moment ,it is conceivably even more important to have good Ft$eit, 2018)
Development of new reusable crgdatform authentication tools that provide a better UX on
mobile ,web and desktop platforms ( like Scatter or Universal)ldgight balance has to be
found between the cost of development and interaction dessgarces. Developestould be
focused on usability and usexperience. Developers order to achieve a good user
experience, theghould consider all aspects inding acceptable usability and improve it
iteratively. Another way to improve application usability is to rigorous as far as possible to
common standards in interaction patterns, that the user group has learnt by using traditional
centralized apps and platins.
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For passwordnanagement, sonwApps try to address thssue, usinghe secalled
mnemonic seed (~remember the dejitehas to be plainly communicated to inexperienced
users, thgpasswords once thégst, theycannot beestored. This informatiocan be described
to a short description pointing out the technical limitations about password restoration and
specialities. Additionallyit would be useful the existence of shared accounts and single sign
on encouraging the mainstream users to utilize het  technology.

Such us at traditional centralizptatforms, forexample aFacebookallow the user to reise
the login credential for associatedrvices. Thigould bea key to allow for mass adoption of
the technology. For example, registering on guecigc traditional centralized platform, like
Facebook, lets the user touse the login credentials for associated services.

Scalability is another major issue that a decentralized applicationfagdl. The
restricted magnitude arftequency otheblocks alongwith the number of transactions in the
network. Developers of dApps are worried about the limited number of usettsegmabr user
experience. Thenedian block creation time in bitcoin is 10 minutes and the block size is
' imted to 1 megabyte which imitates the net
that 36 million wallet users and as thgrgpw, theywill create a critical impactontmee t wor k 6 s
throughput. Mattersuch as the blockchain congeries problem, transaction delays and increased
transaction fees will raisgorries. Asanoutcome, blockchaitechnology may not be a viable
approach for government orprivate sectors to build their business model.

Also, it has become a great challenge to deal withrdmeoff between blockchain size and
trust, agt causes slower propagation in the blockcheetwork. Somehings that could give
solution to the repoed issues could be deeper integration between web browsers and crypto
wallets. Forexample, browserstegrating with cryptowvallets (Operarowser is doing this

right now) and wallets addindapp browsers Ilynx for EOS Statusand Trust wallet for
Etheraim) Also, broaddoption of solutions that remove gas costs for the endlikeeLoom
network, meta transactiongizelbart, 2018)
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6.Conclusion

In conclusion, blockchairs a technology thas growing howevethe pace of adoption
hasnot me t emay eThdrearé vanonssaspécts rbehind it includiteghnical,
economicchallenges. Buaddressing these challenges around dApps can lead us more near to
the mass adoption dflockchain. Theblockchain indstry needs to make huge steps to
differentiate dApps ecosystem from an existing ecosystem of centrappsdfferingunique
capabilities to users and consume the technology to them without worrying iédbout

complexity.

There are significant challengies providers of decentralized applications and services
to incur. Blockchainis a difficult technology to deal with because of the complexity of the
technology, theperformancessues, irconjunction with the main adaptation problems.

It is important toaddress th@bovementionedissues to achieve a delightful experience for
user including a friendly approach for newers. Alsp decentralized applications have to
provide some technological advantages like increased-paesicy, higher privacy and
secuity levels for personadata. Eneusers should understand the reason they use the
correspondinglApp. (Petkanics, 2019)

Eventually, inthis survey, they are discussed the possibilities and benefits of the blockchain
along with decentralizedpplications. Alsothey have reported transaction process, the system
architecture, applicatioareas and consensus mechaniddafkchain. Certaily, thereare still
many open issues that need to be moreover researchadalysedo fully take advantage of
blockchain technology in sectors lilsecurity, privacyscalability ,integration with other
systems(Seth, 2021)
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