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Evyoprotieg

To ta&idr pov oto [Mavemomuo [epord rav pio yoviun Kot GUVOPTUGTIKY ACT TNG
Cong pov. Eipon evyvouwv otov emPAémovta, kabnynt) Xpnoto Eevakn, o oroiog vapée
VTOGTNPIKTIKOG OAQ OLTA T YPOVID, OPYNG YEVOUEVNG amd TO UETOMTUYLOKO pov. O K.

Hevdxne yvopilet mog vo evBoppOVEL KOl VO, EUTVEEL TOLG QOITNTEG TOL Kol OTOTEAEL
TOPAOEY L TTPOG UiUn oM.

Eipon emiong evyvopmv 6ty KatamAnkTikn cuvepyacio pe tov Kadnynmm Xpietégopo
Nrtavtoyidv, ko’ 0An T SidpKed TOL JSUKTOPIKOD Hov. Zuvepyacia 1 omoia ftav KabOAL
EMOIKOOOUNTIKTN OTMG EMIONG KOl GUVOALKA pE Ta. LEAN Tov gpyactnpiov Digital Systems tng
2yxohs. Elpat evyvopmv otov Ap. Mapivo [Honaddmovro, Tov [e E101Y0YE GTOV KOGHO TNG
acPAAEOG 0md TV VOUIKN okomid. Oa Beha va vyaploTNom EmioNg To LEAN TNG TPLULEAOVG
emtpomng: Xpnoto Eevakn, Kovotavtivo Aapmpivovddkn kot Zokpdtn Kotoika, and toug

omoiovg &xm pdbet TOALA.

Evyopiotd emiong v katomAnktiky cuvadeded pov EAévn Bepovn, pe v omoia
glya v evkaipia vo cuvepyaotd oty épevva A Worldwide Empirical Analysis of Wi-Fi

Passwords.

®a MBero emiong va EVYAPIOTIO® TOVG YOVEIS LOL Yio OAN TNV vIooTNPEN Kol TNV
VTOLOVY] TOVG OO TNV NUEPA Tov YevvnOnka, Kabdg Kot Tov adep@od Lov Tov NTav TavTo
ekel yuo péva.

Téhog, elpor amepopioTa LYVOU®OV 6T oOlLYOd pov Avdplavn, 1n omoia TAvIo pe
TPOTPETEL KO LUE TOPOKIVEL AvEL Opwv. Avti N daTpiPn eivon apiepopévn otn cvluyo pov

KOl OTIG QOVTACTIKEG KOPES Hog Avva Kot Afjuntpa.
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Abstract

Nowadays, millions of companies and billions of users worldwide rely on networks
either wireless or wired for their daily work and entertainment. Due to the lack of privacy-
by-design and the absence of strong security mechanisms, there are multiple ways for
malicious users to penetrate networks and systems. Ubiquitous Networking and Global
Internet, which has become more portable and accessible than ever before through private
and publicly available IT infrastructures, make unauthorized access more feasible. This
also generates serious security and privacy concerns due to a number of ensuing cyber
threats, especially in case of Internet access via public Wi-Fi networks. In the described
context, Internet security should and can play an important role towards protecting our
everyday lives and online interactions. Yet, most users are unaware of these threats and the
extent to which their privacy might be compromised.

Regulations, such as the General Data Protection Regulation (GDPR), have been
established to safeguard and improve the privacy and security of users and IT
infrastructures, enforcing the installation of adequate cybersecurity measures. The
application of regulations such as the GDPR is considered an issue of vital importance
protecting the privacy and ensuring the security of IT infrastructures and websites, of data
controllers and processors, both inside and outside the European Union. Such regulations
may act as a useful toolset, which, among other requirements, mandates the adoption of
privacy (and security)-by-design. While the GDPR implies a minimum set of technical
Internet Security means to be taken into consideration by companies and organizations to
achieve compliance, it is of high importance to highlight the adaptation of strong security
mechanisms that will not only set companies compliant with the GDPR but also maintain
them strong and resilient against multiple cyber threats.

In the present thesis, a big set of issues on privacy and security are analyzed, offering
solutions to the numerous problems that companies and single users face either at work or
in a recreational setting on a day to day basis. As a case study, in-depth IT security and
privacy concerns regarding the National Library of Greece and the Greek Libraries

Network of the National Library of Greece were examined, based on international
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regulatory and IT security standards. Moreover, the adaptation of security mechanisms
regarding Text and Data Mining (TDM) technologies is described as a technological
option, focusing on the TDM deployed by the National Library of Greece alongside some
considerations for applied Internet Security solutions that take into account GDPR
requirements.

Furthermore, the implementation of IT infrastructures and websites with regards to
cybersecurity and the GDPR is promoted. This sets the standards for compliant
infrastructures and entities with regulations but also maintains them strong and resilient
against most cyber threats.

Lastly, in the context of examining security issues regarding Internet access from
public Wi-Fi networks, a profound evaluation and analysis of a corpus of approximately
one million collected passwords from Wi-Fi networks was conducted for the first time. The
data collected are compared against private password databases from previous research, in
order to identify similarities and differences, underlying how convenience outweighs
consequence, with a special reference to how people use their mobile devices, and

consequently, explaining security naivety.

12



13



Iepiinyn

Exatopupvplo etoipeiec kot dioexatoppvplo ypnoteg maykooping Poacilovior og
acVpUOTO 1] EVEUPUOTO OTKTLO Yo TV KoOnuepv Toug epyacio kot dtaokeédaon. Adym g
AOVGIOG IOYLPDOV UNYOVICUDV OoQOAEINS KATO TOV GYEOOGHO, VTLAPYOVYV TOAAOL TPOTOL
dteiodvong kokOPovAwv ypnotov o€ diktva kol cvotiuata. To moavtoyod mapdv TAEOV
TOYKOGO J1dikTLO, TO 0moio €xel Yivel MO @OPNTO Kot TPOGPACIHO Omd TOTE, HECH
WOTIKOV Kol ONUociov  Slo0éciumy  VTOdoUdY  TANPOPOPIKNG, KoOoTd Tnv U
eEovotodotuévn TpocPacn mo Piktr. Avtd dnovpyel emiong cofapég avnovyieg yio v
acPAAED KOl TO OmOPPNTO AOY® TOAAATADY OTELDV GTOV KVPEPVOYDPO TOL TPOKVITOVV,
€101KA o€ Tepintwon TpocPacns oto Atadiktvo pécm onpdcsimv diktvemv Wi-Fi. 1o miaictlo
avTd, N SAOIKTLOKY] ACPAAELD TPEMEL Kol UITOPEl Vo S1adpapaTicel onuoviikd poAo otnv
mpootacio TG KaOnuepwng {oNg Kot Tov SodIkTLaK®OV oAANAemdpdcewy. QoT1060, Ot
TEPLGGOTEPOL YPNOTEG OV Yvopilovv ovtég TIc amelhég kot 10 Pabud otov omoio 10

amOpPNTO TOV EXKOWVMOVIDV EVOEYETOL VO TeDET Gg Kivouvo.

Kavoviopoi, 6mmwg o T'evikdg Kavoviouog Ipoctaciog Asdopévov (I'KIIA), €xovv
Beomiotel Y N OeVAEN Kou T PeAtioon g WwTIKNG (0N Kol TNG OCGPAAELNS TMOV
YPNOTAOV KOl TOV LTOOOUMY TANPOPOPIKNG, EMPAAAOVTOG TNV €YKATACTOCT KATAAANA®Y
LETPOV acPAAElG oTOV KuPepvoy®dpo. TETo101 Kavoviopol Hmopovv va AEITOVPYHNCOVY MG
éva, xpolo oOvoro epyoaieimv, 10 omoio, peTOED GAAWV amoitioe®v, emPdAlovy TNV
vwoBéon tov amoppntov (Ko TG acpdieiag) Katd tov oyedacud. Iapdio mov o I'KIIA
cuvendyetat £va EAIYIOTO GCHVOLO TEXVIKOV LETPOV acPaAreiag mov Tpénetl va Aapfdvovtal
VIOYN OO €TOUPElES KOl OPYOVIGHOVS Yoo TNV EMTEVEN CLUUUOPPMOONG, EMCNUAIVETOL M
avayKn V100£TNONG IoYLPOV UNYOVIGUAOV acPareiog Tov Oyl Loévo Ba BEcovy Tig eTapeieg o
ocvpupuopewon pe kavoviopotg 0mwe o I'KITA aAAdd Oa diatnpricovy TapdAAnAa 1GYXLPES Kot

avOEKTUKEG VTTOJOUES EVOVTL TOALOTAMV OTEILDY GTOV KLBEPVOYDPO.

mv mapovoa SatpPn, avarvetar Eva PEYOAO GUVOAO BepdtoVv GYETIKA HE TNV
nmpootacio TG WOTIKNG (ONG Kol TNG AGQAAELD, TPOCPEPOVTOS AVGEIS GTO TOAVAPIOA
TPOPAILLATO TOV OVTILETOMILOVV Ol ETOUPEIEG KOl O1 LELOVMOUEVOL YPNOTES E1TE GTNV gpyacio
elte g éva yoyoyoywd mepiPaiiov Kabnuepwvd. Qg pehétn mepintwong, ££€TA0TNKAY GE
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BaOog Bépata aoPAAENG Kol amoppiTOL TANPOPOPIKNG oxeTikd e v E6vicn BiAiodnkn
™™g EALGSag kan o Aiktvo EAAnvikdv BipAodnkov e EOvikng BipAodnkng tg EALGSaG,
pe Paon debvn KavovIeTIKA TPATLTTA KOl TPOTLTO aGPAAELNg TANpoPopiknG. EmumAiéov, 1
TPOCAPLOYT TOV UNYOVIGUAOV AGPAAEING OYETIKA UE TIC TEXVOLOYieg EEOpuENg Kepévmv kat
Agdopévov (Text and Data Mining) meptypa@etol o¢ po TEYVOAOYIKY| ETIAOYY, £0TIALOVTOG
oto TDM mov avamtdybnke oamd v EOvikn Bipiodnkn g EALGS0g mopdAinio pe
OPIOUEVEG EKTIUNCELS Y10 EPOPUOCUEVEG ADGEIS OOQAAELNG TOV AQUPAVOLV LITOYN TIG

aroutnoelg tov IKIIA.

EmumAéov, mpomBeitar n vAomoinon vrtodopdv TANPOPOPIKNG Kol IGTOTOTMV GYETIKE
pe v acedrewn otov kuPepvoydpo kot tov IKITA, pécm tov omoiov tifevron ta mpdtuma
YO TN GUUUOPOMOY] CE EMIMESO OCPAAEWNG EVAO TOPAAANAO TpoteiveTtanl 1 Slathpnon
WGYLPAOV Kol AVOEKTIKOV VITOSOUDYV TANPOPOPIKNG EVAVTL TV TEPIGCOTEPMOV ONEILDY GTOV

KuPepvoympo.

Téhog, 610 MAaiclo g e&étaong (ntnudtov acedielag oyetikd pe v mpdcsPaon
010 Awdiktvo amd omuoota diktva Wi-Fi, mpaypoatomombnke yio mpodtn @opd o1t
Biproypapio agodAdynon Kot avdivon €vog GLVOAOL TEPIMOL €VOG  EKATOUUVPIOV
GLALEYUEVOV KOOWK®V TpocPacns amd olktva Wi-Fi. Ta dedopéva mov cvAi&yxOnkav
cvykpidnkav pe otoryeia mpocPaong and WwwTikég Phoelg dedopévav amd mTponyoOUEVES
€PEVVEG, TPOKEWEVOL VO EVTOTIGTOLV OUOLOTNTEC Kol OlPOpES, KaOMG Kol TEPUTEP®
YPNOLO CUUTEPAGUATO AVAPOPIKA LUE TOV TPOTO WE TOV OTOi0 Ot AvOpMTOL YP1GIUOTOI0VV

TIG KWWNTEG GLUGKEVEG TOLG OV Eivat TPOGPAGILEG GTO d1adTKTLO.

15



16



Chapter 1: INTrOUCTION. .......coiiiiiiicc e 10

1.1 Research Contribution and StrUuCTUIe...........ovvvveeeeieeeeeeeeeee e 11

Chapter 2: Text and Data Mining for the National Library of Greece in consideration

of Internet Security and the GDPR ... 14
2.1 OVBIVIBW.....etieiieie ettt sttt et b e be et sneente e e nnes 14
2.2 Text and Data Mining under GDPR...........ccccceiiiieieeie e, 15

2.2.1  Text & Data Mining and GDPR issues for the National Library of

] (=11l TR 15
222 Article 89 of the GDPR.......oo o 21
2.3 CONCIUSTONS. . et e e e e ee e 33

Chapter 3: A compliant and secure IT infrastructure for the National Library of

Greece in consideration of internet security and GDPR...........c.ccocooiiiiincnenc e 34
3.1 OVEBIVIBW. ...ttt bbbttt bbbt 34
3.2 Enhanced Security Mechanisms for the National Library of Greece....34

321 FIreWAll. oo 38
3.2.2 Data Leakage Detection and Prevention Systems............c.ccocevenene. 38
3.2.3 Special Categories Data StOrage........cccooverereereeriesieseeseeieseeneenns 42
3.2.4 Deletion of Special Categories Data............ccccooevereniiinienieieens 43
3.2.5 Restriction of Special Categories Data usage...........cccceeveevervvernenne. 44
3.2.6  Maintaining Security Standards.............cccooveeiiieiieiiie e 44
3.2.7 Mobile Device Management SYStEM..........ccocererereereerenenesesenienns 45
3.2.8 Intrusion Detection and Prevention SyStem............cccovverenenencnnnns 46
3.2.9  Email enCryption.......ccccoviiiiiiiiciie et 47
3.2.10 ENCIYPHION. ..ottt 48



3.2.11 PsSeudonymizZation..........cccccvueieeiueiieeiierieseeseeie e e sre e nnas 49

3.2.12 NON-TeChNiCal MEASUIES........cceeeeeeeeeeee et eeee e e e e 49
3.2.13 Authentication and Authorization on a web service...........ccccccuun... 50
3.3 CONCIUSIONS. ..o 51

Chapter 4: Compliant and secure websites for the Greek Libraries Network of the
National Library of Greece and each library-member of this Network in

consideration of internet security and GDPR...........cccoiiiiiiiiiie e 55
4.1 OVBIVIBW.. ..ttt ettt sttt et et sne e steeseeereesbeeneesneenreeeeenes 55

4.2 Security by design and by default for the Greek Libraries Network of

N | TP PPRPRT 55

4.3 Common website Cyber Security Threats...........ccooovvviiiiieieincseee 61

4.4 The current situation of library members’ websites of the NLG
INETWOTK ...ttt et n e 64

4.5 Elements of GDPR-compliant Websites ..........c.cccoovviviiicieccc i, 68

4.6 CONCIUSION. ...t e 74
ACKNOWIBAGMENTS. ... bbbt 75
Chapter 5: A worldwide password analysis for public Wi-Fi infrastructures.............. 76
51 OVEIVIBW. ...ttt bbbt e ettt bbb 76

5.2 Background and related WOrkK............cccooviiiiiiiiiiec e 78

5.2.1 Overview of Security threats...........cccoeriiiiiniiiice e 79

5.2.2  Related WOIK........ocoiiiiiiiiiiieicee e 80

5.3 Password Collection and Analysis methodology.........c.ccccevvviiieiieinnnne, 84

5.4 FINAINGS. ... 85

5.4.1 Password Policies and Limitations.............ccccovveninineninineninenn 87

5.4.2  TOP PaSSWOIUS......ciivieiiiiieiie ettt et 88

18



5.4.3 Password Length........cccccoeiiiiiiie i 91

5.4.4 TOP BaSe WOIS.......cceiieiieiicie et 93

5.4.5  LASE AIGIT....ciiieiiieiiieee e 93

5.4.6 CharaCter SetS........cccoiiiiieiiiiiiiieii e 94

5.4.7  SYMDOIS USAQE.....ccueiiiiiiiiieeie et 94

5.4.8 FUrther findings.........ccoeiiiieiiiie e 97

5.5 IMIPACT. ... 98

5.6 Recommendations — Future Work............coccoevviviieiieniesie e, 99

5.7 (0] (o] 11 ] [o] o OSSPSR 103
Chapter 6: EPIOQUE........coo ittt nre s 105
6.1 U] o] [ Tor=Yu o] o 1 J USSR 106
RETEIEINCES. ...ttt et e s e st e e e te e e te e sba e e beeateeereenreeenes 107
Additional BIDHOGIrapNY......ccvoiiieeee e 118

19



LIST OF TABLES

Chapter 4

Table 1. The Greek Libraries Network of the National Library of Greece consists of 234

Libraries. Separation Pr FEJION.........vcveiieieeieseesee s rte st ste et e e ae e e sbe s e e ne e e 65

Table 2. The Greek Libraries Network of the National Library of Greece includes 73

HDraries WIth @ WeDSITE. ..o 65

Table 3. The Greek Libraries Network of the National Library of Greece includes 30
libraries that are Public and 95 have a Facebook Page............cccoveveiieieeie i 66

Table 4. The Greek Libraries Network of the National Library of Greece includes 73
libraries that have a website. From a total of 73, 17 libraries have updated Privacy Policies

and 25 use SSL in order to secure the transmitted data.............ccocevereiiiiieiiieincceee 68
Chapter 5

Table 1: Total Of PASSWOITS. ........ciiiiiieieieee e 85
Table 2: Top Passwords COMPATISON .........oceiiriiieieieriesie ettt 89-90
Table 3: Encryption Methods for Wireless Networks...........ccccoveveiieiveveiiese e 90
Table 4: Password Length COMPariSON..........c.coviveiieie i 91
Table 5: Top Base Words COMPATiSON. ........ccuuiiieiirieriesiesiesiesiesieeeesee et 94
Table 6: Last Digit COMPAIISON.......cviiiiiierierieriesieeiieeee ettt bbb 94
Table 7: Character SetS COMPAITSON.......ccuiiiriiriiiieieeieiee ettt 95
Table 8: Symbol Usage COMPAriSON..........ccoueiiiiieiieiieie et 96

20



LIST OF FIGURES

Chapter 3

Figure 1: Suggested Topology Regarding a Compliant and Secure IT Infrastructure of

21



Chapter 1: Introduction

As the world has become ever more mobile, the need to stay connected, either to
maintain personal relationships or do business, is growing for a large number of people.
While, in the past, this was done mainly on our personal computers, networking today with
the internet of things, has become more portable and accessible than ever before through

mobile and smart devices that we carry with us all day and use on public networks.

Global public Wi-Fi networks grew from 1.3 million in 2011 to 5.8 million in 2015, a
350% increase in just four years, responding to our need for instant information and in the
convenience of our own apparatus (Balasubramanian et al., 2009). Public networks, offered
in public places such as cafeterias and airports or by municipalities, allow the users to
connect their devices using weak passwords or no passwords at all (Tanshkova, 2020). As of
2017, around 59% of people from a total corpus of 15,532 stated that they had logged in to a
personal email account over public Wi-Fi (Clement, 2019), while 56% stated that they had
logged in to their social media accounts. IT professionals tend to advise against using these
public networks for tasks that require sensitive personal information as it may be accessible
by other users of the network. Public opinion tends to consider public Wi-Fi networks as
secure: 61% of people that responded to the survey, stated that they feel safe on a public Wi-
Fi network, while 39% state that they feel unsafe (Clement, 2017).

According to a global study of 1,800 college students and young professionals, 29%
check their phones so constantly that they lose count, and one in five at least every 10
minutes. Indeed, we rely on our smart devices instinctively, hungry. In the age of ubiquitous

computing, we often seek convenience and speed.

The craving to stay connected indicates that this will be done from anywhere, blending
and overlapping public and private spaces. Yet, even though public networks are a welcome
service to many people, they pose significant concerns regarding the privacy and the security
of the data transmitted within such networks. What happens when users enter the public
domain? In other words, what is out there for users? While more and more governments
promise to widen the availability of public networks, and as public Wi-Fi hotspots are

everywhere in big cities, awareness of security issues does not seem to follow a parallel path.
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As staying connected has become a daily routine for most people, the number of
ensuing security threats is not a matter of concern neither for the users themselves nor for the
administrators. Nowadays, a malicious user does not need to be adept at social engineering
to get unauthorized access to a network or obtain by illegitimate means a Wi-Fi password
(Krombholz et al., 2015). Regardless of how easy it has become for an attacker to achieve
unauthorized access to a network or service (Chou et al., 2013; Kelley et al., 2012), security
and privacy are more than often compromised over the exigency to implement IT
infrastructures without proper security mechanisms in order to facilitate the usability and
speed of the service. This lack of security affects the protection and the privacy of the data

within all kinds of infrastructures such as websites, wired and wireless networks.

While the literature abounds with references to attacks occurring in private Wi-Fi
infrastructures (WarDriving, Dictionary attacks, Password Theft, and WEP/WPA or WPS
attacks), the dangers in public networks are somewhat different as the password is already
known. Indeed, uncontrolled access to public Wi-Fi hotspots and robust mobile security
often conflict with one another. Users not only run the risk of malware, Trojan, or
ransomware infections, but any password or login credentials they enter are transmitted in
cleartext due to the lack of encryption, making them ideal targets for cybercriminals.
Businesses also face numerous problems such as the proliferation of legitimate-looking twin
networks set up by cybercriminals to steal information and jeopardize further the privacy and
security of users and data within the infrastructure. Apart from the actual breach, companies
face enormous fines due to regulations on a global scale, such as the GDPR, in cases of data
leakages and cyber-attacks. The GDPR offers a digital environment for companies and
organizations where they can better trace, secure, and handle data within the IT infrastructure
and beyond.

1.1 Research Contribution and Structure

This thesis describes the adaptation of security mechanisms regarding Text and Data
Mining technologies, the implementation of IT infrastructures and websites with regard to

cybersecurity and the GDPR, and the challenges of open Wi-Fi networks.
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The second chapter explores Text and Data Mining (TDM) as a technological option,
focusing on the TDM deployed by the National Library of Greece (NLG) and considerations
for applied Internet Security solutions taking into account the GDPR requirements. TDM is
usually leveraged upon by large libraries worldwide in the technologically enhanced
processes of web-harvesting and web-archiving with the aim to collect, download, archive,
and preserve content and pieces of work that are found available on the Internet. TDM is
used to index, analyze, evaluate, and interpret mass quantities of data including texts,
sounds, images, or data through an automated "tracking and pulling" process of online
material. Access to the web content and works available online are subject to restrictions by
legislation, especially to laws about Copyright, Industrial Property Rights, and Data Privacy.
As far as Data Privacy is concerned, the application of the GDPR is considered an issue of
vital importance for the smooth operation of TDM services offered by national libraries
mostly in the EU Member States, which among other requirements mandates the adoption of

privacy-by-design and advanced security techniques.

Taking into account the requirements of the GDPR, the third chapter analyzes their
implementation with regard to applied Internet Security solutions. While the Regulation
offers a minimum set of technical Internet Security means to be taken into consideration by
companies and organizations to achieve compliance with the GDPR, this chapter highlights
the adaptation of strong security mechanisms that will not only set compliant infrastructures
and entities with the GDPR but also maintain them strong and secure against most threats.

In a similar vein with the previous part, chapter four will cover the implementation of
requirements of the GDPR concerning applied Internet Security solutions for the websites.
The GDPR offers a minimum set of technical Internet Security means to be taken into
consideration by companies and organizations Europe-wide to achieve the GDPR
compliance. This chapter analyzes the adaptation of strong and proper security mechanisms
that will not only set compliance with the GDPR for library-members of the Greek Libraries
Network of the NLG but will also maintain them strong and secure against most
cybersecurity threats, both internal and external, targeting websites.

Understanding the present moment as part of a longer lifecycle regarding passwords

and their use in the daily life, the fifth chapter will present the collection for the first time of
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a uniquely compiled vast database of approximately one million passwords from Wi-Fi
networks from the biggest cities and capitals around the world, employing an innovative
methodology. In this chapter, the passwords of publicly available networks are examined, by
analyzing their complexity and strength. Public Wi-Fi networks, while certainly useful and
increasingly available, have numerous pitfalls. On their own, they pose significant security
and privacy concerns for users, but in combination with a lack of understanding about the
risks, the threats are markedly amplified. Second, the data collected are compared against
private password databases from previous research in order to identify similarities and
differences. Based on this analysis, the solutions offered in the literature are evaluated and a
number of recommendations are proposed to raise security awareness. In doing so, new
insights are provided on how businesses who offer public Wi-Fi networks perceive security
and ultimately deal with it. Furthermore, by comparing this database with other private
password datasets, this research aims for the first time in the literature to lay down a more
rounded idea of how convenience outweighs consequence, especially with reference to how

people use their mobile devices; thus, explaining security naivety.

This is both necessary and timely. First, it is necessary because the literature has
tended to focus mainly on analyzing private password databases. Second, it is timely
because, in the age of ubiquitous computing when people seek to stay connected at all costs,
there is a high need for discussion of alternatives for the enhancement of the security of
public Wi-Fi networks. This is an important time to conduct new research that focuses on

massively used networks across the world.
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Chapter 2: Text and Data Mining for the National Library of Greece

in consideration of Internet Security and the GDPR

2.1 Overview

Text and Data Mining (TDM) as a technological option is usually leveraged upon by large
libraries worldwide in the technologically enhanced processes of web-harvesting and web-
archiving with the aim to collect, download, archive, and preserve content and works that are
found available on the Internet. TDM is used to index, analyze, evaluate, and interpret mass
quantities of works including texts, sounds, images, or data through an automated ‘tracking and
pulling’ process of online material. Access to the web content and works available online are
subject to restrictions by legislation, especially to laws pertaining to Copyright, Industrial
Property Rights, and Data Privacy. As far as Data Privacy is concerned, the application of the
General Data Protection Regulation (GDPR) is considered as an issue of vital importance for the
smooth operation of TDM service offered by national libraries mostly in the EU Member States.
The GDPR, among other requirements, mandates the adoption of privacy-by-design and
advanced security techniques. This article focuses on the TDM deployed by the National
Library of Greece (NLG) and the considerations for applied Internet Security solutions taking
into account the GDPR requirements. NLG has deployed TDM as of February 2017 in
consideration of the provision of Art.4(4)(b) of law 4452/2017, as well as of the provisions of
Regulation 2016/679/EU (GDPR). Art.4(4)(b) of the Law 4452/2017 sets the TDM activity in
Greece under the responsibility of NLG, appointed as the organization to undertake, allocate and
coordinate the action of archiving the Hellenic web, i.e. as the organization responsible for the
text and data analysis at a national level in Greece. The deployment of TDM by NLG, presented
by the authors, caters for a framework of technical and legal considerations so that the electronic
service enabled based on the TDM operation complies with the data protection requirements set
by the new EU legislation. While the presentation elaborates upon the minimum set of technical
Internet Security means considered by NLG for achieving GDPR compliance, this chapter
focuses on TDM and GDPR issues specifically in relation to Art.89 of the GDPR titled

‘Safeguards and derogations relating to processing for archiving purposes in the public
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interest, scientific or historical research purposes or statistical purposes’ that is a key term

ruling for the operation of NLG in compliance with the GDPR.

2.2 Text and Data Mining under GDPR

2.2.1  Text & Data Mining and GDPR issues for the National Library of Greece

Text and Data Mining (hereinafter, TDM) activity may involve the processing of personal
data. This processing of personal data, though, is processing for archiving purposes in the public
interest, or processing for scientific or historical research or statistical purposes. In many cases it

is processing that combines more than one of the above-mentioned purposes.

Under the General Data Protection Regulation (Regulation 2016/679/EU, hereinafter
GDPR)?, the data protection principles set out the main responsibilities for organizations. These
principles are applicable in the case of organizations that benefit from the TDM exception, of
course. The principles are similar to those described in Directive 95/46/EC (the Data Protection
Directive)? of the European Parliament and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such
data. However, the GDPR has added details at certain points and a new accountability
requirement. The most significant addition is the accountability principle: the GDPR demands
from a data processor to show how it complies with the data protection principles, for example
by documenting the decisions it takes about a processing activity.

The data protection principles are described in Article 5 of the GDPR? 4, which lays down

all the key principles for the protection of personal and special categories data, i.e. the

1 Regulation 2016/679/EU of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC  (General Data Protection Regulation), available at URL: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32016R0679 [last check, April 30, 2020].

2 The Data Protection Directive (officially Directive 95/46/EC) on the protection of individuals with regard to the
processing of personal data and on the free movement of such data is a European Union directive adopted in 1995,
which regulated the processing of personal data within the European Union (EU). The General Data Protection
Regulation has superseded the Data Protection Directive and came into force as of May 25, 2018.

3 See, also, Data Protection Directive, Art.4 titled ‘Principles relating to processing of personal data’. See, also, Recital
39 according to which “Any processing of personal data should be lawful and fair. It should be transparent to natural
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lawfulness, fairness, transparency, purpose-limitation, data-minimization, accuracy, storage
limitation, integrity and confidentiality, and accountability. According to the provision of
Article 5 of the GDPR:

1.  Personal data shall be:

a. processed lawfully®, fairly®, and in a transparent’ manner in relation to

individuals®;

persons that personal data concerning them are collected, used, consulted or otherwise processed and to what extent
the personal data are or will be processed. The principle of transparency requires that any information and
communication relating to the processing of those personal data be easily accessible and easy to understand, and that
clear and plain language be used. That principle concerns, in particular, information to the data subjects on the
identity of the controller and the purposes of the processing and further information to ensure fair and transparent
processing in respect of the natural persons concerned and their right to obtain confirmation and communication of
personal data concerning them which are being processed. Natural persons should be made aware of risks, rules,
safeguards and rights in relation to the processing of personal data and how to exercise their rights in relation to
such processing. In particular, the specific purposes for which personal data are processed should be explicit and
legitimate and determined at the time of the collection of the personal data. The personal data should be adequate,
relevant and limited to what is necessary for the purposes for which they are processed. This requires, in particular,
ensuring that the period for which the personal data are stored is limited to a strict minimum. Personal data should
be processed only if the purpose of the processing could not reasonably be fulfilled by other means. In order to ensure
that the personal data are not kept longer than necessary, time limits should be established by the controller for
erasure or for a periodic review. Every reasonable step should be taken to ensure that personal data which are
inaccurate are rectified or deleted. Personal data should be processed in a manner that ensures appropriate security
and confidentiality of the personal data, including for preventing unauthorized access to or use of personal data and
the equipment used for the processing. ”

4 See, also, Directive 2016/680/EU Art.4 for principles relating to processing of personal data, and Recitals 26-28 in this
Directive.

5 The lawfulness of the processing is described in Art.6(1) of the GDPR; relevant to the lawfulness of the processing are
Recitals 40-49. The conditions of data subject’s consent are described in Art.7 of the GDPR. Regarding a child’s
consent in the case of offering of Information Society services, Art.8 of the GDPR applies. Lawfulness of the
processing means that personal data processing respects all applicable requirements; personal data processing should
be considered as lawful if processing is in accordance with law, pursues a legitimate purpose, and is necessary and
proportionate in a democratic society in order to achieve that purpose.

6 Fair processing implies that personal data or special categories data have not been obtained or otherwise processed
through unfair means, by deception or without the knowledge of data subject.

7 Transparency means that it should be clear to natural persons that personal data concerning them are collected, used,
consulted or otherwise processed. Relevant is Recital 39, which explains transparency and sets requirements for the
quality of information to be given to data subjects: it should be easily accessible and easy to understand, and it should
also include information through which natural persons should be made aware of risks and safeguards in relation to
the processing of their personal data. See, also, Art.12 of the GDPR,; relevant to the transparency of the processing are
Recitals 58-59.

8 See, also, Art.8 of Directive 2016/680/EU.
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b. collected for specified, explicit, and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further processing
for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes shall not be considered to be incompatible with the

initial purposes®;

c. adequate, relevant, and limited to what is necessary, in relation to the

purposes for which they are processed*’;

d. accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having regard to the

purposes for which they are processed, are erased or rectified without delay!;

e.  kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are processed;
personal data may be stored for longer periods in so far as the personal data will be
processed solely for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes subject to the implementation of the
appropriate technical and organizational measures required by the GDPR in order

to safeguard the rights and freedoms of individuals'?;

f.  processed in a manner that ensures appropriate security of the personal

data, including protection against unauthorized or unlawful processing and against

® The purpose-limitation principle requires data to be processed for specified, explicit, and legitimate purposes (the
purpose-dimension of this principle) and not further processed in a manner that is incompatible with those purposes
(the compatible-dimension of this principle). Both dimensions of the purpose-limitation principle should occur at the
time of collection of the personal data, i.e. at the beginning of the processing of personal data and/or special
categories data. Relevant to the purpose-limitation principle is the provision of Art.6(4) of the GDPR. There are only
two cases for exception of the purpose-limitation principle: 1) if the data subject consents to a new, incompatible
purpose for his/her data processing, and 2) if the processing is based on EU or Member-State law. Aside from these
two cases, the GDPR considers as a priori compatible with the initial purpose of data processing the cases of
processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes.

10 The data-minimization principle pertains to both the quantity and quality of data, which should only be processed only
if the purposes aimed cannot be fulfilled by other means. Recital 39 is relevant to the minimization-principle.

1 The accuracy principle. See, also, Art.7(2) of Directive 2016/680/EU.

12 The storage-limitation principle. See, also, Art.25 of the GDPR and Art.20 of Directive 2016/680/EU. Relevant are
Art.4(1)(e) and Art.5 of Directive 2016/680/EU.
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accidental loss, destruction, or damage, using appropriate technical or

organizational measures'®,

2. The controller shall be responsible for, and be able to demonstrate compliance

with, paragraph 1 (‘accountability’)**.

The processing of personal data through TDM activity is inevitable. TDM involves the
processing of text and data which may include any information relating to an identified or
identifiable natural person, a.k.a. personal data'®. Essential to the concept of personal data is the
linkability of information to an individual allowing his/her identification. Regarding TDM and
personal data protection, there is concern that sets of correlated data, which could be considered
insignificant or even trivial, can provide intimate knowledge about data subjects where TDM is
applied (Hargreaves et al., 2014). Any information that allows for the identification of a natural
person by reasonable means may constitute personal data. Truly anonymous data do not
constitute personal data, as is stated in Recital 26 of the GDPR: “[...]The principles of data
protection should therefore not apply to anonymous information, namely, information which
does not relate to an identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer identifiable.”

TDM constitutes processing of personal data, in the sense that it involves any operation or
set of operations which is performed on personal data or on sets of personal data, whether or not
by automated means, such as collection, recording, organization, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise

making available, alignment or combination, restriction, erasure or destruction®.
In most cases TDM works in the following manner (Botti et al., 2019b):

1. It identifies input materials to be analyzed, such as works, or data individually

collected or organized in a pre-existing database;

13 The integrity and confidentiality principle. Art.32-34 of the GDPR are relevant to this principle. Also, Art.4(1)(f) and
Art.39-31 of Directive 2016/680/EU focus on the integrity and confidentiality principle.

14 The accountability principle means that the controller must be able to demonstrate that the processing is in compliance
with the legal applicable rules. Relevant is Art.24 of the GDPR.

5 Art.4(1) of the GDPR.

16 Art.4(2) of the GDPR.
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2. It copies substantial quantities of materials—which encompasses:

a. pre-processing materials by turning them into a machine-readable format
compatible with the technology to be deployed for the TDM so that structured data can be
extracted. Pre-processing typically encompasses the following tasks:

i Tokenization: This is typically the first step in a natural language
processing solution, and it refers to splitting the text into meaningful character
sequences/self-contained semantic units, e.g. words or sentences.

i Normalization: This involves removing morphological variations from
words such as capitalization, plural number or tenses, in order to grasp similarities
between them (e.g., the same word in singular and plural), obviously with a loss of
information. Two types of techniques are used regarding normalization. These are
stemming and lemmatization. In the former, language-specific patterns are
recognized, using for example the rules for converting words from singular to plural
or verb tenses. This technique is simple, fast, and applicable for large volumes of
text. Lemmatization involves using a dictionary (such as WordNet that is both a
dictionary and a thesaurus) to extract the roots of common words. This approach can
be more accurate compared to stemming, but it is more resource-intensive, and
dictionaries may be incomplete for certain languages. The two methods can
complement each other, and they are often used in conjunction.

iii. Parsing: This involves a group of functions that are used after term
isolation and document cleanup, i.e., after normalization and parsing, which facilitate
working in higher abstraction layers. Typically, parsing includes morphological and
syntactical analysis of tokens in order to identify their role within sentences (e.g.
noun, verb, adjective, or object-verb-subject), which is referred to as Part-of-Speech
(POS) tagging.

b. possibly, but not necessarily, uploading the pre-processed materials on a
platform, depending on the TDM technique to be deployed;

3. It extracts the data; and

4. It recombines data to identify patterns into the final output.

Therefore, to undertake TDM a researcher must access and make a copy of the work/data

in order to apply the necessary algorithms for the extraction of new knowledge. This necessary
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copying of the work/data in the process of the application of TDM has led to considerations of
the necessity for an open norm in the European Copyright legal framework which could be
similar to the open norm of the ‘fair use’ doctrine in the American Copyright Act.
Unfortunately, there’s no room for such an open norm doctrine in the EU Copyright law, for the
time being (Botti et al., 2019a; Botti et al., 2019b).

It has also led to considerations regarding data protection which have become more vivid
taking into account the ‘straitjacket’ of the GDPR. TDM is restricted by the GDPR. It is not an
activity that can be lawfully executed without restrictions. The application of the GDPR rules on
TDM restricts the later through the principles of processing, the legal grounds for the
processing, and informatory obligations of the data subjects for the processing, at least (Caspers
et al., 2016). Thus, the collection and processing of personal data in the framework of TDM
activity undertaken for scientific research purposes are subject to the safeguards imposed by the
GDPR principles, such as the necessity of having a legitimate ground to process such data, the
obligation to collect data only as far as it is necessary in order to achieve the specified and
legitimate purpose (principle of finality/the purpose limitation principle of Art.5(1)(b) of the
GDPR)Y’; the prohibition against collecting more data and to keep them for a longer period than
is necessary for the purposes for which they are collected and/or further processed (the ‘data
minimization’ principle)®. Also, the organization which deploys TDM is bound by the principle
of accountability which means that said organization must be able to demonstrate that it has
appropriate processes to ensure that it only collects and holds the personal data that it needs in
order to achieve the scientific purpose for which TDM was deployed. Besides, said organization

must bear in mind that the GDPR says individuals have the right to complete any incomplete

17 According to Art.5(1)(b) of the GDPR personal data shall be collected for specified, explicit and legitimate purposes
and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article
89(1), not be considered to be incompatible with the initial purposes. In practice, the purpose limitation principle means
that the organization which deployed TDM must: (1) be clear from the outset why it is collecting personal data that may
be included in the text or data aimed to be mined and what it intends to do with it; (2) comply with said organization’s
documentation obligations to specify the purposes for TDM which may involve the collection of personal data; (3)
comply with the organization’s transparency obligations to inform individuals about its purposes regarding TDM and the
processing of personal data mined; and (4) ensure that if the organization plans to use or disclose personal data for any
purpose that is additional to or different from the originally specified purpose, the new use is fair, lawful and transparent.
18 According to Art.5(1)(c) of the GDPR personal data shall adequate, relevant and limited to what is necessary in relation
to the purposes for which they are processed (data minimization). This means that the organization which deploys TDM
activity must identify the minimum amount of personal data that it needs to fulfil the purpose of scientific research
through TDM. Once this minimum amount of personal data is identified, the organization should hold no more personal
data than what was identified as necessary.
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data which is inadequate for the organization’s purpose, under the right to rectification'®. They
also have the right to force the organization which processed their data to delete any data that is
not necessary for the organization’s purpose, under the right to erasure (the right to be
forgotten)?°.

222 Article 89 of the GDPR

In the case of TDM activity undertaken by the National Library of Greece (hereinafter,
NLG) Article 89 of the GDPR is applicable. According to Article 89 of the GDPR, titled
‘Safeguards and derogations relating to processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes’ (emphasis through

underscore added by the authors):

1. Processing for archiving purposes in the public interest, scientific or historical

research purposes or statistical purposes, shall be subject to appropriate safeguards, in

accordance with this Regulation (Regulation 2016/679/EU), for the rights and freedoms of the
data subject. Those safeguards shall ensure that technical and organizational measures are in
place, in particular in order to ensure respect for the principle of data minimization. Those
measures may include pseudonymization provided that those purposes can be fulfilled in that
manner. Where those purposes can be fulfilled by further processing which does not permit or
no longer permits the identification of data subjects, those purposes shall be fulfilled in that

manner.

2. Where personal data are processed for scientific or historical research purposes or

statistical purposes, Union or Member State law may provide for derogations from the rights

referred to in Articles 152, 16, 18%, and 21?* subject to the conditions and safeguards

19 Art.16 of the GDPR.
20 Art.17 of the GDPR.
21 Right of access by the data subject
22 Right to rectification

23 Right to restriction of processing
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referred to in paragraph 1 of this Article in so far as such rights are likely to render impossible
or seriously impair the achievement of the specific purposes, and such derogations are

necessary for the fulfillment of those purposes.

3. Where personal data are processed for archiving purposes in the public interest, Union

or Member State law may provide for derogations from the rights referred to in Articles 15, 16,
18, 19%, 20?8, and 21 subject to the conditions and safeguards referred to in paragraph 1 of this
Article in so far as such rights are likely to render impossible or seriously impair the
achievement of the specific purposes, and such derogations are necessary for the fulfillment of

those purposes.

4. Where processing referred to in paragraphs 2 and 3 serves at the same time another
purpose, the derogations shall apply only to processing for the purposes referred to in those

paragraphs.

Article 89(1) of the GDPR repeats the principles?’” of data minimization®®, purpose

limitation?®, and storage limitation®°. The whole Article 89 encompasses the processing of both

24 Right to object
5 Notification obligation regarding rectification or erasure of personal data or restriction of processing
%6 Right to data portability

27 See Awticle 4 of Directive 2016/680/EU regarding the principles relating to the processing of personal data. See, also,
Recital 26 of the same Directive, according to which “Any processing of personal data must be lawful, fair and
transparent in relation to the natural persons concerned, and only processed for specific purposes laid down by law.
... Natural persons should be made aware of risks, rules, safeguards and rights in relation to the processing of their
personal data and how to exercise their rights in relation to the processing. In particular, the specific purposes for
which the personal data are processed should be explicit and legitimate and determined at the time of the collection
of the personal data. The personal data should be adequate and relevant for the purposes for which they are
processed. It should, in particular, be ensured that the personal data collected are not excessive and not kept longer
than is necessary for the purpose for which they are processed. Personal data should be processed only if the purpose
of the processing could not reasonably be fulfilled by other means. In order to ensure that the data are not kept longer
than necessary, time limits should be established by the controller for erasure or for a periodic review. Member
States should lay down appropriate safeguards for personal data stored for longer periods for archiving in the public
interest, scientific, statistical or historical use.”

28 Art.5(1)(c) of the GDPR. The principle of data minimization is a specification of the general principle of
proportionality. The principle of data minimization posits that the collection of personal data shall be “[...] adequate,
relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data
minimization’).”

29 Art.5(1)(b) of the GDPR. According to this principle, personal data may be “[...] collected for specified, explicit and
legitimate purposes and not further processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
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personal data of Article 6 of the GDPR as well as special categories data of Article 9 of the
GDPR?3L., Article 89 does not describe a legal basis for the processing of personal data or of
special categories data. The legal bases for the processing of this data are described strictly in
Article 6 of the GDPR. Article 6(1) of the GDPR exhaustively stipulates what may constitute a
legal basis for data processing. Therefore, the processing of data through the TDM application
in a library setting could be lawful only if either one of the options described in Article 6(1) of
the GDPR is applicable. Most likely, processing of data in the framework of TDM complies
with processing that is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection of personal data, in

particular where the data subject is a child®2.

Paragraphs 2 and 3 of Article 89 entitle the Member States to provide for derogations
from certain rights of the data subjects. The scope of Article 89(2) is limited to processing for
scientific or historical research purposes and statistical purposes. Said paragraph of Article 89
provides for derogations from the right of access®, the right of rectification®*, the right of
restriction of processing®, and the right of objection®. However, such derogations are still

subject to the conditions and safeguards referred to in Article 89(1) of the GDPR, which means

purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’).”

30 Art.5(1)(e) of the GDPR. According to this principle, personal data may be “[...] kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods in so far as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate technical and organizational measures
required by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’).”
Upon expiration of that period, data must be deleted or anonymized.

31 See Art.9(2)(j) of the GDPR according to which “processing is necessary for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection
and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data
subject.”

32 Art.6(1)(f) of the GDPR.
3 Art.15 of the GDPR.
34 Art.16 of the GDPR.
35 Art.18 of the GDPR.

36 Art.21 of the GDPR.
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firstly that appropriate safeguards must be in place to protect the rights and freedoms of data
subjects even when derogations apply®” 3¢ 3% secondly, that the use of the rights from which
derogations are given must be likely to render impossible or seriously impair the achievements
of the specific purposes, and such derogations are necessary for the fulfillment of those
purposes®; and thirdly, that derogations only apply to the purposes mentioned in the respective

paragraphs of Article 89.

Recital 159 states that “the processing of personal data for scientific research purposes
should be interpreted in a broad manner including, for example, technological development and

demonstration, fundamental research, applied research and privately funded research.”

37 See Recital 156 according to which “[...] the processing of personal data for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes should be subject to appropriate safeguards for the
rights and freedoms of the data subject pursuant to this Regulation. Those safeguards should ensure that technical
and organizational measures are in place in order to ensure, in particular, the principle of data minimization. The
further processing of personal data for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes is to be carried out when the controller has assessed the feasibility to fulfil those
purposes by processing data which do not permit or no longer permit the identification of data subjects, provided that
appropriate safeguards exist (such as, for instance, pseudonymization of the data). Member States should provide for
appropriate safeguards for the processing of personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. Member States should be authorized to provide, under specific
conditions and subject to appropriate safeguards for data subjects, specifications and derogations with regard to the
information requirements and rights to rectification, to erasure, to be forgotten, to restriction of processing, to data
portability, and to object when processing personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. The conditions and safeguards in question may entail specific
procedures for data subjects to exercise those rights if this is appropriate in the light of the purposes sought by the
specific processing along with technical and organizational measures aimed at minimizing the processing of personal
data in pursuance of the proportionality and necessity principles.”

38 See Recital 157 according to which “In order to facilitate scientific research, personal data can be processed for
scientific research purposes, subject to appropriate conditions and safeguards set out in Union or Member State
law.”

39 See Recital 162 according to which “Union or Member State law should, within the limits of this Regulation, determine
statistical content, control of access, specifications for the processing of personal data for statistical purposes and
appropriate measures to safeguard the rights and freedoms of the data subject and for ensuring statistical
confidentiality. ”

40 See Art.14(5)(b) of the GDPR, according to which the provision of information where personal data have not been
obtained from the data subject shall not apply in so far as “[...] the provision of such information proves impossible or
would involve a disproportionate effort, in particular for processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes, subject to the conditions and safeguards referred to
in Article 89(1) or in so far as the obligation referred to in paragraph 1 of this Article is likely to render impossible or
seriously impair the achievement of the objectives of that processing. In such cases the controller shall take
appropriate measures to protect the data subject’s rights and freedoms and legitimate interests, including making the
information publicly available.” See, also, Art.17(3)(d) of the GDPR, according to which the provisions of
paragraphs 1 and 2 of Article 17 that pertains to the right to erasure (the right to be forgotten) shall not apply to the
extent that processing is necessary “[...] for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) in so far as the right referred to in paragraph 1 is
likely to render impossible or seriously impair the achievement of the objectives of that processing.”
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National legislation of the Member-States may include a definition of the term ‘scientific
research purposes.” The intention of the EU legislator is to include under the definition of
‘scientific research purposes’ the broadest possible meaning and allow scientific research
purposes to be pursued, at least to the extent possible under the Data Protection Directive. In the
Greek legal framework, there is no specific definition of the term ‘scientific research purposes’,
although the law 3653/2008 pertains to the enhancement of scientific research and technology in
Greece. The individual right to scientific research and teaching is recognized in the wording of
Article 16(1)(a) of the Greek Constitution according to which ‘Art and science, research and
teaching shall be free and their development and promotion shall be an obligation of the State.’
However, so far there are very few Greek Court decisions elaborating upon this individual right
and the meaning of ‘scientific research purposes’, with the most notable being the decision of
the Council of State N0.1043/1989 (Papadopoulos, 2020).

The term ‘historical research’ is not defined in the GDPR. However, Recital 160 makes
clear that under the term ‘historical research’ fit both ‘historical research’ and ‘research for

genealogical purposes’.

Recital 162 defines the meaning ‘statistical purposes’ as “any operation of collection and
the processing of personal data necessary for statistical surveys or for the production of
statistical results.” Further, the statistical purpose in the processing of data implies that the
result of the processing is not personal data, but aggregate data that may not be used in support
of measures or decisions regarding any particular natural person (data subject). Special
regulation may be applicable in case of processing of data for statistical purposes, such as
Article 338(2) of the Treaty for the Functioning of the European Union (TFEU)* or the
Regulation EC 223/2009 on European Statistics*2.

41 According to Art.338(2) of the TFEU “The production of Union statistics shall conform to impartiality, reliability,
objectivity, scientific independence, cost-effectiveness and statistical confidentiality; it shall not entail excessive
burdens on economic operators.”

42 Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics
and repealing Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the
transmission of data subject to statistical confidentiality to the Statistical Office of the European Communities,
Council Regulation (EC) No322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom
establishing a Committee on the Statistical Programmes of the European Communities (Text with relevance for the
EEA and for Switzerland), OJ L 87, 31/03/2009, p.164-173.
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Article 89 does not distinguish between research pursuing public interests and research for
private and/or purely commercial purposes. Thus, it applies in research pursued through TDM or
other means either for public or for private interest, either for commercial or for non-commercial

purposes.

Article 89(3) applies to archiving purposes in the public interest. Not every archive falls
under the scope of Article 89(3), but only those that have a legal obligation to maintain records
in the scope of the public interest. According to Recital 158, “Public authorities or public or
private bodies that hold records of public interest should be services which, pursuant to Union
or Member State law, have a legal obligation to acquire, preserve, appraise, arrange, describe,
communicate, promote, disseminate and provide access to records of enduring value for the
general public interest.” This means that archives which do not fit in the public interest scope,
are not covered by Article 89. NLG is entitled to hold records of public interest and has a legal
obligation to acquire, preserve, appraise, arrange, describe, communicate, promote, disseminate
and provide access to records of enduring value for general public interest according to Greek
law 3149/2003 as amended through law 4452/2017.

Under Article 89(3) of the GDPR, where personal data are processed for archiving
purposes in the public interest, EU law of Member-State law may provide for derogations from
the right of access by the data subject*®, the right of rectification®, the right to restriction of
processing®, the notification obligation®, the right to data portability*’, and the right to object*®.
However, such derogations in the case of Article 89(3) are still subject to the conditions of
Article 89(1) of the GDPR.

In the case of processing of special categories of personal data, i.e. personal data of Article
9 of the GDPR, either for archiving purposes in the public interest or for scientific and historical
research purposes or for statistical purposes, national law may stipulate conditions for the

43 Art.15 of the GDPR.
4 Art.16 of the GDPR.
45 Art.16 of the GDPR.
46 Art.19 of the GDPR.
47 Art.20 of the GDPR.

48 Art.20 of the GDPR.
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lawfulness of the processing, according to Article 9(2)(j) of the GDPR. Article 22 of the Greek
law 4624/2019 caters for the lawfulness of the processing of special categories of personal data,
Said Article of law 4624/2019 is applicable in the case of processing of special categories of
personal data through the TDM process that is considered lawful according to Article 9(2)(a) of
law 4624/2019, i.e. on the basis of (absolutely) necessary processing for the purpose of public

interest.

In addition to the public interest purpose, TDM activities by the NLG may also be
undertaken for historical®® or scientific® research purposes, at least. According to Recital 159 of
the GDPR, in order to meet the specificities of processing personal data for scientific research
purposes, specific conditions must apply in particular as regards the publication or otherwise
disclosure of personal data in the context of scientific research purposes. If the result of
scientific research gives reason for further measures in the interest of the data subject, the
general rules of Regulation 2016/679/EU should apply in view of those measures. Thus, given
that the output of TDM deployed by the NLG includes personal data found in the works
harvested from the Web, NLG must apply specific conditions regarding the publication or
otherwise disclosure (in copyright terms, this is deemed to be relevant to the
presentation/communication to the public right of copyright®!) of the output of the TDM that
includes personal data of persons who have not deceased. These specific conditions could
pertain to the intranet or the extranet through which the TDM output is accessible to a certain

public that is narrower than the general public.

Regarding TDM activities undertaken for statistical purposes, NLG must cater for the

following requirements in consideration of Recital 162 of the GDPR: the result of the processing

49 See Recital 160 of the GDPR according to which “Where personal data are processed for historical research purposes,
this Regulation should also apply to that processing. This should also include historical research and research for
genealogical purposes, bearing in mind that this Regulation should not apply to deceased persons. ”

50 The ‘scientific research purpose’ is meant widely for the application of the GDPR. According to Recital 159, “For the
purposes of this Regulation, the processing of personal data for scientific research purposes should be interpreted in
a broad manner including for example technological development and demonstration, fundamental research, applied
research and privately funded research. In addition, it should take into account the Union's objective under
Article 179(1) TFEU of achieving a European Research Area. Scientific research purposes should also include
studies conducted in the public interest in the area of public health.”

51 See Art.3(1)(h) of the Greek Copyright law 2121/1993, which pertains to the communication to the public right of the
works of copyright-holders, by wire or wireless means or by any other means, including the making available to the
public of their works in such a way that members of the public may access these works from a place and at a time
individually chosen by them.
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of personal data or special categories data whenever is undertaken either in the framework of
TDM or other means for statistical purposes cannot be personal data, but only aggregate data;
the result of the processing for statistical purposes cannot be used in support of measures or
decisions regarding any particular data subject (natural person). In consideration of Recital 162,
statistical results may further be used for purposes other than scientific research purposes. The
term ‘statistical purposes’ is meant as “any operation of collection and the processing of
personal data necessary for statistical surveys or the production of statistical results®2.”
According to Recital 162 of the GDPR “The statistical purpose implies that the result of
processing for statistical purposes is not personal data, but aggregate data, and that this result
or the personal data are not used in support of measures or decisions regarding any particular
natural person.” Thus, there are two conditions, which both must be met in the case of
processing of personal data or special categories data for statistical purposes: a) the result of the
processing of personal data or special categories data must not be personal data but should be
aggregate data; b) the result of the processing of personal data or special categories data must

not be used in support of measures or decisions regarding any particular natural person.

According to Art.5(1)(b) of the GDPR, personal data processed during TDM activities
undertaken by the NLG for historical or scientific purposes may further be processed for
archiving purposes in the public interest or for statistical purposes, in accordance with Art.89(1),
without being considered to be incompatible with the initial purposes (‘purpose limitation®).
Regarding the ‘storage limitation’ requirement, Art.5(1)(e) of the GDPR rules that personal data
processed during TDM activity may be stored for longer periods in so far as the personal data
are processed solely for archiving purposes® in the public interest, scientific or historical
research purposes, or statistical purposes in accordance with Art.89(1), and are subject to the
implementation of appropriate technical and organizational measures required by Regulation
2016/679/EU in order to safeguard the rights and freedoms of the data subject.

52 Recital 162 of the GDPR.

53 According to Recital 158, the ‘archiving purpose’ includes in particular “providing specific information related to the
political behavior under former totalitarian state regimes, genocide, crimes against humanity, in particular the
Holocaust or war crimes.”
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Regarding the processing of personal data for archiving purposes through the TDM
process, data referring to deceased people do not constitute personal data®, thus there is no
conflict in processing them with the provisions of the GDPR. In the same vein, further
processing of personal data for archiving purposes, for example with a view to providing
specific information related to the political behavior under former totalitarian state regimes,
genocide, crimes against humanity, in particular the Holocaust, or war crimes, is not in conflict
with the provisions of the GDPR™,

Art.89(1) makes a reference to ‘pseudonymization’ as a technical measure to ensure
respect for the principle of data minimization. Pseudonymization is meant as “the processing of
personal data in such a manner that the personal data can no longer be attributed to a specific
data subject without the use of additional information, provided that such additional
information is kept separately and is subject to technical and organizational measures to ensure
that the personal data are not attributed to an identified or identifiable natural person®®.”
Art.89(1) refers to ‘pseudonymization’, but not to ‘anonymization’. However, the reference in
Art.89(1) to “further processing which does not permit or no longer permits the identification of
data subjects” could be interpreted as including anonymization. This interpretation is also
inferred from Recital 156, according to which “The further processing of personal data for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes is to be carried out when the controller has assessed the feasibility to fulfill those
purposes by processing data which do not permit or no longer permit the identification of data
subjects, provided that appropriate safeguards exist (such as, for instance, pseudonymization of
the data).” The list of safeguards mentioned in Art.89(1) is not exhaustive, thus both
anonymization and pseudonymization could be favored under Article 89 of the GDPR. The legal
distinction between anonymized and pseudonymized data is the categorization as personal data.

Pseudonymous data still allows for some form of re-identification (even indirect and remote),

54 See Art.4 and Recital 158 of the GDPR.

5 See Recital 158 of the GDPR, according to which “Member States should also be authorized to provide for the further
processing of personal data for archiving purposes, for example with a view to providing specific information related
to the political behavior under former totalitarian state regimes, genocide, crimes against humanity, in particular the
Holocaust, or war crimes.”

5 Art.4, No.5 of the GDPR.
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while anonymous data cannot be re-identified®’. Anonymized data are not subject to data
protection obligations through the application of the GDPR or relevant legislation. Anonymous
data cannot be linked back to identifiable data subjects. Also, anonymous data is useless for

almost anything but high-level data aggregation and analysis®®.

In contrast to anonymized data, pseudonymized data retains some statistical utility relative
to the level of pseudonymization. For this reason, data pseudonymization is preferable for
statistical analysis. That is why Art.89(1) of the GDPR refers to ‘pseudonymization’ rather than
to ‘anonymization’ as a technical measure to ensure data minimization. Pseudonymization
techniques differ from anonymization techniques. With anonymization, the data is scrubbed for
any information that may serve as an identifier of a data subject. Pseudonymization does not
remove all identifying information from the data but merely reduces the linkability of a dataset
with the original identity of an individual (e.g., via an encryption scheme). Both
pseudonymization and anonymization are encouraged in the GDPR and enable its constraints to
be met. These techniques should therefore be generalized and recurring. Those in possession of
personal data should implement one of these techniques to minimize risk, and automation can

reduce the cost of compliance.

Pseudonymization in the GDPR s referred to as a method—a technical means—that can
be used for demonstrating GDPR compliance in more than one Articles or Recitals of the
Regulation. Article 25(1) of the GDPR makes a reference to pseudonymization as an appropriate
technical measure which is designed to implement data-protection principles. Article 32(1)(a) of
the GDPR names pseudonymization and encryption of data as a technical means to ensure a
level of security appropriate to the risk, thus pseudonymization is advocated as a risk-based

approach to data security. Also, Recital 78 of the GDPR reports pseudonymization of personal

57 See Recital 26 of the GDPR according to which “[...] Personal data which have undergone pseudonymization, which
could be attributed to a natural person by the use of additional information should be considered to be information on
an identifiable natural person. /...] The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural person or to personal
data rendered anonymous in such a manner that the data subject is not or no longer identifiable. This Regulation
does not therefore concern the processing of such anonymous information, including for statistical or research
purposes.”

58 See Working Party of Article 29, Opinion 05/2014 on Anonymization Techniques, WP 216, April 10, 2014, available at
URL: https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf [last
check, April 30, 2020].
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data as soon as possible as a measure that meets the principles of data protection by design and
by default.

There are multiple methods for pseudonymization such as data masking, encryption, and
tokenization. Encryption entails the use of a key to encode or protect a data set. Consequently,
encryption is mathematically reversible and is subject to the complexities of key management.
Tokenization, by comparison, involves replacing identifying or sensitive data with a
mathematically unrelated value. Therefore, the tokens cannot be mathematically reversed. Both
encryption and tokenization can be format-preserving and tokens may optionally include
elements of the original value for purposes of data processing. Tokenization is used in the TDM
process. Data masking is a process for obfuscating data that is typically accomplished via
encryption. Using masking, data can be de-identified and de-sensitized so that personal

information remains anonymous in the context of support, analytics, testing, or outsourcing.

The most suitable method of pseudonymization depends on the specific use case and
needs of an organization, although it is worth noting that from a compliance standpoint,
tokenization via a cloud-based tokenization provider is the only method that enables an
organization to completely remove sensitive or identifying data from its systems. This is a
significant differentiator from both a compliance and a data security perspective. As is already

stated above, tokenization is part of the TDM process.

TDM activities involve both web harvesting and web archiving processing of subject
matter. Regarding the NLG, which is a public law entity according to Art.1(1) of law
3149/2003, thus a legal entity that aims at serving the general public interest, Recital 158(2) of
the GDPR is of interest. NLG as a public body that holds records of public interest—these
include the output of TDM records as well as works in the general or specific collections of
works archived and made available to the public through NLG—is an organization that provides
services which, pursuant to the Greek law, has a legal obligation to acquire, preserve, appraise,
arrange, describe, communicate, promote, disseminate and provide access to records of enduring

value for the general public interest.

Also, in consideration of Recitals 156 and 158 of the GDPR, NLG which is empowered to
deploy TDM for archiving and research purposes for the public interest must cater for the

application of appropriate safeguards for the rights and freedoms of the data subjects pursuant to
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the GDPR. Those safeguards should ensure that technical and organizational measures are in
place in order to particularly ensure the principle of personal data minimization or the principle
of storage limitation. The further processing of personal data for archiving purposes in the
public interest, scientific or historical research purposes, or statistical purposes is to be carried
out when the Controller—it might be a different entity than the NLG which is the Processor
definitely—has assessed the feasibility to fulfill those purposes by processing data which do not
permit or no longer permit the identification of data subjects, provided that appropriate
safeguards exist (such as, for instance, pseudonymization of the data).

Article 89(2) of the GDPR allows for derogations from rights referred to in Article 15 (the
right of access), Article 16 (right of rectification), Article 18 (right of restriction of processing),
and Avrticle 21 (right of objection) of the GDPR when personal data are processed for scientific
or historical research or statistical purposes in so far, as such rights are likely to render
impossible or seriously impair the achievement of the specific purposes, and such derogations
are necessary for the fulfillment of those purposes. Said GDPR article also posits that EU or
Member State law may provide for derogations from the rights of the aforesaid articles.
Regarding the Greek law, Article 29 and Article 30 of the law 4624/2019 are applicable in the
case of NLG.

Derogations from the right to object (Art.21 of the GDPR) where personal data are
processed for scientific or historical purposes or statistical purposes pursuant to Article 89(1) of
the GDPR are provisioned in Article 21(6) of the GDPR, too. Article 21(6) allows for
derogations from the right to object in cases of processing of personal data which is necessary

for the performance of a task carried out for reasons of public interest.

Regarding the obligation to inform the data subject when personal data processed through
TDM process have not been obtained from the data subject®®, Article 23(1) of the GDPR allows
EU or Member State law to provide restrictions to the obligation to inform. As far as the Greek
law is concerned, Article 32(1)(a)(aa) of law 4624/2019 is applicable in the case of NLG and its
obligation to inform the data subjects for the processing of their personal data through TDM
process. Thus, NLG is not obliged to inform the data subjects for the processing of their

59 See Art.14 of the GDPR that pertains to information to be provided to the data subject where personal data are
processed without being obtained from the data subject.
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personal data through the deployment of TDM by NLG that serves important objectives of

general public interest.

Finally, regarding the right to erasure—the right to be forgotten—Article 17(3)(d) of the
GDPR caters for a restriction to it where the processing of personal data takes place for
archiving purposes in the public interest, scientific or historical research purposes, or statistical
purposes in accordance with Article 89(1) of the GDPR in so far, as the right to be forgotten is
likely to render impossible or seriously impair the achievement of the objectives of the

processing.

2.3 Background

The General Data Protection Regulation (EU) 2016/679 offers a digital environment for
companies and organizations where they can better trace, secure, and handle data within the IT
infrastructure and beyond. In the same vein, the GDPR requires strong security mechanisms to
be in place in order to safeguard the data under consideration. Hence, powerful security
mechanisms should be adopted for the adequate protection of sensitive and private data stored in
order to comply with the GDPR. The latest trends in cybersecurity have embedded technologies
with enhanced mechanisms for better results, including machine learning and big data analytics

on network security solutions (Kantarcioglu & Xi, 2016).
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Chapter 3: A compliant and secure IT infrastructure for the
National Library of Greece in consideration of internet security and
GDPR

3.1 Overview

The application of the General Data Protection Regulation (GDPR) is
considered an issue of vital importance for the smooth operation of IT infrastructures,
especially for companies in the European Union (EU) Member States. The GDPR is
a useful tool, which, among other requirements, mandates the adoption of privacy-
by-design and advanced security techniques. Taking into account its requirements,
this article analyzes its implementation with regard to applied Internet Security
solutions. While the Regulation offers a minimum set of technical Internet Security
means to be taken into consideration by companies and organizations, so as to
achieve GDPR compliance, the current chapter aims to highlight the adaptation of
strong security mechanisms that will not only set companies compliant with the
GDPR but also maintain them strong and secure against most threats.

3.2 Enhanced Security Mechanisms for the National Library of

Greece

The General Data Protection Regulation 2016/679/EU (hereinafter, GDPR)
offers a digital environment for companies and organizations where they can better
trace, secure, and handle data within the IT infrastructure and beyond. In a similar
vein, the GDPR requires strong security mechanisms to be in place in order to
safeguard the data under consideration. All public and private libraries, including of
course the National Library of Greece (hereinafter NLG), need to comply with GDPR

requirements for personal data protection. Hence, powerful security mechanisms
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should be adopted for the adequate protection of personal data and/or special
categories data stored and for compliance with the GDPR requirements. The latest
trends in cybersecurity have embedded technologies with enhanced mechanisms for
better results, including machine learning and big data analytics on network security
solutions (Kantarcioglu & Xi, 2016). In this chapter, we analyze the basic
components that NLG should implement and properly configure, in order to become

compliant with the relevant legislation and resilient to cyberattacks.

Under GDPR, following a data breach the data controller has the legal
obligation to notify the supervisory authority in 72 hours maximum®. This way,
apart from any actual data losses, organizations run the risk of harming their
reputation and even face the financial burden of GDPR fines. Due to the high costs of
data breaches (Ponemon Institute LLC, 2017; Ponemon Institute LLC, 2019), security-
by-design is highly recommended to companies and organizations to assist them in
minimizing investments for their IT security infrastructure and protecting their data.
NLG is not an exception to the rule of this recommendation, of course. Strong
security mechanisms should be implemented in order to not only be compliant with
the GDPR requirements but also be secure against the continuously evolving
cybersecurity threats. Once these strong security mechanisms are in place, the level
of security in an IT infrastructure will be enhanced and the company will minimize

the required response to a security breach.

Thus, NLG has no alternative but to maximize its posture about Information
Technology security through technical measures with the aim to enhance the security
of its IT infrastructure and comply with GDPR requirement for processing of data in
a manner that it “ensures appropriate security of the personal data, including
protection against unauthorized or unlawful processing and against accidental loss,

destruction or damage, using appropriate technical or organizational measures®:.”

60 Art.33(1) of the GDPR, according to which “In the case of a personal data breach, the controller shall without undue
delay and, where feasible, not later than 72 hours after having become aware of it, notify the personal data breach to
the supervisory authority competent in accordance with Article 55, unless the personal data breach is unlikely to
result in a risk to the rights and freedoms of natural persons. Where the notification to the supervisory authority is not
made within 72 hours, it shall be accompanied by reasons for the delay.”

61 Art.5(1)(f) of the GDPR.
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By the term ‘technical measures’ mentioned in the Regulation 2016/679/EU, the
legislator refers to the functions, processes, controls, systems, procedures, and
policies that are in place to protect and safeguard the critical data and private
information that a company holds.

The optimal way to begin is to conduct vulnerability scans and penetration tests
on the network and its components, including servers, routers, switches, and
endpoints. Risk assessments will assist further to discover loopholes in all processing
activities, to identify the highest risks regarding personal data and the effective

measures that should be taken under consideration.

Regardless of the possible future changes in the structure of NLG, a resilient IT
security infrastructure for NLG should include a firewall solution with endpoint
security, a Data Leakage Prevention solution (DLP) which will include a Mobile
Device Management (MDM), an Intrusion Detection - Intrusion Prevention System
(IDPS), encryption of email communications, encryption and pseudonymization of
personal and sensitive data stored in the IT infrastructure. Regarding the
authentication and authorization of the users in a web-based service, a strong access
control solution should be adopted and included in the arsenal of minimum IT

security mechanisms, as well.

Figure 1 depicts a suggested topology regarding a compliant and secure IT
infrastructure for NLG in consideration of its structure currently.
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Figure 1: Suggested Topology Regarding a Compliant and Secure IT Infrastructure of NLG.
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3.21 Firewall

A firewall solution for NLG is an important component, able to safeguard its
IT infrastructure, which not only monitors and manages all incoming and outgoing
network traffic but, additionally, is able to create a bulletproof environment against
all types of malware threats. Numerous attacks have been seen in the wild that
mainly have to do with poor configurations and lack of targeted rules enforced
(Wool, 2010). While cyber intruders and malicious programs can bypass firewall
solutions, these are the primary defense line against cyber-attacks coming from the
outside of an IT infrastructure, as well as from insiders or malware attempting to
transmit stolen data from the network’s interior. Therefore, NLG’s firewall is an

essential ingredient of compliance with the GDPR and other regulations.

A firewall can be implemented as hardware and software, or a combination of
both according to the needs of the IT infrastructure. Typically, a firewall protects
against malicious users and allows only legitimate users to access the network,
based on the security strictly defined by the IT administrator and the applicable
organization’s policies. NLG’s well-configured firewall solution can determine
potential malicious activities, monitor and alert on denial of service and distributed
denial of service attacks when occurred, control access to all connected to its
network computers if endpoint protection is enabled, and allow access to
information based on certain levels of trustworthiness that have been set by NLG’s

IT administrator and applicable IT security policies.

3.2.2  Data Leakage Detection and Prevention Systems

The GDPR has introduced the concepts of *Privacy by Design’®? and ‘Privacy

by Default’®® ®  which have been topics related to data protection frequently

62 See Art.25(1) of the GDPR.
63 See Art.25(2) of the GDPR.

64 Art.25 of the GDPR, which is titled ‘Data Protection by design and by default’. According to Art.25 of the GDPR
“Taking into account the state of the art, the cost of implementation and the nature, scope, context and purposes of
processing as well as the risks of varying likelihood and severity for rights and freedoms of natural persons posed by
the processing, the controller shall, both at the time of the determination of the means for processing and at the time of
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discussed (Ved, 2017). The first thoughts of ‘Privacy by Design’ were expressed in
the 1970s and were incorporated in the 1990s into Data Protection Directive, i.e.
Directive 95/46/EC®®. According to Recital 46 in Data Protection Directive,
Technical and Organizational Measures (TOM)® must be taken already at the time
of planning a processing system to protect data safety. The term ’Privacy by
Design’ means nothing more than data protection through technology design®’.
Behind this, there is the thought that data protection in data processing procedures
is best adhered to when it is already integrated into the technology when created.
The essence of Article 25 of the GDPR is to impose a qualified duty on controllers
to put in place technical and organizational measures that are designed to
implement effectively the data protection principles of the GDPR and to integrate
necessary safeguards into the processing of personal data so that the processing will

meet its requirements and otherwise ensure the protection of data subject’s rights.

the processing itself, implement appropriate technical and organizational measures, such as pseudonymization, which

are designed to implement data-protection principles, such as data minimization, in an effective manner and to

integrate the necessary safeguards into the processing in order to meet the requirements of this Regulation and protect
the rights of data subjects.

The controller shall implement appropriate technical and organizational measures for ensuring that, by default, only

personal data which are necessary for each specific purpose of the processing are processed. That obligation applies

to the amount of personal data collected, the extent of their processing, the period of their storage and their
accessibility. In particular, such measures shall ensure that by default personal data are not made accessible without
the individual’s intervention to an indefinite number of natural persons. An approved certification mechanism pursuant
to Article 42 may be used as an element to demonstrate compliance with the requirements set out in paragraphs 1 and

2 of this Article.”

8 See Recital 46 of Data Protection Directive according to which “Whereas the protection of the rights and freedoms
of data subjects with regard to the processing of personal data requires that appropriate technical and
organizational measures be taken, both at the time of the design of the processing system and at the time of the
processing itself, particularly in order to maintain security and thereby to prevent any unauthorized processing;
whereas it is incumbent on the Member States to ensure that controllers comply with these measures; whereas
these measures must ensure an appropriate level of security, taking into account the state of the art and the costs of
their implementation in relation to the risks inherent in the processing and the nature of the data to be protected. ”

6 See Recital 78 of the GDPR titled ‘Appropriate Technical and Organizational Measures’. The definition of TOMs in
the GDPR includes indicatively internal policies and measures which meet in particular the principles of data
protection by design and data protection by default, and could consist, inter alia, of minimizing the processing of
personal data, pseudonymizing personal data as soon as possible, transparency with regard to the functions and
processing of personal data, enabling the data subject to monitor the data processing, enabling the controller to
create and improve security features, etc.

57 See Recital 78 of the GDPR according to which “When developing, designing, selecting and using applications,
services and products that are based on the processing of personal data or process personal data to fulfil their
task, producers of the products, services and applications should be encouraged to take into account the right to
data protection when developing and designing such products, services and applications and, with due regard to
the state of the art, to make sure that controllers and processors are able to fulfil their data protection
obligations. ”
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The wording of Article 25 of the GDPR expressly describes a duty for data-
protection that applies not just at the time of processing but also beforehand, when
the controller determines the means for processing, i.e. at the time of designing an

information system.

Nevertheless, there is still uncertainty about what ‘Privacy by Design’ means,
and how one can implement it. On the one hand, this is due to incomplete
implementation of the Data Protection Directive in some Member States. On the
other hand, the principle of ‘Privacy by Design’ which is addressed in the GDPR,
requires persons responsible already to include definitions of the means for
processing TOMs at the time that they are defined in order to fulfill the ‘Privacy by
Design.’ The legislation leaves completely open the exact protective measures to be
taken. GDPR allows for the definition of TOMs through codes of conduct prepared
by library industry bodies®® or by proper certification schemes®®. The ‘Privacy by
Design’ requirement is met through TOMs, i.e. through not just technical measures,
but also through organizational measures. In other words, they embrace not simply
the design and operation of software or hardware, but they also extend to business
strategies and other organizational measures and practices such as rules
determining which and under what circumstances NLG employees are authorized

to access or otherwise process personal data or special categories data.

The ‘Privacy by Design’ and ’Privacy by Default’ mandates of Article 25 of
the GDPR is addressed to controllers. Thus, NLG acting as a controller must adhere
to the requirements set by Article 25 of the GDPR. However, these requirements
must also be met by third parties that NLG leverages upon for the provision of its
services in consideration of Recital 78 of GDPR according to which “When
developing, designing, selecting and using applications, services, and products that

are based on the processing of personal data or process personal data to fulfill

% See Art.40(2)(h) of the GDPR, according to which “Associations and other bodies representing categories of
controllers or processors may prepare codes of conduct, or amend or extend such codes, for the purpose of
specifying the application of this Regulation such as [...]”

69 See Art.25(3) of the GDPR, according to which “An approved certification mechanism pursuant to Article 42 may be
used as an element to demonstrate compliance with the requirements set out in paragraphs 1 and 2 of this Article.”
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their task, producers of the products, services, and applications should be
encouraged to take into account the right to data protection when developing and
designing such products, services and applications and, with due regard to the
state of the art, to make sure that controllers and processors are able to fulfill their
data protection obligations”. ‘Privacy by Design’ is an obligation set by the GDPR
that affects also NLG’s processors since NLG is only permitted to use processors
that provide “sufficient guarantees to implement appropriate technical and
organizational measures in such a manner that processing will meet the
requirements of this Regulation and ensure the protection of the rights of the data

subject’®.”

In addition to the named criteria, the type, scope, circumstances, and purpose
of the processing must be considered. This must be contrasted with the various
probability of occurrence and the severity of the risks connected to the processing.
The text of the law leads one to conclude that often several protective measures
must be combined to satisfy statutory requirements. In practice, this consideration
is already performed in an early development phase, when setting technology
decisions’™. Recognized certification can serve as an indicator for the authorities

that NLG has complied with the statutory requirements of ‘Privacy by Design’?.’

The outcome of the concepts of *Privacy by Design’ and ’Privacy by Default’
described in the GDPR is that NLG is now legally accountable for any loss or
unauthorized access and usage of the personal data it processes. NLG could further
develop its understanding of ’Privacy by Design’ and ‘Privacy by Default’
requirement set by Article 25 of the GDPR by delving into the requirements
described in the Cybersecurity Act: Regulation 2019/881/EU of the European
Parliament and of the Council of 17 April 2019 on ENISA (the European Union

Agency for Cybersecurity) and on information and communications technology

70 See Art.28(1) of the GDPR; see, also, Recital 81 of the GDPR.
1 See Recital 78 of the GDPR.

2 See Art.25(3) of the GDPR.
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cybersecurity certification and repealing Regulation (EU) N° 526/2013
(Cybersecurity Act) (Text with EEA relevance)’®.

NLG’s Data Leakage Detection and Prevention Systems solution can
monitor, restrict, and block the transferring of personal data. NLG’s Data Leakage
Detection and Prevention Systems solution provide information regarding the
organization’s data giving the ability to network administrators to enforce rules
according to the defined level of sensitivity of the data in question. By adopting
these solutions, NLG’s network administrator can mitigate data leaks coming from
users’ errors or internal malicious activities. NLG’s Data Leakage Detection and
Prevention Systems enhance NLG’s GDPR compliance as it is leveraged in order to
find, follow, delete, restrict access, prevent access and maintain personal data
within NLG’s IT infrastructure.

3.2.3  Special Categories Data Storage

The GDPR requires data processors and data controllers to define where
personal data and information is stored or processed’®. By implementing NLG’s
Data Leakage Detection and Prevention Systems solution, the NLG network
administrator is able to scan the existing network infrastructure, including mobile
devices and endpoints, for special categories data as defined by policies,
compliance profiles, personally identifiable information, file extensions, and other
attributes that specify the nature of the data. By doing so, NLG can be informed of
the location of special categories data and where they go throughout its network
infrastructure. Furthermore, the application of NLG’s Data Leakage Detection and
Prevention Systems solution makes it is easier for the network administrator to

provide extensive reports when requested by the Hellenic Data Protection Agency.

73 See Regulation 2019/881/EU available at URL: https://eur-lex.europa.eu/eli/req/2019/881/0j (last check, April 30,
2020). According to Recital 41 of this Cybersecurity Regulation “ENISA should play a central role in accelerating
end-user awareness of the security of devices and the secure use of services, and should promote security-by-design
and privacy-by-design at Union level. In pursuing that objective, ENISA should make use of available best
practices and experience, especially the best practices and experience of academic institutions and IT security
researchers.”

7 Art.4 No.2 of the GDPR.
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3.24  Deletion of Special Categories Data

One of the GDPR’s requirements is to collect data strictly for the necessary
for the pre-defined specific, explicit, and legitimate purposes and not process
further the data in a manner that is incompatible with those purposes’™. Data must
be stored only for the limited time that is needed—the principle of data storage
limitation (European Commission, 2018). In the framework of NLG’s statutory
goals and scope of activities, further processing of data for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes
shall not be considered to be incompatible with the initial purposes, in accordance
with Article 89(1) of the GDPR'®.

Data must be kept in a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the personal data are
processed. For NLG, the storage limitation principle of the GDPR allows for data
storage for longer periods “insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89(1) subject to the
implementation of the appropriate technical and organizational measures required
by this Regulation in order to safeguard the rights and freedoms of the data

subject’’.”

By implementing NLG’s Data Leakage Detection and Prevention Systems
solution, the NLG’s network administrator becomes able to delete personal data or
special categories data stored anywhere in the NLG’s network infrastructure even
remotely, allowing for total control over the stored data within the NLG’s IT
infrastructure, and at the same time making possible instant decisions on the
maintenance of data on any devices connected to NLG’s network (3 Phases of

protection by a Data Leakage Prevention (DLP) plan”, 2017).

s Art.5(1)(b) of the GDPR.
6 Art.5(1)(b) of the GDPR.

7 Art.5(1)(e) of the GDPR.
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3.25  Restriction of Special Categories Data usage

Another GDPR requirement is to ensure that the controller or the processor
will not process special categories data for any other purposes besides those strictly
referred to.”® Processing of special categories data by the NLG is allowed provided
that: said “processing is necessary for archiving purposes in the public interest,
scientific or historical research purposes, or statistical purposes in accordance
with Article 89(1) based on Union or Member State law which shall be
proportionate to the aim pursued, respect the essence of the right to data protection
and provide for suitable and specific measures to safeguard the fundamental rights

and the interests of the data subject®. ”

NLG does not upload or share data of special categories to any cloud service.
By applying NLG’s Data Leakage Detection and Prevention Systems solution,
special categories of data can be identified by the NLG’s network administrator,
who restricts and totally denies any kind of data transfer within the network
infrastructure or outside of it, by using rules, policies, and specific filters.
Consequently, users of NLG’s connected computers are restricted from uploading,

downloading, copying or printing, or otherwise using any special categories data.

3.2.6  Maintaining Security Standards

Following the enforcement of the GDPR, NLG as a data controller is required
to be informed regarding the privacy and security standards that processors, which
NLG may leverage upon, have adopted and implemented and whether or not they
have been up to date®. Through the implementation of NLG’s Data Leakage
Detection and Prevention Systems solution, transferred or stored data can be
scanned within the controller and processors’ IT infrastructure. Thus, if a data

breach occurred, NLG can inform the processors in order for the latter to take

8 Art.9(1) of the GDPR.
79 Art.9(2)(j) of the GDPR.

80 Art.32 of the GDPR.
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specific actions. NLG’s Data Leakage Preventions system is an integral part of
GDPR implementation by preventing losses of personal data and/or special
categories data in NLG’s network infrastructure, covering two of the most
important components of GDPR, the integrity and confidentiality of protected

data®! (European Data Protection Supervisor, 2018).

3.2.7  Mobile Device Management system

Mobile device management (MDM) is a type of security software that can be
used by the NLG’s IT department to monitor, manage and secure employees’
mobile devices that are deployed across multiple mobile service providers and
operating systems used in the organization (Blokdyk, 2019). The GDPR has a
strong impact on the way that NLG can handle its data within mobile devices.

A great change that came with the GDPR, is the need-to-know basis of where
the data exist at any given moment and the consent of the individual for storing and
using the data. Another requirement is to know the origin of specific data and the
individual who shared these data, which is a challenge especially for mobile users,

for example, NLG’s personnel who may collect data through its different premises.

One of the most important functionalities in order to both meet a certain
security level and be compliant with the GDPR is to determine the devices that
have access to specific data and services at all times. NLG’s Mobile Device
Management solution allows to include some personal devices which need to be
separate objects of a risk assessment before allowing their users to include
protected data. NLGs’ Mobile Device Management solution should come part and
parcel with NLG’s Bring Your Own Device policy that strictly describes the nature
of the data and the access level through mobile devices policy applied in NLG
(BYOD) (French et al., 2014). Gathering all the information and devices included
in NLG’s Mobile Device Management solution and Bring Your Own Device

81 Art.5(1)(f) of the GDPR.
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policy, the NLG’s IT administrator will have the ability to audit the logs and

specify the actions that took place in an event of data breach.

It is of high importance to pinpoint that, more often than not, mobile devices
are overlooked when it comes to security. However, they constitute a great risk
when it comes to security and compliance if the appropriate security mechanisms
are not in place. In any case, it is important to adopt strict security controls
including proper configuration, policies, and encryption techniques on every
device, in order to safeguard the data included.

Of course, ensuring the security of business data is much easier when
personal and business data are kept separate. Establishing clear boundaries between
a user’s personal data and NLG’s business data on personnel’s mobile devices is an
important, although hard step to take. Ideally, any user including NLG’s personnel
should not be able to gain access to any personal apps or personal email accounts
on a business device and vice versa. This would help minimize security risks and it
is a way for NLG to stay GDPR compliant regarding the integrity and
confidentiality of protected data. However, this is not an easy step to take, so NLG
needs to focus on minimizing the overlap and establishing clear boundaries and
policies for managing TOMs deployed for securing the integrity and confidentiality

of protected data.

3.2.8  Intrusion Detection and Prevention system

Cyberattacks are still one of the biggest reasons for personal data
compromising. Verizon’s <2017 Data Breach Investigations Report”, mentions that
more than half of the breaches occurred (51%) can be traced back to malware,
and this is just one type of network intrusionthat can lead to data being
compromised (Ward & Pritam, 2017).

An Intrusion Detection and Prevention system is one of the most powerful
ways to get properly protected from cyber threats acting in a different way from the

other security components mentioned so far in this chapter. NLG’s firewall for

58



example is able to filter potentially malicious traffic coming into NLG’s network,
while NLG’s Intrusion Detection and Prevention system is able to monitor all
traffic inside NLG’s network infrastructure and alert the NLG IT administrator if

malicious acts have been detected.

NLG’s Intrusion Detection and Prevention system is a device or software
application that monitors NLG’s network or systems for malicious activity or
policy violations. Any malicious activity or violation is typically reported either to
the NLG’s administrator or is collected centrally using a Security Information and
Event Management (SIEM) system. A SIEM system combines outputs from
multiple sources and uses alarm-filtering techniques to distinguish malicious

activity from false alarms (Blokdyk, 2020).

As it is shown in the network topology depicted above and according to the
needs of the NLG’s IT infrastructure, NLG’s Intrusion Detection and Prevention
system should be placed after the firewall, so only legitimate traffic is inspected,
which will further reduce the load on it as well. However, there are IT
infrastructures where it is advisable to place the Intrusion Detection and Prevention
system in front of the firewall to protect the firewall from cyberattacks. Therefore,
a strong Intrusion Detection and Prevention system solution customized to the

needs of NLG will enhance the protection from cyberattacks.

3.29  Email encryption

Sending and receiving emails are considered high-risk activities regarding
information security because it is possible for a network administrator, the service
provider, or even a malicious user to capture this kind of communication. As a
result, it is of high importance to use encryption techniques when transferring
sensitive data via email communications and strongly recommended for GDPR

compliance and overall security®?. Even though email encryption is considered an

82 Art.32 of the GDPR.
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important component for security in general, it is not commonly implemented

within the IT security infrastructures for companies and organizations.

There are two basic techniques for email encryption, each one serving on a
different level. The first method encrypts the emails while transmitted from one end
to the other via an encrypted tunnel. Emails are encrypted at the source before the
actual transfer, and decrypted upon arrival to the destination, using network
protocols such as TLS (Transport Layer Security) and its ancestor SSL (Secure
Socket Layer). The second method for email encryption encrypts the content of the
email without interfering with any transferring protocols while transporting the
email. Thus, even if the packets are captured by anyone in the middle of the

communication, the content cannot be shown as it is encrypted (Desmedt, 2005).

A known and widely used method regarding content encryption is
Secure/Multipurpose Internet Mail Extensions (S/MIME) and Open PGP based on
Pretty Good Privacy (PGP) (Callas et al., 2007). PGP is an encryption program that
provides cryptographic privacy and authentication for data communication
(Zimmermannn, 1995). Regarding email encryption nowadays, there are numerous
solutions by enterprise vendors like Microsoft (Microsoft Corp., 2019) and

Symantec (Symantec Corp., 2019).

3.2.10 Encryption

In a similar vein with email encryption, data encryption converts clear text
into a hashed code using ciphers, where the encrypted information transforms to
readable again by the method of decryption. It needs numerous resources to decrypt
a ciphertext without the knowledge of the encryption key, thus, it is highly unlikely
for a third party to decrypt a captured ciphertext. Strong encryption is the best
solution for NLG in order to safeguard the transmission of sensitive information
and one of the best methods to protect personal data or special categories data by

unauthorized access while stored.
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3.2.11 Pseudonymization

Pseudonymization is a data-management and de-identification procedure by
which personally identifying information fields within a data record are replaced by
one or more artificial identifiers or pseudonyms. A single pseudonym for each
replaced field or collection of replaced fields makes the data record less identifiable
while remaining suitable for data analysis and data processing (International
Organization for Standardization/Techincal Committee, 2008). Regarding compliance
to the GDPR, the application of pseudonymization to personal data can reduce the
risks for the data subjects concerned and help controllers and processors to meet
their data-protection obligations®®. Pseudonymization is recommended as a means
for securing data protection in the NLG’s network and IT infrastructure but should
not be used as a way to separate identifiers from data subjects regarding personally
identifiable information in order to circumvent other obligations (“Personal data

pseudonymization: GDPR pseudonymization what and how”, n/d).

3.2.12 Non-Technical Measures

Apart from strong technical implementations, NLG needs an effective
Information Security Policy to be adopted as an essential part of its I1T-security
posture. This policy could include subsection such as Asset Management, Access
Control, Passwords & Encryptions, Remote Access, Bring Your Own Device
(BYOD), Clear Desk & Screen, Secure Disposal, Business Continuity Plan/Disaster
Recovery. In addition, security awareness and training for all the NLG employees
are required in order to avoid security breaches. Cybercriminals will mostly target
the weakest link in the chain of security, which is the human factor (Evans, 2009).
An employee unintentionally could click on a phishing email, share sensitive
information over the telephone, and could let ransomware be installed in the
computer connected to the NLG’s network, which could cause serious damage to
the organization (Scheeres, 2012). For this reason, the NLG’s employees should

8 See Recital 28 of the GDPR titled Introduction of Pseudonymization.
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become aware and be periodically trained on best practices in the usage of their
systems and their obligations and responsibilities regarding the data they manage
and are associated to. Training on a regular basis regarding strong password
policies, best practices while surfing online, locking the screen when leaving the
desk, and the latest techniques used by hackers in order to evade a system, are some
of the recommended practices that promote effectively throughout the NLG secure
IT infrastructure and work as an add-on to a secure by design IT infrastructure

within the organization.

3.2.13 Authentication and Authorization on a web service

TDM has already been in use for security threat detection, and for
discovering hidden information in unstructured log messages (Suh-Lee et al.,
2017). Moreover, TDM has been used for security and crime detection (Paap et al.,
2014). While TDM may be used for security purposes, the NLG’s databases that
contain and manage sensitive, confidential, and valuable data, should be properly
protected from unauthorized access and data losses. Successful implementation of
data security at NLG should not only provide accurate and timely data but also
protect its confidentiality, integrity, availability, and security overall. While
creating a database that is accessible online by registered users such as NLG’s
general catalog®, the NLG’s administrator must properly safeguard the catalog’s
stored data. NLG’s general catalog and other NLG services available through the
Web appear more vulnerable than other NLG infrastructures because they are
accessible online, thus anyone can potentially access them. Consequently, the
addition of a new set of requirements to the security landscape for all NLG services
and the NLG’s Web services is a necessity. NLG’s properly configured Access
Control policy is one of the most important components regarding security on Web

services offered from the library and it works as a powerful tool to protect the

84 See NLG’s catalogue available to registered users at https://www.nlg.gr/collection/catalogue/ (last check, April 30,
2020).
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stored data accessed by external users, as it filters who will have access and where

exactly.

One of the major aspects regarding the security of the NLG Web services is
the authentication of each user trying to access the web service under consideration,
verifying that the user is who claims to be. Each user is identified through the
NLG’s Single Sign-On system by providing valid credentials, mostly their full
name, email address, and date of birth®. Users of the NLG Web services are
authenticated through SSO which is connected to Independent Authority for Public

Revenue’s system®.

3.3 Conclusions

Throughout this chapter, we focused on NLG’s Internet Security solutions in
consideration of compliance with the GDPR. While the Regulation offers a
minimum set of technical Internet Security means to be taken into account by
companies and organizations with the aim to achieve GDPR compliance, the
current chapter highlights a set of TOMs deemed necessary for the application of
strong security mechanisms at NLG. By adopting the TOMs described in this
chapter, NLG can enhance its ability to better protect the library’s IT infrastructure
from cyber threats. It can also improve the response to these kinds of threats and
mitigate their impact. Even after more than two years since the GDPR has been
enforced, a large number of companies including most public libraries have not
adopted a strong security strategy rendering them vulnerable to cybersecurity
threats. The GDPR is an opportunity for cybersecurity in practice, giving the
chance to companies and organizations to implement effective security

mechanisms. Apart from the fines enforced by Regulation 2016/679/EU, protecting

85 See NLG’s SSO system available at https:/register.nlg.gr (last check, April 30, 2020).

8 See login through NLG’s SSO system available at https://sso.nlg.gr/login (last check, April 30, 2020).
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personal data and data of special categories is foremost a matter of the NLG’s IT

infrastructure security.

NLG, as well as all national libraries of the other EU Member States, are
organizations which operate as safeguards of cultural treasures: they aim to build a
distributed and permanent collection of digital resources from the field of digital
preservation development of a distributed network of safe-kept material with
resource owners, or parties nominated by them, providing long-term access to their
material. For this reason, Directive 2019/790/EU on copyright and related rights in
the Digital Single Market, which amends Directives 96/9/EC and 2001/29/EC,
paves the way for NLG and other EU Member States’ national libraries to proceed
with massive preservation of cultural heritage. Copyright law that negatively
impacted on the reproduction of works protected by copyright is being amended
through Article 6 of Directive 2019/790/EU which caters for a mandatory
exception “to the rights provided for Article 5(a) and Article 7(1) of Directive
96/9/EC, Article 2 of Directive 2001/29/EC, Article 4(1)(a) of Directive
2009/24/EC and Article 15(1) of this Directive, in order to allow cultural heritage
institutions to make copies of any works or other subject matter that are
permanently in their collections, in any format or medium, for purposes of
preservation of such works or other subject matter and to the extent necessary for
such preservation.” The digitization, maintenance, connectivity, and the making
available to the public of digital resources kept in national libraries are becoming
core features in an ever-growing number of products and services offered by them
and with the advent of the Internet of Things (loT), a high number of connected
digital devices are expected to be deployed by national libraries across the EU
during the next decade. While an increasing number of cultural resources and
treasures safe-kept in NLG and other national libraries are becoming available
online, and while an increasing number of devices connected to the internet may be
leveraged upon to access these cultural resources, security and resilience are not
sufficiently built-in by design in national libraries, leading to insufficient

cybersecurity.
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Cybersecurity is not only an issue related to technology but one where human
behavior is equally important. The so-called, ‘cyber hygiene®’,” namely, simple,
routine measures that minimize their exposure to risks from cyber threats, when
implemented and carried out regularly by citizens, organizations, and businesses
should be strongly promoted in the environment of NLG and all national libraries
of EU Member-States. National libraries, which most—if not all—of them are
public organizations, are involved in the design and development of ICT products,
ICT services, or ICT processes, thus they should be encouraged to implement
TOMs at the earliest stages of design and development to protect the security of
those products, services, and processes to the highest possible degree, in such a way
that the occurrence of cyberattacks is presumed and their impact is anticipated and
minimized (‘security-by-design’)®. Security should be ensured throughout the
lifetime of an ICT product, ICT service, or ICT process deployed in a national
library by design and development processes that constantly evolve to reduce the
risk of harm from malicious exploitation. National libraries’ ICT products or ICT
services or ICT processes should be designed and be made available in such a way
so that they ensure a higher level of security which “should enable the first user to
receive a default configuration with the most secure settings possible (‘security by
default”), thereby reducing the burden on users of having to configure an ICT
product, ICT service or ICT process appropriately®®.”

All EU Member States’ national libraries including NLG, of course, have the
daunting task of compliance with the GDPR. This task can be seen in the wider
spectrum of creating cyber-resilient organizations, i.e. national libraries that
consider compliance with the requirements of Directive 2016/1148/EU concerning
measures for a high common level of security of network and information systems

across the EU. Most of the cyber-security issues are common to all national

87 See Recital 9 of Regulation 2019/881/EU on ENISA (the European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act).

8 See Recital 12 of Regulation 2019/881/EU.

89 See Recital 13 of Regulation 2019/881/EU.
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libraries in the EU. The establishment of a European cybersecurity certification
framework through Regulation 2019/881/EU% that lays down the main horizontal
requirements for European cybersecurity certification schemes to be developed and
allows them alongside EU statements of conformity for ICT products, ICT services
or ICT processes to be recognized and used in all Member States, could be
leveraged in the industry of EU national libraries through a cybersecurity
certification scheme customized to the relevant needs and requirements of national
libraries, museums, and archives in the EU. We refer to a European certification
scheme laying down the comprehensive set of rules, technical requirements,
standards, and procedures that are established at the Union level and that apply to
the certification or conformity assessment of specific ICT products, ICT services,
or ICT processes used by libraries, museums, and archives throughout EU. The
idea for a European cybersecurity certificate addressing the cybersecurity needs of
libraries, museums, and archiving organizations Europe-wide could be cultivated
and further developed through organizations such as the European Bureau of
Library, Information, and Documentation Associations (ELBIDA) or organizations
with international poise such as the International Federation of Library
Associations and Institutions (IFLA) which could furnish the European
Cybersecurity Certification Group provisioned in Article 62 of Regulation
2019/881/EU with information on the special needs and requirements for secure
ICT products, ICT services, and ICT processes aimed to be used by organizations
such as national libraries in the EU. A European cybersecurity certification for
national libraries, museums, and archiving organizations could be leveraged upon
to prove compliance with the GDPR requirements, in consideration of the provision
of Article 54(4) of Regulation 2019/881/EU according to which “[...] a European
cybersecurity certification scheme may be used for establishing the presumption of

conformity with legal requirements.”

% See Art.46 and Art.49 of Regulation 2019/881/EU.
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Chapter 4: Compliant and secure websites for the Greek Libraries
Network of the National Library of Greece and each library-member of

this Network in consideration of internet security and GDPR

4.1 Overview

The application of the General Data Protection Regulation (GDPR) regarding the
operation of websites is considered of vital importance, especially to organizations within
the European Union. The GDPR is a useful tool, which, among other requirements,
mandates the adoption of privacy-by-design and advanced IT security mechanisms in
place. Considering its requirements, this chapter analyzes its implementation with regard
to applied Internet Security solutions for the websites of the Greek Libraries Network of
the National Library of Greece. While the GDPR offers a minimum set of technical
Internet Security means to be taken into consideration by companies and organizations
Europe-wide, hereby we aim to highlight the adaptation of strong and proper security
mechanisms that will not only set libraries-members of the Greek Libraries Network of
the National Library of Greece compliant with the GDPR but also maintain them strong
and secure against most threats targeting websites to both internal and external

cybersecurity threats.

4.2 Security by design and by default for the Greek Libraries Network of
NLG

The General Data Protection Regulation 2016/679/EU (hereinafter, GDPR) offers a
digital environment for companies and organizations where they can better trace, secure,
and handle data within the IT infrastructure and beyond. In this context, the GDPR
requires strong security mechanisms to be in place in order to safeguard the data under

consideration. All libraries, public and private, need to comply with the GDPR
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requirements for personal data protection. Hence, powerful security mechanisms should
be adopted for the adequate protection of personal data and/or special categories of data
processed by the IT infrastructure. The latest trends in cybersecurity have embedded
technologies with enhanced mechanisms for better results, including machine learning
and big data analytics on network security solutions (Kantarcioglu et al., 2016). In this
chapter, we analyze the basic components that the Greek Libraries Network of the
National Library of Greece (hereinafter, NLG Network) supports and coordinates, and
the components it should implement and properly configure, so as its websites become

compliant with the relevant legislation and resilient to cyber-attacks.

The NLG Network has been established to help Academic, Research, Public,
Municipal, and School libraries to develop and evolve the services they offer to their
public. It aspires to be the means of exchanging information, knowledge, and
professional communication between libraries, to undertake training program initiatives
for library staff, to plan and organize national and international activities, such as
campaigns or conferences, to inspire its members to the use of professional tools and
standards, and to provide ongoing support to libraries which are members of the
Network. It provides leadership and consultant services to all its member (e.g. applying
standards and implementing new). In the organizational field, the NLG Network offers
library support by creating a union catalog, providing Integrated Library Systems (ILS),
and defending the political, economic, and social positions of libraries so that in the
future they can be social hubs for the community they serve. It aims to conduct research
and surveys to serve its purpose (e.g. level of development of library services in the
country, benchmarking based on other countries’ data and metrics). Also, the NLG
Network has a key role in the preparation of integrated funded programs, either national
or international, that aim at the development of libraries in the Network.®* NLG and all
member-libraries of the Greek Libraries Network set up their collaboration through the
NLG Network with the aim to apply Network-wide innovative methods of developing
services and programs that each library could not implement on its own, such as

Information Literacy, and jointly and radically comply to the requirements of Library

9 Dr. Philippos Tsimpoglou, General Director of the National Library of Greece, in Network of the Greek Libraries of
the National Library of Greece, available at URL: https://network.nlg.gr/liga-logia/.
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Science in the modern landscape in Greece today, which of course includes the
application of the GDPR requirements in the operation of libraries. For all the above
reasons, the Greek Libraries Network has the pivotal role of mapping and organizing the
Greek libraries’ eco-system and establishing an annual survey documenting resources,

services, and developments.

Under the GDPR, following a data breach the data controller has the legal
obligation to notify the supervisory authority in 72 hours maximum?®, This way, apart
from any actual data losses, organizations run the risk of harming their reputation and
even face the financial burden of GDPR fines. Due to the high costs of data breaches
(Ponemon Institute LLC., 2017; Ponemon Institute LLC., 2019), ‘security by design’ and
‘security by default’ are highly recommended to for-profit and non-profit organizations,
such as most libraries of the NLG Network, in order to be assisted with minimizing
investments for their IT security infrastructure and protecting their data. Once these
strong security mechanisms are in place to cover a potentially wide range of data
protection measures and to ensure data minimization and confidentiality, the level of
security of an IT infrastructure, which is used for the processing of personal data, is

enhanced and the organization minimizes the required response to a security breach.

Therefore, in order for the NLG Network to enhance the security of its websites and
comply with the GDPR requirement for processing of data in a manner “that ensures
appropriate security of the personal data, including protection against unauthorized or
unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organizational measures®®”, it needs to maximize its
Information Technology security posture through proper “technical or organizational
measures”. By the term “technical or organizational measures”, mentioned in Regulation

2016/679/EU, the legislator refers to the functions, processes, controls, systems,

92 Art.33(1) of the GDPR, according to which “In the case of a personal data breach, the controller shall without
undue delay and, where feasible, not later than 72 hours after having become aware of it, notify the personal data
breach to the supervisory authority competent in accordance with Article 55, unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of natural persons. Where the notification to the supervisory
authority is not made within 72 hours, it shall be accompanied by reasons for the delay.”

% Art.5(1)(f) of the GDPR.
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procedures, and policies that are in place, to protect and safeguard the critical data and

private information that an organization holds.

GDPR’s Article 25% mandates the requirement for data protection ‘by design’ and
‘by default’, leveraging on ‘technical and organizational measures’, taking into account
the state of the art, the cost of implementation, and the nature, scope, context, and
purposes of processing as well as the risks of varying likelihood and severity for rights
and freedoms of natural persons posed by the processing. The controller is mandated to
implement, both at the time of the determination of the means for processing and at the
time of the processing itself, ‘appropriate technical and organizational measure’s, such
as pseudonymization, which are designed to implement data-protection principles, such
as data minimization, in an effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of the GDPR and protect the rights
of data subjects. This obligation ensures by default that only personal data that are
necessary for each specific purpose of the processing are processed. This applies to the
amount of personal data collected, the extent of their processing, the period of their
storage, and their accessibility. ‘Appropriate technical and organizational measures’
must ensure by default that personal data are not made accessible without the individual’s

intervention to an indefinite number of natural persons.

Clarification upon the notion of appropriate technical and organizational measures
is provided in Recital 78 of the GDPR, according to which “such measures could consist,
inter alia, of minimizing the processing of personal data, pseudonymizing personal data
as soon as possible, transparency with regard to the functions and processing of personal
data, enabling the data subject to monitor the data processing, enabling the controller to
create and improve security features”. Technical and organizational measures must be
taken “to emsure that the requirements of this Regulation [a.k.a. GDPR] are met”;
technical and organizational measures consist of policies and measures which “meet in
particular the principles of data protection by design and data protection by default”.
The principles of data protection ‘by design’ and ‘by default’ must be taken into

9 See Art.25(1) & (2) of the GDPR.
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consideration in the context of public tenders, t00.*® Therefore, any attempt of the NLG
Network to apply for integrated funded programs either national or international that aim
at the compliance of libraries in the Network to the requirements of the GDPR must

consider data protection ‘by design’ and ‘by default.’

In consideration of the principles of data protection ‘by design’ and ‘by defauls’
“when developing, designing, selecting, and using applications, services, and products
that are based on the processing of personal data or process personal data to fulfill their
task, producers of the products, services, and applications should be encouraged to take
into account the right to data protection when developing and designing such products,
services and applications and, with due regard to the state of the art, to make sure that

controllers and processors are able to fulfill their data protection obligations.”

Recital 46 of the Data Protection Directive 95/46/EC (hereinafter, DPD) mentions
the need to take ‘appropriate technical and organizational measures’ for the protection
of data subjects’ rights and freedoms “both at the time of the design of the processing
system and at the time of the processing itself, particularly in order to maintain security
and thereby to prevent any unauthorized processing.” Since the application of DPD in
personal data protection, the notion of ‘appropriate technical and organizational
measures’ 1S aligned with measures that ensure an appropriate level of security, taking
into account the state of the art and the costs of their implementation in relation to the
risks inherent in the processing and the nature of the data to be protected.

The Court of Justice of the European Union (hereinafter, CJEU) has yet to rule on
the subject matter of Article 25 of the GDPR. However, it has strongly ruled through
joined cases C-293/12 and C-594/12 that the adoption of ‘technical and organizational
measures’ ensures that personal data are given effective protection against the risk of
abuse and against any unlawful access and use.®® Thus, CJEU is in line with the

application of Article 25 of the GDPR which, by its turn, is in line with the rulings of the

9 See Recital 78 of the GDPR.

% See joined cases C-293/12 and C-594/12 Digital Rights Ireland and Seitlinger and Others, Judgement of the Court,
paras.5, 7, 40, 66, 67, available at URL:
http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pagelndex=0&doclang=en&mode=Ist&
dir=&occ=first&part=1&cid=10218830 .

71


http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=10218830
http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=10218830

CJEU even before the enactment of the GDPR. The CJEU has also ruled indirectly in line
with the requirements of Article 25 of the GDPR in some of its decisions dealing with
internet mechanisms, such as the decision in Case C-131/12 in which the CJEU ruled that
Google and other search engine operators must reconfigure their systems so that they are

more privacy-friendly.®’

The purpose of Article 25 of the GDPR is to impose a qualified duty on controllers
to put in place technical and organizational measures that are designed to implement
effectively the data protection principles of the GDPR. Article 25 of the GDPR prevents
controllers from using technologies that collect more personal data than are strictly
necessary for technological functionality or that leak personal data to outsiders. The
wording of the GDPR expressly applies its ruling not just at the time of the processing
but also beforehand when the controller determines the means for the processing. The
measures referred to in Article 25 of the GDPR are not just ‘technical’ but also
‘organizational,” which means that they embrace not simply the design and operation of
software and hardware, but they extend to business strategies and other organizational
measures which contribute to the application of the GDPR principles listed in Article 5 of

the GDPR regarding data processing and privacy protection (Kuner et al., 2020).

Article 25 addresses the notions of ‘privacy by design’ and ‘privacy by default’, as
well. Both ‘privacy by design’ and ‘privacy by default’ are to be taken by controllers,
which are the entities to determine the purposes and the means of the processing of
personal data.®® ‘Privacy by design’ is addressed in Article 25(1) of the GDPR while
‘privacy by default’ is addressed in Article 25(2) of the GDPR. Article 25(1) of the
GDPR formulates the design stage in terms of when the controller assumes its status by
the time of determination of the means for processing.

97 See Case C-131/12, Google Spain and Google, available at URL:
http://curia.europa.eu/juris/liste.jsf?ogp=&for=&mat=or&lgrec=el&jge=&td=%3BALL &jur=C%2CT%2CF&num
=C-
131%252F12&page=1&dates=&pcs=0or&lg=&pro=&nat=or&cit=none%252CC%252CCJ%252CR%252C2008E
%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&language=
en&avg=&cid=10219757.

% See Art.4(7) of the GDPR.
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Both ‘privacy by design’ and ‘privacy by default’ impose on library members of the
NLG Network the obligation to meticulously select ‘technical and organizational’
measures that are privacy-friendly and can ensure effective protection against the risk of
abuse and against any unlawful access and use of personal data. Having that in mind,

where does this selection start?

One way to begin would be to conduct vulnerability scans and penetration tests on
the website and its components, including hosting servers and service providers checks.
Endpoint risk assessments could assist further to discover loopholes in all processing

activities, identify high risks regarding personal data and effective reparative measures.

Regardless of possible future changes in the IT support system of the NLG
Network, a resilient IT security infrastructure for the websites of the Network members
should consider the security and regulatory requirements described in the current article
for coping with the most common website cybersecurity threats, analyzed in the

following section.

4.3 Common website Cyber Security Threats

In order to understand the needs of an organization and conduct the websites of the
NLG Network compliant and resilient to cybersecurity threats, we need to thoroughly
understand the online threats that might affect the web infrastructure of an organization,
including the website. As described on the OWASP Top Ten security risks to web
applications of The Open Web Application Security Project®, the most common threats
that must be taken under consideration include, but may not be limited to, the following:
Injections, Broken Authentication, Sensitive Data Exposure, XML External Entities
(XXE), Broken Access Control, Security Misconfiguration, Cross-Site Scripting XSS,
Insecure Deserialization, Using Components with Known Vulnerabilities and Insufficient

Logging & Monitoring.

9 See the OWASP Top Ten about the most critical security risks to web applications of the Open Web Application
Security Project at URL: https://owasp.org/www-project-top-ten/.
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Regarding these cybersecurity threats:

Injection: Injection flaws are a class of security vulnerability such as SQL, NoSQL,
OS, and LDAP injection that allows a user to “break out” of the web application context.
These vulnerabilities may exist in the case of uncontrolled data entering an interpreter as
part of a query or command. In the case of a website or a web application that takes user
input into a back-end database, shell command, or operating system call, the application

may be susceptible to an injection vulnerability (Bashah et al., 2011).

Broken Authentication: Regarding web applications, the authentication procedure is

considered as “broken” when a potentially malicious user compromises passwords, keys
or session tokens, user data, and further information that may provide more details about
the users’ identity. Broken authentication attacks aim to achieve unauthorized access to
active accounts giving the malicious user the same privileges as the legitimate user by
manipulating the improper implementation of application functions related to

authentication and session management (Maruf et al., 2018).

Sensitive Data Exposure: This kind of cyber threat may occur in a case of a web

application that does not properly secure sensitive data that may include passwords,
session tokens, financial data, and even private health data and more. The administrators
and developers of web applications should protect properly all sensitive data, including
the aforementioned categories, in order to prevent unauthorized access and data losses
from malicious users. (Sue et al., 2015)

XML External Entities (XXE): XML external entity injection (hereinafter, XXE) is

a flaw targeting web applications, which permits malicious users to manipulate with a

web application processing of XML data. By XXE, a potentially malicious user discloses
internal files of the web application and interacts with any backend or external systems
that the web application itself accesses. Furthermore, an attacker may be able to view
internal file shares, conduct internal port scanning, conduct remote code execution,
perform Server-Side Request Forgery (SSRF) attacks and perform denial of service
attacks (Osincev et al., 2019).

Broken Access Control is another common vulnerability that occurs when testing

the security of a web application, which in most cases results in unauthorized access,
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information disclosure of sensitive files and data, modification of access rights, and
change or corruption of information and data. Broken Access Control is a security flaw
that may occur due to a lack of proper security methodology adopted by developers in the
procedure of creating a web application during coding or insecure implementation of

authentication and authorization mechanisms (Hassan et al., 2018).

Security misconfiguration threats are the most common problems regarding the

security of web applications. They occur when a web application does not have proper
configuration regarding its source code or the infrastructure that is hosted and may exist
in software components or subsystems. It may lead to the exploitation of other
vulnerabilities that target any part of the application stack. For the avoidance of any
security misconfiguration, it is strongly recommended to harden all the components of a
web application including operating systems, frameworks, and libraries, upgrading each

part, especially with security patches whenever is needed (Eshete et al., 2011).

Cross-site scripting (hereinafter, XSS) is one of the most common web application

security vulnerabilities that is found during website security tests. XSS vulnerabilities
provide the ability to a malicious user to inject untrusted content or client-side scripts on
web pages without proper data validation techniques or escaping. The manipulation of an
XSS vulnerability enables a malicious user to run unauthorized scripts in a victim’s web
browser leading to the user’s session hijacking, website defaces, or redirection to
malicious websites. XSS flaws’ impact may differ according to the sensitivity of the data
handled by the wvulnerable application and the nature of any security mitigation

implemented by the administrator of the web application (Gupta et al., 2015).

Insecure deserialization is a security flaw where malicious content often leads to

remote code execution, denial of service attacks (DoS attack), replay attacks, injection
attacks, privilege escalation attacks, authentication bypass, or manipulation of the logic

the web application operates (Dehalwar et al., 2017).

The use of application components that include known vulnerabilities is another

common security flaw of a web application. It should be underlined that libraries,
frameworks, and other software modules have the same permissions as the web

application runs. In case of exploitation of a component with known security flaws, this
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may lead to further information leakage or even manipulation of the web server where the
web application is hosted. Web applications and APIs that include components with
known security flaws may be targeted by malicious users and lead to serious security
incidents (indicative lists of such security flaws can be found in https://www.exploit-

db.com/ and https://attack.mitre.org/).

Insufficient Logging & Monitoring: One of the major flaws of a web application is

the lack of sufficient logging and monitoring. In the case of an effective security incident,
without proper logging and monitoring the web applications’ administrator will not be
alerted, allowing the malicious user to continue the attack uninterrupted apart from the
web application, to the whole infrastructure hosting the application. Typically, for a
security incident to be identified, it takes approximately 200 days based on the 2019 Cost
of a Data Breach Study sponsored by IBM (Ponemon Institute LLC., 2019) and it is
detected by external parties rather than inside procedures or internal security teams (Leite
etal., 2019).

4.4 The current situation of library members’ websites of the NLG

Network

In order to depict the current situation of the websites of library members of the
NLG Network, we have analyzed for every member the existence of its website —its
social media presence, if any— of an updated Privacy Policy with regard to the GDPR
and the use of a Secure Socket Layer (SSL) certificate, regarding the security of the
communication between users and the library’s website. The NLG Network consists of
234 library members in total, 233 of which are based in Greece and 1 is based in Cyprus.

76


https://www.exploit-db.com/
https://www.exploit-db.com/

Table 1. The Greek Libraries Network of the National Library of Greece consists of 234 Libraries.
Separation per region.

Regions Libraries per Region Librari Regi
. Ipraries per negion
Attica 64 P €
Thessaloniki 34
Thessaly 28 \\‘
Peloponnese 24 A
Macedonia 24
Central Greece 20 '
Crete 17
Aegean 7
lenian 5 = Attica u Thessaloniki = Thessaly Peloponnese
Epirus 4 .
= Macedonia = Central Greece m Crete = Aegean
Thrace 4
= lonian = Epirus = Thrace = Cyprus
Cvprus 1

The distribution of the NLG Network as shown in Table 1, includes seven libraries
in the region of Aegean, four libraries in the region of Epirus, 28 libraries in the region of
Thessaly, 34 libraries in the region of Thessaloniki, 17 libraries in the region of Crete, 24
libraries in the region of Peloponnese, 64 libraries in the region of Attica, four libraries in
the region of Thrace, five libraries in the region of the lonian sea, 20 libraries in Central
Greece, one in Cyprus and 26 in the region of Macedonia.

Table 2. The Greek Libraries Network of the National Library of Greece includes 73 libraries with a
website.

Libraries Libraries with Websites Website Concatenation
Total 234
Website 73 ‘ .‘
Libraries
Websites 59
Blogspot 8
No Library Section 4
Domain Expired 1 wTotal = Website ® Websites  w Blogspot  ® No Library Section  » Domain Expired  ® Wordpress
Wordpress 1

From the total of 234 libraries, 30 are public libraries, 73 have a website and 95
have a Facebook page.
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Out of the 73 libraries that have a website, there is either a separate website for the

library (e.g. http://vivl-atalant.fth.sch.gr/) or the library is mentioned as a sub-category on

a municipal website (e.g. https://mykonos.gr/the-island/culture/). There are also eight

libraries that use a BlogSpot page instead of a website, four libraries that are not even
mentioned on the municipal website, one library with a WordPress page and one library

whose domain has expired.

Table 3. The Greek Libraries Network of the National Library of Greece includes 30 libraries that
are Public and 95 have a Facebook Page.

Public Libraries Libraries with Facebook Page

w Total Libraries = PublicLibraries » Total Libraries = Facebook Page
Libraries Libraries
Total Libraries 234 Total Libraries 234
PublicLibraries 30 Facebook Page 95

An important factor regarding website security is the use of Secure Sockets Layer
(hereinafter, SSL) certificates. SSL certificates play a crucial role in website security,
enabling web applications to adopt the more secure protocol Hypertext Transfer Protocol
Secure (hereinafter, HTTPS), which is used for secure communications in the online
world, rather than Hypertext Transfer Protocol (HTTP) which is less secure due to the
lack of proper encryption. An SSL certificate is a data file hosted on a website’s origin
server. With the use of SSL certificates, the encryption SSL/TLS occurs. The SSL
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certificates include the public key of the website a user’s browser is trying to connect to
and further relevant information about the website’s identity. Users that try to initiate
communication with a specific web server reference the exact file containing the above
information in order to obtain the public key and verify the server’s identity. The private

key is not transmitted but is kept secret and secure.

SSL, more commonly called Transport Layer Security (TLS), is a protocol for the
encryption of internet traffic and the verification of a server’s identity. Any website with
an HTTPS web address uses the protocol SSL/TLS. Previous studies have shown that the
state of non-browser SSL code is catastrophic across web applications, leaving users
vulnerable to Man-in-the-Middle attacks (MITMASs) (Fahl et al., 2013; Conti et al.,
2016). SSL certificates are applied to encrypt data in transit between the host -either the
server or the firewall- and the user, through the internet browser. With the use of SSL
certificates, it is ensured that the information transmitted is delivered from/to the
appropriate server without interceptions. Some types of SSL certificates such as
organization SSL or extended validation SSL add an additional layer of credibility since
the visitor of a website may see the organization’s information knowing that is a genuine
entity (Bhiogade, 2002).

From a total of 73 libraries that have a website, as shown in Table 4, we have

identified that only 25 use SSL in order to secure the transmitted data.

Despite that, the NLG Network was created with the aim to assist academic,
research, public, civil, and school libraries to develop and evolve —among others— their
online services provided to all interested parties, since the usability and security of these

services are weak—if not embryonic—at least.

In order for the NLG Network to participate in national and/or international
financial programs, it must previously invest in both security and data protection,
especially after the application of the GDPR. Following the requirements of international
laws and standards, the GDPR has come to set new rules regarding how to manage
personal data on websites, giving explicit options to each user whether to allow or not the
use of their data. An investment in website-security and data protection for the NLG

Network and each library member of this network should consider the deployment of
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elements of a GDPR-compliant website, the minimum number of which is referred below

hereto.

Table 4. The Greek Libraries Network of the National Library of Greece includes 73 libraries that
have a website. From a total of 73, 17 libraries have updated Privacy Policies and 25 use SSL in order to
secure the transmitted data.

Websites with Privacy Policy Websites with SSL

®» Privacy Policy = No Privacy Policy ®SSL m NoSSL
Libraries Libraries
Privacy Policy 17 SSL 25
No Privacy Policy 56 No SSL 48

4.5 Elements of GDPR-compliant websites

An interesting factor regarding the GDPR is the enforcement of fines to the
organizations that appear to be non-compliant. The GDPR Enforcement Tracker'® is a
website that contains a list and overview of fines and penalties which data protection
authorities within the EU have imposed under the GDPR the past couple of years. No
library appears to have been penalized, so far. Since some fines are not made public, this
list is not exhaustive, and thus the GDPR Enforcement Tracker cannot guarantee that
libraries Europe-wide have escaped fines for non-compliance with the GDPR.

100 See GDPR Enforcement Tracker available at URL: https://www.enforcementtracker.com/
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Drawing on the available data and by searching for keywords ‘web’ and ‘email’, we
have found 27 cases relate to non-compliance regarding websites and eight cases about
marketing email campaigns, until June 2020. While this may not be a large number of
penalized entities, combined with the current risk incurred by the growth of personal data
processing, more fines are expected to emanate in the future, if the requirements of the

GDPR are not fully respected.

In order to consider how the GDPR impacts a website, it should be determined how
the website under consideration interacts with organizational activities in the online
world such as email campaigns, digital marketing, social media strategies, and further
actions that might include personal data. The GDPR makes clear that each user should
firstly provide consent regarding the use of their personal data, thus more transparency
should be applied regarding the handling of personal data. This consent must be
cumulatively (1) freely given, (2) specific, (3) informed, and (4) unambiguous.'®* All
these four traits of consent must be explicitly clarified in the content of a Terms and
Conditions of Use text on the website of the NLG Network as well as on the individual
websites of its library members. The Data Subject Consent Form and the Data Subject
Consent Withdrawal could be linked documents/forms to the Terms and Conditions of
Use text. In the event of underage users of the library website and/or applications used
through it, the Parental Consent Form and the Parental Consent Withdrawal Form could
be also linked to the Terms and Conditions of Use text. An Access Control Policy may
also be linked to the Terms and Conditions of Use text informing users of the library
and/or users of the NLG Network about the basic principles for accessing all available
information systems, networks, and services and the user-registration process for
accessing said means. In the event of permission to use the user’s own devices within the
premises of a library, the Terms and Conditions of Use text could also include a link to

the Bring Your Own Device Policy that applies in the library.

Additionally, and in consideration of the GDPR, the websites of the library
members of the NLG Network should contain an analytic and unique Privacy Policy

section, analyzing the types of information that are stored, the way they are collected and

101 See Art.4(11) of the GDPR.
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the purposes of the collection. Also, the Data Retention Policy could be linked to the
Privacy Policy, as well as the Cross Border Personal Data Transfer Procedure when
applicable. The website of the NLG Network and/or the websites of the library members
of said Network may elaborate upon Standard Contractual Clauses for the Transfer to
Controllers of personal data and/or upon Standard Contractual Clauses for the Transfer to
Processors of personal data in the event they make use of them —Controllers and/or
Processors— for the processing of personal data through their operation. The Data
Subject Access Request Form could be linked to Privacy Policy, too.

An analytic and unique Privacy Policy section is a sine-qua-non element of a
website that is compliant with the GDPR requirements (Degeling et al., 2019). In addition
to elements linked to the Privacy Policy of a website as reported above hereto, the
following elements could be contained in the Privacy Policy: 1) basic information
regarding the library and the types of information that are stored and the way they are
collected; 2) apart from the GDPR, there should be a reference to applicable national
laws like data protection laws and regulations that remain in effect in Greece; 3) if any
third-party providers are leveraged upon, they should be mentioned in the Privacy Policy
including all services that might track end-user data e.g. Google Analytics, Facebook
Analytics, even plugins and applications that use or store such data, etc.; 4) the Privacy
Policy should include detailed information regarding the personal data gathered by the
website and/or the applications offered to users through it as well as the purpose for each
personal data process; 5) a detailed action plan in an event of a data breach or a
successful hacking attack; for example, if any data is in danger, the data subject should be
notified following a concrete communication strategy of which the core elements may be
reported in the Privacy Policy; 6) the Privacy Policy should include detailed information
about the data controller and the data protection officer, including contact details of both
of them (Linden et al., 2020; Zuiderveen Borgesius et al., 2017).

Furthermore, all websites should contain a Cookies Policy which includes a
detailed list of the cookies that are collected by each website including the data of the
visitors. Following the principles of the GDPR, both the NLG Network’s website, as well
as each library member's website, should contain a detailed list of the cookies that are

collected by each website including the data of their visitors. Also, there should be
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included a notification banner or page regarding the cookies, in order for the user to
choose the cookies that they want to provide in any case (Sanchez-Rola et al., 2019;
Dabrowski, 2019).

A Privacy Notice composed in lay terms should be provided on the index page of
websites of both the NLG Network as well as on the individual websites of its library

members.

Regarding plugins and further applications that may be implemented on the website
of any library member and/or the website of the NLG Network, they should be compliant
with the GDPR. If the application or plugin is created by a third-party, then the website
owner (library or the NLG Network) should check whether the third party is GDPR-
compliant or not. In any case that any plugin or application is not compliant with the
requirements of the GDPR, then an alternative plugin or application should be found and

used.

All checkout pages should follow the GDPR’s principles. In order to do so,
checkboxes should be included for the consent of the user and link directly to the

website’s Privacy Policy during checkout.

The Privacy Policy and the Terms and Conditions of Use text, at least, should
include among other information specific reference to the user’s rights furnished through
the GDPR and also include a link to the Data Subject’s Rights Form through which a user
may apply their rights.

Regarding email marketing campaigns and newsletters, the website of any library
member and/or the NLG Network, should include an option for the user to unsubscribe
from the mailing list and another option to opt-in the user and check if they gave the
consent to store the personal data. Moreover, after a series of marketing email campaigns
are sent, the administrator of the website should proceed with the deletion of the low
bounces email accounts. In any case of a user request regarding personal data, a reply
should be sent within two days. In addition, in any case of a user request regarding
deletion or update of data, the library member or the NLG Network itself should reply

and act accordingly within 30 days after the submission of the user’s request.
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There are other documents and procedures which should not be necessarily linked
to the texts described in the websites of the NLG Networks as well as in the websites of
its corresponding library members, such as an Appendix Inventory of the Processing
Activities, the Employee Privacy Policy, the Data Breach Response and Notification
Procedure, the Anonymization and Pseudonymization Policy, the Policy on the Use of
Encryption, the Information Classification Policy—if any, necessary—, the Mobile
Device and Teleworking Policy, the Clear Desk and Clear Screen Policy, the Supplier
Data Processing Agreement, the Employee Data Retention Policy, the Security
Procedures for the IT Department, the IT Security Policy, the Data Breach Notification
Form to the Supervisory Authority, the Data Breach Notification Form to Data Subject.

In the event of a hacking attempt, website backups are crucial. Although they
should not be regarded as a substitute for having in place website security infrastructure,
a backup can always help restore damaged files, reassuring the fast recovery of the
library’s image to the online world. All library members as well as the NLG Network
should have a backup solution for their websites in order to be compliant with the GDPR
and also in order to ensure functionality and availability of their resources. Nevertheless,
the administrator of each website should ensure that there are not more than three
backups that may include the personal data of users. A proper backup solution should be,
firstly, off-site. In case the backup is stored in the same server where the website is
hosted, it is as vulnerable to attacks as the website itself, and this is a major security risk.
The backups should be stored off-site in order to be immune to hacking attempts or a
potential hardware failure. In addition, backups should be automated, taking advantage of
the numerous backup solutions available. Backups should be checked periodically in
order to ensure that they function in a proper way. Furthermore, the existing backup
should be encrypted with a strong encryption algorithm and only the administrator of the
website should have the ability to download the backup. It is important to possess a local
backup of the whole entity and an external backup not linked to the application in case of
an equipment failure or of a malicious episode (Politou et al., 2018).

Nowadays, more and more websites suffer from successful hacking attempts due to
outdated or unpatched applications or Content Management Systems (CMS). It is of

crucial importance to update each website whenever a new version is released, either
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regarding the CMS or regarding the plugins that are installed. As we mentioned above,
the majority of hacking attempts targeting websites are automated. Bots scan every site
they can to discover any exploitation opportunities. It is not efficient to upgrade once a
month or even once a week anymore, because bots are extremely likely to discover a

vulnerability before it is patched.

A CMS is a software dedicated to creating and managing content for a website, on
a particular platform. Nowadays, it is strongly recommended to use CMS such as
WordPress (Linden, 2019) and Magento for security, compliance, and functionality
reasons. CMS platforms have teams that implement and release functionality and security
updates periodically (Patel et al., 2011). A CMS, like WordPress, has a strong community
where anyone can share questions and find answers regarding how to further secure a
website. While a CMS often provides frequent security updates, the use of third-party
extensible components, such as themes or third-party plugins and applications, leads to
vulnerabilities that cyber threats can easily target and exploit. The most common hacking
attempts targeting websites are completely automated and most of these attacks rely on
the default settings of a CMS. Thus, the majority of the attacks can be restrained by
configuring the default settings by the website administrator. Nevertheless, despite the
fact that a CMS may appear to be more vulnerable because it is based on an open-source
framework, a website based on a CMS can reach a satisfying level of security not only
regarding compliance matters but also regarding real hacking threats.

One of the most adequate techniques to enhance the security of a website is the use
of a web application firewall (WAF). Even though a WAF may assist in order to fulfill
the Payment Card Industry Data Security Standards (PCI DSS), it can hardly provide
protection with regard to every security incident that may occur online in the case of a
library website. There are also other aspects that may affect the security of a website such
as the errors that may occur due to mistakes based on the human factor. Furthermore, the
use of SSL certificates is not enough in order to prevent a malicious user to get
unauthorized access to a library’s website. A vulnerability that may exist on a library’s
website can enable a potential attacker to capture communications and receive personal
or restricted data. Moreover, even if a library’s website under consideration is completely

patched with all the updates, a malicious user may focus the hacking attempt on

85



distributed denial of service attacks (DDoS) with the aim to slow the websites’ response
to the legitimate users or even set it not available at all. Thus, a web application firewall

is designed in order to prevent a library website from such malicious activities.

4.6 Conclusions

As we have mentioned in past work (Vavousis et al., 2020), the requirements of the
GDPR affect not only the websites of the library members of the NLG Network but their
day to day work as a whole. In parallel with the creation or re-built of a compliant and
secure website, each member of the NLG Network will have to determine the level of
compliance for its website and IT infrastructure regarding the processing of personal
data. They should also comply with privacy by design and privacy by default principles
by deploying technical and organizational means on how to process personal data and
adopt privacy-enhancing techniques and policies capable of protecting personal data from

malicious activities.

The security of an IT infrastructure of a library member of the NLG Network is an
ongoing procedure that requires constant research and changes according to the needs of
the library based on international standards, regulations, and new-found solutions. In a
similar vein, a library’s website security is a never-ending process that needs continuous
assessment in order to achieve compliance with applicable laws and regulations such as
the GDPR and in order to reduce the risks that may occur, protecting it from internal and
external cyber threats. Thus, a library’s website protection is certainly a procedure that
evolves constantly and an important component for the management of a site (Johnson et
al., 2020).

Website security is essential for every organization, especially for the NLG
Network and for each library member's online presence. The absence of proper website
security can lead to multiple unsolicited events such as traffic losses, website reputation
loss, and users’ data leaks. The calamities that may occur due to improper website

security such as users’ data leaks, might lead to litigation enacted from negatively
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affected data subjects, the imposition of fines by the Supervisory Authority in Greece for

violation of the GDPR and of relevant legislation, and to a tarnished library reputation.

In order to conduct an optimum solution with regard to security and compliance for
the websites of the NLG Network and for each library member's online presence,
protective mechanisms that ensure high availability and security should be in place, not

only for the visitors but also for the IT infrastructure.

The Greek Libraries Network could expand beyond the Hellenic territory and
include libraries abroad that serve as a center of Greek culture.

Following the project to provide an ILS to every library in Greece, a common
identity management system (IDM) for users of all member libraries (e.g. one 1D card for
all to unified services) is under consideration. Moreover, a document exchange system is
under development to organize and automate collection exchange among Greek libraries.
In this context, the provision of legal services and consultancy to all member libraries
(e.g. intellectual property rights, collection donations, GDPR, etc.) is also one of the core

future developments of the Network.
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Chapter 5: A worldwide password analysis for public Wi-Fi

infrastructures

51 Overview

As the world has become ever more mobile, the need to stay connected, either to
maintain personal relationships or do business, is growing for a large number of people.
While, in the past, this was done mainly on our personal computers, networking today
with the internet of things, has become more portable and accessible than ever before
through mobile and smart devices that we carry with us all day and use on public Wi-Fi
networks. Global public Wi-Fi hotspot numbers grew from 1.3 million in 2011 to 5.8
million in 2015, marking a 350% increase in just four years. According to a study
conducted in a sample of 2,003 USA citizens, the average user checks their mobile phone
47 times per day (Westcott et al., 2019). This number increases between the ages of 18
and 24, where they check their smartphones 86 times per day. Indeed, we rely on our
smart devices instinctively, hungry for instant, relevant information. In the age of

ubiquitous computing, we often seek convenience and speed.

The craving to stay connected indicates that this will be done from everywhere,
blending and overlapping public and private spaces. Free of charge web browsing
through public Wi-Fi networks at coffee shops, airports, restaurants, train stations, and
schools offers customers the opportunity to connect quickly and in the convenience of
their own apparatus (Balasubramanian et al., 2009). However, what happens when users
enter the public domain? In other words, what is out there for users? While more and
more governments promise widening the availability of public Wi-Fi and public Wi-Fi
hotspots are everywhere in big cities, awareness of security issues does not seem to be on

a parallel path.

As staying connected has become a daily routine for most people, the number of
ensuing security threats is not a matter of concern neither for the users themselves, who

seek speed, nor for the administrators who want to avoid lengthy protection procedures.
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Nowadays, a malicious user does not need to be adept at social engineering to get
unauthorized access to a network or obtain by illegitimate means a Wi-Fi password
(Krombholz et al., 2015). While the literature abounds with references to attacks
occurring in private Wi-Fi infrastructures (WarDriving, Dictionary attacks, Password
Theft and WEP/WPA or WPS attacks), the dangers in public networks are somewhat
different as the password is already known. Indeed, uncontrolled access to public Wi-Fi
hotspots and robust mobile security often conflict with one another. Users not only run
the risk of malware, Trojan or ransomware infections, but any password or login
credentials they enter are transmitted in cleartext due to the lack of encryption, making
them ideal targets for cybercriminals. Businesses also face the proliferation of legitimate-

looking twin networks set up by cybercriminals to steal information.

Despite how easy it has become for an attacker to achieve unauthorized access to a
network or a service (Chou et al., 2013; Kelley et al., 2012), security is more than often
compromised over the exigency to create passwords that are easy to remember in order to
facilitate the usability and speed of the service. While in private spaces the onus is on the
individual to provide a secure environment for their data, the security of the available

public Wi-Fi networks is a different matter as it affects a large number of mobile users.

In this chapter, drawing on a uniquely compiled vast database of the available
public (only) Wi-Fi passwords, we first examine the security level of publicly available
networks, by analyzing the complexity and strength of the passwords. Public Wi-Fi
networks, while certainly useful and increasingly available, have numerous pitfalls. On
their own, they pose significant security and privacy concerns for users, but in
combination with a lack of understanding about the risks, the threats are markedly
amplified. Secondly, we compare our data with private password databases from previous
research to identify similarities and differences. Based on this analysis we evaluate the
solutions offered in the literature and make some recommendations to raise security

awareness. Overall, the contributions of this chapter are twofold:

- We provide and analyze for the first time a password database of more than one
million passwords of available public Wi-Fi routers from the biggest cities and capitals

around the world, employing an innovative methodology. In doing so, we provide new
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insights on how businesses that offer public Wi-Fi networks perceive security and
ultimately deal with it.

- By comparing our database with other private password datasets, we aim for the
first time in the literature to lay down a more rounded idea of how convenience
outweighs consequence, especially with how people use their mobile devices and explain

security naivety.

The points above seek to show that this research is both necessary and timely. First,
it is necessary because the literature has tended to focus mainly on analyzing private
password databases. Second, this chapter is timely because, in the age of ubiquitous
computing, when people seek to stay connected at all costs, we need to discuss
alternatives for the enhancement of the security of public Wi-Fi networks. This is an
important time to be conducting new research that focuses on massively used networks

across the world.

This chapter will unfold as follows: the following section analyses the number of
security threats that come with free and public Wi-Fi and provides an overview of related
work. In section 1.3 we describe the methodology employed concerning data collection
and analysis. Section 1.4 presents the findings. Section 1.5 explores the impact and
section 1.6 identifies key recommendations. The concluding section (1.7) summarizes the

above and highlights the importance of further research in this field.

5.2 Background and related work

This section provides a brief overview of the hidden risks that logging onto Wi-Fi
networks carries, covering their most critical aspects. Section 1.2.2 outlines relevant
research focusing mainly on work with private password databases. A comprehensive
analysis of all the related literature requires an extensive review, which is outside the

remit of this research.
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5.2.1  Overview of security threats

As mentioned above, security threats on public Wi-Fi networks differ considerably
from those on private networks as the password to the network is already known, hence
access to the network is greatly facilitated. This way, a malicious user could spread any
kind of malware, such as Trojans, ransomware, worms, and infect the users within the
network. What is more, when users connect to a public Wi-Fi network transmission
within the network it is not encrypted; thus, ‘authorizing’ potential eavesdroppers to

capture and access everything that is being sent over the network.

The most common type of Wi-Fi security threats is known as Man-in-the-Middle
Attacks. Mobile apps and devices need to connect with remote servers in order to
function, often failing to use standard authentication methods; thus, making users
susceptible to these attacks. As the name implies, a malicious actor can go between a user
and a network and gain access to and exploit private information, sent to a bank or an
online store, for example. The intruder can also identify a person’s location, gain access
to personal messages, and access stored information within the device. Similarly,
sidejacking allows attackers to intercept or log data flowing around public hotspots, to
steal a session cookie containing usernames and passwords from a variety of websites,

such as Facebook or LinkedIn.

These attacks are far from being the only ones though. Evil ad hoc networks,
known as evil twins, can turn up wherever there are public Wi-Fi hotspots and can be
used to trick unsuspecting users into connecting to them. Evil twins are rogue Wi-Fi
access point that look legitimate or perhaps even mimic a trusted network. By connecting
to them, users unintentionally expose passwords and sensitive information, like credit
cards, to attackers. Public Wi-Fi networks are extremely vulnerable to this type of attack.
While the above attacks may appear more complicated, there are others that initially seem
harmless, such as packet sniffing. Packet sniffers can be used to capture traffic on an
entire network or parts of it, which can then be analyzed to detect network-related
problems, which can also assist network monitoring and management. However, this can
also be abused by attackers to capture all the data sent over a public wireless connection,

including login details, passwords, and user’s cookies.
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The above shows that uncontrolled access to public Wi-Fi hotspots and robust
mobile security often conflict with one another. Indeed, it is not a matter of whether there
IS going to be an attack on publicly available networks, but when, how, and at what costs
to users. As our need for constant connectivity will not diminish over the years, but
instead is likely to increase out of proportions, the use of public Wi-Fi networks will also
stay on the rise. Therefore, the need to build security walls around naive users who are on
the move is today more urgent than ever. However, before we do that, we need to
understand how public networks operate, their vulnerabilities, and their limits. In the
following section, we will briefly discuss relevant academic work to explore how Wi-Fi

security has been approached in the literature.

5.2.2 Related work

To the best of our knowledge, there is no relevant work that deals specifically with
the analysis of passwords that are used in public Wi-Fi hot spots. In the age of ubiquitous
computing, there has been understandably a wealth of research that looks at how people
connect, from where and with what costs. Most of this literature focuses on analyzing
how users act in their private spaces and the dangers they encounter regarding Wi-Fi
security, drawing mainly on the analysis of leaked password databases. For the purposes
of this chapter, we will refer to the work being conducted in this area. Hence, this section
will briefly present previous research on private password choices and Wi-Fi security,
while at the same time carve the context of our work, which offers for the first time a
unique database of available public (only) Wi-Fi passwords, evaluates their strength and

aims to lead the way for future research in the field.

In their work, P.G. Kelley et al. (2012) measured password strength by simulating
password-cracking algorithms to examine the effects of composition policies on the
guessability of passwords. They developed an efficient distributed method for calculating
the effectiveness of several heuristic password-guessing algorithms. This method works
as a guess-number calculator by which they can check whether or not a password-
guessing algorithm trained with a given data set would perform this function. In doing so,

they compared the guessability of passwords under different password-composition

92



policies. According to their findings, a password-composition policy which requires a
long sequence of characters without any additional restrictions provides effective
resistance to guessing. For example, they claim that a basic16 password methodology is
more effective than comprehensive8, despite the US National Institute for Standards and

Technology (NIST) considering them as equally competent (Komanduri et al., 2011).

J. Bonneau (2012) analyzed the Yahoo! leak, a corpus consisted of approximately
70 million passwords. In order to examine such an enormous corpus, Bonneau did not use
metrics such as Shannon entropy (“Shannon entropy”, 2020) and guessing entropy
(“Guessing entropy”, 2020); instead, he developed partial guessing metrics including new
variants of guesswork parameterized by an attacker’s desired success rate. More
specifically, he was able to formalize improved metrics for evaluating the guessing
difficulty of a given distribution of passwords, introducing a-guesswork as a tunable
metric that can effectively model different types of practical attacks. He was also able to
adopt security metrics that rely only on the statistical distribution of passwords. While
this approach requires large data sets, it was effective in eliminating bias from password-
cracking software by always modeling a best-case attacker, which allowed the researcher
to assess and compare the inherent security of a given distribution. In this respect,
Bonneau found surprisingly little variation in guessing difficulty regarding password
composition. He concluded that a tighter password policy might produce distributions
with significantly higher resistance to guessing.

C. Shen et al. (2016) analyzed the password attributes drawing on a database of
approximately 6 million passwords, taking into consideration their length, composition,
symbols statistics, letter-case, and selection. Their main goal was to compare research on
the analysis of leaked password databases over several years to show how password
composition policies have been changed over time. They claim that nowadays apart from
the irrefutable absence of public security awareness, there is also a lack of adoption of
security enhancement methods in real life. Their general results include some interesting
findings, such as the fact that the average password length is at least 12% longer than
previous research results and 75% of the corpus under consideration have length between
8 to 10 characters. They also found an increase in using exclusively numbers as

passwords. Moreover, they claim that easy to reach symbols such as “.”, “@?”, “!”, are on
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top of users’ choice. Last but not least, they concluded that still many users prefer top

common passwords or even names as passwords to access their personal accounts.

Regarding Wi-Fi security, there are numerous works available that present the
impact of the absence of Wi-Fi security in general. The most relevant works regarding

the current research are analyzed below.

N. Cheng et al. (2013) explored serious issues regarding personal data, including
the leakage of private information/data, that travelers face while using public Wi-Fi
networks. They collected data from airport databases, which shows that privacy leakage
in terms of identity, location, financial, social, and personal privacy, may affect
approximately up to 70% of users on the move, highlighting that users are not fully aware

of the dangers in entering public wireless environments.

P. Bajpai et al. (2014) employed war dialing to determine the level of security of
Wi-Fi routers in two cities in India, Delhi and Indore. War dialing is a technique that
automatically scans a list of telephone numbers, usually dialing every number in a local
area code to search for modems, computers, bulletin board systems (computer servers),
and fax machines (“Wardialing”, 2020). Drawing on this technique Bajpal et al. (2014)
collected data regarding the number of users who continue to configure weak Wi-Fi
security and discussed related security implications. They proposed a simplified solution
for every user to help them determine if the Wi-Fi network in use meets standard security
requirements. In so doing, they created a program, named ‘checkmywifi’. It is built for
Windows machines and automatically detects the wireless network adapter on the user’s
PC, and subsequently identifies the security protocols used among other features. If all
the checks are satisfied, it notifies users whether or not they adopt optimum Wi-Fi
security protocols according to current standards.

C. Swanson et al. (2010) explored Wi-Fi security and privacy by analyzing users’
choices regarding passwords and reluctance to change. Their work mainly focuses on
users’ choices based on their awareness of the existing vulnerabilities when logged on
wireless networks. Relying on a demonstration of system vulnerabilities to 11 users of a
Wi-Fi hotspot and interviews with them, they argue that users make security choices

based on an analogy to the physical world, failing to develop a realistic view of security
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risks. Therefore, they argue that the key to creating better security tool designs is to
understand how and why users rationalize actions. Future researchers will, thus, be able

to educate users and present information in new, more effective ways.

A. Cassola et al. (2015) focus on the issue of Wi-Fi hotspots in untrusted access
points. Their paper proposes a system protocol that allows an internet service provider
(ISP) to authenticate its clients. The recommended solution manages to hide the clients’
identity from both access points and the service provider at the time of authentication.
More specifically, the client is guaranteed that either the provider cannot do better than to
guess their identity randomly or they obtain proof that the provider is trying to reveal
their identity by using different keys. Their protocol is based on Private Information
Retrieval (PIR) with an augmented cheating detection mechanism based on the authors’
extensions to the NTRU encryption scheme. PIR is a protocol that allows a user to
retrieve an item from a server in possession of a database without revealing which item is
retrieved (“Private information retrieval, 2020). The NTRU encryption scheme is a
lattice-based alternative to RSA and ECC (“NTRUEncrypt”, 2020). Their suggested
encryption scheme makes possible the auditing of multiple rows in a single query and
optimizes PIR for highly parallel GPU computations with the use of the Fast Fourier
Transform (FFT). In their work, they also propose an implementation compatible with the
Wi-Fi Extensible Authentication Protocol (EAP) along with optimizations for over 10
million clients. They evaluate the performance of mobile and provider components and
show that a client can be authenticated in 43.9 milliseconds on a GPU platform, giving an

end-to-end authentication of 1.12 seconds.

In a similar vein, L. K. Raju and R. Nair (2015) analyze the numerous security
issues that users face nowadays, due to Wi-Fi access points that have not been well
configured so as to ensure the security of the data they manage. The existing solutions to
this problem are mostly user-centric and they are viewed as precautions taken from the
user side. They propose a security protocol that ensures secure internet access through
public Wi-Fi hotspot, providing individual confidentiality during the communication. The
solution tries to eliminate the dependency on any pre-shared information between the AP
(Access Point) and the client device to implement security. Existing WPA2-PSK protocol
is modified to generate an Instantaneous Session Key (ISK) between the client and the
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Access Point through secured Diffie Hellman key exchange thereby eliminating the

dependency on a pre-shared key.

The aforementioned is of high value because it highlights the numerous problems
regarding Wi-Fi security and further shows how users understand and navigate security in
their private space. However, to date there has been no academic study of the available
public databases, rendering the attitude of users in public unexplored. Drawing on the
existing literature, this chapter analyzes a uniquely compiled database of available public
(only) Wi-Fi passwords compared with the available private password corpora and
examines for the first time whether public Wi-Fi providers create a secure space for
users. In doing so, we delineate the world that unwary users in the public enter every day.

We hope that this will be the foundation for future research in this field.

5.3 Password Collection and Analysis methodology

To collect the set of public Wi-Fi passwords, we used an Android device where we
installed the following mobile applications from Google Play: Wi-Fi Map (2016) and
Packet Capture (2016). Wi-Fi Map provides a crowdsourced list of public Wi-Fi
passwords (such as restaurants, hotels, cafeterias, etc.) for both Android and iOS devices.
Specifically, based on the GPS coordinates of the mobile device, the application shows
the passwords of nearby public Wi-Fi networks. The paid version of the application
allows for downloading and storing locally, on the mobile device, the passwords
available for a given city for later offline access. There are several other similar available
mobile applications that provide the same services as Wi-Fi Map, like Swift Wi-Fi:
Global Wi-Fi Sharing (2016), Free WiFi Internet Finder (2016), Free WiFi - Wiman
(2016), Show WiFi Password (2016), WADA Wi-Fi (2016), Maps - Free Wi-Fi (2016),
WiFi Chua Free WiFi password (2016), Wi-Fi Space (2016), and more. The reason that
we selected Wi-Fi Map over the aforementioned applications was that it allowed us to

collect a large corpus of passwords through its API.
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As we mentioned above, to collect the passwords, we employed the paid version of
the Wi-Fi Map and another mobile application named Packet Capture. The Packet
Capture application was used to capture the HTTP traffic of the Wi-Fi Map app. The
captured data were in the form of JSON files, with every JSON file representing a city,
including information about the location of the public Wi-Fi network, its SSID name,
password, owner id, and more. We then extracted only the information relevant to our
analysis. We aimed to study the results of the capital cities from Europe, Asia, Africa,
Australia, North and South America, as well as cities that had over 600 registered Wi-Fi
networks in the Wi-Fi Map application. This way, we managed to collect 1,176,135
passwords from 191 cities of 111 countries all over the world. Table 1 shows the
passwords collected sorted by continent, mentioning the number of cities included from
each continent, the number of passwords collected, and how many of those were unique.

Table 9: Total of Passwords. The collected passwords were then analyzed using Pipal (DigiNinja,
2012) and custom scripts. Pipal is an open-source password analyzer implemented in Ruby, that provides

statistical results in a fast and accurate manner.

Africa | Asia | Europe Nort_h SOUt.h Australia Total
America | America
Cities 12 63 50 52 12 2 191
Pags"".or?js 1,176,135
Obtaine 98,567 | 749,326 | 172,798 | 92,242 | 57,571 5,631
unique | o 010 | 464,648 | 120738 | 71777 | 45118 | 4548 773,839
Passwords

54 Findings

Apart from providing statistical results for the collected Wi-Fi passwords, we
wanted to study whether users tend to employ the same techniques in creating their
passwords, even though they are destined for different purposes. To this end, we compare
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the results of our study with results that have been derived from the analysis of leaked
online account passwords. Recall that online account passwords are used to login to
online services and have been leaked in public by hacking incidents. For this purpose, we
retrieved statistics from the following incidents:

- The “Chinese Software Developer Network” (CSDN) website hack in late 2011.
CSDN is the biggest network for Chinese software developers and, back in December
2011, was hacked via SQL injections, disclosing more than 6 million users’ registration
information in plaintext. In 2016, C. Shen et al published the dataset’s analysis results in
their paper.

- The “LinkedIn” data breach in 2012. LinkedIn, the most prominent business-
oriented social network, suffered a major data breach, exposing 177 million emails and
unsalted SHA1 passwords (“LinkedIn Revisited - Full 2012 Hash Dump Analysis”,
2016). Four years later, in 2016, the leaked database was made available online and many
security researchers were working on cracking the hashed passwords. Today, 100% of the
passwords have been cracked by the KoreLogic Security team, among others, that also
provided us with their final results.

- The “Yahoo! Voices” online publishing service, a division of the international
Yahoo! Web service provider, hacked in 2012 via an SQL injection attack (Lunden,
2012). 442,832 passwords stored in plaintext were disclosed and today can be found

online.

The section 1.4, where all findings are presented and discussed, is organized as
follows. First, the password policies and limitations are discussed in sub-section 1.4.1. In
sub-section 1.4.2 we list the Top 50 used passwords resulted from our study. Sub-sections
1.4.3 and 1.4.4 show, respectively, our findings regarding password length and the Top
10 base words (words that cannon be broken down into smaller units) that are most
commonly employed by users in their passwords. Part 1.4.5 presents the statistics for the
last digit, while, in parts 1.4.6 and 1.4.7, the usage of character sets and symbols are
examined. Lastly, sub-section 1.4.8 includes further findings. In all the aforementioned
sections, the results produced by our work are presented next to those of CSDN,
LinkedIn, and Yahoo! Voices, focusing on the similarities, differences and trends

exhibited, ultimately trying to answer the question of whether users carry their password
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composition habits observed in account passwords, while also choosing their Wi-Fi

passwords.

54.1 Password Policies and Limitations

To better understand the conditions under which the passwords were chosen, we
need to take into consideration the password policies or the lack of them. Users tend to
choose simple passwords, easy-to-remember, therefore, easy-to-guess. Oblivious to the
minimum complexity requirements that would qualify a password as “strong”, it comes
as no surprise that users would rather trade their account’s security for their personal
convenience. While it may not be the remedy to the problem, service providers are in a
position of enforcing complexity requirements by employing well-established password
policies. It’s worth noting again the diversity of our data sources since we compare
passwords from three major web platforms (CSDN, LinkedIn, Yahoo!) against public
Wi-Fi passwords set by, most likely, individual, non-expert users. Password policies
would make sense in the context of the former, but there is no use in setting strong
composition rules for a password that is not meant to be kept secret, as it is the case for
public Wi-Fi network passwords. The only limitation that can be applied to a Wi-Fi
password is regarding its length and it’s based on the security protocol used by the
network. If the network employs the Wired Equivalent Privacy (WEP) protocol, the
password must be at least 5 characters long, while for Wi-Fi Protected Access (WPA)
and Wi-Fi Protected Access Il (WPA2), the minimum length is 8 characters.

The rationale behind LinkedIn’s password policy, back in 2012, did not differ from
that of wireless security protocols described above. The only restriction set by the social
network was for the chosen password to be at least 6 characters long, with no complexity
requirements imposed, as the plainness of the most common LinkedIn passwords
suggests (Table 2). Today, LinkedIn does not accept “password” as a user’s password,
but will still allow the use of “p@ssword”. CSDN and Yahoo! Voices, on the other hand,
at the time of the attacks did not enforce any kind of restrictions over their users” choices
of password, as it can be proved by the fact that, in both leaked databases, single-

character passwords were found. However, with the increasing rate of data breaches
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globally, no password policy, no matter how strict it is, can protect the users after an
incident, if the provider stores their credentials in plaintext, like in the cases of CSDN

and Yahoo! Voices.

5.4.2  Top Passwords

Table 2 lists the most common passwords with their respective frequency rate in
each dataset, in the form of percentages, as those were derived from the analysis process.
The first column presents the results of our work, showing the Top 50 passwords used for
accessing public Wi-Fi networks worldwide. The list predominantly consists of
passwords that are exclusively composed of numeric sequences in ascending and/or
descending order, as well as repetitive patterns of a single or more digits. The first non-
numeric password makes its appearance at the 23" place on the list and it’s the word
“password”, which is also one of the passwords all Top 50s’ have in common, along with
“123456”, “12345678” and “123456789”. These results are far from unexpected
considering the singular nature of passwords created for public Wi-Fi infrastructures.
Shared passwords are not meant to provide security. They only serve usability purposes,

which perfectly explains their rather simple structure.

The same cannot be said, however, for the CSDN passwords, listed next to ours in
Table 2. According to the work of C. Shen et al. (2016), the Chinese network demanded
from every registered user to submit their personal information (gender, profession,
education, and working experience), and therefore we would normally expect to see
stronger passwords on the CSDN Top 50 list. Interestingly, the CSDN Top 50 list shares
almost half its entries (23/50) with the respective list of Wi-Fi passwords, exhibiting a
similarity rate far greater than the one exhibited against the LinkedIn and Yahoo! Voices

lists, which, on the other hand, appear to have 50% of their entries in common.

Another observation worth discussing is the trend of keyboard patterns (Schweitzer
et al., 2009) used as passwords. Users, in their effort to create complex passwords, often
resort to employing patterns of keys on the keyboard that, while seemingly creating

random strings, are easy to remember. Attackers, however, are well aware of this
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password-creating technique and have already embodied character combinations derived

from keyboard patterns into their dictionaries used for dictionary attacks (Chou et al.,

2012), rendering the keyboard-based passwords insecure. All Top 50 lists above (Table

2) include “qwerty”, which is probably the most common keyboard pattern, either in this

form or in variations (“qwertyui”, “qwertyuiop”). At least 11 passwords on the CSDN
Top 50 list can be characterized as keyboard-based. Three of them (147258369,
“789456123”, “123654789”) do not make sense in the context of the classic qwerty
keyboard, but they create a movement pattern when typed using the numeric keypad

(numpad) layout.

Table 10: Top Passwords Comparison (continues on page 90).

Comparative Analysis
Current % CSDN % LinkedIn % Yahoo! Voices %
1 12345678 2.65% 123456789 3.66% 123456 1.81% 123456 0.38%
2 123456789 1.64% 12345678 3.31% Linkedin 0.33% password 0.18%
3 1234567890 0.87% 11111111 1.19% password 0.30% welcome 0.10%
4 12345 0.51% dearbook 0.72% 123456789 0.24% ninja 0.08%
5 123456 0.47% 00000000 0.54% 12345678 0.15% abc123 0.06%
6 1122334455 0.36% 123123123 0.31% 111111 0.14% 123456789 0.05%
7 11223344 0.33% | 1234567890 | 0.28% 1234567 0.12% 12345678 0.05%
8 11111111 0.33% 88888888 0.23% 654321 0.08% sunshine 0.05%
9 88888888 0.28% 111111111 0.11% qwerty 0.08% princess 0.05%
10 00000000 0.24% 147258369 0.09% sunshine 0.08% qwerty 0.04%
11 12341234 0.22% 987654321 0.09% 000000 0.08% writer 0.04%
12 1234567 0.21% aaaaaaaa 0.08% abc123 0.07% monkey 0.04%
13 1234512345 0.20% | 1111111111 | 0.08% charlie 0.06% freedom 0.04%
14 87654321 0.18% 66666666 0.08% 666666 0.05% michael 0.04%
15 123123123 0.16% | al23456789 | 0.07% 123123 0.05% 111111 0.04%
16 1234554321 0.15% 11223344 0.06% linked 0.05% iloveyou 0.03%
17 987654321 0.15% 1gaz2wsx 0.06% 1234567890 0.05% passwordl 0.03%
18 0123456789 0.15% xiazhili 0.06% maggie 0.05% shadow 0.03%
19 11112222 0.14% 789456123 0.06% princess 0.05% baseball 0.03%
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20 0987654321 0.13% password 0.05% michael 0.05% tigger 0.03%
21 20152015 0.13% 87654321 0.05% iloveyou 0.04% lalalalb 0.03%
22 12344321 0.12% gqqaqqaq 0.05% 121212 0.04% success 0.03%
23 password 0.11% 000000000 0.05% daniel 0.04% | blackhatworld | 0.03%
24 1020304050 0.11% qgwertyuiop 0.05% 222222 0.04% jordan 0.03%
25 1111111111 0.10% 0q123456 0.05% welcome 0.04% whatever 0.02%
26 10203040 0.10% iloveyou 0.05% baseball 0.04% michelle 0.02%
27 55555555 0.09% 31415926 0.05% passwordl 0.04% dragon 0.02%
28 12345678910 0.08% 12344321 0.05% 555555 0.04% purple 0.02%
29 20002000 0.08% 0000000000 0.04% buster 0.04% superman 0.02%
30 100200300 0.08% asdfghijkl 0.04% shadow 0.04% 1234567 0.02%
31 20152016 0.08% 192w3edr 0.04% bailey 0.04% ashley 0.02%
32 12121212 0.08% 123456abc 0.04% monkey 0.04% associated 0.02%
33 0000000000 0.08% | 0123456789 | 0.04% pakistan 0.04% 123123 0.02%
34 qwertyuiop 0.07% 123654789 0.04% abcdef 0.04% babygirl 0.02%
35 Ty 0.06% 12121212 0.04% summer 0.03% ginger 0.02%
36 00000 0.06% gazwsxedc 0.04% chocolate 0.03% maggie 0.02%
37 111111111 0.06% abcd1234 0.04% hannah 0.03% computer 0.02%
38 112233445566 0.06% 12341234 0.04% T 0.03% trustnol 0.02%
39 99999999 0.06% 110110110 0.04% 77777 0.03% football 0.02%
40 aaaaaaaa 0.06% asdasdasd 0.04% george 0.03% cookie 0.02%
41 19901990 0.06% 22222222 0.03% thomas 0.03% blessed 0.02%
42 999999999 0.06% 123321123 0.03% ginger 0.03% jasmine 0.02%
43 10002000 0.06% ahc123456 0.03% Linkedin 0.03% samantha 0.02%
44 admin 0.06% al2345678 0.03% freedom 0.03% pepper 0.02%
45 22222222 0.06% 123456 0.03% harley 0.03% charlie 0.02%
46 123123 0.05% 123456123 0.03% michelle 0.03% justin 0.02%
47 abcd1234 0.05% al234567 0.03% pepper 0.03% money 0.02%
48 11111 0.05% 1234qwer 0.03% letmein 0.03% writing 0.02%
49 qwerty 0.05% gwertyui 0.03% sophie 0.03% 654321 0.02%
50 20142015 0.05% 123456789 0.03% 772777777 0.03% nicole 0.02%
Table 11: Encryption Methods for Wireless Networks.
WEP 40 bits WEP 104-128 bits WPA WPA2

Password Length 5 characters 13 characters 8-63 characters | 8-63 characters

Key Size 40 bits 104/128 bits 128 bits 128 bits

Cipher RC4 RC4 TKIP/RC4 AES

Key Management None None EAP Based EAP Based
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Table 12: Password Length Comparison.

Password Length Current CSDN LinkedIn Yahoo! Voices

1-3 characters 0.42% 0.01% 0.12%
4 characters 0.48% 0.10% 0.63%
5 characters 4.17% 0.51% 1.21%

6 characters 5.68% 1.29% 10.82% 17.99%

7 characters 3.78% 0.26% 13.32% 14.82%

8 characters 30.68% 36.38% 29.24% 26.9%

9 characters 14.06% 24.14% 16.86% 14.89%

10 characters 19.24% 14.48% 13.9% 12.36%
11 characters 7.29% 9.78% 6.54% 4.79%
12 characters 4.87% 5.75% 3.86% 4.9%
13 characters 3.16% 2,61% 1.84% 0.6%
14 characters 1.83% 2.41% 1.01% 0.34%
15 characters 1.14% 1.17% 0.53% 0.19%
16 characters 0.92% 0.77% 0.32% 0.13%
17-34 characters 2.34% 0.32% - 0.15%

1-34 characters 99.99% 100.00% 98.24% 100.00%

5.4.3  Password Length

In web accounts, enforced password policies dictate the minimum acceptable length
for creating a password. In the case of Wi-Fi networks, the minimum password length is

set by the employed security protocol.

As stated earlier, LinkedIn obliged its users to create passwords at least 6 characters

long.

The analysis of the passwords’ length has provided some very interesting findings.
To begin with the current analysis, although most passwords (63.98%) were right at the
Wi-Fi Protected Access known as WPA (“Wi-Fi protected access”, 2020), password limit
(i.e. from 8 to 10 characters long), there is still a 14.53% that reflects on Wired
Equivalent Privacy known as WEP (“Announcing Our Worst Passwords of 20157, 2016),
with length up to 7 characters. It has also been observed that a high percentage of
passwords (30,68%) are right on the limit of WPA password strength. This makes it

obvious that the administrators of such Wi-Fi networks want to help the user connect to
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the available Wi-Fi infrastructure without considering the security parameter. The same
applies to the 10 characters’ password choice, but with a notable exception. In Table 3,
we can observe the encryption methods for wireless networks. We expected that due to
the administrators’ preference for easier internet access for the user, the research will
show 9-digit passwords in second place rather than those with 10 characters. In most
countries, however, 10-digit telephone numbers are used (Joshi et al., 2009), so it is very
easy for someone to remember a telephone number rather than a random 8 or 9-digit
number. Furthermore, the telephone number/password is available in a shop's price
catalog, on business cards, and so on and so forth. Moreover, numerous similarities with
the results of other researchers regarding password patterns used have been observed. As
described in section 1.2.2, C. Shen et al. (2016), who analyzed password attributes on a
database of approximately 6 million passwords, have concluded that 75% of the corpus
under consideration have a length between 8 to 10 characters, as depicted in Table 4. In a
similar vein, our analysis found that more than 63% of our password databases collected
have a length of 8 to 10 characters too (Table 4). On the other hand, in the current
analysis, it is observed that the passwords up to 7 characters long represent a percentage
of 14.53, while in the work of C. Shen et al. (2016) the percentage is only 2.17%.

Comparing the current analysis with CSDN, LinkedIn, and Yahoo! Voices, an
interesting fact is that LinkedIn didn’t allow passwords with less than 6 characters.
Nevertheless, the high percentage of 84.14% covers the passwords composed of 6-10
characters, revealing the users’ trend for easy-to-remember passwords. A very interesting
observation regarding the Yahoo! Voices database, is that a high percentage of 32.81% is
right below the limit of WPA password strength, covering passwords composed of 6 and
7 characters.

As mentioned above regarding the current database analysis, it can be claimed that
the administrators’ choice is easier access over any security issues. Finally, it is worth
noting that, as expected, the prevalence of the quota drops drastically the longer the

passwords are, for all four compared datasets.

104



54.4  Top Base Words

More than half of the total password corpora (749.326) were located in Asia and
most of them in the area of the Middle East. This explains the prevalence of two common
Arabic names “ahmed” and “ahmad” in the top 10 base words analysis for the database
collected in the current research. On top of the list, however, again was “password”,
followed by sequential patterns here too, such as “abcd”, “qwerty”, “qwertyuiop”
etcetera. Compared with previous research on passwords for private online accounts
(Adam, 2015), as shown in Table 5, we can identify certain similarities. In both lists, the
words “password” and “qwerty” are among the top 3 results with the rest being somewhat

different but based on the same premise of base-phrases easy to remember.

It is also observed that passwords from the LinkedIn database also contain names,
but with base words such as “alex”, “mike” and “john”. Furthermore, for both current and

Yahoo! Voices datasets the password “password” holds the first position.

545 Lastdigit
Table 6 presents the most frequently used digit at the end of a password.

In the current analysis, there are no differences found regarding the last digit,
compared to the three databases of CSDN, LinkedIn, and Yahoo! Voices. An interesting
finding though, is that digit “1” holds the first place for both the LinkedIn and Yahoo!
Voices leaks, while in the current database and for CSDN it holds the fourth place.
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Table 13: Top Base Words Comparison.

Current CSDN LinkedIn Yahoo! Voices
1 password dearbook linkedin Password
2 ahmed wang link Welcome
3 abcd abcd love Qwerty
4 gwerty zhang ever Monkey
5 admin love linked Jesus
6 gwertyuiop woaini life Love
7 ahmad chen alex Money
8 aaaaaaaa aaaaaaaa mike Freedom
9 aaaa yang pass Ninja
10 Guest gwer john Writer
Table 14: Last Digit Comparison.
Current CSDN LinkedIn* (unique) Yahoo! Voices
Digit % Digit % Digit % Digit %
0 9.64% 8 10.64% 1 10.06% 1 10.54%
3 7.76% 9 9.92% 3 6.95% 3 6.60%
5 7.70% 0 9.59% 2 6.80% 2 5.56%
1 7.60% 1 9.48% 0 6.73% 7 4.61%
8 7.41% 3 7.66% 7 5.93% 9 4.50%
4 6.31% 6 6.88% 9 5.87% 6 4.04%
9 6.26% 2 5.69% 5 5.72% 8 4.03%
2 5.18% 5 5.61% 8 5.62% 4 4.00%
6 5.14% 4 5.60% 4 5.61% 0 3.96%
7 4.34% 7 5.16% 6 5.43% 5 3.93%
5.4.6 Character Sets

Drawing on our list, a percentage of 40.54% covers passwords containing numeric
characters only, while in the CSDN database the same percentage is 45.01%. While the
high prevalence of numeric characters seems to be a particularity of our research, as
previous studies have found them to be rather uncommon (4%) (Troy Hunt, 2011), the
frequency of alphanumeric characters is common in both studies. In parallel, the same

percentage for LinkedIn and Yahoo! Voices leaks is 8.86% and 5.89%, respectively.
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Regarding the alphabetic passwords in the current analysis, the percentage is 20.99%
while in the CSDN it is 12.35%, being the lowest among all four. The same percentages
for LinkedIn and the Yahoo! Voices analysis are 23.17 and 34.67%. It is worth
mentioning that the alphabetic passwords are, on their vast majority, lowercase letters, as
shown in Table 7. An interesting finding is that regarding alphanumeric passwords the
LinkedIn analysis has the highest percentage (60.22%) of such passwords in total. For the
same category, the current analysis has 31.62%, the CSDN 39.36%, and the Yahoo!
Voices 56.63%. Again, lowercase alphanumeric passwords represent the vast majority of
passwords. Following the comparison based on character sets, the passwords including
special characters are the fewest in all four databases. Regarding the current analysis, this
percentage is 5.64%, for the CSDN it is 3.29%, for the LinkedIn it is 6.25%, which is the
highest percentage, and lastly, for the Yahoo! Voices analysis it is 2.34%.

Table 15: Character Sets Comparison.

Character Sets Current CSDN Linkedin Yahoo! Voices
Numeric 40.54% 45.01% 8.86% 5.89%
Alphabetic 20.99% 12.35% 23.17% 34.67%
- loweralphabetic 18.45% 12.02% 20.61% 33.11%
- upperalphabetic 0.74% 0.32% 0.86% 0.40%
- mixedalphabetic 1.80% 0.01% 1.70% 1.16%
Alphanumeric 31.62% 39.36% 60.22% 56.63%
- loweralphanumeric 23.83% 35.91% 48.26% 50.61%
- upperalphanumeric 3.81% 2.89% 1.91% 0.77%
- mixedalphanumeric 3.98% 0.56% 10.05% 5.25%
Including Special 5.64% 3.29% 6.25% 2.34%
- specialnumeric 1.08% 0.65% 0.17% 0.04%
- loweralphaspecial 1.09% 1.01% 0.40%
- upperalphaspecial 0.12% 0.41% 0.04% 0.01%
- mixedalphaspecial 0.42% 0.29% 0.09%
- loweralphaspecialnumeric 1.63% 2.75% 1.16%
- upperalphaspecialnumeric 0.36% 2.23% 0.12% 0.04%
- mixedalphaspecialnumeric 0.76% 1.87% 0.60%
- only special 0.18% 0% - 0%
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Symbols Usage

The analysis of the symbol usage of the current research work has provided some

very interesting findings in comparison with the work of Shen et al. (2016). To begin

with, it has been observed, as it is depicted in Table 8, that in the two top 10 lists of the

symbol’s usage, 8 out of 10 are the same for all four lists. Furthermore, the two first

places are held by the same characters “@” and “.” both in our password collection and

the CSDN collection, but with reversed order in each list. In a similar vein, the passwords

from the LinkedIn password leak and the Yahoo! Voices password leak, the two first

places are held by the same characters “@” and “!”, but again with reversed order for

each list.

Table 16: Symbol Usage Comparison.

Current CSDN LinkedIn* (in unique) Yahoo! Voices
Symbol % Symbol % Symbol % Symbol %
1 @ 31.17% 34.57% @ 22.96% ! 26.70%
2 16.82% @ 25.43% ! 17.61% @ 21.29%
3 - 15.73% ! 10.92% 11.68% _ 12.37%
4 Space 11.89% * 9.19% * 8.43% S 12.12%
5 _ 8.83% _ 7.81% # 7.84% # 10.50%
6 # 5.52% # 6.62% _ 7.78% * 9.79%
7 ! 5.18% + 5.47% S 7.55% - 7.11%
8 S 4.30% / 3.36% - 6.07% ; 4.69%
9 ? 4.20% S 3.32% Space 3.81% & 4.49%
10 * 3.78% ? 2.69% & 2.77% 3.55%
11 : 2.10% & 2.52% + 1.97% % 2.66%
12 / 1.95% = 2.09% / 1.93% + 1.77%
13 & 1.92% % 2.00% % 1.87% A 1.45%
14 ) 1.71% Space 1.46% ? 1.60% = 1.24%
15 + 1.47% ) 1.41% , 1.45% ? 0.71%
16 ( 1.46% ~ 1.34% ) 1.01% / 0.56%
17 , 1.07% ( 1.29% = 0.97% ~ 0.55%
18 % 0.91% A 1.23% ( 0.89% , 0.46%
19 ‘ 0.77% ; 1.10% ; 0.66% ( 0.40%
20 ; 0.69% - 0.96% ‘ 0.62% ) 0.34%
21 " 0.50% , 0.86% A 0.59% [ 0.16%
22 = 0.43% ] 0.55% 0.49% ] 0.13%
23 A 0.39% [ 0.55% ] 0.28% | 0.06%
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24 < 0.12% > 0.42% ~ 0.27% \ 0.04%
25 | 0.12% ‘ 0.42% " 0.27% { 0.02%
26 > 0.11% < 0.36% [ 0.26% } 0.02%
27 ] 0.10% \ 0.32% < 0.25% Space 0.00%
28 [ 0.08% : 0.30% > 0.17% : 0.00%
29 \ 0.07% { 0.09% \ 0.15% ‘ 0.00%
30 ~ 0.07% } 0.08% | 0.05% " 0.00%
31 { 0.04% " 0.07% { 0.05% < 0.00%
32 } 0.04% | 0.05% } 0.05% > 0.00%

5.4.8  Further findings

Apart from the aforementioned, we would also like to highlight further issues that
arose in the overall analysis of all the information gathered. Firstly, only 773,839 from a
total of 1,176,135 passwords collected were unique. Secondly, a large number of shared
publicly available Wi-Fi networks were identified in Northern Africa, and especially
Morocco and Egypt, which are the main touristic attractions in the continent (“WADA —
WiFi Maps”, 2016). Given that data roaming is rather expensive in these countries
(“Most Expensive Countries for International Roaming”, n.d.), tourists prefer the free of
charge available internet, thus explaining the abundance of public Wi-Fi networks.
Thirdly, more than half of the available public Wi-Fi networks (749,326) were located in
Asia, which could be attributed to the fact that the internet there is more expensive than
in Europe and North America (Prince, 2018). Fourthly, it is remarkable that numerous
publicly available passwords of approximately 90,000 shared Wi-Fi networks were found
in Iraq, where warfare still was taking place at the time of the collection of the current
database, possibly reflecting the need for communication with the rest of the world in
times of need. Moreover, according to deeper analysis it has been found for the capital of
Greece, the city of Athens, 812 passwords of a total corpus of 11662 passwords (6,96%)
were combined by Greeklish characters (“Greeklish”, 2020), which is the Greek language
written using the Latin alphabet. It has been found, due to the Greek origin of the
researchers, that not few public Wi-Fi password administrators choose Greek words

written in English.
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With regard to the technical side of the analysis, several cases of WEP security
protocol use have been observed, despite its numerous security shortcomings (Hulton,
2002), and the existence of other alternatives (e.g. WPA and WPAZ2 protocols). In the top
passwords used, as shown in Table 2, two of them have been located in the fourth and
fifth place, which reveals that most probably WEP security protocol is used, based on the
length of the passwords (“Wired Equivalent Privacy”, 2020). In the cases that less than
eight characters are used as a password, routers don’t use automatic padding from lab
experiments on ZTE models. Therefore, most probably the passwords that are less than 8
characters are used for WEP encryption. Assuming that up to 7 characters are for WEP,

we have found 170,892 passwords within that range.

5.5 Impact

The previous section emphasizes that functionality and usability are preferred to
security when it comes to offering internet connection to the wider public. This raises a
number of questions. For example, who exactly will be able to see the traffic within a
given network? Can the physical location of a specific device be tracked? To what extent
is it possible for an intruder to take control of the public Wi-Fi infrastructure and manage
its traffic? These questions inevitably lead to our main discussion point; that is, how
security-aware internet users that use publicly available Wi-Fi infrastructures for their

online activities are.

For most of the internet users, it seems harmless to be connected to a publicly
available Wi-Fi infrastructure. A user simply requests for the Wi-Fi password and is
logged in within a couple of minutes to the local public network. But, if it is considered
that a user might be malicious and has access to the public Wi-Fi infrastructure that is
also used by the other customers of the same place, the malicious user could become
man-in-the-middle, between the communications of the other customers logged in to the
same Wi-Fi network. Malicious users, in order to eavesdrop on certain communications,
use man-in-the-middle attacks (MitM) (“Man-in-the-middle attack”, 2020), by which
they masquerade themselves as the authorized receiver of the data/communication.

Unfortunately, this is the best-case scenario by which the attacker will have to struggle to
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become man-in-the-middle between an end-to-end communication. When there is end-to-
end encryption established such as Transport Layer Security (TLS) and Secure Sockets
Layer (SSL) (“Transport Layer Security”, 2020), man-in-the-middle attacks are required
in order to capture the communication between the two ends. By using TLS/SSL
encryption, each end can authenticate one or both parties using a mutually trusted
certificate authority, creating a secure environment that an attacker has to be innovative
in order to exceed this security measure. To achieve a man-in-the-middle attack in an
environment that end-to-end encryption is installed, an attacker should try Secure Sockets
Layer Sniff (SSL Sniff) or Secure Sockets Layer Strip (SSL Strip), two methods not very
easy to achieve, demonstrated and described by the researcher Moxie Marlinspike at the
Black Hat Conference in 2009. SSL Sniff is a method by which an intruder intercepts a
connection from the client’s side, generates and signs a certificate for the site it is
connecting to. Then they pass that certificate chain to the client, make a normal SSL
connection to the server, and pass data between client and server, decrypting and
encrypting on each end. SSL Strip is a method of watching the traffic of http and https
packets and convert them to log the packets and keep all relative data that go by. In the
vast majority of publicly available Wi-Fi infrastructures, the cases that don’t use end-to-
end encryption, the attacker doesn’t need to achieve a man-in-the-middle attack in order
to capture the traffic between the two ends, because the communication is broadcasted
and each and every user shares the same password within the Wi-Fi network.

Another way for a malicious user to manage the traffic within a Wi-Fi
infrastructure is to create a rogue access point, known as rogue APS or rogue AP. A
rogue APS is a Wi-Fi that has been installed within a secure network, but it is not
authorized by the administration (“Rogue Access Point”, 2020). In the case of traffic
capture, the rogue APS works as a clone of a legitimate Wi-Fi router, but with a stronger
signal which enforces the user to connect to the rogue APS. Another way of creating a
rogue APS is by having a totally free-of-password access point with an also stronger
signal, creating tempting conditions for the unsuspecting user to login. At this point, it is
worth mentioning that it is almost impossible for a malicious user to create a rogue access

point if the keys/passwords given to each user are different for everyone.
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5.6 Recommendations — Future Work

Although a lot of solutions have been provided by researchers in order to enhance
Wi-Fi security (Xiong & Jamieson, 2013), very few can be applied in public available
Wi-Fi networks for numerous reasons: firstly, the management/administration of a public
place such as a restaurant or cafe will not consider the security of its customers as an
issue; and secondly, even if they do, they will think over it twice, due to extra monetary
or administrative effort to install, configure and maintain such a secure infrastructure. For
some, a considerable solution would be the enforcement of strong password composition
policies by the administration. But as it will become clearer further down this section,
strong password composition policies are not a proper solution regarding shared
passwords. Other solutions could come directly from Internet Service Providers (ISPs).
ISPs should provide users/companies with Wi-Fi routers secured by-design, with a strong

password security policy and traffic encryption.

An effective solution would be the adaptation of strong password composition
policies from the administration/management (Narayanaswami & Raghunath, 2007), in
order to enhance the security level of Wi-Fi networks. The necessity regarding the
adaptation of strong password composition policies is more than crucial taking into
consideration that, to the best of our knowledge, no router performs a check regarding
password strength. A strong password composition policy should include a combination
of uppercase and lowercase letters, numbers, and symbols, and typically be a minimum of
fourteen characters long or more. Furthermore, other alternatives regarding the
composition of strong passwords have been recently proposed, for example, “zxcvbn”, or
a password strength estimator proposed by Daniel Lowe Wheeler (2016), which works by
using leaked passwords and comparing its estimations (Egelman et al., 2013). Another
alternative to enhance human-chosen text passwords has been proposed by Melicher et al.
(2016), suggesting the usage of artificial neural networks to model text passwords’
resistance to guessing attacks and explore how different architectures and training

methods impact neural networks’ guessing effectiveness. These might work well for a
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corporate environment, where the Wi-Fi password would be a knowledge of the IT
administration and only, but might not work for publicly available Wi-Fi networks, where

the password is shared and given freely to everyone.

So as to avoid major security incidents, it is important not to use the same shared
password for every user. Even if the password is 20 characters long and meets all the
strong password policy requirements, once the password is known to everyone, then it
loses its purpose of complexity and uniqueness. The administration of each public Wi-Fi
infrastructure should include some form of endpoint encryption to prevent attacks like
man-in-the-middle, TLS, and SSL, as described in Section 1.5. Apart from adopting end-
to-end encryption solutions, such as SSL packet transfer, the most important thing in
order to ensure up to a point the security of each user, is to use separate credentials for
every single user, adopting an endpoint authentication strictly unique for everyone who

wants to log in to a public Wi-Fi network.

Another solution, which acts mainly as an informative solution rather than a robust
security alternative, is captive portals (“Man-in-the-middle attack”, 2020). A captive
portal may work as a landing page shown to users before they gain broader access to a
URL or http-based Internet services, in this case, the Wi-Fi network. Administrators tend
to adopt captive portals as a solution to well-known hotels and branded cafeterias (Hilton
hotel, Starbucks café, etc.) to avoid any major problems since the users take
responsibility for their actions.

In some other cases, the adaptation of login via Facebook or Google accounts to
save time for the user, is possible. The company chooses Facebook/Google as the login
platform in order to avoid the sharing of passwords (“Get Facebook Wi-Fi for Your
Business”, 2020). This solution also works as a captive-like-portal, but without the extra

layer of endpoint authentication, it doesn’t provide an add-on security layer.

A similar but more secure solution would be the provision of a secure connection
between untrusted devices, based on a key exchange between the two parties as proposed
by lan Herwono and Paul W. Hodgson (2014). This solution will work in terms of a
Virtual Private Network as it is described further below. Another alternative in a similar

direction but less secure is the proposal of Lafuente et al. (2011), who suggest a secure
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and trust-based Wi-Fi password sharing service. They proposed an architecture that
would provide an alternative by which Wi-Fi network password sharing would be
enabled by a social-networking oriented trust model approach. Each user of the network
will be able to locate and connect to any available Wi-Fi network at any time.

Numerous solutions could be implemented also from the side of the ISPs (Bachy et
al., 2015). A robust solution that would come directly from the ISP providers would be
the provision to their customers with secure-by-design Wi-Fi routers that would enforce
strong password composition policies (Lafuente et al., 2011) and will not include the
administration credentials of each router on the back of the device. Again, this solution
would be appropriate for home users that don’t share their Wi-Fi credentials and for
companies where the administration doesn’t allow Wi-Fi sharing. But for a public Wi-Fi
infrastructure, it will still be an incomplete solution. Another alternative regarding
Internet Service Providers has to do with the adaptation of security practices that have to
do with the Integrated Access Device (IAD) and its communications on the local loop
(Shay et al., 2016). An IAD is a customer premises device that provides access to wide
area networks and the Internet. Specifically, it aggregates multiple channels of
information including voice and data across a single shared access link to a carrier or

service provider PoP (Point of Presence) (“Integrated Access Device”, 2020).

These solutions coming directly from the ISPs would enhance the level of security
of the users enjoying these services by default. But, is this enough? In the introduction of
the current chapter, it is mentioned that users tend to prefer publicly available Wi-Fi
networks not only to reduce costs but also to save energy from the battery of their device.
By using a more secure-by-design Wi-Fi router, the security will increase overall. But,
would this suffice?

Enforcing security will not solve the problem entirely. When security issues arise,
security awareness is one of the most effective ways to deal with the unauthorized access
phenomenon. The main focus should be the training of the users in order to be aware of
the threats and issues involved regarding the information and data transferred within the
wireless connection of the public Wi-Fi network (“Integrated Access Device”, 2020).

Users should know that while connected to a Wi-Fi network, especially when it is
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publicly available, man-in-the-middle attacks is a quite common situation especially for
unprotected Wi-Fi infrastructures, which can be mitigated by adopting SSL in the
between communication (A. Ochang et al., 2016), but when we use a shared password
SSL will not be enough.

From the users’ perspective, an appropriate suggestion is to rethink before logging
in to an unknown Wi-Fi network. In case that a user will have to log in to an untrusted
Wi-Fi network, then they should check that sharing network features are turned off, the
firewall is enabled, HTTPS and SSL are used whenever it is possible, Wi-Fi is turned off
when it is not in use. Additionally, an effective practice is considering using a virtual
private network (VPN) (“Virtual Private Network”, 2020). By using a VPN, a user is
enabled to send and receive data across untrusted networks, as if the device that is used, it
is directly connected to the private network. In any case, it is preferable to use cellular

data rather than using public Wi-Fi networks from a security perspective.

The next step for future work regarding password analysis for publicly available
passwords could be the analysis of one of the applications mentioned in Section 3 (Swift
WiFi: Global Wi-Fi Sharing, 2016; Free WiFi Internet Finder, 2016; Free WiFi — Wiman,
2016; Show WiFi Password, 2016; WADA Wi-Fi Maps - Free Wi-Fi, 2016; WiFi Chua
Free WiFi password, 2016; Wi-Fi Space, 2016) or in a combination of those that were not

examined in a more detailed - database level in the current research.

5.7 Conclusions

By establishing sound data collection methodology and rigorously analyzing a large
password corpus of publicly available Wi-Fi networks, hopefully, we have contributed to
the emerging literature about this issue. The trickiest part of our research was the
collection of the database and the analysis of the password corpus. Where possible,
comparison to past analysis has been done as mentioned in the related work section. Wi-
Fi network security brings numerous issues regarding the users, the administrator, and the

Internet Service Provider. It is of high importance to promote solutions from both the
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administration and the ISP, but regarding the single user, security is not an option unless
it is enforced. Our analysis showed that publicly available Wi-Fi networks, even though
they may administer critical data, have a significantly low level of security, regardless of
continent, country, and city, due to the fact that credentials are shared with everyone who
wants to use the publicly available Wi-Fi infrastructure. We have concluded some
interesting results regarding users’ behavior and parameters that may create the need for
logging into a publicly available Wi-Fi network. The recommendations analyzed are not
limited to those mentioned, but they showed the overall need for the enhancement of the
security of public Wi-Fi networks. Even though we can observe the use of simple
passwords in the vast majority of the existing public Wi-Fi infrastructures, alternatives

were suggested in order to enhance security while using a public Wi-Fi network.

We expected to find significant differences in the level of security awareness
between each city, according to different living standards, education, and many more
similar attributes. However, security and privacy researchers have found that geographic
location and demographic characteristics have little effect on security/privacy behaviors
(Friedman et al., 2002). We expected to find more complex passwords in countries within
the European Union or the United States of America where there is a higher level of
security awareness as shown in the SANS report for 2016 (SANS Organization, 2017),
compared with countries in North Africa or West Asia. Our initial hypotheses proved
inconclusive, as we found that publicly available Wi-Fi networks play a one and only
basic role worldwide regardless of geographic location and living standards, that is they

help users to easily access the web.
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Chapter 6: Epilogue

The contribution of this thesis is threefold. First, it addresses the multiple problems
regarding the passwords of open Wi-Fi networks. Second, it covers the adaptation of
security mechanisms regarding TDM technologies, and third, it thoroughly analyzes the
implementation of IT infrastructures and websites with regard to cybersecurity and the
GDPR.

This thesis analyzed for the first time a password database of more than one million
passwords of publicly available Wi-Fi networks from the biggest cities and capitals around
the world, employing an innovative methodology. In doing so, new insights were provided
on how businesses who offer public Wi-Fi networks perceive security and ultimately deal
with it. Furthermore, by comparing the database collected for this research with other
private password datasets, this piece of work aims, for the first time in the literature, at
laying down a more rounded idea of how convenience outweighs consequence, especially
with how people use their mobile devices and, therefore, explaining security naivety. Our
analysis showed that publicly available Wi-Fi networks, even though they may administer
critical data, have a significantly low level of security, regardless of continent, country, and
city, due to the fact that credentials are shared with everyone who wants to use the publicly
available Wi-Fi infrastructure.

We expected to find significant differences in the level of security awareness
between each city, according to different living standards, education, and other factors we
examined. For example, we expected to find more complex passwords in countries within
the European Union or the United States of America, where there is a higher level of
security awareness as shown in the SANS report for 2016 (SANS Organization, 2017),
compared with countries in North Africa or West Asia. Our initial hypotheses proved
inconclusive. Indeed, security and privacy researchers have found that geographic location
and demographic characteristics have little effect on security/privacy behaviors (Friedman
et al., 2002). Therefore, we argued that publicly available Wi-Fi networks play a sole basic
role worldwide regardless of geographic location and living standards: they help users

access easily the web.
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Moreover, TDM were explored as a technological option, focusing on the TDM
deployed by the NLG and considerations for applied Internet Security solutions taking into
account the GDPR requirements. The technological option of TDM adopted by large
libraries has brought some fruitful outcomes regarding web-harvesting and web-archiving
with the aim to collect, download, archive, and preserve content and works that are
available on the Internet. TDM is used to index, analyze, evaluate, and interpret mass
quantities of works including texts, sounds, images, or data through an automated "tracking
and pulling"” process of online material. Regardless of TDM’s significant contribution to
libraries worldwide, access to the web content and works available online are subject to
restrictions by legislation, especially to laws pertaining to Copyright, Industrial Property
Rights, and Data Privacy. For the first time, the benefits of TDM are analyzed as a
technological option in conjunction with regulations on this matter. As far as Data Privacy
is concerned, the application of the GDPR is considered an issue of vital importance for the
smooth operation of TDM services offered by national libraries mostly in the EU Member
States, which among other requirements mandates the adoption of privacy-by-design and

advanced security techniques.

Lastly, the requirements of the GDPR, as well as their implementation with regard to
applied Internet Security solutions for network infrastructures and websites were analyzed.
While the Regulation offers a minimum set of technical Internet Security means to be
taken into consideration by companies and organizations to achieve GDPR compliance,
this thesis highlights the adaptation of strong security mechanisms that will not only set
compliant infrastructures and websites with the GDPR but also maintain them strong and

secure against most threats.
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6.1

Publications

The contribution of this thesis can be further found in the following journals and

peer-reviewed conference proceedings.

1) Journal Articles

a. Vavousis, K., Papadopoulos, M., Polley, J., & Xenakis, C. (2020). A

d.

compliant and secure IT infrastructure for the National Library of Greece in
consideration of internet security and GDPR. Qualitative and Quantitative
Methods in Libraries, 9(2), 219-236.

Vavousis, K., Papadopoulos, M., Gerolimos, M., & Xenakis, C. (2020).
Compliant and secure websites for the Greek Libraries Network of the
National Library of Greece and each library-member of this Network in
consideration of internet security and GDPR. Qualitative and Quantitative
Methods in Libraries, 9(3), 377-395.

Papadopoulos, M., Gerolimos, M., Vavousis, K., & Xenakis, C. (2020). Text
and Data Mining for the National Library of Greece in consideration of
Internet Security and GDPR. Qualitative and Quantitative Methods in
Libraries, 9(3), 441-460.

Veroni, E., Ntantogian, C., Vavousis, K., & Xenakis, C. (2021). A Worldwide
Empirical Analysis of Wi-Fi Passwords. Manuscript submitted for

publication.
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