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[epiAnyn

To Android elvat éva amod ta o SnpodIAn AEITOUPYLKA GUCTUATA VL0 KIVNTEC CUOKEVUEG OTOV KOOUO
UE ouvexn avodikn ropeia. AsSopévng TNG LEYAANG XPrONG Tou AOYLOMLKOU, avodSikh mapatnpeitol n
Snuoupyia kat xprion twv epappoywv tou. MNa tov Adyo autd auénpévn eival Kal avaykn ylo

aodpaAela oTig epapuoyEG Tou Android.

Baoel Twv mapanavw, otnv mapoloa SUTAWMATIKI YIVETAL apXIKA AeTTopepnG avadopd otnv doun
TOU AOYLOMLKOU woTe va katavonBel o Tpomog Asttoupyiog Twv edpapuoywv evw avadépovral kol
enefnyolvTal oL Kivouvol TIoU OVTLUETWIILIIOUV oL ebapUOYES OMWG Toug opilel o OWASP. lNa tov
€AEYXO KOL €VTIOTUOMO TWV KWWOUVWV autwv €ylve emdoyn pilag eudAwtng edappoyng (DIVA)
TipoKELEVOU va dleayBel To penetration test evw oe kABe Bripa UTIAPXEL EMEENYNON TNG TTOPELAG TTOU
akoAouBnBnke PEXPL TOV EVTOTILOUO TNG eUNABeLAG. TEAOG, TAPABETOVTIAL CUUMEPACHATA YUPW ATO

v Sle€aywyn tou penetration test.

Né€eic KAeldLa: Android, Mobile Application, Penetration Testing, OWASP, Vulnerability.
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Abstract

Android is the most popular mobile operating system hence its applications are a common target to
cyber-attacks. Therefore, the process of penetration testing is a fundamental step to recognize the

impact of the vulnerabilities before the official launch of an application.

The purpose of this thesis is to present the penetration testing process and its results. At first, we
analyzed the Android Operating System in order to understand the basics of Android applications
and presented the top 10 threats mobiles face more frequently as OWASP reports. Afterwards, we
prepared the penetration testing lab with some of the most important tools included and finally
performed a penetration test on a known vulnerable application by describing every step of the

process.

Keywords: Android, Mobile Application, Penetration Testing, OWASP, Vulnerability.
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1. Ileprypaon Epyacioc

1.1Tevikd

H mapoloa SUTAWMATLKA epyacia ekmoviOnke oto mAaiolo tou Mpoypdupatog MeTamTuyLaKwy
Zroudwv «Aopalela WndLakwy SUoTNUATWY» Tou THARATOC « Wndlakwy SUcTNUATwy» yia o 3°
€A nvo Kata to akadnpaiko €tog 2019-2020 amod tov Yetamtuxlako ¢pottntr Xovdpoylavvn
EppavounA. H ekndvnon tng epyaociag pe B€pa « Aokipég Napeioduonc oe Edapuoyeg Android»
nipaypatonolitnke oe ocuvepyaoia pe to «Kévtpo NMAnpodopikig Yoot plEng EAAnvikoU Ztpatou».

1.2 X16yoc Epyacioc

O oto)0G TNG Mapouoas SUTAWHATIKAG epyaciog xwplletal o Vo Baotkd pépn. To MPWTO HEPOG
adopd TNV Katavonon Tou AsLToupylkoU cuotipatog Android. H UTtapén KaAnG yvwong OXETIKA e
TO AELTOUPYLKO CUCTN O TIOU TIPOKELTOL VOl EEETAOTEL, AMOTEAEL BAOLKO KPLTHPLO yLla TNV
TipayHaTonoinon evog penetration test. To deUtepo HEPOC adopd TNV MPAKTLKH Tapouciacn Tou
penetration testing og pio evAAWTN epapuoyr, MePLYPAPOVTAG TO CUVOAO TwV EPYOAELWV TTIOU
XPNOLUOTIOoapE aAA Kot TwV BNUATWY TToU 0KOAOU B CaLE.

1.3 Aoun Epyacioc

H napouoa StmMAwPATLKA epyacio akoAouBel Tnv mapakdtw Soun: ApxLka, otnv Evétnta 2 yivetal
£L0AYWYI] OTO AOYLOMLKO TWV KWVNTWV, To penetration testing KaL TNV avaykn yLo EVTOMIOUO TWV
gunaBelwv. Itnv Evotnta 3 yivetatl avaluon tou AoyLopikou tou Android evw otnv Evotnta 4
avadEpovtal ol pnxaviopot aodpalelag mou SLabBTel To AOYLOULKO. TNV CUVEXELA, oTNnV Evotnta 5
KoL 6 avtioTtolya yivetal pio cuvtoun avadopd otnv évvola Tou penetration testing kot oto project
OWASP Kkal Toug KIvUVoUC ToU QVTLUETWTT{OUV o€ PeyGAo BaBUO oL KIVNTEC CUOKEUEG. AKOUA, OTNV
Evotnta 7, mapouctalovtal Ta anapaitnta epyaleia mov dopouv To pentesting lab kat otnv
Evotnta 8, ulomoleital to penetration test oe pia evaAwtn epappuoyr. Itnv Evotnta 9
TAPABETOVTAL TO CUUTMEPATHATA - OKEPELG yUPW amod TnV aodpalela Twv edappoywy Kot TV
ovaykaldtnta Twy penetration tests. TEAog, otnv Evotnta 10, mapouotdlovtal 6AoL oL cUVSECUOL -
niny€g mou Bonbnaoav otnv ekmovnon Tng epyaciog.
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2. Ewoyoyn

JTnVv enoyn Hog oL avBpwrtoL xpnolpomnolouy Ta smartphones o oxedov OAeG TIG TTTUXEC TNG LWNG
TOUC, OTWG £lval N Kowwvikh SIktuwaon, N avalntnon Tou EMOUEVOU O0TABUOoU TNEG KAPLEPAG TOUG, T
OLKOVOULKA, N Hadnon kat n uyela. ZUpdwva pe to Statista, 6AoL oL dnuloupyol (EKTOC TN gaming
katnyopiag) edpapuoywv mapatipnoav auéavopevn TAon oTto KOTERACUA TWV EGAPLOYWV TOUG
pEow Tou Google Play Store xwpi¢ kapia évoelén yla peiwaon tou pubpou autou (Ewkéva 1). Qotdoo,
N TAoN aUTH IPOCEAKUGE OAO Kal TEPLoaOTEPOUC hackers yeyovog mou OxL Hovo auEavel Ttnv
mBavotnta yla eniBeon otig epapUoYEG TwV KvnTwv oAAA Sivel tnv duvatotnta yla enibson os
omoLodnmote cUOTNHA I} CUOKEUN TIou Bploketal oto 610 Siktuo. MNa Tov Adyo autod n Ste€aywyn
TOU penetration testing anoteAel éva amno ta Mo onUAvTka onpeia tg acddAelag kabwg elval
SUVATOC 0 EVTOTLOUOC 0SUVALWY, O TPOTIOG EKUETAANEUOTG TOUG AAAG Kol TO HEYEBOC TNG {NULAG
TIOU Umopel va mpokAnBeL.

FevikotepQ, WG «penetration testing» i aAALwg «ethical hacking» opiletal n dladikaoia kata thv
omola mpayuatonoleital eEouclodotnuévn KuPBepvoeniBeon o KATIOLO UTTOAOYLOTIKO CUCTNUA
T(POKELEVOU Va eKTLUNOeL To eminedo aopdaielac. Me dMha Adyla evtomilovtal Tautdxpova oL
gUTABeLEC AAAA KalL TaL SUVATA ONUELD TOU CUOTAHATOC TTOU e€eTAlETAL.

To Android Aettoupytkod, petafd twv Mobile OS, eivatl éva and ta 1o dnuodLAn Kol UVEXWC
OVATMTUCCOUEVA AELTOUPYLKA cuothpata. Onwg cupBaivel og kaBe AoyLoULKO, KOTA TO OTASLO TNG
avamnrtuéng, ot developers aBeAd toug SnuLoupyolv Keva aodaleiag 1 ayvooUV TLG KOAEG TIPAKTIKEG
QVATTUENG eVOg aopalouc cuaThiuaTog. TETola AdBn Ba mpémel va evtomilovtal oAU TipLv TNV
enionun €kdoon tn¢ epappoyng. ELdikotepa, av pia epapuoyr BEAOULE va €XEL VA ONUAVTIKO
eninedo aodalelag, Ba MPEMEL va TPAYLOTOTOLE(TAL AVA TAKTA XPOVIKA SLACT AT TO penetration
testing MpoKeLUEVOU va LelwBoUV oL euTtABELEG Kal oL eTTUXElG TpoomaBeleg emiBeong .

300

ns

200

100

Number of app downloads in billi
"
=]

0
2014 2015 2016 20017 2018 2019+ 2020 2021+ 2022* 2023~

@ Middle East @ Japan & Korea North America @ Southeast Asia Europe Others @ China

Ewkdva 1.Statista - Number of mobile app downloads worldwide from 2014 to 2023, by region (in billions)
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3. Astrtovpykd Xuotnua Android

3.1 T givar To Android;

To Android elval éva AetToupyLlko cUOTNHA YLOL KIVNTEC CUOKEVEG TO OTolo BaocioTnke o€ i
Tpomornolnuévn €kdoon tou Linux Kernel kot GAAWV AOYLOULKWY avolytou Kwdika. H avantuén tou
T(PAY LATOTIOLBNKE amo pia kolvompadia eTalpelwy, yvwoth wg Open Handset Alliance evw tnv
npowOnon tou avéhaPe n Google.

H Open Handset Alliance sival éva cUvoAo gival éva cUVOAO ETALPELWYV HE PLEYAAN EUMELpLa YUPW
amnd to hardware kat to software. Ztnv opdda autn cuunepllapBdavovtal statpeieg onwg n Google,
Intel, NVIDIA, Qualcomm, Motorola, HTC kat T-Mobile pe Baoiko toug afova to Android Software. O
KUPLOG 0TOXOG TOUC lval N avamtuén VEwv TeEXVOAOYLWVY TIOU Bd ELWOOUV CNUAVTIKA TOV XPOVO -
KOOTOC OVATITUENG TWV KIVNTWV CUOKEU WV AAAA KOL TWV UTINPECLWV.

3.2 H Istopia Tov Android

Tov Oktwppn Tou 2003 SnuioupynBnke n Android Inc. oto MaAo AAto tnh¢ KaAwdopvia amnd Toug
Andy Rubin, Rich Miner, Nick Sears, and Chris White. Ot mpwtapxikég BAEPELG TwV Snoupywv ATV
n dnuoupyia evog e€eAtyévou AoyLlopikoU yia PndLakég KAPEPES TO OTOLO ATIOTEAECE TNV APXN
TWV enevdloewv. QOTO00, N Ayopd TIOU OXETILOTAV LE TO OVTLKE(LEVO TOUG eV avTamoKpvoTav
oToUC aToxouc TG Android yeyovog mou 08 ynoe otnv alayr Tng EMOYYEALATLKI G TOUG opeiag.
Tov loUuAto Tou 2005 n Google e€aydpaoce tnv Android Inc. yia 50 ekatoppUpla SoAdapla evw
anoppodnoe Kal Toug poavadepBEVTEG CUVTEAEOTEC.

H npwtn avadopd oto AoyLoptkd Android kataypdadnke to 2007 evw Tov ZemtéuPpn tou 2008
T€0nkKe mpo¢ nwAnon n mpwtn Android cuokeun.

ANo=0ID

2008

android

2014

android e

2019

Ewkdva 2.Google Android logo over the years (2008/2014/2019)
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3.3 Android Versions

H Google armd 1o 2011 kat PeTd Eekivnoe va avamtuooel TLG 1o otifapés ekbooelg tou Android. 2to
TIOPOKATW OTLYULOTUTIO TtapouoLalovtal OAEG ol EKOOOELC TOU AoyLoLLKoU armo Tov Qefpoudplo tou
2011 pe tnv £kdoon «Gingerbread 2.3» £w¢ tov ZemtéuPpn tou 2019 pe tnv €kdoon «Android 10».
Ao ta aplotepd ota Se€ld dpaivetal n £kdoon tou Android, N Kwdikr ovopaoia, n NUEpopnvia
£kdoong koL to APl Level yia tnv kaBe ékdoan. Ot ekbOoeLg e pol anoxpwaon sival MaAALES Kal Sev
urtootnpillovtal A€oV, e Kitpvo gival maAalég aAAG utooTnpilovTal EVw LE IPAGCLVO opileTal n mLo
npoodoatn.

INUavTIKO elvat va avacpepBel OTL Katd TNV epiodo ekmdvnong tn¢ SUTAWMATIKAG, N €k&oan Tou
«Android 10» Bploketal kuplwg ota Kwvntd «Pixel» tng Google (m.x. Pixel, Pixel XL, Pixel 2, Pixel 2 XL,
Pixel 3, Pixel 3 XL, Pixel 3a, kat Pixel 3a XL)..

Version = Code name ¥ Release date # | APl level #

10 10 September 3, 2019 | 28
9 Fie August 6, 2018 28
8.1 December 5, 2017 | 27
Oreo
8.0 August 21, 2017 26
7.1 October 4, 2016 25
Mougat
7.0 August 22, 2016 24
6.0 Marshmallow October 5, 2015 23
5.1 March 9, 2015 22
Lollipop
5.0 Movember 3, 2014 | 21
4.4 Kitkat October 31, 2013 19
4.3 July 24, 2013 18
4.2 Jelly Bean Movember 13, 2012 | 17
4.1 July 9, 2012 16
4.0 lce Cream Sandwich | October 19, 2011 15
2.3 Gingerbread February 9, 2011 10
Old version Older version, still supported Latest version

Ewkdva 3. Wikipedia - Android (Mivakag Android Version 2011-2019)
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3.4 Apyrtextovicn Android

Mo va uTtdpEet pia apytkn etkova yupw armo tov Tpomo Asttoupyiag tou Aoylopikol Oa rpémel va
e€etaotel n apyLrektovikr tou. To Android xwpiletal oe 5 SladopeTikd enineda 6MwG dpaivetal oto
TIAPAKATW XM Kot Ba avaAuBouv otnv cuveXeLa. EMLypaLOTIKA T EMMESA AUTA lval Ta €EAG:

Linux Kernel

Hardware Abstraction Layer (HAL)

Native Libraries — Android Runtime (ART)
Java APl Framework

System Applications

vk wnNeE

System Apps

Dialer Calendar Camera

Java API Framework

Managers

Content Providers
Activity Location Package Notification

View System Resource Telephony Window

Native C/C++ Libraries

Webkit OpenMAX AL Android Runtime (ART)

Media Framework OpenGL ES . Core Libraries

Hardware Abstraction Layer (HAL)

Bluetooth Camera Sensors

Linux Kernel
Drivers

Binder (IPC) Display

Bluetooth Camera

Shared Memory

Power Management

Ewova 4. Platform Architecture - The Android Software Stack
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3.4.1 Linux Kernel

210 XapunAdtepo eninedo tng otoifag tou Android Bploketal to Linux Kernel To onoio Baociletat
otnv Linux 4.14 ékdoon. AntoteAel tnv BAon TOU AELTOUPYLKOU CUGTHHATOC KOBWG TOpEXEL
UTtNPEeoieg Omwg elval n Slaxeiplon tng pvApng, to multitasking, n Staxeiplon evépyelag, Kal ev
vEveLl drivers onuavtika yio thv ouokeun (Etkova 4). 3to eninedo auto Sev UMAPXEL AUECN
aMnAenidpaon xpriotn — CUCTHHATOC.

3.4.2 Hardware Abstraction Layer (HAL)

210 enopevo eninedo Bpioketal o Hardware Abstraction Layer 1o omoio Asttoupyel wg diemadn
petafl Tou hardware pe to untohouro Java APl Framework kat StaBétetl moAAd SladopeTikd
library modules. K&Be éva and avtd ta modules dnuioupyel pia Stemadn yla kabe EexwpLoto
Koppatt hardware. (r.y. Kauepa, Bluetooth k.a.). Me dAAa AoyLa, kaBe dopd mou to API Intd
npocpaon oe kamolo hardware KOUUATL TOU cuotrpatog, To Android kaAel to avtiotolyo library
module.

3.4.3 Android Runtime — Native Libraries

310 tpito katd oslpd eninedo Ppiokovtal ol Native Libraries ot oroieg mepthappavouv C/C++
core libraries aAAa kau Libraries uhomolnpéveg oe Java:

e Media: elvat BLBAL0BNKN N omola mapexeL UTOGTAPLEN VLA TNV AVATIOPAYWYH-
kataypadn apxeiwv nxou kat Bivteo.

e Surface Manager: eivat BLpALoBrkn umteBuUvVN yLa tnv Slaxeiplon npocfacng oto
umoclotha oBovwv.

e SGL kat OpenGL: kat ta SVo eival cross-platform, cross-language APIs rou
xpnotpormnotlouvtal yia 2D kat 3D ypadika.

e SQlite: cuoTtnua yla Baocelg Sedopévwv

e FreeType: cUOTNUA YPOUUATOCELPWV

e Web-Kit: open-source browser

e SSL: eival pla texvoloyia umeBuvn yla tnv Kpumtoypadnuévn ouvdeon LETAEY EVOG
web browser kal evog web server.

MapdAAnAa, oto emninedo autod Bpioketal to Android Runtime to omolo amoteAei To runtime
environment tou Android. Zti¢ malaidtepeg ekdooelg Android oL edpappoyEg ETpexav
sowteplka oe Virtual Machines. H mpwtn €k&oon ftav to Dalvik Virtual Machine (DVM) to
ormolio yapaktnpiletal anoé tv «Just in Time» (JIT) texvoloyla, n omnola peTETPENE TOV
KwdLka tnN¢ KABe edpappoyrg os yYAwooa pnxavng kabe popd mou o xpnotng entbupovoe va
™V ekKvnoeL. Ano tnv ékdoon 4.4 KitKat kat Uotepa epdaviotnke melpapatika to ART
(Android Runtime) to omoio og avtiBeon e Tov MPOKATOXO TOU, MOPEXEL THV SuvaTtdTtnTa
LETATPOTNG TOU KWELKA TNEG EPapoynE 0 YAWOOo UNXavng Katd tnv dtadikooia
EYKATAOTOONC, YEYOVOC Ttou KolBuoTepel TNV eykatdotoon piog epoppoyng aAld mpoodEpel
peyoAUtepn TaxUTNTA TAONYNONG.

H texvoloyia auth ovopadletal «Ahead of Time» compilation (AOT) evw mAéov Aettoupyetl
w¢ MpokaBopLopEvog TPOTOC yia to compile Twv edappoywv. Qotdoo, kKAOe xpRotng £xeL
v Suvartotnta va emhé€el avapeoa otig Vo poavadepBeiosg texvoloyisg.
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3.4.4 Java APl Framework

210 4° eninedo tng otoifag Bpioketal to Java APl Framework amo 1o omnolo ot epappoyEg
avthouv moAAa StadopeTika services pe TNV popdn Java kAaoswv. Kamola amnod ta mo onpovtika
services glvat:

e Activity Manager: diaxelpiletat tov KOUkAo {wn¢ tng epapUoynG.

e Content Providers: xpnotpomnotouvtal yLo tThv Staxeiplon twv Se50UEVwY ou
potpalovtol LETAEY TwV EOpUOYWV.

e Resource Manager: mapéxeL mpoopacn oe resources OMwC ival Ta strings, color settings
kat user interface layouts.

e Notifications Manager: mapéxet otig ehapUOYEG TNV SuvATOTNTA EUPAVIONG
£180ToLOEWVY OTOV XPNoTh.

e Package Manager: mapéxel mAnpodopieg oe pia epappoyn yla kamota aAn ebappoyn
TOU (VL EYKATACTNIEVO OTNV CUOKEUN).

e Telephony Manager: mapéxetl TAnPodopLleG OXETIKA E TO KLVNTO TL.YX. sim serial number,
KaTdotaon Kntou K.a.

e Location Manager: Tap€xet Thv SuvatotnTa o pio epapuoyn va EVNLEPWVETOAL YLO TNV
Tpé€xouoa Tonobeoia.

3.4.5 System Applications

210 5° kal teheutaio eninedo tng otolfag Bplokovtal oL epappOYEC TOU CUOTHUATOC LLE TLC OTIOLEG
£xeL dpeon enadn o amhog xpnotng. Tétoleg edbappoyEg eivat To email, ta SMS, To nuepoAdyLo, o
TepLlnyNTS SikTUou, oL emad£Eg Kal AAAEG oL oToieg elval UAOTIOLNUEVEG o€ Java.

210 eminedo auTo oL epopUOYEC 40UV TNV SuvaTOTNTA va TpEXOUV os sandboxed meptBallov,
YEYOVOC TTIOU OMOOVWVEL KABe edappoyr) amo TLg UTIOAOLITEG ard TUXOV aotoyieg — Adbn tou
AoyloukoU. Meploootepa yLa Tov pnxoviopd tou sandboxing avadépovtal og emdpevo kepalalo
¢ epyaoiag.
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3.5 Application Components

Ta application components amoteAoUv ta Bepélia tng KaBe epappoyng. To kaBe component
anoteAel eloodo yla To guoTnua A yla tov xprotn. Yrndpxouv t€cospa Baolkd components Ta omoia
avaAUovTal ToPaKATW:

Activities

Services

Broadcast Receivers
Content Providers

L

3.5.1 Activities

Ta activities eivat o Baolkog Tpomog aAAnAeniSpacng Tou xpriotn Ke tnv ebappoyn. Q¢ activity
opiletal n kaBe diadopeTikr 086vN Mou Unopel va mapoucLaost pia epapuoyn. Na noapadetyua,
otav €XoUpe avolfel TNV epappoyn TG LOUOLKN G Ba uTtdpyel Stadopetikr) 086vn — activity yLa thv
Alota twv tpayoudiwv Kat StadopeTiki yLa tnv Alota twv albums. Me dAAa AdyLa, pia ebapuoyn
anoteAeital and diadopa activities (umopel va uTtapEet kat poévo éva activity oe pia epappoyn) ta
omola «ouvepyalovtal» WoTe Vo cUVBECSOUV TO TEALKO amotéAleopa. QoTdoo, To KABe activity
Aettoupyel ave€aptnta, yeEYoVOG IOV EMLTPETEL 08 AANEC EPOPLOYEC VAL KOAECOUV KATIOLO activity —
0806vn epOo0oV TO EMLTPETOUV.

3.5.2 Services

Ta services elval e€loou onuavTiKa Kot o avtiBeon He ta activities 6ev elval opatd péow KAmoLag
0806vnc. TpEYouv OTo MAPACKNAVLO Kal ouvhBwg eivat Slepyaoieg mou Statnpolvtal EVEPYES yLa
peyaAa xpovika Staotrpata. Eva service pmopel va ouvdeBel dpeoa e kamolo dAAo component
wote va enitevyOel éva task. MNa mapdadeypa, évag xprotng punopel va AdBel éva notification otL
£€\afe éva email evw dev eixe evepyomolnpévn tnv ebappoyn tne NAEKTpovIKAG alnAoypadiog. Ta
services Slakpivovtal og U0 Katnyoplec:

Started: opiCovtal Ta services Ta onola umopolV va TPEXOUV GTO TIPOCKNVLO ET AOPLOTOV Kol
ouvnBwg ekteloLv pia Siepyaocia.

Bound: opifovtal ta services Ta onoia cuvd£ovtal Aueoa e KATolo component. ZuvnBwg, Eva
bound service Aettoupyel w¢ Server oe pia emikowvwvia tomou Client — Server kalt teppoatiletol o6tav
olokAnpwBel to task oe avtiBeon pe ta started services.

3.5.3 Broadcast Receivers

Ta broadcast receivers sivat components ta ornoia aravtouv os broadcast messages ou atéAvouv
AAAeG edAPUOYEG I aKkOpa KAl To cuotnua. Mo ocuykekpLuEva, eival components Ta omola
gvepyorolouvtal 6tav cuppaivel pia evépyela amo to cuoTnua i amd kamota aA\n ebappoyn. MNa
napadelypa £vag broadcast receiver evepyoroleitol 6tov n cUOKeUH €XeL XapnAn pratopia f otav
£va apyeio éxel katéPel pe emituyia.
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3.5.4 Content Providers

Ta 6edopéva tng epappoyng pnopet va Bpiokovrtal oto file system, oe pia SQLite Database 1} og

kamolov Server. OL content providers AettoupyoUv w¢ SLAXELPLOTEG TwV SESOUEVWV HLag EPAPLOYNG

KoL LEOW aUTWV GANEG EDAPUOYEG UTTOPOUV VA avalNTroouV Ta SE60UEVA QUTA 1) KO KOlL VAL TOL
TPOTIOTIOLH|OOUV EAV UTIAPXEL TO avtioTolyo permission. MNa mapadstyua, to Android mapxet Evav
Content Provider yLa tnv SLaxelpLon Twv OTOLXELWV ETIKOWVWVLAG eVOC xprotn. Q¢ ek ToUTou,
omotadnmnote edpappoyn Stabétel ta kKataAnAa permissions umopet va dnuLoupynoeL Eva query
Baoel Twv otolyelwv autwy yla va dtaBacel i va tpomornolost Sedopéva piog AAANG epapuoync.

3.6 Emwowovia uetaéd Components

H emkolvwvia Twv components PeTafl TOUG Elval APKETA onUavTikr. To Aettoupyiko Android
xpnotuorolet IPC (Inter-Process Communication) pnXoviIopoUG TIPOKELMEVOU VAL ETUTUYXAVETOL N
gmukowvwvia petafl Twv Stepyactwv. Ta IPC eival ouclaoTikad SLEMAEC TTOU ETUTPEMOUV GTOUG
developers va cuvtovicouv activities pali pe dladopeg dlepyacieg mou TpEYOUV TAUTOXPOVA OTO
AeLToupyLKO cuoTnpa. H texvoloyia auth MLTPEMEL OTO TIPOYPAUUA Va SlaxelpileTol TOANG
QULTAHOTO TNV 18LA XPOVLKN OTLYUR. ATIO TNV OTLYUr) TIOU pia eVEPYELA TOU amAoU xprioth Unopel va
o8nynoeL og €va cUVOAO SLEPYACLWY, aVaYVWPLIOUE TO TTOCO ONUAVTLKO £lval oL Slepyacieg va
£€xouv tnv duvatdtnta va entkowvwvouv. Ta IPC Stabetouv pebddoug, oL onoieg avaloya Tnv
neplmtwon Ynopouv va AELToupynoouv BETIKA i apvNnTIKA av uAomotnBouv pe AdBog tpormo.
Ynidpyouv tpla €idn IPC:

1. Intents: elval unvupaTa TOU AmocTteAAOVTAL LETAEU Twv components. Elval évag
UNXOVLIOUOC WOTE Vol IEPVOUV pnvUpota HeTafl Twv Slepyaotlwy (TLY. LAVUMA yLa va
Eekvnoel éva service 1 éva activity).

2. Bundles: gival ovtotnteg ot omoieg mepikAeiovv dedopéva.

3. Binders: ival ovtoTnTEC OL OMOLECG EMLTPEMOUV OTA PErmissions vol aIoKT|oouV TPOTIO
ETUKOLVWVIAC Ye KATolo AAAO service i VoL OITOCTEIAOUV KATIOLO VU QL.

3.7 Android Application Package (APK)

To Android Package i aAA\wg «APK» gival n compiled ékdoon piag ebapuoyng yLo To AELTOUpYLKO
tou Android. Ztnv popdn autr elval Suvath n eykoatactach Thg ebapUoyng OTNV GUCKEU.
Eowteptkd tou apk mepthapBavovral Oha ta Soptkd apyeia tng epappoyng, onwg dpaivetal otnv
Ewkdva 5, ta onola mapouctdlovtal avoAUTLKG OTNV CUVEXELQL.
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assets — CERT.RSA

iib (— | GRTSF -

META-INF ey MANIFEST.MF
NS -
ﬂ res 7 dawable [ 3

\

AndroidManifestxml [ byout

classes.dex = xml

resources.arsc

Ewova 5. H ecwteptkn doun evog APK apyeiou

e Assets: otov pdakeho nephapPfavovral Stadopa apyeia m.x. nXou, £lKkOVAG K.a. TTOU
elval yprnowpa yla thv edbappoyn.

e Lib: otov dpakeho neplhappavovtal native libraries, wotoéoo n mAeloPndia twv
edappoywv eivat uhomotnpévn oe Java.

e  META-INF: otov ¢pdakeho neptlapPfavovtal ta metadata Tng edbapuoyng kabwg kot
To anapaitnta certificates.

e Res: otov pakeho meplhapBdavovTal oTtolyela Ta omola eivat amapaitnta yio Tt
Soun tng epddviong tng edpappoyng.

e AndroidManifest.xml: to apyeio meptAapPavel onUAVTIKEG 08NYIEC yLa TNV
edappoyn mpog To cuotnua (m.x. permissions).

e Classes.dex: to apyeio mepthapPBavel Tic java classes mou £xouv uAomolnBei oe dex
format.

e Resources.arsc: to apyeio dtatnpel pia Aiota pe ta resources tou apk.
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3.8 Android Manifest Overview

KaBe edapuoyn oto Android Stabétel éva Android Manifest.xml apyeio To onoio Bpioketal otov
root GpAakeAo TOU CUCTHUATOC. TO CUYKEKPLUEVO apXELO OMOTEAEL Eval ATTO TOL TILO CNOVTLKA OTOLXELQ
plag epappoyng 610TL kaBopilel Ta mopaKATW:

1. To dvopa tou java package tn¢ edpappoync KATW Ao To onoio uAomoleitat OAn n
epappoyn.

2. Tnv meplypadn Twv components tng epoapuoyng, SnAadn ta activities, services,
broadcast receivers kat content providers ou dopoUv TV ebapuoyh.

3. T Siepyaoieg mou Ba k@vouv cupneptAdBouv ta components TG edappoyng.

4. Ta permissions mou xpelaletal n edapuoyn MPOKELUEVOU va EXEL TPOoPaon o€ PéPn TOu
CUCTAHATOC T omola elval mpooTateupéva. AKOUa, SLaBETeL permissions TTou AAAEG
edapuoyég Ba Empene va €xouv o€ mepimtwaon nmou BEAouv va amoktrioouv npdcofaocn
ota Sedopéva TG Lo epapuoync.

5. To katwtepo 6pLo Android API mou unootnpilel.

6. Amauitnoelg TnG edpappoyng o software kat hardware wote va yivel €heyxog
CUMBOTOTNTAC UE TNV EKACTOTE CUOKEUN).

4. Permission System

4.1 Application Sandboxing

To Android mpoKeLpEVOU va EMLTUXEL TNV ATOUOVWON TNG Attoupylog KaBe edappoyrg ou eivat
£VePYN, EKUETANMEVETOL TO USer management Tou map£xouV ta Linux. Qotdoo, n Stadikaoia mou
oakohouBeitat Sev ival n dLa pe ekelvn ou vdiotatal OTLG KAVOVIKEG SLAVOUEG Linux, OTIOU TIOAAEG
edaApUOYEG UTTOPEL VA TPEXOUV KATW aIto ToV (610 Xprotn. TNV nepimtwon tou Android,
Snuioupyeital éva «UID» (User ID) yla kaBe epapuoyn n omoila TpExel wg Eexwplotr Slepyaoia.
Juvenwg, n kaBe edpappoyn €xel mpdéoPacn Hovo ota SkA TG resources. O EPLOPLOUOC QLUTOG
eruPBaretal amno to Linux Kernel.

To UID AapPBavel akEpaleg TLUEG KAl TO eUPOC Tou eival amo 10000 éwg 99999. Baoel Tou KwSLKoU, N
KaBe edappoyn AapBavel koL Tnv avtiotolyn ovopaoia. MNa napadelypa av avatebel o KwSIKOG
10345, téte avtiotola n ovopooia mou Ba Adpel Ba eival n «u0_a345». Av pia edpappoyn Intioet
permissions yla pia Asttoupyla, tote To avtiotoy o «GID» (Group ID) Oa avateBel otnv epappoyn.
MNa napadelypa, av n epappoyn {ntroel mpocBacn oto SLadikTuo, yla To permission autd Oa tou
avateBel to GID «3003».

Ol edapuoyEg - Onwg mpoavadEépbnke — ekteAouvtal EexwPLoTA. H ekTEAEDN MpayLOTOMOLE(TAL OTO
Android Application Sandbox to omolo £exwpilel Ta Sedopéva TNG edbapUOyC KaL TOU KwdLKa
eKTEAEONC Ao GAAEG edapoyEG TToU BplokovTal otnv cUoKeUT]. AUTOC 0 SLOXWPLOUOG TSP
EVIOYUTLKA OTO KOUUATL TNG aohAAELOC.
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4.2 Application Permissions

O Baolkog okoTdG TWV permissions eival va mPooTtatéPouv TNV LELWTIKOTNTA TWV XPNoTwY ToU
Android. Na tov Adyo auto ot epapuoyEG Ba mpenel va {ntouv AdeLo oo Tov XprRotn lTe auto
adopa svailoBnta dedopéva (m.x. emadéq) ite kamnolo feature mou MapexeL n cuokeun (m.x.
Bluetooth).

Ot Android epappoyég by default otav dnutoupyouvtal Sev mapEXouv KavEva permission wote vol
NV Uropetl va emnpeaotel Kamola AAn epappoyr, To cuoTnua 1 Kal o i8log o xprotng. Mo tov
AGYO auTO Katd TNV €EEALEN TNG EDAPHOYNG OL TIPOYPAUUATLOTEG Ba TPETEL VAL SWOOUV TNV PEYLOTN
T(POCOXH OTa permissions mou {NTouV £T0L WOTE VA NV eKTEBOUV oL XpiOTEG aTO KAKOBOUAEC
EVEPYELEG.

4.3 Protection Levels

Ta permissions xwpilovtal o TEooePLS PAOLKEG KATNYOPLEC. ZTLG KATNYOPLeG AUTEG oplleTal To MoOTE
Ba mpémnel va divovtal autopata ol ASeLeg Kol OTe Ba MPEMeL va yivetal apeon avadopd otov
xpnotn. OL katnyopleg auTég elval:

4.3.1 Normal Permission

AnAwvovtag oto manifest file éva permission wg «normal» Bewpolpe ot dev eival emikivéuvo
KoL SV TIPOKELTAL VOL ETINPEACEL L€ KATIOLOV TPOTIO TNV LELWTLKOTNTA TOU XPHoTtn A TV
Aettoupyla AMNwv edappoywy. Ze TETola ePMTWON To cUoTNUA Slvel auTopata TV AdeLa yla
TNV ouykekpLpévn evépyeta. Q¢ normal opiletal by default n Ty twv véwv permissions.

4.3.2 Dangerous Permission

AnAwvovtag oto manifest file éva permission wg «dangerous» BewpoU e OTL UTIAPXEL
HeyoAUTEPOG KivOUVOC yla TNV LBLWTIKOTNTA TOU XpRoTth oAAQ Kal yLo Thv eUpuBun Aettoupyla
TWV untdAonmwv edappoywv Kabwg {nteital mpocpaocn os evaiobnta Sedopéva. Na tov Adyo
0lUTO, OTNV CUYKEKPLUEVN TIEPITTTWON 0 XPNotng Ba pEmeL va SWOEL N-QUTOUATOTOLNUEVN
adela otnv epapuoyr. e meplmtwaon mou o xprotng Sev enttpéP el Tnv mpooPaocn, n edbappoyn
Sev umopel va £xel mpOGPaon oToug MOPOUG IOV ALTHONKE.

4.3.3 Signature Permission

AnAwvovtag oto manifest file éva permission w¢ «signature» opiloupe otL pia epapuoyn B
umopet va £xeL mpooPaon oe pia epappoyn A povo otnv nmepimtwon mou to certificate tng
TouTileTal pe auto TG A. 2 SladopeTiki Meplmtwaon n npocBacn anoppintetal avtopata. Me
aAAa Aoyla 8Uo 1 meploootepeg edapuoyEG Ba mpémel va £xouv Tov i6lo dnpoupyod.

4.3.4 SystemOrSignature

AnAwvovtac oto manifest file éva permission wg «signature | system» SnAwvoupe otL mpodoBach
Ba £xouV OL IPO-EYKATECTNUEVEC EPAPUOYEC TNG CUOKEUNG N edbapUoVEG pe To (Blo certificate.
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5. Penetration Testing

5.1 T givan o Penetration Testing;

Penetration Testing, «pen-testing» 1 dtadopetika «ethical hacking» ovopdletal n Stadikaoia
gA€yXOU €VOC UTIOAOYLOTLIKOU GUOTIUATOG (T.X. UTIOAOYLOTAG, KLVNTO, tablet k.a.), Siktvou 1 web
£papUOYHG TIPOKELUEVOU VA EVTOTILOTOUV EUTIABELEC TTOU €valg KaKOBouAog xpriotng Ba pmopolos va
ekpetalevutel. H Stadikaoia Tou penetration testing pnopei va epapuootel eite xelpokivnta ite
MECW QUTOMOTWY epYaAeiwv. Ze KABe eplmtwon, Ta Bripata cuvnBwg eival Ta dla. Apxikd yivetol
n cuM\oyr TAnpodopLWV yLa Tov aTdXo — «BUua», N avayvwpLon entry points amo ta omoia propel
va paypatonolnBet n elcodog oto cUoTNA, N TPAYUATONolNoN TNG EMBECNC KAL OTN CUVEXELA N
avadopd TWV EUPNUATWV.

O Baolkog otoxoc Tou penetration testing elval o éAeyxog Twv aduVaAULWY TOU CUCTHHATOC. 2€
TIOAAEG TIEPLITTWOELG YIVETAL LIE OKOTIO TOV EAEYXO TWV TIOALTLKWV aodaAeiag, To eninedo
CUHHOPpOWONG ammévavTl o€ KavOVeg Kal vopoBeoieg (m.x. GDPR) ) tnv eypriyopon piag etatpeiog —
0pYaVIoHOU o€ {NTHMOTA aohAAELOC.

FEVIKOTEPQ, TOL EUPNUATO TWV penetration tests cuykevtpwvovTal kat amoctéAAovTal 6to umelBuvo
TUNUa (T.y. IT) He okomo TV avaBAabuLon Tou cUOTAUATOC Kal TNV Snuloupyia f Thv Tpomomnoinon
TWV &N UTIAPXOUCWYV OTPATNYLKWY LE OTOXO TNV UEYLOTN aodAAeLa.

5.2 Tomot Penetration Testing

Yrnidpyxouv TpeLg StadopeTikol TUTIOL — TPOTIOL YLaL VAL EEETACEL O « ETUTLOEUEVOG» TO CUCTN LA TIOU TOV
evOLabEPEL KAl va eVTOTILOEL EUTIADELEC:

5.2.1 Black-box Testing

Itnv mepimtwon tou black-box testing o tester Asttoupyel 6nwg Ba Aettoupyolos €vag TTPAYUATIKOG
KOKOBOUAOG XpotnG. AuTO onpaivel OtL Sev éxel Kapio mAnpodopia mMavw oto cUCTN O OTO OToLo
TPOKELTAL v eAEYEel, SnAadn yvwpllel yla mapadelypa Ta outputs ou pnopolv va napayxBoluv
OoAAQ OXL TOV TPOTIO HE Tov omolo Snuloupyndnkav.

5.2.2  White-box Testing

Ytnv nmepimtwon tou white-box testing toxUouv ta akplpwg avtiotpoda amno to black-box testing. O
tester £xeL MARPN YVWON TOU CUCTHUATOG TTOU TIPOKELTAL va eAEyEeL Kal €xel oTnv S1aBeon Tou tov
ninyaio kwdika. O CUYKEKPLUEVOG TPOTIOG pentesting slval XpriOLUOG O IEPUTTWOELC TTIOU YVwpillou e
OTL UTTAPXEL £€va bug Kal BEAOUE VAl TO EVTOMICOU LE WOTE va To eMLSLopOwoou e dpeaa.

5.2.3 Gray-box Testing

YTnv mepimtwon Tou gray-box testing LoyVeL £évag cuvUACUOG TWV IPONYOUUEVWY TPOTIWV.
OuoLaoTLKA o tester £xeL meploplopévn MANPodOPNon CXETIKA LE TO CUCTNHA TIOU TIPOKELTAL VAl
£€eTAOEL KOL TG AELTOUPYLEC TOU.
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5.3 I'evikn Mebodoroyia

MNa tnv Ste€aywyr Tou penetration test, o tester Oa mpenel va €xet pia pebodoloyia tnv onola Ba
TPETEL VOL KOAOU BN OEL woTe va Umopéoel va AABEL To péyLoTo péoa amod tnv dtadikaoia avth. H
uebodoloyla xwpiletal os 4 otadia:

1.

53.1

Preparation: oTo mpwTo oTASLO amalteltal ano tov pentester va cUMEEEL kAToLa Baoikd
yeyovota - edouEva OXETIKA UE TNV epappoyr ou Ba eéetaotel wote va o6nynBel os éva
EMLTUXNMUEVO test.

Evaluation: oto 6gUtepo oTddLo 0 pentester Ba mpénel va nepinynBel otnv epappoyn Kat va
EVTOTILOEL TUXOV entry points Ta omoia Ba unopovoav va eival eKLETOAAEVOLUA OTTO KATIOLOV
KakoBoulo xprotn.

Exploitation: oto Tpito otddlo o pentester mpoonabel va ekpeTaAAeuTel TIq eUTABELEC TOU
OUCTAHATOC e TPOTIO TIou Sev €xeL mpoPAedBel amnod tov dnpoupyod Tou.

Reporting: oTo TETAPTO Kal TeEAeuTAlO OTASLO MPAyLATOTOLE(TAL N AETOUEPN G KaTaypadr)
TWV EUPNHUATWV.

Preparation

To «Intelligence Gathering» amoteAel éva amo Ta Mo cNUAVTIKA oTddLa evog penetration test. To va
Umopel Kavelg va evtomiosl onpeio ta onola 0dnyolv f Unopel va odnynoouv os eundBeleg
Eexwpllel kal To emLTUXNUEVO penetration test. To MPwTo oTtASL0 MEPIAAUPAVEL TO TIOPOKATW

BrAuarta:

5.3.2

Open-Source Intelligence Gathering: o pentester oto fripa autd ¢ppovtilel va cUNEEEL O0Eg
TEPLOCOTEPEC TANPOPOPLeG UMopel amo SnUACLeG NyEC ou adopouv TV edappoyn TTou
TPOKELTAL VO e€eTAOEL Q¢ TINYEG pmopet va eival Stddopeg unxaveg avalntnong, ta
KOWWVLKA SiKTtua K.a.

Architecture Understanding: adou yivel n cuAloyr| Twv mopandavw Anpodoplwy, Ba IpEmeL
va YIVel HeAETN TNG OPXLTEKTOVLKNG TNG EDOPUOYNC WOTE 0 pentester va SnLLOUpYNHOEL €va
TAGVO TILBAVWY KVEUVWV.

Client and Server-Side scenarios: o€ kGBe mepintwon, o pentester Ba Mpémnel va Ynopel va
oavtiAndOel L TMou edappoyn sival kol va eivat os B€on va e€etaosl SLadopeg MTUXES Kat
TPOMOUG eMLKOWVWVIAC TNS epappoyng (.x. mou amodnkevovtal to Se50UEVa, UE TIOLEG
third-party epappoyEg punopel va emikolvwvel K.a.)

Evaluation

Y10 otddlo Tou evaluation akoAouBoUvTal oL TEXVIKEG TTOU avaAUovTaL MTOPAKATW:

File System Analysis: o pentester eAéyxel ta local files wote va evtoniosl Tuxov mapaPLaceLg
A Keva aodpaleLag.

Reverse engineering: o pentester Ba nmipénet tnv compiled epappoyn va tnv petatpéPel os
ninyaio kwdika mou Ba elval KATavonTog Ao TOV XELPLOTH. ITNV CUVEXELA AVAAUEL TOV
KwELKA WOTE va KATAAABEL TNV AEITOUPYLIKOTNTA TNE Kol va PpeL eUTIAOELEG.

Static Analysis: o pentester gv tpéxel To mpdypappa. Avtibeta, emefepydletal Ta apysia
Tou €xeL otnv 8LABecr] Tou f Tov KWELKA TToU amékTnoe péow tou decompiling Tou apyLtkou
opxelou.
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e Dynamic Analysis: o pentester otnv MePUTTWON AUTH TTPAYLATOMOLEL EAEYXOUC KOTA TNV
Aettoupyia g epappoyns. Me auTOV TO TPOTIO UMOPEL va EAEYEEL OE TTPAYUATLKO XPOVO Ta
anoteAéopata mou enLotpédeL n edpapuoyn.

e Inter-Process Communication Endpoint Analysis: o pentester avaAapBavel vo avaAUoeL Thv
oupnepldpopd Twv components tng epappoync (Content Providers, Activities, Broadcaster
Receivers, Services)

5.3.3 Exploitation

O penetration tester oto onueio autd avalapPavel va ekteAEoeL SLAPOPEG EVEPYELEG WOTE VAl
eKUeTOAAEUTEL — eTTEBEL OTNV edappoyn Bacel Twv MANPodopLwy ou GUAAEEE KaTA TNV dAch Tou
«information gathering». Méow Twv enBécswy, o pentester otoxeVEL oTNV AMOKTNON UPNAWY
SIKOULWHATWY OTWG akpLBwG Ba €kave évag KaKOBoUAOG Xprotng.

5.3.4 Reporting

Me to mépag tou exploitation o pentester avahappavel va cUAAEEEL OAEG TIG TANPOdOpLeg TToU
QEKTNOE KOTA TNV SLdpKeLla tng mpoavadepBeicag peBodoloyiag kal va cuvtagel Suo reports. To
TpwTo Ba elval ypaUEVO O YAWOCW KOTOVONTH amo TNV Slolknon tng eKACTOTE TALPELOC —
OpPYaVLOHOU Pe AeMTopEepN epLypadh Twv eupnUaTwy. To SeUTtepo Ba adopd TO TEXVLKO KOUUATL
oto onolo Ba avadEpovral avaAUTIKA OL EUTIADELEG, TTOU EVTOTILOTNKAY, TIWE UITOPEL KATIOLOC VA TLG
eKUETOAAEUTEL KoL TL Ba peEmeL va mpaypatomnolnBel £tolL wote va e€aleldpBoulv.

6. Open Web Application Security Project (OWASP)

6.1 Ti eivar to «<OWASP»;

To «Open Web Application Security Project» elvat pia kowvétnta and developers nou €ekivnoe to
2001 va dnpoupyel peBodoloyieg, eyxelpidia kot texvoloyleg oto nedio tng aopalelag Twv web
KoL mobile epapuoywv. Mpokelpévou va avénbel n achaiela kat n etolpotnTa twv developers
Snuovpynoav tic «top 10 lists» oL omoieg meplypadouv Toug kopudaioug kivdUvoug o web -
mobile epappoy£g kal avavewvovtal ava TaKTd xpovikd Stactipata. Ocov adopd Tig AloTEC AUTEC,
yla va urapyeL 6cov Suvatov peyoltepn akpifela, cuAAEyovTal ava TAKTA XPOVIKA Slaotruota
Sebopéva and edpappoyeg web 1) mobile oxetikd pe ta vulnerabilities Ta onola avaAlovtal Kat
odnyouv oto «top 10» TN KABe Xpoviac.

To OWASP népa amno ti¢ npoovadepbeiosg Snuodileic Aloteg, eival umeBuUvVo Kal yla A
ONUOVTLKA eYXELprLOTa, OTwC ival To « OWASP Software Assurance Maturity Model» to omoio
TIAPEXEL OTPOTNYLKEC YL TNV AVTLUETWTILON business risks o Sladopeg edbappoyég kot to « OWASP
Development Guide yia J2EE, ASP.NET kat PHP. Akopa, onuavtiko sivat va avadepBolv to « OWASP
Testing Guide» mou eivat 06nyd¢ cwWoTWY MPAKTIKWY yLa éva penetration test kat to «OWASP Code
Review Guide» oto omoio neptlypddovral odnyieg yLa tov EAeyXo Tou KWELKA.
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6.2 OWASP Top 10 Mobile Risks

MNapakdtw Ba avapepBolv kal Ba avaluBouv oL kopudaiol Séka Kivuvol yLa TLG KLVNTEG CUOKEUEG
Baoel tng Alotag tou OWASP:

e Ma1: Improper Platform Usage
e M2: Insecure Data Storage

e M3: Insecure Communication

e Md4: Insecure Authentication

e MS5: Insufficient Cryptography
e Me6: Insecure Authorization

e M?7: Client Code Quality

e M8: Code Tampering

e MB9: Reverse Engineering

e M10: Extraneous Functionality

e MI: Improper Platform Usage

Ot mobile platforms mapéyouv pia peydaAn motkiAia and Asltoupyieg otig onoleg £xouv MpooPaoh ol
developers. Qotd00, n Xprion Toug pe AavBaopévo Tporo (m.x. Android Intents, Permissions k.a.)
Umopel va o6nynoel os eundBeleg tng epappoyng.

lNa 1o Asttoupyko Tou Android, n ouykekpLUévn euTtaBela pokUTITEL cuvhBwe amo ta Android
Intents. Onwc npoavadépaype, Ta intents elval messaging objects Ta omnola enitpénouv tnv
grukowvwvia petafl moAwv Aettoupylwv (T.x. services, broadcast messages k.a.). KaBwg umdpyet
mAnBwpa amnd intents n mBavotnta va untapéet Stappor Sedopuévwy eival apketd auvEnueévn.

0 08nyog tou OWASP avadEpel ThV eUTIABELA AUTH WG CUVNBLOUEVN KoL EUKOAA EKUETOAAEVUGLUN.

e M2: Insecure Data Storage

Ytnv nmepimtwon tou «Insecure Data Storage» o emutiBéuevog unopel va €xel mpocBacn o Sedopéva
pe 8Uo SladopeTikol g TPOMOUG: eite pEow GUCLKAG POoBacng (T.X. KAOT) CUCKEUNG) gite péow
malware.

Ytnv neplmtwon tng dpuoLKng mpdoPaonc, o eMTLOEUEVOC UIMOPEL va ATTOKTHOEL eUKOAO TIPOGBaon
OTNV CUCKEUN CUVSEOVTAC TNV OTOV UTIOAOYLOTH Kol HECW SLAdOopwWY TIPOYPAUUATWY gival ebLKTH n
npdoPaocn ota directories Twv ebappoywy.

O kUpLog AOyog yLa Thv UTtapén TG euTtaBetag ivat n eA\mA g yvwon twv developers oto nwg
amoBnkevovtat 1) ta dedopéva otnv cache, 2) ta images, 3) ta Key Presses k.a. n omoia mponABe
amno ta avtiotolya eAAuT) documentation tou mapéxovtal oto eninedo Tou operation system ka
twv development frameworks.

O OWASP tnv opilel wg ouvnBLopévn kat eVKOAN eumtdOela n omolo UMopel va €xeL coBapod
OVTLKTUTIO OTNV LOLWTIKOTNTO TOU Xproth.
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e Ma3: Insecure Communication

H nepintwon tou «Insecure Communication» mpokUTTeEL cUVABWE 0€ EGAPLOYES APXLTEKTOVIKNG
client —server.

Mapd tnv mpoooxn mou Sivouv ot developers otnv mpootacia twv deSopévwy, omaviwg divouv
TPOCOXN OTNV Kpumrtoypdadnon tne petadopdg Tous. Me To va pnv Kpumtoypadouvtal to SeSouéva
KOTA TNV petadopd toug, n epappoyn wnopel va tebel ekteBelpévn os emiBoelg tumou Man-in-the-
Middle.

O OWASP tnv opilel wg ouvnBLopEvn euTtdBeLa ToU UIopel va tnv eKPeTAAeUTEL eUKOAD Evag
KOKOBOUAOG XproTNG Kal pmopel va £xel coBapd avtiktumo.

e M4: Insecure Authentication

H nepintwon tou «Insecure Authentication» mpokUmTeL 6Tav n ebapUoyn ATOTUYXAVEL KOTA TNV
Sladikacia tng aubevtikonoinong. MNa va emtuyeL €vag KaKOBoUAOC XprioTnG TV N
efoualobotnuévn mpoopaor) Tou, xpnoLUoToLel epyaleia Ta omola kavouyv bypass tnv
auBevtikomoinon n onola cuvABwG elval EAATWG UAOTIOLNUEVN.

O OWASP tnv opilel wg ouvnBLoUEVN KoL EUKOAD EKUETOAAEVOLUN ASUVALA e LEYAAO AVTIKTUTIO
oTNV LSLWTIKOTNTO TOU XPNoTh.

e MS5: Insufficient Cryptography

H nepintwon tou «Insufficient Cryptography» mpokumntel and tnv aduvapia kpumtoypadnong r tv
xpnon aduvauwy aAyopiBuwv kpuntoypadnong. Kati tétolo pnopel eUkoAo va B£oel og Kivbuvo tnv
aodalela Twv MAnpodopLwv KabBwg evKoAa Eva KakOBoUAoG xprotng Ba pmopei va
amnokpurtoypadrost ta Sedopéva.

O OWASP tnv opilel wg apketd cuvnBLlopévn kabwg n Stadlkacila Tng amokpuntoypddnong o
OPKETEG TIEPUTTWOELG PMopel va emteuxBel xwplc peydAn duokoAia.

e M6: Insecure Authorization

H nepintwon tou «Insecure Authorization» mpokUmtel apdAAnAa e Thv StadLlkacia tng
auBevtikomoinong kat dnpLoupyeital and aduVapoug EAEYXOUC TTOU TIPAYLOTOTOLOUVTAL OTNV HEPLA
Tou server.

O OWASP tnv opilel wg apketd cuvnBOLopévn eumdBela pe peyaAn SuokoAia oTov EVIOTILOUO TNG KoL
ONUOVTLKO QVTIKTUTIO.

O eumtaBeLeg ou adopolv to authorization €xouv amoktrnosl £€6adog ta teheutaia xpovia. Ma tov
AOyo auto o OWASP mAéov mepthapBavel Thv euntdBela auth otnv Alota tou.
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e M?7: Client Code Quality

H nepintwon tou «Client Code Quality» mpokUmtel and Tig aduvapieg ou dnuLoupyouvtal KoTd thv
avamntuén tng epappoyng otov KwoLka. AvetalpeTw g, KABe KwSLKAG KpUBEL aduvaieg elte o€ pKpPN
gite o peyan kAipoka.

Ta memory leaks kal ta buffer overflows gival ta kKAaoolka mapadelypata otnv nepintwaon autn.
Emutpénovtag £va buffer overflow, o emTtiBéevog YUmopel va amoKTr)oel GUVOALKO EAEYXO TOU
OUOTNHATOC YEYOVOG TTOU 08nyel kat atnv kAomr Sedopévwy.

O OWASP tnv opilel wG apKETA ONUAVTIKA KaBw¢ To avtiktumo Ba sival peydAo. Qotoco, to va
EVTOTILOEL KATIOLOG TETOLEG aduvapieg elval apkeTd Suckolo.

e MS: Code Tampering

H nepintwon tou «Code Tampering» avadEpetat ot aAAayEC TTOU UMOPEL 0 EMITIOEUEVOC Va
T(POYLLOTOTIOLH OEL OTOV KWAOLKA TNG Edapoync. Me tov Tpomo autd évag KaKOBouAog Xprotng
UTOpPEL va amoktnoel mpoofacn as premium Asttoupyieg, mapaBLlalovtag ta copyrights kat
Kavovtag bypass kaBe mepLoplopd TnG epapUoync.

lowg n TLo GNUAVTLKA TPOTomnoinaon mou pnopet va yivel elvat n anevBeiag npoobrkn malware ota
binaries | ota resources.

O OWASP tnv opllel wG apKeETA onUAVTLKA KaBw¢ To avtiktumo Ba sival peydho. Qotooo, To va
EVTOTILOEL KATIOLOC TETOLEG aduvapieg elval apkeTd SUoKoAo.

e MO9: Reverse Engineering

H nepintwon tou «Reverse Engineering» avadépetal otnv Stadilkacio amodopunong tou apxeiov tng
edapuoyng e okomod va amokaAudOel n apXLTEKTOVIKY TNG, 0 KWSLKAG K.a. Q0TOC0, KATL TETOLO
Umopetl va mpaypatomnotn et kal ano évav KAAOBoUAo XpHotn HE EpEUVNTLKOUE OKOTIOUG N YL
penetration testing (ethical hacking).

O OWASP tnv opilel wg apkeTtd cuvnOLopévn KabBwg og OAeC TIG eDAPUOYEG UTTOPEL VA
nipayuatomnolnBet pe tnv SuckoAia va ToLkiAeL avaloya Thv Tiepintwon.

e MI10: Extraneous Functionality

H mepintwon tou «Extraneous Functionality» mpokUmTeL amod Tig mpdoOeteg AeLTOUPYLEG TTOU PXLKA
Snuloupyouvtal yia Adyoug eukoAiag xprnong thg edbappoyng kat Ssv adatpolival amnod Toug
developers.

‘Eva oxeTiko mapadetypa ival n Statrpnon «developer account» to omoio £xel mpooPaocn og OAeC
TLC AELTOUPYIEG KOl OUCLOOTIKA UTOPEL va XpnotuomnolnBsi wg backdoor yia évav kakoBoulo xpnotn.

O OWASP tnv opilel wg ouvnBLopEVn Kot EUKOA EKUETAAAEVUGLUN.
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6.3 OWASP Top 10 Mobile Risks — I'evikéc Odnyiec Evionmiouob Euradeidv

Inueiwon: Ot mapakATw 08NYLeC elval evOEIKTIKEC Kal evBappUveTal n mapaAAnAn xprion Tou
«Mobile App Security Checklist» yia kaAUtepn kaBodrnynon. To cuykekplpévo «checklist» to
kateBacope omd tov ouvdeopo:https://github.com/OWASP/owasp-
mstg/blob/master/Checklists/Mobile App Security Checklist-English 1.1.2.xIsx

1. MlI: Improper Platform Usage

Ma tnv nepimtwon M1 Oa npémnet va yivel éheyxoc tou AndroidManifest.xml apyeiou. Mo
OUYKEKPLUEVQ, EUTIABELEG UIMOPOUV va apatnpnBolv ecwTepLkd Tou tag <application> og un
aodaln components (activities, broadcast receivers, content providers rj services). Oa mpéneL va
VIVEL TPOOEKTIKOG EAEYXOG OTA components TTou elval oplopéva we «exported: true» kabBwg tote
Ba pnmopouv va eival ebkoAa MpooPacipa anod Tpiteg ehAPHUOYEG. INUAVTLKO lval va
avtiAndBou e mote xpeLaletal to flag wg true kat moéte OxL.

Inueiwon: Akdpa kat av 6ev untdpyel to flag «exported» og kKdmolo component, av ECWTEPLKA
Tou puBbuLotel kamolo intent, tote by default To flag opiletal wg «exported: true»

AvtioTtolxwe, Ba mpémel va yivel édeyyog yia ta flags «android:allowBackup» kot «android:
debuggable».

allowBackup: av to flag eival true téte 0 emtBEuevog punopel va deopeliosl 6mola evaicbntn
mAnpodopla uTtapyeL Kol va TV amoBnkeVOEL EVW Ot XELPOTEPN TlEPLMTWON Unopel o
ETUTIOEUEVOC VA TpayaTonoLoeL code injection.

Debuggable: to flag pmopet va givat true kot va pnv amoteAel mpoPAnua 51otL to debugging
KOTA To oTAdL0 avamtuéng tng ebpappoyng eival Baoikn Sladikaoia. X avtiBetn nepilntwon,
UIopel va aImoTEAECEL ONUOVTLKOC Kivouvog KaBw¢ 0 eTLTIBEEVOC UTIOPEL VA ATIOKTAOEL
npocpaon oe evailoBntn mMAnpodopla, va eAEyXeL TNV por TG epappoyng Kol va KaveL code
execution.

Evéelktika epyaleia: MobSF, Drozer, Jadx

2. M2: Insecure Data Storage

MNa tnv nepintwon M2 Baclko mpoamaltoULEVO ELVOL N CUCKEUT va gival rooted. Av
XPNOLUOTOLOU UE TIPOCOUOLWTH TOTE N €lkovikr) Oa gival rooted by default. Aadopetika, av
XpnoLpomnolnooupe GpUCLK cUOKEUN TOTE Ba TpEmel va akohouBnOei pia cuykekplpévn
Sladikaoial.

1 Digital Trends -How to root Android phones and tablets (and unroot them) https://www.digitaltrends.com/mobile/how-to-root-android/
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Méow tou adb, Ta Baotkd onueia mou TpEneL va PAEou e elval oL amoBnKeuTIKOL XwpoL TNG
epappoyng:

e /data/data/ «ovoua dakéhou epapuoyncy»
e /sdcard/
e /sdcardl/

Akopa, Ba mpénel va mapatnproou e ta logs péow tn¢ evtoAn «adb logcat» yia amoBrkeuon
gvailodntwv dedopévwy.

EvtoAn yia avalitnon:

Readable apyeiwv: find / -perm -o+r
Writable apyeiwv: find / -perm -o+w

TéNog, onpavtiki elval n avalitnon otov Kwdika tng epappoyng (adou €xel mpaypatonondel to
reverse engineer) Twv TPOMWVY AMOBNKEUONG WOTE VA EVIOTIIOOUE KAKEG TAKTIKEG SLaXelpLong
Sebopévwv.

Evéelktikd epyaleia- eviolég: adb logcat, Jadx, MobSF

3. M3: Insecure Communication

MNa tnv nepimtwon tou M3 Ba mpémnel va yivel €Aeyxog yLa:

e Poor Handshake

e Incorrect SSL Versions

e Weak Negotiation

e Clear Text communication

Mo Tov £EAeyX0 TWV MapATAvVW Uopel va yivel xprion tou Wireshark yla Tov evtonopd ko

SLaBaopa TWV MAKETWY KoL KAVOVTOC XProN TWV TapakATw epyaleiwy pnopel va yivel Angin
XPNOLUWV TANpodopLwV.

Evewktikd epyaleia: Wireshark, sslyze?, sslscan 3

2 https://github.com/nabla-c0d3/sslyze
3 https://github.com/rbsec/sslscan
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4, Ma4: Insecure Authentication

MNa tnv nepimtwon tou M4 Ba npémnel va yivel xprnon:
e gpyaleiwv mou Aettoupyolv wg eruTBEpeva proxies (m.x. Burp Suite, ZAP),
e epyaleiwv kataypadng raketwy (m.x. Wireshark)

Adou yivel n kataypodr Twv MOKETWY, UTTAPXOUV KATtoLa Baolkd onpeia mou Ba mpeneL va
gheyxBouv:

1) Session Management kat AuBevtikomnoinon péow attack proxy.

2) Mn acdaln WebView.

3) ‘EAeyxog yla katoaywpnon Twv dedopévwy atov client ) otnv mMAeupd Tou server.
4) EAeyyoc yla auBeviikonoinon Katd tnv KAon components.

Evéelktika Epyaldeia: Burp Suite, Wireshark, ZAP

5. MS: Insufficient Cryptography

MNa tnv nepimtwon Tou M5 Ba mpemnel va yivel €Aeyxog Twv alyopiBuwv og 6Aa ta onueia mou
eVOEXOUEVWCE UTIAPXEL KPUTITOYPADNON KABwG UTIAPXOUV apKeTol alyoplBuol mou elval onuaviikd
aduvapol kal péoa og SeutepOAenTa UopolV va amokpumtoypodnboulv.

EvSelkTiKA KAmola onpeia mou propolv va eAeyxBouv ivat:

e H uvnun kabwg propel va dtabEtel evaiobnta Sedopéva oe cleartext.
e [vwotol un aopaieic Random Generators.

e Hardcoded puotiko KAeLSL.

e Mn aocdaleic kpumtaAyopipol (MD4, MD5, RC2, RC4, SHA1 k.a.).

Evéeiktika Epyaleia: Jadx, MobSF, Wireshark

6. Mé6: Insecure Authorization

Mo tnv meplimtwon Tou M6 Ba mpEmeL va yivel xprion evog emitiBépevou proxy (m.x. Burp Suite) yia
va yivel €\eyxoc Twv responses amod tov server. Ta Brjpota mou Ba mpémel va akoAouBnBouv eival:

o Na yivel éAeyxog twv Credentials, 5nAadn av n edbappoyn xpnotponolel authorization tokens
ovTi va KAVEL oUVEXELG EAEYXOUC yLa username — password.

e Na yivel éAeyxog av n epappoyr) eMLTPENEL TNV pdoPaoch o e€0UCLOSOTNUEVOUC XPrOTEG.

o Na yivel éAeyxog yla amoBrkeuon username — password Torika avti yio Account Manager.

Evéelktikd Epyaleia: Jadx, Burp Suite
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7. M7: Client Code Quality

MNa tnv nepimtwon M7 uttdpyouv dU0 ETUAOYEG:

e Av £Youpe mPOcBacn oToV N0 KWHLKO VO TOV EEETAICOUIE.
e Av 8ev £XOUE va XPNOLLOTIOLHOOULLE KATIOLO EPYOAELO WOTE VA TOV QTIOKT|GOULIE.

Juykekplpéva, evBappuvetal n xprion kamotou checklist yla code reviewing wote va
£VTOTLOTOUV TUXOV eUTtdBeLec.”

Evbeiktika EpyaAsia: Jadx, MobSF

8. M8: Code Tampering

Ma tnv nepinmtwon M8 Ba mpénel va yivel apxikd Decompile Tou apk (m.x. apktool, dex2jar) kat
otnv ouvéxela Ba Tpénel va yivel éAeyxog:

e Lo To av eival duvatod to bypassing AsettoupyLwy 1 to hooking peBodwv kavovtag xprion
twv frameworks Xposed rj Frida.

e [l To av eival obfuscated o kwdikag kavovtag avalitnon Kplolwy strings péoa otov
KwoLKaL.

Evéelktika Epyaleia: Substrate, Frida , Xposed, Jadx

9. M29: Reverse Engineering

MNa tnv nepinmtwon tou M9 Ba mpenel va yivel xprion epyalsiwv yla code reviewing (m.x. Jadx).
Mo ouykekplpéva yia to M9 adou npaypatomnolnOetl To reverse engineering Oa mpémet:

e Na yivel avalntnon yLa xpnolpa strings pe epyoleia 6nwg to Bytecodeviewer ry JEB

e Na yivel éheyxoc av o kwdikag sival obfuscated wote va yivel xprion de-obfuscators kat
VQ EVTOTILOTOUV ECWTEPLKA TIANPODOPLEG ONUAVTIKEG e TNV Soun TG edapuoyng, TN
ETILKOLVWVLAG WE TOV server, KAELSLA KpuTttoypddnong K.a.

Evéelktikd Epyaleia: Jadx, MobSF, Bytecodeviewer, JEB

10. M10: Extraneous Functionality

Mo tnv nepintwon tou M10 Ba ripémel va yivel xprion epyaleiwy yla code reviewing (m.x. Jadx)
KOl ECWTEPLKA oToV KwdLka Ba TipEmel va yivel avalntnon yio Aoyaplocpoug (m.x. developer
account) kaBwg StabBétouv peyaAlTepa SIKOLWHATA aKOUA Kal amo root accounts.

Evbewktikd Epyaleia: Jadx, MobSF

4 How to Do Code Review for Android - https://yalantis.com/blog/how-to-do-code-review-for-android/
5 OWASP — Code Tampering: https://github.com/OWASP/owasp-mstg/blob/master/Document/0x04c-Tampering-and-Reverse-
Engineering.md
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7. Anuwovpyia Penetration Testing IepiBarlovioc

Ma tnv dte€aywyn penetration testing site avadepouaote os Android, i0S ) web epappoyeg,
Baolko otowxeio gival n dnuioupyia neptBarlovtog tou Ba Stab<tel OAa Ta epyaleia ou Ba gival
KOTAAANAQ yLO TIG EVEPYELEG TOU test. Eva Tétolo meptBaAlov eival amapaitnTto yla omolov ermtbupei
va eEETAOEL €va TIPOYPAHUA 1) €VOl AOYLOMLKO SLOTL KaTa tnv Sle€aywyr) Tou penetration testing
elpaote og B€on va eAéy€ou e TNV cuumepLpopA TOU CUCTHUOTOC.

JTnVv ouvEyeLa, mapouataletal pia cuAloyn epyaleiwv ou eTuAEEape yia TV dnuLoupyia tou
penetration testing mepBaAAovtog KabBwe KaL T BrHaTa YLO TNV EYKOTACTACH TOUG.

7.1 Eykatdotoon Ubuntu 18.04.3 LTS

Mo TLG avAyKEeG TNG SUTAWMATIKAG EPyAoiac, WG AELTOUPYLKO CUCTN A XPNOLULOTIOLCAE TO Linux
Ubuntu 18.04.3 LTS to omoio ivat kat n teAevtaia ékdoon twv Ubuntu yla tnv xpovikn otyun
ekmdvnong tng epyaoiag.

Mo TNV opaAr eykatdotoon tou Ubuntu Ta POTELVOLEVO XOPAKTNPLOTIKA TIOU TIPETIEL VAL EXEL EVal
pnxavnua sivadt:

e 2GHz Dual Core processor

e 4GB System Memory

e 25GB Hard Drive

e USB Port yla TnV gyKataotaon
e [lpooPaon oto Stadiktuo

ApxLKA, ponynBnkape otnv emnionun oeAida tou Linux Ubuntu
(https://ubuntu.com/download/desktop) wote va kateBAacou e To AOYLOWLKO O€ Hopdn «.iso». ITNV
OUVEXELA LEOW TOoU AoyLopikou «Rufus» (https://rufus.ie) xpnotponotjoape éva kevo USB wote va
To petatpéPoupe os bootable.

Adou ohokAnpwaoape tv AfPn twv Aoylopikwyv Ubuntu kat Rufus, avoifape to Rufus kot eTuAé€ape
To «Select». AdpouU eudaviotnke To MopakdTw Mapdbupo, eTAE e TNV TomoBeoia Tou .iso apxeiou
TIOU KOTeBACOE.

&

1616TNTEG AioKOU

Tuokeun

v E
TUmog EKKIVNONG
& Avoypo
4+ > Autog o umohoywotng > Emupdveie epyaoiog
Opyovwan Néoc pakshog
=] Eyypapo ~
| Ewoveg
__MACOSK
Installation-and ] —
Jﬁ- Mouawn Niog pakshog This PC ubuntu-13.04.3-d
Néoc pékehoc esktop-amd6d.is

o

[ Awtog o vmohoyu

Ewkéva 6. Xprion Tou AoyloptkoU Rufus (1/2)

31


https://ubuntu.com/download/desktop
https://rufus.ie/

Tunua Wnolakwv Zuotnpatwy — MM «Acpaiela WndLokwv JUoTNUATWY»
Maverot o Mepalwg

JTNV CUVEXELQ, BDECOE TIC TTAPOKATW PUBUIOELS KaL TATACAUE «Starty yla tnv ekKivnon tng
Slapopdwong tou USB. Inuavtiko sival va avadepBel OTL katd tnv mapakdatw Stadikaoia
Sltaypadovrtal OAa Ta apyeia mou pnopel va Statnpet to USB.

& Rufus 3.0.1304 - *

Drive Properties
Device
Ubuntu 18.04 LTS amdé4 (G:) [BGE] ~

Boot selection

ubuntu-18.04-desktop-amd6d.iso ~ u:/' SELECT
Partition scheme Target system
MER ~ BIOS or UEFI ~

~ Show advanced drive properties

Format Options

Volume label
| Ubuntu 18.04 LTS amd64

File system Cluster size
FAT32 (Default) ~ 4096 bytes (Default) v

* Show advanced format optiens

Status
@ ® = CLOSE

1 device found

Ewéva 7. Xprion tou Aoylopikou Rufus (2/2)

META TV OAOKAPWACN TN APATIAVW SLASLKACLOC, EVEPYOTIOLNOAE TO UNXAVN O OTO OToio
emBupoUoaue va TPayLOTOMOLCoU e TNV eykataotaon Tou Ubuntu. Mo va prol e oto BIOS,
OVAAOYQ LLE TOV KATAOKEVOOTH, ETUAEYOUE TNV avtioTolyn mAoyn oTo MANKTPOAGYLO. 2TO
TIAPAKATW OTLYHLOTUTIO, TAPOUCLAIOVTAL TOL KOUUTILA YLot TNV EVepyomoinaon tou BIOS avdAoya pe
TOV KOTALOKELALOTH).

ASRock: F2 or DEL

e ASUS: F2 for all PCs, F2 or DEL for Motherboards
e Acer: F2 or DEL

Dell: F2 or F12

e ECS: DEL

Gigabyte / Aorus: F2 or DEL

s HP: F10

Lenovo (Consumer Laptops): F2 or Fn + F2
Lenovo (Desktops): F1

Lenovo (ThinkPads): Enter then F1.

MSI: DEL for motherboards and PCs

Microsoft Surface Tablets: Press and hold volume up button.
Origin PC: F2

Samsung: F2

Toshiba: F2

Zotac: DEL

Ewkdva 8. Evepyomoinon BIOS yia §LadopeTikd KATAOKELAOTH



TuRupa Wnolakwv Tuotnudtwy — MM «Aopaiela Wndlakwv SUoTnUATWY»
MNavemniotuio Nelpalwg

Kata tnv el0od06 pag oto BIOS emiAéCape va kavouue boot and to USB nou Sitapopdwaoape
vwpitepa wote va ekivroel n Sltadlkaoia eykotaoTtoong Tou AOYLOWLKOU.

MapakdTw, TapaBETovTal Ta OTyLOTUTIA amtd KABE PO EYyKOTAOTOONG TOU AOYLOULKOU:

1) EmAéyoupe Tnv yAwooa mou eTBUPOUE.

Mon 23:14

Install

english |
Espanol

Esperanto

Euskara

Frangais

Gaeilge

Galego

Hrvatski

islenska

You may wish to read the release notes.

Italiano
Kurdi
Latviski

Continue

Ewéva 9. Eykatdotaon Ubuntu - BApa 1o

2) Eméyoupe tnv default y\wooa tou mAnktpoloyiou.

Mon 23:15

Install
Keyboard layout

Choose your keyboard layout:

English (Ghana) English (UK) - English (UK, Colemak)

English (Nigeria) English (UK) - English (UK, Dvorak)

English (South Africa) English (UK) -English (UK, Dvorak, with UK punctuation)
English (UK) - English (UK, Macintosh)

English (Us) English (UK) -English (UK, extended, with Win keys)
Esperanto English (UK) - English (UK, intl., Macintosh)

Estonian English (UK) - English (UK, intl., with dead keys)
Faroese

( Type here to test your keyboard

Detect Keyboard Layout

Continue

Ewova 10. Eykatdotacn Ubuntu - Biua 20
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3) EmAéyoupe To £i60G TNC eyKATACTAONC. XTO Onpelo auto av BEAoupe eMIAEYOUUE va
gykataotabouv kamola mpocheTa mpoypappata Kot updates.

Mon 23:15

Install

Updates and other software

What apps would you like to install to start with?

© Normalinstallation
‘Web browser, utilities, office software, games, and media players.
Minimal installation
Web browser and basic utilities.

Other options

Download updates while installing Ubuntu
This saves time after installation.

@ Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software is subject ko license terms included with its documentation. Some is proprietary.

Continue

Ewova 11. Eykataotaon Ubuntu - Biua 3o

4) 3Itov emopevo Brua eTiAéyoupe eav BEloupe va yivel MARpng Staypadn Twv Sedopévwy Tou
6lokou wote va yivel n eykataotacn. Av ev emBUOUUE, £XOULE TNV eMLAOYN yLa partition
otov 8ioko. AKOUQ, EMILAEYOULE TNV KPUTITOYPAdNGCN TNG EYKATACTACNC yLat AOYyoug
aodaleiag.

Mon 23:16

Install
Installation type

This computer currently has no detected operating systems. What would you like to do?
© Erase disk and install Ubuntu
Warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems.
Encrypt the new Ubuntu installation for security
You will choose a security key in the next step.

Use LVM with the new Ubuntu installation
This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

Something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Install Now

Ewkéva 12. Eykatdotacn Ubuntu - BAua 4o
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5) EmAéyoupe To security key yla tnv Kputtoypadnon mou emMAECQLE OTO TPONYOULEVO Bripa.
KaBe ¢popd mou Ba BEAOUUE va EKKLVAGOUUE TO HNXAvnpo, Ba pag INTELTAL TO CUYKEKPLUEVO

KAeLSL.

Mon 23:16

Install

Choose a security key:

Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each time the computer starts up.
Any files outside of Ubuntu will not be encrypted.

Choose asecurity key: | 9900000000 Weak password

Confirm the security key: | 9900000000 7

Warning: If you lose this security key, all data will be lost. IF you need to, write down your key and keep it in a safe place elsewhere.
For more security: Overwrite empty disk space

The installation may take much longer.

Back Install Now

Ewova 13. Eykataotaon Ubuntu - Biua 50

6) 2TNV CUVEXELQ, EVNUEPWVOLOOTE OXETIKA [E TO WG Ba SlapopdwBel o diokog HeTd TV
gykataotaon. Av BEAoupe va cuvexiooupe, emAéyoupe to «Continue».

Mon 23:17

Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each time the computer starts up.
Any files outside of Ubuntu will not be encrypted.

Write the changes to disks? ]

icg IF you continue, the changes listed below will be written to the disks. Otherwise, youwill be able to make Further changes manually.
Wi WARNING: This will destroy all data on any partitions you have removed as well as on the partitions that are going to be formatted.

The following partitions are going to be formatted:
LVM VG ubuntu-vg, LV root as ext4

LVM VG ubuntu-vg, LV swap_1as swap
partition #1 of SCSI3 (0,0,0) (sda) as ESP

Go Back Continue

Ewkéva 14. Eykatdotacn Ubuntu- BAua 6o
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7) Ito onpelo auTo emAéyou e Thv TomoBeaoia pog.

Mon 23:18

Install

Where are you?

London

Continue

Ewoéva 15. Eykatdotaocn Ubuntu - BAua 70

8) ZTnV CUVEXELQ, CUUITANPWVOUE Ta OTOoLXELO TToU emBU oV e va epdavilel kal va d€xetal
to Ubuntu (6vopa xpriotn,username,password, ovopactia pnyavruatog).

Tue 00:18

Install

Who are you?

Your name: | |

Your computer's name:

The name it uses when it talks to other computers.

Pick a username:
Choose a password:

Confirm your password:

Loginautomatically
© Require my password to login

Ewkéva 16. Eykatdotacn Ubuntu - BAua 8o
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9) TéAog, Ba epdavioTel N mapakATw 080vN Kal PeTA arnd Alya Aemtd n eykatactacn a £xel
OoAoKANPwOEL.

Tue 00:19

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

2
o

e O 2 oy .

Scanning the mirror...

Ewéva 17. Eykatdotaocn Ubuntu - BAua 90

10) Ztypiotumo amno tnv enwddvela epyaciag tou Ubuntu Uotepa amd tnv oAokANpwaon TG
EYKATAOTAONG.

Activities Mon 01:37 S0 0O~

Ewodva 18. Eykatdotacn Ubuntu - Biua 10
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7.2 Eykotdotoon Ipoosouowwty) Kivntob - Genymotion

Mpokelpévou va eAéyEoupe kamola edappoyn, Ba mpémnel va eTUAEEOUE avAeTa O GUOLKN
ouoKeun elte og emulator. Ma TIG avayKeg TN epyaciag akoAovBnoape tnv emtAoyr tou emulator.
Mo CUYKEKPLUEVA, XPNOLLOTIOLRCAE TO Epyaleio Genymotion
(https://www.genymotion.com/download/) to omoio StatiBstal Swpedv. Inpavtiko sivat va
avadepbel otL amatteital To VirtualBox yia va pmopel va Aettoupynost o emulator.

Ma tnv opaAn eykataotacn tou Ubuntu ta mpotelvopeva XapaKTNPLOTIKA TTOU TIPETIEL VAL EXEL EVal
punxavnua sivat:

e Microsoft Windows 7, 8/8.1, 10 (32/64 bit)

e  64-bit CPU, with VT-x or AMD-V capability, enabled in BIOS settings
e Hardware accelerated GPU

e 400 MB disk space

e 4GBRAM

e VirtualBox 6.0.4

Adou kateBacoupe to apyeio anod tov mapandvw cUVEEoUo akoAouBoUE Ta MAPaKATW Prpata:

1) Evtoniloupe otov pakelo Downloads to apyeio mou katefacape.

2) Alvoupe TNV MapaKkATw EVTOAN WOTE TO APXELO VA PETATPATIEL O EKTEAEDLUO:
chmod +x ~/Downloads/genymotion-3.0.2-linux_x64.bin

3) ZTnV ouvéxela eKTEAOUIE TNV TTAPAKATW EVIOAN:
sudo ~/Downloads/genymotion$ ./genymotion

META TNV emLTUYn yKaTAoTaon Tou Genymotion Ba Tpémnel va eudavioTouV Ta MTAPAKATW OTO
terminal:

shovon@linuxhint: ~

File Edit View Search Terminal Help

shovon@linuxhint:~$ sudo ~/Downloads/genymotion-3.0.2-1linux_ x64.bin
[sudo] password for shovon:

Installing for all users.

Installing to folder [/opt/genymobile/genymotion]. Are you sure [y/n] ? y

- Trying to find VirtualBox toolset OK (Valid version of Vi
rtualBox found: 5.2.18 Ubunturl23745)

- Extracting files OK (Extract into: [/opt
/genymobile/genymotion])

- Installing launcher icon

Installation done successfully.

You can now use these tools from [/opt/genymobile/genymotion]:
- genymotion
- genymotion-shell
- gmtool

shovon@linuxhint:~$%

Ewkéva 19. Eykatdotacn Genymotion (1/3)
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JTNV CUVEYELQ, avoiyoupe TNV epapuoyr tou Genymotion, Snuioupyouue Aoyoplacpo -os
TepimTwon mou Sev €Xoupe — Kal Kavou e log in. Aol oAokAnpwaooupe tnv Stadikaocia,
eudaviletal to mapakatw napdBbupo mou sival kat To Bactko mAaiolo tou Genymotion. Avahoya pe
TIC mpoTIHoeLg pag (r.x. Android Version, API k.a.) ETMAEYOULE YLOL EYKATACTACT KATOLO. GUCGKEUN)
KOlL OTNV CUVEXELA e SUTAO KALK EvEpyOTTOLE(TAL O avTioTtolyog emulator.

o TIC avaykeg tne epyaoiag, emA£€ape Tnv cuokeun Samsung Galaxy S9 pe Android Version 9.0 ka
API| 28 kaBwc ATav amno Tig AlyeEG CUGKEUVEC LIE TOL TILO TPOGdATA XOPOKTNPLOTLKA.

Genymotion Help
Filters . :
My installed devices 1
Type Device = Android APl Size Density Source Status
D Form factor >
- e Samsung Galaxy 59  9.0-API128 1440x 2960 560 Genymotion Off :
l'l Android AP| >
3L Densi >
2 Density Available templates 0
1:". Size >
: Source >

Ewéva 20. Eykatdotaon Genymotion (2/3)

AkopQ, amnod to pevol Tou Genymotion matnoape ta Settings kat otnv erhoyn Tou ADB opioaje to
path oto omolo eivat anoBnkeupévo to SDK. Av dev To £xoupe AN, Ba MPETEL va TO KOTEBACOUE.

Genymotion

Account ADB tool connection settings
Filters
Network O Use Genymotion Android Tools (default)
Q Search
. Status
u VirtualBox @ Use custom Android SDK tools
Form fac
Android SDK off H
-
ADB
'W! Android /home/maneos/Android/Sdk BROWSE
-
- — m
== ity Map  This folder is valid
t‘, Size
Misc
[ ]
- Source

Ewkéva 21. Eykatdotacn Genymotion (3/3)
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7.3 Eykotdotoon Android Studio

‘Eva Baolkd epyaleio mou eykaTaoTHoAUE OTO penetration testing environment gival to Android
Studio to omolo amnoteAel to enionpo IDE yia tnv dnuioupyia Android apps. Mépa amo tnv

Snuoupyia epappoywv, Stabétel emulators 6nwg to Genymotion yla Tov €AsyX0 Twv ehapUoywV.

Akopa, péow tou Android Studio kaBiotatal eUkoAn n eykatdotaon Twv SDK.
Mo TNV eykataotacn ta rilata mou akoAouBroape ntav ta &nc:

1) EmokedOrkape to default mpdypappa «Ubuntu Software».
2) Avaintricape to Android Studio kat emAé§ape to «Install».
3) Adou ohokAnpwBnke matroaue To «Launch»

Y€ mepinmTwon nmou BEAOULE va EYKATAOT OOV e KATtolov emulator akoAouBoU e To pLovomaTL:
Tools -> AVD Manager -> Create Virtual Device kol EMAEYOULE TNV CUCKEU TIOU EMLBUUOULE va
EYKATOOTICOULIE.

Choose a device definition

[ Pixel2
Category Name ~ Play Store Size  |Resolution| Density
™ Pixel XL 5.5" 1440x... 560dpi
1080px
w Pixel 3a XL 6.0" 1080x...  400dpi Size:  large
Ratio: long
Wear OS Pixel 3a B 5.6" 1080x... 440dpi Density: 420dpi
5o Jszopx
Tablet Pixel 3 XL 6.3" 1440x...  560dpi
Pixel 3 B 5.46" 1080x... 440dpi
Pixel 2 XL 5.99" 1440x... 560dpi
Pixel B 5.0" 1080x... 420dpi
Nexus S 4.0" 480x800  hdpi
New Hardware Profile Import Hardware Profiles S Clone Device...
m cancel Help

Ewova 22. Android Studio - Emidoyn ElKoviKNG ZUOKEUNC

Ye nepintwon nmou B€Aou e va eykataotrioou e kamolo SDK akoAouBoU e To povomatt:
Tools -> SDK Manager kal eTUAEYOUE TNV version mou emBupoUE.

Manager for the Android SDK and Tools used by Android Studio
/home/manos/Android/sdk

Appearance & Behavior

Appearance Android SDK Location: Edit

Menus and Toolbars

SDKPlatforms  SDKTools  SDK Update Sites

System Settings —_—
Each Android SDK Platform package includes the Android platform and sources

Passwords pertaining to an API level by default. Once installed, Android Studio will automatically

HTTP Proxy check For updates. Check "show package details” to display individual SDK components.

Data Sharing Name API Level Revision Status
Android 10.0 (Q) 29 4 Installed

Updates Android 9.0 (Pie) 28 6 Installed

Memory Settings Android 6.0 (Marshm 23 3 Partially installed

Android SDK

Notifications
Quick Lists
Path Variables
Keymap
Editor
Plugins
Build, Execution, Deployment
Kotlin

Tools

Ewkéva 23. Android Studio - Eykatdotaon SDK
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7.4 Eyxotdotoon MobSF

To MoBSF eivat éva autopatomnolnuévo «all-in-one» framework yLa pentesting oe ebappoyeg
kwvntwv Android, Windows kat iOS tkavo va ipaypatonotrost static, dynamic kat malware analysis.

o TNV EYKATACTACK TOU apXLKA mAonynBnkape otnv totooeAida tou oto Github
(https://github.com/MobSF/Mobile-Security-Framework-MobSF) kal otnv cuvéxela akoAouBricape
Ta £€n¢ Bpata:

1) Avuypaape to URL Kal otnv cUVEXELD LECW TOU terminal eKTEAECQE TNV TAPAKATW
€VTOAN WOoTe va KATEREL oTov PAKeAD pag to MobSF:
git clone https://github.com/MobSF/Mobile-Security-Framework-MobSF.git

2) Itnv mepintwon mou eV elval EYKATECTNEVO TO git S{VOULE TNV MOPOAKATW EVTOAR:
sudo apt get install git

3) KateBaoape tnv anattolpevn €ékdoon Python (3.6-3.7) pe TNV MAPAKATW EVIOAN:
sudo apt-get install python3

4) KatePfaoape tnv anattolievn €kdoon JDK (8) pe TNV mMapakATw EVIOAN:
sudo apt-get install openjdk-8-jdk

5) KateBaoape — énwe opiletal oto documentation — HEOW TNG MAPAKATW EVTOANG TLG
TIAPAKATW TPOATIALTOUEVES BLBALOBNKEC:
sudo apt install python3-venv python3-pip python3-dev build-essential libffi-dev libssl-dev
libxml2-dev libxsltl-dev libjpeg8-dev zliblg-dev wkhtmitopdf

META TNV €MLTUXN EYKATACTAON TWV TOPOTTAVW EVTOAWY, TPEEALE TNV TMOPAKATW EVTOAN OTOV
daxelo tou MobSF:
Jrun.sh

H emutuyng ektéleon tou MobSF daivetal oto mapakdtw OTLYULOTUTIO

manos@manos:~5$ cd Mobile-Security-Framework-MobSF/

manos@manos:~/Mobile-Security-Framework-MobSFS$ 1s

db.sqlite3 LICENSE README . md setup.bat tox.ini

docker-compose.yml LICENSES requirements.txt setup.sh uploads
1 run.bat signatures
MalwareAnalyzer run.sh g

ynamicAnalyzer manage.py scripts S Analyzer

install MobSF secret templates

manos@manos:~/Mobile-Security-Framework-MobSFS . /run.sh

[2020-02-03 18:39:41 +0200] [14676] [INFO] Starting gunicorn 20.0.4

[2020-02-03 18:39:41 +0200] [14676] [INFO] Listening at: http://0.0.0.0:8000 (14

676)

[2020-82-03 18:39:41 +02008] [14676] [INFO] Using worker: threads

[2020-02-83 18:39:41 +0208] [14679] [INFO] Booting worker with pid: 14679

[2020-02-03 18:39:44 +0200] [14676] [INFO] Handling signal: winch

[2020-02-03 18:39:44 +0200] [14676] [INFO] Handling signal: winch

2020-02-03 18:39:44 +0200] [14676] [INFO] Handling signal: winch

Ewkdva 24. Eykatdotacn MobSF - EktéAeon péow Tepuatikol
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T£Aog, yla va xpnotpomnotljoou e to MobSF Ba mpemnet va avoifoupe tov browser kot va
mAnktpoAoyrcoupe oto URL http://localhost:8000/. Stnv cuvExeLa, yLa va yivel o EAeyxog piag
edappoyrc Oa npénet va matioou e tnv erihoyry «Upload & Analyze» kot va avalntrjooups to apk
TIoU pog evdladEpet.

H ceAida rou Ba gpdaviotel Ba elval n mapakatw:

& Upload & Analyze

RECENT SCANS | DYNAMIC ANALYZER | API DOCS | ABOUT

Ewkéva 25. MobSF - Apyikry 086vn

7.5 Eykatdotaon Drozer

To Drozer amoteAel pia amo TIG Lo ONUOVTLKEG EPapUOYEC YLla TV avalTnon eUTaBeLwy o
edapuoyEg. AlaBEtel peydAn VKA ATIO EVTOAEC TTOU ETUTPEMOUV OTNV avakaAun euntabelwv al\a
KOLL OTNV EKUETANAEUOH TOUG.

o TNV eyKaTtaotaor Tou Server apxlkd mAonyndrkape otnv otooeAida tou oto Github
(https://github.com/FSecureLABS/drozer) Kal oTnV CUVEXELO EKTEAECALLE TLG TIOPOKATW EVTOAEG YL
TNV EYKATACTOON TWV QIAPAITNTWY TPOATIOLTOU LEVWV EpYaleiwy:

1) sudo apt update, sudo apt upgrade, sudo apt install python2.7 python-pip, sudo apt install
python3-pip (Mo tnv eykatdotaon tng python 2.7)

2) pip install protobuf (I'a tnv eykatdotaon tou protobuf 2.6 i o mpoodatng £ékdoong)

3) pip install pyOpenSSL (I'a tnv eykatdotacn tou pyOpenSSL 16.2 ) miio npéodatng €kdoong)

4) pip install Twisted (o tnv eykatdotaon tou Twisted 10.2 ) o npocdatng £kdoonc)

5) sudo add-apt-repository ppa: openjdk-r/ppa, sudo apt update, sudo apt install openjdk-7-
jdk (Mo tnv eykataotaon tou JDK 1.7)

Inueiwon: Ta mapandvw Ba MPEMeL va eykatacTtabouV EMITUXWE WOTE VA AELTOUPYIOEL TO
Drozer evw peyaAn npoooyn Ba npémnet va 600ei otnv £€kdoon tou JDK.
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MNa tnv eykatdotaon tou Client akoAouBricape Tov cUVSeoUO ou akoAouBel
(https://github.com/mwrlabs/drozer/releases/download/2.3.4/drozer-agent-2.3.4.apk). Adou to
amnoBnkeVoae, evepyomolioape tov Emulator kat kavape «drag and drop» to apk apyeio otnv
£LKOVLKN CUOKEUT. Mg TOV TPOTO QUTO TIPAYLATOTIOLCOLE TNV EyKOTAOTOON ToU client otov
emulator onwg dpaivetal KoL 0TO MOUPAKATW OTLYLLOTUTIO.

Genymotion for personal use - Samsung Galaxy S9 (1440x2960, 5... ©

2:26 e‘ u ?f’,:-r»'
Q Search apps "
= ARmy = — Q
Fo| - r— k3
i
Amaze ARmy Calculator  Calendar Camera
e B = B =
[ - 22
Clock Contacts Custom.. Dev Setti.. Dev Tools
2\
Diva drozerA... Email Files Gallery <+
dq-
B
Insecure..  Messagi... Music Phone PIVAA i
> a B 5 o
Play Store Search Settings Superuser  WebView... ©=
=
=

Ewkéva 26. H edappoyr) Drozer oto KevIplkd pevol
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JTNV CUVEXELQ, YLO va TtpaypatomnotlnBel n ouvdeon client — server ekkKlVvAoOUE TNV Ebappoyr Kol
EVEPYOTOLNCALE TOV Server atwvTog To KoUUri « ON» onw¢ paivetal oTo mopakATw OTLYULOTUTIO.

Genymotion for personal use - Samsung Galaxy S9 (1440x2960, 5... &
2:31 €40

| drozer Agent

drozer

Embedded Server @
31415

Ewova 27. Apxwkr) 086vn Drozer

Akopa, péow Tou terminal, yla va SnuioupynBeil petakd client — server éva TCP Socket ekteAécape
tnv evtoAn): adb forward tcp:31415 tcp:31415. TéAog, Swaoape tnv evioAn drozer console connect
yla va mpaypatonotnOei n ouvdeon otov server. X1o terminal Ba mpénel va epdaviotouy ta
pUNVUpaTa 6mwe GaiVETAL KL 0TO TTOPOKATW OTLYULOTUTIO:

manos@manos:~$ adb forward tcp:31415 tcp:31415

31415

manos@manos:~$ drozer console connect

Sselecting e2e3502b371a3240 (unknown Samsung Galaxy S9 9)

L.0. . N
- P . ..nd
ro..idsnemesisand..pr
.otectorandroidsneme.
.,sisandprotectorandroids+.
..nemesisandprotectorandroidsn:.
.emesisandprotectorandroidsnemes. .
..isandp,..,rotectorandro,..,idsnem.
.isisandp..rotectorandroid..snemisis.
,andprotectorandroidsnemisisandprotec.
.torandroidsnemesisandprotectorandroid.
.snemisisandprotectorandroidsnemesisan:
.dprotectorandroidsnemesisandprotector.

drozer Console (v2.4.4)

Ewkéva 28. 3UvSeon oto Drozer Héow TEPUATIKOU
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7.6 Eykotdotoon Jadx

To Jadx amoteAel pia evalaktikr Abon yla tnv uAomoinon Tou reverse engineering. Xdapn otnv
AeLToupyla Tou pmopel - OTw¢ Kal TOAAQ avtiotolya epyaleia — va epdaviosl Tov KwdLKa amo To
apk, va amokwdikormotrjost to manifest file kat dAAa resources mou neplAapBavel To apyeio.
Inuavtiko gival va avadepbei otL neplhappavel de-obfuscator.

o TNV EYKATACTACK TOU apXLKA mAonynBnkaue otnv wotooeAida tou oto Github
(https://github.com/skylot/jadx) kat otnv cuvEéxELo EKTEAECAUE TLC TTOPAKATW EVTOAEC:

1) git clone https://github.com/skylot/jadx.git (M'a va katepdcoupe to apyeio).
2) cdjadx (Mo va BpeBoupe otov GAKEAO TTOU EYKATAOTHOALE).

3) ./gradlew dist (Ma tnv eykatdotaon)

4) ./build/jadx/bin/jadx-gui (Ma va epdaviotel to ypadikd neptPaiiov)

AdoU eKTEAECALE TLC TTAPATIAVW EVIOAEG, MO EUPAVIOTNKAV T TIOUPAKATW LNVUUATA OTO
TEPUATIKO:

manos@manos :~/jad .fgradlew dist

To honour the JVM settings for this build a new JVM will be forked. Please consider using the daemon: htt
ps://docs.gradle.org/6.0.1/userguide/gradle_daemon.html.

Daemon will be stopped at the end of the build stopping after processing

> Configure project :
jadx version: dev

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.@.
Use '--warning-mode all' to show the individual deprecation warnings.
See https://docs.gradle.org/6.0.1/userguide/command_line_1interface.html#sec:command_line_warnings

BUILD SUCCESSFUL in 37s

18 actionable tasks: 18 up-to-date

manos@manos:~/jadx$ ./build/jadx/bin/jadx-gui

Gtk-Message: : Failed to load module "canberra-gtk-module"”
INFO - output directory: diva-beta

INFO - loading ...

Ewova 29. ExtéAeoe Jadx péow terminal

TNV ouvEXela epdavioTnKe To Mapakatw ypadko neptBailov oto omnoio emlé€ape to apk mou
BéNou e va emefepyacTtol e,

*New Project - jadx-gui

File View Navigation

BE 5&d /4 ¢ &1
v & diva-beta.apk -
v @ Source code APK signature X | © jakhar.aseem.diva.AccessControllActivity X | © jakhar.aseem.diva.Buildconfig X
v ® android.support package jakhar.aseem.diva;
» @ annotation
i design import android.content.Intent;
> B vd import android.os.Bundle;
r @7 import android.support.v7.app.AppCompatActivity;
v # jakhar.ascem.diva import android.util.Log;
import android.view.View;
e onCreate (Bundle) voi import android.widget.Toast;
@ viewAPICredentials(View =
+ @ AcconsC ntrol2Activity W) 12[publlic class AccessControllActivity extends AppCompatActivity {

S /* access modifiers changed from: protected */
> 8 hccessControl3Activity 15| public void oncreste (Bundle savedinotancestate) (
» G ntrol3NotesActivity Ta T,
> G - super.oﬂcreate‘sgveglﬂstar\cestate,. .
- 15 setContentView((int) R.layout.activity access_controll);
» @ APICredsActivity ¥
» @ BuildConfig
» @ Divalni 19 public void viewAPICredentials(View view) [
» @ Hardcode2Activity 20 Intent i = new Intent();
» @ HardcodeActivity 2 i.setAction("jakhar.aseem.diva.action. Ds');
» © InputValidation2URISchemeActivity Bl if (i.resolvelctivity(getPackageManager()) '= null) {
» ® InputValidation3Activity 24 startActivity(i);
» @ InsecureDataStoragelActivity 30 return;
» @ InsecureDataStorage2Activity b
» @ InsecureDataStorage3Activity 27 Toast.makeText thi: how(); )
» O InsecureDataStoragedActivity = Log.e(*Diva-acilt, *couldn' o our activity');
» ® LogActivity ¥
> @ MainActivity 4

> @ NotesProvider
4 R
» @ sQLInjectionActivity
¥ & Resources
L4 lib
> META-INF
> Cires
AndroidManifest.xml

Code | Smali

IANY marr NR CRAF4 0N CR

Ewkova 30. Npadiko meptBdAiov Jadx
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8. Penetration Testing Case Study: Damn Insecure and VVulnerable Application

(DIVA)

la TLIc avaykeg tne epyaoiag, wg Case Study yia to Penetration Testing emuAé€ape tnv edpappoyn
«Damn Insecure and Vulnerable Application». Onwg umtodnAwveL kat to dvoud g ivat pia
epappoyn e€omAiopévn pe Stadopa vulnerabilities pe okomod va eknmaldeVosL vEoug pentesters.

H epappoyn dev Bupilet i KAaooLkEG epapoyEG TTOU cuvavtdpe oto Google Play Store kaBwg
gilval ywplopévn oe challenges pe oKomO TOV EVIOTLOUO TWV aduvaplwy Tou SLaBETEL

ApXLKQ, KateBaoape tnv edpappoyn and tov cuvSeopo mou akolouBel (https://payatu.com/wp-
content/uploads/2016/01/diva-beta.tar.gz) katL otnv cuvéxela, adol evepyonotjcaue tov emulator,
kavape «drag and drop» to apk otnv epapuoyr. Adou eykataotddnke pe emituyia, avolfape tnv
eboappoyn.

210 MopaKATW otyuldtumo daivetal to main activity g edappoyng to onolo SLabBETeL TIG ETUAOYEG
yla tnv kaBe aduvapia.

Welcome to DIVA!

DIVA (Damn insecure and vulnerable App) is an App inten-
tionally designed to be insecure. The aim of the App is to
teach developers/QA/security professionals, flaws that are
generally present in the Apps due poor or insecure coding
practices. If you are reading this you want to either learn App
pentesting or secure coding and | sincerely hope that DIVA
solves your purpose. So, sit back and enjoy the ride.
1. INSECURE LOGGING
2. HARDCODING ISSUES - PART 1

3. INSECURE DATA STORAGE - PART 1

4. INSECURE DATA STORAGE - PART 2

5. INSECURE DATA STORAGE - PART 3

6. INSECURE DATA STORAGE - PART 4

7. INPUT VALIDATION ISSUES - PART 1

8. INPUT VALIDATION ISSUES - PART 2

9. ACCESS CONTROL ISSUES - PART 1

10. ACCESS CONTROL ISSUES - PART 2

Ewkova 31. Apxikr 086vn edappoyng DIVA
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8.1 Insecure Logging

Adou e é€ape TNV mpwtn euntdBela pog epdaviotnke n mapakdtw 00o6vn. Onwc Stafacoaue otnv
nieplypadr], EMPETE va avalnTrOOULE TO IOV amoBnkevovtal Ta 0oa TANKTPOAOYOUUE, OTwG ival

ta credentials, session IDs k..

Ma va eAéyoupe ta logs TANKTPOAOYNCAE Hiat OELPA amtd A0O0UG WOTE Va Elval EVSLAKPLTOL OTaV

Ba avalntovuoape ta Logs.

6:30

1. Insecure Logging

Objective: Find out what is being logged where/how and the
vulnerable code,

Hint: Insecure logging occurs when developers intentionally
or unintentionally log sensitive information such as
credentials, session IDs, financial details etc.

1111111111111

CHECK oUT

Ewkéva 32. Insecure Logging - Apxikry O8ovn

Mo va eAéy€oupe OTL MpaypaTL €ylve eadpalpéva Kataywpnon ota logs, xpnolpomnotioape to adb
péow Tou terminal ivovtag tnv evtoAn adb shell yio anoktriooupe shell kat otnv cuvéyela
TAnKtpoAoyroape tnv evioAr logcat n omola pog eméotpee - adou natnoape to «Check Out» - tnv
TIOPAKATW KoTaxwpnon.

62-03 18:37:34.709 1793 1793 E diva-log: Error while processing transaction with credit card: [1111 11111}
02-03 18:37:35.054 1793 1832 E EGL_emulation: tid 1832: eglSurfaceAttrib(1354): error ©0x3009 (EGL_BA ATCH)

02-03 18:37:35.054 1793 1832 W OpenGLRenderer: Failed to set EGL_SWAP_BEHAVIOR on surface 0xe33e3eOO,Aerror:EGL

Ewkdva 33. Kataxwpnon tng el0odou wg plaintext ota Logs
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JTNV CUVEYELQ, YLO VO EVTOTILOOUE TOV KWOLKA TTOU TIPOKAAEL TNV mapamavw eunabela,
Xpnotornotioape To epyaleio Jadx. Onwg dpaivetal mapakdatw otnv kKAdon «LogActivity» Bploketat
o kwdkag ou kataypddel wg text ota Logs doa kataxwpel o xpriotng.

@ jakhar.aseem.diva.Loghctivity X

package )akhar.aseem.diva;

limport android.os.Bundle:

impert android.support.v7.app.AppCompatActivity;
import androad.util.Log;

limport android.view.view:

limport android.widget.EditText:

limport android.widget.Toast;

12 jpublic class LogActivity extends AppCompat
/= access modifiers changed from: p

13 public woid onCreate(Bundle savedIns
14 super.onCreate (savedInstancestat
15 setContentview( (int) R.layout.activity_logl;

r

18 public woid checkout(view view) {
19 EditText cctxt = (EditText) findviewById(R.1d.ccText);
try 4
<) processcciectet.getText() . tostring());
} ocateh (Funt 2]

= Log-al diva: oG, TENT
F ] Toast.makeText(this, *
}

I

TrTYTTTYTTYTYYYYYTYTOY OV,

Q00PPRRRRERRROOQ@-

Carg: T T CCLXT.QOTTAXTI)-TOSErENg L) ;
I .showl )

n private veid processcCist cestrl {

Ewdva 34. Jadx - Insecure Logging - Kwdwkag EuntaBelag

8.2 Hardcoding Issues

Mo TNV endpevn euntdBela cuvexiloape amod To KEVIPLKO PeVoU otnv deUtepn emloyr). Onwg
avadEPETaL KAL OTO TAPAKATW OTLYLLOTUTIO, Ba TIpETEL va BpoU e To Ttou yivetal to hardcode
TANPodOPLWV WOTE VA ATIOKTCOUE TPOCBaCn oTnV MopaKAtw o0ovn. NAnktpoloywvtag pia
OELPA ATIO ACC0UG OEV KATADEPOAE VO OTTOKTCOU LLE TIPOGBacn OMwE RTAV AOYLKO.

2. Hardcoding Issues - Part 1

Objective: Find out what is hardcoded and where.
Hint: Developers sometimes will hardcode sensitive
information for ease.

11111111111111111111 11

ACCESS

Ewkéva 35. Hardcoding Issues Part 1 - Apxikry O8dvn
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Onwg KoL TtpLy, €ToL KoL 0€ aUTO To Bripa Ba mpémnet va eAéyEou e Tov tnyaio kKwdika. Méow Tou
Jadx epyaleiou Ba avalntrioou e TNV KAAON TIOU OXETI{ETAL LE TNV TApaAvw eumtdBeta. Mpayuart,
otnv kAdon HardcodeActivity evtomicape amobnkeuuévo os plaintext tov kwdLkoO, 0 omoiog ival to

«vendorsecretkey»

v ¢J diva-beta.apk
¥ ®Source code
* @ android.support
v @ jakhar. aseem.diva
» © AccessControllActivity
» 0 ~c<n<<C0"t'012~c uuty

eds2Activ A()

ICredsActivity

» O BuildConfig

» ©Divalni

» © Hardcode2Activity
[<JHardcodeActivity]

dauowu?ls ho-..u tivity

o[ ivity
» O InsecureDataSt ordv,m’m( ivity
v © LogActivity
@ chackout(View)

© jakhar.aseem.diva.lLogActivity X  © jakhar.aseem.diva.HardcodeActivity X

package jakhar.aseem.diva;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

=3

public class HardcodeActxnty extends Appcanvatkunty {

/* access modifiers changed from: protected
11 publu voxd onCreate(Bundle saved!nstanceS(ate {
12 super.onCreate(savedInstanceState);
13 setContentView((int) R.layout.activity_hardcode);

}
16 publi i (View view) {
19 if (((EditText) findViewById(R.1d. hcv(ey .getText().toString().equals(*vendorsecretkey*)) |
20 r TINIS, ACCUEs UTONtel, oy on e CUr SIoT s ur.snomTy

} else {

23 Toast.makeText(this, *Access denied! See you in hell :D*, 0).show();

}

Ewkéva 36. Jadx - Hardcoding Issues Partl - Kwdikag Euntddeiag

Emotpeédovtag otnv 0006vn yLo va ELOAYOULE TOV KWSOLKO TIOU EVIOTIIOOUUE, BAETTOUE OTIWG

dalveTal Kal mTapaKATW, TWE ATOKTACAE T(pocpaon.

2. Hardcoding Issues - Part 1

Objective: Find out what is hardcoded and where,
Hint: Developers sometimes will hardcode sensitive
infaormation for ease.

vendorsecretkey

ACCESS

Access granted! See you on the other side :)

Ewkdva 37. Hardcoding Issues Part 1 - Emutuxng Eloodog
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MNavemniotuio Nelpalwg

8.3 Insecure Data Storage — Part 1

o TNV CUYKEKPLUEVN EUTIABELD OTIWG £€NYEL N Tteplypadn, Ba MPEMEL VoL EVTOTIIOOUIE TO WG Kall
niou anoBnkevovtal Ta credentials. Mo va To EAEYEOUE, CULITANPWVOULE TA TTAPAKATW Ttedial e
otolyeia mou eruAé€ape (manos -123456789) wote va SoU e av Ba UMOPECOUE VA TA EVTOTILOOULE.

3. Insecure Data Storage - Part 1

Objective: Find out where/how the credentials are being
stored and the vulnerable code.

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system i.e. poor
encryption, plain text, access control issues etc.

manos

SAVE

Ewkdva 38. Insecure Data Storage Part 1 - Apxikr} O86vn

Mo va propécou e va kotaldBoupe kaAUTepa To TToU anoBnkevovtal ta Sedopéva, avalntoupue
™V avtiotoln KAdon yla Ty napandvw oBovn. Méow tou Jadx evtomicope TNV KAAon
InsecureDataStorageActivityl otnv omola onw¢ dalvetal mapakdtw, anobnkevovtal ot plaintext o
user kat to password ota SharedPreferences.

e2hctivity 13 p«b'l.lc clas'i Insecureuatastnrageucnnty enenll?rﬂPDCOHDatMtn ty {

» @ HardcodeActivity coss madify bd From: protecte ;
r @ 'n"ut'w'alidati“ni:URIS’hnn'.oAft‘-.fJ_t\,- 14 pubhc rud unCreate'Ebn le savedInstancestate) {
e = sEEAR S 15 super.onCreate(savedInstanceState) ;
*» @ InputValidation3Activity 16 setContentView( (int) R.layout.activity_insecure_data_storagel);

[c] Insncu mDataStor alActivit }

! 19 public void saveCredentialsiview view) {
I ge2Activity 2 L g i i L { 1
» @ In eDataStorage3Activity 5 spedit.putString(*user®, 1tText) findViewByld(R.1d.1dslUsr)).getText().toString(})

» @ InsecureDataStoragedActivity % spedit.putString(®passwo ditText) findviewByld(R.1d.1dslPwd)).getText(). .toString())
* @lonkctivity 7 SOEa1T.CommLT] -

Ewkdva 39. Jadx - Insecure Data Storage Part 1 - Kwdwkag EuntaBelag
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Tunua Wnolakwv Zuotnpatwy — MM «Acpaiela WndLokwv JUoTNUATWY»
Maverot o Mepalwg

MNa va €xoupe mpooPaocn ota SharedPreferences cuvdeopaote péow tou adb shell. Ztnv ouvéyela
SlVOUE TIG TAPAKATW EVTOAEG WOTE VOL EVIOTILOOULLE TO TIOKETO TNG EPAPHUOYAG HAG:

1) cd data/data (Mo va BpoUpe ta makeTta OAwv Twv ePapUOYwY)

2) Is (T vt 50U HE Ta TIEPLEXOUEVA KOL VOL EVTOTILOOUIE TNV EPOPUOYH HOC)
3) cd jakhar.aseem.diva (Ma va BpeBolue oto makeTo TnG ehaApUOYAG)

4) Is (Ma va BpoU e Ta TTEPLEXOUEVO TOU TIAKETOU)

5) cd shared_prefs (Ma va o0 e Tt amoBnkeUTNKE)

21O MOPOKATW OTLYULOTUTIO UImopoU e va SoUUE TwG pAyUaTl, Ta credentials amoBnkeldTnKav wg
plaintext.

jakhar.aseem.diva_preferences.xml
box86p: /data/data/jakhar.aseem.diva/shared_prefs # cat jakhar.aseem.diva_preferences.xml
=?xml version='1.8' encoding='utf-8' standalone='yes' ?>

"password">123456789</string=>
"user"=manos</string=

Ewkéva 40. Insecure Data Storage Part1 - Evtomiopog EuntdBsiag pEow TEpUATIKOU

8.4 Insecure Data Storage — Part 2

Onwg Kat oto mponyoLevo Brpa, Ba mpémnel va BpeBel To mou Kat mwg amobnkevovTal Ta
credentials Tng epapuoync.

4. Insecure Data Storage - Part 2

Objective: Find out where/how the credentials are being
stored and the vulnerable code.

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system i.e. poor
encryption, plain text, access control issues etc.

manos is testing

SAVE

Ewkdva 41. Insecure Data Storage Part 2 - Apxikry OB6vn
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Tunua Wnolakwv Zuotnuatwyv — MMZI «Aopaiela Wndlakwv Tuotnuatwy»
Maverot o Mepalwg

Ouolwg, avalnTtoue TV avtioTolxn KAAGn, otnv onoia Ba UmopoUE VA EVTOTILOOULE TO TTOU
yLVETAL N KATOXWPENON TWV SESOUEVWY. ITO MOPAKATW OTLYULOTUTIO dpaiveTal N KAAon
InsecureDataStorage2Activity n onola umodnAwvel otL ta Sedopéva amobnkevovtal otnv SQLite
Database.

» @ Hardcode2Activity
» @ HardcodeActivity

/* access modifiers changed from: protected */

19 i i ( )
» © InputValidatLon2URISchamekctivity m| M iper oncraree savedinermenstazey o ¢
» @ InputValidation3Activity try L
» @ InsecureDataStoragelActivity 2 [this.mDB = openOrCreateDatabase(*1ds2", 0, (SQLiteDatabase.CursorFactory) null];
(C] 23 [this.mDB.execSQL("CREATE TABLE IF NOT EXISTS myuser(user VARCHAR, password VARCHAR);");
» @ InsecureDataStorage3Activity } catch (Erception el 1
» @ InsecureDataStoragedActivity 26 Log.d("Diva", "Error occurred while creating database: " + e.getMessage());
v @ LogActivity
@ checkout (View) i 29 setContentview((int) R.layout.activity_insecure_data_storage2);
@ onCreate(Bundle) voi 1

® processCC(String) void

Ewkéva 42. Jadx — Insecure Data Storage Part 2 — Kwéwag Eumddelag

AkolouBwvtag tnv dLa Aoyikr), avolyoupe oUVEeon He TNV CUOKEUT Héow Tou adb kalt
katevBOuvopaote oto povondrtl: data/data/jakhar.aseem.diva/databases. Mpokelpévou va
avoiéoupe to apyeio tng faong mAnktpoAoyoUpe TNV evtoAn sqlite3 ids2. Ztnv cuvéxela HEow TwV
evtohwyv .tables -> .schema myuser -> select user, password from myuser; katadépape va Soupue
Ta otolxela Tng faong Ta omoia NTav ta credentials mou eiyape anobnkevosl HEow ToU activity
OMwW¢ GALVETAL KL OTO TAPAKATW OTLYLOTUTIO.

boxB86p: fdata/data/jakhar.aseem.diva/databases # sqlite3 ids2
5QLite version 3.22.0 2018-01-22 18:45:57

nter ".help" for usage hints.

kqlite> .tables

pndroid metadata myuser

Eqlite> .schema myuser

REATE TABLE myuser{user VARCHAR, password VARCHAR);
kqlite> select user,password from myuser;

anos is testing |22222222222

Ewkova 43. Insecure Data Storage Part 2 - AOTEAEGUO LECW TEPUATLKOV

8.5 Insecure Data Storage — Part 3

Opolwcg pe Ta mponyoupeva BrApata, akoAouBolpe tnv idla dtadikaocia. Apxlkd amobnkelou e Ta
otolyela Tou eMBUUOUE YL VA EVTOTILIOOU LLE OTNV CUVEXELQ LIE TTOLOV N aodar] TpOTo £XOUV

anoBbnKeuTel 0TNV CUOKEUN.
5. Insecure Data Storage - Part 3

Objective: Find out where/how the credentials are being
stored and the vulnerable
Hint: Insecure d stora
confidential information ir

manos

ses e

SAVE

Ewkdva 44. Insecure Data Storage Part 3 - Apxikry O86vn
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Tunua Wnolakwv Zuotnpatwy — MM «Acpaiela WndLokwv JUoTNUATWY»

Méow Ttou Jadx avalntoUpe TNV KAAON YLO TNV CUYKEKPLUEVN euTtdBeLa. AdoU TNV EVTOTICAUE UE

Maverot o Mepalwg

ovopaoia InsecureDataStorage3Activity, mapatnprioape otL Sivetal evtoAn yia Snuloupyia apyeiou

OMWC¢ PpalveTAL TTAPAKATW.

r 7 MOl ULUUEZALLLVILY
» © HardcodeActivity

» ® InputValidation2URISchemeActivity

» ©® InputValidation3Activity
» ® InsecureDataStoragelActivity
» ©® InsecureDataStorage2?Activity

@ onCreate(Bundle) i
@ saveCredentials(View) i
» ©® InsecureDataStoraged4Activity
v © LogActivity
@ checkout (View) i
@ onCreate(Bundle) i
& processCC(String) voi
» © MainActivity
» ® NotesProvider
» @R
» @ SQLInjectionActivity
% Resources
9 APK signature

-

7|public class InsecureDataStar‘age3Act1vlty extends AppCompatActivity {
/* access modifiers changed from: protected */

18 public void onCreate(Bundle savedlnstancestate {
19 super.onCreate (savedInstanceState) ;
20 setContentView((int) R.layout.activity_insecure_data storage3);
1
23 public void saveCredentials(View view) {
24 EditText usr = (EditText) findviewById(R.id.ids3usr);
25 EditText pwd = (EditText) findViewById(R.id.ids3Pwd);
try {
30 F1le uinfo = File.createTempFile("uinfo®, "tmp", new File(getApplicationInfol().databir));
31 uinfo.setReadable(true);
32 ulﬂf setWritable(true);
33 Fi iter fw = mew Filewriter{uinfo);
34 T wrlte(usr getText().toString() + ":" + pwd.getText().toString() + "\n");
35 fw.close();
36 Toast. maReText(thls "3rd party credentials saved successfully!", 0).show();
T catch (& ) {
40 Toast.mal eText(thls "File error occurred", ©).show();

41 Log.d("Diva", "File error: " + e.getMessage());
1

i

Ewkéva 45. Insecure Data Storage Part 3 - Kwdwkag EumdBelog

Opolwg pe mplv, akoAouBoU e To path TnG edapuUoyng Lag Kot EKTEAOUUE TRV eVIOAN s yla va
eAéyfoupe ta apyeia tou makéTou. Onwe dpaivetal, £xel dnpoupyndel Eva véo apxeio to omoio
EKTEAWVTAG TNV EVTOAN cat pag emiotpedel ta credentials ou kaTaywproopeE.

box86p:/data/data/jakhar.aseem. dwa # 1s

ache code_cache databases 1ib shared prefs u1nf019n8852252n31

box86p: jdata}data;']akhar aseem.diva # cat uinfo196885228263188

anos :12345679

Ewova 46. Insecure Data Storage Part 3 - Eudavion Credentials péow teppatikol

8.6 Insecure Data Storage — Part 4

88911tmp
88911tmp

310 TETOPTO Kol TEAEUTALO HEPOG TNC Katnyoplag «Insecure Data Storage», opoiwg pe ta

nmiponyoupeva Pripata, akohouBoupe tny (Sla Stadikaoia. Apxikd arnoBnkeUou e Ta oTolxela Tou

EMOUMUOULE VLA VA EVTOTILOOU LLE OTNV CUVEXELQ JIE TTOLOV N aodalr) TPOTo £X0UV amoBnKeuTel oTtnv

OUOKEUN.

6. Insecure Data Storage - Part 4

Ohjective: Find out where/how the credentials are being
stored and the vulnerable code.

Hint: Insecure data storage is the result of storing
confidential informaticn insecurely on the system i.e. poor
encryption, plain text, access control issues etc.

manos

SAVE

Ewkdva 47. Insecure Data Storage Part 4 - Apxikry O86vn
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Tunua Wnolakwv Zuotnpatwy — MM «Acpaiela WndLokwv JUoTNUATWY»

Maverot o Mepalwg

Méow Ttou Jadx avalntoUpe TNV KAAON YLO TNV CUYKEKPLUEVN euTtdBeLa. AdoU TNV EVTOTICAUE UE
ovopaoia InsecureDataStoragedActivity, mapatnprnoape otL Sivetal eVvioAn yla amoBbnkeuon otnv
sdcard o apyelo pe ovopa «.uinfo.txt»

HardcodeActivity

@ onCreate(Bundle)

® saveCredentials(View)

[c)InsecureDataStoragedActivity

¥ @ LogActivity

@ checkout(View) void

@ onCreate(Bundle)
= processCC(String)
» @ MainActivity
» @ NotesProvider
» OR
» @ SQLInjectionActivity
% Resources
4P APK signature

[c]

® InputValidation2URISchemeActivity
® InputValidation3Activity

® InsecureDataStoragelActivity

® InsecureDataStorageZActivity

@ InsecureDataStorage3Activity

16 [public class InsecureDataStoragedActivity extends AppCompataActivity {
/* access modifiers changed from: protected */

17 public void enCreate(Bundle savedInstancestate) {
18 super.onCreate(savedInstanceState) ;
19 setContentview((int) R.layout.activity_insecure_data_storaged);
i

22 public void saveCredentials(View view) {
23 EditText usr = (EditText) findviewById(R.id.ids4usr);
24 EditText pwd = (EditText) findViewById(R.id.1ds4Pwd);

try L
29 File uinfo = new 1l=(Environment.getExternalStorageDirectory().getAbsolutePath() + */.uinfo.txt")
30 uinfo.setReadable(true)
a uinfo.setwWritable(true)
32 F: r fw = new Fil. er(uinfo);
33 TW.WritelUsr.getlext() . tostring() + ":' + pwd.Qetlext(].tostringl(] + "an);
34 fw.close();
35 Toast.makeText(this, "3rd party credentials saved successfully!",

} catch (Exception e) {
39 Toast.makeText(this, "File error occurred', 0).shew(];
20 Log.d("Diva", "File error: " + e.getMessage());

Ewkéva 48. Insecure Data Storage Part 4 - Kwdikag EumdBelog

Ma va emPePaALWOOUE TA MTAPATIAVW, 0VOlyou e ouvdeon LEow NG evioAn adb shell kat
kateuBuvopaote oto povorndrtt tng sdcard divovrtag tnv evtoAn): cd /mnt/sdcard. Stnv cuvéyela
MEow TNG evIoAng Is =l evtomicape to apyeio «.uinfo.txt». Méow tng evtoAng cat epdpavicape ta
TepLeXOUEVA TOU evw daiveTal mwe ta credentials anoBnkeUTnKov 0TO CUYKEKPLUEVO apyeio.

8.7 Input Validation Issues — Part 1

ZTNV eNOUEVN eUTABEeLa, OMWG SLOPATOULE KAl amo TNV epLlypadr], Oa MPEMEL va SNLOUPYHCOUE

£€va query To onoio Ba pag enotpédel OAOUC TOUG XPROTEC. YITOBETOU LLE AOLTTOV OTL yLA VA YIVEL AUTO

Ba mpémnel va kavoupe SQL Injection. 2To MAPAKATW OTLYHLOTUTIO daivetal n 08ovn yLa Thv
OUYKEKPLUEVN EUTTABELO KOl TO ATIOTEAECUA TTOU pag dEpVeL n avalrtnon tou admin.

7. Input Validation Issues - Part 1

Objective: Try to access all user data without knowing any
user name. There are three users by default and your task is
to output data of all the three users with a single malicious
search

Hint: Improper or no input validation issue arise when

the input is not filtered or validated before using it. When
developing co ents that take input from outs v
validate it. For of testing there are three us:
present in the d ase, for example one of them
you can try hing for admin to test the output

admln\

SEARCH

User: (admin) pass: (passwd123) Credit
card: (1234567812345678)

Ewkdva 49. Input Validation Issues Part 1 - Apxikr) O86vn

54



TuRupa Wnolakwv Tuotnudtwy — MM «Aopaiela Wndlakwv SUoTnUATWY»
MNavemniotuio Nelpalwg

Méow Ttou epyaleiou MobSF Ba enefepyaoctoUpe To apk pe okomo va SlaBACoUE ToV KWK TNG
KAQONG YLO TNV GUYKEKPLUEVN eUTIABELA. M va yivel auTO, otnv apxikr 08dvn, emiAéyoupe To «View
Java» onwc¢ ¢paivetal mapakATw KAl 0TV ouVEXELa TNV KAAon «SQLInjectionActivity».

B DECOMPILED CODE

@ View AndroidManifest.xml (I)View Smali

& Download Java Code & Download Smali Code X Download APK

Ewkéva 50. MobSF - Entihoyég Decompiled Kwdika

Onw¢ dalvetal anod Tov KwSLKA 0TO MOPOKATW OTLYULOTUTIO, TA OTOLXELO TWV XpNOTWV lval epdavn
ot plaintext popdn evw mapdAAnAa To query Tou «search» dev mpootateVeTAL OMOTE €ival eUKOAN N
xpnon SQL Injection.

this.mDB.execSQL("DROP TABLE IF EXISTS sgqliuser;");
this.mDB.execSQL( "CREATE TABLE IF NOT EXISTS sqliuser({user VARCHAR, password VARCHAR, credit_card VARCHAR);");
this.mDB.execSQL("INSERT INTO sqliuser VALUES ('admin', 'passwd123', '1234567812345678');");
this.mDB.execSQL( "INSERT INTO sqliuser VALUES ('diva', "p@ssword',6 '1111222233334444');");
this.mDB.execSQL("INSERT INTO sgliuser VALUES ("john', "password123', '5555666677778888');");

} catch (Exception e) {
Log.d("Diva-sqli”, "Error occurred while creating database for SQLI: " + e.getMessage());

}

setContentView((int) R.layout.activity_sglinjection);

}

public void search{View view) {
EditText srchtxt = (EditText) findviewById(R.id.ivilsearch);
try {
Cursor cr = this.mDB.rawQuery("SELECT * FROM sqliuser WHERE user = '" + srchtxt.getText().toString() + """, (String[]) null);
StringBuilder strb = new StringBuilder("");

Ewkéva 51. MobSF - Kwéikag EumtdBelog

Mpayuaty, ypdadovrag «hello” or 1- - » katadpEpvoupe va Hag EMLOTPEYPEL OTO MOPAKATW UAVU L

OAOUC TOUG XPrOTEG.
7. Input Validation Issues - Part 1

Objective: Try to access all user data without knowing any
user name. There are three users by default and your task is
to output data of all the three users with a single malicicus
search.

Hint: Improper or no input validation issue arise when

the input is not filtered or validated before using it. When
developing components that take input from outside, always
validate it. For ease of testing there are three users already
present in the database, for example one of them Is admin,
you can try searching for admin to test the output.

hello' or 1--|

SEARCH

User: (admin) pass: (passwd123) Credit
card: (1234567812345678)

User: (diva) pass: (p@ssword) Credit card:
(1111222233334444)

User: (john) pass: (password123) Credit
card: (5555666677778888)

Ewkdva 52. Input Validation Issues - Emttuyia SQL Injection
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8.8 Access Control Issues — Part 1

JTNV CUYKEKPLUEVN eUTIABELO, oMW opileTal Kal otnv meplypadh NG, oV MTATACOUE TO KOUTTL
«VIEW APl CREDENTIALS» tote Ba pag epdaviotouv ta APl Credentials og kdmowo dAAo activity omwg
dalveTal Kal oTa MTAPAKATW OTLY ULOTUTIA.

ZKomog Tou challenge sival va éxoupe mpocBaon ota SeSopéva EKTOG TNG EPAPLOYNG.

9. Access C ol Issues - Part 1

Objective: You are able to access the AFI credentials when
you click the button. Now, try to access the API credentials
from outside the app

Hint:Components of an app can be accessed from other
apps or users if they are not properly protected. Components
such as activities, services, content providers are prone to
this.

Vendor API Credentials

VIEW API CREDENTIALS

AP| Key: 123secretapikey123
API User name: diva
AP| Password: p@ssword

Ewkéva 53. Access Control Issues Part 1 - Apxikry 086vn kot « VIEW APl CREDENTIALS» 08dvn

MPOKELEVOU VA UMOPECOULE VOL TIAPOULE ThV OvVoaoia Tou activity cuvbeopaote péow adb shell
OTNV CUCKEUN. TNV OUVEXELQ, ETILXELPOUE HECW TOU TPONYOUEVO PAUATOC va e avicoupe To
activity matwvrag kA oto «VIEW APl CREDENTIALS» wote va epdaviotsi n ovopacio tou ota Logs.
Mpaypatt onwe dpaivetal kal mapakatw KatadpEpape va SoUpe Thv ovopaaoia tou activity ota Logs.

00 audit(0.0:793): avc: denied { read } for scontext=u:r:execns:s0® tcontext=u:r:execns:s0® tclass=netlink_gene
00 audit(0.0:794): avc: denied write for scontext=u:r:execns:s® tcontext=u:r:execns:s® tclass=netlink ge
START u@ {act=jakhar.aseem.diva.action.VIEW CREDS cmp=jakhar.aseem.diva/.APICredsActivity} from uid 16070
andleWindowVvisibility: no activity for token android.os.BinderProxy@efdidel

Ewkdva 54. Epdavion tng ovopoaoiog tou Activity HEow TEPUATIKOU

2TNV oUVEYELa evTomicape Pe TtV BorBeta tou MobSF ooa exported activities untdpyouv, nAadn
nooa activities Oa propovcav va kKAnBolv amno s€wteplkou mapdyovies. Onwg dpaivetal Kat
TapakATw Ta exported activities eival §vo.

17

ACTIVITIES

Exported

ﬂ Activities

2

Ewkéva 55. MobSF - Epudadvion twv exported activities
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JTnv ouveéyela Ue tnv BonBela Tou drozer avalntrioape ta exported activities Héow TNG EVTOARG
run app.activity.info -a jakhar.aseem.diva kot pag epdaviotnkav ta mopakdtw activities.

Z> run app.activity.lin
Package: jakhar.aseem.diva
jakhar.aseem.diva.MainActivity
Permission: null

jakhar.aseem.diva.APICredsActivity
Permission: null

jakhar.aseem.diva.APICreds2Activity
Permission: null

Ewkéva 56. Drozer - Euddvion twv exported activities

Mpaypatt, HEow Tou drozer Kal TG MaPAKATW EVIOANG KATADEPALE VO EVEPYOTIOLOOULE
aneuBelog To CUYKEKPLUEVO activity.
Zz> run app.activity.start --component jakhar.aseem.diva jakhar.aseem.diva.APICredsActivity

Ewdva 57. Drozer - Evepyoroinon tou activity Héow tng moparmdvw eVIoAng

8.9 Access Control Issues — Part 2

Onwg kat oto mponyoUpevo vulnerability, £ToL kal oTnV MEPLMTWON QUTH €XOULE VO SLOXELPLOTOUE
€va Access Control Issue omw¢ dalveTal mMApaAKATW.

2:51 @

10. Access Control Issues - Part 2

Objective: You are able to access the Third Party app
TVEETER API credentials after you have registered with
Tveeter. The App requests you to register online and the
vendor gives you a pin, which you can use to register with
the app. Now, try to access the APl credentials from outside
the app without knowing the PIN. This is a business logic
problem so you may need 1o see the code,
Hint:Components of an app can be accessed from other
apps or users if they are not properly protected and some
may also accept external inputs. Components such as
activities, services, content providers are prone to this.

O Register Now:. @ Already Registered.

VIEW TVEETER APl CREDENTIALS

Ewkdva 58. Access Control Issues Part 2 - Apxikr) O86vn

Opolwce e TipLy, YLOL VOL EVTOTILOOUE TNV ovopaoia tou activity, Ba mpémnel va cuvdeBolue pe thv
ocuokeun péow tou adb shell kat otnv cuvéxela va eAéy€oupe Ta Logs. Onwg daivetal mapakatw,
KotadEPALE Va TIAPOUHE TNV ovopaoia tou Activity.

va.action.VIEW CREDSZ cmp=]a . as extras

Ewkdva 59. Drozer - Euddvion tng ovopaoiag tou activity
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Ma va €(oupe pia mio Eekabapn lkova oAAG Kal yio va cUAAEEOUE oToLXEld, EAEYXOUUE HECW TOU
MobSF to Manifest File. Onw¢ paivetal mapakdtw, To activity Tou cuykekplpuévou vulnerability
nepthapBavel éva Intent-filter yeyovog mou to adrvel wg exported kal onoloadninote tpitog Ba
UTtOpOUCE VA TO KAAEDEL.

<activity android:label="@string/apic2_label"” android:name="jakhar.aseem.diva.APICreds2Activity">
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEW_CREDS2" />
<category android:name="androld.intent.category.DEFAULT" />
</intent-filter>
</activity=

Ewkova 60. MobSF - Manifest File - Intent Filter

‘EToL HEOW TNG MOPOKATW EVTOANC elval ebLKTO val KOAECOULE TO activity:

adb shell am start jakhar.aseem.diva/.APICredsActivity

8.10 Access Control Issues — Part 3

2TNV CUYKEKPLUEVN eUTTABELD, OTWG opileTal Kal otV neplypadn tng {nteitat va £xou e mpdopaon
oe Private Notes ekto¢ TnG edappoyns. Apxikd, Swoape TEcoePLS aplBoUG KoL TNV CUVEXEL
gpdaviotnke to koupri «GO TO PRIVATE NOTES». AdoU to matrioape eudovioTnKe T0 EMOUEVO

activity oto omoio pag {nteital o KwWSLIKOG Tou opioape vwpitepa Kat atroope To «ACCESS PRIVATE
NOTES».

319 o

11. Access Control Issues - Part 3

Objective: This is a private notes application. You can create
a PIN once and access your notes after entering the correct
pin. Now, try to access the private notes fram outside the
app without knowing the PIN.

Hint:Components of an app can he accessed from other
apps or users if they are not properly protected and some
may also accept external inputs, Components such as
activities, services, content providers are prone to this.

319 &

e Diva Private Notes

CREATE/CHANGE PIN

ACCESS PRIVATE NOTES

GO TO PRIVATE NOTES

Ewkdva 61. Access Control Issues Part 3 - Apxikr) 086vn kat «GO TO PRIVATE NOTES» 086vn
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Adou €ywvav Oha ta apanavw, ePdaviotnke To mapaKkATw napdBbupo pe ta Sdedopéva mou
BéNoupe va €xoupe mpooPaon eKTOG ePAPHOYNAG.

Diva Private Notes

Exercise Alternate days running
Expense Spent too much on home theater
Weekend b333333333333r

holiday Either Goa or Amsterdam
home Buy toys for baby, Order dinner
office 10 Meetings. 5 Calls. Lunch with CEQ

Ewkova 62. Access Control Issues Part 3 - Diva Private Notes 086vn

MNa va €xoupe mpooPaocn ota Sedopéva autd, xpnoLpomnoloUpe To MobSF To onolo pag deixvel otL
€vag content provider eival exported, 6nAadn pnopel va tov ekpetareutel onoloodnmote Tpitog.
lMNa va 6ou e Tolog content provider gival, XpnoLLOTIOLOUE TO drozer [e TNV MOPAKATW EVTOAR:

dz> run app.provider.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
Authority: jakhar.aseem.diva.provider.notesprovider
Read Permission: null

Write Permission: null

Content Provider: jakhar.aseem.diva.NotesProvider
Multiprocess Allowed: False

Grant Uri Permissions: False

Ewkova 63. Drozer - EAeyyxog Exported Activities

Onw¢ BAEMOUE KAl 0TO MAPATIAVW CTLYHLOTUTIO 0 content provider avrikel otov NotesProvider
OTOTE L€ TNV MAPAKATW €VTOAr Ba mapoupe to URI Tou TakETOU.

Hz> run app.provider.finduri jakhar.aseem.diva
Scanning jakhar.aseem.diva...
ontent://jakhar.aseem.diva.provider.notesprovider/notes/

ontent://jakhar.aseem.diva.provider.notesprovider
ontent://jakhar.aseem.diva.provider.notesprovider/
ontent://jakhar.aseem.diva.provider.notesprovider/notes

Ewkova 64. Drozer - Scanning ywa ebpeon URIs
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TEAOG, TPEXOVTOG TNV TTAPAKATW £VIOAN yia To URI mou avakaAUpape, BAEMOUUE WG TPAYUATL
gudavilovral ta otolxeia tou Notes Provider.

app.provider.query content://jakhar.aseem.diva.provider.notesprovider/notesy
title | note |
Exercise | Alternate days running |
Expense | Spent too much on home theater |
Weekend (B EEEEEEEEEEEETS |
holiday | Either Goa or Amsterdam |
home | Buy toys for baby, Order dinner |
office | 10 Meetings. 5 Calls. Lunch with CEO |

5
4
[+
3
2
al

Ewkéva 65. Drozer - Query yia ta eplexopevn tou URI

8.11 Hardcoding Issues — Part 2

ZTNV GUYKeKPLEVN eumtdBela Ba mpénel va BpoU e hardcoded otolyeia ou Ba pag emutpéPouv tnv
MpoOcBacn otnv mapakdtw o0dovn, onwe opiletal kat and tnv neptypadn. Apxikd, avalnTtioope
OTOV KWALKA TNV KAACN TIOU OXETLIETAL LE TO CUYKEKPLUEVO {ATNHA KaL LA 081 ynoe o€ pia emopevn
kKAdon e ovopa Divalni mou Ba unopoloe va pag BonBroeL meploootepo.

12. Hardcoding Issues - Part 2

Objective: Find out what is hardcoded and where.

Hint: Developers sometimes will hardcode sensitive Ha rdCOdezACtiVity.ja\fa

information for ease.

package jakhar.aseem.diva;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

public class Hardcode2Activity extends AppCompatActivity {
private DivaJni djni;

/* access modifiers changed from: protected */

public void onCreate(Bundle savedInstanceState) {
super .onCreate(savedInstanceState);

ACCESS setContentview( (int) R.layout.activity_hardcode2);

this.djni = new Divalni();

TTTIT111111171111111

Ewkdva 66. Hardcoding Issues Part 2 - Apxtkr) OB6vn (aplotepd) Kot o KwSLKaG Tou activity (8&€id)

ATIO ToV TTapaKATW KWKo cuveldntomnoloUpe nwe Ba npémnet va Pafoupe ota libraries tng
edoppoyng.

DivaJni.java

package jakhar.aseem.diva;

public class Divalni {
private static final String soName = "divajni";

public native int access(String str);

public native int initiatelLaunchSequence(String str);

static {
System. loadLibrary(soName);

}

Ewkéva 67. MobSF - Kwéikag Divalni.java
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Ma va avalntrjoou e ota libraries, apxlkd Kavape unzip To apk KoL oTtnv cUVEXELD avalnTrCOUE TOV
dakelo lib otov omolo amobnkevovtal ot BLPAL0ORKeG. Yotepa and apketr avalitnon Bpednke to
mapakdtw apxeio «libdivajni.so», To omoio StaBEtel évav kKwdko «olsdfgad;lh»

anos@manos:~/D /Apk/1ib/armé« $ strings libdivajni.so
cxa_finalize
cxa_atexit

Java_jakhar_aseem_diva Divalni_access

trncmp

Dava_jakhar_aseem_diva Divalni_initiatelLaunchSequence

trepy

ONI_OnLoad

ibstdc++.s0

bss_start
bss_start
bss_end

Ewkdva 68. Epdavion Strings mou StaBétel to apyeio libdivajni.so

Ev TéAel, OTav SOKLUACAE TOV MAPATIAVW KWOLKO, To activity pag emétpee tnv elcodo.

12. Hardcoding Issues - Part 2

Objective: Find out what is hardeoded and where.
Hint: Developers sometimes will hardcode sensitive
information for ease

olsdfgad;lh

ACCESS

Access granted! See you on the other
side ;)

Ewkdva 69. Hardcoding Issues Part 2 - Emttuyng mpooBaocn
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8.12 Input Validation Issues — Part 3

Ma tnv teAeutaia euntdBela Oa mpemel va eAEyEou e av yiveTal EAsyX0C TOU input Kal av UOPOoUE
LE KATIOLOV TPOTIO VA TNV TTAPAKAUYOULE.

13. Input Validation Issues - Part 3

Objective: This is a Missile Launch App. Spread love not War!
DOS the Damn thing! Your objective here is to NOT find the
code and then launch the missiles, rather it is to crash the
app (and then find the root cause the crash).

Hint: Improper or no input validation issue arise when

the input is not filtered or validated before using it. When
developing components that take input from outside, always
validate it. This is a classic memaory corruption vulnerability,
If you can get code execution, | would love 1o hear from you.

| dont expect anyone to go that far though.

|aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaad

Ewéva 70. Input Validation Issues Part 3 - Apxtkr) 086vn

Onw¢ napatnproape divovtag PeydAn sicodo to mpoypappa ékave shut down. Auto mpokUTITEL
S10TL bev eixe MpoPAEPEL O TPOYPAUUATLIOTAG TA PeydAa input Ttou Ba propoloe va SexBel to
T(POYPA LA,

Diva keeps stopping

@ App info

X Close app

Ewkdva 71. Anotuyia Aettoupyiag tng epappoyng Aoyw buffer overflow
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9. Xvumepdouazo

Onwg npoavadépBnke, 0 aplBUOC TWV EVEPYWV XPNOTWV Kal 0 pubuog mapaywyng epapuoywv oto
Aettoupykd Android au€avetat. Eivatl Aoyiko, Aowmdv, va auEavetal o aplBuog Twv enMBEcewv Kabwg
O£ OPKETEC EPUTTWOELC oL SnLoUpYOoL ayvoouv 1 8ev yvwpllouv TIG CWOTEG TIPAKTLKEG yLa TNV
Snuovpyia epappoywv pe uPnAo eninedo acdaleloc.

‘0Oc0 meploodTEPEC lval oL epOPUOYEC HE EUTIAOELEC, TOOO TILo eUKOAA Ba MpooBAAAETAL O XPHOTNG,
N WBWTIKOTNTA Tou 0AAG KoL TO (810 TO AELTOUPYLKO. EMOUEVWG, EUKOAQ CUUTTEPALVOUE OTL N
Sltadlkacia Tou penetration testing, n kaAn yvwon o Bépata achAAelag Twv ePpappoywy KoL eV
YEVEL TNG LOLWTLKOTNTAC lval KAELSL OTNV TPOOTACLA TWV XPNOTWVY KOL TWV EGOPHLOYWV.
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