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“We can only see a short distance ahead, but we can see plenty there that needs to be
done.”

— Alan Turing
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Abstract

achine-to-machine (M2M) communications must cope with the growing needs

for robust and reliable connections and secure data exchange of the connected

devices along with the distributed data volumes of M2M devices as well as play
a significant role in the service delivery. Various communication protocols, network
technologies and security mechanisms are expected to intensify as well as thrive in the coming
years in order to accommodate the needs for a higher offered value of the M2M solutions.
The solutions need to support the increasing volume of connected M2M devices, more
complex gateways and various business applications with several functions. The technology
varies in terms of the adopted devices, application platforms and domains. This variety allows
several approaches and architectures ranging from monolithic applications to Service
Oriented Architecture (SOA)-based macro-services, emerging lightweight and agile
microservices.

Due to the high number of connected devices, the distributed and resource-constrained
nature of the devices, the criticality of the M2M applications (e.g. patient monitoring and
operation of critical infrastructures), the changing conditions of the environment and the
network stability weaknesses, several security aspects arise and should be addressed
efficiently. Appropriate security rules need to be enforced to mitigate the security risks and
threats in order to ensure the appropriate levels of runtime security maturity. In this context,
numerous access control and dynamic authorisations schemes have been proposed to this
date with respect to an effective security management for the M2M devices, the M2M
communication and the services. Nevertheless, although strengthening network and data
security is a primary concern for the solution providers, these efforts entail significant
challenges in order to control access to sensitive information and keep critical data secure.
Moreover, in the cloud computing era, there is also an increasing interest in advanced and
secure access control services that will improve security and compliance. Hence, various
security concerns arise on how to protect the resources in a changing environment while
supporting the extended functionalities and sharing the data in a secure way, where and when
appropriate.

This doctoral dissertation presents a policy-aware Service-Oriented Architecture (SOA)
capable of dealing with these emerging challenges while considering the relevant
architectural challenges. Policy-based management capabilities are incorporated to improve
the security of the M2M components and services, thereby enabling an adaptive policy
enforcement of the suitable security controls, ensuring increased agility and delivering better
service levels in the field of M2M communications. This approach allows dynamic and fine-
grained access controls in order to access protected resources and proposes the integration
of the authentication with the authorisation module by using a policy engine.

Lastly, a prototype has been developed to analyse the characteristics of the ASPIDA
framework, aiming to illustrate the improvements in performance in comparison with other
solutions. This prototype implements the main building blocks in order to evaluate the
effectiveness of the proposed approach.
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Extevrc mepiAnyin

L ETMLKOWVWVIEC pnxoavAg He unxovn (M2M) mapéxouv e€elSIKEVEVEG UTNPEGLEG

yld TNV QVILHETWTION TWV OUEAVOUEVWY AVOYKWV KAl TOU HEYAAOU OyKou
SE60UEVWV TWV KATAVEUNMEVWY CUOKEUWV. OL uTtnpeacieg autég dLadpapati{louv onpOVTKO
POAO OTOV €AgyX0 TWV powv Kol Twv Oebopévwv M2M. Ta OSladopa TPWTOKOAA
ETKOWVWVIAG, oL Texvoloyieg¢ SIKTUWV Kal oL pnxoviopol acdadeiog avopévetal va
g€eAlxBouv TayUTaTA TA EMOUEVO XPOVLA TIPOKELUEVOU VO LKOVOTIOLOOUV TIG AUEAVOUEVES
avaykeg. MapdAAnia, avapévetal va mpoodépouv uPpnAdtepn afla otig Avoelg M2M mou
g€unnpetolV ologva peyaAltepn doptio oTIg emkowwvieg M2M, Omwg Kal o oUVBOETEC
epapuoyég. H texvoloyia molkiAAel avaloya LE TIG CUCKEUECG TIOU XPNOLUOTIOLOUVTAL, TLG
peBOSOAOYIEG KOl TIG APXLTEKTOVIKEG TIOU KUMALVOVTOL OO LOVOALBIKEC £PAPUOYEC £WG
OPXLTEKTOVLKEC TIPOCOVATOALOUOU uTtnpeowwV (Service Oriented Architecture/SOA) kaBwc Kaut
avaduoueveg umnpecieg uMOAOYLOTIKOU VEPOUC Kol HIKPO-UTNPECiec (microservices).
TETOLOU €160UG APYITEKTOVIKEG PACLOPEVEG OE LLKPO-UTINPECLEG YLa TNV EMKOWwWvio M2M
QTMOKOAUTITOUV  TIG OUVOULKEG €EOUCLOOOTNOEL KOl €VIOXUOUV TOV OXESLOOUO TwvV
OTOKEVTPWHEVWV SOULKWV OTOLXElwV, TNV EVUKOAOTEPN avamtuén edappoywy, TNV KOAUTEPN
Slaxeiplon Twv TaUTOTATWY KAl T BEATLOTN XProN TWV OPWV.

AOyw TOUu Heydlou oplOpol Twv ouvleSeUEVWY CUCKEUWY, TNG KOATAVEUNUEVNG Kol
TIEPLOPLOUEVNC ATIO TOUC MOPOUG GUONC TWV CUCKEUWY, TNG KPLOLLOTNTAC TWV hOpUOYwV
M2M (m.x. mapakolouBbnon aoBevwv Kol Asltoupylo  KPIOLHWY UTOSOHWY), TIG
petaBalAopeveg cuvBnkeg tou TeplPaAloviog kal Tig aduvapieg otn otabepdtnTa TOU
SktUou, TpoKUMTouV SLadopeg MTUXEG aohAAELAG Kal LOLALTEPOTNTEG TTOU Ba TIPEMEL va
AndBolV umoyn. Zuykekplpéva, Ba TpEmel va edappooTtolV oL KATAAANAOL KOVOVEG
aoPAAELAC VLA TOV LETPLACHO TWV KWVEUVWY KAl TwV ameAwy, ONwG Kal va e¢aodallotolv Ta
anopaltnta enineda aohAAeLlag Katd TNV SLAPKELX TOU XpOVOU EKTEAEONG. TO MAALGLO QUTO,
£€Xouv mpotaBel HEXPL OTLYUNC TOAUAPLOUA cuoTAUaTa EAEYXOU TPOGBAONG Kol SUVAULKEC
efouolo60TNOoELC yla TNV anotedeopatiki Staxeiplon tng aopAAELAG TWV CUGKELWY M2M, TG
gMKOVWViag M2M Kat Twv ultnpectwv oto ocUvwvedo. Mapolo mou n evioxuon tng aohAAELAG
TwV SIKTUWV Kol Twv SeSOUEVWY QIMOTEAEL TPWTAPXIKO HEANUA YLA TOUC TIEPLOCOTEPOUG
TapOXoUC AUCEWV, Ol TIPOOTIADELEC QUTEG GUVETIAYOVTAL ONEOVTLKEG TIPOKANCELG yLO. TOV
€\eyxo TnG MpooPaong o svaiodnteg mMAnpodopieg kal tn Siatrnpnon achaAwv KPLoWwV
Sebopévwy. EmumAéov, otnv €mo)xr TNG UTIOAOYLOTIKNG VEDOUC, UTIAPXEL £va aUavOoEVo
evbladépov yla Tponyuéveg kal acodalei¢ umnpeoieg eAéyxou mpodoPacng mou Ba
BeAtlwoouv TNV achAAeLa, OMWE KAl TLG ATIALTAOELG Yo SLOAELTOUPYLKOTNTA. Q¢ £K TOUTOU,
Ba mpémnel va mpootateuBolv Kol va SlaodaAloToUv oL amapaitnTol mMopoL, OMwG OTo
UTIOAOYLOTIKO cUVvvedO, TTou uTtooTtnpilouv TIc SLEUPUEVEG AELTOUpPYLEG KOl Ta Kolvoxpnota
Sebopéva.

H ouykekplévn OSlatplfy mapouotdalel o apyltektovikn (ede€nc  ASPIDA)
T(POCOVATOALOHEVN OTNV UTthpeaia yia To SikTtuo entkowvwviog M2M e yWWLOVA TLG TTOALTIKEG
aodpaleiag, LKavh Vo AVILLETWITIOEL TIG avadUOUEVEG TTPOKANROELG KoL AapBavovtag umodn Tig
€L6IKEC OXEOLOOTIKEG avaykeg. Ou Suvatotnteg Slaxeiplong pe moAltikeg Ba Suvavtal va
BeAtiwoouv TNV acdAAeLd TwV UTNPECSLWYV M2M, EMUITPEMOVTOC L0 TIPOCAPUOCTLKI TIOALTLKN
pe TNV emPBoAn Twv KATAAANAwvV eAéyxwv aodalelag, evw mopdAAnia Ba mpoodEpel
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auénuévn gueliéia kat uPnAdtepa enineda UTNPECLWY OTOV TOUEQ TWV ETKOWVWVIWY M2M.
H apxLtektovikn emITPENEL SUVOULKA emineda TPOoBacnNC O MPOCTATEUUEVOUC TIOPOUG LIE
TNV €Vomoinon Twv EVOTATWY EAEYXOU TAUTOTNTAC Kol TLG EE0UCLOSOTNOELG UE TLG TIOALTIKEG
eAéyxou mpooPacng. TEAOG, avaAlovTal Ta XOPAKTNPLOTIKA TNG apXLTEKTOVIKNAG ASPIDA kat
mapouctaleTal N anodocn Tou MPWTOTUTOU PACLOUEVOU OE OUTH TIPOKELUEVOU va yivouv
OUYKPLTIKEG HEAETEG PE GAAEC KaBlepwpéveg AUCELG, TPOKELUEVOU va afloloynBel n
OTTOTEAECUATIKOTNTA QLUTAG.

Juykpivovtag tnv opxLtektovikr) ASPIDA pe TNV UTTAPYXOUGO AELTOUPYLKI OPXLTEKTOVLKN
gnkowvwviag ETSI M2M (ETSI TS 102 690), mpoteivetal kot mepthapPavetal évag npocOetog
Topéag. H apyirektovikr) ASPIDA umtootnpilel TE0OEPLC TOUELG KAl Elval TIPOCAVATOALGUEVN
OTLG UTtnpeoieg. OLTPELG MTPWTOL TOWELG, N cuokeun, To SikTuo Kal n edappoyn, elval kool oe
aA\a koBlepwpéva Kol avayvwplopéva povtéda avadopdg. O véog TopEag umnpeciag
(service domain) katapyel kamoleg anod Tig Sladikacieg mou xelpilovrav mPonyouUEVWE oL
AaAAoL topelc, Omwe n KaBLEpwaon TnNg oUVOEONG LOG CUCKEUNG OTO SLKTUO KL N KATOXWPELoN
UTINPEOLWV amod Tov Topéa SIKTUou yla acdoir mpoéofacn UE emiyvwon TNG TOALTIKAG
aodalelag mou emPAMAel To OIKTUO, HELWVEL TO UTOAOYLOTIKO ¢OpTio Twv TPLWV
npoavapepBbevtwy ToOHEwWY, Kol EMIBAAAEL TNV AoPAAELO TTOU QTALTEITAL OO OPLOUEVES
edappoyéc M2M. Eva mAaiolo BacLOUEVO OTNV TTOALTIKI YLOL TO OTPWLA UTINPECLWYV Uopel va
EMOMTEVEL OAEC TIG MTUXEC AOPAAELAC KAl VO OVADEPEL TTAPATUTIEG CUUTIEPLPOPEC (TT.X. HLa
OUOKEUN TOU €TIKOWWVeL pe Oladopetiky TUAN). Ie OUYKPLON WUE TI( UTIAPYXOUOEC
OPXLTEKTOVLKEC ETKOLVWVIAE M2M, n GUYKEKPLUEVN ETUKEVIPWVETAL OTNV TTAPOXN TTPOCHETNG
enmBoAng acdalelag oTIg UTNPEoieg Mou Slakivouvtol amo Ta onpeia aAAnAenidpaong oto
OLKTUO. JUYKEVTPWTLIKA, T KUPLA YOPOKTNPLOTIKA TNG OPXLTEKTOVLKNG €lvol Ta EAC:

YNNPEOoLOOTPEPIC APXLTEKTOVLK

Mpooéyylon Baolopévn o€ TMOALTIKEG aodaleiog

Edappoyn Tng KATAAANANG TTOALTIKAG oD AAELAG ATIO TOV SLAXELPLOTI) TIOALTIKAG

Ma TNV eKTEAECN TWV AmOpAlTNTWV evepyelwv AapBavovtal unoyn ta Siadopa
yeyovota (event-management)

OB OB ORNO)

H cuykekplpévn AUon TapéxEl MPOCOETA XAPAKTNPLOTIKA OTNV apXLTEKTOVIKN ETSI M2M.
MNa mnopadelypo, 6cov adopd TNV TPOCAPUOCTIKN ¢UOon TOu TOopéA Tou OSIKTUOoU,
urootnpiletal n MPOCAPUOCTIK SPOLOAGYNCH LLE YVWUOVA TA XAPAKTNPLOTIKA Kivnong Kot
¢ oupdwvieg oe emimedo umnpeowv (Service-Level Agreements/SLA) péow &evog
CUOCTHATOC TIoU Xpnolpomolel Slaxelplon yeyovotwy Kol evepyelwv. EmumAéoy, pia anod tig
IO TPOOGATEG TATELG OTO AOYLOLLKO OUVVEDOU ElvalL N APXLTEKTOVIKI) PACLOUEVN OE ULKPO-
umnpeoieg, n omoia amoteAel To KA£WSL yla TNV QVATTUEN OCUYXPOVWY QPXLTEKTOVLKWV
edappoywv Kal anodotikwv AUoewv. OL GUYKEKPLUEVES TIPOCEYYLOELG ATLALTOUV TNV KOAUTEPN
EVOPXNOTPWON TWV KLIKPO-UTINPECLWV TTOU Ba ETUTPEYPEL TNV QUTOUATOTIOLNUEVN pUBULON Kal
Slaxeiplon twv MOAAMAWY UTINPECLWY WE Ui eviaia unnpeoia aBpoLoTIKWY UTINPECLWV.
ErumAéov ouotatikd ou e€umnpetolV kat edappolouv Tny MOALTIKN Staxeiplong (m.x. onueio
ertBoAng moAttikng / Policy-Enforcement Point, onpeio anodaong moAitikng / Policy Decision
Point) meplAapPdavovtol oTtnv apXLTEKTOVIKI Kal evowpatwvovtal os diddopa enineda twv
ULKpo-UTtNpeowwv. H moAttikn Staxeiplong amoddcewv Kal eMBOARC BACEL XOPAKTNPLOTIKWY
ETUTPEMEL TNV Taxela mapddoon oAAaywv Kal Thv auvgnuévn suelifia tng texvoloyiog. Ta
ONUOVTLKA TTAEOVEKTHATA TNG TPOoEyylong Slaxeiplong pe oALTIkEG auéavovtal, Kabwg ot
gmKoVwvie¢ M2M efelicoovtal Kal oL OpoL yivovtal epLocotepo mepimAokol. OL mopot
anodelkviovtal eplocotepo Slabéaoipol kal aglomotniotpol yla ta Stacuvdedepéva otolyeia
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MECW SLOAELTOUPYLIKWY UTINPECLWV. Ta povtéAa epapuolovtal o oevapla ou Bacilovtal oTo
OUVVEDO KaL TTIEPLTTTWOELS TTOU ATTALTETAL TPOCBACoN 0TOUC TOPOUC.

JUYKEVTPWTLKA, OL KUPLEG oUUBOAEC TNG tapouaong dlatplprg eivat ol akoAoubec:

9 To povrého M2M Sloyelpiletal amoteAeopaTIKA TIG SUVARLKEG £€0UCLOSOTHOELG Kall
Mpocapuoletal ot petafarlopeveg ouvOnkeg, eaodpaliilovtag Tautoxpova tnv
aodadn emnikovwvia kal unootnpilovrag achaAeic avtarlayeég SeSopévwv PEow
TWV TMpoypappati{opevwy dlaocuvdéoewv edpapuoywv (Application Programmable
Interface / API) mou ekB¢touv ol pikpo-uTinpeciec. To povieho edapudletal os
oevapla nou Baoilovtal oe cUVVEDO Kol XPNOLUOTIOLOUV aVTOAAOKTLKEG e BAon To
SLOKPLTIKO OHUA YLO VO QUTOKTAOOUV TPOOoBacn oTtoug MOpoug Kal va emtBaiouv
TIOALTIKEG N ETILXELPNUATIKOUE KOVOVEG.

9 ItnpuwlOuevol og PIKpo-UTtNpeaieg mpoodEpeTal n molklihopopdia Kat n avefaptnoia
™G uPNAOTEPNG Texvoloyiag Hetal TnG SuVapLKNG e€ouoL080TNONG, TNG SLaxelplong
pE BAon TNV TOALTIKN KOL TWV UTIOAOYLOTIKWY TIPOCAVOTOALCUEVWY OE UTINPECLEC
(Service Oriented Computing / SOC). Tautdypova, umoatnpiletal n Snuioupyia Kat n
Slaxeiplon Twv MoAtikwy M2M yia tn BeAtiwon TG aohAAELAC TWV pOWV gpyaciag
TWV 880 UEVWVY KAl TWV AVTIAAAAY WV PNVUPATWY, KABWE TTpayatonololvTal TTOAAEG
oAAnAerudpaoelg enunedou edpappuoynG LETAED TWV CUGKEUWV.

9 Aefayetal Eva MPWTOTUTIO YA TNV €KTIHNON Kot a§LOAOYNGCN TWV XOPAKTNPLOTIKWY
TOU TIPOTELVOLEVOU TAALOLOU. AVOMTUCOETAL HLO OVAAUGCN KOl GUYKPLON TNG
T(POTELVOUEVNG AUoNG He dAa mAaiola kal emegnyouvral ot SladopeTikol TUTOL
eykploswv (OAuth grant types) mou umootnpilovral. Afilel va onuelwbBel OtL o€
oUYKpPLON e GAAEC TEXVLKEG ETILAOYEC, N afloAdynon KatadelkvUEL OTL TO MPWTOTUTIO
£XEL KAAUTEPEG eMIOO0ELC OG0V adopd ToV aplOUd TWV TAUTOXPOVWY CUVOECEWY, TN
Slakivnon Kal to mooooTto HeTadopdag.

9 Avalbovtat Siadopa oesvapla ylo TV OomokAAuyn Twv SuvaToTATWY TNG
TIPOTELVOUEVNG OPXLTEKTOVIKNG, Yl TNV OvANTUEN Twv PeATIWOEWV, yLlo TNV
QVTLLETWTTLON TWV TIPOKANCEWV TNG UTNPECLag OTLS emikowvwvieg M2M kat yla tTnv
OVTLUETWITILON TWV TITUXWV 00PAAELNG UE TOUG SUVOULKOUG UNXOVIOUOUG EAEyXOU
npoéoBaonc.

9 TéNog, avadelkvUovtal Olddopeg TPOKANCELS Yl TNV QVILUETWIILON KAl TV
UTtOOTNPLEN TWV KATAANAWV emMESWV eAEyyou MpooPaong, OnMwe Kot BEpata mou
adopouv TI¢ duvatotnteg SLoyelplong TWV TMOALTIKWV.

MNpodavwg, oL untnpeoieg acpAalelag kat eEAéyxou podoBacng elval amopaltnTeg yla tnv
TIPOYLLOTOTIOLNGN ULOG ETILTUXNIEVNG OPXLTEKTOVIKNG XPNOLLOTIOLWVTAG To Ttpotumo SOA. ITn
BBAloypadia apKETEC EPEUVNTIKEG KOl BLOPNXAVIKEC SpaoTNPELOTNTEG aoXoAnBnkav He Tn
Slayelplon TOUTOTNTOG, TOV £AEYXO TAUTOTNTOC, TOV POAO Kal tnv £fouclodotnon. Itn
BBAloypadia, ONUELWVETAL EVTOVO EPEUVNTIKO evELADEPOV YLOL TNV AVATITUEN UNXOVIOUWY
eAéyxou mpooPaong kal efouclodotioswv. QOTO0O0, UMAPXEL AVAyKn &evioxuong twv
Suvaulkwy e€ouctlodotnoswy Pe Suvaplkn availuon e€ouclodotnong Ue aveEApTNTES LULKPO-
unnpeoieg. H apyttektovik ASPIDA umtootnpilel TNV LavoTnTo KALLAKWONG TWV AELTOUPYLWY
Kot kahudng Sladopetikwy emmeSwv IATNONG 1N LKAVOTATWY UETOED €vOC UeyAAou
TANBUOUOU eTEPOYEVWV EEUTIVWV QVTIKELLEVWY, £PAPUOYWY, KAl UTINPECWWY. H anddoon
au&avetal AOyw tng uPnAoTePNG TEXVOAOYLIKNG TTOAUHOpdLag Kal TG aveéaptnoilog Petay
™¢ Suvaplkng e€ouclodotnong, tng Slaxeiplong BAceL TOALITIKAG KAl TWV UTTOAOYLOTLKWY
TIPOCOVATOAOUEVWY OE UTNPeoieg. H apxltektovikn Snuloupyel emiong éva oAokAnpwuévo
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povTédo eAéyxou mpooPaong yla va efacdaiiosl vPnAd eninedo PefaldotnTag KAl va
amodUyYeL CUYKPOUOELG, ACUVETELEG ] TUXOV 0adWC KOBOPLOPEVEC TTOALTIKEG (KAVOVLIOTLKEG N
CUOTNULKEC).

Mpokelpévou va aglomolnBel KAAUTEPA KAl AMOTEAECUATIKOTEPA N XPHON TWV TOPWV TOU
SktUoU Kal tTng amoddoong, Otav ol MopoL umepPBaivouv Ta emitpentd opla SLA, téte oL
KOTAAANAOL KOVOVEG TIOALTIKAG TIPETIEL VO EVEpYOTIOoLNBoUV yLa Tnv entiluon mpoBAnudTwy n
BeAtiwon ¢ ocuunepidopag cuvdeouotntag. Na mapdadelyua, os nepintwon cuudopnong
Twv ocuvbéoewv, n Spopoldynon mpénel va emAéEel AAeg Sladpopéc. H apxLteKTOVIKA
Slapopdwvel TIG ouvbnkeg Slaxeiplong yla tnv emiBoAn Twv KATAAANAWY TOALTIKWY OTO
Olktuo. EVOEIKTIKA, He TN Xpron tng TexvoAoyilag TnG cupdwviag mapoxng UMNPECLWY Tou
TipwTtokOAAou Internet (Internet protocol service level agreement / IP SLA), oL el60mOLAOELG
SNMP 010 cUotnua kataypadng Twv MPoKabBopLoUEVWY Oplwv UITOPoUV VO EVEPYOTIOL|GOUV
TG anapaitnteg aAAayeg Stapdpdpwonc. Tupdpwva pe autd, eival duvatdv va e€axBouv
OTATLOTIKA otolxeio SLA kat va emiPBefaiwbel av mAnpolvral ta kpttrpla SLA 1 umapxel
napafioon kot eMopévwe MPETMeL va AndBolv ouykekplUEveg evépyelec. H Slaxeiplon tou
€A€yXoU TOALTIKAG KOl oL OUUPWVIEG TOU EMIMESOU UTNPECLWV EVOWHOTWVOVTIAL OTNV
OPXITEKTOVIKA Yyl va TOPEXOUV Aeltoupyieg mapakoAolBnong kal €dapuoyng Twv
KOTAANAWY pETpwy. EmuumpooBeta, n ebappoyn Twv AETOUpYLWV SLoXeipLonNg TTOALTIKWY
TepAAUBAVEL TN OXETIKN SLALOPPWON OTLG OVTOTNTEG SLkTUOU (SnAadr otoug SpopoloynTEg
KOUL TOUG LETAYWYELG) e TO KATAAANAO AOYLOULKO SLopopdwaonG. EVOEIKTIKA, OL AIMOTUXLIEG TWV
KOMBWV Kal Twv cUVSECSUWV TIou UTtepPaivouv Toug mopoug ou €xouv Slatebel oto eupog
{wvng umopoUlV va evepyomolnoouv Tig aAlayEg Slapopdwaong mou kabopilovtal amod tnv
TMOALTIKN. Té€tola InTApato pmopel va mpoodloplotolv Kol va emAuBolv TMPOANMTIKA,
B£TOVTOC TOUC QVLXVEUTEG CUMBAVIWY ylo va TTApakoAouBricouv CUYKEKPLUEVOUC TUTIOUG
KOTOOTAOEWV, ETUTPENTWY 0plwv, 1 va EKTEAOUV TTEPLOSLKA €va CUVOAO EVEPYELWV.

OL unxaviopoi mowotntag umnpeoiag (Quality of Service / QoS) Suvatat va
xpnowuomnownBolv w¢ pubulotég Kukhodoplag otnv oapyltektoviky ASPIDA. OL KAQOELG
ToLOTNTAG UTINPEGiag Xpnolponololvtal amd to cUotnpa SLaxelplong mou eMTPENEL TNV
eMLBOAN TWV KATAANAWV TEXVIKWVY TIOU yVwpllouv TNV molotnta unnpeoiag. Mo va emTuyeL
QIMOTEAECUATIKA auTh TNV emiBoAn, dtapopdwvetal oto PBNM pia xoptoypddnon Hetald
TEXVIKWV TIOLOTNTOC UTnpeoiag kol cupBaviwv mou odnyouvral amd SLA. Eva tumiko
MapASEyUA QUTAG TNG OPXLTEKTOVIKAG €lval €va  yeyovog mAnuuupag ICMP  rmou
napakolouBeital pe kpttipla SLA. EGv ta kpurpla SLA mapaBlaotolv Kal €vag €Aeyxog
TIOALTIKAG Yld auTo £xel pubuiotel oto olotnua Slaxeiplong, TOTE MMOpPOUV va
gvepyonolnBolv MPocapUOOTIKEG aAAAyEC SLOOPPWONG Kol TTOPAETPOTOLNCGNG. AUTEC OL
OAAQYEC OTOXEVUOUV ELTE yLA TNV OVTLLETWITILON TNG KATAOTAGCNG ELTE YLA TNV OVAKOTAVOLN TWV
TIOPWV TOU SIKTUOU. TeALKA, oL AAAOYEG UTTOPOUV VAL ETNPEACOUV TOV LINXOVLOUO ETAOYHG TNG
Stadpoung SpopoAoynaonc.

OL Asttoupylieg eAéyxou mpodaoBaaong tng apyitektovikng ASPIDA amelkovilovtal HEow EVOC
npwtotumou (intelligent Bus of Campus / iBuC) ywa va mpoadépouv pa oclyxpovn unnpeaoia
peTadopdg mou unootnpilel MOANAMAEG HOVASEG QUTOVOUWY OXNUATWY, UTIooTNPL{OUEVN
oo TIG UTIAPYXOUCEC acUppatn Urodourn Kal umnpeoie¢ M2M. Itn ouvéxela, n povada
g\éyxou uTtoAoyilel TOOO TNV EKTLHWHEVN WPA ADLENG TOU OIUTOVOUOU OXAATOC OCO KAl TOU
emBatn otn otdon Tou Aewdopeiou TPOKEWEVOU va ETUAEYEL Eval eTUAEELLO OXNUA YLO TN
Aeltoupyila evog Spopoloyiou yla toug emiBateg. H povada eléyyou oculhéyel dladopa
oUvola OebOUEVWV OXETIKA HE TNV KOTAOTAON TwWV OXNMATWY Kol Twv EMPATWV
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XPNOLLOTIOLWVTAC QCUPUOTEG CUOKEVEG aLoBNTAPWY, SUVATOTNTEG EMKOLVWVIAG LECW TOU
cuotAuatog yewypadikng B£onc (Geographical position system / GPS) kat acUppatng
erukowvwviag (Wi-Fi). OL Mtuxég aodAAeLag yLa TIG ETUKOWWVIEG avtutapaBaiiovrtal petafy
TwV akoAouBwv dUo oevapiwv, omou etetalovral SLe€odikA ol AAANAETUE pATELG ETILKOLVWVIAG
KOlL Ol POEC TWV HNVULATWY TTOU avTOAAACGOVTOL HETAEY TWY OVIOTATWY

(a) eyypadng / andoupong Twv mOpwy Kalt
(B) attnpatog untnpeciag cUAANY NG TOU ALTAUOTOG

Jtnv napovoa dlatplpn, n apxittektoviky ASPIDA umootnpilel €éva oUOTNUO TIOALTIKWY
Slaxeiplong kot eléyxou mpocoPaong. Eetalovtal ol TMPOKANCELG auBeviikomoinong
TOUTOTNTAG UTIOOTNPLIOEVEC LLE TNV AVAKTNON TIOALTIKWVY IpOoPaong Kal emavefetalovral ot
OUVONKEC TOALTIKAG KATA TNV eKTEAECN TOU emISWKOUV TNV €mIBOAn TNG avtioTowyng
OMOTEAECUATIKAC TIOALTIKAC amodaong. EmutAéov, efetdletal os PaBog n uloBETnon HLag
OPXLTEKTOVLKNG BOCLOUEVN OE LLKPO-UTINPEGCLECG, £TOL WwoTe KABe pia amod TG unnpeoieg va
umopet va avamtuxBel avefdptnta kal va katavepnBel oe avefdptnteg povadeg, n
g€looppomnnon, n kKAWakwon kat n dnuoocicuon / eyypadr unnpeowwv. ftnv ASPIDA, ta
attnpata npocBaong unopel va eEUMNPETNBO UV HECW SLAKPLTWY ULKPO-UTINPEGLWY, OL OTIOlOL
va dleukoAUvouv TV avamntuén unnpeotwv APl og olyKkplon He cUVOETA HOVTEAQ OVATITUENG
(r.x. Java EE kal Spring). Ao tnv MAEUPA TOU UTIOGUGCTHOTOC SLaXELPLONG TWV TOALTLKWY, TO
onueio anogpacewv (PDP) Aappavel mAnpodopieg anod to meplBAAAOV KOL TO XOPAKTNPLOTLKA
(attributes) mou kpatouvtal otn BAcn IOV LATNPOUVTAL OL TIOALTIKEG YLOL VO OVOKTIGEL TUXOV
EVNUEPWHEVEC TIOALTIKEG, TPOKELMEVOU va amodaociosel pe Baon tic mMAnpodopieg mou
avaktnonkav. TéAlog, To onueio amoddacswv amokpivetal Kal £PopUOlel TNV OXETIKN
anodoaon LEcw Tou onueiou edapuoyng.

Me Alya Aoyla, n apxltektovikry ASPIDA mpoodEpel onUAVTIKA QUENUEVEG SUVATOTNTEG
anodoong KAl eKUABNONG, &vw TO OUCTNUO  SLOXELPLONG  TIOALTIKWY  ETUTUYXAVEL
npoocapuootikiy Spopoloynon QoS péow autopatomolnuévng dlopopdwonc. Tautoxpova,
Ta Slaltepa YOPOKTNPLOTIKA yla thv amoduyn InTnuatwv SpopoAoynong i ouvbnkwy
XOUNANRG amdS0o0ng TWV OVIOTHTWVY Tou SIkTuou. OL mopotL SIKTUoU pmopel va aflomotnbouv
QMOTEAECUATIKOTEPA HECOW TNG OUYKEKPLUEVNC Sladlkaolog TPpocapuoaTKAC SLadpoung
SpopoAoynong. H amddoon BeAtiwvetal onuavtikd, kKabwg n kukAodopla pmopst va
EMAVATIPOCAVATOALOTEL 08 AAAEC SLASPOPEG OE TiepIMTWan cupPOPNONG, EVW OL AVLXVEUTEC
OUUBAVTWVY UTIOPOUV va EVEPYOTIOLNOOUV TIC KOTAAANAEG SLopBWTIKEG evépyeleg (dnAadn
napapioon tng kukhodopiag). Eav ta emitpentd opla SLA Eemepaotolv, TOTE TO onpeiou
edpappoyng (PDP) pumopel va emBAAEL TOUG AMAPOITNTOUG KAVOVEC TIOALTLKAG.

Ta mAgovekTruata tng apXLtektovikng ASPIDA eival n umoothplEn Twv SuvatotnTwy BAcel
TIOALTIKWV. NPoodEPEL AUTOUATOMOLNEVN GUVTAPNON TWV CUVOAWY TTOALTIKNG, BEATIWUEVN
OMOTEAECUATIKOTNTO, amAomolnpévn  dlaxelpon Kat umootnpEn dwadodpwv TUMWV
nieptBaiAovtog (6nA. Entixelpnon, Napoyog untnpeowwv). To cuotnpa ASPIDA eival eMeKTAGLUO
yla vo urmootnpilel mepattépw MOAUTIAOKEG eMEeKTAOELS Slaxeiplong mopwv (.. BEATIOTN
KOTAVoUn TOpwv, xpnon mopwv, amodoon SOA, Suvauikn ueteykatdotoaocn ¢optou
epyaoiag), duvarotnteg efoucwodotnong (mx. oevapla egfouolodoOTnong), TPOCONKEC
Slaxelplong moAttikng kot meptBailovtog os meptBarlov SOA. Itnv ASPIDA efetalovrat
S1adopeC TPOKANOELG YLO TNV UTIOOTN PLEN TWV KATAAANAWY ETUMESWV EAEYXOU POGPBAONG LE
TIg SuvatotnTeg SLayeiplong MOALTIKAG. ZTOV TUPHVO TNC, N apXLTeKTOVIKI ASPIDA emituyyavel
KOAUTEPN MPOCAPHOOTLKN Slaxeiplon aoddalelag pe t xprion Twv PDP, PIP, PAP pall pe thv
emBoAn tTwv KatdAAnAwv eléyxwv acdaleiag. O e€oualodotroelg mou Baoilovtal otnv
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TIOALTLKNA TIOU UTtooTNPLlovTal amd TOUG AVLXVEUTEG CUMPBAVTIWY UMOPOUV VO LETPLACOUV TLG
napaflacelg NG acdalelag kot va edapuocouv TV KATAAAnAn Slopopdwon eAéyyxou
npooPacng, edv n Tautotnta emaAnBeutel kat n e€ouclodotnon elval Eykupn.

H amodoon twv MoATIKwY cUUPBAVIWY EKTEAECNC €EOPTATAL ATIO TA XOPAKTNPLOTIKA TOU
UALKOU. ITNV MEPIMTWON TWV CUHUPBAVIWY KOl TwV HLIKPO-UTINPECLWY, N amodoon séaptdatot
ano tnv mAatdopua, To eninedo ¢poOpTWONG Kol To CUVOALIKO TTOCGO NG SLaBEoIUNG UvRUnC.
KaBwg pmopel va umapfouv meploplopol UAIKOU OTOV TOUTOXPOVO aplBuo oevapiwv
TIOALTLKA G, OPLOUEVEG EVEPYELEG CUMBAVTWY TIBavVOV va xabolv og epinmtwon umepkaAung
Tou ouothuatoC. Néa cupfBavrta pmopet va amocupBouv, KoBwg oL TIOALTIKEG £XOUV OUASEG
anodocewv Kaboplopévou peyEBouc. EmMopévwg, amalteital €vog XPovorpoypaUaTLOTHC
YEYOVOTWV yLO TNV EKXWPNON KOL TNV eKTéAean anoddcewv, eMAoYN¢ cUUPBAvVTWY, BeATiwang
NG eAOOTIKOTNTAC, KAl TtapakoAoUBnong Twv cupPfaviwy. Ocov adopd TNV EMEKTACIUOTNTA,
0 XPOVOTIPOYPOUMOTLOTC CUUBAVIWY ETTPEMEL TNV EVEPYOTOLNGN N TNV OVAOTOAR TWV
osvaplwv Kal Twv avtiotolwv TOAITIKWY BACEL Twv cuvbnKwv Tou SIKTUOU Kal TWwV
Suvapulkwyv kpltnpiwv SLA. KaBwg ot edbappoyeg mou Bacilovtal oe vEPOC avapeVETaL va
auénBolv TepALTEPW, O TPOYPOUUATIOTAG CUMBAVIWY UMOpPEl va OSLOXELPLOTEL TIOALTLKEG
TIOAA WV TOPEWV KAl va 0.0XOANBEL PE TNV IKAVOTNTO, TNV TTOAUTTAOKOTNTA KAl Ta TTtpoBAnuata
anodoaong mou pnopet va mpokuPouv.

OL edapuoyeg eéouolodotnong mou Pacilovtal otV TMOALTIKA AmOLTOUV TIOAUTIAOKEC
OAANAETUEPAOELG YlO VO ETUTPEMOUV TNV Slaxelplon Pacsl mMoAtikwy. EKTOC amd tnv
TLOAUTIAOKOTNTA TWV TIOALTIKWY £€0UGCLOSOTNONG, TA XAPAKTNPLOTIKA TOU XPOVOU €KTEAECNC
TNG TOALTLKAC, OL LNXAVLIOHOL EMIKUPWONG TIOALTIKNG KAL N EKTEAECT TIOALTIKAG EMNPEATIOULV TIG
VPNA£G etepoyevelc umnpeoie¢ M2M e TIOAUTTAOKEG ATOLTHOELS (TL.X. KN ETUTNPOUMEVES
OUOKEUEG, iktuo gUpoug Lwvng, avaykeg epoappoyng yla pndevikn kabuotépnan, EAAXLOTEG
OMWAELEG TTAKETWV Kal EpaPUOYEC XapnAoU tocootol opaApartog petadopdg). Oocov adopa
TG HLKPO-UTINPEoieg, N UToAoyloTikn LoxUG, n ouvBeon, ol duvatotnteg dlaxwplopol, n
EVOWHATWON TEAKWV onUeiwy, N amokevipwuévn Staxeiplon dedouévwy Kal Ta oTolyela TG
umodoung ennpedlouv TNV anddocr ToU CUCTAHATOC. ZUYKPLTLKA, TO TPWTOTUTIO BACLOUEVO
otnv apyltektovikn ASPIDA unootnpilel uPnAotepeg Slepyaoiec CUYKPLTIKA e GANEG AUOELS
TIou avtutapaBailovral, TapOAo oOU N amoddocon ToU CUCTAOTOC e€apTatal amo Sitadopoug
napayovtec. H amodoon twv eyyevwv epyadeiwv opadomoinong kat n AEMTOUEPNS
EVOPXNOTPWOT, OL TIPOKANCELG TWV KOTOAVELNUEVWY CUCTNUATWY, N OVOXA yLa TNV amotuyia
TWV UTINPECLWYV KAL TA OpLA TWV UTINPECLWV UIopolV va eMnpedoouv coPfapd To oxeSlooud
KOLL TLG AELTOUPYLEG, OTIWG N ATIOTEAECUATLKOTNTA TNG AP AKOAoUBNONG O TPAYUATLKO XPOVO
KOlL QVIXVEUON QVWHOALWV.

MNépav kabe apdipoliag, anatteital va §o0¢el peyaltepn npoacoyrn otnv e€aoddaiion Twv
KOTOANAWY eAéyxwv Kol Twv emmédwv aocdaleiag oe Sladopoug MPOCWIIKOUC,
SLoKUBePVNTLKOUC, UTNPECLAKOUG, EUIMOPLKOUG Kol BLOUNXAVLKOUG TOUELG YLOL TLG ETUKOLVWVLAG
M2M. Adyw Twv auEavopevwy avnouylwv 6cov adopd TIG TEXVIKEG Sdlaxeiplong mpooBaong
KoL TWV TOAUAPLOUWY eAEyXWVY TIPOGPacng mou £xouv ipotabel Ta TeEAeuTaia Xpovia, Kabwg
Twv avaduopevwyv AUoewv oUvvedou, auvfavetal To evllad£pov ylo TIPONYUEVEC Kal
aodaleic urtnpeoieg eAéyxou mpodoBaong yla mPocoBoon O MPOOTATEUOUEVOUG TTOPOUG UE
Bdaon moAwtikeg amodaoels. EviouTtolg, n mpooéyyilon Slaxeiplong LECW TIOALTIKWY aodpaleiag
evéxel dLadopeg TMPOKANOEL;, Onw¢ BEpata mou adopouv TNV €EAEN TNG TOALTIKAG, N
aodaAng Slaleltoupylkotnta, n onupactoloykny diadopomoinon Kol oL amoTteAECUATIKOL
pnxaviopot mapakoAolBNoNG Twv yeEyovotwv.
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H &latppn, mou ekmovnBnke, anaptiletal ano entd KepAAaLO TTOU OpyavVwVoVTaL W £ENG:

O]

To keadaio 1 neplypddel TOV TPOTIO Kal TNV cUPBOAN TNG StatpLBrg oTo MAALoLo TG
Sloxelplong Twv TOATIKWY aAAG Kol OTOXWV TNG CUYKEKPLUEVNG €peuvag. Mo
OUYKEKPLUEVA, QUTA N evotnta €€nyel Tn onuooia twv achalwv M2M cuvdécewv
oAAG Kal Twv LSLalpeToTTWy 1ou Ba mpémnel va AndBouv unoyn

To kepadoaio 2 mMapEXeL Lot AETITOMEPH ETILOKOTINGN TWV TEXVOAOYLWY, OMWC yla

mapAadelypua ta MPWTOKOAAQ kol to Siktua TMou Ypnolgomolouvtol ot M2M

ETUKOWVWVIEG, Ta peBodoloyikd TAaiola Slaxeiplong Kol B£pata Tou AmTovIal TG

aodalelag

To kepadaio 3 avalUEeL TIC CUYKEKPLUEVEG TEXVOAOYLEC TIOU TIAPOUCLACTNKAV OTO

T(PONYOUHEVO KEDAAALO KaL AVAAUEL TIC OXETIKEG TIPOKANOELG TIOU avaduovTal amo Tn

OXETIKN epyaoia. Emiong, epeuvd tig pebodoug mou €xouv ocupmeplAndBel otnv

apyxltektoviky ASPIDA kal avaAUel ylati sival ot kataAAnAotepeg. Neplypddel Tig

EPEVVNTIKEC SpaOTNPLOTNTEG, OMWG N TPOCAPHOOCTIKN SdpopoAoynon Slaxeiplong

Siktuou, n &pouoAdynon QoS kat n mapoxn T KukAodopiag, n dlaxelplon Pacel

OUMBAVTWV Kal 0 EVOTIOLNUEVOG EAeyXOC TTPpOaBacng pall e TOV UNXAVIOUO TTOALTLKAG

npocpaong

To kepadaio 4 meplypddel TNV apxltektovikry ASPIDA mou ekmopeUeTol OO TLG

BaolkEG ovTOTNTEG MOV TtapoucLalovTal ot ponyoUpeva KedaAata. AuTh n evotnta

TIEPLYPAPEL TA XUPAKTNPLOTIKA TNG aPXLTEKTOVIKNAG ASPIDA cuvluaouéva He Thv

OVAAUGCHN OEVOPLWV OXETIKA E TIG POEC TWV HNVULATWY TIOU avTaAAAooovTaL PeTAlU

TWV OVTIOTNTWV TNG APXLITEKTOVLKAG

To kepalato 5 mapouoldlel TIG amattioslg dlaxeiplong eAéyyou mpooBaong, TG

efovolodotnoelg M2M Kat To TPWTOTUTIO TIOU AVATTTUXONKE yla TNV avAAucon tng

amodoong tng apxLtektovikng ASPIDA. e autd to kedpdlalo oavalvovtal to

XOPOAKTNPLOTIKA oOodAAElaG Kol €AEYXOU TNG apXLTEKTOVIKNAG ASPIDA. Mo

OUYKEKPLUEVA, Tapoucotalovtal BOfupata mou adopolv TV TAUTOMOLNGCN, TNV

auBevtikomoinon, ta emnimeda eAéyxou efoualodotnong mpdoBacng Kal TOUG

MNXOVIOHOUG EMKUPWONG TWV KAVOVWY, Moll e TNV EVOWHUATWON TWV avTioToWwVv

EVOTNTWV HE TNV MPOTELVOEVN APXLTEKTOVLKH)

To kepaAato 6 apouclalel To MAALoLo EAEyxou TNG aLOAOYNONG TWV LETPHOEWVY UE

To OXETIKA amoteAéopota. OL péBobdol ouAlloyrng &edopévwyv  efnyouvtal

akoAouBoulpeveg anod dedopéva, evw oL LETPNOELG amodoong cuykpivovtal e AAAa

napopola peBodoloyikd mAaiola. MO avVOAUTIKA, TO OCUYKEKPLUEVO KehAAalo
e€etalel Ta €€NG:

o To mAaiolo afloAdynaong Kat T LEBOSoUC yla TNV mpocgyyLon dlaxeiplong Pacel
TIOALTIKN G CUMbWVA LLE TO OTIOLO EAEYXETAL N cUUTEPLDOPA TOU SIKTUOU Kal ToU
TOMEQ UTINPECLWY OTO TAaiolo ToALTikwy, SLA, QoS, aoddielag, emainbeuong
ToutotnTag Kat e€ouclodotnaong

o Neplypacdn Tou oxedLoopol TWV MEPAUATWY YLa TN SLEEaywyn TwV anapaitntwy
SoKLUWV

o Nepypadn TNC KATAVOUNG, OVAAUCNG KOL OUTIOAOYNONG TWV TOPOTNPNCEWV.
ErmumAéov, mepldapBavetal n meptypadn tng avaluong Twv SeSoPEVWY Kol TWV
SoKLUWV
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J To kepadadato 7 EeTAlel TO CUUMEPACHATO, TIG SLOTMLOTWOELG KAl TIG MEAAOVTLKEG
BeAtiwoelg. H di6aktoptkn Slatplfry oOAOKANPWVETOL UE TO CUYKEKPLUEVO KEDAAaLO
oTo omoio avadEpovtal Ta YEVIKA CUUMEPACUATA TNG SlatplBrig, oL otoxol mou
KOAUDONKav amd TNV OUVOALKN €peuva, OL EMUTTWOELG TNG £pEUVOG KABWCE Kal oL
KplolpoL mapayovteg mou emnpedlouv TV Oomodoon TNG APXLTEKTOVIKNAG Kol TOU
ouotnuartoc. Mapouotdletal n ex post facto avaAuon tng ASPIDA oe cUykplon pe
AAAEC EpELVNTIKEG SpaOTNPLOTNTEC, MEPLYPADOVTAG TIG TIEPLYPADIKEG, SLEPEUVNTIKEG
Kot emBePalwTikég avaluaoelg mou £xouv dletaxBel ota mponyoupeva kedalalo Kal
N nePnYPn Twv AMOTEAECUATWY YLO TNV ATTELKOVION TWV apLOUNTIKWY TTANPOdopLWV.
TéNog, mapatiBevial MPOTACELS YLo LEANOVTIKEC TIPOEKTACELG TNE TAPOUCAG EPEUVALC.

Me KpLTrpLo OAQ T TOPATIAVW, N CUYKEKPLUEVN SLATPLPA AVTILETWITIIEL TA TOPAKATW:

9  MAnpol tnv MPocapUOCTIK $UON TOU TOHEA TOU SIKTUOU ylol TNV UTIOOTAPLEN TNG
ETUAEKTIKAG SPOUOAOYNONC LE YVWHOVA TIG AMMALTAOELG KAl cUPbWVIEG Og eminedo
unnpeowwv (Service Level Agreements / SLAs) pe tnv avamtuén €voc GUCTAHOTOC
Slaxeiplong pe xapaktnplotikd mowotntog e€umnpétnong (Quality of Services / QoS)
UE BAON TNV MOALTLKNA YLO TTPOCOPUOCUEVN SpoloAdyNnon

9 KaAUTTEL TIG QVAYKEG YLOL TIPOCAPHOCTLKEG TIOALTIKEG TNG OPXLTEKTOVIKAG TIOU va
SleukoAUvouv TIg Suvatotnteg efumnpétnong pe ta Sladopa pEoa eNéyyou
npooBaong. I16tatépwe, mepAaUPAVETAL N EVOWUATWON TWV EVOTNTWVY €AEyXOU
TOUTOTNTAG Kol €€0UoLodOTNONG HE TIG TIOAITIKEG €AEyXou TPOOPAoNnG Tou
XpnoLlomolouvTal ano tnv nAatdopua mapddoons epappoywv Kal Staxeiplong twv
UTINPECLWV

J  EmutuyxAvel TNV eKTEAECNH TWV OXETIKWV eVTOAWV PBOOLOUEVWY OE yeyovota (event
based management) ta omola evepyomoloUvtal UTIO CUYKEKPLUEVEG CUVONKeG (YL
napadeypa umépPaon amodektwv opiwv SLAs), emitpémoviag Tov KatdAAnAo
XEPLOMO Twv oupBavtwv kot TNV PBeAtiwon TG Suvaulkotntag - Kot
TIPOCOPUOCTIKOTNTAG TNG OPXLTEKTOVLKNG ASPIDA. MNa mapdadelypa, evOeXOUEVEG
BAGBec/aotoxieg TwV KOMBWVY Kol TwV CUVOECUWV R UTIEPPBAOELS TWV TTOPWV TOU
gxouv SlateBel oto glpog Lwvng (OMwWE MEPLMTTWOELS CUUPOPNONC), UIMOPOUV va
EVEPYOTOLAOOULV TIG anapaitnteg aAlayég Stapopdwang mou kabopilovtal and tnv
TMOALTIKA. TEtola InTAUMATA MMOPoUV va  avoyvwploToUuv Kol vo  emAuBouv
TMPOANTITIKA, pPUBUIlovTOC TOUG QVIXVEUTEG OUMPBAvVIwY va TmapakoAouBouv
OUYKEKPLUEVOUC TUTIOUG KOTOOTACEWY, ETUTPEMTWY OPLwV | va eKTEAOUV TIEPLOSIKA
€va oUVOAO evepYELWV

9 Mpayuoatonolei éva cbotnpa pe uPnAdtepeg amodooels o oUyKpLon e AAAEG AVCELG
Kot peBodoloykd mAaiolwo pe olyxpoveg peBoOdoug uAomoinong, OMwG HIKPO-
UTINPECLWY, TIOU TPOoohEPOUV  aufnuéva TIAEOVEKTAUATA OTNV  AvAmTuén,
ETEKTOOLUOTNTA Ko Blwopotnta tng pebodoloyiag

9 Metuyalvel tnv evioxuon Twv peBodwv SOA yLa TIg unnpeoieg eAéyxou npooBaong,
Toutomoinong kot auvBesvtikomoinong yla tnv mnpootacia kol BeAtiwon NG
aflomolnong Twv Oe8oUEVWV TIEPLOPLOHEVWY TIOPpWV Tou TeplBdlloviog (M2M
resource constrained environment)
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Chapter 1

Introduction

1.1 Outline
his chapter describes how this dissertation makes an original contribution to the
body of knowledge in the discipline of policy-based management and addresses the
significance of the study. More specifically, this section explains the significance of
secure M2M connections, which are being used in a number of emerging consumers and
industry segments, and across a broad spectrum of data sources. The problem statement
provides the context of this dissertation to enforce a security policy-based management
approach.

1.2 M2M computing

In the recent years, Machine-to-Machine (M2M) communications and applications have
increased dramatically, comprising several devices and nodes with distinctive features and
diverse technical capabilities. The selection of the appropriate components (e.g. water-
resistance/anti-vibration/dust-proof/GPS-enabled nodes) plays a significant role in the
operations and performance of the final M2M solution in a resource-constrained environment
and needs to address the inclusion of fundamental factors like low-power consumption,
device battery life, available connection speed and localized management. In terms of the
M2M communication protocols, the M2M environments need to support cross-domain
information exchanges among several smart interconnected nodes. These exchanges
complicate the operations of the routing, the management protocols, the M2M
communication services and the device reachability, which all of them result in various
security and performance issues [1].

Several M2M applications such as office security and automation, personal area and home
networking, automotive, transportation, human/inventory tracking, water/energy
distribution, quality monitoring, habitat monitoring, data centre monitoring, disaster
avoidance and recovery, military surveillance, industry operations, medical/healthcare
monitoring, process monitoring and more smart spaces rely on M2M communication to
improve business. Most of these applications collect large volumes of heterogeneous data in
real-time in physical conditions that change over time. The M2M communications are
becoming more prevalent and require the ensuring of data transmission and accuracy in a
secure, scalable and reliable manner.

M2M communications have attracted considerable research and industry attention and a
noteworthy development is the availability and accessibility of operational information and
continuously streamed real-time M2M data. Data delivered via Internet of Things (loT)
technologies can be pervasive and enable new business models and opportunities. According
to IDCY, worldwide spending on the IoT is forecast to reach $772.5B in 2018. That represents
an increase of 15% over the $674B that was spent on loT in 2017. The loT market is expected
to reach $267B by 2020, according to Boston Consulting Group. By the end of 2020, close to
50% of new loT applications built by enterprises will leverage an loT platform that offers

!'IDC FutureScape: Worldwide 10T 2018 Predictions
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outcome-focused functionality based on comprehensive analytics capabilities. The global loT
market will grow from $170B in 2017 to $561B by 2022, attaining a Compound Annual Growth
Rate (CAGR) of 26.9%. Gartner Inc.2 forecasts that 11.2 billion connected things will be in use
worldwide in 2018 and will reach 20.4 billion by 2020. Therefore, it is reasonable to address
the issue of managing efficiently the connections and the secure data distribution. Cisco [2]
projects that M2M connections will grow from 1.5 billion in 2018 to 2.6 billion by 2020 with
the evolution of mobile technologies and loT capabilities. Moreover, software and services
are expected to be a $600B market by 2019, attaining a 44% CAGR (Compounded Average
Growth Rate) from 2015 to 2019. A large number of the M2M devices utilise these rapidly
evolving technologies to connect the physical entities with the applications often hosting the
information in the cloud. Hence, in order to design scalable models, expandable structures
and efficient methodologies, there is a need to expand the M2M solutions in order to
accommodate the expected exponential increase of billions of connected M2M devices along
with the respective business services.

To shape the architecture, it is vital to provide an exhaustive analysis of design decisions
and explore various technology combinations and security options for relevant use cases and
research activities. In this context, one should carefully review the device capabilities, the
functions, the processes and the information flows along with the communication design, all
of which affect the diverse edge architectures. The Gartner loT Reference Model (Figure 1)
illustrates the three basic components for the creation of an loT architecture and details the
layers, the tiers coupled with the interfaces.

The design decisions for each one of the five layers affect the edge performance, storage,
power and communication design. More specifically, the edge is where the physical devices,
processes and events exist, the platform and enterprise tiers define where components,
functions and processes operate in the architecture. In the device layer, there is a need to
manage the processing and storage requirements. While the communication layer outlines
the communication services, the information layer describes the data models, the data flows
and how data is transformed and stored. The function layer includes the analytics combined
with the processing and learning capabilities, and the process layer describes the device
management and how to integrate the activities with the governance and management
processes.

Various architecture and design challenges arise when it is necessary to improve the
operational efficiency and cope with the technical diversity and the integration complexity.
For instance, diverse edge architectures can evolve based on the enterprise challenges and
the application like the fleet management and health care demands. The devices (sensors,
readers, etc.) need to capture the event (temperature, pressure, change in the status, etc.)
and interoperate in the technology domain through a network (wireless, wired or hybrid) and
gateways. Moreover, the design decisions are often affected by the physical environment
constraints and need to ensure adherence to IT standards and comply with safety, regulatory
and legal requirements. Finally, the enterprise’s vision, its strategic plans and its performance
objectives can all influence the development and implementation of the solution and the
target architecture for realising the business requirements.

2 https://www.gartner.com/newsroom/id/3598917
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Figure 1. The Gartner loT Reference Model at a glance (March 2017)

Figure 2 illustrates a 5-five step approach on how to develop and execute an loT technical

strategy.
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Figure 2. Gartner Five Steps to an loT Technical Strategy (December 2017)
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There is an increasing need to improve the performance, the availability and the
expandability of the relevant applications and the endpoints by considering:

The evolution of the emerging related technologies

The design decisions in order to fulfil the requirements

The management framework with the aim of ensuring vitality over time
The factors affecting the target architecture

(OB OB OO

Hence, the technology standardisation is a key-factor for faster development, adoption of
high-quality M2M modules and value-added services. The service disruptions and the
overwhelming system complexity can be minimized through proper planning and design of
the M2M service operations like monitoring, security network management, data processing
and operational performance. The system complexity should be decomposed into layers and
event-driven architectures to address the messaging requirements and deliver efficient and
effective complex solutions on a broad range of used technologies.

1.3 Problem statement

Although the existing Policy-based Management (PBM) models provide viable and feasible
solutions, there is a growing need to deliver an adaptive behaviour to the offered services.
PBM allows the creation of certain expressions, which enable policy enforcement on the
interconnected components and the target resources in order to apply the appropriate
resource access and usage. Nevertheless, the current solutions interpret the policy rules and
update the configuration of the network elements without considering the dynamic nature of
the environment and the changing circumstances, such as the network conditions, the SLA
metrics and the conformance needs. Moreover, the static models based on discrete
management deployments raise scalability issues. Common approaches translate the policies
and interpret the authorisation decisions in a static manner. Most of the proposed solutions
consider the enforcement of static policy rules. Although augmented Temporal Role-Based
Access Control (TRBAC), Generalized TRBAC (GTRBAC) and XML-RBAC (X-RBAC) models have
been proposed in the literature [3] in order to incorporate temporal capabilities for pervasive
computing applications, there are still various challenges due to the multi-tenancy models of
cloud computing, resource-sharing, virtualization and microservices (uServices). Due to the
static and context insensitive nature for the majority of the traditional access control
approaches, Atlam et al. [4] conduct a risk analysis to estimate the security risk associated
with each access request with an Adaptive Risk-Based Access Control (AdRBAC) model aiming
to provide adaptive and real-time features. The authors use a qualitative approach and
validate the model through an expert review. Still, there is a need to understand the
interactions of real-time user interactions based on the context, understand how to
automatically enforce access control decisions and enable them by using the proper triggers.
Hence, adaptive controls on the access decisions need to adapt to the varied and changing
circumstances at runtime to grant permissions that can be exercised. The hierarchical access
control models [5] also require an efficient key management scheme to provide access in
hierarchical sensor networks and privileged hierarchy. However, different issues with existing
key management techniques can arise in conjunction with the availability of the limited
resources of M2M networks.

Aiming to acquire an adaptive policy-based architecture, the authorisations should be
managed dynamically based on policies and context information such as the user, the user’s
attributes and the conditions. Vincent et al. [6] provide techniques for creating a policy-
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compliant service composition through a graph and She et. al [7] present the evaluation of
policies during service compositions. The existence of a minimum policy model to integrate
various access control constraints with policy-based compliant services needs to be depicted.
To be able to present changes in the status of the entities and the conditions, the system
operations can be improved with event-driven models [8] in order to capture the data of the
M2M connected devices. Sinjilawi et al. [9] demonstrate multi-level security classes of
information flows for cloud-based solutions where there is a need to identify and present the
access control limitations, and then propose a unified access control model with integrated
components. Moreover, the integrated access control model needs to ensure a prominent
level of assurance and avoid conflicts, inconsistencies or any ambiguously specified policies
(i.e. regulatory or systemic) [10].

At the same time, in order to support further complex resource management extensions
(i.e. optimal predictive resource allocation, resource usage, Service-Oriented Architecture
(SOA) performance, dynamic relocation of workloads), it is mandatory to define improved
authorisation capabilities (i.e. permission classes, task flows, Single-Sign-On (SSO)
functionality, Security Assertion Markup Language (SAML) and eXtensible Access Control
Markup Language (XACML) [11][12] uses in complex authorisation scenarios), as well as policy
and context management additions in SOA environment. Some of the objective grading
criteria to improve the quality of the offered services are:

Better resource utilisation

Secure data distribution

Efficient monitoring of the services
Metrics for performance and availability

(OB OB ORNO]

In terms of path selection optimization and intelligent path control, the SLA adaptive
routing decisions need to cope with the fast-growing needs and the required loads as well as
with the application performance and event-based management options for adaptive routing.
For instance, in the case of a failure or a network topology change, it should be feasible for
the policy engine to trigger an event-based policy action in order to reconfigure the network
immediately and automatically [13].

In more detail, there is a need to integrate QoS management even on a well-behaved PBM
system, so that to be able to provide better performance and service-levels. Chen et al. [14]
analyse the security attacks and performance issues of the Choudhury et al. [15] framework,
which is based on a two-step verification for user authentication in cloud computing using
either passwords or smart-cards. However, the traditional identity and access management
controls are no longer sufficient for the current cloud computing and distributed systems [16].
Khan [17] categorizes the security threats and performs a comparative analysis of security
issues for secure mobile cloud computing infrastructures to identify potential problems such
as web services and protocol based attacks. The technologies and the operational models in
cloud computing create additional security risks because of the outsourcing to third parties
and the diverging legal and compliance frameworks [18]. These security risks include data
security, privacy, service availability, confidentiality, data integrity, data segregation,
privileged user access and accountability.

Due to the high number of interconnected heterogeneous smart resources, the use of
various networking technologies for M2M communications and the distributed nature of the
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smart applications, several security and service quality issues may arise. Concerning the
interconnected objects, most of the times the M2M nodes are resource-constrained with
respect to [19]:

Power-consumption
Computational capabilities
Bandwidth

9 Storage capacity

(OBNORNO]

Therefore, the traditional security mechanisms are not always applicable for M2M
implementations, making the M2M security management extremely challenging. For
instance, the M2M wireless communications inherit additional security threats and
operational constraints compared to their wired counterparts, as well as additional and
exceptional characteristics. Because of the distributed and dynamic nature of the
environment, the M2M nodes are free to move, thus triggering a high rate of physical topology
changes and they often operate in an unattended fashion with very limited maintenance
support. Several access control and dynamic authorisations schemes have been proposed to
this date to enforce an effective security management of the M2M devices. Ngo et al. [20]
extend the access control model for Intercloud scenarios [21] by exchanging tokens and
transforming complex logical expressions in policies to compact decision diagrams aiming to
simplify the attribute-based policy evaluation. Acquiring a security policy-based management
approach introduces several new challenges such as the need for policy evolution, secure
interoperability, semantic diversification and efficient event monitoring mechanisms.
Numerous other challenges should also be addressed, such as the need for better policy-based
management including advanced decision-making criteria, complex conditions, cross-domain
policies and dependencies.

1.4 Proposed solution

To address the aforementioned issues, an Adaptive Secure Pollcy-baseD Architecture
(ASPIDA) is introduced that incorporates novel and state-of-the-art technologies in order to
facilitate the access control needs and the M2M service capabilities. As depicted in Figure 3,
ASPIDA is a service-oriented M2M architecture that establishes four domains, as an expansion
of the ETSI M2M functional architecture [22], which includes the first three domains, device,
network and application domain.

Gateways M2M platform Healthcare SPs
Smart watches for :
M2M use  health-monitoring Ll Dashbodrd Diskase
= management
MVNO Reporting
Glucose meters .
Remote patient
Cloud eHealth records center
Domain Devices Network Application Service
Layer Tier-1 Tier-2 Tier-3 Tier-4

Figure 3. Domains for M2M computing

This dissertation also approaches a series of issues related to access control models and
SOA, which necessitates common terminology and semantic, syntactic and technical
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interoperability. The orchestration of the access control components for the deployment of
SOA is depicted in Figure 4, where the Identity and Access Management (IAM) is illustrated
with the Service Delivery solution and the administration modules.

Data repositories
v

Service
Administration

Entities — 1AM  — » Service Provider

|
Service Delivery
Platform

A
Compliance Policy

Figure 4. Access control model for SOA

Furthermore, the architecture supports policy-aware M2M and dynamic authorisations for
uServices by utilising capability-based exchanges to gain access to the resources. By managing
the access policies and enforcing the business rules accurately and efficiently, the
effectiveness of the policy-decision service solutions for M2M entities is improved. For
instance, the elderly may consent to allow access to the data retrieved for remote patient
monitoring according to certain conditions and policies, such as their physical aging, the type
of disease, special treatments, or any other interventions. Localization and temporal access
can be added to support different cases, such as “break-the-glass” cases, granting access to
health-care records that was not originally allowed in case of an emergency (i.e. accident).
Eventually, higher technology independence for the dynamic authorisations is accomplished
by utilising uServices. Finally, the components of the conceptual model are detailed by means
of Unified Modelling Language (UML) diagrams that include the entities, the relationships and
the flows. The detailed reference architecture aims to effectively manage the security aspects
and adapt to the changing conditions whilst ensuring secure communications and supporting
secure data exchanges through the appropriate APIs. The architecture description is divided
into domains, layers and views, so that each one of them contains components that execute
processes and offer services to the next one like the dynamic authorisation process and the
policy-based management. In order to validate the proposed architecture and its supporting
protocol, a corresponding prototype is developed and implemented. This prototype based on
Java and pServices technologies is submitted to simulations to verify the functional
characteristics and collect performance measurements. The security analysis and
performance benchmarking in comparison with other similar approaches are also discussed.
The approach is sketched in Figure 5.

~ Step 1: Construct Step 2: Develop
L the Conceptual the System J » Step 3: Prototype [ Step 4: Evaluation
Model Architecture

Figure 5. On the modelling and analysis of the architecture
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1.5 Contributions and outline

M2M communications are based on specialized services in order to cope with the growing
need for a larger number of connected objects, the use of resource-constrained devices and
high distributed data volumes. The focus is put on metering efficiently the technology
capabilities and performance of containerized M2M applications with respect to better
security and quality levels. The pServices based architecture for M2M communication
uncovers the dynamic authorisations and fine-grained pServices for designing decentralized
service building blocks, making application development easier, achieving greater flexibility in
consuming the authentication tokens and utilising the resources optimally.

One of the more contemporary trends in cloud software is the microservice architecture,
which is a key to develop creative application architectures and delivery solutions. Thus, the
microservice architectures, as a more granular way of implementing SOA, are included and
analysed in this work in order to enable a series of better service orchestration for M2M
computing. The existence of a service orchestration enables the automated arrangement and
management of the multiple services exposed as a single aggregate service. Additional policy-
based components (e.g. PEP, PDP) are included in the architecture to decide how to
incorporate these with other endpoints in the uServices. The proposed attribute-based policy
enforcement enables the rapid delivery of changes and increased technology flexibility. The
considerable benefits of the PBM approach grow as the M2M communications evolve and the
resources become more complex. The resources turn out to be available to the
interconnected components and can be accessed using interoperable services. Finally, the
proposed architecture is also applicable for cloud-based scenarios and for capability-based
exchanges to gain access to the resources.

Beyond any doubt, greater attention should be paid to ensure the appropriate security
controls and the security service levels across various personal, cross-governmental/inter-
agency, commercial and industrial sectors. Due to the growing concerns in access
management techniques and the numerous access controls that have been proposed in the
recent years, as well as because of the emerging cloud computing era, there is an increasing
interest in advanced and secure access control services in order to access protected resources
based on policy-driven decisions. Acquiring a security policy-based management approach
poses several challenges such as policy evolution, secure interoperability, semantic
diversification and efficient event-monitoring mechanisms.

The proposed architecture supports the ability to scale operations and meet different
demand or capacity levels among a large population of heterogeneous smart objects,
applications and services. The performance is increased with higher technology diversity and
independence between the dynamic authorisation, the policy-based management and the
Service-Oriented Computing (SOC) services. In this work, various scenarios are demonstrated
to uncover the capabilities of the proposed architecture, unfold the improvements, develop
and evaluate a policy-based QoS management model for adaptive routing, reinforce the SOA
policy-based methods for access control services, address the service challenges in M2M
communications and tackle the security aspects with dynamic access control mechanisms.
Finally, the architecture also establishes an integrated access control model for adaptive
security management.

Aiming to increase the utilisation of the network resources and the performance, when
SLA thresholds are exceeded, the proper policy rules need to be triggered to resolve
34 1.5 Contributions and outline




connectivity problems. Furthermore, in the case of congested links, the traffic should be
rerouted to other paths. The architecture shapes the most influential ideas of policy-based

manageme

nt at the network to enforce the proper policies.

The main innovative contribution concerns the implementation of a cross-domain and

lightweight

system architecture conceived for M2M applications. The following chapters are

organised as follows:

Chapter 2 provides a detailed overview of the state of the art on M2M
communication and the technologies in use to derive the architecture.

Chapter 3 analyses in detail the methods, the challenges and the solutions
addressed by the related work and included in the proposed architecture
Chapter 4 describes the policy-based access control architecture for adaptive
security management

Chapter 5 portrays the access control management requirements, the M2M
authorisations and various other security aspects related to the proposed
architecture. The prototype is also explained

Chapter 6 demonstrates the validation and evaluation framework, the design and
the outcome

Chapter 7 discusses the conclusions, the findings and some future directions. The
implications of the findings, such as other critical success factors that affect the
system architecture, and the summary of the results to illustrate the numeric
information are also presented in this chapter
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Chapter 2

State of the Art

2.1 Outline
his chapter presents the most current research in the given area, describes the
differences between various concepts (e.g. fog, cloud, pervasive computing) and
summarises the emerging trends. Apart from the literature review, which analyses
previous research, the modules and the components of the proposed architecture like the
policy-based QoS management model for adaptive network management decisions, are
described in detail.

2.2 X-computing

We witness a fast development of the cloud-computing environment together with the
continuous evolution of resource-hungry applications and the explosion of M2M as well of as
multi-sensory applications in the last few years. These factors result in a growing demand for
improving the connected devices and the network resource usage. By incorporating the recent
technology advancements like cloud computing services and application virtualization,
selecting the proper type of network and communication protocols becomes a stimulating
task. This can develop more innovative services, build versatile applications and enforce
enterprise application delivery strategies. Moreover, this can result in imposing concise,
coherent and consistent security and network policies.

The continued interest in X-computing (i.e. cloud, pervasive, wearable, Peer-to-Peer,
ubiquitous, mobile-edge, mobile-cloud, fog computing) has resulted in several variations of
the computing services for the connected devices. First, the peers communicating with the
nearby participants exchange data with the applications by partitioning tasks or workloads;
this decentralized model is known as Peer-to-Peer (P2P) computing. In general, the peers need
to enable resource sharing (e.g. processing power, disk storage, network bandwidth) directly
with other network participants without the need for central coordination by servers or by
stable hosts. Recent advancements [23] allow resource sharing with diverse peers in order to
manage resource allocation mechanisms more efficiently and enable capabilities to achieve
better results with file sharing, content distribution and collaborative applications.

In the context of software engineering and computer science, the ubiquitous computing
can occur using any device, in any location and in any format. More specifically, a user may
interact with the computer with everyday objects such as with wearable devices on humans,
vehicles and buildings. Ubiquitous computing can be supported by various devices (i.e. smart
objects, sensors, microprocessors, tags, pads, boards), networks (i.e. Internet, mobile
networks, network robot systems, networked vehicles, service location and positioning
protocols) and applications (i.e. mobile code, advanced middleware). When the execution of
the services occurs at the edge of the network (i.e. 5G mobile environment), then it is possible
to optimize the service and cloud-computing capabilities. By utilising Mobile Edge Computing
(MEC), the platform offers cloud-computing capabilities and an IT service environment at the
very edge of the mobile network, which results in higher bandwidth, low latency and real-time
access to the radio network due to the resulting proximity. Alternatively, in the case of
resource-constrained devices and limited capabilities of the edge devices, the Mobile Cloud
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Computing (MCC) can offload storage and processing from the devices to the cloud. The
devices can be augmented with cloud-based resources, such as offloading computation. The
MCC allows the execution of computationally intensive tasks to external services and cloud-
based nearby computing systems. Although this provides several advantages (i.e. the storage
of bulk data is feasible), there are certain challenges that need to be taken into consideration
on data security, identity privacy, location privacy, secure routing, reliability, QoS service
degradation and potential delays in the execution of the application need to be addressed
properly. In the scientific literature, one can find various proposals that deal with remote
mobile agents to process the information and enable the offloading of the mobile applications
by providing the necessary additional resources and execution environment. In this vein,
Magurawalage et al. [24] propose the Aqua computing architecture for mobile edge networks
where computing and wireless networking resources are allocated jointly or cooperatively by
a Mobile Cloud Controller. By mixing the notion of mobile agents and clones, the clones placed
at the edge of the network can serve various scenarios, as well as act as a buffer to migrate
tasks (including memory image, CPU states) and provide computing services to the connected
devices.

In recent years, other novel paradigms have emerged such as fog computing [25].
Contrariwise, fog computing aims to bring the storage needs and computational capabilities
at the edge of the network. It can use collaborative end-user clients or near-user edge devices
to carry out the storage, communication, control, configuration, measurement and
management. This reduces the centralized communication overheads, but it requires a
stronger coordination between the near-user edge devices and the intermediary network
entities with a layered approach. Fog computing was initially defined as a platform with the
purpose of allowing the creation of new applications and services in the context of loT.
However, this paradigm has been recently extended to implement other types of services such
as low-latency augmented interfaces for constrained devices, Cyber-Physical Systems (CPS)
[26] and various Vehicle-to-Vehicle (V2V) along with Vehicle-to-Infrastructure (V2I) services.
For instance, in the case of Mobile Ad-hoc Networks (MANET), where each node acts as a
router, the communication can take place in smaller local groups. This enables scheduling the
tasks with data locality, preserving data privacy and improving the performance with faster
information exchanges plus reconfigurations. In these cases, the formation of densely
populated networks does not require fixed and costly infrastructures to be available
beforehand, which also has a positive impact on privacy due to the data locality.

The Service metrics have a profound impact in the realisation of the benefits, the
improvement of the service quality and the better monitoring of the full-service lifecycle.
Among other metrics, the following play a significant role:

Reachability

Availability of connections
Response time

Routing changes
First-time repair rate
Other repair operations.
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To ensure a clear separation between the specific infrastructure solutions and the
necessary monitoring capabilities, a general-purpose monitoring architecture is required. De
Chaves et al. [27] provide the architectural views of a private cloud monitoring system and
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implement an open source configurator tool. As X-computing services are usually exposed and
vulnerable to potential security threats, various security metrics need to be established and
the necessary effective controls need to be identified. The formulation of the essential
security metrics is a key factor in the road of X-computing maturity. Roman et al. [28] analyse
the security threats in all the edge paradigms, mobile edge computing, mobile cloud
computing and fog computing in heterogeneous environments where high-speed links and
access technologies coexist.

2.3 Connecting everything

This section presents the preliminaries of M2M, loT, Wireless Sensor Networks (WSN),
Wireless Body Area Networks (WBAN) and performs the comparison between M2M and CPS.
Even though M2M, WSN, WBAN and CPS are quite similar in many networking aspects, there
are major differences from an architecture and design perspective.

2.3.1 Devices

loT is defined as a collection of physical devices, vehicles, home appliances or smart objects
that connect with others within the Internet infrastructure. The loT devices establish the
communication among various smart devices and exchange information to achieve
automation, monitoring, surveillance, tracking and location identification objectives.
Employing the loT devices in the environment creates new needs for the business processes
and necessitates more secure operations in order to support the production automation and
enhanced resilience. Sensors, actuators, embedded processors, computers, smart meter
readers, assets, devices, RFID tags, mobile terminal devices, surveillance cameras, laser
printers, GPS devices and NFC devices can be utilised to transfer data in several business
processes.

Under the architecture of 10T, the M2M devices are usually embedded in real-life objects
(i.e. monitoring the health conditions of patients, controlling the home/office automation like
lighting/HVAC/security surveillance systems) and concentrate on the direct communication
between machines without or with limited human intervention. The industrial M2M market
undergoes a fast development of new business models and develops M2M devices with
enhanced functionalities (i.e. learning capabilities and contextual information intelligence).
Notably, the characteristics and the network capabilities of the M2M devices play a significant
role in the interactions and the performance of the solution such as high-speed data
transmission, highly interconnected machine networks and feature extraction methods to
convert the raw data into useful information. The data is transmitted over distinct types of
networks, diverse transmission medium and security characteristics, all of which may
introduce several new threats and challenges. A SOA based security governance [29] is vital
to accommodate the security requirements especially in dynamic environments with changing
conditions. Moreover, maintaining data privacy to the highest degree possible, gaining control
of the data resources and forming the appropriate security controls for secure and structured
access are crucial factors in the architectural design choices.

CPS consists of computation, communication and control components tightly coupled with
the processes as well as the physical components aiming to enable more intelligent and
interactive operations. Often, CPS is considered to be related to the critical infrastructures,
the physical and the engineered systems. In comparison with IoT, CPS requires a deeper
knowledge of the environment and the physical objects. It also entails higher risks and critical
infrastructures, whereas loT can rely on broader control systems and wider embedded
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systems. The operations of the connected objects in the cyber space are closely-monitored,
controlled and managed by a computing core.

The wireless technology innovations, the recent developments in embedded computing
along with the X-computing evolution enable the realisation of higher level systems for loT
(e.g. CPS). Nevertheless, CPS emphasizes on distributed real-time control and cross-domain
optimization. Such optimization is achieved by involving multiple sensor networks, various
control functions and intelligence across multiple domains. The widespread adoption of CPS
applications requires breakthroughs in the research of theoretical and technical issues. Chen
et al. [30] present advanced network techniques for the emerging CPS in M2M research. CPS
requires stronger cyber capabilities in any physical or resource-constrained connected device,
complex multiple temporal and spatial scales, dynamic reconfiguration capabilities, higher
degrees of automation and more intelligent plus interactive control of the operations [31].
Moreover, the CPS implementations need to be closely integrated at multiple and extreme
scales. The large-scale CPS installations supported by M2M communications include critical
and life-threatening applications (i.e. wearable devices on humans, vehicles, buildings)
equipped with a higher volume of sensor inputs and a richer network connectivity. Due to the
increased needs for more intelligent interactions, cross-layer and cross-domain optimizations,
and distributed real-time controls, the CPS methodologies need to be designed to meet the
higher requirements in terms of reliability, security, privacy and real-time performance. Wan
et al. [32] describe some of these aspects and challenges that need to be solved, such as
energy management, network security, data transmission along with management, model-
based design, control technique, system resource allocation, services and applications. Table
1 summarises the differences between the main characteristics of M2M and CPS.

Table 1. Comparison between M2M and CPS
Characteristics M2M | CPS

Autonomous communications of all intelligent nodes \
Connectivity without or with limited human intervention \
Cross-domain intelligence
Optimization from multiple WSN
Closed-loop/real-time controls
High degrees of automation (e.g. unmanned vehicles with WSN navigation)
Criticality in the research of theoretical and technical support

2.3.2 Networks

M2M communications utilise both wireless and wired systems to communicate end-to-
end with a large number of nodes supporting seamless domain interoperability, autonomous
operations and self-organisation capabilities to provision intelligent applications. M2M
communications need to support mobility, collision detection, intermittent connectivity
resolution, topology control, QoS levels and data aggregation with secure services. It is crucial
to design properly the network operations to ensure resilient communications, high
availability with optimized performance among heterogeneous nodes and different ad-hoc
clusters in order to accommodate the traffic load fluctuations and the frequent physical
topology changes. There is an increasing number of connections that are controlled by
present-day technological developments (i.e. smart phones, workstations over the internet),
which reveal behavioural patterns of the monitored objects. Moreover, due to the large
diversities of the M2M devices and the associated business cases (e.g. wireless sensor
networks, vehicle ad hoc networks, smart grids, etc.), the devices can traverse distinct types
of networks (i.e. MANETs, WSN, WMNs, VANETs) with diverse distribution and capabilities of
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the nodes. For instance, the nodes in ad-hoc and sensor networks (ASN) have no central
communication point allowing the traffic flows between one or more sink nodes, which are
often fixed and mesh. An ASN cluster may communicate with other clusters either via each
cluster head or via a node acting as the gateway. Focusing on the potential of these
technologies and the business cases, the advancements of ASN have unfolded a variety of
trends and initiatives that are widely used in energy distribution systems, industrial
productions systems, transportation systems and several other application domains. Figure 6
summarises a classification of the several types of networks and the respective subcategories
of the Wireless ad-hoc networks (WANET). The classification of the network categories is
based on the type of the participating devices, the physical medium, the physical topology,
the collection of the adopted technologies and the architectural model. For instance, on the
grounds of shaping a dialectic basis towards a comparison between the ad hoc and the sensor
nodes, Figure 7 summarises their characteristics. In general, the sensor networks manage
more network nodes in comparison to the ad-hoc networks, which creates an increased
administrative overhead and network congestion because of the high volume of sensors.
Moreover, the ad-hoc nodes are relatively dispersed, self-configuring and include self-
restoring capabilities. Often, the sensor nodes once installed are not movable any longer.
Several sensor nodes operate in an unattended mode without any constant supervision by a
trusted sink and dispersed in large sensor networks that may consist of a few to thousands of
nodes. For instance, in harsh and unknown environments such as in the ones found in forest
fire detection systems, unattended sensor nodes can be deployed for continuous monitoring.
However, multiple sensors are needed for an event-detection, as there is a need for several
sensor data from different sensor sources to define and recognise the patterns corresponding
to specific events recognition and result in better accuracy. Similarly, in industrial cases there
is a need to analyse large volumes of multi-sensor data from vehicles and engines [33].

WANET
: L
v v v _ v
WSN ‘ WMN MANET HANET
UWSN <> WUSN ‘ DTN <> SPANs
v
TWSN 3D MANET  «|» iMANET
WBAN = Cognitive Radio Cognitive Radio > VANET
Sensor Ad-hoc
HAN <> WSAN <

FANET <> AANET

Figure 6. WANET classification

The sensor nodes are often small, homogeneous, inexpensive, with small batteries but
longer lifetime and in some cases, they are also embedded with power generators like small
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solar plates. They are more hardware adaptive, less hardware complicated, tiny disposable
and low-power devices. Contrary to the sensor nodes, the ad-hoc nodes have larger and
replaceable batteries with AC-DC charger/adapter with higher levels of power-consumption
and they are equipped with wireless receivers along with transceivers using several types of
antennas (i.e. omnidirectional, directional).

ASN nodes
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] |
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Figure 7. Characteristics of ad-hoc and sensor nodes

Table 2 illustrates the variety of applications in the scope of WSN and MANETSs.
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Table 2. WSN, MANETSs and their application types

TWSN | WUSN | UWSN | WSAN | HAN | CRN | WBAN | DTNs | SPANs 3D iMANET | VANET | AANET | FANET
[34] [35] [36] [37] [38] [39] [40] [41] [42] [43] [44] [45] [46] [47]
Disaster relief operation (e.g. drop sensors over a wildfire, observe
wildlife) 4 4 v v v v v v
Military applications (e.g. intrusion detection, battlefield
surveillance) v v v v v v v v v v v
Environmental applications (e.g. sea erosion, air-pollution, water-
quality) v v v v v v v v
Medical & healthcare applications (e.g. long-term surveillance of
chronically ill patients)
v v v v
Smart-homes & buildings (e.g. HVAC) v v v v
Industrial control, supply chain, machine surveillance, preventive
maintenance v v v v v v v
v

Public tracking (e.g. transportation, precision agriculture

gleg p p g ) L, L, L, L, L, L, L,
Human tracking (e.g. human presence with optical sensors) v v v v v v v v v v
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The software used in ad-hoc nodes has more requirements than the ones used in sensor
nodes. Although security is a concern for the ASN nodes because of the wireless medium, the
sensor nodes have very limited security capabilities and are exposed to numerous security
threats. The nodes move independently and autonomously in any direction resulting in
frequent changes to the links with other devices and the topology. Apart from the dynamic
nature of the topology and the frequent changes, the transmission is performed with multi-
hop routing in less redundant networks and there is low node-density.

2.3.3 Communication models

The Internet Architecture Board (IAB) [1] describes the four communication patterns that
can be used in the smart object environment. The loT implementations use different technical
communications models, each with its own characteristics. The four common
communications models described by the Internet Architecture Board include: Device-to-
Device, Device-to-Cloud, Device-to-Gateway and Back-End Data-Sharing.

9 Device-to-Device communication characterizes two or more devices that
communicate with each other. In this case, short-range radio or RFID technologies can
be used to support the communication with smart-wearable objects, RFID tags,
readers, etc. This type of communication is often used to transfer a low volume of
data packets between the devices at low data rates.

9 Device-to-Cloud communication refers to one or more devices that connect to a cloud-
based service for data exchange. This type of connection includes the integration of
the connected devices and the cloud-based services, so both interoperability and
security (e.g. data privacy, strong authentication and authorisation methods) are
important aspects in such communication. For instance, a forest fire modelling and
early detection systems based on WSN can utilise a cloud service provider to support
the data exchange and control centres for detecting fires.

® Device-to-Gateway communication implies an intermediary to bridge the devices and
the application service provider. The gateway enables the communication, the
protocol translation, the security features and the data transcoding for the connected
devices. The application solution can be thus simplified, as the complexity as well as
the re-usability of the repeated functions are provided by the gateway.

9 Back-end Data Sharing outspreads the single-device to cloud-solution provider model
to benefit from the integration and data sharing with various authorised third-parties.
For example, the Uber API [48] allows customers to access real-time customized
content by combining data from various sources. The sensor data can be sent to
authorised application service providers for predictive data visualization and
analytics, aggregation, or statistical analysis. The RESTful APIs enable the secure and
user-friendly communication between the clients and the server that employs
representational state transfer (REST) constraints.

2.3.4 Protocols

Communication is central to the M2M devices and needs to occur securely and reliably. A
variety of standardised protocols specify the formats and the methods in regard to the
communication, the messaging, the device management and the information exchange. As
there are numerous legacy and emerging communication protocols and management
frameworks [49], the entities and the devices can be interconnected for data exchange and
information sharing in several ways. Nevertheless, despite the substantial number of M2M
protocols currently available, the major hindrances are the limited data rates, the low-power
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consumption requirements, the interoperability needs among several heterogeneous devices
and infrastructure, and the security sophistication. The technical report for cellular and non-
cellular communication technologies in the M2M domain [50] summarises and categorizes
them depending upon the coverage distance, as shown in Figure 8.

The selection of the optimal and more appropriate protocol depends on the:

Use cases

Network coverage and range capabilities
Required data bit rate and latency
Network topology

Scalability

Payload length

Quality-of service

Deployment implications

Environmental conditions

(OBOBIOMIONBORORORONOMO]

Costs

For instance, the identification used (i.e. URIs, IPv6, Electronic Product Code/EPC, uCode),
the discovery used (i.e physical Web, mDNS, DNS-SD), the messaging protocols (i.e. MQTT,
CoAP, STOMP, AMQP, Websocket), the type of the transport layer network (i.e. TCP, UDP,
DTLS, TLS, DPWS), the network (i.e. IPv4/IPv6, Routing Protocol for Low power & Lossy
Networks, 6LowWPAN), the infrastructure that is employed (i.e. 3GPP, IEEE 802.15.4, RFID,
NFC, Bluetooth 4.0 Low Energy) and the type of sensors (i.e. Infra-red, Electrochemical, Analog
to Digital Converter, Thermal Conductivity) affect the setup and the performance of the
communication. There is a plethora of short-range/local area wireless technologies available
such as Bluetooth (including Bluetooth Low Energy), NFC, RFID, Wi-Fi, Zigbee, Z-Wave and
Wireless M-Bus. For long range/wide-area links there are mobile networks using among
others GSM, GPRS, 3G, and LTE connections. Most of all these technologies are summarised
in Figure 9.
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Figure 8. Key-enabling cellular & non-cellular technologies for M2M
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In parallel, various M2M device management protocols have been proposed and
developed by the industry and the academia for device-to-device (D2D) application
communication, server-to-device (S2D) and device-to-server (D2S) management. Table 3
summarises most of the M2M management protocols according to their usage, their security

i

and policy-based characteristics.
Table 3. M2M Device Management protocols

/

L'

Figure 9. loT protocols
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Table 4 illustrates a taxonomy of the communication protocols utilised in ASN and

addresses their strengths and shortcomings [55].
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Table 4. Taxonomy of communication protocols for ASN

6LowPAN3

automation environment

Technology Description Spectrum | Range (+) Strengths / (-) Shortcomings
(+) Designed to send IPv6 packets over IEEE 802.15.4-
IPv6 over Low Power Wireless Personal Area based networks, robust, scalable, self-healing
9 6LoWPan [55] Networks, which defines encapsulation and header | Unlicensed | Short
compression mechanisms (-) Lack of application that utilises 6LoWPAN, requires
extensive knowledge of stack and the workability of IPv6
(+) Simple to use, free, low-power consumption, no
9 Bluetooth &  Bluetooth Low-Energy | Exchanges data over a small distance using UHF Unlicensed | Short line-of-sight
(BLE)/Smart (Wibree) [57] radio waves in the ISM band from 2.4 to 2.485 GHz (-) Range is power-class-dependent, a quasi-optical
wireless path must be viable
(+) Utilise advanced wireless technologies, multiple
9  Cellular such as GSM/GPRS/EDGE (2G), | Wireless mobile telecommunications and each uses, users access the radio spectrum on a similar frequency
UMTS/HSPA+ (3G), HSDPA (High-Speed | generation is characterized by new frequency bands, Li d L band
Downlink Packet Access), LTE (4G)/ LTE | higher data rates and non-backward-compatible 1cense ong
Advanced [58] transmission technology (-) Expenses, high power-consumption, authentication
centres can be breached
(+) Far greater coverage, always-on reliability, high
5 5G[59] A consghdatlon of 2G, 3G, 4G, Wi-fi and other Licensed Long download speeds, low Latency rate
nnovations
(-) Unresolved security issues
(+) No new hardware is needed, handles several 250
nodes with prominent levels of authentication and
9 THREAD, based on IEEE 802.15.4 and | IPv6 networking protocol aimed at the home . encryption, designed as a complement to Wi-Fi
Unlicensed | Short

(-) Based on '"hub-and-spoke"  hierarchical
communications which means that if the hub device fails
the whole network fails

3 https://www.threadgroup.org/
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(+) Supports high-speed data services, better suited for

Used for third generation, or 3G, mobile deol i densol lated tuoed multi path
fat eployment 1n densely populated areas, reduced multi pat
] 4 communication  networks, spread  spectrum .
> WCDMA/G modulation technique supporting high-speed Unlicensed | Short | effects
multimedia services (-) Complexity, versatility
(+) Good coverage, wide existing infrastructure, offer
2 Wi-Fi (802.11x) Used vastly with radio signal communications Unlicensed | Short | fast data transfer, handle high quantities of data
(-) High power consumption, costly
The IEEE 802.154 is an industry-standard (+) Simpler’ less expensive7 very low_power
9 Zigbee RF4CE/PRO/Smart Energy/Light | specification that requires infrequent data Unlicensed | Short consumption, AES-128 encryption
Link/Home exchanges at low data-rates over a restricted area
and within a 100m range (-) Every network needs at least one coordinator device
5 Z-Wave Alliance ZAD12837/ ITU-T G.9959 | Us¢d primarily for home automation and provides . (+) Low-latency transmission, power-save mode
60 reliable, low-latency transmission of small data | Unlicensed | Short
[60] packets (-) Proprietary design, short-range about 30 meters
Extends the capability of contactless card (+) Simple and safe two-way interactions between
9 NFC (ISO/IEC 18000-3) technology and enables devices to share | Unlicensed | Short electronic devices, smartphone usage
information (-) Distance range 10cm, security
(+) Large channel capacity, ability to share the
frequency spectrum, ability to work with low signal-to-
Uses short-duration pulses and low energy level, noise ratios, low probability of intercept and detection,
9  Ultra-Wideband high-bandwidth communications over a large | Unlicensed | Short | resistance to jamming, high performance in multipath

portion of the radio spectrum

channels

(-) Low performance using classical matched filter
receivers, high-frequency synchronization and very fast

4 https://en.wikipedia.org/wiki/UMTS#W-CDMA_(UTRA-FDD)
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analogue-to-digital converters are needed, multiple-access
interference, difficulty predicting the template signals

Provides portable mobile broadband connectivity

(+) Single station can serve hundreds of users, faster
deployment, speed of 10 Mbps at 10 kilometres with Line-
of-Site (LoS)

secure bi-directional communication. Suited for
short and periodical communications

9  WIMAX across cities and countries Licensed Long (-) LoS is needed for longer connections affected by
weather conditions, multiplied frequencies, very power
intensive technology that requires strong electrical support,
installation and operational costs

(+) ultra-narrow-band, industry-leading wireless
performance, extended range, ultra-low power
Uses Ultra Narrow Band (UNB) technology consumption, low cost
9 Sigfox [61] designed to handle low data-transfer speeds across | Licensed Long
areas of several square kilometres (-) no collision-avoidance techniques, mandates the use
of a very precise crystal, interference with any other
wideband system
(+) high scalability, high coverage, low power and low-
5 Neul [61] W;ig}tltless corﬁinl;r}ic}?tion,l .tus;:; Htlk:le whtite space | ;. ced Long cost wireless networks
radio fo access the igh-quality Spectrum (-) temporal variation as an available spectrum might be
occupied later by a primary user
Provide low-power WANs with features (+) supports large networks, optimized for low-power
5 LoRa by Semtech [61] specifically needed to support low-cost mobile Unlicensed | Long consumption

(-) low bandwidth does not allow continuous sending
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As regards the messaging protocols, there is a plethora and a continuous evolution for this
type of protocols. They allow devices to communicate from a single constrained device to
complex cross-domain and cloud-based solutions to ease the service delivery. Fysarakis et al.
[62] analyse the characteristics and evaluate the capabilities of three dominant loT messaging
application protocols concluding that the Constrained Application Protocol (CoAP) [63] is
more suitable for the lightweight M2M interactions, the Message Queuing Telemetry
Transport (MQTT) [64] protocol facilitates the cross-domain communications utilising an
extremely lightweight publish/subscribe messaging transport model and the Devices Profile
for Web Services (DPWS) [65] protocol is more appropriate for SOA-based Machine-to-Human
(M2H) exchanges. For example, various protocols are oriented for use in constrained (i.e. low-
power, limited storage) devices, while there is also a shift from standardised transport
protocols (i.e. HTTP) to lightweight protocols. For instance, the CoAP can be used in order to
support the high volume of devices and the enormous number of sessions, as CoAP is explicitly
designed and more suitable for constrained environments. Alternative realisations can
employ the lightweight protocol MQTT with the purpose of allowing the connection of a single
constrained device with the systems and facilitating near real-time communications. In terms
of security, integrity, confidentiality and protection of the communication, either asymmetric
or symmetric encryption can be used depending on the constraints and the specific use cases.
Hernandez-Ramos et al. [66] demonstrate a set of Elliptic Curve Cryptography (ECC)
optimizations in the design and implementation of a capability-based access control
mechanism (DCapBAC) on smart objects. The authors propose a mechanism to compute a
session key that establishes a secure channel, so that the capability token is used to get access
to the resource(s). However, the distributed approach does not address the impact in the
authentication and authorisation modules, as this requires a complex management of
authorisation policies across several segments. With these aspects in mind, an integrated
access control model is proposed in [67]. Those results are presented in the following sections
for motivating the options and choices in Chapter 5 and 6. Table 5 summarises the usage and
the features of the most common M2M messaging web-transfer protocols.

By comparing the two lightweight communication protocols CoAP and MQTT, which have
gained considerable attention and are the most commonly used, several similarities and
differences can be easily identified. Both protocols address the communication needs through
the use of small message sizes, message management and lightweight message overhead.
However, the MQTT protocol is client-server oriented where every sensor is a client that
connects over TCP to a MQTT server named broker. The TCP connection is encrypted with
MQTT SSL/TLS to ensure privacy. On the contrary, the CoAP protocol is based on the REST
architecture, utilises UDP for group communication and message exchanges, relies on the
request/response using methods and responses codes to facilitate the communication needs,
and provides a one-to-one “request/report” interaction model with accommodations for
multicast to achieve group communication. The CoAP specification suggests either the use of
Datagram Transport Layer Security (DTLS) as the recommended security mechanism, or
Internet Protocol Security (IPsec) to achieve the security assurance for COAP messages. In the
case of resource-constrained devices, because the HTTP protocol provides low data rates, high
computation complexity and high energy consumption, the lightweight CoAP can be used as
a replacement of HTTP to overcome the limitations offering low overhead, simplicity and IP
multicast support.
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Table 5. M2M Message-Oriented protocols

Publish / Subscribe architecture

Service for Real-
Time Systems)’

° CoAP (Constrained | Application layer protocol for usein |* RESTful protocol
3 Application resource-constrained internet URI and content-type support
=8 Protocol) [63] devices Asynchronous message exchanges
8 = Low header overhead
g s Parsing complexity
P % Security bindings with DTLS
2 HTTP Application layer protocol for |= Broker-less
é distributed information systems TCP bindings
Security bindings with SSL/TLS
DDS (Data- | Target devices that directly use Request response protocol
Distribution device data TCP and UDP bindings

Detailed QoS control
Multicast

Configurable reliability
Pervasive redundancy

DPWS
Profile for
Services) [65]

(Devices
Web

Enable secure Web  Service
messaging on resource-constrained
devices

Discovery services
Metadata exchange service
Eventing

MQTT (Message
Queuing Telemetry
Transport) [64]

Telemetry and remote monitoring
for large networks of small devices

Bandwidth efficiency

Data agnostic nature
Continuous session awareness
Quality of Service (QoS)

UPnP (Universal
Plug and Play) [49]

Discover network devices’ presence
for data sharing, & communication

Zero configuration networking

D2D networking

Control messages are expressed in SOAP
Event notification

XMPP (Extensible
Messaging and
Presence Protocol)
[49]

Provide text communication

between points

XML text format as its native type
Request response protocol
Lightweight middleware

Content syndication

Generalized routing of XML data

ZeroMQ [49]

High-performance
messaging library

asynchronous

Request-reply
Publish—subscribe

Extensible security mechanisms
Command and message framing,
Connection metadata

AMQP (Advanced
Message Queueing
Protocol) [49]

An open standard application layer
protocol  for  message-oriented
middleware

P2P mode

TCP bindings

P2P, C2B and B2B communication
Message orientation

Queuing & routing

LLAP Short message that is sent between Over any communication medium
(Lightweight Local | intelligent objects using normal text

Automation

Protocol) [49]

STOMP (Simple | STOMP clients talk with any |* Language-agnostic

Text Oriented | message broker supporting the Interoperable wire format
Messaging protocol

Protocol) [49]

Web-socket [68]

Web browsers and web servers
communicate continuously

Push/pull communications to a web
server

Web Socket JavaScript interface
Full-duplex single socket connections
Bi-directional channel

Message-based

Server-side library support

2.4 Reference architectures

Aiming to improve the interoperability, there is a need to establish reference architectures
with standardised methods and approaches to simplify development and ease
implementation. The loT security is highly fragmented using proprietary implementations,

5 Data Distribution Service (DDS) https://www.omg.org/omg-dds-portal/
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differences in methods and properties, and varying sets of supported events. This results in
increased complexity and sustainability difficulties aiming at long-term solutions and stability.
The reference architecture needs to provide rigorous designs and long-term implementation
to overcome several limitations of the computing-X services, the business processes and the
endpoints. With these in mind, a reference architecture standardises concrete architectures
of systems and enables the systematic reuse of common functionalities and configuration
implying increased efficiency and reduced costs. Additionally, a reference architecture
reduces the risks through the use of proven elements, enables better interoperability of
different systems and achieves increased quality levels with the use of the proper quality
attributes.

The standardisation activities for M2M communication are proceeding in different
organisations such as in ETSI, OMA, 3GPP, IEEE and TIA [69]. Over the last few years, these
organisations have defined various network architectures and functions to support the unique
features of M2M communications in their standardisation bodies. Nonetheless, several
impeding factors may have a significant impact on the operations and performance of the
connected devices such as the competing standardisation activities, the proliferating increase
of industry devices lacking the proper quality and safety controls, the rising complexity in the
communications and performance issues. In the literature, several architecture models akin
to the OSI model have been proposed for the communication among interconnected nodes
like:

The ETSI M2M [ETSI TR 102 690] communication functional architecture [22]
The Internet of Things—Architecture (loT-A) [70]

The CISCO loT Reference Model [71]

The Industrial Internet Reference Architecture (lIRA) [72]

The Reference Architecture Model Industrie (RAMI) 4.0 [73]

The IBM Internet of Things Architecture [74]

The WSO2 reference architecture for the Internet of Things [75]

[OBOROR OO ONO)

In more detail, the ETSI M2M communication functional architecture standardises the
procedures for handling the M2M resources and the information exchange over the reference
points. This RESTful architecture provides certain communication mechanisms (i.e.
asynchronous, synchronous, store and forward) and supports standardised security
mechanisms (i.e. mutual end-point authentication, optional secure sessions, REST APIs).
However, the ETSI M2M does not incorporate any policy-based management to enforce the
appropriate security policies in a dynamic M2M environment. The Services Capabilities Layer
(SCL), which exists both in the second as well as in the third layer in the ETSI architecture,
enables a service layer for the M2M applications by abstracting the complexity of
heterogeneous devices and thus enhancing M2M interoperability. Nevertheless, the ETSI
M2M architecture lacks a service-oriented approach, which allows the integration and
development of different services in highly heterogeneous environments. Moreover, the ETSI
M2M [ETSI TS 102 689] service requirements [76] provide the service primitives needed for
service request/response and the capabilities that support the communication among the
devices in heterogeneous environments. Apart from the 3-tiered ETSI M2M architecture,
other service primitives and communication frameworks for smart appliances [77] have also
been developed to cater for smooth communications and for sharing information among
smart appliances combined with remote applications. Such primitives can be found in the
Home Gateway Initiative [78] that portrays the business requirements and the architecture,
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whereas the Wireless Home Area Networks (WHANs) [79] standard depicts how to connect
the devices and gateways for home automation and service systems. Aiming to leverage the
implementation of these evolving technologies, the ETSI HGI open platform [80] successfully
addresses all the requirements for the service delivery, such as the software and firmware
management. Also, the TIA - 4940.005 [81] reference architecture advocates the
authentication, the authorisation and the accounting services to other network entities in
order to establish the appropriate security policies. The oneM2M specification [82] focuses
on the operations of the M2M applications supported by the policy enforcement and security
solutions [83]. The Open Mobile Alliance Lightweight Machine-to-Machine (OMA LWM2M)
architecture enables the enforcement of the access control decisions [84].

Several cloud-enabled loT platforms and middleware have emerged to provide a secure
framework for personal devices and things to communicate. These solutions facilitate the
information exchange with third parties and other individuals. The connection of further M2M
applications to the loT platform is possible via the respective REST APls. Table 6 presents some
of the most known open-source and proprietary loT platforms.

Table 6. loT Platforms

Open-source Proprietary platforms
FIWARE °© AWS IoT’
Mainflux * CISCO 10T Cloud Connect °

OpenMTC '° IBM’s Watson IoT !

SiteWhere 2 Microsoft’s Azure IoT Hub '3
Webinos ' Samsung’s SmartThings '3

loT-A [85] describes an architectural reference model (ARM) that establishes a common
ground for loT architectures and systems. This consists of several sub-models, which
conceptually contain the basic aspects (i.e. information flow, functional structure,
communication means, security, privacy) for each sub-model. 10T-A focuses on the
interactions of the communicating systems between different stacks and key elements, such
as devices, applications, end-users and network. CISCO has proposed the loT Reference model
[71], which consists of seven layers based on bidirectional control information flows. The
CISCO IoT reference model addresses the security challenges related to the authentication,
the authorisation, the network enforced policy and the security analytics. This model defines
the functions required for an loT system as well as the tasks management per level. For
instance, the connectivity layer supports the transmissions between the device and the
network domain. Additionally, the model supports the communication across the networks
and the low-level information processing with the upper next layer, which manages the data
element analysis and the transformation. Nevertheless, this model does not address the
integration with any other technology in the IoT, since the overall complexity is based on a
single technology stack. A summary of the reference models is depicted in Table 7.

¢ https://www.fiware.org/

7 https://aws.amazon.com/en/iot/

8 https://www.mainflux.com/

° https://www.cisco.com/c/en/us/solutions/service-provider/iot-cloud-connect/index.html
10 http://www.open-mtc.org/

11 http://www.ibm.com/internet-of-things/

12 http://www.sitewhere.org/

13 https://azure.microsoft.com/de-de/suites/iot-suite/

14 http://www.webinos.org/

15 http://www.smartthings.com/
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Table 7. M2M references models and supported capabilities

M2M/IoT Security Policy
Access control | decision-making
O

Reference models

ETSI M2M
ETSI HGI / WHANSs / Smart
Appliances
TIA - 4940.005
onecM2M v2.10
OMA L2M2M
IoT-A
CISCO IoT
RAMI
IIRA
IBM
WSO02

O|o0|0|00|0|0|0] O|O
O|O0|0|0|0|0|0|0|0

0)

The reference architectures have a noteworthy place in the analysis of the relevant
literature. In regard to these architectures, RAMI 4.0 goes beyond the loT adding
manufacturing and logistics details. The IIRA model is focused on the Industrial data, the
respective components and how these influence each other. The viewpoints are classified in
five functional domains:

9 Control

® Operations
® Information
9 Application
9 Business

RAMI supplements the model with the values of types, instances and hierarchical levels.
Guth et al. [86] analyse several state-of-the-art platforms such as OpenMTC an loT middleware
consisting of gateway and backend functionalities, FIWARE an loT and Smart Cities platform,
SiteWhere an open platform for monitoring and controlling loT devices based on uServices,
and the Amazon Web Services IoT cloud computing services to allow connected devices easily
and securely interact with cloud applications and other devices. Additionally, the authors
introduce an loT reference architecture, which is compared to the loT ARM [87], loT-A [85],
Cisco and WSO02 reference architectures, and the Zheng et al. proposed architecture [88]. The
review highlights that these approaches need to provide common definitions and components
of the architectural design capable of addressing all the relevant industrial needs and the
evolving technology innovations. loT-A perspective is semantic oriented where the
interpretation of data and information covers the modelling and structuring of 10T business
process management. Moreover, the architecture analyses virtual entities, loT services and
cross-service organisation from the functional, information and domain viewpoints. From the
architecture viewpoint, the agents and the code are defined on domain-specific devices
tailored to the implementation. IIRA focuses on these aspects as well but remains closer to
the business and use cases.

Mehmood et al. [89] deliver a detailed survey of M2M communications and an overview
of the M2M services. ETSI TR 102 691 [90] analyses the M2M service requirements and the
related challenges, while other surveys are quite focused on mobile networks, such as the
Long-Term Evolution-Advanced (LTE-A), the 5G networks and the 3GPP Service accessibility
[91] [3GPP TS 22.011], the architecture description for group radio access networks [92], the
architecture enhancements for packet data networks [93] and the 3GPP system
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improvements for machine-type communications [94] [3GPP TR 23.888], which also lack of
policy enforcement and service orientation.

In addition to these research activities, Alshugayran et al. [95] perform a literature review
into the available studies on pServices and the relevant architectural challenges. Although
they underline the key-role of service discovery, registration, service registry, performance,
fault-tolerance, tracing and logging, communication and integration, these conclude with the
open architectural issues and the gaps in uServices research. As a consequence, the dominant
security controls required by the uServices to handle the advanced M2M communication
requirements with policy-based management techniques need to be further analysed. The
future networks require from the architectures to satisfy a large number of connected devices
and manage the heterogeneity of the devices besides the technology diversity. The survey
work done by Lin et al. [96] presents the enabling technologies and presents various security
and privacy issues in loT and fog/edge computing that have been proposed to be implemented
in real-world applications.

2.4.1 Data management

There are several data management risks related to the loT data model efficacy. First, the
industrial Internet devices generate a massive amount of data that need to be processed and
stored, a situation that certainly affects the data storage capabilities and the capacity in most
organisations. For instance, moving the data to fog/edge computing and providing an
application platform as a service (aPaaS) can be an option to lean toward more distributed
solutions and architectures with tiered mini centres. Aiming to alleviate the increased patterns
of data traffic and provide services closer to the originators and the clients, it would be
interesting to test this scenario, which still remains an open challenge.

Focusing on the loT data security, most of the data is unstructured with myriads of formats
to accomplish the business-related tasks. The increasing volume, the variety and the
necessary higher velocity of data processing to recover/discover information and identify
patterns related to location, environmental conditions, health-related and medical status,
monitoring of vibrations and material conditions in buildings can affect the design of the data
centres. This data influx imposes the necessity to develop the appropriate data management
models with advanced data mining tools. The work in [97] discusses the managerial and
technical challenges that enterprises face in adopting data management, data mining, privacy
and security. Regarding security, the connected devices can be exploited by various data
security vulnerabilities such as lack of transport encryption, insecure web interfaces,
inadequate software protection and insufficient authorisation. As breaches may have
devastating consequences and negative ramifications for the enterprises, the organisations
and the consumers, it is imperative to protect and secure the loT data. For instance, the
Meltdown, a well-known processor vulnerability, was published in January 2018 affecting
several modern processors. A successful exploitation of this vulnerability could allow an
attacker to get access to sensitive information (i.e. passwords) inside protected memory
regions. Hence, there is a need to maintain data privacy and form the necessary security
controls for secure and structured access in the architectural design choices, which requires
the proper identification, authentication and encryption means.

The handling and sharing of sensitive information within special interest applications and
industries (e.g. hospitals, military facilities) is an area that is expected to proliferate widely.
Likewise, real-time and authorised access as well as data availability are becoming critical

54 2.4.1 Data management



aspects for access control policy models. In this scenario, spatio-temporal (time and location)
factors can be checked in case of break-the-glass access control (BTG-AC) cases [98] along with
emergencies to grant access in a controlled and exceptional manner [99]. This could result in
policy extensions tailored to these application-specific requirements. The context-aware
applications and services can also be used via the application programming interfaces (APIs)
to enable the policy extension to meet the intrinsic needs. For instance, like in [100] the
context-aware transportation parameters can offer numerous services in vehicular ad hoc
networks (VANET) based on the parking policies, traffic policies and fuel-type policies. Maw
et al. [101] propose the extension of BTG-AC model to address the data availability and detect
the security policy violations in a hospital environment that utilises a WSN. Additionally, the
authors contrast and evaluate their proposal that introduces a behaviour-based trust model
aiming to manage effectively data access decisions and consequently increase data availability
at any time. The proposed lightweight BTG-AC incorporates the policy enforcement
component and the authentication service between the users and the sensor nodes to
accommodate the access control decisions using the users’ location and privileges. The BTG-
AC model supports the detection of security violations by examining the respective audit
record with the hosted prevention and detection mechanisms.

2.4.2 Policy-based management models

The considerable benefits of the PBM approach grow as the M2M communications evolve
and the resources become more complex. The resources are available to the interconnected
components and can be accessed using interoperable services, while the existence of a service
orchestration can automate the configuration of the entities and controls the allocation of
resources. The use of SOA allows the loose coupling of the web services that can be combined
and reused contrary to other component models and architectures. By using the PBM
methods, the operations of the resources can follow certain rules, bring together the
conditions on how to use their outcome and simplify the enforcement of the relative actions.

Policy based management frameworks need to consider the most significant challenges
and address efficiently the limitations of M2M communications such as the limited policy
storage and the hardware computational restrictions of the connected devices. Owasmi et al.
[102] demonstrate a shared policy to store, locate, access and execute policies for WSN in
which the policies are distributed among the memory of the nodes in the WSN. In the
literature, several distributed and cross-domain resource sharing and access control models
have been proposed [103] [104], which take advantage of the distributed systems across
application domains to accommodate shared policy storage and enforce the appropriate
event-based actions. The events trigger the enforcement of the appropriate usage and access
control policies including the authorisation decisions. PBM can be used to manage the
network and the access control policies in a simplified manner. The PBM key-elements are
defined [105] as follows:

9 Policy Enforcement Point (PEP): The logical entity that performs the decision requests,
receives the policy updates, translates the updates appropriately and enforces the
policy decisions.

9 Policy Decision Point (PDP): The logical entity that evaluates the applicable policy
against relevant policies and attributes, makes admission policy decisions and is also
responsible for relaying the information to the PEPs.
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® Policy Information Point (PIP): The logical entity that acts as a source of attribute
values to make a policy decision.

® Policy Administration Point (PAP): The logical entity that provides the authoring and
maintenance of a policy or policy set(s). This includes a policy store, which is a
repository for the policies.

® Policy Retrieval Point (PRP): The database where all the XACML access authorisation
policies are kept.

9 Policy management service: This is a graphical user interface (GUI) for defining,
changing and managing policies.

9 Dedicated policy repository: This is a place to store and retrieve policy information,
such as an LDAP server or a Directory-Enabled Network (DEN) device.

The aforementioned building blocks and their interactions are illustrated in Figure 10.
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Figure 10: Policy-based enforcement system of ASPIDA

In the scientific literature, there are several policy specification frameworks have been
established and evaluated extensively [105][106], such as Ponder, KAoS, WS-Policy and the
IETF policy framework [107], all of which have been considered in the proposed architecture.
The ultimate aim of PBM is to manage the business goals and deploy a set of policies that
govern its behaviour. Therefore, the PBM systems need to utilize a policy language with the
purpose of expressing the authorisation policies utilised in various access control
implementations and authoring the policies, which are composed of entities, sets, rules and
obligations [108]. Several approaches describing the policy management specifications to
account for network and security policies written with policy expression languages have been
proposed in the literature [109] [110]. Some service providers [111] have developed their own
language for proprietary usage that pose maintainability and longevity problems along with
support issues. On the contrary, a formal access control policy language can ease the semantic
integration, convey the policy requirements and express complex policies in a secure and
interoperable way to produce admission policy decisions such as by using the eXtensible
Access Control Markup Language formalisation [112]. The authors in [113] address the
semantic gap between the policies and the low-level mechanisms by forming a simulation
apparatus with various high-level policy languages for cross-domain policy enforcement (i.e.
XACML, WS-Policy). A formal access-control policy language should be utilised to describe how
to evaluate access requests according to the policy rules and then provide real-time admission
policy decisions [114]. Mazzoleni et al. [115] express the need to introduce a policy language
for policy integration and for transferring dynamic security context, as a standardised policy
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language can ease the interoperability between policy control implementations. Dell” Amico
et al. [116] introduce a hierarchical security policy language for distributed environments and
the policy enforcement with the use of distributed reference monitors. Nevertheless, several
challenges emerge regarding the security policy approach, which needs to face policy
composition issues, as well as to enable the policy enforcement, validation and conflict
resolution. Further implications may arise in the case of distributed, multi-domain and often
unattended connected devices environments such as the semantic interoperability, the
definition of concrete policies, the multi-domain policy consistency, the security policy
refinement and the policy completeness. For example, Neisse et al. [117] define a metamodel
for policy specification using the interaction system design language to generate and refine
concrete usage control policies.

Other relevant research activities present PBM approaches, so that networks can
autonomously manage themselves. Sicari et al. [118] integrate the policy-based framework
for security policies with networked smart objects by implementing a distributed loT
middleware platform, while Ferraiolo et al. [119] present an innovative policy machine that
manages access control policies independently of the hardware and software configuration.
Even though there is no common set of hardware and software capabilities among the smart
nodes, the nodes need to interoperate by defining and establishing the proper common sets
of security policies and services. By analysing the outcomes on the heterogeneity of networks
in the loT in [120], the authors address the difficulties and the key-issues with respect to self-
organising protocols and modelling. They propose a distributed learning method that can be
reinforced by setting the policy-based QoS requirements. The results of the policy-based
system to achieve adaptive QoS routing with increased performance and learning capabilities
are published in [121]. The main goal is to provide improved performance and minimize the
overhead, while other research activities incorporate SLA capabilities in the policy-based
system [122]. The increasingly voluminous interconnected devices raise various scalability,
interoperability and serviceability, while satisfying the resource constraints of the
environment. To tackle this challenge, the policy tool can mitigate network failures and
security attacks without necessitating the development of sophisticated protocols and
mechanisms. For instance, in the case of a failure or a physical topology change, it should be
feasible for the policy engine to trigger an event-based policy action and reconfigure the
network.

By evolving from ASN to M2M communications and loT ecosystems to CPS, the access
control models need to be enriched to efficiently handle attacks and violation attempts. In
this direction, Um et al. [123] propose a Social-Cyber-Physical (SCP) infrastructure, which is
the adhesive entity of the three distinct worlds (i.e. of society, cyber-space and physical
world). Like any other ICT infrastructure, SCP suffers from trust problems that is of paramount
importance when it comes to specific socio-economic systems (e.g. government, economy).
Akin to a policy-based enforcement system, the authors present an ITU-T trust framework,
which consists of the following major parts.

® The trust agent (TA): The logical entity that collects data from CPS environments
9 The trust analysis and management platform (TAMP): The logical entity that models,
reasons and manages the data collected from TA
9 The trust service enabler (TSE): The logical entity that provides (a) trust knowledge of
objects that relate to the service and (b) capabilities of adapting new and legacy
services
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® The trust service broker (TSB): The logical entity that shares and disseminates domain-
specific trust knowledge across domains via TAMPs.

The ITU-T trust architectural framework (Figure 11) aims to strengthen SCP and stimulate
activities towards a standardised development.
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Figure 11. ITU-T trust architectural framework

Um et al. address the absence of a unified approach of trust, security and privacy that
should be coupled for CPS. The modern CPS solutions need to overcome not only the
technical, but also the economic, social and political challenges, all of which illustrate the
necessity for adaptability and increased flexibility in the dynamic environment with changing
conditions. As regards policy-based sensor network management, Li et al. [124] propose a
policy-based assistance system (PAS), which addresses the issue of resource limitation in WSN
by encouraging collaborations of sensors. PAS comprises of four main components:

Communication interface to exchange data with other sensors

Clustering module to cooperate with the sensors in groups

Policy management to allocate and reserve policies

9 Policy evaluation to assess and direct sensor requests for optimizing the availability

(OBNORNO]

The authors key idea for this optimization is to form virtual groups of sensors of similar
capabilities and then perform the policy-based request assignment. Nonetheless, various
challenges still exist on how to orchestrate the components across the services to optimize
the workflows and cut down on load time due to downstream service dependencies. In [67],
the orchestration of different authentication and authorisation processes is presented with
formal policy-based methods to provide secure access to the resources. More specifically, this
work provides the authorisation needs and the architectural artifacts how to facilitate the
development, the enforcement and the management of the access control policies.

2.4.3 Policy-based Service-Oriented Architectures

Most of the pioneering advanced business applications can benefit from solution
frameworks based on the service-oriented architecture (SOA). SOA captures several
architectural best practices, such as providing higher flexibility by enabling the development
of the business applications more quickly and coping with the emerging web activities besides
the changing demands. SOA is also deemed to be dominant in distributed, decentralized and
grid-based heterogeneous environments, like cloud computing, by providing the resources as
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services. However, given that data owners and cloud service providers are not in the same
trusted domain, several security and access management risks arise. Several studies [125]
have reported access management issues and inconsistencies in managing identities and
services, such as duplication of identity and role information across the business processes,
lack of identity data aggregation and increased complexity in the SOA design [126]. Complexity
produces configuration and management overhead (i.e. repetitive tasks for the account and
authorisation management), and results in higher administrative costs along with reduced
usability. These are common complications for the deployment of SOA applications. In order
to ensure a high assurance in the provision of the IAM implementations, the related access
control policies need to be validated and utilised properly. In [127], several frameworks have
been analysed and the authors propose to enforce an end-to-end access control model for
web applications. In this proposal, the access model decision depends not only on the user
intentions, the rule sets, the group memberships and the user attributes, but also on the
enterprise architecture, the cross-domain deployments, the trust model and the authorisation
challenges for each access control system. Among many others, granularity, manageability,
delegation, revocation and composition are critical success access control factors [128].

2.5 M2M security solutions

Security by design for M2M communications should be implemented to eliminate,
minimize, or mitigate various threats. The systems can be protected by network security
principles (i.e. ISO/IEC 27033), storage security (i.e. ISO/IEC 27040) and other infrastructure
guidelines (i.e. ISO/IEC 27003), whereas the application security needs to be realised during
the SDLC of the applications and especially the design, the development and testing phases.
In this direction, the relevant security controls (e.g. secure HTTP headers, JSON/CBOR web-
tokens and cross-site scripting protection) [129] need to be measured and controlled with the
proper security mechanisms and frameworks, as the applications need to continuously evolve
to meet the business needs, adapt to improvements in the processes and securely facilitate
the technology upgrades. For instance, ISO/IEC 27034 offers guidance on application security,
whereas the Open Web Application Security Project (OWASP) testing framework (ISO/IEC
27034 for application security) is widely used to evaluate the application security within SDLC.
To measure the occurrences of specific vulnerabilities, a technique is to measure the
vulnerabilities as software defects per thousand lines of code (KLOC) so as to provide an
indication of the code quality and important security flaws. To avoid security attacks on the
applications, the application security risk model (ASRM) may be used to the determine the
risk levels in the applications and the proper design of cost-effective solutions based on the
appropriate mitigation approaches.

Aiming to increase the maturity of the security engineering processes, the Systems Security
Engineering Capability Maturity Model (SSE-CMM/ ISO/IEC 21827) captures several practices
in use by the industry and describes the characteristics of the security processes. For instance,
the critical infrastructures (e.g. industrial control systems, water and power plants and
defence bases) are considered as complex systems with deep interdependencies and highly
sensitive systems. These dependencies can be dynamically quantified [130] to prepare for
failures (i.e. the critical infrastructures are not operational), otherwise the failure duration
may increase exponentially. For instance, a supervisory control and data acquisition (SCADA)
is a critical infrastructure industrial control system. In regard to this type of cases, Alcaraz and
Zeadally [131] consider the need for prioritising the respective security requirements such as
availability, integrity and confidentiality of the sensitive information. They present the

State of the Art 59



importance of the security, the reliability of the information and the communication. The
authors identify the security requirements in the field of business continuity in critical
contexts, which include Performability, Interoperability, Scalability, Extensibility, Availability,
Reliability, Resilience, Safety, Criticality, Autonomy and self-healing, Usability, and Trust with
collaboration.

These can be used between the heterogeneous objects in order to address anomalous and
threatening situations, while maintaining fault tolerance and a stronger sense of security.
Knowles et al. [132] pose the challenge of balancing safety and security requirements by
engaging the concept of functional assurance. The functional assurance goals include
confidentiality, integrity and availability. The assurance is achieved by assessing the
performance metrics of an industrial control system to determine if failure conditions (i.e.
security and safety states) exist. A fundamental issue is to obviate either injuring humans or
destroying control systems. To maintain the integrity of the data of the connected devices and
the services, requires secure preventive mechanisms in terms of shielding the systems from
physical attacks (e.g. sabotage). The systems need to resist and recover from malicious attacks
or system corruptions. It should also be decided whether to place preventive and defensive
mechanisms before further propagating important assets to the interests of the enterprise.
The organisations invest significantly in reducing the response time and remediating the
impact of any potential security incident. The Security and Event Management (SIEM) solution
can be enhanced with advanced statistical analysis and automated security events supported
by the appropriate security policies to improve the breadth and depth of the access
management coupled with security capabilities. Therefore, it is crucial to design, define and
ensure the proper adequate security policies that can be improved by dynamic access control
mechanisms to support the changing conditions (i.e. time-ranges, significant variations in
weather conditions, climatic changes, health deterioration, domain and runtime identities).
The inability to react and adapt quickly to the changing conditions may result in dire
consequences for the object (i.e. health of the patient) or for the environment (i.e. a fire in
the woods).

Regarding the industrial 10T, new security and privacy challenges arise, because of its
increased diversity and large volume of nodes that have dramatically limited resources. Within
the industrial loT ecosystem various security goals exist, which require certain planning to
prevent the illegitimate access to the infrastructures and services. With the aim to avoid
unnecessary delays in production and loss of revenues, Sadeghi et al. [133] argue that loT
systems require protection against DoS attacks and higher availability. They report that
several attack surfaces of loT currently exist in electronics, software and also human
interaction. The main security objectives of industrial 10T include:

Availability

Prevention of any system physical damage or harm to humans
Authenticity and integrity of any production-related information
Confidentiality of code/data/configuration information

OB OB ORNO)

In [134], the full-threat landscape of ad-hoc and sensor networking for M2M
Communications is explained and analysed. A full taxonomy map of ASN threats is presented
uncovering physical (i.e. disaster, natural outages, hardware failures/malfunctions), cyber-
security (i.e. espionage, interception, hijacking), cross-domain (i.e. device, network,
application) and non-IT related (i.e. regulation, violation of law, contractual implications)
security issues aiming to support decision makers to take informed decisions regarding cyber-
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security, M2M communication security and privacy-friendly design of systems and services.
Additionally, Wang et al. [135] survey and evaluate the potential data privacy threats related
to the M2M data transmissions, such as the unintentional damage and loss of information,
the impersonation attacks, the eavesdropping of user data and control signalling, the
manipulation of exchanged data and the user privacy disclosure (i.e. sensitive data on
location). Barki et al. [136] propose that several design challenges exist in securing the M2M
infrastructure:

® Scalability (i.e. scalable authentication mechanisms for real-time applications and
scalable key management [137] for the large volume of devices)

9 Device heterogeneity (i.e. distinct security mechanisms)

Resource constraints (i.e. utilisation of lightweight symmetric cryptography)

9 Several types of end-to-end communications (i.e. security mechanisms for group and
peer-to-peer communication)

® Delay constraints/real-time communication (i.e. quality of service must not be
affected by the overhead of security mechanisms)

® Robustness (i.e. to employ tamper resistance for avoiding physical attacks)

©

Fadel et al. [138] summarise the security challenges at various levels and focus on the
design objectives for WSN:

® Reliability

® Memory management of the nodes
9 QoS-aware application protocols

9 Low-power consumption

9 Security

Additionally, Barki et al. [136] categorise the security issues of M2M communications into
Six groups:

Key management
Data-origin authentication
Entity authentication
Privacy

Data integrity

Device integrity

[OBNORORIORIONO)

The authors illustrate the paramount importance of the Identity Based Cryptography (IBC)
and the ephemeral identity (pseudonym) in terms of privacy. In order to protect the
confidentiality in M2M communications, various transport layer security protocols are used
to establish a reliable and secure end-to-end communication path. Within the context of M2M
communications, the handling of sensitive data in business-critical environments (e.g.
hospitals, industry and military facilities) poses certain security questions in the
communication process. For instance, the M2M communications are widely used in improving
the functionality of critical infrastructures (e.g. industrial control systems, water and power
plants and defence bases), which are complex systems with various interdependencies and
highly sensitive information. The addition of computing elements to traditional physical
components results in increased complexity and hampers the insight into how the elements
of the system interact with each other. The increased complexity may trigger human mistakes
and operational errors allowing an attack or an intrusion. Considering these issues, Etigowni
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et al. [139] propose the cyber-physical access control solution (CRAC). The authors focus on a
smart grid that comprises of sensors and programmable logic controllers (PLCs). The logical
policy enforcement is achieved by utilising information flow tracking and logic-based context-
aware policies to block arbitrary operations that can impair the entire system or may allow
illegitimate access to sensitive data.

One of the major security requirements in policy enforcement is the detection of policy
violations. Maw et al. [140] propose a model that supports the detection of security violations
by examining the respective audit record in the hosted prevention and detection mechanisms.
The authors also introduce access decisions for authorisation, operational and obligation
policies. Singh et al. [141] enhance the policy enforcement with event-based systems and
address cross-domain policy issues, whereas Sicari et al. [118] propose an enforcement
engine, which supports the management of new policies at runtime without any service
disruptions. Other studies [142], [143] also demonstrate how to enforce security policies and
integrate the defined security capabilities (e.g. identity management, authorisation service)
to present more secure communication models. The above-mentioned security requirements
in M2M communications need to be considered and addressed efficiently.

2.5.1 M2M Working Groups and research activities

Various standards [144] developed by ETSI, IEEE, 3GPP, NIST, Open Mobile Alliance (OMA),
Mobile and Wireless Communication Enablers for twenty-twenty (METIS2020), oneM2M and
Expanding LTE for Devices (EXALTED) are presented in Figure 12.

ETSI Telecom. and Internet Converged Services and Protocols for Advanced Networking [145]
Study on Semantic support for M2M Data [146]

3GPP Service requirements for machine-type communications (MTC) [153]
Technical Specification Group Services and System Aspects [154]

NIST Frameworlk and roadmap for Smart Grid interoperability standards [155]
OMA Open Mobile Alliance: M2M enablers for 10Ts |156]
Open Mobile Alliance and Machine-to-Machine (M2M) communication 1157]

METIS2020 Mobile and Wireless Communications Enablers for Twenty-Twenty (2020) [158]
Service requirements for machine-type communications (MTC) [159]

Technical Specification Group Services and System Aspects [160]

Framework and roadmap for Smart Grid interoperability standards [161]

oneM2M Functional architecture, technical specification [162]
Security Solutions, technical specification 1163]

EXALTED EXALTED system architecture [164]
End-to-end (E2E) M2ZM system-device management [165]

Security, Authentication and Provisioning Solutions [166]

1167]

Security Solutions for P2P Relaying

Figure 12. Standardisation bodies and WGs for M2M communications
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The acquired knowledge needs to be shared with all interested security actors (ISPs, CERTs,
security vendors, etc.), enabling them to make sound security investment decisions and focus
on the most dangerous activities first. Exceptional care can be devoted to impact the level of
confidence of the European citizens in the net economy by leveraging security awareness in
Europe thanks to the gained expertise. Most of the research and project activities have been
conducted to achieve better quality, application and novelty levels. Based on their relevance
to the security and operational aspects of ad-hoc and sensor networks, a reduced subset out
of a large number of projects is presented below providing the short details on the respective
projects.

O]

SemSorGrid4Env [168]: Specify, design, implement, evaluate and deploy a service-
oriented architecture and middleware, which allows application developers to build
open large-scale semantic-based sensor network grids for environmental
management.

SENSEI [169]: Heterogeneous wireless sensor and actuator networks (WS&AN) should
be integrated into a common framework of global scale and made available to services
and applications via universal service interfaces.

SERVFACE [170]: Service-oriented Architectures - User interfaces together with
complex control logic must be developed as an additional layer on top of services.
SHAPE [171]: Semantically-enabled Heterogeneous Service Architecture (SHA). SHA
extends Service Oriented Architectures (SOA) with semantics and heterogeneous
infrastructures (Web services, Agents, Semantic Web Services, P2P and Grid) under a
unified service oriented approach.

SMARTSANTANDER [172]: Exhibit the diversity, dynamics and scale that are essential
in advanced protocol and algorithmic solution for loTs.

SMART-Net [173]: Comprehensive and configurable experimental facilities for
investigation of future wireless networks.

SOA4AIl [174]: Provide a comprehensive framework that integrates complementary
and evolutionary technical advances (i.e., SOA, context management, Web principles,
Web 2.0 and semantic technologies) into a coherent and domain-independent service
delivery platform.

SOCRATES [175]: (Self-Optimization and self-ConfiguRATion in wirelEss networkS) The
project aims to develop self-organisation methods in order to enhance the operations
of wireless access networks by integrating network planning, configuration and
optimization into a single mostly automated process requiring minimal manual
intervention.

SPITFIRE [176]: Semantic-Service Provisioning for the Internet of Things using Future
Internet Research by Experimentation) project is to reduce the effort required for
development of robust and interoperable applications in the Internet of Things. This
facilitates the building of new kinds of applications and services that were not possible
before, thus having an impact on research, industry and private households.
TAMPRES [177]: Improve the trustworthiness of WSN (i.e. prevention of side-channel
and fault-injection attacks, provision of flawless implementation of lightweight
cryptographic cores, attack resistant system architecture).

TECOM [178]: The Trusted Embedded Computing (TECOM) project aims at developing
trusted computing solutions for embedded platforms, which means, that TECOM
ensures especially the security and safety of embedded computing systems and
infrastructures.
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® VITRO [179]: Develop architectures, algorithms and engineering methods, which
enables the realisation of scalable, flexible, adaptive, energy-efficient and trust-aware
Virtual Sensor Networking (VSN) platforms. Simplify the discovery and management
of the underlying hardware and software resources of large collections of
heterogeneous smart objects and scalable inter-objects collaboration. Although
VITRO aims to be application-neutral, the architecture and protocol toolbox is
validated through extensive simulation testing and furthermore implemented in a
large trial of more than 500 sensor nodes.

® WISEBED [180]: (Wireless Sensor Network Testbeds) The project provides a multi-
level infrastructure of interconnected testbeds of largescale wireless sensor networks
for research purposes, pursuing an interdisciplinary approach that integrates the
aspects of hardware, software, algorithms and data. This demonstrates how
heterogeneous small-scale devices and testbeds can be brought together to form
well-organised, large-scale structures, rather than just some large network; it allows
research not only at a much larger scale, but also in different quality due to
heterogeneous structure and the ability to deal with dynamic scenarios, both in
membership and location.

9 WOMBAT [181]: The WOMBAT project aims at providing new means to understand
the existing and emerging threats that are targeting the Internet economy and the
net citizens. To reach this goal, the proposal includes three key work packages:

o) real time gathering of a diverse set of security related raw data

o enrichment of this input by means of various analysis techniques

o root cause identification and understanding of the phenomena under
scrutiny

2.6 Open challenges

As we witness a rapid evolution of X-computing along with the widespread availability of
wireless and mobile networking technologies such as the always on, always connected (AOAC)
usage model, the technological advancements bring forth the various challenges for well-
established, secure and trusted communications. Due to the heterogeneous characteristics,
the restricted nature along with the limited storage and processing capabilities of the
nodes/devices, several challenges remain to be addressed. X-computing requires the devices
to operate efficiently with low-latency, high resilience and high service reliability considering
the critical nature of a number of M2M applications (e.g. in healthcare, critical infrastructures,
transportation etc.). The M2M design should deliver low-power consumption solutions with
small-sized data transmissions at irregular intervals and be able prolong the network lifetime.
The type of the M2M service (i.e. health application, Intelligent transportation system), the
random and nonrecurrent events for a variety of reasons (i.e. traffic congestion, parking
difficulties and free space, weather conditions such as heavy rainfalls/storms, urban or rural
contexts, location, density changes of population) and the condition details of the objects (i.e.
speed of travel, full-deliveries, humidity levels, temperature, shock or damage suffered, high
blood pressure, cardiac arrhythmia, cardio/vascular problems) highlight the requirements for
increased flexibility and adaptability. Therefore, the shifting dynamics of the environment i.e.
mobility, dynamic conditions, failures impose the need to adapt and respond to changes based
on the given security and network policies and take all the proper event-based actions.

The conventional application security solutions and the built-in security need to be
enhanced with policy-based management, event-based management options for adaptive
routing and secure access controls. In more detail, there is a need for a policy enforcement to
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apply the appropriate security policies and ensure data privacy and effective countermeasures
in a dynamic environment. The proper security policies should be enforced in the M2M
services effectively and dissuade from any security policy violations. Any potential service
inconsistencies and policies need to be detected and avoided quickly. Among several other
security solutions, the authentication and authorisation of network access, the access control
mechanisms, the data confidentiality and integrity, and the M2M service availability are
among the critical success factors for the delivery of secure M2M services.

The rapid development of the M2M communication technology stack and the changes in
various applications including firmware upgrades require the detection of the emerging
threats and mitigate them, assess the unknown vulnerabilities and addressing the issues in
security-threatening environments with M2M sensing devices. The security controls need to
protect efficiently the connected devices and the respective applications. A typical example
the loTroop/Reaper malware that refers to a botnet in September 2017. The attackers can
manipulate to get dynamic control of the infected devices and then target anything with an
attack code. The proper evaluation of the security controls and as the policy-based
administration can mitigate security risks to avoid software-related vulnerabilities and remedy
the security weaknesses. Additionally, the imminent quantum computing advancements can
reveal new security challenges for common legacy public-key cryptography. Doubtless, a
greater consideration should be given in order to ensure that the appropriate security policies
and controls provide the adequate security service levels (in terms of security, confidentiality,
authentication, access control, non-repudiation, audit, integrity, authenticity of data,
availability, accountability, privacy, trust) at every (local, national, global) level across multiple
(personal, cross-governmental/inter-agencies, commercial, industrial) domains.

The underlying network, the protocols and the topology (i.e. the heterogeneous ad-hoc
sensor nodes, the M2M clusters) in use play a significant role in the performance, deployment
and operations capabilities. For instance, the non-position oriented protocols do not require
localization mechanisms or GPS for the location knowledge, thus they are more energy
efficient and can prolong the lifetime of the networks and the nodes. From another
perspective, the nodes can be deployed in remote locations with very little or no human
intervention contingent upon the network topology and the dispersion of the nodes. The
unattended nature of the devices also raises certain management and security issues.
Additionally, the restrictions of the computational constraints require allocating more
efficiently and dynamically the energy resources (i.e. consider the power-consumption) to
extend the lifetime of the nodes and manage the growing distributed data volumes of the
M2M devices.

Finally, metering efficiently the technology capabilities of containerized cloud-based
applications requires advanced service models for M2M systems with high quality and
performance service levels. Hence, emphasis is put on implementing one function or feature
into smaller independent granular modules with uServices aiming at a rapid delivery of
changes and increased technology flexibility compared to SOA services, which are more
coarse-grained, request-driven and logically coupled.
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Chapter 3

Core entities

3.1 Outline
his chapter provides the technologies and the methods that have been included in
the target architecture and also explains why these are the most appropriate. It
describes in more detail the research activities and the reference literature about
these methods, such the policy-based network management adaptive routing, QoS routing
and traffic provisioning, the event-based management and the unified access control along
with the access policy engine.

3.2 Adaptive routing based on Policy-based QoS Management

3.2.1 Demystifying PBMN

In a policy-based network it is crucial to identify the appropriate policies required to deliver
the desired performance and quality of service. A Policy-based Network Management (PBNM)
system enables the mapping and the enforcement of policy rules to the network elements.
With respect to policies, the Policy Core Information Model (PCIM) [182] defines that policies
need to be consistent, reusable, clear, well-defined and manageable by the administrators of
the PBNM system and the network components. Several PBNM frameworks and research
activities have been published to date. Doherty et al. [183] presented a distributed data layer
of increased scalability of the client applications by dynamically altering the replication
schemes based on the network state. Raymer et al. [184] incorporated additional
reinforcement and concept learning capabilities. Ozianyi et al. [185] demonstrated an XML-
driven architecture for policy control of Differentiated Services (DiffServ) networks. These
research efforts show the necessity to elaborate further upon the dynamic capabilities of a
policy-based network management framework.

The PBNM system maintains the policy rules and makes configuration changes into the
network via policy decisions and enforcement points. In addition to the policy enforcement,
the system can also validate the policy implementation and check the policy consistency with
the functional and resource constraints within the administration domain under
consideration. The appropriate enforcement of policies on the network components can be
validated through a systematic monitoring of the network resources. Figure 13 illustrates a
typical scheme of a policy-based network lifecycle management based on the IETF policy
framework specifications. Pertaining to cope with the diverse conditions of the user
applications and needs as well as with the heterogeneity of the network elements with their
varying functionalities in the administration domain, a network management framework for
grouping objects and retrieving the fitting policy service needs to be established.

Ty " Policy-based - e J ) ; ""'ﬁér-t\{,vork/
rolicy store | Policies > | management | ConMIEUton, »*  seraine
Policy store/ | /. system changes

Figure 13: A typical scheme for policy-based management lifecycle
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In more detail, the ASPIDA proposed framework facilitates the definition and deployment
of policy rules in order to apply the appropriate resource access and usage. Nevertheless, the
proposed solutions are restricted to static condition-action rules. This framework addresses
the integration of SLA-driven conditions through QoS-aware mechanisms to accomplish
adaptive IGP routing. SLA is integrated with QoS, forming the dynamic policy control. The
performance degradation and SLA conformance are achieved by using event detectors (EDs)
with the appropriate applets. These detectors are utilized to enforce the necessary actions to
influence QoS adaptive routing through the monitoring of the conditions and the collection of
information from the PEPs. In this context, the policy control components (e.g. PDP) can
analyse the weights of the links, apply changes to the QoS service and influence adaptive
routing. If the network conditions change (e.g. traffic increases), then the SLA monitoring
ensures that the appropriate actions take place, when appropriate. A dedicated policy
repository keeps the relevant information and provides the policy information on-demand.
and the information needed to apply the policy control efficiently. The policy rules may affect
the QoS adaptive routing. The QoS adaptive routing framework ASPIDA enhanced with SLA-
driven conditions is presented in Figure 14.

A PBNM SLA-driven
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Figure 14: The ASPIDA framework

In ASPIDA, the PBNM model integrates SLA monitoring, QoS-aware and path discovery
mechanisms ending up with a better network performance. The model identifies the needs
through policy services, such as:

Device configuration (e.g. access filter lists)

Queuing mechanisms (e.g. drop strategies)

Traffic classification/marking/policing (e.g. Class of Service and DiffServ marking)
Resource reservation and admission control (e.g. bandwidth allocation, thresholds)
Service Level Agreements between two adjacent domains
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3.2.2 SLA monitoring

A system eligible to monitor and analyse the performance of distinct administrative
domains can incorporate various SLAs to report the availability of the resources as adequate
or not. The SLA records a collective understanding of a negotiated agreement about the
requirements that have been established. In case of the existence of various SLA metrics, the
SLA needs to report a violation whenever any of the resources fails to meet the acceptable
availability thresholds. In APIDA, the SLA metrics include the followings:

® Traffic conditioners (classification, marking, metering, shaping, dropping)
9 Uptime and path measurements
9 Service performance indicators

In terms of traffic conditions, the majority of the IP routing protocols do not include QoS
and SLA attributes in the routing path selection process. Additionally, due to the
computational needs of the routing protocols regarding the path selection process, the
responsibility for adapting the routing paths to the prevailing traffic falls on the network
operators and the management systems. In ASPIDA, by monitoring and analysing the
utilisation levels, the uptime and path measurements, the resources and the service
performance indicators, the effective routing path is recalculated in order to optimally
distribute traffic across the links.

3.2.3 QoS and traffic provisioning

Most QoS techniques focus on particular SLA indicators (e.g. delay, jitter, packet loss,
bandwidth), because it is often difficult to deal simultaneously with several indicators and
manage possible contradicting outcomes. For instance, minimizing the end-to-end delay may
result in higher packet losses. Granville et al. [186] showed that policies are not sufficient to
provide QoS-guaranteed services, but a global QoS management approach must also be
provided. ASPIDA allows the execution of QoS management in an integrated fashion; routing
computations, QoS and SLA mechanisms. In ASPIDA, the proposed model handles traffic
policies to manage the bandwidth allocation. By incorporating a QoS packet scheduler, the
packets can be moved dynamically at different rates in accordance with the QoS policy. Using
packet classifiers, markers and policers, the model ensures the appropriate levels of traffic
controls and adjusts the bandwidth consumption per classes of traffic. Moreover, this model
addresses the dynamic adaptations of the QoS requirements and the policies to alleviate
under-performing entities and inappropriate resource usage.

3.2.4 Adaptive QoS routing

Due to the dynamic multi-condition changes in the network environment and the rapid
growth of applications demanding high bandwidth, there is an increasing need for adaptive
routing capabilities for improved performance. ASPIDA runs a policy management service,
which adheres to the policies and weights affecting the QoS service, and implements a policy-
based adaptive routing by combining different traffic conditioning mechanisms (i.e. QoS
routing). The network entities are continuously monitored to ensure that the appropriate
policy rules have been applied successfully. When the network conditions change (e.g. traffic
increases), then SLA monitoring and the PBNM system ensure that the appropriate actions
take place.

It is vital to determine the specific node attributes and the lower-level link parameters on
QoS routing, since QoS routing encompasses the collection and the maintenance of the latest
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state information about the network conditions and, utilises QoS requirements in the path-
finding mechanism. An adaptive QoS routing mechanism can be divided into three distinct
functions. The first function provides the dynamic routing algorithm for route discovery and
collects the local QoS-related information enabling routing cost optimization based on
different QoS metrics. The route discovery provides a path-finding mechanism. The second
function uses a local routing table, which is created with QoS related references for each node.
In order to accomplish this function, a local link monitoring function is used. Typically, if a link
fails, then the best route in the new topology needs to be recomputed.

Nonetheless, the applications and the business objectives requirements (i.e. time-sensitive
applications with relative high importance) pose certain requirements along with the
environment (i.e. the network topology), the conditions (i.e. congestion) and the state of the
managed systems. All these can deteriorate the resulting routing performance. For instance,
in the case of suboptimal routing, the policy-based system need to revert back the routing
changes to the original configuration through the evaluation of the appropriate key
performance indicators. Aiming to address this shortcoming, ASPIDA introduces a third
function that utilises a final decision-making system. This system identifies and ranks
alternative routing paths based on QoS constraints such as the traffic distribution rates,
bandwidth reservation and the number of hops. The routing metrics are measurable values
that can be changed based on the decision-making system policy rules, which influence the
new path selection targeting the integration of different modules and characteristics (e.g.
QoS, network diameter, transmission rates, load sharing capabilities) with the changing
network conditions (e.g. traffic load, remaining bandwidth, reserved bandwidth, error rates).
In the case of a link or relay node failure, the algorithm redirects traffic to other paths by
supporting IGP tuning and QoS configuration changes to modify routing towards the
destination. The flows are sent to the destination endpoint, if there is an alternate path. Load
sharing techniques across the redundant paths can also provide increased network efficiency
and performance. Other design challenges involve an intra-domain policy management for
intra-domain routing or an inter-domain policy management for inter-domain routing. Finally,
the model keeps a dedicated policy repository in order to store and retrieve policy information
and the information needed to apply the policy control efficiently to improve the QoS adaptive
routing of positive affect.

3.2.5 Event-Management Routing

Monitoring the network speed, the network connectivity, the throughput, the delay, the
jitter and the packet loss are basic metrics to detect problems, reinforce a new path selection
and configure changes. By observing the network and application event sequences, various
event detectors can handle abnormal and irregular traffic patterns (i.e. bursts, explosion of
streams and messages). Based on the capacity levels/thresholds, the utilisation levels of the
links and the network components, the detectors may trigger the corrective policy-based
routing decisions. If required, the SLA metrics can protect critical traffic, reinforce advanced
routing capabilities (i.e. unequal cost load-balancing) and detect network outages. Therefore,
the network components can be utilised to gather network performance information through
SLA probes and flow export events (i.e. IPFIX, sFlow). These mechanisms can be used explicitly
for application performance monitoring [187]. The information is collected by the centralized
controller, which also performs policy checking and take informational or corrective actions
to keep the traffic classes in policy or improve the resource usage. The appropriate event
sequences are associated with pattern definitions and policy configuration sets to define the
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methods (i.e. applets) that enable the selection of the suitable resources accompanied by the
multi-site aware path control optimization.

In more detail, the event subscribers define the corrective actions associated with the
event. The actions are administered by the appropriate event handlers (SNMP/XML/CLI
agents, or TCL shell methods) [188]. The event manager [189] of the controller can analyse
the events sent by the event detectors as soon the monitored events occur or the set
conditions are met. Several different core components (i.e. security manager, watchdog
system monitoring) publish the events following the policies set by the event subscribers.
Finally, the event classifiers store the event subscribers in the database and they behave as
meta-search engines to retrieve the effective policy. The integration of these components is
depicted in Figure 15. First, the event detectors notify the Embedded Event Managers (EEM)
and next the predefined policy deploys the configuration statements either via applets or
scripts. For example, a Java applet that listens on the ports of a network component can detect
a failure or service outage based on the event criteria. After that, the applet can be triggered
and the remediation policy can be applied (i.e. forward the traffic within a defined number of
seconds). Each policy can be compiled by different applets and is stored in the policy
repository, which supports the creation, modification and editing of policies.

Chang et al. [190] presented how an event-driven policy distribution can be achieved using
an adaptive policy procedure. Examples of event-driven based policy distributions include the
backup schedules, the recovery processes, the database replications, the file system mirroring
and the data/time based configuration of network access. These components have different
functionalities, but they can be integrated into a policy-based management model. By using
this model, the policies can be evaluated, stored, interpreted and translated into an
understandable form to be enforced on the network and system configuration.

Event Publishers

( \
Network Security System Syslog Watchdog
Manager Manager Manager Daemon Sysmon
\ \
\ 4 y ¥ 3 $
/Online cardy ~—— ™ S
—~———_ \_insertion \Threshu\ds (/ SNMP
Y Redundancy
\ Access N\~ — “———///ast—om\\ e = 0 Agent
contrnls /,f—‘-\ —
SIA - . “interactive/ . g
/—-—- \ —
(Nohf\canons S N L Neﬂ:\ow ) l@allabnatv\ (Eatficitins
. /—:“‘/ P, L
Y
m Timer- basecD ( Diagnostics ) Q S5ley j(/ Resource ™y 0
L Agent
\o\utay \_\_1 \_\_/ \dependencw_j/
Event Detectors _‘—-‘ Fi /OIJ;E_L‘\'(\
- (e icatmn\ /d—-‘ Fa\lures\\ 1racl<|ng / ,T—‘\
Rg{igr__/mﬁ Network KPIS)\ ( ystem >
— process cul
“Adaptive ™ /Routm s, B . 0
\bandi\ndth/l (B cha%% k\ pD|ICIEf /l (\S-wnchover/ r'ﬁ>eso_ur<c2 “ Agne
= Admlsswn} < \ _depletion
e =N RPCs
(/ Violation ) \\C_om_tr'o/l/ KJ
N — ' ' TCL
SR
‘ ) N shell
| eem
//"" policies
0s = - Embedded Event 3 | ’
processes Manager X N

8 N s
i S Event
Event Classifiers.

Subscribers

Figure 15: Relationships of event management for adaptive routing

70 3.2.5 Event-Management Routing

Event Handlers



Being able to capture the state of the network components and any excess of the resource
thresholds, then immediate remediation and/or improvement actions can be easily taken.

3.3 Unified Access Control Services

As a result of the growing concerns in access management techniques, numerous access
controls have been proposed recently. Additionally, in light of the emerging cloud computing
era, there is an increasing interest in advanced and secure access control services in X-
Computing that will improve security and compliance. In order to meet both the application
access control and the X-computing requirements, there is a need to safeguard data integrity,
protect data privacy, meet the appropriate audit requirements with on-demand reporting,
ensure effective access certifications, support data and service availability, and increase the
efficiency in policy-driven enforcement of security and compliance rules. In parallel, the
security breaches should be eliminated, while the administrative and operating costs for
access management should be reduced. In addition to the aforementioned policy-based
capabilities for SOA, ASPIDA addresses the access control needs by integrating the IAM
methods supporting the IAM lifecycle processes. The outcome of this integration has been
published in [67].

ASPIDA enables the access to protected resources based on policy-driven decisions and
realises the integration of the authentication and authorisation modules with the access
control policies used by the application delivery platform and the service management
disciplines. The policy-driven access controls and validation rules achieve increased
automation, ensure compliance and deliver better access control service efficiency. The
model is based on a set of standards, such as the policy language, the event monitors and the
policy-based management components. The integrated access control model needs to ensure
a prominent level of assurance aiming to avoid conflicts, inconsistencies and any
unambiguously specified policies. The security and policy assurance, the conformance to
compliance and the enforcement of the policies are achieved by using standard policy-based
management components [10].

The ldentity Management Engine (IDE) maintains the identities across multiple domains,
distributed environments, or cloud systems. The Authentication Service Engine (AuthNSE)
verifies the identities based on the identity data stored across the domains and forwards the
access requests to the Authorisation Service Engine (AuthZSE) to provide the appropriate
authorisation levels. Policy-driven controls and validations are utilised to ensure the
consistency and the integrity of the rules and the access control services, whereas the
validation rules for the policy-based management model ensure that the appropriate policies
and authorisation decisions have been accurately enforced.

3.3.1 Access Control Policies

The access policy rules define the restrictions and the criteria to specify the actions and
the privileges on resources; they allow or deny access to the resources. The definition of the
format and the management of the access policies need to be formulated in multi-level
security classes along with the enforcement of these policies. Therefore, the security and
functional requirements need to be translated into access control policies by using a formal
language to express and ensure the restrictions before granting permissions.

In more detail, the access control policies are composed of rules to be examined while
processing the access requests. A rule is the most elementary unit of policy, which is typically
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encapsulated within a policy. The rules are not exchanged amongst system entities, but PAP
and PDP combines rules in a policy. More precisely, a rule includes a target, which refers to
the set of subjects, the conditions (rule applicability) and the effect, which expresses the
intended consequence (permit or deny) of the rule. The obligation and the advice expressions
define specific actions that should be performed, when enforcing a decision. They can be
associated with either a rule or a policy to return a decision provided that the applicable
attributes (e.g. FullfillOn) are enabled. Table 8 provides the rule attributes and their respective
values, whereas Table 9 depicts the counterpart for the policy attributes and their respective

values regarding the implementation of the policies.

Table 8. Rule attribute template

Rule attribute Value
Rule ID A unique identifier that allows the rule to be referenced within a policy set.
Description A textual description of the purpose of the rule. It typically provides information on most
P of the attributes found in this template.
A description of the kinds of request to which a particular rule applies. If a Rule Target is
not present, the Policy Target is used to determine whether the Rule is applicable to an
Rule Taroet incoming request. When a policy target exists, it is applicable to every rule in the policy
& which does not have its own Target. In practice, a rule target is often more constrained
than the associated policy target, fine tuning to specific Subject/Resource/Action match
criteria that are in the context of the particular rule.
The intended consequence of a satisfied rule. It can take the values "Permit" and "Deny".
Effect The authorisation decision returned by the PDP to the PEP can also include the values
“Indeterminate” or “NotApplicable" and (optionally) a set of obligations and advices
Condition . L
s Represents a Boolean expression that refines the applicability of the rule
}(E)fliiaslgi(())rxllz Operation that should be performed by the PEP in conjunction with the enforcement of
pre an authorisation decision.
(optional)
Advice . . L . . L .
e A supplementary piece of information in a policy or policy set which is provided to the
. PEP with the decision of the PDP.
(optional)
Table 9. Policy attribute template
Policy
attribute VAL
Policy ID A unique identifier that allows the policy to be referenced within a policy set.
Description A textual description of the purpose of the policy. It typically provides information on most
P of the attributes found in this template.
IRmis .. The procedure for combining decisions from multiple rules. Valid values for this attribute are
Combining
. defined below.
Algorithm
The part of a policy that specifies matching criteria for figuring out whether a particular
. policy is applicable to an incoming service request. Contains three basic "matching"
Policy . . .
Taret components: Subjects (An actor), Actions (An operation on a resource) and Resources
& (Data, service or system component). Attributes of the subjects, resource, action,
environment and other categories are included in the request sent by the PEP to the PDP.
Set of rules | A policy set about a specific target consists of a number of applicable policies
Obhgat!ons Operation that should be performed by the PEP in conjunction with the enforcement of an
expressions . ..
. authorisation decision.
(optional)
Advice . . . . . L .
. A supplementary piece of information in a policy or policy set which is provided to the PEP
expressions . .
. with the decision of the PDP.
(optional)

Aside from the integration challenges, the implementation of access policies can be
complicated, as they need to be validated and be compliant with the business needs. Ledru et

al.

[191] demonstrate the validation activities in such security policies featuring
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authorisations. As cloud computing evolves and delivers innovative technologies along with
opportunities in reducing costs and ensuring better results in the policy compliance, further
research activities can reveal how to deploy the access control policies in X-computing
applications.

3.3.2 Access Policy Engine

Concerning the fine-grained authorisation, the access control mechanisms attributes and
classes can be stored in the LDAP server and exploited in the Access Policy Engine (APE) for
the authorisation decision process. The purpose of the authorisation decision process is to
provide the appropriate level of access only to authorised users to perform specific tasks
according to their role and responsibilities. APE utilises PDP to evaluate the policy rules and
to determine the authorisation decisions and responses. For multi-domain and distributed
environments, this can be more complicated utilising distributed decisions points, as the
policy decision engine needs to be unified and consistent across all the systems, when the
policy-making process relies on the conditional criteria and the priorities. Next, PDP evaluates
the access requests against the authorisation restrictions, which have been defined before in
PAP such as the hierarchical, fixed and variable access policies. The appropriate definition of
the access policies is critical for the policy exchange messages, so the PAP provides the
appropriate format of the authorisation policies and ensures interoperability and scalability.
The policy makers need to consider the requirements and the needs of the role memberships
and access to the resources to provision the appropriate policy rules. The PEP receives the
access requests to a resource and grants/prevents access based on the policy decisions.

PIP is used to provide attribute values upon request from the PDP context to assess and
evaluate the appropriate action. It retrieves the information from relational databases
through SQL queries and from directories through LDAP queries. Additionally, the
environmental information can also be used to provide the required attributes such as the
time zone, the language settings and the last login details. Based on the requests from PEP,
which can be encoded in the Simple Object Access Protocol (SOAP) messages with SAML
assertions, PDP consults the attributes (PIP) and policy repositories (PRP) to provide a formal
response back to PEP, as shown in Figure 16. The policy management is performed via PAP.
PIP and PRP are the authoritative sources of the authorisation policy criteria and values, as
the information needs to be validated for consistency checks and compliance tests. For
instance, there is a need to automate the definition of policies based on the toxicity criteria in
order to identify Segregation of Duties (SoD) combinations and separate tasks with role
responsibilities.
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Figure 16: Access Policy Engine
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Another reason to automate the access control processes and compliance checks is to
avoid the duplication of role assignments. Due to the potential numerous roles, when the
subjects request access to several processes, the provisioning and the assigning of duplicate
roles and permissions to allow access to the resources should be avoided.

The APE can be either centralized in Identity as a Service (IdaaS) cases or distributed when
trust relationships have been established among the external trusted Identity Providers (IDPs)
solutions. Policy decisions are also simplified and more efficient, as the PDP takes real-time
decisions based on the defined policies and attributes. Therefore, better fine-grained
permissions can be achieved and any change in the attribute data set can be populated in the
configured access-rights and permissions. A typical example for this case is the delegation of
access-rights and the assignment of responsibilities and tasks, when there is a need to assign
the appropriate levels of delegated rights to another subject. The automated policy decision
workflows reduce the administration tasks to delegate certain responsibilities and verify the
access policies, which empower the subject to access the resource(s). Any further automation
in the policy and SoD enforcement to align access privileges with job tasks can result in
improvements to the periodic access reviews, reporting and certifications to meet the
demanding audit requirements easier.

3.3.3 SOA access solutions

The most common web service (WS) architectures in use are SOAP and REST. Both SOAP
and REST are used to exchange information and implement web-services with the service-
specific APls, when deploying web applications. The XML-based messages are often used for
information exchange between different services. The SOAP messages can be enhanced to
enforce access restrictions to web services with WS-Security. By using either the WS-Security
or the SAML approach, open-standards can be utilised for authentication and authorisation
controls. Moreover, open standards for federation, such as SAML and the Open standard for
Authentication (OAuth), are widely supported by the identity providers and the cloud service
providers to offer access to cloud applications. Concerning the authorisation needs, policy-
based authorisation services can be used to define the appropriate permissions and access
rights to provide the appropriate access levels to the resources. SOAP is utilised for the
exchange of structured information for message negotiation and transmission. Furthermore,
it is used for the setup of the trust relationship between the Service Provider (SP) and the IDPs
[192]. Moreover, the policy engine provides the authentication policies, constraints and
actions to realise the authentication needs for the access requests. The access requests are
then validated against the configured policies for any constraints or actions. During the
authentication phase, the subject needs to be authenticated before access is granted to any
resources.

As SOA necessitates common terminology and semantic, syntactic, technical and legal
interoperability [193], the ASPIDA model incorporates the idea of policy-based management
in access control rules. In this direction, several IAM architectural challenges are emerging for
the effective deployment of applications in SOA context. For instance, Nguyen et al. [194]
propose a methodology for developing security schemes for REST-based (loT) systems of any
kind. Although they propose an increased adoption of REST results in the evolution of
uServices, there is no analysis and inclusion of dynamic authorisation and policies, which are
gaining significant attention.
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SOA solutions need to incorporate efficient access control techniques and adopt the
optimal setup among countless approaches in providing access control services [195]. Web
Single Sign-on (SSO), federated identities, password synchronization and service granularity
can be accomplished through the IAM capabilities, so that SOA is able to address and fulfil
most of the contemporary access management challenges. ASPIDA is an innovative model to
manage the multilevel integration of identity, authentication and authorisation modules
based on formal policy-based methods and access control mechanisms in order to provide
secure access to the resources.

Furthermore, parallel to the continuous developments and enhancements in technology,
organisations continually explore and deploy sophisticated identity, authentication and
authorisation capabilities (i.e. trust and federation, delegated identity management,
password management, multi-domain access) to provide secure access to network and
system resources. Until recently, in light of the increased overhead and security complexity in
decision-making for user access management solutions, most of the IAM tasks were assigned
to the application developers, to the network engineers and/or to the security officers, who
most often had little knowledge about the service processes and needs. As a typical example,
some of these tasks can be related to access requests to grant or revoke access to protected
resources during any Join/Move/Leave (JML) activity in the Organisation. Due to the higher
integration of SOA combined with the increased interest in cloud infrastructure solutions (i.e.
SaaS) and mobility needs, the access control services need to adopt the latest IAM
advancements, such as the utilisation of federated identity management to establish logical
links between the identities and the services in a secure way.

Even though the Role-Based Access Control (RBAC) models have been utilised extensively
as the dominant access control models until recently, they require an efficient and
constructive organisational policy and a hierarchical role-based approach. RBAC lacks
temporal capabilities, dynamic key management and consequently hierarchical access control
models have evolved [196]. Moreover, as many of the models can handle the files but not the
content, Multi-Role Based Access Control (MRBAC) for distributed multimedia systems [197]
has been proposed. Recent works [6] provide techniques for creating a policy-compliant
service composition through a graph, as well as the evaluation of policies during service
compositions and multi-level security classes of information flows [198] for cloud-based
solutions. In the current evaluation process, the necessity for the existence of a minimum
policy model is depicted that can integrate various access control constraints with policy-
based compliant services.

Complexity produces configuration and management overhead (i.e. repetitive tasks for the
account and authorisation management), and results in higher administrative costs along with
reduced usability. These are common complications for the deployment of SOA applications.
Therefore, there is a need to incorporate common terminology along with semantic, syntactic,
technical and legal interoperability. The integrated components should be common
management services, independent of the service delivery platform and the service
administration.
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Chapter 4

The architecture

4.1 Outline
he purpose of this chapter is to describe the reference system architecture derived
from the core entities presented in the preceding chapters. This section details the
policy-based characteristics along with the event-based monitoring capabilities of
ASPIDA and few scenarios are analysed to demonstrate the flows of the messages exchanged
between the entities in the target architecture.

4.2 ASPIDA architecture

Even though some studies [199] propose the enforcement of security policies and access
controls to secure heterogeneous M2M networks, there is an imperative need to address the
service-based development, the service orchestration and the outcomes of services
capabilities in order to protect data exchange (i.e. authenticated calls). The existing research
works [200], [201] neither exploit the SOC capabilities, nor do they apply the enforcement of
security policies across different entities. There is a need to manage efficiently the massive
number of smart objects using automated policy-decision making, orchestrate the services
and improve the secure data exchange in the M2M communication era. A SOA approach can
provide the application of the management policy, optimises the service composition and
enables increased interoperability as well as better message control and improved
information flows. The ability to scale operations, develop new functions rapidly and meet
different demand or capacity levels among a large population of distributed entities are also
important key factors that can be realised with the combination of SOA and policy-based
management methods.

The ETSI M2M functional architecture identifies the functional entities and the related
reference points required to allow the communication of the M2M service capabilities by
including three domains; device, network and application. ASPIDA has been designed to
provide an additional fourth domain (4-tier architecture), the service domain, which
concentrates the services in a loosely coupled way. Hence, the services can be reused by any
of the applications for purposes of integration and realisation into an end-to-end SOA. Thus,
the architecture consists of the following four domains:

9  M2M Device domain, which includes the M2M devices

9 M2M Network domain, which enables the communication with the core network and
provides either the direct connectivity between the M2M devices, or the connectivity
with the network domain via M2M gateways acting as proxies with authentication,
authorisation, management and provisioning capabilities

9 M2M Application domain, which enables the data manipulation and usage by the
business-applications

® M2M service domain, which supports distinct service capabilities

The architecture and the governance of the security and service policies are presented in
Figure 17.
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Figure 17. Four-tier ASPIDA architecture

Monitoring the levels of the unauthorised access requests, the error rate, the out-of-order
delivery and other security attributes could trigger a spontaneous proper policy action in order
to remedy the illegitimate activities, mitigate security issues and handle resource exhaustion
and unreachable nodes. By utilising the service location registry, the service consumers, also
in other clusters, can identify the PEPs in a multi-domain environment and negotiate the
enforcement of the appropriate policies. For instance, if insufficient or no policies are
identified in the visiting cluster, then the visitor PEP consumer can negotiate and exchange
the policies with the home PEP server in the original cluster. It is vital that the service location
discovery supports the policy exchange between the nodes either within the same cluster or
in different clusters in order to enable the policy enforcement requested by the PEP
consumer. Furthermore, in several M2M use cases, the appropriate policies and actions need
to be employed aiming to avoid the needless depletion of the limited bandwidth, storage and
power resources by setting a set of rules, obligations and policies.

The key functions and M2M service connection procedures from the device and the
network domains in the ETSI M2M reference architecture [22] are detached to create the
basis of the service domain. In more detail, the network domain entities communicate with
the M2M Network SCL (Service Capabilities Layer) and access specific M2M services, and
various functional components coupled with processes (i.e. the M2M SCL, the M2M
management functions, the event-management) reside in the service domain to enable
secure data transportation over the reference points.

Additionally, the exchange of data between the entities and the resources is supported by
the respective reference points; the device application interface (dla) between a
device/gateway application and the respective device/gateway SCL, and the M2M application
Interface (mla) between a network application and the Network SCL. These services are
included in the new service domain consolidating the M2M services that can be reused by the
M2M applications, as depicted in Figure 18.
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Figure 18. SOC capabilities of ASPIDA
4.2.1 Architecture domains
Device domain

The connected devices have an immense potential, but also consist of a heterogeneous
collection of communication models, diverging and often competing technologies, numerous
standards, restrictions due to limited hardware and software capabilities, and finally
distributed trust-less environments. Moreover, the continuously increasing volume of devices
and traffic requires additional resources and improvements in security and processing
capabilities [202] [ETSI TR 102 691], in several ways:

9 Augmented security, privacy and safety needs because of emerging threats (e.g.
cyber-attacks, industrial espionage, potential destruction of national infrastructure)
and potential vulnerabilities

® Larger population and usage coverage of the connected devices

9  “Smarter” objects, communities and Internet of Everything®® — IPv6 ready to support
the high number of objects

The devices need to gather and/or disseminate the data, such as the health and mental
status, the driving/working conditions, the location and the environmental settings/values.
The devices are vulnerable, as security is not typically part of their design and they usually
have very few security capabilities. For instance, the firmware and software update process
may have serious security risks that could put the communication or the data in danger (i.e.
insecure or lack of software updates as the devices are difficult to update, the devices are
rarely updated, leaving the devices open to be updated with new software results in high risks
of malicious activities). Since the smart interconnected objects (i.e. sensors and RFID tags) are
often unattended, severe security consequences may be suffered (i.e. capturing and
compromising the objects) that may have a range of impacts on the service levels. Finally,
monitoring, controlling and managing the devices is not always feasible in devices that further
deteriorates by the limited security capabilities.

16 The Internet of Everything (IoE), http://www.cisco.com/web/about/ac79/docs/innov/IoE-Value-
Index External.pdf.
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Network domain

Multiple factors can affect the security of the network and the communication between
the devices and the applications, as presented by Pathan [203]. Certain policies may be
required to control the data at specified intervals or dynamically allot network resources to
support an increasing number of loT devices. Moreover, the network needs to cover the data
transmission requirements despite the finite network resources. The transmitting ranges
should be defined for optimal network setup with the purpose of prevailing capacity,
performance and scalability problems. The sensor nodes are equipped with sensing
capabilities and the sensor networks are mostly focused on sensing environmental data (i.e.
patient’s state of health) and conditions (i.e. monitoring a room to keep track of
environmental such as temperature and humidity) in real-time.

The ad-hoc networks are widely used in emergency situations due to human-activities
(accidental, on-purpose) and natural disasters. Hence, the ad-hoc nodes can establish links
among the participants such as multimedia sharing for mobile users in a localized network and
in short-range communications. In the case of sensor nodes, the data is being transferred to
the computational centre via the sink node, while in ad-hoc based scenarios the data can be
shared on peer to peer applications (i.e. PDAs/tablets connected in a single-hop ad-hoc
network during a healthcare conference providing increased mobility to the participants and
sharing data among themselves). To deal with the IoT requirements, such as latency, energy
efficiency and mobility, fog computing has been presented as a better alternative for loT
compared to cloud-computing [204]. The solution can be amplified with service health
checkers and off-loading with load-balancers in order to enable the seamless operational
controls and services. Among various network-related security concerns, the wireless medium
is highly prone to security threats and only a few gateways can support encrypted
communication channels.

Application domain

The application domain enables the data manipulation and usage by the business
applications. Given the wide range of these applications in various environments (i.e.
healthcare, industrial, home automation), various techniques can be used. In principle, the
software used in sensor networks is simpler with fewer hardware requirements, but the
sensory data and applications are evolving rapidly. Among several areas of sensor network
applications and monitoring, the healthcare can be cited (i.e. wearable devices specially
adapted to be attached to the surroundings of the users or worn on the body surface), as well
as fitness, area and region, air-pollution (i.e. concentration of malicious gases), military
applications such as battlefield surveillance, industrial (i.e. vehicular, machine-health and
preventive maintenance, data-logging, data-centre), supply-chain and management, facility
management (i.e. control of leakages in nuclear plants, intrusion detection with camera-
equipped sensors), disaster relief operations, landslide detection, forest fire detection, water
quality, waste, natural disaster prevention, biodiversity and wildlife observations, intelligent
buildings (i.e. ventilation, air-conditioning control), telematics, transportation and traffic
management, weather forecast (i.e. ocean temperature monitoring), avalanche detection (i.e.
sensors with location-based capabilities) and others. Concerning the ad-hoc networking
applications, typical examples are the military cases, which allow the maintenance of an
updated status about the equipment and the exchange of real-time information between the
soldiers and the headquarters.
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The heterogeneous devices connect to each other for data exchange and information
sharing. The network should facilitate the service discovery and registry on the given
constraints of the infrastructure such as on limited resources, mobility and dynamic context
[205]. Although conventional approaches utilise the proper middleware technologies to ease
the growth of advanced sensor services like the use of virtual sensors in Smart Environments
[206], others [207] propose a SOA-based approach for the wireless networks without the need
of a middleware advocated by standardised and open solutions. Nevertheless, various security
and governance issues arise to ease the administration of the applications in integrated or
cross-domain environments.

Service domain

The proposed service domain removes procedures handled previously by other domains
aiming to increase abstraction, reduce the computational load of the first three domains and
enforce better security controls for the M2M applications. This results in higher availability,
re-usability and the capability to combine the offered web services irrespectively of the
underlying technologies (i.e. Java, .NET) as well as it achieves a greater level of flexibility and
independence between the infrastructure and the interfaces in use.

There is a clear evolution in the enterprise architectures, which raises the need for better
orchestration of the integrated services to ensure efficient, reliable and secure data exchange
between multiple devices and the applications. In this direction, ASPIDA is an integrated
architecture reinforcing policy-based controls and accomplishes the realisation of a higher
scalability due to the inherent necessity to represent diverse types of context information
within multiple services. This modular architecture focuses on a strong decoupling of the
processes and simplification improvements by providing higher level abstractions, and
alleviates security threats on event-based M2M communications.

4.2.2 SOC capabilities

The service domain in the policy-based ASPIDA architecture incorporates SOC capabilities
(i.e. service registry, service requester, service provider, service analytics) and security
functions such as the generation of keys, generation and validation of certificates, validation
of signatures and other security measures to fulfil the service challenges, design constraints,
security requirements and policy enforcement goals. The analysis and the development of the
appropriate rules are incorporated in the service domain. New policy servers can be
discovered automatically with a service location discovery functionality.

This novel domain employs SOC capabilities in order to enable the service and security
mechanisms with the appropriate policy-decision and policy enforcement engine. The service
registry improves the performance and efficiency of the model by offloading computationally
demanding tasks of the service capabilities to the service domain, which provides the
respective policies for the device, network and application domains. The web services registry
includes the web-service details, which is a service broker for both clients and providers. These
services can also be automatically detected and offered by the service discovery component.
In such cases, the services are accompanied by the necessary meta data to be successfully
registered and located. With the convergence of data, the service analytics captures the data
and offers an improved extended insight of the services. ASPIDA collects the environmental
information and data by incorporating such a service analytics component. The service
analytics component enhances the event management with the proper alerts and data
analysis, and extracts the data elements from the service components. Consequently, the
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service reports (i.e. related to performance, quality) can be produced and potential issues can
be identified with the M2M resources or configuration. The proper reference interconnection
points need to accommodate the related interactions (i.e. registration, request to access,
event and configuration management).

The service domain capabilities can simplify the dynamic service redundancy and the
sufficient capacity of the policy-based enforcement system due to the agile nature of the
interconnected objects (i.e. nodes moving from cluster to cluster). Using a hierarchical control
of the policy-based components, the control can be transferred and delegated seamlessly
from the service to other infrastructure components. Simultaneously, service discovery
functionalities need to manage efficiently and effectively the enrolment requests regardless
of the number of services and devices. Other SOA-based solutions can enhance the
performance also improve the security and the operations, such as data analytics handling
with a service analytics component for event management in order to produce the proper
alerts and service reports (i.e. related to performance, quality). Hence, the service domain
employs an integrated policy-based service along with security management capabilities
including interactions with the nodes in the device domain, the access and core network in
the network domain, the data and various applications in the application domain. The policy
manager orchestrates the security policy management and optimizes the automated
interactions with the other components. Figure 19 depicts the building blocks and the
interactions concerning the message exchange and the communication flows.
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Figure 19. Interactions & service capabilities of M2M Service Domain

The SCL of the M2M service domain runs across all the other M2M domains and exposes
the functionalities (service registry, management objects, etc.). The mla is used for the
interactions with the M2M network application and the network SCL, whereas the dla is used
for the interactions with either the device application or the gateway application.

4.2.3 Policy enforcement in the service domain

In this section, the analysis of the security policy enforcement of ASPIDA is presented. New
services can be established to utilise the existing code for re-usable services. The policy engine
needs to allocate and manage the resources in an efficient way, and mitigate any security risks
such as vulnerabilities, nefarious activities, abuse, eavesdropping, interception, hijacking, loss
of information, attacks and media failures. It is expected, though, that a SOA approach can
simplify the administrative management and the overhead by establishing appropriate
security policies to monitor the events and conditions, the interconnected objects and the
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services. For instance, in the case of an ASN in which the devices are resource-constrained in
terms of computation and power capabilities, the policy engine needs to allocate the
resources in a more efficient way during the deployment of the relevant policies in order to
ensure the operations of the specific target in question.

In the context of SOA, the service provider initially publishes the services in the registry
(i.e. an XML-based registry to describe, publish and utilise the services). New services are built
to establish, or leverage existing code for re-usable services. The service registry maintains a
set of published services with their associated service properties with the purpose of
facilitating any subsequent queries to the service registry originated by the service requester.
When the client queries the services, the relevant registered service provides the requested
information. The requester searches for a specific service in the registry and in the case of an
existing and valid service forwards the request to PEP to intercept the request into the
appropriate format (i.e. using a SOAP transport message). Then, PEP invokes and binds the
methods of the requested service to the service provider that provides back to PEP the
outcome of the service request. Finally, PEP acts on the received policy decision and translates
the updates into the appropriate format for usage, which is then communicated to the
publisher component (i.e. notice-board, APIls, text-messages and notifications). Upon
receiving a request by the service-provider, PDP evaluates the service request based on the
managed policies already defined by the policy manager in PAP. PAP feeds the policy store
repository with the policies. The relevant policies to the specific service request are retrieved
and consulted by PDP to reach a decision. If there is no blocking or negative policy decision,
PDP retrieves the necessary additional service data from PIP, which offers the interface to
collect the appropriate service data related to the service request. The policy decision,
supported by the service attributes, is forwarded to the service provider to resolve the
request. The detailed structure of the policy enforcement methods and of the corresponding
abstract interactions is shown in Figure 20. Figure 21 illustrates the interactions of the entities
by using a UML sequence diagram that depicts the detailed messages exchange in a time-
order manner. Upon receiving a request by the service provider, PDP evaluates the service
request based on the managed policies already defined by the policy manager.
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Next, PAP feeds the policy store repository with the policies. The relevant policies to the
specific service request are retrieved and consulted by PDP to reach a decision. Provided that
there is no blocking or negative policy decision, then PDP retrieves the necessary additional
service data from PIP, which offers the appropriate service data related to the service request.

4.3 Summary

Considering the recent rapid advances and the respective security challenges, ASPIDA
introduces a policy based management model to facilitate the enforcement of the security
policies to comply with the security objectives. One of the major challenges for M2M
communications is to support a large device volume with various heterogeneous
characteristics and different mobility profiles by meeting the resource constraints
requirements. For instance, higher energy efficiency and reliability are among others the main
design objectives for the M2M devices. These requirements result in compact physical size
and lower power consumption in a resource constrained environment. Hence, these should
also be considered in the design of low latency, high resilience and high reliability services
considering the critical nature of several M2M applications (e.g. in healthcare, critical
infrastructures and transportation). Additionally, by using the proper SLA related metrics, the
operations and performance efficiency can be controlled and further analysed. An SLA-driven
adaptive model is presented in [122] to depict how to employ policy based decisions.

In the context of distributed, multi-domain and often unattended M2M networks, the
multi-level policy approach can provide improvements in policy composition, enforcement,
validation and conflict resolution. Nevertheless, various complicated issues may arise such as
the semantic interoperability, the definition of concrete policies, the multi-domain policy
consistency, the policy refinement and the completeness.
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Chapter 5

Security management

5.1 Outline
rom a distinct perspective, ASPIDA can also address the access control challenges of
the M2M communications in the SOA policy based management processes. In this
chapter, the security and access control characteristics of ASPIDA are analysed. More
specifically, the identity, the authentication, the user roles, the authorisation access control
levels and the rule validation mechanisms along with the integration of the respective
modules with the proposed architecture are presented.

5.2 Incentive

In the last few years, several applications (e.g. transportation, human/inventory tracking,
water/energy distribution and quality monitoring, personal area and home and habitat
networking and monitoring, data centre monitoring, disaster avoidance and recovery, military
surveillance and industry operations, medical/healthcare monitoring, process monitoring and
smart spaces) rely on the capabilities of the M2M communications. These applications collect
the environmental conditions along with the physical information from the M2M
measurement nodes in order to process, analyse and present the measurement data. Several
security and service quality issues arise due to the:

9 high number of interconnected heterogeneous smart objects
9 use of various networking technologies for the M2M communications
9 distributed nature of the smart applications into consideration

In respect to the network communication protocols, the M2M environments need to
support secure cross domain information exchanges among several smart interconnected
nodes. Because of the distributed and dynamic nature of the environment, the M2M nodes
are free to move, trigger a high rate of physical topology changes and operate in an
unattended fashion with very limited maintenance support. These fundamental M2M
characteristics complicate the operations of the routing and management protocols, increase
the security risks and raise a greater potential for security issues [1]. Hence, it is important to
integrate the IAM methods with the policy based SOA management and the service
management disciplines, when accessing identity data and supporting identity life cycle
processes.

5.3 Security challenges

The traditional security mechanisms are not always applicable for M2M implementations
making the M2M security management extremely difficult. For instance, the M2M wireless
communications inherit additional security threats and operational constraints compared to
their wired counterparts, albeit additional and exceptional characteristics. Taking into account
the M2M characteristics, there is an imperative need to meet the security requirements and
to address the appropriate access control services on the identification and privacy protection
technologies. Among others, the distributed nature of the pervasive device domain, the
resource constrained devices, the interconnection requirements of the network domain (i.e.
connectivity with other networks, roaming, control functions, scalability and resiliency) and
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the various M2M traffic patterns in diverse application domains play a significant role in M2M
communications.

Although the M2M networks may not be accessible from the public networks, there are
numerous security threats as the M2M networks need to be integrated with other networks
for business development, maintenance and troubleshooting purposes. Since the classic
security mechanisms consume significant amount of energy and the connected devices have
limited cryptography and access control capabilities, the current security models are not
always a suitable option for the resource constrained M2M environments such as Virtual
Private Network (VPN) and Transportation Layer Security (TLS) for the network and transport
layers. Hence, new security controls and light weight mechanisms need to evolve (i.e. hash
and XOR computations, password hash values and mutual authentication by using pre-shared
keys). The security solutions for the endpoints should be used in accordance with the engaged
protocols and the security management solutions aiming to achieve secure communication
and manage efficiently threats, vulnerabilities and breaches. In order to mitigate the security
threats in M2M communications, various methods have evolved like intrusion detection
systems and anomaly detection technologies for detecting zero-day attacks. In the cases
where immediate detection is required (i.e. critical infrastructure), apart from the
conventional cybersecurity countermeasures, some solutions are based on the high sensitivity
detection of behaviours of information networks in order to detect suspicious activities. In
this vein, Tanaka et al. [209] have developed a layered architecture with relay devices
between the sensors and the cloud. These devices collect the massive amount of sensory data
and detect likely sensor problems.

In order to achieve an effective use of the M2M applications and improved service levels,
the service needs combined with the security requirements should be identified properly and
the available constrained resources should be managed efficiently [210]. In this vein, the
policy-based management allows the creation of the necessary security policy expressions and
afterwards their deployment. The benefits of this approach arise as the M2M communications
develop, the criticality of the service and the information availability increases and the
resources become more complex. Hence, a principal factor is that these resources can be
accessed and become available to the interconnected M2M components using interoperable
services in a secure manner. The existence of a service orchestration is crucial to improve the
resources management, whereas SOA allows the reusability of the web services contrary to
other architectural models. Considering the numerous security threats, the rapidly increasing
traffic volume, the computational limitations of the connected objects and the distributed
nature of the objects, the reference architecture models need to focus on the adequacy of in-
place security controls and the performance indicators. The appropriate security rules need
to be enforced in order to mitigate the security risks/threats and ensure the appropriate levels
of runtime security maturity.

Furthermore, special attention needs to be paid to develop and select the appropriate
M2M device management and communication protocols, as the M2M devices may work
under severe resource constraints and have limited processing capabilities. There is a need
for appropriate data and messaging protocols to achieve the reliable and secure
communication between the M2M devices and the applications. As mentioned in Chapter 2,
various lightweight open standard protocols have been proposed for use in real-time
communication, such as the Advanced Message Queuing Protocol (AMQP), the Extensible
Messaging and Presence Protocol (XMPP), the OMA LWM2M and the MQTT protocols
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enabling the communication and message exchange, where a small code footprint is required
and/or network bandwidth is at a premium. Some of the M2M transport protocols like MQTT,
CoAP, XMPP and AMQP are not suitable for real-time applications with high sampling rates
due to the high latency. These protocols lack open-source libraries for constrained devices
and do not provide automatic discovery. [211] presents measurement frameworks and
metrics for resilient networks, runtime reliability, automated recovery of the services and how
to extend the use of metrics for policies and procedures. Thus, the creation of certain
condition expressions enables the realisation of the benefits of the policy-based management
approach, which arises as the M2M communications evolves and the resources become more
complex. Others [212] developed a tool that provides a benchmarking analysis of the most
relevant M2M transport protocols showing that many of those protocols are not suitable for
real-time applications with high sampling rate due to the high latency for eHealth solutions
[213].

With respect to the end-to-end security and resiliency, various challenges are spread
across the domains and trust boundaries. For instance, several application level interactions
take place between the devices regarding the data workflows and the message exchanges.
Therefore, it is crucial to identify the entities to be granted access to the resources across
multiple areas and to standardise the access requests, so that M2M data can be distributed,
searched and retrieved by authorised clients. The devices and the clients need to be properly
identified, while logical links must be established between the identities and the services in a
secure way. Considering the higher integration needs with SOA, the growing interest in cloud
infrastructure solutions (i.e. SaaS) and the increasing focus on increased mobility, the access
control services must utilise the proper extensions to carry identity data as dictated by the
authentication and authorisation protocol. For instance, XACML can be utilised to define,
evaluate and process the access control and context-aware policies. The system needs to
secure the data exchange in the information retrieval, while ensuring a prominent level of
assurance and preventing any ambiguous policies. All these can be achieved by using standard
policy-based management methods.

Given the widespread distribution of the devices, the solutions should facilitate a
sustainable, scalable and secure management of the devices and the applications should allow
the extension of the controlled objects to meet the increased demands for more condensed
device density or to provide wider area coverage. Moreover, the solution should be topology-
agnostic and resilient by design for fast recovery. The systems should be designed to account
a fast deployment. New challenges emerge in terms of interoperability due to the
heterogeneity and diversity of the technology in use, the fragmented and proprietary
environments, integration inflexibility, the lack of management control of the full list of
devices, the ownership complexity and vendor lock-in.

Intended for securing the M2M communication, the Datagram Transport Layer Security
(DTLS) [214] can be used to provide channel security and TLS support for COAP. Keoh et al.
[215] demonstrate a review of the communication security solutions for loT using public-key
in DTLS negotiating DTLS extensions such as the fragment length negotiation extension to
reduce the amount of fragmentation and fine-tuning DTLS functionality. Additionally, in the
cases where a pre-compiled list of identifiers is used, the M2M data collection server keeping
all the identifiers can associate the endpoint with additional information for the originator
and instantiate the relevant DTLS sessions for access control needs.
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Focusing on the potential service inconsistencies and the required policies across the
heterogeneous smart M2M nodes and clusters, there is a growing need to manage efficiently
the software-related issues of the M2M communication components and remedy any existing
security weaknesses. Typical examples are the non-invasive attacks on cyber-physical
systems, which pose a considerable threat to sensitive devices by potentially impairing them.
In [216], the authors describe the development of a prototype to allow an Anti-Lock Braking
Systems (ABS) spoofer to initiate such attacks and evaluate the potential consequences to
these attacks. Among others, there are serious concerns regarding the corruption of the
sensor measurements in industrial plants [217], such as the case of the Stuxnet malware over
specific SCADA components (i.e. Programmable Logic Controllers — PLC).

5.4 M2M authorisations

M2M authorisation services play an increasingly vital role in the development of the
current connected applications and have attracted considerable interest. Considering the
M2M constraints and the distributed nature of the devices, the M2M devices and the
communication modules should enable the transmission of context and/or authenticated
information to the application servers. Additional services can be supported such as data
collection, remote control operations, real-time monitoring, malfunction detection and
reporting functionalities. Highly demanding scenarios can be revolutionized when realised
with the use of policy-based management for M2M devices in the case of critical applications
and dynamic environments (e.g. changing conditions, user/object attributes) [218]. For
instance, in the case of Intelligent Transportation Services and in the need of coordinating the
demand-response of the vehicle charging stations information, the distribution network
needs to provide responsive, reliable, low latency and real-time communication services with
localized control [219]. The entities can be authenticated according to their attributes (e.g.
electric vehicles, natural gas vehicles) and the changing environmental conditions (e.g.
location-based services, localization services, service availability, traffic models, queuing
mechanisms), which can affect the access policy decision making. The collected data can be
utilised to manage these devices, create alarms and notifications, trigger the required actions
and optimize the service efficiency [76] [ETSI TS 102 689].

The unique characteristics of the M2M communications require a new set of approaches
to address the technical and security challenges that arise. The M2M devices run on batteries
and have limited storage and computational capabilities [220], which influences the choice of
the appropriate authorisation solution. For instance, the candidate solutions may not support
a full HTTP stack or a device discovery/registration process, a lack which impacts the selection
and enforcement of an effective security model and the resulting veracity. Hence, access
delegation must be enforced in a controlled manner in order not to jeopardize the security of
the system, such as the integration of the access control scheme with controlled access
delegation capabilities. Moreover, the M2M ecosystem needs to support security services like
validation, authentication and authorisation between the originators and the applications.

Recent research and industry activities focus on the M2M dynamic authorisations with
policy-based capabilities in pursuit of a systematic empirical research to address an extensible
scheme approach to support the secure message-exchange, the dynamic authorisations for
uServices and the access control requirements. Preuveneers et al. [221] demonstrate the
enforcement of the authorisation policies based on the Universal Scalability Law to their
throughput measurements. The efficiency curve demonstrates the latency overhead of
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delegating the policy to another one along with the performance trade-offs of policy
delegation. The delegated policy evaluation leverages feature toggles that are managed at
runtime by software circuit breakers in order to secure the distributed data processing
workflows. They propose the development of the pServices framework using the Spring Cloud,
the Netflix Hystrix library and ForgeRock’s OpenAM deployed in a docker container. However,
there is no mechanism for controlling and evaluating the access delegations given the
complexity of the authorisation policies and the computational characteristics of the solution.

Aiming to support the policy-based capabilities and accommodate the dynamic nature by
collecting the event-driven updates, proposed architecture in [222] introduces additional SOC
blocks in the typical architecture of ETSI [22] [ETSI TR 102 690]. The architecture also facilitates
a series of security enhancements for M2M computing and dynamic authorisations. Through
the security policy enforcement, the architecture addresses a SOA based on security policies,
which alleviates security threats on event-based M2M communications. Addressing and
managing efficiently the security for each domain of the proposed architecture with a policy
engine and incorporating the M2M service requirements, the security service levels of M2M
communications can be improved. The architecture incorporates a standardised horizontal
M2M service domain with the required capabilities, facilitates the evolution of the
appropriate security policies and ensures the interoperability between the device, the
network, the application and the service domain. The attribute-based policy evaluation
enables the rapid delivery of changes and increased technology flexibility. Finally, the model
is also applicable for cloud-based scenarios and for capability-based exchanges to gain access
to the resources, as presented in the following sections.

5.4.1 Policy-driven authorisation management

The most usual examples of changing operational conditions can be found in the cases of
healthcare monitoring, military activities and extreme event responses (i.e. hurricanes,
storms, floods, droughts, forest fires, earthquakes, volcanic eruptions, landslides). For
example, a common scenario includes the protection of critical infrastructures, the critical
military/civil surveillance applications used for forest fire monitoring and building security by
unattended and resource constrained-devices often located in areas with low or poor network
coverage. This requires a secure framework to accommodate the dynamic authorisations and
the technological innovations in X-computing. The convergence of these approaches is also
vital toward a standardised architecture enabling the inclusion of the technological changes
and towards the facilitation of the simplification besides the explosion of new opportunities.
For instance, in general the remote devices used in surveillance are assumed to be restricted
in resources (in terms of storage, processing) and with limited computational capabilities.

In [223], an innovative policy-driven authorisation (PDA) for uServices scheme is proposed
to enable valid access token exchanges with respect to the enhancement of the overall
security (authenticity, confidentiality, integrity, privacy). In terms of policy management, the
policy enablers (PEP, PDP and PIP) reside centrally on independent pServices to avoid
consuming computational resources from the constrained devices. Event-based changes
enable the enforcement of the updated and applicable policies. They also empower PEP to
publish the corresponding effective policy decision. New protected resources can be
registered and added spontaneously at runtime on an as-needed basis such as the User-
Managed Access (UMA) protocol [224] where the resource owner can control the protected
resource access and the authorisations. Nevertheless, the approach raises various
implications regarding the architecture and the capacity management, because of the
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introduction of new additional resource servers required to manage the real-time changes.
The PDA scheme accommodates the dynamic nature by collecting the event-driven updates,
which present changes in the status of the entities and the conditions. Event-based changes
enable the enforcement of the updated and applicable policies and empower PEP to publish
the corresponding effective policy decision. The event management capabilities address the
dynamic authorisation challenges that cannot be performed with static access control policies.
In addition, the M2M solution provider needs to control and implement the respective
security functionalities by ensuring the efficient communication of the micro-segmented
services.

The authorisation provided to access a resource relies on various checks (i.e. platform,
reputation, risk, payment-based) and can be either static or dynamic. Dynamic authorisations
allow a formerly restricted M2M device to access and perform newer operations on
resource(s) hosted at the M2M Gateway [225]. A service layer dynamic authorisation function
ensures the policy provisioning and configuration along with the policy evaluation and
enforcement to process and resolve the access requests. Other research activities [226]
describe the implementation and the design of the capability token-based system for secure
access control in M2M and, more specifically, in Internet-of-Things (IoT) environments to
improve the process time of access control by using capability tokens. Conclusively, there is a
necessity to develop dominant security controls required by uServices to handle the advanced
M2M communication requirements with policy-based management techniques. In this
context, S. Cirani et al. [227] propose an architecture targeting HTTP/CoAP services to provide
an authorisation framework, which can be integrated by invoking an external OAuth-based
authorisation service (OAS).

5.4.2 Capability-based access control

In order to provide a very high level of security assurance, advanced data protection and
increased security, the applications can generate a capability (i.e. an access token) that
provides access to the protected service(s)/resource(s). Multiple methods can be utilised to
generate a capability and, thus, to increase the application security protection. The secured
claims can be expressed by Concise Binary Object Representation (CBOR) [228] and utilise
CBOR Web Tokens (CWT), which are derived from a JSON Web-Token (JWT) [229] for secure
and stateless authorisations. This approach enables the access control systems to manage the
creation, the delegation and revocation of the tokens. CWTs can be used as authentication
credentials to control access for IoT systems that use low power technologies. In [230],
Gusmerolia et al. describe the Capability-Based Access Control system (CapBAC) that utilises
PDP to process an access request. The system retrieves the relevant access control policies
from the policy repository and allows PEP to delegate/enforce the access decisions. The
distributed nature of the loT solutions often requires the certificate management, the
authentication and the authorisation processes to be independent. The distributed
management of the authentication requests without a centralized control entity is
demonstrated in [231]. Other proposals [232] support the authorisation decisions based on
local conditions offering Capability-based Context-Aware Access Control (CCAAC) where the
contextual information is of very high importance for critical operations networks.

5.5 Securing with ASPIDA
Motivated by the above, there is a need to address the hinderances to grant or deny access
to the resources, uncover the open issues with policy-driven decisions to enforce the proper
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rules and orchestrate the key-components to manage efficiently the access control services.
The access control services are the essential building blocks in realising SOA. The
authentication and authorisation of network access, the access control mechanisms, the data
confidentiality and integrity and the smart M2M communication service availability can be
imposed with policy-based methods ensuring the secure delivery of the smart M2M services.
In [233], a consolidated model is presented to integrate these components based on policy-
based access controls that can be enforced to ensure the conformity of policy decisions.
ASPIDA is an inclusive PBM access control architecture, which supports the policy-based and
integration capabilities. The architecture offers automated maintenance of the policy sets and
controls, improved efficiency, simplified management and support of several types of
environment (i.e. enterprise, service provider). ASPIDA introduces the integration and
deployment of the proper security policies in the M2M communications services to
strengthen and improve a robust security management. The architecture also manages the
multilevel integration of identity, authentication and authorisation modules based on formal
policy-based methods. Access control mechanisms can be provided for secure access to the
resources.

5.5.1 Integrated access control model

As there is an increasing interest in advanced and secure access control services with a
delegated authorisation policy to mitigate security threats and improve compliance, ASPIDA
consolidates and integrates the authentication, the roles and the authorisation policies
providing a holistic policy-based access control model. The model incorporates an Identity
Service Engine (ISE) module, an Authentication Service Engine module (AuthNSE), a Role
Mapping Engine (RME) and an Authorisation Engine module (AuthZSE).

ISE stores the identity data and provides the necessary information for the subject to be
authenticated and authorised. The subject can be a user or a group of users and the
information needs to be accessible by other entities, such as by other users, resources and
objects. Upon receiving a request from an entity, ISE examines the identity data against a
predefined set of identity attributes of the subject, the profile types and the resources to be
accessed. The profiles associate the users and the groups with a set of data that describe their
characteristics. For instance, in an attribute-based access control environment, the access
controls facilitate the initiation and the efficient termination of a user access request. Identity
management is very challenging as it may associate hardware devices (i.e. Secure Signature
Creation Devices — SSCDs), software tokens and security/network equipment with the subject
to be uniquely identified. Additionally, the maintenance of identity information in multiple
identity systems increases the risks of identity data exposure. In several cases, the identity
management solutions support not only the standard identity management capabilities (i.e.
provisioning, de-provisioning, recovery, updates, suspending and unsuspending), but also
additional functionalities, such as Single-Sign-On (SSO) and Single-Logout (SLO) across
providers in a circle of trust. ISE also manages identity policies in the service domain and
facilitates the identity data flows required for authentication, authorisation and accounting
operations. In the case of multi-domain and distributed environments or trusted multiple
systems, there is a need to allow access to objects and resources outside the local domain of
control. Thus, it is necessary to formulate, standardise and regulate not only cross-domain
access and authorisation controls, but also the attributes of the subject, the identity policies
and the data manipulation for a seamless cross-domain attribute exchange. As the identity
information can be distributed and replicated across multiple identity systems, there is a risk
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that the data may end-up out-of-sync and inconsistent. The role of ISE is crucial, as there is a
continuous need to cope with security threats, such as data loss, data leakage and
unauthorised access to protected resources. Moreover, several risks in identity and account
management emerge related to the legal ownership of data complications, the lack of
interoperability among the systems, the existence of multiple proprietary protocols and the
complicated application of specific identity management work streams. Therefore, it is
imperative to identify the risk event types and mitigate them by enforcing a strong
authentication framework against stolen identities, leaked credentials, or infected devices.

AuthNSE is used for authentication purposes that may provide various API interactions
with the applications. AuthNSE receives the access requests from ISE and realises the
configured authentication policies including the policy subjects, constraints and actions. The
access request is subsequently redirected to IDP for validating the credentials. This is achieved
with the use of secure communication protocols along with secure directory information
sharing. The solution can also be enhanced with strong and multi-factor authentication
options. Special restrictions may be applicable (i.e. external third-party or cloud service IDP
authentication are not allowed) in order to conform to the exceptional and specific regulatory
requirements. Additional privacy and security constraints (i.e. mandatory protected
transport-layer connections, data integrity, auditability for fine-grained user access,
separation of user management authentication with application access) also affect the
authentication service implementation and integration. At a minimum, the providers need to
offer user authentication and authorisation enforcement. In ASPIDA, ASE verifies the subject’s
identities (i.e. username/password, digital certificates, biometrics) against the identity data
which are kept in the identity data stores (i.e. in the Active Directory Domain Services - AD DS)
via the Lightweight Directory Access Protocol (LDAP) message exchange. The identity data
repositories keep the information about the users and the application permissions, while
LDAP is used for the queries and account synchronization between the IDP and the AD DS. The
original request is initiated by the client to the SP in order to gain access to the web
components or to the cloud computing resources. In Figure 22, the client challenges the IDP
and the Security Token Service (STS), which is provided through the use of the appropriate
APIs. STS issues and provides the security tokens in order to establish a trusted relationship
between SP and STS.
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SOAP is utilized for the exchange of structured information for message negotiation and
for transmission. It can also be used for the setup of the trust relationship between the SP and
the IDPs. The engine provides the authentication policies, constraints and actions in order to
realise the authentication needs for the access requests. The access requests are then
validated against the configured policies for any constraints or actions. During the
authentication phase, the subject must be authenticated before access is granted to any
resources.

In order to define the roles that provide the appropriate access rights and permissions,
RME defines a set of permissions, roles and policy criteria. The RME also maintains the role
memberships to achieve consistent information protection, while the proper controls ensure
the appropriate access levels. RME maintains the role policy and determines the entitlements
and the role memberships. The policy exchange messages between the policy makers and the
role managers can be formulated by using a standardised policy language. In this case, the
policies need to address the association of roles with the resources, the hierarchy and the
management of resources with the access control management. The policy engine is
integrated with RME and the role manager of RME controls the assigned roles to the subjects
based on specific attributes (i.e. organisation user manager) and conditions (i.e. expiry date).
For instance, RME determines the contractor’s temporary data analysis access to a system
component for a limited time and restricts access to another resource. In this scenario, the
policy defines the role and the combined permissions of the subject, the authorised sessions
to access the resources and the access control conditions in the enterprise or in the
organisational policy. The RME determines whether the role policy is evaluated and applied
according to the role memberships, the entitlements and the decisions in each context.
Various other complications can be encountered during the definition of the policies in terms
of the semantic and syntactic consistency, as well. Thus, the validity of the policies should be
verified to ensure the policy enforcement and the conformance with the policy constraints

AuthZSE defines the authorisation decisions, the resource authorisations, the
authorisation hierarchy delegation, the secure access management actions and the changing
access rights without modifying roles. Upon receiving a request, AuthZSE applies the
appropriate access controls, which incorporate the policy subjects, the resources, the actions
and the authorisations. The authorisation policy sets define the actions and the privileges of
an entity on the resources. This brings forth numerous security and operational issues related
to the delegation procedures, the secure access management of shared resources, data
confidentiality, system dependencies, integration limitations with SOA and many other
obstacles. The goal is to provide access to the target resource or service only to authorised
entities that undertake specific duties. The access control policy management models may
have different policy support capabilities and administration mechanisms. The access control
service should define the application-level operations with the access policy rules based on
the access criteria (i.e. sensitivity classification) and the infrastructure constraints (i.e.
heterogeneity, cloud computing platforms, technology limitations), while the operational
constraints are governed by the access admission policy decisions rules. AuthZSE utilizes
various mechanisms and coordinates with different components to prevent unauthorised
access. In principle, the SOA context should be decoupled from the authorisation policy and
the associated decisions. The authorisation policy should be defined in the XACML policy
document and retrieved on-demand during an authorisation request. The authorisations on
protected resources can be granted to the entity and revoked either statically or dynamically.
The appropriate role patterns need to be defined in the security authorisation restrictions,
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although in the case of many policies for various providers there might be performance and
scalability issues. Then, the access policy engine maintains the specified roles and uses a role
repository to store the mapping between the roles and the permissions for a predefined
period and, optionally, under certain conditions or special restrictions (i.e. exceptional access-
rights or restrictions to access specific objects and resources). The role memberships are also
deployed and maintained according to the enterprise administration along with the resource
policies.

The respective policies from multiple sources along with the SoD definitions can be
authorised by the policy rule validator. Special attention should be paid to the existence of a
large number of policies from multiple sources, as it is likely that there are difficulties in
deploying and implementing the appropriate policy decisions. In order to prevent any
contradicting requirements, detect access rights conflicts and resolve any policy violations,
ASPIDA introduces a policy rule validator. The validator can detect non-conformities and
violations to ensure policy consistency and checks the data quality of the configured policies
for missing/invalid data information. Any conflict and violation determined under the review
process can be resolved by the policy rule validator utilising a set of service policies and
hierarchical resources to detect and manage the policy violations. The policy rule validator
monitors the system and assesses the privileges, the roles and the resources, and reports any
deficiencies besides violations. The access control remediation mechanism resolves any
conflicts or violations because of misconfiguration and not because of applicable policies,
fraudulent or negligent activities. When a policy violation or non-conformity occurs, a policy
review process is triggered for the conditions and the policy data sets [234][233]. Vance et al.
[235] manage to reduce access policy violations through user-interface artefacts. During the
review process, the policy checker validates the updated configuration, whether the violation
has been resolved, so that the appropriate policy remediation is applied. The policy checker
reviews ensure the existence of the appropriate level of access controls to prevent from
malicious, careless or exploited threats to eliminate the disclosure of data and unrestricted
access to protected resources. Apart from the policy checker, the APE should monitor for
unattended or unauthorised usage of the resources. The system introduces a remediation
indicator to provide a better suggestion, whether this is a real conflict or not. If the problem
is real, then the validator is expected to provide a high value to the indicator. Otherwise, the
indicator gets a low value. In order to execute the conformity checks, the compliance policy
conflicts are configured in the validator (i.e. regulatory constraints on data types, security and
network management, access-control, business needs, work flows). The policy verification
tools can provide the deviations and the conformance to the specified policy rules, and
integrate with other security systems such as the Security Information Management System,
and the Log and Embedded Event Managers. This allows the facilitation of the use of event
detectors for parser-based events. Based on the event criteria, an action is executed during
which the detector waits the policy to exit.

The access control model offers the interconnection interfaces for external IDPs through
delegation authentication, federation services or other security token services, when there is
a trusted relationship with other IDPs. The authentication module requires no changes of the
communication protocol, the SPs or the external IDPs. This functionality is transparent and
the SPs are not aware of the external trusted IDPs. The SAML assertions are forwarded to the
external IDPs to avoid copying code and functionalities. The integration with other trusted
external IDPs provides a secure means to improve user experience, minimize the user
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administration overhead and federate with other systems that have shared or merged
resources. Hence, the policy rule validator ensures policy conformance by performing the
appropriate validation controls and policy rule checks and resolving any policy conflict.

The consolidation of the policies and the integration of the aforementioned modules
facilitates a holistic policy-based access control approach. The integrated components (Figure
23) are common management services, independent of the service delivery platform and the
service administration.
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Figure 23: Integrated Identity-Management model for SOA

System Model and Definitions

The model enables an authentication decision to be requested from PDP. In this subsection
a paradigm is presented where a SAML protocol response for an authenticated client is
analysed. In more detail, PDP considers that the assertion subject (S) and the assertion
resource (R) are both associated with the specified attributes response (A) to construct the
assertions from PIP and PRP based on the given constraints (N) and on the context (C). Next,
the authorisation function for each policy in the set of this context and permissions (C, P)
returns a value to the EventMonitor that triggers an action upon the specific subject, the
resource and the context (S, R, C), if necessary. Eventually, the authentication assertion is
generated and consumed by the downstream web-services. By monitoring the appropriate
sets with these objects, the proper policies for the appropriate targets can be handled to
generate the necessary assertions, as shown in Figure 24.

S&subject(assertion); R&resource(assertion);
C&context(request); A<attribute(PIP);
N<constraints(conditions); Pépermissions(assertion);
PDP<PIP(S,R,A) A PRP(S,R,N);
for policy in PDP(C,P) do

EventMonitor<-authorisation(policy)

if EventMonitor = ‘0’ then exit

else action(S,R,C) return;

LoD RrWNR

exit

Figure 24: Access control policy algorithm

Reviewing the location of the rules, the targeted objects and the operational failures are
key factors with a view to improve the model and avoid any inconsistencies. Additionally, in
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the interest of ensuring consistency, improving the performance and fulfilling the security
requirements for unified access control services, ASPIDA amplifies the policy capabilities by
utilising a set of standards, such as XACML, SOAP envelopes, messages and SAML assertions
to integrate the modules. Figure 25 presents the architectural overview of the ASPIDA and the
access request flows from the subject to the protected resources.

In more detail, the access request is redirected from SP back to the subject and then the
request is encoded in a SAML authentication request. Once the subject has been
authenticated, a SAML authorisation assertion is inserted into the SOAP message. Provided
that the assertion format and the processing requirements are met [236], and the security
filters are successful, then the assertion can be consumed by a downstream web service. The
SOAP messages with SAML assertions can provide PDP with the necessary information by
consulting the attribute and policy repository to collect some more attributes from the
subject, the environment or the resource store (i.e. the file system database). Finally, PDP
provides a formal response back to PEP to enforce the policy decision and grant access to the
subject.

5.5.2 ASPIDA authorisations

The software developers need to face several challenges in the design and in the
implementation of new devices, gateways, applications and services. Mobility, mission-critical
devices, needs for real-time updates, gateways in use for military purposes and data privacy
for e-health cases pose software and configuration requirements in order to implement
reliable and secure solutions. This section describes the ASPIDA in terms of the policy-driven
authorisations by utilising token-based exchanges for gaining access to the resources and to
the pServices in the resource-constrained M2M ecosystems. The system architecture enables
higher technology diversity and independence between the dynamic authorisation and the
policy-based management by dividing the architecture description into domains, layers and
views. By utilising uServices technologies, the architecture enables higher technology diversity
and independence between the dynamic authorisation, the policy-based management and
the SOC services. Additionally, the reference architectures can be used to meet the challenges
in the simplification of the development of the appropriate solutions. A proof-of-concept is
developed to evaluate the characteristics, perform a comparison analysis of the proposed
solution with other frameworks and illustrate the diverse types of authorisations supported
by the proposed framework. The proposed scheme and the authentication flows facilitating
the message exchanges between the involved entities provide a series of security
enhancements for M2M computing.
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Figure 25: Overview of the model
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The key entities involved in the authentication flows facilitating the message exchanges
are summarised below.

® C(lient, which often represents the application to gain access to the protected
resources.

® Authorisation Services, which negotiate access to the resource and verify the access
rights of the originators.

9 Resource server, which provides the protected resources and receives the requests
from the clients.

9 Originator, which refers to the M2M device or the end-user application (i.e.
mobile/smartphone application) that initiates the requests to the resource server.

® Policy Information Point (PIP), which acts as a source of attribute values needed for
authorisation policies.

® Registrar, which stores the created capability tokens and responds to token
authentication challenges by the resource server.

9 Policy Administration Point (PAP), which includes a policy store (a repository with the
policies) and provides the authoring and maintenance of the policy sets.

9 Policy Enforcement Point (PEP), which intercepts the resource access requests,
submits the resource decision request and enforces the authorisation decisions.

® Policy Decision Point (PDP), which interacts with PIP to retrieve the relevant
authorisation policies and attributes and then evaluates the access request providing
an authorisation decision outcome to PEP.

Figure 26 illustrates the full interactions between the entities in the policy decision
authorisations in the case of M2M resources. The originator (i.e. the M2M device) needs to
communicate over constrained networks to send the access request to the resource server,
which provides the protected resources and receives the requests from the client (i.e. the
application). A capability token is generated and exchanged with the originator to get access
to the protected resources or the restricted service. The resource server utilizes the
authorisation services to validate the capability token and determine whether to process or
deny the request. The resource server may utilize an external authorisation server for the
verification of the capability tokens (i.e. a database lookup in the token table) and uses the
dynamically established keys to protect the resources. The authorisation services interact with
the Registrar, which keeps the created capability tokens and provide the successful/error
capability token response to the client with a set of claims / context / attribute values to the
resource server about the authorisation. For instance, the authorisation services need to
verify the validity of the capability token and that the access rights can be exercised. The keys
need to be provisioned for generating and verifying the tokens with the resource server in
advance, whereas the client needs to be trusted by the registered services before initiating
the request. Additionally, the revocation of the tokens ensures that there are no stale
requests. This capability is achieved by adding a lifetime to the tokens.

In order to facilitate and resolve authorisation policies at runtime, the capability token
passes to the APl endpoint and calls the relevant policy method. Then, PEP intercepts the
access request to determine whether to entitle and authorise the client to the resource. PDP
evaluates the relevant policies so as to accept or reject the request. Upon receiving all the
relevant attributes from PIP along with the access control policies from the policy store, PDP
generates the policy decision. Provided that all the authorisation checks (i.e. subscription,
payment-based and platform validation checks) have been completed, PDP updates PEP with
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the policy decision granting access to the protected resource based on short-lived capability
tokens issued by the token authority for a finite amount of time and without sharing the
originator’s credentials. Access can be granted temporarily given the related attributes, the
conditions and the originator’s needs. Eventually, PEP enforces the appropriate authorisation
attributes decisions and delegates the access decision.

The decoupled pServices realise the processing of the requests where the communication
is widely based on COAP methods (i.e. GET, POST, PUT and DELETE). The binary encoding of
the COAP message header and a small subset of options are required making them suitable
for loT systems that use low power technologies. More precisely, the originator needs to
communicate over constrained networks to send the access request to the resource server
asynchronously over COAP messages. A capability token is generated by the originator and
the resource server utilises the authorisation services for the validation of the capability
token. Afterwards, the resource server consumes the capability token for matching the
responses with the requests independently from the underlying messages. The resource
server utilises an external authorisation server for the verification of the capability tokens (i.e.
a database lookup in the token table) and uses the dynamically established keys to protect
the resources.
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Figure 26. Policy-driven authorisations

5.5.3 Relationships

ISE provides the identity and policy management procedures along with control functions
for identity and policy definition. The users (U) have access to a given set of services (S) and
they have been assigned a set of roles (R) in order to perform specific actions (Act) with
respect to the users’ requests, their duties and the compliance with the policies (Poli) and the
business needs. Thus, each user may be assigned to one or more roles and each role (r)
permits one or more actions (Act;). Furthermore, each action should follow the appropriate
policies and implement the necessary controls. In terms of the associations, the ASPIDA model
defines the following relationships:
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Vu e U - (ry,...17;) (5.5.3.1)
Vr € R - (Acty, ... Acty) (5.5.3.2)
Vact € Act - (Poly, ... Pol,) (5.5.3.3)

AuthNSE receives the access request from ISE and performs the authentication policies,
constraints and actions. The users’ entitlements are managed and enforced across a variety
of resources through a set of privileges (P) across the resources (Res). Each action is related to
one or more privileges (pi), which may provide access permissions and assignments to
resources (res;, i.e. systems, data) across multiple locations to the users.

Vact € Act = (py, - Pn) (5.5.3.4)
Vp € P - (resy, ...resy) (5.5.3.5)

An identity assertion is created during the authentication request. Notably, there can also
exist authentication constraints when trying to access the protected resources. For instance,
an access request may be protected with SSL, may imply multi-factor authentication needs or
enforce additional proxy authentication constraints.

u; € U;res;, res; € Res - u; may access (res;, res;) (5.5.3.6)

RME defines the role policy and determines the entitlements and the role memberships.
Apart from the relationships (5.5.3.1), (5.5.3.2) and (5.5.3.3), the RME may also incorporate a
role policy making process to specify the appropriate roles and restrictions. For instance, the
role lifecycle management, the role of review process and the role of retention policies are
typical examples to be undertaken by the RME.

Vr € R - (poly, ...pol,) (5.5.3.7)

The AuthZSE includes the delegation and secure access management actions, the resource
authorisations and the access control operational issues. More specifically, the delegation
actions can be the carry-over of responsibilities to other people to undertake their duties,
while secure access management options could be the classification of data sensitivity and
confidentiality, the special treatment of the resources and authorisations, but also the
management of user roles, operations and permissions.

u; € U;r; € R;act; € Act —

u;, u; € U;n, 17 € Ry acty, act; € Act (5.5.3.8)

9 The principle of minimal privilege or of least privilege (POLP) giving a user account only
those privileges, which are essential to that user's work is enforced.

Ui Uy Uq € U1, 75 € R = (5.5.3.9)
The approver u, assigns only r; to u; and not 7;
The approver u, assigns r; only to u; and not to u;

9 The privilege revocation is giving up some or all the privileges the user possesses, or
takes the privileged rights away.

u;, U, € Uy, 15 € R; act; € Act; p;,pj € P
- U, removes r; from u;; (5.5.3.10)
u; cannot accomplish acti anymore
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® The privilege escalation is the act of exploiting access and gaining elevated access to
resources that are normally protected from an application or user, usually for
unauthorised actions.

u; € U;ri,rj € R;actj € Act - 1; c 7

u; gains elevated access 1; to perform act; (5:5.3.11)

® The privilege bracketing is a temporary increase in software privilege within a process
to perform a specific function.
U;, Uy € U;ri,rj ER; act; € Act »1; © 7
uq assignes 1 to u; to perform act;; (5.5.3.12)
uq revokes elevated privilege r; from y;

® The privilege separation is necessary when a program is divided into parts which are
limited to the specific privileges they require to perform a specific task.

u;, u; € Uy, 15 € Ry acty, act; € Act -

5.5.3.13
aCti, aCt]' * Q, aCti V) aCt]- = aCtij ( )

The privilege separation may also separate the privileged parts of the system from its
unprivileged parts by putting them into different processes, as opposed to switching between
them within a single process.

u;,u; € U; PP € P;resi,resj € Res;acti,actj € Act
— create new priv.parts res;;, resj;
new unprv.parts res;,, res;;;
res; Nres, = @;resj; Nresj; = @;
res;; Ures;,; =res;;res; Ures; = res;;
p1 — (resiy, resj1), p; > (resp, res;;)

(5.5.3.14)

The Rule Validator authorises numerous policies from multiple sources. Various
contradicting requirements, access rights conflicts and violations need to be resolved
efficiently.

u;, u; € Uy € Ry act; € Act (5.5.3.15)

Finally, there is a variety of SoDs that need to be managed either at the service
management level or at the application level before the approvers authorise access to the
resources. These SoDs should be defined in advance through a set of policies and internal
controls (Pol) in order to prevent any ‘toxic combination’ of roles and privileges to the users.

Vsod € Sod — (pol,, ...pol,) (5.5.3.16)

A SoD policy prevents the assignment of roles that would allow performing contradicting
duties that may result in accidental or deliberate fraud.

u;, U, € U; 7,1 € R; act, act; € Act —
u, requests assignement of 1; to u;;
pol; is triggered and verifies if r; # rj; act; # act;
if not, the request is rejected

(5.5.3.17)

The framework also covers conformity checks for compliance policy conflicts, which should
be configured in the policy rule validator. Policy conflicts may result into violations (Vio).
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u, assigns ri, 1y tow; —
1; € act; and 1; € act; then (5.5.3.18)
act; Nact; # 0or {actj, acti} tigger Vioy;

5.5.4 An applicable case type

In this dissertation, a family locator application that lets the family members accurately
locate each other is considered. In case of emergency, the authorised security guards should
be notified and be able to access the precise location of the person whose life or health is in
danger. The policy-based methods allow access based on the device location (e.g. area,
region), the time and the date of the request. Additionally, various premium subscriptions can
be used in the policy definitions offering better and higher quality services like who has access,
which case data, the valid period of the request, the given purpose and the type of the request
(e.g. health emergency, life-threatening and violent events). Hence, the guards can be granted
access by enabling temporal delegations based on highly dynamic conditions and environment
attributes (e.g. system time, device type), despite having the same access rights and roles. The
dynamic authorisations support the complex policies to allow access to the patrol company
based on the dynamic environmental settings. In order to implement our distributed
capability-based access control approach, CBOR is used for the representation and the format
of the capability token because of its suitability in constrained environments, such as those
expected in loT scenarios. When CBOR data protection is needed, CBOR Object Signing and
Encryption (COSE) ensures the necessary security levels (i.e. encryption). The separation of
the request and the access tokens also helps to reduce fragmentation. The COSE Web Tokens
(CWTs) support built-in expiry mechanisms, they are designed for small code and message
size and they can be used in the COAP responses enabling fine-grained access control
information within the token. The business policies can also meet the growing number of
regulations (e.g. EU 2016/679 [237] on the protection of personal data to protect patients’
privacy during patient’s data sharing for healthcare and research purposes). Figure 27
presents the authorisation after a successful login in the application.

{

" id": "login 1",

" version": 1,

_source": {

"log format": "http",

"docker swarm service name": "public-access",

"http authorisation": "Token eaJdhbGciOiJIUzI1NiJS.eyJqdGkiOiI4k1l0s06eM",
"docker container id": "7f2fffbfd4ffe23620bfa56£f4b76131a8b5792c395£f",
"http x forwarded proto": "https",

"http duration": "0.385",

"http sent body bytes": "117",

"tag": "Tf2fffbfd4ff",

"docker image id": "sha256:9811fc4fd48dabffdc6eSef3c497£dc33308a904a5b2",

"

"http sent content type": "application/json",
"http duration numeric": 0.385,

"jwt claims": {

"sub": " Locator App LogIN",

"scopes": [

"access"

1,

"Jti": "8edaf959-7361-48ec-af29-eceda53d965a"

}y

Figure 27. Authorisation token to get access
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Nevertheless, the authorisations can be revoked either on-demand, or after a definite
period. The access control policies can be created with a view to facilitate and improve the
family locator application interactions such as the dynamic authorisations to premier
transportation services (e.g. taxi, shuttle bus, rental and leasing) based on a subscription and
payment model as depicted in Figure 28. Alternatively, access can be granted to security
wardens, emergency and rescue services for life-threatening cases (i.e. panic-mode) based on
the enumerated risk management and threat levels, as shown in Figure 29.

{
" id": "Premier Services policy 1",
" Version": 1,
" Statement": {
"Resource": [
"subscribedservices: :${fam:memberid}/",
"subscribedservices::${fam:memberid}/*"
]I
"Action": [
"fam:GetSubPolicy",
"fam:GetSubStatus",
"fam:ListSubServices"
]I
"Effect": ["Allow"]
br
}

Figure 28. Dynamic authorisation policy for premier transportation services

{
" id": "Panic Mode policy 1",
" Version": 1,
" Statement": {
"Resource": [
"subscribedservices: :${fam:memberid}/",
"subscribedservices::${fam:memberid}/*"

]

"Action": [
{"fam:memberid":"Reason", "value": ["*","Alarm", "Extreme conditions!"
]
"Principal": "x",
"Effect": ["Allow"],
"Conditions": {
"any": [
{ "field":"threat level","operator":"greater than","value":"normal"},
{ "field":"extr condition","operator":"greater than","value": "normal"}
{ "field":"high risk events","operator":"is","value":"present"}

i
by

Figure 29. Dynamic authorisation policy rule for panic-mode

Each authorisation policy rule embraces a unique policy identifier, the version and the
statement that expresses the relevant permissions, the resources (required) describe the
object(s) referred to the applicable uServices, the effect (required) to allow or deny access,
the actions (required) describe the type of access that should be allowed or denied, the
conditions (optional) when the policy is in effect and the principal (optional) specifying the
object(s) allowed or denied to access the resource(s). The dynamic authorisation policies
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allow/deny access to the protected resources (i.e. services and operations) based on the
access control decisions.

5.5.5 Additional case studies

Two simplified case studies are demonstrated here on how to enforce the SOA policy-
based access control model by controlling and restricting access to the protected resources.
In the first scenario, access to project management files is analysed. When a project manager
requests to access the details of a specific project, she needs to be granted the appropriate
permissions for each object. A project can be publicly accessible, accessible to the
organisational units and the project managers groups, or accessible to specific individuals and
classified access groups (i.e. for restricted, confidential, military projects). Thus, the
authorisation policy, the permissions and the entitlements need to be specified in advance
through PAP. The information is kept in the policy database and the attributes are kept in PIP
(i.e. consultant/employee, types of sensitive/confidential resources). The initial request of the
project manager is sent to the application that keeps the files, which can be stored locally or
in the cloud. Then, the request is redirected to the authentication services. Now, there is a
need to validate the project manager’s identity in the directories or in the case of delegated
authentication in the external IDPs. However, the subject is granted access to the resources
based on the assigned roles and permissions to individual objects or specific groups. When
the subject requests to modify a resource (i.e. the master project management file), then the
subject needs to be authenticated against her credentials and user attributes to get access to
the protected resources. If authenticated, PDP evaluates the authorisation request upon the
PIP’s and the policy database’s information, and grants or rejects access. In the case of cloud
computing or distributed administrative domains and federated identities, an interconnection
is also required. The APE controls the rules and the policy governance for any access requests
as well as the validation response for authorisation requests. The enforcement of the
appropriate access control policies is performed upon a subject’s access requests and by
conducting conformance checking with verification tools for XACML policies [238].

In the second scenario, the provision of public administration services and the production
of copies of birth certificates is analysed in the context of dynamic authorisations. Typically,
the individuals can order a copy of a birth certificate through the portal of the Register Office
ordering service. The services communicate by passing identity and personal data between
the local and the central register offices. SOA is the model, which is delivered by central and
local/regional governmental authorities (i.e. local register offices). The use of SOA in the
implementation of e-government services aims to improve the interoperability and the
efficiency of services used by the governmental agencies. The model can also maximize the
integration and the orchestration accomplishments for these services. In terms of user access
management services, the SOA based solutions need to review the integration and
implementation with access control services and the respective business process modelling
flows. The flows should define the appropriate access controls to secure the online resources,
restrict access to sensitive personal information (i.e. Social Security Numbers, driver’s license
information, medical history and birth certificate details) and refrain from abusing the
resources, avert masquerade attacks, or getting unauthorised access into e-government user
data repositories. Although the access controls can be implemented based on Discretionary
Access Control (DAC) or Mandatory Access Control (MAC), Temporal-RBAC is the most
attractive solution to provide such e-government services. Temporal-RBAC supports
information hiding with time varying nature, SoD and least privileges principles, which are
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critical for the provision of e-government services. Each performing public servant in the
Register Office is given the least privileges required to perform specific operations. The
servant can access specific resources and execute the appointed tasks. Access to the resources
is granted based on the servant’s enterprise role. The type of the contract and the
employment status determine the corresponding access control level for each public servant,
while strict auditing infrastructure services such as transaction monitoring, event handling and
error logging ensure the identity data integrity, accountability, confidentiality and access
control requirements.

As the service governance model defines how to administer and maintain the services, role
engineering and modelling should be defined and linked with dynamic human resource
management. The administration of these services is achieved with policy-based mechanisms
needed to enforce the governance decisions that reflect the structure and rules to be
supported. Policy constraints or conflicts concerning the service orchestration and routing
need to be resolved efficiently. For instance, a birth certificate request can be forwarded to
another region, where the requester is registered. An authorised/delegated person ordering
the certificate can be different with the name on the certificate. Special conditions may also
be applicable for citizenship or conflicting laws regarding nationality, which need to be
resolved based on formal procedures (i.e. policy language). Therefore, certain types of policy
testing need to be conducted. The more extensive the policy tests and the evaluation of the
policy sets are, the greater the confidence in the service assurance and the smaller the risk in
policy conflict.

From an administrative point of view, the access rights need to be up-to-date and
monitored regularly. The access can be revoked due to administration policies, employment
status changes, or security reasons. For instance, an employee may have to move from the
Registry Office to another public administration body, as there are changing capacity assets
and human-resource needs. Consequently, the ex-Register Office employee’s access-rights
must be revoked. The access decision rules can be formulated according to the regulatory
compliance. For instance, the Register office activities and tasks need to be compliant with
the legal framework to offer these services (i.e. protection of personal data, privacy laws, EU
regulatory framework). For instance, compensations, expenses and allowances should be
reimbursed and allocated, provided that no individual public servant handles any combination
of the record keeping, the authorisation and the reconciliation roles. In the absence of these
controls, there can be potential fraud risks for unchecked faults or abuse. Therefore, not only
there can be policy constraints, but there can also exist remediation policies to resolve any
exceptions or to certify the exceptions as permitted.

In the ‘read’” access-level, the public servants use the values or the data set of the
authoritative service data source (i.e. the tax clearance) as the requisites for multiple input
administrative procedures by having access to the set S-read, but they cannot manipulate the
user data records. In other cases, (i.e. e-Administrative fee payments, social security
allowances and unemployment benefits), the appointed servants may execute transactions at
‘execute’ access-level S-exec. Additional verifications and validations can be imposed to
access the user attributes or modify the user data. The workflow sequence is depicted in
Figure 30.
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Chapter 6

Validation

6.1 Outline
his chapter describes the design of the evaluation, the validation methods and the
respective outcomes of the experiments in the context of network and security
policy-based management. The data gathering methods are explained followed by
the data and statistical analysis, and the performance measurements are compared with
other similar frameworks. More specifically, this chapter considers the:

9 Evaluation framework and the methods for the policy-based management approach
to formalise and control the behaviour of the network and the service domain in the
context of policies, SLA, QoS, security, authentication and delegation

9 Description of the experiments design to run the necessary tests

® Description of the distribution and the justification for the type of samples of the
methods for making observations. Moreover, the description of the data analysis and
tests are also included

6.2 Evaluation framework
6.2.1 Network domain

SLA metrics

ASPIDA includes various functionalities, as described in the preceding chapters, with
respect to deploy the network and security policies. At the network level, the network
resources and the policy rules are examined for the selection of a dynamic path depending on
the current network state and conditions. For instance, the traffic is rerouted to other paths
in the case of congested links and event thresholds (SLA) so that the obligations are met.
Although the adaptive routing increases the complexity and the integration needs with policy-
based and event-based components, they may increase connection blocking and
underperforming cases. Hence, ASPIDA introduces SLA metrics into QoS-aware PBNM system
in order to improve the adaptive routing performance significantly and the allocation of
network resources.

Most QoS techniques focus only on one SLA indicator (e.g. one among delay, jitter, packet
loss, and bandwidth), since it is often difficult to deal simultaneously probably with several
contradicting indicators. For instance, minimizing the end-to-end delay may result in higher
packet losses. Various QoS features can be enforced through traffic policies, using packet
classifiers, markers and policers in order to provide the appropriate levels of traffic controls.

QoS and traffic provisioning

ASPIDA addresses the dynamic adaptations of the QoS requirements and the policies to
alleviate under-performing entities and inappropriate resource usage. Although the vast
literature on PBNM frameworks propose a solid base in this regard, the addition of QoS,
context-aware and dynamic capabilities increase the scalability of the client applications by
dynamically altering the replication schemes based on the network state, such as in [239][238]
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for Software-Defined Networking. Hence, it is vital to determine the specific node attributes
and the lower-level link parameters on QoS routing for both approaches, since QoS routing
encompasses the collection and the maintenance of the latest state information about the
network conditions and it utilises QoS requirements in the path-finding mechanism.

Adaptive QoS Routing

An adaptive QoS routing mechanism can be divided into three distinct functions. The first
function provides the dynamic routing algorithm for route discovery and collects the local
QoS-related information enabling routing cost optimization based on different QoS metrics.
The route discovery provides a path-finding mechanism. The second function uses a local
routing table, which is created with QoS related references for each node. In order to
accomplish this function, a local link monitoring function is used. Typically, if a link fails, then
the best route in the new topology can be recomputed. However, the aforementioned process
does not implement a policy-based adaptive routing. Thus, in ASPIDA a third function is
introduced that utilises a final decision-making system. This system identifies and ranks
alternative routing paths based on QoS constraints, such as the traffic distribution rates,
bandwidth reservation and the number of hops. The routing metrics are measurable values
that can be changed based on the decision-making system policy rules, which influence the
new path selection. Through this approach, the integration of different modules and
characteristics (e.g. QoS, network diameter is accomplished, transmission rates, load sharing
capabilities) with the changing network conditions (e.g. traffic load, remaining bandwidth,
reserved bandwidth, error rates). In the case of a link or relay node failure, the algorithm
redirects traffic to other paths. The flows are sent to the destination endpoint, if there is an
alternate path. Load sharing techniques across the redundant paths can also provide
increased network efficiency and performance. Another technique is to use Policy-based
Routing (PBR) with IP precedence using a class-based marking. The predefined classes provide
the route path selection mechanism.

The IGP tuning problem

Chang et al. [240] analyse the event-driven policy distribution in regard to adaptive policy
procedures, nevertheless QoS adaptive routing should be used with discretion, because it can
lead to sub-optimal routing, while re-computing and changing the path selection may lead to
instability [241]. Apart from the routing protocol attributes, there are several other factors
that impact the path selection process. The network diameter and the heterogeneity of the
network entities result in distinctive features and capabilities that play a significant role in the
diversity and the analysis of the selection process of the routing protocol. The IGP
characteristics influence the path-finding operation and the enforcement of the appropriate
routing protocol metrics. The path-finding mechanism for the provision of centralized or
distributed models is responsible for providing updates about the availability of alternative
paths. Pham et al. [242] analysed the performance of the reactive shortest path algorithm
integrated with load balancing algorithms. The experiments showed that the amount of
overhead increases with the number of multiple paths and if the number of paths exceeds
three, then the overhead increases significantly. The path computation server can be either
discovered dynamically or statically configured. Moreover, it can be used by other nodes to
perform the route calculation. Additionally, there exist many other techniques for path
recovery and new path selection. For instance, IP Fast Reroute (IPFRR), which can be enhanced
with Loop-Free Alternates (LFAs) by tunnelling the packets to provide additional logical links
[243], remedies network failures and reroutes traffic from one path to another when a link or
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a node failure occurs. This multipath routing operation plays a significant role in the
performance and the convergence of the routing protocol.

Complementary to the path-finding operation, the routing protocol metrics assist in the
calculation of the optimum routing path. Several routing protocol metrics can be utilised to
calculate the total path cost, a choice which affects the final path determination. In order to
be able to perform the path-finding process, IGP routing protocols associate a weight (cost)
with each link. Each IGP routing protocol uses different metrics. According to RFC1195 [244],
IS-IS provides for optional QoS routing based on throughput (the default metric), delay,
expense, or residual error probability. OSPF uses an arbitrary cost as the metric for each link
allowing the network designer to force the choice of routes. Even though OSPF is not suitable
for adaptive routing, Apostolopoulos et al. [245] describe some QoS routing extensions to
OSPF proposing that the processing cost of QoS routing is not excessive to support the QoS
adaptive routing process. IGP link weights can significantly affect the performance of intra-
domain link failures.

The available bandwidth of the link is the metric extension in the implementation of QoS
routing in OSPF extensions. Thus, link resource reservation can be considered for QoS routing.
If none of the extensions are configured, then OSPF performs equal cost load balancing over
the paths in case there exist differing paths with an equal number of hops and equal cost links.
The total cost from the source to the destination can be the same. Still, in the case of differing
unequal cost paths, the lower cost path is used to send the packets toward the destination.
Figure 31 illustrates that if ri is the reserved bandwidth and c; the capacity of the link, then the
path computation at each router (using a modified Dijkstra algorithm) is the path with the
largest value of min(ci-ri).

Figure 31. OSPF extensions for QoS routing

To tune the IGP performance, the available bandwidth, the link capacity, the reliability of
the uplinks, the traffic levels and the routing protocol weights can also be considered by the
adaptive routing process. The local IGP tuning may cause routing changes at the egress points
for specific traffic flows. Additionally, it is very important to tune the Shortest Path First (SPF)
delay value, because the SPF value can be appropriately set to adapt to the changes caused
by a failure in the network. If the SPF delay is set to a high value, this may result in low
convergence times. To the contrary, when set to a rather low value, there can be excessive
next-hop recalculations and suboptimal best-path selection. Further, it is possible to consider
both the SLA requirements and the link failures. In order to enhance IP resilience, the IGP
tuning based on link weight optimization has been studied in the literature with techniques
based on heuristic and genetic algorithms. For example, Salles et al. [246] have provided
heuristic algorithms for weight assignment optimization.
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Apart from these standard operations, PBNM can manage and handle SLA-driven events
through applets. Depending on the design, there can be either an intra-domain policy
management for intra-domain routing or an inter-domain policy management for inter-
domain routing. This model can handle policies and incorporate a QoS packet scheduler, as
different QoS classes can be implemented. Thus, the evaluation of an operational QoS model
is possible, which is applicable to different traffic patterns. This model can deal with adaptive
network conditions and various requirements.

The network topology is represented as a directed graph G=<N, L>, where N and L denote
the sets of nodes and links respectively in a routing domain R. Each link € € L is associated
with a bandwidth capacity c¢(€m), which is the maximum sustainable usage of €, a reserved
bandwidth r(€m) and a link utilisation u(€m). In the following sections, the Adaptive Routing
(AR) indicators are examined between any pair of nodes (n;, n;) in a routing topology r, where
r € R to find the optimum path across the nodes according to the IGP metric m(£). This metric
is dependent on the routing protocol attributes and the dynamic traffic conditions. The traffic
between nodes n; and ng is t(ny, ni). In order to conform traffic, the SLA policy s(€m) has been
set in the PBNM system, which is the SLA threshold for link €. This policy is checked against
t(ni, n)) and u(8m) and it will trigger the appropriate actions dynamically. The following notation
is used:

9 The symbol | (vertical bar) denotes a disjunction and indicates a logical OR
9 The function left arrow Y < X denotes that the set X is mapped into the set Y

The function, where each link ., € L has an IGP metric m(€,) from source to destination,
is based on the IGP metric m(£n) as the minimum sum of the accumulated costs of the routing
path selection.

Z m(fm) (6.2.1.1)

{meL

Smin(€m) is the defined lowest SLA threshold for link €q,
Smax(8m) is the defined maximum SLA threshold for link €n,

Under normal conditions:
Smin(fm) < U(fm) < Smax(¥m), where m € L, and (6.2.1.2)
Smin(1, 0j) < AN, 1) < Smax(ni, nj), where i,j e N (6.2.1.3)
When there is excess traffic, saturated links or an SLA violation:
Smax(Im) < t(®m) | Smax(ni,nj) < &(ni,n;) (6.2.1.4)

In this case, a traffic alleviation policy can be applied to remedy this undesirable situation.
The action policy is given below:

£(n1, i) < A £, 1) | w(8m) < A u(fm) (6.2.1.5)

Where A is the derived deviation ratio, 0 < A < 1 and t'(ny, nk) is the new conformed traffic
after applying the appropriate action policy. In the following section, an analysis on the values
of A is presented to extract safe and useful conclusions on the policy enforcement. The higher
the value of A, the more efficient and adaptive the policy enforcement achieved. In contrast,
the lower the value of A is, the smaller the improvement on the utilisation of the network

108 6.2.1 Network domain



resources accomplished. This can be further extended to under-utilisation conditions for
better resource re-allocation and performance enhancements:

u(fm) < Smin(fm) | &(ni,n;) < smin(ni,nj) (6.2.1.6)

By enforcing the appropriate action and reallocating the network resources appropriately,
then the action policy becomes:

(01, ) < (1/A) g, mi) | u(fm) < (1/A) u(fm), 0 <A< 1 (6.2.1.7)

In order to apply the appropriate deviation ratio, the AR indicator needs to be evaluated
in advance and then the ratio to end up with an improved AR indicator must be evaluated.

AR = Z m(fm) (6.2.1.8)
fmeL
Towards this, AR is the adaptive routing indicator for the link state routing protocol and
AR(cm) the corresponding indicator for routing protocols with a composite routing metric. Each
AR indicates the minimum sum of costs between a source-destination pair (n;, n;) in all the
routing topologies. The algorithm consists of the following steps

Step-1: Identify the optimum link provided by the routing protocol and calculate min{ARs),
ARcm)}.

Step-2: For the set of traffic flows that are routed through min{ARs), ARicm)} in the routing
topologies check the SLA conformance:

Smin(€m) < u(fm) < Smas(fm) (6.2.1.9)
Step-3: If the set of traffic flows does not conform to the SLA through the EDs, e.g.
Smax(fm) < U(fm) | Smax(ni, nj) < ¢(ny, ng) (6.2.1.10)
then the relevant PBNM policy must be triggered.

Step-4: The appropriate applet is triggered and the necessary amendments are made. This
action policy can be enforced by using rate limiters or congestion avoidance mechanisms to
alleviate the loads of the link:

t(ny, nk) < A t(ny, nk) | ¥ (#m) < A u(fm), where0 <A< 1 (6.2.1.11)
Thus, the action policy reallocates network resources, as follows:

c(8m) < (1/A) (£m), where 0 <A <1 (6.2.1.12)

6.2.2 Service domain

A prototype has been developed based on Java and pServices technologies to facilitate the
performance analysis. In order to implement the distributed capability-based access control
approach, CBOR is used for the representation and the formatting. The CBOR data item is
structured, encoded in a fairly small message size and transmitted in constrained
environments, such as those expected in the loT scenarios. For the capability tokens, the CWTs
can be used in the COAP responses. The calling clients can get access to the endpoints and the
services according to the access policies, and it must be ensured that both the authorised calls
and the successful authorisation allow the call to process the request. In the same way, the
authors in [247] propose a policy-based management of resources in fog computing,

Validation 109



expanding the current fog computing platform to support secure collaboration and
interoperability between different user-requested resources in fog computing.

6.3 Design of experiments

6.3.1 Setup for adaptive routing

The performance of the PBM SLA-driven ASPIDA is demonstrated by conducting
experiments in a real environment, the Hellenic Public Administration Network, hereafter
named SYZEFXIS. This network provides the core and access infrastructure for 4,598 Public
Administration bodies!” aiming to satisfy all their communication needs. The design of this
network is hierarchical and it is based on a three-tier architecture: access, distribution and
core layer. At the access layer, the network provides dual connections for redundancy
purposes to the small-sized, medium-sized and large-sized nodes. The nodes are
interconnected at the distribution layer Point of Presence (POPs), which are further
interconnected with 6 high-end core layer POPs of the backbone network. The Service
Provider of SYZEFXIS limits the Committed Information Rate (CIR) and sets the bandwidth of
each link to 2 Mbps, 8 Mbps or 34 Mbps depending on the type of the connected node. More
specifically, small-sized nodes have 2 Mbps links; medium-sized nodes have 8 Mbps links,
whereas the large-sized nodes use 34 Mbps links.

The system architecture (Figure 32) permits the assignment of link weights based on the
IGP routing protocol behaviour, as well as the setting of SLA-driven link weights. The Service
Level Specification (SLS) must indicate the conformance values of the network resources, such
as bandwidth utilisation, network node performance, traffic rate thresholds, delay, jitter,
packet loss and others. The architecture fulfils the SLA constraints, while minimizing the
maximum link utilisation across the network, because traffic can be bursty and may increase
over time. It is important to keep the worst link utilisation as low as possible to improve the
overall network performance figures. The SLA conformance through the proactive monitoring
of the network components has been considered to make the appropriate amendments in the
path selection.

Network Path Discovery SLS Policy
enforcement Polic
— Routing SLA conformance oo i Y
. & V\Ifor protocol (delay, jitter, PD|ICI-ES and based_
opology R packet loss) weights networking
= >
IGP Routing Path Bandwidth / link _
protocols discovery Utilization QOS service

Figure 32. Policy-based networking with IP SLA

Since the SLA operations have been defined by setting thresholds, if the values exceed the
defined thresholds, then the event detectors trigger the relevant applet to be executed, as a
determiner of the actions to follow. The experiments combine different traffic conditioning
mechanisms with the event detectors. For example, the IP SLA detector publishes an event,
when an IP SLA reaction mechanism is triggered to enforce the related IGP and QoS
configuration changes. With these in mind, there is a need to monitor the performance and
the operational conditions, when events and faults occur. This will allow to take the proper
corrective or any other desired actions.

7 http://www.syzefxis.gov.gr, data as of the end of May 2018 including the nodes for VPN-1, VPN-2, VPN-3
VPN-4, VPN-21, VPN-22, VPN-23, VPN-24 and VPN-25.
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Two scenarios are analysed in terms of path discovery and how the respective routing
protocols both adapt to the dynamic network conditions with event-based adaptive access
control decisions. The first scenario is a typical case of using a link state (LS) routing protocol
and QoS definitions. The second scenario uses a routing protocol with a composite metric
(CM) functionality, QoS definitions and an SLA-driven PBNM for adaptive routing. The former
uses the OSPF protocol, while the latter utilises the Cisco proprietary Enhanced Interior
Gateway Routing Protocol (EIGRP) protocol. In more detail, the packet loss thresholds for SLA
conformance are defined and Class-Based Weighted Fair Queuing (CBWFQ) with policing
actions for excess traffic is implemented. It is obvious that this architecture also applies to any
kind of QoS aware actions, such as marking, classification, shaping and even resource
allocation rescheduling. The goal of the setup is to evaluate an improved path selection
process that meets the SLA requirements and enforce the appropriate policies, so that the
adaptive routing can allow the network to intelligently choose an optimal path. The
experimental results show that ASPIDA accomplishes a better AR, let AR’ be the new effective
adaptive routing indicator both for link state (LS) and composite metric (CM) based routing
protocols in comparison to the AR indicator without the enhancements, i.e.:

AR'ws) < ARws) | AR'emy < ARcewmy (6.3.1.1)

In order to improve the accuracy of the experiments, the IP SLA functionality on the target
end-devices at the far-end remote sites is used. With IP SLA enabled to reverse the delays, the
measurements can reflect the true network delays in place more accurately. Each node can
be configured to support the IP SLA functionality either as the SLA agent or as the SLA
responder. The SLA agent role is assigned to the router serving the PBNM functionality, while
the IP SLA router responder feature is used in the remote network devices. Thus, the results
can be evaluated by swapping the SLA roles and the PBNM functionality between nodes. PEP
initiates the IP SLA tests including information about jitter, latency and packet loss to several
remote responders. The topology illustrated in Figure 33 represents the simulated multi-path
topology with redundant paths.
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Figure 33. PBNM system — case study

With respect to the network management techniques, not only SNMP-based polling
techniques, but also NetFlow techniques have been utilised that provide the beginning along
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with the end times for each flow. The Internet Protocol Flow Information eXport (IPFIX) IETF
NetFlow v10 [248], which is widely used and accepted by industry for real time monitoring,
defines how IP flows are exported to a collector [249]. For the evaluation measurements, the
NetFlow v9 technology is used for validation purposes in order to enable the monitoring and
the accounting processes for the flow statistics. The flows at the packet level are examined in
detail using an Intel-based PC as the data collector running a Real-Time NetFlow application
at the PEP side. As NetFlow can be used either for ingress or for egress traffic, all the necessary
statistical data can be collected. All data crossing the network nodes are cached and grouped
together into NetFlow export UDP datagrams for export to the NetFlow collector. The NetFlow
Collector assembles the exported flows and combines them to produce reports used for traffic
and security analysis. The collector is located on a dedicated out-of-band management
network, so that the NetFlow traffic is forwarded through the management interface without
affecting the data traffic volume. With regard to avoid collecting duplicate flows, NetFlow is
activated on the key-aggregation routers where traffic originates or terminates and not on the
backbone routers that could provide duplicate views of the same flow information. The
NetFlow records contain the Type of Service (ToS) field in the IP header as well as application
ports, traffic volumes and timestamps. Hence, the NetFlow technology is used to observe the
traffic profiles, verify the QoS levels achieved and optimize bandwidth for specific classes of
service.

From a different viewpoint, the SNMP notifications can be triggered with system logging
based on predefined thresholds to apply configuration changes through the PBNM system by
utilising the IP SLA feature. With the proposed experimental setup, it is possible to export SLA
statistics and define whether the SLA criteria are met via the command line interface (CLI) of
the PEPs, or there is a violation. Therefore, the SLA and the policy control management are
integrated in the architecture to provide better monitoring and policy controls. PBNM
functionalities implementation is accomplished with the relevant configuration on the
network entities (i.e. routers, switches). For the integration of these modules, EEM policies
[250] using the router configuration software have been implemented. EEM uses applets,
which allow the relevant commands to run when certain SLA conditions have occurred, thus
enabling the appropriate handling of the events. For instance, the node and link failures
exceeding allocated bandwidth resources can trigger policy-driven configuration changes.
Such issues can be identified and resolved proactively by setting event detectors to monitor
for specific types of situations or thresholds, or to run a set of actions periodically. EEM is used
as the policy transaction protocol, since it allows automated capabilities inside both the PDP
and the PEPs for specific user requirements and traffic conditions.

With the intention of validating ASPIDA, a testbed has been constructed based on Cisco
Internetwork Operating System (I0S) on Unix (IOU) for the evaluation of the event-driven
policies on the traffic flows. The network consists of the master controller (MC) acting as the
Policy Decision Point (PDP), which is responsible for taking all the necessary decisions how to
route traffic based on various criteria. The border routers (BRs) are also part of the testbed
implementation. They collect the performance metrics and inform the MC about the network
conditions. BRs also constitute the Policy Enforcement Points (PEPs) to enforce the policy
decisions by the MC. Figure 34 illustrates the configuration of this testbed topology.
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Figure 34. Optimizing SLA-driven adaptive routing

In this scenario, the end-to-end QoS configuration is tested based on the respective SLA
criteria, and compared the improvements in the traffic flows before and after enforcing the
event management model. In particular, the utilization, the delay, the loss and the throughput
are analysed with event based routing criteria. Based on the conditions of the links, the
appropriate policy is selected, which changes the routing control state for the predefined
traffic classes. These classes can be defined by prefixes (i.e. destination/source IP prefix), DSCP
values or the application (i.e. LDAP, POP3 over TLS/SSL, IMAP, HTTP). The delay, the hold-
down timer parameters, the range and timer expired reasons, the out-of-policy events and
the necessary thresholds (i.e. unreachable, delay, loss, egress/ingress bandwidth) can trigger
the necessary actions and apply the appropriate routing changes.

Finally, QoS mechanisms are considered and configured as traffic conditioners. QoS service
classes are used by the PBNM system allowing the enforcement of the appropriate QoS-aware
techniques. In order to accomplish this enforcement efficiently, a mapping between QoS
techniques and SLA-driven events is configured in the PBNM system. A typical example is the
Smurf attack that sends a slew of ICMP Echo request packets, which can be monitored with
SLA criteria. If the SLA thresholds are violated and a policy control for this has been configured
in the PBNM, then adaptive configuration changes can be triggered. These changes refer to
QoS policing actions either to remedy the situation/take preventive actions or to re-allocate
the network resources. Eventually, the changes can affect the routing path selection
mechanism, as well.

6.3.2 Access control analysis

The access control functionalities of the ASPIDA are depicted through a use-case. In more
detail, the intelligent Bus on Campus (iBuC) prototype [219] offers a state-of-the-art
transportation service within a university campus supporting multiple AVs and smart devices,
also supported by the existing wireless infrastructure and M2M services. The security policies
and the workflows for iBuC are further analysed in [222] where the iBuC service requests are
forwarded via a booking application to the control unit (CU). Then, CU calculates both the AV’s
and the passenger’s estimated time of arrival (ETA) to the bus stop and elects an eligible
vehicle to operate an itinerary for passengers. CU collects various datasets regarding the
vehicles’ and the passengers’ status by using wireless sensor devices, GPS and Wi-Fi
communication capabilities. The security aspects for the communications are contrasted
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between two functions; Enrol/withdraw endpoints and Intercept service request. These
functions focus on the communication interactions and the flows of the messages exchanged
between the entities.

Function 1: Enrol/withdraw endpoints

The registration with the appropriate security means that relying on digital identity
management can be reinforced with the aim to uniquely identify the endpoints (i.e. resources)
in the service registry. Thus, a Trusted Certificate Authority (TCA) is incorporated in the
proposed solution for issuing digital certificates, a Registration Authority (RA) for verifying the
endpoint request for digital identities and a Validation Authority (VA) verifying the validity of
the digital certificates with the appropriate technical means, such as for:

CA-issued full-Certificate Revocation Lists (CRLs)
CA-signed delta CRLs, Compact CRLs
VA-manufactured CRLs

Online Certificate Status Protocol (OCSP)
Simple Certificate Validation Protocol (SCVP)

9 Certificate Management Protocol (CMP)

[OBORORORNO]

The entire certificate validation operation, including the path construction and the
intermediate CA validation, is delegated to the VA service. Upon receiving the validation of
the digital signature certificate, the validation application records the results in the
registration reporting system. The reporting system audits the activity in the registration
system and supports any required queries about the processes.

The service registry operator allows the endpoints to enrol into/withdraw from the service
registry, if the digital identity assertion is successful and authorised. The endpoints are
equipped with suitable hardware tokens that safely store the private/public keys and the
process allows the legitimate access to the service registry. Finally, the brokered
authentication with an IDP removes the need for a direct relationship with the service registry
and allows the use of security token services that can also be used for multiple calls. Figure 35
depicts how an AV can be enrolled to or withdrawn from the transportation service registry
based on specific workflows and sequence of activities.
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Figure 35. Enrol or withdraw an AV
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Case A presents the workflows based on the original iBuC work and case B shows the
messages exchanged using the ASPIDA approach. In case A, the AV provides real-time data
and the state to the CU. Along with the location, route-paths, service-bulletins, stop-list and
the current route state (e.g. running state, idle state, near finish state) that can be collected
by the M2M devices through the M2M network (i.e. wireless sensor network), the CU records
entering-AVs (i.e. operate the next itinerary) and leaving-AVs (i.e. to be substituted by another
one) to leverage efficient AV services.

In case B utilising the policy-aware SOA ASPIDA, multiple entities enable the secure
identification of the AVs and enhance the security based on digital identity assertions. The AVs
exploit digital certificates in order to be authenticated and securely registered into the service.
The message exchanges are securely protected with the encryption security mechanisms and
the solution enables to securely store, retrieve, analyse and integrate data.

Function 2: Intercept service request

The service consumer submits a service request once authenticated and logged in an
application user-interface. Then, a processing unit (PU) computes the necessary service levels
and communicates the service delivery details back to the application. The authorised users
are able to securely address the service request to the PU and enforce the new values/policies
to the system-parameters according to the policy dataset. More precisely, the authorised
service consumers connect to the service request module and submit the request over a
secure channel. Then, the request is intercepted by the context handler to create a native
XACML context object suitable for the PDP to be processed by converting the request from
the native canonical representation into the appropriate XACML format. After the service
request has been successfully intercepted, the request is forwarded to the service provider
and processed accordingly. Typically, PEP is an integral part of the requester in terms of the
XACML glossary. However, given the sensitive nature of the access control systems and the
requests, it is vital that the PEP receives requests only from authenticated identities. Figure
36 illustrates how a transit passenger (i.e. a person with special needs) can submit a service
request in a campus by utilising M2M location and communication technologies.
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The ASPIDA model can be further reinforced with stronger security controls in the context
of secure communications by using X.509 certificates, Kerberos tickets or SAML assertions
between the web-services.

In case A, the academic passenger logs into the information system (i.e. a booking
application) and binds for a fitting itinerary. The application collects the sensory data (i.e.
consider passenger’s special needs) and forwards the request (i.e. for a special AV with a
mechanical wheelchair ramp). For this purpose, the CU incorporates in the solution
positioning M2M devices and applications for M2M communication with regard to allocate
the suitable AV. Additionally, the CU performs calculations for the expected arrival time, while
the node is elected according to the passenger’s location. Finally, the user receives a
confirmation about the embarking process and the estimated arrival time of the suitable AV
to meet the service needs.

In case B, following the successful passenger’s authentication, a security token mechanism
is utilised in order to enable the policy-driven secure identity propagation and the token
exchange between the respective web-services. This enables the secure communication
between the web service client and the web services using X.509 certificates. The service
consumer signs the request with the sender’s private key and later the XML signature is
verified with the sender’s public key, which is available in public repositories.

Comparison

The standard iBuC operational scenario is compared with an extended scenario enhanced
with SOA and policy enforcement aiming at improving the security, information flows and the
service composition. In overall, the extended policy-aware SOA approach offers several
enhancements and improved information flows. First, the model-driven development
facilitates the business intelligence and optimizes performance functionality. With the policy-
aware model, the certificate issuance policies can be used for a qualified subordination
between different cryptography hierarchies (i.e. recognise certificates based on Elliptical
Curve Cryptography algorithms by another CA that meet the certificate issuance
requirements). Along with the ability to expose the functionalities, the extended model
provides additional levels of security and robustness. The audit records are kept in the
reporting system, which allows the construction of a comprehensive range of traceability and
serviceability queries. The distribution of the public key objects in public certificate
repositories enables the authenticity of the digital identities by other web services and results
in increased data integrity besides privacy. For example, the certificate trust lists (CTLs) and
the root certificates in the Trusted Root Certificate Store are needed to call a security-
enhanced web service to authenticate the applications (i.e. the booking/reservation
applications). Eventually, a verified and unique digital identity ensures that legitimate access
is granted in the service registry.

In order to evaluate ASPIDA as presented above with the iBuC scenarios, the 3-tier ETSI
functional architecture and the ASPIDA approaches are contrasted for the different sets of the
aforementioned functions. The ASPIDA approach achieves higher manageability by enabling
an easier management of the existing functionalities along with an overall increase in the
development speed. The ASPIDA optimizes the development efforts of different use case
configurations (i.e. AV initial setup) and complex event processing to adapt to a range of
factors and environments (i.e. moving to another place with diverging climatic and
environmental conditions). Additionally, the ASPIDA supports message transformation with
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data translation from the canonical representation into the technical form, which simplifies
the software structure needed for the implementation of the model. Not only the
combination of various service metadata is supported, but also the flexibility and the
integration capabilities can be reinforced with other service modules with data sharing. By
incorporating a policy rule validator, the contradicting and conflicts can be resolved to avoid
policy violations. The validator can detect non-conformities and violations in order to ensure
policy consistency and checks the data quality of the configured policies for missing and invalid
data information. Various requirements and service levels can be encoded with clear service
descriptions for service reusability.

All the above enhancements along with the application security and management policies
show the added-value of the ASPIDA architecture. In terms of security improvements, there
is enhanced message security with respect to data confidentiality and integrity. The data-
origin authentication guarantees that the message has a distinct origin entity whilst entity
authentication facilitates the communication entity to prove its legitimate identity. The M2M
communications rarely rely on static node infrastructures and, thus, these communications
require secure transport layer protocols (e.g. TLS over TCP, SOAP over UDP, SOAP over
http/TCP) in regard to reliable and secure end-to-end communication paths. The access to
sensitive data, the arbitrary operations and the entity authentication can be imposed with
policy-based methods to impose a more secure and strict framework for the delivery of the
M2M services. Altogether, Table 10 depicts a comparison between 3-tier ETSI architecture
and service-oriented SeMMA regarding their policies, mechanisms and concerns in the field
of security.

Table 10. Comparison of security aspects, mechanisms

Function 1 Function 2
Security aspects ETSI M2M ASPIDA ETSI M2M ASPIDA
Policy violations v
Access to sensitive data
Arbitrary operations
Integrity
Confidentiality
Trust
Key management
Data-origin
Entity authentication
Privacy
Data integrity
Device integrity
Secure communication protocols
Policies and low-level mechanisms
Cross-domain policy issues
Security Mechanisms ETSI M2M ASPIDA ETSI M2M ASP
Audit records
Logical policy enforcement
Information flow tracking
Asymmetric/Symmetric keys
Authentication at physical layer
Identity Based Cryptography
Ephemeral identity (pseudonym)
Event-based policy enforcement
Security Policies ETSI M2M ASPIDA ETSI M2M AS
Decisions for authorisation X \/
Operational and obligation policies X \ X
Logic-based context-aware policies X \ X
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The use of cryptography and encryption methods improves the data confidentiality and
integrity, the data-origin, the privacy, the data integrity and trust. The key management also
enables more secure communication protocols and the device integrity.

6.3.3 Setup of authorisations

In contrast to Fysarakis et al. [103] where the authors describe the information flows
among PDP, PIP, PEP and the protected resources for a cross-domain resource sharing for
smart environments, ASPIDA presents an integration between the policy-based management
services and the capability-based access control system. A dynamic policy-driven
authorisation scheme and prototype are presented in [223] where capabilities tokens are
issued to improve the security. In more detail, the authors present the token authentication
challenges supported with access policy retrievals and revaluates the policy conditions at
runtime aspiring to enforce the corresponding effective policy decision. Additionally, an in-
depth look into adopting a pSservices-based architecture is taken, so that each one of the
services can be deployed independently. The services can be deployed by independent
components such as M2M discovery, lightweight messaging (i.e. Kafka), caching, load-
balancing/scaling and publish/subscribe pSservices. In ASPIDA, the access requests can be
served flowing through decoupled pServices, as light weight containers are getting traction to
develop API services compared to the heavy Java EE and Spring frameworks. On the policy-
domain side, PDP listens the environment for any applicable updated policies based on the
information retrieved by the PIP/PAP. Finally, the PDP invokes the response and publishes the
result via PEP.

In order to implement such a distributed capability-based access control approach, CBOR
can be used for the representation and the formatting to represent the capability token,
because of its suitability in constrained environments. The CWTs can be used in the COAP
responses enabling fine-grained access control information within the token. By utilising CWTs
in the ASPIDA scheme, the information is exchanged along with the identities in a secure and
protected way that is not supported in other cases. For instance, when the TLS mutual
authentication is used, then the originator’s identity passes at the application level. The CWTs
also support a scalable and stateless authentication method where the validity period of the
short-lived access certificates is examined carefully considering numerous factors, such as the
data classification, the risk associated with the data, the data exposure to the public and the
environmental conditions. Even though the devices can work with the same topic space and
among various OAuth grant types [227], the ASPIDA scheme supports the password, the
symmetric-key grant, the token grant type as the client may have limited interactions and the
client credentials grant. In comparison to these types, using the HTTP basic authentication to
protect the API, a key and a capability token are created during the generation of a new API.
After sending the request, the authorisation of the capability token from the authorisation
server is allowed. Next, the capability token is returned in the response, if the application
identity is authenticated and the authorisation grant is valid. For instance, the sample payload
of a JWT is shown in Figure 37.

Do you authorise the client to access your protected resources?
Authorize

Deny

Figure 37. OAuth approval request
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Afterwards, the capability token is returned in the response, if the application identity is
authenticated and the authorisation grant is valid. The sample payload of the JWT is shown in
Figure 38.

JWT response
{
"aud": "Sensor01l"
"user name": "user",
"scope": [
"read" ,
"trust"

1,
"exp": 1518074605,

"authorities": "ROLE USER",
"Jti": "1d3b89..",
"client id": "ASPIDA-client "

Figure 38. The JWT registered claims set of a PDA request

In contrast, in the case of CWT, the client credentials grant uses client-id and client secret
in the request payload. Nonetheless, the scheme can be further extended with certificates or
Datagram Transport Layer Security (DTLS) pre-shared keys. Selecting the proper grant type
depends upon the use case and the specific application type given that the client and the
resource server support the proper security encoding and attributes. Other parameters weigh
in as well, like the level of trust for the application, or what the users should be able to
experience. In Figure 39, the payloads for diverse grant types using the REST APls are
presented; first the response containing an access token bound to symmetric key where
transport layer security is with CBOR encoding, second the token request and response using
client credentials with CBOR encoding and last the token refresh grant type grant where COSE
is used to provide object-security.

CWT - Symmetric key

Header: Created

Content-Type: "application/cbor"
Payload:

{

"access token": b64'eyGhbJciOi..'
"profile": "coap dtls",

"expires in": "3600",

"cnf": {

"COSE Key": {

"kty": "Symmetric",

"kid": b64'44Gkam’,

"k": b64'JSUOExXzUi.."

}

}

}

CWT- Client credentials

Header: POST
Uri-Path: "token"
Content-Type: "application/cbor"

Payload:

{

"grant type": "client credentials",
"client id": "ASPIDA-client",

"aud" : "SensorO01l"

}
Validation 119




Request-Payload:
{

"grant type": "client credentials",
"aud": "Sensor01",

"client id": "ASPIDA-client ",
"client secret": "secret"

}

Response-Payload:

{
"access token": b64'eyGhbJciOi..'

"token type": "Bearer",
"CSp": "DTLS",
"cnf": |

"COSE Key": {

"kid": b64'd30tZS..",
"kty": "oct",

"alg": "HS256",

"k": b64'JSUOExXzUi..
}

}

}

CWT- Token refresh grant type

Header: POST

Uri-Path: "token"

Content-Type: "application/cose"
Decrypted payload:

{

"grant type": "client credentials",
"client id": "ASPIDA-client",
"cnf": |

"COSE Key": {

"kty": "EC",

"kid": h'11l"',

"crv": "P-256",

"x": b6d'trxcqg.."',
"y": b64'Qwebg. .’
}

}
}

Figure 39. CWT Requests for an authorisation

6.4 Performance evaluation

6.4.1 PBMN evaluation

The objective of the experimental setup is to provide a deterministic best path selection
by applying routing adaptations based on the dynamic changing conditions of the network
entities. The system architecture can provide advanced monitoring options such as CPU
utilisation, memory thresholds, neighbour discovery, routing changes, identity events (i.e.
failed authentications through 802.1), MAC address table events as well as several other
options. Even for these advanced options, the appropriate action routines can be enforced
through automated scripts loaded in the PBNM system. In more detail, when certain
thresholds are exceeded (i.e. latency, throughput), the SLA monitor needs to monitor the
status according to the SLA Key Performance Indicators (KPls). Based on the decisions by the
PDP to adapt the data flows and update routing, the related subsequent actions can either
improve the performance, or resolve the connectivity problems. However, in case the
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proposed adaptive routing deteriorates the overall performance due to suboptimal routing,
then PDP reverts the original configuration through the evaluation of the appropriate KPIs.

First, the IGP routing protocol performance is examined by analysing the link state routing
protocol. OSPF without routing protocol extensions is used within the large autonomous
system network of SYZEFXIS. The test results using OSPF show that the path selection is
indifferent to the traffic load and the network conditions. The enhancements to the routing
protocol extensions are achieved through the proposed PBNM approach between the
bandwidth capacity (c;) and the reserved bandwidth of the link (r;) by achieving the minimum
value min(ci-r;). The improvement is proportional to the ci/r; ratio during the path computation
process. In ASPIDA, it is possible to trigger applets and the PBNM can apply a new policy which
influences the routing path selection. In this case, a different path can be selected by
configuring the routing protocol metric accordingly. The optimal path can be selected based
on the traffic load. This is achieved by applying a policy control which modifies the bandwidth
of the links, so that the best or an alternate path towards the destination is selected.
Nonetheless, this is likely to result in unequal routing costs towards the destination. For
instance, assuming the two endpoints (n;, ni), there is an initial path computation nj > n; —
nk. By increasing the traffic rate between the two endpoints gradually, once the SLA criteria
are violated (e.g. the packet drop exceeds 2%), the event detectors trigger the appropriate
applets and the reserved bandwidth ry, of an alternative path is increased. This results in a
new optimum path between the two endpoints (n;, nk) and the routing protocol re-computes
the path ni & nm — ng and a new path is selected. The traffic is now directed over the new
selected path, on the condition that the SLA thresholds are met and the monitored metric
values are below the defined thresholds.

Notably, before carrying out the experiments, several tests are required to identify the
proper settings for the SLA criteria and thresholds. If the threshold limits are set too high, the
event detectors cannot trigger the policy rule and QoS will not have the expected effect on
the adaptive routing. On the contrary, if the values are set too low, this can lead to under-
performing conditions and frequent adaptive routing changes, which can lead to routing
instability and connectivity problems, longer delays and a number of other anomalies in the
exchange of the routing information. Once the traffic monitoring criteria meet the SLA
thresholds for a sustainable period, the configuration changes can be rolled back enabling the
accomplishment of the optimum path selection. Furthermore, more sophisticated
adaptations of the path computation process can be provided, as the SLA thresholds can be
adapted based on the traffic patterns (e.g. if the traffic exceeds 80% of the access rate, then
the packet drop rate threshold can be easily adapted to 4% from 2% being considered as a
saturated link). This illustration demonstrates the dynamicity of the proposed framework and
the capability to influence the path selection process via the policy rules enforced by the
PBNM system.

In the experimental setup, the analysis of the IGP routing conditions with varying traffic
patterns, link loads and traffic rates over the 2 Mbps, 8 Mbps and 34 Mbps links of SYZEFXIS
network is performed. When the SLA thresholds are violated, then EEM notifies PBNM, which
instructs PEP to apply a policy to remedy this violation. Apart from traffic measurements,
accounting and network data planning, the architecture can also dynamically alleviate and
adapt to certain security incidents or threats. For instance, in the case of an ICMP flooding
scenario, whenever a timeout occurs due to congestion reasons or due to an inability to
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response within the timeout period, an operation return code reports no connection, busy or
timeout conditions. After that, EEM can trigger the actions to enforce the appropriate policy
to control and rate-limit the ICMP traffic.

During the experimental setup, a Two Rate Three Color Policer (trTCM) [251] is defined.
The trTCM is used as a component in the traffic conditioner and the traffic is coloured
depending on whether it exceeds the CIR. By configuring the SLA monitoring with the use of
IP SLA responders, the UDP echo operation can be used to monitor the end-to-end response
times between the network devices. This results in active traffic monitoring, while generating
traffic in a continuous, reliable and predictable manner for measuring the network
performance. In order to measure the response time between the source IP SLA device and
the destination IP devices, the maximum time for SLA operation to complete (e.g. the timeout
waiting for probe response), the boundary value measured over the operation, (e.g. the
Round trip time (RTT), the jitter value collected during the operation) and the frequency of
the operations are all set to two seconds. An example of SLA conformance statistics and
operation return code values is given in Table 11.

Table 11. SLA conformance example
Round Trip Time (RTT)
Latest RTT: 1 millisecond
Latest operation return code: OK
Number of successes: 10
Number of failures: 0
Operation time to live: Forever

Table 12 presents the relevant statistics, when the SLA thresholds have been violated.

Table 12. SLA violation example
Round trip time (RTT)
Latest RTT: 36 ms
Latest operation return code: Over threshold

Number of successes: 25
Number of failures: 6

With regard to perform these measurements, the traffic generator sends streams of traffic
to exceed the specified traffic thresholds. The data equivalent is generated to a percentage of
the traffic thresholds for all diverse types of circuits. The data rate is configured via an inter-
packet gap adjustment set to 1, while incorporating EDs through EEM applets. These applets
access and configure global variables, so that a new policy rule can be applied to the PEPs. The
applet introduces QoS traffic shaping to conform to the rate expected by the network based
on the dynamic and changing conditions. When the transmitted traffic exceeds 10% of the
traffic thresholds, then the transmitted traffic is associated with a specific policy profile to
eliminate bottlenecks and avoid any packet drops.

Table 13. Sample applet for traffic monitoring
applet Action 1
event interface name "FastEthernet0/0" parameter
txload entry-val 25 entry-op gt entry-val is increment
false poll-interval 60
command "service policy output EXTRA
CONTROL"

122 6.4.1 PBMN evaluation



The experiments are repeated for varying packet sizes and different percent of traffic load
values in order to analyse the IGP routing conditions. Thus, an analysis of the average traffic
rate of the circuit bandwidth is conducted over the 34 Mbps, 8 Mbps and 2 Mbps links. The
transfer and the drop rate were examined, when transmitting at the maximum sustainable
traffic rate. The vertical axis of Figure 40 presents the respective traffic rate, when UDP echo
packets are used, whereas the horizontal axis of the same figure presents the traffic load for
varying packet size from 64 bytes to 1500 bytes over 34 Mbps links.
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§ 50000
(L]
= 25000 I
0 — p—— it — —
Packet size/load 50% 75% 100% 125% 150%
M 1500 bytes 1417 2125 2833 3542 4250
m 1000 bytes 2125 3188 4250 5313 6375
1500 bytes 4250 6375 8500 10625 12750
100 bytes 21250 31875 42500 53125 63750
m 64 bytes 33203 49805 66406 83008 99609

Figure 40. Traffic rate for UDP echo varying packet size with differing loads-34Mbps

Figure 41 presents the traffic rate over 8 Mbps links, while Figure 42 depicts the traffic rate
over 2 Mbps links. The experiments are repeated for these three distinct types of links (2
Mbps, 8 Mbps and 34 Mbps) with varying packet sizes. During these tests, increasing traffic is
gradually generated and sent over the links. The goal is to increase the load of the link to
identify the maximum sustainable transfer rate limit (e.g. 100%) of the link, before violating
the established SLA thresholds and the corresponding timeouts. The generated traffic is
measured in packets per second (pps).
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Figure 41. Traffic rate for UDP echo varying packet size with differing loads - 8Mbps
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Figure 42. Traffic rate for UDP echo varying packet size with differing loads - 2 Mbps

Regarding the low speed serial 2 Mbps links representing the majority of the SYZEFXIS
connections, when the links are saturated, there are excessive packet drops, because any type
of packet the traffic exceeds the nominal access rate. In order to alleviate the heavy traffic
conditions, there should be either additional link aggregation or advanced QoS mechanisms
for excess traffic implementation. The experiments for the traffic rate for low speed serial
links are presented in Figure 42. Moreover, the transfer and the drop rates are both analysed
when transmitting at the maximum sustainable traffic rate for examining and analysing the
non-conforming traffic.

The same type of packets is used to obtain comparable results for both OSPF and EIGRP
experiments. On the whole, namely the 34 Mbps links perform well, as there are very low
probabilities for any drops, delays and underperformed conditions, because the traffic over-
exceeds the access rate. Precisely, the traffic does not saturate the bandwidth of the high-
speed links. Likewise, no packet drops can be found for the 8 Mbps links, except when
transmitting 1500-byte packets and the utilisation of the 8 Mbps link exceeded 100% of the
access rate. In the case of 100% utilisation, the offered rate is higher than the sustainable
traffic rate, when the average drop rate is of 269 kbps. The drop rates increase for the 8 Mbps
at 1500-byte packets and for 2 Mbps link for 1500, 1000 and 500-byte packets, which indicates
that the packet quantization size is significantly important. The necessary traffic is generated
based on various load utilisation of each circuit access rate. Remarkably, the impact on the
drop rate is based on different traffic rates, instead of the total number of packets. Fewer
packets may not saturate the links provided that the necessary conditions are met (e.g. ingress
buffering, the specific integrated circuits in use, the network entities feature and capabilities).
This approach can be used to simplify the network operations by selecting the appropriate set
of service levels. Several more tests are conducted with a varying packet size for UDP-echo
packets up to the 150% over the 2 Mbps links to analyse the performance and the packet drop
rate. In this context, Figure 43 presents the drop rate, when OSPF is used.
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Figure 43. Drop packet rate for OSPF for varying packet size over 2 Mbps links

The transfer rate can be increased by matching the access rate with the actual traffic needs
and thresholds. The algorithm uses incremental steps for the bandwidth increase. If the drop
rates are not zero, then the bandwidth is further increased till all the drop rates become zero.
The bandwidth increase steps are incorporated into the PBNM with the appropriate EDs. The
following tests present the performance analysis of distributing traffic over two unequal cost
links of an access layer node with a varying packet size. The cost of the link is calculated using
the routing protocol metrics for each case. In the first scenario, when OSPF is used as the IGP
to connect the network entities, the total OSPF cost is the accumulated associated cost of
each interface from the source to the destination network. The total OSPF cost is indifferent
to the network conditions and there is no change of the traffic rate or any alternate best path
computation towards the destination. Upon the completion of the initial best path selection,
no further routing protocol computation takes place, even during periods of saturated links
and transmission over the maximum sustainable transfer rate. Contrary to the first scenario
where OSPF is used, the second scenario (EIGRP) has different results with various utilisations
and loads over the links. The composite metric used by EIGRP considers the load of the link
and the configured bandwidth, which can influence the routing path selection. Each time the
metric is re-calculated resulting in a new optimal path. If the output drops are a consequence
of short bursts of data, then the line speed increases and the output drops can be avoided.
The QoS adaptive routing can preserve the necessary bandwidth or even provide a better
alternate path that improves the overall performance by forwarding traffic more efficiently.
The deviation ratio A is derived by:

A=1-d(ny, nk) / f(n1, nk) (6.4.1.1)
t(n1, nk) < A (1, nx) (6.4.1.2)

where d(ns, nk) is the drop rate between the two endpoints n; and ny. The goal of the algorithm
is to find the largest value A that complies with the SLA criteria and thresholds. Given that
SYZEFXIS network supports only OSPF as the IGP routing protocol, the EIGRP performance
analysis is simulated under the same experimental conditions as for the OSPF’s
measurements. The outcome of the deviation ratio A for varying packet sizes for EIGRP is
shown in Figure 44.
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Figure 44. Deviation ratio A for varying packet sizes for EIGRP over 2 Mbps links
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Figure 45. The deviation ratio A between EIGRP and OSPF over 2 Mbps links

The improvement of the network resources reallocation when using a composite routing
protocol metric instead of the link state metric is depicted in Figure 45. Hence, it can be
derived that EIGRP has an improved performance compared to OSPF since it supports load
sharing over unequal cost paths based on the composite metric for each link and the dynamic
nature of the EIGRP composite metric. Therefore, EIGRP has two significant advantages
compared to OSPF with regards to adaptive routing. EIGRP is more adaptive to the dynamic
conditions of the network and supports a composite routing metric, in contrast with OSPF.
EIGRP also supports unequal cost load balancing and, two different unequal cost paths can be
tracked between two endpoints. OSPF does not support this functionality, whereas EIGRP
achieves an improved utilisation of the network resources. Considering the amount of time to
calculate the route, this impacts the routing convergence time and it is beneficial to avoid
frequent and unnecessary recalculations, because of the topology changes. For this reason,
EIGRP uses an algorithm based on the feasible successors in order to avoid any unnecessary
recalculations. Furthermore, the scheme allows multiple network layer protocols to carry
independent routing information.
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Finally, several other tests are conducted with the EEM functionality by monitoring the
interface threshold of the edge routers for a wide range of traffic patterns. Upon exceeding
the defined thresholds, the EDs trigger the enforcement of the suitable policy providing
alleviating actions for excess traffic and enforcing actions through applets. For instance, if the
threshold value is greater than 5 (max. value is 255), then an extra service policy is applied
through the appropriate actions. The EEM policy applies a traffic control service policy in the
outgoing interface for Performance-based and Event-Management Routing (PEMR). It can
either police traffic or provide QoS-aware mechanisms to cope with the excess traffic. During
the first experimental (w/o PEMR), the TCP throughput is measured. Then, the tests are
repeated using PEMR and the network performance is measured again. Figure 46 shows the
improvements in TCP throughput by utilizing the adaptive event based routing with PEMR.
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Figure 46. TCP throuhput for adaptive event-based routing

Figure 47 depicts the improvement by using a variable source and length of buffers read
and written to the network.
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Figure 47. TCP throuhput for adaptive event-based routing with variable buffers

6.4.2 Access control evaluation

The evaluation of the ASPIDA model is based on the access control authorisation accuracy.
The authorisation request results can vary depending on the authorisations. When granting
the appropriate permissions and assigning the appropriate levels of authorisations, there are
Correct Authorisations (COR) and Mistaken Authorisations (MIS) in the case of inappropriate
access levels or mistaken policy decisions. Furthermore, Lack of Authorisations (LCK) exist
when there is a lack of automation ending up in manual intervention and provisioning. Apart
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from the above types of authorisations, the dynamic Running costs (RNG) along with the fixed
Setup costs (STP) affecting the outcome have been considered in the model simulations.

Repeated random sampling is used to obtain numerical results and feed a Monte Carlo
method [252], as the repeated simulations generate relevant outcomes. The method analyses
the uncertainty propagation and evaluates iteratively a deterministic model using sets of
numbers as inputs. The inputs are randomly generated from probability distributions to
simulate the process of sampling from an actual population. Statistical sampling and
simulations are performed to estimate the uncertainties and support the policy-based access
control processes. In this context, Casassa et al. [253] explore the associated policy decision
processes for user account provisioning and demonstrate how the system modelling and
simulation activities can predict the impact of specific policies. Therefore, the modelling and
simulation are complemented regarding the policy decisions processes for authorisations
instead.

In the following simulations, Monte Carlo cases are tested with nominal and parameterized
input values for policy-based authorisations for two cases. The first provides the modelling
and prediction statistics for a standard access control system Case #1 and the second for the
ASPIDA model Case #2. Table 14 provides the simulation data points for the accuracy
efficiency of the correct authorisations over the total number of authorisations.

Table 14. Nominal authorisation & cost values

Auth.types/costs Case #1 — Std model Case #2 — ASPIDA
COR authZ 100 100
MIS authZ 10 5
LCK authZ 5 0
RNG costs 10 2
STP costs 40 180

Aiming at determining the probability and stochastic distributions that may affect the
processes and the outcome, the cumulative probability is estimated, as shown in Figure 48,

despite the accuracy efficiency variance because of the uncertainty of values.
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Figure 48. Statistical analysis of case #1
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During the simulations, 5000 simulated observations are obtained to compare the two
models and their respective statistics. The experiments can be reconfigured in a
straightforward way by changing the simulated time-frame and/or the number of times a
model needs to be executed. The analysis of the accuracy efficiency of introducing policies
with the integrated access control modules of ASPIDA is depicted in Figure 49.
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Figure 49. Statistical analysis of case #2

These simulations produce significant low-level measures and related high-level metrics.
By introducing access control policies in the policy engine and by considering different
automation cases, the access control authorisations play a significant role. The efficiency and
the performance improvement for Case #2 are presented in Figure 50.
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Figure 50. Comparison of statistics between Case #1 and Case #2
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6.4.3 Policy-driven authorisations evaluation

In ASPIDA, the access requests flowing through decoupled pServices can be served, as light
weight containers are getting attention to develop API services compared to the heavy Java
EE and Spring frameworks. In order to understand better the position of ASPIDA in comparison
to other solutions, a comparative analysis of the ASPIDA and others is presented below.
Notably, the developers are moving away from monoliths in favour of uServices that support
continuous delivery and provide reusable, scalable, flexible and independent services. Various
RESTful uServices frameworks have been proposed in Java and other languages [21], such as
Wildfly-Swarm [254], Spark [255] and Spring-boot Tomcat [256], which bring several
improvements like smaller start-up times and offer faster development along with built-in
capabilities, as the uServices enable faster services and more efficient usage of the resources.

A prototype based on the open source pServices framework light-4j [257] has been
developed to evaluate the characteristics of the ASPIDA model. A comparison analysis of the
ASPIDA solution with the previous frameworks is performed to illustrate a performance
comparison and depict the distinct types of authorisations. Various challenges that are faced
in the effort to support the appropriate access control levels along with policy management
capabilities are also presented. In the experimental setup, the authorisation pServices are
deployed on a workstation with Intel Core i5-3230M CPU cores running at 2.60 GHz and 8 GB
of memory with a 1 Gigabit network interface. With respect to evaluate the policy-driven
authorisations, the proof of concept is based on uServices running in a Windows docker
container using Docker v17.09.0-ce with the standalone Hystrix dashboard 1.6.0% to control
the interactions between the dependencies and isolate the failures and latencies.

An increasing number of connections and threads are simulated by generating a significant
load from the workstation with the aim to analyse the performance of ASPIDA. Figure 51
shows that APSIDA is the fastest among the other Java pServices frameworks, as ASPIDA
requires the least time to process the number of requests and handle the threads accordingly.
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Figure 51. Performance evaluation of uService frameworks #1

Additionally, the respective data transfer rate is benchmarked for each of the four
frameworks. Figure 52 illustrates that ASPIDA outweighs all others providing a higher data
rate for a number of connections and threads.

18 https://github.com/kennedyoliveira/standalone-hystrix-dashboard
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Figure 52. Performance evaluation of pService frameworks #2

Next, the successful requests and the requests rate are measured as depicted in Figure 53.
This presents the number of the executed requests produced per unit of time.

= ASPIDA ®mTomcat m WildFly Spark

b

> 20000

X

<

3 10000

. I I

o+

§ I [ | I . p—
o 250 clients 500 clients 1000 clients 2000 clients
O

= W ASPIDA 17998 18474 16273 798
=
“'VJ-,’ M Tomcat 7039 6626 5115 1356
g m WildFly 2485 7740 9289 1440
,_?, Spark 7570 9007 7346 999

Figure 53. Performance evaluation of pService frameworks #3

In order to be able to perform more detailed measurements related to the duration and
the latency of the requests, the read and the write throughputs are measured for each
framework as illustrated in Figure 54, which also depict better rate for the 250, 500 and 1000

clients, whereas the rate significantly drops for a higher number of concurrent connections
for the ASPIDA scheme.
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Read/Write Throughput (bytes/sec)
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2000 Read 198,749 171,108 181,970 106,673
Write 130,124 124,762 89,801 75,358

Figure 54. Performance evaluation of uService frameworks #4

Moreover, a histogram is created with requests duration times for analysing the number
of user requests containing at least 1 event that exceeded the provisioned throughput in the
selected period. The tests are performed using 2 CPUs and persistent connections for the
duration of the tests, which last for 10 secs. This covers about 1 second of a 10 second test at
1000/requests per second and illustrates a load test with ~3.18% ‘throttled’ requests.

The histogram comparison in Figure 55 plots the frequency of the latency buckets in 7
classes, where each one has a class width of 1msec and each bucket upper bound is non-
inclusive. Additionally, the results are redirected to an interactive plot.
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Figure 55. Histogram of the PDA for 1000 requests/sec rate

Figure 56 illustrates the analysis and visualization of the latency as a function of the
requests using the ASPIDA scheme. Each point on the plot shows a request, the X axis
represents the time at the start of the request and the Y axis represents the time taken to
complete that request.
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Figure 56. Latency as a function of the requests with 1000 requests/sec rate

To conclude, in comparison with other frameworks, the evaluation demonstrates that
ASPIDA shows an improved performance in terms of the number of the concurrent
connections, the throughput and the transfer rate. Figure 55 and Figure 56 illustrate that in
ASPIDA with 1000 requests/sec rate most of the requests return at around or even under 1ms,
which means that the throttle feature is successful. Even though the tests are performed with
a high request rate, the request handler manages the requests efficiently and generates the
responses timely, so that the threads are freed up faster to avoid any potential bottlenecks.
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Chapter 7

Conclusions

7.1 Outline
his chapter concludes the doctoral dissertation and presents an ex post facto
analysis of ASPIDA in comparison with other research activities by outlining the
descriptive, exploratory and confirmatory analyses that have been conducted in the
preceding chapters. The implications of the findings and the summary of the results to
illustrate the numeric information are also presented in this chapter.

7.2 Overview

2M communications can unlock opportunities in remote areas and generate

new revenue, notwithstanding the fact that the privacy and security

requirements may hinder the evolution and adoption of the related services.
Thus, it is crucial to ensure trust and confidence in order to give access control to resources
and secure the data efficiently. Nevertheless, the high number of interconnected
heterogeneous devices raises several security and scalability issues, as the appropriate
security countermeasures and policies need to be employed to achieve the appropriate levels
of secure services. In order to tackle these challenges, the main goal of this doctoral
dissertation is to propose, design and evaluate ASPIDA in the interest of an adaptive policy-
based security management for M2M communications. Hence, several questions arose how
to fulfil the security and the network requirements as well as enable the authorisation
requests with policy decision criteria. This work has addressed some of these questions, as
expressed below:

® As far as adaptive nature of the network domain to support SLA-driven adaptive
routing selection is concerned, the PBMN system addresses the need

9 The adaptive policy-driven architecture requirements are met to facilitate the service
capabilities with capability-based access control means. The integration of the
authentication and authorisation modules with the access control policies used by the
application delivery platform and the service management disciplines is presented

® The representation, the relationships and the flows of the entities have been
explained in a conceptual model by means of UML diagrams

® The ASPIDA scheme achieves higher throughputs compared with other contrasted
solutions

9 The granularity of implementing SOA solutions with the use of puServices architecture
is also accomplished and increased

Vis-a-vis adaptive security management, this work demonstrates how to support the
authorisation requests, the policy decision making, the policy enforcement and improve the
security traits of the uServices to orchestrate the components across the services. The
fundamental goal is to establish a general-purpose framework for M2M dynamic
authorisations with policy-based access control capabilities that can be re-used to ensure the
secure token-based authentications, even though most of the implementations may be
dependent on the M2M resource-constrained devices and the uServices components, which
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require complex interactions. Some of the foremost challenges in the context of adaptive
security management are:

® A better adaptive security management with the use of the PDP, PIP, PAP along with
the various PEPs to enforce the proper security controls

® A policy engine that combines the M2M service requirements and improves the
security service levels of M2M communications

9 The M2M network types with their diverging operational and architectural
capabilities lead have introduced additional SOC blocks in the typical architecture

9 The additional service domain facilitates procedures handled previously by the other
domains to increase abstraction

® The access requests are processed through independent uServices with light-weight
containers and data-driven pServices workflows

First, the use of policy-based management has several advantages in implementing
adaptive M2M communications, where the physical topology can dynamically change in
response to the mobility of the interconnected objects. A policy-based management approach
ensures the enforcement of the security policies to mitigate the security issues, the risks and
improves the security controls and data privacy.

The policy engine has access to the security policies plus the additional information and
then applies the respective policies at fixed points in the device, network and application
domains. Consequently, a policy engine can be used to address the security challenges of the
M2M communications by relating the service requirements to provide the service primitives
needed for service request/response. Additionally, the policy engine provides the capabilities
that support the communication among the devices in heterogeneous environments, as
predefined policies can be used for decision making in case of any service requests. For
instance, in the case of a failure or a physical topology change, the policy engine can trigger
an event-based policy action and immediately reconfigure the network or service
components.

The establishment and the enforcement of clear and effective security and privacy policies
are key issues to improving the offered service levels in M2M communications with the use
of service-orientation principles. Therefore, policy-based management fosters the
enforcement of service-oriented cognitive technologies in M2M communications. In this
regard, a number of research activities focuses on the integration capabilities of the dynamic
service registry, the service location discovery and the policy manager as the key
functionalities of an integrated and secure policy-based SOA in M2M communications.

Compared with existing ETSI M2M communication functional architecture, this
architecture proposes an additional service domain. The first three domains, device, network
and application, are common to the other existing and established reference models. The
proposed service domain removes procedures handled previously by the other domains such
as establishing the connection of a device to the network to increase abstraction, reducing
the computational load of the three domains and enforcing security required by some M2M
applications. A policy based framework on the service layer can oversee all the security
aspects and report any irregular behaviours (e.g. a device communicating to a different
gateway). Compared with existing M2M communication architectures, the proposed solution
focuses on providing additional security enforcement on the services handled by the
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interaction points in the network. Through security policy enforcement by the policy engine,
the service-oriented architecture can also alleviate security threats on event-based M2M
communications by enforcing the appropriate policy controls. A case study using intelligent
bus system is presented in order to demonstrate the applicability of the architecture.

Concisely, the architecture offers significantly increased performance and learning
capabilities, while the PBNM system achieves adaptive QoS routing through automated
configuration. The network resources can be utilised more efficiently through the adaptive
routing path selection process. The performance also improves significantly, since the traffic
can be rerouted to other paths in the case of congested links, while the EDs can trigger the
appropriate corrective actions (i.e. traffic violation). Should the acceptable SLA thresholds be
exceeded, the PDP deploys the necessary policies to take the proper corrective actions
ensuring that any suboptimal routing changes or under-performance conditions of the
network entities are mitigated.

The security and access control services are essential in realising a successful architecture
using the SOA paradigm. Several research and industry activities reported in the literature
have addressed the identification, the authentication and the authorisation management
challenges, but without proposing a consolidated model to integrate these components. Apart
from the QoS routing capabilities, ASPIDA aims to provide an adaptive PBM security
management with appropriate indicators and controls to model identity, authentication, user
roles, authorisation access control levels and to incorporate rule validation mechanisms for
each policy set. The support of policy-based and integration capabilities offers automated
maintenance of the policy sets, improved efficiency, simplified management and support of
several types of environment (i.e. enterprise, service provider). The ASPIDA scheme is
extensible to support further complex resource management extensions (i.e. optimal
predictive resource allocation, resource usage, dynamic relocation of workloads). It also
provides authorisation capabilities such as permission classes, task flows, SSO functionality
and SAML along with XACML uses in complex authorisation scenarios. Further policy and
context management additions in SOA environment can be supported. In ASPIDA, various
challenges that are faced in the effort to support the appropriate access control levels along
with policy management capabilities are considered, such as the access requests processed
through independent uServices with light-weight containers. At the core of ASPIDA is the fact
that the architecture achieves better adaptive security management with the use of the PDP,
PIP and PAP along with the various PEPs to enforce the proper security controls. The policy-
driven authorisations supported by the EDs can mitigate the security violations and apply the
adequate access control configuration, if the application identity is authenticated and the
authorisation grant is valid.

Many key functions and M2M service connection procedures from the device and the
network domains can be embraced by the service domain in the proposed architecture. For
instance, some of the M2M management functions and the event management processes
enable secure data transportation over the reference points that reside in the service domain.
Such services can be included in the service domain with the use of the relevant service
capabilities. These can facilitate the evolution of the appropriate security policies, provide a
secure interoperability between the device, the network, the application along with the
service domains and enhance the security mechanisms as well as the efficiency.

As presented in the preceding chapters, the system architecture is evaluated with
independent pServices and light-weight containers. Still, the data-driven uServices workflows
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entail the access requests to be regulated by valid access tokens. Hence, there is a need to
define, create, modify and validate the policy rules that express the dynamic constraints and
dynamic system states. For instance, the resources can be generated and released during
runtime to accommodate unforeseen demands in a scalable and elastic way with pServices,
or the nodes can be even temporarily unavailable in the physical space. All the proposed
solutions are evaluated by means of an ASPIDA prototype, various simulations, but also real
use cases. The experiments are followed by the numeric data analysis to evaluate the
performance and the effectiveness of ASPIDA. Nevertheless, the adaptive security
management is expected to play a more integral role to establish the proper set of security
and policy mechanisms all the way across the complete service life cycle.

7.3 Critical success factors

The performance of the execution event policies depends on the hardware characteristics.
In the case of event scripting and applets, the performance depends on the platform, the load-
level and the total amount of available memory. As there can be hardware constraints on the
concurrent number of applets and policy scripts, some event actions are likely to be lost in the
event of oversubscribing the system. New events might be dropped, as the policies have fixed-
size event pools. Therefore, an event scheduler is needed to allocate and execute event
selection decisions pre-emptively in order to improve the elasticity of event monitoring. In
terms of scalability and expandability, the event scheduler allows for the activation or the
suspension of the applets and scripts and the respective policies based on the network
conditions and dynamically matching SLA criteria. As cloud-based applications are expected
to grow further, the event scheduler can manage multi-domain policies and deal with the
capacity, complexity and the performance issues that may arise. The event-based policies can
remediate network failures (i.e. asymmetric routing, BGP dampening) and improve
application performance by including aggregated bandwidth, low-latency links and SLA-driven
routing. The policy driven authorisation implementations require complex interactions in
order to enable policy based management (i.e. policy retrievals). Apart from the complexity
of the authorisation policies, the runtime characteristics of the policy enforcement, the policy
validation mechanisms and the policy execution (Table 15) all affect the high heterogeneous
M2M services with complex requirements (i.e. unattended devices, energy restricted devices,
low-bandwidth network, needs for zero latency and low bit-error rate applications).

Table 15. Other factors for policy-based management

Policy-based management Factors
Policy definition Complexity
Detection of updates difficult to update
Vulnerabilities
Outdates rules
Policy execution Load/retrieval
Performance

Difficult to manage
Frequency of resource request
Difficult to measure
Policy enforcement Risks

Urgency

Run time policy validation Accuracy
Correctness
Performance
Security violations
Flaws

Data quality
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The outcome of the evaluation along with the metrics for dynamic authorisation
frameworks for pServices rely on the interconnectivity, the constrained resources (i.e. data
storage backend), the workload orchestration, the resilience and the existing dependencies.
With regard to uServices, the computational power along with other factors such as the
componentization, the segregating capabilities, the bulkheads, the circuit breakers, the
decentralized data management and the infrastructure components impact the performance
of the system. In [258], the authors show that there are certain trade-offs in the network
performance evaluation of pServices against bare metal and regular containers to be
considered in the design of the puServices components such as M2M discovery and lightweight
messaging (i.e. Kafka) services. D. Shadija et al. [259] present the characteristics of puServices
versus a SOA-approach aiming to assist the architects and the developers in selecting the most
appropriate architecture.

The ASPIDA scheme supports higher throughputs compared to other contrasted solutions,
even though the performance of the system depends on a large number of factors. The
performance of the native clustering tools and the fine-grained orchestration, the distributed
system challenges, the tolerance for failure of the services and the service boundaries can
impact severely the design and the operations, such as the efficiency in real-time monitoring
and detecting anomalies.

7.4 Future directions

This dissertation also leaves several open issues. This section outlines some of the
limitations of the study and proposes some areas for future research. First, the NetFlow policy-
based routing is not verified, which enables that traffic classification and the dynamic routing
protocols with supported extensions are not tested; these ideas can be further studied and
analysed. Subsequent tests can also study with the QoS classes to analyse per-hop behaviour
(PHB) flows with changing traffic patterns.

In this work, the traffic is normally sent on a first-come-first-serve basis and all traffic is
treated equally. However, future studies could analyse latency and bandwidth-sensitive, non-
critical and non-interactive applications. Elaborating further on these experiments, a more
detailed analysis of high priority traffic with security management aspects could provide
useful results in relation to efficient bandwidth consumption, lower latencies and bottlenecks
avoidance. The prioritisation and differential treatment of traffic could be provided based on
the appropriate policy rules.

Furthermore, the performance issues of the policy management components have not
been considered. The analysis of the adaptive policy-based security management in
distributed environments and better exploitation of adaptive design for dynamic security
policies are significant and could be taken into account for a more detailed examination.
Additionally, the optimisation, the validation and security policy checks could be further
analysed. With regard to the policy controls and policy engine, future research work could
analyse the enforcement of dynamic policy-driven access controls. Moreover, as the policy
engine can be either centralized or distributed, further analysis is required to evaluate the
architectural and performance aspects of the contextual constraints setup.

The prototype illustrated in this dissertation could be expanded to incorporate the
deployment of a policy service including event-based management and triggering
mechanisms. The overall prototype could assess the high applicability and reinforce the
modelling processes of the ASPIDA architecture.
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Finally, the access controls and the authorisation mechanisms with dynamic contexts
implemented with pServices remain an attractive research area. Considering the high
technological diversity and the numerous side conditions of M2M protocols and
communications, more complicated solutions and use cases are anticipated to evolve.
Nevertheless, with a certainty, there is an increasing need to improve the adaptive policy-
based security management.
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