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MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

MNepiAnyn

H epyacio peretdel Tic d1Gpopeg advvapies ao@oAEiog TOV UTOPOVV Vo TEPEXOVTIOL OE OLAPOPEG
EPAPLOYEG Y100 TO Agrtovpyikd cvotnuo android. Akopo meptypdeest pe molo 1m0 Tig evtomilel, mwg
pmopet va dtopBwBovv kdmoteg evndbeieg Kot Tt Oa Empene va elye KAVEL O TPOYPOAULATIOTIG TOV £YPONVE
NV €QAPLOYN MOTE va. PV glye dnpovpyndet 1o kevo aceoreiog.

Abstract

This project detected various security holes on any application in android operation system.
Also the project analyze the way how to close these holes and in some issues, suggests what the
programmer have to do to avoid these issues.
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EuxapioTieg

Evyapiotd 6lovg tovg kabnyntég Ttov peTOmTL)loKOD TOL pE Ponbhicav otnv OAOKANP®OTN TOL
petantoylokod Tpoypdupatog «I[Iponyuéva cuatipoTe TANPOPOPIKHGY, Kot Wiaitepa tov k. K. IMatodkn
omoiog eméPreye TNV KTOVNOT OVTAG TG SLaTPPnc.

Eniong evyopiotd v ovluyo pov kot ocvpgotritpe pov Kovotaviiva Avayvdotov yo T
GUUTOPACTAGT OV OV £0EIEE.

AKOLA EVYAPIOT® TOVG YOVEIS LoV Yol TV GTIPLEN TOVG.

«Oxtopprog 2016»
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MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

KepaAaio 1°

Eicaywyn
Yy mapovoa epyacio Oo eEetdoove TIg d16popeg EVTAOEIEG TOV UTOPEL VO, TTOPOVCIAGEL LI EPAPLOYT,
n omoio “tpéyerl” o€ Aertovpykd cvotnue android.

H pébodog mov ypnopomoteitat yio va dtomotmbel av pua epappoyn epeovilel eumddeteg ivat 1 otatikn
avdlvon kodwka (code static analysis).

Me Vv ypnon Kamowwv epyaieinv kat pe v péBodo reverse engineering Oa mapoybei o Tnyaioc kMdUAG
(source code), katd mpocéyyion, ko Ba eEgtdoet pe PAcN KATOOVG KAVOVES Y10l TO TL UTOPEL VO TEPLEXEL
KOt av €X€L KATO0 pioKo amd Amoyn acQAAELNG.

INa vo propéoovpe va avorboovpe éva apyeio tng android epopuoync, &xel YpagTel pio epopuoyn yio
nepPdiiov Windows xai Linux xon kévet to mapakdto prpata:

e  AmocuvuméCet to mapayduevo (apk) apyeio.

o Tlopdyet o apyeio wOV TEPIEXOLY TOV TYOIO KOOUKO,
o E&etdlet yia to av oAnbedovy kdmotol Kavoveg

o Tlapdayet éva report pe to evpipaTo.

o [Ipoteivel mmg pumopet KAmTO10g va d1opBdcEL TIG GVYKEKPLEVES EVTTAOELES.

Elvon o avtikepevootpagng (object oriented) epappoyn yio Windows kon linux. Amotedeiton amd éva
script Tov ekteleite and évo Terminal kot petd to TéAOG TG extédeomg avoiyel évav Web browser kot
epoaviler o report celida pe To S1AQOPO ELPNUATO TOL AVIXVELTNKOV KOTE TNV dtodikacio Tng
avéAvong.

10 téhog 11 dadikaciog epeovilet éva report ypaupévo og html pe v ypnon tov Bootstrap.
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Baoikoi opioyoi

AgsiToupyiké cuoTnua androidi10]

Eivon éva Asttovpyicd odoTnue yio Kvntég ovokevég, 1o omoio éyet avamtuybel amd v google
(http://www.google.com ). Baocilete otov moprva (kernel) tov Linux kot €xel oyedlootel kuping yia
smartphones «ou tablets. To mepifdArov Semagnc pe tov ypnotn (user interface), Paciletanr oe am’
€VOelag XEPIOUO e SLAPOPES YEWPOVOLUEG KOt oyyiyHoTo TG 000vNg Kol T@V S10QOoP®V OVTIKEWEVOV KO
TPOYPUULATOV.

Ta dGeopa applications mov eivor dwbéoa yioo to android dotibevian and to google play store
(vmapyovv kot oG emionua 1 un Stores), ko givat ypoppéva gite o java gite pe kdmoto framework pe
mv yxpnomn html, css, JavaScript.

Aoc@aleia NMAnpogopiwviiil

Acopdlelo ITanpoopidv eivar o cvvdvacudg g Eumotevtikdmrag, g Akepotdtrag Kot Tng
AwBeodTTag Toug.

EpmoreunikéTnral'

Eumotevtikdmra givar ) 1816t ta g [TAnpoeopiog va givat tpoomeldotun péovo

a6 ovToTNTEG IOV Eivat €E0VGL0O0TNUEVES TTPOG TOVTO.

Akepaiotnral'll

Axeparotnta givar 1 1010mTo TG IIAnpogopiag vo tporomoteital povo and e£E0v1060TNUEVEG TTPOC TOVTO
OVTOTNTEC.

A1a@soipoTnral’!

Téhog, AwBeoipdmra eivorn n 1010 TO TG [IANpogopiag va givar dtabéoyn otig eE0ve1080TNUEVES TPOG
TOVTO OVTOTNTEG HEGO GE AOYIKO YPOVIKO dAGTNUA 0t THV VITOPOAT TNG OXETIKNG aitnong duibeonc.

ZTaTIK ava@Auon Kwdikali2l

v TANPOPOPIKY, GTOTIKH OVAALGT, GTOTIKN OVAALCT KOJIKO 1 OTOTIKY OVAALGT TPOYPALLOTOG
(AyyA.: Static analysis, static code analysis, static program analysis), givat 11 av@AvGT £VOG TPOYPALLLOTOG
oV yivetat xwpig vo ektedectel To TPdypappa (1] avAAVoT TPOYPAUUATOS TOV YIVETOL LE EKTELECT] TOV
Aéyeton SuvOUIKN OvVOAVOT). XTIC TEPIGGOTEPES MEPWITAOGCELG 1| OvAALOT YiveTol o€ KAmO0 Emimedo
YO0V KOSKO KOt TOAAES POPES OE AVTIKEEVIKO KMIKa. O 6pog cuviBwg avapépeTat GtV ovaAVoT
OV Yivetonl HE KOTOW0 OVTOUATO EPYOAEID, VA 1 OVAAVLOT TPOYPAUUOTOS Oomd dvBpomo Adyeton
KOTOVONON TPOYPAUUATOG.


http://www.google.com/
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KaxépBouAo Aoyiopiké (malware)l13l

To «kok6Bovro Aoyiopkd» (malicious Software / malware Software) omotedel peilov npopinpa yo v
acpdreto tov [Minpogopaxdv Xvompdtov. To Aoyopkd yapaktnpiletor og kakdfovio dtav Phost
TOV TPOBECEMV TOL TPOYPUUUOTIGT] TO AOYICHIKO TOV TPOKLMTEL SOOETEL TIS OMALTOVUEVEG EVTOAEG
TPOKEEVOD va BAAYEL Eva VTTOAOYIGTIKO choTpa. To kakdfovio Aoyiopkd pmopel va xwpiotel o 600
Katnyopies.

e autd Tov ypetdleTorl Eva TPOYpopa «EEVIGTI» KOl GE aVTO oV dev ypeldletat «EEVioT» Kot pUmopet
VoL EKTELEGTEL OO LOVO TOV OTT®G KABE GANO TPOYPOLLLLAL.

Reverse engineering (of software)l15116]

Reverse engineering givor 1 dwodikacios avilvonsg evog GUOTHOTOS AOYIGHIKOD, OAOKANPOL 1 WEPOG
aVTOV, Ie OKOTO TNV eE0Y@Y TANPOPOPLDV GYETIKA LLE TOV GYEOOOILO KOL TV VAOTOINGT TOV.

EpyaAcia mou xpnoigomoindnkav yia Tnv £QapHoyn

INo v £@apuoyn mov vAomolel Ty avdivon, ypnowonomdnke 1 script YAdcsoa Pythonl'’l. Exmiong
ypnoomomfniay kot kémwoto components 6mwg:

1. To open source JavaScript framework bootstrap[l
2. To sb admin 2 free template yio. bootstrap®l.

3. 0 jd-guit! xon jd-cmd java decompiler 6}
4

To epyoreio avorytod kmdika (open source) dex2jarll yio v petatpomy twv opysiov .dex ce
apyeia java class.

o

EvaAlaktikd o Procyon java decompilert®l,
6. Mobile-Security-Framework (MobSF)[!

7.  AXMLPrinter® | petarpénet 1o manifest.xml og kovovikd xml format apygio.

Mapadortéa TnG epyaciag
Ta mopadotéa TG epyoasiog eivar:

1. To évrumo keipevo NG WTVYWOKNG epyociog, To omoio meptloufdvel v mopovGioon Kot
TEKUNPIMON TG EQUPUOYNG.
2. Trmv 1014 v gpappoyn (tnyaiog KOOKAG).

AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android



Aopun TnG gpyaciag

H epyooio npaypatedetol v otatikh avéivon og éva apysio .apk pe okomd tov gviomopd dibpopwv
eLVTafEIdV. AVTO EMTLYYAVETAL LLE TNV YPNOT| Lt EQPOPLOYNC.
Yta emdpeva kepdioa Ba akolovbnoet N TekuNPlooT TS EQAPLLOYNG AVTNG.
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KepaAaio 2°

E@appoyn yia oratikily avdAuon kwdika (Code Static Analysis)

INa vo propécovpe va ovaAdcovpe Tov kddika o€ éva opyeio .apk avamtoybnke o epopuoyn yuo
Agrtovpykd cvotnue windows kot Linux kot pe avtiv uropovpe vo mdpovpe pio availvon yio midovd
AGON aceaieiog Yo To apyEio TOV oG EVOLOPEPEL.

Aopr epappoyng

H epappoyn anoteleital and pio Bacikn KAGon, o kKAdon e otabepéc Kot entd Pondnticég KAAong Tov
VAOTOLOVV S1APOPA KOUUATLO TNG EPAPLLOYNS.

Baoikn kAdon apk_analysis.py
Iepiéyet 6An v Aoyikn G ePapproyNS KABDS Kot TIg KANGELS TPOG AAAES KAAONG.

#define main method

def main() :
url = "file://" + reportPath + "/index.html"
extractSources ()

#create report folder
htmlBuilder.MaKeReportDir ()
MakeAnalysis (sourceDir)
OpenWebBrowser (url)

Mnyaiog Kwdikag 1: n Bagikn pE6odog Tng Eqpappoyng.

KAdon AnalisysDescriptions.py

[epiéyer Oheg Tig otabepéc yo Ta KAeWd Tov dictionary kot yio ta Aektikd. To Aektucd éxovv Paciotel
méve ota Aektiké tov Mobile-Security-Framework (MobSF).[l

AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android
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class AnalisysDescriptions (object):
#dect keys
gpsKey = "gps"
randomKey = "random"
sglliteKey = "sqgllite"
modeworldreadKey = "modeworldread"
modeworldwriteKey = "modeworldwrite"
privateKey = "private"
logKey = "log"
cryptoKey = "crypto"
ipcKey = "ipc"
httpclientKey = "httpclient"
fileioKey = "fileio"
infactKey = "inf act"
infserKey = "inf ser"
infbroKey = "inf bro"
jsenableKey = "jsenable"
WebViewdebugKey = "WebViewdebug"
sslerrorKey = "sslerror"
sslKey = "ssl"
sendataKey = "sendata"
dexdebugKey = "dex debug"
dex2Key = "dex2"
emulatorKey = "emulator"
dexkeyKey = "dexkey"
dexrootKey = "dexroot"
dextamperKey = "dex tamper"
dexcertKey = "dex cert"
dsslpinKey = "d _ssl pin"
rootkey = "root"

Mnyaiog Kwdikag 2: ZTIydIOTUTTO a6 TIG OTABEPEG.

KAdon CodeAnalysis.py

Avt n Khdon viomolel OAN ™V avdAivorn tov K®dka mov £xovpe mapel omd to apk. Kou pe Pdaon
KGTO0Vg KOovOveg, TOvg omoiovg éyovue ovamapdyel kKor mpooapudost amd to Mobile-Security-

Framework (MobSF)P!, emotpépet Ta kotdAAnia pnvopoto.

Axopo mepiEyxer peboddovg yia vo kavel petotponn amd dex apyeio oe jar apyegio kot apydtepa vo

YPNOLOTOWGEL QVTO TO jar apyeio yuo va to kdvel decompile.

KAaon FileUtils.py

Iepiéyet peBoddovg ToL ekTELOVVE S1APOPES AetToVpYieg TOL apopovv apyeia. Ot Asttovpyieg avtég ivat:

e Anpwovpyei Tov pakero yu ro decompile file (method: )
e Metovopdlel éva apyeio (method: )

e TI'pogei oo log file Tuyov LGB mov umopei vo epeavicTony.
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KAaon HtmiCreator.py

Anpuovpyel v Tp®OTN Kot TNV KVPiwg ceAida 6T Tapaydpevo report.

KAdaon infos.py
[Mapdyst ta Kopudtio Tov report Tov meptéyovy Kanoleg mAnpopopieg kot vroroyiler o Md5 «on to sha
hash Tov apyeiov apk. Avtd sivau:

e File info

e Appinfo

KAdaon ManifestExtractor.py

IMepiéyer pebddovg yo v e€ayoyn, petatponty oe Xml xor avdivon tov manifest. Emiong e&dyet
ddpopeg TAnpogopicg dmmwg avaivon tov manifest, permissions tng android spoppoyng, main activity
K.0. AxOua kdver extract to manifest ko to petorpénel oe kovovikd xml format. To unvouata £xovv
Booiotel mhve oto AekTikd kot to. unvopata tov Mobile-Security-Framework (MobSF). [

KAdaon myutils.py

Iepiéyet po 1éB0do yio va extelel ta EMTEPIKA TPOYPapLoTo oTo terminal.

Script Archive.py

Elvaw éva extedéoyo script mov avoroufdvel vo coumiécel og éva opyeio zip ta apyeia mov Exouvv
TPOKVYEL 0O TNV avAaAivon. 1o T€log 0tov To apyeio zip eixe oAokAnpwbei offvel To mePIEXOUEVO TOV
QokéAoV source.

config.py

Iepiéyel 6ho to. path mov ypnoporotovvrar oty epapuoyn. Otav BElovpe va “tpéEovpe” v epapuoyn
0€ KGmoto GAAO cVOTNIA, EVIIUEPOVOVE TIC 6TOOEPEG e To craTd path.

AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android
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Ap)Y1kO script apk_analysis.py

Etvaw 10 Bacikd apyeio g epappoyns. Avtd kaiel T KatdAinieg pebodovg yio va viomomBel 6An n
avdivorn Kot To reporting kot oto TéAog «avoiyewy tov default web browser kot @optdvel v TpdTN
ceMda Tov report.

@ @ © user@ubuntu: ~/unipi/ptixiaki_se_python

ser@ubuntu:~/unipi/ptixiaki_se pythonS$ ./apk_analysis.py I

Eikéva 1: Baciki oppa epapHOYAG.

Ekkivnon diadikaciag avaAuong

H dodcacio Eexva exteldvtag to script apik_analysis.py. ' va ektelécovpe to SCript o éva terminal
ypaopovpe ./apk_analysis.py i python apk_analysis.py. To script fa extedéoet i TopoKkdT® dodKacisg:

e Qo kdvel petovopooio ot | oto apyeio akp dote To Gvopa TOL VO PNV TEPLEXEL KEVODG
XOPOKTIPEG

e O dNUOVPYNOEL TOVG PAKELOVG HEGH GTOV PAKELO Source, mov Oa yiver to decompile.

e 0o tpéer o dex2jar yio va mapaydyet to jar apyeio.

e Oa kaver decompile to jar apyeio kot Oa wapaydyet ta source files

e Ko téhog Ba avolvoel ta mapayopeva source files.

e Qo dnpovpynoet Tov PakeAo mov Ba prAo&evioet to report

e Oa dnuovpynoet tig html oelideg tov report



MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

#define method for extracting source files
def extractSources|() :..

def MakeAnalysis(sdir):..

def OpenWebBrowser (url) :

#for open in new tab

new = 2

webbrowser.open (url, new=new)
#define main method

def main () :
url = "file://" + reportPath + "/index.html"
extractSources ()

#create report folder
htmlBuilder.MaKeReportDir ()
MakeAnalysis (sourceDir)
OpenWebBrowser (url)

main ()

Mnyaiog Kwdikag 3: H pé0odog 1mou ekTeAei OAEG TIG PATEIG TG AVAAUONG.

Merarpom apxeiou dex o€ apxeio jar
Mo vo umopécel 1) epapuoyn vo edyet tov mnyoio kddika o ypnoipomorcovpe o mpdypapua dex2jart’
Me i kAnon og ypapun evroimv (command line - terminal) exteleiton to dex2jar yuo kdbe éva and Ta

apyeio Tov £yovpe péoa otov eakelo apks. Otav telewwoet 1 dradkacio Bo vdpyel péca 610 EAKELO
source kat 6g Pakelo pe To dvopa Tov el To Kabe apyeio apk Eva apyeio jar.

AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android
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def dex2jar(self, tooldir,apkfile,jarfile):

mutils.runCommands (tooldir+'/dex2jar/d2j-dex2jar.sh '+ apkfile +
' -o ' + jarfile +' -f£ ")

Mnyaiog Kwdikag 4: H pé6odog rou ekTeAei To TTpOypappa dex?2jar.

Decompile Tou apxeiou .jar.

INo va amoktoovpe mpdcPoon ctov mnyaio KMo Tig Kabe gpoppoyns Ba mpénel vo epoppooTel
pébodog reverse engineering. Mo o6 awtég TG dwdikacieg eivon ko to decompile tov apyeiov jar. Ta
amoteAéoLaTo aVTHG TG eBoddov Ba pag SdcovV Tov myaio KOdKO KOTd PLeydAn TpocEyyion.

H epappoyn €xet po pébodo mov extedel v eviodn o omoiov java decompiler dwadéEovpe. Ko ta
aroteAéopato givar vo dnpovpyndel £vag @AKEAOG e Ta SOUrCES yio KGOe [ EQApPLOYN OV EYOVLE
péoa otov edxeho apks.

def decompile(self,tooldir, sourcedir, jarfile):

mutils.runCommands (tooldir + '/jd _cmd/jd-cli -od ' +sourcedir +
'/source ' + Jjarfile )

Mnyaiog Kwdikag 5: H péBodog mrou ekTeAei To Tpoypappa Java decompiler.
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AvdAuon KwdIKa Kal eUpeon euTTAOwWYV

H avéivon Baciletar og didpopovg kavoveg kat TAnpopopieg mov ypnoponoict kot to Mobile-Security-
Framework (MobSF)[!

def Sic(self, sourcelAppDir):

reDict ={}

murls = {}

codenat=""

#get manifest xml formated file
manifestFile = sourceAppDir +"/manifest.xml"

#boolean for some properties
crypto = False

obfus = False

reflect = False
dynamic = False
native = False

#define string variables for add java source files to dictionary

ipcStr=""

gpsStr = ""

randomStr = ""
sglliteStr = ""
modeworldreadStr = ""
modeworldwriteStr = ""
privateStr = ""

logStr = ""

cryptoStr = ""

Mnyaiog Kwdikag 6: n péBodog Trou uhoTrolei TNV avaAuon KWSIKa (OTIYMIOTUTTO).

AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android
17



for dirName, subDir, files in os.walk (sourceAppDir+"/source") :
for file in files:
if file.endswith(".java"):
f=open (dirName+'/'+file, 'r'")
fileContent = f.read()
f.close ()

#regular expression rules

if (re.findall (r'\bjava.util.Random\b', fileContent)):
randomStr += ", "+ '<a href="'+dirName+'/'+ file +'"
target="_blank">' + os.path.basename (file) +'</a>"’

if (re.findall (r'\bMODE WORLD READABLE\b', fileContent) or

re.findall(r'\bContext.MODE_WORLD_BEADABLE\b', fileContent)) :
modeworldreadStr +=", "+ '<a href="'4+dirName+'/'+ file

+'" target="_blank">' + os.path.basename (file) +'</a>"’

if (re.findall (r'\bMODE WORLD WRITABLE\b', fileContent) or

re.findall (r'\bContext.MODE WORLD WRITABLE\b', fileContent)):
modeworldwriteStr +=", "+ '<a href="'4+dirName+'/'+ file

+'" target="_blank">' + os.path.basename(file) +'</a>'

Mnyaiog Kwdikag 7: n p€6odog Trou uAoTrolei TNV avaAuon KWSIKa (OTIYMIOTUTTO).

# #content rules

if ((( ("rawQuery (" in fileContent) or ("query("in fileContent) or
("SQLiteDatabase" in fileContent) or ("execSQL(" in fileContent))) and
(("android.database.sqlite" in fileContent))):

sqlliteStr +=", "+ '<a href="' +dirName+'/'+ file + '"
target="_blank">' + os.path.basename (file) + '</a>'

if (("setJavaScriptEnabled (true)") in fileContent and

(".addJavascriptInterface (") in fileContent) :
jsenableStr +=", "+ '<a href="' +dirName+'/'+ file +

target="_blank">' + os.path.basename (file) + '</a>'

if ((".setWebContentsDebuggingEnabled (true)") in fileContent and
("WebView") in fileContent):

WebViewdebugStr +=", "+ '<a href="' +dirName+'/'+ file + '"
target="_blank">' + os.path.basename (file) + '</a>'
if ( ("onReceivedSslError (WebView") in fileContent and (".proceed() ;") in
fileContent) :

sslerrorStr +=", "+ '<a href="' +dirName+'/'+ file + '"

target="_blank">' + os.path.basename (file) + '</a>'

Mnyaiog Kwdikag 8: n uéBodog 1Tou uloTrolei TRV avadAuon KWSIKA (CTIYMIOTUTTO).



MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

# find urls

searchPatern =

re.compile (ur' ((?:https?://|s?ftps?://|file://|javascript: |data: |www\
d{0,3}[.1)[\w().=/;,#:@?2&~*+1$%\"'{}-1+)"', re.UNICODE)

urllist = re.findall (searchPatern, fileContent.lower())

for url in urllist:
if url not in murls:
murls[url] = '<a href="' + dirName +'/'+ file + '"
target="_blank">' + os.path.basename (file) + '</a>'

#add values to dictionary

if (ipcStr !=""):
reDict[AnalisysDescriptions.ipcKey] = ipcStr

if (randomStr != ""):
reDict [AnalisysDescriptions.randomKey] = randomStr

if (modeworldreadStr != ""):
reDict[AnalisysDescriptions.modeworldreadKey] = modeworldreadStr

"") :

if (modeworldwriteStr !=

reDict [AnalisysDescriptions.modeworldwriteKey] =
modeworldwriteStr
if (privateStr !=

llll) :

reDict[AnalisysDescriptions.privateKey] = privateStr
if (logStr != ""):
reDict[AnalisysDescriptions.logKey] = logStr
if (cryptoStr !=""):
reDict[AnalisysDescriptions.cryptoKey] = cryptoStr

if (httpclientStr !=""):
reDict[AnalisysDescriptions.httpclientKey] =httpclientStr

if(fileioStr !=""):
reDict[AnalisysDescriptions.fileioKey] = fileioStr

if (infactStr != ""):
reDict[AnalisysDescriptions.infactKey]

infactStr

Mnyaiog Kwdikag 9: n pé6odog rou uAoTrolei TNV avdAuon KWSIKa (OTIYMIOTUTTO).
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I = nn) .

if (infserStr

reDict[AnalisysDescriptions.

if (infbroStr

HH) .

reDict[AnalisysDescriptions.

"") .

if (jsenableStr

reDict [AnalisysDescriptions.

HH) :

if (WebViewdebugStr
reDict [AnalisysDescriptions
if (sslerrorStr "y e

reDict [AnalisysDescriptions.

if(sslStr

HH):

reDict[AnalisysDescriptions.

if (sendataStr

HH) :

reDict [AnalisysDescriptions.

if (dexdebugStr !=

reDict [AnalisysDescriptions
if (dex2Str "

reDict [AnalisysDescriptions
if (emulatorStr "y e

reDict [AnalisysDescriptions
if (dexStr ") e

reDict [AnalisysDescriptions
if (dexrootStr "y

reDict [AnalisysDescriptions
if (dextamperStr "y

reDict [AnalisysDescriptions
if (dexcertStr ")

"") .

reDict [AnalisysDescriptions.dexcertKey]

.dex2Key]

.dexKey]

infserKey]

infbroKey]

jsenableKey]

sslerrorKey]

sslKey]

sendataKey]

.dexdebugKey]

.emulatorKey]

.dextamperKey]

.dextamperKey]

in

in

.WebViewdebugKey]

S

fserStr
fbroStr

jsenableStr

WebViewdebugStr

sslerrorStr

sslStr

endataStr

dexdebugStr

dex2Str

emulatorStr

dexStr

dextamperStr

dextamperStr

dexcertStr

Mnyaiog Kwdikag 10: n yéBodog Tou uloTroiei TNV avdAuon KW3IKa (OTIYHIOTUTTO).




MeTtaTrTuxiakr AlaTpiBn

AvaoTdaiog ToaAaBouTag

if (dsslpinStr !=

reDict [AnalisysDescriptions
if (rootStr " e

reDict [AnalisysDescriptions
if (drootcheckStr "y

reDict [AnalisysDescriptions
if (obfStr "y e

reDict [AnalisysDescriptions
if (execStr "y

reDict [AnalisysDescriptions
if (serversocketStr "y e

HH) .

I =

1=

I =

I =

=

reDict [AnalisysDescriptions.

I =

if (socketStr

HH) .

reDict[AnalisysDescriptions.

1=

"") .

if (datagramsStr

reDict [AnalisysDescriptions
if (msgStr "y e

reDict [AnalisysDescriptions
if (webviewaddjsStr "y

reDict [AnalisysDescriptions
if (webviewgetStr "y e

reDict [AnalisysDescriptions
if (webviewpostStr "y

reDict[AnalisysDescriptions
if (httpconStr "y .

reDict[AnalisysDescriptions
if (urlconStr "y e

reDict [AnalisysDescriptions
if (jurlStr "y

reDict [AnalisysDescriptions
if (httpsurlStr "y e

reDict[AnalisysDescriptions
if (nurlStr "y .

reDict [AnalisysDescriptions
if (notifyStr "y .

reDict[AnalisysDescriptions
if(cellinfoStr "y e

reDict [AnalisysDescriptions
if (celllocStr != ""):

reDict[AnalisysDescriptions
if (subidStr ") e

I =

1=

=

1=

=

I =

| =

=

I =

I =

1=

I =

reDict [AnalisysDescriptions.

.dsslpinKey] =
.rootkey] =
.drootcheckKey] =
.0bfKey] =

.execKey] =

.datagramsKey] =
.msgKey] =

.webviewaddjsKey] =

dsslpinStr
rootStr
drootcheckStr
obfStr
execStr
serversocketKey] = serversocketStr
socketKey] = socketStr
datagramsStr

msgStr

webviewaddjsStr

.webviewgetKey] = webviewgetStr
.webviewpostKey] = webviewpostStr
.httpconKey] = httpconStr
.urlconKey] = urlconStr
.jurlKey] = jurlStr
.httpsurlKey] = httpsurlStr
.nurlKey] = nurlStr

.notifyKey] = notifyStr
.cellinfoKey] = cellinfoStr
.celllocKey] = celllocStr
subidKey] = subidStr

Inyaiog Kddwkag 11: n péBodog mou ulomotei tnv avaAluon Kwdika (oTiypidtuno).
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if (devidStr
reDict[AnalisysDescriptions
if (softverStr "y e

!= HH):

=

reDict [AnalisysDescriptions.

1=

HH) .

if (simserialStr

reDict [AnalisysDescriptions.

1=

HH) .

if (simopStr

reDict [AnalisysDescriptions.

if (opnameStr !=

reDict [AnalisysDescriptions
if (contentgStr "y .

reDict [AnalisysDescriptions
if (refmethodStr "y e

reDict [AnalisysDescriptions
if (gsStr "y

reDict [AnalisysDescriptions
if (bencodeStr ") e

reDict [AnalisysDescriptions
if (bdecodeStr "y e

reDict [AnalisysDescriptions
if (dexStr "y

reDict [AnalisysDescriptions
if (mdigestStr "y e

reDict [AnalisysDescriptions
if (datagrampStr " e

reDict[AnalisysDescriptions
if (dextstorageStr "y

reDict[AnalisysDescriptions

HH) .
I =
I =
I =
I =
I =
I =
I =
I =

=

if (setSeedStr

!:HH) .

reDict[AnalisysDescriptions.

if (md5Str
reDict[AnalisysDescriptions
if (desStr !'=""):
reDict [AnalisysDescriptions
if (AESECBStr !=""):

!:HH) .

reDict[AnalisysDescriptions.

if(sglliteStr

!=HH) .

reDict[AnalisysDescriptions.

.devidKey] = devidStr
softverKey] = softverStr
simserialKey] = simserialStr
simopKey] = simopStr
.opnameKey] = opnameStr
.contentgKey] = contentqgStr
.refmethodKey] = refmethodStr
.gsKey] = gsStr

.bencodeKey] = bencodeStr
.bdecodeKey] = bdecodeStr
.dexKey] = dexStr
.mdigestKey] = mdigestStr
.datagrampKey] = datagrampStr
.dextstorageKey] = dextstorageStr
setSeedKey] = setSeedStr
.md5Key] = mdbStr

.desKey] = desStr

AESECBKey] = AESECBStr
sgqlliteKey] = sglliteStr

Mnyaiog Kaodwkag 12: n péBodog mou ulomotei tnv avaluon kwdika (oTiypidtumno).




MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

codenat = "<b>Native: </b>" + str(native) + "<br> \n" \
"<b>Dynamic: </b>" + str(dynamic) + "<br>\n " \
"<b>Reflection: </b>" + str(reflect) + "<br>\n" \
"<b>Crypto: </b>" + str(crypto) + "<br>\n" \
"<b>Obfuscation: </b>" + str (obfus) + "<br>"

return reDict, murls, codenat

Mnyaiog Kwdikag 13: n péBodog mou ulotroiei TNV avadAuon KW3IKa (OTIYHIGTUTTO).

H pébodog avtn Oo emotéyet dvo dictionaries, éva pe to Toydv evpruata - eunadeieg , Eva pe ta URLS
Kot pio petafAntn mov eiye html kdduko.

Otav 1 epappoyn eTacel otV Sdikacio TG ovAAVGTG TOL KMOIKA EKTEAOVVTOL T TOPUKATM TN LOTOL
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Manifest

Bpioket to manifest.xml. ehéyEet av vdpyet kat av dev to Ppet Ba to kdvel extract amd to akp kot petd
0o to petoTpéyet o kavovikd Xml format pe tnv BoriBeta Tov Tpoypdppotog AXMLPrintert®l,

def getManifest (self, sourcefile, destfile, sourcefilepath,
tooldir) :
# copy apk file to zip file
copyfile(sourcefile, destfile)

# extract only AndroidManifest.xml
archive = zipfile.ZipFile (destfile)

for file in archive.namelist () :
if file == 'AndroidManifest.xml':
archive.extract (file, sourcefilepath)

# convert AndroidManifest.xml in normal xml format
mutils.runCommands (
'java -jar ' + tooldir + '/axmlprinter/AXMLPrinter2.jar ' +
sourcefilepath + '/AndroidManifest.xml > ' + sourcefilepath +
'/manifest.xml')

Mnyaiog Kwdikag 14: ZTiypiéTutro Tng peBodou mrou Bpiokel To manifest.xmi

Kat kabd¢ Tpoympder n avéivon Ba to avoilet kot Oo avaAidoer To manifest yua to T vwdpyet Ty, Main
activity, permissions, providers, k.t.\.

AvdaAuon Kwdika

Onmg avaQEpape Kol Topomdve 1 ovaivon tov kddika yivetar otnv khdon CodeAnalisys kot tnv
uébodo SiC.

Avt pog emoTpEPEL TV KVPIOS OVAAVGT TOV KOJIKO LE TIG TUXOV EVTADEIEG TTOV UTOPEL VO TTEPIEYEL, TIG
TANPOQOpics yio TV xpron Supdpwv evepyerdv (actions) and to APl tov android kot to. Stopopd urls
OV TEPLEYOVTAL LEGO GTOV KOOUKL.

TN kéBe gumaBela mov Ppiokel 1 epaproyn, VEApyEL dimha amd TNV gumdabeia AV €ite KAmow TPOHTACN
gite  «xamowo  link  efmtepwod  ocuvvdéopov  ywo  to  mOG  pmopel  va dlopBwbei.
Emniong og kdnoieg sumddeieg vmapyet éva script otnv otiAn fix issue script. Av o ypnotrng exteréost To
script avaeépete oty otin avth]. H gurndbeia Ba dopbwbei ctov mnyaio kddka (source code) tng
EPAPLOYNG TTOV &lye yivel | avaivon.




MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

ArnoteAéopara

To aroteléopota g avdivong epeavitovtor otov default web tov cvotipatog.

ode Analysis Report - Mozilla Firefox

Code Analysis Report

= % | @ file:///home/user/unipi/ptixiaki_se_python/Reports/index.html | @ ||Q

Report Links

o

s AngryBirds

Eikéva 2: O web browser Tou cuoThparog.

Tt apyn eoptdvetor N apylkn celida mov tepiéyet Ta. links og kdbe report yua 6da to apysio Tov £xet
OVOAVGEL.

[# Code Analysis

Issue Severity FileName Solution Fix issues script

The App uses an insecure dangerous StrobeLight.java aa.java Use SecureRandom without Seeding. python /home/user/unipi

Random Number Generator. cx.java More Infa): SecureRandom Iptixiaki_se_python
[fixissues.py random
run above script yo terminal
for fixing issues.

The Object is World Writable.  dangerous test.java Use other methods eg. such as python /home/user/unipi

Any App can write to the ContentProvider, BroadcastReceiver, and  /ptixiaki_se_python

Object Service. More Infa): [fixissues.py modeworldwrite

MODE_WORLD_WRITEABLE
run above script yo terminal
for fixing issues.

Eikéva 3: OTIYMIOTUTTO TOV ATTOTEAECUATWY TNG avAAuong

Metd notdvtag oto link mov pog evéiagépet 0dnyodacte 60 avtictotyo report.

IMa v dnuovpyio Tov reports ypnoiporomdnke to framework bootstrapl® . Kot mopéyovtor ototikég
oehideg html. Ta data siwodyovion péoa otnv celida pe Tov Tapakdto tpdmo:

AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android
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H epappoyn péca avoiyer 1o kotdAinio html template xou yéyver xkon Ppioker o didpopo labels
(etwcéteg) mov vmdpyovv péca oty html. Ot etikéteg avtéc eivan tng popeng _ [Label Name] Ty,
_ file_info__. Otav 11 Bpel KGvel oviikatdotoon TG €TIKETOG HE TO MEPEYOUEVO TOV TPEMEL VO
EULPAVICEL.

Eupnpara

Otav tedewdost | avdAivon , oto report, ko cvykekpiuéva oty evotnta ovéiveon kmdwo (Code
Analysis) epeaviCovtor didpopeg mAnpoopieg and ta svpriuata mov giye eviomiost N gpoapuoyr. Ta
gupnuata yopilovrol og T€ooepic KaTnyopieg

e IInpooopia (info)

e Aocoolng (secure)

e IIpogidomoinon (warning)
o Emkivduvvo (dangerous)

Ba avapepholpe oTO ELPILLATA TOL YOPAKTNPILOVTOL GOV EMKIVOLVA KO GOV TPOELOOTOMTIKA.

1. Mnivopa gvdBewog: 1 poppoyn ypnowonotel po pn aceoin yevvitpua toyoiov apibuov (The
App uses an insecure Random Number Generator).

To Bépa mov aviuet®mle Pia EQapoYn oL eiye ypnoonomost Tnv Pirodnkn java.util.random, sivor
OTL 1 CLYKEKPLUEVT BLALOONKN dEV ¥PNOLOTOIEL KPLTTTOYPAPNON Y0l TNV TAPAYDYN TOYXAI®V aplBudv
(random numbers).

H Biprobnkn avth ypnowonotei o yevvitplo, yevdo-toyaiov apiBumv (generate pseudorandom
numbers). H yevwitpio avth enedn, eiye cav advvopio va emavolappaver meplodikd, Kamolovg aptfpoig
Katd v Topayoyn tovg. E&attiag ot tng advvapiog ivor ebkoro va tpofrepbovv avtoi ot apBpot.
Omnodte 1 PProbnkn elvar un ac@arng.
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PRNG
Efficient (In terms of
generating more More
numbers in less time)
Periodic (Repeats itself
, Yes
after some time)
Deterministic (Sequence
can be reproduced at Yes
later time)
Simulation and
Useful Modelling

Applications

Eikéva 4: XapakTnpioTIKA Kol XPNoIuoTnTa Tou aAyopiBpou dnuioupyiag weudo-Tuxaiwv api8uwv
(Pseudo-Random Number Generator)

Yav Aon pmopet va ypnoomomBel  PipAodnkn java.security.SecureRandom mov ypnoiponotet pia
yevvnTplo, wevdo-tuyaiov apbudv pe kpurroypdaenon (cryptographically strong pseudo random number
generator (CSPRNG)), yw tnv mopoaywyn toxaiov aplfudv kol givol évag ac@uAng TpoOmog
vhomoinong,. I

AwpOotiki evépyslo: otav o ¥pHoTng ekTeléoel oe o, kovoola tepuatikov(terminal) to script mov
avopéper . otin fix issues script, yiveton avtikatdotaon to java.util.random pe to
java.security.SecureRandom ko1 «Anon new random() pe to new SecureRandomy(). 24

2. Mnivopa gvrdBsiag: To avtikeipevo ypnowonotei World Writable mode. Onowdnmote spappoyn
umopei va ypayel oto avtikeipevo (The Object is World Writable. Any App can write to the Object).

To npdfAnpa mov dnpovpyeitor 6tav ypnoporoovpe to mode World Writable eivar 6t pmopoidv kot
OAAES EQAPLOYES VO XPTOLLOTOMGOLVV TaL apyeio Tov dNUovpYeL | popproyn pag. Avtd yuti €€ optopol
To apyEia ToL dMHovpyodvIal 6ToV E6WTEPIKO amodnkevtikd ydpo (internal storage) sivon mpoomeldoyo
HUOVO Ao TNV EPOAPLOYN TOV TA OTLLOVPYNOE.

Evd otav ypnowomolovpe to MODE_WORLD_WRITEABLE bdivovope tv dvvatdmmro oe GAAEG
£QUPLOYEC VO Ypayouy oTa apysio avtd .22
AvdAuon EutraBeiwdv Aoyigpikou ag Asitoupyiké ouoTtnua Android
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AwpOotcy evépyerlo: otav o xpfoTng ektelécel og o, kovoola tepuatikov(terminal) to script mov
avoeéper n otnAn fix issues script, yiveton avtikatdotoon to MODE WORLD WRITEABLE pe to
MODE_PRIVATE.

3. Mnvvpa gurdBsiag: To avtikeipevo ypnoomotei World Readable mode. Onowdfmote epoppoyn
pmopet vo «dofdoewy to avtikeipevo (The Object is World Readable. Any App can read from the
Obiject).

To 6épa mov dSnpovpysitoan pe v ypnon tov MODE_WORLD_READABLE eivor 10 €&ng:
€€ oplopol ta apyeio mov dnpovpyohvial 6Tov ecmTePKd amodnkevtikd ydpo (internal storage) eival
TPOGTEAAGYLO, LOVO ATTd TNV EQPOPLOYT| TOL TO dNLOVPYNOE.

Orav ypnoyomotovpe to MODE_WORLD_READABLE &ivovpe v duvototnto e GALEG EQapUOYEG
va Srofatovy to apysio avtd. P

AwopOoTiKi evépyela: dtav o XPHoTNG EKTEAECEL 68 o Koveola teppatikov(terminal) to script mov
avaeépel n otAn fixX issues script, yiveton ovtikatdotacn o MODE WORLD_READABLE pe to
MODE_PRIVATE 24

4. Mnvopo gordBswog: Eivor evepyomompévo n amopokpuopévn amoceoiudtoon yio to WebView
(Remote WebView debugging is enabled).

10 WebView egivar éva view nov emitpénet va evoouatmbodv web pages (html, css , JavaScript) otnv
gpappoyn pog . Enedn to WebView sxtelel tov kddika TG oeMidag, viapyel Kivouvog va eKTeEAEoEL Kat
KakoBovio kmdkd cav Cross-site-scripting (JavaScript injection).

Axopa éyovtag to setWebContentsDebuggingEnabled(true) sivar evepyomomuévo to debug mode xan
umopel va tpékel omoodymote kmdka JavaScript.221 1251

AwpBoTiKi evépyera: dtav o XpHoTNG eKTEAECEL 08 o Koveola teppatikov(terminal) to script mov
avaeépet n othin fix issues script, yivetar avtikatdotaon to .setWebContentsDebuggingEnabled(true)
pe 1o .setWebContentsDebuggingEnabled(false).l2®!

5. Mnivopa somaBsiag: H epapupoyn ypnoipomotel tov «advvouo» aiyopiBuo MD5 (Use weak
algorithms - MD5).

O olyépOpog MD5 Bewpeite un aceoing. To 2004 avaxeAderov Todld ehattdpota yio tov mds. TTo
ovykekpéva dnuovpyndnke éva (edyoc apyeiwv mov poipaldéviovcov to id10 md5 hash. Zav
AMOTELEGILOL O GLYKEKPUYLEVOS 0AYOP1BLOG sivan pun acearnc.l]

AwpOoTi evépyerto: 6tav o ypnotng eKTeAEoEl o€ o kovoola tepuatikov(terminal) to script mwov
avapépet ot fix issues script, yiverar avtikotdotacn to MDS pe 1o sha512. 281

6. Mnivopa gomafsiag: H spappoyn ypnoponoiei tov akyopiBupo kpuntoypdenong DES (use DES).

0 aAiyopiBuog kpurtoypaenong DES, the Data Encryption Standard, dev pmopei vo OewpnBei acpoing.
Emedn ypnoomoict pikpd kheldi kpumtoypdonong 56-bit. ‘Etot givon evdlwtog oe embicelg Tomov
brute-force search. 2%

AwpOotiky evépyero: Otav o ypnotng ektedécel 6e o kovodlo tepuatikov(terminal) to script mwov
avoeépet 1 ot fix issues script, yiveton avtikatdotacn to DES pe to AES.



MeTtaTrTuxiakr AlaTpiBn AvaoTdaiog ToaAaBouTag

7. Mnivopo gomdBerog: Mn aceaAng viomoinon tov SSL. H epoppoynq epumioteveton 6io To
motonomtikd SSL 1 Séyxetar éva avto-vmoyeypappévo (self-sign) miotomomrtikd. (Insecure
Implementation of SSL. Trusting all the certificates or accepting self signed certificates is a critical
Security Hole).

To mpoPAnua givar 6T 1 epappoyr Bewpei dra ta Ssl motomomTikd OTL ivor EumicTo Kol ao@aiy. Ztnv
mpoypatikdT T OAo TO AEITOVPYIKA Oempovv aceaA] HOVO oo mioTomomTikd £xovv ekdobel amd
Koo, apy1| EKSOCNE TIGTOTOUTIKOV.

To mpwtokoiro SSL (Secure Sockets Layer), yvwoto kot wg Transport Layer Security (TLS), eivar éva
KOWO TPWTOKOALO KPLRTOYPOPNUEVNG emKOovaVviag peta&d meldtn ko e€vmnpetnth (client - server).
Elvow mBavdv av o epappoyn ypnoonotel to SSL ympic va éxel eykatactadei kot mopapeTpomon et
0®OTA, Lo KOKOBOVAT 0vIOTNTO VO TNG KAEWEL HEd0UEVA PHEGO TOV SIKTVOV.

"Eva tomikd cevapilo ypriong tov SSL givar 1o e&ng: Xe évav server éyel eykatactabei £va TOTOTOUTIKO
SSL. To motomomtikd nepiéyel to dnpocto kAedi (public key) kot givol cuvdvaopévo pe £va TPOCMOTIKO
KAewdi (private key). Zav pépoc g yepayiag (handshake) peta&d tov client xou tov server , o server
OTOSEIKVIEL OTL £YEL TO TPOCOTIKO KAEWL HEGO EVOG VITOYEYPULLLEVOD TLGTOTOMTIKOD e KPLTTOYpOpia
dnpociov KAEW10V.

‘Etotl pe avtoév tov tpomo o Kabévag dnpovpyel To S1kd TOL TIGTOMOMTIKO KOt TO SKO TOV TPOCOTIKO
KAewi. M andn xewpayio (handshake) dev amodeucvier timota GAAo amd to OTL 0 Server yvopilel to
TPOGOTIKO KAEWI TO omoio e€ivor ocuvdvacpévo pe TO ONUOCIO KAEWED TOV TIGTOTOUWTIKOV.
"Evoag tpomog yio va Avbei avtd to npdPAnua sivar o meddng (client) va eykataoctiost éva 1 teplocdTepa
TGTOTOWTIKG TOV Vo givar Eumiota. Av KOTO0 TIGTOTOMTIKO dgv TEPIAAUPAVETE GE QVTA OV £XOVV
gykatactadel, 0 Server dev pumopei va givorl EPmoToc.

Ta o cvvnOicpéva npofinuata e£akpifwong TOTOTOMTIKOV ivat:
e H apyn éxdoong tov motomomrtikov (Certification Authority, CA) givar dyvoorn.

e To moTOTOMTIKO TOL Server dev gival voyeypappévo ard kamola apyn £kdoong (Certification
Authority, CA)

e Aginel and TV TAPAPETPOTOINGT TOV SErver o pecorafntg pe mv apyn éxdoong (Certification
Authority, CA)

Ayvootn apynf £kdoong metomowmTikov £kdoong (Certification Authority, CA)

e auth v mepintmon 1 khaon SSLHandshakeException gpeaviler évo uqvopa e€aipeong (exception
message), enedn n apyn €xdoong (Certification Authority, CA) tov mictonmoutikod dgv givor akoua
éumotn amd 10 ovoTNHo. Avtd umopel vo onudvel 0t M apyn ékdoong dev glval KATOW Yv®OOTH] —
dnpoca apyn éxdoong oAra va eiye ekd00<l T0 TOTOTOMTIKO OO KATOLOV TPOCMTIKO EKOOTN Ty, KATOLN
enmtyeipnon 1 eKTodeLTIKS {dpLpLaL.

Mmopovpe va «exkmodevcovpue» 1o HitpsURLConnection  vo gumiotevtel kdmowo, cuyKekpyéva
TIGTOTOM TIKG, and mv dyvootn apyn €Kkd00TG.
TMoa va dnpovpynoovpe évav TrustManager, Bo mpémetl va ypnoionomcovpe v kKAdorn InputStream o
va dnuovpynoet Eva KeyStore. Me avto to KeyStore Oa dnpovpynbet o TrustManager.
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"Evag TrustManager ivat puo kKAdom mTov xpnoiLonolel to cOoTnpa yio vo eAEYEEL Ta. TIGTOTOUTIKG omd
TOV Server, Kot vo Bempnoet EUmIoTeg Tig apyEg K600,

AvTé-YToyeypappnévo moTomotTIKe

AM o tepintwon mov 1 khdon SSLHandshakeException epeavilel éva privopa e€aipeong (exception
message) eivat av 1o moTonomTikod givar avtd-vroyeypappévo (self-sign) kar to cvotpa dev To Hdpet
éumoro.

Yav Aon, énog avaeépnke kot mapandve, propodue pecd tov TrustManager va dnidcovpe 010
GUGTNLLA OTL TO CLUYKEKPLUEVO TGTOTOMTIKO Eival EUMIGTO.

Agimgr améd Tov Server o pesolufntic pe v apyn ékdoong (Certification Authority, CA)

H tpitn mepintwon mov n khdon SSLHandshakeException epeaviler éva uivopa e€aipeong (exception
message) eivar ov dev Lrdpyel 0 UecOAUPNTAG ME TNV opyn ékdoong otov Server. Ot mepiocOTePEG
dNUOGIEG apyéG €KOOONG, OEV LITOYPAPOVY GTO TGTOTOMTIKA VOEMG AL YPNCLULOTOLOVV Lo OVAPOPA
yvootn og root CA. Zav root CA pmopei vo armofnkevtel yopig oovdeon (offline) yioa va pewbel n
mBavotato Sopponic. Kamowo Asrtovpyikd cvotiuata cav to Android, epmcetedovior povo to root CA.
Avto dnpovpyet pa EAAEYN EUMICTEVTIKOTNTOG LeTA&D TOV Server kot g apyns mov o emiPefordoet
av 10 TGTOTOMTIKO glvan 0MWOTO.
Avtd 1o mpoPAnua pmopet v Avbel av o Server dev oteidel povVo 1O MGTOTOMNTIKG KOTA TNV SSL
yepayia (handshake) , aALd oteidet pia «oAvcidoy amd motomouTikd. HH42

INo va givatl ac@oing 1 epappoyn Ba mpémel Kotd TV vAOTOINGN ™G Vo d€xETaL LOVO TIGTOTOMTIKG TOV
va. £xovv exd00ei amd kamota apyr| ékdoonc motomomtikon (Certification Authority, CA) %

‘Ocov apopd T0, AVTO-VTOYEYPUULUEVE OGO KOL TPOGEKTIKA KO e AGPOAN TPOTO VAL T EYOVUE
dnuovpynoet, mhvta Ba Oewpodvtan un aceaAr o kot OAot ot browsers kot to Aettovpyikd GueTHUATO
660 kot o1 yprioteg Oa To Oswpovy pn Epmiota. Bl

8. Mnivupa gomadsiog: Mn aceorn vioroinon tov WebView. To WebView ayvoei ta AaOn and to
SSL (insecure WebView Implementation. WebView ignores SSL Certificate Errors).

To WebView sivoi éva view yio va sppavilel 1ctocelideg (web pages)?
Avt n Khdon ypnoyonoteite otav BElovpe va etaiovpe Tov 61kd pag web browser 1 étav Béhovpe va
ELQAVICOVLLE T TEPIEXOHEVE MO CEAISOC néca oto Activity pag. [

To WebView ayvosei ta Adbn mov mbavov va npokdmTovy and sl miotoromtikd mov dev givon éumoto 1
€&xovv Méel , €101 ovuveyilel vo eKTeAEiTal 1 EPOUPLOYH KAVOVIKE Y®0pig vo TapExel KOO EVILEPOOT
otov ypnot. To 61t ayvoei ta AdBn eivar évo kevo ac@aieiog yiotl pe avtdv Tov TPOTO LIAPYEL
nepintoon va ekbéoet dedopéva AOYO TIG U acPAA0VG ETIKOVMVIAG LLE KATO10 SErver.

H gpoppoyn Ba propovoe vo d€xetor povo o 6mOTA Kot ac@OAT TotomomTikd Ssl, kot va amoppintet
oca eppavifouv Aabn xopic va Kavel kamolo TpooTabEelo Vo ETIKOVOVAGEL L TOV SErVer mov dev giyxe
GTO GMOTO MGTOTOMTKO.

Avtd pmopovpe va to metdyovpe av avti yio v pébodo proceed() ypnoipomomocovpe Ty péHodo
cancel().

TTapdderypa:

void onReceivedSslError (WebView view, SslErrorHandler handler, SslError error)

handler.cancel();

¥
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9. Mnvvpa gomdfswag: Mn aceaAf viomoinon tov WebView. Extelei eheyydpevo kddika and tov
ypnot. (Insecure WebView Implementation. Execution of user controlled code in WebView is a
critical Security Hole).

H sundBelo avt avapépete oto 6Tt 1o webview emrpémer va extedeotei JavaScript kddwog. Etot

KAMO10¢ Popel Vo, ekTeELEEL Kat KaKOBOLAO kdMdtko Kat va exbicel og Kivouvo svaicOnta dedopéva. [
[36] [37]

To WebView extelei- petappdlel mepieydpevo amd tov 1616 (Web), oavtd to mepieydpevo nepiéxst HTML
kon JavaScript. Mn cwot) ypnon tov WebView pnopei va mpokoléoet mpofAfuata aceouleiog 0nme
cross-site-scripting (JavaScript injection). To Android mepilopfdver d1GQopPoOLE UNYOVICHOVS Yo, VO,
HEDGEL TNV ELPAVIOT TETOI®V TPOPANUATOV.

Av M gpoppoyn mov QTIdvoLuE dev yprotuonolel ancvbeiag JavaScript péoa oto WebView, dev Oa
npénel va ypnotpomomcovpe v pébodo setlavaScriptEnabled(). EE opiopov to WebView dev extelel
K®dwa JavaScript emopévag ot embécelg Tumov Cross-site-scripting dev pmopovv va cupfodv.

Av 0élovpe vo ektedécovpe kMO JavaScript, propovue vo YpNGYLOTOCOVUE , UE TPOCOYT], TNV
pébodo addlavaScriptinterface(). Av v ypnoyonotcovpe, extelel kddko povo omd a&lomoTeg
cEMOEG,

Av kdmolog pun a&10miotog Kmdwdg JavaScript exteleotel, pmopel vo kaiéoel pefddovg mov mepyEovTon
OTNV EQPOPUOYN UOC . X€ YEVIKEG YPOUUEG Elval TPOTEWOUEVO Vo ekTeAoDUE povo JavaScript koo mov
glvan péoa 6TV €QOPUOYN LOG.

Av n gpoppoyn pog €xel mpdoPoon oe gvaicOnto dedopéva Ba Tpémetl va ypnoiportomoovpe Ty uéHodo
clearCache(), dote vo opnoTody 6Aa o Tomikd apyeio. [

Oa émpene vo dratnproovpe to setJavaScriptEnabled(false) mov eivar xou n default katdotacn xat oyt va
oALGEer o setJavaScriptEnabled(true) mote vo unv propet va tpé&et JavaScript kaduca.

10. Mnivopa gomaBsiog: Xto apyeion pmopei va mepiéyovtal «evaiohnta» deopeva. (Files may contain
hardcoded sensitive informations like usernames, passwords, keys, etc.).

Ortav ta dedopéva givar amodnkevpéva x@pig va eivat KpuTToypaeNUEVa, VITAPYEL O KIVOLVOG VO KAATOUV
N va aAlotwBovv.

B0 UTOPOVGALLE VO, YPTGILOTOIMCOVLE KpuTtToypapnuéve passwords hardcoded, aAld va. unv £xovue 610
010 apyeio To KAEWi KpLTTOYPAPNONG, YTl £Tol dev B Advape to wPoOPAnua emewdn Bo émpeme va
VILAPYEL Kol TO KAEWT KPUTTOYPAPNONG LEGH GTOV KOJTKO KUPLOG oV 0 aAYOPIOOG KpLuTtToypdenong etval
ovppeTpkoc m.y. AES.

Evolloaktikd pmopodpe va kévovue To TapoKato:

e No potdue tov ypriotn yio. to password: e moAAEC mEPTMOES O YpNoTng Yvopilel to
password ka1 6yt 1 epappoyn. Eivor n kakvtepn Adon yia 6mov umopei vo epoppuooTel.
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e No kpotdue to gvaicOnto dedopéva oe dopopetikd apyeio: Eivar evkoddtepo va @uAdpue
Eeywprotd apyeia config mov va mepyygovv vaicOnta dedopéva, amd o va EYovpe 1o dedopEva
aUTA SLICTOPTO HECH GTOV KMOWKO. Xav apyelo. UTopolv va €00V SL0QOPETIKA SKOLDLOTO
®oTE va unv propotv va dfactodv and dAovg.

e No ypnotporombfel Kpvmtoypapio: Mmopodue vo KPULTTOYPAPNGOLUE TO dedOUEVO TOL
Bswpovpe evaicOnta pe didpopovg kKpumtoypapucods aryopibpovg cav AES, 3DES, RSA, ot
omoiotl mapéyovral péca amd drapopes Piprodnkec,

o No ypnoylomomoovpe pio Bacn 6edopévav yio va amodnkedoovpe To dedopéva OVTA.

e Na ypnowonomoovpe cvvaptioelg hash yua to password tov yprotn. Iy. Sha256, sha512.
Kvpioc av mpémet va gvidyete to password oto cdotnua Tov ypiotm. B4

11. Mivopa gvradswag: H spappoyn pmopel va amottei Sicaudpato root.  (This App may request root
(Super User) privileges).

Ortav o epappoyn exteleitan e dikaidpata root tote elye TpdoPact o€ OAN TV GLOKELT Kol G€ OAO TO
Aertovpyd cvotua. Me avtdv Tov Tpodmo o choTNa oG etvar ektedeyévo og Kabe gidovg omelés. Oa
TPETEL VOL U1 ATOLTel 1) epappoy” root ducaidpata yioti dgv etvat aoc@ains.

Méoo tov manifest oty meployn <permissions> opiCovpe Tt Sikoudpoto Oa {ntdet 1 pappoyn Kotd Ty
€YKATAOTAON TNG G KATO0 cHOTNA. AKOLO PEGA amd KD Pmopel va EEKIVIOEL KOO dlepyaoia [Le
Sucaudporo root. eI

12. Mivopa gvraOsiag: H epappoyn dwapalet / ypagei oe eEmtepixd amodnkevtikd ydpo. Onoadnmote
epapuoyn umopet vo dapdoet ta dedopéva mov Exovv Ypagel oe eE@TEPIKO YDpo amobfKevong.
(App can read/write to External Storage. Any App can read data written to External Storage).

Ta apyeia mov amobnkedoviar otov e€mtepixd ydpo anodnkevong (external storage) cav tig képteg sd,
€lvol TPOGTEAACILA Y10 EYYPOPN 7| AVAYVOOT ond OAEG TIG EQUPULOYEG 1) AAAOVS YPNOTES.

Avto yioti pua kapto Sd propei va apoipedei amd Tov ¥pNoTn Kot ETIOTG OTOONTOTE EQAPHOYN WTOPEL
VO TPOTOTOOEL Ta. omoBnKepéva apysio.

Av Béhovpe va 1 gpappoyn pog va yepiletol gvaioctnto dedopéva dev o mpémet To dedopéva avTd va
amofnkevovtal oTov EEMTEPIKO YDPO omodKELOTS.

Eniong yia dedopéva mov Bempovvtat 6Tt Tpoépyovtal amd un EUTIoTEG TNYEG B0 Tpémet vo HTopolie va
T EAEYYOVLE Y10 TNV OKEPOLOTNTO KOL TV OAGPAAELD TOVG.

SOUEOVO, [LE TOV EMIOTLO 031YO Y10, TOVG TPOYPOLUATIOTEG TOV YPAPOLY EPAPLOYEG Y10, TO AELTOVPYIKO
ocbotnuo android, givon Tpotevopuevo vo unv omodnkevovtal ektedécipo apyeia 1 apyeio pe kKAGoES oTOV
eEmTEPIKO YDOPO omobKeELONG. AV o EPOPUOYT YPNOWOTTOIEL EKTEAESIHO. apyeio omd v kdpTa sd Ba
TPEMEL AVTE TOL ApYEiol Vo sfval KPUTTOYPAPNUEVE Kot VO YiveTs emoAnBsvon mtpv omd kabe yprion. [0

Apxe100éTnon

O ypnotng £xel Tnv duvatdtnTo vo apyelobetioet o d1apopa SOUrces mov xovv yiver decompile. Avto to
neTvyOivel ue T0 va EKTEAEDEL 10 script Archive.py.
To script 0o peTaxivioeL Ta TEPIEXOUEVA TOV PAKELOV SOUrCe 6Tov Gdkelo sourcearchive.
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L]

user@ubuntu: ~/unipi/ptixiaki_se_python

user@ubuntu:~/unipi/ptixiaki_se python$s .fArchive.pyI

Eikéva 5: script apxeiofétnong
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KepaAaio 3°

Zupmrepaopara

Metd and avaiioelg o€ dopopd apyesio apk , mapoatnpndnke 6tL o1 To cvvnoicuéveg sumabeieg sivar:
1. mypfon un acealoig yevwitplag toyaiov apBuov (insecure Random Number Generator).

2. H pn aopaing vioroinon tov WebView. To WebView ayvoei ta AdOn and to SSL (insecure
WebView Implementation. WebView ignores SSL Certificate Errors).

3. Zta apyeio propel va mepiéyovon «evaicOntan dedueva. (Files may contain hardcoded sensitive
informations like usernames, passwords, keys etc).

4. H sooppoyn dwPaler / ypapel oe efwtepkd amodnievtikd ydpo. Omowndnmote epoppoyn
umopei va dofdcet o dedopéva mov Exovv Yporel o€ eEmTePKO Ydpo amodnkevons. (App can
read/write to External Storage. Any App can read data written to External Storage).

5. Mn aceaing viomoinon tov SSL. H epappoyn epmotevetor 6Aa ta miotomomtikd SSL 1)
déyetan éva avto-vmoyeypappévo (self-sign) motomomtikd. (Insecure Implementation of SSL.
Trusting all the certificates or accepting self signed certificates is a critical Security Hole).

Onwg avaeépetol Kor oty gvotnta «Evpnuata», ot gumdbeieg avtéc pmopovv va dopbmbovv av o
TPOYPUUUOTIOTNG TIG AAPEL VITOYN TOL KO 0KOAOVONoEL TNV KATAAANAT pebBodoroyia dote 1 TEMKT TOVL
EPAPLOYN VO, VUL AGQOANG Kot XOPIc N 1E AlydTEPQ KEVE 0oPaAEing.
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