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Abstract

Intrusion detection systems successfully detect intrusions, but the alert-sets they
produce suffer from multiple deficiencies. The volume of alerts is difficult to handle, while
the percentage of false ones is relatively high. The intruder’s attack plan is difficult to be
unveiled, as alerts correspond to low level events and the security analyst has to putin a
lot of effort, in order to successfully monitor the security status of the protected system.

An alerts post-processing system is proposed to improve the results of intrusion de-
tection systems. It transforms the alert-sets produced by multiple intrusion detection
sensors to a meaningful live graphical representation, that can timely inform the analyst
about occurring events and enable her to further examine these events and react accord-
ingly. The system consists of sensor managers, each one of which is responsible for an
intrusion detection sensor’s alert flow. They calculate a validity estimation for each alert
and aggregate identical alerts. Their outputs are all led to a single clustering subsystem.
This merges these flows into a system-wide flow and commits the required clustering
between relevant aggregated alerts. It optionally attempts to estimate information about
events missed by the intrusion detection sensors. Finally a visualization subsystem pro-
duces a three dimensional live graph of existing clusters, in order to provide the analyst
with a compact representation of occurring security events.

Along with the proposed system, an alternative method for false alerts filtering is
discussed. It is based on fuzzy inference systems and efficiently evaluates the validity
of alerts, eventually filtering out false ones. Finally a platform for conducting alerts
post-processing experiments is presented. It provides users with standard ready to use

functionality, while it enables them to reuse theirs or others past components.






Greek Abstract

Ta cuotpata avixveuong MapeloPPoE®V AVIXVEUOUV [ erutuyia mbaveg e1080AEg, aA-
Ad ta ogT oUVayEPPOV IOV Iapdyouv Yapaktnpifoviat anod onuaviika rpoBAnpata. O 0ykog
TOV IIAPAYOHPEVROV CUVAYEPHAOV KAVEL SUOKOAT TNV S1aXeiplorn ToUg, Ve £va PIEYAAO TIOGOOTO
toug eivat peudég. To ox€d1o tou e1oBoAéa Sev eival eukodo va e§axbel, kabmg o1 ouvayep-
poti avtiotolkouv oe xapndou ermrnedou mAnpopopia Kat o avaiutng mpEnet va kataBadAet
ONMAVIIKI] NTPOOoTIA0E1d, TIPOKEIEVOU VA TTAPAKOAOUOEL EMTUXHOG TNV KATdotaon acpaleiag
10U OUCTHHATOG UTIO TIPOootacid.

Zv rtapovoa StatpiBr) napouotddetal éva oUoThia EMESEPYATIAg OUVAYEPHROV, E OTOXO
MV BeATIOON TO®V ATIOTEAEOPATOV TOV CUCTNHATOV aviXveuong mapeioppnoewv. Metd aro
UV enedepyacia twv ouvayeppuoVv moAAArmAGV atodnifjpev avixveuong mapeloPpprioe®y, 1o
ouotnpa napdayet pia {@viavy ypadiky avarapaotao!) IOV YEYOVOT®V ITOU £X0UV aviXveubet.
'E101 0 avaAuTt|§ EVIIEPWVETAL EYKAIPOG OXETIKA HE TA YeEyovota autd Kat eivatl oe 9¢on va
Ta eCeTA0EL MEPATTEP®, OITOTE AUTO KPIVETAl avaykaio, Katl Tedikd va avidpdoel KataAAn-
Aa. To ovotnpa aroteAeital anod daxelptlotég aobnirpev nou eivatl ueVOUVOL Yia TI§ POES
OUVAYEPHUAOV ITOU IIPOEPYOVIAL A0 TOUG alobntpeg avixveuong napeiopprjoewv. YIoAoyi-
Jouv pa extipnon opBOINTAg yia KABe ocuvayeppo Kat £VOITO0UV AUTOUG TTOU Tautidoviat.
Ot 80601 Toug, odnyouvial oe €va KevIpIKO Uroouotnpa opadornoinong. Autd OUyX®VEUEL
T1g TOAAATTAEG POEG oUVAYEPUQV OF Pia eviaia KAl opadorolel TOUG OXETIKOUG CUVAYEPHOUG.
[Tpoalpetikd 10 UTIOCUCTNHA AUTO EKTIIA TTAPAPETPOUS OXETIKA 1€ YEYOVOTA TTOU Hev £X0UV
yiver avuldnmia and toug alobntipeg aviyveuong. TéAog, €va urmoouotnpa OITKooinong
napdyet pia tpodidotatn ypadiky mapaotaot) tov opdadev rmou napnynoav, mpoxeipévou
va mapEXEL OTOV avaAuTr] Pid CUVOITTIKI] €1KOVA TRV YEYOVOTOV aopalAeiag.

[MapaAAnAa pe o TIPOTEWVOPEVO OUCTNHA, TTapouctadetal Katl pia evaddaxktikr pébodog
avayvoplong yeudaov ouvayeppov. Baoiletat otnv pebodoloyia tov fuzzy inference systems

Katl a§lodoyel AmoteAeopatikA TV EYKUPOTTA TV OCUVAYEPHKV, € OKOIIO TV Aropplyrn



X

oowv eivat peubeig. Télog, mapouoidletal pa miatpoppa yua ) Siedayoyr nepapdiov
OXEUKA He Vv enegepyaoia ouvayeppov. H mlatgpoppa autr) rapéxel 0toug XPprjoteg £totpa
UIIOOUOTIPATA OXETIKA pe TUIKEG ertavadlapBavopeveg Aettoupyieg, eve toug divel kat
duvatointa va enavaxpnoiplonoloUv UTIOCUCTHHATA TT0U €X0Uv avartuxBel oto mapeABov

arno toug 1610ug 1 arno aAloug.
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CHAPTER 1

Introduction

Security has evolved in one of the most critical parameters for employing computer
systems in everyday life. Growth of the internet along with its usability have necessitated
for all information systems to be interconnected in the world wide web. This has trans-
formed such systems into potential targets for an increasing population of intruders. On
the other hand, the value of the information stored in the systems along with the signifi-
cance of their uninterrupted operation have increased the probability of an intruder being
able to benefit from breaking in systems that are not sufficiently protected.

One of the tools in the hands of security analysts, in order to secure computer systems,
is intrusion detection systems, which detect possible intrusions and produce alerts in
order to notify the analyst. There are multiple types of such systems, as the detection
technique and the scope of protected system may vary. Host based systems protect critical
hosts, while network systems can protect a whole network. Signature based systems use
predefined intrusion profiles and try to match the activity of the protected system to them,
while anomaly-based systems search for important deviations in the activity of the system
and characterize these as intrusions.

An important problem in the intrusion detection field, regardless of the type of the
used system, is the low quality of produced alert-sets, due to which intrusion detection
systems may even become unusable. The volume of alerts is usually difficult to manage,
while false positives and false negatives are always present. Generally alert-sets, as
produced by intrusion detection systems, are hard for security analysts to utilize. The
aim of this thesis is to design and implement a prototype system for post-processing of
intrusion detection alerts, in order to produce a more qualitative representation of the

security state of the protected system.



2 Introduction

In this thesis a complete alert port-processing system is implemented. It accepts as
input the alert-sets produced by multiple intrusion detection sensors and produces a
real-time high level graphical representation of the security state of the protected system.
It deals with all common deficiencies of intrusion detection alert-sets and aims to resolve
most of the issues, that hinder intrusion detection systems from efficiently inform the
analyst. The system consists of three subsystems, namely the Sensor manager, the
Clustering subsystem and the Visualization subsystem.

The set-up of the system includes more than one Sensor manager subsystems. For
each intrusion detection sensor used as input, a Sensor manager subsystem is responsi-
ble for managing the incoming alerts, for producing a validity score for each one of them
and for committing the required aggregation to eliminate multiple identical instances of
the same alert. The validity score is produced as a combination of four partial validity
scores. There are four different components, each one of which examines the existence
of a characteristic property of true or false alerts, for each record in the alert-set and
produces a partial validity score. Consequently a weights formula is used to produce one
final validity score for each alert. The calculated scores are attached to the alerts, which
are then subject to an aggregation procedure, that replaces each group of identical alerts,
triggered by the same event, with one, sufficiently informative aggregated alert.

The produced aggregated alerts are forwarded to the Clustering subsystem. There
is a single such system that takes as input all the outputs of all the Sensor manager
subsystems. Its first task is to merge these multiple alert flows into a single one. In
order for this to happen the Merging component discards aggregated alerts that relate to
the events already detected in other sensors’ flows. The Merging component produces a
unified flow of aggregated alerts, which is led to the Clustering component. The latter is
responsible for detecting relationships between alerts and for grouping them into clusters
that correspond to actual actions of the intruder. It is critical for the successful represen-
tation of the security state of the system, to approximate the level of detail of real actions.
This can only happen if similarities between alerts are thoroughly examined to disclose
any indications that more than one alerts may have been caused by the same event. The
clustering procedure is periodically executed for all recent alerts. The operation of the

Clustering subsystem can optionally be extended by the Clusters generator component,
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that detects cases where logical gaps between consecutive clusters exist. In such cases
an occurred event is considered to have been missed and the component tries to approx-
imate information about it. This estimated information is formed as an additional cluster
of alerts which is then embedded into the real clusters list, in order to notify the analyst
that there may be undetected activity, that she should investigate about. The final list of
clusters produced by the subsystem at each execution is stored in a database.

The third subsystem is the Visualization subsystem, that recalls formed clusters from
the database and depicts them on a three dimensional space. The Visualization subsys-
tem is also functioning repetitively, and produces consecutive images, which are then
used as frames to form a live representation of the security state of the protected system.
At each run the current list of clusters is read from the database. The parameters of the
clusters are normalized, to enable the subsystem to produce a comprehensive depiction.
The three axes of the produced graph represent time, IP values of the protected network
and a calculated danger value. The security state is depicted by a surface parallel to the
plane defined by the intersection of time and IP axis. For every cluster a peak which is
indicative of its parameters is formed on the surface. The resulting graph is informative
for the analyst, while being simple enough to enable her timely reaction when a dangerous
event is spotted.

Experiments have been carried out to justify the efficient operation of the system. Two
different datasets have been used and the performance of all components has been stud-
ied. In both cases the system managed to vastly reduce the volume of alerts by producing
a manageable final number of clusters. Most of the false alerts have been successfully
detected, therefore misleading clusters relevant to nominal events were filtered out during
visualization, in order not to hinder the reading of the resulting graphs. The number of
clusters produced for each real intrusion event is very small; this is a great improvement
with respect to multiple alerts, initially triggered by the event. The plan of the intruder is
easily recognizable through the produced clusters list. Regarding missed event approxi-
mation, the relevant testing scenarios have shown that the system can efficiently inform
the analyst about missed events, without overwhelming the clusters list with artificial
data. Finally, the resulting visualizations are illustrative and provide sufficient data to

the analyst, to keep her informed about security events, without much effort.
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Additionally to the analysis of proposed system, an alternative false alerts detection
methodology is presented. It incorporates a fuzzy inference system, as it is assumed that
the claims about certain characteristics of alerts and their validity are not definite but
may hold true to some extent. By the use of if-then rules these claims are correlated and
a validity estimate for each alert is finally produced. The method is able to vastly reduce
false positives, while it filters in alerts for all events detected by the intrusion detection
system.

Finally a platform for conducting intrusion detection alerts post-processing experi-
ments has been designed and implemented. Researchers working in the area usually
face difficulties when implementing the methods they propose, to prove their validity.
The proposed platform enables them to build a complex alerts processing solution on a
component-by-component basis. They are provided with ready-to-use components for
typical tasks, such as reading alerts from an intrusion detection system or calculating
metrics of the performance of their solution. Apart from that, the components are re-
usable, so the user can easily embed functionality she has already implemented in a new
method of her. Additionally users can exchange their components just for comparison or

within the context of research collaboration.



CHAPTER 2

Intrusion Detection Systems and their Limitations

ecurity is one of the most important factors in computer systems applications. Ex-
S amples of recent security breaches are discussed, to manifest this importance. In-
trusion detection systems are analysed and their main taxonomies are presented. They
can either monitor traffic of a protected network or events in a protected host. Fur-
thermore the detection technique they employ may vary. Finally the most important
limitations regarding the output of intrusion detection systems are presented, to stress

out the necessity of an alternative scheme for presenting alerts.

2.1 Computer security importance

Internet extraordinary growth in the last fifteen years has completely altered the way
people work, get informed or even have fun. It is present in all aspects of everyday life.
The majority of electronic devices is designed to connect to the world wide web and the
users of the Internet have exponentially increased. Figure 2.1] shows the increase of
the number of internet users in the last fifteen years [1], [2], [3]. This number was 147
millions in 1998, which was about 3.6% of world population. Since then it has been
steadily increasing and in 2012, after fifteen years it has become 2,497 millions, which
corresponds to 35.7% of the world population.

The growth of the internet user base is obvious and is mainly due to the fact that
internet offers the ability to easily do things, that otherwise would be difficult or even im-
possible. The world wide web is a shared resource used by many people, applications or
organizations representing different interests. It is being used by competing businesses,

mutually antagonistic governments, and opportunistic criminals. Unless security mea-
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Figure 2.1: Internet users growth in the last fifteen years

sures are taken, a network conversation, a distributed application or a miss-protected
system may be compromised by an adversary [4].

People and even businesses enthusiastically employ internet technology, without tak-
ing the required measures to protect themselves. Usually security becomes a major
concern after a security incident happens. This can cost the privacy or integrity of a
user’s data or a lot of money, when it regards enterprise systems.

Security breaches make the news on a regular basis: incidents in which the security
of a company or a government agency is breached, leading to loss of information, personal
records, or other data. There are many ways to measure the size or cost of a security
breach. Some result in the loss of millions of data records, some affect millions of people,
and some wind up costing the affected businesses a lot of money [5]. Some representative
security breaches are briefly discussed below [6].

In June 2005, MasterCard announced that up to 40 million credit card holders were
at risk of having their data stolen, and 200,000 definitely had, because of a Trojan on
the computers of a credit card processing company. The processor, CardSystems Solu-
tions, had improperly stored the card data, unencrypted, in order to do research on the

transactions.
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In February 2007, TJX, a discount stores company, disclosed that thieves had stolen
information on possibly tens of millions of credit and debit cards. The systems of the
company had been compromised for about twenty months. The incident wound up costing
TJX millions of dollars and eventually eleven hackers were arrested for the break-in.

The grocery store chain Hannaford Brothers announced in March 2008 that hackers
had gained access to more than 4.2 million credit card transactions. By the time word
got out, more than 1,800 of the credit card numbers had already been used at the stores
of the company.

Heartland was a credit card payment processor for more than 250,000 businesses in
2009, when the company revealed that tens of millions of transactions might have been
compromised. The computers of the company were infected with malware that passed
information on to outsiders, that would enable them to create counterfeit cards with
actual user data. The company claimed that Social Security information, PIN numbers,
and other personal data were not affected.

In 2009 in an act of industrial espionage, the Chinese government launched a massive
and unprecedented attack on Google, Yahoo, and dozens of other Silicon Valley compa-
nies. The Chinese hackers exploited a weakness in an old version of Internet Explorer to
gain access to internal network of Google.

The worst gaming community data breach of all-time happened in April of 2011 on
the network of Sony Play-station. Of more than 77 million accounts affected, 12 million
had unencrypted credit card numbers. According to Sony the source of the hack was
never found. Whoever they are gained access to full names, passwords, e-mails, home
addresses, purchase history, credit card numbers, logins and passwords.

Throughout 2012 there were again multiple cases, in which major breaches were in
the first lines of the news [7].

Wyndham Hotels repeatedly left their database vulnerable to hackers over the course
of a few years. It seems that Wyndham failed to utilize industry-wide best practices
such as using complex passwords and user IDs or encrypting customer credit card data.
Because this information was stored in an improperly secured, centralized data center,
hackers were able to easily install phishing software. Furthermore when the company

discovered the security lapse, they did not make changes to their security procedures and
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the hacking continued for years.

In mid-January, Zappos was the victim of a cyber-attack by a criminal who gained
access to parts of its internal network and systems. The hackers had managed to com-
promise over 24 million records which included user names, phone numbers, email ad-
dresses, partial credit card numbers, and encrypted passwords. After reviewing the inci-
dent, it became clear that Zappos had followed proper security protocols, such as salting
their encrypted passwords, and the aftermath was little more than a need for customers
to change their passwords.

Not long after Zappos security breach, both LinkedIn and eHarmony had their users
passwords published to code cracking forums, presumably by the same hacker. Users
were notified via email and urged to change their passwords immediately. Because the
posted passwords were quickly brute-forced by security experts, and presumably hack-
ers, it became clear that the companies did not properly hash and salt the encrypted
passwords.

In mid-2012, hackers had exploited security of Last.fm to make off with millions of
user passwords. The incident was discovered when the passwords were again dumped
on a hacking forum. After going public with this incident, the original developer of the
company, Russ Garrett, claimed that he was responsible for failing to institute proper
password encryption. Additionally, he admitted that the security protocols had not been
updated since the site was originally coded in 2003.

Finally hackers broke into a Yahoo sub-domain by sending commands through an
inadequately secured URL and managed to steal files from Yahoo’s Contributor Network.
In total, the files stolen contained about 450,000 user names and passwords. Shockingly,
these files were not encrypted and were instead stored in plain text.

All these incidents indicate that taking the required countermeasures against security
threats is crucial and failing to do so may expose a system to great danger. As attacks
become more sophisticated, tools in the hands of security analysts become more complex.
One of these tools is intrusion detection systems, the performance of which is enhanced

by the system proposed in this thesis.
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2.2 Intrusion detection

Intrusion detection is the process of monitoring the events occurring in a computer
system or network and analysing them for signs of possible incidents, which are violations
or imminent threats of violation of computer security policies, acceptable use policies, or
standard security practices [§].

The first research effort in intrusion direction is an an audit trail-based intrusion
detection system in 1980 [9]. The author tried to detect unauthorized access to files
by examining audit trails. His methodology was similar to current host based intru-
sion detection systems. Since then a lot have changed regarding the requirements that
an intrusion detection system should fulfil and such systems have evolved significantly
through time.

Intrusion detection systems aim to produce one alert for each abnormal activity hap-
pening on the protected system. Such activity may either be an external intrusion to the
system or an internal misuse. Real world implementations cannot perform ideally, but try
to approximate this aim. The truth is that not all security incidents are monitored, while
there are alerts produced with no real corresponding suspicious activity. When designing
an intrusion detection system the aim is to maximize the percentage of security incidents
for which alerts are produced, while keeping as low as possible the percentage of false

alerts (alerts for which no real event occurs).

2.3 Intrusion detection systems taxonomies

The variety of intrusions to be detected has enforced the use of different intrusion
detection systems. They are categorized, according to both the detection method they use

and the kind of data they monitor [10].

2.3.1 Taxonomies based on monitored data

The main categorization of intrusion detection systems is based on the data they
manipulate, in order to detect intrusions; the resulting categories are host-based systems

and network-based systems.
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Host-based systems

Host-based intrusion detection systems monitor events happening in a single host.
They are usually installed on critical hosts, on which valuable data is stored or important
services are run. They examine network traffic only for the host they are installed on
along with other valuable information found in the host’s logs, running processes, file
access, file modification and configuration changes [8].

Host-based systems were the first systems to be used. As the years passed, the focus
of computing shifted from mainframe environments to distributed networks of multiple
computing machines communicating to each other [11]. This made host-based systems
inadequate for protecting modern complex systems on their own, but they remain integral

parts of an organization’s security infrastructure.

Network-based systems

Network-based intrusion detection systems monitor network traffic for the network
of an organization or for a particular network segment of it. They analyse the network
and application protocol activity to identify suspicious events [8]. They are capable of
detecting attacks from the network traffic that these produce, so if a host has already
been compromised and the activity of the intruder is limited to this host no alerts will
be produced. On the other hand most attacks are network-oriented so network-based
systems are the appropriate monitoring tool to detect them.

They are usually deployed at the boundaries between different segments of networks,
such as border firewalls or routers. Depending on the size and the segmentation of a

network, multiple sensors may be required, to sufficiently monitor the whole system.

2.3.2 Taxonomies based on the detection methodology

There are mainly two approaches to the way an intrusion detection system processes
data to find indications of suspicious behaviour. One is misuse detection and the other

is anomaly detection.
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Misuse detection

In the misuse detection scheme the intrusion detection system employs patterns that
correspond to known attacks. The system continuously compares data generated by
current activity against these patterns and when a match is found the system generates
an alert the details of which depend on the pattern itself and on the data matching it.
Patterns are often referred as signatures and the relative systems are characterized as
signature-based.

Generally these systems demonstrate good performance on detecting known attacks.
Normally attacks, the pattern of which exists in the signatures of the intrusion detection
system, are successfully detected. The syntax of the signatures must be flexible enough
to match as many transformations of the attack as possible.

On the other hand such systems cannot detect any attack not existing in their signa-
tures list. Even if this list is as fully populated as possible, zero day attacks will always

pass by undetected.

Anomaly detection

The anomaly detection approach is characterized by a different logic. Instead of look-
ing for known attacks, a model of normal activity is utilized. Anomaly-based systems
continuously compare current activity to this model and when a significant deviation is
spotted they generate an alert. Details of this alert depend only on the current activity,
as no specific pattern occurs.

Unlike misuse detection systems, these perform better in detecting new attacks as the
data they produce is probably different from what has been modelled as normal activity.
Thus anomaly detection systems should be preferred if the protected system may be the
target of new attacks.

On the other hand because of their way of functioning anomaly detection systems
produce too many false alerts. Every activity happening for the first time in the protected
system triggers an alert, regardless if it is suspicious or not. So whenever the behaviour

of normal users becomes different from what it usually is a false alert is produced.
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2.4 Intrusion detection systems limitations

Intrusion detection systems, while providing important information about intrusions
that occur in a system, they do not allow the best possible reaction to them. This is be-
cause the output of the systems is usually illegible lengthy alert-lists, while an important
percentage of alerts they contain are false, as they do not correspond to real events. The
major deficiencies of the output of intrusion detection systems output are analysed in
this Section [12] [13] [14].

The produced alert-sets are usually large in size, even for small protected systems.
In cases of larger protected systems, the volume of the produced alerts set makes it
impossible to monitor the security state of the protected systems, through tedious reading
of the produced list.

Security events usually cause multiple identical alerts. This happens either because
of their nature or because of their time duration. The resulting alert-set is largely charac-
terized by alerts containing overlapping information. In cases where there are more than
one installed sensors in a system, it is obvious that when events are perceived by multi-
ple sensors, the corresponding alerts will appear more than once in the final consolidated
alert-set.

The validity of alerts is one of the major problems of intrusion detection systems. As
the failure of detection of an ongoing attack can be disastrous, the systems are usually
configured to be too sensitive. This reduces the chances of not detecting real attacks,
but also significantly increases the number of the produced false alerts, as more nominal
events are considered as intrusions.

The produced alerts correspond to low-level events. The ideal level of detail for the
analyst would be proportional to the level of detail of the actions of the intruder. However,
due to functioning of intrusion detection systems, each of the actions of the attacker
usually causes multiple alerts. So even if the actions of the intruder are detected by the
intrusion detection system, her exact plan is difficult to be detected by the analyst by
inspecting the list of generated alerts.

The presentation of alerts in long lists is by itself, even without the aforementioned
problems, an obstacle to the analyst in her attempt to identify security incidents as early

as possible and to immediately react to them. A brief presentation format of the detected
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events is necessary for the analyst, in order to take the required actions in time.

Overall, it is obvious that the knowledge produced by intrusion detection systems
is not presented in the format it should be. While the actual security incidents may be
detected by the systems, the way the data is displayed is not efficient enough. The analyst
may identify a detected intrusion too late or even not identify it at all, because of the low

quality of the presentation scheme.
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CHAPTER 3

Relevant work

elevant work of others is presented in this chapter. The most influential research
Reﬂorts in intrusion detection alerts post-processing field are presented. Conse-
quently the most recent work is summarized and presented in different sections. The
first section discusses false positives reduction methods proposed in the last years. The
next section presents multiple alerts correlation methods based on various approaches to
the problem of high alerts’ volume. Finally methodologies relevant to both hypothesizing
about missed events and visualization are analysed. In both of these cases the relevant

papers are significantly less than the first two.

3.1 Introduction

As soon as intrusion detection research matured and the first real world implemen-
tations of such systems were installed, the problem of the low quality of the resulting
alert-set became evident. In theory intrusions were detected at a high rate, but the
alert-sets produced by the intrusion detection systems were inappropriate for use in an
environment where instant reaction is critical. Security analysts had to dig through huge
alert-sets of low quality to find indications of intrusions. The difficulty in deciding whether
an intrusion was really occurring made them to either react with delay or even to not react
at all to real intrusions that were indeed detected by the intrusion detection systems.

So in the last two decades serious research work on post-processing of alerts has been
conducted, in order to improve their quality. In next Section the most important research
efforts in the field are presented. The most recent research efforts are categorised and

presented in the rest of the Sections.
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3.2 Early important work on post-processing of intrusion de-

tection alerts

3.2.1 Defining alerts similarity

In 2001 Valdes and Skinner proposed using probabilistic similarity between alerts as
a means to post-process them [15]. To this end, they defined a method for calculating
similarities. They calculate similarity between two alerts as a meter of overlapping be-
tween their features. Since then many methods that use this similarity approach or try
to enhance it have been proposed.

In this approach alerts for which there is a relevant match are aggregated. For each
different alert attribute an appropriate similarity function is defined. Additionally, an
expected similarity value is calculated, which in practice is a weight that is later used to
calculate the overall similarity. A minimum match specification is also incorporated, that
unconditionally rejects a match if any feature similarity is lower than the minimum speci-
fied value. For each new alert, the similarity to all existing meta alerts is computed taking
into account attribute similarities along with the corresponding expected similarities. The
alert is then merged with the best matching meta alert, as long as their similarity is above
a threshold value.

An experimental process has been conducted, with a simulated real world network.
Normal traffic was artificially generated and at the same time the designed attack was
executed. The intrusion detection sensors used were EMERALD eBayes and eXpert-Net.
The correlation procedure has achieved a reduction of false alerts at one-half to two-thirds
with regards to the initial alert-set.

The concept of combining results of similarity functions for each attribute of alerts, to

calculate an overall similarity has influenced the work of other researchers [16] [17] [18].

3.2.2 Discriminating between aggregation and correlation

At about the same time, Debar and Wespi [19] presented the first analytical descrip-
tions of alert aggregation and correlation procedures. They discuss an overall intrusion
detection post-processing architecture and their well defined approach remains valid until

today, as most methods after theirs have discriminated between aggregation and correla-
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tion.

They highlight the most important problems in intrusion detection alert-sets as:

e Intrusion detection systems provide the operator with a large number of alerts; the

operator then has difficulties coping with the load.

e Attacks are likely to generate multiple related alerts and it is not easy for operators

to logically group them.

e Intrusion detection systems are likely to generate many false alerts, false positives

or false negatives.

e Intrusion detection system architectures, at the time, made it difficult to achieve

large-scale deployment.

In order to solve these problems, the authors proposed an architecture that consists
of multiple detection probes, the outputs of which are fed to aggregation and correlation
components.

In the aggregation component the algorithm groups events together according to cer-
tain criteria. The aim is to discard multiple identical alerts at the sensor level.

In the correlation component the algorithm creates correlation relationships between
related events according to explicit rules. Once events are in a relationship, they are
considered as part of the same attack and are processed together. The authors define two
kinds of correlation relationships between events: duplicates and consequences.

The detection of duplicates relies on the provision of common information by different
intrusion detection sensors. Duplicates are alerts referring to exactly the same event.
Consequence chains are sets of alerts linked in a given order, where the link must occur
within a given time interval. Consequences are alerts that correspond to consecutive
related alerts.

A usage example is given, but thorough experiments are not carried out.

3.2.3 Reconstructing attack scenarios

In [20] the motivation is to provide a framework for constructing attack scenarios
through alert correlation, using prerequisites and consequences of intrusions. The ap-

proach is based on the observation that alerts correspond to different stages of an attack
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scenario, with the earlier stages preparing for the later ones. The same idea has been
reused in recent years in many research efforts [21] [22] [23].

The authors proposed a formal framework to represent alerts along with their pre-
requisites and consequences, and developed a method to correlate related alerts. In this
framework they define hyper alerts types, which are composed by the intrusion type, the
prerequisites and the post conditions of the intrusion. The prerequisites of an intrusion
are the necessary conditions for the intrusion to be successful, while the consequences of
an intrusion are its possible outcomes. They also developed an off-line tool on the basis of
the formal framework, which tries to correlate alerts, by combining post conditions with
prerequisites. Specifically, the tool examines each alert and tries to discover possible
combinations of its post conditions with the prerequisites of alerts with timestamps in a
specific time window which comes later than the time stamp of the alert being examined.

The authors conducted experiments that demonstrated the potential of their method
in correlating alerts. While the method is based on manually defining prerequisites and
post conditions for all possible attack types, a fact that reduces flexibility and ability to
deal with new attack types, the idea of connecting alerts in a logical and chronological

manner was important for later post-processing of alerts research.

3.2.4 A complete approach

Perhaps the most influential work in post-processing of alerts was presented in [24].
The authors in [24] have implemented a complete system that tackles most aspects of
post-processing of alerts and have conducted experiments on different data-sets to prove
the validity of their assumptions.

They provided a detailed analysis of the problem and designed a set of components
that focus on different aspects of the overall correlation task. First, a normalization
component transforms all alerts to a standardized format, understood by all correlation
components. Next, a preprocessing component deals with attributes of alerts that sensors
may have omitted and supplies relevant values, as accurate as possible. These attributes
may be required for the functioning of other components in sequel. The fusion com-
ponent is responsible for combining alerts that represent independent detections of the

same attack instance by different intrusion detection systems. In a system with multiple
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sensors, identical alerts may be an important problem to solve. A verification component
determines the possible success of the attack which each alert corresponds to; this in-
formation is used by the correlation components down the line. Verification is performed
either by using passive techniques, such as gathering data for the network in advance,
or by using active techniques, such as looking for attack success evidence after the alert
has been recorded.

The thread reconstruction component identifies combinations of attacker and target
through all alerts, in order to discover series of alerts that refer to attacks launched by a
single attacker against a single target. This component is important as it can associate
network-based alerts with host-based alerts, both related to the same attack. The task of
the focus recognition component is to identify hosts that are either the source or the target
of a significant number of alerts. These hosts are likely to be related to a denial-of-service
attack or to a port scanning attempt. The multistep correlation component identifies
predefined common attack patterns such as island-hopping attacks. Finally, the impact
analysis component determines the impact of the detected attacks on the operation of
the network being monitored; this information is eventually used by the prioritization
component, which assigns an appropriate priority to every alert.

Besides designing a robust system, the authors extensively researched data-sets avail-

able at the time, and utilized all of them to experimentally test their system.

3.3 Reducing false positives

Intrusion detection alert-sets are characterized by high false positives rate. Various
numerous methods have been proposed to cope with this problem. In this section the

latest research efforts to reduce false positives in intrusion detection are presented.

3.3.1 Considering initial classification inadequate

the author in [25] suggests that the actual intrusion detection systems are inadequate,
as he proves that checking the TTL of packets that produced the alerts helps reducing
significantly the false positives rate. The proposed method is based on clustering the
produced alerts on the basis of their TTL values. Experiments on various data-sets show

that false positives are included in specific clusters and that it is then easy to discard



20 Relevant work

them. This work has been extended in [26], whereby apart from false positives, redundant

alerts are also filtered out through clustering procedures.

3.3.2 Looking at neighboring alerts

The authors in [27] take advantage of mixture models in order to discriminate between
true and false positives. They compare the characteristics of each alert to the characteris-
tics of previous ones. It is expected that a true alert will differentiate from its precedents.
In this way the alert is classified to the intrusion or to the non-intrusion set. Addition-
ally the protected system is checked for vulnerabilities relevant to each alert, in order to
characterize it as critical or not.

While the method seems interesting, it is not well defined and the reader is not con-
vinced of its validity.

Thw authors in [28] also examine neighboring alerts, to decide on the validity of each
alert. They calculate the relevant correlation, and try to identify false alerts along with
duplicate ones (alerts that tend to reappear multiple times through the dataset). Apart
from that, they also use an ensemble-based adaptive learner which, given the expertise
feedback, is capable of adapting to environmental changes through automatic tuning.
The learner remains effective even if the protected network changes. The implementation
is tested by using both the DARPA and a private data-set. The method requires the
intervention of the security analysts; this makes it inapplicable in real world, large scale
networks.

The alert-set itself is also utilized in [29]. The method proposed therein is based on
the calculation of reputation for alerts. The reputation relates to the probability that
these alerts are true. It is calculated from the false positives rate of alerts concerning
the same IP address or sharing the same signature. The performance of the method is
validated through experiments that show significant reduction in the false positives rate.
The limitation of the method is that in order to calculate the reputation, the validity of

previous alerts needs to be known.
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3.3.3 Training required

The authors in [30] propose the use of an adaptive false alert filter that incorporates
some of the most common machine learning techniques, such as K-nearest neighbors; De-
cision trees; and Support vector machines. The results of each method are continuously
monitored. The filter examines each algorithm’s performance every hour and chooses
the best of them to be used until the next evaluation. The filter seems to perform well,
but there is an important drawback, as the comparison of the algorithms’ performance is
based upon the labeled Snort data-set (the validity of alerts can be determined from the
DARPA documentation). In a real world scenario no such labels exist.

In [31] the main assumption exploited is that false positives are triggered by causes
that are frequent in a specific network. A training phase is described, where the frequency
of values for attributes of alerts are calculated. These frequencies are stored in hash
tables. They are normalized by weight values and used to determine if a future alert is
similar to alerts that frequently appear or if it is significantly different from them. The
threshold value that is used to discard frequent alerts is also decided upon during training

phase.

3.3.4 Considering attacks as anomalies

In [32] valid alerts are considered as anomalies in an alert-set mainly consisting of
false positives. The authors built profiles of usual false positives, for a given protected
network. The idea is to use anomaly detection techniques on the produced alert-set, to
discriminate true alerts as alerts that are characterized by an important deviation from
these profiles. Three different algorithms are used and compared in terms of achieved
false positives reduction, given the fact that they do not filter out any true positive. The
rationale of this paper seems interesting and promising, but the choice of the threshold
that discards alerts would be difficult to make in a real world scenario, where no evidence
regarding the validity of the alerts exists.

The same idea is more or less found in [33]. The authors therein state that there are
root causes for each group of similar alerts. If the protected system’s administrator can
discriminate root causes relevant to intrusions from the ones relevant to benign activity,

then she could easily reduce the false positives rate by discarding the alerts produced by



22 Relevant work

non intrusive root causes. They propose to use clustering in order to create clusters of
similar alerts and then to characterize each of these clusters according to an assumed
root cause. Future alerts can be characterized by the cluster they are closer to. An
obvious drawback of the proposed system is that it is semi-automatic, as it will always
require human intervention in order for root causes to be discovered and characterized
as nominal activity or intrusion.

In [34] the idea is to reduce the overall number of alerts and by doing so to reduce
the false positives rate. K-means clustering is used to identify main clusters in a huge
population of alerts for a specific network, while outliers are ignored. The authors state
that if a future alert could be categorized into one of these clusters it would be a strong
indication that the specific alert concerns nominal traffic. Upon this hypothesis, they
propose to completely ignore such alerts. While they provide proof for the high percentage
of alerts that could be ignored in this way (resulting in a much smaller alert-set), they do
not provide enough evidence on the validity of their assumption, that the ignored alerts

are indeed relevant to nominal traffic.

3.3.5 Getting feedback

A general framework is proposed in [35] that enables the feedback of false positives
occurring in results to be fed back into the monitoring process. This way the policy
implemented by the intrusion detection system can be altered accordingly to the false
positive rate. The framework proposed therein is a solid base on which methods for
reconfiguring monitoring policies can be based, but there are important issues that should
be addressed in order for the framework to be used in a real world scenario. Specific
adjustments should be made to the framework itself as it is strongly coupled to the
intrusion detection system used, the procedure chosen for checking the validity of alerts

and the method for evaluating the performance of the monitoring policy in use.

3.3.6 Working under uncertainty

The authors in [36] deal with the aggregation of alerts, in order to reduce false pos-
itives, but in terms of anomaly detection systems. Alerts, produced by signature based

systems, contain useful information for alert correlation methods, such as the relevant
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signature or the class of the attack. On the other hand, anomaly detection systems pro-
duce less information for the attack and the correlation process is more difficult. In this
paper the use of fuzzy sets is proposed, in order to avoid missing alerts due to fuzziness
issues. The main information to base aggregation in anomaly-based systems is times-
tamps. Problems may appear in this aggregation procedure due to system latency or
wrong sharp threshold values. The authors discuss the criteria required to compute the
time distance between alerts and to define threshold values by taking into account the un-
certainty factor. The general intrusion detection feasible data-set problem is thoroughly

discussed and a framework for evaluating fusion methods is presented.

3.3.7 Considering network’s vulnerabilities

The authors in [37] propose to filter out false positives by taking into account the
vulnerabilities of the protected systems. They assume that every alert that concerns an
ineffective, to the protected network, attack can be treated as a false positive. Even if there
is an ongoing intrusion attempt, it will be unsuccessful as the required vulnerability is
missing. The proposed method uses vulnerability scanners to create profiles of existing
vulnerabilities. Alerts are then correlated to these profiles and the resulting distance
vectors are used to classify each alert as true or false. A back-propagation neural network
has been trained on vectors that belong to alerts known to be ineffective. Then, this neural
network classifies new alerts as effective or ineffective, filtering out the latter ones. The
experimental results on a custom data-set indicate that the accuracy of the intrusion

detection system has been vastly improved.

3.4 Correlating alerts

Perhaps the most research-intensive field in intrusion detection post-processing is
the correlation of alerts. Due to the multiple feasible approaches to the problem, a large
volume of relevant papers exist in the literature. In this section we present the most
recent works in the field. Some authors extend work that was done previously, while

others propose more innovative solutions.
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3.4.1 Methods in their early stages

In [38] a simple alert clustering scheme is proposed, in order to reduce the number of
alerts. The alerts’ attributes that are examined are the alert’s signature; the destination
IP; and the time stamp. While the clustering algorithm used is not described in detail,
each produced cluster is tagged with an attack type at the end of the procedure. This
research work seems to be in progress hence, criticizing its results is immature.

An iterative clustering procedure is presented in [39]. The ISODATA algorithm creates
clusters of alerts in an iterative manner. The functioning and the finalizing circumstances
of the algorithm are based on arbitrarily valued parameters. The experimental results
indicate a reduction of the number of alerts, albeit without justifying the validity of the
produced aggregations. The method does not seem to contribute much to recent intrusion
detection research.

The methodology described in [40], aims to aggregate intrusion detection alerts in
a performance-efficient manner, in order to be applicable in an on-line scenario. The
authors regard attack instances as random processes producing alerts and they try to
model these processes, using approximate maximum likelihood parameter estimation
techniques. While they provide a general description of their theory, there is no analysis

of the proposed method.

3.4.2 Using correlated alerts to reduce false positives

The authors in [41] have incorporated the results of correlating alerts, to reduce false
positives. They use the Self Organising Maps algorithm to create clusters of alerts, trig-
gered by the same security events, in an unsupervised manner. After that, they use the
K-Means algorithm to further classify the clusters as true or false. The output of the SOM
algorithm is fed as input to the K-means algorithm. The experiments carried on both the
DARPA data-set and on a private University of Plymouth data-set prove that two stage
clustering is efficient. Another advantage of the proposed method is that the graphical
representation of clusters produced by the SOM algorithm may be representative of the
relations between correlated alerts.

In [42] frequent itemset mining is used in order to discover alerts that are frequent

and characterize them as normal. Alerts that look like unusual (interesting) are isolated
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and promoted as possible intrusions. The authors have collected a private alert-set; a
thorough examination of the properties of these alerts has indicated that strong recurring
patterns exist in the alert-set. The frequent itemset mining algorithm has been adapted
to address problems of the specific domain. For example, unusual and intensive short-
term malicious network activity may produce too many alerts and thus trigger relative
patterns that will classify similar future activity as normal. On the other hand, too generic
produced patterns may be inappropriate for alert classification due to over-generalization
issues. The experimental results showed that the classification of alerts as interesting
has achieved high rates of precision, as most of the intrusion-relevant alerts were in that

category, while the size of the alert-set was substantially reduced.

3.4.3 Socialization between intrusion detection nodes

An interesting approach for optimising collaboration among intrusion detection nodes
is presented in [43]. It is based on the assumption that each node can communicate
with other nodes and it can appraise their trustworthiness. In this way, each node can
get information about ongoing attacks from other nodes and evaluate it according to
the confidence it has for them. The authors describe a formal mathematical model that
dictates how nodes get to know other nodes, how they manage trustworthiness through
time, how they send consultation requests and, finally, how they decide on the validity of
alerts based on aggregating advice from other nodes through a Bayesian approach. This
method does not deal with correlation in the usual manner, but it provides a new aspect
on how alerts produced by different intrusion detection systems can be combined.

The authors in [44] propose a framework that is based on an hierarchical view of the
protected system. They first define ontologies for all the involved parts and then describe a
model through which correlation of alerts is achieved even though the alerts may concern
various kinds of assets of the protected system or they have been generated by various
types of sensors. Moreover, a trustworthiness factor for each of these combinations is
taken into account in order to produce results that approximate the true security status of
the protected system, as accurately as possible. A limited manual experimental procedure
is described in order to assess the efficiency of the proposed method, while more extensive

tests are required, as the likely diversity of sensors or systems may prove the framework
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inapplicable.

An important requirement for successful alert correlation between different intru-
sion detection systems is the existence of a common representation for alerts. In [45] a
well defined representation model is presented, based on the first-order logic formalism.
Apart from describing a representation model for intrusion detection alerts, the authors
have also tried to formalise representations for all other important entities in intrusion
detection context. They propose representation schemes for hosts, software products,
vulnerabilities, attack classes, intrusion detection systems, events, messages etc. The
model is interesting and its use seems promising. Further testing has to be done in order

to evaluate if this theoretical model is applicable to real word alert correlation scenarios.

3.4.4 Decentralizing alert correlation

A well defined methodology is proposed in [46], in order to cope with the correlation of
alerts produced by intrusion detection systems scattered all over the world. The authors
define an alert attribute pattern scheme, that is used to efficiently represent alerts. They
use this scheme to commit a two stage correlation, one locally for each intrusion detection
system and one for the global system. The two stages of correlation ensure that there
will not be any computation overhead issues. A methodology for automatically setting the
local and global thresholds is defined. Two different models of processing are examined,
one with a central server and the other completely decentralized, built on a peer-to-peer
architecture. The evaluation of the algorithm is also concrete, as it takes into account the
geographical location of the sensors and it calculates the corresponding communication
overheads. In general, the authors have made an important contribution to collaborative
intrusion detection research.

Reducing communication overhead is also the motivation in [47]. The use of dis-
tributed hash tables in each intrusion detection node is proposed, in order to keep single
and correlated alerts. This structure enables efficient and flexible handling of alerts.
Computations for each correlated alert are handled to the node with the least load among
the nodes relevant to the alert. Moreover, communication issues are also taken into ac-
count in the described methodology. Routing of data exchanges between nodes is based

on the Kademlia algorithm that ensures that information flow is conducted through the
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least loaded path. The approach seems interesting, but the actual correlation process is
insufficiently analyzed.

The authors in [48] have emphasized on the data fusion part of the alert correlation
problem. It is commonly accepted that each intrusion detection sensor is more feasible
to detect certain kinds of attacks, according to its nature. The proposed method uses
a Neural Network learner unit, that is initially trained with labeled data to decide upon
the weights to be used for each intrusion detection sensor. The weights depend on both
the sensor itself and the kind of alert it produces. The thresholds used both in each
sensor and globally are optimized through the process of observing the data flow and by
dynamically modelling normal and anomalous activity distributions. The threshold values
are continuously adjusted in order to keep the optimum detection-false alarm trade-off.
Experimental results show that the proposed fusion system beneficially combines two
different intrusion detection sensors: PHAD and ALAD; the detection rate of the fusion
unit is much better than the detection rates of each of the two sensors individually, while

the false positive rate is kept at minimum.

3.4.5 Taking into account expert knowledge

Due to the nature of the intrusion detection problem, no automated method can pro-
duce a perfect representation of tsecurity state of the protected system. In [49] expert
knowledge is used in order to enhance both the intrusion detection and the alert corre-
lation processes. The authors assume that intrusion detection and alert correlation both
constitute classification problems. They try to revise results of broadly used classifiers
(various Naive Bayes implementations and Decision trees), by taking into account prior
expert knowledge. This knowledge is expressed in simple forms, e.g. a certain percentage
of traffic is normal or alerts of a certain attack class follow a specific probability distri-
bution. Their algorithm examines this knowledge and tries to alter the results of the
classifiers, in order to make them adhere to the relevant limitations, to the extent that
this is possible. They finally provide an analytical experimental procedure, using three

different data-sets, to show the validity of their approach.
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3.4.6 Concentrating on infected hosts

A different approach to the reduction of the size of the alert-set is taken in [50],
where the main goal is to find infected hosts. It is difficult to efficiently transform raw
alerts to meta-alerts that absolutely correspond to real security events. The authors state
that it is easier to just find infected hosts on the protected network, by examining raw
alerts and then to further investigate these hosts. They build a novel heuristic to detect
infected hosts from a huge alert-set. This heuristic uses a statistical measure to find
hosts that exhibit a repeated multi-stage malicious footprint involving specific classes of
alerts. Validation of the method showed that it achieves relatively low false positive rates
in huge data-sets. It is obvious that the method could be useful to a large network’s
administrator as she could have a good approximation of infected hosts on her network

instead of a very long and impractical alert list.

3.4.7 Alert flows are more informative than single alerts

In [51] the authors propose that investigating flows of alerts is more effective than
investigating single alerts. In this way it is obvious that the size of the data for the
analyst;s attention is massively reduced, as flows consisting of alerts related to normal
system behavior can contain strong regularities, which can be modeled and eventually
filtered out. Normal flow behavior is modeled as a weighted sum of previous observations,
using non-stationary auto-regressive models. The weights are re-estimated or updated at
every new observation. Re-estimation is conducted through the use of a Kalman filter,
and it happens on-line, without having to stop examining flows. The most significant
differences between forecasts provided by the model and the observations are reported as
anomalies and possible intrusions. Finally, these models are used to process voluminous

alert flows from an operational network and the results are satisfactory.

3.4.8 Multiple correlators are better than a single one

The authors in [52] propose a system that is based on multiple correlation methods
and, for a given data-set, is able to efficiently combine the results of these methods. A
learning phase must exist in advance, in which the performance of each of the correlation

methods is measured in terms of their alert reduction rate percentages. The best of the
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methods are then selected and applied in a best to worst fashion, during the real corre-
lation phase. The experimental process has been conducted on various data-sets while a
lot of attention has been given to the total correlation time, as the authors’ intention is
to produce a system capable of working on-line. An important issue is that the achieved
high reduction rate is not an adequate indication of required performance, as the quality

of the produced correlated alerts should also be examined.

3.5 Hypothesizing on missed events

There are only a few research efforts on hypothesizing on missed events in intrusion
detection. Even though false negatives (non-existent alerts for occurred events) may be
proven much more dangerous than false positives, there are not many proposals on how
to deal with this issue. This mainly happens because of the complexity of the problem
and the danger to destroy the initial alert-set by overpopulating it with artificial data, in
order to approximate missed events.

In [53], the authors develop a series of techniques to hypothesize and reason about
attacks possibly missed by intrusion detection systems. If the sensors miss some crit-
ical attacks, alerts from the same attack scenario could be split into multiple attack
scenarios. Thus, combining different attack scenarios can potentially reveal alerts for
missed events. They first obtain attack scenarios through a correlation method based
on prerequisites and consequences of attacks and identify which attack scenarios (and
possibly individual, uncorrelated alerts) may be combined by examining the attributes of
the alerts in different attack scenarios. If those attribute values satisfy some constraints,
they consider integrating the corresponding attack scenarios. They assume the missed
attacks are most likely unknown variations of known attacks, or attacks equivalent to
some known attacks. They hypothesize and reason about missed attacks based on pos-
sible causal relationships between known attacks, aiming at constructing more complete
attack scenarios.

In [54], the authors first propose a novel queue graph approach to alert correlation. A
queue graph only keeps in memory the latest alert matching each of the known exploits
(that is, host-bound vulnerabilities). The approach has a linear time complexity and

a quadratic memory requirement (both in the number of known exploits in the given
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network). Those are both independent of the number of received alerts, meaning the
efficiency does not decrease over time. A unified method for the correlation, hypothesis,
and prediction of intrusion alerts is also discussed. The method compares knowledge
encoded in a queue graph with facts represented by correlated alerts. An inconsistency
between the knowledge and the facts implies potential missed events. The method seems

interesting but is insufficiently tested.

3.6 Visualizing results

While all methods previously analysed improve the quality of the produced alert-set,
none of them can create an easy to read high level representation for the security analyst.
This can only achieved by visualizing the produced alert-set. Despite of this fact, the
relevant visualization methods in the literature are not many. The most recent among

them are analysed in this section.

3.6.1 Tables of aggregated alerts

In [55] the motivation is to produce a graphical representation of all possible aggrega-
tions of alerts, in order to help security analysts to easily recognize anomalous activity. A
graph of tables is created in an hierarchical manner; the root table of the graph represents
all events. Each table on the second level represents all possible aggregations produced
by defining a specific value for one of the attributes of alerts. The descendants of each
second level table are more specific aggregations as the values of a second attribute is
picked. It is obvious that nodes on the higher levels of the graph represent more popu-
lated aggregations, while nodes on the lower nodes represent more specific aggregations.
Probability distributions of attribute values can be useful when searching for anomalies
throughout the graph, as a detailed examination of the graph may provide evidence for

actual intrusions.

3.6.2 Limiting the dimensionality of alerts

Usually intrusion detection alerts contain 7-8 interesting attributes. This dimension-
ality is obviously hard to depict by any visualization method. The motivation of [56] is

to research which projection method is the most suitable in order to compress intrusion
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alert data and make their visualization easier. The methods compared are Principal Com-
ponent Analysis (PCA), Maximum Likelihood Hebbian Learning (MLHL) and Cooperative
Maximum Likelihood Hebbian Learning (CMLHL). The results of relevant experiments
have shown that the latter of three methods is the most suitable, as it produces the best
results. While this conclusion seems interesting, no indication is given whether CMLHL

can be efficiently used in a real world scenario.

3.6.3 Different views for different uses

An interesting multi-view approach for intrusion detection visualization is presented
in [57]. The authors have implemented four different representations, each being suitable
for a different scenario. Specifically, there is a main system component responsible for
preprocessing and aggregation of alerts along with a PostgreSQL database that holds all

required data. The four different views are :

e Daily Summary: A customizable overview which shows various daily summary data,

such as aggregated flows per minute over the entire network, or over certain ports.

e Intrusion Detection View: A view based on predefined or user-created templates
that shows all relevant intrusion detection alerts. The user can set criteria, such as
port or IP address, for the alerts being shown, in order to see the part of alert flow

she is interested in.

e Home centric flow visualization: It consists of a Tree Map that shows traffic flows
between attacking hosts and protected network hosts as splines. The size of the
TreeMap rectangles (weight), their background color, and the spline width can be
set to a default value or they can be computed by some function of the attributes of

aggregated flow data, e.g., log of flow count, transferred packets, or bytes.

e Graph-based flow visualization: This is provided as an alternative to the home-
centric flow visualization. The main advantage of the graph view is that it empha-
sizes on the structural properties of the intrusions such as the connectivity between
hosts. It is easier to recognize hosts with an intense participation in the intrusion

activity.
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The last two of the views seem more interesting, but they are not the appropriate
views to provide a satisfactory representation of the overall security state of the protected

system.

3.6.4 3d may be better than 2d

In [58] an innovative approach to intrusion detection visualization is proposed. A 3d
graphics engine is used to depict the protected network and the security events. Usually,
the means used to visualize intrusion detection data are charts, pies or graphs. In this
case, a 3d world is created, in which objects, like hosts or network connections, exist
and graphical effects indicate the occurrence of an intrusion. The work presented is in its

early stages; not enough evidence exists for the validity of the method.

3.6.5 Place everything on wheels

An impressive application of radial visualization in the intrusion detection field is
presented in [59]. The authors have implemented AlertWheel, which is an intrusion
alerts visualization method, based on the bipartite graphs approach. They depict alerts
as edges that connect nodes, representative of source IPs, to a central pie, slices of which
represent intrusion categories. the number of possible categories does not exceed thirty,
while source IPs can be easily grouped in sub-nets. The edges, which correspond to
alerts, usually come in huge numbers. The method tries to group these edges whenever
they share the same path, in order to produce a readable graph. The security analyst can
set criteria to restrict the alerts shown, in order to be able to read the resulting graph
more easily. The method is interesting and produces a nice result. Perhaps more alert

attributes can be taken into account in order to create a more informative picture.



CHAPTER 4

Observing data

he alert-sets produced by intrusion detection systems suffer from various deficien-
T cies. In this Chapter a specific traffic data-set is used and the resulting alert-set
is thoroughly examined. The redundancy of information in the alert-set is researched
and various metrics are calculated to indicate the existence of characteristic properties
of alerts that could be used for detecting false positives. Graphs depicting metrics values

are presented, in order to justify the validity of the relevant assumptions.

4.1 Introduction

In order to design a system that will be able to enhance the quality of information of
intrusion detection alerts, a thorough examination of such alerts has been performed. The
Darpa 2000 1.0 traffic data-set [60] has been used to create an alert-set and the relevant
documentation has been used to define the validity of each one of the alerts produced.
The data-set was used as input to Snort [61] and the resulting alert-set consists of 3646
alerts, 67% of which are false.

The redundancy of information between alerts is examined and the assumptions about
different characteristics of true and false alerts are checked, by computing relevant meta-
data for each alert. The influence of the meta-data values to the validity of the alerts is

depicted by visualizing their relationship.

4.2 Redundancy of alerts

One of the most important problems of the produced alert-set is the redundancy of

alerts. Due to the nature or the time range of the events, it is common for them to trigger
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bursts of identical alerts. These alerts overwhelm the final alert-set and make it hard to
read. Additionally each event may produce more than one distinct alert instances, as it
can trigger more than one of the intrusion detection system’s signatures.

In order to check the existence of this problem in the alert-set under examination, two
different metrics have been defined and calculated for each alert. The first metric is called
ial; for a specific alert its value is defined to be equal to the number of alerts, identical
to it, that have been produced in a very narrow time range (10 seconds) around it. This
metric highlights the cases, in which an event produces a burst of identical alerts. The
second metric is called ral; for a specific alert its value is defined as the number of alerts
similar (having at least one of signature, source IP and destination IP fields identical) to
it that exist within a wider time range (120 seconds) around it. This highlights the cases,

in which an event produces more than one distinct relevant alerts.

Figure 4.1: Histogram of ¢al values

Two histograms have been created from these metrics. Figure [4.1] shows the distri-
bution of the ial values, while Figure shows the distribution of the ral values for all
alerts. Only 860 out of 3646 alerts seem to not have any identical counterparts, while
many bursts of identical alerts appear, including up to 20 members each. The percentage

of alerts with no relevant alerts at all, is obviously even lower. Only 250 out of 3646 alerts
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Figure 4.2: Histogram of ral values

seem to not relate to any other alert, while there are alerts measuring up to 100 relevant
alerts.

These calculations show that there is a lot of redundant information in the alert-set
and that a required quality improvement would be to eliminate this redundancy or to at

least reduce it.

4.3 Alerts validity discriminative characteristics

A first assumption made on true alerts is that they are more probable to be part of
a group of related alerts, all having been produced by the same or relative causes. On
the other hand false alerts are more probable to be less relevant to other alerts, that are
close in time to them. A metric of this characteristic has been defined as rel. Specifically
for each alert, a range of n alerts around it is selected. Then the percentage of alerts in
this range that seem to be relevant to the alert under examination is calculated. Two
alerts are assumed to be relevant if at least one equality in the four combinations of their
source and destination IP addresses exists. It is expected for this value to be higher for

true alerts.
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Another assumption made, is that true alerts are expected to produce some kind
of deflection in a stable system. In other words, the state of an alert-set in an attack
free scenario should be significantly changed when a real attack occurs. In order to
produce an appropriate metric, frequency of each kind of alert has been used. Each alert
is characterized by a signature field, which corresponds to the kind of attack detected.
When no real attacks occur the frequency of appearance of alerts with a specific signature
should be more or less stable and relevant to the nature and structure of the protected
network. When a real attack producing alerts of the same signature occurs, then the
frequency of appearances of the specific signature should temporarily increase. A metric
used to examine if this assumption holds is defined as fre. This metric is calculated for
each alert by dividing the current frequency of the signature of the alert (the frequency
in an alerts’ range around the examined alert) to the average frequency (throughout the
whole alert-set) for the specific signature. It is expected that this ratio will be higher when
calculated for true alerts.

Finally a third assumption made is that the majority of false alerts is the product
of periodical lawful tasks in a network. In most cases there are sequences of identical
false alerts that appear in more or less fixed time intervals. The metric per which is used
to check the validity of this assumption relates to the periodicity of the appearances of
identical alerts. Specifically for each alert, identical alerts are discovered (the criteria
used are to have the same source and destination IP addresses and the same signature)
through the whole alert-set. If less than 10 appearances exist then no recurring scheme is
detected and the per metric is set equal to 1. If more than 10 appearances exist then the
time distances between them are calculated. The per metric is set equal to the average of
the percentages of change between time distances of consecutive records in the identical
alerts’ list. For a perfectly periodical sequence, where time distances are all equal to each
other, this metric averages to O, while its value increases as time distances start to differ
from each other.

In order to efficiently observe the distribution of values for these metrics the data min-
ing software Weka 3 [62] has been used. Its visualizing capabilities enable the production
of graphs that indicate the relationships between the validity of alerts and the values of
the metrics. Figures and show the distribution of each one of the three metrics
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Figure 4.4: Relationship between validity of alerts and fre metric’s values
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Figure 4.5: Relationship between validity of alerts and per metric’s values

values for true and false alerts. The blue bars correspond to true alerts, while the red
ones correspond to false alerts.

As it is obvious in Figure [4.3] rel tends to have values close to zero for all false alerts.
In other words false alerts tend to not have a significant percentage of other related alerts
around them. Figure[4.4]shows that the values of fre are mainly grouped in two different
groups, which correspond to true and false alerts. Specifically false alerts have values in
the range [0,2], while true alerts mainly have values in the range [3,7]. Finally Figure [4.5
shows that for most of the false alerts, the values of per are close to zero. By examining
the three Figures strong relationships of the values of the metrics to the validity of alerts
are discovered. The initially made assumptions, initially made, can be used to classify
alerts as true or false.

Furthermore the combination of the metrics can reveal additional correlations between
the calculated data and the validity of the alerts. Figures and show the
distribution of true and false alerts on two dimensional graphs the axes of which represent
all possible pairs of the thee metrics. In all three graphs the false alerts seem to form clear
clusters. The combination of previous assumptions can produce a classification scheme

with a high detection rate for false alerts.
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CHAPTER 5

Motivation and design

he system proposed in this thesis is a complete post-processing solution that in-
T tends to enhance the output of intrusion detection systems. The motivation is to
provide security analysts with a more elaborate way of inspecting the security state of
the protected system. In this Chapter the main ideas motivating the implementation of
the system are presented. Additionally the initial design of the system is analysed and
the tasks of the main subsystems are discussed. Sensor managers read alerts from their
sources, produce a validity score and commit the required aggregation. The clustering
subsystem merges the different inputs from the sensor managers, it creates clusters of
related alerts and it produces artificial clusters to approximate alerts for events that have
not been detected by sensors. The database of the system holds data for profiling and
for communication between different subsystems. Finally the visualization subsystem
produces an informative live representation of the security state of the system in the form

of a three-dimensional graph.

5.1 Motivation for the system

As discussed in Chapter 2] intrusion detection systems produce alert-sets suffering
from significant problems. The motivation for the system of this thesis is to analyse these
problems and to create a mechanism that will automatically transform the outcome of
intrusion detection systems in something more meaningful and helpful for the security

analyst. The main ideas, on which the design of the system, is based are:
e Reducing the volume of alerts

e Reducing the rate of false positives
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Producing alerts relevant to the actions of the intruder

Hypothesizing about missed intrusion events

Visualizing the final outcome

On-line efficient operation

In other words, the design of the system was guided by the motivation to cope with
the problems analysed in Chapter These design ideas are analysed in the coming

subsections.

5.1.1 Reducing the volume of alerts

The first important problem that a user (security analyst) of an intrusion detection
system encounters is the sheer volume of the produced alerts. This volume most of
the time makes even observing the alert-set very difficult. The user has to dig through
thousands of alerts, in order to find the ones that seem interesting and have potentially
been triggered by real intrusion events. Methods relevant to reducing the volume of alerts
are aggregation and correlation.

Aggregation of alerts is the procedure that tries to substitute multiple similar or iden-
tical alerts that have been triggered by a single event with one representative general alert.
A single low level event (a TCP/IP packet or a system call) can produce many identical
alerts either because of its time duration or because of triggering multiple intrusion de-
tection sensors, mechanisms or rules. Successful aggregation of alerts is usually feasible,
as the similarity of alerts that should be aggregated is high.

On the other hand correlation is the procedure that tries to discover relationships,
of any kind, between alerts, triggered by different low level events, and create groups
of relevant alerts. The identified relationships can be logical, when the alerts relate to
actions that take place consecutively in an attack plan. They can also be chronological,
when alerts occur too close in time. Moreover alerts could be related to each other when
they pertain to the same asset of the protected system. This common asset can be a host,
a subnet of the protected network or a service of a protected host. The groups of relevant

alerts can be represented by a more general alert indicating their details.
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In the proposed system both of these approaches have been incorporated, in order
to reduce the volume of alerts initially produced by the intrusion detection system. Ag-
gregation is performed at the sensor level, while correlation is performed at the system
level. For every sensor, each alert is compared in an efficient way to preceding alerts of
the same sensor, and if they are found to match they are aggregated. Afterwards when
the alert-sets of the multiple sensors are merged, the correlation is performed through

similarity-based clustering.

5.1.2 Reducing the rate of false positives

The most known problem of intrusion detection systems is high rate of false positives.
The way of operation of any intrusion detection system invariably produces many false
positives. The requirement for high detection rate calls for a strict configuration of in-
trusion detection systems, which causes high false positive rate, as many non-intrusive
actions are interpreted as suspicious and relevant alerts are produced.

Many methods have been proposed for discarding false positives. The methodol-
ogy used in the proposed system is mainly based on statistical observations of various
alert-sets and discriminative properties that seem to characterize false alerts or their
relationships with their neighbouring alerts.

In order to avoid the danger of discarding useful alerts along with false ones, the idea
of filtering out alerts considered to be false was not pursued. Instead the calculation of a
probability (score) that indicates whether an alert is true was chosen as more appropriate.
The use of a threshold value set by the security analyst in the next stage of processing
can easily discard alerts, if this is required.

More than one properties of false alerts are exploited in order to conclude if an alert
is true and the combination of the multiple corresponding probabilities is a fundamental
issue. A weighted formula has been used, aiming to benefit the parts of the system that

seem to produce more reliable estimations.

5.1.3 Producing alerts relevant to actions of the intruder

Apart from containing too many alerts, most of which are false, alert-sets usually

contain low level information, which does not correspond to the actions of the intruder.
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Each action of the intruder may trigger multiple alerts, similar or not, which make its
identification harder for the security analyst.

The proposed system tries to produce information at the same level of granularity
with the actions of the intruder. This has been taken into account when designing the
clustering procedure, as the production rate of clusters is decisive for the quality of the
information finally produced.

Similarity-based clustering was elected as the most suitable way of comparing alerts
and deciding which ones of those may constitute a group of indications of the same
event or of related events. Each one of alerts’ attributes is separately processed and the
individual similarities are then combined to decide on whether the alerts are similar or

not.

5.1.4 Hypothesizing on missed intrusion events

Besides false positives there are also false negatives, which may be less in number
but they may be much more dangerous. False negative stands for a committed intrusion
without an associated alert. Intrusion detection systems produce huge numbers of alerts,
aiming at as low false negatives rates as possible. This happens because a false negative
usually has marginally larger cost for the protected system, than a false positive.

In the proposed system there is a component that aims to hypothesize on information
about security events that have been missed by the intrusion detection system. It is
obvious that the correct estimation of this information is practically impossible. On the
other hand a good approximation of events missed by the intrusion detection system may
stimulate the user, in order to protect the system in a better way.

This hypothesizing attempt, may also produce alerts for events that never happened
and gradually destroy the produced alert-set. Because of this danger a lot of attention
should be given to the configuration of this part of the system, to ensure that the alert-set

will not be vastly altered by artificially generated data.

5.1.5 Visualizing the final outcome

Finally all the above ideas will not offer much to the security analyst, if an alternative

way to visualize the produced information is not incorporated. Her immediate reaction
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may be critical for defending the protected system from an attack, so digging through lists
of alerts, to check if an intrusion is happening or not, may be dangerous.

An elaborate visualization scheme can inform the analyst intermediately if suspicious
behaviour is detected, giving her basic information about it. If she believes that more
information could be useful, she can then examine the produced alert-set to extract it.

A three-dimensional space has been used to allow alerts visualization to be as infor-
mative as possible. Activity is visualized with respect to IP values, time and estimated
danger. The rationale behind this part of the system is to produce a comprehensive image

of the security state of the system that will be continuously updated.

5.1.6 On-line efficient operation

An important requirement for designing the system was to be as lightweight as pos-
sible, in order to be able to on-line enhance alert-sets of huge sizes. Introducing too
complex methods to solve the above problems would prohibit any real world application
for the system, as off-line intrusion detection is applicable only in experimental set-ups.
Most of the methods presented in Chapter[3lhave been tested off-line. Authors have used
ready data-sets to conduct experiments that justify the validity of their methods, without
checking the application of these in a real world scenario.

A lot of attention was given to the processing rate of the proposed system; how many
alerts per second it can process, without introducing any latency in informing the security
analyst. A simulation environment has been developed in order for the experiments to
be run in a real world scenario. In this way the overhead introduced by each component
and the overall performance of the system can be easily measured.

Another important issue is that when examining alerts off-line all the alert-set is
available. On the other hand when examining alerts on-line only the previous alerts are
available. The simulation environment mentioned above ensures that the components
of our system in order to process an alert use the information they have accepted as
input until the time-stamp of this alert. Using all the dataset (previous and next alerts)
to process a single alert is obviously not rational and cannot be applicable in a real world

implementation.
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5.2 Designing the system

In order to implement all the ideas mentioned in Section [5.1] the design of the system

has been focused on three different subsystems and a database. These are:

e A sensor manager for each intrusion detection sensor used
e The clustering subsystem
e A database for storing clusters’ data

e The visualization subsystem

Basic design and functioning of the system is depicted in Figure 5.1l In the following
subsections the task of each subsystem is analysed.

Input from
IDS sensor 1

Input from
IDS sensor 2

Clusters

I
l Aggregated Clusters Resulting
: alert sets Visualization visualization
>
Input from I Slbgeia

m_—

Figure 5.1: Overall design of the system

5.2.1 Sensor manager

Each one of the sensor managers is responsible for manipulating the alert-set of
the corresponding sensor. Sensor managers are identical and produce equal in number
aggregated alert-sets that are the input for the Clustering component that follows.

The main tasks that Sensor managers perform are:
e Read alert-set from sensor

e Forward each alert to various components, which produce individual scores accord-

ing to the validity of the alert
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e Keep track of the scores produced by each component

Accordingly configure weights used for the combination of individual scores

Calculate a combined score according to the validity of each alert and attach it to

the alert

Aggregate alerts, to eliminate groups of multiple identical ones and produce an

aggregated alert-set

Forward this aggregated alert-set to the Clustering subsystem

As indicated in Chapter [4] false positive alerts are characterized by specific statistical
properties that could be exploited, in order to successfully classify alerts as true or false.
Four different components have been designed and embedded into the Sensor manager
subsystem that take advantage of the observations in Chapter @l These produce four
corresponding scores for each alert, that stand for the probability that the specific alert
is true or not.

These components may be more or less effective, depending on various parameters
such as the nature of the protected network, the kind of attack or even time. The diversity
of these parameters may prove components ineffective or make them produce misleading
results from time to time. Because of this, a weighting formula has been employed, which
enables the Sensor manager subsystem to promote the scores of components that seem
to perform better under the current circumstances, while it ignores to a certain extent
the scores of the remaining components. The functioning of the weighting formula is
presented in Chapter[6] along with the algorithm used to on-line update these weights.

The weights are used to calculate a combined score for each alert, which is then
attached to the alert. Discarding alerts has not been preferred, even for alerts with a very
low score. All alerts are propagated to the next components, but their scores are used to
estimate the validity of aggregated alerts, clusters of alerts produced by them or resulting
visualizations. A threshold value can be used, in subsequent stages of processing, to filter
out data with low estimated validity.

The last process that the Sensor manager subsystem performs is the aggregation of

alerts. As stated in Chapter 2 intrusion detection systems tend to produce multiple
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similar alerts for each security event. The aggregation component accepts as input the
alert-set of the sensor along with the calculated scores. It then aggregates similar alerts
that seem to have been triggered by the same event into one aggregated alert, that holds
all the relative data. This procedure is important as it significantly reduces the size of
the alert-set, and besides improving the quality of information in the alert-set, it enables
subsequent subsystems to perform much faster for a given input to the system.

The output of the Sensor Manager subsystem is an aggregated alert-set that is fed to

the first component of the next subsystem, the Clustering subsystem.

5.2.2 Clustering subsystem

The Clustering subsystem is important for the overall approach as it adds much value

to the initial alert-set. Its main tasks are:

e Accept aggregated alert-sets as input from the Sensor managers
e Merge these aggregated alert-sets, by discarding identical alerts

e Periodically examine clusters and generate artificial ones whenever sensors seem to

have missed intrusion events

e Produce final cluster-set and store it to the database

The step of merging is required, as the inputs from multiple sensors must be converted
to a uniform alert-set, in order to produce an overall representation of the security state
of the protected system. As different sensors may monitor the same assets or the same
intrusion may be concurrently happening at different parts of a system, it is usual for
different sensors to produce alerts for the same event. The merging component deals with
multiple aggregated alerts’ streams and unifies them, while it checks for aggregated alerts
eligible for discarding, as they may contain redundant information.

The main mission of the Clustering subsystem is to produce clusters of alerts relevant
to each other, or having been triggered by the same attack plan. It is obvious that
successful clustering is decisive for the quality of the final result. The motivation behind
the clustering procedure is to create for each intrusion plan as many clusters as the steps

of the plan are. Choosing the most appropriate fields of alerts, to base the clustering
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algorithm on, is an important factor for producing meaningful clusters. Similarity based
clustering is used, to discover correlation between aggregated alerts that are included in
the output stream of the merging component.

Additionally this subsystem is designated to reconstruct information for security
events that have been missed by intrusion detection sensors. For these events no relevant
alerts exist in the incoming aggregated alert-set. The motivation for generating cluster
is not to precisely generate alerts, that have not been produced by the sensors, but to
generate clusters which in reality are estimates of the clusters that would have existed if
all events were successfully detected.

It is expected for this component to produce a percentage of wrong estimates, artificial
clusters which will not correspond to any real event. Its designing, has been very careful;
while a small percentage of wrong artificial alerts may be acceptable, a higher one may

destroy the initial alert-sets altogether.

5.2.3 Database of the system

The database of the system is a MySQL database which is mainly used for two pur-

poses:

e To hold data relevant to all the components of the system, for performance evalua-

tion

e To hold specific data for produced clusters, that enable the Visualization subsystem

to operate

The parameters of each of the components, along with the data they manipulate as
input or output are important for inspecting the functioning of the system. All components
store data to the database as they operate, for profiling reasons.

Apart from that the Visualization subsystem is implemented separately; the best way
to make clusters’ data required for visualization available to it is to store them in the
database. This data is constantly updated by the clustering subsystem. The Visualiza-
tion subsystem periodically reads this data, to update the resulting visualization. The
appropriate update intervals are decided by the speed of the simulation and the density

of alerts.
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5.2.4 Visualization subsystem

The visualization subsystem is responsible for producing a meaningful representation
of the security state of the system. It reads clusters data produced by the clustering
subsystem and stored in the database of the system. Then it produces a graph in 3 di-
mensions that depicts clusters in relevance to time, internal IPs of the protected network,
validity estimation and probable danger for the protected system.

It has been designed on the basis of giving to the security analyst an initial general
view of intrusions happening in the system and impel her to further investigate initial
alert-sets produced by the intrusion detection sensors, when this is required. By first
inspecting the result of the Visualization subsystem and then studying alerts accordingly
to the information depicted on the graph, the analyst can be more effective in monitoring
the security state of the protected system.

This subsystem continuously reads the clusters’ information stored in the database
at specific time intervals. These intervals should be chosen so as to ensure that the graph
produced evolves through time without interruptions and depicts all events happening.
The optimal updating speed depends upon both the density of alerts in time and the speed
of simulation.

The axis of the three-dimensional graph, depict time, IPs of protected network and
a danger estimate of the event. A plane is created in this three dimensional space,
to represent the security state of the system. If no clusters exist this plane coincides
with the x-y plane (time-IPs plane). At every point where a cluster exists the surface is
characterized by a peak. The height of the peak, in the z axis, corresponds to a danger
value calculated for the cluster. Finally the color of the plane at each point is decided by
an estimated validity value for each cluster.

The plane along with the graph evolve through time to adjust to the clusters’ data.
For example the time axis should obviously be elongated at each update, and the plane
should be altered to depict clusters created since the last update. The user watching the
output of the Visualization subsystem, sees a live image showing the exact security state

of the protected network, as this can be estimated by the sensors’ alerts, at each moment.
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5.3 Data formats

Defining of formats used to represent the data exchanged between the components
of the system, is an important keystone for the effective and accurate functioning of the
system as a whole. Each of the components accepts a specific type of data as input and
produces a specific type of data as output. In this Subsection the types of data used are

analysed.

5.3.1 Alert

The first type of data used is obviously relevant to alerts. The type of data Alert holds

all information relative to alerts as they are read from the sensors. Alert fields are:

e Sensor id: This is an id relevant to the sensor the alert comes from. Each sensor
has an id and this id is attached to the Sensor id field of its alerts. It is an integer

value.

e Signature: This is relevant to the kind of the intrusion the alert was triggered by.
In signature-based systems matching of traffic with signatures that concern specific

attacks are used to produce alerts. It is an integer value.

e Class id: Signatures are categorized in different classes, that mainly stand for the
phase of an attack plan the intrusion belongs to. The Class id of each alert shows
at which phase of a designated attack plan the alert has been produced. The higher

the Class id, the more advanced the relative event is. It is an integer value.

o Time-stamp: Time-stamp of alert is the point in time at which the alert was gener-
ated. It is calculated in Unix time format, seconds from 00:00:00 UTC on 1 January

1970. It is obviously an integer value.

e Source IP: It is the source IP of the IP packet that has triggered the alert. It is an
integer value. The conversion of an IP X.Y.Z.W to integer is achieved by Equation
TP = X 256% + Y % 256 + Z 256 + W (5.1)

e Destination IP: It is the destination IP of the IP packet that has triggered the alert.

It is also an integer which is calculated by Equation [5.1]
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e Truth: It holds the validity estimate produced in Sensor Manager for the alert. It is

a real number ranging from zero to one.

5.3.2 Aggregated alert

The next type of data used is Aggregated alert. This holds the aggregated alerts
produced by the aggregation procedure, in the Sensor manager. During this phase the
system tries to aggregate alerts that are identical and refer to the same event. Aggregated
alert is similar to Alert, but it has some differences, to hold information for the group of
alerts that have been aggregated.

The Alerts aggregated to an Aggregated alert are identical, so most of their fields hold
the same values. So Sensor id, Signature, Class id, Source IP and Destination IP fields
also exist in Aggregated alerts. They inherit their values from the corresponding values
of the Alerts that have been aggregated to produce the specific Aggregated alert. Due to
the aggregation algorithm used these fields have the same values for all Alerts appropriate
for being aggregated together. The Time field does not exist in the Aggregated alert type,

as it is replaced by two fields:

e Start time: It is equal to the time value of the first one of the Alerts aggregated. It

is held in Unix time format, and it is obviously an integer value.

e End time: It is equal to the time value of the last one of the Alerts aggregated. It is

held in Unix time format, and it is obviously an integer value.

Additionally there is one more field, with respect to Alert data type:

o Number of alerts: It is the number of Alerts aggregated to produce the Aggregated

alert. It is an integer value.

5.3.3 Cluster

Another important data format is Cluster. It is used by the Clustering component to
store information of clusters produced during the clustering algorithm. The clustering
algorithm tries to discover groups of Aggregated alerts that relate to each other and

transform them to corresponding clusters. The fields of Cluster data type are:
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o List of signatures: A list that contains Signatures existing in at least one of the

Aggregated alerts, from which the Cluster has been produced.

e List of class ids: A list that contains Class ids existing in at least one of the

Aggregated alerts, from which the Cluster has been produced.

e Start time: The earliest of the Start times of Aggregated alerts, from which the

Cluster has been produced.

o End time: The latest of the End times of Aggregated alerts, from which the Cluster

has been produced.

e List of source IPs: A list that contains all IPs that exist as Source IPs in at least

one of the Aggregated alerts, from which the Cluster has been produced.

e List of destination IPs: A list that contains all IPs that exist as Destination IPs in

at least one of the Aggregated alerts, from which the Cluster has been produced.

e Truth: A validity estimate of the Cluster as a whole, that is produced by Truth

values of Aggregated alerts, from which the Cluster has been produced.

o Number of alerts: The sum of Number of alerts fields of all Aggregated alerts that

produced the Cluster. It is an integer value.

Besides these basic fields, there are some auxiliary fields that are used by the Clus-
tering subsystem and the Visualization subsystem, in order to reduce the computation

complexity and enable the system to be more effective:

e Internal IPs: A list that contains all IPs that belong to the protected network and
that appear at least once in either Source IP or Destination IP of Aggregated

alerts, from which the Cluster has been produced.

e External IPs: A list that contains all IPs that do not belong to the protected net-
work protected and appear at least once in either Source IP or Destination IP of

Aggregated alerts, from which the Cluster has been produced.

e Minimum internal IP: The minimum IP in Internal IPs list.
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e Maximum internal IP: The maximum IP in Internal IPs list.
e Minimum class id: The first in order of List of class ids
e Maximum class id: The last in order of List of class ids

e Danger value : It is a value in the [0,1] range that indicates if the Cluster refers to
initial steps of an attack plan or to advanced ones. It is calculated, when needed,
from the List of signatures of the Cluster. A danger score has been manually
assigned to each one of alerts signatures, according to the relevant attack. The
Danger value of the Cluster is the average of the danger values of signatures existing

in its List of signatures.

5.3.4 Generated Cluster

Generated cluster format is a specialization of the Cluster format and it is used to
represent the clusters artificially created in the the Clustering subsystem. The fields of
Generated Cluster is a subset of the fields of Cluster, as not all cluster parameters can
be estimated during clusters’ generation procedure.

The fields included in Generated cluster format are List of class ids, Start time,
End time, Minimum internal IP, Maximum internal IP and Truth and their usage is

similar to the usage of the corresponding fields of Cluster format.

5.3.5 Data formats along with their acronyms

In Table [5.1] all four main data formats of the system are shown. Along with their
fields the corresponding acronyms are given, which will be used throughout the rest of

the thesis.
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Table 5.1: Main data formats of the system

Alert (ale)

Aggregated alert (aga)

Cluster (clu)

Generated cluster (gcl)

Sensor id (sid)
Signature (sig)
Class id (cid)
Time-stamp (time)
Source IP (sip)
Dest. IP (dip)
Truth (truth)

Sensor id (sid)
Signature (sig)
Class id (cid)
Source IP (sip)
Dest. IP (dip)
Truth (truth)
Start time (sti)
End time (eti)

Alerts number (num)

Signatures list (sig)
Class ids list (cid)
Start time (sti)
End time (eti)
Source IPs list (sip)
Dest. IPs list (dip)
Truth (truth)
Alerts number (num)
Internal IPs (iip)
External IPs (eip)
Min internal IP (minii)
Max internal IP (maxii)
Min class id (mincid)

Max class id (maxcid)

Class ids list (cid)
Start time (sti)
End time (eti)

Min internal IP (minii)
Max internal IP (maxii)
Truth (truth)




56

Motivation and design




CHAPTER 6

Sensor manager

he Sensor manager accepts as input alerts from a sensor, decides a validity score
T for each one and then aggregates identical alerts. The validity score is calculated
by combining four partial validity scores produced by corresponding components. These
components examine various metrics, indicative of the validity of the alerts. Four corre-
sponding weights are used for the scores produced by the components. These weights are
continuously updated in order to make the combination of scores as efficient as possible.
The final score calculated for each alert is attached to it, before the alerts are sent to
the aggregation component, that reduces the volume of alerts by transforming groups of

identical alerts to representative aggregated alerts.

6.1 Design of Sensor manager

The functioning of the Sensor manager subsystem is presented in this Section. As it
has been mentioned in Section [5.2] the task of the Sensor manager is to read alerts from
its corresponding sensor, to decide a validity score for each one of the alerts and then
to conduct the required aggregation, in order to eliminate multiple identical alerts. The
main components of the Sensor manager subsystem along with its design are depicted in
Figure

Sensor manager contributes to the functioning of the whole system, as it is responsible
for two important quality improvements on the alerts-set. The first one is to produce a
validity score for each alert, which is an estimate of the probability that the alert is true,
given the parameters of the actual alert-set. The second task is to perform aggregation

of alerts, in order to cope with the known deficiency of intrusion detection systems to
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Figure 6.1: Sensor manager subsystem

produce multiple identical alerts for single events.

Estimation of validity score is carried out by the combination of six components namely
NRA, NRAS, HAF, RFP, Weights updater and Validity score calculator. The AGC compo-
nent is responsible for performing the required aggregation procedure. These components

are analysed in the following sections.

6.2 Calculating a validity score for each alert

In order for the system to finally produce the best possible representation for the
security state of the protected system, the false positives issue must surely be taken into
account. As it has been analysed in Chapter[2] the most important problem of intrusion
detection is that the majority of alerts they produce are false; they do not correspond to
real intrusions. In order to offer to the security analyst information of high quality, these
false alerts should be detected.

Most of the functioning of the Sensor manager subsystem is relevant to producing a
validity score for each alert. It has been preferred not to discard alerts characterized by
low validity scores at this phase. The aggregation, merging and clustering procedures
that follow, group multiple alerts together to create more complex data forms. An alert

with low validity score may be useful at later stages of the procedure. The calculated
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score is attached to each alert and is eventually used to calculate validity scores for more
complex data forms, to which alerts are transformed by the following components.

The score is calculated by combining scores produced by four different components.
Each one of these components has been designed to take advantage of the specific prop-
erty of false alerts. They calculate partial validity scores by examining each alert with
respect to this property. It is obvious that each one of these components is not able to
produce correct scores for all alerts contained in the alert-set, on its own. Each one of
them may be efficient for specific cases of false positives, which are characterized by the
examined property. It surely can not produce useful estimates for the whole alert-set.
The combination of the four components builds upon the partial scores and can produce
good validity estimates for most of the false positives, as it takes into account all four
parameters examined by the components.

The four components producing partial validity scores are:

e The NRA (Neighbouring Related Alerts) component that searches for neighbouring

related alerts and uses them as indication of the validity of an alert.

e The NRAS (Neighbouring Sweeping Related Alerts) that is based on the same logic

but is modified to discover special relations of alerts that hold in sweeping attacks.

e The HAF (High Alert Frequency) component that detects peaks in signature related
frequency of alerts and uses it as an indication of the validity of the alert. It utilises
another component of the Sensor manager, namely the SFH (Signature Frequencies

Holder) component.

e The RFP (Recurring False Positives) component that detects recurring patterns of

alerts and penalizes the alerts conforming to them as probable false positives.

The combination of the four scores is ruled by four corresponding weights that may
set each of the components to be more or less decisive for the final estimate. The weights
are continuously updated during the actual functioning of the system according to the
scores produced by the four components. In this way the Weights updater protects the
system from being biased by components that may malfunction in certain circumstances

and produce too high or too low scores for all alerts.
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When the four scores are sent to the weights updater it adds them to its data and
recalculates the four weights. These are used by the Validity score calculator, to produce
the final validity score for the examined alert. The procedure is repeated for every alert.

In the next subsections the logic and the algorithm of each one of these components

are presented.

6.2.1 Configuration of components

The components deciding the validity of each alert are parametrized, in order to be
eligible to produce correct scores for diverse alert-sets. The Sensor Manager subsystem
reads the incoming alert-set and calculates two variables, which depend on its nature.
The two variables are Alerts density denge,ts and Alerts variance varge,+s and are con-
sequently used in the calculation of parameters used for the configuration of the four
validity estimation components.

The dengerts variable shows how dense the alerts are. It is high if alerts are close in
time and lower if they are sparse. Its calculation is easy for the Sensor Manager as it is
produced by the number of alerts and the time range of the alert-set. For an alert-set
with n alerts denge,+s is calculated as in Equation

n

denglerts = — - (6.1)
time,,_1 — timeg

The vary.,rts variable shows the diversity of alerts in terms of kind of attack (signature).
An alert-set with variety in alerts’ signatures is characterized by high values of vargjerts
, while another one with signatures recurring through adjacent alerts has lower values
of vargerts - It is obvious that, while the possible signatures are in the magnitude of
hundreds, an alert-set with thousands of alerts cannot have a different signature for
each one of its alerts. What is important for calculating var,..+s is changes of signature
in adjacent alerts. Specifically the alert-set is split to chunks of ten alerts each. The
number of chunks is easily calculated by Equation The distinct signatures in each
chunk are counted and their population is divided by ten to produce the local variance,
as shown in Equation[6.3] The global variance for the whole alert-set is the average of the

local variances and is calculated as shown in Equation [6.4]
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NUMchunks = (alertsetg;. ~10) + 1 (6.2)
number of distinct signatures
var, o = g (6.3)
10
NUMchunks
Uarilocal
=
Varglerts = . (6.4)
nuMdecs

6.2.2 NRA component

For each alert the NRA component examines the existence of other alerts that are close
in time and seem to be related to it. The assumption on which NRA is based is that true
alerts seem to have more neighbouring related alerts, while false ones seem to have less.

When a real attack occurs, and the intrusion detection system detects it, a group of
alerts, related to the attack, is produced. According to the nature of the attack the number
of produced alerts varies. For specific attacks such as port scanning this number can be
extremely large. These alerts are related to each other and this relation can be indicated
by similarities in their source and destination IP addresses.

On the other hand, false positives are false alerts which are evenly distributed through-
out the huge amount of alerts produced by the intrusion detection system. Therefore, a
decision on whether an alert is true or false can be based on the number of alerts that
occur in a time window around the specific alert and have common values in the source
and destination IP address fields with the specific alert.

The input of the NRA component is of type Alert, the fields of which are shown in
Table while its output is the corresponding validity score.

The operation of NRA is configured by two parameters, namely the density limit dly g4
and the time window twygra. These are calculated from the variables of the alert-set
mentioned in subsection[6.2.1] as shown in Equations These relations have been

decided empirically, by observing the performance of the component on various alert-sets.

0.4
dINpa = ——— (6.5)
VaTglerts
100
tWNRA = —— (6.6)

denalerts
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The component scans the alert-set backwards until it finds the first alert of which the
time difference with the alert being examined is greater than twygra value. Practically it
scans all alerts in a time window that ends at the alert being examined and has width
equal to twypra. While scanning these alerts the component counts how many of them

are related to the alert being examined. This relation’s conditions are:

e There is at least one equality of source and destination IP addresses between them.

e They do not share the same signature.

One of the source or destination IP addresses of the scanned alert should be equal to
one of the source or destination IP addresses of the alert being examined. The equality
may exist between the source IP of one alert and the destination IP of the other, or vice
versa. Because it is not always the case that only outgoing or only incoming packets
produce the alerts, it is possible to find two related alerts, produced by traffic of different
directions. In this case their source and destination IP addresses equalities will hold
Crosswise.

The condition for the two related alerts to have different signatures prevents alerts that
reappear many times from being wrongly estimated by the component. If this condition
were not present, then if the component examined an alert that appeared many times,
which is a very common scenario in intrusion detection alert-sets, it would count its past
appearances as related alerts and would produce a high validity score for it.

In order to produce the component validity score the percentage of related alerts out
of all alerts in the previous twyp4 time range is calculated. The percentage is normalized

by using as maximum value the diyp4.

d ’ number of related alerts in twygra 6.7)
ensity = .
4 number of alerts in twyprA

man(density, dINga)

SCOT€norm = (6.8)

dinra

The logic of the NRA component is shown in Algorithm
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i is the index of alert being examined

timenow < alertiime (i)

netgbours < 0

counteryyn <t — 1

timegirf < alertyime(i) — alertime (counteryyy,)
while timediff < twnypra do

N @R N

if alertyp(i) == alertgp(counteryy,) V alertyy(i) == alertgy(counteryy,) V
alert iy (1) == alertgy(counteryyy,) V alertgyi, (i) == alert g, (counter,,,) then
if alertgig(i) # alertyq(countery,,) then
9: neigbours < neitghbours + 1
10: end if
11: endif
12:  counter,,, < counter,,, — 1
13: timegifp < alertime (i) — alertyme(counter,uy )
14: end while

®

. T nesgbours
15: density = i—counterryn+1
16: score — min(density,diNga)

dINrA

Algorithm 6.1: Algorithm of NRA component

6.2.3 NRAS component

NRAS is similar to the NRA component, but some of the rules that should hold for an
alert to be counted as related to the one examined are loosened. The rationale behind
this is to produce high scores for specific kinds of attacks, in which produced alerts may
relate in an uncommon way, €.g. sweeping attacks.

Specifically the conditions that should hold for assuming two alerts as related are:

e The two alerts should have one equality either between their source IPs or their
destination IPs, while the difference of the IPs in the other pair should be less than

256.
e The signatures of the two alerts should be different.

Usually in sweeping attacks the intruder scans the whole IP range of a network and
takes action against hosts found alive. This means that the the produced alerts will
probably share the same source IP, while their destination IPs will have continuous values.
If the outgoing traffic produces the alerts then they will have common destination IPs and
their source IPs will have continuous values. Usually sweeping is committed for /24
networks, so the relevant condition demands the distance between varying IPs to be less

than 256.
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As it has been done in NRA it is required for the signatures of the examined alerts to
be different, to consider the alerts relevant. For sweeping attacks it is common to produce
multiple alerts with the same signature but varying IP addresses. It has been opted not to
use the existence of such alerts as a validity indication, because it would hinder correct
estimation for the majority of alerts, as it has been analysed in the previous Subsection.

The NRAS component is also configured by the same parameters as the NRA compo-
nent, diypas and twyras. They are calculated as it is shown in Equations
These relations have been decided empirically, by observing the component performance

on various alert-sets.

0.4
dINpas = ———— (6.9)
AT glerts
y 1000 (6.10)
w =— .
NRAS denalerts

The operation of NRAS component is identical to that of the NRA component, except of
the part of deciding the relation or not between two alerts. The logic of the NRA component

is Algorithm

1: i is the index of alert being examined

2: tiMenow < alertyme(i)

3: neigbours < 0

4: counteryyy, <+ 1t — 1

5: timegiff < alertime(i) — alertyime(counteryyy)
6: while timeg;rr < twyras do

7

if (alertsp(i) == alertgp(counteryyy,) A lalertg,(i) — alertgqiy,(countery,y)| < 256) V
(alertqip(i) == alertgp(counteryu,)A|alerts,(i) —alertp,(counteryy,)| < 256) then
8: if alertgig(i) # alertsq(countery,,) then
9: neigbours <+ neighbours + 1
10: end if

11: end if
12:  counteryy, < counteryy, — 1
13: timegifp < alertime(i) — alertyme(counter,uy, )
14: end while
neigbours

15: denszty = —counter,antl

min(density,dINrAs)
diNrAs

16: score =

Algorithm 6.2: Algorithm of NRAS component
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6.2.4 HAF component

A metric used in the HAF component is the signature-related frequency. For a specific
alert ale with time-stamp ale;,. and signature alesig, the signature-related frequency is
the frequency with which alerts with signature ale,;; appear in a time window around
aléiime-

For the time window [aletme — di.alegime + di] the signature-related frequency for
signature ale,;y can be calculated by the number of alerts that exist in the time window

and carry signature aleg;,. If this number is denoted by n then the signature-related

ig

frequency freZﬁifme for the specific signature at the specific time can be calculated as

shown in Equation [6.11]

alesigg N
frealetime - 2 % dt (6.11)

The functioning of HAF is based on the observation that it is more probable for an alert
to be a true positive if it appears in higher frequency compared to the mean frequency
of alerts describing the same attack (alerts of the same signature). In other words, an
occurring attack increases the signature-related frequency of the alerts it produces.

The HAF component is configured by one parameter, the frequency limit frej;,;;. This
is calculated as shown in Equation This relation has been decided empirically, by
observing the performance of the component on various alert-sets.

)

freimic = ———— (6.12)
denalerts

In order for the HAF component to function, the Sensor Manager needs to hold
signature-related frequencies and update them as new alerts come in. This is done by the
SFH component that will be analysed in the next section. The HAF component calculates
for each alert the relative current signature frequency. It then compares it to the average
frequency for the signature of the alert, that is returned by the SFH component. The
ratio of the current to the average frequency is then used as indication of validity for the
examined alert.

In order to calculate the current signature-related frequency for an alert the compo-

nent should scan alerts in a time window before it. It should then sum up the appearances
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of the alert’s signature and divide them by the number of alerts existing in this window.
For efficiency reasons this logic has not been used.

Instead the component calculates the time distance timedist of the examined alert
to the closest alert that shares the same signature. In most of the cases, this provides
a satisfactory estimate of the current signature-related frequency. The time distance is
divided by 1000 as it is in milliseconds and 1 sec is added to avoid division by O, in cases
where two alerts with the same signature share the same time-stamp. If no alert with the
same signature exists in the alert-set then the frequency is set to 0. The calculation of

current signature-related frequency is as shown in Equation

— L if an alert with same sig exists
fre (sig) = + 1000 (6.13)

0, if an alert with same sig does not exist
Regarding the average frequency, O is returned from the SFH component if no other
appearance of the specific signature exists. In this case the ratio value is set to 1. The
frequencies ratio is calculated as shown in Equation
A limit is used to normalize the outcome of the ratio of the current to the average
frequency, the value of fre;,;;. The normalized frequency ratio, which is the final validity

score outputted by the component, is calculated by Equation

frecur(sig) . avg .
f,,,,e'f‘atl'O _ fT‘(iavg(Sig) ) fore (Slg) > 0 (6 14)

1, otherwise

min(fre" ™, fregmi)

fretimit

SCOT Crorm = (6.15)

The logic of the HAF component is presented in Algorithm

6.2.5 SFH component

The SFH component is an auxiliary component that provides information to the HAF
component. Its mission is to hold signature-related frequency values for all signatures
and update them at each new alert. When a new alert arrives, the HAF component
requests from SFH to provide it with the average signature-related frequency for the alert

under examination, which is calculated by previous alerts.
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1: iis the index of alert being examined
2 pyn — 1 — 1

3: found < false

4: while i > 0 A found = false do

5. if alert® (ipu,) = alert®(i) then
6 found < true

7 end if

8: end while

9: if found = false then

10 fref «+ 0

11: else

12:  timedist = alert*9(i) — alert (i,yuy)

. cur 1
13: f’l"@ < 1+ timedist
1000

14: end if
15: Read fre®9 from SFH
16: if fre®9 > 0 then

. fTeCur
17: score — mln(WJTelimn)
. HAF fretimit
18: else
19:  scoregar <1
20: end if

Algorithm 6.3: Algorithm of HAF component

The component holds the number of appearances of each signature in a hash table.
Each hash table record consists of a key-value pair. The key is the signature and the
value is the number of its appearances. The component runs periodically to update this
table. The period used, denoted by Tsrs, is calculated using the density of the alert-set,
as shown in Equation

0,3

Topy = —2> (6.16)
denalerts

In order to update the hash table SFH stores index;,s, the index of the last alert of
the alert-set during its last update. At each run it checks if any new alerts have been
produced by the sensor. If there are new alerts, then it scans them and for each one of
them it increases the appearances of its signature by one. If the signature of a new alert
is not present in the hash table, which means that SFH examines the first alert carrying
it, then a new key-value pair (sig,1) is added to the table. The index;,s: is updated to the
last alert of the alert-set.

When an average frequency is requested for a signature by the HAF component SFH




68 Sensor manager

recalls the number of appearances for the specific signature, divides it by the total number

of alerts in the alert-set and returns the result to HFA.

6.2.6 RFP component

False Positives usually derive from causes that may be related to the topology of the
network, mis-configured hosts or periodical lawful services and tasks that are carried out
in the network. All these causes are time invariant and produce recurrent patterns of false
positives. The rationale of the RFP component is to use these patterns, in order to detect
false positives. If the alerts produced for a specific network are examined thoroughly for a
long period, then the signatures that consistently produce alerts in identifiable patterns
can be detected.

The RFP component examines the alert-set and detects patterns of recurring alerts
that could have been produced by persistent causes, existing in the protected network.
For each one of the discovered false positives patterns the component calculates a validity
score fppyq. This score corresponds to the probability that alerts matching the pattern
are in fact false positives. For every new alert the component checks if it matches to any
of these patterns. If it does, the component calculates a relatively low validity score for it,
using the fpp,q value of the pattern. Otherwise the validity score produced for an alert
for which no match occurs is equal to 1.

During the detection of the pattern, an important parameter is the average period
between recurring alerts. This should not be too small as multiple patterns would be
produced by bursts of alerts. It is common for many identical alerts, sharing the same
time-stamp or having minimal differences in time, to have been produced by a single
event. In these cases no pattern should be detected by the RFP component.

Even if continuously searching for new patterns in the growing alert-set is not a
lightweight task for the system, the component keeps updating the patterns found at
each new alert. This ensures that no false positives will go unnoticed because of slow
pattern detection.

In order to find the patterns the alert-set is scanned from first to last alert. The
patterns consist of three values, namely signature, source IP and destination IP. An

important assumption for the efficiency of the component is that these patterns should
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refer to alerts of low danger (with low class id values). Periodic lawful tasks in a network
usually produce such alerts and additionally this is a safety choice, in order not to detect
as false positive any recurring dangerous alert.

The conditions for a pattern to be detected are :
e The class id ale.;q of the alert should be less or equal to 2.

e There should be at least ten alerts in the alert-set that match to the pattern (carrying

pattern’s sig, sip, dip).
e The average period of the recurring patterns should be more than 2 seconds.

If these conditions are met then a false positives pattern validity score fpp, is cal-
culated with respect to its average period. It is considered that a period of 15 seconds
is an appropriate representative value for periods of recurring nominal tasks. A function
built upon two different Gaussian distributions is used in order to transform the average
period value of the pattern to the pattern validity fpp,. score. The score should be low
for patterns with periods close to O seconds, it should then peak at values equal to 1 for
patterns with periods close to 15 seconds and then slowly approximate O again for period

values around 5 minutes. The function used is shown in Equation

(peravg—15)2

exp — 543 , ifpergyy < 15.
frpvar = - 6.17)
exp — (Perave—15)7 621’1@0521 5) , otherwise.

The graphical representation of this function is shown in Figure

After the rescanning of the updated alert-set for new possible patterns the component
checks the new alert against all patterns. If a match exists the validity score for the alert
is calculated as shown in Equation[6.18] Otherwise the component sets the validity score
for the alert equal to 1. The score produced by the component is representative of the
probability of the alert being true, so high fpp,, should produce high scores and vice

versa.

1 — fppya, if a match exists.
SCOTEeRFP = (6.18)

1, otherwise.

The logic of the RFP component is shown in Algorithm
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Figure 6.2: False positives pattern validity function

6.2.7 Weights updater and Validity score calculator

The Weights updater is the component responsible for updating the weights used to
fuse the four scores produced by the NRA, NRAS, HAF, RFP components to one final
validity score. The four weights sum up to one, while at the start of the functioning of the

system, they are all initiated to 0,25.

WNRA + WNRAS + WHAF + WRFP =1 (6.19)

wyrA™ = wyrAs™ = wrar™" = wrpp™" = 0,25 (6.20)

The Weights updater keeps monitoring the score values produced by each component.

It adjusts the weights, in order to increase the influence to the final score for components

that seem to perform better, while decreasing the corresponding influence for components
that seem not to perform well.

The Weights updater checks the validity scores produced by each component. It takes

into account a number of alerts (most recent ones) and calculates a deviation metric for

each component. The main idea behind this is that a component that is not able to cope
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with a specific running taxonomy of alerts will probably consistently produce too low or
too high validity score values. Low deviation is taken as an indication of low performance,
while a higher one is a characteristic that should increase the weight of the corresponding
component.

The four deviation values calculated are normalized to sum up to one. In the case of
alerts’ series that force all components to low deviation their weights won’t be lowered as
during the normalization phase they will be forced to sum up to 1.

The Weights updater keeps a record of the last ng validity scores produced by each
one of NRA,NRAS,HAF and RFP (ng = 500 has been used). As a new score comes in the
first one of the ng scores stored is discarded and the new one is added to the list. Then

the weights deviation w?

Y is calculated for each one of the four components. In Equation
[6.21] the calculation of the mean of weights is shown for the NRA component, while in

Equation the deviation for the same component is calculated.

i=ng
S scoreNTA(4)
WM 4 = =1 (6.21)
no
i=ng
5 (scoreN A (i) — ugsen)?
wdevNRA _ i=1 (6.22)

no

The same calculation is conducted for the other three components. Then the normal-
ization takes place. Each of the four components deviation is divided by their sum to
produce the final weight. This is shown for NRA in Equation

dev

w
NRA
WNRA = dev dev dev dev (6'23)
WNRA T WNRAs T WHAp + WrEp

After calculating the four updated weights, the Weights updater sends them to the
Validity score calculator, which uses them to combine the four different scores. The final

score is computed by Equation

SCOT€final = WNRA*SCOTENRATWNRAS*SCOTENRAS +WHAF*SCOTEH AR +WRF p*SCOTERE p

(6.24)
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The functioning of this component is simple and could have been incorporated in
another component. It has been implemented in a separate component, in order to test

more complex fusion ideas for the four scores in the future.

6.3 Aggregating alerts

The second main task of the Sensor manager is to aggregate identical alerts, produced
by the corresponding sensor. The AGC component transforms such groups of identical
alerts to aggregated alerts that hold all the information that existed on identical alerts
aggregated along with other data such as their number and the time space in which they
existed. A validity score is attached to the produced aggregated alerts, by calculating the
mean value of the validity scores of alerts aggregated.

The task of the AGC component is to compare on the fly incoming alerts to close in
time previous ones and to discover alerts candidate for aggregation. While the comparison
is a relatively simple procedure, attention has been focused on enabling the component
to be effective even if high volume of alerts is produced by the sensor.

It is essential to prevent latency being introduced in the system functioning at such an
initial stage of the procedure. Otherwise this latency will be propagated and multiplied
in next components that accept as input the output of the AGC components. For this
reason AGC component keeps two lists for its aggregated alerts. A live aggregated alerts
list contains all recent aggregated alerts that are eligible for aggregating to them future
alerts. A final aggregated alerts list is used to move aggregated alerts from the live list,
when they become too old for aggregating future alerts to them.

The AGC component sends aggregated alerts to the Clustering subsystem as soon as
they become final and no further evolution is possible. Practically alerts that are produced
from sensors are grouped to aggregated alerts, when they are identical to their neighbour-
ing alerts. If no match exists they are transformed to aggregated alerts (containing only
one alert). The produced aggregated alerts are then propagated to the Clustering sub-
system, with a small delay to ensure that no other single alert should be aggregated to
them.

The component upon each new alert arrival performs two tasks. The first one is to

scan the live aggregated alerts’ list for too old entries and move the ones found to the final
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aggregated alerts list. The second task is to examine if the new alert can be aggregated to
any of the aggregated alerts, remaining in the live list, or if a new aggregated alert should
be created.

The aggregated alerts list update is committed before trying to aggregate each new
alert. There is a timeyq:n, parameter that is used for deciding the discarding of a live
aggregated alert. If the end time of an aggregated alert is more than time,;qzn old then this
aggregated alert is removed from live list and added to the final list. In the implementation
of the system this value has been set to 120 seconds, assuming that differences between

identical alerts produced by the same event should not exceed this value.

timeyiah = 120 secs (6.25)

In order to add the new alert to the aggregated alert-set the component scans the live
aggregated alerts list and finds the most recent aggregated alert that matches with the

new alert. The matching conditions are:

e The new alert and the aggregated alert should share the same signature.

e The new alert and the aggregated alert should share the same source and destination

IP addresses.

If a matching aggregated alert is found then the new alert is added to it. In practice
the end time of the aggregated alert is set equal to the time of the new alert, its number of
alerts is increased by one, and its truth value is updated to be the average of the scores
of all alerts, as shown in Equation [6.26]

truthnew — agQiryth * AgAnum + aletruth (6.26)

aganum + 1

If no matching alert is found then a new aggregated alert is created. Sensor id,
Signature, Class id, Source IP, Destination IP and Truth attributes inherit their values
from the initial alert. Start time and end time of the aggregate alert are set equal to the
time field of the initial alert. The number of alerts value is obviously set to be equal to 1.

The logic of aggregation component is shown in Algorithm [6.5



74

Sensor manager

1: {Updating found patterns}

2: patternsgscanned < NEw empty patterns list
3: size < size of alert-set

4: for1 =1 — size do

pat < pattern matching aler
if —patternsgcanned contains pat then

scorerpp < 1 — fppi'd

alert®®e «— alert(i)
if alert?®sc < 2 then

classid —
tbase

add pat to patternsSscanned
times <— new empty time values list //list of times of appearances
timeygst alertlg%ee // last time value scanned
add alertlggflee to times
for j =1+ 1 — sizedo
alertyy, < alert(y)
if alert™™ matches to pat Aaler
timeyqst < alerty ",
add alert};), to times
end if
end for
if size of times > 10 then
Derayg < average period between values of times
if peryyy < 15 then

peravg—15)2
fppval < eXp — ( 2542 )

else )
(peravg—15)
fppval < exXp — 2*1%02

end if
add pat, fpp,a to found patterns Hashmap
end if

run

time > time,s then

end if
end if
: end for
: {Checking new alert}
. if last alert matches to a pattern fpp™%“" then

match

scoreppp <+ 1

Algorithm 6.4: Algorithm of RFP component
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34:
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: {Updating live aggregated alert}
: ¢ < index of last live aga

: Read system’s time %4y

: while 7 > 0 do

if {0 — agaet; (i) > timey;qy, then
remove aga(i) and add it to final list

end if

1—1—1

: end while

: {Aggregating new alert}

: found < false

: 1 < index of last live aga
: while i > 0 A =~ found do
if agagp(i) = alertsy, A agaqp(i) = alertg, N agasq(i) = alerts;, then

— agairuth (i)*a’gan'l”n (i)+alerttruth

agQiruth (Z) agnum (1)+1
agQnym (1) < agapum (i) + 1
agaet; (1) <— alertyme
found < true
end if
11i—1
end while
if found=false then
Create new aga
agagiq < alertgyq
agasig < alertsg
agaciq < alertgq
agagy < alertgy
agaqp < alert g,
agQiruth < alerttruth
agagy; <— alertiime
agaet; <— alertiime
agGnym — 1
add aga to live aggregated alerts
end if

Algorithm 6.5: Algorithm of AGC component
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CHAPTER 7

Clustering subsystem

he clustering subsystem clusters related aggregated alerts, to produce a more
T meaningful representation of the security state of the system. The approach used
is similarity based clustering. The subsystem monitors the nature of incoming aggregated
alerts and adjusts its operation to it. Its main objective is to produce one or at most a
few clusters for each occurred event. Moreover the Clustering subsystem attempts to hy-
pothesize on events missed by the intrusion detection sensors and estimate parameters
of missing clusters. The combined clusters’ list is stored in the database of the system,

to be read by the Visualisation subsystem.

7.1 Design of the Clustering subsystem

The Clustering subsystem is responsible for transforming alerts, that correspond to
low level events, to clusters, that correspond to higher level intruder actions. Its function-
ing is fundamental for the production of a reasonable representation at the output of the
system. The wrong level of clustering (producing either too many or too few clusters) is
capable of destroying the final representation, even if all other subsystems perform well.

Along with conducting the necessary clustering to present information about detected
events in an efficient manner, this subsystem tries to hypothesize on events that have
been completely missed by the intrusion detection sensors and to supply the security
analyst with estimated information about these events. This hypothesis and estimation
procedure should also be fine-tuned, because otherwise there is significant risk to flood
the real alert-set with artificial data.

The Clustering subsystem may function in either simple or advanced mode. In simple
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mode clusters generation for hypothesizing on missed events is omitted, while in advanced
mode it is incorporated. Then main components of this subsystem are depicted in Figures

[Z1 and The first figure shows simple mode functioning, where only Merger, Clus-

terer and Weights updater are used. In the second Figure advanced mode functioning is

Weights
updater

depicted where Clusters generator is also used.

Aggregated alerts

Aggregated alerts Clusters
Aggregated alerts
Figure 7.1: Clustering subsystem (simple mode)
Weights
updater
Aggregated alerts
Aggregated alerts Clusters

Aggregated alerts

Clusters generator

Figure 7.2: Clustering subsystem (advanced mode)

7.1.1 Simple mode

The component that accepts the output of the previous subsystem, is the Merger. It is

responsible for merging multiple flows of Aggregated alerts coming from the corresponding
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Sensor managers into one single flow. During merging, Aggregated alerts, that seem to
refer to the detection of the same event by different sensors, are discarded.

The Aggregated alerts produced by the Merger are sent to the Clusterer. Each step in
the plan of an intruder may produce more than one different alerts, which are propagated
through previous components as different Aggregated alerts. Additionally consecutive
steps may also produce related alerts. The Clusterer tries to construct clusters of groups
of alerts related to each other. For each new alert it calculates similarity values to all
existing clusters that have been formed from previous alerts and according to these values
it either adds the alert to an existing cluster or it creates a new cluster consisting only of
this single alert.

The Clusterer runs periodically every two seconds. The output of each run is a set
of clusters that corresponds to the security state of the protected system from the start
of monitoring up to the time of the run. The set of clusters is stored in the database,
from where it is continuously read by the Visualization subsystem, which consequently
updates a graph of the security state of the protected system.

The Weights updater is responsible for optimizing weight parameters used by the
Clusterer. The latter needs to be configured according to the nature of the Aggregated
alerts’ set. The Weights updater checks the set everytime a new alert arrives and calcu-
lates values of parameters representative of the nature of the alert set. Based on these

parameters the component recalculates the weights to be used in the Clusterer.

7.1.2 Advanced mode

In the advanced mode an additional component is used, namely the Clusters genera-
tor. Its task is to estimate information about security events missed by intrusion detection
Sensors.

The idea behind hypothesizing on missed events is that most of the time these events
are part of a general attack plan, so they are correlated to the steps that come before or
after them in this plan. By examining the detected events and searching for logical gaps
between them, the Clusters generator can detect cases where an event has been probably
missed and estimate information about it.

This component examines the clusters’ set periodically and discovers candidate cases
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for missing events. The detection is carried out by checking for all possible pairs of
clusters, that have a minimum time difference, if there is detected activity between them
that seems to logically connect them, or not. If no such activity exists, then the pair is
assumed as a candidate case for cluster generation. For each one of the candidate cases

the steps described below are followed:

e An artificial cluster is created in the form of generated cluster described in Table
Bl Its parameters are calculated by the parameters of the real clusters of the

relevant pair.

e The artificial clusters generated in the previous step are examined in terms of the
quality of information they add to the alert-set. A quality metric has been defined
for this examination and clusters with higher quality are propagated to the next

step, while the rest are discarded.

e The clusters that have not been discarded at the previous step are fine tuned in
order to touch up their quality of information without significantly altering their

state.

7.2 Merger

The task of the Merger is to combine multiple flows of aggregated alerts, into a sin-
gle flow. The main issue in this procedure is to avoid incorporating into the produced
aggregated alerts set multiple similar aggregated alerts, describing the same event.

The Merger accepts input from more than one Sensor managers. It provides them
with an interface to add their aggregated alerts to its alert-set. As it has been described
in Section the AGC component keeps a list of live aggregated alerts. As soon as an
alert is discarded from this list, which means that it will not change in the future, it is
also sent to the Merger by using this interface.

Practically the Merger adds each incoming aggregated alert to its global aggregated
alerts list. Before doing so, it checks whether there is an existing similar aggregated alert
added by another Sensor manager in the list. If there is, the new aggregated alert is
discarded. If there is not, the new alert is added to the global list and at the same time it

is sent to the Clustering component.
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The Merger is configured by a time width value timey;qn, which is the maximum
time difference allowed for two alerts to be considered as similar and eventually discard
one of them. Using a high value for this parameter will decrease the performance of the
system, while it will ensure that no identical alerts will be propagated to next components,
even if there is a larger time difference between them. During the implementation of the

component, this time,,;q, parameter value has been set to 10 seconds.

timeyiqtn = 10 seconds (7.1)

The logic of handling a new alert, coming in the component, is shown in Algorithm

1l

aga <+ existing aggregated alerts list
a < new incoming alert
mark_for_deletion < false
size < aga.size()
14— size—1
while i > 0 A agag;(i) > aet; + timeyiqgn do
if (agasip(i) = asip) A (a9aqip(i) = agip) N (agasig(i) = asig) then
mark_for_deletion <+ true
end if
i+—i—1
: end while
: if mark_for_deletion = false then
aga.add(a)
Send a to next component
: end if

© ® N o R wh

e e e e
a s w N = O

Algorithm 7.1: Merger algorithm

7.3 Clusterer

The Clusterer component decides which of the aggregated alerts produced by the
Merger are related to each other and groups them to relative clusters. Similarity based
clustering has been chosen as the methodology that efficiently detects relations between
aggregated alerts. A similarity metric is defined between an aggregated alert and a cluster,
the values of which range from O to 1.

The approach used is to add each of the incoming aggregated alerts to one of the exist-

ing clusters. If the aggregated alert is not relevant enough to any cluster then a new one
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is created by it. There is a similarity value simyp,. that is used as the minimum threshold
for an aggregated alert to be clustered to an existing cluster. In the implementation of
the Clusterer component a simy,,. value equal to 0.6 was used. If for a new aggregated
alert the similarity values to all existing clusters are below simy,,., then a new cluster
is created, otherwise the alert is added to the cluster to which the larger similarity value

corresponds. The logic of handling each new aggregated alert is shown in Algorithm

aga < incoming aggregated alert
clu < existing cluster’s list
size < clu.size()
140
StMmaz < 0
index found < —1
while ¢ < size do

sim <+ sim(aga, clu(i))

if (sim > simypre) A (Sim > SiMype,) then

INAeT found < 1
STMymar < SIM

end if

1—1+1
: end while
. if clufoung = —1 then
Cluney < create_new_cluster(aga)
clu.add(clupew)
: else
clu(index founa)-add(aga)
: end if

— =
= 0 © XNk =

DN = = = = e e e e
O X N Rk WD

Algorithm 7.2: Clustering a new aggregated alert

7.3.1 Creating a new cluster from an aggregated alert

In order to create a cluster from a new aggregated alert, the cluster’s fields values are

concluded from the values of the corresponding alert’s fields values. Specifically:

e The list of cluster’s signatures is initiated with only one value, the signature of the

aggregated alert.

e The list of cluster’s class ids is initiated with only one value, the class id of the

aggregated alert.

e The Cluster’s start time is set equal to aggregated alert’s start time.
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e The Cluster’s end time is set equal to aggregated alert’s end time.

e List of cluster’s source IPs is initiated with only one value, the source IP of the

aggregated alert.

e List of cluster’s destination IPs is initiated with only one value, the destination IP of

the aggregated alert.
e Cluster’s truth is set equal to the aggregated alert’s truth.
e Cluster’s alert number is set equal to the aggregated alert’s number of alerts.

e Auxiliary cluster’s fields are updated accordingly.

7.3.2 Adding an aggregated alert to an existing cluster

If the similarity of the examined aggregated alert to at least one of the clusters is more
than the threshold value, then it is added to the cluster with the highest similarity value.
In order to update the cluster’s fields values the corresponding values of the aggregated

alert’s fields are used:

o Aggregated alert’s signature is added to the list of cluster’s signatures, if it is not

already included.

e Aggregated alert’s class id is added to the list of cluster’s class ids, if it is not already

included.

o If aggregated alert’s start time is earlier that cluster’s start time then the latter is

set equal to aggregated alert’s start time.

o If aggregated alert’s end time is later that cluster’s end time then the latter is set

equal to aggregated alert’s end time.

o Aggregated alert’s source IP is added to the list of cluster’s source IPs, if it is not

already included.

e Aggregated alert’s destination IP is added to the list of cluster’s destination IPs, if it

is not already included.
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e Cluster’s truth is calculated by the it’s initial truth value and the aggregated alert’s

truth value.

clu?f;‘;h — Clunum * Clutruth + agnym * AGQryth (7.2)

e Cluster’s alert’s number is set equal to the sum of its initial alert’s number and the

number of alerts of the aggregated alert.

e Auxiliary cluster’s fields are updated accordingly.

7.3.3 Calculating similarity

The main parameter defining the functioning of the Clusterer is the similarity between
an aggregated alert aga and a cluster clu. This similarity sim(aga,clu) is decided by
individual similarities relative to IP, time and signature values of the aggregated alert and

the cluster. Specificaly:

sim(aga, clu) = wrp * stimyp(aga, clu) + Weime * SiMiime (aga, clu) + wsig * simgig(aga, clu)
(7.3)

Each one of the three individual similarities is calculated upon the respective values

of the aggregated alert and the cluster. Additionally there are three corresponding weight
values that are updated by the Weights updater component. They are used to alter
the similarity calculation centre of gravity according to the nature of the alert-set. The

calculation of each one of the three individual similarities is analysed as follows:

IP similarity

The aggregated alert has a source and a destination IP address, agas;, and agag;,. The
IP similarity of these to the IP addresses of the cluster is calculated and the maximum

value is picked as the similarity value for the aggregated alert.

simrp(aga, clu) = max(simrp(agaqip, clu), simrp(agasip, clu)) (7.4)

In order to calculate these two similarities the component needs minimum and max-

imum internal IPs of the cluster along with its minimum and maximum external IPs.
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The first two exist in the Cluster data format and are automatically updated, as they
are required by the Visualization subsystem. The limits for the external IPs (cltine; and
clumaze;) are calculated before calculating the similarity. When examining the similarity
of an internal IP to a cluster, the internal minimum and maximum IPs of the cluster are
utilized. On the other hand external minimum and maximum IPs of the cluster are used
when the similarity of an external IP is calculated.

If the IP in examination is inside the IP range of the cluster used, then 1 is returned
as similarity. If the IP is outside the IP range of the cluster then the multiplicative inverse
of its distance from it is returned as similarity. The distance of the IP from the range of
the IPs of a cluster is equal to the minimum of its distances from the two limits of the

range as shown in Equation [Z.5

dist;p(IP,rangemin, rangemasz) = min(|[IP — rangeminl, |IP — rangemq.|) (7.5)

The similarity of an internal IP to a cluster clu is calculated as shown in Equation

1, if cluminis > IP > clumazii
simrp(IP,clu) = (7.6)
1

distrp (I P,cluminii,clumazii)’ otherwise

If the IP is an external IP the same equation holds, by replacing clu,;n;; and clumazi;

with cltmine; and climqaze; TESPECtively.

Time similarity

In order to calculate the similarity of time values between an aggregated alert and
a cluster, the time ranges (start time to end time) of both are compared. Two factors
decide time similarity, namely the percentage of the time range of the aggregated alert
that overlaps with the time range of the cluster and the distance between the two ranges
if they don’t overlap. These two factors are expressed in two variables: relativeness factor
rf and distance d.

The r f value is calculated as shown in Equation while the d value is calculated
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as shown in Equation

_length of part of aga time range that overlaps with clu

T 7.7

/ aga time range (7.7)
agagy; — cluey;, if aga is after clu

d =< clug; — agaey, if aga is before clu (7.8)

0, if aga and clu overlap

The time similarity is calculated by these two parameters as shown in Equation

’I“f _ maa:cg(t)i,do) +1

2

SiMtime = (7.9)

The dy parameter is used to normalise time distances. The ratio %ﬁ’do) is close to

zero for small distances and is maximized to 1 for time distances dj or larger. In the
implementation of the system djy has been set equal to 120 seconds. In other words all

time distances above 120 seconds are considered to be infinite.

Signature similarity

Signature similarity is simple in calculation. The aggregated alert has a signature,
while the cluster has a signatures list. If the signature of the aggregated alert is included

in the list, then similarity is equal to 1 , while if it is not similarity is equal to O.

' 1, ifagasiy € clugg
SiMsig = (7.10)

0, otherwise

7.4 Weights updater

The diversity in protected networks, intrusion detection sensors’ installations and
intruders’ activity makes using a static configuration for the three similarity weights
ineffective. The weights used by the Clusterer should be adjusted according to the nature
of the alert-set in examination. This is the task of the Weights updater component.

After each new alert, the component reads the aggregated alert-set and calculates

three parameters representative of its nature. For performance reasons, the parameters
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can be updated after several new alerts (e.g. after every 5 or 10 alerts). These parameters

are:

e Time density : Ratio of alerts number to time range
e Network density : Ratio of alerts number to size of the protected network

e Signatures variance : Variance of neighbouring alerts signatures

The calculation of the first two parameters is shown in Equations [Z.11] and [Z.T2]

aggregated alerts number
dengime = X X (7.11)
time from the start time of the first aggregated alert

aggregated alerts number
denper = (7.12)
max internal IP address - min internal IP address

The vars;y is similarly calculated to the corresponding parameter for the initial alert-
set presented in subsection[6.2.1] It monitors changes of signature in adjacent aggregated
alerts. The alert-set is split into chunks of tens of aggregated alerts and a local variance
is calculated for each one of them. The global variance for the alert-set is the average of

the local variances.

NUMgees = (alertsetgize + 10) + 1 (7.13)
number of distinct signatures
varnl““l = g (7.14)
10
NUMdecs
Ua,rilocal
vargg = =1 (7.15)
nuMdecs

These three parameters characterize the incoming alert-set. In order to deduce the
weight values from them a reference alert-set has been used. Specifically a default alert

set with specific parameter values has been defined. These values are:
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denl;,.. = 0.3 (7.16)
denl , =4 (7.17)
var?. =2 (7.18)

The default aggregated alert-set has been defined to be as balanced as possible and

the appropriate weights for it have been chosen to be equal:

WIp = Wiime = Wsig = 0.33 (7.19)

The weights updater measures the deviation of the parameters of the real alert-set
from the parameters of the default one and according to this deviation it adjusts the three
weights. In order to avoid extreme circumstances, in which one weight could be over
increased at the expense of others, the range of the weights has been set to [0.2,0.6].
Three factors factoriime, factoryet, factorg,, each one of which is relevant to each one of

the parameters describing the nature of the alert-set are calculated.

deny;
factorime e (7.20)
dentime
den
factorper = get (7.21)
den,, .,
1
factorgy = TaFaig (7.22)
vargig
(7.23)
These three factors are then used to calculate the three weights.
factoriime
Wiime = 0.2 + 0.4 7.24
fime actoryime + factorpe + factors; ( )
g
factorpe
=02404 7.25
Wnet + actoriime + factorpes + factors; (7.25)
g
actorg;
Weig = 0.2 + 0.4 / =9 (7.26)
g

factoriime + factorpe: + factorgg
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7.4.1 Taking care of detached clusters

It is possible for alerts to not have an internal IP in none of their source or destination
IP fields. It is common for intruders to have taken control of an internal host to attack
another site, while using IP spoofing techniques to hide their intermediate location.

In such cases it is possible to have a cluster produced by these alerts with no internal
IP addresses. A cluster like this will not be visualized at all by the Visualization subsystem.
These clusters are characterized as detached clusters and the Clusterer should specifically
examine them.

The Clusterer checks nearby clusters for each detached cluster, while giving priority
to the ones overlapping with the detached cluster. It uses their internal IP addresses
to solve the problem and populate the internal IPs list of the detached cluster. In this
way there may be some ambiguity inserted in the final result, but all clusters, including

detached ones, are visualized by the Visualization subsystem.

7.5 Clusters generator

The task of the Clusters generator is to produce data for cases in which an occurred
event seems to not have a relevant cluster in the clusters’list. The Clusters generator runs
periodically to discover such cases and to produce estimated information about missed
incidents.

The high level logic of the component is to study every possible pair of clusters with
a minimum time difference and conclude if there is a logical gap between them, that
could be filled by an artificially generated cluster. The clusters between the pair are
examined and if they do not seem to provide the required logical connection, an artificial
cluster candidate is created. Its data is produced by the pair’s data and it is subsequently
validated and tuned, in order to enhance the outcome. During validation the component
checks whether the cluster offers a minimum additional amount of information to the
existing list of clusters, otherwise it is discarded. During tuning its parameters are tuned
in order to maximize the quality of added information.

The Clusters generator operation consists of searching for artificial clusters candi-

dates, generating them, validating them and finally tuning them. These procedures are
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analysed in the next subsections.

7.5.1 Searching through clusters

The component searches for pairs of real clusters with a minimum time distance and
no significant activity monitored between them. In order to calculate the volume of activity
between the pair of clusters a geometric approach has been incorporated.

All clusters are plotted on a three dimensional space. X-axis corresponds to IP values,
y-axis to time values and z-axis to danger values. Each cluster is plotted as a rectangle
parallel to x-z plane and perpendicular to the x-y plane. Its height in z-axis is relevant
to its danger value. Its position in the y-axis is relevant to its time centre (the average
between its start and end times). Its limits on the x-axis are relevant to its minimum and

maximum internal IP addresses. An example of plotting a cluster is shown in Figure [7.3l

z-axis
danger

danger os._
value

time

time centre \\\ — maximum
value \\\ /// inside IP
minimum
inside IP X-axis
0.0 inside IPs

Figure 7.3: Plotting a cluster

All pairs of clusters are then examined as long as they abide by the following rules :

e The time difference of their time centres is at least 15 minutes. This is essential in
order not to produce artificial clusters for pairs that simply are close in time and

normally do not have any activity between them.
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e Their internal IPs range is at least 10 IPs. This rule also reduces the number of

candidates, in order not to flood the cluster-set with artificial data.

For all pairs that abide by these rules their intermediate clusters are examined one by
one. The intermediate clusters, whose rectangles intersect with the volume between the
pair’s rectangle (a three dimensional trapezoid) are used to estimate the activity between
the pair. For each one of them its projection to the second in time cluster of the pair is
calculated, as shown in Figure The pair of the clusters in examination are the blue

and the orange rectangles, while the intermediate cluster is the green rectangle.

Figure 7.4: Examining an intermediate cluster

The main idea of searching for candidates is that a large projection means that there
is important activity between the pair of clusters for the same IP space, while a smaller
projection means that there is not enough activity between the two clusters and that the
production of an artificial cluster may be suitable.

For intermediate clusters examined, their projections are produced. Then the union
of these projections is created and its area is calculated as a percentage of the area of
the second cluster of the pair. If this value exceeds a certain threshold then the activity
between the pair is assumed as sufficient; otherwise an artificial cluster candidate is

created.
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Projecting clusters

Regarding the intermediate cluster the projection calculation aims to discover its re-
lation of it to the clusters of the pair and if it can be considered as an intermediate step

between them. The relevant factors are:

e The cluster should be occuring between the pair
e The cluster should refer to a similar IP range

e Its danger values should be relatively high or at least close to the corresponding

values of the clusters of the pair

The parameters of the intersection of the rectangle of the intermediate cluster with the
volume between the rectangles of the clusters of the pair are calculated. These are the
minimum and maximum IP values along with the danger value. Then they are normalized
with respect to the parameters of the intersection of the plane of the intermediate cluster
with the volume between the rectangles of the clusters of the pair. After normalization
the three parameters have values in [0, 1] range and are identical to corresponding values

of the projection rectangle with respect to the rectangle of the second cluster of the pair.

start end
)

So if the pair of clusters is clu clu®™ and the intermediate cluster is clu™*" their

parameters used in the calculation are shown in Table

Table 7.1: Parameters of searching for artificial cluster candidates

Cluster Minimum internal [P Maximum internal IP Time centre Danger
start start start start __ Clu,sfqrt"’du%iqn start
clu Clumzmz Clumam’i dut =g Cludan
d end
end end end end __ cugpf+clugh end
clu Cluminii Clumaa}ii Clut - % Cludan
inter inter inter inter _ it elulpier inter
clu Cluminii Clumaa}ii Clut — Cludan

The first parameters to be calculated are these of the rectangle created by the inter-
section between the volume between clu*%* and clu®® and the plane of the clu™¢". The

relevant calculations are shown in Eguations [7.27] [7.28 and [7.29
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int ti o — start + ( ] end 1 start ) Clu%nter — Clu?mrt (7.27)
intersectioNminii = ClUypinii + (Clgyin s — iy Tue gt .
t t
inter l start
. . R start end start Clut — ClUy
intersectionmagii = cluy o + (clugne i — cluy o) * T ot (7.28)
t t
i cluinter _ Clustart
- - _ start en start t t
intersectionga, = clujen’ + (clughy — clugam ) * Tl oJustart (7.29)
t t
inter

Then the component checks if the previous rectangle and the clu rectangle inter-
sect. If they do, the parameters of their intersection rectangle which is called projection
rectangle can be calculated as shown in Eguations [7.30] [7Z.31] and [Z.32] If they do not

intersect, no projection rectangle is calculated.

projectionpini; = max(intersectionmin, clu:ﬁff;l) (7.30)
projectionmayii = min(intersectionmazii, cluiggi’;z) (7.31)
projectiongq, = min(intersectionggy,, cluiﬁfr) (7.32)
(7.33)

Finally these parameters are normalized with respect to the intersection rectangle in

order to have values in the [0,1]. Specifically:

Projectionminii — intersectionminii

- . norm __
Projection,,ini; = - . : . (7.34)
ntersectionmagi; — tntersectioNminii
ectionnoTm Projectionmazii — tntersectionmini 7 35
pro]ec Zonma;pii - . . B . ( . )
intersectionmaqgi; — 1ntersectionminii
rojectiony,
. . norm __ b an
projectiong,, = - - (7.36)
intersectiongay

The same projection procedure is carried out for all clusters. For each cluster that
abides by the initial rules and its projection produces a projection rectangle, this rect-
angle is added to the projection rectangles list. After all clusters have been checked the

rectangles included in the list are combined.



94 Clustering subsystem

end
minit’

end ]

For every point in the [0, 1] range of the IPs axis that corresponds to the [clu clum i

range the maximum danger value of all rectangles is used, in order to create a single union

area for all projections. This combined area on the cluen?

corresponds to the part of it
that is covered by projection rectangles. If n projection rectangles have been produced

the area of the total projection is calculated as in Equation [7.371

1
aredpro; = /mam(projectioncllan(:v),...,projectiongan(x))d:v (7.37)
0

In order to calculate the integral of Equation [7Z.37] a sampling approach has been
used. The x variable is increased from O to 1 with step 0.01. In each loop the higher
danger value between projections is added to a sum, which is finally divided by 100. This
procedure is efficient in terms of performance terms and it produces a fine approximation

of the area of total projection. The logic of this calculation is described in Algorithm

1: sum <0
2: for ; = 0 to 1 with step 0.01 do
30 danmer < 0

4:  for all projections do

5: if (i > projection]?'™) A (i < projection]!%".) then
6: if projection[9™ > dan,,q, then

7: danmaez < projection o™

8: end if

o: end if

10: end for
11:  sum < sum + danmaez
12: end for

13: area + 342

100

Algorithm 7.3: Calculation of area integral

The area calculated in Algorithm is in [0,1] and is indicative of the percentage of
the clu®™? that is covered by projections.

If this percentage is greater than a threshold value areas,., then the intermediate
activity between the pair is considered adequate and no new artificial cluster is created.
If this percentage is less than area;p.. then it is assumed that a logical gap may exist
between the pair of examined alerts and a candidate artificial cluster is produced as is

described in the next subsection.
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The initial value of areas,. parameter is set equal to 0.5. This means that the calcu-
lated projection area should be less than half of the area of the rectangle of the second
cluster, in order to create an artificial cluster. If no cases where an artificial alert should
be created are found, the Clusters generator increases area;x,. by 0.1 to 0.6 to take into
account more pairs of clusters. This increase in the threshold value is repeated until

Clusters generator is able to produce some artificial clusters.

7.5.2 Creating artificial clusters

If for a pair of clusters the total calculated projection area is greater than areasp,. then
an artificial candidate cluster is created. Its parameters are calculated by the correspond-
ing parameters of the pair clusters. As it is shown in Table[5.1]the Generated cluster data
type includes a subset of the parameters of Cluster data type, which are required for
its visualization by the Visualization subsystem. Almost all parameters’ values of the
Generated cluster are calculated as the average of the two values of the corresponding

parameters of the clusters of the pair.

Clustart 4 cluend

cludrt . = ——minit 5 mini (7.38)
cludt = e ‘;‘ clughe i (7.39)
cert — S 2+ clugi’ (7.40)
clulyt = Cl“g?rt; clugi’ (7.41)
clusy?, — o ; cli (7.42)
R 7.1 ; it (7.43)
gt — clugyyih, -QF cluglin, (7.44)

(7.45)

The last parameter of the Generated cluster that has to be calculated is its class
ids list. Because the artificial cluster is created in order to logically connect the pair of

clusters, its class id values should ideally be between the class ids of the pair clusters. So
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the list of class id values in each of the pair clusters is scanned and class ids are added to

the relevant list of the generated artificial cluster, according to the following logic rules:

if 3 cid (cid € clusty™ /\ cid € cu™) — add cid to clu®y (7.46)
if 3 cid (cid € clufly™ /\ cid+1 € cuf™) — add cid, cid + 1 to clu®l} (7.47)
if 3 cid (cid € clufts™ /\ cid + 2 € clu) — add cid + 1 to clud¥ (7.48)

If a class id is present in both lists of pair clusters it is also added to the artificial
cluster generated. If the two pair clusters contain two consecutive class ids then they are
both added to the artificial cluster. If the two pair cluster contain class id values that

differ by 2 then the intermediate class id is added to the artificial cluster.

7.5.3 Validating artificial clusters

In the validation sub process the clusters generated in the previous step are evaluated,
and the ones carrying insignificant information are discarded. A metric of the quality of
the information contained in each cluster is needed to form the basis of this reasoning.
This metric is called Cluster’s Quality CQ and it is defined to be representative of the
value of information of each cluster. It is calculated as a function of three other variables
namely:

Distance from the closest cluster (D): The minimum of the distances of the generated
artificial cluster from the existing clusters, in the two-dimensional space defined by the
time axis and the IP axis. The distance between two clusters A,B is defined as the

Euclidean distance of their centres. The coordinates of their centres are

A A A A
cluA . (Clumzmz + Cluma:vii Clusti + Clueti)
' 2 ’ 2
B B B B
CZUB . (Cluminii + Clumaxii Clusti + Clueti)
' 2 ’ 2

The distance between the clusters A,B is calculated as in Equation
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DA,B = \/(wclu“‘ - xcluB)Q + (ycluA - yclu3)2 (7.49)

In order to calculate the C() of a cluster, the minimum of its distances to other clusters
Dynin is calculated. Clusters that lie away from neighbouring clusters are more likely to
be useful, in contrast to clusters that are close to neighbouring ones.

Area of the cluster (A): The area of the ellipse that corresponds to the cluster. This
ellipse for clu” is defined by Equation [Z.54l

clu? + clu?

g = S tminii . magzii (7.50)
Vo = cluﬁi —;—cluéi 7.5
€, = i ; Ut (7.52)
Yr = M (7.53)

2 ERY)
(z xwo) n (y yyo) _1q (7.54)

The larger an ellipse is, the more general the corresponding cluster is and vice-versa.
A large area ellipse means either that the cluster spans across multiple IPs, or it has a
large time range or both.

Too general clusters cannot be much helpful for the user, whereas more specific clus-
ters are more likely to contain valuable information. The area of the ellipse is calculated

from time and IP values of the cluster as shown in Equation

A A A A
(dueti — Clusti)(duma:vii — Clumzmz) *

4

A=

(7.55)

Quality of cid values list (CIDQ): It has been mentioned in previous sections that each
cluster has a class ids list that consists of the different attack class values related to it.
These values represent the step of the attack plan, in which the specific cluster belongs.
In Snort the class ids are numbered from 1 to 7. The variance of cid values indicates

whether the cluster spans along multiple steps of the attack. Alerts with different cid
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values belong to different steps of the attack plan, and their coexistence in the same
cluster can potentially reveal the logical connection among the steps of the attack.
The quality CIDQ for a list with only one value is defined to be equal to 1, whereas

for a list with k values it is calculated as shown in Equation

T
L

R —
— n=1 (an o an_l)Q
CIDQ =k % P (7.56)

A compact list (a list with continuous values) seems to be more consistent and should
have a higher CIDQ value. On the other hand a list, the members of which are not contin-
uous or/and have large distances between them, is not likely to represent a meaningful
series of the attack’s steps and should have a lower C'/D( value. In table the CIDQ

value is calculated for some sample cid lists.

Table 7.2: Calculating CIDQ values for sample cid lists

cid list CIDQ

3 1

3,4 2

3,4,5 3
3,4,6 1.875
3,4,7 1.65
3,7 0.125

Generally the Quality of the cluster CQ is proportional to the distance from the closest
cluster D,,;, and the quality of the cid values C'I D@, while it is inversely proportional to
the Area of the cluster A. CQ calculation is shown in Equation [7.57]

cQ = # (7.57)

The calculated C'() values are used to sort generated clusters in terms of the quality
of information they carry. The validation process ensures that the most useful of the
generated clusters are injected in the real clusters list, without over populating it. The
generated clusters used are at most as many as 20% of the real clusters. If the generated

clusters are less than this threshold, they are all incorporated, otherwise the ones with
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the highest CQ values are selected until the threshold is reached.

7.5.4 Tuning artificial clusters

In the last stage of the Cluster generation process, the clusters that have been pro-
duced in the first stage and have not been discarded in the second are fine tuned in order
to enhance the contribution of the component to the overall system.

The idea of tuning the cluster is to alter the A and CIDQ parameters (D,,;, cannot be
usefully altered) in such a way that the cluster becomes more informative, while it keeps

its main initial characteristics.

Area tuning

In general smaller clusters (reducing A) seem more informative about the actual in-
trusion activity. The value of A is calculated as a function of time and the IP boundaries
of the cluster. The IP boundaries are decided upon the IP boundaries of the real clusters,
that are logically connected by the generated ones; hence they should not be altered.

On the other hand, the time span of the cluster could be reduced around its initial
center, as long as this reduction does not completely alter the geometry of the cluster.
Specifically this reduction should not be more than 20% while the ratio of the IP range of
the cluster over the time range of the cluster does not become less than %. The simple

logic used is described in Algorithm [7.4]

1: trinit < Cluer; — clugy

2: 1pr <= clUumazi; — ClUminii

3: tr <+ cluey; — clugy

4: while (tr > 0,8  trinit) A (£ > ) do

5. clugy + clugy; + 1

6:  Cluey; — cluey; — 1

7:  tr < cluey — clugg;

8: end while

Algorithm 7.4: Area tuning

CIDG tuning

Tuning C'I D(Q) is done in a similar way; it can be altered in order to increase the quality

of information as long as the initial character of the cluster is not lost. One change is
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permitted in the values of the cid list (one value can be replaced by another) as long as
the produced increase in the CIDQ value of the cluster is no more than 50% of the initial
value. The small space of values for cid list, enables exhaustive search to be used as the

method to find the optimal cid values for the cluster. The logic is depicted in Algorithm
.5l

1: CIDQ;n;: + CIDQvalue of the cluster
2 CIDQmax «— CIDszt

3: for all cid list values do

4:  for all possible alternate cid values do

5: replace cid value with the alternate one

6: calculate CIDQ,yn

7: if (CIDQinit < CIDQ+1run < 1.5 CIDQinit) N (CIDQryn > CIDQ e, ) then
8: CIDQpar + CIDQ

9: keep in record the replace of values
10: end if

11: end for
12: end for

13: if no replace of values kept in record then
14:  cluster left intact

15: else

16: commit last replace in record

17: end if

Algorithm 7.5: ACLQ tuning




CHAPTER 8

Visualization subsystem

he visualization subsystem creates a graphical representation of the security state
T of the protected system. It reads clusters produced by the Clustering subsystem,
commits the required transformations to their parameters and combines them in a unique
representation. It produces a surface in three dimensions, which is characterized by
peaks for each of the clusters in the list. In this way suspicious activity on the system
is depicted in terms of IPs of the protected network and time. The resulting graph also

presents information about danger and validity estimates for each cluster.

8.1 Design of the Visualization subsystem

The Visualization subsystem is responsible for reading the current clusters list from
the database and producing a graph containing a high level representation of the security
state of the protected system. This procedure is recurring as it produces a still image of
the security state at a specific moment. It has to be continuously repeated, to produce
successive frames that are displayed as an evolving animation.

The visualization concept is to produce a surface in a three dimensional space that
will summarize the security state of the protected system. The three dimensions of the
graph are related to the internal IPs space of the protected network (x axis), time (y axis)
and an estimated danger value (z axis). For a system without any intrusive events the
produced surface is flat and it matches the x-y plane. For each detected cluster of alerts
a peak is created on this level surface.

The height of the peak is related to the danger value of the cluster. The area of the

peaks on the x-y plane is related to the combination of the range of internal IPs that are
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included in the cluster and its time range. The color of the surface at the peak area is
related to the validity score of the cluster.

The platform chosen to implement the Visualization subsystem was Matlab 2010a [63],
as its ready-to-use visualization functions made it easy to depict the surface that combines
all existing clusters.

In Figure [B1] an example frame, containing peaks corresponding to two clusters is

given. The data for the two clusters are shown in Table 811

Table 8.1: Example clusters data

Cluster IPs space Time range Danger value Truth value
A 76.213.183.186 - 226 17.58.22 - 18.07.39 0.80 0.43
B 76.213.183.175- 196 18.06.24 - 18.07.06 0.20 0.84

Cluster A

Cluster B
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Figure 8.1: An example frame

Cluster A contains activity lasting for almost 10 minutes and affecting a range of 40
IPs of the internal network. On the other hand cluster B lasts for less than a minute and
it concerns 21 internal IPs. The internal IPs and time ranges of each cluster define a base
area on the x-y plane on which the corresponding peak is situated. As cluster A lasts

more and concerns more IPs than cluster B, its base area is significantly larger and in
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general its peak on the surface is more voluminous. The height of the peaks is defined
by the danger value calculated by the Clustering subsystem for each one of the clusters.
Cluster A with danger value equal to 0.8 produces a much higher peak than the peak
produced by cluster B with danger value 0.2. Finally, the color of the surface at the area
of each peak is defined by the validity score of each cluster. Cluster B is characterized by
a higher validity score, so its peak is almost red while the peak of cluster A is blue. The
colour-map used is shown in the bar at the right side of the frame.

Another important visualization feature, that is obvious from Figure[8.Ilis that a single
surface is produced for the system, so a single event can be present in the graph for each
grid point (IP and time combination). The values in table show that both clusters A
and B are related to IPs between 76.213.183.186 and 76.213.183.226 and are active in
time range from 18.06.24 to 18.07.39. The two peaks overlap in a certain area of the
surface. During surface production the cluster with the highest danger value is preferred
for each grid point, while the others are ignored. This happens because it is essential to
produce a simple informative graph and not a complex representation of each event that
happens. The security analyst will be informed of intrusive activity for a certain IP range
at a certain time by the graph and she may examine in detail relative alert-sets to discover
more details about it.

The subsystem consists of three components that are depicted in Figure These
components are DB reader, Clusters analyser and Plotter.

The DB reader is responsible for reading clusters’ data from the database of the sys-
tem and committing the required normalizations in IP and time values, in order for the
resulting graph to be as easy to read as possible.

The produced normalized clusters are then sent to the main component of the Vi-
sualization subsystem, which is the Clusters analyser. Its task is to iterate through all
clusters and produce two arrays that contain height and color values for each point on
the surface. No matter how many clusters may exist, a single surface is generated that
approximates the security state of the protected system.

These arrays along with other auxiliary data are the input to the last component of
this subsystem, the Plotter. The Plotter produces the final frame by depicting the surface

and taking care of other important graph parameters, such as labelling axis and efficiently
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Figure 8.2: Visualization subsystem

placing the camera in the three-dimensional space.

8.2 DB reader

The DB reader reads clusters from the system database and normalizes their parame-
ters, to make a meaningful representation feasible. As it has been mentioned in previous

chapters the clusters’ data stored in the database are in the format shown in Table

Table 8.2: Format of clusters data in the database

Field Description Format
min IP The first internal IP related to the cluster IP in decimal format
max [P The last internal IP related to the cluster IP in decimal format
min time The start time-stamp of the cluster Date in Linux format
max time The end time-stamp of the cluster Date in Linux format
num of alerts Number of initial alerts included in the cluster Integer value
danger Danger value calculated for the cluster Double value

truth Truth value calculated for the cluster Double value
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The required transformations concern IP and time data of the clusters and enable
meaningful annotation of the x and y axes. The produced graph concerns all internal IP
values of the protected network, even if not all of them are intrusion targets. On the other
hand, the time range of the graph is decided from the clusters themselves. The graph
concerns only the time range in which the detected clusters exist.

The global minimum and maximum IP values are predefined for the protected network
and correspond to the smallest and the largest of its internal IPs. The global min IP value is
subtracted by all IP values of the clusters to create a representation in the [0, globalmaxIP
- globalminlIP] space.

The time values are in Linux format. Assuming that the live representation being
produced is not for periods larger for 24 hours, the date part of the time values is dis-
carded. The values are converted from milliseconds to seconds and the necessary shift for
synchronizing with the valid time zone is performed. The global minimum and maximum
time values are calculated and the minimum time value is subtracted from all time values
to create a representation in the [0, globmaxtime-globmintime] space.

The algorithm of the DB reader component is shown below :

Read P9 [pglob

1: min’

2: Read tzd (Time zone’s hours difference)

3: for all clusters do

;. IPpip < IPpy — IPI

5:  IPpay < IPpay — P

6: end for

7: for all clusters do

8  timemin — %

9:  timemar — tinggf”
10: end for
11: Calculate timeﬂ?z, time%ﬁ%
12: for all clusters do
13:  timemin < timemin — time%?ﬁ + tzd * 60 * 60
14:  timemin < timemin — time%?ﬁ + tzd * 60 * 60
15: end for

Algorithm 8.1: DB reader algorithm
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8.3 Clusters analyser

8.3.1 Choosing the appropriate models

The most important component of the Visualization subsystem is the Clusters analyser
as it transforms multiple clusters into a unique surface, representative of all of them. The
input to this component is the normalized clusters’ set produced by the DB reader and its
output are the arrays holding the parameters of the surface, which are sent to the Plotter
component for the production of the frames.

In order to represent each cluster a peak is formed on the surface, as it has been
depicted in Figure [B.Il The rationale is to form a three-dimensional shape that will be
indicative of as many cluster’s parameters as possible.

Gaussian distribution has been chosen for creating the shape of the peak. The bell
shape produced by the Gaussian distribution is depicted in Figure[8.3]and is appropriate

for representing the clusters.

Figure 8.3: Graph of Gaussian distribution

In order to produce narrower peaks the square of the Gaussian distribution was
preferred. The resulting peak is depicted in Figure[84l Assuming that the area of the x-y

plane that is relevant to the cluster is the square defined by the x [-1, 1] range and the
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y [-1, 1] range the bell produced by the square of the Gaussian distribution seems more

accurate than the one produced by the distribution itself.

o

Figure 8.4: Graph of the square of Gaussian distribution

The function of the square of Gaussian distribution is :
2
2= (e (Hv?) (8.1)

8.3.2 Producing a peak for each cluster

The produced bell shape should approximate the cluster as accurately as possible.
The bell is placed on the area of x-y plane that is defined by the time and IP values of the
cluster. The formation of a rectangle on the x-y plane by time and IP ranges is shown in
Figure

The z. and ¥y, coordinates of the centre of the rectangle are easily calculated, as shown
in Equation while the z. value is zero as the center point is on the x-y plane. The
distances of the rectangle’s sides from the centre are shown in Equation[8.3] The peak is

situated around point (z., Y., 2¢).
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Figure 8.5: Time and IP ranges define the base area of the bell
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T 2
Yo = timemin ‘|2‘ timemaz (8.2)
z2.=0
Ty = )

timemazr — tiMemin &9
Yr = )

In order to produce a bell that peaks at value 1 at the centre of the rectangle and fades

out to zero towards its sides, the x and y variables in Equation [B.I]have been replaced by

(x;fzc " and (y;f§)2 respectively.

The next parameter of the cluster that needs to be calculated is its density, which
shows how dense or sparse is the distribution of alerts in the clusters time range. The

number of alerts is divided by the duration of the cluster.
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density = [WMalerts (8.4)
timemaz — tiMemin '

The density calculated in Equation [8.4] ranges from O to infinity and is not appropri-
ate for visualization purposes. In order to normalize it, the sigmoid function shown in

Equation [8.5is used.

1

_ — 8-5
I+e® (65

f(z)

Because this function for x values in range (0, c0) outputs values in range (0.5,1), it
has been slightly transformed by subtracting 0,5 from it to force zero density to produce
zero normalized density and the result has been multiplied by 2, in order to make the
normalized density approximate 1 for large values of density.The graphs of the sigmoid

function and the transformation used are shown in Figure

1

W — O, 5) * 2 (86]

densitynorm = (

The density,orm value is used to emphasize the danger of the cluster. Normally the
height of the peak is decided by its danger value, which also ranges between O and 1.
Because the density of alerts is also an indication of cluster’s danger, if densitynorm is
larger than the danger of the cluster, then it is used to define the height of the peaks,

instead of the danger value.

sigmoid-0.5
(sigmoid-0.5)/2 4
sigmoid

Figure 8.6: Sigmoid function and its transformation
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danger, if danger > densityyorm.
clusterpeight = (8.7)

densityporm, otherwise.
So Equation [8.8]is used to compute the height of peaks in (x,y) grid point. In this way
a two-dimensional array is created which contains the height of the surface in each grid

point on the x-y plane for the specific cluster.

o we)? Cye)? 2
_(( ,~2) +(yyi/2))

x

height(x,y) = clusterpeignt * (e (8.8)

The last parameter that needs to be calculated for the specific cluster is the color of
the peak. The color is relevant to the truth value of the cluster. The centre of the peak
is coloured with the color that corresponds to the cluster’s truth value, according to the

colormap in Figure [8.7]

Figure 8.7: Truth value scale colormap

The color of the peak is gradually changing from the cntre of the cluster to the outer
points of its area, to correspond to zero truth value color in the borders of the area. In
this way the color differences in the final surface are much more visible and the truth
parameter is distinguishable for each cluster. This is obvious in Figure [8.11

In order to achieve this gradual transition of color along the surface of the peak
the truth value has been combined with the calculated height value. So the color that
corresponds to a point x,y, according to the truth value of a cluster is shown in Equation

B9l

color(z,y) = height(x,y) * clusteryn (8.9)

For each one of the clusters received by the DB reader the Clusters analyser produces
a two dimensional array that contains its height values and another one that contains its

color values at each point of the grid.
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8.3.3 Combining multiple peaks to one surface

The main idea is to produce a simple representation that will be easily inspected by
the security analyst. A large number of clusters obviously produces a large number of
peaks to depict on the surface. In order to keep the graph readable, the color and the
height values for each point of the surface are decided by the cluster that has the largest
height value at the specific point. This means that only the most dangerous cluster is
depicted at each grid point.

The trade-off for keeping the surface simple is small. Overlapping clusters are going
to be visible as two overlapping peaks. The only case in which a cluster will not be visible
at all is to be included in the base area of another cluster with marginally larger height
value. In this case the security analyst will not see the specific peak, but will be informed
that there is intrusive activity for the specific IP and time values combination. The peak
of the cluster with higher danger value, will motivate the analyst to further explore the
alerts related to this combination of time and IP values.

The surface that will be finally visualised by the Plotter is defined by two two-dimensional
arrays relevant to height and color, similar to the ones already produced for each cluster.
To produce the two arrays the analyser initiates their values to 0. Then it iterates through
clusters and for each one of them it scans all grid points. At each point, if the height array
of the cluster has higher value than the height array of the surface, the array values of
both surfaces for this grid point are set equal to the corresponding values of the arrays of
the cluster.

After this procedure the values that are stored in the arrays of the surface, for each
grid point, correspond to the values of the cluster with the higher clustery;qn: value. The

two arrays are then propagated to the Plotter.

8.3.4 Clusters analyser algorithm

The algorithm of the Clusters analyser component is given below in Algorithm
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lob lob
min __ IPZeb—1 P9

. min
b xr N l2bo lob
9 y;ﬂm _ tzme?ngz—tzmefnfn
3: for i = 1—>100do
1PgLeb _poleb
4 X[i] + ="~ x i {Create x and y values of the grid points}
glob tlmef,llgl;ftzmeqwb
Y[i] < time? 7" 4 ——" 4 ———min g

] min 100
Z[i] < 0 {Array to store height values}

5
6
7:  C[i] + 0 {Array to store color values}
8
9

: end for
: for all clusters do
10: @, Lt Pnar
11: Ye w
12: ze 0
13: Ty M
14: Yp timemaz —timemin
15:  density + W%
16:  densitYnorm (m —0,5) %2

17: height < max(clusterionger, densityYnorm)
18: for z = X[1] — z[100] do

19: for y = Y[1] — Y[100] do
(e | woye)? 2
20: Ze(x,y) < clusterpeigns * (e~ =r? yr?
21: Co(z,y) < clusteryyn * Z(x,y)
22: if Z.(x,y) > Z(z,y) then
23: Z(x,y) « Ze(z,y)
24: C(z,y) < Ce(z,y)
25: end if
26: end for
27: end for
28: end for

Algorithm 8.2: Clusters analyser algorithm

8.4 Plotter

The last component of the Visualization subsystem is the Plotter. It gets as input the
color and height arrays of the surface and it uses the Matlab surf() function to create the
frame. I also adjusts the axis labelling, as the global time and IP ranges of the cluster-set,
should be taken into account to produce an informative graph.

The production of the graphical representation of the surface is performed by the
surf(X,Y,Z,C) function of Matlab. X and Y are the arrays produced by the creation of the
grid in the x-y plane in relevance to IP and time values. Z is the two dimensional array

containing the height of the surface at each point and C is the two-dimensional array that
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contains the color values of the surface.

The labelling of the axis is based on two principles :

e If the graph is to be viewed in a pc monitor then fifteen labelling points along the

time and IP axis is an efficient choice.

e The label points of the time axis should be placed in specific intervals such as 5

mins, 10 mins, 20 mins, 30 mins or 60 mins.

The Plotter starts by setting the IP step equal to 2 and doubles it, until the number
of the sampling points become less than 15. For the time step it iterates through the
predefined step values described above. It calculates for each one of them the difference
between the number of produced sampling points and 15. It finally chooses the one with
the least difference. The Plotter calculates sampling points on the time axis and converts
their values from integers to time format. It also calculates the sampling points on the
IP axis and converts their values from long values to IP format. The produced labels are
attached to the graph axis.

The algorithm of the Plotter is shown in Algorithm [8.31
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: timerange < 1iMEmaz — time
: POINtSpym < timerange + 60
. delta < |pointspym — 15|

: timeShoices[1] < 5

IP,ange + TP — [p9'b 1 q
IPstep — 2
while I};—j; > 15 do
[Py <= TPypep + 2
end while
fori=1— IPgnge + I Pstep do
IPygper (1) < ipconvert(i * I Psiep)
end for

timeggep < 1
glob
min

glob

step

: timepoiees (2] +— 10

step

: timepoiees (3] +— 20

step

. timechoices[4] « 30

step

: timeSpoiees (5] +— 60

step

:fori=1—5do

POiNtSpym < timerange =+ tz’meﬁ?ggces [i] * 60
deltacy, < |pointspym — 15|
if deltacy,, < delta then

delta < deltacy,

timestep < timegs ““[i]
end if
: end for

s fori =1 — timergnge + timeggep do

timeyaper (1) < timeconvert(i x timesgtep)

: end for

Algorithm 8.3: Algorithm of the Plotter component




CHAPTER 9

Experiments and results

n this Chapter the experimental procedure, used to test the performance of the system,
I is presented, along with the relative results. Initially the two traffic datasets used to
produce the alert-sets required for testing the system are discussed. The performance
of the system regarding reducing the volume of alerts is documented by comparing the
volume of sensors’ alert-sets to the respective volumes of aggregated alerts and clusters
produced by them. ROC analysis is used to show the ability of the system to efficiently
classify alerts as true or false. Subsequently the results of the Visualization subsystem
are presented and analysed for each one of the data-sets. The ability of the system to
hypothesize on missed events is tested by using subsets of a specific alert-set. Finally the

data-processing performance of the system is measured and discussed.

9.1 Set-up of experiments

In order to test the performance of the system the widely used network intrusion
detection system Snort [61] has been used against two different datasets.

The first dataset is the Darpa 2000 1.0 [60]. The Cyber Systems and Technology Group
of MIT Lincoln Laboratory, has collected and distributed standard corpora for evaluation
of computer network intrusion detection systems. One of these is the dataset used for
testing the performance of the proposed system. This dataset has been extensivelly used
in the past and the results produced on it are comparable to those of other methods
proposed in the literature. Apart from that, the corresponding documentation contains
the intrusion steps performed throughout the simulation process, so it facilitates the

evaluation of the results.
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The Darpa dataset has been heavily criticised [64], [65], [66] and is certainly out of date
as it does not contain modern attacks. However in view of the absence of an alternative
widely accepted benchmark it is still being almost exclusively used for testing intrusion
detection systems. Because of the above an alternative dataset has also been used. It
has been created from live traffic captured from an academic network, combined with a
specific attack plan (built up using modern tools) that have been conducted during the
time of traffic capture. Although this data-set cannot be used for exhaustive testing of
the system (due to incomplete knowledge of the possible attacks launched in the time of
traffic capture), it gives a good indication of the performance of the system against modern

attacks.

9.1.1 DARPA 2000 1.0 dataset

The specific dataset includes a distributed denial of service attack. This attack sce-
nario is carried out over five different phases. The attacker probes the network, breaks in
to some hosts by exploiting the Solaris sadmind vulnerability and installs trojan mstream
DDoS software. She finally launches a distributed denial of service (DDoS) attack at an
off site server from the compromised hosts. The steps of the attack are analysed in the

MIT Lincon Laboratory website [60] and are described as follows.

1. The adversary performs a scripted IP sweep of multiple class C subnets on the Air
Force Base. The networks sweptare 172.16.115.0/24, 172.16.114.0/24, 172.16.113.0/24

and 172.16.112.0/24.

2. The hosts discovered in the previous phase are probed, to determine which hosts

are running the "sadmind" remote administration tool.

3. The attacker then tries to break into the hosts found to be running the sadmind
service in the previous phase. The attack script attempts the sadmind Remote-to-

Root exploit several times against each host, each time with different parameters.

4. Entering this phase, the attack script has built a list of those hosts on which it
has successfully created a new user. These are 172.16.115.20, 172.16.112.50 and

172.16.112.10. For each host on this list, the required scripts for DDos are installed.
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5. In the final phase, the attacker manually launches the DDos from the infected hosts

against the victim.

The DARPA 2000 1.0 dataset contains network traffic data from two sensors (inside
and DMZ). These streams of data have been both used as input to a Snort 2.8.5.3 in-
stallation and two corresponding alert sets have been produced. These alert-sets have
been used as input to the proposed system. The produced alert-set has been labelled
(alerts have been recognized as true or false) by using the documentation of the DARPA
dataset, which contains info about real intrusion activity. The results of this labelling are

summarized in Table

Sensor True alerts False alerts
Inside 764 (76%) 237 (24%)
DMZ 430 (15%) 2215 (84%)

Table 9.1: Darpa alert-set statistics

9.1.2 Live academic dataset

The academic network used as test-bed for this experiment consists of 25 servers
hosting various services and around 100 desktops used by members of the academic
community. For the purposes of the attack simulation, an image of a vulnerable host the
Metasploitable VM [67] and an image of a host, hosting common LAMP stack, Ultimate-
Lamp [68] have been used. Two virtual machines have been initiated by these images
and added to the existing network structure. The simulation lasted for approximately one
hour. During this time range a specific attack scenario was executed, while live network
traffic was monitored by two Snort sensors.

The executed attack scenario consists of the following steps :
1. An external host scans all hosts in network’s range.

2. Alive hosts found are scanned for known vulnerabilities.
3. The Metasploitable VM is selected as a target.

4. The Tomcat 5.5 vulnerability is chosen to be exploited and shell access is gained to

the specific Host.
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5. XerXes DoS attack is successfully executed from Metasploit VM against UltraLamp
VM.

Two Snort sensors were used to produce alerts. One was located at the main switch
of the DMZ network, while the other was located outside the firewall of the network.

Real world conditions have been ensured, as live traffic of an academic network has
been used as the platform, on which the attack plan has been executed. On the other
hand, this choice has created a lot of ambiguity in the experimental procedure, as the
background traffic can not be characterized with certainty as legitimate use or intrusion.

The academic network consists of a /25 network. The addresses depicted in the
results have been obfuscated for privacy reasons. The hosts and the attack plan used are

described in Tables and respectively.

Host Shortname IP

External intruder EI -
Metasploit VM MVM 76.213.183.136
UltraLamp VM UVvM 76.213.183.231

Table 9.2: Hosts used in the academic dataset attack plan

for

No Time Source Destination Incident
1 17:58-59 El /25 network Scanning for alive hosts
2 18:01 EI Alive hosts Scanning for vulnerabilities
3 18:03 EI MVM Tomecat 5.5 vulnerability (unsuccessful)
4 18:12 EI MVM Tomcat 5.5 vulnerability (successful)
5 18:13 MVM UVM XerXes DoS

Table 9.3: Description of academic dataset attack plan

The alerts produced by the Snort sensors have been examined and manually labelled
as true or false according to the attack plan mentioned in Table The results of this

labelling are summarized in Table
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Sensor True alerts False alerts
DMZ 448 (58%) 316 (42%)
Outside 178 (43%) 237 (57%)

Table 9.4: Academic alert-set statistics

9.2 Reducing the volume of alerts

The main component that reduces the volume of alerts is the AGC component, which
transforms alerts to aggregated alerts. Table [9.5 shows the numbers of alerts produced
by sensors for both data-sets and the numbers of aggregated alerts to which these alerts
are transformed, by the AGC components. The corresponding reductions are presented

as percentages.

Darpa dataset | Academic dataset
inside DMZ | DMZ outside

Number of alerts 1001 2645 | 415 764

Number of aggregated alerts 357 164 84 111

Percentage of reduction 65% 94% | 80% 86%
Total percentage of reduction 86% 84%

Table 9.5: Performance of AGC component for all sensors

The AGC component reduces the overall volume of alerts by approximately 85% in
both datasets. This surely makes the alert-set easier to be examined and additionally
enables next components to function in a more efficient way.

The Merger also helps in the alerts volume reduction direction, by discarding identical
aggregated alerts, produced by different sensors. In Table the performance of the

Merger component is shown for both data-sets.

Darpa dataset | Academic dataset
Number of aggregated alerts 521 195
Number of aggregated alerts after merging 440 113
Percentage of reduction 16% 42%

Table 9.6: Performance of the Merger component for both datasets

The reduction of alerts that happens in the Merger component is relevant to the
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percentage of network traffic existing in both sensors’ placements. If the firewall blocks
most of the traffic, low redundancy between the aggregated alert-sets will exist and the
percentage of reduction will be relatively low. On the other hand if the firewall allows
most of the traffic in, then higher redundancy will exist between the two alert-sets and
higher reduction of alerts will occur in the Merger component.

The last component, in which a reduction in volume of data takes place, is the Clus-
terer. The Clusterer detects related aggregated alerts and groups them in clusters. The
numbers of clusters created in relevance to the numbers of aggregated alerts, fed as input

to the Clusterer, are depicted in Table

Darpa dataset | Academic dataset
Number of aggregated alerts 440 113
Number of clusters produced 24 56
Percentage of reduction 95% 61%

Table 9.7: Performance of the Clusterer for both datasets

The Clusterer stores in the database of the system an impressively low number of data
instances, as compared to the numbers of alerts produced by Snort sensors. Specifically
for the Darpa dataset, the sensors of which initially produced 3646 alerts, 24 clusters
are produced and for the academic data-set, the sensors of which initially produced 1179
alerts, 56 clusters are produced. This reduction in the volume of data is important, as it
enables both the analyst to easily read the clusters’list and the Visualization subsystem

to efficiently visualize it.

9.3 Reducing false positives

9.3.1 Validity scores

The main task of the Sensor manager is to calculate validity scores for the alerts
produced by the corresponding sensor. As it has been analysed in Chapter [6, four com-
ponents NRA, NRAS, HAF, RFP calculate partial scores, which are then combined to
produce a final score. The average scores produced by the components and by the sys-
tem as a whole for true and for false alerts have been calculated. These are shown in

Table for the Darpa dataset and in Table for the academic dataset.
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Inside sensor DMZ sensor
Component | TAavg FAavg | TAavg FA avg
NRA 0.313 0.135 | 0.951 0.014
NRAS 0.140 0.021 | 0.287 0.002
HAF 0.663 0.564 | 0.652 0.229
UFP 1.000 0.795 1.000 0.090
SYS 0.467 0.327 | 0.835 0.085

Table 9.8: Average validity scores for Darpa dataset

DMZ sensor outside sensor

Component | TAavg FAavg | TAavg FA avg
NRA 0.791 0.378 | 0.874 0.174
NRAS 0.305 0.140 | 0.293 0.029
HAF 0.999 0.586 | 0.999 0.563
RFP 1.000 0.610 1.000 0.633
SYS 0.706 0.425 | 0.590 0.349

Table 9.9: Average validity scores for academic dataset

It is obvious from Tables and that the Sensor manager discriminates between
true and false alerts, which was the initial motivation for this subsystem. Depending on
the dataset and the location of each sensor the differences between the validity scores of
true and false alerts vary. In all cases there is a significant difference between scores for
true and false alerts.

Regarding the Darpa dataset, the system has produced an average validity score of
0.476 for the true alerts of the inside sensor, while the corresponding average validity
score for false alerts is 0.327. The true alerts’ validity score is on average 42% higher
than the score of false alerts. For the DMZ sensor of the same dataset the results are
almost perfect. The true alerts’ average score is 0.835, which is 980% higher that the cor-
responding false alerts score (0.0835). In this case the system has successfully detected
most of the false alerts, with a high confidence, as it has produced minimal validity scores
for the majority of them.

On the other hand, regarding the academic dataset the system has performed almost
the same for both sensors. Specifically for the DMZ sensor true alerts’ scores average

at 0.706 which is 66% higher than false alerts scores’ average (0.425). For the outside
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sensor the average score of true alerts is 0.590 and is 69% higher than false alerts’ average
score, which is 0.349.

In general the true alerts’ average validity score is significantly higher than that of
the false alerts for all cases. This enables the system to attach useful truth values on
each alert, which are utilized by subsequent components. Even if the Darpa DMZ sensor
high difference should be regarded as a special case, the results for the remaining three
sensors prove that Sensor manager component is capable of efficiently discriminating
between true and false alerts.

The four components seem to have deviations in their performance. This is normal
as they examine specific alerts’ properties and the results obtained are normally different
for different intrusions, or even different sensors’ placements. The logic of using multiple
components is not to utilize them on their own, but to combine their results, to get a

useful validity estimate for as more cases as possible.

9.3.2 ROC analysis

As it has been stated in Chapter [6] no discarding of alerts is conducted in Sensor
Manager. In order to examine NRA, NRAS, HAF, RFP components and Sensor manager
as a whole in terms of classification performance, a ROC curve analysis [69] has been
conducted. The use of a threshold value vals,, indicates that every alert with higher
validity score than wals,, is considered as positive, while every alert with validity score
lower than val, is considered as negative and is discarded. The use of a threshold

creates four different categories of alerts:

e True positives : True alerts that have been classified as positives.
o False positives : False alerts that have been classified as positives.
o True negatives : False alerts that have been classified as negatives.

o False negatives : True alerts that have been classified as negatives.

These categories are also shown in Table 0. 10
From these values some interesting metrics can be calculated. True positives rate

(TPR) is the fraction of real alerts, classified as true, while False positives rate (FPR) is the
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True class
p n
TP FP
Hypothesized class
FN TN

Table 9.10: Categories of alerts after threshold use

fraction of false alerts, classified as true. These metrics are calculated in Equations [9.1]

and [9.2]

TP TP
TPR="—"=_——"~__ 9.1
L T ©-1)

FP FP
FPR=— =~ 2
i FP+TN (8-2)
9.3)

The ROC curve is a graph where FPR is denoted in the x-axis and TPR is denoted in the
y-axis. A classifier corresponds to a point in this graph according to its TPR and FPR. If
all possible threshold values are examined for a classifier, then the corresponding points
form a curve called ROC curve. The y=x line corresponds to the random choice classifier.
Every classifier’s curve should be as much higher as possible from this line, to justify
its good performance. Curves close to this line or even under it, indicate inadequate
classifiers, while curves close to (0,1) indicate well performing classifiers.

For each one of the two sensors, for both datasets all possible threshold values in
the [0,1] range have been examined. By using a threshold value the scores produced by
each one of the components and the system as a whole can be used in a classification
procedure. The relevant rates have been calculated and the resulting ROC curves are

shown in Figures [9.119.219.3 and
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Figure 9.4: Academic outside ROC curve

By examining the ROC curves for the Darpa dataset, it is obvious that the blue lines
that correspond to the output of the system indicate a well performing classifier for both

sensors. In the inside sensor’s case, the individual components’ performance varies.
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While the curve of the HAF component is close to the system’s one, the curve of the
NRA component is close to the random classifier’s line. On the other hand in the DMZ
sensor’s case, all components perform well. The ROC curves of the academic dataset
show a similar situation, with the curve of the system situated significantly higher than
the random classifier. The components’ curves vary from being very good to being almost
unacceptable.

As it has been analysed, the individual performances of the components are not sig-
nificant as long as the overall system performs well. The NRA components in the Darpa
inside case or the HAF component in the academic outside case surely do not perform
well in general. However they are useful, as they may produce critically low or high scores
for a small subset of alerts, that enable the system as a whole to perform well.

A metric for the performance of a classifier is the area under the ROC curve (AUC).
The larger this area is, the better the classifier is. AUC values have been calculated for all

components in all cases and are shown in Table [9.11]

Darpa dataset | Academic dataset

Component | inside DMZ | DMZ  outside
NRA 0.528 0.984 | 0.787 0.917
NRAS 0.616 0.983 | 0.722 0.944
HAF 0.841 0.869 | 0.635 0.528
RFP 0.772 0.961 | 0.745 0.702
SYS 0.854 0.998 | 0.869 0.877

Table 9.11: AUC values for all components in all cases

As it was expected, the AUC values for the individual components range from 0.528
to 0.944. The most important indication of the good performance of the system is that in

all cases examined the AUC value for the Sensor manager subsystem is above 0.85.

9.4 Visualization results

All the enhancements mentioned in previous Sections have an impact on the visual-
ization produced by the Visualization subsystem. The three dimensional graphs produced
by this subsystem are informative for the security state of the system, without demand-

ing much effort from the security analyst. In Figures [9.5] and the final visualizations
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produced for both datasets are depicted.
In the specific visualizations a validity filter has been used. Clusters with validity
scores lower than 0.3 have been ignored in the formation of the resulting surfaces, to

produce a clearer result.

9.4.1 Darpa data-set visualization analysis

Regarding the Darpa visualization, there are indicative peaks for all attack steps of
the intruder, while irrelevant peaks are a minority. The same visualization is depicted in
Figure [9.7] with all peaks corresponding to intruders actions labelled accordingly to the
relative phase of the attack.

For phase 1 the cluster is not depicted as clearly as possible. The sweeping of the
network has not produced a continuous, in terms of IP values, cluster, so three different
peaks correspond to this phase. The first two peaks are also related with traffic of the
next phases so they are longer in the time dimension, while the third one is correctly
positioned on the y axis. In general the analyst is informed about suspicious traffic on
time, but the characteristics of the actions of the intruder are not obvious on the graph.

For phase 2, on the other hand, there is a clear peak showing the probing activity on
alive hosts discovered during the previous step.

For phase 3 there are two different peaks that clearly show the occuring activity.
The graph depicts the IP range of the cluster instead of its individual IPs, so there is no
clue about the specific IPs related to activity. The analyst can get these information by in-
specting the clusters list stored in the database. For phase 4 there is also a representative
corresponding peak.

Finally for phase 5 there is a corresponding peak which stimulates the analyst to
further investigate the alerts produced by the sensors. The peak is large in width (in
terms of IP values), because of the nature of DDos attack.

Except for the peaks described above, there are some peaks irrelevant to the actions
of the intruder, which are also labelled on the graph. They correspond to clusters formed
from false alerts. Their impact on the final visualization is significantly lower than that of

the high percentage of false alerts in the initial alert-sets.
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9.4.2 Academic data-set visualization analysis

The visualization of the academic dataset has been labelled according to the phases
of the attack executed and is shown in Figure

The IP sweeping of phase 1 is depicted by three different peaks, which cover most of
the IP range of the protected network. The same stands for phase 2. The difference is that
the peaks seem more specific in terms of IP addresses. This is expected, as in the first
phase all IPs of the network are scanned, while in the second phase only hosts found to
be alive in the first phase, are probed.

Regarding phase 3, there are three peaks indicating activity around the IP of the MVM
host, and span a 6 minute range, in which the intruder unsuccessfully tried to exploit
the Tomcat vulnerability.

Regarding the representation of the last two phases the system under-performs as the
alerts for both steps are included in the same cluster and inevitably they produce only one
peak. This peak is extended between the two IPs of MVM and UVM so the analyst cannot
clearly understand what is really happening in the system. For both of these phases the
sensors produce very few alerts in the initial alert-set, so the problem in the resulting
visualization is partly due to the poor performance of the intrusion detection sensors.

Another important remark is that peaks, irrelevant to actions of the intruder, are more
in number than they were in the Darpa dataset case and make the reading of the graph
slightly harder. Like with the Darpa dataset, the overhead imposed by irrelevant peaks,

is significantly lower than that of false alerts in the initial alert-sets.
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9.5 Hypothesizing on missed events

An additional task for the Clustering subsystem is to hypothesize on missed intrusion
events and approximate relevant information. In order to test the performance of the
system for this task, subsets of the Darpa dataset have been used. Specifically hypothet-
ical alert-sets were created, which reflect the cases in which distinct phases of the attack
scenario have been missed by both sensors.

The Darpa dataset has been examined and the procedure followed was to manually
recognise the alerts pertaining to each attack phase (the intermediate phases 2,3,4) and
to remove them in an iterative mode. Three alert-sets were created, each one of which
corresponds to the scenario that one of the three intermediate phases has been missed
by the Snort sensors. These three scenarios were then used as input to the system in

both simple and advanced mode. All scenarios are shown in Table

Testing Scenarios

Name Description
Phase 2 out Alerts of Phase 2 are dropped
Phase 3 out Alerts of Phase 3 are dropped
Phase 4 out Alerts of Phase 4 are dropped

Table 9.12: Testing hypothesizing performance scenarios

Figures and show the results of simple and advanced functioning of the sys-
tem for the scenario "Phase 2 out". Phase 2 regards probe of live IP to look for the sadmind
daemon, running on Solaris hosts. Phase 2 time range spans from 10:07:07 to 10:18:05.
The Clusters generator produces an artificial cluster that sufficiently approximates the
probe regarding both time and IP values.

Figures and show the results of simple and advanced functioning of the
system for the scenario "Phase 3 out". Phase 3 regards breaking in via the sadmind
vulnerability, on the hosts found during phase 2. It includes both successful and un-
successful attempts. This phase lasts from 10:33:10 to 10:34:59. Again the Clusters
generator produces a very good estimate of the missed real event.

Finally Figures and show the results of simple and advanced functioning

of the system for the scenario "Phase 4 out". Phase 4 regards installation of the trojan
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mstream DDoS software on three of the hosts discovered in previous phases. The time
range of this phase is from 10:46:28 to 11:00:32. The Clusters generator produces a
relative cluster depicted in Figure The peak is situated at the end of the time range
of the phase, while the IPs range is a good approximation of the internal IPs related to
this phase. Because the IPs of the three hosts are not close to each other (172.16.115.20,
172.16.112.50 and 172.16.112.10), the IP range of the produced cluster is not sufficiently
informative for the analyst. In this scenario there are two additional artificial clusters
which are situated close to phase 2 clusters, so they are not distinguishable in the graph
and do not confuse the analyst.

In general the estimation of missed events is satisfactory. It enables the analyst to be
more effective in guessing events not detected by the sensors. The motivation behind the
component was not to produce alerts for missed events, which is obviously impossible,
but to produce estimates about missing clusters. The Figures mentioned in previous

paragraphs show that informative estimates are achieved.
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9.6 Data processing performance of the system

The data processing performance of the system has also been measured. The Darpa
dataset has been used to measure the time required by the system, to process various
numbers of alerts. The simulation speed has been set to maximum, so the only latency
that exists in the system is due to processing overhead. The algorithm was executed on a
Intel Core i7 with 4GB of RAM. Table depicts the execution times (in ms) for various

numbers of alerts :

Number of alerts Time (ms)

1000 3081
1250 3683
1500 4757
1750 5462
2000 5973
2250 6611
2500 7416
2750 8095
3000 9254
3250 9673
3500 9769

Table 9.13: Execution times

These measurements have been marked on a graph, depicted in Figure which
shows the time values in relevance to the numbers of alerts. The points in the graph are

sufficiently approximated by the line :

time = 2.9 x number of alerts (9.4)

This means that each alert needs 2.9 milliseconds, on average, to be processed. A
more detailed examination of the system has shown that some of this time is used to read
the alerts from the database, during simulation. During real world application this won'’t

happen, so the net processing time needed is more or less 2 milliseconds. In other words

0 alerts

. » without introducing processing overhead. If

the system can process around 50

a more powerful machine is used, then this rate will be much higher. It is obvious that
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the system can be applied to modern, large, high speed networks with multiple intrusion

detection sensors.
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Figure 9.15: Execution time with respect to number of alerts

The calculated processing rate is a multiple of the rate required in current intrusion
detection systems deployment scenarios. A research on high alert volume scenarios in
recent literature has indicated that the maximum rate required is 170 %

Specifically the authors in [70] have collected traffic in the ETH campus and their
alert rate was 3 million alerts per day. In [71] experiments have been conducted in the
campus network of the Xian Jiaotong University. The alerts collected were 1 million per
day. Researchers in [72] have used alerts submitted to DShield service [73] and had to
cope with processing 15 million alerts per day. The authors in [74] have also worked on
a University campus network and collected 117 millions alerts throughout the period of
one month. The alert rate referred in each one of the above research efforts is shown in
Table in terms of alerts per second.

The processing rate of the system is on average 500%, much higher than the alert

rates found in the literature; thus the proposed methodology is capable of coping with

real world networks, characterized by high volume of alerts.
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Reference Rate mentioned Rate (alerts/sec)

[70] 3M / day 34
[71] 1M / day 11
[72] 15 M /day 170
[74] 117 M / month 45

Table 9.14: Referenced alert rates



CHAPTER 10

Using Fuzzy Inference Systems to reduce false

positives in IDS

T\ ven if intrusion detection systems have marginally improved in the past few years,

=

] they still face the problem of high false positives rate. In this Chapter the use of

a fuzzy inference system, which filters out false positives, without missing on any of the
detected attacks, is proposed. The design of the system is based on meta-alerts, which
carry special information about the nature of alerts. The system has been tested against

the DARPA dataset and has exhibited a significant reduction (83%) of false positives.

10.1 Introduction

In this chapter an alternative approach on reducing false positives is described. As it
has been discussed in previous Chapters intrusion detection systems exhibit high false
positive rates, to the extent that the alert-sets they produce consist mainly of false alerts.
This makes them difficult to use; consequently, much research effort has been invested
into devising ways for filtering false positives.

The approach discussed in this chapter is a false positives filtering method based on
fuzzy inference systems (FIS) [75]. The rationale of the method is related to the validity
score producing scheme existing in Sensor Manager, where statistical observations on
the nature of false and true positives are utilized. Herewith, the method is enhanced
by using a robust and competent tool, such as fuzzy inference systems. The result of
this enhancement is a clear improvement in performance, enhanced configurability and

feasibility for supervised learning.
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10.2 Related Work

A lot of research has been conducted in improving the performance of intrusion de-
tection systems. Fuzzy logic and fuzzy inference systems have been widely used in this
research.

In [76] a FIS (Fuzzy Inference System) was used within an intrusion detection system.
The result was better detection rates, regarding port scanning attacks. In [77] fuzzy logic
was incorporated in order to change the detecting method of intrusion detection systems.
The authors of [78] created a two layer architecture, whose first layer consists of five
trainable FISs, while the second consists of one FIS, which is based on expert knowledge.

Several experiments on anomaly based intrusion detection have been based on FISs.
In [79] a FIS is one of the three parts of an anomaly-based intrusion detection system.
In [80] another anomaly-based system uses fuzzy logic. In [81] an interesting variation
of FIS is presented. EFIS which stands for evolvable FIS tries to automatically follow
the changes happening regarding the normal behaviour model, used in anomaly-based
intrusion detection.

It is common to use Neural Networks along with a FIS. This usually happens in order to
define the FIS parameters, through the training process of the neural network. Examples
of such methodologies are [82] and [83].

Fuzzy logic has also been used in [84], to improve Hidden Markov Models detection
capabilities. Fuzzy logic and fuzzy sets are much more appropriate than crisp logic for
describing the existence of an attack. It has also been used in [36] to cope with another
challenge in intrusion detection research, namely alert aggregation.

In [85] and [86] a FIS was used to fuse the results of other methods. The architecture
of a FIS, which will be analysed in Section allows multiple rules that can support
many inputs to the system. These inputs may as well be the outputs of other systems.

While all the above work has been conducted in order to change the way intrusion
detection systems function, in [87] the authors try to post process an intrusion detec-
tion alert set. This approach resembles work presented in this Chapter and the results
obtained are comparable. The method of [87] is based on training, which makes the
proposed system very dataset-dependent. Authors achieved a slightly higher percentage

on false positive reduction; however, it is not stated therein whether the filtered alert set
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contains alerts for all attacks.

10.3 Fuzzy Logic And Fuzzy Inference Systems

Fuzzy logic is based on the idea that the claim about the truth of a fact is not neces-
sarily absolute (meaning that the fact can be either true or false). In fuzzy logic this claim
can also be relative (the fact can be true in some degree).

FIS are based on fuzzy logic. They are systems that take one or more inputs and
export results for one or more outputs. The mapping of the value of inputs and outputs
to a degree of membership (a number between O and 1) is conducted through the use of
membership functions. The relation between inputs and outputs is declared by if-then

rules. The format of these rules is:

If inputl is low and input2 is high then output is high (10.1)

All the inputs are fed into the FIS. Through the use of membership functions, input
values are translated into degrees of membership regarding predefined fuzzy sets. Then
if-then rules are applied and specific results are produced for the outputs by each rule.
The results of all rules are aggregated into one single result for each output. These results
consist of the combination of truncated diagrams into one diagram for each output. The
last phase that takes place is defuzzification, where these combined fuzzy diagrams are
converted into single numbers, through the use of appropriate methods.

FIS can be very useful in domains where human knowledge can be translated into
membership functions and if-then rules. If the parameters for these components are
wisely set, then FISs can achieve great results in terms of predicting values or classifying

instances.

10.4 Logic of the filter

The system is based on the logic used in the Sensor manager subsystem. False and
true positives can be identified by different characteristics that seem to describe each
category.

For specific kinds of attacks multiple alerts are produced; these can either be identical
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or have noticeable similarities to each other. These similarities in most cases can be
denoted by their source and destination IP addresses. By checking whether an alert
belongs to a group of related alerts, an indication of whether it is true or not can be
derived.

Another common observation for true alerts is that they tend to increase the frequency
of appearance for their signatures. Generally speaking, an occurring attack should prob-
ably create an anomaly in the usual distribution of alerts. If the standard frequency
of alerts carrying a specific signature can be calculated, then the alerts that cause a
substantial raise in this frequency can be considered true ones.

False positives on the other hand usually derive from specific causes, which may be
related to the topology of the network, mis-configured hosts or periodical nominal services
and tasks that occur in the network. All these causes are stable and produce recurrent
patterns of FPs. If these patterns of FPs could be extracted, then they could be used to
detect false alerts and to filter them out.

All these observations were used in Sensor Manager subsystem presented in Chapter
By incorporating the same logic in a FIS, a flexible system can be built on the basis of

fuzzy sets.

10.5 FIS Application

The input to FIS used consists of meta-alerts created from the intrusion detection
alerts. For each alert, meta-data, relative to the observations stated in Section are
calculated. The calculations for each specific alert are based on an alert window around
it. For example a window of width equal to 200 alerts consists of 100 alerts before the

specific alert and 100 alerts after it. The relevant meta-data for a specific alert are:

e The percentage of alerts in the window that carry the same signature with the

specific alert.

e The percentage of alerts in the window that have a similarity in source or destination

IP addresses with the specific alert.

e The percentage of alerts in the window that have a similarity in the subnets of source

or destination IP addresses with the specific alert.
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e The average time difference between timestamps associated to alerts within the

window and the timestamp of the specific alert.

e The number of appearances of the signature of the specific alert in an attack free

period.

e The percentage of alerts in the window, of which source and destination IPs are
related to the source and destination IPs of the specific alert in a sweep-suspicious

manner (they have one equality of IPs and one equality of subnets of IPs).

For each alert all these data are calculated and combined to one corresponding meta-

alert. The features of meta-alerts are summarized in Table

Description Acronym
Percentage with the same signature same_sig
Percentage with the same source or destination IPs same_s_d_ip

Percentage with the same source or destination subnet same_s_d_sub

Average time difference av_t d
Number of appearances in the attack free period afp_ap
Percentage of sweep related alerts sweep_rel

Table 10.1: Meta-alerts’ features

These meta-alerts are imported into the FIS. For each input a membership function
that converts its values to degrees of membership regarding fuzzy sets is needed. By
observing the values of the meta-alerts features for true and false alerts it is easy to
deduce that they follow different distributions. Based on these distributions, it is easy to
create membership functions that can discriminate between false and true positive alerts.
For example Figure [10.1I] and Figure show the distribution of same_sig metadata for

FPs and TPs respectively.
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Figure shows the membership function deduced. This feature will be high for
many TPs, while it will not be high for almost all FPs. Figure [10.4]depicts the membership

functions for all 6 inputs, which are designed in a similar manner.

Degree of membership
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samesig

Figure 10.3: Membership function for input of same_sig feature
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Figure 10.4: Membership functions for all inputs

The next step is to create the if-then rules, which will connect the inputs to the output.

Based on the observations mentioned in Section the rules used are:
o if (same_sig is high) then (alert is tp)
e if (same_s_d_ip is high) or (same_s_d_sub is high) then (alert is tp)
e if (avt is not high) then (alert is tp)
o if (afp_ap is not high) then (alert is tp)
e if (sweep_rel is high) then (alert is tp)

The rules are aggregated by picking the maximum out of the five rules results (degrees
for the output to be TP), while the defuzzification method used is centroid, which is the

most common choice.
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The output is a value in the interval [0, 1] which corresponds to the degree in which
the specific alert is a true positive. A threshold is then used in order to determine which

alerts are true and which are not.

10.6 Experimental Results

The dataset used for designing and testing the filter has been created by the DARPA
off-line intrusion detection evaluation in 1999 [88]. A simulation of a real world network
was created and more than 200 attacks against it were attempted. The network traffic
was captured during simulation to create the data-set.

This traffic has been replayed and Snort has been used in order to produce a relevant
alert set. This alert set is the input to the system. The features of alerts used are their
signature ids, their timestamps and their source and destination IPs.

The resulting FIS was tested against the 2nd week’s data of DARPA 1999 dataset
network traffic. Snort (version 2.6) has been used to detect attacks from these traffic
data. These data include 43 real attacks. Snort produces 41,164 alerts which are related
to 24 out of 43 real attacks. 38.79% (15,970 alerts) of the alerts produced are false
positives.

These alerts were used to produce meta-alerts and the meta-alerts were used as input
to the system. A threshold should be defined, to classify alerts into TPs and FPs. Various
threshold values have been tested. In Figure [10.5 the number of alerts filtered in is
depicted against the value of the threshold.

As is shown in Figure the best value for the threshold parameter is 0.726. If this
value is used, the system filters in alerts for all attacks (all attacks detected by Snort),
while it reduces FPs by 83%. The comparison of the results to the results of using only

Snort are shown in Table
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It is obvious that the proposed fuzzy inference system greatly improves the quality of

the alerts, as it vastly reduces the rate of false positives, while it filters in alerts for all

attacks detected by Snort.

FIS Snort

Number of filtered in alerts 23833 41164

Number of FPs 2624 15970

Percentage of FPs 11,01% 38,8%
Number of attacks detected 24 24

Table 10.2: Results of FIS compared to Snort



CHAPTER 11

A test-bend for intrusion detection systems results

post-processing

ntrusion detection systems produce alert-sets of low quality. Many post-processing
I methods have been proposed to make alert sets more meaningful to security analysts.
Relevant research has to deal with an important task; implementing proposed methods
and carrying out required experiments. In this Chapter a platform which can be used
as a test-bend for conducting intrusion detection alerts post-processing experiments is
proposed. All the standard functionality is already implemented for the user, as she has
to implement only the core logic of her method. Additionally the platform offers important
reuse and evaluation capabilities. Finally a previously implemented method has been

reimplemented on the platform to test its usefulness.

11.1 Introduction

A lot of research has been focused on post-processing of intrusion detection alerts in
recent years. Intrusion detection systems usually produce alert-sets of low quality. These
alert-sets are characterized by their enormous size, which is disproportional to the size of
the relevant protected systems, their high rate of false positives and false negatives and
their inconsistency in regards to the real attack plan committed. Researches have been
recently working on this field intensively and have proposed a lot of interesting methods
that utilize ideas from various science fields such as machine learning, data mining, fuzzy
logic,time series etc.

These research efforts always include commonly used procedures such as reading

alerts or evaluating results. Apart from that, researchers usually implement functionality
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they have already used in their previous work, while another important problem is that
comparison of experimental results is most of the time a big issue.

If segments of the methodologies proposed were formally defined as components, then
they would be suitable for reuse. They could be reused by their authors or even by others.
Apart from that, standard evaluation components could make the direct comparison of
results easier and more elaborate.

This Chapter presents the development of a software platform, implemented in Java,
that enables researchers to implement the post-processing solutions they have designed,
as interconnected components. The platform contains well defined models of all the stan-
dard functionality needed by researchers and provides it to them as ready components.
Additionally it offers to them a clear and easy way to inject their methods in the solution.
Emphasis has been given on the re-usability of the parts of the solution, in order for the
user to be able to reuse her methods or distribute them to others. The evaluation part
has also been standardized, in a way that results of different implementations are directly

comparable.

11.2 Related work

Researchers in intrusion detection alerts post-processing have to make important im-
plementation efforts in order to test their systems. The proposed platform provides them
with the tools to efficiently implement their post-processing methods. No similar plat-
form, that tests intrusion detection alerts post-processing methods, has been proposed
in bibliography. There are some systems presented in articles published in the early days
of intrusion detection research, that focus on testing the intrusion detection systems
themselves.

Authors in [89] and [90] propose a platform on which the user can create scripts that
simulate intrusive or normal behaviour, in order to test an intrusion detection system.
They then systematically try to evaluate the performance of the intrusion detection system
in test by observing the detected intrusions.

In [91] the system proposed injects dummy intrusion network traffic into the normal
live traffic of a network. In this way a data-set for testing an intrusion detection system

is created, while normal traffic is as realistic as possible. Moreover the user can test any
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intrusion she wishes, without creating any real security issues for the protected network.

In [92] signatures of Snort network-based intrusion detection system are used as input
to an event stream generator that produces randomized synthetic events that match the
input signatures. The resulting events stream is then used to trigger a number of different
intrusion detection systems and the results are analysed.

It is obvious that these efforts are related to testing the actual intrusion detection
systems. The motivation for the platform implemented is to provide researchers with an
elaborate alerts post processing methods development environment. There is no other

system proposed in bibliography, that shares the same motivation.

11.3 The problem

Intrusion detection has been a very intensively researched area in recent years. Many
researchers work on this field and try to improve the quality of the results obtained by
intrusion detection systems. While others try to achieve this by proposing improvements
of the detection techniques, many researchers use post-processing of the produced alerts.
They try to extract additional valuable knowledge of the security state of the protected
system from the actual alert-set.

Generally produced alert sets are of low quality. The most common problem is high
false positives rate. The percentage of false alerts, is usually so high that it is hard to
isolate the real alerts from false ones. Additionally the relevance between events and
alerts is not always obvious. A single event may produce multiple identical instances of
the same alert or it can produce many alerts that differ in a small subset of their fields.
Generally alerts are usually in lower level of complexity than the events that trigger them.
All these factors contribute to the low quality of the produced alert set.

In general reading alert sets is impractical as they contain thousands of alerts, which
are not all useful or they overlap, while many of them are false. The motivation of re-
searchers dealing with alert post-processing is to improve the results obtained from in-
trusion detection systems in every possible way. The main concepts in post-processing of

intrusion detection alerts are :

e False positives reduction (filtering)
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e Aggregation
e Correlation
e Clustering

e Visualization

Many researchers are working in the field of post processing of intrusion detection
alerts, in order to enhance the produced alert-set. An important part of their efforts is
dedicated to implementing their methods and justifying their performance with relative

experiments. The main problems hindering these efforts are :

e A lot of standard functionality, irrelevant to the methods’ core logic needs to be
implemented. Code has to be written for reading the alert set out of the intrusion
detection system and for transforming it to a format suitable for processing or for

measuring the method?s performance in order to evaluate its efficiency.

e Additionally, if a researcher wants to extend or enhance an existing method, she has
to re-code all the functionality that exists in the previous implementation. While the
functionality of the code will be similar, a lot of attention must be paid to the changes

needed to the existing code in order to function properly in the new implementation.

e An important issue comes up when comparing methods of different authors. Their
implementations vary along with the data they use or the evaluation methods they
choose. This makes the comparison process problematic, as different parameters

in each implementation may induce doubts on the validity of the comparison itself.

11.4 Designing the system

A platform, which will help the researchers on implementing their methods has been

designed. The main ideas behind it were :

e Re-use of components implemented in previous methods

e Ready to use components for standard procedures (e.g. reading data from intrusion

detection sensors)
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e Included alert sets for widely used cases (e.g. alert set produced by Snort from

DARPA [88], [93] datasets)
e Ready to use performance measuring components

e Ready to use visualization components

The proposed platform should enable researchers, working in the field of intrusion
detection alerts post-processing, to test the methods they propose efficiently. The main
concept is that they should be able to develop components with one or more alert sets
as inputs and one alert set as output. They should then be able to use a graphical
tool to connect these components (send a component’s output to the input of another
component). The components along with the connections structure in which they are
connected make up a solution in the platform. In this way researchers will be able
to build sophisticated methods to improve the quality of the initial alert set, with the
minimum effort.

The main building blocks of the solution are the components; these are either generic
or special. Generic components may be extended by the user of the platform, in order to
achieve the post-processing functionality she has designed. Special components are used
to achieve specific functionality and the user is responsible for setting their parameters.

The flow of alert sets, or in other words the connections between the components of
the solution, along with the details of each component are stored in an XML file. The XML

file contains all the required information about each of the components of the solution.

11.4.1 Abstract solution component

The user should implement the functionality she has designed. The platform provides
her with all the infrastructure needed in order to start coding her logic. Every other aspect
of the problem besides logic of the method such as reading data, sending data to other
components, checking the validity of these data exchanges or measuring performance
should be taken care of by the platform. The researcher should be focused only on
implementing her methods.

The abstract solution component is a Java Class that contains all the required char-

acteristics that a component should have.
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e Minimum number of inputs

e Maximum number of inputs

List of accepted input types

Output type

Void execute() method that should be overridden by the Class implemented by the

user

For each of the custom components used, the user has to develop her own Java
Class which will extend the abstract solution component Class. The only requirement for
the custom Classes is to override the execute() method of the abstract solution Class to

implement the logic of the component.

11.4.2 Special components

There are special components that are used to achieve specific tasks needed for the ex-
periments, such as reading data from an intrusion detection system source or measuring

the performance of the system.

IDSDataReader:

The IDSDataReader component is responsible for reading data (intrusion detection
systems alerts) from a source and importing them into the system. This component is
specific for each possible case of input. Input cases are characterized by two parameters;
the IDS used and the format it keeps its data in. For example a IDSDataReader component
can be developed to read data from a Snort installation that keeps data in a MYSQL
database, while another would be needed to read data from a Snort installation that
keeps alerts in a log file and a third one would be required to read data from a Bro IDS

installation.

IDSEvaluator:

The IDSEvaluator is another special component responsible for evaluating the perfor-

mance of the solution proposed. The performance of the solution can be measured in
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various ways, e.g. how many false positives (alerts without a corresponding event) exist
in the final alert set or how many false negatives exist (events without a corresponding
alert). The evaluation is performed upon data that represent the real events that have
taken place, while the alerts data-set was being collected. The format in which these data
are fed to the IDSEvaluator component has to be predefined. An example is the XML

format used by DARPA for the real events of DARPA data-sets.

11.4.3 Connecting the components

After the researcher has implemented the required components, then the next step is
to combine them, in order to produce a solution. The system stores the produced solution

in an XML file. This file contains information about each component such as :

Id of the component

Ids of previous components (their output is connected to the input of the component)

Ids of next components (the output of the component is connected to their inputs)

Map containing values of configuration variables of the component

A subsection of a solution XML file that refers to a specific component is shown below

<bean id="id1" class="component_class">
<property name="previous">
<list>
<ref bean="id2"/>
</list>
</property>
<property name="next">
<list>
<ref bean="id3"/>
<ref bean="id4"/>
</list>

</property>
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<property name="configMap">
<map>
<entry key="varl" value="valuel"/>
<entry key="var2" value="value2"/>
</map>
</property>
</bean>
This entry for the component with id1 defines that its input comes from the output
of the component with id2 and that its output is connected to the inputs of components
with id3 and id4. This is depicted in Figure 1111
The functioning of the specific component is configured by the configMap property
shown in the XML file that contains two configuration variables varl and var2 along with

the respective values.

11.4.4 Using the system

The proposed software contains a few initial components that implement working
post-processing methods, which are enough for researchers to get the system going. The
aim is to create a public library of components, to which every researcher will be able to

submit her components. If this library is sufficiently populated then :
e Everyone will have a lot of ready to use components to experiment with

e Developers of well performing components, will receive the analogous recognition

Figure 11.1: The connections between components
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e Researchers will easily expand the work of others

e Comparison of the performance of different methods will be trivial

Of course every user is able to develop from scratch new components. As mentioned
in Section the user has to define the acceptable range for the number of inputs, the
accepted input types and the produced output type. The logic of the users method has to
be implemented in execute() method which should override an execute() method existing
in the abstract component Class.

Then a graphical user interface, enables the user to create a structure of components.
Through a drag and drop procedure the user can place components on the solution’s
canvas and then connect them in serial or parallel manner. The first component used
has to be an IDataReader component, while the last should usually be an IDataEvaluator
component. The structure created can be saved and loaded in the future. It can also
be loaded in another installation of the platform as long as the required components
exist in it. The user can export her components’ Classes and import to them to another
installation of the platform.

The solution (structure of components) created by the user is implemented as a di-
rected graph of Java objects. Each component used is a node in this graph. When the
user executes her solution the nodes of the graph are visited in a Breadth First Search
(BFS) manner, beginning from the root of the graph. The execute() method of each com-
ponent is run, while logic of BFS algorithm ensures that no component’s execution is

attempted, without first producing the required input.

11.5 Implementing the system

The platform has been developed in Java. In this section its main Classes are analysed.
They are presented in three subsections relevant to the components of the system, the

data exchanged between these components and the user interface of the system.

11.5.1 Components Classes

The main Class of the system is the AbstractSolutionComponent Class. Developers

that want to create their own components must write Classes that implement this Class.
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It contains all common functionality that components should have. AbstractSolution-

Componnet Class main properties are :

An id field, which is unique and representative of each component

A set of Java Lists of Alert objects, that contain input alert sets

A Java List of Alert objects, that contain output alert set

e Two Java Lists that contain previous and next components respectively and provide

the means to create an interconnected diagram of components

e A boolean flag that shows if the component has been executed or not

The AbstractSolutioncomponent Class also has all the required methods, such as
getters and setters for its fields.

Classes of custom made components inherit AbstractSolutioncomponent Class. All
the standard functions (input, output, etc) that a component should contain are imple-
mented in AbstractSolutioncomponent Class. The only task that remains to the developer
is override the execute() method and embed into it the core logic of her method.

The execute() method of each component should read input alert-sets from the in-
putAlertSet Lists, conduct the processing it has been designed to do and then store the
resulting alert-set to the outputAlertSet List. Before the execution of any other component
which accepts this components output as input, the system will copy the outputAlertSet
List of this component to the other components inputAlertSet Lists.

There is also an InitSolutionComponent Class, the objects of which are responsible for
handling all the standard procedures for the solution. Reading data, validating solutions
or evaluating results is committed by cooperating with other special Classes such as
IDataReader, IdataEvaluator and InitializingComponent interface. All these Classes are

depicted in Figure [11.2]

11.5.2 Data Classes

Data that flows between the components is mainly Java Lists of Alert Class objects.

There is also an Alertld Class that relates alerts with their categories. Apart from that
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Figure 11.2: Components Class Diagram
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another Class used is TrueEvent that holds data of real events happened and is used by
the IDataEvaluator Class. Figure [[1.3]shows the relevant part of the Class diagram.

The Alert Class holds data relevant to alerts such as the time-stamp, the signature of
the alert, source IP, destination IP etc. There is a special field in the Alert Class, which
holds a Java Map and is called properties. This can be utilized by the user, in order to
enhance the basic data type (simple alert) with meta-data. For example a component can
calculate a validity score for each alert. This score can be attached to the alert itself, by
including it in the properties map. The next component that will accept the enhanced
alert set as input will be able to read and utilize this validity score.

Alertld Class relates alerts to their Classes by defining alert id to Class id relationships.
This may be used by a component that needs attack class information for its processing.

The TrueEvent Class holds data relevant to the true security events occurred. Its
objects contain information such as the time stamp, the duration and source and desti-
nation IPs. This is used by the IDataEvaluator Class, in order to check if the alerts of the
finally produced alert-set are valid or not. If events, relevant to an alert, exist in the List

of TrueEvent objects then this alert is marked as valid, otherwise it is marked as false.

11.5.3 User interface Classes

Finally the third part of Classes of our platform enables the user to create her solution
with a intuitive graphical interface.
The main Class in this part of the platform is ConfigUI. This Class holds all the

information required for the graphical representation of the solution. Its main properties

Alert TrueEvent
-timeStamp: Date -timeStamp: TimeStamp
: : -duration: Long
-signature: Integer ! ¥
i -gighlame: String "pSource: String
-cid: Integer L .agm sigClassId: Integer “pDestination: String
-sid: Integer -sigPriority: Integer

-pSource: Long
“pDestination: Long
-properties: Map <5iring, String>

Figure 11.3: Data Class Diagram
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are a list of all the components of the solution, a list of all the required packages in
an installation for the solution to work and the name of the solution. All the required

methods that enable the graphical user interface to function, also exist in this Class.

11.6 Testing the system

In order to test the system it have been used to re-implement a previous work in
alerts post processing. The effort needed in both cases was compared and the qualitative
advantages of using the proposed platform were highlighted.

The implemented work contains a post-processing filter, which reduces false positives
in network-based intrusion detection systems. The filter consists of three components, the
functioning of which is based upon statistical properties of the input alert set. The filter
shown in Figure[11.5|was developed in Java for the purposes of the relevant experiments
that justified that it is able to drastically filter out false alerts. There are three components;
namely NRA, HAF and UFP. Each one produces a score for each alert, which indicates
the probability of this alert to be true. Afterwards these three scores produced for each
alert are combined into one final score. A threshold is finally used to identify the alerts
that will be rejected.

The same filter has been developed by using the proposed system. The development
has been easier because ready to use functionality has been used. Procedures such
as reading alerts from Snort and measuring the performance of the filter has not been
implemented, as this functionality is offered by standard components of the system. For
each component of the original filter a component in the platform has been created by
inheriting the AbstractSolutionComponent Class. Additionally a component responsible

for the fusion of the results obtained by each component have been implemented.

NRA (n,t)

Alert set a(i) ) . Verdict v(i)
HAF (I

i={0.1,...n} (1) Combination i={0.1,...n}
UFP (I)

Figure 11.5: The filter
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As it was expected implementing the filter with the proposed system demanded marginally
less lines of code and less effort from the developer. It has been calculated that the lines
of code needed to be written in the scenario of using the system were approximately 40%
of the lines of code in the original implementation of the filter. This mainly happened be-
cause the original implementation was characterized by a lot of code redundancy. Parts
of code, irrelevant to filters logic, appears multiple times throughout the initial implemen-
tation. This code handled standard procedural functioning such as receiving an alert-set,
exporting an alert-set from a component, calculating false positives rate etc. This func-
tioning is already implemented in the platform and the developer can focus on writing
code only for the logic of her method.

Moreover each component developed is built independently of the rest of the solution.
This means that it can be easily moved out of the solution, edited, replaced by another or
even distributed to others. So if this method or part of it is needed to be used in a future

work, the procedure of re-using it will be trivial.



164 A test-bend for intrusion detection systems results post-processing




CHAPTER 12

Conclusions and future work

he results of the experiments presented in Chapter [9] are discussed and conclu-
T sions on whether the proposed system fulfils the objectives, set during its design,
are made. The results of the proposed system are also commented with respect to other
relative methods existing in literature. Aspects of the proposed system that can be en-
hanced are identified and functionality that can be added to it is discussed. Additionally
the systems proposed in Chapters and [I1] are discussed and corresponding future

work opportunities are presented.

12.1 Main system

12.1.1 Conclusions

The proposed system performed efficiently on all the experiments conducted. The
main conclusion is that there is a lot of room for quality improvement, regarding the
information presented to the analyst about the security state of the protected system.
It is obvious that lists of thousands of alerts is not the best way to timely trigger the
required protection or recovery action from the analyst. The graphical representation,
produced by the proposed system, is capable of informing the analyst about events in
a fast and efficient manner. If the presented information is not sufficient, then she can

further examine the alert-sets produced by the intrusion detection systems.

Alerts volume reduction

It has been proved that the proposed system can significantly reduce the volume of

data produced by the intrusion detection sensors. As it has been analysed in Chapter 9l



166 Conclusions and future work

this reduction is concurrently achieved by:
e Aggregating multiple identical alerts produced by the same event
e Merging aggregated alerts produced for the same event by different sensors
o Clustering related aggregated alerts

The results show that population of produced clusters is an order of magnitude less
than the population of alerts. For the Darpa data-set 3646 alerts produced 24 clusters

and for the academic data-set 1179 alerts produced 56 clusters.

Reducing false positives

The performance of the system in detecting false positive alerts has also been impor-
tant for the final result. If clusters with low truth values are ignored by the Visualization
subsystem, then a sharper and clearer representation of the security state of the protected
system can be produced.

The Sensor manager subsystem does not clearly classify alerts into true or false pos-
itives, but attaches a score to them that corresponds to a validity estimate value. This
score is then used by subsequent components. In order to asses the system’s classify-
ing capability the average validity scores for true and false alerts can be analysed. The
scores for true alerts are on average around 50% greater than scores for false alerts. It is
easy to conclude that the use of an appropriate threshold value can transform the Sensor

manager subsystem to an efficient classifier.

Producing informative results

One of the main motivations in designing the system was to solve the problem of
different level of detail between true events and alerts they trigger. As it has been stated
in previous Chapters each event produces multiple alerts identical or similar to each
other. Aggregation, merging and clustering procedures embedded in the proposed system
aim to gradually eliminate this disagreement between real events and the information
detected in relevance to them.

As it has been previously discussed, the system produces 24 clusters for the Darpa

dataset and 56 clusters for the academic dataset, both of which relate to a five steps attack
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plan. It is obvious that these numbers of clusters are a significant improvement with
respect to the thousands of alerts in the initial alert-sets. A more thorough examination
of the produced clusters list reveals that some of them are relevant to normal or non-
existent events. The average number of clusters produced for each step of the intrusion
steps is 1.8 clusters per step, for the Darpa data-set and 2.2 clusters per step for the
academic data-set. The low average number of clusters per event is an important result
as it enables the system to produce a high quality and meaningful representation at the

end.

Visualizing results

The Visualisation subsystem produces an elaborate live graphical representation of
the security state of the protected system. It enables the analyst to easily and instantly
spot events happening on the system. The depicted level of detail is more than enough for
high level inspection. If the analyst needs, she can recall lists of clusters or even alerts
from the database for a more thorough examination.

The three dimensional graph enables the system to depict multiple characteristics for
each cluster, namely is its time range, the relevant IP addresses range, a danger value
along with a validity estimation. The production of a single surface provides the required
level of simplicity, in order not to over populate the resulting graph with insignificant
information.

Apart from that, the efficient generation of the graph images, enables the subsystem to
produce a real-time representation of events as they happen. The low complexity of alerts’
processing makes it possible to produce the clusters and subsequently the visualization

frames in real time, without demanding significant hardware resources.

Hypothesizing on missed events

Another important aspect of intrusion detection systems results’ quality improvement
is the estimation of information about missed events. Missing on some events is inevitable
for intrusion detection systems. Not all the missed events can be reconstructed, but when
these are the intermediate steps of an organized attack plan, then the previous and next

steps may be informative.
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The tests on the hypothetical scenarios produced by the Darpa datasets have shown
that the estimation of missing information is feasible to some extent. In all three cases
the missing event was decently estimated. It must be noted that the produced estimates
are not accurate enough to be used when taking preventive actions, but can be used to

make the analyst more suspicious about possibly missed intruder’s actions.

12.1.2 Comparison to other methods

The proposed system in the thesis is a complete solution, producing an elaborate
result to the security analyst by combining various approaches to alerts post-processing.
Its main advantage is the produced informative visualization, which is made possible by
using appropriate false reduction, aggregation, clustering and hypothesizing techniques
in previous subcomponents of the system. There is no other system proposed in the
literature that approaches the intrusion detection alerts low quality problem, in such a
global way. So a direct comparison to similar systems is not feasible, but each of the
procedures of the system can be compared to similar methods existing in the literature.

Regarding reducing false positives there are many proposed methods that detect false
alerts and filter them out. In general these methods are usually characterized by low
false positives rate. Comparing such methods is complex as along with the percentage
of false positives filtered out, the true alerts filtered in should also be examined. The
Sensor manager subsystem produces a validity estimate for each alert but does not use
a threshold value in order to classify alerts as true or false . Its estimation performance
is depicted by the ROC curves in Figures and The estimated validity
scores are significantly higher for true alerts, so the use of an appropriate threshold value
would enable the Sensor manager component to efficiently classify alerts as true or false
and filter out the false ones. The false positives reduction rate would be comparable to
the higher corresponding percentages in the literature, while almost all true alerts would
be filtered in.

The system has performed excellently in reducing the volume of the alert-set by aggre-
gating identical alerts, merging alerts of different sensors and finally clustering relevant
alerts. The methods existing in the literature also reduce the size of the alerts, but the

correspondence between the final data and occurred events is usually not discussed at
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all. The Clustering subsystem on average created 2 clusters per event, which enables the
visualization subsystem to produce elaborate graphs as visualization frames.

The Clustering subsystem also hypothesizes on missed events. There are not many
relevant methods in the literature to compare its performance to. Only one of the methods
presented in Chapter [3B has been tested in hypothesizing missed events and the results
are comparable. The authors mainly reunite clusters parts instead of creating clusters
from scratch, so the success of their method depends on the existence of some alerts for
the missed event.

Furthermore the produced real time visualization is of high quality. It enables the
analyst to be quickly informed about the events occurring in the protected network. In
comparison to other visualization methods in the literature the produced results are more
informative and easier to read. Most of other methods produce representations of high
complexity in order to depict as much information as possible. The successful clustering
performed by the proposed system makes simple but informative visualization feasible.

Finally an important advantage of the proposed system against most of relative meth-
ods is that it has been designed for real world implementation. The complexity of all
components has been kept at minimum levels, to avoid introducing any latency to the
system. Additionally, all components process only past alerts. This is fundamental for
real world application of the system. Most methods proposed in the literature are tested
against a previously produced alert-set and usually use this as a whole. For example a
clustering method that examines the whole alert-set and produces clusters would not be
applicable in a real world scenario, as the alert-set is never available as a whole but is
populated gradually through time.

Generally, the proposed system is a complete approach to the low quality problem of
intrusion detection alerts. It is applicable in real world scenarios, at least against the
two data-sets used, it performs very well. Alternative system that have been proposed in
the literature are too theoretical, do not tackle all the aspects of the problem and are not

appropriate for real world application.
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12.1.3 Future work

The proposed system is indicative of the possibilities that exist for intrusion detection
alerts’ post-processing. The obtained results are encouraging, but there is a lot of room
for further improvement.

The implemented system accepts as input alert-sets produced by Snort. While Snort
is broadly used, it would be interesting to enable the system to use input from other
intrusion detection systems. The use of a different network-based system is feasible,
without many changes. The information the system uses from Snort alerts surely exists
in all network-based systems’ alerts. The only issue that should be sorted out is to create
a common representation for signatures [94], in order for alerts from different systems to
be comparable and eligible for merging or clustering.

Another, more difficult, improvement would be to incorporate host-based systems
along with the network-based ones. In this case the different nature of alerts produced
by host-based systems makes unifying alerts of different types of systems a more complex
task. Apart from a global representation for types of attacks, source and destination IP
addresses for the host-based alert must also be extracted.

Alerts refer to activity relevant to the protected system. One way to properly process
these alerts is to take into account parameters of the protected system. These parameters
can improve the calculations regarding both danger and validity scores for the detected
events. An enhancement to the proposed system would be to continuously monitor the
protected network along with its hosts. Simple information such as which hosts are alive,
what is their operating system or what services run on them is valuable in determining
the validity of alerts and the likelihood of the corresponding intrusion to be effective, even
if it is really happening. Alerts that are related to non alive hosts may be considered
false, while alerts that are related to services which do not run on the target host of the
intrusion may be considered of low danger.

The evolution of intrusion detection systems has produced intrusion prevention sys-
tems, which do not only detect intrusions but take actions to stop them or to protect the
system’s assets from them. An improvement to the proposed system would be to take
advantage of its notable detection performance, in order to efficiently prevent the ongoing

intrusions. Taking preventive actions with respect to an alert-set with high false positives
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rate, can make the system unusable, as each legitimate action, wrongly classified by the
intrusion detection system, would be blocked along with other similar actions. By the use
of appropriate agents, installed on critical hosts or network boundaries such as firewalls,
the high quality information produced by the proposed system could be incorporated to
prevent the actual intrusions from happening. Prevention policies should be defined and
communication issues should be sorted out before extending the system in this way.

Finally the processing rate of the system could be further improved by using parallel
programming techniques. In the implementation used throughout the tests, the pro-
cessing of the alerts was sequential. When a new alert was imported into the system it
was propagated to the Clusterer component, which run periodically to create clusters.
The system could not process the incoming alert until the previous one had reached the
Clusterer component. One obvious improvement would be to implement components to
be executed in parallel. In this way, when a component processes an alert and sends
it to the next components, it is ready to accept another alert. A more advanced imple-
mentation would be to initiate a new execution thread for each different alert, but in this
case significant issues would be raised with regards to defining the neighbouring alerts
for each alert and calculating various metrics for it. If these issues are solved, then the
performance of the system can be significantly increased.

In general the system can be improved in various ways, in order to take advantage
of its results. A lot of attention should be given to not over-increase complexity, as the
real-time application of the system in real world networks is one of its most important

advantages.

12.2 Using Fuzzy Inference Systems to reduce false positives

The fuzzy inference system methodology has been used to create a system able to filter
out most of the false alerts, while filtering in alerts for all detected attacks in Chapter 10l
The core logic of the system comes from statistical observations about the distribution of
true and false alerts. Fuzzy logic seems to serve well the need for relative assumptions
about the nature of alerts, and maximizes the quality of the results obtained.

The system can be further improved by adjusting the parameters in a more efficient

way or by importing additional parameters. Apart from that, there are training schemes
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for fuzzy inference systems, which function by trying to minimize the false positives rate. If
these schemes are enhanced to also maximize the percentage of attacks for which alerts
are filtered in instead of only minimizing the FPR, and over-fitting issues are carefully

treated, then the resulting system may perform even better.

12.3 Test-bend for intrusion detection systems results post-

processing

It is generally accepted that post-processing of alerts is a significant area of intrusion
detection research. All the authors proposing a relevant method have to put a lot of effort
on implementation, in order to prove the validity of their method. The implementation
part is always difficult and time consuming. There are no tools, that can help researchers
on this problem, so they have to manually code everything.

The platform, presented in Chapter [T1] fills this gap. It offers researchers ready to
use functionality, the ability to reuse theirs or others older functionality and a standard
evaluation environment that enables reliable comparisons between different methods. The
tests committed have demonstrated that using the platform makes the implementation
easier and less time-consuming.

The platform is in its initial steps and future work can add value to its use from
researchers. A lot of attention has to be given on making users publish their components.
The true power of the platform is that it enables easy reuse of previous methods. The
researcher has to just import others’ components to her installation to make use of them,
so testing or extending others’ work is very easy. So if researching community made their
components available for public use, then the community itself would benefit from an
important repository of ready to use components.

Apart from that, obliging users to write in Java is a limitation that should be vanished.
If a researcher has already implemented her methods in another programming language
(C or Matlab), she will not re-implement it in Java just to make it public to others. A
generic component should be implemented, that will be able to communicate with external
software (functionality implemented in other languages) and use it in terms of the solution
designed in the platform.

Finally, in order to accommodate functionality, that demands excessive processing
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power, a second abstract component that will be designed in parallel programming ap-
proach, should be implemented. A relevant hardware platform should be chosen and
a component that will execute different parts of its execute() method on different pro-
cessors available should be created. In this way the user that has in her disposal the
required hardware, will be able to exploit it in order to implement and test a complicated,

processing-power demanding method.
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