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Abstract

The concept of “Future Internet” (FI) is a globally emerging theme. that
currently operators are far from able to respond to. With this objective,
cognitive/autonomic management of networks and services are seen-as a
viable direction for basing the management in the FI era..Governance -of
autonomic  management is also proposed- - as - .management
processes/systems of an operator on heterogeneous systems. Those
processes are depending on the technology and on:the vendor of the
technology. The above will stress network operators-to. specify high-level
policies should be transformed in low-level policies under specific
mechanisms. Thus, a Human-to-Network (H2N)-interface would enable

operators to set business goals.

Keywords: future internet, network and-service autonomic management,

policies, business goal.
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MEPIAHWH

H évvoia Tou AladikTUou Tou MEANOVTOG €ival Eva naykoouia avaduopevo
O£ua oTo onoio ol Napdv PopEic Twv TNAENIKOIVWVIWV O&V gival o€ B€an va
avTanokpiBouv. Ma To okonod, n Yvwolakrn/ autovoun Olaxeipion Twv
OIKTUWV Kal UNnpeoiov BewpeiTal wg n NAEov nio-KatalAnAn kaTeubuvon
yila Tnv diaxeipion TG FlI nepioxns. AiakuBepvnon. TG AUTOVOMNG
dlaxeipiong npoTeiveTal eniong w¢ ol d1adikaoies /- ouaTnUaTa dIaxeipiong
EVOC (POPEA OE ETEPOYEV OUCTNUATA. AUTEG o1 01adIKATIEG €ival avaloyeg
TNG TEXVOAOYIAC Kal yid Tou XPNOTN TNG TeEXVoAoyiac.-OAa-Ta napanavw
MECOUV TOUC (POPEIC TWV TNAENIKOIVOVIWV - Kadl JIKTUWV va kabopioouv
uwnAoU emnEdou MOMITIKEG, Ol OMnoieC Ba npenel OTn OUVEXEI vd
METATPANOUV O XAUNAOTEPOU EMIMEDOU - MONITIKEC akoAouBwvTag To
NAQIOI0 TWV OUYKEKPIPEVWV  UnXaviopwv: ~'ETaol, pia H2N (Human-to-
Network) Olena@n 6a emITPEWEl OTOUC OIAXEIPIOTEG VA OPICOUV VEOUG

EMIXEIPNOIAKOUC OTOXOUC,

NeEeic — KAeid1a: 81adikTuo ToU WEAAOVTOG, auTovopn diaxeipion SIKTUwWY

KAl UNNPECIWV, NONITIKEG, EMIXEIPNCIAKOI OTOXOI.
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Mprponoroz

H ouyypa®ry Tng napoloac PETANTUXIAKNAG OINAWMATIKNAG €pyaciac ATav
anaiTnTikn npoonddsia nou anaitoUoE npoooxn Ki - -apooiwon. - H
npoonabeia autr, OJwWG OUVOJEUTNKE HE TNV YEYOVOC OTH LOU- 0OBNKE N
gukaipia va OleupUvw akOPA TIC YVWOEIG - OTOV. TOHEQ TWV
TNAENIKOIVWVIAKWV JIKTUWV KI  €papuoywv.. QoTooo, Tinota and Ta
napanavw Ot Oa cixe enmTeuxBei Xwpic TN PBonbela Tou O€oU kal TNV
EUNPAKTN UNOOTAPIEN TWV avBpwnwy Nou oTadnkav-dinAa.pou kai yI' autod

a&iCouv €101k ava@opa Kai TIC EUXAPIGTIEC LOU.

Ynepdvw OAwvV, N OIKOYEVEIQ HOU, NTAV €KEi va PE-OoTNPICEl, va HE UNOUEVEI
Kal va aywvid yadi pou og OAEC TiG PpAocelg TNG (wn¢ pou. O naTépag pou,
Avdpeag kal n unNTEPa pou, Mapiva rnou e MOAU KOMo KATagepav va He
akolouBoUv ¢ mioToi gupnapacTarec Bnpa Pnua Tnv {wh  Hou
010a0KOVTAG HouU MOAUTIHEG APXEC AAAG KAl TO NWG va Yivw &vag owaoTog
avbpwnog nou Me nioTn Ki-UMopovn va aywvifetar kadnuepivwg O
adeAQOC pou, Imong - nou. and Ta nNpwTta Xpovia TnS (NG KJacg anoTEAEOE
TO NPOTUMNO HOU, Kal Hou €0€IEE TO NWG va BETw OTOXOUG Kal va HEVW
OUYKEVTPWUEVN OE AUTOUG WOTE VA TOUC KATAPEPVW. € AUTOUC OPEIAW
apxika va Xapiow To-HeyaAUTEPO WEPIDIO TNG NBIKNAG IKavornoinong yia To

anoTEAEONA AUTAC TNC MOPEIAc Kal va Toug Nw €va PJeyalo EuxapioTaw...

>NUavTIKOTATO - HEPIDIO” AUTAC TNG npoonadeiac &xel o  enBAENwvV
KabnynTnc pou, AvanAnpwtnc Kabnyntic Mavayiwtne AUeoTixac. OeAw
va 1O €kppaow Tn BabuTaTtn suyvwpooUvn nou npwTta anod oAa enedeiEe
EUMIOTOOUVN MIPOC TO NPOCWNO Kal TIG IKAVOTNTEC Jou anod TIC apXEC TNG
ouvepyaoiag pac kabwg eniong nBIKA Kal WUXOAOYIKr unoaTnpién o€
TEXVIKA Kal pn Bépata. O k. AgpéoTixag unnp&e yia PeEva npayuartikog
«daokahog» kal kabodnynTAC TOU oOnoiou n agooiwon kabwg Kai

akadnuaikn Tou ePnEIpia anoTeAeoav avekTiynTn Bonbeia. M’ autd viwbw

Xiii
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TNV avaykn va Tov €uXapioTAow Ki eAni{w va ¢avw akoua NeEPIooOTEPO

avta&ia Twv NpoodoKIwV Tou.

AicBavopal eniong TNV avaykn va euxapioTnow TOUG CUVENIBAENOVTEG LOU,
Enikoupo Bépa XTaupouAdkn kai KwoTta Toaykapn yia TAV: UNOJOVH TOUG
aAAd kal Tnv 1I81aiTEPa oNUAVTIKN ENIOTNHOVIKN kaBodrynon. Kal-oupBoUAEC

TOUC OTNV CUVEPYAOia Kac.

Télog, Ba nbeha va avapepbw OTOUG aVOPWNOUG TIoU - Kabnuepiva
aAAnAoUnooTnpIlOUaoTE OTIG MIECEIG, TIG AYWVIES. Kal TIC EMITUXIEG. AuToi
gival yEAn Tou gpyacTnpiou 307 Tou KTnpiou TS 000U AvopouToou Kal Mo
OUYKeKpIPEVa ol MNoUAn KpnTikou, BayyéAng ©@wuatog, AidiAia Mnavtouva,
Avopeac ewpyakonoulog, MavayiwTnc BAaxeac, MNwpyog ABavaaiou, kai
MavayiwTng BaoiAeiou. Toug €uxapioTw- MOAU Kal, TOug €UXOMal OTov

KaBéva EexwploTa kaABe eniTuxia-otn {wry TouC.
Me TIun,

Mapia A. Akelidou



M.Sc Thesis Maria A. Akezidou

TABLE OF CONTENTS

1Y 2 X 1 g2 ot SO S Sy S V.
FOP@WOI . ......ocueeeereeeeeieenieeneriereeirenisenseeneensssnsssessresssesssenseessssbassnsesnssonsnsesins Xi
TADIE Of CONLENLS......ccuuuueirrieeniiiriieniiiniinnesiiniisnsiisssssnssssiosaisrnsinsssssssantosssnssanes XV
LiSt Of FIQUIES ....uovvveeriirirreniirinnasissnnnnsisssisnsssssssssssssssinsssssinssnsssssnsiossssininssns xviii
1. INtroduction ..............eeeeeeeeeneeeeeereenceeeeninennnnns Pt e o O % S 1
2. Future Internet...............oueueeenveeeeereireeessieiioneissiasnsiossasnssasiasonsarasiossnseanes 7
2.1. {131 e Te [ 71 4 To o 100 e St S e SO SR 7
2.2. Technical limitations of the current Internet .............cccoocciinnniionninnicrreees 8
2.3. Specifications and changes because of Fl ............cccciverreeecsiieeneinrecenceenenenn. 11
2.3.1. Application requirements fOr Fl .......c. i e e e i e e e e s 11
2.3.2.  Fldealing with current major shorteomings ..........ieivecieeieeiiie e, 13
2.3.3. Requirements of wireless NetWOrKing . v...iv e eeieeiiii e e 15

3. Autonomic management of future internet..........cccceeeeeeerereerrerenrerennsenenns 17
3.1. 1910 0T [Tt A To ] o T ey SR 17
3.2 Autonomic and cognition-based operations of Fl .........cccccovveeiiriieeiiniennnn. 18
3.3. The policies in autonomic management of Fl ........cccccovvvuiiriieniiiniienciiniennnn. 20
3.4. Human intervention in management of Fl........c..ccocvviiiiiiniiniinnnieniennninnnen 22
3.5. Design issues of the implementation of autonomic management of Fl....... 22
3.5.1. Introduction of Real Time INfrastruCture .........cccccveeeeiiiiieciiee e 25
BT T T e - | F e s S 26
3.5.3.  RTI.BUSINESS DENETIES . iiuriiiiee et e e e e e e e e eanenes 28

4. Governance of autonomic MaNAgemMeNt..............cceevveveusiersevnssessnsnssssnnens 29
4.1. (31 o Te [ 4 o o T PN 29
4.2. Definition of Network Governance ........cccccevveeeiirreencciieeeccnrenecserenencseeenns 30
4.3. Challenges of Network Governance. .......ccccceveeeeeiiieeecirrececesnenescsseenencsneenes 31
4.4. State of the art..........c e e ne s e e ne s s e e nans 34
441, NETWOTK GOVEIMANCE ....vviieeiiieeectiiee ettt e eeeeeeeetteeeeetteeeeaaeeeestbeseeeseeaeesseeeasssesennns 35
A - TV 1 [ ST = 0 = {U - =TSSP 43
4:4.3.  Translation MeECNANISMS......c.uiiiiiiiee et e e e e ete e e senre e e e s raeeeennes 44
4.4.4.. Policy model, Policy language & Policy framework.........cccceeecvereeecvee e 46
Y o o [ ot Al 4 =TY o] [V 4 o] o TSRS 49
4.4.6. Distribution & enforcement mechanisms ..........cccceeeiieeiiiiiiee e, 49

4.5. Describe the adopted methodology/ approach..........ccceueeeeeeeeeeeeeeeeeeeeeeenne 50
45.1. Human-To-Network (H2N) interface .......cccoeeeeiiiiieciiie et e 50

5. Implemantation and functionality of H2N Interface............c...cccevvvuveennee. 57

XV



M.Sc Thesis Maria A. Akezidou

5.1. 1910 g oY [Tt A To ] o T 57
5.2, Implementation Requirements.........ccceeeeiiiuniiniinuiiniinieiieninsinseerene 57
5.3. Functionality of H2N interface........cccceeiiiiiuniiiiiinniiniinniniiiiinnnenniosaseisnsines 61
5.3.1. Scenario Presentation — Legacy SitUation .........ceeevieiiiiiiiiiiiiiieiieieeee i v eee e die fadeenest 73

5.4. () 1= 14 3 = L=, sy S Sy S B 76

6.  CONCIUSION........ceeeeeeeeeeeeeereesereinceerenireneessenssssansesesbnsnisvonsonsessasantnnsnstnnns 79
7. REfEIreNCES .....ccuuuuevrrvveriirirvariinninnniiinisnssssissssssssnisnssinssnsssssssisnsssininsassens 81
ACTONYIMS ...ueeeeeeivrersrersressrnssinssinssrsenssssssesssnssrnssensodhoegionsonss Soaiuge oatogsssenssssoteses 89
APPENDIX I:  COUES .....cvvuririnniiienniiinesirensisisasissiosissnsossonseisnsssssnsssasonsssasionsasnes 93
GOVERNANCE.QZENE.XMI ..eiiieiiiiee e cee e ceee e e e ade s s san fan e Shne e s ntaaasenaaeannTonsennsaeasannnnas 93
INIEPIAN.JAVA «.eeeiieiee ettt ee s ee e T T e e o e s T T e e gio e adbn e eaaenesennnnnnns 96
AssociationNotificatioNACKPIaN.java .......cooveiiiciiiii i e e e 97
BusinessLevelEntryNotificationPlan.java.......co. i it ot e e e 98
BusinessLevelEntryNotificationAckPlan.java i...c......iiv i ciee e i i 99

I TS U LIS 1 o S SRS 100
ASSOCIAIONPANELJAVA ..vvveiiieie e s e s e e st eeesn Sae e enaaeeestseeeesnsaeeeenaeeesnreeeens 103
GOVERNANCESUILJAVA.. . uutuuuuuiuiniaiunauaeaetin s S e sas Somes fan s ass s b aessssssssnsssssssnsssnsssssssssnsnnnns 105
APPENDIX II: Summary in Greek Language.............cccveeeuecervevenccsnnnnenssnnnns 109
1. ECOYWYN ceereenrrenrrnnnrnssensienenstiniogsagioiabossshn s usinsoessssssrnssrnssenssssssssnssrassen 109
2. DLAOIKTUO TOU MEAAOVTOG .uvivnerivnniinsinssonsonesivaesenssessnsesenssossnssssnssessnsssses 113
2.1. (o VTN YV DO SN . ey M. S 113
2.2.  Texvikol MEPLOPLOOL TOU CNUEPLVOU ALASLKTUOU ....eeeeeeenenennnnnnnnnnnnnnnnnnes 113
2.3. Npodiaypadég KL akhayeg e€attiog tou MeAAoviikoU AlasSIKTUOU .......... 114

3. Avutdvoun Aiayxeipton tou MeAAOVTIKOU ALOSIKTUOU ..........ccceeueeeeeeennnenns 117
3.1. ELOOLY WY eitunnnnnnesiinsonnaiunsoneeiterennnnnsnssssasessnnssssssssssessnnnssssssessssssnnnssnsssssnns 117

3.2.  AutOVOMEG Kal YWWwOoLaKEG Aettoupyieg mou Baoifovrat oto MeAAOVTIKO
ALOL S IKTUO i ieragle e o e eeeneethatine enenerenensnsnsssnsssnensssssnenesssesesesnsnssssssstsessssssssssssasasas 118

3.3. OUTOALTIKEG 0TV aUTOvoun Staxeipion touv MeAAovtikoU Aladiktuou.... 118
3.4. H avBpwrivn tapéppoaon otn Siaxeipion tou MeAAovtikoU Atadiktiou.119

3.5. IXESLAOTIKA {NTAMATA YLa TV UAOTIoinoN TG AUTOVOuNG SLtaxeiplong tou

IMEAAOVTLKOU ALOOIKTUOU ....uvvuerunnnereiiiiiiiisssusseeesssissssssssasssesessssssssssssssensssssssssses 119
4. - Hb1akuBEPVNON TNG AUTOVOUNG SLAXEIPLONG .cceuuereecierrrrrerennnsissssssnnnnnns 121
4.1. ELOOLY WY ceuueeeeereereennnnnciereeeeennnssseseseeesnnnssssssssssessnnsssssssssssesnnnsssssssssnsennns 121
4.2, OPLOOG YLOL TN ALKTUOKK) ALOKUBEPVNOT «eeeeerrerrernnnnnecerreeeennnsnsessesseeeennnes 122
4.3. MPOoKANOELG TNG AIKTUAKAG ALOKUBEPVNONG.ceeuereeeeaerrereernnnnnccerseeeernnnnnnnnes 122
4.4. State of the art......ccccciiieiiiiiiiiiiiii e sees 123
4.5, Nepypadn tng peodoloyiag/ Mpooéyyiong mov VLOOBETHONKE .............. 125

XVi



M.Sc Thesis Maria A. Akezidou

5. Avantuén tn¢ Eqpapuoync kot Asttovpyia tng H2N Awaxouvéeong.......... 129
5.1. ELOOLYWYI ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesemesessssssssssssssssnsansnsssnasasanssssassassansnsnnne 129
5.2.  ATOUTOELG OXEOLOOHOU ....eeeeereeeenenenenennnensnsnsssssnsnsssssnsnsssssnsasannnnssnbanssvnss 129
5.3. H AELTOUPYLKOTNTO TNG SLETIAPAG.cceeeeerererererererererereeeeeeisivnnmnnnnassasinnnnninnes 130

6.  ETUIAOYOG c.uuuuuereeuuereuneerennerennerensiesensesesssesenssesensessnssssenssesensonsnssossnasessons 131

XVii



M.Sc Thesis

Maria A. Akezidou

LIST OF

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17: Modification of “timezone” parameter
Figure 18:
Figure 19:

Figure 20:
Figure 21:
Figure 22:

Figure 23

FIGURES

UMF functional blocks

High-level view of H2N interface role

Business level entry structure

Structure of high-level policies (associations)

Configuration Policies structure

Depiction of Jade platform

Menu that give options for parameters’ modification

Modification of “application” parameter

Modification of “user class” parameter.

Modification of “QoS Level” parameter

Modification of “QoS parameters”

Modification of “QoS Level” parameter.by clarification of certain parameters __

Modification of “QoS parameters” by modifying their reference value

Modlification of “technology” parameter

Modlification of “CAP” parameter

Modification of “location” parameter.

Modification of “mobility pattern” parameter

for a specific user class; in"a certain location and time zone

Steps.for description-of Traffic Rules' tab functionality

Setting associations

Steps.for-description-of Associations' tab functionality

:Analyze request

Xviii

50
51
53
54
55
60
62
63
63
64
65
66
66
67
68
69
69
70

Configuration of new applications/services in terms of number of users anticipated

70
71
72
73
77



M.Sc Thesis Maria A. Akezidou

1. INTRODUCTION

The last decade has seen considerable developments in network devices,
communications protocols and services. This continuous evolution . of
communications networks has led to complex, - dynamic - and
heterogeneous networks that are evolving intoa global service-rich
communication infrastructure. Data and telecommunications networks and
the services they offer have been growing enormously. in size, which with
the addition of the above mentioned characteristics make them difficult, if
not impossible; to be effectively managed and -operate within desired
bounds with the use of traditional “approaches that rely on human

monitoring and intervention.

In addition the evolution of Future Internet (F1) ([2], [3], [4]) introduces a
free exchange of information -between enterprise applications and
networking systems which promotes the personalization of services and
enables many different types of end-user applications and management
operations optimizing -the--network -performance. As result of this free
information exchange, it is needed. the facilitation of the federation of
information between these applications, harmonization of the differences
between operation, management of data and information models in
heterogeneous. networks, and introduction of application management

systems.

On the other hand, operators will have additional complexity to address,
compared to today, in the management of networks and services. The

reasons can be summarized in the following main points:

e The support of a very wide set of applications, as the Internet is

part of every facet of our lives;
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e Powerful network infrastructures, which offer several options for

efficiently providing the applications;
e Evolving as well as new business model aspects.

In this context, researchers and practitioners are pursuing the. vision-of
autonomic network management, which seems to be the most appropriate
in this situation by introducing the capability of network entities ‘to_self-
govern their behaviour within the constraints of business goals that the

network as a whole seeks to achieve.

Although, the network operators’ services of-today span technological
boundaries between the wireless and wireline domains, they need also to
be (self)-managed just like the systems supporting them. In this sense, it
should be built a more service-centric view and an “Everything as a
managed Service” paradigm so that to be accelerated the convergence of

fixed and mobile.

Cognitive/autonomic management -systems. ([5]-[10], addressed also in
WG6 (working group 6) of [11]), are seen as a viable direction for basing
the management in-the Fl. era. Evidence of the appropriateness is
provided by the promising application of cognitive systems in the
management of the complex wireless world ([5]). The promising results

have lead also.to important standardization initiatives ([12], [13]).

The key factor of the success lies on the materialization of a Unified
Management Framework (UMF) for the different existing and emerging
architectures. like IMS (IP Multimedia Subsystem), or for architectures
designed in -past autonomic research. This unified and evolvable
framework will “constitute a cross-technology (wireless and wireline),
common substrate for both systems and services — advantageously filling

the technology and standard gaps. This would capitalize both on research
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done in autonomic networking and demonstrate its applicability to industry

standards.

This framework will first ensure that multiple diverse -management
systems implemented upon different autonomic architectures will be able
to interoperate and federate. Secondly, it will “also  guarantee -that
autonomic functions may be implemented (apart from optional interfacing)
independently of the architecture chosen for the management system.
Finally, it will ensure that common processes.may be used across all the
technological domains of an operator for enabling-functions like service
establishment, adaptation, fault management,. .and optimization of
resources in response to changing contexts.-and inaccordance with

applicable business goals and governance policies of the separate domains.

The Unified Management Framework will be-realized by pursuing a dual
approach and continuously. ensuring. the complementarity of these two

axes:

e a bottom-up axis, in which a scenario based approach, considering
services and -systems; wireline. and wireless technologies, will be
used to design a system that aims at resolving operators’ day-to-
day problems identified -“in live networks and on existing

service/network architectures.

e a top-down - axis, -which will capitalize previous autonomic
architecture research to achieve a coherent set of autonomic
network-.management functionalities that can interwork in a

scalable. manner.

Autonomic_systems are cantered on closed feedback control loop. Only
specific implementations of this loop at the proper level enable a system

to dynamically adapt to changing situations.
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This objective will have a strand that is between the operator and the
systems, providing the former with enough knowledge such that it will
always control the latter, and will be able to take over the autonomous
functions (i.e., taking the operator outside the decision loop but not fully
outside of the control loop). In a sense, this can be seen as off-line

confidence (or vertical trust), allowing the deployment of systems.

A valuable functionality of this framework is the assessment of a
governance method for guiding infrastructure behaviours and offering a
service view. This empowerment of network operators. with governance
capabilities is one of the requirements for the successful deployment of
autonomic management systems. This means to enable network operators
to introduce objectives that should be pursued, constraints that should be
respected, and processes and- rules that-should be followed. In principle

this is achieved through policies ([14]).

The focus of this thesis is in this direction. Governance would perform as a
service role through the formulation and implementation of policy.
Particularly, the main idea is that the operator is triggered to define
business goals/policies,.in high-level terms. Policies are derived according
to the higher level goals, to provide constraints and priorities and then are
assessed against existing goals/policies so as to identify and resolve
conflicts (in fact, conflicts can arise if the defined goal/objective/policy are
antagonist with respect to previous goals or the impact of these goals on

already deployed applications).

In.-legacy systems,-there is not such human-to-network interface that will
be used to introduce the business level goals in high level terms and leave
the system- to autonomously work out the situation and meet the
objectives. The implementation of this interface, which functionality is
characterized as governance of autonomic management, is part of this

thesis too.
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In more detail, the thesis is structured as follows. A brief analysis of
Future Internet and its characteristics is introduced in section 2 while the
presentation of autonomic management of it can be found in 3" section.
Furthermore, section 4 has a conceptual presentation of the governance
of an autonomic management in order to drive us.at the analysis of
human-to-network (H2N) governance tool in the 5™ section. Thus, this
thesis concludes in section 6 with a summary. of main points along with
directions for future extension of the work presented. Last but not least,
at the end of this thesis two appendix can be found, APPENDIX I: and
APPENDIX 1lI: , which include a presentation- of some. representatives
codes that were used in the implementation of the tool and a brief

summary of this thesis in Greek, respectively.
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2. FUTURE INTERNET

2.1. Introduction

Future Internet (FI) has become the federating theme for European
research on communication networks and services. At the  core lies
research on communication networks toward an efficient, scalable; and
reliable Future Internet coupled with research on the -underlying

technologies, in particular mobile and wireless access and optical networks.

This focus on Future Internet is motivated by the changing requirements
to the current Internet that was designed -in the 1970s to support
communication between computing systems for.communities of expert
users. It was not designed to cope with-the wide variety and ever growing
number of networked and mobile ‘users and applications, business models,
edge devices, networks, and environments-that it now has to support. Its

structural limitations are increasingly being recognized worldwide.

In the Future Internet, access to the network will be made available
ubiquitously, and-connectivity will become a fundamental service that
communities use and rely- on. Since the current Internet has grown to
become so large, it will be commercially and operationally very challenging
to introduce new:- architectural principles [20]. The FI shall provide a
twofold -path: enabling focus on a specific user need and developing a
solution without paying “attention to the network infrastructure. Once a
leader on a specific application emerges, the FI should also enable the
growth of an ecosystem of players able to build their own applications on

top of its-system.

In sequel, it is presented the characteristics of current internet in contrast

with the specifications and changes that would arise with Future Internet.
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2.2. Technical limitations of the current
Internet

Internet technology can be characterized by its design principles:-layering,
packet switching, a network of collaborating networks, - intelligent end

systems, as well as the end-to-end argument ([18], [19]).

It has been simple to link any new network to the-Internet, providing
instant benefits resulting from the interconnectivity with-a huge range of
communicating peers. The transparency of the-Internet-has facilitated the
deployment of successively more complex network-agnostic applications
and services. However, with its increasing- success, the Internet
architecture is progressively losing its original-simplicity and transparency.
Some of the main causes are the rise of new classes of applications,
additional operational and management requirements, variety of business
models, security mechanisms, and scalability. enablers that give rise to ad-
hoc solutions that extend the architecture without regard to the original

key design principles.

Examples are firewalls to support-end-user and site security, and Network
Address Translation (NAT) to cope with the exhaustion of IPv4 address
space. There is, -however, a growing consensus among the scientific and
technical community that the. methodology of continuously patching the
Internet technology will not be able to sustain its continuing growth at an

acceptable cost speed.

This loss-of flexibility is-already being felt as the number of Internet nodes
grows-another .order. of magnitude. The size and scope of today’s Internet
make - the deployment of new network technologies very difficult while
experiencing increasing demand in terms of connectivity and capacity.
Examples are the slow deployment of technologies such as multicast or
Internet Protocol version 6 (IPv6). Innovation has happened mainly in the

applications and underlying transmission technologies, rather than in the
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core technology, the network and transport layers TCP/IP. The following
technological limitations have to be overcome to meet. the future

challenges for the global communication network [17].
» Limited Support of Mobile Wireless terminals:

While the Internet was designed for stationary computers,-today laptops
and smart phones are constantly on the move. With-today’s technology, a
laptop changes its address and reconnects as it'moves from one wireless
network or access point to another, disrupting the.data flow. Alternatively,
the Internet standard Mobile IP allows routing-all traffic back to the first
access point as a laptop moves to a 'second or third location, but delays
and inefficiencies may result. As a clean slate solution, the address system
would have to be restructured so-that addresses are based more on the
device and less on the location. This way, a laptop could retain its address

even if it moves from one wireless network or access point to the other.
» Lack of built-in security:

With the evolution toward Internet-based services, traditional telecom
networks as backup-for mission-critical services are expected to gradually
disappear. Therefore; built-in security mechanisms are one of the main

goals of future.Internet design.

The Internet was designed to be open and flexible, and all users were
assumed- to - be- trustworthy. Thus, the Internet protocols were not
designed to authenticate users and their data, allowing spammers and
hackers to easily cover their tracks by attaching fake return addresses
onto. data packets. Internet applications such as firewalls and spam filters
attempt to control security threats. But because such techniques do not
penetrate deep into the network, bad data still get passed along, clogging

systems and possibly fooling the filtering technology.
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The network would have to be redesigned to be sceptical of all users and
data packets from the start. Data would not be passed along:unless the
packets are authenticated. Faster computers today should be able to

handle the additional processing required within the network.
» Scalability issues:

The current Internet has dealt with scalability -by ‘using a hierarchical
architecture separating the different issues of routing in three different
levels. The lowest level deals with local connectivity and configuration of
interfaces IP addresses link layer mechanisms (essentially through
Ethernet). The second level introduces-IP routing between subnets by
assuming that the local connectivity is provided-inside-a network mask.
The third level implements operators’ policies through BGP filtering and
announcement rules, assuming- that an -AS operator is wise enough to

provide optimal connectivity inside itself.

Just when the Internet is becoming- critical infrastructure, the core
protocols may become increasingly fragile as more manual configuration is
needed to avoid- -cascading problems due to overload, accidental
misconfiguration, -or -attack. The IPv6 standard allows expanding the
address pool, “but nearly .a-decade after most of the standard was
completed, the vast majority of software and hardware still use the older
IPv4 technology. Even if more migrate to IPv6, not all addressing issues
would be solved. Researchers are questioning whether all devices truly
need addresses. Sensors in a home could communicate locally and relay
the most important data through a gateway bearing an address. As
routing. and- addressing are becoming the main challenge of a global
network with billions of users and objects, scalability is one of the most

critical design criteria for future Internet architectures.

» Performance and Quality of Service challenges:

10
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While mechanisms for providing quality of service (QoS) within the
Internet as well as asynchronous transfer mode (ATM) networks have
been very well studied, the interaction problems between  the network
layers are still unresolved, and the management of  such services,
including configuration, policy setup, charging, and interprovider setups,-is

still a challenge [18].

2.3. Specifications and changes because of FI

The Internet has emerged as a critical infrastructure for society and the
economy as a whole, similar to any other utility (e.g:, infrastructure for
electricity and water supply). Society'is-undergoing.a paradigm shift, the
evolution of the society and the Internet now being tightly interconnected.
Daily life factors including health, transport;, knowledge, and culture rely
increasingly on the Internet.in- the developed world, and it is bringing

economic development to emerging economies.

Since the Internet was designed for fixed terminals, it shows inefficient
behaviour for mobile .and nomadic terminals. Therefore, generic and
efficient support of mobile terminals-and mobile applications is one of the

major design goals of future Internet architectures and technologies.

2.3.1. Application requirements for FlI
Besides the increase in number of users and connected devices expected,

new application requirements for the future Internet are emerging.
» High-Quality and shared content dissemination:

As digitalization of data progresses, it is now expected that the majority of
new media will arrive in digital form, with the analog form being the
exception. -For instance, digital videos with better resolution, 3D videos,
virtual reality, and gaming not only made their appearance but also they
made clear that the their size will be constantly increase which means that

they progressively penetrate the Internet space.

11
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Not only high-quality content is made available over the Internet by large
content providers. Users are also enabled to easily produce, -offer, share,
and consume content on the Internet, and are becoming prosumers.
Whereas communication will remain an important service to.be supported
by the global network, dissemination of content, . either distributed by
content providers or made available by prosumers; is expected to. be one

of the main functions of the future Internet.
» Connection objects and things:

While the current Internet is a collection of rather uniform devices, it is
expected that the Internet of Things will be characterized by a much
higher level of heterogeneity, as:objects totally different in terms of
functionality, technology, and application fields are expected to belong to
the same communication environment. The- Internet of Things can be
defined as “a worldwide network —of - uniquely addressable and
interconnected objects, based on standard-communication protocols.” This
enables applications - involving real-world objects, but also business

applications based on-network-assisted machine to machine interaction.
» Service- Oriented internet:

Whereas a lot of computing and storage applications are still executed
locally on end-user devices such as PCs, a service-oriented Internet would
allow access to complex physical computing resources, data, or software
functionality-in the form-of services. One example is the cloud computing
approach-to infrastructure services, where large-scale data centres provide
virtual execution and storage environments as Internet services with the
same functionalities as physical machines but far greater flexibility and

scalability.

12
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These sets of expected applications for the future Internet are only
examples; the target architecture should generically and flexibly support

different requirements and traffic patterns.

2.3.2. Fl dealing with current major shortcomings
The current Internet was originally designed for “fixed” terminals-and can
hardly support mobility. It is necessary to - develop new mobility

management schemes for the future Internet.
» Flexibility:

In the current business mode, Internet Service Providers (ISPs) are
responsible for both maintaining the 'Internet substrate and providing
Internet services. Most ISPs are unable to manage both availability of
applications and increasing number of -users at the same time. On one
hand, they have inadequate impetus to upgrade their physical networks
because there are still new subscribers. With the availability of their own
physical network resources and subscribers, most ISPs have never been
well-driven to provide flexible. and diverse Internet services and
applications. During the recent years; a creative approach named network
virtualization has been widely.-proposed to deal with the problem of
Internet inflexibility. This  business model separates effectively the
aforementioned two functions of an ISP, decoupling traditional ISPs into
VNPs (Virtual Network Provider) and PIPs (Physical Infrastructure Provider)
[21].  VNPs-are responsible for providing Internet users with flexible and
diverse services. through subscribing physical resources from PIPs, which

will be exclusively required to maintain the health of physical networks.
» Security

Security has always been a significant problem concerning “netizens”
along the history of the Internet. The classical paper composed by David

Clark, The Design Philosophy of the DARPA Internet Protocol [22], even

13
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had no words about network security, indicating that security was absent
in the mind of the inventors or designers of the original  Internet.
Nowadays, every single day is witnessing numerous cyberspace attacks
including Distributed Denial of Service (DDoS) ones sponsored by hackers.
A new Internet with ensured security from architectural foundation .is
increasingly needed by a large number of secure-aware users. Security as
an outstanding problem must to be supported by the Future Internet in

clean-slate approaches.
» Mobility

The current Internet was originally designed exclusively for fixed network
nodes which were the sole entities to be connected at that time. However,
the situation has no longer been true since the invention of mobile devices
that have access to the Internet, such as laptops, handheld computers
and smart phones. The rapid spread of these mobile network nodes has
made it clear the lack of ‘mobility .support from the Internet itself. The
current architecture including-the IP layer can not support the well being
of those mobile .nodes- from ground-up. Instead, there have been
workarounds used to bridge this gap temporarily, like mobile IP and

geographic routing and so. on.

It is necessary to point out that these workarounds are solely focused on
the IP layer. Future Internet researches on mobility are aimed to support
current and new: mobile network devices completely, by conceiving

innovative designs-in an-architectural way.
» Manageability

The current Internet architecture is nearly invisible to end users. Even
network administrators have considerably limited privilege to maintain
network health. The inadequate support for network manageability always

makes it difficult for network administrators as well as users to efficiently

14



M.Sc Thesis Maria A. Akezidou

and timely deal with any inexplicable periods of degraded performance or
outright non-function. Internet manageability is very closely associated
with its performance reliability, which in turn determines the possibility to
deploy various high-end network applications. Current solutions to the lack
of network manageability and control are actually .ad-hoc. For-instance,
inter-domain and inner-domain routing algorithms are. used to.compute
routes. Packet filters and tunnels are utilized to realize access control and
virtual private networks. And manual configuration is widely used-to carry
out network management. Similar to other. requirements aforementioned,

manageability is to be better supported by Future Internet from ground-

up.

2.3.3. Requirements of wireless networking

The Fl is expected to embrace billions-or even trillions of wireless devices,
ranging from tiny sensors to powerful mobile phones and even novel form
factors not yet invented. As a result, a wireless Internet of unprecedented
scale is emerging. -In" the -quest .for the Future Internet, certain
requirements must.be considered, taking in mind wireless networking. To
this end, we highlight four requirements, deemed as important for future

wireless networks [15]:

1. Address scalability, catering for unprecedented numbers of mobile
devices and extreme densities. Nowadays it is reasonable to expect
several wireless devices carried by the same person, while several
persons gathered in the same area create extremely dense wireless

deployments.

2. -Countercomplexity and heterogeneity. By providing abstractions
and encapsulating implementation details, the gap between high-
level management goals and low-level processes can be bridged.

Technology independence of management solutions as well as

15
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standards conformance are increasingly important to maintain

interoperability.

3. Offer flexibility to adapt to change. Changes increasingly happen-to
the business models implemented by networks. Fast and efficient
adaptation of a network to changing business policies-is critical to
maintain profitability for owners and improved experience to end-

users.

4. Maintain a user-centric character.. According -to I1SOC  (Internet
Society) [16], this very characteristic combined- with the openness
of Internet standards, have fuelled user creativity and innovation,
offering us today the Internet -as we know it.- These principles
should also be taken on board, to.cater for a user-centric Future

Internet.
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3. AUTONOMIC MANAGEMENT OF FUTURE
INTERNET

3.1. Introduction

A key challenge of FI is to provide means that will enable cognitive
network management through dynamic, ad-hoc -and-optimized resource
allocation and control, fault tolerance and robustness associated with real-

time trouble shooting capabilities.

The introduced management functionality should enable each network of
a business domain in providing a service offer. These offers should lead to
the provision of the best possible QoS level, among those allowed. QoS
provision should be done in the most efficient way, in terms of technology

and resource utilization.

Rising to this challenge, thevision of-self-managing systems has been
adopted for FI [23]. Under the umbrella self-management concept, self-
awareness, self-configuration, self-protection, self-healing and self-
optimization stand-asprominent properties [24] of FlI systems. The
objective is that as -business: applications and processes that span
organizations . have —become. -more prevalent, problems with the
management. of ~ such applications and processes across multiple
management - domains. using heterogeneous management technologies

have become more apparent.

Required or desired behaviour of systems and applications can be
expressed in terms of management policies. Such policies can in turn be
used to express expected operational characteristics of these systems and
possible management actions. The effective use of policies in autonomic
management requires that the policies be captured and translated into

actions within the autonomic system.

17
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Through autonomic management we seek to employ techniques to enable
the efficient operation and utilization of systems and services-with little or
no human intervention. Such autonomic management- systems: are
expected to operate within a set of expected constraints -or conditions, i.e.,
operational or behavioural requirements. The requirements  may be
defined by either system administrators or defined as part of. service

agreements.

3.2. Autonomic and cognition-based operations
of FI

» Self-management:

It naturally appears as one the most important issues for FI's design; in
the actual approach, the term “implies- a more generalized context,
incorporating all potential autonomic_and- cognition-based operations in a
“system”. Some distinct methods. of -self-management are identified, as
follows [25]:

> Self-awareness:

It stands for the knowledge building process as a non-stop necessity in
various self-management- systems. It is a continuous process where
awareness s perceived as-conclusions derived by the system on being
present or status related to a particular operational state, at relevant time

frame.
> Self-optimization:

It 'is system’s’ ability to execute modifications of its operations for
achieving the targeted “optimality point” in terms of the relevant
performance metrics for any specified event. Here “optimality point” is
considered as a “broader” term, including a variety of parameters all

subject to particular types of events in the system, evaluation criteria

18
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applied. Thus, self-optimization can relate to maintaining operational

conditions in the system and/or improving and/or maximising them.

It is also the systems’ automatically ability to improve its performance and
efficiency (i.e., to maximize resource allocation and utilization to- meet

user's requirements and needs with minimum intervention).
» Self-configuration:

It is the system's ability to dynamically configure itself following high-level
policies, while the rest of the system adjusts-automatically and seamlessly
with minimum intervention in response to -changes- in. the network

behaviour or deployment of new network devices.

It is also system’s ability to accommodate new: operational aspects in
terms of the network elements (NEs),. hardware, software, functional
improvements and/or services/facilities that have been provisioned either
by the system itself or by the network operator. The essence is in the

capability to “add”/“accommodate” new functional components.
> Self-healing:

It is the ability of system to automatically detect problematic operations,
diagnose and-repair the localized failures (software or hardware) by taking

the initiatives: This will improve the networks' resiliency.

It is also-the ability to “respond” to any unplanned/unpredicted events (i.e.
failures) requiring corrective actions and, therefore, to restore or to
improve its-operational aspects. This method is quite diverse in terms of
the targeted. operational aspects related to the degree of the “healing”

required.
» Self-protection:

It is the ability of system to automatically take autonomous actions

against malicious attacks or cascading failures to protect itself from
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unauthorized accesses, viruses and general failures. This is in using the
gathered knowledge for deducing the events in advance- to their
occurrence and, hence, for selecting proper directing -operations by

following similar “knowledge patterns”.

More specifically, autonomic systems have the ability- to monitor, detect,
diagnose, and heal themselves by taking autonomous actions to insert and

remove code(s) at the run-time.
» Self-organisation:

It is a method demonstrating ways of collaborations of -NEs . (or elements
clusters) in the context of specific management functions; it is built on
specific management principles,. i.e.: -absence- of centralized control,
continual adaptation to a changing environment, autonomous interacting
elements, simple rules for: autonomic entities local interaction and

interactions based on local knowledge.

3.3. The policies in.autonomic management of
FI

Autonomic management in Fl strives to ensure that systems and
applications operate as expected. Policies can be used to express required
or desired behaviour-of systems and applications and so can be used to
specify to an-autonomic management system the expected operational
characteristics of . these .systems. Such policies can be captured and
mapped - into - autonomic - management actions, providing the kinds of
directives-on which an autonomic management system can rely in order to

meet requirements.

Policy-based management is widely seen as an appropriate management
paradigm to -facilitate higher level, human-specified cognitive decision
making; therefore, many researchers are examining how policy-based

management can be leveraged to help realize the autonomic vision.
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This requires numerous advances in the state of the art, chiefly with

regard to:
» Management of heterogeneous functionality:

One of the problems in applying autonomic principles to networks is-that
networks are made up of many different devices. These devices have
different programming models and provide different- management- data,
describing the same or similar concepts. This. makes it imperative to
harness information models and ontologies' to .abstract away vendor-
specific functionality to facilitate a standard ‘way of reconfiguring that
functionality. Achieving this will enable legacy resources with no inherent

autonomic capabilities to be managed by-autonomic systems.
> Adaptability:

One of the promises of autonomic-operation is the capability to adapt the
functionality of the system in response to changes in user requirements,
business rules, and/or. environmental conditions. This requires a more
flexible governance approach than is provided to date. In particular, the
system must sense context-changes and use policies specific to the new

context to effect the required re-configuration of network devices.

» Application of learning -and reasoning techniques to support

intelligent interaction:

Current examples of network device configuration and management rely
on.vendor-specific snapshots of static data. For example, statistics can be
gathered and . analyzed to determine if a given device interface is
experiencing -congestion. However, existing management data does not
tell the user why congestion is occurring. This information must be
inferred using these and other data and retained for future reference.

Hence, there is a need to incorporate sophisticated, state-of-the-art
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learning and reasoning algorithms into autonomic network management

systems.

3.4. Human intervention in management of Fl

The central problem in FI management is the critical_human intervention
that is time-consuming, expensive, and error-prone. The -autonomic
computing initiative ([26], [27]) (launched by IBM) aims at addressing this
problem by reducing the human role in the system management process.
This initiative proposes a self-management approach that can be
described as developing the management capabilities of the autonomic
systems to anticipate requirements and to resolve problems with minimum
human assistance. To do so, the human role should be limited; he only
has to describe the high-level requirements-and to delegate control tasks
that the system performs in- order to-achieve these requirements. This
approach is generally called an autonomic or a goal-oriented management
approach [28]. This approach-starts with the specification of high-level
requirements. Then, these requirements are analyzed, refined, composed
and formulated into policies implemented in the target system specific
technologies [28]. These operations present the most important tasks in
the specification and the-implementation of the autonomic management
approach. They have recently been the focus of several research studies
interested in -developing analytical methods of refining high-level goals

into low-level policies ([29], [30]).

3.5. Design issues of the implementation of
autonomic management of Fl

The implementation of the autonomic management of FI is a value chain
depicting how business goals correlate to IT infrastructure. As a result
typical problems found in rigid solution implementations, include the

following.
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> Flexibility:

Both providers and consumers of IT infrastructure are frustrated by the
complex and time-consuming process of deploying infrastructure.. Once
resources are in place, it is difficult to implement changes to-them by their

very nature.
> Coordination:

The traditional approach of designing, procurement, -deployment, and
management activities is not holistic; instead, the tasks are separated into

silos of control, making coordination difficult.
» Resource Provisioning:

The amount of resources needed to supply-a serviceis not fixed but rather
demand characteristics vary over-time.:This means the service spends a
large majority of its existence either-over--or under provisioned due to the

difficulty of adjusting the scaling. resources to meet demand.
» Virtualization Scope:

The introduction of solutions utilizing virtualization and varied dynamic
technologies are treated in the context of a single (or few) application(s);

therefore, only a portion of their value is captured.
> Peak Load Capacity:

The team usually designs the hardware to process two to five times the
current - anticipated - peak load, leaving the resources significantly
underutilized-at-most-times. But because of inherently fixed configurations,

no other application or service can share that unused capacity.
> Local Optimization:

Deployment and management fall under the control of operations and/or

engineering where configurations and physical placement are arranged by
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hardware asset type (e.g., database servers have a section of the data-

centres, application servers are placed in a different section).
> Dispersed Resources:

Application growth may force new dedicated servers to be  dispersed
across the data-centre, which also slows response times and-introduces

additional latency.
» Collaboration:

Highly collaborative applications and application tiers are rarely placed in
close enough proximity, which increases latency, affecting response times

and overall performance.
» Physical Movement:

Movement of hardware resources around  data-centres is currently
unacceptable due to a lack of instrumentation to gauge and report on

impacts, not to mention.the potential for interruptions of service.
» Managing Peaks;

Applying needed resources to. mitigate processing peaks is difficult, time-

consuming, and requires new asset procurement.
» Workflow:

Existing processes and procedure are manual and do not consider man-
agement/administration -of new technologies; workflow automation is

nonexistent, which is key to productivity improvements.
» Staff Overhead:

Design and procurement are based on individual application need and are

typically marshalled through an organization by the application team.

> Tools:
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Metrics and monitoring tools are rarely robust enough to report, anticipate,
or react to change; therefore, the consequences of spikes in-demand are

rarely correlated across the entire application.

3.5.1. Introduction of Real Time Infrastructure

Real Time Infrastructure (RTI) may be introduced as an- approach for
autonomic management of FI. This will give IT the grounding required to
become a strategic enabler of the business goals and become more agile

with buying particular sets of technology.

The purpose of RTI is to implement fluidity of resources to meet demand
in real time while enhancing the quality of -experience (QoE), enabling
transparency of processing so latency can be  understood for every
component of an application and -facilitating- faster deployment time,
providing a better competitive edge. This requires autonomic management
capabilities that predict problems,-enable self-healing in case of failure of
a system, a global dashboard view that relates business transactions to its
effect on infrastructure supply,-and -guaranteed execution of designated

transactions based on business policy.
The key operating characteristics of RTI are as follows:

e Dynamic allocation of IT supply to real-time demand based on
service contract requirements, including guaranteed execution
response, . -throughput volume, work characteristics, and time
constraints or cost/margin rules. Dynamic allocation is further
augmented through workflow automation that extends the

capability of policy-based alignment of resources.

e Real-time-transaction work management that synchronizes work
characteristics (demand) with resource capabilities (supply) to meet

execution management service contract requirements.
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e Self-healing attributes, such that failures are seamlessly repaired

without human intervention.

e Efficient execution of work on infrastructure that is tailored to the

type of processing needed.

3.5.2. RTI goals

The essence of autonomic management; -and- thus autonomic
communication in Fl, is to enable the autonomic. network- (and the
systems and component that make up the network) to adapt-the services
and resources that they offer in accordance with changing user needs,
environmental conditions, and business goals, all the while ensuring that
context-sensitive business goals are protected. RTI and businesses goals
must work together and think of IT-as an-investment. This requires a shift

in process, people skills, and technology usage.

Business goals combined- with IT goals can-define the goals of RTI’s

design.

e Reduced Time to Market: IT becomes agile enough to add new
services and products, reducing-lead time from months or weeks to

days.

e Business Capacity.: I1T can increase its processing capability as the
business grows, handling unexpected spikes in transactional

demand-in real-time.

e Budget Predictability: 1T can show that its costs are predictable and

proportional-to business growth.

e Competitive Advantage: When fully realized, RTI represents a
significant step toward IT becoming a strategic asset for the
business instead of just another cost centre. IT becomes a strategic

enabler for the business.
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e Business Assurance: |IT can demonstrate SLA performance
guarantees through consistent availability of resources, regardless

of business demands.

o Supply Efficiency: RTI mandates a fluid set of: infrastructure
services that make resources available to meet oncoming demand

at the level that is needed, when it is needed.

e Utilization Efficiency: RTI assumes demand fluctuates for different

applications at different times.

e Reuse: RTI respects and incorporates physical limitations where the
operational characteristics of performance, security, and availability
are compared across the .constituent patterns of applications to

determine similarity.

e Performance through - Localization.- RTIl principles include
consideration for.~ proximity -when- assembling an execution
environment for-collaborating applications (i.e., taking latency and

response time into account).

e Performance. -through. Optimization: RTI designates four
fundamental operating environments (infrastructure patterns) that
facilitate specific operational behaviours. Once analyzed, any
application/service will be able to operate in one of those four

environments:

e Quality of Service: RTI provides a tactical capability to utilize
resources based on business polices that balance: user experience,

efficiency, and cost.

e Improved Processes: RTI tactics affect how systems and

infrastructure are designed, managed, serviced, and utilized.
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Organizational Roles: RTI tactics positively affect how IT
organizations are structured in terms of roles and responsibilities,
providing more agile responses to new needs-and problem

resolution and determination.

Service and Change Management: Dynamic models of operation
require processes and procedures of service, delivery, and change
management to accommodate the “on-the-fly” and *“as needed,

when needed” operations of IT.

3.5.3. RTI business benefits
In summary, these are some of the more readily obtainable benefits of

RTI:

Become more flexible and responsive to-the dynamic needs of the

business.
Simplify and reduce the complexity of the IT environment.

Get more value out of project-and operational IT spending (both

systems and people).
Reduce costs while delivering improved service.

Eliminate dedicated silos of data, systems, and infrastructure as

they exist today.
Reduce the time it takes to build and deploy new business services.

Implement and sustain predictable qualities of service.
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4. GOVERNANCE OF AUTONOMIC
MANAGEMENT

4.1. Introduction

To make networks autonomic, it is important to “identify. the. high-level
requirements of the administrators. Autonomic “infrastructure implies a
guantum step on network operations automation and intelligence that
requires human technicians to go further from the command and control

paradigms.

Governance has appeared as the term to describe the new way
(techniques and functionalities) for -managing autonomous behaviours
instead of being based on the stovepipe type of traditional network

management.

Network governance is almost always interwoven with policies lying at the
highest level of the so-called policy continuum. Typically, business level
policies are defined in this level i.e. high level expression of business
objectives. In the sequel and according to the policy continuum concept
these policies are propagated to. the network going through an arbitrary
set of levels (related to different aspects of the management of a
communications network) where they are being transformed into lower
level policies, until. they. finally reach the element(s) in which to be

enforced.in terms-of low level, technology-specific commands.

This chapter .is the main work that carried out in this thesis. It starts with
a definition -of the Network Governance as part of the UMF, followed by
the most important challenges this task must face in order to successfully
accomplish its' mission. Section 4.3 summarizes technological challenges

that the building of network governance framework faces.
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In contrast, Section 4.4 presents a summary of the current state of the art
of the governance topic and of the different models and mechanisms that
could be of utility when building a governance framework. Section 4.5
presents the approach that is followed in order to achieve the above

mentioned goals.

4.2. Definition of Network Governance

Although one of the goals of Autonomic Infrastructure is that of self-
management, a framework aiming to manage an autonomic network must
include tools to facilitate the control and supervision of the network. It is
Operators who need to lead the business-transformation and it is a must
to ensure human to network communication, if they are to control the
infrastructure, focusing on the business level rather than technical aspects
of the network - which ought to. self-manage thanks to autonomics.
Policies seem to take new. relevance-on this. scenario. The perception
brought to the operator. by this paradigm shift is that of keeping focused

on network governance while-network-management goes autonomic.

Governance is a high level mechanism which involves all functionalities
necessary to address the -gap between high-level specification of human
operators’ objectives and. existing resource management infrastructures
towards the-achievement of global goals. Governance also encompasses
Human-to-Network {(H2N) .communication and the introduction of policies
and ‘business -goals. to the network. It should be underlined that
orchestration features are required so as to coordinate various network
management entities towards achieving global goals (Control of control

loops).

Moreover, the term of “Governance” can be found in several definitions,

for instance:
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e Governance is a decision making process that comprises the
distribution and coordination of lower level decision. making
processes towards the achievement of global goals. Network: and
Services Governance is a comprehensive framework- of structures,
processes and relational mechanisms that addresses  the -gap
between high-level specification of client ‘performance objectives
and existing resource management .infrastructures, Structures
involve the existence of responsible - functions - (i.e.- human
operators). Processes refer to decision making. and monitoring.
Relational mechanisms include business participation and

partnerships.

e Governance is the set of' authorities, processes, and procedures
guiding strategic and -key operational decisions made for the
enter-prise that is state- government. It clarifies relationships and

responsibilities among the entities making up the enter-prise.

e Network governance acts on a self-managed behaviours expressing
high-level business goals - which represent owner and user
performance -objectives and low level primitives and finally address

resources configuration.

e Governance s appeared as the term to describe the new way
(techniques. - and .functionalities) for managing autonomous
behaviours instead of being based on the stovepipe type of

traditional-network management.
4.3. Challenges of Network Governance
This section addresses the challenges for network governance.

An increasing number of heterogeneous devices used from different
places to access a myriad of very different services and/or applications

require a new reliable, dynamic, and secured communication
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infrastructure with highly distributed capabilities [31]. The autonomic
network envisions meeting these features. The complexity of managing
such infrastructure exceeds the capabilities of current Operational Support
Systems (OSS) and is one of the main challenges ‘that . the
telecommunications industry is currently facing. Operators need to change
their vision on current management paradigms; otherwise they will

collapse under the operational weight of managing complexity [32].

The new network infrastructure is highly adaptive and autonomous, and
the resources that compose it operate with-dynamic relationships. Some
functions that were traditionally performed by management systems are
no longer held by them, but autonomously carried out by the network

itself.

Operators will be mostly settled about-decision-oriented operational tasks
for the different network elements. What these decision-oriented tasks are
and how they impact. the decision-elements are main issues. After
introducing automaticity, there is a re-assignment of tasks carried out by
human network managers, which will focus on the network exploitation
enforcement and . planning ‘for the future, rather than continuously

monitoring the behaviour of particular components.

The building-of a network governance framework also faces technological

challenges in five-main topics:
» _Business language:

Network governance is meant to provide a mechanism for the operator to
adjust the features of the demanded service/infrastructure using a high
level language.-In order to achieve this objective a business language may
be required that will help the operator to express what it is needed from
the network. Such a business language may be modelled by the use of

ontology to add semantics and enable machine reasoning on the goals.
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> Translation:

The indications that the operator defined with business language are
afterwards translated to a set of policies that will clearly define the. valid

operating region for the autonomic functionality.
» Reasoning:

Reasoning is also an important challenge in .the scope of network
governance, as it can be exploited for the. mediation and negotiation
between separate federated domains.” In other - words, to allow
interoperability between semantically equivalent, - but® differently
instantiated models, it is required to cover -multiple standards instead of
relying on a single information model. This leads-to the use of ontologies
for allowing semantic fusion and reasoning with-knowledge extracted from

data/information.
> Policies:

Policies are inherent to network governance. Policies specify rules that
should govern the behaviour of the-managed elements. Therefore, policies
may specify constraints, optimization objectives and functionality that
should be followed by ‘the ‘configuration negotiation and selection
component, in the -particular. context. Essentially, this component can
refine the -information that reflects “what” is generally allowed, in the
current situation. This .component constrains the options indicated by the

context-component:

In “particular, network governance is almost always interwoven with
policies lying-at the highest level of the so called policy continuum. In
network governance policies are required for the selection of the optimal
configuration of a service and for the translation from business level

entries and high-level policies to low level policies.

» Configuration enforcement:
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Configuration enforcement mechanisms are necessary in order to apply
the configuration decision. First, it's needed to identify concerned
equipments and request each of them to perform the appropriate
configuration actions. Then, each of the targeted equipments-has. to
translate and enforce the decision. The term configuration implies self-
configuration and includes both configuration and-reconfiguration. actions
(re-optimizations). Reconfiguration actions can be triggered in order to
adjust the configuration parameters following - network, ‘service and

customer conditions.

In short, the real challenge of this task is-to design a Network Governance
framework based on four technological pillars (high-level language,

reasoning, policies and distribution) that results in a system that is able to:

e work with proper business-rules-and policies, while connecting high
level goals and network resources “in order to provide the

administrator with an appropriate governance interface.
e guide infrastructure behaviours while offering a service view

e offer mechanisms that assist the operator to express goals,
objectives, constraints and rules to ensure the desired operation of

his autonomic network.

e provide a friendly human interface, aiming to be easy of use, that is

not to be used only by highly specialized technicians.
e work in a reliable way, and be able to demonstrate its reliability
e help to convince the operators of the bondage of adopting

autonomic -approaches.

4.4. State of the art
Governance has appeared as the term to describe the new way

(techniques and functionalities) for managing autonomous behaviours
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instead of being based on the stovepipe type of traditional network
management. Prior to putting this in our analysis, we first recall that
policies are intrinsic to network governance. In particular, ~network
governance is tightly interlaced with the concept of policy continuum.
Typically, business level policies are defined in the highest level, that is,
they express business objectives. In the sequel and according to the policy
continuum concept these policies are propagated to the-network ‘going
through an arbitrary set of levels (related to different aspects of the
management of a communications network) where- they -are being
transformed into lower level policies, until they finally reach-the element(s)
in which to be enforced in terms 'of low- level, -technology-specific

commands.

4.4.1. Network Governance
In this section is presented a summarized state of the art of autonomic
architectures, frameworks and -projects, -including their contribution to

governance.

4.4.1.1. Autonomic Architecture “4WARD”

AWARD architecture was developed -during the FP7 4WARD Project [33]
which lasted from 1 of January 2008 to 1% of July 2010. 4WARD project
[33] aimed to increase the competitiveness of the European networking
industry -and “to. improve ~the quality of life for European citizens by
creating a family of dependable and interoperable networks providing
direct and. ubiquitous access to information. 4WARD’s goal was to make
the development of networks and networked applications faster and easier,
leading- to both -more advanced and more affordable communication

services.

The approach proposed in the 4WARD project is called In-Network

Management (INM). Its basic enabling concepts are decentralization, self-
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organization, and autonomy. The idea is that management tasks are
delegated from management stations outside the network to-the network
itself. The INM approach therefore involves embedding -management
intelligence in the network, or, in other words, making the-network more
intelligent. The managed system now executes management functions on
its own. It performs, for instance, reconfiguration or-self-healing in an

autonomic manner.

In order to realize this vision, a management entity with processing and
communication functions is associated with- each- network element or
device, which, in addition to monitoring and configuring local parameters,
communicates with peer entities in its proximity. Thecollection of these
entities creates a management. plane, “a thin layer of management

functionality inside the network that performs-monitering and control tasks.

The potential benefits of the INM. paradigm include the following

properties:

e A high level of scalability-of management systems. For instance, in
terms of short execution times and low traffic overhead in large-
scale systems.- This will allow for effective management of large

networks.

e Fast reaction times in response to faults, configuration changes,
load changes, etc.. This increases the adaptability of the network.
Together with-embedded functions, this will lead to a high level of

robustness of the managed system.

o. A high-business value for INM technologies. The higher degree of
automation of INM solutions, compared to traditional ones, permits
the reduction of operational expenditures. Capital expenditures are
also reduced since INM technologies enable a more efficient use of

the network infrastructure.
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Governance of the network in 4WARD architecture was proposed under
the concepts “Governance Stratum” and INM in different work packages
and partially demonstrated by an integrated prototype. For the network

a policy-base rule [34].

4.4.1.2. Autonomic Architecture “AUTOI1”

This section presents a new autonomic management. architectural model
developed in the Autol project ([35] - [39]), which will last from January
2009 — September 2011. This model applies to the self-management of
virtual networks over any existing network infrastructures. This
architectural model consists of a number. of distributed management
systems described with the help of: five abstractions - the OSKMV planes:
Orchestration Plane (OP), Service Enablers-Plane (SP), Knowledge Plane
(KP), Management Plane (MP). and Virtualization Plane (VP). Together
these distributed systems form . a software-driven network control
infrastructure that will run on-top of all- current networks (i.e. fixed,
wireless and mobile -networks), servicing physical infrastructures. This
provides a means .for networked- devices or attachments to connect to
each other and' through each other to the outside world, providing
seamless service provisioning. The main purpose of the OSKMV planes is
to make the Future- Internet of Services self-knowledgeable, self-

diagnosing ‘and ultimately fully self-managing.

In the Autol model the governance functionality was developed as part of
the Orchestration-plane: A specific Distributed Orchestration Component
(DOC) was . developed as a network service. It collects appropriate
monitoring data .in order to determine if the virtual and non-virtual
resources -and ‘management services that it governs need to be
reconfigured. Business goals, service requirements, context, capabilities

and constraints are all considered as part of the decision making process.
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The governance is performed by the set of Autonomic Management
Systems (AMS) that are responsible for managing each component or set
of components; each AMS uses the Virtualization System Programming
Interface (vSPI) to express its needs and usage of the set of virtual
resources to which it has access. The vSPI is responsible for determining
what portion of a component (i.e., set of virtual resources) is allocated to
a given task. This means that all or part of a virtual resource can be used
for each task, providing an optimized partitioning -of virtual resources
according to business need, priority and other requirements. Composite
virtual services can thus be constructed using all or part-of the virtual

resources provided by each physical resource.

4.4.1.3. Autonomic Architecture “CASCADAS”

Integrated Project FET CASCADAS (FR7) ([40], [41]), which lasted from
January of 2006 till December of 2008, put forward the vision of a service
networking eco-systems, for convergence of Telecommunications, ICT and
Future Internet. Architecture-is based on a distributed framework of
autonomic lightweight components, abstracting resources and interacting
with each other to provide services and functions. Project developed and
assessed a tool-kit based on Autonomic Communication Elements (ACE)
and some related libraries (e.g. for self-management, self-organization,
security, knowledge networking) to demonstrated experimentally a use-

case.

ACEs represent an engineering effort aimed at providing a component-
model through' which- heterogeneous basic services can be designed and
developed in accordance with requirements drawn from self-* properties.
In ACE model, high level policies are specified by human Operators
through a number of states, along with the transitions that lead the ACE
execution process from one state to another, in a way similar to 1/0

Automata. In terms of ACEs, these policies are called plans. They
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represent structured behavioural directions an ACE is required to follow,
and the overall ACE behaviour can be specified within one or more plans
that can execute concurrently or sequentially. The totality of plans
specifies the overall behaviour for an ACE, and is enclosed in the ACE’s
self-model. The ACE behaviour can be enhanced with. modification rules,
through which it is possible to specify the circumstances under which the
original behaviour can be relinquished, along- with the.new. behavioural
directions to follow. The ACE behaviour is specified explicitly, with the help
of a definition language. It is possibility to ‘isolate part of the behaviour
specification within the self-model of one ACE and share it as a sort of
behavioural pattern among ACEs of similar -nature.- This “Behavioural
Reusability” is achieved through Common Behaviours, i.e., a self-
contained set of plans, states and transitions that are made available
among a set of ACEs requiring: their-usage. This feature enable the reuse
of already existing plans,-so-as to ease the development of self-models.
However, their use also opens a much wider range of possibilities in terms
of dynamic adaptation and extensibility. For instance, consider an ACE-
based ecosystem where ACE instances. (phenotypes) behave according to

their self-models (genotypes). A detailed description is reported in [42].

4.4.1.4. © End-to-End Efficiency (E3) Autonomic
Architecture

Designed in_the context of the EU funded IP project “E®> — End to End
Efficiency” [43] which lasted from January 2008 until December 2009. Part
of this architecture -has been approved as a feasibility study by the ETSI
Committee Reconfigurable Radio System (RRS) [44].

E® used an evolutionary approach i.e. gradual, non-disruptive evolution
which incorporates principles of existing network management systems,

such as reconfigurable radio networks based on Software Defined Radio
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(SDR), with new approaches, such as Cognitive Wireless and self-x

Networks.

The aspect of goal-based management and policy-based decision-making
as an approach of governance has been investigated in E> in various
mechanisms. For example, the approach for self-organizing cognitive
network elements is based on such a framework and utilizes policy rules
to achieve dynamic cluster formation of ‘network nodes, targeting
energy/topology optimization. The interfaces of the Dynamic. Spectrum
Management (DSM) and the Dynamic Self-organizing Network Planning &
Management (DSNPM) are used as the human to network interface and
specifically for the update of policy rules [45].-.Since; business oriented
policy based management is not generally introduced in E*, support for

governance is achieved with low level policy based management.

4.4.1.5. Autonomic Architecture “FOCALE”

“FOCALE” is an architecture developed- in-Motorola Labs - Waterford
Institute of Technology ([46], [47]) -and relies on a dynamic knowledge
base with learning-and reasoning mechanisms, and it emphasizes the role
of the Information - Model (DEN-ng) as a prerequisite for relevant
knowledge dissemination. It makes use of distributed agent driven by a

policy-based.manager through-business objectives.

Network governance in FOCALE is envisioned through the definition of

high level policies that are translated to more specific ones so forth.

Business objectives -described in terms of goals are enforced in the
autonomic. system and translated between different levels of the policy
continuum. The Policy Continuum guides the transformation of goals into
policies, which contain actions that are enforced at the appropriate control

point.
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So, governance criterion is ranked as Business oriented Policy based

Management / Governance of autonomic network elements.

4.4.1.6. Autonomic Architecture “GANA”

Generic Autonomic Network Architecture (GANA) was developed during
the EC FP7 EFIPSANS PROJECT (INFSO-ICT-215549) which lasted from P
January 2007 till 31%' December 2010 and it adopted incremental or
evolutionary approaches ([48], [49]).

According to GANA architecture the network -governance.-interface is
meant to provide a mechanism for the operator-to adjust the features of
the demanded service/infrastructure “using a high level language.
The operator expressed what it was. needed from the network through a
business language and then that language was modeled by the use of
ontology to add semantics and enable machine reasoning on the goals.
These indications are afterwards ‘translated to-a set of policies that will

clearly define the valid operating region for the autonomic functionality.

In order to achieve this objective the GANA framework provides the
concept of “Network Profile” as the tool to distribute the information on
how the network should. behave. A Network profile is actually a

mechanism for policy encapsulation and distribution.

So, governance -criterion-is ranked as Business oriented Policy based

Management / Governance of autonomic network elements.

4.4.1.7. - Autonomic Architecture “Self-NET”

The Self-NET -architecture is the outcome of the Self-Management of
Cognitive Future. InterNET Elements Project of the 7" Framework
Programme-(FP7) of the European Commission whose duration is from 1%
May of 2008 till 30" November of 2010 (30 months) [50]. Self-NET follows

an evolutionary approach since successful principles of existing network
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management systems have been taken into account and new paradigms

(cognitive systems, complex systems) have been adopted.

The Self-NET architecture allows the description and update of policy. rules
that are used for the transfer the goals of a network operator- for
communication systems’ governance, for the.  identification- - of
faults/optimizations and for the selection of the appropriate configuration.
The Self-NET architecture used certain interfaces such as the human to

network interface for the update of the policy rules.

4.4.1.8. Outcome of the several autonomic
architectures

To conclude, many of the examined “initiatives- worked towards a real
governance of self-managed behaviours-aiming at resulting into autonomic
networks and systems with the ability-to dynamically adapt to changes in

accordance with high-level business policies([35], [46], [52]).

The analysis also showed that a great set of the examined architectures
adopted traditional management solutions. They covered lower level policy
based management. with the focus being placed on the network side in
particular, but they do not consider- high level business goals nor offer a
service view. Sometimes-the aspect of governance was not even captured

as an item of their research agenda [52].

Last but not least; little attention was paid to the novel type of dialogue
between a human-. network operator (HNO) and the envisaged, self-
managed -network and in particular to the innovations and peculiarities
that most.probably -the HNO will need to handle while migrating to this

new type of management.

A more detailed elaboration on the state of the art can be found in the

Milestone MS24 document of UniverSelf project [51].
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4.4.2. Business language

In large-scale, distributed systems such as a production-level autonomic
network, an implicit or explicit agreement between a client and a service
provider specifies service level objectives, both as expressions of client
requirements and as provider's assurances. These  objectives - are
expressed in a high-level, service-, or application-specific manner rather
than requiring clients to detail the necessary -resources. There-have
already been some efforts aiming to consolidate-high level information in

the form of a business model or language.

4.4.2.1. Common Information Model

The Common Information Model (CIM)-[53] provides a common definition
of management information for. systems, -networks, applications and
services, and allows for vendor extensions.. The CIM model is proposed by
the Distributed Management Task Force: (DMTF), which is an industry
organization that develops, maintains and promotes standards for systems
management in enterprise IT. environments. CIM's common definitions
enable vendors to. exchange semantically rich management information
between systems throughout the network. CIM is composed of a
Specification and a Schema. The ' Schema provides the actual model
descriptions, while the Specification defines the details for integration with
other management models. In addition, the CIM Policy Model [54] based
on the CIM maodel enables administrators to be able to represent policies
in a vendor-independent and device-independent way. Thus, service level
and -other.-high-level policy abstractions can be supported, and be
translated -to device-specific configuration parameters at a lower level,

across an aggregate of heterogeneous managed entities.

4.4.2.2. Shared Information and Data model
The Shared Information and Data model (SID) [55] is a set of

comprehensive standardized information definitions, developed by the
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TeleManagement Forum (TMF), acting as the common language for
building easy to integrate OSS (Operational Support System)-and BSS
(Business Support System) solutions. The SID model focuses on what on
business entities and associated attribute definitions. The -adoption of the
SID as the industry’s standard information model is growing rapidly, with
many service providers, vendors, and systems integrators using the SID as

the basis for their development and integration.

4.4.2.3. Other type of formalization

Often the business information is formalized in-a Service Level Agreement
(SLA). It is worth mentioned the standardization-work of Web Services
Agreement (WS-Agreement) [56], which defines a protocol and the
respective abstract model for linking agreements to' services, irrespective
of the domain-specific details of contract terms. The EU funded SLA@SOI
project, as part of its research agenda, has proposed a syntax grammar to
express SLAs [57], including the business terms [58] needed for the

relationships with the customers and with third parties.

4.4.3. Translation mechanisms

Network operators, on-the other hand, require low-level, resource specific
performance- criteria that can easily be interpreted and provisioned. As a
consequence, a framework that addresses the gap between high-level
specification of. client performance objectives and existing resource

management infrastructures of network operators is traditionally required.

Former European projects have developed some work relative to
translation. EFIPSANS project has implemented a mechanism that allows
the translation from high-level goals to network policies [59]. A prototype
has been developed, based on an ontology model, and implementing the
translation by means of SWRL rules. Nevertheless, the generated policies

described only the specifications for the network monitoring. That is, only
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a fraction of the service lifecycle was covered. SLA@SOI project presents
a theoretical approach [60] for the translation of SLAs across-layers, but

an implementation has not yet been achieved.

4.4.3.1. Semantics & reasoning

Ontologies are formal representation of knowledge within-a domain,- that
is, a description of concepts and relationships between them. The
importance of the ontologies comes from ‘the fact that they enable
knowledge sharing and reuse [61]. In the last years, several ontology

languages have been developed, both proprietary and standards-based.

4.4.3.2. DARPA Agent Mark-up Language

The WWW Consortium (W3C) developed the Resource Description
Framework (RDF) a language for encoding-knowledge on Web pages to
make it understandable to electronic-agents searching for information. The
Defence Advanced Research Projects-Agency (DARPA), in conjunction with
the W3C developed the-DARPA ‘Agent Markup Language (DAML) by
extending RDF with more expressive constructs aimed at facilitating agent

interaction on the Web.

4.4.3.3. Web Ontology Language

Some years later, the W3C Web Ontology Working Group presented the
OWL (Web Ontology Language) [62], which is one of the most popular
ontology - languages.- -OWL is a mark-up language to describe the
properties-and- capabilities of the information in such a way that the
descriptions- can-be-interpreted by a computer system in an automated
manner. OWL allows applications to automatically discover, compose, and
invoke services in a dynamic services-oriented environment. It can be
enhanced with an inference engine in order to allow reasoning. In addition,
OWL is maintaining as much compatibility as possible with the pre-existing
languages, including RDF and DAML. Recently, the W3C OWL Working
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Group, a follow-on group of W3C Web Ontology Working Group,
developed the OWL2. OWL2 is an extension and revision of OWL and it is
designed to facilitate ontology development and sharing via the Web, with

the ultimate goal of making Web content more accessible to-machines.

4.4.3.4. Semantic Web Rule Language

SWRL (Semantic Web Rule Language) [63] is a proposal-for a Semantic
Web rules-language, combining the Ontology: Web Language (OWL) and
the Rule Markup Language (RuleML) [64]. Both rules-and ontologies are
necessary for the service descriptions and play complementary roles: while
ontologies are useful for representing hierarchical categorization of
services overall and of their inputs and outputs, rules are useful for
representing contingent features. .such . as- business policies, or the
relationship between preconditions and-post-conditions. SWRL enables to
“build rules on top of ontologies': it enables rules to have access to
ontological definitions for. vocabulary - primitives (e.g., predicates and

individual constants) used by the rules.

4.4.4. Policy model, Policy language & Policy framework
Network Governance heavy relies 'on a policy based Management model
for defining and controlling the-network behaviour shifting from classical
paradigms-focused. on individual devices/entities management. Policies are
a set of pre-defined rules (defined actions to be triggered when a set of
conditions are fulfilled) that govern resources, including conditions and
actions that are “established by the administrator with parameters that
determine when the policies are to be implemented in the network. In the
case of a Telco Operator, policies are defined based on the high-level
business objectives of the services on one hand and on the other hand on
the SLA agreed with its customers and third party Service Providers.

Policies allow changing the behaviour of a system without changing its
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implementation, creating adaptable systems whose behaviour can be

altered dynamically.

Although Policy Based management (PBM [62]) seems to fulfil some-of the
governance requirements, current architectures need to be enhanced to
include the key concept of knowledge and context awareness. Most PBNM
(Policy Based Network Management) systems define low-level policies that
manage changes in routers, switches or firewalls. The link between the
business needs and the configuration of the. network resources and
services is missing. Novel concepts such as the usage-of the network
context to determine the modifications in-network services.and resources

are not present in these approaches.

In contrast, the DEN-ng information -model [63] includes policy and
context sub-models, and has. been expressly-constructed to facilitate the
generation of ontologies, so that. reasoning about policies constructed
from the model may be done. A-policy language can also be derived from
the model. This holistic construction of information model, ontologies and
policies makes it suitable for the government of management entities.
DEN-ng is built ‘on-the-3 principles governing the system: capabilities,
constraints and context with- the following precisions. Capabilities
normalize the set of functions available in the same type of managed
object made by -different vendors. Context defines the current
environment, objectives, obligations and policies governing the behaviour
of the system.. Constraints define which capabilities can be used as a
function of -a ~particular context. These three principles enable the

behaviour of the system to be abstractly modelled.

DEN-ng specific improvement is to define not only the static characteristics
of the managed entities but also dynamic ones (behaviour) in a manner
independent of any specific type of repository, software usage or access

protocol.
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Related with DEN-ng is the concept of the Policy Continuum [64], which
defines a framework for the development of stratified sets of policy
languages, tied together by a common information model. This helps
ensure the consistency of the policies deployed across a system and
facilitates policy-based analysis processes. This continuum concept seems

to be suitable for the achievement of the objectives of Task 2.3.

The DEN-ng information model and the concept of Policy. Continuum are
realized in the context of FOCALE autonomic architecture ([53], [46]). The

FOCALE architecture is based on five key concepts:

e The use of a shared information model capable of harmonizing the
different data models that are used in Operational and Business
Support Systems (OSSs and-BSSSs).

e The knowledge extracted- from information and data models is
augmented with the use of ontologies in order to be capable of
representing the detailed semantics: required to reason about

behaviour.

e The existence of an information-model able to generate ontologies

for governing behaviour.

e The policy model is linked to a context model, so that policies can
be written that adapt offered resources and services according to

context changes.
e The use of machine learning and reasoning.

Finally, it is worth mention here the commercial solution PCRF (Policy and
Charging Rules Function), defined as a node that at runtime determines
the policy rules to be applied in a multimedia network. Currently different
implementations are available from different vendors, such Huawel,

Openet, Camiant/Tekelec.
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4.4.5. Conflict resolution

The use of a policy based management system may potentially lead to the
appearance of conflicts between policies. These conflicts may be resolved
informally by human managers, but the goal of the Network Governance
Framework is to provide an automated mechanism to recognise them-and
resolve them. A general purpose algorithm for policy conflict detection and
harmonization has been implemented in KaOS project [65]. Using DAML
policy ontologies, the method is based on an assignment of priorities to
policies. In case of conflict, the numeric priority and the update times are

the criteria used to determine the precedence.

[66] and [67] present an exhaustive work where the-use of information
models and ontologies that represent- relationships between policy
components facilitate the detection of conflicts. The-approach includes the
design of an analysis algorithm . for:the- policy continuum concept that

could be used to analyze policies at the different levels of the continuum.

A different approach .is introduced in.[68], which describes a framework
for policy analysis, conflict detection and resolution applied to the QoS
management for DiffServ networks. Event Calculus is used as the
underlying forma representation of policies, systems behaviour and rules

to detect the presence of conflicts.

4.4.6: Distribution & enforcement mechanisms

The different approaches have found different solutions to the problem of
distributing the paolicies to the managed elements. EFIPSANS [48] project
has defined its own-mechanism for the communications between managed
entities; the ONIX. (Overlay Network for Information Exchange). ONIX is a
distributed system of servers, that supports publish/ subscribe, query and
find type of services for Information and Knowledge such as Capabilities of
network elements, Profiles, Goals and Policies of the autonomic network,

pointers to resources and Data, and other types of Information/Knowledge.

49



M.Sc Thesis Maria A. Akezidou

DEN-ng defines a hierarchy for policy management application [69]. It
splits the functionality of a Policy Enforcement Point into-.a Policy
Execution Point (PXP — that implements specified policy actions) and a
Policy Verification Point (PVP — that ensures that the policy. actions were
executed correctly and with the expected results). A Policy Decision Point
(PDP) distributes various levels of decision-making amount global and
local scopes. DEN-ng defines a PolicyServer as consisting -of at least one
PDP, PXP and PVP, while a Policy Broker is the entity that enables-multiple

Policy Servers to negotiate and exchange policies.

4.5. Describe the adopted methodology/
approach

4.5.1. Human-To-Network (H2N) interface
This section describes a Human-to-Network (H2N) interface that is being

developed as part of the Governance functional block (Figure 1).

Governance

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Knowledge

Base
Profiles

—_—

Policies

ontext

Acquisition and

Ma Configuration

- ———)
Negotiation & i

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 1: UMF functional blocks

The main functionality of this H2N interface is to provide a tool for the
human operator to insert high-level business goals, which are then

translated autonomously into technology-specific terms autonomously so
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that the human operator does not need to deal with any technical details.
A high-level view of the role of the H2N interface is depicted.in Figure 2.
Business goals may be related to the introduction of a new. application,
sets of user classes for the application, sets of Quality-of Service (QoS)
levels for each user class of the application, etc. This introduction can be
related to a specific location, time period, volume of users, etc.
Furthermore, the H2N interface allows - the -associations of
applications/services with User Classes, QoS levels, network technologies,
other applications, QoS levels with QoS parameters. This influences the

Policy functional block.

3. Application
4. UserClasses
] Settin 5. QoS h's-vel.s
; gzﬁ??esss:on of Request } Inputs . 9 outputs { 6. Location
usiness goals 7. Time
8. UserValue
U 9. Policies:rules

Figure 2: High-level view of H2N interface role

Moreover, the H2N interface allows for the configuration of the number of
users anticipated for an application, the corresponding user class and
Quality Level in a certain location and at specific time zone. These high-
level objectives/policies need to -be further propagated to the network
going through .an arbitrary set of levels (related to different aspects of the
management -of a communications network) and be transformed into
lower level policies. so that they reach the element(s) in which to be
enforced. in terms - of low level, technology-specific commands.
Conseguently, the already set business goals are forwarded to the Context
Acquisition functional block (Figure 1) in order be translated from service
requirements into' network configuration (technology-specific terms) and
leave the system to autonomously work out the situation and meet the

objectives. The H2N interface also allows feedback, e.g. the result of
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diagnosis or a visualization of the monitoring to the system

administrator/operator.

4.51.1. Information flow

As already introduced, governance allows the introduction of the business
level goals/policies in high level terms through the human-to-network
(H2N) interface. Typically, business level policies. define high . level
expression of business objectives. In the sequel and according to the
policy continuum concept these policies are propagated to the network
going through an arbitrary set of levels (related to different aspects of the
management of a communications’ network) where they are being
transformed into lower level policies; until they finally reach the element(s)
in which to be enforced in terms of. low level, technology-specific
commands. Policy derivation -and management translates high level
goals/objectives provided through Governance into low level policies and

often into low level self-configuration enforcement policies.

In the scope of the work done so far on the H2N interface, two types of
high-level policies:and -corresponding messages have been identified:
Business level entries and Associations, analysed in sub-sections 4.5.1.2
and 4.5.1.3 respectively. In-terms of low level policies, enabling self-
configurationof user devices and network elements, a first specification of

Configuration policies is provided in sub-section 4.5.1.4.

4.5.1.2. Business level entries

This-sub-section- presents business level entries as an example of high-
level goals (policies). Business level entries are information provided at the
business-level related to the number of users anticipated for an application,
user class, in‘a certain location and time zone. In more detail, as can be
observed in Figure 3, business level entries comprise information on the

Number of users, the Traffic percentage, i.e. the number of concurrently
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active users anticipated, the Location (e.g. Piraeus, Athens-center, ...), the
Time Zone (e.g. 08:00-11:00, 21:00-22:00, ...), the Application (e.g.
IPTV, ...), User Class (e.g. Gold, Silver, Bronze, ...), Quality Level (e.g.
High, Medium, Low), Quality level parameters (e.g.-Bit rate, delay,

jitter, ...) and the Mobility pattern (e.g. High, low, train, car, ...).

Business Level Entry
Number of users
Traffic percentage

Location
Lacationl
LocationName
Xeoords
¥Coords

Time zone
Start Time
End Time

Application
Application 1D
Application Name

User Class
User Class ID
User Class Name

Quality Level
Quality Level ID
Quality Level Name

Quality Level Parameters
Parameter ID
Parameter Name
Parameter reference values

Mobility pattern
Mability 1D
Mability Name
Mability type

Figure 3: Business'level entry structure

4.5.1.3. .~ Associations
This sub-section presents associations entries as an additional example of

high-level goals (policies). Associations are high-level policies that specify
rules related -to the relationship of applications with user classes and
quality levels, the relation of a certain application with other applications
and the relations between user classes. As can be observed in Figure 4, an
association comprises information on a set of applications. Each
application may be associated with one or more User Classes. Each User
Class may be associated with one or more QoS levels. Each QoS level is

associated with one or more QoS parameters.
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Association

Application
Application ID
Application Name

User Class M
User Class ID
User Class Name

Quality Level
Quality Level ID
Quality Level Name

Quality Level Parameters
Parameter ID
Parameter Name
Parameter reference values

Figure 4: Structure of high-level-policies. (associations)

4.5.1.4. Configuration policies

Configuration policies specify rules-or constraints that should be taken into
account for the selection of .the optimal-configuration of a service area,
Access Point or Device. Configuration policies should be derived from
business level entries and high-level. policies/associations (Figure 5). A
configuration policy is formulated as.a set of a Compound Policy Condition
and a Policy configuration,-A- Compound Policy Condition comprises a
Logical Expression (e.g- AND, OR, XOR) and one or more Compound
Policy Conditions or Policy Conditions. A Policy Condition encompasses a
Policy Expression-(e:g.. "equals”, "greater than", "greater equal”, and "less
than”, "less equal", etc) and a Policy Argument. A Policy Argument
includes User Class,  Location, and Time zone information and basically
indicates. the user-devices that are affected by the specific policy. A Policy
Configuration-indicates the Radio Access Technologies (RATs) that can be

operated by transceivers of Access Points, as well as certain frequency

bands per RAT in a certain service area. Moreover it also may specify the
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services and corresponding QoS levels that can be provided over certain

RATSs.

Policy

CompoundPolicyCondition

LogicalExpression

CompoundPolicyCondition

or
PolicyCondition

PolicyConfig

TRX ID (optional)
RAT

Frequency
Priority

Service
Service ID
Service Name

Quality Level
QualityLevellD
Cost

PolicyCondition

PolicyExpression

~

/

AN

i PolicyExpression: e.g: : equals, greater, :
t less, lessequal, greaterequal etc :

UserClass
UserClassID
UserClassName

Location
LocationID
LocationName

Timezone

StartTime
EndTime

Figure 5: Configuration Palicies structure
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5. IMPLEMANTATION AND
FUNCTIONALITY OF H2N INTERFACE

5.1. Introduction

In this part a detailed overall presentation of the interface that was
developed will be made. As previously noted Human-to-Network interface
is a high level governance mechanism which enable operators to express
their objectives in order to introduce policies and business goals to the

network.

The technical specifications of the integration and the design issues taken
into account to built the interface are presented in section 5.2. Thus, the
functionality of the H2N interface is presented in section 5.3. Finally, this
part concludes with the introduction of ‘the -next phases and a brief

presentation of the sequel UMF functional block.

5.2. Implementation Requirements
H2N provides a graphical user interface (GUI) allowing operator to interact
with the system. The current version of the H2N interface is a Java code

written interface part of which can be found in APPENDIX I:

Governance - functional block -is an agent that can be defined as an
autonomous entities situated in some environment capable of flexible
behaviour. -Being-an agent, it allows view a system as being composed of
autonomous interacting-entities which pursue their own goals and act in a
rational. manner. For that reason it is built in Java Agent DEvelopment
Framework (JADE) [70], which is an open-source, agent platform that
provides various application orchestration functionalities and allows for

high- level interfacing mechanisms between components based on XML.
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JADE Agent Platform [71] provides a full environment for agents to work.
JADE is fully implemented in Java and it includes a bundle of tools that

simplify platform administration, application development and deployment.

JADE platform is composed of agent containers that can-be distributed
over the network. Agents live in containers which are the Java process
that provides the JADE runtime environment and all the services needed
for hosting and executing agents. There is a special container, called the
main container, which represents the bootstrap point of a platform. Main
container is the first container to be launched and- all other containers
must join to a main container by registering with it. If. another main
container is started somewhere in_the network-it constitutes a different
platform to which new normal ‘containers can possibly register. As a
bootstrap point, the main container has the following responsibilities: it
manages the registry of all container nodes. composing the platform;
manages the registry of all agents present in the platform including their
current status and location; and hosting the Agent Management System

(AMS) and the Directory Facilitator (DF) agents.

JADE provides a homogeneous set of APIs that are independent from
network and -java version (i.e.-same APIs for JEE, JSE and JME java
environments) [72]. The JADE run-time environment can be executed on

a wide range of-devices ranging from servers to java enabled cell phones.

JADE- allows -agents -to - dynamically discover other agents and to
communicate with them according to the peer-to-peer paradigm. From
application point of view, each agent is identified by unique name and it
provides a set of. services; it can register and modify its services and/or
search for-agents providing given services, it can control its life cycle and,

finally, it communicates with all other peers.

In Figure 6 is the depicted the Jade platform that was used in our

implementation. This figure is constructed by two parts; the left part
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depicts the containers which functionality just described above and the
right part which depicts the active agents and their messages’. exchange.
As already described in section 4.5.1.3 in H2N interface is composed an
Association Notification message, including the specifications that. are

shown in Figure 4, which are:
e Associations of applications with user classes -and quality levels
e Relation of a certain application with other applications
e Relations between user classes

e Recommendations regarding the association of -application and

network technologies (including potential affiliate providers).

When the other agent receives. this. -message it responses with an
acknowledgement which is called AssociationNotificationAck. The latter
agent is the Context Acquisition- Function- block (brief mention can be

found in section 5.4).

A second message  is also - shown at the below figure
(BusinessLevelEntryNotification) which is also composed in H2N interface
and includes specification of user classes, QoS levels, target location and
time, volume of users etc of an application (see section 4.5.1.2 and Figure
3). Context Acquisition. Function block response again at Governance
agent with an_acknowledgement by sending the requested parameters,

called BusinessLevelEntryNotificationAck.

All above. mentioned messages are Java classes which are referred as
“plans”in_the XML file of Governance agent. Their code can be found in
the APPENDIX I:
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.+ sniffer0@NIKOS-VI: 10BBIJADE - Sniffer Agent

Actions About
[ =Z0d eea W ;-
¢ B3 AgentPlatforms : ’
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¢ B3 Main-Container

B ofi@MIKOS-vI 1088/ADE
@ sniffer0@MIKOS-\1 1088/ADE
B RMARNIKOS-VI1088/A0DE
B ams@MIKOS-1 1088/ADE
o @3 Container-1
o B3 Container-3
o B3 Container-2
¢ @ Container-4
B GOVERNANCER Y1 1088/JADE :
sniffer0-on-Container-d@MIKOS-vI- 10884ADE | -
¢ B3 Container-5 :
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*
AssogiationNotific atjopAck
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Figure 6: Depiction-of Jade platform

To combine agents JADE in multi-agent environment that has «beliefs»,
«goals» and «plans» we chose the platform Jadex. The Jadex project
accommodates these properties with-an open research map and will allow
us to consider especially-the communication of agents in multi-agent
environment. The beliefs, goals and plans are the objects of first-class for
agent, which we can Dbe create for agent and which we can be

manipulated.

Firstly, in an agent file is used the <belief> tag that provides a name and
a type. The-name-is used to refer to the fact(s) contained in the beliefs,
and the type specifies the (super) class of the fact objects that can be
stored -in the-beliefs. - In our case the name is “gui” and the type is
“class=GOVERNANCEgui”.

This belief-is. has a goal, called “startGOVERNANCE” which initialize the
whole agent’s functionality. Last but not least, Governance agent contains
«plans» and "«events» which are both java classes and refer to the

message event and the each message respectively.
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Last but no least, for the integration of this tool is also used a SQL
database. The current database was called “governancedb”. and its
functionality was to keep a registry of the changes and the. rules which
structure defined policies. In other words, its functionality . can. be

characterized similar with that of Directory Facilitator.

The “governancedb” includes several tables which- are- modified-in real
time from H2N interface with “insert”, “delete”; “select”- etc commands.

Such tables are:

e initparameters e - servdata

e initsq e - servrules

e locationdata e techdata

e mobilitydata e timezonedata
e parametersdata o trfdata

e poadata o trfrules

e (ualdata e ucdata

This database was built with the use of “EMS SQL Manager 2005” program.

5.3. Functionality of H2N interface
Figure 21 provides an -overview of parameters that can be modified
through the Graphical User Interface (GUI) of the H2N interface developed

so far, In sequel,-each parameter is analyzed.
> Application

In other word is called as a service and it is the main body of H2N
interface.  ‘Polices that are derived from this tool have as core the
applications. Figure 8 depicts its modification. More specifically, there is a
list in the upper part of this figure that addresses the already defined

applications. These can be edited by changing their name or deleting
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them. In addition, a new one can be added by typing its name in the field

at the bottom of this page and pushing the appropriate button.

The buttons hide the functionality of the tables’ editing in the database. In

current case the table that is modified is the “servdata”.
» User Class

Similar functionality with applications has the modification of “User Class”
parameter (see Figure 9). However, the “ucldata” table in the database is

modified in this case.

User Classes offer a way to organize applications-into groups, which can
aid in performing group-level actions. For. example, some these
categorizations are gold, silver, bronze,-normal, etc.

l/Settings rnssuciatiuns rTraﬁc Rules | I

Select what pou want o modify:

(s Applications {1 User Class

) QoS Levels ) QoS Parameters
" Technology _ Location
I CAP ' Timezone

(i Mobility Pattern

Figure 7: Menu that give options for parameters’ modification
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GOVERNANCE EEX

l/ Settings rnssnciaﬁnns rTraﬁc Rules |

Select what pou want to modify! *Application:
Voice
i@ Applications ) User Class Video Conference
Internet
MOBILE TV
1 QoS Levels ) QoS Parameters
_! Technology ) Location
i) CAP ) Timezone
name : |
{_ Mobility Pattern ‘ ‘ ‘

Figure 8: Modification-of “application” parameter

GOVERNANCE EEX

| settings | Associations | Trafic Rules |

Select what ypou want fo madify: *User Class:
Gold
(1 Applications (# User Class Sitver
Bronze
Normal
i) QoS Levels ! QoS Parameters Medium
Basic
i1 Technology ) Location
I CAP 1 Timezone
- name : |
_ Mobility Pattern ‘ | ‘ |

Figure 9: Modification of “user class” parameter

» QoS Levels

Each application can adapt to a new level of QoS. But what is the QoS
level? The level of Quality of service is the ability to provide different

priority to different applications, or to guarantee a certain level of
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performance. These can be guaranteed by QoS parameters that we will se

in the sequel.

As we can see in Figure 10 the QoS level is defined by a “name”, .its
association with an application and a set of parameters. For the editing-of
the parameters that match to each QoS level there is an additional option
in this option of GUI, as Figure 11 shows, which offers menus with
parameters names and values so that the user to select the right values
for each QoS level. This is importance -as the QoS guarantees the
network’s efficiency, especially for real-time streaming ‘multimedia
applications such as voice over IP, online.games and IP-TV, since these
often require fixed bit rate and are delay sensitive, and-in networks where
the capacity is a limited resource, - for example in cellular data

communication.

P GOVERNANCE ElEE

| settings | Associations | Trafic Rules |

Select what pou want o modify! *Qos Levels:
Gold

I Applications () User Class Sihver

Bronze

Normal

A T

8! QoS Levels ) QoS Parameters
name :

) Technology (i Location associated application : Video Conference -

Dalete?

new pErameters ? |:|

parameters:

) CAP ) Timezone

_ Mobility Pattern

Figure 10: Modification of “QoS Level” parameter
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GOVERNANCE EEX
l/ Settings rnssnciatinns rTraﬁc Rules |
Select what pou want to modify; *Qos Levels:
Gold |~
_! Applications 1 User Class Sihver 5
Bronze .
Normal v
i@ QoS Levels ) QoS Parameters — Gald
1 Technology ) Location associated application : Voice -
Delete ?
parameters:
) CAP i Timezone
-parameter's name: -parameter’s values!
jitter |V| |1l]l]l] (msec) |V|
i) Mobility Pattern ‘ | ‘ ‘

Figure 11: Modification of “QoS Level” parameter-by clarification of certain parameters

» QoS Parameters

Quality of service (QoS) parameters are the parameters that control the
priority, reliability, speed -and amount of traffic sending over a network

e.g., throughput, transit delay, error rate, a required bit rate, delay, jitter
etc.

As we can see in.Figure 12 -a QoS parameter is defined by:
e aname
e reference values
¢ _a measurement unit.

If a new name of QoS parameter is given, it is added in the first field at in
interface which-is a list. Then, (see Figure 13) the can set the new values
by pushing the-appropriate button for this option. At the same time, that

area of the GUI offers to users more option for the parameters’ editing.
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GOVERNANCE

l/ Settings rnssnciaﬁnns rTraﬁc Rules |

Select what pou want fo modify: *Qos Parameters:
Parameter : -
(1 Applications (1 User Class
name :
_ QoS Levels (® QoS Parameters
reference values :
i Technology ) Location add & new value ! I:l
delste & value !
) CAP ) Timezone |:|
mesurement unit :
_ Mobility Pattern | ‘ |
Figure 12: Modification.of “QoS parameters”
GOVERNANCE EEX
| settings | Associations | Trafic Rules |
Select what you want to modify ! *Qos Parameters:
Parameter : delay hd
() Applications ) User Class
name : delay
_ QoS Levels % QoS Parameters 1000 pa
reference values : —
1-20 il
i_) Technology _ Location

334 7 new value ¢ |

delet s g
D CAP D Timezone slele @ Laiue I:l

mesurement unit :

i) Mobility Pattern

Figure 13: Modification of “QoS parameters” by modifying their reference value

» Technology

The next characteristic that is able to be modified from this GUI is the

“technology”. The arranged applications are strictly combined with the
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technologies and that is the reason why this configuration could not miss

of an interface of network management (see Figure 14).

The definition of a technology is set by its name and range and registries

are saved at our database, in the “techdata” table.

FA GOVERNANCE EE&®
| settings | Associations | Trafic Rules |
Select what pou want to modify: *Technology:
WLAN
) Applications il User Class umTS
DVB
LTE
) QoS Levels ) QoS Parameters WIMAX
Femtocell
® Technology i Location
I CAP I Timezone
name : | |
range :
) Mobility Pattern ‘ | ‘ ‘ ‘|

Figure 14: Modification of “technology” parameter

» CAP

A Cognitive Access Point (CAP) ‘covers a portion of the service area and
encompasses. self-management. functionalities. It is essentially a flexible,
reconfigurable access point-which comprises one or more transceivers
capable of-operating-one or more RATs at various frequency bands, in
compliance with-the dynamic spectrum allocation concept. That's why its

setting is associated with the location parameter (see Figure 15).
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GOVERNANCE EEX
l/ Settings rnssnciaﬁnns rTraﬁc Rules |
Select what pou want fo modify: *CAP:
CAP_5_1 sl
(1 Applications (1 User Class CAP_5_2
CAP_5_3
CAP_6_1
_ QoS Levels ' QoS Parameters CAP_6_2 =
CAP_6_3
CAP 7 _1
i Technology ) Location CAP_7_2
CAP_7_3 —
CAP_7_4 =
® CAP ) Timezone name : | |
associated Location : |area1 | v|
_ Mobility Pattern |

Figure 15: Modification of “CAP™ parameter

» Location, timezone and mobility

In a network management a general business level objective is to offer a
set of services able to serve multiple types of users, located in different
settings (residential, public, or business) and in a variety of time zones.
Within the different locations and time zones, a user may adopt various

roles during the daily routine.

Seamless mobility hides the complexity of the underlying infrastructure
from the user. This feature benefits the user by providing the same type

of service, regardless of the equipment used, the current time zone and

location.

The modifications of location, timezone and mobility pattern are depicted

in Figure 16, Figure 17 and Figure 18 respectively.

Those three parameters are essential for the above mentioned reasons
and for the composition of BussinessLevelEntryNotification message (its
description can be found in section 4.5.1.2) which is one of the business

goals of this H2N interface.
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This functionality can be found in a second tab in the GUI interface, which

is called “Traffic Rules” and it is depicted in Figure 19.

GOVERNANCE EEE

| settings | Associations | Trafic Rules |

Select what pou want fo modify:
(1 Applications ) User Class area2
area3
aread
i) QoS Levels ! QoS Parameters areas
i1 Technology (@ Location
name : | |
I CAP 1 Timezone S EREICE | |
ycoord: | |
range :
_ Mobility Pattern | | ‘ | ||

Figure 16:.Modification.of “location”parameter

GOVERNANCE

l/ Settings rnssnciaﬁnns rTraﬁc Rules |

Select what you want to modify: *Timezone:
morning (8-10)

) Applications i) User Class afternoon (6-8)
night (11-12)

) QoS Levels i_! QoS Parameters

") Technology i Location

) CAP ® Timezone =l | |
Start Time : | |

- End Time : | |
() Mobility Pattern | ‘ ‘

Figure 17: Modification of “timezone” parameter
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GOVERNANCE
l/ Settings r Associations r Trafic Rules
Select what you want to modify! *Mobility:
mob1 il
i) Applications ) User Class moh2 1
mob3 0
moh4 —
1 QoS Levels ) QoS Parameters moh3
mob6 o
moh7 =4
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associated service : |Vuice |v|
CAP Ti
e ® T associated user class : |Gnld |V|
type : | |
/@) Mobility Pattern ‘ ‘ ‘ ‘
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Figure ‘193\: Configuration of new applications/services in terms of number of users

anticipated for a specific user class, in a certain location and time zone
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Figure 20; Steps for description of Traffic Rules' tab functionality

Finally, Figure 21 depicts the 3™ tab of the H2N interface in which the
associations of the applications and User Classes with one or more Quality
Levels are - taking place, as well as the composition of
AssociationNotification message (its description can be found in section

4.5.1.3.). The functionality of this tab is analyzed with two steps in Figure
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21. Initially there is depiction of all already defined applications (yellow
boxes), then they are associated with user classes (orange- ppxes) and

finally with the QoS levels (purple boxes).

1

Figure 21: Setting associations -

remove a User Class
I GOVERNANCE
| Setings | [ Trafic Rutes.

‘SEND UPDATES

Application: Video Corference Application: Internet

add a User Class

1% step
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Figure 22: Steps for description of Associations' tab functionality

5.3.1. Scenario Presentation — Legacy Situation

It can be assumed that -a-network operator wants to introduce a new
application, an associated set of user classes for the application, and a set
of Quality of Service (Qo0S) levels for each user class of the application.

This introduction can be related to a specific location and time period.

As an example, this-may correspond to a music festival that is organized
at the congress hall of Piraeus and some of the attendees would like to
share the event in- real time with their friends and family, in various
locations, using real time type of application e.g. a so called RTE (Real
Time -Experience. -~ Requires end-to-end connection between the smart

phones of both the video stream emitter and the receiver) or Mobile-TV.

For tackling with-such a situation today, operators would rely on processes
that are not as flexible as they need and can be, and therefore, they

impose costs. In general, the solution of the problem relies on (in very

73




M.Sc Thesis Maria A. Akezidou

high level terms): (i) planning and deployment (rollout); (ii) optimization

and maintenance.

On the one hand, planning is an essential phase in the engineering -of
telecommunication systems. Nevertheless, telecommunication systems
face changing situations, due to the time variant traffic demand, the
occurrence of faults, mobility and radio conditions, in-case of wireless
access. As a result, handling all the potential situations, based only on
planning, means that the worst (most demanding) case has to be
considered as the reference one, versus which the network has to be
planned. This leads to over-provisioning. of resources (e.g., elements,
bandwidth, etc.), which negatively impacts the cost (capital expenditures -
CAPEX). Adapting the network ‘to . the. encountered situation, through

management functionality, is the solution-to this problem.

On the other hand, management relies on-processes that are elaborate
but not fully automated, as-they have ‘to deal with heterogeneous
technologies, which are not adequately integrated. More specifically, the
management processes/systems of .an operator will typically adhere to
specific standards.- In-. general, these systems are heterogeneous,
depending on the technology and on the vendor of the technology. This
means that, .in principle, the management systems of a wireless and
wireline access technology will be different. Moreover, the management
systems for.a specific technology, obtained by two different vendors, will
be different. The heterogeneity means that there is little or no integration
pbetween the management processes/systems. This negatively impacts the
time-required for (re-)configuring the infrastructure. Moreover, it means
that human intervention is required in the process that leads to cross-
technology configurations. This can cause, apart from delays, errors and

inconsistencies. Finally, loose or no integration means that the information
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available to the different systems cannot be readily exploited for the

purpose of optimizing the operation of the infrastructure.

In addition, service management and customer relation management also
rely on processes that are not fully automated. Several aspects (phases-of
the overall process) often require manual intervention and/or the use of
heterogeneous systems that are not integrated. This increases the cost of

managing the customer relations.

Last but not least, manual configuration of network- devices that requires
strong technical expertise of at least one specialist by network segment is

a standard situation that leads to an increase.in the OPEX.

The scenario is splitted into several phases that-need to be solved. The
first phase of the scenario decoupling is the setting of a business goal and
the only phase that we will ‘analyse-as it-is the part of this thesis. The
other phases are the next steps (see section 5.4) that should be followed

in order the systems work in completely-autonomic mode.

The illustration of the first phase of the scenario is initialized by an
expression of request-which-is a trigger to the operator to define business
goals/policies, .in ‘high-level. terms. Policies are derived according to the
higher level goals; to provide -constraints and priorities and then are
assessed ‘against existing goals/policies so as to identify and resolve
conflicts (in fact, conflicts can arise if the defined goal/objective/policy are
antagonist with respect to previous goals or the impact of these goals on

already deployed applications.

Inputs:

The inputs for this phase are the expression of request in high level-

business languages and the policies which are already active.

Outputs:
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The outputs of this phase characterize an application a that will be offered
in a certain location /oc and time period #p. The location loc-and time
period fp are also outputs with the addition of associations of application a
with User classes UC(a), and the QoS levels Q(a, u) that are associated
with the combination of the application a4 and a user class « Then, .a
volume of users N(a, u, loc, tp) anticipated for-application a -and user
class v in location /oc and time period #p is also extracted under those
specifications. As every phase this one should- introduce-a number of
policies that will then initialize the next ‘phase.  Consequently, these

policies include:
e Relation of a with other applications;
e Relations between user classes;

These high-level objectives/policies need to-be further propagated to the
network going through an: arbitrary set-of levels (related to different
aspects of the management of a communications network) and be
transformed into lower level policies so that reach the element(s) in which
to be enforced in terms of low level, technology-specific commands.
Consequently, the already-set business goals are forwarded to the Context
Acquisition functional block in-order be manually translated from service
requirements-into network configuration (technology-specific terms) and
leave the system to autonomously work out the situation and meet the

objectives.

5.4. Next steps

The -H2N interface developed so far provides functionality for specifying
high level business objectives which are forwarded to relevant functional
blocks (Context Acquisition, Policies). For instance, for the next phase is
responsible the Context Acquisition functional block whose target is to

analyze the request (made through the H2N interface), and to outline
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candidate solutions, taking also into account the current context, reusable
models (of networks, applications, users) and the knowledge: base. The
inputs of this phase sum up the outputs of the previous phase which are

the business level entries and the policies.

Analysis of request (Figure 23). The business goals introduced-in the H2N
are in high-level terms. They will be translated- to technology-specific
terms. The processing of the information. sent by the governance
functional block and the translation will yield an estimate of the resources

that will be required.

Feedback

: 6. Information provides as

1. Business level entries output from previous
2. Policies: rules/constrains Analyze phase

3. Application profile } Inputs Outputs { 7. Application User Class
4. User Class profile Request profiles

5. Policies - [ 8. Lowerlevel policies

9. Sessjonsper App/UC

Figure 23: Analyze request

In a future realization there will be higher exploitation of the knowledge
base (e.g., updated from offline simulations, or from the extraction and

processing of network data).

These high-level -objectives/policies need to be further propagated to the
network going through an arbitrary set of levels (related to different
aspects of ‘the -management of a communications network) and be
transformed -into -lower level policies. In other words a translation of
service requirements_into network requirements is required, which in turn
necessitates further elaboration on governance functionalities, the H2N

interface and specification of corresponding messages.
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6. CONCLUSION

The emergence of Future Internet made the operators unable to face it
with the use of management techniques that currently-exist. Applying
autonomic principles to network management is challenging and at the

same time seems to be the only way of reaction.

However, the complex nature of today’s. systems. and applications
necessitates the need to automate their management in order to meet
operational or behavioural requirements. “In. fact, the ‘essence of
autonomic networking, and thus autonomic communication, is to enable
the autonomic network (both the systems and component that make up
the network) to adapt the services-and resources that they offer in
accordance with changing user -needs,  environmental conditions, and
business goals, all the while ensuring that context-sensitive business goals

are protected.

Nevertheless, what was extracted from this analysis was that many of the
examined initiatives moved- their attention towards a real governance of
self-managed behaviours aiming at resulting into autonomic networks and
systems with the ability dynamically to adapt to changes in accordance

with high-level business policies.

Under this- evolution human operators set new requirements, called
business- goals;. through -management policies. These business goals can
be separated in-high-level business goals which express the operator and
the user- performance objectives and low level primitives addressing
resources configuration. There is need to bridge the gap between them
that will ensure a shift towards the governance of self-managed

behaviours.
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Thus, our interest was in the development of that autonomic management
system in order to enable the efficient operation and utilization.of systems

and services with little or no human intervention.

H2N interface is part of Governance tool, a functional block that extracts
high-level policies, called business goals. The business goals introduced in
the H2N refer to applications in a certain location and requirecertain
resources according to the estimates. In order to ensure that system
functionality adapts the changing business- goals,-those goals should be
translated in technical low goals and inform-all networks segment. That

might consist a future step of integration.

On the other hand, this autonomic - paradigm seeks to reduce the
requirement for human intervention.in the management process through
the use of one or more control loops-that continuously re-configure the

system to keep its behaviour within desired bounds.

Nevertheless, the elaboration on the statement “automaticity does not
mean independency”, flittle attention was paid to the novel type of
dialogue between a human network operator (HNO) and the self-managed
network and in- particular.to the innovations and peculiarities that most
probably the HNO will need to-handle while migrating to this new type of

management:

The just mentioned factors may emerge a new field of research either on
introduction a clearly independent autonomous system or on the discovery
of the exact nature -of the dialogue between a HNO and the self-managed

network.
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APPENDIX I: CODES
GOVERNANCE.agent.xml

<l--
<H3>GOVERNANCE_Agent</H3>
—-—>

<agent xmlns="http://jadex.sourceforge.net/jadex"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance’’
xsi:schemalLocation="http://jadex.sourceforge.net/jadex
http://jadex.sourceforge:net/jadex-
0.96.xsd"
name=""GOVERNANCE"'
package=""E3.governance'>

<imports>
<import>jadex.runtime.*<Zimport>
<import>jadex.util.*</import>
<import>jadex.adapter.fipa.*</import>

<import>E3.ontolo. *</import>
<import>E3.governance.*</import>
</imports>

<beliefs>
<belief name="gui" class="GOVERNANCEgui''/>

</beliefs>

<goals>
<performgoal name="startGOVERNANCE"/>
</goals>

<plans>
<plan name="init_plan'>
<body class="InitPlan"/>
<trigger>
<goal ref="startGOVERNANCE"/>
</trigger>
</plan>

<plan_nhame="BusinesslLevelEntryNotificationMsgPlan">
<body
class="BusinessLevelEntryNotificationPlan"/>
<trigger>
<messageevent
ref="BusinessLevelEntryNotificationMsg'/>
</trigger>
</plan>

<plan name="BusinesslLevelEntryNotificationAckMsgPlan">
<body
class=""BusinessLevelEntryNotificationAckPlan"/>
<trigger>
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<messageevent
ref="BusinessLevelEntryNotificationAckMsg'/>
</trigger>
</plan>

<plan name="AssociationNotificationMsgRPlan'>
<body class="AssociationNotificationPlan"/>
<trigger>
<messageevent
ref="AssociationNotificationMsg'/>
</trigger>
</plan>

<plan name="AssociationNotificationAckMsgPlan">
<body class=""AssociationNotificationAckPlan"/>
<trigger>
<messageevent
ref="AssociationNotificationAckMsg'/>
</trigger>
</plan>
</plans>

<events>
<messageevent name="BusinesslLevelEntryNotificationMsg"
direction="send" type="fipa">
<parameter name='"performative" class="'String"
direction="Ffixed">
<value>SFipa-REQUEST</value>
</parameter>
<parameter name=""language" class=""String"
direction="fixed">
<value>SFipa.JAVA XML</value>
</parameter>
<parameter name=""ontology" class="String"
direction="fixed'">
<value>E30ntology.ONTOLOGY_NAME</value>
</parameter>
<parameter -name=""reply-with" class="String">

<value>SFipa.createUniqueld($scope.getAgentName())</value>

</parameter>
<parameter name=""content-class" class="Class"
direction="Ffixed">
<value>
BusinessLevelEntryNotification.class</value>
</parameter>
</messageevent>
<messageevent
name=""BusinesskLevelEntryNotificationAckMsg" direction=""receive"
type=""Fipa'>
<parameter name=""performative" class="'String"

direction="fixed">
<value>SFipa. INFORM</value>
</parameter>
<parameter name=""language"’ class=""String"
direction="fixed">
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<value>SFipa.JAVA_ XML</value>
</parameter>
<parameter name="ontology" class=""String"
direction="Ffixed">
<value>E30ntology.ONTOLOGY_ NAME</value>
</parameter>
<parameter name="reply-with" class="String">

<value>SFipa.createUniqueld($scope.getAgentName())</value>

</parameter>

<parameter name=""content-class" class="Class"
direction="fixed">

<value>

BusinessLevelEntryNotificationAck.class</value>

</parameter>

</messageevent>

<messageevent name=""AssociationNotificationMsg"
direction="send" type="fipa''>
<parameter name=""performative" class="String"
direction="fixed">
<value>SFipa:REQUEST</value>
</parameter>
<parameter name=""language" class=""String"
direction="Ffixed">
<value>SFipa.JAVA_ XML</value>
</parameter>
<parameter name="ontology" class="String"
direction="Ffixed">
<value>E30ntology.ONTOLOGY_ NAME</value>
</parameter>
<parameter name="reply-with" class="String">

<value>SFipa:createUniqueld($scope.getAgentName())</value>

</parameter>
<parameter name=""content-class" class="Class"
direction="fixed">
<value>
AssociationNotification.class</value>
</parameter>
</messageevent>
<messageevent name=""AssociationNotificationAckMsg"
direction="receive’ type="fipa">
<parameter name=""performative" class="String"

direction="Fixed >
<value>SFipa. INFORM</value>
</parameter>
<parameter name=""language" class=""String"
direction="fixed">
<value>SFipa.JAVA_ XML</value>
</parameter>
<parameter name=""ontology" class=""String"
direction="fixed">
<value>E30ntology.ONTOLOGY_ NAME</value>
</parameter>
<parameter name="reply-with" class="String">
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<value>SFipa.createUniqueld($scope.getAgentName())</value>

</parameter>
<parameter name=""content-class" class="Class"
direction="fixed">
<value>
AssociationNotificationAck.class</value>
</parameter>
</messageevent>

</events>

<configurations default="init_state'>
<configuration name="init_state''>
<goals>
<initialgoal ref='"startGOVERNANCE" />
</goals>
</configuration>
</configurations>

</agent>

InitPlan.java

public class InitPlan extends Plan {

public void body(){

try{
System.out.printIn("'GOVERNANCE initialization™™);

getBeliefbase() .getBelief("'gui’™).setFact(new
GOVERNANCEgui (getExternalAccess()));
System_out_prntIn(C'INIT OK™);
}

catch(Exception w){
ErLogger. log(w,""GOVERNANCE_InitPlan","Check
body!'");

}
}//end -of class

AssociationNotificationPlan.java

public class AssociationNotificationPlan extends Plan {

public void body(){

try{
ErLogger. logMessage(getScope() -getAgentName(),

"AssociationNotification');
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System.out.printIn(*'"GOVERNANCE: Association
Notification plan started™);

String platformStr =
getExternalAccess() .getAgentldentifier().getName(); “//full . agent
name
platformStr =
platformStr._substring(platformStr.indexOf('@"));
System.out.printIn(""PLATFORM. = *~+platformStr);

IMessageEvent me = (IMessageEvent)
getinitialEvent();

AssociationNotification notificationreq =
(AssociationNotification) me.getContent();

IMessageEvent mea =
getExternalAccess() -createMessageEvent(*AssociationNotificationMsg

");

mea.getParameterSet(SFipa.RECEIVERS)..addValue(new
Agentldentifier('ContextAcquisition''+platformStr));
mea.setContent(notificationreq);
ErLogger . logMessage(getScope () -getAgentName(),
"AssociationNotification™);
sendMessage(mea)’;
System.out.printIn('GOVERNANCE: Association
Notification forwarded "+platformStr);

catch(Exception -w){

ErLogger . log(w, "GOVERNANCE_ AssociationNotification", " Check
body!'");
¥

}

AssociationNotificationAckPlan.java

public class AssociationNotificationAckPlan extends Plan {

public. void body(){
try{
ErLogger. logMessage(getScope() -getAgentName(),
"AssociationNotificationAck');
System._out.printIn(*'"GOVERNANCE: Context
Notification Ack plan started");

String platformStr =
getExternalAccess() -getAgentldentifier() .getName(); //full agent
name

platformStr =
platformStr.substring(platformStr. indexOf(*'@'));

System.out.printIn("'PLATFORM = ""+platformStr);
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IMessageEvent me = (IMessageEvent)
getinitialEvent();

AssociationNotificationAck notificationresp
(AssociationNotificationAck) me.getContent();

IMessageEvent meresp =
me.createReply(""'AssociationNotificationAckMsg™);

meresp.getParameterSet(SFipa.RECEIVERS) .addValue(new
Agentldentifier (""GOVERNANCE"+platformStr));
meresp.setContent(notificationresp);
ErLogger . logMessage(getScope () :getAgentName(),
"AssociationNotificationAck');
sendMessage(meresp) ;
System.out.printIn("'"GOVERNANCE: Association
Notification Ack received "+platformStr);

catch(Exception w){

ErLogger.log(w, ""GOVERNANCE_AssociationNotification", " Check
body!'");
}

BusinessLevelEntryNotificationPlan.java

public class BusinessLevelEntryNotificationPlan extends Plan {

public void body(){
try{
ErLogger . logMessage(getScope() -getAgentName(),
"BusinessLevelEntryNotification');
System.out.printIn("'"GOVERNANCE: Context
Notification plan started™);

String platformStr =
getExternalAccess().getAgentldentifier().getName(); //full agent
name
platformStr =
platformStr .substring(platformStr. indexOf('@'"));
System:iout._printIn("'PLATFORM = "+platformStr);

IMessageEvent me = (IMessageEvent)
getlnitialEvent();

BusinessLevelEntryNotification notificationreq =
(BusinessLevelEntryNotification) me.getContent();

IMessageEvent mea =
getExternalAccess() -createMessageEvent("'BusinessLevelEntryNotifica
tionMsg'™);

mea.getParameterSet(SFipa.RECEIVERS) .addValue(new
Agentldentifier('ContextAcquisition"+platformStr));
mea.setContent(notificationreq);
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ErLogger. logMessage(getScope() -getAgentName(),
"BusinessLevelEntryNotification™™);

sendMessage(mea) ;

System.out.printIn("'"GOVERNANCE: Business- -Level
Entry Notification forwarded "+platformStr);

catch(Exception w){

ErLogger.log(w, ""GOVERNANCE_BusinessLevelEntryNotification";
Check body!"™);

3

BusinessLevelEntryNotificationAckPlan.java

public class BusinesslLevelEntryNotificationAckPlan extends Plan {

public void body(){
try{
ErLogger . logMessage(getScope() -getAgentName(),
"BusinessLevelEntryNotificationAck');
System.out.printin(“'GOVERNANCE: Context
Notification Ack plan started");

String platformStr =
getExternalAccess() -getAgentldentifier().getName(); //full agent
name

platformStr =
platformStr._substring(platformStr. index0f('@'"));

System._out_printIn("'PLATFORM = "+platformStr);

IMessageEvent me = (IMessageEvent)
getinitialEvent();

BusinessLevelEntryNotificationAck
notificationresp = (BusinessLevelEntryNotificationAck)
me .getContent();

IMessageEvent meresp =
me.createReply('BusinesslLevelEntryNotificationAckMsg™);

meresp.getParameterSet(SFipa.RECEIVERS) .addValue(new
Agentldentifier('GOVERNANCE"+platformStr));
meresp.setContent(notificationresp);
ErLogger. logMessage(getScope() -getAgentName(),
"BusinesslLevelEntryNotificationAck™);
sendMessage(meresp) ;
System.out.printIn("'GOVERNANCE: Business Level
Entry Notification Ack received "+platformStr);

catch(Exception w){

ErLogger.log(w, ""GOVERNANCE_BusinessLevelEntriesNotification"
,""Check body!");
}
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TrfRulesGUI.java

The initialization of messages’ exchange starts with a push of a button in
each case. For the case of BussinessLevelEntryNotification, the button is
called “trfRefreshBtn” and its code can be found in TrfRulesGUI.java file.

Particularly,

else if(src == trfRefreshBt){
businessLevelEntryNotification = new
BusinessLevelEntryNotification();

pstmt = conGOV.prepareStatement(*""SELECT
trfrules.*, servdata.*, ucdata.*, qualdata:*,. - locationdata.*,
timezonedata.™*, mobilitydata.*, servrules.™, initsq.*,
parametersdata.™*, initparameters.* _ FROM - -trfrules, servdata,
ucdata, qualdata, locationdata, timezonedata, mobilitydata,
servrules, initsq, parametersdata, initparameters WHERE
RT_Serv_DBid = Serv_DBid AND RT._UC DBid = UC _DBid “‘AND RT_Loc_DBid
= Loc_DBid AND RT_Zon_DBid = .Zon DBid-AND RT Mob_DBid = MOB_DBid
AND Qual_DBid = RS _Qual_DBid ~AND RT_ UC.DBid, = RS_UC_DBid AND
SQ Qual _DBid = RS Qual _DBid ~AND SQ -Serv. DBid--= RS_Serv_DBid AND
SQ Param DBid = IN _par_DBid AND - “IN_par_DBid = PAR DBid AND
SQ_ParValue_DBid = IN_DBid ORDER BY-RT-DBi#d™);
rs = pstmt.executeQuery();
while(rs.next()){
businessLevelEntry = new
BusinessLevelEntry();
govlLocation new GovLocation();
govTimezone new GovTimezone();
govApplication = new

GovApplication(Q);

govUserClass = new GovUserClass();

govQualityLevel = new
GovQualityLevel();

govMobility = new GovMobility();

govQualityLevelParam = new
GovQualityLevelParam();

/**application**/

int setServID =

rs.getlnt("Serv-DBid!");

govApplication.setGovApplicationlD(setServiD);
String setServ =
rs:getString(''Serv_name');
govApplication.setGovApplicationName(setServ);
/**user class**/
int setUCIID =
rs.getint(""'UC_DBid"™);

govUserClass.setGovUserClassID(setUCIID);
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String setUCIName =
rs.getString(*"'UC_name'™);

govUserClass.setGovUserClassName(setUCIName);

/**quality level**/
int setquallD

rs.getint("'RS_Qual_DBid");

govQualityLevel .setGovQualityLevel ID(setquallD);
String setqualName

rs.getString("'Qual_name');
govQualityLevel .setGovQualityLevelName(setqualName) ;

/**quality level
parameter**/
int setparliD =
rs.getInt(""PAR_DBid™);

govQualityLevelParam.setParamlD(setpariD);
String setparName

rs.getString("'PAR_name');

govQualityLevelParam.setParamName(setparName);
String setparValue

rs.getString("IN_par_value'™);
govQualityLevelParam.addParamReferenceValue(setparVvalue);
//govQualityLevelParam.

govQualityLevel _addGovQualityLevelParamlnfo(govQualityLevelP
aram);

govUserClass.addGovQualitylLevel Info(govQualityLevel);

/**mobility**/
int setMoblID

rs.getInt(*MOB_DBid™);

govMobi l'ity -setGovMobilitylD(setMoblD);
String setMobName

rs.getString("'MOB-name') ;

govMobi Lity -setGovMobi lityName(setMobName) ;
String setMobType

rs.getString("'MOB_type');
govMobi l'ity.setGovMobilityType(setMobType);

govUserClass.setGovMobilitylInfo(govMobility);

govApplication.addGovUserClassiInfo(govUserClass);

businessLevelEntry.setGovApplicationInfo(govApplication);
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/**location**/
int setLoclID =
rs.getint(Loc_DBid™);

govLocation.setGovLocationlD(setLoclID);
String setlLoc =
rs.getString(*'Loc_name™);

govLocation.setGovLocationName(setLoc);
int setLocx = rs.getInt('Loc X");

govLocation.setGovLocationXcoords(setLocx);
int setLocy = . rs.getlnt('Loc_y");

govLocation.setGovLocationYcoords(setLocy);
int setlLocrange =
rs.getint('Loc_range');
govLocation.setRange(setlLocrange);

businessLevelEntry.setGovLocationinfo(govLocation);

/**timezone**/
String setZon =
rs.getString(*'Zon_name™);
String setZonmin =
String.valueOf(rs.getInt("'Zon_min'));
String setZonmax =

String.valueOf(rs.getInt(*"Zon-max™));
govTimezone.setTimezoneName(setZon);
govTimezone.setStartTime(setZonmin);
govTimezone.setEndTime(setZonmax) ;

businessLevelEntry.setGovTimezonelnfo(govTimezone);
/**users**/
int setUsers =
rs.getInt(""'RT_Users');

businesslLevelEntry.setNumberOfUsers(setUsers);
/**percent**/
int setPercentage =
rs.getInt(”RT Users Active'™);

businessLevelEntry.setTrafficPercentage(setPercentage);

businessLevelEntryNotification.addBusinessLevelEntryInfo(bus
inesskLevelEntry);

platformStr =
agent.getAgentldentifier().getName(); //full agent name

platformStr =
platformStr.substring(platformStr.indexOf('@"));

System.out.printIn(*"PLATFORM =
"+platformStr);

IMessageEvent mea =
agent.createMessageEvent("'BusinessLevelEntryNotificationMsg'™);
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mea.getParameterSet(SFipa.RECEIVERS) .addValue(new
Agentldentifier('ContextAcquisition”+platformStr));

mea.setContent(businessLevelEntryNotification);
agent._sendMessage(mea) ;
System._out._printIn(*'Business. -Level - Entry
Notification sent "+platformStr);

b

AssociationPanel.java

While the “AssociationNotificationMessage” - message - is - initialized by

“updateBut” button which is designed in AssociationPanel.java. Particularly,

if(src == updateBut){
if(assocChanged = true){
associationNotification

new
AssociationNotification();

PreparedStatement pstmt =
conGOV.prepareStatement(""'SELECT servrules.*;-servdata.*, ucdata.*,
qualdata.* FROM servrules, . servdata,. ucdata, qualdata WHERE
RS_Serv_DBid = Serv_DBid AND RS-UC-DBid = UC DBid AND RS_Qual_DBid
= Qual_DBid ORDER BY RS_DBid'");

ResultSet rs = pstmt.executeQuery();

while(Crs.next()){

govApplication = new
GovApplication();

govUserClass = new
GovUserClass();

govQualitylLevel = new
GovQualityLevel(Q);

govMobility = new
GovMobility();

govQualityLevelParam = new

GovQualityLevelParam();
/**application**/
int setServID =
rs.getint(*Serv DBid");

govApplication.setGovApplicationlD(setServiD);
String setServ =
rs.getString(Serv_name™);

govApplication.setGovApplicationName(setServ);

/**user class**/
int setUCIID

rs.getint(""'UC_DBid™);

govUserClass.setGovUserClassID(setUCIID);
String setUCIName

rs.getString("'UC_name™™);
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govUserClass.setGovUserClassName(setUCIName);

/**quality . level**/
int -setquallD =
rs.getint("'RS_Qual_DBid");

govQualityLevel .setGovQualityLevellID(setqual ID);
String setqualName
= rs.getString(""'Qual_name'™);

govQualityLevel .setGovQualityLevelName(setqualName);
/**quality level
parameter®
int setparlD
= rs.getInt("'PAR_DBid");
govQualityLevelParam.setParamID(setparliD);
String
setparName = rs.getString('PAR_name’");
govQualityLevelParam.setRaramName(setparName) ;
String
setparValue = String.valueOF(rs.getint(""PAR value™));
govQualityLevelParam.addParamReferenceValue(setparValue);

//govQualitylLevelParam.

govQualitylLevel .addGovQualityLevelParamlnfo(govQualitylLevelP
aram);*/

govUserClass.addGovQualityLevel Info(govQualityLevel);

/**mobility*
int setMoblID

rs.getint("’MOB_DBid"");

govMobility.setGovMobilitylD(setMoblID);
String setMobName

rs.getString('MOB_name'?);

govMobi lity:-setGovMobi l i tyName(setMobName) ;
String setMobType

rs.getString('MOB-_type');
govMobility.setGovMobilityType(setMobType);

govUserClass.setGovMobilityInfo(govMobility);*/

govApplication.addGovUserClassInfo(govUserClass);

associationNotification.addApplicationAssociationInfo(govApp
lication);
}
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platformStr =
agent._getAgentldentifier().getName(); //full agent name

platformStr =
platformStr.substring(platformStr. indexOf(*'@'"));

System.out.printIn(*"PLATFORM =
"+platformStr);

IMessageEvent mea =
agent.createMessageEvent("'BusinessLevelEntryNotificationMsg'’);

mea.getParameterSet(SFipa.RECEIVERS) .addValue(new
Agentldentifier('ContextAcquisition’+platformStr));

mea.setContent(associationNotification);
agent.sendMessage(mea) ;
System.out_printIn(:’Association
Notification sent "+platformStr);

updateBut.setBackground(Color.GRAY);
assocChanged = true;

GOVERNANCEgui.java

In this file it is clear that Governance'is called as agent. This file is also the

executable file which every other java file that was used in the integration.

public class GOVERNANCEgui extends JFrame {
IExternalAccess. agent;

public static JTabbedPane  jTabbedPane;
public AssociationPanel associationPanel;

public “~GOVERNANCEgui (1ExternalAccess _agent){

try{
System_out._printIn(**"GOVERNANCE GUI™);

agent = _agent;

CommonUtilities.CUinitialize(1); //0 -> no DB
support, 1.-> with DB support

JjTabbedPane = new JTabbedPane();
JjTabbedPane.setBackground(CommonUtilities.backgrndColor);

JjTabbedPane.setBorder(BorderFactory.createRaisedBevelBorder(

DE

UlIManager um = new UlManager();
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um.put('TabbedPane.contentAreaColor",
CommonUtilities.backgrndColor);

associationPanel = new AssociationPanel(this);

JjTabbedPane.addTab(''Settings", new
ConfigGUI (this));

JjTabbedPane.addTab(**Associations™,
associationPanel);

JjTabbedPane.addTab("'Trafic Rules', new
TrfRulesGUI (this));

//jTabbedPane._addTab("*Applications/User
Classes/QoS levels Associations'™, new ServRulesGUL());

setTitle(""GOVERNANCE™) ;
addWindowL istener(new WindowAdapter( ) {
public void windowClosing(WindowEvent we)
{ System.exit(0); }

P:

Dimension screenSize =
Toolkit.getDefaultToolkit().getScreenSize();

setSize((int) - .(screenSize.width - getWidth()),

(int) (screenSize.height - getHeight()));

getContentPane() .setBackground(CommonUtilities.backgrndColor

):

getContentPane() .setLayout(new
BorderLayout(10,10));

getContentPane() .add(jTabbedPane,
BorderLayout.CENTER);

getContentPane() -add(new FooterPanel (),
BorderLayout .SOUTH);

setVisible(true);

/* loads */
ConfigGUI . loadServicesJsp();
ConfigGUI . loadUserClassesJsp();
ConfTigGUI . loadQosLevelsJsp();
ConfigGUI . loadParametersJsp();
ConfigGUI . loadTecdsp();
ConfigGUI . loadLocJsp();
ConfigGUI . loadPoAJsp();
ConfigGUI . loadZondsp();
ConfigGUI . loadMobJsp();

/* END loads */

catch(Exception w){
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constructor™);

ErLogger. log(w, ""GOVERNANCEgui", " Check

3
}//end of "GOVERNANCEgui™
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APPENDIX Il: SUMMARY IN GREEK L ANGUAGE
1. EZAIQrH

H Teheutaia OekaeTia XapakTnpioTnke and ONPAVTIKEG  €EENIEEIC ~O€
OIKTUOKEC OUOKEUEG, NPWTOKOAAG €NIKOIVWVIAG Kal unnpeaiec. Auth N
OUVEXNC €EENIEN TwV OIKTUWV EMIKOIVWVIAC EXEI OONYNOEl O NEPIMAOKQ,
OuvapIka Kal avopoloyevr OiKTua Mou €Xouv. €EeAxBei 0 NAyKoOoMiwg
nAouola unodour UNnNPeciwv  Enikoivwviag. Ta - dedouéva kal Ta
TNAENIKOIVWVIAKA JiKTUA KAl Ol UNNPECIEC NOU NPOTPEPOUV -EXOUV AUENOEI
onUavTika 0t pEyeBOC, yeyovoC | 0  ouvOUAOPO  Twv  Napanavw
XapakTNPIoTIKWV  kaBioTouv  duoxepeS, av  Oxi  aduvaTto? vyia va
QVTIMETWNIOTOUV ~ AMOTEAEOUATIKA KAl va AEITOUPYNOOUV HECA OF
eMBupPnTa Opla PE TN XpNon Twv napadooiakwv NPoCEyYiCEWY, Ta onoia

BaoilovTal OXETIKA WYE OTN-avBpwNIvN NapakoAoudnaon kai napeupaon.

EninAéov, n €EENEN Tou peNovTikoU diadiktuou (FI) ([2], [3], [4]) siodyel
TNV €AeUBepn avrtalhayn nANpoQopIwY HETAEU TWV ENIXEIPNHATIKWV
EQAPHOYWV Kal TV . OUCTNUATWV -BIKTUWONG TO oOnoio npowbei n
€EATOMIKEUON TWV UNNPECIWV “Kal ENITPENEl 0 MOAOUC dIaPOPETIKOUC
TUNOUG TENIK®WV E£Qapuoywyv. Kal OIaxelpioewv va BeATioTonoiouv Tnv
anodoon Tou- dIKTUOU. “ANOTEAEONA aUTNAG TNG €AeUBepnG avtaAAayng
nAnpogopiwy, -givai-n avaykn vyia OleukoAuvon Tng ouoTaong Twv
NANPOMOPIOV HETAEY QUTWOV TWV EPAPHOYWY, N EVAPHOVION TwV dlIapopwV
METAEU TwV AcIToupylwv, n Olaxeipion Twv OeDONEVWV KAl TWV HOVTEAWV
NANPOPOPIWV O €TEPOYEVR OiKTUd, KABWC Kal €loaywyrn CUCTNUATWV

dlaxeipiong TNG EQPapuoyne.

Ano Tnv AAM\n nAeupd, ol Qopeic Ba £xouv va avTINETWMIOOUV EMINAEOV
NOAUNAOKOTNTA OUYKPITIKG PE onuepa, oTn dlaxeipion Twv OIKTUWV Kal

TWV UNNPECIQV.
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2TO QUTO TO MAQICIO, Ol EPEUVNTEC KAl Ol ENAYYEAUATIEG NMOU ANOOKOMOUV
oTNV auTovoun diaxeipiong Tou dIKTUOU, NMOU HE TNV El0aywyn IKAVOTATWY
QuTO-pUBKIONG TNG OUMNEPIPOPAC TwV (POPEWV Tou OIKTUOU (PaiveTal va

givar n nAéov evdedelypevn oTnv napouoa KATaoTaon.

Mapad TO yeyovog OTI, OF NAPOV UMNPECIEC TWV (POPEWV. TWV OIKTUWY
avTigeTwNI(ouV TEXVOAOYIKA Opia PETAEU TwV acUpPaTwy. Kal EVOUPHATWV
TopEWY, XpNlouv €niong Tnv avaykn Tng (auto)-olaxeipionc €€icou onwg

Kal Td GUOTAKATA UNooThPIENG TOUC.

Ta yvwolakd/  autovoua  dlaxelploTika - ouotnupara - ([5]-[10],
napouaoiaoTnkav €niong oto WG6 [11]); paiverar. nwc €ival noAUTIN

01E€000 yia Ta o AiadikTuo Tou MEANOVTOC,

O BaoikdG napayovrag Tng emTuxidc. eivar n--uhonoinon evoc Unified
Management Framework <(UMF) - vyia - -Tic - OIG(POPEC  UMNAPYXOUOTEG
ENAVACTATIKEG APXITEKTOVIKEG, N YIQ TIC QUTOVOUEC APXITEKTOVIKEG MOU
oxedIAoTNKAV O NAAAIOTEPEC EPEUVEC. ‘AUTO TO €vidio MAdIOIO NpENEl va
anoTeAéoel piIa Texvoloyia nou va -agopd (acupupaTta kal evouppara)
OUOTNMATA KAl UNNPECiec KaAUNTovVTac Ta Onola Keva oTnv TexvoAoyia i
oTa npoTuna. AuTo Ba pnopouce va agonoindei TOoo yia TNV €peuva nou
yiveTal oTnv ~autovoun - dIKTUWONG 000 Kal yia va anodeiEel Tnv

E(PAPHOCINOTATA TOU. OE BIOUNXaVIKAG NpOTUNA.

AuTd TO. mAQioI0-apxika Bad nipenel npwTa va dlacpaliosl OTI SIAPOPETIKA
noAUNAoka OIaxeipIoTIKG. CUCTAKATa nou €@appolovTal o€ SIAPOPETIKEG
AQUTOVOUEC. apXITEKTOVIKEC Ba pnopouUv va ouvepyaoTouv. AeUTepov, 6a
npénel va-e€ao@aliosl auTOVOPEC AEITOUpYIEG va Pnopouv va EexwpioTa
avaloya pe TNV €KAOTOTE EMIAEYHEVN APXITEKTOVIKN TOU OIAXEIPIOTIKOU

OUOTNMATOG.

TeNocg, auTd To nAaiolo Ba npenel a eEaoPalilel KANoIEC KOIVEG O1adIKATieg

nou va pnopouv va XpnoigonoloUvTal g€ OAa Ta Texvoloyika enineda ki
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ano OAOUC TOUG (POPEIC TWV EMIKOIVWVIWV, AEITOUPYIEC ONwe n dlaxeipion
oQaAudTwV, n PBeATioTonoinon Twv NOpWV K4, avaloya Twv
EMIXEIPNHATIKWV OTOXWV KAl TWV IGXUOUCWY NOAITIKWV dIaKUBEPVNONG TwY

EMIPEPOUC TOPEWV.

O oTOX0C auToC Ba npEnel va £xel £va OKENOG NMou gival HETAU - Tou Qopea
KAl TWV CUOTNUATWY, NAPEXOVTAC OTOV MPWTO APKETH YvVWON TETOIA WOTE
va €AEyxel NAvra To TeAeuTaio, kal va eivar oe Beon va- avalapelr TIg

QUTOVOHEG AEITOUpYiIEG.

Mia noAuTiun dladikacia autou Tou nAaiciou-€ival N-UIoBETNON HEBODWV
dlakuBEPvVNONG yia va kaBodnyouv TIC CULNEPIPOPES TwV UNOOOUWV Kal vVa
NPOOMEPOUV MIa €IKOVA TwV UNnNPeoiwv. ‘ONo -auTd TNPOCREPEI OTOUG
(POPEIC TWV EMIKOIVOVIOV dUvaTOTNTEC BIAKUBEPVNONG TO OMoIo anoTeAE
éva ano TIC anaIiTnoeiC TNG £ykabidpuong TwV- AUTOVOUWV OIaXEIPIOTIKWY
OouUCTNUATWV. AUTO ONPaivel OTI O JIAXEIPIOTES EMIKOIVWVIWV UNopouv va
ONAWOOUV TIC €MIBUUIEC 1 TIC EVOTACEIC TOUG. WOTE OTN OUVEXEID va Byouv
KAMoIol KNXAVIoUOi ] Kavoves., Mevikd auTo EMITUYXAVETAI HECWV TWV
noAITIkwv ([14]).

Autl n OINAWMATIKA “€pyacia. eRIKEVTPWVETAI akpIBwG O auTn TNV
kaTeuBuvon. H diakuBepvnon-Ba npenel va dpa Pe TO POAO PIAC UNNPEDIac
nou va OIaUOPPWVEL QUTEG TIG: MOAITIKEG. ZUYKEKPIKEVA, N KEVTPIKN 10€a
gival OTI_ 0 Qopeac Ba evepyoroleiTal woTe va BEoel ENIXEIPNHATIKOUC
OTOXOUG OIdUOPPWHEVOUG. 0 UWPNAO eninedo. O1 NOAITIKEC Ba npEnel va
Byaivouv pe BAcn QuUTOUC TOUC ENIXEIPNOIAKOUC OTOXOUC KAl KATA OUVENEIA
va unoBaAel nepiopiopoUs Kal NPOTEPAIOTNTEG WOTE VA €MIAUEI TIG OMOIEC

OUYKPOUOEIG gpavidovTal.

>Ta ndn undpxovra cuoTAuaTa dsv undapyel Yia TETola dlEnagn n onoia va
€l0ayel eNIXEIpNUATIkoUC 0TOXOUC OIaUOPPWHEVOUC 0 UYNAO €ninedo Kai
va enITpenel oTo cUOTNHA va AEITOUPYEI AUTOVONA WOTE VA AVTILETWIOE

kGBe anaitnon. H ulonmoinon autng Tng Odlenapng TnNG onoiag n
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AEITOUPYIKOTNTA  va  Xapaktnpiletar ¢ dIakuBEPvVNOnN  AuTOVOMNG

dlaxeipiong ival Eva akopa JEPOC auTng TG epyaaiac.

Mo avaAuTikGd napakatw akolouBei n doupn autn TnG epyaciac. Mia
ouUvToun avaiuon yia To AlIadikTuo Tou HEAAOVTOC Kal TG XAPAKTNPIOTIKA
Tou napoucialeTal oTnv evotTnTa 2 evw otnv 3" &voTnTa HNOpoUpE Va
Bpoupe napouadiacn aAuTOVOPWY OCUOTNHATWY . OIAXEIPIONG 'AuToU. 2TN
OUVEXEIOQ Kal oTnv &voTnTa 4 undpxel N dvaAuTikn -Adpouadiacn Tng
dlakuBEpvNONG TNG auTopaTtng OlaxeEipionG WOTE va pac odnynosl otnv
evotnTa 5 kai oTtnv avaluon TNG H2N- -dlenagnc -we MEPOUC TOU
dlakuBepvNTIKOU €pyaAeiou. AuTn n .- OIMAWMATIKA -€pyacia KAeivel oTnv
evoTnTa 6 ONou ouvoyilel Ta Baocika onueia aAAad Kal-npPoTeivel 10EEC yia
NEPAITEPW MEANOVTIKN avanTu&n.  TEAOG, - OTO TENOG AUTNG €pyaciag
undpyouv duo napapTnuaTta Ta APPENDIX 1: kai APPENDIX IlI: , oTa onoia
Kaveic pnopei va Bpel enAeydEVa  KOPPATIA TOU KWOIKA TNG €PAPHOYNG

KaBwc¢ Kal Jia ouvonTIKn NEPIANWN TNG €pyaciac ota eAANVIKA, avTioTOIXWC.
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2. AIAAIKTYO TOY M'EAAONTOz

2.1. Eicaywyn

To Aiadiktuo ToUu MHEAMOVTOG (FI) anoTelel KEVTPO EVOIAPEPOVTOC Kl
EPEUVWV 000 avagopda Ta OikTua kal TIG unnpeoiec. O Bacikog AGYog
evanokevTal ato Ot To d1adikTuo nou oxedlidaTnke oTa 1970 dev pnopei
va unooTnpi&el Ta onMePIVa EMIKOIVWVIAKA Kal-UNOAOYIOTIKG CUaTHUATa.
SUYKEKPIYEVa, Oev eixe oxedlaoTei woTe va e€unnpeTei molkiAoug Kal
paydaia avanTuooOpPEVOUG apiBuoUG XpnNOoT®V  acupuatwv Kal  uJn,
EMIXEIPNHATIKWV HOVTEAWYV , EQAPHOYWY, UNXAVIOP®V Kal OIKTUWV. AUTH Ol

KATAOKEUAOTIKOI MEPIOPIOOI €ival EUSIAKPITOI NAYKOOMIWG,.

>T0 PeAovTIKO AladikTuo n npooBaon Ba €ivar-diaf<oiun and navtou Kai
n ouvdeoIuoTNTA Ba KaTaoTel BeUeAindNC UNNPEGia Nou OAEC 01 KOIVOTNTEC
nou Tnv XpnoiponoloUvTar Ba. npener. va ornpiovral o€ autr. To FI Ba
npoo@epel OUO KATEUBUVOEIC: [ia nou Ba. enIKEVTPWVETAl OTIC AVAYKEG
OUYKEKPILEVWV XPNOTWV Kal pia-nou Ba Bacilel To evliapePOV TNG 0N

ouoTaon Tou JIKTUOU.

>Tn ouvéxela, 6a NapouciacTouV Ta XapakTNEIoTIKA ToU napov diadikTuou
o€ avTIOIaoTOAN KE auTA Tou PENOVTIKOU, aAAa Kal ol npodiaypageg Kai ol

ahhayég nou-Ba npokUYouUV.

2.2. TEXVIKOI NEPIOPICHOI TOU CNHEPIVOU
A1adikTUOU

To. napov. d1adikTuo YapaktnpileTal and OxXedIAOoTIKEC ApXEC ONWC: N
METAd0ON NAKETWV, €va dikTuo anapTi(Opevo and AA\a ouvepyalOpeva
OiKTUQ, €EUQUN OUCTAUATA KA. ZAMEPA UNApxel Yovo pia anAr ouvdeon
METAEU Tou dIKTUOU Kal Tou dladIkTUOU TO OMOIO €ival Kal n aITia yia Tnv

aduvapia 81acUvdeonG CUVOMIAOUVTWYV HE HEYAAO (PACHA.
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MapdAAnAa n anwAeia eAACTIKOTNTAG TwV KOPBwWV YiveTal aiobnTn PE TNV
avanTuén Tng Ta&ng peyeBouc Tou AladikTUou. To pEyeBoc kal To nedio
EQAPHOYNG TOU onuepIvou AiadikTUou, kaBioToUuv Tnv avanTtuén Vewy
TEXVOAOYIWV JIKTUOU apKeTA OUCKOAN, anod anoywn au&avopevng ¢Tnang
IKAVOTNTA OUVOECIPOTNTAC. KaivoTopia €xel NapouslaoTel . JOVo. OTIC
EQAPHUOYEC Kal OTIC TNAEMIKOIVwviag WeTadoong napd-oTov: nupnva Tng
TEXvoAoyiag, kal oTa oTpwHaTa Tou dIKTUOU Kal Twv JeTapopwv TCP / IP.
O1 akdhouBol TeXVOAOYIKOI MeplopioPoi NPENel -va EenepacTouv: yia va
QVTIMETWNIOOUV TIG MEANOVTIKEG MPOKANCEIC VId -TNV- naykoopia OikTuo

enikoivwviag [17]:
> [Meplopiopévn YNooTApIEN TwV AdgUPHAT®WY-TEPHATIKWV.
> EMNeIPn evOwPaTWHEVNG AOPAAEIAG
> ZNTNHATa KAIPAakwon
> TMpokANnoeIg enidoang Kal NolIoTNTAG UNNPECIQV.
2.3. Npodiaypaeg KI aAAayEg eEaiTiag Tou
MeAAovTikoU AladikTUoU
Baoika oTtoxoc Tou peAovTIKOU. 81adIKkTUOU gival va avanTUEel TEXVOAOYiIEG
Kal apXITEKTOVIKEG- MOU VA avTanokpivovTal TOoo 0To acUpuaTo 0G0 Kal

oTo evouppato OikTuo,. O1 napayovtec nou Ba OUVTEAEOOUV O AUTO

NEPIYPAPOVTdl akoAoUBwG,.

2.3.1.  ANQITAOCEIC TWV EPUAPHOY®WV Yid TO FI
EkTOC and- TnV-auénon Twv XpNnoTwv napatnpeital kar avénon Twv

UnNNPECIWV, To HEAOVTIKO AladiKTUO avTanokpivETAl O AUTO LE:
> [Mpoopopd uwnAng nNoldTNTAG kai diado0NG TOU NEPIEXOHEVOU TOUG
> AlaoUvOeon OAWV TWV AVTIKEINEVWV Kal NPAayPaTwv

» Service- Oriented d1adikTUO
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2.3.2. To MeAAovTikO AIadikTUO AVTIHETWNITE!
TIC TPEXOUOEC HEYAAEG DUOXEPEIEG

Encidfi TO0 napov diadikTuo apxikG oXedIAoTNKE YIa ~«auETAKivnTa»

TEPMATIKA, ONMEPA avTIHETWNICel NPOBANKA OTO va QVTIMETWNIOE! TNG

heTakivnong. 'ETol Ba npénel va avantuxboUv véa guoThuaTa dlaxeipiong

TNG KIVNTIKOTNTAC Ta onoia ©a €xouv XapakTneIoTIKa OMWC ‘auTd nou

(paivovTal NapakaTw.

> Eueli€ia

> Ao@dAeia

> KivnTikoTnTa

> NIaxeIploTIKOTNTA
2.3.3.  AnNAQITAOEIG yia TV acUpHaTn diIkTuwon
To OikTUO TOU MEANAOVTOC. MICTEUETAIl OTI- Ba. €EunnpeTel ekaToupupIa
aoupuaToug XPNoTeG HEow -aocUpPaTwy  OUokeuwv. KaTtd ouveneiq,
NPOKUNTOUV (nTAgara Tou peyeBouc TnG Olaouvdeonc. lMa va

avTINeTwNIoTEl 0pBa-Ta- PeAAOVTIKG acupupata OikTua 6a npensl va

nANpoUV XapakTnPIoTIKG ONwe:

5. EnekTaoigotnTa OTO.VA dEXOVTAlI avUnoAOyIoTO apiBuo acUpuaTwy

XPNOT®Y Kal O AKPAIEC MUKVOTNTEC.
6. MeTpnTEC MOAUNAOKOTNTAG KAl ETEPOYEVEIQC.
7. -AuvaToTnTa ypriyopnc uioBETnong TnG aAAaync.

8. - AlaTAPNON XPNOTO-KEVTPIKWY XAPAKTNPICTIKWV.
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3. AYTONOMH AIAXEIPIzH TOY
MEAAONTIKOY AIAAIKTYOY

3.1. Eicaywyn

H OJiaxeipioTikiy AsiToupylkdTnTa nou BOa napoucialel To PEAAOVTIKO
dladikTuo Ba Bacilel TNV €NIXEIPNUATIKOTNTA ~“TOU “GTNV- NPOCPEPOUEVN
unnpeoia. AUTEC Ol NMPOCPEPOPEVEC UMNPETIEC 0dNyoUV ~OTAV. NaApoxn

KaAUTEPN NoIOTNTA UNNPECiag, 6nou auTo andiTeiTal.

E€aitiac autng TnG npokAnong, To d1adikTuo Tou. HEANOVTOG (paiveTal va
uloBeTel ouoThuaTa auTodiaxeipiong [23]. To-npdBANua OPwG eival OTl,
ONWC Ol EMIXEIPNUATIKEC EPAPHPOYEC - UNNPECIEC. ‘NOU  KAAUMTOUV TOUC
opyaviopoug exouv d1adoBei, £Tal Exouv-auénbei kal Ta NpoBANUATa PE TNV
JlaxXEipIon auTWV TWV AITAOEWV Kal TV UNNPECIQWV O NOANOUC TOMEIG TNG

dlaxEipIong Xprnaon ETEPOYEVWV. TEXVOAOYIWY OIaXEipIoNG.

Méow TNC auTOvoung dlaxeipianc To 0IadikTUO Tou HEANOVTOC EMIOILKEI OTI
0a avTigeTwNiosl auTa Ta npoPAnparta. Enidiwkel 0TI Ba va xpnaoiponolouv
TEXVIKEG YIQ va KaTdoTei OUvaTh N -anoTEAEOWATIKN AEIToupyia kai Tn
XPNOIHONoINGN TWV CUOTNHATWY KAl UNNPECIVV HE HIKPN N Kal Undapivi
avBpwnivn -napéuBaon. Ta €v AOyw auTovoua cucoTAuata dlaxeipiong
AQVAPEVETAl VA - AEITOUPYNOEl PEOA O €va OoUVOANO MEPIOPICHWV N
npoUnoBeaswy, dnAadn, -EMYEIPNOIAKWY 1 CUMUNEPIPOPIKWY AMNAITHOEWV.
'Onw¢ -Ba  doUpEe -NAPAKATW AUTEC Ol ANAITAOEIC €ival duvaTov va
kaBopIioToUy €iTE and Toug OJIAXEIPIOTEG TOU CUCTAKATOC 1 OPICTOUV WG

HEPN OUPQWVIQV.
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3.2. AUTOVOMEG KAl YVWOIAKEC AEITOUPYIEC
nou Baoidovral oto MeAAOVTIKO
AladikTuo

O1 diadikacie¢ nou xapakTnpilouv TNV AuTOVOWN - Olaxeipion - Tou

HEAOVTIKOU d1adIKTUOU gival ol €Egic:
> AuTtodiaxeipion (Self-management)
> AuUTO- euaioBnTonoinong (Self-awareness)
> AuTO-BeATioTonoinon (Self-optimization)
> AuTo-puBuion (Self-configuration)
> AuUTO iaon (Self-healing)
> AutonpooTaocia (Self-protection)

> AuTo-opyavwon (Self-organisation)

3.3. O1 NOAITIKEG OTNV QUTOVOHN
di1axeipion Tou MeAAovTiKOU
AladikTUOU

H autovoun Odiaxeipion oTo . d1adikTuo Tou MEANAOVTOC npoonabei va
dlaopaliosl OTI. T CUOTAKATA KAl Ol unnpeoiec 6a AsiToupyolv ONWC
avapeveTal. Xpnon - noANITIKWV. Pnopolv va xpnoigonoinfolv woTe va
dlao@alioouV. TNV ENIBUPNTA CUKNEPIPOPA TWV OTNV CUCTNHATWV Kal TwV
UNNPECIMY - KI- £TOI VA ANOCKOMNOOUV HE auTh Toug Tn AsiToupyia va
XapaKTNPIioouV Td -auTovoua OIaxXEIPIOTIKA OUCTAPATA WE TA ANAITOUUE
AEITOUPYIKA - XaPaKTNPIOTIKA. TETOIEG NONITIKEG MMNOpoUV va avaktnoouv

ano To “capturing” Kai To “mapping” AauTOVORWV JIAXEIPIOTIKWV OPATEWV.

H diaxeipion nou BacileTal oTIC NONITIKEC €ival £va €UpEwC O1adIOOPEVO
napadeiyua diaxeipiong To onoio anaitei NOAAEG NPoOdoUC OTNV TEXVOAOYIa,

KUpiwG 000V apopa:

> AIaXEipIon TWV ETEPOYEVWV AEITOUPYIKOTHTWY
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> lNpoocapuoaTIKOTNTA

> M@bnon Twv €QAPUOYWV Kal OUAANOYIOTIKWV TEXVIKWY. yia TNV
oTNPIEN TNG eupuUNG aAAnAenidpaong

3.4. H avlpwnivn napéypBaon oTn
di1axeipion Tou MeAAOVTIKOU
AladikTUOU

'Eva kevTpikd npoBAnua otn diaxeipion Tou PeAAoVTIKOU-OIadiKTUou €ivai n
avBpwnivn napepBaon ([26], [27]). To dnTnua €ivar va peiwdesi o
avbpwnivn peooAapnon 600 TO JuvaTOV NEPIOOOTEPO. ~OI TEXVIKEC
auTtodiaxeEipiong nou  avagePOnKav . MPONYOUNEVMS - avanTuooouv Hia
NPOCEYYION KaTta Tnv avantuooovTal -dlaxeIpIoTIKEG OUVATOTNTEG OTa

aQuTOVOUa CUCTHAATA Mou NPOBAENOUV. TIC ANAITAOEIC KI £TOI AUVETAI TO

npoBANKa TnNG avbpwnivng napepBaonc [28].

3.5. ZxediaoTikd {nTAHATA Yia TV
uAonoinon TnG auTtovopng diaxeipiong
TOoU MeAAovTikoU AladikTUoU

H ulonoinong TnG duTodiaxeipiong yia To HEAOVTIKO OIadiKTUO amnoOTEAEI
Mia noAUTIMN ‘aAucida -nou . dmeikovilel Tov TPOMO TOUGC OTOXOUG TNG
EMIXEIPNONG OUOXETICOVTAI ~PE TNV UMNOJOWN. QC anoTéAEOud, KI €0w

napouacialovTal TUnika nia npoBAnuaTa onwe Ta akoAouba.
> Euekifia
> ZUVTOVIOHOG
> TMapoxn Nopwv:
> Medio epappoyng
> XwpnTIKOTNTA (POPTIOU O WPA AIXHUNG:

> Tonikn BeATioTonoinon
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> AlaokoprigpEVOl NOPOI

> Juvepyaoia

> ®uoIkn PETAkKivnon

> Alaxeipion Twv akpainv onueinv

> Pon epyaoiag

120



M.Sc Thesis Maria A. Akezidou

4. H AIAKYBEPNHzZH THZ AYTONOMHz
AIAXEIPIZH2

4.1. Eilcaywyn

Ma va yivouv Ta OikTua auTovoua Oa npenel. va npoodiopioTouV
OlaXEIPIOTIKEG aNAITACEIC 0 uwnAO €ninedo and Toug OlaxelpioTec. H
auTovoun unodopn unovoel €va peyaho BRAMA - OTIC. QUTOUATOMOINMEVEC

01a0IKaCiEC TWV JIKTUWV.

H SiakuBEpvnon €xel EPAvIOTEI oav OPOC yid va NEPIYPAWEl AUTOV TOV
VEO TPOMO (TEXVIKEC Kal AEITOUPYIEG) yIa va npayuatonoindei n diaxeipion
0€ auTOVOPOUC pubuoUC anoPelyovTdc.va KOANAOEL OTIG KAAOIKEC TAXTIKEC

dlaxeipiong Twv dIKTUWV.

H dikTuakn O1aKuBEPVNON £ival OXedOV NAVTA GUVOEDEUEVN HE TIC MOAITIKEC.
>uvnOwc, ol ENIXEIPNKATIKEG MOAITIKEG G UYWNAOTEPa enineda opidovTal Kai
O€ €KeiVvo TO €ninedo. TN GUVEXEID 0l MONTIKEC OlOXETEUOVTAl OTO OIKTUO
o€ OAa Ta €ninedd Tou OMNou HopQOnoloUVTal 0 XaunAOTEPOU eninedou

NONITIKEC Kal XapakTnEiovTal mia and TEXVOAOYIKEC EVTOAEC,.

AuTd TO KeQAAdIO anoTeAsi TO BdOIKO KOPHO auTAG TNG OINAWMATIKAG
€pyaociac yI’ autd apxika EEKIVAgEl e €va OPIOHO YIa TO TI GNMaAivel o Opog
OlakuBépvnon. “ZTnV OUVEXEID Kal oTnv &voTnTa 4.3 napouaialovTal
ONMAVTIKEG - NPOKANCEIC MOU aVvTIYETWNI(El AUTH WOTE va ENITUXEl MIA
owoTn AeiToupyia. MapaAnAa, otnv evoTnTa 4.4 yivetal pia npoondabeia
AaPoUsiac TwV. HEXP! TwPA NPOCEYYIoEWV 0TV NEPIOXN TNG dlakuBEpvNoNg
WOTE va QTACOUME OTnV evoTnTa 4.5 Onou yiverar n napouciaon Tng

NPOCEYYIONG NOU akOAOUBNBNKE O€ AQUTAV TNV £pyaaia.
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4.2. OpIoHOG via TN AIKkTudKn
AlakuBEpvnon

MNa Tnv diakuBépvnon Tou dIkTUOU WnopoUv va Bpebouv apKeTOi opIoioi
otnv BiBAIoypagia. O nio nNpooiToc nou UIOBETOUNE O auTn. TNV- €pyaaia
Agel OTI n dlakuBépvnon €ival €vag PNXaviopog uwnAou eminedou riou
NEPIEXEI ONEC EKEIVEG TIG AEITOUPYIEC MOU anaiTouvTal WoTE vd KAAUPOEei To
KEVO METAEU Twv BIANOPPWOEWY UWPNAoU €ninédou nou opifouv ol (POopPEig
Kal Tnv unapyxouoa Jlaxeipion Twv NnNyov- TnG -unodopnc. - O o6pog
dlakuBEpvnon eniong NepIEXEl TN ENIKOIVwVia avepwnou — dikTuou (H2N)

Kal 0 OpIOKOC NONITIKWV Kal EMIXEIPNUATIKWV OTOXWV OTO-JiKTUO.

4.3. NMPoKANOCEIG TNG AIKTUAKNG
AlakuBépvnong

O au&avopevoc aplBUOC TWV ETEPOYEVOV CUOKEUWV MOU XPNGCIKOMNolouvTal
oc  OIAMPOPETIKEG MEPIOXEC WOTE . VA - XPNOIKOMNOINCOUV  OIAPOPETIKEG
UNNPECIEC N EPAPHOYEC HE EUXPNOTO, AOPAAR Kal dUVAWIKO TPOMO, andiTel
TNAENIKOIVWVIAK UNoOOoWN MHE NANPWE KATAVEUNUEVEG duvaToTnTEG [31].
Autr) n noAUMAOKOTATA ~TNGC UMOdOMWNC €ival and TIC PBACIKOTEPES
NPOKANCEIC NOU. avTIETWNICEl oNUEPA N TNAsniIkolvwviakn Blopnyxavia. Ol
TNAENIKOIVWVIAKOI (POPEIC NPENEI VA anooKonnoouv o€ auto To napadelyua

Kal va pi€ouv-To Bapoc Toug oTn diaxeipion TnG noAunAokoTntag [32].

H unodopn nou npoonabouv va UAOMOINCOUV NPEMEI va €ival auTOVoUn Kal
va AeIroupyei- pe-duvapikés dlacuvdeoelc. H uAonoinon Tou nAaigiou Tng
dlakuBEpvNoNnG. €ival PEPOC aUTAC TNG unodopnc. MapoAa autda, n
avanTuén auTnl ouvavTd ot NPOKANOEIC O NEVTE PBACIKEG TEXVOAOYIKEG

KATNYOPIEC.
> Enixeipnuatikn yAwooa:

H diakuBépvnon Tou JIKTUOU NPORAENETAI VA NPOCPEPE! UNXAVIOHOUC Nou

va kaBopilouv Ta XapakTnpIoTIKA Kal TIG aAAAyeC OTOUG Ot yAwooa
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uwnAouU eminedou. Ma va yivel Opwe auto Ba npenel ol Popeic Ba npenel va
BonBnBolUv pe TN XPNON AUTAC TNC YAWOOAC WOTE va EKPPACOUV TIG

avaykeg Tou dIKTUOU.
> MeTappaon:

A@oU ol Qopeic opicouv TIC ANaITAOEIC TOUG KE TNV ENIXEIPNOIAKN YAWooq,
TWPA AUTEC Ol anaItnoeic 6a NPEnel va PETAPPAcToUV O€ MONTIKEC MOU va
kaBopilouv TNV KataAAnAn AEITOUPYIK) CUMNEPIPOPA WOTE VA EMITUXOUV

QuTOVOUN AEITOUPYIKOTNTA.
> ZUN\OYIONOC:

O ouMoyIouOG €ival JiIa onuavTikn nPokAnon oTo nedio TNG JIKTUAKNG
dlakuBEpvnong dedopévou OTI pnopei va aglonoinBei yia Tn diapecoAdpnon
Kal 01anpayPATeuan HETAEU TwV HEHOVWHEVOV OVTOTHTWV.

> TTONITIKEG:

O1 NONITIKEG €ival OTEVA OUVOEHEVEG ME TNV BlakuBepvnon Tou dikTuou. Ol
NOANITIKEG opilouv KavoveG mou 6a- kabopioouv Tn CUMNEPIPOPA TWV

dlaxelpIlOUEVWV OVTOTATWV.
> EmiBoAn diauoppwonc:

O1 pnxaviopoi- enBoANG dlIaPOPPWONG WOTE va €NITUXOUV TNV ano@aon

dlIapOPPWONC.

4.4. State of the art
0. 6po¢ . diakuBepvnon Tou OIkTUOU Oev €ival NPWTOEUPAVI(OPEVOC,.
MaAQIOTEPEC- EPEUVEG EXOUV MPOOEYYIOEI APKETA AUTOV Opo HE JIAPOPEC

TEXVIKEC KAl ASITOUPYIKOTNTEC. MapakaTw yiveTal Yia avagopd o’ auta.

4.4.1. Aiktuakn AlakuBépvnon
AUTOVOEG apXITEKTOVIKE, MAQioId kal NPOYyPAMMKATA Mou Xpnaolgonoinoav

Tov 0po TNG dlakuBEPvVNONG Tou SIKTUOU:
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e “4WARD” [33]

e “AUTOI” ([35] - [39]),

e “CASCADAS” ([40], [41]),
o E°[43]

o “FOCALE” ([46], [47])

o “GANA”, [49]).

o “Self-NET"[50].

> EnixeipnuaTtikn yAwooa

EnixeipnuaTikEC YAWOOEC Mou XpnolPonoinénkay. yia Tov. opiouog uwnAou

eMnedoU OTOXWV:
» Common Information Model-[53]
» Shared Information and Data model[55]
> AMNEG HopPEC Hopponoinong (0nwe Ta SLA [57])
4.4.2. MnXxavioHoi HETAPPAONG
MnXaviopoi JETAPPAoNC TwV MNONTIKOV O XAUNAOTEPOU €MINEDOU EVTOAEG:
» Semantics & reasoning [61]
> DARPA Agent Mark-up Language
» Web Ontology Language[62]

» Semantic Web Rule Language [63]
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4.5. Neprypa®n TnG pHeodoAoyiac/
NMPpooEyyionG Nou UIOOBETAONKE

4.5.1. H H2N 3dienapn
e autn TNV evoTNTa NEPIYPAPETAl NwG avanTUuXTNKE N dlena@n
avBpwnou- OikTUou (H2N) WC MEPOC TOU AEITOUPYIKOU KOPHATIOU ~TNC

dlakuBepvnong (Figure 1).

H Baaoikn) Asitoupyia TG H2N diena@ng ouvowideTal oTo. NPOCPEPEI OTOUG
QOpEic £va epyaleio wOTE va PnopoUv va Tou €1loayouy uwnAou eninédou
EMIXEIPNKATIKOUC OTOXOUC, AUTOI va PETA@PAlovTal AuTOVOUd OF TEXVIKEC
EVTOAEC £TOI WOTE va PNV MeooAaBei’ kapia avBpwnivn enagr Pe TEXVIKA
(nTuaTa. Mia oywn uynAou eningdou TnG H2N dlenagng qaiveral oTnv

glkova Figure 2.

Ol ENIXEIPNUATIKOI  OTOXOl EXQUV - OXEON" UE TOV MPOCOIOPIOUO  VEAC
£QApuoync, Mia opada amo.-user classes AUTNC TNG €(PAPHUOYNC, OMAdEG
noIoTNTAg unnpeoiac (QoS) yia kabe user class TNG EQApHOync, KAM. autog
0 NpoodIOPIONOC WMOPEI va OUCXETIOTEI JE MIO OUYKEKPIYEVN MEPIOXN,
XPOVIKN NePiodo, apiBuo XpnaTwv KAM. EmnAéov n H2N dienagr eniTpénel
va npaypaTonolouvTal. CUOXETIONOI METAEU TwV EPAPHOYWV/ UMNPECIWV
kal Twv User- Classes, Twv-QoS levels, Twv TEXVOAOYIOV TOu BIKTUOU, GANEG

EQappoyeg, QoS levels pe AAEC' QoS NApAPETPOUC.

AUTEG oI UYnAoU €niNEdOU MOAITIKEG nou opidovTal and Tnv H2N dienagn
OTN OUVEXEIQ Ta&IBEUOUV 0TOo OIKTUO NepvwvTac Ta diagopa enineda Tou
WOTE VA PETAPPAOTOUV OE TEXVOAOYIKEG EVTOAEC. H enopevn AsiIToupyikn
povada peta TNV H2N dlenagn sival o  Context Acquisition (Figure 1) n
onoia peTa@palel TNV OTOV  EMIXEIPNMATIKO OTOXO and anaiTnoelg
UNNPECIaC Ot €VTOAEC OIKTUAKNG OIQUOPPWONG KI EMNITPENEl OTO TO

oUoTNHa va A&IToupynaoel auTovoud.
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4.5.1.1. Information flow

'Onwg ndn NeEPIYPAPNKe nponyoUevoG n O1aKUBEPVNCN EMITPENEI TOV
NPOCdIOPIOHO EMIXEIPNHATIKWY OTOXWV/ MOAITIKWV UWNAOU €RINEDOU HEOW
™G H2N dienagnc. Tunikd, ol uwnAoU emnEdOU EMIXEIPNHUATIKEC MONTIKEG
kaBopiCouv EnIXEIPNKATIKEG NPOKANOEIG/ OTOXOUG. Fla auTd Tov AOYO N
H2N dienagn opilel dUo TUNOUG UWnAoU €niNEdou- MOMTIKEG. AUTO YIVETaI
HE TOV npoodiopiond avTioToIXWV HNVUMATWY - Ta ~onoia  ovoualovTal
Business level entries kal Associations kal avaAuovTal OTIG UNO-EVOTNTEG,
45.1.2 kar 4.5.1.3 avrtioToixa. Eniong < otnv- -uno-evotTnTa 4.5.1.4
napouaoialeTal ol XaunAOTepoU €nNESOU MOAITIKEG MOU- EVEPYOMOIOUV TnV
AgIToupyia TNG avadiapopPwone TWV CUCKEUWV YId TOUC XPNOTEC Kal TwV

OTOoIXEiWV Tou JIKTUOU.

4.5.1.2. Business level entries

AuTr) n unoevoTnTa napouoialel Td business level entries oav napadeiyua
uwnAoU emnedou oTOoXwWV. (MOMTIKWV). Ta Business level entries eival
NANPOMOPIEC MOU EVAMOKEIVTAl O ENIXEIPNUATIKO €ninedo kai oxeTiCovTal
ME TOV apIBUO TwV XpNOTWV NOU avauévouv Wia epapuoyn, €va user class,
OE MIA GUYKEKPIJEVN - NEPIOXN. KAl XPOVIKN OTIYHN. ZUYKEKPIUEVA, ONWG
MnopoUpe va douye oTnv. Figure 3, Ta business level entries ouvoyilouv
NANPOPOPIEC ONWC 0 apIBPOC. TWV XpNOTWV, TO NOCOCTO TNC KIVNTIKOTNTAG,
M.X., TOV apiBPO TWV XPNOTWV MOU AVAMEVOUV €KEIV Tn OTIYMUR, OTOV
nepioxn (n.x. Tou Fepaid; kEvtpo TnG ABRvag, ...), TNV XPovikn oTiyun (mn.x.
08:00-11:00, 21:00-22:00, ...), Tnv €@appoyn (m.x. IPTV, ..), To User
Class (n.x..Gold, Silver, Bronze, ...), To Quality Level (n.x. High, Medium,
Low), TIG napapeTpouc Tou Quality level (n.x. Bit rate, delay, jitter, ...) kai

TO Mobility pattern (n.x. High, low, train, car, ...).

4.5.1.3. Associations
2€ QuTA TNV UNO-evOTNTA NapoucialovTal ol OVTOTNTEC NOU CUCXETI(OVTal

KI anoTtelouv €&va emnAéov napadeiyya uwnAou enminedou  OTOXWV
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(noAImikwv). O1 GUCXETIOEIC €ival uwnAoU eninEdoU NONITIKEG MOU NEPIEXOUV
KAVOVEC GUOXETIONG TNC EPAPHOYNC KE TIC user classes kal Ta quality levels,
TOV OUVOUAOWO MIAC OUYKEKPIYEVNG EPAPHOYNG ME AAAEG EPAPHOYEC Kal
TOV ouvOUaopO PeTa&U Twv user classes. ‘Onwg gaiverai. oTnv Figure 4,
MId OUOXETION ouvowilel NANPOQOPIEC YIa €va OfET . £PAPPOYWV.. Kaoe
£QApuPOyN MNOPEi va CUCXETIOTEI e €va 1 NepIoooTePa User Classes. Kabe
User Class UNOpEi va OUOXETIOTEI e éva f NepIoaoTepd QoS levels. Kabeh
QoS level pnopei va OUOYETIOTEI ME €vayv -1 MNEPIOOOTEPOUC QoS

NapapETPOUC.

4.5.1.4. IMoAiTikég AlauopPwong

O1 NOAITIKEG BIauOPPWONG NPOCPEPOUV- KAVOVEG 0l NEPIOPIGHOUC Ta oroia
Ba npenel va AaupBavovrar unoyn -oTnv. €niAoyn TnG  BEATIOTNG
dlauoppwons  Miac Meploxnc. Unnpeoiwv, -evoC Access Point 1 pIag
Juokeunc. O1 NONITIKEG dlapopPwang Ba npénel va nNpokUNTouv anod Td

business level entries kai-and TiC OUCXETIOEIC (Figure 5). Mia noOAITIKA

JlIauOPPWONG.
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5. ANANTY=H THZ E®OAPMOTIHz KAI
AEITOYPI'IA THZ H2N AIAZYNAEzZHZ

5.1. Eicaywyn
3€ QUTH TNV &vOTNTA YIVETAl MId GUVOMNIKN MEPIYPAPN TNG AEIToupyiag Tng
dlenapnc aAAa kal Ta TEXVIKA XAPAKTNPIOTIKA -Mou Xpnoidonoinénkav yia

TNV avanTtugn Tne.

5.2. AnAiTNOEIC OXESIQOHOU
H H2N dienagpn npoo@epel €va ypa@ikd nepIBAAAOV MOU ENITPENEI OTOV
Qopea va aMnAemdpd pe oTo ‘cUOTNHA. H mapouca Odienagr Exel

avanTuyBei pe Java kwdika, HEPOC TOU-0noiou BpiokeTe oTo APPENDIX I:

To AsIToupyikO KOMMATI TNG OlakuBEpvnonG. €ivar évag npaktopag kai yr
auto avanTuooeTal o nePIBaloyv Java Agent DEvelopment Framework
(JADE) [70]. Ztnv Figure 6_eaiveral auto To nepIBaAlov onw¢ kai Ta

punvUpaTa nou avraAacoovTal JeTa&l Twv NPakTopwy.

Ma Tnv uAonoinon €vog UnvUpaTog XpnaoldonolouvTtal XML apyeia yia Tnv
eQappoyn Twv-Java KAOEwWV.
MapaAAnAag, yia To oxedlaopd Tng dlenapnc Hag oxediaoTike Wia Baon

dedopévav Nn- enovopalopevn “governancedb” n oroia NEPIEXEI MIVAKEC

onwg ol:
e Initparameters e poadata
e initsq e (ualdata
e locationdata e servdata
e mobilitydata e servrules
e parametersdata e techdata

129



M.Sc Thesis Maria A. Akezidou

e timezonedata e trfrules
e trfdata e ucdata

H epappoyn xTioTnke pe Tn PBonbeia Tou “EMS SQL. Manager 2005”
NpoypPANMATOC,.

5.3. H A€eiToupyikoTnTa TNG SI1ENAPNCG
Mia ogipa ano €IKOVWV NapabEéTouv TNV AEIToupyia kai TR OlEnapnc. ZTnv
Figure 21 napouoidleTal Yia ouvoyn TwV NAPAPETPWY MOU-UNopouV va

HeTaBANBoUV HEow TOu ypapikoU nepIBAAOVTOC Kai-0l Ofoiol €ival or:
> E@appoyn (Figure 8)
» User Class (Figure 9)
» QoS Levels (Figure 10 kai Figure 11)
> QoS napapetpol (Figure 12 kai Figure 13)
> H Texvoloyia (Figure 14).
» CAP (Figure 15)
> TonobBeoia (Figure 16)
> Xpovikn aTiyun (Figure 17) kal

» Mobility Pattern (Figure 18).
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6. EIMIAOIoz

H eugavion Tou 10 peAAovTIKOU BIadikTUOU KATEOTNOE adUVAPOUG TOUG
(POPEIC va €ival og B€on va TO AVTIHETWNIOOUV ME TN XPNON TEXVIKWY
dlaxeipiong Nou unapyouv onuepa. Eqpapuolovrag autovopn apxec yia Tn
dlaxeipion Tou OIkTUOU €ival 101aiTeEpa €vOIAPEPOV. Kal-TNV. idla. OTIYHNA

@aiveTal va ival o Jovog Tponog avtidpaong.

QoT1000, N NOAUNAOKOTNTA TWV CUCTNMATWV Kal TWV EPAPHOYWV TOU
ONUEPA anaiTei TNV avaykn va auTopaTomnoIoouv Tn. dlaxEipion Touc,
WOTE va NANPOUV TIC AEITOUPYIKEG I CUMNEPIPOPIKEC AMAITAOEIG. TNV
NpaypaTikOTNTA, N OUCIa TOU AUTOVOMOU OIKTUOU, Kal, GUVEN®WC, AUTOVOWN
EMNIKOIVWVIia, €ival va ENITPEYEI OTO-AUTOVONO diKTUO (TOOO Ta GUCTHUATA
Kal Ta OuoTaTikd NMou OUVBETOUV. TO ~OIKTUO) TNV nNpoodpuoyn Twv
UNNPECIWV KAl TWV MNOPWV FAOU- NPOOPEPOUV, OUPPWVA KE TIG
METABAAOUEVEC AVAYKEG TWV XPNOTWV, TIC NEPIBAANOVTIKEC OUVONKEC , Kal
TOUC EMIXEIPNOIAKOUG OTOXOUC, apkei va eEao@alileTal n npooTtacia Twv

EKACTOTE EMIXEIPNHATIKWY GTOXWV.

Map '0Aa auta; autd nou Ba €EaxBei and autn Tnv avaiuon esival oT
MOAAEG ano TIC NPWTOBOUAIEC Tou €EETAOTNKAV Kivnoav TNV Npoooxn Toug
npog TNV - katevBuvon HIAg npaydaTikng  OlakuBepvnong  Twv
auTodIaxeIpICOPEVWY. GUUREPIPOPWY HME OTOXO nMou 6a odnynoel oTa
auTovopa dikTud kal CUCTNHATa rnou Ba xouv Tn duvaToTnTa JUVAMIKNG
NPOCAPHOYNG - OTIG. dXAayeg, oUPPWVA ME TOou UwnAoU €nnEdou

EMYEIPNOEWV. MONITIKWV.

2T0 nAgiolo authg TnG €EENENG ol avBpwnivol (QOopeiC €0ecav VEEC
anaiTnoeIC, Je TNV ovouaoia enixEipnoiakoi OTOX0l, HEOW TwWV MOAITIKWV
dlaxeipionc. AuTOi Ol EMNIXEIPNCIAKOI OTOXOlI WMNOPOUV va XwPIoTOUV O€

uwnAoU €ninédou EMIXEIPNUATIKOUC OTOXOUC MOou eKPPAlouv Tnv TOUG

131



M.Sc Thesis Maria A. Akezidou

OTOXOUG €MOOCEWY TWV QPOPEWV Kal TWV XPNOTWV KAl O XaunAOTEPO
EMINEDOU OTOXOUC MOU eKPPAlOUV TIC TEXVIKEC EVTOAEC TWV GUOTNHATWV.
Ano autO CUMNEPAIVOUPE OTI ONUIOUPYEITAI N avaykn va-yepupwOei To
Xaopa PETatyu auTwv Twv OUO WOTE va €yyunbei Wia PETAKivnon - npog.Tn

dlakuBepvnon Twv auTodiaxelpI{OPEVWY GUUNEPIPOPEC,

'ETOI, TO EVOIQQEPOV PAC OTPAPNKE OTNV avanTugén autoU ToU AUTOVOHOU
OouUOTAMATOGC  JlaxeipiIonG, NPOKEIMEVOU  va - KatdoTel - duvatn n
anoTeAEONATIKA AEITOUPYIa Kal Tn XPNOIKONoinon TwWV OUCTNHATWV Kal

UNNPECIWV KE WIKPN N MNdauiviy avBpwnivn napsupaan.

H H2N diaoUvdeon anoTeAei PEPOG TOU £pyaleiou TnG dlIaKUBEPVNONG, €va
AEITOUPYIKO TUAWa nou €€ayel uwnAou emnédou NOAITIKEG, Kal TOug
ovopadel enixeipnUATIkoUG OTOXOUG. AUTOI Ol EMNIXEIPNKATIKOI OTOXO!I TWV
EMIXEIPNOEWV aVAPEPOVTAl OE EPAPUOYEC -OE PIAd OUYKEKPIMEVN B€on Kal
{nToUV OPICHEVEC NOPOUC CUUPWVA. E TIG EKTIHNOEIC TOUC. MNMpPOoKEINEVOU va
d1a0QaAIoTel OTI N AEITOUPYIKOTNTA TOU CUCTNHATOG NPOCApuoleTal OTIC
METABOAEC TWV ENIXEIPNOIAKWY. OTOXWV, AUTOI oI oTOXol Ba npenel va
HETAPPAOTOUV OF. TEXVIKA OTOXOUC XAMNAOTEPOU €MINEdOU WOTE vda
evnuepwBoUv OAa. -Ta  enineda Twv OIKTUWV. AuTO 6a pnopouce va

anoTeAeiTal ano-éva PeANOVTIKO aTadIo TNG OAOKANPwONG.

Ano Tnv GAAN-NAEUpa, AQuTO TO- AUTOVOHO NAPAdEIYHA ENIBIWKEI VA HEINOEI
TNV anaitnon yia-avBpwnivn napéupaocn otn diadikaacia Tng diaxeipiong Ye
TN XPNnon - &voc-ni NepICOOTEPWV PBPOXWV EAEYXOU MOU OUVEXWG Vd
pubpifouv To oUOTNUA-WOTE va dIaTNPNOEl TN CUMNEPIPOPA TOU €VTOG

EMBUKNTWV OpPIWV.

QoT000, HE HIa dNAWON ONWE N «auTOPATIONOC Oev onuaivel aveEapTtnaia”,
Aiyn npoagoxr diveTal oTo €idog Tou dlaAdyou avaueoa e Eva avepwnivo
xeipioTr OikTUou (HNO) kal Tnv auTo-0iaxeipion Tou JIKTUOU Kal 10iwg yia
TIG KQIVOTOMIEG Kal TIC 1ID1aITEPOTNTEG Nou nmiBavoTaTa To HNO Ba npéenel va

XEIPIOTEI KATA TN METABAoN 0To VEO AuTO €idog diaxeipiong.

132



M.Sc Thesis Maria A. Akezidou

O1 NapayovTeg Nou POAIC avapEPOBNKav PNopouV va CUVTEAECOUV €vd VEO
nedio €peuvac, €iTe PE TNV €loaywyn &vOoC oapw¢ aveEdpTnTou Kal
QUTOVOMOU CUCTAMATOC N oTnV avakaAuywn Tou TnG akpifn ¢@uon: Tou

dlahoyou peTa&u HNO kal TNG auTo-dlaxeipiong Tou dIKTUOU.
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