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Iepiinyn

Xt onuepwn emoyn, kuPepviocelg kot opyoviopoi ommpiCovior Ao Kot
TEPIOCOTEPO GE YNOLOKA TEPPAAAOVTA Yo TNV TOPOYN TOV VINPESLOV TOLG. €2g
OTOTEALEC O, EYKANUATIKEG OPAGTNPLOTNTES , O1 OTTOIEG TAPOAOOGLOKA GTOYEVOV GE AVTEG
To VANPEGIEC, €yovv eumAaKkel oe Evav kvPepvomdiepo peydang kiipoxoc. o v
HEI®OT aVTOV TOV OTEADV, 0 ONUOCIOE KOl OIWTIKOG TOUENS, YPTOLUOTOOVY T
Kévtpa Emyeipnoeov Acpareiog, pnépn 6mov ot avalvTtég amokpivovol EvEPyNTIKE
OTIG OMEIAES, TTAPEYOVTOS EVOL UNYOVIGHO GLLVOS TTPOG TOVG KaKOBovAovg dpdvtes. 'Eva
e€edkevpévo PETPo mov ypnoonoteitar and ta Kévrpa Emyeipnioewv givor ) ypnon
Aoyopkov Acedieiog Evopynotpmong Avtopatoroinong kot Andkpiong. Avtd 1o
AOYIGHIKO TOPEXEL GTOV OVOAVTN EVICYLUEVEG OLVATOTNTEG CTOUOTICHOV, MCTE VO,
EMUINPOVV TOLG YNPLOKOVS TOVG TOPOLG KO VO OMOKPIVOVTOL ATOTEAECUATIKA GOTIG
KuPepvoaneiléc. Ltdyog e mapovoos epyociog etvar 1 avaivon kot 1 enideln tov

AOYIGUIKOV, TOV SLVOTOTHTOV, KAOMOG Kot TL TOPEYEL GTOVS GVYYPOVOVG AVOAVTEG.

Aééeig Kheroia.: kvfepvoamellés, pueiwaon, Aoyiouiko, ovTouoTiouos, arokpiot], AopiiElo,

Abstract

Nowadays, governments and organizations rely more and more on digital
environments in order to provide their services. As a result, criminal activities that
traditionally targeted those services have engaged in a large scale cyberwar. In order to
mitigate those threats, public and private sectors use Security Operation Centers, places
where analysts actively respond to threats, providing a defence mechanism to those
malicious actors. An advanced measure used in modern SOCs is Security Orchestration
Automation and Response software. This software provides the analysts with enhanced
automation capabilities in order to monitor their digital assets and effectively respond
to cyber threats. The aim of this master thesis is to analyze and demonstrate this

software, its abilities, as well as what its provisions to modern analysts.

Key Words: cyberthreats, mitigation, software, automation, response, security



Table of Figures

Figure 1: Virtualization ArChiteCIUIE.........ccuvivecieee e 8
Figure 2: XSOAR AICNITECIUIE ......ocuoiiiiiiiieieieee e 10
Figure 3: Elasticsearch integration with CorteX XSOAR ........ccccceiiiiiinieiiiieeiee, 11
Figure 4: ContaiNer CrEALION ........c.ccveiueeieieeie e se et e e e ettt e e e e enes 14
Figure 5: Network INSPECLION ........civeiicieiiee e 15
Figure 6: DOCKET EXECULION.......ccviiviiiitiiiiii e 16
Figure 7: elastic instance created in XSOAR ......ccoooiiiiiiiininece e 16
Figure 8: VirusTotal instance created in XSOAR .......ccccoveiiiiieiiesecc e 16
Figure 9: Start of an investigation on a given IP ..........c.ccceii i 17
Figure 10: Geo-Location information on the Google Maps ..........cccoevervrinienicinenne. 18
Figure 11: Geo-Location information in text format ...........ccccooeveieiiienininiceee, 18
Figure 12: Reputation information about the target 1P ...........ccccooveviiieiecce e 19
Figure 13: XSOAR DashDOards..........ccccceiieiieiiieiieie et 20
Figure 14: Utilization of a playbook ............coeiiiiiiiiiiiiicece e 22
Figure 15: Splunk SOAR AIChITECIUIE ..o 23
Figure 16: Built-in investigation apps in SPIUNK SOAR ..........cccceviiieveeie e 24
Figure 17: Data enrichment in Splunk SOAR. Part l..........ccccoevieviiieieccc e 25
Figure 18: Data enrichment in Splunk SOAR. Part Il ........cccooeiiiiniiiiiieeee, 25
Figure 19: Data enrichment in Splunk SOAR. Part H.........ccooviiiiniiiiiiiccen, 26
Figure 20: Preview of an event Creation ............cccccveeeiieieeiesiie e 26
Figure 21: Investigation analySiS .........cccceiieiiiiieiieie e 27
Figure 22: Event Information in CEF fOrmat ............ccocooiiiiinieieicn e 27
Figure 23: INVESHIgAtion REPOIT .........oiiiiiiiiieieiee s 28
Figure 24: DashDOArdS ..........couiiiiiiie e s 29
Figure 25: Playbook SettiNgS.......cccoiveiiiiiiiiiie e 30
Figure 26: Playbook Editor and Action Configuration...........cccceeeveneieneninnnieinennn, 31
Figure 27:Final PlaybooK DESIGN ........cccoiiiiiiiiiie et 32
Figure 28: Siemplify Architecture Part L..........cccooiiiiiiiie i 33
Figure 29: Siemplify Architecture Part 11 .........cccoooviiiiiii i 34
Figure 30: Siemplify Data SOUICES ........ccueiverieiieieeiesieseese e sre et ens 34

Figure 31: VirusTotal integration configuration.............ccceevevevieeresieseese e 35



Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61.:
Figure 62:
Figure 63:
Figure 64:
Figure 65:

VirusTotal integration teStiNG........ccccvvevieie i, 36
(08 R ol = U1 o] [T PR RSP 37
CASE TESTING . ..eveevieiee ettt sttt re b aneenre s 38
Integrated INformation Part 1..........cccooeiiiiiiiiiineeeee e 38
Integrated Information Part 2.........ccoceeeieeie i 39
Playbook UtHHIZAtION.........ccccoiiieiicce e 39
Dashboards - HOMEPAGE ........ccveiriiieieiesiereeee e 40
Dashboards — WIAQELS. .......coviieieiiieesie e 41
Dashboards — WIAQELS.......ccvcveiieiecie e 41
Cases — Attack Visualization.........ccccoeeveieniiinieee e 42
Playbooks — DeCiSion BIOCK...........ccooiiiiiiiiiisiiiceee e 43
Playbooks — Trigger BIOCK...........cooviiiiiiiiiiesieeeee e 44
Playbooks — Enrichment BIOCKS............ccccoiveviiieiieie e 44
Creation of an incident ClasSifier...........ccoovviiiinieienese e 46
Incidents Classification EItOr ..., 47
Assigning the tags to the custom inCident type .......ccoovvevvvveveervsie s, 47
INCIAENt MAPPING ...vveveeieceece et 48
Security EVENE FOMMAL...........cooviiiiieie e 48
Alrt CategoriZatiON .........ooeiiiiiicieeee e 49
PlaybooK TrigQering.......cccooeiiiiiieieieese e 49
Execution after user’s confirmation .........cccocceeviveiiiiesiieesnies e 50
Manual tasks EXECULION .........ucveieiiieie e 50
REMEAIALION.......ei e 51
SPIUNK SOAR APPS....eiiiiiiiiiiiieiee ettt 52
SPIUNK SOAR AILBIES ..ottt 53
SpIUNk SOAR PlaybOO0K........ccciiiiiiiiie e 53
Splunk SOAR Action Configuration..........c.ccooeveeierenenene e 54
Splunk SOAR Playbook Utiization...........c.ccooveieiineniineeseeen 54
VirusTotal INFOrmation..........cooeiiiieiie s 55
MaxMiInd INFOrMAtION ........coiiiiiiiiie e 55
MaxMind INFOrMALION ........ceoieiierce e e 55
SPIUNK SOAR TIMEIINE......ciieiiecceee e 56
Use Case DEPENUEBNCIES. .......oiueieeieriesieeiesee st ste ettt see e 57

INVestigation INILIALION ..........cccoeiiiiieieeie e s 57



Figure 66: INCIAeNt OVEIVIEW ........coveiiiieieesie e se et sre e ens 58

Figure 67: Suspicious EMail OVEIVIEW ........ccccccveiieiiiieiecie e 58
Figure 68: Attack Visualization and Victim Information............cccccoieiiiiiicienn, 59
Figure 69: Attack Visualization and Victim Information...........cccoceiiniiiiicicienn, 59
Figure 70: PlaybOOK OVEIVIEW .......c.cciuiiieiiieie ettt 60
Figure 71: PlaybOOK ACLIONS ......cc.ciieiicieieeie et 60

Figure 72: Playbook EXECULION..........coiiiiiiieiie s 61



Table of Content

Chapter 1: INTrOQUCTION ..ot 1
Chapter 2: Theoretical BaCKground ............cccooueiiiiieieiieseee e 3
Section 1: SIEM — centric approach to SOC engagements..........cccevvevvererieereernenes 3
Section 2: The need of automation - definition of SOAR .........ccccevvivieiiiin e 4
Chapter 3: Related WOTK ........ccoiiiiiiiee e 6
Chapter 4: Definition of REQUITEMENTS.........coviiiiiiiiiiciereeee e, 7
Chapter 5: High Level and Detailed DeSign ..........cccveveiieieeie s 8
Chapter 6: DEVEIOPMENT ...........coiiiece et 10
Section 1: Palo A0 XSOAR ..o 10
ATCNITECTUIE ...ttt sttt 10
Data ENFICNMENT ..o 14
Correlation and FOrensic ANAIYSIS........cooeieiiriiirinisieiee e 17
Data ViSUAIIZATION........cciiiiiiieiie st 20
Playbooks and AULOMALION ..........cceiiiiiieiecie et 22
Section 2: SPIUNK SOAR ..ottt te e nnees 23
N o 11 (0TSSR 23
Data ENFICNMENT ..o 25
Correlation and FOrensic ANalySiS..........covveiuiiiieiieieiieieece e 27
Data ViSUAIIZALION........cciiieieieie e 29
Playbooks and AUtOMATION ..........ccviiiiiiieee e, 30
Section 3: SIeMPliTy SOAR ..o 33
N ol 11 (s (0TSSR 33
Data ENFICNMENT ..o 35
Correlation and Digital FOreNSICS ........cccvviiiiiiiiiiieie e 37
Data ViSUBHZALION.........ccueiiiiieiieie e e e 40
Playbooks and AUtOMAtION ..........cccviiiiiiiie e, 43
Chapter 7: Use Case ANAIYSIS.......cciiiiiiiiiiieiesie et 45
Chapter 8: DEMONSLIALION .......ccuiiiieiie it sree e 46
COrEX XSOAR ...ttt ettt e sb e e ebe e e e reeenne e 46

SPIUNK SOAR. ...ttt sttt re et e et e neenreas 52



Siemplify

Conclusions

References..

SOAR ..



Chapter 1: Introduction

The rapid increase in cyber-attacks in recent years has given the right to claim that
modern days are defined by a continuous digital warfare. Comprehensive adoption of
digital solutions from the governments worldwide have made critical services like
healthcare or defence, susceptible to malicious actors that try to disrupt services
continuity and even question a state’s digital sovereignty. On January 26, 2022, the
President of the United States, Joe Biden, issued a memorandum which sought to
improve U.S. cybersecurity capabilities. More specifically, all U.S. Government
agencies require to move towards zero trust cybersecurity principles.* Those principles
can be implemented through the S.0.A.R. technology.

S.0.A.R. stands for Security Orchestration Automation and Response. The reason
for the necessity of such a software is that it provides the only feasible way for the
Security Operations Centers worldwide to handle the large volume of security alerts, as
well as integrate all the tools in order to operate effectively.

The aim of this Master Thesis is to examine different S.0.A.R. solutions and present
their impact in Security Operations Centers. In the second chapter, a theoretical
background will be presented, examining two different approaches that define SOC
functionality, the SIEM — centric approach and the insertion of the S.O.A.R. platform.
In chapter 3, an overview of the work already conducted upon the S.O.A.R. solution
will be presented and analyzed.

In the fourth and fifth chapters the requirements of the thesis will be defined, and a
high level and detailed design will be provided in order to set up the context for the
examination and demonstration of the presented solutions.

In chapter 6, the solutions will be presented. Every software will be presented in
specific categories, such as architecture, data enrichment, correlation and forensic
analysis, data visualization and playbooks and automation. Those topics will present

the base, for the demonstration part in the next chapters.

1 Executive Office of the President — Office of Management and Budget, Memorandum for the Heads
of Executive Departments and Agencies, available at: https://whitehouse.gov/wp-
content/uploads/2022/01/M-22-09.pdf



In chapter 7, an initial analysis of the demonstration scenarios will be presented.
The platforms were tested in engaging in potential and realistic threats that can occur
in a corporate or organizational environment.

In chapter 8, the demonstration of the use cases will be presented. The results of the

use case scenarios will be presented in Conclusions.



Chapter 2: Theoretical Background

Section 1: SIEM — centric approach to SOC engagements

Nowadays, cyberattacks have become a more and more common threat to
organizations. From national critical infrastructure to enterprise critical assets,
malicious actors try to find and exploit new vulnerabilities, extending the attack surface
in order to achieve their goals. To efficiently defend from those threats, enterprises and
state actors have heavily relied upon Security Operation Centers.

A Security Operation Center (SOC) provides monitoring, detection and response
capabilities to analysts, creating layers of defence that protect all critical assets of an
organization. Therefore, a SOC can be defined as a centralized cyber security structure,
that can implement a number of defensive security functions, such as monitoring,
detection, response, threat analysis, threat management, digital forensics and more.
Those functions are performed with the use of software and/or hardware, dedicated to
produce logs that describe potential security events or incidents. Those are the data
sources and are important for the analysts in order to perform the necessary correlation
and respond to potential threats. A software that is used to help the analysts perform
their tasks is a Security Information and Event Management platform, or a SIEM.

A SIEM is a platform that communicates with all the data sources in a SOC. It then
provides the investigator with a comprehensive User Interface that consists of multiple
dashboards containing the information from those data sources. The analyst uses those
information to build his or her cases of potential breaches. There are many SIEM
solutions available, not only as enterprise editions, but also as community or open
source, mitigating the cost for small to medium businesses.

Even though a SIEM made the security analysts work more efficiently, it was not
implemented by all SOCs. Some believed that endpoint and network protection could
be implemented efficiently without centralized management. The exponential increase
in cyberattacks in recent years proved that this solution was ineffective. More and more
organizations started to rely on centralized security management, making the SIEM a
necessary acquisition of all modern SOCs. This approach made the SIEM a critical
component for security operations and security analysts used it extensively to address
new threats.

For some years, the SIEM — centric approach has been effective and is still being
utilized by many security organizations. However, due to the volatility of cyber



operations and the evolution of cyberattacks, the implementation of this approach

started becoming problematic.

Section 2: The need of automation - definition of SOAR

In recent years, security analysts and investigators find it more and more difficult
to effectively engage with the new emerging threats. The use of a SIEM in modern
SOCs, even though it is considered a reliable mitigation measure, has become
problematic. The difficulty in integrating new monitoring solutions to existing SIEM
technologies in order to become effective is one of the reasons behind the issue. The
other important reason is the large volume of alerts created per day in the Security
Operation Center. According to a survey published in 2020, security alerts have
increased at least substantially (twice as many alerts) at 70% in the last five years. This
has contributed to significant increase of the fatigue levels of security teams, deeming
them in many cases ineffective to deal with the increased number of threats. It is also
important to mention that almost 88% of the analysts have reported that they face
challenges with their SIEM solutions. The most important issue reported was again the
high number of alerts. Here it must be clarified that a security alert in a Security
Operations Center does not always involve a critical issue. In many situations it
involves a false positive alert, that must be identified and ignored by the analysts. But
an analyst must have the required experience and competence in order to perform
effective identification of such false positives, something that becomes even more
difficult with the existing volume of alerts.

A solution that has been proposed and utilized on many occasions is that of
automation. By utilizing automation in security investigations and proposing mitigation
measures based on the automation of the procedures can drastically reduce response
time from the analysts, making them more effective. The name of the software that has
been introduced for this purpose is S.O.A.R. (Security Orchestration Automation and
Response).

A S.O.AR. can be defined as a collection of software solutions and tools that

provide the capability to security organizations to streamline security operations in



three key areas of a SOC. More specifically, threat and vulnerability management,
incident response and security operations automation.?

Providing a more thorough explanation, Security Orchestration is the solution to the
problem of integration of new security tools and disparate security systems. It is
considered as the connected layer that streamlines security processes and powers
security automation. Security Automation is the automated handling of different tasks
related to security operations. Automation involves not only defence oriented tasks, like
vulnerability scanning and log — searching but also tasks related to prevention, as it will
be analyzed in the following chapters. Finally, Security Response is the ability provided
by the software, for the analyst to choose among a set of potential automated responses,
in order to effectively counter an existing threat.

The use of a S.0.A.R software provides the analysts the opportunity to focus on
responding to real threats for the organization and not get distracted by repetitive tasks

that can now by integrated and automated.

2 “What is a SOAR?”, by Rapid7, available at: https://www.rapid7.com/solutions/security-
orchestration-and-automation


https://www.rapid7.com/solutions/security-orchestration-and-automation
https://www.rapid7.com/solutions/security-orchestration-and-automation

Chapter 3: Related Work

The term security orchestration was firstly introduced by Gartner in 2017 in order
to describe the functions performed by the newly developed software to engage incident
response, security automation, case management and also other integrations. More
specifically, Gartner defined S.O.A.R. as technologies that enable organizations to
collect data from various sources, where incident analysis and triage can be performed
in order to leverage a combination of human — machine power in order to help define,
prioritize and drive standardized incident response activities.®

The next one who mentioned the evolution and maturing of S.O.A.R. platforms was
Jon Oltsik, mentioning the rapid adoption of S.O.A.R. solutions of many security
vendors over the past few years. 4 It is also important to mention his reference regarding
S.0.AR. as an analyst — centric security operations technology.® His analysis provided
the new context regarding security operations, a context that remains even today. He
described how the security operations moved from a SIEM — centric and in general, a
more software — centric approach, to an analyst — centric one. Even though many have
argued that S.0.A.R. technologies will lead to the automation of the tier | tasks in a
SOC, leading to eventually less analysts being employed, Oltsik argues that S.O.A.R.
technologies will empower and evolve level 1 analysts, offering new weapons to
counter evolving threats. Some of those weapons involve noise cancelling assistance
providing a scaling solution and acting as a proxy for the analyst, integrated data that
can be viewed by only one console, canned models and routines with highly
customizable templates and also continuous learning and sharing being able over time
to recognize patterns of an attack and suggest tasks and processes that were most
effective in the past. As a result, a S.O.A.R. platform can become more accessible and
friendly to inexperienced analysts and can help evolve experienced analysts’

capabilities.

3 “Security Orchestration, Automation and Response (SOAR)”, Gartner, 2017, available at:

https://www.gartner.com/en/information-technology/glossary/security-orchestration-automation-
response-soar

4 Jon Oltsik, “The evolution of security operations, automation and orchestration, CSO, 2018, available
at: https://www.csoonline.com/article/3270957/the-evolution-of-security-operations-automation-
and-orchestration.html

5 Jon Oltsik, “The rise of analyst-centric security operations technologies”, CSO, 2018, available at:
https://www.csoonline.com/article/3276463/the-rise-of-analyst-centric-security-operations-
technologies.html
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https://www.csoonline.com/article/3270957/the-evolution-of-security-operations-automation-and-orchestration.html
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Chapter 4. Definition of Requirements

In this master thesis an analysis of different S.O.A.R. solutions will be presented.
The aim of the analysis is to present the plethora of features of a Security Orchestration
Automation and Response software that give modern analysts and investigators more
tools to counter existing and emerging threats in cyberspace. The solutions that will be
analyzed will contain software that has a community edition, freely available to users.
The software will operate in virtualize environments. The categories that will be
presented are architecture, data enrichment, correlation and forensic analysis, data
visualization and playbooks and automation.

After the analysis and presentation of the platforms, a demonstration of each
solution will be conducted. The aim of the demonstration is to present how those
solutions respond to realistic everyday threats. Every platform will be used in different
attack simulation scenarios. Those scenarios are needed in order to present a realistic
view of SOAR software in modern operations. The results form the presentation and

demonstration will be presented in Conclusions.



Chapter 5: High Level and Detailed Design

For each of the three solutions presented, different design patterns were followed.
The biggest challenge in the implementation is the scalability problem, as the solutions
were presented in a virtual environment, as it was described in the requirements.

For the Cortex XSOAR, the solution, along with its different components was
implemented in a hybrid environment, containing containerized applications and a
virtual machine. In order to implement the solution, firstly a VM was used with an
Ubuntu Linux Distribution. Above the virtualized Linux kernel, the Docker-host
application was installed. Containerized environment is not a resource — exhaustive
solution and many containers can be implemented in isolation in the same Docker-host.
Each Docker container used the resources provided to the host (the resources provided
to the Linux VM),

Container 1 Container 2 Container 3

DOCKER HOST

VIRTUAL MACHINE

HOST 05

Figure 1: Virtualization Architecture
Every container operated in isolation and was connected with the other containers
via a bridged network that is implemented by default in the Docker-host.

8



Splunk SOAR was utilized solely by virtualization software. A virtual machine was
created (using Virtual Box) and the S.O.A.R. platform was installed on this virtual
machine.

For the implementation of Siemplify SOAR a third approach was used. The
software was utilized in a cloud environment, as its new editions are integrated with
Google Cloud. The implementation of the S.0.A.R. software in different environments
provided useful insight about the efficiency of each implementation and how to best
address the big problem of scalability.



Chapter 6: Development
Section 1: Palo Alto XSOAR

Architecture

The first SOC scenario was created with the implementation of Cortex XSOAR, a
solution provided by Palo Alto. XSOAR is available as a community edition with a
limitation in available automations that can be implemented per day. However, it is
considered efficient for testing and evaluation purposes. XSOAR stands for Extended
Security Orchestration Automation and Response. It provides the functionality of a
S.0.A.R. platform integrated with threat intel management. This involves parsing,
management and act on threat intelligence, a comprehensive threat feed aggregation

and also intelligence sharing and response.

Response

XSOAR

T
| | | |

Malware Threat
Analysis Intel

SIEM EDR

Data
Sources/Enrichment

Figure 2: XSOAR Architecture

For the scenario, an analytics engine, Elasticsearch, was also implemented. By
leveraging its indexing capabilities, the XSOAR can perform more efficient threat
hunting. Elasticsearch was utilized above a Beat agent, which was used as a source of
alerts, providing data enrichment. The analyst is able to visualize those alerts in

XSOAR’s war room , something that will be further analyzed in a later chapter. Even

10
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though, Kibana can also be implemented as an extra visualization solution, in the

scenario the visualization was provided merely from XSOAR platform.

4/ paloalto

NETWORKS

0 CORTEX @ Elastic SIEM

XSOAR Aering &

Enrichment

Automated incident response
& security orchestration

-— .
== elasticsearch
-

* Next-gen firewall
« Threat intelligence
» Zero trust networking Events

* Network policy management

Elastic Common Schema (ECS)

* Endpoint protection

Figure 3: Elasticsearch integration with Cortex XSOAR®
Apart from Elasticsearch, Cortex XSOAR has been enriched with other data sources
that provide threat intelligence, becoming extremely important for investigations and
collection of evidence. Along with Elasticsearch, the following data enrichments have
been implemented.
- Malware Bazaar
- Mitre Att&ack
- OpenPhish
- urlscan.io
- VirusTotal
- who.is
- GreyNoise
- IPinfo v2

- Filebeat with Snort IDS were also connected to Elasticsearch.

5 Elasticsearch integration with Cortex XSOAR, available at: https://www.elastic.co/partners/palo-alto-
networks/
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Malware Bazaar

It is a project provided by abuse.ch with the goal of sharing malware samples with
the infosec community, AV vendors and threat intelligence providers.” It provides an
extended database with new malware samples that is constantly being updated.
Mitre Att&ack

It is a globally-accessible knowledge base of adversary tactics and techniques based
on real-world observations. The ATT&CK knowledge base is used as a foundation for
the development of specific threat models and methodologies in the private sector, in
government, and in the cybersecurity product and service community.®
OpenPhish

A freely available project, containing Phishing Intelligence in the form of a
continuously updated database. In addition, the database contains metadata that can be
used for detecting and analyzing cyber incidents, searching for patterns and trends, or
act as a training or validation dataset for Al applications.®
urlscan.io

As its name suggests, it is a free service to scan and analyze websites. When a URL
is submitted to urlscan.io, an automated process will browse to the URL like a regular
user and record the activity that this page navigation creates.°
VirusTotal

It is a well-known tool, with a community edition, that searches IPs, URLSs or files,
for malicious content. In order to perform its analysis, it uses a wide list of antivirus

software with comprehensive details upon its results.

who.is

It is a similar tool to VirusTotal, that conducts analysis to given IPs, domain names
or websites.*?
GreyNoise

A tool that collects, analyzes and labels data on IPs that scan and attack the entire

internet, saturating security tools with noise. It helps analysts waste less time on

7 More information available at: https://bazaar.abuse.ch/

8 More information available at: https://attack.mitre.org/

® More information available at: https://openphish.com/phishing_database.html
10 More information available at: https://urlscan.io/about/

11 More information available at: https://www.virustotal.com/gui/home/upload
12 More information available at: https://who.is/

12
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irrelevant or harmless activity, and spend more time focused on targeted and emerging
threats.™
IPinfo v2

A tool used to provide data about IP addresses, like geolocation data, VPN
detection, hosted domains API, mobile carrier device, etc.
Snort IDS

It is considered a comprehensive Network Intrusion Detection System and it can
also be used as an Intrusion Prevention System (IPS). It has extensive monitoring

capabilities over the target network. 4

13 More information available at: https://www.greynoise.io/
14 More Information available at: https://snort.org/

13



Data Enrichment

The procedure of alerting takes place in XSOAR through the creation of instances.
An instance is an instantiation of an enrichment data source. Through instances,
XSOAR receives the input for further analysis. In the scenario to be examined, four
containers were created in Docker environment , in order to implement the different
technologies used to support XSOAR. From all the data sources, Elasticsearch was the
one that was implemented separately , as well as an Ubuntu container that will host the
Snort IDS. All the other data sources were available through the web, so their instances
needed to be created only in the XSOAR environment. The instructions for the
implementation of the following architecture can be found in elasticsearch official
documentation.®
root@soar: fhome/user/Desktop# docker ps
CONTAIMNER IDrmMé:AGE COMMAND
a11151c89bBa  docker.elastic.co/elasticsearch/elasticsearch:7.17.8  "/bin/tini -- fusr/L."

elasticsearch
demisto/python3:3.9.7.24076 "python /tmp/pyrunne..”

demistoserver_pyexec-9328d2e5-d4c5-4320-818a-9c8d200384a6-demistopython33.9.7.24076
£19114bc5b92 demisto/python:2.7.18.24398 "python /tmp/pyrunne..”

demistoserver_pyexec-35a51bB0-8da3-4465-8294-6ed323efled5-demistopython2.7.18.24398
fal845214dec ubuntu "bash"

zealous kapitsa
root@soar: /home/user /Desktop# I

Figure 4: Container creation

As it is depicted, the containers hosting XSOAR and the two containers for
supporting the platform were created. Afterwards the network configuration must be
checked in order to adjust the IP addresses needed for the configuration of Filebeat and
Elasticsearch server. The following was implemented by an inspection of the network
created in Docker environment, the bridge network. Using the command:
- docker inspect bridge,

the addresses of all the containers are retrieved.

15 The edition of the elasticsearch software, as well as instructions are available at:
https://www.elastic.co/guide/en/elasticsearch/reference/7.17/docker.html
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"ConfigOnly": false,
"Containers": {
"4ac36a2abf33a94e9440bbc99a75517afed333da5d5042335e2c3759d3d5d1fo": {
"Name": "demistoserver pyexec-9328d2e5-d4c5-4320-818a-9c8d200384a6-demistopython33.
"EndpointID": "165cc19a79591287clel36dcd66c99ccdefclcOenIeT918d6ee662bO3T5071e4”,
"MacAddress": "02:42:ac:11:00:83",
"IPv4Address": "172.17.6.3/16",
"IPv6Address": ""

I,
"a11151c89bBad47bfe6933a0cd43e947d063b17abed187e7d5fc456T7163a66da": {

"Name": "elasticsearch",

"EndpointID": "5bafdff3244b3e4d98c46459039583a8a903ad2eal7dc47dbc6041792d4b70bd",
"MacAddress": "02:42:ac:11:00:04",

"IPv4Address": "172.17.6.4/16",

"IPv6Address”: ""

1,
"f19114bc5b921243c88d66703440b4143209c01Ff016827fb19d37caf4dded3ac”: {
"Name": "demistoserver pyexec-35a51b86-8da3-4465-8294-6ed323efled5-demistopython2.?
"EndpointID": "9f1418e54156d40be35d2T56b7e7c9874ccfdlebaatacan4des4b77b401fbonz",
"MacAddress": "B02:42:ac:11:80:02",
"IPv4Address”: "172.17.0.2/16",
"IPv6Address”: ""
1,
"fal845214decd90ladcf5eabe5ab32be77e304c57f22565bdc8b20763ba39107": {
"Name": "zealous kapitsa",
"EndpointID": "092fb4bac5edcAof806194b4eld1fPaad579a285c04dab380099b28239d3740a",
"MacAddress": "02:42:ac:11:80:05",
"IPv4Address": "172.17.8.5/16",
"IPv6Address": ""

Figure 5: Network Inspection
In addition, in the Ubuntu container Filebeat and Snort IDS were installed.'® As

shown, the Snort version 3.1.17.0 was utilized.

root@soar: /homefuser/Desktop# docker exec -it zealous_kapitsa /bin/bash
root@fal845214dec: /# fusrflocal/bin/snort -V

-*> Sport++ <*-

Version 3.1.17.0

By Martin Roesch & The Snort Team
http://snort.org/contact#team

Copyright (C) 2014-2021 Cisco andfor its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
Using DAQ version 3.0.5

Using LualIT version 2.1.0-beta3

Using OpenSSL 1.1.1f 31 Mar 2020

Using libpcap version 1.9.1 (with TPACKET_V3)
Using PCRE version 8.45 2821-06-15

Using ZLIB version 1.2.11

Using FlatBuffers 2.0.0

Using Hyperscan version 5.4.0 2022-04-16

Using LZMA version 5.2.4

root@fais4s214dec: /% |

16 Filebeat installation, available at: https://www.elastic.co/guide/en/beats/filebeat/7.17/filebeat-
installation-configuration.html and Snort installation, available at: https://snort.org/
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Figure 6: Docker execution
In order for the Elasticsearch indexing to be activated, an Elasticsearch instance

must be created in Cortex XSOAR. This can be achieved in the Integrations section of
the platform. XSOAR supports a wide variety of ready to use integrations, as well as

the capability for the user to create his or her own integrations.

Database (1)
. Elasticsearch v2| . elastic_1
. Content Pack: Elasticsearc
L/
.‘ E|aSt|c Search for and analyze data in real time. Supports version 6 and later.
Add instance
®

Show commands

Figure 7: elastic instance created in XSOAR

With the same way, the other integrations were also achieved. In order to integrate
a web based service, an APl was retrieved and inserted to XSOAR to activate the

integration. As an example, the VirusTotal integration, will be demonstrated.

VirusTotal (API v3) (Partner Contribution) X

Instance Settings Help Test results

Name *
) Clear test results
VirusTotal (APIv3)_instance_1

. +" Success (April 26, 2022 10:05 PM
Switch to credentials e

Source Reliability
C - Fairly reliable v X

Figure 8: VirusTotal instance created in XSOAR

In instance settings, a Name for the integration is decided and then, the API key,
provided by the vendor was inserted. After that, the user can test if the integration was
successfully established between XSOAR and VirusTotal. With the same way,

instances for all XSOAR integrations were created.
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Correlation and Forensic Analysis
Through its integrations, XSOAR can be efficiently used to provide forensic analysis
and threat hunting. Its integrations can be used unseparated, in an environment called
War Room. In a War Room, cases can be assigned to analysts, and investigations can
take place, in order to conduct further analysis to security incidents. A brief example
will be presented, for a clearer picture in the above mentioned information.

Firstly, the analyst can use IPinfo v2, to extract information about a given IP address
(for demonstration purposes, the address examined was not a malicious one. In the

evaluation chapter, the platform reaction to realistic use cases will be examined).

*
DEot

Command: fip ip="8.8.8.8" extended_data="false" (VirusTotal (APl v3]})

IP reputation of 8.8.8.8:

Id B.B.8.8
Network £.8.8.0/24
Country s

LastModified Z2022-04-26 19:12:32F

Reputation 388

m

itives 1/89

o]

[a

Figure 9: Start of an investigation on a given IP

As it is depicted, the initial command triggers the VirusTotal instance, providing
some initial information. After the command (all the instances provide a set of
commands that can be used in War Room during investigations), the first information

about the IP is retrieved. As shown below, IPinfo provides Geo location information.
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Command: /ip ip="8.8.8.8" (ipinfo_v2)

Figure 10: Geo-Location information on the Google Maps

anycast true
city Mountain View
country U3

hostname dns.google

ip £8.8.8.8

lat 37.4056

1ng -122.0775

loc 37.4056,-122.0775
org AS515169 Google LLC

postal 04043
readme https:idiiipinfo.ioimissingauth
region California

timezone America/Los_Angeles

Figure 11: Geo-Location information in text format
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In the next phase, the GreyNoise instance automatically provides additional
information about the target, with also indicators that can show if the target is suspicious

or malicious.

Command: /ip ip="8.8.8.8" (GreyNoise)
IP: 8.8.8.8 found with RIOT Reputation: Good

ss Service: Google Public DHNS

longs to Common Busin

i

B

]

GreyNoise RIOT IP Lookup

IF B.8.8.8

Category public_dns

Name Google Public DNS

Trust Level |1 - Reasonably Ignore

Description #Google's globkal domain name system (DNS) resclution service.

Last Updated | 2022-04-26T14:59:54%

IP: 8.8.8.8 No Mass-Internet Scanning Noise Found

Figure 12: Reputation information about the target IP

The information provided by the platform, supports the investigation, giving the
analyst extra insight and helping him reach a fact-based decision. XSOAR enhances the
user’s options by providing input from different data sources in one integrated

environment.
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Data Visualization

Dashboards are one of the most important aspects of a S.0.A.R. engine. It is crucial
that an analyst receives coherent and comprehensive information about the current state
of operations, as well as on demand intelligence about an ongoing security incident.
Traditional SOCs used to have dashboards scattered in many monitors, making an
analyst’s job burdensome and demanding. A S.O.A.R. platform succeeds by integrating
different sources of data, to provide a holistic view, in only one monitor, that is able to
consist of all the dashboards needed by the investigator.

. Dashboards x
« [¢]

QO & https://172.17.0.1/#/home/dashboard/my-home-dashboard w

+ = @

Dashboards ?
DASHBOARDS REPORTS
£ My Dashboard My Threat Landscape System Health SLA Troubleshooting Playbooks ncidents Cost Optimization Playbooks B ~ Add dashboard
- Refresh every 10 minutes & last refreshed: January 26, 2022 1:17 PM
Date Range
& Last Tdays = | Add to Saved queries £
Mentions My Tasks
No results found 0
Late Incidents
My Mean Time to Resolution
@00 : 00 : 00
Days Hours Min
Q
My Active Incidents by Type No results found

Figure 13: XSOAR Dashboards

In Cortex XSOAR, by installation, the following dashboard tabs are provided:
- Incidents, such as, their severity type, their assigned handler, active or unactive ones
etc.
- System Health, which is an overview of the available resources in use ( CPU, Disk
Space, RAM) with colored indicators
- SLA, information about the requested Service Level Agreement ( the level of detail
presented in logs, according to the selected option ).
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There are also other tabs available ( Threat Landscape, Troubleshooting Playbooks,
Threat Intel Feeds, etc.) , according to the integrations that are enabled by the analyst.

An analyst can change the appearance of a dashboard, by choosing his or her color
of choice for the categorization of security events (malicious, suspicious, benign,
unknown) and also create a new dashboard with the information needed for a specific
investigation. Another useful option is the ability for the analyst to share his or her

dashboards with other peers that were also assigned in an investigation. ’

7 Dashboard overview, Cortex XSOAR administrator’s Guide, available at:

https://docs.paloaltonetworks.com/cortex/cortex-xsoar/6-2/cortex-xsoar
admin/dashboards/dashboard-overview
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Playbooks and Automation

As it has been already stated, the S.0.A.R. platform relies on responding to security
incidents through automation. Automation is utilized with playbooks, flowcharts that
describe the actions that will be taken, in case of an incident.

& BlockIP - Genericv2

Playboak Triggered

Isthere an P b block?

Use External Dynamic List? Use Static Address Group? Use Custom Block Rules? Addl Indicator ta Mines - Palo IsCheck Point Firewall enabded?
lto MineMekd

FN-05 - Black IP and URL FiN-05 - Block IF - Static FAN-05 - Block IF- Cuskom Slock
External Dyramic List nddress Group Fule

Ele<k IP with Check Paint
Firewall

G
Figure 14: Utilization of a playbook
In the image above, a series of actions is presented, in case of traffic from a suspicious
IP. The data enrichment that has already occurred, increases the credibility of the
actions taken automatically by the platform. The person that authorizes the execution
of a playbook is the security analyst who handles the security incident. Playbook
executions are suggestions made by the XSOAR, upon intelligence gathered from
different data sources. The correlation of data results in suggested actions.

A further look into the creation and implementation of a playbook, reveals that
playbooks are created using scripts, like python scripts. The analyst can insert a new
playbook and a new integration by writing directly in python. That way, XSOAR

capabilities can be further extended as there is no limit to the number of integrations

and automations that can be implemented.
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Section 2: Splunk SOAR

Architecture

Splunk SOAR (formerly known as Phantom), has a unique architecture, relied in other
Splunk security solutions, but also allowing interoperability with custom security tools,
creating a system in which data is presented to the analyst real time, providing him
extensive capabilities, in order to resolve potential issues and threats.

The uniqueness of Splunk SOAR architecture derives from the way the data are
formatted and structured in order to create cases for the investigator involving potential
incidents. The fundamental structure is the same as in other solutions. SOAR receives
data from data enrichment sources and then, using automated playbooks, provides a
solution to the analyst, reducing the complexity of operations.

) Data being transfred Implementation of
Data Enrichment through CEF a Workboolk
Splunk
OS3EC ) Splunk
Enterprise Fesponse
Host IDS »  Security > SOAR >

Figure 15: Splunk SOAR Architecture

Data enrichment sources are provided through solutions such as Intrusion Detection
Systems , Firewalls, or SIEMs. In the use case examined, the data were created in a
Host IDS, then parsed to a SIEM and finally were presented in the SOAR platform. In
order to parse the data from the IDS, a format called Common Event Format (CEF) was
utilized. This way the data were transferred in a structure to the SOAR. The CEF is a
log management standard, improving the interoperability between different security
solutions. In order to connect SOAR with the SIEM solution, integrations were created,
called apps. Apps provide a connector to the SOAR, acting basically as in all the other
similar solutions (integrations in XSOAR and also apps, in Shuffle). The events created
in Splunk SOAR are defined as containers. A container can be a comprehensive case,
assigned to an analyst. It is structured as a JSON, providing an overview of the
information an analyst needs to proceed his or her investigation. It has different labels,
that categorize it and consists of different artifacts. An artifact is also a JSON file

23



providing evidence, an investigator needs, to proceed to specific actions on a case.
Potential actions an analyst can implement involve the execution of automations, called
playbooks. A case may take data from different containers. Playbooks involved in the
resolution of a case are described as a Workbook, which is a broader algorithm of steps
the analyst has to execute, in order for the case to be closed.

In the following use case, a Splunk SOAR was implemented, using different data
sources to provide the necessary enrichment. As a direct data source, the OSSEC Host
Intrusion Detection System (HIDS) was configured along with a Splunk Enterprise
Security solution. These solutions represent the assets of the Splunk SOAR. The data
were then transferred to the platform in order to create containers and build a test case.
Splunk SOAR has also some built-in functionality, involving apps with web APIs, like

PhishTank, that can be utilized by default for investigations.

Run Action  ByType ByApp  Task

Action Name

Q

DMNES

MaxMind
PhishTank

REST Data Source

WHOIS

Figure 16: Built-in investigation apps in Splunk SOAR
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Data Enrichment

Splunk SOAR data enrichment was utilized by the use of apps. An app is an
integration that allows SOAR to use the data from direct sources. In the examined case,
an OSSEC Host IDS was configured to transfer the data to a Splunk Enterprise Security
solution, or Splunk SIEM. The data were then parsed to SOAR in the Common Event
Format (CEF), through its created app.

learned learned Yes No App | Permis
legacy legacy Yes No App | Permis:
Splunk App for SOAR Export phantom 41117 No Yes Global § Perm
Python Upgrade Readiness python_upgrade_readiness_app 1.00 Yes Yes App | Permis:
App

sample data sample_app Yes No App | Permis:
Search & Reporting search B.2.6 Yes Yes App | Permis:

Figure 17: Data enrichment in Splunk SOAR. Part |
Splunk provides a ready to use app that is used for SIEM — SOAR integration . In order
for the app to be implemented, SIEM recognized the SOAR platform as a virtual server

to establish network connection.

splunk Apps ~ e

Event Forwarding Configurations Global Field Mappings

SOAR Server Configuration

HTTPS certificate verification is disabled.

1 Servers 0 selected Filter Q n Enable de
Name Proxy Default Server
automation (https/192.168.2.8:9999) Default https://192168.2.8:99
99

Figure 18: Data enrichment in Splunk SOAR. Part 11
After the configuration succeeded, the data were visible in the SOAR platform. SOAR
uses extensive dashboards to visualize the data and present the analyst with a

comprehensive solution for his or her investigations.
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Worldoad Events by Status

0

Total Workload
® MEDIUM

6 e Low

® MEDIUM

@® Medium @ Low

Figure 19: Data enrichment in Splunk SOAR. Part 11l

It is also important to mention the interoperability between the different solutions that
successfully make security events available to Splunk SOAR for further investigation.
From the SIEM solution the parameters can be set by the analyst, in order for the event
to be instantly categorized by SOAR.

Preview for ossec_test_event

Preview window

All time hd

Your search matched the following data

High

Successfully parsed CEF fields

Container Name ossec_test_event
Sensitivity amber
Severity medium
deviceCustomStringl 5

deviceCustomString2 User login failed.

Figure 20: Preview of an event creation
Parameters like the sensitivity of the event, its severity and further description can be
inserted to SOAR by the analyst, providing extra functionality in the SOAR platform.
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Correlation and Forensic Analysis

As previously mentioned, Splunk SOAR provides a comprehensive investigation
section and also tools in order for the analyst to implement effective response. Firstly,
the administrator is able to assign the different security events to the analysts of his or

her team.

(® INVESTIGATION

wner | Incident Commander Status

Assign fo me

Actions
Automation Engineer

Incident Commander

Figure 21: Investigation analysis

After event assignment, the analyst has access to a timeline that provides some initial
information about the event. There is also the Artifact section, where the analyst derives
more information about the events that built his case. The events are presented in CEF
format from data sources, so the analyst is able to better correlate the data and conclude

about the required form of action.

Name ossec_test_event Start Time Sat at 6:57 pm
Label event Created Sat at 6:57 pm
Description  (ossec_test_event) added by Splunk App for SOAR Export Type event

Source ID 1ff0db77a3cff7269991a451f7e3db00 Severity Medium

originating_search

deviceCustomString1

deviceCustomString2

Figure 22: Event Information in CEF format
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After examining the artifacts of a container, the analyst can proceed to the evidence
section, where she or he can further correlate data from different sources, to strengthen
the assigned case. Finally, after closing the case, a report can be produced, summarizing
the key findings and also the action taken.'®

EVENT REPORT [ MAY 14 - MAY 18 PAGE 1 0F 3

ossec_test_event

(ossec_test_event] added by Splunk App for SOAR Export Status: - Severity: Medium Sensitivity: TLP:Amber
Owner: Nome Closed By: None
Last Action: Mone Closed On: Mone
SLA Status: Exceaded by 3 days 13 hours Close Reason: Mone
TOTAL ARTIFACTS 10Cs TOTAL ACTIONS TOTAL ITEMS IN VAULT TOTAL APPROVALS

1 3 0 0 0

05/14/2022 06:57PM UTC LAST ARTIFACT
05/15/2022 06:5TAM UTC SLA EXPIRED

CREATED
05/14/2022 06:57PM UTC

Figure 23: Investigation Report

18 Splunk SOAR Reporting, available at:
https://docs.splunk.com/Documentation/SOAR/current/User/Reporting
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Data Visualization

One of the features that makes Splunk SOAR a comprehensive security automation
solution are its extensive dashboards. By them, the user can engage a potential threat
without having to use all the different data sources that are divided in many monitors
and screens, reducing the complexity of operations. Dashboards may contain multiple
information, varying from an events label, its severity or status. They may also contain

data about the frequency of security event occurrence.

@ Generator

Events Executed Playbooks And Actions Asset Health

-I T

Playbool
Av
Phfahtane  phishtank

splunk>  whois

@ Generator Ossec

Figure 24: Dashboards
Another interesting and important factor is the health of all the apps deployed in the
SOAR platform. This way the SOAR engineer can be notified whether an app has lost
connectivity in the flow of information.

As mentioned before, the analyst can use the information provided to successfully
resolve a case. He or she can have an overview of the playbooks and actions that have

been implemented in order to build evidence and also generate a detailed report.
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Playbooks and Automation

As mentioned in previous chapter, Splunk SOAR utilizes automation through
playbooks and workbooks. Basically, a workbook provides a broad and more general
idea of the response actions to a potential threat. It consists of two or more playbooks
that execute all the automation tasks required. In the example bellow, a simple playbook
implementation will be examined and analyzed in order to further explore the
capabilities of Splunk automation.

As in Cortex XSOAR, Splunk according to its edition, possesses one or more ready
to use playbooks. These playbooks can be used in various modes, according to the
configuration of the SOAR engineer. In the created use case, the following

configurations were implemented:

Playbook Settings

n/a
0

5.2.1.78411

Use Cases

automation

respand X

Figure 25: Playbook Settings

The engineer can define how broadly the playbook can operate (the * options declares
that it will operate in all events) and also a category for the playbook (in this case the
category used was Use Cases). The modes available, are the option to use the playbook
in a Safe Mode, to test it in Draft Mode or to enable Logging capabilities for debugging
purposes. Finally, an engineer can set a playbook as active in order to be executed

automatically when a new event is alerted to the platform.

30



After the initial configuration, the playbook editor is ready to be enhanced by new

actions.

ACTION
whois ip - WHOIS

Configure Info

INPUTS
ip*

artifact*.cefsrg|

Figure 26: Playbook Editor and Action Configuration
For the examined use case, the Whols app was added to the execution workflow and
was parameterized in order to search the received source IP of a security event.

As it can be observed, the implemented action receives its argument from the
properties of the event artifact, as it was sent to the platform in a CEF. This format
dictates that every artifact or container is presented in a JSON format with a specific
structure. That structure makes it feasible for the platform to pass the requested values
to the app. After its configuration, the app is added as a new action in the playbook,

providing extra functionality. The final form of the playbook created is the following:

P start

-

ACTION
whois 1ip
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Figure 27:Final Playbook Design

This test playbook can then become active, in order to be implemented in every new
event that arrives to Splunk SOAR from a data enrichment source. All the activities
utilized are documented in the Recent Activity template providing the analysts with a

history of their course of actions during the response to a security event or incident.
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Section 3: Siemplify SOAR

Architecture

Siemplify SOAR is considered one of the most robust and comprehensive SOAR
solutions available. As mentioned before, in its newest editions it uses a cloud approach,
simplifying the installation procedure for the user in order to let him or her focus on the
analyst point of view.

Siemplify follows generally a similar pattern, like other solutions. It uses data
sources that provide the necessary enrichment. Then it ingests these data in its platform
and stores them in a data base using indexing. Finally, it uses the data in order to
conduct investigations and provide response to potential threats. Bellow, a

representation of the first phase of the data ingestion is provided.*®

Storage Layer and Storage and
Indexing Layer Index
A
Data
Data Processing Layer Processing
A
Ingestion Layer Data Sources

Figure 28: Siemplify Architecture Part 1

As observed, in the first layer the ingestion of the data into the platform is
performed. In order for the platform to ingest third party data, it uses packages called
integrations. Those packages contain the connectors, a part of code written in Python,
responsible for the connection of the data source. This procedure is concluded in the
second layer, where the parsing and enrichment of data takes place. Then the data is
being stored in databases in the storage layer. There is also an indexing layer for the
indexing of the data.

After the storage and indexing layers, the data is ready to be used in investigations,

analyzed by the users and provide insight that will lead to incident response.

19 Siemplify Architecture Overview, available at: https://documents.siemplify.co/en/articles/71-
architecture-overview
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Investigation,
Application Layer Reports.
Dashboards

Y

Storage Layer and Storage and
Indexing Layer Index

Figure 29: Siemplify Architecture Part 11

Response is provided by actions used in automated playbooks. An action is part of
an integration. It executes an API call to an external product or service. An example
can be the triggering of VirusTotal APl when analyzing a potentially dangerous hash
or IP.

The playbooks are workflows of actions or blocks, that follow after a trigger is
activated. The blocks play the part of a sub-playbook that contains input and output
parameters.

For the examination and evaluation of Siemplify SOAR, integrations were used

that provide public APIs for testing purposes.

Data
Frocessing

F Y

MITRE

VirusTotal Urlscan.io AbuselFDE ATTACK

Figure 30: Siemplify Data Sources
In order to achieve data enrichment, the APIs from VirusTotal, Urlscan.io, AbuselPDB

and MITRE ATT&CK were utilized. They will then be used to create playbooks for

use cases.

34



Data Enrichment

As it was previously mentioned, public APIs from web applications were used to
provide the necessary enrichment to the platform. Those apps were integrated into
Siemplify SOAR from ready-to-use integrations provided in the marketplace of the

platform, easily available to the analyst.

Daily Alert Usage m ..._f m ! e.

Marketplace

After accessing the Marketplace, the engineer choses from a wide list the integrations
he or she wishes to use. Then he or she downloads the integration through the Ul
environment. In order for the integration to become functional, it needs to be

configured.

VirusTotalV3 - Configure Instance X

Configure all the necessary fields and parameters for this instance
Environment Default Environment

# For Environments configuration, visit

Instance Name

Description

Parameters

® For more information on configuration and integration details,

APIKey ™ e s

Verify 551

Save

Figure 31: VirusTotal integration configuration

To configure VirusTotal, the user has to insert the API key, provided by creating an
account to the application. Then, the user must test the integration, to enable its features

to the platform.
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Parameters

Api Key *

Verify SSL

Figure 32: VirusTotal integration testing
After the successful testing, the integration can be used in the SOAR environment.

Similarly, the instances of Urlscan.io and AbuselPDB were enabled. The MITRE

ATT&CK application is provided as an integrated part of Siemplify SOAR by default.
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Correlation and Digital Forensics

Data correlation is a fundamental feature of every SOAR platform. Siemplify
SOAR utilizes data correlation through its integrations presented to the analyst in
comprehensive dashboards. Data can be correlated and clustered in order to serve
various purposes. Siemplify supports the creation of different environments and the use
of different instances of data sources for each environment. For example, an
environment can be a Business Unit of an Enterprise (Berlin Business Unit, Athens
Business Unit etc.) Each environment can use its own integrations, or the engineer may
choose to apply all the integrations of the platform to all the different environments. To
create an environment, the engineer has to define its unique network characteristics, as
well as domains and sub-domains.

Alerts derived from one or more environments can be clustered together developing
cases. A case is a container that stores all important investigation information that will
be later examined by the analyst. For the creation of a case, a maximum number of
alerts is defined (e.g., 20 alerts associated with the specific case). If this number is
exceeded, the platform falls back to an overflow case, that has an extended capacity for
alerts. For the example that is going to be demonstrated, a case was created from alerts

derived from invalid web certificates.

b

Website Certificate Validation ( google.com )

D5 @& 2022-06-01 19:45:56 & Triage

[xT}
[T}
(u)}
m
a1}

¥ Manage T

o
h

Figure 33: Case creation

For testing purposes, the site that was examined was google.com, that possesses a valid
certificate.

After entering the target website, data sources that are already integrated to the platform
and were mentioned previously, can be activated as a block and as part of the workflow

of a playbook.
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& Website Check Summary

google.com
Certificate is OK

P Issuer Expiration Date

172.253.62.102 GTSCA1C3 08/01/2022

Figure 34: Case testing
As observed, the website has provided a valid certificate. At the analyst dashboard,
more information can be presented from different data sources, further building the

case.

e Certificate Details

hostname : "google.com”
ip = "172.253.62.102
commonMame : "¥.google.com

is_self_signed : false
> SAN :

is_expired : false

issuer : "GTS CA 1C3"
mot_walid_before : "@5/@3/2@822"
mot_walid_after : "@8/81/2822

days_to_expiration :

Figure 35: Integrated Information Part 1
Except the certificate details, the analyst can further investigate the target website, by

viewing a screenshot taken automatically of the site environment.
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URL Screenshot

Screenshot for GOOGLE.COM

G & en Sign in

Before you continue to Google Search

Google uses cookies and data to:
¥  Deliver and maintain services, like tracking outages and protecting against spam, fraud and abuse

Measure audience engagement and site statistics 10 understand how our services are used

If wou agree, we'll also use cookies and data to:
9, Improve the guality of our services and develop new ones
Deliver and measure the effectivensss of ads

Show |J':I':'UI'L'.|I':'L"J CONEnt, depending on your setlings

Show personalised ar generic ads, depending on your settings, on Google and acrass the web

Figure 36: Integrated Information Part 2

After the analyst has received all the necessary information of the data sources
available, he can decide the response strategy. This strategy is utilized by the
implementation of an automated playbook, that uses a flowchart with all the

information presented, in order to provide a suggested solution.

Figure 37: Playbook utilization

The investigator can choose to manually respond to the recommended action, or even
allow the response to be implemented automatically. The manual response gives the
analyst access to all the information needed to perform threat hunting activities ,as well
as the capability to escalate the threat and start a remediation flow.
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Data Visualization

Siemplify has developed a comprehensive and user friendly environment that
enables analysts to fully utilize its capabilities. Every analyst has a Homepage section,
where he or she encounters potentially unresolved cases that were assigned to them, as

well as pending actions that require manual confirmation to proceed.

Hello,
Dimitrios Lalos
@

Pending Actions (1)

Critical (0) High (1) Medium (0) ow (0] Informative (0)

|. SUSPICIOUS PHISHING EMAIL @ Escalate and start remediation flow?

Figure 38: Dashboards - Homepage

Except the Pending Actions page, Homepage provides analysts with view, over their
tasks or announcements and a Workspace, where the analyst can gather the evidence
collected from various cases.

In Dashboards, the analyst has a high level overview of the number of cases that
have been created, potential return of investment and other relevant information. A
plethora of changes and customizations can be performed to apply to every user
individually. The analyst can choose to see metrics from a specific environment
(Business Unit) or a general view from all the environments. Dashboards can be
exported or used in reports. An analyst can create high quality reports, using the
Analytics tool Tableau, which is provided as an integrated part of the platform. He can

also set a time scheduler, in order to email requested reports to stakeholders.
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Siemplify  community HOMEPAGE ~ DASHBOARDS  CASES

Figure 39: Dashboards — Widgets

An investigator can create his or her own widgets and add them to the Dashboards,

making the page fully customizable.
Widget Settings Filters

Environment: All Environments ~ Time: Last 24 Hours Tags (tOp 15)

Analysts (top 15)

Case Status

Case Priority
Bl Horizontal Bar
[ |

Importance

Case Stages

.l l Vertical Bar

Case Close Reasons

l- Tabl
able

Case Root Causes (top 15)

i Is Incident

Coc C <
® @ ~ocStatus
-

Figure 40: Dashboards — Widgets
In Widget Settings, the type of the data representation can be selected, as well as other
important information that help customize the dashboard to the user’s needs. At a higher
level, the analyst can choose which type of widget will be implemented in a dashboard,
as well as customizations about the widget position, size, etc.. This can be achieved
through the Views, from the Settings section.

After the Dashboards section, analyst can visualize information on every case
assigned. This can be achieved from the Cases section. There visualizations help the
investigator build his or her cases and lead them to efficient response. One of the

visualizations available is the Attack Visualization.
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* Attack Visualization @

“l" h

Figure 41: Cases — Attack Visualization
There, the user can investigate on the organizational assets that might have been
infected from a potential breach and correlate these information. Information can also
be visualized about the attacked employee, Indicators of Compromise, information
from Mitre Att&ck, or screenshots from the attack.

The analyst can also receive visualized data concerning intel on potential ongoing
threat campaigns that use the same TTPs to conduct their malicious activities.
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Playbooks and Automation

As mentioned before, playbooks play an essential role, not only to respond to
existing threats, but also to build a case from an attack, using the algorithmic steps
implemented in a playbook. The playbook is composed from blocks. Those are
considered to be sub-playbooks and can be used in one or more places inside a
playbook. The blocks define specific Actions. Actions are essentially python code that
targets a specific APl endpoint exposed by a 3rd party product and usually
accomplishes a single task. They are part of an Integration of that product to the
platform. The blocks are created via drag-and-drop of an Action into a playbook.

Playbooks are essentially workflows or flowcharts, that lead to specific actions,
from the automated analysis of the data provided. Usually, a playbook has one or more
decision blocks. There the analyst, chooses the response action according to the

analysis.

Figure 42: Playbooks — Decision Block
A playbook is initiated by a trigger block. Triggers are enabled usually when a

statement becomes true.

| Alert Type

Contains Phishing
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Figure 43: Playbooks — Trigger Block

In the example use case, a trigger block contains a statement that checks the incoming
alerts and if an alert contains the word phishing, the playbook is triggered. Usually after
the trigger block, a playbook contains enrichment blocks, actions that provide

additional information to the analyst.

@

Submit a URL to be scanned and getthe Enrich Hash using information fram
scan details VirusTotal. Supported entities: Filehash.
Mote: only MDS, 5HA-1 and SHA-256 are_.

Figure 44: Playbooks — Enrichment Blocks
In our example, two instances were created from two apps that were integrated with the
platform, Urlscan.io and VirusTotal.

The examination of the enriched data and the decision taken by the analyst, might
change the status of a potential threat (severity level), or initiate a response action, in
order for the threat to be contained.

The analyst has the option to test new playbooks in the platform inside a simulator.
This provides test alerts and test cases, from which the user can test the functionality of
his automation. When the playbook passes the simulator phase, it is then placed in

production environment.
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Chapter 7: Use Case Analysis

In order to demonstrate the feature and capabilities of the SOAR platforms, use
cases will be created and analyzed. Each platform will be used in attack simulations,
and each platforms features will be utilized. For the Cortex XSOAR, developed by Palo
Alto, a scenario will be implemented, where an analyst uses the software to create a
custom incident type, used for an investigation and also utilize an automated response
action.

For the Slunk SOAR, the use case involved threat hunting from a potentially
malicious IP address. The analyst was given the suspicious IP, and had to engage in
analysis and investigation, using the tools provided by the platform in order to decide
if the given address was malicious.

For the Siemplify SOAR, a use case was used to simulate an attack in corporate
environment. A phishing attack was examined that happened to an employee of the
organization and the analyst had to triage the threat and decide whether or not to

escalate the incident to a higher level analyst.
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Chapter 8: Demonstration
Cortex XSOAR

For demonstration purposes, an XSOAR integration for creating alerts was used.
The integration had the role of the attacker, that created the alerts. The alerts were
retrieved by the platform and presented to the analyst, who then started the triage. After
the categorization of the alerts, the response actions were enabled through a playbook
containing the required automations.

To begin with, the analyst created a new incident type, for the categorization of the
alerts. Though there are out of the box incident types, XSOAR provides the opportunity
to customize the field to the needs of the SOC. After creating the new incident type
(XSOAR DEMO — URL Alerts), the incident type was populated with three alerts,
created by the alert simulation instance. In order for the alerts to be categorized to the
new incident type, classification and mapping processes must occur. Classification
provides information about the characteristics of an incident (for example a suspicious
URL which is blocked or allowed). Mapping provides all the necessary fields needed
to be obtained from the events, in order for the analyst to have a more comprehensive

view of his or her case.

-5

Incident Classifier

Incident Mapper (incoming)

Incident Mapper (outgoing)

-)Jl SLCTIT
True

Figure 45: Creation of an incident Classifier

The analyst then creates the classifier in the Classification editor, provided by the
platform. The analyst pulls the data (security events) from the instance of the integration
mentioned above, or he or she can insert the data in json format. This is usefull for the
investigation of a security event, created by third party software, not yet integrated with

the platform.
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Incidents Classification Editor

XS0AR

XSOAR DEMO - Incident Classilicationl

Fetched data 3L
Sel
1/3 »
w _rrafe
I type: url allowed Re
eventlD: 007

urlCategory: SPAM

sourcelP: 10.8.8.8

occured: 2022-06-24T19:17:44.000Z

sourceUser: john.smith@xsoar.local

url: https://nplusone.ca/newbike

userAgent: Mozilla/5.0(WindowsNT6.1;WOW64;rv:27.0)Gecko/20100101Fi...

Drza

Figure 46: Incidents Classification Editor
In the Classification editor, the analyst assigns the name of the classifier and uses the

type filed of the events to create tags for his custom incident type.

(' XSOAR incident Types

BY PALO ALTO NETWOOKS

NIST
PanoramaThreatCoverage
Phishing

VirusTotal Intelligence LiveHunt Notification

Vulnerability

XSOAR DEMO - URL Alerts

url allowed url blocked

Figure 47: Assigning the tags to the custom incident type
After the classification, the analyst proceeds to incident mapping. With mapping,
the analyst is able to use the fields important to his or her investigation. Even though

XSOAR comes with a wide variety of incident type fields, again customization is
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available, in order for the user to create his own fields. After the creation of the fields

they are mapped to those of the security event provided.

. Incidents Incoming Mapping Editor

XSOAR DEMO - Incident Mapper
O XSOAR Incident fields

Incident Type: @ XSOAR DEMO - URL Alerts

Show: Mapped ¥

i Event 1D

eventlD

Result: 007

EI]E Event Type type
Result: url allowed

Figure 48: Incident Mapping

The fields mapped in green show also the information that will be derived from the

event, after the mapping. The event is presented with all its fields in JSON format.

Fetched data
3 *» 0

v root:

type: url allowed

eventlD: 007

urlCategory: SPAM

sourcelP: 10.8.8.8

occured: 2022-06-24T19:17:44.000Z

sourceUser: john.smith@xsoar.local

url: https://nplusone.ca/newbike

userAgent: Mozilla/5.0{WindowsNT6.1;WOWG64;rv:27.0)Gecko/20100101Firefox/27.0

Figure 49: Security Event Format

After utilizing incident classification and mapping, the analyst uses the created
classifier and mapper to generate alerts of the customized incident type. For this
demonstration, three customized alerts were created and inserted into the platform for

investigation.
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Incidents

Created

s3] Last 7 days v -status:closed -category:job

Severity ¥ Type v
& Critical 5 ® Unclassified 17 '
® High 7 ® Malware 7
B Medium 3 B XSOARDEMQ-U...3 I
® Low 7 ® Phishing 1
Unknown 6
[

Figure 50: Alert Categorization
Customized incident types are useful when an analyst investigates an exploitation of a
potential zero-day vulnerability and wishes to mark specific characteristics of security
events.

After creating an incident type, the analyst needs to proceed to response and
remediation of the incident. For that purpose a playbook was triggered out of the box,
in order to counter the potential threat. The analyst enables the playbook in the Work

Plan section of the platform.

(v Follow

Playbook Triggered

-
& Endpoint Enrichment - Generic
v2.1

R

[ N

Flle EnriChrnent

P4

& Retrieve File from Endpoint -
Generic
#62
-w

&

& Wasafile retrieved?

#36

v
Figure 51: Playbook Triggering

After triggering the playbook, the automation receives the enrichment data in order
to proceed with the investigation. The playbooks in Cortex XSOAR are devided in
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tasks. Some tasks, like the retrieval of data are performed automatically, whereas other

need the user’s confirmation to proceed.

ELSE J
¢ ==

4 Continue with the
investigation or close as...
#51
B e rscroe I .-
False Positive ’ Get analyst approval for

local containment
#46

/& Isolate Endpoint - Generic

#a3

Figure 52: Execution after user’s confirmation

As it can be observed, the task requires the analyst to continue the investigation, or
close the incident as a false positive. After conducting a first triage, the analyst choses

to proceed with the containment of the incident.

V]

»  Perform manual malware
analysis and forensics

#44

w

A

®» Manual - Hunt for other
infected endpoints
538

-w

P4

0 Were there any more infected (V]
endpoints found?

T —

Figure 53: Manual tasks execution

#39

After choosing to contain the incident, the playbook provides a list of tasks that the
analst must perform manually to contain the malware detected. After containment, the

analyst can perform threat hunting in order to discover other infected endpoints.
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&
‘ Manual - Get analyst approval

for auto-remediation
#19

@ % 2N

&  Block Indicators - Generic v2 o » Analyst manual remediation
#65
- w
I\_ /I
»  Analyst review of the
investigation
#20
w

Figure 54: Remediation
After containment, the analyst can proceed to remediation. The platform provides

auto-remediation capabilities through the execution of the playbook. After the
implementation of rremediation measures, the analyst can review the investigation,

creating a detailed report, and close the case.
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Splunk SOAR
In the Splunk Use Case, the analyst was given a potentially malicious IP address to
conduct threat hunting. The address was provided as a simulated security event of
medium severity. The Splunk SOAR provides the analyst with out of the box apps,

already installed and configured in the platform.

MaxMind rublisher Splunk  Version: 2.2.5

tion with the included MaxMind database

MAXMIND

PhEhTank IS app 5 apabilities utilizing PhishTank

external implementations t

> ] VirusTotal

WHOIS Publisher Splunk  Version: 2.1.4

Splu nk > This app implements investigative actions that query the whois database

Figure 55: Splunk SOAR Apps
Maxmind, PhishTank, REST Data Source and WHOIS were already installed and

configured in Splunk SOAR. Nevertheless, a VirusTotal App was also installed and
configured, in order to help the analyst analyze the suspicious IP further.
The security event, appears on the “Events” template, indicating its severity and the

need for further investigation.
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Top Events Severity

High
2 1 @ Medium
events generator Low

Owner. | admin X CLEAR EDIT

test_events generator admin

SUSpIcioUs_ip events admin

unauthorized_access events admin

Figure 56: Splunk SOAR Alerts
It is important to remember to Event ID (in our case is 68). This will further assist in
testing the implemented solution.

After recognizing the potential incident, the analyst will use a playbook, an
automation, that will perform a number of actions on the suspicious IP. The IP has the
format of an artifact and is a part of the container that creates the case for the analyst.

For the scenario, a playbook was created from the beginning. The playbook
contained instances from the MaxMind, the WHOIS and the VirusTotal apps.

Q INVESTIGATE

Q| INVESTIGATE

—nm_— > PR i
ip reputation

Q INVESTIGATE

Figure 57: Splunk SOAR Playbook

The apps can provide information like geolocation and ip reputation, assisting the
analyst to decide whether the IP is malicious or not. To configure the instances inside

the playbook, a parameter is used in CEF (Common Event Format) that is acceptable
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by the platform. An example is provided below for the WHOIS app. As it can be
observed, the ip used for analysis, is the source (src) ip, in CEF. An instance of the app

that is utilized an a case is called Action.

WHOIS » ) Configure whois ip on whois

» Settings

artifact* cef src

Available Assets (1)

CONFIGURING

Figure 58: Splunk SOAR Action Configuration

After finalizing the playbook, the analyst is able to use it against the security event.
For testing purposes, the Splunk SOAR provides a Debugger terminal that shows all
the processes triggered to utilize the playbook.

Playbook 'DEMO Playbook' (playbook id: 211} executed (playbook run id: 187} on events 'suspicious_ip'(container id: 68).
Playbook execution status is 'success'
Total actions executed: 3
Action 'whois_ip 2'({whois ip}
Status: success
App 'WHOIS' executed the action on asset 'whois'
Status: success
Parameter: {"ip":"182.113.221.215"}
Actien 'ip_reputation 3'l1p reputation)
Status: success
App 'VirusTotal v3' executed the action on asset 'virustotal®
Status: success
Parameter: {"ip":"182.113.221.215"}
Action 'geolocate ip 2'(geolocate 1p)
Status: success
App 'MaxMind' executed the action on asset 'maxmind’
Status: succ
Parameter: {"ip":"182.113.221.215"}

Figure 59: Splunk SOAR Playbook Utilization
As it can be observed, after the implementation of the playbook, the suspcious IP has
passed as a parameter in all playbook Actions. These actions provide the analyst with

the required information in order to examine the case.

status":"success", "message” :"Harmless: 81, Malicious: 2, Suspicious: 0, Undetected: 11"}]

54



Figure 60: VirusTotal Information
From Virus Total, information was provided according to the requested ip reputation.
Two of the AntiVirus software used by Virus Total, have deemed the ip address as

malicious, when the majority considers it as harmless.

}."status":"success", "message"”:"City: Zhengzhou, State: HA, Country: China"}]

Figure 61: MaxMind Information
From MaxMind, geolocation information about the ip address is provided. By acquiring
a Google Maps API, the investigator can also have enhanced visualization through

Google Maps.

.255.255\nAddress: None"
"status":"success","message”:"Registry: apnic\nASN: 4837\nCountry: CN\nNets:\nRange: 182.112.0.0 - 182.127.255.255\

Figure 62: MaxMind Information
Finally, WHOIS provide some additional information about the country of origin and
also the network.

The investigator has also access to a Timeline, provided by Splunk, to help build

his or her case and future course of action.

- geolocate_ip_1
#= DEMO Playbook ~ whois_ip_2

£ Activity Ended = DEMO Playbook

~ ip_reputation_] ~ geolocate_ip_] ¥ & ip_reputation_2 ¥

#=| DEMO Playbook #=| DEMO Playbook #=| DEMO Playbook
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Figure 63: Splunk SOAR Timeline
Using the information provided by the apps in the playbook the analyst can decide
whether to close the event as a false positive, investigate further by using a second

playbook, or escalate the incident to a higher level analyst.
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Siemplify SOAR
For the next scenario, the analyst was engaged in a phishing attack that happened
to an employee. The analyst used the Siemplify SOAR to conduct analysis of the attack
and the attacker was simulated by one of the platform’s out of the box Use Cases. Fistly,
all the necessary integrations were installed, in order for the use case to initiate.

Installed Items

Click Next to start configuring integrations.

B; Integrations ~
B Install Emailv2 >+ Ontology v
@ Install Siemplify v
-ﬁ. Install Slack v
i’ Install VirusTota v
Q Install UrlScanlo v

Figure 64: Use Case Dependencies

After the installation, the incident was created in the analyst’s initial template,

signalling further action.

Siemplify | comMmuniTy HOMEPAGE ~ DASHBOARDS  CASES  PLAYBOOKS
(2] I
157 Cases -2 o+
HnY v T Phishing Email Box
D157 @ o 20;
"

¥ Manage Tags

Phishing Email Box I@ 1 o

Figure 65: Investigation Initiation
After the initiation phase, the analyst has to conduct an investigation, in order to trigger
a response and remediation action. Firstly, the Alerts Highlights provide an initial

overview of the incident.
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== Alert Highlights (5)

Alert Type Email Subject Time of Report
SUSPICIOUS EMAIL Your Dropbox file 2022-07-02 16:59:01 UTC+01
Email Body

- Forwarded message —----— \nFrom: Craig Nil ...

Figure 66: Incident Overview
The analyst retrieves the medium through which the attack was launched (via email)

and the phishing attempt involved a Dropbox file. The analyst can also see an overview

of the syspicious email, in order to build his or her case.

Nil <craig@textspeier.deo>\nDate: Fri, Jan 24, )
ID 216:59:01 @ Triage

2020 at 7:30 AM\nSubject: Your Dropbox

—————————— Forwarded message --———\nFrom: Craig

file\nTo: Steven Brown
«steven.b@siemplify.cox\n\n\n\nHello,\n\nYou
just received a file through Drobpox Share
Application.\nPlease click below and log in to
view the file.\n\nhttps:/ftextspeier.de \n\nEvery
time a friend installs Drobpox, we'll give both of

you 1 GB of\nspace for free! Need even maore

space? Upgrade your Drobpox and get 1
TB'n(1,000 GB) of space.\n\n\nHappy

Ale Email Subject

Drobpoxing.\n- The Drobpox Team'n Drobpox,

S Inc.,, PO Box 099889, San Francisco, CA 04107 Your Dropbox file
2019 Drobpox

Emam = ra g

-————- Forwarded message ————-\nFrom: Craig Nil ...

Figure 67: Suspicious Email Overview

After viewing information about the email, the platform provides the analyst a
comprehensive view of the attack environment. This can be presented by a
visualization, connecting the victim, the potential attacker and all the infected assets of
the organization. The investigator also receives information about the victim of the

attack, in order to contain a potential breach to the organization internal network.
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1 Attack Visualization @ & Attacked Employee

+ h
jacob.Stevens@mycompany.com

Email jacob.Stevens@mycompany.com

Site US Remote
Status Active

Reports To Jim Hymel (jim.hymel@mycompany.com)

Jacob Stevens Department 301 Field Sales
VP Global Sales Employment Date 2015-03-20

Figure 68: Attack Visualization and Victim Information
Another piece of information that can help the analyst build her or his case is a

screenshot from the victim’s endpoint, depicting the phishing attempt.

& Phishing Site Screenshot

URL Screenshot

Screenshot for https://textspeier.de

o — %2 Dropbox

Figure 69: Attack Visualization and Victim Information

As it can be easily observed, the screenshot depicts an exact replica of a Dropbox folder.
The analyst has now all the necessary information to initiate response actions. The
response is implemented by the utilization of a playbook, containing a set of automated
actions. Those actions are represented as nodes of the playbook (in case of XSOAR,
they are called tasks), leading to either remediation actions by the platform, or

escalation to a higher level of investigation by higher tier analysts.
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Playbooks (2)

Figure 70: Playbook Overview
The above figure depicts an overview of the used playbook. Each action is connected,
leading to a condition. If the condition is true, remediation actions are taken against the

malicious email. In the opposite case, the risk resulting from the potential attack is

marked as low and the case is closed.
Every node, represented an action. In our example, the first action after triggering

the playbook was to search for similar past cases, in order to retrieve a potential pattern.
?a FindSimi\arCasesr 0]
& Shared_Siemplify_1
2022-07-02 16:55:52
€} Target Entities ’
‘ STEVEN.B@SIEMPLIFY.CO
@ HTTPS://TEXTSPEIER.DE

o YOUR DROPBOX FILE

. CRAIG@TEXTSPEIER.DEQ
¢ Action Parameters

H Action Result 4
NAME VALUE

Rule Generator true

Port false

Category Outcome falze

Entity Identifier true

Days Back 2

Outcome
No similar cases Found

View Result

Figure 71: Playbook Actions
In the examined scenario no previous similar cases were found. The flow of actions and

questions asked during the implementation, is also depicted below.
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=3 Playbook Flow ~

@ Find Similar Cases v
@ Tag: Phishing A%
Q UrlScanle - Url Check ' I
sy Is Malicious? A
@ Insight: Not Malicious A"
@ Priority: Low A4

Figure 72: Playbook Execution
Each step marked in green represents a successful execution of the requested action. In
our case, due to the fact that the data used were simulated, the URL was not malicious

and for that reason the platform deems the threat as a low priority, not malicious event.
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Conclusions

The analysis and examination of three S.O.A.R. platforms have provided
knowledge about their role in a Security Operation Center, their strengths and
weaknesses. In terms of their functionality, they are clearly not a standalone solution
and act complementary to other security software already deployed in production
environments. From the analysis it became clear that the platform was not developed
to function as an isolated solution. Its architecture comprises of multiple layers, fairly
distinguishable, with features in every layer that can be used by the analysts or
investigators in order to mitigate and counter existing or potential threats.

In terms of the data sources provided, the software uses integrations that act as
connectors to third party software. This provides support to the analyst, who had to
develop and execute multiple repetitive tasks, in order to integrate different third party
software to traditional Security Operation Centers. Those connectors are in most cases
highly customizable and the analyst with just a few lines of code, or in some cases no
code at all, can incorporate sources from threat intelligence, network monitoring, event
management, endpoint protection and other solutions.

Although integrating third party software is of significant importance, it could not
produce its full potential without extensive correlation capacity. Again, all the platforms
provide comprehensive data correlation abilities, giving the analyst the means to engage
with investigations, build solid cases and conduct, if needed, threat hunting in order to
actively defend against emerging threats.

Another component of the software, that provides support to the users, is that of
data visualization. An important problem for modern Security Operations Centers is
that different third party software usually demands different monitors, in order to
conduct analysis on its data. With S.O.A.R. and its orchestration abilities the analyst
has all integrated third party data in one, highly customizable, monitor. With that extra
functionality he or she can be engaged in different cases and conduct analysis without
unnecessary disturbance.

Last but not least, is the component of automation. This supports the analysts by
reducing drastically response times, allowing them to be engaged with and produce
more quality results on their analysis and investigations. Automation ability is utilized

by the implementation of playbooks or workflows which contain all the steps and the
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actions deployed to counter and respond to a security threat. They are designed as flow-
charts, and they support the analysts with automated solutions.

All these components were presented and demonstrated in the deployed platforms.
Cortex XSOAR from Palo Alto, Siemplify SOAR and Splunk SOAR were deployed in
an experimental environment, in different deployment models. The platforms followed
similar design patterns, proving that S.O.A.R. is not developed to act as a sole security
solution, but as a platform that extends existing capabilities of a modern SOC.

The concept of multiple integrations made the platforms compatible with a plethora
of third party software, something that analysts find challenging and time consuming
through the repetition of the actions needed. Their work can also be supported by the
platforms high level of customization, in order to adapt to every SOC needs.

Threat hunting and data correlation was also provided through a War Room
(XSOAR) where the analysts were able to collaborate in real time, or through
transferable dashboards and collaboration channels (Splunk SOAR and Siemplify
SOAR). All the findings can be presented in highly customizable dashboards, that can
help with the decision making process about cases and incidents. After presenting the
data, all platforms had report generating abilities, that also help develop a
comprehensive view about the impact of potential incidents to the organization.

Also, the platforms’ ability to execute simple or complex response playbooks,
automating tasks or actions, further established the importance of S.O.A.R. platforms
in modern and future Security Operation Centers.

Finally, from the presentation and demonstration, another useful conclusion can be
elicited. The low level (Tier I) security analyst was not absent from decision making
and response processes in any of the demonstrated scenarios. To the contrary, the level
1 analyst’s role was updated to effective and efficient decision making duties, instead
of conducting repetitive tasks. This proves that even though SOAR contains extensive
automation capabilities, it does not undertake the role of the low level analyst. The
software works again complementary to his or her role, providing a set of valuable tools

in order to counter emerging threats.
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