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Abstract

With the rapid growth of renewable energy resources, the energy trading research has received
significant attention during the last years. Blockchain, as a distributed public ledger technology,
has been widely adopted to design new energy trading schemes. However, blockchain-based
energy trading has numerous challenges, including low efficiency, large transaction costs, and
security and privacy concerns. This thesis provides a systematic literature review of the various
technical implementation aspects of blockchain-enabled Energy Trading mechanisms in
Electrical Power System and in Electric Vehicles sectors respectively. Apart from the two
domains of the available blockchain-enabled energy trading mechanisms, different drivers for
classifying the literature are being used, such as (a) relevant methodologies used, (b) the
implementation maturity of these traceability mechanisms, and (c) the sustainability
perspectives (economic, environmental, social). The key findings about the outstanding issues
and challenges of current blockchain Energy Trading implementations, as well as areas of
interest for future study, are presented. Despite the variety of blockchain-enabled Energy
Trading mechanisms, most of the citations published so far, mainly are constrained within
unstructured experimentation of blockchain-associated Energy Trading solutions, lacking
standardization and benchmarking of the applications proposed, highlighting, at the same time,
the clear need for developing and testing real-world solutions, while taking feasibility and cost-
related Energy Trading aspects into account.

Keywords

electric vehicles; energy trading; blockchain; Hyperledger fabric; smart contract; electronic
wallet; smatrt cities, Internet of things
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MepiAnyn
Me Tnv Taxeia avaTTuén TV AVAVEWCIUWY TTNYWV EVEPYEIAG, N £€PEUVA VIO TO EUTTOPIO EVEPYEIAG

éxel AaBel onuavTikh TTpocgoxn Ta TeAeuTtaia Xpovia. To Blockchain €xel uioBeTnBei eupéwg yia 10
oxedIaoud VEwV cuoTNUATWY euTTopiag evépyelag. MPOKEITal yia Wia KOV KOl KATAVERNMEVN
Baon wneiokwv dedouévwy TTou dlatnpei €va ouvexwg auéavOouevo apxeio ouvaAAaywyv pe
XPovoAoyikh agipd. O1 guvaAAay£g ouadoTTolouvTal O UTTAOK, TO OTTOIO £XOUV XPOVIKA Grjavon
Kal €ival KPUTTTOYPAQIKG CUVOEDEUEVA E TTPONYOUUEVA UTTAOK YIO VO OXNMOTIOOUV Pia aAucida
EYYpa®wyv TTou KaBopilel TV aAAnAouyia f; aAucida Twv yeyovotwv. Ta blocks Tng aAucidag
«TPEXOUV» Ot Ynelakd dikTua, petadidovrag dedopéva, avTiypd@ovTag Ta atrd 1o Eva NEPOG OTO
dANo. 2TOV TOMED TWV KPUTTTOVOMICHATWY, QUTO ICOOUVAMEI HE TNV avTiypa@r WyneIaKwy
VOUIOUATWY atrd TO NAEKTPOVIKO TTOPTOPOANI evOG XproTn o€ autd kdtroiou dAAou. H kupla
TIPOKANON £€YKEITAI OTO YeEyovog OTI To cuoTnua TIPETTEl va dloo@aAicel OTI Ta vopiopara
damravwvTtal pévo pia @opd kal o1 dev uTtdpxel OITTAR datrdvn. Autd yivetar: 1) eite
XPNOIUOTTOIWVTAG £va KEVTPIKO GNUEIO ApPXNG, TTOU EVEPYEI WG EUTTIOTOG EVOIANECOG PETAEU TWV
OUVOAAOGOOUEVWY PEPWV KAl atToBnkeUel/e§aopalilel TNV £€ykupn KATAOTAON TNG aAUGidag Kal
dlatnpei Ta apyeia evnuepwpéva, 2) €ite, ammd kK&dBe péAog Tou dIkTUoU blockchain tmou diatnpei
T0 OIKO TOU avTiypag@o Tng aAucidag(r) éxel TpdoBacn o€ autd PECW AVOIXTOU VEQOUG) Kal
emaAnOelel TNV €yKUPOTNTA TNG. ZTNV TEAEUTAIA TTEPITITWON, N TTPOKANGN £yKEITAI OTNV €UpeEan
€EVOG TPOTTIOU €VOTTOINONG KAl GUYXPOVICWOU TTOAAGTTIAWY avTiypdewv TnG aAucidag. H
dladikaoia emKUpwong kal evotroinong TG aAucidag amd T1a péAN Tou OIKTUOU YiveTtal,
ouykpivovTag TIG €kOOOEIG TOUG TNG AAUCIDAG XPNOIMOTIOIWVTAG éva KATAVEUNUEVO aUOThUdA
Wwneopopiag, JEoW TOU OTTOIOU ETTITUYXAVETOI OUVAIVED YIO TNV £€yKupn KatdoTaon Tng. AuToi ol
MNXQVIOWOoi ETTIKUPWONG €ival yVwoToi WG KaTaveunuévol ahyopiBuol cuvaiveong. Ta kivnTpa n
Ol QVvTauOIBEG BewpnTIKWY  Tralyviwv  XpnoigotroloUvTal  yia va  Olac@aAlioTel n évTiun
OUMTTEPIPOPE TWV KATAVEUNUEVWY KOUBWV.

Tpeig Baoikég 106€e¢ PTTOPOUV VA CUVOYIOTOUV WG ATTAITAOEIS Yo JEANOVTIKA evepyeElokd
OUOTAUATA: N aTTavBpaKOTToinon, N ATTOKEVTPWOTN Kal N YN@IOTToiNaT, HE PIa OTPO®H TTPOG TNV
evduvapwon Twv kKatavaAwTtwv. Mpog aut Tn kartelBuvon, TpoypauppatioTég blockchain:
dnuioupyolv OUVOAANGKTIKEG WNOIOKEG TTAOTOOPUEG TTOU  PTTopoUvV  va  gival  TTARpwG
OTTOKEVTPWHEVEG Kal PTTOpoUV va OleukoAUvouv 1o P2P  (Peer to Peer) gumrépio evépyeiag.
AvatrTiooouV TOTTIKEG ayopEG evépyelag kal epapuoyEg Internet of Things (IoT) Tou ptmopouv va
TTaiEouv onuavTikd poAo oTo dpaua Tou £Euttvou dIKTUoU (smart grid). To eutmoplo evépyeiag,
€I0IKOTEPA, WG KPIOINO ouoTaTikd TG dlaxeipiong evépyelag, eEEAiCTETAl ATTO CUYKEVTPWTIKG O€
Kataveunuévo 1potmo. O1 TTEAATEG EVEPYEIAG UTTOPOUV VA ayopACOouUV NAEKTPIKA EVEPYEIQ UOVO
aTro ETMIXEIPHOEIG KOIVAG WQPEAEIOG OTNV TTAPAdOCIaKr ayopd evépyelag. Z€ éva EEUTTVO DiKTUO, Ol
XPAOTEG EVEPYEIAG XPNOIPMEUOUV TOGO WG KATAVOAWTEG OC0 KAl WG TTPOUNOEUTEG NAEKTPIKAG
evépyelag. H TTAeovalouca Trapaywyr evEPYEIOG aTTO  AVAVEWOIUEG TINyEG WTTOPEl  va
avtoAAdooeTal yia apoifaio 6@eAog Pe TNV Talpeia KOIVAG WEQEAEIOG Kal AAAOUG XProTeG O€
TEPITITWOEIG €AAgiPpaTog Tpoodoaiag. To povrélo diktuou Peer-to-Peer (P2P) emtpétrel otnv
ayopd evéEPyEIag va AEITOUPYEI PE ETTIKEVTPO TOV KATAVAAWTA KAl UTTOCTNPICEI TN CUPPETOXA TWV
QATTOKOAOUUEVWYV «TTPOUNOEUTWVY.

MepIkEG aTTd TIG UTTAPXOUCEG EQAPUOYEG OTOV EVEPYEIAKO Topéa : Brooklyn microgrid (HIMA),
Sunchain (FaAAia), Power Ledger (AuoTpahia), Power-ID (EABeria), I-NUK (FaAAia), Tal.Markt
(Ceppavia), SolarCoin, NRGCoin (BéAyio), DAISEE ("aAAia), Gruenstromjeton (Meppavia), Pylon
Network Project (lomravia), Power-ID. Xe TéTOlEG €£QOpPPOYEG, KABE evepyelakr ouvalAayr
Kataypd@eTtal Kal amobnkevetal oto blockchain dAwv Twv uttoAoyIoTWYV (KOPPWVY) TTOU
atroteAolV 10 dikTUd TNG (TT.X- éva PIKPOBIKTUO). OAOI OI CUPPETEXOVTEG EVNUEPWVOVTAI VIO KABE
ouvoANAayrp O€ TTPAypaTIKO XPOVO Kal Ol UTTOAOYIOTEG TOUG €AEyXOUuv Toug GAAOUG yia TNV
TPOANWN Tuxov amdrng. O1 TauTOTNTEG TWV OCUUPETEXOVTWYV E€ival €iTe yvwoTég (Onuooio
blockchain) eite avwvupeg (1I01WTIKG blockchain) avéAoya ue Tov TUTTO TOU blockchain. To apyeio
OAwv Twv cuvaAdaywv (atmédeign UtTapéng) Tmou dnuioupyeEital, €ival KPiGIJo atrd VOWUIKN Kal
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dIKaoTIK amown o€ TepiTTwon dlapwviag. Ooov a@opd TNV €VEPYEIOKA TTIOTOTTOINCN Kal
emaAnBesuon, 1o Blockchain ptmopei va emKupwaoel TNV TTPOEAEUCN Kal TOV TUTTO TNG EVEPYEING
avda Taoa oTIyhn ME atmmapdfarto TPOTTo (EAEyXOG O€ TTPAYMATIKO XPOVO) Kal va Trapdyel Eva
apxeio 1810KTNCIag yia KABe TTIOTOTTOINTIKO QVAVEWGIUNG EVEPYEIAG, VA XPNOIYoTToiNGEi yia Tnv
Kataypagn, TNV TTOTOTToINGN Kal TNV €TMKUPWON TWV CUVOAAAYWY EKTTOPTTIWV PETAEU XPNOTWV
TOU OUCTHAMOTOG, MIO TTPOCEYYIoN TTou e@apudletal otnv Kiva amé tnv IBM kai Tnv Energy
Blockchain Lab. Mg Tn dnpioupyia evog cuoTpaTog €Euttvwy oupBoAaiwy (smart contracts) kai
ME TNV QVATITUEN QUTOVOUWYV ATTOKEVTPWHEVWY e@apuoywyv (Dapps) mou &ev atmmairolv
avBpwTTivn aAANAeTTidpacon, n emegepyacia Twv cuvaAAaywV UTTOPEI va auTopaToTToINGEl KAl va
YiVElI KON TTIO ATTOTEAEGHATIKY] KOI OIKOVOUIKA OTTOOOTIKK.

Me Tnv avauevéuevn avdmtuén Tou loT Ta eTTOPEVA XPOVIA, 01 TOTTIKEG apxéG Ba uTTopolv va
amokToUV pIa ouvexn Oldyvwon OAWV TwWV EVEPYEIAKWY TOUG €eyKATAOTACEWY (UovAadeg
TTapaywyng evépyeiag, £Euttva dikTua K.ATT.). Eva blockchain oUoTtnua og péviun emkoivwvia ye
ouokeuég loT TTou xpnoipotrolei €guttva cupPBoAlaia kar DApps Ba ptropouce BewpnTika va
dlaxelploTel TNV evepyelakr uttodopr MIoG TOTTIKAG apxng. O ouvduaoudg Blockchain kai
EEUTTVWV  PETPNTWV JTTOpEl va  XpnolgotroinBei yia Tnv  TTpocapuoyry €vég OCUCTHUATOG
TIMOAOYNONG, WEIWVOVTAG TOV KivOuvo OOAIOG UTTEPTIHOAGYNONG YIO AOYapPIAoUO TTPOUNBEUTWV.
Ta ¢¢utrva cupBoAaia Ba propodcav va OIEUKOAUVOUV TNV EQApHOYH €vOG QUTOUOTOTIOINUEVOU,
€UEAIKTOU unxaviopoU IkavoU va opeifel Toug KOaTavaAwTég O€ TTPAYMUATIKO XPOVOo Kal va
TTpocapuolel Tn CATNON OTav €ival ammapaitnTo. XAapn oTnv Yn@Iokn EUTTIOTOCUVN TTOU TTAPEXOUV
Ta blockchains, éva T€To10 GUCTNUA Ba ETTETPETTE OTA PEAN TOU —TTAPAYWYOUGS KAl KATAVOAWTEG—
Va EUTTOPEUOVTAI EVEPYEIQ E PN AUTOPATO ) QUTOPATOTTOINKEVO TPOTTO (£€UTTVaA CUPPBOAaIa) o€
€Va EVAPUOVIOPEVO KAl 0OQAAEG TTAQICIO XPNOIMOTTOIWVTAG EIKOVIKO ) TTPAYHATIKO vOuioua. Ol
ouppeTéxovTeg oTo OikTuo Ba  emmw@eAnBolv emmiong amd TOAU UIKPOTEPEG ATTOOTACEIG
METAdOONG €VEPYEIOG O OUYKPION WE éva KEVTPIKO OoUCTNPA, HEIWVOVTAG £TCI T OTTATAAN
EVEPYEIOG KAl TO KOOTOG. O PETAOYXNUATIONOS TWV AVAVEWCIPWY TINYWYV EVEPYEIOG OE TTIOTWOEIG
dvBpaka Kal n TTWANGCK Toug OTnv ayopd UTTopEi va yivel TTpayhaTikotnTa Ye TN BoABeia Tng
Texvoloyiag blockchain kair TN xprion evog cuoTApaTtog £Euttvwy oupBoAaiwv. TéAog, Ta
blockchain cuoTtAuata ptmopolv va OlEUKOAUVOUV TNV avATITUEN TNG NAEKTPOKIVNONG WG
uTTnNpPEeciag xdpn otnv e@apuoyr evog atrAoloTePOU Kal AiyoTepo datravnpou CUCTHUATOG
ETTAVOQOPTIONG 0€ OUYKPION WE TIG UTTAPXOUOEG AUCel. Ta nAekTpiké oxriuata (EV) atroteAolv
éva peydAo Bripa pog évav QIAIKO TPOTTO HETAPOPAG. OpIiouévol XPAOTES TTAPAYOUV NAEKTPIOUO
XPNOIMOTTOIVTAG NAIOKOUG OUAAEKTEG Kal @QOPTICOUV Ta NAEKTPIKA TOug oxnuarta. AAAol,
XPNOIUOTTOI0UV OTABUOUG GOPTIONG Kal TTANPWVOUV yia TN @OPTION TOU OXNMATOG. AuTd eyeipel
To {ATNUA TNG EUTTIOTOOUVNG Kal TNG diagavelag Tou To Blockchain kaAegital va peTpiaoel.

e aut TN OIMAWMATIKA TTapéxetal: Mia guoTnuaTikh épeuva Twv dla@opwy dIaBEéCIuwy
EQPAPMOYWYV CUVOANaywyV evépyelag TTou oxeTiCovtal e To blockchain. AuTéG oI TTpooEyyicElg
TagivopouvTal ye Bdaon: 1)toug Touceig dpaaTtnpiotoinong (E¢umvo Aiktuo, HA. oxnuata), 2)Tig
peBodoAoyieg TToU epapupolovTtal, 3)TNV  TTPOOTITIKA PlwoiudtnTag, 4)Tnv wpIiudtnTa NG
ulotroinong Toug. H Treplypa@ikry avaiuon TepidauBavel 62 epeuvnTikG  Gpbpa  TTOU
dnuoaoieldnkav petagu 2017-2021 kai oToxevel: a) ZTn BeATiwon TNG OTATIOTIKAG TTEPIYPAPNG,
opadotroinong kai €mmideIENg Twv BePdTwy evBIAPEPOVTOG TNG OXETIKAG BIBAIOypagiag A Twv
OX£0€WV TOUG (OnUooIeloelg avd £T0G KAl TOPEA K.ATT.). B) TNV eVOWMPATWON avaAuong Twv
TPEXOU-OWV TACEWV TNG £PEUVOG OTOV TOUED TWV MNXAVIOPWY EUTTOPIAG EVEPYEIAG WE
duvarotnta blockchain kal Tapouciaon Twv {NTNUATWV TTOU €xouv PpeBei y) ZTn TTapouciacn
TWV OlIOQOPWY EPEUVNTIKWV TTPOCEYYICEWV TTOU £€XOUV XpPNnolhoTroinBei péxpl autd To onueio
oTnVv €maoTnuUovIKA BiBAloypagia.

A6 Tnv avdAuon Twv oToixeiwv uAlotroinong TpokUTITEl OTI ol Blockchain dokiuég
mepINaPBavav: TNV aglohdynon EEuttvwv cupfolaiwv , dokipég API , dokiuég atmodoong,
OoKINEG KOuBou-aAuaidag. O1 o TTponypéveg UAOTTOINCEIG TTEpIAGUBavav @ Tn XPRon
auTopaToTIoINKEVWY scripts kal OoKIMEG amddoong, XPNOIJoTTolVTag epyaigia oTrwg Truffle,
Ethereum Tester, Populus, wnoiokég aTTOKEVTPWUEVEG e@apuoyéG (dnhadry DApps) e
evowpaTwpévn  diaxeipion TautdétnTag, BeATiIwuéveg Aeimoupyieg KATT. [Mapeixav  OeikTeg
a1réd00NG TTPOKEINEVOU va PETPOUV TRV KaBuoTépnaon, TNV ammodoaon, TNV KukAogopia SIKTUou,
N YvAun, TN Xprion 1ng CPU kal To TTo000TO ammoTuyiag Twv GuVaAAaywVv Toug, TNV ac@aAsia/
TO aTTOPPNTO KAl TNV ETTAANBEUCIUOTNTA TWV OEBOPEVWV EUTTOPIAG EVEPYEIQG, TN diKaIN KATAVOWN
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TwWV TTOPWV TOU CUCTAMATOG TO KOOTOG A€ITOUpylwv Twv EEUTTVWY oupfoAaiwv (gas). H
TAcioyngia Twv epapuoywv Energy Trading otn BiBAioypagia xpnoiuotroiotv 1o Ethereum wg
TNV UTTOKEiPEVN TexvoAoyia blockchain. H 2n mrpoTipwpuevn texvoAoyia frav n Hyperledger. Ol
epappoyég Tou blockchain Tagivoundnkav etriong, ocUp@wva pe Toug alyopiBuoug cuvaiveong
Tou xpnoiyotroiouvtal. O1 1o ouvnBiouévol:Proof-of-Work (PoW), Proof-of-Stake (PoS),
Practical Byzantine Fault Tolerance (PBFT).

ZXETIKA JE TA avoIXTA CnTAUATA Kal TIG TIPOKAACEIG TWV TPEXOUCWY £@apupoywv blockchain
EVEPYEIOKNG €PTTOPIag, Ta KupidTepa eival: 1) n xaunAn amédoon kal 70 uwnAd KOOTOG
ouvaoAAaynig, 2) n TTPOOTaCia atmoppriTou Kal Ta Bféuata ac@dAeiag , 3) n emKolvwvia o€
TTPAYHATIKO XPOVO HeyAAou Oykou Oedouévwy aiobntipwy, 4) n moavr) adikn 1 KAKOBOUAn
OUMTTEPIPOPA ATTO AYOPAOTEG ) TTWANTEG eVEPYEIOG 5) oI BUOKOAIEG TIHOAOYNONG TOU POVTEAOU
(TTog TTPETTEl VA TIJoAoynOei owOoTA pIa GuP@WVia yia va BonBrioel Toug ayopaaoTEéG Kal TOUG
TTwANTEG va  KataAfgouv ypAyopa o€ oupewvia), 6) n eAaxiotorroinon Tou KbéOTOUG/
peyioTotroinon képdoug 7) ol ammaIToelg o€  JeydAo atroTuTTwua dvBpaka. EmmAéov , 6oov
aQopd TIG TTEIPAPATIKEG DOKIUEG, Ol TTEPICTOTEPEG AvVaPOopES 0T BIBAIOYpaQia TTPOCOUOIWVOUV
TIG OXETIKEG AeIToupyieg pévo o€ emmiTredo TTAATPOPUAG blockchain xwpi¢ va TIg cuvdéouv UE TO
TTpaydaTikd @uoikd cuoTtnua. Or TeXVOAOYIKEG TTPOKAACEIG TTOU TTPOKUTITOUV a@opoUv TOug
TOMEIG: TNG a1mddoong, Tou XPOvou CUuVAANayng, TNG ETTEKTACINOTNTOG, TWV KATOVEUNUEVWV
aAyopIBuwy Cuvaiveang TIPOKEINEVOU va  €TTPETTOUV TNV  TTAPAAANAN  emTefepyacnia, Tnv
QVATITUEN TTIO ATTOTEAECUATIKWY KAl aC@AAWY £EUTTVWYV OUPBoAaiwy, Tn diaxeipion dedouévwv
ME aTOXO0 TNV EAXIOTOTTOINON TNG aTToBrKEUaNG O€dOUEVWY OTNV aAUaida (TT.X. ATTOKEVTPWHEVN
ammobrkeuon dedouévwy oTo cloud), Toug KivOUVOUG yia TO aTTOPENTO Kal TNV ao@AAcia (TpwTd
KUpiwg Ta wnolokd tTopto@oAia i Tta €Eutrva cuuBoAaia). Mapartnpeital emmAéov EAAEIYN
TUTTOTTOINUEVWY  onueiwv avagopdg (benchmarking), yia TN OUyKPITIK afloAdynon Twv
epappoywyv. Etriong, n TTPOOTITIKY TNG PBIWOINETNTAG UTTOVONONKE € OAEG TIG ETTIAEYUEVEG
epyaoieg, aAAd dev ava@épbnke d1EE0BIKA. AcdOPEVV TV TEPACTIWV EVEPYEIOKWY ATTAITAOEWV
TWV onuepivwv dIKTUWV blockchain, ol avnouyieg TTou oxetiCovral pe 10 TTEPIBAAAOV E€ival
onuavTikéG. H e€6pufn KpUTITOVOUICHATWY aTTaITEl UTTOAOYIOTEG UWNAARG atrdédoons . To yeyovog
auté odnyei oe uwnAd kooTog avdmTuéng. Ta blockchain pmopei va TpayuaTotToifcouv
ONMAvTIKA €€0IKOVOUNON KOOTOUG TTAPOAKAWTITOVTOG TOUG MECALOVTEG, WOTOCO, ATTAITOUV
odartravnen véa uttodoun, TTPocapuocpévo eEoTTAIONO Kal k6éoTn ouvtipnons. OAa T1a
TTOPATTAVW WTTOPEI v KAVOUV TOUG €TTEVOUTEG va TTIOTEUOUV OTI UTTOPEI va Pnv €Xouv TO
AVTOYWVIOTIKO TTAEOVEKTNUA €vavTl Twv AdN UTTAPXOUCWV AUCEWV Ot KABIEPWHEVEG AyOPEG.
Aedopévou 611 Ta dikTua blockchain dev ptropolv va gyyunBouv Tnv akpifeia Twv dedopévwv
TTou &gv dnuIoupyndnkav eyyevwg oTnv aAucida (OTTwG TTANPOPOPIEG TTOU TTPOEPXOVTAI ATTO
ouokeuég 10T), n peANovTIKA €peuva Ba TTPETTEl va ETTIKEVTPWOET og TpOTTOUG SlacPAAIonS TNG
TNYAS TWV TTAPAYOUEVWY TTANPOPOPIWV KAl TNG OKPIBEIOG Kal aKePAIOTNTAG TwWV OEDOPEVWIV.
2xeTIKA Pe TO puBUIOTIKO TTAicI0 Ba atraitnBolv véol TUTTOI CUPPBACEWY yia TNV TTEQIYPAQN)
CUPQWVIWY JETOEU TTPOPNBEUTWYV KAl KOTAVOAWTWY, €I0IKA OTav Ol avTICUPBAAAGUEVOI KAVOUV
XpAHon Tou dnuoéciou BIKTUOU. AUTO CUVETTAYETAI TNV avdykn yia véa Kal duvNTIKA TTI0 EUEAIKTA
TIHOAGYIO NAEKTPIKAG EVEPYEIAG, TO OTTOIA ETTi TOU TTAPOVTOC UTTOKEIVTAI € AQUOTNPEG PUBUITEIG.
EmimrAéov, o1 puBuIOTIKEG apXEG eival UTTEUBUVEG yia TOv KABOPIoHS Twv KavOvwV TTPOCTACIag
Twv 0edopévwv Twv KaTavaAwTtwy, 6Twg n ToAimkp GDPR tng EE vyia ta dedopéva Twv
katavaAwTwyv. O1 xpAoTeg Tou ouoTApaTog blockchain Ba TrpéTel va cupyyop@wvovTal PE TIG
UTTOXPEWOEIG TOUG, GAAG TAUTOXPOVA, O EUQICBNTEG TTANPOYOPIEG TWV KATAVAAWTWY TTPETTEI VA
TTOPAUEVOUV EUTTIOTEUTIKEG. TEAOG, OXETIKA PE TN TUTTOTTOINGN Kal TTIoTOTToINON TNG d1adikaagiag :
TPETTEL VA avaTiTuxBolv TTPOTUTTA KAl TTPWTOKOAAA yIa TIG ApXITEKTOVIKEG blockchain yia va
EMTPETTOUV T SICAEITOUPYIKOTNTA PETAEU TEXVOAOYIKWV AUCEWV.

2UUTTEQPACUATIKA, O PEXPI TWPA AdOUNTOG TTEIPAUATIONOS TwWV AUCEWV EUTTOPIAG EVEPYEIAG
TTou oxeTiovtal pe blockchain yia Aoyaplaoud Twv €peuvnTWY, TIPETTEI VA TTPOCAVOTONIOTEI
TTPOG TNV AVATITUEN OOKIPJACTIKWVY EQAPUOYWY GTNV TTpayuaTiKi {wr), 10iwg AauBdavovTtag uttoyn
TNV IKAvOTNTA TOUG va dnuioupyoUlv TTpooTIBEéuevn agia.
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1. Introduction

1.1 BACKGROUND

The Internet has revolutionized the way people perceive the world and is now an integral part
of their daily lives. Its underlying technologies are continually changing, while new ones are
being developed. The dominant client-server architecture, on which the bulk of internet
applications and services are based, is a feature of the internet that has remained stable for a
long time. This is expected to change greatly due to the emerging technological trends,
including blockchain and Internet of Things, that may give the internet a more decentralized
character.

The blockchain technology was originally created for the operation of the Bitcoin
cryptocurrency, a distributed electronic cash payment system that uses peer-to-peer (P2P)
communication between anonymous and unknown Internet users. However the scope of
blockchain is constantly evolving and has expanded to various fields. Blockchain is a digitally
distributed public ledger, in which transactions and agreements are recorded seamlessly and it
is supported by a network of peer nodes. More crucially, blockchain enables peer-to-peer (P2P)
networks to execute smart contracts automatically [62]. In addition to its cryptocurrency
applications, it can be a pillar for the design and operation of a variety of decentralized
applications (DApps), which are based on a distributed network of peer nodes rather than on an
organization's servers, making use of cryptocurrencies or tokens and storing outputs in public
ledgers.

The Internet of Things, which consists of a plethora of gadgets and sensors with limited
computing resources and vulnerable to security attacks, may benefit from the advantages of
blockchain technologies, in terms of product traceability, network performance, resource
distribution, security and privacy. In this thesis, we focus on the existing literature regarding
Blockchain technologies, with a special emphasis on Energy Trading applications.

1.2 BLOCKCHAIN TECHNOLOGY: DEFINITION AND OUTLINE OF
FUNDAMENTAL PRINCIPLES

A blockchain is a digital data structure, or more specifically a shared and distributed database
that holds a continuously growing log of transactions in chronological order. The data structure
is a ledger that may contain digital transactions, data records and executables. Transactions are
grouped into blocks, which are time-stamped and cryptographically linked to previous blocks to
form a chain of records that determines the sequencing order of events or the ‘blockchain’.[63]
Blockchains run on digital networks, and transmit data, by copying them from one place to the
other; in the cryptocurrency domain this is equivalent to copying digital coins from one user's
electronic wallet to another's. The main challenge lays in the fact that the system needs to
ensure that coins are only spent once and there is no double-spending. This is achieved 1)
either by using a central point of authority, that acts as the trusted intermediary between
transacting parties, stores/secures the valid state of the ledger and keeps the records up to
date, or 2) in contrast to centralised systems, by each member of the blockchain network by
holding its own copy of the ledger (or accessing it through the open cloud) and by verifying their
validity. In the latter case, the challenge lies in finding a way to consolidate and synchronise
multiple copies of the ledger. In general, the validation and ledger consolidation process lies on
network members comparing their versions of the ledger using a distributed voting [64] system,
through which consensus on the valid state of the ledger is reached. These validation
mechanisms are known as distributed consensus algorithms. Game-theoretic incentives or
rewards may be used to ensure the honest behaviour of the distributed nodes [65]. Central
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management may not be feasible or desirable in some cases, as it incurs intermediary costs
and requires network users to trust a third party to operate the system [66]. Due to a single point
of failure, centralized systems have substantial disadvantages, making them more vulnerable to
both technological failures and malicious attacks [67].

Centralised transaction system

Distributed transaction system
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Figure 1. Centralised and distributed transactional platforms: a) a single trusted authority manages
the ledger, b) every member holds a copy of the ledger. Reprinted from “Blockchain technology in
the energy sector: A systematic review of challenges and opportunities”, by Merlinda Andoni,
Valentin Robu, David Flynn, Simone Abram, Dale Geach, David Jenkins, Peter McCallum, Andrew
Peacock, Renewable and Sustainable Energy Reviews, Volume 100, Issue 8, pp. 143-174, Feb. 2019.
Copyright (2019) by title of publisher.

1.3 PEER-TO-PEER ENERGY TRADING

Blockchain in Energy Trading Systems

Along with use cases in various sectors, the potential of blockchains in the energy business has
only recently begun to be realized, as evidenced by the growing number of startups, pilots,
trials, and research initiatives. Several energy utility companies have taken interest in exploring
the potential benefits of distributed ledger technologies (DLT), as an enabling technology for
low-carbon transition and sustainability [66]. Furthermore, because blockchains are digital
assets that can be exchanged interoperably, they have the potential to dramatically alter
energy-related products and commodities. Early research initiatives and startups indicate that
blockchain technology could potentially provide solutions to some of the challenges faced by the
energy industry. Three essential ideas can be summarized as requirements for future energy
systems: decarbonisation, decentralisation, and digitization, with a parallel shift toward
consumer empowerment. Early blockchain developers are establishing transactional digital
platforms that can be completely decentralised and can facilitate P2P energy trading. They are
developing local energy marketplaces and Internet of Things (loT) applications that can play a
significant role in the vision of the smart grid [48].
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New models, technologies, and adaptable solutions for intelligent energy management are
being created in smart grids to support the most efficient energy and power flow strategies.
Energy trading, in particular, as a critical component of energy management, is evolving from a
centralized to a distributed manner. In the traditional energy market, energy customers can only
buy electricity from power utilities. In a smart grid, energy users serve as both consumers and
suppliers of electricity. Excess renewable energy generation can be traded for mutual benefit
with the utility and other users in the deficit of power supplies.

Many studies have attempted to integrate blockchain technology into energy trading, bringing
up a unique and promising area of research [68][69]. Some academics researched the
applicability of distributed systems to the energy market before formally attempting to combine
blockchain with the energy trading model. It is proven that, Peer-to-Peer (P2P) network model
enables the energy market to operate in a consumer-centered manner and supports the
participation of the so-called “prosumers”, which has greatly improved the flexibility of the
traditional mode of energy market [70][71].

Brooklyn microgrid® (USA), Sunchain® (France), Power Ledger® (Australia), Power-ID®
(Switzerland), I-NUK® (France), Tal.Markt® (Germany), SolarCoin, NRGCoin® (Belgium),
DAISEE® (France), Gruenstromjeton®® (Germany), Pylon Network Project!® (Spain), Power-
ID®2 are only some of the existing applications in the energy field [56].

In such applications, each energy transaction is recorded and stored by the blockchain on all
the computers (nodes) which form its network (e.g. a microgrid). All the participants are
informed of each transaction in real time and their computers control the others to prevent fraud.
By establishing a smart contract system and, in the future, by deploying autonomous
decentralised applications (Dapps) that do not require any human interaction, transaction
processing can be automated and made even more efficient and cost-effective [72]. Examples:
Sunchain, Brooklyn Microgrid, Tal.Markt, Power-ID.

While Blockchain technology is used to record and store all energy flows and transactions in
a distributed and secured way, it can also be used to document at any given point in time which
users have energy, how much energy they have produced, sold or bought and how their energy
assets/portfolio has evolved over time (asset management). All this is carried out transparently
and every stakeholder — energy service companies (ESCOs), distribution system operators
(DSOs), transmission system operators (TSOs), energy community organisations, local
authorities through their energy departments— has access to this indelible and forgery-proof
data at any time. As a result, a record of all transactions (proof of existence) may be generated,
which is critical from a legal and judicial standpoint in the event of a dispute. The participants'
identities are either known (public blockchain) or anonymous (private blockchain) depending on
the type of blockchain. Examples: Gruenstromjeton, Sunchain, I-NUK

In terms of energy certification and verification, Blockchain can validate the provenance
and type of energy at any moment in a tamperproof manner (real-time auditing) and produce a
record of ownership for each renewable energy certificate thanks to its documentation capacity.
It can also be used to record, certify and validate emission trading between players in the
system, an approach that is being implemented in China by IBM and the Energy Blockchain
Lab. Examples: Sunchain, Pylon Network Project, I-NUK

Blockchain can also be utilized as a real-time monitoring and control system of the
energy use by local authorities or citizens via a smart meter, as well as to facilitate the
exchange of data between various players in an energy system. With the expected development
of 10T over the next few years, local authorities will be able to acquire an ongoing diagnosis of
all their energy facilities (energy producing units, smart grids, etc.). A blockchain in permanent
communication with these IoT devices which uses smart contracts and DApps could in theory
manage a local authority’s energy infrastructure, without requiring direct human intervention
[73]. Examples: DAISEE, Pylon Network Project, Gruenstromjeton

By lowering the danger of fraudulent overbilling by the suppliers, the combination of
Blockchain and Smart meters can be used in the adaption of an invoicing system. Examples:
Gruenstromjeton, Power-ID.
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Moreover, using either a real or a virtual currency, blockchain can be utilized to shake up the
energy sector's renumeration system (like Bitcoin or Ether). Smart contracts could facilitate the
implementation of an automated, flexible mechanism capable of renumerating prosumers in
real time and of adjusting demand when necessary (demand response). This mechanism would
also make energy micro-payments possible with virtually zero overhead costs and at very short
time intervals (every 15 minutes for instance), since the presence of a traditional intermediary
like an energy service or payment company is not needed. Examples: SolarCoin,
Gruenstromjeton, NRGCoin, Brooklyn Microgrid

Another possible application would be to use blockchain technology in a local or regional
on-line energy marketplace. The local authority would then take on a new role, that of
intermediary, by serving as a matchmaker and coordinator between local energy producers and
citizens. Examples: Tal.Markt, Power-ID

Blockchains could also be used to organise peer-to-peer transactions and collective self-
consumption in a decentralised system. Thanks to the digital trust provided by blockchains,
such a system would enable its members — producers and consumers alike — to trade energy in
a manual or automated way (smart contracts) within a harmonised and secured framework
utilizing a virtual or a real currency. Smart contracts would regulate energy consumption and
production in real time. In comparison to a centralised system, network participants would
benefit from substantially shorter energy transmission distances and lower energy waste and
expenses (e.g. marginal cost).). Smart contracts would ensure system stability by independently
handling energy storage, the balancing market and the balance between energy supply and
demand. Examples: NRGcoin, Power-1D, Brooklyn microgrid

With the use of blockchain technology and a smart contract system, it is possible to tranform
renewable energy into carbon credits and sell them on the market, or to offset a carbon-
intensive activity. This can be made much more practical and easier to execute and monetise
(in real or virtual currency) with blockchain technology. Example: I-NUK

Finally, compared to existing systems, blockchains can aid the growth of e-mobility as a
service by implementing a simpler and less expensive recharging mechanism. They could also
“uberise” and facilitate direct car hiring between owners thanks to the use of innovative payment
systems like pay-per-use. Example: Sunchain

Other examples of current experiments applying blockchain technology to the energy sector are
the following [56]:

e The city of Riga, plans to use blockchain's security to entice more private investors to
invest in a renewable fund that will be used to fund the rehabilitation of private
structures.

e The confluence district in Lyon will be the pilot site for a blockchain (deployed by
Bouygues Immobilier) designed to collectively control a smart electricity distribution
network and ensure that the energy produced is used on the spot. @3

e The city of Copenhagen and the Danish island of SAMSJ, cooperate with the
Blockchain Labs for Open Collaboration start-up to test blockchain technology in their
areas (implementing a decentralised network and connecting existing renewable asset
infrastructure to the blockchain). @4

e Wien Energie, the energy department of the city of Vienna, has launched a blockchain
pilot project to facilitate energy trading on the wholesale market. %

e The industrial services of six Swiss cities, including Geneva, Lausanne and Bern, use
the blockchain infrastructure of the Energy Web Foundation, an organisation (members
of which include companies Shell and Engie) to identify practical blockchain
applications and implement them through pilot projects.(9
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e The WEPOWER start-up, based in Gibraltar and supported by the EU CIVITAS
initiative, aims to create a blockchain platform to facilitate green energy trading using a
kind of cryptocurrency (tokens). @7

¢ OURPOWER, the Scottish not-for-profit energy supplier will be involved in a pilot project
(CEDISON) financed by the British government and aimed at exploring blockchain
potential in rural and urban decentralised energy networks. 8

1.4 BLOCKCHAIN FOR ELECTRIC VEHICLES ENERGY TRADING

As the world is moving rapidly from carbon-producing vehicles to green transportation systems,
electric vehicles (EV) are a big step towards a friendly mode of transport. Some users generate
electricity using solar panels and charge their electric vehicles. In contrast, some use charging
stations, and they pay for vehicle charging. This raises the question of trust and transparency.
Blockchain is a modern-day solution that mitigates trust and privacy issues.

Opportunities for Blockchain in
Electric Vehicle Energy Trading

B N ——
- - _— — - —
¥
Enhance Energy Impro::gﬂs:guif::lency Stakeholders Reputation- Streamline Billing and Automate Energy Automate Vehicle-to-grid
Traceability Optimization aware Energy Trading Payments Auctiening Energy Trading

Figure 2. An overview of the potential opportunities for blockchain technology in electric vehicles
energy trading. Reprinted from “Blockchain for Electric Vehicles Energy Trading: Requirements,
Opportunities, and Challenges”, by Nasser Al-Saif, Raja Wasim Ahmad, Khaled Salah, Ibrar
Yagoob, Raja Jayaraman, Mohammed Omar, |IEEE TechRxiv 2021. Copyright (2021) by title of
publisher.

As depicted in figure 2, a peer-to-peer energy trading and charging payment system for electric
vehicles based on blockchain technology is proposed in [57], in which users with excess
electricity can sell it to charging stations via smart contracts. Electric vehicle users can pay the
charging bills through electronic wallets. The payment will be automatically deducted from their
wallet according to the charging time and amount through the smart contract. The electric
vehicle’s automatic-payment system utilizes the open-source platform Hyperledger fabric. The
suggested approach can eliminate human involvement while increasing trust, transparency, and
privacy among EV participants.

Phone App
Authentication Billing

Load Switch Payment

Biockchain

Controller Vehide 1D

=
1113

Figure 3. Charging and EV data. Reprinted from “Blockchain-Based Peer-to-Peer Energy Trading
and Charging Payment System for Electric Vehicles,” by Prince Wagas Khan and Yung-Cheol
Byun, 2021, Sustainability, 13, 7962, page 6. Copyright (2021) by title of publisher.
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Figure 3 depicts a graphic representation of the charging and EV data integration scenario. A
meter, load switch, controller, and unique node information storage are all included in the
charging stations, and they are all authenticated using blockchain. At the same time, the owner
of the electric vehicle has a digital wallet with which to make payments. A phone application
allows users to examine and check their payment details. The process of blockchain starts with
the initialization of a transaction by any peer or node of the chain. The transactions are then
combined in a block. The consensus algorithm verifies that block. After the verification of the
block, the block becomes part of an immutable chain, in which every transaction is time-
stamped, and nobody can tamper with these transactions.

Results
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Figure 4. Block diagram of the proposed blockchain-based P2P system. Reprinted from
“Blockchain-Based Peer-to-Peer Energy Trading and Charging Payment System for Electric
Vehicles,” by Prince Wagas Khan and Yung-Cheol Byun, 2021, Sustainability, 13, 7962, page 7.
Copyright (2021) by title of publisher.

Participants in the proposed system can communicate with the blockchain via Representational
State Transfer (REST) services. The Fabric client facilitates the interaction of blockchain and
the REST Application Programming Interface (APIs). Participants (prosumers, consumers, and
charging station operators) can access the blockchain through a graphical user interface (GUI)-
based application.

e The prosumers produce electricity using renewable energy sources and sell excessive
energy after their usage. The prosumers can sell energy and receive payment through
the proposed blockchain-based mechanism.

e To purchase electricity, the consumers can bid or contact the seller or the prosumer.
The transactions do not require the use of any intermediaries. The blockchain provides
a trusted environment to trade.

e The charging station operators can get electricity both from smart grids and from
prosumers.

First, the participants need to connect through the Internet, and then they can access the

application through a mobile or a computer. The different blockchain components work

according to the predefined rules. Every node contains a copy of the chaincode, which is
the set of rules which automatically execute according to these predefined rules (smart
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contract). Finally, the certificate authority issues the certificate to the new nodes. Since this
is a permissioned blockchain, no one can join this blockchain without having a certificate.
Reports and analytical data are stored in the off-chain data lake.
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Figure 5. Block diagram of a blockchain-based P2P system

Blockchain technologies have been explored by a large number of companies for their use
in EV applications. Electric vehicles and e-mobility are a natural application for blockchains.

e MotionWerk is a German-based startup that specializes in providing energy charging
platforms for electric vehicles

e Share&Charge is an application that provides a P2P service that allows electric vehicles
and charging station owners to securely and reliably trade energy without relying on a
centralized third-party service.

o eMotorWerks is an electric vehicle charging company that has recently created a P2P
charging platform in California

e Power Ledger provides a platform that enables tracking and trading of energy using
blockchain technology. This company was developed by an Australia-based agency and
enables P2P solar energy trading between electric vehicles in an efficient, fast, and
transparent way [58]. It also enables Vehicle-to-Grid (V2G) and Grid-to-Vehicle (G2V)
energy trading and offers flexibility to the users to sell surplus energy at suitable rates.

1.5 MOTIVATION AND CONTRIBUTION

The blockchain-related energy trading research has received significant attention during the last
years. A plethora of review papers exist in the literature concerning blockchain-enabled energy
trading systems. From a technical perspective, the authors in [1] provide an overview of a cloud
service platform for integrated energy market using the Digital Currency Electronic Payment
(DCEP) to user interface characteristics of blockchain-enabled energy trading system. In [10], is
proposed a blockchain-based decentralized energy flexibility market enabling small-scale
prosumers to trade in a peer-to-peer fashion their flexibility in terms of load modulation
concerning the baseline energy profiles. An energy flexibility token for digitizing the flexibility of
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prosumers, allowing to be traded on the market is being defined, self-enforcing smart contracts,
for decentralizing market operation functions are being developed, while algorithms for flexibility
bids and offers matching are being defined, based on greedy heuristic and on bipartite graphs.
In Table 1 we present the various features and scope of similar review papers and the
scope/purpose of the thesis.

A systematic survey of the various technical implementation aspects of blockchain- enabled
energy trading mechanisms and their sustainability perspective, are provided in this thesis, with
a special focus on the maturity of their implementation status. More specifically, different drivers
for classifying the selected literature are being implemented, such as (a) the various domains of
the available blockchain-enabled energy trading mechanisms and relevant methodologies
applied; (b) the implementation maturity of these mechanisms along with technical
implementation details; and (c) the sustainability perspective (economic, environmental, social)
prevalent to these implementations. Therefore, the main contributions of this thesis are the
following:

A/A Domain Objective

Electric Vehicles in Smart A secure and efficient V2G energy trading framework

[5] Citi is being proposed, by exploring blockchain, contract
ities :
theory, and edge computing.
A Decentralized Electricity Trading Framework (DETF)
is depicted, between Connected Electric Vehicles
[10] Connected EVs (CEVSs) in parking lots based on a consortium
blockchain, Machine Learning, and Game theoretic
based model.
Pricing scheme for Peer- | Methods, benefits and challenges of public blockchain-
[11] to-Peer energy trading based pricing sheme for energy trading are presented
based on PoS BC and analyzed.

A blockchain-assisted adaptive model for improving
the scalability and decentralization of the prosumer
grouping mechanism in the context of peer-to-peer
energy trading is proposed.

Table 1. List of blockchain-related energy trading review papers

[13] SynergyChain

1. A detailed taxonomy of the available blockchain-related energy trading implementations is
being presented. These implementation approaches are being classified based on the various
domains, the methodologies applied, and their sustainability perspective.

2. Based on the above classification pattern, their technical characteristics and implementation
maturity details are being identified (blockchain platforms used, relevant DApps, etc.).

3. Issues prevalent to blockchain- related energy trading implementations, as well as research
gaps and open issues that remain unaddressed, are being outlined.

The rest of the thesis is being organized as follows. In Section 2 the methodology adopted for
conducting the systematic review is being presented. In Section 3, the classification of the
available literature is demonstrated. In section 4, the key findings various challenges and open
issues of blockchain- related energy trading implementations are highlighted, as arisen from the
research. The thesi ends with some concluding remarks in section 5.
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2. Methodology

This section outlines the methodology adopted for carrying out the systematic literature review
of this thesis. The review protocol consists of four steps (and three phases respectively):

1) Determine the scope of the review

2) Search the various databases

3) Perform content analysis,

4) Amalgamate and summarize the results of the survey.

2.1. DEFINITION OF THE SCOPE OF THE REVIEW

The goal of any systematic review is to amalgamate the available literature in a systematic,
transparent, and reproducible manner, thus contributing in the creation process of policy and
decision-making [74]. The systematic literature review of this thesis is based on standardized
processes for scanning, analyzing, and synthesizing the available literature within the specific
given domain of blockchain-enabled energy trading implementations.

The overall approach is based on certain research key points relevant to blockchain-enabled
energy trading implementations, which are clearly connected with the objectives of the thesis.
According to these research key axes, a thorough analysis of the available literature is being
carried, in order to evaluate the technical deployment aspects of energy trading Blockchain
applications, as well as, to examine the maturity of these implementations. The major research
key axes are summarized in Table 2.

Table 2. Research key axes and objectives of the survey

Key Axes Objectives
Domain-specific aspects of the | To provide a mapping of the available blockchain-related
maturity of the blockchain- | enabled Energy Trading implementation frameworks and
enabled Energy Trading | their characteristics (methodologies, product classification

implementations

etc).

State of the art in terms of
maturity implementation of the
available blockchain  Energy
Trading mechan-isms

To provide a classification of the technical characteristics of
the available  blockchain-specific ~ Energy  Trading
implementations (implementation maturity, blockchain
platforms, consensus mechanisms used etc.).

Sustainability perspectives
within these blockchain-enabled
Energy Trading implementations

To screen how the available blockchain-related Energy
Trading frameworks satisfies the threesome angles of
sustainability (economic, environmental, social).

Main challenges and
limitations for blockchain-
enabled Energy Trading
implementations

To classify current challenges prevalent to the blockchain-
related Energy Trading implementation frameworks and to
determine areas of future research work.

2.2. SEARCH STRATEGY

In order for the literal review to be concentrated and presented in the master thesis, we mainly
used Scopus, as well as some papers from Google Scholar. The methodology pattern that was
implemented follows the steps described below:

1. A predefined set of terms was used for searching within the titles, abstracts and
keywords of all the available Scopus papers. The terms included the Key word selection
"TITLE-ABS-KEY: “Energy Trading”, “Blockchain” and “Smart Contract”.

2. Time range selection: Citations from 2017 up to the present were used for our
bibliographic research.
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3. The acceptability of the retrieved literature (in total, 257 papers), was further examined,
based on a set of inclusion/exclusion criteria. Advanced search criteria: "Conference
proceedings" category was excluded from source type, whilst the subject areas were
limited to the fields of “Engineering”, “Computer Science”, “Energy”, “Business
Management & Accounting”.

4. Language selection: The fragmented literature, was further limited to exclusively English
written documents.

Thus, from the initial 257 document results, 62 citations ultimately remained, from which 40
citations were utilized, since the other 12 were containing literature review approach, regarding
the state of the art in Energy Trading blockchain-based implementations. The majority of the
citations selected were articles (>75%), following by reviews, book chapters and Conference
papers/reviews.

(TITLE-ABS-KEY ( energy AND trading ) AND TITLE-ABS-KEY ( blockchaln ) AND TITLE-ABS-KEY ( smart AND contract)) AND PUBYEAR > 2017 AND ( EXCLUDE ( SUBJAREA, "MATH") OR
EXCLUDE ( SUBJAREA, "DECI") OR EXCLUDE ( SUBJAREA , "MATE") OR EXCLUDE ( SUBJAREA, "ENVI") OR EXCLUDE ( SUBJAREA , "PHYS") OR EXCLUDE (SUBJAREA, "SOCI")) AND
(EXCLUDE ( LANGUAGE , "Chinese") OR EXCLUDE ( LANGUAGE , “Japanese") ) AND ( EXCLUDE ( SRCTYPE, "))

# Edt 2 save L Setalert

Figure 6. Filters applied, to excluded citations.

Search  Sources Lists  SciVi

Start exploring

Discover the most rellable, relevant, up-to-date research. All In one place.

4 Documents 2 Authors i Affiliations Search tlps @
Search within Search documents *
Article title, Abstract, Keywords v energy trading i
AND v
Search within search documents
v .
Articletitle, Abstract, Keywords blockchain o
AND v
Search within search documents -
Article title, Abstract, Keywords v smart contract 1]
Published from To
207 h Present h

Figure 7. Scopus environment-Literature search
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Figure 8. Bibliographic source distribution.

2.3. CONTENT ANALYSIS

The thematic content analysis facilitates the descriptive screening of the qualitative data and
aids researchers to identify and decode patterns of meaning (or "themes") within the qualitative
data [75,76]. A thematic content analysis approach was adopted here, for developing research
areas and common themes from the relevant literature.

2.4. AMALGAMATION AND REPORTING

In order to summarize and synthesize the extracted data, multiple categorizations of the
available blockchain-enabled energy trading applications, were utilized, based on:

a) the specific energy trading domain and product/service in which they are applied,

b) relevant methodologies used,

c) the sustainability perspective covered,

d) their technical features.

Furthermore, a narrative synthesis to classify and unify the extracted data was used as a
gualitative analysis method. The narrative synthesis combines the results from multiple studies
in a qualitative manner, by concentrating on the way studies that address a different aspect of
the same phenomenon can be narratively compiled and built up to provide a map of that
phenomenon.
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Figure 9. Distribution of citations per year

2.5. BIBLIOGRAPHIC ANALYSIS

A descriptive analysis of the selected papers included in the thesis follows. The descriptive
analysis includes 40 research articles published between 2017-2021 (as of January). The
proposed descriptive analysis aims at:

1. Improving the statistical description, clustering, and demonstration of the relevant literature’s
subjects of interest or their relationships (publications per year and domain etc.).

2. Incorporating an analysis of current research trends in the field of blockchain-enabled energy
trading mechanisms and featuring the issues that have been found, thus, enabling the
taxonomy described in Section 3.

3. Presenting the various research approaches used up to this point in the scientific literature,
regarding the rapid development of blockchain-enabled energy trading mechanisms and their
implementation status.
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Figure 10. Domains of blockchain-specific Energy trading implementations

The apportionment of publications based on time is depicted in Figure 9, where a year-by-
year analysis of the selected papers is depicted. It is worth noticing that the majority of the
publications lies in 2021 with 32 citations versus 11 citations that were published in 2020. In the
last two years, there has been an explosion of blockchain research in the field of energy trading
frameworks. Until the end of 2019, only 7 papers described blockchain-specific energy trading
implementations. Note that the final number of papers appearing in Scopus for 2022 will be
eventually higher (due to listing/indexing lag). Therefore, over the last couple of years, research
in blockchain and energy trading has slowly but steadily increased. Figure 10 shows the
domain-specific distribution of the 40 peer-reviewed papers included in the analysis. It is worth
noting that (7) citations refer to the use of blockchain in implementations in the electrical
vehicles industry, while the rest (33) in smart grid implementations proposing a decentralized
energy management system. This immense research focus on smart grid applications with
renewable energy resources can be explained as a promising solution effort to alleviate energy
crisis and environmental pollution problems. Table 3 depicts the peer-reviewed journals in which
the selected papers were published. It is worth noting that 15 out of the 40 papers (37,5%) were
published in IEEE in the fields of Transactions on Industrial Informatics, Transactions on
Intelligent Transportation Systems, Transactions on Smart Grid, Internet of Things Open
Access, International Journal of Emerging Electric Power Systems, Transactions on Industry
Applications, Transactions on Green Communications & Networking etc. Therefore, most of the

retrieved papers have been published in IT-oriented and not in managerial journals.
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Table 3: Classification of blockchain-related energy trading literature.

Journals Number of papers published
IEEE Transactions on Industrial Informatics 6
ELSEVIER International Journal of Electrical Power and Energy 5

Systems

IEEE Internet of Things Open Access

ELSEVIER Renewable and Sustainable Energy Reviews

ELSEVIER Applied Energy

IEEE Transactions on Intelligent Transportation Systems

IEEE International Journal of Emerging Electric Power Systems

IEEE Transactions on Industry Applications

IEEE Transactions on Smart Grid

IEEE Transactions on Green Communications & Networking

IEEE Communications Magazine

IEEE Transactions on Systems, Man, and Cybernetics

IEEE Transactions on Services Computing

ELSEVIER Journal of Information Security and Applications

ELSEVIER Energy Reports Open Access

ELSEVIER Journal of Network and Computer Applications

ELSEVIER Computers in Industry

ELSEVIER Computer Communications

MDPI Electronics (Switzerland), Open Access

MDPI Applied Sciences (Switzerland)

ACM Transactions on Internet Technology

e I e S B e B B N Y e e e ) B S S B ST S S S T )

Hindawi, Mobile Information Systems, Open Access
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3. Retrieved Literature Taxonomy

3.1. TAXONOMY

The classification and analysis of the selected literature (40 papers) is depicted below. As
already mentioned, two (2) thematic areas of research interest have been identified in
blockchain-enabled energy trading implementations (see Figure 10). Based on them, key
technical characteristics are being derived and the implementation maturity of the available
blockchain-related energy trading mechanisms are being evaluated.

3.1.1. Blockchain based energy trading implementations in the Smart Grid

In [1], the authors address the problems of energy (carbon) trading, energy dispatch and third-
party institutions in the traditional integrated energy market, and based on the advantages of
blockchain smart contract, such as high efficiency, security and automatic execution design the
cloud service platform (CSP) for an integrated energy market. The energy suppliers and energy
users use the Digital Currency Electronic Payment (DCEP) to trade energy (carbon) in the
blockchain smart contract provided by the cloud service platform, as well as implement
decentralized intelligent dispatch by using blockchain Internet of things technology (See Figure
11).

/ Energy conversion and\ / Energy trading and \ / Energy consumption \

transmission dispatch and use

' - Q

Distributed energy Enersy ‘ 2 £ Production Work
=7 storage Energy trading services

— s
T Ry m | >
=l | 5 e
] i A\ =
CHP P2G Energy dispatch services Cooking Travel

" # F O J

Cloud service platform for
integrated energy market

Integrated energy supplier Integrated energy users

Figure 11. Cloud service platform structure of the integrated energy market. Reprinted from
“Design of integrated energy market cloud service platform based on blockchain smart contract”
by Lei Wang, Yichao Ma, Liuzhu Zhu, Xuli Wang, Hao Cong, Tiancheng Shi, International Journal of
Electrical Power and Energy Systems, Volume 135, Article number 107515, February 2022, page 2.
Copyright (2022) by title of publisher.

In order to realize the function of the cloud service platform, this paper uses the online contract
development tool-Cloud IDE provided by Blockchain-as-a-Service (BaaS) platform to develop a
smart contract. Then, the CSP smart contract is released to Antchain
(a new generation of blockchain technology) and checked for its effectiveness. At present,
consensus algorithms implemented in Antchain system include PBFT and HoneyBadgerBFT.
Antchain adopts large-scale node consensus to realize storage consensus and fast
confirmation. It supports multi class programming languages, while, based on the node key
management of the trusted execution environment, it achieves the encryption of the whole data
transmission process. The comparison between Antchain and typical blockchain technology is
shown in Figure 12.
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Table 1

Comparison of typical blockchain Technology.
Blockchain Encryption Consensus Smart Speed Cost
Technology algorithm mechanism contract
Bitcoin SHA-256 PoW No Slow Expensive
Ethereum Ethash PoS Yes Medium  Medium
Antchain ECC/SMX PBFT , etc Yes Fast Cheap

Figure 12. Comparison of typical blockchain Technology. Reprinted from “Design of integrated
energy market cloud service platform based on blockchain smart contract” by Lei Wang, Yichao
Ma, Liuzhu Zhu, Xuli Wang, Hao Cong, Tiancheng Shi, International Journal of Electrical Power and
Energy Systems, Volume 135, Article number 107515, February 2022, page 3. Copyright (2022) by
title of publisher.

In [2], the authors propose a permissioned blockchain-based framework for energy
management. This P2P approach, combined with demand and production forecasting, proposes
a new paradigm, where both sellers and buyers are able to exchange energy.

The energy purchases and sales are guided by a predictive algorithm that always informs
the user about the excess of energy that will be available to be sold, as well as the energy
requirements according to the demand for the energy purchases (See Figure 13).

C Contract Initiation _)

Start auction period

L2

—y Receive sell and purchase proposals ﬁ

Wait until all the offers
have been received
or time was out

time to send proposals was out?
or
all the offers has been received?
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and generate the related energy exchanges
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Transact
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Wait until all the offers
have been validated

Next Iteration

Figure 13. Flow chart of the automatic auction mechanism. Reprinted from “Energy Trading
Between Prosumers Based on Blockchain Technology” by Susana M. Gutiérrez, José L.
Hernandez, Alberto Navarro and Rocio Viruega, Notes in Networks and Systems, Volume 320
LNNS, 2022, page 30. Copyright (2022) by title of publisher.

The smart contract is the core of the solution. It allows the users to interact and exchange
energy between prosumers promoting renewable energy communities for energy transition. The
authors run simulation tests on case studies in order to evaluate the performance of the
proposed framework (See Figure 14).

O [block:543736 txIndex:®] from: ©0xBaB...4B232 to: EnergyChain.buyEnergy(address,uint256,uint256,uint256) ©x374...89Fee value: @ wei
data: Ox3a9...d8330 logs: 1 hash: Oxeca...9807f

[ { "from": "@x3744E2cF45f3878D5Dc20F6e11570E54528B9Fee"”, “topic":
"0xf06a978306d0a12dda%1ee2e7d39237dcf2e71e2f628315230e3683160dd426b™, "event™: "BuyEnergy"”, "args": { "0":
"@xBaB84A879CB58AAGA93170C1b916b768715448232", "1": "©x7b937aaAle2B4313d2ee8581A961146076869b99", "2": "7, "3": "7"
"4": "1625129776", " _buyer": “"0xBa84A879CB58AAGA93170C1b916b76871544B232", " seller™:
"@x7b937aaA1€284313d2ee8581A961146076869099", "_uiEnergyToBuy": "7", "_uiEnergyUnitPrice": "7"

"1625129776" } } ] © D

>

» "_uiDate":

Q [block:541924 txIndex:0] from: ©x8f2...aFBbe to: EnergyChain.buyEnergy(address,uint256,uint256,uint256) @xF87...Be79A value: @ wei
data: 0x3a9...d8330 logs: 1 hash: 0x252...e2cad

[ { "from": “@x3744E2cF45f3878D5Dc20F6e11570E54528B9Fee™, “topic™:
"oxf06a978306d0al2ddad1ee2e7d39237dcf2e71e2628315230e368316@dd426b", "event": "BuyEnergy"”, “"args": { "o":
"ox8f28Dad50f69147254D3784609649387042aF0be"™, "1": "@x7b937aaAle2B4313d2ee8581A961146076869b99", "2": "2"
"4": "1625129776", "_buyer": "0x8f28Dad50f69147254D37846D9B49387042aF0be", " _seller™:
"@x7b937aaA1e2B4313d2ee8581A961146076869099", "_uiEnergyToBuy": "2", " _uiEnergyUnitPrice": "7", "_uiDate":

"1625129776" } } 1] @ D

Figure 14. Sample of the transaction for the purchase confirmation. Reprinted from “Energy
Trading Between Prosumers Based on Blockchain Technology” by Susana M. Gutiérrez, José L.
Hernandez, Alberto Navarro and Rocio Viruega, Notes in Networks and Systems, Volume 320
LNNS, 2022, page 31. Copyright (2022) by title of publisher.
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In [54], a differentially private Energy Auction for blockchain-based microgrid systems (DEAL) is
developed. The differential privacy technique is being used, in order to make the auction more
private and secure. The Consortium blockchain minimizes the complexity at every trading node.
The authors compare the DEAL with the Vickrey—Clarke—Groves (VCG) auction scenario and
the experimental results demonstrate that DEAL outperforms VCG mechanism by maximizing
sellers’ revenue along with maintaining overall network benefit and social welfare (See Figure
15).

A e —
----------- - - E3 3
Energy Data Fs . oA
Comm -
Flow Flow Switch controller um,v;“,u,:,w' em
Energy Trading Node "

Prosumer Bidders

Figure 15. System model of the DEAL strategy describing the complete auction scenario between
microgrid buyers and energy power. Reprinted from “DEAL: Differentially Private Auction for
Blockchain based Microgrids Energy Trading”, by Muneeb Ul Hassan, Mubashir Husain Rehmani,
Jinjun Chen, Transactions on Services Computing 13(2),8869938, 2021, page 4. Copyright (2021) by
title of publisher.

In [53], the authors present FeneChain, a blockchain based energy trading scheme to supervise
and manage the energy trading process for Industry 4.0. A consortium blockchain among
energy brokers is built in order to verify and record energy trading transactions. Security and
privacy analysis as well as performance evaluation (i.e., computational costs and
communication overhead) are being provided by implementing a prototype via a local Ethereum
test network and Raspberry Pi. FeneChain achieves efficient management, transparency,
unforgeability, and verifiability of energy trading data and guarantees energy trading fairness
against malicious energy sellers. Additionally, FeneChain exhibits its power especially when
some energy purchaser cannot connect to the utility company, but it can communicate with
nearby energy sellers. This improves energy utilization for residential users greatly, while for the
utility company, which mainly monitors energy consumption and distributes energy upon
multiple energy requests, the FeneChain further assists in handling energy exchanges with
many energy sellers and energy purchasers offering trustworthy trading (See Figure 16).
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Figure 16. The illustration of energy trading from two aspects. Reprinted from “Blockchain-enabled
Secure Energy Trading with Verifiable Fairness in Industrial Internet of Things”, by Meng Li,
Donghui Hu, Chhagan Lal, Mauro Conti, Zijian Zhan. Transactions on Industrial Informatics
16(10),9000864, 2020. Copyright (2020) by title of publisher.

In [26], the authors are concerned with the development of a new decentralized P2P energy
trading platform, called DeTrade, which consists of two key layers: the market layer (DeMarket)
and the blockchain (See Figure 17). The market layer consists of a short-term multi-staged
multi-period market with a uniform pricing mechanism and features a parallel and short-term
pool-structured auction. It is cleared using a novel decentralized Ant-Colony Optimization
(DACO) method, that provides a near-optimal market solution (in terms of the maximum social
welfare) within a limited number of stages. The DeMarket is coupled with a highly secured and
automated blockchain layer that ensures fast and real-time settlements. A smart contract is
being implemented in the Solidity programming language and deployed on a permissioned
blockchain using Hyperledger Burrow. The smart contract manages the digital Eurotokens
balance, stores and verifies the market clearing results, and ensures that the digital tokens are
correctly re-distributed from buyers to sellers, thus generating trust among prosumers and
eliminating any potential privacy violations (See Figure 18).
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Figure 17. The decentralized local energy trading platform architecture (DeTrade). Reprinted from
“A novel decentralized platform for peer-to-peer energy trading market with blockchain
technology” by Ayman Esmat, Martijn de Vos, Yashar Ghiassi-Farrokhfal, Peter Palensky, Dick
Epema, Applied Energy Volume 282, Part A, 116123, Jan. 2021. Copyright (2021) by title of
publisher.
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Figure 18. DeMarket structure: Market ‘Clearing’ horizon (Tr) with R trading ‘stages’ and ‘Delivery’
horizon (Tx ) with X delivery ‘periods’. Reprinted from “A novel decentralized platform for peer-to-
peer energy trading market with blockchain technology” by Ayman Esmat, Martijn de Vos, Yashar
Ghiassi-Farrokhfal, Peter Palensky, Dick Epema, Applied Energy Volume 282, Part A, 116123, Jan.
2021. Copyright (2021) by title of publisher.
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In [4], two strategies regarding the bilateral trading preferences of households participating in a
fully Peer-to-Peer (P2P) local energy market are presented. The first strategy is based on the
matching between the surplus power supply and the demand of the participants, while the
second is based on the distance between them in the network. The impact of the bilateral
trading preferences on the price and amount of energy traded is assessed for the two strategies
(See Figure 19). A decentralized fully P2P energy trading market is developed to generate the
results in a day-ahead setting. A permissioned blockchain-smart contract platform is used for
the implementation of the decentralized P2P trading market on a digital platform. Real data from
a residential neighbourhood, with different varieties of distributed energy resources, located in
the city of Amsterdam is used for the simulations. Results show that in the two strategies, the
energy procurement cost and the grid interaction of all participants in P2P trading are reduced
compared to a baseline scenario. The total amount of P2P energy traded is found to be higher
when the trading preferences are based on distance, which could also be considered as a proxy
to enhance energy efficiency in the network by encouraging P2P trading among nearby
households. The simulation results show that the P2P trading of locally produced renewable
energy can help in reducing the interaction with the main grid, resulting in a more efficient and

sustainable use of energy.
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Figure 19. The HLF-based P2P energy trading network architecture. Reprinted from “Blockchain-
Based Fully Peer-to-Peer Energy Trading Strategies for Residential Energy Systems”, by Tarek
AlSkaif, Jose L. Crespo-Vazquez, Milos Sekuloski, Gijs van Leeuwen and Joao P. S. Catalao,
Transactions on Industrial Informatics, Volume 18, Issue 1, 2022. Copyright (2022) by title of
publisher.

In [11], the authors present a Proof-of-Stake (PoS) public blockchain-based pricing scheme for
the P2P energy trading market, where miners are rewarded with successful mining or punished
by losing their stake adversely. The payment system is supported by the proposed blockchain
system with the utilization of a crypto-currency type named elecoin (See Figure 20). The
transactions are verified by all prosumers with the microgrid. The miners are selected based on
their invested stake. The miners sacrifice part of their stake to compensate for the power losses
and reduce the price gap from the traditional prosumer-to-grid trading (Feed-in-tariff).
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Figure 20. The structure of the P2P energy trading supported by blockchain system. Reprinted
from “A Proof-of-Stake public blockchain based pricing scheme for peer-to-peer energy trading”
by Jiawei Yang, Amrit Paudel, Hoay Beng Gooi, Hung Dinh Nguyen, Applied Energy, Volume 29815,
Article number 117154, September 2021. Copyright (2021) by title of publisher.
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Figure 21. The role of miners in P2P energy trading. Reprinted from “A Proof-of-Stake public
blockchain based pricing scheme for peer-to-peer energy trading” by Jiawei Yang, Amrit Paudel,
Hoay Beng Gooi, Hung Dinh Nguyen, Applied Energy, Volume 29815, Article number 117154,
September 2021. Copyright (2021) by title of publisher.
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The proposed model contributes to increase the social welfare by improving the producers’
income and the consumers’ cost-saving through the designed pricing scheme, which eliminates
the price gap between buying and selling. Successful mining is encouraged by rewards
accordingly. A case study is introduced where a microgrid model with 27 prosumers is tested
with the PoS public blockchain-based pricing scheme (See Figure 21). The process of model
implementation and smart contract creation are demonstrated. Numerical results prove the
feasibility and effectiveness of the proposed method.

In [13], a blockchain-assisted adaptive model, namely SynergyChain, is presented for improving
the scalability and decentralization of the prosumer grouping mechanism in the context of peer-
to-peer energy trading (See Figure 22). Smart contracts are used to store the transaction
information and to create the prosumer groups. SynergyChain integrates a reinforcement
learning module to further improve the overall system performance and profitability. It is
developed using Python and Solidity and it has been tested using Ethereum test nets. The
comprehensive analysis using on the hourly energy consumption dataset shows a 39.7%
improvement in the performance and scalability of the system as compared to the centralized
systems.
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Figure 22. Architecture overview of SynergyChain. Reprinted from “SynergyChain: Blockchain-
Assisted Adaptive Cyber-Physical P2P Energy Trading”, by Faizan Safdar Ali, Ouns Bouachir,
Oznur Ozkasap and Moayad Alogqaily, Transactions on Industrial Informatics, Volume 18, Issue 7,
Aug. 2021. Copyright (2021) by title of publisher.

In [17], the authors propose a Unified permissioned blockchain-based P2P-ET Architecture
(UBETA) that integrates three different types of energy markets and provides a unified energy
trading and payment settlement model. The UBETA system is based on an enterprise Ethereum
Blockchain, known as Hyperledger Besu, and on the Istanbul Byzantine Fault Tolerance (IBFT)
consensus algorithm. Comparisons made between the performance of the proposed IBFT-
based system with three existing systems (i.e., Ethereum Clique, Ethereum Proof of Work and
Hyperledger Fabric’s Raft) in terms of transaction latency, transaction throughput and fail rate
prove the outperformance of the proposed system (See Figure 23).
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Figure 23. Blockchain Based P2P-ET Architecture. Reprinted from “An Architecture and
Performance Evaluation of Blockchain-Based Peer-to-Peer Energy Trading” by Juhar Abdella,
Zahir Tari, Adnan Anwar, Abdun Mahmood, Fengling Han, Transactions on Smart Grid, Volume 12,
Issue 4, Article number 9344670, July 2021. Copyright (2021) by title of publisher.

In [20], a trustworthy and incentivized framework for smart grid energy trading using distributed
ledger technology and smart contracts is proposed (See Figure 24). Smart contracts are utilized
for energy injection into smart grid, energy bidding to submit energy demand, energy trading
and energy utilization. These contracts run on an ethereum blockchain platform with the proof of
stake (PoS) consensus mechanism. An iterative Vickrey—Clarke—Grove (Vickrey auction)
method for the incentivized energy trading in context of both prosumers and consumers is being
applied.
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Figure 24. Workflow of the proposed framework in [20]. Reprinted from “A trustworthy and
incentivized smart grid energy trading framework using distributed ledger and smart contracts”, by
Ajit Muzumdar, Chirag Modi, Madhu G.M., C. Vyjayanthi, Journal of Network and Computer
Applications, Volume 183-1841, Article number 103074, June 2021. Copyright (2021) by title of
publisher.

In [24], an energy trading scheme, called HO-TRAD, is proposed to improve the efficiency of
model trading while ensuring the fairness of energy trading by introducing an entity’s active
reputation value (See Figure 25). Based on the identity verification foundation of the consortium
chain, the scheme enhances the existing PBFT consensus algorithm and improves the
efficiency of the model transactions (more consistent with the 10T energy trading scenario from
the perspective of transaction fairness).

In [25], the authors work towards the trust issues among the energy exchanging networks, by
presenting a Blockchain based Confidential Consortium (CoCo) P2P energy trading system that
creates a trusted network on nodes, where participants identities are known and controlled. A
Java-script-based smart contract is sent over the Microsoft CoCo system using the Proof of
Elapsed Time (PoET) consensus protocol.
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In [38], an automated demand response (ADR) framework for decentralized scheduling and
secure peer-to-peer (P2P) trading among energy storage systems in energy local networks
(ELNSs) is presented. Different from most existing works that trade electricity over long distances
and through complex meshes, this proposed work performs decentralized and automated
demand response through energy sharing of P2P executors (See Figure 25).
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Figure 25. (a) Architecture of the ELN system. (b) and (c) lllustration of the proposed automated
demand response (ADR) method. Reprinted from “Automated Demand Response Framework in
ELNs: Decentralized Scheduling and Smart Contract” by Xiaodong Yang, Guofeng Wang, Haibo He,
Junjie Lu, and Youbing Zhang. Transactions on Systems, Man, and Cybernetics: Systems, Volume:
50, Issue: 1, Jan. 2020. Copyright (2020) by title of publisher.

To achieve decentralized scheduling without relying on a central entity, a price-incentive
noncooperative game theoretic model is introduced to produce equilibrium solutions for energy
storage systems, while an evaluation system to match trading pairs involving buying and selling
nodes is being developed. On this basis, a state-machine driven smart contract mechanism is
built to realize P2P trading without reliance on a trusted third party.
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In [39], an integrated blockchain-based energy management platform is proposed that optimizes
energy flows in a microgrid whilst implementing a bilateral trading mechanism (See Figure 26).
(1) In the physical layer, power flows in the horizontal dimension between households through
grid connections. (2) Information is exchanged in the vertical dimension between the economic
and the physical layer. (3) In the economic layer, a trading mechanism is used to enable
monetary compensation for power injections and withdrawals into/from the grid. (4) Information
is exchanged between the information layer and the layers below. (5) The households send
their locally calculated optimal schemes for the economic and physical layers to the smart
contract. Physical constraints in the microgrid are respected by formulating an Optimal Power
Flow (OPF) problem, which is combined with a bilateral trading mechanism in a single
optimization problem. The Alternating Direction Method of Multipliers (ADMM) is used to
decompose the problem to enable distributed optimization and a smart contract is used as a
virtual aggregator. This eliminates the need for a third-party coordinating entity. The smart
contract fulfills several functions, including distribution of data to all participants and executing
part of the ADMM algorithm. The model is run using actual data from a prosumer community in
Amsterdam. Several scenarios of the model are tested to evaluate the impact of combining
physical constraints and trading on the social welfare of the community and on the scheduling of
energy flows. Simulation results show that the import costs of the whole community are
reduced.

Information layer

Economic layer

Vertical

T

Physical layer

Figure 26. lllustration of the different layers of the proposed model and the interaction between
them. Reprinted from “An integrated blockchain-based energy management platform with bilateral
trading for microgrid communities” by Gijs van Leeuwen, Tarek AlSkaif, Madeleine Gibescu,
Wilfried van Sark, Applied Energy 263 (2020) 114613, Feb. 2020. Copyright (2020) by title of
publisher.
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In [45], a blockchain-based decentralized secure energy trading system (SETS) framework is
proposed for storing and processing the data generated from smart meters (SMs) (See Figure
27). In SETS, miner node is designated to validate the requests of energy requirements,
dynamic pricing, and time of stay. The consumers can generate and sell energy by keeping
Energy Trading (ET) transactions in the blockchain network. In SETS, ETCoin is used as a
cryptocurrency for ET transactions in the private blockchain network. The evaluation results
obtained show that SETS outperforms TETS (traditional energy trading system), in terms of
computation time and communication costs.
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Figure 27. The workflow of the secure energy trading system. Reprinted from “When Blockchain
Meets Smart Grid: Secure Energy Trading in Demand Response Management”, by Aparna Kumari,
Rajesh Gupta, Sudeep Tanwar, Sudhanshu Tyagi, and Neeraj Kumar,. IEEE Network, Aug. 2020.
Copyright (2020) by title of publisher.

Another approach towards achieving regional energy balance and reduction of carbon
emissions on distribution networks is proposed in [46] through a novel P2P trading framework to
exchange energy and carbon allowance (See Figures 28 & 29). The trading is proceeded under
the standardised and self-enforcing smart contract. The optimal bidding/selling prices of
prosumers and the energy reshaping decisions are yielded by the proposed prosumer-centric
and microgrid-trader-centric algorithms in order to achieve a regional energy balance. Prosumer
A supplies surplus energy to prosumer B. Prosumer A needs to have the carbon allowance
(ranow,t) when supplying energy to prosumer B. The designed decentralised low carbon incentive
mechanism provides macro policy makers with a potential policy design for carbon mitigation in
the energy sector, which allows the monetary incentive of carbon reduction to be accurately
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allocated according to the real-time prosumption behaviours in a specific location and a certain
time period.
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Figure 28. A novel P2P trading framework to exchange energy and carbon allowance a) Individual
prosumers trade energy or carbon allowance on the layer of prosumer-centric trading. b) The
residual supply and demand for an ensemble of prosumers in the same microgrid are aggregated
and traded by microgrid-traders on the layer of microgrid trader-centric trading. c) The trading of
energy or carbon allowance is proceeded on the layer of peer-to-peer trading platform. Reprinted
from “A blockchain based peer-to-peer trading framework integrating energy and carbon markets”,
by Weiqgi Hua, Jing Jiang, Hongjian Sun, Jianzhong Wu, Applied Energy 279(7774):115539, Dec.
2019, Copyright (2020) by title of publisher.
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Figure 29. Schematic illustration of carbon emissions tracing in a microgrid. Reprinted from “A
blockchain based peer-to-peer trading framework integrating energy and carbon markets”.

Another novel idea is presented by the authors in [47], which uses a secure private blockchain
(SPB) framework in which, energy producers and consumers directly negotiate the energy price
(See Figure 30). A routing method which routes packets based on the destination public key
(PK) is used to reduce the associated overheads. SPB eliminates the reliance on trusted third
party TTP to ensure that both the energy producer and the consumer commit to their obligations
by introducing atomic meta-transactions. The latter consists of two transactions: first the
consumer generates a commit-to-pay (CTP) transaction, committing to pay the energy price to
the producer. On receipt of the energy, the smart meter of the consumer generates an energy
receipt confirmation (ERC) which triggers a smart contract to transfer the committed price in
CTP to the energy producer.
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Figure 30. Certificate of Existence (CoE) and usage process.

Reprinted from “SPB: A Secure

Private Blockchain-Based Solution for Distributed Energy Trading”, by Ali Dorri, Fengji Luo, Salil S.
Kanhere, Raja Jurdak, IEEE Communications Magazine 57(7):120-126, Jul. 2019. Copyright (2019)

by title of publisher.

To verify that the ERC is generated by a genuine smart meter, SPB supports the authentication
of anonymous smart meters to prevent malicious nodes from linking the ERC transactions and
thus, to enhance the user privacy. Qualitative security analysis shows the resilience of SPB
against a range of attacks, whilst the implementation results demonstrate that SPB reduces
monetary costs and delays compared to existing solutions.
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Figure 31. Energy Transactions of Blockchain-based Energy Trading
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Table 4. Comparison of the different features extracted from the literature regarding Energy
Trading implementations in Smart Grids.

Source Methodology Product (s) Sustalnab_lhty
Perspective
i Social
Architectural , -
[1] development, testing, A cloud service platform of Economic,
performance analysis integrated energy market. Environment
al
A paradigm based on blockchain in Social,
2] Architectural Analysis, the energy trading market, where Economic,
Case Study tests both sellers and buyers are able to Environment
exchange energy. al
. . A differentially private Energy .

[54] ngfﬁnr;gﬁséggr’];?sggg’ Auction for blockchain based Egglr?cl)'mic
P Y microgrid systems (DEAL)
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L . Social
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secugrit;/ tests & ' decentralized market clearing Economic
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[4] design, comparison . . ) .
implementations on a blockchain Economic,
tests, case study & .
; ; Based P2P energy market Economic,
simulation, performance
analysis
architectural analysis,

[11] | Process design, case A Proof-of-Stake public blockchain- | Social,
study, performance based pricing scheme using elecoin | Economic
evaluation

[13] S:gzgigtgreasligar?ag:![isﬁg SynergyChain, blockchain assisted Social,
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. . P2P-ET architecture (UBETA)
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security analysis ouble auction & uniform-price
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architecture desian HO-TRAD, a secure energy trading

[24] | experimental sim%lf;ltion scheme ensuring the fairness of Social
segurity analvsis " | energy trading by introducing an
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architecture design,

[25] | performance Confidential Consortium (CoCo) P2P | Social,
benchmarking energy trading system Economic
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Source Methodology Product (s) Sustainability
Perspective
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architectural analysis, ;
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[3g] | Process design, : Social,
. scheduling & secure peer-to-peer .
performance evaluation, d Economic
. (P2P) trading among energy storage
case studies .
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model setup, numerical management plat-form optimizing .

[39] ] . . ! : . Social,
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scenarios implementing a bilateral trading
implementations mechanism.
architectural analysis, SETS, a blockchain-based
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study, performance & processing the data generated Economic
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[46] | development, Social,

. exchange of energy and carbon .
performance evaluation, Economic
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A Secure Private BC-based .
. : Social,

[47] system design, case framework enabling energy Environment
studies prosumers to negotiate over the .

) al Economic
energy price & trade energy

3.1.2. Blockchain-based, energy trading implementations in Electrical

Vehicles

In [5], the authors present a secure and efficient scheme for Vehicle to Vehicle (V2V) and
Vehicle to Grid (V2G) energy trading. In the proposed scheme, energy trading transactions are
secured using a consortium blockchain. Local Aggregators (LAGs) are selected as energy
brokers, who are responsible for validating the energy trading requests using a Proof of
Authority (PoA) consensus mechanism. Moreover, a solution to find the accurate distance with
required expenses and time to reach the charging destination is also proposed, which effectively
guides EVs to reach the relevant Charging Stations (CSs) and encourages energy trading. A fair
payment mechanism is also been proposed, using a smart contract to avoid financial
irregularities, whilst an incentive provisioning mechanism ,to prevent EVs from acting selfishly,

is also given (See Figure 32).
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Figure 32. Proposed system model for energy trading. (1) LAGs are interconnected in a P2P
manner, all energy trading transactions are stored, audited and verified by the authorized LAGs. @)
CSs send the energy trading request to the LAGs. They reply back with the notification. 3) Seller
EV sends the energy selling request form PRKs to LAGs. (@) Buyer EV gets the information of
nearest energy seller with distance and required time and expenses. Reprinted from “A consortium
blockchain based energy trading scheme for Electric Vehicles in smart cities”, by Rabiya Khalid,
Muhammad Waseem Malik, Turki Ali Alghamdi, Nadeem Javaid, Journal of Information Security
and Applications, Volume 63, Article number 102998, December 2021. Copyright (2021) by title of
publisher.

In [10], the authors propose an advanced Decentralized Electricity Trading Framework (DETF)
between Connected Electric Vehicles (CEVS) in parking lots based on a consortium blockchain,
Machine Learning, and a Game theoretic model (See Figure 33). A distributed smart contract
solution is designed based on a stochastic bidding process which helps CEVs to sell and buy
electricity with their maximum profitability. In DETF architecture:

(1) a smart contract is made between all stakeholders and deployed to the blockchain,

(2) New auction is made: a CEV seller which wants to sell electricity stored in its battery,
informs the blockchain by its available quantity of electricity for selling,
(3) CEV bidders will submit their bids,

(4) smart contract runs an auction model (based on electricity requested information or game
theory) to
determine the winner and price,

(5) the selected CEV bidder is awarded the electricity,
(6) the seller is awarded by HLCoin,

(7) the electricity transaction is initiated and

(8) the transaction is finalized.

Numerical simulations with MATLAB Solidity and a comparison of the proposed HLProfitX
algorithm to PETCON proves the effectiveness of the proposed solution in terms of revenue.
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Figure 33. Conceptual Blockchain Architecture for DETF: Reprinted from “A Decentralized
Electricity Trading Framework (DETF) for Connected EVs: a Blockchain and Machine Learning for
Profit Margin Optimization”, by Dhaou Said, IEEE Transactions on Industrial Informatics Volume
17, Issue 10, Article number 9294057, October 2021. Copyright (2021) by title of publisher.
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In [14], the authors apply the benefits of Software Defined Networking (SDN) and BlockChain
(BC) to the Smart Grid ecosystem to implement a decentralized control mechanism. The
proposed scheme employs Ethereum and Smart Contracts to support data security along with
an effective DRM (Demand Response Management) during bidirectional energy transfer
between EVs and SG (See Figure 34).
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Figure 34. An illustration of the proposed EV-aided SG using Blockchain and SDN. Reprinted from
“Blockchain-Based Cyber-Physical Security for Electrical Vehicle Aided Smart Grid Ecosystem”,
by Kuljeet Kaur, Georges Kaddoum and Sherali Zeadally, IEEE Transactions on Intelligent
Transportation Systems Volume 22, Issue 8, August 2021. Copyright (2021) by title of publisher.
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In [19], BlockEV, a blockchain-based efficient Charging Station selection protocol, for EVs with
the execution of smart contract, is proposed. Two frameworks are being presented. They utilize
the smart contract functionality in Ethereum and employ the continuous double auction and
uniform-price double-sided auction mechanisms, respectively. The design is further validated by
conducting A/B tests to compare the performance of different frameworks on a real world
dataset. The results demonstrate that a P2P trading platform that integrates the blockchain
technologies with agent-based systems is promising in complementing the current centralized
energy grid.

In [37], the authors propose a secure and efficient V2G energy trading framework using
consortium blockchain, contract theory, and edge computing. Considering the information
asymmetry scenario, they propose an efficient incentive mechanism based on contract theory
(See Figure 35). The social welfare optimization problem falls into the category of difference of
convex programming and is solved by using the iterative convex—concave procedure algorithm.
Edge computing is been incorporated to improve the successful probability of block creation.
The computational resource allocation problem is modelled as a two-stage Stackelberg leader—
follower game and the optimal strategies are obtained by using the backward induction
approach. The performance of the proposed framework is validated via numerical results and
theoretical analysis.
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Figure 35. Consortium blockchain-based secure energy trading for V2G. Reprinted from “, Secure
and Efficient Vehicle-to-Grid Energy Trading in Cyber Physical Systems: Integration of Blockchain
and Edge Computing”, by Zhenyu Zhou, Bingchen Wang, Mianxiong Dong, and Kaoru Ota. IEEE
Transactions on Systems, Man, and Cybernetics: Systems, Volume: 50, Issue: 1, Jan. 2020.
Copyright (2020) by title of publisher.

In [41], a data-driven smart grid framework is being proposed focusing on two aspects: energy
trading and autonomous vehicle charging (See Figure 36). The framework leverages deep
learning, linear optimization, semantic technology, domain-specific modelling notation,
simulation and elements of relay protection. The deep learning module together with code
generation time and energy distribution cost reduction performed within the simulation
environment are being evaluated. The architecture of the system is summarized below:

1: Semantic annotations of adaptation strategy,

2: SPARQL queries and query results,

3: Command parameters,

: Input data for calculation and its results,

: Device-specific command script,

: Voltage/current regulation and turning the devices on/off,
: Events and messages,

: Electric and other measurements,

: Semantic annotations of data analysis results

10: Transaction execution in targeted blockchain

a b
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Figure 36. Overview of the data-driven architecture for energy-efficient Smart Cities. Reprinted
from “Data-driven framework for energy-efficient smart cities”, by Nenad Petrovi¢, Dorde Koci¢,
SERBIAN JOURNAL OF ELECTRICAL ENGINEERING Vol. 17, No. 1, Feb. 2020. Copyright (2020) by
title of publisher.

Table 5. Comparison of the different features extracted from the Energy trading implementations in
Electrical Vehicles literature.

Source Methodology Product Spustalnab_lhty
erspective
Architectural development A secure and efficient scheme for V2V , ,
[5] secgrlty analysis, simulation and V2G energy trading Soc!al, Economic,
testing, performance Environmental
analysis
Architectural analvsis A Decentralized Electricity Trading
[10] rocess desian )(larfo’rmance Framework (DETF) between Social, Economic,
p . an. p Connected Electric Vehicles (CEVs) in | Environmental
evaluation .
parking lots
Architectural development, Blockchain-Based Cyber-Physical
[14] experimental evaluations, Security for Electrical Vehicle Aided Social, Economic
computation cost analysis Smart Grid Ecosystem
. . BlockEV, a blockchain-based efficient
Architectural analysis, ; ; . . .
. Charging Station selection protocol for | Social, Economic,
[19] process design, performance . .
. : X EVs with smart contract Environmental
evaluat-ion, security analysis | . .
implementation
Architectural analysis, Vehicle-to-Grid Energy Trading in
[37] system modelling, Cyber Physical Systems: Integration Social
performance evaluation of Blockchain and Edge Computing
Architectural design, algo- A data-driven smart grid framework
[41] r|_thm |n_1plementat|on, focu_smg on two aspects: energy Social, Economic
simulation, performance trading and autonomous vehicle
evaluation charging
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3.2. ANALYSIS OF IMPLEMENTATION DETAILS

In this section, the technical contributions of the reviewed literature are evaluated, by identifying
their underlying blockchain technology, the maturity of their solution, and the quality of their
experiments. The sophistication of the implementations and the technologies applied, were
used as the assessment tools of the maturity factor.

Blockchain testing, applied by the authors, included: Functional testing of various functional
parts of the blockchain (e.g. evaluation of smart contracts), API testing for ensuring that API
requests and replies are formatted and handled properly, Performance testing for the
identification of possible bottlenecks, Node and shared ledger testing for ensuring the
streamlined functioning of the applications.

Test level implementations included the use of automated scripts, command-line interfaces,
basic performance tests using test suite tools (Truffle, Ethereum Tester, Populus etc.). More
advanced implementations included digital decentralised applications (i.e. DApps) with
integrated identity management, enhanced functionalities, third party services [5] and user
interfaces to operate with the smart contract.

As noticed in the reviewed literature, the majority of the publications included performance
indicators of their proposals in order to:

- measure the latency, throughput, network traffic, memory, CPU utilization and fail rate of their
transactions

- ensure that provide scalable solutions are provided

- guarantee security, privacy, unforgeability, and verifiability of energy trading data
-ensure fairness of system resource allocation of the proposed blockchain ecosystem
-evaluate the cost of smart contract operations

The majority of the Energy Trading implementations in the literature use Ethereum as the
underlying blockchain technology. The main reason for that, lies on the ability to easily write and
deploy Smart Contracts. Ethereum is an open source distributed public blockchain network that
runs the Smart Contracts on the EVM (Ethereum Virtual Machine) for applications that are
attributed to being decentralized and are for mass consumption. It offers great variety of
developer tools, while Ethereum wallets (i.e. MetaMask4, Argent5, Rainbow6) provide user-
friendly interfaces for Ethereum applications.

The second preferred technology is Hyperledger, a global enterprise permissioned
blockchain project. The core idea of the Hyperledger Fabric is to be able to build a customized
modular architecture. Thus, administrators can choose the consensus they need, the actors and
entities who can read/write blocks etc. Since all the peers are nominated by the administrators
in the blockchain, and since all the peers have a business interest to participate to the
blockchain, there is no need for gas to makes things running. That’s a big difference between
the Ethereum and the Hyperledger Fabric. With Hyperledger Fabric there is no need for any
kind of cryptocurrency to run the smart contracts and handle transactions. A few cases in which
Hyperledger Besu, Hyperledger Burrow and Hyperledger Caliper were used also appear in
bibliography.

Another technology that is used in the literature is the Quorum Blockchain [15], [16], an open
source blockchain protocol, derived from Ethereum by modifying the Geth client. It is specially
designed for use in a private blockchain network, where there is only a single member owning
all the nodes, or, in a consortium blockchain network, where each member owns a portion of the
network. Finally, Antchain, a blockchain-as-a-Service (BaaS) technology derived from China,
also appears in bibliography [3]. As depicted in Figure 4, the majority of the papers provided
test-level implementations (mostly using Remix platform). In addition to the aforementioned
blockchain technologies, there is also one ad-hoc implementation using Python [30], and
another one using Oyente [5].
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Figure 37. Blockchain use cases in the energy sector according to the blockchain platform used
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According to the statistics, only 28 out of the 63 papers (i.e. approximately a 44%) included an
analysis comparing their methods with state of the art by using mainly descriptive methods, as
well as and/or metrics in few of the cases (i.e. in [24] [26]). This lays significantly on the lack of
standardized benchmarks, that could be used validate such platforms as well as in the
extensive homogeneity in the implementation in terms of programming languages used.

The blockchain activities were classified, according to the consensus algorithms used,
wherever this information has been made publicly available. The most common consensus
mechanisms found in the citations were Proof-of-Work (PoW), Proof-of-Stake (PoS), and
Practical Byzantine Fault Tolerance (PBFT). The consensus algorithms categorized as “Others”
include, among others, Tendermint BFT, HLF, Clique, and Raft.

Proof of Work (PoW), which was initially used in Bitcoin, achieves consensus proof by
solving a difficult problem, that is, by forming a hash value satisfying the condition. Double-
spending can be avoided to some extent because, although finding an answer requires a lot of
computing resources, it is easy for other nodes to verify the answer. Its weaknesses are
obvious, such as the long delay to confirm a trade [77]. The main issue of PoW in Bitcoin is,
however, that it cannot be directly used for energy transactions, because it only provides
integrity check for things, which is far from enough for energy transactions [78]. In the literature,
improvements are being provided, via the auction-based market model, via the two pricing
models for uniform and discriminatory pricing schemes and via cloud computing schemes as a
solution for miners to outsource computing resources to cloud computing servers. Another
improvement in citations using PoW was to authorize only a portion of the nodes for the
consensus process together with a credit-based payment mechanism designed to reduce the
transaction confirmation time.

Proof of Stake (PoS) requires little CPU power. In the proof-of-stake system, instead of
competing, miners maintain a set of validators that participate in the block creation process.
Each verifies that it has a stake in the grid, and the equity is used to determine the likelihood
that the node adds the next block of transactions to the blockchain. The system requires
participants to prove the ownership of the currency. People with more money are less likely to
attack networks. However, this mechanism tends to make the rich richer and the poor poorer.
POS has not been widely applied in the actual energy system model design. However, in some
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of the citations, the demand response program is verified based on the POS consensus
mechanism. Each distributed energy prosumer in the grid can act as an energy transaction
verifier and can be the next effective block miner, and each verifier holds a certain stake.

The practical Byzantine fault-tolerant algorithm is a replication algorithm suitable for small
networks, consortium blockchain or private blockchain. The consensus process requires three
rounds of voting and each of which is broadcast; each node needs to know the identity of every
other node in the network. Because it does not have the same mining process as PoW, it saves
a lot of energy. The right consensus can be reached when the number of malicious nodes is
less than one-third of the total number of nodes. The Hyperledger Fabric uses PBFT to reach
consensus.

Proof-of-Authority (PoA) is a consensus mechanism used also in consortium blockchain and
in private blockchain. Nodes with particular keys hold the state of the validator, and only the
validators are allowed to add blocks on the chain, acting as a set of authorities to create and
protect the chain. In comparison, PoA it has lower latency, less computation, and is more
secure.

Tendermint is another consensual mechanism based on the Byzantine general problem.
After each round of broadcasting a block, the validator selects whether to broadcast the pre-
vote on the proposed block. If more than two-thirds of the nodes agree, then the submission of
the block is broadcast by the validator. Thus, similar to PBFT, all nodes must be known, but it
can provide more stringent guarantees. A node must lock its coin to become a verifier. If it is
dishonest, it will be punished.

Figure 38. Blockchain use cases in the energy sector according to consensus algorithms used
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Finally, the challenges and limitations related to blockchain technology and the
implementations’ outcomes provided by such works are being presented. As primary concerns
by the majority of the authors, are mentioned issues related to performance (e.g., latency of
transactions, throughput etc). The cost of deploying smart contracts and transactions, which has
an impact on public blockchain systems like Ethereum, is also being extensively discussed.
Other challenges include implementation issues, due to the maturity of the technology,
scalability challenge and computational complexity of the decentralized algorithms in order to
support large-scale 10T networks, as well as the lack of a proper regulatory framework and
standards, which impedes the roll-out of similar solutions in the energy sector.
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4. Discussion for Future Challenges

Based on the analysis described in Section 3, the main points regarding the open issues and
challenges of current blockchain-enabled Energy Trading implementations are being highlighted
below, along with areas of focus for future work. Additionally, the key findings of the literature
overview are being outlined concerning the research key axes initially introduced.

4.1. OPEN ISSUES AND CHALLENGES

Although blockchain-based energy trading has been a popular research topic, with new
blockchain architectures, models and products being continually introduced to overcome the
limitations of existing solutions, there are still some dimensions to be optimized. In this section,
these challenges and limitations in blockchain-based energy trading are identified and
summarized. Some of the potential issues briefly stated in the citations retrieved are the
following:

i) Low efficiency and high transaction costs. Due to the shortcomings of blockchain, the
transaction speed cannot meet the system requirements, while the transaction costs of
blockchain can raise the overall cost of the system.

ii) Privacy protection and security issues [4,16]. There may exist a possible unfairness
between energy trading partners, prone to unfair or malicious behaviour from energy buyers or
sellers. The rights and interests of both parties in the transaction need to be guaranteed.

iii) Real-time communication. There may exist a challenge for the real-time communication
of a large amount of sensor data. While 5G network connectivity is available, it is highly
concentrated in the more urban provinces of the country. Most of the countries are either being
serviced using 3G and 2G connectivity or being without network connectivity. Microgrid
communications would therefore need to be able to operate on limited bandwidth while also
being able to continue and recover should there be an interruption in the connection.

iv) The pricing model. A deal must be priced properly in a way to help buyers and sellers
reach an agreement quickly.
V) Cost minimization, welfare maximization. In the case of multiple variables, how to

ensure the minimization of the overall energy cost of the system, as well as the assurance of
trust, rationality of independent individuals, and computational efficiency must be considered.

Vi) There is also the issue of environmental energy consumption, because the system
requires a large carbon footprint.

The main however issues that may pose a general concern regarding the practicability of
energy trading applications are analysed below.

Working prototype testing pilots: Most citations in literature only simulate the relevant
functions at the level of blockchain platform without connecting it with an actual physical system
so as to realize the synchronous operation of an integrated energy market service in the
combined physical, information and market layers. Only some organizations are currently
involved in real-world pilot studies for adopting blockchain in Energy Trading (as it is stated in
Chapter 1 and in some citations included in the reviewed literature [i.e. [4]). Thus, despite these
pilot initiatives exhibiting the potential of blockchain energy trading solutions, in terms of
transparency, verifiability and reduced transaction costs, still the capabilities of blockchain to
deliver real business value are not clearly defined. A full-scale deployment is required, including
real-life scenario tests, different cost pools and operational requirements, in order to evaluate
the robustness of the blockchain business venture.

In terms of real-world testing solutions, there is also a high barrier to technology and process
adoption. Certain consumers may be hesitant to accept blockchain-based Energy Trading
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solutions due to a lack of knowledge and comprehension of the technology. As the size and
complexity of the system grows, upgrading to large distributed systems becomes more
complicated. In real-life Energy Trading scenarios, complex operational processes and
individuals with competing interests exist. It is unlikely that the existing energy infrastructure in
Europe and at the national level would currently be able to absorb a massive flow of blockchain
projects. The energy network in Europe continues to struggle to integrate a growing number of
renewable energy and storage systems. Therefore, the practicability and feasibility of
blockchain-based energy trading solutions should be verified across all participants taking into
account end-to-end approaches.

Blockchain technological challenges: In terms of performance, parameters such as
transaction latency and throughput which affect scalability are critical to ensuring the operability
of the blockchain solutions. The selection of the proper blockchain architecture (e.g. public
blockchain, private blockchain, and their permission management) is crucial. Research efforts
on distributed consensus algorithms, which are crucial to achieving these objectives, are still
ongoing, however a solution that combines all desired characteristics cannot yet be achieved
without significant trade-offs. PoW algorithms are more mature and secure, but on the other
hand are also slow and very energy intensive. As a result, blockchain developers are
increasingly moving towards PoS schemes that are energy efficient, faster and more scalable.
Yet, this move may come with a number of functional limitations, therefore it must be carried out
with caution. Other promising solutions include techniques such as ‘sharding’ that enable
parallel processing, (sharding is a method for distributing a single dataset across multiple
databases, which can then be stored on multiple machines. This allows for larger datasets to be
split in smaller chunks and stored in multiple data nodes, increasing the total storage capacity of
the system). Often these solutions may come, however, to the expense of security and
decentralisation. Several recent developments, such as the Energy Web blockchain, can be
scaled up to thousands of transactions per second. Furthermore, the development and
deployment of efficient and secure smart contracts and data management procedures (e.g.
decentralized data storage in cloud aiming to the minimization of on-chain data storage) still
remain a challenge.

Privacy and security risks are quite likely to arise as a result of poor system design or
malicious assaults. Due to a lack of experience with large-scale applications, blockchains face
additional risks, such as possible malfunctions in the early stages of development. Blockchain
ecosystems rely heavily on coding new algorithms, a procedure that can be prone to errors.
Consumer scepticism and delays in adoption could be caused by security gaps before the
technology matures. Regarding cyber-attacks, Bitcoin, the oldest blockchain implementation,
has proved to be relatively resilient, but other platforms such as Ethereum, have been the target
of serious attacks in the past. Unfortunately, vulnerabilities in terms of cyber-security often come
from peripheral applications, such as digital wallets or smart contracts. Resilience to such
attacks is of great importance, especially for applications in key infrastructure, such as energy
systems.

Benchmarking of ET applications: From the retrieved literature, the lack of standardized
benchmarks [17Scopus] to compare different blockchain implementations is evident, especially
in terms of different hardware, software and transaction settlements. Most studies provide
experimental results of the performance and scalability of their solutions in terms of transactions
per second, throughput of the proposed framework with different send rates of transactions
and/or with varying number of nodes, as well as the approximate cost in terms of gas fees.
However, few papers provide the smart contract code or a security/privacy analysis
[6,15,19,20,24,32,47,52,53]. Several, more may provide the algorithmic implementation of the
proposed energy trading framework [16,20,33,41].

Sustainability concerns: Throughout the literature review, it wasn't easy to identify
blockchain-based energy trading solutions’ economical, environmental, and social impact. The
sustainability perspective was implied/cited in all selected papers but not thoroughly stated. For
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example, it's not clear how a company can meet the expectations of various stakeholders
concerning societal priorities (including its customers). Additionally, environmental-related
concerns are significant, given the massive energy requirements of current blockchain
networks. Also at an economic level, real-life testing is needed to assess the potential of
blockchain technology to minimize operational costs. Especially due to the fact that all papers’
cost analysis was about blockchain-related costs (gas fees, etc.) and not about the economic
benefits from actually adopting the blockchain technology in energy trading implementations.

Investment and operational costs: Despite its efficiency and capacity to reduce
transaction costs, blockchains remain an energy- and time-intensive technology: Ethereum, for
example, uses 5 TWh/year, and each transaction costs 30 cents. Minting cryptocurrency
requires high performance computers and a lot of power. This fact leads to high development
costs. Blockchains may realise significant cost savings by circumventing intermediaries,
however, blockchain systems may require costly new infrastructures, such as custom ICT
equipment and software, the costs of which need to be outweighed by benefits achieved by
data integrity, enhanced security and elimination of the need for a trusted intermediary. Building
blockchain applications entails high costs since it incurs various design, development,
deployment, migration and maintenance costs. Blockchain integration with existing Enterprise
Resource Planning (ERP) systems necessitates substantial financial commitment. On-boarding
and maintenance expenses are also significant. Suppliers, third-party logistics providers,
distributors, and manufacturers who participate in an Energy Trading network will be
responsible for the cost of hosting a node (energy spent) inside a blockchain consortium. High
costs will be incurred in the form of maintenance, data storage, and infrastructure improvements
as a result of high volume transactions over broad networks. In the energy sector, smart meters
are currently being rolled out without significant computational capabilities, hence integrating the
existing smart metering and grid infrastructure with distributed ledgers could come with
significant costs. All the above may lead investors to think they might not have the competitive
advantage against already existing solutions in well-established markets.

Addressing the "garbage in, garbage out" challenge: Using robust identity management
frameworks to preserve the veracity of data submitted as an input in each specific blockchain
application could be part of the solution. Since blockchain networks cannot guarantee the
veracity of data that was not natively generated on-chain (such as information coming from IoT
devices), future research should focus on innovative ways to secure the source of generated
info and the veracity and integrity of data across Energy Trading networks.

Complexity challenges for “small” consumers: Managing contracts with other
participants and running production, storage and energy-using facilities is a very complex
process for most users who have little interest in their power supply. This complexity may also
limit the consumers’ trust in an invoicing system where the amount to be paid would no longer
be based on consumption read on the meter applied to the tariff given by the energy supplier.
Finally, participating in a local energy marketplace may expose "small* consumers to intolerable
price risks.

Regulatory challenges of blockchain: Significant barriers in the adoption of the technology
are relevant both to the lack of flexibility in the regulatory and legal sphere. Regulatory bodies
endorse the active participation of consumers in electricity markets. In addition, several policy
makers have established supportive measures for local or community energy systems with the
goal of lowering consumer costs and promoting low-carbon technologies. Blockchain
technologies can support or accelerate such objectives, therefore coordinate well with current
regulatory priorities, however regulatory frameworks would need to be amended to allow larger
adoption of DLT. New contract types will be required to describe agreements between
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prosumers and consumers, especially when counterparties make use of the public grid. The
most essential aspect of a new framework is that it would necessitate new and potentially more
flexible electricity tariffs, which are currently heavily regulated. In general, local or microgrid
energy markets would need to be integrated with current regulatory practice. Despite initial
efforts towards standardization of blockchain technology (e.g. ISO/TC 30715), there is a way to
go, especially given the legal constraints that come with implementing such a system.

Pilot projects to test such novel marketplaces have been granted special clearance by
regulatory bodies to evaluate possible benefits for consumers and energy system operation.
Blockchain technologies have begun to show their value in decentralized microgrids, but they
confront hurdles in terms of balance, integration, and coordination with the main grid. Energy
trading needs to be harmonized with the system operator practice, and decentralization may
lead to more complex management of energy systems overall. P2P marketplaces and local
microgrids may even accelerate grid defection or lead to severe underutilization of network
assets. All of these challenges necessitate considerable regulatory reforms, which might cause
blockchain implementation to be delayed or even halted.

In addition, regulatory authorities are responsible for setting the rules of consumer data
protection such as the GDPR EU policy on consumer data. Blockchain system users should
comply with their liabilities but at the same time, consumer sensitive information needs to
remain confidential, such as the prices agreed between an energy supplier and consumer within
a smart contract recorded in a ledger. When information from numerous participants is recorded
in shared ledgers, data privacy, confidentiality, and identity management solutions must be
discovered. Furthermore, smart contracts must be incorporated into legal code to ensure
compliance with the law and consumer protection. It's not always apparent who bears legal and
technical responsibility for the negative repercussions of diverse parties' actions in a distributed
system architecture. Trust is put to the technology itself rather than in a known authority.

Standardization and certification of blockchain-enabled Energy Trading process:
Finally, another significant factor that might slow blockchain adoption is the lack of
standardization and flexibility. To allow interoperability amongst technology solutions, standards
for blockchain architectures must be defined. Another issue is that once a blockchain system is
deployed, any modifications in the ruling protocols or code needs to be approved by the system
nodes. In blockchain ecosystems, this has historically led to disagreements between developers
and multiple system forks. These issues may lead to mistrust and fragmentation if blockchains
are widely adopted in energy systems [48].

4.2. KEY FINDINGS

In the sequence, a summary of the main findings of the thesis is provided in accordance with
the various key axes initially posed.

KA1: The available blockchain-enabled Energy trading implementations encompass the
domains of smart grid and electrical vehicles (EVs). The majority of the retrieved blockchain
implementations, however, fall within the smart grid domain. The list of energy trading products
includes, among others, a cloud service platform of energy market, a Private Energy auction for
blockchain microgrid system and a public blockchain-based pricing scheme. All authors cited
the architecture development as well as system design/testing methods according to the
methodologies applied. Furthermore, many authors included simulations as their main testing
methodology. Finally, many authors applied a cost-benefit and a security analysis. Regarding
the maturity of blockchain implementations many milestones have been overcome, however still
integration, scalability and benchmark-related issues discussed in Section 4.1 need to be further
addressed.

KA2: As stated in Section 3.2, most implementations are not completed with advanced and
functional interfaces. This, in combination with the lack of benchmarking and testing in large
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scale under real conditions, makes evaluating the quality of offered solutions difficult. When it
comes to the underlying blockchain technologies, the Ethereum blockchain is the most used,
followed by Hyperledger.

KA3: As stated in Section 4.1, despite the sustainability perspective of their solutions, that the
authors claim in their works, it is difficult to assess the positive impact on economic,
environmental and social welfare, since most authors concentrate on the performance of the
architecture proposed. However, the regulatory obstacles as well as the inherent technological
issues of blockchain technology, constitute a significant burden. A systematic approach to
evaluating the various sustainability aspects will make a positive impact on advancement of the
state of the art.

KA4: Enhancing the maturity of implementations and the quality of the performance evaluations
will contribute in a more holistic view of how a blockchain system would perform in real-life
Energy Trading scenarios. Lack of regulations and benchmarks impede researchers and
practitioners from developing and testing complete blockchain-based solutions. All these
aspects need to evolve in parallel, towards offering a solid paradigm for the transition and
adoption of blockchain.
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5. Conclusions

Industry stakeholders, utility companies and energy decision-makers have shown a great
interest in blockchain technologies. Trials, pilot projects and novel business models have
emerged from the use of the Blockchain technology in the energy industry. Several applications
are being developed such as wholesale energy trading, platforms that provide end-consumers
with access to wholesale energy markets, and P2P energy trading platforms between
prosumers/consumers. In this thesis, a systematic literature review of the available blockchain-
enabled Energy Trading implementations was presented. Based on a thorough classification
scheme (including the platform and consensus algorithms used), a taxonomy of the various
blockchain-related energy trading systems across Smart Grid and Electric Vehicles domains
was presented, with a specific focus on their sustainability features.

Special attention was given to the maturity and technical features of the available energy
trading implementations, especially in terms of blockchain platforms used and their
implementation status. The proposed blockchain-related energy trading solutions cannot
achieve clear economic, environmental, or social objectives, according to the selected
literature's sustainability viewpoints. The majority of the articles present test-level
implementations utilizing relevant test suites, mainly the Ethereum and Hyperledger (Fabric)
blockchain platforms.

Although blockchain based energy trading approaches are continuously gaining ground, a lot
of technical, organizational and regulatory issues remain unaddressed, such as the scalability of
the available platforms, throughput, data privacy and identity management, grid destabilization
and blockchain-associated legal issues, whilst the lack of standardization adds to the prevalent
interoperability issues. The challenge of balancing demand and supply is one that blockchain
systems cannot solve on their own. To resolve such issues, a mix of artificial intelligence (Al),
machine learning, and predictive analysis would be necessary. In conclusion, the up-to-now
unstructured experimentation of blockchain-related energy trading solutions on behalf of the
researchers, need to be oriented towards the development of test real-life implementations,
especially considering their ability to create added value to energy cost-related aspects.
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